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M clear ssl-proxy conn

clear ssl-proxy conn

VAT AEERTTRTO TCP B & gk 9~ 5121%, clear ssl-proxy conn =~ > R&HEH L £,

clear ssl-proxy conn [service name]

BXn:iH service name (B8 HELEY— 2082 MRELET,

FIAIE Zoavr R, F7AARNREEXHY A,

avY Rk E—F EXEC

avy FERE yy—=x ETERAE
Cisco IOS Release Zoaxy FOPAR— ML, Catalyst 6500 > U —R ZA v FTHAS
12.1(13)E B LW WE LT,

SSL Services Module
Release 1.1(1)

BRALEDALFF4Y SSLY—b R TV a— L THFF SN TXTORMERDI VL F 2 )ty b DI, AFvavik
L C clear ssl-proxy connection =~ > K& L E 5,

] ROBITIE, FHE L —E AOEREZMRT 2 HiEETR~ LET,

ssl-proxy# clear ssl-proxy conn service S6

WOFITIX, VAT LRERTTRTO TCP #f 2 R+ 2 Fika ~ L £,

ssl-proxy# clear ssl-proxy conn
ssl-proxy#
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clear ssl-proxy session W

clear ssl-proxy session

Tyvary Frxovahb T _XRTOTL MY &2 YT T 5T, clear ssl-proxy session =2~ > R & fifi
MLET,

clear ssl-proxy session [service name]

EX D

TI2HIE

service name UEE) BELE-Y—b2DkEyvary Fyviad 27 U7 LET,

Zoawy RIZiE, TNV IRETHY FHA,

avY kK E—F  EXEC

av Yy FERE yy—= EFERNE
SSL Services Module ZDawy ROV AHR— ML, Catalyst 6500 >V — R 2 A v FTEHAZ
Release 1.2(1) nELE,

EREDHA R4

TRTOY—E2ADEy v ar Xy vanbd XTOT M 227 VT T2, A7y a2l
T clear ssl-proxy session =~ > RZFHL £,

i WOBTIE, SSL Y —ER £V a2 —LVDHEESNTZI—ERDEyYa Ly FryyvadbTr M &
2V T T DHEERLET,
ssl-proxy# clear ssl-proxy session service S6
WOFITIE, SSL P —ER £V a— L THRINIEYyYay Fr v valOTRTOT N &7
V745 hEERLET,
ssl-proxy# clear ssl-proxy session
ssl-proxy#
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M clear ssl-proxy stats

clear ssl-proxy stats

SSL H—ER EVa—VOEMD VAT A 2 R—3 0 b THERF SN COIREHERIT 2% )
v N9 5IZIE. clear ssl-proxy stats =~ > FEHEH L E 7,

clear ssl-proxy stats [crypto | fdu | ipc | pki | service | ssl | tep]

EX O crypto HEB) 7 V7 MeoWToRaHERE 27 V7 LET,
fdu (&) F6DU I oW T OHKEHERE 7 VT LET,
ipc ({£&) Inter-Process Communications (IPC; 7' & & ZA[M@1E) 2>\ T OHEH
Bz VT LET,
pki (f£%&) Public Key Infrastruture (PKI; AB¥— A > 7T A RTF 27 Fv) IZO0
ToOE®RE 7 VT LET,
service name EE) BEOY—EADKEHEHREZ VT LET,
ssl (E&) SSL oW CofatElad 7 V7 LET,
tep (EE) TCP IZoW T oOMattEHRE 27 VT LET,
TI+IE Zoavy Rk, T740 PREED D EHA,
a2 FE®—F  EXEC
vy FERE Jy—= EERA
Cisco IOS Release Zoawr ROHR— M, Catalyst 6500 2 ) — X AA v F THEAS
12.1(13)E B L O nE L,

EREDAHA R34y

I

SSL Services Module
Release 1.1(1)

SSL =t R £V a— A THRF SN TXTORMGHERI V22 £y 5123, A7V a v
L C clear ssl-proxy stats =2~ > K&#HL ET,

WOFITIE, SSLY—E R EV 2=V OEHDOV AT A ayR—x b THRFSLDHRHERY 7 v
Falty bIDhEERLET,

ssl-proxy# clear ssl-proxy stats crypto

ssl-proxy# clear ssl-proxy stats ipc

ssl-proxy# clear ssl-proxy stats pki
ssl-proxy# clear ssl-proxy stats service S6

WOFITIE, SSL Y —ER ELVa— L THRT AT XCORERITV X527 VT TDHHIEEZRL
ij‘o

ssl-proxy# clear ssl-proxy stats
ssl-proxy#
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crypto ca export pem W

crypto ca export pem

SSL #—E X £ 2 —// b Privacy-Enhanced Mail (PEM) 7 7 A V&7 AR — 51T,
crypto ca export pem 2~ REMHHA L ET,

crypto ca export trustpoint_label pem {terminal {des | 3des} {url url}} pass phrase

Exx D5 trustpoint-label 2 hRA v N ORI,
terminal ViR EIWCER AR R LET,
des 56 £ > @ DES-CBC I SLT L =) X A& HiE LET,
3des 168 ' F® DES (3DES) Wi 5ALT /LU XLZREL £T
url url URL mrr—va v ARELET, ARRMEIIRO LY TT,

o ftp: : FTP: 7 7 A/ VAT A=V AR — T 5

e null: : NULL: 77 A /b Y AT AL AKR— T 5

e nvram: : NVRAM: 7 7 A )V VAT A2 AR— T 5

e rep: :RCP: 77 A /b VAT LIV AR— 95

e scp: :SCP: 77 AV VAT AZT Y AR— T 5

e system: : system: 77 A /b VAT AT AR — T B

o tftp: : TFTP: 7 7 A )V Y AT AIZT 7 AFR— T 5
pass-phrase WEX— 2T HOICHEASNE R TL—X,

FI2+IL K Zoavr R, FTALRNREEXHY A,

a2 kK E—F Jra—r) ar7 4 ¥al—vay

oy FERE yy—= EERAE
SSL Services Module = » =~ FoH R — b, Catalyst 6500 2V — X A A v F THAS
Release 1.2(1) nWE L7,

BREDHA K54 pass phrase 13A~N—AB L ORI REZEL 7 L— A TIRETE £9, [?) X Cisco I0S /S—H—|Z %t
L TR B EZFF>OTCHEATE £ A,
NRA T —ARETIE, RN 7L —XxX—ICBHEffTET, A 7L —XF, F—D= 7 AF— |
RFCHE A LT 272l ENET, 20X —%2 4 U FA— T84, MLAR 7L—XEANLT
LT HHERHY 7,

lunexportable] &~—7 SN/ F —T=7 AR — b TEEHA,
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W crypto ca export pem

GE)

Ll
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Tua v IREREINDGERIE. TIANV IO T s ANEETEEETEEST, T 74V DT 7 AL
PRI D LB T,

e AM*— (pub)
o REFX— (prv)

o FEE (ecrt)

o CAGE#E (ca)
o EBHFx— (-sign)

e 5 %— (-encr)

SSLYZ7 hv=7 UU—R 12 TiE, EX— (prv)., F—5E8ZE (crt), B — GEAED
#1776 CA GEAE (ca) OANRT I AR—FEINFET, TXTO CAFEHEEZ SO CGGEHEF = —
BREZ I AR— T 5120E, PEM 77 A LD VIZPKCSI2 77 A NV EFHLET,

WROPITIE, SSLYP—E A EV2—/VTPEM BADO 7 7 A V2T AKR— T 5HikERLET,
ssl-proxy(config)# crypto ca import TP5 pem url tftp://10.1.1.1/TP5 password

% Importing CA certificate...

Address or name of remote host [10.1.1.1]°?
Destination filename [TP5.cal?

Reading file from tftp://10.1.1.1/TP5.ca

Loading TP5.ca from 10.1.1.1 (via Ethernet0/0.168): !
[OK - 1976 bytes]

% Importing private key PEM file...

Address or name of remote host [10.1.1.1]17?
Destination filename [TP5.prv]?

Reading file from tftp://10.1.1.1/TP5.prv

Loading TP5.prv from 10.1.1.1 (via Ethernet0/0.168): !
[OK - 963 bytes]

% Importing certificate PEM file...

Address or name of remote host [10.1.1.1]7?
Destination filename [TP5.crt]?

Reading file from tftp://10.1.1.1/TP5.crt

Loading TP5.crt from 10.1.1.1 (via Ethernet0/0.168): !
[OK - 1692 bytes]

% PEM files import succeeded.

ssl-proxy(config)# end

ssl-proxy#

*Apr 11 15:11:29.901: %$SYS-5-CONFIG I: Configured from console by console

crypto ca import pem
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crypto ca import pem W

crypto ca import pem

PEM B D7 7 A V% SSL —E R £V a2 —/ZA VR — b3 25IZIE, crypto ca import pem =~
Y REMEALET,

crypto ca import trustpoint _label pem [exportable] {terminal | url ur/ | usage-keys}
pass_phrase

BXDHA trustpoint-label ~ + 5 A R EA > kDA,
exportable (FEE) =7 ZAR— MARERF—&HEEL £,
terminal SR RICER AR R LET,
url url URL mbr—vavazRELET, ADRMEFTKRDO LB TT,
o ftp: : FTP: 77 A )V VAT AZZ T AR — T35
e pull: : Null: 77 A4/V VAT AIZZ 7 AR—FT 5
e pvram: : NVRAM: 77 A /)L VAT A AKR—F+T 5
e rep: :RCP: 77 AV VAT ANV AHR— T 5
e scp: :SCP: 77 AV VAT AIZZ Y AR— T 5
e system: : system: 7 7 A /)L VAT KIS AR— T D
o tftp: : TFTP: 7 7 A )V VAT AIZ=7 AR— T 5
pass_phrase INA T L—R,
usage-keys 1 SORAF— X7 OOV IT, FRIZRHBED 2 >OX— X7 2 EMT 5
VERHDHZ L ERELET,
FI+INE Ioavy RIS, T4 MREEH Y EE A,
avy FERE Ja—r L ar7 4 ¥al—ay
av Yy FERE yy—=x EEAE

BEREDAA FS54>

SSL Services Module = o» =z~ RoOHHR— bk, Catalyst 6500 > U —X A A v F THAX
Release 1.2(1) nWE L,

NRA T —=REELL AN LRRProTGE, =7 —BNRREINET, pass phrase |ZAX— A L U]
MREEZL 7L —XTHETEET, [?) 1% Cisco I0S /$—F—IZxt L THRBIZRERZFEODO CTHEF T
TEHA,

NA T L—=AR#TIE, AR T =X —ICBENT £, "X 7L—XF, F—Ox 7 ZFR— |
RIS LT D eiclanEd, Z0F—2A UR—FT25HE8, AEAAX T7L—X2A/LT
BT HILERDHY £,

RSA ¥—% A U R— M 256, ARF—EEENCHIST iEAELENTE £,
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W crypto ca import pem

]

BBEav> R

crypto ca import pem =~ R CIL, FEX— (prv), — NiEBE (crt). BITILO CA FEHE
(ca) DHEALR—FLET, FEPRET = —TEHEO LNV D CA Bd 556G, BIAEDT2DIZZ
a<y RERITTIHANIC, V— FBLOTMO CAFEHEZ A VFAR— T H5XERHD ET, Ty b
TR _R—=RANEITTFTP ZEH LT, v— MBIV FND CAGEHEL AV AR—FLET,

WOHITIL, SSLP—ER EL2—A0nb PEMERDT7 7 A Vv EA VKR— T HHEERLET,
ssl-proxy(config)# crypto ca import TP5 pem url tftp://10.1.1.1/TP5 password

% Importing CA certificate...

Address or name of remote host [10.1.1.1]°?2
Destination filename [TP5.cal?

Reading file from tftp://10.1.1.1/TP5.ca

Loading TP5.ca from 10.1.1.1 (via Ethernet0/0.168): !
[OK - 1976 bytes]

% Importing private key PEM file...

Address or name of remote host [10.1.1.1]17?
Destination filename [TPS5.prv]?

Reading file from tftp://10.1.1.1/TP5.prv

Loading TP5.prv from 10.1.1.1 (via Ethernet0/0.168): !
[OK - 963 bytes]

% Importing certificate PEM file...

Address or name of remote host [10.1.1.1]17
Destination filename [TP5.crt]?

Reading file from tftp://10.1.1.1/TP5.crt

Loading TP5.crt from 10.1.1.1 (via Ethernet0/0.168): !
[OK - 1692 bytes]

% PEM files import succeeded.

ssl-proxy(config)# end

ssl-proxy#

*Apr 11 15:11:29.901: %$SYS-5-CONFIG I: Configured from console by console

crypto ca export pem
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crypto ca export pkcs12 W

crypto ca export pkcs12

SSL — bR EY a2 —Ad5 PKCSI2 77 A V& =27 AR — b3 5IZ1%, crypto ca export pkes12 =
v REfRLET,

crypto ca export trustpoint_label pkesl2 file system [pkcs12 filename] pass phrase

BX DA trustpoint_label RTRAREAL b TV EEELET,
file_system Ty AN VAT LAEEELET, AR7RMEIE, sep:. ftp:. nvram:,
rep:. B LV tftp: T,
pkes12_filename — ({13&) A »HR— R+ 2% PKCSI2 7 7 A VA EIRE LT,
pass_phrase PKCSI2 77 A ND/SA 7L —REHEELET,
TIAIE oAV RIS, T4V MRERDY FEA,
a2V F E—F Fa—sL ar 74 Xalb—3a
oYy FERE yy—= EERE
Cisco IOS Release ZOa~wy ROPAR— KE, Catalyst 6500 > U —RX AA v F THEHAS
12.1(13)E B LW nE L,

EREDAA FS54>

SSL Services Module
Release 1.1(1)

AVR—=FLIEF— XTE I AR—FTEEE A,

SSH Z# i+ 534, PKCS12 7 7 A VA&7 ZR— b+ 5841%. Secure File Transfer (SCP;
FaT TrANEK) 2EMTL L E2HERLET, SCPIIA X MZFEREL., Xtk v a 2K S
ftLET,

pkes12_filename Z48E LR EA, T 74NV NDT 7 ANG (T 74NV DT 74 VAT
trustpoint_label) %S T ANDI, T 7 ANKLEANTDEIITROONET, HA ftp: £7213 tftp:
D4, pkesl2 filename \ 27 Vv NAEEDET,

WA TV —=XEIELL AN LN E, =7 —RFRRINET,

BEDOLLD CA R LS%E, v—F CA L3 _XTO RN CAGEBFEN PKCS12 7 7 A VIiZT 7 A
R—hrSHET,
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Bl crypto ca export pkcs12

] WOBFITIEL, SCP M LT PKCSI2 7 7 A vk s AR— 5 hik&ERLET,
ssl-proxy(config)# crypto ca export TPl pkcsl2 scp: sky is blue
Address or name of remote host []? 10.1.1.1

Destination username [ssl-proxy]? admin-1
Destination filename [TP1]? TPl.pl2

Password:
Writing TP1l.pl2 Writing pkcsl2 file to scp://admin-1@10.1.1.1/TP1l.pl2
Password:

CRYPTO PKI:Exported PKCS12 file successfully.
ssl-proxy (config) #
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crypto ca import pkcs12

crypto ca import pkcs12

PKCS12 7 7 A V% SSL H—E R £ 2 —/LlA AR — h§ 5I2IE, crypto ca import =~ > R4 ffi
MLET,

crypto ca import trustpoint_label pkesl2 file system |[pkcsi12 filename] pass _phrase

EX D

TIAILE

trustpoint_label RS ARRAL U R FULEIRELET,
file_system TrAN VAT AERELEY, ARRMERRO LB TT,

e ftp: : FTP: 77 AV Y AT A BA VR — T 5

e pnvram: : NVRAM: 77 A4V AT AWML AR — T 5

e rep::RCP: 77 ANV VAT AMBAUKR— T 5

o sep::SCP: 77 AV VAT ABHA VR— T 5

o tftp: : TFTP: 7 7 A )V Y AT AN A VR — T 5
pkesi2_filename — (f1&) A > AR— 1425 PKCS12 7 7 A VA ZHELET,
pass_phrase PKCSI2 77 A VDNRA T L —REEELET,

Zoavwry R, TN MREITDHY FHA,

Ja—nN") ar7 4 Xalb—g v

Jyy—=x EERA
Cisco IOS Release Zoawy FOYR— RiE, Catalyst 6500 >V — X A A »F TEAX
12.1(13)E B LW nELE,

SSL Services Module
Release 1.1(1)

SSH #7284, PKCS12 77 A V& A AR — FT 25 & X2, Secure File Transfer (SCP; & =
T 77 ANMERE) AERATLHI L AHLELET, SCPITFR MERFEL., Bkt y v a v ERESL
Er AN

pkes12_filename ZF5ELIRWEE. T 74N SO T 7 ANK (T 74V DT 7 A VA4
trustpoint_label) %32 F AL 77 ANALEANNTDHEOITRKROBILVET, D ftp: F7213 titp:
DA, pkesl2 filename (7 )V NAEEOHET,

RNA T L—=REELL AN LD HE, =7 —RERENET,

HEOLNVD CANRLDHEE, V—bF CA LT XTO TN CAFEHED PKCSI2 77 A Wil 7 A
A= ET,
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MW crypto ca import pkcs12

] WOBITIE, SCP Zf LT PKCSI12 77 A & A v B— b5 HEERLET,
ssl-proxy(config)# crypto ca import TP2 pkcsl2 scp: sky is blue
Address or name of remote host []? 10.1.1.1

Source username [ssl-proxy]? admin-1
Source filename [TP2]? /users/admin-1/pkcsl2/TP2.pl2

Password:password

Sending file modes:C0644 4379 TP2.pl2

|

ssl-proxy (config) #

*Aug 22 12:30:00.531:%CRYPTO-6-PKCS12IMPORT SUCCESS:PKCS #12 Successfully Imported.
ssl-proxy(config) #
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crypto key export rsa pem W

crypto key export rsa pem

PEM 3 RSA §—% SSL —tE X £V a— LT AR — h§5I21E, crypto key export rsa
pem =~ REHHLET,

crypto key export rsa keylabel pem {terminal | url ur/} {{3des | des} [exportable]

pass_phrase}
BX DA keylabel ¥ — D4R,
terminal WA LICBESRZFRR L ET,
url url URL v/ —va v aRELET, ARREITROLEY TT,

o ftp: : FTP: 77 AV VAT AIZT Y AR— T D

e null: : Null: 77 A4V VAT A7 AFR—FT 5

e nvram: : NVRAM: 77 A )V VAT AIZZ AR— T 5
o rep: :RCP: 77 ANV VAT AZZI AKR— T3

e scp::SCP: 77 AV VAT AIZZ T AFR— T 5

e system: : system: 7 7 A )L VAT AZET AR — T D
o tftp: : TFTP: 7 7 A )b Y AT ATV AR—FT5

des 56 £ h® DES-CBC 5L 7 /v X AEBELET,
3des 168 '~ h® DES (3DES) HfB{LT7 VTV XAZHBELET,
exportable (ER) =7 AKR— AR —%2HBELE T,
pass_phrase INA T L—R,

TI2HIE Zoavy R, T RNREZXHY A,

a2 kK E—F ra—r) arz 4 ¥al—ay

avy FEE =2 EERAR
SSL Services Module =@z~ R4 7R — bt Catalyst 6500 >V — X A1 v F CTHAZS
Release 1.2(1) nE L,

BEREDHLARSAY RS2 7L —RXF A= 2B IO AEZ G 7 L— X THETX £, 1?) 1% Cisco I0S /S—H#—|T
S UCHNAERER SO CHATE A,
PRA T L—RfRHETIE, R 7L —X XS E T, X 7L—XE, ¥ ZAF— |
FFICHF B b AR ENET, ZOF—2 A v FR—FsT2548, RILXA 7L —X%ZASLT
BEEALTH2HERHY 7,

Catalyst 6500 ) —X R4 vF SSLHY—ER ELa—IL aTY R YI7LVR-J1IJ—R 2.1
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W crypto key export rsa pem

]

KOFETIE, SSLYP—E R Ea—AnbIx—42T7 AR— T 55EEZRLET,

ssl-proxy(config) # crypto key export rsa test-keys pem url scp: 3des password
% Key name:test-keys
Usage:General Purpose Key
Exporting public key...
Address or name of remote host []? 7.0.0.7
Destination username [ssl-proxy]? lab
Destination filename [test-keys.pub]?

Password:

Writing test-keys.pub Writing file to scp://1abQ7.0.0.7/test-keys.pub
Password:

|

Exporting private key...

Address or name of remote host []? 7.0.0.7

Destination username [ssl-proxy]? lab

Destination filename [test-keys.prv]?

Password:
Writing test-keys.prv Writing file to scp://1ab@7.0.0.7/test-keys.prv

Password:
ssl-proxy(config) #
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crypto key import rsapem W

crypto key import rsa pem

SR AT B35 PEM B0 RSA ¥ —% A1 AR — ~J 51Zi%. crypto key import rsa pem =~ K
ZRERHLET,

crypto key import rsa keylabel pem [usage-keys] {terminal | url ur/} [exportable]

passphrase}
BX DA keylabel F— D4 B,
usage-keys (EE) 1 2OWRHAF— X7 oD VI, HHRARD 2 > DOF— T %
BT HMERNHLZ L ERRELET,
terminal SR RICER AR R LET,
url url URL mb—vavazRELET, ADRMEEFTKRDO LB TT,
o ftp: : FTP: 77 A )V VAT LB A VR — T 5
e null: :null: 774V AT ANHAVYR— T 5
e nvram: : NVRAM: 77 AV VAT AnbAYR— T 5
o rep: : RCP: 77 ANV VAT AL AUAR— T3
o scp: :SCP: 77 AN VAT AL A VAR — T 5
o system: :system: 7 7 A )b VAT LNSA UBR— T 5
o tftp: : TFTP: 7 7 AV VAT LD HA Y iR— 15
exportable (fEF) =27 AKR— Al —%2HBELET.
passphrase ISR T L— R,
FI+INE Ioavy RIS, T4 MREEH Y EE A,
= e Jua—s g ar7 4 F¥al—ay
oy FERE yy—2 EERE

BEREDAA FS54>

SSL Services Module = o» =z~ RoOHHR— bk, Catalyst 6500 > U —X A A v F THAX
Release 1.2(1) nWE L,

PNRA T —RFAR—ZAB LS E2 ST 7 L—XTEETXE9, [?] 1T Cisco I0S /X—H%—(Z
SEUTHRIAR B A SO THEHATE EH A,

NRA T L — XTI, R T —Xed—CHEMTET, A 7L —XI, F—DxT T AKR— |
FFICRE B LT 720 ESNET, ZOF—2 A4 FR— b T2548, RILXA 7L —X%Z AL T
BEALTHHEIH D 9,
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Ml crypto key import rsa pem

]

WOFTIX, S 2T L7035 PEM JER D RSA ¥ —% 4 >4 — L., PEM JE=® RSA ¥—% SSL

P—bERETa— Iy AR— T B FHFEZTRLET,

ssl-proxy(config)# crypto key import rsa newkeys pem url scp: password

% Importing public key or certificate PEM file...
Address or name of remote host []? 7.0.0.7

Source username [ssl-proxy]? lab

Source filename [newkeys.pub]? test-keys.pub

Password:

Sending file modes:C0644 272 test-keys.pub
Reading file from scp://1ab@7.0.0.7/test-keys.pub!
% Importing private key PEM file...
Address or name of remote host []? 7.0.0.7
Source username [ssl-proxy]? lab

Source filename [newkeys.prv]? test-keys.prv

Password:
Sending file modes:C0644 963 test-keys.prv

Reading file from scp://1lab@7.0.0.7/test-keys.prv!% Key pair import succeeded.
ssl-proxy (config) #
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debug ssl-proxy

BEOLAT L AR —R 2 NTT Ny T 75 7 %F 12T 5IZ1E, debug ssl-proxy =2~ > R & i

LEY, Zoa~vrFon BREEH LT, 7y 7 7772471 LET,

debug ssl-proxy

debug ssl-proxy {app | fdu [sype] | ipc | pki [fype] | ssl [oype] | tep [type]}

EX D

TI2HIE

app App 7 v 2 E AT LET,

fdu type FDU 7y 7% 4 LET, (EE) type DHZNAEIX cli. hash, ipc,
BL WP trace TT, FEMic>WTix, MERHEOTA KT 4] 2B LT
TZE&EW,

ipc IPC 7y Z Az LET,

pki type PKI 5Ny 7% AN LET, (EE) type DA cert, events,

history. ipc. B LW key T, FHEMIZO>WTIX, MEH LT A KT A

U ERZRLTIESY,

ssl fype SSL 7y 7V aA I LET, ((ER) type DHEZNLMEIL alert. error,
handshake, X0 pkt T3, FEMlcO>WTix, (ER EOF A KZ 1 )

BT EEN,

tep type TCP TNy 7 &AL LET, (LE) type DHE72HIL event, packet,
state, 3 XN timers T3, FEMIC OV, (EH LTS KT 40 %

ZH LT &N,

Zoawy NI, TNV IRETHY THA,

avvk E—F  EXEC

av Yy FEE )= EERE
Cisco 10S Release ZOavy ROYR— I, Catalyst 6500 ) — R A A » FTEHAZ
12.1(13)E B L0 NELE.

BEREDAA FS54>

SSL Services Module
Release 1.1(1)

fdu fype IZITROER H Y F77,
e cli: FDUCLI 7 Ny 7 LET,
 hash: FDU Ny Y =27y 7 LET,
e ipc: FDUIPC 27 Ny 7 LET,
e trace: FDU F L —RX&F Ny /S LET,
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M debug ssl-proxy

pki type [ZIZROERH Y £,

o certs : GEFEOEIHET Ny J LET,

e events: A XV NET Ny LET,

e history : iEFAEDOBEZT Ny S LET,

e ipc:IPCAYE—VBLIORYy 77 &2T Ny 7 LET,
o key: ¥F—OEHET NNy LET,
ssl type IZIZRDOEN D D 9,

e alert: SSL77—h ARV bEET NI LET,

e error :SSL =T — A XU FET Ry T LET,

e handshake : SSL "> Ky =A 7 A XV hET RNy 7 LET,
o pkt: EZFEINTZSSL XTry bET Ny T LET,

GE) TCPT Ay 7 awy Rid, AMMIZEAERWD, FRITE - RVIRIEBCTREARN e ME (2
L RT, RREY = AN E T EEOY — L O THERNHEL SNRWER) 2 b T TNy a—T 47
TOHAETETITHEMLET,

TCP TRy 7 a<y REFITTHGE, 20—V EIZTCP £ 2 — /W KEDT Ny ZIERNFR
S, TNICE S TEY 2= DRI 53—V ANKIBIZIK T T2 8ERH Y £9, TV 2—1 DN
T —< U ABMENE, TCP B X A ~—., /"7y b, BILOREER OB IEIET 5 A REMEN &
D ET,

tep type IZIXROENRH 0 £,

e events : TCP A X N &2T RN 7 LET,

o pkt: EZEFEEINTTCP Nry bhaT Ny 7 LET,
o state: TCP REZT Ny 7 LET,

e timers : TCP ¥ A ~—% T v 7 LET,

1 WOFITIE, App TNy Z AT 5 R LET,

ssl-proxy# debug ssl-proxy app
ssl-proxy#

WOFITIX, FDU Ty 7 a4 N d 2 a2 R LET,

ssl-proxy# debug ssl-proxy fdu
ssl-proxy#

ROBITIEL, IPC TNy T a2A T 25 EERLET,

ssl-proxy# debug ssl-proxy ipc
ssl-proxy#

WROFITIE, PKI TNy Tt N2$ 5 hiEE R LET,

ssl-proxy# debug ssl-proxy pki
ssl-proxy#

ROBITIX, SSL Ty VAT D kR R LET,
ssl-proxy# debug ssl-proxy ssl
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debug ssl-proxy

ssl-proxy#

WROFITIE, TCP TNy T oA N D hEERLET,

ssl-proxy# debug ssl-proxy tcp
ssl-proxy#

ROFITIE, TCP TNy VA 712455k RLET,

ssl-proxy# no debug ssl-proxy tcp
ssl-proxy#
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N do

do

Ja—nN)arZ 4 FXal—vary T—RFERIZEomoary 7 X2 —vay T—RKbAWEYT
7E— RS EXEC LD a<y REFETTHITE, do 2~ FafHLET,

do command

EX DA command F24734 % EXEC L~ LD~y R,
FIAIE Zoawy RiZiE, T4 MRETH Y EE AL
avy kE—F EXEC L~ Da<wy REFEFTE7a— )L ar 7 4 Xal—g - isooar 7 %=

L—yary E—RbdWIH7TE—F,

av Yy FEE Jy—= EERRE
Cisco IOS Release Zoa~wy ROV AR— NI, Catalyst 6500 > U — R A A v F TEAS
12.1(13)E B LW nE L,

SSL Services Module
Release 1.1(1)

BEREDAA FS54>
A
FE O EXECE—RTiEdo 2~ FEANLRWTLIZE N, —E2ADHFENRET 2 AREMERH Y
£7,

do =~ FZ{ff LT configure terminal =~ > R&ZFE(TTX £ A, ZiIL, configure terminal
a<wr REANTDHE, E—FKBar7 4 Xal—vary T— REERSRDEZHTY,

do 2~ RFEFEHALT, ZFue— L a7 4 F¥al—ay F— REFREFoMOa 7 4 FaLb—
vary E— RHDHWEH 7 E— RTcopy F72iE write 2~ REZFATTEEHA,

i OB TIX, Za—)L ar74X21—3 g FT— KTEXEC L~L® show interfaces =~ K
EERIT T HEERLET,

ssl-proxy(config)# do show interfaces serial 3/0

Serial3/0 is up, line protocol is up
Hardware is M8T-RS232
MTU 1500 bytes, BW 1544 Kbit, DLY 20000 usec, rely 255/255, load 1/255
Encapsulation HDLC, loopback not set, keepalive set (10 sec)
Last input never, output 1dl17h, output hang never
Last clearing of "show interface" counters never

ssl-proxy (config) #

Catalyst 6500 &) —ZX X{ v F SSLH¥—ER ELa—L ATV K YIT7LUR -1 J—Z 2.1
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show ssl-proxy admin-info W

show ssl-proxy admin-info

EH VLAN & 2B T 5 IP BLOS — bV =A 7 RLRAEZRRT 5HI21E, show ssl-proxy
admin-info =~ > FZHEMA L E 7,

show ssl-proxy admin-info

BXDHH Zoawr PR, BIBERRF—T—FIEHY EHA,
TI+IE Zoawy R, T4V FERERHY EFE A
avY kR E—F EXEC
vy FERE Jyy—= EEANR
Cisco IOS Release ZDawy ROPR— NI, Catalyst 6500 ¥ U — X AA v F THAI
12.1(13)E BL W nE L,
SSL Services Module
Release 1.1(1)
il WOFITIE, FE VLAN & ZHICB#ET 5 [P BL Y — b oA 7 RLREEFTHHELRLE
‘a_o
ssl-proxy# show ssl-proxy admin-info
STE administration VLAN: 2
STE administration IP address: 207.57.100.18
STE administration gateway: 207.0.207.5
ssl-proxy#
BEavTUF ssl-proxy vlan
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M show ssl-proxy buffers

show ssl-proxy buffers

TCP Ny 7 7 ORI DN T O R E R T 5121E, show ssl-proxy buffers =~ Fafi L %

T,
show ssl-proxy buffers
EXDiRA Zoawy RICE, BIEEREF—T— RiEh Y A,
T24+ILEK Zoawr R, TTAMRRERDHY A,

avY kR E—F EXEC

av Y FEE Jy—=x EEHRR
Cisco IOS Release ZDawy ROPHR— NI, Catalyst 6500 ¥ U —RX AA v F THAI
12.1(13)E B LW nWE LT,

SSL Services Module
Release 1.1(1)

1 WOFITIEZ, TCP YTV AT LDy 7 7 ORI E ZOMDIEREFRT D HEEZRLET,

ssl-proxy# show ssl-proxy buffers

Buffers info for TCP module 1

TCP data buffers used 2816 limit 112640

TCP ingress buffer pool size 56320 egress buffer pool size 56320
TCP ingress data buffers min-thresh 7208960 max-thresh 21626880
TCP ingress data buffers used Current 0 Max O

TCP ingress buffer RED shift 9 max drop prob 10

Conns consuming ingress data buffers 0

Buffers with App 0

TCP egress data buffers used Current 0 Max 0

Conns consuming egress data buffers 0

In-sequence queue bufs 0 000 bufs 0

ssl-proxy#

BIEav Uk ssl-proxy policy tcp
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show ssl-proxy certificate-history W

show ssl-proxy certificate-history

AEAED A X MNEREIZOWTOFE#REZ R R 5121%. show ssl-proxy certificate-history =~ > K%
EALET,

show ssl-proxy certificate-history [service [name]]

‘XX nEiH service name TuXy P RADTRTCOEHAEL a3 - FELT EET) FEDOT 1
FUH—EAORRAEL - F2RRLET,

FI2+IE Zoavwy RICE, T7ANLNREEHY FH A,

a2 kK E—F EXEC

avy FEE )= EERE
Cisco IOS Release ZOavy ROYR— NI, Catalyst 6500 ) — X A A » FTEAZ
12.1(13)E B L O nE L,

SSL Services Module
Release 1.1(1)

HRAENHM K542  show ssl-proxy certificate-history =~ > FTiZ, kDL a— RRFRENET,
o F—ER4
N
. EREZIE LU LR —
o MTZAIFALU A
o EHEOHA4
o FEHEDORITTA
o VUTNEE
o Aff

F L a— RICk LT Syslog A v =V snEd, HlRMED 512 La— RICELERIT, &bl
Wl a— RAHIBRE R ET,

Catalyst 6500 ) —X R4 vF SSLHY—ER ELa—IL aTY R YI7LVR-J1IJ—R 2.1
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B show ssl-proxy certificate-history

Bl WOFITIE, FEREDLIDO T XTOA R MNEREZR T HHEERLET,

ssl-proxy# show ssl-proxy certificate-history
Record 1, Timestamp:00:00:51, 16:36:34 UTC Oct 31 2002
Installed Server Certificate, Index 5
Proxy Service:sl, Trust Point:t3
Key Pair Name:k3, Key Usage:RSA General Purpose, Exportable
Time of Key Generation:12:27:58 UTC Oct 30 2002
Subject Name:0ID.1.2.840.113549.1.9.2 = simpsonb-2-ste.cisco.com,
0ID.1.2.840.113549.1.9.8 = 207.79.1.9, 0ID.2.5.4.5 = BOFFF235
Issuer Name:CN = SimpsonTestCA, OU = Simpson Lab, O = Cisco Systems, L = San Jose, ST
= CA, C = US, EA =<16> simpson-pki@cisco.com
Serial Number:5D3D1931000100000D99
Validity Start Time:21:58:12 UTC Oct 30 2002
End Time:22:08:12 UTC Oct 30 2003
Renew Time:00:00:00 UTC Jan 1 1970
End of Certificate Record

Record 2, Timestamp:00:01:06, 16:36:49 UTC Oct 31 2002
Installed Server Certificate, Index 6
Proxy Service:s5, Trust Point:tl10
Key Pair Name:k1l0, Key Usage:RSA General Purpose, Exportable
Time of Key Generation:07:56:43 UTC Oct 11 2002
Subject Name:CN = hostl.cisco.com, OID.1.2.840.113549.1.9.2 =
simpson5-2-ste.cisco.com, OID.1.2.840.113549.1.9.8 = 207.79.1.9, 0ID.2.5.4.5 = BOFFF235
Issuer Name:CN = SimpsonTestCA, OU = Simpson Lab, O = Cisco Systems, L = San Jose, ST
= CA, C = US, EA =<16> simpson-pki@cisco.com
Serial Number:24BC81B7000100000D85
Validity Start Time:22:38:00 UTC Oct 19 2002
End Time:22:48:00 UTC Oct 19 2003
Renew Time:00:00:00 UTC Jan 1 1970
End of Certificate Record

Record 3, Timestamp:00:01:34, 16:37:18 UTC Oct 31 2002
Installed Server Certificate, Index 7
Proxy Service:s6, Trust Point:tl1l0
Key Pair Name:k1l0, Key Usage:RSA General Purpose, Exportable
Time of Key Generation:07:56:43 UTC Oct 11 2002
Subject Name:CN = hostl.cisco.com, OID.1.2.840.113549.1.9.2 =
simpson5-2-ste.cisco.com, OID.1.2.840.113549.1.9.8 = 207.79.1.9, 0ID.2.5.4.5 = BOFFF235
Issuer Name:CN = SimpsonTestCA, OU = Simpson Lab, O = Cisco Systems, L = San Jose, ST
= CA, C = US, EA =<16> simpson-pki@cisco.com
Serial Number:24BC81B7000100000D85
Validity Start Time:22:38:00 UTC Oct 19 2002
End Time:22:48:00 UTC Oct 19 2003
Renew Time:00:00:00 UTC Jan 1 1970
End of Certificate Record

Record 4, Timestamp:00:01:40, 16:37:23 UTC Oct 31 2002
Deleted Server Certificate, Index 0
Proxy Service:s6, Trust Point:t6
Key Pair Name:k6, Key Usage:RSA General Purpose, Not Exportable
Time of Key Generation:00:28:28 UTC Mar 1 1993
Subject Name:CN = hostl.cisco.com, OID.1.2.840.113549.1.9.2 =
simpson5-2-ste.cisco.com, OID.1.2.840.113549.1.9.8 = 207.79.1.8, 0ID.2.5.4.5 = BOFFF235
Issuer Name:CN = SimpsonTestCA, OU = Simpson Lab, O = Cisco Systems, L = San Jose, ST
= CA, C = US, EA =<16> simpson-pki@cisco.com
Serial Number:5CB5CFD6000100000D97
Validity Start Time:19:30:26 UTC Oct 30 2002
End Time:19:40:26 UTC Oct 30 2003
Renew Time:00:00:00 UTC Jan 1 1970
End of Certificate Record
% Total number of certificate history records displayed = 4
ssl-proxy#
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BBEa<v R

show ssl-proxy certificate-history W

ROFITIE, FEDTnxy ¥y —EADFHFEL a— FERFT L HEEZRLET,

ssl-proxy# show ssl-proxy certificate-history service sé6
Record 3, Timestamp:00:01:34, 16:37:18 UTC Oct 31 2002
Installed Server Certificate, Index 7
Proxy Service:s6, Trust Point:tl0
Key Pair Name:k10, Key Usage:RSA General Purpose, Exportable
Time of Key Generation:07:56:43 UTC Oct 11 2002
Subject Name:CN = hostl.cisco.com, OID.1.2.840.113549.1.9.2 =
simpson5-2-ste.cisco.com, OID.1.2.840.113549.1.9.8 = 207.79.1.9, 0OID.2.5.4.5 = BOFFF235
Issuer Name:CN = SimpsonTestCA, OU = Simpson Lab, O = Cisco Systems, L = San Jose, ST
= CA, C = US, EA =<16> simpson-pki@cisco.com
Serial Number:24BC81B7000100000D85
Validity Start Time:22:38:00 UTC Oct 19 2002
End Time:22:48:00 UTC Oct 19 2003
Renew Time:00:00:00 UTC Jan 1 1970
End of Certificate Record

Record 4, Timestamp:00:01:40, 16:37:23 UTC Oct 31 2002
Deleted Server Certificate, Index 0
Proxy Service:s6, Trust Point:té6
Key Pair Name:k6, Key Usage:RSA General Purpose, Not Exportable
Time of Key Generation:00:28:28 UTC Mar 1 1993
Subject Name:CN = hostl.cisco.com, OID.1.2.840.113549.1.9.2 =
simpson5-2-ste.cisco.com, OID.1.2.840.113549.1.9.8 = 207.79.1.8, 0OID.2.5.4.5 = BOFFF235
Issuer Name:CN = SimpsonTestCA, OU = Simpson Lab, O = Cisco Systems, L = San Jose, ST
= CA, C = US, EA =<16> simpson-pki@cisco.com
Serial Number:5CB5CFD6000100000D97
Validity Start Time:19:30:26 UTC Oct 30 2002
End Time:19:40:26 UTC Oct 30 2003
Renew Time:00:00:00 UTC Jan 1 1970
End of Certificate Record
Total number of certificate history records displayed = 2

ssl-proxy service

| oL-4779-01-J
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M show ssl-proxy conn

show ssl-proxy conn

SSL #—E 2 EY 2 —/Ainb TCP #fi 4R T 521X, show ssl-proxy conn =2~ > REZEH L ET,

show ssl-proxy conn 4tuple [local {ip local-ip-addr local-port} [remote [ {ip
remote-ip-addr [port remote-port]} | {port remote-port [ip remote-ip-addr]}]]]

show ssl-proxy conn 4tuple [local {port local-port} [remote [{ip remote-ip-addr [port
remote-port]} | {port remote-port [ip remote-ip-addr]}]]]

show ssl-proxy conn 4tuple [local {remote [ {ip remote-ip-addr [port remote-port]} | {port
remote-port [ip remote-ip-addr]}]]

show ssl-proxy conn service name

BX DA 4tuple BEiEDT KL AD TCP #fiz #r LE T,
local (LR FEDr—) T3 2D TCP #fiia For L ET,
ip local-ip-addr o—hN FARLADIP T KL A,
local-port a—J ) FAL ZADR— B
remote UEE) FFEDVE— K T34 20D TCP ¥fix £RRLET,
ip remote-ip-addr VE— K FARALZADIP T KL A,
port remote-port JE—F TR ZADR— KB
port [ocal-port (EE) HEDu—hn R— o TCP #ftx #r LET,
service name FEOTuxy —v 20 TCP iz R LET,
TIAIE oAV RIS, T AL MRERDY FEA,
avYkFE—F  EXEC
av Yy FERE yy—=x EERE
Cisco IOS Release Zoa~wy ROYAR— ME, Catalyst 6500 > U — R A A v F TEAS
12.1(13)E B LW NFE L,

SSL Services Module
Release 1.1(1)
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show ssl-proxy conn W

FEREDHM FS4Y  show ssl-proxy conn = <> R TiE, RO L a— RRFRSNET,
e Local Address
* Remote Address
e VLAN
e Conid
¢ Send-Q
¢ Recv-Q
e State

State L =— R, SSL P —tE R Y a— L VE— K FNA 2O OO TCP RiEA < LF
T, TCPARREIZOWTiX, ROFTHHLET,

% 241 TCP #E# ke A

LISTEN ZDEFEY 2 —/ViL, TCP Bzt T 2 EREFHEL TWVET,

SYN_SEND ZOFEY 2 —E, TCP ##i%4B< 72912, SYN 4 v F&RlDF
NARZERFBLE L,

SYN_RECEIVED IDEFY2—/UiE, TCP 8 A< Z L 2ER L TWBHIDT A
2B SYN 7w FEZELE L,

ESTABLISHED AU =7 xA TCP > Ky =A 2 (SYN. SYN/ACK. ACK) 358

%7213 ESTAB TL, ZOFEY2—LEROTSA ADRT TCP #5035 sr L £ 9,

FIN_WAIT _1 ZOFYa—ViE, TCP #5770, FIN $7 v k&
DT NA RTEELE LT,

TIME_WAIT TOEV2— UL FIN O— 47V AZEFICET L, #5074
ATCTCP #fa AL ET, BIEAST Y NEZET D202, 30 ~

E 721X TWAIT e i
120 #bR. N Z O TR SN E T,

CLOSE_WAIT ZOFEYa—ViE, TCP #2522 ERL TV D HEERILD
TN ANE FIN N7y F&2ZELE LT,

FIN_WAIT_2 TCP #fgi e P U % 728012 FIN /37w b & HEfeSe D7 /31 R L
T, TOFEYVa— ML ACK ~F v FEZ{EL, FIN 287y h & FF
BLET,

LAST_ACK PR DOT S ZADOERIZE Y, ZOFY 2 —/LE TCP #ifi % B
U, DTN, A0 5 Dtk D ACK L £,

CLOSING ZOEY 2—/VT TCP ¥z 7 7 7 4 7ICH U, TIME_WAIT RHE
WCABRNE, DT SA 295 DFR%D ACK 2R L £,

CLOSED TCP BN U b, T X TORMEREN & HERISENET LET,

Catalyst 6500 ) —X R4 vF SSLHY—ER ELa—IL aTY R YI7LVR-J1IJ—R 2.1
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M show ssl-proxy conn
Bl ROFITIE, SSL H—E R FY a—Ah bl &l TCP ik #rnd 5 S X E R bikE s LET,
ssl-proxy# show ssl-proxy conn
Connections for TCP module 1
Local Address Remote Address VLAN Conid Send-Q Recv-Q State
2.0.0.10:4430 1.200.200.14:48582 0 0 0 ESTAB
1.200.200.14:48582 2.100.100.72:80 1 0 0 ESTAB
2.0.0.10:4430 1.200.200.14:48583 2 0 0 ESTAB
1.200.200.14:48583 2.100.100.72:80 3 0 0 ESTAB
2.0.0.10:4430 1.200.200.14:48584 4 0 0 ESTAB
1.200.200.14:48584 2.100.100.72:80 0 0 ESTAB
2.0.0.10:4430 1.200.200.14:48585 0 0 ESTAB
1.200.200.14:48585 2.100.100.72:80 7 0 0 ESTAB
2.0.0.10:4430 1.200.200.14:48586 0 0 ESTAB
1.200.200.14:48586 2.100.100.72:80 9 0 0 ESTAB

ssl-proxy# show ssl-proxy conn 4tuple local port 443

Connections for TCP module 1

Local Address

2.50.50.133:443

No Bound Connection

2.50.50.133:443

No Bound Connection

2.50.50.131:443

No Bound Connection

2.50.50.132:443

No Bound Connection

2.50.50.132:443

No Bound Connection

2.50.50.132:443

No Bound Connection

2.50.50.132:443

No Bound Connection

Remote Address

1.200.200.12:39728

.200

.200

.200

.200

.200

.200

.200.

.200.

.200.

.200.

.200.

.200.

12:

14:

13:

13:

13:

13:

39729

40599

48031

48032

48034

48035

VLAN Conid Send-Q Recv-Q
113676 0O 0
113680 0 0
113684 0 0
114046 0 0
114048 0 0
114092 0 0
114100 O 0

ssl-proxy# show ssl-proxy conn 4tuple remote ip 1.200.200.14

Connections for TCP module 1

Local Address

2.50.50.131:443

No Bound Connection

2.50.50.131:443

No Bound Connection

2.50.50.131:443

No Bound Connection

2.50.50.131:443

No Bound Connection

2.50.50.131:443

No Bound Connection

Remote Address

1.200.200.14:38814

1.200.200.

1.200.200.

1.200.200.

1.200.200.

14

14

14

14

138815

138817

138818

138819

VLAN Conid Send-Q Recv-Q
58796 0 0
58800 0 0
58802 0 0
58806 0 0
58810 0 0

State

TWAIT

TWAIT

TWAIT

TWAIT

TWAIT

TWAIT

TWAIT

TWAIT

TWAIT

TWAIT
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2.50.50.131:443
No Bound Connection

2.50.50.131:443
No Bound Connection

ssl-proxy# show ssl-proxy conn service iisl
Connections for TCP module 1
Remote Address

Local Address

1.200.200.14:38820

1.200.200.14:38821

2

2

58814

58818

Send-Q Recv-Q

show ssl-proxy conn W

TWAIT

TWAIT

2.50.50.131:443
No Bound Connection

2.50.50.131:443 1
No Bound Connection

2.50.50.131:443 1
No Bound Connection

2.50.50.131:443 1
No Bound Connection

2.50.50.131:443 1
No Bound Connection

2.50.50.131:443 1
No Bound Connection

2.50.50.131:443 1
No Bound Connection

.200

.200

.200

.200

.200

.200

.200.

.200.

.200.

.200.

.200.

.200.

14:

14:

14:

14:

14:

14:

1.200.200.14:41217

41218

41219

41220

41221

41222

41223

121718

121722

121726

121794

121808

121940

122048

0 0
0 0
0 0
0 0
0 0
0 0
0 0

TWAIT

TWAIT

TWAIT

TWAIT

TWAIT

TWAIT
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M show ssl-proxy crash-info

show ssl-proxy crash-info

SSLY—E R EVa—Anb0Y 7 by =TIlLoTHiflaNzY &y MIOWTOFERENET D
121X, show ssl-proxy crash-info =~ > R&#H L ET,

show ssl-proxy crash-info [brief | details]

EXnHA brief (FE) Yoty P L PAFICHIBENTZ, V7 Y =TI X - THiH
SNV Ly MERO/NRBE R 72y FEIUELET,
details (FEE) Y7 hooTllkoTHflEanzy vy MEROT T, #Hl5t

2B 7 LEINVIABRAE I DE T HEDTINELET (WANET
THETITHERKRK 10 0D R[HEMENRH Y F97),

T24+ILEK Zoawr R, TIAMRRERDHY A,

avY Rk E—F EXEC

avy FERE yy—2z EEARE
Cisco I0S Release ZDawy ROPHR— ME, Catalyst 6500 ¥ U —RX AA v F THAI
12.1(13)E B LW WE L,

SSL Services Module
Release 1.1(1)

1 KOBITIE, Y7 b7k ClElanNY vy MOWTOHEREPINET S FEEZRLET,

ssl-proxy# show ssl-proxy crash-info

————————————— COMPLEX 0 [FDU IOS] —-=—=————=—————————————-

NVRAM CHKSUM:O0xEB28
NVRAM MAGIC:0xC8A514F0
NVRAM VERSION:1

++++++++++ CORE 0 (FDU) ++++++++++++++++++++++

CID:0

APPLICATION VERSION:2003.04.15 14:50:20 built for cantuc
APPROXIMATE TIME WHEN CRASH HAPPENED:14:06:04 UTC Apr 16 2003
THIS CORE DIDN'T CRASH

TRACEBACK:222D48 216894

CPU CONTEXT ———————————————————m oo

$0 :00000000, AT :00240008, v0 :5A27E637, vl :000F2BBl
a0 :00000001, al :0000003C, a2 :002331BO, a3 :00000000
t0 :00247834, tl :02BFAAAQO, t2 :02BF8BBO, t3 :02BF8BAO
t4 :02BF8BBO, t5 :00247834, t6 :00000000, t7 :00000001

Catalyst 6500 &) —ZX X{ v F SSLH¥—ER ELa—L ATV K YIT7LUR -1 J—Z 2.1
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show ssl-proxy crash-info Il

s0 :00000000, sl :0024783C, s2 :00000000, s3 :00000000
s4 :00000001, s5 :0000003C, s6 :00000019, s7 :0000000F
t8 :00000001, t9 :00000001, kO :00400001, k1 :00000000
gp :0023AE80, sp :031FFF58, s8 :00000019, ra :00216894
LO :00000000, HI :0000000A, BADVADDR :828D641C

EPC :00222D48, ErrorEPC :BFC02308, SREG :34007E03
Cause 0000C000 (Code 0x0) :Interrupt exception

CACHE ERROR registers —-—--—--—-—-——-———-——-—-—-

CacheErrI:00000000, CacheErrD:00000000
ErrCt1:00000000, CacheErrDPA:0000000000000000

PROCESS STACK ——————————— oo
stack top:0x3200000

Process stack in use:
sp is close to stack top;
printing 1024 bytes from stack top:
031FFC00:06405DE0 002706E0 0000002D 00000001 .@] .'. ...—-....

031FFC10:06405DE0 002706E0 00000001 0020B800 .Q@1 .'. ..... 8.
031FFC20:031FFC30 8FBF005C 14620010 24020004 ..|0.?2.\.b..S$...

FFFFFFDO:00000000 00000000 00000000 00000000 ....vnvnvnen.nn.
FFFFFFE0:00627E34 00000000 00000000 00000000 .b~4............
FFFFFFF0:00000000 00000000 00000000 00000006 .....nvvnvnnnn.

===== SSL SERVICE MODULE - END OF CRASHINFO COLLECTION =======

WOBTIE, Y7 b7k THElENTZY By MZOWTOERO/NRIE Y72 F&INET
BDHEERLET,

ssl-proxy# show ssl-proxy crash-info brief

————————————— COMPLEX 0 [FDU_IOS] ---—=-—=-—=-—————————————
SKE CRASH INFO Error: wrong MAGIC # O

CLI detected an error in FDU_IOS crash-info; wrong magic.
————————————— COMPLEX 1 [TCP_SSL] ---—-—=-—=-—————————————
Crashinfo fragment #0 from core 2 at offset 0 error:
Remote system reports wrong crashinfo magic.

Bad fragment received. Reception abort.

CLI detected an error in TCP_SSL crash-info;

Catalyst 6500 ) —X R4 vF SSLHY—ER ELa—IL aTY R YI7LVR-J1IJ—R 2.1
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M show ssl-proxy mac address

show ssl-proxy mac address

BIED MAC 7 R L 2% FKRT 5121%, show ssl-proxy mac address =~ > R&#EH L £,

show ssl-proxy mac address

EXDiRA Zoawy RICE, BIEEREF—T— RiEh Y A,

T24+ILEK Toawy RITiE, FTIANMRETDHY FHA,

avy kFE—F EXEC

av Y FEE Jy—=x EENR
Cisco IOS Release ZDa~wy ROPHR— ME, Catalyst 6500 ¥ U —RX AA v F THAI
12.1(13)E B LW nWE LT,

SSL Services Module
Release 1.1(1)

£l WOFITIZ, SSLYP—ER EV 22—V THASNDBIED MAC 7 FLRAZRRT 5 HEEZRLET,

ssl-proxy# show ssl-proxy mac address
STE MAC address: 00e0.bOff.f232
ssl-proxy#

Catalyst 6500 &) —ZX X{ v F SSLH¥—ER ELa—L ATV K YIT7LUR -1 J—Z 2.1
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show ssl-proxy natpool W

show ssl-proxy natpool

NAT 7 — /DWW T D& R AT HICIE. show ssl-proxy natpool =~ > REffHLET,

show ssl-proxy natpool [name]

EX D

TI2HIE

name (&) NAT 7— V4,

Zoawy RIZiE, TNV IRETHY FHA,

avY kK E—F  EXEC
av Yy FEE Jy—= EERE
Cisco I0S Release ZDawy ROV AHR— ML, Catalyst 6500 >V — R 2 A v FTEHAZ
12.1(13)E B L O nE L,
SSL Services Module
Release 1.1(1)
1 WOFITIE, SSL P —EA TV 2 — L TRESNDIHED NAT 7 FL A F—/LZHoWTOIFRER
YL HEERLET,
ssl-proxy# show ssl-proxy natpool NP1
Start ip: 207.57.110.1
End ip: 207.57.110.8
netmask: 255.0.0.0
vlan associated with natpool: 2
SSL proxy services using this natpool:
sS2
S3
S1
S6
Num of proxies using this natpool: 4
ssl-proxy#
BBEav> R ssl-proxy natpool
Catalyst 6500 >')—X RS vF SSL H—ERX EPa—)Lav>vF YI7zLrR-J)—R 21
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Bl show ssl-proxy policy

show ssl-proxy policy

RESNT SSL 7r¥ L R —%RKRFT HITiE, show ssl-proxy policy =~ > REffiH L ET,

show ssl-proxy policy {http-header | ssl | tep | url-rewrite} [name]

BXDHA http-header BESNE HTTP ~y ¥ — KU v—%FRrLET,
ssl BRESHEZ SSL RY v—%FK R LET,
tep BESNZTCP RY v—%2KRLET,
url-rewrite BE SN URL EBEEHZIARY —2RRLET,
name UER) RNV v—4%,
TI4ILE Zoawy iR, TN MRERHY AL
oYYk E—F EXEC
avy FER Jyy—=x EERNE
Cisco I0S Release Zoa~wy FOHAR— M, Catalyst 6500 >~V —X A A v F THAZ
12.1(13)E B LW nE Lz,
SSL Services Module
Release 1.1(1)
SSL Services Module = ® =~ KiX, http-header ¥—7 — KI5 X O url-rewrite ¥—7 —
Release 2.1(1) RE&gGbbEHrICEEINE L,
i WOFITIE, HTTP ~v & — B Y =IO\ COERE FRT 5 HEE R LET,

ssl-proxy# show ssl-proxy policy http-header httphdr-policy
Client Certificate Insertion Header Only
Session Header Insertion All
Client IP/Port Insertion Client IP and Port
Hdr # Custom Header
0 SSL-Frontend:Enable

>Usage count of this policy: O
ssl-proxy#

ROFITIE, SSLY—ERX EV2— L TRESNDFFED SSL ARY —IZHonTORY —FHREE

~T L HERERLET,
ssl-proxy# show ssl-proxy policy ssl ssl-policyl
Cipher suites: (None configured, default ciphers included)

rsa-with-rc4-128-md5
rsa-with-rc4-128-sha
rsa-with-des-cbc-sha
rsa-with-3des-ede-cbc-sha
SSL Versions enabled:SSL3.0, TLS1.0
strict close protocol:disabled
Session Cache:enabled
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show ssl-proxy policy H

Handshake timeout not configured (never times out)
Num of proxies using this policy:0

WOBITIE, SSL Y —EA EV2a— /L THRESNDIFED TCP R 2 —IZHOVWTORY > —F#E R

AT DN EERLET,

ssl-proxy# show ssl-proxy policy tcp tcp-policyl
MSS 1250

SYN timeout 75

Idle timeout 600

FIN wait timeout 75

Reassembly timeout 60

Rx Buffer Share 32768

Tx Buffer Share 32768

TOS Carryover Enabled

Usage count of this policy:0
ssl-proxy#

WOFEITIE, URL ZEX#HZ R > —ICOoWTDIEREZFRT D HELZRLET,

ssl-proxy# show ssl-proxy policy url-rewrite urlrw-policy
>Rule URL Clearport SSLport
1 wwwin.cisco.com 80 443
2 www.cisco.com 8080 444
>
>Usage count of this policy: 0
ssl-proxy#

Ea<TUF ssl-proxy policy http-header
ssl-proxy policy ssl
ssl-proxy policy tep
ssl-proxy policy url-rewrite
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M show ssl-proxy service

show ssl-proxy service

RIE I7 SSL AT — B A OW T DOIFRZFR T 2 I121E, show ssl-proxy service =~ Nz ffi ]
LET,

show ssl-proxy service [name]

EX D

name

(ER) —e24,

TI2HIE

ZDawy R, TNV IRETHY THA,

avY kR E—F EXEC
avy FERE Jyy—=x EERNE
Cisco 10S Release ZOavy FOYR— NI, Catalyst 6500 &) —X A A » FTEA
12.1(13)E B L ShELz,
SSL Services Module
Release 1.1(1)
i WOHITIE, SSL B —E R £V 2 — L THREINDHTTOD SSL KB —E 22 R RT D HEERL

i‘a‘o

ssl-proxy# show ssl-proxy service

Proxy Service Name Admin Operation Events
status status

S2 up up

S3 up up

S1 up up

S6 down down

ssl-proxy#

ROBITIE, SSL —ERA TV 2 — /L TRESNDFFED SSL A — A2 FRT 5 HikzRLET,

ssl-proxy# show ssl-proxy service S6
Service id: 0, bound service id: 256
Virtual IP: 10.10.1.104, port: 443
Server IP: 10.10.1.100, port: 80
Virtual SSL Policy: SSL1 PLC
rsa-general-purpose certificate trustpoint: tptest
Certificate chain for new connections:
Server Certificate:
Key Label: tptest
Serial Number: 01
Root CA Certificate:
Serial Number: 00
Certificate chain complete
Admin Status: up
Operation Status: down
Proxy status: No Client VLAN, No Server VLAN
ssl-proxy#
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show ssl-proxy stats W

show ssl-proxy stats

FEHEHR D 7 v X IZONWTOIFEHRZ R AT S0, show ssl-proxy stats 2~ > REHEH L E T,

show ssl-proxy stats [fype]

BX DA type (EE) Mmoo 2 A7, HH72MEIL crypto, ipe. pki. service, ssl, 5k
O tep TF, FEMICO WL, MR EOH A KT A2 #5RLTLE
AN

T24IE Zoavy R, T74V FREFH Y EHA,

a2 kK E—F EXEC

avy FEE )= EERE
Cisco IOS Release ZOavy ROYR— NI, Catalyst 6500 ) — X A A » FTEAZ
12.1(13)E B L O nE L,

SSL Services Module
Release 1.1(1)

SSL Services Module  show ssl-proxy stats ==~ > FOH A2, v a VE0 4 ToRMKE
Release 1.2(1) IOty v a vORIREBA 2T — T MO TOEREED D LD
WCEESNE L,

BREDHARSAY  ppe EiZkD X5 ITERSNLTVET,
o crypto: 7 U7 MIOWTORFERZFRLET,
o ipc: IPC fatEHREF R L ET,
o pki: PKI§ikirz 5 L7,
o service : VR F¥ L b—EAHMEMERE RS LET,
o ssl: SSL OFEMR kit ERER R LET,
o tep : TCP OFFMIZRHEHERE R TR L ET,

1 KOFITIE, SSLYP—E R EV2a— L TRESNLITRTOREERD v o 2 FrT 5 HEERL
F9,

ssl-proxy# show ssl-proxy stats
TCP Statistics:

Conns initiated : 1970288 Conns accepted : 1970288
Conns established : 3797817 Conns dropped : 2481867
Conns Allocated : 1970288 Conns Deallocated : 1970288
Conns closed : 3940576 SYN timeouts : 141865
Idle timeouts : 0 Total pkts sent : 2499818678
Data packets sent : 2034445802 Data bytes sent : 2837513871
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Bl show ssl-proxy stats

Total Pkts rcvd 2055992562 Pkts rcvd in seq 1365961238
Bytes rcvd in seq 464953685
SSL Statistics:
conns attempted 1970288 conns completed 1970288
full handshakes 1968370 resumed handshakes 0
active conns 0 active sessions 0
renegs attempted 0 conns in reneg 0
handshake failures 1918 data failures 0
fatal alerts rcvd 0 fatal alerts sent 1918
no-cipher alerts 0 ver mismatch alerts 0
no-compress alerts 0 bad macs received 0
pad errors 0 session fails 0
FDU Statistics:
IP Frag Drops 0 IP Version Drops 0
IP Addr Discards 0 Serv_Id Drops 27
Conn Id Drops 0 Bound Conn Drops 0
Vlan Id Drops 0 TCP Checksum Drops 0
Hash Full Drops 0 Hash Alloc Fails 0
Flow Creates 3940576 Flow Deletes 3940576
Conn Id allocs 1970288 Conn Id deallocs 1970288
Tagged Pkts Drops 0 Non-Tagg Pkts Drops 0
Add ipcs 3 Delete ipcs 0
Disable ipcs 0 Enable ipcs 0
Unsolicited ipcs 0 Duplicate Add ipcs 0
IOS Broadcast Pkts 82820 IOS Unicast Pkts 1360
IOS Multicast Pkts 0 IOS Total Pkts 84180
IOS Congest Drops 0 SYN Discards 0
TCP 5-tuple reuse 0
ssl-proxy#
Wiz, SSL OfgHERAERT~T 202~ LET,
ssl-proxy# show ssl-proxy stats ssl
SSL Statistics:
conns attempted 1970288 conns completed 1970288
conns in handshake 0 conns in data 0
renegs attempted 0 conns in reneg 0
active sessions 0 max handshake conns 472
rand bufs allocated 114801 cached rand buf miss: 0
current device g len: 0 max device g len 144
sslv2 forwards 0 cert reqgs processed 1897
fatal alerts rcvd 0 fatal alerts sent 1918
stale packet drops 0 service id discards 0
session reuses 0 hs handle in use 0
bad clnt session id 0 expired session id 0
available ctx count 64 ctx cleanup count 22
device reset count 22
SSL3 Statistics:
full handshakes 0 resumed handshakes 0
handshake failures 0 data failures 0
bad macs received 0 pad errors 0
conns established with cipher rsa-with-rc4-128-md5 0
conns established with cipher rsa-with-rc4-128-sha 0
conns established with cipher rsa-with-des-cbc-sha 0
conns established with cipher rsa-with-3des-ede-cbc-sha 0
TLS1 Statistics:
full handshakes 1968370 resumed handshakes 0
handshake failures 1918 data failures 0
bad macs received 0 pad errors 0
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show ssl-proxy stats W
conns established with cipher rsa-with-rc4-128-md5 1968369
conns established with cipher rsa-with-rc4-128-sha 0
conns established with cipher rsa-with-des-cbc-sha 0
conns established with cipher rsa-with-3des-ede-cbc-sha 1
SSL error statistics:
session alloc fails 0 session limit exceed: 0
handshake init fails: 0 renegotiation fails 0
no-cipher alerts 0 ver mismatch alerts 0
no-compress alerts 0 multi buf rec errors: 0
ssl peer closes 0 non-ssl peer closes 0
unexpected record 0 rec formatting error: 0
rsa pkcs pad errors 0 premaster errors 0
failed rsa regs 0 failed random regs 0
failed key-material 0 failed master-secret: 0
failed update hash 0 failed finish hash 0
failed encrypts 0 failed decrypts 0
bad record version 0 bad record size 0
cert verify errors 1896 unsupported certs 0
conn aborted 0
overload drops 0 hs limit exceeded 0
hs handle mem fails 0 conn reuse error 0
dev invalid params 0 dev failed requests 0
dev timeout 0 dev busy 0
dev cancelled 0 no dev fails 0
dev resource fails 0 dev unknown errors 0
dev conn ctx fails 0 dev cmd ctx fails 0
mem alloc fails 0 buf alloc fails 0
invalid cipher algo 0 invalid hash algo 0
unaligned buf addr 0 unaligned buf len 0
internal error : 0 unknown ipcs 0
double free attempts: 0 alert-send fails 0
SSL Crypto Statistics:
blocks encrypted 89226334 blocks decrypted 4864649
bytes encrypted 1500039492 bytes decrypted 314938656
crypto failures 0
IKECount 128270 IKEFailedCount 0
DHPublicCount 0 DHSharedCount 0
rsa public key ops 1 rsa private key ops 128269
dsa_signs 0 dsa _verifies 0
device dma errors 0
PushMCR nopkts 472328917 PushMCR_pushed 0
PushMCR1 full 160504926 PushMCR2_full 0
PushMCR_push 13277229
GetFreeMCR busy 0 GetFreeMCR dma error: 0
GetFreeMCR no_rsrc 0 GetFreeMCR_success 103511789
SSL last 5 sec average Statistics:
full handshakes 0 resumed handshakes 0
handshake failures 0 data failures 0
bytes encrypted 0 bytes decrypted 0
SSL last 1 min average Statistics:
full handshakes 0 resumed handshakes 0
handshake failures 0 data failures 0
bytes encrypted 0 bytes decrypted 0
SSL last 5 min average Statistics:
full handshakes 0 resumed handshakes 0
handshake failures 0 data failures 0
bytes encrypted 0 bytes decrypted 0
SSL PKI Statistics:
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Bl show ssl-proxy stats
number of malloc 245 number of free 202
ssl buf allocated 8 ssl buf freed 1
Peer Certificate Verify Statistics:
cert approved 1 cert disapproved 0
peer cert empty 1896 total num of request: 1897
req being processed 0 req pending 0
longest queue 1 longest pending 0
verify congestion 0 req dropped, g full 0
no memory for verify: O verify data error 0
verify context error: 0 context delete error: 0
timer expired error 0 timer expired count 0
late verify result 0 timer turned on 1
timer turned off 1 context created 1
context deleted 1
High Priority IPC:
ipc request received: 18 ipc request dropped 0
ipc req duplicated 0 ipc req fragment err: 0
ipc req parm len err: 0 ipc req op code err 0
ipc reqg cert len err: 0 ipc response sent 18
ipc resp no memory 0 ipc resp no ssl buf 0
ipc buffer allocated: 0 ipc buffer freed 0
ipc buf alloc failed: 0 ipc send msg failed 0
Normal Priority IPC:
ipc buffer allocated: 1 ipc buffer freed HE
ipc request sent 1 ipc request received: 3
ipc buf alloc failed: 0 ipc send msg failed : 0
ipc requests dropped: 0O
SSL Queue Sizes:
becm cmd_ctx_pool size 64 bcm_asym cmd_ctx_pool sz: 9000
bcm_info pool size 65538 buf desc free g size 94709
cert result free g size 11048 delete conn g size : 0
event g size : 0 free conn g size : 65536
free sess g size : 262144 free sess _active tmr gsz: 0
global pending g size : 0 to_app_ctx pool size 512
ste_asym req g size : 0 ste_free reqg ctx pool sz: 20480
ste sym req g size : 0
SSL Random Buffer Info:
psuedo_rand req pending : 0 rand_req_pending : 0
pseudo_rand req count 71
curr psuedo rand buf 0x0ACB5264 curr rand buf 0x0ACB520C
psuedo_rand buf a 0x0ACB5238 psuedo_rand buf a rx sz 2984
psuedo_rand buf b 0x0ACB5264 psuedo_rand buf b rx sz 3464
rand_buf_a 0x0ACB51EQ rand _buf a rx_size 4064
rand buf b 0x0ACB520C rand buf b rx size 4064

Wiz, TCP OfEFHEM AT RT 20 2R L ET,

ssl-proxy# show ssl-proxy stats tcp
TCP Statistics:
Connection related

Initiated 1970288 Accepted 1970288
Established 3797817 Dropped 2481867
Dropped before est 142324 Closed 3940576
Persist timeout drops : 0 Rxmt timeout drops : 0
Current TIME-WAIT : 0 Current ESTABLISHED : O
Maximum TIME-WAIT 1027 Maximum ESTABLISHED 1961
Conns Allocated 1970288 Conns Deallocated 1970288
Conn Deletes sent 3940576 Probe resets : 0

Timer related
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show ssl-proxy stats W
RTT estimates 684903022 RTT est. updates : 684060502
delayed acks sent 1760943 FIN-WAIT2 timeouts : 0
Retransmit timeouts : 1855840 Persist Timeouts : 0
SYN timeouts : 141865 Idle Timeouts : 0
Reassembly timeouts : 0
Packet Transmit related
Total packets 2499818678 Data packets 2034445802
Data bytes sent 2837513871 Retransmitted pkts 1283476
Retransmitted bytes 311746077 Ack only pkts : 5444907
Window probes : 0 URG only pkts : 0
Window Update pkts 452160292 Cntrl pkts (S/F/R) : 6482745
Tx TOS - normal : 2499817222 Tx TOS - Min. Cost : 0
Tx TOS - max. rel. : 0 Tx TOS - Max. thru. : 0
Tx TOS - min. delay : 0 Tx TOS - invalid : 0
Packet Receive related
Total packets 2055992562 In seq data pkts : 1365961238
In seq data bytes : 464953685 Bad Offset H
Too short : 0 Dup-only data pkts : 540520
Dup-only data bytes : 37642208 Part. dup. data pkts : O
Part. Dup. data bytes : 0 000 data pkts : 0
000 data bytes rcvd 0 Pkts after rx win : 0
Bytes after rx window 0 Pkts after close : 0
Window Probes 0 Duplicate ACKs 1197303
ACKs for unsent data 0 ACK-only pkts : 690294070
Bytes acked by acks : 1974287219 Window Update pkts : 0
PAWS dropped pkts : 0 Hdr pred. ACKs 664831275
Hdr pred. data pkts : 1360706633 TCB cache misses : 1322565191
3 dup-only pkts : 35 Partial Acks : 0
Rx TOS - normal : 2055337650 Rx TOS - Min. Cost 0
Rx TOS - max. rel. : 0 Rx TOS - Max. thru. 0
Rx TOS - min. delay 0 Rx TOS - invalid 0
Unrecognized Options 0 Unaligned MSS 0
Unaligned Timestamp 0 Unaligned SACK 0
RST ACK's sent 0
Packet Drop statistics
Per-flow limit drops Aggregate tail drops : 0
Aggregate random drps : 0 Egress Bufpool drops : 0
Connection Drop/Close statistics
Active : 659122 Passive : 656828
App closed early : 435 Client Reuse : 0
RST Rcvd 1169301 Unexp. Data Rcvd : 0
Server Reuse : 0 App initiated abort 1313025
Unexp. SYNs 0 Server Refused 0
Other Drops 0 Conn Pool Fails 0
Conn Bufpool Drops 0 Invalid MSS Drops 0
User clear Drops 0 Conn Init Failures 0
Debug Statistics
Unaccounted Buffers 0 Invalid Conns 0
Output Failures 0 Header Bufpool Fails 0
MAC channel Fails 0 DM Channel Fails 0
Invalid App Opcodes 0 MAC Bufpool Fails 0
MAC BufDesc Fails 0 Recycle Conn Fails 0
DM chan congested 0 MAC chan congested 0
ssl-proxy#
Wi, PKI OfaHERERRT 202~ LET,
ssl-proxy# show ssl-proxy stats pki
Authentication request timeout: 180 seconds
Max in process: 50 (requests)
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Bl show ssl-proxy stats

Max queued before dropping: 500 (requests)
Certificate Authentication & Authorization Statistics:

Requests started: 1
Requests finished: 1

Requests pending to be processed: 0
Requests waiting for CRL: 0

Signature only requests:
Valid signature: 0
Invalid signature: 0

1

Total number of invalid certificates: 0
Approved with warning (no crl check): 1
Number of times polling CRL: 0O

No certificates present:
Failed to get CRL: 0

0

Not authorized (e.g. denied by ACL): 0
Root certificates not self-signed: 0
Verify requests failed (e.g. expired or CRL operation failed): 0

Unknown failure: 0O
Empty certificate chain:

0

No memory to process requests: 0
DER encoded certificates missing: O
Bad DER certificate length: 0
Failed to get key from certificate: 0
Issuer CA not in trusted CA pool: 0
Issuer CA certificates not wvalid yet: O
Expired issuer CA certificates: 0
Peer certificates not valid yet: O
Expired peer certificates: 0
Peer certificate cache size: 0 (entries), aging timeout: 15 (minutes)
Peer certificate cache statistics:
In use: 0 (entries)
Cache hit: 0
Cache miss: 0
Cache allocated: 0
Cache freed: 0
Cache entries expired: 0
Cache error: 0
Cache full (wrapped around): O
No memory for caching: 0O
Certificate Expiration Warning statistics:
Proxy service certificates expiring: 0
CA certificates expiring: 0
CA pool certificates expiring: 0
Proxy service certificates expiring SNMP traps sent: 0O
Certificate headers statistics:
Certificate headers formed: 1
Errors in forming headers: 0
Prefix error: O
Key Certificate Table Current Usage (cannot be cleared):
Total number of entries in table: 8192
Entries in use: 6
Free entries: 8186
Complete service entries: 4
Incomplete new/renew service entries: 0
Retiring service entries: 0
Obsolete service entries: 0
Complete intermediate CA cert: 1
Complete root CA cert: 1
Obsolete intermediate CA cert: 0
Obsolete root CA cert: 0
PKI Accumulative Counters (cannot be cleared):
Proxy service trustpoint added: 4
Proxy service trustpoint deleted: 0
Proxy service trustpoint modified: O

Catalyst 6500 &) —ZX X{ v F SSLH¥—ER ELa—L ATV K YIT7LUR -1 J—Z 2.1
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Keypair added: 4

Keypair deleted: 0

Wrong key type: 0

Service certificate added: 4

Service certificate deleted: 0
Service certificate rolled over: 0
Service certificate completed: 4
Intermediate CA certificate added: 1
Intermediate CA certificate deleted: O
Root CA certificate added: 1

Root CA certificate deleted: 0
Certificate overwritten: 0O

No free table entries: 0

Rollover failed: O

Certificate History Statistics (cannot be cleared):

History records written: 0

History records deleted: 0

History records malloc: 0

History records free: 0

History records errors: 0

History records currently kept in memory: 0
History records have been cleared: 0 times

PKI IPC Counters for normal priority messages:

Request buffer sent: 3
Request buffer received: 1
Request duplicated: 0
Request send failed: 0
Response buffer sent: 0
Response buffer received: 0
Response timeout: 0
Response failed: O

Response with error reported by SSL Processor: 0
Response with no request: 0
Response duplicated: 0
Message type error: 0
Message length error: 0

PKI IPC Counters for high priority messages:

Request buffer sent: 18
Request buffer received: 0
Request duplicated: 0
Request send failed: O
Response buffer sent: 0
Response buffer received: 18
Response timeout: 0

Response failed: O

Response with error reported by SSL Processor: 0
Response with no request: 0
Response duplicated: 0
Message type error: 0
Message length error: 0

PKI Memory Usage Counters:

Malloc count: 237
Free count: 178
Malloc failed: O
High Priority IPC:
Ipc alloc count: 36
Ipc free count: 54
Ipc alloc failed: O
Normal Priority IPC:
Ipc alloc count: 3
Ipc free count: 1
Ipc alloc failed: O

ssl-proxy#

show ssl-proxy stats W
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Bl show ssl-proxy stats

w2, FDU Otttz 24 2612~ L £,

ssl-proxy# show ssl-proxy stats fdu

FDU Statistics:
IP Frag Drops 0 IP Version Drops : 0
IP Addr Discards 0 Serv_Id Drops 27
Conn Id Drops 0 Bound Conn Drops : 0
Vlan Id Drops 0 TCP Checksum Drops : O
Hash Full Drops 0 Hash Alloc Fails : 0
Flow Creates 3940576 Flow Deletes 3940576
Conn Id allocs : 1970288 Conn Id deallocs 1970288
Tagged Pkts Drops : 0 Non-Tagg Pkts Drops : O
Add ipcs 0 3 Delete ipcs : 0
Disable ipcs : 0 Enable ipcs : 0
Unsolicited ipcs : 0 Duplicate Add ipcs : 0
I0S Broadcast Pkts : 83551 IOS Unicast Pkts 1562
IOS Multicast Pkts : O IOS Total Pkts : 85113
IOS Congest Drops : 0 SYN Discards : 0
TCP 5-tuple reuse : 0

FDU Debug Counters:
Inv. Conn Drops : 0 Inv. Conn Pkt Drops : 0
Inv. TCP opcodes : 0

ssl-proxy#

WORFITIL, 3XTO HTTP ~» ¥ —ffi ADOHiHERE R RT 5 HikE R LET,

ssl-proxy# show ssl-proxy stats hdr
Header Insert Statistics:

Session Headers Inserted : O Custom Headers Inserted 1826046
Session Id's Inserted : 1826046 Client Cert. Inserted : 1
Client IP/Port Inserted : O Req. boundry found 1826046
Content Length Headers : 0 Chunked Headers : 0
Content Length Splt Bufs : 0 Content Length Read Errs: 0
Buffers allocated : 0 Buffers Scanned : 1826049
Insertion Points Found 1826046 Header Overflow : 3
End of Header Found 1826046 Buffers Accumulated 1826049

Multi-buffer IP Port : 0
Multi-buffer Session Hdr : O

Multi-buffer Session Id : O
Multi-buffer Custom Hdr : O

HTTP Struct Allocs : 1826046 HTTP Struct Frees : 1826046
No End of Hdr Detected : 0 Payload no HTTP header : O
Desc Alloc Failed : 0 Buffer Alloc Failed 0
Client Cert Errors 1826045 Malloc failed 0
Service Errors : 0 Conn Entry Invalid 0
Scan Internal Error 0 Database Not Initialized: O
Unsupported headers 0 Chunk Parse Errors : 0
Http headers removed 0 Http header removal errs: 0

WOBITIE, URL FEX OMEHERZ RRT D HEEZRLET,

ssl-proxy# show ssl-proxy stats url
ssl-proxy#show ssl-pro stats url

URL Rewrite Statistics:
Rewrites Succeeded
Rsp Scan Incomplete
Invalid Conn Entry
URL Object Error
Scan Internal Error

Slash Delim not found:

o O O O o o

Rewrites Failed

URL Scan Incomplete
URL Mismatch :
Dbase not initialized:

o O O O O

Scan Dbase not Init.

Wiz, ar7rYoRiHEREERT o E R~ LET,

ssl-proxy# show ssl-proxy stats content
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show ssl-proxy stats W

Scan object statistics in CPU: SSL1

Objects in use : 0
Obj alloc failures : 0
Max obj in use : 5
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Bl show ssl-proxy status

show ssl-proxy status

SSL P —ER EV2a—ADTRFY AT —F ROV TOFREZRTZT HITIE, show ssl-proxy

BXOHRA

T24+ILEK

status =~ R&2EH L £9,

show ssl-proxy status

Zoavy Rk, BIEELETIF -V —FEdH 0 £HA,

ZDavwry R, TNV IRETDHY A,

avY R E—F EXEC

avy FER Jyy—x EERR
Cisco I0OS Release Zoa<wy ROV R — M, Catalyst 6500 > — X A A v F TEHAZ
12.1(13)E BL W nE L7z,
SSL Services Module
Release 1.1(1)
SSL Services Module show ssl-proxy status =~ > FOMAN, 1 B, 155, 550H7-0V D
Release 1.2(1) CPUBHRD T 7 4 v L— b TRRENDIBHEREZEDD LD

AT ISE L,
] KOBITIX, SSLHF—ER BV a—NVDAT—F Ak FRTHHELRLET,

ssl-proxy# show ssl-proxy status
FDU cpu is alive!
FDU cpu utilization:

% process util : 0

proc cycles : 0x4D52D1B7
total cycles: 0xB954D5BEBG6FA

% process util (5 sec) : 0
% process util (1 min) : 0
% process util (5 min) : 0

TCP cpu is alive!
TCP cpu utilization:

)

% process util : 0

proc cycles : 0xA973D74D
total cycles: 0xB958C8FFOE73

% process util (5 sec) : 0
% process util (1 min) : 0
% process util (5 min) : 0

% interrupt util : 0
int cycles : 0x6B6C9937
% interrupt util (5 sec) : O
% interrupt util (1 min): O
% interrupt util (5 min) : O
% interrupt util : 0
int cycles : O0xAAO3E1D89A
% interrupt util (5 sec) : 0
% interrupt util (1 min): O
% interrupt util (5 min) : O
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show ssl-proxy status

SSL cpu is alive!
SSL cpu utilization:

% process util : 0 % interrupt util : 0

proc cycles : 0xD475444 int cycles : 0x21865088E

total cycles: 0xB958CCEB8059

% process util (5 sec) : 0 % interrupt util (5 sec) : O
% process util (1 min) : 0 % interrupt util (1 min): O

% process util (5 min) : 0 % interrupt util (5 min) : O
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M show ssl-proxy version

show ssl-proxy version

BXOHRA

T24+ILEK

BIEDA A=Y N—T 3 »&EFRART HIZIE, show ssl-proxy version =~ FaZfEH L £,

show ssl-proxy version

Zoavy Rk, IEELETF -V —FEdH 0 £HA,

ZDavwry R, TNV IREITDHY A,

avY kR E—F EXEC
avy FEEE Jy—=x EENE
Cisco 10S Release Zoa~y ROV AR— M, Catalyst 6500 >V —X AA v F THAX
12.1(13)E B L nE L7,
SSL Services Module
Release 1.1(1)
i WOFITIZ, SSLY—E R EPa— L THEFITLTNIA A=Y R=Va L bFnd B HEERL

iﬁ—o

ssl-proxy# show ssl-proxy version

Cisco Internetwork Operating System Software

IOS (tm) SVCSSL Software (SVCSSL-K9Y9-M), Version 12.2(14.6)SSL(0.19) INTERIM TEST
SOFTWARE

Copyright (c) 1986-2003 by cisco Systems, Inc.

Compiled Thu 10-Apr-03 03:03 by integ

Image text-base: 0x00400078, data-base: O0x00ABE0OO

ROM: System Bootstrap, Version 12.2(11)YS1 RELEASE SOFTWARE
ssl-proxy uptime is 3 days, 22 hours, 22 minutes

System returned to ROM by power-on

System image file is "tftp://10.1.1.1/unknown"

AP Version 1.2(1)

ssl-proxy#
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show ssl-proxy vian W

show ssl-proxy vian

VLAN {E# % £~ 7 5121%, show ssl-proxy vlan =2~ > REZHEH L E7,

show ssl-proxy vlan [vian-id | debug]

EX D

T24+ILEK

avU Rk E—F

vian-id ({:&) VLANID T, ¥ED VLAN Off#AFE R~ LUET, AL72MIL 1
~ 1005 T,
debug (BB Ty I EREERRLET,

ZDavwy R, TNV IREITHY FHA,

EXEC

av Y FEE

/]

BBEav> R

Jyy—2

EERAR

Cisco 10S Release Zoa~y ROV R— M, Catalyst 6500 >V —X AA v F THAX
12.1(13)E B LT NnE LT,

SSL Services Module

Release 1.1(1)

WOBITIE, SSL P —EAX EV2a— /L THREINDTNTD VLAN 2RI 5 k&R LET,

ssl-proxy# show ssl-proxy vlan
VLAN index 2 (admin VLAN)
IP addr 10.1.1.1 NetMask 255.0.0.0 Gateway 10.1.1.5
Network 10.1.1.2 Mask 255.0.0.0 Gateway 10.1.1.6
VLAN index 3
IP addr 10.1.1.3 NetMask 255.0.0.0 Gateway 10.1.1.6
VLAN index 6
IP addr 10.1.1.4 NetMask 255.0.0.0

ssl-proxy#

ssl-proxy vlan
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W snmp-server enable

snmp-server enable

SNMP + 7 v 7B LB ARET HITiE, snmp-server enable =~ > F&Zfil LE3, SNMP F
Ty TBICEMET 4 =TI a“é I, Zoavr RO no FEREHEHLET,

snmp-server enable {informs | traps {ipsec | isakmp | snmp | {ssl-proxy [cert-expiring]
[oper-status]}}}

no snmp-server enable {informs | traps {ipsec | isakmp | snmp | {ssl-proxy
[cert-expiring] [oper-status]}}}

-3 L] informs SNMP #%i % A x—7ic LET,
traps SNMP +7 v 7 %A x—T7 M LET,
ipsec IPSec FT v & A F—T NI LET,
isakmp ISAKMP F 7 v 7% A X —T7 VT LET,
snmp SNMP +5 v 7 a2 A x—T M LET,
ssl-proxy SNMP SSL 7 u L@ b T v 7&A F—7 I LET,
cert-expiring (f£%) SSL Yux ViEHEOHIBYINEM T v T2 A4 F—T ML E
7,
oper-status (Ei‘) SSL 7 u X Vit EOBER T —X Z@H N T v T A F—T )V
Li‘j‘o
TIAIE Zoawy RIZIEF 740 FREEH Y THA,
avy kE—F ra—nar7 4 ¥al—vay

av Yy FERE yy—2 EFERR
SSL Services Module Z =< KO AR— ME, Catalyst 6500 U —R 24 » FTHEHAX
Release 2.1(1) nE L7,

i WOBITIE, SNMP i@ % A 2 —7 WZT 5 HikEE R LET,

ssl-proxy (config)# snmp-server enable informs
ssl-proxy (config)#

WKOFITIE, SSLT I FT v T oA X—TNWIT D HEEZRLET,

ssl-proxy (config)# snmp-server enable traps ssl-proxy
ssl-proxy (config)#

WOFTiX, SSL7uaX @i b7 v 724 32— NI T D HiEERLET,

ssl-proxy (config)# snmp-server enable traps ssl-proxy cert-expiring oper-status
ssl-proxy (config)#
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ssl-proxy crypto selftest

ssl-proxy crypto selftest

et/ 7T 2 NG T 512X, ssl-proxy crypto selftest =~ R LET, 77X %
FAE—TNVIT AT, Zoa<wry Rone BRXAEFHLET,

ssl-proxy crypto selftest [time-interval seconds]

no ssl-proxy crypto selftest

BXDHNA time-interval ({135) ¥ X+ ¥ —20OMREZHELES, A2RMEIT 1~ 8T,
seconds

TI2FILE 38

avY kR E—F Ja—r L ar 74 ¥al—ay

av Yy FERE yy—x EEAR
Cisco 10S Release Zoa~y RO E— hiE, Catalyst 6500 U — X ZAA v F THEHAS
12.1(13)E BX W WE LT,

EREDAA K54

7

SSL Services Module
Release 1.1(1)

ssl-proxy crypto selftest =~ > RCiX, X727 J7 7 KD SSL 7rtvH ETETTLH7 VTR 7
NIV AL TADEY N =T M LET, BBEEMR. Ny va, ekl OMES, BX
UMAC AN, TA N F—AOMBETT A & Ed,

ZDOTANMNE FFTNYa—T 4V TORMOBRTEITLEY, ZOT A MNEFEITTDH L, FATRO
RT v VAT LT,

BT T A NOFEREFRIRT HIZIX, show ssl-proxy stats crypto =~ > RZ A LET,

WoOBITIE, BEEERE LT T A NERBT 5 HEERLET,

ssl-proxy (config)# ssl-proxy crypto selftest
ssl-proxy (config)#
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M ssl-proxy device-check

ssl-proxy device-check

VTN TNRAZADVALERT HIZIE, ssl-proxy device-check =2~ FZH L 7,

ssl-proxy device-check interval milliseconds reset-limit number

Bxxnmimg interval THRA A F =y 7 ORI (XY BHAL), f5E T 2%FIL 10 ~ 60000 T,
milliseconds 0 DL, FALRA F oy I RF 4 B—T N30 5,
reset-limit HEESOFNCY Y MRV IRESNDHE, EETE %ML 0 ~ 60 TY,
number 0 DL, MEHIRTT,

FIAILER TFTRAAF 2y I NT 4 =T MR £,

avY K E—F Ja—n) a7 4 ¥l —g

avy FEE )yy—=2 EERNE

BEREDAA FS54>

]

SSL Services Module Zoawy RoYR— I, Catalyst 6500 U —X A A v FTEHAZ
Release 2.1(13) nWE L7,

Zoavwy RI3EE, 74—l koT0nET (TSR F=y7O/KRIZ0, Zoa~wr KR
AX—TNDEE, SSLM IZEFRETIZ VT N TAAL AREFICEEL TWDEINE I DETF v L

F79, ERMBLY L HEWRLEBOERRH 25H6, 72V N AL ARy bEh, BERAT—

AAZRVET, Vey hORIRLFEETEET, VEy FOBIBRAT 741~ (0) ITHEESNTWY

LA, HIRIZHY A, VY FOHIRNS 0 UAMCHESN TV DEHE, MRS DR —/VEE
DYy FOFIREE LY ZLTF AL ANty &R B L, SSIM AFHEE SN ET,

ROBITIE, THAARAF =y 7 OfEZ 20 S VBICEREL, VEy FOHIREZ 0 BIIRES D Hik%E
RLET,

ssl-proxy (config)# ssl-proxy device-check interval 20 reset-limit 0
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ssl-proxy mac address

ssl-proxy mac address

MAC 7 KL A%FRET 5121, ssl-proxy mac address =~ > R&HEH L £,

ssl-proxy mac address mac-addr

BXniiH mac-addr MAC 7 RV ZDFEEHICHOWTIE, MERA LT A FIA42)] 2BRLT
T EW,
T24+ILEK Zoavr R, FIAALRNREEXHY A,

avU kK E—F

Ja—nN") a7 4 ¥alb— gy

avy FERE

EREDHA R4

]

yy—=x EENE
Cisco IOS Release Zoawy ROV FR— ML, Catalyst 6500 > U —X A A v FTEAX
12.1(13)E B L O nE L,

SSL Services Module
Release 1.1(1)

MAC 7 FL 2% HHH DR TALLET,

WIZ, MAC 7 RLAEZRET LB 2R LET,

ssl-proxy (config)# ssl-proxy mac address 00e0.bOff.f£232
ssl-proxy (config)#

show ssl-proxy mac address

| oL-4779-01-J
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W ssl-proxy natpool

ssl-proxy natpool

SSLY—ERETP2—/LTZTA47 > hNAT OFEIHEMTDIP 7 L ADT — V& EFRT DI,
ssl-proxy natpool =~ > FZ&fiH L £,

ssl-proxy natpool nat-pool-name start-ip-addr {netmask netmask}

ExXnEiH nat-pool-name NAT 7 — L4
start-ip-addr T NVDOBRADOIP 7 KL AZHELET,
netmask netmask % v b~ X7 OFEHICOVWTIX, R EOH A T4 2B LTL
7230,
TZ2HIE Zoavy R, T74V PREEH Y EHAL
a2V F E—F Fa—s L ar 7 4 Xal—3a

av Y FERE yy—=x EERE
Cisco 10S Release Zoa~vy ROV AR— I, Catalyst 6500 > —X AA v FTHAZ
12.1(13)E B LW NE L,
SSL Services Module
Release 1.1(1)

i WOEITIE, IPT RLAD T — VA2 EHFRT D HEEZRLET,

ssl-proxy (config)# ssl-proxy natpool NP2 207.59.10.01 207.59.10.08 netmask 255.0.0.0
ssl-proxy (config)#

BIEav U F show ssl-proxy natpool
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ssl-proxy pki W

ssl-proxy pki

SSL h—t A £ a—/L T PKI EEAFHEL LOEHT HI2IL, ssl-proxy pki =~ FEFEHLE
T, BX T BT 4 —TNIZLTCAEY R 27V TT2IZF, Z2oa~v>RFono BXEHHLET,

ssl-proxy pki {{authenticate {timeout seconds}} | {cache {{size entries} | {timeout
minutes}}} | {certificate {check-expiring {interval hours}}} | history}

no ssl-proxy pki {authenticate | cache | certificate | history}

BXnH authenticate FERAEORIEL L OHFTERELET,

timeout seconds KEROZ A LT U NEPEANTHRELE T, A27EIE 1 ~ 600 B TF,

cache TRy v AR ELE T,

size entries Xrvia M) ORREEEBELET, ARIRMEIZ 0~ 5000 = ~Y
T,

timeout minutes TNV T FALT Y MEEREELET, AZ7RMEIL 1 ~ 600
BT,

certificate F v 7 OHROINRREZHRELET,

check-expiring Fxv 7 OBRUNFRZEEL . A272MHEIX 0 ~ 720 KT,
interval hours

history ¥ — LA E ORI,

FI4INE F 74V MREIZKRD LB Y TT,
* timeout seconds : 180
e size entries : 0 = U
* timeout minutes : 15 43

e interval fiours : 0 B, = v 7 L7gw

avykE—F ra—nNar7 4 ¥al—vay

avy FEE -2 EERR
Cisco 10S Release ZOavy ROYR— NI, Catalyst 6500 ) — R A A » FTEAZ
12.1(13)E 3 L O nELE,

SSL Services Module
Release 1.1(1)

SSL Services Module Zoma< FiE, kOF—U—FE2BMNMTDL BTSN E L,
Release 2.1(1)

e authenticate
e cache

o certificate
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M ssl-proxy pki

HFEREDHA FS4Y  ssl-proxy pki history =~ > F T, 7udy +— 2L IZHEAEOREL 2 — ROAE Y ~Du ¥
VI EAX—T LT, La—RIEIZSyslog A v E—VEARLET, HFLa—RiE, F— X7
FIFFEAFEO T r X v =R F—B L OGEAET — 7 L~ OB E 72 IXHIBRZ BB L £,

F—TNDA T v I ANERENL L, Z0avy RIZko TROBEATESNET,
.« F— T4

o FNTFARKAV N T

o Y—E24

. 4

e FEHEDOV Y TAEE

—EIZRRSI2EOLa—RE A VIRFETEET,

] WOBITIE, FEROZ A LTV P EWRATIRET 252 R LET,

ssl-proxy (config)# ssl-proxy pki authenticate timeout 200
ssl-proxy (config)#

WROFITIE, Fxv¥a I X2BESTDHEZRLET,

ssl-proxy (config)# ssl-proxy pki cache size 50
ssl-proxy (config)#

WOFITIE, = NV DO=—T T XA LT T MAEREET D HiEEZTRLET,

ssl-proxy (config)# ssl-proxy pki cache timeout 20
ssl-proxy (config)#

ROBITIE, F=v 7 OMWREINHBEEZIEET 5 HiEERLET,

ssl-proxy (config)# ssl-proxy pki certificate check-expiring interval 100
ssl-proxy (config)#

WOFEITIX, PKI A X sDEREEZA X —T NI B EERLET,

ssl-proxy (config)# ssl-proxy pki history
ssl-proxy (config)#

BEavTF show ssl-proxy stats
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ssl-proxy policy http-header

ssl-proxy policy http-header

HTTP ~y ¥ —ffiAa 7 4 Falb—ra B 7E— 2T 51, ssl-proxy policy
http-header =~ > K&#HL £,

ssl-proxy policy http-header http-header-policy-name

EX D

TI2HIE

avU Rk E—F

http-header-policy-name HTTP ~vy #— R v —4,

Zoawy RIZiE, TNV IRETHY FHA,

Ja—nN) a7 4 ¥alb—g v

avy FERE

EREDHA R4

yy—=x EFERR
SSL Services Module = » =< RO¥R— FiE, Catalyst 6500 U —X A A v F TEAX
Release 2.1(1) nE L=,

HTTP ~v ¥ —fAa 7 4 Xalb—ar 3 7EF—FTiE, A o— NICHEHTE 2 HTTP ~v
F—fANaLrToY R o—%2ERTEET,

HTTP ~» #—ffATIL, BIHTTP ~v & — &3 A LT, FEEEOHF — Tk L CH A ERRIZ SSL
B THLIEERTIENTEET, ZOXI R~y ¥ —TlE, =77V —2 3 T4 SSL
twiar /54T FOELWVEREZINETEET,

WD~y H— Z A TEFFATEET,

o UIAT Y NENE VT4 T v MNIEHESy X —FATIE, Ny = N H—T, SSL E
Va— ANBAERB L OEKR LI T4 7 v Mt EO RN ZF R TEET, client-cert ZFEET 5
L SSL BV a2 — AN RO~y X —% Ny 72 R = NCELET,

- 77472 FIPBIOKR— K 7 KL A : Network Address Translation (NAT; x> kU —27
T RUAZEH) T, 7747 NPT RLABLOKR— FOFERVHIBREINET,
client-ip-port 45 &9 5 &  SSL £V 2a— /M7 AT FIP T FLABL O T4 7 b
A= MZOWTOERD HTTP ~» X —IZfAI, =TI 747 MIPT FLRBL
PR — ERERENET,

— W AH L custom custom-string ZFRET H &, SSL EV 2 — LT —HFERD~y X —n
HTTP ~v ¥ —IZiA SN ET,

— TV 747 A prefix prefix-string Z1EETH L. SSLEV 2a— VLV THEINET VT 4 7 A
2 HTTP ~v & —|ZiBIM S 4, $ERBO T 75 A4 7 A TiE/R<, SSL TV 2 — A0 bk
MENEI L EV—A"THTEET,

e SSLEvyarv:kyvaryviDaghkyvaryr A~y —0, By aryIDIIZESINTT T4
T MNEAZEEX Yy 2T HDICEHEINET, £, V= A"THEDOKFA A — MNMIHESL
B2 BT 584, By var ~yF—btyiaryllilxF vy v aShEd, session 15
ETDHE, SSLEV2—/VESSL#ERICEROEREZE Yy v a vy A~y F—L L TRy 7
P2 L ET,

| oL-4779-01-J
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W ssl-proxy policy http-header

]

BBEav> R

#2212, HTTP ~v ¥ —4fA a7 4 Xal—ary 3 7EF— NHEATEL2a~v 2y e LET,

* 2-2 HTTP Ay #—Aa>v74Xal—Yary 4 TE—F avy FOSEA

client-cert Ny R —N_T, SSL EV a2 — ARRIEBLOEKR LY T
A7 NEHEOREAR I TEET,

client-ip-port 727AT Y MIPT RLABIOZ 7472 b R— MZOWTOIEH

N HTTP ~y X —IZfASI, =TI IFA4 T FNIPT RLRAB
FOR—IBREREINET,

custom custom-string custom-string ~v % —% HTTP ~v X — AL ET,
custom-string DIx KE1L 239 XFTT, ZORIEZBx D &,
lncomplete command] =7 —NRARINFET, LFHNAR—AN
GENLEE. SIAMF (") THOLXLENDHY ET,

prefix prefix-string % HTTP ~v X —|ZBMT 5 &, y—_THOT 75 A
T U ATIERL SSL &Y a— /L) BN SN 2R TE E T,

session SSL #EftICEA DO E ~y ¥ —L LTy 72 K $— L
£7

WOFTIX, T_XTO HTTP ~yv X —fFAar7 4 FXal—var 75— NefhT 2 ke RL
£,

ssl-proxy (config)# ssl-proxy policy http-header testl
ssl-proxy (config-http-header-policy)#

WOBEITIX, Ny 72 R =T, SSL TV a—ANRBIEBLOVERBLZZ 747 > MEHEOR
MERRTEDLLIICT DL EEZRLET,

ssl-proxy (config-http-header-policy)# client-cert
ssl-proxy (config-http-header-policy)#

WOBITIE, 7I9A4T 2 FIPTRLABLOZ T4 T2 b iR—MMZOWTOERE HTTP ~v ¥ —IC
ASH, VY= RTI4TN IP T RFLABIOER— 2R LT EHEERLET,

ssl-proxy (config-http-header-policy)# client-ip-cert
ssl-proxy (config-http-header-policy)#

WOBITIE, custom-string ~v & —% HTTP ~v ¥ —IZHAT D FikEr LET,

ssl-proxy (config-http-header-policy)# custom SSL-Frontend:Enable
ssl-proxy (config-http-header-policy)#

WOBITIL, prefix-string % HTTP ~ v ¥ —IZBMT 2 FiEE R LET,

ssl-proxy (config-http-header-policy)# prefix
ssl-proxy (config-http-header-policy)#

WOBITIL, SSL #EfICEF DERE~y X —L LTy 7 K B —=NCETHEERLET,

ssl-proxy (config-http-header-policy)# session
ssl-proxy (config-http-header-policy)#

show ssl-proxy policy

Jl Catalyst 6500 ¥ )—X X4 vF SSL $—ER EYa—J)L IRV F YI7LrR-J)—R 21
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ssl-proxy policy ssI

ssl-proxy policy ssl

SSLARY v— ar7 4 Fal—ar h7E— REHIET 5120, ssl-proxy policy ssl =~ > R % fifi
ALET, SSLAV—ar74F¥alb—rar $7E—FTiEH, 1 2FFHEEHED SSLARY v—

= ADSSL ARV v—%ERTEET,
ssl-proxy policy ssl ssl-policy-name
XA ssl-policy-name SSL KV v —4,
T2+ F 7 a0 FOREIFKRO LBV T,

avU Rk E—F

cipher (I3 ~TTY,

close-protocol (31— 7 /W7 > TWET,
session-caching |31 R —7 /W7 > TWET,
version |$3XC T,

session-cache size size |$ 262143 = U T,
timeout session timeout (% 0 BT,

timeout handshake timeout (% 0 ¥ ¢,
cert-req empty |£7 4 T — 7 /L2 > TCWET,
tls-rollback |1Z7 f E—7 M2/ > TWET,

Ja—nN") a7 4 ¥alb— gy

avy FERE

BEREDAA FS54>

Jy—2 EERRE

Cisco I0S Release Zoa~wy ROV AR— M, Catalyst 6500 > — X AA v FTHAZ
12.1(13)E B L O E L,

SSL Services Module

Release 1.1(1)

SSL Services Module o<y FiZ, koY 7 a<vwr REBMT32 XL ICEESINELE,

Release 1.2(1)

¢ session-cache size size

e timeout session timeout [absolute]

SSL Services Module Z o< FiZ, koY 7 a<vwr REBMT2 LX) ICEEEINELE,

Release 2.1(5)

e cert-req empty

e tls-rollback [current | any]

ZSSLRV Y —ar 74 Fal—vary B 7E—F avr FRZENFNDITTCAAHSNET,

| oL-4779-01-J
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M ssi-proxy policy ssl

#£ 2312, SSLARYV Y —ar7 4 ¥al—agry B 7E—RTHEHATELa~r RaRrLET,

® 2-3 SSLARYY—arvI24¥al—YaryHTE—FK avy FodA

cert-req empty

SSLY—ERELa— L Ryl T RYP—ELRTHEIZFN TR FERA Y MC
BT 25 EZIRL, T CALAZMBLAEVWEIIZHEETEET,

cipher-suite

{RSA_WITH_3DES_EDE_CBC_SHA |

RSA_WITH_DES_CBC_SHA |
RSA_WITH_RC4_128_MDS5 |
RSA_WITH_RC4_128_SHA | all}

TuFxy P NTHESNBMEAL— DU A NEBRETEXET, HE
Z A — R DFMNCHONTIEL, (A EOH A K42 2BRLTES N,

[no] close-protocol enable

SSL 7 u—X7v haLo#ErkEec&Ed, 7un—X e bars
F 4 —TNMITBICE. Toawr RO no BREFHLES,

default {cipher | close-protocol |
session-cache | version}

aAavy RET 7NV MIRELET,

exit

SSLARYVY—ary7 4 X¥al—ary B 7E—REKTLET,

help

HERIANL T AT AOFHEFTR LET,

[no] session-cache enable

tyvary Fyrvvaftr A x—TNCTEET, Byvary Fry
ahk T 4= T AL, Zoavry RO ne JBEREAHEHLET,

session-cache size size

EEOV—ERCEHVEToNDEy v ary =0 b ORKEEZHEL
T, ARh7efEIE 1 ~ 262143 = R U T,

timeout handshake timeout

FV 2= NDONY Py =A 7B CHERZMERTORSZRETEET,
BEh72 I 0 ~ 65535 BT,

timeout session timeout [absolute]

Yoy alry XA LT FNERETEET, KRIT, BXEHHALET,
e timeout: v alDAALT U, AR7RMEIZ 0~ 72000 BT,

e absolute : ((£&) RESNTZHAA LT U MIETDHET, Byiar
= N RHIBREREEA,

tls-rollback [current | any]

TLS/SSL T A—Z DA v E—NO SSL 71 ka3l A—V g 0%
FEE A=V a i T A d o — AR N—2 3 > (current)
T D0, FFIAA—=2ar0Fzy 772 LT 50 (any) ZHEETEE
7

version {all | ssl3 | tls1}

SSL D=2 g U ERODWDTRANCRETE £,

e all:SSL3 & TLS1 O FDONS—a UMEH S ET,
o ssI3:SSL A=V ar3RnERENET,

o tlsl:TLS N"—Y = | BMEAENET,

ssl-proxy policy ssl ssl-policy-name 2~ F&ZEH L TSSL ARV v — F oL — & EHL, T ¥
V=N a7 4 Falb—v g CLI AL TSSL ARNY v —ZRED T v F— NZEER T
HZEMTEET, SSLARVV—FT 7L —FTiE, SSLNY Rv=Ad 7 RAZ v 7 ICBEMT LD
SESERNRNTA—FEERTEET,

close-notify % 4 x—7 Il T D&, TBAT 77— AvE—IU BRI I4T U MIEEFEESh, 774
TYRNPLOKTEIT 72— AvE—Ub PRISNET, T4 =T VIR THDHSE, =2
FRTEMT 79— Ay =27 747 MIEEFELES, 2720, —Nidkyra a7 47
AT BET, 77A4T Y MLOKRTEMA v =2 TRILIZDHELZY LERA,
BB A A — RNAIZBETE D SSL 2 & v 7 LRI UHRANCIEVF 5,

TuxY = NTHASNDOEZAA — MIKRDO LEBY T,
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ssl-proxy policy ssI

« RSA WITH 3DES EDE CBC SHA : 3des-sha i+ % ® RSA
« RSA_ WITH DES CBC_SHA : des-sha ff % ® RSA

« RSA_WITH RC4 128 MD5 : rc4-md5 % ® RSA

« RSA WITH RC4 128 SHA : rcd-sha ff % o RSA

o all: TATORENYR— I ET

timeout session fimeout absolute =2~ > N2 ANT5&, By ary 2 MNIEZ7 V=0T vraSh
HET, RESNTEHAALT U DBy Yay FyryvaTREINET, Eyvvar Frvia
Wl ZWDHBE, T XTOT MIICHLTHA~—0NT 77 171279, absolute & — 17U — K/)3F%
EI, ENUEOTATOH LVEy v a UREGRINET,

timeout session timeout 2~ > N % absolute ¥ — U — K72 L CAN LIZHE, BESNTZZA LTV

FR|RREA LT T RE LTI, AREREBY By ary m MIREy v ay $x v o TRE
ENET, ByiarFryiaTlyiary o PIDEEARL oz e, BEMA ST
2Eyvary U NUBHLWERPLHIBRIILET,

cert-req empty =~ FEZ AST5L SSLIF—ER EV2— L Ny 72 FH—EARFIZ T X
FARA » MCEEM T ONREAEZR L, —HT2 CAAEMBLEY A, 7744 K TlE, SSL
P—E R EV 2=V ITGEHAELZRTET, BT CAALEMRBLET, SSLYP—"BT T4 7 b
RAEFICREREZERIZC CA L U A M2 EDRWEE | FEFEZERP KR L £,

77 4/ b Tk, SSL —t 2 £ 2 —/L ClientHello * v & —Y THR— &N 55 KD SSL 7
h=jp X— 9 (SSL2.0, SSL3.0, TLS1.0) #fEH L EF, SSL 7 F 4 7> k3 (ClientHello
AyE—VTHEINTND) ¥R— SN TWDIREA—Va rofRbVIiC, xFvz—FEiLk
N—V g v EFHAT 5854, tls-rollback [current | any] =~ K& AN LET,

tls-rollback current =~ > KZ AJ/)95 &, SSL 71 ha/)b R—=T g TP R— SN TW B BN
N—=V g VEREIRI = N ENTNN—Ta T DI ENTEET,

tls-rollback any =2~ > K& AS L7HE, SSL 7 har "=V g @dFov 7 ShEHA,

1 WiZ, SSLABY v— arv 74 ¥al—ay 7 E2— RGBT 3627 0UET,

ssl-proxy (config)# ssl-proxy policy ssl sslpll
ssl-proxy (config-ssl-policy)#

WKOBTIE, SSLAY ¥ — THR—FEINDIEEAL - EERTDIHEERLET,

ssl-proxy (config-ssl-policy)# cipher RSA WITH_3DES_EDE_CBC_SHA
ssl-proxy (config-ssl-policy)#

ROBITIE, SSLEYyar&Tre harrzf x—7 0T 5K ikERLET,

ssl-proxy (config-ssl-policy)# close-protocol enable
ssl-proxy (config-ssl-policy)#

KOFETIX, SSLEy > arv& T e halrzrs 1 bv—7 M+ 552 RLET,

ssl-proxy (config-ssl-policy)# no close-protocol enable
ssl-proxy (config-ssl-policy)#

WOBITIZ, FEDA~ L RET 74V MIRET L HiEERLET,

ssl-proxy (config-ssl-policy)# default cipher
ssl-proxy (config-ssl-policy)# default close-protocol
ssl-proxy (config-ssl-policy)# default session-cache
ssl-proxy (config-ssl-policy)# default version
ssl-proxy (config-ssl-policy)#

Catalyst 6500 ) —X R4 vF SSLHY—ER ELa—IL aTY R YI7LVR-J1IJ—R 2.1
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M ssi-proxy policy ssl

BBEav R

WOFITIE, Eyvary vy v varA x—T7NITDHHEERLET,

ssl-proxy (config-ssl-policy)# session-cache enable
ssl-proxy (config-ssl-policy)#

WOBTIE, Eyvary vy viadT 42— TBHEERLET,

ssl-proxy (config-ssl-policy)# no session-cache enable
ssl-proxy (config-ssl-policy)#

WOFITIE, FEESNEY—EACH D EToNLEy v ary =0 M) ORKREERET D HEER
L/ij‘o

ssl-proxy (config-ssl-policy)# session-cache size 22000
ssl-proxy (config-ssl-policy)#

ROBFITIE, Byvary ZA4LT7 0 FafHBEICREST 2 HEEZRLET,

ssl-proxy (config-ssl-policy)# timeout session 30000 absolute
ssl-proxy (config-ssl-policy)#

WOFITIE, BHD SSL X—Va v OV R— ha A X—T VT D HEERLET,
ssl-proxy (config-ssl-policy)# version all
ssl-proxy (config-ssl-policy)# version ssl3
ssl-proxy (config-ssl-policy)# version tlsl
( ) #

ssl-proxy (config-ssl-policy

ROBFITIE, ~NVT R=V a2 NT D5 HEEZRLET,

ssl-proxy (config-ssl-policy)# help
ssl-proxy (config-ssl-policy)#

show ssl-proxy stats
show ssl-proxy stats ssl
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ssl-proxy policy tcp W

ssl-proxy policy tcp

7axy RY—TCP ar7 4 F¥alb—vay 77— F&lad 2I21%. ssl-proxy policy tep 2+
YREEALES, X R —TCP a7 4F¥alb—var ¥ 7F— T, TCP AV > —
TUT U= MEERTEET,

ssl-proxy policy tcp tcp-policy-name

EX DA tcp-policy-name TCP £V > —4,.

T24IE T AN R DOREFRDOE B TT,
e timeout inactivity (% 600 > T,
* timeout fin-wait (X 600 > T,
e buffer-share rx (X 32768 /X1 kT,
» buffer-share tx I% 32768 /SA kT,
e mss |% 1500 /X1 F T,
e timeout syn (% 75 £ T,
* timeout reassembly |% 60 ¢,
e tos carryover X7 4 B—T WMo TOET,

avY kR E—F ya—sN ar74Xalb—g

vy FERE yy—= EEANR
Cisco I0S Release Zoawy FOYR— RiE, Catalyst 6500 >V — X A A »F TEAX
12.1(13)E B L nELiz,

SSL Services Module
Release 1.1(1)

SSL Services Module = ® =~ FiZ, timeout reassembly time 7 2~ > R&BNT 57

Release 1.2(1) DICETINE LT,
SSL Services Module = =< RiZ, tos carryover %7 2~ R&ZBINT 57T AE S
Release 2.1(4) nE L,

FREDAFLKFSLAY TCP RV —%EH#ETHE, 7uxs KV —TCParv 74 ¥al—vary $+7E— R avwr K%
EAHLT, TCPRY v—%H—NCHEMITDZ ENTEET,
Taxy RV —TCParv 74 Xalb—rvary B 7E—FK avr KRZENEFNDOITTCADEINET,

Catalyst 6500 ) —X R4 vF SSLHY—ER ELa—IL aTY R YI7LVR-J1IJ—R 2.1
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W ssl-proxy policy tcp

#2412, XY RY—TCP a7 4 FXal—Yary W 7E— RCHEATE L a~y RERLET,

* 24 ZaxL RYS—TCP VI« Xal—Lay HTE—F av> FDOHKA
default av L RETFT 740 MIERELET,
exit Tu¥y —b X ar7 4 Xal—vary 7 E—FREKRTLET,

[no] timeout fin-wait timeout-in-seconds FIN O 2 A A7 U NERKETEET, AX72MEIZ 75 ~ 600 T,
FI7FNFRECERTICE., Zoa~vy Fone BREHHALET,

help EERALT 2T AOBRHEFRLET,

[no] timeout inactivity timeout-in-seconds — |JT7 75 47 ZA LT U N ERETETET, AHRMEIT 0 ~ 960 HTT,
Zoaxy RTE 74 FVREBOEROT—V 0 7 A4 LT U M ERIE
T&, H) Y —ADREIIENLGET, T 74N PREICETICIE. 2
Davy RO no BREEHLET,

[no] buffer-share rx buffer-limit-in-bytes Pt L OZE Ny 7 7 EORRIA R ETE LT, AR MEIX
8192 ~ 262144 T7, T 74/ FREICRERTITIE, ZDa< 2 KD no ¥
RE2ERALET,

GE) VA RXOREVEFFLINTZT 7 A VBREY 2 — T Lo Tlrk
Inb,EaE. ZERy 77 A4 Xk, SSL La—RKo\FT7TELT
Vo7®liz, &K SSL La— K %14 XD 16384 XA UL EIZT 2
VERH D ET, RN T = ADDIT, ZENNY T 7
P A X% 20000 A FELEIZTHZ EEHERELET,

[no] buffer-share tx buffer-limit-in-bytes B L OEER Yy T EORKRY A R B ECEXET, FH/MET

8192 ~ 262144 T7, T 74/ MRECRETIIE, ZDa< > KD no ¥

REFEHLET,

GE) VARXDOREXVEEB(ILENZT 7 AR EY 22—/ & > Tligik
INBHAE, BENRNY T 7 A XE, SSL La—RKoOFT7TET
VD7dIiz, K SSL La— K %A XD 16384 /A FAEIZT D
MEERH Y FT, KERNAT =~ ADEDIT, ImENNY T 7
YA X% 20000 NA FAEIZTBHZ EEHELRELET,

[no] mss max-segment-size-in-bytes Befgt CRRBIT DA SN2 SYN 7w RO KE T AV b A XEHE

TEET, AMEIT 64 ~ 1460 T, 774/ MREICETIZIE, ZD

avr RO no BRXEHHLET,

[no] timeout syn timeout-in-seconds P DORENL A A AT U NEBRETEET, AHREILZS ~TSBTT, 7
74V MRERECRTICE, Z0oa<wy Rone BREHEHLET,

Catalyst 6500 &) —ZX X{ v F SSLH¥—ER ELa—L ATV K YIT7LUR -1 J—Z 2.1
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ssl-proxy policy tcp W

& 24 JaxP RYS—TCPav I+ Fal—2arv H$ITE—F oIV FOHEA GFEE)

[no] timeout reassembly time V7ter7) 2a—0RN7 V7 ENDHETORMEZREMTHRETEET,

BNMEIZ0~960 BTT (0 DFAH, T4 —T V), bTFoHFrar
P EESNERENICET Lo lm8se. Vit 7Y Sa—ns 07
SN, EER Ry FENET, T74NAMRECETICIE. Z0avr
Ko no B EMH L E9,

[no] tos carryover

BAT FT H—ER (ToS) HE7re—HNOFTXTO/Ty MIEEELET,

GE) RYUT—RBHP—N_"TCPRY > —L LTHRESNDLHEA. ToS EMN
=N 7 FA TV b~EFEENET, RY O —BNREKRY
VL LTRHESINDIEA, ToOSTENRZ T4 T2 Ehrb P —s3
EEEIRET,

GE¥) ToSEZETEDHLIICTDITIE, TOMEEETLLEND
DVET, &2 ToSENY =627 TA4T 2 b ~DEHT
BRETLELICRESNTVIHA, TOEEZFE L TEET S
AN — N ML T DR H Y £3, Ldi-> T, —H#Ho
WISy B iE ToS EE2IRE L EH A,

BEREDAA FS54>

SSL #—tE R FYa— /A TAN LI TCP 2> N, Zua— UL, 3 ED T m Xy $—1
WHTEET,

Tuxy =0 r T4 T MUL Y= MUDRKRE T A b YA X2UE, BRIV A XeHETE
£,

TCP ARV — T 7L —FTliE, TCP A% v 7 ICHEff 1T H5NDENRNTA—F B EHRTEET,
a<= RO no BREATT B, £oiddefault ¥ — UV —F2FHLTCT 740 FRECELET,

1l wiZ, Xy RYY—TCP av 7 4 Fal—rar 47— FEHBTHH2RLET,

ssl-proxy (config)# ssl-proxy policy tcp tcppll

ssl-proxy (config-tcp-policy)#

KOBITIE, FEDI~ZY FEeT 74 /0 MEICRES S HiEERLET,

ssl-proxy (config-tcp-policy)# default timeout fin-wait

ssl-proxy (config-tcp-policy)# default inactivity-timeout

ssl-proxy (config-tcp-policy)# default buffer-share rx

ssl-proxy (config-tcp-policy)# default buffer-share tx

ssl-proxy (config-tcp-policy)# default mss

ssl-proxy (config-tcp-policy)# default timeout syn

ssl-proxy (config-tcp-policy)#

WROFITIE, FIN RS A 27 0 PN TERT 2 EE TR LET,

ssl-proxy (config-tcp-policy)# timeout fin-wait 200

ssl-proxy (config-tcp-policy)#

WROBITIE, T 7T 47 ZA LTV NEWEBNTERT D HEEZRLET,

ssl-proxy (config-tcp-policy)# timeout inactivity 300

ssl-proxy (config-tcp-policy)#
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W ssl-proxy policy tcp

WOBITIE, ZENY 7 7REDHRRKY A XeERT L HEEZRLET,

ssl-proxy (config-tcp-policy)# buffer-share rx 16384
ssl-proxy (config-tcp-policy)#

WOBITIE, ARENY 7 7 REDRKY A X e EHRT 5Tk RLET,

ssl-proxy (config-tcp-policy)# buffer-share tx 13444
ssl-proxy (config-tcp-policy)#

OB TIE, TCP B 7 A2 FOIRRY A X2 EHRT D HEEZRLET,

ssl-proxy (config-tcp-policy)# mss 1460
ssl-proxy (config-tcp-policy)#

WROFTIE, WIS (SYN) ¥4 A7V MEZERT HHEERLET,

ssl-proxy (config-tcp-policy)# timeout syn 5
ssl-proxy (config-tcp-policy)#

ROBTIE, VTRV TY ZALT T MEEERT D HEETRLET,

ssl-proxy (config-tcp-policy)# timeout reassembly 120
ssl-proxy (config-tcp-policy)#

ROBITIE, ToS A7 v —NDTRXTDONRYT y b~DEEEA RX—T VI LET,

ssl-proxy (config-tcp-policy)# tos carryover
ssl-proxy (config-tcp-policy)#

BEaTVF show ssl-proxy policy

Catalyst 6500 &) —ZX X{ v F SSLH¥—ER ELa—L ATV K YIT7LUR -1 J—Z 2.1
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ssl-proxy policy url-rewrite W

ssl-proxy policy url-rewrite

URL #&#z a7 4 F¥ab—3 gy $7E— NEMIET 5I2IE, ssl-proxy policy url-rewrite =<
VREHEALEYT, URL Ex#fizar 7 4 Fal—var ¥ 78— FTE, A ue—Na#EfsShs
URL #&#iz ar 70y R U—2ERTEET,

ssl-proxy policy url-rewrite url-rewrite-policy-name

‘XX nEiH url-rewrite-policy-name URL EX#az WY o —4.
TI4IILE IOy RICE, SIEELEF—T = FiEd 0 2 A,

avY kK E®E—F ra—r) ar7 4 ¥al—ay

av Yy FERE yy—= EFERNE
SSL Services Module = » =< RO¥R— FiE, Catalyst 6500 U —X A A v F TEAX
Release 2.1(1) nE L=,

BEREDALAKSM4Y URLEXHZTIE, VXA LI RN VL7 0OhaeEXRZITEET,
URL Ex#12 R VY > —F. SSLERY > — P —bERTLICHRA DR BEOEXHBm I L — L THERINET,
#2501, e AR v—ar7 4 Xal—yary BT E—-—RFNCHEATE2a~v L RERLET,

® 25 TOox> RYL—arT74F¥alL—2ar 4TE—F T FOBRHA

default A<y FET 74V MCRELET,

exit TuXy R v—ar74X¥al—vary BT7E-RFEKTLET,
help XFEHALVT VAT AOBB EFFLET,

[no] url url-string[clearport port-number | |EXHx 5 URL A b v 7 2R ETEET, KNI v—ZHIBRT 5121,
sslport port-number| Zoavry Fone EREZLHALET,

url-string : ZTEH x5 URL V7 @ host i AfELET, MK 251 XFETHETEET, VA
VR —FR %) %, FEHZNL—LOD hostname DT VT 4 7 AETEZH 7 4 7 AL LTOBREHT
x4, e xIE. OWTNIDITIET hostname ZfEH T £9,

e WWWw.cisco.com
e * cisco.com

e wwwin.cisco.*

Catalyst 6500 ) —X R4 vF SSLHY—ER ELa—IL aTY R YI7LVR-J1IJ—R 2.1
| oL-4779-01-J .m



¥2¥ Catalyst 6500 ¥ —X X4 Y FD SSL Y—ER EZa—L0awvF |

W ssl-proxy policy url-rewrite

]

BBEav> R

clearport port-number : ({£&) EE# %225 URL U7 ® port #mafae LEd, AL MEIZ 1 ~
65535 T,

sslport port-number : ({£EE) E£&3Ate URL U > 7 @ port §85y &€ LE¥, ALMEIXZ 1 ~ 65535
‘(‘\\?AO

ZoavryRFon BREASNLT, Y —Z2HIBRLET,

H—/NIZURL V¥ A L7 vOF 740k HTTP A— hEE 80 BEENDHE (T2 & 2iX.
www.example.com:80), FEEIC url =~ RERETILERHV £ (=& 21F, url
www.example.com:80), RSN DK — FFE S % URL O—# & LTHRETHLEITIHY EA
25, fb VI clearport ¥ — 7V — FZEH L TRET HZ LIFTEET,

WOFTIE, testl RY L —dD URL EXHz a7 ¥ al—3 gy B 7E— NEBBT 25 ESR
L%,

ssl-proxy (config)# ssl-proxy policy url-rewrite testl
ssl-proxy(config-url-rewrite-policy#

WORFI T, testl KU —D URL EEHIFRY v —%2EHRT D HEEZRLET,

ssl-proxy (config)# ssl-proxy policy url-rewrite testl
ssl-proxy(config-url-rewrite-policy# url www.cisco.com clearport 80 sslport 443
ssl-proxy(config-url-rewrite-policy#

WOBITIL, testl WY > —dD URL HEXHZARY —2HlRT 2 HEERLET,

ssl-proxy (config)# ssl-proxy policy url-rewrite testl
ssl-proxy(config-url-rewrite-policy# no url www.cisco.com clearport 80 sslport 443
ssl-proxy(config-url-rewrite-policy#

show ssl-proxy policy

Jl Catalyst 6500 ¥ )—X X4 vF SSL $—ER EYa—J)L IRV F YI7LrR-J)—R 21
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ssl-proxy poolca W

ssl-proxy pool ca

RART— av T 4 Fal—vay $7E— REBET 512, ssl-proxy pool ca =~ > K% ffi i
LET, BERT—A av 74 ¥al—vay $ 72— KT, EVa—ARREMETE S CA 2 HT
T BRI T — N ERETEET,

ssl-proxy pool ca-pool-name

‘XX nEiH ca-pool-name AL T — L4
TI2HIE Zoawry RICE. BIBEREF—T— RiEH Y A,

avY kK E®E—F ra—r) ar7 4 ¥al—ay

av Yy FERE yy—= EFERNE
SSL Services Module = » =< RO¥R— FiE, Catalyst 6500 U —X A A v F TEAX
Release 2.1(1) nE L=,

FHEODFIRSMAY H£BERT—N a7 4 Fal—var 72— R avy REFRZRLOITTAALET,
#2610, WM T— LV TCP a7 4 Fal—ary 7 E— RN TESa~vy RERLET,

® 2-6 FOox> RYL—TCPaAVvIs¥al—ary ¥ IJE—F avr FOBHA
ca RBAERERELET, BHTEIY T avy RIZKD LB T,

trustpoint ca-trustpoint-name : B/ LT A SAA VM EFELET,
F7 AN FREICERTICIE, Zoa~vr RO no BREHEHLET,

default avy REF 74 )V MNMIERELET,
exit Tu¥xy b—bX ar7 4 ¥al—var T E—REKTLET,
help PR OMNL A A LT U MR ETEET, ANRMEEZS ~T5BTT, T 741

MR BICETICE., 20oa~<vry Fono BRXEHEHLET,

] WROFITIE, BIER T A MRA b a7 —IZBINT 2 hikE R LET,

ssl-proxy (config)# ssl-proxy pool testl
ssl-proxy(config-ca-pool)# ca trustpoint test20
ssl-proxy (config-ca-pool) #

Catalyst 6500 ) —X R4 vF SSLHY—ER ELa—IL aTY R YI7LVR-J1IJ—R 2.1
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MW ssl-proxy service

ssl-proxy service

Xy h—tR ar7 4 X¥al—var B 7E— FEHGT 51T, ssl-proxy-service =¥ K%
BEHLET,

ssl-proxy service ssl-proxy-name [client]

BXDHA ssl-proxy-name SSL Y ¥4,
client (fE#) SSLZ FA4 T h Fr%xsy $—CAZHETEET, ssl-proxy
service client =¥ FEZZML T 7Z 30,

T24+ILEK P — X NAT A X—T N> TWT, 27 T7A4T 2 B NAT BT 4 =T |7 >TWET,

avy kE—F ra—nNar7 4 ¥al—vay

av Y FEE Jy—=x EEHRR
Cisco IOS Release ZDawy ROPR— NI, Catalyst 6500 ¥ U —RX AA v F THAI
12.1(13)E B LW nWE LT,

SSL Services Module
Release 1.1(1)

SSL Services Module Zoawr R, RKOF—TU—RE2ED LB HINFE L],
Release 2.1(1) e authenticate : FEMEDOHER FILEEHELET,
e client: SSLZ7 747 h 7rdy h—bREHRELET,
* policy urlrewrite : URL HEX#Z KU > —% 7 ¥ o $— T
HALET,
o sslv2:SSL N—V a2 %A X—T7 VI LET, server ipaddr

ip-addr protocol protocol port portno %7 2~ REHR L TL
ZEW,

* trusted-ca ca-pool-name : [EfHTE DBILRORELE 7' n ¥
P—NICEHA L ET,

FEREOHLIRSAY Toxs $—bvR a7 X¥al—Tary 3 7E—RTHE, 7Fa2xy h— RTEEMAT S 8
IP7 RLAEFR—F, BLOEEMTONZZ—F Y FIPT RLAEFR— b EHRETEET, £,
TaXxT D7 747 Ml (virtual ¥—U — RTHHRE D) &V— Ml (server ¥— 7 — K THE D)
DWW HD TCP AY v—& SSLARV v—%ERTHIEHLTEET,
JIAT 0T axy =R a7 4 Fal—vary P ITE—KRT, JUT THFAIDLT
T4 v EZIFAN, SSL h T 7 4 v 7T L, Ny 7= R SSL —NZiRET L I rxy P —
ERERELET,

Catalyst 6500 &) —ZX X{ v F SSLH¥—ER ELa—L ATV K YIT7LUR -1 J—Z 2.1
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ssl-proxy service W
FEAEDHE, FATSNDIITTRITOSSL =N TaXxRENSSL 7 747 b TaFk ik
EWZR L THEBTT, =720, wixpshcd,
o SSLY—RNTaXxvDlbDiEHEELZRETILERHDETN, SSLZITAT N Taxvo
TODFHEEZHRETAILEIIHY A, SSLZI7A4T N 77X Old0itRELHRET
%)ia/\ /\/%/14’7 7Ij =204 7/1)77/ }\EALHIEEXI-S /C'B—“—‘/\ﬁ %@pﬁtﬁig;kf /“{Z‘—
/a:JAJ\L; bf%@uffﬁﬁ%ﬁ) i"fn éﬂi‘j‘o
e SSLARV Y —FY—"DSSL 7 I7A4AT7 v b Tuxy 7 avy FICRMNSNDT-0, ssl —
FaXTORBY T awy NIClRMAEnET,
#£7auXy —brRaryJ4Xal—yaryr Y r7E—Rav o REHE7Tax 759470 v
TA4Xalb—Yary B7E—F avr FE2ZENENDITTCASLET,
#2712, e Y-t R arv4Xal—yary T E—RNELEEF T I IA4T U o
TA4F¥al—vary W7 E—-RNCHEHATEa~v L RERLET,
& 2-7 FOXS Y—ER avI74FXalb—YarYTE—FK avr FOHA
B Bl

authenticate verify {all | signature-only}

AEAEOMRBITIEEZRE LET, ROZELEBETEET,
e all: CRL & E4MHEEZHERLET,
o signature-only : EXA DA ZHERL £,

certificate rsa general-purpose trustpoint
trustpoint-name

AEE 2 RSA LA F— & & bici FZ A RRA B ZFEHEICBE
T ES,

E L.

default {certificate | inservice | nat | server |
virtual}

A RET 74NV MIRELET,

exit Taxv h—tR arv 4 Fal—vary BT E—FEREITRFY T
AT ar74¥al—yary 72— REKRTLET,

help KEERA~ANLT VAT ADOMHEFRIILET,

inservice TaXy = NERF T TA T MR EHACT vy T LTS EESLET,

nat {server | client natpool-name}

o server: 77 AT Y MID T T 4w 7 DY —NITEEINDGE, 50
HeIP 7 F L 2 ® Network Address Translation (NAT; *v U —27 7
RLALH) A X—T VM LET, TNBA F—TVOHE, 505 1P
T RULARY—EROY—NIP 7 FLRIZEBINET, 7741 b
T, natserver A *—7 /L TT,

e client natpool-name : 7 7 A7 > MUD ~T 7 ¢ v 7 PP — N THEE S
N5EAE. BExIP 7 F L AD Network Address Translation (NAT;
Xy NI—=2 T RV RAEW) 24 FX—7WVIZLET, T FLADT—L
I%. natpool 2~ ROXIET DA LV AX LV ATERSNET,

W EHLE8ODIP T RLADT —LERETIHILENDHY £,
5 7 %)V k TiZ. nateclient 135 4 E—7 1T,

G¥)

policy urlrewrite policy-name

URL &z RY) v—a7oxy b—NiZmH L ET,

server ipaddr ip-addr protocol protocol
port portno [sslv2]

Taxy =N H =7y h =D IP T RLRAEZEELET, T/,
A= EFLHEE T ha L biRETCEET, %60 IP 71 “vx :L SLB 7%
A AZADOAEIP 7 R L A FE 21T Web 4 — "DHEEED IP 7 R [ R R
MNTEET, sslv2 F—TU— KL, SSL 3=V 3 2D b 774’ v 7 OALER
WHER SNV —R"EHRELET,

server policy tcp
server-side-tcp-policy-name

TCP RV v—%7uaxy =" —fIC#EHLET, A— &S LR

B ha L ERETEET,

| oL-4779-01-J
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MW ssl-proxy service

® 2-7 7AXP H—ER AT X2 L—2a v YTE—F ATV FOHHA #E)

BX ETL)

trusted-ca ca-pool-name B CTX A EORIEREL T n Xy — A LET,

virtual {ipaddr ip-addr} {protocol STE 7):7 0 % AT O AR — DA IP 7 RL A ZERLET, £

protocol} {port portno} [secondary] 7o, A—hFBLERET T b LB IRE TE E9, protocol DBENEIT tep
T?‘o portno DHINIREIX 1 ~ 65535 TY, secondary ¥—7— F (f£&)
I AR TP 7 R LA~ ARP BRI STE 23659 2 D & [ahiE L £,

virtual {policy ssl ssi-policy-name} SSLARY v—%7uxy =07 747 MIlZEHALET,

virtual {policy tep TCP RV v—%7uxy h—n_"0s 747 MIlZHEHLET,

client-side-tcp-policy-name}

]

Jl Catalyst 6500 ¥ )—X X4 vF SSL $—ER EYa—J)L IRV F YI7LrR-J)—R 21

Content Switching Module (CSM; 2> 7> AAf v F v £V a—)) L SSLHP—ER TV 2—/L
OEDEX2T E—RETY vV E— ROBEFRYPFR— SN ET,

7Y v E—FK hARB VI secondary ¥—V—F ({LE) ZHEMALET,

W2, Z7uxs y—bRx ar74X¥alb—yary 72— NEHBT 0 E2RLET,

ssl-proxy (config)# ssl-proxy service S6
ssl-proxy (config-ssl-proxy)#

WIZ, AEAFEOHRTIEEZRET D02 L ET,

ssl-proxy (config-ssl-proxy)# authenticate verify all
ssl-proxy (config-ssl-proxy)#

ROBITIEL, FEINT SSL FrFxy h—E ADAAELRET D HIEERLET,

ssl-proxy (config-ssl-proxy)# certificate rsa general-purpose trustpoint tpl
ssl-proxy (config-ssl-proxy)#

ROBITIE, FHESNTa~v L FET 74V MEICRET D HiEE R~ LET,

ssl-proxy (config-ssl-proxy
ssl-proxy (config-ssl-proxy
ssl-proxy (config-ssl-proxy

default certificate
# default inservice
# default nat
ssl-proxy (config-ssl-proxy)# default server
ssl-proxy (config-ssl-proxy)#
ssl-proxy (config-ssl-proxy)#

) #
)
)
)
) # default virtual
)

WOFITIE, EETEDFHFORIREL T 0 X —NICHEMAT 2 HiEEZ R LET,

ssl-proxy (config-ssl-proxy)# trusted-ca testl
ssl-proxy (config-ssl-proxy)#

WOBITIE, FEESNIAREY — O IP 7 PV A ZRET 5 ke R LET,

ssl-proxy (config-ssl-proxy)# virtual ipaddr 207.59.100.20 protocol tcp port 443
ssl-proxy (config-ssl-proxy)#

WROFITIE, FGESNTARBY — "D SSLARY v —&RET 5 HiEE R LET,

ssl-proxy (config-ssl-proxy)# virtual policy ssl sslpll
ssl-proxy (config-ssl-proxy)#

ROBITIE, FEINTARBES — D TCP R v —%2RET D HEERLET,

ssl-proxy (config-ssl-proxy)# virtual policy tcp tcppll
ssl-proxy (config-ssl-proxy)#

oL-4779-01-J |
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ssl-proxy service W

ROFITITEZCENTZ T T 4 v 7 ZEEET D SSLY—ER ED2a— D7 VT TFA D Web
P—NeRETDHHEERLET,

ssl-proxy (config-ssl-proxy)# server ipaddr 207.50.0.50 protocol tcp port 80
ssl-proxy (config-ssl-proxy)#

ROBITIE, HEDZ VT TF A D Web —3D TCP RNV v —%RET L HEEZRLET,

ssl-proxy (config-ssl-proxy)# server policy tcp tcppll
ssl-proxy (config-ssl-proxy)#

ROFITIE, HESNTEY—EAXSSLA 70— ROV — g THEREN32 747 F 7T RLAD
NAT 7=z ES 2 iz R LET,

ssl-proxy (config-ssl-proxy)# nat client NP1

ssl-proxy (config-ssl-proxy)#

WOBITIE, 774 T MIDO NT 7 4 7 B —NTEEESINDHEIHEE IP 7 KL 2D NAT %A
F—=TNNTDHIEE, 774 T Y MIO NT 7 4 v 7 DY —NTEBEINDIERICEEFETIP 7 FL
20D NAT %A F—F VT B FEERLES,

ssl-proxy (config-ssl-proxy)# nat server
client Enable client nat
server Enable server nat

Ssl-proxy(config-ssl-proxy) #nat server

Ssl-proxy(config-ssl-proxy) #nat client
Ssl-proxy(config-ssl-proxy) fexit
Ssl-proxy(config-context) #natpool Test nat 192.168.10.1 192.168.10.8
netmask netmask
Ssl-proxy (config-context) #natpool Test nat 192.168.10.1 192.168.10.8 netmask 255.255.255.0
Ssl-proxy(config-context) #natpool Test nat 192.168.10.1 192.168.10.8 netmask 255.255.255.0

show ssl-proxy service

| oL-4779-01-J

Catalyst 6500 ) —X X4 vF SSLY—ERX EVa—)LavYyF YI7LrvR-YY—221



¥2¥ Catalyst 6500 ¥ —X X4 Y FD SSL Y—ER EZa—L0awvF |

W ssl-proxy service client

ssl-proxy service client

JIAThoTaXxy h—ERA ar7 4 Fal— a3y B 7E—RNEHHBET DI, ssl-proxy
service client =~ > F&FEH L £,

ssl-proxy service ssl-proxy-name client

BX DA ssl-proxy-name SSL e kv —v 24,
TI2HIE 75472 hNAT 137 4 E—7 LT,
avy kE—F ra—nNar7 4 ¥al—vay

av Yy FERE yy—= EFERA
SSL Services Module ==~ RO HE— kiZ, Catalyst 6500 >V —X A A v F TEAX
Release 2.1(1) nE L,

FRLOALARSAY 75470 rOFaF Y H—ER a7 4Fal—vary B 7TE—RT, ZUT7 TFARDLT
T4 v EZIFAN, SSL h T 7 4 v 7T L, Ny 7= R SSL —NZiRETH I rxy 4 —
EREREELET,
EFEAEDHEE., BEITEINDITFETXTCOSSL b —NN Tax R ENSSL 7 74T b FTax i
FEWCR L CAETT, =720, widpst ¢,

o SSLHY—ANTFuXDldDitAELRETILENHY ETH, SSLZIA T N Tuxi o
7DD EEZRET HLEEH Y EHA, SSLZFA T K 7axr Ol 0itELRET
7%!:!\ NS R 2T ' farors o477 }\uALuIE«EX[S VC‘H_—/\Z?) %@uﬁﬁﬁig*){ v —

(IS CTEDOREHEPRE SN ET,

e SSLARY I —1FH—"DSSLIZIFA T h Fuxy H7awr RITRMNENET-0, ssl —N
Ta X OB T a~v s R EnET,

F7aXdY—bRarysFXal—var$r7E—Ravr RELE7exr 770708 av
T4Xal—ary BT E— R avy REFENENDITTASILET,

#£ 28Iz, FuXL s34 7 ar7 4 FXal—yary BT E— RN CHERATE v FERLET,

= 2-8 JaxL 4547 bavIqaF¥ab—YaryHIE—F avy FOHHA

- 5°4 BiEA
certificate rsa general-purpose trustpoint |ZEBi#ELZ RSAJLAF—L L HIZHTEL., T A MRA > b A ZEE|C B
trustpoint-name i E£9,

default {certificate | inservice | nat|server| o~ RAZF 74/l MIRELE T,

virtual}
exit FaXy V34T ar7 4 Xal—ary $TE—REKTLET,
help KRNV T VAT AOFHER R L ET,

Catalyst 6500 &) —ZX X{ v F SSLH¥—ER ELa—L ATV K YIT7LUR -1 J—Z 2.1
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ssl-proxy service client W
® 2-8 TAXL YSAFUFAVT4F2AL—2a Y HTE—F OV FOBH (KE)
B B
inservice Taxy s ATV MNREBAICT v S LTVWLEEFLET,

nat {server | client natpool-name}

SSL =t R &Y a— M Lo TN D — MO EEGE DY — /3 NAT F
721327 747> F NAT ORI ERE L £,

policy urlrewrite policy-name

URL H#&#MZ RV v —%&7oxd —NICTHEH L ET,

server ipaddr ip-addr protocol protocol
port portno [sslv2]

Taxy =R H—F o h =D IP T FLRAEZEHZLET, T,
A= FEFLEETT baLbiEETEET, 586 1P 7 L XL SLB 7
AADWAEIP 7 R AFE 21T Web b —_"DEFED IP 7 KL AIZT 52 &
NTEET, sslv2 F—U— RNIISSL A=V a2 24 x—T7 I LET,

server policy tcp
server-side-tcp-policy-name

TCP RV v—%7uxy ="V —flliICEHLET, F— FEELER
k7o ba L ERRETE ET,

virtual {ipaddr ip-addr} {protocol protocol}
{port portno} [secondary]

Fuaxy =N E =y PP —RDIP T RLRAEZEELET, £/~
A= EFLEETT baLbEETEET, 588 1P 7 FL XX SLB 78
A AR IP 7 KL A E7201F Web V= "OHEBEDIP 7 KL RAIZTH L
NTEET, ssv2 F—TU—RKiZ, SSLX—=TV a3 2D T 7 4 v 7 OULER
WS —R"EEELET,

virtual {policy ssl ss/-policy-name}

SSLARV v—%Tmxy r—"Dr 7347 MINITEHLET,

virtual {policy tcp
client-side-tcp-policy-name}

TCP RV v—%7uaxy =07 747 MlTEHRLET,

Content Switching Module (CSM; 27 Y A v F 7 £V a—)b) & SSLYP—ERX EVa—/b
OEDEX27 FT—RETV vV = ROWHENYFFR— NS ET,

7Y v¥ E®—FK hMARBEVIC secondary ¥—V—F ({EE) 2FHLET,

1 Wi, 7947 ho7ady —bER a7 4 Xal—vay 37— ReEET 627 LET,

ssl-proxy (config)# ssl-proxy service S7 client

ssl-proxy

(config-ssl-proxy) #

ROBITIE, FHEINTSSL Frx s h—E ADAAELRET 2 HEERLET,

ssl-proxy
ssl-proxy

(config-ssl-proxy)# certificate rsa general-purpose trustpoint tpl
(config-ssl-proxy) #

ROBITIE, HESNTa~vr FET 74V MEICRET D HiEE R~ LET,

ssl-proxy
ssl-proxy
ssl-proxy
ssl-proxy
ssl-proxy
ssl-proxy

(config-ssl-proxy) #
(config-ssl-proxy

(config-ssl-proxy

)
)
(config-ssl-proxy)
)
(config-ssl-proxy)

)

(config-ssl-proxy

default certificate
# default inservice

# default nat

# default server

# default virtual

#

WOBITIEL, FBESNTAFIRRY — ORI IP 7 L RAERET 2 HEEZRLET,
ssl-proxy (config-ssl-proxy)# virtual ipaddr 207.59.100.20 protocol tcp port 443

ssl-proxy

(config-ssl-proxy) #

ROBITIEL, FHEINTAREY— D SSL NV > —%RET HHEERLET,

ssl-proxy
ssl-proxy

(config-ssl-proxy)# virtual policy ssl sslpll
(config-ssl-proxy) #
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W ssl-proxy service client

Jl Catalyst 6500 ¥ )—X X4 vF SSL $—ER EYa—J)L IRV F YI7LrR-J)—R 21

WOFITIX, FBEINIBIEYF — 1D TCP RV > —52RET D HiEEZRLET,

ssl-proxy (config-ssl-proxy)# virtual policy tcp tcppll
ssl-proxy (config-ssl-proxy)#

ROBI T BEBLSNTZE T T 4 v 7 25k T 5 SSLY—ERA EV2a— D7 YT TF 2D Web
V= NERETLHEERLET,

ssl-proxy (config-ssl-proxy)# server ipaddr 207.50.0.50 protocol tcp port 80

ssl-proxy (config-ssl-proxy)#

ROBITIE, HEDZ VT TF A LMD Web —3D TCP RNY v —4%RET L HEEFLET,

ssl-proxy (config-ssl-proxy)# server policy tcp tcppll
ssl-proxy (config-ssl-proxy)#

ROFEITIE, HESNEY—ERASSLA 78— ROV — g THREN2 747 7T RLAD
NAT =NV EaRET L HEERLET,

ssl-proxy (config-ssl-proxy)# nat client NP1l
ssl-proxy (config-ssl-proxy)#

WOBITIE, FESNTY —E R SSL A7 11— ROV — " EHiicxt LT NAT —1 7 KL 2% A
X—=T N D EETRLET,

ssl-proxy (config-ssl-proxy)# nat server
ssl-proxy (config-ssl-proxy)#

show ssl-proxy service

oL-4779-01-J |



| $2% Catalyst 6500 ) —X X4 yFO SSL¥—EX E¥a—)0avvF

ssl-proxy ssl ratelimit W

ssl-proxy ssl ratelimit

BXOHHA

TI2FIE

avYkE—F

AT ORI TH LW &2 28159 5121%, ssl-proxyy ssl ratelimit =~ > F&ZHALEY, Zoa~<

RO no BAEMEMNTD L. AEV 2 TE DHEITH LW AIRRIZRY £7,

ssl-proxyy ssl ratelimit

no ssl-proxyy ssl ratelimit

Zoawy RiZiE, 5lIEETF—V—FEH 0 8 A,

Zoawry R, TN IRETHY THA,

Ja—N) a7 4 ¥al—y g

avy FERE

i

=2 EERAR
Cisco IOS Release Zoaxy ROYAR— NI, Catalyst 6500 > U — R A A v F TEHAZS

12.1(13)E B LW nELE,
SSL Services Module
Release 1.1(1)

ROBFITIZ, WAM ORI TH LW 2§ 5 ke LET,

ssl-proxy (config)# ssl-proxy ssl ratelimit
ssl-proxy (config)#

ROFITIE, WAMORNTAEY ZEATEL2HAITH LWER AT 2 HiEE R LET,

ssl-proxy (config)# no ssl-proxy ssl ratelimit
ssl-proxy (config)#
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M ssi-proxy vian

ssl-proxy vian

7aXx Y VLAN 207 4 ¥ a2 b—y a3y 7% — REBliad 512X, ssl-proxy vlan =< > R ffi
LET, “BF T VLAN 27 4 Falb—ay B 7E—RFTiE, SSLYP—ERX £V 2—10D
VLAN #RETE £,

ssl-proxy vlan vian

EXnHA vian VLAN ID, A%h72Ei% 1 ~ 1005 T,

T+ F 74V FOREFRD LBV TT,
e hellotime 13 3 BT,
o holdtime 1% 10 ¥ T,
e priority X 100 T,

avy kE—F ra—ar7 4 ¥al—vay

av Y FEE Jy—=x EENR
Cisco IOS Release ZDawy ROPHR— ME, Catalyst 6500 ¥ U —RX AA v F THAI
12.1(13)E B LW nWE LT,

SSL Services Module

Release 1.1(1)

SSL Services Module = ® =< Fi%, HSRP ##E T 5 standby ¥ —U — K& 5[5 %5
Release 2.1(1) HEIICETINE LT,

EREDHLAFSM4Y CSM Tix VLAN 1 ¥ FE—F S EHA,
SSL #—E R £ 2 —/LTiL, LR VLAN A9 R — b ShEti,
% 77X VLAN a7 4 Fal—v gy B 7E— K avr FEZnEnOiITCAALET,
#2912, 7uxT VLAN a7 4 Xal— gy $7EF— R TCHHTE S a~2 RE2RLET,

% 29 JAFL VLAN av74Falb—2ary ¥TE—F a7y FOHHA

i 3°4 BieA

admin VLAN Z%&# VLAN & L CRRE L £,

exit Tu¥Y VLAN 207 4 Fal—vary ¥ 7E—REKTLET,
gateway prefix [drop | forward] VLAN #4 V2 =Ry b~DF— b0 oA & EBITHRELET,
help FFRI AL T VAT AOFAEFRR L E T,

ipaddr prefix mask VLAN #IP 7 RLABL O T Xy b v A7 & EBITRFELET,
no Ay REENCT D0, T 740 MEERELET,

Catalyst 6500 &) —ZX X{ v F SSLH¥—ER ELa—L ATV K YIT7LUR -1 J—Z 2.1
m. oL-4779-01-J |
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ssl-proxy vian W

® 29 JAXTVLAN IV 74 FaL—2ary 4TE—F AU FOHHA @)
BX EL)]
route {prefix mask} {gateway prefix} SSL #— bR £V a—ARHEEERINL TR TRy hT— 7 ICH|E#

TELEIET— PV AZRELET,

standby [group-number] {authentication VLAN TIHLEMZRELET, AREIZOVWTIE, kOa~vr RE2EK
text string} | {delay minimum [min-delay] LTL &N,

reload [reload-delay]} | {ip [ip-address
[secondary]]} | {mac-address mac-address} |
{mac-refresh seconds} | {name group-name} | * standby delay minimum reload
| {preempt [delay {minimum delay | reload .

e standby authentication

standby ip
delay | sync delay}]} | {priority priority} |
{redirects [enable | disable] [timers * standby mac-address
advertisement holddown] [unknown]} | ¢ standby mac-refresh

{timers [msec] hellotime [msec] holdtime} |

e st
{track object-number [decrement priority]} standby name

¢ standby preempt
e standby priority

e standby redirects
e standby timers

e standby track

e standby use-bia

B8 VLAN 2 ETE 5 X012 7212id, BHEOEH VLAN OFH VLAN 27— A % HIER
THOVENDH Y ET,

BH VLAN /X, fEE—Y > b (PKI) ¢EHAT—3 3 (SNMP) LoBEICHEASHLET,

T— b T A BRETDHHAE, drop X—TU— REFEHTLE. Ty MCBEEMT LN ZEEY—E
ANHONERNEES, SSLY—E R EPa— AL T_ry e Ra vy TxFT,

F—=hr oA ZRETDIHE., forward —V — FE2EHTZ L, 7y MTEEMNT SRR
P—EANREONS NS, SSLY—FE R £V a— LT, BEINT VLAN OF— F 7 = A4 12%
o P ERERETEET,

HSRP O EIZH D REIFRD L B0 TT,

o group-number : {EE) HSRP 37 V7 4 T/ TWAAL v B —T 2 A A LD I N—TEZ, H
Zh72MEIX 0 ~ 255 TF . group-number #HE LD o2 &1E, Zv—7 0 MEHAINET,

e ipip-addr : HSRP A > 4 —7 =24 ADIP 7 RLAZIEL £7,

o priority priority :HSRP A > # —7 =2 A ADT 744V T 4 i€ L£3, HSRP /L —7AHD 1
DULEDA LB =T 2 A ZADTIAF VT 42 LT ET, TI9AFT VT A DBKEDA L Z—T = A
ANHSRP ZV—FIZH LT 7T 4 7272 £7,

e prempt : VLT alEALX—TNMILET, TV T varbfX—TNITDHE,
0—H) V—E DRy N AZNRADTTAF )T A NBUET 7T 4 T —2 L0 bEWIEE,
B—AN N—BRNT 7T 47 =4 LTHIBEZSEMTI)ELET, VT a VU ERTE
LARWEA, a—hL v—Z 3T 7T 4 TIREDL—Z BN L BT ERE 2T - 23546
DI, TIT 47 N—FELTHIEEZS EHETET FEELV—F L LTEET D),

Catalyst 6500 ) —X R4 vF SSLHY—ER ELa—IL aTY R YI7LVR-J1IJ—R 2.1
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M ssi-proxy vian

Ll

o delay: (EE) V=7 a v OBLERELET, V—FBEOICEET L & XL, Bk
N—=T 4T T—=TARNHY A, V7o a BT AL )ICRESNTWAEA., 7
TT 4T =BT ETH, @URLV—T T P ERERETEERA, TV T
VRVBREATON—EINEBRICT VT 4 T N— 2 DTV =T g VAT DRIOREEHE T
ij—o

o typetime: TV T LT a DA TEREERELET, FOREITRO LY TT,

— minimum time : FEIEO /N ZFPEALTHEE LE T, AR MEIL 0 ~ 3600 F> (1 FEfE]) T
\?AO

— reload time : Va— R LEHBOALEDOT ) =S a VBIEEZRRELET,

— sync time : EEIED i K R 2 F EALTHRE L £,

 timers [msec] hellotime holdtime : hello /X7~ FDRRE, MONV—FBT VT 47 Ky b 24
VOSL =B ETFARAF RN, = FDF YU EESTHETORMERELET, A7 EIX
WD LD TT,

— msec : ((TE) HfR (R VBPHEN), IVBPOZXA~—Il2LD, 7xz— A —"—FHHIzHE
fTeexd,
— hellotime : hello OfIME (BHEAL), AZ72MEIX 1 ~ 254 B T9, hello RFiX mseec ¥ — 7 —
RCIVUREMNTHRETEET, A7RMEIZ15~999 S U TY, 574/ MEIX 3 BTY,
— holdtime : 77T 4 7 W—HFEZARAF L RAL V—HDX DT VINESINDETORRE (B
HAL), ARh7fEIEL x ~ 255 TF, A—/L FZ A AiZ msec ¥ —7U— RT3 UPMHEMNTHET
EEF, ATy ~ 3000 X UBTE, 7740 MEE 10 BT,
ZZT
x 1X hellotime + 50 2 VAT, 1 BREIFXE Y EF £,
y I hellotime ® 3 fFLLETHY | 2>2 50 I VRLLETT,

Wiz, 78X VLAN 2> 7 X2 b—3ay 75— N2 T 2627 LET,

ssl-proxy (config)# ssl-proxy vlan 6
ssl-proxy (config-vlan)#

ROBITIE, HESNTca~v L FET 74V MEICRET D HiEE R LET,

ssl-proxy (config-vlan)# default admin
ssl-proxy (config-vlan)# default gateway
ssl-proxy (config-vlan)# default ipaddr
ssl-proxy (config-vlan)# default route

WROBITIE, FEELZ VLAN 27— b =A L L HITRETDHIEELRLET,

ssl-proxy (config-vlan)# gateway 209.0.207.5
ssl-proxy (config-vlan)#

ROBITIE, FHELZ VLANZ P 7 RLABROY TRy b vR7 & EBICRET D HiEERLET,
ssl-proxy (config-vlan)# ipaddr 208.59.100.18 255.0.0.0

ssl-proxy (config-vlan)#

ROFITIE, SSLYP—ERX EVa2a— Vb EEEHRSN T RN TRy N —JIZEET D200
TF—= U= ZRETDHEEZRLET,

ssl-proxy (config-vlan)# route 210.0.207.0 255.0.0.0 gateway 209.0.207.6
ssl-proxy (config-vlan)#

Jl Catalyst 6500 ¥ )—X X4 vF SSL $—ER EYa—J)L IRV F YI7LrR-J)—R 21
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ssl-proxy vian W

WOFITIL, SSL EY =2 —/L LT HSRP 2% E§ 5 HFiEE R LET,

ssl-proxy(config)# ssl-proxy vlan 100
ssl-proxy(config-vlan)# ipaddr 10.1.0.20 255.255.255.0
ssl-proxy(config-vlan)# gateway 10.1.0.1
ssl-proxy(config-vlan admin
ssl-proxy(config-vlan standby ip 10.1.0.21
standby priority 110
standby preempt

#

# 1
ssl-proxy(config-vlan) # 1
# 1
# standby 2 ip 10.1.0.22
# 2
# 2
#

(
(
( )
( )
( )
( )
ssl-proxy(config-vlan)
ssl-proxy(config-vlan)
ssl-proxy(config-vlan)
ssl-proxy(config-vlan)
ssl-proxy(config-vlan)
#

standby priority 100
standby preempt

end

ssl-proxy

Ea<TUF show ssl-proxy vlan

Catalyst 6500 ) —X R4 vF SSLHY—ER ELa—IL aTY R YI7LVR-J1IJ—R 2.1
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Wl standby authentication

standby authentication

HSRP DOFBFEA b ) VT EFRET DX, standby authentication =~ > REMHEH L £, FEREA MY
Y7 EAIRT ZICE, Zoavs Ro noﬂ%iﬁ%@ﬁﬁbiﬁ‘o

standby [group-number] authentication text string

no standby [group-number] authentication text string

BX DA

TI2HIE

group-number (EE) ZORFA M) 7 E2EHT LA 2 —T =2 A LD T NV—TF 5,
text string WFREA MY 0 K8 LFICTH LB TEET,

T 7 A FOREFKRD LB Y TT,
o group-number 13 0 T,
e string 1% cisco T,

8% VLAN 2> 7 4 F=2b—ay 27— FRE2BRHBLET,

EREDAHA R34y

7

yy—=x ZERE
SSL Services Module  Zo =~ Fo#AR— ML, Catalyst 6500 'V —RX 2 A v F THAINLE
Release 2.1(1) L7,

HSRP /%, FBIEE N TWRWHSRP X v —U & BB L ET,

FRREA NY U7X T _XTO HSRP A vE—Y T LENTICERFSINET, AEHTELLOIC
BN _XToOL—F2BILOT 78X P—NZRUHEEARA N V7 2R ETLHILERNH Y T,
BIEDOR—BNFAET B L, T84 AT, HSRP THRESNAMMDONL—Z0nG, HBESHTZFy b R
BUNRALIP T RLABIONER Y F RZ UL A4 ~v—fliEFEHTEERTA,

IN—TEE0EZEAT 256, NVRAM IC 7V —7RBENEZIAENT, M EBEPREINET,

WIZ, TN—T1 DRy FAZ A, N—FEZMAERSE L0 0ORFAEA MY 7 & LT, Tword)
ERET LB R LET,

ssl-proxy (config-vlan)# standby 1 authentication text word
ssl-proxy (config-vlan)#

Jl Catalyst 6500 ¥ )—X X4 vF SSL $—ER EYa—J)L IRV F YI7LrR-J)—R 21
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standby delay minimum reload W

standby delay minimum reload

HSRP Z v —7 Wb SN2 £ CORBLEZFRET 2121L, standby delay minimum reload =~ > F
EHEALET, BEEZT 4 E—7 VT HI0E, Z0avy Fone BRAEAMEAL £,

standby delay minimum [min-delay] reload [reload-delay]

no standby delay minimum [min-delay] reload [reload-delay]

BX DA

TI2HIE

avU Rk E—F

min-delay (EE) A v 4 —7 = A ZADEE%IZ HSRP 7 /L — 7 DU & B IET 5 /)N
W] (RPHNL) . AR 72 EIX ~ wTT,
reload-delay LR NV—2Rn ) n— RIN-HOBIERRE (BHAD), A2 EIX ~
SR

TN FOREFROELBY TT,
o min-delay I3 1 T,
» reload-delay 13 5 ¥ T,

FuxY VLAN 207 4 FXal—v gy 77— FEHBELET,

av Y FEE

EREDAHA R34y

yy—=x ZERE
SSL Services Module  Zo =~ Fo#AR— ML, Catalyst 6500 'V — X 2 A v F THAINLE
Release 2.1(1) L7,

min-delay 13, %EDTXTOAL L F—T 24 A A XV MNIEHAINET,

reload-delay 13, W—2 R B — RLIBORYIIDOA »Z—T = A ZAL#E A N MIOBBEH S ET,
TIT 47 N—RIZEENBELTZD, Xy NI DLHIBRINESGA. AX U A L—F R AH)
HINCH LWT 7T 4 7T —2IZR D ES, UHIDT 77 4 7 =8 034 T4 VRS T2 HA
standby preempt =~ > FEHEH LT, 777 4 7 v—F ZF| &k NE I hEHIEITE ET,
7272, BB o> TiL, standby preempt =~ > REEHA L2 TH, LIRIOT 77 4 7 L— 433
Vr—RIf, AV IA VRS TEHBRT, 727747 v—LZHBHLET, HSRP 7 v —7DHHik
DOBRIE %R ET 521X, standby delay minimum reload =~ > REZ@FHLEd, Zoa~<vr FEEH
THEN—ERT T 47 v—VEHRT LNy MR EBRT HREHEEETCEET,

standby timers =~ > R I UBHM THESN T HHEAE, HSRP B A A »F D VLAN A > ¥ —
Tz A ATRESNTVWSHA. standby delay minimum reload =~ > F&H AT 2 L 2H#EL £
‘j—o

FEAEDRETIEZ, 7740 MET/AT y FABIET 2720002 REAF LN L7720, L0 R0
BIEEAZHET H2HEITH Y /A,

HSRP 7w WA v F—T oA ATREINTGE, BERX Y EALINET,

| oL-4779-01-J
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Bl standby delay minimum reload

1 OB TIE, BREOE/IMEZ 30 ICREL, RO U o — REBEOBIEE 120 ICRET D Hikz R L
F9,

ssl-proxy (config-vlan)# standby delay minimum 30 reload 120
ssl-proxy (config-vlan)#

BEaTUF show standby delay
standby preempt
standby timers

Catalyst 6500 &) —ZX X{ v F SSLH¥—ER ELa—L ATV K YIT7LUR -1 J—Z 2.1
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standby ip W

standby ip

HSRP #7277 4 74t 3 % IZi%. standbyip =~ FEHEMH L E3, HSRP 25 + &—7 iz T 51
X, Zoa<r Ko ne BREHEHL £,

standby [group-number] ip [ip-address [secondary]]

no standby [group-number] ip [ip-address]

EX DR group-number ({EE) HSRP 27 75 4 7T B4 v B —T oA ZAD T N—TFH 5,
ip-address EE) Ry N REZ AL N—F L2 B —T A ADIP T KL A,
secondary EE) IPT RLARED L EY Ry b AR, —F A H—T A A
ThdHZEHERLET,
T2+ E F7 N FOREIZRD LBV TT,

o group-number 13 0 T,
e HSRPIIT 74/ FTT 4 E—TNLTT,

% VLAN a7 4 Falb— gy 75— FEBBLET,

EREDAA FS54>

Jyy—=x EERE
SSL Services Module  Zod =~ Fo#AR— ML, Catalyst 6500 Y — X A A v F THAZNLE
Release 2.1(1) L7,

standby ip =~ > F&fliH3 25, 75 4~U HSRP 7 FL Rt h %Y HSRP 7 KL AEZRET
EET,

standby ip 2~ REETTEH L, BESNTZA LV F—T =24 ATHSRP N7 77 4 712720 9,
IP7 RLVAZBELZHEEE, IPT FLARKy hAX U NAL TA—TDRET RLAL L THERS
NET, IP7 RLAZBELZWEEAS, FBET RLARRAZ UL HEREBIC L » TFEE &hvE§, HSRP
THEN—FEZBINTEXLL2T220F. 7=V ED 1 DL EOL—EZBEEET RL R L —FfIZK
EINTWDE, FREFFELCVWDILERHVET, 77747 V—F LEOBEET RLVAZHKET
Ll WIZBEFAINTVWDIIEET FLAB EEXIRET,

A B =7 xAALETstandbyip 2~ > F&A RX—=7 WM LIHE, 7’0 %2 ARP EEROMPENALH
SENFET (FuexY ARP BT A= N2> TOWARWES), AV F—T A ADKy b ZAZ N
A DIRENT 7T 4 TDHE, Ay b AZ AN, TA—=FDMAC T FLAZMHLT, Pk
ARP ZLRICIEE SNE T, 41 X —T =2 A ABBIDO AT — FDOEA, 7 v¥% v ARP OIREILIHI &
9,

IN—TES0EEATI25A6, NVRAM I/ V—T7RBENEXIAENRT, T EBEESRESI N ET,

| oL-4779-01-J
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Ml standby ip

1 WIZ, A—HF Ry F A B =T 2 ZA0DINL—TF1IZKHLTHSRP #7277 4 7IcT 50l %57 LE
T, Ry hRAZ UL FA—F TSNS IP 7 FL A%, HSRP #fEH L C¥E shET,

ssl-proxy (config-vlan)# standby 1 ip
ssl-proxy (config-vlan)#

KOBITIE, IPT RUABREDFY Ry b AF AL —F A =T 2 A ATHDHI LERT
FEERLUET,
ssl-proxy (config-vlan)# standby ip 1.1.1.254

ssl-proxy (config-vlan)# standby ip 1.2.2.254 secondary
ssl-proxy (config-vlan)# standby ip 1.3.3.254 secondary

Catalyst 6500 &) —ZX X{ v F SSLH¥—ER ELa—L ATV K YIT7LUR -1 J—Z 2.1
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standby mac-address

standby mac-address

HSRP D4 MAC 7 R L A& $8ET 5121%, standby mac-address =~ > R&fHH L £ 5, DK
HMAC 7 FL-2 (0000.0C07.ACxy) IZRERTICIE, ZDa~y RO no BREHEH L ET,

standby [group-number] mac-address mac-address

no standby [group-number] mac-address

WX O group-number ([E) HSRP &7 27 { 76T B A v 5 —7 = A AD T =T, 77+
JVRE 0 TY,

mac-address MAC 7 F L &,

T2+ Zoawy RRRESNTE LT, standby use-bia =~ > FOEE SN TV WEE, HEHEO R
MAC 7 F L 2@ 0000.0C07.ACxy 2MEH SN ET, xy T 16 EFDO I/ N —TF ST, ZOF7 FL A
% RFC 2281, [Cisco Hot Standby Router Protocol (HSRP)] THE SN THET,

OV FE—F FuFU VLIANaU 7 Fal—var ¥ 75— FEHBLET,

oYy FERE yy—=x EERNE

ERLEDAA K54

SSL Services Module  Zd =z~ Ro#KR— MM, Catalyst 6500 U —X AL v FCTEHAINLE
Release 2.1(1) L7,

ToavwrRE, b= VT A =T A ATIHMEATE T A

HSRP {4 5&¢, =0 R AF—3 3 v TCIPAL—FT 4T DT 7 —A KRy T F— 7 =A%
DB BEET, U N RATF—valid, 774V IO — U= A TREISNET, 2L,
HSRP X2 Do 71 a7 7 — R MRy 7OEMEZ L TE £7, Advanced Peer-to-Peer
Networking (APPN; JEiRD# R Y b U — 7 ##E) Zelfo—Ho7a haL Tk, MAC 7 KL A %ff
HLT, =T 7DD T77—A MKy TEZRELET, ZOEE, < O%HATHRE MAC 7 K
VAZEETEALERHVET, (AEIP 7 L RF, 2o o haLZEETIEH Y 5 A,
8 MAC 7 RV 2 %$8E 9 521X, standby mac-address =~ > &AL £,

N—BNT 7T 4 TG, HBEINIZ MAC 7 FUARMIE MAC 7 KL A& LCTERSET,

Zoavwy R, BED APPN REZRIE L LTWET, BEMABICHOWTIE, £ 2-10 28R L TL
7230,

= 2410 APPN & IP OELIAE

APPN IP

Ty R J—F AR

EPANWEP VA =B EZ = T = A

| oL-4779-01-J
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Bl standby mac-address

APPN X NU—2 TlX, = N/ —RN3E#ET x>y b —2 J—FOMAC 7 FLRZFEHLT
RESNTNDHZEMELEALETT, HIEEMAC T FLREZZ U R ) — M CTHEASNLHEICKET D
1%, /L—% T standby mac-address =~ > FZ{EHA L E 7,

#1 WOFHITIEL, HSRP 7 —7 1 IZiAE MAC 7 RV A2 R ET D HEERLET,

ssl-proxy (config-vlan)# standby 1 mac-address 4000.1000.1060
ssl-proxy (config-vlan)#

Ea<TUF show standby
standby use-bia

Catalyst 6500 & )—ZX R4 vF SSL#—ER ESa— L ATV F JIT7LUR - J—2Z 2.1
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standby mac-refresh

standby mac-refresh

HSRP 7% FDDI TEMET 2HBAICMAC v v a2 BHTHDONRTy EREFEEINLMEEER
9 2121%, standby mac-refresh =~ > FEEHLET, T 74V MEICRERTIZIE, Z0a~vr Ro
no JEA AL E 7,

standby mac-refresh seconds

no standby mac-refresh

BX DA

TI2FILE

avy kFE—F

seconds MAC v v ¥ a2 BT 57D v bR REEINDHE (BHEN), B8
fEIX 1 ~ 255 B9,

seconds 1% 10 # T,

7uX%L VLAN 20 7 4 X2 b—ay 3y 7E5— FE2HBLET,

ATy FEE

ERLEDAA K54

Jyy—2 EERE
SSL Services Module  Zd =z~ Ro#HR— M, Catalyst 6500 U —X A v FCTEHAINLE
Release 2.1(1) L7,

ZOa< RiL, FDDI TEIET S HSRP OAIZEA ENET, F—=07 TV vV FERIFAAL vF
EOMAC ¥ v a2EHTH0-012, 7y bR 10 BHEBCTEESINET, T 740 FTil,
MAC v v = =2 U300 (54 THIREINIZZRY 9,

Ry NIT—=2 7 T Yy VETREFAAL v T OB EXMNGE L TWETN, FDDI U > 7 E@ HSRP
WML TWAZDOMOTXTONL—ENEH Ty bEZELET, MREZEZETHI0E, Zoav
VREHFERALET, Xy hOBEFEERET 55E. MREZ 0 ICHELET (FDDIIFXHFAELTWD
DD, T—=v T TN o PERITAAL v FRROIEES)

fl WOHITIL, MAC EHOMEZ 100 ICERT 5 HiEE R LET, ROFITIE, = Y BEIRGIN
WIRDENE T —=2 T TV P T3IODONry hERIVLENHD £,
ssl-proxy (config-vlan)# standby mac-refresh 100
ssl-proxy (config-vlan)#
Catalyst 6500 >')—X RS vF SSL H—ERX EPa—)Lav>vF YI7zLrR-J)—R 21
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M standby name

standby name

AB N TN—TZEFET HIZIE, standby name 2~ REFHALET, 4RiET «—7 i
THIIE, Zoavy Rono BREMFHLET,

standby name group-name

no standby name group-name

EXDHA group-name AH UL TN —T DL EEE L ET,
TI2FILE HSRP 137 4 £ —7 L CT,
a2 kR E—F 7% VLAN 22> 7 4 X2 lb— gy 75— REBBLET,

avy FEE Jy—= EERE
SSL Services Module  Zd =z~ Ro#HR— M, Catalyst 6500 U —X A4 v FTEHAINLE
Release 2.1(1) L7,

BEREDHA K54 group-name B1%0iZ HSRP 7' v — 7 %45 L £,

1 WOFTIE, AX L4 % SanJoseHA 1T ET 5 HiEE R LET,

ssl-proxy (config-vlan)# standby name SanJoseHA
ssl-proxy (config-vlan)#

BEavTF ip mobile home-agent redundancy ([ Cisco IOS Release 12.2 Command Referencel] % ZH)
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standby preempt W

standby preempt

HSRP 7V =7 v a v BRLOT V27 a yORIELZRET 5L, standby preempt =~ > F
EEALES, 7740 MECRETICE, Z0oa~vr Fono BEXEHEHLET,

standby [group-number] preempt [delay {minimum delay | reload delay | sync delay}]

no standby [group-number] preempt [delay {minimum delay | reload delay | sync delay}]

BX DA group-number (fEE) Zoa~vr Fofosl#Haz#HT 10 F—T7 A4 XA DT V—F
7o
delay ({£E) minimum, reload, 721X sync ¥— UV — RBBEEINTWEEE
BT,
minimum delay (fEE) delay \[CEIED /AR AZEMTRHRELE T, AR7RMHEIX0 ~
3600 &> (1 W§fE) <9,
reload delay UEE) Ve—REBEOHRDOTFV T a OB EXIEELET,
sync delay (fERE) delay \ZEIEDHRF MMM AR THEEL 7,
TIXHILE F 74N FOBREITROEBY TT,

avYkE—F

» group-number 13 0 T,

o delay 2 0BWTY, VW—HFEbicr )7y a VB EFITLETS, T 740 R THE, % T
RENT DN —FPNAL R, JL—F(The 0 T,

¥ VLAN a7 4 FXal—yary 37— RE2HELET,

avy FEE

BEREDAA FS54>

Jy—= EERNE
SSL Services Module  Zd =z~ ROHHR— M, Catalyst 6500 U —X A v FCTEHAINLE
Release 2.1(1) L7z,

delay 5IBEIRET DL, R—AN NV—FTT 7T 47 a— VORI EHEEN, NV—Z P EEICHES)
ST D delay (Fx/h) BRIEM S ET,

ZDawy REFERTAEE. V=237V 7y a VA FETTAIIICRESNE T, 2T
O—AN NV—FZBIEDT 77 4 7 —F L0 HEWERy N AZNADTITAF VT 4 BEREIN
TWEEE, B— WV NV—EBT 7T 47 =2 L LTHIBEZSI M VERNDH L L EEFEKRLET,
TV T arEBRELEWES, a—WL V=237 7T 4 TIRRED /L —F NN & R IHR
BZIBSTB/ADR, TIT 47 M—2 L LTHEZI SHEET (eEL—2 & LTEIET %),
= Z NIRRT D & &d, BERN—T 47 T—TARNHERAL, V—FTT VT
Ta A EITT LR IICERELEEBA., T2 T 47 =X TRV ETR, @k —F 007
P—ERFRETEETA, TV T a VB EITON—ERNERIIT 7T 47 V—FDT Y =
Uy g VAV ARTORBEAHRETETET,

TN—TRE0 B HEAT 584, NVRAM IZ /L — 7R EREBXATIT, FMAERESZMIESE T,
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M standby preempt

PR ATV FTIE, 7V =07y a v OFETEEIETE £7, standby preempt delay sync
delay 2~ RTIE, IPUREZ IA T N CT V2 Fya R cE bRk ABEERELET, 2
OHIRNTINT=HE, IP TR 74 7 > bOREIZEGRLS, Vo7 ra BN ETINET,
standby preempt delay reload delay =~ FTiX, —FD Y a— NRIZOHLT V=TT a V%
ETHEIIICHETEET, ZHCE-2T, V2B LELTREETLHLIICRVET, ZOREHKFD
WIHLBILZIC, 77 40 FOBEICRY E£3,

no standby preempt delay =~ > R CiL, V=7 a VIBIERT 4 B—7 IRV ETH, 7Y
TV a s FA X —T VD FEETT, no standby preempt delay minimum delay 2~ > FClE,
INBIENT 4 =T M2 £T 0, FHHEOBERHRESN TV DIHE, THITEDEETT,

1 OB TIE, V—=ZBT 7T 47 —FIZh 5L HICRITT 50, 3008 (54) ME#T X1
RETHHERLET,

ssl-proxy (config-vlan)# standby preempt delay minimum 300
ssl-proxy (config-vlan)#
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standby priority W

standby priority

HSRP D7 7 A4 4V 7 4 & ET H121%, standby priority 2~ REHEHALET, 774/ MAIZERE
FTIE, Zoa~vr Kone BXNZEHEALET,

standby [group-number] priority priority

no standby [group-number] priority priority

BX DA

TI2FILE

group-number EE) Zoa<ry FOMOGIEEENT 21 F—T7 =4 A LD T V—TF
o
priority BIEMNRAR Yy b AZ UL —Z DBEIANEZIRET D27 744V T«

E, AZNZRMEIE 1 ~ 255 T, 1 OGEAIEFRANDOTIAF VT 1 ZHEL,
255 OHRIFRKEDTIA TV T4 2FRELET,

T 7 AN P OREFKRD EBY T,
e group-number 1L 0 TY,
e priority 1% 100 TY,

FuxY VLAN 207 4 FXal—v gy 77— FEHBELET,

EREDAHA R34y

yy—=x ZERE
SSL Services Module  Zo =~ Fo#AR— ML, Catalyst 6500 'V — X A A v F THAINLE
Release 2.1(1) L7,

HSRP 7 V=T HNOE&ED T T7A AV T AMENRESNIN—ENT 7T 47 V=20 ET,

ITN—TFE 0 EEHAT 56, NVRAM IZ7 LV —T7FEREZIAETNT, TAARMESRMIE S E
j‘o

BB TCOENTETTIAFTI T AE, TIT AT =R ERZ N, JL—H ERBIRT 57D SN
9, TV TFoarNAR—TNADOEEIT. TIAF VT A BREDLV—EDI{ESNEZT 7T 4
TN—RIZRVET, TITAFTVTARELWESE, 774~V IP 7 RLARkREI, KEWIP
7 RLABERSRET,

A ¥ —7 A A standby track 2~ > RIZ X o THRESNTWDHHE, v—% LORIDOA 5 —
Tz A AWE T T DL, TRAADTTAF VT A BRHWICERINLIZ L bV £7,

] ROFITIE, V=B DT TAA VT 4 ZRT 5 I EERLET,
ssl-proxy (config-vlan)# standby priority 120
ssl-proxy (config-vlan)#
i standby track
Catalyst 6500 >')—X RS vF SSL H—ERX EPa—)Lav>vF YI7zLrR-J)—R 21
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Ml standby redirects

standby redirects

Internet Control Message Protocol (ICMP; A > % —x > Ml A v&— Fm han) VA A LT b
AvB—=UDHSRP 74 NV E ) T hkA =TT DT, standby redirects =~ > R&fEH L E
T, ICMP UZ AL 27 h AvtE—YDHSRP 7402 ) v TR F 4 B—7 T 5I10id, Zoavy
KD no BXEHEH L ET,

standby redirects [enable | disable] [timers advertisement holddown] [unknown]

no standby redirects [unknown]|

EXDHA enable ({17%) HSRP CHREINAHA X —T 24 A LD ICMP U XA L7 K
Aoy —VDTANE) T EFEFTELEICLET, RI ARy T
IP 7 FLAZHSRP (AR IP 7 R L A|ZEHETE £,

disable (f£7%) HSRP TREESNDH A Z—7 A A LD ICMP U XA L7 |k
AvE—VDTANEY) T ET =T M LET,

timers ({EE) HSRP V—4 7 RARL A XAV N B A ~—% i LE T,

advertisement (&) HSRP v—% 7 RAHZ A XA v MNEINE (WEAL), A7072EIx
10 ~ 180 T,

holddown (f£%) HSRP L — % &—/L N XU R (RHAL), B2 MEX 61 ~
3600 T,

unknown (EE) "7y MZEENDI R 7 ATy T IP 7T RLAREEOIP 7 KL

AL TIF 4 TIEMEIP 7 KL A® HSRP & — 7V CARBEAREAIC
ICMP %7y h&EEFETEDXHICLET,

FIFIE F7HNNOBEITKRDO LB TT,

e AV H—T7xAALIZHSRP 2RETDHHE, ICMP VA A L7 N Av&—Y® HSRP 7 4 V¥
Vo 73 A R =T N TT,

* advertisement 1% 60 ¥ T4,
e holddown 1% 180 B¢,

a2V FE—F FuXxL VLAN a7 4 Falb—vary ¥ 75— REBLET,

vy FER yy—=x EERE
SSL Services Module  Zd =z~ RO¥HR— M, Catalyst 6500 U —X A4 v F TEHAINLE
Release 2.1(1) L7,

EREDSHM K542 standby redirects =~ > K& /0 — L, 723 0 —T =2 AA AT LICRETEET, A4 —
Tz A ALETHRUNCHSRP 2% ET 5568, ZOA v H—T oA AORETIE I 0 — U EEZMA L
FI, A EZ—T A ZALEDICMP U XA L7 NOT 4 NE ) TE2BRICT 4 B—7 2T 58
G, Zua— L av s RCZOBEEZ TS F—7LIZTEEHA,

Catalyst 6500 &) —ZX X{ v F SSLH¥—ER ELa—L ATV K YIT7LUR -1 J—Z 2.1
m. oL-4779-01-J |



| $2% Catalyst 6500 ) —X X4 yFO SSL¥—EX E¥a—)0avvF

standby redirects W

no standby redirects =~ > NI standby redirects disable =~ > R LR UL TY, 2O~ KD no
Xz NVRAM IZRFT 2 Z L3R LERA, 7740 P TR, 20axy FRT =7 0iC
7o TCWWb 728, standby redirects disable =~ > REZHEHA L T, ZOHEEZT E—T M T5H2 ¢
EHEREL £,

standby redirects =~ F& A X —TNWICT DL, V—FZDEEDOIPT RV A%, RI ARy TT
RLAFETZBFIVZA LI b Xy bOF—R U= 74— )L ROFIEIP 7 RLRAIZEBLTE ET,
HSRP I, EBEDOIP 7 RLALRBIP 7 FLADT—T L THX I A MKy T IP 7 RLAZHRELE
T =BT DT RLARRONLARWEGE, HSRP L—F TIEUV HX ALY b Xy hEERLRVWE
FEHTEE9, AN HSRP V= ZAHRLV—% DFVD | T 7T 477 HSRP Z /v —7"2372
N—ZIZVHEA V7 hESNET, ZOV XA L7 hOEEZEIET HIZ1E, no standby redirect
unknown =~ RZHH L £7,

U] ROFITIX, HSRP TICMP VXA L2 N Avbe—C% T4 NE Y v I 5 51EERLET,
ssl-proxy (config-vlan)# standby redirects
ssl-proxy (config-vlan)#
WOBTIE, A > F—TxzA A A=y b 0 THSRP L—% 7 KX A4 XX MNERRZ 90 Bz,
A=WV RED L BA~—% 270 BICELT L85 RLET,
ssl-proxy (config-vlan)# standby redirects timers 90 270
ssl-proxy (config-vlan)#
BIEav U F show standby
show standby redirect
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Bl standby timers

standby timers

hello X7 v FORIBEMDNV—FZNRNT 7T 47 Ry b AZUNAL FIFAZ L NAL —E DX T
EEST5ETORBZ#ET 5I2iL, standby timers =~ > REZFHLET, 774/ P EICKE
T, Zoa<wr RO no BRNE2FHLE T,

standby [group-number] timers [msec] hellotime [msec] holdtime

no standby [group-number] timers [msec] /ellotime [msec] holdtime

BX DA

T24+ILEK

group-number EE) A ~—nEHAEINAZA X —T =24 A LD T NV—TEE,

msec UEE) M (XU REA,

hellotime Hello g (BHANAD), ARMEICSO>WTIE, MR EOTA KT A2 &5
LT &N,

holdtime TIT 4T N—BENIAZ NN, L—BZDE T INEEINDHE TORE
M (RN, BRRMEIZOWTIE, ERAEOTA RT74 ) 28 LTL
72 &0,

T 7 # N b OREFRD LBV TH,
» group-number X 0 T,
o hellotime 1% 3 ¥ C7,
o holdtime 1% 10 ¥ T,

7% VLAN a7 4 Falb— gy 75— FE2BEBLET,

EREDAHA R34y

Jyy—=x EERE
SSL Services Module  Zod =~ Fo#AR— ML, Catalyst 6500 'V —RX 2 A v F THAINLE
Release 2.1(1) L7,

hellotime DB NEITIKD L0 TT,
e msec ¥—T— REANLAWEE, AT 1 ~ 254 B TT,
e msec ¥—V— REANTIHHAE., AHRMEIZX 15 ~999 2 URTT,
holdtime DHZN2AEITIRD LBV T,
e msec ¥—7U— RZ AN LRWEE, AR7MEIT x ~ 255 B TT, x 1% hellotime + 50 2 VBT, 1
BRI B Ed,
e msec ¥—VU— REANTIHAE, AR7MEITy ~ 3000 2 URTT, yIiX hellotime ® 3 LI M
250 I VRLLETT,
msec ¥ — VU — REIEET 54, hello MEIZI VBEMATT, SVBOXA~—I2LY, 72—
F—N— T RHIZFETTEET,
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]

standby timers W

standby timers =~ R TiX, A¥ A hello X7y NORRE, 77747 V—FEITREZ
NAN—FDE Y2 ESTHETORMERELET, A v—ERFTINTW W L—F Eiz
T 78R Y=L, TI2T 4T =B EIFIAZ RN, —Enb I A ~v— el TEET, 7
TT 4T N—FITRESNT-ZA~—1T, FIMMOZ A ~—FELD bELEINET, Ay b AZ
A TN—TDFTXTD/N—Z X[ D&/f?%fﬁ’i’ﬁﬁﬁﬁ‘éz\%ﬁiipbiﬂ‘ HWE O%E . holdtime
iZ hellotime fE® 3 £%LL T3, holdtime DIEDOFIFHIZ L > T, hellotime & ¥ K&\ holdtime 2358
HENEST, A4 ~—DENI VBN T é}hfb\é%/m\ holdtime 1Z hellotime fE® 3 %A E)»
S50 SVUPBLEZTAXLERHY T,

—&8> HSRP IRHED 7 T » ¥ 71X, holdtime 73 250 S UBRGIZEREINTWHWT, Frtkyine
U—IRREEDGAITRAET D AREMEN H W 9, Cisco 7200 LABED 7 Z >~ h 7 +— A, Fast-Ethernet &
721X FDDI A » % —7 = A ZLLETIE, 250 T VRO holdtime AT 2 Z &L 2 HLE L £,
process-max-time =~ > FZ@EE)REICRET D Z L1, 77 v B ICBRUDSHEEDRH Y 7,

AL R A A—DEDN 1 BERFEOE S, HSRP hello TIEFE ShvEd A,
TN—TEE 0 ZHEHATHEE. NVRAM IC 7/ L —FHBENEXAENT., T AEBEMES BRI E T,

WKOFETIE, A=Yy h A E—T A A0 LDOZL—FFKE 1 T, hello N7 v FORIFEE S #.
N—BBRZ T LTS LRI TOLORMEZ 15 FIZRELET,

interface ethernet 0
standby 1 ip
standby 1 timers 5 15

WOFITIE, A=V Fy b A F—Tx2A4 A0 LD 172.19.10.1 ITEESINDIH Y b V—F L F—
7z A AT, hello X7y FORIEE 300 SV, V=2 BH T LTS ERZINTHLDOREM%
900 I U RMZRREL 7,

interface ethernet 0

standby ip 172.19.10.1
standby timers msec 300 msec 900

WOBTIE, £ =V Ry b A ¥ =T =420 LD 172.18.10.1 IZEHEENDI Ky b v—F A F—
72 A AT, hello X7y FOMBEE 15 IV, L —2RBFX 7 LTWDERZRINTHLDRMZ
50 2 U RIZERE L E 9, holdtime Oi/MiEIL 50 2 VR TH 572, holdtime i hellotime @ 3 £k v
REVWZELICEE LTI,

interface ethernet 0

standby ip 172.18.10.1
standby timers msec 15 msec 50
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W standby track

standby track

HSRP TAZ Y=/ ba b T vXx 7L, A7 V=7 FOREIZESWHTHE Y b AL DT T A
FVT 4 H#EFETDHLIICHEET DT, standby track =~ > REFEHLEY, b7 vx o 724k
TR, Zoavr Fono JEREHEH L ET,

standby [group-number] track object-number [decrement priority]

no standby [group-number] track object-number [decrement priority]

BX D5 group-number EE) FT7 oy v 7 REAEND I NV—TF 5T,
object-number N oXR T INEFT V2l NeRTAT V=7 bEZ, EORMAX
1 ~ 500 T,
decrement priority UER) "NIouvXx o7 A7Vl bR E Lz (F72E37 v 7ITRE-T)
BED, W—F DKy N RF NS TIAFV T 4 D (E3EM S
HHETT,
group-number (BB FIoRrIURERINDA v F—T oA A LOITN—TFE,
TI24ILE F7 4N FOBREFRDO LBV TT,

» group-number 13 0 T,
e priority 1310 T,

a2V F E—F FuXx  VLAN 27 4 Falb—vary ¥ 75— REBLET,

vy FERE yy—=x EERE
SSL Services Module  Zd =z~ Ro#KR— MM, Catalyst 6500 U —X A v FCTEHAINLE
Release 2.1(1) L7,

ERLOHA K4y Zoavr RTE V—FDEy b AL VN, TIALFVT A E TR T ENDEAT V=7 O
AAMEBEMTET, A F =T 2 A A ATV FERIFIPAV— N AT V27 b2 T XS
9 5121%, track interface 7213 track ip route 72— NL 27 4 Fal—vary avwy Rl
L%9., HSRP 7 74 7> Mid standby track 2~ FZHEA LTI vFx 7 kR T vF
VIRBRERERTE, ATV MEBRRICT 7 a Y EETTEET,

N oX L T INDAF TVl NRETTDHE, TTAFVTANI0 THRVET, 7V bR
M7 ovXrr7snWiGae, REOERIZT T4 AV T AIZEEBLERA, Ay b AX 1 HITHK
EINTA T2l NTEIL, NIRRT 3547027 bOYRNEREBICRETEET,
I a v ® priority BIEIE. NI XU T ENDZF TV 2 IBRE T LEREICEY K AZ N
A TIAFTVTANENTETTRINERELET, NI oI 73D 47 V=7 MHBKENREIC
RHE, TIAFV T AIIRCATETEML 3,

BWEOLNT X 7 EINDIAT V2l IR T LTWABYA, priority [ETRE I N0 E 5 I
B2, TTAFYV T 4 DR FIXRBEATT,
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standby track W

TN—TDFXTO LT v X TREZHIERT 5121X, no standby group-number track =~ > K& fii
ALET,

IN—TFE 0 2T 584, NVRAM (27 L —7FEREZAENT, FTAABENRESNET,
UV U —2 12.2(15)T LAai® standby track =~ > FHESCTF| &R — FahFE3, HWEX 26 A
T2HL, TR TENDIA TV IR LW T vX T Tew ATERINET, 2O

T v/ ERIL. show track =~ RE&fiIH L TR RTEET,

U] WOBITE, SUTA AL =T =2 A 0DIPL—F 4 IHes VT v 795 EERLE
FTo A=V Ry b A E—T=2A20/0DHSRPIZ, YTV A H—TxA A0 DIPL—T 1
7 AT = MUTOLPOERNECEHGEICIT@mI N Lo, M uvF 7 a8 ELET,
PITNALE=T2AAN0DIP AT — "R E T N5 E, ZDOHSRP 2 v —7 DT A4 FY
TAN10 EFBIE T ONET,

WMDY TN AE =T 2 AA ZAPEELTVDHEIT, V—=F AFNV—=F B LV LT T4 FY T«
WEWDOT, V=% AWHSRP 777 47 V—RIZ2 0 £,
I N—=F ADVITN A B =T A A0 DIPIN—T 4 T IZEENFEATSH & HSRP 7
N—TDFTAFTVT A BB ETToNTA—FBRT 7T 47 L—F L LTUAEEFEHE D,
FANMIKITHT 74V FOEBTF— N = f $—ERFY TRy b+ 10.1.0.0 TGS ET,
L—45 A ORE
!
track 100 interface seriall/0 ip routing
interface Ethernet0/0
ip address 10.1.0.21 255.255.0.0
standby 1 ip 10.1.0.1
standby 1 priority 105
standby 1 track 100 decrement 10
IL—% B ORE
!
track 100 interface seriall/0 ip routing
!
interface Ethernet0/0
ip address 10.1.0.22 255.255.0.0
standby 1 ip 10.1.0.1
standby 1 priority 100
standby 1 track 100 decrement 10

EEaTUF standby preempt

standby priority
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Ml standby use-bia

standby use-bia

EY Y CTELDO (f—PF > MBLRFDDI ®) MAC 7 RLAE7E (=2 v Vo7 ET) #ik
RUATIEZL, A v X —T =2 A ADBEEFITT RLUAZEE MAC 7 KLU A & LT HSRP CHEHT
5 EHICFEET HITIL, standby use-bia =~ REMFEHLET, 774/ M MAC 7 KL RIZE
FIiE, Zoavr Fone BRE2HEH L E9,

standby use-bia [scope interface]

no standby use-bia

BX DA

TI2FILE

scope interface ER) FERA I =T =24 2OROVIZ, ZOavwr FRATShIZY T
AVE—=T A ZADIHIIKLTIDavy RBREIND I IITHELET,

HSRP Tix, A —H% %> hBEIWFDDI £72iX h—2 v U 7 O¥RET FLATEHEANIE D 4 THN
7-MAC 7 RLVAZMHLET,

78X%> VLAN 2> 7 4 F2b—ay 27— RE2BRHBLET,

EREDAHA R34y

7

Jyy—=x EFENE
SSL Services Module = =< RO HRE— hiZ, Catalyst 6500 ) —R 214 v FTEASNE
Release 2.1(1) L7z,

standby use-bia =~ > REZANTLHEL, A VX —T =2 A A LOBEEDAZ N, TA—THRETX
FT, AVE—T2AALEOFANIT 74NV N F— b N2 A ZRETHLERHVET, 4 ¥ —
7= A A LT noip proxy-arp 2~ FERET LI LAHRLES, F7/2, HET FLAICRESNL
TWHRETLN—FY =7 7 FLATO ARP IBEZEET L7 M AR bo%EE., t—r Vo
A v H—7 x4 AT standby use-bia =~ > FEFRETDH & bR LT,

HRSP 23 > 7 DY =2 — | TV v VU JBRETIITEN TV T, 85 72 HSRP L—
X BFEET 535612, standby use-bia =~ K& E T % &, Routing Information Field (RIF; /L—
T A YTIEHRT 4= F) ICETDRELEZP S Z LN TEET,

scope interface ¥ — 7 — K72 L @ standby use-bia =~ > Rif, ZHERA VX —T =4 ADTXTOY
TAH—T oA ATEMA SET, scope interface ¥— 7 — F{J&, BLOZOF—U—FRLD
standby use-bia =~ RERIRFIZAS TE EHA,

ROFITIE, FIEMACT FLAZFHRIP 7 RL AR vy B 735 HEEZRLET,

ssl-proxy (config-vlan)# standby use-bia
ssl-proxy (config-vlan)#
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