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T —TNICT B, A F—T N FT— RCROEEEIT W ET,

MAC &2

e avwvFk
MAC I NA R A % 71— )L |2 A % — 7 /L |set mac-auth-bypass {disable | enable}
EFRET =T M LET,

WRIZ, MAC FBFENA RAE T B —/N)UZA X —T )T B2 R LET,

Console> (enable) set mac-auth-bypass enable
Mac-Auth-Bypass enabled globally.
Console> (enable)
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RN—F ETMAC BIENRNA NRREA R =T N ELET 4 —TNICT2HE, UA—FED
PortFast & HEIIZA R—TNVEFITT 4 BE—T MRV ET, T 74V T, £ X—T LTI,

AN— FTMAC FBRENA NRAEZA F—TNETNIT 4= NMTT DT A =TV F— KT
DOIEEEITWET,

{E% avvFk
R— b T MAC ZBEF/NA XA % A 3% —7 )L F |set port mac-auth-bypass mod/port {disable |
T4 —7 i LET, enable}

WIZ, B— FTMAC FRENA RRAE A R—T N T D6 %2R L ET,

Console> (enable) set port mac-auth-bypass 3/1 enable
MAC-Auth-Bypass successfully enabled on 3/1.
Console> (enable)

SBEE/ N /3R R T— FOHHIE

A=~ D MAC GBFENA NA 27— F &2 LT, A— MAFERIEAITA D L9121
A X =T = FCTROEEEZFETLET,

LS avvFk
A— D MAC FIE A XA 2T — ~ZFIH{L |set port mac-auth-bypass mod/port initialize
LT, A= FAFERIEEZITRAD LI LET,

Iz, — F®D MAC FEFE/NA /XA 2T — ]\%%ﬂﬂﬁ’”ﬁ LT, A— M PFERILEEZITADLOICTD
fiJ;EmLi*h
Console> (enable) set port mac-auth-bypass 3/1 initialize

Mac-Auth-Bypass successfully Initialized 3/1.
Console> (enable)

R— kD MAC 7 F LR DEFREE

AR—FDMAC 7 L 2AEFHIBIET AI201F. A R—T /) T— RCKRDOIEELZITWVET,

LS avvFk
AR—=FDMACT RUAZHRIELET, set port mac-auth-bypass mod/port reauthenticate

WIZ, A= FDMAC T R AEFFRFET D Hl 2R L ET,

Console> (enable) set port mac-auth-bypass 3/1 reauthenticate
Reauthenticating MAC address 00-00-00-00-00-01 on port 3/1 using Mac-Auth-Bypass.
Console> (enable)
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Dy CFOY B4 LT FRERBIOEE

A=t ETEF2 VT EXDR DT HGEG, A— ]\i/’?/]\ﬁﬁ/éﬂi'f A— S BEBIIC
HAR—TMEENDETOT v v F 5??/5#?? () ZfETHITIE, 77— 372 set
mac-auth-bypass shutdown-timeout seconds =~ > K& L £ 9, &PHIL, 30 ~ 65535 W C¥, 7
THNBMI60RTT, vy UL XA LT Y MNERZ ORICRET DL, BEIR— K 1 Xx—
TN T 4 £ —7 &R0 FEITR— FHA =T /LT ORERH Y £7,

Yxy T ZA LT Y MREREZRET DI12E. A R—T N F— FTROEEZITVET,

e =1
Ty RNET L XA LT MR AT L £ | set mac-auth-bypass shutdown-timeout seconds
To

WIZ, ¥y MU ZA LT Y MEHEZEEST 202K LET,

Console> (enable) set mac-auth-bypass shutdown-timeout 40
Shutdown Timeout set to 40 seconds.
Console> (enable)

BRI A LT FERIDIEE

7' —/3)L 7% set mac-auth-bypass auth-fail-timeout seconds =~ > KiZ &V | T“ N N RRRE A R T
% F CRAAEEARL (AuthFail) 27— b TS 205 (B)) ZfET& 97, #PHIE, 5~ 65535
WTT, T 74N NOBREF60FTT,

FRRERI S A LT U PR ZHEE T DI2IE, A 2= T— FTROEEZITVET,

{E% avvFk
PRAERER X A AT D FEFEZFEE L £ 9 set mac-auth-bypass auth-fail-timeout seconds

WIT, RRERS A 27 v MM ZfEET 26 2R~ L E T,

Console> (enable) set mac-auth-bypass auth-fail-timeout 60
Authfail Timeout set to 60 seconds.
Console> (enable)

BBRES 1 L7V FREREIDIERE

40-8

71— /374 set mac-auth-bypass reauth-timeout seconds 2~ > NZ XLV | 70— L7 BEBFEA A
R—=TNERoThD, HRAEN M) =S ETORH (B) ZfETEET, #IHE, 300
~ 65535 b T, T 7 AL b OFEIL 3600 BT,

FRERES A L7 U MR ZHEET 21213, A X =7V F— FTROIEEZITNET,

% avw kR
HERFEY A L7 U N ZEE L E T, set mac-auth-bypass reauth-timeout seconds

WIT, FRBAES A L7 7 MR ZEET S8R L £,

Console> (enable) set mac-auth-bypass reauth-timeout 400
Reauth Timeout set to 400 seconds.
Console> (enable)
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| 5540%F MAC BERE/ 1 /SR DERTE

MAC ZiE/ N /Sz e M

BREDOA R—TIEFE=IXToE2—TIL{E
7' — /3L 7% set mac-auth-bypass re-authentication =~ > K& A x—7 /LT 5 & T XTH MAC
BREANA NRAERT 73V MZEV ET, 774V MOREITT 4 E—T /LTI,
MAC 3 ALY nE/\/l’/\Xﬁ:wu nE%fy "—/3uZ 4’?‘%‘771/32 fC(ii:/f «E,ﬂj‘ﬂ/b:j‘éczbi\ /])Z\‘ijﬂ/
E— RCROEEZITHET,

{E% avvFk
MAC ZBEE/N A N AFEREEE 7 a— 3L |Z A |set mac-auth-bypass reauthentication {disable |
F—=TNEEFT 4 B—T M LET, enable}

‘Ykaz‘\ MAC wuuﬂz/\/l) /\Xﬁmuuﬂz;&y a— 3|z 4**7/1/5Z@“51'§'J%ﬁ< Lij—o

Console> (enable) set mac-auth-bypass reauthentication enable
Global reauthentication mode enabled.
Console> (enable)

X2 )T14ERE—FDIEE
AN—=hr ETEX2 VT 0 EXNRAETDE, A— MIFHIRE—RICR50, T3y y h ¥ v
SNET, FIRE—FTE, EX=2 V7 4 EXDORNERD MACT RLANR, h Ty =R
ELTCITAT—T 4T TF—T7MZBMENET, T 74NV FOEREITT Yy N T T,

X2 VT A ENKE— NE7 0 — VUZHRET DX, A 3 —T7 NV F— RTROIEEEZITVET,

e avUFk
X TF o ENE— RE 71— 3L |CFE7E L |set mac-auth-bypass violation {restrict |
7 shutdown}

WIZ, BF% =2 VT (ENE— KT [restricted] Z$5ET 202 R LET,

Console> (enable) set mac-auth-bypass violation restrict
Mac-Auth-Bypass security violation mode set to restrict.
Console> (enable)

MAC ZEEE/ N1 /SR RADIUS 7h o oT 4 T DA =T NLFE=ET 14— Lk

FTIFIVEORELT A =TV TT, MAC B SA XA RADIUS TH D VT 4 v T oA X —T
NEZIEIT 4 =TT DIE, A F—T ) F— RTROEEEZITVET,

fE% avUFk
MAC FB3E/NA /XA RADIUS 71 w7 7 (.7 |set mac-auth-bypass radius-accounting {disable |
A X—TNEERET =T NI LET, enable}

MAC FBFE/SA /XA RADIUS 74 7 > 1 >~ |show mac-auth-bypass config
AT — b aERLET,

WIZ, MAC REENSNA SZARADIUS 7T AT VT 4 v P oA X —T N T B %2R LET,

N

Console> (enable) set mac-auth-bypass radius-accounting enable
Radius Accounting for MacAuth enabled.
Console> (enable)
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WIZ. MAC 3REESA 7RAZARADIUS T AV v T 4 v AT — N+ 502 R LET,

Console> (enable) show mac-auth-bypass config
Mac-Auth-Bypass Global Config

Mac-Auth-Bypass Status = Enabled
AuthFail Timeout 60
RadiusAccounting Enabled
Reauthentication Disabled
Reauth Timeout 3600
Shutdown Timeout 60
Violation mode Shutdown

Console> (enable)

MAC BEE/ N1 /AR EHRD F T

show port mac-auth-bypass {mod/port} 2~> RIZX VYV, A—k 27— GEFE. REHE &, EET
MAC 7 R L A E O £) . 3 KO — kD RADIUS H— NEED VLAN BERSNET,

MAC PBFEAA RSAEREFRT DI, 2—Y T— FTROEEZITOET,

e avwvFk

MAC /N A N AINA % —T )L 72 A A F | | show port mac-auth-bypass [mod/port]
DFTRTOR— P ELIFHE—DR— D MAC
POREANA NAfEHR AR R L ET,

MAC ZBEENA RADA 2 — T V72 A A v F |- |show mac-auth-bypass {all | config | mac_address}
DF_XTOR— FEZIFEED MAC 7 R L%
ZFFOR— F D MAC FRFESA N AR & FoR
LET,

WIZ, BR— b 5/1 D MAC 3RS RAER A F T D0 %2R LET,

Console> (enable) show port mac-auth-bypass 5/1
Port Mac-Auth-Bypass State MAC Address Auth-State Vlan

5/1 Disabled - - 1

5/1 - 3600 - -
Console> (enable)
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MAC ZiE/ N /Sz e M

RIZ MAC FBFEANA RANA X —T NI AA v F DT TOR— b D MAC RBFENA R AE R %
F#RTHHERLET,

Console> (enable) show mac-auth-bypass all

Port Mac-Auth-Bypass State MAC Address Auth-State Vlan
5/1 Disabled - - 1
5/2 Enabled 00-00-00-00-00-00 waiting 1
5/3 Enabled 00-00-00-00-00-00 waiting 1
5/4 Enabled 00-00-00-00-00-00 waiting 1
5/5 Enabled 00-00-00-00-00-00 waiting 1
5/6 Enabled 00-00-00-00-00-00 waiting 1
5/7 Enabled 00-00-00-00-00-00 waiting 1
5/8 Enabled 00-00-00-00-00-00 waiting 1

Port Termination action Session Timeout Shutdown/Time-Left

5/1 - 3600 - -
5/2 reauthenticate 3600 NO -
5/3 reauthenticate 3600 NO -
5/4 reauthenticate 3600 NO -
5/5 reauthenticate 3600 NO -
5/6 reauthenticate 3600 NO -
5/7 reauthenticate 3600 NO -
5/8 reauthenticate 3600 NO -

Console> (enable)

MAC EBEE/ N1 /SAD T B—/NILEREDRT
show mac-auth-bypass config =~ > N2 XV | MAC iBGE/ A /SAD 7 a0 — V7R iR TEE (X A ~—
i, EXE— R, 77— VUVEREEE— F7RE) BFERSNET,

MAC FFENA RAD T v — VIR EEEZFRRT H100E, 22— T— FTROEEEZITVWET,

E% =1e 7 N
MAC FEENA NAD 7 a— )L 7R B2 3% | show mac-auth-bypass {all | config | mac_address}
ALET,

WIZ. MAC ZBILAA SAD T 0 — LR El A ET 5047 LET,

Console> (enable) show mac-auth-bypass config
Mac-Auth-Bypass Global Config

Mac-Auth-Bypass Status = Enabled
AuthFail Timeout = 60
RadiusAccounting = Enabled
Reauthentication = Disabled
Reauth Timeout = 3600
Shutdown Timeout = 60
Violation mode = Shutdown

Console> (enable)
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