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�H 46 	· SPAN �S�‘�|  RSPAN �w
ƒ�� Switched Port Analyzer�¢ SPAN; �µ� �¿�½�Å  �Ù�”�Ä  �ž�Æ�å� �²�£�S�‘�|
Remote SPAN�¢ RSPAN�£�›
ƒ���b�”	�	q�t�m�M�o
†�Ì�`�‡�b�{

�H 47 	· �µ� �¿�½  TopN �è�Ù�”�Ä�w�–�;�M�O �µ� �¿�½  TopN �è�Ù�”�Ä�›�^
R�b�”	�	q�t�m�M�o
†�Ì�`�‡�b�{

�H 48 	· �Ú�ç�½�©�ß�µ�Ä  �±�”�Ï�µ�w
ƒ�� Internet Group Management Protocol�¢ IGMP�£�µ�È�” �Ð� ï �¬�z GARP
Multicast Registration Protocol�¢ GMRP�£�z�S� ‘ � |  Router Group
Management Protocol�¢ RGMP�£�›
ƒ���b�”	�	q�t�m�M�o
†�Ì�`�‡�b�{

�H 49 	· QoS �w
ƒ�� Quality of Service�¢ QoS; �±�”�Ï�µ
¼�í�£�›
ƒ���b�”	�	q�t�m�M�o
†�Ì
�`�‡�b�{

�H 50 	· �×�ˆ  QoS �w�–�; �×�ˆ  QoS 
ƒ���;�ó�›�–�;�b�”	�	q�t�m�M�o
†�Ì�`�‡�b�{

�H 51 	· ASLB �w
ƒ�� Accelerated Server Load Balancing�¢ ASLB; Accelerated Server �é�”�Å  �Ì
�å�ï�³�ï�¬�£�›
ƒ���b�”	�	q�t�m�M�o
†�Ì�`�‡�b�{

�H 52 	· �µ� �¿�½  �Ñ�•�Ò�æ�¿�«  �Þ�´�á�”�ç�w

ƒ��

�µ� �¿�½  �Ñ�•�Ò�æ�¿�«  �Þ�´�á�”�ç�›
ƒ���b�”	�	q�t�m�M�o
†�Ì�`�‡
�b�{

�H 53 	· VoIP �É�¿�Ä�ë�”�«�w
ƒ�� VoIP �É�¿�Ä�ë�”�«�›
ƒ���b�”	�	q�t�m�M�o
†�Ì�`�‡�b�{


Ç�å  A �t�  �\�w�Ú�Ç�á�ž�ç�p�–�;�`�o�M�”�t� �w�°�a�p�b�{

	· �»� �Ä�ç 
†�Ì
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�x�a�Š�t

¯�G�O


¯�G�O

�¢�«�£ �\�w�Ú�Ç�á�ž�ç
¶�.�›�è�a�o�z �µ�”�Í�Ì� �²  �¤�ï�´�ï �q�M�O�;� �x�z�›�t�Ì�G�^�•�o�M�s�M�T�W�“
Supervisor Engine 1�z Supervisor Engine 2�z�S�‘�|  Supervisor Engine 720 �›�™�¯�`�‡�b�{ MSFC �q�M�O
�;� �x�z�›�t�Ì�G�^�•�o�M�s�M�T�W�“  MSFC�z MSFC2�z�S�‘�|  MSFC3 �›�™�¯�`�‡�b�{

�\�w�Ú�Ç�á�ž�ç�p�x�z�Í�w
¯�G�O�›�–�;�`�o�M�‡�b�{

�¢�«�£�x�z�Í�w�‘�O�t
¯�`�o�M�‡�b�{

�¢�«�£ �®�«	
 �¯�p�b�{�þ�q�m	Ø�C�•�z�\�w�Ú�Ç�á�ž�ç�Ž�Ž�w�€	°�¿�‰�s�r�›	º�p�`�o�M�‡�b�{

�«�™�x�z�Í�w�‘�O�t
¯�`�o�M�‡�b�{

�«�™ �®�A�«�™�¯�w�™�¯�p�b�{�;�+�w��	‡�‡�h�x�Ã�”�»���æ�›�'�w�b�”�h�Š�w�«�™�Ä�ò�U�G	\�^�•�o�M�‡
�b�{


¯�G 
†�Ì

� �È �¯�Ú�ï�Å�z�¯�Ú�ï�Å  �¦�Ó�³�ã�ï�z�S�‘�|�©�”�ë�”�Å�x � �È �p�Ô�`�o�M�‡
�b�{

� �»�æ�¿�«�. �â�”�²�U�‹�›�¦���b�”�¾
:�x�z � �»�æ�¿�«�. �p�Ô�`�o�M�‡�b�{

[ ] �¯�§�¿�¯�w�¤�w�A
É�x�z	²�t�D�ó�p�b�{

{ x | y | z } 
ž�c�r�•�T  1 �m�›
¬�R�`�s�Z�•�y�s�’�s�M
ž
"�©�”�ë�”�Å�x�z�þ�§�¿�¯
�p�“�ˆ�z	N�n�p�à
~�l�o�Ô�`�o�M�‡�b�{

[ x | y | z ] �r�•�T  1 �m�›
¬�R�p�V�”	²�t�D�ó�s�©�”�ë�”�Å�x�z�¯�§�¿�¯�p�“�ˆ�z	N
�n�p�à
~�l�o�Ô�`�o�M�‡�b�{

�µ�Ä�æ�ï�¬ �¾�;
Ö�›
Ç�Z�s�M�°
Ê�w���È�{�µ�Ä�æ�ï�¬�w
²�™�t�x�¾�;
Ö�›�–�;�`�‡
�d�œ�{�¾�;
Ö�›�–�;�b�”�q�z�f�w�¾�;
Ö�‹���Š�o�µ�Ä�æ�ï�¬�q�ˆ�s�^�•
�‡�b�{

screen  �Ñ�¥�ï�Ä �³�µ�Â�Ü�U
¯�Ô�b�”�z�¤�·�¿�³�ã�ï�S�‘�|	Ø�C�x�z screen �Ñ�¥�ï�Ä�p
�Ô�`�o�M�‡�b�{

� �È �w screen  �Ñ�¥�ï�Ä �â�”�²�U�Ö�—�`�s�Z�•�y�s�’�s�M	Ø�C�x�z � �È �w screen  �Ñ�¥�ï�Ä�p�Ô
�`�o�M�‡�b�{

� �»�æ�¿�«�. �w screen  
�Ñ�¥�ï�Ä

�â�”�²�U�‹�›�¦���b�”�¾
:�x�z � �»�æ�¿�«�. �w screen  �Ñ�¥�ï�Ä�p�Ô�`
�o�M�‡�b�{

�\�w�Ù� �ï�»�x�z�«�w�¤�w	O�A�s�æ�›�§�Ð�`�o�M�‡�b�{

^ ^ �G�ø�x�z Ctrl �©�”�›
¯�`�‡�b�{�h�q�Q�y�z�h�Ø�t
¯�Ô�^�•�”  ^D �q�M�O
�©�”�w
Ê�ˆ�ù�˜�d�x�z Ctrl �©�”�›�!�`�s�U�’  D �©�”�›�!�b�\�q�›�™�¯�`
�‡�b�{

< > �Í�µ�ë�”�Å�w�‘�O�t	Z�—�^�•�s�M���È�x�z�T�W�§�¿� �̄¢ < >�£�p�“�œ�p�Ô
�`�o�M�‡�b�{
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�x�a�Š�t
�Ú�Ç�á�ž�ç�w�Ö	��M�O

�Ú�Ç�á�ž�ç�w�Ö	��M�O
�³�µ�¯
a
¼�w�Ú�Ç�á�ž�ç�S�‘�|�f�w���w�¿�‰�x�z Cisco.com �p�Ö	��b�”�\�q�U�p�V�‡�b�{�‡�h�z�Â
�«�Ç�§�ç  �±�Ù�”�Ä�S�‘�|�f�w���w�Â�«�Ç�§�ç  �æ�¹�”�µ�x�z�^�‡�_�‡�s�M�O�p�Ö	��b�”�\�q�U�p�V
�‡�b�{�\�\�p�x�z�³�µ�¯
a
¼�t���b�”�U	[	Ø�C�›�Ö	��b�”�M�O�t�m�M�o
†�Ì�`�‡�b�{

Cisco.com

�³�µ�¯�w�7	ý�w�Ú�Ç�á�ž�ç�x�z�Í�w  URL �T�’�ž�«�·�µ�`�o�X�i�^�M�{

http://www.cisco.com/techsupport

�³�µ�¯�w  Web �±� �Ä�t�x�z�Í�w  URL �T�’�ž�«�·�µ�`�o�X�i�^�M�{

http://www.cisco.com

http://www.cisco.com/jp

�³�µ�¯�w  Web �±� �Ä�w�¤��� 
[�•�x�z�Í�w  URL �T�’�ž�«�·�µ�`�o�X�i�^�M�{

http://www.cisco.com/public/countries_languages.shtml

Product Documentation DVD

�³�µ�¯
a
¼�w�Ú�Ç�á�ž�ç�S�‘�|�f�w���w�¿�‰�x�z 
a
¼�t
Ç���w  Product Documentation DVD �Í�¿�­�”
�´�p�]�b�;�M�h�i�Z�‡�b�{ Product Documentation DVD �x���8�$�t�Ë	ý�^�•�”�w�p�z�¹�n�¿�‰�‘�“�‹
	ý�`�M	Ø�C�U�˜�’�•�‡�b�{

Product Documentation DVD �x�z�Ù�”�»�Ò�ç  �Ý�Ã�Ÿ�ž�t	)�0�^�•�h�z�U	[�$�s
a
¼�Ú�Ç�á�ž�ç�w
ï
�ù�$�s�å� �Ò�å�æ�p�b�{�\�w  DVD �›�–�;�b�”�q�z�³�µ�¯
a
¼�w�¤	��Ì�”�´�ã�ï�w�Ë�”�Å�¢�£�ž�w
� �ï�µ�Ä�è�”�³�ã�ï�z�¹�Ñ�Ä�¢�£�ž�w� �ï�µ�Ä�”�ç�z
ƒ���z�S�‘�|�¯�Ú�ï�Å�t���b�”�¨� �Å�t�ž�«
�·�µ�`�z HTML �p�U	[�Ú�Ç�á�ž�ç�›
¯�Ô�p�V�‡�b�{ DVD �›�–�;�b�”�\�q�p�z� �ï�»�”�É�¿�Ä�t
€
���`�s�X�o�‹�³�µ�¯�w  Web �±� �Ä�q�‰�a�Ú�Ç�á�ž�ç�›�€	°�p�V�‡�b�{
a
¼�t�‘�l�o�x�z�Ú�Ç�á�ž
�ç�w  PDF �Ì�”�´�ã�ï�‹�;�™�^�•�o�M�‡�b�{

Product Documentation DVD �x�o�   �‡ �h�x �ê�¡ � � �ÿ �p�Ö	 � �p �V�‡�b�{ Cisco.com�¢ Cisco Direct
Customers�£�t�J�å�^�•�o�M�”	Ô�ù�z Cisco Marketplace �T�’  Cisco Documentation DVD�¢ Customer Order
Number DOC-DOCDVD=�£�›
C�«�p�V�‡�b�{�Í�w  URL �t�ž�«�·�µ�`�o�X�i�^�M�{

http://www.cisco.com/go/marketplace/

�Ú�Ç�á�ž�ç�w
C�«�M�O

Cisco.com �t�J�å�^�•�o�M�”	Ô�ù�z 2005 �å  6 �D 30 �Ô�T�’�z�Í�w  URL �t�K�”  Cisco Marketplace �w
Product Documentation Store �p�³�µ�¯
a
¼�w�Ú�Ç�á�ž�ç�›
C�«�p�V�‡�b�{

http://www.cisco.com/go/marketplace/

Cisco.com �t�J�å�^�•�o�M�s�M	Ô�ù�z
a
¼�›�ê�Ö�^�•�h�E�g�3�•�S�ð�M�ù�˜�d�X�i�^�M�{
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�x�a�Š�t
�³�µ�¯
a
¼�w�·�©�á�æ�Â�Ÿ

�³�µ�¯
a
¼�w�·�©�á�æ�Â�Ÿ
�³�µ�¯�p�x�z�Á	ˆ�w  Security Vulnerability Policy �Ù�”�»�ç�›�Í�w  URL �p���™�`�o�M�‡�b�{

http://www.cisco.com/en/US/products/products_security_vulnerability_policy.html

�\�w�±� �Ä�T�’�z�Ž�<�w�»�µ�«�›�î�æ�p�V�‡�b�{

• �³�µ�¯
a
¼�t�S�Z�”
l	�
Q�›�C���b�”�{

• �³�µ�¯
a
¼�w�·�©�á�æ�Â�Ÿ�ð�J�t�0�b�”�§�	�›	!�Z�”�{

• �³�µ�¯�T�’�w�·�©�á�æ�Â�Ÿ	Ø�C�›�Ö	��b�”�h�Š�t�J�å�›�æ�O�{

�³�µ�¯
a
¼�t���b�”�·�©�á�æ�Â�Ÿ�ç���S�‘�|�«�™�w�æ�µ�Ä�U�Ž�<�w  URL �p�¬�Ý�p�V�‡�b�{

http://www.cisco.com/go/psirt

�ç���S�‘�|�«�™�Ä�ò�U�!�Ë�^�•�h�M�t�z �æ�ž�ç�»� �Ü�p�¬�Ý�`�h�M	Ô�ù�x�z �Ž�<�w  URL �T�’  Product
Security Incident Response Team Really Simple Syndication�¢ PSIRT RSS�£�t�ž�«�·�µ�p�V�‡�b�{

http://www.cisco.com/en/US/products/products_psirt_rss_feed.html

�³�µ�¯
a
¼�w�·�©�á�æ�Â�Ÿ�ð�J�w�C��

�³�µ�¯�p�x�z�†
¶�s
a
¼�›���™�b�”�\�q�›�è�¦�`�o�M�‡�b�{
a
¼�w�æ�æ�”�µ
²�t�þ�º�p�Â�µ�Ä�›�î
�ª�`�z�b�‚�o�w
l	�
Q�›
����t	.
Y�b�”�‘�O�t�R�Š�o�S�“�‡�b�{�S�l�7�U�³�µ�¯
a
¼�w
l	�
Q�›
C
�_�`�h�q�¥�˜�•�”	Ô�ù�x�z�Í�w  PSIRT �t�]�È�W�X�i�^�M�{

• �Ó�x�S�w�ô�M�ð�J  �•  security-alert@cisco.com

�Ó�x�S�w�ô�M�ð�J�q�x�z�³�µ�Â�Ü�U�9�`�M�È�8�›	!�Z�o�M�”	Ý�6�z�‡�h�x�x�›�A�b�”
����s�·
�©�á�æ�Â�Ÿ�w
l	�
Q�›�C���b�”
ž�A�U�K�”	Ý�6�›�¦�`�‡�b�{�f�•�Ž�Ž�w	Ý�6�x�b�‚�o�z�Ó�x�S
�w�ÿ�M�ð�J�q�ˆ�s�^�•�‡�b�{

• �Ó�x�S�w�ÿ�M�ð�J  �•  psirt@cisco.com

�Ó�x�S�w�ô�M�ð�J�w	Ô�ù�z�Í�w�?�é
j�ø�p  PSIRT �t�ð�M�ù�˜�d�”�\�q�U�p�V�‡�b�{

• 1 877 228-7302

• 1 408 525-6532

�Î�ï�Ä �S�l�7�U�H�~	��t�Œ�’�•�h�X�s�M	Ø�C�›�³�µ�¯�t
ù	ô�b�”	Ô�ù�z Pretty Good Privacy�¢ PGP�£�‡�h�x
PGP �q�“�õ
Q�w�K�”
a
¼�›�–�;�`�o	Ø�C�›�‰�ø�=�b�”�\�q�›
*	‘�`�‡�b�{ PSIRT �x�z PGP �Ì�”�´�ã
�ï  2.x �™ 8.x �q�“�õ
Q�w�K�”�‰�ø�=	Ø�C�›	��“�{�O�\�q�U�p�V�‡�b�{

�Á�®�s�‰�ø�d�‡�h�x�æ�®�`�h�‰�ø�d�x�–�;�`�s�M�p�X�i�^�M�{ PSIRT �q�è	ô�b�”�M�t�–�;�b�”���®
�s�¬�‰�d�x�z�Í�w  URL �t�K�”  Security Vulnerability Policy �Ö�”�´�w  Contact Summary �w�ò�t�æ�ï�«
�^�•�h�‹�w�p�b�{

http://www.cisco.com/en/US/products/products_security_vulnerability_policy.html

�\�w�Ö�”�´�w�æ�ï�«�t�x�z�q�O�–�;�¤�w  PGP �d�w  ID �U���‡�•�‡�b�{
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�x�a�Š�t
�Â�«�Ç�§�ç  �±�Ù�”�Ä

�Â�«�Ç�§�ç  �±�Ù�”�Ä
Cisco Technical Support �p�x�z
°�A�w�ô�M  24 �Ì���.
M�w�Â�«�Ç�§�ç  �±�Ù�”�Ä�›���™�`�o�M�‡�b�{
Cisco.com �w Cisco Technical Support & Documentation Web �±� �Ä�p�x�z�¿
c�“�t�˜�h�”�¦�ï�å� �ï
�p�w�±�Ù�”�Ä  �æ�¹�”�µ�›���™�`�o�M�‡�b�{�^�’�t�z�³�µ�¯�³�µ�Â�Ü�¶�q�±�”�Ï�µ���ÿ�›�A�œ�p�M�”
	Ô�ù�x�z Technical Assistance Center�¢ TAC�£�w�¤�ï�´�Ç�ž�t�‘�”�?�é�±�Ù�”�Ä�‹���™�^�•�‡�b�{�³
�µ�¯�³�µ�Â�Ü�¶�q�±�”�Ï�µ���ÿ�›�A�œ�p�M�s�M	Ô�ù�x�z�æ�·�å�”�t�S�ð�M�ù�˜�d�X�i�^�M�{

Cisco Technical Support & Documentation Web �±� �Ä

Cisco Technical Support & Documentation Web �±� �Ä�p�x�z�¦�ï�å� �ï�p�¿�‰�•�À�”�ç�›�b�;�`�o�z
�Ä�å�Ò�ç�³�á�”�Â�Ÿ�ï�¬�•�³�µ�¯
a
¼�S�‘�|�Â�«�Ê�é�´�”�t���b�”�U	[	Í�w�ð�J�w�r�>�t�þ�q�o
�”�\�q�U�p�V�‡�b�{�\�w  Web �±� �Ä�x  24 �Ì���]�b�;�M�h�i�Z�‡�b�{�Í�w  URL �t�ž�«�·�µ�`�o�X
�i�^�M�{

http://www.cisco.com/techsupport

Cisco Technical Support & Documentation Web �±�  �Ä	Í �w�À�”�ç�t �ž�«�· �µ�b�” �M�x�z�M�c�•�‹
Cisco.com �w�é�¬� �ï  ID �S�‘�|�Í�µ�ë�”�Å�U
ž�A�p�b�{�±�”�Ï�µ���ÿ�U���®�p�z�é�¬� �ï  ID �‡�h
�x�Í�µ�ë�”�Å�›	��˜�`�o�M�s�M	Ô�ù�x�z�Í�w  URL �p�J�å	����V�›�æ�l�o�X�i�^�M�{

http://tools.cisco.com/RPF/register/register.do

�¢�«�£ �Â�«�Ç�§�ç  �±�Ù�”�Ä�t�S�ð�M�ù�˜�d�M�h�i�X
²�t�z Cisco Product Identification�¢ CPI�£�À�”�ç�›�–�;
�`�o�z
a
¼�w�³�æ�ž�ç
j�ø�›�]�¬�Ý�X�i�^�M�{ CPI �À�”�ç�•�x�z Documentation & Tools �w�<�t�K�”
Tools & Resources �æ�ï�«�›�«�æ�¿�«�`�o�z Cisco Technical Support & Documentation Web �±� �Ä�T�’
�ž�«�·�µ�p�V�‡�b�{ Alphabetical Index �Å�é�¿�Ó�¼�¢�ï  �æ�µ�Ä�T�’  Cisco Product Identification Tool
�›
¬�R�b�”�T�z Alerts & RMAs �w�<�t�K�”  Cisco Product Identification Tool �æ�ï�«�›�«�æ�¿�«�`�o�X
�i�^�M�{ CPI �À�”�ç�x�z
a
¼  ID �‡�h�x�Þ�Ã�ç�Ê�z�À�æ�”
¯�Ô�z�‡�h�x�›���w
a
¼�t�0�b�”  show �¯
�Ú�ï�Å	Z�—�w�¯�Ð�”�Í�Ö�”�µ�Ä�t�‘�”  3 �m�w�U�g�¦�Ó�³�ã�ï�›���™�`�‡�b�{�U�g�A�L�t�x�z�³�æ�ž
�ç
j�ø�w�å�Õ�ç�w	Ô	t�U�Ë� �å� �Ä�^�•�h
a
¼�w
†�Ì
$�U
¯�Ô�^�•�‡�b�{ �Â�«�Ç�§�ç  �±�Ù�”�Ä�t�S
�ð�M�ù�˜�d�M�h�i�X
²�t�z
a
¼�w�³�æ�ž�ç
j�ø�w�å�Õ�ç�›�¬�Ý�`�z�Ý�Þ�s�r�t�Ç�Q�o�S�M�o�X�i�^
�M�{

Japan TAC Web �±� �Ä

Japan TAC Web �±� �Ä�p�x�z�b�;
Ã�S�w�ô�M  TAC Web �±� �Ä�¢ http://www.cisco.com/tac�£�w�Å�©�á
�Ý�ï�Ä�›�Ô�Š� �p���™�`�o�M�‡�b�{ Japan TAC Web �±� �Ä�t�x�z�Í�w  URL �T�’�ž�«�·�µ�`�o�X�i
�^�M�{

http://www.cisco.com/jp/go/tac

�±�Ù�”�Ä���ÿ�›�A�œ�p�M�s�M�M�x�z �®�®�µ�Ä�¯�q�`�o�]�J�å�M�h�i�X�i�Z�p�z Japan TAC Web �±� 
�Ä�w�Å�©�á�Ý�ï�Ä�t�ž�«�·�µ�p�V�‡�b�{

Japan TAC Web �±� �Ä�t�ž�«�·�µ�b�”�t�x�z Cisco.com �w�é�¬� �ï  ID �q�Í�µ�ë�”�Å�U
ž�A�p�b�{�é
�¬� �ï  ID �q�Í�µ�ë�”�Å�›	��˜�`�o�M�s�M	Ô�ù�x�z�Í�w  URL �t�ž�«�·�µ�`�o�J�å	����V�›�æ�l�o�X
�i�^�M�{

http://www.cisco.com/jp/register/
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�x�a�Š�t
�Â�«�Ç�§�ç  �±�Ù�”�Ä

Service Request �À�”�ç�w�–�;

�¦�ï�å� �ï�w  TAC Service Request �À�”�ç�›�–�Q�y�z S3 �S�‘�|  S4 �w�ð�J�t�m�M�o�7�‹
����t�Â�«�Ç
�§�ç  �±�Ù�”�Ä�›	!�Z�’�•�‡�b�¢�É�¿�Ä�ë�”�«�w	Ë�•�U�0
•�p�K�”	Ô�ù�z�K�”�M�x
a
¼	Ø�C�U
ž�A�s
	Ô�ù�£�{	Ý�¯�›�]
†�Ì�M�h�i�X�q�z TAC Service Request �À�”�ç�U
*	‘�^�•�”�r�>�M�O�›���™�`�‡�b�{
�\�•�’�w
*	‘�æ�¹�”�µ�›�–�;�`�o�‹�ð�J�U�r�>�`�s�M	Ô�ù�x�z�³�µ�¯�w�U	[	��U�0� �`�‡�b�{ TAC
Service Request �À�”�ç�x�Í�w  URL �T�’�ž�«�·�µ�p�V�‡�b�{

http://www.cisco.com/techsupport/servicerequest

�ð�J�U  S1 �‡�h�x  S2 �p�K�”�T�z� �ï�»�”�É�¿�Ä�t�ž�«�·�µ�p�V�s�M	Ô�ù�x�z�?�é�p  TAC �t�]�È�W
�X�i�^�M�¢�á�;�¤�w�É�¿�Ä�ë�”�«�U�¼�¢�ï�`�h	Ô�ù�z�K�”�M�x	O�G�s	Ë�•�U
C
\�`�h	Ô�ù�£ �{ S1 �S
�‘�|  S2 �w�ð�J�t�x�³�µ�¯�w�U	[	��U�h�i�j�t�0� �`�z�À�¿�›���È�t�á�æ�p�V�”�‘�O�§�	�`�‡�b�{

�?�é�p�Â�«�Ç�§�ç  �±�Ù�”�Ä�›	!�Z�”�M�x�z�Í�w
j�ø�w�M�c�•�T�›�]�–�;�X�i�^�M�{

�ž�´�ž� ���8�• +61 2 8446 7411�¢�¦�”�µ�Ä�å�æ�ž�• 1 800 805 227�£
EMEA�• +32 2 704 55 55
�����•  1 800 553-2447

TAC �w�È�W
Œ�°�a�t�m�M�o�x�z�Í�w  URL �t�ž�«�·�µ�`�o�X�i�^�M�{

http://www.cisco.com/techsupport/contacts

�ð�J�w	O�G�S�w���[

�b�‚�o�w�ð�J�›
ª	j���Ü�p�C���b�”�h�Š�t�z�ð�J�w	O�G�S�›���[�`�‡�`�h�{

	O�G�S 1�¢ S1�£ �•  �É�¿�Ä�ë�”�«�U�¼�¢�ï�`�z�À�¿�t�•�Ë�$�s���•�U
C
\�b�”	Ô�ù�{ 24 �Ì���.
M�p�K
�’�•�”	��ˆ�›�–�;�`�o�ð�J�w�r�>�t�K�h�“�‡�b�{

	O�G�S 2�¢ S2�£ �•  �É�¿�Ä�ë�”�«�w�Í�Ñ�¥�”�Ú�ï�µ�U�¶�`�X�ÿ�<�z�‡�h�x�³�µ�¯
a
¼�w�Í�Ñ�¥�”�Ú�ï
�µ�ÿ�<�t�‘�“�À�¿�t	O�G�s�è�¹�U�K�”	Ô�ù�{�è	×�w�À�¿�Ì���º�t�Ñ�ç�»� �Ü�p�ð�J�w�r�>�t�K�h�“
�‡�b�{

	O�G�S 3�¢ S3�£ �•  �É�¿�Ä�ë�”�«�w�Í�Ñ�¥�”�Ú�ï�µ�U�ÿ�<�`�o�M�”�U�z�„�q�œ�r�w�À�¿�á�;�U�;�ó�`
�o�M�”	Ô�ù�{�è	×�w�À�¿�Ì���º�t�±�”�Ï�µ�w
î�†�›�æ�M�‡�b�{

	O�G�S 4�¢ S4�£ �•  �³�µ�¯
a
¼�w�;�ó�z� �ï�µ�Ä�è�”�³�ã�ï�z�,�Š�$�s�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t�m
�M�o�z	Ø�C�‡�h�x�§�	�U
ž�A�p�z�À�¿�•�w�è�¹�U�„�q�œ�r�‡�h�x�‡�l�h�X�s�M	Ô�ù�{
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�f�w���w�¿�‰�S�‘�|	Ø�C�w�Ö	��M�O

�f�w���w�¿�‰�S�‘�|	Ø�C�w�Ö	��M�O
�³�µ�¯�w
a
¼�z�Â�«�Ê�é�´�”�z�S�‘�|�É�¿�Ä�ë�”�«  �¹�æ�á�”�³�ã�ï�t���b�”	Ø�C�t�m�M�o�z�^�‡�_
�‡�s�¿�‰�›�¦�ï�å� �ï�S�‘�|�¹�n
ú�p�Ö	��b�”�\�q�U�p�V�‡�b�{

• Cisco Marketplace �p�x�z�^�‡�_�‡�s�³�µ�¯�w	{
v�z�€�ß�¿�‰�z�Ú�Ç�á�ž�ç�z�S�‘�|�é�°�Ö�“	Ž

¼�›���™�`�o�M�‡�b�{ Cisco Marketplace �t�x�z�Í�w  URL �T�’�ž�«�·�µ�`�o�X�i�^�M�{

http://www.cisco.com/go/marketplace/

• Cisco Press �p�x�z�É�¿�Ä�ë�”�«�z�Ä�è�”�Ç�ï�¬�z�Ý�����È�w	Z
[
ú�›
ï�¿�X
C�æ�`�o�M�‡�b�{
	s	ú	��T�’	Í�ƒ	��‡�p�z�^�‡�_�‡�s�¡	��²�Z�w	Z
[
ú�U�K�“�‡�b�{ Cisco Press �w�7	ý�w	Z
[	Ø
�C�s�r�t�m�M�o�x�z�Í�w  URL �T�’�ž�«�·�µ�`�o�X�i�^�M�{

http://www.ciscopress.com

• �° Packet�±�x�z�³�µ�¯�³�µ�Â�Ü�¶�U
C�æ�b�”�Â�«�Ç�§�ç  �â�”�²�²�Z�w�B�å�½�p�z� �ï�»�”�É�¿
�Ä�•�É�¿�Ä�ë�”�«�•�w�d�¿�›�7�G�v�t�Æ�;�b�”�w�t�þ�q�j�‡�b�{ �° Packet�±�t�x�z�É�¿�Ä�ë�”�«

ü�ú�w�7	ý�ˆ�²�z�Â�«�Ê�é�´�”�w
��2�z�S�‘�|�³�µ�¯�w
a
¼�•�¹�æ�á�”�³�ã�ï�t���b�”�G�Ä�›
�x�a�Š�z�É�¿�Ä�ë�”�«�w
��”�•�Ä�å�Ò�ç�³�á�”�Â�Ÿ�ï�¬�w�Î�ï�Ä�z
ƒ���«�z�S�l�7�w�Ä�«�Z�€�z
�Ý���•�Ä�è�”�Ç�ï�¬�t���b�”	Ø�C�z �S�‘�|��
:�w	Ä�I�s�¦�ï�å� �ï  �æ�¹�”�µ�•�w�æ�ï�«�U
]�“
���‡�•�o�M�‡�b�{ �° Packet�±�t�x�z�Í�w  URL �T�’�ž�«�·�µ�`�o�X�i�^�M�{

http://www.cisco.com/packet

• �° iQ Magazine�±�x�z�³�µ�¯�w�Â�«�Ê�é�´�”�›�–�l�o	)�ù�w
ÿ�C�z�Ï�´�É�µ�®�p�w�²	Í�z�S�‘�|
�±�”�Ï�µ�w�¦�G�›
$�”�M�O�t�m�M�o�¶�•�\�q�›�è�$�q�`�h�z�³�µ�¯�³�µ�Â�Ü�¶�U
C�æ�b�”
R�Õ
�'�À�²�Z�w�B�å�½�p�b�{�\�w�B�å�½�x�z�î�M�w�Ä�«�Z�€�•�Ä�À
“�t�›�;�M�o�z�\�•�’�'�À�U�Ú
�Ø�b�”�^�‡�_�‡�s�]�J�•�z�ð�J�r�>�w�³�±�q�s�”�Â�«�Ê�é�´�”�›�Ì�¬�=�`�z�Â�«�Ê�é�´�”�w�d
�¿�t���`�o�¡	��U
Y�`�M�>�…�›�æ�O	�	•�Z�›�`�‡�b�{ �° iQ Magazine�±�t�x�z�Í�w  URL �T�’�ž�«
�·�µ�`�o�X�i�^�M�{

http://www.cisco.com/go/iqmagazine

�‡�h�x�Í�w  URL �p�Ã�´�»�ç
[�›�]�a�M�h�i�Z�‡�b�{

http://ciscoiq.texterity.com/ciscoiq/sample/

• �° Internet Protocol Journal�±�x�z� �ï�»�”�É�¿�Ä�S�‘�|� �ï�Ä�å�É�¿�Ä�w
ƒ�-�z�‰
C�z�á�;�›�r
�p�b�”�¤�ï�´�Ç�ž�²�Z�t�z�³�µ�¯�³�µ�Â�Ü�¶�U
C�æ�b�”�B�å�½�p�b�{ �° Internet Protocol Journal�±
�t�x�z�Í�w  URL �T�’�ž�«�·�µ�`�o�X�i�^�M�{

http://www.cisco.com/ipj

• �³�µ�¯�³�µ�Â�Ü�¶�U���™�b�”�É�¿�Ä�ë�”�«
a
¼�S�‘�|�§�µ�»�Ú�”  �±�Ù�”�Ä  �±�”�Ï�µ�t�m�M�o
�x�z�Í�w  URL �T�’�ž�«�·�µ�`�o�X�i�^�M�{

http://www.cisco.com/en/US/products/index.html

• Networking Professionals Connection �x�z�É�¿�Ä�ë�”�©�ï�¬
•�ó�H�U�É�¿�Ä�ë�”�©�ï�¬
a
¼�•�É�¿
�Ä�ë�”�©�ï�¬�U	[�t���b�”�í�ð�z���Š�z	Ø�C�›�³�µ�¯�w
•�ó�H�S�‘�|���w�É�¿�Ä�ë�”�©�ï�¬
•
�ó�H�q�ž���b�”�h�Š�w� �ï�»�å�«�Â�Ÿ�Ò�s  Web �±� �Ä�p�b�{�Ã�Ÿ�µ�§�¿�³�ã�ï�t�€�C�b�”�t
�x�z�Í�w  URL �t�ž�«�·�µ�`�o�X�i�^�M�{

http://www.cisco.com/discuss/networking

• �³�µ�¯�³�µ�Â�Ü�¶�x�7�ô
+	j�w�É�¿�Ä�ë�”�«���È�w�Ä�è�”�Ç�ï�¬�›�î�ª�`�o�M�‡�b�{�Ä�è�”�Ç
�ï�¬�w�7	ý	Ø�C�t�m�M�o�x�z�Í�w  URL �T�’�ž�«�·�µ�`�o�X�i�^�M�{

http://www.cisco.com/en/US/learning/index.html
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a
¼�w�“�A

Catalyst 6500 �³�æ�”�¶  �µ� �¿�½�x�z�Í�w�Ï
R�›�±�Ù�”�Ä�`�‡�b�{

• Supervisor Engine 32�z�S�‘�|�¦�ï�Ø�”�Å  �¯�ï�Ù�”�É�ï�Ä�p�K�”  Policy Feature Card 3B�¢ PFC3B;
�Ù�æ�³�”  �Ñ�Ÿ�”�½�ß  �§�”�Å  3B�£�‡�h�x  PFC3BXL�z�S�‘�|  Multilayer Switch Feature Card 2A

�¢ MSFC2A; �Ú�ç�½�è� �à  �µ� �¿�½  �Ñ�Ÿ�”�½�ß  �§�”�Å  2A�£

• Supervisor Engine 720�z�S�‘�|�¦�ï�Ø�”�Å  �¯�ï�Ù�”�É�ï�Ä�p�K�”  PFC3A�z PFC3B�z�‡�h�x
PFC3BXL�z MSFC3�z�S�‘�|  720 Gbps �w�ù�µ� �¿�½  �Ñ�•�Ò�æ�¿�«

• Supervisor Engine 2�z PFC2�z�S�‘�|  MSFC2

• Supervisor Engine 2 �S�‘�|  PFC2

• Supervisor Engine 1�z PFC�z�S�‘�|  MSFC �‡�h�x  MSFC2

• Supervisor Engine 1 �S�‘�|  PFC

• Supervisor Engine 1

Catalyst 6500 �³�æ�”�¶  �µ� �¿�½�p�±�Ù�”�Ä�^�•�”�³�ß�”�³�z�Þ�´�á�”�ç�z�¹�Ñ�Ä�¢�£�ž�;�ó�z�Ó�é
�Ä�¯�ç�z�S�‘�|  MIB�¢���g	Ø�C�Õ�”�µ�£�w	Ä�I�t�m�M�o�x�z �° Release Notes for Catalyst 6500 Series
Switch Software Release 8.x�±�›�€	°�`�o�X�i�^�M�{

�¢�«�£ �\�w�Ú�Ç�á�ž�ç
¶�.�›�è�a�o�z �µ�”�Í�Ì� �²  �¤�ï�´�ï �q�M�O�;� �x�z�›�t�Ì�G�^�•�o�M�s�M�T�W
�“  Supervisor Engine 1�z Supervisor Engine 2�z Supervisor Engine 720�z�S�‘�|  Supervisor Engine 32 �›�™
�¯�`�‡�b�{ MSFC �q�M�O�;� �x�z�›�t�Ì�G�^�•�o�M�s�M�T�W�“  MSFC�z MSFC2�z MSFC2A�z�S�‘�|
MSFC3 �›�™�¯�`�‡�b�{ PFC3 �q�M�O�;� �x�z�›�t�Ì�G�^�•�o�M�s�M�T�W�“�z PFC3A�z PFC3B�z�‡�h
�x  PFC3BXL �›�™�¯�`�‡�b�{

�¢�«�£ �\�w�Ú�Ç�á�ž�ç�t�x�z 	H�R�° Catalyst 6000 Family Multilayer Switch Feature Card (12.x) and Policy Feature
Card Configuration Guide�±�t�G�L�^�•�o�M�h	Ø�C�U���‡�•�o�M�‡�b�{

�¢�«�£ �\�w�Ú�Ç�á�ž�ç�p�–�;�b�”  Cisco IOS �¯�Ú�ï�Å�w	Ä�I�t�m�M�o�x�z �° Catalyst 6500 Series Switch MSFC
IOS Command Reference�±�›�€	°�`�o�X�i�^�M�{�Í�w  URL �T�’�ž�«�·�µ�p�V�‡�b�{

http://www.cisco.com/univercd/cc/td/doc/product/lan/cat6000/index.htm
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CLI

�\�w	·�p�x�z Catalyst 6500 �³�æ�”�¶  �µ� �¿�½  �Þ�´�á�”�ç�›
ƒ���b�”�h�Š�t�–�;�b�”  CLI�¢�¯�Ú�ï�Å
�å� �ï  � �ï�»�”�Ñ�£� �µ�£�t�m�M�o
†�Ì�`�‡�b�{�µ� �¿�½  �¯�Ú�ï�Å�S�‘�|  ROM �Þ�Ç�»  �¯�Ú�ï�Å
�t�m�M�o�x�z �° Catalyst 6500 Series Switch Command Reference�±�›�€	°�`�o�X�i�^�M�{

�¢�«�£ Asynchronous Transfer Mode�¢ ATM; 
‡�‰�8�8
ù�Þ�”�Å�£ Cisco IOS �w CLI �S�‘�|�¯�Ú�ï�Å�t�m�M�o
�x�z�° ATM Software Configuration Guide and Command Reference �•  Catalyst 5000 Family and 6000 Family
Switches�±�›�€	°�`�o�X�i�^�M�{

�\�w	·�p
†�Ì�b�”�º�0�x�z�Í�w�q�S�“�p�b�{

• Catalyst CLI�¢ p.2-2�£

• MSFC CLI�¢ p.2-9�£
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Catalyst CLI
�\�\�p�x�z Catalyst CLI �t�m�M�o
†�Ì�`�‡�b�{

• ROM �Þ�Ç�»�w  CLI�¢ p.2-2�£

• �µ� �¿�½  CLI�¢ p.2-2�£

ROM �Þ�Ç�»�w  CLI

ROM �Þ�Ç�»�x�z�Ó�å�¿�Ä�Ñ�¥�”�Ü�w�?�o�d�Ö�Ì�z�æ�·�¿�Ä�Ì�z�‡�h�x	O�G�s�«�Ž�U
C
\�`�h�q�V
�t�î�æ�^�•�”  ROM �Õ�”�µ�w�Ó�é�¬�å�Ü�p�b�{ ROM �Þ�Ç�»  �Þ�”�Å�U�‰�•�^�•�”�w�x�z�µ� �¿�½�U
���®�s�³�µ�Â�Ü  � �Ý�”�´�›�_�m�Z�”�\�q�U�p�V�s�T�l�h	Ô�ù�z NVRAM �º�w
ƒ���U�u�•�o�M�h	Ô
�ù�z�‡�h�x�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �è�´�µ�»�U  ROM �Þ�Ç�»  �Þ�”�Å�›�‰�•�b�”�‘�O�t
ƒ���^�•�o�M
�h	Ô�ù�p�b�{ ROM �Þ�Ç�»  �Þ�”�Å�p�z�Ñ�å�¿�³�á  �Ý�Þ�æ�z�É�¿�Ä�ë�”�«  �±�”�Ì  �Ñ�•� �ç�z�‡�h�x
�Ò�”�Ä�Ñ�å�¿�³�á�T�’�³�µ�Â�Ü  � �Ý�”�´�›	��ˆ�p�é�”�Å�p�V�‡�b�{

�µ� �¿�½�›�6�I�ˆ�`�z�I�ˆ�T�’  60 
µ�Ž�º�t  Break �©�”�›�!�b�q�z ROM �Þ�Ç�»  �Þ�”�Å�›�‰�•�p�V
�‡�b�{

�¢�«�£ �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �è�´�µ�»�w
ƒ���‹�p  Break �©�”�U�¦�Ñ�t
ƒ���^�•�o�M�”�T�r�O�T�t����
�s�X�z�³�µ�Â�Ü�w�6�I�ˆ�T�’  60 
µ���x�z Break �©�”�U	×�t���®�p�b�{

�z�¤�±�”�Ì�T�’  ROM �Þ�Ç�»�t�ž�«�·�µ�b�”�t�x�z Telnet �Ó�é�ï�Ó�Ä�t�í�l�o�z �z�¤�¤�Û�á�è�”�³�ã
�ï  �Ó�é�¬�å�Ü�t�0�`�o  send break �¯�Ú�ï�Å�›�Ö�—�`�z ROM �Þ�Ç�»  �Þ�”�Å�›�‰�•�`�‡�b�{

ROM �Þ�Ç�»  �Þ�”�Å�U�‰�•�^�•�”�q�z�Ó�é�ï�Ó�Ä�U  rommon> �t�s�“�‡�b�{ ? �¯�Ú�ï�Å�›�–�;�`�o�z
�–�;�p�V�”  ROM �Þ�Ç�»  �¯�Ú�ï�Å�›
¯�Ô�`�‡�b�{

�µ� �¿�½  CLI

�µ� �¿�½�w  CLI �x�z UNIX �w C �³�£�ç�t�¨�Å�`�h�,�Š�$�s�¯�Ú�ï�Å�å� �ï  � �ï�»�”�Ó�æ�»�p�b�{

�\�\�p�x�z�µ� �¿�½  CLI �›�–�;�b�”	�	q�t�m�M�o
†�Ì�`�‡�b�{

• �µ� �¿�½  CLI �•�w�ž�«�·�µ�¢ p.2-2�£

• �µ� �¿�½�T�’  MSFC �t�ž�«�·�µ�b�”	Ô�ù�¢ p.2-4�£

• CLI �w
â�^�¢ p.2-5�£

�µ� �¿�½  CLI �•�w�ž�«�·�µ

CLI �t�x�z�µ�”�Í�Ì� �²  �¤�ï�´�ï�w�¯�ï�¹�”�ç  �Ù�”�Ä�‡�h�x  Telnet �·�¿�³�ã�ï�›�p�`�o�ž�«�·�µ
�`�‡�b�{

�\�\�p�x�z�µ� �¿�½  CLI �t�ž�«�·�µ�b�”	�	q�t�m�M�o
†�Ì�`�‡�b�{

• �¯�ï�¹�”�ç  �Ù�”�Ä�T�’  CLI �t�ž�«�·�µ�b�”	Ô�ù�¢ p.2-3�£

• Telnet �p  CLI �t�ž�«�·�µ�b�”	Ô�ù�¢ p.2-3�£



�H 2 	·       CLI
Catalyst CLI

2-3
Catalyst 6500 �³�æ�”�¶  �µ� �¿�½  �¹�Ñ�Ä�¢�£�ž  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �¨� �Å

OL-7193-01-J

�¯�ï�¹�”�ç  �Ù�”�Ä�T�’  CLI �t�ž�«�·�µ�b�”	Ô�ù

�¯�ï�¹�”�ç  �Ù�”�Ä�T�’�µ� �¿�½�w  CLI �t�ž�«�·�µ�b�”�t�x�z EIA/TIA-232�¢ RS-232�£�­�”�Ò�ç�›�–
�;�`�o�z�¯�ï�¹�”�ç�z�¤�›�¯�ï�¹�”�ç  �Ù�”�Ä�t
€���b�”
ž�A�U�K�“�‡�b�{

�¢�«�£ �µ�”�Í�Ì� �²  �¤�ï�´�ï�w�¯�ï�¹�”�ç  �Ù�”�Ä�t
€���b�”	Ä�`�M	�	q�t�m�M�o�x�z�¤�µ� �¿�½�w�Ë�”
�Å�¢�£�ž�w�Ú�Ç�á�ž�ç�›�€	°�`�o�X�i�^�M�{

�¯�ï�¹�”�ç  �Ù�”�Ä�T�’�µ� �¿�½�t�ž�«�·�µ�b�”	�	q�x�z�Í�w�q�S�“�p�b�{

�¯�ï�¹�”�ç  �Ù�”�Ä�T�’�µ� �¿�½�t�ž�«�·�µ�b�”�q�z�Í�w�‘�O�t
¯�Ô�^�•�‡�b�{

Cisco Systems Console
Enter password:
Console>

Telnet �p  CLI �t�ž�«�·�µ�b�”	Ô�ù

�µ� �¿�½�q�w  Telnet �·�¿�³�ã�ï�›�‰�•�b�”�t�x�z�‡�c�7	s�t�µ� �¿�½�w  IP �ž�Å�è�µ�›
ƒ���b�”
ž
�A�U�K�“�‡�b�{ IP �ž�Å�è�µ�w
ƒ��	�	q�t�m�M�o�x�z �®�3�¬�º�¢ sc0 �S�‘�|  sc1�£� �ï�»�”�Ñ�£� �µ  IP
�ž�Å�è�µ�w�Â�“�p�o�¯ �¢ p.3-8�£ �›�€	°�`�o�X�i�^�M�{�‰�Ì�t�7�ô  8 �m�w Telnet �·�¿�³�ã�ï�›�b�;�p
�V�‡�b�{ Telnet �·�¿�³�ã�ï�U�ž� �Å�ç	Ý�6�w�‡�‡	t���w�Ì���U�&�a�b�”�q�z�f�w�·�¿�³�ã�ï�x�×�ˆ
�$�t
~�…�^�•�‡�b�{

Telnet �›�–�;�`�o�æ�Þ�”�Ä  �×�µ�Ä�T�’�µ� �¿�½  CLI �t�ž�«�·�µ�b�”	�	q�x�z�Í�w�q�S�“�p�b�{

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 �z�¤�T�’�µ� �¿�½  �¯�ï�¹�”�ç  �Ó�é�ï�Ó�Ä�•�w
€��
�›�‰�•�`�z Return �©�”�›�!�`�‡�b�{

–

�µ�Â�¿�Ó 2 �Ó�é�ï�Ó�Ä�p�z�³�µ�Â�Ü  �Í�µ�ë�”�Å�›�Ö�—�`�‡�b�{
Console> �Ó�é�ï�Ó�Ä�U
¯�Ô�^�•�‡�b�{�\�•�x  CLI �t
�â�”�²  �Þ�”�Å�p�ž�«�·�µ�`�h�\�q�›
¯�`�‡�b�{

–

�µ�Â�¿�Ó 3 
ž�A�s	Ô�ù�z� �É�”�Ò�ç  �Þ�”�Å�›�‰�•�`�‡�b�¢�µ
� �¿�½�w
ƒ���›�!�Ë�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�›
�‰�•�b�”
ž�A�U�K�“�‡�b�£ �{

enable

�µ�Â�¿�Ó 4 
ž�A�s�¯�Ú�ï�Å�›�Ö�—�`�o�z�^�À�›�æ�M�‡�b�{ –

�µ�Â�¿�Ó 5 �^�À�U	4�˜�l�h�’�z�·�¿�³�ã�ï�›	4�ƒ�`�‡�b�{ exit

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 �æ�Þ�”�Ä  �×�µ�Ä�T�’  telnet �¯�Ú�ï�Å�z�S�‘�|�ž�«�·
�µ�b�”�µ� �¿�½�w�Ê
²�‡�h�x  IP �ž�Å�è�µ�›�Ö�—�`
�‡�b�{

telnet { hostname | ip_addr}

�µ�Â�¿�Ó 2 �Ó�é�ï�Ó�Ä�t  CLI �w�Í�µ�ë�”�Å�›�Ö�—�`�‡�b�{�Í�µ
�ë�”�Å�›
ƒ���`�o�M�s�M	Ô�ù�x�z Return �©�”�›�!�`
�‡�b�{

–

�µ�Â�¿�Ó 3 
ž�A�s�¯�Ú�ï�Å�›�Ö�—�`�o�z�^�À�›�æ�M�‡�b�{ –

�µ�Â�¿�Ó 4 �^�À�U	4�˜�l�h�’�z Telnet �·�¿�³�ã�ï�›	4�ƒ�`�‡�b�{ exit
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�Í�t�z�µ� �¿�½�q�w  Telnet �·�¿�³�ã�ï�›�¦�”�Ó�ï�b�”�«�›�Ô�`�‡�b�{

unix_host% telnet Catalyst_1
Trying 172.16.10.10...
Connected to Catalyst_1.
Escape character is '^]'.

Cisco Systems Console

Enter password:
Catalyst_1> 

�µ� �¿�½�T�’  MSFC �t�ž�«�·�µ�b�”	Ô�ù

�\�\�p�x�z�Ú
€
€���^�•�h�¯�ï�¹�”�ç  �Ù�”�Ä�‡�h�x  Telnet �·�¿�³�ã�ï�T�’  Multilayer Switch Feature
Card�¢ MSFC; �Ú�ç�½�è� �à  �µ� �¿�½  �Ñ�Ÿ�”�½�ß  �§�”�Å�£ �t�ž�«�·�µ�b�”�M�O�t�m�M�o
†�Ì�`�‡�b�{

• �¯�ï�¹�”�ç  �Ù�”�Ä�T�’  MSFC �t�ž�«�·�µ�b�”	Ô�ù�¢ p.2-4�£

• Telnet �·�¿�³�ã�ï�T�’  MSFC �t�ž�«�·�µ�b�”	Ô�ù�¢ p.2-5�£

�®MSFC CLI� �̄¢ p.2-9�£ �›�€	°�`�o�X�i�^�M�{

�¯�ï�¹�”�ç  �Ù�”�Ä�T�’  MSFC �t�ž�«�·�µ�b�”	Ô�ù

switch console �¯�Ú�ï�Å�›�–�;�`�o�z�µ�”�Í�Ì� �²  �¤�ï�´�ï�w�¯�ï�¹�”�ç  �Ù�”�Ä�t�Ú
€
€���^�•�h
�µ� �¿�½  CLI �T�’  MSFC �t�ž�«�·�µ�`�‡�b�{ MSFC CLI �›	4�ƒ�`�o�µ� �¿�½�w  CLI �t�í�”�t�x�z
Router> �Ó�é�ï�Ó�Ä�t�0�`�o  Ctrl-C  �›  3 �s�Ö�—�`�‡�b�{

�µ� �¿�½  CLI �T�’  MSFC �t�ž�«�·�µ�b�”	�	q�x�z�Í�w�q�S�“�p�b�{

�¢�«�£ �Þ�´�á�”�ç
j�ø�›�¦���`�s�M	Ô�ù�z�¯�ï�¹�”�ç�x�ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤�ï�´�ï	Í�w  MSFC �t

~�“�8�˜�“�‡�b�{

�¢�«�£ �µ�»�ï�Ì�   MSFC �w Cisco IOS CLI �t�ž�«�·�µ�b�”�t�x�z �f�w�µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�w
�¯�ï�¹�”�ç  �Ù�”�Ä�t
€���`�‡�b�{

�^�À �¯�Ú�ï�Å

�µ� �¿�½  CLI �T�’  MSFC �t�ž�«�·�µ�`�‡�b�{ switch console [mod]1

1. mod �¾
:�x�z MSFC �w�Þ�´�á�”�ç
j�ø�›�¦���`�‡�b�{�Þ�´�á�”�ç
j�ø  15 �x�z MSFC �U�µ�é�¿�Ä  1 �w�µ�”�Í�Ì� �²
�¤�ï�´�ï�t�e�L�^�•�o�M�”�\�q�›�Ô�`�‡�b�{�Þ�´�á�”�ç
j�ø  16 �x�z MSFC �U�µ�é�¿�Ä  2 �w�µ�”�Í�Ì� �²  �¤�ï�´
�ï�t�e�L�^�•�o�M�”�\�q�›�Ô�`�‡�b�{ Supervisor Engine 720 �w	Ô�ù�z mod �¾
:�x  MSFC3 �w�Þ�´�á�”�ç
j�ø�›�¦��
�`�‡�b�{�Þ�´�á�”�ç
j�ø  15 �x�z MSFC3 �U�µ�é�¿�Ä  5�¢ 6 �‡�h�x  9 �µ�é�¿�Ä�w�µ� �¿�½�£�‡�h�x�µ�é�¿�Ä  7�¢ 13 �µ
�é�¿�Ä�w�µ� �¿�½�£ �t�K�”  Supervisor Engine 720 �t�e�L�^�•�o�M�”�\�q�›�Ô�`�‡�b�{ �Þ�´�á�”�ç
j�ø  16 �x�zMSFC3
�U�µ�é�¿�Ä  6�¢ 6 �‡�h�x  9 �µ�é�¿�Ä�w�µ�  �¿�½�£�‡�h �x�µ�é�¿�Ä  8�¢ 13 �µ�é�¿�Ä�w�µ� �¿�½�£�t�K�”  Supervisor
Engine 720 �t�e�L�^�•�o�M�”�\�q�›�Ô�`�‡�b�{
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�Í�t�z�µ� �¿�½  CLI �T�’�ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤�ï�´�ï�w�ž�«�Â�Ÿ�Ò  MSFC �t�ž�«�·�µ�`�z
MSFC CLI �›	4�ƒ�`�o�µ� �¿�½  CLI �t�í�”�«�›�Ô�`�‡�b�{

Console> (enable)  switch console 15
Trying Router-15...
Connected to Router-15.
Type ^C^C^C to switch back...
Router> ^C^C^C
Console> (enable)

Telnet �·�¿�³�ã�ï�T�’  MSFC �t�ž�«�·�µ�b�”	Ô�ù

session mod �¯�Ú�ï�Å�›�Ö�—�`�o�z�µ� �¿�½  CLI �T�’  Telnet �·�¿�³�ã�ï�t�‘�l�o  MSFC �t�ž�«�·�µ
�`�‡�b�{ MSFC CLI �›	4�ƒ�`�o�µ� �¿�½  CLI �t�í�”�t�x�z Router> �Ó�é�ï�Ó�Ä�p  ^]  �‡�h�x  exit �¯�Ú
�ï�Å�›�Ö�—�`�‡�b�{

�¢�«�£ mod �¾
:�x�z MSFC �w�Þ�´�á�”�ç
j�ø�›�¦���`�‡�b�{�Þ�´�á�”�ç
j�ø  15 �x�z MSFC �U�µ�é�¿�Ä  1 �w
�µ�”�Í�Ì� �²  �¤�ï�´�ï�t�e�L�^�•�o�M�”�\�q�›�Ô�`�‡�b�{�Þ�´�á�”�ç
j�ø  16 �x�z MSFC �U�µ�é�¿
�Ä 2 �w�µ�”�Í�Ì� �²  �¤�ï�´�ï�t�e�L�^�•�o�M�”�\�q�›�Ô�`�‡�b�{ Supervisor Engine 720 �w	Ô�ù�zmod
�¾
:�x  MSFC3 �w�Þ�´�á�”�ç
j�ø�›�¦���`�‡�b�{�Þ�´�á�”�ç
j�ø  15 �x�z MSFC3 �U�µ�é�¿�Ä  5�¢ 6 �‡
�h�x  9 �µ�é�¿�Ä�w�µ� �¿�½�£�‡�h�x�µ�é�¿�Ä  7�¢ 13 �µ�é�¿�Ä�w�µ� �¿�½�£�t�K�”  Supervisor Engine
720 �t�e�L�^�•�o�M�”�\�q�›�Ô�`�‡�b�{�Þ�´�á�”�ç
j�ø  16 �x�z MSFC3 �U�µ�é�¿�Ä  6�¢ 6 �‡�h�x  9 �µ
�é�¿�Ä�w�µ� �¿�½�£�‡�h�x�µ�é�¿�Ä  8�¢ 13 �µ�é�¿�Ä�w�µ� �¿�½�£�t�K�”  Supervisor Engine 720 �t�e
�L�^�•�o�M�”�\�q�›�Ô�`�‡�b�{

�Í�t�z�µ� �¿�½  CLI �T�’  MSFC �t�ž�«�·�µ�`�z MSFC CLI �›	4�ƒ�`�o�µ� �¿�½  CLI �t�í�”�«�›�Ô�`
�‡�b�{

Console> (enable) session 15
Trying Router-15...
Connected to Router-15.
Escape character is '^]'.
Router> exit
Console> (enable)

CLI �w
â�^

�\�\�p�x�z�µ� �¿�½  CLI �w
â�^	�	q�t�m�M�o
†�Ì�`�‡�b�{

• �µ� �¿�½  CLI �¯�Ú�ï�Å�w�Þ�”�Å�¢ p.2-5�£

• �¯�Ú�ï�Å�å� �ï�p�w�Þ�´�á�”�ç�z�Ù�”�Ä�z�S�‘�|  VLAN �w�¦���¢ p.2-6�£

• MAC �ž�Å�è�µ�z IP �ž�Å�è�µ�z�S�‘�|  IP �¤� �æ�ž�µ�w�¦���¢ p.2-7�£

• �¯�Ú�ï�Å�å� �ï�w�$	B�¢ p.2-7�£

• �Î�µ�Ä�æ�”�õ�¢ p.2-8�£

• �¯�Ú�ï�Å  �Ô�ç�Ó�w�b�;�M�O�¢ p.2-8�£

�µ� �¿�½  CLI �¯�Ú�ï�Å�w�Þ�”�Å

�µ� �¿�½  CLI �x�z 2 �m�w
â�^�Þ�”�Å�z�â�”�²  �Þ�”�Å�q� �É�”�Ò�ç  �Þ�”�Å�›�±�Ù�”�Ä�`�‡�b�{�r�j
�’�w�Þ�”�Å�‹�Í�µ�ë�”�Å�p�-�¢�^�•�‡�b�{�â�”�²  �Þ�”�Å  �¯�Ú�ï�Å�x�z�Ô	×�$�s�³�µ�Â�Ü  �Þ�Ç�»�æ
�ï�¬�^�À�t�–�;�`�‡�b�{� �É�”�Ò�ç  �Þ�”�Å  �¯�Ú�ï�Å�x�z�³�µ�Â�Ü�›
ƒ���`�z�,�Š�$�s�Ä�å�Ò�ç
�³�á�”�Â�Ÿ�ï�¬�›�î�æ�b�”	Ô�ù�t�–�;�`�‡�b�{
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�é�¬� �ï�™�z�³�µ�Â�Ü�x�×�ˆ�$�t�â�”�²  �Þ�”�Å�t�s�“�z�â�”�²  �Þ�”�Å  �¯�Ú�ï�Å�i�Z�U�–�;�p�V�‡
�b�{� �É�”�Ò�ç  �Þ�”�Å�t�ž�«�·�µ�b�”�t�x�z enable �¯�Ú�ï�Å�q�z�f�w�™�–�t� �É�”�Ò�ç  �Þ�”�Å  �Í
�µ�ë�”�Å�›�Ö�—�`�‡�b�{� �É�”�Ò�ç  �Þ�”�Å�›	4�ƒ�`�o�â�”�²  �Þ�”�Å�t�í�”�t�x�z�Ó�é�ï�Ó�Ä�t
disable �¯�Ú�ï�Å�›�Ö�—�`�‡�b�{

�Í�t�z� �É�”�Ò�ç  �Þ�”�Å�t�ž�«�·�µ�b�”�«�›�Ô�`�‡�b�{

Console> enable
Enter Password: <password>
Console> (enable)

�¯�Ú�ï�Å�å� �ï�p�w�Þ�´�á�”�ç�z�Ù�”�Ä�z�S�‘�|  VLAN �w�¦��

�µ� �¿�½  �¯�Ú�ï�Å�t�G���È�q	–���È�w�à���x�K�“�‡�d�œ�{�‡�h�z�¯�Ú�ï�Å�S�‘�|�Í�å�Ý�”�»�x�z�q
�O�–�;�D�ó�s���w�¯�Ú�ï�Å�S�‘�|�Í�å�Ý�”�»�q�Ì�¬�t�à���p�V�”���È
:�‡�p�z	²�t�b�”�\�q�U�D�ó
�p�b�{

Catalyst 6500 �³�æ�”�¶  �µ� �¿�½�x�z�Ú�ç�½�Þ�´�á�”�ç  �³�µ�Â�Ü�p�b�{ CLI �T�’�Ö�—�`�h�¯�Ú�ï�Å
�x�z�³�µ�Â�Ü
¶�.�t�&�;�b�”�\�q�‹�z�›���w�Þ�´�á�”�ç�z�Ù�”�Ä�z�‡�h�x  VLAN�¢�>
Ý  LAN�£�t�&
�;�b�”�\�q�‹�p�V�‡�b�{

�Þ�´�á�”�ç�z�Ù�”�Ä�z�S�‘�|  VLAN �t�x�z 1 �T�’�•�‡�”
j�ø�U	q
j�t�)�Q�’�•�‡�b�{�µ�”�Í�Ì� �²
�¤�ï�´�ï�x�Þ�´�á�”�ç  1 �p�z�µ�é�¿�Ä  1 �t�e�L�`�‡�b�{�µ� �¿�½�t	Ñ�Õ�µ�”�Í�Ì� �²  �¤�ï�´�ï�U�e
�L�^�•�o�M�”	Ô�ù�x�z�µ�é�¿�Ä  1 �q�µ�é�¿�Ä  2 �t�µ�”�Í�Ì� �²  �¤�ï�´�ï�›�e�L�`�‡�b�{ Supervisor
Engine 720 �x�z 6 �‡�h�x  9 �µ�é�¿�Ä�w�µ� �¿�½�w	Ô�ù�x�Þ�´�á�”�ç  5 �p�z�µ�é�¿�Ä  5 �t�e�L�`�‡�b�{
�‡�h�z 13 �µ�é�¿�Ä�w�µ� �¿�½�w	Ô�ù�x�Þ�´�á�”�ç  7 �p�z�µ�é�¿�Ä  7 �t�e�L�`�‡�b�{	Ñ�Õ  Supervisor
Engine 720 �›�–�;�b�”	Ô�ù�z 6 �‡�h�x  9 �µ�é�¿�Ä�w�µ� �¿�½�p�x�µ�é�¿�Ä  5 �q  6�z 13 �µ�é�¿�Ä�w�µ
� �¿�½�p�x�µ�é�¿�Ä  7 �q  8 �t  Supervisor Engine 720 �›�e�L�`�‡�b�{

�›���w�Þ�´�á�”�ç�›�¦���b�”�t�x�z�Þ�´�á�”�ç
j�ø�›�–�;�`�‡�b�{

�Ù�”�Ä  1 �x	×�t�(�z�w�Ù�”�Ä�p�b�{�›���Þ�´�á�”�ç�w�›���Ù�”�Ä�›�¦���b�”�t�x�z mod/port �q�M�O
�¯�Ú�ï�Å�Ï���›�–�;�`�‡�b�{�h�q�Q�y�z 3/1 �x�Þ�´�á�”�ç  3 �w�Ù�”�Ä  1 �›
¯�`�‡�b�{ set trunk �S�‘
�|  set port channel �s�r�w�°
æ�w�¯�Ú�ï�Å�p�x�z�Ù�”�Ä�w�æ�µ�Ä�›�¦���p�V�‡�b�{


ó
:�w�Ù�”�Ä�›�¦���b�”�t�x�z�§�ï�Ú�p�à
~�l�o�¢�µ�Ö�”�µ�›�Ö�•�c�t�£�x�‘�w�Ù�”�Ä�›�¦���b�”
�T�z 2 �m�w�Ù�”�Ä
j�ø�›�Ë� �Ñ�ï�¢ -�£�p�m�s�M�p�Ù�”�Ä
c�“�›�¦���`�‡�b�{�Ë� �Ñ�ï�w�M�U�§�ï�Ú
�‘�“��
Œ�^�•�‡�b�{


¯ 2-1 �t�z�Ù�”�Ä�S�‘�|�Ù�”�Ä
c�“�w�¦���«�›�Ô�`�‡�b�{

VLAN �x�z�¤  VLAN �t  1 �m�c�m�0� 
Ç�Z�’�•�h
j�ø�p�K�”  VLAN ID �t�‘�l�o�Ý���`�‡�b�{ VLAN
�w�æ�µ�Ä�›�¦���b�”�t�x�z�§�ï�Ú�p�à
~�l�o�¢�µ�Ö�”�µ�›�Ö�•�c�t�£�x�‘�w  VLAN �›�¦���b�”�T�z
2 �m�w VLAN 
j�ø�›�Ë� �Ñ�ï�¢ -�£�p�m�s�M�p  VLAN 
c�“�›�¦���`�‡�b�{


¯ 2-1 �Ù�”�Ä�S�‘�|�Ù�”�Ä
c�“�w�¦��

� « � ;� ó

2/1 �Þ�´�á�”�ç  2 �w�Ù�”�Ä  1 �›�¦���`�‡�b�{

3/4-8 �Þ�´�á�”�ç  3 �w�Ù�”�Ä  4�z 5�z 6�z 7�z 8 �›�¦���`�‡�b�{

5/2,5/4,6/10 �Þ�´�á�”�ç  5 �w�Ù�”�Ä  2 �S�‘�|�Ù�”�Ä  4 �›�¦���`�z�^�’�t�Þ�´�á�”�ç  6 �w
�Ù�”�Ä  10 �›�¦���`�‡�b�{

3/1-2,4/8 �Þ�´�á�”�ç  3 �w�Ù�”�Ä  1 �S�‘�|�Ù�”�Ä  2 �›�¦���`�z�^�’�t�Þ�´�á�”�ç  4 �w
�Ù�”�Ä  8 �›�¦���`�‡�b�{



�H 2 	·       CLI
Catalyst CLI

2-7
Catalyst 6500 �³�æ�”�¶  �µ� �¿�½  �¹�Ñ�Ä�¢�£�ž  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �¨� �Å

OL-7193-01-J


¯ 2-2 �t�z VLAN �S�‘�|  VLAN 
c�“�w�¦���«�›�Ô�`�‡�b�{

MAC �ž�Å�è�µ�z IP �ž�Å�è�µ�z�S�‘�|  IP �¤� �æ�ž�µ�w�¦��

�°
æ�w�¯�Ú�ï�Å�p�x�z MAC�¢�Ý�Ã�Ÿ�ž  �ž�«�·�µ
M�š�£�ž�Å�è�µ�z IP �ž�Å�è�µ�z�‡�h�x  IP �¤� �æ�ž
�µ�›
ª	j���Ü�p�¦���b�”
ž�A�U�K�“�‡�b�{ MAC �ž�Å�è�µ�w���Ü�x�z�Í�w�‘�O�t�z 6 �m�w 16 
�
:�È
�›�Ë� �Ñ�ï�p�à
~�l�o�¦���`�‡�b�{

00-00-0c-24-d2-fe

IP �ž�Å�è�µ�w���Ü�x  32 �Ï�¿�Ä�p�K�“�z�Í�w�‘�O�t�z�É�¿�Ä�ë�”�«  �·�«�³�ã�ï�z�¦�Ó�³�ã�ï�w�±�Ò
�É�¿�Ä  �·�«�³�ã�ï�z�S�‘�|�×�µ�Ä  �·�«�³�ã�ï�›
¯�b  4 �m�w�¦�«�Â�¿�Ä�›�Ð�æ�¦�Å�p�à
~�l�o�¦��
�`�‡�b�¢�Å�¿�Ä
Ç�V  10 
�
¯�G�£ �{

126.2.54.1

�µ� �¿�½	Í�p  IP �¤� �æ�ž�µ�›
ƒ���`�o�M�”	Ô�ù�x�z �Å�¿�Ä
Ç�V  10 
�
¯�G�w  IP �ž�Å�è�µ�w�E�˜�“�t
IP �¤� �æ�ž�µ�›�–�;�p�V�‡�b�{ IP �¤� �æ�ž�µ�x�z IP �ž�Å�è�µ�‡�h�x  IP �¤� �æ�ž�µ�›���[�b�”�¯�Ú
�ï�Å�›	†�V�z IP �ž�Å�è�µ�›�–�;�b�”�„�q�œ�r�w�¯�Ú�ï�Å�t�–�;�p�V�‡�b�{ IP �¤� �æ�ž�µ�w�–�;�M�O
�t�m�M�o�x�z �®�µ� �¿�½	Í�p�w  IP �¤� �æ�ž�µ�w���[�¯ �¢ p.21-8�£ �›�€	°�`�o�X�i�^�M�{

�µ� �¿�½	Í�p  Domain Name System�¢ DNS; �Å�Ý� �ï  �É�”�Ü  �³�µ�Â�Ü�£�›
ƒ���`�o�M�”	Ô�ù�z IP �ž
�Å�è�µ�w�E�˜�“�t  DNS �×�µ�Ä�Ê�›�–�;�p�V�‡�b�{ DNS �w
ƒ��	�	q�t�m�M�o�x�z �H 29 	·�® DNS �w

ƒ���¯ �›�€	°�`�o�X�i�^�M�{

�¯�Ú�ï�Å�å� �ï�w�$	B

�7�™�t�Ö�—�`�h  20 �x�w�¯�Ú�ï�Å�x�z�Î�µ�Ä�æ  �Ì�¿�Ñ�•�t�-���^�•�‡�b�{�\�•�’�w�¯�Ú�ï�Å�›�µ�«
�é�”�ç�`�z �Ó�é�ï�Ó�Ä�T�’�¯�Ú�ï�Å�›�Ö�—�`�h�“�$	B�`�h�“�b�”�\�q�U�p�V�‡�b�{ 
¯ 2-3 �t�z �µ� �¿
�½ �¯�Ú�ï�Å�›�Ö�—�S�‘�|�$	B�b�”�q�V�t�–�;�b�”�©�”�Ø�”�Å  �³�ã�”�Ä�§�¿�Ä�›�Ô�`�‡�b�{


¯ 2-2 VLAN �S�‘�|  VLAN 
c�“�w�¦��

� « � ;� ó

10 VLAN 10 �›�¦���`�‡�b�{

5,10,15 VLAN 5�z 10�z 15 �›�¦���`�‡�b�{

10-50,500 VLAN 10 �™ 50�¢�†�z�›���‰�£�S�‘�|  VLAN 500 �›�¦���`�‡�b�{


¯ 2-3 �¯�Ú�ï�Å�å� �ï�$	B�;�©�”�Ø�”�Å  �³�ã�”�Ä�§�¿�Ä

�©�”�µ�Ä�é�”�« �;�ó

Ctrl-A �¯�Ú�ï�Å�å� �ï�w
Œ�„���È�t� �ˆ�`�‡�b�{

Ctrl-B �‡�h�x�(�ü�¹�©�” �§�”�¹�ç�›  1 ���È
ü�i�Z�™�@�^�d�‡�b�{

Ctrl-C �¤�µ�­�”�Ó�`�o�Ó�é�ï�Ó�Ä�S�‘�|�^�À�›�'�j
~�“�‡�b�{

Ctrl-D �§�”�¹�ç�•�”�w���È�›�_	†�`�‡�b�{

Ctrl-E �q�O�w�¯�Ú�ï�Å�å� �ï�w�¤
Œ�t� �ˆ�`�‡�b�{

Ctrl-F �‡�h�x�È�ü�¹�©�” 1 �§�”�¹�ç�›  1 ���È
ü�i�Z
��Š�‡�b�{

Ctrl-K �§�”�¹�ç�•�”�T�’�¯�Ú�ï�Å�å� �ï�w�¤
Œ�‡�p�›�_	†�`�‡�b�{

Ctrl-L�z Ctrl-R �q�O�w�¯�Ú�ï�Å�å� �ï�›�~�æ�`�o���“�&�`�‡�b�{

Ctrl-N �‡�h�x�<�ü�¹�©�” 1 �Î�µ�Ä�æ  �Ì�¿�Ñ�•�º�w�Í�w�¯�Ú�ï�Å�å� �ï�›�Ö�—�`�‡�b�{

Ctrl-P �‡�h�x	Í�ü�¹�©�” 1 �Î�µ�Ä�æ  �Ì�¿�Ñ�•�º�w  1 �m
²�w�¯�Ú�ï�Å�å� �ï�›�Ö�—�`�‡�b�{
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�Î�µ�Ä�æ�”�õ

�Î�µ�Ä�æ  �Ì�¿�Ñ�•�t�x�z�z�¤�·�¿�³�ã�ï�p�7�™�t�Ö�—�`�h  20 �x�w�¯�Ú�ï�Å�U�-���^�•�‡�b�{�Î�µ
�Ä�æ�”�õ�t�‘�“�z�›	��s	²�t���Ü�w�¯�Ú�ï�Å�›�–�;�`�o�z�6�Ö�—�d�c�t�\�•�’�w�¯�Ú�ï�Å�t�ž�«�·
�µ�p�V�‡�b�{ 
¯ 2-4 �t�z�Î�µ�Ä�æ�”�õ�¯�Ú�ï�Å�›�Ô�`�‡�b�{

�¯�Ú�ï�Å  �Ô�ç�Ó�w�b�;�M�O

�â�”�²  �Þ�”�Å�‡�h�x� �É�”�Ò�ç  �Þ�”�Å�p�z help �‡�h�x  ? �q�Ö�—�b�”�q�z�f�w�Þ�”�Å�p�–�;�p�V�”
�¯�Ú�ï�Å�U
¯�Ô�^�•�‡�b�{�›���w�¯�Ú�ï�Å�w�™�–�t  help �‡�h�x  ? �›�Ö�—�b�”�q�z�¯�Ú�ï�Å�w�–�;�M
�O�s�r�w�4�

†�Ì�U
¯�Ô�^�•�‡�b�{�¯�Ú�ï�Å�w�Ö�—�Ì�t�¾
:�w
:�›���§�Q�h	Ô�ù�z�‡�h�x�Á�®�s�¾

:�›�¦���`�h	Ô�ù�t�x�z�¯�Ú�ï�Å�w�–�M�M�z�Ô�ç�Ó  �Ý�Ç�á�”�z�S�‘�|�˜�p�b�”	Ô�ù�t�x�Í�å�Ý�”�»

c�“�U
¯�Ô�^�•�‡�b�{�‡�h�z help �‡�h�x  ? �›�¯�Ú�ï�Å  �§�Â�°�æ�t�å�C�b�”�q�z�f�w�§�Â�°�æ�w�¯�Ú
�ï�Å  �æ�µ�Ä�U
¯�Ô�^�•�‡�b�{

Ctrl-U�z Ctrl-X �§�”�¹�ç�•�”�T�’�¯�Ú�ï�Å�å� �ï�w
Œ�„�‡�p�›�_	†�`�‡�b�{

Ctrl-W �7�™�t�Ö�—�`�h�o� �›�_	†�`�‡�b�{

Esc B �o�   1 �m
ü�i�Z�§�”�¹�ç�›�™�@�^�d�‡�b�{

Esc D �§�”�¹�ç�T�’�o� �w�¤
Œ�‡�p�›�_	†�`�‡�b�{

Esc F �o�   1 �m
ü�i�Z�§�”�¹�ç�›
��Š�‡�b�{

Delete �©�” �‡�h�x  Backspace
�©�”

�¯�Ú�ï�Å�Ö�—�Ì�w�¡�“�›	«�ˆ�`�z�\�w�©�”�t���Z�o�¯�Ú�ï�Å�›�6
�Ö�—�`�‡�b�{

1. �ü�¹�©�”�x�z VT100 �s�r�w  ANSI �“�õ�z�¤�t�v�l�o���®�p�b�{


¯ 2-3 �¯�Ú�ï�Å�å� �ï�$	B�;�©�”�Ø�”�Å  �³�ã�”�Ä�§�¿�Ä�¢���V�£

�©�”�µ�Ä�é�”�« �;�ó


¯ 2-4 �Î�µ�Ä�æ�”�õ�¯�Ú�ï�Å

�¯�Ú�ï�Å �;�ó

�7�Ù�Ö�—�`�h�¯�Ú�ï�Å�›
S
î�b�”	Ô�ù

!! �7�™�t�Ö�—�`�h�¯�Ú�ï�Å�›
S
î

!-nn �7�™�T�’  nn 
j�Š�w�¯�Ú�ï�Å�›
S
î

!n �¯�Ú�ï�Å  n �›
S
î

!aaa ���È�»  aaa �T�’�•�‡�”�¯�Ú�ï�Å�›
S
î

!?aaa ���È�»  aaa �›���‰�¯�Ú�ï�Å�›
S
î

�7�™�t�Ö�—�`�h�¯�Ú�ï�Å�›�!�Ë�`�o
S
î�b�”	Ô�ù

^aaa^bbb �7�™�t�Ö�—�`�h�¯�Ú�ï�Å�w���È�»  aaa �›���È�»  bbb �t�”�õ


²�t�Ö�—�`�h�¯�Ú�ï�Å�w�¤
Œ�t���È�»�›�å�C�`�o
S
î�b�”	Ô�ù

!!aaa �7�™�t�Ö�—�`�h�¯�Ú�ï�Å�w�¤
Œ�t���È�»  aaa �›�å�C

!n aaa �¯�Ú�ï�Å  n �w�¤
Œ�t���È�»  aaa �›�å�C

!aaa bbb ���È�»  aaa �T�’�•�‡�”�¯�Ú�ï�Å�w�¤
Œ�t���È�»  bbb �›�å�C

!?aaa bbb ���È�»  aaa �U���‡�•�”�¯�Ú�ï�Å�w�¤
Œ�t���È�»  bbb �›�å�C
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MSFC CLI
�\�\�p�x�z MSFC CLI �t�m�M�o
†�Ì�`�‡�b�{

• Cisco IOS �¯�Ú�ï�Å  �Þ�”�Å�¢ p.2-9�£

• Cisco IOS CLI�¢ p.2-11�£

�¢�«�£ �®�µ� �¿�½�T�’  MSFC �t�ž�«�·�µ�b�”	Ô�ù�¯ �¢ p.2-4�£ �p
†�Ì�`�h�M�O�t�C�Q�o�z MSFC �t  Telnet �p
�Ú
€�ž�«�·�µ�b�”�‘�O�t  Cisco IOS �¹�Ñ�Ä�¢�£�ž�›
ƒ���p�V�‡�b�{�Í�w  URL �t�K�”�° Cisco IOS
Security Configuration Guide�±�w�® Configuring Authentication�¯�›�€	°�`�o�X�i�^�M�{
http://www.cisco.com/univercd/cc/td/doc/product/software/ios121/121cgcr/secur_c/scprt1/scdathen.htm

Cisco IOS �¯�Ú�ï�Å  �Þ�”�Å

Cisco IOS �w�â�”�²  � �ï�»�”�Ñ�£� �µ�t�x�z�^�‡�_�‡�s�Þ�”�Å�U�K�“�‡�b�{�q�O�w�Þ�”�Å�t�‘�l�o�z
�–�;�p�V�”�¯�Ú�ï�Å�U�>�‡�“�‡�b�{�q�O�w�Þ�”�Å�p�–�;�p�V�”�¯�Ú�ï�Å�w�æ�µ�Ä�›
¯�Ô�b�”�t�x�z
�³�µ�Â�Ü  �Ó�é�ï�Ó�Ä�p�Y�ð
Ö�¢ ?�£�›�Ö�—�`�‡�b�{	Ä�I�t�m�M�o�x�z �®Cisco IOS �¯�Ú�ï�Å�S�‘�|�Ï
���w�æ�µ�Ä
¯�Ô�¯ �¢ p.2-10�£ �›�€	°�`�o�X�i�^�M�{

�µ� �¿�½	Í�p�·�¿�³�ã�ï�›�‰�•�b�”�q�V�x�z�â�”�²  �Þ�”�Å�¢���Ê�â�”�²  EXEC �Þ�”�Å�£�p�•�Š�‡
�b�{ EXEC �Þ�”�Å�p�x�z�v�’�•�h�°
æ�w�¯�Ú�ï�Å�`�T�–�;�p�V�‡�d�œ�{�b�‚�o�w�¯�Ú�ï�Å�›�–�;�p
�V�”�‘�O�t�b�”�t�x�z� �É�”�Ò�ç  EXEC �Þ�”�Å�›�‰�•�`�s�Z�•�y�s�“�‡�d�œ�{� �É�”�Ò�ç  EXEC
�Þ�”�Å�t�ž�«�·�µ�b�”�t�x�z�è	×�z�Í�µ�ë�”�Å�w�Ö�—�U
ž�A�p�b�{� �É�”�Ò�ç  EXEC �Þ�”�Å�p�x�z
�Ú�™�w EXEC �¯�Ú�ï�Å�›�Ö�—�p�V�”�„�T�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�ž�«�·�µ
�p�V�‡�b�{ EXEC �¯�Ú�ï�Å�w�„�q�œ�r�x�z show �¯�Ú�ï�Å�¢�q�O�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �µ�Â�”
�»�µ�›
¯�Ô�£ �z clear �¯�Ú�ï�Å�¢�§�¢�ï�»�‡�h�x� �ï�»�”�Ñ�£� �µ�›	«�ˆ�£�s�r�w�‘�O�t�z�°�s�T�W
�“�w�¯�Ú�ï�Å�p�b�{�µ� �¿�½�›�6�I�ˆ�`�o�‹  EXEC �¯�Ú�ï�Å�U�-���^�•�”�\�q�x�K�“�‡�d�œ�{

�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�x�z�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�w�!�Ë�›�æ�O�\�q�U�p�V�‡�b�{

ƒ���›�K�q�p�-���`�h	Ô�ù�z�µ� �¿�½�w�6�I�ˆ�™�‹�¯�Ú�ï�Å�U�-���^�•�o�M�‡�b�{�7	s�t�¬�é�”�Ì
�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�›�‰�•�b�”
ž�A�U�K�“�‡�b�{�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã
�ï  �Þ�”�Å�T�’�z� �ï�»�”�Ñ�£� �µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�z�±�Ò� �ï�»�”�Ñ�£� �µ  �¯�ï
�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�z�S�‘�|�¤	��Ó�é�Ä�¯�ç�{���w�Þ�”�Å�›�‰�•�p�V�‡�b�{

ROM �Þ�Ç�»  �Þ�”�Å�x�z�µ� �¿�½�U
Y	×�t�I�ˆ�p�V�s�M	Ô�ù�t�–�;�b�”�x���w�Þ�”�Å�p�b�{�h�q�Q
�y�z�µ� �¿�½�w�I�ˆ�Ì�t���®�s�³�µ�Â�Ü  � �Ý�”�´�U�_�m�T�’�s�M	Ô�ù�z�‡�h�x�µ� �¿�½�w�¯�ï�Ñ�Ÿ
�ª�á�è�”�³�ã�ï  �Ñ�•� �ç�U�u�•�o�M�”	Ô�ù�t�z �µ� �¿�½�p  ROM �Þ�Ç�»  �Þ�”�Å�U�‰�•�^�•�”	Ô�ù�U
�K�“�‡�b�{	Ä�I�t�m�M�o�x�z �®ROM �Þ�Ç�»�w  CLI� �̄¢ p.2-2�£ �›�€	°�`�o�X�i�^�M�{


¯ 2-5 �t�z�–�;
Ã�S�w�ô�M  Cisco IOS �Þ�”�Å�›�Ô�`�‡�b�{
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�â�”�²�U�Ö�—�`�h�¯�Ú�ï�Å�x�z Cisco IOS �¯�Ú�ï�Å  � �ï�»�”�Ó�æ�»�¢���Ê  EXEC�£�t�‘�l�o�r
s�S
�‘�|�î�æ�^�•�‡�b�{�¯�Ú�ï�Å�›�Ö�—�b�”�M�z���w�¯�Ú�ï�Å�q�à���U�m�X���È
:�i�Z�›�Ö�—�b�”�\�q
�t�‘�“�z�¯�Ú�ï�Å�S�‘�|�©�”�ë�”�Å�›	²�t�p�V�‡�b�{�h�q�Q�y�z show �¯�Ú�ï�Å�x  sh�z configure
terminal �¯�Ú�ï�Å�x  config t �q	²�t�p�V�‡�b�{

exit �q�Ö�—�b�”�q�z�µ� �¿�½�x  1 �è�Õ�ç
²�t�í�“�‡�b�{�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�›�ì
¶�t	4
�ƒ�`�o� �É�”�Ò�ç  EXEC �Þ�”�Å�t�í�”�t�x�z Ctrl-Z �©�”�›�!�`�‡�b�{

Cisco IOS �¯�Ú�ï�Å�S�‘�|�Ï���w�æ�µ�Ä
¯�Ô

�r�w�¯�Ú�ï�Å  �Þ�”�Å�p�‹�z�Y�ð
Ö�¢ ?�£�›�Ö�—�b�”�\�q�t�‘�“�z�–�;�p�V�”�¯�Ú�ï�Å�w�æ�µ�Ä�›
¯
�Ô�p�V�‡�b�{

Router> ?

�›���w���È�³�”�­�ï�µ�p�•�‡�”�¯�Ú�ï�Å�w�æ�µ�Ä�›
¯�Ô�b�”�t�x�z�f�•�’�w���È�›�Ö�—�`�z�f�w�™
�–�t�Y�ð
Ö�¢ ?�£�›�Ö�—�`�‡�b�{�µ�Ö�”�µ�x�Ö�•�s�M�p�X�i�^�M�{�\�w���Ü�w�Ô�ç�Ó�x�z�â�”�²�t
�E�˜�l�o  1 �m�w�o� �›�ì
R�^�d�”�w�p�z�ë�”�Å  �Ô�ç�Ó�q�M�M�‡�b�{

Router# co?
configure


¯ 2-5 �–�;
Ã�S�w�ô�M  Cisco IOS �¯�Ú�ï�Å  �Þ�”�Å

�Þ�”�Å �;�M�w
†�Ì �ž�«�·�µ�M�O �Ó�é�ï�Ó�Ä

�â�”�²  EXEC �æ�Þ�”�Ä
÷�”�•�w
€���z �z�¤�w�°�Ì
�$�s
ƒ���!�Ë�z �,�Š�$�s�Â�µ�Ä�w�î
�æ�z�S�‘�|�³�µ�Â�Ü	Ø�C�w
¯�Ô�{

�é�¬� �ï�`�‡�b�{ Router>

� �É�”�Ò�ç  EXEC �ˆ�^�Í�å�Ý�”�»�w
ƒ���{ � �É�”�Ò�ç
�¯�Ú�ï�Å  �·�¿�Ä�t�x�z �â�”�²  EXEC
� Þ � ” � Å � w � ¯ � Ú � ï � Å � w � „ � T � t
configure �¯�Ú�ï�Å�U�� �‡�•�‡�b�{
�\�w�¯�Ú�ï�Å�›�–�;�`�o�z ���w�¯�Ú
�ï�Å  �Þ�”�Å�t�ž�«�·�µ�`�‡�b�{

�â�”�²  EXEC �Þ�”�Å�p�z
enable �¯�Ú�ï�Å�S�‘�|� 
�É�”�Ò�ç  �Í�µ�ë�”�Å�›�Ö�—
�`�‡�b�{

Router#

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á
�è�”�³�ã�ï

�³�µ�Â�Ü
¶�.�t�è�¹�›�t�…�b�;�ó
�w
ƒ���{

� �É�”�Ò�ç  EXEC �Þ�”�Å�p�z
configure terminal  �¯ �Ú�ï �Å
�›�Ö�—�`�‡�b�{

Router(config)#

�   � ï �» � ” �Ñ�£�   �µ  � ¯ � ï
�Ñ�Ÿ�ª�á�è�”�³�ã�ï

� �ï�»�”�Ñ�£� �µ���t�–�;�p�V�”
�^�‡�_�‡�s�;�ó�U�K�“�‡�b�{� �ï
�» � ” �Ñ�£�   �µ  � ¯ �Ú� ï �Å�x�z�ª � ¨
�Ï�¿�Ä  � �”�±�É�¿�Ä�‡�h�x�Ñ�•�µ
�Ä � �”�±�É�¿�Ä  � �ï�»�”�Ñ�£� �µ
�w�ˆ�^�›� �É�”�Ò�ç�t�`�z �!�Ë�`�‡
�b�{

�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á
�è�”�³�ã�ï  �Þ�”�Å�p�z
interface type location �¯�Ú�ï
�Å�›�Ö�—�`�‡�b�{

Router(config-if)#

�¯�ï�¹�”�ç  �¯�ï�Ñ�Ÿ�ª�á
�è�”�³�ã�ï

�Ú
€
€���^�•�h�¯�ï�¹�”�ç�‡�h�x
Telnet 
€���t�‘�”�>
Ý�z�¤�T�’�z�\
�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å
�› �–� ; � ` �o � ¯ � ï � ¹ � ” �ç  �   � ï �» � ”
�Ñ�£� �µ�›
ƒ���`�‡�b�{

�¬�é�” � Ì �ç  � ¯ � ï �Ñ�Ÿ�ª �á
�è�” � ³ �ã � ï  �Þ�” �Å�p�z line
console 0 �¯�Ú�ï�Å�›�Ö�—�`
�‡�b�{

Router(config-line)#
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�©�”�ë�”�Å�‡�h�x�¾
:�w�æ�µ�Ä�›
¯�Ô�b�”�t�x�z�©�”�ë�”�Å�‡�h�x�¾
:�w�E�˜�“�t�Y�ð
Ö�›�Ö�—�`
�‡�b�{�Y�ð
Ö�w
²�t�µ�Ö�”�µ�›  1 �m�Ö�•�o�X�i�^�M�{�\�w���Ü�w�Ô�ç�Ó�x�z�b�p�t�Ö�—�`�h�¯�Ú�ï
�Å�z�©�”�ë�”�Å�z�S�‘�|�¾
:�t�,�n�M�o�z�–�;�p�V�”�©�”�ë�”�Å�‡�h�x�¾
:�›
¯�Ô�b�”�w�p�z�¯�Ú
�ï�Å�Ï���Ô�ç�Ó�q�M�M�‡�b�{

Router# configure ?
   memory               Configure from NV memory
   network              Configure from a TFTP network host
   overwrite-network    Overwrite NV memory from TFTP network host
   terminal             Configure from the terminal                         


²�t�Ö�—�`�h�¯�Ú�ï�Å�›�6
¯�Ô�b�”�t�x�z	Í�ü�¹�©�”�‡�h�x  Ctrl-P  �©�”�›�!�`�‡�b�{	Í�ü�¹�©�”�›
���Z�o�!�b�\�q�t�‘�“�z�Ú
²�t�Ö�—�`�h  20 �x�w�¯�Ú�ï�Å�›
¯�Ô�p�V�‡�b�{

�Î�ï�Ä �¯�Ú�ï�Å�w�Ö�—�t�m�M�o�ð�J�U
\�a�h	Ô�ù�x�z�³�µ�Â�Ü  �Ó�é�ï�Ó�Ä�›�¬�Ý�b�”�q�q�‹�t�z�Y�ð
Ö
�¢ ?�£�›�Ö�—�`�o�–�;�p�V�”�¯�Ú�ï�Å�w�æ�µ�Ä�›
¯�Ô�`�o�X�i�^�M�{�¯�Ú�ï�Å  �Þ�”�Å�U���§�l�o�M�”
�T�z���§�l�h�Ï���›�–�;�`�o�M�”�D�ó
Q�U�K�“�‡�b�{

�r�w�Þ�”�Å�p�‹�z Ctrl-Z �©�”�›�!�b�q� �É�”�Ò�ç  EXEC �Þ�”�Å�t�í�”�\�q�U�p�V�‡�b�{ 1 �m
²�w
�Þ�”�Å�t�í�”�t�x�z exit �›�Ö�—�`�‡�b�{

Cisco IOS CLI

�\�\�p�x�z�ç�”�Â�Ÿ�ï�¬�›
ƒ���b�”
²�t�g�r�`�o�S�X�‚�V�z Cisco IOS �p�w�,�Š�$�s
ƒ���^�À�t�m
�M�o
†�Ì�`�‡�b�{

• Cisco IOS �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�•�w�ž�«�·�µ�¢ p.2-11�£

• Cisco IOS �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�w
¯�Ô�S�‘�|�-���¢ p.2-12�£

• MSFC � �ï�»�”�Ñ�£� �µ�›�ž�¿�Ó�t�b�”�M�O�¢ p.2-12�£

Cisco IOS �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�•�w�ž�«�·�µ

Cisco IOS �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�ž�«�·�µ�b�”	�	q�x�Í�w�q�S�“�p�b�{

�¢�«�£ switch console �¯�Ú�ï�Å�›�–�;�`�o�z�µ�”�Í�Ì� �²  �¤�ï�´�ï�w�¯�ï�¹�”�ç  �Ù�”�Ä�t�Ú
€
€���^�•�h
�µ� �¿�½  CLI �T�’  MSFC �t�ž�«�·�µ�`�‡�b�{ Telnet �·�¿�³�ã�ï�T�’  MSFC �t�ž�«�·�µ�b�”�M�O�t
�m�M�o�x�z�®Telnet �·�¿�³�ã�ï�T�’  MSFC �t�ž�«�·�µ�b�”	Ô�ù�¯ �¢ p.2-5�£ �›�€	°�`�o�X�i�^�M�{

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 �µ� �¿�½  CLI �›�–�;�`�o�M�”	Ô�ù�x�z MSFC CLI
�›�‰�•�`�‡�b�{

Console> switch console [mod]

�µ�Â�¿�Ó 2 EXEC �Ó�é�ï�Ó�Ä�p�z� �É�”�Ò�ç  �Þ�”�Å�›�‰�•
�`�‡�b�{

Router> enable

�µ�Â�¿�Ó 3 � �É�”�Ò�ç  EXEC �Ó�é�ï�Ó�Ä�p�z�¬�é�”�Ì�ç  �¯
�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�›�‰�•�`�‡�b�{

Router# configure terminal
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Cisco IOS �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�w
¯�Ô�S�‘�|�-��

�!�Ë�›�æ�l�h�K�q�z
ƒ���›
¯�Ô�S�‘�|�-���b�”	�	q�x�Í�w�q�S�“�p�b�{

MSFC � �ï�»�”�Ñ�£� �µ�›�ž�¿�Ó�t�b�”�M�O

	Ý�¯�t�‘�l�o�x�z MSFC � �ï�»�”�Ñ�£� �µ�U���g	Í�w�³�ß�¿�Ä�¼�¢�ï	Ý�6�t�s�”�\�q�U�K�“�‡�b�{
� �ï�»�”�Ñ�£� �µ�w�µ�Â�”�»�µ�›�¬�Ý�b�”�t�x�z show interface �¯�Ú�ï�Å�›�–�;�`�‡�b�{

�¢�«�£ 	Ñ�Õ�µ�”�Í�Ì� �²  �¤�ï�´�ï�w�·�¿�Ä�ž�¿�Ó�Ì�t�z 1 �m�w MSFC 	Í�w� �ï�»�”�Ñ�£� �µ�U�³�ß�¿�Ä�¼
�¢�ï�b�”�q�z	Ñ�Õ  MSFC 	Í�w�0� �b�”  VLAN � �ï�»�”�Ñ�£� �µ�x�Í�­�¿�Ä�8
ù�›���­�`�‡�b�{�`
�h�U�l�o�z	Ñ�Õ  MSFC 	Í�w�0� �b�”� �ï�»�”�Ñ�£� �µ�›	��ˆ�p�³�ß�¿�Ä�¼�¢�ï�b�”
ž�A�U�K�“�‡
�b�{

���g	Í�w�³�ß�¿�Ä�¼�¢�ï	Ý�6�t�s�l�o�M�”  MSFC � �ï�»�”�Ñ�£� �µ�›�ž�¿�Ó�t�b�”�t�x�z � �É�”�Ò
�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�µ�Â�¿�Ó 4 �¤	��¯�Ú�ï�Å�›�Ö�—�`�o�z�ç�”�Â�Ÿ�ï�¬�›
ƒ��
�`�‡�b

�¢�\�w�Ú�Ç�á�ž�ç�p�™	\�b�”�˜�p�w
ƒ��	�	q�›
�€	°�`�o�X�i�^�M�£

�µ�Â�¿�Ó 5 �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�›	4�ƒ�`�‡�b�{ Router(config)# Ctrl-Z

�^�À �¯�Ú�ï�Å

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 � �É�”�Ò�ç  EXEC �Ó�é�ï�Ó�Ä�p�z�q�O�w�î�æ�¯
�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{

Router# show running-config

�µ�Â�¿�Ó 2 NVRAM �t�-���^�•�o�M�”
ƒ���›
¯�Ô�`�‡�b�{ Router# show startup-config

�µ�Â�¿�Ó 3 �q�O�w
ƒ���›  NVRAM �t�-���`�‡�b�{ Router# copy running-config startup-config

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 �ž�¿�Ó�t�b�”� �ï�»�”�Ñ�£� �µ�›�¦���`�‡�b�{ Router(config)# interface interface_type 
interface_num

�µ�Â�¿�Ó 2 � �ï�»�”�Ñ�£� �µ�›�ž�¿�Ó�t�`�‡�b�{ Router(config-if)# no shutdown

�µ�Â�¿�Ó 3 �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�›	4�ƒ�`�‡�b�{ Router(config-if)# Ctrl-Z
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3

�µ� �¿�½�w  IP �ž�Å�è�µ�S�‘�|
�Ã�Ñ�¥�ç�Ä  �®�”�Ä�¢�£� �w
ƒ��

�\�w	·�p�x�z Catalyst 6500 �³�æ�”�¶  �µ� �¿�½	Í�p  IP �ž�Å�è�µ�z�±�Ò�É�¿�Ä  �Ú�µ�«�z�S�‘�|�Ã�Ñ�¥
�ç�Ä  �®�”�Ä�¢�£� �›
ƒ���b�”	�	q�t�m�M�o
†�Ì�`�‡�b�{

�¢�«�£ �\�w	·�p�–�;�`�o�M�”�¯�Ú�ï�Å�w�ì
¶�s�Ï���S�‘�|�–�;�M�O�w	Ä�I�t�m�M�o�x�z �° Catalyst 6500
Series Switch Command Reference�±�›�€	°�`�o�X�i�^�M�{

�\�w	·�p
†�Ì�b�”�º�0�x�z�Í�w�q�S�“�p�b�{

• �µ� �¿�½���g� �ï�»�”�Ñ�£� �µ�w�;�ó�“�A�¢ p.3-2�£

• �×�ˆ  IP �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�w�;�ó�“�A�¢ p.3-3�£

• IP �ž�Å�è�µ�S�‘�|�Ã�Ñ�¥�ç�Ä  �®�”�Ä�¢�£� �w
ƒ��	j
‹�¢ p.3-5�£

• MSFC �w	s�s�w�I�ˆ�M�O�¢ p.3-6�£

• �Ã�Ñ�¥�ç�Ä  IP �ž�Å�è�µ�S�‘�|�Ã�Ñ�¥�ç�Ä  �®�”�Ä�¢�£� �w
ƒ���¢ p.3-7�£

• sc0 �S�‘�|  sc1 �3�¬�º� �ï�»�”�Ñ�£� �µ�t�‘�l�o�±�Ù�”�Ä�^�•�”�;�ó�¢ p.3-7�£

• �3�¬�º�¢ sc0 �S�‘�|  sc1�£� �ï�»�”�Ñ�£� �µ  IP �ž�Å�è�µ�w�Â�“�p�o�¢ p.3-8�£

• �Ã�Ñ�¥�ç�Ä  �®�”�Ä�¢�£� �w
ƒ���¢ p.3-9�£

• �¯�ï�¹�”�ç  �Ù�”�Ä�p�w  SLIP�¢ sl0�£� �ï�»�”�Ñ�£� �µ�w
ƒ���¢ p.3-11�£

• BOOTP�z DHCP�z�‡�h�x  RARP �›�–�;�`�o  IP �ž�Å�è�µ�›	��˜�b�”	Ô�ù�¢ p.3-13�£

• DHCP �p�Â�“�p�o�’�•�h  IP �ž�Å�è�µ�w�Ë	ý�S�‘�|�r	†�¢ p.3-15�£
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�µ� �¿�½���g� �ï�»�”�Ñ�£� �µ�w�;�ó�“�A
Catalyst 6500 �³�æ�”�¶  �µ� �¿�½�t�x�z�3�¬�º�¢ sc0 �S�‘�|  sc1�£� �ï�»�”�Ñ�£� �µ�S�‘�|�3�¬�Ž���g
Serial Line Internet Protocol�¢ SLIP; �³�æ�ž�ç  �å� �ï  � �ï�»�”�É�¿�Ä  �Ó�é�Ä�¯�ç�£ �¢ sl0�£� �ï�»�”�Ñ�£
� �µ�q�M�O�z 3 	��¨�w
ƒ���D�ó�s  IP ���g� �ï�»�”�Ñ�£� �µ�U�K�“�‡�b�{

�3�¬�º�¢ sc0 �S�‘�|  sc1�£���g� �ï�»�”�Ñ�£� �µ�x�z�µ� �¿�½�ï�¬  �Ñ�•�Ò�æ�¿�«�t
€���`�o�M�”�w
�p�z�µ�Í�Ç�ï�¬�À�æ�”�z Cisco Discovery Protocol�¢ CDP�£�z VLAN�¢�>
Ý  LAN�£�Ý�ï�Ì�”�³�¿�Ó�s�r�z

ª	j�w�µ� �¿�½  �Ù�”�Ä�;�ó�›�b�‚�o�±�Ù�”�Ä�`�‡�b�{�3�¬�Ž���g� �ï�»�”�Ñ�£� �µ�¢ sl0�£�x�z�µ
� �¿�½�ï�¬  �Ñ�•�Ò�æ�¿�«�t
€���`�o�M�s�M�w�p�z�\�•�’�w�;�ó�›�±�Ù�”�Ä�`�‡�d�œ�{

sc0 �S�‘�|  sc1 � �ï�»�”�Ñ�£� �µ�w  IP �ž�Å�è�µ�z�±�Ò�É�¿�Ä  �Ú�µ�«�z�Ò�é�”�Å�©�ß�µ�Ä  �ž�Å�è�µ�z
�S�‘�|  VLAN �Ý�ï�Ì�”�³�¿�Ó�›
ƒ���b�”	Ô�ù�t�x�z Telnet �‡�h�x  SNMP�¢���›�É�¿�Ä�ë�”�«���g�Ó
�é�Ä�¯�ç�£�›�–�;�`�o�µ� �¿�½�t�ž�«�·�µ�`�‡�b�{ SLIP�¢ sl0�£� �ï�»�”�Ñ�£� �µ�›
ƒ���b�”	Ô�ù�t
�x�z �ë�”�«�µ�Â�”�³�ã�ï�T�’�¯�ï�¹�”�ç  �Ù�”�Ä�›�p�`�o�µ� �¿�½�t�Ù� �ï�Ä�À�”�Ù� �ï�Ä
€���›�¬
�q�b�”�\�q�U�p�V�‡�b�{

�µ� �¿�½�×�.�U
\
R�`�h�b�‚�o�w  IP �Ä�å�Ñ�Ÿ�¿�«�¢�µ� �¿�½�T�’�×�µ�Ä�t�0�`�o�‰�•�`�h  Telnet
�·�¿�³�ã�ï�s�r�£�x�z�f�w�µ� �¿�½�w  IP �ç�”�Â�Ÿ�ï�¬  �Â�”�Ò�ç�w�¤�ï�Ä�æ�t� �a�o�8
ù�^�•�‡�b�{
� �ï�»�”�±�Ò�É�¿�Ä�ë�”�«�è	ô�›�æ�O�t�x�z sc0 �‡�h�x  sc1 � �ï�»�”�Ñ�£� �µ�;�t	—�s�X�q�‹  1 �m
�w�Ã�Ñ�¥�ç�Ä  �®�”�Ä�¢�£� �›
ƒ���b�”
ž�A�U�K�“�‡�b�{�µ� �¿�½  IP �ç�”�Â�Ÿ�ï�¬  �Â�”�Ò�ç�x�z�µ
� �¿�½�×�.�U
\
R�`�h�Ä�å�Ñ�Ÿ�¿�«�›�8
ù�b�”�q�V�i�Z�t�–�;�^�•�z�µ� �¿�½�t
€���^�•�o�M�”
÷
�”�T�’
ù	ô�^�•�h�Ä�å�Ñ�Ÿ�¿�«�w�8
ù�t�x�–�;�^�•�‡�d�œ�{



�H 3 	·       �µ� �¿�½�w  IP �ž�Å�è�µ�S�‘�|  �Ã�Ñ�¥�ç�Ä  �®�”�Ä�¢�£� �w
ƒ��
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�×�ˆ  IP �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�w�;�ó�“�A
�\�\�p�x�z�µ� �¿�½�t  IP �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�×�ˆ�$�t	��˜�^�d�”�M�O�t�m�M�o
†�Ì�`�‡�b�{

• �×�ˆ  IP �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�w�“�A�¢ p.3-3�£

• DHCP �w�“�A�¢ p.3-3�£

• BOOTP �S�‘�|  RARP �w�“�A�¢ p.3-4�£

�¢�«�£ �\�\�p�w
†�Ì�x  sc0 � �ï�»�”�Ñ�£� �µ�i�Z�t�p�o�x�‡�“�‡�b�{�×�ˆ  IP �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�;
�ó�x�z sc1 �•  sl0 � �ï�»�”�Ñ�£� �µ�t�x�&�;�^�•�‡�d�œ�{

�×�ˆ  IP �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�w�“�A

�µ� �¿�½�x�Í�w�M�c�•�T�w�Ó�é�Ä�¯�ç�›�–�;�b�”�\�q�t�‘�“�z�0� �b�”  IP �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã
�ï�›�×�ˆ�$�t	��˜�p�V�‡�b�{

• Bootstrap Protocol�¢ BOOTP�£

• Dynamic Host Configuration Protocol�¢ DHCP�£

• Reverse Address Resolution Protocol�¢ RARP�£

BOOTP�z DHCP�z�S�‘�|  RARP �A�{�U
C�æ�^�•�”�w�x�z�µ� �¿�½�w�I�ˆ�Ì�t  sc0 � �ï�»�”�Ñ�£� �µ
IP �ž�Å�è�µ�U  0.0.0.0 �t
ƒ���^�•�o�M�”	Ô�ù�t�v�’�•�‡�b�{�\�•�x	ý�`�M�µ� �¿�½�z�‡�h�x  clear
config all �¯�Ú�ï�Å�t�‘�l�o�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Ñ�•� �ç�U	«�ˆ�^�•�o�M�”�µ� �¿�½�w�Ã�Ñ�¥
�ç�Ä  �ž�Å�è�µ�p�b�{ BOOTP�zDHCP�z�S�‘�|  RARP �A�{�w�Ò�é�”�Å�©�ß�µ�Ä
ù	ô�U�p�V�”�w�x�z sc0
� �ï�»�”�Ñ�£� �µ�T�’�i�Z�p�b�{

�¢�«�£ CONFIG_FILE ���¥�!
:�U
ƒ���^�•�o�M�”	Ô�ù�z�µ� �¿�½�x�b�‚�o�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Ñ�•
� �ç�›	r�g�`�h�K�q�p�z BOOTP�zDHCP�z�S�‘�|  RARP �A�{�›�Ò�é�”�Å�©�ß�µ�Ä�b�”�T�r�O�T�›�>
���`�‡�b�{ CONFIG_FILE ���¥�!
:�w	Ä�I�t�m�M�o�x�z �H 24 	·�®�µ� �¿�½�w�I�ˆ
ƒ���w�!�Ë�¯ �›�€
	°�`�o�X�i�^�M�{

DHCP �w�“�A

DHCP �±�”�Ì�T�’  IP �ž�Å�è�µ�›	��˜�b�”�t�x�z�Í�w  3 �è�“�w�M�O�U�K�“�‡�b�{

• 	��ˆ�Â�“�p�o  �•  �É�¿�Ä�ë�”�«���g	��U�µ� �¿�½�w  MAC�¢�Ý�Ã�Ÿ�ž  �ž�«�·�µ
M�š�£�ž�Å�è�µ�q
DHCP �±�”�Ì�w  IP �ž�Å�è�µ�›�0� 
Ç�Z�‡�b�{

• �×�ˆ�Â�“�p�o  �•  �µ� �¿�½�U	s�Š�o  DHCP �±�”�Ì�t�ž�«�·�µ�`�h�q�V�t�z IP �ž�Å�è�µ�›	��˜�`
�‡�b�{�ž�Å�è�µ�x�f�w�µ� �¿�½�t�ì���$�t�Â�“�p�o�’�•�‡�b�{

• �ˆ�$�Â�“�p�o  �•  �µ� �¿�½�x�°���8���i�Z�®�æ�”�µ�^�•�h�¯ IP �ž�Å�è�µ�›	��˜�`�‡�b�{�f�w�8
���U	4�ƒ�b�”�q�z IP �ž�Å�è�µ�U	��“	«�^�•�z�µ� �¿�½�U�ž�Å�è�µ�›�L�:�`�‡�b�{�µ� �¿�½�x��
�w IP �ž�Å�è�µ�›�A�{�`�s�Z�•�y�s�“�‡�d�œ�{

�µ� �¿�½�x  sc0 � �ï�»�”�Ñ�£� �µ�w  IP �ž�Å�è�µ�w�„�T�t�z�±�Ò�É�¿�Ä  �Ú�µ�«�z�Ò�é�”�Å�©�ß�µ�Ä
�ž�Å�è�µ�z�S�‘�|�Ã�Ñ�¥�ç�Ä  �®�”�Ä�¢�£�   �ž�Å�è�µ�›	��˜�p�V�‡�b�{�â�”�²�U
ƒ���`�h�‹�U�K�”
	Ô�ù�x�z DHCP �t�‘�l�o�¶	6�`�h�‹�x�–�;�^�•�‡�d�œ�{

�b�‚�o�w�µ� �¿�½  �Ù�”�Ä�U�¦�ï�å� �ï�t�s�”�q�z �µ� �¿�½�T�’  DHCPDISCOVER �Ý�¿�·�”�´�U  1 �™
10 
µ���Ò�é�”�Å�©�ß�µ�Ä�^�•�‡�b�{ �µ� �¿�½�x  DHCPDISCOVER �Ý�¿�·�”�´�p
ž�c�z �Á�8�v�w�æ�”
�µ�8���›�A�{�`�‡�b�{
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DHCP �±�”�Ì�‡�h�x  BOOTP �±�”�Ì�T�’�A�{�t�0�b�”� �t�U�K�”�q�z�µ� �¿�½�x�&
~�s	r�”�›�î�æ
�`�‡�b�{ DHCP �±�”�Ì�T�’  DHCPOFFER �Ý�¿�·�”�´�›	!�Z	��l�h	Ô�ù�z�µ� �¿�½�x�Ý�¿�·�”�´�º�w
�±�Ù�”�Ä�^�•�”�b�‚�o�w�¦�Ó�³�ã�ï�›	r�g�`�‡�b�{ 
¯ 3-1 �t�z�±�Ù�”�Ä�^�•�”  DHCP �¦�Ó�³�ã�ï�›
�Ô�`�‡�b�{ DHCPOFFER �Ý�¿�·�”�´�t���w�¦�Ó�³�ã�ï�U�¦���^�•�o�M�o�‹�z �µ� �¿�½�x�Á�¹�`�‡�b�{

BOOTP �±�”�Ì�T�’  BOOTP � �t�›	!�Z	��l�h	Ô�ù�z�µ� �¿�½�x  BOOTP � �t�p�¦���^�•�h�ž�Å�è�µ
�t�z�3�¬�º�¢ sc0�£� �ï�»�”�Ñ�£� �µ�w  IP �ž�Å�è�µ�›
ƒ���`�‡�b�{

� �t�q�`�o  DHCPOFFER �Ý�¿�·�”�´�‡�h�x  BOOTP � �t�U�s�T�l�h	Ô�ù�z�µ� �¿�½�x�¦
:�Ì�¿�«�¦
�Ñ �ž�ç�°�æ�¶�Ü�¢�A�{
ù	ô���´�›�¦
:�t	H�l�o���Õ�£�›�–�;�`�o�z�A�{�›�6�|�Ò�é�”�Å�©�ß�µ�Ä�`
�‡�b�{ 10 
ü�&�a�`�o�‹� �t�U�s�M	Ô�ù�¢�T�m  BOOTP �A�{�S�‘�|  RARP �A�{�‹�‰�7�t�æ

�`�h	Ô
�ù�£�z sc0 � �ï�»�”�Ñ�£� �µ�w  IP �ž�Å�è�µ�x  0.0.0.0 �t
ƒ���^�•�h�‡�‡�t�s�“�‡�b�{

DHCP �‡�h�x  BOOTP �p	��˜�`�h  IP �ž�Å�è�µ�›�–�;�`�o�z�µ� �¿�½�›�æ�·�¿�Ä�`�h	Ô�ù�z�‡�h�x�?
�o
~�…�™�t�6�d�Ö�`�h	Ô�ù�z DHCP �‡�h�x  BOOTP �T�’�¶	6�`�h	Ø�C�U�¡�Ë�^�•�‡�b�{�I�ˆ�Ì�t�z
�µ� �¿�½�x  IP �ž�Å�è�µ�w�æ�”�µ�›�Ë	ý�`�‘�O�q�`�‡�b�{� �t�U�s�Z�•�y�z�µ� �¿�½�x�f�w�Ì�:�p
�w IP �ž�Å�è�µ�›�¡�Ë�`�‡�b�{

BOOTP �S�‘�|  RARP �w�“�A

BOOTP �S�‘�|  RARP �w	Ô�ù�z�µ� �¿�½�w  MAC �ž�Å�è�µ�›  BOOTP �±�”�Ì�‡�h�x  RARP �±�”�Ì	Í�w
IP �ž�Å�è�µ�t�Ú�¿�Ð�ï�¬�`�‡�b�{�µ� �¿�½�x�I�ˆ�Ì�t�z�±�”�Ì�T�’�0� �b�”  IP �ž�Å�è�µ�›�×�ˆ�$
�t	��˜�`�‡�b�{

�b�‚�o�w�µ� �¿�½  �Ù�”�Ä�U�¦�ï�å� �ï�t�s�”�q�z�µ� �¿�½�x  10 �x�w  BOOTP �A�{�S�‘�|  RARP �A
�{�›�Ò�é�”�Å�©�ß�µ�Ä�`�‡�b�{� �t�›	!	ô�b�”�q�z�µ� �¿�½�x�3�¬�º�¢ sc0�£� �ï�»�”�Ñ�£� �µ�w
IP �ž�Å�è�µ�›� �t�p�¦���^�•�h�ž�Å�è�µ�t
ƒ���`�‡�b�{

� �t�U�s�M	Ô�ù�¢�T�m  DHCP �A�{�‹�‰�7�t�æ

�`�h	Ô�ù�£ �z sc0 � �ï�»�”�Ñ�£� �µ�w  IP �ž�Å�è�µ�x
0.0.0.0 �t
ƒ���^�•�h�‡�‡�t�s�“�‡�b�{

BOOTP �‡�h�x  RARP �p	��˜�`�h  IP �ž�Å�è�µ�›�–�;�`�o�z�µ� �¿�½�›�æ�·�¿�Ä�`�h	Ô�ù�z�‡�h�x�?
�o
~�…�™�t�6�d�Ö�`�h	Ô�ù�z BOOTP �‡�h�x  RARP �T�’�¶	6�`�h	Ø�C�U�¡�Ë�^�•�‡�b�{


¯ 3-1 �±�Ù�”�Ä�^�•�”  DHCP �¦�Ó�³�ã�ï

�¯�”�Å �¦�Ó�³�ã�ï

1 �±�Ò�É�¿�Ä  �Ú�µ�«

2 �»� �Ü  �¦�Ñ�·�¿�Ä

3 �ç�”�»

6 �Å�Ý� �ï  �É�”�Ü  �±�”�Ì

12 �×�µ�Ä�Ê

15 �Å�Ý� �ï�Ê

28 �Ò�é�”�Å�©�ß�µ�Ä  �ž�Å�è�µ

33 �µ�»�Â�Ÿ�¿�«  �ç�”�Ä

42 NTP �±�”�Ì

51 IP �ž�Å�è�µ  �æ�”�µ�8��

52 �¦�Ó�³�ã�ï  �¦�”�Ì�”�é�”�Å

61 �«�å� �ž�ï�Ä  ID

66 Trivial File Transfer Protocol�¢ TFTP; ���›�Ñ�•� �ç�8
ù�Ó�é�Ä�¯�ç�£
�±�”�Ì�Ê
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IP �ž�Å�è�µ�S�‘�|�Ã�Ñ�¥�ç�Ä  �®�”�Ä�¢�£� �w
ƒ��	j
‹
�µ� �¿�½�w  IP �ž�Å�è�µ�S�‘�|�Ã�Ñ�¥�ç�Ä  �®�”�Ä�¢�£� �›
ƒ���b�”
²�t�z�Í�w	Ø�C�›�Ð�‚�o�S�M�o
�X�i�^�M�{

• �µ� �¿�½�w  IP �ž�Å�è�µ�¢ sc0 �S�‘�|  sc1 � �ï�»�”�Ñ�£� �µ�w�ˆ�£

• �±�Ò�É�¿�Ä  �Ú�µ�« / �±�Ò�É�¿�Ä  �Ï�¿�Ä
:�¢ sc0 �S�‘�|  sc1 � �ï�»�”�Ñ�£� �µ�w�ˆ�£

• �¢�Ú�™�£�Ò�é�”�Å�©�ß�µ�Ä  �ž�Å�è�µ�¢ sc0 �S�‘�|  sc1 � �ï�»�”�Ñ�£� �µ�w�ˆ�£

• VLAN �Ý�ï�Ì�”�³�¿�Ó�¢ sc0 �S�‘�|  sc1 � �ï�»�”�Ñ�£� �µ�w�ˆ�£

• SLIP �S�‘�|  SLIP �|
Œ�ž�Å�è�µ�¢ sl0 � �ï�»�”�Ñ�£� �µ�w�ˆ�£

• � �ï�»�”�Ñ�£� �µ
€���»� �Ó

�µ �3�¬�º�¢ sc0 �S�‘�|  sc1�£� �ï�»�”�Ñ�£� �µ  �•  �µ� �¿�½�w�3�¬�º���g� �ï�»�”�Ñ�£� �µ�t
IP �ž�Å�è�µ�z�±�Ò�É�¿�Ä  �Ú�µ�«�z�S�‘�|  VLAN �›�Â�“�p�o�”	Ô�ù�z�\�w� �ï�»�”�Ñ�£� 
�µ�›
ƒ���`�‡�b�{

�µ SLIP�¢ sl0�£� �ï�»�”�Ñ�£� �µ  �•  �z�¤�q�µ� �¿�½���p�Ù� �ï�Ä�À�”�Ù� �ï�Ä  SLIP 
€���›
ƒ
���b�”	Ô�ù�z�\�w� �ï�»�”�Ñ�£� �µ�›
ƒ���`�‡�b�{
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MSFC �w	s�s�w�I�ˆ�M�O
Multilayer Switch Feature Card�¢ MSFC; �Ú�ç�½�è� �à  �µ� �¿�½  �Ñ�Ÿ�”�½�ß  �§�”�Å�£ �Ò�”�Ä�Ñ�å�¿�³�á
�t�x�z 2 �m�w MSFC � �Ý�”�´�U�;�™�^�•�o�M�‡�b�{�Ò�”�Ä  �é�”�¼  � �Ý�”�´�q�³�µ�Â�Ü  � �Ý�”�´�p
�b�{�Ò�”�Ä  �é�”�¼  � �Ý�”�´�x�z�É�¿�Ä�ë�”�«  � �ï�»�”�Ñ�£� �µ  �¯�”�Å�S�‘�|�¤�ï�Å�×�µ�Ä  �Ó�é�Ä
�¯�ç  �¯�”�Å�›���‰�z�;�ó�w�v�’�•�h�³�µ�Â�Ü  � �Ý�”�´�p�b�{�³�µ�Â�Ü  � �Ý�”�´�x�z�Ú�ç�½�Ó�é�Ä
�¯�ç  �ç�”�Â�Ÿ�ï�¬�›�ì
¶�t�±�Ù�”�Ä�b�”�z Cisco IOS �w	��A�s�¹�Ñ�Ä�¢�£�ž  � �Ý�”�´�p�b�{

	Z�Y�Ì�w
ƒ���p�x�z MSFC �x�7	s�t�Ò�”�Ä  �é�”�¼  � �Ý�”�´�›�I�ˆ�`�z�Í�t�Ò�”�Ä�Ñ�å�¿�³�á�T�’
�³�µ�Â�Ü  � �Ý�”�´�›�I�ˆ�b�”�‘�O�t
ƒ���^�•�o�M�‡�b�{�h�i�`�z�µ�”�Í�Ì� �²  �¤�ï�´�ï�p�Ñ�å�¿
�³�á  PC �§�”�Å�U�–�;�p�V�”	Ô�ù�t�x�z	ý�`�M�³�µ�Â�Ü  � �Ý�”�´�¢�ž�¿�Ó�¬�è�”�Å�£�›�z MSFC �w
�Ò�”�Ä�Ñ�å�¿�³�á�p�x�s�X�z�µ�”�Í�Ì� �²  �¤�ï�´�ï�w�Ñ�å�¿�³�á  PC �§�”�Å�p�b�‚�o�-���b�”�\�q
�›
*	‘�`�‡�b�{�Ò�”�Ä  �é�”�¼  � �Ý�”�´�x�z MSFC �w�Ò�”�Ä�Ñ�å�¿�³�á�p�-���b�” 
ž�A �U�K�“�‡�b�{

�«�™ �Ò�”�Ä  �é�”�¼  � �Ý�”�´�x 	«�ˆ�`�s�M�p�X�i�^�M �{�\�w� �Ý�”�´�x�z�7	s�t�I�ˆ�b�”� �Ý�”�´�q�`
�o	×�t�–�;�^�•�”�w�p�z MSFC �Ò�”�Ä�Ñ�å�¿�³�á	Í�p�7	s�t�U	Z�^�•�”� �Ý�”�´�q�`�o�’�`�o�S�X

ž�A�U�K�“�‡�b�{

�¢�«�£ �µ�”�Í�Ì� �²  �¤�ï�´�ï�w�Ñ�å�¿�³�á  PC �§�”�Å�t�-���^�•�h�³�µ�Â�Ü  � �Ý�”�´�›�–�;�b�”�t�x�z
BOOTLDR ���¥�!
:�›
ƒ���b�”
ž�A�U�K�“�‡�b�{� �É�”�Ò�ç  �Þ�”�Å�p�z boot bootldr 
bootflash:boot_loader_image �¯�Ú�ï�Å�›�Ö�—�`�‡�b�{

�µ�”�Í�Ì� �²�w�Ñ�å�¿�³�á  PC �§�”�Å	Í�t�³�µ�Â�Ü  � �Ý�”�´�›�-���b�”�t�x�z MSFC �w
ƒ���t�Í�w
�¯�Ú�ï�Å�›�å�C�`�o�z�Ñ�å�¿�³�á  PC �§�”�Å	Í�w�˜�p�b�”� �Ý�”�´�T�’  MSFC �›�I�ˆ�b�”�‘�O�t�z
MSFC �w
ƒ���›�!�Ë�b�”
ž�A�U�K�“�‡�b�{

boot sup-slot0 : system_image

	Í�G�w�«�p�z system_image �x�z�µ�”�Í�Ì� �²�w�Ñ�å�¿�³�á  PC �§�”�Å	Í�w�è�$�q�b�”� �Ý�”�´�Ê�p
�b�{

�¢�«�£ �µ�”�Í�Ì� �²  �¤�ï�´�ï�w�Ñ�å�¿�³�á  PC �§�”�Å�t�-���^�•�o�M�”�³�µ�Â�Ü  � �Ý�”�´�›�I�ˆ�b�”�t
�x�z	—�s�X�q�‹  1 �m�w VLAN � �ï�»�”�Ñ�£� �µ�U
ƒ���^�•�z�ž�«�Â�Ÿ�Ò�t�s�l�o�M�”
ž�A�U�K�“
�‡�b�{

�\�w
*	‘	�	q�t	H�l�h	Ô�ù�z �Ò�”�Ä�Ñ�å�¿�³�á	Í�t	ý�`�M�³�µ�Â�Ü  � �Ý�”�´�›�-���b�”
ž�A�x�K�“
�‡�d�œ�{
ž�A�t� �a�o�z�Í�w�¯�Ú�ï�Å�›�Ö�—�b�”�\�q�t�‘�“�z�µ�”�Í�Ì� �²  �¤�ï�´�ï�w�Ñ�å�¿�³�á
PC �§�”�Å	Í�w� �Ý�”�´�T�’�Ò�”�Ä�Ñ�å�¿�³�á	Í�w�³�µ�Â�Ü  � �Ý�”�´�›�ž�¿�Ó�Ã�”�Ä�p�V�‡�b�{

delete bootflash: old_system_image
squeeze bootflash:
copy sup-slot0: new_system_image  bootflash:



�H 3 	·       �µ� �¿�½�w  IP �ž�Å�è�µ�S�‘�|  �Ã�Ñ�¥�ç�Ä  �®�”�Ä�¢�£� �w
ƒ��
�Ã�Ñ�¥�ç�Ä  IP �ž�Å�è�µ�S�‘�|�Ã�Ñ�¥�ç�Ä  �®�”�Ä�¢�£� �w
ƒ��
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�Ã�Ñ�¥�ç�Ä  IP �ž�Å�è�µ�S�‘�|�Ã�Ñ�¥�ç�Ä  �®�”�Ä�¢�£� �w
ƒ��

¯ 3-2 �t�z�Ã�Ñ�¥�ç�Ä  IP �ž�Å�è�µ�S�‘�|�Ã�Ñ�¥�ç�Ä  �®�”�Ä�¢�£� �w
ƒ���›�Ô�`�‡�b�{

sc0 �S�‘�|  sc1 �3�¬�º� �ï�»�”�Ñ�£� �µ�t�‘�l�o�±�Ù�”�Ä�^�•�”�;�ó

¯ 3-3 �t�z sc0 �S�‘�|  sc1 �3�¬�º� �ï�»�”�Ñ�£� �µ�t�‘�l�o�±�Ù�”�Ä�^�•�”�;�ó�›�Ô�`�‡�b�{


¯ 3-2 �µ� �¿�½�w  IP �ž�Å�è�µ�S�‘�|�Ã�Ñ�¥�ç�Ä  �®�”�Ä�¢�£� �w�Ã�Ñ�¥�ç�Ä
ƒ��

�;�ó �Ã�Ñ�¥�ç�Ä�‹

�3�¬�º�¢ sc0�£� �ï�»�”�Ñ�£� �µ • IP �ž�Å�è�µ�z�±�Ò�É�¿�Ä  �Ú�µ�«�z�S�‘�|�Ò�é�”�Å�©�ß�µ�Ä
�ž�Å�è�µ�›  0.0.0.0 �t
ƒ��

• VLAN 1 �t�Â�“�p�o

�3�¬�º�¢ sc1�£� �ï�»�”�Ñ�£� �µ • IP �ž�Å�è�µ�z�±�Ò�É�¿�Ä  �Ú�µ�«�z�S�‘�|�Ò�é�”�Å�©�ß�µ�Ä
�ž�Å�è�µ�›  0.0.0.0 �t
ƒ��

• VLAN 2 �t�Â�“�p�o

�Ã�Ñ�¥�ç�Ä  �®�”�Ä�¢�£�   �ž�Å
�è�µ

�Ý�Ä�æ�¿�«  0 �p  0.0.0.0 �t
ƒ��

SLIP1�¢ sl0�£� �ï�»�”�Ñ�£� �µ

1. SLIP = Serial Line Internet Protocol

• IP �ž�Å�è�µ�S�‘�|  SLIP �|
Œ�ž�Å�è�µ�›  0.0.0.0 �t
ƒ��

• �¯�ï�¹�”�ç  �Ù�”�Ä�w  SLIP �x
‡�ž�«�Â�Ÿ�Ò�¢ detach �t
ƒ���£


¯ 3-3 sc0 �S�‘�|  sc1 �3�¬�º� �ï�»�”�Ñ�£� �µ�t�‘�l�o�±�Ù�”�Ä�^�•�”�;�ó

sc0 � �ï�»�”�Ñ�£� �µ sc1 � �ï�»�”�Ñ�£� �µ

� �Ý�”�´�w�¼�¢�ï�é�”�Å � �Ý�”�´�w�¼�¢�ï�é�”�Å

ping ping

Telnet Telnet

SNMP SNMP

�Ã�Ñ�¥�ç�Ä  �®�”�Ä�¢�£� �w�±�Ù�”�Ä �Ã�Ñ�¥�ç�Ä  �®�”�Ä�¢�£� �w�±�Ù�”�Ä

BOOTP

DHCP

RARP



�H 3 	·       �µ� �¿�½�w  IP �ž�Å�è�µ�S�‘�|  �Ã�Ñ�¥�ç�Ä  �®�”�Ä�¢�£� �w
ƒ��
�3�¬�º�¢ sc0 �S�‘�|  sc1 �£� �ï�»�”�Ñ�£� �µ  IP �ž�Å�è�µ�w�Â�“�p�o
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�3�¬�º�¢ sc0 �S�‘�|  sc1�£� �ï�»�”�Ñ�£� �µ  IP �ž�Å�è�µ�w�Â�“�p�o
Telnet �›�–�;�`�o�µ� �¿�½�t
€���b�”	Ô�ù�z �‡�h�x  SNMP �›�–�;�`�o�µ� �¿�½�›���g�b�”	Ô�ù�t�x�z
�K�’�T�a�Š�3�¬�º�¢ sc0 �‡�h�x  sc1�£�æ�g� �ï�»�”�Ñ�£� �µ�w�M�c�•�T�t  IP �ž�Å�è�µ�›�Â�“�p�o�”

ž�A�U�K�“�‡�b�{

�Î�ï�Ä sc1 �‡�h�x  sc0 � �ï�»�”�Ñ�£� �µ�›�Ã�Ñ�¥�ç�Ä  �ž�Å�è�µ�w  0.0.0.0 �t�í�b�¢ �«�æ�ž�b�” �£�t�x�z set
interface {sc0 | sc1} 0.0.0.0 �¯�Ú�ï�Å�›�–�;�`�‡�b�{

�Î�ï�Ä sc0 �S�‘�|  sc1 �w�†�M�w�3�¬�º� �ï�»�”�Ñ�£� �µ�U
ƒ���^�•�o�M�”	Ô�ù�z�µ� �¿�½�x  2 �m�w�Ÿ�s�”
VLAN �T�’�‰�Ì�t�Ú
€�ž�«�·�µ�U�D�ó�p�b�{

�±�Ò�É�¿�Ä  �Ú�µ�«�¢ netmask�£�x�z�±�Ò�É�¿�Ä  �Ï�¿�Ä
:�›�–�;�`�o�z�‡�h�x�Å�¿�Ä
Ç�V  10 
�
¯�G�w
�±�Ò�É�¿�Ä  �Ú�µ�«�›�–�;�`�o�¦���p�V�‡�b�{

�3�¬�º�¢ sc0 �‡�h�x  sc1�£���g� �ï�»�”�Ñ�£� �µ�w  IP �ž�Å�è�µ�S�‘�|  VLAN �Ý�ï�Ì�”�³�¿�Ó�›
ƒ��
�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�¢�\�w�«�p�x  sc0 � �ï�»�”�Ñ�£� �µ�›
ƒ���`�‡
�b�£�{

�Í�t�z�3�¬�º  sc0 � �ï�»�”�Ñ�£� �µ�t  IP �ž�Å�è�µ�›�Â�“�p�o�z�±�Ò�É�¿�Ä  �Ï�¿�Ä
:�S�‘�|  VLAN
�w�Â�“�p�o�›�¦���b�”�«�›�Ô�`�‡�b�{

Console> (enable) set interface sc0 172.20.52.124/29
Interface sc0 IP address and netmask set.
Console> (enable) set interface sc0 5
Interface sc0 vlan set.
Console> (enable) 

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 �3�¬�º�¢ sc0 �‡�h�x  sc1�£� �ï�»�”�Ñ�£� �µ�t�z
IP �ž�Å�è�µ�z�±�Ò�É�¿�Ä  �Ú�µ�«�¢�‡�h�x�±�Ò
�É�¿�Ä  �Ï�¿�Ä
:�£�z�S�‘�|�¢�Ú�™�p�£�Ò�é�”�Å
�©�ß�µ�Ä  �ž�Å�è�µ�›�Â�“�p�o�‡�b�{

set interface { sc0 | sc1}  [ip_addr [netmask 
[broadcast]]]

�‡�h�x

set interface { sc0 | sc1} [ ip_addr/netmask 
[broadcast]]

�µ�Â�¿�Ó 2 �&
~�s  VLAN �t�3�¬�º� �ï�»�”�Ñ�£� �µ�›�Â�“
�p�o�‡�b�¢ IP �ž�Å�è�µ�U	t���b�”�É�¿�Ä�ë�”�«
�q  VLAN �U�0� 
Ç�Z�’�•�o�M�”�\�q�›�¬�Ý�`�‡
�b�£�{

set interface { sc0 | sc1} [ vlan]

�µ�Â�¿�Ó 3 
ž�A�t� �a�o�z� �ï�»�”�Ñ�£� �µ�›�ž�«�Â�Ÿ�Ò
�t�`�‡�b�{

set interface { sc0 | sc1}  up

�µ�Â�¿�Ó 4 � �ï�»�”�Ñ�£� �µ�w
ƒ���›�¬�Ý�`�‡�b�{ show interface



�H 3 	·       �µ� �¿�½�w  IP �ž�Å�è�µ�S�‘�|  �Ã�Ñ�¥�ç�Ä  �®�”�Ä�¢�£� �w
ƒ��
�Ã�Ñ�¥�ç�Ä  �®�”�Ä�¢�£� �w
ƒ��
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�Í�t�z VLAN �w�Â�“�p�o�›�¦���`�z IP �ž�Å�è�µ�›�Â�“�p�o�z�Å�¿�Ä
Ç�V  10 
�
¯�G�p�±�Ò�É�¿�Ä  �Ú
�µ�«�›�¦���`�z
ƒ���›�¬�Ý�b�”�«�›�Ô�`�‡�b�{�\�w�«�p�x  sc0 � �ï�»�”�Ñ�£� �µ�›
ƒ���`�‡�b�¢ sc1
�S�‘�|  sl0 � �ï�»�”�Ñ�£� �µ�x
ƒ���^�•�o�M�‡�d�œ�£ �{

Console> (enable) set interface sc0 5 172.20.52.124/255.255.255.248
Interface sc0 vlan set, IP address and netmask set.
Console> (enable) show interface
sl0: flags=51<UP,POINTOPOINT,RUNNING>
        slip 0.0.0.0 dest 0.0.0.0
sc0: flags=63<UP,BROADCAST,RUNNING>
        vlan 5 inet 172.20.52.124 netmask 255.255.255.248 broadcast 172.20.52.17
sc1: flags=62<DOWN,BROADCAST,RUNNING>
        vlan 0 inet 0.0.0.0 netmask 0.0.0.0 broadcast 0.0.0.0 
Console> (enable)

�Ã�Ñ�¥�ç�Ä  �®�”�Ä�¢�£� �w
ƒ��
�µ�”�Í�Ì� �²  �¤�ï�´�ï�x�z�„�T�w  IP �±�Ò�É�¿�Ä�|�w  IP �Í�­�¿�Ä�›�Ã�Ñ�¥�ç�Ä  �®�”�Ä�¢�£� �¢�è	×
�x�µ� �¿�½  IP �ž�Å�è�µ�q�‰�a�É�¿�Ä�ë�”�«�‡�h�x�±�Ò�É�¿�Ä�w�ç�”�»  � �ï�»�”�Ñ�£� �µ�£�t
ù	ô
�`�‡�b�{�µ� �¿�½�x�z
€��
÷�”�T�’�w�Ä�å�Ñ�Ÿ�¿�«�w�8
ù�t�x  IP �ç�”�Â�Ÿ�ï�¬  �Â�”�Ò�ç�›�–�;�`
�‡�d�œ�{�µ� �¿�½�×�.�U
\
R�`�h  IP �Ä�å�Ñ�Ÿ�¿�«�¢ Telnet�z TFTP�z�S�‘�|  ping �s�r�£�w�8
ù�i�Z
�t�–�;�`�‡�b�{

�¢�«�£ �Ã�Ñ�¥�ç�Ä  �®�”�Ä�¢�£� �w�„�T�t�z �µ�»�Â�Ÿ�¿�«  IP �ç�”�Ä�›
ƒ���b�”	Ô�ù�‹�K�“�‡�b�{ �µ�»�Â�Ÿ�¿
�«  �ç�”�Ä�w
ƒ���t�m�M�o�x�z �®�µ� �¿�½	Í�p�w�µ�»�Â�Ÿ�¿�«  �ç�”�Ä�w
ƒ���¯ �¢ p.21-9�£�›�€	°�`�o�X
�i�^�M�{

�Ã�Ñ�¥�ç�Ä  IP �®�”�Ä�¢�£� �x�z 3 �m�‡�p���[�p�V�‡�b�{�®�”�Ä�¢�£� �›�Ó�å� �Ú�æ  �®�”�Ä�¢�£� 
�t�b�”�t�x�z primary  �©�”�ë�”�Å�›�–�;�`�‡�b�{�Ó�å� �Ú�æ�w�Ã�Ñ�¥�ç�Ä  �®�”�Ä�¢�£� �›�¦���`�s
�T�l�h	Ô�ù�z�7	s�t
ƒ���`�h�®�”�Ä�¢�£� �U�Ó�å� �Ú�æ  �®�”�Ä�¢�£� �t�s�“�‡�b�{�‡�h�z
ó
:�w
�®�”�Ä�¢�£� �›�Ó�å� �Ú�æ�q�`�o�¦���`�h	Ô�ù�t�x�z�7�™�t
ƒ���`�h�®�”�Ä�¢�£� �U�Ó�å� �Ú�æ�w
�Ã�Ñ�¥�ç�Ä  �®�”�Ä�¢�£� �t�s�“�‡�b�{

�µ� �¿�½�x�É�¿�Ä�ë�”�«�T�’�w�b�‚�o�w  IP �Ä�å�Ñ�Ÿ�¿�«�›�Ó�å� �Ú�æ  �Ã�Ñ�¥�ç�Ä  �®�”�Ä�¢�£� �t

ù	ô�`�‡�b�{�Ó�å� �Ú�æ  �®�”�Ä�¢�£� �t
€���p�V�s�X�s�l�h	Ô�ù�z�µ� �¿�½�x
ƒ���^�•�h	q�t�Ì�¿
�«�ž�¿�Ó  �®�”�Ä�¢�£� �›�–�;�`�‡�b�{�µ� �¿�½�x���8�$�t  ping �Ý�¿�·�”�´�›
ù	ô�`�o�z�¤�Ã�Ñ�¥
�ç�Ä  �®�”�Ä�¢�£� �U�ž�«�Â�Ÿ�Ò�T�r�O�T�›
Q���`�‡�b�{�Ó�å� �Ú�æ  �®�”�Ä�¢�£� �t�6�|
€���p�V
�”�‘�O�t�s�”�q�z�Ó�å� �Ú�æ  �®�”�Ä�¢�£� �•�w�Ä�å�Ñ�Ÿ�¿�«
ù	ô�U�6�‰�^�•�‡�b�{

�¢�«�£ �³�µ�Â�Ü�x�z�ç�”�Ä�q�®�”�Ä�¢�£� �›�˜�p�b�”  sc0 �‡�h�x  sc1 �3�¬�º� �ï�»�”�Ñ�£� �µ�t�×�ˆ�$�t
�0� 
Ç�Z�‡�b�{



�H 3 	·       �µ� �¿�½�w  IP �ž�Å�è�µ�S�‘�|  �Ã�Ñ�¥�ç�Ä  �®�”�Ä�¢�£� �w
ƒ��
�Ã�Ñ�¥�ç�Ä  �®�”�Ä�¢�£� �w
ƒ��
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1 �m�‡�h�x
ó
:�w�Ã�Ñ�¥�ç�Ä  �®�”�Ä�¢�£� �›
ƒ���b�”�t�x�z � �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡
�b�{

�Ã�Ñ�¥�ç�Ä  �®�”�Ä�¢�£�   �¤�ï�Ä�æ�›�_	†�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�M�c�•�T�w�^�À�›�æ
�M�‡�b�{

�Í�t�z�µ� �¿�½	Í�p  3 �m�w�Ã�Ñ�¥�ç�Ä  �®�”�Ä�¢�£� �›
ƒ���`�z�Ã�Ñ�¥�ç�Ä  �®�”�Ä�¢�£� �w
ƒ���›
�¬�Ý�b�”�M�O�›�Ô�`�‡�b�{

Console> (enable) set ip route default 10.1.1.10
Route added.
Console> (enable) set ip route default 10.1.1.20 
Route added.
Console> (enable) set ip route default 10.1.1.1 primary
Route added.
Console> (enable) show ip route
Fragmentation   Redirect   Unreachable
-------------   --------   -----------
enabled         enabled    enabled 

The primary gateway: 10.1.1.1
Destination      Gateway          RouteMask    Flags   Use       Interface
---------------  ---------------  ----------   -----   --------  ---------
default          10.1.1.1         0x0          UG      6           sc0
default          10.1.1.20        0x0          G       0           sc0
default          10.1.1.10        0x0          G       0           sc0
10.0.0.0         10.1.1.100       0xff000000   U       75          sc0
default          default          0xff000000   UH      0           sl0
Console> (enable) 

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 �µ� �¿�½�w�Ã�Ñ�¥�ç�Ä  IP �®�”�Ä�¢�£�   �ž�Å�è�µ�›

ƒ���`�‡�b�{

set ip route default gateway [metric] [primary ]

�µ�Â�¿�Ó 2 �¢�Ú�™�£�µ� �¿�½�;�t�å�C�w�Ã�Ñ�¥�ç�Ä  �®�”�Ä�¢�£
� �›
ƒ���`�‡�b�{

set ip route default gateway [metric] [primary ]

�µ�Â�¿�Ó 3 �Ã�Ñ�¥�ç�Ä  �®�”�Ä�¢�£� �U  IP �ç�”�Â�Ÿ�ï�¬  �Â�”�Ò�ç
�t
Y�`�X
Ê�ˆ���‡�•�o�M�”�\�q�›�¬�Ý�`�‡�b�{

show ip route

�^�À �¯�Ú�ï�Å

�›���w�Ã�Ñ�¥�ç�Ä  �®�”�Ä�¢�£�   �¤�ï�Ä�æ�›	«�ˆ�`
�‡�b�{

clear ip route default gateway

�b� ‚ �o �w�Ã�Ñ�¥�ç�Ä  �®�” �Ä �¢�£�   �S� ‘ � | �µ �»
�Â�Ÿ�¿�«  �ç�”�Ä�›	«�ˆ�`�‡�b�{

clear ip route all 
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ƒ��
�¯�ï�¹�”�ç  �Ù�”�Ä�p�w  SLIP�¢ sl0 �£� �ï�»�”�Ñ�£� �µ�w
ƒ��
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�¯�ï�¹�”�ç  �Ù�”�Ä�p�w  SLIP�¢ sl0 �£� �ï�»�”�Ñ�£� �µ�w
ƒ��
�µ� �¿�½�q  IP �×�µ�Ä���w�Ù� �ï�Ä�À�”�Ù� �ï�Ä  SLIP 
€���t�x�z SLIP�¢ sl0�£� �ï�»�”�Ñ�£� �µ�›�–
�;�`�‡�b�{

�«�™ SLIP 
€���t�x�z�¯�ï�¹�”�ç  �Ù�”�Ä�›�–�;�b�” 
ž�A �U�K�“�‡�b�{ SLIP 
€���U� �É�”�Ò�ç�t�s�“�z�¯
�ï�¹�”�ç  �Ù�”�Ä	Í�p  SLIP 
€���U�æ�˜�•�”�q�z �¯�ï�¹�”�ç  �Ù�”�Ä�T�’  EIA/TIA-232 �z�¤�t
€���b�”
�\�q�x�p�V�‡�d�œ�{�¯�ï�¹�”�ç  �Ù�”�Ä�T�’�µ� �¿�½�w  CLI �t
€���`�o�M�”	Ô�ù�t�z slip attach �¯�Ú
�ï�Å�›�Ö�—�b�”�q�z�¯�ï�¹�”�ç  �Ù�”�Ä
€���U
~�…�^�•�‡�b�{�f�w	Ô�ù�z Telnet �›�–�;�`�o�µ� �¿�½
�t�ž�«�·�µ�`�z � �É�”�Ò�ç  �Þ�”�Å�›�‰�•�`�o�z slip detach �¯�Ú�ï�Å�›�Ö�—�b�”�q�z �¯�ï�¹�”�ç  �Ù�”
�Ä
€���›
î�i�p�V�‡�b�{

�¯�ï�¹�”�ç  �Ù�”�Ä	Í�p  SLIP �›� �É�”�Ò�ç�t�`�o
€���b�”�t�x�z�Í�w�^�À�›�æ�M�‡�b�{

�¯�ï�¹�”�ç  �Ù�”�Ä	Í�p  SLIP �›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z�Í�w�^�À�›�æ�M�‡�b�{

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 �æ�Þ�”�Ä  �×�µ�Ä�T�’�µ� �¿�½�t  Telnet �p�ž�«�·�µ�`
�‡�b�{

telnet {host_name | ip_addr}

�µ�Â�¿�Ó 2 �µ� �¿�½	Í�p� �É�”�Ò�ç  �Þ�”�Å�›�‰�•�`�‡�b�{ enable

�µ�Â�¿�Ó 3 �¯�ï�¹�”�ç  �Ù�”�Ä�w  SLIP �ž�Å�è�µ�z�S�‘�|
€���×
�µ�Ä�w�|
Œ�ž�Å�è�µ�›
ƒ���`�‡�b�{

set interface sl0 slip_addr dest_addr

�µ�Â�¿�Ó 4 SLIP � �ï�»�”�Ñ�£� �µ�w
ƒ���›�¬�Ý�`�‡�b�{ show interface

�µ�Â�¿�Ó 5 �¯�ï�¹�”�ç  �Ù�”�Ä�t�0�`�o  SLIP �›� �É�”�Ò�ç�t�`
�‡�b�{

slip attach

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 �æ�Þ�”�Ä  �×�µ�Ä�T�’�µ� �¿�½�t  Telnet �p�ž�«�·�µ�`
�‡�b�{

telnet {host_name | ip_addr}

�µ�Â�¿�Ó 2 �µ� �¿�½	Í�p� �É�”�Ò�ç  �Þ�”�Å�›�‰�•�`�‡�b�{ enable

�µ�Â�¿�Ó 3 �¯�ï�¹�”�ç  �Ù�”�Ä�t�0�`�o  SLIP �›�Ã�Ÿ�·�”�Ò�ç�t
�`�‡�b�{

slip detach



�H 3 	·       �µ� �¿�½�w  IP �ž�Å�è�µ�S�‘�|  �Ã�Ñ�¥�ç�Ä  �®�”�Ä�¢�£� �w
ƒ��
�¯�ï�¹�”�ç  �Ù�”�Ä�p�w  SLIP�¢ sl0�£� �ï�»�”�Ñ�£� �µ�w
ƒ��
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�¯�ï�¹�”�ç  �Ù�”�Ä	Í�p  SLIP �›
ƒ���`�z�f�w
ƒ���›�¬�Ý�b�”�«�›�Ô�`�‡�b�{

sparc20% telnet 172.20.52.38
Trying 172.20.52.38 ...
Connected to 172.20.52.38.
Escape character is '^]'.

Cisco Systems, Inc. Console

Enter password: 
Console> enable

Enter password: 
Console> (enable) set interface sl0 10.1.1.1 10.1.1.2
Interface sl0 slip and destination address set.
Console> (enable) show interface
sl0: flags=51<UP,POINTOPOINT,RUNNING>
        slip 10.1.1.1 dest 10.1.1.2
sc0: flags=63<UP,BROADCAST,RUNNING>
        vlan 522 inet 172.20.52.38 netmask 255.255.255.240 broadcast 172.20.52.7
Console> (enable) slip attach
Console Port now running SLIP.

Console> (enable) slip detach
SLIP detached on Console port.
Console> (enable)



�H 3 	·       �µ� �¿�½�w  IP �ž�Å�è�µ�S�‘�|  �Ã�Ñ�¥�ç�Ä  �®�”�Ä�¢�£� �w
ƒ��
BOOTP�z DHCP�z�‡�h�x  RARP �›�–�;�`�o  IP �ž�Å�è�µ�›	��˜�b�”	Ô�ù
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BOOTP�zDHCP�z�‡�h�x  RARP �›�–�;�`�o  IP �ž�Å�è�µ�›	��˜�b�”	Ô�ù

�¢�«�£ �µ� �¿�½�p  BOOTP�z DHCP�z�‡�h�x  RARP �›�–�;�`�o  IP �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›	��˜�b�”	�	q
�w	Ä�I�t�m�M�o�x�z �®�×�ˆ  IP �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�w�;�ó�“�A�¯ �¢ p.3-3�£ �›�€	°�`�o�X�i�^�M�{

BOOTP�z DHCP�z�‡�h�x  RARP �›�–�;�`�o�µ� �¿�½�w  IP �ž�Å�è�µ�›	��˜�b�”�t�x�z�Í�w�^�À�›�æ
�M�‡�b�{

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 �É�¿�Ä�ë�”�«	Í�t  DHCP �±�”�Ì�z BOOTP �±�”�Ì�z �‡
�h�x  RARP �±�”�Ì�U�K�”�\�q�›�¬�Ý�`�‡�b�{

–

�µ�Â�¿�Ó 2 �Þ�´�á�”�ç  1�¢�µ�”�Í�Ì� �²  �¤�ï�´�ï�£�t�m�M�o
MAC �ž�Å�è�µ
c�“�º�p�7�™�w�ž�Å�è�µ�›	��˜�`�‡
�b�{�\�w�ž�Å�è�µ�x�z MAC-Address(es) �w�_	Z�`�w�<
�t
¯�Ô�^�•�‡�b�¢ DHCP �›�–�;�b�”	Ô�ù�z	��ˆ�Â�“
�p�o�M�Ü�›�–�;�b�”�q�V�t�v�“�z�\�w�^�À�U
ž�A�p
�b�£�{

show module

�µ�Â�¿�Ó 3 DHCP�z BOOTP�z�‡�h�x  RARP �w�±�”�Ì  �¯�ï�Ñ�Ÿ
�ª�á�è�”�³�ã�ï�w�¤�µ� �¿�½�t�¤�ï�Ä�æ�›�å�C�`�z
�µ� �¿�½�w  MAC �ž�Å�è�µ�›�µ� �¿�½�w  IP �¯�ï�Ñ�Ÿ
�ª�á�è�”�³�ã�ï	Ø�C�t�0� 
Ç�Z�‡�b�¢ DHCP �›�–�;
�b�”	Ô�ù�z	��ˆ�‡�h�x�×�ˆ�Â�“�p�o�M�Ü�›�–�;�b�”
�q�V�t�v�“�z�\�w�^�À�U
ž�A�p�b�£ �{

–

�µ�Â�¿�Ó 4 sc0 � �ï�»�”�Ñ�£� �µ�w  IP �ž�Å�è�µ�›  0.0.0.0 �t
ƒ��
�`�‡�b�{

set interface sc0 0.0.0.0

�µ�Â�¿�Ó 5 �µ�   �¿�½�› �æ�· �¿�Ä�` �‡�b�{ DHCP �A�{ �S� ‘ � |
RARP �A�{�x�z�µ� �¿�½�w�I�ˆ�Ì�t�v�“�Ò�é�”�Å
�©�ß�µ�Ä�^�•�‡�b�{

reset system

�µ�Â�¿�Ó 6 �µ� �¿�½�w�6�I�ˆ�™�z sc0 � �ï�»�”�Ñ�£� �µ�w  IP �ž
�Å�è�µ�z�±�Ò�É�¿�Ä  �Ú�µ�«�z�S�‘�|�Ò�é�”�Å�©�ß�µ
�Ä �ž�Å�è�µ�U
Y�`�X
ƒ���^�•�o�M�”�T�r�O�T�›�¬
�Ý�`�‡�b�{

show interface

�µ�Â�¿�Ó 7 DHCP �w	Ô�ù�z�„�T�w�¦�Ó�³�ã�ï�¢�Ã�Ñ�¥�ç�Ä  �®�”
�Ä�¢�£�   �ž�Å�è�µ�s�r�£�U
Y�`�X
ƒ���^�•�o�M�”�T
�r�O�T�›�¬�Ý�`�‡�b�{

show ip route



�H 3 	·       �µ� �¿�½�w  IP �ž�Å�è�µ�S�‘�|  �Ã�Ñ�¥�ç�Ä  �®�”�Ä�¢�£� �w
ƒ��
BOOTP�z DHCP�z�‡�h�x  RARP �›�–�;�`�o  IP �ž�Å�è�µ�›	��˜�b�”	Ô�ù
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�Í�t�z�µ� �¿�½�U  DHCP �A�{�›�Ò�é�”�Å�©�ß�µ�Ä�`�z DHCP �¦�Ñ�•�”�›	!	ô�`�z DHCP �¦�Ñ�•�”�w
�º�0�t�,�n�M�o  IP �ž�Å�è�µ�S�‘�|�f�w�„�T�w  IP �Í�å�Ý�”�»�›
ƒ���b�”�«�›�Ô�`�‡�b�{

Console> (enable) 
Sending RARP request with address 00:90:0c:5a:8f:ff
Sending DHCP packet with address: 00:90:0c:5a:8f:ff
dhcpoffer
Sending DHCP packet with address: 00:90:0c:5a:8f:ff
Timezone set to '', offset from UTC is 7 hours 58 minutes
Timezone set to '', offset from UTC is 7 hours 58 minutes
172.16.30.32 added to DNS server table as primary server.
172.16.31.32 added to DNS server table as backup server.
172.16.32.32 added to DNS server table as backup server.
NTP server 172.16.25.253 added
NTP server 172.16.25.252 added
%MGMT-5-DHCP_S:Assigned IP address 172.20.25.244 from DHCP Server 172.20.25.254
Console> (enable) show interface
sl0: flags=51<UP,POINTOPOINT,RUNNING>
        slip 0.0.0.0 dest 0.0.0.0
sc0: flags=63<UP,BROADCAST,RUNNING>
        vlan 1 inet 172.20.25.244 netmask 255.255.255.0 broadcast 172.20.25.255
dhcp server: 172.20.25.254
Console>



�H 3 	·       �µ� �¿�½�w  IP �ž�Å�è�µ�S�‘�|  �Ã�Ñ�¥�ç�Ä  �®�”�Ä�¢�£� �w
ƒ��
DHCP �p�Â�“�p�o�’�•�h  IP �ž�Å�è�µ�w�Ë	ý�S�‘�|�r	†
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DHCP �p�Â�“�p�o�’�•�h  IP �ž�Å�è�µ�w�Ë	ý�S�‘�|�r	†
DHCP �›�–�;�`�o  IP �ž�Å�è�µ�›�Â�“�p�o�”	Ô�ù�z�Í�w�r�j�’�T�w  DHCP ���È�^�À�›�æ�O�\�q�U�p
�V�‡�b�{

• DHCP �p�Â�“�p�o�’�•�h  IP �ž�Å�è�µ�w�æ�”�µ�›�Ë	ý�`�‡�b�{

• DHCP �p�Â�“�p�o�’�•�h  IP �ž�Å�è�µ�w�æ�”�µ�›�r	†�`�‡�b�{

DHCP �p�Â�“�p�o�’�•�h�z�3�¬�º�¢ sc0�£���g� �ï�»�”�Ñ�£� �µ�w  IP �ž�Å�è�µ�›�Ë	ý�‡�h�x�r	†�b
�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�M�c�•�T�w�^�À�›�æ�M�‡�b�{

�Í�t�z DHCP �p�Â�“�p�o�’�•�h  IP �ž�Å�è�µ�w�æ�”�µ�›�Ë	ý�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set interface sc0 dhcp renew
Renewing IP address...
Console> (enable) Sending DHCP packet with address: 00:90:0c:5a:8f:ff

�¢�Â�©�µ�Ä	Z�—�x	²�t�£

�Í�t�z DHCP �p�Â�“�p�o�’�•�h  IP �ž�Å�è�µ�w�æ�”�µ�›�r	†�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set interface sc0 dhcp release
Releasing IP address...
Console> (enable) Sending DHCP packet with address: 00:90:0c:5a:8f:ff
Done

Console> (enable)

�^�À �¯�Ú�ï�Å

DHCP �p�Â�“�p�o�’�•�h  IP �ž�Å�è�µ�w�æ�”�µ�›
�Ë	ý�`�‡�b�{

set interface sc0 dhcp renew

DHCP �p�Â�“�p�o�’�•�h  IP �ž�Å�è�µ�w�æ�”�µ�›
�r	†�`�‡�b�{

set interface sc0 dhcp release



�H 3 	·       �µ� �¿�½�w  IP �ž�Å�è�µ�S�‘�|  �Ã�Ñ�¥�ç�Ä  �®�”�Ä�¢�£� �w
ƒ��
DHCP �p�Â�“�p�o�’�•�h  IP �ž�Å�è�µ�w�Ë	ý�S�‘�|�r	†
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4

� �”�±�É�¿�Ä�z�Ñ�•�µ�Ä  � �”�±�É�¿�Ä�z
�ª�¨�Ï�¿�Ä  � �”�±�É�¿�Ä�z �S�‘�|  10 �ª
�¨�Ï�¿�Ä  � �”�±�É�¿�Ä  �µ� �¿�½�ï�¬�w

ƒ��

�\�w	·�p�x�z CLI�¢�¯�Ú�ï�Å�å� �ï  � �ï�»�”�Ñ�£� �µ�£�›�–�;�`�o  Catalyst 6500 �³�æ�”�¶  �µ� �¿�½
	Í�p� �”�±�É�¿�Ä�z�Ñ�•�µ�Ä  � �”�±�É�¿�Ä�z�ª�¨�Ï�¿�Ä  � �”�±�É�¿�Ä�z�S�‘�|  10 �ª�¨�Ï�¿�Ä  � �”
�±�É�¿�Ä  �µ� �¿�½�ï�¬�›
ƒ���b�”	�	q�t�m�M�o
†�Ì�`�‡�b�{�\�w	·�p
†�Ì�b�”
ƒ��	�	q�x�z� �”�±
�É�¿�Ä�z�Ñ�•�µ�Ä  � �”�±�É�¿�Ä�z�ª�¨�Ï�¿�Ä  � �”�±�É�¿�Ä�z�S�‘�|  10 �ª�¨�Ï�¿�Ä  � �”�±�É�¿�Ä
�µ� �¿�½�ï�¬  �Þ�´�á�”�ç�w�„�T�t�z�µ�”�Í�Ì� �²  �¤�ï�´�ï	Í�w�ž�¿�Ó�æ�ï�«  �Ù�”�Ä�t�‹�p�o�x�‡
�“�‡�b�{

�¢�«�£ �\�w	·�p�–�;�`�o�M�”�¯�Ú�ï�Å�w�ì
¶�s�Ï���S�‘�|�–�;�M�O�w	Ä�I�t�m�M�o�x�z �° Catalyst 6500
Series Switch Command Reference�±�›�€	°�`�o�X�i�^�M�{

�\�w	·�p
†�Ì�b�”�º�0�x�z�Í�w�q�S�“�p�b�{

• � �”�±�É�¿�Ä�w�;�ó�“�A�¢ p.4-2�£

• � �”�±�É�¿�Ä�z�Ñ�•�µ�Ä  � �”�±�É�¿�Ä�z�ª�¨�Ï�¿�Ä  � �”�±�É�¿�Ä�z�S�‘�|  10 �ª�¨�Ï�¿�Ä  � �”
�±�É�¿�Ä�w�Ã�Ñ�¥�ç�Ä
ƒ���¢ p.4-4�£

• �Ù�”�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�w
ƒ���¢ p.4-5�£



�H 4 	·       � �”�±�É�¿�Ä�z�Ñ�•�µ�Ä  � �”�±�É�¿�Ä�z�ª�̈ �Ï�¿�Ä  � �”�±�É�¿�Ä�z�S�‘�|  10 �ª�̈ �Ï�¿�Ä  � �”�±�É�¿�Ä  �µ� �¿�½�ï�¬�w
ƒ��
� �”�±�É�¿�Ä�w�;�ó�“�A
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� �”�±�É�¿�Ä�w�;�ó�“�A
Catalyst 6500 �³�æ�”�¶  �µ� �¿�½�x�z� �”�±�É�¿�Ä  �·�¬�Ý�ï�Ä���p�w�‰�Ì���»
€���›�±�Ù�”�Ä�`�‡
�b�{� �”�±�É�¿�Ä  �·�¬�Ý�ï�Ä���w�µ� �¿�½�w
€���U�¡�Ë�^�•�”�w�x�z�Í�­�¿�Ä�w
ù	ô�¤�i�Z�p�b�{
�Í�w�Í�­�¿�Ä�p�x�z���w�·�¬�Ý�ï�Ä���p	ý�`�M
€���›�æ�O�\�q�U�p�V�‡�b�{

Catalyst 6500 �³�æ�”�¶  �µ� �¿�½�x�z
÷�”�¢�±�”�Ì�s�r�£�]�q�t
•�;�w  10�z100�z1000�z�‡�h�x  10000
Mbps �·�¬�Ý�ï�Ä�›�Â�“�p�o�”�\�q�t�‘�“�z�¿�3�¬
ï
÷�”�S�‘�|�G�”�â�”�²�t�I�¼�b�”�Ô�Ó�ð�J�›
�r	«�`�‡�b�{�µ� �¿�½�w� �”�±�É�¿�Ä  �Ù�”�Ä�]�q�t�z���‘�w� �”�±�É�¿�Ä  �·�¬�Ý�ï�Ä�q�s�”�w�p�z
�&
~�t
ƒ���^�•�h�µ� �¿�½�ï�¬���¥�w�±�”�Ì�x�z�3�¬�•�w�Ñ�ç�ž�«�·�µ�U�D�ó�p�b�{

� �”�±�É�¿�Ä  �É�¿�Ä�ë�”�«�p�x�z�¯�æ�´�ã�ï�U	Ë�•�w	��s�j�¼�p�K�”�h�Š�z�®�L�$�s�r�>�M�O�x
¶
�Ë	O�è	ô�p�b�{ Catalyst 6500 �³�æ�”�¶  �µ� �¿�½�w  10 Mbps �Ù�”�Ä�‡�h�x  100 Mbps �Ù�”�Ä�p�x�z
¶
�Ë	O�Þ�”�Å�U�¦�Ó�³�ã�ï�q�`�o���™�^�•�o�M�‡�b�¢�ª�¨�Ï�¿�Ä  � �”�±�É�¿�Ä�S�‘�|  10 �ª�¨�Ï�¿�Ä
� �”�±�É�¿�Ä  �Ù�”�Ä�x	×�t
¶�Ë	O�p�ˆ�^�`�‡�b�£ �{�°
`�$�t�z� �”�±�É�¿�Ä�x
R�Ë	O�Þ�”�Å�p�ˆ�^
�`�‡�b�U�z�\�•�x�¤�µ�Â�”�³�ã�ï�U
ù	ô�‡�h�x	!	ô�w�r�j�’�T�°�M�`�T�p�V�s�M�\�q�›�™�¯�`�‡
�b�{
¶�Ë	O�Þ�”�Å�p�x�z 2 �m�w�µ�Â�”�³�ã�ï���p�‰�Ì�t
ù	!	ô�›�æ�O�\�q�U�p�V�‡�b�{�‰�Ì�t�†�M
�²�t�Í�­�¿�Ä�›
ù�•�”	Ô�ù�z���®� �”�±�É�¿�Ä�3�¬
ï�x  2 
��t�s�“�z 10 Mbps �Ù�”�Ä�p  20 Mbps �t�z
�Ñ�•�µ�Ä  � �”�±�É�¿�Ä  �Ù�”�Ä�p  200 Mbps �t�s�“�‡�b�{ Catalyst 6500 �³�æ�”�¶  �µ� �¿�½�w�ª�¨�Ï�¿
�Ä � �”�±�É�¿�Ä�S�‘�|  10 �ª�¨�Ï�¿�Ä  � �”�±�É�¿�Ä  �Ù�”�Ä�x�z
¶�Ë	O�¢�f�•�g�•���®�3�¬
ï�x  2
Gbps �q  20 Gbps�£�w�ˆ�p�b�{

�\�\�p�x�z� �”�±�É�¿�Ä�t�m�M�o
†�Ì�`�‡�b�{

• �·�¬�Ý�ï�Ä���w�Ñ�è�”�Ü  �µ� �¿�½�ï�¬�¢ p.4-2�£

• �ž�Å�è�µ  �Â�”�Ò�ç�w�^
R�¢ p.4-3�£

• �Ù�”�Ä  �É�°�³�¤�”�³�ã�ï�w�“�A�¢ p.4-3�£

�·�¬�Ý�ï�Ä���w�Ñ�è�”�Ü  �µ� �¿�½�ï�¬

Catalyst 6500 �³�æ�”�¶  �µ� �¿�½	Í�w�¤� �”�±�É�¿�Ä  �Ù�”�Ä�x�z 1 �F�w�ë�”�«�µ�Â�”�³�ã�ï�‡�h�x
�±�”�Ì�t
€���b�”�\�q�‹�z�Ë�Ò�›�p�`�o�f�\�T�’�É�¿�Ä�ë�”�«�t
€���b�”
ó
:�w�ë�”�«�µ�Â�”�³�ã
�ï�‡�h�x�±�”�Ì�t
€���b�”�\�q�‹�p�V�‡�b�{

�°
`�$�s� �”�±�É�¿�Ä  �Ë�Ò�w�Ù�”�Ä�x�b�‚�o�z�Ë�Ò�º�w�ž�è�Ì�¿�«�Ó�è�”�ï�t
€���^�•�z�Ë�Ò�t
€
���^�•�h�b�‚�o�w
÷�”���p�É�¿�Ä�ë�”�«�3�¬�U�ž���^�•�‡�b�{ 2 �m�w�µ�Â�”�³�ã�ï���p�z
ì�p�”�w
�3�¬�›�–�;�b�”�·�¿�³�ã�ï�›�¬�q�`�h	Ô�ù�t�x�z�f�w�Ë�Ò�t
€���^�•�h�„�T�w�b�‚�o�w�µ�Â�”�³�ã
�ï�p�z�É�¿�Ä�ë�”�«  �Í�Ñ�¥�”�Ú�ï�µ�U�ÿ�<�`�‡�b�{

�\�w�‘�O�s�Í�Ñ�¥�”�Ú�ï�µ�w�ÿ�<�›�0�n�b�”�h�Š�t�z�µ� �¿�½�x�¤�Ù�”�Ä�›�f�•�g�•� �q�`�h�·�¬
�Ý�ï�Ä�q�`�o�{�M�‡�b�{���w�Ù�”�Ä	Í�w�µ�Â�”�³�ã�ï�p�è	ô�U
ž�A�t�s�l�h	Ô�ù�z�µ� �¿�½�x�ë� 
�à  �µ�Ð�”�Å�p�z�K�”�Ù�”�Ä�T�’���w�Ù�”�Ä�•�Ñ�è�”�Ü�›�8
ù�b�”�w�p�z�¤�·�¿�³�ã�ï�t�¬�î�t�Ñ�ç
�3�¬�›�)�Q�”�\�q�U�p�V�‡�b�{

�Ù�”�Ä���w�Ñ�è�”�Ü  �µ� �¿�½�ï�¬�›�®�p�$�t�æ�O�h�Š�t�z�µ� �¿�½�x�ž�Å�è�µ  �Â�”�Ò�ç�›�¡�Ë�`
�‡�b�{�Ñ�è�”�Ü�U�µ� �¿�½�t�Ö�”�q�z�µ� �¿�½�t�‘�l�o�z
ù	ô���µ�Â�”�³�ã�ï�w  MAC�¢�Ý�Ã�Ÿ�ž
�ž�«�·�µ
M�š�£�ž�Å�è�µ�q�Ñ�è�”�Ü�›	!	ô�`�h�Ù�”�Ä�U�0� 
Ç�Z�’�•�‡�b�{
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�ž�Å�è�µ  �Â�”�Ò�ç�w�^
R

Catalyst 6500 �³�æ�”�¶  �µ� �¿�½�x�z 	!	ô�`�h�Ñ�è�”�Ü�w
ù	ô�i�ž�Å�è�µ�›�–�;�`�o�ž�Å�è�µ  �Â�”�Ò
�ç�›�^
R�`�‡�b�{ �ž�Å�è�µ  �Â�”�Ò�ç�t�|
Œ�ž�Å�è�µ�U�J�å�^�•�o�M�s�M�Ñ�è�”�Ü�›�µ� �¿�½�U	!	ô
�`�h	Ô�ù�z�f�w�Ñ�è�”�Ü�›	!	ô�`�h�Ù�”�Ä�Ž�Ž�w�‰�°  VLAN�¢�>
Ý  LAN�£�w�b�‚�o�w�Ù�”�Ä�t�z�Ñ
�è�”�Ü�U�Ñ�å�¿�Ã�Ÿ�ï�¬�^�•�‡�b�{�|
Œ�µ�Â�”�³�ã�ï�T�’� �t�U�K�”�q�z�µ� �¿�½�U�&
~�s
ù	ô�i
�ž�Å�è�µ�S�‘�|�Ù�”�Ä  ID �›�ž�Å�è�µ  �Â�”�Ò�ç�t�å�C�`�‡�b�{�µ� �¿�½�x�Ž�™�z 1 �m�w�Ù�”�Ä�i�Z
�t�™���Ñ�è�”�Ü�›�8
ù�`�‡�b�{�b�‚�o�w�Ù�”�Ä�t�Ñ�å�¿�Ã�Ÿ�ï�¬�b�”�\�q�x�K�“�‡�d�œ�{

�ž�Å�è�µ  �Â�”�Ò�ç�t�x�z�¤�ï�Ä�æ�w�Ñ�å�¿�Ã�Ÿ�ï�¬�›
P�˜�c�t	—�s�X�q�‹  32,000 �w�ž�Å�è�µ  �¤�ï
�Ä�æ�›�-���p�V�‡�b�{�µ� �¿�½�x
ƒ���D�ó�s�¤�”�´�ï�¬  �»� �Ú�”�t�‘�l�o���Š�’�•�h�¤�”�´�ï�¬
�Ý�§�Ç�¶�Ü�›�–�;�b�”�w�p�z�ž�Å�è�µ�U�¦���^�•�h
µ
:�i�Z
‡�ž�«�Â�Ÿ�Ò	Ý�6�t�s�”�q�z�ž�Å�è�µ
�Â�”�Ò�ç�T�’�_	†�^�•�‡�b�{

�Ù�”�Ä  �É�°�³�¤�”�³�ã�ï�w�“�A

�¢�«�£ set port negotiation �¯�Ú�ï�Å�›�±�Ù�”�Ä�`�o�M�”�w�x�z�ª�¨�Ï�¿�Ä  � �”�±�É�¿�Ä  �Ù�”�Ä�i�Z�p�b�{
WS-X6316-GE-TX �Þ�´�á�”�ç�S�‘�|  WS-X6516-GE-TX �Þ�´�á�”�ç�x�\�w�¯�Ú�ï�Å�›�±�Ù�”�Ä�`�o
�M�‡�d�œ�{�Ù�”�Ä�U�\�w�¯�Ú�ï�Å�›�±�Ù�”�Ä�`�o�M�s�M	Ô�ù�z [Feature not supported on Port N/N] �q
�M�O�Ý�¿�·�”�´�U
¯�Ô�^�•�‡�b�{ N/N �x�Þ�´�á�”�ç�q�Ù�”�Ä
j�ø�›�Ô�`�o�M�‡�b�{

�¢�«�£ �\�w�æ�æ�”�µ�p�x�z 1000BASE-TX�¢�”
¢�£�ª�¨�Ï�¿�Ä  � �”�±�É�¿�Ä  �Ù�”�Ä�t�Ù�”�Ä  �É�°�³�¤�”
�³�ã�ï�›
ƒ���b�”�\�q�x�p�V�‡�d�œ�{ �É�°�³�¤�”�³�ã�ï�U�Ã�Ÿ�·�”�Ò�ç�t
ƒ���^�•�o�M�”�Ù�”�Ä�t
1000BASE-TX GBIC �›�e�L�b�”�q�z�Ã�Ÿ�·�”�Ò�ç�w
ƒ���x�Á�¹�^�•�z�f�w�Ù�”�Ä�x�É�°�³�¤�”�³�ã
�ï  � �É�”�Ò�ç  �Þ�”�Å�p�ˆ�^�`�‡�b�{

�¢�«�£ �Ù�”�Ä  �É�°�³�¤�”�³�ã�ï�t�x�z�É�°�³�¤�”�³�ã�ï�›�æ�O�Ù�”�Ä�w���S�x�����`�‡�d�œ�{ set port
speed �¯�Ú�ï�Å�›�–�;�`�o�Ù�”�Ä  �É�°�³�¤�”�³�ã�ï�›�Ã�Ÿ�·�”�Ò�ç�t
ƒ���b�”�\�q�x�p�V�‡�d�œ�{

�Ù�”�Ä  �É�°�³�¤�”�³�ã�ï�p�x�z�Ñ�é�”
M�š�Í�å�Ý�”�»�z�æ�Þ�”�Ä	Ë�•	Ø�C�z�S�‘�|�Ã�á�Ó�è�¿�«�µ
	Ø�C�U�¦�õ�^�•�‡�b�{�Ù�”�Ä  �É�°�³�¤�”�³�ã�ï�w
ƒ���x�z set port negotiation �¯�Ú�ï�Å�›�–�;�`�o
�æ�M�‡�b�{�Ù�”�Ä  �É�°�³�¤�”�³�ã�ï�x�z�Ã�Ñ�¥�ç�Ä�p�x� �É�”�Ò�ç�t
ƒ���^�•�o�M�‡�b�{

�¢�«�£ 16 �Ù�”�Ä  10/100/1000BASE-T � �”�±�É�¿�Ä  �Þ�´�á�”�ç�p�Ù�”�Ä  �É�°�³�¤�”�³�ã�ï�›� �É�”�Ò�ç�t
�`�h	Ô�ù�z�³�µ�Â�Ü�x�Ñ�é�”
M�š�w�ˆ�t�m�M�o�×�ˆ�É�°�³�¤�”�³�ã�ï�›�î�æ�`�‡�b�{

�æ�ï�«�w�†�z�w�Ù�”�Ä�x�z�‰�a
ƒ���p�s�Z�•�y�s�“�‡�d�œ�{�æ�ï�«�w�†�z�p�Ù�”�Ä�w
ƒ���U�°�•�`
�o�M�s�M�q�¢�°�M�w�Ù�”�Ä�p�Ù�”�Ä  �É�°�³�¤�”�³�ã�ï�U� �É�”�Ò�ç�p�z���M�w�Ù�”�Ä�p�Ã�Ÿ�·�”�Ò
�ç�t
ƒ���^�•�o�M�”	Ô�ù�s�r�£ �z�æ�ï�«�U�¬�q�^�•�‡�d�œ�{


¯ 4-1 �t�z �–�;�p�V�”  4 	��¨�w�Ù�”�Ä  �É�°�³�¤�”�³�ã�ï
ƒ���S�‘�|�¤
ƒ���t�0� �b�”�æ�ï�«  �µ�Â�”
�»�µ�›�Ô�`�‡�b�{
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� �”�±�É�¿�Ä�z�Ñ�•�µ�Ä  � �”�±�É�¿�Ä�z�ª�¨�Ï�¿�Ä  � �”�±�É�¿�Ä�z�S�‘�|  10 �ª�¨�Ï�¿�Ä  � �”�±�É�¿�Ä�w�Ã�Ñ�¥�ç�Ä
ƒ��

4-4
Catalyst 6500 �³�æ�”�¶  �µ� �¿�½  �¹�Ñ�Ä�¢�£�ž  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �¨� �Å

OL-7193-01-J

� �”�±�É�¿�Ä�z�Ñ�•�µ�Ä  � �”�±�É�¿�Ä�z�ª�¨�Ï�¿�Ä  � �”�±�É�¿�Ä�z�S
�‘�|  10 �ª�¨�Ï�¿�Ä  � �”�±�É�¿�Ä�w�Ã�Ñ�¥�ç�Ä
ƒ��


¯ 4-2 �t�z� �”�±�É�¿�Ä�z�Ñ�•�µ�Ä  � �”�±�É�¿�Ä�z�ª�¨�Ï�¿�Ä  � �”�±�É�¿�Ä�z�S�‘�|  10 �ª�¨�Ï�¿
�Ä � �”�±�É�¿�Ä�w�Ã�Ñ�¥�ç�Ä
ƒ���›�Ô�`�‡�b�{


¯ 4-1 �Ù�”�Ä  �É�°�³�¤�”�³�ã�ï�w
ƒ���S�‘�|�æ�ï�«  �µ�Â�”�»�µ

�Ù�”�Ä  �É�°�³�¤�”�³�ã�ï  �µ�Â�”�Ä �æ�ï�«  �µ�Â�”�»�µ

�Ù�z 1

1. �Ù�z�q�x�z�é�”�§�ç  �Ù�”�Ä�p�b�{

���z 2

2. ���z�q�x�z�æ�ï�«�w���z�t�K�”�Ù�”�Ä�p�b�{

�Ù�z ���z

�¦�Ñ �¦�Ñ �ž�«�Â�Ÿ�Ò �ž�«�Â�Ÿ�Ò

�¦�ï �¦�ï �ž�«�Â�Ÿ�Ò �ž�«�Â�Ÿ�Ò

�¦�Ñ �¦�ï �ž�«�Â�Ÿ�Ò �¼�¢�ï

�¦�ï �¦�Ñ �¼�¢�ï �ž�«�Â�Ÿ�Ò


¯ 4-2 � �”�±�É�¿�Ä�w�Ã�Ñ�¥�ç�Ä
ƒ��

�;�ó �Ã�Ñ�¥�ç�Ä�‹

�Ù�”�Ä  � �É�”�Ò�ç  �µ�Â�”�Ä �b�‚�o�w�Ù�”�Ä�U� �É�”�Ò�ç

�Ù�”�Ä�Ê �s�`

�Ã�á�Ó�è�¿�«�µ  �Þ�”�Å • 10 Mbps � �”�±�É�¿�Ä  �Ù�”�Ä�p�x
R�Ë	O

• 10/100 Mbps �Ñ�•�µ�Ä  � �”�±�É�¿�Ä  �Ù�”�Ä�p�x���S�q�Ã�á�Ó
�è�¿�«�µ�›�×�ˆ�É�°�³�¤�”�³�ã�ï

• 100 Mbps �Ñ�•�µ�Ä  � �”�±�É�¿�Ä  �Ù�”�Ä�p�x�Ã�á�Ó�è�¿�«�µ
�›�×�ˆ�É�°�³�¤�”�³�ã�ï

• 1000 Mbps �ª�¨�Ï�¿�Ä  � �”�±�É�¿�Ä  �Ù�”�Ä�p�x
¶�Ë	O

• 10000 Mbps �ª�¨�Ï�¿�Ä  � �”�±�É�¿�Ä  �Ù�”�Ä�p�x
¶�Ë	O

�Ñ�é�” 
M�š�¢ 10 �ª � ¨ � Ï �¿ �Ä
� �”�±�É�¿�Ä�£

�Ñ�é�”
M�š�x	!	ô�¢ Rx�£�p  on�z�¢ Tx�£
ù	ô�p  off

�Ñ�é�”
M�š�¢�ª�¨�Ï�¿�Ä  � �”
�±�É�¿�Ä�£

�Ñ�é�”
M�š�x  Rx �p  off�z Tx �p  desired

�Ñ�é�”
M�š�¢�f�w�„�T�w� �”
�±�É�¿�Ä�£

�Ñ�é�”
M�š�x  Rx �p  off�z Tx �x�±�Ù�”�Ä�^�•�o�M�s�M

Spanning-Tree Protocol�¢ STP; �µ
�Í�Ç�ï�¬  �À�æ�”  �Ó�é�Ä�¯�ç�£

VLAN 1 �p� �É�”�Ò�ç

�É� �Â�Ÿ�Ò  VLAN VLAN 1

�Ù�”�Ä  VLAN �¯�µ�Ä • 10 Mbps � �”�±�É�¿�Ä  �Ù�”�Ä�p�x  100

• 10/100 Mbps �Ñ�•�µ�Ä  � �”�±�É�¿�Ä  �Ù�”�Ä�p�x  19

• 100 Mbps �Ñ�•�µ�Ä  � �”�±�É�¿�Ä  �Ù�”�Ä�p�x  19

• 1000 Mbps �ª�¨�Ï�¿�Ä  � �”�±�É�¿�Ä  �Ù�”�Ä�p�x  4

• 10000 Mbps �ª�¨�Ï�¿�Ä  � �”�±�É�¿�Ä  �Ù�”�Ä�p�x  1

EtherChannel �b�‚�o�w� �”�±�É�¿�Ä  �Ù�”�Ä	Í�p�Ã�Ÿ�·�”�Ò�ç

�´�ß�ï�Ø  �Ñ�è�”�Ü �b�‚�o�w� �”�±�É�¿�Ä  �Ù�”�Ä	Í�p�Ã�Ÿ�·�”�Ò�ç
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ƒ��
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�Ù�”�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�w
ƒ��
�\�\�p�x�z Catalyst 6500 �³�æ�”�¶  �µ� �¿�½	Í�p� �”�±�É�¿�Ä�z�Ñ�•�µ�Ä  � �”�±�É�¿�Ä�z�ª�¨�Ï�¿�Ä
� �”�±�É�¿�Ä�z�S�‘�|  10 �ª�¨�Ï�¿�Ä  � �”�±�É�¿�Ä  �µ� �¿�½�ï�¬�›
ƒ���b�”	�	q�t�m�M�o
†�Ì�`�‡
�b�{

• Supervisor Engine 720 �w�Ù�”�Ä
ƒ���¢ p.4-5�£

• �Ù�”�Ä�Ê�w
ƒ���¢ p.4-6�£

• �Ù�”�Ä���S�w
ƒ���¢ p.4-6�£

• �Ù�”�Ä�w�Ã�á�Ó�è�¿�«�µ  �Þ�”�Å�w
ƒ���¢ p.4-7�£

• �×�ˆ  MDI/MDIX �w� �É�”�Ò�ç�= / �Ã�Ÿ�·�”�Ò�ç�=�¢ p.4-8�£

• IEEE 802.3X �Ñ�é�”
M�š�w
ƒ���¢ p.4-9�£

• �Ù�”�Ä  �É�°�³�¤�”�³�ã�ï�w� �É�”�Ò�ç�=�S�‘�|�Ã�Ÿ�·�”�Ò�ç�=�¢ p.4-10�£

• �Ã�Ñ�¥�ç�Ä�w�Ù�”�Ä  � �É�”�Ò�ç  �µ�Â�”�Ä�w�!�Ë�¢ p.4-10�£

• �Ù�”�Ä  �Ã�Ì�¢�ï�µ  �»� �Ú�”�w
ƒ���¢ p.4-11�£

• �Ù�”�Ä  �Ã�Ì�¢�ï�µ  �»� �Ú�”�w
ƒ���!�Ë�¢ p.4-12�£

• �Ù�”�Ä�w  errdisable �µ�Â�”�Ä�t�S�Z�”�»� �Ü�ž�¢�Ä
ƒ���¢ p.4-13�£

• �×�ˆ�Þ�´�á�”�ç  �³�ß�¿�Ä�¼�¢�ï�w
ƒ���¢ p.4-15�£

• �Ù�”�Ä  �¤�å�”�U	Z�w
ƒ���¢ p.4-18�£

• 	Ñ�Õ�Ñ�è�¿�«�µ  �æ�ï�«�w
ƒ���¢ p.4-18�£

• �´�ß�ï�Ø  �Ñ�è�”�Ü�w
ƒ���¢ p.4-20�£

• 
€���w�¬�Ý�¢ p.4-23�£

Supervisor Engine 720 �w�Ù�”�Ä
ƒ��

Supervisor Engine 720 �w�Ù�”�Ä  1 �t�x  Small Form-factor Pluggable�¢ SFP�£�¯�É�«�»�U�K�“�z�{���w
ƒ
���¦�Ó�³�ã�ï�x�K�“�‡�d�œ�{

Supervisor Engine 720 �w�Ù�”�Ä  2 �t�x�z RJ-45 �¯�É�«�»�q  SFP �¯�É�«�»�¢�Ã�Ñ�¥�ç�Ä�£�U�K�“�‡�b�{
RJ-45 �¯�É�«�»�›�–�;�b�”�t�x�z
ƒ���›�!�Ë�b�”
ž�A�U�K�“�‡�b�{

Supervisor Engine 720 	Í�w�Ù�”�Ä  2 �›
ƒ���b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z RJ-45 �¯�É�«�»�›�–�;�p�V�”�‘�O�t  Supervisor Engine 720 	Í�w�Ù�”�Ä  2 �›
ƒ���b�”�«�›�Ô�`�‡
�b�{

Console> (enable) set port media-type 5/2 rj45
Port 5/2 media type set to RJ-45.
Console> (enable)

�^�À �¯�Ú�ï�Å

Supervisor Engine 720 	Í�w�Ù�”�Ä  2 �›
ƒ���`�‡
�b�{

set port media-type mod/port { rj45  | sfp}
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ƒ��
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ƒ��
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�Ù�”�Ä�Ê�w
ƒ��

� �”�±�É�¿�Ä�z�Ñ�•�µ�Ä  � �”�±�É�¿�Ä�z�ª�¨�Ï�¿�Ä  � �”�±�É�¿�Ä�z�S�‘�|  10 �ª�¨�Ï�¿�Ä  � �”�±
�É�¿�Ä  �µ� �¿�½�ï�¬  �Þ�´�á�”�ç	Í�w�Ù�”�Ä�Ê�›
ƒ���`�z�µ� �¿�½���g�›�0�›�t�b�”�\�q�U�p�V�‡
�b�{

�Ù�”�Ä�Ê�›
ƒ���b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z�Ù�”�Ä  1/1 �S�‘�|  1/2 �t�Ê
²�›
ƒ���`�z�f�•�’�w�Ù�”�Ä�Ê�U
Y�`�X
ƒ���^�•�o�M�”�T�r�O�T
�›�¬�Ý�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set port name 1/1 Router Connection
Port 1/1 name set.
Console> (enable) set port name 1/2 Server Link
Port 1/2 name set.
Console> (enable) show port 1
Port  Name               Status     Vlan         Duplex Speed Type
----- ------------------ ---------- ----------   ------ ----- ------------
 1/1  Router Connection  connected  trunk          full  1000 1000BaseSX
 1/2  Server Link        connected  trunk          full  1000 1000BaseSX
.
.
.
Last-Time-Cleared
--------------------------
Wed Jun 16 1999, 16:25:57
Console> (enable)

�Ù�”�Ä���S�w
ƒ��

10/100 Mbps � �”�±�É�¿�Ä  �µ� �¿�½�ï�¬  �Þ�´�á�”�ç	Í�p�Ù�”�Ä���S�›
ƒ���p�V�‡�b�{�Ù
€�Ù�”�Ä�q
�w���p�z�Ù�”�Ä���S�q�Ã�á�Ó�è�¿�«�µ  �Þ�”�Å�w�×�ˆ�É�°�³�¤�”�³�ã�ï�U�æ�˜�•�”�‘�O�t�b�”�t�x�z
auto �©�”�ë�”�Å�›�–�;�`�‡�b�{

�¢�«�£ 10/100 Mbps � �”�±�É�¿�Ä  �Ù�”�Ä	Í�p�Ù�”�Ä���S�›  auto �t
ƒ���b�”�q�z ���S�q�Ã�á�Ó�è�¿�«�µ�w�†
�M�t�m�M�o�z�×�ˆ�É�°�³�¤�”�³�ã�ï�U�æ�˜�•�‡�b�{  

10/100/1000 Mbps �w���S�›�±�Ù�”�Ä�b�”�Ù�”�Ä	Í�p�x�z auto-10-100 �©�”�ë�”�Å�›�–�;�`�‡�b�{
auto-10-100 �©�”�ë�”�Å�›�–�;�b�”�\�q�p�z�f�w�Ù�”�Ä�›�z���S�U  auto �t
ƒ���^�•�o�M�”  10/100
Mbps �w�Ù�”�Ä�q�‰�7�t�ˆ�^�^�d�”�\�q�U�p�V�‡�b�{���S�q�Ã�á�Ó�è�¿�«�µ�x�É�°�³�¤�”�Ä�^�•�‡
�b�¢ 1000 Mbps �w���S�x�É�°�³�¤�”�Ä�^�•�‡�d�œ�£ �{

� �”�±�É�¿�Ä  �Ù�”�Ä�w�Ù�”�Ä���S�›
ƒ���b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 �Ù�”�Ä�Ê�›
ƒ���`�‡�b�{ set port name mod/port [name_string]

�µ�Â�¿�Ó 2 �Ù�”�Ä�Ê�w
ƒ���›�¬�Ý�`�‡�b�{ show port [mod[/port]]

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 � �”�±�É�¿�Ä  �Ù�”�Ä�w�Ù�”�Ä���S�›
ƒ���`�‡
�b�{

set port speed mod/port { 10 | 100 | 1000 | auto |
auto-10-100}

�µ�Â�¿�Ó 2 �Ù�”�Ä�w���S�U
Y�`�X
ƒ���^�•�o�M�”�\�q�›�¬
�Ý�`�‡�b�{

show port [mod[/port]]
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�Í�t�z�Ù�”�Ä  2/2 �w�Ù�”�Ä���S�›  100 Mbps �t
ƒ���b�”�«�›�Ô�`�‡�b�{

Console> (enable) set port speed 2/2 100
Port 2/2 speed set to 100 Mbps.
Console> (enable)

�Í�t�z�Ù�”�Ä  2/1 �q�Ù
€�Ù�”�Ä�q�w���p���S�S�‘�|�Ã�á�Ó�è�¿�«�µ�w�×�ˆ�É�°�³�¤�”�³�ã�ï�U�æ�˜
�•�”�‘�O�t�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set port speed 2/1 auto
Port 2/1 speed set to auto-sensing mode.
Console> (enable)

�Ù�”�Ä�w�Ã�á�Ó�è�¿�«�µ  �Þ�”�Å�w
ƒ��

� �”�±�É�¿�Ä�S�‘�|�Ñ�•�µ�Ä  � �”�±�É�¿�Ä  �Ù�”�Ä�w�Ã�á�Ó�è�¿�«�µ  �Þ�”�Å�›
¶�Ë	O�‡�h�x
R�Ë	O
�t
ƒ���p�V�‡�b�{

�¢�«�£ �ª�¨�Ï�¿�Ä  � �”�±�É�¿�Ä�S�‘�|  10 �ª�¨�Ï�¿�Ä  � �”�±�É�¿�Ä�x
¶�Ë	O�è	ô
•�;�p�b�{�ª�¨�Ï�¿�Ä
� �”�±�É�¿�Ä�S�‘�|  10 �ª�¨�Ï�¿�Ä  � �”�±�É�¿�Ä  �Ù�”�Ä�w�Ã�á�Ó�è�¿�«�µ  �Þ�”�Å�›�!�Ë�b�”�\�q
�x�p�V�‡�d�œ�{  

�¢�«�£ 10/100 Mbps � �”�±�É�¿�Ä  �Ù�”�Ä	Í�p�Ù�”�Ä���S�›  auto �t
ƒ���b�”�q�z ���S�q�Ã�á�Ó�è�¿�«�µ�w�†
�M�t�S�M�o�z�×�ˆ�É�°�³�¤�”�³�ã�ï�U�æ�˜�•�‡�b�{�×�ˆ�É�°�³�¤�”�³�ã�ï  �Ù�”�Ä�w�Ã�á�Ó�è�¿�«
�µ  �Þ�”�Å�x�!�Ë�p�V�‡�d�œ�{

�Ù�”�Ä�w�Ã�á�Ó�è�¿�«�µ  �Þ�”�Å�›
ƒ���b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z�Ù�”�Ä  2/1 �w�Ã�á�Ó�è�¿�«�µ  �Þ�”�Å�›
R�Ë	O�t
ƒ���b�”�«�›�Ô�`�‡�b�{

Console> (enable) set port duplex 2/1 half
Port 2/1 set to half-duplex.
Console> (enable)

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 �Ù�”�Ä�w�Ã�á�Ó�è�¿�«�µ  �Þ�”�Å�›
ƒ���`�‡�b�{ set port duplex mod/port { full | half}

�µ�Â�¿�Ó 2 �Ù�”�Ä�w�Ã�á�Ó�è�¿�«�µ  �Þ�”�Å�U
Y�`�X
ƒ���^�•
�o�M�”�\�q�›�¬�Ý�`�‡�b�{

show port [mod[/port]]
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�×�ˆ  MDI/MDIX �w� �É�”�Ò�ç�= / �Ã�Ÿ�·�”�Ò�ç�=

�×�ˆ  Media-Dependent Interface�¢ MDI; �Ý�Ã�Ÿ�ž�‘����� �ï�»�”�Ñ�£� �µ�£ /Media-Dependent Interface
crossover�¢ MDIX; �Ý�Ã�Ÿ�ž�‘����� �ï�»�”�Ñ�£� �µ  �«�é�µ�¦�”�Ì�”�£�U���®�s	Ô�ù�x�z�µ�Ä�è�”�Ä
�­�”�Ò�ç�‡�h�x�«�é�µ  �­�”�Ò�ç�›�–�;�p�V�‡�b�{�Þ�´�á�”�ç�x�­�”�Ò�ç  �»� �Ó�›�×�ˆ�$�t�U	Z�`�z
�f�•�t�ù�˜�d�o�Ð
T�`�‡�b�{�×�ˆ  MDI/MDIX �x���S�U  auto/1000 Mbps �t
ƒ���^�•�o�M�”	Ô�ù�t�;
�ó�`�‡�b�U�z���S�U  10 Mbps �‡�h�x  100 Mbps �t
ƒ���^�•�o�M�”	Ô�ù�x�;�ó�`�‡�d�œ�{�m�‡�“�z set
port speed mod/port auto �‡�h�x  set port speed mod/port 1000 �¯�Ú�ï�Å�›�–�;�`�o���S�U  auto/1000 �t

ƒ���^�•�o�M�”	Ô�ù�t�x�z�µ�Ä�è�”�Ä  �­�”�Ò�ç�‡�h�x�«�é�µ  �­�”�Ò�ç�t�‘�”�æ�ï�«�U�I�ˆ�`�‡�b�{
auto �Þ�”�Å�p�x�z���S�U  10 Mbps �‡�h�x  100 Mbps �p�×�ˆ�É�°�³�¤�”�Ä�^�•�o�M�”	Ô�ù�p�‹�z�æ�ï
�«�x�I�ˆ�`�‡�b�{�h�i�`�z set port speed mod/port 10 �¯�Ú�ï�Å�‡�h�x  set port speed mod/port100 �¯�Ú
�ï�Å�›�Ö�—�`�h	Ô�ù�z
Y�`�M�­�”�Ò�ç�U�–�;�^�•�o�M�s�Z�•�y�z�æ�ï�«�x�I�ˆ�`�‡�d�œ�{

�Í�w�Þ�´�á�”�ç�p�x�z�×�ˆ  MDI/MDIX �U	×�t� �É�”�Ò�ç�p�b�{

• WS-X6548-RJ-45�z WS-X6548-RJ-21�z WS-X6148-GE-TX�z WS-X6548-GE-TX

10�z 100�z�S�‘�|  1000 Mbps �Þ�”�Å�w	Ô�ù�z�×�ˆ  MDI/MDIX �x�×�ˆ�É�°�³�¤�”�Ä�^�•�h���S�S
�‘�|�{�����S�p�;�ó�`�‡�b�{

• WS-X6516-GE-TX

�×�ˆ  MDI/MDIX �x���S�U  auto/1000 Mbps �t
ƒ���^�•�o�M�”	Ô�ù�t�;�ó�`�‡�b�U�z���S�U  10
Mbps �‡�h�x  100 Mbps �t
ƒ���^�•�o�M�”	Ô�ù�x�;�ó�`�‡�d�œ�{

• WS-X6316-GE-TX

Release 8.2(1) �Ž�ñ�w�¹�Ñ�Ä�¢�£�ž  �æ�æ�”�µ�p�x�z�Í�w�Þ�´�á�”�ç�p�‹�×�ˆ  MDIX �U� �É�”�Ò�ç�p
�b�{

• WS-X6748-GE-TX�z Supervisor Engine 720 �Ù�”�Ä  2�¢ RJ-45�£

�×�ˆ  MDI/MDIX �x���S�U  auto/1000 �t
ƒ���^�•�o�M�”	Ô�ù�t�;�ó�`�‡�b�U�z���S�U  10 Mbps �‡
�h�x  100 Mbps �t
ƒ���^�•�o�M�”	Ô�ù�x�;�ó�`�‡�d�œ�{

• WS-X6148X2-RJ-45�z WS-X6148X2-45AF

�×�ˆ  MDI/MDIX �x���S�U  auto �t
ƒ���^�•�o�M�”	Ô�ù�t�;�ó�`�‡�b�U�z���S�U  10 Mbps �‡�h�x
100 Mbps �t
ƒ���^�•�o�M�”	Ô�ù�x�;�ó�`�‡�d�œ�{

�¢�«�£ �×�ˆ  MDI/MDIX �x�z �f�w�„�T�w  10/100 Mbps � �”�±�É�¿�Ä  �Þ�´�á�”�ç�‡�h�x  GBIC�¢�ª�¨�Ï�¿�Ä  � 
�ï�»�”�Ñ�£� �µ  �¯�ï�Ì�”�»�£ �z SFP�z�S�‘�|  XENPAK �Ù�”�Ä�p�x�±�Ù�”�Ä�^�•�‡�d�œ�{

Release 8.3(1) �Ž�ñ�w�¹�Ñ�Ä�¢�£�ž  �æ�æ�”�µ�t�x�z set port auto-mdix mod/port {enable | disable} �¯�Ú
�ï�Å�U�‹�Ö�^�•�o�M�‡�b�{ �\�w�¯�Ú�ï�Å�›�–�;�b�”�q�z �×�ˆ  MDI/MDIX �;�ó�U�Ã�Ñ�¥�ç�Ä�p� �É�”
�Ò�ç�p�K�”�b�‚�o�w�Þ�´�á�”�ç	Í �p�z�\ �w�; �ó�›�Ã�Ÿ�· �”�Ò�ç�t �b�” �\�q�U�p�V�‡�b�{�×�ˆ
MDI/MDIX 
ƒ���›
¯�Ô�b�”�t�x�z show port auto-mdix [mod[/port]] �¯�Ú�ï�Å�›�–�;�`�‡�b�{
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IEEE 802.3X �Ñ�é�”
M�š�w
ƒ��

Catalyst 6500 �³�æ�”�¶  �µ� �¿�½	Í�w�ª�¨�Ï�¿�Ä  � �”�±�É�¿�Ä�S�‘�|  10 �ª�¨�Ï�¿�Ä  � �”�±�É�¿�Ä
�Ù�”�Ä�x�z�Ù�”�Ä�•�w�Í�­�¿�Ä�8
ù�›�°���Ì���Ð�­�b�”�h�Š�t�z�Ñ�é�”
M�š�›�–�;�`�‡�b�{�f�w�„
�T�w� �”�±�É�¿�Ä  �Ù�”�Ä�x�z�Ñ�é�”
M�š�›�–�;�`�o�Ñ�é�”
M�š�A�{�t� �t�`�‡�b�{

�ª�¨�Ï�¿�Ä  � �”�±�É�¿�Ä�‡�h�x  10 �ª�¨�Ï�¿�Ä  � �”�±�É�¿�Ä  �Ù�”�Ä�w	!	ô�Ì�¿�Ñ�•�U�M�l�z�M�t
�s�”�q�z�Ù�”�Ä�x�®�s�­�¢ pause�£�¯�Í�­�¿�Ä�›
ù	ô�`�z�°���Ì���z�f�w�Ù�”�Ä�•�w�™���Í�­�¿�Ä�w

ù	ô�›�—�’�d�”�‘�O�t�æ�Þ�”�Ä  �Ù�”�Ä�t�¦�Ô�`�‡�b�{�b�‚�o�w� �”�±�É�¿�Ä  �Ù�”�Ä�¢ 10000 Mbps�z
1000 Mbps�z 100 Mbps�z�S�‘�|  10 Mbps�£�x�z���w
÷�”�T�’�®�s�­� �̄Í�­�¿�Ä�›	!	ô�`�z�\�•�t�0� 
�p�V�‡�b�{

�Ù�”�Ä�t�Ñ�é�”
M�š�›
ƒ���b�”�t�x�z set port flow control �¯�Ú�ï�Å�›�Ö�—�`�‡�b�{ 
¯ 4-3 �t�z set
port flowcontrol  �¯�Ú�ï�Å�w�©�”�ë�”�Å�q�f�w�;�ó�›�Ô�`�‡�b�{

�Ñ�é�”
M�š�›
ƒ���b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z
ù	!	ô�w�Ñ�é�”
M�š�›�¦�ï�t�`�z�Ñ�é�”
M�š�w
ƒ���›�¬�Ý�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set port flowcontrol 3/1 send on
Port 3/1 will send flowcontrol to far end.
Console> (enable) set port flowcontrol 3/1 receive on
Port 3/1 will require far end to send flow control
Console> (enable)  show port flowcontrol
Port Send-Flowcontrol Receive-Flowcntl RxPause TxPause

Admin Oper Admin Oper
----- ---------------- ---------------- ------- -------

3/1 on disagree on disagree 0 0
3/2 off off off off 0 0
3/3 desired on desired off 10 10

Console> (enable)


¯ 4-3 � �”�±�É�¿�Ä  �Ñ�é�”
M�š�©�”�ë�”�Å�w�;�ó

�©�”�ë�”�Å �;�ó

receive on1

1. 10 �ª�¨�Ï�¿�Ä  � �”�±�É�¿�Ä  �Ù�”�Ä	Í�p�x�z	!	ô���w�Ñ�é�”
M�š�x	×�t  on �p�b�{ off �t
ƒ���b�”�\�q�x�p�V�‡�d
�œ�{

�Ù�”�Ä�x�z�Ù
€�Ù�”�Ä�U�¦�Ô�`�h�Ñ�é�”
M�š�›�–�;�`�‡�b�{

receive desired �Ù�”�Ä�x�z�Ù
€�Ù�”�Ä�U�Ñ�é�”
M�š�›�–�;�`�o�M�”�q�V�x�Ñ�é�”
M�š
�›�–�;�`�z�Ù
€�Ù�”�Ä�U�–�;�`�o�M�s�M�q�V�x�–�;�`�‡�d�œ�{

receive off �Ù�”�Ä�x�z�Ù
€�Ù�”�Ä�U�Ñ�é�”
M�š�›�A�{�b�”�T�r�O�T�t�����s�X�z
�Ñ�é�”
M�š�›�–�;�`�‡�d�œ�{

send on2

2. �ª�¨�Ï�¿�Ä  � �”�±�É�¿�Ä�S�‘�|  10 �ª�¨�Ï�¿�Ä  � �”�±�É�¿�Ä  �Ù�”�Ä�t�v�“�±�Ù�”�Ä�^�•�‡�b�{

�Ù�”�Ä�x�z�Ù
€�Ù�”�Ä�t�Ñ�é�”
M�š�Ñ�è�”�Ü�›
ù	ô�`�‡�b�{

send desired2 �Ù�”�Ä�x�z�Ù
€�Ù�”�Ä�T�’�Ñ�é�”
M�š�w�–�;�›�A�{�^�•�h	Ô�ù�t�z�Ù

€�Ù�”�Ä�t�Ñ�é�”
M�š�Ñ�è�”�Ü�›
ù	ô�`�‡�b�{

send off2 �Ù�”�Ä�x�z�Ù
€�Ù�”�Ä�t�Ñ�é�”
M�š�Ñ�è�”�Ü�›
ù	ô�`�‡�d�œ�{

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 �Ñ�é�”
M�š�Í�å�Ý�”�»�›
ƒ���`�‡�b�{ set port flowcontrol mod/port { receive | send} { off
| on | desired}

�µ�Â�¿�Ó 2 �Ñ�é�”
M�š�w
ƒ���›�¬�Ý�`�‡�b�{ show port flowcontrol
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�Ù�”�Ä  �É�°�³�¤�”�³�ã�ï�w� �É�”�Ò�ç�=�S�‘�|�Ã�Ÿ�·�”�Ò�ç�=

�Ù�”�Ä  �É�°�³�¤�”�³�ã�ï�›� �É�”�Ò�ç�t
ƒ���b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z�Ù�”�Ä  �É�°�³�¤�”�³�ã�ï�›� �É�”�Ò�ç�t�`�z
ƒ���›�¬�Ý�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set port negotiation 2/1 enable
Port 2/1 negotiation enabled
Console> (enable) show port negotiation 2/1
Port   Link Negotiation
-----  ----------------
 2/1   enabled
Console> (enable)

�Ù�”�Ä  �É�°�³�¤�”�³�ã�ï�›�Ã�Ÿ�·�”�Ò�ç�t
ƒ���b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡
�b�{

�Í�t�z�Ù�”�Ä  �É�°�³�¤�”�³�ã�ï�›�Ã�Ÿ�·�”�Ò�ç�t�`�z
ƒ���›�¬�Ý�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set port negotiation 2/1 disable
Port 2/1 negotiation disabled
Console> (enable) show port negotiation 2/1
Port   Link Negotiation
-----  ----------------
 2/1   disabled
Console> (enable)

�Ã�Ñ�¥�ç�Ä�w�Ù�”�Ä  � �É�”�Ò�ç  �µ�Â�”�Ä�w�!�Ë

�¢�«�£ �Ã�Ñ�¥�ç�Ä�w�Ù�”�Ä  � �É�”�Ò�ç  �µ�Â�”�Ä�›�!�Ë�b�”�q�z� �”�±�É�¿�Ä�i�Z�p�s�X�z�b�‚�o�w�Ù�”
�Ä �»� �Ó�t�&�;�^�•�‡�b�{

clear config all �¯�Ú�ï�Å�›�Ö�—�`�h�“�z
ƒ��	Ø�C�U	«�æ�`�h�“�b�”�q�z�b�‚�o�w�Ù�”�Ä�U  VLAN 1
�t�‡�q�Š�’�•�‡�b�{�\�•�t�‘�“�z�·�©�á�æ�Â�Ÿ	Í�w�ð�J�•�É�¿�Ä�ë�”�«�U
Æ�†���t�s�”�ð�J�U
\�a
�”�\�q�U�K�“�‡�b�{ set default portstatus �¯�Ú�ï�Å�›�Ö�—�b�”�q�z�Ù�”�Ä�U�b�‚�o�Ã�Ÿ�·�”�Ò�ç  �µ
�Â�”�Ä�t�s�“�z
ƒ���U	«�æ�`�o�M�”���w�Ä�å�Ñ�Ÿ�¿�«  �Ñ�é�”�U�Ò�é�¿�«�^�•�‡�b�{�f�w	Ô�ù�x�z	�
�ˆ�p
ƒ���›� �É�”�Ò�ç  �µ�Â�”�Ä�t�í�b�\�q�U�p�V�‡�b�{

�Ã�Ñ�¥�ç�Ä�w�Ù�”�Ä  �µ�Â�”�»�µ
ƒ���x�³�ß�”�³�t�-���^�•�o�M�‡�b�{�\�w
ƒ���x�z�µ�”�Í�Ì� �²
�¤�ï�´�ï�p�x�s�X�z�³�ß�”�³�t�0� 
Ç�Z�’�•�o�M�‡�b�{ clear config all �¯�Ú�ï�Å�x�z�\�w
ƒ���›�–
�;�`�o�z�Ã�Ñ�¥�ç�Ä
ƒ���t�í�”�q�V�t�Ù�”�Ä�›� �É�”�Ò�ç�t�b�”�T�Ã�Ÿ�·�”�Ò�ç�t�b�”�T�›�>���`
�‡�b�{ clear config all �¯�Ú�ï�Å�x�z�³�ß�”�³	Í�w�Ã�Ñ�¥�ç�Ä�w�Ù�”�Ä  �µ�Â�”�»�µ
ƒ���›�!�Ë�`�‡�d
�œ�{ show config �¯�Ú�ï�Å�w	Z�—�t�x�z�f�w�Ì�:�p�w�Ã�Ñ�¥�ç�Ä  �Ù�”�Ä  �µ�Â�”�»�µ
ƒ���U
¯�Ô�^�•
�‡�b�{

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 �Ù�”�Ä  �É�°�³�¤�”�³�ã�ï�›� �É�”�Ò�ç�t�`�‡�b�{ set port negotiation mod/port enable

�µ�Â�¿�Ó 2 �Ù�”�Ä  �É�°�³�¤�”�³�ã�ï�w
ƒ���›�¬�Ý�`�‡�b�{ show port negotiation [mod/port]

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 �Ù�”�Ä  �É�°�³�¤�”�³�ã�ï�›�Ã�Ÿ�·�”�Ò�ç�t�`�‡�b�{ set port negotiation mod/port disable

�µ�Â�¿�Ó 2 �Ù�”�Ä  �É�°�³�¤�”�³�ã�ï�w
ƒ���›�¬�Ý�`�‡�b�{ show port negotiation [mod/port]



�H 4 	·       � �”�±�É�¿�Ä�z�Ñ�•�µ�Ä  � �”�±�É�¿�Ä�z�ª�̈ �Ï�¿�Ä  � �”�±�É�¿�Ä�z�S�‘�|  10 �ª�̈ �Ï�¿�Ä  � �”�±�É�¿�Ä  �µ� �¿�½�ï�¬�w
ƒ��
�Ù�”�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�w
ƒ��
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�Ù�”�Ä  � �É�”�Ò�ç  �µ�Â�”�Ä�›�!�Ë�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z�Ã�Ñ�¥�ç�Ä�w�Ù�”�Ä  � �É�”�Ò�ç  �µ�Â�”�Ä�›� �É�”�Ò�ç�T�’�Ã�Ÿ�·�”�Ò�ç�t�!�Ë�b�”�«�›�Ô
�`�‡�b�{

Console> (enable) set default portstatus disable
Default port status set to disable.
Console> (enable) 

�Í�t�z�Ù�”�Ä�w� �É�”�Ò�ç  �µ�Â�”�Ä�›
¯�Ô�b�”�«�›�Ô�`�‡�b�{

Console> (enable) show default
portstatus: disable
Console> (enable)

�Ù�”�Ä  �Ã�Ì�¢�ï�µ  �»� �Ú�”�w
ƒ��

� �”�±�É�¿�Ä�z�Ñ�•�µ�Ä  � �”�±�É�¿�Ä�z�ª�¨�Ï�¿�Ä  � �”�±�É�¿�Ä�z�S�‘�|  10 �ª�¨�Ï�¿�Ä  � �”�±
�É�¿�Ä�w�¤�Ù�”�Ä�t�0�`�o�Ù�”�Ä�o�•�p�Ù�”�Ä  �Ã�Ì�¢�ï�µ  �»� �Ú�”�›
ƒ���p�V�‡�b�{�Ù�”�Ä  �Ã�Ì
�¢�ï�µ  �»� �Ú�”�U
ƒ���^�•�”�q�z�µ� �¿�½�x�Ý� �ï  �Ó�é�·�¿�±�•�w�æ�ï�«�!�Ë�w�è�Œ�›�—���`�‡
�b�{�\�w�æ�ï�«�!�Ë�t�‘�“�z�É�¿�Ä�ë�”�«�w�6
ƒ���t�‘�”�Ä�å�Ñ�Ÿ�¿�«���æ�›�0�n�b�”�\�q�U�p�V
�‡�b�{

�«�™ �Ù�”�Ä  �Ã�Ì�¢�ï�µ  �»� �Ú�”�›� �É�”�Ò�ç�t�b�”�q�z�æ�ï�«�w�ž�¿�Ó�S�‘�|�¼�¢�ï�w�U	Z�U�—�•�z
�Ã�Ì�¢�ï�µ�8���w���z�Ã�”�»  �Ä�å�Ñ�Ÿ�¿�«�w���æ�U
C
\�`�‡�b�{�\�w	Ý�¯�t�‘�“�z�è� �à  2 �S�‘
�|�è� �à  3 �w�¤	��Ó�é�Ä�¯�ç�w�¯�ï�Ì�”�´�£�ï�µ�S�‘�|�6�¯�ï�Ì�”�´�£�ï�µ�t�è�¹�U�t�•�\�q�U
�K�“�‡�b�{


¯ 4-4 �t�z�Ã�Ì�¢�ï�µ  �»� �Ú�”�›� �É�”�Ò�ç�t�b�”
²�q�K�q�p�z�µ� �¿�½�U�Ý� �ï  �Ó�é�·�¿�±�t�æ
�ï�«�!�Ë�›�è�Œ�b�”�‡�p�t
C
\�b�”�—���Ì���›
¯�Ô�`�‡�b�{

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 �Ù�”�Ä  � �É�”�Ò�ç  �µ�Â�”�Ä�›�!�Ë�`�‡�b�{ set default portstatus {enable | disable}

�µ�Â�¿�Ó 2 �Ù�”�Ä  � �É�”�Ò�ç  �µ�Â�”�Ä�›
¯�Ô�`�‡�b�{ show default


¯ 4-4 �Ù�”�Ä  �Ã�Ì�¢�ï�µ  �»� �Ú�”�w�—���Ì��

�Ù�”�Ä  �»� �Ó
�Ã�Ì�¢�ï�µ  �»� �Ú�”�›
�Ã�Ÿ�·�”�Ò�ç�=

�Ã�Ì�¢�ï�µ  �»� �Ú�”�›
� �É�”�Ò�ç�=

10BASE-FL �Ù�”�Ä 300 �Û�æ
µ 3100 �Û�æ
µ

10/100BASE-TX �Ù�”�Ä 300 �Û�æ
µ 3100 �Û�æ
µ

100BASE-FX �Ù�”�Ä 300 �Û�æ
µ 3100 �Û�æ
µ

10/100/1000BASE-TX �Ù�”�Ä 300 �Û�æ
µ 3100 �Û�æ
µ

1000BASE-TX �Ù�”�Ä 300 �Û�æ
µ 3100 �Û�æ
µ

�Ñ�•� �Ì  �ª�¨�Ï�¿�Ä  � �”�±�É�¿�Ä  �Ù�”�Ä 10 �Û�æ
µ 100 �Û�æ
µ

10 �ª�¨�Ï�¿�Ä  � �”�±�É�¿�Ä  �Ù�”�Ä 10 �Û�æ
µ 100 �Û�æ
µ



�H 4 	·       � �”�±�É�¿�Ä�z�Ñ�•�µ�Ä  � �”�±�É�¿�Ä�z�ª�̈ �Ï�¿�Ä  � �”�±�É�¿�Ä�z�S�‘�|  10 �ª�̈ �Ï�¿�Ä  � �”�±�É�¿�Ä  �µ� �¿�½�ï�¬�w
ƒ��
�Ù�”�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�w
ƒ��
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�Ù�”�Ä  �Ã�Ì�¢�ï�µ  �»� �Ú�”�›
ƒ���b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z�Ù�”�Ä  2/1 	Í�p�Ã�Ì�¢�ï�µ  �»� �Ú�”�›� �É�”�Ò�ç�t�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set port debounce 2/1 enable
Debounce is enabled on port 2/1
Warning: Enabling port debounce causes Link Up/Down detections to be delayed.
It results in loss of data traffic during debouncing period, which might
affect the convergence/reconvergence of various Layer 2 and Layer 3 protocols.
Use with caution.
Console> (enable)

�Í�t�z�Ù�”�Ä�o�•�p�w�Ã�Ì�¢�ï�µ  �»� �Ú�”�w
ƒ���›
¯�Ô�b�”�«�›�Ô�`�‡�b�{

Console> (enable) show port debounce
Port  Debounce link timer
-----  ---------------
 2/1   enable
 2/2   disable
Console> (enable)

�Ù�”�Ä  �Ã�Ì�¢�ï�µ  �»� �Ú�”�w
ƒ���!�Ë

�¢�«�£ �Ù�”�Ä  �Ã�Ì�¢�ï�µ  �»� �Ú�”�w
ƒ���!�Ë�x�z�Ñ�•� �Ì  �ª�¨�Ï�¿�Ä  � �”�±�É�¿�Ä  �Ù�”�Ä	Í�p�w�ˆ�D
�ó�p�b�{

�Ù�”�Ä  �Ã�Ì�¢�ï�µ  �»� �Ú�”�w�‹�x�z 100 �w
�
:�p�7�G  5000 �Û�æ
µ�‡�p
ÿ�•�b�\�q�U�p�V�‡�b�{�»
� �Ú�”�‹�›�Ð
T�b�”
²�t�z �Ù�”�Ä  �Ã�Ì�¢�ï�µ  �»� �Ú�”�›� �É�”�Ò�ç�t�b�”
ž�A�x�K�“�‡�d�œ�{ �Ã�Ÿ
�·�”�Ò�ç  �µ�Â�”�Ä�w�Ã�Ñ�¥�ç�Ä�‹�‘�“�‹�G�V�M�»� �Ú�”�‹�›�¦���`�h	Ô�ù�z�Ã�Ì�¢�ï�µ  �»� �Ú�”
�x� �É�”�Ò�ç�t�s�“�‡�b�{

�Ù�”�Ä  �Ã�Ì�¢�ï�µ  �»� �Ú�”�w
ƒ���›�!�Ë�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 �Ù�”�Ä  �Ã�Ì�¢�ï�µ  �»� �Ú�”�›� �É�”�Ò�ç�t�`
�‡�b�{

set port debounce 
mod num/port num {enable| disable}

�µ�Â�¿�Ó 2 �Ù�”�Ä  �Ã�Ì�¢�ï�µ  �»� �Ú�”�U
Y�`�X
ƒ���^�•
�o�M�”�\�q�›�¬�Ý�`�‡�b�{

show port debounce [mod | mod_num/port_num]

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 �Ù�”�Ä  �Ã�Ì�¢�ï�µ  �»� �Ú�”�w
ƒ���›�!�Ë�`�‡
�b�{

set port debounce mod num/port num delay time 

�µ�Â�¿�Ó 2 �Ù�”�Ä  �Ã�Ì�¢�ï�µ  �»� �Ú�”�w
ƒ���U�!�Ë�^�•
�o�M�”�\�q�›�¬�Ý�`�‡�b�{

show port debounce [mod | mod_num/port_num]



�H 4 	·       � �”�±�É�¿�Ä�z�Ñ�•�µ�Ä  � �”�±�É�¿�Ä�z�ª�̈ �Ï�¿�Ä  � �”�±�É�¿�Ä�z�S�‘�|  10 �ª�̈ �Ï�¿�Ä  � �”�±�É�¿�Ä  �µ� �¿�½�ï�¬�w
ƒ��
�Ù�”�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�w
ƒ��
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�Í�t�z�Ù�”�Ä  2/1 	Í�p�Ã�Ì�¢�ï�µ  �»� �Ú�”�w
ƒ���›�!�Ë�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set port debounce 2/1 delay 500
Debounce time for port 2/1 set to 500 ms.
Warning:Enabling port debounce causes Link Up/Down detections to be delayed.
It results in loss of data traffic during debouncing period, which might
affect the convergence/reconvergence of various Layer 2 and Layer 3 protocols.
Use with caution.
Console> (enable) 

�Í�t�z�Ù�”�Ä  2/1 	Í�p�Ù�”�Ä�o�•�p�w�Ã�Ì�¢�ï�µ  �»� �Ú�”�w
ƒ���›
¯�Ô�b�”�«�›�Ô�`�‡�b�{

Console> (enable) show port debounce 2/1
Port   Debounce link timer
-----  -------------------
 2/1   enabled (500 ms)
Console> (enable) 

�Ù�”�Ä�w  errdisable �µ�Â�”�Ä�t�S�Z�”�»� �Ü�ž�¢�Ä
ƒ��

�Ù�”�Ä�U  NVRAM�¢
Æ�4
C
Q RAM�£�p�x� �É�”�Ò�ç�t
ƒ���^�•�o�M�o�‹�z�î�æ�Ì�t�?�’�T�w�Ó�é
�·�µ�t�‘�l�o�Ã�Ÿ�·�”�Ò�ç�t�^�•�h	Ô�ù�z�f�w�Ù�”�Ä�x  errdisable �µ�Â�”�Ä�t�s�“�‡�b�{�h�q�Q�y�z
UniDirectional Link Detection�¢ UDLD; �o�°�M�²�æ�ï�«�U	Z�£�U�o�°�M�²�æ�ï�«�›�U	Z�b�”�q�z�Ù�”
�Ä�x�î�æ�Ì�t�³�ß�¿�Ä�¼�¢�ï�^�•�‡�b�{�h�i�`�z�f�w�Ù�”�Ä�w  NVRAM 
ƒ���x� �É�”�Ò�ç�t
ƒ���^
�•�o�M�”�¢�â�”�²�U�Ù�”�Ä�›�Ã�Ÿ�·�”�Ò�ç�t�`�o�M�s�M�£�w�p�z�Ù�”�Ä�w�µ�Â�”�»�µ�x  errdisable �q
�`�o
¯�Ô�^�•�‡�b�{

�Ù�”�Ä�U  errdisable �µ�Â�”�Ä�t�s�”�q�z�¦���Ì���U�&�a�`�h�K�q�z�f�w�Ù�”�Ä�x�6�|� �É�”�Ò�ç�t
�s�“�‡�b�{�»� �Ü�ž�¢�Ä�;�ó�U�§�=�^�•�z errdisable �»� �Ü�ž�¢�Ä�w
ƒ���t�‘�l�o�Ù�”�Ä�U� �É�”�Ò
�ç�t�s�”�w�›	��ˆ�p�w�Y�\�q�U�p�V�‡�b�{�\�w�‘�O�t�b�”�t�x�z set port errdisable-timeout mod/port
disable �¯�Ú�ï�Å�›�–�;�`�o�z�»� �Ü�ž�¢�Ä�›�Ã�Ÿ�·�”�Ò�ç�t�`�‡�b�{

�¬�é�”�Ì�ç  �»� �Ú�”�x�b�‚�o�w�Ù�”�Ä�t�0�`�o�¡�Ë�^�•�‡�b�{�Ó�é�·�µ�x�z t 
µ�U�&�a�b�”�h�|�t
�¢ t �x�â�”�²�U
ƒ���`�h�»� �Ü�ž�¢�Ä�Ì���£ errdisable �µ�Â�”�Ä�t�s�l�o�M�”�Ù�”�Ä�U�s�M�T�r�O�T
�½�£�¿�«�`�‡�b�{ errdisable �µ�Â�”�Ä�t�s�l�o�M�”�Ù�”�Ä�w�O�j�z errdisable �»� �Ü�ž�¢�Ä�U
ƒ���^
�•�o�M�”�¢� �É�”�Ò�ç�£�Ù�”�Ä�i�Z�U  SCP �Ý�¿�·�”�´�t�‘�l�o� �É�”�Ò�ç�t�í�“�‡�b�{

�Ã�Ñ�¥�ç�Ä�p�x�z�¬�é�”�Ì�ç  �»� �Ú�”�U�»� �Ü�ž�¢�Ä�t�s�”�q�z errdisable �µ�Â�”�Ä�t�s�l�o�M�”
�Ù�”�Ä�x�b�‚�o� �É�”�Ò�ç�t�í�“�‡�b�{

�Ù�”�Ä�U  errdisable �µ�Â�”�Ä�t�s�”�g���t�x�z �Í�w�‹�w�U�K�“�‡�b �¢�\�•�’�x�z set errdisable-timeout
enable �¯�Ú�ï�Å�w
ƒ���¦�Ó�³�ã�ï�q�`�o
¯�Ô�^�•�‡�b�£ �{

• ARP inspection�¢ ARP �U�*�£

• Broadcast suppression�¢�Ò�é�”�Å�©�ß�µ�Ä�H
M�£

• BPDU port-guard�¢ BPDU �Ù�”�Ä  �¨�”�Å�£

• CAM monitor�¢ CAM �Þ�Ç�»�£

• Channel misconfiguration�¢�½�ß�É�ç�w
ƒ���Û�µ�£

• Crossbar failure�¢�«�é�µ�Ì�”	Ë�•�£

• Duplex mismatch�¢�Ã�á�Ó�è�¿�«�µ  �Þ�”�Å�U
Æ�°�•�£

• Layer 2 protocol tunnel misconfiguration�¢�è� �à  2 �Ó�é�Ä�¯�ç  �Ä�ï�É�ç�w
ƒ���Û�µ�£

• Layer 2 protocol tunnel threshold exceeded�¢�è� �à  2 �Ó�é�Ä�¯�ç  �Ä�ï�É�ç  �µ�è�¿�³�á�×�”�ç�Å�Ò�a�£

• Layer 2 protocol tunnel CDP threshold exceeded�¢�è� �à  2 �Ó�é�Ä�¯�ç  �Ä�ï�É�ç  CDP �µ�è�¿�³�á
�×�”�ç�Å�Ò�a�£

• Layer 2 protocol tunnel STP threshold exceeded�¢�è� �à  2 �Ó�é�Ä�¯�ç  �Ä�ï�É�ç  STP �µ�è�¿�³�á�×�”
�ç�Å�Ò�a�£



�H 4 	·       � �”�±�É�¿�Ä�z�Ñ�•�µ�Ä  � �”�±�É�¿�Ä�z�ª�̈ �Ï�¿�Ä  � �”�±�É�¿�Ä�z�S�‘�|  10 �ª�̈ �Ï�¿�Ä  � �”�±�É�¿�Ä  �µ� �¿�½�ï�¬�w
ƒ��
�Ù�”�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�w
ƒ��
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• Layer 2 protocol tunnel VTP threshold exceeded�¢�è� �à  2 �Ó�é�Ä�¯�ç  �Ä�ï�É�ç  VTP �µ�è�¿�³�á
�×�”�ç�Å�Ò�a�£

• �æ�ï�«  �¤�å�”  RX �µ�è�¿�³�á�×�”�ç�Å  �Ò�a

• �æ�ï�«  �¤�å�”  TX �µ�è�¿�³�á�×�”�ç�Å  �Ò�a

• UDLD

• Other�¢	Í�G�Ž�Ž�w�j�¼�£

• All �¢	Í�G�w�j�¼�w�b�‚�o�t  errdisable �»� �Ü�ž�¢�Ä�›�&�;�£

	Í�G�w�f�•�g�•�w�j�¼�t�m�M�o�z errdisable �»� �Ü�ž�¢�Ä�›� �É�”�Ò�ç�‡�h�x�Ã�Ÿ�·�”�Ò�ç�t
ƒ���p
�V�‡�b�{ [other] �›�¦���`�h	Ô�ù�z	Í�G�Ž�Ž�w�j�¼�p  errdisable �µ�Â�”�Ä�t�s�l�h�b�‚�o�w�Ù�”�Ä�U�z
errdisable �»� �Ü�ž�¢�Ä�™�t� �É�”�Ò�ç�t�s�“�‡�b�{ [all] �›�¦���`�h	Ô�ù�x�z�j�¼�U�?�p�K�”�T�t�T
�T�˜�’�c�z errdisable �µ�Â�”�Ä�t�s�l�h�b�‚�o�w�Ù�”�Ä�U�z errdisable �»� �Ü�ž�¢�Ä�™�t� �É�”�Ò�ç
�t�s�“�‡�b�{

errdisable �;�ó�x�z�Ã�Ñ�¥�ç�Ä�p�x�Ã�Ÿ�·�”�Ò�ç�p�b�{�Ù�”�Ä�U� �É�”�Ò�ç�t
ƒ���^�•�”�Ã�Ñ�¥�ç�Ä
�w���´�x  300 
µ�p�b�{�\�w���´�x�z 30 �™ 86,400 
µ�¢ 30 
µ�™ 24 �Ì���£�w
c�“�p
ƒ���p�V�‡�b�{

errdisable �µ�Â�”�Ä�w�Ù�”�Ä�w�»� �Ü�ž�¢�Ä�Ì���›� �É�”�Ò�ç�t�`�o
ƒ���b�”�t�x�z � �É�”�Ò�ç  �Þ�”
�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z �Ù�”�Ä  3/3 �U errdisable �µ�Â�”�Ä�t�s�l�h�K�q�t�»� �Ü�ž�¢�Ä�t�s�l�o�‹� �É�”�Ò�ç�t�í�’�s
�M�‘�O�t�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set port errdisable-timeout 3/3 disable
Successfully disabled errdisable-timeout for port 3/3.
Console> (enable) 

�Í�t�z BPDU �¨�”�Å�U�j�¼�t�‘�”  errdisable �»� �Ü�ž�¢�Ä�›� �É�”�Ò�ç�t�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set errdisable-timeout enable bpdu-guard
Successfully enabled errdisable-timeout for bpdu-guard.
Console> (enable) 

�Í�t�z�K�’�•�”�j�¼�t�‘�”  errdisable �»� �Ü�ž�¢�Ä�›� �É�”�Ò�ç�t�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set errdisable-timeout enable all
Successfully enabled errdisable-timeout for all.
Console> (enable) 

�Í�t�z errdisable �»� �Ü�ž�¢�Ä���´�›  450 
µ�t
ƒ���b�”�«�›�Ô�`�‡�b�{

Console> (enable) set errdisable-timeout interval 450
Successfully set errdisable timeout to 450 seconds.
Console> (enable) 

�^�À �¯�Ú�ï�Å

�Ù�”�Ä�U  errdisable �µ�Â�”�Ä�t�s�l�h�K�q�t�»� �Ü
�ž�¢�Ä�t�s�l�o�‹� �É�”�Ò�ç�t�í�’�s�M�‘�O�t�`�‡
�b�{

set port errdisable-timeout mod/port disable

BPDU �¨�”�Å�U�j�¼�t�‘�”  errdisable �»� �Ü�ž�¢�Ä
�›� �É�”�Ò�ç�t�`�‡�b�{

set errdisable-timeout enable bpdu-guard

�K� ’ � • � ” � j �¼� t � ‘ � ”  errdisable �»�   �Ü�ž�¢�Ä�› �  
�É�”�Ò�ç�t�`�‡�b�{

set errdisable-timeout enable all

errdisable �»� �Ü�ž�¢�Ä���´�›
ƒ���`�‡�b�{ set errdisable-timeout interval interval

errdisable �»� �Ü�ž�¢�Ä
ƒ���›
¯�Ô�`�‡�b�{ show errdisable-timeout
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�Í�t�z errdisable �»� �Ü�ž�¢�Ä�w
ƒ���›
¯�Ô�b�”�«�›�Ô�`�‡�b�{

Console> (enable) show errdisable-timeout
ErrDisable Reason                       Timeout Status
--------------------------------------- --------------
arp-inspection                          enable
bcast-suppression                       enable
bpdu-guard                              enable
cam-monitor                             enable
channel-misconfig                       enable
crossbar-fallback                       enable
duplex-mismatch                         enable
gl2pt-ingress-loop                      enable
gl2pt-threshold-exceed                  enable
gl2pt-cdp-threshold-exceed              enable
gl2pt-stp-threshold-exceed              enable
gl2pt-vtp-threshold-exceed              enable
link-rxcrc                              enable
link-txcrc                              enable
udld                                    enable
other                                   enable

Interval: 450 seconds

Port  ErrDisable Reason    Port ErrDisableTimeout  Action on Timeout
----  -------------------  ----------------------  -----------------
Console> (enable) 

�×�ˆ�Þ�´�á�”�ç  �³�ß�¿�Ä�¼�¢�ï�w
ƒ��

�×�ˆ�Þ�´�á�”�ç  �³�ß�¿�Ä�¼�¢�ï�›� �É�”�Ò�ç�t�b�”�q�z�É�¿�Ä�ë�”�«
€���w�ð�J�›���g�p�V�‡�b�{

Ã
_�t�æ�·�¿�Ä�b�”�Þ�´�á�”�ç�p�x�z �Ä�å�Ñ�Ÿ�¿�«�w�é�”�Å  �Ì�å�ï�³�ï�¬�U�¤�…�b�”�D�ó
Q�U�K�“
�‡�b�{�×�ˆ�Þ�´�á�”�ç  �³�ß�¿�Ä�¼�¢�ï�›� �É�”�Ò�ç�t�b�”�\�q�p�z�Ë�”�Å�¢�£�ž�‡�h�x�¹�Ñ�Ä�¢�£
�ž	Ë�•�U�j�¼�p
Ã
_�t�æ�·�¿�Ä�^�•�”�Þ�´�á�”�ç�›�Ã�Ÿ�·�”�Ò�ç�t�`�o�z�ì
¶�t�³�ß�¿�Ä�¼�¢�ï�b
�”
²�t�Þ�´�á�”�ç�×
��U�æ�·�¿�Ä�b�”�s
:�›
M�v�p�V�‡�b�{

�‡�h  set module disable �‡�h�x  set module power down �¯�Ú�ï�Å�›�–�;�`�o	��ˆ�p�Þ�´�á�”�ç�›
�³�ß�¿�Ä�¼�¢�ï�p�V�‡�b�{

�Þ�´�á�”�ç�w�³�ß�¿�Ä�¼�¢�ï�™�z�Þ�´�á�”�ç�›	��ˆ�p�6�S� �É�”�Ò�ç�t�b�”
ž�A�U�K�“�‡�b�{

�Ã�Ñ�¥�ç�Ä�p�z�×�ˆ�Þ�´�á�”�ç  �³�ß�¿�Ä�¼�¢�ï�x�Ã�Ÿ�·�”�Ò�ç�p�b�{�×�ˆ�Þ�´�á�”�ç  �³�ß�¿�Ä�¼
�¢�ï�›� �É�”�Ò�ç�t�b�”	Ô�ù�z�Þ�´�á�”�ç�×
��U�æ�·�¿�Ä�p�V�”�s
:�x�Ã�Ñ�¥�ç�Ä�p  2 
ü���t  3 �s
�p�b�{

�×�ˆ�³�ß�¿�Ä�¼�¢�ï�U
C
\�b�”
²�t�\�•�’�w  2 �m�w�Í�å�Ý�”�»�›
ƒ���b�”
ž�A�U�K�“�‡�b�{

• 
Ã�S  �•  �×�ˆ�Þ�´�á�”�ç  �³�ß�¿�Ä�¼�¢�ï�w�µ�è�¿�³�á�×�”�ç�Å�‹�›�¦���p�V�‡�b�{�æ�·�¿�Ä�s

:�U�\�w�¦�Ó�³�ã�ï�t�Â�“�p�o�’�•�h�‹�t�a�b�”�q�z � �”�±�É�¿�Ä  �Þ�´�á�”�ç�U�×�ˆ�³�ß�¿�Ä
�¼�¢�ï�›�î�æ�p�V�‡�b�{

• �8��  �•  �æ�·�¿�Ä�s
:�U
C
\�b�‚�V�8���›�¦���p�V�‡�b�{�8���x�z�Í�w�M�c�•�T�w	Ú�E�p����
�^�•�‡�b�{

�µ �µ� �¿�½�U�7	s�t�I�ˆ�b�”�Ì

�µ �µ�”�Í�Ì� �²  �¤�ï�´�ï�U�µ� �¿�½�¦�”�Ì�”�›�î�æ�b�”�Ì

�µ � �”�±�É�¿�Ä  �Þ�´�á�”�ç�w�?�o�d�Ö�Ì

�µ �Þ�´�á�”�ç�w�×�ˆ�³�ß�¿�Ä  �§�¢�ï�»�U	«�ˆ�^�•�”�Ì
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���[�`�h�8���º�t�æ�·�¿�Ä�w
C
\�s
:�U
Ã�S�µ�è�¿�³�á�×�”�ç�Å�t�a�`�h	Ô�ù�z� �”�±�É�¿�Ä  �Þ
�´�á�”�ç�U�×�ˆ�$�t�³�ß�¿�Ä�¼�¢�ï�^�•�o�Í�w�‘�O�s�±�ï�Ó�ç�w  Syslog �Ý�¿�·�”�´�U
¯�Ô�^�•�‡
�b�{

%SYS-5-MOD_AUTOSHUT:Module 2 shutdown automatically, reset 4 times in last 5 minutes 
due to inband failure


Ã�S�µ�è�¿�³�á�×�”�ç�Å�t�a�`�o���[�`�h�8���Ž�p�æ�·�¿�Ä�U
C
\�`�h	Ô�ù�z�Þ�´�á�”�ç�x�×�ˆ�$
�t�³�ß�¿�Ä�¼�¢�ï�d�c�t�Í�w�‘�O�s�±�ï�Ó�ç�w  Syslog �Ý�¿�·�”�´�U
¯�Ô�^�•�‡�b�{

%%SYS-4-MOD_AUTOSHUT_SLOW:Module 1 reset frequency exceeded threshold but over 46 
mins.Hence NOT powering down module

� �”�±�É�¿�Ä  �Þ�´�á�”�ç�w�î�æ�!
:�µ�Â�”�Ä�x�z�µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�q�x�‰�8�`�‡
�d�œ�{�µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï	Í�w  show autoshut �¯�Ú�ï�Å�w	Z�—�x�z�æ�·�¿�Ä�s
:�•�æ
�·�¿�Ä�w�g���›�å
{�`�‡�d�œ�{ autoshut �¯�Ú�ï�Å�p�Þ�´�á�”�ç�w�?�o�›
~�…�b�”	Ô�ù�z	Z�—�x�‰�a
�‡�‡�p�b�{

�æ�·�¿�Ä�s
:�›�å
{�b�”�h�Š�t�×�ˆ�Þ�´�á�”�ç  �³�ß�¿�Ä�¼�¢�ï�›� �É�”�Ò�ç�t�b�”
ž�A�x�K�“�‡
�d�œ�{�×�ˆ�Þ�´�á�”�ç  �³�ß�¿�Ä�¼�¢�ï�›� �É�”�Ò�ç�t�`�s�X�q�‹�æ�·�¿�Ä�x�å
{�^�•�‡�b�{

�å�ï�»� �Ü  �§�¢�ï�»�x�z�Í�w�‘�O�s	Ú�E�p�w�ˆ	«�ˆ�^�•�‡�b�{

• clear autoshut �¯�Ú�ï�Å�›�Ö�—�`�h�Ì

• �µ� �¿�½�U�æ�·�¿�Ä�^�•�h�Ì

• �Þ�´�á�”�ç�w�?�o�d�Ö�Ì

• �µ�”�Í�Ì� �²  �¤�ï�´�ï�w�µ� �¿�½�¦�”�Ì�”�Ì

�¢�«�£ �×�ˆ�Þ�´�á�”�ç  �³�ß�¿�Ä�¼�¢�ï�x�z� �”�±�É�¿�Ä  �Þ�´�á�”�ç�p�w�ˆ�±�Ù�”�Ä�^�•�‡�b�{

�×�ˆ�Þ�´�á�”�ç  �³�ß�¿�Ä�¼�¢�ï�›� �É�”�Ò�ç�t�`�o
ƒ���b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�M�c
�•�T�w�^�À�›�æ�M�‡�b�{

�^�À �¯�Ú�ï�Å

�Þ�´�á�”�ç�p�×�ˆ�Þ�´�á�”�ç  �³�ß�¿�Ä�¼�¢�ï�›� 
�É�”�Ò�ç�t�`�‡�b�{

set module autoshut enable mod num

�Þ�´ �á�” �ç �p�×�ˆ �Þ�´ �á�” �ç  �³ �ß�¿�Ä�¼�¢�ï �›
�Ã�Ÿ�·�”�Ò�ç�t�`�‡�b�{

set module autoshut disable mod num

�Þ�´�á�”�ç�×
��U�æ�·�¿�Ä�p�V�”�s
:�w�µ�è�¿�³�á
�×�”�ç�Å�›
ƒ���`�‡�b�{

set autoshut frequency num


Ã�S�U���®�s�8���›
ü�o�•�p
ƒ���`�‡�b�{ set autoshut period minutes

�›���w�Þ�´�á�”�ç�w�å�ï�»� �Ü  �§�¢�ï�»�›	«�ˆ�`
�‡�b�{

clear autoshut counters mod num

�×�ˆ�³�ß�¿�Ä�¼�¢�ï�w
Ã�S�›�Ã�Ñ�¥�ç�Ä
ƒ���t�æ
�·�¿�Ä�`�‡�b�{

clear autoshut frequency

�×�ˆ�³�ß�¿�Ä�¼�¢�ï�w�8���›�Ã�Ñ�¥�ç�Ä
ƒ���t�æ
�·�¿�Ä�`�‡�b�{

clear autoshut period

�×�ˆ �Þ�´�á�” �ç  �³ �ß�¿�Ä�¼�¢�ï 
ƒ� � �q�q�O�w�µ
�Â�”�»�µ	Ø�C�›
¯�Ô�`�‡�b�{

show autoshut
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�Í�t�z�Þ�´�á�”�ç�p�×�ˆ�Þ�´�á�”�ç  �³�ß�¿�Ä�¼�¢�ï�›� �É�”�Ò�ç�t�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set module autoshut enable 2

�Í�t�z�Þ�´�á�”�ç�p�×�ˆ�Þ�´�á�”�ç  �³�ß�¿�Ä�¼�¢�ï�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set module autoshut disable 2

�Í�t�z�Þ�´�á�”�ç�×
��U�æ�·�¿�Ä�p�V�”�s
:�w�µ�è�¿�³�á�×�”�ç�Å�›
ƒ���b�”�«�›�Ô�`�‡�b�{

Console> (enable) set autoshut frequency 4

�Í�t�z
Ã�S�U���®�s�8���›
ü�o�•�p
ƒ���b�”�«�›�Ô�`�‡�b�{

Console> (enable) set autoshut period 3

�Í�t�z�›���w�Þ�´�á�”�ç�w�å�ï�»� �Ü  �§�¢�ï�»�›	«�ˆ�b�”�«�›�Ô�`�‡�b�{

Console> (enable) clear autoshut counters 3
Automatic shutdown counters cleared for module 3
Console> (enable) 

�Í�t�z�×�ˆ�Þ�´�á�”�ç  �³�ß�¿�Ä�¼�¢�ï�w
Ã�S�›�Ã�Ñ�¥�ç�Ä
ƒ���t�æ�·�¿�Ä�b�”�«�›�Ô�`�‡�b�{

Console> (enable) clear autoshut frequency

�Í�t�z�×�ˆ�Þ�´�á�”�ç  �³�ß�¿�Ä�¼�¢�ï�w�8���›�Ã�Ñ�¥�ç�Ä
ƒ���t�æ�·�¿�Ä�b�”�«�›�Ô�`�‡�b�{

Console> (enable) clear autoshut period

�Í�t�z�×�ˆ�Þ�´�á�”�ç  �³�ß�¿�Ä�¼�¢�ï
ƒ���q�q�O�w�µ�Â�”�»�µ	Ø�C�›
¯�Ô�b�”�«�›�Ô�`�‡�b�{

Console> (enable) show autoshut
AutoShut Frequency:     3 times
AutoShut Period:        5 minutes

Mod Autoshut Current  Number Reason for last Time of last reset
num status   status   resets reset
--- -------- -------- ------ ---------------- -------------------------
1   NA       ok      -      -               -
2   enabled  shutdown 4      inband failure  Mon Jul 14 2003, 22:55:45
3   disabled ok      0      None            -
4   enabled  ok       1     scp failure      Mon Jul 14 2003, 21:03:17
Console> (enable) 
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�Ù�”�Ä  �¤�å�”�U	Z�w
ƒ��

�¢�«�£ EtherChannel �w�b�‚�o�w�Ù�”�Ä�p�z�Ù�”�Ä  �¤�å�”�U	Z
ƒ���U�‰�a�p�K�”
ž�A�U�K�“�‡�b�{

�Ù�”�Ä	Í�p�Ù�”�Ä  �¤�å�”�U	Z�›� �É�”�Ò�ç�‡�h�x�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p
�Í�w�^�À�›�æ�M�‡�b�¢ inerrors�z RXCRC�z�S�‘�|  TXCRC �w�Ã�Ñ�¥�ç�Ä  �Ù�”�Ä
ƒ���x�Ã�Ÿ�·�”�Ò�ç
�p�b�£�{

�Í�t�z�Ù�”�Ä  3/1 	Í�p  RXCRC �Ù�”�Ä  �¤�å�”�U	Z�›� �É�”�Ò�ç�t�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set port errordetection 3/1 rxcrc enable
Port(s)  3/1 set to errordetection rxcrc enable.
Console> (enable) show port errordetection 3/1
Port   Rxcrc    Txcrc
-----  -------- --------
 3/1   enabled  disabled
Console> (enable) 

	Ñ�Õ�Ñ�è�¿�«�µ  �æ�ï�«�w
ƒ��

	Ñ�Õ�Ñ�è�¿�«�µ  �æ�ï�«�p�x�z�â�”�²�U  STP �›�Ã�Ÿ�·�”�Ò�ç�=�`�o�‹�z�æ�ï�«�è�Õ�ç�w	Ñ�Õ
Q�›�î
�q�`�z STP �t�E�˜�”�r�>�f�›���™�`�‡�b�{	Ñ�Õ�Ñ�è�¿�«�µ  �æ�ï�«�x�z�ô���µ� �¿�½�¦�”�Ì�”	Ñ�Õ
Q
�t�‘�”�æ�ï�«  �Ì�¿�«�ž�¿�Ó�;�ó�›���™�`�‡�b�{�Ñ�è�¿�«�µ  �æ�ï�«�w	Ñ�Õ
Q�t�‘�“�z 2 �m�w�Ù�”�Ä�›
�¦���`�o�z	Ñ�Õ�æ�ï�«�;�ó�›��
R�p�V�‡�b�{�°�M�w�Ù�”�Ä�›�ž�«�Â�Ÿ�Ò  �Ù�”�Ä�q�`�o�z�‹�O�°�M�w
�Ù�”�Ä�›�Ì�¿�«�ž�¿�Ó�‡�h�x �Ð�ž  �Ù�”�Ä�q�`�o
ƒ���`�‡�b�{�ž�«�Â�Ÿ�Ò  �Ù�”�Ä�x�Ñ�¥�ë�”�Ã�Ÿ�ï
�¬  �µ�Â�”�Ä�p�‹�z�Ì�¿�«�ž�¿�Ó  �Ù�”�Ä�U�Ò�é�¿�©�ï�¬  �µ�Â�”�Ä�w�h�Š�z�Ä�å�Ñ�Ÿ�¿�«�x�è�a�p�V
�‡�d�œ�{  

�Ñ�è�¿�«�µ  �æ�ï�«�w�ž�«�Â�Ÿ�Ò  �Ù�”�Ä�t	Ë�•�U�K�”	Ô�ù�z MAC �ž�Å�è�µ�x�Ñ�å�¿�³�á�^�•�z�Ñ
�å�¿�Ã�Ÿ�ï�¬�^�•�‡�b�{�Ñ�è�¿�«�µ  �æ�ï�«�w�Ì�¿�«�ž�¿�Ó  �Ù�”�Ä�x�z MAC �ž�Å�è�µ�›�¶	6�`�o�z
�6�|
€���p�V�”�‘�O�t�`�‡�b�{�Ñ�£�”�ç�¦�”�Ì�”  �¯�ï�Ì�”�´�£�ï�µ�Ì���x�z VLAN 
:�S�‘�|  MAC
�ž�Å�è�µ
:�t�‘�“�Ÿ�s�“�‡�b�{�Ñ�è�¿�«�µ�æ�ï�«  �Ù�”�Ä	Í�p�x  STP �›� �É�”�Ò�ç�t�p�V�‡�d�œ�U�z
�µ� �¿�½�w���w�Ù�”�Ä	Í�p�x  STP �›�T�‡�p�V�‡�b�{  

�Î�ï�Ä 2 �m�w�ž�¿�Ó�æ�ï�«  �Ù�”�Ä�›�p�`�o�è� �à  2 �¯�ï�·�ï�Ä�è�”�»  �µ� �¿�½�q
€���b�”�z�ž�è  VLAN
�›�Ë�m
ó
:�w�è� �à  2 �ž�«�·�µ  �µ� �¿�½�w�Ï
R�t�S�M�o�z	Ñ�Õ�Ñ�è�¿�«�µ  �æ�ï�«�›�–�;�b�”�\�q
�›
*	‘�`�‡�b�{

�\�\�p�x�z Catalyst 6500 �³�æ�”�¶  �µ� �¿�½	Í�p	Ñ�Õ�Ñ�è�¿�«�µ  �æ�ï�«�›
ƒ���b�”	�	q�t�m�M�o
†�Ì
�`�‡�b�{

• 	Ñ�Õ�Ñ�è�¿�«�µ  �æ�ï�«�w
ƒ���t���b�”�«�™�Ä�ò�S�‘�|
M�v�Ä�ò�¢ p.4-19�£

• �Ñ�è�¿�«�µ  �æ�ï�«�w�ž�«�Â�Ÿ�Ò  �Ù�”�Ä�S�‘�|�Ì�¿�«�ž�¿�Ó  �Ù�”�Ä�w�¦���¢ p.4-19�£

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 �Ù�”�Ä	Í�p�Ù�”�Ä  �¤�å�”�U	Z�›� �É�”�Ò�ç�‡�h
�x�Ã�Ÿ�·�”�Ò�ç�t�`�‡�b�{

set port errordetection mod/port { inerrors | 
rxcrc  | txcrc} { disable | enable}

�µ�Â�¿�Ó 2 �Ù�”�Ä�w
ƒ���›�¬�Ý�`�‡�b�{ show port errordetection [mod | mod/port]



�H 4 	·       � �”�±�É�¿�Ä�z�Ñ�•�µ�Ä  � �”�±�É�¿�Ä�z�ª�̈ �Ï�¿�Ä  � �”�±�É�¿�Ä�z�S�‘�|  10 �ª�̈ �Ï�¿�Ä  � �”�±�É�¿�Ä  �µ� �¿�½�ï�¬�w
ƒ��
�Ù�”�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�w
ƒ��
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• �Ñ�è�¿�«�µ  �æ�ï�«�w�Ù�”�Ä
ƒ���w
¯�Ô�¢ p.4-20�£

• �Ñ�è�¿�«�µ  �æ�ï�«�w�Ù�”�Ä
ƒ���w	«�ˆ�¢ p.4-20�£

	Ñ�Õ�Ñ�è�¿�«�µ  �æ�ï�«�w
ƒ���t���b�”�«�™�Ä�ò�S�‘�|
M�v�Ä�ò

�\�\�p�x�z	Ñ�Õ�Ñ�è�¿�«�µ  �æ�ï�«�›
ƒ���b�”�M�w�«�™�Ä�ò�q
M�v�Ä�ò�›
†�Ì�`�‡�b�{

• �Ñ�è�¿�«�µ  �æ�ï�«  �Ö�ž�w�7�G
:�¢ 1 �m�w�ž�«�Â�Ÿ�Ò  �Ù�”�Ä�q  1 �m�w�Ì�¿�«�ž�¿�Ó  �Ù�”�Ä�£�x�z
�µ� �¿�½�]�q�t  16 �p�b�{

• �Ñ�è�¿�«�µ�æ�ï�«  �Ù�”�Ä�›�z EtherChannel �w�°
æ�t�b�”�\�q�x�p�V�‡�d�œ�{

• STP �•  �Ñ�è�¿�«�µ�æ�ï�«  �Ù�”�Ä�x�z STP �ˆ�^�t�C�Ö�`�‡�d�œ�{�Ñ�è�¿�«�µ�æ�ï�«  �Ù�”�Ä�x�z
STP BPDU �›
\
R�d�c�z	!	ô�`�h�b�‚�o�w  BPDU �›
��:�`�‡�b�{

• Switched Port Analyzer�¢ SPAN; �µ� �¿�½�Å  �Ù�”�Ä  �ž�Æ�å� �²�£  �•  SPAN �x�Ñ�è�¿�«�µ�æ�ï�«
�Ù�”�Ä�q�È�ˆ�`�‡�b�{

• VTP �•  VTP �Ó�ç�”�Ç�ï�¬�x  STP �q�È�ˆ�b�”
ž�A�U�K�”�w�p�z�Ñ�è�¿�«�µ�æ�ï�«  �Ù�”�Ä�p�x�;
�ó�`�‡�d�œ�{

• Internet Group Management Protocol�¢ IGMP�£ �•  IGMP �x�Ñ�è�¿�«�µ�æ�ï�«  �Ù�”�Ä�q�È�ˆ�`�‡�b�{

• Dynamic Trunking Protocol�¢ DTP; �¼� �Æ�Û�¿�«  �Ä�å�ï�©�ï�¬  �Ó�é�Ä�¯�ç�£  �•  DTP �x�Ñ�è�¿�«�µ
�æ�ï�«  �Ù�”�Ä	Í�p�T�‡�p�V�‡�b�{

• 	Ñ�Õ�Ñ�è�¿�«�µ  �æ�ï�«�x�z�o	m�s�ž�«�·�µ  �Ä�Ù�é�´�”�¢ 1 �m�w�æ�”�Ñ  �Ê�”�Å�T�’  2 �m�w�ž�¿
�Ó�æ�ï�«�£�;�p�b�{
�
¢�«�é�”�¸�¿�Ä�T�’�ž�«�·�µ  �É�¿�Ä�ë�”�«�•�w�Í�µ�t�ç�”�Ó�U�s�M�\�q
�›�¬�Ý�b�”
ž�A�U�K�“�‡�b�{ STP �q�x�Ÿ�s�“�z�Ñ�è�¿�«�µ�æ�ï�«  �Ù�”�Ä�x�ç�”�Ó�›�U	Z�b�”�‘
�O�t
ƒ�-�^�•�o�M�‡�d�œ�{

• �¤�¿�´�p�Ñ�è�¿�«�µ�æ�ï�«	Ñ�Õ�›�î�æ�`�s�U�’�z�¯�ž  �É�¿�Ä�ë�”�«�p  STP �›
��”�b�”�w�U�·
�‡�`�M
ƒ���p�b�{

• �Ñ�è�¿�«�µ  �æ�ï�«�x�z�Ú
€
€���^�•�h�æ�ï�«�p	Ë�•�U�I�\�l�h	Ô�ù�t�w�ˆ�ô���p	)���^�•�‡
�b�{�É�¿�Ä�ë�”�«�º�w�f�w���w	Ë�•�x�z�Ñ�è�¿�«�µ�æ�ï�«�w�ô���¯�ï�Ì�”�´�£�ï�µ�t�‘�“�~
³
�^�•�‡�d�œ�{

�Ñ�è�¿�«�µ  �æ�ï�«�w�ž�«�Â�Ÿ�Ò  �Ù�”�Ä�S�‘�|�Ì�¿�«�ž�¿�Ó  �Ù�”�Ä�w�¦��

�Ñ�è�¿�«�µ  �æ�ï�«�w�ž�«�Â�Ÿ�Ò  �Ù�”�Ä�S�‘�|�Ì�¿�«�ž�¿�Ó�¢�Ð�ž�£�Ù�”�Ä�›�¦���b�”�t�x�z� �É�”
�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�î�æ�`�‡�b�{

�Í�t�z�Ù�”�Ä  3/48 �›�Ñ�è�¿�«�µ�æ�ï�«�w�ž�«�Â�Ÿ�Ò  �Ù�”�Ä�t�z�Ù�”�Ä  3/47 �›�Ñ�è�¿�«�µ�æ�ï�«�w
�Ì�¿�«�ž�¿�Ó�¢�Ð�ž�£�Ù�”�Ä�t�¦���b�”�«�›�Ô�`�‡�b�{

Console> (enable) set port flexlink 3/48 peer 3/47
Flexlink is successfully set on the port 3/48 and 3/47
Console> (enable)

�^�À �¯�Ú�ï�Å

�Ñ�è�¿�«�µ  �æ�ï�«�w�ž�«�Â�Ÿ�Ò  �Ù�”�Ä�S�‘�|
�Ì�¿�«�ž�¿�Ó�¢�Ð�ž�£�Ù�”�Ä�›�¦���`�‡�b�{

set port flexlink mod/port peer mod/port



�H 4 	·       � �”�±�É�¿�Ä�z�Ñ�•�µ�Ä  � �”�±�É�¿�Ä�z�ª�̈ �Ï�¿�Ä  � �”�±�É�¿�Ä�z�S�‘�|  10 �ª�̈ �Ï�¿�Ä  � �”�±�É�¿�Ä  �µ� �¿�½�ï�¬�w
ƒ��
�Ù�”�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�w
ƒ��
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�Ñ�è�¿�«�µ  �æ�ï�«�w�Ù�”�Ä
ƒ���w
¯�Ô

�Ñ�è�¿�«�µ�æ�ï�«�w�Ù�”�Ä
ƒ���t�m�M�o�w	Ø�C�›
¯�Ô�b�”�t�x�z �â�”�²  �Þ�”�Å�p�Í�w�^�À�›�î�æ�`
�‡�b�{

�Í�t�z �µ� �¿�½	Í�p
ƒ���^�•�h�b�‚�o�w�Ñ�è�¿�«�µ�æ�ï�«  �Ù�”�Ä�t�m�M�o�w	Ø�C�›
¯�Ô�b�”�«�›�Ô
�`�‡�b�{

Console> (enable) show port flexlink
Port   State       Peer port  State
-----  ----------  ---------  ----------
 3/47  linkdown    3/48       active    
 3/48  active      3/47       linkdown  
Console> (enable) 

�Ñ�è�¿�«�µ  �æ�ï�«�w�Ù�”�Ä
ƒ���w	«�ˆ

�Ñ�è�¿�«�µ  �æ�ï�«�w�Ù�”�Ä
ƒ���›	«�ˆ�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z �Ñ�è�¿�«�µ�æ�ï�«�w�ž�«�Â�Ÿ�Ò  �Ù�”�Ä�q�`�o�Ù�”�Ä  3/48 �›�z �Ñ�è�¿�«�µ�æ�ï�«�w�Ì�¿�«�ž�¿
�Ó�¢�Ð�ž�£�Ù�”�Ä�q�`�o�Ù�”�Ä  3/47 �›	«�ˆ�b�”�«�›�Ô�`�‡�b�{

Console> (enable) clear port flexlink 3/48 peer 3/47
Port 3/48 and 3/47 flexlink pair cleared
Console> (enable)

�´�ß�ï�Ø  �Ñ�è�”�Ü�w
ƒ��

�\�\�p�x�z�´�ß�ï�Ø  �Ñ�è�”�Ü�›
ƒ���b�”	�	q�t�m�M�o
†�Ì�`�‡�b�{

• �µ�”�Í�Ì� �²  �¤�ï�´�ï	Í�p�w�´�ß�ï�Ø  �Ñ�è�”�Ü�w
ƒ���¢ p.4-20�£

• MSFC2 	Í�p�w�´�ß�ï�Ø  �Ñ�è�”�Ü�w
ƒ���¢ p.4-22�£

�µ�”�Í�Ì� �²  �¤�ï�´�ï	Í�p�w�´�ß�ï�Ø  �Ñ�è�”�Ü�w
ƒ��

�K�”�Ù�”�Ä�t�0�`�o�´�ß�ï�Ø  �Ñ�è�”�Ü�;�ó�›� �É�”�Ò�ç�t
ƒ���b�”�q�z�f�w�Ù�”�Ä�p�G�V�M�¢�m�‡
�“ �´�ß�ï�Ø �£�Ñ�è�”�Ü�›�µ� �¿�½�ï�¬�p�V�”�‘�O�t�s�“�‡�b�{�\�w�;�ó�x�±�”�Ì���w�8
ù�Í�Ñ�¥�”
�Ú�ï�µ�›�7�&�=�b�”�w�t�þ�q�j�‡�b�{�Ã�Ñ�¥�ç�Ä�w  Maximum Transmission Unit�¢ MTU; �7�G�;
ù�â
�Ç�¿�Ä�£�Ñ�è�”�Ü  �±� �¶�x�z�b�‚�o�w� �”�±�É�¿�Ä  �Ù�”�Ä�p  1548 �Ì� �Ä�p�b�{�Ù�”�Ä	Í�p�´�ß�ï
�Ø �Ñ�è�”�Ü�;�ó�›� �É�”�Ò�ç�t
ƒ���b�”�q�z MTU �±� �¶�x  9216 �Ì� �Ä�t
ÿ�Q�‡�b�{

�Ù�”�Ä�o�•�p�´�ß�ï�Ø  �Ñ�è�”�Ü�;�ó�›� �É�”�Ò�ç�t
ƒ���b�”�M�x�z�Í�w�«�™�Ä�ò�t	H�l�o�X�i�^
�M�{

�¢�«�£ WS-X6148 �S�‘�|  WS-X6548 GE-TX �Þ�´�á�”�ç�x�´�ß�ï�Ø  �Ñ�è�”�Ü�›�±�Ù�”�Ä�`�o�M�‡�d�œ�{

�^�À �¯�Ú�ï�Å

�Ñ�è�¿�«�µ�æ�ï�«�w�Ù�”�Ä
ƒ���t�m�M�o�w	Ø�C
�›
¯�Ô�`�‡�b�{

show port flexlink [mod | mod/port]

�^�À �¯�Ú�ï�Å

�Ñ�è�¿�«�µ  �æ�ï�«�w�Ù�”�Ä
ƒ���›	«�ˆ�`�‡�b�{ clear port flexlink  mod/port [peer mod/port]



�H 4 	·       � �”�±�É�¿�Ä�z�Ñ�•�µ�Ä  � �”�±�É�¿�Ä�z�ª�̈ �Ï�¿�Ä  � �”�±�É�¿�Ä�z�S�‘�|  10 �ª�̈ �Ï�¿�Ä  � �”�±�É�¿�Ä  �µ� �¿�½�ï�¬�w
ƒ��
�Ù�”�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�w
ƒ��
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• �´�ß�ï�Ø  �Ñ�è�”�Ü�;�ó�x�z�Í�w�Ù�”�Ä	Í�p�±�Ù�”�Ä�^�•�‡�b�{

�µ �b�‚�o�w� �”�±�É�¿�Ä  �Ù�”�Ä

�µ �Ä�å�ï�«  �Ù�”�Ä

�µ EtherChannel

�µ sc0 � �ï�»�”�Ñ�£� �µ�¢�´�ß�ï�Ø  �Ñ�è�”�Ü�x  sc0 � �ï�»�”�Ñ�£� �µ�›�è�a�`�‡�b�{�\�•�x
�â�”�²�U
ƒ���p�V�s�M�Ã�Ñ�¥�ç�Ä
ƒ���s�w�p�z CLI �t�‘�”
ƒ���x
Æ�A�p�b�£ �{

• �Í�w�µ� �¿�½�ï�¬  �Þ�´�á�”�ç�p�x�z�7�G  8092 �Ì� �Ä�w�Ö�—�Ñ�è�”�Ü  �±� �¶�›�±�Ù�”�Ä�`�o�M
�‡�b�{

�µ 100 Mbps �p�ˆ�^�b�”  WS-6516-GE-TX�{ 10 Mbps �S�‘�|  1000 Mbps �p�x�z�´�ß�ï�Ø  �Ñ�è�”
�Ü�w�Ã�Ñ�¥�ç�Ä�‹�p�K�”  9216 �Ì� �Ä�›�±�Ù�”�Ä�`�o�M�‡�b�{

�µ WS-X6148-RJ-45�z WS-X6148-RJ-45V�z WS-X6148-RJ21�z�S�‘�|  WS-X6148-RJ21V

�µ WS-X6248-RJ-45�z WS-X6248A-RJ-45�z WS-X6248-TEL�z�S�‘�|  WS-X6248A-TEL

�µ WS-X6348-RJ-45�z WS-X6348-RJ45V�z WS-X6348-RJ-21�z�S�‘�|  WX-X6348-RJ21V 

�´�ß�ï�Ø  �Ñ�è�”�Ü�w�±�Ù�”�Ä�›
ƒ���b�”�q�z�\�•�’�w�Þ�´�á�”�ç�x  8092 �Ì� �Ä�›�Ò�Q�”�Ö�—
�Ñ�è�”�Ü�›
��:�`�‡�b�{

• WS-X6548-RJ-21�z�S�‘�|  WS-X6548-RJ-45 �Þ�´�á�”�ç�x�z Physical Sublayer�¢ PHY; 
ú�g�±�Ò�è
� �à�£�è�Õ�ç�p�Ÿ�s�”�Ë�”�Å�¢�£�ž�›�–�;�`�o�z�´�ß�ï�Ø  �Ñ�è�”�Ü�w�7�G�Ã�Ñ�¥�ç�Ä�‹�p�K�”
9216 �Ì� �Ä�›�±�Ù�”�Ä�`�o�M�‡�b�{

• �´�ß�ï�Ø  �Ñ�è�”�Ü�x�z�b�‚�o�w  OSM�¢�¦�Ó�Â�Ÿ�§�ç  �±�”�Ï�µ  �Þ�´�á�”�ç�£	Í�p�±�Ù�”�Ä�^�•
�o�M�‡�b�{

• �´�ß�ï�Ø  �Ñ�è�”�Ü�x�z Asynchronous Transfer Mode�¢ ATM; 
‡�‰�8�8
ù�Þ�”�Å�£�Þ�´�á�”�ç
�¢ WS-X6101-OC12-SMF/MMF�£	Í�p�x�±�Ù�”�Ä�^�•�o�M�‡�d�œ�{

• Multilayer Switch Feature Card 2�¢ MSFC2; �Ú�ç�½�è� �à  �µ� �¿�½  �Ñ�Ÿ�”�½�ß  �§�”�Å  2�£�x�z Cisco
IOS Release 12.1(2)E �Ž�ñ�w�æ�æ�”�µ�t�‘�“�´�ß�ï�Ø  �Ñ�è�”�Ü�w�ç�”�Â�Ÿ�ï�¬�›�±�Ù�”�Ä�`�o
�M�‡�b�{

• MSFC �S�‘�|  Multilayer Switch Module�¢ MSM�£�x�z�́ �ß�ï�Ø  �Ñ�è�”�Ü�w�ç�”�Â�Ÿ�ï�¬�›�±�Ù�”
�Ä�`�o�M�‡�d�œ�{�\�•�’�w�ç�”�»�t�´�ß�ï�Ø  �Ñ�è�”�Ü�U
ù	ô�^�•�”�q�z�ç�”�»�w�Í�Ñ�¥�”�Ú�ï
�µ�U�¶�`�X�ÿ�<�`�‡�b�{

�¢�«�£ show port jumbo �¯�Ú�ï�Å�›�Ö�—�b�”�q�z 1 �m�‡�h�x
ó
:�w�Ù�”�Ä�t���`�o  [Jumbo frames inconsistent
state] �Ý�¿�·�”�´�U
¯�Ô�^�•�”�\�q�U�K�“�‡�b�{�f�w	Ô�ù�t�x�z set port jumbo �¯�Ú�ï�Å�›�Ö�—�`�o
�Ù�”�Ä�›�6�S� �É�”�Ò�ç�t
ƒ���`�o�X�i�^�M�{

� �”�±�É�¿�Ä  �Ù�”�Ä	Í�p�´�ß�ï�Ø  �Ñ�è�”�Ü�›� �É�”�Ò�ç�t�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^
�À�›�æ�M�‡�b�{

�Í�t�z�Ù�”�Ä	Í�p�´�ß�ï�Ø  �Ñ�è�”�Ü�;�ó�›� �É�”�Ò�ç�t�`�z
ƒ���›�¬�Ý�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set port jumbo 2/1 enable
Jumbo frames enabled on port 2/1
Console> (enable) show port jumbo
Jumbo frames MTU size is 9216 bytes
Jumbo frames enabled on port(s) 2/1

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 �´�ß�ï�Ø  �Ñ�è�”�Ü�›� �É�”�Ò�ç�t
ƒ���`�‡�b�{ set port jumbo mod/port enable

�µ�Â�¿�Ó 2 �Ù�”�Ä�w
ƒ���›�¬�Ý�`�‡�b�{ show port jumbo 
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� �”�±�É�¿�Ä  �Ù�”�Ä	Í�p�´�ß�ï�Ø  �Ñ�è�”�Ü�;�ó�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p
�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z�Ù�”�Ä	Í�p�´�ß�ï�Ø  �Ñ�è�”�Ü�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set port jumbo 2/1 disable
Jumbo frames disabled on port 2/1
Console> (enable)

MSFC2 	Í�p�w�´�ß�ï�Ø  �Ñ�è�”�Ü�w
ƒ��

MSFC2 �p�x�z�´�ß�ï�Ø  �Ñ�è�”�Ü�w�ç�”�Â�Ÿ�ï�¬�t�0� �p�V�”�‘�O�t�z VLAN � �ï�»�”�Ñ�£� �µ	Í
�w MTU �±� �¶�›
ƒ���p�V�‡�b�{

�´�ß�ï�Ø  �Ñ�è�”�Ü�;�ó�p�x�z�µ� �¿�½�w�Ã�Ñ�¥�ç�Ä�‘�“�G�V�M  MTU �±� �¶�U  1 �m�i�Z�±�Ù�”�Ä�^
�•�o�M�‡�b�{�Ã�Ñ�¥�ç�Ä�‘�“�G�V�M  MTU �±� �¶�p  VLAN � �ï�»�”�Ñ�£� �µ�›
ƒ���b�”�q�z�Ã�Ñ�¥
�ç�Ä�‘�“�G�V�M  MTU �±� �¶�t
ƒ���^�•�o�M�”�„�T�w�b�‚�o�w  VLAN � �ï�»�”�Ñ�£� �µ�U�z	ý�`�X

ƒ���^�•�h�±� �¶�t�×�ˆ�$�t�!�Ë�^�•�‡�b�{ �Ã�Ñ�¥�ç�Ä�T�’�!�Ë�`�o�M�s�M  VLAN � �ï�»�”�Ñ�£� 
�µ�t�m�M�o�x�z�è�¹�x�K�“�‡�d�œ�{

MTU �‹�›
ƒ���b�”�t�x�z�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z VLAN � �ï�»�”�Ñ�£� �µ	Í�w  MTU �±� �¶�›
ƒ���`�z
ƒ���›�¬�Ý�b�”�«�›�Ô�`�‡�b�{

Router(config)# interface vlan 111 
Router(config-if)# mtu 9216
Router(config-if)# end
Router# show interface vlan 111
.
.
.
MTU 9216 bytes, BW 1000000 Kbit, DLY 10 usec,
.
.
.
Router#

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 �´�ß�ï�Ø  �Ñ�è�”�Ü�›�Ã�Ÿ�·�”�Ò�ç�t
ƒ���`�‡�b�{ set port jumbo mod/port disable

�µ�Â�¿�Ó 2 �Ù�”�Ä�w
ƒ���›�¬�Ý�`�‡�b�{ show port jumbo 

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 VLAN � �ï�»�”�Ñ�£� �µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï
�Þ�”�Å�t�ž�«�·�µ�`�‡�b�{

Router(config)# interface vlan vlan_ID 

�µ�Â�¿�Ó 2 MTU �±� �¶�›
ƒ���`�‡�b�{���®�s�‹�x�z 64 �™ 17952
�Ì� �Ä�p�b 1�{

1. MTU �±� �¶�x�z 9216�¢�µ�”�Í�Ì� �²  �¤�ï�´�ï�p�±�Ù�”�Ä�^�•�”�±� �¶�£�Ž�<�t
ƒ���`�o�X�i�^�M�{

Router(config-if)# mtu mtu_size

�µ�Â�¿�Ó 3 
ƒ���›�¬�Ý�`�‡�b�{ Router# show interface vlan 111
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€���w�¬�Ý


€���›�¬�Ý�b�”�t�x�z ping �¯�Ú�ï�Å�S�‘�|  traceroute �¯�Ú�ï�Å�›�–�;�`�‡�b�{

�Ù�”�Ä�T�’�w
€���›�¬�Ý�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z�æ�Þ�”�Ä  �×�µ�Ä�t  ping �›�î�æ�`�z traceroute �›�–�;�`�o�É�¿�Ä�ë�”�«	Í�w�Í�­�¿�Ä  �Í�µ�›
�×�¿�Ó�o�•�p�å
{�b�”�«�›�Ô�`�‡�b�{

Console> (enable) ping somehost
somehost is alive
Console> (enable) traceroute somehost
traceroute to somehost.company.com (10.1.2.3), 30 hops max, 40 byte packets
 1 engineering-1.company.com (173.31.192.206) 2 ms 1 ms 1 ms
 2 engineering-2.company.com (173.31.196.204) 2 ms 3 ms 2 ms
 3 gateway_a.company.com (173.16.1.201) 6 ms 3 ms 3 ms
 4 somehost.company.com (10.1.2.3) 3 ms * 2 ms
Console> (enable)

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 �Â�µ�Ä�0	Å�Ù�”�Ä�w
Œ�t�K�”�æ�Þ�”�Ä  �×�µ�Ä�t�0
�`�o�z ping �›�î�æ�`�‡�b�{

ping [-s] host [packet_size] [packet_count]

�µ�Â�¿�Ó 2 �µ� �¿�½�T�’�Â�µ�Ä�0	Å�Ù�”�Ä�w
Œ�t�K�”�æ�Þ�”�Ä
�×�µ�Ä�‡�p�w�Í�­�¿�Ä  �ç�”�Ä�›�z�×�¿�Ó�o�•�p�å
{
�`�‡�b�{

traceroute host

�µ�Â�¿�Ó 3 �×�µ�Ä�U� �t�`�s�M	Ô�ù�t�x�z�µ� �¿�½�t
ƒ���^�•
�o�M�”  IP �ž�Å�è�µ�S�‘�|�Ã�Ñ�¥�ç�Ä  �®�”�Ä�¢�£� 
�›�¬�Ý�`�‡�b�{

show interface
show ip route
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5

� �”�±�É�¿�Ä  VLAN �Ä�å�ï�«�w
ƒ��

�\�w	·�p�x�z Catalyst 6500 �³�æ�”�¶  �µ� �¿�½	Í�p� �”�±�É�¿�Ä  VLAN�¢�>
Ý  LAN�£�Ä�å�ï�«�›
ƒ��
�b�”	�	q�t�m�M�o
†�Ì�`�‡�b�{

�¢�«�£ VLAN �w	Ä�`�M
ƒ��	�	q�t�m�M�o�x�z �H 11 	·�® VLAN �w
ƒ���¯ �›�€	°�`�o�X�i�^�M�{

�¢�«�£ �\�w	·�p�–�;�`�o�M�”�¯�Ú�ï�Å�w�ì
¶�s�Ï���S�‘�|�–�;�M�O�w	Ä�I�t�m�M�o�x�z �° Catalyst 6500
Series Switch Command Reference�±�›�€	°�`�o�X�i�^�M�{

�\�w	·�p
†�Ì�b�”�º�0�x�z�Í�w�q�S�“�p�b�{

• VLAN �Ä�å�ï�«�w�;�ó�“�A�¢ p.5-2�£

• �Ä�å�ï�«�w�Ã�Ñ�¥�ç�Ä
ƒ���¢ p.5-6�£

• �Ä�å�ï�«  �æ�ï�«�w
ƒ���¢ p.5-6�£

• VLAN �Ä�å�ï�«�w
ƒ���«�¢ p.5-15�£
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VLAN �Ä�å�ï�«�w�;�ó�“�A
�\�\�p�x�z Catalyst 6500 �³�æ�”�¶  �µ� �¿�½	Í�p�w  VLAN �Ä�å�ï�«�w�;�ó�t�m�M�o
†�Ì�`�‡�b�{

• �Ä�å�ï�«�w�“�A�¢ p.5-2�£

• �Ä�å�ï�©�ï�¬  �Þ�”�Å�S�‘�|�§�Ó�·�ç�=�»� �Ó�¢ p.5-2�£

• 802.1Q �Ä�å�ï�«
ƒ���Ì�w�«�™�Ä�ò�S�‘�|
M�v�Ä�ò�¢ p.5-5�£

�Ä�å�ï�«�w�“�A

�Ä�å�ï�«�q�x�z 1 �m�‡�h�x
ó
:�w� �”�±�É�¿�Ä  �µ� �¿�½  �Ù�”�Ä�q���w�É�¿�Ä�ë�”�©�ï�¬
÷�”�¢�µ
� �¿�½�z�ç�”�»�s�r�£�w���t
ƒ���b�”�Ù� �ï�Ä�À�”�Ù� �ï�Ä  �æ�ï�«�p�b�{�Ä�å�ï�«�›�–�;�`�o
ó
:
�w VLAN �Ä�å�Ñ�Ÿ�¿�«�›�8
ù�b�”�\�q�t�‘�“�z�É�¿�Ä�ë�”�«
¶�.�t�˜�h�l�o  VLAN �›�¦�Á�b�”�\
�q�U�p�V�‡�b�{

�b�‚�o�w� �”�±�É�¿�Ä  �Ù�”�Ä	Í�p�z�Í�w  2 	��¨�w�Ä�å�ï�©�ï�¬  �§�Ó�·�ç�=�M�Ü�›�–�;�p�V�‡�b�{

• ISL�¢�µ� �¿�½���æ�ï�«�£  �•  ISL �x�z�³�µ�¯� �×�w�Ä�å�ï�©�ï�¬  �§�Ó�·�ç�=�M�Ü�p�b�{

• IEEE 802.1Q �•  802.1Q �x�z�À�„
ª	j�w�Ä�å�ï�©�ï�¬  �§�Ó�·�ç�=�M�Ü�p�b�{

�Ä�å�ï�«�›
ƒ���p�V�”�w�x�z 1 �m�w� �”�±�É�¿�Ä  �Ù�”�Ä�‡�h�x  EtherChannel �Ì�ï�Å�ç�t�0�`�o�p�b�{
EtherChannel �w	Ä�I�t�m�M�o�x�z �H 6 	·�® EtherChannel �w
ƒ���¯ �›�€	°�`�o�X�i�^�M�{

� �”�±�É�¿�Ä�w�Ä�å�ï�«  �Ù�”�Ä�x�z 5 	��¨�w�Ä�å�ï�©�ï�¬  �Þ�”�Å�›�±�Ù�”�Ä�`�o�M�‡�b�¢ 
¯ 5-1 �›
�€	°�£ �{�^�’�t�z�Ä�å�ï�«�p�w  ISL �§�Ó�·�ç�=�w�–�;�z 802.1Q �§�Ó�·�ç�=�w�–�;�z�‡�h�x�§�Ó�·�ç
�=�»� �Ó�w�×�ˆ�É�°�³�¤�”�³�ã�ï�›�¦���b�”�\�q�‹�p�V�‡�b�{

�×�ˆ�É�°�³�¤�”�³�ã�ï�p�Ä�å�ï�©�ï�¬�›�æ�O�t�x�z�¤�Ù�”�Ä�U�‰�a  VLAN Trunking Protocol�¢ VTP;
VLAN �Ä�å�ï�©�ï�¬  �Ó�é�Ä�¯�ç�£�Å�Ý� �ï�t���O�b�”
ž�A�U�K�“�‡�b�{�h�i�`�z�Ÿ�s�”�Å�Ý� �ï�t
�K�l�o�‹�z on �‡�h�x  nonegotiate �Þ�”�Å�›�–�;�`�o�z�Ù�”�Ä�›�§
M�$�t�Ä�å�ï�«�t�b�”�\�q�U�p�V
�‡�b�{ VTP �Å�Ý� �ï�w	Ä�I�t�m�M�o�x�z �H 10 	·�® VTP �w
ƒ���¯ �›�€	°�`�o�X�i�^�M�{

�Ä�å�ï�«  �É�°�³�¤�”�³�ã�ï�x�z Dynamic Trunking Protocol�¢ DTP; �¼� �Æ�Û�¿�«  �Ä�å�ï�©�ï�¬  �Ó�é
�Ä�¯�ç�£�t�‘�l�o���g�^�•�‡�b�{ DTP �x�z ISL �S�‘�|  802.1Q �w�†�M�w�Ä�å�ï�«�p�×�ˆ�É�°�³�¤�”
�³�ã�ï�›�±�Ù�”�Ä�`�o�M�‡�b�{

�Ä�å�ï�©�ï�¬  �Þ�”�Å�S�‘�|�§�Ó�·�ç�=�»� �Ó

�¢�«�£ ISL �§�Ó�·�ç�=�›�±�Ù�”�Ä�`�s�M�Þ�´�á�”�ç�w�ì
¶�s�æ�µ�Ä�t�m�M�o�x�z �Í�w  URL �t�K�” �° Catalyst
6500 Series Release Notes�±�›�€	°�`�o�X�i�^�M�{

http://www.cisco.com/univercd/cc/td/doc/product/lan/cat6000/relnotes/index.htm


¯ 5-1 �t�z set trunk �¯�Ú�ï�Å�p
ƒ���p�V�”�Ä�å�ï�©�ï�¬  �Þ�”�Å�q�z�Ñ�•�µ�Ä  � �”�±�É�¿�Ä�z�ª�¨
�Ï�¿�Ä  � �”�±�É�¿�Ä�z�S�‘�|  10 �ª�¨�Ï�¿�Ä  � �”�±�É�¿�Ä  �Ù�”�Ä	Í�t�S�Z�”�f�w�;�ó�›�Ô�`�‡�b�{
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¯ 5-2 �t�z set trunk �¯�Ú�ï�Å�p
ƒ���p�V�”�§�Ó�·�ç�=�»� �Ó�z�S�‘�|� �”�±�É�¿�Ä  �Ù�”�Ä	Í�p�w�;
�ó�›�Ô�`�‡�b�{ show port capabilities �¯�Ú�ï�Å�›�Ö�—�b�”�q�z�x�‘�w�Ù�”�Ä�p�±�Ù�”�Ä�^�•�o�M�”
�§�Ó�·�ç�=�»� �Ó�›
Q���b�”�\�q�U�p�V�‡�b�{

�Ä�å�ï�«  �æ�ï�«�›�¬�q�p�V�”�T�r�O�T�z�S�‘�|�¬�q�`�h�æ�ï�«�t
ƒ���^�•�”�Ä�å�ï�«  �»� �Ó�x�z 2
�m�w
€���Ù�”�Ä�w�Ä�å�ï�©�ï�¬  �Þ�”�Å�z�Ä�å�ï�«  �§�Ó�·�ç�=�»� �Ó�z�S�‘�|�Ë�”�Å�¢�£�ž�;�ó�t
�‘�l�o�>�‡�“�‡�b�{ 
¯ 5-3 �t�z�D�ó�s�Ä�å�ï�«
ƒ���S�‘�|�f�w�A�L�›�Ô�`�‡�b�{


¯ 5-1 � �”�±�É�¿�Ä  �Ä�å�ï�©�ï�¬  �Þ�”�Å

�Þ�”�Å �;�ó

on �Ù�”�Ä�t�ì���$�s�Ä�å�ï�©�ï�¬  �Þ�”�Å�›
ƒ���`�z �æ�ï�«�›�Ä�å�ï�«  �æ�ï�«�t
�!�õ�b�”�h�Š�w�É�°�³�¤�”�³�ã�ï�›�æ�M�‡�b�{�Ù
€�Ù�”�Ä�U�!�Ë�t�‰�™�`�s
�X�o�‹�z�Ù�”�Ä�x�Ä�å�ï�«  �Ù�”�Ä�t�s�“�‡�b�{

off �Ù�”�Ä�t�ì���$�s
‡�Ä�å�ï�©�ï�¬  �Þ�”�Å�›
ƒ���`�z �æ�ï�«�›
‡�Ä�å�ï�«  �æ�ï
�«�t�!�õ�b�”�h�Š�w�É�°�³�¤�”�³�ã�ï�›�æ�M�‡�b�{�Ù
€�Ù�”�Ä�U�!�Ë�t�‰�™
�`�s�X�o�‹�z�Ù�”�Ä�x
‡�Ä�å�ï�«  �Ù�”�Ä�t�s�“�‡�b�{

desirable �æ�ï�«�T�’�Ä�å�ï�«  �æ�ï�«�•�w�!�õ�›�Ù�”�Ä�t
u�Ã�$�t�¼�æ�^�d�‡�b�{�Ù
€
�Ù�”�Ä�U  on�zdesirable�z�‡�h�x  auto �Þ�”�Å�t
ƒ���^�•�o�M�•�y�z�Ù�”�Ä�x�Ä
�å�ï�«  �Ù�”�Ä�t�s�“�‡�b�{

auto �Ù�”�Ä�t�æ�ï�«�T�’�Ä�å�ï�«  �æ�ï�«�•�w�!�õ�›�¼�æ�^�d�‡�b�{�Ù
€�Ù�”�Ä�U
on �‡�h�x  desirable �Þ�”�Å�t
ƒ���^�•�o�M�•�y�z�Ù�”�Ä�x�Ä�å�ï�«  �Ù�”�Ä�t
�s�“�‡�b�{�\�•�x�b�‚�o�w� �”�±�É�¿�Ä  �Ù�”�Ä�w�Ã�Ñ�¥�ç�Ä�w�Þ�”�Å�p�b�{

nonegotiate �Ù�”�Ä�›�ì���$�s�Ä�å�ï�©�ï�¬  �Þ�”�Å�t�`�‡�b�U�z �Ù�”�Ä�U  DTP �Ñ�è�”�Ü�›

\
R�`�s�M�‘�O�t�`�‡�b�{�Ä�å�ï�«  �æ�ï�«�›�¬�q�b�”�t�x�z�Ù
€�Ù�”�Ä�›	�
�ˆ�p�Ä�å�ï�«  �Ù�”�Ä�q�`�o
ƒ���b�”
ž�A�U�K�“�‡�b�{


¯ 5-2 � �”�±�É�¿�Ä  �Ä�å�ï�«  �§�Ó�·�ç�=�»� �Ó

�§�Ó�·�ç�= �;�ó

isl �Ä�å�ï�«  �æ�ï�«�t  ISL �§�Ó�·�ç�=�›�¦���`�‡�b�{

dot1q �Ä�å�ï�«  �æ�ï�«�t  802.1Q �§�Ó�·�ç�=�›�¦���`�‡�b�{

negotiate �Ù�”�Ä�U�Ù
€�Ù�”�Ä�q�É�°�³�¤�”�³�ã�ï�›�æ�M�z�Ù
€�Ù�”�Ä�w
ƒ���S�‘�|�;
�ó�t� �a�o�z ISL�¢��
Œ�£�‡�h�x  802.1Q �Ä�å�ï�«�t�s�”�\�q�›�¦���`�‡�b�{
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802.1Q �Ä�å�ï�«
ƒ���Ì�w�«�™�Ä�ò�S�‘�|
M�v�Ä�ò

802.1Q �Ä�å�ï�«�›�–�;�`�z�T�m�É�¿�Ä�ë�”�«�w�Ä�å�ï�«
ƒ���t�M�X�m�T�w
M�v�›
ƒ�Z�”	Ô�ù�z�Ž�<
�w�«�™�Ä�ò�S�‘�|
M�v�Ä�ò�›�ß�€�`�o�X�i�^�M�{

• 802.1Q �Ä�å�ï�«�›�p�`�o�³�µ�¯
a�µ� �¿�½�›
€���`�o�M�”	Ô�ù�x�z 802.1Q �Ä�å�ï�«�w�É� �Â�Ÿ
�Ò VLAN �U�z�Ä�å�ï�«  �æ�ï�«�w�†�z�p�‰�a�p�K�”�\�q�›�¬�Ý�`�o�X�i�^�M�{�Ä�å�ï�«�w�°�z
�w�É� �Â�Ÿ�Ò  VLAN �q
S�0���w�É� �Â�Ÿ�Ò  VLAN �U�Ÿ�s�”�q�z�µ�Í�Ç�ï�¬�À�æ�”  �ç�”�Ó�w�j
�¼�t�s�“�‡�b�{

• �É�¿�Ä�ë�”�«	Í�w�b�‚�o�w�É� �Â�Ÿ�Ò  VLAN �t�m�M�o�µ�Í�Ç�ï�¬�À�æ�”�›�Ã�Ÿ�·�”�Ò�ç�t�d
�c�t�z 802.1Q �Ä�å�ï�«�w  VLAN 	Í�w�µ�Í�Ç�ï�¬�À�æ�”�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�q�z�µ�Í�Ç�ï�¬
�À�æ�”  �ç�”�Ó�U
C
\�b�”�\�q�U�K�“�‡�b�{ 802.1Q �Ä�å�ï�«�w�É� �Â�Ÿ�Ò  VLAN 	Í�w�µ�Í�Ç�ï
�¬�À�æ�”�x�z� �É�”�Ò�ç�w�‡�‡�t�`�o�X�i�^�M�{�f�•�U�p�V�s�M	Ô�ù�x�z�É�¿�Ä�ë�”�«�w�b�‚
�o�w  VLAN �w�µ�Í�Ç�ï�¬�À�æ�”�›�Ã�Ÿ�·�”�Ò�ç�t�`�o�X�i�^�M�{ �µ�Í�Ç�ï�¬�À�æ�”�›�Ã�Ÿ�·�”
�Ò�ç�t�b�”	Ô�ù�t�x�z
²�‹�l�o�É�¿�Ä�ë�”�«�p
ú�g�ç�”�Ó�U
C
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• 802.1Q �Ä�å�ï�«�›�–�;�`�o  2 �F�w�³�µ�¯
a�µ� �¿�½�›
€���`�o�M�”	Ô�ù�x�z �µ� �¿�½�x�Ä�å�ï
�«	Í�p�•�0�^�•�o�M�”  VLAN �]�q�t�µ�Í�Ç�ï�¬�À�æ�”  Bridge Protocol Data Unit�¢ BPDU; �Ò�æ�¿
�´  �Ó�é�Ä�¯�ç  �Ã�”�»  �â�Ç�¿�Ä�£�›�¦�õ�`�‡�b�{�Ä�å�ï�«�w�É� �Â�Ÿ�Ò  VLAN 	Í�w  BPDU �x�z
�»�¬�s�`�p�'�ÿ  IEEE 802.1D �µ�Í�Ç�ï�¬�À�æ�”  �Ú�ç�½�©�ß�µ�Ä  MAC�¢�Ý�Ã�Ÿ�ž  �ž�«�·�µ
M�š�£
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a�µ�  �¿�½�w�É�  �Â�Ÿ�Ò  VLAN �µ�Í �Ç�ï �¬�À�æ�”�U�w�ù�^�•�o�z Common
Spanning Tree�¢ CST�£�q�M�O  1 �m�w�µ�Í�Ç�ï�¬�À�æ�”  �Ä�Ù�é�´�”�›��
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�;�`�o�z�³�µ�¯
a�µ� �¿�½�›���þ
a�w  802.1Q �É�¿�Ä�ë�”�«�t
€���b�”�\�q�x �p�V�‡�d�œ �{
€
���`�h	Ô�ù�z ISL �Ä�å�ï�«�‡�h�x�ž�«�·�µ  �Ù�”�Ä�x�z�µ�Í�Ç�ï�¬�À�æ�”�w  port inconsistent �µ
�Â�”�Ä�q�µ� �¿�½�t�‘�“
Q�…�^�•�z�f�w�Ù�”�Ä�p�x�Ä�å�Ñ�Ÿ�¿�«�›�;
ù�p�V�s�X�s�“�‡�b�{
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�Ä�å�ï�«�w�Ã�Ñ�¥�ç�Ä
ƒ��

¯ 5-4 �t�z� �”�±�É�¿�Ä  �Ä�å�ï�«�w�Ã�Ñ�¥�ç�Ä
ƒ���›�Ô�`�‡�b�{

�Ä�å�ï�«  �æ�ï�«�w
ƒ��
�\�\�p�x�z� �”�±�É�¿�Ä  �Ù�”�Ä	Í�w�Ä�å�ï�«  �æ�ï�«�w
ƒ��	�	q�z�S�‘�|�Ä�å�ï�«	Í�p�w  VLAN �•
�0
c�“�w���[�M�O�t�m�M�o
†�Ì�`�‡�b�{

• ISL �Ä�å�ï�«�w
ƒ���¢ p.5-6�£

• 802.1Q �Ä�å�ï�«�w
ƒ���¢ p.5-7�£

• ISL/802.1Q �É�°�³�¤�”�³�ã�ï  �Ä�å�ï�«  �Ù�”�Ä�w
ƒ���¢ p.5-8�£

• �Ä�å�ï�«	Í�p�w�•�0  VLAN �w���[�¢ p.5-9�£

• �Ä�å�ï�«  �Ù�”�Ä�w�Ã�Ÿ�·�”�Ò�ç�=�¢ p.5-10�£

• �Ä�å�ï�«	Í�p�w  VLAN 1 �w�Ã�Ÿ�·�”�Ò�ç�=�¢ p.5-10�£

• �É� �Â�Ÿ�Ò  VLAN �Ä�å�Ñ�Ÿ�¿�«�w  802.1Q �»�ª�ï�¬�w� �É�”�Ò�ç�=�¢ p.5-11�£

• �›���Ù�”�Ä	Í�p�w  802.1Q �»�ª�ï�¬�w�Ã�Ÿ�·�”�Ò�ç�=�¢ p.5-12�£

• �§�µ�»�Ü  802.1Q Ethertype �Ñ�Ÿ�”�ç�Å�w�¦���¢ p.5-13�£

• �§�µ�»�Ü  802.1Q Ethertype �Ñ�Ÿ�”�ç�Å�T�’
ª	j�w  Ethertype �•�w
î�<�¢ p.5-14�£

ISL �Ä�å�ï�«�w
ƒ��

ISL �Ä�å�ï�«�›
ƒ���b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{


¯ 5-4 � �”�±�É�¿�Ä  �Ä�å�ï�«�w�Ã�Ñ�¥�ç�Ä
ƒ��

�;�ó �Ã�Ñ�¥�ç�Ä
ƒ��

�Ä�å�ï�«  �Þ�”�Å auto 

�Ä�å�ï�«  �§�Ó�·�ç�= negotiate 

VLAN �•�0
c�“ VLAN 1 �™ 1005�z 1025 �™ 40941

1. Release 8.3(1) �Ž�ñ�w�¹�Ñ�Ä�¢�£�ž  �æ�æ�”�µ�p�x�z�â�”�²  VLAN �S�‘�|�º
æ  VLAN �w�ˆ�U���O�`�z�'�ÿ  VLAN
�x���O�`�‡�d�œ�{ VLAN �›
ž�A�q�b�”�;�ó�w�h�Š�t�z VLAN �Ú�É�”�´�ß�U  VLAN �›�ì�q�$�t�¬�-�`�o�S�X�\�q�x
�K�“�‡�d�œ�{ VLAN �x
ž�A�t� �a�o�ˆ�$�t�Â�“�p�o�’�•�‡�b�{�â�”�²�¢�S�‘�|�º
æ�£ VLAN �x  VLAN 
c�“
¶�.

�¢ 1 �™ 4094�£�›�–�;�p�V�‡�b�{

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 ISL �Ä�å�ï�«�›
ƒ���`�‡�b�{ set trunk mod/port [on | off | desirable | auto | 
nonegotiate] isl

�µ�Â�¿�Ó 2 �Ä�å�ï�©�ï�¬�w
ƒ���›�¬�Ý�`�‡�b�{ show trunk [mod/port]
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�Í�t�z�Ù�”�Ä�›�Ä�å�ï�«�q�`�o
ƒ���`�z�Ä�å�ï�«
ƒ���›�¬�Ý�b�”�«�›�Ô�`�‡�b�{�\�w�«�p�x�z�Ù
€
�Ù�”�Ä�U  auto �Þ�”�Å�t
ƒ���^�•�o�M�”�q
Ý���`�‡�b�{

Console> (enable) set trunk 1/1 on
Port(s) 1/1 trunk mode set to on.
Console> (enable) 06/16/1998,22:16:39:DTP-5:Port 1/1 has become isl trunk
06/16/1998,22:16:40:PAGP-5:Port 1/1 left bridge port 1/1.
06/16/1998,22:16:40:PAGP-5:Port 1/1 joined bridge port 1/1.
Console> (enable) show trunk
Port      Mode         Encapsulation  Status        Native vlan
--------  -----------  -------------  ------------  -----------
 1/1      on           isl            trunking      1
Port      Vlans allowed on trunk
--------  ---------------------------------------------------------------------
 1/1      1-1005, 1025-4094

Port      Vlans allowed and active in management domain 
--------  ---------------------------------------------------------------------
 1/1      1,521-524
Port      Vlans in spanning tree forwarding state and not pruned
--------  ---------------------------------------------------------------------
 1/1      
Console> (enable)

�Í�t�z�Ù�”�Ä�›  desirable �Þ�”�Å�t
ƒ���`�z�Ä�å�ï�«
ƒ���›�¬�Ý�b�”�«�›�Ô�`�‡�b�{�\�w�«�p�x�z�Ù

€�Ù�”�Ä�U  auto �Þ�”�Å�t
ƒ���^�•�o�M�”�q
Ý���`�‡�b�{

Console> (enable) set trunk 1/2 desirable
Port(s) 1/2 trunk mode set to desirable.
Console> (enable) 06/16/1998,22:20:16:DTP-5:Port 1/2 has become isl trunk
06/16/1998,22:20:16:PAGP-5:Port 1/2 left bridge port 1/2.
06/16/1998,22:20:16:PAGP-5:Port 1/2 joined bridge port 1/2.
Console> (enable) show trunk 1/2
Port      Mode         Encapsulation  Status        Native vlan
--------  -----------  -------------  ------------  -----------
 1/2      desirable    isl            trunking      1
Port      Vlans allowed on trunk
--------  ---------------------------------------------------------------------
 1/2      1-1005, 1025-4094
Port      Vlans allowed and active in management domain 
--------  ---------------------------------------------------------------------
 1/2      1,521-524
Port      Vlans in spanning tree forwarding state and not pruned
--------  ---------------------------------------------------------------------
 1/2      
Console> (enable)

802.1Q �Ä�å�ï�«�w
ƒ��

802.1Q �Ä�å�ï�«�›
ƒ���b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 802.1Q �Ä�å�ï�«�›
ƒ���`�‡�b�{ set trunk mod/port [on | off | desirable | auto |
nonegotiate] dot1q

�µ�Â�¿�Ó 2 �Ä�å�ï�©�ï�¬�w
ƒ���›�¬�Ý�`�‡�b�{ show trunk [mod/port]
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�Í�t�z 802.1Q �Ä�å�ï�«�›
ƒ���`�z�Ä�å�ï�«
ƒ���›�¬�Ý�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set trunk 2/9 desirable dot1q
Port(s) 2/9 trunk mode set to desirable.
Port(s) 2/9 trunk type set to dot1q.
Console> (enable) 07/02/1998,18:22:25:DTP-5:Port 2/9 has become dot1q trunk

Console> (enable) show trunk  
Port      Mode         Encapsulation  Status        Native vlan
--------  -----------  -------------  ------------  -----------
 2/9      desirable    dot1q          trunking      1

Port      Vlans allowed on trunk
--------  ---------------------------------------------------------------------
 2/9      1-1005, 1025-4094

Port      Vlans allowed and active in management domain 
--------  ---------------------------------------------------------------------
 2/9      1,5,10-32,101-120,150,200,250,300,400,500,600,700,800,900,1000

Port      Vlans in spanning tree forwarding state and not pruned
--------  ---------------------------------------------------------------------
 2/9      5,10-32,101-120,150,200,250,300,400,500,600,700,800,900,1000
Console> (enable) 

ISL/802.1Q �É�°�³�¤�”�³�ã�ï  �Ä�å�ï�«  �Ù�”�Ä�w
ƒ��

�Ä�å�ï�«  �Ù�”�Ä�U�Ä�å�ï�«  �§�Ó�·�ç�=�»� �Ó�¢ ISL �‡�h�x  802.1Q�£�w�É�°�³�¤�”�³�ã�ï�›�æ�O�‘
�O�t
ƒ���b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z�Ù�”�Ä�t�§�Ó�·�ç�=�»� �Ó�w�É�°�³�¤�”�³�ã�ï�›
ƒ���`�z�Ä�å�ï�«
ƒ���›�¬�Ý�b�”�«�›�Ô�`
�‡�b�{�\�w�«�p�x�z�Ù
€�Ù�”�Ä�x  auto �Þ�”�Å�p�z�§�Ó�·�ç�=�x  isl �‡�h�x  negotiate �U
ƒ���^�•�o�M
�‡�b�{

Console> (enable) set trunk 4/11 desirable negotiate
Port(s) 4/11 trunk mode set to desirable.
Port(s) 4/11 trunk type set to negotiate.
Console> (enable) show trunk 4/11
Port      Mode         Encapsulation  Status        Native vlan
--------  -----------  -------------  ------------  -----------
 4/11     desirable    n-isl          trunking      1
 
Port      Vlans allowed on trunk
--------  ---------------------------------------------------------------------
 4/11     1-1005,1025-4094
 
Port      Vlans allowed and active in management domain 
--------  ---------------------------------------------------------------------
 4/11     1,5,10-32,55,101-120,998-1000
 
Port      Vlans in spanning tree forwarding state and not pruned
--------  ---------------------------------------------------------------------
 4/11     1,5,10-32,55,101-120,998-1000
Console> (enable)

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 �Ù�”�Ä�t�Ä�å�ï�«  �§�Ó�·�ç�=�»� �Ó�w�É�°�³
�¤�”�³�ã�ï�›
ƒ���`�‡�b�{

set trunk mod/port [on | off | desirable | auto |
nonegotiate] negotiate

�µ�Â�¿�Ó 2 �Ä�å�ï�©�ï�¬�w
ƒ���›�¬�Ý�`�‡�b�{ show trunk [mod/port]
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�Ä�å�ï�«	Í�p�w�•�0  VLAN �w���[

�Ä�å�ï�«  �Ù�”�Ä�›
ƒ���b�”�q�z�b�‚�o�w  VLAN �U�f�w�Ä�å�ï�«�w�•�0  VLAN �æ�µ�Ä�t�å�C�^�•�‡
�b�{�•�0�æ�µ�Ä�T�’  VLAN �›�_	†�b�”�\�q�t�‘�“�z�›���w  VLAN �w�Ä�å�Ñ�Ÿ�¿�«�U�Ä�å�ï�«	Í�p
�;
ù�^�•�s�M�‘�O�t�b�”�\�q�U�p�V�‡�b�{

�¢�«�£ �Ù�”�Ä�›�7	s�t�Ä�å�ï�«�q�`�o
ƒ���b�”�Ì�:�p�x�z set trunk �¯�Ú�ï�Å�w�Ö�—�t�‘�“�z	×�t�Ä�å�ï�«
�w�•�0  VLAN �æ�µ�Ä�t�b�‚�o�w  VLAN �U�å�C�^�•�‡�b�{ VLAN 
c�“�›�¦���`�o�‹�z�f�w  VLAN 
c
�“�x�Á�¹�^�•�‡�b�{�•�0  VLAN �æ�µ�Ä�›�!�Ë�b�”�t�x�z clear trunk  �¯�Ú�ï�Å�q  set trunk �¯�Ú�ï�Å
�›
Ê�ˆ�ù�˜�d�o�z�•�0  VLAN �›�¦���`�‡�b�{

Release 8.3(1) �‘�“
²�w�¹�Ñ�Ä�¢�£�ž  �æ�æ�”�µ�p�z�Ä�å�ï�«  �Ù�”�Ä�;�w�•�0  VLAN �æ�µ�Ä�›���[�b
�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z �Ä�å�ï�«  �Ù�”�Ä  1/1 �w�•�0  VLAN �æ�µ�Ä�p  VLAN 1 �™ 100�zVLAN 500 �™ 1005�z�S�‘�|  VLAN
2500 �U�•�D�^�•�”�‘�O�t���[�`�z�Ä�å�ï�«�t
ƒ���`�h�•�0  VLAN �æ�µ�Ä�›�¬�Ý�b�”�«�›�Ô�`�‡�b�{

Console> (enable) clear trunk 1/1 101-499
Removing Vlan(s) 101-499 from allowed list.
Port 1/1 allowed vlans modified to 1-100,500-1005.
Console> (enable) set trunk 1/1 2500
Adding vlans 2500 to allowed list.
Port(s) 1/1 allowed vlans modified to 1-100,500-1005,2500.
Console> (enable) show trunk 1/1
Port      Mode         Encapsulation  Status        Native vlan
--------  -----------  -------------  ------------  -----------
 1/1      desirable    isl            trunking      1
Port      Vlans allowed on trunk
--------  ---------------------------------------------------------------------
 1/1      1-100, 500-1005,2500
Port      Vlans allowed and active in management domain
--------  ---------------------------------------------------------------------
 1/1      1,521-524
Port      Vlans in spanning tree forwarding state and not pruned
--------  ---------------------------------------------------------------------
 1/1      1,521-524
Console> (enable)

Release 8.3(1) �Ž�ñ�w�¹�Ñ�Ä�¢�£�ž  �æ�æ�”�µ�p�z�Ä�å�ï�«�›
ƒ���`�z�\�w�Ä�å�ï�«	Í�p  VLAN �›�•
�D�`�s�M	Ô�ù�x�z�Í�w�‘�O�t  none �©�”�ë�”�Å�›�Ö�—�`�‡�b�{

Console> (enable) set trunk 7/1 on none dot1q
Removing Vlan(s) 1-4094 from allowed list.
Port 7/1 allowed vlans modified to none.
Port(s) 7/1 trunk mode set to on.
Port(s) 7/1 trunk type set to dot1q.
Console> (enable)

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 �Ä�å�ï�«�w�•�0  VLAN �æ�µ�Ä�T�’  VLAN �›�_	†�`
�‡�b�{

clear trunk  mod/port vlans

�µ�Â�¿�Ó 2 �¢�Ú�™�£�Ä�å� ï �« �w�• �0  VLAN �æ�µ�Ä� t�z� › � � �w
VLAN �›�å�C�`�‡�b�{

set trunk mod/port vlans

�µ�Â�¿�Ó 3 �Ä�å�ï�«�w�•�0  VLAN �æ�µ�Ä�›�¬�Ý�`�‡�b�{ show trunk [mod/port]
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�Ä�å�ï�«  �Ù�”�Ä�w�Ã�Ÿ�·�”�Ò�ç�=

�Ù�”�Ä�w�Ä�å�ï�©�ï�¬�›�¦�Ñ�t�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Ù�”�Ä�›�f�w�Ù�”�Ä  �»� �Ó�t� �a�h�Ã�Ñ�¥�ç�Ä�w�Ä�å�ï�«  �»� �Ó�S�‘�|�Þ�”�Å�t�í�b�t�x�z� 
�É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Ä�å�ï�«	Í�p�w  VLAN 1 �w�Ã�Ÿ�·�”�Ò�ç�=

Catalyst 6500 �³�æ�”�¶  �µ� �¿�½�p�x�z 
M�š�Ó�é�Ä�¯�ç�U�É�¿�Ä�ë�”�«  �Ä�Ù�é�´�”
¶�.�p�Í�­�¿�Ä�›

ù	!	ô�p�V�”�‘�O�t�z VLAN 1 �x�Ã�Ñ�¥�ç�Ä�p� �É�”�Ò�ç�t
ƒ���^�•�o�M�‡�b�{�h�i�`�z�G�F�Û�p

ó�v�s�É�¿�Ä�ë�”�«�w�Ä�å�ï�«  �æ�ï�«	Í�p  VLAN 1 �U� �É�”�Ò�ç�t�s�l�o�M�”�q�z �Ò�é�”�Å�©�ß�µ
�Ä �µ�Ä�”�Ü�t�‘�”�è�¹�U�G�V�X�s�“�‡�b�{�µ�Í�Ç�ï�¬�À�æ�”�x�É�¿�Ä�ë�”�«
¶�.�t�&�;�^�•�”�w
�p�z�b�‚�o�w�Ä�å�ï�«  �æ�ï�«�p  VLAN 1 �U� �É�”�Ò�ç�t�s�l�o�M�”�q�z�µ�Í�Ç�ï�¬�À�æ�”  �ç�”�Ó
�U
C
\�b�”�D�ó
Q�U�G�V�X�s�“�‡�b�{�\�w�‘�O�s	Ý�¯�›�w�Y�h�Š�z�Ä�å�ï�«  � �ï�»�”�Ñ�£� �µ	Í�p
VLAN 1 �›�Ã�Ÿ�·�”�Ò�ç�t�b�”�\�q�U�p�V�‡�b�{

�Ä�å�ï�«  � �ï�»�”�Ñ�£� �µ	Í�p  VLAN 1 �›�Ã�Ÿ�·�”�Ò�ç�t�b�”�q�z�f�w�Ä�å�ï�«  � �ï�»�”�Ñ�£� 
�µ�p�x�â�”�²  �Ä�å�Ñ�Ÿ�¿�«�x
ù	!	ô�^�•�s�X�s�“�‡�b�U�z�µ�”�Í�Ì� �²  �¤�ï�´�ï�U�¾�V���V  Cisco
Discovery Protocol�¢ CDP�£�z VTP�z Port Aggregation Protocol�¢ PAgP�£�z�S�‘�|  DTP �s�r�w
M�š�Ó�é�Ä
�¯�ç�T�’�w�Í�­�¿�Ä�›
ù	!	ô�`�‡�b�{

VLAN 1 �›�Ã�Ÿ�·�”�Ò�ç�t�`�h�Ä�å�ï�«  �Ù�”�Ä�U
‡�Ä�å�ï�«  �Ù�”�Ä�t�s�”�q�z�f�w�Ù�”�Ä�x�É� 
�Â�Ÿ�Ò  VLAN �t�å�C�^�•�‡�b�{�É� �Â�Ÿ�Ò  VLAN �U VLAN 1 �p�K�”	Ô�ù�x�z�Ù�”�Ä�x� �É�”�Ò�ç
�t�s�“�z VLAN 1 �t�å�C�^�•�‡�b�{

�Ä�å�ï�«  � �ï�»�”�Ñ�£� �µ	Í�p  VLAN 1 �›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^
�À�›�æ�M�‡�b�{

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 �Ù�”�Ä�w�Ä�å�ï�©�ï�¬�›�¦�Ñ�t�`�‡�b�{ set trunk mod/port off

�µ�Â�¿�Ó 2 �Ä�å�ï�©�ï�¬�w
ƒ���›�¬�Ý�`�‡�b�{ show trunk [mod/port]

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 �Ù�”�Ä�›�z�f�w�Ù�”�Ä  �»� �Ó�t� �a�h�Ã�Ñ�¥�ç
�Ä�w�Ä�å�ï�«  �»� �Ó�S�‘�|�Þ�”�Å�t�í�`�‡�b�{

clear trunk  mod/port

�µ�Â�¿�Ó 2 �Ä�å�ï�©�ï�¬�w
ƒ���›�¬�Ý�`�‡�b�{ show trunk [mod/port]

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 �Ä�å�ï�«  � �ï�»�”�Ñ�£� �µ	Í�p  VLAN 1 �›�Ã�Ÿ�·�”
�Ò�ç�t�`�‡�b�{

clear trunk  mod/port [vlan-range]

�µ�Â�¿�Ó 2 �Ä�å�ï�«�w�•�0  VLAN �æ�µ�Ä�›�¬�Ý�`�‡�b�{ show trunk [mod/port]
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�Í�t�z�Ä�å�ï�«  �æ�ï�«	Í�p  VLAN 1 �›�Ã�Ÿ�·�”�Ò�ç�t�`�z
ƒ���›�¬�Ý�b�”�«�›�Ô�`�‡�b�{

Console> (enable) clear trunk 8/1 1
Removing Vlan(s) 1 from allowed list.
Port  8/1 allowed vlans modified to 2-1005.
Console> (enable) show trunk 8/1
Port      Mode         Encapsulation  Status        Native vlan
--------  -----------  -------------  ------------  -----------
 8/1      on           isl            trunking      1

Port      Vlans allowed on trunk
--------  ---------------------------------------------------------------------
 8/1      2-1005, 1025-4094

Port      Vlans allowed and active in management domain
--------  ---------------------------------------------------------------------
 8/1      2-6,10,20,50,100,152,200,300,400,500,521,524,570,776,801-802,850,917,9
99,1003,1005

Port      Vlans in spanning tree forwarding state and not pruned
--------  ---------------------------------------------------------------------
 8/1      2-6,10,20,50,100,152,200,300,400,500,521,524,570,776,802,850,917,999,1
003,1005
Console> (enable) show config  

�É� �Â�Ÿ�Ò  VLAN �Ä�å�Ñ�Ÿ�¿�«�w  802.1Q �»�ª�ï�¬�w� �É�”�Ò�ç�=

set dot1q-all-tagged enable �¯�Ú�ï�Å�x�z�µ� �¿�½�U�É� �Â�Ÿ�Ò  VLAN�¢�Ã�Ñ�¥�ç�Ä  VLAN�£�º�w�Ä
�å�Ñ�Ÿ�¿�«�‹���Š�o  802.1Q �Ä�å�ï�«�T�’�w�b�‚�o�w�Ñ�è�”�Ü �¢ 802.1Q �»�¬
Ç�V�£ �›�8
ù�`�z 802.1Q
�Ä�å�ï�«�t�x  802.1Q �»�¬
Ç�V�Ñ�è�”�Ü�i�Z�›�v�`�z�»�¬�s�`�Ä�å�Ñ�Ÿ�¿�«�¢�É� �Â�Ÿ�Ò  VLAN �º
�w�»�¬�s�`�Ä�å�Ñ�Ÿ�¿�«�‹���‰�£�x
��:�b�”�‘�O�t
ƒ���b�”�¬�é�”�Ì�ç  �¯�Ú�ï�Å�p�b�{ 802.1Q �Ä
�å�ï�«�t�‘�”  802.1Q �Ä�ï�É�æ�ï�¬�w�±�Ù�”�Ä�U
ž�A�s�Ú�™�w�µ� �¿�½�t�z�\�w�¯�Ú�ï�Å�›�Ö�—�p
�V�‡�b�{

802.1Q �Ä�å�ï�«	Í�p�b�‚�o�w  802.1Q �»�¬
Ç�V�Ñ�è�”�Ü�›�8
ù�b�”�‘�O�t�µ� �¿�½�›
ƒ���b�”�t
�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z�b�‚�o�w  802.1Q �Ä�å�Ñ�Ÿ�¿�«�›�µ� �¿�½�U�8
ù�p�V�”�‘�O�t�`�z�f�w
ƒ���›�¬�Ý�b�”�«�›
�Ô�`�‡�b�{

Console> (enable) set dot1q-all-tagged enable
Dot1q-all-tagged feature enabled globally.
Console> (enable) show dot1q-all-tagged
Dot1q-all-tagged feature globally enabled.
Console> (enable)

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 �µ� �¿�½�U�b�‚�o�w  802.1Q �»�¬
Ç�V�Ñ�è�”�Ü�›�8

ù�p�V�”�‘�O�t�`�‡�b�{

set dot1q-all-tagged [enable | disable]

�µ�Â�¿�Ó 2 
ƒ���›�¬�Ý�`�‡�b�{ show dot1q-all-tagged 



�H 5 	·       � �”�±�É�¿�Ä  VLAN �Ä�å�ï�«�w
ƒ��
�Ä�å�ï�«  �æ�ï�«�w
ƒ��

5-12
Catalyst 6500 �³�æ�”�¶  �µ� �¿�½  �¹�Ñ�Ä�¢�£�ž  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �¨� �Å

OL-7193-01-J

�›���Ù�”�Ä	Í�p�w  802.1Q �»�ª�ï�¬�w�Ã�Ÿ�·�”�Ò�ç�=

set port dot1q-all-tagged mod/port enable | disable �¯�Ú�ï�Å�›�–�;�b�”�q�z�›���Ù�”�Ä	Í�p�w  802.1Q
�»�ª�ï�¬�›�Ã�Ÿ�·�”�Ò�ç�t�p�V�‡�b�{ 802.1Q �»�¬
Ç�V�Ä�å�Ñ�Ÿ�¿�«�›�±�Ù�”�Ä�`�s�M�Ã�Ì� �µ�t
€
���b�”�Ù�”�Ä	Í�p�w  802.1Q �»�ª�ï�¬�›
¬�R�$�t�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z set port dot1q-all-tagged
disable �¯�Ú�ï�Å�›�–�;�`�‡�b�{ EtherChannel �Ù�”�Ä	Í�p�w  802.1Q �»�ª�ï�¬�›� �É�”�Ò�ç�‡�h�x�Ã�Ÿ
�·�”�Ò�ç�t�b�”�q�z�f�w
ƒ���x�½�ß�É�ç�º�w�b�‚�o�w�Ù�”�Ä�t�&�;�^�•�‡�b�{

�¢�«�£ �¬�é�”�Ì�ç  set dot1q-all-tagged enable �¯�Ú�ï�Å�›�–�;�`�s�T�l�h	Ô�ù�x�z�Ã�Ñ�¥�ç�Ä�w�¬�ç�”�Ó�t
�x�»�¬
Ç�Z�^�•�c�z�Ù�”�Ä�o�•�w
ƒ���‹�Á�®�p�b�{

�¬�é�”�Ì�ç  set dot1q-all-tagged enable �¯�Ú�ï�Å�›�–�;�`�h	Ô�ù�x�z�Ù�”�Ä�o�•�w
ƒ���t�‘�l�o�Ñ
�è�”�Ü�U�»�ª�ï�¬�^�•�”�T�r�O�T�U
M�š�^�•�‡�b�{

�¢�«�£ MSFC 	Í�w�Ù�”�Ä�•  WS-X6101 OC-12 ATM�¢
‡�‰�8�8
ù�Þ�”�Å�£�Þ�´�á�”�ç	Í�w�Ù�”�Ä�p�x�z set
port dot1q-all-tagged mod/port enable | disable �¯�Ú�ï�Å�x�±�Ù�”�Ä�^�•�o�M�‡�d�œ�{

�›���Ù�”�Ä	Í�p�w  802.1Q �»�¬
Ç�V�Ñ�è�”�Ü�w�8
ù�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å
�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z�Ù�”�Ä  3/2 	Í�p�w  802.1Q �»�¬
Ç�V�Ñ�è�”�Ü�w�8
ù�›�Ã�Ÿ�·�”�Ò�ç�t�`�z�f�w
ƒ���›�¬�Ý�b�”
�«�›�Ô�`�‡�b�{

Console> (enable) set port dot1q-all-tagged 3/2 disable
Packets on native vlan will not be tagged on port  3/2.
Console> (enable) show port dot1q-all-tagged

Dot1q-all-tagged feature globally enabled.
Port    Dot1q-all-tagged mode
----    ---------------------
 2/1    enable
 2/2    enable
 3/1    enable
 3/2    disable
 3/3    enable
 3/4    enable
 3/5    enable

�¢�Â�©�µ�Ä	Z�—�x	²�t�£

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 � › � � �Ù � ” �Ä 	 Í � ‡ �h �x �b � ‚ � o �w�Ù � ” �Ä 	 Í � p �w
802.1Q �»�¬
Ç�V�Ñ�è�”�Ü�w�8
ù�›� �É�”�Ò�ç�‡
�h�x�Ã�Ÿ�·�”�Ò�ç�t�`�‡�b�{

set port dot1q-all-tagged mod/port enable | disable

�µ�Â�¿�Ó 2 
ƒ���›�¬�Ý�`�‡�b�{ show port dot1q-all-tagged 
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�§�µ�»�Ü  802.1Q Ethertype �Ñ�Ÿ�”�ç�Å�w�¦��

�¢�«�£ �§�µ�»�Ü  802.1Q Ethertype �Ñ�Ÿ�”�ç�Å�x�z�Í�w�Þ�´�á�”�ç	Í�p�w�ˆ�±�Ù�”�Ä�^�•�o�M�‡�b�{
Supervisor Engine 2 �w�ž�¿�Ó�æ�ï�«  �Ù�”�Ä�z Supervisor Engine 720 �w�ž�¿�Ó�æ�ï�«  �Ù�”�Ä�z Supervisor
Engine 32 �w�ž�¿�Ó�æ�ï �«  �Ù�” �Ä�z WS-X6516-GBIC�z WS-X6516A-GBIC�z WS-X6516-GE-TX�z
WS-X6148-GE-TX�zWS-X6148V-GE-TX�zWS-X6548-GE-TX�zWS-X6548V-GE-TX�zWS-X6748-GE-TX�z
WS-X6724-SFP�z WS-X6704-10GE�z�S�‘�|  WS-X6501-10GEX4 �p�b�{

�¢�«�£ �§�µ�»�Ü  802.1Q Ethertype �Ñ�Ÿ�”�ç�Å�x  EtherChannel 	Í�p�x�±�Ù�”�Ä�^�•�o�M�‡�d�œ�{�§�µ�»�Ü
802.1Q Ethertype �Ñ�Ÿ�”�ç�Å�p�Ù�”�Ä�›
ƒ���`�h	Ô�ù�z�f�w�Ù�”�Ä�x�½�ß�É�ç�t�C�Ö�p�V�‡�d�œ�{
�½�ß�É�ç�U�b�p�t
ƒ���^�•�o�M�”	Ô�ù�z�b�‚�o�w�½�ß�É�ç  �Ù�”�Ä	Í�p  802.1Q Ethertype �›�!�Ë�p�V
�‡�d�œ�{

�¢�«�£ WS-X6516A-GBIC�z WS-X6516-GBIC�z�S�‘�|  WS-X6548-GE-TX �Þ�´�á�”�ç	Í�p�z�Ù�”�Ä  �¬�ç�”�Ó
1 �™ 8 �‡�h�x  9 �™ 16 �º�w�O�j  1 �m�w�Ù�”�Ä�›�§�µ�»�Ü  802.1Q Ethertype �p
ƒ���b�”�q�z�¬�ç�”�Ó�º
�w�b�‚�o�w�Ù�”�Ä�U�f�w�§�µ�»�Ü  802.1Q Ethertype �p
ƒ���^�•�‡�b�{ WS-X6516-GE-TX �Þ�´�á�”�ç
	Í�p�z�Ù�”�Ä  �¬�ç�”�Ó  1 �™ 4�z 5 �™ 8�z 9 �™ 12�z�‡�h�x  13 �™ 16 �º�w�O�j  1 �m�w�Ù�”�Ä�›�§�µ�»�Ü
802.1Q Ethertype �p
ƒ���b�”�q�z�¬�ç�”�Ó�º�w�b�‚�o�w�Ù�”�Ä�U�f�w�§�µ�»�Ü  802.1Q Ethertype �p
ƒ
���^�•�‡�b�{

�¢�«�£ �§�µ�»�Ü  802.1Q Ethertype �Ñ�Ÿ�”�ç�Å�x�z�Ä�å�ï�«  �Ù�”�Ä�z 802.1Q �ž�«�·�µ  �Ù�”�Ä�z�S�‘�|
802.1Q/802.1p �Ú�ç�½  VLAN �ž�«�·�µ  �Ù�”�Ä	Í�p�–�;�b�”�\�q�U�p�V�‡�b�{�f�w	Ô�ù�z�§�µ�»�Ü
Ethertype �‹�›�æ�ï�«�w�†�z�q�‰�°�t
ƒ���b�”
ž�A�U�K�“�‡�b�{

�§�µ�»�Ü  Ethertype �Ñ�Ÿ�”�ç�Å�›�¦���b�”�\�q�p�z
ª	j�w  0x8100 Ethertype �›�–�;�`�s�M�³�µ�¯
a�S
�‘�|���þ
a�w�µ� �¿�½�›�É�¿�Ä�ë�”�«�t�±�Ù�”�Ä�^�d�z 802.1Q �»�¬
Ç�V�Ñ�è�”�Ü�›�Ý���^�d�”�\�q
�U�p�V�‡�b�{ �§�µ�»�Ü  Ethertype �Ñ�Ÿ�”�ç�Å�›�¦���`�h	Ô�ù�z 802.1Q �»�¬
Ç�V�Ñ�è�”�Ü�›�Ý���`�z �›
���w  VLAN �t�Ñ�è�”�Ü�›
~�“�8�Q�”�\�q�U�p�V�‡�b�{ Ethertype �w�Ú�™�t���X  2 �Ì� �Ä�U�z
ª	j�w
802.1Q �»�¬�q�`�o�r	
�^�•�‡�b�{ Ethertype �Ñ�Ÿ�”�ç�Å�w  2 �Ì� �Ä�w�‹�x  16 
�
:�p�¦���`�‡�b�{ �Ã
�Ñ�¥�ç�Ä �‹�x  8100 �p�b�{

802.1Q �»�¬�p�§�µ�»�Ü  802.1Q Ethertype �‹�›�¦���b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡
�b�{

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 �Ù�”�Ä�t�§�µ�»�Ü  Ethertype �Ñ�Ÿ�”�ç�Å�›�¦��
�`�‡�b�{

set port dot1q-ethertype mod/port { value | default}

�µ�Â�¿�Ó 2 
ƒ���›�¬�Ý�`�‡�b�{ show port dot1q-ethertype [mod | mod/port]
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�Í�t�z�Ù�”�Ä  2/1 	Í�p  802.1Q Ethertype �t  0x1234 �›
ƒ���`�z�f�w
ƒ���›�¬�Ý�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set port dot1q-ethertype 2/1 1234
All the group ports 2/1-2 associated with port 2/1 will be modified.
Do you want to continue (y/n) [n]? y
Dot1q Ethertype value set to 0x1234 on ports 2/1-2.
Console> (enable)

Console> (enable) show port dot1q-ethertype 2/1
Port    Dot1q ethertype value
----    ---------------------
 2/1    1234    
Console> (enable)

�§�µ�»�Ü  802.1Q Ethertype �Ñ�Ÿ�”�ç�Å�T�’
ª	j�w  Ethertype �•�w
î�<

�§�µ�»�Ü  802.1Q Ethertype �Ñ�Ÿ�”�ç�Å�T�’
ª	j�w  Ehtertype �Ñ�Ÿ�”�ç�Å�¢ 0x8100�£�t�í�b�w�t
ž�A�s
�w�x�z set port dot1q-ethertype mod/port { value | default} �¯�Ú�ï�Å�i�Z�p�b�{

�§�µ�»�Ü  Ethertype �Ñ�Ÿ�”�ç�Å�T�’�Ã�Ñ�¥�ç�Ä�‹�¢ 0x8100�£�t�í�b�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w
�^�À�›�æ�M�‡�b�{

�Í�t�z�Ù�”�Ä  2/1 	Í�p  802.1Q Ethertype �Ñ�Ÿ�”�ç�Å�›
ª	j�w  Ethertype �Ñ�Ÿ�”�ç�Å�¢ 0x8100�£�t�í�`�z
�f�w
ƒ���›�¬�Ý�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set port dot1q-ethertype 2/1 default
All the group ports 2/1-2 associated with port 2/1 will be modified.
Do you want to continue (y/n) [n]? y
Dot1q Ethertype value set to 0x8100 on ports 2/1-2.
Console> (enable) 

Console> (enable) show port dot1q-ethertype 2/1
Port    Dot1q ethertype value
----    ---------------------
 2/1    8100    
Console> (enable) 

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 �Ù�”�Ä�w  Ethertype �Ñ�Ÿ�”�ç�Å�›
ª	j�w�‹
�¢ 0x8100�£�t�í�`�‡�b�{

set port dot1q-ethertype mod/port default

�µ�Â�¿�Ó 2 
ƒ���›�¬�Ý�`�‡�b�{ show port dot1q-ethertype [mod | mod/port]
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VLAN �Ä�å�ï�«�w
ƒ���«
�\�\�p�x�z VLAN �Ä�å�ï�«�w
ƒ���«�›	º�p�`�‡�b�{

• ISL �Ä�å�ï�«�w
ƒ���«�¢ p.5-15�£

• EtherChannel �æ�ï�«�t�‘�”  ISL �Ä�å�ï�«�w�«�¢ p.5-16�£

• EtherChannel �æ�ï�«�t�‘�”  802.1Q �Ä�å�ï�«�w�«�¢ p.5-19�£

• ���»�Ä�å�ï�«�t�‘�”  VLAN �Ä�å�Ñ�Ÿ�¿�«
Û�Y
ü�„�w�«�¢ p.5-23�£

ISL �Ä�å�ï�«�w
ƒ���«

�\�\�p�x�z 2 �F�w�µ� �¿�½���t  ISL �Ä�å�ï�«�›
ƒ���`�z�Ä�å�ï�«�w�•�0  VLAN �›  VLAN 1 �S�‘�|
VLAN 520 �™ 530 �t
M�v�b�”
ƒ���«�›�Ô�`�‡�b�{

�\�w�«�p�x�z�µ� �¿�½  1 	Í�w�Ù�”�Ä  1/1 �x�z�„�T�w�µ� �¿�½	Í�w�Ñ�•�µ�Ä  � �”�±�É�¿�Ä  �Ù�”�Ä�t
€
���`�o�M�‡�b�{�r�j�’�w�Ù�”�Ä�‹�Ã�Ñ�¥�ç�Ä�w	Ý�6�p�z�Ä�å�ï�«  �Þ�”�Å�x  auto �p�b�¢	Ä�I�t�m�M
�o�x�z �®�Ä�å�ï�«�w�Ã�Ñ�¥�ç�Ä
ƒ���¯ [p.5-6]  �›�€	°�£ �{

2 �F�w�µ� �¿�½���t  ISL �Ä�å�ï�«�›
ƒ���`�z�Ä�å�ï�«�w�•�0  VLAN �›  VLAN 1 �S�‘�|  VLAN 520 �™
530 �t
M�v�b�”	�	q�x�z�Í�w�q�S�“�p�b�{

�µ�Â�¿�Ó  1 set trunk �¯�Ú�ï�Å�›�Ö�—�`�o�z�µ� �¿�½  1 	Í�w�Ù�”�Ä  1/1 �›  ISL �Ä�å�ï�«  �Ù�”�Ä�q�`�o
ƒ���`�‡
�b�{ �Ù
€�Ù�”�Ä �¢�µ� �¿�½  2 	Í�w�Ù�”�Ä  1/2�£�q�w�×�ˆ�É�°�³�¤�”�³�ã�ï�U�æ�˜�•�”�‘�O�t�z desirable
�©�”�ë�”�Å�›�¦���`�‡�b�{�\�\�p�x�z ISL �U�Ë�”�Å�¢�£�ž  �»� �Ó�t�,�n�M�o�§�Ó�·�ç�=�^�•�o�M�”
�\�q�›
²���q�`�o�M�‡�b�{

Switch1> (enable) set trunk 1/1 desirable
Port(s) 1/1 trunk mode set to desirable.
Switch1> (enable) 06/18/1998,12:20:23:DTP-5:Port 1/1 has become isl trunk
06/18/1998,12:20:23:PAGP-5:Port 1/1 left bridge port 1/1.
06/18/1998,12:20:23:PAGP-5:Port 1/1 joined bridge port 1/1.
Switch1> (enable)

�µ�Â�¿�Ó  2 show trunk �¯�Ú�ï�Å�›�Ö�—�`�o�z
ƒ���›�¬�Ý�`�‡�b�{�h�Ø	Z�—�w  Status �Ñ�Ÿ�”�ç�Å�p�z�Ù�”�Ä  1/1
�U trunking �t�s�l�o�M�‡�b�{

Switch1> (enable) show trunk 1/1
Port      Mode         Encapsulation  Status        Native vlan
--------  -----------  -------------  ------------  -----------
 1/1      desirable    isl            trunking      1
Port      Vlans allowed on trunk
--------  ---------------------------------------------------------------------
 1/1      1-1005, 1025-4094
Port      Vlans allowed and active in management domain 
--------  ---------------------------------------------------------------------
 1/1      1,521-524
Port      Vlans in spanning tree forwarding state and not pruned
--------  ---------------------------------------------------------------------
 1/1      
Switch1> (enable)
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�µ�Â�¿�Ó  3 �Ä�å�ï�«�w�•�0  VLAN �æ�µ�Ä�›���[�b�”�h�Š�t�z clear trunk  �¯�Ú�ï�Å�›�–�;�`�o�z�\�w�Ä�å�ï�«
�æ�ï�«	Í�p�Ä�å�Ñ�Ÿ�¿�«�›�;
ù�`�s�M  VLAN �›�_	†�`�‡�b�{

Switch1> (enable) clear trunk 1/1 2-519
Removing Vlan(s) 2-519 from allowed list.
Port 1/1 allowed vlans modified to 1,520-1005.
Switch1> (enable) clear trunk 1/1 531-1005
Removing Vlan(s) 531-1005 from allowed list.
Port 1/1 allowed vlans modified to 1,520-530.
Switch1> (enable) show trunk 1/1
Port      Mode         Encapsulation  Status        Native vlan
--------  -----------  -------------  ------------  -----------
 1/1      desirable    isl            trunking      1
Port      Vlans allowed on trunk
--------  ---------------------------------------------------------------------
 1/1      1,520-530
Port      Vlans allowed and active in management domain 
--------  ---------------------------------------------------------------------
 1/1      1,521-524
Port      Vlans in spanning tree forwarding state and not pruned
--------  ---------------------------------------------------------------------
 1/1      1,521-524
Switch1> (enable)

�µ�Â�¿�Ó  4 ping �¯�Ú�ï�Å�›�Ö�—�`�o�z�Ä�å�ï�«�w
€���›�¬�Ý�`�‡�b�{

Switch1> (enable) ping switch2
switch2 is alive
Switch1> (enable)

EtherChannel �æ�ï�«�t�‘�”  ISL �Ä�å�ï�«�w�«

�Í�t�z 2 �F�w�µ� �¿�½���t  EtherChannel �æ�ï�«�t�‘�”�z ISL �Ä�å�ï�«�›
ƒ���b�”�«�›�Ô�`�‡�b�{


$ 5-1 �t�z 2 �m�w 100BASE-TX �Ñ�•�µ�Ä  � �”�±�É�¿�Ä  �Ù�”�Ä�p
€���^�•�o�M�”  2 �F�w�µ� �¿�½�›�Ô
�`�‡�b�{


$ 5-1 Fast EtherChannel �æ�ï�«�t�‘�”  ISL �Ä�å�ï�«

2 �Ù�”�Ä�w  EtherChannel �Ì�ï�Å�ç�›��
R�b�”�h�Š�t�µ� �¿�½�›
ƒ���`�z ISL �Ä�å�ï�«  �æ�ï�«�q�`�o
EtherChannel �Ì�ï�Å�ç�›
ƒ���b�”	�	q�x�z�Í�w�q�S�“�p�b�{

 A  B
1/1

1/2

3/1

3/2

Fast EtherChannel
ISL  23

92
5
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�µ�Â�¿�Ó  1 show port channel �S�‘�|  show trunk �¯�Ú�ï�Å�›�Ö�—�`�o�z�µ� �¿�½�w�½�ß�É�ç  �µ�Â�”�»�µ�S�‘�|
�Ä�å�ï�«  �µ�Â�”�»�µ�›�¬�Ý�`�‡�b�{

Switch_A> (enable) show port channel
No ports channelling
Switch_A> (enable) show trunk
No ports trunking.
Switch_A> (enable)

Switch_B> (enable) show port channel
No ports channelling
Switch_B> (enable) show trunk
No ports trunking.
Switch_B> (enable)

�µ�Â�¿�Ó  2 set port channel �¯�Ú�ï�Å�›�Ö�—�`�o�z�Ù
€�µ� �¿�½�q  EtherChannel �Ì�ï�Å�ç�›�É�°�³�¤�”�³�ã�ï�b
�”�‘�O�t�z �µ� �¿�½  A �w�Ù�”�Ä�›
ƒ���`�‡�b�{ �Í�w�«�p�x�z �µ� �¿�½  B �w�Ù
€�Ù�”�Ä�x  EtherChannel
auto �Þ�”�Å�p�K�”�q
Ý���`�o�M�‡�b�{ EtherChannel �Ì�ï�Å�ç�w�$
R�t�m�M�o�x�z �³�µ�Â�Ü  �é�¬  �Ý�¿
�·�”�´�p�¬�Ý�p�V�‡�b�{

Switch_A> (enable) set port channel 1/1-2 desirable
Port(s) 1/1-2 channel mode set to desirable.
Switch_A> (enable) %PAGP-5-PORTFROMSTP:Port 1/1 left bridge port 1/1
%PAGP-5-PORTFROMSTP:Port 1/2 left bridge port 1/2
%PAGP-5-PORTFROMSTP:Port 1/2 left bridge port 1/2
%PAGP-5-PORTTOSTP:Port 1/1 joined bridge port 1/1-2
%PAGP-5-PORTTOSTP:Port 1/2 joined bridge port 1/1-2

Switch_B> (enable) %PAGP-5-PORTFROMSTP:Port 3/1 left bridge port 3/1
%PAGP-5-PORTFROMSTP:Port 3/2 left bridge port 3/2
%PAGP-5-PORTFROMSTP:Port 3/2 left bridge port 3/2
%PAGP-5-PORTTOSTP:Port 3/1 joined bridge port 3/1-2
%PAGP-5-PORTTOSTP:Port 3/2 joined bridge port 3/1-2

�µ�Â�¿�Ó  3 EtherChannel �Ì�ï�Å�ç�w�É�°�³�¤�”�³�ã�ï�w�K�q�z show port channel �¯�Ú�ï�Å�›�Ö�—�`�o�z
ƒ���›
�¬�Ý�`�‡�b�{

Switch_A> (enable) show port channel
Port  Status     Channel   Channel     Neighbor                  Neighbor
                 mode      status      device                    port
----- ---------- --------- ----------- ------------------------- ---------- 
 1/1  connected  desirable channel     WS-C5000    009979082(Sw  3/1       
 1/2  connected  desirable channel     WS-C5000    009979082(Sw  3/2       
----- ---------- --------- ----------- ------------------------- ---------- 
Switch_A> (enable) 

Switch_B> (enable) show port channel
Port  Status     Channel   Channel     Neighbor                  Neighbor
                 mode      status      device                    port
----- ---------- --------- ----------- ------------------------- ---------- 
 3/1  connected  auto      channel     WS-C5500    069003103(Sw  1/1       
 3/2  connected  auto      channel     WS-C5500    069003103(Sw  1/2       
----- ---------- --------- ----------- ------------------------- ---------- 
Switch_B> (enable)

�µ�Â�¿�Ó  4 set trunk �¯�Ú�ï�Å�›�Ö�—�`�o�z ISL �Ä�å�ï�«�w�É�°�³�¤�”�³�ã�ï�›�æ�O�‘�O�t  EtherChannel �Ì�ï�Å
�ç�º�w�Ù�”�Ä�w  1 �m�›
ƒ���`�‡�b�{


ƒ���x�z�f�w�Ì�ï�Å�ç�º�w�b�‚�o�w�Ù�”�Ä�t�&�;�^�•�‡�b�{�Í�w�«�p�x�z�µ� �¿�½  B �w�Ù
€�Ù�”�Ä
�x  isl �‡�h�x  negotiate �§�Ó�·�ç�=�›�–�;�b�”�‘�O�t
ƒ���^�•�z auto �Ä�å�ï�«  �Þ�”�Å�t�s�l�o�M�”�q

Ý���`�o�M�‡�b�{ ISL �Ä�å�ï�«�w�$
R�x�z�³�µ�Â�Ü  �é�¬  �Ý�¿�·�”�´�p�¬�Ý�p�V�‡�b�{
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Switch_A> (enable) set trunk 1/1 desirable isl
Port(s) 1/1-2 trunk mode set to desirable.
Port(s) 1/1-2 trunk type set to isl.
Switch_A> (enable) %DTP-5-TRUNKPORTON:Port 1/1 has become isl trunk
%DTP-5-TRUNKPORTON:Port 1/2 has become isl trunk
%PAGP-5-PORTFROMSTP:Port 1/1 left bridge port 1/1-2
%PAGP-5-PORTFROMSTP:Port 1/2 left bridge port 1/1-2
%PAGP-5-PORTTOSTP:Port 1/1 joined bridge port 1/1-2
%PAGP-5-PORTTOSTP:Port 1/2 joined bridge port 1/1-2

Switch_B> (enable) %DTP-5-TRUNKPORTON:Port 3/1 has become isl trunk
%DTP-5-TRUNKPORTON:Port 3/2 has become isl trunk
%PAGP-5-PORTFROMSTP:Port 3/1 left bridge port 3/1-2
%PAGP-5-PORTFROMSTP:Port 3/2 left bridge port 3/1-2
%PAGP-5-PORTTOSTP:Port 3/1 joined bridge port 3/1-2
%PAGP-5-PORTTOSTP:Port 3/2 joined bridge port 3/1-2

�µ�Â�¿�Ó  5 ISL �Ä�å�ï�«  �æ�ï�«�w�É�°�³�¤�”�³�ã�ï�w�K�q�z show trunk �¯�Ú�ï�Å�›�–�;�`�o�z
ƒ���›�¬�Ý�`�‡
�b�{

Switch_A> (enable) show trunk
Port      Mode         Encapsulation  Status        Native vlan
--------  -----------  -------------  ------------  -----------
 1/1      desirable    isl            trunking      1
 1/2      desirable    isl            trunking      1

Port      Vlans allowed on trunk
--------  ---------------------------------------------------------------------
 1/1      1-1005, 1025-4094
 1/2      1-1005, 1025-4094

Port      Vlans allowed and active in management domain 
--------  ---------------------------------------------------------------------
 1/1      1-5,10,20,50,152,200,300,400,500,521-524,570,850,917,999
 1/2      1-5,10,20,50,152,200,300,400,500,521-524,570,850,917,999

Port      Vlans in spanning tree forwarding state and not pruned
--------  ---------------------------------------------------------------------
 1/1      1-5,10,20,50,152,200,300,400,500,521-524,570,850,917,999
 1/2      1-5,10,20,50,152,200,300,400,500,521-524,570,850,917,999
Switch_A> (enable) 

Switch_B> (enable) show trunk
Port      Mode         Encapsulation  Status        Native vlan
--------  -----------  -------------  ------------  -----------
 3/1      auto         isl            trunking      1
 3/2      auto         isl            trunking      1

Port      Vlans allowed on trunk
--------  ---------------------------------------------------------------------
 3/1      1-1005, 1025-4094
 3/2      1-1005, 1025-4094

Port      Vlans allowed and active in management domain 
--------  ---------------------------------------------------------------------
 3/1      1-5,10,20,50,152,200,300,400,500,521-524,570,850,917,999
 3/2      1-5,10,20,50,152,200,300,400,500,521-524,570,850,917,999
Port      Vlans in spanning tree forwarding state and not pruned
--------  ---------------------------------------------------------------------
 3/1      1-5,10,20,50,152,200,300,400,500,521-524,570,801,850,917,999
 3/2      1-5,10,20,50,152,200,300,400,500,521-524,570,801,850,917,999
Switch_B> (enable)
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EtherChannel �æ�ï�«�t�‘�”  802.1Q �Ä�å�ï�«�w�«

�Í�t�z 2 �F�w�µ� �¿�½���t  EtherChannel �æ�ï�«�t�‘�”  802.1Q �Ä�å�ï�«�›
ƒ���b�”�«�›�Ô�`�‡�b�{


$ 5-2 �t�z 4 �m�w 1000BASE-SX �ª�¨�Ï�¿�Ä  � �”�±�É�¿�Ä  �Ù�”�Ä�p
€���^�•�o�M�”  2 �F�w�µ� �¿�½
�›�Ô�`�‡�b�{


$ 5-2 EtherChannel �æ�ï�«�t�‘�”  802.1Q �Ä�å�ï�«

4 �Ù�”�Ä�w  EtherChannel �Ì�ï�Å�ç�›��
R�b�”�h�Š�t�µ� �¿�½�›
ƒ���`�z 802.1Q �Ä�å�ï�«  �æ�ï�«�q�`
�o  EtherChannel �Ì�ï�Å�ç�›
ƒ���b�”	�	q�x�z�Í�w�q�S�“�p�b�{

�µ�Â�¿�Ó  1 set vlan �¯�Ú�ï�Å�›�Ö�—�`�o�z �µ� �¿�½  A �q�µ� �¿�½  B �w�†�M�w�b�‚�o�w�Ù�”�Ä�U�‰�a  VLAN �t�Â
�“�p�o�’�•�o�M�”�\�q�›�¬�Ý�`�‡�b�{�\�w  VLAN �x�z�Ä�å�ï�«�w  802.1Q �É� �Â�Ÿ�Ò  VLAN �q�`�o
�–�;�^�•�‡�b�{�Í�w�«�p�x�z�b�‚�o�w�Ù�”�Ä�U  VLAN 1 �w�Ý�ï�Ì�”�q�`�o
ƒ���^�•�‡�b�{

Switch_A> (enable) set vlan 1 2/3-6
VLAN  Mod/Ports
---- -----------------------
1     2/1-6
      
Switch_A> (enable) 

Switch_B> (enable) set vlan 1 3/3-6
VLAN  Mod/Ports
---- -----------------------
1     3/1-6
      
Switch_B> (enable) 

�µ�Â�¿�Ó  2 show port channel �S�‘�|  show trunk �¯�Ú�ï�Å�›�Ö�—�`�o�z�µ� �¿�½�w�½�ß�É�ç  �µ�Â�”�»�µ�S�‘�|
�Ä�å�ï�«  �µ�Â�”�»�µ�›�¬�Ý�`�‡�b�{

Switch_A> (enable) show port channel
No ports channelling
Switch_A> (enable) show trunk
No ports trunking.
Switch_A> (enable)

Switch_B> (enable) show port channel
No ports channelling
Switch_B> (enable) show trunk
No ports trunking.
Switch_B> (enable)

 A  B
2/3

2/4

2/5

2/6

3/3

3/4

3/5

3/6

Gigabit EtherChannel
IEEE802.1Q   

23
84

8
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�µ�Â�¿�Ó  3 set port channel �¯�Ú�ï�Å�›�Ö�—�`�o�z�Ù
€�µ� �¿�½�q  EtherChannel �Ì�ï�Å�ç�›�É�°�³�¤�”�³�ã�ï�b
�”�‘�O�t�z �µ� �¿�½  A �w�Ù�”�Ä�›
ƒ���`�‡�b�{ �Í�w�«�p�x�z �µ� �¿�½  B �w�Ù
€�Ù�”�Ä�x  EtherChannel
auto �Þ�”�Å�p�K�”�q
Ý���`�o�M�‡�b�{ EtherChannel �Ì�ï�Å�ç�w�$
R�t�m�M�o�x�z �³�µ�Â�Ü  �é�¬  �Ý�¿
�·�”�´�p�¬�Ý�p�V�‡�b�{

Switch_A> (enable) set port channel 2/3-6 desirable
Port(s) 2/3-6 channel mode set to desirable.
Switch_A> (enable) %PAGP-5-PORTFROMSTP:Port 2/3 left bridge port 2/3
%PAGP-5-PORTFROMSTP:Port 2/4 left bridge port 2/4
%PAGP-5-PORTFROMSTP:Port 2/5 left bridge port 2/5
%PAGP-5-PORTFROMSTP:Port 2/6 left bridge port 2/6
%PAGP-5-PORTFROMSTP:Port 2/4 left bridge port 2/4
%PAGP-5-PORTFROMSTP:Port 2/5 left bridge port 2/5
%PAGP-5-PORTFROMSTP:Port 2/6 left bridge port 2/6
%PAGP-5-PORTFROMSTP:Port 2/3 left bridge port 2/3
%PAGP-5-PORTTOSTP:Port 2/3 joined bridge port 2/3-6
%PAGP-5-PORTTOSTP:Port 2/4 joined bridge port 2/3-6
%PAGP-5-PORTTOSTP:Port 2/5 joined bridge port 2/3-6
%PAGP-5-PORTTOSTP:Port 2/6 joined bridge port 2/3-6

Switch_B> (enable) %PAGP-5-PORTFROMSTP:Port 3/3 left bridge port 3/3
%PAGP-5-PORTFROMSTP:Port 3/4 left bridge port 3/4
%PAGP-5-PORTFROMSTP:Port 3/5 left bridge port 3/5
%PAGP-5-PORTFROMSTP:Port 3/6 left bridge port 3/6
%PAGP-5-PORTFROMSTP:Port 3/4 left bridge port 3/4
%PAGP-5-PORTFROMSTP:Port 3/5 left bridge port 3/5
%PAGP-5-PORTFROMSTP:Port 3/6 left bridge port 3/6
%PAGP-5-PORTFROMSTP:Port 3/3 left bridge port 3/3
%PAGP-5-PORTTOSTP:Port 3/3 joined bridge port 3/3-6
%PAGP-5-PORTTOSTP:Port 3/4 joined bridge port 3/3-6
%PAGP-5-PORTTOSTP:Port 3/5 joined bridge port 3/3-6
%PAGP-5-PORTTOSTP:Port 3/6 joined bridge port 3/3-6

�µ�Â�¿�Ó  4 EtherChannel �Ì�ï�Å�ç�w�É�°�³�¤�”�³�ã�ï�w�K�q�z show port channel �¯�Ú�ï�Å�›�Ö�—�`�o�z
ƒ���›
�¬�Ý�`�‡�b�{

Switch_A> (enable) show port channel
Port  Status     Channel   Channel     Neighbor                  Neighbor
                 mode      status      device                    port
----- ---------- --------- ----------- ------------------------- ---------- 
 2/3  connected  desirable channel     WS-C4003    JAB023806(Sw  2/3       
 2/4  connected  desirable channel     WS-C4003    JAB023806(Sw  2/4       
 2/5  connected  desirable channel     WS-C4003    JAB023806(Sw  2/5       
 2/6  connected  desirable channel     WS-C4003    JAB023806(Sw  2/6       
----- ---------- --------- ----------- ------------------------- ---------- 
Switch_A> (enable)

Switch_B> (enable) show port channel
Port  Status     Channel   Channel     Neighbor                  Neighbor
                 mode      status      device                    port
----- ---------- --------- ----------- ------------------------- ---------- 
 3/3  connected  auto      channel     WS-C4003    JAB023806(Sw  2/3       
 3/4  connected  auto      channel     WS-C4003    JAB023806(Sw  2/4       
 3/5  connected  auto      channel     WS-C4003    JAB023806(Sw  2/5       
 3/6  connected  auto      channel     WS-C4003    JAB023806(Sw  2/6       
----- ---------- --------- ----------- ------------------------- ---------- 
Switch_B> (enable)
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�µ�Â�¿�Ó  5 set trunk �¯�Ú�ï�Å�›�Ö�—�`�o�z 802.1Q �Ä�å�ï�«�w�É�°�³�¤�”�³�ã�ï�›�æ�O�‘�O�t  EtherChannel �Ì�ï
�Å�ç�º�w�Ù�”�Ä�w  1 �m�›
ƒ���`�‡�b�{
ƒ���x�z�f�w�Ì�ï�Å�ç�º�w�b�‚�o�w�Ù�”�Ä�t�&�;�^�•�‡�b�{
�Í�w�«�p�x�z�µ� �¿�½  B �w�Ù
€�Ù�”�Ä�x  dot1q �‡�h�x  negotiate �§�Ó�·�ç�=�›�–�;�b�”�‘�O�t
ƒ��
�^�•�z auto �Ä�å�ï�«  �Þ�”�Å�p�K�”�q
Ý���`�o�M�‡�b�{ 802.1Q �Ä�å�ï�«�w�$
R�t�m�M�o�x�z�³�µ�Â
�Ü �é�¬  �Ý�¿�·�”�´�p�¬�Ý�p�V�‡�b�{

Switch_A> (enable) set trunk 2/3 desirable dot1q
Port(s) 2/3-6 trunk mode set to desirable.
Port(s) 2/3-6 trunk type set to dot1q.
Switch_A> (enable) %DTP-5-TRUNKPORTON:Port 2/3 has become dot1q trunk
%DTP-5-TRUNKPORTON:Port 2/4 has become dot1q trunk
%PAGP-5-PORTFROMSTP:Port 2/3 left bridge port 2/3-6
%DTP-5-TRUNKPORTON:Port 2/5 has become dot1q trunk
%PAGP-5-PORTFROMSTP:Port 2/4 left bridge port 2/3-6
%PAGP-5-PORTFROMSTP:Port 2/5 left bridge port 2/3-6
%DTP-5-TRUNKPORTON:Port 2/6 has become dot1q trunk
%PAGP-5-PORTFROMSTP:Port 2/6 left bridge port 2/3-6
%PAGP-5-PORTFROMSTP:Port 2/3 left bridge port 2/3
%PAGP-5-PORTTOSTP:Port 2/3 joined bridge port 2/3-6
%PAGP-5-PORTTOSTP:Port 2/4 joined bridge port 2/3-6
%PAGP-5-PORTTOSTP:Port 2/5 joined bridge port 2/3-6
%PAGP-5-PORTTOSTP:Port 2/6 joined bridge port 2/3-6
Switch_B> (enable) %DTP-5-TRUNKPORTON:Port 3/3 has become dot1q trunk
%DTP-5-TRUNKPORTON:Port 3/4 has become dot1q trunk
%PAGP-5-PORTFROMSTP:Port 3/3 left bridge port 3/3-6
%PAGP-5-PORTFROMSTP:Port 3/4 left bridge port 3/3-6
%PAGP-5-PORTFROMSTP:Port 3/5 left bridge port 3/3-6
%PAGP-5-PORTFROMSTP:Port 3/6 left bridge port 3/3-6
%DTP-5-TRUNKPORTON:Port 3/5 has become dot1q trunk
%DTP-5-TRUNKPORTON:Port 3/6 has become dot1q trunk
%PAGP-5-PORTFROMSTP:Port 3/5 left bridge port 3/3-6
%PAGP-5-PORTFROMSTP:Port 3/6 left bridge port 3/3-6
%PAGP-5-PORTTOSTP:Port 3/3 joined bridge port 3/3-6
%PAGP-5-PORTTOSTP:Port 3/4 joined bridge port 3/3-6
%PAGP-5-PORTTOSTP:Port 3/5 joined bridge port 3/3-6
%PAGP-5-PORTTOSTP:Port 3/6 joined bridge port 3/3-6
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�µ�Â�¿�Ó  6 802.1Q �Ä�å�ï�«  �æ�ï�«�w�É�°�³�¤�”�³�ã�ï�w�K�q�z show trunk �¯�Ú�ï�Å�›�Ö�—�`�o�z
ƒ���›�¬�Ý
�`�‡�b�{

Switch_A> (enable) show trunk
Port      Mode         Encapsulation  Status        Native vlan
--------  -----------  -------------  ------------  -----------
 2/3      desirable    dot1q          trunking      1
 2/4      desirable    dot1q          trunking      1
 2/5      desirable    dot1q          trunking      1
 2/6      desirable    dot1q          trunking      1

Port      Vlans allowed on trunk
--------  ---------------------------------------------------------------------
 2/3      1-1005, 1025-4094
 2/4      1-1005, 1025-4094
 2/5      1-1005, 1025-4094
 2/6      1-1005, 1025-4094

Port      Vlans allowed and active in management domain 
--------  ---------------------------------------------------------------------
 2/3      1-5,10,20,50,152,200,300,400,500,521-524,570,850,917,999
 2/4      1-5,10,20,50,152,200,300,400,500,521-524,570,850,917,999
 2/5      1-5,10,20,50,152,200,300,400,500,521-524,570,850,917,999
 2/6      1-5,10,20,50,152,200,300,400,500,521-524,570,850,917,999

Port      Vlans in spanning tree forwarding state and not pruned
--------  ---------------------------------------------------------------------
 2/3      
 2/4      
 2/5      
 2/6      
Switch_A> (enable)

Switch_B> (enable) show trunk
Port      Mode         Encapsulation  Status        Native vlan
--------  -----------  -------------  ------------  -----------
 3/3      auto         dot1q          trunking      1
 3/4      auto         dot1q          trunking      1
 3/5      auto         dot1q          trunking      1
 3/6      auto         dot1q          trunking      1

Port      Vlans allowed on trunk
--------  ---------------------------------------------------------------------
 3/3      1-1005, 1025-4094
 3/4      1-1005, 1025-4094
 3/5      1-1005, 1025-4094
 3/6      1-1005, 1025-4094

Port      Vlans allowed and active in management domain 
--------  ---------------------------------------------------------------------
 3/3      1-5,10,20,50,152,200,300,400,500,521-524,570,850,917,999
 3/4      1-5,10,20,50,152,200,300,400,500,521-524,570,850,917,999
 3/5      1-5,10,20,50,152,200,300,400,500,521-524,570,850,917,999
 3/6      1-5,10,20,50,152,200,300,400,500,521-524,570,850,917,999

Port      Vlans in spanning tree forwarding state and not pruned
--------  ---------------------------------------------------------------------
 3/3      1-5,10,20,50,152,200,300,400,500,521-524,570,850,917,999
 3/4      1-5,10,20,50,152,200,300,400,500,521-524,570,850,917,999
 3/5      1-5,10,20,50,152,200,300,400,500,521-524,570,850,917,999
 3/6      1-5,10,20,50,152,200,300,400,500,521-524,570,850,917,999
Switch_B> (enable)
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���»�Ä�å�ï�«�t�‘�”  VLAN �Ä�å�Ñ�Ÿ�¿�«
Û�Y
ü�„�w�«

�µ�Í�Ç�ï�¬�À�æ�”�w�Ù�”�Ä  VLAN �Ó�å� �¦�æ�Â�Ÿ�›�–�;�`�o�z���»�Ä�å�ï�«  �Ù�”�Ä���p  VLAN �Ä
�å�Ñ�Ÿ�¿�«�w
Û�Y
ü�„�›�î�æ�`�z�°
æ�w  VLAN �w�Ä�å�Ñ�Ÿ�¿�«�x�K�”�Ä�å�ï�«�•�z���w  VLAN �w
�Ä�å�Ñ�Ÿ�¿�«�x���w�Ä�å�ï�«�•�;
ù�b�”�\�q�U�p�V�‡�b�{ �\�w
ƒ���p�x�z �¢�°�M�w�Ä�å�ï�«�›�Ò�é�¿
�©�ï�¬  �Þ�”�Å�t�b�”�\�q�s�X�£�Ä�å�Ñ�Ÿ�¿�«�›�†�M�w�Ä�å�ï�«�p�‰�Ì�t�8
ù�p�V�”�w�p�z�Ñ�¥�”�ç
�Ä�Ä�è�å�ï�Ä�s
ƒ���›�¡�Ë�`�s�U�’�z�x�‘�w�Ä�å�ï�«	Í�w
ï�Ä�å�Ñ�Ÿ�¿�«�›	—�s�X�b�”�\�q�U�p�V
�‡�b�{


$ 5-3 �t�z�µ�”�Í�Ì� �²  �¤�ï�´�ï	Í�w�Ñ�•�µ�Ä  � �”�±�É�¿�Ä  �ž�¿�Ó�æ�ï�«  �Ù�”�Ä�›�–�;�`�h�z 2
�F�w�µ� �¿�½���w���»�Ä�å�ï�«�w
ƒ���›�Ô�`�‡�b�{


$ 5-3 VLAN �Ä�å�Ñ�Ÿ�¿�«
Û�Y
ü�„
ƒ��
²�w���»�Ä�å�ï�«
ƒ��

�Ã�Ñ�¥�ç�Ä�w
ƒ���p�x�z �†�M�w�Ä�å�ï�«�w�Ù�”�Ä  VLAN �Ó�å� �¦�æ�Â�Ÿ�x�‰�a�p�b �¢�‹�x  32�£�{STP
�x�8
ù�ç�”�Ó�›
Í�­�b�”�h�Š�t�z�µ� �¿�½  1 �w�¤  VLAN �t�m�M�o�z�Ù�”�Ä  1/2�¢�Ä�å�ï�«  2�£�›�Ò
�é�¿�«�`�‡�b�{�Ä�å�ï�«  2 �x�z�Ä�å�ï�«  1 �p	Ë�•�U
C
\�b�”�‡�p�x�z�Ä�å�Ñ�Ÿ�¿�«�w�8
ù�t�–�;�^
�•�‡�d�œ�{


ó
:�w  VLAN �T�’
C
\�`�h�Ä�å�Ñ�Ÿ�¿�«�w
Û�Y�U���»�Ä�å�ï�«	Í�p
ü�„�^�•�”�‘�O�t�µ� �¿�½�›

ƒ���b�”�t�x�z�Í�w	�	q�›�î�æ�`�‡�b�{

�µ�Â�¿�Ó  1 set vtp �¯�Ú�ï�Å�›�Ö�—�`�o�z �µ� �¿�½  1 �S�‘�|�µ� �¿�½  2 �w�†�M�p  VTP �Å�Ý� �ï�›
ƒ���`�z �µ� �¿
�½ 1 �p
ƒ���`�h  VLAN 	Ø�C�›�µ� �¿�½  2 �U�¶	6�b�”�‘�O�t�`�‡�b�{�µ� �¿�½  1 �U�z VTP �±�”�Ì�p
�K�”�\�q�›�¬�Ý�`�o�X�i�^�M�{�µ� �¿�½  2 �x�z VTP �«�å� �ž�ï�Ä�‡�h�x  VTP �±�”�Ì�q�`�o
ƒ���p
�V�‡�b�{

Switch_1> (enable) set vtp domain BigCorp mode server
VTP domain BigCorp modified
Switch_1> (enable)

Switch_2> (enable) set vtp domain BigCorp mode server
VTP domain BigCorp modified
Switch_2> (enable)

 1  2

 1
VLAN 10 20 30 40 50 60  VLAN  32

 2
VLAN 10 20 30 40 50 60  VLAN  32

16
75

0

1/1
1/2

1/1
1/2
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�µ�Â�¿�Ó  2 set vlan �¯�Ú�ï�Å�›�Ö�—�`�o�z�µ� �¿�½  1 	Í�t  VLAN �›�^
R�`�‡�b�{�\�w�«�p�x�z VLAN 10�z 20�z
30�z 40�z 50�z�S�‘�|  60 �›
ƒ���`�‡�b�{

Switch_1> (enable) set vlan 10
Vlan 10 configuration successful
Switch_1> (enable) set vlan 20
Vlan 20 configuration successful
Switch_1> (enable) set vlan 30
Vlan 30 configuration successful
Switch_1> (enable) set vlan 40
Vlan 40 configuration successful
Switch_1> (enable) set vlan 50
Vlan 50 configuration successful
Switch_1> (enable) set vlan 60
Vlan 60 configuration successful
Switch_1> (enable)

�µ�Â�¿�Ó  3 show vtp domain �S�‘�|  show vlan �¯�Ú�ï�Å�›�Ö�—�`�o�z�µ� �¿�½  1 	Í�w  VTP �S�‘�|  VLAN 
ƒ���›
�¬�Ý�`�‡�b�{

Switch_1> (enable) show vtp domain
Domain Name                      Domain Index VTP Version Local Mode  Password
-------------------------------- ------------ ----------- ----------- ----------
BigCorp                          1            2           server      -

Vlan-count Max-vlan-storage Config Revision Notifications
---------- ---------------- --------------- -------------
11         1023             13              disabled

Last Updater    V2 Mode  Pruning  PruneEligible on Vlans
--------------- -------- -------- -------------------------
172.20.52.10    disabled enabled  2-1000
Switch_1> (enable) show vlan
VLAN Name                             Status    Mod/Ports, Vlans
---- -------------------------------- --------- ----------------------------
1    default                          active    1/1-2
                                                2/1-12
                                                5/1-2
10   VLAN0010                         active
20   VLAN0020                         active
30   VLAN0030                         active
40   VLAN0040                         active
50   VLAN0050                         active
60   VLAN0060                         active
1002 fddi-default                     active
1003 token-ring-default               active
1004 fddinet-default                  active
1005 trnet-default                    active
.
.
.

Switch_1> (enable)
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�µ�Â�¿�Ó  4 set trunk �¯�Ú�ï�Å�›�Ö�—�`�o�z�µ� �¿�½  1 	Í�t  ISL �Ä�å�ï�«  �Ù�”�Ä�q�`�o�µ�”�Í�Ì� �²  �¤�ï�´�ï
�ž�¿�Ó�æ�ï�«�›
ƒ���`�‡�b�{ �µ� �¿�½  1 �Ù�”�Ä	Í�t  desirable �Þ�”�Å�›�¦���`�z �µ� �¿�½  2 	Í�w�Ù�”
�Ä�U�É�°�³�¤�”�³�ã�ï�t�‘�l�o�Ä�å�ï�«  �æ�ï�«�t�s�”�‘�O�t�`�‡�b�¢�µ� �¿�½  2 �w�ž�¿�Ó�æ�ï�«
�x�z�Ã�Ñ�¥�ç�Ä�w  auto �Þ�”�Å�p�b�£ �{

Switch_1> (enable) set trunk 1/1 desirable
Port(s) 1/1 trunk mode set to desirable.
Switch_1> (enable) 04/21/1998,03:05:05:DISL-5:Port 1/1 has become isl trunk

Switch_1> (enable) set trunk 1/2 desirable
Port(s) 1/2 trunk mode set to desirable.
Switch_1> (enable) 04/21/1998,03:05:13:DISL-5:Port 1/2 has become isl trunk

�µ�Â�¿�Ó  5 show trunk �¯�Ú�ï�Å�›�Ö�—�`�o�z�Ä�å�ï�«  �æ�ï�«�U�ž�¿�Ó�t�s�l�o�M�”�\�q�›�¬�Ý�`�‡�b�{

Switch_1> (enable) show trunk 1
Port      Mode         Encapsulation  Status        Native vlan
--------  -----------  -------------  ------------  -----------
 1/1      desirable    isl            trunking      1
 1/2      desirable    isl            trunking      1

Port      Vlans allowed on trunk
--------  ---------------------------------------------------------------------
 1/1      1-1005, 1025-4094
 1/2      1-1005, 1025-4094

Port      Vlans allowed and active in management domain
--------  ---------------------------------------------------------------------
 1/1      1,10,20,30,40,50,60
 1/2      1,10,20,30,40,50,60

Port      Vlans in spanning tree forwarding state and not pruned
--------  ---------------------------------------------------------------------
 1/1
 1/2
Switch_1> (enable)

�µ�Â�¿�Ó  6 �Ä�å�ï�«  �æ�ï�«�U�ž�¿�Ó�t�s�”�q�z VTP �t�‘�“�z�µ� �¿�½  2 	Í�t  VTP �S�‘�|  VLAN 
ƒ���U�;�a�^
�•�”�\�q�t�«�™�`�o�X�i�^�M�{�µ� �¿�½  2 �p  show vlan �¯�Ú�ï�Å�›�Ö�—�`�z�µ� �¿�½  2 �U VLAN 
ƒ
���›�¶	6�`�o�M�”�\�q�›�¬�Ý�`�‡�b�{

Switch_2> (enable) show vlan
VLAN Name                             Status    Mod/Ports, Vlans
---- -------------------------------- --------- ----------------------------
1    default                          active
10   VLAN0010                         active
20   VLAN0020                         active
30   VLAN0030                         active
40   VLAN0040                         active
50   VLAN0050                         active
60   VLAN0060                         active
1002 fddi-default                     active
1003 token-ring-default               active
1004 fddinet-default                  active
1005 trnet-default                    active
.
.
.
Switch_2> (enable)
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�µ�Â�¿�Ó  7 �µ�Í�Ç�ï�¬�À�æ�”�w�¯�ï�Ì�”�´�£�ï�µ	r�g�t�x  1 �™ 2 
ü�T�T�“�‡�b�{�É�¿�Ä�ë�”�«�U�†���`�h�’�z
show spantree �¯�Ú�ï�Å�›�Ö�—�`�o�z�µ� �¿�½  1 	Í�w�¤�Ä�å�ï�«  �Ù�”�Ä�w�µ�Í�Ç�ï�¬�À�æ�”  �µ�Â�”
�Ä�›�¬�Ý�`�‡�b�{

�Ä�å�ï�«  1 �x�b�‚�o�w  VLAN �p�Ñ�¥�ë�”�Ã�Ÿ�ï�¬  �µ�Â�”�Ä�p�b�{�Ä�å�ï�«  2 �x�b�‚�o�w  VLAN �p
�Ò�é�¿�©�ï�¬  �µ�Â�”�Ä�p�b�{�µ� �¿�½  2 �p�x�z�†�M�w�Ä�å�ï�«�U�b�‚�o�w  VLAN �p�Ñ�¥�ë�”�Ã�Ÿ
�ï�¬  �µ�Â�”�Ä�p�b�U�z�µ� �¿�½  1 	Í�w�Ù�”�Ä  1/2 �U�Ò�é�¿�©�ï�¬  �µ�Â�”�Ä�w�h�Š�z�Ä�å�Ñ�Ÿ�¿�«�x
�Ä�å�ï�«  2 �›�è�a�`�‡�d�œ�{

Switch_1> (enable) show spantree 1/1
Port      Vlan  Port-State     Cost   Priority  Fast-Start  Group-method
--------- ----  -------------  -----  --------  ----------  ------------
 1/1      1     forwarding        19        32   disabled
 1/1      10    forwarding        19        32   disabled
 1/1      20    forwarding        19        32   disabled
 1/1      30    forwarding        19        32   disabled
 1/1      40    forwarding        19        32   disabled
 1/1      50    forwarding        19        32   disabled
 1/1      60    forwarding        19        32   disabled
 1/1      1003  not-connected     19        32   disabled
 1/1      1005  not-connected     19         4   disabled
Switch_1> (enable) show spantree 1/2
Port      Vlan  Port-State     Cost   Priority  Fast-Start  Group-method
--------- ----  -------------  -----  --------  ----------  ------------
 1/2      1     blocking          19        32   disabled
 1/2      10    blocking          19        32   disabled
 1/2      20    blocking          19        32   disabled
 1/2      30    blocking          19        32   disabled
 1/2      40    blocking          19        32   disabled
 1/2      50    blocking          19        32   disabled
 1/2      60    blocking          19        32   disabled
 1/2      1003  not-connected     19        32   disabled
 1/2      1005  not-connected     19         4   disabled
Switch_1> (enable)

�µ�Â�¿�Ó  8 
ƒ���`�h  VLAN �›  2 �m�w�¬�ç�”�Ó�t
ü�Z�‡�b�{ 1 �m�w�Ä�å�ï�«  �æ�ï�«�p  VLAN �w
R
:�w�Ä�å�Ñ�Ÿ�¿
�«�›�;
ù�`�z�’�“�w
R
ü�›�‹�O  1 �m�w�Ä�å�ï�«  �æ�ï�«�p�;
ù�b�”�\�q�U�p�V�‡�b�{�‡�h�z�›���w
VLAN �w�Ä�å�Ñ�Ÿ�¿�«�U���M	Ô�ù�x�z�f�w  VLAN �w�Ä�å�Ñ�Ÿ�¿�«�›  1 �m�w�Ä�å�ï�«  �æ�ï�«�t�8
ù
�`�z�’�“�w  VLAN �w�Ä�å�Ñ�Ÿ�¿�«�›�‹�O  1 �m�w�Ä�å�ï�«  �æ�ï�«�t�8
ù�b�”�\�q�‹�p�V�‡�b�{

�¢�«�£ �Í�w	�	q�p�x�z VLAN 10�z 20�z�S�‘�|  30�¢�¬�ç�”�Ó  1�£�w�Ä�å�Ñ�Ÿ�¿�«�›�Ä�å�ï�«  1 �t�8

ù�`�z VLAN 40�z 50�z�S�‘�|  60�¢�¬�ç�”�Ó  2�£�›�Ä�å�ï�«  2 �t�8
ù�`�‡�b�{

�µ�Â�¿�Ó  9 �µ� �¿�½  1 	Í�p�z set spantree portvlanpri �¯�Ú�ï�Å�›�Ö�—�`�z�Ä�å�ï�«  1�¢�Ù�”�Ä  1/1�£	Í�w�¬�ç�”
�Ó 1 �w VLAN �t�m�M�o�z�Ù�”�Ä  VLAN �Ó�å� �¦�æ�Â�Ÿ�›�Ã�Ñ�¥�ç�Ä�w  32 �‘�“	–�^�M
T
:�‹�t�!�Ë
�`�‡�b�{

Switch_1> (enable) set spantree portvlanpri 1/1 1 10
Port 1/1 vlans 1-9,11-1004 using portpri 32.
Port 1/1 vlans 10 using portpri 1.
Port 1/1 vlans 1005 using portpri 4.
Switch_1> (enable) set spantree portvlanpri 1/1 1 20
Port 1/1 vlans 1-9,11-19,21-1004 using portpri 32.
Port 1/1 vlans 10,20 using portpri 1.
Port 1/1 vlans 1005 using portpri 4.
Switch_1> (enable) set spantree portvlanpri 1/1 1 30
Port 1/1 vlans 1-9,11-19,21-29,31-1004 using portpri 32.
Port 1/1 vlans 10,20,30 using portpri 1.
Port 1/1 vlans 1005 using portpri 4.
Switch_1> (enable)
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�µ�Â�¿�Ó  10 �µ� �¿�½  1 	Í�p�z set spantree portvlanpri �¯�Ú�ï�Å�›�Ö�—�`�z�Ä�å�ï�«  2�¢�Ù�”�Ä  1/2�£	Í�w�¬�ç�”
�Ó 2 �w VLAN �t�m�M�o�z�Ù�”�Ä  VLAN �Ó�å� �¦�æ�Â�Ÿ�›�Ã�Ñ�¥�ç�Ä�w  32 �‘�“	–�^�M
T
:�‹�t�!�Ë
�`�‡�b�{

Switch_1> (enable) set spantree portvlanpri 1/2 1 40
Port 1/2 vlans 1-39,41-1004 using portpri 32.
Port 1/2 vlans 40 using portpri 1.
Port 1/2 vlans 1005 using portpri 4.
Switch_1> (enable) set spantree portvlanpri 1/2 1 50
Port 1/2 vlans 1-39,41-49,51-1004 using portpri 32.
Port 1/2 vlans 40,50 using portpri 1.
Port 1/2 vlans 1005 using portpri 4.
Switch_1> (enable) set spantree portvlanpri 1/2 1 60
Port 1/2 vlans 1-39,41-49,51-59,61-1004 using portpri 32.
Port 1/2 vlans 40,50,60 using portpri 1.
Port 1/2 vlans 1005 using portpri 4.
Switch_1> (enable)

�µ�Â�¿�Ó  11 �µ� �¿�½  2 	Í�p�z set spantree portvlanpri �¯�Ú�ï�Å�›�Ö�—�`�z�Ä�å�ï�«  1�¢�Ù�”�Ä  1/1�£	Í�w�¬�ç�”
�Ó 1 �w VLAN �t�m�M�o�z�Ù�”�Ä  VLAN �Ó�å� �¦�æ�Â�Ÿ�›�µ� �¿�½  1 �w VLAN �t
ƒ���`�h�‹�q�‰�a
�‹�t�!�Ë�`�‡�b�{

�«�™ �æ�ï�«�w�†�z�p�z�¤  VLAN �w�Ù�”�Ä  VLAN �Ó�å� �¦�æ�Â�Ÿ�›�‰�a�‹�t
ƒ���b�”
ž�A�U�K�“�‡�b�{

Switch_2> (enable) set spantree portvlanpri 1/1 1 10
Port 1/1 vlans 1-9,11-1004 using portpri 32.
Port 1/1 vlans 10 using portpri 1.
Port 1/1 vlans 1005 using portpri 4.
Switch_2> (enable) set spantree portvlanpri 1/1 1 20
Port 1/1 vlans 1-9,11-19,21-1004 using portpri 32.
Port 1/1 vlans 10,20 using portpri 1.
Port 1/1 vlans 1005 using portpri 4.
Switch_2> (enable) set spantree portvlanpri 1/1 1 30
Port 1/1 vlans 1-9,11-19,21-29,31-1004 using portpri 32.
Port 1/1 vlans 10,20,30 using portpri 1.
Port 1/1 vlans 1005 using portpri 4.
Switch_2> (enable)

�µ�Â�¿�Ó  12 �µ� �¿�½  2 	Í�p�z set spantree portvlanpri �¯�Ú�ï�Å�›�Ö�—�`�z�Ä�å�ï�«  2�¢�Ù�”�Ä  1/2�£	Í�w�¬�ç�”
�Ó 2 �w VLAN �t�m�M�o�z�Ù�”�Ä  VLAN �Ó�å� �¦�æ�Â�Ÿ�›�µ� �¿�½  1 �w VLAN �t
ƒ���`�h�‹�q�‰�a
�‹�t�!�Ë�`�‡�b�{

Switch_2> (enable) set spantree portvlanpri 1/2 1 40
Port 1/2 vlans 1-39,41-1004 using portpri 32.
Port 1/2 vlans 40 using portpri 1.
Port 1/2 vlans 1005 using portpri 4.
Switch_2> (enable) set spantree portvlanpri 1/2 1 50
Port 1/2 vlans 1-39,41-49,51-1004 using portpri 32.
Port 1/2 vlans 40,50 using portpri 1.
Port 1/2 vlans 1005 using portpri 4.
Switch_2> (enable) set spantree portvlanpri 1/2 1 60
Port 1/2 vlans 1-39,41-49,51-59,61-1004 using portpri 32.
Port 1/2 vlans 40,50,60 using portpri 1.
Port 1/2 vlans 1005 using portpri 4.
Switch_2> (enable)
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�¢�«�£ �æ�ï�«�w�†�z�p�Ù�”�Ä  VLAN �Ó�å� �¦�æ�Â�Ÿ�›
ƒ���b�”�q�z�µ�Í�Ç�ï�¬�À�æ�”�w�¯�ï�Ì�”
�´�£�ï�µ�™�t	ý�`�M
ƒ���U�–�;�^�•�‡�b�{

�µ�Â�¿�Ó  13 show spantree �¯�Ú�ï�Å�›�Ö�—�`�o�z�µ� �¿�½  1 	Í�w�µ�Í�Ç�ï�¬�À�æ�”  �Ù�”�Ä�w�µ�Â�”�Ä�›�¬�Ý�`
�‡�b�{�¬�ç�”�Ó  1 �w VLAN �x�z�Ä�å�ï�«  1 	Í�p�x�Ñ�¥�ë�”�Ã�Ÿ�ï�¬�z�Ä�å�ï�«  2 	Í�p�x�Ò�é�¿�©�ï
�¬�t�s�“�‡�b�{�¬�ç�”�Ó  2 �w VLAN �x�z�Ä�å�ï�«  1 	Í�p�x�Ò�é�¿�©�ï�¬�z�Ä�å�ï�«  2 	Í�p�x�Ñ�¥
�ë�”�Ã�Ÿ�ï�¬�t�s�“�‡�b�{

Switch_1> (enable) show spantree 1/1
Port      Vlan  Port-State     Cost   Priority  Fast-Start  Group-method
--------- ----  -------------  -----  --------  ----------  ------------
 1/1      1     forwarding        19        32   disabled
 1/1      10    forwarding        19         1   disabled
 1/1      20    forwarding        19         1   disabled
 1/1      30    forwarding        19         1   disabled
 1/1      40    blocking          19        32   disabled
 1/1      50    blocking          19        32   disabled
 1/1      60    blocking          19        32   disabled
 1/1      1003  not-connected     19        32   disabled
 1/1      1005  not-connected     19         4   disabled
Switch_1> (enable) show spantree 1/2
Port      Vlan  Port-State     Cost   Priority  Fast-Start  Group-method
--------- ----  -------------  -----  --------  ----------  ------------
 1/2      1     blocking          19        32   disabled
 1/2      10    blocking          19        32   disabled
 1/2      20    blocking          19        32   disabled
 1/2      30    blocking          19        32   disabled
 1/2      40    forwarding        19         1   disabled
 1/2      50    forwarding        19         1   disabled
 1/2      60    forwarding        19         1   disabled
 1/2      1003  not-connected     19        32   disabled
 1/2      1005  not-connected     19         4   disabled
Switch_1> (enable)


$ 5-4 �t�z VLAN �Ä�å�Ñ�Ÿ�¿�«�w
Û�Y
ü�„�›
ƒ���`�h�K�q�w�É�¿�Ä�ë�”�«�›�Ô�`�‡�b�{


$ 5-4 VLAN �Ä�å�Ñ�Ÿ�¿�«
Û�Y
ü�„
ƒ���™�w���»�Ä�å�ï�«
ƒ��

16
74

9

 1  2

 1
VLAN 10 20 30  VLAN  1

VLAN 40 50 60  VLAN  32

 2
VLAN 10 20 30  VLAN  32

VLAN 40 50 60  VLAN  1

1/1
1/2

1/1
1/2
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$ 5-4 �w
ƒ���p�x�z�É�¿�Ä�ë�”�«�w
Y	×�T�‡�Ì�t�x�z�†�M�w�Ä�å�ï�«�U�–�;�^�•�‡�b�{�‡�h�z�°�M
�w�Ä�å�ï�«  �æ�ï�«�p	Ë�•�U
C
\�b�”�q�z���M�w�Ä�å�ï�«  �æ�ï�«�U�E�8�8
ù�Í�µ�q�s�“�z	Ë�•�æ�ï
�«�p
ù�’�•�o�M�h�Ä�å�Ñ�Ÿ�¿�«�›�¾�V	!�Z�‡�b�{


$ 5-4 �w�Ä�å�ï�«  1 �p�É�¿�Ä�ë�”�«	Ë�•�U
C
\�b�”�q�z �Í�w�«�t�Ô�b�‘�O�t�z STP �w�6�¯�ï�Ì�”�´�£
�ï�µ�t�‘�“�z�b�‚�o�w  VLAN �T�’
C
\�`�h�Ä�å�Ñ�Ÿ�¿�«�U�Ä�å�ï�«  2 �›�–�;�`�o�8
ù�^�•�‡�b�{

Switch_1> (enable) 04/21/1998,03:15:40:DISL-5:Port 1/1 has become non-trunk

Switch_1> (enable) show spantree 1/1
Port      Vlan  Port-State     Cost   Priority  Fast-Start  Group-method
--------- ----  -------------  -----  --------  ----------  ------------
 1/1      1     not-connected     19        32   disabled
Switch_1> (enable) show spantree 1/2
Port      Vlan  Port-State     Cost   Priority  Fast-Start  Group-method
--------- ----  -------------  -----  --------  ----------  ------------
 1/2      1     learning          19        32   disabled
 1/2      10    learning          19        32   disabled
 1/2      20    learning          19        32   disabled
 1/2      30    learning          19        32   disabled
 1/2      40    forwarding        19         1   disabled
 1/2      50    forwarding        19         1   disabled
 1/2      60    forwarding        19         1   disabled
 1/2      1003  not-connected     19        32   disabled
 1/2      1005  not-connected     19         4   disabled
Switch_1> (enable) show spantree 1/2
Port      Vlan  Port-State     Cost   Priority  Fast-Start  Group-method
--------- ----  -------------  -----  --------  ----------  ------------
 1/2      1     forwarding        19        32   disabled
 1/2      10    forwarding        19        32   disabled
 1/2      20    forwarding        19        32   disabled
 1/2      30    forwarding        19        32   disabled
 1/2      40    forwarding        19         1   disabled
 1/2      50    forwarding        19         1   disabled
 1/2      60    forwarding        19         1   disabled
 1/2      1003  not-connected     19        32   disabled
 1/2      1005  not-connected     19         4   disabled
Switch_1> (enable)
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6

EtherChannel �w
ƒ��

�\�w	·�p�x�z CLI�¢�¯�Ú�ï�Å�å� �ï  � �ï�»�”�Ñ�£� �µ�£�›�–�;�`�o  Catalyst 6500 �³�æ�”�¶  �µ� �¿�½
	Í�p  EtherChannel �›
ƒ���b�”	�	q�t�m�M�o
†�Ì�`�‡�b�{�\�w	·�p
†�Ì�b�”
ƒ��	�	q�x�z� �”�±�É�¿
�Ä�z�Ñ�•�µ�Ä  � �”�±�É�¿�Ä�z�ª�¨�Ï�¿�Ä  � �”�±�É�¿�Ä�z�S�‘�|  10 �ª�¨�Ï�¿�Ä  � �”�±�É�¿�Ä  �µ� �¿
�½�ï�¬  �Þ�´�á�”�ç�w���t�z�µ�”�Í�Ì� �²  �¤�ï�´�ï	Í�w�ž�¿�Ó�æ�ï�«  �Ù�”�Ä�t�‹�p�o�x�‡�“�‡�b�{

�¢�«�£ �\�w	·�p�–�;�`�o�M�”�¯�Ú�ï�Å�w�ì
¶�s�Ï���S�‘�|�–�;�M�O�w	Ä�I�t�m�M�o�x�z �° Catalyst 6500
Series Switch Command Reference�±�›�€	°�`�o�X�i�^�M�{

�\�w	·�p
†�Ì�b�”�º�0�x�z�Í�w�q�S�“�p�b�{

• EtherChannel �w�;�ó�“�A�¢ p.6-2�£

• EtherChannel �Ñ�è�”�Ü
�
Í�w�;�ó�“�A�¢ p.6-3�£

• PAgP �S�‘�|  LACP�¢ p.6-3�£

• EtherChannel 
ƒ���Ì�w�«�™�Ä�ò�¢ p.6-4�£

• PAgP �w�;�ó�“�A�¢ p.6-7�£

• PAgP �›�–�;�`�h  EtherChannel �w
ƒ���¢ p.6-9�£

• LACP �w�;�ó�“�A�¢ p.6-14�£

• LACP �›�–�;�`�h  EtherChannel �w
ƒ���¢ p.6-16�£

• EtherChannel �§�¢�ï�»�w	«�ˆ�q
î�i�¢ p.6-22�£

�¢�«�£ Release 8.4(1) �Ž�ñ�w�¹�Ñ�Ä�¢�£�ž  �æ�æ�”�µ�p�x�z EtherChannel �º�w�Ù�”�Ä�w  1 �m�U
ƒ���D�ó�s�¤
�å�”  �µ�è�¿�³�á�×�”�ç�Å�›�Ò�Q�h	Ô�ù�t�z EtherChannel �º�w���w�Ù�”�Ä�t�Ä�å�Ñ�Ÿ�¿�«�›�×�ˆ�$�t
�Ñ�£�”�ç�¦�”�Ì�”�b�”�‘�O  EtherChannel �¤�å�”	r�g�›
ƒ���p�V�‡�b�{	Ä�I�t�m�M�o�x�z

�®EtherChannel/�æ�ï�«  �¤�å�”	r�g�w
ƒ���¯ �¢ p.19-24�£ �›�€	°�`�o�X�i�^�M�{

�¢�«�£ �\�\�p�Ô�b�¯�Ú�ï�Å�x�z Catalyst 6500 �³�æ�”�¶  �µ� �¿�½�w�b�‚�o�w� �”�±�É�¿�Ä  �Ù�”�Ä	Í�p�–�;
�p�V�‡�b�{
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EtherChannel �w�;�ó�“�A
EtherChannel �x�z�“�õ
Q�w�K�”
ƒ���U�^�•�h�7�G  8 �Ù�”�Ä�w�3�¬
ï�›	B�ÿ�`�o  1 �Š�w�æ�g�æ�ï�«�t
�`�‡�b�{ Catalyst 6500 �³�æ�”�¶  �µ� �¿�½�x�z�7�G  128 �w EtherChannel �›�±�Ù�”�Ä�`�o�M�‡�b�{�µ�»
�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï	Í�‹���Š�o�z�b�‚�o�w�Þ�´�á�”�ç	Í�w�b�‚�o�w� �”�±�É�¿�Ä  �Ù�”�Ä
�U EtherChannel �›�±�Ù�”�Ä�`�o�M�‡�b�{�\�•�’�w�Ù�”�Ä�x�z�¡
€�b�”�Ù�”�Ä�‡�h�x�‰�a�Þ�´�á�”�ç
	Í�w�Ù�”�Ä�p�s�X�o�‹�T�‡�M�‡�d�œ�{�¤  EtherChannel �w�Ù�”�Ä���S�x�z�b�‚�o�‰�a�p�s�Z�•�y�s�“
�‡�d�œ�{

�¢�«�£ Release 6.3(1) �Ž�ñ�w�¹�Ñ�Ä�¢�£�ž  �æ�æ�”�µ�p�x�z�µ�Í�Ç�ï�¬�À�æ�”�;�ó�t�‘�”�Ù�”�Ä  ID 	r�g�w�h
�Š�z�±�Ù�”�Ä�^�•�”  EtherChannel �w�7�G
:�x�z 6 �µ�é�¿�Ä�‡�h�x  9 �µ�é�¿�Ä  �³�ß�”�³�w	Ô�ù�x  126�z
13 �µ�é�¿�Ä  �³�ß�”�³�w	Ô�ù�x  63 �p�b�{

�¢�«�£ Catalyst 6500 �³�æ�”�¶  �µ� �¿�½�t
€���b�”�É�¿�Ä�ë�”�«
÷�”�t�‘�l�o�z 1 �m�w EtherChannel �t�Ì�ï
�Å�ç�p�V�”�Ù�”�Ä
:�U
M�v�^�•�”	Ô�ù�U�K�“�‡�b�{

EtherChannel �º�w�æ�ï�«�p	Ë�•�U
C
\�b�”�q�z	Ë�•�æ�ï�«	Í�p�f�•�‡�p�;
ù�^�•�o�M�h�Ä�å�Ñ�Ÿ�¿
�«�U  EtherChannel �º�w���w�æ�ï�«�t
~�“�8�Q�’�•�‡�b�{�½�ß�É�ç�w  1 �m�w�æ�ï�«�t�£	ô�`�h�Ò�é�”
�Å�©�ß�µ�Ä�S�‘�|�Ú�ç�½�©�ß�µ�Ä  �Í�­�¿�Ä�x�z EtherChannel �w���w�æ�ï�«�t�í�^�•�”�\�q�x�K�“�‡
�d�œ�{

EtherChannel �x�z �Ä�å�ï�«�q�`�o
ƒ���p�V�‡�b�{ �½�ß�É�ç�w��
R�™�t�z �½�ß�É�ç�º�w�M�c�•�T�w�Ù�”
�Ä�›�Ä�å�ï�«�q�`�o
ƒ���b�”�q�z�½�ß�É�ç�º�w�b�‚�o�w�Ù�”�Ä�t�f�w
ƒ���U�&�;�^�•�‡�b�{�‰�a
ƒ
���w�Ä�å�ï�«  �Ù�”�Ä�x�z 1 �m�w EtherChannel �q�`�o
ƒ���p�V�‡�b�{
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EtherChannel �Ñ�è�”�Ü
�
Í�w�;�ó�“�A
EtherChannel �x�z�Ñ�è�”�Ü�º�w�ž�Å�è�µ�T�’�Ï
R�^�•�”�Ì� �Æ�æ  �Í�»�”�ï�w�°
æ
ü�›�z�½�ß�É�ç�w
1 �m�w�æ�ï�«�›
¬�R�b�”
:�‹�t�!�õ�b�”�\�q�t�‘�l�o�z�½�ß�É�ç�w�¤�æ�ï�«�t�Ñ�è�”�Ü�›
�
Í�`�‡
�b�{

EtherChannel �Ñ�è�”�Ü�x�z�³�µ�¯� �×�w�Ë�¿�³�á  �ž�ç�°�æ�¶�Ü�t�,�n�M�o
�
Í�^�•�‡�b�{�\�w�ž�ç
�°�æ�¶�Ü�x�¬�����p�K�“�z�ž�Å�è�µ�q�·�¿�³�ã�ï	Ø�C�U�‰�a�p�K�•�y�z	×�t�‰�a�½�ß�É�ç  �Ù�”�Ä�t
�Ë�¿�³�á�^�•�‡�b�{�`�h�U�l�o�z�Í�­�¿�Ä
�	ô�U�Á�Ÿ	‚�t�s�”�\�q�x�K�“�‡�d�œ�{

�ž�Å�è�µ�x�z set port channel all distribution �¯�Ú�ï�Å�w  ip�z mac�z session�z�S�‘�|  ip-vlan-session �¦
�Ó�³�ã�ï�t�‘�l�o�>���^�•�h�Ù�æ�³�”�t�,�n�V�z
ù	ô�i�z�|
Œ�z 2 �m�w IP �ž�Å�è�µ�w�¯�ï�Ï�É�”
�³�ã�ï�z 2 �m�w MAC�¢�Ý�Ã�Ÿ�ž  �ž�«�·�µ
M�š�£�ž�Å�è�µ�w�¯�ï�Ï�É�”�³�ã�ï�z�‡�h�x  2 �m�w TCP
�‡�h�x  UDP �Ù�”�Ä
j�ø�t�b�”�\�q�U�p�V�‡�b�{	Ä�I�t�m�M�o�x�z �®EtherChannel �é�”�Å�Ì�å�ï�³�ï
�¬�w
ƒ���¯ �¢ p.6-12�£ �›�€	°�`�o�X�i�^�M�{

�¢�«�£ set port channel all distribution session �¯�Ú�ï�Å�›�–�;�p�V�”�w�x�z Supervisor Engine 2�z Supervisor
Engine 720�z�S�‘�|  Supervisor Engine 32 �t�v�’�•�‡�b�{ set port channel all distribution ip-vlan-session
�¯�Ú�ï�Å�›�–�;�p�V�”�w�x�z Supervisor Engine 720 �q  Supervisor Engine 32 �t�v�’�•�‡�b�{

�b�‚�o�w�µ�”�Í�Ì� �²  �¤�ï�´�ï	Í�p  EtherChannel �Ñ�è�”�Ü
�
Í�›
ƒ���p�V�”�˜�Z�p�x�K�“�‡�d�œ�{
�]�–�;�w�µ� �¿�½�p  EtherChannel �t�‘�”�Ñ�è�”�Ü
�
Í�U
ƒ���D�ó�T�r�O�T�›�Ð�‚�”�t�x�z�µ�”�Í�Ì
� �²  �¤�ï�´�ï	Í�p  show module �¯�Ú�ï�Å�›�Ö�—�`�‡�b�{ �\�w�¯�Ú�ï�Å�p  [Sub-Type] �U [L2 Switching
Engine I WS-F6020] �q
¯�Ô�^�•�h	Ô�ù�z�f�w  Catalyst 6500 �³�æ�”�¶  �µ� �¿�½�p�x  EtherChannel �Ñ
�è�”�Ü
�
Í�›
ƒ���p�V�‡�d�œ�{�µ� �¿�½�x
ù	ô�i�q�|
Œ�w  MAC �ž�Å�è�µ�›�–�;�`�‡�b�{

�f�•�Ž�Ž�w�µ� �¿�½�ï�¬  �¤�ï�´�ï�p�x�z EtherChannel �Ñ�è�”�Ü
�
Í�›
ƒ���p�V�‡�b�{�Ã�Ñ�¥�ç�Ä�p
�x�z
ù	ô�i�q�|
Œ�w  IP �ž�Å�è�µ�›�–�;�`�‡�b�{

PAgP �S�‘�|  LACP
Port Aggregation Protocol�¢ PAgP�£�q  Link Aggregation Control Protocol�¢ LACP�£�x�z 2 �m�w�Ÿ�s�”�Ó
�é�Ä�¯�ç�p�b�U�z�M�c�•�‹�z�¡
€�µ� �¿�½�q�w�¼� �Æ�Û�¿�«  �É�°�³�¤�”�³�ã�ï�t�‘�l�o�z�‰�a�›
Q
�›�Ë�m�Ù�”�Ä�›  1 �m�w�½�ß�É�ç�t�‡�q�Š�”�\�q�U�p�V�‡�b�{ PAgP �x�³�µ�¯� �×�w�Ó�é�Ä�¯�ç�p�K
�“�z�\�w�Ó�é�Ä�¯�ç�›�–�;�p�V�”�w�x�³�µ�¯
a�µ� �¿�½�S�‘�|�³�µ�¯�w�å� �·�ï�µ�t�,�n�M�o�Õ�ï
�¼�”�U
b
��`�o�M�”�µ� �¿�½�i�Z�p�b�{ LACP �x  IEEE 802.3ad �p���[�^�•�o�M�”�Ó�é�Ä�¯�ç�p�K�“�z
�³�µ�¯
a�µ� �¿�½�x  LACP �›�–�;�`�o  802.3ad �“�7�&�ù
÷�”�q�w� �”�±�É�¿�Ä  �½�ß�É�æ�ï�¬�›���g
�`�‡�b�{

�¢�«�£ PAgP �S�‘�|  LACP �w EtherChannel �Ù�”�Ä�p�x�z MAC �ž�Å�è�µ�è�Œ�w
ƒ���x�Á�¹�^�•�‡�b�{

PAgP �w�–�;�t�m�M�o�x�z �®PAgP �w�;�ó�“�A�¯ �¢ p.6-7�£ �›�€	°�`�o�X�i�^�M�{ LACP �w�–�;�t�m�M�o
�x�z�®LACP �w�;�ó�“�A�¯ �¢ p.6-14�£ �›�€	°�`�o�X�i�^�M�{
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EtherChannel 
ƒ���Ì�w�«�™�Ä�ò
EtherChannel �›
Y�`�X
ƒ���`�s�M�q�z�É�¿�Ä�ë�”�«  �ç�”�Ó�•���w�ð�J�›�s
†�b�”�h�Š�t�z
EtherChannel �Ù�”�Ä�U�×�ˆ�$�t�Ã�Ÿ�·�”�Ò�ç�t�s�”�\�q�U�K�“�‡�b�{

�¢�«�£ �›�t�Ì�G�^�•�o�M�s�M�T�W�“�z�\�w�«�™�Ä�ò�x  PAgP �q  LACP �w�†�M�t�p�o�x�‡�“�‡�b�{

�\�\�p�x�z EtherChannel 
ƒ���Ì�w�«�™�Ä�ò�t�m�M�o
†�Ì�`�‡�b�{

• �Ù�”�Ä
ƒ���Ì�w�«�™�Ä�ò�¢ p.6-4�£

• VLAN �S�‘�|�Ä�å�ï�«
ƒ���Ì�w�«�™�Ä�ò�¢ p.6-5�£

• ���w�;�ó�q�w
ì�“�^�;�t���b�”�«�™�Ä�ò�¢ p.6-5�£

�Ù�”�Ä
ƒ���Ì�w�«�™�Ä�ò

�\�\�p�x�z�Ù�”�Ä
ƒ���Ì�w�«�™�Ä�ò�t�m�M�o
†�Ì�`�‡�b�{

• EtherChannel �]�q�t�“�õ
Q�w�K�”
ƒ���U�^�•�h�Ù�”�Ä�›�7�G  8 �m�‡�p�Â�“�p�o�”�\�q�U�p�V�‡
�b�{�\�•�’�w�Ù�”�Ä�x�¡
€�`�o�M�s�X�o�‹�T�‡�M�‡�d�œ�{�‡�h�z�‰�°�Þ�´�á�”�ç	Í�t�s�X�o�‹
�T�‡�M�‡�d�œ�{

�¢�«�£ �Ÿ�s�”�Þ�´�á�”�ç�w�Ù�”�Ä�p  EtherChannel �›
ƒ���b�”	Ô�ù�x�z set port channel port_list
admin_group �¯�Ú�ï�Å�›�–�;�`�o�z�\�•�’�w�Ù�”�Ä�›�‰�a���g�¬�ç�”�Ó�t�Ö�•�”
ž�A�U
�K�“�‡�b�{

• EtherChannel �w�b�‚�o�w�Ù�”�Ä�t�z �‰�a�Ó�é�Ä�¯�ç�›�–�;�b�”
ž�A�U�K�“�‡�b�{ 1 �m�w�Þ�´�á�”
�ç	Í�p  2 	��¨�w�Ó�é�Ä�¯�ç�›�–�;�b�”�\�q�x�p�V�‡�d�œ�{

• PAgP �q  LACP ���t�“�õ
Q�x�K�“�‡�d�œ�{�`�h�U�l�o�z�½�ß�É�ç�w�†�z�p�‰�a�Ó�é�Ä�¯�ç�›�–
�;�b�”
ž�A�U�K�“�‡�b�{

�¢�«�£ on �Þ�”�Å�p�x�z�µ� �¿�½�w�°�M�t  PAgP�z
S�0���t  LACP �›	��ˆ�p
ƒ���p�V�‡�b�{

• �Ó�é�Ä�¯�ç�x�M�m�p�‹�!�Ë�p�V�‡�b�U�z�!�Ë�b�”�q�z�7���w�b�‚�o�w  EtherChannel �U	ý�`�M�Ó
�é�Ä�¯�ç�w�Ã�Ñ�¥�ç�Ä�w�½�ß�É�ç  �Þ�”�Å�t�æ�·�¿�Ä�^�•�‡�b�{

• EtherChannel �º�w�b�‚�o�w�Ù�”�Ä�›�z�‰�a���S�S�‘�|�‰�a�Ã�á�Ó�è�¿�«�µ  �Þ�”�Å�¢
¶�Ë	O�x
LACP �Þ�”�Å�w�ˆ�£�p�ˆ�^�b�”�‘�O�t
ƒ���`�o�X�i�^�M�{

• EtherChannel �º�w�b�‚�o�w�Ù�”�Ä�›� �É�”�Ò�ç�t�`�o�X�i�^�M�{ EtherChannel �º�w�Ù�”�Ä�U�Ã�Ÿ
�·�”�Ò�ç�t�s�l�o�M�”�q�z�æ�ï�«	Ë�•�q�ˆ�s�^�•�z�f�w�Ù�”�Ä�w�Ä�å�Ñ�Ÿ�¿�«�U  EtherChannel
�º�w�’�“�w�Ù�”�Ä�w�M�c�•�T�t�8
ù�^�•�‡�b�{

• 1 �m�w�Ù�”�Ä�U�‰�Ì�t
ó
:�w�½�ß�É�ç�t���b�\�q�x�p�V�‡�d�œ�{

• �Ù�”�Ä  �Í�µ  �¯�µ�Ä�¢ set spantree portcost �¯�Ú�ï�Å�p
ƒ���£�U�Ÿ�s�”
ó
:�w�Ù�”�Ä�x�z���w	Ú
�E�U�Ã	l�s�X
ƒ���^�•�o�M�”�T�W�“�z EtherChannel �›��
R�p�V�‡�b�{�Ÿ�s�”�Ù�”�Ä  �Í�µ  �¯�µ�Ä
�›
ƒ���b�”�\�q�×�.�x�z EtherChannel �w��
R�t�è�¹�x�K�“�‡�d�œ�{

• PAgP �q  LACP �x�f�•�g�•�x���t�½�ß�É�ç�›���g�`�‡�b�{ �½�ß�É�ç�w�b�‚�o�w�Ù�”�Ä�U�Ã�Ÿ�·�”
�Ò�ç�t�s�”�q�z PAgP �U�f�w�½�ß�É�ç�›�º
æ�½�ß�É�ç  �æ�µ�Ä�T�’�_	†�b�”�w�p�z show �¯�Ú�ï�Å
�›�î�æ�`�o�‹�½�ß�É�ç�x
¯�Ô�^�•�‡�d�œ�{ LACP �w	Ô�ù�z�½�ß�É�ç�w�b�‚�o�w�Ù�”�Ä�U�Ã�Ÿ�·�”



�H 6 	·       EtherChannel �w
ƒ��
EtherChannel 
ƒ���Ì�w�«�™�Ä�ò

6-5
Catalyst 6500 �³�æ�”�¶  �µ� �¿�½  �¹�Ñ�Ä�¢�£�ž  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �¨� �Å

OL-7193-01-J

�Ò�ç�t�s�l�o�‹�z�½�ß�É�ç�›�_	†�`�s�M�w�p�z show �¯�Ú�ï�Å�›�î�æ�b�”�q�z�b�‚�o�w	t���Ù�”
�Ä�U���­�`�o�M�o�‹�z�½�ß�É�ç�x�¾�V���V
¯�Ô�^�•�‡�b�{�½�ß�É�ç�U  LACP �›�–�;�`�o�Ä�å
�Ñ�Ÿ�¿�«�›�Æ
C�t
ù	!	ô�`�o�M�”�T�r�O�T�›�Ð�‚�”�t�x�z show port �¯�Ú�ï�Å�›�Ö�—�`�o�z�æ
�ï�«�U�ž�¿�Ó�T�f�•�q�‹�¼�¢�ï�T�›�Ð�‚�‡�b�{

• LACP �x
R�Ë	O�æ�ï�«�›�±�Ù�”�Ä�`�o�M�‡�d�œ�{ �Ù�”�Ä�U�ž�«�Â�Ÿ�Ò�‡�h�x�Í�¿�³�Ò  �Þ�”�Å�p�z

R�Ë	O�t�s�”�q�z�Ù�”�Ä�x���­�`�‡�b�¢�^�’�t  Syslog �Ý�¿�·�”�´�U
\
R�^�•�‡�b�£ �{�\�w�‘�O
�s�Ù�”�Ä�x�z show port �¯�Ú�ï�Å�p�x  [connected]�zshow spantree �¯�Ú�ï�Å�p�x  [not connected] �q
�`�o
¯�Ô�^�•�‡�b�{�\�w�Ã	l�x�z�Ù�”�Ä�U
ú�g�$�t
€���^�•�o�M�o�‹�z�µ�Í�Ç�ï�¬�À�æ�”�t�C
�Ö�`�o�M�s�M�h�Š�t
\�a�‡�b�{�Ù�”�Ä�›�µ�Í�Ç�ï�¬�À�æ�”�t�C�Ö�^�d�”�t�x�z�Ã�á�Ó�è�¿�«�µ
�›
¶�Ë	O�t
ƒ���b�”�T�z�‡�h�x�½�ß�É�ç  �Þ�”�Å�›�f�w�Ù�”�Ä�p�x�¦�Ñ�t
ƒ���`�‡�b�{

Release 7.3(1) �Ž�ñ�w�¹�Ñ�Ä�¢�£�ž  �æ�æ�”�µ�p�x�z
R�Ë	O�æ�ï�«�p�w  LACP �ˆ�^�U�!�˜�“�z�0	Å
�q�s�”�Ù�”�Ä�U���­�b�”�\�q�x�K�“�‡�d�œ�{�Ù�”�Ä�x���­�d�c�z �¢���O�b�”	Ô�ù�£ LACP Protocol
Data Unit�¢ PDU; �Ó�é�Ä�¯�ç  �Ã�”�»  �â�Ç�¿�Ä�£
ù	ô�U�H
M�^�•�‡�b�{�Ù�”�Ä�U�½�ß�É�ç�w�°
æ
�p�K�”	Ô�ù�z�f�w�Ù�”�Ä�x�½�ß�É�ç�T�’
~�“�m�^�•�‡�b�U�z�¾�V���V
‡�½�ß�É�ç  �Ù�”�Ä�q�`�o
�;�ó�`�‡�b�{�\�w	Ô�ù�z Syslog �Ý�¿�·�”�´�U
\
R�^�•�‡�b�{�æ�ï�«�w
ƒ���U
¶�Ë	O�t�í�•�y�z

ª	j�w  LACP �ˆ�^�x�×�ˆ�$�t� �É�”�Ò�ç�t�í�“�‡�b�{

VLAN �S�‘�|�Ä�å�ï�«
ƒ���Ì�w�«�™�Ä�ò

�\�\�p�x�z VLAN �¢�>
Ý  LAN�£�S�‘�|�Ä�å�ï�«���È
ƒ���Ì�w�«�™�Ä�ò�t�m�M�o
†�Ì�`�‡�b�{

• EtherChannel �º�w�b�‚�o�w�Ù�”�Ä�›�‰�°  VLAN �t�Â�“�p�o�”�T�z �Ä�å�ï�«  �Ù�”�Ä�q�`�o
ƒ���`
�o�X�i�^�M�{

• EtherChannel �›�Ä�å�ï�«�q�`�o
ƒ���b�”	Ô�ù�x�z�f�w  EtherChannel �w�b�‚�o�w�Ù�”�Ä�t�‰�a�Ä
�å�ï�«  �Þ�”�Å�›
ƒ���`�o�X�i�^�M�{ EtherChannel �º�w�Ù�”�Ä�›�f�•�g�•�Ÿ�s�”�Ä�å�ï�«  �Þ�”�Å
�t
ƒ���b�”�q�z�'
Ý�Ž�w�A�L�U
\�a�”�D�ó
Q�U�K�“�‡�b�{

• EtherChannel �x�z 1 �m�w�Ä�å�ï�©�ï�¬  EtherChannel �w�b�‚�o�w�Ù�”�Ä�p�‰�a�•�0
c�“�w  VLAN
�›�±�Ù�”�Ä�`�o�M�‡�b�{ VLAN �w�•�0
c�“�U�Ù�”�Ä  �æ�µ�Ä�p�ž�è�`�o�M�s�M	Ô�ù�z set port
channel �¯�Ú�ï�Å�p  auto �‡�h�x  desirable �Þ�”�Å�›
ƒ���`�o�‹�z�f�•�’�w�Ù�”�Ä�x  EtherChannel
�›��
R�`�‡�d�œ�{

• EtherChannel �º�w�Ù�”�Ä�x�z�¼� �Æ�Û�¿�«  VLAN �Ù�”�Ä�q�`�o
ƒ���`�s�M�p�X�i�^�M�{
ƒ���`
�h	Ô�ù�z�µ� �¿�½�w�Í�Ñ�¥�”�Ú�ï�µ�t�q�è�¹�U	Z�”�D�ó
Q�U�K�“�‡�b�{

• �Ÿ�s�”  VLAN �¯�µ�Ä�U
ƒ���^�•�o�M�”�Ù�”�Ä�p�½�ß�É�ç�›��
R�b�”�\�q�x�p�V�‡�d�œ�{

���w�;�ó�q�w
ì�“�^�;�t���b�”�«�™�Ä�ò

�\�\�p�x�z EtherChannel �q���w�;�ó�q�w
ì�“�^�;�t���b�”�«�™�Ä�ò�t�m�M�o
†�Ì�`�‡�b�{

• GARP VLAN Registration Protocol�¢ GVRP�£�zGARP Multicast Registration Protocol�¢ GMRP�£�z�S�‘
�|  Quality of Service�¢ QoS; �±�”�Ï�µ
¼�í�£�w
ƒ���U�Ÿ�s�”�Ù�”�Ä�p�x�z EtherChannel �x��
R�^
�•�‡�d�œ�{

• �Ù�”�Ä  �·�©�á�æ�Â�Ÿ�›� �É�”�Ò�ç�t�`�o�M�”	Ô�ù�z EtherChannel �x��
R�^�•�‡�d�œ�{�‡�h�z
EtherChannel �º�w�Ù�”�Ä�t�0�`�o�Ù�”�Ä  �·�©�á�æ�Â�Ÿ�›� �É�”�Ò�ç�t�b�”�\�q�x�p�V�‡�d�œ�{

• �M�c�•�T�w�Ù�”�Ä�U  Switched Port Analyzer�¢ SPAN; �µ� �¿�½�Å  �Ù�”�Ä  �ž�Æ�å� �²�£�|
Œ�Ù�”�Ä
�p�K�”	Ô�ù�z EtherChannel �x��
R�^�•�‡�d�œ�{

• �Ó�é�Ä�¯�ç  �Ñ�Ÿ�ç�»�æ�ï�¬�w
ƒ���U�Ù�”�Ä���p�Ÿ�s�l�o�M�”	Ô�ù�z EtherChannel �x��
R�^�•�‡
�d�œ�{

• Cisco Discovery Protocol�¢ CDP�£�x�z�Ù�”�Ä�U�½�ß�É�ç�t�å�C�^�•�h�K�q�p�‹�z
ú�g�Ù�”�Ä	Í�p
�ˆ�^�`�‡�b�{

• VLAN Trunking Protocol�¢ VTP; VLAN �Ä�å�ï�©�ï�¬  �Ó�é�Ä�¯�ç�£ �S�‘�|  Dual Ring Protocol�¢ DRiP�£
�x�z�½�ß�É�ç	Í�p�ˆ�^�`�‡�b�{
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• �µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�•�w�ô���µ� �¿�½�¦�”�Ì�”�Ì�t�z�½�ß�É�ç�›��
R�`�o�M�”
�b�‚�o�w�Ù�”�Ä�p�½�ß�É�æ�ï�¬�w
ƒ���S�‘�|�µ�Â�”�Ä�U	«�ˆ�^�•�z�æ�ï�«�U�°�Ì�$�t
~�…�^�•
�”�w�p�z
ì	��Ù�”�Ä�U�æ�·�¿�Ä�^�•�‡�b�{�b�‚�o�w�Ù�”�Ä�U
‡�½�ß�É�æ�ï�¬  �µ�Â�”�Ä�t�æ�·�¿
�Ä�^�•�‡�b�{

• dot1q �Ù�”�Ä  �»� �Ó�w�Ÿ�s�”�Ù�”�Ä�p�½�ß�É�ç�›��
R�b�”�\�q�x�p�V�‡�d�œ�{

• �´�ß�ï�Ø  �Ñ�è�”�Ü�w
ƒ���U�Ÿ�s�”�Ù�”�Ä�p�½�ß�É�ç�›��
R�b�”�\�q�x�p�V�‡�d�œ�{

• �¼� �Æ�Û�¿�«
ƒ���U�Ÿ�s�”�Ù�”�Ä�p�½�ß�É�ç�›��
R�b�”�\�q�x�p�V�‡�d�œ�{

• �µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�•�w�Ë� �ž�Õ� �å�Ï�æ�Â�Ÿ
~�“�8�Q�Ì�t�x�z�½�ß�É�ç�›��

R�`�o�M�”�b�‚�o�w�Ù�”�Ä�U�ˆ�^�D�ó�s	Ý�6�w�‡�‡�p�b�{�Ù�”�Ä�U�æ�·�¿�Ä�^�•�”�w�x�z�µ
� �¿�½  �¦�”�Ì�”�Ì�t� �Õ�ï�Ä�w�=�X�U
\�a�h	Ô�ù�i�Z�p�b�{

�¢�«�£ Release 6.3(1) �Ž�ñ�w�¹�Ñ�Ä�¢�£�ž  �æ�æ�”�µ�p�x�z PAgP �U
ƒ���^�•�h  EtherChannel �x�z 1 �Ù�”�Ä�`
�T�s�X�o�‹�¡�Ë�^�•�‡�b�¢�\�•�x  LACP �U
ƒ���^�•�h  EtherChannel �t�x�p�o�x�‡�“�‡�d�œ�£�{
Releases 6.3(1) �‘�“
²�w�¹�Ñ�Ä�¢�£�ž  �æ�æ�”�µ�p�x�z�µ�Í�Ç�ï�¬�À�æ�”�T�’  1 �Ù�”�Ä  �½�ß�É�ç�›�_
	†�`�o�x���w�Ù�”�Ä�q�`�o�µ�Í�Ç�ï�¬�À�æ�”�t�å�C�b�”�q�Ä�å�Ñ�Ÿ�¿�«�U�¤�…�^�•�o�M�‡�`�h�{

�¢�«�£ Rerease 6.3(1) �Ž�ñ�w�¹�Ñ�Ä�¢�£�ž  �æ�æ�”�µ�p�x�z�µ�Í�Ç�ï�¬�À�æ�”�;�ó�t�‘�”�Ù�”�Ä  ID 	r�g�w�h
�Š�z EtherChannel �w�7�G
:�x�z 6 �µ�é�¿�Ä�‡�h�x  9 �µ�é�¿�Ä  �³�ß�”�³�w	Ô�ù�x  126�z 13 �µ�é�¿�Ä
�³�ß�”�³�w	Ô�ù�x  63 �p�b�{
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PAgP �w�;�ó�“�A

�¢�«�£ PAgP �›�–�;�`�o  EtherChannel �›
ƒ���b�”	Ô�ù�x�z�Ž�<�w	Ø�C�›�€�ß�t�`�o�X�i�^�M�{ LACP �›�–
�;�b�”	Ô�ù�x�z �®LACP �w�;�ó�“�A�¯ �¢ p.6-14�£ �›�€	°�`�o�X�i�^�M�{

�\�\�p�x�z PAgP �t�m�M�o
†�Ì�`�‡�b�{

• PAgP �Þ�”�Å�¢ p.6-7�£

• PAgP ���g�¬�ç�”�Ó�¢ p.6-8�£

• PAgP EtherChannel ID�¢ p.6-8�£

PAgP �Þ�”�Å

PAgP �›�–�;�b�”�q�z� �”�±�É�¿�Ä  �Ù�”�Ä���p�Í�­�¿�Ä�›�¦�õ�b�”�\�q�t�‘�l�o�z EtherChannel �›
�×�ˆ�$�t�^
R�p�V�‡�b�{ PAgP �Í�­�¿�Ä�U�¦�õ�^�•�”�w�x�z auto �Þ�”�Å�S�‘�|  desirable �Þ�”�Å�w
�Ù�”�Ä���t�v�’�•�‡�b�{ on �‡�h�x  off �Þ�”�Å�q�`�o
ƒ���^�•�h�Ù�”�Ä�x�z PAgP �Í�­�¿�Ä�›�¦�õ�`
�‡�d�œ�{�\�w�Ó�é�Ä�¯�ç�x�z�Ù�”�Ä  �¬�ç�”�Ó�w�ó�—�›�ˆ�$�t�¶	6�`�z���w�Ù�”�Ä�t�è�Œ�`�‡�b�{
PAgP �x�z
Y�¬� t �° � • � ` �o �M�”  EtherChannel �æ�ï �«� › �Ý� � �b � ” �q�z� \ � • � ’ �w�Ù�” �Ä�›  1 �m�w
EtherChannel �q�`�o�‡�q�Š�‡�b�{�^
R�^�•�h  EtherChannel �x�z�o�°�Ò�æ�¿�´  �Ù�”�Ä�q�`�o�µ�Í�Ç�ï
�¬�À�æ�”�t�å�C�^�•�‡�b�{

EtherChannel �t�x�z�â�”�²
ƒ���D�ó�s�Þ�”�Å�U  4 	��¨�K�“�z on�z off�z auto�z�S�‘�|  desirable �p�b�{
�\�w�O�j  PAgP �w�Þ�”�Å�x�z auto �q  desirable �i�Z�p�b�{ auto �S�‘�|  desirable �w�Þ�”�Å�x�z silent �S
�‘�|  non-silent �w�©�”�ë�”�Å�›�–�;�`�o�!�Ë�p�V�‡�b�{ �Ã�Ñ�¥�ç�Ä�w
ƒ���p�x�z �Ù�”�Ä�x  auto silent
�Þ�”�Å�p�b�{


¯ 6-1 �t�z PAgP �p�–�;�p�V�”  EtherChannel �Þ�”�Å�›�Ô�`�‡�b�{


¯ 6-1 PAgP �p�–�;�p�V�”  EtherChannel �Þ�”�Å

�Þ�”�Å 
†�Ì

on PAgP �›�–�;�d�c�z�Ù�”�Ä�›�§
M�$�t�½�ß�É�ç�=�b�”�Þ�”�Å�{ on �Þ�”�Å�w	Ô�ù�z
�–�;�D�ó�s  EtherChannel �U���O�b�”�w�x�z on �Þ�”�Å�w�Ù�”�Ä  �¬�ç�”�Ó�U���w
on �Þ�”�Å�w�Ù�”�Ä  �¬�ç�”�Ó�t
€���^�•�o�M�”	Ô�ù�i�Z�p�b�{

off �Ù�”�Ä�w�½�ß�É�æ�ï�¬�›�w�­�b�”�Þ�”�Å�{

auto �Ù�”�Ä�›�Í�¿�³�Ò  �É�°�³�¤�”�³�ã�ï  �µ�Â�”�Ä�t�b�”  PAgP �Þ�”�Å�{ �Ù�”�Ä�x	!
	ô�`�h  PAgP �Í�­�¿�Ä�t�x� �t�`�‡�b�U�z PAgP �Í�­�¿�Ä  �É�°�³�¤�”�³�ã�ï�x
�‰�•�`�‡�d�œ�¢�Ã�Ñ�¥�ç�Ä�£ �{

desirable �Ù�”�Ä�›�ž�«�Â�Ÿ�Ò  �É�°�³�¤�”�³�ã�ï  �µ�Â�”�Ä�t�b�”  PAgP �Þ�”�Å�{ �Ù�”�Ä�x
PAgP �Í�­�¿�Ä�›
ù	ô�`�o�z���w�Ù�”�Ä�q�w�É�°�³�¤�”�³�ã�ï�›�‰�•�`�‡�b�{

silent auto �‡�h�x  desirable �Þ�”�Å�q�q�‹�t�–�;�b�”�©�”�ë�”�Å�{ �‹�O�°�M�w
÷�”�T�’
�w�Ä�å�Ñ�Ÿ�¿�«�U�‡�l�h�X�s�M	Ô�ù�t�z Spanning-Tree Protocol�¢ STP; �µ�Í�Ç�ï
�¬�À�æ�”  �Ó�é�Ä�¯�ç�£�t�0�`�o�æ�ï�«	Ë�•�q�`�o�C���^�•�”�w�›�w�Y�h�Š�t�–
�;�`�‡�b�¢�Ã�Ñ�¥�ç�Ä�£ �{

non-silent auto �‡�h�x  desirable �Þ�”�Å�q�q�‹�t�–�;�b�”�©�”�ë�”�Å�{ �‹�O�°�M�w
÷�”�T�’
�w�Ä�å�Ñ�Ÿ�¿�«�U�K�”	Ô�ù�t�–�;�`�‡�b�{
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auto �S�‘�|  desirable �Þ�”�Å�p�x�z �Ù�”�Ä�x
€���Ù�”�Ä�q�É�°�³�¤�”�³�ã�ï�›�æ�O�\�q�t�‘�“�z �Ù�”
�Ä���S�z�Ä�å�ï�©�ï�¬  �µ�Â�”�Ä�z VLAN 
j�ø�s�r�w	Ú�E�t�,�n�M�o�z EtherChannel �›��
R�p�V�”�T
�r�O�T�›
Q���p�V�‡�b�{

�Í�w�‘�O�t�z�Ù�”�Ä���p  PAgP �Þ�”�Å�U�§�l�o�M�o�‹�z
ì�“�t�è	ô�D�ó�s�Þ�”�Å�p�K�”�T�W�“�z
EtherChannel �›��
R�p�V�‡�b�{

• desirable �Þ�”�Å�w�Ù�”�Ä�x�z desirable �‡�h�x  auto �Þ�”�Å�w���w�Ù�”�Ä�q  EtherChannel �›��
R
�p�V�‡�b�{

• auto �Þ�”�Å�w�Ù�”�Ä�x�z desirable �Þ�”�Å�w���w�Ù�”�Ä�q  EtherChannel �›��
R�p�V�‡�b�{

• auto �Þ�”�Å�w�Ù�”�Ä�x�z auto �Þ�”�Å�w���w�Ù�”�Ä�q�x  EtherChannel �›��
R�p�V�‡�d�œ�{�r�j�’
�w�Ù�”�Ä�‹�É�°�³�¤�”�³�ã�ï�›�‰�•�`�s�M�h�Š�p�b�{

EtherChannel �Ñ�è�”�Ü
�
Í�›
ƒ���p�V�”	Ô�ù�z MAC �ž�Å�è�µ�z IP �ž�Å�è�µ�z�S�‘�|�è� �à  4 �Ù�”
�Ä
j�ø�›�–�;�p�V�‡�b�{
ù	ô�i�ž�Å�è�µ�z�|
Œ�ž�Å�è�µ�w�M�c�•�T�°�M�z�‡�h�x
ù	ô�i / �|
Œ�w�†
�M�w�ž�Å�è�µ�q�è� �à  4 �Ù�”�Ä
j�ø�›�¦���p�V�‡�b�{
¬�R�`�h�Þ�”�Å�x�z�µ� �¿�½	Í�p
ƒ���^�•�o
�M�”�b�‚�o�w  EtherChannel �t�&�;�^�•�‡�b�{
ƒ���w�¤�p�7�‹���7
Q�w�K�”�¦�Ó�³�ã�ï�›�–�;�`�o�X
�i�^�M�{�h�q�Q�y�z�½�ß�É�ç	Í�w�Ä�å�Ñ�Ÿ�¿�«�U  1 �m�w MAC �ž�Å�è�µ�i�Z�›�|
Œ�q�b�”	Ô�ù�z
ù
	ô�i�ž�Å�è�µ�z IP �ž�Å�è�µ�z�‡�h�x�è� �à  4 �Ù�”�Ä
j�ø�›�–�;�`�o�Ñ�è�”�Ü
�
Í�›�æ�Q�y�z MAC
�ž�Å�è�µ�›�–�;�b�”	Ô�ù�‘�“�‹�®�p�$�s�Ñ�è�”�Ü
�
Í�U�D�ó�t�s�“�‡�b�{

PAgP ���g�¬�ç�”�Ó

EtherChannel �›
ƒ���b�”�q�z 1 �™ 1024 �w
T
:�p
¯�^�•�”���g�¬�ç�”�Ó�U�^
R�^�•�z EtherChannel �x
�f�w���g�¬�ç�”�Ó�t���b�\�q�t�s�“�‡�b�{���g�¬�ç�”�Ó�w�^
R�Ì�t�z���g�¬�ç�”�Ó
j�ø�›	��ˆ�p�Â
�“�p�o�”�\�q�‹�z�Í�t�b�;�D�ó�s���g�¬�ç�”�Ó
j�ø�›�×�ˆ�$�t�Â�“�p�o�”�\�q�‹�p�V�‡�b�{���g�¬
�ç�”�Ó
j�ø�›�¦���d�c�t�½�ß�É�ç�›��
R�b�”�q�z	ý�`�M���g�¬�ç�”�Ó�t�x�×�ˆ�$�t
j�ø�U�Â�“�p�o
�’�•�‡�b�{ 1 �m�w���g�¬�ç�”�Ó�t�x�z�7�G  8 �Ù�”�Ä�›	t���^�d�”�\�q�U�p�V�‡�b�{

PAgP EtherChannel ID

�f�•�g�•�w  EtherChannel �t�x�z�°�™�w  EtherChannel ID �U�×�ˆ�$�t�Â�“�p�o�’�•�‡�b�{ EtherChannel
ID �›
¯�Ô�b�”�t�x�z show channel group admin_group �¯�Ú�ï�Å�›�–�;�`�‡�b�{
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PAgP �›�–�;�`�h  EtherChannel �w
ƒ��
�\�\�p�x�z PAgP �›�–�;�`�o  EtherChannel �›
ƒ���b�”	�	q�t�m�M�o
†�Ì�`�‡�b�{

• EtherChannel �Ó�é�Ä�¯�ç�w�¦���¢ p.6-9�£

• EtherChannel �w
ƒ���¢ p.6-9�£

• EtherChannel �Ù�”�Ä  �Þ�”�Å�w
ƒ���¢ p.6-10�£

• EtherChannel �Ù�”�Ä  �Í�µ  �¯�µ�Ä�w
ƒ���¢ p.6-10�£

• EtherChannel VLAN �¯�µ�Ä�w
ƒ���¢ p.6-11�£

• EtherChannel �é�”�Å�Ì�å�ï�³�ï�¬�w
ƒ���¢ p.6-12�£

• EtherChannel �Ä�å�Ñ�Ÿ�¿�«�b�;�p�w
¯�Ô�¢ p.6-13�£

• �›���w�ž�Å�è�µ�‡�h�x�è� �à  4 �Ù�”�Ä
j�ø�w
C	ô�Ù�”�Ä�w
¯�Ô�¢ p.6-13�£

• EtherChannel �w�Ã�Ÿ�·�”�Ò�ç�=�¢ p.6-14�£

�¢�«�£ EtherChannel �›
ƒ���b�”
²�t�z �®EtherChannel 
ƒ���Ì�w�«�™�Ä�ò�¯ �¢ p.6-4�£ �›�€	°�`�o�X�i�^�M�{

EtherChannel �Ó�é�Ä�¯�ç�w�¦��

�¢�«�£ �Ã�Ñ�¥�ç�Ä�w�Ó�é�Ä�¯�ç�x  PAgP �p�b�{

�¢�«�£ 1 �m�w�Þ�´�á�”�ç�p�¦���p�V�”�Ó�é�Ä�¯�ç�x�z PAgP �‡�h�x  LACP �w�r�j�’�T  1 �m�i�Z�p�b�{

EtherChannel �Ó�é�Ä�¯�ç�›�¦���b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z�Þ�´�á�”�ç  3 �t  PAgP �Ó�é�Ä�¯�ç�›�¦���b�”�«�›�Ô�`�‡�b�{

Console> (enable) set channelprotocol pagp 3
Channeling protocol set to PAGP for module(s) 3.
Console> (enable)

EtherChannel �w
ƒ��

� �”�±�É�¿�Ä  �Ù�”�Ä�w�¬�ç�”�Ó	Í�p  EtherChannel �›
ƒ���b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À
�›�æ�M�‡�b�{

�^�À �¯�Ú�ï�Å

EtherChannel �Ó�é�Ä�¯�ç�›�¦���`�‡�b�{ set channelprotocol [pagp | lacp] mod

�^�À �¯�Ú�ï�Å

�è�$�q�b�”�Ù�”�Ä	Í�p  EtherChannel �›
ƒ���`�‡
�b�{

set port channel mod/ports...[admin_group]
set port channel mod/ports... mode 
{ on | off | desirable | auto} [ silent | non-silent]
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�Í�t�z	ý�`�M���g�¬�ç�”�Ó�p  7 �Ù�”�Ä�w  EtherChannel �›
ƒ���b�”�«�›�Ô�`�‡�b�{

Console> (enable) set port channel 2/2-8 mode desirable
Ports 2/2-8 left admin_group 1.
Ports 2/2-8 joined admin_group 2.
Console> (enable)

EtherChannel �Ù�”�Ä  �Þ�”�Å�w
ƒ��

�Ù�”�Ä�w  EtherChannel �Þ�”�Å�›
ƒ���b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z�Ù�”�Ä  2/1 �›  auto �Þ�”�Å�t
ƒ���b�”�«�›�Ô�`�‡�b�{

Console> (enable) set port channel 2/1 mode auto
Ports 2/1 channel mode set to auto.
Console> (enable)

EtherChannel �Ù�”�Ä  �Í�µ  �¯�µ�Ä�w
ƒ��

�¢�«�£ �\�w�^�À�t�x�z LACP �q  PAgP �w�†�M�›
ƒ���b�”�¬�é�”�Ì�ç  �¯�Ú�ï�Å�›�–�;�`�‡�b�{

�½�ß�É�ç�w�Í�µ  �¯�µ�Ä�x�z�f�w�½�ß�É�ç�t���b�”�¤�Ù�”�Ä�w�Ù�”�Ä  �¯�µ�Ä�›�Ð
T�b�”�\�q�t�‘�l
�o�î�q�^�•�‡�b�{�¯�µ�Ä�›�¦���`�s�T�l�h	Ô�ù�x�z�½�ß�É�ç�›��
R�`�o�M�”�Ù�”�Ä�w�q�O�w�Ù�”�Ä
�¯�µ�Ä�t�,�n�M�o�Ë	ý�^�•�‡�b�{ 1 �½�ß�É�ç�‡�h�x�b�‚�o�w�½�ß�É�ç�›�¦���`�‡�b�{

EtherChannel �Ù�”�Ä  �Í�µ  �¯�µ�Ä�›
ƒ���b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�¢�«�£ set spantree channelcost �¯�Ú�ï�Å�›�î�æ�`�o�‹�z�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Ñ�•� �ç�t�x
¯�Ô�^�•�‡
�d�œ�{�\�w�¯�Ú�ï�Å�t�‘�“�z�½�ß�É�ç�º�w�¤�Ù�”�Ä�t�m�M�o�z [set spantree portcost] �w�¤�ï�Ä�æ�U�^

R�^�•�‡�b�{ set spantree portcost �¯�Ú�ï�Å�w�–�;�M�O�w	Ä�I�t�m�M�o�x�z �H 8 	· �®�µ�Í�Ç�ï�¬�À�æ�”
�w
ƒ���¯ �w�®PVST+ �Ù�”�Ä  �¯�µ�Ä�w
ƒ���¯ �›�€	°�`�o�X�i�^�M�{

�^�À �¯�Ú�ï�Å

�Ù�”�Ä�w  EtherChannel �Þ�”�Å�›
ƒ���`�‡�b�{ set port channel mod/ports...[admin_group]
set port channel mod/port mode 
{ on | off | desirable| auto} [ silent | non-silent]

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 ���g�¬�ç�”�Ó
j�ø�›�–�;�`�o�z EtherChannel ID
�›
¯�Ô�`�‡�b�{

show channel group admin_group

�‡�h�x

show lacp-channel group admin_key

�µ�Â�¿�Ó 2 EtherChannel ID �›�–�;�`�o�z EtherChannel �Ù�”
�Ä �Í�µ  �¯�µ�Ä�›
ƒ���`�‡�b�{

set spantree channelcost {channel_id| all} cost
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�Í�t�z�½�ß�É�ç  ID 768 �t  EtherChannel �Ù�”�Ä  �Í�µ  �¯�µ�Ä�›
ƒ���b�”�«�›�Ô�`�‡�b�{

Console> (enable) show channel group 20
Admin Port  Status     Channel   Channel
group                  Mode      id
----- ----- ---------- --------- --------
  20  1/1 notconnect on             768
  20 1/2 connected  on             768

Admin Port  Device-ID                       Port-ID                   Platform
group
----- ----- ------------------------------- ------------------------- ----------
  20  1/1  
  20  1/2  066510644(cat26-lnf(NET25))     2/1                       WS-C6009
Console> (enable)

Console> (enable) set spantree channelcost 768 12
Port(s) 1/1,1/2 port path cost are updated to 31.
Channel 768 cost is set to 12.
Warning:channel cost may not be applicable if channel is broken.
Console> (enable)

EtherChannel VLAN �¯�µ�Ä�w
ƒ��

�¢�«�£ �\�w�^�À�t�x�z LACP �q  PAgP �w�†�M�›
ƒ���b�”�¬�é�”�Ì�ç  �¯�Ú�ï�Å�›�–�;�`�‡�b�{

EtherChannel VLAN �¯�µ�Ä�;�ó�x�z�Ä�å�ï�©�ï�¬�t�‘�l�o
ƒ���^�•�h
ó
:�w�½�ß�É�ç�p  VLAN �Ä�å
�Ñ�Ÿ�¿�«�w�é�”�Å�Ì�å�ï�³�ï�¬�›�æ�M�‡�b�{

set spantree channelvlancost �¯�Ú�ï�Å�›�–�;�`�o�z �½�ß�É�ç�º�w�b�‚�o�w  VLAN �t�0�`�o	s�8�µ�Í�Ç
�ï�¬�À�æ�”  �¯�µ�Ä�›
ƒ���`�‡�b�{ set spantree channelvlancost �¯�Ú�ï�Å�x�z�½�ß�É�ç�º�w�°
æ�w
VLAN �t�0�`�o�E�8�¯�µ�Ä�›
ƒ���`�‡�b�¢�½�ß�É�ç�p�Ä�å�ï�©�ï�¬�`�o�M�”�\�q�U
²���p�b�£�{�\
�w�¯�Ú�ï�Å�t�‘�“�z �½�ß�É�ç�]�q�t�7�G  2 �m�w�Ÿ�s�”�µ�Í�Ç�ï�¬�À�æ�”  �¯�µ�Ä�›�Â�“�p�o�”�\�q�U
�p�V�‡�b�{�h�q�Q�y�z�½�ß�É�ç�º�w�°
æ�w  VLAN �x  [vlancost] �›�z�’�“�w  VLAN �x  [cost] �›�Ë�m�\
�q�U�p�V�‡�b�{

set spantree channelvlancost �¯�Ú�ï�Å�x�z �½�ß�É�ç�º�w�¤�Ù�”�Ä�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Ñ�•� �ç
�t  [set spantree portvlancost] �¤�ï�Ä�æ�›�^
R�`�‡�b�{ set spantree channelvlancost �¯�Ú�ï�Å�›�î�æ�`�h
	Ô�ù�z�½�ß�É�ç�º�w	—�s�X�q�‹  1 �m�w�Ù�”�Ä�t�0�`�o  set spantree portvlancost �¯�Ú�ï�Å�›�î�æ�`
�o�z�¤�Ù�”�Ä�t�0� 
Ç�Z�”  VLAN �›�¦���b�”
ž�A�U�K�“�‡�b�{�Í�t�z�¤�¯�Ú�ï�Å�›�Ö�—�`�h	Ô�ù�w
�A�L�›�Ô�`�‡�b�{

Console> (enable) set spantree channelvlancost 856 10 
Port(s) 3/47-48 vlan cost are updated to 16. 
Channel 856 vlancost is set to 10.

�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Ñ�•� �ç�t�x�z�Í�w�¯�Ú�ï�Å�U�å�C�^�•�‡�b�{

• set spantree portvlancost 3/47 cost 16 

• set spantree portvlancost 3/48 cost 16 

�^
R�^�•�h	Í�G�¯�Ú�ï�Å�t�è�$�w  VLAN �›�å�C�b�”�t�x�z�Í�w�¯�Ú�ï�Å�›�Ö�—�`�‡�b�{

Console> (enable) set spantree portvlancost 3/47 cost 16 1-1005 
Port 3/47 VLANs 1025-4094 have path cost 19. 
Port 3/47 VLANs 1-1005 have path cost 16. 
Port 3/48 VLANs 1-1005 have path cost 16. 



�H 6 	·       EtherChannel �w
ƒ��
PAgP �›�–�;�`�h  EtherChannel �w
ƒ��

6-12
Catalyst 6500 �³�æ�”�¶  �µ� �¿�½  �¹�Ñ�Ä�¢�£�ž  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �¨� �Å

OL-7193-01-J

EtherChannel VLAN �¯�µ�Ä�›
ƒ���b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z�½�ß�É�ç  ID 856 �t  EtherChannel VLAN �¯�µ�Ä�›
ƒ���b�”�«�›�Ô�`�‡�b�{

Console> (enable) show channel group 22
Admin Port  Status     Channel   Channel
group                  Mode      id
----- ----- ---------- --------- --------
  22    1/1 notconnect on             856
  22    1/2 connected  on             856

Admin Port  Device-ID                       Port-ID                   Platform
group
----- ----- ------------------------------- ------------------------- ----------
  22    1/1  
  22    1/2  066510644(cat26-lnf(NET25))     2/1                       WS-C6009
Console> (enable)

Console> (enable) set spantree channelvlancost 856 10 
Port(s) 3/47-48 vlan cost are updated to 16. 
Channel 856 vlancost is set to 10.
Console> (enable) set spantree portvlancost 3/47 cost 16 1-1005 
Port 3/47 VLANs 1025-4094 have path cost 19. 
Port 3/47 VLANs 1-1005 have path cost 16. 
Port 3/48 VLANs 1-1005 have path cost 16. 
Console> (enable)

EtherChannel �é�”�Å�Ì�å�ï�³�ï�¬�w
ƒ��

�é�”�Å�Ì�å�ï�³�ï�¬  �Ù�æ�³�”�¢�Ñ�è�”�Ü
�
Í�£�x�z MAC �ž�Å�è�µ�¢�è� �à  2�£�z IP �ž�Å�è�µ�¢�è� 
�à  3�£�z�‡�h�x�Ù�”�Ä
j�ø�¢�è� �à  4�£�t�,�n�M�o
ƒ���p�V�‡�b�{�\�•�’�w�Ù�æ�³�”�x�f�•�g�•�z
mac�z ip�z�S�‘�|  session �©�”�ë�”�Å�t�‘�l�o�ž�«�Â�Ÿ�Ò�t�s�“�‡�b�{�é�”�Å�Ì�å�ï�³�ï�¬�x�z
ù	ô
�i�ž�Å�è�µ�¢ source �©�”�ë�”�Å�£�o� �z�|
Œ�ž�Å�è�µ�¢ destination �©�”�ë�”�Å�£�o� �z�‡�h�x
ù	ô
�i�q�|
Œ�†�M�w�ž�Å�è�µ�¢ both �©�”�ë�”�Å�£�t�,�n�M�o�æ�O�\�q�U�p�V�‡�b�{

�Í�­�¿�Ä�U
¬�R�^�•�h�§�Â�°�æ�t���`�o�M�s�M	Ô�ù�x�z�f�w�Í�t�<�•�w�§�Â�°�æ�q�ˆ�s�^�•�‡�b�{
�Ë�”�Å�¢�£�ž�U
¬�R�^�•�h�Ñ�è�”�Ü
�
Í�M�Ü�›�±�Ù�”�Ä�`�o�M�s�M	Ô�ù�x�z [Feature not supported]
�q�M�O�¤�å�”  �Ý�¿�·�”�´�U
¯�Ô�^�•�‡�b�{

EtherChannel �é�”�Å�Ì�å�ï�³�ï�¬�›
ƒ���b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 ���g�¬�ç�”�Ó
j�ø�›�–�;�`�o�z
EtherChannel ID �›
¯�Ô�`�‡�b�{

show channel group admin_group

�‡�h�x

show lacp-channel group admin_key

�µ�Â�¿�Ó 2 EtherChannel ID �›�–�;�`�o�z EtherChannel
VLAN �¯�µ�Ä�›
ƒ���`�‡�b�{

set spantree channelvlancost channel_id cost

�µ�Â�¿�Ó 3 �¤�Ù�”�Ä�t�è�$�q�b�”  VLAN �w�Ù�”�Ä  �¯
�µ�Ä�›
ƒ���`�‡�b�{

set spantree portvlancost { mod/port}  [cost cost] [vlan_list]

�^�À �¯�Ú�ï�Å

EtherChannel �é�”�Å�Ì�å�ï�³�ï�¬�›
ƒ���`�‡�b�{ set port channel all distribution { ip | mac | session
| ip-vlan-session} [ source | destination | both]
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�¢�«�£ set port channel all distribution session �¯�Ú�ï�Å  �¦�Ó�³�ã�ï�›�–�;�p�V�”�w�x�z Supervisor Engine 2�z
Supervisor Engine 720�z�S�‘�|  Supervisor Engine 32 �t�v�’�•�‡�b�{

�¢�«�£ set port channel all distribution ip-vlan-session �¯�Ú�ï�Å�›�–�;�p�V�”�w�x�z Supervisor Engine 720 �q
Supervisor Engine 32 �t�v�’�•�‡�b�{�\�w�¯�Ú�ï�Å�x�z IP �ž�Å�è�µ�z VLAN �z�S�‘�|�è� �à  4 �Ä�å
�Ñ�Ÿ�¿�«�›�–�;�`�o�Ñ�è�”�Ü
�
Í�M�Ü�›�¦���b�”�M�t�–�;�`�‡�b�{

�Í�t�z EtherChannel �U MAC 
ù	ô�i�ž�Å�è�µ�›�–�;�b�”�‘�O�t
ƒ���b�”�«�›�Ô�`�‡�b�{

Console> (enable) set port channel all distribution mac source
Channel distribution is set to mac source.
Console> (enable)

EtherChannel �Ä�å�Ñ�Ÿ�¿�«�b�;�p�w
¯�Ô

EtherChannel �Ù�”�Ä	Í�p�w�Ä�å�Ñ�Ÿ�¿�«�b�;�p�›
¯�Ô�b�”�t�x�z�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z EtherChannel �Ù�”�Ä	Í�p�w�Ä�å�Ñ�Ÿ�¿�«�b�;�p�›
¯�Ô�b�”�«�›�Ô�`�‡�b�{

Console> (enable) show channel traffic
ChanId Port  Rx-Ucst Tx-Ucst Rx-Mcst Tx-Mcst Rx-Bcst Tx-Bcst
------ ----- ------- ------- ------- ------- ------- -------
   808  2/16   0.00%   0.00%  50.00%  75.75%   0.00%   0.00%
   808  2/17   0.00%   0.00%  50.00%  25.25%   0.00%   0.00%
   816  2/31   0.00%   0.00%  25.25%  50.50%   0.00%   0.00%
   816  2/32   0.00%   0.00%  75.75%  50.50%   0.00%   0.00%
Console> (enable)

�›���w�ž�Å�è�µ�‡�h�x�è� �à  4 �Ù�”�Ä
j�ø�w
C	ô�Ù�”�Ä�w
¯�Ô

EtherChannel �p�›���w�ž�Å�è�µ�‡�h�x�è� �à  4 �Ù�”�Ä
j�ø�t�–�;�^�•�o�M�”
C	ô�Ù�”�Ä�›
¯�Ô�b�”
�t�x�z�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z�›���w
ù	ô�i�S�‘�|�|
Œ  IP �ž�Å�è�µ�t�m�M�o�z
C	ô�Ù�”�Ä�›
¯�Ô�b�”�«�›�Ô�`�‡�b�{

Console> (enable) show channel hash 808 172.20.32.10 172.20.32.66
Selected channel port:2/17
Console> (enable)

�^�À �¯�Ú�ï�Å

�Ä�å�Ñ�Ÿ�¿�«�b�;�p�›
¯�Ô�`�‡�b�{ show channel traffic

�^�À �¯�Ú�ï�Å

�›���w�ž�Å�è�µ�‡�h�x�è� �à  4 �Ù�”�Ä
j�ø�w
C
	ô�Ù�”�Ä�›
¯�Ô�`�‡�b�{

show channel hash channel_id src_ip_addr  vlan  
src_port [dest_ip_addr  vlan  dest_port]

show channel hash channel_id  dest_ip_addr  
vlan  dest_port
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EtherChannel �w�Ã�Ÿ�·�”�Ò�ç�=

EtherChannel �›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z EtherChannel �›�Ã�Ÿ�·�”�Ò�ç�t�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set port channel 2/2-8 mode off
Ports 2/2-8 channel mode set to off.
Console> (enable)

LACP �w�;�ó�“�A

�¢�«�£ LACP �›�–�;�`�o  EtherChannel �›
ƒ���b�”	Ô�ù�x�z�Ž�<�w	Ø�C�›�€�ß�t�`�o�X�i�^�M�{ PAgP �›�–
�;�b�”	Ô�ù�x�z �®PAgP �w�;�ó�“�A�¯ �¢ p.6-7�£ �›�€	°�`�o�X�i�^�M�{

�\�\�p�x�z�Í�w�ò�è�t�m�M�o
†�Ì�`�‡�b�{

• LACP �Þ�”�Å�¢ p.6-14�£

• LACP �Í�å�Ý�”�»�¢ p.6-15�£

LACP �Þ�”�Å

	��ˆ�p�½�ß�É�æ�ï�¬�›�¦�ï�t�b�”�t�x�z�Ù�”�Ä  �½�ß�É�ç  �Þ�”�Å�›  on �t
ƒ���`�‡�b�{�½�ß�É�æ�ï�¬
�›�¦�Ñ�t�b�”�t�x�z�Ù�”�Ä  �½�ß�É�ç  �Þ�”�Å�›  off �t
ƒ���`�‡�b�{

LACP �p�½�ß�É�æ�ï�¬�›	r�g�b�”	Ô�ù�x�z active �S�‘�|  passive �q�M�O�½�ß�É�ç  �Þ�”�Å�›�–�;�`�‡
�b�{ LACP �›�–�;�`�o�×�ˆ  EtherChannel 
ƒ���›�‰�•�b�”�t�x�z �æ�ï�«�w	—�s�X�q�‹�°�z�›  active �Þ�”
�Å�t
ƒ���`�o�½�ß�É�æ�ï�¬�›�‰�•�b�”
ž�A�U�K�“�‡�b�{ passive �Þ�”�Å�w�Ù�”�Ä�x�z�‰�•�t� �t�b�”
�i�Z�p�z LACP �Í�­�¿�Ä�w
ù	ô�›�‰�•�b�”�\�q�x�K�“�‡�d�œ�{


¯ 6-2 �t�z LACP �p�–�;�p�V�”  EtherChannel �Þ�”�Å�›�Ô�`�‡�b�{

�^�À �¯�Ú�ï�Å

EtherChannel �›�Ã�Ÿ�·�”�Ò�ç�t�`�‡�b�{ set port channel mod/port mode off


¯ 6-2 LACP �p�–�;�p�V�”  EtherChannel �Þ�”�Å

�Þ�”�Å 
†�Ì

on LACP �›�–�;�d�c�z �Ù�”�Ä�›�§
M�$�t�½�ß�É�ç�=�b�”�Þ�”�Å�{ on �Þ�”�Å�w	Ô�ù�z
�–�;�D�ó�s  EtherChannel �U���O�b�”�w�x�z on �Þ�”�Å�w�Ù�”�Ä  �¬�ç�”�Ó�U���w
on �Þ�”�Å�w�Ù�”�Ä  �¬�ç�”�Ó�t
€���^�•�o�M�”	Ô�ù�i�Z�p�b�{

off �Ù�”�Ä�w�½�ß�É�æ�ï�¬�›�w�­�b�”�Þ�”�Å�{

passive �Ù�”�Ä�›�Í�¿�³�Ò  �É�°�³�¤�”�³�ã�ï  �µ�Â�”�Ä�t�b�”  LACP �Þ�”�Å�{ �Ù�”�Ä�x	!
	ô�`�h  LACP �Í�­�¿�Ä�t�x� �t�`�‡�b�U�z LACP �Í�­�¿�Ä  �É�°�³�¤�”�³�ã�ï�x
�‰�•�`�‡�d�œ�¢�Ã�Ñ�¥�ç�Ä�£ �{

active �Ù�”�Ä�›�ž�«�Â�Ÿ�Ò  �É�°�³�¤�”�³�ã�ï  �µ�Â�”�Ä�t�b�”  LACP �Þ�”�Å�{ �Ù�”�Ä�x
LACP �Í�­�¿�Ä�›
ù	ô�`�o�z���w�Ù�”�Ä�q�w�É�°�³�¤�”�³�ã�ï�›�‰�•�`�‡�b�{
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LACP �Í�å�Ý�”�»

LACP �w
ƒ���t�–�;�b�”�Í�å�Ý�”�»�x�z�Í�w�q�S�“�p�b�{

• �³�µ�Â�Ü  �Ó�å� �¦�æ�Â�Ÿ

LACP �U�T�‡�`�o�M�”�¤�µ� �¿�½�t�z�³�µ�Â�Ü  �Ó�å� �¦�æ�Â�Ÿ�›�Â�“�p�o�”
ž�A�U�K�“�‡�b�{
�\�w�Ó�å� �¦�æ�Â�Ÿ�x�×�ˆ�$�t�¦���b�”�\�q�‹�z CLI �T�’�¦���b�”�\�q�‹�p�V�‡�b�¢ �®�³�µ�Â�Ü
�Ó�å� �¦�æ�Â�Ÿ�w�¦���¯ [p.6-17]  �›�€	°�£ �{�³�µ�Â�Ü  �Ó�å� �¦�æ�Â�Ÿ�x�z�µ� �¿�½  MAC �ž�Å�è
�µ�q
Ê�ˆ�ù�˜�d�o�–�;�b�”�\�q�t�‘�l�o�z�³�µ�Â�Ü  ID �U��
R�^�•�‡�b�{�‡�h�z���w�³�µ�Â�Ü
�q�w�É�°�³�¤�”�³�ã�ï�Ì�t�‹�–�;�^�•�‡�b�{

• �Ù�”�Ä  �Ó�å� �¦�æ�Â�Ÿ

�µ� �¿�½�w�¤�Ù�”�Ä�t�z�Ù�”�Ä  �Ó�å� �¦�æ�Â�Ÿ�›�Â�“�p�o�”
ž�A�U�K�“�‡�b�{�\�w�Ó�å� �¦�æ
�Â�Ÿ�x�×�ˆ�$�t�¦���b�”�\�q�‹�z CLI �T�’�¦���b�”�\�q�‹�p�V�‡�b�¢ �®�Ù�”�Ä  �Ó�å� �¦�æ�Â�Ÿ
�w�¦���¯ [p.6-17]  �›�€	°�£�{�Ù�”�Ä  �Ó�å� �¦�æ�Â�Ÿ�x�z�Ù�”�Ä
j�ø�q
Ê�ˆ�ù�˜�d�o�–�;�b�”�\
�q�t�‘�l�o�z�Ù�”�Ä  ID �U��
R�^�•�‡�b�{�Ù�”�Ä  �Ó�å� �¦�æ�Â�Ÿ�x�z�Ë�”�Å�¢�£�ž�w
M�ÿ�p�b
�‚�o�w�“�õ�Ù�”�Ä�›	B�ÿ�b�”�\�q�U�p�V�s�M	Ô�ù�t�z �µ�»�ï�Ì�   �Þ�”�Å�t�b�”�Ù�”�Ä�›�>���b
�”�h�Š�t�–�;�^�•�‡�b�{

• ���g�©�”

�µ� �¿�½�w�¤�Ù�”�Ä�t�z���g�©�”�‹�›�Â�“�p�o�”
ž�A�U�K�“�‡�b�{�\�w�‹�x�×�ˆ�$�t�¦���b�”
�\�q�‹�z CLI �T�’�¦���b�”�\�q�‹�p�V�‡�b�¢ �®���g�©�”�‹�w�¦���¯ [p.6-18]  �›�€	°�£ �{���w�Ù�”
�Ä�t	B�ÿ�^�•�”�Ù�”�Ä�w�ó�—�x�z���g�©�”�›�–�;�`�o���[�`�‡�b�{�Ù�”�Ä�U���w�Ù�”�Ä�q	B�ÿ
�p�V�”�T�r�O�T�x�z�Í�w�A�¼�t�‘�l�o�>��
Ç�Z�’�•�‡�b�{

�µ �Ù�”�Ä�w
ú�g�›
Q�¢�Ã�”�»�8
ù���S�z�Ã�á�Ó�è�¿�«�µ�ó�—�z�Ù� �ï�Ä�À�”�Ù� �ï�Ä�‡�h�x
�ž�;�Ý�Ã�Ÿ�ž�s�r�£

�µ �â�”�²�U
ƒ���`�h�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï
M�ÿ

� �É�”�Ò�ç�w	Ô�ù�z LACP �x	×�t�z�Ë�”�Å�¢�£�ž�w�7�G�•�0
:�¢ 8 �Ù�”�Ä�£�‡�p�z�½�ß�É�ç�t�7�G

:�w�“�õ�Ù�”�Ä�›
ƒ���`�‘�O�q�`�‡�b�{ LACP �U�“�õ
Q�w�K�”�b�‚�o�w�Ù�”�Ä�›	B�ÿ�b�”�\�q�U�p
�V�s�M	Ô�ù�¢�æ�Þ�”�Ä  �³�µ�Â�Ü�w�M�U�Ë�”�Å�¢�£�ž�w
M�ÿ�U�G�V�M	Ô�ù�s�r�£ �z�½�ß�É�ç�t�ž�«�Â�Ÿ
�Ò�q�`�o
Ê�ˆ���‰�\�q�w�p�V�s�T�l�h�Ù�”�Ä�x�b�‚�o�×�¿�Ä  �µ�»�ï�Ì�   �µ�Â�”�Ä�t�s�“�z�M�c�•
�T�w�½�ß�É�ç  �Ù�”�Ä�p	Ë�•�U
C
\�`�h	Ô�ù�t�v�“�–�;�^�•�‡�b�{

�‰�a���g�©�”�›�Â�“�p�o�h�Ù�”�Ä�›�–�;�`�o�z�^�‡�_�‡�s�½�ß�É�ç�›
ƒ���p�V�‡�b�{�h�q�Q�y�z 8
�Ù�”�Ä�t�‰�a���g�©�”�›�Â�“�p�o�h	Ô�ù�z�f�w�O�j�w  4 �Ù�”�Ä�›  LACP active �Þ�”�Å�›�–�;�b�”
�½�ß�É�ç�t
ƒ���`�z�’�“�w  4 �Ù�”�Ä�›  on �Þ�”�Å�›�–�;�`�o	��ˆ
ƒ���`�h�½�ß�É�ç�t���Š�”�\�q�U
�p�V�‡�b�{���g�©�”�x�z�f�w���g�©�”�›�Â�“�p�o�h�µ� �¿�½�w�¯�ï�Â�©�µ�Ä�w�¤�t�v�“���®�t�s�“
�‡�b�{���g�©�”�‹�t�¬�é�”�Ì�ç�s���®
Q�x�K�“�‡�d�œ�{
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LACP �›�–�;�`�h  EtherChannel �w
ƒ��
�\�\�p�x�z LACP �›�–�;�`�o  EtherChannel �›
ƒ���b�”	�	q�t�m�M�o
†�Ì�`�‡�b�{

• EtherChannel �Ó�é�Ä�¯�ç�w�¦���¢ p.6-16�£

• �³�µ�Â�Ü  �Ó�å� �¦�æ�Â�Ÿ�w�¦���¢ p.6-17�£

• �Ù�”�Ä  �Ó�å� �¦�æ�Â�Ÿ�w�¦���¢ p.6-17�£

• ���g�©�”�‹�w�¦���¢ p.6-18�£

• �½�ß�É�ç  �Þ�”�Å�w�!�Ë�¢ p.6-19�£

• �½�ß�É�ç  �Í�µ  �¯�µ�Ä�w�¦���¢ p.6-19�£

• �½�ß�É�ç  VLAN �¯�µ�Ä�w�¦���¢ p.6-19�£

• �½�ß�É�ç  �é�”�Å�Ì�å�ï�³�ï�¬�w
ƒ���¢ p.6-19�£

• LACP �w�-	Ø�C�w	«�ˆ�¢ p.6-19�£

• EtherChannel �Ä�å�Ñ�Ÿ�¿�«�b�;�p�w
¯�Ô�¢ p.6-20�£

• �›���w�ž�Å�è�µ�‡�h�x�è� �à  4 �Ù�”�Ä
j�ø�w
C	ô�Ù�”�Ä�w
¯�Ô�¢ p.6-20�£

• EtherChannel �w�Ã�Ÿ�·�”�Ò�ç�=�¢ p.6-20�£

• EtherChannel �w�µ�Í�Ç�ï�¬�À�æ�”	Ø�C�w
¯�Ô�¢ p.6-21�£

�¢�«�£ EtherChannel �›
ƒ���b�”
²�t�z �®EtherChannel 
ƒ���Ì�w�«�™�Ä�ò�¯ �¢ p.6-4�£ �›�€	°�`�o�X�i�^�M�{

EtherChannel �Ó�é�Ä�¯�ç�w�¦��

�¢�«�£ �Ã�Ñ�¥�ç�Ä�w�Ó�é�Ä�¯�ç�x  PAgP �p�b�{

�¢�«�£ 1 �m�w�Þ�´�á�”�ç�p�¦���p�V�”�Ó�é�Ä�¯�ç�x�z PAgP �‡�h�x  LACP �w�r�j�’�T  1 �m�i�Z�p�b�{

EtherChannel �Ó�é�Ä�¯�ç�›�¦���b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z�Þ�´�á�”�ç  2 �S�‘�|�Þ�´�á�”�ç  3 �t  LACP �Ó�é�Ä�¯�ç�›�¦���b�”�«�›�Ô�`�‡�b�{

Console> (enable) set channelprotocol lacp 2,3
Mod 2 is set to LACP protocol.
Mod 3 is set to LACP protocol.
Console> (enable)

show channelprotocol �¯�Ú�ï�Å�›�–�;�b�”�q�z�b�‚�o�w�Þ�´�á�”�ç�w�Ó�é�Ä�¯�ç�U
¯�Ô�^�•�‡�b�{

�^�À �¯�Ú�ï�Å

EtherChannel �Ó�é�Ä�¯�ç�›�¦���`�‡�b�{ set channelprotocol [pagp | lacp] mod
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�³�µ�Â�Ü  �Ó�å� �¦�æ�Â�Ÿ�w�¦��

�¢�«�£ �\�w�¯�Ú�ï�Å�x�¬�é�”�Ì�ç  �¦�Ó�³�ã�ï�p�b�U�z�&�;�^�•�”�w�x�z LACP �U� �É�”�Ò�ç�w�Þ�´�á�”�ç
�i�Z�p�b�{ PAgP �U�T�‡�`�o�M�”�Þ�´�á�”�ç�p�x�Á�¹�^�•�‡�b�{

�³�µ�Â�Ü  �Ó�å� �¦�æ�Â�Ÿ�‹�x�z 1 �™ 65535 �w
c�“�p�s�Z�•�y�s�“�‡�d�œ�{
:�È�U�G�V�M�„�r�z�Ó�å
� �¦�æ�Â�Ÿ�x�<�U�“�‡�b�{�Ã�Ñ�¥�ç�Ä�w�Ó�å� �¦�æ�Â�Ÿ�x  32768 �p�b�{

�³�µ�Â�Ü  �Ó�å� �¦�æ�Â�Ÿ�›�¦���b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z�³�µ�Â�Ü  �Ó�å� �¦�æ�Â�Ÿ�›  20000 �q�`�o�¦���b�”�«�›�Ô�`�‡�b�{

Console> (enable) set lacp-channel system-priority 20000
LACP system priority is set to 20000
Console> (enable)

show lacp-channel sys-id �¯�Ú�ï�Å�›�–�;�b�”�q�z LACP �³�µ�Â�Ü  ID �S�‘�|�³�µ�Â�Ü  �Ó�å� �¦�æ�Â�Ÿ
�U
¯�Ô�^�•�‡�b�{

�Ù�”�Ä  �Ó�å� �¦�æ�Â�Ÿ�w�¦��

�Ù�”�Ä  �Ó�å� �¦�æ�Â�Ÿ�‹�x�z 1 �™ 255 �w
c�“�p�s�Z�•�y�s�“�‡�d�œ�{
:�È�U�G�V�M�„�r�z�Ó�å� �¦
�æ�Â�Ÿ�x�<�U�“�‡�b�{�Ã�Ñ�¥�ç�Ä�w�Ó�å� �¦�æ�Â�Ÿ�x  128 �p�b�{

�Ù�”�Ä  �Ó�å� �¦�æ�Â�Ÿ�›�¦���b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z�Ù�”�Ä  1/1 �™ 1/4 �S�‘�|�Ù�”�Ä  2/6 �™ 2/8 �w�Ù�”�Ä  �Ó�å� �¦�æ�Â�Ÿ�›  10 �t
ƒ���b�”�«�›�Ô�`
�‡�b�{

Console> (enable) set port lacp-channel 1/1-4,2/6-8 port-priority 10
Port(s) 1/1-4,2/6-8 port-priority set to 10.
Console> (enable)

show lacp-channel group admin_key info �¯�Ú�ï�Å�›�–�;�b�”�q�z�Ù�”�Ä  �Ó�å� �¦�æ�Â�Ÿ�U
¯�Ô�^�•
�‡�b�{

�^�À �¯�Ú�ï�Å

�³�µ�Â�Ü  �Ó�å� �¦�æ�Â�Ÿ�›�¦���`�‡�b�{ set lacp-channel system-priority value

�^�À �¯�Ú�ï�Å

�Ù�”�Ä  �Ó�å� �¦�æ�Â�Ÿ�›�¦���`�‡�b�{ set port lacp-channel mod/ports port-priority  value
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���g�©�”�‹�w�¦��

�¢�«�£ NVRAM�¢
Æ�4
C
Q  RAM�£�t�-���^�•�o�M�”�³�µ�Â�Ü�‡�h�x�Þ�´�á�”�ç�w
ƒ��	Ø�C�U	«�ˆ�^�•�”
�q�z���g�©�”�t	ý�`�M�‹�U�×�ˆ�$�t�Â�“�p�o�’�•�‡�b�{�Þ�´�á�”�ç�w	Ô�ù�z�H  1 �Ù�”�Ä�z�H  5 �Ù�”
�Ä�z�H  9 �Ù�”�Ä�s�r�T�’�•�‡�”  4 �m�w�È���Ù�”�Ä�T�’�s�”�¬�ç�”�Ó�]�q�t�z�{���w���g�©�”�U�Â�“
�p�o�’�•�‡�b�{�Ù�”�Ä�t�x�Þ�´�á�”�ç
¶�.�p�{���w���g�©�”�›�)�Q�”
ž�A�U�K�“�‡�b�{ NVRAM �U
	«�ˆ�^�•�”�q�z�Ù�”�Ä�w�½�ß�É�ç  �Þ�”�Å�x  [passive] �t
ƒ���^�•�‡�b�{

�°�È�w�Ù�”�Ä�t���g�©�”�‹�›�¦���b�”�\�q�‹�p�V�‡�b�{ �‡�h�z �Í�å�Ý�”�»  admin_key �›�¦���`�s�T�l
�h	Ô�ù�x�z�³�µ�Â�Ü�U�×�ˆ�$�t�‹�›
¬�R�`�‡�b�{�M�c�•�w	Ô�ù�‹�z admin_key �‹�w
c�“�x  1 �™ 1024
�p�b�{


¬�R�`�h���g�©�”�‹�U�³�µ�Â�Ü�p�b�p�t�–�;�^�•�o�M�”	Ô�ù�x�z
Œ�t�Â�“�p�o�’�•�o�M�h���g�©�”
�‹�t���È�b�”�b�‚�o�w�Ù�”�Ä�U�×�ˆ�$�t�Â�“�p�o�’�•�h���w�‹�t� �^�•�z�¯�Ú�ï�Å�p�¦���`�h�Þ
�´�á�”�ç�S�‘�|�Ù�”�Ä�t�¦���`�h�q�S�“�w���g�©�”�‹�U�Â�“�p�o�’�•�‡�b�{

���g�©�”�‹�›�Â�“�p�o�”�\�q�w�p�V�”�Ù�”�Ä�w�7�G
:�x  8 �p�b�{

�Ã�Ñ�¥�ç�Ä�w�Þ�”�Å�x�z���g�©�”�U�Â�“�p�o�’�•�o�M�”�b�‚�o�w�Ù�”�Ä�p  passive �p�b�U�z�½�ß�É
�ç�t�›���w�Þ�”�Å�U�b�p�t�Â�“�p�o�’�•�o�M�”	Ô�ù�x �¢�®�½�ß�É�ç  �Þ�”�Å�w�!�Ë�¯ [p.6-19]  �›�€	°�£ �z
���g�©�”�›�Â�“�p�o�o�‹�f�w�½�ß�É�ç�t�x�&�;�^�•�c�z 
²�t�¦���`�h�½�ß�É�ç  �Þ�”�Å�U�¡�Ë�^�•�‡
�b�{

���g�©�”�‹�›�¦���b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z�Ù�”�Ä  4/1 �™ 4/4 �t�‰�a���g�©�”�›�Â�“�p�o�z�f�w�‹�›�³�µ�Â�Ü�t�×�ˆ
¬�R�^�d�”�«�›�Ô�`
�‡�b�{

Console> (enable) set port lacp-channel 4/1-4
Port(s) 4/1-4 are assigned to admin key 96.
Console> (enable)

�Í�t�z�Ù�”�Ä  4/4 �™ 4/6 �t���g�©�”  96 �›�Â�“�p�o�”�¢ 96 �q�¦���£�«�›�Ô�`�‡�b�{�\�w�«�p�x�z�³�µ
�Â�Ü�t�‘�l�o���w�Ù�”�Ä  �¬�ç�”�Ó�t�z�‰�a���g�©�”�U�b�p�t�Â�“�p�o�’�•�o�M�‡�b�¢
²�w�«�›�€
	°�£�{

Console> (enable) set port lacp-channel 4/4-6 96
Port(s) 4/1-3 are moved to admin key 97.
Port(s) 4/4-6 are assigned to admin key 96.
Console> (enable)

�Í�t�z 9 �x�Ž	Í�w�Ù�”�Ä�t�‰�a���g�©�”�‹�›�Â�“�p�o�h	Ô�ù�w�³�µ�Â�Ü� �t�w�«�›�Ô�`�‡�b�¢�A�{
�x�‹
q�^�•�z�r�w�Ù�”�Ä�t�‹���g�©�”  123 �x�Â�“�p�o�’�•�‡�d�œ�£ �{

Console> (enable) set port lacp-port channel 2/1-2,4/1-8 123
No more than 8 ports can be assigned to an admin key.
Console> (enable)

show lacp-channel group �¯�Ú�ï�Å�›�–�;�b�”�q�z�Ù�”�Ä�w���g�©�”�‹�U
¯�Ô�^�•�‡�b�{

�^�À �¯�Ú�ï�Å

���g�©�”�‹�›�¦���`�‡�b�{ set port lacp-channel mod/ports [admin_key]
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�½�ß�É�ç  �Þ�”�Å�w�!�Ë

�‰�a���g�©�”�U�b�p�t�Â�“�p�o�’�•�o�M�”�°�È�w�Ù�”�Ä�t�m�M�o�z �½�ß�É�ç  �Þ�”�Å�›�!�Ë�p�V�‡�b
�¢�®���g�©�”�‹�w�¦���¯ [p.6-18]  �›�€	°�£ �{

�½�ß�É�ç  �Þ�”�Å�›�!�Ë�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z�Ù�”�Ä  4/1 �S�‘�|  4/6 �w�½�ß�É�ç  �Þ�”�Å�›�!�Ë�`�z on �t
ƒ���b�”�«�›�Ô�`�‡�b�{�Ù�”�Ä  4/1
�S�‘�|  4/6 �w���g�©�”�x�!�˜�“�‡�d�œ�{

Console> (enable) set port lacp-channel 4/1,4/6 mode on
Port(s) 4/1,4/6 channel mode set to on.
Console> (enable)

show lacp-channel group admin_key �¯�Ú�ï�Å�›�–�;�b�”�q�z�Ù�”�Ä�w�½�ß�É�ç  �Þ�”�Å�U
¯�Ô�^�•�‡
�b�{

�½�ß�É�ç  �Í�µ  �¯�µ�Ä�w�¦��

�½�ß�É�ç  �Í�µ  �¯�µ�Ä�x�z LACP �q  PAgP �w�†�M�›
ƒ���b�”�¬�é�”�Ì�ç  �¯�Ú�ï�Å�›�–�;�b�”�\�q�p
�¦���p�V�‡�b�{	Ä�I�t�m�M�o�x�z �®EtherChannel �Ù�”�Ä  �Í�µ  �¯�µ�Ä�w
ƒ���¯ �¢ p.6-10�£ �›�€	°�`�o�X
�i�^�M�{

�½�ß�É�ç  VLAN �¯�µ�Ä�w�¦��

�½�ß�É�ç  VLAN �¯�µ�Ä�x�z LACP �q  PAgP �w�†�M�›
ƒ���b�”�¬�é�”�Ì�ç  �¯�Ú�ï�Å�›�–�;�b�”�\�q�p
�¦���p�V�‡�b�{	Ä�I�t�m�M�o�x�z �®EtherChannel VLAN �¯�µ�Ä�w
ƒ���¯ �¢ p.6-11�£�›�€	°�`�o�X�i�^�M�{

�½�ß�É�ç  �é�”�Å�Ì�å�ï�³�ï�¬�w
ƒ��

�½�ß�É�ç  �é�”�Å�Ì�å�ï�³�ï�¬�x�z LACP �q  PAgP �w�†�M�›
ƒ���b�”�¬�é�”�Ì�ç  �¯�Ú�ï�Å�›�–�;�b�”
�\�q�p�¦���p�V�‡�b�{	Ä�I�t�m�M�o�x�z �®EtherChannel �é�”�Å�Ì�å�ï�³�ï�¬�w
ƒ���¯ �¢ p.6-12�£�›�€	°
�`�o�X�i�^�M�{

LACP �w�-	Ø�C�w	«�ˆ

LACP �w�-	Ø�C�›	«�ˆ�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z LACP �w�-	Ø�C�›	«�ˆ�b�”�«�›�Ô�`�‡�b�{

Console> (enable) clear lacp-channel statistics
LACP channel counters are cleared. 
Console> (enable)

�^�À �¯�Ú�ï�Å

�½�ß�É�ç  �Þ�”�Å�›�!�Ë�`�‡�b�{ set port lacp-channel mod/ports mode [on | off | active | passive]

�^�À �¯�Ú�ï�Å

LACP �w�-	Ø�C�›	«�ˆ�`�‡�b�{ clear lacp-channel statistics
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EtherChannel �Ä�å�Ñ�Ÿ�¿�«�b�;�p�w
¯�Ô

EtherChannel �Ù�”�Ä	Í�p�w�Ä�å�Ñ�Ÿ�¿�«�b�;�p�›
¯�Ô�b�”�t�x�z�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z EtherChannel �Ù�”�Ä	Í�p�w�Ä�å�Ñ�Ÿ�¿�«�b�;�p�›
¯�Ô�b�”�«�›�Ô�`�‡�b�{

Console> (enable) show lacp-channel traffic
ChanId Port  Rx-Ucst Tx-Ucst Rx-Mcst Tx-Mcst Rx-Bcst Tx-Bcst
------ ----- ------- ------- ------- ------- ------- -------
   808  2/16   0.00%   0.00%  50.00%  75.75%   0.00%   0.00%
   808  2/17   0.00%   0.00%  50.00%  25.25%   0.00%   0.00%
   816  2/31   0.00%   0.00%  25.25%  50.50%   0.00%   0.00%
   816  2/32   0.00%   0.00%  75.75%  50.50%   0.00%   0.00%
Console> (enable)

�›���w�ž�Å�è�µ�‡�h�x�è� �à  4 �Ù�”�Ä
j�ø�w
C	ô�Ù�”�Ä�w
¯�Ô

EtherChannel �p�¦���^�•�h�ž�Å�è�µ�‡�h�x�è� �à  4 �Ù�”�Ä
j�ø�t�–�;�^�•�o�M�”
C	ô�Ù�”�Ä�›
¯�Ô
�b�”�t�x�z�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z�›���w
ù	ô�i�S�‘�|�|
Œ  IP �ž�Å�è�µ�t�m�M�o�z
C	ô�Ù�”�Ä�›
¯�Ô�b�”�«�›�Ô�`�‡�b�{

Console> (enable) show lacp-channel hash 808 172.20.32.10 172.20.32.66
Selected channel port:2/17
Console> (enable)

EtherChannel �w�Ã�Ÿ�·�”�Ò�ç�=

EtherChannel �›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z EtherChannel �›�Ã�Ÿ�·�”�Ò�ç�t�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set port lacp-channel 2/2-8 mode off
Port(s) 2/2-8 channel mode set to off.
Console> (enable)

�^�À �¯�Ú�ï�Å

EtherChannel �Ù�”�Ä	Í�p�w�Ä�å�Ñ�Ÿ�¿�«�b�;�p
�›
¯�Ô�`�‡�b�{

show lacp-channel traffic

�^�À �¯�Ú�ï�Å

�›���w�ž�Å�è�µ�‡�h�x�è� �à  4 �Ù�”
�Ä
j�ø�w
C	ô�Ù�”�Ä�›
¯�Ô�`�‡�b�{

show lacp-channel hash channel_id src_ip_addr [dest_ip_addr] 
| dest_ip_address | src_mac_addr [dest_mac_addr] | 
dest_mac_addr | src_port dest_port | dest_port

�^�À �¯�Ú�ï�Å

EtherChannel �›�Ã�Ÿ�·�”�Ò�ç�t�`�‡�b�{ set port lacp-channel mod/port mode off
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EtherChannel �w�µ�Í�Ç�ï�¬�À�æ�”	Ø�C�w
¯�Ô

�½�ß�É�ç�=�^�•�o�M�”�b�‚�o�w�Ù�”�Ä�t�m�M�o�z�½�ß�É�ç  ID �S�‘�|
~�“�ú�o�’�•�h�Ù�”�Ä  �æ�µ�Ä
�›
¯�Ô�p�V�‡�b�{�½�ß�É�ç�=�^�•�o�s�M�Ù�”�Ä�x�z�Ù�”�Ä
j�ø�p�›���^�•�‡�b�{

EtherChannel �w�µ�Í�Ç�ï�¬�À�æ�”	Ø�C�›
¯�Ô�b�”�t�x�z�Í�w�^�À�›�æ�M�‡�b�{

EtherChannel �w�µ�Í�Ç�ï�¬�À�æ�”	Ø�C�›
¯�Ô�b�”�«�›�Ô�`�‡�b�{

Console> show spantree 4/6
Port                     Vlan Port-State    Cost  Priority Portfast   Channel_id
------------------------ ---- ------------- ----- -------- ---------- ----------
 4/6                     1    not-connected     4       32 disabled   0         
Console>

Console> show spantree 4/7
Port                     Vlan Port-State    Cost  Priority Portfast   Channel_id
------------------------ ---- ------------- ----- -------- ---------- ----------
4/7-8                    1    blocking          3       32 disabled   770       
Console>

�^�À �¯�Ú�ï�Å

EtherChannel �w�µ�Í�Ç�ï�¬�À�æ�”	Ø�C�›
¯�Ô�`
�‡�b�{

show spantree mod/port
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EtherChannel �§�¢�ï�»�w	«�ˆ�q
î�i
show channel traffic �¯�Ú�ï�Å�t�‘�l�o�z�½�ß�É�ç  �Ä�å�Ñ�Ÿ�¿�«�w�b�;�p�›
¯�Ô�p�V�‡�b�{�½�ß�É�ç
�Ä�å�Ñ�Ÿ�¿�«�w�b�;�p�x�z�¤�½�ß�É�ç  �Ù�”�Ä�›�è�a�b�”�Ä�å�Ñ�Ÿ�¿�«�w�Â�ù�›�Ô�b�‹�w�p�b�{�§�¢
�ï�»�x�Í�­�¿�Ä  �»� �Ó���t�-�Ë�^�•�o�M�‡�b�{ Release 8.3(1) �‘�“
²�w�¹�Ñ�Ä�¢�£�ž  �æ�æ�”�µ�p�x�z
�½�ß�É�ç  �Ë�”�Å�¢�£�ž  �§�¢�ï�»  �Õ�”�µ�U	«�ˆ�p�V�s�M  MIB�¢���g	Ø�C�Õ�”�µ�£�¦�Ò�´�£�«�Ä�p
�K�l�h�h�Š�z �Õ�”�µ�›	«�ˆ�p�V�‡�d�œ�p�`�h�{ �½�ß�É�ç  �§�¢�ï�»  �Õ�”�µ�›�æ�·�¿�Ä�b�”�t�x�z clear
counters all �¯�Ú�ï�Å�›�Ö�—�`�‡�b�{ Release8.3(1) �Ž�ñ�w�¹�Ñ�Ä�¢�£�ž  �æ�æ�”�µ�p�x�z�Ó�é�Ä�¯�ç�o
�•�S�‘�|�½�ß�É�ç�o�•�p�½�ß�É�ç  �Õ�”�µ  �§�¢�ï�»�›	«�ˆ�`�z
î�i�p�V�‡�b�{�½�ß�É�ç�Õ�”�µ  �§�¢
�ï�»�›�½�ß�É�ç�o�•�p	«�ˆ�‡�h�x
î�i�b�”�t�x�z�½�ß�É�ç  ID �›�Ö�—�`�‡�b�{�½�ß�É�ç  ID �›�U�g�b
�”�t�x�z PAgP �½�ß�É�ç�w	Ô�ù�x  show port channel �¯�Ú�ï�Å�z LACP �½�ß�É�ç�w	Ô�ù�x  show port
lacp-channel �¯�Ú�ï�Å�›�Ö�—�`�‡�b�{

EtherChannel �§�¢�ï�»�w	«�ˆ

EtherChannel �§�¢�ï�»�›	«�ˆ�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z EtherChannel �§�¢�ï�»�›	«�ˆ�b�”�^�‡�_�‡�s	��O�w�«�›�Ô�`�‡�b�{

Console> (enable) show channel traffic
ChanId Port  Rx-Ucst Tx-Ucst Rx-Mcst Tx-Mcst Rx-Bcst Tx-Bcst
------ ----- ------- ------- ------- ------- ------- -------
   769  1/1    0.00%   0.00%   9.09%  90.90%   0.00%   0.00%
   769  2/1    0.00%   0.00%  90.91%   9.10%   0.00%   0.00%
------ ----- ------- ------- ------- ------- ------- -------
   841  7/17   0.00%   0.00% 100.00% 100.00%   0.00%   0.00%
   841  7/18   0.00%   0.00%   0.00%   0.00%   0.00%   0.00%
Console> (enable) clear counter channel all
This command will reset MAC and port counters reported by the CLI for all ports.
Counters reported by SNMP will not be affected.
Do you want to continue (y/n) [n]? y
MAC and Port counters cleared.
Console> (enable) show channel traffic      
ChanId Port  Rx-Ucst Tx-Ucst Rx-Mcst Tx-Mcst Rx-Bcst Tx-Bcst
------ ----- ------- ------- ------- ------- ------- -------
   769  1/1    0.00%   0.00%   0.00% 100.00%   0.00%   0.00%
   769  2/1    0.00%   0.00% 100.00%   0.00%   0.00%   0.00%
------ ----- ------- ------- ------- ------- ------- -------
   841  7/17   0.00%   0.00% 100.00% 100.00%   0.00%   0.00%
   841  7/18   0.00%   0.00%   0.00%   0.00%   0.00%   0.00%
Console> (enable) show channel traffic 769
ChanId Port  Rx-Ucst Tx-Ucst Rx-Mcst Tx-Mcst Rx-Bcst Tx-Bcst
------ ----- ------- ------- ------- ------- ------- -------
   769  1/1    0.00%   0.00%   9.52%  90.47%   0.00%   0.00%
   769  2/1    0.00%   0.00%  90.48%   9.53%   0.00%   0.00%
Console> (enable) clear counter channel 769
This command will reset MAC and port counters reported by the CLI for PAGP channel 769
Counters reported by SNMP will not be affected.
Do you want to continue (y/n) [n]? y
MAC and Port counters cleared.
Console> (enable) show channel traffic 769  
ChanId Port  Rx-Ucst Tx-Ucst Rx-Mcst Tx-Mcst Rx-Bcst Tx-Bcst
------ ----- ------- ------- ------- ------- ------- -------
   769  1/1    0.00%   0.00%   0.00% 100.00%   0.00%   0.00%
   769  2/1    0.00%   0.00% 100.00%   0.00%   0.00%   0.00%
Console> (enable)

�^�À �¯�Ú�ï�Å

�b�‚�o�w  PAgP �½�ß�É�ç  �§�¢�ï�»�›	«�ˆ�`�‡�b�{ clear counter channel all

�›���w  PAgP �½�ß�É�ç  �§�¢�ï�»�›	«�ˆ�`�‡�b�{ clear counter channel channel_id

�b�‚�o�w  LACP �½�ß�É�ç  �§�¢�ï�»�›	«�ˆ�`�‡�b�{ clear counter lacp-channel all

�›���w  LACP �½�ß�É�ç  �§�¢�ï�»�›	«�ˆ�`�‡�b�{ clear counter lacp-channel channel_id
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EtherChannel �§�¢�ï�»�w
î�i

EtherChannel �§�¢�ï�»�›
î�i�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z�½�ß�É�ç  769 �w�½�ß�É�ç�›
î�i�b�”�«�›�Ô�`�‡�b�{

Console> (enable) restore counter channel 769
This command will restore counter values reported by the CLI
for PAGP channel 769 ports to the hardware counter values.
Do you want to continue (y/n) [n]? y
MAC and Port counters restored.
Console> (enable) show channel traffic 769    
ChanId Port  Rx-Ucst Tx-Ucst Rx-Mcst Tx-Mcst Rx-Bcst Tx-Bcst
------ ----- ------- ------- ------- ------- ------- -------
   769  1/1    0.00%   0.00%   7.69%  92.30%   0.00%   0.00%
   769  2/1    0.00%   0.00%  92.31%   7.70%   0.00%   0.00%
Console> (enable) 

�^�À �¯�Ú�ï�Å

�b�‚�o�w  PAgP �½�ß�É�ç  �§�¢�ï�»�›
î�i�`�‡�b�{ restore counter channel all

�›���w  PAgP �½�ß�É�ç  �§�¢�ï�»�›
î�i�`�‡�b�{ restore counter channel channel_id

�b�‚�o�w  LACP �½�ß�É�ç  �§�¢�ï�»�›
î�i�`�‡�b�{ restore counter lacp-channel all

�›���w  LACP �½�ß�É�ç  �§�¢�ï�»�›
î�i�`�‡�b�{ restore counter lacp-channel channel_id
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7

IEEE 802.1Q �Ä�ï�É�æ�ï�¬�S�‘�|�è� 
�à  2 �Ó�é�Ä�¯�ç  �Ä�ï�É�æ�ï�¬�w
ƒ��

�\�w	·�p�x�z Catalyst 6500 �³�æ�”�¶  �µ� �¿�½	Í�p  IEEE 802.1Q �Ä�ï�É�æ�ï�¬�S�‘�|�è� �à  2 �Ó�é�Ä
�¯�ç  �Ä�ï�É�æ�ï�¬�›
ƒ���b�”	�	q�t�m�M�o
†�Ì�`�‡�b�{

�\�w	·�p
†�Ì�b�”�º�0�x�z�Í�w�q�S�“�p�b�{

• 802.1Q �Ä�ï�É�æ�ï�¬�w�;�ó�“�A�¢ p.7-2�£

• 802.1Q �Ä�ï�É�æ�ï�¬�w
ƒ���t���b�”�«�™�Ä�ò�¢ p.7-3�£

• �µ� �¿�½	Í�p�w  802.1Q �Ä�ï�É�æ�ï�¬�w
ƒ���¢ p.7-5�£

• �è� �à  2 �Ó�é�Ä�¯�ç  �Ä�ï�É�æ�ï�¬�w�;�ó�“�A�¢ p.7-7�£

• �è� �à  2 �Ó�é�Ä�¯�ç  �Ä�ï�É�æ�ï�¬�w
ƒ���t���b�”�«�™�Ä�ò�¢ p.7-8�£

• �µ� �¿�½	Í�p�w�è� �à  2 �Ó�é�Ä�¯�ç  �Ä�ï�É�æ�ï�¬�w
ƒ���¢ p.7-9�£

�¢�«�£ �\�w	·�p�–�;�`�o�M�”�¯�Ú�ï�Å�w�ì
¶�s�Ï���S�‘�|�–�;�M�O�w	Ä�I�t�m�M�o�x�z �° Catalyst 6500
Series Switch Command Reference�±�›�€	°�`�o�X�i�^�M�{
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802.1Q �Ä�ï�É�æ�ï�¬�w�;�ó�“�A
�±�”�Ï�µ  �Ó�é�Ì� �¼�”�x�z 802.1Q �Ä�ï�É�æ�ï�¬�›�–�;�b�”�\�q�t�‘�“�z
ó
:�w  VLAN�¢�>
Ý  LAN�£
�›�Ë�m�•�l�t  1 �m�w VLAN �p�0� �`�z�•�l�w  VLAN ID �›�¡�Ë�`�o�z�¤�•�l  VLAN �w�Ä�å�Ñ�Ÿ�¿�«
�›
ü�m�b�”�\�q�U�p�V�‡�b�{

802.1Q �Ä�ï�É�æ�ï�¬�›�±�Ù�”�Ä�b�”�‘�O�t
ƒ���^�•�h�Ù�”�Ä�›�Ä�ï�É�ç  �Ù�”�Ä�q�M�M�‡�b�{�Ä�ï
�É�æ�ï�¬�›
ƒ���b�”	Ô�ù�x�z�Ä�ï�É�æ�ï�¬�;�t�–�;�b�”  VLAN �t�Ä�ï�É�ç  �Ù�”�Ä�›�Â�“�p�o�‡�b�{
�•�l�w�Ä�å�Ñ�Ÿ�¿�«�w
ü�m�›�¡�Ë�b�”�h�Š�t�x�z�•�l�]�q�t�x���w  VLAN �U 1 �m
ž�A�p�b�U�z�f�w
1 �m�w VLAN �p�¤�•�l�w�b�‚�o�w  VLAN �t�0� �p�V�‡�b�{

802.1Q �Ä�ï�É�æ�ï�¬�p�x�z�»�¬
Ç�Z�^�•�h�Ä�å�Ñ�Ÿ�¿�«�U�•�l�w
÷�”�w  802.1Q �Ä�å�ï�«  �Ù�”�Ä�T
�’
ù	ô�^�•�z �Ä�ï�É�ç  �Ù�”�Ä�›�è�a�o�µ� �¿�½�t�£	ô�`�‡�b�{ �•�l�w
÷�”	Í�w  802.1Q �Ä�å�ï�«  �Ù�”
�Ä�q�Ä�ï�É�ç  �Ù�”�Ä�w���w�æ�ï�«�›
‡�0	¶�æ�ï�«�q�M�M�‡�b�{�°�M�w�z�x  802.1Q �Ä�å�ï�«  �Ù�”�Ä
�q�`�o
ƒ���^�•�z���M�w�z�x�Ä�ï�É�ç  �Ù�”�Ä�q�`�o
ƒ���^�•�o�M�”�T�’�p�b�{

�Ä�ï�É�ç  �Ù�”�Ä�x�z 802.1Q �Ä�å�ï�«  �Ù�”�Ä�T�’�»�¬
Ç�V�w�•�l�Ä�å�Ñ�Ÿ�¿�«�›	!	ô�`�h	Ô�ù�z�f
�w�Ñ�è�”�Ü  �Ô�¿�¼�”�T�’  802.1Q �»�¬�›	��“	†�X�\�q�x�K�“�‡�d�œ�{�Ä�ï�É�ç  �Ù�”�Ä�x�z 802.1Q �»
�¬�›
Ç�Z�h�‡�‡�z 1 �Ì� �Ä�w  Ethertype �Ñ�Ÿ�”�ç�Å�¢ 0x8100�£�q  1 �Ì� �Ä�w  length �Ñ�Ÿ�”�ç�Å�›�å�C
�`�h�O�Q�p�z�f�w�Ä�ï�É�ç  �Ù�”�Ä�t�Â�“�p�o�’�•�h  VLAN �t�•�l�w�Ä�å�Ñ�Ÿ�¿�«�›�I�`�‡�b�{�\
�w�‘�O�t�z	!	ô�`�h  802.1Q �»�¬�U
Ç�M�h	Ý�6�w  Ethertype 0x8100 �Ä�å�Ñ�Ÿ�¿�«�›�Ä�ï�É�ç  �Ä�å
�Ñ�Ÿ�¿�«�q�M�M�‡�b�{

�Ä�ï�É�ç  �Ä�å�Ñ�Ÿ�¿�«�›�;
ù�b�”  VLAN �x�z 802.1Q �Ä�ï�É�ç�p�b�{ VLAN �w�Ä�ï�É�ç  �Ù�”�Ä�x�f
�w�Ä�ï�É�ç�w�Ö�±�S�‘�|	Z�±�p�b�{

�Ä�ï�É�ç  �Ù�”�Ä�x�‰�a�É�¿�Ä�ë�”�«
÷�”	Í�t�s�X�o�‹�T�‡�M�‡�d�œ�{�Ä�ï�É�ç�x�z	Z�±�w�Ä�ï�É�ç
�Ù�”�Ä�t�x�a�b�”
²�t�z ���w�É�¿�Ä�ë�”�«  �æ�ï�«�•���w�É�¿�Ä�ë�”�«
÷�”�›�è�a�b�”�\�q�U�p�V�‡
�b�{�‡�h�z 1 �m�w�Ä�ï�É�ç�t�x�z�f�w�Ä�ï�É�ç�&���w�è	ô�›
ž�A�q�b�”�•�l
÷�”�›�±�Ù�”�Ä�b�”�w
�t
ž�A�s�Ä�ï�É�ç  �Ù�”�Ä�›�M�X�m�p�‹
ƒ���p�V�‡�b�{

	Z�±�w�Ä�ï�É�ç  �Ù�”�Ä�x�z 1 �Ì� �Ä�w  Ethertype �Ñ�Ÿ�”�ç�Å�¢ 0x8100�£�q  1 �Ì� �Ä�w  length �Ñ�Ÿ�”
�ç�Å�›	��“	†�V�z 802.1Q �»�¬�x
Ç�Z�h�‡�‡�z�•�l
÷�”	Í�w  802.1Q �Ä�å�ï�«  �Ù�”�Ä�t�Ä�å�Ñ�Ÿ�¿�«
�›
ù�“�‡�b�{�•�l
÷�”	Í�w  802.1Q �Ä�å�ï�«  �Ù�”�Ä�x  802.1Q �»�¬�›	��“	†�M�o�T�’�z�˜�p�b�”�•�l
VLAN �t�Ä�å�Ñ�Ÿ�¿�«�›
ù�“�‡�b�{


ž�c�`�‹�b�‚�o�w�µ� �¿�½�U
ª	j�w  1 �Ì� �Ä  Ethertype �Ñ�Ÿ�”�ç�Å�¢ 0x8100�£�›�±�Ù�”�Ä�`�o�M�”
�˜�Z�p�x�K�“�‡�d�œ�{�]�–�;�w�µ� �¿�½�U  1 �Ì� �Ä  Ethertype �Ñ�Ÿ�”�ç�Å�›�±�Ù�”�Ä�`�o�M�s�M	Ô
�ù�x�z GBIC�¢�ª�¨�Ï�¿�Ä  � �ï�»�”�Ñ�£� �µ  �¯�ï�Ì�”�»�£�‡�h�x  10 �ª�¨�Ï�¿�Ä  �Ù�”�Ä�t�µ� �¿�½
�›
€���`�o�z �¦���^�•�h  Ethertype �w IP ���g�Ä�å�Ñ�Ÿ�¿�«�T�’�»�¬�Á�`  IP �Ä�å�Ñ�Ÿ�¿�«�›
ü�m�p�V
�‡�b�{ �»�¬�Á�`  IP �Ä�å�Ñ�Ÿ�¿�«�x�×�ˆ�$�t�É� �Â�Ÿ�Ò  VLAN �t�Â�“�p�o�’�•�z �¦���^�•�h  Ethertype
�w�Ä�å�Ñ�Ÿ�¿�«�x�¦���^�•�h  VLAN �t
~�“�8�Q�’�•�‡�b�{
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802.1Q �Ä�ï�É�æ�ï�¬�w
ƒ���t���b�”�«�™�Ä�ò
�\�\�p�x�z�É�¿�Ä�ë�”�«�t  802.1Q �Ä�ï�É�æ�ï�¬�›
ƒ���b�”�M�w�«�™�Ä�ò�t�m�M�o
†�Ì�`�‡�b�{

• �Ä�ï�É�ç�t�Ö�”�M�²�q�Ä�ï�É�ç�T�’	Z�”�M�²�U
‡�0	¶�s�æ�ï�«�›�–�;�`�‡�b�{

• �Ä�ï�É�ç  �Ù�”�Ä�x
ž�c�z
‡�0	¶�æ�ï�«�›�Ï�™�b�”�‘�O�t
ƒ���`�‡�b�{

• �¤�Ä�ï�É�ç�t�0�`�o
•�;�w  VLAN �›  1 �m
ƒ���`�‡�b�{

• �Ä�ï�É�æ�ï�¬�;�w  VLAN �t�x�Ä�ï�É�ç  �Ù�”�Ä�i�Z�›�Â�“�p�o�‡�b�{

• �Ä�å�ï�«�t�x�z�Ä�ï�É�ç  VLAN �w�;
ù�w�h�Š�w�›���s
ƒ���x
ž�A�K�“�‡�d�œ�{

• �Ä�ï�É�ç  �Ù�”�Ä�w�s�M
÷�”���w�Ä�ï�É�ç  �Ä�å�Ñ�Ÿ�¿�«�w�;
ù�t�x�z ISL�¢�µ� �¿�½���æ�ï�«�£
�Ä�å�ï�«�›�–�;�b�”�\�q�›
*	‘�`�‡�b�{ 802.1Q �É� �Â�Ÿ�Ò  VLAN �;�ó�w�h�Š�z 802.1Q �Ä�å�ï
�«�›�–�;�b�”	Ô�ù�x�z�Ä�ï�É�æ�ï�¬�w
ƒ���t	G
ü�«�™�b�”
ž�A�U�K�“�‡�b�{
ƒ���›�¡�”�q�z�Ä
�ï�É�ç  �Ä�å�Ñ�Ÿ�¿�«�U
‡�Ä�ï�É�ç  �Ù�”�Ä�t�8
ù�^�•�”�D�ó
Q�U�K�“�‡�b�{

• �Ä�ï�É�ç  �Ä�å�Ñ�Ÿ�¿�«�x  802.1Q �»�¬�›�µ� �¿�½�º�p�¡�Ë�b�”�w�p�z�è� �à  2 �Ñ�è�”�Ü�w�Ô�¿
�¼�”�Õ�t�x�z�Ž�<�w
M�ÿ�U�K�“�‡�b�{

�µ �è� �à  2 �Ñ�è�”�Ü�º�w�è� �à  3 �Í�­�¿�Ä�x�z�Ý��
Æ�D�ó�p�b�{

�µ �Ä�ï�É�ç  �Ä�å�Ñ�Ÿ�¿�«�p�x�z�è� �à  3 �Ž	Í�w�Í�å�Ý�”�»�¢�è� �à  3 
ù	ô�i�S�‘�|�|
Œ�ž�Å
�è�µ�s�r�£�x�Ý��
Æ�D�ó�p�b�{

�µ �Ä�ï�É�ç  �Ä�å�Ñ�Ÿ�¿�«�x�ç�”�Â�Ÿ�ï�¬
Æ�D�ó�p�b�{

�µ �µ� �¿�½�x�z�è� �à  2 �Í�å�Ý�”�»�¢ VLAN �S�‘�|
ù	ô�i / �|
Œ  MAC [ �Ý�Ã�Ÿ�ž  �ž�«�·�µ
M
�š ] �ž�Å�è�µ�£�t�‘�l�o�w�ˆ�z�Ä�ï�É�ç  �Ä�å�Ñ�Ÿ�¿�«�›�Ñ�Ÿ�ç�»�æ�ï�¬�p�V�‡�b�{

�µ �µ� �¿�½�x�Ä�ï�É�ç  �Ä�å�Ñ�Ÿ�¿�«�t�0�`�z MAC �è� �à  Quality of Service�¢ QoS; �±�”�Ï�µ

¼�í�£�i�Z���™�`�‡�b�{

�µ QoS �x�z 802.1Q �w 2 �Ì� �Ä�w  Tag Control Information �Ñ�Ÿ�”�ç�Å�º�w	!	ô  Class of Service
�¢ CoS; �±�”�Ï�µ  �«�å�µ�£�‹�›�U	Z�p�V�‡�d�œ�{

• 
‡�0	¶�æ�ï�«�p�x�z �æ�ï�«	Í�t�Ä�å�ï�«  �Ù�”�Ä�U  1 �m�`�T�s�M�w�p�z Dynamic Trunking Protocol
�¢ DTP; �¼� �Æ�Û�¿�«  �Ä�å�ï�©�ï�¬  �Ó�é�Ä�¯�ç�£�x�±�Ù�”�Ä�^�•�o�M�‡�d�œ�{
‡�0	¶�æ�ï�«�t
802.1Q �Ä�å�ï�«  �Ù�”�Ä�›
ƒ���b�”�t�x�z nonegotiate dot1q �Ä�å�ï�©�ï�¬  �©�”�ë�”�Å�›�–�;�`
�‡�b�{

• 
‡�0	¶�æ�ï�«�º�w  802.1Q �Ä�å�ï�«  �Ù�”�Ä�w�É� �Â�Ÿ�Ò  VLAN �p�x�z�Ä�å�Ñ�Ÿ�¿�«�U�;
ù�^�•
�s�M�‘�O�t�`�o�X�i�^�M�{�É� �Â�Ÿ�Ò  VLAN �w�Ä�å�Ñ�Ÿ�¿�«�t�x�»�¬�U�s�M�w�p�z
Y�`�X�Ä�ï
�É�æ�ï�¬�b�”�\�q�U�p�V�‡�d�œ�{���w�M�O�q�`�o�z�¬�é�”�Ì�ç  �¯�Ú�ï�Å  set dot1q-all-tagged
enable �›�–�;�`�o�z�É� �Â�Ÿ�Ò  VLAN �w	Z�—�Ä�å�Ñ�Ÿ�¿�«�t  802.1Q �»�¬�›
Ç�Z�’�•�‡�b�{

�¢�«�£ �¬�é�”�Ì�ç  set dot1q-all-tagged enable �¯�Ú�ï�Å�w	Ä�I�t�m�M�o�x�z �H 5 	·�®� �”�±�É�¿
�Ä VLAN �Ä�å�ï�«�w
ƒ���¯ �›�€	°�`�o�X�i�^�M�{

• 
‡�0	¶�æ�ï�«�p�x�z �Ä�ï�É�ç  �Ù�”�Ä�w  VLAN �U 802.1Q �Ä�å�ï�«�w�É� �Â�Ÿ�Ò  VLAN �q�°�•�`
�s�M	Ô�ù�z Cisco Discovery Protocol�¢ CDP�£�t�‘�l�o�É� �Â�Ÿ�Ò  VLAN �w
Æ�°�•�U�C���^�•�‡
�b�{ 802.1Q �Ä�ï�É�ç�;�ó�p�x�z VLAN �U�°�•�`�o�M�”
ž�A�x�K�“�‡�d�œ�{
ƒ���t�S�M�o�°�•�`
�s�M  VLAN �›�–�;�b�”	Ô�ù�t�x�z�\�w�Ý�¿�·�”�´�›�Á�¹�`�o�X�i�^�M�{

• �´�ß�ï�Ø  �Ñ�è�”�Ü�t�m�M�o�x�z 802.1Q �»�¬�q�ù�˜�d�h�´�ß�ï�Ø  �Ñ�è�”�Ü�w�Õ�^�U�7�G�Ñ�è�”
�Ü �±� �¶�›�Ò�Q�s�M�T�W�“�z�Ä�ï�É�æ�ï�¬�U�D�ó�p�b�{

�¢�«�£ Maximum Transmission Unit�¢ MTU; �7�G�;
ù�â�Ç�¿�Ä�£�w
Y�¬�s�±� �¶�›
ƒ���b�”�h�Š�t�z 802.1 �Ä
�ï�É�ç  �Ä�å�Ñ�Ÿ�¿�«�›�;
ù�b�”�b�‚�o�w�Ù�”�Ä	Í�p�´�ß�ï�Ø  �Ñ�è�”�Ü�›� �É�”�Ò�ç�t�b�”
ž�A�U
�K�“�‡�b�{
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ƒ��
802.1Q �Ä�ï�É�æ�ï�¬�w
ƒ���t���b�”�«�™�Ä�ò
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• �Í�›�±�Ù�”�Ä�b�”�‘�O�t
ƒ���`�h�Ù�”�Ä�t�x�z 802.1Q �Ä�ï�É�æ�ï�¬�›
ƒ���p�V�‡�d�œ�{

�µ �Ó�å� �Õ�”�Ä  VLAN

�µ Voice over IP�¢ VoIP�£�¢ Cisco IP Phone 7960�£

• �Í�w�è� �à  2 �Ó�é�Ä�¯�ç�x�z
‡�0	¶�æ�ï�«�p
€���^�•�h
÷�”���p�ˆ�^�`�‡�b�{

�µ CDP

�µ UniDirectional Link Detection�¢ UDLD; �o�°�M�²�æ�ï�«�U	Z�£

�µ Port Aggregation Protocol�¢ PAgP�£

• VLAN Trunking Protocol�¢ VTP; VLAN �Ä�å�ï�©�ï�¬  �Ó�é�Ä�¯�ç�£�x�z�Í�w
÷�”���p�x�ˆ�^�`�‡
�d�œ�{

�µ 
‡�0	¶�æ�ï�«�t�‘�l�o
€���^�•�h
÷�”

�µ �Ä�ï�É�ç�›�p�`�o�è	ô�b�”
÷�”

�¢�«�£ EtherChannel �›
‡�0	¶�æ�ï�«�q�`�o
ƒ���b�”�t�x�z EtherChannel �º�w�b�‚�o�w�Ù�”
�Ä�t�‰�a�Ä�ï�É�æ�ï�¬
ƒ���›�–�;�b�”
ž�A�U�K�“�‡�b�{ �è� �à  2 �Ñ�è�”�Ü�º�w�è� 
�à  3 �Í�­�¿�Ä�x�Ý��
Æ�D�ó�s�w�p�z MAC �ž�Å�è�µ�t�,�n�X�Ñ�è�”�Ü
�
Í�›�–�;�b
�”�‘�O�t  EtherChannel �›
ƒ���`�o�X�i�^�M�{

• Generic Attribute Registration Protocol�¢ GARP�£ VLAN Registration Protocol�¢ GVRP�£�x�z�Ä�ï�É
�ç�›�p�`�o�è	ô�b�”
÷�”���p�ˆ�^�`�‡�b�U�z
‡�0	¶�æ�ï�«�p
€���^�•�h
÷�”���p�x�ˆ�^�`�‡�d
�œ�{

• 
ì�“
€�����É�¿�Ä�ë�”�«�p�x�z ISP �w 2 �m�w�Ÿ�s�”�¤�¿�´  �µ� �¿�½�•�w	Ñ�Õ�Í�µ�›�–�;�p�V�‡
�d�œ�{
ì�“
€�����É�¿�Ä�ë�”�«�p�x�z ISP �w�‰�°�¤�¿�´  �µ� �¿�½�•�w	Ñ�Õ�Í�µ�›�–�;�p�V�‡�b
�U�z�§�µ�»�Ú�”  �É�¿�Ä�ë�”�«�p  Per VLAN Spanning-Tree Plus�¢ PVST+�£�›�–�;�b�”
ž�A�U�K�“�z
Multi-Instance Spanning-Tree Protocol�¢ MISTP�£�;�‡�h�x  Multiple Spanning-Tree�¢ MST�£�;�t
ƒ
���b�”�\�q�x�p�V�‡�d�œ�{ ISP � �ï�Ñ�å�µ�Ä�å�«�½�ß�p�x�z PVST+�z MISTP-PVST+ �‡�h�x
MST-PVST+ �w�M�c�•�T�›�–�;�b�”
ž�A�U�K�“�‡�b�{
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ƒ��
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�µ� �¿�½	Í�p�w  802.1Q �Ä�ï�É�æ�ï�¬�w
ƒ��
�\�\�p�x�z 802.1Q �Ä�ï�É�ç�æ�ï�¬�w
ƒ��	�	q�t�m�M�o
†�Ì�`�‡�b�{

• 802.1Q �Ä�ï�É�ç  �Ù�”�Ä�w
ƒ���¢ p.7-5�£

• 802.1Q �Ä�ï�É�ç  �Ù�”�Ä�w�r	†�¢ p.7-5�£

• 802.1Q �Ä�ï�É�æ�ï�¬�w�¬�é�”�Ì�ç  �±�Ù�”�Ä�w�Ã�Ÿ�·�”�Ò�ç�=�¢ p.7-6�£

�¢�«�£ �¬�é�”�Ì�ç  set dot1q-all-tagged enable �¯�Ú�ï�Å�w	Ä�I�t�m�M�o�x�z �H 5 	·�®� �”�±�É�¿�Ä  VLAN �Ä
�å�ï�«�w
ƒ���¯ �›�€	°�`�o�X�i�^�M�{

802.1Q �Ä�ï�É�ç  �Ù�”�Ä�w
ƒ��

�«�™ VLAN �p�Ä�ï�É�æ�ï�¬�›
ƒ���b�”�q�V�x�z
ƒ���`�o�M�”�w�U�˜�p�b�”�Ä�ï�É�ç  �Ù�”�Ä�i�Z�p�K�“�z
�Ä�ï�É�ç�]�q�t  1 �m�w VLAN �›�–�;�`�o�M�”�\�q�›�¬�Ý�`�o�X�i�^�M�{ VLAN �•�w�Ä�ï�É�ç  �Ù�”
�Ä�w�Â�“�p�o�›�¡�”�q�z�Ä�å�Ñ�Ÿ�¿�«�8
ù�p�ð�J�U
\�a�”�D�ó
Q�U�K�“�‡�b�{  

�Ù�”�Ä�t  802.1Q �Ä�ï�É�æ�ï�¬�›
ƒ���b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z�Ù�”�Ä  4/1 	Í�t�Ä�ï�É�æ�ï�¬�›
ƒ���`�z
ƒ���›�¬�Ý�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set port dot1qtunnel 4/1 access  
Dot1q tunnel feature set to access mode on port 4/1.
Port 4/1 trunk mode set to off.
Console> (enable) show port dot1qtunnel 4/1  
Port   Dot1q tunnel mode
-----  -----------------
 4/1   access

802.1Q �Ä�ï�É�ç  �Ù�”�Ä�w�r	†

�Ù�”�Ä�T�’  802.1Q �Ä�ï�É�æ�ï�¬  �±�Ù�”�Ä�›�r	†�b�”�t�x�z � �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z�Ù�”�Ä  4/1 	Í�w�Ä�ï�É�æ�ï�¬�›�r	†�`�z
ƒ���›�¬�Ý�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set port dot1qtunnel 4/1 disable  
Dot1q tunnel feature disabled on port 4/1.
Console> (enable) show port dot1qtunnel 4/1  
Port   Dot1q tunnel mode
-----  -----------------
 4/1   disabled

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 �Ù�”�Ä�t�Ä�ï�É�æ�ï�¬�›
ƒ���`�‡�b�{ set port dot1qtunnel { all | mod/port access | disable}

�µ�Â�¿�Ó 2 
ƒ���›�¬�Ý�`�‡�b�{ show port dot1qtunnel [mod[/port]] 

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 �Ù�”�Ä�T�’�Ä�ï�É�æ�ï�¬�›�r	†�`�‡�b�{ set port dot1qtunnel {mod/port} disable 

�µ�Â�¿�Ó 2 
ƒ���›�¬�Ý�`�‡�b�{ show port dot1qtunnel [mod[/port]] 
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802.1Q �Ä�ï�É�æ�ï�¬�w�¬�é�”�Ì�ç  �±�Ù�”�Ä�w�Ã�Ÿ�·�”�Ò�ç�=

�Ù�”�Ä�T�’  802.1Q �Ä�ï�É�æ�ï�¬�›�r	†�b�”�h�Š�t
ž�A�s�¯�Ú�ï�Å�x�z set port dot1qtunnel all disable
�i�Z�p�b�{ 802.1Q �Ä�ï�É�æ�ï�¬�›�r	†�b�”	Ô�ù�z set dot1q-all-tagged disable �¯�Ú�ï�Å�›�Ö�—�b�”
ž
�A�x�K�“�‡�d�œ�{  

�µ� �¿�½	Í�p�w  802.1Q �Ä�ï�É�æ�ï�¬�w�¬�é�”�Ì�ç  �±�Ù�”�Ä�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z� �É�”�Ò
�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z�µ� �¿�½	Í�w�Ä�ï�É�æ�ï�¬  �±�Ù�”�Ä�›�Ã�Ÿ�·�”�Ò�ç�t�`�z
ƒ���›�¬�Ý�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set port dot1qtunnel all disable
Dot1q tunnel feature disabled on all applicable ports.
Console> (enable) show port dot1qtunnel
Port   Dot1q tunnel mode
-----  -----------------
 2/1   disabled
 2/2   disabled
 3/1   disabled
 3/2   disabled
 3/3   disabled
 3/4   disabled
 3/5   disabled
 3/6   disabled
 3/7   disabled
 3/8   disabled
 3/9   disabled
 3/10  disabled
 3/11  disabled
 3/12  disabled
 3/13  disabled
 3/14  disabled
 3/15  disabled
 3/16  disabled

�¢�Â�©�µ�Ä	Z�—�x	²�t�£

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 �µ� �¿�½	Í�p�Ä�ï�É�æ�ï�¬�w�¬�é�”�Ì�ç  �±�Ù�”
�Ä�›�Ã�Ÿ�·�”�Ò�ç�t�`�‡�b�{

set port dot1qtunnel all disable 

�µ�Â�¿�Ó 2 
ƒ���›�¬�Ý�`�‡�b�{ show port dot1qtunnel
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�è� �à  2 �Ó�é�Ä�¯�ç  �Ä�ï�É�æ�ï�¬�w�;�ó�“�A
�è� �à  2 �Ó�é�Ä�¯�ç  �Ä�ï�É�æ�ï�¬�›�–�;�b�”�q�z�É�¿�Ä�ë�”�«�›�è�a�o  Protocol Data Unit�¢ PDU;
�Ó�é�Ä�¯�ç  �Ã�”�»  �â�Ç�¿�Ä�£ �¢ CDP�z Spanning-Tree Protocol [STP; �µ�Í�Ç�ï�¬�À�æ�”  �Ó�é�Ä�¯�ç ]�z
�S�‘�|  VTP�£�w�Ä�ï�É�æ�ï�¬�U�D�ó�t�s�“�‡�b�{ �\�\�p�–�;�b�”�;� �w���[�›�M�X�m�T
†�Ì�`�‡�b�{

• �¤�¿�´  �µ� �¿�½  �•  �•�l�w�µ� �¿�½�t
€���^�•�z�±�”�Ï�µ  �Ó�é�Ì� �¼�”�w�É�¿�Ä�ë�”�«�w�¥�„
�t
�
‹�^�•�o�M�”�µ� �¿�½�¢ 
$ 7-1 �›�€	°�£

• �è� �à  2 �Ó�é�Ä�¯�ç  �Ä�ï�É�ç  �Ù�”�Ä  �•  �Ä�ï�É�æ�ï�¬�0	Å�w�›���w�Ó�é�Ä�¯�ç�w�§�Ó�·�ç�=�•
�§�Ó�·�ç�=�r	†�U�D�ó�s�¤�¿�´  �µ� �¿�½	Í�w�Ù�”�Ä�{�Ä�ï�É�ç  �Ù�”�Ä�x  CLI�¢�¯�Ú�ï�Å�å� �ï
� �ï�»�”�Ñ�£� �µ�£�¯�Ú�ï�Å�p
ƒ���^�•�‡�b�{

• �Ä�ï�É�æ�ï�¬�^�•�h  PDU �•  CDP�z STP�z�‡�h�x  VTP �w PDU

802.1Q �Ä�ï�É�æ�ï�¬�w�q�O�w�î
÷�p�x�z�µ�Í�Ç�ï�¬�À�æ�”  Bridge Protocol Data Unit�¢ BPDU; �Ò�æ�¿
�´  �Ó�é�Ä�¯�ç  �Ã�”�»  �â�Ç�¿�Ä�£�x�z�‰�a�¤�¿�´  �µ� �¿�½�t���`�o�M�”�›���s  802.1Q �Ä�ï�É�æ�ï
�¬  �Ù�”�Ä�i�Z�t�Ñ�å�¿�Ã�Ÿ�ï�¬�^�•�‡�b�{ �\�w�î
÷�x�z �¤�¿�´  �µ� �¿�½�q�¤�±� �Ä�w�•�l���µ� �¿
�½�w���w�ç�”�Ó�›�w�W�‡�b�{ BPDU �x�z�±�”�Ï�µ  �Ó�é�Ì� �¼�”�w�É�¿�Ä�ë�”�«�º�w�Ù�”�Ä�w�O�j�z
���w�±�”�Ï�µ  �Ó�é�Ì� �¼�”�w�µ� �¿�½�t
€���^�•�o�M�”�Ù�”�Ä�t�x�Ñ�å�¿�Ã�Ÿ�ï�¬�^�•�‡�d�œ�{ �\
�w�‘�O�s  BPDU �w	r�g�t�‘�l�o�z�•�l�w�É�¿�Ä�ë�”�«�;�t�Ÿ�s�”�µ�Í�Ç�ï�¬�À�æ�”  �Å�Ý� �ï�¢�Ÿ
�s�”�µ�Í�Ç�ï�¬�À�æ�”  �ç�”�Ä�£�U��
R�^�•�‡�b�{�h�q�Q�y�z�µ� �¿�½  1�¢ 
$ 7-1 �›�€	°�£	Í�w  VLAN
�w STP �x�z�µ� �¿�½  4 �S�‘�|  5 �t�,�n�M�h�¯�ï�Ì�”�´�£�ï�µ  �Í�å�Ý�”�»�›�ß�€�b�”�\�q�s�X�z�µ
� �¿�½  1�z 2�z�S�‘�|  3 	Í�t�µ�Í�Ç�ï�¬�À�æ�”  �Ä�Ù�é�´�”�›�Ï�™�`�‡�b�{�•�l�t�o�°�w�µ�Í�Ç�ï�¬
�À�æ�”  �Å�Ý� �ï�›���™�p�V�”�‘�O�t�b�”�h�Š�z
M�š�Ó�é�Ä�¯�ç  PDU�¢ CDP�z STP�z�S�‘�|  VTP�£�;
�t  BPDU �›�Ä�ï�É�æ�ï�¬�b�”�°
`�µ�©�”�Ü�U�^
R�^�•�‡�b�{ �\�w�Ó�é�·�µ�›�è� �à  2 �Ó�é�Ä�¯�ç  �Ä
�ï�É�æ�ï�¬�q�M�M�‡�b�{


$ 7-1 �è� �à  2 �Ó�é�Ä�¯�ç  �Ä�ï�É�æ�ï�¬  �É�¿�Ä�ë�”�«�w
ƒ��

�è� �à  2 �Ó�é�Ä�¯�ç  �Ä�ï�É�æ�ï�¬�x�z�Ö�±�¤�¿�´  �µ� �¿�½�p  PDU �›�§�Ó�·�ç�=�`�z�f�•�›�Ë�”�Å
�¢�£�ž�p�Ú�ç�½�©�ß�µ�Ä�b�”�¹�Ñ�Ä�¢�£�ž�t�‘�l�o�z PDU �Ä�ï�É�æ�ï�¬�›�î�q�b�”�µ�­�”�å�Ò�ç�s
�;�ó�p�b�{�±�”�Ï�µ  �Ó�é�Ì� �¼�”  �É�¿�Ä�ë�”�«�º�w�b�‚�o�w�µ� �¿�½�x�z�\�•�’�w�§�Ó�·�ç�=�Ñ
�è�”�Ü�›�Ã�”�»  �Í�­�¿�Ä�q�`�o	r�g�`�z
S�0���t�8
ù�`�‡�b�{	Z�±�w�¤�¿�´  �µ� �¿�½�x�z�\�•�’
�w�›	��s�§�Ó�·�ç�=�Ñ�è�”�Ü�›�4�j	!�Z�z�§�Ó�·�ç�=�›�r	†�`�z�Ä�ï�É�ç�w�Ž���•�8
ù�`�‡�b�{  

�§�Ó�·�ç�=�p�x�z PDU �w�|
Œ  MAC �ž�Å�è�µ�U	{�V�õ�Q�’�•�‡�b�{�Ö�±�w�¤�¿�´  �µ� �¿�½�x�z�Ä�ï
�É�ç  �Ù�”�Ä	Í�p	!	ô�^�•�h  PDU �w�|
Œ  MAC �ž�Å�è�µ�›�³�µ�¯� �×�w�Ú�ç�½�©�ß�µ�Ä  �ž�Å�è�µ

�¢ 01-00-0c-cd-cd-d0�£�t	{�V�õ�Q�‡�b�{ PDU �x�f�w�Ä�ï�É�ç  �Ù�”�Ä�w�É� �Â�Ÿ�Ò  VLAN �t�Ñ�å�¿�Ã�Ÿ
�ï�¬�^�•�‡�b�{�K�”�Ù�”�Ä	Í�p�è� �à  2 �Ó�é�Ä�¯�ç  �Ä�ï�É�æ�ï�¬�›� �É�”�Ò�ç�t�`�h	Ô�ù�z� �É�”
�Ò�ç�t
ƒ���^�•�h�Ó�é�Ä�¯�ç�w  PDU �x�z
ù	Z�^�•�‡�d�œ�{�K�”�Ù�”�Ä	Í�p�è� �à  2 �Ó�é�Ä�¯�ç  �Ä
�ï�É�æ�ï�¬�›�Ã�Ÿ�·�”�Ò�ç�t�`�h	Ô�ù�z�Ã�Ÿ�·�”�Ò�ç�t
ƒ���^�•�h�Ó�é�Ä�¯�ç�x�z�è� �à  2 �Ó�é�Ä
�¯�ç  �Ä�ï�É�æ�ï�¬�U�f�w�Ù�”�Ä	Í�p�Ã�Ÿ�·�”�Ò�ç�t
ƒ���^�•�”
²�q�‰�a�‘�O�t�ˆ�^�`�‡�b�{

 1

 3

 4

 5

 2  A  B

7
7

0
6

6
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�è� �à  2 �Ó�é�Ä�¯�ç  �Ä�ï�É�æ�ï�¬�w
ƒ���t���b�”�«�™�Ä�ò
�\�\�p�x�z�É�¿�Ä�ë�”�«�t�Ó�é�Ä�¯�ç  �Ä�ï�É�æ�ï�¬�›
ƒ���b�”�M�w�«�™�Ä�ò�t�m�M�o
†�Ì�`�‡�b�{

• �Ó�é�Ä�¯�ç  �Ä�ï�É�æ�ï�¬�x�z 802.1Q �Ä�ï�É�æ�ï�¬�T�’� �q�`�o�;�ó�`�‡�b�{

• �Í�Ñ�¥�”�Ú�ï�µ	Í�w�g���T�’�z Supervisor Engine 1 �U�e�L�^�•�o�M�”�³�µ�Â�Ü�t�è� �à  2 �Ó�é�Ä
�¯�ç  �Ä�ï�É�æ�ï�¬�›
ƒ���b�”�\�q�x
*	‘�p�V�‡�d�œ�{

• �è� �à  2 �Ó�é�Ä�¯�ç  �Ä�ï�É�æ�ï�¬�›� �É�”�Ò�ç�t�p�V�”�w�x�z �ž�«�·�µ  �Ù�”�Ä�z �Ä�å�ï�«  �Ù�”
�Ä�z�‡�h�x  802.1Q �Ä�ï�É�æ�ï�¬  �Ù�”�Ä�p�b�{

• �è� �à  2 �Ó�é�Ä�¯�ç  �Ä�ï�É�æ�ï�¬�›�Ó�å� �Õ�”�Ä  VLAN �q�°	y�t�–�;�b�”�\�q�x�p�V�‡�d�œ�{

• �è� �à  2 �Ó�é�Ä�¯�ç  �Ä�ï�É�æ�ï�¬�›�¼� �Æ�Û�¿�«  VLAN �q�°	y�t�–�;�b�”�\�q�x�p�V�‡�d�œ�{

• MST �U�T�‡�`�z EtherChannel �›�–�;�b�”  ISP �É�¿�Ä�ë�”�«�t
€���^�•�o�M�”	Ô�ù�x�z set spantree
link-type mod/port shared �¯�Ú�ï�Å�›�–�;�`�o�z�b�‚�o�w�½�ß�É�æ�ï�¬  �Ù�”�Ä�p�æ�ï�«  �»� �Ó
�›  shared �t
ƒ���`�s�Z�•�y�s�“�‡�d�œ�{�\�w�¯�Ú�ï�Å�t�‘�“�z�½�ß�É�ç�w
ƒ���w�¡�“�t�‘�l�o
EtherChannel �U errdisable �µ�Â�”�Ä�t�s�”�w�›�w�Y�\�q�U�p�V�‡�b�{

• PFC3A �w	Ô�ù�z set rate-limit l2protocol-tunnel �¯�Ú�ï�Å�›�Ö�—�`�o�z�µ� �¿�½	Í�p�è� �à  2 �Ó
�é�Ä�¯�ç  �Ä�ï�É�ç  �§�Ó�·�ç�=  PDU �w�è�”�Ä
M�v�›�¬�é�”�Ì�ç�t� �É�”�Ò�ç�z�Ã�Ÿ�·�”�Ò�ç�z
�‡�h�x
ƒ���p�V�‡�b�{ �è�”�Ä
M�v�w
ƒ���w	Ä�I�t�m�M�o�x�z �®�µ� �¿�½	Í�p�w�è� �à  2 PDU �è�”
�Ä
M�v�w
ƒ���¯ �¢ p.8-65�£ �›�€	°�`�o�X�i�^�M�{
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�µ� �¿�½	Í�p�w�è� �à  2 �Ó�é�Ä�¯�ç  �Ä�ï�É�æ�ï�¬�w
ƒ��
�\�\�p�x�z�Ó�é�Ä�¯�ç  �Ä�ï�É�æ�ï�¬�w
ƒ���t�m�M�o
†�Ì�`�‡�b�{

• �è� �à  2 �Ó�é�Ä�¯�ç�w�¦���¢ p.7-9�£

• �Ä�å�ï�«  �Ù�”�Ä	Í�w�è� �à  2 �Ó�é�Ä�¯�ç  �Ä�ï�É�æ�ï�¬�w
ƒ���¢ p.7-10�£

• �Ä�å�ï�«	Í�w�è� �à  2 �Ó�é�Ä�¯�ç  �Ä�ï�É�æ�ï�¬�w�«�¢ p.7-11�£

• �è� �à  2 �Ó�é�Ä�¯�ç  �Ä�ï�É�æ�ï�¬  �Ù�”�Ä�t�0�b�”
��:�S�‘�|�³�ß�¿�Ä�¼�¢�ï  �µ�è�¿�³�á�×�”
�ç�Å�w�¦���¢ p.7-12�£

• �è� �à  2 �Ó�é�Ä�¯�ç  �Ä�ï�É�æ�ï�¬  �Ù�”�Ä	Í�p�w  CoS �w�¦���¢ p.7-14�£

• �è� �à  2 �Ó�é�Ä�¯�ç  �Ä�ï�É�æ�ï�¬�w�-	Ø�C�w	«�ˆ�¢ p.7-14�£

�è� �à  2 �Ó�é�Ä�¯�ç�w�¦��

�Ù�”�Ä�‡�h�x�Ù�”�Ä
c�“	Í�t�è� �à  2 �Ó�é�Ä�¯�ç�›�¦���b�”�t�x�z � �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›
�æ�M�‡�b�{

�Í�t�z�Ù�”�Ä	Í�t�è� �à  2 �Ó�é�Ä�¯�ç�›�¦���`�z
ƒ���›�¬�Ý�b�”�«�›�Ô�`�‡�b�{

�¢�«�£ �°�S�t
ó
:�w�Ó�é�Ä�¯�ç�›�¦���b�”�\�q�U�p�V�‡�b�{ CLI �p�x�z�¤�Ó�é�Ä�¯�ç  �»� �Ó�›�µ�Ö�”�µ�p
�à
~�“�‡�b�{

Console> (enable) set port l2protocol-tunnel 3/15 cdp enable
Layer 2 protocol tunneling enabled for CDP on port 3/15.
Port 3/15 trunk mode set to off.

Console> (enable) set port l2protocol-tunnel 3/15 cdp disable
Layer 2 protocol tunneling disabled for CDP on port 3/15.

Console> (enable) set port l2protocol-tunnel 3/15 cdp stp vtp enable
Layer 2 protocol tunneling enabled for CDP STP VTP on port 3/15.
Port 3/15 trunk mode set to off.

Console> (enable) show l2protocol-tunnel statistics 3/15
Tunneling CoS is set to 5.

Port                     CDP Frames Encap     CDP Frames De-encap
------------------------ -------------------- --------------------
 3/15 97465 94434

Port                     STP Frames Encap     STP Frames De-encap
------------------------ -------------------- --------------------
 3/15 67465 34434

Port                     VTP Frames Encap     VTP Frames De-encap
------------------------ -------------------- --------------------
 3/15 1212 1213
Console> (enable) 

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 �Ù�”�Ä	Í�t�è� �à  2 �Ó�é�Ä�¯�ç�›�¦���`�‡�b�{ set port l2protocol-tunnel mod/port { cdp | eoam |
stp | vtp} { enable | disable}

�µ�Â�¿�Ó 2 
ƒ���›�¬�Ý�`�‡�b�{ show l2protocol-tunnel statistics [mod[/port]] 
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�Ä�å�ï�«  �Ù�”�Ä	Í�w�è� �à  2 �Ó�é�Ä�¯�ç  �Ä�ï�É�æ�ï�¬�w
ƒ��

�Ä�å�ï�«	Í�p�w�è� �à  2 �Ó�é�Ä�¯�ç  �Ä�ï�É�æ�ï�¬�t�‘�“�z�±�”�Ï�µ  �Ó�é�Ì� �¼�”  �É�¿�Ä�ë�”�«�º
�p�±�”�Å�Í�”�Â�Ÿ
a�w�;�+�q  Catalyst 6500 �³�æ�”�¶  �µ� �¿�½�›
ì�“�á�;�p�V�‡�b�{ �è� �à  2 �Ó�é�Ä
�¯�ç  �Ä�ï�É�æ�ï�¬�x�z�Ä�å�Ñ�Ÿ�¿�«�U�Ä�å�ï�«  �Ù�”�Ä�›�è�a�b�”�M�t�z STP�z CDP�z�S�‘�|  VTP
�s�r�w
M�š�Ó�é�Ä�¯�ç  PDU �›�±�”�Ï�µ  �Ó�é�Ì� �¼�”�w�É�¿�Ä�ë�”�«�t�0�`�o�Ä�å�ï�µ�Ö�ž�è�ï�Ä
�t�`�‡�b�{���þ
a�µ� �¿�½�q�w� �ï�»�”�¦�Ö�å�Ï�æ�Â�Ÿ�t�ð�J�U�K�”�h�Š�z�±�”�Å�Í�”�Â�Ÿ
a�w�µ
� �¿�½�›�–�;�b�”	Ô�ù�x�z	G
ü�s  Transparent LAN Service�¢ TLS; �•�a��  LAN �±�”�Ï�µ�£�›�î�q�`
�h�“�z 802.1Q �Ä�ï�É�æ�ï�¬�›� �É�”�Ò�ç�t�`�h�“�b�”�\�q�x�p�V�‡�d�œ�{�†�æ�æ�”�µ�p�x�z�è� �à
2 �Ó�é�Ä�¯�ç  �Ä�ï�É�æ�ï�¬�x�ž�«�·�µ  �Ù�”�Ä	Í�p�w�ˆ�–�;�D�ó�p�`�h�{  

�¢�«�£ �±�”�Ï�µ  �Ó�é�Ì� �¼�”�x�z�è� �à  2 �Ó�é�Ä�¯�ç  �Ä�ï�É�æ�ï�¬�U� �É�”�Ò�ç�=�^�•�h�Ä�å�ï�«�t�•
�l�U�Ú
€
€���p�V�”�‘�O�t�b�‚�V�p�x�K�“�‡�d�œ�{  

�®�è� �à  2 �Ó�é�Ä�¯�ç  �Ä�ï�É�æ�ï�¬�w
ƒ���t���b�”�«�™�Ä�ò�¯ �¢ p.7-8�£ �w�«�™�Ä�ò�t	H�l�o�X�i�^
�M�{�‡�h�z�Ä�å�ï�«  �Ù�”�Ä	Í�t  802.1Q �Ä�ï�É�æ�ï�¬�›
ƒ���p�V�‡�d�œ�U�z 802 Q �Ä�ï�É�æ�ï�¬�x
�Ä�å�ï�«  �Ù�”�Ä�›�è�a�o�Ä�ï�É�æ�ï�¬�b�”�\�q�U�p�V�‡�b�{

�¢�«�£ 802.1Q �Ä�ï�É�æ�ï�¬�q�è� �à  2 �Ó�é�Ä�¯�ç  �Ä�ï�É�æ�ï�¬�w�†�M�›�–�;�`�h���O�É�¿�Ä�ë�”�«���¥
�w	Ô�ù�z �±�”�Å�Í�”�Â�Ÿ
a�w�;�+�q
ì�“�á�;�b�”�h�Š�t�Í�­�¿�Ä�›�Ë	O�t�»�¬
Ç�Z�b�”
ž�A�U�K�“
�‡�b�{

�Ä�å�ï�«  �Ù�”�Ä�‡�h�x�Ä�å�ï�«  �Ù�”�Ä
c�“�p�è� �à  2 �Ó�é�Ä�¯�ç  �Ä�ï�É�æ�ï�¬�›� �É�”�Ò�ç�‡�h
�x�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�¢�«�£ �b�p�t�ž�«�Â�Ÿ�Ò�s�è� �à  2 �Ó�é�Ä�¯�ç  �Ä�ï�É�ç�U
ƒ���^�•�o�M�”	Ô�ù�z�è� �à  2 �Ó�é�Ä�¯�ç  �Ä
�ï�É�æ�ï�¬�›
ƒ���¢� �É�”�Ò�ç�‡�h�x�Ã�Ÿ�·�”�Ò�ç�£�`�s�M�p�X�i�^�M�{�è� �à  2 �Ó�é�Ä�¯�ç  �Ä
�ï�É�æ�ï�¬�›�Ä�å�ï�«	Í�t
ƒ���b�”	Ô�ù�x�z
ž�c���w�è� �à  2 �Ó�é�Ä�¯�ç  �Ä�ï�É�æ�ï�¬�^�À�›�æ
�O
²�t
ƒ���›�æ�l�o�X�i�^�M�{  

�Í�t�z�Ä�å�ï�«	Í�p�è� �à  2 �Ó�é�Ä�¯�ç  �Ä�ï�É�æ�ï�¬�›� �É�”�Ò�ç�t�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set l2protocol-tunnel trunk enable
Layer 2 Protocol Tunnel on trunks is allowed.
Console> (enable)

�Í�t�z�Ä�å�ï�«	Í�p�è� �à  2 �Ó�é�Ä�¯�ç  �Ä�ï�É�æ�ï�¬�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�«�›�Ô�`�‡�b�{  

Console> (enable) set l2protocol-tunnel trunk disable
Warning!! Clear any layer 2 protocol tunnel configuration on trunks 
before using this command.
Layer 2 Protocol Tunnel on trunks is not allowed.
Console> (enable)

�^�À �¯�Ú�ï�Å

�Ä�å�ï�«	Í�p�è� �à  2 �Ó�é�Ä�¯�ç  �Ä�ï�É�æ�ï�¬
�›� �É�”�Ò�ç�‡�h�x�Ã�Ÿ�·�”�Ò�ç�t�`�‡�b�{

set l2protocol-tunnel trunk { enable | disable}
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�Ä�å�ï�«	Í�w�è� �à  2 �Ó�é�Ä�¯�ç  �Ä�ï�É�æ�ï�¬�w�«


$ 7-2 �w�«�p�x�z 802.1Q �Ä�ï�É�æ�ï�¬�›
ƒ���`�h�è� �à  2 �Ó�é�Ä�¯�ç  �Ä�ï�É�æ�ï�¬  �Ù�”�Ä�¢
‡�Ä
�å�ï�«�£ �z�S�‘�|�è� �à  2 �Ó�é�Ä�¯�ç  �Ä�ï�É�æ�ï�¬�›
ƒ���`�h  2 �m�w�Ä�å�ï�«  �Ù�”�Ä�›���‰�±�”�Ï
�µ  �Ó�é�Ì� �¼�”  �É�¿�Ä�ë�”�«�›�Ô�`�‡�b�{

�±�”�Ï�µ  �Ó�é�Ì� �¼�”  A �x�z�Ë	O�»�¬
Ç�V�§�Ó�·�ç�=�Í�­�¿�Ä�›�±�”�Ï�µ  �Ó�é�Ì� �¼�”�w�É�¿�Ä
�ë�”�«�›�è�a�o
ù	ô�`�‡�b�{�Í�­�¿�Ä�x���z�p�‰�a�Ë	O�»�¬
Ç�V���Ü�p	!	ô�^�•�”�‹�w�q
Ý���`�o
�M�‡�b�{�•�l�µ� �¿�½  2 �q�•�l�µ� �¿�½  3 �U�o�°�»�¬
Ç�V�Í�­�¿�Ä�›�±�”�Ï�µ  �Ó�é�Ì� �¼�”  B �t

ù	ô�b�”	Ô�ù�z�±�”�Ï�µ  �Ó�é�Ì� �¼�”  A �w	Z�±�p  VLAN �›�›���b�”�M�O�x�K�“�‡�d�œ�{�`�T�`�z
�b�‚�o�w�µ� �¿�½�U�Ë	O�»�¬
Ç�V�Í�­�¿�Ä�›
ù	ô�b�”	Ô�ù�x�z�±�”�Ï�µ  �Ó�é�Ì� �¼�”  A �x	Z�±�p
�f�w�Í�­�¿�Ä�›
Y�`�X�Ä�ï�É�æ�ï�¬�b�”�\�q�U�p�V�‡�b�{
Y�`�M�A�L�›�˜�”�t�x�z�è� �à  2 �Ó�é�Ä
�¯�ç  �Ä�ï�É�æ�ï�¬  �Ä�å�ï�«  �Ù�”�Ä�p	!	ô�^�•�”�b�‚�o�w�Í�­�¿�Ä�›�Ë	O�t�»�¬
Ç�Z�b�”
ž�A�U�K
�“�‡�b�{  

�‹�O  1 �m�w�«�x�z�•�l�U  CDP �S�‘�|  VTP �Í�­�¿�Ä�›�Ä�ï�É�æ�ï�¬�b�”	Ô�ù�p�b�{ CDP �S�‘�|  VTP
�Í�­�¿�Ä�x�z ���w�³�µ�¯
a�µ� �¿�½�T�’�Ä�ï�É�æ�ï�¬�^�•�z �±�”�Å�Í�”�Â�Ÿ
a�µ� �¿�½�T�’  Catalyst
6500 �³�æ�”�¶  �µ� �¿�½�t�‘�“	!	ô�^�•�‡�b�{�±�”�Ï�µ  �Ó�é�Ì� �¼�”�U
ó
:�w�•�l�›�±�Ù�”�Ä�b�”
	Ô�ù�z CDP �S�‘�|  VTP �Í�­�¿�Ä�›�Ä�ï�É�æ�ï�¬�b�”  VLAN �x  VLAN 1 �Ž�Ž�t�`�s�Z�•�y�s�“�‡�d
�œ�{ Catalyst 6500 �³�æ�”�¶  �µ� �¿�½�x  VLAN 1 �›  CDP �S�‘�|  VTP �Í�­�¿�Ä�w�;
ù�t�–�;�b�”�T�’
�p�b�{�±�”�Å�Í�”�Â�Ÿ
a�w�µ� �¿�½�x�è� �à  2 �Ó�é�Ä�¯�ç  �Ä�ï�É�æ�ï�¬  �Ä�å�ï�«  �Ù�”�Ä�t�Ú
€
€
���b�‚�V�p�x�s�M�w�p�z�±�”�Å�Í�”�Â�Ÿ
a�µ� �¿�½�w  1 �m�U VLAN �!�õ�‡�h�x  VLAN �»�ª�ï�¬�›
�æ�M�z�Í�­�¿�Ä�U
Y�`�M  VLAN �t�Ä�ï�É�æ�ï�¬�^�•�”�‘�O�t�b�”
ž�A�U�K�“�‡�b�{


$ 7-2 �Ä�å�ï�«  �É�¿�Ä�ë�”�«	Í�w�è� �à  2 �Ó�é�Ä�¯�ç  �Ä�ï�É�æ�ï�¬�w�«

1  2

4

 3

 

 A
 

 B

802.1Q 
 2  

 

 2 
   

94
04

9
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�è� �à  2 �Ó�é�Ä�¯�ç  �Ä�ï�É�æ�ï�¬  �Ù�”�Ä�t�0�b�”
��:�S�‘�|�³�ß�¿�Ä�¼�¢�ï  �µ�è�¿
�³�á�×�”�ç�Å�w�¦��

�³�ß�¿�Ä�¼�¢�ï  �µ�è�¿�³�á�×�”�ç�Å�t�‘�l�o�z 
€���^�•�o�M�”�•�l�w�µ� �¿�½�T�’�w�Ä�å�Ñ�Ÿ�¿�«
�U�¤�¿�´  �µ� �¿�½�w	r�g�ó�—�›�Ò�Q�”�w�›�w�Y�h�Š�w�è�”�Ä
M�v�w�»� �Ó�U�>�‡�“�‡�b�{�è� �à  2
�Ó�é�Ä�¯�ç  �Ä�ï�É�æ�ï�¬  �Ù�”�Ä�q  802.1Q �Ä�ï�É�æ�ï�¬�›�°	y�t�–�;�b�”	Ô�ù�x�z	×�t�³�ß�¿�Ä�¼
�¢�ï  �µ�è�¿�³�á�×�”�ç�Å�›
ƒ���b�”�\�q�›
*	‘�`�‡�b�{

�³�ß�¿�Ä�¼�¢�ï  �µ�è�¿�³�á�×�”�ç�Å�w�7�G
*	‘�‹�x  1000 �p�b�{�\�w�‹�x�z 1 �m�w�¤�¿�´  �µ� �¿�½
�U�Ö�±�S�‘�|	Z�±�w�Ä�ï�É�æ�ï�¬�›�î�æ�`�s�U�’  1 
µ���t�¢
��:�d�c�t�£	r�g�p�V�”  PDU �w
:�t
�,�n�M�o�M�‡�b�{�¤�¿�´  �µ� �¿�½�p�x�z�•�l�w�µ� �¿�½�t
€���p�V�”�è� �à  2 �Ó�é�Ä�¯�ç  �Ä�ï�É
�æ�ï�¬  �Ù�”�Ä
:�z�S�‘�|�¤�è� �à  2 �Ó�é�Ä�¯�ç  �Ä�ï�É�æ�ï�¬  �Ù�”�Ä�w�•�l�w  VLAN 
:�‹�z�\�w
�³�ß�¿�Ä�¼�¢�ï  �µ�è�¿�³�á�×�”�ç�Å�‹�t�‘�l�o�>�‡�“�‡�b�{
*	‘�7�G�‹�›  1000 �t�>�Š�”�M�t�x�z
�±�”�Ï�µ  �Ó�é�Ì� �¼�”�w�É�¿�Ä�ë�”�«�T�’�w	Z�±�Ä�ï�É�æ�ï�¬�‹�ß�€�^�•�‡�`�h�{  

�è� �à  2 �Ó�é�Ä�¯�ç  �Ä�ï�É�æ�ï�¬  �Ù�”�Ä�¢�æ�ï�«�£�w
:�z�S�‘�|�¤�¿�´  �µ� �¿�½�U	r�g�p�V�”�¤
�è� �à  2 �Ó�é�Ä�¯�ç  �Ä�ï�É�æ�ï�¬  �Ù�”�Ä�w�•�l  VLAN 
:�¢�¤�æ�ï�«�w  VLAN�£�›�>���b�”�t�x�z
�è� �à  2 �Ó�é�Ä�¯�ç  �Ä�ï�É�æ�ï�¬  �Ù�”�Ä�w
:�t  VLAN 
:�›�»�Z�‡�b�{ �f�w�A�L�x  1000 �Ž�<�p�s�Z
�•�y�s�“�‡�d�œ�{�Í�w�‘�O�s
ƒ���U�D�ó�p�b�{

• �è� �à  2 �Ó�é�Ä�¯�ç  �Ä�ï�É�æ�ï�¬  �Ù�”�Ä  1 �x�·  1000 VLAN

• �è� �à  2 �Ó�é�Ä�¯�ç  �Ä�ï�É�æ�ï�¬  �Ù�”�Ä  2 �x�·  500 VLAN

• �è� �à  2 �Ó�é�Ä�¯�ç  �Ä�ï�É�æ�ï�¬  �Ù�”�Ä  5 �x�·  200 VLAN

• �è� �à  2 �Ó�é�Ä�¯�ç  �Ä�ï�É�æ�ï�¬  �Ù�”�Ä  10 �x�·  100 VLAN

• �è� �à  2 �Ó�é�Ä�¯�ç  �Ä�ï�É�æ�ï�¬  �Ù�”�Ä  20 �x�·  50 VLAN

• �è� �à  2 �Ó�é�Ä�¯�ç  �Ä�ï�É�æ�ï�¬  �Ù�”�Ä  100 �x�·  10 VLAN

�¢�«�£ �³�ß�¿�Ä�¼�¢�ï  �µ�è�¿�³�á�×�”�ç�Å�w
:�‹�t�a�b�”�q�z�Ù�”�Ä�‡�h�x�Ù�”�Ä
c�“�x  errdisable �µ
�Â�”�Ä�t�s�“�z errdisable �»� �Ü�ž�¢�Ä�Ì���w�&�a�™�t�s
î�`�‡�b�{ �³�ß�¿�Ä�¼�¢�ï  �µ�è�¿�³�á�×�”
�ç�Å�w�‹�x
��:�µ�è�¿�³�á�×�”�ç�Å�‹�‘�“�G�V�X�s�Z�•�y�s�“�‡�d�œ�{ 
��:�µ�è�¿�³�á�×�”�ç�Å�‹
�t�a�`�h�K�q�z�f�w�Ù�”�Ä�‡�h�x�Ù�”�Ä
c�“�x  PDU �w
��:�›�‰�•�`�‡�b�{


��:�µ�è�¿�³�á�×�”�ç�Å�S�‘�|�³�ß�¿�Ä�¼�¢�ï  �µ�è�¿�³�á�×�”�ç�Å�w�Ã�Ñ�¥�ç�Ä�x  0 �p�b�{ �‹  0 �›
�¦���b�”�q�z
M�v�x
ƒ���^�•�‡�d�œ�{

�¢�«�£ Release8.4(1) �Ž�ñ�w�¹�Ñ�Ä�¢�£�ž  �æ�æ�”�µ�p�x�z �¤�Ó�é�Ä�¯�ç�t�Ù�”�Ä�o�•�p
��:�µ�è�¿�³�á�×�”
�ç�Å�S�‘�|�³�ß�¿�Ä�¼�¢�ï  �µ�è�¿�³�á�×�”�ç�Å�›�¦���p�V�‡�b�{�µ�è�¿�³�á�×�”�ç�Å�w�ˆ�›
ƒ��
�`�o�Ó�é�Ä�¯�ç�›�¦���`�s�M	Ô�ù�z�Í�­�¿�Ä�x�Ó�é�Ä�¯�ç�t�����s�X�z�§
u�M�Ü�p�è�”�Ä�U
M�v�^
�•�‡�b�{�›���w�Ù�”�Ä�w�›���w�Ó�é�Ä�¯�ç�t�µ�è�¿�³�á�×�”�ç�Å�›�¦���b�”�q�z�Í�­�¿�Ä�x�§
u�M
�Ü�p�è�”�Ä�U
M�v�^�•�z�f�w�K�q�t�Ó�é�Ä�¯�ç�o�•�w�µ�è�¿�³�á�×�”�ç�Å�U�&�;�^�•�‡�b�{�Ù�”�Ä
�o�•�w�Ó�é�Ä�¯�ç
��:�µ�è�¿�³�á�×�”�ç�Å�S�‘�|�³�ß�¿�Ä�¼�¢�ï  �µ�è�¿�³�á�×�”�ç�Å�w
c�“�x�z 0
�™ 65535 �p�b�{


��:�S�‘�|�³�ß�¿�Ä�¼�¢�ï  �µ�è�¿�³�á�×�”�ç�Å�›�¦���b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›
�æ�M�‡�b�{
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ƒ��
�µ� �¿�½	Í�p�w�è� �à  2 �Ó�é�Ä�¯�ç  �Ä�ï�É�æ�ï�¬�w
ƒ��
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�Í�t�z�Ù�”�Ä	Í�w
��:�µ�è�¿�³�á�×�”�ç�Å�›  500 �t�z�³�ß�¿�Ä�¼�¢�ï  �µ�è�¿�³�á�×�”�ç�Å�›  1000
�t�¦���b�”�«�›�Ô�`�‡�b�{

Console> (enable) set port l2protocol-tunnel 3/15 drop-threshold 500 
shutdown-threshold  1000
Drop Threshold=500, Shutdown Threshold=1000 set on port 3/15.
Console> (enable)

�Í�t�z�Ù�”�Ä	Í�w  CDP �Í�­�¿�Ä�w
��:�µ�è�¿�³�á�×�”�ç�Å�›  100 �t�z�³�ß�¿�Ä�¼�¢�ï  �µ�è�¿�³�á
�×�”�ç�Å�›  400 �t�¦���b�”�«�›�Ô�`�‡�b�{

Console> (enable) set port l2protocol-tunnel 3/1 drop-threshold 200 shutdown-threshold 
400 cdp
Drop Threshold=200, Shutdown Threshold=400 set on port 3/1.
Console> (enable) 

Console> (enable) show port l2protocol-tunnel 3/15
Port                     Tunnel Protocol(s) Drop Threshold Shutdown Threshold  
------------------------ ------------------ -------------- ------------------ 
 3/15                    None 500              1000

Port                 CDP       CDP       STP       STP       VTP       VTP
                     Drop      Shutdown  Drop      Shutdown  Drop      Shutdown
                     Threshold Threshold Threshold Threshold Threshold Threshold
-------------------- --------- --------- --------- --------- --------- ---------
 3/15                        0         0         0         0         0         0
Console> (enable) 
Console> (enable) show port l2protocol-tunnel 3/1
Port                     Tunnel Protocol(s) Drop Threshold Shutdown Threshold  
------------------------ ------------------ -------------- ------------------ 
 3/1                     None                            0                  0

Port                 CDP       CDP       STP       STP       VTP       VTP
                     Drop      Shutdown  Drop      Shutdown  Drop      Shutdown
                     Threshold Threshold Threshold Threshold Threshold Threshold
-------------------- --------- --------- --------- --------- --------- ---------
 3/1                       200       400         0         0         0         0
Console> (enable)

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 �Ù�” �Ä	 Í �p 
 � � : �S� ‘ � | � ³ �ß�¿�Ä�¼�¢� ï  �µ
�è�¿�³�á�×�”�ç�Å�›�¦���`�‡�b�{

set port l2protocol-tunnel mod/port {drop-threshold 
drop-threshold}
{ shutdown-threshold shutdown-threshold} 
[cdp | eoam | stp | vtp]

�µ�Â�¿�Ó 2 
ƒ���›�¬�Ý�`�‡�b�{ show port l2protocol-tunnel [mod[/port]]



�H 7 	·       IEEE 802.1Q �Ä�ï�É�æ�ï�¬�S�‘�|�è� �à  2 �Ó�é�Ä�¯�ç  �Ä�ï�É�æ�ï�¬�w
ƒ��
�µ� �¿�½	Í�p�w�è� �à  2 �Ó�é�Ä�¯�ç  �Ä�ï�É�æ�ï�¬�w
ƒ��
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�è� �à  2 �Ó�é�Ä�¯�ç  �Ä�ï�É�æ�ï�¬  �Ù�”�Ä	Í�p�w  CoS �w�¦��

�b�‚�o�w�Ö�±�è� �à  2 �Ó�é�Ä�¯�ç  �Ä�ï�É�æ�ï�¬  �Ù�”�Ä	Í�p�¬�é�”�Ì�ç�t  CoS �‹�›�¦���b�”�\�q�‹
�p�V�‡�b�{ CoS �‹�x�b�‚�o�w�Ö�±�Ä�ï�É�æ�ï�¬  �Ù�”�Ä�t�&�;�^�•�”�w�p�z�µ� �¿�½�t�‘�l�o
ù	Z�^
�•�h�§�Ó�·�ç�=  PDU �w CoS �‹�x�b�‚�o�‰�a�t�s�“�‡�b�{���®�s�‹�x  0 �™ 7 �p�z�Ã�Ñ�¥�ç�Ä�w  CoS
�‹�x  5 �p�b�{

�b�‚�o�w�Ö�±�è� �à  2 �Ó�é�Ä�¯�ç  �Ä�ï�É�æ�ï�¬  �Ù�”�Ä	Í�p�¬�é�”�Ì�ç�t  CoS �‹�›�¦���b�”�t�x�z
� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z CoS �‹�›  6 �t
ƒ���b�”�«�›�Ô�`�‡�b�{

Console> (enable) set l2protocol-tunnel cos 6
New CoS value is 6.
Console> (enable)

Console> (enable) show l2protocol-tunnel statistics 4/1
Tunneling CoS is set to 6.
Port  CDP Frames Encap     CDP Frames De-encap     
----- -------------------- --------------------
 4/1 97465                94434 
.
.
.
Console> (enable)

Console> (enable) clear l2protocol-tunnel cos
Default Cos set to 5.
Console> (enable)

�è� �à  2 �Ó�é�Ä�¯�ç  �Ä�ï�É�æ�ï�¬�w�-	Ø�C�w	«�ˆ

1 �m�w�Ù�”�Ä�‡�h�x�b�‚�o�w�Ä�ï�É�æ�ï�¬  �Ù�”�Ä	Í�p�è� �à  2 �Ó�é�Ä�¯�ç  �Ä�ï�É�æ�ï�¬�w�-	Ø�C
�›	«�ˆ�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z�Ù�”�Ä  7/1 	Í�p�è� �à  2 �Ä�ï�É�ç  �Ù�”�Ä�w�-	Ø�C�›	«�ˆ�b�”�«�›�Ô�`�‡�b�{

Console> (enable) clear l2protocol-tunnel statistics 7/1  
Layer 2 Protocol Tunnel statistics cleared on ports: 7/1.
Console> (enable)

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 CoS �‹�›�¬�é�”�Ì�ç�t�¦���`�‡�b�{ set l2protocol-tunnel cos cos-value

�µ�Â�¿�Ó 2 
ƒ���›�¬�Ý�`�‡�b�{ show l2protocol-tunnel statistics [mod[/port]]

�^�À �¯�Ú�ï�Å

�è� �à  2 �Ä�ï�É�ç  �Ù�”�Ä�w�w�-	Ø�C�›	«�ˆ�`�‡
�b�{

clear l2protocol-tunnel statistics [mod/port]
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8

�µ�Í�Ç�ï�¬�À�æ�”�w
ƒ��

�\�w	·�p�x�z IEEE 802.1D �Ò�æ�¿�´  Spanning-Tree Protocol�¢ STP; �µ�Í�Ç�ï�¬�À�æ�”  �Ó�é�Ä�¯�ç�£�q�z
Catalyst 6500 � ³ �æ�” �¶  �µ�   �¿�½	Í �p�w�³ �µ� ¯ �   �×�w  STP �p�K�”  Per VLAN Spanning-Tree Plus

�¢ PVST+�£�z�S�‘�|  Multi-Instance Spanning-Tree Protocol�¢ MISTP�£�w�–�;�M�O�q
ƒ��	�	q�›
†�Ì�`�‡�b�{

�¢�«�£ �µ�Í�Ç�ï�¬�À�æ�”  PortFast�zUplinkFast�z�S�‘�|  BackboneFast �;�ó�w
ƒ���t�m�M�o�x�z �H 9 	·�®�µ�Í
�Ç�ï�¬�À�æ  �”  PortFast�zUplinkFast�zBackboneFast�z�S�‘�|�ç�”�Ó  �¨�”�Å�w
ƒ���¯ �›�€	°�`�o�X�i�^�M�{

�\�w	·�p
†�Ì�b�”�º�0�x�z�Í�w�q�S�“�p�b�{

• STP �w�;�ó�“�A�¢ p.8-2�£

• PVST+ �S�‘�|  MISTP �Þ�”�Å�w�;�ó�¢ p.8-13�£

• �Ò�æ�¿�´  ID �w�;�ó�“�A�¢ p.8-15�£

• MST �w�;�ó�“�A�¢ p.8-17�£

• BPDU �µ�©�á�”� �ï�¬�w�;�ó�“�A�¢ p.8-25�£

• �è� �à  2 PDU �è�”�Ä
M�v�w�;�ó�“�A�¢ p.8-26�£

• �µ� �¿�½	Í�p�w  PVST+ �w
ƒ���¢ p.8-27�£

• �µ� �¿�½	Í�p�w  Rapid PVST+ �w
ƒ���¢ p.8-34�£

• �µ� �¿�½	Í�p�w  MISTP-PVST+ �‡�h�x  MISTP �w
ƒ���¢ p.8-36�£

• �ç�”�Ä  �µ� �¿�½�w
ƒ���¢ p.8-47�£

• �µ� �¿�½	Í�p�w�µ�Í�Ç�ï�¬�À�æ�”  �»� �Ú�”�w
ƒ���¢ p.8-52�£

• �µ� �¿�½	Í�p�w  MST �w
ƒ���¢ p.8-55�£

• �µ� �¿�½	Í�p�w  BPDU �µ�©�á�”� �ï�¬�w
ƒ���¢ p.8-63�£

• �µ� �¿�½	Í�p�w�è� �à  2 PDU �è�”�Ä
M�v�w
ƒ���¢ p.8-65�£

�¢�«�£ �\�w	·�p�–�;�`�o�M�”�¯�Ú�ï�Å�w�ì
¶�s�Ï���S�‘�|�–�;�M�O�w	Ä�I�t�m�M�o�x�z �° Catalyst 6500
Series Switch Command Reference�±�›�€	°�`�o�X�i�^�M�{
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ƒ��
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STP �w�;�ó�“�A
�\�\�p�x�z�b�‚�o�w  STP �t�ž�è�b�”�;�ó�t�m�M�o
†�Ì�`�‡�b�{�³�µ�¯� �×�w  STP �p�K�”  PVST+ �S
�‘�|  MISTP �x�z IEEE 802.1D STP �t�,�n�M�o�M�‡�b�¢	Ä�I�t�m�M�o�x�z �®PVST+ �S�‘�|  MISTP �Þ�”
�Å�w�;�ó�¯ [p.8-13]  �›�€	°�£ �{ 802.1D STP �x�z
Æ�A�s�ç�”�Ó�›
		†�`�m�m�É�¿�Ä�ë�”�«�º�p�Í�µ�w
	Ñ�Õ
Q�›�î�q�b�”�è� �à  2 ���g�Ó�é�Ä�¯�ç�p�b�{ STP �x�b�‚�o�z�É�¿�Ä�ë�”�«	Í�p�7�‘�w�ç�”�Ó�Ñ
�æ�”  �Í�µ�›�‰	Z�b�”�ž�ç�°�æ�¶�Ü�›�–�;�`�o�M�‡�b�{  

STP �x
ü�„�ž�ç�°�æ�¶�Ü�›�–�;�`�‡�b�{
ü�„�ž�ç�°�æ�¶�Ü�p�x�z	Ñ�Õ
€���É�¿�Ä�ë�”�«�w�Ò�æ�¿�´
�w 1 �m�›�z�µ�Í�Ç�ï�¬�À�æ�”
€���`�h�ž�«�Â�Ÿ�Ò  �Ä�Ù�é�´�”�w�ç�”�Ä�q�`�o
¬�R�`�‡�b�{ STP �x�z
�ž�«�Â�Ÿ�Ò  �Ä�Ù�é�´�”�º�p�w�Ù�”�Ä�w�;�ó�t� �a�o�z�¤�Ù�”�Ä�t�þ�Â�›�Â�“�p�o�‡�b�{�Ù�”�Ä�w�þ
�Â�t�x�z�Í�w�‹�w�U�K�“�‡�b�{

• �ç�”�Ä  �•  �µ�Í�Ç�ï�¬�À�æ�”  �Ä�Ù�é�´�”�;�t
¬���^�•�h�8
ù�Ù�”�Ä

• �¦��  �•  �b�‚�o�w�µ� �¿�½�Å  LAN �·�¬�Ý�ï�Ä�;�t
¬���^�•�h�8
ù�Ù�”�Ä

• �E�8  �•  �µ�Í�Ç�ï�¬�À�æ�”�w�ç�”�Ä  �Ù�”�Ä�•�w�E�8�Í�µ�q�s�”�Ò�é�¿�«  �Ù�”�Ä

• �Ì�¿�«�ž�¿�Ó  �•  �ç�”�Ó�Ì�¿�«
ƒ���w�Ò�é�¿�«  �Ù�”�Ä

�\�w�‘�O�s�þ�Â�U�Â�“�p�o�’�•�h�Ù�”�Ä�›�Ë�m�µ� �¿�½�›�ç�”�Ä  �µ� �¿�½�‡�h�x�¦���µ� �¿�½�q
�z�|�‡�b�{	Ä�I�t�m�M�o�x�z �®�ç�”�Ä  �µ� �¿�½�t�b�”�M�O�¯ �¢ p.8-3�£ �›�€	°�`�o�X�i�^�M�{

� �”�±�É�¿�Ä  �É�¿�Ä�ë�”�«�p�x�z�Ú�™�w  2 �m�w�µ�Â�”�³�ã�ï���t���O�b�”�ž�«�Â�Ÿ�Ò  �Í�µ�x  1 �m
�i�Z�p�b�{�µ�Â�”�³�ã�ï���t
ó
:�w�ž�«�Â�Ÿ�Ò  �Í�µ�U�K�”�q�z�É�¿�Ä�ë�”�«�º�p�ç�”�Ó�U
C
\�b�”
�j�¼�t�s�“�‡�b�{ �ç�”�Ó�U
C
\�b�”�q�z �°
æ�w�µ� �¿�½�x�×
��w�†���w�µ�Â�”�³�ã�ï�›�Ý�Ý�`�‡�b�{
�\�•�t�‘�“�z�8
ù�ž�ç�°�æ�¶�Ü�U
Y�`�X�;�ó�d�c�z�Ñ�è�”�Ü�U	O
ó�`�o�8
ù�^�•�‡�b�{

�µ�Í�Ç�ï�¬�À�æ�”  �ž�ç�°�æ�¶�Ü�x�z �¦�Á�É�¿�Ä�ë�”�«�w�b�‚�o�w�µ� �¿�½�t�‡�h�U�”�À�æ�”�›���[
�`�h�K�q�z�›���w	Ñ�Õ�Ã�”�»  �Í�µ�›�§
M�$�t�µ�»�ï�Ì� �¢�Ò�é�¿�«�£�µ�Â�”�Ä�t�b�”�\�q�t�‘�“�z
�Í�µ�w	Ñ�Õ
Q�›���™�`�‡�b�{�É�¿�Ä�ë�”�«	Í�w�µ� �¿�½�x�z�µ�Í�Ç�ï�¬�À�æ�”  �Í�­�¿�Ä�›���8�$�t

ù	!	ô�`�z�f�•�t�‘�l�o�Í�µ�›�Ý���`�‡�b�{ STP �º�w  1 �m�w�É�¿�Ä�ë�”�«  �·�¬�Ý�ï�Ä�U�x�a
Æ�ó�t
�s�”�T�z�‡�h�x�µ�Í�Ç�ï�¬�À�æ�”  �¯�µ�Ä�U�!�=�`�h	Ô�ù�z�µ�Í�Ç�ï�¬�À�æ�”  �ž�ç�°�æ�¶�Ü�x�µ�Í
�Ç�ï�¬�À�æ�”  �Ä�Ù�é�´�”�›�6
ƒ���`�z�µ�»�ï�Ì�   �Í�µ�›�ž�«�Â�Ÿ�Ò�t�b�”�\�q�t�‘�l�o�z�æ�ï�«
�›�6�S�¬�q�`�‡�b�{  

�µ�Í�Ç�ï�¬�À�æ�”�w�ˆ�^�x�Ä�å�ï�µ�Ö�ž�è�ï�Ä�s�w�p�z�¤�ï�Å  �µ�Â�”�³�ã�ï�U�›���w  LAN �·�¬�Ý
�ï�Ä�t
€���^�•�o�M�”�w�T�z�f�•�q�‹
ó
:�·�¬�Ý�ï�Ä�T�’�s�”�µ� �¿�½�Å  LAN �t
€���^�•�o�M�”
�w�T�›�z�¤�ï�Å  �µ�Â�”�³�ã�ï�U�U	Z�b�”�\�q�x�p�V�‡�d�œ�{  

�\�\�p�x�z STP �t�m�M�o
†�Ì�`�‡�b�{

• �Ä�Ù�é�´�”�w�^
R�M�O�¢ p.8-3�£

• �ç�”�Ä  �µ� �¿�½�t�b�”�M�O�¢ p.8-3�£

• BPDU �w�;�ó�“�A�¢ p.8-4�£

• �Ù�”�Ä  �¯�µ�Ä�w�-�‰�S�‘�|�Â�“�p�o�¢ p.8-4�£

• �µ�Í�Ç�ï�¬�À�æ�”  �Ù�”�Ä  �µ�Â�”�Ä�¢ p.8-6�£
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�Ä�Ù�é�´�”�w�^
R�M�O

�µ�Í�Ç�ï�¬�À�æ�”�›�Ï
R�b�”�¦�Á  LAN 	Í�w�b�‚�o�w�µ� �¿�½�x�z�Ã�”�»  �Ý�¿�·�”�´�›�¦�õ�b�”�\
�q�t�‘�“�z�É�¿�Ä�ë�”�«	Í�w���w�µ� �¿�½�t���b�”	Ø�C�›	)	B�`�‡�b�{�\�w�Ý�¿�·�”�´�x�z Bridge
Protocol Data Unit�¢ BPDU; �Ò�æ�¿�´  �Ó�é�Ä�¯�ç  �Ã�”�»  �â�Ç�¿�Ä�£�q�z�y�•�‡�b�{�\�w�Ý�¿�·�”�´
�¦�õ�t�‘�“�z�Í�w�^�À�U�æ�˜�•�‡�b�{

• �µ�Í�Ç�ï�¬�À�æ�”  �É�¿�Ä�ë�”�«  �Ä�Ù�é�´�”�t�{���w�ç�”�Ä  �µ� �¿�½�U
¬���^�•�‡�b�{

• �µ� �¿�½�Å  LAN �·�¬�Ý�ï�Ä�]�q�t  1 �m�c�m�z�¦���µ� �¿�½�U
¬���^�•�‡�b�{

• 	Ñ�Õ�µ� �¿�½  �Ù�”�Ä�›�Ì�¿�«�ž�¿�Ó  �µ�Â�”�Ä�t�b�”�\�q�t�‘�“�z�µ� �¿�½�Å  �É�¿�Ä�ë�”�«	Í
�w�ç�”�Ó�U
		†�^�•�‡�b�{�µ� �¿�½�Å  �É�¿�Ä�ë�”�«�º�w�r�w	Ô	t�T�’�p�‹�z�ç�”�Ä  �µ� �¿�½
�t�x�a�b�”�h�Š�t
ž�A�p�s�M�Í�µ�x�z�b�‚�o  STP �Ò�é�¿�«  �Þ�”�Å�t�s�“�‡�b�{

�ž�«�Â�Ÿ�Ò�s�µ� �¿�½�Å  �É�¿�Ä�ë�”�«�w�Ä�Ù�é�´�”�x�z�Í�w�A
É�t�‘�l�o�>�‡�“�‡�b�{

• �¤�µ� �¿�½�t�0� 
Ç�Z�’�•�h�z�°�™�w�µ� �¿�½  ID�¢�µ� �¿�½�w  MAC�¦�Ý�Ã�Ÿ�ž  �ž�«�·�µ
M�š�§
�ž�Å�è�µ�£

• �¤�µ� �¿�½  �Ù�”�Ä�t�0� 
Ç�Z�’�•�h�ç�”�Ä�t�0�b�”�Í�µ  �¯�µ�Ä

• �¤�µ� �¿�½  �Ù�”�Ä�t�0� 
Ç�Z�’�•�h�Ù�”�Ä  ID�¢�Ù�”�Ä�w  MAC �ž�Å�è�µ�£

�µ� �¿�½�Å  �É�¿�Ä�ë�”�«�p�x�z�æ�g	Í�z�ç�”�Ä  �µ� �¿�½�U�µ�Í�Ç�ï�¬�À�æ�”  �Ä�Ù�é�´�”�w�¤	ú�p
�b�{ STP �x  BPDU �›�–�;�`�o�z�µ� �¿�½�Å  �É�¿�Ä�ë�”�«�;�w�ç�”�Ä  �µ� �¿�½�S�‘�|�ç�”�Ä  �Ù�”�Ä
�›
¬���`�z�^�’�t�z�¤�µ� �¿�½�Å  �·�¬�Ý�ï�Ä�w�ç�”�Ä  �Ù�”�Ä�S�‘�|  Designated Port�¢ DP; �¦���Ù�”
�Ä�£�›
¬���`�‡�b�{  

�ç�”�Ä  �µ� �¿�½�t�b�”�M�O

�b�‚�o�w�µ� �¿�½�U�Ã�Ñ�¥�ç�Ä�w
ƒ���p� �É�”�Ò�ç�t�s�l�o�M�”	Ô�ù�x�z�É�¿�Ä�ë�”�«�º�p�7	–
MAC �ž�Å�è�µ�›�Ë�m�µ� �¿�½�U�ç�”�Ä  �µ� �¿�½�t�s�“�‡�b�{ 
$ 8-1 �p�x�z �µ� �¿�½  A �U�7	–  MAC
�ž�Å�è�µ�›�Ë�l�o�M�”�w�p�ç�”�Ä  �µ� �¿�½�p�b�{�h�i�`�z�Ä�å�Ñ�Ÿ�¿�«  �Í�»�”�ï�z�8
ù�Ù�”�Ä�w

:�z�‡�h�x�s
¢�»� �Ó�t�‘�l�o�x�z�µ� �¿�½  A �U�7�&�s�ç�”�Ä  �µ� �¿�½�q�x�v�“�‡�d�œ�{�7�&�s
�µ� �¿�½�w�Ó�å� �¦�æ�Â�Ÿ�›	Í�[�”�¢�Ó�å� �¦�æ�Â�Ÿ�w
:�‹�›�<�[�”�£�\�q�t�‘�“�z�f�w�µ� �¿�½
�›�§
M�$�t�ç�”�Ä  �µ� �¿�½�t�b�”�\�q�U�p�V�‡�b�{�\�w
â�^�t�‘�l�o�z�µ�Í�Ç�ï�¬�À�æ�”�x�Ä�Ù�é
�´�”�›�6�-�‰�`�z
¬�R�^�•�h�µ� �¿�½�›�ç�”�Ä  �µ� �¿�½�t�`�‡�b�{


$ 8-1 �ç�”�Ó�Ñ�æ�”  �Ä�Ù�é�´�”�w
ƒ��

�Ù�”�Ä�w�Ó�å� �¦�æ�Â�Ÿ�›�!�Ë�`�o�z�f�w�Ù�”�Ä�›�ç�”�Ä  �Ù�”�Ä�t�b�”�\�q�U�p�V�‡�b�{�µ�Í�Ç�ï
�¬�À�æ�”  �Ä�Ù�é�´�”�U�Ã�Ñ�¥�ç�Ä�w�Í�å�Ý�”�»�t�,�n�M�o�‰	Z�^�•�h	Ô�ù�z�µ� �¿�½�Å  �É�¿�Ä
�ë�”�«	Í�w
ù	ô�i�µ�Â�”�³�ã�ï�T�’�|
Œ�µ�Â�”�³�ã�ï�‡�p�w�Í�µ�U�7�&�q�x�v�“�‡�d�œ�{�‡�h�z�q
�O�w�ç�”�Ä  �Ù�”�Ä�‘�“
:�È�w�G�V�M�Ù�”�Ä�t�z�‘�“�ô���w�æ�ï�«�›
€���`�h	Ô�ù�z�ç�”�Ä  �Ù�”�Ä
�w�!�Ë�U
ž�A�t�s�”	Ô�ù�U�K�“�‡�b�{�7�ô���w�æ�ï�«�›�ç�”�Ä  �Ù�”�Ä�t�b�”�\�q�U	O�A�p�b�{

S
56

88

DP

DP

RP DP

DPRP

DP

RP =  
DP = 

DP

RP

DP
DA

CB
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�h�q�Q�y�z�µ� �¿�½  B �w�K�”�Ù�”�Ä�U�«�Ñ�•� �Ì  �æ�ï�«�p�z�µ� �¿�½  B �w���w�Ù�”�Ä�¢ Unshielded
Twisted-Pair�¦ UTP; �³�”�ç�Å�s�`�À� �µ�Ä�Ö�ž�§�æ�ï�«�£�U�ç�”�Ä  �Ù�”�Ä�p�K�”�q�`�‡�b�{�É�¿�Ä
�ë�”�«  �Ä�å�Ñ�Ÿ�¿�«�x�ô���w�«�Ñ�•� �Ì  �æ�ï�«�t�;
ù�b�”�M�U�®�p�$�p�b�{�«�Ñ�•� �Ì  �Ù�”�Ä�w
�Ù�”�Ä  �Ó�å� �¦�æ�Â�Ÿ  �Í�å�Ý�”�»�›  UTP �Ù�”�Ä�‘�“�ô�M�Ó�å� �¦�æ�Â�Ÿ�t�!�Ë�b�”�q�¢
:�‹�›�<
�[�”�q�£ �z�«�Ñ�•� �Ì  �Ù�”�Ä�U�ç�”�Ä  �Ù�”�Ä�t�s�“�‡�b�{�«�Ñ�•� �Ì  �Ù�”�Ä�w�Ù�”�Ä  �¯�µ�Ä  �Í�å
�Ý�”�»�›  UTP �Ù�”�Ä�‘�“�ÿ�M�‹�t�!�Ë�`�o�‹�‰�a�A�L�t�s�“�‡�b�{

BPDU �w�;�ó�“�A

BPDU �t�x�z
ù	ô���µ� �¿�½�S�‘�|�f�w�Ù�”�Ä�t�m�M�o�z MAC �ž�Å�è�µ�z�µ� �¿�½�w�Ó�å� �¦�æ
�Â�Ÿ�z�Ù�”�Ä�w�Ó�å� �¦�æ�Â�Ÿ�z�Ù�”�Ä  �¯�µ�Ä�s�r�w
ƒ��	Ø�C�U���‡�•�‡�b�{�¤�¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï  BPDU �t���‡�•�”	Ø�C�x�z�Í�w�q�S�“�p�b�{

• 
ù	ô���µ� �¿�½�U�ç�”�Ä  �µ� �¿�½�q�ˆ�s�`�o�M�”�µ� �¿�½�w�{���w  ID

• 
ù	ô���Ù�”�Ä�T�’�ç�”�Ä�•�w�Í�µ�w�¯�µ�Ä

• 
ù	ô���Ù�”�Ä�w  ID

�µ� �¿�½�x�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  BPDU �›
ù�l�o�è	ô�`�z�µ�Í�Ç�ï�¬�À�æ�”  �Ä�Ù�é�´�”�›�-�‰
�`�‡�b�{ BPDU �›�;
ù�b�”  MAC �Ñ�è�”�Ü�x�z�|
Œ�ž�Å�è�µ  �Ñ�Ÿ�”�ç�Å�t�µ� �¿�½  �¬�ç�”�Ó  �ž�Å
�è�µ�›
ù	ô�`�‡�b�{�Ñ�è�”�Ü�w
ù	ô
Œ  LAN �t
€���^�•�h�b�‚�o�w�µ� �¿�½�U�z�f�w  BPDU �›	!	ô
�`�‡�b�{ BPDU �x�µ� �¿�½�t�‘�l�o�Ú
€�8
ù�^�•�”�˜�Z�p�x�K�“�‡�d�œ�{	!	ô���w�µ� �¿�½�U�z�Ñ
�è�”�Ü�t���‡�•�o�M�”	Ø�C�›�–�;�`�o  BPDU �›�-�‰�`�z �Ä�Ù�é�´�”�U�!�=�`�h�Ì�:�p  BPDU 
ù	ô�›
�‰�•�`�‡�b�{

BPDU �¦�õ�t�‘�l�o�Í�w�^�À�U�æ�˜�•�‡�b�{

• 1 �F�w�µ� �¿�½�U�ç�”�Ä  �µ� �¿�½�q�`�o
¬���^�•�‡�b�{

• �µ� �¿�½�]�q�t�z�ç�”�Ä  �µ� �¿�½�‡�p�w�7�y�‘�m�U�-�‰�^�•�‡�b�{

• �¦���µ� �¿�½�U
¬�R�^�•�‡�b�{�\�•�x�z�ç�”�Ä �µ� �¿�½�t�7�‹�Ù�M�µ� �¿�½�p�K�“�z�\�w�µ
� �¿�½�›�&���`�o�Ñ�è�”�Ü�U�ç�”�Ä�•�8
ù�^�•�‡�b�{

• �¤�µ� �¿�½�w�Ù�”�Ä�U
¬�R�^�•�‡�b�{ �µ� �¿�½�T�’�ç�”�Ä  �µ� �¿�½�‡�p�w�7�&�Í�µ�›���™�b�”
�Ù�”�Ä�p�b�{

• STP �t���‡�•�o�M�”�Ù�”�Ä�U
¬�R�^�•�‡�b�{

�Ù�”�Ä  �¯�µ�Ä�w�-�‰�S�‘�|�Â�“�p�o

�µ� �¿�½  �Ù�”�Ä�w�Ù�”�Ä  �¯�µ�Ä�›�-�‰�`�o�Â�“�p�o�”�\�q�p�z�¬�î�t�7�y�‘�m�¢�m�‡�“�7�ÿ�¯�µ
�Ä�£�p�Ã�”�»�›�ç�”�Ä  �µ� �¿�½�‡�p
ù	ô�p�V�‡�b�{�¿�3�¬
ï�w�Ù�”�Ä�t�0�`�o�ÿ�M�Í�µ  �¯�µ�Ä�‹

�¢�Ù�”�Ä  �¯�µ�Ä�£�›�-�‰�`�o�Â�“�p�o�’�•�‡�b�{�\�•�t�x�z�³�ã�”�Ä�O�¢�Ã�Ñ�¥�ç�Ä�£�‡�h�x�é�ï
�¬�O�›�–�;�`�‡�b�{�³�ã�”�Ä�O�x�z 1 �™ 65535 �w�‹�›�)�Q�”  16 �Ï�¿�Ä���Ü�›�–�;�`�‡�b�{�é�ï�¬�O
�x�z 1 �™ 200,000,000 �w
c�“�w�‹�›�)�Q�”  32 �Ï�¿�Ä���Ü�›�–�;�`�‡�b�{�Ã�Ñ�¥�ç�Ä�w�¯�µ�Ä  �Þ�”�Å

ƒ���w	Ä�I�t�m�M�o�x�z �®PVST+ �w�Ã�Ñ�¥�ç�Ä  �Ù�”�Ä  �¯�µ�Ä  �Þ�”�Å�w
ƒ���¯ �¢ p.8-31�£ �›�€	°�`�o
�X�i�^�M�{

�¢�«�£ �É�¿�Ä�ë�”�«�º�w�b�‚�o�w�µ� �¿�½�p�z�‰�a�Ù�”�Ä  �¯�µ�Ä�w�-�‰�M�O�›�–�;�`�o�X�i�^�M�{�é�ï
�¬�O�w�–�;�›�¦���`�s�M	Ô�ù�z�Ù�”�Ä  �¯�µ�Ä�w�-�‰�t�x�³�ã�”�Ä�O�U�–�;�^�•�‡�b�{�-�‰�M�O�x
CLI�¢�¯�Ú�ï�Å�å� �ï  � �ï�»�”�Ñ�£� �µ�£�›�–�;�`�o�¦���p�V�‡�b�{
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�³�ã�”�Ä�O�›�–�;�`�h�Ù�”�Ä  �¯�µ�Ä�w�-�‰

IEEE 802.1D �“�7�p�x�z�3�¬
ï�t�,�n�M�o�¤�Ù�”�Ä�t  16 �Ï�¿�Ä�¢�³�ã�”�Ä�£�w�Ã�Ñ�¥�ç�Ä  �Ù�”�Ä
�¯�µ�Ä�‹�›�Â�“�p�o�‡�b�{ �Ù�”�Ä  �¯�µ�Ä�x�z 1 �™ 65535 �w
c�“�p	��ˆ�p�Â�“�p�o�”�\�q�‹�p�V�‡�b�{
16 �Ï�¿�Ä�‹�x�z�Ù�”�Ä  �¯�µ�Ä�U�›�t
ƒ���^�•�o�M�s�M�Ù�”�Ä�t�w�ˆ�–�;�`�‡�b�{ 
¯ 8-1 �t�z�³�ã�”
�Ä�O�›�Ù�”�Ä  �¯�µ�Ä�-�‰�t�–�;�`�h	Ô�ù�t�¤�»� �Ó�w�Ù�”�Ä�t�0�`�o�µ� �¿�½�U�Â�“�p�o�”�Ã
�Ñ�¥�ç�Ä�w�Ù�”�Ä  �¯�µ�Ä�‹�›�Ô�`�‡�b�{

 

�é�ï�¬�O�›�–�;�`�h�Ù�”�Ä  �¯�µ�Ä�w�-�‰

802.1t �p�x�z�Ù�”�Ä�w�3�¬
ï�t�,�n�M�h�¬�Ü�›�–�;�`�o�¤�Ù�”�Ä�t  32 �Ï�¿�Ä�¢�é�ï�¬�£�w�Ã�Ñ�¥�ç
�Ä �Ù�”�Ä  �¯�µ�Ä�‹�›�Â�“�p�o�‡�b�{�Ù�”�Ä  �¯�µ�Ä�x�z 1 �™ 200,000,000 �w
c�“�p	��ˆ�p�Â�“�p�o�”
�\�q�‹�p�V�‡�b�{�Ã�Ñ�¥�ç�Ä�w  32 �Ï�¿�Ä  �Ù�”�Ä  �¯�µ�Ä	��˜�;�w�¬�Ü�p�x�z�Ù�”�Ä�w�3�¬
ï�›
200,000,000 �p�Â�“�‡�b�{ 
¯ 8-2 �t�z�é�ï�¬�O�›�Ù�”�Ä  �¯�µ�Ä�-�‰�t�–�;�`�h	Ô�ù�t�z�¤�»� �Ó�w
�Ù�”�Ä�t�0�`�o�µ� �¿�½�U�Â�“�p�o�”�Ã�Ñ�¥�ç�Ä�w�Ù�”�Ä  �¯�µ�Ä�‹�z �S�‘�|
*	‘�b�”�¯�µ�Ä�‹�q
c
�“�›�Ô�`�‡�b�{

	B�ÿ�æ�ï�«�w�Ù�”�Ä  �¯�µ�Ä�w�-�‰

	B�ÿ�æ�ï�«�¢�Ù�”�Ä  �Ì�ï�Å�ç�£�t�0�`�o�x�‘�w�æ�ï�«�›�å�C�`�h�“�_	†�`�h�“�b�”�h�Š�z	B�ÿ�æ�ï
�«�w�3�¬
ï�x
ÿ�n�`�‡�b�{�3�¬
ï�U�!�=�b�”�q�z	B�ÿ�Ù�”�Ä�w�Ã�Ñ�¥�ç�Ä�w�Ù�”�Ä  �¯�µ�Ä�›�6�-�‰
�b�”�\�q�t�s�“�‡�b�{�Ã�Ñ�¥�ç�Ä�w�Ù�”�Ä  �¯�µ�Ä�U�!�Ë�^�•�h�“�z�æ�ï�«�p�3�¬
ï�›�×�ˆ�É�°�³
�¤�”�³�ã�ï�b�”�\�q�p�Ù�”�Ä  �¯�µ�Ä�U�!�Ë�^�•�h�“�b�”�q�z�µ�Í�Ç�ï�¬�À�æ�”  �Ä�Ù�é�´�”�U�6�-
�‰�^�•�‡�b�{�Ä�Ù�é�´�”�w�6�-�‰�x�z�›�t�æ�ï�«�w�å�C�•�_	†�U	B�ÿ�æ�ï�«�w�3�¬
ï�t�„�q�œ�r��
���`�s�M	Ô�ù�¢�h�q�Q�y�z 10 Mbps �æ�ï�«�U  10 Gbps 	B�ÿ�æ�ï�«�T�’�_	†�^�•�”	Ô�ù�£ �z�l�‡�`�M�\
�q�p�x�K�“�‡�d�œ�{ �Ä�Ù�é�´�”�w�×�ˆ�6�-�‰�t�‘�”
M�v�w�h�Š�z 802.1t �p�x�3�¬
ï�w�!�=�t�‘�“�Ù�”
�Ä�w�¯�µ�Ä�U�!�=�`�s�M�‘�O�t�s�l�o�M�‡�b�{ 	B�ÿ�Ù�”�Ä�p�x�µ�»�ï�Å�ž�é�ï  �Ù�”�Ä�q�‰�a�Ù�”�Ä
�¯�µ�Ä  �Í�å�Ý�”�»�›�–�;�`�‡�b�{  


¯ 8-1 �³�ã�”�Ä�O�›�–�;�`�h�Ã�Ñ�¥�ç�Ä�w�Ù�”�Ä  �¯�µ�Ä�‹

�Ù�”�Ä���S �Ã�Ñ�¥�ç�Ä�w�¯�µ�Ä�‹ �Ã�Ñ�¥�ç�Ä�w
c�“

10 Mbps 100 1 �™ 65,535

100 Mbps 19 1 �™ 65,535

1 Gbps 4 1 �™ 65,535


¯ 8-2 �é�ï�¬�O�›�–�;�`�h�Ã�Ñ�¥�ç�Ä�w�Ù�”�Ä  �¯�µ�Ä�‹

�Ù�”�Ä���S 
*	‘�‹ 
*	‘
c�“ �–�;�D�ó
c�“

� 100 Kbps 200000000 20000000 �™ 200000000 1 �™ 200000000

1 Mbps 20000000 2000000 �™ 200000000 1 �™ 200000000

10 Mbps 2000000 200000 �™ 20000000 1 �™ 200000000

100 Mbps 200000 20000 �™ 2000000 1 �™ 200000000

1 Gbps 20000 2000 �™ 200000 1 �™ 200000000

10 Gbps 2000 200 �™ 20000 1 �™ 200000000
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�µ�Í�Ç�ï�¬�À�æ�”  �Ù�”�Ä  �µ�Â�”�Ä

�æ�ï�«�w�¬�q�‡�h�x
~�…�¢	Ë�•�£�t
P�M�z�µ� �¿�½�Å  �É�¿�Ä�ë�”�«�w�Ä�Ù�é�´�”�U�!�=�b�”	Ô�ù�U
�K�“�‡�b�{�µ� �¿�½  �Ù�”�Ä�U�Ä�Ù�é�´�”�t���‡�•�o�M�s�M	Ý�6�T�’�Ñ�¥�ë�”�Ã�Ÿ�ï�¬  �µ�Â�”�Ä�t
�Ú
€� �æ�`�h	Ô�ù�t�x�z�°�Ì�$�t�Ã�”�»  �ç�”�Ó�U��
R�^�•�”�\�q�U�K�“�‡�b�{�Ù�”�Ä�x	ý�`�M�Ä�Ù
�é�´�”	Ø�C�U  LAN 	Í�w�µ� �¿�½�T�’�;�û�^�•�”�‡�p�4�;�`�z�f�•�T�’�Ñ�è�”�Ü�8
ù�›�‰�•�`�s�Z
�•�y�s�“�‡�d�œ�{�^�’�t�z�y�M�Ä�Ù�é�´�”�p�8
ù�^�•�h�Ñ�è�”�Ü�t�m�M�o�z�Ñ�è�”�Ü�����Ì���U�&
�a�b�”�‡�p�4�;�b�”
ž�A�U�K�“�‡�b�{

�¢�«�£ Multilayer Switch Feature Card�¢ MSFC; �Ú�ç�½�è� �à  �µ� �¿�½  �Ñ�Ÿ�”�½�ß  �§�”�Å�£�p  Cisco IOS
Release 12.1.(1)E �Ž�ñ�w�æ�æ�”�µ�›�–�;�b�”	Ô�ù�z STP Topology Change Notification�¢ TCN; �Ä�Ù�é
�´�”�!�Ë�è�Œ�£�;�ó�w  Address Resolution Protocol�¢ ARP; �ž�Å�è�µ�r�>�Ó�é�Ä�¯�ç�£�t�‘�“�z MSFC
�U�µ�”�Í�Ì� �²  �¤�ï�´�ï�T�’  TCN �›	!	ô�`�h�q�V�t�z�(
ü�s�Ñ�å�¿�Ã�Ÿ�ï�¬�U
C
\�`�s�X�s�“�‡
�b�{�\�w�;�ó�t�‘�l�o�z MSFC �x  TCN �›	!	ô�`�h  VLAN�¢�>
Ý  LAN�£� �ï�»�”�Ñ�£� �µ�t���b�”
�b�‚�o�w  ARP �¤�ï�Ä�æ�t�m�M�o�z ARP �A�{�›
ù	ô�`�‡�b�{ ARP � �t�U�í�”�q�z Policy Feature Card

�¢ PFC; �Ù�æ�³�”  �Ñ�Ÿ�”�½�ß  �§�”�Å�£ �x�Ä�Ù�é�´�”�!�Ë�w�A�L�q�`�o	«�ˆ�^�•�h  MAC �¤�ï�Ä�æ�›�¶
	6�`�‡�b�{�Ä�Ù�é�´�”�U�!�=�`�h�Ú�™�t�¤�ï�Ä�æ�›�¶	6�b�”�\�q�p�z�K�q�w�ˆ�Š�p�w�(
ü�s�Ñ�å�¿
�Ã�Ÿ�ï�¬�U�w�­�^�•�‡�b�{ MSFC 	Í�p�w
ƒ���^�À�x
ž�A�K�“�‡�d�œ�{�\�w�;�ó�x�µ�”�Í�Ì� �²  �¤�ï
�´�ï  Release 5.4(2) �Ž�ñ�w�¹�Ñ�Ä�¢�£�ž  �æ�æ�”�µ�p�ˆ�^�`�‡�b�{

STP �›�–�;�b�”�µ� �¿�½	Í�w�¤�Ù�”�Ä�x�z�Í�w  5 	��¨�w�µ�Â�”�Ä�w�M�c�•�T�t�s�“�‡�b�{

• �Ò�é�¿�©�ï�¬

• �æ�µ�Ç�ï�¬

• �å�”�Ç�ï�¬

• �Ñ�¥�ë�”�Ã�Ÿ�ï�¬

• �Ã�Ÿ�·�”�Ò�ç

�Ù�”�Ä�x�\�•�’�w�µ�Â�”�Ä�›�Í�w�‘�O�t� �æ�`�‡�b�{

• 	s�8�=�T�’�Ò�é�¿�©�ï�¬

• �Ò�é�¿�©�ï�¬�T�’�æ�µ�Ç�ï�¬�‡�h�x�Ã�Ÿ�·�”�Ò�ç

• �æ�µ�Ç�ï�¬�T�’�å�”�Ç�ï�¬�‡�h�x�Ã�Ÿ�·�”�Ò�ç

• �å�”�Ç�ï�¬�T�’�Ñ�¥�ë�”�Ã�Ÿ�ï�¬�‡�h�x�Ã�Ÿ�·�”�Ò�ç

• �Ñ�¥�ë�”�Ã�Ÿ�ï�¬�T�’�Ã�Ÿ�·�”�Ò�ç


$ 8-2 �t�z�Ù�”�Ä�U�\�•�’�w�µ�Â�”�Ä�›�r�w�‘�O�t� �æ�b�”�T�›�Ô�`�‡�b�{



�H 8 	·       �µ�Í�Ç�ï�¬�À�æ�”�w
ƒ��
STP �w�;�ó�“�A

8-7
Catalyst 6500 �³�æ�”�¶  �µ� �¿�½  �¹�Ñ�Ä�¢�£�ž  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �¨� �Å

OL-7193-01-J


$ 8-2 STP �w�Ù�”�Ä  �µ�Â�”�Ä

VLAN Trunking Protocol�¢ VTP; VLAN �Ä�å�ï�©�ï�¬  �Ó�é�Ä�¯�ç�£�s�r�w���g�¹�Ñ�Ä�¢�£�ž�›�–�;�`
�o�z�¤�Ù�”�Ä  �µ�Â�”�Ä�›�!�Ë�p�V�‡�b�{�µ�Í�Ç�ï�¬�À�æ�”�›� �É�”�Ò�ç�t�b�”�q�z�É�¿�Ä�ë�”�«	Í
�w�¤�µ� �¿�½�x�?�o�d�Ö�Ì�t�z 
ž�c�Ò�é�¿�©�ï�¬  �µ�Â�”�Ä�T�’�æ�µ�Ç�ï�¬�S�‘�|�å�”�Ç�ï�¬�q�M�O
� �æ�µ�Â�”�Ä�›�è�a�`�‡�b�{
ƒ���U�&
~�p�K�•�y�z�Ù�”�Ä�x�f�w�™�z�Ñ�¥�ë�”�Ã�Ÿ�ï�¬  �µ�Â�”�Ä�‡
�h�x�Ò�é�¿�©�ï�¬  �µ�Â�”�Ä�p�†���`�‡�b�{

�µ�Í�Ç�ï�¬�À�æ�”  �ž�ç�°�æ�¶�Ü�t�‘�l�o�Ù�”�Ä�U�Ñ�¥�ë�”�Ã�Ÿ�ï�¬  �µ�Â�”�Ä�t� �æ�b�”�Ó�é�·�µ
�x�z�Í�w�‘�O�t�s�“�‡�b�{

• �Ù�”�Ä�U�æ�µ�Ç�ï�¬  �µ�Â�”�Ä�t�s�“�z�Ò�é�¿�©�ï�¬  �µ�Â�”�Ä�t�s�”�\�q�›�Ô�&�b�”�Ó�é�Ä�¯
�ç	Ø�C�›�4�j	!�Z�‡�b�{

• �Ù�”�Ä�U�Ó�é�Ä�¯�ç  �»� �Ú�”�w�¬�ƒ�›�4�;�`�‡�b�{�f�w�Ì�:�p�Ù�”�Ä�x�å�”�Ç�ï�¬  �µ�Â�”�Ä
�t�s�“�‡�b�{

• �å�”�Ç�ï�¬  �µ�Â�”�Ä�p�z�Ù�”�Ä�x�8
ù�Ã�”�»�Õ�”�µ�t���b�”�µ�Â�”�³�ã�ï  �é�­�”�³�ã�ï	Ø�C
�›�¶	6�`�s�U�’�z�Ñ�è�”�Ü�8
ù�›�¾�V���V�Ò�é�¿�«�`�‡�b�{

• �Ó�é�Ä�¯�ç  �»� �Ú�”�U�¬�ƒ�b�”�q�z�Ù�”�Ä�x�Ñ�¥�ë�”�Ã�Ÿ�ï�¬  �µ�Â�”�Ä�t� �æ�`�z�å�”�Ç�ï
�¬�q�Ñ�¥�ë�”�Ã�Ÿ�ï�¬�w�†�M�U� �É�”�Ò�ç�t�s�“�‡�b�{
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�Ò�é�¿�©�ï�¬  �µ�Â�”�Ä

�Ò�é�¿�©�ï�¬  �µ�Â�”�Ä�w�Ù�”�Ä�x�z�Ñ�è�”�Ü�w�8
ù�t�€�C�`�‡�d�œ�¢ 
$ 8-3 �›�€	°�£ �{	s�8�=�™�z�µ
� �¿�½�w�¤�Ù�”�Ä�t  BPDU �U
ù	ô�^�•�‡�b�{�µ� �¿�½�x�7	s�z���w�µ� �¿�½�q  BPDU �›�¦�õ�b�”�‡
�p�x�z�µ� �¿�½�×
��›�ç�”�Ä�q�ˆ�s�`�‡�b�{�\�w  BPDU �¦�õ�t�‘�“�z�É�¿�Ä�ë�”�«	Í�w�r�w�µ� �¿
�½�U�î�M�w�ç�”�Ä�p�K�”�T�U�¬�q�^�•�‡�b�{�É�¿�Ä�ë�”�«�t�µ� �¿�½�U  1 �F�`�T���O�`�s�M	Ô�ù
�x�z BPDU �¦�õ�x�æ�˜�•�c�z�8
ù�—���»� �Ú�”�U�¬�ƒ�`�z�Ù�”�Ä�x�æ�µ�Ç�ï�¬  �µ�Â�”�Ä�t� �æ�`�‡
�b�{�µ� �¿�½�w	s�8�=�™�z�µ� �¿�½�x
ž�c�Ò�é�¿�©�ï�¬  �µ�Â�”�Ä�t�s�“�‡�b�{


$ 8-3 �Ò�é�¿�©�ï�¬  �µ�Â�”�Ä�w�Ù�”�Ä  2

�Ò�é�¿�©�ï�¬  �µ�Â�”�Ä�w�Ù�”�Ä�w�ˆ�^�x�z�Í�w�q�S�“�p�b�{

• 
€���·�¬�Ý�ï�Ä�T�’	!	ô�`�h�Ñ�è�”�Ü�›
��:�`�‡�b�{

• �8
ù�;�t���w�Ù�”�Ä�T�’�µ� �¿�½�ï�¬�^�•�h�Ñ�è�”�Ü�›
��:�`�‡�b�{

• �µ�Â�”�³�ã�ï  �é�­�”�³�ã�ï�›�×
ü�w�ž�Å�è�µ  �Ã�”�»�Õ�”�µ�t
Ê�ˆ���ˆ�‡�d�œ�¢�Ò�é�¿�©�ï�¬
�Ù�”�Ä�p�w�å�”�Ç�ï�¬�U�s�M�h�Š�z�ž�Å�è�µ  �Ã�”�»�Õ�”�µ�w�ž�¿�Ó�Ã�”�Ä�x�K�“�‡�d�œ�£ �{

• BPDU �›	!	ô�`�z�f�•�›�³�µ�Â�Ü  �Þ�´�á�”�ç�t�8
ù�`�‡�b�{

• �³�µ�Â�Ü  �Þ�´�á�”�ç�T�’	!	ô�`�h  BPDU �›
ù	ô�`�‡�d�œ�{

• �É�¿�Ä�ë�”�«���g�Ý�¿�·�”�´�›	!	ô�`�o� �t�`�‡�b�{

 1

BPDU

BPDU

 2
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�æ�µ�Ç�ï�¬  �µ�Â�”�Ä

�æ�µ�Ç�ï�¬  �µ�Â�”�Ä�x�z�Ù�”�Ä�U�Ò�é�¿�©�ï�¬  �µ�Â�”�Ä�›�&�o�7	s�t�‰�•�b�”� �æ�µ�Â�”�Ä�p�b�{
�Ù�”�Ä�U�æ�µ�Ç�ï�¬  �µ�Â�”�Ä�t�s�”�w�x�z �µ�Í�Ç�ï�¬�À�æ�”�U�f�w�Ù�”�Ä�›�Ñ�è�”�Ü�8
ù�t�€�C�^
�d�”�\�q�›�>���`�h	Ô�ù�p�b�{�æ�µ�Ç�ï�¬  �µ�Â�”�Ä�p�x�z�å�”�Ç�ï�¬�x�Ã�Ÿ�·�”�Ò�ç�t�s�“�‡�b�{

$ 8-4 �t�z�æ�µ�Ç�ï�¬  �µ�Â�”�Ä�w�Ù�”�Ä�›�Ô�`�‡�b�{


$ 8-4 �æ�µ�Ç�ï�¬  �µ�Â�”�Ä�w�Ù�”�Ä  2

�æ�µ�Ç�ï�¬  �µ�Â�”�Ä�w�Ù�”�Ä�w�ˆ�^�x�z�Í�w�q�S�“�p�b�{

• 
€���·�¬�Ý�ï�Ä�T�’	!	ô�`�h�Ñ�è�”�Ü�›
��:�`�‡�b�{

• �8
ù�;�t���w�Ù�”�Ä�T�’�µ� �¿�½�ï�¬�^�•�h�Ñ�è�”�Ü�›
��:�`�‡�b�{

• �µ�Â�”�³�ã�ï  �é�­�”�³�ã�ï�›�×
ü�w�ž�Å�è�µ  �Ã�”�»�Õ�”�µ�t
Ê�ˆ���ˆ�‡�d�œ�¢�\�w�Ì�:�p�x
�å�”�Ç�ï�¬�U�s�M�h�Š�z�ž�Å�è�µ  �Ã�”�»�Õ�”�µ�w�ž�¿�Ó�Ã�”�Ä�x�K�“�‡�d�œ�£ �{

• BPDU �›	!	ô�`�z�f�•�›�³�µ�Â�Ü  �Þ�´�á�”�ç�t�8
ù�`�‡�b�{

• �³�µ�Â�Ü  �Þ�´�á�”�ç�T�’	!	ô�`�h  BPDU �›	r�g�`�‡�b�{

• �É�¿�Ä�ë�”�«���g�Ý�¿�·�”�´�›	!	ô�`�o� �t�`�‡�b�{

1

BPDU

BPDU 

2
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�å�”�Ç�ï�¬  �µ�Â�”�Ä

�å�”�Ç�ï�¬  �µ�Â�”�Ä�w�Ù�”�Ä�x�z�Ñ�è�”�Ü�8
ù�t�€�C�b�”�h�Š�w	j
‹�›�`�‡�b�{�Ù�”�Ä�x�z�æ�µ�Ç
�ï�¬  �µ�Â�”�Ä�T�’�å�”�Ç�ï�¬  �µ�Â�”�Ä�t� �“�‡�b�{ 
$ 8-5 �t�z�å�”�Ç�ï�¬  �µ�Â�”�Ä�w�Ù�”�Ä�›�Ô
�`�‡�b�{

�å�”�Ç�ï�¬  �µ�Â�”�Ä�w�Ù�”�Ä�w�ˆ�^�x�z�Í�w�q�S�“�p�b�{

• 
€���·�¬�Ý�ï�Ä�T�’	!	ô�`�h�Ñ�è�”�Ü�›
��:�`�‡�b�{

• �8
ù�;�t���w�Ù�”�Ä�T�’�µ� �¿�½�ï�¬�^�•�h�Ñ�è�”�Ü�›
��:�`�‡�b�{

• �µ�Â�”�³�ã�ï  �é�­�”�³�ã�ï�›�×
ü�w�ž�Å�è�µ  �Ã�”�»�Õ�”�µ�t
Ê�ˆ���ˆ�‡�b�{

• BPDU �›	!	ô�`�z�f�•�›�³�µ�Â�Ü  �Þ�´�á�”�ç�t�8
ù�`�‡�b�{

• �³�µ�Â�Ü  �Þ�´�á�”�ç�T�’
ù�’�•�h  BPDU �›	!	ô�`�z	r�g�`�o
ù	ô�`�‡�b�{

• �É�¿�Ä�ë�”�«���g�Ý�¿�·�”�´�›	!	ô�`�o� �t�`�‡�b�{


$ 8-5 �å�”�Ç�ï�¬  �µ�Â�”�Ä�w�Ù�”�Ä  2

 1

BPDU

BPDU 

BPDU

 2
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�Ñ�¥�ë�”�Ã�Ÿ�ï�¬  �µ�Â�”�Ä

�Ñ�¥�ë�”�Ã�Ÿ�ï�¬  �µ�Â�”�Ä�w�Ù�”�Ä�x�z�Ñ�è�”�Ü�›�8
ù�`�‡�b�¢ 
$ 8-6 �›�€	°�£ �{�Ù�”�Ä�x�z�å�”
�Ç�ï�¬  �µ�Â�”�Ä�T�’�Ñ�¥�ë�”�Ã�Ÿ�ï�¬  �µ�Â�”�Ä�t� �“�‡�b�{


$ 8-6 �Ñ�¥�ë�”�Ã�Ÿ�ï�¬  �µ�Â�”�Ä�w�Ù�”�Ä  2

�Ñ�¥�ë�”�Ã�Ÿ�ï�¬  �µ�Â�”�Ä�w�Ù�”�Ä�w�ˆ�^�x�z�Í�w�q�S�“�p�b�{

• 
€���·�¬�Ý�ï�Ä�T�’	!	ô�`�h�Ñ�è�”�Ü�›�8
ù�`�‡�b�{

• �8
ù�;�t���w�Ù�”�Ä�T�’�µ� �¿�½�ï�¬�^�•�h�Ñ�è�”�Ü�›�8
ù�`�‡�b�{

• �µ�Â�”�³�ã�ï  �é�­�”�³�ã�ï	Ø�C�›�×
ü�w�ž�Å�è�µ  �Ã�”�»�Õ�”�µ�t
Ê�ˆ���ˆ�‡�b�{

• BPDU �›	!	ô�`�z�f�•�›�³�µ�Â�Ü  �Þ�´�á�”�ç�t�8
ù�`�‡�b�{

• �³�µ�Â�Ü  �Þ�´�á�”�ç�T�’	!	ô�`�h  BPDU �›	r�g�`�‡�b�{

• �É�¿�Ä�ë�”�«���g�Ý�¿�·�”�´�›	!	ô�`�o� �t�`�‡�b�{

�«�™ �x�‘�w�ë�”�«�µ�Â�”�³�ã�ï�t�Ú
€
€���`�h�Ù�”�Ä	Í�p�w�ˆ�z �f�•�’�w�Ù�”�Ä�U�µ�Í�Ç�ï�¬�À�æ�”�w
	s�8�=�Ó�é�·�µ
¶�.�›�&���b�”�\�q�s�X�z�I�ˆ�`�o�Ú
€�Ñ�¥�ë�”�Ã�Ÿ�ï�¬  �µ�Â�”�Ä�t� �æ�p�V�”
�‘�O�t�z�µ�Í�Ç�ï�¬�À�æ�”  PortFast �Þ�”�Å�›�–�;�`�o�X�i�^�M�{
Æ
Y�s�Ä�Ù�é�´�”�›�w�­�b�”�h
�Š�z�µ� �¿�½�z�‡�h�x�Ý�¿�·�”�´�›�8
ù�b�”�f�w���w
÷�”�t
€���b�”�Ù�”�Ä�p�x�z�µ�Í�Ç�ï�¬�À
�æ�”�›� �É�”�Ò�ç�t
ƒ���`�o�X�i�^�M�{ PortFast �w	Ä�I�t�m�M�o�x�z �H 9 	·�®�µ�Í�Ç�ï�¬�À�æ  �”
PortFast�z UplinkFast�z BackboneFast�z�S�‘�|�ç�”�Ó  �¨�”�Å�w
ƒ���¯ �›�€	°�`�o�X�i�^�M�{

 1

BPDU

BPDU
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�Ã�Ÿ�·�”�Ò�ç  �µ�Â�”�Ä

�Ã�Ÿ�·�”�Ò�ç  �µ�Â�”�Ä�w�Ù�”�Ä�x�z �Ñ�è�”�Ü�8
ù�t�‹  STP �t�‹�€�C�`�‡�d�œ �¢ 
$ 8-7 �›�€	°�£ �{ �Ã�Ÿ
�·�”�Ò�ç  �µ�Â�”�Ä�w�Ù�”�Ä�x�z�Ä�î	Í�z�ˆ�^
Æ�ó�p�b�{


$ 8-7 �Ã�Ÿ�·�”�Ò�ç  �µ�Â�”�Ä�w�Ù�”�Ä  2

 �Ã�Ÿ�·�”�Ò�ç  �Ù�”�Ä�w�ˆ�^�x�z�Í�w�q�S�“�p�b�{

• 
€���·�¬�Ý�ï�Ä�T�’	!	ô�`�h�Ñ�è�”�Ü�›
��:�`�‡�b�{

• �8
ù�;�t���w�Ù�”�Ä�T�’�µ� �¿�½�ï�¬�^�•�h�Ñ�è�”�Ü�›
��:�`�‡�b�{

• �µ�Â�”�³�ã�ï  �é�­�”�³�ã�ï�›�×
ü�w�ž�Å�è�µ  �Ã�”�»�Õ�”�µ�t
Ê�ˆ���ˆ�‡�d�œ�¢�å�”�Ç�ï�¬�U
�s�M�h�Š�z�ž�Å�è�µ  �Ã�”�»�Õ�”�µ�w�ž�¿�Ó�Ã�”�Ä�x�K�“�‡�d�œ�£ �{

• BPDU �›	!	ô�`�‡�b�U�z�³�µ�Â�Ü  �Þ�´�á�”�ç�•�x�8
ù�`�‡�d�œ�{

• �³�µ�Â�Ü  �Þ�´�á�”�ç�T�’
ù	ô�;  BPDU �›	!	ô�`�‡�d�œ�{

• �É�¿�Ä�ë�”�«���g�Ý�¿�·�”�´�›	!	ô�`�o� �t�`�‡�b�{

 1

BPDU

 2
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PVST+ �S�‘�|  MISTP �Þ�”�Å�w�;�ó
Catalyst 6500 �³�æ�”�¶  �µ� �¿�½�p�x�z IEEE 802.1D �F�¨�t	j�Œ�b�”� �×�w  2 �m�w�µ�Í�Ç�ï�¬�À�æ�”
�Þ�”�Å�q�z�\�•�’  2 �m�w�Þ�”�Å�›
Ê�ˆ�ù�˜�d�h�Þ�”�Å�U���™�^�•�‡�b�{  

• PVST+

• Rapid PVST+

• MISTP

• MISTP-PVST+�¢
Ê�ˆ�ù�˜�d�w�Þ�”�Å�£

�\�\�p�x�z�¤�Þ�”�Å�t�m�M�o�“�A�›
†�Ì�`�‡�b�{�¤�Þ�”�Å�w	Ä�I�t�m�M�o�x�z�<�G�›�€	°�`�o�X�i
�^�M�{

• �µ� �¿�½	Í�p�w  PVST+ �w
ƒ���¢ p.8-27�£

• �µ� �¿�½	Í�p�w  MISTP-PVST+ �‡�h�x  MISTP �w
ƒ���¢ p.8-36�£

�«�™ �É�¿�Ä�ë�”�«�p�q�O  PVST+ �›�–�;�`�o�S�“�z�›���w�µ� �¿�½	Í�p  MISTP �›�–�;�b�”	Ô�ù�x�z�É�¿
�Ä�ë�”�«	Í�p�w�ç�”�Ó
C
\�›�w�Y�h�Š�z�7	s�t�f�w�µ� �¿�½	Í�p  MISTP-PVST+ �›� �É�”�Ò�ç�t�`
�o�T�’�z MISTP � �ï�µ�»�ï�µ�›
ƒ���`�o�X�i�^�M�{

PVST+ �Þ�”�Å

PVST+ �x�µ� �¿�½	Í�w�¤  VLAN �p�ˆ�^�`�z�¤  VLAN �t�É�¿�Ä�ë�”�«	Í�p�w�ç�”�Ó�Ñ�æ�”  �Í�µ�›�¬
�-�`�‡�b�{  

PVST+ �x�z�0	Å�q�s�”  VLAN �t�0�b�”�è� �à  2 �é�”�Å�Ì�å�ï�³�ï�¬�›���™�`�o�M�‡�b�{�\�•�t�‘
�“�z�æ�ï�«�U�b�‚�o�–�;�^�•�z�T�m�›���w�æ�ï�«�U�¦�”�Ì�”�±�Ò�µ�«�å� �Ò�^�•�s�M�‘�O�t�z�É�¿
�Ä�ë�”�«	Í�w  VLAN �›�–�;�`�o�^�‡�_�‡�s�æ�g�Ä�Ù�é�´�”�›�^
R�p�V�‡�b�{

VLAN 	Í�w  PVST+ �w�¤� �ï�µ�»�ï�µ�t�x�z�f�•�g�•  1 �m�w�ç�”�Ä  �µ� �¿�½�U�K�“�‡�b�{�\�w�ç�”
�Ä �µ� �¿�½�x�z�f�w  VLAN �t�0� �b�”�µ�Í�Ç�ï�¬�À�æ�”	Ø�C�›�z�É�¿�Ä�ë�”�«	Í�w���w�b�‚�o�w
�µ� �¿�½�t�;
ù�`�‡�b�{�\�w�Ó�é�·�µ�t�‘�“�z�¤�µ� �¿�½�U�É�¿�Ä�ë�”�«�t���b�”�ž�è�w�Œ�Ý�›�Ë
�m�‘�O�t�s�”�w�p�z�É�¿�Ä�ë�”�«  �Ä�Ù�é�´�”�U�¬�î�t�¡�Ë�^�•�‡�b�{

Rapid PVST+

Release 8.1(1) �Ž�ñ�w�¹�Ñ�Ä�¢�£�ž  �æ�æ�”�µ�p�x�z Rapid PVST+ �U Catalyst 6500 �³�æ�”�¶  �µ� �¿�½
	Í�w�b�‚�o�w� �”�±�É�¿�Ä�z�Ñ�•�µ�Ä  � �”�±�É�¿�Ä�z�S�‘�|�ª�¨�Ï�¿�Ä  � �”�±�É�¿�Ä  �Ù�”�Ä�Õ�”
�µ  VLAN �p�–�;�^�•�”�Ã�Ñ�¥�ç�Ä�w�µ�Í�Ç�ï�¬�À�æ�”  �Ó�é�Ä�¯�ç�t�s�“�‡�b�{ Rapid PVST+�x
PVST+ �q�Å�o�M�‡�b�U�z�
�°�w�§�M�x�z Rapid PVST+ �p�x  802.1D �p�x�s�X  IEEE 802.1w �›�Õ�”�µ
�t�`�h  Rapid STP �›�–�;�`�o�M�”�:�p�b�{ Rapid PVST+ �p�x�z PVST+ �q�‰�a
ƒ���t�7	–�v�w�å�C
ƒ
���›�æ�l�o�M�‡�b�{	Ä�I�t�m�M�o�x�z �®�µ� �¿�½	Í�p�w  Rapid PVST+ �w
ƒ���¯ �¢ p.8-34�£ �›�€	°�`�o
�X�i�^�M�{ Rapid PVST+ �p�x�z�Ä�Ù�é�´�”�w�!�Ë�U�æ�˜�•�”�q�z�Ù�”�Ä�o�•�p�¼� �Æ�Û�¿�«  CAM

�¢�È
Ý�Ý�Þ�æ�£ �¤�ï�Ä�æ�U�h�i�j�t�Ñ�å�¿�³�á�^�•�‡�b�{ UplinkFast �q  BackboneFast �U� �É�”�Ò�ç�t

ƒ���^�•�o�M�o�‹�z�\�w�Þ�”�Å�p�x�ž�«�Â�Ÿ�Ò�p�x�K�“�‡�d�œ�{ RSTP �t�f�w�;�ó�U
Ê�ˆ���‡�•�o
�M�”�T�’�p�b�{ Rapid PVST+ �x�z�Ò�æ�¿�´�z�Ò�æ�¿�´  �Ù�”�Ä�z�‡�h�x  LAN �w	Ë�•�w�K�q�z
����t

€���›
î�†�^�d�‡�b�{


‡�Ò�æ�¿�´�ï�¬
÷�”�¢�×�µ�Ä�z�ç�”�»�s�r�£�t
€���b�”�Ù�”�Ä�x�z�¤�¿�´  �Ù�”�Ä�p�b�{�Ë�Ò�‡�h�x
�f�w�Ë�Ò�t�‘�l�o
€���^�•�h  LAN �t�Ò�æ�¿�´�U�s�M	Ô�ù�z�Ë�Ò�t
€���b�”�Ù�”�Ä�‹�¤�¿�´  �Ù�”�Ä
�p�b�{�¤�¿�´  �Ù�”�Ä�x�æ�ï�«�U�ž�¿�Ó�b�”�q�‰�Ì�t�8
ù�›�‰�•�p�V�‡�b�{ Rapid PVST+ �w�–�;�¤�z
�×�µ�Ä�S�‘�|�ç�”�»�t
€���b�”�Ù�”�Ä�x�z�¤�¿�´  �Ù�”�Ä�q�`�o�Ì�Ô�$�t
ƒ���b�”
ž�A�U�K�“�‡�b�{  

�Ó�é�Ä�¯�ç�w	Ä�I�t�m�M�o�x�z �®RSTP� �̄¢ p.8-19�£ �›�€	°�`�o�X�i�^�M�{
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MISTP �Þ�”�Å

MISTP �x�z Catalyst 6500 �³�æ�”�¶  �µ� �¿�½	Í�p�ˆ�^�b�”�¦�Ó�³�ã�ï�w  STP �p�b�{ MISTP �p�x�z
ó

:�w  VLAN �›  1 �m�w�µ�Í�Ç�ï�¬�À�æ�”  � �ï�µ�»�ï�µ�¢ MISTP � �ï�µ�»�ï�µ�£�t�‡�q�Š�”�\�q�U�p
�V�‡�b�{ MISTP �x�z PVST+ �t�‘�”�è� �à  2 �é�”�Å�Ì�å�ï�³�ï�¬�w�b�:�q�z IEEE 802.1Q �t�‘�”�ÿ�M
CPU 
Û�Y�q�›
Ê�ˆ�ù�˜�d�o�M�‡�b�{

MISTP � �ï�µ�»�ï�µ�x�z �°�È�w�Ò�æ�¿�´�S�‘�|�Ù�”�Ä  �Í�å�Ý�”�»�p���[�^�•�”�>
Ý�æ�g�Ä�Ù�é�´�”
�p�b�{ MISTP � �ï�µ�»�ï�µ�t  VLAN �›�Ú�¿�Ð�ï�¬�b�”�q�z�>
Ý�æ�g�Ä�Ù�é�´�”�U
ú�g�Ä�Ù�é�´�”
�t�s�“�‡�b�{�¤  MISTP � �ï�µ�»�ï�µ�t�x�z� �×�w�ç�”�Ä  �µ� �¿�½�q�z�¤	��w�8
ù�æ�ï�«�¢�¤	��w
�Ò�æ�¿�´  �Í�å�Ý�”�»�S�‘�|�Ù�”�Ä  �Í�å�Ý�”�»�£�U�K�“�‡�b�{  

�¤  MISTP � �ï�µ�»�ï�µ�t�x�z �f�•�g�•  1 �m�w�ç�”�Ä  �µ� �¿�½�U�K�“�‡�b�{ �\�w�ç�”�Ä  �µ� �¿�½�x�z
�f�w� �ï�µ�»�ï�µ�t�0� �b�”	Ø�C�›�É�¿�Ä�ë�”�«	Í�w���w�b�‚�o�w�µ� �¿�½�t�;
ù�`�‡�b�{�\�w�Ó
�é�·�µ�t�‘�“�z�¤�µ� �¿�½�U�É�¿�Ä�ë�”�«�t���`�o�‰�a	Ø�C�›�Ë�m�‘�O�t�s�”�w�p�z�É�¿�Ä�ë�”�«
�Ä�Ù�é�´�”�U�¡�Ë�^�•�‡�b�{

MISTP �x�z�É�¿�Ä�ë�”�«	Í�w�Ð�ž  �¤�ï�Â�Ÿ�Â�Ÿ�q  MISTP BPDU �›�¦�õ�b�”�\�q�t�‘�“�z MISTP � 
�ï�µ�»�ï�µ�›�^
R�`�‡�b�{ MISTP �x�z PVST+ �w�‘�O�s  VLAN �o�•�p�x�s�X�z MISTP � �ï�µ�»�ï�µ
�]�q�t  1 �m�w BPDU �›�–�;�`�‡�b�{ MISTP �É�¿�Ä�ë�”�«�p�x  BPDU �w�x
:�U	—�s�M�w�p�z MISTP
�É�¿�Ä�ë�”�«�x�¦�”�Ì�”�Ô�¿�Å�U	—�s�M	Ý�6�p�z �ô���p�¯�ï�Ì�”�´�£�ï�µ�U�æ�˜�•�‡�b�{ MISTP �x�z
PVST+ �w BPDU �›
��:�`�‡�b�{

1 �m�w MISTP � �ï�µ�»�ï�µ�t  VLAN �›�?�x�p�‹�Ú�¿�Ð�ï�¬�p�V�‡�b�U�z VLAN �x  1 �m�w MISTP � 
�ï�µ�»�ï�µ�t�`�T�Ú�¿�Ð�ï�¬�p�V�‡�d�œ�{ MISTP �Ä�Ù�é�´�”�º�w  VLAN�¢
ó
:�D�£�x�z�¯�ï�Ì�”
�´�£�ï�µ�^�•�o�M�”	Ô�ù�x�z�0�›�t���w  MISTP � �ï�µ�»�ï�µ�t� �ˆ�p�V�‡�b�¢�h�i�`�z VLAN �w
� �ˆ�q�‰�Ì�t�Ù�”�Ä�U�å�C�^�•�o�M�”	Ô�ù�x�z�¯�ï�Ì�”�´�£�ï�µ�Ì���U
ž�A�p�b�£ �{

MISTP-PVST+ �Þ�”�Å

MISTP-PVST+ �x�z�É�¿�Ä�ë�”�«�º�p  PVST+ �›�–�;�`�o�M�”�µ� �¿�½�q�w�è	ô�›���Z�s�U�’�z
Catalyst 6500 �³�æ�”�¶  �µ� �¿�½	Í�p  MISTP �;�ó�›�b�;�b�”�h�Š�w� �æ�;�µ�Í�Ç�ï�¬�À�æ�”  �Þ�”�Å
�p�b�{ MISTP �Þ�”�Å�›�–�;�b�”�µ� �¿�½�t
€���^�•�o�M�”  PVST+ �Þ�”�Å�w�µ� �¿�½�x�z
ì	����w
�µ� �¿�½�w  BPDU �›�Ý�Ý�`�s�M�w�p�z�É�¿�Ä�ë�”�«�p�ç�”�Ó�›�¾�V�I�\�b�D�ó
Q�U�K�“�‡�b�{
MISTP-PVST+ �x�z�†�M�w�Þ�”�Å�w  BPDU �›�Ý�Ý�b�”�w�p�z PVST+ �q	m
.�s  MISTP �q�w� �ï�»�”
�¦�Ö�å�Ï�æ�Â�Ÿ�U�î�q�^�•�‡�b�{�É�¿�Ä�ë�”�«�›  MISTP �t�!�õ�b�”�t�x�z MISTP-PVST+ �›�–�;�`
�o�É�¿�Ä�ë�”�«�›  PVST+ �T�’  MISTP �t� �æ�`�‡�b�{  

MISTP-PVST+ �t�x  PVST+ �q�‰�a
M�v�Ä�ò�U�&�;�^�•�”�w�p�z PVST+ �µ� �¿�½�Ž	Í�w  VLAN �Ù�”
�Ä�›  MISTP-PVST+ �µ� �¿�½�p
ƒ���b�”�\�q�x�p�V�‡�d�œ�{  
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�Ò�æ�¿�´  ID �w�;�ó�“�A
�\�\�p�x�z PVST+ �S�‘�|  MISTP �p  MAC �ž�Å�è�µ�›�°�™�w�Ò�æ�¿�´  ID �q�`�o�–�;�b�”�M�O�t�m�M
�o
†�Ì�`�‡�b�{

• MAC �ž�Å�è�µ�w�Â�“�p�o�¢ p.8-15�£

• MAC �ž�Å�è�µ  �æ�¼�«�³�ã�ï�¢ p.8-15�£

MAC �ž�Å�è�µ�w�Â�“�p�o

Catalyst 6500 �³�æ�”�¶  �µ� �¿�½�t�x�z PVST+ �‡�h�x  MISTP � �ï�µ�»�ï�µ�w
M�š�<�p�ˆ�^�b�”�z
VLAN �w�Ò�æ�¿�´  ID �q�`�o�–�;�p�V�”  1,024 �x�w  MAC �ž�Å�è�µ�w�Ó�”�ç�U�K�“�‡�b�{ show module
�¯�Ú�ï�Å�›�–�;�b�”�q�z MAC �ž�Å�è�µ
c�“�›�Ð�‚�”�\�q�U�p�V�‡�b�{

MAC �ž�Å�è�µ�x	q
j�t�Â�“�p�o�’�•�‡�b�{
c�“�w
Œ�„  MAC �ž�Å�è�µ�U  VLAN 1 �t�z
c�“�w  2 
j�Š
�w MAC �ž�Å�è�µ�U  VLAN 2 �t�Â�“�p�o�’�•�‡�b�¢�Ž�<�‰�7�£ �{
c�“�w�7	4  MAC �ž�Å�è�µ�x�z�µ�”
�Í�Ì� �²  �¤�ï�´�ï�3�¬�º�¢ sc0�£���g� �ï�»�”�Ñ�£� �µ�t�Â�“�p�o�’�•�‡�b�{

�h�q�Q�y�z MAC �ž�Å�è�µ
c�“�U  00-e0-1e-9b-2e-00 �™ 00-e0-1e-9b-31-ff �w	Ô�ù�z VLAN 1 �w�Ò�æ�¿�´
ID �x  00-e0-1e-9b-2e-00�z VLAN 2 �w�Ò�æ�¿�´ ID �x  00-e0-1e-9b-2e-01�z VLAN 3 �w�Ò�æ�¿�´  ID �x
00-e0-1e-9b-2e-02 �t�s�“�‡�b�¢�Ž�<�‰ �7�£�{�3�¬�º�¢ sc0�£� �ï�»�”�Ñ�£� �µ�w  MAC �ž�Å�è�µ�x
00-e0-1e-9b-31-ff �p�b�{

MAC �ž�Å�è�µ  �æ�¼�«�³�ã�ï

4,096 �w VLAN �›�±�Ù�”�Ä�b�”  Catalyst 6500 �³�æ�”�¶  �µ� �¿�½�w	Ô�ù�z MAC �ž�Å�è�µ  �æ�¼�«�³�ã
�ï�t�‘�l�o�z PVST+ �p�T�‡�b�”�7�G  4,096 �w VLAN �‡�h�x  16 �w MISTP � �ï�µ�»�ï�µ�U�z�µ� �¿�½
�p
ž�A�s  MAC �ž�Å�è�µ�w
:�›
ÿ�•�^�c�t�z�°�™�w  ID �›�Ë�m�\�q�U�p�V�‡�b�{ MAC �ž�Å�è�µ  �æ�¼
�«�³�ã�ï�›�–�;�b�”�q�z STP �p
ž�A�s  MAC �ž�Å�è�µ
:�U�z VLAN �‡�h�x  MISTP � �ï�µ�»�ï�µ�]�q
�t  1 �m�T� ’�z�µ�   �¿�½�] �q� t  1 �m�• �q�n	—�` �‡�b�{�h� i � `�z PVST+ �p�T�‡�b�”  VLAN �q�z
MISTP-PVST+ �‡�h�x  MISTP �p�T�‡�b�”  MISTP � �ï�µ�»�ï�µ�x�z�æ�g�Ò�æ�¿�´�q�ˆ�s�^�•�z�¤�Ò
�æ�¿�´�x�É�¿�Ä�ë�”�«�p�°�™�w  ID �›�Ë�m
ž�A�U�K�“�‡�b�{  

MAC �ž�Å�è�µ  �æ�¼�«�³�ã�ï�›� �É�”�Ò�ç�t�b�”�q�z�µ�Í�Ç�ï�¬�À�æ�”  BPDU �t�-���^�•�o�M�”�Ò
�æ�¿�´  ID �t�x�z �³�µ�Â�Ü  ID �¤�«�µ�Â�ï�³�ã�ï �q�M�O�Ñ�Ÿ�”�ç�Å�U�å�C�^�•�‡�b�{�Ò�æ�¿�´  �Ó�å
� �¦�æ�Â�Ÿ�q�w�ù�b�”�\�q�p�z �³�µ�Â�Ü  ID �¤�«�µ�Â�ï�³�ã�ï�x  VLAN �‡�h�x  MISTP � �ï�µ�»�ï�µ
�w�°�™�w  ID �q�`�o�;�ó�`�‡�b�{�³�µ�Â�Ü  ID �¤�«�µ�Â�ï�³�ã�ï�x�z	×�t  VLAN �‡�h�x  MISTP � �ï
�µ�»�ï�µ�w
j�ø�p�b�{�h�q�Q�y�z VLAN 100 �w�³�µ�Â�Ü  ID �¤�«�µ�Â�ï�³�ã�ï�x  100 �p�K�“�z MISTP
� �ï�µ�»�ï�µ  2 �w�³�µ�Â�Ü  ID �¤�«�µ�Â�ï�³�ã�ï�x  2 �p�b�{


$ 8-8 �t�z MAC �ž�Å�è�µ  �æ�¼�«�³�ã�ï�›� �É�”�Ò�ç�t�`�s�M	Ô�ù�w�Ò�æ�¿�´  ID �›�Ô�`�‡�b�{�Ò
�æ�¿�´  ID �x�z�Ò�æ�¿�´  �Ó�å� �¦�æ�Â�Ÿ�S�‘�|  MAC �ž�Å�è�µ�p�Ï
R�^�•�o�M�‡�b�{


$ 8-8 MAC �ž�Å�è�µ  �æ�¼�«�³�ã�ï�›�æ�˜�s�M	Ô�ù�w�Ò�æ�¿�´  ID
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$ 8-9 �t�z MAC �ž�Å�è�µ  �æ�¼�«�³�ã�ï�›� �É�”�Ò�ç�t�`�h	Ô�ù�w�Ò�æ�¿�´  ID �›�Ô�`�‡�b�{�Ò�æ�¿
�´  ID �x�z�Ò�æ�¿�´  �Ó�å� �¦�æ�Â�Ÿ�z�³�µ�Â�Ü  ID �¤�«�µ�Â�ï�³�ã�ï�z�S�‘�|  MAC �ž�Å�è�µ�p�Ï
R
�^�•�o�M�‡�b�{�Ò�æ�¿�´  �Ó�å� �¦�æ�Â�Ÿ�q�³�µ�Â�Ü  ID �¤�«�µ�Â�ï�³�ã�ï�w
Ê�ˆ�ù�˜�d�›�z �Ò�æ�¿
�´  ID �Ó�å� �¦�æ�Â�Ÿ �q�M�M�‡�b�{�Ò�æ�¿�´  ID �Ó�å� �¦�æ�Â�Ÿ�x�z VLAN �‡�h�x  MISTP � �ï�µ�»
�ï�µ�t�0�b�”�°�™�w  ID �p�b�{


$ 8-9 MAC �ž�Å�è�µ  �æ�¼�«�³�ã�ï�›� �É�”�Ò�ç�t�`�h	Ô�ù�w�Ò�æ�¿�´  ID

show spantree �¯�Ú�ï�Å�›�î�æ�b�”�q�z PVST+ �Þ�”�Å�w  VLAN�z�‡�h�x  MISTP/MISTP-PVST+ �Þ�”
�Å�w MISTP � �ï�µ�»�ï�µ�w�Ò�æ�¿�´  ID �Ó�å� �¦�æ�Â�Ÿ�U
¯�Ô�^�•�‡�b�{  

�Í�t�z MAC �ž�Å�è�µ  �æ�¼�«�³�ã�ï�›  PVST+ �Þ�”�Å�p� �É�”�Ò�ç�t�`�h	Ô�ù�t�z VLAN 1 �w�Ò�æ�¿
�´  ID �Ó�å� �¦�æ�Â�Ÿ�›
¯�Ô�b�”�«�›�Ô�`�‡�b�{�\�w  VLAN �t�0�b�”�°�™�w  ID �x  32769 �p�b�{

Console> (enable) show spantree 1
VLAN 1
Spanning tree mode          PVST+
Spanning tree type          ieee
  .
  .
  .
Bridge ID MAC ADDR          00-d0-00-4c-18-00
Bridge ID Priority          32769  (bridge priority: 32768, sys ID ext: 1)
Bridge Max Age 20 sec   Hello Time 2  sec   Forward Delay 15 sec

�É�¿�Ä�ë�”�«	Í�p  Catalyst �µ� �¿�½�›�–�;�`�z�f�w�µ� �¿�½	Í�p  MAC �ž�Å�è�µ  �æ�¼�«�³�ã�ï�›� 
�É�”�Ò�ç�t�b�”	Ô�ù�x�z
Æ�A�s�ç�”�Ä�U
¬�R�^�•�h�“�z�µ�Í�Ç�ï�¬�À�æ�”  �Ä�Ù�é�´�”�t�ð�J�U
C
\
�`�h�“�`�s�M�‘�O�t�b�”�h�Š�z���w�b�‚�o�w�è� �à  2 
€���µ� �¿�½	Í�p�‹  MAC �ž�Å�è�µ  �æ�¼�«
�³�ã�ï�›� �É�”�Ò�ç�t�b�”
ž�A�U�K�“�‡�b�{

MAC �ž�Å�è�µ  �æ�¼�«�³�ã�ï�U� �É�”�Ò�ç�w	Ô�ù�z�ç�”�Ä  �Ò�æ�¿�´  �Ó�å� �¦�æ�Â�Ÿ�x  4096 �w
�
:
�t  VLAN ID �›�C�Q�h�‹�t�s�“�‡�b�{�\�w	Ô�ù�t�¦���p�V�”�µ� �¿�½  �Ò�æ�¿�´  ID�¢�ç�”�Ä  �Ò�æ�¿
�´  ID �›
Q���b�”�h�Š�t�µ�Í�Ç�ï�¬�À�æ�”  �ž�ç�°�æ�¶�Ü�p�–�;�^�•�”  ID�z�7�‹	–�^�M�‹�›
*	‘�£ �x�z
4096 �w
�
:�w�ˆ�p�b�{ 0�z4096�z8192�z12288�z16384�z20480�z24576�z28672�z32768�z36864�z40960�z
45056�z 49152�z 53248�z 57344�z�S�‘�|  61440 �p�b�{

�‰�a�µ�Í�Ç�ï�¬�À�æ�”  �Å�Ý� �ï�º�w���w�Ò�æ�¿�´�p  MAC �ž�Å�è�µ  �æ�¼�«�³�ã�ï�;�ó�U�T�‡�`�o
�M�s�M	Ô�ù�z�\�w�Ò�æ�¿�´�x�Ò�æ�¿�´  ID �›�‘�“�I�T�X
¬�R�b�”�;�ó�›�b�;�`�o�z�ç�”�Ä  �Ò�æ�¿�´
�w	t���V�›�A�{�`�z�«�˜�b�”�\�q�U�p�V�‡�b�{

�¢�«�£ 64 �x�w  MAC �ž�Å�è�µ�›�Ë�m�³�µ�¯
a�µ� �¿�½�p�x�z MAC �ž�Å�è�µ  �æ�¼�«�³�ã�ï�;�ó�U�Ã�Ñ�¥�ç
�Ä�p� �É�”�Ò�ç�p�b�¢�µ� �¿�½�p�±�Ù�”�Ä�^�•�”  MAC �ž�Å�è�µ�w
:�t�m�M�o�x�z �° Catalyst 6500
Series Switch Release Notes for Software Release 8.x�±�›�€	°�`�o�X�i�^�M�£ �{
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MST �w�;�ó�“�A
Multiple Spanning-Tree�¢ MST�£�;�ó�x�z IEEE 802.1s �w�\�q�p�z 802.1Q �t�0�b�”	.
Y�F�¨�p�b�{ MST
�x  802.1w Rapid Spanning-Tree�¢ RST�£�ž�ç�°�æ�¶�Ü�›
ó
:�w�µ�Í�Ç�ï�¬�À�æ�”�t�¦�Á�`�‡�b�{�\�w
�¦�Á�t�‘�“�z VLAN ���¥�p�ô���¯�ï�Ì�”�´�£�ï�µ�q�é�”�Å�Ì�å�ï�³�ï�¬�w�†�M�U�î�q�`�‡�b�{
Release 8.3(1) �p�x�z MST �Ó�é�Ä�¯�ç�x  IEEE 802.1 �t	j�Œ�`�o�M�o�z�\�•�‘�“�Ž
²�w�¹�Ñ�Ä�¢�£�ž
�æ�æ�”�µ�t�î
÷�^�•�o�M�h  802.1D STP�z802.1w�zRapid Spanning-Tree Protocol�¢ RSTP�£�z�S�‘�|  Cisco
PVST+ �ž�”�©�Â�«�½�ß�q�<�•�“�õ
Q�U�K�“�‡�b�{ Release 8.3(1) �w MST �Ó�é�Ä�¯�ç�x�z�Ž
²�w�¹�Ñ
�Ä�¢�£�ž  �æ�æ�”�µ�w  MST �q
ì�“�á�;�`�‡�b�{

MST �t�‘�“�z VLAN �Ä�å�ï�«�›�p�`�o
ó
:�w�µ�Í�Ç�ï�¬�À�æ�”�›
ƒ���p�V�‡�b�{ VLAN �›�¬�ç�”�Ó
�t
ü�Z�z�µ�Í�Ç�ï�¬�À�æ�”  � �ï�µ�»�ï�µ�t�0� 
Ç�Z�”�\�q�U�p�V�‡�b�{�¤� �ï�µ�»�ï�µ�t�x�µ�Í�Ç
�ï�¬�À�æ�”  � �ï�µ�»�ï�µ�T�’� �q�`�h�Ä�Ù�é�´�”�U�K�“�z�x���w�Ù�”�Ä  � �ï�µ�»�ï�µ  �¯�µ�Ä�q
�Ù�”�Ä  � �ï�µ�»�ï�µ  �Ó�å� �¦�æ�Â�Ÿ�›�Ë�m�\�q�U�p�V�‡�b�{�\�w�ž�”�©�Â�«�½�ß�t�‘�“�z�Ã�”�»
�Ä�å�Ñ�Ÿ�¿�«�t
ó
:�w�8
ù�Í�µ�U�)�Q�’�•�z�é�”�Å�Ì�å�ï�³�ï�¬�U�D�ó�t�s�“�‡�b�{ 1 �m�w� �ï�µ
�»�ï�µ�¢�8
ù�Í�µ�£�p	Ë�•�U
C
\�`�o�‹�z���w� �ï�µ�»�ï�µ�¢�8
ù�Í�µ�£�x�è�¹�›	!�Z�s�M�w�p�z
�É�¿�Ä�ë�”�«�w�1	Ë�•
Q�U�²	Í�`�‡�b�{  

�G�F�Û�s�É�¿�Ä�ë�”�«�p�x�z�Ÿ�s�”  VLAN �µ�Í�Ç�ï�¬�À�æ�”  � �ï�µ�»�ï�µ�›�É�¿�Ä�ë�”�«�w�^�‡
�_�‡�s
æ
ü�t�Â�“�p�o�o�S�X�q�z���g�U�0�›�t�s�“�z	Ñ�Õ�Í�µ�›�7�&�s���p�b�;�p�V�‡�b�{�h�i�`�z
�µ�Í�Ç�ï�¬�À�æ�”  � �ï�µ�»�ï�µ�U���O�p�V�”�w�x�z�“�õ
Q�w�K�”  VLAN � �ï�µ�»�ï�µ�U�Â�“�p�o
�’�•�o�M�”�Ò�æ�¿�´�t�v�’�•�‡�b�{�`�h�U�l�o�z MST �w	Ô�ù�z�‰�a  MST �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï
	Ø�C�›�–�;�`�o�°�È�w�Ò�æ�¿�´�›
ƒ���`�z�f�•�’�U�›���w�µ�Í�Ç�ï�¬�À�æ�”  � �ï�µ�»�ï�µ  �·�¿�Ä
�t�€�C�b�”�\�q�U�p�V�”�‘�O�t�`�s�Z�•�y�s�“�‡�d�œ�{�‰�a  MST �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�U�)�Q
�’�•�o
ì�“
€���^�•�h�Ò�æ�¿�´�›  MST �æ�”�´�ã�ï�q�M�M�‡�b�{

MST �p�x�z Multiple Spanning-Tree Protocol�¢ MSTP�£�q�M�O  RSTP �w	.
Y
[�›�–�;�`�‡�b�{ MST �;
�ó�w�›
Q�x�z�Í�w�q�S�“�p�b�{

• MST �x�z Internal Spanning-Tree�¢ IST�£�q�M�O���Ü�w�µ�Í�Ç�ï�¬�À�æ�”�›�î�æ�`�‡�b�{ IST �x
Common Spanning-Tree�¢ CST�£	Ø�C�t  MST �æ�”�´�ã�ï�t���b�”�º
æ	Ø�C�›�C�Q�‡�b�{ MST �æ�”
�´�ã�ï�x�z Single Spanning-Tree�¢ SST�£�æ�”�´�ã�ï�S�‘�|  MST �æ�”�´�ã�ï�t�¡
€�b�”�o�°�Ò
�æ�¿�´�q�`�o�Ý�Ý�^�•�‡�b�{

• MST �›�î�æ�`�o�M�”�Ò�æ�¿�´�x�z�Í�w�‘�O�t�z�³�ï�¬�ç  �µ�Í�Ç�ï�¬�À�æ�”  �Ò�æ�¿�´�q�w� �ï
�»�”�¦�Ö�å�Ï�æ�Â�Ÿ�U�K�“�‡�b�{

�µ MST �Ò�æ�¿�´�x�z CST 	Ø�C�t  MST �æ�”�´�ã�ï�t���b�”�º
æ	Ø�C�›�C�Q�”���Ü�w  STP�¢ IST�£
�›�î�æ�`�‡�b�{  

�µ IST �x�æ�”�´�ã�ï�º�w�b�‚�o�w  MST �Ò�æ�¿�´�›
€���`�z�_�T�Z	Í�x�Ò�æ�¿�´�p�A�y�•�h�Å
�Ý� �ï
¶�.�›	��“�“�‰  CST �w�±�Ò�À�æ�”�t�s�“�‡�b�{ MST �æ�”�´�ã�ï�x�z SST �Ò�æ�¿�´
�S�‘�|  MST �æ�”�´�ã�ï�t�¡
€�b�”�>
Ý�Ò�æ�¿�´�q�`�o�Ý�Ý�^�•�‡�b�{  

� µ � ¤ MST �æ�”�´�ã�ï�t�S�Z�”  IST �w	B�ù�zMST �æ�”�´�ã�ï�›
ì�“
€���b�”  CST�z�S�‘�|  SST
�Ò�æ�¿�´�t�‘�l�o�z Common and Internal Spanning-Tree�¢ CIST�£�›���[�`�‡�b�{ CIST �x�z
MST �æ�”�´�ã�ï�w�º
æ�p�x  IST �q�‰�a�p�K�“�z MST �æ�”�´�ã�ï�w�Ž
æ�p�x  CST �q�‰�a�p
�b�{ STP�z RSTP�z�S�‘�|  MSTP �U�°	y�t�s�l�o�z CIST �w�ç�”�Ä�q�`�o  1 �m�w�Ò�æ�¿�´�›

¬���`�‡�b�{

• MST �x�¤  MST �æ�”�´�ã�ï�º
æ�p�z�å�C�w�µ�Í�Ç�ï�¬�À�æ�”�›
ƒ���`�o�¡�Ë�`�‡�b�{�\�•�’�w
�µ�Í�Ç�ï�¬�À�æ�”�›  MST Instance�¢ MSTI�£�q�M�M�‡�b�{ IST �w
j�ø�x  0 �p�b�{ MSTI �w
j�ø�x
1�z 2�z 3 �w�‘�O�t�s�“�‡�b�{�¤  MSTI �x  MST �æ�”�´�ã�ï�t�0�`�o�é�”�§�ç�p�K�“�z MST �æ�”
�´�ã�ï�U
ì�“
€���^�•�o�M�”	Ô�ù�‹���Š�o�z ���w�æ�”�´�ã�ï�w  MSTI �q�x�Á�����p�b�{ MSTI �x
�Í�w�‘�O�t�z MST �æ�”�´�ã�ï�w�¥�„�p  IST �q�A�ù�`�z CST �t�s�“�‡�b�{

�µ MSTI �w�µ�Í�Ç�ï�¬�À�æ�”	Ø�C�U  MSTP �è�¯�”�Å�¢ M �è�¯�”�Å�£�t
Ê�ˆ���‡�•�‡�b�{
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M �è�¯�”�Å�x
ž�c�z MST BPDU �º
æ�p�§�Ó�·�ç�=�^�•�‡�b�¢ MST BPDU�£�{ MSTP �t�‘�l
�o�-�‰�^�•�h�7	s�w�µ�Í�Ç�ï�¬�À�æ�”�›  M �À�æ�”�q�M�M�‡�b�{ M �À�æ�”�U�ž�«�Â�Ÿ�Ò�s
�w�x�z MST �æ�”�´�ã�ï�w�º
æ�t�v�’�•�‡�b�{ M �À�æ�”�x  MST �æ�”�´�ã�ï�w�¥�„�p  IST �q
�Ú�”�´�^�•�z CST �›��
R�`�‡�b�{  

• MST �x
‡  CST VLAN �;�t  PVST+ BPDU �›
\
R�b�”�\�q�t�‘�l�o�z PVST+ �q�w� �ï�»�”�¦�Ö�å
�Ï�æ�Â�Ÿ�›�î�q�`�‡�b�{

• MST �x�Í�w�‘�O�t�z MSTP �w PVST+ �¦�Á�;�ó�w�°
æ�›�±�Ù�”�Ä�`�o�M�‡�b�{

�µ UplinkFast �S�‘�|  BackboneFast �x�z MST �Þ�”�Å�p�x�–�;�p�V�‡�d�œ�{�\�•�’�x  RSTP �t��
�‡�•�‡�b�{  

�µ PortFast �x�±�Ù�”�Ä�^�•�‡�b�{

�µ BPDU �Ñ�Ÿ�ç�»�æ�ï�¬�S�‘�|  BPDU �¨�”�Å�x  MST �Þ�”�Å�p�±�Ù�”�Ä�^�•�o�M�‡�b�{

�µ �ç�”�Ó  �¨�”�Å�S�‘�|�ç�”�Ä  �¨�”�Å�x  MST �p�±�Ù�”�Ä�^�•�o�M�‡�b�{ MST �x�z VLAN 1 �p
BPDU �U
ù	ô�¤�w	Ô�ù�›	†�V�z VLAN 1 �Ã�Ÿ�·�”�Ò�ç�;�ó�›�¡�Ë�`�‡�b�{

�µ MST �µ� �¿�½�x�z MAC �æ�¼�«�³�ã�ï�U� �É�”�Ò�ç�w	Ô�ù�q�‰�7�t�ˆ�^�`�‡�b�{  

�µ �Ó�å� �Õ�”�Ä  VLAN�¢ PVLAN�£�w	Ô�ù�z�·�§�ï�¼�æ  VLAN �x�Ó�å� �Ú�æ�q�‰�a� �ï�µ�»
�ï�µ�t�Ú�¿�Ð�ï�¬�^�•�‡�b�{

MST �›�–�;�b�”	Ô�ù�x�z�Í�w�«�™�Ä�ò�t	H�l�o�X�i�^�M�{

• �M�T�s�”  PVST �Ò�æ�¿�´�w�M�T�s�”  VLAN �p�‹�z �µ�Í�Ç�ï�¬�À�æ�”�›�Ã�Ÿ�·�”�Ò�ç�t�`�s�M�p
�X�i�^�M�{

• �b�‚�o�w  PVST �µ�Í�Ç�ï�¬�À�æ�”  �ç�”�Ä  �Ò�æ�¿�´�t�z CST �ç�”�Ä  �Ò�æ�¿�´�‘�“�ÿ�M�¢
:�È	Í
�x�G�V�M�£�Ó�å� �¦�æ�Â�Ÿ�›�)�Q�”
ž�A�U�K�“�‡�b�{

• PVST �Ò�æ�¿�´�›  CST �w�ç�”�Ä�q�`�o�–�;�`�s�M�p�X�i�^�M�{

• �Ä�å�ï�«�x�z� �ï�µ�»�ï�µ�t�Ú�¿�Ð�ï�¬�^�•�h�b�‚�o�w  VLAN �›�;
ù�b�”�T�z�‡�h�x�r�w
VLAN �‹�‡�l�h�X�;
ù�`�s�M�T�w�r�j�’�T�p�s�Z�•�y�s�“�‡�d�œ�{

• �ž�«�·�µ  �æ�ï�«�p�µ� �¿�½�›
€���`�s�M�p�X�i�^�M�{�ž�«�·�µ  �æ�ï�«�x  VLAN �›
ü�Â�b�”�D
�ó
Q�U�K�“�‡�b�{

• �Ý�ï�Â�Æ�ï�µ  �¢�Ÿ�ï�Å�¢�p�z�7���‡�h�x	ý�F�w�æ�g  VLAN �Ù�”�Ä�›�G�”�t
Ê�ˆ���œ�i  MST �¯
�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�î�æ�b�”
ž�A�U�K�“�‡�b�{
ÿ
ü�!�=�¢� �ï�µ�»�ï�µ�•�w	ý�F  VLAN �w
�å�C�•� �ï�µ�»�ï�µ�t�‡�h�U�”  VLAN �w� �ˆ�s�r�£�w�h�Š�z MST �Ã�”�»�Õ�”�µ
¶�.�U�6	s�8
�=�^�•�”�T�’�p�b�{

�\�\�p�x�z MST �t�m�M�o
†�Ì�`�‡�b�{

• RSTP�¢ p.8-19�£

• MST �q  SST �w� �ï�»�”�¦�Ö�å�Ï�æ�Â�Ÿ�¢ p.8-20�£

• CST�¢ p.8-21�£

• MSTI�¢ p.8-21�£

• MST �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�¢ p.8-21�£

• MST �æ�”�´�ã�ï�¢ p.8-22�£

• �Ý�¿�·�”�´  �¤�”�´�S�‘�|�×�¿�Ó  �§�¢�ï�Ä�¢ p.8-24�£

• MST �q  PVST+ �w� �ï�»�”�¦�Ö�å�Ï�æ�Â�Ÿ�¢ p.8-24�£
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RSTP

RSTP �›�–�;�b�”�q�z
ú�g�Ä�Ù�é�´�”�‡�h�x�f�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Í�å�Ý�”�»�w�!�Ë�Ì�t�z
�É�¿�Ä�ë�”�«�w�ž�«�Â�Ÿ�Ò  �Ä�Ù�é�´�”�›�6�Ï
R�b�”�Ì���U�G
ï�t�y	V�^�•�‡�b�{ RSTP �x�µ�Í�Ç�ï
�¬�À�æ�”�p
€���^�•�h�ž�«�Â�Ÿ�Ò  �Ä�Ù�é�´�”�w�ç�”�Ä�q�`�o  1 �m�w�µ� �¿�½�›
¬�R�`�z �f�w�µ� �¿
�½�w�x�‘�w�Ù�”�Ä�t�z�Ù�”�Ä�U�ž�«�Â�Ÿ�Ò  �Ä�Ù�é�´�”�t���‡�•�o�M�”�T�r�O�T�t� �a�o�z�þ�Â�›�Â
�“�p�o�‡�b�{  

RSTP �›�–�;�b�”�q�z�µ� �¿�½�z�µ� �¿�½  �Ù�”�Ä�z�‡�h�x  LAN �p	Ë�•�U
C
\�`�h	Ô�ù�p�‹�z�ô��
�s
€���U�D�ó�t�s�“�‡�b�{ 	ý�`�M�ç�”�Ä  �Ù�”�Ä�q�Ò�æ�¿�´�w
S�0���w  DP �x�z�Ì�Ô�$�s�Ë�ï�Å�³�£�”
�«�t�‘�l�o�z�Ñ�¥�ë�”�Ã�Ÿ�ï�¬�•� �æ�`�‡�b�{ RSTP �t�‘�“�z�µ� �¿�½�w�6	s�8�=�Ì�t�Ù�”�Ä�U�Ú

€�Ñ�¥�ë�”�Ã�Ÿ�ï�¬�t� �æ�p�V�”�‘�O�t�z�µ� �¿�½  �Ù�”�Ä�›
ƒ���p�V�‡�b�{  

802.1w �p�F���^�•�o�M�”  RSTP �x�z 802.1D �w STP �t�E�˜�”�‹�w�p�b�U�z STP �q�w�“�õ
Q�x�¡�Ë�^
�•�‡�b�{ RSTP �x�z MST �U�ˆ�^�b�”�Ï���›���™�`�‡�b�{ RSTP �x  MST �;�ó�›
ƒ���b�”�q�V�t
ƒ���`
�‡�b�{	Ä�I�t�m�M�o�x�z �®�µ� �¿�½	Í�p�w  MST �w
ƒ���¯ �¢ p.8-55�£ �›�€	°�`�o�X�i�^�M�{

RSTP �x�z�Í�w�‘�O�t�z 802.1D �Ò�æ�¿�´�q�w�<�•�“�õ
Q�U�K�“�‡�b�{

• RSTP �x�Ù�”�Ä�o�•�p�z 802.1D �U
ƒ���^�•�h  BPDU �S�‘�|  TCN BPDU �›
¬�R�`�o
ù	ô�`�‡�b�{  

• �Ù�”�Ä�w	s�8�=�Ì�t�z� �æ�—���»� �Ú�”�U�µ�»�”�Ä�`�z RSTP BPDU �U
ù	ô�^�•�‡�b�{� �æ�—
���»� �Ú�”�U�ž�«�Â�Ÿ�Ò�s���z�Ò�æ�¿�´�x�f�w�Ù�”�Ä	Í�p	!	ô�`�h�b�‚�o�w  BPDU �›	r�g�`�‡
�b�{ RSTP BPDU �x�Ù�”�Ä	Í�p�x�Ý�Ý�^�•�‡�d�œ�{�Ì�”�´�ã�ï  3 �w BPDU �i�Z�U�Ý�Ý�^�•�‡�b�{

• �Ù�”�Ä�w� �æ�—���»� �Ú�”�U�¬�ƒ�`�h�K�q�p�z�Ò�æ�¿�´�U  802.1D BPDU �›	!	ô�`�h	Ô�ù�z�Ò
�æ�¿�´�x�f�•�U  802.1D �Ò�æ�¿�´�t
€���^�•�o�M�”�‹�w�q�ˆ�s�`�o�z 802.1D BPDU �i�Z�›�–�;
�b�”�‘�O�t�s�“�‡�b�{  

• RSTP �U�Ù�”�Ä	Í�p  802.1D BPDU �›�–�;�`�o�M�o�z� �æ�—���»� �Ú�”�w�¬�ƒ�™�t   RSTP BPDU
�›	!	ô�`�h	Ô�ù�z RSTP �x� �æ�—���»� �Ú�”�›�6�|�µ�»�”�Ä�^�d�z�f�w�Ù�”�Ä	Í�p  RSTP BPDU
�w�–�;�›�‰�•�`�‡�b�{

RSTP �Ù�”�Ä�w�þ�Â

RSTP �x�z�Ù�”�Ä�w�þ�Â�q�`�o�Í�w���[�›�–�;�`�‡�b�{

• �ç�”�Ä  �•  �µ�Í�Ç�ï�¬�À�æ�”  �Ä�Ù�é�´�”�;�t
¬���^�•�h�8
ù�Ù�”�Ä�{

• �¦��  �•  �b�‚�o�w�µ� �¿�½�Å  LAN �·�¬�Ý�ï�Ä�;�t
¬���^�•�h�8
ù�Ù�”�Ä�{

• �E�8  �•  �q�O�w�ç�”�Ä  �Ù�”�Ä�t�‘�l�o���™�^�•�”�ç�”�Ä  �Ò�æ�¿�´�•�w�E�8�Í�µ�{

• �Ì�¿�«�ž�¿�Ó  �•  �µ�Í�Ç�ï�¬�À�æ�”�w�æ�”�Ñ�t�²�T�l�o  DP �U���™�b�”�Í�µ�w�Ì�¿�«�ž�¿�Ó�{
�Ì�¿�«�ž�¿�Ó  �Ù�”�Ä�U���O�p�V�”�w�x�z 2 �m�w�Ù�”�Ä�U�Ù� �ï�Ä�À�”�Ù� �ï�Ä  �æ�ï�«�z�‡�h�x
�ž�;  LAN �·�¬�Ý�ï�Ä�q�w
€���U
ó
:�K�”�Ò�æ�¿�´�t�‘�l�o�z�ç�”�Ó�Ì�¿�«�p
€���^�•�o�M�”
	Ô�ù�i�Z�p�b�{

• �Ã�Ÿ�·�”�Ò�ç  �•  �µ�Í�Ç�ï�¬�À�æ�”�ˆ�^�w�¤�p�þ�Â�U�)�Q�’�•�o�M�s�M�Ù�”�Ä�{

�Ù�”�Ä�w�þ�Â�x�z�Í�w�‘�O�t�Â�“�p�o�‡�b�{

• �ç�”�Ä  �Ù�”�Ä�‡�h�x  DP �w�þ�Â�x�z�ž�«�Â�Ÿ�Ò  �Ä�Ù�é�´�”�t�Ù�”�Ä�›���Š�”�\�q�p�b�{  

• �E�8�Ù�”�Ä�‡�h�x�Ì�¿�«�ž�¿�Ó  �Ù�”�Ä�w�þ�Â�x�z�ž�«�Â�Ÿ�Ò  �Ä�Ù�é�´�”�T�’�Ù�”�Ä�›	†�Ž�b
�”�\�q�p�b�{  
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RSTP �w�Ù�”�Ä  �µ�Â�”�Ä

�Ù�”�Ä  �µ�Â�”�Ä�x�z�Ñ�¥�ë�”�Ã�Ÿ�ï�¬�S�‘�|�å�”�Ç�ï�¬  �Ó�é�·�µ�›
M�š�`�z
��:�z�å�”�Ç�ï�¬�z�S
�‘�|�Ñ�¥�ë�”�Ã�Ÿ�ï�¬�w�‹�›���™�`�‡�b�{ 
¯ 8-3 �t�z STP �Ù�”�Ä  �µ�Â�”�Ä�q  RSTP �Ù�”�Ä  �µ�Â�”�Ä
�w
z�±�›�Ô�`�‡�b�{

�†���`�h�Ä�Ù�é�´�”�p�x�z RSTP �x�¤�ç�”�Ä  �Ù�”�Ä�S�‘�|  DP �U�Ñ�¥�ë�”�Ã�Ÿ�ï�¬�t� �æ�`�z�b�‚
�o�w�E�8�Ù�”�Ä�S�‘�|�Ì�¿�«�ž�¿�Ó  �Ù�”�Ä�U
ž�c
��:�µ�Â�”�Ä�t�s�”�‘�O�t�`�‡�b�{

MST �q  SST �w� �ï�»�”�¦�Ö�å�Ï�æ�Â�Ÿ

�>
Ý�Ò�æ�¿�´�Å  LAN �t�x�z 
ì�“
€���^�•�h  SST �Ò�æ�¿�´�q  MST �Ò�æ�¿�´�w�æ�”�´�ã�ï�U���‡�•�”
�\�q�U�K�“�‡�b�{ 
$ 8-10 �›�€	°�`�o�X�i�^�M�{


$ 8-10 SST �q  MST �æ�”�´�ã�ï�U
ì�“
€���^�•�o�M�”�É�¿�Ä�ë�”�«


¯ 8-3 STP �q  RSTP �w�Ù�”�Ä  �µ�Â�”�Ä�w
z�±

�ˆ�^�µ�Â�”�»�µ STP �w�Ù�”�Ä  �µ�Â�”�Ä RSTP �w�Ù�”�Ä  �µ�Â�”�Ä
�ž�«�Â�Ÿ�Ò  �Ä�Ù�é�´�”�•
�w�Ù�”�Ä�w
Ê�̂ ���̂

� �É�”�Ò�ç �Ò�é�¿�©�ï�¬ 1

1. IEEE 802.1D �w�Ù�”�Ä  �µ�Â�”�Ä�¦���{


��: 2

2. IEEE 802.1w �w�Ù�”�Ä  �µ�Â�”�Ä�¦���{
��:�x�z MST �w�Ò�é�¿�©�ï�¬�q�‰�a�p�b�{

�s�`

� �É�”�Ò�ç �æ�µ�Ç�ï�¬ 
��: �s�`

� �É�”�Ò�ç �å�”�Ç�ï�¬ �å�”�Ç�ï�¬ �K�“

� �É�”�Ò�ç �Ñ�¥�ë�”�Ã�Ÿ�ï�¬ �Ñ�¥�ë�”�Ã�Ÿ�ï�¬ �K�“

�Ã�Ÿ�·�”�Ò�ç �Ã�Ÿ�·�”�Ò�ç 
��: �s�`

MST

MST

SST
SST

F

F

F

F

F

F

R
F

F

F

F

F

F
F

B
B

B

B

B

r

r

r

r

r
r

rb

F/f = 
B/b = 
R =  
r =  

6
8

2
8

5
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SST �æ�”�´�ã�ï�p�T�‡�`�o�M�”  STP �t�q�l�o�z MST �æ�”�´�ã�ï�x�o�°  SST �‡�h�x�V�Å�Ò�æ�¿�´�q
�`�o�Ý�Ý�^�•�‡�b�{�V�Å�Ò�æ�¿�´�x�z�Í�w�‘�O�t�ˆ�^�`�‡�b�{

• �b�‚�o�w�V�Å�Ò�æ�¿�´  �Ù�”�Ä�w�b�‚�o�w  BPDU �t�z�ç�”�Ä  ID �S�‘�|�ç�”�Ä  �Í�µ  �¯�µ�Ä�t��
�`�o�‰�a�‹�›
ƒ���`�‡�b�{�V�Å�Ò�æ�¿�´�x�Í�w�:�p�z�o�°  SST �Ò�æ�¿�´�q�Ÿ�s�“�‡�b�{

�µ �V�Å�Ò�æ�¿�´  BPDU �t�x�Ÿ�s�”�Ò�æ�¿�´  ID �U�)�Q�’�•�‡�b�{�\�w
ì�§�x�z�ç�”�Ä  ID �S�‘
�|�ç�”�Ä  �¯�µ�Ä�U�‰�a�s�w�p�z�¡
€  SST �æ�”�´�ã�ï�w  STP �ˆ�^�t�x�è�¹�›�)�Q�‡�d�œ�{

�µ �V�Å�Ò�æ�¿�´  �Ù�”�Ä�T�’
ù	ô�^�•�h  BPDU �t�x�z�Ÿ�s�”�Ý�¿�·�”�´  �¤�”�´�U�)�Q�’�•�o
�M�”�\�q�U�K�“�‡�b�{�Ý�¿�·�”�´  �¤�”�´�x�×�¿�Ó�]�q�t  1 
µ�c�m
ÿ�Q�”�w�p�z�Ý�¿�·�”�´
�¤�”�´�w
ì�§�x
µ
:	q�t�q�•�‡�b�{

• �V�Å�Ò�æ�¿�´�w�K�”�Ù�”�Ä�¢�æ�”�´�ã�ï  �¤�¿�´�t�K�”�Ù�”�Ä�£�T�’���w�Ù�”�Ä�•�w�Ã�”�»  �Ä
�å�Ñ�Ÿ�¿�«�x�z�V�Å�Ò�æ�¿�´�z�b�s�˜�j  MST �æ�”�´�ã�ï�º�p�ì
¶�t	)�‡�”�Í�µ�›�h�r�“�‡�b�{  

• �Ÿ�s�”  VLAN �t���b�”�Ã�”�»  �Ä�å�Ñ�Ÿ�¿�«�x�z MST �t�‘�l�o
ƒ���^�•�h  MST �æ�”�´�ã�ï�º�w
�^�‡�_�‡�s�Í�µ�›�h�r�“�‡�b�{

• �ç�”�Ó�x�z�Í�w�M�c�•�T�w�M�O�p�w�­�^�•�‡�b�{

�µ �¥�„	Í�w�Ñ�¥�ë�”�Ã�Ÿ�ï�¬  �Ù�”�Ä�›  1 �m�i�Z�•�D�`�z���w�b�‚�o�w�Ù�”�Ä�›�Ò�é�¿�«�b�”
�\�q�t�‘�l�o�z�˜�p�b�”�V�Å�Ò�æ�¿�´  �Ù�”�Ä�›�Ò�é�¿�«�`�‡�b�{

�µ SST �æ�”�´�ã�ï�w�Ù�”�Ä�›�Ò�é�¿�«�b�”�‘�O�t�z CST �Í�”�Â�Ÿ�³�ã�ï�›
ƒ���`�‡�b�{  

• �V�Å�Ò�æ�¿�´�x�o�°  SST �Ò�æ�¿�´�q�x�Ÿ�s�“�‡�b�{�V�Å�Ò�æ�¿�´�w�Ù�”�Ä�T�’
ù	ô�^�•�h
BPDU �t�x�Ÿ�s�”�Ò�æ�¿�´  ID �U�)�Q�’�•�”�h�Š�p�b�{ �ç�”�Ä  ID �S�‘�|�ç�”�Ä  �¯�µ�Ä�x�†�M�w
�Ò�æ�¿�´�p�‰�a�p�b�{

CST

CST�¢ 802.1Q�£�x�z�K�’�•�”  VLAN �t�0� �b�”�³�ï�¬�ç  �µ�Í�Ç�ï�¬�À�æ�”�p�b�{ PVST+ �U�T�‡�`
�o�M�”  Catalyst 6500 �³�æ�”�¶  �µ� �¿�½�p�x�z VLAN 1 �w�µ�Í�Ç�ï�¬�À�æ�”�U  CST �t
ì�p�`�‡�b�{
MST �U�T�‡�`�o�M�”  Catalyst 6500 �³�æ�”�¶  �µ� �¿�½�p�x�z IST�¢� �ï�µ�»�ï�µ  0�£�U  CST �t
ì�p�`
�‡�b�{

MSTI

MST �x�z�7�G  64 �w� �ï�µ�»�ï�µ�›�±�Ù�”�Ä�`�o�M�‡�b�{�¤�µ�Í�Ç�ï�¬�À�æ�”  � �ï�µ�»�ï�µ�x�z 0
�™ 15 �w� �ï�µ�»�ï�µ  ID �p�¦���`�‡�b�{� �ï�µ�»�ï�µ  0 �x
ž
"�p�K�“�z
ž�c���O�`�‡�b�{� �ï�µ�»
�ï�µ  1 �™ 63 �x�Ú�™�p�b�{

Release 8.3(1) �Ž�ñ�w�¹�Ñ�Ä�¢�£�ž  �æ�æ�”�µ�p�x�z� �ï�µ�»�ï�µ  ID �w
c�“�x  0 �™ 4094 �p�b�{� �ï�µ
�»�ï�µ  1 �™ 4094 �x�¦�Ó�³�ã�ï�p�b�{

MST �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï

MST �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�x�Í�w  3 �m�w
æ
ü�T�’�s�“�‡�b�{

• �Ê
²  �•  MST �æ�”�´�ã�ï�›�›���b�”  32 ���È�w�µ�Ä�æ�ï�¬�¢�È�ç�’�Š���ˆ�z�È�ç�p	4�ƒ�£  

• �æ�Ï�´�ã�ï
j�ø  �•  �q�O�w  MST �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�w�æ�Ï�´�ã�ï�›�›���b�”�z�Á
Ö�ø  16
�Ï�¿�Ä
:  

�¢�«�£ MST �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�w�°
æ�q�`�o
ž�A�s	Ô�ù�x�z�æ�Ï�´�ã�ï
j�ø�›
ƒ���b�”

ž�A�U�K�“�‡�b�{�æ�Ï�´�ã�ï
j�ø�x�z MST �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�¯�Û�¿�Ä�b�”�h
�|�t�z�×�ˆ�$�t
ÿ�Q�”�˜�Z�p�x�K�“�‡�d�œ�{
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• MST �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Â�”�Ò�ç  �•  �b�‚�o�w�D�ó
Q�w�K�”�¦�Á
c�“  VLAN �›
¯�b  4096
�¤�è�Ý�ï�Ä�w
��»�{�¤�è�Ý�ï�Ä
j�ø  X �w�‹�x�z VLAN-X �U�Ú�¿�Ð�ï�¬�^�•�h� �ï�µ�»�ï�µ�›
¯
�`�‡�b�{ VLAN 0 �S�‘�|  VLAN 4095 �x�–�;�^�•�c	×�t� �ï�µ�»�ï�µ  0 �t�Ú�¿�Ð�ï�¬�^�•�‡�b�{

�¤�Ì� �Ä�›	��ˆ�p
ƒ���b�”
ž�A�U�K�“�‡�b�{ SNMP�¢���›�É�¿�Ä�ë�”�«���g�Ó�é�Ä�¯�ç�£�‡�h�x  CLI
�›�–�;�`�o
ƒ���›�î�æ�p�V�‡�b�{

MST BPDU �t�x  MST �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  ID �S�‘�|�½�£�¿�«�±�Ü�U
Ê�ˆ���‡�•�‡�b�{ MST �Ò
�æ�¿�´�U  MST BPDU �›	!�Z�Ö�•�”�w�x�z MST BPDU �w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  ID �S�‘�|�½�£�¿�«
�±�Ü�U�z MST �Ò�æ�¿�´�w  MST �æ�”�´�ã�ï  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  ID �S�‘�|�½�£�¿�«�±�Ü�q�°�•
�`�h	Ô�ù�i�Z�p�b�{�°�M�w�‹�U�Ÿ�s�”	Ô�ù�z�f�w  MST BPDU �x  SST BPDU �q�`�o�{�˜�•�‡�b�{

�¯�ï�¹�”�ç�‡�h�x  Telnet 
€���›�p�`�o  MST �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�!�Ë�b�”�q�z�!�Ë�›�¯�Û�¿
�Ä�`�s�M�‡�‡�·�¿�³�ã�ï�U	4�ƒ�`�z �$	B�Ì�¿�Ñ�•�U�é�¿�«�^�•�‡�b�{ set spantree mst config rollback
force �¯�Ú�ï�Å�›�Ö�—�b�”�\�q�t�‘�l�o�z�7���w�$	B�Ì�¿�Ñ�•�›
��:�`�z	ý�`�M�$	B�Ì�¿�Ñ�•�›	�
�˜�`�s�M�T�W�“�z�f�•�Ž	Í�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�x
Æ�D�ó�p�b�{

Release 8.3(1) �Ž�ñ�w�¹�Ñ�Ä�¢�£�ž  �æ�æ�”�µ�p�x�z MST �w VTP �Þ�”�Å  �Ó�å� �Ú�æ  �±�”�Ì�p�K�”�µ
� �¿�½�t  MST �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
ƒ���b�”	Ô�ù�z���w�µ� �¿�½�x  MST �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï�›	!	ô�`�‡�b�{ VTP �Ì�”�´�ã�ï  3MST �;�û�w	Ä�I�t�m�M�o�x�z �®VTP �Ì�”�´�ã�ï  3 �w�;�ó�“
�A�¯�¢ p.10-14�£ �›�€	°�`�o�X�i�^�M�{

MST �æ�”�´�ã�ï

�‰�a MST �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�U�)�Q�’�•�o
ì�“
€���^�•�h�Ò�æ�¿�´�›  MST �æ�”�´�ã�ï�q�M
�M�‡�b�{�É�¿�Ä�ë�”�«	Í�t���O�p�V�”  MST �æ�”�´�ã�ï�w
:�t
M�v�x�K�“�‡�d�œ�{

MST �æ�”�´�ã�ï�›��
R�b�”�h�Š�t�z�Ò�æ�¿�´�›�Í�w�M�c�•�T�t�b�”�\�q�U�p�V�‡�b�{

• MST �æ�”�´�ã�ï�w�
�°�w�Ý�ï�Ì�”�p�K�”  MST �Ò�æ�¿�´�{

• LAN �t�‘�l�o
ì�“
€���^�•�h  MST �Ò�æ�¿�´�{ LAN �w�¦���Ò�æ�¿�´�t�x�z MST �Ò�æ�¿�´�q�‰
�a  MST �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�U�)�Q�’�•�‡�b�{ LAN 	Í�w�b�‚�o�w�Ò�æ�¿�´�U  MST BPDU �›
	r�g�p�V�‡�b�{

MST �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�U�Ÿ�s�”  2 �m�w MST �æ�”�´�ã�ï�›
€���b�”�q�z MST �æ�”�´�ã�ï�x�Í
�w�^�À�›�æ�M�‡�b�{

• �É�¿�Ä�ë�”�«	Í�w	Ñ�Õ�Í�µ���p�w�é�”�Å�Ì�å�ï�³�ï�¬�{ 2 �m�w MST �æ�”�´�ã�ï�U	Ñ�Õ
€���^�•
�o�M�”	Ô�ù�z�b�‚�o�w�Ä�å�Ñ�Ÿ�¿�«�x�É�¿�Ä�ë�”�«�w  MST �æ�”�´�ã�ï�q�w�o�°
€��	Í�›�v�•
�‡�b�{

• RSTP �Ë�ï�Å�³�£�”�«�t�‘�l�o�z�æ�”�´�ã�ï���w�ô��
€���›�D�ó�t�`�‡�b�{�h�i�`�z�\�w�Ë�ï
�Å�³�£�”�«�x  2 �m�w�Ò�æ�¿�´���w	Ô�ù�„�r�ô���p�x�K�“�‡�d�œ�{ �ç�”�Ó�›�w�­�b�”�h�Š�t�z �æ�”
�´�ã�ï�º�w�b�‚�o�w�Ò�æ�¿�´�U���w�æ�”�´�ã�ï�q�w
€���t�ù�™�`�s�Z�•�y�s�“�‡�d�œ�{�`�h
�U�l�o�z�°���w�—���U
\�a�‡�b�{�É�¿�Ä�ë�”�«�›��
:�w�æ�”�´�ã�ï�t
ü�Â�b�”�\�q�x
*	‘�`�‡
�d�œ�{

Release 8.3(1) �Ž�ñ�w�¹�Ñ�Ä�¢�£�ž  �æ�æ�”�µ�p�ˆ�^�b�”�µ� �¿�½�x�z�†�æ�æ�”�µ�p�ˆ�^�b�”�Ù
€�µ
� �¿�½�q�x�Ÿ�s�”�æ�”�´�ã�ï�›��
R�`�‡�b�{  

�¥�„�Ù�”�Ä

�¥�„�Ù�”�Ä�q�x�z LAN �t
€���`�z�f�w�¦���Ò�æ�¿�´�U  SST �Ò�æ�¿�´�‡�h�x�Ÿ�s�”  MST �¯�ï�Ñ�Ÿ
�ª�á�è�”�³�ã�ï�w�Ò�æ�¿�´�p�K�”�Ù�”�Ä�p�b�{ DP �x�z STP �Ò�æ�¿�´�›�U	Z�`�h	Ô�ù�z�‡�h�x�¯�ï
�Ñ�Ÿ�ª�á�è�”�³�ã�ï�U�Ÿ�s�”  RST �‡�h�x  MST �Ò�æ�¿�´�T�’�ù�™�Ý�¿�·�”�´�›	!	ô�`�h	Ô�ù�t�z�¥
�„	Í�t�K�”�\�q�›�Ý�Ý�`�‡�b�{
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�¥�„�p�x�z MST �Ù�”�Ä�w�þ�Â�x	O�A�p�x�s�X�z MST �Ù�”�Ä  �µ�Â�”�Ä�x�§
M�$�t  IST �Ù�”�Ä  �µ�Â�”
�Ä�q�‰�a�t�^�•�‡�b�{�Ù�”�Ä�t�¥�„�Ñ�å�¬�U
ƒ���^�•�”�q�z MSTP �Ù�”�Ä�w�þ�Â
¬�R�Ý�§�Ç�¶�Ü�t
�‘�l�o�z�¥�„�t�Ù�”�Ä�w�þ�Â�U�Â�“�p�o�’�•�z�^�’�t  IST �Ù�”�Ä�q�‰�a�µ�Â�”�Ä�U�)�Q�’�•�‡�b�{
�¥�„	Í�w  IST �Ù�”�Ä�x�z�Ì�¿�«�ž�¿�Ó�Ž�Ž�w�K�’�•�”�þ�Â�›�¾�V	!�Z�”�\�q�U�p�V�‡�b�{

CIST �æ�”�´�ã�Æ�ç  �ç�”�Ä

MST �æ�”�´�ã�ï�w  CIST �æ�”�´�ã�Æ�ç  �ç�”�Ä�x�z�Ò�æ�¿�´  ID �U�7	–�p�z CST �ç�”�Ä�t�0�b�”�Í�µ
�¯�µ�Ä�U�7�‹	—�s�M�Ò�æ�¿�´�p�b�{ CST �w�ç�”�Ä  �Ò�æ�¿�´�t�s�l�h  MST �Ò�æ�¿�´�x�z MST �æ�”
�´�ã�ï�w  CIST �æ�”�´�ã�Æ�ç  �ç�”�Ä�p�b�{ CST �ç�”�Ä�U  MST �æ�”�´�ã�ï�w�Ž���t�K�”	Ô�ù�z�¥�„
	Í�w  MST �Ò�æ�¿�´�w  1 �m�U CIST �æ�”�´�ã�Æ�ç  �ç�”�Ä�q�`�o
¬�R�^�•�‡�b�{�‰�a�æ�”�´�ã�ï�t��
�b�”�¥�„	Í�w���w�Ò�æ�¿�´�x�z�ç�”�Ä�t�m�s�U�”�¥�„�Ù�”�Ä�›�7	4�$�t�Ò�é�¿�«�`�‡�b�{

�æ�”�´�ã�ï�¥�„�w
ó
:�w�Ò�æ�¿�´�p�z�ç�”�Ä�•�w�Í�µ�U�‰�a�i�l�h	Ô�ù�x�z��	—�ÿ�M�Ò�æ�¿�´  �Ó�å
� �¦�æ�Â�Ÿ�¢��	—�ô�M�Ù�”�Ä  �Ó�å� �¦�æ�Â�Ÿ
j�ø�£�›
ƒ���b�”�\�q�t�‘�l�o�z�›���w�Ò�æ�¿�´�›
CIST �æ�”�´�ã�Æ�ç  �ç�”�Ä�t�b�”�\�q�U�p�V�‡�b�{

�æ�”�´�ã�ï�º�w�ç�”�Ä  �Í�µ  �¯�µ�Ä�S�‘�|�Ý�¿�·�”�´  �¤�”�´�x�°���p�b�U�z IST �Í�µ  �¯�µ�Ä�x�×�¿
�Ó�]�q�t
ÿ�Q�z IST �w�’�“�w�×�¿�Ó
:�x�n�“�‡�b�{ show spantree mst �¯�Ú�ï�Å�›�Ö�—�b�”�q�z�Ò
�æ�¿�´�w  CIST �æ�”�´�ã�Æ�ç  �ç�”�Ä�z�Í�µ  �¯�µ�Ä�z�’�“�w�×�¿�Ó
:�t���b�”	Ø�C�U
¯�Ô�^�•�‡�b�{

�¤�¿�´  �Ù�”�Ä


‡�Ò�æ�¿�´�ï�¬
÷�”�¢�×�µ�Ä�z�ç�”�»�s�r�£�t
€���b�”�Ù�”�Ä�x�z�¤�¿�´  �Ù�”�Ä�p�b�{�Ë�Ò�‡�h�x
�f�w�Ë�Ò�t�‘�l�o
€���^�•�h  LAN �t�Ò�æ�¿�´�U�s�M	Ô�ù�z�Ë�Ò�t
€���b�”�Ù�”�Ä�‹�¤�¿�´  �Ù�”�Ä
�p�b�{�¤�¿�´  �Ù�”�Ä�x�æ�ï�«�U�ž�¿�Ó�b�”�q�‰�Ì�t�8
ù�›�‰�•�p�V�‡�b�{

MST �w	Ô�ù�z�¤�×�µ�Ä�‡�h�x�ç�”�»�t�0� �b�”�b�‚�o�w�Ù�”�Ä�›
ƒ���b�”
ž�A�U�K�“�‡�b�{	Ë�•
C

\�™�t�ô��
€���›�¬�q�b�”�t�x�z �¤���Ò�æ�¿�´�w
‡�¤�¿�´  DP �›�Ò�é�¿�«�b�”
ž�A�U�K�“�‡�b�{ �Ù�”
�Ä�T�’�ù�™�›�&�b�\�q�w�p�V�”���w�Ò�æ�¿�´�t
€���`�h	Ô�ù�z�Ù�”�Ä�x�h�i�j�t�8
ù�›�‰�•�`�‡
�b�{�f�•�Ž�Ž�w	Ô�ù�z�Ù�”�Ä�x�8
ù�—���Ì���U  2 �s�&�a�b�”�‡�p�4�;�`�o�z�6�|�8
ù�›�‰�•�b�”
ž
�A�U�K�“�‡�b�{ MST �w�–�;�¤�z�×�µ�Ä�S�‘�|�ç�”�»�t
€���b�”�Ù�”�Ä�x�z�¤�¿�´  �Ù�”�Ä�q�`�o�Ì
�Ô�$�t
ƒ���b�”
ž�A�U�K�“�‡�b�{

�¢�«�£ �¤�¿�´  �Ù�”�Ä�q�`�o�Ù�”�Ä�›
ƒ���b�”�t�x�z�f�w�Ù�”�Ä�p  PortFast �›� �É�”�Ò�ç�t�`�‡�b�{ show
spantree portfast mod/port �¯�Ú�ï�Å�›�Ö�—�`�h�q�V�t�z �Ù�”�Ä�w�¦���U�¤�¿�´�i�l�h	Ô�ù�z �f�w�Ù�”
�Ä�‹  PortFast �Ù�”�Ä�p�b�{	Ä�I � t �m�M�o�x�z �H 9 	·�®�µ�Í �Ç�ï �¬�À�æ  �”  PortFast�z UplinkFast�z
BackboneFast�z�S�‘�|�ç�”�Ó  �¨�”�Å�w
ƒ���¯ �›�€	°�`�o�X�i�^�M�{

�Ù�”�Ä�U  BPDU �›	!	ô�`�h	Ô�ù�x�z�¡�l�o
ƒ���^�•�s�M�‘�O�t�z PortFast �ˆ�^�U�¦�Ñ�t�s�“�‡�b�{
show spantree mst mod/port �¯�Ú�ï�Å�›�–�;�b�”�q�z PortFast �w
ƒ���S�‘�|�ˆ�^�µ�Â�”�»�µ�›
¯�Ô�p
�V�‡�b�{

�æ�ï�«  �»� �Ó

�ô��
€���U�¬�q�^�•�”�w�x�z�Ù� �ï�Ä�À�”�Ù� �ï�Ä  �æ�ï�«	Í�t�v�’�•�‡�b�{�×�µ�Ä�‡�h�x�ç�”�»�t
�0�`�o�z�Ù�”�Ä�›�Ì�Ô�$�t
ƒ���b�”
ž�A�U�K�“�‡�b�{�h�i�`�z�G
æ
ü�w�É�¿�Ä�ë�”�«�t�S�Z�”�­�”
�Ò�ç
€���x�\�w�A�E�›�¬�h�`�o�M�”�w�p�z set spantree mst link-type �¯�Ú�ï�Å�›�Ö�—�b�”�\�q�t�‘�l
�o�z�b�‚�o�w
¶�Ë	O�æ�ï�«�›�Ù� �ï�Ä�À�”�Ù� �ï�Ä  �æ�ï�«�q�`�o�{�O�q�z�Ì�Ô�$�t
ƒ���b�”
ž�A�U
�K�“�‡�d�œ�{
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�Ý�¿�·�”�´  �¤�”�´�S�‘�|�×�¿�Ó  �§�¢�ï�Ä

IST �S�‘�|  MSTI �x�z BPDU �t���‡�•�o�M�”�Ý�¿�·�”�´  �¤�”�´�S�‘�|�7�G�¤�”�´�ï�¬  �»� �Ú�”�w
ƒ
���‹�›�–�;�`�‡�d�œ�{ IST �S�‘�|  MST �x�z���x�w  IP Time to Live�¢ TTL�£�Ý�§�Ç�¶�Ü�t�‘�X�Å�h�×�¿
�Ó �§�¢�ï�Ä  �Ý�§�Ç�¶�Ü�›�–�;�`�‡�b�{�7�G�×�¿�Ó  �§�¢�ï�Ä�›�¦���`�o�z�¤  MST �Ò�æ�¿�´�›
ƒ���p
�V�‡�b�{� �ï�µ�»�ï�µ�w�ç�”�Ä  �Ò�æ�¿�´�x�z�7�G�×�¿�Ó  �§�¢�ï�Ä�t�s�`�M�’�“�w�×�¿�Ó  �§�¢�ï�Ä
�q�q�‹�t  BPDU�¢ M �è�¯�”�Å�£�›
ù	ô�`�‡�b�{ BPDU�¢ M �è�¯�”�Å�£�›	!	ô�`�h�Ò�æ�¿�´�x�z	!	ô
�`�h�’�“�×�¿�Ó  �§�¢�ï�Ä�›  1 �i�Z�n�’�`�‡�b�{�\�•�t�‘�“�z�§�¢�ï�Ä�U�¸�é�t�s�l�h	Ô�ù�z�Ò�æ�¿
�´�x  BPDU�¢ M �è�¯�”�Å�£�›
��:�`�z�f�w�Ù�”�Ä�t���`�o�¡�Ë�^�•�o�M�h	Ø�C�›�8�v
~�•�t�`�‡�b�{

‡�ç�”�Ä  �Ò�æ�¿�´�x�z	—�s�X�s�l�h�§�¢�ï�Ä�›�’�“�×�¿�Ó  �§�¢�ï�Ä�q�`�o�z
\
R�`�h  BPDU�¢ M
�è�¯�”�Å�£�p�;�û�`�‡�b�{

BPDU �w RST 
æ
ü�t���‡�•�o�M�”�Ý�¿�·�”�´  �¤�”�´�S�‘�|�7�G�¤�”�´�ï�¬  �»� �Ú�”�w
ƒ���‹�x�z
�æ�”�´�ã�ï�º�p�x�!�˜�’�c�z�¥�„�t�•�”�b�”�æ�”�´�ã�ï�w  DP �t�‘�l�o�z�‰�a�‹�U�;�û�^�•�‡�b�{

MST �q  PVST+ �w� �ï�»�”�¦�Ö�å�Ï�æ�Â�Ÿ

�É�¿�Ä�ë�”�«
¶�.�›
c�“�q�`�o  VLAN 1 �™ 100 �U
ƒ���^�•�o�M�”  PVST+ �µ� �¿�½�q�0�é�b�”�‘�O
�t�z MST �µ� �¿�½ �¢�b�‚�o�‰�°�æ�”�´�ã�ï�º�£ �›
ƒ���b�”	Ô�ù�x�z �Í�w�«�™�Ä�ò�›�ß�€�`�o�X�i�^�M�{

• MST �æ�”�´�ã�ï�º�w�b�‚�o�w  VLAN �t�0� �b�”�ç�”�Ä�›
ƒ���`�‡�b�{�¥�„	Í�w  MST �µ� �¿�½
�t���b�”�Ù�”�Ä�x�z PVST+ �›�³�Û�á�è�”�Ä�`�z�b�‚�o�w  VLAN �t  PVST+ BPDU �›
ù	ô�`�‡�b�{
�Í�t�z PVST �›�³�Û�á�è�”�Ä�b�”�Ù�”�Ä�w�«�›�Ô�`�‡�b�{

Console> (enable) show spantree mst 3
Spanning tree mode          MST
Instance                    3
VLANs Mapped:              31-40

Designated Root             00-10-7b-bb-2f-00
Designated Root Priority    8195  (root priority:8192, sys ID ext:3)
Designated Root Cost        0          Remaining Hops 20
Designated Root Port        1/0

Bridge ID MAC ADDR          00-10-7b-bb-2f-00
Bridge ID Priority          8195  (bridge priority:8192, sys ID ext:3)

Port                     State         Role Cost     Prio Type
------------------------ ------------- ---- -------- ------------------------
 6/1                     forwarding    BDRY    10000   30 P2P,
Boundary(PVST)
 6/2                     blocking      BDRY    20000   32 P2P,
Boundary(PVST)

PVST+ �µ� �¿�½	Í�p�ç�”�Ó  �¨�”�Å�›� �É�”�Ò�ç�t
ƒ���`�o�M�”	Ô�ù�z MST �µ� �¿�½�w
ƒ���U
� ! �Ë�^ �• �h �q�V� t�z�Ù�” �Ä�U  loop-inconsistent �µ �Â�” �Ä� t �s � ” �D�ó
Q�U�K�“ �‡�b�{
loop-inconsistent �µ�Â�”�Ä�›�r	«�b�”�t�x�z PVST+ �µ� �¿�½	Í�p�ç�”�Ó  �¨�”�Å�›�M�l�h�œ�Ã�Ÿ
�·�”�Ò�ç�t�`�o�T�’�z�6�|� �É�”�Ò�ç�t�b�”
ž�A�U�K�“�‡�b�{

• MST �µ� �¿�½�w  PVST+ ���w�º���t�z�°
æ�‡�h�x�b�‚�o�w  VLAN �w�ç�”�Ä�›
��”�`�s�M�p�X�i
�^�M�{�¥�„	Í�w  MST �µ� �¿�½�U  DP �p�z�b�‚�o�‡�h�x�°
æ�w  VLAN �t�0�b�”  PVST+ BPDU �›
	!	ô�b�”�q�z�ç�”�Ä  �¨�”�Å�U�Ù�”�Ä�›�Ò�é�¿�©�ï�¬  �µ�Â�”�Ä�t
ƒ���b�”�T�’�p�b�{�ÿ��  CPU
�p  PVST+ �›�î�æ�b�”�µ� �¿�½�›�z MST �T�‡�µ� �¿�½�q�`�o�¦���`�s�M�p�X�i�^�M�{

PVST+ �µ� �¿�½�›  2 �m�w�Ÿ�s�”  MST �æ�”�´�ã�ï�t
€���b�”�q�z PVST+ �µ� �¿�½�T�’�w�Ä�Ù�é�´�”
�!�Ë�U�7	s�w  MST �æ�”�´�ã�ï�‘�“
Œ�•�x�;
ù�^�•�‡�d�œ�{�\�w	Ô�ù�z�Ä�Ù�é�´�”�!�Ë�x  VLAN �U
�0� 
Ç�Z�’�•�o�M�”� �ï�µ�»�ï�µ�p�;�û�^�•�”�i�Z�p�b�{�Ä�Ù�é�´�”�!�Ë�x�7	s�w  MST �t�0�`�o
�é�”�§�ç�s�‡�‡�p�K�“�z���w�æ�”�´�ã�ï�w  CAM �¤�ï�Ä�æ�x�Ñ�å�¿�³�á�^�•�‡�d�œ�{�Ä�Ù�é�´�”�!
�Ë�U���w  MST �æ�”�´�ã�ï
¶�.�p�Ý�Ý�^�•�”�‘�O�t�b�”�t�x�z VLAN �›  IST �t�0� 
Ç�Z�”�T�z�‡�h
�x�ž�«�·�µ  �æ�ï�«�›�p�`�o  PVST+ �µ� �¿�½�›  2 �m�w�æ�”�´�ã�ï�t
€���`�‡�b�{



�H 8 	·       �µ�Í�Ç�ï�¬�À�æ�”�w
ƒ��
BPDU �µ�©�á�”� �ï�¬�w�;�ó�“�A

8-25
Catalyst 6500 �³�æ�”�¶  �µ� �¿�½  �¹�Ñ�Ä�¢�£�ž  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �¨� �Å

OL-7193-01-J

BPDU �µ�©�á�”� �ï�¬�w�;�ó�“�A
BPDU �µ�©�á�”� �ï�¬�q�x�z �µ� �¿�½�U  BPDU �›	!	ô�b�”�'
Ý�Ì���q�î�M�t�µ� �¿�½�U  BPDU �›	!
	ô�`�h�Ì���q�w�)�p�b�{�µ�©�á�”� �ï�¬�U
\�a�”�j�¼�x�z�Í�w�q�S�“�p�b�{

• �µ�Í�Ç�ï�¬�À�æ�”  �»� �Ú�”�w�&�a

• �'�8�^�•�h  BPDU �›�µ� �¿�½�U	!	ô�`�s�T�l�h	Ô�ù

• �µ�Í�Ç�ï�¬�À�æ�”�t�‘�”�Ä�Ù�é�´�”�!�Ë�w�U	Z  

�µ�©�á�”�t�‘�“�z BPDU �U�É�¿�Ä�ë�”�«�t�6�S�Ñ�å�¿�Ã�Ÿ�ï�¬�^�•�z�µ�Í�Ç�ï�¬�À�æ�”  �Ä�Ù�é�´�”
�Ã�”�»�Õ�”�µ�x�7	ý�w	Ý�6�t�¡�Ë�^�•�‡�b�{  

�ç�”�Ä  �µ� �¿�½�x�z
ƒ���^�•�h  Hello �»� �Ü�]�q�t  BPDU �›
ù	ô�`�o�z�f�w���O�›�ž�Å�Ì�»� �¶�`
�‡�b�{
‡�ç�”�Ä  �µ� �¿�½�x�z�f�•�g�•
ƒ���^�•�h�Ì�����´�]�q�t  BPDU �›  1 �m	!	ô�`�o	r�g�`�‡
�b�{ VLAN �x�µ�­�´�á�”�æ�ï�¬�^�•�h�q�S�“�t  BPDU �›	!	ô�`�s�M�\�q�U�K�“�‡�b�{
ƒ���^�•�h�Ì
�����´�p  VLAN 	Í�p  BPDU �›	!	ô�`�s�T�l�h	Ô�ù�x�z BPDU �x�µ�©�á�”�^�•�‡�b�{

�µ�Í�Ç�ï�¬�À�æ�”�x�z Hello �»� �Ü�¢ �®Hello �»� �Ü�w
ƒ���¯ [p.8-52]  �›�€	°�£�›�–�;�`�o�Ù�”�Ä�T�’
�ç�”�Ä  �µ� �¿�½�•
€���^�•�”�Ì���q�f�w
€���U
~�…�^�•�”�Ì���›�U	Z�`�‡�b�{�\�w�;�ó�x�z PVST+
�q  MISTP �w�†�M�t�&�;�^�•�‡�b�{ MISTP �p�x�z �µ�©�á�”�w�U	Z�x� �ï�µ�»�ï�µ�o�•�p�æ�˜�•�‡�b�{  

BPDU �µ�©�á�”� �ï�¬�x�z �É�¿�Ä�ë�”�«�w
‡�ç�”�Ä  �µ� �¿�½	Í�p�è	×�w�Ì���î�º�p	r�g�^�•�o�M�s
�M BPDU �›�U	Z�`�‡�b�{ BPDU �µ�©�á�”� �ï�¬�U
C
\�b�”�q�z Syslog �Ý�¿�·�”�´�U
¯�Ô�^�•�‡�b�{
Syslog �x�z PVST+ �q  MISTP �w�†�M�t�&�;�^�•�‡�b�{  


\
R�^�•�”  Syslog �Ý�¿�·�”�´�w
:�x�z�É�¿�Ä�ë�”�«�w�¯�ï�Ì�”�´�£�ï�µ�q�µ� �¿�½�w  CPU �b�;�p
�t�è�¹�›�)�Q�”�\�q�U�K�“�‡�b�{�C���^�•�”  Syslog �Ý�¿�·�”�´�w
:�U���M�„�r�z�µ� �¿�½�ï�¬  �Ó
�é�·�µ�U�ÿ���t�s�”�w�p�z	ý�`�M  Syslog �Ý�¿�·�”�´�x�z�b�‚�o�w  VLAN �t�0�b�”�x���w�Ý�¿�·�”
�´�q�`�o�x
\
R�^�•�‡�d�œ�{�µ� �¿�½�t�0�b�”�è�¹�›�0�n�b�”�h�Š�z Syslog �Ý�¿�·�”�´�x�Í�w�‘�O
�t	r�g�^�•�‡�b�{

• �7�G�¤�”�´�ï�¬  �»� �Ü�w
R
ü�p
\
R�^�•�‡�b�¢ �®�7�G�¤�”�´�ï�¬  �»� �Ü�w
ƒ���¯ [p.8-53]  �›�€
	°�£�{

• 60 
µ�]�q�t  1 �m�t�z�è�”�Ä
M�v�^�•�‡�b�{
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�è� �à  2 PDU �è�”�Ä
M�v�w�;�ó�“�A
�è�”�Ä  �æ�Û�¿�»�›�–�;�`�o�Ù
€�µ� �¿�½�T�’
Æ�A�s  Protocol Data Unit�¢ PDU; �Ó�é�Ä�¯�ç  �Ã�”�»  �â
�Ç�¿�Ä�£�‡�h�x�°���w
:�w  PDU �›	!	ô�`�s�M�‘�O�t�p�V�‡�b�{�è� �à  2 PDU �è�”�Ä  �æ�Û�¿�»�x�z
Catalyst 6500 �³�æ�”�¶  �µ� �¿�½�w�Ë�”�Å�¢�£�ž�p�±�Ù�”�Ä�^�•�o�M�‡�b�{�\�w�è�”�Ä  �æ�Û�¿�»�x�z
Local Target Logic�¢ LTL�£� �ï�Ã�¿�«�µ�t���`�o�Ä�å�Ñ�Ÿ�¿�«�›
M�v�`�‡�b�{

�7�G�p  4 �m�w�è�”�Ä  �æ�Û�¿�»�›
ƒ���p�V�‡�b�{�è�”�Ä  �æ�Û�¿�»�›
ƒ���b�”�q�z�Í�w  PDU �»� �Ó�›
�µ� �¿�½	Í�p�¬�é�”�Ì�ç�t
M�v�p�V�‡�b�{

• �µ�Í�Ç�ï�¬�À�æ�”  BPDU �•  IEEE �S�‘�|  Shared Spanning Tree Protocol�¢ SSTP�£�z Cisco Discovery
Protocol�¢ CDP�£�z Unidirectional Link Detection [UDLD; �o�°�M�²�æ�ï�«�U	Z ]�z VTP�z�S�‘�|  Port
Aggregation Protocol�¢ PAgP�£

• �è� �à  2 �Ó�é�Ä�¯�ç  �Ä�ï�É�ç�§�Ó�·�ç�=  PDU

• 802.1X �Ù�”�Ä  �·�©�á�æ�Â�Ÿ

�Í�w
M�v�Ä�ò�x�z�è�”�Ä
M�v�›� �É�”�Ò�ç�t�b�”	Ô�ù�t�&�;�^�•�‡�b�{

• �Ë�”�Å�¢�£�ž�Õ�”�µ�w�è�”�Ä  �æ�Û�¿�»�x�z PFC3A �Ž	Í�w  PFC �U�e�L�^�•�h  Catalyst 6500 �³�æ�”
�¶  �µ� �¿�½�p�±�Ù�”�Ä�^�•�o�M�‡�b�{

• Catalyst 6500 �³�æ�”�¶  �µ� �¿�½�x�z truncated �Þ�”�Å�t�x�s�•�‡�d�œ�{�è�”�Ä
M�v�›� �É�”�Ò�ç
�t�`�‘�O�q�`�o�M�o  truncated �Þ�”�Å�w	Ô�ù�z�Ý�¿�·�”�´�U
¯�Ô�^�•�‡�b�{

• �è�”�Ä  �æ�Û�¿�»�U� �É�”�Ò�ç�p�z�›���w� �Õ�ï�Ä�t�‘�“�³�µ�Â�Ü�U
‡  truncated �Þ�”�Å�T�’
truncated �Þ�”�Å�t� �æ�`�h	Ô�ù�z �è�”�Ä
M�v�U�Ã�Ÿ�·�”�Ò�ç�t�s�“�Ý�¿�·�”�´�U
¯�Ô�^�•�‡�b�{



�H 8 	·       �µ�Í�Ç�ï�¬�À�æ�”�w
ƒ��
�µ� �¿�½	Í�p�w  PVST+ �w
ƒ��

8-27
Catalyst 6500 �³�æ�”�¶  �µ� �¿�½  �¹�Ñ�Ä�¢�£�ž  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �¨� �Å

OL-7193-01-J

�µ� �¿�½	Í�p�w  PVST+ �w
ƒ��
�\�\�p�x�z� �”�±�É�¿�Ä  VLAN 	Í�p  PVST+ �›
ƒ���b�”	�	q�t�m�M�o
†�Ì�`�‡�b�{

• PVST+ �w�Ã�Ñ�¥�ç�Ä
ƒ���¢ p.8-27�£

• PVST+ �Ò�æ�¿�´  ID �Ó�å� �¦�æ�Â�Ÿ�w
ƒ���¢ p.8-28�£

• PVST+ �Ù�”�Ä  �¯�µ�Ä�w
ƒ���¢ p.8-29�£

• PVST+ �Ù�”�Ä  �Ó�å� �¦�æ�Â�Ÿ�w
ƒ���¢ p.8-30�£

• PVST+ �w�Ã�Ñ�¥�ç�Ä  �Ù�”�Ä  �¯�µ�Ä  �Þ�”�Å�w
ƒ���¢ p.8-31�£

• PVST+ �Ù�”�Ä  VLAN �¯�µ�Ä�w
ƒ���¢ p.8-31�£

• PVST+ �Ù�”�Ä  VLAN �Ó�å� �¦�æ�Â�Ÿ�w
ƒ���¢ p.8-32�£

• VLAN 	Í�w  PVST+ �Þ�”�Å�w�Ã�Ÿ�·�”�Ò�ç�=�¢ p.8-33�£

PVST+ �w�Ã�Ñ�¥�ç�Ä
ƒ��


¯ 8-4 �t�z PVST+ �w�Ã�Ñ�¥�ç�Ä
ƒ���›�Ô�`�‡�b�{


¯ 8-4 PVST+ �w�Ã�Ñ�¥�ç�Ä
ƒ��

�;�ó �Ã�Ñ�¥�ç�Ä�‹

VLAN 1 �b�‚�o�w�Ù�”�Ä�›  VLAN 1 �t�Â�“�p�o�”

� �É�”�Ò�ç  �µ�Â�”�Ä �b�‚�o�w  VLAN �p  PVST+ �U� �É�”�Ò�ç

MAC �ž�Å�è�µ  �æ�¼�«�³�ã�ï �Ã�Ÿ�·�”�Ò�ç

�Ò�æ�¿�´  �Ó�å� �¦�æ�Â�Ÿ 32768

�Ò�æ�¿�´  ID �Ó�å� �¦�æ�Â�Ÿ 32769�¢ VLAN 1 �w�Ò�æ�¿�´  �Ó�å� �¦�æ�Â�Ÿ  + �³�µ�Â�Ü  ID �¤�«�µ
�Â�ï�³�ã�ï�£

�Ù�”�Ä  �Ó�å� �¦�æ�Â�Ÿ 32

�Ù�”�Ä  �¯�µ�Ä • 10 �ª�¨�Ï�¿�Ä  � �”�±�É�¿�Ä�• 2

• �ª�¨�Ï�¿�Ä  � �”�±�É�¿�Ä�• 4

• �Ñ�•�µ�Ä  � �”�±�É�¿�Ä�• 191

• FDDI/CDDI�• 10

• � �”�±�É�¿�Ä�• 1002

1. 10/100 Mbps �Ù�”�Ä�U�×�ˆ�É�°�³�¤�”�³�ã�ï�b�”�T�z �‡�h�x  100 Mbps �t�{���^�•�o�M�”	Ô�ù�x�z�Ù�”�Ä  �¯�µ�Ä�x  
19 �p�b�{

2. 10/100 Mbps �Ù�”�Ä�U�×�ˆ�É�°�³�¤�”�³�ã�ï�b�”�T�z�‡�h�x  10 Mbps �t�{���^�•�o�M�”	Ô�ù�x�z�Ù�”�Ä  �¯�µ�Ä�x  
100 �p�b�{

�Ã �Ñ �¥ �ç �Ä �w�µ � Í �Ç � ï �¬ �À
�æ�”  �Ù�”�Ä  �¯�µ�Ä  �Þ�”�Å

�³�ã�”�Ä�¢ 802.1D�£

�Ù�”�Ä  VLAN �Ó�å� �¦�æ�Â�Ÿ �Ù�”�Ä  �Ó�å� �¦�æ�Â�Ÿ�q�‰�a�z PVST+ �p�x  VLAN �o�•�p
ƒ���D�ó

�Ù�”�Ä  VLAN �¯�µ�Ä �Ù�”�Ä  �¯�µ�Ä�q�‰�a�z PVST+ �p�x  VLAN �o�•�p
ƒ���D�ó

�7�G�¤�”�´�ï�¬  �»� �Ü 20 
µ

Hello �»� �Ü 2 
µ

�8
ù�—���Ì�� 15 
µ
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PVST+ �Ò�æ�¿�´  ID �Ó�å� �¦�æ�Â�Ÿ�w
ƒ��

�Ò�æ�¿�´  ID �Ó�å� �¦�æ�Â�Ÿ�x�z�µ� �¿�½�U  PVST+ �Þ�”�Å�w�q�V�w  VLAN �w�Ó�å� �¦�æ�Â�Ÿ�p�b�{  

�µ� �¿�½�U  MAC �ž�Å�è�µ  �æ�¼�«�³�ã�ï�›� �É�”�Ò�ç�t
ƒ���`�s�M�p  PVST+ �Þ�”�Å�t�s�l�o�M�”
	Ô�ù�x�z�Ò�æ�¿�´  �Ó�å� �¦�æ�Â�Ÿ�‹�›  0 �™ 65535 �w
c�“�p�Ö�—�p�V�‡�b�{�Ö�—�`�h�Ò�æ�¿�´  �Ó�å
� �¦�æ�Â�Ÿ�‹�x�z�f�w  VLAN �w VLAN �Ò�æ�¿�´  ID �Ó�å� �¦�æ�Â�Ÿ�t�‹�s�“�‡�b�{

�µ� �¿�½�U  MAC �ž�Å�è�µ  �æ�¼�«�³�ã�ï�›� �É�”�Ò�ç�t�`�o  PVST+ �Þ�”�Å�t�s�l�o�M�”	Ô�ù�x�z �Í
�w 16 	��¨�w�Ò�æ�¿�´  �Ó�å� �¦�æ�Â�Ÿ�‹�w�M�c�•�T�›�Ö�—�p�V�‡�b�{ 0�z4096�z8192�z12288�z16384�z
20480�z 24576�z 28672�z 32768�z 36864�z 40960�z 45056�z 49152�z 53248�z 57344�z�‡�h�x  61440 �p�b�{

�Ò�æ�¿�´  �Ó�å� �¦�æ�Â�Ÿ�x�³�µ�Â�Ü  ID �¤�«�µ�Â�ï�³�ã�ï�¢ VLAN �w ID�£�q
Ê�ˆ�ù�˜�^�•�z�f�w
VLAN �w�Ò�æ�¿�´  ID �Ó�å� �¦�æ�Â�Ÿ�›��
R�`�‡�b�{

VLAN �w�µ�Í�Ç�ï�¬�À�æ�”  �Ò�æ�¿�´  �Ó�å� �¦�æ�Â�Ÿ�›
ƒ���b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^
�À�›�æ�M�‡�b�{

�Í�t�z MAC �ž�Å�è�µ  �æ�¼�«�³�ã�ï�U� �É�”�Ò�ç�p�s�M	Ô�ù�¢�Ã�Ñ�¥�ç�Ä�£�t�z PVST+ �Ò�æ�¿�´  ID
�›
ƒ���b�”�«�›�Ô�`�‡�b�{

Console> (enable) set spantree priority 30000 1
Spantree 1 bridge priority set to 30000.
Console> (enable) show spantree 1 
VLAN 1
Spanning tree mode          PVST+
Spanning tree type          ieee
Spanning tree enabled

Designated Root             00-60-70-4c-70-00
Designated Root Priority    16384
Designated Root Cost        19
Designated Root Port        2/3
Root Max Age   14 sec   Hello Time 2 sec   Forward Delay 10 sec

Bridge ID MAC ADDR          00-d0-00-4c-18-00
Bridge ID Priority          30000
Bridge Max Age 20 sec   Hello Time 2 sec   Forward Delay 15 sec

Port                     Vlan Port-State    Cost      Prio Portfast Channel_id
------------------------ ---- ------------- --------- ---- -------- ----------
 1/1                     1    not-connected         4   32 disabled 0
 1/2                     1    not-connected         4   32 disabled 0
 2/1                     1    not-connected       100   32 disabled 0
 2/2                     1    not-connected       100   32 disabled 0 

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 VLAN �w PVST+ �Ò�æ�¿�´  ID �Ó�å� �¦�æ�Â�Ÿ�›

ƒ���`�‡�b�{

set spantree priority bridge_ID_priority [vlan]

�µ�Â�¿�Ó 2 �Ò�æ�¿�´  ID �Ó�å� �¦�æ�Â�Ÿ�›�¬�Ý�`�‡�b�{  show spantree [vlan] [active]
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�Í�t�z MAC �ž�Å�è�µ  �æ�¼�«�³�ã�ï�U� �É�”�Ò�ç�w	Ô�ù�t�z PVST+ �Ò�æ�¿�´  ID �›
ƒ���b�”�«�›�Ô
�`�‡�b�{

Console> (enable) set spantree priority 32768 1
Spantree 1 bridge ID priority set to 32769
(bridge priority: 32768 + sys ID extension: 1)
Console> (enable) show spantree 1/1 1
VLAN 1
Spanning tree mode          PVST+
Spanning tree type          ieee
Spanning tree enabled

Designated Root             00-60-70-4c-70-00
Designated Root Priority    16384
Designated Root Cost        19
Designated Root Port        2/3
Root Max Age   14 sec   Hello Time 2 sec   Forward Delay 10 sec

Bridge ID MAC ADDR          00-d0-00-4c-18-00
Bridge ID Priority          32769 (bridge priority: 32768, sys ID ext: 1)
Bridge Max Age 20 sec   Hello Time 2 sec   Forward Delay 15 sec

Port                     Vlan Port-State    Cost      Prio Portfast Channel_id
------------------------ ---- ------------- --------- ---- -------- ----------
 1/1                     1    not-connected         4   32 disabled 0
 1/2                     1    not-connected         4   32 disabled 0
 2/1                     1    not-connected       100   32 disabled 0
 2/2                     1    not-connected       100   32 disabled 0 

PVST+ �Ù�”�Ä  �¯�µ�Ä�w
ƒ��

�µ� �¿�½  �Ù�”�Ä�w�Ù�”�Ä  �¯�µ�Ä�›
ƒ���p�V�‡�b�{�Ù�”�Ä  �¯�µ�Ä�U	–�^�M�Ù�”�Ä�„�r�z�Ñ�è�”�Ü�›
�8
ù�b�”�Ù�”�Ä�q�`�o
¬�R�^�•�”�D�ó
Q�U�ô�X�s�“�‡�b�{�ô���Ý�Ã�Ÿ�ž�¢
¶�Ë	O�s�r�£�t
€���b�”
�Ù�”�Ä�t�x	–�^�M�‹�›�z�ÿ���Ý�Ã�Ÿ�ž�t
€���b�”�Ù�”�Ä�t�x�G�V�M�‹�›�Â�“�p�o�o�X�i�^�M�{�Ù�”
�Ä �¯�µ�Ä�w�-�‰�t�³�ã�”�Ä�O�›�–�;�`�o�M�”	Ô�ù�–�;�p�V�”�¯�µ�Ä�w�‹�x  1 �™ 65535 �p�z�é�ï�¬�O
�›�–�;�`�o�M�”	Ô�ù�x  1 �™ 200000000 �p�b�{ �Ã�Ñ�¥�ç�Ä�w�¯�µ�Ä�x�z �Ý�Ã�Ÿ�ž�t�‘�l�o�Ÿ�s�“�‡�b�{
�Ù�”�Ä  �¯�µ�Ä�w�-�‰	�	q�t�m�M�o�x�z �®�Ù�”�Ä  �¯�µ�Ä�w�-�‰�S�‘�|�Â�“�p�o�¯ �¢ p.8-4�£ �›�€	°�`�o
�X�i�^�M�{  

�Ù�”�Ä�t  PVST+ �Ù�”�Ä  �¯�µ�Ä�›
ƒ���b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�¢�«�£ set spantree channelcost �¯�Ú�ï�Å�›�î�æ�`�o�‹�z�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Ñ�•� �ç�t�x
¯�Ô�^�•�‡
�d�œ�{�\�w�¯�Ú�ï�Å�t�‘�“�z�½�ß�É�ç�º�w�¤�Ù�”�Ä�t�m�M�o�z [set spantree portcost] �w�¤�ï�Ä�æ�U�^

R�^�•�‡�b�{ set spantree channelcost �¯�Ú�ï�Å�w�–�;�M�O�w	Ä�I�t�m�M�o�x�z �H 6 	·�® EtherChannel
�w
ƒ���¯ �w�®EtherChannel �Ù�”�Ä  �Í�µ  �¯�µ�Ä�w
ƒ���¯ �›�€	°�`�o�X�i�^�M�{

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 �µ� �¿�½  �Ù�”�Ä�w  PVST+ �Ù�”�Ä  �¯�µ�Ä�›
ƒ��
�`�‡�b�{

set spantree portcost {mod/port} cost

�µ�Â�¿�Ó 2 �Ù�”�Ä  �¯�µ�Ä�w
ƒ���›�¬�Ý�`�‡�b�{ show spantree mod/port
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�Í�t�z�Ù�”�Ä	Í�t  PVST+ �Ù�”�Ä  �¯�µ�Ä�›
ƒ���`�z
ƒ���›�¬�Ý�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set spantree portcost 2/3 12
Spantree port 2/3 path cost set to 12.
Console> (enable) show spantree 2/3
VLAN 1
   .
   .
   .
Port                     Vlan Port-State    Cost      Prio Portfast Channel_id
------------------------ ---- ------------- --------- ---- -------- ----------
 1/1                     1    not-connected         4   32 disabled 0
 1/2                     1    not-connected         4   32 disabled 0
 2/1                     1    not-connected       100   32 disabled 0
 2/2                     1    not-connected       100   32 disabled 0
 2/3                     1    forwarding           12   32 disabled 0
 2/4                     1    not-connected       100   32 disabled

PVST+ �Ù�”�Ä  �Ó�å� �¦�æ�Â�Ÿ�w
ƒ��

PVST+ �Þ�”�Å�w�µ� �¿�½  �Ù�”�Ä�t�Ù�”�Ä  �Ó�å� �¦�æ�Â�Ÿ�›
ƒ���p�V�‡�b�{�Ó�å� �¦�æ�Â�Ÿ�‹�U�7
	–�w�Ù�”�Ä�U�z�b�‚�o�w  VLAN �w�Ñ�è�”�Ü�›�8
ù�`�‡�b�{�¦���p�V�”�Ù�”�Ä  �Ó�å� �¦�æ�Â�Ÿ�‹�x�z
0 �™ 240 �w
c�“�w  16 �w
�
:�p�b�{�Ã�Ñ�¥�ç�Ä�x  32 �p�b�{�b�‚�o�w�Ù�”�Ä�t�‰�a�Ó�å� �¦�æ�Â�Ÿ�‹
�›�¦���`�h	Ô�ù�z�Ù�”�Ä
j�ø�U�7	–�w�Ù�”�Ä�U�Ñ�è�”�Ü�›�8
ù�`�‡�b�{

�Ù�”�Ä�t  PVST+ �Ù�”�Ä  �Ó�å� �¦�æ�Â�Ÿ�›
ƒ���b�”�t�x�z � �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z�Ù�”�Ä�w  PVST+ �Ù�”�Ä  �Ó�å� �¦�æ�Â�Ÿ�›
ƒ���b�”�«�›�Ô�`�‡�b�{

Console> (enable) set spantree portpri 2/3 48
Bridge port  2/3 port priority set to 48.
Console> (enable) show spantree 2/3
VLAN 1 
   .
   .
   .
Port                     Vlan Port-State    Cost      Prio Portfast Channel_id
------------------------ ---- ------------- --------- ---- -------- ----------
 1/1                     1    not-connected         4   32 disabled 0
 1/2                     1    not-connected         4   32 disabled 0
 2/1                     1    not-connected       100   32 disabled 0
 2/2                     1    not-connected       100   32 disabled 0
 2/3                     1    forwarding           19   48 disabled 0
 2/4                     1    not-connected       100   32 disabled 0    

�Í�t�z 16 �w
�
:�Ž�Ž�w�‹�¢ 0 �™ 63 �w
c�“�w�‹�£�›�Ö�—�`�h�h�Š�t�7�‹�Ù�M  16 �w
�
:�‹�U
ƒ���^�•
�o�M�”�«�›�Ô�`�‡�b�{

Console> (enable) set spantree portpri 2/3 2
Vlan port priority must be one of these numbers:0, 16, 32, 48, 64, 80,
96, 112, 128, 144,
160, 176, 192, 208, 224, 240
converting 2 to 0 nearest multiple of 16
Bridge port  2/3 port priority set to 0.

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 �µ� �¿�½  �Ù�”�Ä�t  PVST+ �Ù�”�Ä  �Ó�å� �¦�æ
�Â�Ÿ�›
ƒ���`�‡�b�{

set spantree portpri mod/port priority

�µ�Â�¿�Ó 2 �Ù�”�Ä  �Ó�å� �¦�æ�Â�Ÿ�w
ƒ���›�¬�Ý�`�‡�b�{ show spantree mod/port
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PVST+ �w�Ã�Ñ�¥�ç�Ä  �Ù�”�Ä  �¯�µ�Ä  �Þ�”�Å�w
ƒ��

�É�¿�Ä�ë�”�«	Í�w�M�c�•�T�w�µ� �¿�½�U  10 GB �Ž	Í�w�Ù�”�Ä���S�›�–�;�`�z�T�m�É�¿�Ä�ë�”�«�U
PVST+ �µ�Í�Ç�ï�¬�À�æ�”  �Þ�”�Å�›�–�;�`�o�M�”	Ô�ù�z�f�w�É�¿�Ä�ë�”�«	Í�w�b�‚�o�w�µ� �¿�½�p�z
�Í�µ  �¯�µ�Ä�t���`�o�‰�a�Ã�Ñ�¥�ç�Ä�‹�›�–�;�b�”
ž�A�U�K�“�‡�b�{ set spantree defaultcostmode �¯
�Ú�ï�Å�›�–�;�`�o�z�b�‚�o�w�Ù�”�Ä�t�0� 
Ç�Z�’�•�h�b�‚�o�w  VLAN �t�z�§
M�$�t�‰�a�Ù�”�Ä  �¯
�µ�Ä  �Ã�Ñ�¥�ç�Ä�‹�›
ƒ���p�V�‡�b�{

�Ã�Ñ�¥�ç�Ä�w�Ù�”�Ä  �¯�µ�Ä  �Þ�”�Å�q�`�o�x�z�³�ã�”�Ä�S�‘�|�é�ï�¬�w  2 	��¨�U�K�“�‡�b�{

• �³�ã�”�Ä  �Þ�”�Å�w�Í�å�Ý�”�»�x�z�Í�w�q�S�“�p�b�{

�µ portcost

�µ portvlancost�¢�Ä�å�ï�«  �Ù�”�Ä�w�ˆ�£

�µ UplinkFast �U� �É�”�Ò�ç�t�s�l�o�M�”	Ô�ù�z�î�M�w�¯�µ�Ä�x  3000 
ÿ�Q�‡�b�{

• �é�ï�¬  �Þ�”�Å�w�Í�å�Ý�”�»�x�z�Í�w�q�S�“�p�b�{

�µ portcost

�µ portvlancost�¢�Ä�å�ï�«  �Ù�”�Ä�w�ˆ�£

�µ UplinkFast �U� �É�”�Ò�ç�t�s�l�o�M�”	Ô�ù�z�î�M�w�¯�µ�Ä�x  10,000,000 
ÿ�Q�‡�b�{

�µ EtherChannel �x�z AVERAGE_COST/NUM_PORT �q�M�O�¬�Ü�›�–�;�`�o�z�Ì�ï�Å�ç�w�¯�µ�Ä
�›�‰	Z�`�‡�b�{

PVST+ �Þ�”�Å�p�x�z�Ã�Ñ�¥�ç�Ä�w�Ù�”�Ä  �¯�µ�Ä  �Þ�”�Å�x�³�ã�”�Ä�t
ƒ���^�•�o�M�‡�b�{�Ù�”�Ä��
�S�U 10 GB �Ž	Í�w	Ô�ù�x�z �Ã�Ñ�¥�ç�Ä�w�Ù�”�Ä  �¯�µ�Ä  �Þ�”�Å�›�é�ï�¬�t
ƒ���b�”
ž�A�U�K�“�‡�b�{

PVST+ �Ã�Ñ�¥�ç�Ä  �Ù�”�Ä  �¯�µ�Ä  �Þ�”�Å�›
ƒ���b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡
�b�{

�Í�t�z PVST+ �Ã�Ñ�¥�ç�Ä  �Ù�”�Ä  �¯�µ�Ä  �Þ�”�Å�›
ƒ���b�”�«�›�Ô�`�‡�b�{

Console> (enable) set spantree defaultcostmode long
Portcost and portvlancost set to use long format default values.
Console> (enable) 

PVST+ �Ù�”�Ä  VLAN �¯�µ�Ä�w
ƒ��

VLAN �o�•�p�Ù�”�Ä  �¯�µ�Ä�›
ƒ���p�V�‡�b�{ VLAN �w�Ù�”�Ä  �¯�µ�Ä�U	–�^�M�Ù�”�Ä�„�r�z�Ñ�è�”
�Ü�›�8
ù�b�”�Ù�”�Ä�q�`�o
¬�R�^�•�”�D�ó
Q�U�ô�X�s�“�‡�b�{�ô���Ý�Ã�Ÿ�ž�¢
¶�Ë	O�s�r�£�t
€��
�b�”�Ù�”�Ä�t�x	–�^�M�‹�›�z�ÿ���Ý�Ã�Ÿ�ž�t
€���b�”�Ù�”�Ä�t�x�G�V�M�‹�›�Â�“�p�o�o�X�i�^�M�{
�Ù�”�Ä  �¯�µ�Ä�w�-�‰�t�³�ã�”�Ä�O�›�–�;�`�o�M�”	Ô�ù�–�;�p�V�”�¯�µ�Ä�w�‹�x  1 �™ 65535 �p�z�é�ï
�¬�O�›�–�;�`�o�M�”	Ô�ù�x  1 �™ 200000000 �p�b�{�Ã�Ñ�¥�ç�Ä�w�¯�µ�Ä�x�z�Ý�Ã�Ÿ�ž�t�‘�l�o�Ÿ�s�“
�‡�b�{�Ù�”�Ä  �¯�µ�Ä�w�-�‰	�	q�t�m�M�o�x�z �®�Ù�”�Ä  �¯�µ�Ä�w�-�‰�S�‘�|�Â�“�p�o�¯ �¢ p.8-4�£ �›�€
	°�`�o�X�i�^�M�{

�Ù�”�Ä�t  PVST+ �Ù�”�Ä  VLAN �¯�µ�Ä�›
ƒ���b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�^�À �¯�Ú�ï�Å

PVST+ �Ã�Ñ�¥�ç�Ä  �Ù�”�Ä  �¯�µ�Ä  �Þ�”�Å�›
ƒ��
�`�‡�b�{

set spantree defaultcostmode {short | long}

�^�À �¯�Ú�ï�Å

�Ù�”�Ä	Í�w  VLAN �t�m�M�o�z PVST+ �Ù�”�Ä  �¯
�µ�Ä�›
ƒ���`�‡�b�{

set spantree portvlancost { mod/port}  [cost cost]
[vlan_list]
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�¢�«�£ set spantree channelcost �¯�Ú�ï�Å�›�î�æ�`�o�‹�z�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Ñ�•� �ç�t�x
¯�Ô�^�•�‡
�d�œ�{�\�w�¯�Ú�ï�Å�t�‘�“�z�½�ß�É�ç�º�w�¤�Ù�”�Ä�t�m�M�o�z [set spantree portcost] �w�¤�ï�Ä�æ�U�^

R�^�•�‡�b�{ set spantree channelcost �¯�Ú�ï�Å�w�–�;�M�O�w	Ä�I�t�m�M�o�x�z �H 6 	·�® EtherChannel
�w
ƒ���¯ �w�®EtherChannel �Ù�”�Ä  �Í�µ  �¯�µ�Ä�w
ƒ���¯ �›�€	°�`�o�X�i�^�M�{

�Í�t�z �Ù�”�Ä  2/3 	Í�w  VLAN 1 �™ 5 �t�m�M�o�z PVST+ �Ù�”�Ä  VLAN �¯�µ�Ä�›
ƒ���b�”�«�›�Ô�`�‡�b�{

Console> (enable) set spantree portvlancost 2/3 cost 20000 1-5
Port 2/3 VLANs 6-11,13-1005,1025-4094 have path cost 12.
Port 2/3 VLANs 1-5,12 have path cost 20000.
This parameter applies to trunking ports only.
Console> (enable

PVST+ �Ù�”�Ä  VLAN �Ó�å� �¦�æ�Â�Ÿ�w
ƒ��

�µ� �¿�½�U  PVST+ �Þ�”�Å�w�q�V�z VLAN �w�Ä�å�ï�©�ï�¬  �Ù�”�Ä�t�Ù�”�Ä  �Ó�å� �¦�æ�Â�Ÿ�›
ƒ���p
�V�‡�b�{�›���w  VLAN �t�0�`�o�Ó�å� �¦�æ�Â�Ÿ�‹�U�7	–�w�Ù�”�Ä�U�z�f�w  VLAN �w�Ñ�è�”�Ü�›�8

ù�`�‡�b�{�¦���p�V�”�Ù�”�Ä  �Ó�å� �¦�æ�Â�Ÿ�‹�x�z 0 �™ 240 �w
c�“�w  16 �w
�
:�p�b�{�Ã�Ñ�¥�ç�Ä
�x  16 �p�b�{ �›���w  VLAN �t���`�o�z �b�‚�o�w�Ù�”�Ä�t�‰�a�Ó�å� �¦�æ�Â�Ÿ�‹�›�¦���`�h	Ô�ù�z �Ù�”
�Ä
j�ø�U�7	–�w�Ù�”�Ä�U�f�w  VLAN �w�Ñ�è�”�Ü�›�8
ù�`�‡�b�{

�Ù�”�Ä  VLAN �Ó�å� �¦�æ�Â�Ÿ�‹�x�z�Ù�”�Ä  �Ó�å� �¦�æ�Â�Ÿ�‹�‘�“	–�^�X�b�”
ž�A�U�K�“�‡�b�{  

�Ù�”�Ä�w�Ù�”�Ä  VLAN �Ó�å� �¦�æ�Â�Ÿ�›
ƒ���b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z�Ù�”�Ä  2/3 	Í�w  VLAN 6 �t�m�M�o�z�Ù�”�Ä  �Ó�å� �¦�æ�Â�Ÿ�›
ƒ���b�”�«�›�Ô�`�‡�b�{

Console> (enable) set spantree portvlanpri 2/3 16 6
Port 2/3 vlans 6 using portpri 16.
Port 2/3 vlans 1-5,7-800,802-1004,1006-4094 using portpri 32.
Port 2/3 vlans 801,1005 using portpri 4.
This parameter applies to trunking ports only.
Console> (enable) show config all
   .
   .
   .
set spantree portcost    2/12,2/15 19
set spantree portcost    2/1-2,2/4-11,2/13-14,2/16-48 100
set spantree portcost    2/3 12
set spantree portpri     2/1-48 32
set spantree portvlanpri 2/1 0
set spantree portvlanpri 2/2 0
   .
   .
   .
set spantree portvlanpri 2/48 0
set spantree portvlancost 2/1 cost 99
set spantree portvlancost 2/2 cost 99
set spantree portvlancost 2/3 cost 20000 1-5,12    

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 �Ù�”�Ä	Í�w  VLAN �t�m�M�o�z PVST+ �Ù�”�Ä  �Ó
�å� �¦�æ�Â�Ÿ�›
ƒ���`�‡�b�{

set spantree portvlanpri mod/port priority [vlans]

�µ�Â�¿�Ó 2 �Ù�”�Ä  VLAN �Ó�å� �¦�æ�Â�Ÿ�›�¬�Ý�`�‡�b�{ show config all 
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VLAN 	Í�w  PVST+ �Þ�”�Å�w�Ã�Ÿ�·�”�Ò�ç�=

�µ� �¿�½�U  PVST+ �Þ�”�Å�w�q�V�z�x�‘�w  VLAN �‡�h�x�b�‚�o�w  VLAN 	Í�p�z�µ�Í�Ç�ï�¬�À�æ�”�›
�Ã�Ÿ�·�”�Ò�ç�t�p�V�‡�b�{ VLAN �p�µ�Í�Ç�ï�¬�À�æ�”�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�q�z�µ� �¿�½�x�µ�Í�Ç
�ï�¬�À�æ�”�t�€�C�d�c�z�f�w  VLAN �p	!	ô�^�•�h  BPDU �x�b�‚�o�w�Ù�”�Ä	Í�t�Ñ�å�¿�Ã�Ÿ�ï�¬�^
�•�‡�b�{

�«�™ 
ú�g�$�t�ç�”�Ó�Ñ�æ�”�p�K�”�Ä�Ù�é�´�”�w	Ô�ù�p�‹�z �µ�Í�Ç�ï�¬�À�æ�”�›�Ã�Ÿ�·�”�Ò�ç�t�`�s�M�p
�X�i�^�M�{�µ�Í�Ç�ï�¬�À�æ�”�x�z
ƒ���¤�å�”�•�­�”�Ò�ç
€���¤�å�”�t�0�b�”�-�¢	��ˆ�q�`�o�;�ó�`
�‡�b�{ VLAN �º�t
ú�g�ç�”�Ó�U���O�`�s�M�\�q�›�¬�Ý�`�s�M�‡�‡�z�µ�Í�Ç�ï�¬�À�æ�”�›�Ã�Ÿ�·�”�Ò
�ç�t�`�s�M�p�X�i�^�M�{

�«�™ VLAN �w�b�‚�o�w�µ� �¿�½�‡�h�x�ç�”�»�p�µ�Í�Ç�ï�¬�À�æ�”�U�Ã�Ÿ�·�”�Ò�ç�t�s�l�o�M�s�M�T�W
�“�z VLAN �w�µ�Í�Ç�ï�¬�À�æ�”�›�Ã�Ÿ�·�”�Ò�ç�t�`�s�M�p�X�i�^�M�{ VLAN �º�p�x�z�µ�Í�Ç�ï�¬�À
�æ�”�›�z�°
æ�w�µ� �¿�½�•�ç�”�»�p�Ã�Ÿ�·�”�Ò�ç�t�`�z�f�w���w�µ� �¿�½�•�ç�”�»�p�x� �É�”�Ò�ç
�w�‡�‡�t�`�o�S�X�\�q�x�p�V�‡�d�œ�{ �µ� �¿�½�S�‘�|�ç�”�»�p�µ�Í�Ç�ï�¬�À�æ�”�U� �É�”�Ò�ç�w�‡
�‡�t�s�l�o�M�”�q�z�É�¿�Ä�ë�”�«�w
ú�g�Ä�Ù�é�´�”�t���b�”	Ø�C�U
Æ�ì
¶�s�‹�w�t�s�“�‡�b�{�f�w
�A�L�z�'
Ý�Ž�w	Ý�¯�U
\�a�”�D�ó
Q�U�K�“�‡�b�{

PVST+ �›�Ã�Ÿ�·�”�Ò�ç�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z VLAN 	Í�p  PVST+ �›�Ã�Ÿ�·�”�Ò�ç�t�b�”�«�›�Ô�`�‡�b�{  

Console> (enable) set spantree disable 4
Spantree 4 disabled.
Console> (enable) 

�^�À �¯�Ú�ï�Å

VLAN 	Í�w  PVST+ �Þ�”�Å�›�Ã�Ÿ�·�”�Ò�ç�t�`�‡�b�{ set spantree disable vlans [all]
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�µ� �¿�½	Í�p�w  Rapid PVST+ �w
ƒ��
Rapid PVST+ �U Catalyst 6500 �³�æ�”�¶  �µ� �¿�½	Í�w�b�‚�o�w� �”�±�É�¿�Ä�z�Ñ�•�µ�Ä  � �”�±�É�¿
�Ä�z�S�‘�|�ª�¨�Ï�¿�Ä  � �”�±�É�¿�Ä  �Ù�”�Ä�Õ�”�µ  VLAN �p�–�;�^�•�”�Ã�Ñ�¥�ç�Ä�w�µ�Í�Ç�ï�¬�À
�æ�”  �Ó�é�Ä�¯�ç�t�s�“�‡�b�{ Rapid PVST+ �›
ƒ���b�”�t�x�z�µ� �¿�½	Í�t  PVST+ �‹
ƒ���b�”
ž�A
�U�K�“�‡�b�{ PVST+ �x�z Rapid PVST+ �›� �É�”�Ò�ç�t�b�”
²�™�r�j�’�p�p�‹
ƒ���p�V�‡�b�{  

Rapid PVST+ �›
ƒ���b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z Rapid PVST+ �›
ƒ���b�”�«�›�Ô�`�‡�b�{

Console> (enable) set spantree mode rapid-pvst+
Spantree mode set to RAPID-PVST+.
Console> (enable) set spantree link-type 3/1 point-to-point
Link type set to point-to-point on port 3/1.
Console> (enable) clear spantree detected-protocols 3/1
Spanning tree protocol detection forced on port 3/1
Console> (enable) 

�Í�t�z VLAN 1 �w Rapid PVST+ 
ƒ���›�¬�Ý�b�”�«�›�Ô�`�‡�b�{	Z�—�w�7	s�w�æ�t�x�µ�Í�Ç�ï�¬�À
�æ�”  �Þ�”�Å�U
¯�Ô�^�•�o�M�‡�b�{

Console> show spantree 1
Spanning tree mode          RAPID-PVST+
Spanning tree type          ieee
Spanning tree enabled.
.
.
.
Port          State       Role     Cost    Prio   Type
------------  ----------- -------  -----   ----   -----------------
6/1  forwarding  ROOT     20000    16    Shared, PEER(STP)

Console>

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 Rapid PVST+ �›� �É�”�Ò�ç�t�`�‡�b�{ set spantree mode rapid-pvst+

�µ�Â�¿�Ó 2 �Ù�”�Ä�w�æ�ï�«�»� �Ó�›�Ù� �ï�Ä�À�”�Ù� �ï�Ä
�Þ�”�Å�t
ƒ���`�‡�b�{  

set spantree link-type mod/port point-to-point

�µ�Â�¿�Ó 3 �Ù�”�Ä�w�è�¨�³�”  �Ò�æ�¿�´�›�U	Z�`�‡�b�{ clear spantree detected-protocols mod/port

�µ�Â�¿�Ó 4 Rapid PVST+ 
ƒ���›�¬�Ý�`�‡�b�{ show spantree vlan
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�Í�t�z�Ù�”�Ä  3/6 �w�æ�ï�«�»� �Ó�z�¤�¿�´  �Ù�”�Ä�z�S�‘�|�¨�”�Å  �»� �Ó�›�¬�Ý�b�”�«�›�Ô�`�‡�b�{

Console> show spantree 3/6
Port 3/6
Edge Port:      No, (Configured) Default
Port Guard:     Default
Link Type:      P2P(Configured) Auto

Port     VLAN     State       Role    Cost     Prio  Type
------   -----    ----------  ------  -------- ----  -----
3/6       1       listening   DESG    20000    32    P2P
3/6       2       listening   DESG    20000    32    P2P
3/6       3       listening   DESG    20000    32    P2P
3/6       4       listening   DESG    20000    32    P2P
3/6       5       listening   DESG    20000    32    P2P
3/6       6       listening   DESG    20000    32    P2P
3/6       7       listening   DESG    20000    32    P2P
3/6       8       listening   DESG    20000    32    P2P
3/6       9       listening   DESG    20000    32    P2P
3/6       10      listening   DESG    20000    32    P2P
3/6       11      listening   DESG    20000    32    P2P
3/6       12      listening   DESG    20000    32    P2P 
3/6       13      listening   DESG    20000    32    P2P
3/6       14      listening   DESG    20000    32    P2P
3/6       15      listening   DESG    20000    32    P2P
3/6       16      listening   DESG    20000    32    P2P
3/6       17      listening   DESG    20000    32    P2P
3/6       18      listening   DESG    20000    32    P2P
3/6       19      listening   DESG    20000    32    P2P

Console>



�H 8 	·       �µ�Í�Ç�ï�¬�À�æ�”�w
ƒ��
�µ� �¿�½	Í�p�w  MISTP-PVST+ �‡�h�x  MISTP �w
ƒ��

8-36
Catalyst 6500 �³�æ�”�¶  �µ� �¿�½  �¹�Ñ�Ä�¢�£�ž  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �¨� �Å

OL-7193-01-J

�µ� �¿�½	Í�p�w  MISTP-PVST+ �‡�h�x  MISTP �w
ƒ��
Catalyst 6500 �³�æ�”�¶  �µ� �¿�½�t�S�Z�”�Ã�Ñ�¥�ç�Ä�w�µ�Í�Ç�ï�¬�À�æ�”  �Þ�”�Å�x  Rapid PVST+ �p
�b�{�É�¿�Ä�ë�”�«�p  MISTP �Þ�”�Å�›�–�;�b�”	Ô�ù�x�z
€��
~�…�›�w�Y�h�Š�z�\�\�p
†�Ì�b�”	�	q
�t
ž�c	H�l�o�X�i�^�M�{  

�µ�Í�Ç�ï�¬�À�æ�”  �Þ�”�Å�›�!�Ë�b�”�q�z�q�O�w�Þ�”�Å�x���­�`�z�î�æ�Ì�t	)	B�^�•�h	Ø�C�›�–�;�`
�o	ý�`�M�Þ�”�Å�;�w�Ù�”�Ä  �Ã�”�»�Õ�”�µ�U�^
R�^�•�z	ý�`�M�µ�Í�Ç�ï�¬�À�æ�”  �Þ�”�Å�t�‘�l�o�ž
�«�Â�Ÿ�Ò  �Ä�Ù�é�´�”�w�-�‰�U�6�‰�^�•�‡�b�{�Ù�”�Ä  �µ�Â�”�Ä�t���b�”	Ø�C�x	«�ˆ�^�•�‡�b�{�h�i
�`�z
²�w�Þ�”�Å�t���b�”�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Í�å�Ý�”�»�x�b�‚�o�-���^�•�‡�b�{
²�w�Þ�”�Å�t
�í�”�q�z�‰�a
ƒ���U�f�w�‡�‡�’�l�o�M�‡�b�{

�¢�«�£ MISTP �Þ�”�Å�›�–�;�b�”	Ô�ù�x�z�–�;�b�”  Catalyst 6500 �³�æ�”�¶  �µ� �¿�½ 
¶
æ�p  MISTP �›�î�æ�b
�”�‘�O�t
ƒ���b�”�\�q�›
*	‘�`�‡�b�{

MISTP �Þ�”�Å�›�–�;�b�”�t�x�z�‡�c  MISTP � �ï�µ�»�ï�µ�›� �É�”�Ò�ç�t�`�z�Í�t�f�w� �ï�µ�»�ï
�µ�t	—�s�X�q�‹  1 �m�w VLAN �›�Ú�¿�Ð�ï�¬�`�‡�b�{ MISTP � �ï�µ�»�ï�µ�U�ž�«�Â�Ÿ�Ò�t�s�”�t�x�z
VLAN �t	—�s�X�q�‹  1 �m�w�Ñ�¥�ë�”�Ã�Ÿ�ï�¬  �Ù�”�Ä�U
ž�A�p�b�{  

�¢�«�£ VTP �±�”�Ì  �Þ�”�Å�‡�h�x�Ä�å�ï�µ�Ö�ž�è�ï�Ä  �Þ�”�Å
•�;�w  Catalyst 6500 �³�æ�”�¶  �µ� �¿�½�p�z
VLAN �›  MISTP � �ï�µ�»�ï�µ�t�Ú�¿�Ð�ï�¬�`�‡�b�{ VTP �«�å� �ž�ï�Ä  �Þ�”�Å�t�K�”�µ� �¿�½�p�z
VLAN �›  MISTP � �ï�µ�»�ï�µ�t�Ú�¿�Ð�ï�¬�b�”�\�q�x�p�V�‡�d�œ�{ MISTP 
ƒ���t
P�O�ð�J�›�¾�V
�I�\�b  VTP 
ƒ���¤�å�”�›�w�­�b�”�h�Š�z �H 10 	·�® VTP �w
ƒ���¯ �›�€	°�`�z VTP �Ì�”�´�ã�ï  1�z 2�z
�S�‘�|  3 �w�–�;�w	Ä�I�›�¬�Ý�`�o�X�i�^�M�{

�µ� �¿�½�›  PVST+ �Þ�”�Å�T�’  MISTP �Þ�”�Å�t�!�Ë�b�”�q�V�z PVST+ �›�–�;�`�o�M�”���w�µ� �¿�½
�U�É�¿�Ä�ë�”�«�t���O�b�”	Ô�ù�x�z MISTP �›�–�;�b�”�'���w�¤�µ� �¿�½�p�Ä
²�t  MISTP-PVST+
�Þ�”�Å�›� �É�”�Ò�ç�t�`�o�S�V�z�µ� �¿�½�w
ƒ���¤�t  PVST+ BPDU �U�µ� �¿�½�&���p�v�•�”�‘�O
�t�`�s�Z�•�y�s�“�‡�d�œ�{  

�É�¿�Ä�ë�”�«�º�w�b�‚�o�w�µ� �¿�½�U  MISTP-PVST+ �t
ƒ���^�•�o�M�”	Ô�ù�x�z�b�‚�o�w�µ� �¿�½
	Í�p  MISTP �›� �É�”�Ò�ç�t
ƒ���p�V�‡�b�{  

�\�\�p�x�z MISTP-PVST+ �‡�h�x  MISTP �w�–�;�M�O�t�m�M�o
†�Ì�`�‡�b�{

• MISTP �S�‘�|  MISTP-PVST+ �w�Ã�Ñ�¥�ç�Ä
ƒ���¢ p.8-37�£

• MISTP-PVST+ �‡�h�x  MISTP �Þ�”�Å�w
ƒ���¢ p.8-37�£

• MISTP � �ï�µ�»�ï�µ�w
ƒ���¢ p.8-39�£

• MISTP � �ï�µ�»�ï�µ�w� �É�”�Ò�ç�=�¢ p.8-42�£

• MISTP � �ï�µ�»�ï�µ�•�w  VLAN �Ú�¿�Ð�ï�¬�¢ p.8-43�£

• MISTP-PVST+ �‡�h�x  MISTP �w�Ã�Ÿ�·�”�Ò�ç�=�¢ p.8-46�£
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MISTP �S�‘�|  MISTP-PVST+ �w�Ã�Ñ�¥�ç�Ä
ƒ��


¯ 8-5 �t�z MISTP �S�‘�|  MISTP-PVST+ �w�Ã�Ñ�¥�ç�Ä
ƒ���›�Ô�`�‡�b�{

MISTP-PVST+ �‡�h�x  MISTP �Þ�”�Å�w
ƒ��

PVST+ �É�¿�Ä�ë�”�«�p  MISTP �›� �É�”�Ò�ç�t�b�”	Ô�ù�z�É�¿�Ä�ë�”�«�›�¼�¢�ï�^�d�s�M�‘�O�t�z
�«�™�U
ž�A�p�b�{�\�\�p�x�z�É�¿�Ä�ë�”�«	Í�p  MISTP �‡�h�x  MISTP-PVST+ �›� �É�”�Ò�ç�t�b�”	�
	q�t�m�M�o
†�Ì�`�‡�b�{  

�«�™ �µ� �¿�½	Í�p  6,000 �›�Ò�Q�”  VLAN �Ù�”�Ä�›
ƒ���`�o�M�”	Ô�ù�z MISTP �Þ�”�Å�T�’  PVST+ �‡�h�x
MISTP-PVST+ �Þ�”�Å�t�!�Ë�b�”�q�z�É�¿�Ä�ë�”�«�U�¼�¢�ï�b�”�D�ó
Q�U�K�“�‡�b�{
€��
~�…�›�w
�Y�h�Š�z�µ� �¿�½	Í�w  VLAN �Ù�”�Ä
:�›  6,000 �Ž�<�t�n�’�`�o�X�i�^�M�{

�«�™ �µ� �¿�½�q�w  Telnet 
€���›�–�;�`�o�^�À�b�”	Ô�ù�z MISTP-PVST+ �‡�h�x  MISTP �Þ�”�Å�›	s�Š�o� 
�É�”�Ò�ç�t�b�”�q�V�x�z�µ� �¿�½  �¯�ï�¹�”�ç�T�’�^�À�›�æ�O
ž�A�U�K�“�‡�b�{�Ã�”�»  �Ù�”�Ä�&��
�w Telnet 
€���x�–�;�`�s�M�p�X�i�^�M�{�–�;�`�h	Ô�ù�z�µ� �¿�½�q�w
€���U
~�…�^�•�‡�b�{ MISTP
� �ï�µ�»�ï�µ�t  VLAN �›�Ú�¿�Ð�ï�¬�`�h�K�q�x�z Telnet �p�µ� �¿�½�t
€���b�”�\�q�U�p�V�‡�b�{  


¯ 8-5 MISTP �S�‘�|  MISTP-PVST+ �w�Ã�Ñ�¥�ç�Ä
ƒ��

�;�ó �Ã�Ñ�¥�ç�Ä�‹

� �É�”�Ò�ç  �µ�Â�”�Ä MISTP � �ï�µ�»�ï�µ�t  VLAN �U�Ú�¿�Ð�ï�¬�^�•�”�‡�p�Ã�Ÿ�·�”
�Ò�ç

MAC �ž�Å�è�µ  �æ�¼�«�³�ã�ï �Ã�Ÿ�·�”�Ò�ç

�Ò�æ�¿�´  �Ó�å� �¦�æ�Â�Ÿ 32768

�Ò�æ�¿�´  ID �Ó�å� �¦�æ�Â�Ÿ 32769�¢ MISTP � �ï�µ�»�ï�µ  1 �w�Ò�æ�¿�´  �Ó�å� �¦�æ�Â�Ÿ  + �³�µ
�Â�Ü ID �¤�«�µ�Â�ï�³�ã�ï�£

�Ù�”�Ä  �Ó�å� �¦�æ�Â�Ÿ 32�¢�¬�é�”�Ì�ç�£

�Ù�”�Ä  �¯�µ�Ä • 10 �ª�¨�Ï�¿�Ä  � �”�±�É�¿�Ä�• 2

• �ª�¨�Ï�¿�Ä  � �”�±�É�¿�Ä�• 4

• �Ñ�•�µ�Ä  � �”�±�É�¿�Ä�• 191

• FDDI/CDDI�• 10

• � �”�±�É�¿�Ä�• 1002

1. 10/100 Mbps �Ù�”�Ä�U�×�ˆ�É�°�³�¤�”�³�ã�ï�b�”�T�z �‡�h�x  100 Mbps �t�{���^�•�o�M�”	Ô�ù�x�z�Ù�”�Ä  �¯�µ�Ä�x  
19 �p�b�{

2. 10/100 Mbps �Ù�”�Ä�U�×�ˆ�É�°�³�¤�”�³�ã�ï�b�”�T�z�‡�h�x  10 Mbps �t�{���^�•�o�M�”	Ô�ù�x�z�Ù�”�Ä  �¯�µ�Ä�x  
100 �p�b�{

�Ã�Ñ�¥�ç�Ä�w�Ù�”�Ä  �¯ �µ �Ä
�Þ�”�Å

�³�ã�”�Ä�¢ 802.1D�£

�Ù�”�Ä  VLAN �Ó�å� �¦�æ�Â�Ÿ �Ù�”�Ä  �Ó�å� �¦�æ�Â�Ÿ�q�‰�a�z PVST+ �p�x  VLAN �o�•�p
ƒ���D�ó

�Ù�”�Ä  VLAN �¯�µ�Ä �Ù�”�Ä  �¯�µ�Ä�q�‰�a�z PVST+ �p�x  VLAN �o�•�p
ƒ���D�ó

�7�G�¤�”�´�ï�¬  �»� �Ü 20 
µ

Hello �»� �Ü 2 
µ

�8
ù�—���Ì�� 15 
µ
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PVST+ �T�’  MISTP-PVST+ �‡�h�x  MISTP �t�!�Ë�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡
�b�{

�Í�t�z�µ� �¿�½�›  MISTP-PVST+ �Þ�”�Å�t
ƒ���b�”�«�›�Ô�`�‡�b�{

Console> (enable) set spantree mode mistp-pvst+
PVST+ database cleaned up.
Spantree mode set to MISTP-PVST+.
Warning!! There are no VLANs mapped to any MISTP instance.
Console> (enable)

�ç�”�Ä  �µ� �¿�½�T�’�î�æ�Ì�t�;�û�^�•�”  VLAN/MISTP � �ï�µ�»�ï�µ�w�Ú�¿�Ð�ï�¬	Ø�C�›
¯�Ô�p�V
�‡�b�{ �\�w	Ø�C�›
¯�Ô�p�V�”�w�x�z MISTP �Þ�”�Å�‡�h�x  MISTP-PVST+ �Þ�”�Å�t�v�’�•�‡�b�{ PVST+
�Þ�”�Å�w	Ô�ù�x�z�¦�Ó�³�ã�ï�w�©�”�ë�”�Å  config �›�–�;�`�o�z�é�”�§�ç  �µ� �¿�½	Í�p
ƒ���^�•�o
�M�”�Ú�¿�Ð�ï�¬�w�æ�µ�Ä�›
¯�Ô�`�‡�b�{

�¢�«�£ �©�”�ë�”�Å  config �›�¦���`�h	Ô�ù�z MAC �ž�Å�è�µ�x
¯�Ô�^�•�‡�d�œ�{

�µ�Í�Ç�ï�¬�À�æ�”  �Ú�¿�Ð�ï�¬�›
¯�Ô�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z MISTP �Þ�”�Å�p�µ�Í�Ç�ï�¬�À�æ�”  VLAN � �ï�µ�»�ï�µ  �Ú�¿�Ð�ï�¬�›
 �̄Ô�b�”�«�›�Ô� �̀‡�b�{

MISTP/MISTP-PVST+
Console> (enable) set spantree mode mistp
PVST+ database cleaned up.
Spantree mode set to MISTP.
Console> (enable) show spantree mapping
Inst Root Mac          Vlans
---- ----------------- --------------------------
1    00-50-3e-78-70-00 1
2    00-50-3e-78-70-00 -
3    00-50-3e-78-70-00 -
4    00-50-3e-78-70-00 -
5    00-50-3e-78-70-00 -
6    00-50-3e-78-70-00 -
7    00-50-3e-78-70-00 -
8    00-50-3e-78-70-00 -
9    00-50-3e-78-70-00 -
10   00-50-3e-78-70-00 -
11   00-50-3e-78-70-00 -
12   00-50-3e-78-70-00 -
13   00-50-3e-78-70-00 -
14   00-50-3e-78-70-00 -
15   00-50-3e-78-70-00 -
16   00-50-3e-78-70-00 -

�^�À �¯�Ú�ï�Å

�µ�Í�Ç�ï�¬�À�æ�”  �Þ�”�Å�›
ƒ���`�‡�b�{ set spantree mode {mistp | pvst+ | mistp-pvst+} 

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 �µ�Í�Ç�ï�¬�À�æ�”  �Þ�”�Å�›  MISTP �t
ƒ���`�‡�b�{ set spantree mode mistp

�µ�Â�¿�Ó 2 �µ�Í�Ç�ï�¬�À�æ�”  �Ú�¿�Ð�ï�¬�›
¯�Ô�`�‡�b�{ show spantree mapping [config]
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MISTP � �ï�µ�»�ï�µ�w
ƒ��

�\�\�p�x�z MISTP � �ï�µ�»�ï�µ�w
ƒ��	�	q�t�m�M�o
†�Ì�`�‡�b�{

• MISTP �Ò�æ�¿�´  ID �Ó�å� �¦�æ�Â�Ÿ�w
ƒ���¢ p.8-39�£

• MISTP �Ù�”�Ä  �¯�µ�Ä�w
ƒ���¢ p.8-40�£

• MISTP �Ù�”�Ä  �Ó�å� �¦�æ�Â�Ÿ�w
ƒ���¢ p.8-41�£

• MISTP �Ù�”�Ä  � �ï�µ�»�ï�µ  �¯�µ�Ä�w
ƒ���¢ p.8-42�£

• MISTP �Ù�”�Ä  � �ï�µ�»�ï�µ  �Ó�å� �¦�æ�Â�Ÿ�w
ƒ���¢ p.8-42�£

MISTP �Ò�æ�¿�´  ID �Ó�å� �¦�æ�Â�Ÿ�w
ƒ��

�µ� �¿�½�U  MISTP �‡�h�x  MISTP-PVST+ �Þ�”�Å�w�q�V�z MISTP � �ï�µ�»�ï�µ�w�Ò�æ�¿�´  ID �Ó�å� 
�¦�æ�Â�Ÿ�›
ƒ���p�V�‡�b�{

�Ò�æ�¿�´  �Ó�å� �¦�æ�Â�Ÿ�‹�x�³�µ�Â�Ü  ID �¤�«�µ�Â�ï�³�ã�ï�¢ MISTP � �ï�µ�»�ï�µ�w  ID�£�q
Ê�ˆ�ù
�˜�^�•�z�Ò�æ�¿�´  ID �Ó�å� �¦�æ�Â�Ÿ�›��
R�`�‡�b�{�Í�w  16 	��¨�w�Ò�æ�¿�´  �Ó�å� �¦�æ�Â�Ÿ�‹�w�M
�c�•�T�›
ƒ���p�V�‡�b�{ 0�z4096�z8192�z12288�z16384�z20480�z24576�z28672�z32768�z36864�z40960�z
45056�z 49152�z 53248�z 57344�z�S�‘�|  61440 �p�b�{

MISTP � �ï�µ�»�ï�µ�t�Ò�æ�¿�´  ID �Ó�å� �¦�æ�Â�Ÿ�›
ƒ���b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À
�›�æ�M�‡�b�{

�Í�t�z MISTP � �ï�µ�»�ï�µ�w�Ò�æ�¿�´  ID �Ó�å� �¦�æ�Â�Ÿ�›
ƒ���b�”�«�›�Ô�`�‡�b�{

Console> (enable)  set spantree priority 32768 mistp-instance 1
Spantree 1 bridge ID priority set to 32769 
(bridge priority: 32768 + sys ID extension: 1) 
Console> (enable) show spantree mistp-instance 1  
Instance 1  
Spanning tree mode          MISTP  
Spanning tree type          ieee  
Spanning tree instance enabled  

Designated Root             00-05-31-40-64-00  
Designated Root Priority    32769  (root priority:32768, sys ID ext:1)  
Designated Root Cost        20000  
Designated Root Port        1/1  
VLANs mapped:              1,74  
Root Max Age   20 sec   Hello Time 2  sec   Forward Delay 15 sec  

Bridge ID MAC ADDR          00-d0-02-27-9c-00  
Bridge ID Priority          32769  (bridge priority:32768, sys ID ext:1)  
VLANs mapped:              1,74  
Bridge Max Age 20 sec   Hello Time 2  sec   Forward Delay 15 sec  

Port                     Inst Port-State    Cost      Prio Portfast Channel_id  
------------------------ ---- ------------- --------- ---- -------- ----------  
 1/1                     1    forwarding        20000   32 disabled 0  
 3/1                     1    forwarding       200000   32 disabled 0  
 3/25                    1    forwarding       200000   32 disabled 0  
 3/26                    1    forwarding       200000   32 disabled 0  
 3/27                    1    forwarding       200000   32 disabled 0  
 3/28                    1    forwarding       200000   32 disabled 0  
 3/29                    1    forwarding       200000   32 disabled 0  

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 MISTP � �ï�µ�»�ï�µ�w�Ò�æ�¿�´  ID �Ó�å� 
�¦�æ�Â�Ÿ�›
ƒ���`�‡�b�{

set spantree priority bridge_ID_priority 
[mistp-instance instance]

�µ�Â�¿�Ó 2 �Ò�æ�¿�´  ID �Ó�å� �¦�æ�Â�Ÿ�›�¬�Ý�`�‡�b�{  show spantree mistp-instance instance [mod/port] active
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 3/30                    1    forwarding       200000   32 disabled 0  
7/1-4                    1    blocking           5000   32 disabled 833  
 7/5                     1    forwarding        20000   32 disabled 0  
 7/6                     1    forwarding        20000   32 disabled 0  
 8/37                    1    blocking         200000   32 disabled 0  
 8/38                    1    blocking         200000   32 disabled 0  
15/1                     1    forwarding        20000   32 enabled  0  
16/1                     1    forwarding        20000   32 enabled  0  
Console> (enable)  

MISTP �Ù�”�Ä  �¯�µ�Ä�w
ƒ��

�µ� �¿�½  �Ù�”�Ä�w�Ù�”�Ä  �¯�µ�Ä�›
ƒ���p�V�‡�b�{�Ù�”�Ä  �¯�µ�Ä�U	–�^�M�Ù�”�Ä�„�r�z�Ñ�è�”�Ü�›
�8
ù�b�”�Ù�”�Ä�q�`�o
¬�R�^�•�”�D�ó
Q�U�ô�X�s�“�‡�b�{�ô���Ý�Ã�Ÿ�ž�¢
¶�Ë	O�s�r�£�t
€���b�”
�Ù�”�Ä�t�x	–�^�M�‹�›�z�ÿ���Ý�Ã�Ÿ�ž�t
€���b�”�Ù�”�Ä�t�x�G�V�M�‹�›�Â�“�p�o�o�X�i�^�M�{�Ù�”
�Ä �¯�µ�Ä�w�-�‰�t�³�ã�”�Ä�O�›�–�;�`�o�M�”	Ô�ù�z�–�;�p�V�”�¯�µ�Ä�w�‹�x  1 �™ 65535 �p�z�é�ï�¬
�O�›�–�;�`�o�M�”	Ô�ù�x  1 �™ 200000000 �p�b�{�Ã�Ñ�¥�ç�Ä�w�¯�µ�Ä�x�z�Ý�Ã�Ÿ�ž�t�‘�l�o�Ÿ�s�“�‡
�b�{�Ù�”�Ä  �¯�µ�Ä�w�-�‰	�	q�t�m�M�o�x�z �®�Ù�”�Ä  �¯�µ�Ä�w�-�‰�S�‘�|�Â�“�p�o�¯ �¢ p.8-4�£ �›�€	°
�`�o�X�i�^�M�{

�Ù�”�Ä�t�Ù�”�Ä  �¯�µ�Ä�›
ƒ���b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z MISTP � �ï�µ�»�ï�µ	Í�t�Ù�”�Ä  �¯�µ�Ä�›
ƒ���`�z
ƒ���›�¬�Ý�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set spantree portcost 1/1 20000
Spantree port 1/1 path cost set to 20000.
Console> (enable) show spantree mistp-instance 1 active
Instance 1  
Spanning tree mode          MISTP  
Spanning tree type          ieee  
Spanning tree instance enabled  

Designated Root             00-05-31-40-64-00  
Designated Root Priority    32769  (root priority:32768, sys ID ext:1)  
Designated Root Cost        20000  
Designated Root Port        1/1  
VLANs mapped:              1,74  
Root Max Age   20 sec   Hello Time 2  sec   Forward Delay 15 sec  

Bridge ID MAC ADDR          00-d0-02-27-9c-00  
Bridge ID Priority          32769  (bridge priority:32768, sys ID ext:1)  
VLANs mapped:              1,74  
Bridge Max Age 20 sec   Hello Time 2  sec   Forward Delay 15 sec  

Port                     Inst Port-State    Cost      Prio Portfast Channel_id  
------------------------ ---- ------------- --------- ---- -------- ----------  
 1/1                     1    forwarding        20000   32 disabled 0  
 3/1                     1    forwarding       200000   32 disabled 0  
 3/25                    1    forwarding       200000   32 disabled 0  
 3/26                    1    forwarding       200000   32 disabled 0  
 3/27                    1    forwarding       200000   32 disabled 0  
 3/28                    1    forwarding       200000   32 disabled 0  
 3/29                    1    forwarding       200000   32 disabled 0  
 3/30                    1    forwarding       200000   32 disabled 0  
7/1-4                    1    blocking           5000   32 disabled 833  
 7/5                     1    forwarding        20000   32 disabled 0  
 7/6                     1    forwarding        20000   32 disabled 0  

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 �µ� �¿�½  �Ù�”�Ä�w  MISTP �Ù�”�Ä  �¯�µ�Ä
�›
ƒ���`�‡�b�{

set spantree portcost mod/port cost

�µ�Â�¿�Ó 2 �Ù�”�Ä  �¯�µ�Ä�w
ƒ���›�¬�Ý�`�‡�b�{ show spantree mistp-instance instance [mod/port] active
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 8/37                    1    blocking         200000   32 disabled 0  
 8/38                    1    blocking         200000   32 disabled 0  
15/1                     1    forwarding        20000   32 enabled  0  
16/1                     1    forwarding        20000   32 enabled  0  
Console> (enable) 

MISTP �Ù�”�Ä  �Ó�å� �¦�æ�Â�Ÿ�w
ƒ��

�Ù�”�Ä�w�Ù�”�Ä  �Ó�å� �¦�æ�Â�Ÿ�›
ƒ���p�V�‡�b�{�Ó�å� �¦�æ�Â�Ÿ�‹�U�7	–�w�Ù�”�Ä�U�z�b�‚�o�w
VLAN �w�Ñ�è�”�Ü�›�8
ù�`�‡�b�{�¦���p�V�”�Ù�”�Ä  �Ó�å� �¦�æ�Â�Ÿ�‹�x�z 0 �™ 240 �w
c�“�w  16 �w

�
:�p�b�{�Ã�Ñ�¥�ç�Ä�x  32 �p�b�{�b�‚�o�w�Ù�”�Ä�t�‰�a�Ó�å� �¦�æ�Â�Ÿ�‹�›�¦���`�h	Ô�ù�z�Ù�”
�Ä
j�ø�U�7	–�w�Ù�”�Ä�U�Ñ�è�”�Ü�›�8
ù�`�‡�b�{

�Ù�”�Ä�t�Ù�”�Ä  �Ó�å� �¦�æ�Â�Ÿ�›
ƒ���b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z�Ù�”�Ä  �Ó�å� �¦�æ�Â�Ÿ�›
ƒ���`�z
ƒ���›�¬�Ý�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set spantree portpri 1/1 32
Bridge port 1/1 port priority set to 32.
Console> (enable) show spantree mistp-instance 1  
Instance 1  
Spanning tree mode          MISTP  
Spanning tree type          ieee  
Spanning tree instance enabled  

Designated Root             00-05-31-40-64-00  
Designated Root Priority    32769  (root priority:32768, sys ID ext:1)  
Designated Root Cost        20000  
Designated Root Port        1/1  
VLANs mapped:              1,74  
Root Max Age   20 sec   Hello Time 2  sec   Forward Delay 15 sec  

Bridge ID MAC ADDR          00-d0-02-27-9c-00  
Bridge ID Priority          32769  (bridge priority:32768, sys ID ext:1)  
VLANs mapped:              1,74  
Bridge Max Age 20 sec   Hello Time 2  sec   Forward Delay 15 sec  

Port                     Inst Port-State    Cost      Prio Portfast Channel_id  
------------------------ ---- ------------- --------- ---- -------- ----------  
 1/1                     1    forwarding        20000   32 disabled 0  
 3/1                     1    forwarding       200000   32 disabled 0  
 3/25                    1    forwarding       200000   32 disabled 0  
 3/26                    1    forwarding       200000   32 disabled 0  
 3/27                    1    forwarding       200000   32 disabled 0  
 3/28                    1    forwarding       200000   32 disabled 0  
 3/29                    1    forwarding       200000   32 disabled 0  
 3/30                    1    forwarding       200000   32 disabled 0  
7/1-4                    1    blocking           5000   32 disabled 833  
 7/5                     1    forwarding        20000   32 disabled 0  
 7/6                     1    forwarding        20000   32 disabled 0  
 8/37                    1    blocking         200000   32 disabled 0  
 8/38                    1    blocking         200000   32 disabled 0  
15/1                     1    forwarding        20000   32 enabled  0  
16/1                     1    forwarding        20000   32 enabled  0  
Console> (enable)  

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 �Ù�”�Ä�t  MISTP �Ù�”�Ä  �Ó�å� �¦�æ�Â�Ÿ�›
ƒ
���`�‡�b�{

set spantree portpri mod/port

�µ�Â�¿�Ó 2 �Ù�”�Ä  �Ó�å� �¦�æ�Â�Ÿ�w
ƒ���›�¬�Ý�`�‡�b�{ show spantree mistp-instance instance [mod/port] active
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MISTP �Ù�”�Ä  � �ï�µ�»�ï�µ  �¯�µ�Ä�w
ƒ��

MISTP �‡�h�x  MISTP-PVST+ � �ï�µ�»�ï�µ�t�z�Ù�”�Ä  � �ï�µ�»�ï�µ  �¯�µ�Ä�›
ƒ���p�V�‡�b�{� �ï
�µ�»�ï�µ  �¯�µ�Ä�U	–�^�M�Ù�”�Ä�„�r�z �Ñ�è�”�Ü�›�8
ù�b�”�Ù�”�Ä�q�`�o
¬�R�^�•�”�D�ó
Q�U�ô�X�s
�“�‡�b�{�ô���Ý�Ã�Ÿ�ž�¢
¶�Ë	O�s�r�£�t
€���b�”�Ù�”�Ä�t�x	–�^�M�‹�›�z�ÿ���Ý�Ã�Ÿ�ž�t
€���b�”
�Ù�”�Ä�t�x�G�V�M�‹�›�Â�“�p�o�o�X�i�^�M�{ �Ã�Ñ�¥�ç�Ä�w�¯�µ�Ä�x�z �Ý�Ã�Ÿ�ž�t�‘�l�o�Ÿ�s�“�‡�b�{
�Ù�”�Ä  � �ï�µ�»�ï�µ  �¯�µ�Ä�t
ƒ���p�V�”�‹�w
c�“�x�z 1 �™ 268435456 �p�b�{

�Ù�”�Ä�t�Ù�”�Ä  � �ï�µ�»�ï�µ  �¯�µ�Ä�›
ƒ���b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z�›���w�Ù�”�Ä	Í�t  MISTP �Ù�”�Ä  � �ï�µ�»�ï�µ  �¯�µ�Ä�›
ƒ���b�”�«�›�Ô�`�‡�b�{

Console> (enable) set spantree portinstancecost 1/1 cost 110110 2
Port 1/1 instances 1,3-16 have path cost 20000.
Port 1/1 instances 2 have path cost 110110.
This parameter applies to trunking ports only.
Console> (enable) 

MISTP �Ù�”�Ä  � �ï�µ�»�ï�µ  �Ó�å� �¦�æ�Â�Ÿ�w
ƒ��

MISTP � �ï�µ�»�ï�µ�t�Ù�”�Ä  �Ó�å� �¦�æ�Â�Ÿ�›
ƒ���p�V�‡�b�{�›���w  MISTP � �ï�µ�»�ï�µ�t�0�`
�o�Ó�å� �¦�æ�Â�Ÿ�‹�U�7	–�w�Ù�”�Ä�U�z�f�w� �ï�µ�»�ï�µ�t�Ñ�è�”�Ü�›�8
ù�`�‡�b�{�¦���p�V�”
�Ù�”�Ä  � �ï�µ�»�ï�µ�w
c�“�x�z 0 �™ 63 �p�b�{�¦���p�V�”�Ù�”�Ä  �Ó�å� �¦�æ�Â�Ÿ�‹�x�z 0 �™ 240 �w

c�“�w  16 �w
�
:�p�b�{�›���w  MISTP � �ï�µ�»�ï�µ�t���`�o�z�b�‚�o�w�Ù�”�Ä�t�‰�a�Ó�å� �¦�æ
�Â�Ÿ�‹�›�¦���`�h	Ô�ù�z�Ù�”�Ä
j�ø�U�7	–�w�Ù�”�Ä�U�f�w� �ï�µ�»�ï�µ�t�Ñ�è�”�Ü�›�8
ù�`�‡�b�{

MISTP � �ï�µ�»�ï�µ	Í�t�Ù�”�Ä  � �ï�µ�»�ï�µ  �Ó�å� �¦�æ�Â�Ÿ�›
ƒ���b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å
�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z MISTP � �ï�µ�»�ï�µ	Í�t�Ù�”�Ä  � �ï�µ�»�ï�µ  �Ó�å� �¦�æ�Â�Ÿ�›
ƒ���`�z
ƒ���›�¬�Ý�b�”�«
�›�Ô�`�‡�b�{

Console> (enable) set spantree portinstancepri 1/1 16 2
Port 1/1 MISTP Instances 2 using portpri 16.
Port 1/1 mistp-instance 1,3-16 using portpri 32.
Console> (enable) 

MISTP � �ï�µ�»�ï�µ�w� �É�”�Ò�ç�=

�7�G  16 �x�w  MISTP � �ï�µ�»�ï�µ�›� �É�”�Ò�ç�t
ƒ���p�V�‡�b�{�¤  MISTP � �ï�µ�»�ï�µ�x�z�{��
�w�µ�Í�Ç�ï�¬�À�æ�”  �Ä�Ù�é�´�”�›���[�`�‡�b�{ MISTP � �ï�µ�»�ï�µ  1�¢�Ã�Ñ�¥�ç�Ä�w� �ï�µ�»�ï
�µ�£�x�z�Ã�Ñ�¥�ç�Ä�p� �É�”�Ò�ç�t
ƒ���^�•�o�M�‡�b�{�h�i�`�z� �ï�µ�»�ï�µ�›�ž�«�Â�Ÿ�Ò�t�b�”
�t�x�z�f�w� �ï�µ�»�ï�µ�t  VLAN �›�Ú�¿�Ð�ï�¬�b�”
ž�A�U�K�“�‡�b�{ 1 �m�w MISTP � �ï�µ�»�ï�µ�z
�‡�h�x�K�”
c�“�w� �ï�µ�»�ï�µ�›� �É�”�Ò�ç�t�`�h�“�z all �©�”�ë�”�Å�›�–�;�`�o�b�‚�o�w� �ï�µ�»
�ï�µ�›�°�S�t� �É�”�Ò�ç�t�b�”�\�q�‹�p�V�‡�b�{  

�^�À �¯�Ú�ï�Å

�Ù�”�Ä	Í�t  MISTP �Ù�”�Ä  � �ï�µ�»�ï�µ  �¯�µ�Ä
�›
ƒ���`�‡�b�{

set spantree portinstancecost { mod/port}  [cost 
cost] [instances]

�^�À �¯�Ú�ï�Å

MISTP � �ï�µ�»�ï�µ	Í�t�Ù�”�Ä  � �ï�µ�»�ï�µ
�Ó�å� �¦�æ�Â�Ÿ�›
ƒ���`�‡�b�{

set spantree portinstancepri { mod/port}  priority
[instances]
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�¢�«�£ MISTP � �ï�µ�»�ï�µ�t�ž�«�Â�Ÿ�Ò  �Ù�”�Ä�›�Ë�m  VLAN �›�Ú�¿�Ð�ï�¬�`�s�M�T�W�“�z MISTP � �ï�µ
�»�ï�µ�w�µ�Â�”�»�µ�x
¯�Ô�^�•�‡�d�œ�{  

MISTP � �ï�µ�»�ï�µ�›� �É�”�Ò�ç�t�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�¢�«�£ active �©�”�ë�”�Å�›�Ö�—�`�o�z�ž�«�Â�Ÿ�Ò  �Ù�”�Ä�i�Z�›
¯�Ô�`�‡�b�{

�Í�t�z MISTP � �ï�µ�»�ï�µ�›� �É�”�Ò�ç�t�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set spantree enable mistp-instance 2
Spantree 2 enabled.

Console> (enable) show spantree mistp-instance 2
Instance 2
Spanning tree mode          MISTP
Spanning tree type          ieee
Spanning tree instance enabled
   .
   .
   .

MISTP � �ï�µ�»�ï�µ�•�w  VLAN �Ú�¿�Ð�ï�¬

�µ� �¿�½	Í�p  MISTP-PVST+ �‡�h�x  MISTP �›�–�;�b�”	Ô�ù�z MISTP-PVST+ �‡�h�x  MISTP �›�ž�«
�Â�Ÿ�Ò�t�b�”�t�x�z 1 �m�w MISTP � �ï�µ�»�ï�µ�t	—�s�X�q�‹  1 �m�w VLAN �›�Ú�¿�Ð�ï�¬�b�”
ž�A
�U�K�“�‡�b�{�\�\�p�x�z MISTP � �ï�µ�»�ï�µ�w
ƒ��	�	q�t�m�M�o
†�Ì�`�‡�b�{

• MISTP � �ï�µ�»�ï�µ�w
Q��  �•  VLAN �Ú�¿�Ð�ï�¬�w�Ã	l�¢ p.8-44�£

• MISTP � �ï�µ�»�ï�µ�T�’�w  VLAN �Ú�¿�Ð�ï�¬�w�r	†�¢ p.8-46�£

�¢�«�£ VLAN �w	Ä�`�M�–�;	�	q�S�‘�|
ƒ��	�	q�t�m�M�o�x�z �H 11 	·�®VLAN �w
ƒ���¯ �›�€	°�`�o�X�i�^�M�{

MISTP � �ï�µ�»�ï�µ�t  VLAN �›�Ú�¿�Ð�ï�¬�b�”	Ô�ù�z�Í�w�«�™�Ä�ò�t	H�l�o�X�i�^�M�{

• MISTP � �ï�µ�»�ï�µ�t�Ú�¿�Ð�ï�¬�p�V�”�w�x�z� �”�±�É�¿�Ä  VLAN �i�Z�p�b�{  

• MISTP-PVST+ �‡�h�x  MISTP �›�ž�«�Â�Ÿ�Ò�t�b�”�t�x�z� �ï�µ�»�ï�µ�p	—�s�X�q�‹  1 �m�w
VLAN �t�ž�«�Â�Ÿ�Ò  �Ù�”�Ä�U�s�Z�•�y�s�“�‡�d�œ�{

• 1 �m�w MISTP � �ï�µ�»�ï�µ�t�0�`�z
ž�A�t� �a�o
ó
:�w� �”�±�É�¿�Ä  VLAN �›�Ú�¿�Ð�ï�¬�p
�V�‡�b�{  

• 1 �m�w VLAN �›�z
ó
:�w  MISTP � �ï�µ�»�ï�µ�t�Ú�¿�Ð�ï�¬�b�”�\�q�x�p�V�‡�d�œ�{  

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 MISTP � �ï�µ�»�ï�µ�›� �É�”�Ò�ç�t�`�‡�b�{ set spantree enable mistp-instance instance [all]

�µ�Â�¿�Ó 2 � �ï�µ�»�ï�µ�U� �É�”�Ò�ç�t�s�l�h�\�q�›�¬
�Ý�`�‡�b�{

show spantree mistp-instance [instance] [active]
mod/port 
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�¢�«�£ VLAN 1025 �™ 4094 �›�–�;�b�”�t�x�z MAC �ž�Å�è�µ  �æ�¼�«�³�ã�ï�›� �É�”�Ò�ç�t�b�”
ž�A�U�K�“
�‡�b�{�¦�Á
c�“  VLAN �w	Ä�`�M�–�;�M�O�t�m�M�o�x�z �H 11 	·�® VLAN �w
ƒ���¯ �w�®�¦�Á
c�“  VLAN
�w�^
R�¯ �¢ p.11-8�£ �›�€	°�`�o�X�i�^�M�{

MISTP � �ï�µ�»�ï�µ�t  VLAN �›�Ú�¿�Ð�ï�¬�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z MISTP � �ï�µ�»�ï�µ  1 �t  VLAN �›�Ú�¿�Ð�ï�¬�`�z�Ú�¿�Ð�ï�¬�›�¬�Ý�b�”�«�›�Ô�`�‡�b�{  

Console> (enable) set vlan 6 mistp-instance 1
Vlan 6 configuration successful
Console> (enable) show spantree mist-instance 1
Instance 1
Spanning tree mode          MISTP-PVST+
Spanning tree type          ieee
Spanning tree instance enabled

Designated Root             00-d0-00-4c-18-00
Designated Root Priority    49153 (root priority: 49152, sys ID ext: 1)
Designated Root Cost        0
Designated Root Port        none
VLANs mapped:               6
Root Max Age   20 sec   Hello Time 2 sec   Forward Delay 15 sec

Bridge ID MAC ADDR          00-d0-00-4c-18-00
Bridge ID Priority          49153 (bridge priority: 49152, sys ID ext: 1)
VLANs mapped:               6
Bridge Max Age 20 sec   Hello Time 2 sec   Forward Delay 15 sec
Port                     Inst Port-State    Cost      Prio Portfast Channel_id
------------------------ ---- ------------- --------- ---- -------- ----------
 2/12                    1    forwarding     22222222   40 disabled 0 

MISTP � �ï�µ�»�ï�µ�w
Q��  �•  VLAN �Ú�¿�Ð�ï�¬�w�Ã	l

VLAN �x�z 1 �m�w MISTP � �ï�µ�»�ï�µ�i�Z�t�Ú�¿�Ð�ï�¬�U�D�ó�p�b�{ 1 �m�w VLAN �›
ó
:�w� �ï�µ
�»�ï�µ�t�Ú�¿�Ð�ï�¬�`�‘�O�q�b�”�q�z�f�w  VLAN �w�b�‚�o�w�Ù�”�Ä�U�Ò�é�¿�©�ï�¬  �Þ�”�Å�t�s�“
�‡�b�{ VLAN �›�r�w  MISTP � �ï�µ�»�ï�µ�t�Ú�¿�Ð�ï�¬�`�‘�O�q�`�h�T�›
Q���b�”�t�x�z show
spantree conflicts �¯�Ú�ï�Å�›�–�;�`�‡�b�{  

�\�w�¯�Ú�ï�Å�p�x�z VLAN �q�0� 
Ç�Z�’�•�h  MISTP � �ï�µ�»�ï�µ�w�æ�µ�Ä�z VLAN �Ú�¿�Ð�ï�¬	Ø
�C�›���‰  BPDU �›
ù	ô�`�o�M�”�ç�”�Ä  �µ� �¿�½�w  MAC �ž�Å�è�µ�z�S�‘�|  VLAN �q  MISTP � �ï�µ
�»�ï�µ�w�Ú�¿�Ð�ï�¬�t���b�”�»� �Ú�”�U	Z�—�^�•�‡�b�{ 1 �m�w�¤�ï�Ä�æ�`�T	Z�—�^�•�s�M	Ô�ù�z�‡
�h�x�b�‚�o�w�¤�ï�Ä�æ�U�‰�a� �ï�µ�»�ï�µ�t�0� 
Ç�Z�’�•�o�M�”	Ô�ù�t�x�z VLAN �x�f�w� �ï�µ�»
�ï�µ�t�Ú�¿�Ð�ï�¬�^�•�o�M�‡�b�{�æ�µ�Ä�º�w
ó
:�w�¤�ï�Ä�æ�U�Ÿ�s�”  MISTP � �ï�µ�»�ï�µ�t�0� 

Ç�Z�’�•�o�M�”	Ô�ù�t�x�z VLAN �t�Ã	l�U�K�“�‡�b�{

�\�w�Ã	l�›�r	«�b�”�t�x�z�ç�”�Ä  �µ� �¿�½�T�’�¡�l�h�Ú�¿�Ð�ï�¬�›	��ˆ�p�_	†�b�”
ž�A�U�K�“�‡
�b�{�\�w�^�À�p�’�l�h�æ�µ�Ä  �¤�ï�Ä�æ�U�z
Y�Ü�s�Ú�¿�Ð�ï�¬�t�s�“�‡�b�{

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 MISTP � �ï�µ�»�ï�µ�t  VLAN �›�Ú�¿�Ð�ï�¬
�`�‡�b�{

set vlan vlan mistp-instance instance

�µ�Â�¿�Ó 2 VLAN �U�Ú�¿�Ð�ï�¬�^�•�h�\�q�›�¬�Ý�`�‡
�b�{

show spantree mistp-instance [instance] [active] 
mod/port
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VLAN �Ú�¿�Ð�ï�¬�w�Ã	l�›
Q���b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z�Ä�Ù�é�´�”�w  3 
j�Š�w�µ� �¿�½�T�’�_�o�z 2 �F�w�Ÿ�s�”�µ� �¿�½	Í�t�K�”  MISTP � �ï�µ�»�ï
�µ  1 �S�‘�|  MISTP � �ï�µ�»�ï�µ  3 �t�z VLAN  2 �›�Ú�¿�Ð�ï�¬�`�‘�O�q�`�o�M�”�«�›�Ô�`�‡�b�{

Console> (enable) show spantree conflicts 2
Inst MAC               Delay     Time left
---- ----------------- --------- ---------
1   00-30-a3-4a-0c-00 inactive        20
3   00-30-f1-e5-00-01 inactive        10

Delay �»� �Ú�”�x�z VLAN �U� �ï�µ�»�ï�µ�t�C�Ö�b�”�‡�p�w�’�“�Ì���¢
µ�£�›�Ô�`�‡�b�{�\�w�Ñ�Ÿ�”
�ç�Å�x�z VLAN �U� �ï�µ�»�ï�µ�t�b�p�t�Ú�¿�Ð�ï�¬�^�•�o�M�”�¢�»� �Ú�”�U�¬�ƒ�`�h�£	Ô�ù�z�‡�h
�x  VLAN �U� �ï�µ�»�ï�µ���p�Ã	l�`�o�M�”	Ô�ù�t�x�z inactive �q
¯�Ô�^�•�‡�b�{

Time Left �»� �Ú�”�x�z�¤�ï�Ä�æ�U�8�v
~�•�q�s�“�z�Â�”�Ò�ç�T�’�_	†�^�•�”�‡�p�w�’�“�Ì���¢
µ�£
�›�Ô�`�‡�b�{�\�w�»� �Ú�”�x�z�£	ô  BPDU �t�‘�l�o�Ú�¿�Ð�ï�¬�U�¬�Ý�^�•�”�h�|�t�6�‰�^�•�‡�b�{
�ç�”�Ä  �µ� �¿�½�t�0� �b�”�¤�ï�Ä�æ�x�z�ç�”�Ä  �µ� �¿�½�×
��t�m�M�o�x  inactive �q
¯�Ô�^�•�‡�b�{  

�Í�t�z VTP �Ì�”�´�ã�ï  3 �U� �É�”�Ò�ç�t�s�l�o�M�”�«�›�Ô�`�‡�b�{�ç�”�Ä  �µ� �¿�½�x�z
‡�ç�”�Ä
�µ� �¿�½�t�0�`�o�Ó�å� �Ú�æ  �±�”�Ì�p�‹�K�“�‡�b�{�ç�”�Ä  �µ� �¿�½�x�Ã	l�w�K�”�µ� �¿�½�t�0�`
�o�x�Ó�å� �Ú�æ  �±�”�Ì�p�x�K�“�‡�d�œ�{�f�O�`�h�µ� �¿�½�x
ü�Â�^�•�o�M�”�T�’�p�b�{  

�Í�t�z�ç�”�Ä  �µ� �¿�½�T�’�w�«�›�Ô�`�‡�b�{  

Console> (enable) show spantree conflicts 1  
No conflicts for vlan 1. 
Inst MAC               Delay     Time left 
---- ----------------- --------- --------- 
  1  00-05-31-40-64-00  inactive  inactive 
Console> (enable) 

�Í�t�z
‡�ç�”�Ä  �µ� �¿�½�T�’�w�«�›�Ô�`�‡�b�{  

Console> (enable) show spantree conflicts 3  
No conflicts for vlan 3. 
Inst MAC               Delay     Time left 
---- ----------------- --------- --------- 
  3  00-05-31-40-64-00  inactive        19 
Console> (enable) 

�Í�t�z�Ã	l�w�K�”�µ� �¿�½�T�’�w�«�›�Ô�`�‡�b�¢�µ� �¿�½�x  inactive �t�s�l�o�M�”�\�q�t�«�™�`�o
�X�i�^�M�£ �{ 

Console> (enable) show spantree conflicts 6  
Inst MAC               Delay     Time left  
---- ----------------- --------- ---------  
  6  00-05-31-40-64-00  inactive        18  
  5  00-09-7b-62-b0-80  inactive  inactive  

Console> (enable)  

�^�À �¯�Ú�ï�Å

VLAN �Ú�¿�Ð�ï�¬�w�Ã	l�›
Q���`�‡�b�{ show spantree conflicts vlan
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MISTP � �ï�µ�»�ï�µ�T�’�w  VLAN �Ú�¿�Ð�ï�¬�w�r	†

�›���w  VLAN �U�q�O�Ú�¿�Ð�ï�¬�^�•�o�M�”  MISTP � �ï�µ�»�ï�µ�T�’�z�f�w  VLAN �w�Ú�¿�Ð�ï�¬�›
�r	†�b�”�t�x�z none �©�”�ë�”�Å�›�–�;�`�‡�b�{ MISTP � �ï�µ�»�ï�µ�T�’  VLAN �Ú�¿�Ð�ï�¬�›�r	†
�b�”�q�z�f�w  VLAN�¢ VLAN �U���O�b�”	Ô�ù�£�w�b�‚�o�w�Ù�”�Ä�U �Ò�é�¿�©�ï�¬  �µ�Â�”�Ä�t�s�“�‡
�b�{

MISTP � �ï�µ�»�ï�µ�T�’�›���w  VLAN �‡�h�x�b�‚�o�w  VLAN �Ú�¿�Ð�ï�¬�›�r	†�b�”�t�x�z� �É�”
�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z MISTP � �ï�µ�»�ï�µ�T�’  VLAN �Ú�¿�Ð�ï�¬�›�r	†�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set vlan 6 mistp-instance none
Vlan 6 configuration successful

MISTP-PVST+ �‡�h�x  MISTP �w�Ã�Ÿ�·�”�Ò�ç�=

�µ� �¿�½�U  MISTP �Þ�”�Å�w�q�V�z�µ� �¿�½
¶�.�p�x�s�X�z�›���w� �ï�µ�»�ï�µ�t�m�M�o�µ�Í�Ç�ï
�¬�À�æ�”�›�Ã�Ÿ�·�”�Ò�ç�t�`�‡�b�{  

MISTP � �ï�µ�»�ï�µ	Í�p�µ�Í�Ç�ï�¬�À�æ�”�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�q�z �f�w� �ï�µ�»�ï�µ�x�¾�V���V
�µ� �¿�½	Í�t���O�`�‡�b�U�z � �ï�µ�»�ï�µ�t�Ú�¿�Ð�ï�¬�^�•�o�M�h�b�‚�o�w  VLAN �w�b�‚�o�w�Ù�”
�Ä�U�Ñ�¥�ë�”�Ã�Ÿ�ï�¬  �µ�Â�”�Ä�t�s�“�z� �ï�µ�»�ï�µ  BPDU �x�Ñ�å�¿�Ã�Ÿ�ï�¬�^�•�‡�b�{

MISTP � �ï�µ�»�ï�µ�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z MISTP � �ï�µ�»�ï�µ�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set spantree disable mistp-instance 2 
MI-STP instance 2 disabled.

�^�À �¯�Ú�ï�Å

MISTP � �ï�µ�»�ï�µ�T�’  VLAN �Ú�¿�Ð�ï�¬�›
�r	†�`�‡�b�{

set vlan vlan mistp-instance none

�^�À �¯�Ú�ï�Å

MISTP � �ï�µ�»�ï�µ�›�Ã�Ÿ�·�”�Ò�ç�t�`�‡�b�{ set spantree disable mistp-instance instance [all]
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�ç�”�Ä  �µ� �¿�½�w
ƒ��
�\�\�p�x�z�ç�”�Ä  �µ� �¿�½�›
ƒ���b�”	�	q�t�m�M�o
†�Ì�`�‡�b�{

• �Ó�å� �Ú�æ  �ç�”�Ä  �µ� �¿�½�w
ƒ���¢ p.8-47�£

• �·�§�ï�¼�æ  �ç�”�Ä  �µ� �¿�½�w
ƒ���¢ p.8-48�£

• �¯�ï�Ì�”�´�£�ï�µ�²	Í�w�h�Š�w�ç�”�Ä  �µ� �¿�½�w
ƒ���¢ p.8-49�£

• �ç�”�Ä  �¨�”�Å�w�–�;  �•  �µ� �¿�½�U�ç�”�Ä�t�s�’�s�M�‘�O�t�b�”�M�O�¢ p.8-50�£

• �µ�Í�Ç�ï�¬�À�æ�”  BPDU �w�-	Ø�C�w
¯�Ô�¢ p.8-51�£

�Ó�å� �Ú�æ  �ç�”�Ä  �µ� �¿�½�w
ƒ��

�µ� �¿�½�U  PVST+ �Þ�”�Å�w	Ô�ù�x  VLAN 	Í�t�z�µ� �¿�½�U  MISTP �Þ�”�Å�w	Ô�ù�x  MISTP � �ï�µ
�»�ï�µ	Í�t�z�ç�”�Ä  �µ� �¿�½�›
ƒ���p�V�‡�b�{ set spantree root �¯�Ú�ï�Å�›�î�æ�b�”�q�z�Ò�æ�¿�´
�Ó�å� �¦�æ�Â�Ÿ�¢�µ� �¿�½�t�0� 
Ç�Z�’�•�”�‹�£�U�Ã�Ñ�¥�ç�Ä�¢ 32768�£�T�’	–�^�M�‹�t�!�Ë�^�•�z
�f�w�µ� �¿�½�›�ç�”�Ä  �µ� �¿�½�t�b�”�\�q�U�p�V�‡�b�{

�µ� �¿�½�›�Ó�å� �Ú�æ  �ç�”�Ä�q�`�o�¦���b�”�q�z �f�w�µ� �¿�½�U  VLAN �w�ç�”�Ä�t�s�”�‘�O�t�z �Ã
�Ñ�¥�ç�Ä�w�Ò�æ�¿�´  �Ó�å� �¦�æ�Â�Ÿ�U�!�Ë�^�•�‡�b�{�µ� �¿�½�x  VLAN �]�q�t�z�q�O�w�ç�”�Ä  �µ
� �¿�½�w�Ò�æ�¿�´  �Ó�å� �¦�æ�Â�Ÿ�›�¬�Ý�`�‡�b�{�¦���^�•�h  VLAN �w�Ò�æ�¿�´  �Ó�å� �¦�æ�Â�Ÿ�›
8192 �t
ƒ���b�”�\�q�t�‘�l�o�µ� �¿�½�U�\�w  VLAN �w�ç�”�Ä�t�s�”	Ô�ù�x�z�Ò�æ�¿�´  �Ó�å� �¦�æ
�Â�Ÿ�U  8192 �t
ƒ���^�•�‡�b�{�¦���^�•�h  VLAN �w�ç�”�Ä  �µ� �¿�½�w�Ò�æ�¿�´  �Ó�å� �¦�æ�Â�Ÿ�U
8192 �‘�“	–�^�M	Ô�ù�z�µ� �¿�½�x�f�w  VLAN �w�Ò�æ�¿�´  �Ó�å� �¦�æ�Â�Ÿ�›�z�7	–�w�Ò�æ�¿�´  �Ó�å
� �¦�æ�Â�Ÿ�‘�“  1 �i�Z	–�^�M�‹�t
ƒ���`�‡�b�{�Ÿ�s�”  VLAN �p�x�ç�”�Ä  �µ� �¿�½�U�Ÿ�s�”�D�ó
Q
�U�K�”�w�p�z
¬�R�`�h�Ò�æ�¿�´  VLAN �Ó�å� �¦�æ�Â�Ÿ�t�‘�l�o�z�\�w�µ� �¿�½�U�¦���`�h�b�‚�o�w
VLAN �w�ç�”�Ä�t�s�“�‡�b�{�Ò�æ�¿�´  �Ó�å� �¦�æ�Â�Ÿ�›  1 �‡�p�<�[�o�‹�µ� �¿�½�U�ç�”�Ä  �µ� �¿
�½�t�s�’�s�M	Ô�ù�t�x�z�Ý�¿�·�”�´�U
¯�Ô�^�•�‡�b�{

�«�™ set spantree root �¯�Ú�ï�Å�x�z�Ì�¿�«�Ø�”�ï  �µ� �¿�½�‡�h�x
ü
��µ� �¿�½�t�0�`�o�i�Z�Ö�—�`�z�ž
�«�·�µ  �µ� �¿�½�t�0�`�o�x�Ö�—�`�s�M�p�X�i�^�M�{

�µ� �¿�½�›�Ó�å� �Ú�æ  �ç�”�Ä  �µ� �¿�½�q�`�o
ƒ���b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M
�‡�b�{

 

�Í�t�z VLAN 1 �™ 10 �w�Ó�å� �Ú�æ  �ç�”�Ä  �µ� �¿�½�›
ƒ���b�”�«�›�Ô�`�‡�b�{

Console> (enable) set spantree root 1-10 dia 4
VLANs 1-10 bridge priority set to 8192
VLANs 1-10 bridge max aging time set to 14 seconds.
VLANs 1-10 bridge hello time set to 2 seconds.
VLANs 1-10 bridge forward delay set to 9 seconds.
Switch is now the root switch for active VLANs 1-6.
Console> (enable)

�^�À �¯�Ú�ï�Å

�µ� �¿�½�›�Ó�å� �Ú�æ  �ç�”�Ä  �µ� �¿�½�q�`�o

ƒ���`�‡�b�{

set spantree root [vlans] [dia network_diameter]
[hello hello_time]
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�µ� �¿�½�›� �ï�µ�»�ï�µ�w�Ó�å� �Ú�æ  �ç�”�Ä  �µ� �¿�½�q�`�o
ƒ���b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p
�Í�w�^�À�›�æ�M�‡�b�{

 

�Í�t�z� �ï�µ�»�ï�µ�w�Ó�å� �Ú�æ  �ç�”�Ä  �µ� �¿�½�›
ƒ���b�”�«�›�Ô�`�‡�b�{

Console> (enable) set spantree root mistp-instance 2-4 dia 4
Instances 2-4 bridge priority set to 8192
VLInstances 2-4 bridge max aging time set to 14 seconds.
Instances 2-4 bridge hello time set to 2 seconds.
Instances 2-4 bridge forward delay set to 9 seconds.
Switch is now the root switch for active Instances 1-6.
Console> (enable) 

�·�§�ï�¼�æ  �ç�”�Ä  �µ� �¿�½�w
ƒ��

�µ� �¿�½�U  PVST+ �Þ�”�Å�w	Ô�ù�x  VLAN 	Í�t�z�µ� �¿�½�U  MISTP �Þ�”�Å�w	Ô�ù�x  MISTP � �ï�µ
�»�ï�µ	Í�t�z�·�§�ï�¼�æ  �ç�”�Ä  �µ� �¿�½�›
ƒ���p�V�‡�b�{

set spantree root secondary �¯�Ú�ï�Å�›�î�æ�b�”�q�z�Ò�æ�¿�´  �Ó�å� �¦�æ�Â�Ÿ�U  16,384 �t�<�U�“�‡
�b�{ �f�w�A�L�z �µ� �¿�½�x�Ó�å� �Ú�æ  �ç�”�Ä  �µ� �¿�½�w�‚	Ë�Ì�t�ç�”�Ä  �µ� �¿�½�q�s�”�©�4�µ� �¿
�½�t�s�“�‡�b�{�Ó�å� �Ú�æ  �ç�”�Ä  �µ� �¿�½�w�‚	Ë�t
‹�Q�o�z�\�w�¯�Ú�ï�Å�›
ó
:�w�µ� �¿�½�p�î
�æ�`�z
ó
:�w�Ì�¿�«�ž�¿�Ó  �µ� �¿�½�›�^
R�p�V�‡�b�{

�µ� �¿�½�›�·�§�ï�¼�æ  �ç�”�Ä  �µ� �¿�½�q�`�o
ƒ���b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M
�‡�b�{

 

�Í�t�z VLAN 22 �S�‘�|  24 �w�·�§�ï�¼�æ  �ç�”�Ä  �µ� �¿�½�›
ƒ���b�”�«�›�Ô�`�‡�b�{

Console> (enable) set spantree root secondary 22,24 dia 5 hello 1
VLANs 22,24 bridge priority set to 16384.
VLANs 22,24 bridge max aging time set to 10 seconds.
VLANs 22,24 bridge hello time set to 1 second.
VLANs 22,24 bridge forward delay set to 7 seconds.
Console> (enable)

�µ� �¿�½�›� �ï�µ�»�ï�µ�w�·�§�ï�¼�æ  �ç�”�Ä  �µ� �¿�½�q�`�o
ƒ���b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p
�Í�w�^�À�›�æ�M�‡�b�{

 

�^�À �¯�Ú�ï�Å

�µ� �¿�½�›� �ï�µ�»�ï�µ�w�Ó�å� �Ú�æ  �ç�”�Ä
�µ� �¿�½�q�`�o
ƒ���`�‡�b�{

set spantree root mistp-instance instance 
[dia network_diameter] [hello hello_time]

�^�À �¯�Ú�ï�Å

�µ� �¿�½�›�·�§�ï�¼�æ  �ç�”�Ä  �µ� �¿�½�q�`�o

ƒ���`�‡�b�{

set spantree root [secondary] vlans 
[dia network_diameter] [hello hello_time]

�^�À �¯�Ú�ï�Å

�µ� �¿�½�›� �ï�µ�»�ï�µ�w�·�§�ï�¼�æ  �ç�”�Ä
�µ� �¿�½�q�`�o
ƒ���`�‡�b�{

set spantree root [secondary] mistp-instance 
instance [dia network_diameter] [hello hello_time]
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�Í�t�z� �ï�µ�»�ï�µ�w�·�§�ï�¼�æ  �ç�”�Ä  �µ� �¿�½�›
ƒ���b�”�«�›�Ô�`�‡�b�{

Console> (enable) set spantree root secondary mistp-instance 2-4 dia 4
Instances 2-4 bridge priority set to 8192
VLInstances 2-4 bridge max aging time set to 14 seconds.
Instances 2-4 bridge hello time set to 2 seconds.
Instances 2-4 bridge forward delay set to 9 seconds.
Switch is now the root switch for active Instances 1-6.
Console> (enable) 

�¯�ï�Ì�”�´�£�ï�µ�²	Í�w�h�Š�w�ç�”�Ä  �µ� �¿�½�w
ƒ��

�ç�”�Ä  �µ� �¿�½�w  Hello �»� �Ü�z�8
ù�—���»� �Ú�”�z�7�G�¤�”�´�ï�¬  �»� �Ú�”�w�¤�Í�å�Ý�”�»�w�‹
�›	–�^�X�b�”�q�z�¯�ï�Ì�”�´�£�ï�µ�Ì���›�n�’�b�\�q�U�p�V�‡�b�{�\�w�‘�O�s�»� �Ú�”
ƒ���w	Ä�I
�t�m�M�o�x�z �®�µ� �¿�½	Í�p�w�µ�Í�Ç�ï�¬�À�æ�”  �»� �Ú�”�w
ƒ���¯ �¢ p.8-52�£ �›�€	°�`�o�X�i�^�M�{  

�¢�«�£ �»� �Ú�”�w�Í�å�Ý�”�»�‹�›�n�’�b�\�q�U�p�V�”�w�x�z�É�¿�Ä�ë�”�«�t  10 Mbps �Ž	Í�w���S�w  LAN
�æ�ï�«�U
÷
‹�^�•�o�M�”	Ô�ù�i�Z�p�b�{ 10 Mbps �Ž	Í�w���S�w�æ�ï�«�U�K�”�É�¿�Ä�ë�”�«�p�x�z �É�¿
�Ä�ë�”�«�w�Ú���¢�×�¿�Ó
:�£�x�7�G�‹�w  7 �t�a�`�‡�b�{ WAN 
€���p�x�z�Í�å�Ý�”�»�›�n�’�b�\�q
�x�p�V�‡�d�œ�{

�Ò�æ�¿�´�Å  �É�¿�Ä�ë�”�«�p�æ�ï�«	Ë�•�U
C
\�b�”�q�z �É�¿�Ä�ë�”�«�w�6�Ï
R�x�b�Y�t�x�æ�˜�•�‡�d
�œ�{ Hello �»� �Ü�z�8
ù�—���»� �Ú�”�z�7�G�¤�”�´�ï�¬  �»� �Ú�”�w�Ã�Ñ�¥�ç�Ä�w�Í�å�Ý�”�»�¢ IEEE
802.1D �t�‘�”�¦���£�w�6
ƒ���t�x�z 50 
µ�w�—���U
ž�A�t�s�“�‡�b�{�\�w�6�Ï
R�Ì���x�É�¿�Ä�ë�”
�«�w�Ú���t�‘�l�o�Ÿ�s�“�‡�b�{�É�¿�Ä�ë�”�«�w�Ú���q�x�z�Ú�™�w  2 �m�w�¤�ï�Å  �µ�Â�”�³�ã�ï���w�Ò
�æ�¿�´�w�7�G
:�›�M�M�‡�b�{

�¯�ï�Ì�”�´�£�ï�µ�›�µ�Ð�”�Å�ž�¿�Ó�b�”�t�x�z 802.1D �p�Ý�Š�’�•�o�M�”�Ã�Ñ�¥�ç�Ä�Ž�Ž�w�Í�å�Ý�”
�»�›�–�;�`�‡�b�{ 14 
µ�w�6�¯�ï�Ì�”�´�£�ï�µ�t�0�b�”�Ã�Ñ�¥�ç�Ä�Ž�Ž�w�Í�å�Ý�”�»�t�m�M�o�x�z 
¯
8-6 �›�€	°�`�o�X�i�^�M�{

�¢�«�£ �¯�ï�Ì�”�´�£�ï�µ�›�²	Í�^�d�”�h�Š�t�z �µ� �¿�½  �Ù�”�Ä�›  PortFast �Þ�”�Å�t
ƒ���b�”�\�q�‹�p�V�‡
�b�{ PortFast �Þ�”�Å�p�x�z�Ù�”�Ä�U�h�i�j�t�Ñ�¥�ë�”�Ã�Ÿ�ï�¬  �µ�Â�”�Ä�t� �æ�b�”�w�p�z�Ã�Ÿ�·�”
�Ò�ç�¢�æ�ï�«�U�¼�¢�ï�£ �T�’� �É�”�Ò�ç �¢�æ�ï�«�U�ž�«�Â�Ÿ�Ò�£ �•�w� �æ�`�T�æ�˜�•�‡�d�œ�{ PortFast
�Þ�”�Å�Ž�Ž�w�Ù�”�Ä�x�z�Ò�é�¿�©�ï�¬�›�‰�•�b�”�q�z�æ�µ�Ç�ï�¬�z�å�”�Ç�ï�¬�›�&�o�T�’�Ñ�¥�ë�”
�Ã�Ÿ�ï�¬  �µ�Â�”�Ä�t�s�“�‡�b�{ PortFast �w	Ä�I�t�m�M�o�x�z �H 9 	·�®�µ�Í�Ç�ï�¬�À�æ  �”  PortFast�z
UplinkFast�z BackboneFast�z�S�‘�|�ç�”�Ó  �¨�”�Å�w
ƒ���¯ �w�®PortFast �w�;�ó�“�A�¯ �¢ p.9-2�£ �›�€	°
�`�o�X�i�^�M�{


¯ 8-6 �Ã�Ñ�¥�ç�Ä�Ž�Ž�w�Í�å�Ý�”�»

�Í�å�Ý�”�» �Ì��

�É�¿�Ä�ë�”�«�w�Ú���¢ dia�£ 2

Hello �»� �Ü 2 
µ

�8
ù�—���»� �Ú�” 4 
µ

�7�G�¤�”�´�ï�¬  �»� �Ú�” 6 
µ
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�¯�ï�Ì�”�´�£�ï�µ�U�²	Í�b�”�‘�O�t�µ�Í�Ç�ï�¬�À�æ�”  �Í�å�Ý�”�»�›
ƒ���b�”�t�x�z� �É�”�Ò�ç
�Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z�µ�Í�Ç�ï�¬�À�æ�”�w  Hello �»� �Ü�z�8
ù�—���»� �Ú�”�z�7�G�¤�”�´�ï�¬  �»� �Ú�”�›  2�z 4�z�S
�‘�|  6 
µ�t
ƒ���b�”�«�›�Ô�`�‡�b�{

Console> (enable)  set spantree hello 2 100
Spantree 100 hello time set to 7 seconds.
Console> (enable)
Console> (enable) set spantree fwddelay 4 100
Spantree 100 forward delay set to 21 seconds.
Console> (enable)
Console> (enable) set spantree maxage 6 100
Spantree 100 max aging time set to 36 seconds.
Console> (enable)
Console> (enable) set spantree root 1-10 dia 4
VLANs 1-10 bridge priority set to 8192
VLANs 1-10 bridge max aging time set to 14 seconds.
VLANs 1-10 bridge hello time set to 2 seconds.
VLANs 1-10 bridge forward delay set to 9 seconds.
Switch is now the root switch for active VLANs 1-6.
Console> (enable) 

�ç�”�Ä  �¨�”�Å�w�–�;  �•  �µ� �¿�½�U�ç�”�Ä�t�s�’�s�M�‘�O�t�b�”�M�O

�µ� �¿�½�U�ç�”�Ä  �µ� �¿�½�t�s�’�s�M�„�O�U�‘�M	Ô�ù�U�K�“�‡�b�{�ç�”�Ä  �¨�”�Å�x�z�Ù�”�Ä�›�§

M�$�t  DP �t�`�z�æ�ï�«�w
S�0���w�µ� �¿�½�U�r�•�‹�ç�”�Ä  �µ� �¿�½�t�s�’�s�M�‘�O�t�`�‡�b�{  

�Ù�”�Ä�o�•�p�ç�”�Ä  �¨�”�Å�›� �É�”�Ò�ç�t
ƒ���b�”�q�z�f�w�Ù�”�Ä�U���b�”�b�‚�o�w�ž�«�Â�Ÿ�Ò
VLAN �t�z�×�ˆ�$�t�ç�”�Ä  �¨�”�Å�U�&�;�^�•�‡�b�{�ç�”�Ä  �¨�”�Å�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�q�z�¦��
�`�h�Ù�”�Ä�p�ç�”�Ä  �¨�”�Å�U�Ã�Ÿ�·�”�Ò�ç�t�s�“�‡�b�{ �Ù�”�Ä�U�ç�”�Ä�t�0�`�o  root-inconsistent �µ
�Â�”�Ä�t�s�”�q�z�f�w�Ù�”�Ä�x�×�ˆ�$�t�æ�µ�Ç�ï�¬  �µ�Â�”�Ä�t�s�“�‡�b�{

�µ� �¿�½�U�ç�”�Ä�t�s�’�s�M�‘�O�t�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 VLAN �‡�h�x  MISTP � �ï�µ�»�ï�µ�t  Hello �»
� �Ü�›
ƒ���`�‡�b�{

set spantree hello interval [vlan] mistp-instance 
[instances]

�µ�Â�¿�Ó 2 
ƒ���›�¬�Ý�`�‡�b�{ show spantree [vlan | mistp-instance instances]

�µ�Â�¿�Ó 3 VLAN �‡�h�x  MISTP � �ï�µ�»�ï�µ�t�8
ù�—
���Ì���›
ƒ���`�‡�b�{

set spantree fwddelay delay [vlan] mistp-instance
[instances]

�µ�Â�¿�Ó 4 
ƒ���›�¬�Ý�`�‡�b�{ show spantree [mod/port] mistp-instance [instances]
[active]

�µ�Â�¿�Ó 5 VLAN �‡�h�x  MST � �ï�µ�»�ï�µ�t�7�G�¤�”
�´�ï�¬  �»� �Ü�›
ƒ���`�‡�b�{

set spantree maxage agingtime [vlans] mistp-instance
instances

�µ�Â�¿�Ó 6 
ƒ���›�¬�Ý�`�‡�b�{ show spantree [mod/port] mistp-instance [instances]
[active]

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 �Ù�”�Ä	Í�p�ç�”�Ä  �¨�”�Å�›� �É�”�Ò�ç�t�`
�‡�b�{

set spantree guard { root | none}  mod/port

�µ�Â�¿�Ó 2 �ç�”�Ä  �¨�”�Å�U� �É�”�Ò�ç�t
ƒ���^�•�h�\
�q�›�¬�Ý�`�‡�b�{

show spantree guard { mod/port | vlan}  
{ mistp-instance instance | mod/port}
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�Í�t�z�ç�”�Ä  �¨�”�Å�›� �É�”�Ò�ç�t�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set spantree guard root 5/1
Rootguard on port 5/1 is enabled.
Warning!! Enabling rootguard may result in a topolopy change.
Console> (enable)

�µ�Í�Ç�ï�¬�À�æ�”  BPDU �w�-	Ø�C�w
¯�Ô

�µ�Í�Ç�ï�¬�À�æ�”  BPDU�¢
ù	ô�z	!	ô�z	r�g�z
��:�£�w
ï
:�›
¯�Ô�b�”�t�x�z show spantree statistics
bpdu �¯�Ú�ï�Å�›�î�æ�`�‡�b�{�\�w�¯�Ú�ï�Å�x�z BPDU �w�è�”�Ä�¢
µ�o�•�£�‹
¯�Ô�`�‡�b�{ BPDU �§
�¢�ï�»�x�z clear spantree statistics bpdu �¯�Ú�ï�Å�î�æ�Ì�z�‡�h�x�³�µ�Â�Ü�I�ˆ�Ì�t	«�ˆ�^�•�‡�b�{

�µ�Í�Ç�ï�¬�À�æ�”  BPDU �w�-	Ø�C�›
¯�Ô�b�”�t�x�z�â�”�²  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�¢�w�-	Ø
�C�w	«�ˆ�x� �É�”�Ò�ç  �Þ�”�Å�T�’�æ�M�‡�b�£ �{

�Í�t�z�µ�Í�Ç�ï�¬�À�æ�”  BPDU �w�-	Ø�C�›
¯�Ô�b�”�«�›�Ô�`�‡�b�{

Console> show spantree statistics bpdu
              Transmitted       Received      Processed        Dropped
           -------------- -------------- -------------- --------------

Total            52943073       52016589       52016422            167

Rate(/sec)            989            971            971              0

�Í�t�z�µ�Í�Ç�ï�¬�À�æ�”  BPDU �w�-	Ø�C�›	«�ˆ�b�”�«�›�Ô�`�‡�b�{

Console> (enable) clear spantree statistics bpdu
Spanning tree BPDU statistics cleared on the switch.
Console> (enable)

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 �µ�Í�Ç�ï�¬�À�æ�”  BPDU �w�-	Ø�C�›
¯�Ô�`�‡
�b�{

show spantree statistics bpdu

�µ�Â�¿�Ó 2 BPDU �w�-	Ø�C�›	«�ˆ�`�‡�b�{ clear spantree statistics bpdu
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�µ� �¿�½	Í�p�w�µ�Í�Ç�ï�¬�À�æ�”  �»� �Ú�”�w
ƒ��
�µ�Í�Ç�ï�¬�À�æ�”  �»� �Ú�”�x�z�µ�Í�Ç�ï�¬�À�æ�”�w�Í�Ñ�¥�”�Ú�ï�µ�t�è�¹�›�t�…�`�‡�b�{ PVST+
�Þ�”�Å�p�x  VLAN �t�z MISTP �Þ�”�Å�p�x  MISTP � �ï�µ�»�ï�µ�t�z�µ�Í�Ç�ï�¬�À�æ�”  �»� �Ú�”�›
ƒ
���p�V�‡�b�{�µ� �¿�½�U  PVST+ �Þ�”�Å�w	Ô�ù�z VLAN �›�¦���`�s�M�q�z VLAN 1 �U�¦���^�•�h�‹�w
�q�ˆ�s�^�•�‡�b�{�µ� �¿�½�U  MISTP �Þ�”�Å�w	Ô�ù�z MISTP � �ï�µ�»�ï�µ�›�¦���`�s�M�q�z MISTP
� �ï�µ�»�ï�µ  1 �U�¦���^�•�h�‹�w�q�ˆ�s�^�•�‡�b�{  

�\�\�p�x�z�µ�Í�Ç�ï�¬�À�æ�”  �»� �Ú�”�›
ƒ���b�”	�	q�t�m�M�o
†�Ì�`�‡�b�{

• Hello �»� �Ü�w
ƒ���¢ p.8-52�£

• �8
ù�—���Ì���w
ƒ���¢ p.8-53�£

• �7�G�¤�”�´�ï�¬  �»� �Ü�w
ƒ���¢ p.8-53�£

�«�™ �\�•�’�w�¯�Ú�ï�Å�›�–�;�b�”	Ô�ù�x�«�™�`�o�X�i�^�M�{ set spantree root �S�‘�|  set spantree root
secondary �¯�Ú�ï�Å�›�–�;�`�o�z �µ�Í�Ç�ï�¬�À�æ�”�w�Í�Ñ�¥�”�Ú�ï�µ  �Í�å�Ý�”�»�›�!�Ë�b�”�\�q�›

*	‘�`�‡�b�{


¯ 8-7 �p�z�µ�Í�Ç�ï�¬�À�æ�”�w�Í�Ñ�¥�”�Ú�ï�µ�t�è�¹�›�)�Q�”�µ� �¿�½�!
:�t�m�M�o
†�Ì�`�‡�b�{

Hello �»� �Ü�w
ƒ��

set spantree hello �¯�Ú�ï�Å�›�–�;�`�o�z �›���w  VLAN�zMISTP � �ï�µ�»�ï�µ�z �‡�h�x�Ù�”�Ä�o�•�Õ�”
�µ�p�z Hello �»� �Ü�›�!�Ë�`�‡�b�{�¦���p�V�”  interval �w
c�“�x  1 �™ 10 
µ�p�b�{  

VLAN �‡�h�x  MISTP � �ï�µ�»�ï�µ�t�µ�Í�Ç�ï�¬�À�æ�”  �Ò�æ�¿�´  Hello �»� �Ü�›
ƒ���b�”�t�x�z� 
�É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{


¯ 8-7 �µ�Í�Ç�ï�¬�À�æ�”  �»� �Ú�”

�!
: 
†�Ì �Ã�Ñ�¥�ç�Ä

Hello �»� �Ü �µ� �¿�½�T�’���w�µ� �¿�½�•  Hello �Ý�¿�·�”�´�›�Ò�é�”
�Å�©�ß�µ�Ä�b�”���´�›�>���`�‡�b�{

2 
µ

�7�G�¤�”�´�ï�¬  �»� �Ú�” �Ù�”�Ä �t���`�o�G�å�^�•�h	!	ô�Ó�é�Ä�¯�ç	Ø�C�w���®�8
���›�-���`�z�f�w���®�8���U�µ� �¿�½�t�‘�l�o�G�å�^�•
�o�M�”�7�G�¤�”�´  �Í�å�Ý�”�»�w�‹�›�Ò�a�`�h�Ì�:�p�f�w
	Ø�C�›
��:�b�”�‘�O�t�`�‡�b�{ �»� �Ü�ž�¢�Ä�‹�x�z �µ� �¿
�½�w�7�G�¤�”�´  �Í�å�Ý�”�»�p�b�{

20 
µ

�8
ù�—���»� �Ú�” �Ù�”�Ä�U�å�”�Ç�ï�¬  �µ�Â�”�Ä�S�‘�|�æ�µ�Ç�ï�¬  �µ�Â�”
�Ä�p
…�•�`�h�Ì���›�Þ�Ç�»�`�‡�b�{�»� �Ü�ž�¢�Ä�‹�x�z
�µ� �¿�½�w�8
ù�—���Í�å�Ý�”�»�p�b�{

15 
µ

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 VLAN �‡�h�x  MISTP � �ï�µ�»�ï�µ�t  Hello �»
� �Ü�›
ƒ���`�‡�b�{

set spantree hello interval {[ vlan] | mistp-instance
[instances] | mst [mod/port]}

�µ�Â�¿�Ó 2 
ƒ���›�¬�Ý�`�‡�b�{ show spantree [vlan | mistp-instance instances]
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�Í�t�z VLAN 100 �w�µ�Í�Ç�ï�¬�À�æ�”  Hello �»� �Ü�›  7 
µ�t
ƒ���b�”�«�›�Ô�`�‡�b�{

Console> (enable)  set spantree hello 7 100
Spantree 100 hello time set to 7 seconds.
Console> (enable)

�Í�t�z�›���w� �ï�µ�»�ï�µ�w�µ�Í�Ç�ï�¬�À�æ�”  Hello �»� �Ü�›  3 
µ�t
ƒ���b�”�«�›�Ô�`�‡�b�{

Console> (enable) set spantree hello 3 mistp-instance 1
Spantree 1 hello time set to 3 seconds.
Console> (enable)

�Í�t�z VLAN 4/5 �w�µ�Í�Ç�ï�¬�À�æ�”  Hello �»� �Ü�›  4 
µ�t
ƒ���b�”�«�›�Ô�`�‡�b�{

Console> (enable) set spantree hello 4 mst 4/1
MST hello time set to 4 on port 4/1.
Console> (enable)

�8
ù�—���Ì���w
ƒ��

set spantree fwddelay �¯�Ú�ï�Å�›�–�;�`�o�z�›���w  VLAN �t���`�o�z�µ�Í�Ç�ï�¬�À�æ�”�w�8
ù�—��
�Ì���›
ƒ���`�‡�b�{�¦���p�V�”  delay �w
c�“�x  4 �™ 30 
µ�p�b�{  

VLAN �w�µ�Í�Ç�ï�¬�À�æ�”�8
ù�—���Ì���›
ƒ���b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡
�b�{

�Í�t�z VLAN 100 �w�µ�Í�Ç�ï�¬�À�æ�”�8
ù�—���Ì���›  21 
µ�t
ƒ���b�”�«�›�Ô�`�‡�b�{

Console> (enable) set spantree fwddelay 21 100
Spantree 100 forward delay set to 21 seconds.
Console> (enable)

�Í�t�z�›���w� �ï�µ�»�ï�µ�w�Ò�æ�¿�´�8
ù�—���Ì���›  16 
µ�t
ƒ���b�”�«�›�Ô�`�‡�b�{

Console> (enable) set spantree fwddelay 16 mistp-instance 1
Instance 1 forward delay set to 16 seconds.
Console> (enable)

�7�G�¤�”�´�ï�¬  �»� �Ü�w
ƒ��

set spantree maxage �¯�Ú�ï�Å�›�–�;�`�o�z�›���w  VLAN �‡�h�x� �ï�µ�»�ï�µ�t���`�o�z�µ�Í�Ç�ï�¬
�À�æ�”�w�7�G�¤�”�´�ï�¬  �»� �Ü�›�!�Ë�`�‡�b�{�¦���p�V�”  agingtime �w
c�“�x  6 �™ 40 
µ�p�b�{  

VLAN �‡�h�x� �ï�µ�»�ï�µ�t�µ�Í�Ç�ï�¬�À�æ�”�7�G�¤�”�´�ï�¬  �»� �Ü�›
ƒ���b�”�t�x�z � �É�”�Ò�ç
�Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 VLAN �‡�h�x  MISTP � �ï�µ�»�ï�µ�t�8
ù�—
���Ì���›
ƒ���`�‡�b�{

set spantree fwddelay delay [vlan] mistp-instance 
[instances]

�µ�Â�¿�Ó 2 
ƒ���›�¬�Ý�`�‡�b�{ show spantree [mod/port] mistp-instance [instances] 
[active]
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�Í�t�z VLAN 100 �w�µ�Í�Ç�ï�¬�À�æ�”�7�G�¤�”�´�ï�¬  �»� �Ü�›  36 
µ�t
ƒ���b�”�«�›�Ô�`�‡�b�{

Console> (enable) set spantree maxage 36 100
Spantree 100 max aging time set to 36 seconds.
Console> (enable)

�Í�t�z�›���w� �ï�µ�»�ï�µ�w�7�G�¤�”�´�ï�¬  �»� �Ü�›  25 
µ�t
ƒ���b�”�«�›�Ô�`�‡�b�{

Console> (enable) set spantree maxage 25 mistp-instance 1
Instance 1 max aging time set to 25 seconds.
Console> (enable)

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 VLAN �‡�h�x  MST � �ï�µ�»�ï�µ�t�7�G�¤�”
�´�ï�¬  �»� �Ü�›
ƒ���`�‡�b�{

set spantree maxage agingtime [vlans] mistp-instance
instances

�µ�Â�¿�Ó 2 
ƒ���›�¬�Ý�`�‡�b�{ show spantree [mod/port] mistp-instance [instances]
[active]
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�µ� �¿�½	Í�p�w  MST �w
ƒ��
�\�\�p�x�z MST �w
ƒ��	�	q�t�m�M�o
†�Ì�`�‡�b�{

• MST �w� �É�”�Ò�ç�=�¢ p.8-55�£

• MSTI �•�w  VLAN �Ú�¿�Ð�ï�¬�S�‘�|�Ú�¿�Ð�ï�¬�r	†�¢ p.8-61�£

MST �w� �É�”�Ò�ç�=

�µ� �¿�½	Í�p  MST �›� �É�”�Ò�ç�t�`�o
ƒ���b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z MST �›� �É�”�Ò�ç�t�b�”�«�›�Ô�`�‡�b�{

Console> (enable) 
Console> (enable) set spantree mode pvst+
Spantree mode set to PVST+.
Console> (enable) show spantree active
VLAN 1
Spanning tree mode          PVST+
Spanning tree type          ieee
Spanning tree enabled

Designated Root             00-60-70-4c-70-00
Designated Root Priority    16384
Designated Root Cost        19
Designated Root Port        3/48
Root Max Age   14 sec   Hello Time 2  sec   Forward Delay 10 sec

Bridge ID MAC ADDR          00-d0-00-4c-18-00
Bridge ID Priority          32768
Bridge Max Age 20 sec   Hello Time 2  sec   Forward Delay 15 sec

Port                     Vlan Port-State    Cost      Prio Portfast Channel_id
------------------------ ---- ------------- --------- ---- -------- ----------
 3/48                    1    forwarding           19   32 disabled 0
 7/2                     1    forwarding            4   32 enabled  0
Console> (enable) set spantree mst config name cisco revision 1
Edit Buffer modified.
Use 'set spantree mst config commit' to apply the changes

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 PSVT+ �Þ�”�Å�›�‰�•�`�‡�b�{ set spantree mode pvst+ [mistp | pvst+ | mistp-pvst+
| mst] 

�µ�Â�¿�Ó 2 STP �Ù�”�Ä�›
¯�Ô�`�‡�b�{ show spantree active

�µ�Â�¿�Ó 3 MST �æ�”�´�ã�ï�›
ƒ���`�‡�b�{ set spantree mst config {[ name name] | [revision
number] [commit | rollback  | force]}

�µ�Â�¿�Ó 4 
ƒ���›�¬�Ý�`�‡�b�{ show spantree mst config

�µ�Â�¿�Ó 5 VLAN �›  MSTI �t�Ú�¿�Ð�ï�¬�`�‡�b�{ set spantree mst instance vlan vlan

�µ�Â�¿�Ó 6 	ý�`�M�æ�”�´�ã�ï  �Ú�¿�Ð�ï�¬�›�¯�Û�¿�Ä�`
�‡�b�{

set spantree mst config commit

�µ�Â�¿�Ó 7 MST �›���®�t�`�‡�b�{ set spantree mode mst [mistp | pvst+ | mistp-pvst+ |
mst] 

�µ�Â�¿�Ó 8 MST 
ƒ���›�¬�Ý�`�‡�b�{ show spantree mst config

�µ�Â�¿�Ó 9 MSTI 
ƒ���›�¬�Ý�`�‡�b�{ show spantree mst instance

�µ�Â�¿�Ó 10 MST �Þ�´�á�”�ç�S�‘�|�Ù�”�Ä�w
ƒ���›�¬�Ý
�`�‡�b�{

show spantree mst mod/port
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Console> (enable) show spantree mst config
Current (NVRAM) MST Region Configuration:              1 instance
Configuration Name:                                    Revision: 0
Instance VLANs
-------- --------------------------------------------------------------
   0     1-4094
=======================================================================
NEW MST Region Configuration (Not committed yet)       1 instance
Configuration Name: cisco                              Revision: 1
Instance VLANs
-------- --------------------------------------------------------------
   0     1-4094
=======================================================================
Edit buffer is locked by: Console (pid 143)
Console> (enable) set spantree mst 1 vlan 2-10
Edit Buffer modified.
Use 'set spantree mst config commit' to apply the changes
Console> (enable) set spantree mst 2 21-30
Usage:set spantree mst <instance> vlan <vlan>
Console> (enable)  set spantree mst 2 vlan 21-30
Edit Buffer modified.
Use 'set spantree mst config commit' to apply the changes
Console> (enable)  set spantree mst 3 vlan 31-40
Edit Buffer modified.
Use 'set spantree mst config commit' to apply the changes
Console> (enable) set spantree mst 4 vlan 41-50
Edit Buffer modified.
Use 'set spantree mst config commit' to apply the changes
Console> (enable) show spantree mst config
Current (NVRAM) MST Region Configuration:              1 instance
Configuration Name:                                    Revision: 0
Instance VLANs
-------- --------------------------------------------------------------
   0     1-4094
=======================================================================
NEW MST Region Configuration (Not committed yet)       5 instances
Configuration Name: cisco                              Revision: 1
Instance VLANs
-------- --------------------------------------------------------------
   0     1,11-20,51-4094
   1     2-10
   2     21-30
   3     31-40
   4     41-50
=======================================================================
Edit buffer is locked by: Console (pid 143)
Console> (enable) set spantree mst config commit
Console> (enable) show spantree mst config
Current (NVRAM) MST Region Configuration:              5 instances
Configuration Name: cisco                              Revision: 1
Instance VLANs
-------- --------------------------------------------------------------
   0     1,11-20,51-4094
   1     2-10
   2     21-30
   3     31-40
   4     41-50
=======================================================================
Console> (enable) set spantree mode mst
PVST+ database cleaned up.
Spantree mode set to MST.
Console> (enable) show spantree mst 0
Spanning tree mode          MST
Instance                    0
VLANs Mapped:               1,11-20,51-4094

Designated Root             00-60-70-4c-70-00
Designated Root Priority    16384  (root priority: 16384, sys ID ext: 0)
Designated Root Cost        200000
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Designated Root Port        3/48
Root Max Age   14 sec   Forward Delay 10 sec

CIST Regional Root          00-d0-00-4c-18-00
CIST Regional Root Priority 32768
CIST Internal Root Cost     0          Remaining Hops 20

Bridge ID MAC ADDR          00-d0-00-4c-18-00
Bridge ID Priority          32768  (bridge priority: 32768, sys ID ext: 0)
Bridge Max Age 20 sec   Hello Time 2  sec   Forward Delay 15 sec  Max Hops 20

Port                     State         Role Cost      Prio Type
------------------------ ------------- ---- --------- ---- --------------------
 3/48                    forwarding    ROOT    200000   32 Shared, Boundary(STP)
 7/2                     forwarding    DESG     20000   32 P2P, Edge
Console> (enable) show spantree mst 1
Spanning tree mode          MST
Instance                    1
VLANs Mapped:               2-10

Designated Root             00-00-00-00-00-00
Designated Root Priority    0  (root priority: 0, sys ID ext: 0)
Designated Root Cost        0          Remaining Hops 0
Designated Root Port        1/0

Bridge ID MAC ADDR          00-d0-00-4c-18-00
Bridge ID Priority          32769  (bridge priority: 32768, sys ID ext: 1)

Port                     State         Role Cost      Prio Type
------------------------ ------------- ---- --------- ---- --------------------
Console> (enable) show spantree mst 7/2
Edge Port:         Yes, (Configured) Enable
Link Type:         P2P, (Configured) Auto
Port Guard:    Default
Boundary:           No
Hello:               2, (Local bridge hello: 2)

Inst State         Role Cost      Prio VLANs
---- ------------- ---- --------- ---- -----------------------------------
   0 forwarding    DESG     20000   32 1
Console> (enable) show spantree mst config
Current (NVRAM) MST Region Configuration:              5 instances
Configuration Name: cisco                              Revision: 1
Instance VLANs
-------- --------------------------------------------------------------
   0     1,11-20,51-4094
   1     2-10
   2     21-30
   3     31-40
   4     41-50
=======================================================================
Console> (enable)
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MST �Ò�æ�¿�´  ID �Ó�å� �¦�æ�Â�Ÿ�w
ƒ��

�µ� �¿�½�U  MST �Þ�”�Å�w�q�V�z MSTI �w�Ò�æ�¿�´  ID �Ó�å� �¦�æ�Â�Ÿ�›
ƒ���p�V�‡�b�{  

�Ò�æ�¿�´  �Ó�å� �¦�æ�Â�Ÿ�‹�x�³�µ�Â�Ü  ID �¤�«�µ�Â�ï�³�ã�ï �¢ MSTI �w ID�£�q
Ê�ˆ�ù�˜�^�•�z �Ò�æ�¿
�´  ID �Ó�å� �¦�æ�Â�Ÿ�›��
R�`�‡�b�{ �Í�w  16 	��¨�w�Ò�æ�¿�´  �Ó�å� �¦�æ�Â�Ÿ�‹�w�M�c�•�T�›
ƒ���p
�V�‡�b�{ 0�z4096�z8192�z12288�z16384�z20480�z24576�z28672�z32768�z36864�z40960�z45056�z49152�z
53248�z 57344�z�S�‘�|  61440 �p�b�{

MSTI �t�Ò�æ�¿�´  ID �Ó�å� �¦�æ�Â�Ÿ�›
ƒ���b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z MSTI �w�Ò�æ�¿�´  ID �Ó�å� �¦�æ�Â�Ÿ�›
ƒ���b�”�«�›�Ô�`�‡�b�{

Console> (enable) set spantree priority 8192 mst 3
set spantree priority 8192 mst 3
MST instance 3 bridge ID priority set to 8195
(bridge priority: 8192 + sys ID extension: 3)
Console> (enable) show spantree mst 3
Spanning tree mode          MST
Instance                    3
VLANs Mapped:               31-40

Designated Root             00-00-00-00-00-00
Designated Root Priority    0  (root priority: 0, sys ID ext: 0)
Designated Root Cost        0          Remaining Hops 0
Designated Root Port        1/0

Bridge ID MAC ADDR          00-d0-00-4c-18-00
Bridge ID Priority          8195  (bridge priority: 8192, sys ID ext: 3)

Port                     State         Role Cost      Prio Type
------------------------ ------------- ---- --------- ---- --------------------
6/1 forwarding MSTR 2000 32 P2P, Boundary (PVST)
6/2 blocking MSTR 2000 32 P2P, Boundary (PVST)

MST �Ù�”�Ä  �¯�µ�Ä�w
ƒ��

�µ� �¿�½  �Ù�”�Ä�w�Ù�”�Ä  �¯�µ�Ä�›
ƒ���p�V�‡�b�{�Ù�”�Ä  �¯�µ�Ä�U	–�^�M�Ù�”�Ä�„�r�z�Ñ�è�”�Ü�›
�8
ù�b�”�Ù�”�Ä�q�`�o
¬�R�^�•�”�D�ó
Q�U�ô�X�s�“�‡�b�{�ô���Ý�Ã�Ÿ�ž�¢
¶�Ë	O�s�r�£�t
€���b�”
�Ù�”�Ä�t�x	–�^�M�‹�›�z�ÿ���Ý�Ã�Ÿ�ž�t
€���b�”�Ù�”�Ä�t�x�G�V�M�‹�›�Â�“�p�o�o�X�i�^�M�{�Ù�”
�Ä �¯�µ�Ä�w�-�‰�t�³�ã�”�Ä�O�›�–�;�`�o�M�”	Ô�ù�z�–�;�p�V�”�¯�µ�Ä�w�‹�x  1 �™ 65535 �p�z�é�ï�¬
�O�›�–�;�`�o�M�”	Ô�ù�x  1 �™ 200000000 �p�b�{�Ã�Ñ�¥�ç�Ä�w�¯�µ�Ä�x�z�Ý�Ã�Ÿ�ž�t�‘�l�o�Ÿ�s�“�‡
�b�{�Ù�”�Ä  �¯�µ�Ä�w�-�‰	�	q�t�m�M�o�x�z �®�Ù�”�Ä  �¯�µ�Ä�w�-�‰�S�‘�|�Â�“�p�o�¯ �¢ p.8-4�£ �›�€	°
�`�o�X�i�^�M�{

�Ù�”�Ä�t�Ù�”�Ä  �¯�µ�Ä�›
ƒ���b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 MSTI �w�Ò�æ�¿�´  ID �Ó�å� �¦�æ�Â�Ÿ�›
ƒ���`
�‡�b�{

set spantree priority bridge_priority mst [instance]

�µ�Â�¿�Ó 2 �Ò�æ�¿�´  ID �Ó�å� �¦�æ�Â�Ÿ�›�¬�Ý�`�‡�b�{  show spantree mst [instance | mod/port]

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 �µ� �¿�½  �Ù�”�Ä�w  MST �Ù�”�Ä  �¯�µ�Ä�›
ƒ���`
�‡�b�{

set spantree portcost mod/port cost [mst]

�µ�Â�¿�Ó 2 �Ù�”�Ä  �¯�µ�Ä�w
ƒ���›�¬�Ý�`�‡�b�{ show spantree mst [instance | mod/port]



�H 8 	·       �µ�Í�Ç�ï�¬�À�æ�”�w
ƒ��
�µ� �¿�½	Í�p�w  MST �w
ƒ��

8-59
Catalyst 6500 �³�æ�”�¶  �µ� �¿�½  �¹�Ñ�Ä�¢�£�ž  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �¨� �Å

OL-7193-01-J

�Í�t�z MSTI 	Í�t�Ù�”�Ä  �¯�µ�Ä�›
ƒ���`�z
ƒ���›�¬�Ý�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set spantree portcost 6/1 10000 mst
Spantree port 6/1 path cost set to 10000.
Console> (enable)
Console> (enable) show spantree mst 6/1
Edge Port:       No,  (Configured) Default
Link Type:      P2P,  (Configured) Auto
Port Guard:   Default
Boundary:     Yes (PVST)

Inst State         Role Cost      Prio VLANs
---- ------------- ---- --------- ---------------------------------------
   0 forwarding    ROOT     10000   32 1
   1 forwarding    MSTR  10000   32 2-20
   2 forwarding    MSTR  10000   32 21-30
   3 forwarding    MSTR  10000   32 31-40
   4 forwarding    MSTR  10000   32 41-50
Console> (enable)

MST �Ù�”�Ä  �Ó�å� �¦�æ�Â�Ÿ�w
ƒ��

�Ù�”�Ä�w�Ù�”�Ä  �Ó�å� �¦�æ�Â�Ÿ�›
ƒ���p�V�‡�b�{�Ó�å� �¦�æ�Â�Ÿ�‹�U�7	–�w�Ù�”�Ä�U�z�b�‚�o�w
VLAN �w�Ñ�è�”�Ü�›�8
ù�`�‡�b�{�¦���p�V�”�Ù�”�Ä  �Ó�å� �¦�æ�Â�Ÿ�‹�x�z 0 �™ 240 �w
c�“�w  16 �w

�
:�p�b�{�Ã�Ñ�¥�ç�Ä�x  32 �p�b�{�b�‚�o�w�Ù�”�Ä�t�‰�a�Ó�å� �¦�æ�Â�Ÿ�‹�›�¦���`�h	Ô�ù�z�Ù�”
�Ä
j�ø�U�7	–�w�Ù�”�Ä�U�Ñ�è�”�Ü�›�8
ù�`�‡�b�{

�Ù�”�Ä�t�Ù�”�Ä  �Ó�å� �¦�æ�Â�Ÿ�›
ƒ���b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z�Ù�”�Ä  �Ó�å� �¦�æ�Â�Ÿ�›
ƒ���`�z
ƒ���›�¬�Ý�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set spantree portpri 6/1 30 mst
Bridge port  6/1 port priority set to 30.
Console> (enable)
Console> (enable) show spantree mst 6/1
Edge Port:       No,  (Configured) Default
Link Type:      P2P,  (Configured) Auto
Port Guard:   Default
Boundary:     Yes (PVST)

Inst State         Role Cost      Prio VLANs
---- ------------- ---- --------- ---------------------------------------
   0 forwarding    ROOT     10000   30 1
   1 forwarding    MSTR  10000   30 2-20
   2 forwarding MSTR  10000   30 21-30
   3 forwarding MSTR  10000   30 31-40
   4 forwarding MSTR  10000   30 41-50
Console> (enable)

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 �Ù�”�Ä�t  MST �Ù�”�Ä  �Ó�å� �¦�æ�Â�Ÿ�›
ƒ���`
�‡�b�{

set spantree portpri mod/port priority [mst]

�µ�Â�¿�Ó 2 �Ù�”�Ä  �Ó�å� �¦�æ�Â�Ÿ�w
ƒ���›�¬�Ý�`�‡�b�{ show spantree mst [instance | mod/port]
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MST �Ù�”�Ä  � �ï�µ�»�ï�µ  �¯�µ�Ä�w
ƒ��

MSTI �t�Ù�”�Ä  � �ï�µ�»�ï�µ  �¯�µ�Ä�›
ƒ���p�V�‡�b�{ � �ï�µ�»�ï�µ  �¯�µ�Ä�U	–�^�M�Ù�”�Ä�„�r�z �Ñ
�è�”�Ü�›�8
ù�b�”�Ù�”�Ä�q�`�o
¬�R�^�•�”�D�ó
Q�U�ô�X�s�“�‡�b�{�ô���Ý�Ã�Ÿ�ž�¢
¶�Ë	O�s�r�£�t

€���b�”�Ù�”�Ä�t�x	–�^�M�‹�›�z�ÿ���Ý�Ã�Ÿ�ž�t
€���b�”�Ù�”�Ä�t�x�G�V�M�‹�›�Â�“�p�o�o�X�i�^
�M�{�Ã�Ñ�¥�ç�Ä�w�¯�µ�Ä�x�z�Ý�Ã�Ÿ�ž�t�‘�l�o�Ÿ�s�“�‡�b�{�Ù�”�Ä  � �ï�µ�»�ï�µ  �¯�µ�Ä�t
ƒ���p
�V�”�‹�w
c�“�x�z 1 �™ 268435456 �p�b�{

�Ä�å�ï�«  �Ù�”�Ä�º�w� �ï�µ�»�ï�µ�t�x�z���w�Ù�”�Ä  � �ï�µ�»�ï�µ  �¯�µ�Ä�›�Â�“�p�o�’�•�‡�b�{

�Ù�”�Ä�t�Ù�”�Ä  � �ï�µ�»�ï�µ  �¯�µ�Ä�›
ƒ���b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z�›���w�Ù�”�Ä	Í�p  MST �Ù�”�Ä  � �ï�µ�»�ï�µ  �¯�µ�Ä�›
ƒ���b�”�«�›�Ô�`�‡�b�{

Console> (enable) set spantree portinstancecost 4/1 cost 5000 mst 4
Command successful. Modified port 4/1 configuration:
        Cost       Instances
        ---------- ---------------------------------------------------------
        5000       4
Default 200000     0-3,5-4094
Console> (enable) set spantree portinstancecost 4/1 cost 6000 mst 4000
Command successful. Modified port 4/1 configuration:
        Cost       Instances
        ---------- ---------------------------------------------------------
        5000       4
        6000       4000
Default 200000     0-3,5-3999,4001-4094

Console> (enable) show spantree portinstancecost 4/1
This command is not valid when STP is in MST mode.
Console> (enable) show spantree portinstancecost 4/1 mst
Port 4/1 cost configuration:
        Cost       Instances
        ---------- ---------------------------------------------------------
        5000       4
        6000       4000
Default 200000     0-3,5-3999,4001-4094
Console> (enable)

MST �Ù�”�Ä  � �ï�µ�»�ï�µ  �Ó�å� �¦�æ�Â�Ÿ�w
ƒ��

MSTI �t�Ù�”�Ä  �Ó�å� �¦�æ�Â�Ÿ�›
ƒ���p�V�‡�b�{�›���w  MSTI �t�0�`�o�Ó�å� �¦�æ�Â�Ÿ�‹�U�7	–�w
�Ù�”�Ä�U�z�f�w� �ï�µ�»�ï�µ�t�Ñ�è�”�Ü�›�8
ù�`�‡�b�{�¦���p�V�”�Ù�”�Ä  � �ï�µ�»�ï�µ�w
c�“�x  0
�™ 240 �p�b�{ �›���w  MSTI �t���`�o�z �b�‚�o�w�Ù�”�Ä�t�‰�a�Ó�å� �¦�æ�Â�Ÿ�‹�›�¦���`�h	Ô�ù�z �Ù�”
�Ä �Ó�å� �¦�æ�Â�Ÿ
j�ø�U�7	–�w�Ù�”�Ä�U�f�w� �ï�µ�»�ï�µ�t�Ñ�è�”�Ü�›�8
ù�`�‡�b�{

�Ä�å�ï�«  �Ù�”�Ä�º�w� �ï�µ�»�ï�µ�t�x�z���w�Ù�”�Ä  � �ï�µ�»�ï�µ  �Ó�å� �¦�æ�Â�Ÿ�›�Â�“�p�o�’�•
�‡�b�{

MSTI 	Í�p�Ù�”�Ä  � �ï�µ�»�ï�µ  �Ó�å� �¦�æ�Â�Ÿ�›
ƒ���b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›
�æ�M�‡�b�{

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 �Ù�”�Ä	Í�p�w  MST �Ù�”�Ä  � �ï�µ�»�ï�µ  �¯�µ
�Ä�›
ƒ���`�‡�b�{

set spantree portinstancecost mod/port [cost cost] mst
[instances]

�µ�Â�¿�Ó 2 �Ù�”�Ä	Í�p�w  MST � �ï�µ�»�ï�µ�w�Í�µ  �¯�µ
�Ä�›�¬�Ý�`�‡�b�{

show spantree portinstancecost mod/port mst
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�Í�t�z MSTI 	Í�p�Ù�”�Ä  � �ï�µ�»�ï�µ  �Ó�å� �¦�æ�Â�Ÿ�›
ƒ���`�z
ƒ���›�¬�Ý�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set spantree portinstancepri 4/1 16 mst 2
Command successful. Modified port 4/1 configuration:
        Priority   Instances
        ---------- ---------------------------------------------------------
        16         2
Default 32         0-1,3-4094
Console> (enable) set spantree portinstancepri 4/1 48 mst 200
Command successful. Modified port 4/1 configuration:
        Priority   Instances
        ---------- ---------------------------------------------------------
        16         2
        48         200
Default 32         0-1,3-199,201-4094
Console> (enable) show spantree mst 4/1
Edge Port:         No, (Configured) Default
Link Type:        P2P, (Configured) Auto
Port Guard:   Default
Boundary:          No
Hello:              4, (Local port hello:4)

Inst State         Role Cost      Prio VLANs
---- ------------- ---- --------- ---- -----------------------------------
   0 forwarding    DESG    200000   32 None
   2 forwarding    DESG    200000   16 1
 200 forwarding    DESG    200000   48 2
Console> (enable)

MSTI �•�w  VLAN �Ú�¿�Ð�ï�¬�S�‘�|�Ú�¿�Ð�ï�¬�r	†

�Ã�Ñ�¥�ç�Ä�p�x�z�b�‚�o�w  VLAN �U IST�¢� �ï�µ�»�ï�µ  0�£�t�Ú�¿�Ð�ï�¬�^�•�‡�b�{ MSTI  1 �™ 15
�›�ž�«�Â�Ÿ�Ò�t�b�”�t�x�z 	—�s�X�q�‹  1 �m�w VLAN �›  MSTI �t�Ú�¿�Ð�ï�¬�b�”
ž�A�U�K�“�‡�b�{ IST
�x�z VLAN �U IST �t�Ú�¿�Ð�ï�¬�^�•�o�M�”�T�r�O�T�t�����s�X�z
ž�c�ž�«�Â�Ÿ�Ò�t�s�“�‡�b�{ MST
�t�x���x�w�æ�”�´�ã�ï�›�)�Q�”�\�q�t�‘�l�o�z VLAN �Ú�¿�Ð�ï�¬�w�Ã	l�›�w�­�`�‡�b�{ MSTI �t�0
�b�”  VLAN �w�Ú�¿�Ð�ï�¬�S�‘�|�Ú�¿�Ð�ï�¬�r	†�t�m�M�o�x�z�Í�w�«�™�Ä�ò�t	H�l�o�X�i�^�M�{  

�¢�«�£ VLAN �w	Ä�`�M�–�;	�	q�S�‘�|
ƒ��	�	q�t�m�M�o�x�z �H 11 	·�®VLAN �w
ƒ���¯ �›�€	°�`�o�X�i�^�M�{

• MSTI �t�Ú�¿�Ð�ï�¬�p�V�”�w�x�z� �”�±�É�¿�Ä  VLAN �i�Z�p�b�{  

• MST �›�ž�«�Â�Ÿ�Ò�t�b�”�t�x�z� �ï�µ�»�ï�µ�p	—�s�X�q�‹  1 �m�w VLAN �t�ž�«�Â�Ÿ�Ò  �Ù�”�Ä
�U�s�Z�•�y�s�“�‡�d�œ�{

• 1 �m�w MSTI �t�0�`�z
ž�A�t� �a�o� �”�±�É�¿�Ä  VLAN �›�M�X�m�p�‹�Ú�¿�Ð�ï�¬�p�V�‡�b�{  

• 1 �m�w VLAN �›�z
ó
:�w  MSTI �t�Ú�¿�Ð�ï�¬�b�”�\�q�x�p�V�‡�d�œ�{  

• MST �x�z�Þ�´�á�”�ç�S�‘�|�b�‚�o�w�µ�Í�Ç�ï�¬�À�æ�”�t
ƒ���^�•�h  Hello �»� �Ü�z�7�G�¤�”�´
�ï�¬  �»� �Ú�”�z�S�‘�|�8
ù�—���»� �Ú�”�›�¬�é�”�Ì�ç�t�–�;�`�‡�b�{

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 MSTI 	Í�p�Ù�”�Ä  � �ï�µ�»�ï�µ  �Ó�å� �¦�æ
�Â�Ÿ�›
ƒ���`�‡�b�{

set spantree portinstancepri mod/port priority mst
[instance]

�µ�Â�¿�Ó 2 �Ù�”�Ä  � �ï�µ�»�ï�µ  �Ó�å� �¦�æ�Â�Ÿ�w
ƒ��
�›�¬�Ý�`�‡�b�{

show spantree mst [instance | mod/port]
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�¢�«�£ VLAN  1025 �™ 4094 �›�–�;�b�”�t�x�z MAC �ž�Å�è�µ  �æ�¼�«�³�ã�ï�›� �É�”�Ò�ç�t�b�”
ž�A�U�K�“
�‡�b�{�¦�Á
c�“  VLAN �w	Ä�`�M�–�;�M�O�t�m�M�o�x�z �H 11 	·�® VLAN �w
ƒ���¯ �w�®�¦�Á
c�“  VLAN
�w�^
R�¯ �¢ p.11-8�£ �›�€	°�`�o�X�i�^�M�{

MSTI �t  VLAN �›�Ú�¿�Ð�ï�¬�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z MSTI 1 �t  VLAN �›�Ú�¿�Ð�ï�¬�`�z�Ú�¿�Ð�ï�¬�›�¬�Ý�b�”�«�›�Ô�`�‡�b�{  

Console> (enable) show spantree mst config
Current (NVRAM) MST Region Configuration:             3 instances
Configuration Name:arthur                             Revision:23703
Instance VLANs
-------- --------------------------------------------------------------
   0     1,31-4094
   2     2-20
   3     21-30
=======================================================================
Console> (enable) set spantree mst 1400 vlan 900-999
Edit Buffer modified.
Use 'set spantree mst config commit' to apply the changes
Console> (enable) show spantree mst config
Current (NVRAM) MST Region Configuration:             3 instances
Configuration Name:arthur                             Revision:23703
Instance VLANs
-------- --------------------------------------------------------------
   0     1,31-4094
   2     2-20
   3     21-30
=======================================================================
NEW MST Region Configuration (Not committed yet)       4 instances
Configuration Name:arthur                             Revision:23703
Instance VLANs
-------- --------------------------------------------------------------
   0     1,31-899,1000-4094
   2     2-20
   3     21-30
1400     900-999
=======================================================================
Edit buffer is locked by:Console (pid 143)
Console> (enable) clear spantree mst 1400 vlan 900-998
Edit Buffer modified.
Use 'set spantree mst config commit' to apply the changes
Console> (enable) set spantree mst config commit
Console> (enable) show spantree mst config
Current (NVRAM) MST Region Configuration:             4 instances
Configuration Name:arthur                             Revision:23703
Instance VLANs
-------- --------------------------------------------------------------
   0     1,31-998,1000-4094
   2     2-20
   3     21-30
1400     999
=======================================================================
Console> (enable)

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 MSTI �t  VLAN �›�Ú�¿�Ð�ï�¬�`�‡�b�{ set spantree mst instance vlan vlan

�µ�Â�¿�Ó 2 	ý�`�M�æ�”�´�ã�ï  �Ú�¿�Ð�ï�¬�›���®�t�`�‡�b�{ set spantree mst config commit

�µ�Â�¿�Ó 3 VLAN �U�Ú�¿�Ð�ï�¬�^�•�h�\�q�›�¬�Ý�`�‡�b�{ show spantree mst [instance] [active] mod/port
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�µ� �¿�½	Í�p�w  BPDU �µ�©�á�”� �ï�¬�w
ƒ��
�µ�Í�Ç�ï�¬�À�æ�”  BPDU �µ�©�á�”� �ï�¬�;�ó�›�±�Ù�”�Ä�b�”�¯�Ú�ï�Å�x�z�Í�w�;�ó�›�î�æ�`�‡�b�{

• BPDU �µ�©�á�”� �ï�¬�›� �É�”�Ò�ç�‡�h�x�Ã�Ÿ�·�”�Ò�ç�t�`�‡�b�{�Ã�Ñ�¥�ç�Ä�w
ƒ���x�Ã�Ÿ
�·�”�Ò�ç�p�b�{

• show spantree summary �w	Z�—�›�!�Ë�`�o�z�µ�©�á�”�w�U	Z�U� �É�”�Ò�ç�t�s�l�o�M�”�T�r�O
�T�z�r�w  VLAN �‡�h�x  PVST+/MISTP � �ï�µ�»�ï�µ�t�0�b�”�µ�©�á�”�U�U	Z�^�•�h�w�T�›
¯�Ô
�`�‡�b�{

• �µ�©�á�”�w�è�¹�›	!�Z�h  VLAN�z PVST+�z�‡�h�x  MISTP � �ï�µ�»�ï�µ�q�Ù�”�Ä�x�z�Í�w�‘�O
�s	Ø�C�U���‡�•�”
¯�Ô�›�æ�M�‡�b�{

�µ �7�™�w�µ�©�á�”�w�8���¢
ˆ�0�Ì���£

�µ �7�‹�Õ�M�µ�©�á�”�w�8���¢
ˆ�0�Ì���£

�µ �7�‹�Õ�M�µ�©�á�”�w�Ô�Ì

�µ� Í �Ç� ï �¬ �À�æ�” �U  BPDU �µ�©�á�” �w�- 	Ø�C�› 	 ) 	B�b�” �M�O�› � ! �Ë�b �” � t �x�z set spantree
bpdu-skewing �¯�Ú�ï�Å�›�–�;�`�‡�b�{ bpdu-skewing �¯�Ú�ï�Å�x�z�Ã�Ÿ�·�”�Ò�ç�U�Ã�Ñ�¥�ç�Ä�w
ƒ
���p�b�{

VLAN �t�m�M�o  BPDU �µ�©�á�”�w�-	Ø�C	)	B�›
ƒ���b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ
�M�‡�b�{

�Í�t�z BPDU �µ�©�á�”� �ï�¬�›
ƒ���`�z�µ�©�á�”�w�-	Ø�C�›
¯�Ô�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set spantree bpdu-skewing  
Usage:set spantree bpdu-skewing <enable|disable>
Console> (enable) set spantree bpdu-skewing enable
Spantree bpdu-skewing enabled on this switch.
Console> (enable)

Console> (enable) show spantree bpdu-skewing 1  
Bpdu skewing statistics for vlan 1
Port    Last Skew ms   Worst Skew ms     Worst Skew Time
------  -------------  -------------  -------------------------
8/2              5869         108370  Tue Nov 21 2000, 06:25:59
8/4              4050         113198  Tue Nov 21 2000, 06:26:04
8/6            113363         113363  Tue Nov 21 2000, 06:26:05
8/8              4111         113441  Tue Nov 21 2000, 06:26:05
8/10           113522         113522  Tue Nov 21 2000, 06:26:05
8/12             4111         113600  Tue Nov 21 2000, 06:26:05
8/14           113678         113678  Tue Nov 21 2000, 06:26:05
8/16             4111         113755  Tue Nov 21 2000, 06:26:05
8/18           113833         113833  Tue Nov 21 2000, 06:26:05
8/20             4111         113913  Tue Nov 21 2000, 06:26:05
8/22           113917         113917  Tue Nov 21 2000, 06:26:05
8/24             4110         113922  Tue Nov 21 2000, 06:26:05
8/26           113926         113926  Tue Nov 21 2000, 06:26:05
8/28             4111         113931  Tue Nov 21 2000, 06:26:05
Console> (enable) 

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 BPDU �µ�©�á�”� �ï�¬�›
ƒ���`�‡�b�{ set spantree bpdu-skewing [enable | disable]

�µ�Â�¿�Ó 2 
ƒ���›�¬�Ý�`�‡�b�{ show spantree bpdu-skewing vlan [mod/port]

show spantree bpdu-skewing mistp-instance 
[instance] [mod/port]
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�Í�t�z�Þ�´�á�”�ç  8�z�Ù�”�Ä  2 �w VLAN 1 �t�m�M�o�z BPDU �µ�©�á�”� �ï�¬�›
ƒ���`�z�µ�©�á�”�w
�-	Ø�C�›
¯�Ô�b�”�«�›�Ô�`�‡�b�{

Console> (enable) show spantree bpdu-skewing  1 8/4
Bpdu skewing statistics for vlan 1
Port    Last Skew ms   Worst Skew ms     Worst Skew Time
------  -------------  -------------  -------------------------
8/4              5869         108370  Tue Nov 21 2000, 06:25:59

MISTP �U�T�‡�¤�w	Ô�ù�q�‰�7�w	Z�—�U
¯�Ô�^�•�‡�b�{

show spantree summary �¯�Ú�ï�Å�x�z BPDU �µ�©�á�”�U	Z�U� �É�”�Ò�ç�t�s�l�o�M�”�T�r�O�T�›�Ô
�`�z�µ�©�á�”�p�è�¹�›	!�Z�h  VLAN �‡�h�x� �ï�µ�»�ï�µ�w�°�a�‹
¯�Ô�`�‡�b�{�Í�t�z show spantree
summary �¯�Ú�ï�Å�w	Z�—�«�›�Ô�`�‡�b�{

Console> (enable) show spantree summary
Root switch for vlans: 1
BPDU skewing detection enabled for the bridge
BPDU skewed for vlans: 1
Portfast bpdu-guard disabled for bridge.
Portfast bpdu-filter disabled for bridge.
Uplinkfast disabled for bridge.
Backbonefast disabled for bridge.

Summary of connected spanning tree ports by vlan

VLAN  Blocking Listening Learning Forwarding STP Active
----- -------- --------- -------- ---------- ----------
    1        6         4        2           0        12

      Blocking Listening Learning Forwarding STP Active
----- -------- --------- -------- ---------- ----------
Total      6         4        2        0            12
Console> (enable) 
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ƒ��
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M�v�w
ƒ��
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�µ� �¿�½	Í�p�w�è� �à  2 PDU �è�”�Ä
M�v�w
ƒ��

�¢�«�£ �\�w�;�ó�U�±�Ù�”�Ä�^�•�”�w�x�z PFC3A �Ž	Í�w  PFC �U�e�L�^�•�o�M�”	Ô�ù�w�ˆ�p�b�{

�¢�«�£ �\�w�;�ó�x�z truncated �Þ�”�Å�p�x�ˆ�^�`�‡�d�œ�{

�è� �à  2 PDU �è�”�Ä  �æ�Û�¿�»�›�–�;�`�o�z�Í�­�¿�Ä
:�›�è	×�w�è�”�Ä�t
M�v�`�z�Ÿ	×�s�Ö�—�è�”
�Ä�›�s
†�b�”�\�q�U�p�V�‡�b�{

�è� �à  2 PDU �è�”�Ä
M�v�›�±�Ù�”�Ä�b�”�¯�Ú�ï�Å�t�‘�“�z�Í�w�‘�O�s�;�ó�U�î�æ�p�V�‡�b�{

• �µ�Í�Ç�ï�¬�À�æ�”  BPDU�¢ IEEE �S�‘�|  PVST/SSTP�z CDP�z Dynamic Trunking Protocol [DTP;�¼
� �Æ�Û�¿�«  �Ä�å�ï�©�ï�¬  �Ó�é�Ä�¯�ç ]�zUDLD�zVTP�zLink Aggregation Control Protocol [LACP]�z
�S�‘�|  PAgP�£�w�è�”�Ä
M�v�›�µ� �¿�½	Í�p�¬�é�”�Ì�ç�t� �É�”�Ò�ç�=�z�Ã�Ÿ�·�”�Ò�ç�=�z�‡
�h�x
ƒ���b�”�\�q

• �è� �à  2 �Ó�é�Ä�¯�ç  �Ä�ï�É�ç�§�Ó�·�ç�=  PDU �w�è�”�Ä
M�v�›�z�µ� �¿�½	Í�p�¬�é�”�Ì�ç�t� 
�É�”�Ò�ç�z�Ã�Ÿ�·�”�Ò�ç�z
ƒ���b�”�\�q

• 802.1x �Ù�”�Ä  �·�©�á�æ�Â�Ÿ  �è�”�Ä  �æ�Û�¿�»�›�µ� �¿�½	Í�p�¬�é�”�Ì�ç�t� �É�”�Ò�ç�z�Ã�Ÿ
�·�”�Ò�ç�z
ƒ���b�”�\�q  

3 	��¨�b�‚�o�w�è�”�Ä  �æ�Û�¿�»�x�z�“�M�t� �q�`�o�ˆ�^�`�‡�b�{

�è�   �à  2 PDU �è�” �Ä
M�v�› �   �É�” �Ò�ç� t �b � ” � t �x�z set rate-limit { l2pdu | l2port-security |
l2protocol-tunnel} { enable | disable} �¯�Ú�ï�Å�›�Ö�—�`�‡�b�{�è� �à  2 PDU �è�”�Ä
M�v�x�Ã�Ñ�¥�ç�Ä
�p�Ã�Ÿ�·�”�Ò�ç�p�b�{

�è� �à  2 PDU �è�”�Ä
M�v�›
ƒ���b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�w�‘�O�s�è� �à  2 �Ó�é�Ä�¯�ç  �Í�­�¿�Ä�w�è�”�Ä
M�v�›�î�æ�b�”�t�x�z l2pdu �©�”�ë�”�Å�›�–�;�`
�‡�b�{

• �µ�Í�Ç�ï�¬�À�æ�”  IEEE �•  �|
Œ  MAC �ž�Å�è�µ  01-80-c2-00-00-00

• PVST/SSTP �•  �|
Œ  MAC �ž�Å�è�µ  01-00-0C-CC-CC-CD

• CDP/DTP/UDLD/LACP/PAgP/VTP �•  �|
Œ  MAC �ž�Å�è�µ  01-00-0C-CC-CC-CC

�¢�«�£ �è� �à  2 �Ó�é�Ä�¯�ç�w�è�”�Ä
M�v�w�“
Ê�ˆ�x�z�Í�w�q�S�“�p�b�{ 1) �|
Œ  MAC �ž�Å�è�µ�¢	Í�G�£�t
�‘�l�o�z�Ñ�è�”�Ü�U�è� �à  2 
M�š�Ñ�è�”�Ü�q�`�o
ü�¨�^�•�‡�b�{ 2) �\�•�’�w�Ñ�è�”�Ü�t  LTL � �ï
�Ã�¿�«�µ�U�Â�“�p�o�’�•�‡�b�{ 3) LTL � �ï�Ã�¿�«�µ�U�Ñ�¥�ë�”�Ã�Ÿ�ï�¬  �¤�ï�´�ï�t
ù�’�•�o�z��
�È�b�”�b�‚�o�w�Ñ�è�”�Ü�w�¢	B�ÿ�£�è�”�Ä
M�v�U�î�æ�^�•�‡�b�{

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 �è� �à  2 PDU �è�”�Ä
M�v�›� �É�”�Ò�ç�t�`�‡
�b�{

set rate-limit { l2pdu | l2port-security | 
l2protocol-tunnel} enable

�µ�Â�¿�Ó 2 �è�”�Ä  �æ�Û�¿�»�‹�›
ƒ���`�‡�b�{ set rate-limit { l2pdu | l2port-security | 
l2protocol-tunnel}  rate rate

�µ�Â�¿�Ó 3 
ƒ���›�¬�Ý�`�‡�b�{ show rate-limit 

show rate-limit config
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�è� �à  2 802.1x �Ù�”�Ä  �·�©�á�æ�Â�Ÿ  �Í�­�¿�Ä�w�è�”�Ä
M�v�t�x�z l2port-security �©�”�ë�”�Å�›�–�;
�`�‡�b�{

MAC �ž�Å�è�µ�¢ 01-00-0C-CD-CD-D0�£�w�è� �à  2 �Ó�é�Ä�¯�ç  �Ä�ï�É�ç�§�Ó�·�ç�=�Í�­�¿�Ä�w�è�”
�Ä
M�v�t�x�z l2protocol-tunnel �©�”�ë�”�Å�›�–�;�`�‡�b�{  

�Í�t�z�è� �à  2 �è�”�Ä
M�v�›� �É�”�Ò�ç�t�`�z�è�”�Ä  �æ�Û�¿�»�‹�›
ƒ���`�z
ƒ���›�¬�Ý�b�”�«�›�Ô
�`�‡�b�{

Console>(enable) set rate-limit l2pdu enable
Layer 2 rate limiter for PDUs enabled on the switch.
Console>(enable)

Console>(enable) set rate-limit l2pdu rate 1000
Layer 2 rate limiter for PDU rate set to 1000.
Console>(enable)

Console>(enable) set rate-limit l2protocol-tunnel disable
Layer 2 rate limiter for l2protocol-tunnel disabled on the switch.
Console>(enable)

Console>(enable) show rate-limit
Configured Rate Limiter Settings:
Rate Limiter Type    Status  Rate (pps)     Burst
-------------------- ------  -------------- -----
VACL LOG             On      2500           1
ARP INSPECTION       On      500            1
L2 PDU               On      1000           1
L2 PROTOCOL TUNNEL   On      1000           1
L2 PORT SECURITY     On      1000           1
MCAST NON RPF        Off     *              *
MCAST DFLT ADJ       Off     *              *
MCAST DIRECT CON     Off     *              *
ACL INGRESS BRIDGE   Off     *              *
ACL EGRESS BRIDGE    Off     *              *
L3 SEC FEATURES      Off     *              *
FIB RECEIVE          Off     *              *
FIB GLEAN            Off     *              *
MCAST PARTIAL SC     Off     *              *
RPF FAIL             Off     *              *
TTL FAIL             Off     *              *
NO ROUTE             Off     *              *
ICMP UNREACHABLE     Off     *              *
ICMP REDRECT         Off     *              *
MTU FAIL             Off     *              *
Console>(enable) 

�Í�t�z�è� �à  2 �è�”�Ä  �æ�Û�¿�»���g�S�‘�|
â�^�µ�Â�”�»�µ	Ø�C�›
¯�Ô�b�”�«�›�Ô�`�‡�b�{

Console> show rate-limit config

Rate Limiter Type    Admin Status Oper Status
-------------------- ------------ -----------
l2pdu                On           On
l2protocol-tunnel    On           On
l2port-security      On           On
Console> 
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9

�µ�Í�Ç�ï�¬�À�æ  �”  PortFast �z
UplinkFast �z BackboneFast �z�S�‘�|
�ç�”�Ó  �¨�”�Å�w
ƒ��

�\�w	·�p�x�z Catalyst 6500 �³�æ�”�¶  �µ� �¿�½	Í�p�µ�Í�Ç�ï�¬�À�æ�”  PortFast�z UplinkFast�z
BackboneFast�z�S�‘�|�ç�”�Ó  �¨�”�Å�;�ó�›
ƒ���b�”�M�O�t�m�M�o
†�Ì�`�‡�b�{

�¢�«�£ Spanning-Tree Protocol�¢ STP; �µ�Í�Ç�ï�¬�À�æ�”  �Ó�é�Ä�¯�ç�£�w
ƒ���t�m�M�o�x�z �H 8 	·�®�µ�Í�Ç�ï
�¬�À�æ�”�w
ƒ���¯ �›�€	°�`�o�X�i�^�M�{

�¢�«�£ �\�w	·�p�–�;�`�o�M�”�¯�Ú�ï�Å�w�ì
¶�s�Ï���S�‘�|�–�;�M�O�w	Ä�I�t�m�M�o�x�z �° Catalyst 6500
Series Switch Command Reference�±�›�€	°�`�o�X�i�^�M�{

�\�w	·�p
†�Ì�b�”�º�0�x�z�Í�w�q�S�“�p�b�{

• PortFast �w�;�ó�“�A�¢ p.9-2�£

• PortFast BPDU �¨�”�Å�w�;�ó�“�A�¢ p.9-3�£

• PortFast BPDU �Ñ�Ÿ�ç�»�æ�ï�¬�w�;�ó�“�A�¢ p.9-4�£

• UplinkFast �w�;�ó�“�A�¢ p.9-5�£

• BackboneFast �w�;�ó�“�A�¢ p.9-6�£

• �ç�”�Ó  �¨�”�Å�w�;�ó�“�A�¢ p.9-8�£

• �µ� �¿�½	Í�p�w  PortFast �w
ƒ���¢ p.9-10�£

• �µ� �¿�½	Í�p�w  PortFast BPDU �¨�”�Å�w
ƒ���¢ p.9-13�£

• �µ� �¿�½	Í�p�w  PortFast BPDU �Ñ�Ÿ�ç�»�æ�ï�¬�w
ƒ���¢ p.9-16�£

• �µ� �¿�½	Í�p�w  UplinkFast �w
ƒ���¢ p.9-18�£

• �µ� �¿�½	Í�p�w  BackboneFast �w
ƒ���¢ p.9-21�£

• �µ� �¿�½	Í�p�w�ç�”�Ó  �¨�”�Å�w
ƒ���¢ p.9-23�£
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PortFast �w�;�ó�“�A
�µ�Í�Ç�ï�¬�À�æ�”  PortFast �;�ó�t�‘�“�z �µ� �¿�½  �Ù�”�Ä�‡�h�x�Ä�å�ï�«  �Ù�”�Ä�U�Ú
€�µ�Í�Ç�ï�¬�À
�æ�”  �Ñ�¥�ë�”�Ã�Ÿ�ï�¬  �µ�Â�”�Ä�t�s�“�z�æ�µ�Ç�ï�¬  �µ�Â�”�Ä�q�å�”�Ç�ï�¬  �µ�Â�”�Ä�U	²�t�^�•�‡
�b�{

�o�°�ë�”�«�µ�Â�”�³�ã�ï�z�µ� �¿�½�z�‡�h�x�±�”�Ì�t
€���^�•�h�µ� �¿�½  �Ù�”�Ä�‡�h�x�Ä�å�ï�«
�Ù�”�Ä	Í�p  PortFast �›�–�;�b�”�q�z�Ù�”�Ä�U�æ�µ�Ç�ï�¬  �µ�Â�”�Ä�z�å�”�Ç�ï�¬  �µ�Â�”�Ä�›�&�o�Ñ�¥
�ë�”�Ã�Ÿ�ï�¬  �µ�Â�”�Ä�t� �æ�b�”�w�›�4�h�c�t�z �\�•�’�w
÷�”�›�h�i�j�t�É�¿�Ä�ë�”�«�t
€���b�”
�\�q�U�p�V�‡�b�{

�«�™ PortFast �x�z�o�°�¤�ï�Å  �µ�Â�”�³�ã�ï�‡�h�x�µ� �¿�½  �Ù�”�Ä�q�µ� �¿�½  �Ù�”�Ä�w
€���t�–�;�p�V
�‡�b�{�µ� �¿�½�s�r�z���w�è� �à  2 
÷�”�t
€���^�•�h�Ù�”�Ä�p  PortFast �›� �É�”�Ò�ç�t�b�”�q�z
�É�¿�Ä�ë�”�«  �ç�”�Ó�U
\�a�”�D�ó
Q�U�K�“�‡�b�{

�µ� �¿�½�w�I�ˆ�Ì�z�‡�h�x
÷�”�U�Ù�”�Ä�t
€���^�•�h�Ì�:�p�z�Ù�”�Ä�x�µ�Í�Ç�ï�¬�À�æ�”  �æ�µ�Ç�ï
�¬  �µ�Â�”�Ä�t�s�“�‡�b�{�8
ù�—���»� �Ú�”�U�¬�ƒ�b�”�q�z�Ù�”�Ä�x�å�”�Ç�ï�¬  �µ�Â�”�Ä�t�s�“�‡
�b�{�^�’�t�‹�O�°�S�z�8
ù�—���»� �Ú�”�U�¬�ƒ�b�”�q�z�Ù�”�Ä�x�Ñ�¥�ë�”�Ã�Ÿ�ï�¬  �µ�Â�”�Ä�‡�h�x
�Ò�é�¿�©�ï�¬  �µ�Â�”�Ä�t� �æ�`�‡�b�{

�µ� �¿�½  �Ù�”�Ä�‡�h�x�Ä�å�ï�«  �Ù�”�Ä	Í�p  PortFast �›� �É�”�Ò�ç�t�b�”�q�z �Ù�”�Ä�x�h�i�j�t�µ�Í
�Ç�ï�¬�À�æ�”  �Ñ�¥�ë�”�Ã�Ÿ�ï�¬  �µ�Â�”�Ä�t� �æ�`�‡�b�{
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PortFast BPDU �¨�”�Å�w�;�ó�“�A
Bridge Protocol Data Unit�¢ BPDU; �Ò�æ�¿�´  �Ó�é�Ä�¯�ç  �Ã�”�»  �â�Ç�¿�Ä�£�¨�”�Å�x�z�Ù�”�Ä�U  BPDU
�›	!	ô�`�h	Ô�ù�t�z�f�w�Ù�”�Ä�›  errdisable �µ�Â�”�Ä�t� �b�\�q�t�‘�l�o�µ�Í�Ç�ï�¬�À�æ�”  �ç�”�Ó
�›�w�­�`�‡�b�{�µ� �¿�½	Í�p  BPDU �¨�”�Å�;�ó�›� �É�”�Ò�ç�t
ƒ���`�h	Ô�ù�z� �ï�»�”�Ñ�£� �µ�U
BPDU �›	!	ô�b�”�q�z �µ�Í�Ç�ï�¬�À�æ�”�x�f�w� �ï�»�”�Ñ�£� �µ�›�µ�Í�Ç�ï�¬�À�æ�”  �Ò�é�¿�©�ï�¬
�µ�Â�”�Ä�t�b�”�E�˜�“�t�³�ß�¿�Ä�¼�¢�ï�`�‡�b�{ BPDU �¨�”�Å�›�¬�é�”�Ì�ç�t� �É�”�Ò�ç�t
ƒ���`�z
�Ù�”�Ä�o�•�w
ƒ���p�x  BPDU �¨�”�Å�›�Ã�Ñ�¥�ç�Ä�t�`�h	Ô�ù �¢�®�µ� �¿�½	Í�p�w  PortFast BPDU �¨�”
�Å�w
ƒ���¯ [p.9-13]  �›�€	°�£ �z BPDU �¨�”�Å�U� �É�”�Ò�ç�t�s�”�T�Ã�Ÿ�·�”�Ò�ç�t�s�”�T�x  PortFast
�w
ƒ���t�‘�l�o�>�‡�“�‡�b�{

�Ù�”�Ä�w
ƒ���U�Ã�Ñ�¥�ç�Ä�p�s�M	Ô�ù�z PortFast �x  BPDU �¨�”�Å�w
ƒ���t�è�¹�`�‡�d�œ�{ 
¯ 9-1 �t�z
BPDU �¨�”�Å�t���b�”�Ù�”�Ä
ƒ���w�b�‚�o�w�D�ó
Q�›�Ô�`�‡�b�{ BPDU �¨�”�Å�;�ó�p�x�z���g	��U
� �ï�»�”�Ñ�£� �µ�›	��ˆ�p�±�”�Ï�µ	Ý�6�t�í�b
ž�A�U�K�”�w�p�z�Á�®�s
ƒ���›�w�­�p�V�‡�b�{


¯ 9-1 BPDU �¨�”�Å�w�Ù�”�Ä
ƒ��

�Ù�”�Ä�o�•�w
ƒ�� �¬�é�”�Ì�ç
ƒ�� PortFast �ˆ�^�‹ BPDU �¨�”�Å�w�ˆ�^

�Ã�Ñ�¥�ç�Ä � �É�”�Ò�ç � �É�”�Ò�ç � �É�”�Ò�ç

�Ã�Ñ�¥�ç�Ä � �É�”�Ò�ç �Ã�Ÿ�·�”�Ò�ç �Ã�Ÿ�·�”�Ò�ç

�Ã�Ñ�¥�ç�Ä �Ã�Ÿ�·�”�Ò�ç X �Ã�Ÿ�·�”�Ò�ç

�Ã�Ÿ�·�”�Ò�ç X X �Ã�Ÿ�·�”�Ò�ç

� �É�”�Ò�ç X X � �É�”�Ò�ç
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PortFast BPDU �Ñ�Ÿ�ç�»�æ�ï�¬�w�;�ó�“�A
BPDU �Ñ�Ÿ�ç�»�æ�ï�¬�›�–�;�b�”�\�q�t�‘�“�z �¤�ï�Å  �³�µ�Â�Ü�t
€���^�•�h�Ù�”�Ä	Í�p  BPDU �U
ù
	ô�^�•�s�M�‘�O�t�b�”�\�q�U�p�V�‡�b�{ �µ� �¿�½	Í�p  BPDU �Ñ�Ÿ�ç�»�æ�ï�¬�›� �É�”�Ò�ç�t
ƒ���`
�h	Ô�ù�z�µ�Í�Ç�ï�¬�À�æ�”�x�z�æ�µ�Ç�ï�¬�q�å�”�Ç�ï�¬�w�µ�Â�”�Ä�›�&�c�t�Ù�”�Ä�›�h�i�j�t�Ñ�¥
�ë�”�Ã�Ÿ�ï�¬  �µ�Â�”�Ä�t�`�‡�b�{ BPDU �Ñ�Ÿ�ç�»�æ�ï�¬�›�¬�é�”�Ì�ç�t� �É�”�Ò�ç�t
ƒ���`�z�Ù�”
�Ä�o�•�w
ƒ���p�x  BPDU �Ñ�Ÿ�ç�»�æ�ï�¬�›�Ã�Ñ�¥�ç�Ä�t�`�h	Ô�ù �¢�®�µ� �¿�½	Í�p�w  PortFast BPDU
�Ñ�Ÿ�ç�»�æ�ï�¬�w
ƒ���¯ [p.9-16]  �›�€	°�£ �zBPDU �Ñ�Ÿ�ç�»�æ�ï�¬�U� �É�”�Ò�ç�t�s�”�T�Ã�Ÿ�·�”�Ò
�ç�t�s�”�T�x  PortFast �w
ƒ���t�‘�l�o�>�‡�“�‡�b�{

�Ù�”�Ä�w
ƒ���U�Ã�Ñ�¥�ç�Ä�p�s�M	Ô�ù�z PortFast �w
ƒ���x  BPDU �Ñ�Ÿ�ç�»�æ�ï�¬�t�è�¹�`�‡�d�œ�{

¯ 9-2 �t�z BPDU �Ñ�Ÿ�ç�»�t���b�”�b�‚�o�w
ƒ���w
Ê�ˆ�ù�˜�d�›�Ô�`�‡�b�{ BPDU �Ñ�Ÿ�ç�»�x�z�¤
�ï�Å  �×�µ�Ä�U
€���^�•�”�q�b�Y�t�z�ž�«�·�µ  �Ù�”�Ä�U�Ñ�¥�ë�”�Ã�Ÿ�ï�¬  �µ�Â�”�Ä�t�Ú
€� �æ�p�V
�”�‘�O�t�`�‡�b�{


¯ 9-2 BPDU �Ñ�Ÿ�ç�»�w�Ù�”�Ä
ƒ��

�Ù�”�Ä�o�•�w
ƒ�� �¬�é�”�Ì�ç
ƒ�� PortFast �ˆ�^�‹ BPDU �Ñ�Ÿ�ç�»�w�ˆ�^

�Ã�Ñ�¥�ç�Ä � �É�”�Ò�ç � �É�”�Ò�ç � �É�”�Ò�ç 1

1. �Ù�”�Ä�x	—�s�X�q�‹  10 �x�w  BPDU �›
ù	ô�`�‡�b�{�\�w�Ù�”�Ä�U  BPDU �›	!	ô�b�”�q�z PortFast �w�ˆ�^�‹�x�Ã�Ÿ
�·�”�Ò�ç�z BPDU �Ñ�Ÿ�ç�»�w�ˆ�^�‹�Ã�Ÿ�·�”�Ò�ç�t�s�“�‡�b�{

�Ã�Ñ�¥�ç�Ä � �É�”�Ò�ç �Ã�Ÿ�·�”�Ò�ç �Ã�Ÿ�·�”�Ò�ç

�Ã�Ñ�¥�ç�Ä �Ã�Ÿ�·�”�Ò�ç X �Ã�Ÿ�·�”�Ò�ç

�Ã�Ÿ�·�”�Ò�ç X X �Ã�Ÿ�·�”�Ò�ç

� �É�”�Ò�ç X X � �É�”�Ò�ç
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UplinkFast �w�;�ó�“�A
UplinkFast �x�z�µ�Í�Ç�ï�¬�À�æ�”  �Ä�Ù�é�´�”�w�!�=�™�t�ô���¯�ï�Ì�”�´�£�ï�µ�›�æ�M�z�ž�¿�Ó�æ�ï
�«  �¬�ç�”�Ó�›�–�;�b�”	Ñ�Õ�æ�ï�«���p�é�”�Å�Ì�å�ï�³�ï�¬�›�æ�M�‡�b�{�ž�¿�Ó�æ�ï�«  �¬�ç�”�Ó�x�z

�¢ VLAN�¦�>
Ý  LAN�§�]�q�w�£�Ù�”�Ä�w	B�ù�p�K�“�z�r�w�Ì�:�p�‹�z�f�w�¤�w  1 �m�w�Ù�”�Ä�i�Z�U�8

ù�›�æ�M�‡�b�{�b�s�˜�j�z�ž�¿�Ó�æ�ï�«  �¬�ç�”�Ó�x�z �¢�8
ù�›�æ�O�£�ç�”�Ä  �Ù�”�Ä�q�z�Ò�é�¿�«�^
�•�h�Ù�”�Ä�w	B�ù�p�Ï
R�^�•�‡�b�{�Ò�é�¿�«�^�•�h�Ù�”�Ä�t�x�·�ç�Ñ�ç�”�Ó  �Ù�”�Ä�x���‡�•�o�M�‡
�d�œ�{�ž�¿�Ó�æ�ï�«  �¬�ç�”�Ó�x�z�q�O�8
ù�¤�w�æ�ï�«�p	Ë�•�U�I�V�h	Ô�ù�t�E�8�Í�µ�›���™�`�‡�b�{

�¢�«�£ UplinkFast �x�z
�
¢�«�é�”�¸�¿�Ä  �µ� �¿�½�t�–�;�b�”�q�7�‹�®�L�$�p�b�{�f�•�Ž�Ž�w�;�M�t�x�z��
�®�p�s�M	Ô�ù�U�K�“�‡�b�{


$ 9-1 �t�z�æ�ï�«	Ë�•�U
C
\�b�”
²�w�Ä�Ù�é�´�”�w�«�›�Ô�`�‡�b�{�ç�”�Ä  �µ� �¿�½�p�K�”�µ� �¿�½
A �x�z�æ�ï�«  L1 �›�p�`�o�µ� �¿�½  B �t�z�æ�ï�«  L2 �›�p�`�o�µ� �¿�½  C �t�Ú
€
€���^�•�o�M�‡�b�{
�µ� �¿�½  B �t�Ú
€
€���^�•�o�M�”�µ� �¿�½  C �w�Ù�”�Ä�x�z�Ò�é�¿�©�ï�¬  �µ�Â�”�Ä�p�b�{


$ 9-1 �Ú
€�æ�ï�«	Ë�•
C
\
²�w  UplinkFast �w�«

�µ� �¿�½  C �U�z�q�O�ž�«�Â�Ÿ�Ò  �æ�ï�«�p�K�”  L2 	Í�p�æ�ï�«	Ë�•�¢�Ú
€�æ�ï�«	Ë�•�£�›�U	Z�b�”�q�z
UplinkFast �U�µ� �¿�½  C 	Í�p�Ò�é�¿�«�^�•�o�M�h�Ù�”�Ä�w�Ò�é�¿�«�›�r	†�`�z �æ�µ�Ç�ï�¬  �µ�Â�”�Ä
�S�‘�|�å�”�Ç�ï�¬  �µ�Â�”�Ä�›�&�c�t�z�h�i�j�t�Ñ�¥�ë�”�Ã�Ÿ�ï�¬  �µ�Â�”�Ä�t� �æ�^�d�‡�b�¢ 
$ 9-2
�›�€	°�£ �{�\�w�µ� �¿�½�¦�”�Ì�”�t�A�b�”�Ì���x�z 1 �™ 5 
µ�„�r�p�b�{


$ 9-2 �Ú
€�æ�ï�«	Ë�•
C
\�™�w  UplinkFast �w�«

L1

L2 L3

C 

A
B

11
24

1

L1

L2 L3

 C

 A
 B

UplinkFast 
 

11
24

2
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BackboneFast �w�;�ó�“�A
�µ� �¿�½	Í�w�ç�”�Ä  �Ù�”�Ä�‡�h�x�Ò�é�¿�«�^�•�h�Ù�”�Ä�U�z�f�w�Ù�”�Ä�w�¦���Ò�æ�¿�´�T�’�<�•
BPDU �›	!	ô�b�”�q�z BackboneFast �U�‰�•�^�•�‡�b�{�<�•  BPDU �x�z 1 �F�w�µ� �¿�½�›�ç�”�Ä  �Ò
�æ�¿�´�S�‘�|�¦���Ò�æ�¿�´�w�†�M�q�`�o�Ý���`�‡�b�{�µ� �¿�½�U�<�•  BPDU �›	!	ô�b�”�q�z�µ� �¿
�½�x�f�w�µ� �¿�½�U�Ú
€
€���^�•�o�M�s�M�æ�ï�«�¢��
€�æ�ï�«�£�p	Ë�•�U
C
\�`�h�¢�m�‡�“�z�¦��
�Ò�æ�¿�´�w�ç�”�Ä  �Ò�æ�¿�´�•�w
€���U
~�…�^�•�h�£�‹�w�q�ˆ�s�`�‡�b�{
ª	j�$�s�µ�Í�Ç�ï�¬�À�æ�”
�ç�”�ç�t	H�l�o�M�”	Ô�ù�z�µ� �¿�½�x
ƒ���A�ˆ�w�7�G�¤�”�´�ï�¬  �»� �Ü�¢ set spantree maxage �¯�Ú
�ï�Å�w  agingtime �!
:�p�¦���£�t�˜�h�l�o�<�•  BPDU �›�Á�¹�`�‡�b�{

�µ� �¿�½�x�z�ç�”�Ä  �Ò�æ�¿�´�•�w�E�8�Í�µ�w���Á�›
Q���`�‡�b�{�<�•  BPDU �U�Ò�é�¿�«  �Ù�”�Ä�w
1 �m�t�£	ô�b�”�q�z �µ� �¿�½�w�ç�”�Ä  �Ù�”�Ä�q�f�w���w�Ò�é�¿�«�^�•�h�Ù�”�Ä�U�ç�”�Ä  �Ò�æ�¿�´�w
�E�8�Í�µ�t�s�“�‡�b�¢�·�ç�Ñ�ç�”�Ó  �Ù�”�Ä�x�ç�”�Ä  �Ò�æ�¿�´�w�E�8�Í�µ�q�x�ˆ�s�^�•�‡�d�œ�£ �{�<
�•  BPDU �U�ç�”�Ä  �Ù�”�Ä�t�x�a�`�h	Ô�ù�t�x�z�b�‚�o�w�Ò�é�¿�«�^�•�h�Ù�”�Ä�U�ç�”�Ä  �Ò�æ�¿�´
�•�w�E�8�Í�µ�t�s�“�‡�b�{�<�•  BPDU �U�ç�”�Ä  �Ù�”�Ä�t�x�a�`�z�T�m�Ò�é�¿�«�^�•�h�Ù�”�Ä�U�s
�M	Ô�ù�t�x�z�µ� �¿�½�x�ç�”�Ä  �Ò�æ�¿�´�•�w
€���U
~�…�^�•�h�‹�w�q�ˆ�s�`�z�ç�”�Ä�w�7�G�¤�”�´
�ï�¬  �»� �Ü�›�¬�ƒ�^�d�z�è	×�w�µ�Í�Ç�ï�¬�À�æ�”  �ç�”�ç�t	H�l�o�ç�”�Ä  �µ� �¿�½�t�s�“�‡�b�{

�µ� �¿�½�t�ç�”�Ä  �Ò�æ�¿�´�•�w�E�8�Í�µ�U�K�”	Ô�ù�z�µ� �¿�½�x�f�•�’�w�E�8�Í�µ�›�–�;�`�o�z
�ç�”�Ä  �Ò�æ�¿�´�•�w�b�‚�o�w�E�8�Í�µ�t�0�`�o�z Root Link Query Protocol Data Unit�¢ PDU; �Ó�é�Ä
�¯�ç  �Ã�”�»  �â�Ç�¿�Ä�£�q�z�y�•�”	ý�`�M	��¨�w  PDU �›
ù	ô�`�‡�b�{�ç�”�Ä�•�w�E�8�Í�µ�U�‡�i�K
�”�\�q�›
Q���b�”�q�z�µ� �¿�½�x�z�<�•  BPDU �›	!	ô�`�h�Ù�”�Ä�w�7�G�¤�”�´�ï�¬  �»� �Ü�›�¬�ƒ
�^�d�‡�b�{�ç�”�Ä  �Ò�æ�¿�´�t�0�b�”�b�‚�o�w�E�8�Í�µ�U�z�µ� �¿�½�q�ç�”�Ä  �Ò�æ�¿�´���w
€���U

~�…�^�•�o�M�”�\�q�›�Ô�`�o�M�”	Ô�ù�t�x�z�µ� �¿�½�x�z�<�•  BPDU �›	!	ô�`�h�Ù�”�Ä�w�7�G�¤�”
�´�ï�¬  �»� �Ü�›�¬�ƒ�^�d�‡�b�{ 1 �m�‡�h�x
ó
:�w�E�8�Í�µ�T�’�ç�”�Ä  �Ò�æ�¿�´�t�¾�V���V
€���p�V
�”	Ô�ù�t�x�z�µ� �¿�½�x�z�<�•  BPDU �›	!	ô�`�h�b�‚�o�w�Ù�”�Ä�›  Designated Port�¢ DP; �¦���Ù�”
�Ä�£�t�`�o�z �¢�Ò�é�¿�©�ï�¬  �µ�Â�”�Ä�t�s�l�o�M�h	Ô�ù�£�Ò�é�¿�©�ï�¬  �µ�Â�”�Ä�T�’	†�Ž�`�o�z�æ
�µ�Ç�ï�¬  �µ�Â�”�Ä�S�‘�|�å�”�Ç�ï�¬  �µ�Â�”�Ä�›�&�o�z �Ñ�¥�ë�”�Ã�Ÿ�ï�¬  �µ�Â�”�Ä�t� �æ�^�d�‡�b�{


$ 9-3 �t�z�æ�ï�«	Ë�•�U
C
\�b�”
²�w�Ä�Ù�é�´�”�w�«�›�Ô�`�‡�b�{�ç�”�Ä  �µ� �¿�½�p�K�”�µ� �¿�½
A �x�z�æ�ï�«  L1 �›�p�`�o�µ� �¿�½  B �t�z�‡�h�z�æ�ï�«  L2 �›�p�`�o�µ� �¿�½  C �t�Ú
€
€���^�•�o
�M�‡�b�{�µ� �¿�½  B �t�Ú
€
€���^�•�o�M�”�µ� �¿�½  C �w�Ù�”�Ä�x�z�Ò�é�¿�©�ï�¬  �µ�Â�”�Ä�p�b�{


$ 9-3 ��
€�æ�ï�«	Ë�•
C
\
²�w  BackboneFast �w�«

�æ�ï�«  L1 �p	Ë�•�U�I�V�h	Ô�ù�z�µ� �¿�½  C �U�æ�ï�«  L1 �t�Ú
€
€���^�•�o�M�s�M�h�Š�z�µ� �¿�½  C
�x�f�w	Ë�•�›��
€	Ë�•�q�`�o�U	Z�`�‡�b�{�µ� �¿�½  B �t�x�z�ç�”�Ä  �µ� �¿�½�‡�p�w�Í�µ�U�K�“�‡
�d�œ�{ BackboneFast �t�‘�“�z�µ� �¿�½  C �w�Ò�é�¿�«�^�•�h�Ù�”�Ä�x�z�f�w�Ù�”�Ä�t
ƒ���^�•�o�M�”
�7�G�¤�” � ´ � ï �¬  �»�   �Ü�w�¬�ƒ�› �4�h�c � t�z�h � i � j � t �æ�µ�Ç� ï �¬  �µ�Â�” �Ä� t �   �æ�` �‡�b�{

L1

L2 L3

C 

A
B

11
24

1
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BackboneFast �x�^�’�t�z�µ� �¿�½  C �w�Ù�”�Ä�›�Ñ�¥�ë�”�Ã�Ÿ�ï�¬  �µ�Â�”�Ä�t� �æ�^�d�z�µ� �¿�½  B
�T�’�µ� �¿�½  A �‡�p�w�Í�µ�›���™�`�‡�b�{�\�w�µ� �¿�½�¦�”�Ì�”�t�A�b�”�Ì���x�z�ÿ  30 
µ�p�b�{

$ 9-4 �t�z BackboneFast �U�æ�ï�«  L1 �p
C
\�`�h	Ë�•�t� �a�o�r�w�‘�O�t�Ä�Ù�é�´�”�›�6
ƒ���b�”�T
�›�Ô�`�‡�b�{


$ 9-4 ��
€�æ�ï�«	Ë�•
C
\�™�w  BackboneFast �w�«

	ý�`�M�µ� �¿�½�U�Ý�Ã�Ÿ�ž�ž�����Ä�Ù�é�´�”�t
Ê�ˆ���‡�•�h	Ô�ù�z BackboneFast �x�I�ˆ�^�•�‡�d�œ�{

$ 9-5 �t�z	ý�`�M�µ� �¿�½�U�å�C�^�•�h�Ý�Ã�Ÿ�ž�ž�����Ä�Ù�é�´�”�›�Ô�`�‡�b�{	ý�`�M�µ� �¿�½�x�z
�×
ü�U�ç�”�Ä  �µ� �¿�½�p�K�”�\�q�›�;�Q�”�<�•  BPDU �w
ù	ô�›�‰�•�`�‡�b�{�h�i�`�z���w�µ� �¿
�½�x�\�•�’�w�<�•  BPDU �›�Á�¹�`�‡�b�{�f�w�A�L�z	ý�`�M�µ� �¿�½�x�µ� �¿�½  B �U�ç�”�Ä  �µ� �¿
�½�p�K�”�µ� �¿�½  A �•�w�¦���Ò�æ�¿�´�p�K�”�\�q�›�¶	6�`�‡�b�{


$ 9-5 �Ý�Ã�Ÿ�ž�ž�����Ä�Ù�é�´�”�t�S�Z�”�µ� �¿�½�w�å�C

L1

L2 L3

 A
 B

11
24

4

BackboneFast 

 

 A

 C  B

11
24
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�ç�”�Ó  �¨�”�Å�w�;�ó�“�A
BPDU �U�s�M	Ô�ù�t�x�z�o�°�M�²�æ�ï�«	Ë�•�t�‘�l�o�z�ç�”�Ä  �Ù�”�Ä�‡�h�x�E�8�Ù�”�Ä�U�ç�”�Ä�q
�`�o�¦���^�•�”�D�ó
Q�U�K�“�‡�b�{�¹�Ñ�Ä�¢�£�ž	Ë�•�t�‘�l�o�x�É�¿�Ä�ë�”�«�t�°�Ì�$�s�ç�”�Ó�U
�¾�V�I�\�^�•�”	Ô�ù�U�K�“�‡�b�{�ç�”�Ó  �¨�”�Å�x�z�ç�”�Ä  �Ù�”�Ä�‡�h�x�E�8�Ù�”�Ä�U  BPDU �›	!
	ô�b�”�T�r�O�T�›�¬�Ý�`�‡�b�{ �Ù�”�Ä�U  BPDU �›	!	ô�`�o�M�s�M	Ô�ù�z �ç�”�Ó  �¨�”�Å�x�z �6�S  BPDU
�w	!	ô�›�•�Š�”�‡�p�z�Ù�”�Ä�›  inconsistent �µ�Â�”�Ä�t�`�‡�b�{�ç�”�Ó  �¨�”�Å�x	Ë�•�›
~�“�m�`�o�z
�µ�Í�Ç�ï�¬�À�æ�”�›	Ë�•�æ�ï�«�•	Ë�•�Ò�æ�¿�´�w�s�M�†���`�h�Ä�Ù�é�´�”�t	)���^�d�‡�b�{

�ç�”�Ó  �¨�”�Å�x�z�Ù�”�Ä�o�•�p� �É�”�Ò�ç�t
ƒ���p�V�‡�b�{�ç�”�Ó  �¨�”�Å�›� �É�”�Ò�ç�t
ƒ���b
�”�q�z�f�w�Ù�”�Ä�U���b�”�b�‚�o�w�ž�«�Â�Ÿ�Ò�s� �ï�µ�»�ï�µ�‡�h�x  VLAN �t�z�×�ˆ�$�t�ç�”�Ó
�¨�”�Å�U�&�;�^�•�‡�b�{�ç�”�Ó  �¨�”�Å�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�q�z�¦���`�h�Ù�”�Ä�p�ç�”�Ó  �¨�”�Å
�U�Ã�Ÿ�·�”�Ò�ç�t�s�“�‡�b�{ �ç�”�Ó  �¨�”�Å�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�q�z �b�‚�o�w  loop-inconsistent �Ù�”
�Ä�U�æ�µ�Ç�ï�¬  �µ�Â�”�Ä�t� �æ�`�‡�b�{

�K�”�½�ß�É�ç�p�ç�”�Ó  �¨�”�Å�›� �É�”�Ò�ç�t
ƒ���`�z�7	s�w�æ�ï�«�U�o�°�M�²�t�s�”	Ô�ù�x�z�ç�”
�Ó �¨�”�Å�x�z�0	Å�q�s�”�Ù�”�Ä�U�½�ß�É�ç�T�’�_	†�^�•�”�‡�p�x�z�½�ß�É�ç
¶�.�›�Ò�é�¿�«�`�‡
�b�{ 
$ 9-6 �t�Ô�b�w�x�z 3 �F�w�µ� �¿�½�p�Ï
R�^�•�”�ç�”�Ó  �¨�”�Å�p�b�{


$ 9-6 �ç�”�Ó  �¨�”�Å�e�L�w  3 �F�w�µ� �¿�½�Ï
R


$ 9-6 �w�µ� �¿�½�Ï
R�x�z�Í�w�q�S�“�p�b�{

• �µ� �¿�½  A �S�‘�|  B �x�z
ü
��µ� �¿�½�p�b�{

• �µ� �¿�½  C �x�z�ž�«�·�µ  �µ� �¿�½�p�b�{

• �ç�”�Ó  �¨�”�Å�x�z�µ� �¿�½  A�z B�z�S�‘�|  C �w�Ù�”�Ä  3/1 �q  3/2 �p� �É�”�Ò�ç�t
ƒ���^�•�o�M
�‡�b�{

�ç�”�Ó  �¨�”�Å�x�z�Ò�é�¿�«�^�•�h�Ù�”�Ä�U�K�”�Ä�Ù�é�´�”�p�w�ˆ�–�;�`�o�X�i�^�M�{�Ò�é�¿�«�^�•
�h�Ù�”�Ä�U�s�M�Ä�Ù�é�´�”�x�z�ç�”�Ó�Ñ�æ�”�p�z�\�w�;�ó�›� �É�”�Ò�ç�t�b�”
ž�A�U�K�“�‡�d�œ�{
�ç�”�Ä  �µ� �¿�½�t�0�`�o�ç�”�Ó  �¨�”�Å�›� �É�”�Ò�ç�t�`�o�‹�®�L�x�K�“�‡�d�œ�U�z�ç�”�Ä  �µ� �¿
�½�U
‡�ç�”�Ä  �µ� �¿�½�t�s�l�h�q�V�t�-�¢�;�ó�›�î�æ�`�‡�b�{

�ç�”�Ó  �¨�”�Å�–�;�w�M�x�z�Í�w�«�™�Ä�ò�t	H�l�o�X�i�^�M�{

• �ç�”�Ó  �¨�”�Å�x�z PortFast �U� �É�”�Ò�ç�t
ƒ���^�•�h  VLAN �Ù�”�Ä�‡�h�x�¼� �Æ�Û�¿�«  VLAN
�Ù�”�Ä�p�x� �É�”�Ò�ç�t
ƒ���p�V�‡�d�œ�{

• �ç�”�Ó  �¨�”�Å�U
ƒ���^�•�h�Ù�”�Ä�p�x�z PortFast �›� �É�”�Ò�ç�t
ƒ���p�V�‡�d�œ�{

• �ç�”�Ä  �¨�”�Å�U� �É�”�Ò�ç�w	Ô�ù�x�z�ç�”�Ó  �¨�”�Å�›� �É�”�Ò�ç�t�p�V�‡�d�œ�{

3/1 3/1

3/2

3/1 3/2

3/2

A B

C

DP

 

55
77

2
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�ç�”�Ó  �¨�”�Å�x�z���w�;�ó�q�w���p�Í�w�‘�O�s
ì�“�^�;�U�K�“�‡�b�{

• �ç�”�Ó  �¨�”�Å�x�z UplinkFast �•  BackboneFast �w�;�ó�t�x�è�¹�›�)�Q�‡�d�œ�{

• �ž�;�æ�ï�«�t
€���^�•�h�Ù�”�Ä�p�x�z�ç�”�Ó  �¨�”�Å�›� �É�”�Ò�ç�t
ƒ���`�s�M�p�X�i�^�M�{

�¢�«�£ �ž�«�·�µ  �µ� �¿�½�w�ç�”�Ä  �Ù�”�Ä�S�‘�|�E�8�Ù�”�Ä�p�x�z�ç�”�Ó  �¨�”�Å�›� �É�”�Ò�ç
�t
ƒ���b�”�\�q�›
*	‘�`�‡�b�{

• �ç�”�Ä  �¨�”�Å�x�z	×�t�Ù�”�Ä�›�ç�”�Ä  �Ù�”�Ä�q�`�o�¦���^�d�‡�b�{�ç�”�Ó  �¨�”�Å�U���®�s�w
�x�z�Ù�”�Ä�U�ç�”�Ä  �Ù�”�Ä�‡�h�x�E�8�Ù�”�Ä�p�K�”	Ô�ù�i�Z�p�b�{�K�”�Ù�”�Ä�t�0�`�o�ç�”�Ó
�¨�”�Å�q�ç�”�Ä  �¨�”�Å�›�‰�Ì�t� �É�”�Ò�ç�t
ƒ���b�”�\�q�x�p�V�‡�d�œ�{

• �æ�ï�«�U�¬�q�^�•�”�q�z PortFast �x�Ù�”�Ä�›�h�i�j�t�Ñ�¥�ë�”�Ã�Ÿ�ï�¬  �µ�Â�”�Ä�t� �æ�`�‡�b�{
PortFast �U� �É�”�Ò�ç�t
ƒ���^�•�o�M�”�Ù�”�Ä�x�z �ç�”�Ä  �Ù�”�Ä�•�E�8�Ù�”�Ä�t�s�’�s�M�w�p�z
�‰�a�Ù�”�Ä�t�ç�”�Ó  �¨�”�Å�q  PortFast �›
ƒ���b�”�\�q�x�p�V�‡�d�œ�{�Ù�”�Ä�t�0�`�o�¼� �Æ
�Û�¿�«  VLAN �Ý�ï�Ì�”�³�¿�Ó�›�Â�“�p�o�”�t�x�z�f�w�Ù�”�Ä�p  PortFast �U� �É�”�Ò�ç�t
ƒ���^
�•�o�M�”
ž�A�U�K�“�‡�b�{�¼� �Æ�Û�¿�«  VLAN �Ý�ï�Ì�”�³�¿�Ó�›
‹�Q�h�z�ç�”�Ó  �¨�”�Å�U� 
�É�”�Ò�ç�w�Ù�”�Ä�›
ƒ���b�”�\�q�x�p�V�‡�d�œ�{

• �É�¿�Ä�ë�”�«�t�z �»� �Ó�t�°��
Q�w�s�M�Ù�”�Ä�‡�h�x  port VLAN identifier�¢ PVID; �Ù�”�Ä  VLAN
ID�£�t�°��
Q�w�s�M�Ù�”�Ä�U�K�”	Ô�ù�x�z
ƒ���w�¡�“�U	.
Y�^�•�”�‡�p�z�b�‚�o�w  BPDU �U
�
�:�^�•�‡�b�{ �Ý�¿�·�”�´�U�8�v
~�•�t�s�”�q�z �Ù�”�Ä�x�°��
Q�w�s�M�µ�Â�”�Ä�T�’� �æ�`�‡�b�{
�ç�”�Ó  �¨�”�Å�x�z�»� �Ó�t�°��
Q�w�s�M�Ù�”�Ä�•  PVID �t�°��
Q�w�s�M�Ù�”�Ä�t�0�b�”�Ý�¿
�·�”�´  �¤�”�´�w�8�v
~�•�›�Á�¹�`�‡�b�{�Ù�”�Ä�U�ç�”�Ó  �¨�”�Å�t�‘�l�o�Ò�é�¿�«�A�ˆ�w	Ô�ù
�x�z�Ù�”�Ä�p	!	ô�^�•�h
ƒ���w���§�l�h  BPDU �x�z�ç�”�Ó  �¨�”�Å�›�s
î�^�d�‡�b�U�z�Ù�”�Ä�x
�»� �Ó�t�°��
Q�w�s�M�µ�Â�”�Ä�‡�h�x  PVID �t�°��
Q�w�s�M�µ�Â�”�Ä�t� �æ�^�•�‡�b�{

• �Ë�   �ž�Õ� �å�Ï�æ�Â�Ÿ  �µ� �¿�½�Ï
R�p�x�z�ç�”�Ó  �¨�”�Å�t�‘�l�o�Ù�”�Ä�U�Ò�é�¿�«  �µ�Â�”�Ä
�t� �æ�^�•�”�q�z	Ñ�Õ�µ�”�Í�Ì� �²  �¤�ï�´�ï�•
~�“�8�Q�h�K�q�p�‹�z�Ù�”�Ä�x�Ò�é�¿�«�^�•�h
�‡�‡�p�b�{	ý�h�t�I�ˆ�^�•�h�µ�”�Í�Ì� �²  �¤�ï�´�ï�U�f�w�Ù�”�Ä�›�s
î�^�d�”�w�x�z�f�w�Ù�”
�Ä	Í�p  BPDU �U	!	ô�^�•�h�K�q�p�b�{

• �ç�”�Ó  �¨�”�Å�x�µ�Í�Ç�ï�¬�À�æ�”�U�Ý�Ý�`�o�M�”�Ù�”�Ä�›�–�;�`�‡�b�{�ç�”�Ó  �¨�”�Å�x�z Port
Aggregation Protocol�¢ PAgP�£�U���™�b�”�æ�g�Ù�”�Ä�›�b�;�p�V�‡�b�{�h�i�`�z�½�ß�É�ç�›��
R
�b�”�h�Š�z�f�w�½�ß�É�ç�t���b�”�b�‚�o�w
ú�g�Ù�”�Ä�U�z�“�õ
Q�w�K�”�Ï
R�›
‹�Q�o�M�”
ž�A
�U�K�“�‡�b�{ PAgP �x�z�b�‚�o�w
ú�g�Ù�”�Ä	Í�p�ç�”�Ä  �¨�”�Å�‡�h�x�ç�”�Ó  �¨�”�Å�›�É�°�t
ƒ
���`�o�½�ß�É�ç�›��
R�`�‡�b�{

�ç�”�Ó  �¨�”�Å�x�z�Ž�<�w�:�t�m�M�o�«�™�U
ž�A�p�b�{

�µ �µ�Í�Ç�ï�¬�À�æ�”�x�z	×�t�½�ß�É�ç�w�7	s�w�T�‡�Ù�”�Ä�›
¬�R�`�o  BPDU �›
ù	ô�`�‡�b�{
�f�w�æ�ï�«�U�o�°�M�²�t�s�l�h	Ô�ù�z�ç�”�Ó  �¨�”�Å�x�z�½�ß�É�ç�º�w���w�æ�ï�«�U
Y	×�t
�;�ó�`�o�M�”	Ô�ù�p�‹�z�½�ß�É�ç�›�Ò�é�¿�«�`�‡�b�{

�µ �ç�”�Ó  �¨�”�Å�t�‘�l�o�b�p�t�Ò�é�¿�«�^�•�o�M�”�Ù�”�Ä���p�½�ß�É�ç�›��
R�b�”	Ô�ù�z�µ
�Í�Ç�ï�¬�À�æ�”�x�z�\�•�’�w�Ù�”�Ä�t�0�b�”�µ�Â�”�Ä	Ø�C�›�b�‚�o�æ�M�z	ý�`�M�½�ß�É�ç
�Ù�”�Ä�U�¦���^�•�h�þ�Â�p�Ñ�¥�ë�”�Ã�Ÿ�ï�¬  �µ�Â�”�Ä�t�s�”�\�q�U�K�“�‡�b�{

�µ �ç�”�Ó  �¨�”�Å�t�‘�l�o�½�ß�É�ç�U�Ò�é�¿�«�^�•�z�½�ß�É�ç�U
��u�^�•�o�M�”	Ô�ù�z�µ�Í�Ç
�ï�¬�À�æ�”�x�z�µ�Â�”�Ä	Ø�C�›�b�‚�o�æ�M�‡�b�{�½�ß�É�ç�›��
R�b�”�æ�ï�«�w  1 �m�‡�h�x

ó
:�U�o�°�M�²�w	Ô�ù�p�‹�z�¤
ú�g�Ù�”�Ä�U�¦���^�•�h�þ�Â�p�Ñ�¥�ë�”�Ã�Ÿ�ï�¬  �µ�Â�”�Ä
�t�s�”�\�q�U�K�“�‡�b�{

�¢�«�£ UniDirectional Link Detection�¢ UDLD; �o�°�M�²�æ�ï�«�U	Z�£�›� �É�”�Ò�ç�t
ƒ���`
�o�z�æ�ï�«	Ë�•�›
~�“�m�b�\�q�U�p�V�‡�b�{ UDLD �U	Ë�•�›�U	Z�b�”�‡�p�ç�”�Ó�U

C
\�b�”�D�ó
Q�U�K�“�‡�b�U�z�ç�”�Ó  �¨�”�Å�x�f�•�›�U	Z�p�V�‡�d�œ�{

• �ç�”�Ó  �¨�”�Å�x�z�Ã�Ÿ�·�”�Ò�ç�t�s�l�o�M�”�µ�Í�Ç�ï�¬�À�æ�”  � �ï�µ�»�ï�µ�•  VLAN �t�0�`
�o�x�Á�®�p�b�{
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�µ� �¿�½	Í�p�w  PortFast �w
ƒ��
�\�\�p�x�z�µ� �¿�½	Í�p�µ�Í�Ç�ï�¬  �À�æ�”  PortFast �;�ó�›
ƒ���b�”	�	q�t�m�M�o
†�Ì�`�‡�b�{

• �ž�«�·�µ  �Ù�”�Ä	Í�p�w  PortFast �w� �É�”�Ò�ç�=�¢ p.9-10�£

• �Ä�å�ï�«  �Ù�”�Ä	Í�p�w�µ�Í�Ç�ï�¬�À�æ�”  PortFast �w� �É�”�Ò�ç�=�¢ p.9-11�£

• PortFast �w�Ã�Ÿ�·�”�Ò�ç�=�¢ p.9-12�£

• PortFast �w�æ�·�¿�Ä�¢ p.9-12�£

�ž�«�·�µ  �Ù�”�Ä	Í�p�w  PortFast �w� �É�”�Ò�ç�=

�«�™ PortFast �x�z�o�°�¤�ï�Å  �µ�Â�”�³�ã�ï�‡�h�x�µ� �¿�½  �Ù�”�Ä�q�µ� �¿�½  �Ù�”�Ä�w
€���t�–�;�p�V
�‡�b�{�µ� �¿�½�s�r�z���w�è� �à  2 
÷�”�t
€���^�•�h�Ù�”�Ä�p  PortFast �›� �É�”�Ò�ç�t�b�”�q�z
�É�¿�Ä�ë�”�«  �ç�”�Ó�U
\�a�”�D�ó
Q�U�K�“�‡�b�{

�µ� �¿�½  �Ù�”�Ä	Í�p  PortFast �›� �É�”�Ò�ç�t�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z �Þ�´�á�”�ç  4 �w�Ù�”�Ä  1 �p  PortFast �›� �É�”�Ò�ç�t�`�z 
ƒ���›�¬�Ý�b�”�«�›�Ô�`�‡�b �¢ PortFast
�w�µ�Â�”�»�µ�x�z [Fast-Start] �§�å�Ü�t
¯�Ô�^�•�‡�b�£ �{

Console> (enable) set spantree portfast 4/1 enable
Warning:Connecting Layer 2 devices to a fast start port can cause
temporary spanning tree loops. Use with caution.

Spantree port  4/1 fast start enabled.
Console> (enable) show spantree 4/1
Port      Vlan  Port-State     Cost   Priority  Fast-Start  Group-method
--------- ----  -------------  -----  --------  ----------  ------------
 4/1      1     blocking          19        20   enabled              
 4/1      100   forwarding        10        20   enabled              
 4/1      521   blocking          19        20   enabled              
 4/1      522   blocking          19        20   enabled              
 4/1      523   blocking          19        20   enabled              
 4/1      524   blocking          19        20   enabled              
 4/1      1003  not-connected     19        20   enabled              
 4/1      1005  not-connected     19         4   enabled              
Console> (enable)

�¢�«�£ �Ù�”�Ä�¦���U�¤�¿�´�q�`�o
¯�Ô�^�•�h	Ô�ù�z�f�w�Ù�”�Ä�‹  PortFast �Ù�”�Ä�p�b�{ �®�¤�¿�´  �Ù�”�Ä�¯
�¢ p.8-23�£ �›�€	°�`�o�X�i�^�M�{

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 �o�°�ë�”�«�µ�Â�”�³�ã�ï�z�µ� �¿�½�z�‡�h
�x�±�”�Ì�t
€���^�•�h�µ� �¿�½  �Ù�”�Ä	Í
�p  PortFast �›� �É�”�Ò�ç�t�`�‡�b�{

set spantree portfast mod_num/port_num enable | disable 

�µ�Â�¿�Ó 2 �µ� �¿�½  �Ù�”�Ä	Í�w  PortFast 
ƒ���›�¬�Ý
�`�‡�b�{

show spantree [mod_num/port_num] [vlan]
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�Ä�å�ï�«  �Ù�”�Ä	Í�p�w�µ�Í�Ç�ï�¬�À�æ�”  PortFast �w� �É�”�Ò�ç�=

�«�™ PortFast �x�z�o�°�¤�ï�Å  �µ�Â�”�³�ã�ï�‡�h�x�µ� �¿�½  �Ù�”�Ä�q�µ� �¿�½  �Ù�”�Ä�w
€���t�–�;�p�V
�‡�b�{�µ� �¿�½�s�r�z���w�è� �à  2 
÷�”�t
€���^�•�h�Ù�”�Ä�p  PortFast �›� �É�”�Ò�ç�t�b�”�q�z
�É�¿�Ä�ë�”�«  �ç�”�Ó�U
\�a�”�D�ó
Q�U�K�“�‡�b�{

�Ä�å�ï�«  �Ù�”�Ä	Í�p  PortFast �›� �É�”�Ò�ç�t�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z�Ä�å�ï�«  �Ù�”�Ä�w�Þ�´�á�”�ç  4 �w�Ù�”�Ä  1 	Í�p  PortFast �›� �É�”�Ò�ç�t�`�z�\�w�Ä�å�ï�«
�Ù�”�Ä�›�Ñ�¥�ë�”�Ã�Ÿ�ï�¬  �µ�Â�”�Ä�t�`�o�z
ƒ���›�¬�Ý�b�”�«�›�Ô�`�‡�b�¢ PortFast �w�µ�Â�”�»�µ
�x�z [Fast-Start] �§�å�Ü�t
¯�Ô�^�•�‡�b�£ �{

Console> (enable) set spantree portfast 4/1 enable trunk
Warning:Connecting Layer 2 devices to a fast start port can cause
temporary spanning tree loops. Use with caution.

Spantree port  4/1 fast start enabled.
Console> (enable) show spantree 4/1
Port                     Vlan Port-State    Cost      Prio Portfast
Channel_id
------------------------ ---- ------------- --------- ---- ------------------
 4/1                     1    blocking              4   32 enabled 0         
 4/1                     100  forwarding            4   32 enabled  0   
 4/1                     521  blocking              4   32 enabled  0   
 4/1                     524  blocking              4   32 enabled  0    
 4/1                     1003 not-connected         4   32 enabled  0
 4/1                     1005 not-connected         4   32 enabled  0
Console> (enable) show spantree portfast 4/1
Portfast:enable trunk
Portfast BPDU guard is disabled.
Portfast BPDU filter is disabled.
Console>

�¢�«�£ 2 �F�w�µ� �¿�½���p  PortFast �U� �É�”�Ò�ç�w	Ô�ù�z�³�µ�Â�Ü�x�É�¿�Ä�ë�”�«�t�ç�”�Ó�U�s�M�\�q�›
�¬�Ý�`�o�T�’�z�Ò�é�¿�©�ï�¬  �Ä�å�ï�«�›�Ñ�¥�ë�”�Ã�Ÿ�ï�¬  �µ�Â�”�Ä�t�`�‡�b�{

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 �o�°�ë�”�«�µ�Â�”�³�ã�ï�z�µ� �¿�½�z�‡�h
�x�±�”�Ì�t
€���^�•�h�Ä�å�ï�«  �Ù�”�Ä	Í
�p  PortFast �›� �É�”�Ò�ç�t�`�‡�b�{

set spantree portfast mod_num/port_num enable trunk

�¢�«�£ trunk  �©�”�ë�”�Å�›�–�;�`�s�M�p  set spantree
portfast �¯�Ú�ï�Å�›�Ä�å�ï�«  �Ù�”�Ä�t�0�`�o
�Ö�—�b�”�q�z�Ä�å�ï�«  �Ù�”�Ä�x�Ã�Ÿ�·�”�Ò�ç
�Þ�”�Å�w�‡�‡�t�s�“�‡�b�{

�µ�Â�¿�Ó 2 �Ä�å�ï�«  �Ù�”�Ä	Í�w  PortFast 
ƒ���›�¬�Ý
�`�‡�b�{

show spantree portfast [mod_num/port_num]
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PortFast �w�Ã�Ÿ�·�”�Ò�ç�=

�µ� �¿�½  �Ù�”�Ä�‡�h�x�Ä�å�ï�«  �Ù�”�Ä	Í�p  PortFast �›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z� �É�”�Ò�ç  �Þ�”
�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z�Þ�´�á�”�ç  4 �w�Ù�”�Ä  1 	Í�p  PortFast �›�Ã�Ÿ�·�”�Ò�ç�t�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set spantree portfast 4/1 disable
Spantree port 4/1 fast start disabled.
Console> (enable)

PortFast �w�æ�·�¿�Ä

�µ� �¿�½  �Ù�”�Ä�‡�h�x�Ä�å�ï�«  �Ù�”�Ä	Í�p  PortFast �›�æ�·�¿�Ä�`�z�Ã�Ñ�¥�ç�Ä�w
ƒ���‹�t�í�b�t
�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z�Þ�´�á�”�ç  4 �w�Ù�”�Ä  1 	Í�p  PortFast �›�æ�·�¿�Ä�`�z�Ã�Ñ�¥�ç�Ä�w
ƒ���‹�t�í�b�«�›�Ô�`�‡
�b�{

Console> (enable) set spantree portfast 4/1 default

Spantree port  4/1 fast start set to default.

Console> (enable) show spantree portfast 4/1
Portfast:default
Portfast BPDU guard is disabled.
Portfast BPDU filter is disabled.
Console> (enable)

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 �µ� �¿�½  �Ù�”�Ä	Í�p  PortFast �›�Ã�Ÿ�·�”�Ò�ç�t
�`�‡�b�{

set spantree portfast mod_num/port_num disable

�µ�Â�¿�Ó 2 PortFast �w
ƒ���›�¬�Ý�`�‡�b�{ show spantree mod_num/port_num

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 �µ� �¿�½  �Ù�”�Ä	Í�w  PortFast �›�æ�·�¿�Ä�`�z�Ã
�Ñ�¥�ç�Ä�w
ƒ���‹�t�í�`�‡�b�{

set spantree portfast mod_num/port_num default

�µ�Â�¿�Ó 2 PortFast �w
ƒ���›�¬�Ý�`�‡�b�{ show spantree mod_num/port_num
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�µ� �¿�½	Í�p�w  PortFast BPDU �¨�”�Å�w
ƒ��
�\�\�p�x�z�µ� �¿�½	Í�p  PortFast BPDU �¨�”�Å�›
ƒ���b�”	�	q�t�m�M�o
†�Ì�`�‡�b�{

• PortFast BPDU �¨�”�Å�w� �É�”�Ò�ç�=�¢ p.9-13�£

• PortFast BPDU �¨�”�Å�w�Ã�Ÿ�·�”�Ò�ç�=�¢ p.9-15�£

PortFast BPDU �¨�”�Å�w� �É�”�Ò�ç�=

PortFast �;�ó�x�Ù�”�Ä�o�•�p
ƒ���`�‡�b�U�z PortFast BPDU �¨�”�Å  �¦�Ó�³�ã�ï�x�z�¬�é�”�Ì�ç�p�‹
�Ù�”�Ä�o�•�p�‹
ƒ���p�V�‡�b�{

�Ù�”�Ä	Í�p  PortFast �›�Ã�Ÿ�·�”�Ò�ç�t�b�”�q�z PortFast BPDU �¨�”�Å�x
‡�ž�«�Â�Ÿ�Ò�t�s�“�‡�b�{
�Ù�”�Ä�w
ƒ���U�Ã�Ñ�¥�ç�Ä�Ž�Ž�w	Ô�ù�x�z�Ù�”�Ä�w
ƒ���t�‘�l�o�¬�é�”�Ì�ç
ƒ���U�!�Ë�^�•�‡�b�{
�Ù�”�Ä�w
ƒ���U�Ã�Ñ�¥�ç�Ä�t
ƒ���^�•�o�M�”	Ô�ù�x�z�¬�é�”�Ì�ç
ƒ���U�½�£�¿�«�^�•�‡�b�{�Ù�”�Ä
�w
ƒ���U� �É�”�Ò�ç�w	Ô�ù�x�z�Ù�”�Ä�w
ƒ���U�–�;�^�•�z�¬�é�”�Ì�ç
ƒ���x�–�;�^�•�‡�d�œ�{


‡�Ä�å�ï�©�ï�¬  �µ� �¿�½  �Ù�”�Ä	Í�p  PortFast BPDU �¨�”�Å�›� �É�”�Ò�ç�t�b�”�t�x�z� �É�”�Ò�ç
�Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z �µ� �¿�½	Í�p  PortFast BPDU �¨�”�Å�›� �É�”�Ò�ç�t�`�z Per VLAN Spanning-Tree Plus�¢ PVST+�£
�Þ�”�Å�p
ƒ���›�¬�Ý�b�”�«�›�Ô�`�‡�b�{

�¢�«�£ PVST+ �w	Ä�I�t�m�M�o�x�z �H 8 	·�®�µ�Í�Ç�ï�¬�À�æ�”�w
ƒ���¯ �›�€	°�`�o�X�i�^�M�{

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 �Ù�”�Ä�o�•�p  BPDU �¨�”�Å�›� �É�”�Ò�ç�t�`�‡
�b�{

set spantree portfast bpdu-guard mod/port  
[disable | enable | default]

�µ�Â�¿�Ó 2 PortFast BPDU �¨�”�Å�w
ƒ���›�¬�Ý�`�‡�b�{ show spantree summary
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Console> (enable) set spantree portfast bpdu-guard 6/1 enable
Spantree port  6/1 bpdu guard enabled.
Console> (enable)
Console> (enable) show spantree summary
Root switch for vlans: none.
Portfast bpdu-guard enabled for bridge.
Uplinkfast disabled for bridge.
Backbonefast disabled for bridge.

Vlan  Blocking Listening Learning Forwarding STP Active
----- -------- --------- -------- ---------- ----------
   1         0         0        0          4          4
   2         0         0        0          4          4
   3         0         0        0          4          4
   4         0         0        0          4          4
   5         0         0        0          4          4
   6         0         0        0          4          4
  10         0         0        0          4          4
  20         0         0        0          4          4
  50         0         0        0          4          4
 100         0         0        0          4          4
 152         0         0        0          4          4
 200         0         0        0          5          5
 300         0         0        0          4          4
 400         0         0        0          4          4
 500         0         0        0          4          4
 521         0         0        0          4          4
 524         0         0        0          4          4
 570         0         0        0          4          4
 801         0         0        0          0          0
 802         0         0        0          0          0
 850         0         0        0          4          4
 917         0         0        0          4          4
 999         0         0        0          4          4
1003         0         0        0          0          0
1005         0         0        0          0          0

      Blocking Listening Learning Forwarding STP Active
----- -------- --------- -------- ---------- ----------
Total        0         0        0         85         85



�H 9 	·       �µ�Í�Ç�ï�¬�À�æ  �”  PortFast �z UplinkFast �z BackboneFast �z�S�‘�|�ç�”�Ó  �¨�”�Å�w
ƒ��
�µ� �¿�½	Í�p�w  PortFast BPDU �¨�”�Å�w
ƒ��

9-15
Catalyst 6500 �³�æ�”�¶  �µ� �¿�½  �¹�Ñ�Ä�¢�£�ž  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �¨� �Å

OL-7193-01-J

PortFast BPDU �¨�”�Å�w�Ã�Ÿ�·�”�Ò�ç�=

�µ� �¿�½	Í�p  PortFast BPDU �¨�”�Å�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ
�M�‡�b�{

�Í�t�z�µ� �¿�½	Í�p  PortFast BPDU �¨�”�Å�›�Ã�Ÿ�·�”�Ò�ç�t�`�z
ƒ���›�¬�Ý�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set spantree portfast bpdu-guard disable
Spantree portfast bpdu-guard disabled on this switch.
Console> (enable) show spantree summary
Summary of connected spanning tree ports by vlan

Portfast bpdu-guard disabled for bridge.
Uplinkfast disabled for bridge.
Backbonefast disabled for bridge.

Vlan  Blocking Listening Learning Forwarding STP Active
----- -------- --------- -------- ---------- ----------
   1         0         0        0          4          4
   2         0         0        0          4          4
   3         0         0        0          4          4
   4         0         0        0          4          4
   5         0         0        0          4          4
   6         0         0        0          4          4
  10         0         0        0          4          4
  20         0         0        0          4          4
  50         0         0        0          4          4
 100         0         0        0          4          4
 152         0         0        0          4          4
 200         0         0        0          5          5
 300         0         0        0          4          4
 400         0         0        0          4          4
 500         0         0        0          4          4
 521         0         0        0          4          4
 524         0         0        0          4          4
 570         0         0        0          4          4
 801         0         0        0          0          0
 802         0         0        0          0          0
 850         0         0        0          4          4
 917         0         0        0          4          4
 999         0         0        0          4          4
1003         0         0        0          0          0
1005         0         0        0          0          0

      Blocking Listening Learning Forwarding STP Active
----- -------- --------- -------- ---------- ----------
Total        0         0        0         85         85
Console> (enable) 

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 �µ�   �¿�½	Í �p  PortFast BPDU �¨ � ” �Å�› �Ã�Ÿ
�·�”�Ò�ç�t�`�‡�b�{

set spantree portfast bpdu-guard mod/port  [disable |
enable | default]

�µ�Â�¿�Ó 2 PortFast BPDU �¨�”�Å�w
ƒ���›�¬�Ý�`�‡�b�{ show spantree summary
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�µ� �¿�½	Í�p�w  PortFast BPDU �Ñ�Ÿ�ç�»�æ�ï�¬�w
ƒ��
�\�\�p�x�z�µ� �¿�½	Í�p  PortFast BPDU �Ñ�Ÿ�ç�»�æ�ï�¬�›
ƒ���b�”	�	q�t�m�M�o
†�Ì�`�‡�b�{

• PortFast BPDU �Ñ�Ÿ�ç�»�æ�ï�¬�w� �É�”�Ò�ç�=�¢ p.9-16�£

• PortFast BPDU �Ñ�Ÿ�ç�»�æ�ï�¬�w�Ã�Ÿ�·�”�Ò�ç�=�¢ p.9-17�£

PortFast BPDU �Ñ�Ÿ�ç�»�æ�ï�¬�w� �É�”�Ò�ç�=


‡�Ä�å�ï�©�ï�¬  �µ� �¿�½  �Ù�”�Ä	Í�p  PortFast BPDU �Ñ�Ÿ�ç�»�æ�ï�¬�›� �É�”�Ò�ç�t�b�”�t�x�z� 
�É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�¤�Ù�”�Ä	Í�w  BPDU �Ñ�Ÿ�ç�»�æ�ï�¬�›�Ã�Ñ�¥�ç�Ä�‹�t
ƒ���`�‡�b�{ �Í�t�z �Ù�”�Ä	Í�p  PortFast BPDU
�Ñ�Ÿ�ç�»�æ�ï�¬�›� �É�”�Ò�ç�t�`�z PVST+ �Þ�”�Å�p
ƒ���›�¬�Ý�b�”�«�›�Ô�`�‡�b�{

�¢�«�£ PVST+ �w	Ä�I�t�m�M�o�x�z �H 8 	·�®�µ�Í�Ç�ï�¬�À�æ�”�w
ƒ���¯ �›�€	°�`�o�X�i�^�M�{

Console> (enable) set spantree portfast bpdu-filter 6/1 enable
Warning:Ports enabled with bpdu filter will not send BPDUs and drop all
received BPDUs. You may cause loops in the bridged network if you misuse
this feature.

Console> (enable) show spantree summary
Root switch for vlans: none.
Portfast bpdu-filter enabled for bridge.
Uplinkfast disabled for bridge.
Backbonefast disabled for bridge.

Vlan  Blocking Listening Learning Forwarding STP Active
----- -------- --------- -------- ---------- ----------
   1         0         0        0          4          4
   2         0         0        0          4          4
   3         0         0        0          4          4
   4         0         0        0          4          4
   5         0         0        0          4          4
   6         0         0        0          4          4
.
.
.

850         0         0        0          4          4
 917         0         0        0          4          4
 999         0         0        0          4          4
1003         0         0        0          0          0
1005         0         0        0          0          0

      Blocking Listening Learning Forwarding STP Active
----- -------- --------- -------- ---------- ----------
Total        0         0        0         85         85
Console> (enable)

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 �Ù�”�Ä	Í�p  BPDU �Ñ�Ÿ�ç�»  �µ�Â�”�Ä�›
ƒ��
�`�‡�b�{

set spantree portfast bpdu-filter mod/port  [disable |
enable | default]

�µ�Â�¿�Ó 2 PortFast BPDU �Ñ�Ÿ�ç�»�æ�ï�¬�w
ƒ���›�¬�Ý
�`�‡�b�{

show spantree summary
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PortFast BPDU �Ñ�Ÿ�ç�»�æ�ï�¬�w�Ã�Ÿ�·�”�Ò�ç�=

�µ� �¿�½	Í�p  PortFast BPDU �Ñ�Ÿ�ç�»�æ�ï�¬�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w
�^�À�›�æ�M�‡�b�{

�Í�t�z�µ� �¿�½	Í�p  PortFast BPDU �Ñ�Ÿ�ç�»�æ�ï�¬�›�Ã�Ÿ�·�”�Ò�ç�t�`�z
ƒ���›�¬�Ý�b�”�«�›�Ô�`
�‡�b�{

Console> (enable) set spantree portfast bpdu-filter disable
Spantree portfast bpdu-filter disabled on this switch.
Console> (enable) show spantree summary
Summary of connected spanning tree ports by vlan

Portfast bpdu-filter disabled for bridge.
Uplinkfast disabled for bridge.
Backbonefast disabled for bridge.

Vlan  Blocking Listening Learning Forwarding STP Active
----- -------- --------- -------- ---------- ----------
   1         0         0        0          4          4
   2         0         0        0          4          4
   3         0         0        0          4          4
   4         0         0        0          4          4
   5         0         0        0          4          4
   6         0         0        0          4          4
  10         0         0        0          4          4
.
.

802         0         0        0          0          0
 850         0         0        0          4          4
 917         0         0        0          4          4
 999         0         0        0          4          4
1003         0         0        0          0          0
1005         0         0        0          0          0

      Blocking Listening Learning Forwarding STP Active
----- -------- --------- -------- ---------- ----------
Total        0         0        0         85         85
Console> (enable) 

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 �µ� �¿�½	Í�p  PortFast BPDU �Ñ�Ÿ�ç�»�æ�ï�¬�›
�Ã�Ÿ�·�”�Ò�ç�t�`�‡�b�{

set spantree portfast bpdu-filter disable

�µ�Â�¿�Ó 2 PortFast BPDU �Ñ�Ÿ�ç�»�æ�ï�¬�w
ƒ���›�¬�Ý�`
�‡�b�{

show spantree summary
show portfast



�H 9 	·       �µ�Í�Ç�ï�¬�À�æ  �”  PortFast �z UplinkFast �z BackboneFast �z�S�‘�|�ç�”�Ó  �¨�”�Å�w
ƒ��
�µ� �¿�½	Í�p�w  UplinkFast �w
ƒ��

9-18
Catalyst 6500 �³�æ�”�¶  �µ� �¿�½  �¹�Ñ�Ä�¢�£�ž  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �¨� �Å

OL-7193-01-J

�µ� �¿�½	Í�p�w  UplinkFast �w
ƒ��
PVST+ �‡�h�x  Multi-Instance Spanning-Tree Protocol�¢ MISTP�£�t�z UplinkFast �›
ƒ���p�V�‡�b�{�–�;
�b�”�¯�Ú�ï�Å�x�‰�a�p�b�U�z	Z�—�x�˜�c�T�t�Ÿ�s�”	Ô�ù�U�K�“�‡�b�{

�¢�«�£ MISTP �w	Ä�I�t�m�M�o�x�z �H 8 	·�®�µ�Í�Ç�ï�¬�À�æ�”�w
ƒ���¯ �›�€	°�`�o�X�i�^�M�{

�\�\�p�x�z�µ� �¿�½	Í�p  UplinkFast �;�ó�›
ƒ���b�”	�	q�t�m�M�o
†�Ì�`�‡�b�{

• UplinkFast �w� �É�”�Ò�ç�=�¢ p.9-18�£

• UplinkFast �w�Ã�Ÿ�·�”�Ò�ç�=�¢ p.9-19�£

UplinkFast �w� �É�”�Ò�ç�=

set spantree uplinkfast enable �¯�Ú�ï�Å�›�î�æ�b�”�q�z �f�w�µ� �¿�½	Í�w�b�‚�o�w�Ù�”�Ä�w�Í�µ  �¯�µ
� Ä � U 
 ÿ � C � ` � ‡ � b� {� f � w � A � L� z� µ �   � ¿ � ½ � U � ç � ” � Ä � µ �   � ¿ � ½ � t � s � ” � D � ó 
 Q � U � ÿ � X � s � “ � ‡ � b� {
station_update_rate �w�‹�x�z 100 �Û�æ
µ���t
ù	ô�^�•�”�Ú�ç�½�©�ß�µ�Ä  �Í�­�¿�Ä�w
:�›
¯�`�‡�b�¢�Ã
�Ñ�¥�ç�Ä�p�x  15 �Í�­�¿�Ä /100 �Û�æ
µ�p�b�£ �{

�¢�«�£ set spantree uplinkfast �¯�Ú�ï�Å�›� �É�”�Ò�ç�t�b�”�q�z�\�w�¯�Ú�ï�Å�x�µ� �¿�½	Í�w�b�‚�o�w
VLAN �t�è�¹�›�t�…�`�‡�b�{�x�‘�w  VLAN 	Í�p  UplinkFast �›
ƒ���b�”�\�q�x�p�V�‡�d�œ�{

�µ� �¿�½	Í�p  UplinkFast �›� �É�”�Ò�ç�t�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z PVST+ �Þ�”�Å�U� �É�”�Ò�ç�t�s�l�o�M�”	Ô�ù�t�µ�Â�”�³�ã�ï  �ž�¿�Ó�Ã�”�Ä  �è�”�Ä�›  15 �Í
�­�¿�Ä /100 �Û�æ
µ�t�`�o�z UplinkFast �›� �É�”�Ò�ç�t�`�z�^�’�t�z UplinkFast �U� �É�”�Ò�ç�t�s�l
�o�M�”�\�q�›�¬�Ý�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set spantree uplinkfast enable
VLANs 1-4094 bridge priority set to 49152.
The port cost and portvlancost of all ports set to above 3000.
Station update rate set to 15 packets/100ms.
uplinkfast all-protocols field set to off.
uplinkfast enabled for bridge.
Console> (enable) show spantree uplinkfast 1 100 521-524
Station update rate set to 15 packets/100ms.
uplinkfast all-protocols field set to off.
VLAN          port list
-----------------------------------------------
1             1/1(fwd),1/2
100           1/2(fwd)
521           1/1(fwd),1/2
522           1/1(fwd),1/2
523           1/1(fwd),1/2
524           1/1(fwd),1/2
Console> (enable)

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 �µ� �¿�½	Í�p  UplinkFast �›� �É�”�Ò�ç�t�`�‡
�b�{

set spantree uplinkfast enable [rate 
station_update_rate] [all-protocols off | on]

�µ�Â�¿�Ó 2 UplinkFast �U� �É�”�Ò�ç�t
ƒ���^�•�h�\�q�›
�¬�Ý�`�‡�b�{

show spantree uplinkfast [{ mistp-instance 
[instances]}| vlans]
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�Í�t�z�b�‚�o�w  VLAN �t�m�M�o  UplinkFast �w
ƒ���›
¯�Ô�b�”�«�›�Ô�`�‡�b�{

Console> show spantree uplinkfast
Station update rate set to 15 packets/100ms.
uplinkfast all-protocols field set to off.
VLAN port list 
------------------------------------------------
1-20   1/1(fwd),1/2-1/5
21-50  1/9(fwd), 1/6-1/8, 1/10-1/12
51-100 2/1(fwd), 2/12
Console> 

MISTP �Þ�”�Å�U� �É�”�Ò�ç�t�s�l�o�M�”	Ô�ù�t  UplinkFast �›� �É�”�Ò�ç�t�b�”�q�z �Í�w�«�w�‘�O�s
	Z�—�U
¯�Ô�^�•�‡�b�{

Console> (enable) set spantree uplinkfast enable
Instances 1-16 bridge priority set to 49152.
The port cost and portinstancecost of all ports set to above 10000000.
Station update rate set to 15 packets/100ms.
uplinkfast all-protocols field set to off.
uplinkfast enabled for bridge.
Console> (enable)

�Í�t�z�›���w� �ï�µ�»�ï�µ�t�m�M�o  UplinkFast �w
ƒ���›
¯�Ô�b�”�«�›�Ô�`�‡�b�{

Console> show spantree uplinkfast mistp-instance 1
Station update rate set to 15 packets/100ms.
uplinkfast all-protocols field set to off.
Inst   port list 
------------------------------------------------
1      4/1(fwd)
Console> 

UplinkFast �w�Ã�Ÿ�·�”�Ò�ç�=

set spantree uplinkfast disable �¯�Ú�ï�Å�x�z�µ� �¿�½	Í�p  UplinkFast �›�Ã�Ÿ�·�”�Ò�ç�t�`�‡�b�U�z�µ
� �¿�½  �Ó�å� �¦�æ�Â�Ÿ�q�Ù�”�Ä  �¯�µ�Ä�w�‹�x	Z�Y�Ì�w�Ã�Ñ�¥�ç�Ä�t�x�æ�·�¿�Ä�^�•�‡�d�œ�{

�¢�«�£ set spantree uplinkfast disable �¯�Ú�ï�Å�›�Ö�—�b�”�q�z�µ� �¿�½	Í�w�b�‚�o�w  VLAN �U�è�¹�›	!�Z
�‡�b�{�x�‘�w  VLAN 	Í�p  UplinkFast �›�Ã�Ÿ�·�”�Ò�ç�t�b�”�\�q�x�p�V�‡�d�œ�{

�µ� �¿�½	Í�p  UplinkFast �›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 �µ� �¿�½	Í�p  UplinkFast �›�Ã�Ÿ�·�”�Ò�ç�t�`�‡�b�{ set spantree uplinkfast disable

�µ�Â�¿�Ó 2 UplinkFast �U�Ã�Ÿ�·�”�Ò�ç�t
ƒ���^�•�h�\�q�›�¬�Ý
�`�‡�b�{

show spantree uplinkfast
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�Í�t�z PVST+ �Þ�”�Å�U� �É�”�Ò�ç�t�s�l�o�M�”	Ô�ù�z�µ� �¿�½	Í�p  UplinkFast �›�Ã�Ÿ�·�”�Ò�ç�t
�`�z
ƒ���›�¬�Ý�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set spantree uplinkfast disable
Uplinkfast disabled for switch. 
Use clear spantree uplinkfast to return stp parameters to default.
Console> (enable) show spantree uplinkfast
Station update rate set to 15 packets/100ms.
uplinkfast all-protocols field set to off.
VLAN          port list
-----------------------------------------------
1             1/1(fwd),1/2
100           1/2(fwd)
521           1/1(fwd),1/2
522           1/1(fwd),1/2
523           1/1(fwd),1/2
524           1/1(fwd),1/2
Console> (enable)
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�µ� �¿�½	Í�p�w  BackboneFast �w
ƒ��
�\�\�p�x�z BackboneFast �w
ƒ��	�	q�t�m�M�o
†�Ì�`�‡�b�{

• BackboneFast �w� �É�”�Ò�ç�=�¢ p.9-21�£

• BackboneFast �w�-	Ø�C�w
¯�Ô�¢ p.9-21�£

• BackboneFast �w�Ã�Ÿ�·�”�Ò�ç�=�¢ p.9-22�£

BackboneFast �w� �É�”�Ò�ç�=

�¢�«�£ BackboneFast �›�–�;�b�”�t�x�z �É�¿�Ä�ë�”�«	Í�w�b�‚�o�w�µ� �¿�½�p  BackboneFast �›� �É�”�Ò�ç�t

ƒ���b�”
ž�A�U�K�“�‡�b�{ BackboneFast �x�z�Ä�”�«�ï�æ�ï�¬  VLAN �p�x�±�Ù�”�Ä�^�•�o�M�‡�d�œ�{
�\�w�;�ó�x�z�±�”�Å�Í�”�Â�Ÿ
a�w�µ� �¿�½�q
Ê�ˆ�ù�˜�d�o�–�;�b�”�\�q�U�p�V�‡�b�{

�µ� �¿�½	Í�p  BackboneFast �›� �É�”�Ò�ç�t�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z�µ� �¿�½	Í�p  BackboneFast �›� �É�”�Ò�ç�t�`�z
ƒ���›�¬�Ý�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set spantree backbonefast enable
Backbonefast enabled for all VLANs
Console> (enable) show spantree backbonefast
Backbonefast is enabled.
Console> (enable)

BackboneFast �w�-	Ø�C�w
¯�Ô

BackboneFast �w�-	Ø�C�›
¯�Ô�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�¯�Ú�ï�Å�›�Ö�—�`�‡�b�{

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 �µ� �¿�½	Í�p  BackboneFast �›� �É�”�Ò�ç�t�`�‡�b�{ set spantree backbonefast enable

�µ�Â�¿�Ó 2 BackboneFast �U� �É�”�Ò�ç�t
ƒ���^�•�h�\�q�›�¬�Ý
�`�‡�b�{

show spantree backbonefast

�^�À �¯�Ú�ï�Å

BackboneFast �w�-	Ø�C�›
¯�Ô�`�‡�b�{ show spantree summary
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�Í�t�z BackboneFast �w�-	Ø�C�w
¯�Ô�«�›�Ô�`�‡�b�{

Console> (enable) show spantree summary
Summary of connected spanning tree ports by vlan

Uplinkfast disabled for bridge.
Backbonefast enabled for bridge.

Vlan  Blocking Listening Learning Forwarding STP Active
----- -------- --------- -------- ---------- ----------
   1         0         0        0          1          1

      Blocking Listening Learning Forwarding STP Active
----- -------- --------- -------- ---------- ----------
Total        0         0        0          1          1
BackboneFast statistics
-----------------------
Number of inferior BPDUs received (all VLANs)  : 0
Number of RLQ req PDUs received (all VLANs)    : 0
Number of RLQ res PDUs received (all VLANs)    : 0
Number of RLQ req PDUs transmitted (all VLANs) : 0
Number of RLQ res PDUs transmitted (all VLANs) : 0
Console> (enable)

BackboneFast �w�Ã�Ÿ�·�”�Ò�ç�=

�µ� �¿�½	Í�p  BackboneFast �›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z�µ� �¿�½	Í�p  BackboneFast �›�Ã�Ÿ�·�”�Ò�ç�t�`�z
ƒ���›�¬�Ý�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set spantree backbonefast disable
Backbonefast enabled for all VLANs
Console> (enable) show spantree backbonefast
Backbonefast is disable.
Console> (enable)

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 �µ� �¿�½	Í�p  BackboneFast �›�Ã�Ÿ�·�”�Ò�ç�t�`
�‡�b�{

set spantree backbonefast disable

�µ�Â�¿�Ó 2 BackboneFast �U�Ã�Ÿ�·�”�Ò�ç�t
ƒ���^�•�h�\�q
�›�¬�Ý�`�‡�b�{

show spantree backbonefast
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�µ� �¿�½	Í�p�w�ç�”�Ó  �¨�”�Å�w
ƒ��
�\�\�p�x�z�ç�”�Ó  �¨�”�Å�w
ƒ��	�	q�t�m�M�o
†�Ì�`�‡�b�{

• �ç�”�Ó  �¨�”�Å�w� �É�”�Ò�ç�=�¢ p.9-23�£

• �ç�”�Ó  �¨�”�Å�w�Ã�Ÿ�·�”�Ò�ç�=�¢ p.9-23�£

�ç�”�Ó  �¨�”�Å�w� �É�”�Ò�ç�=

�Ù�”�Ä�o�•�p�µ�Í�Ç�ï�¬�À�æ�”  �ç�”�Ó  �¨�”�Å�;�ó�›� �É�”�Ò�ç�‡�h�x�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z
set spantree guard �¯�Ú�ï�Å�›�–�;�`�‡�b�{

�µ� �¿�½	Í�p�ç�”�Ó  �¨�”�Å�›� �É�”�Ò�ç�t�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z�ç�”�Ó  �¨�”�Å�›� �É�”�Ò�ç�t�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set spantree guard loop 5/1
Rootguard is enabled on port 5/1, enabling loopguard will disable rootguard on this 
port.
Do you want to continue (y/n) [n]? y
Loopguard on port 5/1 is enabled.
Console> (enable)

�ç�”�Ó  �¨�”�Å�w�Ã�Ÿ�·�”�Ò�ç�=

�µ� �¿�½	Í�p�ç�”�Ó  �¨�”�Å�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z�ç�”�Ó  �¨�”�Å�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set spantree guard none 5/1
Rootguard is disabled on port 5/1, disabling loopguard will disable rootguard on this 
port.
Do you want to continue (y/n) [n]? y
Loopguard on port 5/1 is disabled.
Console> (enable)

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 �Ù�”�Ä	Í�p�ç�”�Ó  �¨�”�Å�›� �É�”�Ò�ç�t�`�‡
�b�{

set spantree guard loop mod/port

�µ�Â�¿�Ó 2 �ç�”�Ó  �¨�”�Å�U� �É�”�Ò�ç�t
ƒ���^�•�h�\�q�›
�¬�Ý�`�‡�b�{

show spantree guard { mod/port | vlan} 
mistp-instance instance

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 �Ù�”�Ä	Í�p�ç�”�Ó  �¨�”�Å�›�Ã�Ÿ�·�”�Ò�ç�t
�`�‡�b�{

set spantree guard none mod/port

�µ�Â�¿�Ó 2 �ç�”�Ó  �¨�”�Å�U�Ã�Ÿ�·�”�Ò�ç�t
ƒ���^�•�h
�\�q�›�¬�Ý�`�‡�b�{

show spantree guard { mod/port | vlan} 
mistp-instance instance
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10

VTP �w
ƒ��

�\�w	·�p�x�z Catalyst 6500 �³�æ�”�¶  �µ� �¿�½	Í�p  VLAN Trunking Protocol�¢ VTP; VLAN �Ä�å�ï�©�ï
�¬  �Ó�é�Ä�¯�ç�£�›
ƒ���b�”	�	q�t�m�M�o
†�Ì�`�‡�b�{

�¢�«�£ �\�w	·�p�–�;�`�o�M�”�¯�Ú�ï�Å�w�ì
¶�s�Ï���S�‘�|�–�;�M�O�w	Ä�I�t�m�M�o�x�z �° Catalyst 6500
Series Switch Command Reference�±�›�€	°�`�o�X�i�^�M�{

�\�w	·�p
†�Ì�b�”�º�0�x�z�Í�w�q�S�“�p�b�{

• VTP �Ì�”�´�ã�ï  1 �S�‘�|�Ì�”�´�ã�ï  2 �w�;�ó�“�A�¢ p.10-2�£

• VTP �Ì�”�´�ã�ï  1 �S�‘�|�Ì�”�´�ã�ï  2 �w�Ã�Ñ�¥�ç�Ä
ƒ���¢ p.10-6�£

• VTP �Ì�”�´�ã�ï  1 �S�‘�|�Ì�”�´�ã�ï  2 
ƒ���Ì�w�«�™�Ä�ò�¢ p.10-6�£

• VTP �Ì�”�´�ã�ï  1 �S�‘�|�Ì�”�´�ã�ï  2 �w
ƒ���¢ p.10-7�£

• VTP �Ì�”�´�ã�ï  3 �w�;�ó�“�A�¢ p.10-14�£

• VTP �Ì�”�´�ã�ï  3 �w�Ã�Ñ�¥�ç�Ä
ƒ���¢ p.10-23�£

• VTP �Ì�”�´�ã�ï  3 �w
ƒ���¢ p.10-23�£
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VTP �Ì�”�´�ã�ï  1 �S�‘�|�Ì�”�´�ã�ï  2 �w�;�ó�“�A
VTP �x�z�è� �à  2 �w�Ý�¿�·�”�´�ï�¬  �Ó�é�Ä�¯�ç�p�K�“�z�É�¿�Ä�ë�”�«
¶�.�t�˜�h�l�o  VLAN �¢�>

Ý LAN�£�w�å�C�z�_	†�z�S�‘�|�Ê	¶�!�Ë�s�r�›���g�b�”�\�q�t�‘�“�z VLAN 
ƒ���w
T�ù
Q�›�¡�Ë�`
�‡�b�{ VTP �›�–�;�b�”�q�z VLAN �Ê�w	O
ó�z�Á�®�s  VLAN �»� �Ó�w�¦���z�·�©�á�æ�Â�Ÿ�§
S�s�r
�w�^�‡�_�‡�s�ð�J�t�‘�l�o
\�a�”
ƒ���w�Ã	l�U�7	–�v�t�H�Q�’�•�‡�b�{

VTP �›�–�;�b�”�q�z�É�¿�Ä�ë�”�«�p  VLAN 1 �™ 1005 �›���g�p�V�‡�b�¢ VTP �Ì�”�´�ã�ï  1 �S�‘�|
VTP �Ì�”�´�ã�ï  2 �x�z VLAN 1025 �™ 4094 �›�±�Ù�”�Ä�`�o�M�‡�d�œ�£ �{ VTP �p�x�z 1 �F�w�µ� �¿�½	Í
�p�¤��	B�ÿ�$�t
ƒ���!�Ë�›�æ�M�z�f�•�’�w�!�Ë�›�×�ˆ�$�t�É�¿�Ä�ë�”�«	Í�w���w�µ� �¿�½�t�;�a�b
�”�\�q�U�p�V�‡�b�{

�¢�«�£ VLAN �w	Ä�`�M
ƒ��	�	q�t�m�M�o�x�z �H 11 	·�® VLAN �w
ƒ���¯ �›�€	°�`�o�X�i�^�M�{

�\�\�p�x�z VTP �w�;�ó�t�m�M�o
†�Ì�`�‡�b�{

• VTP �Å�Ý� �ï�w�“�A�¢ p.10-2�£

• VTP �Þ�”�Å�w�“�A�¢ p.10-3�£

• VTP �ž�Å�Ì�»� �¶�w�“�A�¢ p.10-3�£

• VTP �Ì�”�´�ã�ï  2 �w�“�A�¢ p.10-3�£

• VTP �Ó�ç�”�Ç�ï�¬�w�“�A�¢ p.10-4�£

VTP �Å�Ý� �ï�w�“�A

VTP �Å�Ý� �ï�¢���Ê�z VLAN ���g�Å�Ý� �ï�£�x�z
ì�“
€���^�•�h  1 �m�‡�h�x
ó
:�w�µ� �¿�½�p�Ï
R
�^�•�z�\�•�’�w�µ� �¿�½�x�‰�a  VTP �Å�Ý� �ï�Ê�›�ž���`�‡�b�{�µ� �¿�½�U	t���p�V�”  VTP �Å�Ý� 
�ï�x  1 �m�i�Z�p�b�{�Å�Ý� �ï�w�¬�é�”�Ì�ç  VLAN 
ƒ���›�!�Ë�b�”�t�x�z CLI�¢�¯�Ú�ï�Å�å� �ï  � �ï
�»�”�Ñ�£� �µ�£�‡�h�x  SNMP�¢���›�É�¿�Ä�ë�”�«���g�Ó�é�Ä�¯�ç�£�›�–�;�`�‡�b�{

�Ã�Ñ�¥�ç�Ä�p�x�z�µ� �¿�½�x  VTP �±�”�Ì  �Þ�”�Å�p�K�“�z�Ä�å�ï�«  �æ�ï�«�›�p�`�o�Å�Ý� �ï�t�m�M
�o�w�ž�Å�Ì�»� �¶�›	!	ô�b�”�T�z�â�”�²�U���g�Å�Ý� �ï�›
ƒ���`�s�M�T�W�“�z
‡���g�Å�Ý� �ï  �µ
�Â�”�Ä�w�‡�‡�p�b�{���g�Å�Ý� �ï�Ê�›�¦���b�”�T�¶	6�b�”�‡�p�z VTP �±�”�Ì	Í�p  VLAN �w�^
R�•
�!�Ë�x�p�V�‡�d�œ�{

�µ� �¿�½�U�Ä�å�ï�«  �æ�ï�«�›�p�`�o  VTP �ž�Å�Ì�»� �¶�›	!	ô�b�”�q�z���g�Å�Ý� �ï�Ê�S�‘�|  VTP
�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �æ�Ï�´�ã�ï
j�ø�U�'	•�^�•�‡�b�{�µ� �¿�½�x�z���w���g�Å�Ý� �ï�Ê�‡�h�x
�y�M�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �æ�Ï�´�ã�ï
j�ø�U�¦���^�•�h�ž�Å�Ì�»� �¶�t�m�M�o�x�z �°
~�Á�¹�`�‡
�b�{

�µ� �¿�½�›  VTP �Ä�å�ï�µ�Ö�ž�è�ï�Ä�q�`�o
ƒ���`�h	Ô�ù�z VLAN �w�^
R�S�‘�|�!�Ë�x�D�ó�p�b�U�z
�f�w�!�Ë�U�^�;�b�”�w�x�x�‘�w�µ� �¿�½�t�v�’�•�‡�b�{

VTP �±�”�Ì	Í�w  VLAN 
ƒ���›�!�Ë�b�”�q�z�f�w�!�Ë�x  VTP �Å�Ý� �ï�º�w�b�‚�o�w�µ� �¿�½�t�;�û
�^�•�‡�b�{ VTP �ž�Å�Ì�»� �¶�x�z ISL�¢�µ� �¿�½���æ�ï�«�£�z IEEE 802.1Q�z IEEE 802.10�z�S�‘�|
ATM�¢
‡�‰�8�8
ù�Þ�”�Å�£ LAN Emulation�¢ LANE; LAN �¤�Û�á�è�”�³�ã�ï�£�›���Š�z�b�‚�o�w�Ä�å
�ï�«
€���t�;
ù�^�•�‡�b�{

VTP �x�z�{���w�Ê
²�q�º
æ� �ï�Ã�¿�«�µ�›�0� �^�d�z
ó
:�w  LAN �»� �Ó�t�˜�h�l�o  VLAN �›�ˆ�$
�t�Ú�¿�Ð�ï�¬�`�‡�b�{�Ú�¿�Ð�ï�¬�t�‘�“�z�É�¿�Ä�ë�”�«���g	��w
÷�”���g�w
Û�r�U�0�n�^�•�‡�b�{
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VTP �Þ�”�Å�w�“�A

�Í�w�M�c�•�T�w  VTP �Þ�”�Å�p�ˆ�^�b�”�‘�O�t�µ� �¿�½�›
ƒ���p�V�‡�b�{

• �±�”�Ì  �•  VTP �±�”�Ì  �Þ�”�Å�p�x�z VLAN �w�^
R�z�!�Ë�z�S�‘�|�_	†�U�p�V�‡�b�{�‡�h�z VTP
�Å�Ý� �ï
¶�.�t�0�`�o���w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Í�å�Ý�”�» �¢ VTP �Ì�”�´�ã�ï�z VTP �Ó�ç�”
�Ç�ï�¬�s�r�£�›�¦���p�V�‡�b�{ VTP �±�”�Ì�x�z�‰�°  VTP �Å�Ý� �ï�º�w���w�µ� �¿�½�t�z�×
ü
�w VLAN 
ƒ���›�ž�Å�Ì�»� �¶�`�z�‡�h�z�Ä�å�ï�«  �æ�ï�«�›�p�`�o	!	ô�`�h�ž�Å�Ì�»� �¶�t�,
�n�M�o�z�×
ü�w  VLAN 
ƒ���›���w�µ� �¿�½�q�‰�8�^�d�‡�b�{ VTP �±�”�Ì  �Þ�”�Å�U�Ã�Ñ�¥�ç�Ä
�w
ƒ���p�b�{

• �«�å� �ž�ï�Ä  �•  VTP �«�å� �ž�ï�Ä�x�z VTP �±�”�Ì�q�‰�7�t�ˆ�^�`�‡�b�U�z VTP �«�å� �ž�ï�Ä
	Í�p  VLAN �w�^
R�z�!�Ë�z�‡�h�x�_	†�›�æ�O�\�q�x�p�V�‡�d�œ�{

• �Ä�å�ï�µ�Ö�ž�è�ï�Ä  �•  VTP �Ä�å�ï�µ�Ö�ž�è�ï�Ä  �µ� �¿�½�x�z VTP �t�€�C�`�‡�d�œ�{ VTP �Ä�å
�ï�µ�Ö�ž�è�ï�Ä  �µ� �¿�½�x�z�×
��w  VLAN 
ƒ���›�ž�Å�Ì�»� �¶�d�c�z	!	ô�`�h�ž�Å�Ì�»� �¶
�t�,�n�M�o�‰�8�^�d�”�\�q�‹�K�“�‡�d�œ�{�h�i�`�z VTP �Ì�”�´�ã�ï  2 �w	Ô�ù�z�Ä�å�ï�µ�Ö�ž�è
�ï�Ä  �µ� �¿�½�x�×
��w�Ä�å�ï�«  �Ù�”�Ä�T�’	!	ô�`�h  VTP �ž�Å�Ì�»� �¶�›�8
ù�`�‡�b�{

• �¦�Ñ  �•  	Í�G�w  3 	��¨�w�Þ�”�Å�p�z�µ� �¿�½�U���g�Å�Ý� �ï  �µ�Â�”�Ä�›�‰�•�b�”�q�h�i�j�t�z
VTP �ž�Å�Ì�»� �¶�›
ù	!	ô�`�‡�b�{ VTP �¦�Ñ  �Þ�”�Å�p�x�z VTP �ž�Å�Ì�»� �¶�U�8
ù�^�•�s�M
�\�q�›	†�V�z�µ� �¿�½�w�ˆ�^�x  VTP �Ä�å�ï�µ�Ö�ž�è�ï�Ä  �Þ�”�Å�w	Ô�ù�q�‰�a�p�b�{

VTP �ž�Å�Ì�»� �¶�w�“�A

VTP �Å�Ý� �ï�w�¤�µ� �¿�½�x�z�'�ÿ�^�•�h�Ú�ç�½�©�ß�µ�Ä  �ž�Å�è�µ�t�0�`�o�z�f�•�g�•�w�Ä�å�ï
�«  �Ù�”�Ä�T�’�ž�Å�Ì�»� �¶�›���8�$�t
ù	ô�`�‡�b�{ VTP �ž�Å�Ì�»� �¶�›	!	ô�`�h�Ù
€�µ� �¿�½�x�z

ž�A�t� �a�o�f�•�g�•�w  VTP �S�‘�|  VLAN 
ƒ���›�ž�¿�Ó�Ã�”�Ä�`�‡�b�{

VTP �ž�Å�Ì�»� �¶�p�x�z�Í�w�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï	Ø�C�U
�
Í�^�•�‡�b�{

• VLAN ID �¢ ISL �S�‘�|  802.1Q�£

• �¤�Û�á�è�”�Ä  LAN �Ê�¢ ATM LANE �;�£

• 802.10 SAID �‹�¢ FDDI�£

• VTP �Å�Ý� �ï�Ê

• VTP �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �æ�Ï�´�ã�ï
j�ø

• �¤  VLAN �w Maximum Transmission Unit�¢ MTU; �7�G�;
ù�â�Ç�¿�Ä�£�±� �¶�s�r�w  VLAN 
ƒ��

• �Ñ�è�”�Ü  �Ñ�¥�”�Ú�¿�Ä

VTP �Ì�”�´�ã�ï  2 �w�“�A

�É�¿�Ä�ë�”�«�p  VTP �›�–�;�b�”	Ô�ù�x�z VTP �Ì�”�´�ã�ï  1�z�Ì�”�´�ã�ï  2�z�‡�h�x�Ì�”�´�ã�ï  3 �w
�M�c�•�›�–�;�b�”�T�›�>���b�”
ž�A�U�K�“�‡�b�¢�Ì�”�´�ã�ï  3 �w	Ä�I�t�m�M�o�x�z �®VTP �Ì�”�´�ã
�ï  3 �w�;�ó�“�A�¯ [p.10-14] �›�€	°�`�o�X�i�^�M�£ �{

�¢�«�£ �Ä�”�«�ï�æ�ï�¬���¥�p  VTP �›�–�;�b�”	Ô�ù�z�Ì�”�´�ã�ï  2 �U
ž�A�p�b�{

VTP �Ì�”�´�ã�ï  1 �p�x�±�Ù�”�Ä�^�•�c�z VTP �Ì�”�´�ã�ï  2 �p�±�Ù�”�Ä�^�•�”�;�ó�x�z�Í�w�q�S�“�p
�b�{

• �Ä�”�«�ï�æ�ï�¬�w�±�Ù�”�Ä  �•  VTP �Ì�µ�´�ã�ï  2 �x�z�Ä�”�«�ï�æ�ï�¬  LAN �µ� �¿�½�ï�¬�S�‘�|
VLAN �¢ Token Ring Bridge Relay Function�¦ TrBRF; �Ä�”�«�ï�æ�ï�¬  �Ò�æ�¿�´  �æ�è�”�;�ó�§�S�‘
�|  Token Ring Concentrator Relay Function�¦ TrCRF;�Ä�”�«�ï�æ�ï�¬  �¯�ï�·�ï�Ä�è�”�»  �æ�è�”�;
�ó�§�£�›�±�Ù�”�Ä�`�o�M�‡�b�{�Ä�”�«�ï�æ�ï�¬  VLAN �w	Ä�I�t�m�M�o�x�z �H 11 	·�® VLAN �w
ƒ
���¯ �›�€	°�`�o�X�i�^�M�{
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• �Ý�Ý
Æ�D�ó�s  Type-Length-Value�¢ TLV�£�w�±�Ù�”�Ä  �•  VTP �±�”�Ì�‡�h�x�«�å� �ž�ï�Ä�x�z TLV
�U�Ý�Ý
Æ�D�ó�p�K�l�o�‹�z
ƒ���w�!�Ë�›���w�Ä�å�ï�«�t�;�û�`�‡�b�{�Ý�Ý�^�•�s�T�l�h  TLV
�x�z NVRAM�¢
Æ�4
C
Q  RAM�£�t�-���^�•�‡�b�{

• �Ì�”�´�ã�ï�‘�����Ä�å�ï�µ�Ö�ž�è�ï�Ä  �Þ�”�Å  �•  VTP �Ì�”�´�ã�ï  1 �w	Ô�ù�z VTP �Ä�å�ï�µ�Ö�ž
�è�ï�Ä  �µ� �¿�½�x�z VTP �Ý�¿�·�”�´�w�¤�w�Å�Ý� �ï�Ê�S�‘�|�Ì�”�´�ã�ï�›�Ð�‚�z�Ì�”�´�ã�ï�S
�‘�|�Å�Ý� �ï�Ê�U�°�•�b�”	Ô�ù�t�v�l�o�Ý�¿�·�”�´�›�8
ù�`�‡�b�{�µ�”�Í�Ì� �²  �¤�ï�´�ï  �¹
�Ñ�Ä�¢�£�ž�p�±�Ù�”�Ä�^�•�”�Å�Ý� �ï�x  1 �m�i�Z�s�w�p�z VTP �Ì�”�´�ã�ï  2 �p�x�z�Ä�å�ï�µ�Ö
�ž�è�ï�Ä  �Þ�”�Å�w	Ô�ù�t�z�Ì�”�´�ã�ï�›�¬�Ý�d�c�t  VTP �Ý�¿�·�”�´�›�8
ù�`�‡�b�{

• 
T�ù
Q�U�*  �•  VTP �Ì�”�´�ã�ï  2 �p�x�z CLI �‡�h�x  SNMP �›�p�`�o	ý�`�M	Ø�C�U�Ö�—�^�•�h	Ô
�ù�t�v�“�z VLAN 
T�ù
Q�U�*�¢ VLAN �Ê�z�‹�s�r�£�›�æ�M�‡�b�{ VTP �Ý�¿�·�”�´�T�’	ý�`�M	Ø
�C�›	��˜�`�h	Ô�ù�z�‡�h�x  NVRAM �T�’	Ø�C�›�¡�ˆ���œ�i	Ô�ù�t�x�z
T�ù
Q�U�*�›�æ�M�‡�d
�œ�{	!	ô�`�h  VTP �Ý�¿�·�”�´�w�¼� �´�£�µ�Ä�U���®�p�K�•�y�z
T�ù
Q�U�*�›�æ�˜�c�t	Ø�C�U	!
�Z�Ö�•�’�•�‡�b�{

VTP �Ó�ç�”�Ç�ï�¬�w�“�A

�¢�«�£ VTP �Ì�”�´�ã�ï  3 �µ� �¿�½	Í�p  VTP �Ó�ç�”�Ç�ï�¬�›� �É�”�Ò�ç�t�`�o�‹�z�Ó�ç�”�Ç�ï�¬�x�f�w�µ
� �¿�½	Í�p� �É�”�Ò�ç�t�s�”�i�Z�p�b�{ VTP �Ì�”�´�ã�ï  1 �•  VTP �Ì�”�´�ã�ï  2 �w�‘�O�t�;�û�^�•
�”�\�q�x�K�“�‡�d�œ�{

VTP �Ó�ç�”�Ç�ï�¬�x�z�Ò�é�”�Å�©�ß�µ�Ä  �Í�­�¿�Ä�z�Ú�ç�½�©�ß�µ�Ä  �Í�­�¿�Ä�z�°�Œ�w�Í�­�¿�Ä�z
�S�‘�|�Ñ�å�¿�Ã�Ÿ�ï�¬  �â�Ç�©�ß�µ�Ä  �Í�­�¿�Ä�s�r�z
Æ�A�s�Ñ�å�¿�Ã�Ÿ�ï�¬  �Ä�å�Ñ�Ÿ�¿�«�›�_�n�b
�”�\�q�t�‘�“�z�É�¿�Ä�ë�”�«�w�3�¬
ï�›�¦�Á�`�‡�b�{ VTP �Ó�ç�”�Ç�ï�¬�x�z�è�$�w�É�¿�Ä�ë�”�«
÷
�”�t�ž�«�·�µ�b�”�h�Š�t�–�;�b�”
ž�A�w�K�”�Ä�å�ï�«  �æ�ï�«�•�w�Ñ�å�¿�Ã�Ÿ�ï�¬  �Ä�å�Ñ�Ÿ�¿�«�›

M�v�b�”�w�p�z�–�;�D�ó�s�3�¬
ï�U
ÿ�Q�‡�b�{ VTP �Ó�ç�”�Ç�ï�¬�x�z�Ã�Ÿ�·�”�Ò�ç�U�Ã�Ñ�¥�ç�Ä�w

ƒ���p�b�{

���g�Å�Ý� �ï�º�w�b�‚�o�w
÷�”�U  VTP �Ó�ç�”�Ç�ï�¬�›�±�Ù�”�Ä�b�”�\�q�›�¬�Ý�`�h	Í�p�z VTP �Ó
�ç�”�Ç�ï�¬�›� �É�”�Ò�ç�t�`�o�X�i�^�M�{ VTP �Ó�ç�”�Ç�ï�¬�x�z�µ�”�Í�Ì� �²  �¤�ï�´�ï  Release
5.1(1) �Ž�ñ�w�¹�Ñ�Ä�¢�£�ž  �æ�æ�”�µ�p�±�Ù�”�Ä�^�•�o�M�‡�b�{

�¢�«�£ �ç�”�»�›�–�;�`�o�¤�Û�á�è�”�Ä  LAN ���p�ç�”�Â�Ÿ�ï�¬�b�”	Ô�ù�z ATM LANE �Þ�´�á�”�ç�U�e�L�^
�•�h�µ� �¿�½�›���‰  VTP ���g�Å�Ý� �ï�º�p�x�z VTP �Ó�ç�”�Ç�ï�¬�›�Ã�Ÿ�·�”�Ò�ç�t�b�”
ž�A�U�K
�“�‡�b�¢ ATM LANE �Þ�´�á�”�ç�U�Ä�å�ï�«�p�K�”�h�Š�t�z VTP �Ó�ç�”�Ç�ï�¬  �Ý�¿�·�”�´�U
ù	ô�^
�•�‡�b�£ �{ �‡�h�z ATM LANE �Þ�´�á�”�ç�U�e�L�^�•�h�b�‚�o�w�µ� �¿�½	Í�p�z clear vtp pruneeligible
�¯�Ú�ï�Å�›�–�;�`�o  LANE VLAN �w�Ó�ç�”�Ç�ï�¬�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�\�q�‹�p�V�‡�b�{


$ 10-1 �t�z VTP �Ó�ç�”�Ç�ï�¬�›�–�;�p�V�s�M	Ô�ù�w�µ� �¿�½�Å  �É�¿�Ä�ë�”�«�›�Ô�`�‡�b�{�µ� �¿
�½ 1 �w�Ù�”�Ä  1 �S�‘�|�µ� �¿�½  4 �w�Ù�”�Ä  2 �x�z Red �q�M�O VLAN �t�Â�“�p�o�’�•�o�M�‡�b�{�µ
� �¿�½  1 �t
€���^�•�h�×�µ�Ä�T�’�z�Ò�é�”�Å�©�ß�µ�Ä�U
ù	ô�^�•�‡�b�{�µ� �¿�½  1 �x�z�Ò�é�”�Å
�©�ß�µ�Ä�›�Ñ�å�¿�Ã�Ÿ�ï�¬�`�z Red VLAN �t�Ù�”�Ä�w�s�M�µ� �¿�½  3�z 5�z�S�‘�|  6 �‹���Š�o�z�É�¿
�Ä�ë�”�«�º�w�b�‚�o�w�µ� �¿�½�U�f�•�›	!	ô�`�‡�b�{
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$ 10-1 VTP �Ó�ç�”�Ç�ï�¬�›�–�;�`�s�M	Ô�ù�w�Ñ�å�¿�Ã�Ÿ�ï�¬  �Ä�å�Ñ�Ÿ�¿�«


$ 10-2 �t�z	Í�G�q�‰�°�w�µ� �¿�½�Å  �É�¿�Ä�ë�”�«�p  VTP �Ó�ç�”�Ç�ï�¬�U� �É�”�Ò�ç�w	Ô�ù�›�Ô�`
�‡�b�{ Red VLAN �T�’�w�Ä�å�Ñ�Ÿ�¿�«�U�¦���^�•�h�æ�ï�«�¢�µ� �¿�½  2 �w�Ù�”�Ä  5�z�µ� �¿�½  4 �w
�Ù�”�Ä  4�£�p�Ó�ç�”�Ç�ï�¬�^�•�”�w�p�z�µ� �¿�½  1 �T�’�w�Ò�é�”�Å�©�ß�µ�Ä  �Ä�å�Ñ�Ÿ�¿�«�x�z�µ
� �¿�½  3�z 5�z�S�‘�|  6 �t�x�8
ù�^�•�‡�d�œ�{

VTP �±�”�Ì�p  VTP �Ó�ç�”�Ç�ï�¬�›� �É�”�Ò�ç�t�b�”�q�z���g�Å�Ý� �ï
¶�.�t�˜�h�l�o�Ó�ç�”�Ç�ï
�¬�U� �É�”�Ò�ç�t�s�“�‡�b�{ VTP �Ó�ç�”�Ç�ï�¬�x�z� �É�”�Ò�ç�t�`�o�T�’
:
µ�™�t���®�t�s�“�‡
�b�{�Ã�Ñ�¥�ç�Ä�p�x�z VLAN 2 �™ 1000 �U�Ó�ç�”�Ç�ï�¬�&�¨�p�b�{ VTP �Ó�ç�”�Ç�ï�¬
Æ�&�¨�w  VLAN
�T�’�w�Ä�å�Ñ�Ÿ�¿�«�x�Ó�ç�”�Ç�ï�¬�^�•�‡�d�œ�{ VLAN 1 �x	×�t�Ó�ç�”�Ç�ï�¬
Æ�&�¨�p�K�“�z VLAN
1 �T�’�w�Ä�å�Ñ�Ÿ�¿�«�›�Ó�ç�”�Ç�ï�¬�b�”�\�q�x�p�V�‡�d�œ�{

VLAN �Ó�ç�”�Ç�ï�¬�›
Æ�&�¨�t�b�”�t�x�z clear vtp pruneeligible �¯�Ú�ï�Å�›�Ö�—�`�‡�b�{ VLAN �Ó
�ç�”�Ç�ï�¬�›�6�|�&�¨�t�b�”�t�x�z set vtp pruneeligible �¯�Ú�ï�Å�›�Ö�—�`�‡�b�{ VLAN �Ó�ç�”�Ç�ï
�¬�w�&�¨
Q�x�z�Å�Ý� �ï�p  VTP �Ó�ç�”�Ç�ï�¬�U� �É�”�Ò�ç�p�K�”�T�z�Ã�Ÿ�·�”�Ò�ç�p�K�”�T�t��
���s�X
ƒ���p�V�‡�b�{�Ó�ç�”�Ç�ï�¬�w�&�¨
Q�U�&�;�^�•�”�w�x  VTP �Å�Ý� �ï
¶�.�p�x�s�X�z�é�”
�§�ç
÷�”�t�v���^�•�‡�b�{


$ 10-2 VTP �Ó�ç�”�Ç�ï�¬�›�–�;�`�h	Ô�ù�w�Ñ�å�¿�Ã�Ÿ�ï�¬  �Ä�å�Ñ�Ÿ�¿�«

 4

 5

 3 6  1

 2

 1

 2

Red
VLAN

S
58

12

 4

 5

 3 6  1

 2

 1

 2

Red
VLAN

24
51

1

4

5



�H 10 	·       VTP �w
ƒ��
VTP �Ì�”�´�ã�ï  1 �S�‘�|�Ì�”�´�ã�ï  2 �w�Ã�Ñ�¥�ç�Ä
ƒ��

10-6
Catalyst 6500 �³�æ�”�¶  �µ� �¿�½  �¹�Ñ�Ä�¢�£�ž  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �¨� �Å

OL-7193-01-J

VTP �Ì�”�´�ã�ï  1 �S�‘�|�Ì�”�´�ã�ï  2 �w�Ã�Ñ�¥�ç�Ä
ƒ��

¯ 10-1 �t�z VTP �w�Ã�Ñ�¥�ç�Ä
ƒ���›�Ô�`�‡�b�{

VTP �Ì�”�´�ã�ï  1 �S�‘�|�Ì�”�´�ã�ï  2 
ƒ���Ì�w�«�™�Ä�ò
�\�\�p�x�z�É�¿�Ä�ë�”�«�t  VTP �›�î
÷�b�”�M�w�«�™�Ä�ò�t�m�M�o
†�Ì�`�‡�b�{

• VTP �Å�Ý� �ï�º�w�b�‚�o�w�µ� �¿�½�p�‰�a  VTP �Ì�”�´�ã�ï�›�î�æ�b�”
ž�A�U�K�“�‡�b�{

• �·�©�á�ž  �Þ�”�Å�w	Ô�ù�z���g�Å�Ý� �ï�º�w�¤�µ� �¿�½�p�Í�µ�ë�”�Å�›
ƒ���b�”
ž�A�U�K�“�‡
�b�{

�«�™ �·�©�á�ž  �Þ�”�Å�p  VTP �›
ƒ���`�z �Å�Ý� �ï�º�w�¤�µ� �¿�½�t���g�Å�Ý� �ï  �Í�µ�ë�”�Å�›�Â�“�p�o
�s�T�l�h	Ô�ù�z���g�Å�Ý� �ï�x
Y	×�t�ˆ�^�`�‡�d�œ�{

• VTP �Ì�”�´�ã�ï  2 �0� �w�µ� �¿�½	Í�p  VTP �Ì�”�´�ã�ï  2 �U�Ã�Ÿ�·�”�Ò�ç�t�s�l�o�M�”	Ô�ù
�¢ VTP �Ì�”�´�ã�ï  2 �x�Ã�Ÿ�·�”�Ò�ç�U�Ã�Ñ�¥�ç�Ä�w
ƒ���£ �z VTP �Ì�”�´�ã�ï  2 �0� �µ� �¿�½�x�z
�‰�° VTP �Å�Ý� �ï�º�p�z VTP �Ì�”�´�ã�ï  1 �U�T�‡�`�o�M�”�µ� �¿�½�q�`�o�ˆ�^�D�ó�p�b�{

• �‰�° VTP �Å�Ý� �ï�º�w�b�‚�o�w�µ� �¿�½�U�Ì�”�´�ã�ï  2 �t�0� �b�”	Ô�ù�Ž�Ž�x�z �µ� �¿�½	Í�p
VTP �Ì�”�´�ã�ï  2 �›� �É�”�Ò�ç�t�`�s�M�p�X�i�^�M�{ �µ� �¿�½	Í�p  VTP �Ì�”�´�ã�ï  2 �›� �É�”
�Ò�ç�t�b�”�q�z �Å�Ý� �ï�º�w�b�‚�o�w�Ì�”�´�ã�ï  2 �0� �µ� �¿�½�U  VTP �Ì�”�´�ã�ï  2 �›� �É�”
�Ò�ç�t�`�‡�b�{

• �Ä�”�«�ï�æ�ï�¬���¥�p�x�z�Ä�”�«�ï�æ�ï�¬  VLAN �µ� �¿�½�ï�¬�;�ó�›
Y�`�X�ˆ�^�^�d�”�h�Š
�t�z VTP �Ì�”�´�ã�ï  2 �›� �É�”�Ò�ç�t�b�”
ž�A�U�K�“�‡�b�{

• VTP �±�”�Ì	Í�p  VTP �Ó�ç�”�Ç�ï�¬�›� �É�”�Ò�ç�‡�h�x�Ã�Ÿ�·�”�Ò�ç�t�b�”�q�z���g�Å�Ý� �ï

¶�.�p  VTP �Ó�ç�”�Ç�ï�¬�U� �É�”�Ò�ç�‡�h�x�Ã�Ÿ�·�”�Ò�ç�t�s�“�‡�b�{

• �µ� �¿�½	Í�p  VLAN �Ó�ç�”�Ç�ï�¬�›�&�¨�‡�h�x
Æ�&�¨�t�b�”�q�z �¢ VTP �Å�Ý� �ï�º�w�b�‚�o�w

÷�”�p�x�s�X�£�f�w
÷�”	Í�w  VLAN �w�Ó�ç�”�Ç�ï�¬�&�¨
Q�i�Z�U�è�¹�›	!�Z�‡�b�{

• Release 8.1(1) �p�x�z�b�‚�o�w  VTP �Ì�”�´�ã�ï�›�Ù�”�Ä�o�•�p
ƒ���p�V�‡�b�{ �®VTP �Ì�”�´�ã�ï
3 �w�Ù�”�Ä�o�•
ƒ���¯ �¢ p.10-15�£ �›�€	°�`�o�X�i�^�M�{


¯ 10-1 VTP �w�Ã�Ñ�¥�ç�Ä
ƒ��

�;�ó �Ã�Ñ�¥�ç�Ä�‹

VTP �Å�Ý� �ï�Ê �È�ç

VTP �Þ�”�Å �±�”�Ì

VTP �Ì�”�´�ã�ï  2 �w� �É�”�Ò�ç  �µ�Â�”�Ä �Ì�”�´�ã�ï  1 �U� �É�”�Ò�ç�¢�Ì�”�´�ã�ï  2 �x
�Ã�Ÿ�·�”�Ò�ç�£

VTP �Í�µ�ë�”�Å none

VTP �Ó�ç�”�Ç�ï�¬ �Ã�Ÿ�·�”�Ò�ç
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VTP �Ì�”�´�ã�ï  1 �S�‘�|�Ì�”�´�ã�ï  2 �w
ƒ��
�\�\�p�x�z VTP �w
ƒ��	�	q�t�m�M�o
†�Ì�`�‡�b�{

• VTP �±�”�Ì�w
ƒ���¢ p.10-7�£

• VTP �«�å� �ž�ï�Ä�w
ƒ���¢ p.10-8�£

• VTP �w
ƒ���¢ VTP �Ä�å�ï�µ�Ö�ž�è�ï�Ä  �Þ�”�Å�£ �¢ p.10-8�£

• �¦�Ñ  �Þ�”�Å�t�‘�”  VTP �w�Ã�Ÿ�·�”�Ò�ç�=�¢ p.10-9�£

• VTP �Ì�”�´�ã�ï  2 �w� �É�”�Ò�ç�=�¢ p.10-10�£

• VTP �Ì�”�´�ã�ï  2 �w�Ã�Ÿ�·�”�Ò�ç�=�¢ p.10-11�£

• VTP �Ó�ç�”�Ç�ï�¬�w� �É�”�Ò�ç�=�¢ p.10-11�£

• VTP �Ó�ç�”�Ç�ï�¬�w�Ã�Ÿ�·�”�Ò�ç�=�¢ p.10-13�£

• VTP �w�-	Ø�C�w
¯�Ô�¢ p.10-13�£

VTP �±�”�Ì�w
ƒ��

�µ� �¿�½�U  VTP �±�”�Ì  �Þ�”�Å�w	Ô�ù�z VLAN 
ƒ���›�!�Ë�`�z�f�w�!�Ë�›�É�¿�Ä�ë�”�«
¶�.�t�;�û
�b�”�\�q�U�p�V�‡�b�{

VTP �±�”�Ì�q�`�o�µ� �¿�½�›
ƒ���b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z VTP �±�”�Ì�q�`�o�µ� �¿�½�›
ƒ���`�z�f�w
ƒ���›�¬�Ý�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set vtp domain Lab_Network
VTP domain Lab_Network modified
Console> (enable) set vtp mode server
Changing VTP mode for all features
VTP domain Lab_Network modified
Console> (enable) show vtp domain
Version      : running VTP2 (VTP3 capable)
Domain Name  : Lab_Network                      Password  : configured (hidden)
Notifications: disabled                         Updater ID: 172.20.52.19

Feature        Mode           Revision
-------------- -------------- -----------
VLAN           Server         0          

Pruning             : disabled
VLANs prune eligible: 2-1000
Console> (enable)

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 VTP �Å�Ý� �ï�Ê�›���[�`�‡�b�{ set vtp domain name

�µ�Â�¿�Ó 2 �µ� �¿�½�›  VTP �±�”�Ì  �Þ�”�Å�t�`�‡�b�{ set vtp mode server

�µ�Â�¿�Ó 3 �¢�Ú�™�£ VTP �Å�Ý� �ï�;�w�Í�µ�ë�”�Å�›
ƒ���`�‡�b�{ set vtp passwd passwd

�µ�Â�¿�Ó 4 VTP 
ƒ���›�¬�Ý�`�‡�b�{ show vtp domain
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VTP �«�å� �ž�ï�Ä�w
ƒ��

�µ� �¿�½�U  VTP �«�å� �ž�ï�Ä  �Þ�”�Å�w	Ô�ù�z�µ� �¿�½	Í�p  VLAN 
ƒ���›�!�Ë�b�”�\�q�x�p�V�‡�d
�œ�{�«�å� �ž�ï�Ä  �µ� �¿�½�x���g�Å�Ý� �ï�º�w  VTP �±�”�Ì�T�’  VTP �ž�¿�Ó�Ã�”�Ä	Ø�C�›	!	ô�`�z
�f�•�t�,�n�M�o
ƒ���›�!�Ë�`�‡�b�{

VTP �«�å� �ž�ï�Ä�q�`�o�µ� �¿�½�›
ƒ���b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z VTP �«�å� �ž�ï�Ä�q�`�o�µ� �¿�½�›
ƒ���`�z�f�w
ƒ���›�¬�Ý�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set vtp domain Lab_Network
VTP domain Lab_Network modified
Console> (enable) set vtp mode client
Changing VTP mode for all features
VTP domain Lab_Network modified
Console> (enable) show vtp domain
Version      : running VTP2 (VTP3 capable)
Domain Name  : Lab_Network                      Password  : configured (hidden)
Notifications: disabled                         Updater ID: 172.20.52.19

Feature        Mode           Revision
-------------- -------------- -----------
VLAN           Client         0          

Pruning             : disabled
VLANs prune eligible: 2-1000
Console> (enable)

VTP �w
ƒ���¢ VTP �Ä�å�ï�µ�Ö�ž�è�ï�Ä  �Þ�”�Å�£

VTP �Ä�å�ï�µ�Ö�ž�è�ï�Ä�q�`�o�µ� �¿�½�›
ƒ���b�”�q�z�µ� �¿�½	Í�p  VTP �U�Ã�Ÿ�·�”�Ò�ç�t�s�“
�‡�b�{ VTP �Ä�å�ï�µ�Ö�ž�è�ï�Ä  �µ� �¿�½�x  VTP �ž�¿�Ó�Ã�”�Ä�›
ù	ô�d�c�z���w�µ� �¿�½�T�’	!	ô
�`�h  VTP �ž�¿�Ó�Ã�”�Ä�t�‹
S� �`�‡�d�œ�{�h�i�`�z VTP �Ì�”�´�ã�ï  2 �U�T�‡�`�o�M�”  VTP �Ä�å�ï
�µ�Ö�ž�è�ï�Ä  �µ� �¿�½�x�z	!	ô�`�h  VTP �ž�Å�Ì�»� �¶�›�z�0� �b�”�b�‚�o�w�Ä�å�ï�«  �æ�ï�«�›�–
�;�`�o�8
ù�`�‡�b�{

�¢�«�£ VTP �Ä�å�ï�µ�Ö�ž�è�ï�Ä  �Þ�”�Å�w�É�¿�Ä�ë�”�«
÷�”�x�z VTP Join �Ý�¿�·�”�´�›
ù	ô�`�‡�d�œ�{ VTP
�Ä�å�ï�µ�Ö�ž�è�ï�Ä  �Þ�”�Å�w�É�¿�Ä�ë�”�«
÷�”�t�Ä�å�ï�«
€���^�•�o�M�”  Catalyst 6500 �³�æ�”�¶
�µ� �¿�½�t�z�Ä�å�ï�µ�Ö�ž�è�ï�Ä�Þ�”�Å  �É�¿�Ä�ë�”�«
÷�”�p�–�;�^�•�”  VLAN�z�‡�h�x�Ó�ç�”�Ç
�ï�¬
Æ�&�¨�q�`�o�Ä�å�ï�«���p�;
ù�b�”
ž�A�U�K�”  VLAN �›
ƒ���`�‡�b �¢ clear vtp pruneeligible �¯
�Ú�ï�Å�›�–�;�`�‡�b�£ �{

�µ� �¿�½	Í�p  VTP �›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 VTP �Å�Ý� �ï�Ê�›���[�`�‡�b�{ set vtp domain name

�µ�Â�¿�Ó 2 �µ� �¿�½�›  VTP �«�å� �ž�ï�Ä  �Þ�”�Å�t�`�‡�b�{ set vtp mode client

�µ�Â�¿�Ó 3 VTP 
ƒ���›�¬�Ý�`�‡�b�{ show vtp domain
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�Í�t�z�µ� �¿�½�›  VTP �Ä�å�ï�µ�Ö�ž�è�ï�Ä�q�`�o
ƒ���`�z�f�w
ƒ���›�¬�Ý�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set vtp mode transparent
Changing VTP mode for all features
VTP domain Lab_Net modified
Console> (enable) show vtp domain
Version      : running VTP2 (VTP3 capable)
Domain Name  : Lab_Network                      Password  : configured (hidden)
Notifications: disabled                         Updater ID: 172.20.52.19

Feature        Mode           Revision
-------------- -------------- -----------
VLAN           Transparent    0          

Pruning             : disabled
VLANs prune eligible: 2-1000
Console> (enable) 

�¦�Ñ  �Þ�”�Å�t�‘�”  VTP �w�Ã�Ÿ�·�”�Ò�ç�=

�¦�Ñ  �Þ�”�Å�›�–�;�`�o  VTP �›�Ã�Ÿ�·�”�Ò�ç�t�`�h	Ô�ù�z VTP �ž�Å�Ì�»� �¶�U�8
ù�^�•�s�M�\�q�›
	†�V�z�µ� �¿�½�w�ˆ�^�x  VTP �Ä�å�ï�µ�Ö�ž�è�ï�Ä  �Þ�”�Å�w	Ô�ù�q�‰�a�p�b�{

�¦�Ñ  �Þ�”�Å�›�–�;�`�o  VTP �›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z � �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z�¦�Ñ  �Þ�”�Å�›�–�;�`�o  VTP �›�Ã�Ÿ�·�”�Ò�ç�t�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set vtp mode off
Changing VTP mode for all features
Console> (enable) show vtp domain
Version      :running VTP2 (VTP3 capable)
Domain Name  :Lab_Network                      Password  :configured (hidden)
Notifications:disabled                         Updater ID: 172.20.52.19

Feature        Mode           Revision
-------------- -------------- -----------
VLAN           Off            0

Pruning             :disabled
VLANs prune eligible: 2-1000
Console> (enable) 

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 VTP �Ä�å�ï�µ�Ö�ž�è�ï�Ä  �Þ�”�Å�t
ƒ���`�o�z�µ
� �¿�½	Í�p  VTP �›�Ã�Ÿ�·�”�Ò�ç�t�`�‡�b�{

set vtp mode transparent

�µ�Â�¿�Ó 2 VTP 
ƒ���›�¬�Ý�`�‡�b�{ show vtp domain

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 �¦�Ñ  �Þ�”�Å�›�–�;�`�o  VTP �›�Ã�Ÿ�·�”�Ò�ç�t
�`�‡�b�{

set vtp mode off

�µ�Â�¿�Ó 2 VTP 
ƒ���›�¬�Ý�`�‡�b�{ show vtp domain
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VTP �Ì�”�´�ã�ï  2 �w� �É�”�Ò�ç�=

VTP �Ì�”�´�ã�ï  2 �0� �w�µ� �¿�½	Í�p�z VTP �Ì�”�´�ã�ï  2 �x�Ã�Ÿ�·�”�Ò�ç�U�Ã�Ñ�¥�ç�Ä�w
ƒ���p
�b�{�µ� �¿�½	Í�p  VTP �Ì�”�´�ã�ï  2 �›� �É�”�Ò�ç�t�b�”�q�z VTP �Å�Ý� �ï�º�w�b�‚�o�w�Ì�”�´�ã
�ï  2 �0� �µ� �¿�½�p�Ì�”�´�ã�ï  2 �U� �É�”�Ò�ç�t�s�“�‡�b�{

�«�™ �‰�° VTP �Å�Ý� �ï�º�w�µ� �¿�½�t���`�o�z VTP �Ì�”�´�ã�ï  1 �S�‘�|  2 �w���p�x� �ï�»�”�¦�Ö�å�Ï
�æ�Â�Ÿ�x�K�“�‡�d�œ�{ VTP �Å�Ý� �ï�º�w�b�‚�o�w�µ� �¿�½�p�‰�a  VTP �Ì�”�´�ã�ï�›�–�;�b�”
ž�A
�U�K�“�‡�b�{ VTP �Å�Ý� �ï�º�w�b�‚�o�w�µ� �¿�½�U  VTP �Ì�”�´�ã�ï  2 �›�±�Ù�”�Ä�`�o�M�”	Ô�ù�Ž
�Ž�x�z�Ì�”�´�ã�ï  2 �›� �É�”�Ò�ç�t�`�s�M�p�X�i�^�M�{

�¢�«�£ �Ä�”�«�ï�æ�ï�¬���¥�p�x�z�Ä�”�«�ï�æ�ï�¬  VLAN �µ� �¿�½�ï�¬�;�ó�›
Y�`�X�ˆ�^�^�d�”�h�Š�t�z
VTP �Ì�”�´�ã�ï  2 �›� �É�”�Ò�ç�t�b�”
ž�A�U�K�“�‡�b�{

VTP �Ì�”�´�ã�ï  2 �›� �É�”�Ò�ç�t�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z VTP �Ì�”�´�ã�ï  2 �›� �É�”�Ò�ç�t�`�z
ƒ���›�¬�Ý�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set vtp version 2
This command will enable VTP version 2 function in the entire management domain.
All devices in the management domain should be version2-capable before enabling.
Do you want to continue (y/n) [n]? y
VTP domain server modified
Console> (enable) show vtp domain
Version      :running VTP2 (VTP3 capable)
Domain Name  :Lab_Network                      Password  :configured (hidden)
Notifications:disabled                         Updater ID: 172.20.52.19

Feature        Mode           Revision
-------------- -------------- -----------
VLAN           Off            0

Pruning             :disabled
VLANs prune eligible: 2-1000
Console> (enable)

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 �µ� �¿�½	Í�p  VTP �Ì�”�´�ã�ï  2 �›� �É�”�Ò�ç�t
�`�‡�b�{

set vtp version 2

�µ�Â�¿�Ó 2 VTP �Ì�”�´�ã�ï  2 �U� �É�”�Ò�ç�t
ƒ���^�•�h�\
�q�›�¬�Ý�`�‡�b�{

show vtp domain
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VTP �Ì�”�´�ã�ï  2 �w�Ã�Ÿ�·�”�Ò�ç�=

VTP �Ì�”�´�ã�ï  2 �›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z VTP �Ì�”�´�ã�ï  2 �›�Ã�Ÿ�·�”�Ò�ç�t�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set vtp version 1
This command will enable VTP version 1 function in the entire management domain.
Warning:trbrf & trcrf vlans will not work properly in this version.
Do you want to continue (y/n) [n]? y
VTP domain Lab_Network modified
Console> (enable) show vtp domain
Version      :running VTP1 (VTP3 capable)
Domain Name  :Lab_Network                      Password  :configured (hidden)
Notifications:disabled                         Updater ID: 172.20.52.19

Feature        Mode           Revision
-------------- -------------- -----------
VLAN           Off            0

Pruning             :disabled
VLANs prune eligible: 2-1000
Console> (enable) 

VTP �Ó�ç�”�Ç�ï�¬�w� �É�”�Ò�ç�=

VTP �Ó�ç�”�Ç�ï�¬�›� �É�”�Ò�ç�t�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 VTP �Ì�”�´�ã�ï  2 �›�Ã�Ÿ�·�”�Ò�ç�t�`�‡�b�{ set vtp version 1

�µ�Â�¿�Ó 2 VTP �Ì�”�´�ã�ï  2 �U�Ã�Ÿ�·�”�Ò�ç�t
ƒ���^�•�h
�\�q�›�¬�Ý�`�‡�b�{

show vtp domain

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 ���g�Å�Ý� �ï�º�p  VTP �Ó�ç�”�Ç�ï�¬�›� �É�”�Ò�ç
�t�`�‡�b�{

set vtp pruning enable

�µ�Â�¿�Ó 2 �¢�Ú�™�£
÷�”	Í�p�›���w  VLAN �›�Ó�ç�”�Ç�ï�¬
Æ�&
�¨�t�`�‡�b�¢�Ã�Ñ�¥�ç�Ä�p�x�z VLAN 2 �™ 1000 �U�Ó
�ç�”�Ç�ï�¬�&�¨�p�b�£ �{

clear vtp pruneeligible vlan_range

�µ�Â�¿�Ó 3 �¢�Ú�™�£
÷�”	Í�p�›���w  VLAN �›�Ó�ç�”�Ç�ï�¬�&�¨
�t�`�‡�b�{

set vtp pruneeligible vlan_range

�µ�Â�¿�Ó 4 VTP �Ó�ç�”�Ç�ï�¬�w
ƒ���›�¬�Ý�`�‡�b�{ show vtp domain

�µ�Â�¿�Ó 5 	t���w  VLAN �U�Ä�å�ï�«  �Ù�”�Ä	Í�p�Ó�ç�”�Ç�ï�¬
�^�•�”�\�q�›�¬�Ý�`�‡�b�{

show trunk
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�Í�t�z���g�Å�Ý� �ï�º�p  VTP �Ó�ç�”�Ç�ï�¬�›� �É�”�Ò�ç�t�`�z�›���w
÷�”	Í�p�z VLAN 2 �™ 99�z
250 �™ 255�z�S�‘�|  501 �™ 1000 �›�Ó�ç�”�Ç�ï�¬�&�¨�t�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set vtp pruning enable
Cannot modify pruning mode unless in VTP SERVER mode.
Console> (enable) set vtp mode server  
Changing VTP mode for all features
VTP domain Lab_Network modified
Console> (enable) set vtp pruning enable
This command will enable the pruning function in the entire management domain.
All devices in the management domain should be pruning-capable before enabling.
Do you want to continue (y/n) [n]? y
VTP domain Lab_Network modified
Console> (enable) clear vtp pruneeligible 100-500
Vlans 1,100-500,1001-1023 will not be pruned on this device.
VTP domain Lab_Network modified.
Console> (enable) set vtp pruneeligible 250-255
Vlans 2-99,250-255,501-1000,1024-4094 eligible for pruning on this device.
VTP domain Lab_Network modified.
Console> (enable) show vtp domain
Version      : running VTP1 (VTP3 capable)
Domain Name  : Lab_Network                      Password  : configured (hidden)
Notifications: disabled                         Updater ID: 172.20.52.19

Feature        Mode           Revision
-------------- -------------- -----------
VLAN           Server         1          

Pruning             : enabled
VLANs prune eligible: 2-99,250-255,501-1000
Console> (enable) show trunk
* - indicates vtp domain mismatch
# - indicates dot1q-all-tagged enabled on the port
Port      Mode         Encapsulation  Status        Native vlan
--------  -----------  -------------  ------------  -----------
16/1      nonegotiate  isl            trunking      1

Port      Vlans allowed on trunk
--------  ---------------------------------------------------------------------
16/1      1-1005,1025-4094

Port      Vlans allowed and active in management domain 
--------  ---------------------------------------------------------------------
16/1      

Port      Vlans in spanning tree forwarding state and not pruned
--------  ---------------------------------------------------------------------
16/1 
Console> (enable)
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VTP �Ó�ç�”�Ç�ï�¬�w�Ã�Ÿ�·�”�Ò�ç�=

VTP �Ó�ç�”�Ç�ï�¬�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z���g�Å�Ý� �ï�º�p  VTP �Ó�ç�”�Ç�ï�¬�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set vtp pruning disable
This command will disable the pruning function in the entire management domain.
Do you want to continue (y/n) [n]? y
VTP domain Lab_Network modified
Console> (enable) 

VTP �w�-	Ø�C�w
¯�Ô


ù	!	ô�^�•�h  VTP �ž�Å�Ì�»� �¶�z VTP �¤�å�”�s�r�z VTP �w�-	Ø�C�›
¯�Ô�b�”�t�x�z�Í�w�^�À�›�æ
�M�‡�b�{

�Í�t�z�µ� �¿�½�t���b�”  VTP �w�-	Ø�C�›
¯�Ô�b�”�«�›�Ô�`�‡�b�{

Console> (enable) show vtp statistics
VTP statistics:
summary advts received          0
subset  advts received          0
request advts received          0
summary advts transmitted       7843
subset  advts transmitted       4
request advts transmitted       20
No of config revision errors    0
No of config digest errors      0

VTP pruning statistics:

Trunk    Join Transmitted Join Received Summary advts received from GVRP PDU
                                        non-pruning-capable device  Received
-------- ---------------- ------------- --------------------------- ----------
16/1     75               0             0                           0 
Console> (enable)

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 � � �g �Å�Ý�   � ï � º �p  VTP �Ó�ç�” �Ç� ï �¬�› �Ã �Ÿ
�·�”�Ò�ç�t�`�‡�b�{

set vtp pruning disable

�µ�Â�¿�Ó 2 VTP �Ó�ç�”�Ç�ï�¬�U�Ã�Ÿ�·�”�Ò�ç�t
ƒ���^�•�h
�\�q�›�¬�Ý�`�‡�b�{

show vtp domain

�^�À �¯�Ú�ï�Å

�µ� �¿�½�w  VTP �w�-	Ø�C�›
¯�Ô�`�‡�b�{ show vtp statistics
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VTP �Ì�”�´�ã�ï  3 �w�;�ó�“�A
VTP �Ì�”�´�ã�ï  3 �x�z VLAN �›�Ú
€	r�g�`�s�M�†  VTP �Ì�”�´�ã�ï�q�x�Ÿ�s�“�‡�b�{ VTP �Ì�”�´�ã
�ï  3 �x�z
Æ�Ì�Ž�s�Ã�”�»�Õ�”�µ�w�æ�µ�Ä�›���g�Å�Ý� �ï�t
�	ô�b�”�;�ó�i�Z�›�Ë�m�Ó�é�Ä�¯�ç�p
�b�{� �É�”�Ò�ç�t�`�h	Ô�ù�z VTP �Ì�”�´�ã�ï  3 �t�‘�“�z�†  VTP �Ì�”�´�ã�ï�‘�“�‹�Í�w�‘�O�t�;�ó
�U�§�=�^�•�‡�b�{

• �¦�Á  VLAN �w�±�Ù�”�Ä

• �Ó�å� �Õ�”�Ä  VLAN �w�^
R�S�‘�|�ž�Å�Ì�»� �¶�w�±�Ù�”�Ä

• VLAN � �ï�µ�»�ï�µ�S�‘�|  MST �Ú�¿�Ð�ï�¬�;�û� �ï�µ�»�ï�µ�w�±�Ù�”�Ä

• �±�”�Ì�Ý	Â�w�~�‘

• �®�¡�l�h�¯�Ã�”�»�Õ�”�µ�U�î
C�$�t  VTP �Å�Ý� �ï�º�t�å�C�^�•�”�\�q�T�’�w�-�¢

• VTP �Ì�”�´�ã�ï  1 �S�‘�|  VTP �Ì�”�´�ã�ï  2 �q�w
ì�“�^�;

• �Ù�”�Ä�o�•�w
ƒ���;�ó

�¢�«�£ Release 8.1(1) �p�x�z�b�‚�o�w  VTP �Ì�”�´�ã�ï�›�Ù�”�Ä�o�•�p
ƒ���p�V�‡�b�{

• VLAN �Ã�”�»�Õ�”�µ �S�‘�| ���w�Ã�”�»�Õ�”�µ�›�;�û�b�”�;�ó�w���™�{ VTP �Ì�”�´�ã�ï  3 �x�Ó�é
�Ä�¯�ç  � �ï�µ�»�ï�µ �w	B�ù�p�K�“�z �¤� �ï�µ�»�ï�µ�x�›���w�;�ó�t�0� �b�”  1 �m�w�Ã�”�»�Õ�”
�µ�›	r�g�`�‡�b�{ VTP �Ì�”�´�ã�ï  3 �x�z
ó
:�w�Ó�é�Ä�¯�ç  � �ï�µ�»�ï�µ�›�î�æ�b�”�\�q�t�‘
�“�z�“�M�t� �q�`�o
ó
:�w�Ã�”�»�Õ�”�µ�¢�;�ó�£�w
ƒ���›�;�û�b�”	r�g�›�æ�M�‡�b�{

�¢�«�£ Release 8.1(x) �S�‘�|  8.2(x) �p�x�z�Ã�”�»�Õ�”�µ�;�û�U�±�Ù�”�Ä�^�•�”�w�x  VLAN �Ã�”
�»�Õ�”�µ�i�Z�p�b�{ Release 8.3(1) �p�x�z MST �Ã�”�»�Õ�”�µ�w�;�û�w�h�Š�t�±�Ù�”�Ä�U
�å�C�^�•�‡�`�h�{

�\�\�p�x�z VTP �Ì�”�´�ã�ï  3 �t�m�M�o
†�Ì�`�‡�b�{

• VTP �Ì�”�´�ã�ï  3 �Ý	Â�¢ p.10-14�£

• VTP �Ì�”�´�ã�ï  3 �w�Ù�”�Ä�o�•
ƒ���¢ p.10-15�£

• VTP �Ì�”�´�ã�ï  3 �w�Å�Ý� �ï�z�Þ�”�Å�z�S�‘�|
ü�Â�¢ p.10-15�£

• VTP �Ì�”�´�ã�ï  3 �w�Þ�”�Å�¢ p.10-19�£

• VTP �Ì�”�´�ã�ï  3 �Ã�”�»�Õ�”�µ�¢ p.10-20�£

VTP �Ì�”�´�ã�ï  3 �Ý	Â

VTP �Ì�”�´�ã�ï  3 �p�x�z VTP �Í�µ�ë�”�Å�w	r�g�U�§�=�^�•�o�M�‡�b�{ VTP �Ì�”�´�ã�ï  3 �›�–�;�b
�•�y�z �Ó�å� �Ú�æ  �±�”�Ì �›
ƒ���p�V�‡�b�{ VTP �Ì�”�´�ã�ï  3 �±�”�Ì�x�z�‡�c�Å�Ý� �ï�w�Ó�å� �Ú
�æ �±�”�Ì�t�s�’�s�Z�•�y�z�Å�Ý� �ï�º�w
ƒ���›�!�Ë�p�V�‡�d�œ�{ VTP �Ì�”�´�ã�ï  3 �Ý	Â�p�x�Í�w
�:�U�§�=�^�•�o�M�‡�b�{

• �Í�µ�ë�”�Å�›
ƒ���`�s�M�T�z VTP �Ì�”�´�ã�ï  1 �‡�h�x  VTP �Ì�”�´�ã�ï  2 �q�‰�a�M�O�p�¢ hidden
�‡�h�x  secret �©�”�ë�”�Å�›�–�;�d�c�t�£�Í�µ�ë�”�Å�›
ƒ���`�h	Ô�ù�z�Í�w�‘�O�t�s�“�‡�b�{

�µ �µ� �¿�½�x�Ó�å� �Ú�æ  �±�”�Ì�t�s�“�z
M�v�s�X�Å�Ý� �ï�›
ƒ���b�”�\�q�U�p�V�‡�b�{

�µ 
ƒ���t�S�M�o�Í�µ�ë�”�Å�U
¯�Ô�^�•�‡�b�{

�\�w�;�ó�§�=�x�z	H�R�w  VTP �Ì�”�´�ã�ï  1 �S�‘�|  VTP �Ì�”�´�ã�ï  2 �w�·�©�á�æ�Â�Ÿ  �è�Õ�ç�t

ì�p�`�‡�b�{
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• �Í�µ�ë�”�Å�›  hidden �Í�µ�ë�”�Å
ƒ���¦�Ó�³�ã�ï�›�–�;�`�o  hidden �t
ƒ���`�h	Ô�ù�z�Í�w�‘�O
�t�s�“�‡�b�{

�µ 
ƒ���t�S�M�o�Í�µ�ë�”�Å�x�Ó�è�”�ï  �Â�©�µ�Ä�p�x
¯�Ô�^�•�‡�d�œ�{�Í�µ�ë�”�Å�x �³�”�«
�è�¿�Ä�w  16 
�
:���Ü�p
ƒ���t�-���^�•�‡�b�{

�µ �µ� �¿�½�›�Ó�å� �Ú�æ  �±�”�Ì�q�`�o
ƒ���`�‘�O�q�b�”�q�z�Í�µ�ë�”�Å�Ö�—�›�A�{�^�•�‡
�b�{�Í�µ�ë�”�Å�U�³�”�«�è�¿�Ä  �Í�µ�ë�”�Å�t�°�•�b�•�y�z�µ� �¿�½�x�Ó�å� �Ú�æ  �±�”�Ì�q
�s�“�z�Å�Ý� �ï�w
ƒ���U�D�ó�q�s�“�‡�b�{

�Í�µ�ë�”�Å
ƒ���w	Ä�I�t�m�M�o�x�z �®VTP �Ì�”�´�ã�ï  3 �Í�µ�ë�”�Å�w
ƒ���¯ �¢ p.10-28�£�›�€	°�`�o�X
�i�^�M�{

VTP �Ì�”�´�ã�ï  3 �w�Ù�”�Ä�o�•
ƒ��

�¢�«�£ Release 8.1(1) �p�x�z�b�‚�o�w  VTP �Ì�”�´�ã�ï�›�Ù�”�Ä�o�•�p
ƒ���p�V�‡�b�{

VTP �Ì�”�´�ã�ï  3 �›�–�;�b�•�y�z�Ó�é�Ä�¯�ç�›�Ù�”�Ä�o�•�p�Ã�Ÿ�·�”�Ò�ç�t�p�V�‡�b�{�Ä�å�ï�«
�U�z	ô�T�^�•�o�S�’�c  VTP �Å�Ý� �ï�q
ì�“�^�;�`�s�M�x�c�w�µ� �¿�½�‡�h�x�±�”�Ì�t
€���`�o�M
�”	Ô�ù�x�z�£	ô  VTP �Í�­�¿�Ä�›
��:�b�”�\�q�U�D�ó�p�K�“�z�›���w�Ä�å�ï�«�p  VTP �ž�Å�Ì�»� �¶
�›�w�­�p�V�‡�b�{�\�w
ƒ���¦�Ó�³�ã�ï�x�z���w�Ó�é�Ä�¯�ç�t�x�è�¹�`�‡�d�œ�{

�Ù�”�Ä�o�•
ƒ���¦�Ó�³�ã�ï�w	Ä�I�t�m�M�o�x�z �®�Ù�”�Ä�o�•�p�w  VTP �Ì�”�´�ã�ï  3 �w�Ã�Ÿ�·�”�Ò�ç
�=�¯�¢ p.10-30�£ �›�€	°�`�o�X�i�^�M�{

VTP �Ì�”�´�ã�ï  3 �w�Å�Ý� �ï�z�Þ�”�Å�z�S�‘�|
ü�Â

�\�\�p�x�z VTP �Ì�”�´�ã�ï  3 �p�Å�Ý� �ï�z�Þ�”�Å�z�S�‘�|
ü�Â�›	r�g�b�”�M�O�›�z VTP �Ì�”�´�ã�ï
1 �S�‘�|  2 �q�w
z�±�p
†�Ì�`�‡�b�{

• VTP �Ì�”�´�ã�ï  3 �±�”�Ì�x�z�Ó�å� �Ú�æ�‡�h�x�·�§�ï�¼�æ�t
ƒ���p�V�‡�b�{

• VTP �Ì�”�´�ã�ï  3 �Þ�”�Å�¢�±�”�Ì�z�«�å� �ž�ï�Ä�z�S�‘�|�Ä�å�ï�µ�Ö�ž�è�ï�Ä�£�x�z VTP � �ï
�µ�»�ï�µ�t�{���p�b�{

• VTP �Ì�”�´�ã�ï  3 �Å�Ý� �ï�x
ü�Â�U�D�ó�p�b�{

�\�•�’�w�;�ó�w	Ä�I�t�m�M�o�x�z�Í�w�ò�›�€	°�`�o�X�i�^�M�{

• �Ó�å� �Ú�æ  �±�”�Ì�z�·�§�ï�¼�æ  �±�”�Ì�z�S�‘�|�«�å� �ž�ï�Ä�¢ p.10-15�£

• VTP �Å�Ý� �ï�w
ü�Â�¢ p.10-16�£

• 
ü�Â  VTP �Å�Ý� �ï�w�6
ƒ���¢ p.10-17�£

�Ó�å� �Ú�æ  �±�”�Ì�z�·�§�ï�¼�æ  �±�”�Ì�z�S�‘�|�«�å� �ž�ï�Ä

VTP �w�Ž
²�w�î
÷�p�x�z VTP �±�”�Ì�x  VTP �Å�Ý� �ï
ƒ���w�!�Ë�•  NVRAM �•�w�-���U�D�ó�p�b�U�z
VTP �«�å� �ž�ï�Ä�x�f�w
ƒ���›�É�¿�Ä�ë�”�«�T�’	!�Z	��”�i�Z�p�z�-���•�!�Ë�U�p�V�‡�d�œ�p�`
�h�{

VTP �Ì�”�´�ã�ï  3 �p�x�z�Ó�å� �Ú�æ  �±�”�Ì�x  VTP �Ì�”�´�ã�ï  1 �S�‘�|�Ì�”�´�ã�ï  2 �±�”�Ì�q�‰�7
�t�;�ó�`�‡�b�{�·�§�ï�¼�æ  �±�”�Ì�x�Å�Ý� �ï
ƒ���›�-���p�V�‡�b�U�!�Ë�p�V�‡�d�œ�{�«�å� �ž�ï�Ä
�w�“�æ�x  VTP �Ì�”�´�ã�ï  3 �p�!�Ë�x�K�“�‡�d�œ�¢ 
$ 10-3 �›�€	°�£ �{ VTP �Ì�”�´�ã�ï  3 �w	��s�›�Ã
�x�z�±�”�Ì�z�«�å� �ž�ï�Ä�z�S�‘�|�Ä�å�ï�µ�Ö�ž�è�ï�Ä  �Þ�”�Å�U  VTP � �ï�µ�»�ï�µ�t�{���p�K�”
�:�p�b�{�h�q�Q�y�z VTP �Ì�”�´�ã�ï  3 �p�x�z�µ� �¿�½�x  1 �m�w� �ï�µ�»�ï�µ�t�0�`�o�Ó�å� �Ú�æ
�±�”�Ì�q�s�“�z���w� �ï�µ�»�ï�µ�t�0�`�o�x�«�å� �ž�ï�Ä�q�s�”�\�q�U�D�ó�p�b�{
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$ 10-3 VTP �Ì�”�´�ã�ï  3�•�Ó�å� �Ú�æ  �±�”�Ì�z�·�§�ï�¼�æ  �±�”�Ì�z�S�‘�|�«�å� �ž�ï�Ä

VTP �Å�Ý� �ï�w
ü�Â

VTP �Ì�”�´�ã�ï  3 �p�x�z�°�™�w�Ó�å� �Ú�æ  �±�”�Ì�t�0�b�”�Å�Ý� �ï
ƒ���V�v�U�Í�w�‘�O�t
M�v�^
�•�‡�b�{

• VTP 
ƒ���x�Ó�å� �Ú�æ  �±�”�Ì�p�w�ˆ�D�ó�p�b�{

• �Ã�”�»�Õ�”�µ�›
\
R�`�h�Ó�å� �Ú�æ  �±�”�Ì�w  ID�¢�Ý��� �£�x�z VTP �ž�Å�Ì�»� �¶�t
Ç�C�^�•
�‡�b�{

• VTP �µ� �¿�½�x�Ó�å� �Ú�æ  �±�”�Ì�w  ID �›�-�Ë�`�z �q�O�w�Ó�å� �Ú�æ  �±�”�Ì�T�’�w�ˆ  VTP �Ã�”
�»�Õ�”�µ  �ž�¿�Ó�Ã�”�Ä�›	!�Z�Ö�•�‡�b�{

�Ó�å� �Ú�æ  �±�”�Ì�w  ID �x	×�t  VTP 
ƒ���q�q�‹�t
ù	ô�^�•�”�h�Š�z 
ƒ���›�Ë�m�µ� �¿�½�x�M�c�•�‹
�0� �b�”�Ó�å� �Ú�æ  �±�”�Ì�›�Ý�Ý�`�‡�b�{ VTP �Ì�”�´�ã�ï  1 �S�‘�|  VTP �Ì�”�´�ã�ï  2 �w	Ô�ù�q�‰
�7�z VTP 
ƒ���›�Ë�h�s�M�µ� �¿�½�x�z	!	ô�b�”�7	s�w
ƒ���›	!�Z�Ö�•�‡�b�¢ �®VTP �Ì�”�´�ã�ï  3 �Ý
	Â�¯ [p.10-14]  �p
†�Ì�`�h�¦�Ó�³�ã�ï�w�Ý	Â�M�Ü�t�ù�¨�`�h	Ô�ù�£ �{ VTP �Ì�”�´�ã�ï  3 �µ� �¿�½�x�z

ƒ���›
\
R�`�h�Ó�å� �Ú�æ  �±�”�Ì�t �é�¿�« �^�•�z�f�w�™�\�w�Ó�å� �Ú�æ  �±�”�Ì�T�’�w  VTP �Ã�”�»
�Õ�”�µ  �ž�¿�Ó�Ã�”�Ä�w�ˆ�›�4�j	!�Z�‡�b�{�\�w�Ó�é�·�µ�x�z�µ� �¿�½�U	×�t�‰�a�Å�Ý� �ï�º�w�É� 
�Ì�T�’�w
ƒ���›��
Œ�$�t	!�Z�Ö�•�”  VTP �Ì�”�´�ã�ï  1 �•  VTP �Ì�”�´�ã�ï  2 �q�x�¶�`�X�Ÿ�s�“�‡�b�{
VTP �Ì�”�´�ã�ï  3 �µ� �¿�½�x�z�‰�a�Å�Ý� �ï�T�’�w
ƒ���z �S�‘�| �‰�a�Ó�å� �Ú�æ  �±�”�Ì�t�‘�l�o

\
R�^�•�h
ƒ���w�ˆ�›��
Œ�$�t	!�Z�Ö�•�‡�b�{

VTP �Ì�”�´�ã�ï  3 �Å�Ý� �ï�º�t�x�Ó�å� �Ú�æ  �±�”�Ì�›  1 �m�i�Z�t�b�”�\�q�U�g
Ý�$�p�b�U�z
ó
:
�K�”	Ô�ù�x�z �Å�Ý� �ï�x�¤�Ó�å� �Ú�æ  �±�”�Ì�w�ž�¿�Ó�Ã�”�Ä�t	H�O
ó
:�w�¬�ç�”�Ó�t
ü�Â�^�•�‡�b

�¢ 
$ 10-4 �›�€	°�£ �{ 
$ 10-4 �p�x�z Cisco �q�M�O VTP �Å�Ý� �ï�U�z�±�”�Ì  X �‡�h�x�±�”�Ì  Y �›�Ó�å� 
�Ú�æ �±�”�Ì�q�`�o	!�Z�Ö�•�”�µ� �¿�½���p
ü�Â�^�•�o�M�‡�b�{�Ÿ�s�”�Í�”�Â�Ÿ�³�ã�ï�t���b�”�µ
� �¿�½�x�z�‰�°�Å�Ý� �ï�w�°
æ�p�K�l�o�‹�Ã�”�»�Õ�”�µ	Ø�C�›�¦�õ�`�‡�d�œ�{�±�”�Ì  X �U VTP 
ƒ
���›�!�Ë�`�h	Ô�ù�z�É�¿�Ä�ë�”�«�w�(�w�Í�”�Â�Ÿ�³�ã�ï�w�ˆ�U�f�•�›	!�Z�Ö�•�‡�b�{

VTP1/VTP2 VTP3 

NVRAM 

NVRAM 
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$ 10-4 VTP �Ì�”�´�ã�ï  3�• VTP �Å�Ý� �ï�w
ü�Â


ü�Â�w���O�g���x�z VTP �t�‘�l�o�×�ˆ�$�t�r�>�p�V�s�M�Å�Ý� �ï
ƒ���w
Æ�°�•�t�K�“�‡�b�{
ü�Â
�x�z
ƒ���w�¡�“�•�z�°�Ì�$�t
~�…�^�•�h�Å�Ý� �ï
æ
ü�t�0�b�”�x��
ƒ���w�A�L�p�b�{ VTP �Ì�”�´�ã
�ï  3 �w�\�w�;�ó�x�z�Å�Ý� �ï�›�-�¢�`�z�¡�l�o
ƒ���`�h�µ� �¿�½�›�‹�Ö�`�h�K�q�t�Ã	l�`�h
ƒ���›
	!�Z�Ö�•�s�M�‘�O�t�`�‡�b�{	ý�`�M�µ� �¿�½�›�Å�Ý� �ï�t�å�C�`�h	Ô�ù�z	��ˆ�p�f�w�µ� �¿�½�›	ý
�`�M�Ó�å� �Ú�æ  �±�”�Ì�t�¦���`�s�M�T�W�“�z�f�w
ƒ���x�;�û�^�•�‡�d�œ�{

VLAN � �ï�µ�»�ï�µ�w�Ó�å� �Ú�æ  �±�”�Ì�›�z MST � �ï�µ�»�ï�µ�w�·�¿�Ä�w�Ó�å� �Ú�æ  �±�”�Ì�q�x
���w�±�”�Ì�t�p�V�‡�b�{�\�w	Ô�ù�Ó�å� �Ú�æ  �±�”�Ì�U  2 �m�t�s�“�‡�b�U�z
ü�Â�^�•�‡�d�œ�{

�Â� �«�¦�”�Ì�” �;�Ï�›�–�;�`�h
ü�Â  VTP �Å�Ý� �ï�w�6
ƒ���t�m�M�o�z �®
ü�Â  VTP �Å�Ý� �ï�w�6
ƒ
���¯ �¢ p.10-17�£ �›�€	°�`�o�X�i�^�M�{


ü�Â  VTP �Å�Ý� �ï�w�6
ƒ��

VTP �Å�Ý� �ï�w
ü�Â�x� �ï�µ�»�ï�µ�t�{���p�b�{�m�‡�“�z�K�”� �ï�µ�»�ï�µ�x�z���w� �ï�µ�»�ï�µ
�U
ü�Â�^�•�o�M�s�X�o�‹
ü�Â�p�V�‡�b�{ VTP �Ì�”�´�ã�ï  3 �p�x�z�Ó�é�Ä�¯�ç���p�7	4�$�s
Y�`�M
ƒ
���›�Ë�m�Ó�å� �Ú�æ  �±�”�Ì�›
Q���p�V�s�M�h�Š�z�Í�”�Â�Ÿ�ï�³�ã�ï�›�_	†�b�”
ž�A�U�K�“�‡�b�{ 
$
10-5 �t�z 1 �m�w�›���w  VTP � �ï�µ�»�ï�µ�t�m�M�o�z 4 �m�w�Í�”�Â�Ÿ�³�ã�ï�t
ü�Â�^�•�h  VTP �Å�Ý� 
�ï�›�Ô�`�‡�b�{


$ 10-5 �p�x�z�±�”�Ì  X �U�Å�Ý� �ï�w
Y�`�M
ƒ���›�Ë�j�‡�b�{�\�w
ü�Â  VTP �Å�Ý� �ï�›�6
ƒ���b�”
�t�x�z�Â� �«�¦�”�Ì�”  �Ý�¿�·�”�´�›�±�”�Ì  X �T�’�Å�Ý� �ï
¶�.�t
C�æ�`�z�±�”�Ì  X �›�\�w�›���w
� �ï�µ�»�ï�µ�w	ý�`�M�Ó�å� �Ú�æ  �±�”�Ì�q�`�o�ž�Å�Ì�»� �¶�b�”
ž�A�U�K�“�‡�b�{ �\�w�Å�Ý� �ï�º
�w�b�‚�o�w�µ� �¿�½�x�Ó�å� �Ú�æ  �±�”�Ì  X �t�é�¿�«�^�•�z�±�”�Ì  X �t�‘�l�o�I�ˆ�^�•�h� �ï�µ�»
�ï�µ
ƒ���ž�¿�Ó�Ã�”�Ä�w�ˆ�›	!�Z�Ö�•�‡�b�{�Å�Ý� �ï�º�w�b�‚�o�w�µ� �¿�½�U�z�f�w� �ï�µ�»�ï�µ
�t�m�M�o  VTP 
ƒ���›�±�”�Ì  X �t�‰�8�^�d�‡�b�{

 Cisco
  X

 Cisco
  Y
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$ 10-5 VTP �Ì�”�´�ã�ï  3�•
ü�Â  VTP �Å�Ý� �ï�w�6
ƒ��

�Â� �«�¦�”�Ì�”�w�I�ˆ�x�z�Í�w�g���t�‘�“�z	O�A�s
â�^�q�s�“�‡�b�{

• �Â� �«�¦�”�Ì�”�x�z VTP �Å�Ý� �ï�º�w���w�Ó�å� �Ú�æ  �±�”�Ì�t�-���^�•�o�M�”�D�ó
Q�w�K�”�Ã
	l�`�h
ƒ���›	«�ˆ�`�‡�b�{ VTP �x�z�¢ show vtp conflicts �¯�Ú�ï�Å�›�î�æ�b�”�q�£�Ã	l�`�h
ƒ��
�›�Ë�m�b�‚�o�w�µ� �¿�½�›�æ�µ�Ä�`�z�Â� �«�¦�”�Ì�”�w
²�t�¬�Ý�›�A�{�`�‡�b�¢�‰�a  VTP �Å�Ý
� �ï�t���`�o�M�”�t�‹�T�T�˜�’�c�Ÿ�s�”�Ó�å� �Ú�æ  �±�”�Ì�›�Ë�m	Ô�ù�z �±�”�Ì�x�Ã	l�`�h	Ø�C
�›�Ë�j�‡�b�£ �{

• �Â� �«�¦�”�Ì�”�x�\�w�µ� �¿�½�¢ 
$ 10-5 �w�±�”�Ì  X�£�›�z VTP �Å�Ý� �ï�›���g�b�”�
�°�w�Ó�å
� �Ú�æ  �±�”�Ì�q�`�‡�b�{

hidden �Í�µ�ë�”�Å�›
ƒ���`�o�M�”	Ô�ù�z�Â� �«�¦�”�Ì�”�w�î�æ�t�x�Í�µ�ë�”�Å�w�6�Ö�—�U
ž�A�p
�b�{�µ� �¿�½�x
Y�`�X�Ý	Â�^�•�s�Z�•�y�z�Â� �«�¦�”�Ì�”�A�{�›�‹
q�`�‡�b�{�Ý	Â�U� �É�”�Ò�ç�p
�s�Z�•�y�z�r�w�±�”�Ì�p�‹�Â� �«�¦�”�Ì�”�U�D�ó�p�b�{

�Â� �«�¦�”�Ì�”�™�x�z�›���w� �ï�µ�»�ï�µ�t�m�M�o  VTP �Å�Ý� �ï
¶�.�›���g�b�”�Ó�å� �Ú�æ  �±�”
�Ì�x  1 �m�i�Z�p�b�{�f�O�p�s�M	Ô�ù�x�z�Í�w�‘�O�s�g���U�ß�Q�’�•�‡�b�{

• �°
æ�w�µ� �¿�½�U�z �Â� �«�¦�”�Ì�”  �Ý�¿�·�”�´
ù	ô�w�Ì�:�p�°�Ì�$�t
~�…�^�•�o�x�a
Æ�ó�p�`
�h�{

• �Â� �«�¦�”�Ì�”  �Ý�¿�·�”�´�U�°
æ�w�æ�ï�«	Í�p�æ�˜�•�‡�`�h�¢�Â� �«�¦�”�Ì�”  �Ý�¿�·�”�´�x
���“�&�`
ù	ô�^�•�”�w�p�z�\�w�)�e�x	–�^�X�s�“�‡�b�£ �{

�M�c�•�w	Ô�ù�‹�z�Â� �«�¦�”�Ì�”  �Ý�¿�·�”�´�›�6
C�æ�b�•�y�ð�J�›�r	«�p�V�‡�b�{

�Â� �«�¦�”�Ì�”
ƒ���w	Ä�I�t�m�M�o�x�z �®VTP �Ì�”�´�ã�ï  3 �Â� �«�¦�”�Ì�”�w
ƒ���¯ �¢ p.10-29�£�›�€
	°�`�o�X�i�^�M�{

 W

 X

 Y

 Z

VTP 
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VTP �Ì�”�´�ã�ï  3 �w�Þ�”�Å

�Ã�Ñ�¥�ç�Ä�w  VTP �Þ�”�Å�x�z�Ì�”�´�ã�ï  1�z�±�”�Ì  �Þ�”�Å�p�b�{�¦�Ñ  �Þ�”�Å�x�z VTP �Å�Ý� �ï�Ê
�›�µ� �¿�½	Í�p
ƒ���`�h�K�q�t�i�Z	4�ƒ�p�V�‡�b�{ VTP �Ì�”�´�ã�ï  1 �S�‘�|  VTP �Ì�”�´�ã�ï  2 �p
�–�;�b�”�®�Å�Ý� �ï�U	Z�¯�x�z VTP �Ì�”�´�ã�ï  3 �p�x�–�;�p�V�‡�d�œ�{

VTP �Ì�”�´�ã�ï  3 �›�î�æ�¤�w�µ� �¿�½�x�z�Í�w�‘�O�s�ž�è�w�›
Q�U�K�“�‡�b�{

• �‰�a VTP �Å�Ý� �ï�T�’�w  VTP �Í�­�¿�Ä�w�ˆ�›	!�Z�Ö�•�‡�b�{

• �Ó�å� �Ú�æ  �±�”�Ì�›�Ë�h�s�M	Ô�ù�z�r�w� �ï�µ�»�ï�µ�p�‹	!	ô�`�h�7	s�w  VTP �Ã�”�»�Õ�”�µ
�t�0� �b�”�Ó�å� �Ú�æ  �±�”�Ì�›	!�Z�Ö�•�‡�b�{

• �q�O�w�Ó�å� �Ú�æ  �±�”�Ì�T�’�z �‘�“�ô�M�æ�Ï�´�ã�ï
j�ø�›�Ë�m�Ã�”�»�Õ�”�µ�w�ˆ�›	!�Z�Ö�•�‡
�b�{

• �Í�µ�ë�”�Å�›
ƒ���`�z �¢ hidden �›
ƒ���`�o�M�”�T
q�T�t�T�T�˜�’�c�£
Y�`�M�Í�µ�ë�”�Å�›���‰
	Ô�ù�z	ý�`�M�Ã�”�»�Õ�”�µ�‡�h�x�Â� �«�¦�”�Ì�”  �Ý�¿�·�”�´�w�ˆ�›	!�Z�Ö�•�‡�b�{

�\�\�p�x�z VTP �Ì�”�´�ã�ï  3 �w�Þ�”�Å�t�m�M�o
†�Ì�`�‡�b�{

• �«�å� �ž�ï�Ä  �Þ�”�Å�¢ p.10-19�£

• �±�”�Ì  �Þ�”�Å�¢ p.10-19�£

• �Ä�å�ï�µ�Ö�ž�è�ï�Ä�S�‘�|  VTP �¦�Ñ  �Þ�”�Å�¢ p.10-20�£

�Þ�”�Å
ƒ���w	Ä�I�t�m�M�o�x�z �®VTP �Ì�”�´�ã�ï  3 �w�Þ�”�Å�!�Ë�¯ �¢ p.10-24�£ �›�€	°�`�o�X�i�^�M�{

�«�å� �ž�ï�Ä  �Þ�”�Å

VTP �Ì�”�´�ã�ï  3 �«�å� �ž�ï�Ä�x�z�Í�w�‘�O�t�z VTP �Ì�”�´�ã�ï  1 �S�‘�|  VTP �Ì�”�´�ã�ï  2 �«�å
� �ž�ï�Ä�q�¨�Å�`�o�M�‡�b�{

• �É�¿�Ä�ë�”�«�T�’  VTP 
ƒ���›	!�Z�Ö�•�‡�b�U�z�f�w
ƒ���›
\
R�‡�h�x�!�Ë�p�V�‡�d�œ�{

• 	!	ô�`�h  VTP 
ƒ���›  RAM�¢ NVRAM �p�x�K�“�‡�d�œ�£�t�¨�ò�`�‡�b�{�I�ˆ�Ì�t�x�z�Ó�å� �Ú
�æ �±�”�Ì�w  ID �›���Š�o�z VTP �t�‘�l�o�;�û�^�•�”
ƒ��
¶�.�›�6	��˜�b�”
ž�A�U�K�“�‡�b�{

• �›���w� �ï�µ�»�ï�µ�p	!	ô�`�h  VTP 
ƒ��
¶�.�›  RAM �t�¨�ò�p�V�s�M	Ô�ù�z�h�i�j�t�Ä�å�ï�µ
�Ö�ž�è�ï�Ä  �Þ�”�Å�t� �æ�`�‡�b�{

�±�”�Ì  �Þ�”�Å

�Ó�å� �Ú�æ�S�‘�|�·�§�ï�¼�æ  �±�”�Ì�x�z 2 �m�w�±�”�Ì  �»� �Ó�q�`�o  VTP �Å�Ý� �ï�º�w  1 �m�w VLAN
�‡�h�x  VTP � �ï�µ�»�ï�µ	Í�t���O�p�V�‡�b�{

�·�§�ï�¼�æ  �±�”�Ì

�µ� �¿�½�›�±�”�Ì�t�s�”�‘�O�t
ƒ���b�”�q�z�Ã�Ñ�¥�ç�Ä�p�x�·�§�ï�¼�æ  �±�”�Ì�t�s�“�‡�b�{�·�§�ï
�¼�æ �±�”�Ì�q�`�o�x�z VTP �Ì�”�´�ã�ï  3 �µ� �¿�½�x�Í�w�:�›	†�M�o�«�å� �ž�ï�Ä�q�`�o�ˆ�^�`�‡�b�{

• �·�§�ï�¼�æ  �±�”�Ì�x�z VTP �Ì�”�´�ã�ï  3 �›�p�`�o	!	ô�`�h	Ø�C�›�h�i�j�t  NVRAM �t�-���`
�‡�b�{�\�w  NVRAM �x�z �î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�‡�h�x�µ�»�”�Ä�ž�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï�w�°
æ�p�b�{

• �I�ˆ�Ì�t�z NVRAM �º�t
ƒ���›�Ë�m�·�§�ï�¼�æ  �±�”�Ì�x
ƒ���w�ž�Å�Ì�»� �¶�›�‰�•�`�‡�b�{
VTP �·�§�ï�¼�æ  �±�”�Ì�w	��A�s�è�$�x�z �É�¿�Ä�ë�”�«�t�;�û�^�•�”
ƒ���›�Ì�¿�«�ž�¿�Ó�b�”�\
�q�p�b�{

• �«�å� �ž�ï�Ä�q�‰�7�z VTP �·�§�ï�¼�æ  �±�”�Ì�x  VTP 
ƒ���›�!�Ë�p�V�‡�d�œ�{

• 
ƒ���›  NVRAM �t�-���p�V�s�M	Ô�ù�z VTP �±�”�Ì�x�«�å� �ž�ï�Ä  �Þ�”�Å�t�í�“�‡�b�{

• VTP �Ì�”�´�ã�ï  3 �·�§�ï�¼�æ  �±�”�Ì�x�z�Ó�å� �Ú�æ  �±�”�Ì�t�s�”�h�Š�t�Â� �«�¦�”�Ì�”�›
C
�æ�p�V�‡�b�{
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�Ó�å� �Ú�æ  �±�”�Ì

�Ó�å� �Ú�æ  �±�”�Ì�x  VTP 
ƒ���›
\
R�‡�h�x�!�Ë�p�V�‡�b�{�Ó�å� �Ú�æ  �±�”�Ì  �µ�Â�”�Ä�t�Ö�”�t
�x�z�µ� �¿�½�T�’�Â� �«�¦�”�Ì�”�›
C�æ�b�”
ž�A�U�K�“�‡�b�{�Â� �«�¦�”�Ì�”�x�z�Å�Ý� �ï
¶�.�t
�;�û�^�•�‡�b�{�Å�Ý� �ï�º�w���w
œ�O�$�Ó�å� �Ú�æ  �±�”�Ì�x�z�b�‚�o�·�§�ï�¼�æ  �±�”�Ì  �Þ�”�Å�t
� �æ�`�z�f�w  VTP �Å�Ý� �ï�p�Ó�å� �Ú�æ  �±�”�Ì�U  1 �m�i�Z�t�s�”�‘�O�t�`�‡�b�{

�Ó�å� �Ú�æ  �±�”�Ì�U
ž�A�s�w�x�z�M�c�•�T�w� �ï�µ�»�ï�µ�w  VTP 
ƒ���›�!�Ë�b�”
ž�A�U�K�”	Ô�ù
�i�Z�p�b�{�·�§�ï�¼�æ  �±�”�Ì�U�æ�é�”�Å�›�è�a�o
ƒ���w�Ë��
Q�›�-	Â�b�”�h�Š�z VTP �Å�Ý� �ï�x�z
�ž�«�Â�Ÿ�Ò�s�Ó�å� �Ú�æ  �±�”�Ì�U�s�X�o�‹�ˆ�^�p�V�‡�b�{�Ó�å� �Ú�æ  �±�”�Ì  �µ�Â�”�Ä�x�z�Í�w�g
���t�‘�“	4�ƒ�`�‡�b�{

• �µ� �¿�½�w�6�I�ˆ

• �ž�«�Â�Ÿ�Ò�S�‘�|	Ñ�Õ�µ�”�Í�Ì� �²  �¤�ï�´�ï���w�Ë� �ž�Õ� �å�Ï�æ�Â�Ÿ  �µ� �¿�½�¦�”�Ì�”

• ���w�±�”�Ì�T�’�w�Â� �«�¦�”�Ì�”

• �Þ�”�Å
ƒ���w�!�Ë

• VTP �Å�Ý� �ï
ƒ���w�!�Ë�¢�Ì�”�´�ã�ï�z�Å�Ý� �ï�Ê�z�‡�h�x�Å�Ý� �ï  �Í�µ�ë�”�Å�s�r�£

�Ä�å�ï�µ�Ö�ž�è�ï�Ä�S�‘�|  VTP �¦�Ñ  �Þ�”�Å

VTP �Ì�”�´�ã�ï  3 �p�x�z�Ä�å�ï�µ�Ö�ž�è�ï�Ä  �Þ�”�Å�x� �ï�µ�»�ï�µ�t�{���p�b�{ VTP �Ì�”�´�ã�ï
3 �w�¦�Ñ  �Þ�”�Å�x�Ž
²�w  VTP �Ì�”�´�ã�ï�q�‰�7�p�K�“�z� �ï�µ�»�ï�µ�t�{���p�x�K�“�‡�d�œ�{�M
�c�•�w�Þ�”�Å�p�‹�z VTP �U���g�b�”�;�ó�›�é�”�§�ç�t
ƒ���p�V�‡�b�{�\�w
ƒ���x�z �¢�˜�p�b�”	Ô�ù�£
�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t�‹���‡�•�‡�b�{�\�w�;�ó�x�z VTP �U�–�;�b�”�w�q�‰�a  NVRAM �Ò
�é�¿�«�t�é�”�§�ç
ƒ���›�-���`�‡�b�{�\�w�;�ó�t�m�M�o�w  NVRAM 	r�g�x�z�µ� �¿�½�U�\�w�;�ó�t
�0�`�o�Ä�å�ï�µ�Ö�ž�è�ï�Ä�p�K�”�T�r�O�T�t�T�T�˜�’�c�z�b�‚�o  VTP �›�è�a�o�I�\�“�‡�b�{ VTP
�Ä�å�ï�µ�Ö�ž�è�ï�Ä  �Þ�”�Å�p�x�z�µ� �¿�½�U	!	ô�b�”  VTP �Ý�¿�·�”�´�x�b�‚�o�Ñ�å�¿�Ã�Ÿ�ï�¬�^
�•�‡�b�{ VTP �¦�Ñ  �Þ�”�Å�p�x�z VTP �Ý�¿�·�”�´�x�Ä�å�ï�«�p
��:�^�•�‡�b�{

VTP �Ì�”�´�ã�ï  3 �Ã�”�»�Õ�”�µ

VTP �Ì�”�´�ã�ï  1 �S�‘�|  VTP �Ì�”�´�ã�ï  2 �x�zVLAN 	Ø�C�t���È
Ç�Z�’�•�o�M�‡�b�{ VTP �Ì�”�´�ã
�ï  3 �x�z�K�’�•�”	��¨�w
ƒ���¢�Ã�”�»�Õ�”�µ�£�›  VTP �Å�Ý� �ï
¶�.�t
�	ô�b�”�‘�O
ƒ�-�^�•�o�M
�‡�b�{

�¢�«�£ Release 8.1(x) �S�‘�|  8.2(x) �p�x�z �Ã�”�»�Õ�”�µ�;�û�U�±�Ù�”�Ä�^�•�”�w�x  VLAN �Ã�”�»�Õ�”�µ�i�Z
�p�b�{ Release 8.3(1) �p�x�z MST �Ã�”�»�Õ�”�µ�w�;�û�w�h�Š�t�±�Ù�”�Ä�U�å�C�^�•�‡�`�h�{

�\�\�p�x�z VTP �Ì�”�´�ã�ï  3 �Ã�”�»�Õ�”�µ�t�m�M�o
†�Ì�`�‡�b�{

• ���®�s�Ã�”�»�Õ�”�µ�¢ p.10-21�£

• �Ã�”�»�Õ�”�µ  �æ�Ï�´�ã�ï
j�ø�¢ p.10-21�£

• VTP �Ì�”�´�ã�ï  1 �S�‘�|  VTP �Ì�”�´�ã�ï  2 �q�w
ì�“�^�;�¢ p.10-22�£

• 
M�v�¢ p.10-22�£



�H 10 	·       VTP �w
ƒ��
VTP �Ì�”�´�ã�ï  3 �w�;�ó�“�A

10-21
Catalyst 6500 �³�æ�”�¶  �µ� �¿�½  �¹�Ñ�Ä�¢�£�ž  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �¨� �Å

OL-7193-01-J

���®�s�Ã�”�»�Õ�”�µ

�µ� �¿�½�U�Ã�”�»�Õ�”�µ�›�ž�Å�Ì�»� �¶�b�”�w�x�z�f�•�U���®�s	Ô�ù�w�ˆ�p�b�{�Ã�”�»�Õ�”�µ�w��
�®
Q�›�¬�Ý�b�”�t�x�z�Ó�å� �Ú�æ  �±�”�Ì�t�s�”�`�T�K�“�‡�d�œ�{�µ� �¿�½�U�Ó�å� �Ú�æ  �±�”�Ì�t
�‘�l�o
\
R�^�•�h�Ã�”�»�Õ�”�µ�›�!�Ë�`�h	Ô�ù�¢�¦�Ñ�‡�h�x�Ä�å�ï�µ�Ö�ž�è�ï�Ä  �Þ�”�Å�p�D�ó�£�z
�f�w�Ã�”�»�Õ�”�µ�x�Á�®�p�b�{�Á�®�s�Ã�”�»�Õ�”�µ�x�é�”�§�ç�t�&�;�^�•�”�i�Z�p�K�“�z�f�w�µ
� �¿�½�U  VTP �±�”�Ì�‡�h�x�«�å� �ž�ï�Ä�p�K�”	Ô�ù�z�É�¿�Ä�ë�”�«�p	!	ô�`�h�r�w�Ã�”�»�Õ�”�µ
�t�‘�l�o�‹	Í	{�V�^�•�‡�b�{�Í�t�z�M�X�m�T�w���®�S�‘�|�Á�®�s�Ã�”�»�Õ�”�µ�w�«�›�Ô�`�‡�b�{

• VTP �Ì�”�´�ã�ï  1 �T�’  VTP �Ì�”�´�ã�ï  3 �t� �æ�b�”�q�V�z VLAN �Ã�”�»�Õ�”�µ�S�‘�|  MST �Ã�”
�»�Õ�”�µ�x�_	†�^�•�‡�d�œ�{ �h�i�`�z VTP �Ì�”�´�ã�ï  3 �w�Ó�å� �Ú�æ  �±�”�Ì�p�x�s�X�z VTP �Ì�”
�´�ã�ï  1 �w�±�”�Ì�t�‘�l�o
\
R�^�•�h�h�Š�z VLAN �Ã�”�»�Õ�”�µ�x�Á�®�q�Ú�”�«�^�•�‡�b�{

• ���®�s�Ã�”�»�Õ�”�µ�›�Ë�m  VTP �Ì�”�´�ã�ï  3 �±�”�Ì�U�Ä�å�ï�µ�Ö�ž�è�ï�Ä  �Þ�”�Å�t� �æ�`�h
	Ô�ù�z VLAN �Ã�”�»�Õ�”�µ�S�‘�|  MST �Ã�”�»�Õ�”�µ�›
ƒ���p�V�‡�b�U�z�Ã�”�»�Õ�”�µ�›�!�Ë
�b�”�q�h�i�j�t�Á�®�t�s�“�‡�b�{�\�w	Ô�ù�z�É�¿�Ä�ë�”�«�T�’	!	ô�`�h���®�s�Ã�”�»�Õ�”�µ�t
�‘�“�z�Ä�å�ï�µ�Ö�ž�è�ï�Ä�Þ�”�Å�w���t�æ�˜�•�h�!�Ë�U	Í	{�V�^�•�o�`�‡�O�h�Š�z�µ� �¿�½�U
�±�”�Ì  �Þ�”�Å�t�í�“�z�\�w�Ã�”�»�Õ�”�µ�›�ž�Å�Ì�»� �¶�b�”�\�q�U�p�V�s�X�s�“�‡�b�{�±�”�Ì
�U�Ä�å�ï�µ�Ö�ž�è�ï�Ä  �Þ�”�Å�t� �æ�`�z�f�w�™�Ã�”�»�Õ�”�µ
ƒ���›�!�Ë�d�c�t�±�”�Ì  �Þ�”�Å
�t�í�l�h	Ô�ù�z�f�w�Ã�”�»�Õ�”�µ�x�‘
µ�q�`�o���®�p�b�{

• �Ó�å� �Ú�æ  �±�”�Ì	Í�w�Ã�”�»�Õ�”�µ�¢ VLAN 
ƒ���s�r�£�›�!�Ë�`�h	Ô�ù�z�f�w�Ã�”�»�Õ�”�µ�x
�‘
µ�q�`�o���®�p�K�“�z�Å�Ý� �ï�w�’�“�w
æ
ü�t�ž�Å�Ì�»� �¶�^�•�‡�b�{�r�w�Þ�”�Å�p�‹�z�Å
�Ý� �ï���È�w�Í�å�Ý�”�»�¢�Å�Ý� �ï�Ê�z VTP �Ì�”�´�ã�ï�z�Ý	Â�M�Ü�¦�Í�µ�ë�”�Å�§�s�r�£�›
ƒ
���`�h	Ô�ù�z�b�‚�o�w�Ã�”�»�Õ�”�µ�U�Á�®�t�s�“�‡�b�{�Ã�”�»�Õ�”�µ�w�Á�®�=�t�C�Q�o�z�Å�Ý
� �ï���È�Í�å�Ý�”�»�›
ƒ���b�”�q�z�Ó�å� �Ú�æ  �±�”�Ì�x�·�§�ï�¼�æ  �±�”�Ì�t�í�“�‡�b�{

• �Å�Ý� �ï  �Í�å�Ý�”�»�›�!�Ë�b�”�q�z�f�w�µ� �¿�½�x	ý�`�M�Å�Ý� �ï�t�å�C�^�•�‡�b�{�\�w�¡�l
�h�Ã�”�»�Õ�”�µ�U�î
C�$�t  VTP �Å�Ý� �ï�t�å�C�^�•�”�\�q�›�w�­�b�”�h�Š�z�µ� �¿�½�›�Ó�å� 
�Ú�æ �±�”�Ì�q�`�o	ý�`�M�Å�Ý� �ï�t�å�C�b�”�\�q�x�p�V�‡�d�œ�¢���®�s
ƒ���›	«�ˆ�b�”�D�ó
Q
�U�K�”�h�Š�£ �{�Á�®�s�Ã�”�»�Õ�”�µ�›�Ë�m�h�Š�z�Å�Ý� �ï�t	ý�`�X�å�C�^�•�h�µ� �¿�½�x�z�h�i
�j�t�É�¿�Ä�ë�”�«
ƒ���›	!�Z�Ö�•�‡�b�{�É�¿�Ä�ë�”�«
ƒ���›	«�ˆ�`�o�`�‡�O�\�q�x�K�“�‡�d�œ�{

�Ã�”�»�Õ�”�µ  �æ�Ï�´�ã�ï
j�ø

�¤  VTP � �ï�µ�»�ï�µ�x�z�Ã�”�»�Õ�”�µ  �æ�Ï�´�ã�ï
j�ø�t���È
Ç�Z�’�•�o�M�‡�b�{�Ã�”�»�Õ�”�µ  �æ
�Ï�´�ã�ï
j�ø�x�z�ž�Å�Ì�»� �¶�^�•�h�½�£�¿�«�±�Ü�U�§�Ì�”�b�”�Ã�”�»�Õ�”�µ�w�‹�U�!�Ë�^�•�”
�q�z
ÿ
ü�`�‡�b�{


÷�”�U�z�‰�a�Å�Ý� �ï�º�w� �ï�µ�»�ï�µ�w�‰�a�Ó�å� �Ú�æ  �±�”�Ì�T�’  VTP �ž�Å�Ì�»� �¶�›	!	ô�b
�”�q�z�Í�w�‘�O�t�s�“�‡�b�{

• �f�w�ž�Å�Ì�»� �¶�º�w�Ã�”�»�Õ�”�µ  �æ�Ï�´�ã�ï
j�ø�U	!	ô��
÷�”�w�æ�Ï�´�ã�ï
j�ø�‘�“	–�^
�M	Ô�ù�z�f�w�ž�Å�Ì�»� �¶�x�Á�¹�^�•�z�q�æ�æ�Ï�´�ã�ï
j�ø
Ç�V�w�±�Ú�æ�”  �ž�Å�Ì�»� �¶�U�z
�i�w�ž�Å�Ì�»� �¶�U	!	ô�^�•�h�Ä�å�ï�«�p�;
ù�^�•�‡�b�{

• �f�w�ž�Å�Ì�»� �¶�º�w�Ã�”�»�Õ�”�µ  �æ�Ï�´�ã�ï
j�ø�U	!	ô��
÷�”�w�æ�Ï�´�ã�ï
j�ø�q�‰�a�p
�K�”	Ô�ù�z�Í�w�‘�O�t�s�“�‡�b�{

�µ �f�w�ž�Å�Ì�»� �¶�w�½�£�¿�«�±�Ü�U	!	ô��
÷�”�t�7�Œ�p�K�”�q�O�w
ƒ���w�½�£�¿�«�±�Ü�q
�k�µ�t�‰�a�p�K�”	Ô�ù�z�?�‹�I�V�‡�d�œ�{

�µ �f�w�ž�Å�Ì�»� �¶�w�½�£�¿�«�±�Ü�U	!	ô��
÷�”�t�7�Œ�p�K�”�q�O�w
ƒ���w�½�£�¿�«�±�Ü�q
�k�µ�t�‰�a�p�x�s�M	Ô�ù�z�f�w
÷�”�w
ƒ���x�è�¹�›	!�Z�‡�d�œ�U�z
÷�”�x�Ã�”�»�Õ�”�µ��
�g	��t
ƒ���¤�å�”	Ý�6�w
C
\�›�Ô�`�‡�b�{

• �f�w�ž�Å�Ì�»� �¶�º�w�Ã�”�»�Õ�”�µ  �æ�Ï�´�ã�ï
j�ø�U	!	ô��
÷�”�w�æ�Ï�´�ã�ï
j�ø�‘�“�‹�G
�V�X�z�f�w�ž�Å�Ì�»� �¶�w�½�£�¿�«�±�Ü�S�‘�|
ƒ��	Ø�C�U�°�•�b�”	Ô�ù�z�f�w	!	ô���µ� �¿�½
�x�z�y�X�s�l�h�Ã�”�»�Õ�”�µ�w
Y�¬�s�±�Ò�·�¿�Ä�›�A�{�`�‡�b�{

VTP �ž�Å�Ì�»� �¶�x�z
÷�”�w�¤�Ä�å�ï�«  �Ù�”�Ä	Í�p�6
\
R�^�•�‡�b�U�z	!	ô�`�h�Ä�å�ï�«  �Ù�”�Ä
	Í�p�x�6
\
R�^�•�‡�d�œ�{
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VTP �Ì�”�´�ã�ï  1 �S�‘�|  VTP �Ì�”�´�ã�ï  2 �q�w
ì�“�^�;

VTP �Ì�”�´�ã�ï  3 �x�z VTP �Ì�”�´�ã�ï  1 �S�‘�|  VTP �Ì�”�´�ã�ï  2 �µ� �¿�½�q�Ž�<�w�‘�O�t
ì�“�^
�;�`�‡�b�{

�¢�«�£ VTP �Ì�”�´�ã�ï  1 �S�‘�|  VTP �Ì�”�´�ã�ï  2 �µ� �¿�½�›  VTP �Ì�”�´�ã�ï  3 �q
Y�`�X�È���^�d�”�t
�x�z�f�•�’�›�«�å� �ž�ï�Ä�q�`�o
ƒ���b�”
ž�A�U�K�“�‡�b�{	Ä�I�t�m�M�o�x�z �®
M�v�¯�¢ p.10-22�£ �›
�€	°�`�o�X�i�^�M�{

• VTP �Ì�”�´�ã�ï  3 �µ� �¿�½�x�z VTP �Ì�”�´�ã�ï  1 �S�‘�|  VTP �Ì�”�´�ã�ï  2 �µ� �¿�½�›�U	Z�`�z
VTP �Ì�”�´�ã�ï  2 ���Ü�w�ˆ�p�z �×
ü�w�Ã�”�»�Õ�”�µ�w�µ�­�”�ç�¼�¢�ï  �Ì�”�´�ã�ï�›�Ä�å�ï�«�o
�•�p
ù	ô�p�V�‡�b�{ VTP �Ì�”�´�ã�ï  1 �µ� �¿�½�x�z
ƒ���t�‘�”�§�	�s�`�p  VTP �Ì�”�´�ã�ï  2
�Þ�”�Å�t� �æ�`�‡�b�{

• VTP �Ì�”�´�ã�ï  3 �µ� �¿�½�x�z �K�”�Ä�å�ï�«�p�è�¨�³�”  VTP �Ì�”�´�ã�ï  1 �‡�h�x  VTP �Ì�”�´�ã
�ï  2 �w�Í�­�¿�Ä�›	s�Š�o	!	ô�b�”	Ô�ù�z �f�w�Ä�å�ï�«	Í�p  VTP �Ì�”�´�ã�ï  2 �Í�­�¿�Ä�›
ù�”�\
�q�x�K�“�‡�d�œ�{�f�w�h�Š�Ù
€�b�”�è�¨�³�”  �µ� �¿�½�x�z�æ�ï�«	Í�p�×
ü�w���O�›�ž�Å�Ì�»� 
�¶�`���Z�”
ž�A�U�K�“�‡�b�{ VTP �Ì�”�´�ã�ï  3 �µ� �¿�½�U�K�”�Ä�å�ï�«	Í�p�°���8���è�¨�³�”
�Í�­�¿�Ä�›	!	ô�`�s�M	Ô�ù�z�f�w�Ä�å�ï�«�x  VTP �Ì�”�´�ã�ï  3 �w�ˆ�w�Ä�å�ï�«�q�ˆ�s�^�•�z�f
�w�Ä�å�ï�«	Í�p�x  VLAN �Ã�”�»�Õ�”�µ�‡�h�x  MST �Ã�”�»�Õ�”�µ�w�µ�­�”�ç�¼�¢�ï  �Ì�”�´�ã�ï
�›�\�•�Ž�ñ�ž�Å�Ì�»� �¶�`�s�X�s�“�‡�b�{

• �K�”�Ä�å�ï�«	Í�p  VTP �Ì�”�´�ã�ï  2 �Ã�”�»�Õ�”�µ�›�ž�Å�Ì�»� �¶�b�”	Ô�ù�p�‹�z VTP �Ì�”�´�ã
�ï  3 �x�z�f�w�Ù�”�Ä�›�è�a�o  VTP �Ì�”�´�ã�ï  3 �ž�¿�Ó�Ã�”�Ä�w
ù	ô�›���Z�‡�b�{�\�•�t�‘�“�z
2 	��¨�w�É� �Ì�U�f�w�Ä�å�ï�«�p�ž���p�V�‡�b�{

• VTP �Ì�”�´�ã�ï  3 �µ� �¿�½�x�z�'�ÿ  VLAN 1002 �™ 1005 �›�!�Ë�p�V�‡�b�{�h�i�`�z�\�•�’�w
VLAN �x�z VTP �Ì�”�´�ã�ï  2 ���Ü�w�µ�­�”�ç�¼�¢�ï�^�•�h�Ã�”�»�Õ�”�µ�p�x�Ã�Ñ�¥�ç�Ä�t
ƒ��
�^�•�‡�b�{

• VTP �Ì�”�´�ã�ï  3 �µ� �¿�½�x�z VTP �Ì�”�´�ã�ï  1 �‡�h�x  VTP �Ì�”�´�ã�ï  2 �w�É� �Ì�T�’
ƒ��
�›	!�Z�Ö�•�”�\�q�x�K�“�‡�d�œ�{


M�v

VTP �Ì�”�´�ã�ï  3 �w
M�v�x�z�Í�w�q�S�“�p�b�{

• �Ä�å�ï�µ�Ö�ž�è�ï�Ä  �Þ�”�Å�w  VTP �Ì�”�´�ã�ï  1 �S�‘�|  VTP �Ì�”�´�ã�ï  2 �æ�”�´�ã�ï�p�è	ô�p
�V�”�w�x�z 2 �m�w VTP �Ì�”�´�ã�ï  3 �æ�”�´�ã�ï�i�Z�p�b�{

• VTP �Ì�”�´�ã�ï  2 �æ�”�´�ã�ï�t�±�”�Ì�U�K�“�z VTP 	Ø�C�›  VTP �Ì�”�´�ã�ï  3 �æ�”�´�ã�ï�T�’
	!	ô�b�”	Ô�ù�z�ð�J�U
C
\�b�”�\�q�U�K�“�‡�b�{ VTP �Ì�”�´�ã�ï  1 �S�‘�|  VTP �Ì�”�´�ã�ï  2
�æ�”�´�ã�ï�p
ƒ���U�!�Ë�^�•�”�q�z �Ã�”�»�Õ�”�µ�w�æ�Ï�´�ã�ï�U  VTP �Ì�”�´�ã�ï  3 �æ�”�´�ã�ï
�t�‘�l�o
\
R�^�•�”�æ�Ï�´�ã�ï�‘�“�ô�X�s�“�z VTP �Ì�”�´�ã�ï  3 �æ�”�´�ã�ï�T�’�w�ž�¿�Ó�Ã�”
�Ä�U�Á�¹�^�•�”�\�q�U�K�“�‡�b�{

�¢�«�£ VTP �Ì�”�´�ã�ï  1 �S�‘�|  VTP �Ì�”�´�ã�ï  2 �æ�”�´�ã�ï�w�µ� �¿�½�x�b�‚�o�«�å� �ž�ï
�Ä�t
ƒ���`�z�æ�Ï�´�ã�ï
j�ø�›�æ�·�¿�Ä�b�”�\�q�›
*	‘�`�‡�b�¢�æ�é�”�Å�î�æ�‡�h�x�Å
�Ý� �ï�Ê�!�Ë�›���“�&�`�‡�b�£ �{

• 2 �m�w�Ÿ�s�”  VTP �Ì�”�´�ã�ï  3 �æ�”�´�ã�ï�t
€���`�h  VTP �Ì�”�´�ã�ï  2 �æ�”�´�ã�ï�x�z�Ã	l
�`�h	Ø�C�›	!	ô�`�z�f�w�Ì�‘�w�7�ô�w�æ�Ï�´�ã�ï
j�ø�›�Ë�m  VTP �Ì�”�´�ã�ï  3 �æ�”�´�ã�ï�q
�Ã�”�»�Õ�”�µ�›�¦�õ�`���Z�”�\�q�U�K�“�‡�b�{�\�w	��w
ƒ���x
*	‘�p�V�‡�d�œ�{

• VTP �Ì�”�´�ã�ï  3 �µ� �¿�½	Í�p  VTP �Ó�ç�”�Ç�ï�¬�›� �É�”�Ò�ç�t�`�o�‹�z�Ó�ç�”�Ç�ï�¬�x�f
�w�µ� �¿�½	Í�p� �É�”�Ò�ç�t�s�”�i�Z�p�b�{ VTP �Ì�”�´�ã�ï  1 �•  VTP �Ì�”�´�ã�ï  2 �w�‘�O�t
�;�û�^�•�”�\�q�x�K�“�‡�d�œ�{
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VTP �Ì�”�´�ã�ï  3 �w�Ã�Ñ�¥�ç�Ä
ƒ��

¯ 10-2 �t�z VTP �Ì�”�´�ã�ï  3 �w�Ã�Ñ�¥�ç�Ä
ƒ���›�Ô�`�‡�b�{

VTP �Ì�”�´�ã�ï  3 �w
ƒ��
�\�\�p�x�z VTP �Ì�”�´�ã�ï  3 �w
ƒ��	�	q�t�m�M�o
†�Ì�`�‡�b�{

• VTP �Ì�”�´�ã�ï  3 �w� �É�”�Ò�ç�=�¢ p.10-23�£

• VTP �Ì�”�´�ã�ï  3 �w�Þ�”�Å�!�Ë�¢ p.10-24�£

• VTP �Ì�”�´�ã�ï  3 �Í�µ�ë�”�Å�w
ƒ���¢ p.10-28�£

• VTP �Ì�”�´�ã�ï  3 �Â� �«�¦�”�Ì�”�w
ƒ���¢ p.10-29�£

• �Ù�”�Ä�o�•�p�w  VTP �Ì�”�´�ã�ï  3 �w�Ã�Ÿ�·�”�Ò�ç�=�¢ p.10-30�£

• VTP �Ì�”�´�ã�ï  3 �w show �¯�Ú�ï�Å�¢ p.10-31�£

VTP �Ì�”�´�ã�ï  3 �w� �É�”�Ò�ç�=

VTP �Ì�”�´�ã�ï�›�¦���b�”�t�x�z set vtp version version_number �¯�Ú�ï�Å�›�–�;�`�‡�b�{�Ã�Ñ�¥�ç�Ä
�p�x�z VTP �Ì�”�´�ã�ï�x�Ì�”�´�ã�ï  1 �p�K�“�z VTP �Þ�”�Å�x�±�”�Ì  �Þ�”�Å�p�b�{ VTP �Ì�”�´�ã�ï
�‡�h�x  VTP �Þ�”�Å�›
¬�R�b�”
²�t�z�Å�Ý� �ï�›�¦���b�”
ž�A�U�K�“�‡�b�{

VTP �Ì�”�´�ã�ï  3 �›� �É�”�Ò�ç�t�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{


¯ 10-2 VTP �Ì�”�´�ã�ï  3 �w�Ã�Ñ�¥�ç�Ä
ƒ��

�;�ó �Ã�Ñ�¥�ç�Ä�‹

VTP �Å�Ý� �ï�Ê �È�ç

VTP �Þ�”�Å �±�”�Ì

VTP �Ì�”�´�ã�ï  3 �w� �É�”�Ò�ç  �µ�Â�”�Ä �Ì�”�´�ã�ï  1 �U� �É�”�Ò�ç

VTP �Í�µ�ë�”�Å none

VTP �Ó�ç�”�Ç�ï�¬ �Ã�Ÿ�·�”�Ò�ç

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 �µ� �¿�½	Í�p  VTP �Ì�”�´�ã�ï  3 �›� �É�”�Ò�ç�t
�`�‡�b�{

set vtp version 3

�µ�Â�¿�Ó 2 VTP �Ì�”�´�ã�ï  3 �U� �É�”�Ò�ç�t
ƒ���^�•�h�\
�q�›�¬�Ý�`�‡�b�{

show vtp domain
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�Í�t�z VTP �Ì�”�´�ã�ï  3 �›� �É�”�Ò�ç�t�`�z
ƒ���›�¬�Ý�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set vtp version 3
VTP version 3 cannot be enabled on a switch with No Domain.
Console> (enable) set vtp domain ENG
VTP domain ENG modified
Console> (enable) set vtp version 3  
VTP version 3 Server/Client for VLANDB requires Reduced Mac Address feature to
be enabled (use "set spantree macreduction enable" command)
Console> (enable) set spantree macreduction enable
MAC address reduction enabled
Console> (enable) set vtp version 3  
This command will enable VTP version 3 on this switch.
Do you want to continue (y/n) [n]? y
VTP3 domain ENG modified
Console> (enable) show vtp domain
Version      : running VTP3
Domain Name  : ENG                              Password  : configured
Notifications: disabled                         Switch ID : 00d0.004c.1800

Feature        Mode           Revision    Primary ID     Primary Description
-------------- -------------- ----------- -------------- ----------------------
VLAN           Server         0           0000.0000.0000                       
MST            Transparent    
UNKNOWN        Transparent    

Pruning             : disabled
VLANs prune eligible: 2-1000
Console> (enable) 

VTP �Ì�”�´�ã�ï  3 �w�Þ�”�Å�!�Ë

�¢�«�£ VTP �Ì�”�´�ã�ï�w�Þ�”�Å�w	Ä�I�t�m�M�o�x�z �®VTP �Ì�”�´�ã�ï  3 �w�Þ�”�Å�¯ �¢ p.10-19�£ �›�€	°�`�o
�X�i�^�M�{

�¤�Ã�”�»�Õ�”�µ�x  VTP �Ó�é�Ä�¯�ç�w� �ï�µ�»�ï�µ�t�‘�l�o�;�û�^�•�‡�b�{�\�•�’�w� �ï�µ�»�ï�µ
�x� �q�`�o�M�”�h�Š�z�Ÿ�s�”�Þ�”�Å�p�ˆ�^�D�ó�p�b�{ set vtp mode �¯�Ú�ï�Å�›�–�;�b�•�y�z�›���w
VTP � �ï�µ�»�ï�µ�w�Þ�”�Å�›
ƒ���p�V�‡�b�{ VTP � �ï�µ�»�ï�µ�x�z�0� �b�”�;�ó�Ê�t�‘�“�›���^�•
�‡�b�{ set vtp mode �¯�Ú�ï�Å�x�¦�Á�^�•�o�z�\�w�¯�Ú�ï�Å�›�&�;�b�”�Ã�”�»�Õ�”�µ�›�›���b�”�h�Š
�t�¦���b�”  feature �U���Š�’�•�‡�`�h�{ unknown �©�”�ë�”�Å�t�‘�“�z�r	
�p�V�s�M�µ� �¿�½  �Ã�”�»
�Õ�”�µ�w�ˆ�^�›
ƒ���p�V�‡�b�¢�\�•�’�w�Ã�”�»�Õ�”�µ�x�z	•�R�z VTP �Ì�”�´�ã�ï  3 �w�¦�Á�p�0� �b
�”�;�ó�p�b�£ �{ set vtp mode transparent unknown �¯�Ú�ï�Å�›�î�æ�b�”�q�z�;�ó�U  unknown �w�Í�­�¿
�Ä�x�z�f�w�µ� �¿�½�›�è�a�o�Ñ�å�¿�Ã�Ÿ�ï�¬�^�•�‡�b�{ set vtp mode off unknown �¯�Ú�ï�Å�›�î�æ�b
�”�q�z�f�w�Í�­�¿�Ä�x
��:�^�•�‡�b�{ [unknown] �;�ó�x�z�¦�Ñ�‡�h�x�Ä�å�ï�µ�Ö�ž�è�ï�Ä  �Þ�”�Å�p
�w�ˆ
ƒ���D�ó�p�b�{�Ã�Ñ�¥�ç�Ä  �Þ�”�Å�x�z�b�‚�o�w�Ã�”�»�Õ�”�µ�t�m�M�o�¦�Ñ�p�b�{ VLAN �Ã�”�»
�Õ�”�µ�S�‘�|  MST �Ã�”�»�Õ�”�µ�w�Þ�”�Å�x�z VTP �Ì�”�´�ã�ï�!�Ë�w�M�z�-
¶�^�•�‡�b�{

�¢�«�£ Release 8.1(x) �S�‘�|  8.2(x) �p�x�z �Ã�”�»�Õ�”�µ�;�û�U�±�Ù�”�Ä�^�•�”�w�x  VLAN �Ã�”�»�Õ�”�µ�i�Z
�p�b�{�`�h�U�l�o�z [unknown] �Ã�”�»�Õ�”�µ�x�K�“�‡�d�œ�{ Release 8.3(1) �p�x�z MST �Ã�”�»�Õ�”�µ
�w�;�û�w�h�Š�t�±�Ù�”�Ä�U�å�C�^�•�‡�`�h�{
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VTP �Ì�”�´�ã�ï  3 �±�”�Ì�w
ƒ��

�µ� �¿�½�U  VTP �Ì�”�´�ã�ï  3 �±�”�Ì  �Þ�”�Å�w	Ô�ù�z VLAN 
ƒ���›�!�Ë�`�z�f�w�!�Ë�›�µ� �¿�½
¶
�.�t�;�û�b�”�\�q�U�p�V�‡�b�{ VTP �Ì�”�´�ã�ï  3 �±�”�Ì�q�`�o�µ� �¿�½�›
ƒ���b�”�t�x�z� �É�”�Ò
�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z VTP VLAN �±�”�Ì�q�`�o�µ� �¿�½�›
ƒ���`�z�f�w
ƒ���›�¬�Ý�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set vtp mode server  vlan
Changing VTP mode for vlan feature
VTP3 domain map1 modified
Console> (enable) show vtp domain
Version      : running VTP3
Domain Name  : ENG                              Password  : configured
Notifications: disabled                         Switch ID : 00d0.004c.1800

Feature        Mode           Revision    Primary ID     Primary Description
-------------- -------------- ----------- -------------- ----------------------
VLAN           Server         0           0000.0000.0000                       
MST            Transparent    
UNKNOWN        Transparent    

Pruning             : disabled
VLANs prune eligible: 2-1000
Console> (enable) 

�Í�t�z VTP MST �±�”�Ì�q�`�o�µ� �¿�½�›
ƒ���`�z�f�w
ƒ���›�¬�Ý�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set vtp mode server  mst
Changing VTP mode for mst feature
VTP3 domain ENG modified
Console> (enable) show vtp domain
Version      : running VTP3
Domain Name  : ENG                              Password  : configured
Notifications: disabled                         Switch ID : 00d0.004c.1800

Feature        Mode           Revision    Primary ID     Primary Description
-------------- -------------- ----------- -------------- ----------------------
VLAN           Server         0           0000.0000.0000                       
MST            Server         0           0000.0000.0000                       
UNKNOWN        Transparent    

Pruning             : disabled
VLANs prune eligible: 2-1000
Console> (enable) 

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 VTP �Å�Ý� �ï�Ê�›���[�`�‡�b�{ set vtp domain name

�µ�Â�¿�Ó 2 �µ� �¿�½�›  VTP �±�”�Ì  �Þ�”�Å�t�`�‡�b�{ set vtp mode server { vlan | mst | unknown}

�µ�Â�¿�Ó 3 �¢�Ú�™�£ VTP �Å�Ý� �ï�;�w�Í�µ�ë�”�Å�›
ƒ���`�‡�b�{ set vtp passwd passwd

�µ�Â�¿�Ó 4 VTP 
ƒ���›�¬�Ý�`�‡�b�{ show vtp domain
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VTP �Ì�”�´�ã�ï  3 �«�å� �ž�ï�Ä�w
ƒ��

�µ� �¿�½�U  VTP �«�å� �ž�ï�Ä  �Þ�”�Å�w	Ô�ù�z�µ� �¿�½	Í�p  VLAN 
ƒ���›�!�Ë�b�”�\�q�x�p�V�‡�d
�œ�{�«�å� �ž�ï�Ä  �µ� �¿�½�x���g�Å�Ý� �ï�º�w  VTP �±�”�Ì�T�’  VTP �ž�¿�Ó�Ã�”�Ä	Ø�C�›	!	ô�`�z
�f�•�t�,�n�M�o
ƒ���›�!�Ë�`�‡�b�{

VTP �Ì�”�´�ã�ï  3 �«�å� �ž�ï�Ä�q�`�o�µ� �¿�½�›
ƒ���b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›
�æ�M�‡�b�{

�Í�t�z VTP �Ì�”�´�ã�ï  3  VLAN �«�å� �ž�ï�Ä�q�`�o�µ� �¿�½�›
ƒ���`�z�f�w
ƒ���›�¬�Ý�b�”�«�›
�Ô�`�‡�b�{

Console> (enable) set vtp mode client vlan
Changing VTP mode for vlan feature
VTP3 domain ENG modified
Console> (enable) show vtp domain
Version      : running VTP3
Domain Name  : ENG                              Password  : configured
Notifications: disabled                         Switch ID : 00d0.004c.1800

Feature        Mode           Revision    Primary ID     Primary Description
-------------- -------------- ----------- -------------- ----------------------
VLAN           Client         0           0000.0000.0000                       
MST            Server         0           0000.0000.0000                       
UNKNOWN        Transparent    

Pruning             : disabled
VLANs prune eligible: 2-1000
Console> (enable)

VTP �Ì�”�´�ã�ï  3 �Ä�å�ï�µ�Ö�ž�è�ï�Ä  �Þ�”�Å�w
ƒ��

VTP �Ä�å�ï�µ�Ö�ž�è�ï�Ä�q�`�o�µ� �¿�½�›
ƒ���b�”�q�z�µ� �¿�½	Í�p  VTP �U�Ã�Ÿ�·�”�Ò�ç�t�s�“
�‡�b�{ VTP �Ä�å�ï�µ�Ö�ž�è�ï�Ä  �µ� �¿�½�x  VTP �ž�¿�Ó�Ã�”�Ä�›
ù	ô�d�c�z���w�µ� �¿�½�T�’	!	ô
�`�h  VTP �ž�¿�Ó�Ã�”�Ä�t�‹
S� �`�‡�d�œ�{

�¢�«�£ VTP �Ä�å�ï�µ�Ö�ž�è�ï�Ä  �Þ�”�Å�w�É�¿�Ä�ë�”�«
÷�”�x�z VTP Join �Ý�¿�·�”�´�›
ù	ô�`�‡�d�œ�{ VTP
�Ä�å�ï�µ�Ö�ž�è�ï�Ä  �Þ�”�Å�w�É�¿�Ä�ë�”�«
÷�”�t�Ä�å�ï�«
€���^�•�o�M�”  Catalyst 6500 �³�æ�”�¶
�µ� �¿�½�t�z�Ä�å�ï�µ�Ö�ž�è�ï�Ä�Þ�”�Å  �É�¿�Ä�ë�”�«
÷�”�p�–�;�^�•�”  VLAN�z�‡�h�x�Ó�ç�”�Ç
�ï�¬
Æ�&�¨�q�`�o�Ä�å�ï�«���p�;
ù�b�”
ž�A�U�K�”  VLAN �›
ƒ���`�‡�b �¢ clear vtp pruneeligible �¯
�Ú�ï�Å�›�–�;�`�‡�b�£ �{

�µ� �¿�½	Í�p  VTP �›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 VTP �Å�Ý� �ï�Ê�›���[�`�‡�b�{ set vtp domain name

�µ�Â�¿�Ó 2 �µ� �¿�½�›  VTP �«�å� �ž�ï�Ä  �Þ�”�Å�t�`�‡�b�{ set vtp mode client [vlan | mst | unknown]

�µ�Â�¿�Ó 3 VTP 
ƒ���›�¬�Ý�`�‡�b�{ show vtp domain

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 VTP �Ä�å�ï�µ�Ö�ž�è�ï�Ä  �Þ�”�Å�t
ƒ���`�o�z�µ
� �¿�½	Í�p  VTP �›�Ã�Ÿ�·�”�Ò�ç�t�`�‡�b�{

set vtp mode transparent [vlan | mst | unknown]

�µ�Â�¿�Ó 2 VTP 
ƒ���›�¬�Ý�`�‡�b�{ show vtp domain
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�Í�t�z �µ� �¿�½�›  VTP VLAN �Ä�å�ï�µ�Ö�ž�è�ï�Ä�q�`�o
ƒ���`�z �f�w
ƒ���›�¬�Ý�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set vtp mode transparent vlan
Changing VTP mode for vlan feature
VTP3 domain ENG modified
Console> (enable) show vtp domain
Version      : running VTP3
Domain Name  : ENG                              Password  : configured
Notifications: disabled                         Switch ID : 00d0.004c.1800

Feature        Mode           Revision    Primary ID     Primary Description
-------------- -------------- ----------- -------------- ----------------------
VLAN           Transparent    
MST            Server         0           0000.0000.0000                       
UNKNOWN        Transparent    

Pruning             : disabled
VLANs prune eligible: 2-1000
Console> (enable) 

�¦�Ñ  �Þ�”�Å�t�‘�”  VTP �w�Ã�Ÿ�·�”�Ò�ç�=

�¦�Ñ  �Þ�”�Å�›�–�;�`�o  VTP �›�Ã�Ÿ�·�”�Ò�ç�t�`�h	Ô�ù�z VTP �ž�Å�Ì�»� �¶�U�8
ù�^�•�s�M�\�q�›
	†�V�z�µ� �¿�½�w�ˆ�^�x  VTP �Ä�å�ï�µ�Ö�ž�è�ï�Ä  �Þ�”�Å�w	Ô�ù�q�‰�a�p�b�{

�¦�Ñ  �Þ�”�Å�›�–�;�`�o  VTP �›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z � �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z�¦�Ñ  �Þ�”�Å�›�–�;�`�o  VTP �›�Ã�Ÿ�·�”�Ò�ç�t�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set vtp mode off
Changing VTP mode for all features
VTP3 domain server modified

�¢�«�£ Release 8.1(x) �S�‘�|  8.2(x) �p�x  VLAN �Ã�”�»�Õ�”�µ�`�T�s�M�h�Š�z set vtp mode off �¯�Ú�ï�Å�›  vlan
�©�”�ë�”�Å�›�¦���d�c�t�–�;�`�o�‹�z vlan �©�”�ë�”�Å�›�¦���`�h	Ô�ù�q�‰�a
ƒ���t�s�“�‡�b�{
Release 8.3(1) �p�x�z MST �Ã�”�»�Õ�”�µ�w�;�û�w�h�Š�t�±�Ù�”�Ä�U�å�C�^�•�h�\�q�t�«�™�`�o�X�i
�^�M�{

Console> (enable) show vtp domain
Version      : running VTP3
Domain Name  : ENG                              Password  : configured
Notifications: disabled                         Switch ID : 00d0.004c.1800

Feature        Mode           Revision    Primary ID     Primary Description
-------------- -------------- ----------- -------------- ----------------------
VLAN           Off            
MST            Off            
UNKNOWN        Transparent    

Pruning             : disabled
VLANs prune eligible: 2-1000
Console> (enable) 

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 �¦�Ñ  �Þ�”�Å�›�–�;�`�o  VTP �›�Ã�Ÿ�·�”�Ò�ç�t
�`�‡�b�{

set vtp mode off

�µ�Â�¿�Ó 2 VTP 
ƒ���›�¬�Ý�`�‡�b�{ show vtp domain
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VTP �Ì�”�´�ã�ï  3 �Í�µ�ë�”�Å�w
ƒ��

�¢�«�£ �Í�µ�ë�”�Å�t���b�”	Ä�I�t�m�M�o�x�z �®VTP �Ì�”�´�ã�ï  3 �Ý	Â�¯�¢ p.10-14�£ �›�€	°�`�o�X�i�^�M�{

VTP �Ì�”�´�ã�ï  3 �p�x�z�Í�µ�ë�”�Å
ƒ���t  hidden �©�”�ë�”�Å�›�å�C�b�”�\�q�p�z
ƒ���T�’  VTP �Í
�µ�ë�”�Å�›�Å�b�\�q�U�p�V�‡�b�{ hidden �©�”�ë�”�Å�›�–�;�`�h	Ô�ù�z
ƒ���p�x�Í�µ�ë�”�Å�T�’
\
R
�^�•�h  16 
�
:�w�³�”�«�è�¿�Ä  �©�”�U�z�Ó�è�”�ï  �Â�©�µ�Ä�w�Í�µ�ë�”�Å�w�E�˜�“�t
¯�Ô�^�•�‡�b�{
�Í�µ�ë�”�Å�›  hidden �©�”�ë�”�Å
Ç�V�p
ƒ���`�h	Ô�ù�z�Â� �«�¦�”�Ì�”�w
C�æ�t�x�Í�µ�ë�”�Å�w�6
�Ö�—�U
ž�A�p�b�¢�Â� �«�¦�”�Ì�”
ƒ���w	Ä�I�t�m�M�o�x�z �®VTP �Ì�”�´�ã�ï  3 �Â� �«�¦�”�Ì�”�w
ƒ
���¯ [p.10-29]  �›�€	°�`�o�X�i�^�M�£ �{


ƒ���p�x�z set vtp passwd �¯�Ú�ï�Å�x  2 �m�w�Ÿ�s�”���Ü�p
¯�Ô�p�V�‡�b�{�Ó�è�”�ï  �Â�©�µ�Ä�w�Í�µ
�ë�”�Å�z�‡�h�x�‰�ø�=�`�h  16 
�
:�w�³�”�«�è�¿�Ä�‹�p�b�{�\�•�’  2 �m�w���Ü�x�“�M�t
	���$�p�b�{
�Ó�è�”�ï  �Â�©�µ�Ä�w�Í�µ�ë�”�Å�›
ƒ���`�h	Ô�ù�z�q�O�w�³�”�«�è�¿�Ä  �Í�µ�ë�”�Å�U�Ó�è�”�ï  �Â�©
�µ�Ä�t�”�V�õ�Q�’�•�‡�b�{�‰�7�t�z�³�”�«�è�¿�Ä  �Í�µ�ë�”�Å�›
ƒ���º�t�Ö�”�µ�Ä�`�h	Ô�ù�z�i�w�Í
�µ�ë�”�Å�x�_	†�^�•�‡�b�{

VTP �Í�µ�ë�”�Å�›
ƒ���b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z VTP �Í�µ�ë�”�Å�›
ƒ���`�z�f�w
ƒ���›�¬�Ý�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set vtp passwd toto
Generating the secret associated to the password.
VTP3 domain server modified
Console> (enable) show config  
.
.
.
set vtp passwd toto
.
.
.
Console> (enable) set vtp passwd toto hidden
Generating the secret associated to the password.
The VTP password will not be shown in the configuration.
VTP3 domain server modified
Console> (enable) show config
.
.
.
set vtp passwd 9fbdf74b43a2815037c1b33aa00445e2 secret
.
.
.
Console> (enable) set vtp passwd toto secret
VTP secret has to be 32 characters in length
Console> (enable) 

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 VTP �Í�µ�ë�”�Å�›
ƒ���`�‡�b�{ set vtp passwd passwd { hidden | secret}

�µ�Â�¿�Ó 2 VTP �Í�µ�ë�”�Å�›�¬�Ý�`�‡�b�{ show config
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�Í�t�z�³�”�«�è�¿�Ä�w  16 
�
:�‹�›
ƒ���T�’�¯�Ð�”�`�o�¯�Ú�ï�Å�å� �ï�t�Ö�”�µ�Ä�`�z
ƒ���›�¬�Ý
�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set vtp passwd 9fbdf74b43a2815037c1b33aa00445e2 secret 
Setting secret.
VTP3 domain server modified
Console> (enable) show config  
.
.
.
set vtp passwd 9fbdf74b43a2815037c1b33aa00445e2 secret
.
.
.

VTP �Ì�”�´�ã�ï  3 �Â� �«�¦�”�Ì�”�w
ƒ��

�¢�«�£ �Â� �«�¦�”�Ì�”�w	Ä�I�t�m�M�o�x�z �®
ü�Â  VTP �Å�Ý� �ï�w�6
ƒ���¯ �¢ p.10-17�£ �›�€	°�`�o�X�i�^�M�{

�Â� �«�¦�”�Ì�”�›
ƒ���b�”�t�x�z set vtp primary [feature] [force] �¯�Ú�ï�Å�›�–�;�`�‡�b�{ �Â� �«�¦�”
�Ì�”�›�–�;�b�•�y�·�§�ï�¼�æ  �±�”�Ì�x�Ó�å� �Ú�æ  �±�”�Ì�t�s�“�z�f�w�Ó�å� �Ú�æ  �±�”�Ì�w
ƒ���›
VTP �Å�Ý� �ï
¶�.�t�;�û�p�V�”�h�Š�z���O�b�”	Ô�ù�Í�”�Â�Ÿ�³�ã�ï�x	«�ˆ�^�•�‡�b�{

�¢�«�£ �Í�µ�ë�”�Å�›  hidden �©�”�ë�”�Å�›�–�;�`�o
ƒ���`�h	Ô�ù�z�Í�µ�ë�”�Å�w�6�Ö�—�›�A�{�^�•�‡�b�{

force �©�”�ë�”�Å�›�¦���`�s�Z�•�y�z�µ� �¿�½�x�Å�Ý� �ï�º�p�Ã	l�`�h�±�”�Ì�›�U	Z�`�‘�O�q�`�‡
�b�{�Ã	l�`�h�±�”�Ì�x�z�é�”�§�ç  �µ� �¿�½�w
ƒ���º�w�±�”�Ì�q�x�Ÿ�s�”�Ó�å� �Ú�æ  �±�”�Ì�t	H�M
�‡�b�{�é�”�§�ç  �µ� �¿�½�x�z�Â� �«�¦�”�Ì�”�›
��Š�”
²�t�¬�Ý�›�A�{�`�‡�b�{�\�O�`�h�¬�Ý�›�æ�O
�w�x�z�Å�Ý� �ï�w�Â� �«�¦�”�Ì�”�U�z�K�’�•�”�Ã	l�`�h�±�”�Ì�w
ƒ���w	Í	{�V�›
P�O�T�’�p�b�{

�¦�Ó�³�ã�ï�w  feature �¾
:�›�¦���`�s�M	Ô�ù�z�é�”�§�ç  �µ� �¿�½�x�z�f�•�U�·�§�ï�¼�æ�‡�h�x�Ó�å
� �Ú�æ  �±�”�Ì�q�s�”�¤�Ã�”�»�Õ�”�µ�t�m�M�o�Â� �«�¦�”�Ì�”  �Ý�¿�·�”�´�›
ù	ô�`�‡�b�{�Ã�”�»
�Õ�”�µ�›�¦���`�h	Ô�ù�z �µ� �¿�½�x�¦���`�h  feature �t�0� �b�”�Ã�”�»�Õ�”�µ�w�ˆ�›�Â� �«�¦�”�Ì�”
�`�‡�b�{

�Â� �«�¦�”�Ì�”�›
ƒ���b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 �Â� �«�¦�”�Ì�”�›
ƒ���`�‡�b�{ set vtp primary [feature] [force]

�µ�Â�¿�Ó 2 �Â� �«�¦�”�Ì�”�›�¬�Ý�`�‡�b�{ show vtp domain
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�Í�t�z hidden �Í�µ�ë�”�Å�›
ƒ���`�h�·�§�ï�¼�æ  �µ� �¿�½�T�’�Â� �«�¦�”�Ì�”�›
ƒ���`�z�f�w
ƒ���›
�¬�Ý�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set vtp primary force
Switch can become primary server for vlan feature only when configured as a server
Switch can become primary server for mst feature only when configured as a server
Console> (enable) set vtp mode server mst  
Changing VTP mode for mst feature
VTP3 domain ENG modified
Console> (enable) set vtp mode server vlan
Changing VTP mode for vlan feature
VTP3 domain ENG modified
Console> (enable) set vtp primary force
This switch is becoming primary server for feature vlan.
This switch is becoming primary server for feature mst.
Do you want to continue (y/n) [n]? y
Console> (enable) show vtp domain
Version      : running VTP3
Domain Name  : ENG                              Password  : configured
Notifications: disabled                         Switch ID : 00d0.004c.1800

Feature        Mode           Revision    Primary ID     Primary Description
-------------- -------------- ----------- -------------- ----------------------
VLAN           Primary Server 1           00d0.004c.1800                       
MST            Primary Server 1           00d0.004c.1800                       
UNKNOWN        Transparent    

Pruning             : disabled
VLANs prune eligible: 2-1000
Console> (enable)

�Ù�”�Ä�o�•�p�w  VTP �Ì�”�´�ã�ï  3 �w�Ã�Ÿ�·�”�Ò�ç�=

�¢�«�£ �Ù�”�Ä�]�q�w  VTP �Ì�”�´�ã�ï  3 �w�Ã�Ÿ�·�”�Ò�ç�=�w	Ä�I�t�m�M�o�x�z �®VTP �Ì�”�´�ã�ï  3 �w�Ù�”�Ä
�o�•
ƒ���¯ �¢ p.10-15�£ �›�€	°�`�o�X�i�^�M�{

�b�‚�o�w  VTP 
ì�“�^�;�›�Ù�”�Ä�o�•�p� �É�”�Ò�ç�‡�h�x�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z set port vtp
mod/port {enable | disable} �¯�Ú�ï�Å�›�–�;�`�‡�b�{�\�w�;�ó�x�z	ô�T
Q�w�s�M�×�µ�Ä�t�‹�X�Ä�å�ï
�«�p�–�;�^�•�”�\�q�U�K�“�‡�b�{�Ù�”�Ä�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�q�z VTP �Í�­�¿�Ä�x�f�w�Ù�”�Ä�t�x

ù	ô�^�•�c�z�f�w�Ù�”�Ä�p	!	ô�^�•�h  VTP �Í�­�¿�Ä�x�M�c�•�‹
��:�^�•�‡�b�{�Ã�Ñ�¥�ç�Ä�p�x�z
VTP �x� �É�”�Ò�ç�p�K�“�z�ž�Å�Ì�»� �¶�x�b�‚�o�w�Ä�å�ï�«�p
ù	!	ô�^�•�‡�b�{

�Ù�”�Ä�o�•�p  VTP �›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 VTP �›�Ù�”�Ä�o�•�p�Ã�Ÿ�·�”�Ò�ç�t�`�‡�b�{ set port vtp mod/port {enable | disable}

�µ�Â�¿�Ó 2 �!�Ë�›�¬�Ý�`�‡�b�{ show port vtp
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�Í�t�z�Ù�”�Ä�o�•�p  VTP �›�Ã�Ÿ�·�”�Ò�ç�t�`�z
ƒ���›�¬�Ý�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set port vtp 3/1-2 disable
VTP is disabled on ports 3/1-2.
Console> (enable) show port vtp 3
Port      VTP Status
--------  ----------
 3/1      disabled    
 3/2      disabled    
 3/3      enabled     
 3/4      enabled 

.

.

.
Console> (enable)

VTP �Ì�”�´�ã�ï  3 �w show �¯�Ú�ï�Å

�Å�Ý� �ï�º�w���w
÷�”�¢ devices�£�z�‡�h�x�Å�Ý� �ï�º�p�Ã	l�`�h�¢ conflicts�£
ƒ���›�Ë�m
÷�”�›
¯�Ô
�b�”�t�x�z show vtp {conflicts | devices | domain | statistics} �¯�Ú�ï�Å�›�–�;�`�‡�b�{ domain �©�”�ë�”
�Å�›�–�;�b�•�y�z�f�w  VTP �Å�Ý� �ï�t�{���w	Ø�C�›
¯�Ô�p�V�‡�b�{ statistics �©�”�ë�”�Å�›�–�;�b�•
�y�z VTP �w�-	Ø�C�›
¯�Ô�p�V�‡�b�{�Ä�å�ï�µ�Ö�ž�è�ï�Ä�‡�h�x�¦�Ñ  �Þ�”�Å�w�µ� �¿�½�x  VTP �Å�Ý
� �ï�w�°
æ�p�x�s�X�z�A�{�t� �t�`�‡�d�œ�{�^�’�t�z���®�s�Ã�”�»�Õ�”�µ�›�Ë�h�s�M�«�å� �ž�ï�Ä
�‡�h�x�±�”�Ì�x�A�{�t� �t�`�‡�d�œ�{



�H 10 	·       VTP �w
ƒ��
VTP �Ì�”�´�ã�ï  3 �w
ƒ��

10-32
Catalyst 6500 �³�æ�”�¶  �µ� �¿�½  �¹�Ñ�Ä�¢�£�ž  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �¨� �Å

OL-7193-01-J



C H A P T E R

11-1
Catalyst 6500 �³�æ�”�¶  �µ� �¿�½  �¹�Ñ�Ä�¢�£�ž  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �¨� �Å

OL-7193-01-J

11

VLAN �w
ƒ��

�\�w	·�p�x�z Catalyst 6500 �³�æ�”�¶  �µ� �¿�½�t  VLAN�¢�>
Ý  LAN�£�›
ƒ���b�”	�	q�t�m�M�o
†�Ì�`
�‡�b�{

�¢�«�£ �\�w	·�p�–�;�`�o�M�”�¯�Ú�ï�Å�w�ì
¶�s�Ï���S�‘�|�–�;�M�O�w	Ä�I�t�m�M�o�x�z �° Catalyst 6500
Series Switch Command Reference�±�›�€	°�`�o�X�i�^�M�{

�\�w	·�p
†�Ì�b�”�º�0�x�z�Í�w�q�S�“�p�b�{

• VLAN �w�;�ó�¢ p.11-2�£

• �µ� �¿�½	Í�p�w  VLAN �w
ƒ���¢ p.11-5�£

• �µ� �¿�½	Í�p�w�¦�Á
c�“  VLAN �w
ƒ���¢ p.11-7�£

• VLAN �q  VLAN �w�Ú�¿�Ð�ï�¬�¢ p.11-9�£

• �º
æ  VLAN �w�Â�“�p�o�¢ p.11-11�£

• VLAN �•�w�µ� �¿�½  �Ù�”�Ä�w�Â�“�p�o�¢ p.11-11�£

• VLAN �Ù�”�Ä  �Ó�é�Ï�´�ã�Ç�ï�¬�U	Â�w� �É�”�Ò�ç�=�‡�h�x�Ã�Ÿ�·�”�Ò�ç�=�¢ p.11-13�£

• VLAN �w�_	†�¢ p.11-15�£

• �Ù�”�Ä�o�•�‡�h�x  ASIC �o�•�w  VLAN �Ú�¿�Ð�ï�¬�w
ƒ���¢ p.11-16�£

• �µ� �¿�½	Í�p�w�Ó�å� �Õ�”�Ä  VLAN �w
ƒ���¢ p.11-22�£

• �µ� �¿�½	Í�p�w  FDDI VLAN �w
ƒ���¢ p.11-33�£

• �µ� �¿�½	Í�p�w�Ä�”�«�ï�æ�ï�¬  VLAN �w
ƒ���¢ p.11-34�£

• Firewall Services Module �;�w  VLAN �w
ƒ���¢ p.11-40�£
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VLAN �w�;�ó
VLAN �x�z
ú�g�$�s�•�”�t�T�T�˜�“�s�X�z�ž�è�w�A�E�›�Ë�l�h�¤�ï�Å  �µ�Â�”�³�ã�ï�w�¬�ç�”�Ó�p
�b�{ VLAN �x�z
ú�g  LAN �q�‰�a��
Q�›�b�‚�o
‹�Q�o�M�‡�b�U�z
ú�g�$�t�‰�a  LAN �·�¬�Ý�ï�Ä�t�”
�T�•�o�M�s�M�¤�ï�Å  �µ�Â�”�³�ã�ï�p�‹�¬�ç�”�Ó�=�b�”�\�q�U�p�V�‡�b�{

VLAN �›�–�;�b�”�q�z�µ� �¿�½	Í�w�Ù�”�Ä�›�¬�ç�”�Ó�q�`�o�‡�q�Š�z�â�Ç�©�ß�µ�Ä�z�Ú�ç�½�©�ß�µ
�Ä�z�S�‘�|�Ò�é�”�Å�©�ß�µ�Ä  �Ä�å�Ñ�Ÿ�¿�«�w�Ñ�å�¿�Ã�Ÿ�ï�¬�›
M�v�b�”�\�q�U�p�V�‡�b�{�›���w
VLAN �T�’
ù	ô�^�•�h�Ñ�å�¿�Ã�Ÿ�ï�¬  �Ä�å�Ñ�Ÿ�¿�«�x�z�f�w  VLAN �t	t���b�”���w�Ù�”�Ä�i�Z�t
�Ñ�å�¿�Ã�Ÿ�ï�¬�^�•�‡�b�{


$ 11-1 �t�z�æ�g�$�t���[�^�•�h�É�¿�Ä�ë�”�«�•�w  VLAN �·�¬�Ý�ï�Â�”�³�ã�ï�w�«�›�Ô�`�‡�b�{

�\�\�p�x�z VLAN �t�m�M�o
†�Ì�`�‡�b�{

• VLAN �w
c�“�¢ p.11-3�£

• VLAN �Í�å�Ý�”�»�w
ƒ���¢ p.11-3�£

• VLAN �w�Ã�Ñ�¥�ç�Ä
ƒ���¢ p.11-4�£


$ 11-1 �æ�g�$�t���[�^�•�h�É�¿�Ä�ë�”�«�q�`�o�w  VLAN

VLAN �x�z IP �±�Ò�É�¿�Ä�ë�”�«�q�‘�X�0� 
Ç�Z�’�•�‡�b�{�h�q�Q�y�z�›���w  IP �±�Ò�É�¿�Ä�t���‡
�•�”�b�‚�o�w�¤�ï�Å  �µ�Â�”�³�ã�ï�x�‰�a  VLAN �t���`�‡�b�{ VLAN ���w�Ä�å�Ñ�Ÿ�¿�«�x�ç�”�Â�Ÿ
�ï�¬�U
ž�A�p�b�{�µ� �¿�½	Í�w�Ù�”�Ä�w  VLAN �Ý�ï�Ì�”�³�¿�Ó�x�z�Ù�”�Ä���t	��ˆ�p�Â�“�p�o�‡
�b�{�\�w�M�O�p�µ� �¿�½  �Ù�”�Ä�›  VLAN �t�Â�“�p�o�h	Ô�ù�z�Ù�”�Ä�Õ�”�µ�¢�‡�h�x�µ�»�Â�Ÿ�¿�«�£
VLAN �Ý�ï�Ì�”�³�¿�Ó�q�M�M�‡�b�{

�µ� �¿�½�w�3�¬�º�¢ sc0�£� �ï�»�”�Ñ�£� �µ�›�Ú�™�w  VLAN �t�Â�“�p�o�”�\�q�U�p�V�”�w�p�z�ç�”
�»�›�&���`�s�X�o�‹�z�‰�°  VLAN 	Í�w���w�µ� �¿�½�t�Ú
€�ž�«�·�µ�p�V�‡�b�{�3�¬�º� �ï�»�”�Ñ�£
� �µ�t�°�S�t�Â�“�p�o�”�\�q�U�p�V�”  IP �ž�Å�è�µ�x�z 1 �m�i�Z�p�b�{ IP �ž�Å�è�µ�›�!�Ë�`�z� �ï
�»�”�Ñ�£� �µ�›���w  VLAN �t�Â�“�p�o�”�q�z�f�•�‡�p�w  IP �ž�Å�è�µ�q  VLAN �Â�“�p�o�U	Í	{�V�^
�•�‡�b�{

1 

2 

VLAN

3 

VLAN VLAN

16
75

1
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VLAN �w
c�“

Catalyst 6500 �³�æ�”�¶  �µ� �¿�½�x�z IEEE 802.1Q �F�¨�t	H�l�o�z 4,096 �x�w  VLAN �›�±�Ù�”�Ä�`�o
�M�‡�b�{�\�•�’�w  VLAN �x�z 2 �m�w
c�“�p�$
R�^�•�‡�b�{�¤
c�“�w�;�M�x�z	—�`�c�m�Ÿ�s�“�‡�b�{
VLAN Trunking Protocol�¢ VTP; VLAN �Ä�å�ï�©�ï�¬  �Ó�é�Ä�¯�ç�£�s�r�w���g�Ó�é�Ä�¯�ç�›�–�;�b�”
�q�z�É�¿�Ä�ë�”�«	Í�w���w�µ� �¿�½�t�;�û�^�•�”  VLAN �‹�K�“�‡�b�{�;�û�^�•�c�z�x�‘�w�˜�p�b�”
�µ� �¿�½	Í�p
ƒ���U
ž�A�s  VLAN �‹�K�“�‡�b�{

VLAN �x�Í�w  2 �m�w
c�“�t
ü�Z�’�•�‡�b�{

• 
ª	j
c�“  VLAN�•  1 �™ 1023

• �¦�Á
c�“  VLAN�•  1024 �™ 4094

�¢�«�£ VTP �Ì�”�´�ã�ï  3 �›�–�;�`�o�z VLAN 1006 �™ 4094 �›���g�p�V�‡�b�{�\�•�’�w  VLAN
�x  VTP �Ì�”�´�ã�ï  3 �t�‘�“�;�û�^�•�‡�b�{

VLAN �Í�å�Ý�”�»�w
ƒ��

VLAN 2 �™ 1005 �›�^
R�‡�h�x�!�Ë�b�”	Ô�ù�z�Í�w�Í�å�Ý�”�»�›
ƒ���p�V�‡�b�{

�¢�«�£ � �”�±�É�¿�Ä  VLAN 1 �S�‘�|  1025 �™ 4094 �t�m�M�o�x�z�Ã�Ñ�¥�ç�Ä�‹�`�T�–�;�p�V�‡�d�œ�{

�¢�«�£ Release 8.3(1) �Ž�ñ�w�¹�Ñ�Ä�¢�£�ž  �æ�æ�”�µ�p�x�z�b�‚�o�w�â�”�²  VLAN �w�Ê
²�›
Ç�Z�’�•�‡�b�{
�\�w�;�ó�x�z VTP �w�Ì�”�´�ã�ï�‡�h�x�Þ�”�Å�t�����K�“�‡�d�œ�{

• VLAN 
j�ø

• VLAN �Ê

• VLAN �»� �Ó�•� �”�±�É�¿�Ä�z FDDI�zFDDINET�zToken Ring Bridge Relay Function�¢ TrBRF; �Ä�”
�«�ï�æ�ï�¬  �Ò�æ�¿�´  �æ�è�”�;�ó�£ �z�‡�h�x  Token Ring Concentrator Relay Function�¢ TrCRF; �Ä�”
�«�ï�æ�ï�¬  �¯�ï�·�ï�Ä�è�”�»  �æ�è�”�;�ó�£

• VLAN �µ�Â�”�Ä�•�ž�«�Â�Ÿ�Ò�‡�h�x���­

• Multi-Instance Spanning-Tree Protocol�¢ MISTP�£� �ï�µ�»�ï�µ

• �Ó�å� �Õ�”�Ä  VLAN �»� �Ó�•�Ó�å� �Ú�æ�z �´�m�z �¯�Û�á�Ç�Â�Ÿ�z 
Ò�M�²�¯�Û�á�Ç�Â�Ÿ�z �‡�h�x�s�`

• Security Association Identifier�¢ SAID�£

• VLAN �w Maximum Transmission Unit�¢ MTU; �7�G�;
ù�â�Ç�¿�Ä�£

• FDDI �S�‘�|  TrCRF VLAN �w�æ�ï�¬
j�ø

• TrBRF VLAN �w�Ò�æ�¿�´�Ý��
j�ø

• TrCRF VLAN �w
�  VLAN 
j�ø

• TrCRF VLAN �w Spanning-Tree Bridge Protocol�¢ STP; �µ�Í�Ç�ï�¬�À�æ�”  �Ò�æ�¿�´  �Ó�é�Ä�¯�ç�£ �»
� �Ó�• IEEE�z IBM�z�‡�h�x  auto

• VLAN �Ý�Ã�Ÿ�ž���p�»� �Ó�w�!�õ�›�æ�O�q�V�t�–�;�b�”  VLAN�¢ VLAN 1 �™ 1005 �w�ˆ�£ �{�Ý�Ã�Ÿ
�ž  �»� �Ó�]�q�t�Ÿ�s�”  VLAN 
j�ø�U
ž�A
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• �Ä�”�«�ï�æ�ï�¬  VLAN �;�¹�”�µ�ç�”�Â�Ÿ�ï�¬  �Ò�æ�¿�´  �Þ�”�Å�• Source-Route Bridge�¢ SRB; �¹�”
�µ�ç�”�Ä  �Ò�æ�¿�´�£�‡�h�x  Source-Route Transparent�¢ SRT; �¹�”�µ�ç�”�Ä  �Ä�å�ï�µ�Ö�ž�è�ï�Ä�£
�Ò�æ�¿�´

• TrCRF VLAN �w�Ì�¿�«�ž�¿�Ó

• �Ä�”�«�ï�æ�ï�¬�;�w�7�G�×�¿�Ó  VLAN All-Routes Explorer�¢ ARE�£�Ñ�è�”�Ü�S�‘�|  Spanning-Tree
Explorer�¢ STE�£�Ñ�è�”�Ü

• Remote Switched Port Analyzer�¢ RSPAN�£

VLAN �w�Ã�Ñ�¥�ç�Ä
ƒ��


¯ 11-1 �t�z Catalyst 6500 �³�æ�”�¶  �µ� �¿�½�w  VLAN �Ã�Ñ�¥�ç�Ä
ƒ���›�Ô�`�‡�b�{


¯ 11-1 VLAN �w�Ã�Ñ�¥�ç�Ä
ƒ��

�;�ó �Ã�Ñ�¥�ç�Ä�‹

�É� �Â�Ÿ�Ò�¢�Ã�Ñ�¥�ç�Ä�£ VLAN VLAN 1

�Ù�”�Ä  VLAN �Â�“�p�o �b�‚�o�w�Ù�”�Ä�›  VLAN 1 �t�Â�“�p�o�”

�Ä�”�«�ï�æ�ï�¬  �Ù�”�Ä�›  VLAN 1003�¢ trcrf-default�£�t�Â�“
�p�o�”

VLAN �µ�Â�”�Ä �ž�«�Â�Ÿ�Ò

MTU �±� �¶ 1,500 �Ì� �Ä

�Ä�”�«�ï�æ�ï�¬  VLAN �w	Ô�ù  4,472 �Ì� �Ä

SAID �‹ 100,000 + VLAN 
 j �ø�¢�h �q�Q�y�z VLAN 8 �w SAID � ‹ �x
100,008�z VLAN 4050 �w SAID �‹�x  104,050�£

�Ó�ç�”�Ç�ï�¬�w�&�¨
Q VLAN 2 �™ 1000 �x�Ó�ç�”�Ç�ï�¬�&�¨�z VLAN 1025 �™ 4094
�x�Ó�ç�”�Ç�ï�¬
Æ�&�¨

MAC �ž�Å�è�µ  �æ�¼�«�³�ã�ï �Ã�Ÿ�·�”�Ò�ç

�µ�Í�Ç�ï�¬�À�æ�”  �Þ�”�Å PVST+

�Ã�Ñ�¥�ç�Ä�w  FDDI VLAN VLAN 1002

�Ã�Ñ�¥�ç�Ä�w  FDDI NET VLAN VLAN 1004

�Ã�Ñ�¥�ç�Ä�w�Ä�”�«�ï�æ�ï�¬  TrBRF
VLAN

VLAN 1005�¢ trbrf-default�£�S�‘�|�Ò�æ�¿�´
j�ø  0F

�Ã�Ñ�¥�ç�Ä�w�Ä�”�«�ï�æ�ï�¬  TrCRF
VLAN

VLAN 1003�¢ trcrf-default�£

TrBRF VLAN �w STP �Ì�”�´�ã�ï IBM

VLAN �Ù�”�Ä  �Ó�é�Ï�´�ã�Ç�ï�¬�U	Â �Ã�Ÿ�·�”�Ò�ç

TrCRF �Ò�æ�¿�´  �Þ�”�Å SRB

RSPAN �Ã�Ÿ�·�”�Ò�ç
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�µ� �¿�½	Í�p�w  VLAN �w
ƒ��
�\�\�p�x�z�â�”�²  VLAN�¢ 1 �™ 4094�£�w
ƒ��	�	q�t�m�M�o
†�Ì�`�‡�b�{

• 
ª	j
c�“  VLAN 
ƒ���Ì�w�«�™�Ä�ò�¢ p.11-5�£

• 
ª	j
c�“  VLAN �w�^
R�¢ p.11-5�£

• 
ª	j
c�“  VLAN �w�!�Ë�¢ p.11-6�£

�¢�«�£ 
ª	j
c�“  VLAN 1 �x�z
ƒ���‡�h�x�!�Ë�p�V�‡�d�œ�{


ª	j
c�“  VLAN 
ƒ���Ì�w�«�™�Ä�ò

�\�\�p�x�z �É�¿�Ä�ë�”�«	Í�p�â�”�²  VLAN �›�^
R�S�‘�|�!�Ë�b�”	Ô�ù�w�«�™�Ä�ò�t�m�M�o
†�Ì�`�‡
�b�{

• �Ã�Ñ�¥�ç�Ä�w  VLAN �»� �Ó�x� �”�±�É�¿�Ä�p�b�{�`�h�U�l�o�z VLAN �»� �Ó�›�¦���`�s�T�l�h
	Ô�ù�z VLAN �x� �”�±�É�¿�Ä  VLAN �t�s�“�‡�b�{

• VTP �›�–�;�`�o�É�¿�Ä�ë�”�«	Í�w�¬�é�”�Ì�ç  VLAN 
ƒ��	Ø�C�›�¡�Ë�b�”	Ô�ù�t�x�z
ª	j
c�“
VLAN �›�^
R�b�”
²�t�z VTP �›
ƒ���`�o�X�i�^�M�{ VTP 
ƒ���w	Ä�I�t�m�M�o�x�z �H 10 	·�® VTP
�w
ƒ���¯ �›�€	°�`�o�X�i�^�M�¢ VTP �›�–�;�`�o�¦�Á
c�“  VLAN 1025 �™ 4094 �›���g�b�”�\�q�x
�p�V�‡�d�œ�£ �{

�¢�«�£ VTP �Ì�”�´�ã�ï  3 �›�–�;�`�o�z VLAN 1006 �™ 4094 �›���g�p�V�‡�b�{�\�•�’�w  VLAN
�x  VTP �Ì�”�´�ã�ï  3 �t�‘�“�;�û�^�•�‡�b�{

• FlexWAN �Þ�´�á�”�ç�S�‘�|�ç�”�Â�¿�Å  �Ù�”�Ä�x�z VLAN 1025 �p�•�‡�”�°��
:�w  VLAN �›� �×
�t�–�;�b�”�h�Š�×�ˆ�$�t�Â�“�p�o�‡�b�{�\�•�’�w
÷�”�›�–�;�b�”	Ô�ù�x�z
ž�A
:�w  VLAN �›�’
�`�o�S�X
ž�A�U�K�“�‡�b�{


ª	j
c�“  VLAN �w�^
R

VLAN �x�°�S�t  1 �m�c�m�^
R�b�”�\�q�‹�z 1 �m�w�¯�Ú�ï�Å�p�°��
c�“�w  VLAN �›�^
R�b�”�\�q�‹�p
�V�‡�b�{�°��
c�“�w  VLAN �›�^
R�b�”	Ô�ù�z VLAN �Ê�›�¦���b�”�\�q�x�p�V�‡�d�œ�{ VLAN �Ê�x�°
�™�p�s�Z�•�y�s�’�s�M�h�Š�p�b�{


ª	j
c�“  VLAN �›�^
R�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 
ª	j
c�“�w� �”�±�É�¿�Ä  VLAN �›�^
R�`�‡�b�{ set vlan vlan [name name] [said said] [mtu mtu]
[translation vlan]

�µ�Â�¿�Ó 2 VLAN �w
ƒ���›�¬�Ý�`�‡�b�{ show vlan [vlan]
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�Í�t�z�µ� �¿�½�U  Per VLAN Spanning-Tree Plus�¢ PVST+�£�Þ�”�Å�w�q�V�t
ª	j
c�“  VLAN �›�^
R�`�z

ƒ���›�¬�Ý�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set vlan 500-520
Vlan 500 configuration successful
Vlan 501 configuration successful
Vlan 502 configuration successful
Vlan 503 configuration successful
 .
 .
 .
Vlan 520 configuration successful
Console> (enable) show vlan 500-520
VLAN Name                             Status    IfIndex Mod/Ports, Vlans
---- -------------------------------- --------- ------- ------------------------
500                                    active    342
501                                    active    343
502                                    active    344
503                                    active    345
 .
 .
 .
520                                    active    362
VLAN Type  SAID       MTU   Parent RingNo BrdgNo Stp  BrdgMode Trans1 Trans2
---- ----- ---------- ----- ------ ------ ------ ---- -------- ------ ------
500  enet  100500     1500  -      -      -      -    -        0      0
501  enet  100501     1500  -      -      -      -    -        0      0
502  enet  100502     1500  -      -      -      -    -        0      0
503  enet  100503     1500  -      -      -      -    -        0      0
 .
 .
 .
520  enet  100520     1500  -      -      -      -    -        0      0
VLAN AREHops STEHops Backup CRF
---- ------- ------- ----------
Console> (enable)


ª	j
c�“  VLAN �w�!�Ë

�7���w
ª	j
c�“  VLAN �t�m�M�o  VLAN �Í�å�Ý�”�»�›�!�Ë�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À
�›�æ�M�‡�b�{

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 �7���w
ª	j
c�“  VLAN �›�!�Ë�`�‡�b�{ set vlan vlan [name name] [state {active | suspend}]
[said said] [mtu mtu] [translation vlan]

�µ�Â�¿�Ó 2 VLAN �w
ƒ���›�¬�Ý�`�‡�b�{ show vlan [vlan]



�H 11 	·       VLAN �w
ƒ��
�µ� �¿�½	Í�p�w�¦�Á
c�“  VLAN �w
ƒ��

11-7
Catalyst 6500 �³�æ�”�¶  �µ� �¿�½  �¹�Ñ�Ä�¢�£�ž  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �¨� �Å

OL-7193-01-J

�µ� �¿�½	Í�p�w�¦�Á
c�“  VLAN �w
ƒ��
�\�\�p�x�z�¦�Á
c�“  VLAN 1025 �™ 4094 �w
ƒ��	�	q�t�m�M�o
†�Ì�`�‡�b�{

• �¦�Á
c�“  VLAN 
ƒ���Ì�w�«�™�Ä�ò�¢ p.11-7�£

• �¦�Á
c�“  VLAN �w�^
R�¢ p.11-8�£

�¦�Á
c�“  VLAN 
ƒ���Ì�w�«�™�Ä�ò

�\�\�p�x�z�¦�Á
c�“  VLAN  1024 �™ 4094 �^
R�w�M�w�«�™�Ä�ò�t�m�M�o
†�Ì�`�‡�b�{

• �¦�Á
c�“�t�x�z� �”�±�É�¿�Ä  �»� �Ó�w  VLAN �`�T�^
R�p�V�‡�d�œ�{

• �¦�Á
c�“  VLAN �›�–�;�b�”�t�x�z MAC�¢�Ý�Ã�Ÿ�ž  �ž�«�·�µ
M�š�£�ž�Å�è�µ  �æ�¼�«�³�ã�ï�›� 
�É�”�Ò�ç�t�b�”
ž�A�U�K�“�‡�b�{

• �¦�Á
c�“  VLAN �w�^
R�S�‘�|�_	†�x�z CLI�¢�¯�Ú�ï�Å�å� �ï  � �ï�»�”�Ñ�£� �µ�£�‡�h�x  SNMP
�¢���›�É�¿�Ä�ë�”�«���g�Ó�é�Ä�¯�ç�£�›�è�a�o�w�ˆ�æ�Q�‡�b�{

• VTP �›�–�;�`�o�\�•�’�w  VLAN �›���g�b�”�\�q�x�p�V�‡�d�œ�{�\�•�’�w  VLAN �x�z�¤�µ� �¿
�½	Í�p�µ�»�Â�Ÿ�¿�«�t
ƒ���b�”
ž�A�U�K�“�‡�b�{

�¢�«�£ VTP �Ì�”�´�ã�ï  3 �›�–�;�`�o�z VLAN  1006 �™ 4094 �›���g�p�V�‡�b�{�\�•�’�w  VLAN
�x  VTP �Ì�”�´�ã�ï  3 �t�‘�“�;�û�^�•�‡�b�{
ƒ��	Í�w�g���T�’�z�¦�Á
c�“�x  VLAN 1025
�™ 4094 �p�Ï
R�^�•�‡�b�{

• dot1q/isl �Ú�¿�Ð�ï�¬�›�–�;�b�”	Ô�ù�x�z�¦�Á
c�“  VLAN �›�–�;�p�V�‡�d�œ�{

• �¦�Á
c�“  VLAN �t�x�z�Ó�å� �Õ�”�Ä  VLAN �Í�å�Ý�”�»�S�‘�|  RSPAN �›
ƒ���p�V�‡�b�{�h�i
�`�z �\�•�Ž�Ž�w�¦�Á
c�“  VLAN �Í�å�Ý�”�»�x�z �M�c�•�‹�³�µ�Â�Ü  �Ã�Ñ�¥�ç�Ä�i�Z�›�–�;�`�‡�b�{

• �µ� �¿�½�x�z�º
æ�$�s�–�;�w�h�Š�t�z�¦�Á
c�“�T�’  VLAN �w�Ò�é�¿�«�›�Â�“�p�o�”	Ô�ù�U�K�“
�‡�b�{�h�q�Q�y�z�µ� �¿�½�x�z�ç�”�Â�¿�Å  �Ù�”�Ä�‡�h�x  FlexWAN �Þ�´�á�”�ç�t  VLAN �›�Â�“
�p�o�”	Ô�ù�U�K�“�‡�b�{ VLAN �w�Ò�é�¿�«�x�z	×�t  VLAN 1006 �›�I�:�q�`�o�Â�“�p�o�’�•�‡
�b�{ FlexWAN �Þ�´�á�”�ç�U
ž�A�q�b�”
c�“�º�t�â�”�²�U  1 �m�p�‹  VLAN �›�^
R�b�”�q�z
ž�A
�s  VLAN �U�b�‚�o�Â�“�p�o�’�•�s�X�s�“�‡�b�{�â�”�²�w  VLAN �¤�æ�ž�T�’�z VLAN �U�Â�“�p
�o�’�•�”�\�q�x�s�M�h�Š�p�b�{

�«�™ FlexWAN �Þ�´�á�”�ç�S�‘�|�ç�”�Â�¿�Å  �Ù�”�Ä�x�z VLAN 1006 �p�•�‡�”�º
æ  VLAN �w�È���$�s�Ò
�é�¿�«�›�×�ˆ�$�t�Â�“�p�o�‡�b�{�\�•�’�w
÷�”�›�–�;�b�”	Ô�ù�x�z
÷�”�;�t
ž�A
:�w  VLAN �›�’
�`�o�S�X 
ž�A�U�K�“�‡�b �{ FlexWAN �Þ�´�á�”�ç�t�0�`�o	G
ü�s  VLAN �U�s�M	Ô�ù�z�°
æ�w�Ù�”�Ä
�U�;�ó�`�s�M�D�ó
Q�U�K�“�‡�b�{	Ä�I�t�m�M�o�x�z �° Catalyst 6500 Series and Cisco 7600 Series Router
FlexWAN Module Installation and Configuration Note�±�›�€	°�`�o�X�i�^�M�{

�«�™ �‰�°�µ� �¿�½	Í�p  FlexWAN �Þ�´�á�”�ç�›�K�”�µ�é�¿�Ä�T�’���w�µ�é�¿�Ä�t� �b�q�z FlexWAN �Þ
�´�á�”�ç�x�f�•�‡�p�–�;�`�o�M�h  VLAN �w�Ò�é�¿�«�›�_	†�d�c�t�z	ý�`�M  VLAN �w�Ò�é�¿�«�›�Â
�“�p�o�‡�b�{ FlexWAN �Þ�´�á�”�ç�›� �ˆ�b�”�q�V�x�z�µ� �¿�½�›�6�I�ˆ�b�”
ž�A�U�K�“�‡�b�{
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�¦�Á
c�“  VLAN �w�^
R

�¦�Á
c�“  VLAN �›�^
R�b�”�t�x�z�‡�c  MAC �ž�Å�è�µ  �æ�¼�«�³�ã�ï�›� �É�”�Ò�ç�t�`�o�z�¦�Á
c�“
VLAN �w ID �›���™�^�d�”
ž�A�U�K�“�‡�b�{ MAC �ž�Å�è�µ  �æ�¼�«�³�ã�ï�›� �É�”�Ò�ç�t�`�h	Ô�ù�z
�¦�Á
c�“  VLAN �U���O�b�”�T�W�“�z�Ã�Ÿ�·�”�Ò�ç�t�b�”�\�q�x�p�V�‡�d�œ�{

�¢�«�£ �¦�Á
c�“  VLAN �›�–�;�b�”	Ô�ù�z�³�µ�Â�Ü�t�7���w  802.1Q/ISL�¢�µ� �¿�½���æ�ï�«�£�Ú�¿�Ð�ï�¬
�U�K�•�y�z�f�w�Ú�¿�Ð�ï�¬�›�_	†�b�”
ž�A�U�K�“�‡�b�{	Ä�I�t�m�M�o�x�z �®802.1Q/ISL VLAN �Ú�¿
�Ð�ï�¬�w�_	†�¯ �¢ p.11-10�£ �›�€	°�`�o�X�i�^�M�{

�¢�«�£ Release 8.1(1) �Ž�ñ�w�¹�Ñ�Ä�¢�£�ž  �æ�æ�”�µ�p�x�z�¦�Á
c�“  VLAN �w�Ê
²�›
Ç�Z�’�•�‡�b�{�\�w�;
�ó�x�z VTP �w�Ì�”�´�ã�ï�‡�h�x�Þ�”�Å�t�����K�“�‡�d�œ�{

MAC �ž�Å�è�µ  �æ�¼�«�³�ã�ï�›� �É�”�Ò�ç�t�`�z�¦�Á
c�“�t� �”�±�É�¿�Ä  VLAN �›�^
R�b�”�t�x�z
� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z MAC �ž�Å�è�µ  �æ�¼�«�³�ã�ï�›� �É�”�Ò�ç�t�`�z�¦�Á
c�“�w� �”�±�É�¿�Ä  VLAN �›�^
R�b�”
�«�›�Ô�`�‡�b�{

Console> (enable) set spantree macreduction enable
MAC address reduction enabled
Console> (enable) set vlan 2000 
Vlan 2000 configuration successful
Console> (enable) show vlan 2000
VLAN Name                             Status    IfIndex Mod/Ports, Vlans
---- -------------------------------- --------- ------- ------------------------
2000 VLAN2000                         active    61

VLAN Type  SAID       MTU   Parent RingNo BrdgNo Stp  BrdgMode Trans1 Trans2
---- ----- ---------- ----- ------ ------ ------ ---- -------- ------ ------
2000 enet  102000     1500  -      -      -      -    -        0      0

VLAN Inst DynCreated  RSPAN
---- ---- ---------- --------
2000 -    static     disabled
Console> (enable)

�Í�t�z�ž�«�Â�Ÿ�Ò�z���­�z�S�‘�|�¦�Á  VLAN �w�A�ÿ�›
¯�Ô�b�”�«�›�Ô�`�‡�b�{

Console> (enable) show vlan summary

Vlan status    Count  Vlans
-------------  --------------------------------------------------------
VTP Active       504   1-100,102-500,1000,1002-1005
 
VTP Suspended      1   101
 
Extended           1   2000
Console> (enable)

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 MAC �ž�Å�è�µ  �æ�¼�«�³�ã�ï�›� �É�”�Ò�ç�t�`
�‡�b�{

set spantree macreduction { enable | disable}

�µ�Â�¿�Ó 2 VLAN �›�^
R�`�‡�b�{ set vlan vlan 

�µ�Â�¿�Ó 3 VLAN �w
ƒ���›�¬�Ý�`�‡�b�{ show vlan [vlan]
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VLAN �q  VLAN �w�Ú�¿�Ð�ï�¬

�¢�«�£ �Ù�”�Ä�o�•�‡�h�x  ASIC�¢�›���;�M�²�Z  IC�£�o�•�p  VLAN �Ú�¿�Ð�ï�¬�›
ƒ���b�”�t�x�z �®�Ù�”�Ä�o
�•�‡�h�x  ASIC �o�•�w  VLAN �Ú�¿�Ð�ï�¬�w
ƒ���¯ �¢ p.11-16�£ �›�€	°�`�o�X�i�^�M�{

�¢�«�£ Release 8.3(1) �Ž�ñ�w�¹�Ñ�Ä�¢�£�ž  �æ�æ�”�µ�p�x�z ISL �Ä�å�ï�«�t�‘�l�o  VLAN 
c�“
¶�. �¢ 1 �™ 4094�£
�U�±�Ù�”�Ä�^�•�”�h�Š�z�¬�é�”�Ì�ç  VLAN �Ú�¿�Ð�ï�¬�;�ó�U
Æ�A�p�b�{

���þ
a�w
÷�”�w  VLAN �t
€���^�•�o�M�”  802.1Q �Ä�å�ï�«�T�’�z Catalyst 6500 �³�æ�”�¶  �µ� �¿�½	Í
�w���w  VLAN �t
€���^�•�o�M�”  ISL �Ä�å�ï�«�t�z VLAN �›�Ú�¿�Ð�ï�¬�p�V�‡�b�{

�¢�«�£ 802.1Q VLAN �›  ISL VLAN �t�Ú�¿�Ð�ï�¬�b�”	Ô�ù�z Catalyst 6500 �³�æ�”�¶�w�†�¹�Ñ�Ä�¢�£�ž  �æ�æ�”
�µ�T�’�w�Ú�¿�Ð�ï�¬�›�-�Ë�p�V�‡�b�U�z�¦�Á
c�“  VLAN �x�–�;�p�V�‡�d�œ�{

�\�\�p�x�z VLAN �q  VLAN �›�Ú�¿�Ð�ï�¬�b�”	�	q�t�m�M�o
†�Ì�`�‡�b�{

• 802.1Q VLAN �T�’  ISL VLAN �•�w�Ú�¿�Ð�ï�¬�¢ p.11-9�£

• 802.1Q/ISL VLAN �Ú�¿�Ð�ï�¬�w�_	†�¢ p.11-10�£

802.1Q VLAN �T�’  ISL VLAN �•�w�Ú�¿�Ð�ï�¬

�É�¿�Ä�ë�”�«�º�w���þ
a�w
÷�”�U�z 802.1Q �Ä�å�ï�«�›�è�a�o  Catalyst 6500 �³�æ�”�¶  �µ� �¿�½�t
€
���^�•�o�M�”�D�ó
Q�U�K�“�‡�b�{

�â�”�²�U
ƒ���b�”  ISL VLAN �w���®
c�“�x  1 �™ 1000�¢�S�‘�|  1002 �™ 1005�£�z 1025 �™ 4094 �p�b�{
IEEE 802.1Q �F�¨�t�¦���^�•�o�M�”  VLAN �w���®
c�“�x�z 0 �™ 4095 �p�b�{���þ
a�w
÷�”�U  802.1Q
�Ä�å�ï�«�›�è�a�o�³�µ�¯
a�µ� �¿�½�t
€���^�•�o�M�”�É�¿�Ä�ë�”�«���¥�p�x�z 1001 �Ž	Í�w  802.1Q
VLAN 
j�ø�›  ISL VLAN 
j�ø�t�Ú�¿�Ð�ï�¬�p�V�‡�b�{�¦�Á
c�“�¢ 1025 �™ 4094�£�w  VLAN �›  dot1q
�Ú�¿�Ð�ï�¬�t�–�;�b�”	Ô�ù�x�z�r�w�¦�Á
c�“  VLAN �‹�f�•�Ž�Ž�w�è�$�p�–�;�b�”�\�q�x�p�V�‡�d
�œ�{

1 �™ 1000 �w
c�“�w  802.1Q VLAN �x�z�0� �b�”  ISL VLAN �t�×�ˆ�$�t�Ú�¿�Ð�ï�¬�^�•�‡�b�{�³�µ�¯

a�µ� �¿�½�p�Ý�Ý�`�z�8
ù�b�”�h�Š�t�x�z 1001 �Ž	Í�w  802.1Q VLAN 
j�ø�›  ISL VLAN �t�Ú�¿�Ð�ï
�¬�b�”
ž�A�U�K�“�‡�b�{

802.1Q VLAN �q  ISL VLAN �w�Ú�¿�Ð�ï�¬�t�x�z�Í�w
M�v�Ä�ò�U�K�“�‡�b�{

• �¬�é�”�Ì�ç  VLAN �Ú�¿�Ð�ï�¬�;�ó�S�‘�|�Ù�”�Ä�o�• /ASIC �o�•�w  VLAN �Ú�¿�Ð�ï�¬�;�ó
�¢�®�Ù�”�Ä�o�•�‡�h�x  ASIC �o�•�w  VLAN �Ú�¿�Ð�ï�¬�w
ƒ���¯ [p.11-16]  �›�€	°�£�x
ì�“�t
	���$
�p�K�“�z�‰�Ì�t� �É�”�Ò�ç�t�p�V�”�;�ó�x  1 �m�w�ˆ�p�b�{

• �µ� �¿�½	Í�t�¦�Á
c�“  VLAN �U�K�”	Ô�ù�x�z	ý�`�X  802.1Q VLAN �›  ISL VLAN �t�Ú�¿�Ð�ï�¬
�b�”�\�q�x�p�V�‡�d�œ�{

• 1 �F�w�µ� �¿�½�t
ƒ���p�V�”  802.1Q VLAN �q  ISL VLAN �w�Ú�¿�Ð�ï�¬
:�x�z�7�G  8 �x�p�b�{

• 802.1Q VLAN �x�z� �”�±�É�¿�Ä  �»� �Ó�w  ISL VLAN �t�`�T�Ú�¿�Ð�ï�¬�p�V�‡�d�œ�{

• 802.1Q �Ä�å�ï�«�w�É� �Â�Ÿ�Ò  VLAN �x�z�Ú�¿�Ð�ï�¬  �Â�”�Ò�ç�t�Ö�—�`�s�M�p�X�i�^�M�{
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• 802.1Q VLAN �›  ISL VLAN �t�Ú�¿�Ð�ï�¬�b�”�q�z �Ú�¿�Ð�ï�¬�™�w  ISL VLAN �t�0� �b�”  802.1Q
VLAN 	Í�w�Ä�å�Ñ�Ÿ�¿�«�x�Ò�é�¿�«�^�•�‡�b�{�h�q�Q�y�z 802.1Q VLAN 2000 �›  ISL VLAN 200
�t�Ú�¿�Ð�ï�¬�`�h	Ô�ù�z 802.1Q VLAN 200 �w�Ä�å�Ñ�Ÿ�¿�«�x�Ò�é�¿�«�^�•�‡�b�{

• VLAN �Ú�¿�Ð�ï�¬�x�z�¤�µ� �¿�½�t�é�”�§�ç�t�&�;�^�•�‡�b�{�É�¿�Ä�ë�”�«�º�w�˜�p�b�”�b�‚
�o�w�µ� �¿�½	Í�p�z�‰�a  VLAN �Ú�¿�Ð�ï�¬�›
ƒ���`�o�X�i�^�M�{

802.1Q VLAN �›  ISL VLAN �t�Ú�¿�Ð�ï�¬�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z 802.1Q VLAN 2000�z 3000�z 4000 �›  ISL VLAN 200�z 300�z 400 �t�Ú�¿�Ð�ï�¬�`�z
ƒ���›�¬�Ý�b
�”�«�›�Ô�`�‡�b�{

Console> (enable) set vlan mapping dot1q 2000 isl 200  
Vlan mapping successful
Console> (enable) set vlan mapping dot1q 3000 isl 300
Vlan mapping successful
Console> (enable) set vlan mapping dot1q 4000 isl 400
Vlan mapping successful
Console> (enable) show vlan mapping
802.1q vlan     ISL vlan        Effective
------------------------------------------
2000            200             true
3000            300             true
4000            400             true
Console> (enable)

802.1Q/ISL VLAN �Ú�¿�Ð�ï�¬�w�_	†

802.1Q/ISL VLAN �Ú�¿�Ð�ï�¬�›�_	†�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z 802.1Q VLAN 2000 �w VLAN �Ú�¿�Ð�ï�¬�›�_	†�b�”�«�›�Ô�`�‡�b�{

Console> (enable) clear vlan mapping dot1q 2000
Vlan 2000 mapping entry deleted
Console> (enable)

�Í�t�z�b�‚�o�w  802.1Q/ISL VLAN �Ú�¿�Ð�ï�¬�›�_	†�b�”�«�›�Ô�`�‡�b�{

Console> (enable) clear vlan mapping dot1q all
All vlan mapping entries deleted
Console> (enable)

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 802.1Q VLAN �›  ISL � �”�±�É�¿�Ä  VLAN �t�Ú�¿
�Ð�ï�¬�`�‡�b�{ dot1q_vlan �w���®
c�“�x�z 1001
�™ 4095 �p�b�{ isl_vlan �w���®
c�“�x�z 1 �™ 1000
�p�b�{

set vlan mapping dot1q dot1q_vlan isl isl_vlan

�µ�Â�¿�Ó 2 VLAN �Ú�¿�Ð�ï�¬�›�¬�Ý�`�‡�b�{ show vlan mapping

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 802.1Q/ISL VLAN �Ú�¿�Ð�ï�¬�›�_	†�`�‡�b�{ clear vlan mapping dot1q {dot1q_vlan | all}

�µ�Â�¿�Ó 2 VLAN �Ú�¿�Ð�ï�¬�›�¬�Ý�`�‡�b�{ show vlan mapping
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�º
æ  VLAN �w�Â�“�p�o
VLAN �x�â�”�²  VLAN �‡�h�x�º
æ  VLAN �w�M�c�•�T�t
ü�¨�^�•�‡�b�{�â�”�²  VLAN �x�z�â�”�²�U
�^
R�`�h  1 �™ 4049 �w VLAN �t�s�“�‡�b�{�º
æ  VLAN �x�z�¹�Ñ�Ä�¢�£�ž�;�ó�U�–�;�b�”  VLAN �p�z
�ˆ�^�b�”�h�Š�w
•�;  VLAN �U
ž�A�p�b�{�º
æ  VLAN �x�z VLAN �Ú�É�”�´�ß�”�U
ž�A�t� �a�o�Â�“
�p�o�‡�b�¢ VLAN 1006 �™ 4094 �›�–�;�£ �{�º
æ  VLAN �w�Â�“�p�o�x  VLAN 1006 �›�I�:�q�`�o�z	¢	q
�p�æ�˜�•�‡�b�{�â�”�²  VLAN �q�º
æ  VLAN �w�•�ù�›�s
†�b�”�h�Š�t�z�â�”�²  VLAN �x�p�V�”�i�Z
VLAN 4094 �w�Ù�X�t�Â�“�p�o�”
ž�A�U�K�“�‡�b�{

�¢�«�£ �–�;�D�ó�s  VLAN �w
:�x�{���^�•�o�M�”�w�p�z�â�”�²  VLAN �›�Â�“�p�o�h�K�q�t�z	G
ü�s
:�w
VLAN �U�º
æ  VLAN �w�Â�“�p�o�;�t�’�^�•�o�M�”�\�q�›�¬�Ý�`�o�X�i�^�M�{

VLAN �•�w�µ� �¿�½  �Ù�”�Ä�w�Â�“�p�o
���g�Å�Ý� �ï�º�p�^
R�^�•�h  VLAN �x�z 1 �m�‡�h�x
ó
:�w�µ� �¿�½  �Ù�”�Ä�U  VLAN �t�Â�“�p�o�’
�•�s�M�T�W�“�z�°�–�;�w	Ý�6�p�b�{	ý�`�M  VLAN �›�^
R�`�o�T�’�z�Þ�´�á�”�ç�q�Ù�”�Ä�›�¦���b�”
�\�q�‹�z�‡�h  VLAN �w�^
R�q�Þ�´�á�”�ç�S�‘�|�Ù�”�Ä�w�¦���›�°�S�t�æ�O�\�q�‹�p�V�‡�b�{

�¢�«�£ �µ� �¿�½  �Ù�”�Ä�x
ž�c�z�&
~�s�»� �Ó�w  VLAN �t�Â�“�p�o�o�X�i�^�M�{�h�q�Q�y�z� �”�±�É�¿�Ä
�»� �Ó�w  VLAN �t�x�z� �”�±�É�¿�Ä�z�Ñ�•�µ�Ä  � �”�±�É�¿�Ä�z�S�‘�|�ª�¨�Ï�¿�Ä  � �”�±�É�¿�Ä
�Ù�”�Ä�›�Â�“�p�o�‡�b�{

1 �m�‡�h�x
ó
:�w�µ� �¿�½  �Ù�”�Ä�›  VLAN �t�Â�“�p�o�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ
�M�‡�b�{

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 VLAN �t  1 �m�‡�h�x
ó
:�w�µ� �¿�½  �Ù�”�Ä�›�Â�“�p
�o�‡�b�{

set vlan vlan mod/port

�µ�Â�¿�Ó 2 �Ù�”�Ä�w  VLAN �Ý�ï�Ì�”�³�¿�Ó�›�¬�Ý�`�‡�b�{ show vlan [vlan]
show port [mod[/port]]
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�Í�t�z VLAN �t�µ� �¿�½  �Ù�”�Ä�›�Â�“�p�o�z
ƒ���›�¬�Ý�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set vlan 560 4/10
VLAN 560 modified.
VLAN 1 modified.
VLAN  Mod/Ports
---- -----------------------
560   4/10
      
Console> (enable) show vlan 560
VLAN Name                             Status    IfIndex Mod/Ports, Vlans
---- -------------------------------- --------- ------- ------------------------
560  Engineering                      active    348     4/10
VLAN Type  SAID       MTU   Parent RingNo BrdgNo Stp  BrdgMode Trans1 Trans2
---- ----- ---------- ----- ------ ------ ------ ---- -------- ------ ------
560  enet  100560     1500  -      -      -      -    -        0      0
VLAN AREHops STEHops Backup CRF
---- ------- ------- ----------
Console> (enable) show port 4/10
Port  Name               Status     Vlan       Duplex Speed Type
----- ------------------ ---------- ---------- ------ ----- ------------
4/10                     connected  560        a-half a-100 10/100BaseTX

Port  AuxiliaryVlan AuxVlan-Status
----- ------------- --------------
 4/10  none          none   

.

.

.

Last-Time-Cleared
--------------------------
Tue Jun 6 2000, 16:45:18
Console> (enable) 
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VLAN �Ù�”�Ä  �Ó�é�Ï�´�ã�Ç�ï�¬�U	Â�w� �É�”�Ò�ç�=�‡�h�x�Ã�Ÿ�·�”�Ò
�ç�=

VLAN �Ù�”�Ä  �Ó�é�Ï�´�ã�Ç�ï�¬�U	Â�U� �É�”�Ò�ç�w	Ô�ù�x�z�µ� �¿�½  �Ù�”�Ä�›  VLAN �t�Â�“�p�o
�”�M�z VLAN 
j�ø�t �C�Q�o �zVLAN �Ê�›�¦���b�”
ž�A�U�K�“�‡�b�{ VLAN �Ê�q  VLAN 
j�ø�w�†�M�›
�¦���b�”
ž�A�U�K�”�h�Š�z�\�w�U	Â�;�ó�x�z�Ù�”�Ä�›
Æ�«�™�p�¡�l�h  VLAN �t
��”�`�s�M�‘�O�t�-
	Â�b�”�w�t�þ�q�j�‡�b�{

�\�w�;�ó�U� �É�”�Ò�ç�w	Ô�ù�z set vlan vlan mod/port �¯�Ú�ï�Å�›�Ö�—�b�•�y	ý�`�M  VLAN �›�^
R�p
�V�‡�b�U�z VLAN 
j�ø�q  VLAN �Ê�w�†�M�›�¦���d�c�t�Ù�”�Ä�›�f�w  VLAN �t�å�C�b�”�\�q�x�p�V
�‡�d�œ�{�\�w�;�ó�x�z SNMP�z�¼� �Æ�Û�¿�«  VLAN�z 802.1x �q�M�l�h���w�;�ó�›�–�;�`�h  VLAN �•
�w�Ù�”�Ä�Â�“�p�o�t�x�è�¹�`�‡�d�œ�{ VLAN �Ù�”�Ä  �Ó�é�Ï�´�ã�Ç�ï�¬�U	Â�;�ó�x�z�Ã�Ñ�¥�ç�Ä�p�x
�Ã�Ÿ�·�”�Ò�ç�p�b�{

VLAN �Ù�”�Ä  �Ó�é�Ï�´�ã�Ç�ï�¬�U	Â�›� �É�”�Ò�ç�‡�h�x�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z � �É�”�Ò�ç  �Þ�”
�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z VLAN �Ù�”�Ä  �Ó�é�Ï�´�ã�Ç�ï�¬�U	Â�›� �É�”�Ò�ç�t�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set vlan verify-port-provisioning enable
vlan verify-port-provisioning feature enabled
Console> (enable) 

�Í�t�z VLAN �Ù�”�Ä  �Ó�é�Ï�´�ã�Ç�ï�¬�U	Â�w�µ�Â�”�»�µ�›�¬�Ý�b�”�«�›�Ô�`�‡�b�{

Console> (enable) show vlan verify-port-provisioning
Vlan Verify Port Provisioning feature enabled
Console> (enable) 

�Í�t�z �¢ VLAN �Ù�”�Ä  �Ó�é�Ï�´�ã�Ç�ï�¬�U	Â�›� �É�”�Ò�ç�t�`�o�£ VLAN 150 �›�^
R�`�z�Ù�”�Ä  3/16
�›�å�C�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set vlan 150 3/16
Vlan 150 configuration successful
VLAN 150 modified.
VLAN 1 modified.
VLAN  Mod/Ports
---- -----------------------
150   3/16
Console> (enable) 

�Í�t�z VLAN �Ù�”�Ä  �Ó�é�Ï�´�ã�Ç�ï�¬�U	Â�›� �É�”�Ò�ç�t�`�o�z�Ù�”�Ä  3/17 �›  VLAN 150 �t�å�C
�`�‘�O�q�`�h	Ô�ù�w	Z�—�«�›�Ô�`�‡�b�{

Console> (enable) set vlan 150 3/17
Port Provisioning Verification is enabled on the switch.
To move port(s) into the VLAN, use 'set vlan <vlan> <port> <vlan_name>' command.
Console> (enable) 

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 VLAN �Ù�”�Ä  �Ó�é�Ï�´�ã�Ç�ï�¬�U	Â�›� �É�”�Ò
�ç�‡�h�x�Ã�Ÿ�·�”�Ò�ç�t�`�‡�b�{

set vlan verify-port-provisioning { enable | disable}

�µ�Â�¿�Ó 2 VLAN �Ù�”�Ä  �Ó�é�Ï�´�ã�Ç�ï�¬�U	Â�w�µ�Â�”�»
�µ�›�¬�Ý�`�‡�b�{

show vlan verify-port-provisioning 
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�Í�t�z VLAN �Ù�”�Ä  �Ó�é�Ï�´�ã�Ç�ï�¬�U	Â�›� �É�”�Ò�ç�t�`�o�z�Ù�”�Ä  3/17 �›  VLAN 150 �t�å�C
�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set vlan 150 name Eng  
VTP advertisements transmitting temporarily stopped,
and will resume after the command finishes.
Vlan 150 configuration successful
Console> (enable) 

Console> (enable) set vlan 150 3/17 Eng
VLAN 150 modified.
VLAN 1 modified.
VLAN  Mod/Ports
---- -----------------------
150   3/16-17
Console> (enable) 
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VLAN �w�_	†
�\�\�p�x�z VLAN �›�_	†�b�”	Ô�ù�w�«�™�Ä�ò�t�m�M�o
†�Ì�`�‡�b�{

• VTP �±�”�Ì  �Þ�”�Å�p
ª	j
c�“� �”�±�É�¿�Ä  VLAN �›�_	†�b�”�q�z VTP �Å�Ý� �ï�w�b�‚�o�w�µ
� �¿�½�T�’�f�w  VLAN �U�_	†�^�•�‡�b�{

• VTP �Ä�å�ï�µ�Ö�ž�è�ï�Ä  �Þ�”�Å�p
ª	j
c�“  VLAN �›�_	†�b�”�q�z�q�O�w�µ� �¿�½	Í�t�v�l�o
VLAN �U�_	†�^�•�‡�b�{

• �¦�Á
c�“  VLAN �x�z�f�w  VLAN �›�^
R�`�h�µ� �¿�½	Í�p�`�T�_	†�p�V�‡�d�œ�{

• �Ã�Ñ�¥�ç�Ä  VLAN �x�_	†�p�V�‡�d�œ�{

• �Ä�”�«�ï�æ�ï�¬  TrBRF VLAN �›�_	†�b�”	Ô�ù�x�z�7	s�t�   TrCRF �›���w
�  TrBRF �t�Â�“�p�o
�”�T�z�‡�h�x�   TrCRF �›�_	†�b�”
ž�A�U�K�“�‡�b�{

�«�™ VLAN �›�_	†�b�”�q�z�f�w  VLAN �t�Â�“�p�o�’�•�o�M�h�b�‚�o�w�Ù�”�Ä�U
‡�ž�«�Â�Ÿ�Ò�t�s�“�‡
�b�{�\�•�’�w�Ù�”�Ä�x�z	ý�`�M  VLAN �t�Â�“�p�o�’�•�”�‡�p�z�i�w  VLAN �t�0� 
Ç�Z�’�•�o�M�‡
�b�¢�m�‡�“�z
‡�ž�«�Â�Ÿ�Ò�w�‡�‡�p�b�£ �{

�o�°�w  VLAN �›�_	†�b�”�\�q�‹�z�°��
c�“�w  VLAN �›�_	†�b�”�\�q�‹�p�V�‡�b�{�µ� �¿�½	Í�w
VLAN �›�_	†�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�¯�Ú�ï�Å�›�Ö�—�`�‡�b�{

�Í�t�z VLAN �›�_	†�b�”�«�›�Ô�`�‡�b�¢�\�w	Ô�ù�z�µ� �¿�½�x  VTP �±�”�Ì�p�b�£ �{

Console> (enable) clear vlan 500
This command will deactivate all ports on vlan(s) 500
Do you want to continue(y/n) [n]? y
Vlan 500 deleted
Console> (enable)

This command will deactivate all ports on vlan(s) 10
All ports on normal range vlan(s) 10
will be deactivated in the entire management domain.
Do you want to continue(y/n) [n]?

�^�À �¯�Ú�ï�Å

VLAN �›�_	†�`�‡�b�{ clear vlan vlan



�H 11 	·       VLAN �w
ƒ��
�Ù�”�Ä�o�•�‡�h�x  ASIC �o�•�w  VLAN �Ú�¿�Ð�ï�¬�w
ƒ��

11-16
Catalyst 6500 �³�æ�”�¶  �µ� �¿�½  �¹�Ñ�Ä�¢�£�ž  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �¨� �Å

OL-7193-01-J

�Ù�”�Ä�o�•�‡�h�x  ASIC �o�•�w  VLAN �Ú�¿�Ð�ï�¬�w
ƒ��
�\�\�p�x�z�Ù�”�Ä�o�•�‡�h�x  ASIC �o�•�p  VLAN �Ú�¿�Ð�ï�¬�›
ƒ���b�”�M�O�t�m�M�o
†�Ì�`�‡�b�{

• VLAN �Ú�¿�Ð�ï�¬�w�“�A�¢ p.11-16�£

• 
ƒ���Ì�w�«�™�Ä�ò�S�‘�|
M�v�Ä�ò�¢ p.11-16�£

• �Ù�”�Ä�o�•  VLAN �Ú�¿�Ð�ï�¬�w� �É�”�Ò�ç�=�‡�h�x�Ã�Ÿ�·�”�Ò�ç�=�¢ p.11-19�£

• �Ù�”�Ä�o�•�w  VLAN �Ú�¿�Ð�ï�¬�w
ƒ���¢ p.11-19�£

• VLAN �Ú�¿�Ð�ï�¬�w	«�ˆ�¢ p.11-21�£

• VLAN �Ú�¿�Ð�ï�¬	Ø�C�w
¯�Ô�¢ p.11-21�£

VLAN �Ú�¿�Ð�ï�¬�w�“�A

Release 8.4(1) �Ž�ñ�w�¹�Ñ�Ä�¢�£�ž  �æ�æ�”�µ�p�x�z VLAN 
c�“�›
M�v�`�s�X�o�‹�z �Ú�™�w VLAN �»
� �Ó�›�f�w���w  VLAN �»� �Ó�t�Ú�¿�Ð�ï�¬�p�V�”�‘�O�t�z VLAN �Ú�¿�Ð�ï�¬�U�¦�Á�^�•�o�M�‡�b�{
�q�O�z VLAN �Ú�¿�Ð�ï�¬�x�Ù�”�Ä�o�•�‡�h�x  ASIC �o�•�p
ƒ���p�V�‡�b�{

�¢�«�£ Release 8.4(1) �‘�“
²�w�¹�Ñ�Ä�¢�£�ž  �æ�æ�”�µ�p�x�z VLAN �Ú�¿�Ð�ï�¬�x�¬�é�”�Ì�ç�t
ƒ���^�•�‡
�`�h�{	Ä�I�t�m�M�o�x�z �®VLAN �q  VLAN �w�Ú�¿�Ð�ï�¬�¯ �¢ p.11-9�£ �›�€	°�`�o�X�i�^�M�{


ƒ���Ì�w�«�™�Ä�ò�S�‘�|
M�v�Ä�ò

�\�\�p�x�z VLAN �Ú�¿�Ð�ï�¬�›
ƒ���b�”�M�w
ƒ���Ì�w�«�™�Ä�ò�q
M�v�Ä�ò�›
†�Ì�`�‡�b�{

• VLAN �Ú�¿�Ð�ï�¬�›�–�;�`�h	Ô�ù�z�µ� �¿�½�ï�¬  �Þ�´�á�”�ç�‡�h�x�µ�”�Í�Ì� �²  �¤�ï�´�ï�t
�e�L�^�•�h  ASIC �»� �Ó�t� �a�o�z�Í�w�‘�O�t�s�“�‡�b�¢�¤�Þ�´�á�”�ç  ASIC �w�“�7�t�m�M�o
�x�z 
¯ 11-2 �›�€	°�£ �{

�µ VLAN �Ú�¿�Ð�ï�¬�U�±�Ù�”�Ä�^�•�s�M

�µ �Ù�”�Ä�o�•  VLAN �Ú�¿�Ð�ï�¬�U�±�Ù�”�Ä�^�•�”

�µ ASIC �o�•  VLAN �Ú�¿�Ð�ï�¬�U�±�Ù�”�Ä�^�•�”�U�z VLAN �Ú�¿�Ð�ï�¬�›�Ù�”�Ä�o�•�p� 
�É�”�Ò�ç�‡�h�x�Ã�Ÿ�·�”�Ò�ç�t�b�”�\�q�x �p�V�s�M

�µ ASIC �o�•  VLAN �Ú�¿�Ð�ï�¬�U�±�Ù�”�Ä�^�•�z VLAN �Ú�¿�Ð�ï�¬�›�Ù�”�Ä�o�•�p� �É�”�Ò
�ç�‡�h�x�Ã�Ÿ�·�”�Ò�ç�t�b�”�\�q�U �p�V�” �{

• �Þ�´�á�”�ç�U�Ù�”�Ä�o�•  VLAN �Ú�¿�Ð�ï�¬�›�±�Ù�”�Ä�`�s�M�p�z ASIC �o�•  VLAN �Ú�¿�Ð�ï�¬
�w�ˆ�›�±�Ù�”�Ä�`�o�M�”	Ô�ù�z VLAN �Ú�¿�Ð�ï�¬�x  ASIC �º�w�b�‚�o�w�Ù�”�Ä�t�&�;�^�•�‡�b�{
ASIC �º�w�Ú�™�w�Ù�”�Ä�w�Ú�¿�Ð�ï�¬�›�!�Ë�b�”�q�z �!�Ë�U�\�w  ASIC �º�w�b�‚�o�w�Ù�”�Ä�t�&
�;�^�•�‡�b�{

• �¬�é�”�Ì�ç  VLAN �Ú�¿�Ð�ï�¬

�¬�é�”�Ì�ç  VLAN �Ú�¿�Ð�ï�¬�;�ó�¢ �®VLAN �q  VLAN �w�Ú�¿�Ð�ï�¬�¯ [p.11-9]  �›�€	°�£�S�‘�|
�Ù�”�Ä�o�• /ASIC �o�•  VLAN �Ú�¿�Ð�ï�¬�;�ó�x
ì�“�t
	���$�p�K�“�z �‰�Ì�t� �É�”�Ò�ç�t�p�V
�”�;�ó�x  1 �m�w�ˆ�p�b�{

�Ú�™�w VLAN �t�¬�é�”�Ì�ç  VLAN �Ú�¿�Ð�ï�¬�U
ƒ���^�•�o�M�”	Ô�ù�t�z�Ù�”�Ä�o�• /ASIC �o
�•  VLAN �Ú�¿�Ð�ï�¬�›
ƒ���`�‘�O�q�b�”�q�z�¯�Ú�ï�Å�x�‹
q�^�•�z�¤�å�”  �Ý�¿�·�”�´�U
¯�Ô
�^�•�‡�b�{�o�t�z�Ú�™�w  VLAN �t�Ù�”�Ä�o�• /ASIC �o�•�Ú�¿�Ð�ï�¬�U
ƒ���^�•�o�M�”	Ô�ù�t�z
�¬�é�”�Ì�ç  VLAN �Ú�¿�Ð�ï�¬�›
ƒ���`�‘�O�q�b�”�q�z�¯�Ú�ï�Å�x�‹
q�^�•�z�¤�å�”  �Ý�¿�·�”
�´�U
¯�Ô�^�•�‡�b�{

�¬�é�”�Ì�ç  VLAN �Ú�¿�Ð�ï�¬�x�z�7�G  8 �m�w VLAN �›�±�Ù�”�Ä�`�‡�b�{ VLAN X �U VLAN Y
�t�Ú�¿�Ð�ï�¬�^�•�o�M�”	Ô�ù�z VLAN Y �x�º
æ�p
��:�A�ˆ  VLAN �t�Ú�¿�Ð�ï�¬�^�•�‡�b�{�Ù�”
�Ä�o�• /ASIC �o�•  VLAN �Ú�¿�Ð�ï�¬�x�\�w�M�O�p�x�;�ó�`�‡�d�œ�{ VLAN X �U VLAN Y �t�Ú�¿
�Ð�ï�¬�^�•�o�M�”	Ô�ù�z VLAN Y �w�›���w�Ù�”�Ä�t�º
æ�p�µ� �¿�½�ï�¬�^�•�”�b�‚�o�w�Ä�å
�Ñ�Ÿ�¿�«�x  VLAN X �t�Ú�¿�Ð�ï�¬�^�•�‡�b�{
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• VLAN �Ú�¿�Ð�ï�¬�x�†�M�w�M�²�t�&�;�^�•�‡�b�{�h�q�Q�y�z�Ù�”�Ä  P �t  VLAN x �T�’  VLAN y
�•�w�Ú�¿�Ð�ï�¬�U
ƒ���^�•�o�M�”	Ô�ù�z VLAN X �w�Ù�”�Ä  P �p	!	ô�^�•�h�b�‚�o�w�Ä�å�Ñ�Ÿ�¿
�«�x  VLAN Y �t�Ú�¿�Ð�ï�¬�^�•�z�f�\�p	r�g�^�•�‡�b�{ VLAN Y �U�º
æ�$�t�»�¬
Ç�Z�^�•�h�Ä
�å�Ñ�Ÿ�¿�«�w�O�j�z�Ù�”�Ä  P �T�’
ù	ô�^�•�h�‹�w�t�x�b�‚�o�z VLAN X �U�»�¬
Ç�Z�^�•�‡�b�{

• EtherChannel

VLAN �Ú�¿�Ð�ï�¬�x�z PAgP �q  LACP �w�†�M�w  EtherChannel �p�±�Ù�”�Ä�^�•�‡�b�{ EtherChannel
�w�›���w�Ù�”�Ä�p  VLAN �Ú�¿�Ð�ï�¬�›� �É�”�Ò�ç�‡�h�x�Ã�Ÿ�·�”�Ò�ç�t�b�”�q�z EtherChannel
�º �w�b� ‚ �o �w�Ù�” �Ä�p� \ �w� ; �ó �U�   �É�” �Ò�ç�‡�h�x�Ã�Ÿ� · � ” �Ò�ç� t �s � “ �‡ �b�{�‰�7� t�z
EtherChannel �w�›���w�Ù�”�Ä�t  VLAN �Ú�¿�Ð�ï�¬�›
ƒ���b�”�q�z EtherChannel �º�w�b�‚�o�w
�Ù�”�Ä�t�\�w�Ú�¿�Ð�ï�¬�U�&�;�^�•�‡�b�{

EtherChannel �º�w�b�‚�o�w�Ù�”�Ä�p�z VLAN �Ú�¿�Ð�ï�¬�t���b�”�Ù�”�Ä  ASIC �;�ó�›�‰�a�t
ƒ
���b�”
ž�A�U�K�“�‡�b�{�Ù�”�Ä  ASIC �;�ó�U�Ÿ�s�”�Ù�”�Ä�U���O�b�”  EtherChannel �t  VLAN
�Ú�¿�Ð�ï�¬�›
ƒ���`�‘�O�q�`�o�‹�z�¯�Ú�ï�Å�x�‹
q�^�•�‡�b�{

• SPAN �S�‘�|  RSPAN

�Ù�”�Ä�o�•  VLAN �Ú�¿�Ð�ï�¬�U�Ù�”�Ä	Í�p� �É�”�Ò�ç�w	Ô�ù�z �Ù�”�Ä  ASIC �x�!�õ�i  VLAN �›
�!�õ
Œ  VLAN �t�!�õ�`�‡�b�{�b�‚�o�w  SPAN�¢�µ� �¿�½�Å  �Ù�”�Ä  �ž�Æ�å� �²�£
ƒ���x�z�!�õ

Œ VLAN �p�;�ó�`�‡�b�{

RSPAN VLAN �x�!�õ�p�V�‡�d�œ�{�r�w  VLAN �t�‹  RSPAN VLAN �›�Ú�¿�Ð�ï�¬�`�s�M�‘�O�t

ƒ���b�”
ž�A�U�K�“�‡�b�{�‰�7�t�z�!�õ
Œ  VLAN �›  RSPAN VLAN �q�`�o�–�;�b�”�\�q�x�p�V
�‡�d�œ�{

• �µ�Í�Ç�ï�¬�À�æ�”

PVST+ �U�î
÷�^�•�o�M�”	Ô�ù�z �µ�Í�Ç�ï�¬�À�æ�”  Bridge Protocol Data Unit�¢ BPDU; �Ò�æ�¿�´  �Ó
�é�Ä�¯�ç  �Ã�”�»  �â�Ç�¿�Ä�£�t�x�¤�Ä�å�ï�«  �Ù�”�Ä�w�® VLAN ID �̄ �w  TLV �U�»�¬
Ç�Z�^�•�o�M
�‡�b�{�\�w  TLV �x�z�Ù�”�Ä  VLAN ID �w�°��
Q�›
Q���b�”�M�t�þ�q�j�‡�b�{ PVST+ �S�‘�|
Rapid-PVST+ �p�x�z�\�w  VLAN ID �x�µ�Í�Ç�ï�¬�À�æ�”  � �ï�µ�»�ï�µ
j�ø�¢ VLAN ID �£�q�‰�a
�p�b�{

Shared Spanning Tree Protocol�¢ SSTP�£�U���®�s	Ô�ù�x�z�Ù�”�Ä�o�• /ASIC �o�•  VLAN �Ú�¿�Ð�ï
�¬�U�Ù�”�Ä	Í�p� �É�”�Ò�ç�t�s�l�o�M�”�M�t�«�™�b�”
ž�A�U�K�“�‡�b�{�h�q�Q�y�z 
$ 11-2 �w�µ
� �¿�½  1 �S�‘�|�µ� �¿�½  2 �x�zVLAN 101 �›�;
ù�b�”�Ä�å�ï�«  T �›�–�;�`�o
€���^�•�o�M�‡�b�{
�µ� �¿�½  2 �w�Ä�å�ï�«  �Ù�”�Ä  P �p�x�z�Ù�”�Ä�o�• /ASIC �o�•  VLAN �Ú�¿�Ð�ï�¬�U� �É�”�Ò�ç
�p�K�“�z VLAN 101 �T�’  VLAN 202 �•�w�Ú�¿�Ð�ï�¬�U���O�`�‡�b�{ 
$ 11-2 �t�Ô�b�‘�O�t�z�Ä�å
�ï�«  �æ�ï�«�w  BPDU �t�x�z VLAN 101 �q�`�o  802.1Q VLAN �S�‘�|  TLV VLAN �U
ƒ���^�•�o�M
�‡�b�{ �\�w  BPDU �U�Ù�”�Ä  P �t�x�a�b�”�q�z �\�w�Ú�¿�Ð�ï�¬�t�‘�“  802.1Q VLAN �x  VLAN 202
�t�!�Ë�^�•�‡�b�U�z TLV VLAN �x  VLAN 101 �w�‡�‡�p�b�{ BPDU �U�µ�Í�Ç�ï�¬�À�æ�”  �Ó�é�·�µ
�t�x�a�b�”�q�z�µ�Í�Ç�ï�¬�À�æ�”�x  VLAN 101 BPDU �U VLAN 202 �t�£	ô�`�h�q�A�æ�`�z�°��

Q�U�s�M�q
Q�…�`�o�z�\�w�Ù�”�Ä�›�Ã	l�Ù�”�Ä�q�`�o�C���`�‡�b�{

�\�w�ð�J�›�r�>�b�”�h�Š�t�z �µ�Í�Ç�ï�¬�À�æ�”�x�\�w  BPDU �›  VLAN 202 �º�p	r�g�`�‡�b�{ TLV
VLAN �x�!�õ
Œ  VLAN �t�Ú�¿�Ó�^�•�z�°��
Q�U�K�”�T�½�£�¿�«�^�•�‡�b�{�\�w	r�g�U
C
\�`�h
	Ô�ù�z�µ� �¿�½  1 �w�µ�Í�Ç�ï�¬�À�æ�”  � �ï�µ�»�ï�µ  101 �x�µ� �¿�½  2 �w�µ�Í�Ç�ï�¬�À�æ�”  202
�q�Ú�”�´�^�•�‡�b�{�\�w�Ó�é�·�µ�x�z
ù	ô���p�‹�î�æ�^�•�‡�b�{


$ 11-2 VLAN �Ú�¿�Ð�ï�¬�S�‘�|�µ�Í�Ç�ï�¬�À�æ�”�w�“�A

 1  2

802.1Q 
(VLAN 101)

TLV
(VLAN 101)BPDU

 T

13
00

41
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�Î�ï�Ä �µ�Í�Ç�ï�¬�À�æ�”  �Ä�Ù�é�´�”�›
ƒ�-�b�”
²�t�z VLAN �w�Ú�”�´�M�O�›�ß�€�b�”
ž�A�U�K�“�‡�b�{
VLAN �Ú�¿�Ð�ï�¬�U� �É�”�Ò�ç�=�^�•�h�Ù�”�Ä�T�’�!�õ�i  VLAN �›	«�ˆ�`�z�Ù
€���T�’�!�õ
Œ
VLAN �›	«�ˆ�b�”
ž�A�U�K�“�‡�b�{�\�w�‘�O�t�b�”�q�z�§�µ�»�Ú�”  �Ù�”�Ä�w�!�õ�i  VLAN �S�‘�|
�Ó�é�Ì� �¼�”  �Ù�”�Ä�w�!�õ
Œ  VLAN �U�Ú�”�´�^�•�‡�b�{


¯ 11-2 �Þ�´�á�”�ç�o�•�w�Ù�”�Ä  ASIC VLAN �Ú�¿�Ð�ï�¬�;�ó

�Þ�´�á�”�ç

�±�Ù�”�Ä�^�•�o�M�”�Ù�”�Ä
�o�•  VLAN �Ú�¿�Ð�ï�¬�w�7
�G
: �;�ó / 
M�v

WS-X6548-RJ-45
WS-X6548-RJ-21
WS-X6148X2-RJ-45
WS-X6148X2-45AF
WS-X6196-RJ-211

1. WS-X6196-RJ-21�t�x  ASIC �o�•  VLAN �Ú�¿�Ð�ï�¬�;�ó�U�K�“�‡�d�œ�{ VLAN �Ú�¿�Ð�ï�¬�w�o�•�x  2 �m�w ASIC �w�Ù�”�Ä  1 �™96 �p�b�¢�¤  
ASIC �w 48 �x�w�Ù�”�Ä�w�ˆ�p�x�K�“�‡�d�œ�£ �{

32 ASIC �o�•  VLAN �w�Ú�¿�Ð�ï�¬�{�Ú�¿�Ð�ï�¬�x  ISL �Ä�å�ï
�«�w�Ù�”�Ä�o�•�p� �É�”�Ò�ç�‡�h�x�Ã�Ÿ�·�”�Ò�ç�t�p�V�‡
�b�{ 802.1Q �Ä�å�ï�«�p�x�z 	×�t�Ú�¿�Ð�ï�¬�U���®�p�b�{ �Ã�Ÿ
�·�”�Ò�ç�t�b�”�\�q�x�p�V�‡�d�œ�{�Ú�¿�Ð�ï�¬�x  ISL �S�‘
�|  802.1Q �Ä�å�ï�«�t�0�`�o�±�Ù�”�Ä�^�•�o�M�‡�b�{

WS-X6K-S2U-MSFC2
WS-X6K-S2-MSFC2
WS-X6K-S2-PFC2
WS-SUP720-3B
WS-SUP720-3BXL
WS-SUP720
WS-X6516A-GBIC2

WS-X6516-GE-TX

2. WS-X6516A-GBIC�t�x  ASIC �o�•  VLAN �Ú�¿�Ð�ï�¬�;�ó�U�K�“�‡�d�œ�{ VLAN �Ú�¿�Ð�ï�¬�w�o�•�x  2 �m�w ASIC �w�Ù�”�Ä  1 �™8 �S�‘�|
�Ù�”�Ä  9 �™ 16 �p�b�¢�¤  ASIC �w 4 �x�w�Ù�”�Ä�w�ˆ�p�x�K�“�‡�d�œ�£ �{

32 ASIC �o�•  VLAN �w�Ú�¿�Ð�ï�¬�{ �Ú�¿�Ð�ï�¬�x  ASIC �w�Ù�”
�Ä�o�•�p� �É�”�Ò�ç�‡�h�x�Ã�Ÿ�·�”�Ò�ç�t�p�V�‡�b�{�Ú�™
�w VLAN �»� �Ó���w�!�õ�U�±�Ù�”�Ä�^�•�o�M�‡�b�{ 802.1Q
�Ä�å�ï�«�p�w�ˆ�±�Ù�”�Ä�^�•�o�M�‡�b�{ 3

3. �\�•�’�w�Þ�´�á�”�ç�w  ASIC �t�x�z�Í�w
M�v�U�K�“�‡�b�{ dot1q-all-tagged �U�Ã�Ÿ�·�”�Ò�ç�w	Ô�ù�z�É� �Â�Ÿ�Ò  VLAN �p
ù	ô�^�•�h�Í�­�¿�Ä
�t�x�z VLAN �!�õ�U
C
\�`�‡�d�œ�{

WS-X6748-SFP4

WS-X6724-SFP
WS-X6748-GE-TX

4. WS-X6748-SFP�t�x  ASIC �o�•  VLAN �Ú�¿�Ð�ï�¬�;�ó�U�K�“�‡�d�œ�{ VLAN �Ú�¿�Ð�ï�¬�w�o�•�x  2 �m�w ASIC �w�Ù�”�Ä  1 �™24 �S�‘�|  25 �p
�b�¢�¤  ASIC �w 12 �x�w�Ù�”�Ä�w�ˆ�p�x�K�“�‡�d�œ�£ �{

128 ASIC �o�•  VLAN �w�Ú�¿�Ð�ï�¬�{ �Ú�¿�Ð�ï�¬�x  ASIC �w�Ù�”
�Ä�o�•�p� �É�”�Ò�ç�‡�h�x�Ã�Ÿ�·�”�Ò�ç�t�p�V�‡�b�{�Ú�™
�w VLAN �»� �Ó���w�!�õ�U�±�Ù�”�Ä�^�•�o�M�‡�b�{�Ú�¿�Ð
�ï�¬�x  ISL �S�‘�|  802.1Q �Ä�å�ï�«�t�0�`�o�±�Ù�”�Ä�^�•
�o�M�‡�b�{

WS-X6148A-GE-TX
WS-X6148A-GE-45A
WS-X6148-FE-SFP
WS-X6148A-RJ-45
WS-X6148A-45AF
WS-X6704-10GE5

5. WS-X6704-10GE�•�Ú�¿�Ð�ï�¬�x  ASIC �w�Ù�”�Ä�o�•�p� �É�”�Ò�ç�‡�h�x�Ã�Ÿ�·�”�Ò�ç�t�p�V�‡�b�{ 128 �w�Ù�”�Ä�o�•  VLAN �Ú�¿�Ð�ï�¬�U�±
�Ù�”�Ä�^�•�o�M�‡�b�{

8 �Ù�”�Ä�o�•  VLAN �Ú�¿�Ð�ï�¬�{ �Ú�™�w VLAN �»� �Ó���w�!
�õ �U�±�Ù�” �Ä�^ �• �o�M�‡�b�{�Ú�¿�Ð�ï �¬ �x  ISL �S� ‘ � |
802.1Q �Ä�å�ï�«�t�0�`�o�±�Ù�”�Ä�^�•�o�M�‡�b�{

WS-X6502-10GE 16 �Ù�”�Ä�o�•  VLAN �Ú�¿�Ð�ï�¬�{ �Ú�™�w VLAN �»� �Ó���w�!
�õ�U�±�Ù�”�Ä�^�•�o�M�‡�b�{ 802.1Q �Ä�å�ï�«�p�w�ˆ�±�Ù�”
�Ä�^�•�o�M�‡�b�{  

WS-SUP32-GE-3B 16 �Ù�”�Ä�o�•  VLAN �Ú�¿�Ð�ï�¬�{ �Ú�™�w VLAN �»� �Ó���w�!
�õ �U�±�Ù�” �Ä�^ �• �o�M�‡�b�{�Ú�¿�Ð�ï �¬ �x  ISL �S� ‘ � |
802.1Q �Ä�å�ï�«�t�0�`�o�±�Ù�”�Ä�^�•�o�M�‡�b�{
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�Ù�”�Ä�o�•  VLAN �Ú�¿�Ð�ï�¬�w� �É�”�Ò�ç�=�‡�h�x�Ã�Ÿ�·�”�Ò�ç�=

�¢�«�£ set port vlan-mapping �¯�Ú�ï�Å�›�–�;�`�o�Ù�”�Ä�o�•�p  VLAN �Ú�¿�Ð�ï�¬�›
ƒ���b�”
²�t�z set port
vlan-mapping mod/port enable �¯�Ú�ï�Å�›�Ö�—�`�o�z�Ù�”�Ä  VLAN �Ú�¿�Ð�ï�¬�›� �É�”�Ò�ç�t�b�”

ž�A�U�K�“�‡�b�{

set port vlan-mapping mod/port { enable | disable} �¯�Ú�ï�Å�›�Ö�—�`�o�z�Ù�”�Ä�o�•�p  VLAN �Ú�¿�Ð
�ï�¬�›� �É�”�Ò�ç�‡�h�x�Ã�Ÿ�·�”�Ò�ç�t�`�‡�b�{ VLAN �!�õ�U
C
\�b�”�w�x�z VLAN �Ú�¿�Ð�ï�¬�U
� �É�”�Ò�ç�=�^�•�o�M�o�z�Ù�”�Ä�U�Ä�å�ï�©�ï�¬�w	Ô�ù�w�ˆ�p�b�{ ASIC �o�•�w  VLAN �Ú�¿�Ð�ï�¬
�w�ˆ�›�±�Ù�”�Ä�b�”  ASIC �t���`�o�z�Ù�”�Ä�o�•�p  VLAN �Ú�¿�Ð�ï�¬�›� �É�”�Ò�ç�‡�h�x�Ã�Ÿ�·�”
�Ò�ç�t�b�”�;�ó�U���®�s	Ô�ù�z�\�w�¯�Ú�ï�Å�x�Ù�”�Ä
ƒ���t�w�ˆ�&�;�^�•�z ASIC �t�x�&�;�^�•�‡
�d�œ�{ VLAN �Ú�¿�Ð�ï�¬�›�Ã�Ÿ�·�”�Ò�ç�t�`�h	Ô�ù�‹�z�Ú�¿�Ð�ï�¬�x�-�¢�^�•�‡�b�{ VLAN �Ú�¿�Ð
�ï�¬�x�Ã�Ñ�¥�ç�Ä�p�Ã�Ÿ�·�”�Ò�ç�p�b�{

�Ù�”�Ä�o�•�p  VLAN �Ú�¿�Ð�ï�¬�›� �É�”�Ò�ç�‡�h�x�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å
�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z�Ù�”�Ä�o�•�p  VLAN �Ú�¿�Ð�ï�¬�›� �É�”�Ò�ç�t�b�”�«�›�Ô�`�‡�b�{

Console>(enable) set port vlan-mapping 7/1 enable
VLAN mapping enabled on port 7/1.
Console>(enable)

�Ù�”�Ä�o�•�w  VLAN �Ú�¿�Ð�ï�¬�w
ƒ��

�¢�«�£ set port vlan-mapping �¯�Ú�ï�Å�›�–�;�b�”
²�t�z set port vlan-mapping mod/port enable �¯�Ú�ï�Å�›
�Ö�—�`�o�z�Ù�”�Ä  VLAN �Ú�¿�Ð�ï�¬�›� �É�”�Ò�ç�t�b�”
ž�A�U�K�“�‡�b�{

�¢�«�£ �!�õ�i  VLAN �x�Ä�å�ï�«  VLAN�¢�µ� �¿�½�Ž
æ�£ �z�!�õ
Œ  VLAN �x�µ� �¿�½�º
æ�w  VLAN �p�b�{

set port vlan-mapping mod/port source-vlan-id translated-vlan-id �¯�Ú�ï�Å�›�Ö�—�`�o�z�Ù�”�Ä�o�•�p
VLAN �Ú�¿�Ð�ï �¬�› 
ƒ � � � ` �‡ �b�{� \ �w�¯ �Ú� ï �Å � t � ‘ � “�z source-vlan-id �w�Ä�å�Ñ�Ÿ�¿�«�x
translated-vlan-id �t�!�õ�^�•�‡�b�{ �º
æ�$�t  translated-vlan-id �U�»�¬
Ç�Z�^�•�h�b�‚�o�w�Ä�å�Ñ�Ÿ�¿
�«�x�z source-vlan-id �U�»�¬
Ç�Z�^�•�h�K�q�t�z�Ù�”�Ä�T�’
ù	ô�^�•�‡�b�{ VLAN �!�õ�U
C
\�b�”�w
�x�z�Ù�”�Ä�U�Ä�å�ï�©�ï�¬�w	Ô�ù�w�ˆ�p�b�{�\�w�¯�Ú�ï�Å�x�z�b�‚�o�w
c�“�w�Ù�”�Ä�›�0	Å�q�`�‡
�b�{

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 �Ù�”�Ä�o�•�p  VLAN �Ú�¿�Ð�ï�¬�›� �É�”�Ò�ç
�‡�h�x�Ã�Ÿ�·�”�Ò�ç�t�`�‡�b�{

set port vlan-mapping mod/port { enable | disable}

�µ�Â�¿�Ó 2 VLAN �Ú�¿�Ð�ï�¬
ƒ���›
¯�Ô�`�‡�b�{ show port vlan-mapping [mod | mod/port]
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�Ù�”�Ä�o�•�p  VLAN �Ú�¿�Ð�ï�¬�›
ƒ���b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z�Ù�”�Ä  VLAN �Ú�¿�Ð�ï�¬�›� �É�”�Ò�ç�t�`�z�Ù�”�Ä�o�•�p  VLAN �Ú�¿�Ð�ï�¬�›
ƒ���b�”�«
� › �Ô�` �‡�b�{� \ �w�«�p�x�z�Þ �´ �á� ” �ç  7 �x  48 �Ù�” �Ä  10/100/1000 �µ�   �¿�½�ï �¬  �Þ�´ �á� ” �ç

�¢ WS-X6748-GE-TX�£�p�b�{�\�w�Þ�´�á�”�ç�x�z ASIC �o�•  VLAN �Ú�¿�Ð�ï�¬�›�±�Ù�”�Ä�`�‡�b�{ 1
�m�w ASIC �p  12 �x�w�Ù�”�Ä�›�±�Ù�”�Ä�`�‡�b�{

Console>(enable) set port vlan-mapping 7/1 enable
VLAN mapping enabled on port 7/1.
Console>(enable) set port vlan-mapping 7/1 2002 3003
VLAN 2002 mapped to VLAN 3003 on ports 7.1. 7/1-12.
Console>(enable) show port vlan-mapping 7/1
Mod/Port Source VLAN Translated VLAN State Max Allowed (Current) Entries
-------- ----------- --------------- ----------- -----------------------------
7/1 2002 3003 Enabled 128 (1)
Console>(enable)

�Í�w�«�w�Þ�´�á�”�ç  5 �x�z 1 �Ù�”�Ä  10GBASE-E �³�æ�ž�ç  10 �ª�¨�Ï�¿�Ä  � �”�±�É�¿�Ä  �Þ�´�á�”�ç
�¢ WS-X6502-10GE�£�p�b�{�\�w�Þ�´�á�”�ç�x�Ù�”�Ä�o�•  VLAN �Ú�¿�Ð�ï�¬�›�±�Ù�”�Ä�`�‡�b�{

Console>(enable) set port vlan-mapping 5/1 2002 3003
VLAN 2002 mapped to VLAN 3003 on port 5/1.
Console>(enable)

�\�w�«�p�x�z�Þ�´�á�”�ç  7 �x  48 �Ù�”�Ä  10/100/1000 �µ� �¿�½�ï�¬  �Þ�´�á�”�ç�¢ WS-X6748-GE-TX�£
�p�b�{�\�w�Þ�´�á�”�ç�x�z ASIC �o�•  VLAN �Ú�¿�Ð�ï�¬�›�±�Ù�”�Ä�`�‡�b�{ 1 �m�w ASIC �p  12 �x�w
�Ù�”�Ä�›�±�Ù�”�Ä�`�‡�b�{�\�w�«�p�x�z�Ù�”�Ä  7/1 �™ 4 �U EtherChannel �t���`�o�M�‡�b�{

Console>(enable) set port vlan-mapping 7/1 2002 3003  
VLAN 2002 mapped to VLAN 3003 on ports 7/1-12.
Console>(enable)

�\�w�«�p�x�z�Þ�´�á�”�ç  7 �S�‘�|�Þ�´�á�”�ç  8 �x  48 �Ù�”�Ä  10/100/1000 �µ� �¿�½�ï�¬  �Þ�´�á�”�ç
�¢ WS-X6748-GE-TX�£�p�b�{�\�•�’�w�Þ�´�á�”�ç�x�z ASIC �o�•  VLAN �Ú�¿�Ð�ï�¬�›�±�Ù�”�Ä�`�‡
�b�{ 1 �m�w ASIC �p  12 �x�w�Ù�”�Ä�›�±�Ù�”�Ä�`�‡�b�{�\�w�«�p�x�z�Ù�”�Ä  7/1 �™ 4 �S�‘�|  8/1 �™ 4
�U EtherChannel �t���`�o�M�‡�b�{

Console>(enable) set port vlan-mapping 7/1 2002 3003  
VLAN 2002 mapped to VLAN 3003 on ports 7/1-12,8/1-12.
Console>(enable)

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 �Ù�”�Ä  VLAN �Ú�¿�Ð�ï�¬�›� �É�”�Ò�ç�t�`�‡
�b�{

set port vlan-mapping mod/port {enable | disable}

�µ�Â�¿�Ó 2 �Ù�”�Ä�o�•�p  VLAN �Ú�¿�Ð�ï�¬�›
ƒ���`�‡
�b�{

set port vlan-mapping mod/port source-vlan-id 
translated-vlan-id

�µ�Â�¿�Ó 3 VLAN �Ú�¿�Ð�ï�¬
ƒ���›
¯�Ô�`�‡�b�{ show port vlan-mapping [mod | mod/port]
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VLAN �Ú�¿�Ð�ï�¬�w	«�ˆ

�Ù�”�Ä�o�•�p�z�b�‚�o�w�Ù�”�Ä�p�z�‡�h�x�›���w�!�õ�i  VLAN ID �t���`�o  VLAN �Ú�¿�Ð�ï�¬�›	«
�ˆ�b�”�t�x�z clear port vlan-mapping �¯�Ú�ï�Å�›�Ö�—�`�‡�b�{�°
æ�w�Þ�´�á�”�ç�p�x�z VLAN �Ú�¿
�Ð�ï�¬�x  ASIC �o�•�p�±�Ù�”�Ä�^�•�z �Ù�”�Ä�o�•�w�Ú�¿�Ð�ï�¬�x�-���^�•�‡�d�œ�{ �\�•�’�w�Þ�´�á�”
�ç�t  clear port vlan-mapping mod/port �¯�Ú�ï�Å�›�Ö�—�b�”�q�z ASIC �w�b�‚�o�w�Ù�”�Ä	Í�w  VLAN
�Ú�¿�Ð�ï�¬�U	«�ˆ�^�•�‡�b�{ source_vlan_id �¾
:�›�Ö�—�b�”�q�z �¦���^�•�h�Ù�”�Ä�‡�h�x  ASIC�¢ ASIC
�Õ�”�µ  �Ù�”�Ä�w	Ô�ù�£�w  VLAN �Ú�¿�Ð�ï�¬  �Â�”�Ò�ç�T�’�z�˜�p�b�”�!�õ�i  VLAN �w VLAN �Ú�¿�Ð
�ï�¬�w�ˆ�U	«�ˆ�^�•�‡�b�{

VLAN �Ú�¿�Ð�ï�¬�›	«�ˆ�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z�Ù�”�Ä  7/1 �T�’  VLAN �Ú�¿�Ð�ï�¬�›	«�ˆ�b�”�«�›�Ô�`�‡�b�{

Console>(enable) clear port vlan-mapping 7/1 2002
VLAN mapping for VLAN 2002 removed from port 7/1-12.
Console>(enable)

VLAN �Ú�¿�Ð�ï�¬	Ø�C�w
¯�Ô

VLAN �Ú�¿�Ð�ï�¬	Ø�C�›
¯�Ô�b�”�t�x�z show port vlan-mapping [mod | mod/port] �¯�Ú�ï�Å�›�Ö�—�`
�‡�b�{

VLAN �Ú�¿�Ð�ï�¬	Ø�C�›
¯�Ô�b�”�t�x�z�â�”�²  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z�Ù�”�Ä  7/1 �w VLAN �Ú�¿�Ð�ï�¬	Ø�C�›
¯�Ô�b�”�«�›�Ô�`�‡�b�{

Console>(enable) show port vlan-mapping 7/1
Mod/Port Source VLAN Translated VLAN State Max Allowed (Current) Entries
-------- ----------- --------------- ----------- -----------------------------
7/1 2002 3003 Enabled 128 (1)
Console>(enable)

�¢�«�£ �Ù�”�Ä�]�q�t�Ú�¿�Ð�ï�¬  �»� �Ó�›
¯�Ô�b�”�t�x�z show port capabilities [mod | mod/port] �¯�Ú�ï�Å�›
�Ö�—�`�‡�b�{�\�w�¯�Ú�ï�Å�x�z�Ù�”�Ä�]�q�t�•�D�^�•�o�M�”�7�G�Ú�¿�Ð�ï�¬
:�‹
¯�Ô�`�‡�b�{

�^�À �¯�Ú�ï�Å

VLAN �Ú�¿�Ð�ï�¬�›	«�ˆ�`�‡�b�{ clear port vlan-mapping mod/port all 
clear port vlan-mapping mod/port [source-vlan-id] 
clear port vlan-mapping all

�^�À �¯�Ú�ï�Å

VLAN �Ú�¿�Ð�ï�¬	Ø�C�›
¯�Ô�`�‡�b�{ show port vlan-mapping [mod | mod/port]
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�µ� �¿�½	Í�p�w�Ó�å� �Õ�”�Ä  VLAN �w
ƒ��
�\�\�p�x�z�Ó�å� �Õ�”�Ä  VLAN �w�;�ó�“�A�t�m�M�o
†�Ì�`�‡�b�{

• �Ó�å� �Õ�”�Ä  VLAN �w�;�ó�“�A�¢ p.11-22�£

• �Ó�å� �Õ�”�Ä  VLAN 
ƒ���Ì�w�«�™�Ä�ò�¢ p.11-24�£

• �Ó�å� �Ú�æ  �Ó�å� �Õ�”�Ä  VLAN �w�^
R�¢ p.11-27�£

• �Ó�å� �Õ�”�Ä  VLAN �Ù�”�Ä�w�Ù�”�Ä�;�ó�w
¯�Ô�¢ p.11-30�£

• �Ó�å� �Õ�”�Ä  VLAN �w�_	†�¢ p.11-30�£

• �´�m  VLAN�z�¯�Û�á�Ç�Â�Ÿ  VLAN �‡�h�x
Ò�M�²�¯�Û�á�Ç�Â�Ÿ  VLAN �w�_	†�¢ p.11-31�£

• �Ó�å� �Õ�”�Ä  VLAN �Ú�¿�Ð�ï�¬�w�_	†�¢ p.11-31�£

• MSFC 	Í�p�w�Ó�å� �Õ�”�Ä  VLAN �±�Ù�”�Ä�¢ p.11-32�£

�Ó�å� �Õ�”�Ä  VLAN �w�;�ó�“�A

�Ó�å� �Õ�”�Ä  VLAN �x�z Catalyst 6500 �³�æ�”�¶  �µ� �¿�½	Í�w�‰�°�Ó�å� �Õ�”�Ä  VLAN �º�p�Ù�”�Ä
���w�è� �à  2 �w�´�m�›�æ�M�‡�b�{�Ó�å� �Õ�”�Ä  VLAN �t	t���b�”�Ù�”�Ä�x�z�f�w�Ó�å� �Õ�”�Ä
VLAN �Ï���›�^
R�b�”�ž�è�w�±�Ù�”�Ä  VLAN �w	B�ù�t�0� 
Ç�Z�’�•�‡�b�{

�Ó�å� �Õ�”�Ä  VLAN �Ù�”�Ä�t�x�z�Í�w  3 	��¨�U�K�“�‡�b�{

• ���ù  �•  ���w�b�‚�o�w�Ó�å� �Õ�”�Ä  VLAN �Ù�”�Ä�q�è	ô�`�z�ç�”�»�z LocalDirector�z�Ì�¿�«�ž�¿
�Ó �±�”�Ì�z�S�‘�|���g�ë�”�«�µ�Â�”�³�ã�ï�q�w�è	ô�t�–�;�b�”�Ù�”�Ä�p�b�{

�¢�«�£ �Ò�é�”�Å�©�ß�µ�Ä�‡�h�x�Ú�ç�½�©�ß�µ�Ä  �Í�­�¿�Ä�U���ù�Ù�”�Ä�t�£	ô�b�”�q�z�f�w�Í
�­�¿�Ä�x�Ó�å� �Õ�”�Ä  VLAN �Å�Ý� �ï�º�w�b�‚�o�w�Ù�”�Ä�t�z�m�‡�“�b�‚�o�w�¯�Û�á
�Ç�Â�Ÿ  �Ù�”�Ä�S�‘�|�´�m�Ù�”�Ä�t
ù	ô�^�•�‡�b�{

• �´�m  �•  �‰�°�Ó�å� �Õ�”�Ä  VLAN �º�w���ù�Ù�”�Ä�Ž�Ž�w�Ù�”�Ä�T�’�z�è� �à  2 	Í�p�ì
¶�t�´�m
�^�•�h�Ù�”�Ä�p�b�{

• �¯�Û�á�Ç�Â�Ÿ  �•  �¯�Û�á�Ç�Â�Ÿ  �Ù�”�Ä���p�è	ô�b�”�i�Z�p�x�s�X�z�×
��w���ù�Ù�”�Ä�q�‹�è	ô
�`�‡�b�{�\�w	��w�Ù�”�Ä�x�z�‰�°�Ó�å� �Õ�”�Ä  VLAN �w���w�¯�Û�á�Ç�Â�Ÿ�t���b�”�Ù�”�Ä�‡�h
�x�´�m�Ù�”�Ä�T�’�z�è� �à  2 �p�´�m�^�•�o�M�‡�b�{


C	ô�Ä�å�Ñ�Ÿ�¿�«�›�b�‚�o�w�´�m�Ù�”�Ä�t�Ò�é�¿�«�b�”�\�q�t�‘�“�z�è� �à  2 	Í�p�Ó�å� �Ì�³�U�¬
�-�^�•�‡�b�{�b�‚�o�w�´�m�Ù�”�Ä�x�›���w�´�m  VLAN �t�Â�“�p�o�’�•�o�S�“�z�f�w  VLAN �p�\�w
�Ë�”�Å�¢�£�ž�;�ó�U�î�æ�^�•�‡�b�{�´�m�Ù�”�Ä�T�’	!	ô�`�h�Ä�å�Ñ�Ÿ�¿�«�x�z���ù�Ù�”�Ä�i�Z�t�8

ù�^�•�‡�b�{

�Ó�å� �Õ�”�Ä  VLAN �x�z�Í�w  4 �m�t
ü�¨�^�•�‡�b�{�o�°�Ó�å� �Ú�æ  VLAN�z�o�°�´�m  VLAN�z�S�‘
�|�°�È�w�¯�Û�á�Ç�Â�Ÿ�z�‡�h�x
Ò�M�²�¯�Û�á�Ç�Â�Ÿ  VLAN �p�b�{

�Ó�å� �Õ�”�Ä  VLAN �›
ƒ���b�”�t�x�z�‡�c�Ó�å� �Õ�”�Ä  VLAN �º�w�¤�±�Ù�”�Ä  VLAN �›���[�b�”

ž�A�U�K�“�‡�b�{

• �Ó�å� �Ú�æ  VLAN �•  ���ù�Ù�”�Ä�T�’�w�£	ô�Ä�å�Ñ�Ÿ�¿�«�›�z���w�b�‚�o�w���ù�Ù�”�Ä�z�´�m
�Ù�”�Ä�z�¯�Û�á�Ç�Â�Ÿ  �Ù�”�Ä�z�S�‘�|
Ò�M�²�¯�Û�á�Ç�Â�Ÿ  �Ù�”�Ä�t
ù	ô�`�‡�b�{

• �´�m  VLAN �•  �´�m�Ù�”�Ä�U�z���ù�Ù�”�Ä�q�è	ô�b�”�h�Š�t�–�;�`�‡�b�{�´�m�^�•�h�Ù�”�Ä�T
�’�w�Ä�å�Ñ�Ÿ�¿�«�x�z	t���b�”�Ó�å� �Õ�”�Ä  VLAN �º�w�b�‚�o�w�¡
€�Ù�”�Ä�p�Ò�é�¿�«�^�•�z
	!	ô�p�V�”�w�x���ù�Ù�”�Ä�i�Z�t�s�“�‡�b�{

• �¯�Û�á�Ç�Â�Ÿ  VLAN �•  �¯�Û�á�Ç�Â�Ÿ  �Ù�”�Ä���w�è	ô�›�æ�M�z�¦���w���ù�Ù�”�Ä�›�p�`�o�Ó�å
� �Õ�”�Ä  VLAN �Ž
æ�t�Ä�å�Ñ�Ÿ�¿�«�›
ù	ô�b�”�h�Š�t�¯�Û�á�Ç�Â�Ÿ  �Ù�”�Ä�w�¬�ç�”�Ó�U�–�;
�b�”�o�°�M�²  VLAN�{
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• 
Ò�M�²�¯�Û�á�Ç�Â�Ÿ  VLAN �•  �¯�Û�á�Ç�Â�Ÿ  �Ù�”�Ä���z �¯�Û�á�Ç�Â�Ÿ  �Ù�”�Ä�q  Multilayer Switch
Feature Card�¢ MSFC; �Ú�ç�½�è� �à  �µ� �¿�½  �Ñ�Ÿ�”�½�ß  �§�”�Å�£���w�è	ô�t�z�¯�Û�á�Ç�Â�Ÿ
�Ù�”�Ä�w�¬�ç�”�Ó�U�–�;�b�”
Ò�M�²  VLAN�{

�¢�«�£ Release 6.2(1) �Ž�ñ�w�¹�Ñ�Ä�¢�£�ž  �æ�æ�”�µ�p�x�z�Ä�å�Ñ�Ÿ�¿�«�U  MSFC ���ù�Ù�”�Ä�›
�è�l�o�Ó�å� �Õ�”�Ä  VLAN �w�¥�„�›�ý�Q�”�q�V�z
Ò�M�²�¯�Û�á�Ç�Â�Ÿ  VLAN �›�–�;�`
�o�Ó�å� �Ú�æ  VLAN �T�’�·�§�ï�¼�æ  VLAN �•�w�o�Ú�¿�Ð�ï�¬�›�î�æ�p�V�‡�b�{
C	ô�Ä
�å�Ñ�Ÿ�¿�«�q�£	ô�Ä�å�Ñ�Ÿ�¿�«�w�†�M�›�‰�°  VLAN �p�;
ù�p�V�”�w�p�z VLAN Access
Control List�¢ VACL�£�s�r�w  VLAN �›�Õ�”�µ�t�`�h�;�ó�›�¯�Û�á�Ç�Â�Ÿ�¢�‡�h�x�•�l�£
�o�•�p�†�M�²�t�&�;�p�V�‡�b�{

�Ó�å� �Õ�”�Ä  VLAN �›�^
R�b�”�t�x�z
ª	j  VLAN 
c�“�w
ª	j  VLAN �›
ó
:�Â�“�p�o�‡�b�{�f�w�O
�j  1 �m�w VLAN �›�Ó�å� �Ú�æ  VLAN�z�‹�O  1 �m�w VLAN �›�´�m  VLAN�z�¯�Û�á�Ç�Â�Ÿ  VLAN�z�‡
�h�x
Ò�M�²�¯�Û�á�Ç�Â�Ÿ  VLAN �q�`�o�¦���`�‡�b�{
ž�A�t� �a�o�z�f�•�Ž�Ž�w  VLAN �›�\�w�Ó�å
� �Õ�”�Ä  VLAN �p�f�•�g�•�´�m  VLAN�z�¯�Û�á�Ç�Â�Ÿ  VLAN �z�‡�h�x
Ò�M�²�¯�Û�á�Ç�Â�Ÿ  VLAN
�q�`�o�¦���b�”�\�q�‹�p�V�‡�b�{ VLAN �›�¦���`�h�K�q�x�z�f�•�’�w  VLAN �›�°�Å�`�o�Ì� �ï�Å
�`�z���ù�Ù�”�Ä�t�0� 
Ç�Z�”
ž�A�U�K�“�‡�b�{

�Ó�å� �Õ�”�Ä  VLAN �›�±�Ù�”�Ä�b�”���w�µ� �¿�½�t�Ó�å� �Ú�æ  VLAN �z�́ �m  VLAN�z�¯�Û�á�Ç�Â�Ÿ
VLAN �z�‡�h�x
Ò�M�²�¯�Û�á�Ç�Â�Ÿ  VLAN �›�Ä�å�ï�©�ï�¬�b�”�\�q�t�‘�“�z�Ó�å� �Õ�”�Ä  VLAN �›

ó
:�w� �”�±�É�¿�Ä  �µ� �¿�½�t�¦�Á�p�V�‡�b�{

� �”�±�É�¿�Ä  �µ� �¿�½�Å���¥�p�x�z�x�‘�w  VLAN �S�‘�|�0� �b�”  IP �±�Ò�É�¿�Ä�›�z�x�‘�w�µ�Â�”
�³�ã�ï�‡�h�x�µ�Â�”�³�ã�ï�w�ž�è�w�¬�ç�”�Ó�t�Â�“�p�o�”�\�q�U�p�V�‡�b�{�±�”�Ì�x�Ã�Ñ�¥�ç�Ä
�®�”�Ä�¢�£� �q�è	ô�b�”�ó�—�^�Q�K�•�y�z�f�w  VLAN �×
��w�Ž
æ�t�K�”�¤�ï�Å  �Ù� �ï�Ä�t�ž�«�·
�µ�p�V�‡�b�{�\�•�’�w�µ�Â�”�³�ã�ï�›�z�f�w	t���V�q�x�Á�����t�z 1 �m�w�Ó�å� �Õ�”�Ä  VLAN �t�‡
�q�Š�”�\�q�t�‘�“�z�Í�w�‘�O�s�b�:�U�K�“�‡�b�{

• �±�”�Ì  �Ù�”�Ä�›�´�m�Ù�”�Ä�q�`�o�¦���b�”�\�q�t�‘�“�z �è� �à  2 �p�w�±�”�Ì���è	ô�›�w�­�p�V
�‡�b�{

• �Ã�Ñ�¥�ç�Ä  �®�”�Ä�¢�£� �z�Ì�¿�«�ž�¿�Ó  �±�”�Ì�z�‡�h�x  LocalDirector �U
€���^�•�h�Ù�”�Ä�›
���ù�Ù�”�Ä�q�`�o�¦���b�”�\�q�t�‘�“�z�b�‚�o�w�µ�Â�”�³�ã�ï�U�\�•�’�w�®�”�Ä�¢�£� �t�ž�«
�·�µ�D�ó�t�s�“�‡�b�{

• VLAN �w	«
…�U�ÿ�n�`�‡�b�{ �b�‚�o�w�µ�Â�”�³�ã�ï�U�‰�°�w�Ó�å� �Õ�”�Ä  VLAN �t���O�b�”�w
�p�z�µ�Â�”�³�ã�ï�w�¬�ç�”�Ó
¶�.�t  1 �m�w IP �±�Ò�É�¿�Ä�›�Â�“�p�o�”�i�Z�p�A�ˆ�‡�b�{

MSFC �Ù�”�Ä�‡�h�x
‡�Ä�å�ï�«�w���ù�Ù�”�Ä�p�x�z
ž�A�t� �a�o�´�m  VLAN �‡�h�x�¯�Û�á�Ç�Â�Ÿ
VLAN �›�M�X�m�p�‹�6�Ú�¿�Ð�ï�¬�b�”�\�q�U�p�V�‡�b�{�h�i�`�z
‡�Ä�å�ï�«�w���ù�Ù�”�Ä�U�6�Ú�¿
�Ð�ï�¬�p�V�”�w�x  1 �m�w�Ó�å� �Ú�æ  VLAN �i�Z�p�K�“�z MSFC �Ù�”�Ä�U
€���p�V�”�w�x  MSFC �ç�”
�»�i�Z�p�b�{
‡�Ä�å�ï�«���ù�Ù�”�Ä�›�–�;�b�”�q�z�Ó�å� �Õ�”�Ä  VLAN �•�w�®�ž�«�·�µ  �Ù� �ï�Ä�¯
�q�`�o�^�‡�_�‡�s
÷�”�t
€���p�V�‡�b�{ �h�q�Q�y�z 
‡�Ä�å�ï�«�w���ù�Ù�”�Ä�›  LocalDirector �w�®�±�”
�Ì  �Ù�”�Ä�¯�t
€���`�o�z���X�w�´�m  VLAN �‡�h�x�¯�Û�á�Ç�Â�Ÿ  VLAN �›�f�w�±�”�Ì  VLAN �t�6
�Ú�¿�Ð�ï�¬�b�”�q�z LocalDirector �t�‘�l�o�´�m  VLAN �‡�h�x�¯�Û�á�Ç�Â�Ÿ  VLAN �º�t���O�b�”�±�”
�Ì�w
Û�Y�›
ü�„�^�d�”�\�q�U�p�V�‡�b�{�‡�h�z���g�ë�”�«�µ�Â�”�³�ã�ï�T�’�b�‚�o�w�Ó�å� �Õ�”�Ä
VLAN �w�±�”�Ì�›�Þ�Ç�»�`�h�“�Ì�¿�«�ž�¿�Ó�`�h�“�b�”�è�$�p�z
‡�Ä�å�ï�«�w���ù�Ù�”�Ä�›�–�;�b
�”�\�q�‹�D�ó�p�b�{

�¢�«�£ 
Ò�M�²�¯�Û�á�Ç�Â�Ÿ  VLAN �x�z MSFC ���ù�Ù�”�Ä	Í�t�`�T�Ú�¿�Ð�ï�¬�p�V�‡�d�œ�¢
‡�Ä�å�ï�«�‡�h
�x�f�w���w�»� �Ó�w���ù�Ù�”�Ä	Í�t�x�Ú�¿�Ð�ï�¬�p�V�‡�d�œ�£ �{
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�Ó�å� �Õ�”�Ä  VLAN 
ƒ���Ì�w�«�™�Ä�ò

�\�\�p�x�z�Ó�å� �Õ�”�Ä  VLAN 
ƒ���Ì�w�«�™�Ä�ò�t�m�M�o
†�Ì�`�‡�b�{

�¢�«�£ �\�\�p�x�z �¯�Û�á�Ç�Â�Ÿ  VLAN �q�M�O�;� �x�z �›�t�Ì�G�`�s�M�T�W�“�z �o�°�M�²�¯�Û�á�Ç�Â�Ÿ  VLAN
�q
Ò�M�²�¯�Û�á�Ç�Â�Ÿ  VLAN �w�†�M�›
¯�b
ï	¶�q�`�o�–�;�`�o�M�‡�b�{

�¢�«�£ VLAN �Ù�”�Ä  �Ó�é�Ï�´�ã�Ç�ï�¬�U	Â�U� �É�”�Ò�ç�w	Ô�ù�x�z�µ� �¿�½  �Ù�”�Ä�›�Ó�å� �Ú�æ�S�‘�|
�·�§�ï�¼�æ  VLAN �t�Â�“�p�o�”�M�z VLAN 
j�ø�t �C�Q�o �zVLAN �Ê�›�¦���b�”
ž�A�U�K�“�‡�b�{	Ä
�I�x�z �®VLAN �Ù�”�Ä  �Ó�é�Ï�´�ã�Ç�ï�¬�U	Â�w� �É�”�Ò�ç�=�‡�h�x�Ã�Ÿ�·�”�Ò�ç�=�¯ �¢ p.11-13�£ �›
�€	°�`�o�X�i�^�M�{

• 1 �m�w VLAN �›�Ó�å� �Ú�æ  VLAN �q�`�o�¦���`�o�X�i�^�M�{

• �Ú�™�p 1 �m�w VLAN �›�´�m  VLAN �q�`�o�¦���b�”�\�q�U�p�V�‡�b�U�z�–�;�p�V�”�´�m  VLAN
�x  1 �m�i�Z�p�b�{

• �Ú�™�p�Ó�å� �Õ�”�Ä  VLAN �¯�Û�á�Ç�Â�Ÿ�›�–�;�p�V�‡�b�U�z�¯�Û�á�Ç�Â�Ÿ�]�q�t  1 �m�c�m�¯
�Û�á�Ç�Â�Ÿ  VLAN �›�¦���b�”
ž�A�U�K�“�‡�b�{

• �´�m  VLAN �S�‘�|�¯�Û�á�Ç�Â�Ÿ  VLAN�z�‡�h�x�f�w�r�j�’�T�w  VLAN �›�Ó�å� �Ú�æ  VLAN �t
�Ì� �ï�Å�`�z�´�m�Ù�”�Ä�‡�h�x�¯�Û�á�Ç�Â�Ÿ  �Ù�”�Ä�›�Â�“�p�o�o�X�i�^�M�{�f�w�A�L�z�Í�w�‘
�O�t�s�“�‡�b�{

� µ � ´� m VLAN �S�‘�|�¯�Û�á�Ç�Â�Ÿ  VLAN �w�µ�Í�Ç�ï�¬�À�æ�”�›
Q�x�z �f�•�g�•�w�Ó�å� �Ú�æ
VLAN �w�›
Q�t
ƒ���^�•�‡�b�{

�µ VLAN �Ý�ï�Ì�”�³�¿�Ó�x�z�µ�»�Â�Ÿ�¿�«�t�s�“�‡�b�{

�µ �ž�«�·�µ  �Ù�”�Ä�x�z�×�µ�Ä  �Ù�”�Ä�t�s�“�‡�b�{

�µ BPDU �¨�”�Å�;�ó�U�ž�«�Â�Ÿ�Ò�t�s�“�‡�b�{

• �´�m  VLAN �S�‘�|�¯�Û�á�Ç�Â�Ÿ  VLAN �›���ù�Ù�”�Ä	Í�w�Ó�å� �Ú�æ  VLAN �t�Ú�¿�Ð�ï�¬�b�”
VLAN �×�ˆ�!�õ�›
ƒ���`�o�X�i�^�M�{ 
‡�Ä�å�ï�«  �Ù�”�Ä�‡�h�x  MFSC �Ù�”�Ä�›���ù�Ù�”�Ä�q�`
�o
ƒ���`�‡�b�{

• VTP �›�Ä�å�ï�µ�Ö�ž�è�ï�Ä  �Þ�”�Å�t
ƒ���b�”
ž�A�U�K�“�‡�b�{

�¢�«�£ �\�w
M�v�x  VTP �Ì�”�´�ã�ï  3 �p�x�p�o�x�‡�“�‡�d�œ�{

• �Ó�å� �Õ�”�Ä  VLAN �›
ƒ���`�h�K�q�p�z VTP �Þ�”�Å�›�«�å� �ž�ï�Ä�‡�h�x�±�”�Ì  �Þ�”�Å�t�!
�Ë�b�”�\�q�x�p�V�‡�d�œ�{ VTP �x�Ó�å� �Õ�”�Ä  VLAN �»� �Ó�S�‘�|�Ú�¿�Ð�ï�¬�w�;�û�›�±�Ù�”
�Ä�`�s�M�T�’�p�b�{

• VLAN �›�Ó�å� �Ú�æ  VLAN�z�´�m  VLAN�z�‡�h�x�¯�Û�á�Ç�Â�Ÿ  VLAN �q�`�o
ƒ���p�V�”�w�x�z
�q�O�f�w  VLAN �t�ž�«�·�µ  �Ù�”�Ä�U�‡�l�h�X�Â�“�p�o�’�•�o�M�s�M	Ô�ù�t�v�’�•�‡�b�{ VLAN
�t�ž�«�·�µ  �Ù�”�Ä�U�Â�“�p�o�’�•�o�M�s�M�\�q�›�¬�Ý�b�”�t�x�z show port �¯�Ú�ï�Å�›�–�;�`
�‡�b�{

• �Ó�å� �Ú�æ  VLAN �t�0� 
Ç�Z�”�\�q�U�p�V�”�w�x�z 1 �m�w�´�m  VLAN �‡�h�x
ó
:�w�¯�Û�á�Ç
�Â�Ÿ�z�K�”�M�x�f�w�†�M�p�b�{

• �´�m  VLAN �‡�h�x�¯�Û�á�Ç�Â�Ÿ  VLAN �t�0� 
Ç�Z�’�•�”�w�x�z 1 �m�w�Ó�å� �Ú�æ  VLAN �i�Z
�p�b�{

• �Ó�å� �Õ�”�Ä  VLAN �x�z VLAN 2 �™ 1000�z�S�‘�|  1025 �™ 4096 �›�–�;�p�V�‡�b�{
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• �Ó�å� �Ú�æ  VLAN �‡�h�x�·�§�ï�¼�æ  VLAN �w�r�j�’�T�›�_	†�b�”�q�z�f�w  VLAN �t�0� 
Ç�Z
�’�•�h�Ù�”�Ä�U
‡�ž�«�Â�Ÿ�Ò�t�s�“�‡�b�{

• �Ó�å� �Õ�”�Ä  VLAN �›
ƒ���b�”�q�V�z �Í�t
†�Ì�b�”�Ë�”�Å�¢�£�ž�q�¹�Ñ�Ä�¢�£�ž�w
ì�“�^�;�t
�m�M�o�ß�€�`�o�X�i�^�M�{

�µ �Ó�å� �Õ�”�Ä  VLAN �p�x�z�3�¬�º�Ù�”�Ä�¢ sc0�£�x�–�;�p�V�‡�d�œ�{

�¢�«�£ Release 6.3(1) �Ž�ñ�w�¹�Ñ�Ä�¢�£�ž  �æ�æ�”�µ�p�x�z sc0 �Ù�”�Ä�x�Ó�å� �Õ�”�Ä  VLAN 
�Ù�”�Ä�q�`�o
ƒ���p�V�‡�b�U�z sc0 �Ù�”�Ä�›���ù�Ù�”�Ä�q�`�o
ƒ���b�”�\�q�x�p�V
�‡�d�œ�{

�µ �Ó�å� �Õ�”�Ä  VLAN �Ù�”�Ä�›�Ä�å�ï�©�ï�¬�‡�h�x�½�ß�É�æ�ï�¬  �Þ�”�Å�t
ƒ���`�h�“�z �¼� 
�Æ�Û�¿�« VLAN �Ý�ï�Ì�”�³�¿�Ó�›�Ë�h�d�h�“�b�”�\�q�x�p�V�‡�d�œ�{�h�i�`�«�Ž�q�`�o�z
MSFC �Ù�”�Ä�p�x	×�t�Ä�ï�å�ï�©�ï�¬�U�ž�«�Â�Ÿ�Ò�p�b�{

� µ � ‰� a ASIC �t���b�”�Ù�”�Ä�›�z 1 �m�w�Ù�”�Ä�U�Ä�å�ï�©�ï�¬  �Þ�”�Å�z���ù�Þ�”�Å�z�‡�h�x
SPAN �|
Œ�z�‹�O  1 �m�w�Ù�”�Ä�U 
¯ 11-3 �t�Ô�b�Þ�´�á�”�ç�;�w�´�m�Ù�”�Ä�‡�h�x�¯�Û�á�Ç
�Â�Ÿ  �Ù�”�Ä�t�s�”�‘�O�t
ƒ���b�”�\�q�x�p�V�‡�d�œ�{

�\�w�‘�O�s
ƒ���›�¼�ˆ�”�q�z�/���Ý�¿�·�”�´�U
¯�Ô�^�•�z�¯�Ú�ï�Å�U�‹
q�^�•�‡�b�{


¯ 11-3 �Þ�´�á�”�ç�q�Ù�”�Ä�w�0� �¢ ASIC �¬�ç�”�Ó���£

�Þ�´�á�”�ç
j�ø 
†�Ì �Ù�”�Ä�¢ ASIC ���£

WS-X6224-100FX-MT 24 �Ù�”�Ä  100BASE-FX �Ú�ç�½�Þ�”�Å�z
MT-RJ

�Ù�”�Ä  1 �™ 12

�Ù�”�Ä  13 �™ 24

WS-X6324-100FX-SM
WS-X6324-100FX-MM

24 �Ù�”�Ä  100BASE-FX �³�ï�¬�ç  �Þ�”�Å
�‡�h�x�Ú�ç�½�Þ�”�Å�z MT-RJ

�Ù�”�Ä  1 �™ 12

�Ù�”�Ä  13 �™ 24

WS-X6024-10FL-MT 24 �Ù�”�Ä  10BASE-FL�z MT-RJ �Ù�”�Ä  1 �™ 12

�Ù�”�Ä  13 �™ 24

WS-X6248-TEL
WS-X6248A-TEL

WS-X6348-RJ-21(V)
WS-X6148-RJ-21(V)

WS-X6148-21AF

48 �Ù�”�Ä  10/100BASE-TX�z RJ-21 �Ù�”�Ä  1 �™ 12

�Ù�”�Ä  13 �™ 24

�Ù�”�Ä  25 �™ 36

�Ù�”�Ä  37 �™ 48

WS-X6348-RJ-45
WS-X6348-RJ-45(V) 

WS-X6248-RJ-45 
WS-X6248A-RJ-45

WS-X6148-RJ-45(V) 
WS-X6148-45AF 

48 �Ù�”�Ä  10/100BASE-TX�z RJ-45 �Ù�”�Ä  1 �™ 12

�Ù�”�Ä  13 �™ 24

�Ù�”�Ä  25 �™ 36

�Ù�”�Ä  37 �™ 48

WS-X6148-GE-TX 
WS-X6148V-GE-TX 
WS-X6148-GE-45AF
WS-X6548-GE-TX
WS-X6548V-GE-TX
WS-X6548-GE-45AF

48 �Ù�”�Ä  10/100/1000BASE-TX�z RJ-45 �Ù�”�Ä  1 �™ 8

�Ù�”�Ä  9 �™ 16

�Ù�”�Ä  17 �™ 24

�Ù�”�Ä  25 �™ 32

�Ù�”�Ä  33 �™ 40

�Ù�”�Ä  41 �™ 48
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• �´�m�Ù�”�Ä�S�‘�|�¯�Û�á�Ç�Â�Ÿ  �Ù�”�Ä�x�z
ƒ���Û�µ�t�I�¼�b�”�µ�Í�Ç�ï�¬�À�æ�”  �ç�”�Ó�›�w
�Y�h�Š�z BPDU �¨�”�Å�;�ó�›�î�æ�b�”
ž�A�U�K�“�‡�b�{

• �Ó�å� �Ú�æ  VLAN �S�‘�|�0� �b�”�´�m  VLAN �q�¯�Û�á�Ç�Â�Ÿ  VLAN �x�z�µ�Í�Ç�ï�¬�À�æ�”�w

ƒ���U�‰�a�p�s�Z�•�y�s�“�‡�d�œ�{�\�w
ƒ���x�z���È�b�”�Ó�å� �Ú�æ  VLAN�z�´�m  VLAN�z�S
�‘�|�¯�Û�á�Ç�Â�Ÿ  VLAN �w���p�°���`�h�µ�Í�Ç�ï�¬�À�æ�”  �Ä�Ù�é�´�”�›�¡�Ë�`�z
€��
~�…�›
�w�W�‡�b�{
ƒ���^�•�h�Ó�å� �¦�æ�Â�Ÿ�S�‘�|�¤	��Í�å�Ý�”�»�x�z�Ó�å� �Ú�æ  VLAN �T�’�´�m
VLAN �S�‘�|�¯�Û�á�Ç�Â�Ÿ  VLAN �t�×�ˆ�$�t�;�û�^�•�‡�b�{

• �Í�w�‘�O�t  MISTP �Þ�”�Å�p�ˆ�^�b�”�Ó�å� �Õ�”�Ä  VLAN �›�^
R�p�V�‡�b�{

�µ MISTP �›�Ã�Ÿ�·�”�Ò�ç�t�b�”�q�z �0� �b�”�b�‚�o�w�´�m  VLAN �S�‘�|�¯�Û�á�Ç�Â�Ÿ  VLAN
�t�Ó�å� �Ú�æ  VLAN �w
ƒ���!�Ë�U�;�û�^�•�‡�b�{�´�m  VLAN �‡�h�x�¯�Û�á�Ç�Â�Ÿ  VLAN
�›�!�Ë�b�”�\�q�x�p�V�‡�d�œ�{

�µ MISTP �›� �É�”�Ò�ç�t�b�”	Ô�ù�z MISTP � �ï�µ�»�ï�µ�›
ƒ���p�V�”�w�x�Ó�å� �Ú�æ  VLAN
�i�Z�p�b�{ �Ó�å� �Ú�æ  VLAN �t�&�;�^�•�h�!�Ë�x�z �´�m  VLAN �S�‘�|�¯�Û�á�Ç�Â�Ÿ  VLAN
�t�;�û�^�•�‡�b�{

• �É�¿�Ä�ë�”�«�p  MAC �ž�Å�è�µ  �æ�¼�«�³�ã�ï�›�–�;�`�o�M�”�µ� �¿�½�q�–�;�`�o�M�s�M�µ� �¿
�½�U���O�`�o�M�”	Ô�ù�z STP �Í�å�Ý�”�»�x
ž�c�`�‹�;�û�^�•�c�z�µ�Í�Ç�ï�¬�À�æ�”  �Ä�Ù�é�´�”
�U�°�•�`�s�X�s�”	Ô�ù�U�K�“�‡�b�{ STP �w
ƒ���›	��ˆ�p�½�£�¿�«�`�z�Ó�å� �Ú�æ  VLAN�z�´�m
VLAN �z�S�‘�|�¯�Û�á�Ç�Â�Ÿ  VLAN �w�µ�Í�Ç�ï�¬�À�æ�”  �Ä�Ù�é�´�”�U�°�•�`�o�M�”�\�q�›�¬�Ý
�b�”
ž�A�U�K�“�‡�b�{

• Catalyst 6500 �³�æ�”�¶  �µ� �¿�½	Í�p  MAC �ž�Å�è�µ  �æ�¼�«�³�ã�ï�›� �É�”�Ò�ç�t�b�”	Ô�ù�x�z
�É�¿�Ä�ë�”�«	Í�w�b�‚�o�w�µ� �¿�½	Í�p  MAC �ž�Å�è�µ  �æ�¼�«�³�ã�ï�›� �É�”�Ò�ç�t�`�o�z�Ó
�å� �Õ�”�Ä  VLAN �w STP �Ä�Ù�é�´�”�›�°�•�^�d�‡�b�{ �f�O�`�s�M	Ô�ù�x�z �Ó�å� �Õ�”�Ä  VLAN
�w�K�”�É�¿�Ä�ë�”�«	Í�p�z MAC �ž�Å�è�µ  �æ�¼�«�³�ã�ï�›� �É�”�Ò�ç�t
ƒ���`�h�µ� �¿�½�q
�Ã�Ÿ�·�”�Ò�ç�t
ƒ���`�h�µ� �¿�½�U���O�`�o�M�”�\�q�t�s�“�z �Ó�å� �Ú�æ  VLAN �q�0� �b�”�b
�‚�o�w�´�m  VLAN �S�‘�|�¯�Û�á�Ç�Â�Ÿ  VLAN �p�ç�”�Ä  �Ò�æ�¿�´�› �ž�è �t�b�”�h�Š�t�z�Ã�Ñ�¥
�ç�Ä�w�Ò�æ�¿�´  �Ó�å� �¦�æ�Â�Ÿ�›�–�;�d�_�”�›�˜�s�X�s�“�‡�b�{�³�µ�Â�Ü	Í�p  MAC �ž�Å�è�µ
�æ�¼�«�³�ã�ï�›� �É�”�Ò�ç�t�b�”�T�r�O�T�t�T�T�˜�’�c�z MAC  �ž�Å�è�µ  �æ�¼�«�³�ã�ï�;�ó�p
�–�;�b�”
c�“�t�x�°��
Q�›�Ë�h�d�o�X�i�^�M�{ MAC �ž�Å�è�µ  �æ�¼�«�³�ã�ï�x�x�‘�w�è�Õ�ç�t
�`�T�0� �d�c�z
c�“�q�`�o�x �b�‚�o�w �¤���‹�›�º
æ�$�t�–�;�`�‡�b�{�Ó�å� �Õ�”�Ä  VLAN �S�‘
�|  MAC �ž�Å�è�µ  �æ�¼�«�³�ã�ï�w�K�”�ç�”�Ä  �Ò�æ�¿�´�x�Ã�Ÿ�·�”�Ò�ç�t�`�z
‡�ç�”�Ä  �Ò�æ�¿
�´�U�–�;�b�”�7�ô�w�Ó�å� �¦�æ�Â�Ÿ  �è�ï�´ �‘�“�ô�M�Ó�å� �¦�æ�Â�Ÿ�p�ç�”�Ä  �Ò�æ�¿�´�›
ƒ��
�b�”
ž�A�U�K�“�‡�b�{

• BPDU �¨�”�Å  �Þ�”�Å�x�³�µ�Â�Ü
¶�.�›�0	Å�q�`�z �Ó�å� �Õ�”�Ä  VLAN �t�7	s�w�Ù�”�Ä�U�å�C�^
�•�h�Ì�:�p� �É�”�Ò�ç�t�s�“�‡�b�{

• �|
Œ  SPAN �Ù�”�Ä�›�Ó�å� �Õ�”�Ä  VLAN �Ù�”�Ä�q�`�o
ƒ���b�”�\�q�x�p�V�‡�d�œ�{�‡�h�z�f�w
�o�w
ƒ���‹�p�V�‡�d�œ�{

• 
ù	ô�i  SPAN �Ù�”�Ä�x�z 1 �m�w�Ó�å� �Õ�”�Ä  VLAN �t	t���p�V�‡�b�{

• VLAN-based SPAN�¢ VSPAN�£�›�–�;�`�o�Ó�å� �Ú�æ  VLAN�z�́ �m  VLAN�z�S�‘�|�¯�Û�á�Ç�Â�Ÿ
VLAN �›�°�Å�`�o  SPAN �w�0	Å�t�b�”�\�q�‹�p�V�‡�b�`�z�‡�h  1 �m�w VLAN �i�Z�p  SPAN  �›
�–�;�`�o	Z�—�Ä�å�Ñ�Ÿ�¿�«�‡�h�x�Ö�—�Ä�å�Ñ�Ÿ�¿�«�›�x���t�Þ�Ç�»�b�”�\�q�‹�p�V�‡�b�{

• RSPAN VLAN �x�z�Ó�å� �Õ�”�Ä  VLAN �t�x�–�;�p�V�‡�d�œ�{

• �´�m�Ù�”�Ä�z�¯�Û�á�Ç�Â�Ÿ  �Ù�”�Ä�z�‡�h�x���ù�Ù�”�Ä	Í�p  EtherChannel �›� �É�”�Ò�ç�t�b�”�\
�q�x�p�V�‡�d�œ�{

• �Ó�å� �Ú�æ  VLAN�z�´�m  VLAN�z�S�‘�|�¯�Û�á�Ç�Â�Ÿ  VLAN �t�x�z�f�•�g�•�Ÿ�s�”  VACL �S
�‘�|  Quality of Service�¢ QoS; �±�”�Ï�µ
¼�í�£ Access Control List�¢ ACL; �ž�«�·�µ
M�š�æ�µ�Ä�£�›
�&�;�p�V�‡�b�{

�¢�«�£ ACL �w
ƒ��	�	q�t�m�M�o�x�z �®�Ó�å� �Õ�”�Ä  VLAN 	Í�p�w  ACL �w
ƒ���¯ �¢ p.15-42�£ �›
�€	°�`�o�X�i�^�M�{

• MSFC �T�’�w�b�‚�o�w
C	ô�Ä�å�Ñ�Ÿ�¿�«�t�&�;�^�•�”�‘�O�t�z
Ò�M�²�¯�Û�á�Ç�Â�Ÿ  VLAN �q�Ó
�å� �Ú�æ  VLAN �w�†�M�p	Z�—  ACL �›
ƒ���b�”
ž�A�U�K�“�‡�b�{
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• �Ó�å� �Ú�æ  VLAN �t  Cisco IOS ACL �›�Ú�¿�Ð�ï�¬�b�”�q�z �0� �b�”�´�m  VLAN �S�‘�|�¯�Û�á�Ç
�Â�Ÿ  VLAN �t�f�w  Cisco IOS ACL �U�×�ˆ�$�t�Ú�¿�Ð�ï�¬�^�•�‡�b�{

• �´�m  VLAN �‡�h�x�¯�Û�á�Ç�Â�Ÿ  VLAN �t  Cisco IOS ACL �›�Ú�¿�Ð�ï�¬�b�”�\�q�x�p�V�‡�d�œ�{

• �Ó�å� �Õ�”�Ä  VLAN � �ï�»�”�Ñ�£� �µ�p  Policy-Based Routing�¢ PBR; �Ù�æ�³�”  �Õ�”�µ  �ç�”�Â�Ÿ
�ï�¬�£�›�–�;�b�”�\�q�x�p�V�‡�d�œ�{ ip policy route-map route_map_name �¯�Ú�ï�Å�›�–�;�`�o
�Ó�å� �Õ�”�Ä  VLAN � �ï�»�”�Ñ�£� �µ�t�Ù�æ�³�”�›�&�;�`�‘�O�q�b�”�q�z�¤�å�”  �Ý�¿�·�”�´
�U	Z�—�^�•�‡�b�{

• VLAN �t�¼� �Æ�Û�¿�«  Access Control Entry�¢ ACE; �ž�«�·�µ
M�š�¤�ï�Ä�æ�£�U
ƒ���^�•�o�M�”	Ô
�ù�z�f�w  VLAN �›�Ó�å� �Õ�”�Ä  VLAN �t�b�”�\�q�x�p�V�‡�d�œ�{

• �´�m  VLAN �‡�h�x�¯�Û�á�Ç�Â�Ÿ  VLAN �w�è� �à  3 �µ� �¿�½�ï�¬�›���­�b�”�t�x�z�f�w  VLAN
�q�Ó�å� �Ú�æ  VLAN �q�w�Ì� �ï�Ã�Ÿ�ï�¬�›
��:�`�‡�b�{ �0� �b�”�Ú�¿�Ð�ï�¬�›�_	†�b�”�i�Z�p
�x
Æ	G
ü�p�b�{

�Ó�å� �Ú�æ  �Ó�å� �Õ�”�Ä  VLAN �w�^
R

�Ó�å� �Ú�æ  �Ó�å� �Õ�”�Ä  VLAN �›�^
R�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�¢�«�£ �Ó�å� �Õ�”�Ä  VLAN �t�z�´�m�Ù�”�Ä�z�¯�Û�á�Ç�Â�Ÿ  �Ù�”�Ä�z�‡�h�x
Ò�M�²�¯�Û�á�Ç�Â�Ÿ  �Ù�”�Ä�›
�Ì� �ï�Å�b�”�q�‰�Ì�t�z�0� 
Ç�Z�’�•�h�´�m  VLAN�z�¯�Û�á�Ç�Â�Ÿ  VLAN�z�‡�h�x
Ò�M�²�¯�Û�á�Ç
�Â�Ÿ VLAN �› � Ì �   � ï �Å �b�” � t �x�z set pvlan primary_vlan { isolated_vlan | community_vlan |
twoway_community_vlan} mod/port �¯�Ú�ï�Å�›�Ö�—�`�‡�b�{

�¢�«�£ �µ� �¿�½�U�Ä�å�ï�«�t
€���^�•�z�f�w�Ä�å�ï�«�T�’�Ó�å� �Õ�”�Ä  VLAN �U�_	†�^�•�o�M�s�M�T�W
�“�z�Ù�”�Ä�U�‰�a�µ� �¿�½�t���O�b�”
ž�A�x�K�“�‡�d�œ�{

�¢�«�£ �Ó�å� �Õ�”�Ä  VLAN �p���ù�Ù�”�Ä�t  MSFC �›�–�;�b�”�q�V�z MSFC mod/port 
j�ø�q�`�o�x�z �µ�é�¿
�Ä 1 �t�µ�”�Í�Ì� �²  �¤�ï�´�ï�U�e�L�^�•�o�M�”	Ô�ù�x  15/1 �›�z�µ�é�¿�Ä  2 �t�e�L�^�•�o�M�”	Ô�ù
�x  16/1 �›�–�;�`�o�X�i�^�M�{

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 �Ó�å� �Ú�æ  �Ó�å� �Õ�”�Ä  VLAN �›�^
R�`�‡�b�{ set vlan vlan pvlan-type primary  

�µ�Â�¿�Ó 2 �´�m  VLAN �z�¯�Û�á�Ç�Â�Ÿ  VLAN �z�‡�h�x
Ò�M�²�¯
�Û�á�Ç�Â�Ÿ  VLAN �›
ƒ���`�‡�b�{

set vlan vlan pvlan-type { isolated | community | 
twoway-community}

�µ�Â�¿�Ó 3 �´�m  VLAN �z�¯�Û�á�Ç�Â�Ÿ  VLAN �z�‡�h�x
Ò�M�²�¯
�Û�á�Ç�Â�Ÿ  VLAN �›�Ó�å� �Ú�æ  VLAN �t�Ì� �ï�Å
�`�‡�b�{

set pvlan primary_vlan { isolated_vlan | community_vlan 
| twoway_community_vlan}

�µ�Â�¿�Ó 4 �´�m�Ù�”�Ä�z�¯�Û�á�Ç�Â�Ÿ  �Ù�”�Ä�z�‡�h�x
Ò�M�²�¯
�Û�á�Ç�Â�Ÿ �Ù�” �Ä�› �Ó�å�   �Ú�æ  �Ó�å�   �Õ�” �Ä
VLAN �t�0� 
Ç�Z�‡�b�{

set pvlan primary_vlan { isolated_vlan | community_vlan 
| twoway_community_vlan} [ mod/ports | sc0]

�µ�Â�¿�Ó 5 �´�m  VLAN �z�¯�Û�á�Ç�Â�Ÿ  VLAN �z�‡�h�x
Ò�M�²�¯
�Û�á�Ç�Â�Ÿ  VLAN �›�z ���ù�Ù�”�Ä�w�Ó�å� �Ú�æ  �Ó�å
� �Õ�”�Ä  VLAN �t�Ú�¿�Ð�ï�¬�`�‡�b�{

set pvlan mapping primary_vlan { isolated_vlan | 
community_vlan | twoway_community_vlan} mod/ports

�µ�Â�¿�Ó 6 �Ó�å� �Ú�æ  �Ó�å� �Õ�”�Ä  VLAN �w
ƒ���›�¬�Ý�`�‡
�b�{

show pvlan [vlan]

show pvlan mapping



�H 11 	·       VLAN �w
ƒ��
�µ� �¿�½	Í�p�w�Ó�å� �Õ�”�Ä  VLAN �w
ƒ��

11-28
Catalyst 6500 �³�æ�”�¶  �µ� �¿�½  �¹�Ñ�Ä�¢�£�ž  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �¨� �Å

OL-7193-01-J

�¢�«�£ �´�m�Ù�”�Ä�z�¯�Û�á�Ç�Â�Ÿ  �Ù�”�Ä�z�‡�h�x
Ò�M�²�¯�Û�á�Ç�Â�Ÿ  �Ù�”�Ä�w�K�”
÷�”�z���ù�Ù�”�Ä�w
�K�”
÷�”�z�S�‘�|�Ó�å� �Õ�”�Ä  VLAN �›�Ä�å�ï�«�p�;
ù�b�”
ž�A�w�K�”�b�‚�o�w �¤�� �µ� �¿�½�›
���‰�Ó�å� �Õ�”�Ä  VLAN �›�^
R�b�”	Ô�ù�x�z
ž�c  set pvlan �¯�Ú�ï�Å�›�–�;�b�”
ž�A�U�K�“�‡�b�{
�´�m�Ù�”�Ä�z�¯�Û�á�Ç�Â�Ÿ  �Ù�”�Ä�z
Ò�M�²�¯�Û�á�Ç�Â�Ÿ  �Ù�”�Ä�z�‡�h�x���ù�Ù�”�Ä�w�s�M�¤�¿�´

÷�”�¢�°
`�t�z�Ó�å� �Õ�”�Ä  �Ù�”�Ä�›�Ë�h�s�M�ž�«�·�µ
÷�”�£�p�x�z�Ó�å� �Õ�”�Ä  VLAN �›�^
R
�b�”
ž�A�x�s�X�z�·�©�á�æ�Â�Ÿ	Í�w�g���p�Ó�å� �Õ�”�Ä  VLAN �›�Ä�å�ï�«�T�’�Ó�ç�”�Ç�ï�¬�b�”
�\�q�U�p�V�‡�b�{

�Í�t�z VLAN 7 �›�Ó�å� �Ú�æ  VLAN �q�`�o�¦���b�”�«�›�Ô�`�‡�b�{

Console> (enable) set vlan 7 pvlan-type primary
Vlan 7 configuration successful
Console> (enable)                 

�Í�t�z VLAN 901 �›�´�m  VLAN�z VLAN 902 �S�‘�|  903 �›�¯�Û�á�Ç�Â�Ÿ  VLAN �q�`�o�¦���b�”�«�›
�Ô�`�‡�b�{

Console> (enable)  set vlan 901 pvlan-type isolated
Vlan 901 configuration successful
Console> (enable) set vlan 902 pvlan-type community
Vlan 902 configuration successful
Console> (enable) set vlan 903 pvlan-type community
Vlan 903 configuration successful
Console> (enable) 

�Í�t�z VLAN 901 �›�Ó�å� �Ú�æ  VLAN 7 �t�Ì� �ï�Å�`�z�Ù�”�Ä  4/3 �›�´�m�Ù�”�Ä�q�`�o�Â�“�p�o�”
�«�›�Ô�`�‡�b�{

Console> (enable) set pvlan 7 901 4/3
Successfully set the following ports to Private Vlan 7,901: 4/3
Console> (enable)                      

�Í�t�z VLAN 902 �›�Ó�å� �Ú�æ  VLAN 7 �t�Ì� �ï�Å�`�z�Ù�”�Ä  4/4 �™ 4/6 �›�¯�Û�á�Ç�Â�Ÿ  �Ù�”�Ä�q
�`�o�Â�“�p�o�”�«�›�Ô�`�‡�b�{

Console> (enable) set pvlan 7 902 4/4-6
Successfully set the following ports to Private Vlan 7,902:4/4-6
Console> (enable)

�Í�t�z VLAN 903 �›�Ó�å� �Ú�æ  VLAN 7 �t�Ì� �ï�Å�`�z�Ù�”�Ä  4/7 �™ 4/9 �›�¯�Û�á�Ç�Â�Ÿ  �Ù�”�Ä�q
�`�o�Â�“�p�o�”�«�›�Ô�`�‡�b�{

Console> (enable) set pvlan 7 903
Successfully set association between 7 and 903.
Console> (enable) set pvlan 7 903 4/7-9
Successfully set the following ports to Private Vlan 7,903:4/7-9
Console> (enable)

�Í�t�z�´�m  VLAN �‡�h�x�¯�Û�á�Ç�Â�Ÿ  VLAN �›���ù�Ù�”�Ä  3/1 	Í�w�Ó�å� �Ú�æ  VLAN �t�Ú�¿�Ð�ï
�¬�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set pvlan mapping 7 901 3/1
Successfully set mapping between 7 and 901 on 3/1
Console> (enable) set pvlan mapping 7 902 3/1
Successfully set mapping between 7 and 902 on 3/1
Console> (enable) set pvlan mapping 7 903 3/1
Successfully set mapping between 7 and 903 on 3/1
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�Í�t�z�Ó�å� �Õ�”�Ä  VLAN �w
ƒ���›�¬�Ý�b�”�«�›�Ô�`�‡�b�{

Console> (enable) show vlan 7 
VLAN Name                             Status    IfIndex Mod/Ports, Vlans
---- -------------------------------- --------- ------- ------------------------
7    VLAN0007                         active    35      4/4-6
VLAN Type  SAID       MTU   Parent RingNo BrdgNo Stp  BrdgMode Trans1 Trans2
---- ----- ---------- ----- ------ ------ ------ ---- -------- ------ ------
7    enet  100010     1500  -      -      -      -    -        0      0
VLAN DynCreated  RSPAN
---- ---------- --------
7    static     disabled
VLAN AREHops STEHops Backup CRF 1q VLAN
---- ------- ------- ---------- -------
Primary Secondary Secondary-Type    Ports
------- --------- ----------------- -----------------
7       901        Isolated          4/3
7       902        Community         4/4-6
7       903        Community         4/7-9

Console> (enable) show vlan 902
VLAN Name                             Status    IfIndex Mod/Ports, Vlans
---- -------------------------------- --------- ------- ------------------------
902  VLAN0007                         active    38      4/4-6
VLAN Type  SAID       MTU   Parent RingNo BrdgNo Stp  BrdgMode Trans1 Trans2
---- ----- ---------- ----- ------ ------ ------ ---- -------- ------ ------
7    enet  100010     1500  -      -      -      -    -        0      0
VLAN DynCreated  RSPAN
---- ---------- --------
7    static     disabled
VLAN AREHops STEHops Backup CRF 1q VLAN
---- ------- ------- ---------- -------
Primary Secondary Secondary-Type    Ports
------- --------- ----------------- -----------------
7       902       Isolated          4/4-6

Console> (enable) show pvlan 
Primary Secondary Secondary-Type Ports
------- --------- -------------- ------------
7       901       isolated       4/3
7       902       community      4/4-6
7       903       community      4/7-9                  

Console> (enable) show pvlan mapping
Port  Primary  Secondary
----- -------- ----------
3/1    7        901-903
Console> (enable) show port
Port  Name               Status     Vlan       Duplex Speed Type
----- ------------------ ---------- ---------- ------ ----- ------------

�¢�Â�©�µ�Ä	Z�—�x	²�t�£
 4/3                     notconnect 7,901       half   100 100BaseFX MM
 4/4                     notconnect 7,902       half   100 100BaseFX MM
 4/5                     notconnect 7,902       half   100 100BaseFX MM
 4/6                     notconnect 7,902       half   100 100BaseFX MM
 4/7                     notconnect 7,903       half   100 100BaseFX MM
 4/8                     notconnect 7,903       half   100 100BaseFX MM
 4/9                     notconnect 7,903       half   100 100BaseFX MM

�¢�Â�©�µ�Ä	Z�—�x	²�t�£
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�Ó�å� �Õ�”�Ä  VLAN �Ù�”�Ä�w�Ù�”�Ä�;�ó�w
¯�Ô

�Ó�å� �Õ�”�Ä  VLAN �w�Ù�”�Ä�;�ó�›
¯�Ô�b�”�t�x�z show pvlan capability mod/port �¯�Ú�ï�Å�›�Ö�—
�`�‡�b�{

�Í�t , �<�G�w
ƒ���p�M�X�m�T�w�Ù�”�Ä�t�m�M�o�Ù�”�Ä�;�ó�›
¯�Ô�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set pvlan 10 20
Console> (enable) set pvlan mapping 10 20 3/1
Console> (enable) set pvlan mapping 10 20 5/2
Console> (enable) set trunk 5/1 desirable isl 1-1005,1025-4094

Console> (enable) show pvlan capability 5/20
Ports 5/13 - 5/24 are in the same ASIC range as port 5/20.

Port 5/20 can be made a private vlan port.

Console> (enable) show pvlan 
Primary Secondary Secondary-Type Ports
------- --------- -------------- ------------
10      20        isolated       

Console> (enable) show pvlan capability 3/1
Port 3/1 cannot be made a private vlan port due to:
------------------------------------------------------
Promiscuous ports cannot be made private vlan ports.

Console> (enable) show pvlan capability 5/1
Ports 5/1 - 5/12 are in the same ASIC range as port 5/1.

Port 5/1 cannot be made a private vlan port due to:
------------------------------------------------------
Trunking ports are not Private Vlan capable.
Conflict with Promiscuous port(s) : 5/2

Console> (enable) show pvlan capability 5/2
Ports 5/1 - 5/12 are in the same ASIC range as port 5/2.

Port 5/2 cannot be made a private vlan port due to:
------------------------------------------------------
Promiscuous ports cannot be made private vlan ports.
Conflict with Trunking port(s) : 5/1

Console> (enable) show pvlan capability 5/3
Ports 5/1 - 5/12 are in the same ASIC range as port 5/3.

Port 5/3 cannot be made a private vlan port due to:
------------------------------------------------------
Conflict with Promiscuous port(s) : 5/2
Conflict with Trunking port(s) : 5/1

Console> (enable) show pvlan capability 15/1
Port 15/1 cannot be made a private vlan port due to:
------------------------------------------------------
Only ethernet ports can be added to private vlans.

�Ó�å� �Õ�”�Ä  VLAN �w�_	†

�Ó�å� �Õ�”�Ä  VLAN �›�_	†�b�”�t�x�z�Ó�å� �Ú�æ  VLAN �›�_	†�`�‡�b�{�Ó�å� �Ú�æ  VLAN �›�_	†
�b�”�q�z�f�w�Ó�å� �Ú�æ  VLAN �•�w�b�‚�o�w�Ì� �ï�Ã�Ÿ�ï�¬�U
��:�^�•�z�Ó�å� �Õ�”�Ä  VLAN 	Í
�w�b�‚�o�w�Ù�”�Ä�U
‡�ž�«�Â�Ÿ�Ò�t�s�“�z���ù�Ù�”�Ä	Í�w���È�b�”�Ú�¿�Ð�ï�¬�U�b�‚�o�_	†�^�•�‡
�b�{

�Ó�å� �Õ�”�Ä  VLAN �›�_	†�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{
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�Í�t�z�Ó�å� �Ú�æ  VLAN 7 �›�_	†�b�”�«�›�Ô�`�‡�b�{

Console> (enable) clear vlan 7
This command will de-activate all ports on vlan 7
Do you want to continue(y/n) [n]? y
Vlan 7 deleted
Console> (enable) 

�´�m  VLAN�z�¯�Û�á�Ç�Â�Ÿ  VLAN �‡�h�x
Ò�M�²�¯�Û�á�Ç�Â�Ÿ  VLAN �w�_	†

�´�m  VLAN�z�¯�Û�á�Ç�Â�Ÿ  VLAN�z�‡�h�x
Ò�M�²�¯�Û�á�Ç�Â�Ÿ  VLAN �›�_	†�b�”�q�z�Ó�å� �Ú�æ
VLAN �q�w�Ì� �ï�Ã�Ÿ�ï�¬�U
��:�^�•�z�f�w  VLAN �t�0� 
Ç�Z�’�•�o�M�h�´�m�Ù�”�Ä�z�¯�Û�á�Ç
�Â�Ÿ  �Ù�”�Ä�z�‡�h�x
Ò�M�²�¯�Û�á�Ç�Â�Ÿ  �Ù�”�Ä�x�b�‚�o
‡�ž�«�Â�Ÿ�Ò�t�s�“�z���ù�Ù�”�Ä	Í�w��
�È�b�”�Ú�¿�Ð�ï�¬�x�b�‚�o�_	†�^�•�‡�b�{

�µ� �¿�½	Í�w  VLAN �›�_	†�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�¯�Ú�ï�Å�›�Ö�—�`�‡�b�{

�Í�t�z�¯�Û�á�Ç�Â�Ÿ  VLAN 902 �›�_	†�b�”�«�›�Ô�`�‡�b�{

Console> (enable) clear vlan 902
This command will de-activate all ports on vlan 902
Do you want to continue(y/n) [n]? y
Vlan 902 deleted
Console> (enable) 

�Ó�å� �Õ�”�Ä  VLAN �Ú�¿�Ð�ï�¬�w�_	†

�Ó�å� �Õ�”�Ä  VLAN �w�Ú�¿�Ð�ï�¬�›�_	†�b�”�q�z�´�m�Ù�”�Ä�z�¯�Û�á�Ç�Â�Ÿ  �Ù�”�Ä�z�‡�h�x
Ò�M
�²�¯�Û�á�Ç�Â�Ÿ  �Ù�”�Ä�q���ù�Ù�”�Ä�q�w���w
€���U�r	†�^�•�‡�b�{ ���ù�Ù�”�Ä	Í�w�Ú�¿�Ð�ï�¬�›�b
�‚�o�_	†�b�”�q�z�f�w���ù�Ù�”�Ä�x
‡�ž�«�Â�Ÿ�Ò�t�s�“�‡�b�{�Ó�å� �Õ�”�Ä  VLAN �Ù�”�Ä�U
‡�ž�«
�Â�Ÿ�Ò�t�s�”�q�z show port �w	Z�—�p�z�f�w�Ù�”�Ä�w  VLAN 
j�ø�x  [pvlan-] �q
¯�Ô�^�•�‡�b�{

�Ó�å� �Õ�”�Ä  VLAN �Ù�”�Ä�U�z
‡�ž�«�Â�Ÿ�Ò�t�s�”�j�¼�q�`�o�x�z�Í�w�‹�w�U�K�“�‡�b�{

• �Ù�”�Ä�U���b�”�Ó�å� �Ú�æ  VLAN�z�́ �m  VLAN�z�¯�Û�á�Ç�Â�Ÿ  VLAN�z�‡�h�x
Ò�M�²�¯�Û�á�Ç
�Â�Ÿ  VLAN �U	«�ˆ�^�•�h	Ô�ù�{

• MSFC �Ž�Ž�w���ù�Ù�”�Ä�T�’�w�Ú�¿�Ð�ï�¬�U�b�‚�o�_	†�^�•�h	Ô�ù�{

• �Ù�”�Ä�›�Ó�å� �Õ�”�Ä  VLAN �t
ƒ���`�h�q�V�t�¤�å�”�U
C
\�b�”	Ô�ù�{

�Ó�å� �Õ�”�Ä  VLAN �T�’�Ù�”�Ä�w�Ú�¿�Ð�ï�¬�›�_	†�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ
�M�‡�b�{

�^�À �¯�Ú�ï�Å

�Ó�å� �Ú�æ  VLAN �›�_	†�`�‡�b�{ clear vlan primary_vlan

�^�À �¯�Ú�ï�Å

�´�m  VLAN �‡�h�x�¯�Û�á�Ç�Â�Ÿ  VLAN �›�_	†
�`�‡�b�{

clear vlan { isolated_vlan | community_vlan | 
twoway_community_vlan}

�^�À �¯�Ú�ï�Å

�Ó�å� �Õ�”�Ä  VLAN �T�’�Ù�”�Ä�w�Ú�¿�Ð�ï�¬�›
�_	†�`�‡�b�{

clear pvlan mapping primary_vlan {isolated |
community | twoway-community} { mod/ports}
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�Í�t�z�Ù�”�Ä  3/2 �™ 3/5 	Í�t
ƒ���^�•�o�M�h�z VLAN 902 �T�’  901 �•�w�Ú�¿�Ð�ï�¬�›�_	†�b�”�«�›�Ô
�`�‡�b�{

Console> (enable) clear pvlan mapping 901 902 3/2-5
Successfully cleared mapping between 901 and 902 on 3/2-5
Console> (enable) 

MSFC 	Í�p�w�Ó�å� �Õ�”�Ä  VLAN �±�Ù�”�Ä

�\�\�p�x�z MSFC 	Í�p�w�Ó�å� �Õ�”�Ä  VLAN �w�±�Ù�”�Ä�t�m�M�o
†�Ì�`�‡�b�{

• �Ó�å� �Õ�”�Ä  VLAN �t���b�”	Ø�C�›
¯�Ô�b�”�t�x�z show pvlan �¯�Ú�ï�Å�›�–�;�`�‡�b�{ show
pvlan �¯�Ú�ï�Å�p�Ó�å� �Õ�”�Ä  VLAN �t���b�”	Ø�C�U
¯�Ô�^�•�”�w�x�z�Ó�å� �Ú�æ  �Ó�å� �Õ�”
�Ä VLAN �U�ž�¿�Ó�t�s�l�o�M�”	Ô�ù�t�v�’�•�‡�b�{

• �µ�”�Í�Ì� �²  �¤�ï�´�ï�t�0�`�o  set pvlan mapping �‡�h�x  clear pvlan mapping �¯�Ú�ï�Å�›�Ö�—
�b�”�q�z MSFC Syslog �Ý�¿�·�”�´�U
¯�Ô�^�•�‡�b�{�Í�t�«�›�Ô�`�‡�b�{

%PV-6-PV_MSG:Created a private vlan mapping, Primary 100, Secondary 101
%PV-6-PV_MSG:Created a private vlan mapping, Primary 200, Secondary 201
%PV-6-PV_MSG:Purged a private vlan mapping, Primary 100, Secondary 101

• �Ó�å� �Ú�æ  �Ó�å� �Õ�”�Ä  VLAN �t�0�`�o�i�Z�è� �à  3 �Í�å�Ý�”�»�›
ƒ���b�”�t�x�z interface
vlan �¯�Ú�ï�Å�›�–�;�`�‡�b�{

• MSFC �p  interface vlan �¯�Ú�ï�Å�p�Ö�—�^�•�o�M�”  VLAN 
j�ø�›�–�;�`�o�z�µ�”�Í�Ì� �²  �¤�ï
�´�ï	Í�p�´�m  VLAN �‡�h�x�¯�Û�á�Ç�Â�Ÿ  VLAN �›�^
R�b�”�\�q�x�p�V�‡�d�œ�{

• �è� �à  3 �w�Ó�å� �Õ�”�Ä  VLAN � �ï�»�”�Ñ�£� �µ	Í�p�¶	6�^�•�h  ARP �¤�ï�Ä�æ�x�z sticky ARP
�¤�ï�Ä�æ�p�b�¢�Ó�å� �Õ�”�Ä  VLAN � �ï�»�”�Ñ�£� �µ�w  ARP �¤�ï�Ä�æ�›
¯�Ô�`�o�¬�Ý�b�”�\
�q�›
*	‘�`�‡�b�£ �{

• �Ó�å� �Õ�”�Ä  VLAN � �ï�»�”�Ñ�£� �µ�w  sticky ARP �¤�ï�Ä�æ�x�z�·�©�á�æ�Â�Ÿ	Í�w�g���T�’�z
�8�v
~�•�t�s�“�‡�d�œ�{�‰�a  IP �ž�Å�è�µ�p	ý�`�M
÷�”�›
€���`�o�‹�z�Ý�¿�·�”�´�U
\
R�^�•�z
ARP �¤�ï�Ä�æ�x�^
R�^�•�‡�d�œ�{

• �Ó�å� �Õ�”�Ä  VLAN � �ï�»�”�Ñ�£� �µ�w  ARP �¤�ï�Ä�æ�x�8�v
~�•�t�s�’�s�M�w�p�z MAC �ž�Å
�è�µ�›�!�Ë�`�h	Ô�ù�x�Ó�å� �Õ�”�Ä  VLAN � �ï�»�”�Ñ�£� �µ�w  ARP �¤�ï�Ä�æ�›	��ˆ�p�_	†�b
�”
ž�A�U�K�“�‡�b�{

• �Ó�å� �Õ�”�Ä  VLAN �w ARP �¤�ï�Ä�æ�x�z	��ˆ�p�å�C�‡�h�x�_	†�b�”
ž�A�U�K�“�‡�b�{�Í�t�«
�›�Ô�`�‡�b�{

obelix-rp(config)# no arp 11.1.3.30  
IP ARP:Deleting Sticky ARP entry 11.1.3.30

obelix-rp(config)# arp 11.1.3.30 0000.5403.2356 arpa  
IP ARP:Overwriting Sticky ARP entry 11.1.3.30, hw:00d0.bb09.266e by 
hw:0000.5403.2356

• �°
æ�w�¯�Ú�ï�Å�t�‘�“�z�Ó�å� �Õ�”�Ä  VLAN �Ú�¿�Ð�ï�¬�U	«�ˆ�S�‘�|�6�^
R�^�•�‡�b�{�Í�t�«
�›�Ô�`�‡�b�{

obelix-rp(config)# xns routing  
obelix-rp(config)#
%PV-6-PV_MSG:Purged a private vlan mapping, Primary 100, Secondary 101
%PV-6-PV_MSG:Purged a private vlan mapping, Primary 100, Secondary 102
%PV-6-PV_MSG:Purged a private vlan mapping, Primary 100, Secondary 103
%PV-6-PV_MSG:Created a private vlan mapping, Primary 100, Secondary 101
%PV-6-PV_MSG:Created a private vlan mapping, Primary 100, Secondary 102
%PV-6-PV_MSG:Created a private vlan mapping, Primary 100, Secondary 103



�H 11 	·       VLAN �w
ƒ��
�µ� �¿�½	Í�p�w  FDDI VLAN �w
ƒ��

11-33
Catalyst 6500 �³�æ�”�¶  �µ� �¿�½  �¹�Ñ�Ä�¢�£�ž  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �¨� �Å

OL-7193-01-J

�µ� �¿�½	Í�p�w  FDDI VLAN �w
ƒ��
	ý�`�M  FDDI VLAN �›�^
R�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�7���w  FDDI VLAN �w VLAN �Í�å�Ý�”�»�›�!�Ë�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡
�b�{

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 	ý�`�M  FDDI VLAN �‡�h�x  FDDI NET �»� �Ó
�w VLAN �›�^
R�`�‡�b�{

set vlan vlan [name name] type { fddi  | fddinet} [ said
said] [mtu mtu]

�µ�Â�¿�Ó 2 VLAN �w
ƒ���›�¬�Ý�`�‡�b�{ show vlan [vlan]

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 �7���w  FDDI VLAN �‡�h�x  FDDI NET �»� �Ó
�w VLAN �›�!�Ë�`�‡�b�{

set vlan vlan [name name] [state {active | suspend}]
[said said] [mtu mtu]

�µ�Â�¿�Ó 2 VLAN �w
ƒ���›�¬�Ý�`�‡�b�{ show vlan [vlan]



�H 11 	·       VLAN �w
ƒ��
�µ� �¿�½	Í�p�w�Ä�”�«�ï�æ�ï�¬  VLAN �w
ƒ��

11-34
Catalyst 6500 �³�æ�”�¶  �µ� �¿�½  �¹�Ñ�Ä�¢�£�ž  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �¨� �Å

OL-7193-01-J

�µ� �¿�½	Í�p�w�Ä�”�«�ï�æ�ï�¬  VLAN �w
ƒ��
�\�\�p�x�z VTP �Ì�”�´�ã�ï  2 �p�ˆ�^�b�”�µ� �¿�½	Í�p�±�Ù�”�Ä�^�•�”�z 2 	��¨�w�Ä�”�«�ï�æ�ï�¬
VLAN �t�m�M�o
†�Ì�`�‡�b�{

• �Ä�”�«�ï�æ�ï�¬  TrBRF VLAN �w�;�ó�“�A�¢ p.11-34�£ 

• �Ä�”�«�ï�æ�ï�¬  TrCRF VLAN �w�;�ó�“�A�¢ p.11-35�£

• �Ä�”�«�ï�æ�ï�¬  VLAN 
ƒ���Ì�w�«�™�Ä�ò�¢ p.11-37�£

• �Ä�”�«�ï�æ�ï�¬  TrBRF VLAN �w�^
R�‡�h�x�!�Ë�¢ p.11-37�£

• �Ä�”�«�ï�æ�ï�¬  TrCRF VLAN �w�^
R�‡�h�x�!�Ë�¢ p.11-38�£

�Ä�”�«�ï�æ�ï�¬  VLAN �›
ƒ���S�‘�|���g�b�”�t�x�z VTP �Ì�”�´�ã�ï  2 �›�–�;�b�”
ž�A�U�K�“�‡�b�{

�¢�«�£ Catalyst 6500 �³�æ�”�¶  �µ� �¿�½�p�x�z ISL �§�Ó�·�ç�=�Ä�”�«�ï�æ�ï�¬  �Ñ�è�”�Ü�x�±�Ù�”�Ä�^�•�o�M
�‡�d�œ�{

�Ä�”�«�ï�æ�ï�¬  TrBRF VLAN �w�;�ó�“�A

TrBRF VLAN �x�z�µ� �¿�½�Å  �Ä�”�«�ï�æ�ï�¬  �É�¿�Ä�ë�”�«���¥�t�S�M�o�z
ó
:�w  TrCRF VLAN �›

ì�“
€���`�‡�b�¢ 
$ 11-3 �›�€	°�£ �{ TrBRF �x�z�Ä�å�ï�«  �æ�ï�«�t�‘�l�o
ì�“
€���^�•�h�µ� �¿�½�p
�Ï
R�^�•�”�É�¿�Ä�ë�”�«
¶�.�t�¦�G�b�”�\�q�U�p�V�‡�b�{ TrCRF �q  TrBRF ���w
€���› �æ�g�Ù�”�Ä
�q�M�M�‡�b�{


$ 11-3 
ì�“
€���^�•�h�Ä�”�«�ï�æ�ï�¬  TrBRF VLAN �S�‘�|  TrCRF VLAN

�¹�”�µ  �ç�”�Â�Ÿ�ï�¬�p�x�z�µ� �¿�½�x�æ�g�æ�ï�¬���w�o�°�Ò�æ�¿�´�q�s�“�‡�b�{ TrBRF �x�z IBM �‡
�h�x  IEEE STP �›�î�æ�b�”  SRB �‡�h�x  SRT �Ò�æ�¿�´�q�`�o�ˆ�^�p�V�‡�b�{ SRB �›�–�;�b�”	Ô�ù�z 	O

ó�b�”  MAC �ž�Å�è�µ�›�Ÿ�s�”�æ�g�æ�ï�¬�p���[�p�V�‡�b�{

�Ä�”�«�ï�æ�ï�¬  �¹�Ñ�Ä�¢�£�ž�x�z TrBRF VLAN �]�q�t�z�‡�h�z TrCRF VLAN �]�q�t  1 �m�c�m STP
�w� �ï�µ�»�ï�µ�›�î�æ�`�‡�b�{ TrCRF VLAN �w	Ô�ù�z STP �t�‘�“�z�æ�g�æ�ï�¬�w�ç�”�Ó�U
		†�^�•
�‡�b�{ TrBRF VLAN �w	Ô�ù�z STP �x� �”�±�É�¿�Ä  VLAN 	Í�p�w�ˆ�^�q�‰�7�z�Ž
æ�Ò�æ�¿�´�q�0�é�`
�o�z�Ò�æ�¿�´  �Ä�Ù�é�´�”�T�’�ç�”�Ó�›
		†�`�‡�b�{

001 001 002 002011 002

SRS SRS SRS

SRB  SRT

BRF

CRF

S
66

24
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�«�™ �›���w
�  TrBRF STP �S�‘�|  TrCRF �Ò�æ�¿�´  �Þ�”�Å�›
ƒ���b�”�q�z TrBRF �w�æ�g�Ù�”�Ä�¢ TrBRF �q
TrCRF ���w
€���£�U�Ò�é�¿�«  �µ�Â�”�Ä�t�s�”�D�ó
Q�U�K�“�‡�b�{	Ä�I�t�m�M�o�x�z �®VLAN �w�Ã
�Ñ�¥�ç�Ä
ƒ���¯ �¢ p.11-4�£ �›�€	°�`�o�X�i�^�M�{

�¹�”�µ  �ç�”�Â�Ÿ�ï�¬�p�x�z�µ� �¿�½�x�æ�g�æ�ï�¬���w�o�°�Ò�æ�¿�´�q�s�“�‡�b�{ TrBRF �x�z IBM �‡
�h�x  IEEE STP �›�î�æ�b�”  SRB �‡�h�x  SRT �Ò�æ�¿�´�q�`�o�ˆ�^�p�V�‡�b�{ SRB �›�–�;�b�”	Ô�ù�t
�x�z
ó
:�w�Ÿ�s�”�æ�g�æ�ï�¬�t	O
ó�`�h  MAC �ž�Å�è�µ�›���[�p�V�‡�b�{

IBM �w System Network Architecture�¢ SNA�£�Ä�å�Ñ�Ÿ�¿�«�t�0� �b�”�h�Š�t�z SRT �Þ�”�Å�q  SRB �Þ�”
�Å�›
Ê�ˆ�ù�˜�d�o�–�;�b�”�\�q�U�p�V�‡�b�{���O�Þ�”�Å�p�x�z TrBRF �x�°
æ�w�Ù�”�Ä�¢ TrCRF �t
€
���^�•�h�æ�g�Ù�”�Ä�£�U  SRB �Þ�”�Å�p�ˆ�^�`�z���w�Ù�”�Ä�U  SRT �Þ�”�Å�p�ˆ�^�b�”�‹�w�q�ˆ�s�`
�‡�b�{

�Ä�”�«�ï�æ�ï�¬  TrCRF VLAN �w�;�ó�“�A

TrCRF VLAN �p�x�z�‰�a�æ�g�æ�ï�¬
j�ø�p�Ù�”�Ä  �¬�ç�”�Ó�›���[�`�‡�b�{�É�¿�Ä�ë�”�«�t�x�z
‡
ü
�„���S�‘�|�Ì�¿�«�ž�¿�Ó�w  2 	��¨�w  TrCRF �›
ƒ���p�V�‡�b�{

�è	×�z TrCRF �x
‡
ü�„���p�b�{�\�•�x�z�¤  TrCRF �U 1 �F�w�µ� �¿�½	Í�w�Ù�”�Ä�t�v���^�•�”�\�q
�›�™�¯�`�‡�b�{�‰�°�‡�h�x�Ÿ�s�”�µ� �¿�½	Í�p�z
ó
:�w
‡
ü�„��  TrCRF �›  1 �m�w
�  TrBRF �t�0� 
�^�d�”�\�q�U�p�V�‡�b�¢ 
$ 11-4 �›�€	°�£ �{
�  TrBRF �x�z�Ú�ç�½�Ù�”�Ä  �Ò�æ�¿�´�q�`�o�ˆ�^�`�z
‡

ü�„��  TrCRF ���p�Ä�å�Ñ�Ÿ�¿�«�›�8
ù�`�‡�b�{

�¢�«�£ �Ÿ�s�”�µ� �¿�½	Í�w�æ�ï�¬���p�Ã�”�»�›	!�Z�I�b�t�x�z�æ�ï�¬�›�‰�°�w  TrBRF �t�0� 
Ç�Z�o�z�f
�w TrBRF �›  SRB �q�`�o
ƒ���`�‡�b�{


$ 11-4 
‡
ü�„��  TrCRF

�¢�«�£ �Ã�Ñ�¥�ç�Ä�w
ƒ���p�x�z�Ä�”�«�ï�æ�ï�¬  �Ù�”�Ä�x�Ã�Ñ�¥�ç�Ä�w  TrCRF�¢ VLAN 1003�z trcrf-default�£
�t�0� �`�z�\�•�t�x�Ã�Ñ�¥�ç�Ä�w  TrBRF�¢ VLAN 1005�z trbrf-default�£�U
��q�`�o���O�`�‡�b�{�\�w

ƒ���p�x�z
ü�„��  TrCRF �U�D�ó�p�K�“�¢ 
$ 11-5 �›�€	°�£ �z�µ� �¿�½�U  ISL �Ä�å�ï�«�p
€���^�•�o�M
�”	Ô�ù�t�z�Ÿ�s�”�µ� �¿�½	Í�w�Ã�Ñ�¥�ç�Ä�w  TrCRF ���p�Ä�å�Ñ�Ÿ�¿�«�›�v�b�\�q�U�p�V�‡�b�{

S
68

13

TrBRF 3

ISL
 A  B

TrCRF
200

TrCRF
350

TrCRF
400
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$ 11-5 
ü�„��  TrCRF

TrCRF �º�p�x�z�¹�”�µ�ç�”�Ä  �µ� �¿�½�ï�¬�›�–�;�`�z MAC �ž�Å�è�µ�‡�h�x�ç�”�Ä�G	\� �t�,�n�M
�o�8
ù�›�æ�M�‡�b�{ VLAN 
¶�.�›  1 �m�w�æ�ï�¬�q�`�o�ˆ�^�^�d�z�Ñ�è�”�Ü�›  1 �m�w TrCRF �º�w�Ù�”
�Ä���p�µ� �¿�½�ï�¬�b�”�\�q�‹�p�V�‡�b�{

TrCRF �]�q�t  ARE �Ñ�è�”�Ü�S�‘�|  STE �Ñ�è�”�Ü�w�7�G�×�¿�Ó  �§�¢�ï�Ä�›�¦���b�”�\�q�t�‘�l�o�z
�¤�«�µ�Ó�é�”�å�U�è�a�p�V�”�7�G�×�¿�Ó
:�›
M�v�b�”�\�q�U�p�V�‡�b�{�Ù�”�Ä�p�z	!�Z	��l�h�¤�«
�µ�Ó�é�”�å  �Ñ�è�”�Ü�U�¦���^�•�h�×�¿�Ó
:�›�Ò�Q�o�&���`�o�R�o�M�”�\�q�U
Q���^�•�”�q�z �f�w�Ñ
�è�”�Ü�x�8
ù�^�•�‡�d�œ�{ TrCRF �p�x�z�ç�”�Ä	Ø�C�Ñ�Ÿ�”�ç�Å�w�Ò�æ�¿�´  �×�¿�Ó
:�t�,�n�M�o�z�¤
�«�µ�Ó�é�”�å�U�&���`�h�×�¿�Ó
:�›
Q���`�‡�b�{

�Ì�¿�«�ž�¿�Ó  TrCRF �›�–�;�b�”�q�z�µ� �¿�½���w  ISL 
€���p	Ë�•�U
C
\�`�h	Ô�ù�z TrBRF �p
€��
�^�•�o�M�”
ó
:�w�µ� �¿�½	Í�w
‡
ü�„��  TrCRF ���›�v�•�”�Ä�å�Ñ�Ÿ�¿�«�;�t�z �E�8�ç�”�Ä�›
ƒ���b
�”�\�q�U�p�V�‡�b�{�‡�h�z TrBRF �p�Ì�¿�«�ž�¿�Ó  TrCRF �t�Â�“�p�o�”�\�q�U�p�V�”�Ù�”�Ä�x�z 1 �F
�w�µ� �¿�½�p  1 �m�i�Z�p�b�{

�µ� �¿�½���w  ISL 
€���p�ð�J�U�I�V�h	Ô�ù�z �è�¹�›	!�Z�”�¤�µ� �¿�½	Í�w�Ì�¿�«�ž�¿�Ó  TrCRF �Ù�”
�Ä�U�ž�«�Â�Ÿ�Ò�t�s�“�z�Ì�¿�«�ž�¿�Ó  TrCRF �›�p�`�o
‡
ü�„��  TrCRF ���w�Ä�å�Ñ�Ÿ�¿�«�U�6�ç�”
�Â�Ÿ�ï�¬�^�•�‡�b�{ ISL 
€���U�6�|�¬�q�^�•�”�q�z�Ì�¿�«�ž�¿�Ó  TrCRF �w 1 �Ù�”�Ä�›	†�X�b�‚�o�w
�Ù�”�Ä�U�Ã�Ÿ�·�”�Ò�ç�t�s�“�‡�b�{ 
$ 11-6 �t�z�Ì�¿�«�ž�¿�Ó  TrCRF �›�Ô�`�‡�b�{


$ 11-6 �Ì�¿�«�ž�¿�Ó  TrCRF
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�Ä�”�«�ï�æ�ï�¬  VLAN 
ƒ���Ì�w�«�™�Ä�ò

�\�\�p�x�z�Ä�”�«�ï�æ�ï�¬  VLAN �^
R�‡�h�x�!�Ë�Ì�w�«�™�Ä�ò�t�m�M�o
†�Ì�`�‡�b�{

• �Ä�”�«�ï�æ�ï�¬  VLAN �p�x�z�Ã�Ñ�¥�ç�Ä�w  TrBRF�¢ VLAN 1005�£�x�z�Ã�Ñ�¥�ç�Ä�w  TrCRF
�¢ VLAN 1003�£�w
��q�`�o�i�Z�¦���p�V�‡�b�{�â�”�²���p
ƒ���`�h  TrCRF �w
��q�`�o�Ã�Ñ�¥�ç
�Ä�w TrBRF �›�¦���b�”�\�q�x�p�V�‡�d�œ�{

• TrBRF �›
ƒ���`�o�T�’�z TrCRF �›
ƒ���b�”
ž�A�U�K�“�‡�b�{ �m�‡�“�z TrCRF �t�¦���b�”
�  TrBRF
VLAN �U�b�p�t���O�`�o�M�s�Z�•�y�s�“�‡�d�œ�{

• �Ä�”�«�ï�æ�ï�¬���¥�p�x�z�Í�w�M�c�•�T�w	Ú�E�U���O�`�o�M�”	Ô�ù�z TrBRF �w�æ�g�Ù�”�Ä
�¢ TrBRF �q  TrCRF ���w
€���£�U�Ò�é�¿�«  �µ�Â�”�Ä�t�s�“�‡�b�{

�µ TrBRF �U IBM STP �›�î�æ�`�o�M�o�z TrCRF �U SRT �Þ�”�Å

�µ TrBRF �U IEEE STP �›�î�æ�`�o�M�o�z TrCRF �U SRB �Þ�”�Å

�Ä�”�«�ï�æ�ï�¬  TrBRF VLAN �w�^
R�‡�h�x�!�Ë

VTP �Ì�”�´�ã�ï  2 �›� �É�”�Ò�ç�t�`�o�T�’�z�Ä�”�«�ï�æ�ï�¬  VLAN �›�^
R�b�”
ž�A�U�K�“�‡�b�{
VTP �Ì�”�´�ã�ï  2 �›� �É�”�Ò�ç�t�b�”�M�O�t�m�M�o�x�z �H 10 	·�®VTP �w
ƒ���¯ �›�€	°�`�o�X�i�^�M�{

	ý�`�M  TrBRF �›�^
R�b�”	Ô�ù�z�Ò�æ�¿�´
j�ø�›�¦���`�s�Z�•�y�s�“�‡�d�œ�{

	ý�`�M�Ä�”�«�ï�æ�ï�¬  TrBRF VLAN �›�^
R�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z	ý�`�M�Ä�”�«�ï�æ�ï�¬  TrBRF VLAN �›�^
R�`�z
ƒ���›�¬�Ý�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set vlan 999 name TrBRF_999 type trbrf bridge a
Vlan 999 configuration successful
Console> (enable) show vlan 999
VLAN Name                             Status    IfIndex Mod/Ports, Vlans
---- -------------------------------- --------- ------- ------------------------
999  TrBRF_999                        active    
VLAN Type  SAID       MTU   Parent RingNo BrdgNo Stp  BrdgMode Trans1 Trans2
---- ----- ---------- ----- ------ ------ ------ ---- -------- ------ ------
999  trbrf 100999     4472  -      -      0xa    ibm  -        0      0
VLAN AREHops STEHops Backup CRF
---- ------- ------- ----------
Console> (enable)

�7���w�Ä�”�«�ï�æ�ï�¬  TrBRF VLAN 	Í�p  VLAN �Í�å�Ý�”�»�›�!�Ë�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p
�Í�w�^�À�›�æ�M�‡�b�{

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 	ý�`�M�Ä�”�«�ï�æ�ï�¬  TrBRF �»� �Ó�w  
VLAN �›�^
R�`�‡�b�{

set vlan vlan [name name] type trbrf [said said] [mtu mtu]
bridge bridgeber [stp { ieee | ibm}]

�µ�Â�¿�Ó 2 VLAN �w
ƒ���›�¬�Ý�`�‡�b�{ show vlan [vlan]

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 �7���w�Ä�”�«�ï�æ�ï�¬  TrBRF �»� �Ó�w  
VLAN �›�!�Ë�`�‡�b�{

set vlan vlan [name name] [state {active | suspend}] [ said
said] [mtu mtu] [bridge bridgeber] [stp { ieee | ibm}]

�µ�Â�¿�Ó 2 VLAN �w
ƒ���›�¬�Ý�`�‡�b�{ show vlan [vlan]
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�Ä�”�«�ï�æ�ï�¬  TrCRF VLAN �w�^
R�‡�h�x�!�Ë

�¢�«�£ VTP �Ì�”�´�ã�ï  2 �›  � �É�”�Ò�ç�t�`�o�T�’�z�Ä�”�«�ï�æ�ï�¬  VLAN �›�^
R�b�”
ž�A�U�K�“�‡�b�{
VTP �Ì�”�´�ã�ï  2 �›� �É�”�Ò�ç�t�b�”�M�O�t�m�M�o�x�z �H 10 	·�®VTP �w
ƒ���¯ �›�€	°�`�o�X�i�^�M�{

	ý�`�M�Ä�”�«�ï�æ�ï�¬  TrCRF VLAN �›�^
R�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�¢�«�£ 	ý�`�M  TrCRF �›�^
R�b�”�q�V�t�x�z �¢ 16 
�
:�‡�h�x  10 
�
:�p�£�æ�ï�¬
j�ø�›�¦���`�z�^�’�t
��w
TrBRF VLAN �›�¦���`�s�Z�•�y�s�“�‡�d�œ�{

�Í�t�z�Ä�”�«�ï�æ�ï�¬  TrCRF VLAN �›�^
R�`�z
ƒ���›�¬�Ý�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set vlan 998 name TrCRF_998 type trcrf decring 10 parent 999
Vlan 998 configuration successful
Console> (enable) show vlan 998
VLAN Name                             Status    IfIndex Mod/Ports, Vlans
---- -------------------------------- --------- ------- ------------------------
998  TrCRF_998                        active    352     
VLAN Type  SAID       MTU   Parent RingNo BrdgNo Stp  BrdgMode Trans1 Trans2
---- ----- ---------- ----- ------ ------ ------ ---- -------- ------ ------
998  trcrf 100998     4472  999    0xa    -      -    srb      0      0
VLAN AREHops STEHops Backup CRF
---- ------- ------- ----------
998  7       7       off
Console> (enable)

�7���w�Ä�”�«�ï�æ�ï�¬  TrCRF VLAN 	Í�p  VLAN �Í�å�Ý�”�»�›�!�Ë�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p
�Í�w�^�À�›�æ�M�‡�b�{

�Ì�¿�«�ž�¿�Ó  TrCRF �›�^
R�b�”�t�x�z TrBRF �U�&���b�”�µ� �¿�½�]�q�t  1 �Ù�”�Ä�c�m�z �Ì�¿�«�ž�¿
�Ó TrCRF �t�Â�“�p�o�‡�b�{

TrCRF VLAN �›�Ì�¿�«�ž�¿�Ó  TrCRF �q�`�o
ƒ���b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡
�b�{

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 	ý�` �M�Ä�”�«�ï �æ�ï�¬  TrCRF �»�   �Ó�w
VLAN �›�^
R�`�‡�b�{

set vlan vlan [name name] type trcrf [said said] [mtu mtu]
{ ring  hex_ringber | decring decimal_ringber} parent vlan

�µ�Â�¿�Ó 2 VLAN �w
ƒ���›�¬�Ý�`�‡�b�{ show vlan [vlan]

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 �7���w�Ä�”�«�ï�æ�ï�¬  TrCRF VLAN �›�!
�Ë�`�‡�b�{

set vlan vlan [name name] [state {active | suspend}] [ said
said] [mtu mtu] [ring hex_ring] [decring decimal_ring]
[bridge bridge] [parent vlan]

�µ�Â�¿�Ó 2 VLAN �w
ƒ���›�¬�Ý�`�‡�b�{ show vlan [vlan]
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�«�™ �Ä�”�«�ï�æ�ï�¬  Multistation Access Unit�¢ MSAU�£�t�Ì�¿�«�ž�¿�Ó  TrCRF �Ù�”�Ä�›
€���`�h	Ô�ù�z
���w
÷�”�p�æ�ï�¬���S�q�Ù�”�Ä  �Þ�”�Å�›
ƒ���`�s�M�T�W�“�z �Ì�¿�«�ž�¿�Ó  �Í�µ�x���™�^�•�‡�d�œ�{
�Ì�¿�«�ž�¿�Ó  TrCRF �;�t�æ�ï�¬���S�q�Ù�”�Ä  �Þ�”�Å�›
ƒ���b�”�\�q�›
*	‘�`�‡�b�{

TrCRF �t�S�Z�”  ARE �Ñ�è�”�Ü�‡�h�x  STE �Ñ�è�”�Ü�w�7�G�×�¿�Ó
:�›�¦���b�”�t�x�z� �É�”�Ò�ç
�Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z ARE �Ñ�è�”�Ü�S�‘�|  STE �Ñ�è�”�Ü�›  10 �×�¿�Ó�t
M�v�`�z
ƒ���›�¬�Ý�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set vlan 998 aremaxhop 10 stemaxhop 10
Vlan 998 configuration successful
Console> (enable) show vlan 998
VLAN Name                             Status    IfIndex Mod/Ports, Vlans
---- -------------------------------- --------- ------- ------------------------
998  VLAN0998                         active    357
 
 
VLAN Type  SAID       MTU   Parent RingNo BrdgNo Stp  BrdgMode Trans1 Trans2
---- ----- ---------- ----- ------ ------ ------ ---- -------- ------ ------
998  trcrf 100998     4472  999    0xff   -      -    srb      0      0
 
 
VLAN AREHops STEHops Backup CRF
---- ------- ------- ----------
998  10      10      off
Console> (enable)

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 TrCRF VLAN �›�Ì�¿�«�ž�¿�Ó  TrCRF �q�`�o
ƒ��
�`�‡�b�{

set vlan vlan backupcrf on

�µ�Â�¿�Ó 2 VLAN �w
ƒ���›�¬�Ý�`�‡�b�{ show vlan [vlan]

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 TrCRF �t�S�Z�”  ARE �Ñ�è�”�Ü�w�7�G�×�¿�Ó
:
�›�¦���`�‡�b�{

set vlan vlan aremaxhop hopcount

�µ�Â�¿�Ó 2 TrCRF �t�S�Z�”  STE �Ñ�è�”�Ü�w�7�G�×�¿�Ó
:�›
�¦���`�‡�b�{

set vlan vlan stemaxhop hopcount

�µ�Â�¿�Ó 3 VLAN �w
ƒ���›�¬�Ý�`�‡�b�{ show vlan [vlan]
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Firewall Services Module �;�w  VLAN �w
ƒ��
Firewall Services Module�¢ WS-SVC-FWM-1-K9�£�t�‘�l�o�-�¢�^�•�”  VLAN �›�¦���b�”�t�x�z set vlan
{ vlans} firewall-vlan  {mod} �¯�Ú�ï�Å�›�Ö�—�`�‡�b�{ Firewall Services Module �t�‘�l�o�-�¢�^�•�”
VLAN �›
¯�Ô�b�”�t�x�z show vlan firewall-vlan mod �¯�Ú�ï�Å�›�Ö�—�`�‡�b�{

Firewall Services Module �p  VLAN 
c�“�›�-�¢�b�”�t�x�z�Í�w	Ú�E�U�¬�h�^�•�s�Z�•�y�s�“�‡�d�œ�{

1. VLAN �t�Ù�”�Ä  �Ý�ï�Ì�”�³�¿�Ó�U���[�^�•�z VLAN �U�ž�«�Â�Ÿ�Ò  �µ�Â�”�Ä�t�s�l�o�M�”�{

2. VLAN �t�z�ž�«�Â�Ÿ�Ò  �µ�Â�”�Ä�t�s�l�o�M�”  MSFC �è� �à  3 � �ï�»�”�Ñ�£� �µ�U�s�M�{

3. VLAN �U�'�ÿ  VLAN �p�s�M�{

	Í�G�w  2 �w	Ú�E�›�¬�h�`�o�M�s�M  VLAN �x�z Firewall Services Module �p�-�¢�`�‘�O�q�b�”  VLAN 
c
�“�T�’
��:�^�•�‡�b�{

2 �q  3 �w	Ú�E�›�¬�h�`�o�M�”�‹�w�w  1 �w	Ú�E�›�¬�h�`�o�M�s�M  VLAN �x�z�µ�”�Í�Ì� �²  �¤�ï�´�ï
�Ã�”�»�Õ�”�µ�t�-���^�•�‡�b�{�\�•�’�w  VLAN �x�z 1 �w	Ú�E�U�¬�h�^�•�”�q�h�i�j �t  Firewall
Services Module �•
ù�’�•�‡�b�{

�Í�t�z Firewall Services Module �p  VLAN 
c�“�›�-�¢�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set vlan 2-55 firewall-vlan 7  
Console> (enable) 

Firewall Services Module �w
ó
 :  VLAN �   � ï �» � ” �Ñ�£�   �µ � ; �ó � › 
ƒ � � �b � ” � t �x�z set firewall
multiple-vlan-interfaces { enable | disable} �¯�Ú�ï�Å�›�Ö�—�`�‡�b�{
ó
:  VLAN � �ï�»�”�Ñ�£� �µ�;
�ó�›�Ã�Ÿ�·�”�Ò�ç�=�b�”�q�z Firewall Services Module �x�o�°  VLAN � �ï�»�”�Ñ�£� �µ  �Þ�”�Å�t
ƒ��
�^�•�‡�b�{
ó
:  VLAN � �ï�»�”�Ñ�£� �µ�;�ó�x�z�Ã�Ñ�¥�ç�Ä�p�x�Ã�Ÿ�·�”�Ò�ç�p�b�{�«�x�Í�w�q�S
�“�p�b�{

Console> (enable) set firewall multiple-vlan-interfaces  enable 
This command will enable multiple-vlan-interfaces feature for all firewall 
modules in the chassis.
It can result in traffic bypassing the firewall module.
Do you want to continue (y/n) [n]? y
multiple-vlan-interfaces feature enabled for firewall module 5.
Console> (enable) 

Release 8.4(1) �Ž�ñ �w�¹ �Ñ�Ä�¢�£�ž  �æ�æ�” �µ�p�x�z set vlan {vlan} firewall-vlan  {mod}
msfc-fwsm-interface �¯�Ú�ï�Å�›�Ö�—�`�o�z �¦���^�•�h  VLAN �›  MSFC �q  Firewall Services Module ��
�w�-�¢� �ï�»�”�Ñ�£� �µ�t�b�”�\�q�U�p�V�‡�b�{�\�w�¯�Ú�ï�Å�›�–�;�p�V�”�w�x�z�o�°  VLAN � �ï
�»�”�Ñ�£� �µ  �Þ�”�Å�w	Ô�ù�w�ˆ�p�b�{
ó
:�w  VLAN � �ï�»�”�Ñ�£� �µ�U� �É�”�Ò�ç�=�^�•�o�M�”
	Ô�ù�x�z�Ö�—�p�V�‡�d�œ�{�«�x�Í�w�q�S�“�p�b�{

Console> (enable) set vlan 3 firewall-vlan 5 msfc-fwsm-interface
Vlan 3 declared as Secure Vlan interface for module 5
Vlan 3 declared secure for firewall module 5
Console> (enable)

�¢�«�£ Firewall Services Module �w
ƒ���w	Ä�I�t�m�M�o�x�z�Í�w  URL �t�K�”  Firewall Services Module �w�Ú
�Ç�á�ž�ç�›�€	°�`�o�X�i�^�M�{

http://www.cisco.com/univercd/cc/td/doc/product/lan/cat6000/mod_icn/fwsm/index.htm
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12

VLAN ���ç�”�Â�Ÿ�ï�¬�w
ƒ��

�\�w	·�p�x�z Catalyst 6500 �³�æ�”�¶  �µ� �¿�½	Í�p  VLAN�¢�>
Ý  LAN�£���ç�”�Â�Ÿ�ï�¬�›�æ�O�h�Š�t
Multilayer Switch Feature Card�¢ MSFC; �Ú�ç�½�è� �à  �µ� �¿�½  �Ñ�Ÿ�”�½�ß  �§�”�Å�£�›
ƒ���b�”�M�O
�t�m�M�o
†�Ì�`�‡�b�{

�¢�«�£ �\�w	·�p�–�;�`�o�M�”�¯�Ú�ï�Å�w�ì
¶�s�Ï���S�‘�|�–�;�M�O�w	Ä�I�t�m�M�o�x�z �° Catalyst 6500
Series Switch Command Reference�±�›�€	°�`�o�X�i�^�M�{

�\�w	·�p
†�Ì�b�”�º�0�x�z�Í�w�q�S�“�p�b�{

• VLAN ���ç�”�Â�Ÿ�ï�¬�w�;�ó�“�A�¢ p.12-2�£

• MSFC 	Í�p�w  VLAN ���ç�”�Â�Ÿ�ï�¬�w
ƒ���¢ p.12-3�£

�¢�«�£ FlexWAN �Þ�´�á�”�ç  � �ï�»�”�Ñ�£� �µ	Í�p�ç�”�Â�Ÿ�ï�¬�›
ƒ���b�”	�	q�t�m�M�o�x�z �° FlexWAN
Module Port Adapter Installation and Configuration Notes�±�›�€	°�`�o�X�i�^�M�{
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VLAN ���ç�”�Â�Ÿ�ï�¬�w�;�ó�“�A
�Ÿ�s�”  VLAN �t	t���b�”�É�¿�Ä�ë�”�«
÷�”�x�z VLAN ���p�Ä�å�Ñ�Ÿ�¿�«�›�8
ù�b�”�ç�”�»�U�s�Z�•
�y�z�“�M�t�è	ô�p�V�‡�d�œ�{�„�q�œ�r�w�É�¿�Ä�ë�”�«���¥�p�x�z VLAN �x�x���w�É�¿�Ä�ë�”�«�‡�h
�x�±�Ò�É�¿�Ä�ë�”�«�t�0� 
Ç�Z�’�•�o�M�‡�b�{

�h�q�Q�y�z IP �É�¿�Ä�ë�”�«�p�x�z�¤�±�Ò�É�¿�Ä�ë�”�«�x�x���w  VLAN �t�Ú�¿�Ð�ï�¬�^�•�o�M�‡�b�{
Internetwork Packet Exchange�¢ IPX�£�É�¿�Ä�ë�”�«�p�x�z�¤  VLAN �x�x���w  IPX �É�¿�Ä�ë�”�«
j�ø�t
�Ú�¿�Ð�ï�¬�^�•�o�M�‡�b�{

VLAN �›
ƒ���b�”�q�z�Ò�é�”�Å�©�ß�µ�Ä  �Å�Ý� �ï�w�±� �¶�U
M�š�^�•�z�é�”�§�ç  �Ä�å�Ñ�Ÿ�¿�«�U
�é�”�§�ç�w�‡�‡�t�-�h�•�”�q�M�O�b�:�U�K�“�‡�b�{ �K�”  VLAN �w�¤�ï�Å  �µ�Â�”�³�ã�ï�U���w  VLAN
�w�¤�ï�Å  �µ�Â�”�³�ã�ï�q�è	ô�`�s�Z�•�y�s�’�s�M	Ô�ù�t�x�z VLAN ���è	ô�U
ž�A�t�s�“�‡�b�{�\�w
�è	ô�;�ó�›���™�b�”�w�U�z VLAN ���ç�”�Â�Ÿ�ï�¬�p�b�{�&
~�s�|
Œ  VLAN �t�Ä�å�Ñ�Ÿ�¿�«�›�ç�”
�Â�Ÿ�ï�¬�b�”�‘�O�t�z 1 �F�‡�h�x
ó
:�w�ç�”�»�›
ƒ���`�‡�b�{


$ 12-1 �t�z VLAN ���w�,�Š�$�s�ç�”�Â�Ÿ�ï�¬  �Ä�Ù�é�´�”�›�Ô�`�‡�b�{�µ� �¿�½  A �x  VLAN 10�z�µ
� �¿�½  B �x  VLAN 20 �t	t���`�o�M�‡�b�{ �ç�”�»�t�x�z �¤  VLAN �q�w� �ï�»�”�Ñ�£� �µ�U�K�“�‡�b�{


$ 12-1 VLAN ���w�,�Š�$�s�ç�”�Â�Ÿ�ï�¬  �Ä�Ù�é�´�”

VLAN 10 �w�×�µ�Ä  A �U VLAN 10 �w�×�µ�Ä  B �q�è	ô�b�”	Ô�ù�z�×�µ�Ä  A �x�×�µ�Ä  B �w�ž�Å�è�µ�›
�¦���`�h�Í�­�¿�Ä�›
ù	ô�`�‡�b�{�µ� �¿�½  A �x�z�f�w�Í�­�¿�Ä�›�ç�”�»�t
ù	ô�d�c�z�Ú
€�×�µ�Ä  B
�t�8
ù�`�‡�b�{

�×�µ�Ä  A �U VLAN 20 �w�×�µ�Ä  C �t�Í�­�¿�Ä�›
ù	ô�b�”�q�V�z�µ� �¿�½  A �x�z VLAN 10 � �ï�»�”
�Ñ�£� �µ�w�Ä�å�Ñ�Ÿ�¿�«�›	!	ô�b�”�ç�”�»�t�f�w�Í�­�¿�Ä�›�8
ù�`�‡�b�{�ç�”�»�x�ç�”�Â�Ÿ�ï�¬
�Â�”�Ò�ç�›�Ð�‚�z�&
Y�s
C	ô� �ï�»�”�Ñ�£� �µ�›
Q���`�z�Í�­�¿�Ä�›  VLAN 20 � �ï�»�”�Ñ�£� �µ
�t�8
ù�`�o�µ� �¿�½  B �t�I�`�‡�b�{�µ� �¿�½  B �x�Í�­�¿�Ä�›	!	ô�b�”�q�z�×�µ�Ä  C �t�8
ù�`�‡�b�{

18
07

1

A

B
C

 A  B

VLAN 10 VLAN 20

ISL 
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MSFC 	Í�p�w  VLAN ���ç�”�Â�Ÿ�ï�¬�w
ƒ��

�¢�«�£ �Ž�<�t
†�Ì�b�”�º�0�x�z Cisco IOS �¹�Ñ�Ä�¢�£�ž�t���b�”�Œ�Ý�U�K�“�z Cisco IOS �ç�”�Â�Ÿ�ï�¬�›
ƒ
���`�h�&�g�U�K�”�â�”�²�›�0	Å�q�`�o�M�‡�b�{�³�µ�¯  �ç�”�Â�Ÿ�ï�¬�w
ƒ���t
Æ�ó�•�s	Ô�ù�x�z
Cisco.com �p�Ö	��p�V�”  Cisco IOS �Ú�Ç�á�ž�ç�›�€	°�`�o�X�i�^�M�{

�\�\�p�x�z MSFC 	Í�p  VLAN ���ç�”�Â�Ÿ�ï�¬�›
ƒ���b�”	�	q�t�m�M�o
†�Ì�`�‡�b�{

• MSFC �ç�”�Â�Ÿ�ï�¬
ƒ���Ì�w�«�™�Ä�ò�¢ p.12-3�£

• MSFC 	Í�p�w  IP VLAN ���ç�”�Â�Ÿ�ï�¬�w
ƒ���¢ p.12-3�£

• MSFC 	Í�p�w  IPX VLAN ���ç�”�Â�Ÿ�ï�¬�w
ƒ���¢ p.12-4�£

• MSFC 	Í�p�w  AppleTalk VLAN ���ç�”�Â�Ÿ�ï�¬�w
ƒ���¢ p.12-5�£

• MSFC �;�ó�w
ƒ���¢ p.12-5�£

MSFC �ç�”�Â�Ÿ�ï�¬
ƒ���Ì�w�«�™�Ä�ò

�\�\�p�x�z MSFC �t  VLAN ���ç�”�Â�Ÿ�ï�¬�›
ƒ���b�”	Ô�ù�w�«�™�Ä�ò�¢ 2 �m�w	��s	�	q�T�’�s�”�£
�t�m�M�o
†�Ì�`�‡�b�{

1. �µ� �¿�½	Í�p  VLAN �›�^
R�S�‘�|
ƒ���`�z�µ� �¿�½  �Ù�”�Ä�t  VLAN �Ý�ï�Ì�”�³�¿�Ó�›�Â�“�p
�o�‡�b�{	Ä�I�t�m�M�o�x�z �H 11 	·�® VLAN �w
ƒ���¯ �›�€	°�`�o�X�i�^�M�{

2. MSFC 	Í�p  VLAN ���ç�”�Â�Ÿ�ï�¬�w�h�Š�w  VLAN � �ï�»�”�Ñ�£� �µ�›�^
R�S�‘�|
ƒ���`�‡�b�{
�Ä�å�Ñ�Ÿ�¿�«�›�ç�”�Â�Ÿ�ï�¬�b�”
ì	�
Œ  VLAN �]�q�t�z VLAN � �ï�»�”�Ñ�£� �µ�›
ƒ���`�‡
�b�{

MSFC 	Í�w  VLAN � �ï�»�”�Ñ�£� �µ�x�z�>
Ý� �ï�»�”�Ñ�£� �µ�p�b�{�h�i�`�z
ƒ���b�”	�	q�x
ú�g
�ç�”�»  � �ï�»�”�Ñ�£� �µ�w	Ô�ù�q�‰�a�p�b�{

MSFC3�z MSFC2�z MSFC2A�z�S�‘�|  MSFC �x�z�µ�”�Í�Ì� �²  �¤�ï�´�ï�q�‰�a
c�“�w  VLAN �›�±
�Ù�”�Ä�`�o�M�‡�b�{ MSFC3�z MSFC2�z�S�‘�|  MSFC2A �x�7�G  1,000 �w VLAN � �ï�»�”�Ñ�£� �µ�›
�±�Ù�”�Ä�`�z MSFC �x�7�G  256 �w VLAN � �ï�»�”�Ñ�£� �µ�›�±�Ù�”�Ä�`�‡�b�{

MSFC 	Í�p�w  IP VLAN ���ç�”�Â�Ÿ�ï�¬�w
ƒ��

IP �;�t  VLAN ���ç�”�Â�Ÿ�ï�¬�›
ƒ���b�”�t�x�z�Í�w�^�À�›�æ�M�‡�b�{

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 �¢�Ú�™�£�ç�”�»	Í�p  IP �ç�”�Â�Ÿ�ï�¬�›� �É�”�Ò
�ç�t�`�‡�b�{ 1

1. �É�¿�Ä�ë�”�«	Í�t
ó
:�w�ç�”�»�U�K�”	Ô�ù�x�z�\�w�µ�Â�¿�Ó�x
ž
"�p�b�{

Router(config)# ip routing

�µ�Â�¿�Ó 2 �¢�Ú�™�£IP �ç�”�Â�Ÿ�ï�¬  �Ó�é�Ä�¯�ç�›�¦���`�‡
�b�{2

2. �µ�Â�¿�Ó  1 �p  IP �ç�”�Â�Ÿ�ï�¬�›� �É�”�Ò�ç�t�`�h	Ô�ù�x�z�\�w�µ�Â�¿�Ó�x
ž
"�p�b�{�\�w�µ�Â�¿�Ó�t�x�z	Í�G�Ž�Ž
�w�¯�Ú�ï�Å�¢�ç�”�Â�Ÿ�ï�¬�0	Å�w�É�¿�Ä�ë�”�«�›�¦���b�” network �ç�”�»  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �¯�Ú�ï�Å�s�r�£
�U���‡�•�”	Ô�ù�U�K�“�‡�b�{�ç�”�Â�Ÿ�ï�¬  �Ó�é�Ä�¯�ç�w	Ä�`�M
ƒ��	�	q�t�m�M�o�x�z�–�;�b�”�ç�”�»  �Ó�å�¿�Ä
�Ñ�¥�”�Ü�w�Ú�Ç�á�ž�ç�›�€	°�`�o�X�i�^�M�{

Router(config)# router ip_routing_protocol

�µ�Â�¿�Ó 3 MSFC 	Í�w  VLAN � �ï�»�”�Ñ�£� �µ�›�¦���`�‡
�b�{

Router(config)# interface vlan-id

�µ�Â�¿�Ó 4 VLAN �t  IP �ž�Å�è�µ�›�Â�“�p�o�‡�b�{ Router(config-if)# ip address n.n.n.n mask

�µ�Â�¿�Ó 5 �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�›	4�ƒ�`�‡�b�{ Router(config-if)# Ctrl-Z
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�Í�t�z MSFC 	Í�p  IP �ç�”�Â�Ÿ�ï�¬�›� �É�”�Ò�ç�t�`�z VLAN � �ï�»�”�Ñ�£� �µ�›�^
R�`�z�f�w� �ï
�»�”�Ñ�£� �µ�t  IP �ž�Å�è�µ�›�Â�“�p�o�”�«�›�Ô�`�‡�b�{

Router# configure terminal
Enter configuration commands, one per line.  End with CNTL/Z.
Router(config)# ip routing
Router(config)# router rip
Router(config-router)# network 10.0.0.0
Router(config-router)# interface vlan 100
Router(config-if)# ip address 10.1.1.1 255.0.0.0
Router(config-if)# ^Z
Router# 

MSFC 	Í�p�w  IPX VLAN ���ç�”�Â�Ÿ�ï�¬�w
ƒ��

�¢�«�£ Supervisor Engine 720�¢ MSFC3�£�p�x�z IPX �ç�”�Â�Ÿ�ï�¬�x�¹�Ñ�Ä�¢�£�ž�›�è�a�o�î�æ�^�•�‡�b�{

IPX �;�t  VLAN ���ç�”�Â�Ÿ�ï�¬�›
ƒ���b�”�t�x�z�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z MSFC 	Í�p  IPX �ç�”�Â�Ÿ�ï�¬�›� �É�”�Ò�ç�t�`�z VLAN � �ï�»�”�Ñ�£� �µ�›�^
R�`�z�f�w� 
�ï�»�”�Ñ�£� �µ�t  IPX �É�¿�Ä�ë�”�«  �ž�Å�è�µ�›�Â�“�p�o�”�«�›�Ô�`�‡�b�{

Router# configure terminal
Enter configuration commands, one per line.  End with CNTL/Z.
Router(config)# ipx routing
Router(config)# ipx router rip
Router(config-ipx-router)# network all
Router(config-ipx-router)# interface vlan100
Router(config-if)# ipx network 100 encapsulation snap
Router(config-if)# ^Z
Router# 

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 �¢�Ú�™�£�ç�”�»	Í�p  IPX �ç�”�Â�Ÿ�ï�¬�›� �É�”
�Ò�ç�t�`�‡�b�{ 1

1. �É�¿�Ä�ë�”�«	Í�t
ó
:�w�ç�”�»�U�K�”	Ô�ù�x�z�\�w�µ�Â�¿�Ó�x
ž
"�p�b�{

Router(config)# ipx routing

�µ�Â�¿�Ó 2 �¢�Ú�™�£IPX �ç�”�Â�Ÿ�ï�¬  �Ó�é�Ä�¯�ç�›�¦���`
�‡�b�{ 2

2. �µ�Â�¿�Ó  1 �p  IPX �ç�”�Â�Ÿ�ï�¬�›� �É�”�Ò�ç�t�`�h	Ô�ù�x�z�\�w�µ�Â�¿�Ó�x
ž
"�p�b�{�\�w�µ�Â�¿�Ó�t�x�z	Í�G�Ž
�Ž�w�¯�Ú�ï�Å�¢�ç�”�Â�Ÿ�ï�¬�0	Å�w�É�¿�Ä�ë�”�«�›�¦���b�” network �ç�”�»  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �¯�Ú�ï�Å�s
�r�£�U���‡�•�”	Ô�ù�U�K�“�‡�b�{�ç�”�Â�Ÿ�ï�¬  �Ó�é�Ä�¯�ç�w	Ä�`�M
ƒ��	�	q�t�m�M�o�x�z�–�;�b�”�ç�”�»  �Ó�å�¿�Ä
�Ñ�¥�”�Ü�w�Ú�Ç�á�ž�ç�›�€	°�`�o�X�i�^�M�{

Router(config)# ipx router ipx_routing_protocol

�µ�Â�¿�Ó 3 MSFC 	Í�w  VLAN � �ï�»�”�Ñ�£� �µ�›�¦���`
�‡�b�{

Router(config)# interface vlan-id

�µ�Â�¿�Ó 4 VLAN �t�É�¿�Ä�ë�”�«
j�ø�›�Â�“�p�o�‡�b�{ 3

3. �\�w�µ�Â�¿�Ó�t�‘�“�z VLAN 	Í�p  IPX �ç�”�Â�Ÿ�ï�¬�U� �É�”�Ò�ç�t�s�“�‡�b�{ VLAN 	Í�p  IPX �ç�”�Â�Ÿ�ï�¬�›� 
�É�”�Ò�ç�t�b�”	Ô�ù�z�§�Ó�·�ç�=�»� �Ó�‹�¦���p�V�‡�b�{

Router(config-if)# ipx network [network | 
unnumbered] encapsulation encapsulation-type

�µ�Â�¿�Ó 5 �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�›	4�ƒ�`�‡
�b�{

Router(config-if)# Ctrl-Z
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MSFC 	Í�p�w  AppleTalk VLAN ���ç�”�Â�Ÿ�ï�¬�w
ƒ��

AppleTalk �t�m�M�o  VLAN ���ç�”�Â�Ÿ�ï�¬�›
ƒ���b�”�t�x�z�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z MSFC 	Í�p  AppleTalk �ç�”�Â�Ÿ�ï�¬�›� �É�”�Ò�ç�t�`�z VLAN � �ï�»�”�Ñ�£� �µ�›�^
R�`�z
�f�w� �ï�»�”�Ñ�£� �µ�t  AppleTalk �­�”�Ò�ç
c�“�S�‘�|�º�”�ï�Ê�›�Â�“�p�o�”�«�›�Ô�`�‡�b�{

Router# configure terminal
Enter configuration commands, one per line.  End with CNTL/Z.
Router(config)# appletalk routing
Router(config)# interface vlan100
Router(config-if)# appletalk cable-range 100-100
Router(config-if)# appletalk zone Engineering
Router(config-if)# ^Z
Router# 

MSFC �;�ó�w
ƒ��

�\�\�p�x�z MSFC �;�ó�t�m�M�o
†�Ì�`�‡�b�{

• �é�”�§�ç  �Ó�é�©�³  ARP�¢ p.12-5�£

• WCCP �è� �à  2 �æ�¼� �è�«�³�ã�ï�¢ p.12-6�£

• auto state �;�ó�¢ p.12-6�£

�é�”�§�ç  �Ó�é�©�³  ARP

Release 12.1(2)E �Ž�ñ�w�æ�æ�”�µ�p�x�z�é�”�§�ç  �Ó�é�©�³  Address Resolution Protocol�¢ ARP�£�;�ó�t
�‘�“�z MSFC �x�è	×�ç�”�Â�Ÿ�ï�¬�U
ž�A�q�^�•�s�M�±�Ò�É�¿�Ä�º
æ�w  IP �ž�Å�è�µ�t���b�”  ARP �A
�{�t� �t�p�V�‡�b�{�é�”�§�ç  �Ó�é�©�³  ARP �›� �É�”�Ò�ç�t�b�”�q�z MSFC �x�±�Ò�É�¿�Ä�º�w  IP �ž
�Å�è�µ�t�0�b�”�b�‚�o�w  ARP �A�{�t� �t�`�z�f�w�±�Ò�É�¿�Ä�º�w�×�µ�Ä���Ä�å�Ñ�Ÿ�¿�«�›�b�‚�o
�8
ù�`�‡�b�{�\�w�;�ó�x�z
€��
Œ�µ� �¿�½	Í�p�w
ƒ���t�‘�“�z�™
$�$�t�×�µ�Ä���w�Ú
€�$�s�¯�Û�á
�Ç�­�”�³�ã�ï�U�Ð�­�^�•�o�M�”�±�Ò�É�¿�Ä�t�m�M�o�w�ˆ�–�;�`�o�X�i�^�M�{

�é�”�§�ç  �Ó�é�©�³  ARP �w�Ã�Ñ�¥�ç�Ä
ƒ���x�Ã�Ÿ�·�”�Ò�ç�p�b�{� �ï�»�”�Ñ�£� �µ	Í�p�é�”�§�ç  �Ó
�é�©�³  ARP �›� �É�”�Ò�ç�t�b�”�t�x�z ip local-proxy-arp � �ï�»�”�Ñ�£� �µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã
�ï  �¯�Ú�ï�Å�›�Ö�—�`�‡�b�{ �\�w�;�ó�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z no ip local-proxy-arp � �ï�»�”�Ñ�£
� �µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �¯�Ú�ï�Å�›�Ö�—�`�‡�b�{ �é�”�§�ç  �Ó�é�©�³  ARP �;�ó�U� �É�”�Ò�ç�t
�s�l�o�M�”� �ï�»�”�Ñ�£� �µ	Í�p�x�z Internet Control Message Protocol�¢ ICMP�£�æ�¼� �è�«�³�ã�ï�x
�Ã�Ÿ�·�”�Ò�ç�t�s�“�‡�b�{

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 �¢�Ú�™�£�ç�”�»	Í�p  AppleTalk �ç�”�Â�Ÿ�ï�¬�›
� �É�”�Ò�ç�t�`�‡�b�{ 1

1. �É�¿�Ä�ë�”�«	Í�t
ó
:�w�ç�”�»�U�K�”	Ô�ù�x�z�\�w�µ�Â�¿�Ó�x
ž
"�p�b�{

Router(config)# appletalk routing

�µ�Â�¿�Ó 2 MSFC 	Í�w  VLAN � �ï�»�”�Ñ�£� �µ�›�¦���`
�‡�b�{

Router(config)# interface vlan-id

�µ�Â�¿�Ó 3 VLAN �t�­�”�Ò�ç
c�“�›�Â�“�p�o�‡�b�{ Router(config-if)# appletalk cable-range cable-range

�µ�Â�¿�Ó 4 VLAN �t�º�”�ï�Ê�›�Â�“�p�o�‡�b�{ Router(config-if)# appletalk zone zone-name

�µ�Â�¿�Ó 5 �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�›	4�ƒ�`�‡
�b�{

Router(config-if)# Ctrl-Z
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WCCP �è� �à  2 �æ�¼� �è�«�³�ã�ï

�¢�«�£ Policy Feature Card�¢ PFC; �Ù�æ�³�”  �Ñ�Ÿ�”�½�ß  �§�”�Å�£ �›
÷
‹�`�h  Supervisor Engine 1 �p�x�z Release
12.1E(2) �Ž�ñ�w�æ�æ�”�µ�p�\�w�;�ó�U�±�Ù�”�Ä�^�•�o�M�‡�b�{ PFC2 �›
÷
‹�`�h  Supervisor Engine 2
�p�x�z Release 12.1(3a)E �Ž�ñ�w�æ�æ�”�µ�p�\�w�;�ó�U�±�Ù�”�Ä�^�•�o�M�‡�b�{ WCCP �è� �à  2 �æ�¼
� �è�«�³�ã�ï�x�z Supervisor Engine 720 �‡�h�x  Supervisor Engine 32 �p�x�±�Ù�”�Ä�^�•�o�M�‡�d�œ�{

Web Cache Communication Protocol�¢ WCCP�£�è� �à  2 �æ�¼� �è�«�³�ã�ï�;�ó�t�‘�“�z�Ú
€
€���^�•
�h  Cisco Cache Engine �x�z�è� �à  2 �æ�¼� �è�«�³�ã�ï�›�–�;�b�”�\�q�U�p�V�‡�b�{�\�•�x�z Generic
Routing Encapsulation�¢ GRE; 
ï	¶�ç�”�Â�Ÿ�ï�¬  �§�Ó�·�ç�=�£�t�‘�”�è� �à  3 �æ�¼� �è�«�³�ã�ï�‘�“
�‹�®�p�$�p�b�{ WCCP �è� �à  2 �æ�¼� �è�«�³�ã�ï�›�É�°�³�¤�”�³�ã�ï�b�”�‘�O�t�z�Ú
€
€���^�•�h
Cisco Cache Engine �›
ƒ���p�V�‡�b�{ WCCP �è� �à  2 �æ�¼� �è�«�³�ã�ï�;�ó�›�–�;�b�”�t�x�z MSFC
	Í�p�w
ƒ���^�À�x
Æ�A�p�b�{ show ip wccp web-cache detail �¯�Ú�ï�Å�›�–�;�b�”�q�z�¤�©�ß�¿�³�á�p
�–�;�¤�w�æ�¼� �è�«�³�ã�ï�M�Ü�›�Ð�‚�”�\�q�U�p�V�‡�b�{�\�w�;�ó�›�–�;�b�”�M�x�z�Í�w�«�™�Ä�ò
�t	H�l�o�X�i�^�M�{

• WCCP �è� �à  2 �æ�¼� �è�«�³�ã�ï�t�‘�“�z IP �Ñ�é�”  �Ú�µ�«�U  full-flow �Þ�”�Å�t
ƒ���^�•�‡�b�{

• Cisco Cache Engine �w Release 2.2 �Ž�ñ�w�¹�Ñ�Ä�¢�£�ž  �æ�æ�”�µ�p�x�z WCCP �è� �à  2 �æ�¼� �è
�«�³�ã�ï�›�–�;�b�”�‘�O�t
ƒ���p�V�‡�b�{

• �è� �à  2 �æ�¼� �è�«�³�ã�ï�x�µ� �¿�½	Í�p�æ�˜�•�z MSFC �T�’�x�_�Q�‡�d�œ�{ MSFC 	Í�p  show
ip wccp web-cache detail �¯�Ú�ï�Å�›�î�æ�b�”�q�z�è� �à  2 �æ�¼� �è�«�Ä�^�•�h�Ñ�é�”�w�7	s�w
�Í�­�¿�Ä�t���b�”�w�-	Ø�C�U
¯�Ô�^�•�‡�b�{�f�•�t�‘�l�o�z�M�X�m�w�¢�Í�­�¿�Ä�p�x�s�X�£�Ñ
�é�”�U�è� �à  2 �æ�¼� �è�«�³�ã�ï�›�–�;�`�o�M�”�T�U�˜�T�“�‡�b�{ �µ�”�Í�Ì� �²  �¤�ï�´�ï	Í�p
show mls entries �¯�Ú�ï�Å�›�î�æ�b�”�q�z �è� �à  2 �æ�¼� �è�«�Ä�^�•�h�Ñ�é�”�w�f�w���w�Í�­�¿
�Ä�U
¯�Ô�^�•�‡�b�{

�Í�w  URL �t�K�”�° Cisco IOS Configuration Fundamentals Configuration Guide�±�t�G�L�^�•�o�M�”�q�S
�“�t�z Cisco IOS WCCP �›
ƒ���`�‡�b�{
http://www.cisco.com/univercd/cc/td/doc/product/software/ios121/121cgcr/fun_c/fcprt3/fcd305.htm

auto state �;�ó

�Í�w  MSFC auto state �Ù�”�Ä�Õ�”�µ  �Þ�”�Å�U�±�Ù�”�Ä�^�•�o�M�‡�b�{

• �è	×  auto state �Þ�”�Å�¢ p.12-6�£

• auto state 	†�Ž�Þ�”�Å�¢ p.12-7�£

• auto state �å
{�Þ�”�Å�¢ p.12-7�£

�è	×  auto state �Þ�”�Å

auto state �x�z�µ� �¿�½�t�0�`�o�Ž�<�w�Ù�”�Ä
ƒ���w�!�Ë�U
C
\�b�”�q�z MSFC �S�‘�|  Multilayer
Switch Module�¢ MSM�£�w�è� �à  3 � �ï�»�”�Ñ�£� �µ / �±�Ò� �ï�»�”�Ñ�£� �µ�›�³�ß�¿�Ä�¼�¢�ï�‡�h
�x�I�ˆ�`�‡�b�{

• VLAN 	Í�‡�h�x���w�ç�”�»�w  sc0 �U VLAN �w� �ï�»�”�Ñ�£� �µ / �±�Ò� �ï�»�”�Ñ�£� �µ�e�L
�³�ß�”�³�º�t�K�”	Ô�ù�›	†�M�o�z VLAN �w�7�™�w�Ù�”�Ä�U���­�b�”�q�V�z�f�w  VLAN 	Í�w�b�‚
�o�w�è� �à  3 � �ï�»�”�Ñ�£� �µ / �±�Ò� �ï�»�”�Ñ�£� �µ�U�³�ß�¿�Ä�¼�¢�ï�`�‡�b�¢ auto state �U
�î�æ�^�•�‡�b�£ �{

• VLAN �w�7	s�w�Ù�”�Ä�U�6�I�ˆ�b�”�q�V�z �f�w  VLAN 	Í�w�³�ß�¿�Ä�¼�¢�ï�`�o�M�h�b�‚�o�w�è
� �à  3 � �ï�»�”�Ñ�£� �µ�U�I�ˆ�`�‡�b�{
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Catalyst 6500 �³�æ�”�¶  �µ� �¿�½�x�z MSM �•  MSFC �w
ƒ���›�Ý�Ý�‡�h�x
M�š�`�o�M�‡�d�œ �¢�Ž
æ�ç�”
�»�w
ƒ���›�Ý�Ý�‡�h�x
M�š�`�o�M�s�M�w�q�‰�a�p�b�£ �{MSM �•  MSFC �U
Y�`�X
ƒ���^�•�o�M�s�Z�•
�y�z auto state �x  MSM �•  MSFC 	Í�p�x�ˆ�^�`�‡�d�œ�{�h�q�Q�y�z�Í�w  MSM �Ä�å�ï�«  �¯�ï�Ñ�Ÿ�ª�á
�è�”�³�ã�ï�t�m�M�o�ß�Q�”�q�`�‡�b�{

interface GigabitEthernet0/0/0.200
    encap isl 200
    .
    .

�\�w�«�p�x�z �Í�w�M�c�•�T�w
ƒ���¤�å�”�U�K�”�q�z GigabitEthernet0/0/0.200 � �ï�»�”�Ñ�£� �µ�x  atuto
state �›�î�æ�`�‡�d�œ�{

• �µ� �¿�½	Í�p  VLAN 200 �U
ƒ���^�•�o�M�s�M�{

• �0� �b�”�ª�¨�Ï�¿�Ä  � �”�±�É�¿�Ä  �µ� �¿�½  �Ù�”�Ä�p�Ä�å�ï�©�ï�¬�U
ƒ���^�•�o�M�s�M�{

• �Ä�å�ï�©�ï�¬�x
ƒ���^�•�o�M�”�U�z�f�w�Ä�å�ï�«	Í�p  VLAN 200 �U�•�D�^�•�o�M�s�M�{

auto state 	†�Ž�Þ�”�Å

auto state 	†�Ž�Þ�”�Å�›�–�;�`�o�z auto state �T�’	†�Ž�b�”�Ù�”�Ä�›�¦���p�V�‡�b�{ �è	×  auto state �Þ�”
�Å�p�x�z	—�s�X�q�‹  VLAN 	Í�w�Ù�”�Ä�U  1 �m�p�‹�ž�¿�Ó�`�o�M�•�y�è� �à  3 � �ï�»�”�Ñ�£� �µ�x
�ž�¿�Ó�`�h�‡�‡�t�s�“�‡�b�{ VLAN 	Í�w�Ù�”�Ä�t�é�”�Å  �Ì�å�ï�±�•�Ñ�•� �ž�¢�¥�”�ç  �±�”�Ì�s�r
�w�ž�Ó�å� �ž�ï�µ�U
€���^�•�o�M�”	Ô�ù�z �\�•�’�w�Ù�”�Ä�›  auto state �;�ó�T�’	†�Ž�b�”�‘�O�t
ƒ��
�`�o�z�\�•�’�w�Ù�”�Ä�U
‡�ž�«�Â�Ÿ�Ò�w	Ô�ù�p�‹�8
ù  Switch Virtual Interface�¢ SVI; �µ� �¿�½�>
Ý� 
�ï�»�”�Ñ�£� �µ�£�U�¼�¢�ï�`�s�M�‘�O�t�p�V�‡�b�{

auto state 	†�Ž�Þ�”�Å�x�z�Ù�”�Ä�U���b�”�b�‚�o�w  VLAN �t�è�¹�`�z� �”�±�É�¿�Ä�z�Ñ�•�µ�Ä  � �”
�±�É�¿�Ä�z�S�‘�|�ª�¨�Ï�¿�Ä  � �”�±�É�¿�Ä  �Ù�”�Ä�p�w�ˆ�±�Ù�”�Ä�^�•�‡�b�{

�¢�«�£ auto state 	†�Ž�Þ�”�Å�q  auto state �Ä�å�¿�«  �Þ�”�Å�›�‰�a�Ù�”�Ä�t
ƒ���p�V�‡�d�œ�{

auto state �å
{�Þ�”�Å

MSFC �•�w	��A�s  VLAN �‡�h�x�Ù�”�Ä
€���›�å
{�b�”�w�t  auto state �å
{�Þ�”�Å�›�–�;�p�V�‡�b�{
auto state �å
{�Þ�”�Å�›
ƒ���b�”	Ô�ù�z �å
{�^�•�o�M�”
€���U  VLAN �p�ž�¿�Ó�w�‡�‡�p�K�•�y  SVI �x
�ž�¿�Ó�w�‡�‡�t�s�“�‡�b�{�å
{�Þ�”�Å�p�x�z�¬�é�”�Ì�ç�t�å
{�^�•�”  VLAN �¬�ç�”�Ó�›���[�b�”
ž
�A�U�K�“�‡�b�{�\�w�¬�ç�”�Ó�w  VLAN �x�z�å
{�b�”�Ý�ï�Ì�”  �Ù�”�Ä�›���[�`�o�M�”�T�r�O�T�t�T
�T�˜�’�c  MSFC auto state �t�‘�l�o�å
{�^�•�‡�b�{

auto state �U�å
{�b�”  VLAN �q�Ù�”�Ä�›
ƒ���b�”�M�t�z	—�s�X�q�‹  VLAN 	Í�w� �”�±�É�¿�Ä  �Ù�”�Ä
�w 1 �m�U Spanning-Tree Protocol�¢ STP; �µ�Í�Ç�ï�¬�À�æ�”  �Ó�é�Ä�¯�ç�£�Ñ�¥�ë�”�Ã�Ÿ�ï�¬  �µ�Â�”�Ä
�t� �æ�b�”�‡�p�z�å
{�^�•�”  SVI �x�¼�¢�ï�w�‡�‡�t�s�“�‡�b�{�o�t�t�Q�y�z	—�s�X�q�‹  1 �m�w� �”
�±�É�¿�Ä  �Ù�”�Ä�U  STP �Ñ�¥�ë�”�Ã�Ÿ�ï�¬  �µ�Â�”�Ä�w�‡�‡�p�K�•�y�å
{�^�•�”  SVI �x�ž�¿�Ó�`�h�‡
�‡�t�s�“�‡�b�{

auto state �å
{�Þ�”�Å�x�z� �”�±�É�¿�Ä�z�Ñ�•�µ�Ä  � �”�±�É�¿�Ä�z�S�‘�|�ª�¨�Ï�¿�Ä  � �”�±�É�¿�Ä
�Ù�”�Ä�p�w�ˆ�±�Ù�”�Ä�^�•�‡�b�{

�¢�«�£ auto state 	†�Ž�Þ�”�Å�q  auto state �Ä�å�¿�«  �Þ�”�Å�›�‰�a�Ù�”�Ä�t
ƒ���p�V�‡�d�œ�{
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auto state 	†�Ž�Þ�”�Å�w
ƒ��

auto state 	†�Ž�Þ�”�Å�›
ƒ���b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�w�M�c�•�T�›�æ�M�‡�b�{

�Í�t�z MSFC auto state �T�’�Ù�”�Ä�›	†�Ž�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set msfcautostate exclude 3/1
Port 3/1 configured as excluded port
Console> (enable)

�Í�t�z auto state 
ƒ���›	«�ˆ�b�”�«�›�Ô�`�‡�b�{

Console> (enable) clear msfcautostate 3/1
MSFC autostate config cleared on excluded port 3/1
Console> (enable)

auto state �å
{�Þ�”�Å�w
ƒ��

auto state �å
{�Þ�”�Å�›
ƒ���b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�w�M�c�•�T�›�æ�M�‡�b�{

�Í�t�z VLAN 20�z 21�z 22�z 28 �›�å
{�b�”�‘�O�t  auto state �›
ƒ���b�”�«�›�Ô�`�‡�b�{

Console> (enable) set msfcautostate track enable 20-22,28
Vlans 20-22,28 added to MSFC autostate track vlan group
Console> (enable)

�Í�t�z�Þ�´�á�”�ç  3 �w�Ù�”�Ä  1 �™ 5 �›�å
{�b�”�‘�O�t  auto state �›
ƒ���b�”�«�›�Ô�`�‡�b�{

Console> (enable) set msfcautostate track 3/1-5
Port 3/1-5 configured as tracked port
Console> (enable)

auto state 
ƒ���w
¯�Ô

MSM �t�0�b�”�å� �ï  �Ó�é�Ä�¯�ç  �µ�Â�”�Ä�w�q�O�w
Q���›
¯�Ô�b�”�t�x�z �â�”�²  �Þ�”�Å�p�Í�w�^�À
�›�æ�M�‡�b�{

�^�À �¯�Ú�ï�Å

auto state 	†�Ž�Þ�”�Å�›
ƒ���`�‡�b�{ set msfcautostate exclude mod/port

auto state 
ƒ���›	«�ˆ�`�‡�b�{ clear msfcautostate { all | mod/port}

�^�À �¯�Ú�ï�Å

�¦���`�h  VLAN �›�å
{�b�”�‘�O�t  auto state �›

ƒ���`�‡�b�{

set msfcautostate track [disable | enable vlan_list]

�¦���`�h�Ù�”�Ä�›�å
{�b�”�‘�O�t  auto state �›
ƒ
���`�‡�b�{

set msfcautostate track mod/port_list

auto state �å
{�Þ�”�Å
ƒ���›	«�ˆ�`�‡�b�{ clear msfcautostate all | mod/port

�^�À �¯�Ú�ï�Å

MSM �t�0�b�”�å� �ï  �Ó�é�Ä�¯�ç  �µ�Â�”�Ä�w�q
�O�w
Q���›
¯�Ô�`�‡�b�{

show msmautostate mod 
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�Í�t�z MSM �t�0�b�”�å� �ï  �Ó�é�Ä�¯�ç  �µ�Â�”�Ä�w�q�O�w
Q���›
¯�Ô�b�”�«�›�Ô�`�‡�b�{

Console> show msmautostate
MSM Auto port state: enabled
Console>

MSFC �t�0�b�”�å� �ï  �Ó�é�Ä�¯�ç  �µ�Â�”�Ä�w
Q���›
¯�Ô�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À
�›�æ�M�‡�b�{

�Í�t�z MSFC �t�0�b�”�å� �ï  �Ó�é�Ä�¯�ç  �µ�Â�”�Ä�w
Q���›
¯�Ô�b�”�«�›�Ô�`�‡�b�{

Console> (enable) show msfcautostate
MSFC Auto port state: enabled
Excluded ports:
Tracked ports: 3/1-5
Tracked vlans: 20-22,28
Console> (enable)

�r�w  MSM � �ï�»�”�Ñ�£� �µ�p�q�O  auto state �U�î�æ�^�•�o�M�”�T�Ð�‚�”�t�x�z MSM �Ó�é�ï�Ó�Ä�T
�’� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z�r�w  MSM � �ï�»�”�Ñ�£� �µ�p�q�O  auto state �U�î�æ�^�•�o�M�”�T�¢ auto state �t�‘�l�o�³�ß�¿
�Ä�¼�¢�ï�‡�h�x�I�ˆ�^�•�o�M�”�T�£�Ð�‚�”�«�›�Ô�`�‡�b�{

Router# show autostate entries
Port-channel1.5
Port-channel1.6
Port-channel1.4
Router#

auto state �w�Ã�Ÿ�·�”�Ò�ç�=

MSM �U� �ï�µ�Ä�”�ç�A�ˆ�w	Ô�ù�t  auto state �›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z � �É�”�Ò�ç  �Þ�”�Å�p�Í�w
�^�À�›�æ�M�‡�b�{

auto state �x�Ã�Ñ�¥�ç�Ä�p� �É�”�Ò�ç�t
ƒ���^�•�o�M�‡�b�{�Í�t�z MSM �U� �ï�µ�Ä�”�ç�A�ˆ�w	Ô�ù
�t  auto state �›�Ã�Ÿ�·�”�Ò�ç�t�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set msmautostate disable
MSM port auto state disabled.
Console> (enable)

�^�À �¯�Ú�ï�Å

MSFC �t�0�b�”�å� �ï  �Ó�é�Ä�¯�ç  �µ�Â�”�Ä�w

Q���›
¯�Ô�`�‡�b�{

show msfcautostate

�^�À �¯�Ú�ï�Å

�r�w  MSM � �ï�»�”�Ñ�£� �µ�p�q�O  auto state �U
�î�æ�^�•�o�M�”�T�›�Ð�‚�‡�b�{

show autostate entries

�^�À �¯�Ú�ï�Å

MSM �U� �ï�µ�Ä�”�ç�A�ˆ�w	Ô�ù�t  auto state �›
�Ã�Ÿ�·�”�Ò�ç�t�`�‡�b�{

set msmautostate disable
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ƒ��
MSFC 	Í�p�w  VLAN ���ç�”�Â�Ÿ�ï�¬�w
ƒ��
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MSFC �w�å� �ï  �Ó�é�Ä�¯�ç  �µ�Â�”�Ä�w
Q���›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w
�^�À�›�æ�M�‡�b�{

�¢�«�£ msfcautostate �¯�Ú�ï�Å�›
~�“�8�Q�”�¢� �É�”�Ò�ç�T�’�Ã�Ÿ�·�”�Ò�ç�t�z�S�‘�| / �‡�h�x�Ã�Ÿ�·�”�Ò
�ç�T�’� �É�”�Ò�ç�t�b�”�£	Ô�ù�x�z shutdown �S�‘�|  no shutdown �¯�Ú�ï�Å�›�–�;�`�o�z MSFC 	Í
�w VLAN �S�‘�|  WAN � �ï�»�”�Ñ�£� �µ�›�Ã�Ÿ�·�”�Ò�ç�t�`�o�T�’�6�I�ˆ�b�”
ž�A�U�K�“�‡�b�{ 
Y
�p�s�g���U�s�M�T�W�“�z MSFC �w auto state �;�ó�›�Ã�Ÿ�·�”�Ò�ç�t�`�s�M�p�X�i�^�M�{

�Í�t�z MSFC �w�å� �ï  �Ó�é�Ä�¯�ç  �µ�Â�”�Ä�w
Q���›�Ã�Ÿ�·�”�Ò�ç�t�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set msfcautostate disable

MSM port auto state disabled.
Console> (enable)

�^�À �¯�Ú�ï�Å

MSFC �w�å� �ï  �Ó�é�Ä�¯�ç  �µ�Â�”�Ä�w
Q���›
�Ã�Ÿ�·�”�Ò�ç�t�`�‡�b�{

set msfcautostate disable
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CEF for PFC2 �S�‘�|  CEF for PFC3A
�w
ƒ��

�\�w	·�p�x�z Catalyst 6500 �³�æ�”�¶  �µ� �¿�½�t  Cisco Express Forwarding�¢ CEF�£ for Policy Feature
Card 2�¢ PFC2; �Ù�æ�³�”  �Ñ�Ÿ�”�½�ß  �§�”�Å  2�£�S�‘�|  CEF for PFC3 �›
ƒ���b�”	�	q�t�m�M�o
†�Ì�`
�‡�b�{

CEF for PFC2 �x�z Supervisor Engine 2�z PFC2�z�S�‘�|  Multilayer Switch Feature Card 2�¢ MSFC2; �Ú�ç
�½�è� �à  �µ� �¿�½  �Ñ�Ÿ�”�½�ß  �§�”�Å  2�£�t�z IP �S�‘�|  Internetwork Packet Exchange�¢ IPX�£�â�Ç�©�ß
�µ�Ä  �è� �à  3 �µ� �¿�½�ï�¬�z�S�‘�|  IP �Ú�ç�½�©�ß�µ�Ä  �è� �à  3 �µ� �¿�½�ï�¬�;�ó�›���™�`�‡�b�{

CEF for PFC3A �x�z Supervisor Engine 720�z PFC3A�z�S�‘�|  Multilayer Switch Feature Card 3�¢ MSFC3;
�Ú�ç�½�è� �à  �µ� �¿�½  �Ñ�Ÿ�”�½�ß  �§�”�Å  3�£�t�z IP �â�Ç�©�ß�µ�Ä  �è� �à  3 �µ� �¿�½�ï�¬�S�‘�|  IP
�Ú�ç�½�©�ß�µ�Ä  �è� �à  3 �µ� �¿�½�ï�¬�;�ó�›���™�`�‡�b�{

�¢�«�£ Supervisor Engine 720�¢ MSFC3�£�p�x�z IPX �ç�”�Â�Ÿ�ï�¬�x�¹�Ñ�Ä�¢�£�ž�›�è�a�o�î�æ�^�•�‡�b�{

�¢�«�£ �\�w	·�p�–�;�`�o�M�”�µ�”�Í�Ì� �²  �¤�ï�´�ï  �¯�Ú�ï�Å�w�Ï���S�‘�|�–�;�M�O�w	Ä�I�t�m�M�o�x�z
�° Catalyst 6500 Series Switch Command Reference�±�›�€	°�`�o�X�i�^�M�{

�\�w	·�p
†�Ì�b�”�º�0�x�z�Í�w�q�S�“�p�b�{

• �è� �à  3 �µ� �¿�½�ï�¬�w�;�ó�“�A�¢ p.13-2�£

• CEF for PFC2/PFC3A �w�Ã�Ñ�¥�ç�Ä
ƒ���¢ p.13-13�£

• CEF for PFC2/PFC3A 
ƒ���Ì�w�«�™�Ä�ò�q
M�v�Ä�ò�¢ p.13-13�£

• �µ� �¿�½	Í�p�w  CEF for PFC2/PFC3A �w
ƒ���¢ p.13-15�£

• �µ� �¿�½	Í�p�w  NetFlow �w�-	Ø�C�w
ƒ���¢ p.13-27�£

• �µ� �¿�½	Í�p�w  MLS IP-directed �Ò�é�”�Å�©�ß�µ�Ä�w
ƒ���¢ p.13-36�£

�¢�«�£ PFC1 �S�‘�|  MSFC �‡�h�x  MSFC2 �›
÷
‹�`�h  Supervisor Engine 1 �x�z Multilayer Switching�¢ MLS; �Ú
�ç�½�è� �à  �µ� �¿�½�ï�¬�£�;�ó
Ç�V�w�è� �à  3 �µ� �¿�½�ï�¬�›�æ�M�‡�b�{	Ä�I�t�m�M�o�x�z �H 14
	·�® MLS �w
ƒ���¯ �›�€	°�`�o�X�i�^�M�{
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�¢�«�£ Catalyst 5000 �Ñ�•�Û�æ�”  �µ� �¿�½�p  MLS �›�±�Ù�”�Ä�b�”�‘�O�t  MSFC2 �›
ƒ���b�”�t�x�z �Í�w  URL
�t�K�”�° Layer 3 Switching Software Configuration Guide�±�›�€	°�`�o�X�i�^�M�{
http://www.cisco.com/univercd/cc/td/doc/product/lan/cat5000/rel_5_2/layer3/index.htm.

�è� �à  3 �µ� �¿�½�ï�¬�w�;�ó�“�A
�\�\�p�x�z PFC2 �t�‘�”�è� �à  3 �µ� �¿�½�ï�¬�t�m�M�o
†�Ì�`�‡�b�{

• �è� �à  3 �µ� �¿�½�ï�¬�w�“�A�¢ p.13-2�£

• �è� �à  3 �µ� �¿�½�Å  �Í�­�¿�Ä�w	{�V�õ�Q�¢ p.13-3�£

• CEF for PFC2/PFC3A �w�“�A�¢ p.13-5�£

• NetFlow �w�-	Ø�C�w�“�A�¢ p.13-11�£

�è� �à  3 �µ� �¿�½�ï�¬�w�“�A

�¢�«�£ Supervisor Engine 720�¢ MSFC3�£�p�x�z IPX �ç�”�Â�Ÿ�ï�¬�x�¹�Ñ�Ä�¢�£�ž�›�è�a�o�î�æ�^�•�‡�b�{

�è� �à  3 �µ� �¿�½�ï�¬�t�‘�“�z�ç�”�»�p�x�s�X�µ� �¿�½�U�z VLAN �¢�>
Ý  LAN�£���p  IP/IPX �â�Ç
�©�ß�µ�Ä  �Ä�å�Ñ�Ÿ�¿�«�S�‘�|  IP �Ú�ç�½�©�ß�µ�Ä  �Ä�å�Ñ�Ÿ�¿�«�›�8
ù�p�V�‡�b�{�è� �à  3 �µ� �¿�½
�ï�¬�x�Ë�”�Å�¢�£�ž�t�î
÷�^�•�z MSFC2/MSFC3 �p�x�s�X�µ� �¿�½	Í�p�z�ë� �à���S�t�‘�”  VLAN
���8
ù�›�æ�M�‡�b�{�è� �à  3 �µ� �¿�½�ï�¬�›�î�æ�b�”�t�x�z MSFC2/MSFC3 �T�’�w�7�ÿ�v�w�±�Ù�”
�Ä�U
ž�A�p�b�{�è� �à  3 �µ� �¿�½�ï�¬�U
Æ�D�ó�s�Ä�å�Ñ�Ÿ�¿�«�x�z MSFC2/MSFC3 �U�ç�”�Â�Ÿ�ï�¬
�`�‡�b�{

�¢�«�£ �è� �à  3 �µ� �¿�½�ï�¬�x�z MSFC2/MSFC3 	Í�t
ƒ���^�•�o�M�”�ç�”�Â�Ÿ�ï�¬  �Ó�é�Ä�¯�ç�›�±�Ù�”�Ä
�`�o�M�‡�b�{�è� �à  3 �µ� �¿�½�ï�¬�x�z MSFC2/MSFC3 	Í�t
ƒ���^�•�o�M�”�ç�”�Â�Ÿ�ï�¬  �Ó�é�Ä�¯
�ç�t�E�˜�”�‹�w�p�x�K�“�‡�d�œ�{�è� �à  3 �µ� �¿�½�ï�¬�x�z Protocol Independent Multicast�¢ PIM�£�›
�–�;�`�o�Ú�ç�½�©�ß�µ�Ä  �ç�”�Ä�w�>���›�æ�M�‡�b�{

Catalyst 6500 �³�æ�”�¶  �µ� �¿�½	Í�w�è� �à  3 �µ� �¿�½�ï�¬�x�z�Ñ�é�”�w�-	Ø�C�›���™�`�‡�b�{�\�w
	Ø�C�›�b�;�`�o�Ä�å�Ñ�Ÿ�¿�«�›
Q�›�Ý���`�z���g�z�Ó�å�ï�Ç�ï�¬�z�S�‘�|�Ä�å�Ò�ç�³�á�”�Â�Ÿ�ï�¬
�t�þ�q�o�”�\�q�U�p�V�‡�b�{�è� �à  3 �µ� �¿�½�ï�¬�p�x�z NetFlow Data Export�¢ NDE; NetFlow �Ã�”
�»  �¤�«�µ�Ù�”�Ä�£�›�–�;�`�o�Ñ�é�”�w�-	Ø�C�›�¤�«�µ�Ù�”�Ä�`�‡�b�{ NDE �w	Ä�I�t�m�M�o�x�z �H
16 	·�® NDE �w
ƒ���¯  �›�€	°�`�o�X�i�^�M�{

�¢�«�£ �Ä�å�Ñ�Ÿ�¿�«�U�è� �à  3 �µ� �¿�½�ï�¬�^�•�”�w�x�z VLAN Access Control List�¢ VACL�£�;�ó�S�‘�|
Quality of Service�¢ QoS; �±�”�Ï�µ
¼�í�£�;�ó�t�‘�l�o	r�g�^�•�h�K�q�p�b�{
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�è� �à  3 �µ� �¿�½�Å  �Í�­�¿�Ä�w	{�V�õ�Q

�¢�«�£ Supervisor Engine 720�¢ MSFC3�£�p�x�z IPX �ç�”�Â�Ÿ�ï�¬�x�¹�Ñ�Ä�¢�£�ž�›�è�a�o�î�æ�^�•�‡�b�{

VLAN 	Í�w
ù	ô�i�T�’���w  VLAN 	Í�w�|
Œ�•�Í�­�¿�Ä�›�è� �à  3 �µ� �¿�½�ï�¬�b�”�q�V�z �µ� �¿�½
�x  MSFC2/MSFC3 �T�’�¶	6�`�h	Ø�C�t�,�n�M�o�z	Z�—�Ù�”�Ä�p�Í�­�¿�Ä�w	{�V�õ�Q�›�æ�M�‡�b�{�\
�w	{�V�õ�Q�t�‘�“�z�Í�­�¿�Ä�x  MSFC2/MSFC3 �t�‘�l�o�ç�”�Â�Ÿ�ï�¬�^�•�h�T�w�‘�O�t�_�Q�‡�b�{

�¢�«�£ PFC2 �‡�h�x  PFC3A �x�z IP �Ú�ç�½�©�ß�µ�Ä  �Í�­�¿�Ä�›�8
ù�b�”�i�Z�p�s�X�z
ž�A�t� �a�o�&
~�s
VLAN 	Í�p�Í�­�¿�Ä�›
ó
a�`�‡�b�{

�Í�­�¿�Ä�w	{�V�õ�Q�t�‘�l�o�!�Ë�^�•�”�Ñ�Ÿ�”�ç�Å�x�z�Í�w  5 �m�p�b�{

• �è� �à  2�¢ MAC�¦�Ý�Ã�Ÿ�ž  �ž�«�·�µ
M�š�§ �£�|
Œ�ž�Å�è�µ

• �è� �à  2�¢ MAC�£
ù	ô�i�ž�Å�è�µ

• �è� �à  3 IP Time to Live�¢ TTL�£�‡�h�x  IPX �Ä�å�ï�µ�Ù�”�Ä  �¯�ï�Ä�é�”�ç

• �è� �à  3 �½�£�¿�«�±�Ü

• �è� �à  2�¢ MAC�£�½�£�¿�«�±�Ü�¢���Ê  FCS�¦�Ñ�è�”�Ü  �½�£�¿�«�±�Ü�§ �£

�¢�«�£ �Í�­�¿�Ä�x�z�Í�t�×�¿�Ó�b�”�±�Ò�É�¿�Ä�t�&�`�h�§�Ó�·�ç�=�›�–�;�`�o	{�V�õ�Q�’�•�‡�b�{


ù	ô�i  A �q�|
Œ  B �U�Ÿ�s�”  VLAN �t	t���`�z
ù	ô�i  A �U MSFC2/MSFC3 �t�Í�­�¿�Ä�›
ù	ô�`�o�|

Œ B �•�ç�”�Â�Ÿ�ï�¬�^�d�”	Ô�ù�z�µ� �¿�½�x�f�w�Í�­�¿�Ä�U  MSFC2/MSFC3 �w�è� �à  2�¢ MAC�£�ž
�Å�è�µ�t
ù	ô�^�•�h�\�q�›�Ý�Ý�`�‡�b�{

�è� �à  3 �µ� �¿�½�ï�¬�›�î�æ�b�”�h�Š�z�µ� �¿�½�x�è� �à  2 �Ñ�è�”�Ü  �Ô�¿�¼�”�›	{�V�õ�Q�z�è� �à
2 �|
Œ�ž�Å�è�µ�›�|
Œ  B �w�è� �à  2 �ž�Å�è�µ�t�!�Ë�`�z�è� �à  2 
ù	ô�i�ž�Å�è�µ�›  MSFC2/MSFC3
�w�è� �à  2 �ž�Å�è�µ�t�!�Ë�`�‡�b�{�è� �à  3 �ž�Å�è�µ�x�!�Ë�`�‡�d�œ�{

IP �â�Ç�©�ß�µ�Ä�S�‘�|  IP �Ú�ç�½�©�ß�µ�Ä  �Ä�å�Ñ�Ÿ�¿�«�w	Ô�ù�z�µ� �¿�½�x�è� �à  3 TTL �‹�›  1 �i
�Z�n�’�`�z�è� �à  3 �Í�­�¿�Ä  �½�£�¿�«�±�Ü�›�6�-�‰�`�‡�b�{ IPX �Ä�å�Ñ�Ÿ�¿�«�w	Ô�ù�z�µ� �¿�½�x
�è� �à  3 �Ä�å�ï�µ�Ù�”�Ä  �¯�ï�Ä�é�”�ç�‹�›  1 �i�Z
ÿ�•�`�z�è� �à  3 �Í�­�¿�Ä  �½�£�¿�«�±�Ü�›�6�-
�‰�`�‡�b�{ �µ� �¿�½�x�è� �à  2 �Ñ�è�”�Ü  �½�£�¿�«�±�Ü�›�6�-�‰�`�z 	{�V�õ�Q�h�Í�­�¿�Ä�›�|
Œ  B �w
VLAN �t�8
ù�`�‡�b�¢�‡�h�x�z�Ú�ç�½�©�ß�µ�Ä  �Í�­�¿�Ä�w	Ô�ù�z
ž�A�t� �a�o
ó
a�`�‡�b�£ �{

�\�\�p�x�z�Í�­�¿�Ä�›	{�V�õ�Q�”	�	q�t�m�M�o
†�Ì�`�‡�b�{

• IP �â�Ç�©�ß�µ�Ä�w	{�V�õ�Q�¢ p.13-4�£

• IPX �â�Ç�©�ß�µ�Ä�w	{�V�õ�Q�¢ p.13-4�£

• IP �Ú�ç�½�©�ß�µ�Ä�w	{�V�õ�Q�¢ p.13-5�£
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IP �â�Ç�©�ß�µ�Ä�w	{�V�õ�Q

	!	ô  IP �â�Ç�©�ß�µ�Ä  �Í�­�¿�Ä�w�Ñ�¥�”�Ú�¿�Ä�x�z �¢�“�æ�$�t�x�£�Í�w�q�S�“�p�b�{

�µ� �¿�½�U  IP �â�Ç�©�ß�µ�Ä  �Í�­�¿�Ä�w	{�V�õ�Q�›�æ�l�h�K�q�w�Ñ�¥�”�Ú�¿�Ä�x�z �¢�“�æ�$�t�x�£�Í
�w�q�S�“�p�b�{

IPX �â�Ç�©�ß�µ�Ä�w	{�V�õ�Q

	!	ô  IPX �Í�­�¿�Ä�w�Ñ�¥�”�Ú�¿�Ä�x�z �¢�“�æ�$�t�x�£�Í�w�q�S�“�p�b�{

�µ� �¿�½�U  IPX �Í�­�¿�Ä�w	{�V�õ�Q�›�æ�l�h�K�q�w�Ñ�¥�”�Ú�¿�Ä�x�z �¢�“�æ�$�t�x�£�Í�w�q�S�“�p
�b�{

�è� �à  2 �Ñ�è�”�Ü  �Ô�¿�¼�” �è� �à  3 IP �Ô�¿�¼�” �Ã�”�» FCS

�|
Œ 
ù	ô�i �|
Œ 
ù	ô�i TTL �½�£�¿�«�±�Ü

MSFC2/MSFC3 
MAC

Source A MAC Destination B IP Source A IP n calculation1

�è� �à  2 �Ñ�è�”�Ü  �Ô�¿�¼�” �è� �à  3 IP �Ô�¿�¼�” �Ã�”�» FCS

�|
Œ 
ù	ô�i �|
Œ 
ù	ô�i TTL �½�£�¿�«�±�Ü

Destination B MAC MSFC2/MSFC3 
MAC

Destination B IP Source A IP n–1 calculation2

�è� �à  2 �Ñ�è�”�Ü  �Ô�¿�¼�” �è� �à  3 IPX �Ô�¿�¼�” �Ã�”�» FCS

�|
Œ 
ù	ô�i �½�£�¿�«�±�Ü /
IPX �w�Õ�^ /
�Ä�å�ï�µ�Ù�”�Ä
�¯�ï�Ä�é�”�ç  

�|
Œ�É�¿�Ä�ë�”�« /
�Ê�”�Å /
�¹�­�¿�Ä


ù	ô�i�É�¿�Ä�ë�”�« /
�Ê�”�Å /
�¹�­�¿�Ä

MSFC2 MAC Source A MAC n Destination B IPX Source A IPX 

�è� �à  2 �Ñ�è�”�Ü  �Ô�¿�¼�” �è� �à  3 IPX �Ô�¿�¼�” �Ã�”�» FCS

�|
Œ 
ù	ô�i �½�£�¿�«�±�Ü /
IPX �w�Õ�^ /
�Ä�å�ï�µ�Ù�”�Ä  
�¯�ï�Ä�é�”�ç  

�|
Œ�É�¿�Ä�ë�”�« /
�Ê�”�Å /
�¹�­�¿�Ä


ù	ô�i�É�¿�Ä�ë�”�« /
�Ê�”�Å /
�¹�­�¿�Ä

Destination B
MAC

MSFC2 MAC n+1 Destination B IPX Source A IPX 
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IP �Ú�ç�½�©�ß�µ�Ä�w	{�V�õ�Q

	!	ô  IP �Ú�ç�½�©�ß�µ�Ä  �Í�­�¿�Ä�w�Ñ�¥�”�Ú�¿�Ä�x�z �¢�“�æ�$�t�x�£�Í�w�q�S�“�p�b�{

�µ� �¿�½�U  IP �Ú�ç�½�©�ß�µ�Ä  �Í�­�¿�Ä�w	{�V�õ�Q�›�æ�l�h�K�q�w�Ñ�¥�”�Ú�¿�Ä�x�z �¢�“�æ�$�t�x�£
�Í�w�q�S�“�p�b�{

 

CEF for PFC2/PFC3A �w�“�A

�¢�«�£ Supervisor Engine 720�¢ MSFC3�£�p�x�z IPX �ç�”�Â�Ÿ�ï�¬�x�¹�Ñ�Ä�¢�£�ž�›�è�a�o�î�æ�^�•�‡�b�{

�\�\�p�x�z CEF for PFC2/PFC3A �t�m�M�o
†�Ì�`�‡�b�{

• CEF for PFC2/PFC3A �w�“�A�¢ p.13-5�£

• �8
ù�w�>���¢ p.13-6�£

• FIB�¢ p.13-6�£

• �¡
€�Â�”�Ò�ç�¢ p.13-8�£

• �Ú�ç�½�©�ß�µ�Ä  �Ñ�é�”�w
æ
ü�$�µ� �¿�½�ï�¬�S�‘�|�ì
¶�µ� �¿�½�ï�¬�¢ p.13-9�£

• CEF for PFC2/PFC3A �w�«�¢ p.13-10�£

CEF for PFC2/PFC3A �w�“�A

Supervisor Engine 2�z PFC2�z�S�‘�|  MSFC2 �x�z CEF for PFC2 �t�‘�l�o�è� �à  3 �µ� �¿�½�ï�¬�›�æ�M
�‡�b�{ CEF for PFC2 �x�z Supervisor Engine 2 �p�x�ì���$�t� �É�”�Ò�ç�t�s�l�o�M�‡�b�{ MSFC2 �p�x�z
CEF for PFC2 �w�±�Ù�”�Ä�w�h�Š�t  Cisco IOS CEF �U�ì���$�t� �É�”�Ò�ç�t�s�l�o�M�‡�b�{

Supervisor Engine 720�z PFC3A�z�S�‘�|  MSFC3 �x�z CEF for PFC3A �t�‘�l�o�è� �à  3 �µ� �¿�½�ï�¬
�›�æ�M�‡�b�{ CEF for PFC3A �x�z Supervisor Engine 720 �p�x�ì���$�t� �É�”�Ò�ç�t�s�l�o�M�‡�b�{
MSFC3 �p�x�z CEF for PFC3A �w�±�Ù�”�Ä�w�h�Š�t  Cisco IOS CEF �U�ì���$�t� �É�”�Ò�ç�t�s�l�o�M
�‡�b�{

CEF for PFC2/PFC3A �x�z MSFC2/MSFC3 	Í�w  CEF�¢�â�Ç�©�ß�µ�Ä  �Ä�å�Ñ�Ÿ�¿�«�;�£�S�‘�|  PIM�¢�Ú
�ç�½�©�ß�µ�Ä  �Ä�å�Ñ�Ÿ�¿�«�;�£�q�È���`�o�z IP�z IP �Ú�ç�½�©�ß�µ�Ä�z�S�‘�|  IPX �Ä�å�Ñ�Ÿ�¿�«�›
�±�Ù�”�Ä�`�‡�b�{ MSFC2/MSFC3 	Í�w  CEF �S�‘�|  PIM �x�z CEF for PFC2/PFC3A �±�Ù�”�Ä�w�h�Š�t
�;�ó�¦�Á�^�•�o�M�‡�b�{ CEF for PFC2/PFC3A �x�è� �à  3 �µ� �¿�½�Å  �Ä�å�Ñ�Ÿ�¿�«�w�Ñ�é�”�w�-	Ø
�C�›
\
R�`�‡�b�{�\�w	Ø�C�x  CLI�¢�¯�Ú�ï�Å�å� �ï  � �ï�»�”�Ñ�£� �µ�£�p
¯�Ô�b�”�\�q�‹�z NDE �t
�–�;�b�”�\�q�‹�p�V�‡�b�{

�è� �à  2 �Ñ�è�”�Ü  �Ô�¿�¼�” �è� �à  3 IP �Ô�¿�¼�” �Ã�”�» FCS

�|
Œ 
ù	ô�i �|
Œ 
ù	ô�i TTL �½�£�¿�«�±�Ü

Group G1 MAC1 

1. 	Í�G�w�«�p�x�z Destination B �x�¬�ç�”�Ó  G1 �w�Ý�ï�Ì�”�p�b�{

Source A MAC Group G1 IP Source A IP n calculation1 

�è� �à  2 �Ñ�è�”�Ü  �Ô�¿�¼�” �è� �à  3 IP �Ô�¿�¼�” �Ã�”�» FCS

�|
Œ 
ù	ô�i �|
Œ 
ù	ô�i TTL �½�£�¿�«�±�Ü

Group G1 MAC MSFC2/MSFC3 
MAC

Group G1 IP Source A IP n–1 calculation2
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CEF for PFC2/PFC3A �x�z �ì
¶�s  Forwarding Information Base�¢ FIB; �8
ù	Ø�C�Õ�”�µ�£ �¤�ï�Ä�æ �¢�®FIB�¯
[p.13-6]  �›�€	°�£�t�°�•�b�”�b�‚�o�w�Í�­�¿�Ä�t�m�M�o�z�è� �à  3 �µ� �¿�½�ï�¬�›�æ�M�‡�b�{ CEF
for PFC2/PFC3A �x�z
Æ�ì
¶�s  FIB �¤�ï�Ä�æ�¢ MAC �ž�Å�è�µ�U�r�>�^�•�o�M�s�M�¤�ï�Ä�æ�£�t�°�•
�b�”�Í�­�¿�Ä�›�z�b�‚�o  MSFC2/MSFC3 �t
ù	ô�`�z MSFC2/MSFC3 �U MAC �ž�Å�è�µ�›�r�>�b�”�‡
�p�ç�”�Â�Ÿ�ï�¬�^�d�‡�b�{

�¢�«�£ CEF for PFC2/PFC3A �x�z�è� �à  2 �p�ž�Å�è�µ�¦���^�•�h�Ò�æ�¿�´  �Ä�å�Ñ�Ÿ�¿�«�›  MSFC2/MSFC3
�t
ù	ô�`�o	r�g�^�d�‡�b�{

�¢�«�£ Access Control List�¢ ACL; �ž�«�·�µ
M�š�æ�µ�Ä�£�S�‘�|  Policy-Based Routing�¢ PBR�£�t�‘�“�z CEF
for PFC2/PFC3A �U�8
ù�w�>���›�æ�O�M�z FIB �U�Á�¹�^�•�”�\�q�U�K�“�‡�b�¢ �®�8
ù�w�>���¯ [p.13-6]
�›�€	°�£ �{

�8
ù�w�>��

CEF for PFC2/PFC3A �x�z�Í�w�Ä�ò�t�,�n�M�o�è� �à  3 �µ� �¿�½�ï�¬�›�æ�M�‡�b�{

• �Ù�æ�³�”  �Õ�”�µ  �ç�”�Â�Ÿ�ï�¬�>���w�h�Š�w  ACL Ternary CAM�¢ TCAM�£�¤�ï�Ä�æ

• TCP �E�æ	!	ô�S�‘�|�6�<  ACL �8
ù�w�>���w�h�Š�w  NetFlow �Â�”�Ò�ç  �¤�ï�Ä�æ�¢ �®NetFlow �w�-
	Ø�C�w�“�A�¯ [p.13-11]  �›�€	°�£

• �f�w���b�‚�o�w�8
ù�>���w�h�Š�w  FIB �S�‘�|�¡
€�Â�”�Ò�ç  �¤�ï�Ä�æ

�8
ù�w�>���t�–�;�^�•�”�¤�ï�Ä�æ�t���b�”	Ø�C�›
¯�Ô�b�”�t�x�z show mls entry �¯�Ú�ï�Å�›�–�;�`
�‡�b�{ CEF for PFC2/PFC3A �x�z�¤�Í�­�¿�Ä�t�m�M�o�8
ù�>���›�æ�M�z�¤�Í�­�¿�Ä�t���b�”	{�V�õ�Q
	Ø�C�›	Z�—�Ù�”�Ä�t
ù	ô�`�‡�b�{�Í�­�¿�Ä�U�µ� �¿�½�T�’
ù	ô�^�•�”�M�z�Ù�”�Ä	Í�p	{�V�õ�Q�U�æ
�˜�•�‡�b�{

FIB

FIB �x�z�x���w  TCAM �t�¨�ò�^�•�‡�b�{�¡
€�Â�”�Ò�ç�x�z DRAM �t�x���t�-���^�•�‡�b�{ NetFlow
�Â�”�Ò�ç�x�z DRAM �t�x���t�-���^�•�‡�b�{ FIB�z�¡
€�Â�”�Ò�ç�z�S�‘�|  NetFlow �Â�”�Ò�ç�x�z�¨
�ò�µ�Ö�”�µ�›�Š�Y�l�o���w�;�ó�q�•�ù�b�”�\�q�x�K�“�‡�d�œ�{

FIB �x�z �“�æ�$�t�x�ç�”�Â�Ÿ�ï�¬  �Â�”�Ò�ç�q�¨�Å�`�o�M�‡�b�{ FIB �x�z MSFC2/MSFC3 	Í�w�â�Ç�©�ß
�µ�Ä�S�‘�|�Ú�ç�½�©�ß�µ�Ä  �ç�”�Â�Ÿ�ï�¬  �Â�”�Ò�ç�t���‡�•�o�M�”�8
ù	Ø�C�w�Û�å�”  � �Ý�”�´�›�¡
� Ë � ` � o � M � ‡ � b� {� É � ¿ � Ä � ë � ” � « 	 Í � p � ç � ” � Â � Ÿ � ï � ¬ � ‡ � h � x � Ä � Ù � é � ´ � ” � w � ! � = � U 
 C 
 \ � b � ” � q� z
MSFC2/MSFC3 	Í�w�â�Ç�©�ß�µ�Ä�S�‘�|�Ú�ç�½�©�ß�µ�Ä  �ç�”�Â�Ÿ�ï�¬  �Â�”�Ò�ç�U�Ë	ý�^�•�z�f�w
�!�Ë�U  FIB �t
S�é�^�•�‡�b�{ FIB �x  MSFC2/MSFC3 	Í�w�ç�”�Â�Ÿ�ï�¬  �Â�”�Ò�ç�w	Ø�C�t�,�n�M�o�z
�É�«�µ�Ä�×�¿�Ó  �ž�Å�è�µ	Ø�C�›�¡�Ë�`�‡�b�{ FIB �x  256,000 �w�¤�ï�Ä�æ�›�±�Ù�”�Ä�`�o�M�‡�b�{�\
�•�t�x�z 16,000 �w IP �Ú�ç�½�©�ß�µ�Ä  �¤�ï�Ä�æ�¢ MSFC3 �p�x  128,000 �w IP �Ú�ç�½�©�ß�µ�Ä  �¤�ï�Ä
�æ�£�U���‡�•�‡�b�{ Reverse Path Forwarding�¢ RPF�£�½�£�¿�«�U� �É�”�Ò�ç�w	Ô�ù�z IP �¤�ï�Ä�æ
:�x
2 
��t�s�“�‡�b�¢ Supervisor Engine 720 �p�x�z IP �¤�ï�Ä�æ
:�x�!�˜�“�‡�d�œ�£ �{

FIB �U�g�;�ó�U�–�;�b�”�,	j�x�z�Í�w�q�S�“�p�b�{

• IP �â�Ç�©�ß�µ�Ä�;�w�|
Œ  IP �ž�Å�è�µ

• IPX �â�Ç�©�ß�µ�Ä�;�w�|
Œ  IPX �É�¿�Ä�ë�”�«

• RPF �½�£�¿�«�t�‘�”  IP �â�Ç�©�ß�µ�Ä�;�w
ù	ô�i�S�‘�|�|
Œ  IP �ž�Å�è�µ

• RPF �½�£�¿�«�t�‘�”  IP �Ú�ç�½�©�ß�µ�Ä�;�w
ù	ô�i�S�‘�|�|
Œ  IP �ž�Å�è�µ
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�¢�«�£ FIB �x  MSFC2/MSFC3 	Í�w�â�Ç�©�ß�µ�Ä�S�‘�|�Ú�ç�½�©�ß�µ�Ä  �ç�”�Â�Ÿ�ï�¬  �Â�”�Ò�ç�›�Û�å�”�æ
�ï�¬�`�o�M�”�w�p�z MSFC2/MSFC3 	Í�p�â�Ç�©�ß�µ�Ä�‡�h�x�Ú�ç�½�©�ß�µ�Ä  �ç�”�Â�Ÿ�ï�¬  �Â�”�Ò
�ç�›�!�Ë�b�”�¯�Ú�ï�Å�›�î�æ�b�”�q�z FIB �t�‹�è�¹�U�t�|�‡�b�{ Supervisor Engine 2 �‡�h�x  Supervisor
Engine 720 �w CLI �T�’�8
ù�¤�ï�Ä�æ�›�_	†�b�”�\�q�x�p�V�‡�d�œ�{

	 Ñ � Õ � µ � ” � Í � Ì �   � ² � ¤ � ï � ´ � ï � S � ‘ � | MSFC2/MSFC3� U � e � L � ^ � • � h � µ �   � ¿ � ½ � º � w � Ý �   � ï
MSFC2/MSFC3 �x�z �ž�«�Â�Ÿ�Ò�s  Supervisor Engine 2 �‡�h�x  Supervisor Engine 720 �w FIB �›�±�Ù�”�Ä
�`�o�M�‡�b�{
‡�Ý� �ï  MSFC2/MSFC3 	Í�w�ç�”�Â�Ÿ�ï�¬  �Ó�é�Ä�¯�ç�x�z�Ý� �ï  MSFC2/MSFC3 	Í
�w�ç�”�Â�Ÿ�ï�¬  �Ó�é�Ä�¯�ç�t	Ø�C�›
ù	ô�`�‡�b�{

show mls entry cef �¯�Ú�ï�Å�›�î�æ�b�”�q�z�Í�w	Ø�C�U
¯�Ô�^�•�‡�b�{

• FIB �›�±�Ù�”�Ä�`�o�M�”  MSFC �w�Þ�´�á�”�ç
j�ø

• FIB �¤�ï�Ä�æ�w�»� �Ó�¢ receive�z connected�z resolved�z drop�z wildcard�z�‡�h�x  default�£

• �|
Œ�ž�Å�è�µ�¢ IP �ž�Å�è�µ�‡�h�x  IPX �É�¿�Ä�ë�”�«�£

• �|
Œ�Ú�µ�«

• �É�«�µ�Ä�×�¿�Ó  �ž�Å�è�µ�¢ IP �ž�Å�è�µ�‡�h�x  IPX �É�¿�Ä�ë�”�«�£

• �É�«�µ�Ä�×�¿�Ó  �Ú�µ�«

• �É�«�µ�Ä�×�¿�Ó
Û�Y
ü�„�¢�¤� �Ä

Console> (enable) show mls entry cef
Mod FIB-Type  Destination-IP  Destination-Mask NextHop-IP      Weight
--- --------- --------------- ---------------- --------------- ------
 15 receive   0.0.0.0         255.255.255.255 
 15 receive   255.255.255.255 255.255.255.255 
 15 receive   127.0.0.0       255.255.255.255 
 15 receive   127.0.0.52      255.255.255.255 
 15 receive   127.255.255.255 255.255.255.255 
 15 receive   10.1.1.2        255.255.255.255 
 15 receive   10.1.1.0        255.255.255.255 
 15 receive   10.1.1.255      255.255.255.255 
 15 receive   10.10.1.1       255.255.255.255 
 15 receive   10.10.0.0       255.255.255.255 
.
.
.
Console> (enable)
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�è� �à  3 �µ� �¿�½�ï�¬�w�A�ÿ�›
¯�Ô�b�”�t�x�z show mls �¯�Ú�ï�Å�›�–�;�`�‡�b�{

Console> (enable) show mls
Total packets switched = 35254
Total bytes switched = 2256256
Total routes = 120569
Total number of Netflow entries = 120000 

IP statistics flows aging time = 50 seconds
Long-duration flows aging time = 320 seconds
IP statistics flows fast aging time = 0 seconds, packet threshold = 0

IP Current flow mask is Full-Vlan flow
Netflow Data Export version: 7
Netflow Data Export disabled
Netflow Data Export port/host is not configured.
Total packets exported = 0
Destination Ifindex export is enabled
Source Ifindex export is enabled
Rate limiting is turned off, packets are bridged to router
Load balancing hash is based on source and destination IP addresses and universc
Per-prefix Stats for ALL FIB entries is Enabled
Console> (enable) 

�¡
€�Â�”�Ò�ç

CEF for PFC2/PFC3A �x�z FIB �¤�ï�Ä�æ�]�q�t�z�Ý� �ï  MSFC2/MSFC3 �T�’���™�^�•�”�¡
€�Ê�”�Å�t
���b�”�è� �à  2 	Ø�C�›�¡
€�Â�”�Ò�ç�t�¨�ò�`�‡�b�{�¡
€�Ê�”�Å�q�x�z�è� �à  2 �p�Ú
€
€���^�•�o�M
�”�Ê�”�Å�p�b�{ CEF for PFC2/PFC3A �x�Ä�å�Ñ�Ÿ�¿�«�8
ù�w�h�Š�z FIB �¤�ï�Ä�æ�T�’�¢�¡
€�¤�ï�Ä�æ
�›�Ù� �ï�Ä�b�”�£�ç�”�Ä�›
¬�R�`�z�¡
€�Â�”�Ò�ç  �¤�ï�Ä�æ�t�Ô�^�•�o�M�”�¡
€�Ê�”�Å�w�è� �à  2
�Ô�¿�¼�”�›�–�;�`�o�z �è� �à  3 �µ� �¿�½�ï�¬�Ì�t�Í�­�¿�Ä�›	{�V�õ�Q�‡�b�{ CEF for PFC2 �x  256,000
�x�w�¡
€�Â�”�Ò�ç  �¤�ï�Ä�æ�›�±�Ù�”�Ä�`�o�M�‡�b�{ CEF for PFC3A �x  1,000,000 �x�w�¡
€�Â�”�Ò�ç
�¤�ï�Ä�æ�›�±�Ù�”�Ä�`�o�M�‡�b�{ �w�-	Ø�C�›���™�b�”�w�x�z �¡
€�Â�”�Ò�ç  �¤�ï�Ä�æ�w
R
ü�i�Z�p�b�{


¯ 13-1 �t�z�¡
€�»� �Ó�›�Ô�`�‡�b�{

show mls entry cef adjacency �¯�Ú�ï�Å�›�î�æ�b�”�q�z�Í�w	Ø�C�U
¯�Ô�^�•�‡�b�{

• FIB �w	Ø�C�¢�®FIB�¯ [p.13-6]  �›�€	°�£

• �¡
€�»� �Ó�¢ connect�z drop�z null�z loopbk�z frc drp�z punt�z no r/w�£

• �É�«�µ�Ä�×�¿�Ó  MAC �ž�Å�è�µ

• �É�«�µ�Ä�×�¿�Ó  VLAN

• �É�«�µ�Ä�×�¿�Ó  �§�Ó�·�ç�=

• �0� �b�”  FIB �¤�ï�Ä�æ�T�’�\�w�¡
€�t
ù	ô�^�•�h�Í�­�¿�Ä
:

• �0� �b�”  FIB �¤�ï�Ä�æ�T�’�\�w�¡
€�t
ù	ô�^�•�h�Ì� �Ä
:


¯ 13-1 �¡
€�»� �Ó

�¡
€�»� �Ó 
†�Ì

connect �ì
¶�s	{�V�õ�Q	Ø�C�›���‰�¤�ï�Ä�æ  �»� �Ó

punt MSFC2/MSFC3 �t�Ä�å�Ñ�Ÿ�¿�«�›
ù	ô�b�”�¤�ï�Ä�æ

no r/w 	{�V�õ�Q	Ø�C�U
Æ�ì
¶�s	Ô�ù�t  MSFC2/MSFC3 �t�Ä�å�Ñ�Ÿ�¿�«�›
ù	ô�b
�”�¤�ï�Ä�æ

frc drp ARP �µ�é�¿�Ä�æ�ï�¬�t�I�¼�`�o�Í�­�¿�Ä�›
��:�b�”�h�Š�t�–�;�b�”�¤
�ï�Ä�æ

drop�z null�z loopbk �Í�­�¿�Ä�›
��:�b�”�h�Š�t�–�;�b�”�¤�ï�Ä�æ
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Console> (enable) show mls entry cef adjacency  
Mod:                 15
Destination-IP:      140.140.1.5        Destination-Mask:   255.255.255.255 
FIB-Type:            resolved  

AdjType  NextHop-IP      NextHop-Mac       Vlan Encp Tx-Packets   Tx-Octets
-------- --------------- ----------------- ---- ---- ------------ -------------
connect  140.140.1.5     00-00-d0-00-00-05  140 ARPA            0             0

Mod:                 15
Destination-IP:      150.150.1.5        Destination-Mask:   255.255.255.255 
FIB-Type:            resolved  

AdjType  NextHop-IP      NextHop-Mac       Vlan Encp Tx-Packets   Tx-Octets
-------- --------------- ----------------- ---- ---- ------------ -------------
connect  150.150.1.5     00-00-e0-00-00-05  150 ARPA            0             0

Mod:                 15
Destination-IP:      153.153.1.5        Destination-Mask:   255.255.255.255 
FIB-Type:            resolved  

AdjType  NextHop-IP      NextHop-Mac       Vlan Encp Tx-Packets   Tx-Octets
-------- --------------- ----------------- ---- ---- ------------ -------------
connect  153.153.1.5     00-00-e3-00-00-05  153 ARPA            0             0
.
.
.
Console> (enable) 

CEF �¡
€	Ø�C�›	«�ˆ�b�”�t�x�z clear mls entry cef adjacency �¯�Ú�ï�Å�›�î�æ�`�‡�b�{

Console> (enable) clear mls entry cef adjacency  
Adjacency statistics has been cleared.
Console> (enable) 

�Ú�ç�½�©�ß�µ�Ä  �Ñ�é�”�w
æ
ü�$�µ� �¿�½�ï�¬�S�‘�|�ì
¶�µ� �¿�½�ï�¬

�Í�w	Ý�¯�p�x�z�°
æ�w�Ñ�é�”�U�ì
¶�t�è� �à  3 �µ� �¿�½�ï�¬�^�•�c�t�z
æ
ü�$�t�è� �à  3 �µ� �¿�½
�ï�¬�^�•�”�D�ó
Q�U�K�“�‡�b�{

• �Ú�ç�½�©�ß�µ�Ä
ù	ô�i�w  RPF � �ï�»�”�Ñ�£� �µ	Í�p�z MSFC2/MSFC3 �U IP �Ú�ç�½�©�ß�µ�Ä  �¬
�ç�”�Ó�w�Ý�ï�Ì�”�q�`�o
ƒ���^�•�o�M�”	Ô�ù�¢ ip igmp join-group �¯�Ú�ï�Å�›�–�;�£

• MSFC2/MSFC3 �U PIM sparse �Þ�”�Å�w
ù	ô�i�•�w�H  1 �×�¿�Ó  �ç�”�»�p�K�”	Ô�ù�¢�\�w	Ô�ù�z
MSFC2/MSFC3 �x  Rendevous Point [RP; �å�ï�Ã�Ò�”  �Ù� �ï�Ä ] �t  PIM-register �Ý�¿�·�”�´�›
ù	ô
�`�s�Z�•�y�s�“�‡�d�œ�£

• �Ñ�é�”�w	Z�—� �ï�»�”�Ñ�£� �µ	Í�t�Ú�ç�½�©�ß�µ�Ä  TTL �µ�è�¿�³�á�×�”�ç�Å�U
ƒ���^�•�o�M
�”	Ô�ù

• �Ñ�é�”�w  RPF � �ï�»�”�Ñ�£� �µ�t�Ú�ç�½�©�ß�µ�Ä  �Ô�ç�Í�”�U
ƒ���^�•�o�M�o�z �T�m�Ú�ç�½�©�ß
�µ�Ä�T�’�Ò�é�”�Å�©�ß�µ�Ä�•�w�!�õ�U
ž�A�s	Ô�ù

• 	Z�—� �ï�»�”�Ñ�£� �µ	Í�t�Ú�ç�½�©�ß�µ�Ä  �»�¬  �µ� �¿�½�ï�¬�U
ƒ���^�•�o�M�”	Ô�ù

• � �ï�»�”�Ñ�£� �µ	Í�p  Network Address Translation�¢ NAT; �É�¿�Ä�ë�”�«  �ž�Å�è�µ�!�õ�£�U
ƒ��
�^�•�o�M�o�z�T�m
C	ô� �ï�»�”�Ñ�£� �µ�w�h�Š�t
ù	ô�i�ž�Å�è�µ�w�!�õ�U
ž�A�s	Ô�ù

�¢�«�£ RPF � �ï�»�”�Ñ�£� �µ�w�¦�Á�ž�«�·�µ  �æ�µ�Ä�‹
q	Ú�E�p�è� �à  3 
ù	ô�i�z�è� �à  3 �|
Œ�z�‡�h�x
IP �Ó�é�Ä�¯�ç�Ž�Ž�w�?�T�¢�è� �à  4 �Ù�”�Ä
j�ø�s�r�£�U�¦���^�•�o�M�•�y�z CEF for PFC2/PFC3A
�x�è� �à  3 �µ� �¿�½�ï�¬�›���™�`�‡�b�{
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æ
ü�$�t�µ� �¿�½�ï�¬�^�•�”�Ñ�é�”�p�x�z�f�w�Ñ�é�”�t	t���b�”�b�‚�o�w�Ú�ç�½�©�ß�µ�Ä  �Ä�å
�Ñ�Ÿ�¿�«�U  MSFC2/MSFC3 �t�x�a�`�z�è� �à  3 �µ� �¿�½�ï�¬�w�0	Å�t�s�’�s�M� �ï�»�”�Ñ�£� �µ�t
�m�M�o�x�¹�Ñ�Ä�¢�£�ž  �µ� �¿�½�ï�¬�U�æ�˜�•�‡�b�{

�¢�«�£ �b�‚�o�w�¢ *,G�£�Ñ�é�”�x�z	×�t
æ
ü�$�t�è� �à  3 �µ� �¿�½�ï�¬�^�•�‡�b�{

PFC2/PFC3A �x�z�ì
¶�t�è� �à  3 �µ� �¿�½�ï�¬�^�•�h�Ñ�é�”�º�w�Ú�ç�½�©�ß�µ�Ä  �Ä�å�Ñ�Ÿ�¿�«�U
MSFC2/MSFC3 �t�x�a�`�s�M�‘�O�t�`�z MSFC2/MSFC3 	Í�w
Û�Y�›�n�’�`�‡�b�{ show ip mroute �S
� ‘ � |  show mls ip multicast � ¯ �Ú� ï �Å�x�z� ì 
¶ � t �è �   �à  3 �µ�   �¿�½�ï �¬�^ �• � ” �Ñ�é�” � › � � �È�»
[RPF-MFD] �p�Ý���`�‡�b�{ Multicast Fast Drop�¢ MFD�£�x�z MSFC2/MSFC3 ���T�’�_�h	Ô�ù�z�Ú�ç�½
�©�ß�µ�Ä  �Í�­�¿�Ä�U  PFC2/PFC3A �t�‘�l�o�µ� �¿�½�ï�¬�^�•�h�h�Š�t
��:�^�•�h�\�q�›�Ô�`�‡�b�{

�ì
¶�t�è� �à  3 �µ� �¿�½�ï�¬�^�•�”�b�‚�o�w�Ñ�é�”�p�x�z PFC2/PFC3A �x�Ú�ç�½�©�ß�µ�Ä  �Í�­�¿�Ä
�S�‘�|�Ì� �Ä  �§�¢�ï�Ä�w�-	Ø�C�›���8�$�t  MSFC2/MSFC3 �t
ù	ô�`�‡�b�{ MSFC2/MSFC3 �x�ì
¶�t
�µ� �¿�½�ï�¬�^�•�”�Ñ�é�”�›�¬�Ý�b�”�\�q�U�p�V�c�z�Ú�ç�½�©�ß�µ�Ä�w�-	Ø�C�›�G�å�p�V�s�M�h�Š
�p�b�{ MSFC2/MSFC3 �x�\�w�w�-	Ø�C�›�–�;�`�o�z�0� �b�”�Ú�ç�½�©�ß�µ�Ä  �ç�”�Â�Ÿ�ï�¬  �Â�”�Ò
�ç  �¤�ï�Ä�æ�›�Ë	ý�`�z�&
~�s�8�v�»� �Ú�”�›�æ�·�¿�Ä�`�‡�b�{

CEF for PFC2/PFC3A �w�«


$ 13-1 �t�z�o	m�s  IP CEF �É�¿�Ä�ë�”�«  �Ä�Ù�é�´�”�›�Ô�`�‡�b�{�\�w�«�p�x�z�×�µ�Ä  A �x
b
�
æ�ó
�w VLAN�¢ IP �±�Ò�É�¿�Ä  171.59.1.0�£�z�×�µ�Ä  B �x�Ú�”�­�Â�Ÿ�ï�¬
æ�ó�w  VLAN�¢ IP �±�Ò�É�¿�Ä
171.59.3.0�£�z�×�µ�Ä  C �x�¤�ï�´�Ç�ž�æ�ï�¬
æ�ó�w  VLAN�¢ IP �±�Ò�É�¿�Ä  171.59.2.0�£�t�K�“�‡�b�{

�×�µ�Ä  A �U�×�µ�Ä  C �t�0�`�o  HTTP �Ñ�•� �ç�8
ù�›�‰�•�b�”�q�z PFC2/PFC3A �x  FIB �S�‘�|�¡
€
�Â�”�Ò�ç�w	Ø�C�›�–�;�`�o�z�×�µ�Ä  A �T�’�×�µ�Ä  C �t�Í�­�¿�Ä�›�8
ù�`�‡�b�{


$ 13-1 IP CEF �Ä�Ù�é�´�”�w�«

 IP

171.59.1.2

171.59.1.2

 A
171.59.1.2

 B
171.59.3.1

 C
171.59.2.2

171.59.2.2

171.59.1.2:171.59.2.2

171.59.3.1

171.59.2.2

171.59.1.2

Dd:Bb

Dd:Cc

Dd:Aa

 IP /
 MAC VLAN

MSFC

 1/

MAC = Aa

MAC = Dd

MAC = Bb

MAC = Cc

 3/

 2/

Aa:Dd

171.59.1.2:171.59.2.2 Dd:Cc

44
61

0
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$ 13-2 �t�z�o	m�s  IPX CEF �É�¿�Ä�ë�”�«  �Ä�Ù�é�´�”�›�Ô�`�‡�b�{�\�w�«�p�x�z�×�µ�Ä  A �x
b
�
æ
�ó�w  VLAN�¢ IPX �ž�Å�è�µ  01.Aa�£�z�×�µ�Ä  B �x�Ú�”�­�Â�Ÿ�ï�¬
æ�ó�w  VLAN�¢ IPX �ž�Å�è�µ  03.Bb�£�z
�×�µ�Ä  C �x�¤�ï�´�Ç�ž�æ�ï�¬
æ�ó�w  VLAN�¢ IPX �ž�Å�è�µ  02.Cc�£�t�K�“�‡�b�{

�×�µ�Ä  A �U�×�µ�Ä  C �t�0�`�o�Ñ�•� �ç�8
ù�›�‰�•�b�”�q�z PFC2 �x  FIB �S�‘�|�¡
€�Â�”�Ò�ç�w	Ø�C
�›�–�;�`�o�z�×�µ�Ä  A �T�’�×�µ�Ä  C �t�Í�­�¿�Ä�›�8
ù�`�‡�b�{


$ 13-2 IPX CEF �Ä�Ù�é�´�”�w�«

NetFlow �w�-	Ø�C�w�“�A

�¢�«�£ Supervisor Engine 720�¢ MSFC3�£�p�x�z IPX �ç�”�Â�Ÿ�ï�¬�x�¹�Ñ�Ä�¢�£�ž�›�è�a�o�î�æ�^�•�‡�b�{

�\�\�p�x�z NetFlow �w�-	Ø�C�t�m�M�o
†�Ì�`�‡�b�{

• NetFlow �w�-	Ø�C�w�“�A�¢ p.13-11�£

• NetFlow �Â�”�Ò�ç  �¤�ï�Ä�æ�w�¤�”�´�ï�¬�¢ p.13-12�£

• �Ñ�é�”  �Ú�µ�«�¢ p.13-12�£

NetFlow �w�-	Ø�C�w�“�A

CEF for PFC2/PFC3A �x�z�è� �à  3 �µ� �¿�½�ï�¬�^�•�”�Ä�å�Ñ�Ÿ�¿�«�t���b�”�Ñ�é�”�w�-�›
\
R�`�z
NetFlow �Â�”�Ò�ç�t�¨�ò�`�‡�b�{ NetFlow �w�-	Ø�C�x�z show �¯�Ú�ï�Å�p
¯�Ô�b�”�\�q�U�p�V�z�^�’
�t  NDE �p�‹�–�;�p�V�‡�b�{

 IPX

01.Aa

01.Aa

02.Cc

01.Aa:02.Cc

03.Bb

02.Cc

01.Aa

Dd:Cc

Dd:Bb

Dd:Aa

 IPX /
 MAC VLAN

MSFC

 1/

01

MAC = Aa

MAC = Dd

MAC = Bb

MAC = Cc

 3/

03

 2/

02

Aa:Dd

01.Aa:02.Cc Dd:Cc

25
48

2

 A

 B

 C
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�¢�«�£ NetFlow �Â�”�Ò�ç�w�¤�ï�Ä�æ
:�U  32,000 �›�Ò�Q�”�q�z �w�-	Ø�C�w�¨�ò�µ�Ö�”�µ�U
Æ�
�b�”�D�ó
Q�U
�ô�X�s�“�‡�b�{ NetFlow �Â�”�Ò�ç�w�¤�ï�Ä�æ
:�›�n�’�b�M�O�q�`�o�z�w�-	Ø�C�T�’�›���w  IP �Ó�é�Ä
�¯�ç�›	†�Ž�b�”�T�z�7	–�{�S�w�Ñ�é�”  �Ú�µ�«�›�–�;�b�”�\�q�U�p�V�‡�b�¢ �®NetFlow �Â�”�Ò�ç�T�’
�w IP �Ó�é�Ä�¯�ç  �¤�ï�Ä�æ�w	†�Ž�¯ [p.13-30]  �›�€	°�£ �{

NetFlow �w�-	Ø�C�x�z�Í�w�‘�O�t�â�Ç�©�ß�µ�Ä�S�‘�|�Ú�ç�½�©�ß�µ�Ä  �Ñ�é�”�›�±�Ù�”�Ä�`�‡�b�{

• �â�Ç�©�ß�µ�Ä  �Ñ�é�”�x�z�Í�w�M�c�•�T�p�b�{

�µ destination only�•�›���w  IP �|
Œ�t�²�Z�’�•�h�b�‚�o�w�Ä�å�Ñ�Ÿ�¿�«

�µ destination-source�•�›���w  IP 
ù	ô�i�T�’�›���w  IP �|
Œ�t�²�Z�’�•�h�b�‚�o�w�Ä�å�Ñ�Ÿ�¿�«

�µ full-flow�•�›���w  IP 
ù	ô�i�T�’�›���w  IP �|
Œ�t�²�Z�’�•�z�Ó�é�Ä�¯�ç�S�‘�|�Ä�å�ï�µ�Ù�”
�Ä �è� �à	Ø�C�U�ž�è�b�”�b�‚�o�w�Ä�å�Ñ�Ÿ�¿�«

• �Ú�ç�½�©�ß�µ�Ä  �Ñ�é�”�x�z�›���w
ù	ô�i�T�’�›���w�|
Œ�Ú�ç�½�©�ß�µ�Ä  �¬�ç�”�Ó�w�Ý�ï�Ì�”
�t�²�Z�’�•�z �Ó�é�Ä�¯�ç�S�‘�|�Ä�å�ï�µ�Ù�”�Ä  �è� �à	Ø�C�U�ž�è�b�”�b�‚�o�w�Ä�å�Ñ�Ÿ�¿�«�p
�b�{

NetFlow �Â�”�Ò�ç  �¤�ï�Ä�æ�w�¤�”�´�ï�¬

�Í�­�¿�Ä  �Ä�å�Ñ�Ÿ�¿�«�U�ž�«�Â�Ÿ�Ò�p�K�”�T�W�“�z �Ñ�é�”�w	Ý�6�S�‘�|�ž� �Ã�ï�Â�Ÿ�Â�Ÿ�U�¡�Ë�^
�•�‡�b�{�Ñ�é�”�w�Ä�å�Ñ�Ÿ�¿�«�U�s�X�s�”�q�z�¤�ï�Ä�æ�x�8�v
~�•�t�s�“�‡�b�{ NetFlow �Â�”�Ò�ç
�t�-���^�•�”  NetFlow �Â�”�Ò�ç  �¤�ï�Ä�æ�w�¤�”�´�ï�¬  �»� �Ü�›
ƒ���p�V�‡�b�{�K�”�¤�ï�Ä�æ�U�°
���8���t�˜�h�l�o�–�;�^�•�s�M	Ý�6�U���X�q�z�f�w�¤�ï�Ä�æ�x�8�v
~�•�t�s�“�z�f�w�Ñ�é�”�t���b
�”�w�-	Ø�C�›�Ñ�é�”  �¯�è�«�»  �ž�Ó�æ�­�”�³�ã�ï�t�¤�«�µ�Ù�”�Ä�p�V�”�‘�O�t�s�“�‡�b�{

�Ñ�é�”  �Ú�µ�«

�Ñ�é�”  �Ú�µ�«�x�z NetFlow �Â�”�Ò�ç  �¤�ï�Ä�æ�w�^
R�M�O�›�>���`�‡�b�{ CEF for PFC2 �x�z�b�‚�o�w
�w�-	Ø�C�t�m�M�o  1 �m�w�Ñ�é�”  �Ú�µ�« �¢�7�‹�{��
Q�w�ô�M�Ú�µ�«�£ �i�Z�›�±�Ù�”�Ä�`�‡�b�{ NetFlow
for PFC2 �U�è� �à  3 �µ� �¿�½�ï�¬�w�î�æ�0	Å�q�s�”  MSFC ���t�Ÿ�s�”�Ñ�é�”  �Ú�µ�«�›�U	Z�`�h	Ô
�ù�z�U	Z�`�h�Ñ�é�”  �Ú�µ�«�w�¤�p�7�‹�{��
Q�w�ô�M�‹�w�t�Ñ�é�”  �Ú�µ�«�›�!�Ë�`�‡�b�¢�\�•�x�z
PFC2/MSFC2 �t�w�ˆ�p�o�x�‡�“�‡�b�£ �{

�Ñ�é�”  �Ú�µ�«�U�!�=�b�”�q�z NetFlow �Â�”�Ò�ç
¶�.�U	†�ˆ�^�•�‡�b�{ CEF for PFC2/PFC3A �U�©�ß�¿
�³�ï�¬�`�h�¤�ï�Ä�æ�›�¤�«�µ�Ù�”�Ä�b�”�q�V�z�q�O�w�Ñ�é�”  �Ú�µ�«�t�,�n�M�o�Ñ�é�”  �è�¯�”�Å�U
�^
R�^�•�‡�b�{�q�O�w�Ñ�é�”  �Ú�µ�«�t�‘�l�o�x�z�Ñ�é�”  �è�¯�”�Å�w�°
æ�w�Ñ�Ÿ�”�ç�Å�t�‹�U�Ö�’
�s�M	Ô�ù�U�K�“�‡�b�{�±�Ù�”�Ä�^�•�o�M�s�M�Ñ�Ÿ�”�ç�Å�t�x�z�¸�é�¢ 0�£�U	F�0�^�•�‡�b�{

�w�-	Ø�C�Ñ�é�”  �Ú�µ�«�x�z�Í�w�q�S�“�p�b�{

• destination-ip �•  IP �;�w�7�‹�{��
Q�w�ÿ�M�Ú�µ�«

• destination-ipx �•  IPX �;�w�
�°�w�Ñ�é�”  �Ú�µ�«

• source-destination-ip �•  IP �;

• source-destination-vlan �•  IP �Ú�ç�½�©�ß�µ�Ä�;

• full flow �•  �7�‹�{��
Q�w�ô�M�Ñ�é�”  �Ú�µ�«

• full vlan �•  full flow �q
ù	ô�i  VLAN �›�ù�˜�d�h�‹�w�q�‰�a�Ñ�Ÿ�”�ç�Å

NetFlow �Â�”�Ò�ç�w�º�0�S�‘�|�q�O�w�Ñ�é�”  �Ú�µ�«�›
¯�Ô�b�”�t�x�z show mls statistics entry �¯�Ú
�ï�Å�›�–�;�`�‡�b�{�©�”�ë�”�Å  �¦�Ó�³�ã�ï�›�–�;�`�o�z�›���Ä�å�Ñ�Ÿ�¿�«�w	Ø�C�›
¯�Ô�p�V�‡�b

�¢	Ä�I�t�m�M�o�x�z �° Catalyst 6500 Series Switch Command Reference�±�›�€	°�£ �{
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CEF for PFC2/PFC3A �w�Ã�Ñ�¥�ç�Ä
ƒ��

¯ 13-2 �t�z CEF for PFC2/PFC3A �w�Ã�Ñ�¥�ç�Ä
ƒ���›�Ô�`�‡�b�{

CEF for PFC2/PFC3A 
ƒ���Ì�w�«�™�Ä�ò�q
M�v�Ä�ò

�¢�«�£ Supervisor Engine 720�¢ MSFC3�£�p�x�z IPX �ç�”�Â�Ÿ�ï�¬�x�¹�Ñ�Ä�¢�£�ž�›�è�a�o�î�æ�^�•�‡�b�{

�\�\�p�x�z CEF for PFC2/PFC3A 
ƒ���Ì�w�«�™�Ä�ò�q
M�v�Ä�ò�t�m�M�o
†�Ì�`�‡�b�{

• CEF for PFC2 �x�z�7�G  16 �w�{��  Hot Standby Router Protocol�¢ HSRP�£�¬�ç�”�Ó
j�ø�›�±�Ù�”�Ä
�`�o�M�‡�b�{ �Ÿ�s�”  VLAN 	Í�p�‰�a  HSRP �¬�ç�”�Ó
j�ø�›�–�;�p�V�‡�b�{ 16 �›�Ò�Q�”  HSRP �¬
�ç�”�Ó�›
ƒ���b�”�q�z�\�w
M�v�t�‘�“  HSRP �¬�ç�”�Ó
j�ø�q�`�o   VLAN 
j�ø�›�–�;�p�V�s�X
�s�“�‡�b�{

�¢�«�£ �‰�a
j�ø�w  HSRP �¬�ç�”�Ó�x�z �‰�a�>
Ý  MAC �ž�Å�è�µ�›�–�;�`�‡�b�U�z �\�•�U�z MSFC
	Í�p�Ò�æ�¿�´�›
ƒ���b�”	Ô�ù�t�¤�å�”�›�¾�V�I�\�b�D�ó
Q�U�K�“�‡�b�{

• 16 �w�{��  HSRP �¬�ç�”�Ó
j�ø�q�M�O
M�v�w�h�Š�z CEF for PFC2 �p�x  standby use-bia HSRP �¯�Ú
�ï�Å�›�–�;�p�V�‡�d�œ�{

• PFC3A �x�z 256 �w HSRP �¬�ç�”�Ó�›�±�Ù�”�Ä�`�o�M�‡�b�{

• CEF for PFC2 �x�z�Í�w�Ö�—�S�‘�|	Z�—�§�Ó�·�ç�=�›�±�Ù�”�Ä�`�o�M�‡�b�{

�¢�«�£ CEF for PFC3A �x�z� �”�±�É�¿�Ä  V2.0�¢ ARPA�£�w�ˆ�›�±�Ù�”�Ä�`�o�M�‡�b�{


¯ 13-2 CEF for PFC2/PFC3A �w�Ã�Ñ�¥�ç�Ä
ƒ��

�;�ó �Ã�Ñ�¥�ç�Ä�‹

CEF for PFC2 �w� �É�”�Ò�ç  �µ�Â�”�Ä � �É�”�Ò�ç�¢�Ã�Ÿ�·�”�Ò�ç�t�x�p�V�‡�d�œ�£

MSFC2/MSFC3 	Í�w  CEF � �É�”�Ò�ç  �µ�Â�”�Ä � �É�”�Ò�ç�¢�Ã�Ÿ�·�”�Ò�ç�t�x�p�V�‡�d�œ�£

�Ú�ç�½�©�ß�µ�Ä  �±�”�Ï�µ �¢ IGMP �µ�È�”�Ð�ï�¬�£ � �É�”�Ò�ç

�Ú�ç�½�©�ß�µ�Ä  �±�”�Ï�µ�¢ GMRP�£ �Ã�Ÿ�·�”�Ò�ç

MSFC2/MSFC3 	Í�w�Ú�ç�½�©�ß�µ�Ä  �ç�”�Â�Ÿ�ï
�¬

�¬�é�”�Ì�ç�t�Ã�Ÿ�·�”�Ò�ç

MSFC2/MSFC3 	Í�w  PIM �ç�”�Â�Ÿ�ï�¬ �b�‚�o�w� �ï�»�”�Ñ�£� �µ	Í�p�Ã�Ÿ�·�”�Ò�ç

IP MMLS �µ�è�¿�³�á�×�”�ç�Å 
ƒ���s�`  �•  �Ã�Ñ�¥�ç�Ä�‹�s�`

IP MMLS �Ú�ç�½�©�ß�µ�Ä �ç � ” �Â�Ÿ� ï �¬�S� ‘ � |  Internet
Group Management Protocol�¢ IGMP�£�µ�È�”�Ð�ï
�¬�U� �É�”�Ò�ç�w	Ô�ù�z� �É�”�Ò�ç



�H 13 	·       CEF for PFC2 �S�‘�|  CEF for PFC3A �w
ƒ��
CEF for PFC2/PFC3A 
ƒ���Ì�w�«�™�Ä�ò�q
M�v�Ä�ò

13-14
Catalyst 6500 �³�æ�”�¶  �µ� �¿�½  �¹�Ñ�Ä�¢�£�ž  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �¨� �Å

OL-7193-01-J

�µ IP �â�Ç�©�ß�µ�Ä�w	Ô�ù�•
� �”�±�É�¿�Ä  V2.0�¢ ARPA�£
802.3 �S�‘�|  1 �Ì� �Ä
M�š�¢ SAP1�£�t�‘�”  802.2
802.3 �S�‘�|  802.2 �q  SNAP

�µ IPX �w	Ô�ù�•
� �”�±�É�¿�Ä  V2.0�¢ ARPA�£
802.3�¢�é�”�£
1 �Ì� �Ä
M�š�¢ SAP1�£�t�‘�”  802.2
SNAP

�¢�«�£ IPX �Ä�å�Ñ�Ÿ�¿�«�;�w�Ö�—�§�Ó�·�ç�=�U  SAP1 �w	Ô�ù�z	Z�—�§�Ó�·�ç�=�‹  SAP1 �p
�s�M�T�W�“�z CEF for PFC2 �x�è� �à  3 �µ� �¿�½�ï�¬�›�æ�M�‡�d�œ�{ MSFC2 �x�§�Ó
�·�ç�=�w�!�Ë�U
ž�A�s  IPX SAP1 �Ä�å�Ñ�Ÿ�¿�«�›�ç�”�Â�Ÿ�ï�¬�`�‡�b�{

�µ IP �Ú�ç�½�©�ß�µ�Ä�w	Ô�ù  �•  � �”�±�É�¿�Ä  V2.0�¢ ARPA�£

�Í�w	Ô�ù�t�x�z CEF for PFC2/PFC3A �x  IP �Ú�ç�½�©�ß�µ�Ä  �Ñ�é�”�t�0�b�”�è� �à  3 �µ� �¿�½�ï�¬�›
�æ�M�‡�d�œ�{

• 224.0.0.*�¢ * �x  0 �™ 255�£�w
c�“�w  IP �Ú�ç�½�©�ß�µ�Ä  �¬�ç�”�Ó�{�\�•�’�w�¬�ç�”�Ó�x�z�ç�”�Â�Ÿ
� ï �¬  �Ó�é�Ä�¯�ç �U�–�; �` �‡ �b�{ CEF for PFC2/PFC3A �U�±�Ù�”�Ä�b�”
c �“ �x�z 225.0.0.* �™
239.0.0.* �S�‘�|  224.128.0.* �™ 239.128.0.* �p�b�{

�¢�«�£ 224.0.0.* �w
c�“�w�¬�ç�”�Ó�x�ç�”�Â�Ÿ�ï�¬  �¯�ï�Ä�é�”�ç  �Í�­�¿�Ä�;�t�'�ÿ�^�•�o�S
�“�z VLAN �w�b�‚�o�w�8
ù�Ù�”�Ä�t�Ñ�å�¿�Ã�Ÿ�ï�¬�b�”
ž�A�U�K�“�‡�b�{�\�•�’�w�ž�Å
�è�µ�x�z�Ú�ç�½�©�ß�µ�Ä  MAC �ž�Å�è�µ
c�“  01-00-5E-00-00-xx�¢ xx �x  0 �™ 0xFF�£�t�Ú�¿
�Ð�ï�¬�^�•�‡�b�{

• PIM �×�ˆ  RP �Ú�ç�½�©�ß�µ�Ä  �¬�ç�”�Ó �¢ IP �Ú�ç�½�©�ß�µ�Ä  �¬�ç�”�Ó  �ž�Å�è�µ  224.0.1.39 �S�‘�|
224.0.1.40�£�{

�¢�«�£ 	Ñ�Õ MSFC2/MSFC3 �›
÷
‹�`�h�³�µ�Â�Ü�w	Ô�ù�z PIM � �ï�»�”�Ñ�£� �µ  �¯�ï�Ñ�Ÿ�ª�á
�è�”�³�ã�ï�x�z�ž�«�Â�Ÿ�Ò  MSFC2/MSFC3 �q	Ñ�Õ  MSFC2/MSFC3 �w�†�M�p�‰�a�p�s�Z
�•�y�s�“�‡�d�œ�{

• � �ï�»�”�Ñ�£� �µ�‡�h�x�¬�ç�”�Ó�U  PIM sparse �Þ�”�Å�p�ˆ�^�`�o�M�”�q�V�z�Ñ�é�”�w  
Shortest-Path Tree�¢ SPT�£�Ï�¿�Ä�U	«�ˆ�^�•�o�M�”	Ô�ù�{

• �Ñ�å�¬�Ý�ï�Ä�=�^�•�h  IP �Í�­�¿�Ä�S�‘�|  IP �¦�Ó�³�ã�ï
Ç�V�w�Í�­�¿�Ä�{�h�i�`�z�Ñ�é�”�w�¤
�p�Ñ�å�¬�Ý�ï�Ä�=�^�•�o�M�s�M�Í�­�¿�Ä�z�‡�h�x  IP �¦�Ó�³�ã�ï�›�¦���^�•�o�M�s�M�Í�­�¿�Ä
�x�z�Ú�ç�½�è� �à  �µ� �¿�½�ï�¬�w�0	Å�t�s�“�‡�b�{

• �Ä�ï�É�ç  � �ï�»�”�Ñ�£� �µ	Í�p	!	ô�`�h
ù	ô�i�Ä�å�Ñ�Ÿ�¿�«�¢ MBONE �Ä�å�Ñ�Ÿ�¿�«�s�r�£ �{

• �Ú�ç�½�©�ß�µ�Ä  �»�¬  �µ� �¿�½�ï�¬�U� �É�”�Ò�ç�t
ƒ���^�•�h  RPF � �ï�»�”�Ñ�£� �µ�{
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�µ� �¿�½	Í�p�w  CEF for PFC2/PFC3A �w
ƒ��
�\�\�p�x�z CEF for PFC2/PFC3A �›
ƒ���b�”	�	q�›
†�Ì�`�‡�b�{

• �µ�”�Í�Ì� �²  �¤�ï�´�ï	Í�p�w�è� �à  3 �µ� �¿�½�ï�¬  �¤�ï�Ä�æ�w
¯�Ô�¢ p.13-15�£

• MSFC2/MSFC3 	Í�p�w  CEF �w
ƒ���¢ p.13-16�£

• CEF �7�G�ç�”�Ä�w�¦���¢ p.13-16�£

• MSFC2/MSFC3 	Í�p�w  IP �Ú�ç�½�©�ß�µ�Ä�w
ƒ���¢ p.13-18�£

• IP �Ú�ç�½�©�ß�µ�Ä	Ø�C�w
¯�Ô�¢ p.13-20�£

�¢�«�£ MSFC2/MSFC3 	Í�p�w�ç�”�Â�Ÿ�ï�¬�w
ƒ��	�	q�t�m�M�o�x�z �H 12 	·�® VLAN ���ç�”�Â�Ÿ�ï�¬�w
ƒ
���¯ �›�€	°�`�o�X�i�^�M�{

�µ�”�Í�Ì� �²  �¤�ï�´�ï	Í�p�w�è� �à  3 �µ� �¿�½�ï�¬  �¤�ï�Ä�æ�w
¯�Ô

CEF for PFC2/PFC3A �x�zPFC2 �S�‘�|  MSFC2 �›
÷
‹�`�h  Supervisor Engine 2�zPFC3A �S�‘�|  MSFC3
�›
÷
‹�`�h  Supervisor Engine 720 	Í�p�ì���$�t� �É�”�Ò�ç�p�b�{
ƒ���^�À�x
ž�A�K�“�‡�d�œ�{

�µ�”�Í�Ì� �²  �¤�ï�´�ï	Í�w�è� �à  3 �µ� �¿�½�ï�¬  �¤�ï�Ä�æ�›�b�‚�o
¯�Ô�b�”�t�x�z�Í�w�^�À�›�æ
�M�‡�b�{

�Í�t�z�è� �à  3 �µ� �¿�½�ï�¬  �¤�ï�Ä�æ�›
¯�Ô�b�”�«�›�Ô�`�‡�b�{

Console> (enable) show mls entry  
Mod FIB-Type  Destination-IP  Destination-Mask NextHop-IP      Weight
--- --------- --------------- ---------------- --------------- ------
 15 receive   0.0.0.0         255.255.255.255
 15 receive   255.255.255.255 255.255.255.255
 15 receive   127.0.0.12      255.255.255.255
 16 receive   127.0.0.0       255.255.255.255
 16 receive   127.255.255.255 255.255.255.255
 15 resolved  127.0.0.11      255.255.255.255  127.0.0.11           1
 15 receive   21.2.0.4        255.255.255.255
 16 receive   21.0.0.0        255.255.255.255
 16 receive   21.255.255.255  255.255.255.255
 15 receive   44.0.0.1        255.255.255.255
 16 receive   44.0.0.0        255.255.255.255
 16 receive   44.255.255.255  255.255.255.255
 15 receive   42.0.0.1        255.255.255.255
 16 receive   42.0.0.0        255.255.255.255
 16 receive   42.255.255.255  255.255.255.255
 15 receive   43.0.0.99       255.255.255.255
 15 receive   43.0.0.0        255.255.255.255
 15 receive   43.255.255.255  255.255.255.255
 15 receive   192.20.20.20    255.255.255.255
 16 receive   21.2.0.5        255.255.255.255
 16 receive   42.0.0.20       255.255.255.255
 15 connected 43.0.0.0        255.0.0.0
 15 drop      224.0.0.0       240.0.0.0
 15 wildcard  0.0.0.0         0.0.0.0

�^�À �¯�Ú�ï�Å

�è� �à  3 �µ� �¿�½�ï�¬	Ø�C�›
¯�Ô�`�‡�b�{ show mls entry [pbr-route] [cef] | [netflow-route]
[qos]
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Mod FIB-Type  Dest-IPX-net NextHop-IPX               Weight
--- --------- ------------ ------------------------- ------
 15 connected 21
 15 connected 44
 15 connected 42
 15 resolved  450          42.0050.3EA9.ABFD              1
 15 resolved  480          42.0050.3EA9.ABFD              1
 15 wildcard  0

Destination-IP  Source-IP       Prot  DstPrt SrcPrt Destination-Mac   Vlan EDst 
Stat-Pkts  Stat-Bytes  Uptime   Age      TcpDltSeq TcpDltAck
--------------- --------------- ----- ------ ------ ----------------- ---- ---- 
---------- ----------- -------- -------- --------- ---------
0.0.0.5         0.0.0.5         5     204    104    cc-cc-cc-cc-cc-cc 5    ARPA 0          
0           01:03:18 01:00:51 cccccccc  cccccccc
0.0.0.2         0.0.0.2         2     201    101    cc-cc-cc-cc-cc-cc 2    ARPA 0          
0           01:03:21 01:00:51 cccccccc  cccccccc
0.0.0.4         0.0.0.4         4     203    X      cc-cc-cc-cc-cc-cc 4    ARPA 0          
0           01:03:19 01:00:51 cccccccc  cccccccc
0.0.0.1         0.0.0.1         ICMP  200    100    cc-cc-cc-cc-cc-cc 1    ARPA 0          
0           01:03:25 01:00:52 cccccccc  cccccccc
0.0.0.3         0.0.0.3         3     202    102    cc-cc-cc-cc-cc-cc 3    ARPA 0          
0           01:03:20 01:00:52 cccccccc  cccccccc
0.0.0.6         0.0.0.6         TCP   205    105    cc-cc-cc-cc-cc-cc 6    ARPA 0          
0           01:03:18 01:00:52 cccccccc  cccccccc
Console> (enable)

FIB �¤�ï�Ä�æ�i�Z�›
¯�Ô�b�”�t�x�z show mls entry cef �¯�Ú�ï�Å�›�–�;�`�‡�b�{ TCP �E�æ	!	ô�;�ó�S
�‘�|�6�<  ACL �w�¤�ï�Ä�æ�i�Z�›
¯�Ô�b�”�t�x�z show mls entry netflow-route �¯�Ú�ï�Å�›�–�;�`�‡
�b�{ PBR �¤�ï�Ä�æ�i�Z�›
¯�Ô�b�”�t�x�z show mls entry pbr-route �¯�Ú�ï�Å�›�–�;�`�‡�b�{ QoS �¤�ï
�Ä�æ�i�Z�›
¯�Ô�b�”�t�x�z show mls entry qos �¯�Ú�ï�Å�›�–�;�`�‡�b�{

MSFC2/MSFC3 	Í�p�w  CEF �w
ƒ��

CEF �x�z MSFC2/MSFC3 	Í�p�ì���$�t� �É�”�Ò�ç�t
ƒ���^�•�o�M�‡�b�{ CEF for PFC2/PFC3A �›�±
�Ù�”�Ä�b�”�h�Š�w
ƒ���^�À�x
ž�A�K�“�‡�d�œ�{

�¢�«�£ MSFC2/MSFC3 	Í�p�î�æ�b�”  ip load-sharing per-packet�z ip cef accounting per-prefix�z�S�‘�|  ip cef
accounting non-recursive �w�¤  Cisco IOS CEF �¯�Ú�ï�Å�x�z MSFC2/MSFC3 	Í�p  CEF �t�µ� �¿�½�ï�¬
�^�•�”�Ä�å�Ñ�Ÿ�¿�«�i�Z�t�&�;�^�•�‡�b�{�\�•�’�w�¯�Ú�ï�Å�x�z�µ�”�Í�Ì� �²  �¤�ï�´�ï	Í�p  CEF
for PFC2/PFC3A �t�‘�l�o�µ� �¿�½�ï�¬�^�•�”�Ä�å�Ñ�Ÿ�¿�«�t�x�è�¹�`�‡�d�œ�{

CEF �7�G�ç�”�Ä�w�¦��

�¢�«�£ �\�w�;�ó�›�–�;�p�V�”�w�x�z Supervisor Engine 720 �i�Z�p�b�{

FIB TCAM �t�Ó�é�¬�å�Û�ï�¬�D�ó�s�7�G�ç�”�Ä
:�›�Ó�é�Ä�¯�ç�t�0�`�o�¦���b�”�t�x�z set mls cef
maximum-routes { ip | ip-multicast} routes �¯�Ú�ï�Å�›�–�;�`�‡�b�{�Ï���x�Í�w�q�S�“�p�b�{

• ip �•  IP MLS �›�¦���`�‡�b�{

• ip-multicast �•  IP �Ú�ç�½�©�ß�µ�Â�Ÿ�ï�¬  MLS �›�¦���`�‡�b�{

• routes �•  FIB TCAM �t�Ó�é�¬�å�Ü�D�ó�s�ç�”�Ä
:�›�¦���`�‡�b�{
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FIB TCAM �t�Ó�é�¬�å�Û�ï�¬�p�V�”�7�G�ç�”�Ä
:�›�¦���b�”	Ô�ù�x�z�Í�w�«�™�Ä�ò�t	H�l�o�X�i�^
�M�{

• �¦���ç�”�Ä
:�›�Ò�Q�”�ç�”�Ä�x�z�Ë�”�Å�¢�£�ž�t�‹�Ö�^�•�‡�d�œ�{�\�•�’�w�ç�”�Ä�›�–�;�b�”
�Í�­�¿�Ä�x�z MSFC �p�µ� �¿�½�ï�¬�^�•�‡�b�{�ç�”�Ä�¾
:�x  1,000 �¤�ï�Ä�æ�o�•�p�b�{�ç�”�Ä
�¾
:�›  0 �t
ƒ���b�”�q�z�³�µ�Â�Ü�t�‘�l�o�>���^�•�”�Ã�Ñ�¥�ç�Ä�‹�t�í�“�‡�b�{

• �Ó�é�Ä�¯�ç�›
ƒ���`�s�M	Ô�ù�x�z	s�8�w�Ã�Ñ�¥�ç�Ä�‹�U�¤�Ó�é�Ä�¯�ç�t�Â�“�p�o�’�•�‡�b�{	—
�s�X�q�‹  1 �m�w�Ó�é�Ä�¯�ç�U
ƒ���^�•�o�M�”	Ô�ù�x�z�³�µ�Â�Ü�U�’�“�w�µ�Ö�”�µ�›�f�w���w�°
�Â�“�p�o�Ó�é�Ä�¯�ç�t�Â�“�p�o�‘�O�q�b�”�h�Š�z�°�Â�“�p�o�Ó�é�Ä�¯�ç�w�Ã�Ñ�¥�ç�Ä�‹�U�!�Ë
�^�•�”�\�q�U�K�“�‡�b�{

�\�w�¯�Ú�ï�Å�t�x�Í�w�‘�O�s�›�Õ�U�K�“�‡�b�{

• 
ƒ���!�Ë�U���®�t�s�”�w�x�z �ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤�ï�´�ï�›�6�I�ˆ�`�h�K�q�w�ˆ�p�b�{ �µ
� �¿�½�¦�”�Ì�”�U
C
\�`�o�‹�z�!�Ë�x���®�t�s�“�‡�d�œ�{

• �µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�w
ƒ���x�z�ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤�ï�´�ï�q�‰�8�=�^�•
�‡�b�{�µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�U�e�L�^�•�o�M�”	Ô�ù�x�z�ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²
�¤�ï�´�ï�w�I�ˆ
ƒ���q	ý�F
ƒ���¢���O�b�”	Ô�ù�£�U�µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�q�‰�8
�=�`�‡�b�{�µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�x�I�ˆ
ƒ���›�–�;�`�o�z FIB TCAM �›
ƒ���`�‡
�b�{�i�w�I�ˆ
ƒ���U�ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤�ï�´�ï�w�I�ˆ
ƒ���q�Ÿ�s�”	Ô�ù�x�z�µ�»�ï�Ì
�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�›�æ�·�¿�Ä�`�s�Z�•�y�s�’�s�M�\�q�U�K�“�‡�b�{�\�w	Ô�ù�x�z�ž�«
�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤�ï�´�ï�w�¯�ï�¹�”�ç�t	Ø�C�Ý�¿�·�”� �́¢ FIB_MAXROUTES_RESET�£�U
	Z�—�^�•�‡�b�{

• TCAM �›�7�G�v�t�b�;�b�”�t�x�z IP �â�Ç�©�ß�µ�Ä�w�7�G�ç�”�Ä
:�›  16,000 �w
�
:�t
ƒ���`�o�z
IP �Ú�ç�½�©�ß�µ�Ä�w�7�G�ç�”�Ä
:�›  8,000 �w
�
:�t
ƒ���`�o�X�i�^�M�{ �º
æ�Â�“�p�o�M�Ü�p�x�z
�â�Ç�©�ß�µ�Ä�Â�“�p�o�o�•�q�`�o  16,000 �›�z�Ú�ç�½�©�ß�µ�Ä�Â�“�p�o�o�•�q�`�o  8,000 �›�–�;
�`�o�M�‡�b�{�h�q�Q�y�z IP �â�Ç�©�ß�µ�Ä�U  1,000 �t
ƒ���^�•�o�M�”	Ô�ù�z 16,000 �w�¤�ï�Ä�æ�U
�'�ÿ�^�•�‡�b�U�z�•�D�^�•�”�w�x  1,000 �w�ˆ�p�b�{

• �7�G�ç�”�Ä
:�›�Ò�a�b�”�T�z �‡�h�x�Ó�é�Ä�¯�ç�t�Â�“�p�o�’�•�h  TCAM �µ�Ö�”�µ�U�°
��t�s�”
�q�z�³�µ�Â�Ü  �Ý�¿�·�”�´�¢ FIB_ALLOC_TCAM_FULL�£�U
¯�Ô�^�•�‡�b�{�º
æ�¹�Ñ�Ä�¢�£�ž�Â
�“�p�o�M�Ü�U�j�¼�p�z�7�G�ç�”�Ä
:�›�Ò�a�b�”
²�t�z�Â�“�p�o�’�•�h  TCAM �µ�Ö�”�µ�U�°
��t
�s�”�\�q�U�K�“�‡�b�{

�¢�«�£ �b�‚�o�w�Ó�é�Ä�¯�ç�w�7�G�ç�”�Ä
:�w�ù�-�U  256,000 �›�Ò�Q�”�\�q�x�K�“�‡�d�œ�{

�¢�«�£ �b�‚�o�w�Ó�é�Ä�¯�ç�w�ç�”�Ä
:�U  0 �t
ƒ���^�•�o�M�”	Ô�ù�x�z�I�ˆ�Ì�w�Ã�Ñ�¥�ç�Ä�U�–�;�^�•�‡
�b�{�›���w�Ó�é�Ä�¯�ç�w�ç�”�Ä
:�›�¸�é�Ž�Ž�w�‹�t
ƒ���b�”�q�z���w�Ó�é�Ä�¯�ç�w�Ã�Ñ�¥�ç�Ä�‹�U
�’�“�w�±� �¶�t�!�Ë�^�•�‡�b�{

�¢�«�£ MLS �Ó�é�Ä�¯�ç�t�7�G�ç�”�Ä
:�U
ƒ���^�•�o�M�s�M	Ô�ù�z�³�µ�Â�Ü�t�‘�l�o�>���^�•�”�Ã�Ñ�¥�ç
�Ä�‹�U
¯�Ô�^�•�‡�b�{�°�Â�“�p�o�Ó�é�Ä�¯�ç�t�’�“�w�µ�Ö�”�µ�U�Â�“�p�o�’�•�”�h�Š�z�Ó�é�Ä�¯�ç
�w�Ã�Ñ�¥�ç�Ä�‹�U�{���^�•�s�M�\�q�U�K�“�‡�b�{�I�ˆ�™�t�7�G�ç�”�Ä
:�w
ƒ���U�!�Ë�^�•�h	Ô�ù
�t�z show mls cef maximum-routes �¯�Ú�ï�Å�›�–�;�b�”�q�z 2 	��¨�w	Ø�C�U
¯�Ô�^�•�‡�b�{ 1 �m�x�q
�O�w�¢�I�ˆ�£
ƒ���p�z�‹�O  1 �m�x�6�I�ˆ�™�t���®�t�s�”	ý�F
ƒ���p�b�{

FIB TCAM �t�Ó�é�¬�å�Û�ï�¬�p�V�”�Ó�é�Ä�¯�ç�w�7�G�ç�”�Ä
:�›�¦���b�”�t�x�z � �É�”�Ò�ç  �Þ�”�Å
�p�Í�w�^�À�›�æ�M�‡�b�{
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�Í�t�z IP �â�Ç�©�ß�µ�Ä�w�7�G�ç�”�Ä
:�›�¦���b�”�«�›�Ô�`�‡�b�{

Console> (enable) set mls cef maximum-routes ip 220
Configuration change will take effect after next reboot.
Console> (enable) show mls cef maximum-routes
Current:

IPv4           :192k (default)
IPv4 multicast : 32k (default)

User configured:(effective after reboot)
IPv4           :220k
IPv4 multicast : 16k (adjusted default)

Console> (enable)

MSFC2/MSFC3 	Í�p�w  IP �Ú�ç�½�©�ß�µ�Ä�w
ƒ��

�\�\�p�x�z MSFC2/MSFC3 �›  IP �Ú�ç�½�©�ß�µ�Ä�;�t
ƒ���b�”	�	q�›
†�Ì�`�‡�b�{

• IP �Ú�ç�½�©�ß�µ�Ä  �ç�”�Â�Ÿ�ï�¬�w�¬�é�”�Ì�ç�s� �É�”�Ò�ç�=�¢ p.13-18�£

• MSFC2/MSFC3 � �ï�»�”�Ñ�£� �µ	Í�p�w  IP PIM �w� �É�”�Ò�ç�=�¢ p.13-19�£

• IP MMLS �¬�é�”�Ì�ç  �µ�è�¿�³�á�×�”�ç�Å�w
ƒ���¢ p.13-19�£

• MSFC2/MSFC3 � �ï�»�”�Ñ�£� �µ	Í�p�w  IP MMLS �w� �É�”�Ò�ç�=�¢ p.13-20�£

�¢�«�£ �\�\�p�x�z MSFC2/MSFC3 	Í�p  IP �Ú�ç�½�©�ß�µ�Ä  �ç�”�Â�Ÿ�ï�¬�›� �É�”�Ò�ç�t�b�”�M�O�›
†�Ì�`
�‡�b�{ IP �Ú�ç�½�©�ß�µ�Ä
ƒ���w	Ä�I�t�m�M�o�x�z�Í�w  URL �t�K�”�° Cisco IOS IP and IP Routing
Configuration Guide�±�w�® IP Multicast�¯�›�€	°�`�o�X�i�^�M�{
http://www.cisco.com/univercd/cc/td/doc/product/software/ios121/121cgcr/ip_c/ipcprt3/index.htm

IP �Ú�ç�½�©�ß�µ�Ä  �ç�”�Â�Ÿ�ï�¬�w�¬�é�”�Ì�ç�s� �É�”�Ò�ç�=

MSFC2/MSFC3 	Í �p�¬�é�”� Ì�ç�t  IP �Ú�ç�½�©�ß�µ�Ä �ç�” �Â�Ÿ�ï �¬�› �  �É�”�Ò�ç�t �`�o�T� ’�z
MSFC2/MSFC3 � �ï�»�”�Ñ�£� �µ	Í�p  PIM �›� �É�”�Ò�ç�t�b�”
ž�A�U�K�“�‡�b�{

MSFC2/MSFC3 	Í�p�¬�é�”�Ì�ç�t  IP �Ú�ç�½�©�ß�µ�Ä  �ç�”�Â�Ÿ�ï�¬�›� �É�”�Ò�ç�t�b�”�t�x�z �¬�é�”
�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z IP �Ú�ç�½�©�ß�µ�Ä  �ç�”�Â�Ÿ�ï�¬�›�¬�é�”�Ì�ç�t� �É�”�Ò�ç�t�b�”�«�›�Ô�`�‡�b�{

Router(config)# ip multicast-routing
Router(config)# 

�^�À �¯�Ú�ï�Å

FIB TCAM �t�Ó�é�¬�å�Û�ï�¬�p�V�”�Ó�é�Ä�¯�ç
�w�7�G�ç�”�Ä
:�›�¦���`�‡�b�{

set mls cef maximum-routes { ip | ip-multicast}
routes

MLS �Ó�é�Ä�¯�ç�]�q�t
ƒ���^�•�h�7�G�ç�”�Ä

:�›
¯�Ô�`�‡�b�{

show mls cef maximum-routes

�^�À �¯�Ú�ï�Å

IP �Ú�ç�½�©�ß�µ�Ä  �ç�”�Â�Ÿ�ï�¬�›�¬�é�”�Ì�ç
�t� �É�”�Ò�ç�t�`�‡�b�{

Router(config)# ip multicast-routing
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MSFC2/MSFC3 � �ï�»�”�Ñ�£� �µ	Í�p�w  IP PIM �w� �É�”�Ò�ç�=

MSFC2/MSFC3 � �ï�»�”�Ñ�£� �µ	Í�p  IP �Ú�ç�½�©�ß�µ�Ä�U�;�ó�b�”�h�Š�t�x�z�\�•�’�w� �ï�»�”
�Ñ�£� �µ	Í�p  PIM �›� �É�”�Ò�ç�t
ƒ���b�”
ž�A�U�K�“�‡�b�{

MSFC2/MSFC3 � �ï�»�”�Ñ�£� �µ	Í�p  IP PIM �›� �É�”�Ò�ç�t�b�”�t�x�z � �ï�»�”�Ñ�£� �µ  �¯�ï�Ñ�Ÿ
�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z MSFC2/MSFC3 � �ï�»�”�Ñ�£� �µ	Í�p�Ã�Ñ�¥�ç�Ä  �Þ�”�Å�¢ sparse-dense-mode�£�›�–�;�`�o
PIM �›� �É�”�Ò�ç�t�b�”�«�›�Ô�`�‡�b�{

Router(config-if)# ip pim
Router(config-if)# 

�Í�t�z MSFC2/MSFC3 � �ï�»�”�Ñ�£� �µ	Í�p  PIM sparse�¢
Ä�£�Þ�”�Å�›� �É�”�Ò�ç�t�b�”�«�›�Ô�`
�‡�b�{

Router(config-if)# ip pim sparse-mode
Router(config-if)# 

IP MMLS �¬�é�”�Ì�ç  �µ�è�¿�³�á�×�”�ç�Å�w
ƒ��

MSFC2/MSFC3 �U�ç�”�Â�Ÿ�ï�¬�b�”�Ú�ç�½�©�ß�µ�Ä  �Ä�å�Ñ�Ÿ�¿�«�w	Í�v�›
¯�b�¬�é�”�Ì�ç  �Ú�ç�½
�©�ß�µ�Ä  �è�”�Ä  �µ�è�¿�³�á�×�”�ç�Å�¢�Í�­�¿�Ä / 
µ�£�›
ƒ���p�V�‡�b�{�\�w
ƒ���t�‘�“�z Join �A�{
�s�r�z�����8���w�y�M�Ú�ç�½�©�ß�µ�Ä  �Ñ�é�”�t�0� �b�”  MLS �¤�ï�Ä�æ�w�^
R�U�w�­�^�•�‡�b�{

�¢�«�£ �\�w�¯�Ú�ï�Å�x�z�ç�”�Â�Ÿ�ï�¬�A�ˆ�w�Ñ�é�”�t�0�`�o�x�Á�®�p�b�{�7���w�ç�”�Ä�t�µ�è�¿�³�á�×�”
�ç�Å�›�&�;�b�”�t�x�z�ç�”�Ä�›�M�l�h�œ	«�ˆ�`�o�6�S�¬�q�`�‡�b�{

IP MMLS �µ�è�¿�³�á�×�”�ç�Å�›
ƒ���b�”�t�x�z�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z IP MMLS �µ�è�¿�³�á�×�”�ç�Å�›  10 �Í�­�¿�Ä / 
µ�t
ƒ���b�”�«�›�Ô�`�‡�b�{

Router(config)# mls ip multicast threshold 10  
Router(config)# 

�µ�è�¿�³�á�×�”�ç�Å�w
ƒ���›�r	†�b�”�t�x�z no �©�”�ë�”�Å�›�–�;�`�‡�b�{

�^�À �¯�Ú�ï�Å

MSFC2/MSFC3 � �ï�»�”�Ñ�£� �µ	Í�p  IP PIM �›
� �É�”�Ò�ç�t�`�‡�b�{

Router(config-if)# ip pim {dense-mode | 
sparse-mode | sparse-dense-mode}

�^�À �¯�Ú�ï�Å

IP MMLS �µ�è�¿�³�á�×�”�ç�Å�›
ƒ���`�‡�b�{ Router(config)# [no] mls ip multicast threshold
ppsec
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MSFC2/MSFC3 � �ï�»�”�Ñ�£� �µ	Í�p�w  IP MMLS �w� �É�”�Ò�ç�=

MSFC2/MSFC3 � �ï�»�”�Ñ�£� �µ	Í�p  IP PIM �›� �É�”�Ò�ç�t
ƒ���`�h	Ô�ù�z �f�w� �ï�»�”�Ñ�£� �µ
	Í�p�x  IP MMLS �U�Ã�Ñ�¥�ç�Ä�p� �É�”�Ò�ç�t�s�“�‡�b�{�\�\�p
†�Ì�b�”�^�À�x�z� �ï�»�”�Ñ�£� 
�µ	Í�p  IP MMLS �›�Ã�Ÿ�·�”�Ò�ç�t�`�z�6�|� �É�”�Ò�ç�t�b�”	Ô�ù�t�i�Z�î�æ�`�o�X�i�^�M�{

�¢�«�£ IP MMLS �U�;�ó�b�”�h�Š�t�x�z�‡�c�€�C�`�o�M�”�b�‚�o�w  MSFC2/MSFC3 � �ï�»�”�Ñ�£� �µ	Í�p
IP PIM �›� �É�”�Ò�ç�t�b�”
ž�A�U�K�“�‡�b�{ MSFC2/MSFC3 � �ï�»�”�Ñ�£� �µ	Í�p�w  IP PIM �w
ƒ
��	�	q�t�m�M�o�x�z �®MSFC2/MSFC3 � �ï�»�”�Ñ�£� �µ	Í�p�w  IP PIM �w� �É�”�Ò�ç�=�¯ �¢ p.13-19�£�›
�€	°�`�o�X�i�^�M�{

MSFC2/MSFC3 � �ï�»�”�Ñ�£� �µ	Í�p  IP MMLS �›� �É�”�Ò�ç�t�b�”�t�x�z�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z MSFC2/MSFC3 � �ï�»�”�Ñ�£� �µ	Í�p  IP MMLS �›� �É�”�Ò�ç�t�b�”�«�›�Ô�`�‡�b�{

Router(config-if)# mls ip multicast
Router(config-if)# 

MSFC2/MSFC3 � �ï�»�”�Ñ�£� �µ	Í�p  IP MMLS �›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z no �©�”�ë�”�Å�›�–�;
�`�‡�b�{

IP �Ú�ç�½�©�ß�µ�Ä	Ø�C�w
¯�Ô

�\�\�p�x�z IP �Ú�ç�½�©�ß�µ�Ä	Ø�C�w
¯�Ô�M�O�t�m�M�o
†�Ì�`�‡�b�{

• MSFC2/MSFC3 	Í�p�w  IP �Ú�ç�½�©�ß�µ�Ä	Ø�C�w
¯�Ô�¢ p.13-20�£

• �µ�”�Í�Ì� �²  �¤�ï�´�ï	Í�p�w  IP �Ú�ç�½�©�ß�µ�Ä	Ø�C�w
¯�Ô�¢ p.13-24�£

MSFC2/MSFC3 	Í�p�w  IP �Ú�ç�½�©�ß�µ�Ä	Ø�C�w
¯�Ô

�\�\�p�x�z MSFC2/MSFC3 	Í�p  IP �Ú�ç�½�©�ß�µ�Ä	Ø�C�›
¯�Ô�b�”�M�O�›
†�Ì�`�‡�b�{

• IP MMLS � �ï�»�”�Ñ�£� �µ	Ø�C�w
¯�Ô�¢ p.13-20�£

• IP �Ú�ç�½�©�ß�µ�Ä  �ç�”�Â�Ÿ�ï�¬  �Â�”�Ò�ç�w
¯�Ô�¢ p.13-21�£

• IP �Ú�ç�½�©�ß�µ�Ä	Ä�I	Ø�C�w
¯�Ô�¢ p.13-22�£

• debug �¯�Ú�ï�Å�w�–�;�M�O�¢ p.13-23�£

• SCP �t���b�”  debug �¯�Ú�ï�Å�w�–�;�M�O�¢ p.13-24�£

IP MMLS � �ï�»�”�Ñ�£� �µ	Ø�C�w
¯�Ô

show ip pim interface count �¯�Ú�ï�Å�›�î�æ�b�”�q�z MSFC2/MSFC3 IP PIM � �ï�»�”�Ñ�£� �µ	Í�w  IP
MMLS � �É�”�Ò�ç  �µ�Â�”�Ä�z�S�‘�|�f�w� �ï�»�”�Ñ�£� �µ	Í�p
ù	!	ô�^�•�h�Í�­�¿�Ä
:�U
¯�Ô�^
�•�‡�b�{	Z�—�x�z�Ñ�•�µ�Ä  �µ� �¿�½�ï�¬�S�‘�|�Ó�é�·�µ  �µ� �¿�½�ï�¬�^�•�h  PIM � �ï�»�”�Ñ�£� 
�µ�q�\�•�’�w� �ï�»�”�Ñ�£� �µ�w�Í�­�¿�Ä  �§�¢�ï�Ä�›�Ô�`�‡�b�{ IP MMLS �U� �É�”�Ò�ç�s� �ï
�»�”�Ñ�£� �µ�t�x  [H] �U
¯�Ô�^�•�‡�b�{

show ip interface �¯�Ú�ï�Å�›�î�æ�b�”�q�z MSFC2/MSFC3 � �ï�»�”�Ñ�£� �µ	Í�w  IP MMLS � �É�”�Ò
�ç  �µ�Â�”�Ä�U
¯�Ô�^�•�‡�b�{

�^�À �¯�Ú�ï�Å

MSFC2/MSFC3 � �ï�»�”�Ñ�£� �µ	Í�p  IP MMLS
�›� �É�”�Ò�ç�t�`�‡�b�{

Router(config-if)# [no] mls ip multicast
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�›���w  IP PIM MSFC2/MSFC3 � �ï�»�”�Ñ�£� �µ�t�m�M�o  IP MMLS 	Ø�C�›
¯�Ô�b�”�t�x�z�Í�w�M�c
�•�T�w�^�À�›�æ�M�‡�b�{

�Í�t�z IP MMLS � �ï�»�”�Ñ�£� �µ�w
ƒ��	Ø�C�›
¯�Ô�b�”�«�›�Ô�`�‡�b�{

Router# show ip pim interface count
States: FS - Fast Switched, H - Hardware Switched

Address          Interface          FS  Mpackets In/Out

192.168.10.2       Vlan10             * H 40886/0

192.168.11.2       Vlan11             * H 0/40554

192.168.12.2       Vlan12             * H 0/40554

192.168.23.2       Vlan23             *   0/0

192.168.24.2       Vlan24             *   0/0

Router# 

IP �Ú�ç�½�©�ß�µ�Ä  �ç�”�Â�Ÿ�ï�¬  �Â�”�Ò�ç�w
¯�Ô

show ip mroute �¯�Ú�ï�Å�›�î�æ�b�”�q�z MSFC2/MSFC3 	Í�w  IP �Ú�ç�½�©�ß�µ�Ä  �ç�”�Â�Ÿ�ï�¬  �Â�”
�Ò�ç�U
¯�Ô�^�•�‡�b�{

IP �Ú�ç�½�©�ß�µ�Ä  �ç�”�Â�Ÿ�ï�¬  �Â�”�Ò�ç�›
¯�Ô�b�”�t�x�z�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z IP �Ú�ç�½�©�ß�µ�Ä  �ç�”�Â�Ÿ�ï�¬  �Â�”�Ò�ç�›
¯�Ô�b�”�«�›�Ô�`�‡�b�{

Router# show ip mroute 239.252.1.1  
IP Multicast Routing Table
Flags:D - Dense, S - Sparse, C - Connected, L - Local, P - Pruned
       R - RP-bit set, F - Register flag, T - SPT-bit set, J - Join SPT
       M - MSDP created entry, X - Proxy Join Timer Running
       A - Advertised via MSDP
Outgoing interface flags:H - Hardware switched
Timers:Uptime/Expires
Interface state:Interface, Next-Hop or VCD, State/Mode
 
(*, 239.252.1.1), 04:04:59/00:02:59, RP 80.0.0.2, flags:SJ
  Incoming interface:Vlan800, RPF nbr 80.0.0.2
  Outgoing interface list:
    Vlan10, Forward/Dense, 01:29:57/00:00:00, H
 
(22.0.0.10, 239.252.1.1), 00:00:19/00:02:41, flags:JT
  Incoming interface:Vlan800, RPF nbr 80.0.0.2, RPF-MFD
  Outgoing interface list:
    Vlan10, Forward/Dense, 00:00:19/00:00:00, H

�^�À �¯�Ú�ï�Å

IP MMLS � �ï�»�”�Ñ�£� �µ	Ø�C�›
¯�Ô�`�‡�b�{ Router# show ip pim interface [type number] count

IP MMLS �   � ï �» � ” �Ñ�£�   �µ �w�   �É�”�Ò�ç  �µ
�Â�”�Ä�›
¯�Ô�`�‡�b�{

Router# show ip interface

�^�À �¯�Ú�ï�Å

IP �Ú�ç�½�©�ß�µ�Ä  �ç�”�Â�Ÿ�ï�¬  �Â�”�Ò�ç�›
¯
�Ô�`�‡�b�{

Router# show ip mroute [group[source]] | 
[summary] | [count] | [active kbps]
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IP �Ú�ç�½�©�ß�µ�Ä	Ä�I	Ø�C�w
¯�Ô

show mls ip multicast �¯�Ú�ï�Å�›�î�æ�b�”�q�z IP MMLS �t���b�”	Ä�I	Ø�C�U
¯�Ô�^�•�‡�b�{

MSFC2/MSFC3 	Í�w  MMLS 	Ä�I	Ø�C�›
¯�Ô�b�”�t�x�z�Í�w�M�c�•�T�w�^�À�›�æ�M�‡�b�{

�Í�t�z MSFC2/MSFC3 	Í�w  IP MMLS �w�-	Ø�C�›
¯�Ô�b�”�«�›�Ô�`�‡�b�{

Router# show mls ip multicast statistics  
MLS Multicast configuration and state:
    Router Mac:0050.0f2d.9bfd, Router IP:1.12.123.234
    MLS multicast operating  state:ACTIVE
    Maximum number of allowed outstanding messages:1
    Maximum size reached from feQ:1
    Feature Notification sent:5 
    Feature Notification Ack received:4 
    Unsolicited Feature Notification received:0 
    MSM sent:33 
    MSM ACK received:33 
    Delete notifications received:1 
    Flow Statistics messages received:248 

MLS Multicast statistics:
    Flow install Ack:9 
    Flow install Nack:0 
    Flow update Ack:2 
    Flow update Nack:0 
    Flow delete Ack:0 
    Complete flow install Ack:10 
    Complete flow install Nack:0 
    Complete flow delete Ack:1 
    Input VLAN delete Ack:4 
    Output VLAN delete Ack:0 
    Group delete sent:0 
    Group delete Ack:0 
    Global delete sent:7 
    Global delete Ack:7 

    L2 entry not found error:0 
    Generic error :3 
    LTL entry not found error:0 
    MET entry not found error:0 
    L3 entry exists error :0 
    Hash collision error :0 
    L3 entry not found error:0 
    Complete flow exists error :0 

�^�À �¯�Ú�ï�Å

IP MMLS �¬�ç�”�Ó	Ø�C�›
¯�Ô�`�‡�b�{ Router# show mls ip multicast group group-address
[interface type number | statistics]

�b�‚�o�w� �ï�»�”�Ñ�£� �µ�t�m�M�o  IP MMLS
	Ä�I	Ø�C�›
¯�Ô�`�‡�b�{

Router# show mls ip multicast interface type
number [statistics | summary]

IP MMLS 	Ø�C�w�A�ÿ�›
¯�Ô�`�‡�b�{ Router# show mls ip multicast summary

IP MMLS �w�-	Ø�C�›
¯�Ô�`�‡�b�{ Router# show mls ip multicast statistics

IP MMLS 
ù	ô�i	Ø�C�›
¯�Ô�`�‡�b�{ Router# show mls ip multicast source ip-address
[interface type number | statistics]
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�Í�t�z MSFC2/MSFC3 	Í�w�›���w  IP MMLS �¤�ï�Ä�æ�t���b�”	Ø�C�›
¯�Ô�b�”�«�›�Ô�`�‡�b�{

Router# show mls ip multicast 224.1.1.1
Multicast hardware switched flows:
(1.1.13.1, 224.1.1.1) Incoming interface: Vlan13, Packets switched: 61590
Hardware switched outgoing interfaces: Vlan20 Vlan9 
RFD-MFD installed: Vlan13 

(1.1.9.3, 224.1.1.1) Incoming interface: Vlan9, Packets switched: 0
Hardware switched outgoing interfaces: Vlan20 
RFD-MFD installed: Vlan9 

(1.1.12.1, 224.1.1.1) Incoming interface: Vlan12, Packets switched: 62010
Hardware switched outgoing interfaces: Vlan20 Vlan9 
RFD-MFD installed: Vlan12 

(1.1.12.3, 224.1.1.1) Incoming interface: Vlan12, Packets switched: 61980
Hardware switched outgoing interfaces: Vlan20 Vlan9 
RFD-MFD installed: Vlan12 

(1.1.11.1, 224.1.1.1) Incoming interface: Vlan11, Packets switched: 62430
Hardware switched outgoing interfaces: Vlan20 Vlan9 
RFD-MFD installed: Vlan11 

(1.1.11.3, 224.1.1.1) Incoming interface: Vlan11, Packets switched: 62430
Hardware switched outgoing interfaces: Vlan20 Vlan9 
RFD-MFD installed: Vlan11 

Total hardware switched installed: 6
Router# 

�Í�t�z MSFC2/MSFC3 	Í�w  IP MMLS 	Ø�C�w�A�ÿ�›
¯�Ô�b�”�«�›�Ô�`�‡�b�{

Router# show mls ip multicast summary
7 MMLS entries using 560 bytes of memory
Number of partial hardware-switched flows:2
Number of complete hardware-switched flows:5
Router# 

debug �¯�Ú�ï�Å�w�–�;�M�O


¯ 13-3 �t�z IP MMLS ���È�w�Ä�å�Ò�ç�³�á�”�Â�Ÿ�ï�¬�w�h�Š�w  debug �¯�Ú�ï�Å�›�Ô�`�‡�b�{


¯ 13-3 IP MMLS �w debug �¯�Ú�ï�Å

�¯�Ú�ï�Å 
†�Ì

[no] debug mls ip multicast group 
group_id group_mask

���w�b�‚�o�w�Ú�ç�½�©�ß�µ�Ä  �Ã�Ì�¿�¬  �¯�Ú�ï�Å�t�&�;�^
�•�”�Ñ�Ÿ�ç�»�›
ƒ���`�‡�b�{

[no] debug mls ip multicast events IP MMLS � �Õ�ï�Ä�›
¯�Ô�`�‡�b�{

[no] debug mls ip multicast errors �Ú�ç�½�©�ß�µ�Ä  MLS ���È�w�¤�å�”�t�0�b�”�Ã�Ì�¿�¬  �Ý�¿
�·�”�´�›�¦�ï�t�`�‡�b�{

[no] debug mls ip multicast messages �Ë�”�Å�¢�£�ž  �µ� �¿�½�ï�¬  �¤�ï�´�ï�q�w���p
ù	!	ô�^�•
�”  IP MMLS �Ý�¿�·�”�´�›
¯�Ô�`�‡�b�{

[no] debug mls ip multicast all �b�‚�o�w  IP MMLS �Ý�¿�·�”�´�›�¦�ï�t�`�‡�b�{

[no] debug mdss error �b�‚�o�w  Multicast Distributed Switching Services�¢ MDSS�£�¤
�å�”  �Ý�¿�·�”�´�›�¦�ï�t�`�‡�b�{

[no] debug mdss events MDSS ���È�w� �Õ�ï�Ä�›�¦�ï�t�`�‡�b�{

[no] debug mdss all �b�‚�o�w  MDSS �Ý�¿�·�”�´�›�¦�ï�t�`�‡�b�{
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SCP �t���b�”  debug �¯�Ú�ï�Å�w�–�;�M�O


¯ 13-4 �t�z Ethernet Out-of-Band Channel�¢ EOBC�£�p�ˆ�^�b�”  Serial Control Protocol�¢ SCP�£�›�Ä�å
�Ò�ç�³�á�”�Â�Ÿ�ï�¬�b�”�h�Š�w�z CP ���È�w  debug �¯�Ú�ï�Å�›�Ô�`�‡�b�{

�µ�”�Í�Ì� �²  �¤�ï�´�ï	Í�p�w  IP �Ú�ç�½�©�ß�µ�Ä	Ø�C�w
¯�Ô

�\�\�p�x�z IP �Ú�ç�½�©�ß�µ�Ä	Ø�C�w
¯�Ô�M�O�t�m�M�o
†�Ì�`�‡�b�{

• IP �Ú�ç�½�©�ß�µ�Ä�w�-	Ø�C�w
¯�Ô�¢ p.13-24�£

• IP �Ú�ç�½�©�ß�µ�Ä�w�-	Ø�C�w	«�ˆ�¢ p.13-25�£

• IP �Ú�ç�½�©�ß�µ�Ä  �¤�ï�Ä�æ�w
¯�Ô�¢ p.13-25�£

IP �Ú�ç�½�©�ß�µ�Ä�w�-	Ø�C�w
¯�Ô

show mls multicast statistics �¯�Ú�ï�Å�›�î�æ�b�”�q�z IP �Ú�ç�½�©�ß�µ�Ä�w�-	Ø�C�U
¯�Ô�^�•�‡�b�{

IP �Ú�ç�½�©�ß�µ�Ä�w�-	Ø�C�›
¯�Ô�b�”�t�x�z�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z MSFC2/MSFC3 �w IP �Ú�ç�½�©�ß�µ�Ä�w�-	Ø�C�›
¯�Ô�b�”�«�›�Ô�`�‡�b�{

Console (enable) show mls multicast statistics 
Router IP          Router Name        Router MAC
-------------------------------------------------------
1.1.9.254          ?                  00-50-0f-06-3c-a0

Transmit:
  Delete Notifications:                     23
  Acknowledgements:                         92
  Flow Statistics:                          56

Receive:
  Open Connection Requests:                 1
  Keep Alive Messages:                      72
  Shortcut Messages:                        19
    Shortcut Install TLV:                   8
    Selective Delete TLV:                   4
    Group Delete TLV:                       0
    Update TLV:                             3
    Input VLAN Delete TLV:                  0
    Output VLAN Delete TLV:                 0
    Global Delete TLV:                      0
    MFD Install TLV:                        7
    MFD Delete TLV:                         0


¯ 13-4 SCP �w debug �¯�Ú�ï�Å

�¯�Ú�ï�Å 
†�Ì

[no] debug scp async SCP �³�µ�Â�Ü�›	Z�Ö�“�b�”
‡�‰�8�Ã�”�»�w�Ä�è�”�µ�›
¯�Ô�`�‡�b�{

[no] debug scp data �Í�­�¿�Ä  �Ã�”�»�w�Ä�è�”�µ�›
¯�Ô�`�‡�b�{

[no] debug scp errors SCP �w�¤�å�”�S�‘�|�/���›
¯�Ô�`�‡�b�{

[no] debug scp packets SCP �³�µ�Â�Ü�›	Z�Ö�“�b�”�Í�­�¿�Ä  �Ã�”�»�›
¯�Ô�`�‡�b�{

[no] debug scp timeouts �»� �Ü�ž�¢�Ä�›�C���`�‡�b�{

[no] debug scp all �b�‚�o�w  SCP �Ã�Ì�¿�¬  �Ý�¿�·�”�´�›�¦�ï�t�`�‡�b�{

�^�À �¯�Ú�ï�Å

IP �Ú�ç�½�©�ß�µ�Ä�w�-	Ø�C�›
¯�Ô�`�‡�b�{ show mls multicast statistics [ip_addr]
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Router IP          Router Name        Router MAC
-------------------------------------------------------
1.1.5.252          ?                  00-10-29-8d-88-01

Transmit:
  Delete Notifications:                     22
  Acknowledgements:                         75
  Flow Statistics:                          22

Receive:
  Open Connection Requests:                 1
  Keep Alive Messages:                      68
  Shortcut Messages:                        6
    Shortcut Install TLV:                   4
    Selective Delete TLV:                   2
    Group Delete TLV:                       0
    Update TLV:                             0
    Input VLAN Delete TLV:                  0
    Output VLAN Delete TLV:                 0
    Global Delete TLV:                      0
    MFD Install TLV:                        4
    MFD Delete TLV:                         0
Console (enable) 

IP �Ú�ç�½�©�ß�µ�Ä�w�-	Ø�C�w	«�ˆ

clear mls multicast statistics �¯�Ú�ï�Å�›�î�æ�b�”�q�z IP �Ú�ç�½�©�ß�µ�Ä�w�-	Ø�C�U	«�ˆ�^�•�‡�b�{

IP �Ú�ç�½�©�ß�µ�Ä�w�-	Ø�C�›	«�ˆ�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z IP �Ú�ç�½�©�ß�µ�Ä�w�-	Ø�C�›	«�ˆ�b�”�«�›�Ô�`�‡�b�{

Console> (enable) clear mls multicast statistics 
All statistics for the MLS routers in include list are cleared.
Console> (enable)

IP �Ú�ç�½�©�ß�µ�Ä  �¤�ï�Ä�æ�w
¯�Ô

show mls multicast entry �¯�Ú�ï�Å�›�î�æ�b�”�q�z PFC2/PFC3A �U	r�g�`�o�M�”�Ú�ç�½�©�ß�µ�Ä  �Ñ
�é�”�t���b�”�¤	��w	Ø�C�U
¯�Ô�^�•�‡�b�{�€�C�`�o�M�”  MSFC2/MSFC3�z VLAN �z�Ú�ç�½�©�ß�µ�Ä
�¬�ç�”�Ó  �ž�Å�è�µ�z�‡�h�x�Ú�ç�½�©�ß�µ�Ä  �Ä�å�Ñ�Ÿ�¿�«
ù	ô�i�›�Ú�™�t
Ê�ˆ�ù�˜�d�o�z�¤�ï�Ä�æ
�›
¯�Ô�p�V�‡�b�{

IP �Ú�ç�½�©�ß�µ�Ä  �¤�ï�Ä�æ�t���b�”	Ø�C�›
¯�Ô�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡
�b�{

�^�À �¯�Ú�ï�Å

IP �Ú�ç�½�©�ß�µ�Ä�w�-	Ø�C�›	«�ˆ�`�‡�b�{ clear mls multicast statistics 

�^�À �¯�Ú�ï�Å

IP �Ú�ç�½�©�ß�µ�Ä  �¤�ï�Ä�æ�t���b�”	Ø�C�›
¯
�Ô�`�‡�b�{

show mls multicast entry [[[ mod] [vlan vlan_id]
[group ip_addr] [source ip_addr]] | [all]]
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�Í�t�z�b�‚�o�w  IP �Ú�ç�½�©�ß�µ�Ä  �¤�ï�Ä�æ�›
¯�Ô�b�”�«�›�Ô�`�‡�b�{

Console> (enable) show mls multicast entry all
Router IP       Dest IP         Source IP       Pkts       Bytes       InVlan  
OutVlans
--------------- --------------- --------------- ---------- ----------- ------- 
--------

1.1.5.252       224.1.1.1       1.1.11.1        15870      2761380     20     
1.1.9.254       224.1.1.1       1.1.12.3        473220     82340280    12     
1.1.5.252       224.1.1.1       1.1.12.3        15759      2742066     20     
1.1.9.254       224.1.1.1       1.1.11.1        473670     82418580    11     
1.1.5.252       224.1.1.1       1.1.11.3        15810      2750940     20     
1.1.9.254       224.1.1.1       1.1.12.1        473220     82340280    12     
1.1.5.252       224.1.1.1       1.1.13.1        15840      2756160     20     
1.1.9.254       224.1.1.1       1.1.13.1        472770     82261980    13     
1.1.5.252       224.1.1.1       1.1.12.1        15840      2756160     20     
1.1.9.254       224.1.1.1       1.1.11.3        473667     82418058    11     
Total Entries: 10
Console> (enable)

�Í�t�z�›���w  MSFC2/MSFC3 �t�m�M�o�z IP �Ú�ç�½�©�ß�µ�Ä  �¤�ï�Ä�æ�›
¯�Ô�b�”�«�›�Ô�`�‡�b�{

Console> (enable) show mls multicast entry 15
Router IP       Dest IP         Source IP       Pkts       Bytes       InVlan  
OutVlans
--------------- --------------- --------------- ---------- ----------- ------- 
--------

1.1.5.252       224.1.1.1       1.1.11.1        15870      2761380     20     
1.1.5.252       224.1.1.1       1.1.12.3        15759      2742066     20     
1.1.5.252       224.1.1.1       1.1.11.3        15810      2750940     20     
1.1.5.252       224.1.1.1       1.1.13.1        15840      2756160     20     
1.1.5.252       224.1.1.1       1.1.12.1        15840      2756160     20     
Total Entries: 5
Console> (enable)

�Í�t�z�›���w�Ú�ç�½�©�ß�µ�Ä  �¬�ç�”�Ó  �ž�Å�è�µ�t�m�M�o�z IP �Ú�ç�½�©�ß�µ�Ä  �¤�ï�Ä�æ�›
¯�Ô�b�”
�«�›�Ô�`�‡�b�{

Console> (enable) show mls multicast entry group 226.0.1.3 short
Router IP      Dest IP     Source IP    InVlan Pkts   Bytes     OutVlans
-------------- ----------- ------------ ------ ------ --------- ---------
171.69.2.1     226.0.1.3   172.2.3.8    20     171    23512     10,201,22,45 
171.69.2.1     226.0.1.3   172.3.4.9    12     25     3120      8,20 
Total Entries: 2
Console> (enable)

�Í�t�z�›���w  MSFC2/MSFC3 �S�‘�|�›���w�Ú�ç�½�©�ß�µ�Ä
ù	ô�i�ž�Å�è�µ�t�m�M�o�z IP �Ú�ç�½�©�ß
�µ�Ä  �¤�ï�Ä�æ�›
¯�Ô�b�”�«�›�Ô�`�‡�b�{

Console> (enable) show mls multicast entry 15 source 1.1.11.1 short
Router IP       Dest IP         Source IP       Pkts       Bytes      
 InVlan  OutVlans
--------------- --------------- --------------- ---------- -------------------- 
  ------ ----------
172.20.49.159   224.1.1.6       1.1.40.4        368        57776                
  40     23,25
172.20.49.159   224.1.1.71      1.1.22.2        99         65142                
  22     30,37
172.20.49.159   224.1.1.8       1.1.22.2        396        235620               
  22     13,19
Console> (enable)
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�µ� �¿�½	Í�p�w  NetFlow �w�-	Ø�C�w
ƒ��

�¢�«�£ Supervisor Engine 720�¢ MSFC3�£�p�x�z IPX �ç�”�Â�Ÿ�ï�¬�x�¹�Ñ�Ä�¢�£�ž�›�è�a�o�î�æ�^�•�‡�b�{

�\�\�p�x�z NetFlow �w�-	Ø�C�›
ƒ���b�”	�	q�t�m�M�o
†�Ì�`�‡�b�{

• � �ï�»�”�Ñ�£� �µ�o�•�p�w  NetFlow �Â�”�Ò�ç  �¤�ï�Ä�æ�w�¦���¢ p.13-27�£

• NetFlow �Â�”�Ò�ç  �¤�ï�Ä�æ�w�¤�”�´�ï�¬  �»� �Ü�‹�w�¦���¢ p.13-28�£

• NetFlow �Â�”�Ò�ç  IP �¤�ï�Ä�æ�w�Ñ�•�µ�Ä  �¤�”�´�ï�¬  �»� �Ü�S�‘�|�Í�­�¿�Ä  �µ�è�¿�³�á�×�”�ç
�Å�‹�w�¦���¢ p.13-29�£

• �7	–�w�-�Ñ�é�”  �Ú�µ�«�w
ƒ���¢ p.13-30�£

• NetFlow �Â�”�Ò�ç�T�’�w  IP �Ó�é�Ä�¯�ç  �¤�ï�Ä�æ�w	†�Ž�¢ p.13-30�£

• NetFlow �w�-	Ø�C�w
¯�Ô�¢ p.13-31�£

• NetFlow IP �S�‘�|  IPX �w�-	Ø�C�w	«�ˆ�¢ p.13-33�£

• NetFlow �w�-�w�Ã�Ì�¿�¬	Ø�C�w
¯�Ô�¢ p.13-35�£

� �ï�»�”�Ñ�£� �µ�o�•�p�w  NetFlow �Â�”�Ò�ç  �¤�ï�Ä�æ�w�¦��

�¢�«�£ �\�w�;�ó�t�x  PFC3A �Ž	Í�U
ž�A�p�b�{

Release8.4(1) �Ž�ñ�w�¹�Ñ�Ä�¢�£�ž  �æ�æ�”�µ�p�x�z NetFlow �Â�”�Ò�ç  �¤�ï�Ä�æ�›� �ï�»�”�Ñ�£� �µ�o
�•�p�^
R�p�V�‡�b�{�\�w�;�ó�p�x�Ò�æ�¿�´�Å  �Ñ�é�”�w�-�q�‰�a�Ý�§�Ç�¶�Ü�›�–�;�`�o�z�Ñ�é�”�›�^

R�`�‡�b�{ NetFlow �¤�ï�Ä�æ�x�Ò�æ�¿�´�Å  �Ñ�é�”�w�-�U� �É�”�Ò�ç�=�^�•�h  VLAN �q�z NetFlow �¤
�ï�Ä�æ�^
R�U� �É�”�Ò�ç�=�^�•�h  VLAN �w�†�M�t�0�`�o�^
R�^�•�‡�b�¢ �®VLAN �t�0�b�”�Ò�æ�¿�´
�Å �Ñ�é�”�w�-�w� �É�”�Ò�ç�=�S�‘�|�Ã�Ÿ�·�”�Ò�ç�=�¯ [p.16-12]  �›�€	°�£ �{

�h�q�Q�y�z VLAN 100 �S�‘�|  200 	Í�p� �ï�»�”�Ñ�£� �µ�o�•�w�è� �à  3 �¤�ï�Ä�æ�^
R�›� �É�”�Ò�ç
�t�`�z�‰�Ì�t�z VLAN 150 �S�‘�|  250 	Í�p�Ò�æ�¿�´�Å  �Ñ�é�”�w�-�›� �É�”�Ò�ç�t�b�”�q�z NetFlow
�¤�ï�Ä�æ�S�‘�|�Ò�æ�¿�´�Å  �Ñ�é�”�w�-�U  4 �m�w�b�‚�o�w  VLAN �p� �É�”�Ò�ç�t�s�“�‡�b�{ VLAN
150 �S�‘�|  250 �t�Ò�æ�¿�´�Å  �Ñ�é�”�w�-�w�ˆ�›�¦���b�”�t�x�z� �ï�»�”�Ñ�£� �µ�o�•�w�¤�ï�Ä�æ�;
�ó�›�Ã�Ÿ�·�”�Ò�ç�t�b�”
ž�A�U�K�“�‡�b�{

�‡�h�z VLAN �t�0�`�o� �ï�»�”�Ñ�£� �µ�o�•�w  NetFlow �¤�ï�Ä�æ�^
R�›� �É�”�Ò�ç�t�b�”�q�z�Ò
�æ�¿�´�Å  �Ñ�é�”�w�-�U�×�ˆ�$�t� �É�”�Ò�ç�t�s�“�‡�b�{ NetFlow �Â�”�Ò�ç  �¤�ï�Ä�æ�›�^
R�b�”	Ô�ù
�t�z�\�w	O
ó�›�s
†�b�”	Ô�ù�x�z CLI �›�–�;�`�o� �ï�»�”�Ñ�£� �µ�o�•�p  NetFlow �›�Ã�Ÿ�·�”�Ò�ç
�t�b�”�\�q�U�p�V�‡�b�{

�\�w�;�ó�w�µ�Â�”�»�µ�x�z show mls �¯�Ú�ï�Å�w�°
æ�q�`�o
¯�Ô�^�•�‡�b�{�¤�ï�Ä�æ�^
R�U� �É�”�Ò
�ç�=�^�•�h  VLAN �x�z�Ò�æ�¿�´�Å  �Ñ�é�”�w�-�;�ó�U� �É�”�Ò�ç�=�^�•�h  VLAN �w�°
æ�q�`�o
¯�Ô
�^�•�‡�b�{

� �ï�»�”�Ñ�£� �µ�o�•�w  NetFlow �Â�”�Ò�ç  �¤�ï�Ä�æ�›� �É�”�Ò�ç�‡�h�x�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z
� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�^�À �¯�Ú�ï�Å

� �ï�»�”�Ñ�£� �µ�o�•�w  NetFlow �Â�”�Ò�ç  �¤�ï
�Ä�æ�›� �É�”�Ò�ç�t�`�‡�b�{

set mls netflow-per-interface [enable | disable]
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�Í�t�z� �ï�»�”�Ñ�£� �µ�o�•�w  NetFlow �Â�”�Ò�ç  �¤�ï�Ä�æ�›� �É�”�Ò�ç�t�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set mls netflow-per-interface enable
Console> (enable)

NetFlow �¤�ï�Ä�æ�›� �É�”�Ò�ç�‡�h�x�Ã�Ÿ�·�”�Ò�ç�t�b�”  VLAN �›�¦���p�V�‡�b�{ VLAN �o�•�p�Ñ
�é�”�^
R�›
M�š�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z NetFlow �Â�”�Ò�ç  �¤�ï�Ä�æ�w�^
R�t�–�;�b�”  VLAN �›�¦���b�”�«�›�Ô�`�‡�b�{

Console> (enable) set mls netflow-entry-create enable 150, 250
Console> (enable)

NetFlow �Â�”�Ò�ç  �¤�ï�Ä�æ�w�¤�”�´�ï�¬  �»� �Ü�‹�w�¦��

�¤�Ó�é�Ä�¯�ç �¢ IP �S�‘�|  IPX�£�w�¤�ï�Ä�æ  �¤�”�´�ï�¬  �»� �Ü�x�z �Ó�é�Ä�¯�ç�{���w�b�‚�o�w  NetFlow
�Â�”�Ò�ç  �¤�ï�Ä�æ�t�&�;�^�•�‡�b�{ agingtime �p�¦���^�•�”�8���¢
µ�£�t�˜�h�l�o�–�;�^�•�s�T�l
�h�¤�ï�Ä�æ�x�z�8�v
~�•�t�s�“�‡�b�{�Ã�Ñ�¥�ç�Ä�x  16 
µ�p�b�{

�è	×�w�¤�”�´�ï�¬  �»� �Ü�t�x�z 1 �™ 1092 
µ�w
c�“�p  8 
µ�w
�
:�›�¦���p�V�‡�b�{ 8 
µ�w
�
:�Ž�Ž�w
�¤�”�´�ï�¬  �»� �Ü�‹�›�¦���b�”�q�z �7�‹�Ù�M  8 
µ�w
�
:�t�Ð
T�^�•�‡�b�{ �h�q�Q�y  65 �x  64 �t�z 127
�x  128 �t�Ð
T�^�•�‡�b�{

IP �S�‘�|  IPX �w�†�M�t�m�M�o�¤�ï�Ä�æ�w�¤�”�´�ï�¬  �»� �Ü�›�¦���b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p
�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z�¤�ï�Ä�æ�w�¤�”�´�ï�¬  �»� �Ü�›�¦���b�”�«�›�Ô�`�‡�b�{

Console> (enable) set mls agingtime 16
Multilayer switching agingtime IP and IPX set to 16
Console> (enable)

IP �¤�ï�Ä�æ�w�¤�”�´�ï�¬  �»� �Ü�›�¦���b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z IP �¤�ï�Ä�æ�w�¤�”�´�ï�¬  �»� �Ü�›�¦���b�”�«�›�Ô�`�‡�b�{

Console> (enable) set mls agingtime ip 16
Multilayer switching aging time IP set to 16
Console> (enable)

�^�À �¯�Ú�ï�Å

VLAN �o�•�w  NetFlow �Â�”�Ò�ç  �¤�ï�Ä�æ�›� 
�É�”�Ò�ç�t�`�‡�b�{

set mls netflow-entry-create [enable | disable]
vlan-list

�^�À �¯�Ú�ï�Å

NetFlow �Â�”�Ò�ç  �¤�ï�Ä�æ�w�¤�”�´�ï�¬  �»� �Ü
�›�¦���`�‡�b�{

set mls agingtime [agingtime]

�^�À �¯�Ú�ï�Å

NetFlow �Â�”�Ò�ç�w  IP �¤�ï�Ä�æ  �¤�”�´�ï�¬  �»
� �Ü�›�¦���`�‡�b�{

set mls agingtime ip [agingtime]
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IPX �¤�ï�Ä�æ�w�¤�”�´�ï�¬  �»� �Ü�›�¦���b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z IPX �¤�ï�Ä�æ�w�¤�”�´�ï�¬  �»� �Ü�›�¦���b�”�«�›�Ô�`�‡�b�{

Console> (enable) set mls agingtime ipx 16
Multilayer switching aging time IPX set to 16
Console> (enable)

NetFlow �Â�”�Ò�ç  IP �¤�ï�Ä�æ�w�Ñ�•�µ�Ä  �¤�”�´�ï�¬  �»� �Ü�S�‘�|�Í�­�¿�Ä  �µ�è�¿�³�á
�×�”�ç�Å�‹�w�¦��

�¢�«�£ IPX �¤�ï�Ä�æ�t�m�M�o�x�z�Ñ�•�µ�Ä  �¤�”�´�ï�¬�x�–�;�^�•�‡�d�œ�{

NetFlow �Â�”�Ò�ç�w�–�;�p�›
ÿ�C�^�d�”�t�x�z IP �¤�ï�Ä�æ�w�Ñ�•�µ�Ä  �¤�”�´�ï�¬  �»� �Ü�›� �É�”
�Ò�ç�t�`�‡�b�{ IP �¤�ï�Ä�æ�w�Ñ�•�µ�Ä  �¤�”�´�ï�¬  �»� �Ü�x�z NetFlow �Â�”�Ò�ç  �¤�ï�Ä�æ�w�O�j�z
�^
R�™ fastagingtime 
µ�Ž�º�t�ç�”�Â�Ÿ�ï�¬�^�•�h�Í�­�¿�Ä
:�U  pkt_threshold �x�t�¬�h�s�M�‹�w�t�&
�;�^�•�‡�b�{ �°
`�t�z Domain Name Server�¢ DNS; �Å�Ý� �ï  �É�”�Ü  �±�”�Ì�£ �‡�h�x  Trivial File Transfer
Protocol�¢ TFTP; ���›�Ñ�•� �ç�8
ù�Ó�é�Ä�¯�ç�£�±�”�Ì�q�w���w�Ñ�é�”�t�0� �b�”  NetFlow �Â�”�Ò�ç
�¤�ï�Ä�æ�U�z�_	†�w�0	Å�t�s�“�‡�b�{�\�w	��w�¤�ï�Ä�æ�x�z�^
R�™�z�6�|�–�;�^�•�”�\�q�x�K�“�‡
�d�œ�{�\�•�’�w�¤�ï�Ä�æ�›�U	Z�`�o�8�v
~�•�t�b�•�y�z NetFlow �Â�”�Ò�ç�w�µ�Ö�”�µ�U
…�ÿ�^�•�z
���w�Ã�”�»  �Ä�å�Ñ�Ÿ�¿�«�›�¨�ò�p�V�”�‘�O�t�s�“�‡�b�{

�Ã�Ñ�¥�ç�Ä�w  fastagingtime �‹�x�z 0�¢�Ñ�•�µ�Ä  �¤�”�´�ï�¬�s�`�£�p�b�{ Supervisor Engine 1 �S�‘�|
Supervisor Engine 2 �p�x�z fastagingtime �‹ �›  8 �™ 128 
µ�w
c�“ �p�z 8 
µ�w
 � 
 : �p 
ƒ� � �p�V�‡�b�{
Supervisor Engine 720 �p�x�z fastagingtime � ‹ � ›  0 �™ 128 
µ�w
c�“ �p�z 1 
µ�o�• �p
ƒ� � �p �V�‡�b�{
fastagingtime �‹�›�\�•�Ž�Ž�w�‹�t
ƒ���b�”�q�z�7�‹�Ù�M�‹�t�Ð
T�^�•�‡�b�{ Supervisor Engine 1 �S�‘
�|  Supervisor Engine 2 �p�x�z pkt_threshold �‹�x�z 0�z 1�z 3�z 7�z 15�z 31�z 63�z 127 �Í�­�¿�Ä�t
ƒ���p�V
�‡�b�{ Supervisor Engine 720 �p�x�z pkt_threshold �‹�x  1 �™ 127 �Í�­�¿�Ä�w
c�“�p�z 1 �Í�­�¿�Ä�o�•�p

ƒ���p�V�‡�b�{

IP �¤�ï�Ä�æ�w�Ñ�•�µ�Ä  �¤�”�´�ï�¬  �»� �Ü�›� �É�”�Ò�ç�t�b�”	Ô�ù�z�7	s�x  128 
µ�t
ƒ���`�o�X�i
�^�M�{�\�w
ƒ���p�‹  NetFlow �Â�”�Ò�ç�U�¾�V���V�°
��t�s�”	Ô�ù�t�x�z
ƒ���‹�›	–�^�X�`�‡�b�{�f
�•�p�‹  NetFlow �Â�”�Ò�ç�U�°
��w	Ô�ù�t�x�z �è	×�w  IP �¤�ï�Ä�æ  �¤�”�´�ï�¬  �»� �Ü�›	–�^�X�`�‡�b�{

IP �¤�ï�Ä�æ�w�Ñ�•�µ�Ä  �¤�”�´�ï�¬  �»� �Ü�S�‘�|�Í�­�¿�Ä  �µ�è�¿�³�á�×�”�ç�Å�›�¦���b�”�t�x�z� 
�É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�^�À �¯�Ú�ï�Å

NetFlow �Â�”�Ò�ç�w  IPX �¤�ï�Ä�æ  �¤�”�´�ï�¬  �»
� �Ü�›�¦���`�‡�b�{

set mls agingtime ipx [agingtime]

�^�À �¯�Ú�ï�Å

NetFlow �Â�”�Ò�ç  �¤�ï�Ä�æ�w  IP �¤�ï�Ä�æ  �Ñ�•
�µ�Ä  �¤�”�´�ï�¬  �»� �Ü�S�‘�|�Í�­�¿�Ä  �µ�è�¿
�³�á�×�”�ç�Å�›�¦���`�‡�b�{

set mls agingtime fast [fastagingtime] 
[pkt_threshold]
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�Í�t�z IP �¤�ï�Ä�æ  �Ñ�•�µ�Ä  �¤�”�´�ï�¬  �»� �Ü�›  8 
µ�z�Í�­�¿�Ä  �µ�è�¿�³�á�×�”�ç�Å�›  15 �Í�­�¿
�Ä�t
ƒ���b�”�«�›�Ô�`�‡�b�{

Console> (enable) set mls agingtime fast 8 15
Multilayer switching fast aging time set to 8 seconds for entries with no more than 15 
packets switched.
Console> (enable)

set mls agingtime long-duration { longagingtime} �¯�Ú�ï�Å�›�î�æ�b�”�\�q�t�‘�“�z�ž�«�Â�Ÿ�Ò  �Ñ�é�”
�›�§
M�$�t�8�v
~�•�t�p�V�‡�b�{ �ž�«�Â�Ÿ�Ò  �Ñ�é�”�w�¤�”�´�ï�¬  �»� �Ü�q�`�o
ƒ���p�V�”�‹�x�z 64
�™ 1920 
µ�w
c�“�w  64 �w
�
:�p�b�{�Ã�Ñ�¥�ç�Ä�w  longagingtime �x  320 �p�b�{

�Í�t�z�ž�«�Â�Ÿ�Ò  �Ñ�é�”�w�¤�”�´�ï�¬  �»� �Ü�›
ƒ���b�”�«�›�Ô�`�‡�b�{

Console> (enable) set mls agingtime long-duration 128  
Multilayer switching agingtime set to 128 seconds for long duration flows 
Console> (enable) 

�7	–�w�-�Ñ�é�”  �Ú�µ�«�w
ƒ��

NetFlow �Â�”�Ò�ç�w�Ñ�é�”  �Ú�µ�«�w�7	–�{�S�›
ƒ���p�V�‡�b�{�î�M�w�Ñ�é�”  �Ú�µ�«�x�z�\�w�¯�Ú�ï
�Å�p�¦���^�•�h�7�ÿ�,	j �t�s�“�‡�b�{�¤	��Ñ�é�”  �Ú�µ�«�w�;�ó�t�m�M�o�x�z �®�Ñ�é�”  �Ú�µ�«�¯

�¢ p.13-12�£ �›�€	°�`�o�X�i�^�M�{

�¢�«�£ set mls flow �¯�Ú�ï�Å�›�Ö�—�b�”�q�z NetFlow �Â�”�Ò�ç�w�7���¤�ï�Ä�æ�U�b�‚�o�_	†�^�•�‡�b�{

NetFlow �7	–�w�-�Ñ�é�”  �Ú�µ�«�›
ƒ���b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z�7	–�w�-�Ñ�é�”  �Ú�µ�«�›  destination-source-ip �t
ƒ���b�”�«�›�Ô�`�‡�b�{

Console> (enable) set mls flow destination-source
Configured IP flow mask is set to destination-source flow.
Console> (enable)

NetFlow �Â�”�Ò�ç�T�’�w  IP �Ó�é�Ä�¯�ç  �¤�ï�Ä�æ�w	†�Ž

NetFlow �Â�”�Ò�ç�T�’�›���w  IP �Ó�é�Ä�¯�ç�›	†�Ž�b�”�‘�O�t
ƒ���p�V�‡�b�{

NetFlow �Â�”�Ò�ç�T�’  IP �Ó�é�Ä�¯�ç�›	†�Ž�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�å�Ý�”�»  port �t�x�z�Ù�”�Ä
j�ø�‡�h�x  dns�z ftp �z smtp�z telnet�z x�¢ X-Windows�£�z�‡�h�x  www �q
�M�l�h�©�”�ë�”�Å�›�¦���p�V�‡�b�{

�^�À �¯�Ú�ï�Å

�7	–�w�-�Ñ�é�”  �Ú�µ�«�›
ƒ���`�‡�b�{ set mls flow {destination | destination-source | null
| full }

�^�À �¯�Ú�ï�Å

NetFlow �Â�”�Ò�ç�T�’  IP �Ó�é�Ä�¯�ç�›	†�Ž�`�‡
�b�{

set mls exclude protocol { tcp | upd | both} port 
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�Í�t�z NetFlow �Â�”�Ò�ç�T�’  Telnet �Ä�å�Ñ�Ÿ�¿�«�›	†�Ž�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set mls exclude protocol tcp telnet  
NetFlow table will not create entries for TCP packets with protocol port 23.
Note: MLS exclusion only works in full flow mode.
Console> (enable)

NetFlow �w�-	Ø�C�w
¯�Ô

�¢�«�£ �8
ù�>���¤�ï�Ä�æ�›
¯�Ô�b�”�t�x�z show mls entry cef �¯�Ú�ï�Å�›�–�;�`�‡�b�¢ �®�µ�”�Í�Ì� �²  �¤�ï
�´�ï	Í�p�w�è� �à  3 �µ� �¿�½�ï�¬  �¤�ï�Ä�æ�w
¯�Ô�¯ [p.13-15]  �›�€	°�£ �{

NetFlow �Â�”�Ò�ç  �¤�ï�Ä�æ�S�‘�|�w�-	Ø�C�w�A�ÿ�›
¯�Ô�b�”�t�x�z � �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›
�æ�M�‡�b�{

�Í�t�z�b�‚�o�w  NetFlow �Â�”�Ò�ç  �¤�ï�Ä�æ�›
¯�Ô�b�”�«�›�Ô�`�‡�b�¢ Supervisor Engine 2 �T�’�w	Z
�—�£�{

Console> (enable) show mls
show mls
=======
Total packets switched = 2
Total bytes switched = 112
Total routes = 48
IP statistics flows aging time = 16 seconds
IP statistics flows fast aging time = 0 seconds, packet threshold = 0
IP Current flow mask is Full flow
Netflow Data Export version:7
Netflow Data Export disabled
Netflow Data Export port/host is not configured.
Total packets exported = 0

IPX statistics flows aging time = 16 seconds
IPX flow mask is Destination flow
IPX max hop is 15

Module 15:Physical MAC-Address 00-50-3e-a9-ab-fc
Vlan Virtual MAC-Address(es)
---- -----------------------
  42 00-00-0c-07-ac-00
Console>

�^�À �¯�Ú�ï�Å

�b�‚�o�w  NetFlow �Â�”�Ò�ç  �¤�ï�Ä�æ�S�‘�|�w�-
	Ø�C�›
¯�Ô�`�‡�b�{

show mls 
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�Í�t�z�b�‚�o�w  NetFlow �Â�”�Ò�ç  �¤�ï�Ä�æ�›
¯�Ô�b�”�«�›�Ô�`�‡�b�¢ Supervisor Engine 720 �T�’�w
	Z�—�£�{

Console> (enable) show mls
Total packets switched = 35254
Total bytes switched = 2256256
Total routes = 120569
Total number of Netflow entries = 120000 

IP statistics flows aging time = 50 seconds
Long-duration flows aging time = 320 seconds
IP statistics flows fast aging time = 0 seconds, packet threshold = 0

IP Current flow mask is Full-Vlan flow
Netflow Data Export version: 7
Netflow Data Export disabled
Netflow Data Export port/host is not configured.
Total packets exported = 0
Destination Ifindex export is enabled
Source Ifindex export is enabled
Rate limiting is turned off, packets are bridged to router
Load balancing hash is based on source and destination IP addresses and universc
Per-prefix Stats for ALL FIB entries is Enabled
Console> (enable) 

show mls statistics entry �¯�Ú�ï�Å�›�–�;�b�”�q�z�b�‚�o�w�w�-	Ø�C�‡�h�x�›���w  NetFlow �Â�”�Ò�ç
�¤�ï�Ä�æ�w�w�-	Ø�C�›
¯�Ô�p�V�‡�b�{�›���w  NetFlow �Â�”�Ò�ç  �¤�ï�Ä�æ�w�w�-	Ø�C�›
¯�Ô�b�”�t
�x�z�|
Œ�ž�Å�è�µ�z
ù	ô�i�ž�Å�è�µ�z IP�z�Ó�é�Ä�¯�ç�z
ù	ô�i�Ù�”�Ä�q�|
Œ�Ù�”�Ä�›�¦���`�‡�b�{

src_port �‡�h�x  dst_port �t�¸�é �¢ 0�£�›�¦���`�h	Ô�ù�z �ë� �ç�Å�§�”�Å�q�`�o�{�˜�•�z �b�‚�o�w  NetFlow
�w�-	Ø�C�U
¯�Ô�^�•�‡�b�¢�°�¦���w�¦�Ó�³�ã�ï�x�ë� �ç�Å�§�”�Å�q�`�o�{�˜�•�‡�b�£�{�¦���b�”�Ó
�é�Ä�¯�ç�U  TCP �‡�h�x  UDP �Ž�Ž�w	Ô�ù�t�x�z src_port �S�‘�|  dst_prt �›  0 �t
ƒ���`�s�M�q�z NetFlow
�w�-	Ø�C�x
¯�Ô�^�•�‡�d�œ�{

NetFlow �Â�”�Ò�ç  �¤�ï�Ä�æ�t���b�”�w�-	Ø�C�›
¯�Ô�b�”�t�x�z � �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M
�‡�b�{

�Í�t�z�›���w  NetFlow �Â�”�Ò�ç  �¤�ï�Ä�æ�t���b�”  NetFlow �w�-	Ø�C�›
¯�Ô�b�”�«�›�Ô�`�‡�b�{

Console> show mls statistics entry ip destination 172.20.22.14
                                  Last    Used
Destination IP  Source IP       Prot DstPrt SrcPrt Stat-Pkts Stat-Bytes
--------------- --------------- ---- ------ ------ --------- -----------
MSFC 127.0.0.12:
172.20.22.14    172.20.25.10    6    50648  80     3152       347854
Console>

show mls statistics entry ip top-talkers �¯�Ú�ï�Å�›�–�;�b�”�q�z �É�¿�Ä�ë�”�«�–�;�p�U�7�G�w  NetFlow
�t���b�”�w�-	Ø�C�U
¯�Ô�^�•�‡�b�{ NetFlow �¤�ï�Ä�æ�x�z�¤�Ñ�é�”�º�w�Í�­�¿�Ä
:�t�,�n�M�o�z
NetFlow �Â�”�Ò�ç�T�’	��˜�^�•�‡�b�{�A�L�x�ñ	q�p
¯�Ô�^�•�z�Í�­�¿�Ä
:�U�7�G�w�¤�ï�Ä�æ�U�7	Í
�•�w�Ä�”�§�”�t�s�“�‡�b�{�É�¿�Ä�ë�”�«�w�w�-	Ø�C�›
¯�Ô�`�h�“�¢	Í�•  32 �w�Ä�”�§�”�›
¯�Ô�£ �z	Í
�•  1 �m�‡�h�x  2 �m�w�Ä�”�§�”�s�r�z�¦��
:�w�Ñ�é�”�›
¯�Ô�b�”�\�q�U�p�V�‡�b�{

�^�À �¯�Ú�ï�Å

NetFlow �Â�”�Ò�ç  �¤�ï�Ä�æ�t���b�”�w�-	Ø�C�›

¯�Ô�`�‡�b�{ NetFlow �Â�”�Ò�ç  �¤�ï�Ä�æ�›�¦��
�`�s�M	Ô�ù�z�b�‚�o�w  NetFlow �w�-	Ø�C�U
¯�Ô
�^�•�‡�b�{

show mls statistics entry [ip | ipx | uptime] 
[destination ip_addr_spec] [source ip_addr_spec] 
[flow protocol src_port dst_port]
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NetFlow �Â�”�Ò�ç  �¤�ï�Ä�æ�t���b�”  NetFlow �w	Í�•�Ä�”�§�”�›
¯�Ô�b�”�t�x�z � �É�”�Ò�ç  �Þ�”�Å�p
�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z�É�¿�Ä�ë�”�«�t���b�”  NetFlow �w	Í�•�Ä�”�§�”�›
¯�Ô�b�”�«�›�Ô�`�‡�b�{

Console> show mls statistics entry ip top-talkers
Last    Used
Destination IP   Source IP       Prot  DstPrt SrcPrt Vlan  Stat-Pkts  Stat-Bytes 
---------------- --------------- ----- ------ ------ ----- ---------  -----------
 12.0.0.5        11.0.0.6        255   N/A    N/A    N/A   387110     17807060    
 12.0.0.5        11.0.0.7        255   N/A    N/A    N/A   387109     17807014    
 12.0.0.5        11.0.0.4        TCP   8      7      N/A   20         920         
 127.0.0.20      127.0.0.19      UDP   67     68     N/A   18         828         
 12.0.0.5        11.0.0.2        TCP   6      5      N/A   15         690         
 12.0.0.5        11.0.0.5        TCP   8      7      N/A   15         690         
 12.0.0.5        11.0.0.3        TCP   6      5      N/A   12         552         
Console>

�Í�t�z�É�¿�Ä�ë�”�«�–�;�p�U�7�G�w  NetFlow �w�w�-	Ø�C�›�¦��
:�i�Z
¯�Ô�b�”�«�›�Ô�`�‡�b�{

Console> show mls statistics entry ip top-talkers 2
Last    Used
Destination IP   Source IP       Prot  DstPrt SrcPrt Vlan  Stat-Pkts  Stat-Bytes 
---------------- --------------- ----- ------ ------ ----- ---------  -----------
 12.0.0.5        11.0.0.6        255   N/A    N/A    N/A   387110     17807060    
 12.0.0.5        11.0.0.7        255   N/A    N/A    N/A   387109     17807014    
Console>

NetFlow IP �S�‘�|  IPX �w�-	Ø�C�w	«�ˆ

�\�\�p�x�z NetFlow �w�-	Ø�C�›	«�ˆ�b�”	�	q�t�m�M�o
†�Ì�`�‡�b�{

• �b�‚�o�w  NetFlow �w�-	Ø�C�w	«�ˆ�¢ p.13-33�£

• NetFlow IP �w�-	Ø�C�w	«�ˆ�¢ p.13-34�£

• NetFlow IPX �w�-	Ø�C�w	«�ˆ�¢ p.13-34�£

• NetFlow �w�-�w
ï
:	Ø�C�w	«�ˆ�¢ p.13-35�£

�¢�«�£ clear mls �¯�Ú�ï�Å�U�è�¹�›�t�…�b�w�x�z�w�-	Ø�C�i�Z�p�b�{ clear mls �¯�Ú�ï�Å�x�z�8
ù�¤�ï�Ä�æ�z
�‡�h�x�8
ù�¤�ï�Ä�æ�t�0� �b�”  NetFlow �Â�”�Ò�ç  �¤�ï�Ä�æ�t�x�è�¹�`�‡�d�œ�{

�b�‚�o�w  NetFlow �w�-	Ø�C�w	«�ˆ

�b�‚�o�w  NetFlow IP �S�‘�|  IPX �w�-	Ø�C�›	«�ˆ�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡
�b�{

�^�À �¯�Ú�ï�Å

�É�¿�Ä�ë�”�«�–�;�p�U�7�G�w  NetFlow �Ä�”�§�”
�›
¯�Ô�`�‡�b�{

show mls statistics entry ip top-talkers

�^�À �¯�Ú�ï�Å

NetFlow �w�-	Ø�C�›�b�‚�o	«�ˆ�`�‡�b�{ clear mls statistics entry all 
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�Í�t�z NetFlow �w�-	Ø�C�›�b�‚�o	«�ˆ�b�”�«�›�Ô�`�‡�b�{

Console> (enable) clear mls statistics entry all
All MLS IP and IPX entries cleared.
Console> (enable)

NetFlow IP �w�-	Ø�C�w	«�ˆ

clear mls statistics entry ip �¯�Ú�ï�Å�›�î�æ�b�”�q�z NetFlow IP �w�-	Ø�C�U	«�ˆ�^�•�‡�b�{�b�‚�o�w
NetFlow IP �w�-	Ø�C�›	«�ˆ�b�”�t�x�z all �©�”�ë�”�Å�›�–�;�`�‡�b�{ destination �©�”�ë�”�Å�S�‘�|
source �©�” �ë� ” �Å�x�z
ù	ô� i �S� ‘ � | � | 
Œ�w  IP �ž �Å�è �µ�› � ¦ � � � ` �‡ �b�{� | 
Œ�S� ‘ � | 
ù 	ô� i �w
ip_addr_spec �t�x�z�ì
¶�s  IP �ž�Å�è�µ�z�‡�h�x  ip_subnet_addr�z ip_addr/subnet_mask�z
ip_addr/subnet_mask_bits �w���Ü�w�±�Ò�É�¿�Ä  �ž�Å�è�µ�›�¦���p�V�‡�b�{

flow �©�”�ë�”�Å�p�x�z�å�C�^�•�h�Ñ�é�”	Ø�C�›�Í�w�‘�O�t�¦���`�‡�b�{

• �Ó�é�Ä�¯�ç  �Ñ�•�Û�æ�”�¢ protocol�£ �•  tcp�z udp�z icmp�z�‡�h�x�f�w���w�Ó�é�Ä�¯�ç  �Ñ�•�Û�æ�”
�t�0� �b�”  10 
�
:�›�¦���`�‡�b�{ protocol �t�¸�é�¢ 0�£�›�¦���b�”�q�z�ë� �ç�Å�§�”�Å�q�`�o
�{�˜�•�‡�b�¢�°�¦���w�¦�Ó�³�ã�ï�x�ë� �ç�Å�§�”�Å�q�`�o�{�˜�•�‡�b�£ �{

• TCP �‡�h�x  UDP �w
ù	ô�i�S�‘�|�|
Œ�Ù�”�Ä
j�ø�¢ src_port �S�‘�|  dst_port�£ �•  �Ó�é�Ä�¯�ç�q�`
�o  TCP �‡�h�x  UDP �›�¦���b�”	Ô�ù�z
ù	ô�i�S�‘�|�|
Œ�w  TCP �‡�h�x  UDP �Ù�”�Ä
j�ø�›�¦��
�`�‡�b�{ src_port �‡�h�x  dst_port �t�¸�é�¢ 0�£�›�¦���`�h	Ô�ù�z�ë� �ç�Å�§�”�Å�q�`�o�{�˜�•�‡
�b�¢�°�¦���w�¦�Ó�³�ã�ï�x�ë� �ç�Å�§�”�Å�q�`�o�{�˜�•�‡�b�£�{�f�w���w�Ó�é�Ä�¯�ç�t�m�M�o
�x�z src_port �S�‘�|  dst_port �›  0 �t
ƒ���`�s�M�q�z�¤�ï�Ä�æ�x	«�ˆ�^�•�‡�d�œ�{

NetFlow �Â�”�Ò�ç�w  IP �¤�ï�Ä�æ�w�w�-	Ø�C�›	«�ˆ�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M
�‡�b�{

�Í�t�z NetFlow �Â�”�Ò�ç�p�|
Œ  IP �ž�Å�è�µ  172.20.26.22 �w�¤�ï�Ä�æ�›	«�ˆ�b�”�«�›�Ô�`�‡�b�{

Console> (enable) clear mls statistics entry ip destination 172.20.26.22
MLS IP entry cleared
Console> (enable)

�Í�t�z NetFlow �Â�”�Ò�ç�p�z�|
Œ  IP �ž�Å�è�µ  172.20.22.113�zTCP 
ù	ô�i�Ù�”�Ä  1652�zTCP �|
Œ�Ù�”
�Ä 23 �w�¤�ï�Ä�æ�w�w�-	Ø�C�›	«�ˆ�b�”�«�›�Ô�`�‡�b�{

Console> (enable) clear mls statistics entry ip destination 172.20.26.22 source 
172.20.22.113 flow tcp 1652 23
MLS IP entry cleared
Console> (enable)

NetFlow IPX �w�-	Ø�C�w	«�ˆ

clear mls statistics entry ipx �¯�Ú�ï�Å�›�î�æ�b�”�q�z NetFlow IPX �w�-	Ø�C�U	«�ˆ�^�•�‡�b�{�b�‚�o
�w NetFlow IPX �w�-	Ø�C�›	«�ˆ�b�”�t�x�z all �©�”�ë�”�Å�›�–�;�`�‡�b�{ destination �S�‘�|  source
�©�”�ë�”�Å�x�z
ù	ô�i�S�‘�|�|
Œ�w  IPX �ž�Å�è�µ�›�¦���`�‡�b�{

NetFlow �Â�”�Ò�ç�w  IPX �¤�ï�Ä�æ�w�w�-	Ø�C�›	«�ˆ�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M
�‡�b�{

�^�À �¯�Ú�ï�Å

NetFlow �Â�”�Ò�ç�w  IP �¤�ï�Ä�æ�w�w�-	Ø�C�›	«
�ˆ�`�‡�b�{

clear mls statistics entry ip [destination 
ip_addr_spec] [source ip_addr_spec] [flow protocol 
src_port dst_port] [all]
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�Í�t�z�|
Œ  IPX �ž�Å�è�µ  1.0002.00e0.fefc.6000 �w IPX MLS �¤�ï�Ä�æ�t���b�”�w�-	Ø�C�›	«�ˆ�b�”�«
�›�Ô�`�‡�b�{

Console> (enable) clear mls statistics entry ipx destination 1.0002.00e0.fefc.6000
MLS IPX entry cleared.
Console> (enable)

NetFlow �w�-�w
ï
:	Ø�C�w	«�ˆ

clear mls statistics �¯�Ú�ï�Å�›�–�;�`�o�z�Í�w  NetFlow �w�-	Ø�C�›	«�ˆ�p�V�‡�b�{

• �µ� �¿�½�ï�¬�^�•�h�Í�­�¿�Ä
ï
:�¢ IP �S�‘�|  IPX�£

• �¤�«�µ�Ù�”�Ä�^�•�h�Í�­�¿�Ä
ï
:�¢ NDE �•�£

NetFlow �w�-�w
ï
:	Ø�C�›	«�ˆ�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z NetFlow �w�-�w
ï
:	Ø�C�›	«�ˆ�b�”�«�›�Ô�`�‡�b�{

Console> (enable) clear mls statistics
All mls statistics cleared.
Console> (enable)

NetFlow �w�-�w�Ã�Ì�¿�¬	Ø�C�w
¯�Ô

show mls debug �¯�Ú�ï�Å�›�î�æ�b�”�q�z NetFlow �w�-�w�Ã�Ì�¿�¬	Ø�C�U
¯�Ô�^�•�‡�b�{
ž�A�t� �a
�o�z�\�w	Ø�C�›�Â�«�Ç�§�ç  �±�Ù�”�Ä�t
ù	ô�`�z�r
s�t�b�;�b�”�\�q�U�p�V�‡�b�{

NetFlow �w�-�w�Ã�Ì�¿�¬	Ø�C�›
¯�Ô�b�”�t�x�z�Í�w�^�À�›�æ�M�‡�b�{

�¢�«�£ show tech-support �¯�Ú�ï�Å�x�z�µ�”�Í�Ì� �²  �¤�ï�´�ï  �³�µ�Â�Ü	Ø�C�›
¯�Ô�`�‡�b�{�›���w�ž�Ó�æ
�­�”�³�ã�ï�t���b�”	Ä�I	Ø�C�›	��˜�b�”�t�x�z�ž�Ó�æ�­�”�³�ã�ï�{���w�¯�Ú�ï�Å�›�–�;�`�‡�b�{

�^�À �¯�Ú�ï�Å

NetFlow �Â�”�Ò�ç�w  IPX �¤�ï�Ä�æ�w�w�-	Ø�C�›
	«�ˆ�`�‡�b�{

clear mls statistics entry ipx [destination 
ipx_addr_spec] [source ipx_addr_spec] [all]

�^�À �¯�Ú�ï�Å

NetFlow �w�-�w
ï
:	Ø�C�›	«�ˆ�`�‡�b�{ clear mls statistics

�^�À �¯�Ú�ï�Å

�Â�«�Ç�§�ç  �±�Ù�”�Ä�t
ù	ô�p�V�”  NetFlow �w�-
�w�Ã�Ì�¿�¬	Ø�C�›
¯�Ô�`�‡�b�{

show mls debug
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�µ� �¿�½	Í�p�w  MLS IP-directed �Ò�é�”�Å�©�ß�µ�Ä�w
ƒ��
IP-directed �Ò�é�”�Å�©�ß�µ�Ä�x�z	��q�`�o�Â�Ÿ�¿�§�”  �»� �Ó�¢�Ò�A	Ø�C�£�w
÷�”�p�–�;�^�•�‡�b�U�z
�ç�”�»  � �ï�»�”�Ñ�£� �µ	Í�p�\�w�;�ó�›� �É�”�Ò�ç�t�`�h	Ô�ù�z�q�™�K�”  DoS �È�8�w	��ˆ�q�`�o
�b�;�^�•�”�D�ó
Q�U�K�“�‡�b�{

IP-directed �Ò�é�”�Å�©�ß�µ�Ä�x�z
ù	ô�i�Ú�³�ï�U�Ú
€
€���^�•�o�M�s�M�±�Ò�É�¿�Ä�w�Ò�é�”�Å�©�ß
�µ�Ä  �ž�Å�è�µ�t
ù	ô�^�•�”�Ã�”�»�¬�å�Ü�p�b�{ directed �Ò�é�”�Å�©�ß�µ�Ä�x�z�|
Œ�±�Ò�É�¿�Ä�t�x
�a�b�”�‡�p�x�z�â�Ç�©�ß�µ�Ä  �Í�­�¿�Ä�q�`�o�ç�”�Â�Ÿ�ï�¬�^�•�z�|
Œ�±�Ò�É�¿�Ä�p�æ�ï�«  �è� �à
�Ò�é�”�Å�©�ß�µ�Ä�t�!�õ�^�•�‡�b�{ IP �ž�Å�è�µ�¦���w�ž�”�©�Â�«�½�ß�t�‘�“�z IP-directed �Ò�é�”�Å
�©�ß�µ�Ä�›�7	4�$�t�Ý���p�V�”�w�x�½�£�”�ï�º�w�7�™�w�ç�”�»�z�m�‡�“�|
Œ�±�Ò�É�¿�Ä�t�Ú
€
€��
�^�•�o�M�”�ç�”�»�i�Z�p�b�{

Release 7.2(2) �‘�“
²�w�µ�”�Í�Ì� �²  �¤�ï�´�ï  �¹�Ñ�Ä�¢�£�ž�p�x�z MSFC 	Í�p  ip directed-broadcast
�¯�Ú�ï�Å�›�–�;�`�o  IP-directed �Ò�é�”�Å�©�ß�µ�Ä�›� �É�”�Ò�ç�t�b�”�\�q�p�z IP-directed �Ò�é�”�Å
�©�ß�µ�Ä  �Ä�å�Ñ�Ÿ�¿�«�›	r�g�`�o�M�‡�`�h�{ MSFC �x�Ó�é�·�µ  �è�Õ�ç�p	r�g�^�•�h�h�Š�z CPU �w
�–�;�p�x�ô�X�s�“�‡�`�h�{

Release 7.2(2) �Ž�ñ�w�¹�Ñ�Ä�¢�£�ž  �æ�æ�”�µ�p�x�z �Ë�”�Å�¢�£�ž �¢ PFC2 �›�–�;�£ �p  IP-directed �Ò�é�”
�Å�©�ß�µ�Ä�›	r�g�b�”�‘�O�t  MSFC2 �›
ƒ���p�V�‡�b�{

�¢�«�£ MSFC2 �p�x�z Cisco IOS Release 12.1(11b)E �U
ž�A�p�b�{

�Í�t�z IP-directed �Ò�é�”�Å�©�ß�µ�Ä�›� �É�”�Ò�ç�t�b�”�«�›�Ô�`�‡�b�{

Router(config-if)# mls ip directed-broadcast ?
  exclude-router  exclude router from recepient list for directed broadcast
  include-router  include router in recepient list for directed broadcast

exclude-router �¦�Ó�³�ã�ï�›�¦���b�”�q�z IP-directed �Ò�é�”�Å�©�ß�µ�Ä  �Í�­�¿�Ä�x�z�Ë�”�Å�¢�£�ž
�p�z�f�w�ç�”�»�›	†�X  VLAN �º�w�b�‚�o�w�×�µ�Ä�t�8
ù�^�•�‡�b�{

include-router �¦�Ó�³�ã�ï�›�¦���b�”�q�z IP-directed �Ò�é�”�Å�©�ß�µ�Ä  �Í�­�¿�Ä�x�z�Ë�”�Å�¢�£�ž
�p�z�f�w�ç�”�»�›���‰  VLAN �º�w�b�‚�o�w�×�µ�Ä�t�8
ù�^�•�‡�b�{�\�w�¦�Ó�³�ã�ï�›�¦���`�h	Ô
�ù�z�ç�”�»�x�f�w  IP-directed �Ò�é�”�Å�©�ß�µ�Ä  �Í�­�¿�Ä�›�Ë�S�q�8
ù�`�‡�d�œ�{

�\�w�¯�Ú�ï�Å�w  no ���Ü�x�Í�w�q�S�“�p�b�{

Router(config-if)#  no mls ip directed-broadcast  [ exclude-router  | include-router ]

no ���Ü�w�¯�Ú�ï�Å�›�–�;�b�”�q�z � �ï�»�”�Ñ�£� �µ�w
ƒ���U�Ã�Ñ�¥�ç�Ä  �Þ�”�Å�t�í�“�‡�b�{ �Ã�Ñ�¥
�ç�Ä  �Þ�”�Å�p�x�z IP-directed �Ò�é�”�Å�©�ß�µ�Ä  �Í�­�¿�Ä�x�Ë�”�Å�¢�£�ž�p�x�8
ù�^�•�‡�d�œ�{
MSFC2 �t�‘�l�o�Ó�é�·�µ  �è�Õ�ç�p	r�g�^�•�‡�b�{ MSFC2 �U�Í�­�¿�Ä�›�8
ù�b�”�T�`�s�M�T�x�z ip
directed-broadcast �¯�Ú�ï�Å�w
ƒ���t�‘�l�o�>�‡�“�‡�b�{

ip directed-broadcast �¯�Ú�ï�Å�q  mls ip directed-broadcast �¯�Ú�ï�Å�U�“�M�t�è�¹�`�ù�O�\�q�x�K�“
�‡�d�œ�{ ip directed-broadcast �¯�Ú�ï�Å�x�¹�Ñ�Ä�¢�£�ž�8
ù�t�z�‡�h�z mls ip directed-broadcast �¯
�Ú�ï�Å�x�Ë�”�Å�¢�£�ž�8
ù�t���)�`�‡�b�{
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MLS �w
ƒ��

�\�w	·�p�x�z Catalyst 6500 �³�æ�”�¶  �µ� �¿�½�t�0�`�o  Multilayer Switching�¢ MLS; �Ú�ç�½�è� �à  �µ
� �¿�½�ï�¬�£�›
ƒ���b�”	�	q�t�m�M�o
†�Ì�`�‡�b�{ MLS �x�z Supervisor Engine1�z Policy Feature Card

�¢ PFC; �Ù�æ�³�”  �Ñ�Ÿ�”�½�ß  �§�”�Å�£ �z�S�‘�|  Multilayer Switch Feature Card�¢ MSFC; �Ú�ç�½�è� �à  �µ
� �¿�½  �Ñ�Ÿ�”�½�ß  �§�”�Å�£�‡�h�x  MSFC2 �t�0�`�o�z IP �S�‘�|  Internetwork Packet Exchange�¢ IPX�£
�â�Ç�©�ß�µ�Ä  �è� �à  3 �µ� �¿�½�ï�¬�z�S�‘�|  IP �Ú�ç�½�©�ß�µ�Ä  �è� �à  3 �µ� �¿�½�ï�¬�;�ó�›���™
�`�‡�b�{  

�¢�«�£ �\�w	·�p�–�;�`�o�M�”�µ�”�Í�Ì� �²  �¤�ï�´�ï  �¯�Ú�ï�Å�w�Ï���S�‘�|�–�;�M�O�w	Ä�I�t�m�M�o�x�z
�° Catalyst 6500 Series Switch Command Reference�±�›�€	°�`�o�X�i�^�M�{

�\�w	·�p
†�Ì�b�”�º�0�x�z�Í�w�q�S�“�p�b�{

• �è� �à  3 �µ� �¿�½�ï�¬�w�;�ó�“�A�¢ p.14-2�£

• MLS �w�Ã�Ñ�¥�ç�Ä
ƒ���¢ p.14-14�£

• 
ƒ���Ì�w�«�™�Ä�ò�S�‘�|
M�v�Ä�ò�¢ p.14-15�£

• MLS �w
ƒ���¢ p.14-18�£

�¢�«�£ PFC3A/PFC3B/PFC3BXL �q  MSFC3 �›�e�L�`�h  Supervisor Engine 720�z�S�‘�|  PFC3B/PFC3BXL �q
MSFC2A �›�e�L�`�h  Supervisor Engine 32 �x�z Cisco Express Forwarding for PFC3�¢ CEF for PFC3�£�t
�‘�”�è� �à  3 �µ� �¿�½�ï�¬�›���™�`�‡�b�{	Ä�I�t�m�M�o�x�z �H 13 	·�® CEF for PFC2 �S�‘�|  CEF for
PFC3A �w
ƒ���¯ �›�€	°�`�o�X�i�^�M�{

�¢�«�£ Supervisor Engine 2�zPFC2�z�S�‘�|  MSFC2 �x�z Cisco Express Forwarding for PFC2�¢ CEF for PFC2�£�t
�‘�”�è� �à  3 �µ� �¿�½�ï�¬�›���™�`�‡�b�{	Ä�I�t�m�M�o�x�z �H 13 	·�® CEF for PFC2 �S�‘�|  CEF for
PFC3A �w
ƒ���¯ �›�€	°�`�o�X�i�^�M�{
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�è� �à  3 �µ� �¿�½�ï�¬�w�;�ó�“�A
�è� �à  3 �µ� �¿�½�ï�¬�t�‘�“�z�ç�”�»�p�x�s�X�µ� �¿�½�U�z VLAN �¢�>
Ý  LAN�£���p  IP/IPX �â�Ç
�©�ß�µ�Ä  �Ä�å�Ñ�Ÿ�¿�«�S�‘�|  IP �Ú�ç�½�©�ß�µ�Ä  �Ä�å�Ñ�Ÿ�¿�«�›�8
ù�p�V�‡�b�{�è� �à  3 �µ� �¿�½
�ï�¬�x�Ë�”�Å�¢�£�ž�t�î
÷�^�•�z MSFC �p�x�s�X�µ� �¿�½	Í�p�z�ë� �à���S�t�‘�”  VLAN ���8
ù�›
�æ�M�‡�b�{�è� �à  3 �µ� �¿�½�ï�¬�›�î�æ�b�”�t�x�z MSFC �T�’�w�7�ÿ�v�w�±�Ù�”�Ä�U
ž�A�p�b�{�è
� �à  3 �µ� �¿�½�ï�¬�U
Æ�D�ó�s�Ä�å�Ñ�Ÿ�¿�«�x�z MSFC �U�ç�”�Â�Ÿ�ï�¬�`�‡�b�{

�¢�«�£ �è� �à  3 �µ� �¿�½�ï�¬�x�z MSFC 	Í�t
ƒ���^�•�o�M�”�ç�”�Â�Ÿ�ï�¬  �Ó�é�Ä�¯�ç�›�±�Ù�”�Ä�`�o�M�‡
�b�{�è� �à  3 �µ� �¿�½�ï�¬�x�z MSFC 	Í�t
ƒ���^�•�o�M�”�ç�”�Â�Ÿ�ï�¬  �Ó�é�Ä�¯�ç�t�E�˜�”�‹�w�p
�x�K�“�‡�d�œ�{�è� �à  3 �µ� �¿�½�ï�¬�x  IP Protocol Independent Multicast�¢ IP PIM�£�›�–�;�`�o�Ú�ç
�½�©�ß�µ�Ä  �ç�”�Ä�w�>���›�æ�M�‡�b�{

Catalyst 6500 �³�æ�”�¶  �µ� �¿�½	Í�w�è� �à  3 �µ� �¿�½�ï�¬�x�z �Ä�å�Ñ�Ÿ�¿�«�w�-	Ø�C�›���™�`�‡�b�{
�\�w	Ø�C�›�b�;�`�o�Ä�å�Ñ�Ÿ�¿�«�›
Q�›�›���`�z���g�z�Ó�å�ï�Ç�ï�¬�z�S�‘�|�Ä�å�Ò�ç�³�á�”�Â�Ÿ
�ï�¬�t�þ�q�o�”�\�q�U�p�V�‡�b�{ �è� �à  3 �µ� �¿�½�ï�¬�x�z NetFlow Data Export�¢ NDE;NetFlow �Ã�”
�»  �¤�«�µ�Ù�”�Ä�£�›�–�;�`�o�Ñ�é�”�w�-	Ø�C�›�¤�«�µ�Ù�”�Ä�`�‡�b�¢ NDE �w	Ä�I�t�m�M�o�x�z �H
16 	·�® NDE �w
ƒ���¯ �›�€	°�£ �{

�\�\�p�x�z Catalyst 6500 �³�æ�”�¶  �µ� �¿�½	Í�p�w�è� �à  3 �µ� �¿�½�ï�¬�S�‘�|  MLS �t�m�M�o
†�Ì
�`�‡�b�{

• �è� �à  3 �µ� �¿�½�Å  �Í�­�¿�Ä�w	{�V�õ�Q�¢ p.14-2�£

• MLS �w�“�A�¢ p.14-4�£

�è� �à  3 �µ� �¿�½�Å  �Í�­�¿�Ä�w	{�V�õ�Q

VLAN 	Í�w
ù	ô�i�T�’���w  VLAN 	Í�w�|
Œ�•�Í�­�¿�Ä�›�è� �à  3 �µ� �¿�½�ï�¬�b�”�q�V�z �µ� �¿�½
�x  MSFC �T�’�¶	6�`�h	Ø�C�t�,�n�M�o�z	Z�—�Ù�”�Ä�p�Í�­�¿�Ä�w	{�V�õ�Q�›�æ�M�‡�b�{�\�w	{�V�õ
�Q�t�‘�“�z�Í�­�¿�Ä�x  MSFC �t�‘�l�o�ç�”�Â�Ÿ�ï�¬�^�•�h�T�w�‘�O�t�_�Q�‡�b�{

�¢�«�£ �µ� �¿�½�x�z IP �Ú�ç�½�©�ß�µ�Ä  �Í�­�¿�Ä�›�8
ù�b�”�i�Z�p�s�X�z
ž�A�t� �a�o�&
~�s  VLAN 	Í�p
�Í�­�¿�Ä�›
ó
a�`�‡�b�{

�Í�­�¿�Ä�w	{�V�õ�Q�t�‘�l�o�!�Ë�^�•�”�Ñ�Ÿ�”�ç�Å�x�z�Í�w  5 �m�p�b�{

• �è� �à  2�¢ MAC�¦�Ý�Ã�Ÿ�ž  �ž�«�·�µ
M�š�§ �£�|
Œ�ž�Å�è�µ

• �è� �à  2�¢ MAC�£
ù	ô�i�ž�Å�è�µ

• �è� �à  3 IP Time to Live�¢ TTL�£�‡�h�x  IPX �Ä�å�ï�µ�Ù�”�Ä  �¯�ï�Ä�é�”�ç

• �è� �à  3 �½�£�¿�«�±�Ü

• �è� �à  2�¢ MAC�£�½�£�¿�«�±�Ü�¢���Ê  FCS�¦�Ñ�è�”�Ü  �½�£�¿�«�±�Ü�§ �£


ù	ô�i  A �q�|
Œ  B �U�Ÿ�s�”  VLAN �t	t���`�z
ù	ô�i  A �U MSFC �t�Í�­�¿�Ä�›
ù	ô�`�o�|
Œ  B �•
�ç�”�Â�Ÿ�ï�¬�^�d�”	Ô�ù�z�µ� �¿�½�x�f�w�Í�­�¿�Ä�U  MSFC �w�è� �à  2�¢ MAC�£�ž�Å�è�µ�t
ù	ô�^
�•�h�\�q�›�Ý�Ý�`�‡�b�{

�è� �à  3 �µ� �¿�½�ï�¬�›�î�æ�b�”�h�Š�z�µ� �¿�½�x�è� �à  2 �Ñ�è�”�Ü  �Ô�¿�¼�”�›	{�V�õ�Q�z�è� �à
2 �|
Œ�ž�Å�è�µ�›�|
Œ  B �w�è� �à  2 �ž�Å�è�µ�t�!�Ë�`�z�è� �à  2 
ù	ô�i�ž�Å�è�µ�›  MSFC �w�è� �à
2 �ž�Å�è�µ�t�!�Ë�`�‡�b�{�è� �à  3 �ž�Å�è�µ�x�!�Ë�`�‡�d�œ�{
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IP �â�Ç�©�ß�µ�Ä�S�‘�|  IP �Ú�ç�½�©�ß�µ�Ä  �Ä�å�Ñ�Ÿ�¿�«�w	Ô�ù�z�µ� �¿�½�x�è� �à  3 TTL �‹�›  1 �i
�Z�n�’�`�z�è� �à  3 �Í�­�¿�Ä  �½�£�¿�«�±�Ü�›�6�-�‰�`�‡�b�{ IPX �Ä�å�Ñ�Ÿ�¿�«�w	Ô�ù�z�µ� �¿�½�x
�è� �à  3 �Ä�å�ï�µ�Ù�”�Ä  �¯�ï�Ä�é�”�ç�‹�›  1 �i�Z
ÿ�•�`�z�è� �à  3 �Í�­�¿�Ä  �½�£�¿�«�±�Ü�›�6�-
�‰�`�‡�b�{ �µ� �¿�½�x�è� �à  2 �Ñ�è�”�Ü  �½�£�¿�«�±�Ü�›�6�-�‰�`�z 	{�V�õ�Q�h�Í�­�¿�Ä�›�|
Œ  B �w
VLAN �t�8
ù�`�‡�b�¢�‡�h�x�z�Ú�ç�½�©�ß�µ�Ä  �Í�­�¿�Ä�w	Ô�ù�z
ž�A�t� �a�o
ó
a�`�‡�b�£ �{

�\�\�p�x�z�Í�­�¿�Ä�›	{�V�õ�Q�”	�	q�t�m�M�o
†�Ì�`�‡�b�{

• IP �â�Ç�©�ß�µ�Ä�w	{�V�õ�Q�¢ p.14-3�£

• IPX �â�Ç�©�ß�µ�Ä�w	{�V�õ�Q�¢ p.14-3�£

• IP �Ú�ç�½�©�ß�µ�Ä�w	{�V�õ�Q�¢ p.14-4�£

IP �â�Ç�©�ß�µ�Ä�w	{�V�õ�Q

	!	ô  IP �â�Ç�©�ß�µ�Ä  �Í�­�¿�Ä�w�Ñ�¥�”�Ú�¿�Ä�x�z �¢�“�æ�$�t�x�£�Í�w�q�S�“�p�b�{

�µ� �¿�½�U  IP �â�Ç�©�ß�µ�Ä  �Í�­�¿�Ä�w	{�V�õ�Q�›�æ�l�h�K�q�w�Ñ�¥�”�Ú�¿�Ä�x�z �¢�“�æ�$�t�x�£�Í
�w�q�S�“�p�b�{

IPX �â�Ç�©�ß�µ�Ä�w	{�V�õ�Q

	!	ô  IPX �Í�­�¿�Ä�w�Ñ�¥�”�Ú�¿�Ä�x�z �¢�“�æ�$�t�x�£�Í�w�q�S�“�p�b�{

�µ� �¿�½�U  IPX �Í�­�¿�Ä�w	{�V�õ�Q�›�æ�l�h�K�q�w�Ñ�¥�”�Ú�¿�Ä�x�z �¢�“�æ�$�t�x�£�Í�w�q�S�“�p
�b�{

�è� �à  2 �Ñ�è�”�Ü  �Ô�¿�¼�” �è� �à  3 IP �Ô�¿�¼�” �Ã�”�» FCS

�|
Œ 
ù	ô�i �|
Œ 
ù	ô�i TTL �½�£�¿�«�±�Ü

MSFC MAC Source A MAC Destination B IP Source A IP n calculation1

�è� �à  2 �Ñ�è�”�Ü  �Ô�¿�¼�” �è� �à  3 IP �Ô�¿�¼�” �Ã�”�» FCS

�|
Œ 
ù	ô�i �|
Œ 
ù	ô�i TTL �½�£�¿�«�±�Ü

Destination B MAC MSFC MAC Destination B IP Source A IP n–1 calculation2

�è� �à  2 �Ñ�è�”�Ü  �Ô�¿�¼�” �è� �à  3 IPX �Ô�¿�¼�” �Ã�”�» FCS

�|
Œ 
ù	ô�i �½�£�¿�«�±�Ü /
IPX �w�Õ�^ /
�Ä�å�ï�µ�Ù�”�Ä  
�¯�ï�Ä�é�”�ç  

�|
Œ�É�¿�Ä�ë�”�« /
�Ê�”�Å /
�¹�­�¿�Ä


ù	ô�i�É�¿�Ä�ë�”�« /
�Ê�”�Å /
�¹�­�¿�Ä

MSFC MAC Source A MAC n Destination B IPX Source A IPX 

�è� �à  2 �Ñ�è�”�Ü  �Ô�¿�¼�” �è� �à  3 IPX �Ô�¿�¼�” �Ã�”�» FCS

�|
Œ 
ù	ô�i �½�£�¿�«�±�Ü /
IPX �w�Õ�^ /
�Ä�å�ï�µ�Ù�”�Ä  
�¯�ï�Ä�é�”�ç  

�|
Œ�É�¿�Ä�ë�”�« /
�Ê�”�Å /
�¹�­�¿�Ä


ù	ô�i�É�¿�Ä�ë�”�« /
�Ê�”�Å /
�¹�­�¿�Ä

Destination B
MAC

MSFC MAC n+1 Destination B IPX Source A IPX 
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IP �Ú�ç�½�©�ß�µ�Ä�w	{�V�õ�Q

	!	ô  IP �Ú�ç�½�©�ß�µ�Ä  �Í�­�¿�Ä�w�Ñ�¥�”�Ú�¿�Ä�x�z �¢�“�æ�$�t�x�£�Í�w�q�S�“�p�b�{

�µ� �¿�½�U  IP �Ú�ç�½�©�ß�µ�Ä  �Í�­�¿�Ä�w	{�V�õ�Q�›�æ�l�h�K�q�w�Ñ�¥�”�Ú�¿�Ä�x�z �¢�“�æ�$�t�x�£
�Í�w�q�S�“�p�b�{

 

MLS �w�“�A

�¢�«�£ Supervisor Engine 1�z PFC�z�S�‘�|  MSFC �‡�h�x  MSFC2 �x�z�‰�a�³�ß�”�³�º�w  MSFC/MSFC2 �p�º

æ�$�t�`�T  MLS �›�î�æ�p�V�‡�d�œ�{�Ž
æ  MLS Route Processor�¢ RP; �ç�”�Ä  �Ó�é�·�¿�±�£�›�º
æ
MLS-RP �w�E�˜�“�t�–�;�b�”�\�q�x�p�V�‡�d�œ�{

Supervisor Engine 1�z PFC�z�S�‘�|  MSFC �‡�h�x  MSFC2 �x�z MLS �t�‘�l�o�è� �à  3 �µ� �¿�½�ï�¬�›
�æ�M�‡�b�{ MLS �t�‘�”�è� �à  3 �µ� �¿�½�ï�¬�x�z MSFC �t�‘�l�o�7	s�w�Í�­�¿�Ä�U�ç�”�Â�Ÿ�ï�¬�^
�•�h�Ì�:�p�µ� �¿�½	Í�w�Ñ�é�”�›�Ý���`�z�Ñ�é�”�w�’�“�w�Ä�å�Ñ�Ÿ�¿�«�8
ù�Ó�é�·�µ�›�µ� �¿�½�t
� �æ�b�”�\�q�t�‘�l�o�z MSFC �w
Û�Y�›�0�n�`�‡�b�{

�\�\�p�x�z MLS �t�m�M�o
†�Ì�`�‡�b�{

• MLS �Ñ�é�”�w�“�A�¢ p.14-4�£

• MLS �©�ß�¿�³�á�w�“�A�¢ p.14-5�£

• �Ñ�é�”  �Ú�µ�«�w�“�A�¢ p.14-6�£

• �Ú�ç�½�©�ß�µ�Ä  �Ñ�é�”�w
æ
ü�$�µ� �¿�½�ï�¬�S�‘�|�ì
¶�µ� �¿�½�ï�¬�¢ p.14-11�£

• MLS �w�«�¢ p.14-11�£

MLS �Ñ�é�”�w�“�A

IP�z IPX �s�r�w�è� �à  3 �Ó�é�Ä�¯�ç�x�¯�É�«�³�ã�ï�è�µ�p�b�{�b�s�˜�j�z�¤�Í�­�¿�Ä�›���w�Í�­�¿
�Ä�q�x�Á�����t
�	ô�`�‡�b�{�h�i�`�z�î�M�w�É�¿�Ä�ë�”�«  �Ä�å�Ñ�Ÿ�¿�«�x���X�w	Ô�ù�z�â�”�²�‡�h
�x�ž�Ó�æ�­�”�³�ã�ï���w�¤�ï�Å�À�”�¤�ï�Å�w�0�é�z�‡�h�x�Ñ�é�”�p
R�“�q�l�o�M�‡�b�{

MLS �x�z�â�Ç�©�ß�µ�Ä�S�‘�|�Ú�ç�½�©�ß�µ�Ä  �Ñ�é�”�›�±�Ù�”�Ä�`�o�M�‡�b�{

• �â�Ç�©�ß�µ�Ä  �Ñ�é�”�x�z�Í�w�M�c�•�T�p�b�{

�µ �›���w�|
Œ�t�²�Z�’�•�h�b�‚�o�w�Ä�å�Ñ�Ÿ�¿�«

�µ �›���w
ù	ô�i�T�’�›���w�|
Œ�t�²�Z�’�•�h�b�‚�o�w�Ä�å�Ñ�Ÿ�¿�«

�µ �›���w
ù	ô�i�T�’�›���w�|
Œ�t�²�Z�’�•�z�Ó�é�Ä�¯�ç�S�‘�|�Ä�å�ï�µ�Ù�”�Ä  �è� �à	Ø�C�U
�ž�è�b�”�b�‚�o�w�Ä�å�Ñ�Ÿ�¿�«

�è� �à  2 �Ñ�è�”�Ü  �Ô�¿�¼�” �è� �à  3 IP �Ô�¿�¼�” �Ã�”�» FCS

�|
Œ 
ù	ô�i �|
Œ 
ù	ô�i TTL �½�£�¿�«�±�Ü

Group G1 MAC1 

1. 	Í�G�w�«�p�x�z Destination B �x�¬�ç�”�Ó  G1 �w�Ý�ï�Ì�”�p�b�{

Source A MAC Group G1 IP Source A IP n calculation1 

�è� �à  2 �Ñ�è�”�Ü  �Ô�¿�¼�” �è� �à  3 IP �Ô�¿�¼�” �Ã�”�» FCS

�|
Œ 
ù	ô�i �|
Œ 
ù	ô�i TTL �½�£�¿�«�±�Ü

Group G1 MAC MSFC MAC Group G1 IP Source A IP n–1 calculation2



�H 14 	·       MLS �w
ƒ��
�è� �à  3 �µ� �¿�½�ï�¬�w�;�ó�“�A

14-5
Catalyst 6500 �³�æ�”�¶  �µ� �¿�½  �¹�Ñ�Ä�¢�£�ž  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �¨� �Å

OL-7193-01-J

• �Ú�ç�½�©�ß�µ�Ä  �Ñ�é�”�x�z�›���w
ù	ô�i�T�’�›���w�|
Œ�Ú�ç�½�©�ß�µ�Ä  �¬�ç�”�Ó�w�Ý�ï�Ì�”
�t�²�Z�’�•�z �Ó�é�Ä�¯�ç�S�‘�|�Ä�å�ï�µ�Ù�”�Ä  �è� �à	Ø�C�U�ž�è�b�”�b�‚�o�w�Ä�å�Ñ�Ÿ�¿�«�p
�b�{

�h�q�Q�y�z�«�å� �ž�ï�Ä�T�’�±�”�Ì�•�w�è	ô�z�S�‘�|�±�”�Ì�T�’�«�å� �ž�ï�Ä�•�w�è	ô�x�z�f�•�g
�•�x���w�Ñ�é�”�p�b�{�›���w
ù	ô�i�T�’�›���w�|
Œ�t�8
ù�^�•�”  Telnet �Ä�å�Ñ�Ÿ�¿�«�x�z�‰�a
ù	ô
�i�S�‘�|�|
Œ�w���p�8
ù�^�•�”  FTP�¢�Ñ�•� �ç�8
ù�Ó�é�Ä�¯�ç�£�Í�­�¿�Ä�q�x���w�Ñ�é�”�p�b�{

�¢�«�£ PFC �x�è� �à  2 �Ú�ç�½�©�ß�µ�Ä�8
ù�Â�”�Ò�ç�›�–�;�`�o�z�è� �à  2 �Ú�ç�½�©�ß�µ�Ä  �Ä�å�Ñ�Ÿ�¿�«
�›�8
ù�b�‚�V�Ù�”�Ä�¢���O�b�”	Ô�ù�£�›�Ý���`�‡�b�{�Ú�ç�½�©�ß�µ�Ä�8
ù�Â�”�Ò�ç�w�¤�ï�Ä�æ�x�z
�µ� �¿�½	Í�p� �É�”�Ò�ç�t�s�l�o�M�”�Ú�ç�½�©�ß�µ�Ä
M�ÿ�w�K�”�;�ó�¢ IGMP �µ�È�”�Ð�ï�¬�‡�h�x
Generic Attribute Registration Protocol [GARP] Multicast Registration Protocol [GMRP]�£�t�‘�l�o�î
÷�^
�•�‡�b�{�\�•�’�w�¤�ï�Ä�æ�x�z�|
Œ�Ú�ç�½�©�ß�µ�Ä  MAC �ž�Å�è�µ�›�z�f�w  VLAN �•�w	Z�—�µ� �¿
�½ �Ù�”�Ä�t�Ú�¿�Ð�ï�¬�`�‡�b�{

MLS �©�ß�¿�³�á�w�“�A

�\�\�p�x�z MLS �©�ß�¿�³�á�t�m�M�o
†�Ì�`�‡�b�{

• MLS �©�ß�¿�³�á�¢ p.14-5�£

• �â�Ç�©�ß�µ�Ä  �Ä�å�Ñ�Ÿ�¿�«�¢ p.14-5�£

• �Ú�ç�½�©�ß�µ�Ä  �Ä�å�Ñ�Ÿ�¿�«�¢ p.14-5�£

• MLS �©�ß�¿�³�á�w�¤�”�´�ï�¬�¢ p.14-6�£

• MLS �©�ß�¿�³�á  �±� �¶�¢ p.14-6�£

MLS �©�ß�¿�³�á

PFC �x�z�è� �à  3 �µ� �¿�½�Å  �Ñ�é�”�w�h�Š�w�z MLS �©�ß�¿�³�á�q�z�y�•�”�è� �à  3 �µ� �¿�½�ï�¬
�Â�”�Ò�ç�›�¡�Ë�`�‡�b�{�\�w�©�ß�¿�³�á�t�x�z�Í�­�¿�Ä�w�µ� �¿�½�ï�¬�q�‰�Ì�t�Ë	ý�^�•�”�Ä�å
�Ñ�Ÿ�¿�«�w�-	Ø�C�w�¤�ï�Ä�æ�‹���‡�•�‡�b�{ PFC �U MLS �©�ß�¿�³�á  �¤�ï�Ä�æ�›�^
R�`�h�K�q�z�7
���w�Ñ�é�”�t���b�”�\�q�U�Ý���^�•�h�Í�­�¿�Ä�x�z�©�ß�¿�³�á�^�•�h	Ø�C�t�,�n�M�o�z�è� �à  3 �µ
� �¿�½�ï�¬�^�•�‡�b�{ MLS �©�ß�¿�³�á�t�x�z�b�‚�o�w�ž�«�Â�Ÿ�Ò  �Ñ�é�”�t���b�”�Ñ�é�”	Ø�C�U�¡
�Ë�^�•�‡�b�{

�â�Ç�©�ß�µ�Ä  �Ä�å�Ñ�Ÿ�¿�«

�â�Ç�©�ß�µ�Ä  �Ä�å�Ñ�Ÿ�¿�«�t�m�M�o�x�z PFC �x�¤�â�Ç�©�ß�µ�Ä  �Ñ�é�”�p�7	s�t�ç�”�Â�Ÿ�ï�¬�^�•
�h�Í�­�¿�Ä�w  MLS �©�ß�¿�³�á  �¤�ï�Ä�æ�›�^
R�`�‡�b�{ MLS �©�ß�¿�³�á�º�t�q���b�”�â�Ç�©�ß�µ�Ä
�Ñ�é�”�w�r�•�q�‹�°�•�`�s�M�ç�”�Â�Ÿ�ï�¬�A�ˆ�Í�­�¿�Ä�›	!	ô�b�”�q�z PFC �x	ý�`�M  MLS �¤�ï�Ä
�æ�›�^
R�`�‡�b�{

�Ú�ç�½�©�ß�µ�Ä  �Ä�å�Ñ�Ÿ�¿�«

�Ú�ç�½�©�ß�µ�Ä  �Ä�å�Ñ�Ÿ�¿�«�t�m�M�o�x�z PFC �x  MSFC �T�’�¶	6�`�h	Ø�C�›�–�;�`�o  MLS �©�ß�¿
�³�á�›�î
÷�`�‡�b�{ MSFC �x	ý�`�M�Ú�ç�½�©�ß�µ�Ä  �Ñ�é�”�w�Ä�å�Ñ�Ÿ�¿�«�›	!	ô�b�”�q�z	×�t�Ú�ç
�½�©�ß�µ�Ä  �ç�”�Â�Ÿ�ï�¬  �Â�”�Ò�ç�›�Ë	ý�`�z 	ý�`�M	Ø�C�›  PFC �t�8
ù�`�‡�b�{ �^�’�t�z �Ú�ç�½�©�ß
�µ�Ä  �ç�”�Â�Ÿ�ï�¬  �Â�”�Ò�ç�w�¤�ï�Ä�æ�U�8�v
~�•�t�s�”�q�z MSFC �x�f�w�¤�ï�Ä�æ�›�_	†�`�z�Ë
	ý�^�•�h	Ø�C�›  PFC �t�8
ù�`�‡�b�{



�H 14 	·       MLS �w
ƒ��
�è� �à  3 �µ� �¿�½�ï�¬�w�;�ó�“�A

14-6
Catalyst 6500 �³�æ�”�¶  �µ� �¿�½  �¹�Ñ�Ä�¢�£�ž  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �¨� �Å

OL-7193-01-J

PFC �x�Ú�ç�½�©�ß�µ�Ä  �Ñ�é�”�t���b�”�©�ß�¿�³�á  �¤�ï�Ä�æ�]�q�t�z �|
Œ  IP �Ú�ç�½�©�ß�µ�Ä  �¬�ç�”
�Ó�•�w	Z�—� �ï�»�”�Ñ�£� �µ�w�æ�µ�Ä�›�¡�Ë�`�‡�b�{ PFC �x�\�w�æ�µ�Ä�›�–�;�`�o�z�›���w�Ú�ç�½
�©�ß�µ�Ä  �Ñ�é�”�w�Ä�å�Ñ�Ÿ�¿�«�›
ó
a�b�”
ž�A�w�K�”  VLAN �›�Ý���`�‡�b�{

�µ� �¿�½	Í�w�Ú�ç�½�©�ß�µ�Ä  MLS �©�ß�¿�³�á  �¤�ï�Ä�æ�t�è�¹�b�”  Cisco IOS �¯�Ú�ï�Å�x�z�Í�w�q
�S�“�p�b�{

• clear ip mroute �¯�Ú�ï�Å�›�–�;�`�o  MSFC 	Í�w�Ú�ç�½�©�ß�µ�Ä  �ç�”�Â�Ÿ�ï�¬  �Â�”�Ò�ç�›	«�ˆ
�b�”�q�z PFC 	Í�w�Ú�ç�½�©�ß�µ�Ä  MLS �©�ß�¿�³�á  �¤�ï�Ä�æ�U�b�‚�o	«�ˆ�^�•�‡�b�{

• no ip multicast-routing �¯�Ú�ï�Å�›�–�;�`�o  MSFC 	Í�p  IP �Ú�ç�½�©�ß�µ�Ä  �ç�”�Â�Ÿ�ï�¬�›�Ã�Ÿ
�·�”�Ò�ç�t�b�”�q�z PFC 	Í�w�Ú�ç�½�©�ß�µ�Ä  MLS �©�ß�¿�³�á  �¤�ï�Ä�æ�U�b�‚�o�_	†�^�•�‡�b�{

MLS �©�ß�¿�³�á�w�¤�”�´�ï�¬

�Í�­�¿�Ä  �Ä�å�Ñ�Ÿ�¿�«�U�ž�«�Â�Ÿ�Ò�p�K�”�T�W�“�z �Ñ�é�”�w	Ý�6�S�‘�|�ž� �Ã�ï�Â�Ÿ�Â�Ÿ�U�¡�Ë�^
�•�‡�b�{�Ñ�é�”�w�Ä�å�Ñ�Ÿ�¿�«�U�s�X�s�”�q�z�¤�ï�Ä�æ�x�8�v
~�•�t�s�“�‡�b�{ MLS �©�ß�¿�³�á�t
�-���^�•�”  MLS �¤�ï�Ä�æ�w�¤�”�´�ï�¬  �»� �Ü�›
ƒ���p�V�‡�b�{�K�”�¤�ï�Ä�æ�U�°���8���t�˜�h�l
�o�–�;�^�•�s�M	Ý�6�U���X�q�z�f�w�¤�ï�Ä�æ�x�8�v
~�•�t�s�“�z�f�w�Ñ�é�”�t���b�”�w�-	Ø�C�›�Ñ
�é�”  �¯�è�«�»  �ž�Ó�æ�­�”�³�ã�ï�t�¤�«�µ�Ù�”�Ä�p�V�”�‘�O�t�s�“�‡�b�{

MLS �©�ß�¿�³�á  �±� �¶

�7�G  MLS �©�ß�¿�³�á  �±� �¶�¢�¤�ï�Ä�æ
:�£�x�z 128,000 �p�b�{ MLS �©�ß�¿�³�á�x�z�µ� �¿�½	Í�w
�b�‚�o�w  MLS �Ó�é�·�µ �¢ IP MLS�zIP MMLS�z�S�‘�|  IPX MLS�£�t�‘�l�o�ž���^�•�‡�b�{ MLS �©�ß�¿
�³�á  �¤�ï�Ä�æ
:�U  32,000 �›�Ò�Q�”�q�z�Ñ�é�”�U�è� �à  3 �µ� �¿�½�ï�¬�^�•�c�z MSFC �t�8
ù�^�•
�”�D�ó
Q�U�ô�X�s�“�‡�b�{

�Ñ�é�”  �Ú�µ�«�w�“�A

PFC �x�z�Ñ�é�”  �Ú�µ�«�›�–�;�`�o  MLS �¤�ï�Ä�æ�w�^
R�M�O�›�>���`�‡�b�{

�\�\�p�x�z�Ñ�é�”  �Ú�µ�«  �Þ�”�Å�t�m�M�o
†�Ì�`�‡�b�{

• �Ñ�é�”  �Ú�µ�«  �Þ�”�Å  �•  Release 8.5(1) �‘�“
²�w�¹�Ñ�Ä�¢�£�ž  �æ�æ�”�µ�¢ p.14-6�£

• �Ñ�é�”  �Ú�µ�«  �Þ�”�Å  �•  Release 8.5(1) �Ž�ñ�w�¹�Ñ�Ä�¢�£�ž  �æ�æ�”�µ�¢ p.14-7�£

• �Ñ�é�”  �Ú�µ�«  �Þ�”�Å�S�‘�|  show mls entry �¯�Ú�ï�Å�w	Z�—�¢ p.14-9�£

�Ñ�é�”  �Ú�µ�«  �Þ�”�Å  �•  Release 8.5(1) �‘�“
²�w�¹�Ñ�Ä�¢�£�ž  �æ�æ�”�µ

PFC �x�z�f�w  PFC �U�è� �à  3 �µ� �¿�½�ï�¬�b�”�b�‚�o�w  MSFC �t�m�M�o�z 1 �m�w�Ñ�é�”  �Ú�µ�«�¢�7
�‹�{��
Q�w�ô�M�Ñ�é�”  �Ú�µ�«�£�i�Z�›�±�Ù�”�Ä�`�‡�b�{ PFC �U�è� �à  3 �µ� �¿�½�ï�¬�w�î�æ�0	Å�t
�`�o�M�”  MSFC ���t�Ÿ�s�”�Ñ�é�”  �Ú�µ�«�›�U	Z�`�h	Ô�ù�z�U	Z�`�h�Ñ�é�”  �Ú�µ�«�w�¤�p�7�‹�{��

Q�w�ô�M�‹�w�t�Ñ�é�”  �Ú�µ�«�›�!�Ë�`�‡�b�{

PFC �Ñ�é�”  �Ú�µ�«�U�!�=�b�”�q�z MLS �©�ß�¿�³�á
¶�.�U�_	†�^�•�‡�b�{ PFC �U�©�ß�¿�³�ï�¬�`�h
�¤�ï�Ä�æ�›�¤�«�µ�Ù�”�Ä�b�”�q�V�z�q�O�w�Ñ�é�”  �Ú�µ�«�t�,�n�M�o�Ñ�é�”  �è�¯�”�Å�U�^
R�^�•�‡
�b�{�q�O�w�Ñ�é�”  �Ú�µ�«�t�‘�l�o�x�z�Ñ�é�”  �è�¯�”�Å�w�°
æ�w�Ñ�Ÿ�”�ç�Å�t�‹�U�Ö�’�s�M	Ô�ù�U
�K�“�‡�b�{�±�Ù�”�Ä�^�•�o�M�s�M�Ñ�Ÿ�”�ç�Å�t�x�z�¸�é�¢ 0�£�U	F�0�^�•�‡�b�{

MLS �Ñ�é�”  �Ú�µ�«�x�z�Í�w�q�S�“�p�b�{

• destination-ip �•  �7�‹�{��
Q�w�ÿ�M�Ñ�é�”  �Ú�µ�«�{ PFC �x�z�è� �à  3 �|
Œ�ž�Å�è�µ�]�q�t  1 �m�w
MLS �¤�ï�Ä�æ�›�¡�Ë�`�‡�b�{�›���w�è� �à  3 �|
Œ�ž�Å�è�µ�t�²�Z�’�•�h�Ñ�é�”�x�b�‚�o�z�\�w
MLS �¤�ï�Ä�æ�›�–�;�`�‡�b�{
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• destination-ipx �•  IPX MLS �w�
�°�w�Ñ�é�”  �Ú�µ�«  �Þ�”�Å�U�z destination �Þ�”�Å�p�b�{ PFC �x�z
�|
Œ  IPX �ž�Å�è�µ�¢�É�¿�Ä�ë�”�«�S�‘�|�Ê�”�Å�£�]�q�t�z 1 �m�w IPX MLS �¤�ï�Ä�æ�›�¡�Ë�`�‡
�b�{�›���w�|
Œ  IPX �ž�Å�è�µ�t�²�Z�’�•�h�Ñ�é�”�x�b�‚�o�z�\�w  IPX MLS �¤�ï�Ä�æ�›�–�;�`
�‡�b�{  

• source-destination-ip �•  PFC �x�z
ù	ô�i�S�‘�|�|
Œ  IP �ž�Å�è�µ�w�Ö�ž�]�q�t  1 �m�w MLS �¤�ï�Ä
�æ�›�¡�Ë�`�‡�b�{�›���w
ù	ô�i�q�|
Œ�w���p�•�“�q�“�^�•�”�Ñ�é�”�x�b�‚�o�z IP �Ó�é�Ä�¯�ç
�Ù�”�Ä�q�x�Á�����t�z�\�w  MLS �¤�ï�Ä�æ�›�–�;�`�‡�b�{

• source-destination-vlan �•  IP MMLS �;�{ PFC �x�z {source IP, destination group IP, source VLAN}�]
�q�t  1 �m�w MMLS �©�ß�¿�³�á  �¤�ï�Ä�æ�›�¡�Ë�`�‡�b�{ �Ú�ç�½�©�ß�µ�Ä  source-destination-vlan �Ñ
�é�”  �Ú�µ�«�U  IP �â�Ç�©�ß�µ�Ä  MLS source-destination-ip �Ñ�é�”  �Ú�µ�«�q�Ÿ�s�”�:�x�z IP MMLS
�w	Ô�ù�z�¤�ï�Ä�æ�t
ù	ô�i  VLAN �U���‡�•�o�M�”�:�p�b�{
ù	ô�i  VLAN �x�z�f�w�Ú�ç�½�©�ß
�µ�Ä  �Ñ�é�”�w�Ú�ç�½�©�ß�µ�Ä  Reverse Path Forwarding�¢ RPF�£� �ï�»�”�Ñ�£� �µ�p�b�{

• full flow �•  �7�‹�{��
Q�w�ô�M�Ñ�é�”  �Ú�µ�«�{ PFC �x�z IP �Ñ�é�”�]�q�t�x���w  MLS �©�ß�¿�³�á
�¤�ï�Ä�æ�›�^
R�S�‘�|�¡�Ë�`�‡�b�{ full flow �¤�ï�Ä�æ�t�x�z
ù	ô�i  IP �ž�Å�è�µ�z�|
Œ  IP �ž�Å
�è�µ�z�Ó�é�Ä�¯�ç�z�S�‘�|�Ó�é�Ä�¯�ç  �Ù�”�Ä�U���‡�•�‡�b�{

�Ñ�é�”  �Ú�µ�«  �Þ�”�Å  �•  Release 8.5(1) �Ž�ñ�w�¹�Ñ�Ä�¢�£�ž  �æ�æ�”�µ

Release 8.5(1) �Ž�ñ�w�¹�Ñ�Ä�¢�£�ž  �æ�æ�”�µ�p�x�z Supervisor Engine 720 	Í�p
ó
:�w�Ñ�é�”  �Ú�µ�«�;
�ó�U�±�Ù�”�Ä�^�•�‡�b�{�\�w�;�ó�t�‘�“�z�M�X�m�T�w  NDE �;�ó�U�!�Ë�^�•�‡�b�{

�Ñ�é�”  �Ú�µ�«�w	ý�`�M�‹�x�z null �p�b�{ set mls flow null �¯�Ú�ï�Å�›�Ö�—�`�o�z�Ñ�é�”  �Ú�µ�«�›�È
�ç�¢�È�ç�x	ý�`�M�Ã�Ñ�¥�ç�Ä�w�Ñ�é�”  �Ú�µ�«�p�b�£�t
ƒ���`�‡�b�{�Ñ�é�”  �Ú�µ�«�U  null  �t
ƒ���^
�•�z���w�;�ó�p�‘�“�{��
Q�w�ô�M�Ñ�é�”  �Ú�µ�«�›�–�;�`�o�M�s�M	Ô�ù�z�b�‚�o�w�Ñ�é�”�x�‰�a�È�ç
�Ñ�é�”�t�°�•�`�‡�b�{�È�ç  �Ñ�é�”�w�§�¢�ï�»�x�z�Ñ�é�”�U�È�ç  �Ñ�é�”�t�°�•�b�”�h�|�t�C�‰�^�•
�‡�b�{ �Ñ�é�”  �Ú�µ�«�U�È�ç�p�z ���w�;�ó�p�Ñ�é�”  �Ú�µ�«�›�–�;�`�o�M�s�M	Ô�ù�t�z show mls statistics
entry �¯�Ú�ï�Å�›�Ö�—�b�”�q�z�¯�Ú�ï�Å	Z�—�p�Í�w�‘�O�t�È�ç  �Ñ�é�”�U
¯�Ô�^�•�‡�b�¢�\�w�«�p�x�z
NDE �U�Ã�Ÿ�·�”�Ò�ç�w�h�Š�z�Ñ�é�”�x�¤�«�µ�Ù�”�Ä�^�•�‡�d�œ�£ �{

Console> (enable) show mls statistics entry
Flowmask set to Null. Please set the flowmask to see the flows
                                  Last    Used
Destination IP   Source IP       Prot  DstPrt SrcPrt Vlan  Stat-Pkts  Stat-Bytes
 
---------------- --------------- ----- ------ ------ ----- ---------  -----------

- - - - - N/A 728915 33530090 

Console> (enable) 

�Ñ�é�”�w�^
R�›� �É�”�Ò�ç�t�b�”	Ô�ù�x�z set mls flow {destination | destination-source | null  | full } �¯
�Ú�ï�Å�p  null  �Ž�Ž�w�©�”�ë�”�Å�›�¦���`�o�Ñ�é�”  �Ú�µ�«�›�¦���`�‡�b�{ null  �Ñ�é�”  �Ú�µ�«�U
ƒ��
�^�•�o�M�”	Ô�ù�t�z NDE �›� �É�”�Ò�ç�t�b�”�q�z NDE �x�Ñ�é�”�›�¤�«�µ�Ù�”�Ä�`�‡�d�œ�{�«�x�Í
�w�q�S�“�p�b�{

Console> (enable) set mls nde enable
Netflow export enabled
Console> (enable) 2005 Sep 18 18:04:43 %MLS-5-FLOWMASK_NULL:IP Flowmask set to 
Null:Flows will not be exported 

�o�t�z NDE �U� �É�”�Ò�ç�w	Ô�ù�t�z�Ñ�é�”  �Ú�µ�«�›  null  �t
ƒ���b�”�q�z�Í�w�Ý�¿�·�”�´�U
¯�Ô�^
�•�‡�b�{

Console> (enable) set mls flow null
2000 Sep 18 18:04:02 %MLS-5-FLOWMASK_NULL:IP Flowmask set to Null:Flows will not be 
exported
Console> (enable)
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Release 8.4(x) �T�’  Release 8.5(1) �Ž�ñ�t�ž�¿�Ó�¬�è�”�Å�b�”	Ô�ù�x�z�Í�w�:�t�«�™�`�o�X�i�^�M�{

• �Ì� �Æ�æ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�w	Ô�ù

�µ Release 8.4(x) �p�x�z set mls flow xxx �¯�Ú�ï�Å�›�Ö�—�`�o�Ñ�é�”  �Ú�µ�«�›�® xxx�¯�t
ƒ���`
�h	Ô�ù�¢ xxx �x�©�”�ë�”�Å  �¦�Ó�³�ã�ï�w �M�c�•�T �£�z�Ñ�é�”  �Ú�µ�«�x�ž�¿�Ó�¬�è�”�Å�™�‹
xxx �w�‡�‡�p�b�{

�µ Release 8.4(x) �p�z�Ñ�é�”  �Ú�µ�«�›
ƒ���`�s�T�l�h	Ô�ù�z�Ñ�é�”  �Ú�µ�«�x�ž�¿�Ó�¬�è�”�Å�™
destination �q�s�“�‡�b�{

• �Â�©�µ�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å

�µ Release 8.4(x) �p�z set mls flow destination �¯�Ú�ï�Å�›�Ö�—�`�o�Ñ�é�”  �Ú�µ�«�›  destination
�t
ƒ���`�h	Ô�ù�z�Ñ�é�”  �Ú�µ�«�x�ž�¿�Ó�¬�è�”�Å�™  null�¢	ý�`�M�Ã�Ñ�¥�ç�Ä�£�q�s�“�‡�b�{

�µ Release 8.4(x) �p�z�Ñ�é�”  �Ú�µ�«�›
ƒ���`�s�T�l�h	Ô�ù�z�Ñ�é�”  �Ú�µ�«�x�ž�¿�Ó�¬�è�”�Å�™
null �q�s�“�‡�b�{

�µ Release 8.4(x) �p�z�Ñ�é�”  �Ú�µ�«�›  destination �Ž�Ž�w�M�c�•�T�w�©�”�ë�”�Å  �¦�Ó�³�ã�ï�t

ƒ���`�h	Ô�ù�z �Ñ�é�”  �Ú�µ�«�x�ž�¿�Ó�¬�è�”�Å�™
ƒ���`�h�Ñ�é�”  �Ú�µ�«�q�‰�a�‹�w�t�s�“
�‡�b�{

�µ� �¿�½	Í�p�x
ó
:�w�Ñ�é�”  �Ú�µ�«�U�ž���p�V�”�h�Š�z show mls statistics entry �¯�Ú�ï�Å�t�‘�“�Ñ
�é�”�]�q�w���È�Ñ�Ÿ�”�ç�Å�w�ˆ�U
¯�Ô�^�•�‡�b�{ �›���w�Ñ�é�”�›�^
R�b�”�w�t�–�;�^�•�”�Ñ�é�”  �Ú
�µ�«�t�‘�l�o�z���È�Ñ�Ÿ�”�ç�Å�U	«�ˆ�^�•�‡�b�{�Ñ�é�”  �¯�è�«�»  �¹�Ñ�Ä�¢�£�ž�p�x�z NDE �U�–�;
�^�•�‡�b�{ NDE �x�z�b�‚�o�w�Ñ�é�”�x�‰�a�Ñ�é�”  �Ú�µ�«�t�‘�“�^
R�^�•�”�q
Ý���`�‡�b�{�\�w
M
�v�Ä�ò�w�h�Š�t�z NDE �x�z�Ÿ�s�”�Ñ�é�”  �Ú�µ�«�U
ž�A�s�›���w�;�ó�q�‰�Ì�t� �É�”�Ò�ç�t�p�V�‡
�d�œ�{�Ì�¬�s�­�”�µ�q�`�o�z�Ë�”�Å�¢�£�ž�ô���=  Network Address Translation�¢ NAT; �É�¿�Ä�ë�”�«
�ž�Å�è�µ�!�õ�£�U�K�“�‡�b�{ NDE �q�Ë�”�Å�¢�£�ž�ô���=  NAT �x�z�‰�Ì�t�–�;�p�V�‡�d�œ�{

Release 8.5(1) �p�x�z�°
æ�w  MSFC �;�ó�t�Ë�”�Å�¢�£�ž  �ž�«�·�å�è�”�³�ã�ï�›�‹�Ö�`�‡�b�{ Release
8.4(x) �T�’  Release 8.5(1) �t�ž�¿�Ó�¬�è�”�Å�b�”	Ô�ù�x�z
ƒ���A�ˆ�S�‘�|�T�‡�¤�w  MSFC �;�ó�t���b
�”�ð�J�x�K�“�‡�d�œ�{ �Ñ�é�”  �Ú�µ�«�w�•�ù�U�s�Z�•�y�z NAT �w�„�T�t�6�<  Access Control List�¢ ACL;
�ž�«�·�µ
M�š�æ�µ�Ä�£�S�‘�|  Context-Based Access Control�¢ CBAC; �¯�ï�Â�©�µ�Ä  �Õ�”�µ�w�ž�«�·�µ

M�š�£�U�Ë�”�Å�¢�£�ž�º�p�;�ó�p�V�‡�b�{ NDE �‡�h�x  Quality of Service�¢ QoS; �±�”�Ï�µ
¼�í�£�Ú� 
�«�é�Ñ�é�”  �Ù�æ�±�”�s�r�w���w�;�ó�q�•�ù�b�”�Ñ�é�”  �Ú�µ�«�›
ž�A�q�b�”�;�ó�p�s�Z�•�y�z�Ë�”
�Å�¢�£�ž�º�p�;�ó�`�‡�b�{

�‡�h�z Release 8.5(1) �p�x�z WCCP �S�‘�|  TCP �E�æ	!	ô�p�‹�Ë�”�Å�¢�£�ž  �ž�«�·�å�è�”�³�ã�ï�U�–
�;�p�V�‡�b�{�\�•�’�w  MSFC �;�ó�x�z�Ñ�é�”  �Ú�µ�«�w�•�ù�U�s�M�v�“�z NDE �q�ž���p�V�‡�b�{ ACL
�Ú�É�”�´�ß�x�z�Ÿ�s�”�;�ó�w�Ñ�é�”  �Ú�µ�«�A�E�›�Ú�”�´�`�‘�O�q�`�‡�b�{�,�Š�$�t�x�z�b�p�t�Â�“
�p�o�’�•�h�Ñ�é�”  �Ú�µ�«�q�w�“�õ
Q�U�s�M�±�[�w�Ñ�é�”  �Ú�µ�«�A�E
•�;�t	ý�`�M�Ñ�é�”  �Ú�µ�«�›
�Â�“�p�o�‡�b�{ NDE �t�x�±�[�w�Ñ�é�”  �Ú�µ�«�A�E�U�s�M�h�Š�z NDE �w�Ñ�é�”  �Ú�µ�«�x�±�[�t�b�”
�\�q�U�p�V�‡�b�{

�Ñ�é�”  �Ú�µ�«�U  NDE �t
ƒ���^�•�o�M�”	Ô�ù�¢�Ñ�é�”  �Ú�µ�«�w
¯�Ô�t�x  show mls �¯�Ú�ï�Å�›�–�;�£
�t�z NAT �p�Ë�”�Å�¢�£�ž  �ž�«�·�å�è�”�³�ã�ï�;�ó�›�–�;�b�”�t�x�z�Í�w	�	q�›�î�æ�`�‡�b�{

�µ�Â�¿�Ó  1  set mls flow null �¯�Ú�ï�Å�›�Ö�—�`�‡�b�{

�µ�Â�¿�Ó  2 MSFC �x�z�Ñ�é�”  �Ú�µ�«�w�A�{�U
ž�A�p�b�{�\�•�t�x�z�›���w  MSFC �;�ó�›�6
ƒ���b�”
ž�A�U�K�“
�‡�b�{

�Í�w�M�c�•�T�w� �Õ�ï�Ä�U
C
\�`�h	Ô�ù�z NDE �x�æ

�`�‡�b�{

• �Ë�”�Å�¢�£�ž�ô���=  NAT �U� �É�”�Ò�ç�p�K�”�{

• �µ� �¿�½	Í�t�•�ù�b�”�Ñ�é�”  �Ú�µ�«�U
ƒ���^�•�h
ó
:�w�;�ó�U�K�”�{
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�o�t�z NDE �w
ƒ���U
R�­�b�•�y�z NAT �›�Ë�”�Å�¢�£�ž�p�;�ó�b�”�‘�O�t
ƒ���p�V�‡�d�œ�{�‡�h�z�Ñ
�é�”  �Ú�µ�«�A�E�U�•�ù�b�”  2 �m�w�Ÿ�s�”�;�ó�x�z�µ� �¿�½	Í�p
ƒ���p�V�‡�d�œ�{

Release 8.5(1) �x�z�µ� �¿�½	Í�w�¤	��;�ó�p�–�;�^�•�”�Ñ�é�”  �Ú�µ�«�›
¯�Ô�b�” show mls flowmask
�¯�Ú�ï�Å�›�‹�Ö�`�‡�`�h�{

�Í�t�z MSFC 	Í�p�;�ó�U�s�t�‹
ƒ���^�•�o�M�s�M	Ô�ù�w�¤	�
ƒ���w	Z�—�«�›�Ô�`�‡�b�{

Console> show mls flowmask
Netflow Data Export is enabled
NDE Flowmask is configured to use at least Null flowmask
Console>

Console> show mls flowmask
Netflow Data Export is enabled and is using Full flowmask
NDE Flowmask is configured to use at least Full flowmask
Console>

Console> show mls flowmask
Netflow Data Export is disabled
NDE Flowmask is configured to use at least Full flowmask
Console>

�Í�t�z NAT �U MSFC �t
ƒ���^�•�o�M�”	Ô�ù�w	Z�—�›�Ô�`�‡�b�{

Console> show mls flowmask
The MSFC features are using NotVlanFullFlow and VlanFullFlowOnly flow mask on vlan(s) 
10-11,50-51,90-91.
Netflow Data Export is disabled 
NDE Flowmask is configured to at least the Null flowmask
Console>

�Í�t�z MSFC 	Í�p�6�<  ACL �;�ó�U
ƒ���^�•�o�M�”	Ô�ù�w�¤	�
ƒ���w	Z�—�«�›�Ô�`�‡�b�{

Console> show mls flowmask
The MSFC features are using VlanFullFlowOnly flow mask on vlan(s) 13.
Netflow Data Export is disabled
NDE Flowmask is configured to use at least Null flowmask
Console>

Console> show mls flowmask
The MSFC features are using VlanFullFlowOnly flow mask on vlan(s) 13.
Netflow Data Export is enabled and is using Full-Vlan flowmask
NDE Flowmask is configured to use at least Full-Vlan flowmask
Console>

�Ñ�é�”  �Ú�µ�«  �Þ�”�Å�S�‘�|  show mls entry �¯�Ú�ï�Å�w	Z�—

destination-ip �Ñ�é�”  �Ú�µ�«�w	Ô�ù�z
ù	ô�i  IP�z�Ó�é�Ä�¯�ç�z�S�‘�|
ù	ô�i�q�|
Œ�Ù�”�Ä�w�¤�Ñ�Ÿ�”
�ç�Å�t�z MLS �©�ß�¿�³�á  �¤�ï�Ä�æ�›�–�;�`�o�7�™�t�è� �à  3 �µ� �¿�½�ï�¬�^�•�h�Í�­�¿�Ä�w	Ä�I
	Ø�C�U
¯�Ô�^�•�‡�b�{
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�Í�t�z destination-ip �Þ�”�Å�p�w  show mls entry �¯�Ú�ï�Å�w	Z�—�«�›�Ô�`�‡�b�{

Console> (enable) show mls entry ip short
Destination-IP  Source-IP       Prot  DstPrt SrcPrt Destination-Mac   Vlan 
--------------- --------------- ----- ------ ------ ----------------- ---- 
 ESrc EDst SPort DPort Stat-Pkts Stat-Byte    Uptime   Age
 ---- ---- ----- ----- --------- ------------ -------- --------
171.69.200.234  -               -     -      -      00-60-70-6c-fc-22 4    
 ARPA SNAP 5/8   11/1  3152      347854       09:01:19 09:08:20
171.69.1.133    -               -     -      -      00-60-70-6c-fc-23 2    
 SNAP ARPA 5/8   1/1   2345      123456       09:03:32 09:08:12

Total Entries: 2
* indicates TCP flow has ended
Console> (enable)

�¢�«�£ �°
æ�w  show �¯�Ú�ï�Å�t�x  short �©�”�ë�”�Å�U�K�“�z�\�•�›�–�;�b�”�q�Â�©�µ�Ä�U  80 ���È�p
‚�“�&
�^�•�o	Z�—�^�•�‡�b�{�Ã�Ñ�¥�ç�Ä�x  long�¢�Â�©�µ�Ä�w
‚�“�&�`�s�`�£�p�b�{

source-destination-ip �Ñ�é�”  �Ú�µ�«�w	Ô�ù�z �Ó�é�Ä�¯�ç�z 
ù	ô�i�Ù�”�Ä�z �S�‘�|�|
Œ�Ù�”�Ä�w�¤�Ñ�Ÿ�”
�ç�Å�t�z MLS �©�ß�¿�³�á  �¤�ï�Ä�æ�›�–�;�`�o�7�™�t�è� �à  3 �µ� �¿�½�ï�¬�^�•�h�Í�­�¿�Ä�w	Ä�I
	Ø�C�U
¯�Ô�^�•�‡�b�{

�Í�t�z source-destination-ip �Þ�”�Å�p�w  show mls entry �¯�Ú�ï�Å�w	Z�—�«�›�Ô�`�‡�b�{

Console> (enable) show mls entry ip short
Destination-IP  Source-IP       Prot  DstPrt SrcPrt Destination-Mac   Vlan 
--------------- --------------- ----- ------ ------ ----------------- ---- 
 ESrc EDst SPort DPort Stat-Pkts Stat-Byte    Uptime   Age
 ---- ---- ----- ----- --------- ------------ -------- --------
171.69.200.234  171.69.192.41   -     -      -      00-60-70-6c-fc-22 4 
 ARPA SNAP 5/8   11/1  3152      347854       09:01:19 09:08:20
171.69.1.133    171.69.192.42   -     -      -      00-60-70-6c-fc-23 2 
 SNAP ARPA 5/8   1/1   2345      123456       09:03:32 09:08:12

Total Entries: 2
* indicates TCP flow has ended
Console> (enable)

full-flow �Ñ�é�”  �Ú�µ�«�w	Ô�ù�z IP �Ñ�é�”�]�q�t�x���w  MLS �¤�ï�Ä�æ�U�^
R�^�•�”�w�p�z�Ñ�é�”��
�t	Ä�I	Ø�C�U
¯�Ô�^�•�‡�b�{

�Í�t�z full flow �Þ�”�Å�p�w  show mls entry �¯�Ú�ï�Å�w	Z�—�«�›�Ô�`�‡�b�{

Console> (enable) show mls entry ip short
Destination-IP  Source-IP       Prot  DstPrt SrcPrt Destination-Mac   Vlan 
--------------- --------------- ----- ------ ------ ----------------- ---- 
 ESrc EDst SPort DPort Stat-Pkts Stat-Byte    Uptime   Age
 ---- ---- ----- ----- --------- ------------ -------- --------
171.69.200.234  171.69.192.41   TCP*  6000   59181  00-60-70-6c-fc-22 4 
 ARPA SNAP 5/8   11/1  3152      347854       09:01:19 09:08:20
171.69.1.133    171.69.192.42   UDP   2049   41636  00-60-70-6c-fc-23 2 
 SNAP ARPA 5/8   1/1   2345      123456       09:03:32 09:08:12

Total Entries: 2
* indicates TCP flow has ended
Console> (enable)
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�Ú�ç�½�©�ß�µ�Ä  �Ñ�é�”�w
æ
ü�$�µ� �¿�½�ï�¬�S�‘�|�ì
¶�µ� �¿�½�ï�¬

�Í�w	Ý�¯�p�x�z�°
æ�w�Ñ�é�”�U�ì
¶�t�è� �à  3 �µ� �¿�½�ï�¬�^�•�c�t�z
æ
ü�$�t�è� �à  3 �µ� �¿�½
�ï�¬�^�•�”�D�ó
Q�U�K�“�‡�b�{

• �Ú�ç�½�©�ß�µ�Ä
ù	ô�i�w  RPF � �ï�»�”�Ñ�£� �µ�p�z MSFC �U IP �Ú�ç�½�©�ß�µ�Ä  �¬�ç�”�Ó�w�Ý
�ï�Ì�”�q�`�o
ƒ���^�•�o�M�”	Ô�ù�¢ ip igmp join-group �¯�Ú�ï�Å�›�–�;�£

• MSFC �U PIM sparse �Þ�”�Å�w
ù	ô�i�•�w�H  1 �×�¿�Ó  �ç�”�»�p�K�”	Ô�ù�¢�\�w	Ô�ù�z MSFC �x
Rendezvous point�¢ RP; �å�ï�Ã�Ò�”  �Ù� �ï�Ä�£�t  PIM-register �Ý�¿�·�”�´�›
ù	ô�`�s�Z�•�y�s�“
�‡�d�œ�£

• �Ñ�é�”�w	Z�—� �ï�»�”�Ñ�£� �µ	Í�t�Ú�ç�½�©�ß�µ�Ä  TTL �µ�è�¿�³�á�×�”�ç�Å�U
ƒ���^�•�o�M
�”	Ô�ù

• RPF � �ï�»�”�Ñ�£� �µ�w�¦�Á�ž�«�·�µ  �æ�µ�Ä�‹
q	Ú�E�p�è� �à  3 
ù	ô�i�z�è� �à  3 �|
Œ�z�‡�h
�x  IP �Ó�é�Ä�¯�ç�Ž�Ž�w�‹�w�¢�è� �à  4 �Ù�”�Ä
j�ø�s�r�£�U�¦���^�•�o�M�”	Ô�ù

• �Ñ�é�”�w  RPF � �ï�»�”�Ñ�£� �µ�t�Ú�ç�½�©�ß�µ�Ä  �Ô�ç�Í�”�U
ƒ���^�•�o�M�o�z �T�m�Ú�ç�½�©�ß
�µ�Ä�T�’�Ò�é�”�Å�©�ß�µ�Ä�•�w�!�õ�U
ž�A�s	Ô�ù

• 	Z�—� �ï�»�”�Ñ�£� �µ	Í�t�Ú�ç�½�©�ß�µ�Ä  �»�¬  �µ� �¿�½�ï�¬�U
ƒ���^�•�o�M�”	Ô�ù

• � �ï�»�”�Ñ�£� �µ	Í�t  NAT �U
ƒ���^�•�o�M�o�z�T�m
C	ô� �ï�»�”�Ñ�£� �µ�w�h�Š�t
ù	ô�i�ž
�Å�è�µ�w�!�õ�U
ž�A�s	Ô�ù


æ
ü�$�t�µ� �¿�½�ï�¬�^�•�”�Ñ�é�”�p�x�z�f�w�Ñ�é�”�t	t���b�”�b�‚�o�w�Ú�ç�½�©�ß�µ�Ä  �Ä�å
�Ñ�Ÿ�¿�«�U  MSFC �t�x�a�`�z �è� �à  3 �µ� �¿�½�ï�¬�w�0	Å�t�s�’�s�M� �ï�»�”�Ñ�£� �µ�t�m�M�o�x
�¹�Ñ�Ä�¢�£�ž  �µ� �¿�½�ï�¬�U�æ�˜�•�‡�b�{

PFC �x�ì
¶�t�è� �à  3 �µ� �¿�½�ï�¬�^�•�h�Ñ�é�”�º�w�Ú�ç�½�©�ß�µ�Ä  �Ä�å�Ñ�Ÿ�¿�«�U  MSFC �t�x
�a�b�”�w�›�w�W�z MSFC �w
Û�Y�›�0�n�`�‡�b�{ show ip mroute �S�‘�|  show mls ip multicast �¯�Ú�ï
�Å�x�z�ì
¶�t�è� �à  3 �µ� �¿�½�ï�¬�^�•�”�Ñ�é�”�›���È�»  [RPF-MFD] �p�Ý���`�‡�b�{ Multicast Fast
Drop�¢ MFD�£�x�z MSFC ���T�’�_�h	Ô�ù�z�Ú�ç�½�©�ß�µ�Ä  �Í�­�¿�Ä�U  PFC �t�‘�l�o�µ� �¿�½�ï�¬
�^�•�h�h�Š�t
��:�^�•�h�\�q�›�Ô�`�‡�b�{

�ì
¶�t�è� �à  3 �µ� �¿�½�ï�¬�^�•�”�b�‚�o�w�Ñ�é�”�p�x�z PFC �x�Ú�ç�½�©�ß�µ�Ä  �Í�­�¿�Ä�S�‘�|�Ì
� �Ä  �§�¢�ï�Ä�w�-	Ø�C�›���8�$�t  MSFC �t
ù	ô�`�‡�b�{ MSFC �x�ì
¶�t�µ� �¿�½�ï�¬�^�•�”�Ñ�é�”
�›�¬�Ý�b�”�\�q�U�p�V�c�z�Ú�ç�½�©�ß�µ�Ä�w�-	Ø�C�›�G�å�p�V�s�M�h�Š�p�b�{ MSFC �x�\�w�w�-	Ø
�C�›�–�;�`�o�z�0� �b�”�Ú�ç�½�©�ß�µ�Ä  �ç�”�Â�Ÿ�ï�¬  �Â�”�Ò�ç  �¤�ï�Ä�æ�›�Ë	ý�`�z�&
~�s�8�v�»
� �Ú�”�›�æ�·�¿�Ä�`�‡�b�{

MLS �w�«


$ 14-1 �t�z�o	m�s  IP MLS �É�¿�Ä�ë�”�«  �Ä�Ù�é�´�”�›�Ô�`�‡�b�{�\�w�«�p�x�z�×�µ�Ä  A �x
b
�
æ
�ó�w  VLAN�¢ IP �±�Ò�É�¿�Ä  171.59.1.0�£�z�×�µ�Ä  B �x�Ú�”�­�Â�Ÿ�ï�¬
æ�ó�w  VLAN�¢ IP �±�Ò�É�¿�Ä
171.59.3.0�£�z�×�µ�Ä  C �x�¤�ï�´�Ç�ž�æ�ï�¬
æ�ó�w  VLAN�¢ IP �±�Ò�É�¿�Ä  171.59.2.0�£�t�K�“�‡�b�{

�×�µ�Ä  A �U�×�µ�Ä  C �t�0�`�o  HTTP �Ñ�•� �ç�8
ù�›�‰�•�b�”�q�z�\�w�Ñ�é�”�t�0� �b�”  MLS �¤�ï
�Ä�æ�U�^
R�^�•�‡�b�¢�\�w�¤�ï�Ä�æ�x 
$ 14-1 �t�Ô�^�•�o�M�”  MLS �©�ß�¿�³�á�w  2 
j�Š�w�ò�è�p
�b�£�{ MSFC �U�×�µ�Ä  A �T�’�w�7	s�w�Í�­�¿�Ä�›�µ� �¿�½�&���p�×�µ�Ä  C �t�8
ù�b�”�q�V�z PFC �x
MSFC �S�‘�|�×�µ�Ä  C �w MAC �ž�Å�è�µ�›�z�\�w  MLS �¤�ï�Ä�æ�t�¨�ò�`�‡�b�{ PFC �x�\�w	Ø�C�›
�–�;�`�o�z�×�µ�Ä  A �T�’�×�µ�Ä  C �•�w�™���w�Í�­�¿�Ä�›	{�V�õ�Q�‡�b�{
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$ 14-1 IP MLS �Ä�Ù�é�´�”�w�«


$ 14-2 �t�z�o	m�s  IPX MLS �É�¿�Ä�ë�”�«  �Ä�Ù�é�´�”�›�Ô�`�‡�b�{�\�w�«�p�x�z�×�µ�Ä  A �x
b
�
æ
�ó�w  VLAN�¢ IPX �ž�Å�è�µ  01.Aa�£�z�×�µ�Ä  B �x�Ú�”�­�Â�Ÿ�ï�¬
æ�ó�w  VLAN�¢ IPX �ž�Å�è�µ  03.Bb�£�z
�×�µ�Ä  C �x�¤�ï�´�Ç�ž�æ�ï�¬
æ�ó�w  VLAN�¢ IPX �ž�Å�è�µ  02.Cc�£�t�K�“�‡�b�{

�×�µ�Ä  A �U�×�µ�Ä  B �t�0�`�o�Ñ�•� �ç�8
ù�›�‰�•�b�”�q�z�\�w�Ñ�é�”�t�0� �b�”  IPX MLS �¤�ï�Ä
�æ�U�^
R�^�•�‡�b�¢�\�w�¤�ï�Ä�æ�x�z 
$ 14-1 �t�Ô�^�•�o�M�”
¯�w�7	s�w�ò�è�p�b�£ �{ MSFC �U�×�µ
�Ä A �T�’�w�7	s�w�Í�­�¿�Ä�›�µ� �¿�½�&���p�×�µ�Ä  B �t�8
ù�b�”�q�V�z PFC �x  MSFC �S�‘�|�×�µ
�Ä B �w MAC �ž�Å�è�µ�›�z�\�w  IPX MLS �¤�ï�Ä�æ�t�¨�ò�`�‡�b�{ PFC �x�\�w	Ø�C�›�–�;�`�o�z�×
�µ�Ä  A �T�’�×�µ�Ä  B �•�w�™���w�Í�­�¿�Ä�›	{�V�õ�Q�‡�b�{

�‰�7�t�z�×�µ�Ä  A �T�’�×�µ�Ä  C �•�w�Ä�å�Ñ�Ÿ�¿�«�z�^�’�t�×�µ�Ä  C �T�’�×�µ�Ä  A �•�w�Ä�å�Ñ�Ÿ�¿
�«�t�m�M�o�‹�z MLS �©�ß�¿�³�á�t�x���w  IPX MLS �¤�ï�Ä�æ�U�^
R�^�•�‡�b�{�Ä�å�ï�«  �æ�ï�«	Í�p
�Ä�å�Ñ�Ÿ�¿�«�›�§�Ó�·�ç�=�b�”�q�V
Y�`�M  VLAN ID �U�–�;�^�•�”�‘�O�t�b�”�h�Š�z�¤  IPX MLS �¤
�ï�Ä�æ�w�°
æ
ü�q�`�o�|
Œ  VLAN �U�¨�ò�^�•�‡�b�{

 IP

171.59.1.2

171.59.1.2

 A
171.59.1.2

 B
171.59.3.1

 C
171.59.2.2

171.59.2.2

171.59.1.2: 2000

171.59.3.1

171.59.2.2

171.59.1.2

FTP

HTTP

HTTP

Dd:Bb

Dd:Cc

Dd:Aa

 IP /
 MAC VLAN

MSFC

 1/

MAC = Aa

MAC = Dd

MAC = Bb

MAC = Cc

 3/

 2/

Aa:Dd

171.59.1.2: 2000 Dd:Cc

25
48

1
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$ 14-2 IPX MLS �Ä�Ù�é�´�”�w�«

 IPX

01.Aa

01.Aa

02.Cc

01.Aa:02.Cc

03.Bb

02.Cc

01.Aa

Dd:Cc

Dd:Bb

Dd:Aa

 IPX /
 MAC VLAN

MSFC

 1/

01

MAC = Aa

MAC = Dd

MAC = Bb

MAC = Cc

 3/

03

 2/

02

Aa:Dd

01.Aa:02.Cc Dd:Cc

25
48

2

 A

 B

 C
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MLS �w�Ã�Ñ�¥�ç�Ä
ƒ��

¯ 14-1 �t�z IP MLS �w�Ã�Ñ�¥�ç�Ä
ƒ���›�Ô�`�‡�b�{


¯ 14-2 �t�z IP MMLS �µ� �¿�½�w�Ã�Ñ�¥�ç�Ä
ƒ���›�Ô�`�‡�b�{


¯ 14-3 �t�z IP MMLS MSFC �w�Ã�Ñ�¥�ç�Ä
ƒ���›�Ô�`�‡�b�{


¯ 14-4 �t�z IPX MLS �w�Ã�Ñ�¥�ç�Ä
ƒ���›�Ô�`�‡�b�{


¯ 14-1 IP MLS �w�Ã�Ñ�¥�ç�Ä
ƒ��

�;�ó �Ã�Ñ�¥�ç�Ä�‹

IP MLS �w� �É�”�Ò�ç  �µ�Â�”�Ä � �É�”�Ò�ç

IP MLS �¤�”�´�ï�¬  �»� �Ü 256 
µ

IP MLS �Ñ�•�µ�Ä  �¤�”�´�ï�¬  �»� �Ü 0 
µ�¢�Ñ�•�µ�Ä  �¤�”�´�ï�¬�s�`�£

IP MLS �Ñ�•�µ�Ä  �¤�”�´�ï�¬  �»� �Ü�w
�Í�­�¿�Ä  �µ�è�¿�³�á�×�”�ç�Å

0 �Í�­�¿�Ä


¯ 14-2 IP MMLS �µ�”�Í�Ì� �²  �¤�ï�´�ï�w�Ã�Ñ�¥�ç�Ä
ƒ��

�;�ó �Ã�Ñ�¥�ç�Ä�‹

�Ú�ç�½�©�ß�µ�Ä  �±�”�Ï�µ �¢ IGMP �µ�È�”�Ð
�ï�¬�‡�h�x  GMRP�£

�Ã�Ÿ�·�”�Ò�ç

IP MMLS � �É�”�Ò�ç


¯ 14-3 IP MMLS MSFC �w�Ã�Ñ�¥�ç�Ä
ƒ��

�;�ó �Ã�Ñ�¥�ç�Ä�‹

�Ú�ç�½�©�ß�µ�Ä  �ç�”�Â�Ÿ�ï�¬ �¬�é�”�Ì�ç�t�Ã�Ÿ�·�”�Ò�ç

IP PIM �ç�”�Â�Ÿ�ï�¬ �b�‚�o�w� �ï�»�”�Ñ�£� �µ	Í�p�Ã�Ÿ�·�”�Ò�ç

IP MMLS �µ�è�¿�³�á�×�”�ç�Å 
ƒ���s�`  �•  �Ã�Ñ�¥�ç�Ä�‹�s�`

IP MMLS �Ú�ç�½�©�ß�µ�Ä  �ç�”�Â�Ÿ�ï�¬�U� �É�”�Ò�ç�p�z�T�m
� �ï�»�”�Ñ�£� �µ	Í�p  IP PIM �U� �É�”�Ò�ç�t�s�l�o
�M�”	Ô�ù�z� �É�”�Ò�ç


¯ 14-4 IPX MLS �w�Ã�Ñ�¥�ç�Ä
ƒ��

�;�ó �Ã�Ñ�¥�ç�Ä�‹

IPX MLS �w� �É�”�Ò�ç  �µ�Â�”�Ä � �É�”�Ò�ç

IPX MLS �¤�”�´�ï�¬  �»� �Ü 256 
µ
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ƒ���Ì�w�«�™�Ä�ò�S�‘�|
M�v�Ä�ò
�\�\�p�x�z IP MLS�z IP MMLS�z�S�‘�|  IPX MLS �w
ƒ���Ì�w�«�™�Ä�ò�S�‘�|
M�v�Ä�ò�t�m�M�o
†�Ì
�`�‡�b�{

• IP MLS�¢ p.14-15�£

• IP MMLS�¢ p.14-15�£

• IPX MLS�¢ p.14-17�£

IP MLS

�\�\�p�x�z IP MLS 
ƒ���Ì�w�«�™�Ä�ò�t�m�M�o
†�Ì�`�‡�b�{

• MTU �±� �¶�¢ p.14-15�£

• IP MLS �›� �É�”�Ò�ç�t�`�o  IP �ç�”�Â�Ÿ�ï�¬  �¯�Ú�ï�Å�›�–�;�b�”	Ô�ù�w
M�v�Ä�ò�¢ p.14-15�£

MTU �±� �¶

IP MLS �w�Ã�Ñ�¥�ç�Ä�w  Maximum Transmission Unit�¢ MTU; �7�G�;
ù�â�Ç�¿�Ä�£ �x  1500 �p�b�{ IP MLS
�U� �É�”�Ò�ç�t
ƒ���^�•�h� �ï�»�”�Ñ�£� �µ	Í�w  MTU �›�!�Ë�b�”�t�x�z ip mtu mtu �¯�Ú�ï�Å�›�–
�;�`�‡�b�{

IP MLS �›� �É�”�Ò�ç�t�`�o  IP �ç�”�Â�Ÿ�ï�¬  �¯�Ú�ï�Å�›�–�;�b�”	Ô�ù�w
M�v�Ä�ò

� �ï�»�”�Ñ�£� �µ	Í�p�›���w  IP �Ó�é�·�µ�›� �É�”�Ò�ç�t�b�”�q�z�f�w� �ï�»�”�Ñ�£� �µ	Í�w  IP
MLS �t�è�¹�U�K�“�‡�b�{ 
¯ 14-5 �t�z�è�¹�w�K�”�¯�Ú�ï�Å�q�f�w�ˆ�^�›�Ô�`�‡�b�{

IP MMLS

�\�\�p�x�z IP MMLS 
ƒ���Ì�w�«�™�Ä�ò�t�m�M�o
†�Ì�`�‡�b�{

• IP MMLS �µ�”�Í�Ì� �²  �¤�ï�´�ï�w�«�™�Ä�ò�S�‘�|
M�v�Ä�ò�¢ p.14-16�£

• IP MMLS MSFC 
ƒ���t���b�”
M�v�Ä�ò�¢ p.14-16�£

• �±�Ù�”�Ä�^�•�o�M�s�M  IP MMLS �;�ó�¢ p.14-17�£


¯ 14-5 IP �ç�”�Â�Ÿ�ï�¬  �¯�Ú�ï�Å�w
M�v�Ä�ò

�¯�Ú�ï�Å �ˆ�^

clear ip route �\�w  MSFC �t�è� �à  3 �µ� �¿�½�ï�¬�›�î�æ�`�o�M�”�b�‚�o�w�µ
� �¿�½�w  MLS �©�ß�¿�³�á  �¤�ï�Ä�æ�›	«�ˆ�`�‡�b�{

ip routing no ���Ü�›�–�;�b�”�q�z�b�‚�o�w  MLS �©�ß�¿�³�á  �¤�ï�Ä�æ�U�_
	†�^�•�z�\�w  MSFC 	Í�p  IP MLS �U�Ã�Ÿ�·�”�Ò�ç�t�s�“�‡�b�{

ip security�¢�\�w�¯�Ú�ï�Å�w�b�‚
�o�w���Ü�£

� �ï�»�”�Ñ�£� �µ	Í�p  IP MLS �›�Ã�Ÿ�·�”�Ò�ç�t�`�‡�b�{

ip tcp compression-connections � �ï�»�”�Ñ�£� �µ	Í�p  IP MLS �›�Ã�Ÿ�·�”�Ò�ç�t�`�‡�b�{

ip tcp header-compression � �ï�»�”�Ñ�£� �µ	Í�p  IP MLS �›�Ã�Ÿ�·�”�Ò�ç�t�`�‡�b�{
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IP MMLS �µ�”�Í�Ì� �²  �¤�ï�´�ï�w�«�™�Ä�ò�S�‘�|
M�v�Ä�ò

�\�\�p�x�z Supervisor Engine 1 �t  IP MMLS �›
ƒ���b�”�M�w�«�™�Ä�ò�q
M�v�Ä�ò�›
†�Ì�`�‡�b�{

• IP �Ú�ç�½�©�ß�µ�Ä  �Í�­�¿�Ä�t�m�M�o�x�z ARPA 	{�V�õ�Q�i�Z�U�±�Ù�”�Ä�^�•�o�M�‡�b�{

• Subnetwork Address Protocol�¢ SNAP�£	{�V�õ�Q�x�±�Ù�”�Ä�^�•�o�M�‡�d�œ�{

• IP MMLS �›�–�;�b�”�t�x�z�µ� �¿�½	Í�p�M�c�•�T�w�Ú�ç�½�©�ß�µ�Ä  �±�”�Ï�µ�¢ IGMP �µ�È�”�Ð
�ï�¬�‡�h�x  GMRP�£ �›� �É�”�Ò�ç�t�b�”
ž�A�U�K�“�‡�b�{

• �è� �à  2 �Ú�ç�½�©�ß�µ�Ä�8
ù�Â�”�Ò�ç�t�¤�ï�Ä�æ�U�s�M	Ô�ù �¢�è� �à  2 �Ú�ç�½�©�ß�µ�Ä  �±�”�Ï
�µ�U  1 �m�‹� �É�”�Ò�ç�t�s�l�o�M�s�M	Ô�ù�z �‡�h�x�8
ù�Â�”�Ò�ç�U�M�l�z�M�w	Ô�ù�s�r�£ �t�x�z
IP �Ú�ç�½�©�ß�µ�Ä  �Ñ�é�”�x�Ú�ç�½�è� �à  �µ� �¿�½�ï�¬�^�•�‡�d�œ�{�›���w  IP �Ú�ç�½�©�ß�µ�Ä
�|
Œ�t�m�M�o�è� �à  2 �¤�ï�Ä�æ�›�¬�Ý�b�”�t�x�z show multicast group �¯�Ú�ï�Å�›�–�;�`�‡�b�{

• �è� �à  2 �¤�ï�Ä�æ�U	«�ˆ�^�•�”�q�z�0� �b�”�è� �à  3 �Ñ�é�”	Ø�C�U�_	†�^�•�‡�b�{

• �‰�a VLAN �t  1 �m�‡�h�x
ó
:�w� �ï�»�”�Ñ�£� �µ�›�Ë�m  2 �m�w MSFC �›�–�;�b�”	Ô�ù�z �µ� �¿
�½�x  2 �m�w�'�ÿ�A�ˆ  VLAN �¢ VLAN 1012 �S�‘�|  1013�£�›�º
æ�$�t�–�;�`�o�z�Ú�ç�½�©�ß�µ�Ä
�Ñ�é�”�›�&
~�t�8
ù�`�‡�b�{

• �è� �à  3 �µ� �¿�½�ï�¬  �Ë�”�Å�¢�£�ž�›
‹�Q�h  Catalyst 5000 �Ñ�•�Û�æ�”  �µ� �¿�½�t�0�`�o�x�z
MSFC �x�Ž
æ�ç�”�»�q�`�o�ˆ�^�`�‡�d�œ�{

IP MMLS MSFC 
ƒ���t���b�”
M�v�Ä�ò

�Í�w	Ô�ù�t�x�z IP MMLS �x  IP �Ú�ç�½�©�ß�µ�Ä  �Ñ�é�”�t�0�b�”�Ú�ç�½�è� �à  �µ� �¿�½�ï�¬�›�î�æ�`
�‡�d�œ�{

• �<�G�w
c�“�w  IP �Ú�ç�½�©�ß�µ�Ä  �¬�ç�”�Ó�¢ * �x�z 0 �™ 255 �p�b�£�{

224.0.0.* �™ 239.0.0.*
224.128.0.* �™ 239.128.0.*

�¢�«�£ 224.0.0.* �w
c�“�w�¬�ç�”�Ó�x�ç�”�Â�Ÿ�ï�¬  �¯�ï�Ä�é�”�ç  �Í�­�¿�Ä�;�t�'�ÿ�^�•�o�S
�“�z VLAN �w�b�‚�o�w�8
ù�Ù�”�Ä�t�Ñ�å�¿�Ã�Ÿ�ï�¬�b�”
ž�A�U�K�“�‡�b�{�\�•�’�w�ž�Å
�è�µ�x�z�Ú�ç�½�©�ß�µ�Ä  MAC �ž�Å�è�µ
c�“  01-00-5E-00-00-xx�¢ xx �x  0 �™ 0xFF�£�t�Ú�¿
�Ð�ï�¬�^�•�‡�b�{

• IP PIM �×�ˆ  RP �Ú�ç�½�©�ß�µ�Ä  �¬�ç�”�Ó�¢ IP �Ú�ç�½�©�ß�µ�Ä  �¬�ç�”�Ó  �ž�Å�è�µ  224.0.1.39 �S
�‘�|  224.0.1.40�£�{

�¢�«�£ 	Ñ�Õ MSFC �›
÷
‹�`�h�³�µ�Â�Ü�w	Ô�ù�z IP PIM � �ï�»�”�Ñ�£� �µ
ƒ���x�z�ž�«�Â�Ÿ�Ò
MSFC �q	Ñ�Õ  MSFC �w�†�M�p�‰�a�p�s�Z�•�y�s�“�‡�d�œ�{

• � �ï�»�”�Ñ�£� �µ�‡�h�x�¬�ç�”�Ó�U  IP PIM sparse�¢
Ä�£ �Þ�”�Å�p�ˆ�^�`�o�M�”�q�V�z �Ú�ç�½�©�ß
�µ�Ä�ž���À�æ�”�p�8
ù�^�•�”�Ñ�é�”�¢ {*,G,*} �8
ù�£�{

• � �ï�»�”�Ñ�£� �µ�‡�h�x�¬�ç�”�Ó�U  IP PIM sparse �Þ�”�Å�p�ˆ�^�`�o�M�”�q�V�z�Ñ�é�”�w  
Shortest-Path Tree�¢ SPT�£�Ï�¿�Ä�U�«�æ�ž�^�•�o�M�”	Ô�ù�{

• �Ñ�å�¬�Ý�ï�Ä�=�^�•�h  IP �Í�­�¿�Ä�S�‘�|  IP �¦�Ó�³�ã�ï
Ç�V�w�Í�­�¿�Ä�{�h�i�`�z�Ñ�é�”�w�¤
�p�Ñ�å�¬�Ý�ï�Ä�=�^�•�o�M�s�M�Í�­�¿�Ä�z�‡�h�x  IP �¦�Ó�³�ã�ï�›�¦���^�•�o�M�s�M�Í�­�¿�Ä
�x�z�Ú�ç�½�è� �à  �µ� �¿�½�ï�¬�w�0	Å�t�s�“�‡�b�{

• �Ä�ï�É�ç  � �ï�»�”�Ñ�£� �µ�p	!	ô�`�h
ù	ô�i�Ä�å�Ñ�Ÿ�¿�«�¢ MBONE �Ä�å�Ñ�Ÿ�¿�«�s�r�£ �{

• �Ú�ç�½�©�ß�µ�Ä  �»�¬  �µ� �¿�½�ï�¬�U� �É�”�Ò�ç�t
ƒ���^�•�h  RPF � �ï�»�”�Ñ�£� �µ�{
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�±�Ù�”�Ä�^�•�o�M�s�M  IP MMLS �;�ó

IP MMLS �›� �É�”�Ò�ç�t
ƒ���`�h	Ô�ù�z� �ï�»�”�Ñ�£� �µ�t���b�”  IP �ž�§�¢�ï�Â�Ÿ�ï�¬�x
Y�¬�s
�‹�›
S�é�`�‡�d�œ�{

IPX MLS

�\�\�p�x�z IPX MLS 
ƒ���Ì�w�«�™�Ä�ò�t�m�M�o
†�Ì�`�‡�b�{

• IPX MLS �q���w�;�ó�q�w
ì�“�^�;�¢ p.14-17�£

• IPX MLS �S�‘�|  MTU �±� �¶�¢ p.14-17�£

IPX MLS �q���w�;�ó�q�w
ì�“�^�;

IPX MLS �t�è�¹�›�t�…�b���w  Cisco IOS �¹�Ñ�Ä�¢�£�ž�;�ó�x�z�Í�w�q�S�“�p�b�{

• IPX �ž�§�¢�ï�Â�Ÿ�ï�¬  �•  IPX MLS �U� �É�”�Ò�ç�t
ƒ���^�•�h� �ï�»�”�Ñ�£� �µ	Í�p�x�z IPX �ž
�§�¢�ï�Â�Ÿ�ï�¬�›� �É�”�Ò�ç�t�b�”�\�q�x�p�V�‡�d�œ�{

• IPX EIGRP �•  Enhanced Interior Gateway Routing Protocol�¢ EIGRP�£� �ï�»�”�Ñ�£� �µ	Í�p  MLS
�›�±�Ù�”�Ä�b�”�t�x�z Transport Control�¢ TC; �Ä�å�ï�µ�Ù�”�Ä  �¯�ï�Ä�é�”�ç�£�7�G�‹�›�Ã�Ñ�¥�ç
�Ä�¢ 16�£�‘�“�G�V�M�‹�t
ƒ���b�”
ž�A�U�K�“�‡�b�{ MSFC 	Í�p  ipx maximum-hop tc_value �¬�é�”
�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �¯�Ú�ï�Å�›�z 16 �‘�“�G�V�M  tc_value �t�`�o�Ö�—�`�‡�b�{

IPX MLS �S�‘�|  MTU �±� �¶

IPX �p�x�z�è	ô�w  2 �m�w�¤�ï�Å  �Ù� �ï�Ä�x  MTU �›�É�°�³�¤�”�Ä�`�‡�b�{ MTU �±� �¶�x�Ý�Ã�Ÿ�ž
�»� �Ó�t�‘�l�o
M�v�^�•�‡�b�{
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MLS �w
ƒ��
�\�\�p�x�z MLS �›
ƒ���b�”	�	q�t�m�M�o
†�Ì�`�‡�b�{

• MSFC 	Í�p�w�â�Ç�©�ß�µ�Ä  MLS �w
ƒ���¢ p.14-18�£

• Supervisor Engine 1 	Í�p�w  MLS �w
ƒ���¢ p.14-21�£

• IP MMLS �w
ƒ���¢ p.14-33�£

MSFC 	Í�p�w�â�Ç�©�ß�µ�Ä  MLS �w
ƒ��

�\�\�p�x�z MSFC 	Í�p  MLS �›
ƒ���b�”	�	q�t�m�M�o
†�Ì�`�‡�b�{

• MSFC � �ï�»�”�Ñ�£� �µ	Í�p�w�â�Ç�©�ß�µ�Ä  MLS �w�Ã�Ÿ�·�”�Ò�ç�=�S�‘�|� �É�”�Ò�ç�=
�¢ p.14-18�£

• MSFC 	Í�p�w  MLS 	Ø�C�w
¯�Ô�¢ p.14-19�£

• MSFC 	Í�p�w  debug �¯�Ú�ï�Å�w�–�;�M�O�¢ p.14-20�£

• SCP �t���b�”  debug �¯�Ú�ï�Å�w�–�;�M�O�¢ p.14-20�£

MSFC 	Í�p�ç�”�Â�Ÿ�ï�¬�›
ƒ���b�”	�	q�t�m�M�o�x�z �H 12 	·�® VLAN ���ç�”�Â�Ÿ�ï�¬�w
ƒ���¯ �›
�€	°�`�o�X�i�^�M�{ Supervisor Engine 1 	Í�p�â�Ç�©�ß�µ�Ä  �è� �à  3 �µ� �¿�½�ï�¬�›
ƒ���b�”	�	q�t
�m�M�o�x�z�®Supervisor Engine 1 	Í�p�w  MLS �w
ƒ���¯ �¢ p.14-21�£ �›�€	°�`�o�X�i�^�M�{

�¢�«�£ MSFC �x�zMLS �›�–�;�b�”  Catalyst 5000 �Ñ�•�Û�æ�”  �µ� �¿�½�w  MLS-RP �q�`�o�¦���p�V�‡�b�{ MLS
�w
ƒ��	�	q�t�m�M�o�x�z �° Layer 3 Switching Configuration Guide �•  Catalyst 5000 Family, 2926G Series,
2926 Series Switches�±�›�€	°�`�o�X�i�^�M�{

MSFC � �ï�»�”�Ñ�£� �µ	Í�p�w�â�Ç�©�ß�µ�Ä  MLS �w�Ã�Ÿ�·�”�Ò�ç�=�S�‘�|� �É�”�Ò�ç�=

IP �S�‘�|  IPX �t���b�”�â�Ç�©�ß�µ�Ä  MLS �x�Ã�Ñ�¥�ç�Ä�p�¬�é�”�Ì�ç�t� �É�”�Ò�ç�t
ƒ���^�•�o�M
�‡�b�U�z�›���w� �ï�»�”�Ñ�£� �µ	Í�p�Ã�Ÿ�·�”�Ò�ç�S�‘�|� �É�”�Ò�ç�t
ƒ���p�V�‡�b�{

�›���w  MSFC � �ï�»�”�Ñ�£� �µ	Í�p�â�Ç�©�ß�µ�Ä  IP MLS �‡�h�x  IPX MLS �›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t
�x�z�Í�w�M�c�•�T�w�^�À�›�æ�M�‡�b�{

�Í�t�z MSFC � �ï�»�”�Ñ�£� �µ	Í�p  IP MLS �›�Ã�Ÿ�·�”�Ò�ç�t�b�”�«�›�Ô�`�‡�b�{

Router(config)# interface vlan 100
Router(config-if)# no mls ip
Router(config-if)#

�Í�t�z MSFC � �ï�»�”�Ñ�£� �µ	Í�p  IPX MLS �›�Ã�Ÿ�·�”�Ò�ç�t�b�”�«�›�Ô�`�‡�b�{

Router(config)# interface vlan 100
Router(config-if)# no mls ipx
Router(config-if)# 

�^�À �¯�Ú�ï�Å

MSFC � �ï�»�”�Ñ�£� �µ�›�¦���`�‡�b�{ Router(config)# interface vlan-id

MSFC � �ï�»�”�Ñ�£� �µ	Í�p  IP MLS �›�Ã�Ÿ�·�”
�Ò�ç�t�`�‡�b�{

Router(config-if)# no mls ip

MSFC � �ï�»�”�Ñ�£� �µ	Í�p  IPX MLS �›�Ã�Ÿ�·�”
�Ò�ç�t�`�‡�b�{

Router(config-if)# no mls ipx
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�¢�«�£ �â�Ç�©�ß�µ�Ä  MLS �x�Ã�Ñ�¥�ç�Ä�p� �É�”�Ò�ç�t
ƒ���^�•�o�M�‡�b�{� �É�”�Ò�ç�t�b�”�¢�‡�h�x�6
�|� �É�”�Ò�ç�t�b�”�£
ž�A�U�K�”�w�x�z�Ž
²�t�Ã�Ÿ�·�”�Ò�ç�t�`�h	Ô�ù�i�Z�p�b�{

�›���w  MSFC � �ï�»�”�Ñ�£� �µ	Í�p�â�Ç�©�ß�µ�Ä  IP MLS �‡�h�x  IPX MLS �›� �É�”�Ò�ç�t�b�”�t
�x�z�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z MSFC � �ï�»�”�Ñ�£� �µ	Í�p  IP MLS �›� �É�”�Ò�ç�t�b�”�«�›�Ô�`�‡�b�{

Router(config)# interface vlan 100
Router(config-if)# mls ip
Router(config-if)#

�Í�t�z MSFC � �ï�»�”�Ñ�£� �µ	Í�p  IPX MLS �›� �É�”�Ò�ç�t�b�”�«�›�Ô�`�‡�b�{

Router(config)# interface vlan 100
Router(config-if)# mls ipx
Router(config-if)# 

MSFC 	Í�p�w  MLS 	Ø�C�w
¯�Ô

show mls status �¯�Ú�ï�Å�x�z MLS �w	Ä�I	Ø�C�›
¯�Ô�`�‡�b�{ MSFC 	Í�w  MLS 	Ø�C�›
¯�Ô�b�”�t�x�z
�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z MSFC 	Í�w  MLS �µ�Â�”�»�µ�›
¯�Ô�b�”�«�›�Ô�`�‡�b�{

Router# show mls status  
MLS global configuration status:
global mls ip:                     enabled
global mls ipx:                    enabled
global mls ip multicast:           disabled
current ip flowmask for unicast:   destination only
current ipx flowmask for unicast:  destination only
Router#

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 MSFC � �ï�»�”�Ñ�£� �µ�›�¦���`�‡�b�{ Router(config)# interface vlan-id

�µ�Â�¿�Ó 2 MSFC � �ï�»�”�Ñ�£� �µ	Í�p  IP �‡�h�x  IPX MLS
�›� �É�”�Ò�ç�t�`�‡�b�{

Router(config-if)# mls ip

�‡�h�x

Router(config-if)# mls ipx

�^�À �¯�Ú�ï�Å

MLS �w�µ�Â�”�»�µ�›
¯�Ô�`�‡�b�{ show mls status 
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MSFC 	Í�p�w  debug �¯�Ú�ï�Å�w�–�;�M�O


¯ 14-6 �t�z MSFC 	Í�p  MLS �w�ð�J�w�Ä�å�Ò�ç�³�á�”�Â�Ÿ�ï�¬�t�–�;�p�V�”  MLS ���È�w  debug �¯�Ú
�ï�Å�t�m�M�o
†�Ì�`�‡�b�{


¯ 14-7 �t�z MSFC �›  Catalyst 5000 �Ñ�•�Û�æ�”  �µ� �¿�½�w�Ž
æ�ç�”�»�q�`�o�–�;�b�”	Ô�ù�t�z MLS
�w�ð�J�w�Ä�å�Ò�ç�³�á�”�Â�Ÿ�ï�¬�t�–�;�p�V�”�z MLS ���È�w  debug �¯�Ú�ï�Å�t�m�M�o
†�Ì�`�‡�b�{

SCP �t���b�”  debug �¯�Ú�ï�Å�w�–�;�M�O


¯ 14-8 �t�z Ethernet Out-of-Band Channel�¢ EOBC�£�p�ˆ�^�b�”  Serial Control Protocol�¢ SCP�£�›�Ä�å
�Ò�ç�³�á�”�Â�Ÿ�ï�¬�b�”�h�Š�w�z SCP ���È�w  debug �¯�Ú�ï�Å�›�Ô�`�‡�b�{


¯ 14-6 MLS �w debug �¯�Ú�ï�Å

�¯�Ú�ï�Å 
†�Ì

[no] debug l3-mgr events �è� �à  3 �Ú�É�”�´�ß���È�w� �Õ�ï�Ä�›
¯�Ô�`�‡�b�{

[no] debug l3-mgr packets �è� �à  3 �Ú�É�”�´�ß  �Í�­�¿�Ä�›
¯�Ô�`�‡�b�{

[no] debug l3-mgr global IP �w�¬�é�”�Ì�ç  �Í�”�´  � �Õ�ï�Ä�w�Ì�¬�Ä�è�”�µ�›
¯�Ô�`�‡�b�{

[no] debug l3-mgr all �è� �à  3 �Ú�É�”�´�ß�w�Ã�Ì�¿�¬  �Ý�¿�·�”�´�›�b�‚�o�¦�ï�t�`�‡
�b�{


¯ 14-7 MLS �w debug �¯�Ú�ï�Å  �•  �Ž
æ�ç�”�»�;�ó

�¯�Ú�ï�Å 
†�Ì

[no] debug mls ip IP ���È�w  MLS � �Õ�ï�Ä�¢�ç�”�Ä�w�_	†�z�ž�«�·�µ  �æ�µ�Ä�S�‘�|
�Ñ�é�”  �Ú�µ�«�w�!�Ë�s�r�£�›�¦�ï�t�`�‡�b�{

[no] debug mls ipx IPX ���È�w  MLS � �Õ�ï�Ä�¢�ç�”�Ä�w�_	†�z�ž�«�·�µ  �æ�µ�Ä�S�‘
�|�Ñ�é�”  �Ú�µ�«�w�!�Ë�s�r�£�›�¦�ï�t�`�‡�b�{

[no] debug mls rp �ç�”�Ä  �Ó�é�·�¿�±���È�w� �Õ�ï�Ä�›�¦�ï�t�`�‡�b�{

[no] debug mls locator MLS �s�g�Í�­�¿�Ä�›�–�;�`�o�z�›���w�Ñ�é�”�›�µ� �¿�½�ï�¬�`�o
�M�”�µ� �¿�½�›�›���`�‡�b�{

[no] debug mls all �b�‚�o�w  MLS �Ã�Ì�¿�¬  � �Õ�ï�Ä�›�¦�ï�t�`�‡�b�{


¯ 14-8 SCP �w debug �¯�Ú�ï�Å

�¯�Ú�ï�Å 
†�Ì

[no] debug scp async SCP �³�µ�Â�Ü�›	Z�Ö�“�b�”
‡�‰�8�Ã�”�»�w�Ä�è�”�µ�›
¯�Ô�`�‡
�b�{

[no] debug scp data �Í�­�¿�Ä  �Ã�”�»�w�Ä�è�”�µ�›
¯�Ô�`�‡�b�{

[no] debug scp errors SCP �w�¤�å�”�S�‘�|�/���›
¯�Ô�`�‡�b�{

[no] debug scp packets SCP �³�µ�Â�Ü�›	Z�Ö�“�b�”�Í�­�¿�Ä  �Ã�”�»�›
¯�Ô�`�‡�b�{

[no] debug scp timeouts �»� �Ü�ž�¢�Ä�›�C���`�‡�b�{

[no] debug scp all �b�‚�o�w  SCP �Ã�Ì�¿�¬  �Ý�¿�·�”�´�›�¦�ï�t�`�‡�b�{
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Supervisor Engine 1 	Í�p�w  MLS �w
ƒ��

Catalyst 6500 �³�æ�”�¶  �µ� �¿�½	Í�p�x�z MLS �x�Ã�Ñ�¥�ç�Ä�p� �É�”�Ò�ç�t
ƒ���^�•�o�M�‡�b�{
Supervisor Engine 1 �›
ƒ���b�”
ž�A�U�K�”�w�x�z�Í�w	Ô�ù�i�Z�p�b�{

• MLS �w�¤�”�´�ï�¬  �»� �Ü�›�!�Ë�b�”	Ô�ù

• NDE �›� �É�”�Ò�ç�t�b�”	Ô�ù

�\�\�p�x�z Supervisor Engine 1 	Í�p  MLS �›
ƒ���b�”	�	q�t�m�M�o
†�Ì�`�‡�b�{

• MLS �¤�”�´�ï�¬  �»� �Ü�‹�w�¦���¢ p.14-21�£

• IP MLS �w�Õ�8�¤�”�´�ï�¬  �»� �Ü�z�Ñ�•�µ�Ä  �¤�”�´�ï�¬  �»� �Ü�z�S�‘�|�Í�­�¿�Ä  �µ�è�¿�³�á
�×�”�ç�Å�‹�w�¦���¢ p.14-23�£

• �7	–  IP MLS �Ñ�é�”  �Ú�µ�«�w
ƒ���¢ p.14-24�£

• �µ�”�Í�Ì� �²  �¤�ï�´�ï	Í�w  CAM �¤�ï�Ä�æ�w
¯�Ô�¢ p.14-24�£

• MLS 	Ø�C�w
¯�Ô�¢ p.14-25�£

• IP MLS �©�ß�¿�³�á  �¤�ï�Ä�æ�w
¯�Ô�¢ p.14-26�£

• MLS �©�ß�¿�³�á  �¤�ï�Ä�æ�w	«�ˆ�¢ p.14-30�£

• IPX MLS �©�ß�¿�³�á  �¤�ï�Ä�æ�w	«�ˆ�¢ p.14-31�£

• IP MLS �w�-	Ø�C�w
¯�Ô�¢ p.14-31�£

• MLS �w�-	Ø�C�w	«�ˆ�¢ p.14-32�£

• MLS �Ã�Ì�¿�¬	Ø�C�w
¯�Ô�¢ p.14-33�£

�µ� �¿�½	Í�p  VLAN �›
ƒ���b�”	�	q�t�m�M�o�x�z �H 11 	·�® VLAN �w
ƒ���¯ �›�€	°�`�o�X�i�^�M�{
MSFC 	Í�p  MLS �›
ƒ���b�”	�	q�t�m�M�o�x�z �®MSFC 	Í�p�w�â�Ç�©�ß�µ�Ä  MLS �w
ƒ���¯ �¢ p.14-18�£
�›�€	°�`�o�X�i�^�M�{

�¢�«�£ MSFC 	Í�p  IP �‡�h�x  IPX MLS �›�Ã�Ÿ�·�”�Ò�ç�t�b�”�q�z Supervisor Engine 1 	Í�p  IP �‡�h�x  IPX MLS
�U�×�ˆ�$�t�Ã�Ÿ�·�”�Ò�ç�t�s�“�‡�b�{�7���w�Ó�é�Ä�¯�ç�{���w  MLS �©�ß�¿�³�á  �¤�ï�Ä�æ�x�b�‚�o
�_	†�^�•�‡�b�{ MSFC 	Í�p  MLS �›�Ã�Ÿ�·�”�Ò�ç�t�b�”�M�O�t�m�M�o�x�z �®MSFC � �ï�»�”�Ñ�£� �µ
	Í�p�w�â�Ç�©�ß�µ�Ä  MLS �w�Ã�Ÿ�·�”�Ò�ç�=�S�‘�|� �É�”�Ò�ç�=�¯ �¢ p.14-18�£ �›�€	°�`�o�X�i�^�M�{

�¢�«�£ NDE �U� �É�”�Ò�ç�t
ƒ���^�•�o�M�”	Ô�ù�t  MLS �›�Ã�Ÿ�·�”�Ò�ç�t�b�”�q�z �7���w�©�ß�¿�³�á  �¤�ï
�Ä�æ�t���b�”�w�-	Ø�C�U�æ�˜�•�z�¤�«�µ�Ù�”�Ä�^�•�s�X�s�“�‡�b�{

MLS �¤�”�´�ï�¬  �»� �Ü�‹�w�¦��

�¤�Ó�é�Ä�¯�ç �¢ IP �S�‘�|  IPX�£�w MLS �¤�”�´�ï�¬  �»� �Ü�x�z �Ó�é�Ä�¯�ç�{���w�b�‚�o�w  MLS �©�ß�¿
�³�á  �¤�ï�Ä�æ�t�&�;�^�•�‡�b�{ agingtime �p�¦���^�•�”�8�� �¢
µ�£ �t�˜�h�l�o�–�;�^�•�s�T�l�h  MLS
�¤�ï�Ä�æ�x�z�8�v
~�•�t�s�“�‡�b�{�Ã�Ñ�¥�ç�Ä�x  256 
µ�p�b�{

�¤�”�´�ï�¬  �»� �Ü�x�z 8 �™ 2,032 
µ�w
c�“�p�z 8 
µ�w
�
:�p
ƒ���p�V�‡�b�{ 8 
µ�w
�
:�Ž�Ž�w�¤�”�´
�ï�¬  �»� �Ü�‹�›�¦���b�”�q�z�7�‹�Ù�M  8 
µ�w
�
:�t�Ð
T�^�•�‡�b�{�h�q�Q�y  65 �x  64 �t�z 127 �x
128 �t�Ð
T�^�•�‡�b�{
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�¢�«�£ MLS �©�ß�¿�³�á�w�±� �¶�x�z�¤�ï�Ä�æ
:  32,000 �Ž�<�t�b�”�\�q�›
*	‘�`�‡�b�{ MLS �¤�ï�Ä�æ
:�U
32,000 �›�Ò�Q�”�q�z�°
æ�w�Ñ�é�”�U  MSFC �t
ù	ô�^�•�‡�b�{ MLS �©�ß�¿�³�á�w�±� �¶�›	–�^�X�b
�”�t�x�z IP �w	Ô�ù�z IP MLS �Ñ�•�µ�Ä  �¤�”�´�ï�¬�›� �É�”�Ò�ç�t�`�‡�b�¢ �®IP MLS �w�Õ�8�¤�”�´�ï
�¬  �»� �Ü�z�Ñ�•�µ�Ä  �¤�”�´�ï�¬  �»� �Ü�z�S�‘�|�Í�­�¿�Ä  �µ�è�¿�³�á�×�”�ç�Å�‹�w�¦���¯ [p.14-23]
�›�€	°�£ �{

IP �S�‘�|  IPX �w�†�M�t�m�M�o  MLS �¤�”�´�ï�¬  �»� �Ü�›�¦���b�”�t�x�z � �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^
�À�›�æ�M�‡�b�{

�Í�t�z MLS �¤�”�´�ï�¬  �»� �Ü�›�¦���b�”�«�›�Ô�`�‡�b�{

Console> (enable) set mls agingtime 512
Multilayer switching agingtime IP and IPX set to 512
Console> (enable)

IP MLS �¤�”�´�ï�¬  �»� �Ü�›�¦���b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z IP MLS �¤�”�´�ï�¬  �»� �Ü�›�¦���b�”�«�›�Ô�`�‡�b�{

Console> (enable) set mls agingtime ip 512
Multilayer switching aging time IP set to 512
Console> (enable)

IPX MLS �¤�”�´�ï�¬  �»� �Ü�›�¦���b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

IPX MLS �¤�”�´�ï�¬  �»� �Ü�›�¦���b�”�«�›�Ô�`�‡�b�{

Console> (enable) set mls agingtime ipx 512
Multilayer switching aging time IPX set to 512
Console> (enable)

�^�À �¯�Ú�ï�Å

MLS �©�ß�¿�³�á  �¤�ï�Ä�æ�w  MLS �¤�”�´�ï�¬  �»
� �Ü�›�¦���`�‡�b�{

set mls agingtime [agingtime]

�^�À �¯�Ú�ï�Å

MLS �©�ß�¿�³�á  �¤�ï�Ä�æ�w  IP MLS �¤�”�´�ï�¬
�»� �Ü�›�¦���`�‡�b�{

set mls agingtime ip [agingtime]

�^�À �¯�Ú�ï�Å

MLS �©�ß�¿�³�á  �¤�ï�Ä�æ�w  IPX MLS �¤�”�´�ï
�¬  �»� �Ü�›�¦���`�‡�b�{

set mls agingtime ipx [agingtime]
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IP MLS �w�Õ�8�¤�”�´�ï�¬  �»� �Ü�z�Ñ�•�µ�Ä  �¤�”�´�ï�¬  �»� �Ü�z�S�‘�|�Í�­�¿�Ä  �µ�è�¿�³�á�×�”�ç�Å�‹
�w�¦��

�¢�«�£ IPX MLS �x�z �Ñ�•�µ�Ä  �¤�”�´�ï�¬�›�–�;�`�‡�d�œ�{ IPX MLS �x�z destination-source �S�‘�|  destination
�Ñ�é�”  �Þ�”�Å�p�w�ˆ�ˆ�^�`�‡�b�{�`�h�U�l�o�z MLS �Â�”�Ò�ç�w  IPX MLS �¤�ï�Ä�æ
:�x�z full-flow
�Þ�”�Å�w  IP MLS �¤�ï�Ä�æ
:�q
z�±�b�”�q	—�s�X�s�“�‡�b�{

MLS �©�ß�¿�³�á  �±� �¶�›�¤�ï�Ä�æ
:  32,000 �Ž�<�t�b�”�t�x�z IP MLS �Ñ�•�µ�Ä  �¤�”�´�ï�¬  �»� �Ü
�›� �É�”�Ò�ç�t�`�‡�b�{ IP MLS �Ñ�•�µ�Ä  �¤�”�´�ï�¬  �»� �Ü�x�z MLS �¤�ï�Ä�æ�w�O�j�z�^
R�™
fastagingtime 
µ�Ž�º�t�µ� �¿�½�ï�¬�^�•�h�Í�­�¿�Ä
:�U  pkt_threshold �x�t�¬�h�s�M�‹�w�t�&�;�^�•
�‡�b�{�°
`�t�z Domain Name Server�¢ DNS; �Å�Ý� �ï  �É�”�Ü  �±�”� Ì�£�‡�h�x  Trivial File Transfer
Protocol�¢ TFTP; ���›�Ñ�•� �ç�8
ù�Ó�é�Ä�¯�ç�£�±�”�Ì�q�w���w�Ñ�é�”�t�0� �b�”�©�ß�¿�³�á  �¤�ï
�Ä�æ�U�z�_	†�w�0	Å�t�s�“�‡�b�{�\�w	��w�¤�ï�Ä�æ�x�z�^
R�™�z�6�|�–�;�^�•�”�\�q�x�K�“�‡�d�œ�{
�\�•�’�w�¤�ï�Ä�æ�›�U	Z�`�o�8�v
~�•�t�b�”�\�q�t�‘�“�z MLS �©�ß�¿�³�á�w�µ�Ö�”�µ�U
…�ÿ�^�•�z
���w�Ã�”�»  �Ä�å�Ñ�Ÿ�¿�«�›�¨�ò�p�V�”�‘�O�t�s�“�‡�b�{

�Ã�Ñ�¥�ç�Ä�w  fastagingtime �‹�x�z 0�¢�Ñ�•�µ�Ä  �¤�”�´�ï�¬�s�`�£�p�b�{ fastagingtime �‹�x�z 32�z 64�z
96�z�‡�h�x  128 
µ�t
ƒ���p�V�‡�b�{ fastagingtime �‹�›�\�•�Ž�Ž�w�‹�t
ƒ���b�”�q�z�7�‹�Ù�M�‹�t�Ð

T�^�•�‡�b�{ pkt_threshold �‹�x�z 0�z 1�z 3�z 7�z 15�z 31�z�‡�h�x  63 �Í�­�¿�Ä�t
ƒ���p�V�‡�b�{

IP MLS �Ñ�•�µ�Ä  �¤�”�´�ï�¬  �»� �Ü�›� �É�”�Ò�ç�t�b�”	Ô�ù�z�7	s�x  128 
µ�t
ƒ���`�o�X�i�^�M�{
MLS �©�ß�¿�³�á�w�±� �¶�U�¾�V���V�¤�ï�Ä�æ
:  32,000 �›�Ò�Q�”	Ô�ù�t�x�z�©�ß�¿�³�á  �±� �¶�U
32,000 �‘�“	–�^�X�s�”�‡�p
ƒ���‹�›�n�’�`�‡�b�{�f�•�p�‹�©�ß�¿�³�á  �±� �¶�U�¤�ï�Ä�æ
:  32,000
�‘�“�G�V�X�s�”	Ô�ù�x�z�è	×�w  IP MLS �¤�”�´�ï�¬  �»� �Ü�›	–�^�X�`�‡�b�{

fastagingtime �S�‘�|  pkt_threshold �w�°
`�$�s
ƒ���‹�x�z 32 
µ�S�‘�|  0 �Í�­�¿�Ä�¢�¤�ï�Ä�æ�w�^
R�™
32 
µ�Ž�º�t�Í�­�¿�Ä�U�‡�l�h�X�µ� �¿�½�ï�¬�^�•�s�M	Ô�ù�£�p�b�{

IP MLS �Ñ�•�µ�Ä  �¤�”�´�ï�¬  �»� �Ü�S�‘�|�Í�­�¿�Ä  �µ�è�¿�³�á�×�”�ç�Å�›�¦���b�”�t�x�z � �É�”�Ò
�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z IP MLS �Ñ�•�µ�Ä  �¤�”�´�ï�¬  �»� �Ü�›  32 
µ�z�Í�­�¿�Ä  �µ�è�¿�³�á�×�”�ç�Å�›  0 �Í�­�¿�Ä�t

ƒ���b�”�«�›�Ô�`�‡�b�{

Console> (enable) set mls agingtime fast 32 0
Multilayer switching fast aging time set to 32 seconds for entries with no more than 0 
packets switched.
Console> (enable)

�ž�«�Â�Ÿ�Ò  �Ñ�é�”�U�8�v
~�•�t�s�”�‘�O�t�¦���b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡
�b�{

�^�À �¯�Ú�ï�Å

MLS �©�ß�¿�³�á  �¤�ï�Ä�æ�w  IP MLS �Ñ�•�µ�Ä
�¤�”�´�ï�¬  �»� �Ü�S�‘�|�Í�­�¿�Ä  �µ�è�¿�³�á
�×�”�ç�Å�›�¦���`�‡�b�{

set mls agingtime fast [fastagingtime] 
[pkt_threshold]

�^�À �¯�Ú�ï�Å

�ž�«�Â�Ÿ�Ò  �Ñ�é�”�U�8�v
~�•�t�s�”�‘�O�t�¦��
�`�‡�b�{

set mls agingtime long-duration agingtime
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�Í�t�z�ž�«�Â�Ÿ�Ò  �Ñ�é�”�›�§
M�$�t�8�v
~�•�t�b�”�«�›�Ô�`�‡�b�{�ž�«�Â�Ÿ�Ò  �Ñ�é�”�w�¤�”�´�ï
�¬  �»� �Ü�q�`�o
ƒ���p�V�”�‹�x�z 64 �™ 1920 
µ�w
c�“�w  64 �w
�
:�p�b�{

Console> (enable) set mls agingtime long-duration 128
Multilayer switching agingtime set to 128 seconds for long duration flows 
Console> (enable)

�7	–  IP MLS �Ñ�é�”  �Ú�µ�«�w
ƒ��

PFC �w MLS �©�ß�¿�³�á�›�7	–�v�t�b�”�‘�O�t�z�Ñ�é�”  �Ú�µ�«�w�,	j�›
ƒ���p�V�‡�b�{�î�M�t�–�;
�^�•�”�Ñ�é�”  �Ú�µ�«�x�z�\�w�¯�Ú�ï�Å�p�¦���^�•�h�7�ÿ�,	j�t�s�“�‡�b�{�¤	��Ñ�é�”  �Ú�µ�«�w�;
�ó�t�m�M�o�x�z �®�Ñ�é�”  �Ú�µ�«�w�“�A�¯ �¢ p.14-6�£ �›�€	°�`�o�X�i�^�M�{

�h�q�Q�y�z MSFC 	Í�t�ž�«�·�µ  �æ�µ�Ä�›
ƒ���`�s�M	Ô�ù�z PFC 	Í�w  IP MLS �Ñ�é�”  �Ú�µ�«�x�Ã�Ñ�¥
�ç�Ä�p  destination-ip �t�s�“�‡�b�{�h�i�`�z set mls flow destination-source �¯�Ú�ï�Å�›�–�;�`�o�7	–
IP MLS �Ñ�é�”  �Ú�µ�«�›
ƒ���b�”�\�q�t�‘�“�z PFC �t  source-destination-ip �Ñ�é�”  �Ú�µ�«�›�§
M�$�t
�–�;�^�d�”�\�q�U�p�V�‡�b�{

�«�™ set mls flow destination-source �¯�Ú�ï�Å�›�î�æ�b�”�q�z MLS �©�ß�¿�³�á�º�w�7���w�³�ã�”�Ä�§�¿�Ä
�U�b�‚�o�_	†�^�•�z PFC 	Í�w�ž�«�Â�Ÿ�Ò  �³�ã�”�Ä�§�¿�Ä
:�U�è�¹�›	!�Z�‡�b�{�\�w�¯�Ú�ï�Å�x�z	û
	O�t�–�;�`�o�X�i�^�M�{

�7	–  IP MLS �Ñ�é�”  �Ú�µ�«�›
ƒ���b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z�7	–  IP MLS �Ñ�é�”  �Ú�µ�«�›  destination-source-ip �t
ƒ���b�”�«�›�Ô�`�‡�b�{

Console> (enable) set mls flow destination-source
Configured IP flow mask is set to destination-source flow.
Console> (enable)

�µ�”�Í�Ì� �²  �¤�ï�´�ï	Í�w  CAM �¤�ï�Ä�æ�w
¯�Ô

show cam �¯�Ú�ï�Å�›�î�æ�b�”�q�z�›���w  MAC �ž�Å�è�µ�t�0� 
Ç�Z�’�•�h  CAM�¢�È
Ý�Ý�Þ�æ�£�¤
�ï�Ä�æ�U
¯�Ô�^�•�‡�b�{ MSFC �t	t���b�”  MAC �ž�Å�è�µ�t�x�z [R] �U
Ç�C�^�•�‡�b�{

VLAN 
j�ø�›�¦���b�”�q�z�f�w  VLAN �t�0� �b�”  CAM �¤�ï�Ä�æ�i�Z�U
¯�Ô�^�•�‡�b�{ VLAN �›�¦
���`�s�M	Ô�ù�x�z�b�‚�o�w  VLAN �t���b�”�¤�ï�Ä�æ�U
¯�Ô�^�•�‡�b�{

CAM �¤�ï�Ä�æ�›
¯�Ô�b�”�t�x�z�Í�w�^�À�›�æ�M�‡�b�{

�^�À �¯�Ú�ï�Å

�7	–  IP MLS �Ñ�é�”  �Ú�µ�«�›
ƒ���`�‡�b�{ set mls flow {destination | destination-source | null  | full }

�^�À �¯�Ú�ï�Å

MAC �ž�Å�è�µ���w  CAM �¤�ï�Ä�æ�›
¯�Ô�`�‡�b�{ show cam msfc [vlan]
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�Í�t�z CAM �¤�ï�Ä�æ�›
¯�Ô�b�”�«�›�Ô�`�‡�b�{

Console> show cam msfc
VLAN  Destination MAC      Destination-Ports or VCs        Xtag  Status
----  ------------------   ------------------------------  ----  ------
194   00-e0-f9-d1-2c-00R   7/1                             2     H
193   00-00-0c-07-ac-c1R   7/1                             2     H
193   00-00-0c-07-ac-5dR   7/1                             2     H
202   00-00-0c-07-ac-caR   7/1                             2     H
204   00-e0-f9-d1-2c-00R   7/1                             2     H
195   00-e0-f9-d1-2c-00R   7/1                             2     H
192   00-00-0c-07-ac-c0R   7/1                             2     H
192   00-e0-f9-d1-2c-00R   7/1                             2     H
204   00-00-0c-07-ac-ccR   7/1                             2     H
202   00-e0-f9-d1-2c-00R   7/1                             2     H
194   00-00-0c-07-ac-5eR   7/1                             2     H
196   00-e0-f9-d1-2c-00R   7/1                             2     H
194   00-00-0c-07-ac-c2R   7/1                             2     H
193   00-e0-f9-d1-2c-00R   7/1                             2     H
Total Matching CAM Entries Displayed = 14
Console>

�Í�t�z�›���w  VLAN �t�m�M�o  CAM �¤�ï�Ä�æ�›
¯�Ô�b�”�«�›�Ô�`�‡�b�{

Console> show cam msfc 192
VLAN  Destination MAC      Destination-Ports or VCs        Xtag  Status
----  ------------------   ------------------------------  ----  ------
192   00-00-0c-07-ac-c0R   7/1                             2     H
192   00-e0-f9-d1-2c-00R   7/1                             2     H
Console> 

MLS 	Ø�C�w
¯�Ô

show mls �¯�Ú�ï�Å�x�z�Ó�é�Ä�¯�ç�{���w  MLS 	Ø�C�S�‘�|  MSFC �{���w	Ø�C�›
¯�Ô�`�‡�b�{

�Ó�é�Ä�¯�ç�{���w  MLS 	Ø�C�S�‘�|  MSFC �{���w	Ø�C�›
¯�Ô�b�”�t�x�z�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z IP MLS 	Ø�C�S�‘�|  MSFC �{���w	Ø�C�›
¯�Ô�b�”�«�›�Ô�`�‡�b�{

Console> (enable) show mls ip
Total Active MLS entries = 0
Total packets switched = 0
IP Multilayer switching enabled
IP Multilayer switching aging time = 256 seconds
IP Multilayer switching fast aging time = 0 seconds, packet threshold = 0
IP Flow mask: Full Flow
Configured flow mask is Destination flow
Active IP MLS entries = 0
Netflow Data Export version: 8
Netflow Data Export disabled
Netflow Data Export port/host is not configured
Total packets exported = 0

MSFC ID         Module XTAG MAC               Vlans  
--------------- ------ ---- ----------------- --------------------
52.0.03         15     1    01-10-29-8a-0c-00 1,10,123,434,121
                                              222,666,959

Console> (enable)

�^�À �¯�Ú�ï�Å

�°
`�$�s  IP �‡�h�x  IPX MLS 	Ø�C�S�‘�|�b�‚�o�w
MSFC �t���b�”  MSFC �{���w	Ø�C�›
¯�Ô�`�‡�b�{

show mls { ip | ipx} [ mod1 ]

1. mod �©�”�ë�”�Å�x  MSFC �w�Þ�´�á�”�ç
j�ø�›
¯�`�z 15�¢ MSFC �U�µ�é�¿�Ä  1 �w Supervisor Engine 1 	Í�t�e�L�^�•
�o�M�”	Ô�ù�£�‡�h�x  16�¢ MSFC �U�µ�é�¿�Ä  2 �w Supervisor Engine 1 	Í�t�e�L�^�•�o�M�”	Ô�ù�£�w�r�j�’�T�p�b�{
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�Í�t�z IPX MLS 	Ø�C�›
¯�Ô�b�”�«�›�Ô�`�‡�b�{

Console> (enable) show mls ipx
IPX Multilayer switching aging time = 256 seconds
IPX flow mask is Destination flow
IPX max hop is 15
Active IPX MLS entries = 356

IPX MSFC ID     Module XTAG MAC               Vlans
--------------- ------ ---- ----------------- ----------------
22.1.0.56       15     1    00-10-07-38-29-18 2,3,4,5,6,
                                              7,8,9,10,11,
                                              12,13,14,15,16,
                                              17,18,19,20,66,
                                              77
                            00-d0-d3-9c-e3-f4 25
                            00-10-07-38-29-18 26,111
                            00-d0-d3-9c-e3-f4 112

22.1.0.58       16     2    00-10-07-38-22-22 2,3,4,5,6,
                                              7,8,9,10,11,
                                              12,13,14,15,16,
                                              17,18,19,20
                            00-d0-d3-33-17-8c 25
                            00-10-07-38-22-22 26,66,77,88,99,
                                              111
                            00-d0-d3-33-17-8c 112

Console> (enable)

IP MLS �©�ß�¿�³�á  �¤�ï�Ä�æ�w
¯�Ô

�\�\�p�x�z Supervisor Engine 1 	Í�w  IP MLS �©�ß�¿�³�á  �¤�ï�Ä�æ�›
¯�Ô�b�”	�	q�t�m�M�o
†�Ì�`�‡
�b�{

• �b�‚�o�w  MLS �¤�ï�Ä�æ�w
¯�Ô�¢ p.14-26�£

• �›���w�|
Œ  IP �ž�Å�è�µ�t���b�”  MLS �¤�ï�Ä�æ�w
¯�Ô�¢ p.14-27�£

• �›���w�|
Œ  IPX �ž�Å�è�µ�t���b�”  IPX MLS �¤�ï�Ä�æ�w
¯�Ô�¢ p.14-28�£

• �›���w
ù	ô�i  IP �ž�Å�è�µ�t���b�”  MLS �¤�ï�Ä�æ�w
¯�Ô�¢ p.14-28�£

• �›���w  IP �Ñ�é�”�t���b�”  MLS �¤�ï�Ä�æ�w
¯�Ô�¢ p.14-28�£

• �›���w  MSFC �t���b�”  IPX MLS �¤�ï�Ä�æ�w
¯�Ô�¢ p.14-29�£

• �Ò�æ�¿�´�Å  �Ñ�é�”�w  MLS �¤�ï�Ä�æ�t���b�”�w�-	Ø�C�w
¯�Ô�¢ p.14-30�£

�¢�«�£ MLS �¤�ï�Ä�æ�w�h�Ø
¯�Ô�t�0�b�”�Ñ�é�”  �Ú�µ�«  �Þ�”�Å�w�è�¹�t�m�M�o�x�z �®�Ñ�é�”  �Ú�µ�«  �Þ�”�Å
�S�‘�|  show mls entry �¯�Ú�ï�Å�w	Z�—�¯ �¢ p.14-9�£ �›�€	°�`�o�X�i�^�M�{

�b�‚�o�w  MLS �¤�ï�Ä�æ�w
¯�Ô

�b�‚�o�w  MLS �¤�ï�Ä�æ �¢ IP �S�‘�|  IPX�£�›
¯�Ô�b�”�t�x�z � �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�^�À �¯�Ú�ï�Å

MLS �¤�ï�Ä�æ�›�b�‚�o
¯�Ô�`�‡�b�{ show mls entry [short | long]
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�Í�t�z�b�‚�o�w  MLS �¤�ï�Ä�æ�¢ IP �S�‘�|  IPX�£�›
¯�Ô�b�”�«�›�Ô�`�‡�b�{

Console> (enable) show mls entry short
Destination-IP  Source-IP       Prot  DstPrt SrcPrt Destination-Mac  Vlan
--------------- --------------- ----- ------ ------ ----------------- ----
 ESrc EDst SPort DPort Stat-Pkts  Stat-Bytes   Created  LastUsed
 ---- ---- ----- ----- ---------- ------------ -------- --------
171.69.200.234  171.69.192.41   TCP*  6000   59181  00-60-70-6c-fc-22 4   
 ARPA SNAP 5/8   11/1  3152       347854       09:01:19 09:08:20
171.69.1.133    171.69.192.42   UDP   2049   41636  00-60-70-6c-fc-23 2   
 SNAP ARPA 5/8   1/1   2345       1234567      09:03:32 09:08:12
171.69.1.133    171.69.192.42   UDP   2049   41636  00-60-70-6c-fc-23 2   
 SNAP ARPA 5/8   1/1   2345       1234567      09:03:32 09:08:12
171.69.1.133    171.69.192.42   UDP   2049   41636  00-60-70-6c-fc-23 2   
 SNAP ARPA 5/8   1/1   2345       1234567      09:03:32 09:08:12
171.69.1.133    171.69.192.42   UDP   2049   41636  00-60-70-6c-fc-23 2   
 SNAP ARPA 5/8   1/1   2345       1234567      09:03:32 09:08:12

Total IP entries: 5
* indicates TCP flow has ended.

Destination-IPX           Source-IPX-net Destination-Mac   Vlan Port  
 Stat-Pkts Stat-Bytes
------------------------- -------------- ----------------- ---- ----- 
 --------- -----------
BABE.0000.0000.0001       -              00-a0-c9-0a-89-1d 211  13/37 
 30230     1510775     
201.00A0.2451.7423        -              00-a0-24-51-74-23 201  14/33 
 30256     31795084    
501.0000.3100.0501        -              31-00-05-01-00-00 501  9/37  
 12121     323232
401.0000.0000.0401        -              00-00-04-01-00-00 401  3/1   
 4633      38676
 
Total IPX entries: 4
Console>

�›���w�|
Œ  IP �ž�Å�è�µ�t���b�”  MLS �¤�ï�Ä�æ�w
¯�Ô

�›���w�|
Œ  IP �ž�Å�è�µ�t�m�M�o  MLS �¤�ï�Ä�æ�›
¯�Ô�b�”�t�x�z � �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ
�M�‡�b�{

�Í�t�z�›���w�|
Œ  IP �ž�Å�è�µ�t�m�M�o  MLS �¤�ï�Ä�æ�›
¯�Ô�b�”�«�›�Ô�`�‡�b�{

Console> (enable) show mls entry ip destination 172.20.22.14/24
Destination-IP  Source-IP       Prot  DstPrt SrcPrt Destination-Mac   Vlan 
 EDst ESrc DPort  SPort  Stat-Pkts  Stat-Bytes  Uptime   Age
--------------- --------------- ----- ------ ------ ----------------- ---- 
 ---- ---- ------ ------ ---------- ----------- -------- --------
MSFC 172.20.25.1 (Module 15):
172.20.22.14    -               -     -      -      00-60-70-6c-fc-22 4    
 ARPA ARPA 5/39   5/40   115        5290        00:12:20 00:00:04
MSFC 172.20.27.1 (Module 16):

Total entries:1
Console> (enable)

�^�À �¯�Ú�ï�Å

�›���w�|
Œ  IP �ž�Å�è�µ�t�m�M�o  MLS �¤�ï�Ä�æ
�›
¯�Ô�`�‡�b�{

show mls entry ip destination [ip_addr]
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�›���w�|
Œ  IPX �ž�Å�è�µ�t���b�”  IPX MLS �¤�ï�Ä�æ�w
¯�Ô

�›���w�|
Œ  IPX �ž�Å�è�µ�t�m�M�o  IPX MLS �¤�ï�Ä�æ�›
¯�Ô�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^
�À�›�æ�M�‡�b�{

�Í�t�z�›���w�|
Œ  IPX �ž�Å�è�µ�t�m�M�o  IPX MLS �¤�ï�Ä�æ�›
¯�Ô�b�”�«�›�Ô�`�‡�b�{

Console> (enable) show mls entry ipx destination 3E.0010.298a.0c00
Destination IPX           Source IPX net Destination Mac   Vlan Port
------------------------- -------------- ----------------- ---- -----
MSFC 22.1.0.56 (Module 15):
3E.0010.298a.0c00                     13 00-00-00-00-00-09 26   4/7

Console> (enable)

�›���w
ù	ô�i  IP �ž�Å�è�µ�t���b�”  MLS �¤�ï�Ä�æ�w
¯�Ô

�›���w
ù	ô�i  IP �ž�Å�è�µ�t�m�M�o  MLS �¤�ï�Ä�æ�›
¯�Ô�b�”�t�x�z � �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›
�æ�M�‡�b�{

�Í�t�z�›���w
ù	ô�i  IP �ž�Å�è�µ�t�m�M�o  MLS �¤�ï�Ä�æ�›
¯�Ô�b�”�«�›�Ô�`�‡�b�{

Console> (enable) show mls entry ip source 10.0.2.15
Destination-IP  Source-IP       Prot  DstPrt SrcPrt Destination-Mac   Vlan 
 EDst ESrc DPort  SPort  Stat-Pkts  Stat-Bytes  Uptime   Age
--------------- --------------- ----- ------ ------ ----------------- ---- 
 ---- ---- ------ ------ ---------- ----------- -------- --------
MSFC 172.20.25.1 (Module 15):
172.20.22.14    10.0.2.15       TCP   Telnet 37819  00-e0-4f-15-49-ff 51
 ARPA ARPA 5/39   5/40   115        5290        00:12:20 00:00:04
MSFC 172.20.27.1 (Module 16):
Total entries:1
Console> (enable)

�›���w  IP �Ñ�é�”�t���b�”  MLS �¤�ï�Ä�æ�w
¯�Ô

show mls entry ip flow �¯�Ú�ï�Å�›�î�æ�b�”�q�z�›���w  IP �Ñ�é�”�t���b�”  MLS �¤�ï�Ä�æ�U
¯�Ô�^�•
�‡�b�{ protocol �¾
:�t�x�z tcp�z udp�z icmp�z�‡�h�x�f�w���w�Ó�é�Ä�¯�ç  �Ñ�•�Û�æ�”�›
¯�b  10 
�
:
�›�¦���p�V�‡�b�{�Ó�é�Ä�¯�ç�U  TCP �‡�h�x  UDP �p�K�”	Ô�ù�z src_port �¾
:�S�‘�|  dst_port �¾
:�p�Ó
�é�Ä�¯�ç  �Ù�”�Ä�›�¦���`�‡�b�{ src_port�z dst_port�z�‡�h�x  protocol �t�¸�é�¢ 0�£�›�¦���`�h	Ô�ù�z�ë
� �ç�Å�§�”�Å�q�`�o�{�˜�•�z�b�‚�o�w�¤�ï�Ä�æ�U
¯�Ô�^�•�‡�b�¢�°�¦���w�¦�Ó�³�ã�ï�x�ë� �ç�Å
�§�”�Å�q�`�o�{�˜�•�‡�b�£ �{�¦���b�”�Ó�é�Ä�¯�ç�U  TCP �‡�h�x  UDP �Ž�Ž�w	Ô�ù�t�x�z src_port �S�‘
�|  dst_port �›  0 �t
ƒ���`�s�M�q�z�Ñ�é�”�x
¯�Ô�^�•�‡�d�œ�{

�¢�Ñ�é�”  �Ú�µ�«  �Þ�”�Å�U  full flow �w	Ô�ù�£�›���w  IP �Ñ�é�”�t�m�M�o  MLS �¤�ï�Ä�æ�›
¯�Ô�b�”�t�x�z
� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�^�À �¯�Ú�ï�Å

�›���w�|
Œ  IPX �ž�Å�è�µ�¢ net_address.node_address�£
�t�m�M�o  IPX MLS �¤�ï�Ä�æ�›
¯�Ô�`�‡�b�{

show mls entry ipx destination ipx_addr 

�^�À �¯�Ú�ï�Å

�›���w
ù	ô�i  IP �ž�Å�è�µ�t�m�M�o  MLS �¤�ï�Ä�æ�›

¯�Ô�`�‡�b�{

show mls entry ip source [ip_addr]
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�Í�t�z�›���w  IP �Ñ�é�”�t�m�M�o  MLS �¤�ï�Ä�æ�›
¯�Ô�b�”�«�›�Ô�`�‡�b�{

Console> (enable) show mls entry ip flow tcp 23 37819
Destination IP  Source IP       Port DstPrt SrcPrt Destination Mac   Vlan Port
--------------- --------------- ---- ------ ------ ----------------- ---- -----
MSFC 51.0.0.3:
10.0.2.15       51.0.0.2        TCP  37819  Telnet 08-00-20-7a-07-75 10   3/1
Console> (enable)

�›���w  MSFC �t���b�”  IPX MLS �¤�ï�Ä�æ�w
¯�Ô

�›���w  MSFC �t�m�M�o  IPX MLS �¤�ï�Ä�æ�›
¯�Ô�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡
�b�{

�Í�t�z�›���w  MSFC �t�m�M�o  IPX MLS �¤�ï�Ä�æ�›
¯�Ô�b�”�«�›�Ô�`�‡�b�{

Console> (enable) show mls entry ipx 15
Destination-IPX           Destination-Mac   Vlan EDst ESrc  Port  Stat-Pkts
 Stat-Bytes  Uptime   Age
------------------------- ----------------- ---- ---- ---- ----- ----------
 ----------- -------- --------
MSFC 22.1.0.56 (Module 15):
11.0000.0000.2B10         00-00-00-00-2b-10 11   ARPA ARPA  -     7869
 361974      00:15:52 00:00:00
11.0000.0000.A810         00-00-00-00-a8-10 11   ARPA ARPA  -     3934
 180964      00:15:52 00:00:00
11.0000.0000.3210         00-00-00-00-32-10 11   ARPA ARPA  -     7871
 362066      00:15:52 00:00:00
11.0000.0000.B110         00-00-00-00-b1-10 11   ARPA ARPA  -     3935
 181010      00:15:52 00:00:00
11.0000.0000.1910         00-00-00-00-19-10 11   ARPA ARPA  -     7873
 362158      00:15:52 00:00:00
11.0000.0000.9A10         00-00-00-00-9a-10 11   ARPA ARPA  -     3936
 181056      00:15:52 00:00:00
11.0000.0000.0010         00-00-00-00-00-10 11   ARPA ARPA  3/11  7875
 362250      00:15:52 00:00:00
11.0000.0000.8310         00-00-00-00-83-10 11   ARPA ARPA  -     3937
 181102      00:15:52 00:00:00
10.0000.0000.0109         00-00-00-00-01-09 10   ARPA ARPA  3/10  96364
 4432744     00:15:52 00:00:00
11.0000.0000.4F10         00-00-00-00-4f-10 11   ARPA ARPA  -     7877
 362342      00:15:53 00:00:00
11.0000.0000.CC10         00-00-00-00-cc-10 11   ARPA ARPA  -     3938
 181148      00:15:53 00:00:00
11.0000.0000.5610         00-00-00-00-56-10 11   ARPA ARPA  -     7879
 362434      00:15:53 00:00:00
11.0000.0000.D510         00-00-00-00-d5-10 11   ARPA ARPA  -     3939
 181194      00:15:53 00:00:00
11.0000.0000.7D10         00-00-00-00-7d-10 11   ARPA ARPA  -     3940
 181240      00:15:53 00:00:00

�^�À �¯�Ú�ï�Å

�›���w  IP �Ñ�é�”�t�m�M�o  MLS �¤�ï�Ä�æ�›
¯�Ô
�`�‡�b�¢�Ñ�é�”  �Ú�µ�«  �Þ�”�Å�U  full flow �w	Ô
�ù�£�{

show mls entry ip flow [protocol src_port dst_port]

�^�À �¯�Ú�ï�Å

�›���w  MSFC �t�m�M�o  IPX MLS �¤�ï�Ä�æ�›
¯�Ô�`�‡�b�{ show mls entry ipx mod1

1. mod �©�”�ë�”�Å�x  MSFC �w�Þ�´�á�”�ç
j�ø�›
¯�`�z 15�¢ MSFC �U�µ�é�¿�Ä  1 �w Supervisor Engine 1 	Í�t�e�L�^�•
�o�M�”	Ô�ù�£�‡�h�x  16�¢ MSFC �U�µ�é�¿�Ä  2 �w Supervisor Engine 1 	Í�t�e�L�^�•�o�M�”	Ô�ù�£�w�r�j�’�T�p�b�{
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11.0000.0000.FE10         00-00-00-00-fe-10 11   ARPA ARPA  -     3941
 181286      00:15:53 00:00:00
11.0000.0000.6410         00-00-00-00-64-10 11   ARPA ARPA  -     7883
 362618      00:15:53 00:00:00
11.0000.0000.E710         00-00-00-00-e7-10 11   ARPA ARPA  -     3941
 181286      00:15:53 00:00:00
11.0000.0000.6010         00-00-00-00-60-10 11   ARPA ARPA  -     7885
 362710      00:15:53 00:00:00
11.0000.0000.E310         00-00-00-00-e3-10 11   ARPA ARPA  -     3942
 181332      00:15:53 00:00:00
11.0000.0000.7910         00-00-00-00-79-10 11   ARPA ARPA  -     3943
 181378      00:15:54 00:00:00

Console> (enable)

�Ò�æ�¿�´�Å  �Ñ�é�”�w  MLS �¤�ï�Ä�æ�t���b�”�w�-	Ø�C�w
¯�Ô

�Ò�æ�¿�´�Å  �Ñ�é�”�w  MLS �¤�ï�Ä�æ�t���b�”�w�-	Ø�C�›
¯�Ô�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^
�À�›�æ�M�‡�b�{

�Í�t�z�Ò�æ�¿�´�Å  �Ñ�é�”�w  MLS �¤�ï�Ä�æ�t���b�”�w�-	Ø�C�›
¯�Ô�b�”�«�›�Ô�`�‡�b�{

Console> (enable) show mls entry
     Destination-IP  Source-IP       Prot  DstPrt SrcPrt Destination-Mac   Vlan EDst 
ESrc DPort     SPort     Stat-Pkts  Stat-Bytes  Uptime   Age
     --------------- --------------- ----- ------ ------ ----------------- ---- ---- 
---- --------- --------- ---------- ----------- -------- --------
     224.0.0.5       21.2.0.22       -     0      0      00-00-00-00-00-00 0    ARPA 
ARPA -         5/11      20         1280        00:03:14 00:00:04
     224.0.0.13      1.1.1.2         -     0      0      00-00-00-00-00-00 0    ARPA 
ARPA -         5/11      7          210         00:03:02 00:00:02
     255.255.255.255 -               -     0      0      ff-ff-ff-ff-ff-ff 21   ARPA 
ARPA -         5/11      28         2996        00:03:10 00:00:02
     10.6.62.195     -               -     0      0      00-00-00-00-00-02 20   ARPA 
ARPA -         5/5       291494     13408724    00:03:16 00:00:00

     Destination-IPX           Destination-Mac   Vlan EDst ESrc  Port  Stat-Pkts  
Stat-Bytes  Uptime   Age
     ------------------------- ----------------- ---- ---- ---- ----- ---------- 
----------- -------- --------
Total entries displayed:2

MLS �©�ß�¿�³�á  �¤�ï�Ä�æ�w	«�ˆ

clear mls entry �¯�Ú�ï�Å�›�–�;�`�o�z�›���w  MLS �©�ß�¿�³�á  �¤�ï�Ä�æ�›	«�ˆ�`�‡�b�{ all �©�”�ë�”
�Å�›�¦���b�”�q�z �b�‚�o�w  MLS �¤�ï�Ä�æ�U	«�ˆ�^�•�‡�b�{ destination �©�”�ë�”�Å�S�‘�|  source �©�”
�ë�”�Å�x�z
ù	ô�i�S�‘�|�|
Œ�w  IP �ž�Å�è�µ�›�¦���`�‡�b�{�|
Œ�S�‘�|
ù	ô�i�w  ip_addr_spec �t�x�z
�ì
¶�s  IP �ž�Å�è�µ�z�‡�h�x  ip_subnet_addr�z ip_addr/subnet_mask�z ip_addr/subnet_mask_bits �w���Ü�w
�±�Ò�É�¿�Ä  �ž�Å�è�µ�›�¦���p�V�‡�b�{

flow �©�”�ë�”�Å�p�x�z�å�C�^�•�h�Ñ�é�”	Ø�C�›�Í�w�‘�O�t�¦���`�‡�b�{

• �Ó�é�Ä�¯�ç  �Ñ�•�Û�æ�”�¢ protocol�£ �•  tcp�z udp�z icmp�z�‡�h�x�f�w���w�Ó�é�Ä�¯�ç  �Ñ�•�Û�æ�”
�t�0� �b�”  10 
�
:�›�¦���`�‡�b�{ protocol �t�¸�é�¢ 0�£�›�¦���`�h	Ô�ù�z�ë� �ç�Å�§�”�Å�q�`
�o�{�˜�•�z�b�‚�o�w�Ó�é�Ä�¯�ç�w�¤�ï�Ä�æ�U	«�ˆ�^�•�‡�b�¢�°�¦���w�¦�Ó�³�ã�ï�x�ë� �ç�Å
�§�”�Å�q�`�o�{�˜�•�‡�b�£ �{

�^�À �¯�Ú�ï�Å

�Ò�æ�¿�´�Å  �Ñ�é�”�w  MLS �¤�ï�Ä�æ�t���b�”�w�-	Ø
�C�›
¯�Ô�`�‡�b�{

show mls entry
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• TCP �‡�h�x  UDP �w
ù	ô�i�S�‘�|�|
Œ�Ù�”�Ä
j�ø�¢ src_port �S�‘�|  dst_port�£ �•  �Ó�é�Ä�¯�ç�q�`
�o  TCP �‡�h�x  UDP �›�¦���b�”	Ô�ù�z
ù	ô�i�S�‘�|�|
Œ�w  TCP �‡�h�x  UDP �Ù�”�Ä
j�ø�›�¦��
�`�‡�b�{ src_port �‡�h�x  dst_port �t�¸�é�¢ 0�£�›�¦���`�h	Ô�ù�z�ë� �ç�Å�§�”�Å�q�`�o�{�˜�•�z
�b�‚�o�w
ù	ô�i�‡�h�x�|
Œ�Ù�”�Ä�w�¤�ï�Ä�æ�U	«�ˆ�^�•�‡�b�¢�°�¦���w�¦�Ó�³�ã�ï�x�ë� �ç�Å
�§�”�Å�q�`�o�{�˜�•�‡�b�£ �{�f�w���w�Ó�é�Ä�¯�ç�t�m�M�o�x�z src_port �S�‘�|  dst_port �›  0 �t
ƒ
���`�s�M�q�z�¤�ï�Ä�æ�x	«�ˆ�^�•�‡�d�œ�{

MLS �¤�ï�Ä�æ�›	«�ˆ�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z�|
Œ  IP �ž�Å�è�µ  172.20.26.22 �w MLS �¤�ï�Ä�æ�›	«�ˆ�b�”�«�›�Ô�`�‡�b�{

Console> (enable) clear mls entry ip destination 172.20.26.22
MLS IP entry cleared
Console> (enable)

�Í�t�z�|
Œ  IP �ž�Å�è�µ  172.20.22.113�z TCP 
ù	ô�i�Ù�”�Ä  1652�z TCP �|
Œ�Ù�”�Ä  23 �w MLS �¤�ï�Ä
�æ�›	«�ˆ�b�”�«�›�Ô�`�‡�b�{

Console> (enable) clear mls entry destination 172.20.26.22 source 172.20.22.113 flow 
tcp 1652 23
MLS IP entry cleared
Console> (enable)

IPX MLS �©�ß�¿�³�á  �¤�ï�Ä�æ�w	«�ˆ

clear mls entry ipx �¯�Ú�ï�Å�›�–�; �`�o�z�›�� �w  IPX MLS �©�ß�¿�³�á  �¤�ï�Ä�æ�›	«�ˆ�`�‡�b�{
destination �S�‘�|  source �©�”�ë�”�Å�x�z
ù	ô�i�S�‘�|�|
Œ�w  IPX �ž�Å�è�µ�›�¦���`�‡�b�{ all �©�”
�ë�”�Å�›�¦���b�”�q�z�b�‚�o�w  MLS �¤�ï�Ä�æ�U	«�ˆ�^�•�‡�b�{

IP MLS �w�-	Ø�C�w
¯�Ô

�\�\�p�x�z IP MLS �w�-	Ø�C�w
¯�Ô�M�O�t�m�M�o
†�Ì�`�‡�b�{

• �Ó�é�Ä�¯�ç���w  IP MLS �w�-	Ø�C�w
¯�Ô�¢ p.14-31�£

• MLS �©�ß�¿�³�á  �¤�ï�Ä�æ�t���b�”�w�-	Ø�C�w
¯�Ô�¢ p.14-32�£

�Ó�é�Ä�¯�ç���w  IP MLS �w�-	Ø�C�w
¯�Ô

show mls statistics protocol �¯�Ú�ï�Å�›�î�æ�b�”�q�z�Ó�é�Ä�¯�ç���¢ Telnet�z FTP�z WWW �s�r�£�w  IP
MLS �w�-	Ø�C�U
¯�Ô�^�•�‡�b�{ protocol �©�”�ë�”�Å�U�;�ó�b�”�w�x�z�Ñ�é�”  �Ú�µ�«  �Þ�”�Å�U  full
flow �w	Ô�ù�i�Z�p�b�{�q�O�w�Ñ�é�”  �Ú�µ�«�›�Ð�‚�”�t�x�z show mls �¯�Ú�ï�Å�›�–�;�`�‡�b�{

�Ó�é�Ä�¯�ç���w  IP MLS �w�-	Ø�C�›
¯�Ô�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�^�À �¯�Ú�ï�Å

MLS �¤�ï�Ä�æ�›	«�ˆ�`�‡�b�{ clear mls entry ip [destination ip_addr_spec] 
[sourceip_addr_spec] [ flow protocol src_port dst_port] [all]

�^�À �¯�Ú�ï�Å

�Ó�é�Ä�¯�ç���w  IP MLS �w�-	Ø�C�›
¯�Ô�`�‡�b
�¢ IP MLS �U full flow �Þ�”�Å�w	Ô�ù�w�ˆ�£ �{

show mls statistics protocol
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�Í�t�z�Ó�é�Ä�¯�ç���w  IP MLS �w�-	Ø�C�›
¯�Ô�b�”�«�›�Ô�`�‡�b�{

Console> (enable) show mls statistics protocol
Protocol  TotalFlows  TotalPackets    Total Bytes
-------   ----------  --------------  ------------
Telnet    900         630             4298
FTP       688         2190            3105
WWW       389         42679           623686
SMTP      802         4966            92873
X         142         2487            36870
DNS       1580        52              1046
Others    82          1               73
Total     6583        53005           801951
Console> (enable)

MLS �©�ß�¿�³�á  �¤�ï�Ä�æ�t���b�”�w�-	Ø�C�w
¯�Ô

show mls statistics entry �¯�Ú�ï�Å�›�î�æ�b�”�q�z MLS �©�ß�¿�³�á  �¤�ï�Ä�æ�t���b�”  IP MLS �w�-	Ø
�C�U
¯�Ô�^�•�‡�b�{�›���w  MLS �©�ß�¿�³�á  �¤�ï�Ä�æ�t�m�M�o�Ð�‚�”�t�x�z�|
Œ  IP �ž�Å�è�µ�z
ù	ô
�i  IP �ž�Å�è�µ�z�Ó�é�Ä�¯�ç�z�S�‘�|
ù	ô�i�Ù�”�Ä�S�‘�|�|
Œ�Ù�”�Ä�›�¦���`�‡�b�{

src_port �‡�h�x  dst_port �t�¸�é�¢ 0�£�›�¦���`�h	Ô�ù�z�ë� �ç�Å�§�”�Å�q�`�o�{�˜�•�z�b�‚�o�w�w�-
	Ø�C�U
¯�Ô�^�•�‡�b�¢�°�¦���w�¦�Ó�³�ã�ï�x�ë� �ç�Å�§�”�Å�q�`�o�{�˜�•�‡�b�£�{�¦���b�”�Ó�é�Ä
�¯�ç�U  TCP �‡�h�x  UDP �Ž�Ž�w	Ô�ù�t�x�z src_port �S�‘�|  dst_port �›  0 �t
ƒ���`�s�M�q�z�w�-	Ø�C�x

¯�Ô�^�•�‡�d�œ�{

MLS �©�ß�¿�³�á  �¤�ï�Ä�æ�t���b�”�w�-	Ø�C�›
¯�Ô�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M
�‡�b�{

�Í�t�z�›���w  MLS �©�ß�¿�³�á  �¤�ï�Ä�æ�t���b�”�w�-	Ø�C�›
¯�Ô�b�”�«�›�Ô�`�‡�b�{

Console> show mls statistics entry ip destination 172.20.22.14
                                  Last    Used
Destination IP  Source IP       Prot DstPrt SrcPrt Stat-Pkts Stat-Bytes
--------------- --------------- ---- ------ ------ --------- -----------
MSFC 127.0.0.12:
172.20.22.14    172.20.25.10    6    50648  80     3152       347854
Console>

MLS �w�-	Ø�C�w	«�ˆ

clear mls statistics �¯�Ú�ï�Å�›�–�;�`�o�z�Í�w�w�-	Ø�C�›	«�ˆ�p�V�‡�b�{

• �µ� �¿�½�ï�¬�^�•�h�Í�­�¿�Ä
ï
:�¢ IP �S�‘�|  IPX�£

• �¤�«�µ�Ù�”�Ä�^�•�h�Í�­�¿�Ä
ï
:�¢ NDE �•�£

IP MLS �w�-	Ø�C�›	«�ˆ�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�^�À �¯�Ú�ï�Å

MLS �©�ß�¿�³�á  �¤�ï�Ä�æ�t���b�”�w�-	Ø�C�›

¯�Ô�`�‡�b�{ MLS �©�ß�¿�³�á  �¤�ï�Ä�æ�›�¦���`
�s�M	Ô�ù�z�b�‚�o�w�w�-	Ø�C�U
¯�Ô�^�•�‡�b�{

show mls statistics entry ip [destination 
ip_addr_spec] [source ip_addr_spec] [flow protocol 
src_port dst_port]

�^�À �¯�Ú�ï�Å

IP MLS �w�-	Ø�C�›	«�ˆ�`�‡�b�{ clear mls statistics
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�Í�t�z IP MLS �w�-	Ø�C�›	«�ˆ�b�”�«�›�Ô�`�‡�b�{

Console> (enable) clear mls statistics
All mls statistics cleared.
Console> (enable)

MLS �Ã�Ì�¿�¬	Ø�C�w
¯�Ô

show mls debug �¯�Ú�ï�Å�›�î�æ�b�”�q�z MLS �w�Ã�Ì�¿�¬	Ø�C�U
¯�Ô�^�•�‡�b�{
ž�A�t� �a�o�z�\�w
	Ø�C�›�Â�«�Ç�§�ç  �±�Ù�”�Ä�t
ù	ô�`�z�r
s�t�b�;�b�”�\�q�U�p�V�‡�b�{

MLS �Ã�Ì�¿�¬	Ø�C�›
¯�Ô�b�”�t�x�z�Í�w�^�À�›�æ�M�‡�b�{

�¢�«�£ show tech-support �¯�Ú�ï�Å�x�z�µ�”�Í�Ì� �²  �¤�ï�´�ï  �³�µ�Â�Ü	Ø�C�›
¯�Ô�`�‡�b�{�›���w�ž�Ó�æ
�­�”�³�ã�ï�t���b�”	Ä�I	Ø�C�›	��˜�b�”�t�x�z�ž�Ó�æ�­�”�³�ã�ï�{���w�¯�Ú�ï�Å�›�–�;�`�‡�b�{

IP MMLS �w
ƒ��

�\�\�p�x�z IP MMLS �›
ƒ���b�”	�	q�t�m�M�o
†�Ì�`�‡�b�{

• MSFC 	Í�p�w  IP MMLS �w
ƒ���¢ p.14-33�£

• �µ�”�Í�Ì� �²  �¤�ï�´�ï	Í�p�w�¬�é�”�Ì�ç  IP MMLS 	Ø�C�w
¯�Ô�¢ p.14-38�£

MSFC 	Í�p�w  IP MMLS �w
ƒ��

�\�\�p�x�z MSFC �t  IP MMLS �›
ƒ���b�”	�	q�t�m�M�o
†�Ì�`�‡�b�{

• IP �Ú�ç�½�©�ß�µ�Ä  �ç�”�Â�Ÿ�ï�¬�w�¬�é�”�Ì�ç�s� �É�”�Ò�ç�=�¢ p.14-34�£

• MSFC � �ï�»�”�Ñ�£� �µ	Í�p�w  IP PIM �w� �É�”�Ò�ç�=�¢ p.14-34�£

• IP MMLS �¬�é�”�Ì�ç  �µ�è�¿�³�á�×�”�ç�Å�w
ƒ���¢ p.14-34�£

• MSFC � �ï�»�”�Ñ�£� �µ	Í�p�w  IP MMLS �w� �É�”�Ò�ç�=�¢ p.14-35�£

• IP MMLS � �ï�»�”�Ñ�£� �µ	Ø�C�w
¯�Ô�¢ p.14-35�£

• IP �Ú�ç�½�©�ß�µ�Ä  �ç�”�Â�Ÿ�ï�¬  �Â�”�Ò�ç�w
¯�Ô�¢ p.14-36�£

• MSFC 	Í�p�w  IP MMLS �w	Ä�I	Ø�C
¯�Ô�¢ p.14-36�£

• IP MMLS MSFC 	Í�p�w  debug �¯�Ú�ï�Å�w�–�;�M�O�¢ p.14-38�£

• SCP �t���b�”  debug �¯�Ú�ï�Å�w�–�;�M�O�¢ p.14-38�£

�¢�«�£ MSFC 	Í�p�w�ç�”�Â�Ÿ�ï�¬�w
ƒ��	�	q�t�m�M�o�x�z �H 12 	·�® VLAN ���ç�”�Â�Ÿ�ï�¬�w
ƒ���¯ �›�€
	°�`�o�X�i�^�M�{

�¢�«�£ MSFC �x�z MLS �›�–�;�b�”  Catalyst 5000 �Ñ�•�Û�æ�”  �µ� �¿�½�w  MLS-RP �q�`�o�¦���p�V�‡�b�{
Catalyst 5000 �Ñ�•�Û�æ�”  �µ� �¿�½�p�w  MLS 
ƒ��	�	q�t�m�M�o�x�z �° Layer 3 Switching Configuration
Guide �•  Catalyst 5000 Family, 2926G Series, 2926 Series Switches�±�›�€	°�`�o�X�i�^�M�{

�^�À �¯�Ú�ï�Å

�Â�«�Ç�§�ç  �±�Ù�”�Ä�t
ù	ô�p�V�”  MLS �Ã�Ì�¿�¬
	Ø�C�›
¯�Ô�`�‡�b�{

show mls debug
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�¢�«�£ �\�\�p
†�Ì�b�”�w�x�z MSFC 	Í�p  IP �Ú�ç�½�©�ß�µ�Ä  �ç�”�Â�Ÿ�ï�¬�›� �É�”�Ò�ç�t�b�”�M�O�p�b�{
IP �Ú�ç�½�©�ß�µ�Ä
ƒ���w	Ä�I�t�m�M�o�x�z �Í�w  URL �t�K�” �° Cisco IOS IP and IP Routing Configuration
Guide�±�w�® IP Multicast�¯�›�€	°�`�o�X�i�^�M�{
http://www.cisco.com/univercd/cc/td/doc/product/software/ios121/121cgcr/ip_c/ipcprt3/index.htm

IP �Ú�ç�½�©�ß�µ�Ä  �ç�”�Â�Ÿ�ï�¬�w�¬�é�”�Ì�ç�s� �É�”�Ò�ç�=

MSFC 	Í�p  IP �Ú�ç�½�©�ß�µ�Ä  �ç�”�Â�Ÿ�ï�¬�›�¬�é�”�Ì�ç�t� �É�”�Ò�ç�t�`�o�T�’�z MSFC � �ï�»�”
�Ñ�£� �µ	Í�p  IP MMLS �›� �É�”�Ò�ç�t�b�”
ž�A�U�K�“�‡�b�{

MSFC 	Í�p  IP �Ú�ç�½�©�ß�µ�Ä  �ç�”�Â�Ÿ�ï�¬�›�¬�é�”�Ì�ç�t� �É�”�Ò�ç�t�b�”�t�x�z�¬�é�”�Ì�ç  �¯
�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z IP �Ú�ç�½�©�ß�µ�Ä  �ç�”�Â�Ÿ�ï�¬�›�¬�é�”�Ì�ç�t� �É�”�Ò�ç�t�b�”�«�›�Ô�`�‡�b�{

Router(config)# ip multicast-routing
Router(config)# 

MSFC � �ï�»�”�Ñ�£� �µ	Í�p�w  IP PIM �w� �É�”�Ò�ç�=

MSFC � �ï�»�”�Ñ�£� �µ	Í�p  IP MMLS �U�;�ó�b�”�h�Š�t�x�z�7	s�t� �ï�»�”�Ñ�£� �µ	Í�p  IP PIM
�›� �É�”�Ò�ç�t
ƒ���`�o�S�X
ž�A�U�K�“�‡�b�{

� �ï�»�”�Ñ�£� �µ	Í�p  IP PIM �›� �É�”�Ò�ç�t�b�”�t�x�z�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z� �ï�»�”�Ñ�£� �µ	Í�p�Ã�Ñ�¥�ç�Ä  �Þ�”�Å�¢ sparse-dense-mode�£�›�–�;�`�o  IP PIM �›� �É�”
�Ò�ç�t�b�”�«�›�Ô�`�‡�b�{

Router(config-if)# ip pim
Router(config-if)# 

�Í�t�z� �ï�»�”�Ñ�£� �µ	Í�p  IP PIM sparse �Þ�”�Å�›� �É�”�Ò�ç�t�b�”�«�›�Ô�`�‡�b�{

Router(config-if)# ip pim sparse-mode
Router(config-if)# 

IP MMLS �¬�é�”�Ì�ç  �µ�è�¿�³�á�×�”�ç�Å�w
ƒ��

MSFC �U�b�‚�o�w�¢ S,G�£�Ú�ç�½�©�ß�µ�Ä  �Ä�å�Ñ�Ÿ�¿�«�›�ç�”�Â�Ÿ�ï�¬�b�”	Í�v�›
¯�b�¬�é�”�Ì�ç
�Ú�ç�½�©�ß�µ�Ä  �è�”�Ä  �µ�è�¿�³�á�×�”�ç�Å�¢�Í�­�¿�Ä / 
µ�£�›
ƒ���p�V�‡�b�{�¯�Ú�ï�Å�›�Ö�—�b�”
�\�q�t�‘�“�z Join �A�{�s�r�z�����8���w�y�M�Ú�ç�½�©�ß�µ�Ä  �Ñ�é�”�t�0� �b�”  MLS �¤�ï�Ä�æ�w�^

R�U�w�­�^�•�‡�b�{

�^�À �¯�Ú�ï�Å

IP �Ú�ç�½�©�ß�µ�Ä  �ç�”�Â�Ÿ�ï�¬�›�¬�é�”�Ì�ç
�t� �É�”�Ò�ç�t�`�‡�b�{

Router(config)# ip multicast-routing

�^�À �¯�Ú�ï�Å

MSFC � �ï�»�”�Ñ�£� �µ	Í�p  IP PIM �›� �É�”�Ò
�ç�t�`�‡�b�{

Router(config-if)# ip pim {dense-mode | 
sparse-mode | sparse-dense-mode}
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�¢�«�£ �\�w�¯�Ú�ï�Å�x�z�ç�”�Â�Ÿ�ï�¬�A�ˆ�w�Ñ�é�”�t�0�`�o�x�Á�®�p�b�{�7���w�ç�”�Ä�t�µ�è�¿�³�á�×�”
�ç�Å�›�&�;�b�”�t�x�z�ç�”�Ä�›�M�l�h�œ	«�ˆ�`�o�6�S�¬�q�`�‡�b�{

IP MMLS �µ�è�¿�³�á�×�”�ç�Å�›
ƒ���b�”�t�x�z�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z IP MMLS �µ�è�¿�³�á�×�”�ç�Å�›  10 �Í�­�¿�Ä / 
µ�t
ƒ���b�”�«�›�Ô�`�‡�b�{

Router(config)# mls ip multicast threshold 10  
Router(config)# 

�µ�è�¿�³�á�×�”�ç�Å�w
ƒ���›�r	†�b�”�t�x�z no �©�”�ë�”�Å�›�–�;�`�‡�b�{

MSFC � �ï�»�”�Ñ�£� �µ	Í�p�w  IP MMLS �w� �É�”�Ò�ç�=

MSFC � �ï�»�”�Ñ�£� �µ	Í�p  IP PIM �›� �É�”�Ò�ç�t
ƒ���`�h	Ô�ù�z�f�w� �ï�»�”�Ñ�£� �µ	Í�p�x
IP MMLS �U�Ã�Ñ�¥�ç�Ä�p� �É�”�Ò�ç�t�s�“�‡�b�{�\�\�p
†�Ì�b�”�^�À�x�z� �ï�»�”�Ñ�£� �µ	Í�p
IP MMLS �›�Ã�Ÿ�·�”�Ò�ç�t�`�z�6�|� �É�”�Ò�ç�t�b�”	Ô�ù�t�i�Z�î�æ�`�o�X�i�^�M�{

�¢�«�£ IP MMLS �U�;�ó�b�”�h�Š�t�x�z�‡�c�€�C�b�”�b�‚�o�w  MSFC � �ï�»�”�Ñ�£� �µ	Í�p  IP PIM �›� 
�É�”�Ò�ç�t�b�”
ž�A�U�K�“�‡�b�{ MSFC � �ï�»�”�Ñ�£� �µ	Í�p�w  IP PIM �w
ƒ��	�	q�t�m�M�o�x�z

�®MSFC � �ï�»�”�Ñ�£� �µ	Í�p�w  IP PIM �w� �É�”�Ò�ç�=�¯ �¢ p.14-34�£ �›�€	°�`�o�X�i�^�M�{

MSFC � �ï�»�”�Ñ�£� �µ	Í�p  IP MMLS �›� �É�”�Ò�ç�t�b�”�t�x�z�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z MSFC � �ï�»�”�Ñ�£� �µ	Í�p  IP MMLS �›� �É�”�Ò�ç�t�b�”�«�›�Ô�`�‡�b�{

Router(config-if)# mls ip multicast
Router(config-if)# 

MSFC � �ï�»�”�Ñ�£� �µ	Í�p  IP MMLS �›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z no �©�”�ë�”�Å�›�–�;�`�‡�b�{

IP MMLS � �ï�»�”�Ñ�£� �µ	Ø�C�w
¯�Ô

show ip pim interface count �¯�Ú�ï�Å�›�î�æ�b�”�q�z MSFC IP PIM � �ï�»�”�Ñ�£� �µ	Í�w  IP MMLS
� �É�”�Ò�ç  �µ�Â�”�Ä�z�S�‘�|�f�w� �ï�»�”�Ñ�£� �µ	Í�p
ù	!	ô�^�•�h�Í�­�¿�Ä
:�U
¯�Ô�^�•�‡�b�{

show ip interface �¯�Ú�ï�Å�›�î�æ�b�”�q�z MSFC � �ï�»�”�Ñ�£� �µ	Í�w  IP MMLS � �É�”�Ò�ç  �µ�Â�”
�Ä�U
¯�Ô�^�•�‡�b�{

�^�À �¯�Ú�ï�Å

IP MMLS �µ�è�¿�³�á�×�”�ç�Å�›
ƒ���`�‡�b�{ Router(config)# [no] mls ip multicast threshold
ppsec

�^�À �¯�Ú�ï�Å

MSFC �   � ï �» � ” �Ñ�£�   �µ 	 Í �p  IP MMLS � › �  
�É�”�Ò�ç�t�`�‡�b�{

Router(config-if)# [no] mls ip multicast
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�›���w  IP PIM MSFC � �ï�»�”�Ñ�£� �µ�t�m�M�o  IP MMLS 	Ø�C�›
¯�Ô�b�”�t�x�z�Í�w�M�c�•�T�w�^
�À�›�æ�M�‡�b�{

IP �Ú�ç�½�©�ß�µ�Ä  �ç�”�Â�Ÿ�ï�¬  �Â�”�Ò�ç�w
¯�Ô

show ip mroute �¯�Ú�ï�Å�›�î�æ�b�”�q�z MSFC 	Í�w  IP �Ú�ç�½�©�ß�µ�Ä  �ç�”�Â�Ÿ�ï�¬  �Â�”�Ò�ç�U
¯
�Ô�^�•�‡�b�{

IP �Ú�ç�½�©�ß�µ�Ä  �ç�”�Â�Ÿ�ï�¬  �Â�”�Ò�ç�›
¯�Ô�b�”�t�x�z�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z 239.252.1.1 �t�m�M�o  IP �Ú�ç�½�©�ß�µ�Ä  �ç�”�Â�Ÿ�ï�¬  �Â�”�Ò�ç�›
¯�Ô�b�”�«�›�Ô�`�‡�b�{

Router# show ip mroute 239.252.1.1  
IP Multicast Routing Table
Flags:D - Dense, S - Sparse, C - Connected, L - Local, P - Pruned
       R - RP-bit set, F - Register flag, T - SPT-bit set, J - Join SPT
       M - MSDP created entry, X - Proxy Join Timer Running
       A - Advertised via MSDP
Outgoing interface flags:H - Hardware switched
Timers:Uptime/Expires
Interface state:Interface, Next-Hop or VCD, State/Mode
 
(*, 239.252.1.1), 04:04:59/00:02:59, RP 80.0.0.2, flags:SJ
  Incoming interface:Vlan800, RPF nbr 80.0.0.2
  Outgoing interface list:
    Vlan10, Forward/Dense, 01:29:57/00:00:00, H
 
(22.0.0.10, 239.252.1.1), 00:00:19/00:02:41, flags:JT
  Incoming interface:Vlan800, RPF nbr 80.0.0.2, RPF-MFD
  Outgoing interface list:
    Vlan10, Forward/Dense, 00:00:19/00:00:00, H

MSFC 	Í�p�w  IP MMLS �w	Ä�I	Ø�C
¯�Ô

show mls ip multicast �¯�Ú�ï�Å�›�î�æ�b�”�q�z IP MMLS �t���b�”	Ä�I	Ø�C�U
¯�Ô�^�•�‡�b�{

MSFC 	Í�w  IP MMLS �t���b�”	Ä�I	Ø�C�›
¯�Ô�b�”�t�x�z�Í�w�M�c�•�T�w�^�À�›�æ�M�‡�b�{

�^�À �¯�Ú�ï�Å

IP MMLS � �ï�»�”�Ñ�£� �µ	Ø�C�›
¯�Ô�`�‡�b�{ Router# show ip pim interface [type number] count

IP MMLS �   � ï �» � ” �Ñ�£�   �µ �w�   �É�”�Ò�ç  �µ
�Â�”�Ä�›
¯�Ô�`�‡�b�{

Router# show ip interface

�^�À �¯�Ú�ï�Å

IP �Ú�ç�½�©�ß�µ�Ä  �ç�”�Â�Ÿ�ï�¬  �Â�”�Ò�ç�›
¯
�Ô�`�‡�b�{

Router# show ip mroute [group[source]] | 
[summary] | [count] | [active kbps]

�^�À �¯�Ú�ï�Å

IP MMLS �¬�ç�”�Ó	Ø�C�›
¯�Ô�`�‡�b�{ Router# show mls ip multicast group group-address
[interface type number | statistics]

�b�‚�o�w� �ï�»�”�Ñ�£� �µ�t�m�M�o  IP MMLS
	Ä�I	Ø�C�›
¯�Ô�`�‡�b�{

Router# show mls ip multicast interface type
number [statistics | summary]

IP MMLS 	Ø�C�w�A�ÿ�›
¯�Ô�`�‡�b�{ Router# show mls ip multicast summary

IP MMLS �w�-	Ø�C�›
¯�Ô�`�‡�b�{ Router# show mls ip multicast statistics

IP MMLS 
ù	ô�i	Ø�C�›
¯�Ô�`�‡�b�{ Router# show mls ip multicast source ip-address
[interface type number | statistics]
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�Í�t�z MSFC 	Í�w  IP MMLS �w�-	Ø�C�›
¯�Ô�b�”�«�›�Ô�`�‡�b�{

Router# show mls ip multicast statistics  
MLS Multicast configuration and state:
    Router Mac:0050.0f2d.9bfd, Router IP:1.12.123.234
    MLS multicast operating  state:ACTIVE
    Maximum number of allowed outstanding messages:1
    Maximum size reached from feQ:1
    Feature Notification sent:5 
    Feature Notification Ack received:4 
    Unsolicited Feature Notification received:0 
    MSM sent:33 
    MSM ACK received:33 
    Delete notifications received:1 
    Flow Statistics messages received:248 
 
MLS Multicast statistics:
    Flow install Ack:9 
    Flow install Nack:0 
    Flow update Ack:2 
    Flow update Nack:0 
    Flow delete Ack:0 
    Complete flow install Ack:10 
    Complete flow install Nack:0 
    Complete flow delete Ack:1 
    Input VLAN delete Ack:4 
    Output VLAN delete Ack:0 
    Group delete sent:0 
    Group delete Ack:0 
    Global delete sent:7 
    Global delete Ack:7 

    L2 entry not found error:0 
    Generic error :3 
    LTL entry not found error:0 
    MET entry not found error:0 
    L3 entry exists error :0 
    Hash collision error :0 
    L3 entry not found error:0 
    Complete flow exists error :0 

�Í�t�z MSFC 	Í�w�›���w  IP MMLS �¤�ï�Ä�æ�t���b�”	Ø�C�›
¯�Ô�b�”�«�›�Ô�`�‡�b�{

Router# show mls ip multicast 224.1.1.1
Multicast hardware switched flows:
(1.1.13.1, 224.1.1.1) Incoming interface: Vlan13, Packets switched: 61590
Hardware switched outgoing interfaces: Vlan20 Vlan9 
RFD-MFD installed: Vlan13 

(1.1.9.3, 224.1.1.1) Incoming interface: Vlan9, Packets switched: 0
Hardware switched outgoing interfaces: Vlan20 
RFD-MFD installed: Vlan9 

(1.1.12.1, 224.1.1.1) Incoming interface: Vlan12, Packets switched: 62010
Hardware switched outgoing interfaces: Vlan20 Vlan9 
RFD-MFD installed: Vlan12 

(1.1.12.3, 224.1.1.1) Incoming interface: Vlan12, Packets switched: 61980
Hardware switched outgoing interfaces: Vlan20 Vlan9 
RFD-MFD installed: Vlan12 

(1.1.11.1, 224.1.1.1) Incoming interface: Vlan11, Packets switched: 62430
Hardware switched outgoing interfaces: Vlan20 Vlan9 
RFD-MFD installed: Vlan11 

(1.1.11.3, 224.1.1.1) Incoming interface: Vlan11, Packets switched: 62430
Hardware switched outgoing interfaces: Vlan20 Vlan9 
RFD-MFD installed: Vlan11 

Total hardware switched installed: 6
Router# 
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�Í�t�z MSFC 	Í�w  IP MMLS 	Ø�C�w�A�ÿ�›
¯�Ô�b�”�«�›�Ô�`�‡�b�{

Router# show mls ip multicast summary
7 MMLS entries using 560 bytes of memory
Number of partial hardware-switched flows:2
Number of complete hardware-switched flows:5
Router# 

IP MMLS MSFC 	Í�p�w  debug �¯�Ú�ï�Å�w�–�;�M�O


¯ 14-9 �t�z IP MMLS ���È�w�Ä�å�Ò�ç�³�á�”�Â�Ÿ�ï�¬�w�h�Š�w  debug �¯�Ú�ï�Å�›�Ô�`�‡�b�{

SCP �t���b�”  debug �¯�Ú�ï�Å�w�–�;�M�O


¯ 14-10 �t�z EOBC �p�ˆ�^�b�”  SCP �›�Ä�å�Ò�ç�³�á�”�Â�Ÿ�ï�¬�b�”�h�Š�w�z SCP ���È�w  debug �¯�Ú
�ï�Å�›�Ô�`�‡�b�{

�µ�”�Í�Ì� �²  �¤�ï�´�ï	Í�p�w�¬�é�”�Ì�ç  IP MMLS 	Ø�C�w
¯�Ô

�\�\�p�x�z Supervisor Engine 1 	Í�p  IP MMLS �›
ƒ���b�”	�	q�t�m�M�o
†�Ì�`�‡�b�{

• IP MMLS 
ƒ��	Ø�C�w
¯�Ô�¢ p.14-39�£

• IP MMLS �w�-	Ø�C�w
¯�Ô�¢ p.14-39�£

• IP MMLS �w�-	Ø�C�w	«�ˆ�¢ p.14-40�£

• IP MMLS �¤�ï�Ä�æ�w
¯�Ô�¢ p.14-41�£


¯ 14-9 IP MMLS �w debug �¯�Ú�ï�Å

�¯�Ú�ï�Å 
†�Ì

[no] debug mls ip multicast group 
group_id group_mask

���w�b�‚�o�w�Ú�ç�½�©�ß�µ�Ä  �Ã�Ì�¿�¬  �¯�Ú�ï�Å�t�&�;�^
�•�”�Ñ�Ÿ�ç�»�›
ƒ���`�‡�b�{

[no] debug mls ip multicast events IP MMLS � �Õ�ï�Ä�›
¯�Ô�`�‡�b�{

[no] debug mls ip multicast errors �Ú�ç�½�©�ß�µ�Ä  MLS ���È�w�¤�å�”�t�0�b�”�Ã�Ì�¿�¬  �Ý�¿
�·�”�´�›�¦�ï�t�`�‡�b�{

[no] debug mls ip multicast messages �Ë�”�Å�¢�£�ž  �µ� �¿�½�ï�¬  �¤�ï�´�ï�q�w���p
ù	!	ô�^�•
�”  IP MMLS �Ý�¿�·�”�´�›
¯�Ô�`�‡�b�{

[no] debug mls ip multicast all �b�‚�o�w  IP MMLS �Ý�¿�·�”�´�›�¦�ï�t�`�‡�b�{

[no] debug mdss error MDSS1 �¤�å�”  �Ý�¿�·�”�´�›�¦�ï�t�`�‡�b�{

1. MDSS = Multicast Distributed Switching Services

[no] debug mdss events MDSS ���È�w� �Õ�ï�Ä�›�¦�ï�t�`�‡�b�{

[no] debug mdss all �b�‚�o�w  MDSS �Ý�¿�·�”�´�›�¦�ï�t�`�‡�b�{


¯ 14-10 SCP �w debug �¯�Ú�ï�Å

�¯�Ú�ï�Å 
†�Ì

[no] debug scp async SCP �³�µ�Â�Ü�›	Z�Ö�“�b�”
‡�‰�8�Ã�”�»�w�Ä�è�”�µ�›
¯�Ô
�`�‡�b�{

[no] debug scp data �Í�­�¿�Ä  �Ã�”�»�w�Ä�è�”�µ�›
¯�Ô�`�‡�b�{

[no] debug scp errors SCP �w�¤�å�”�S�‘�|�/���›
¯�Ô�`�‡�b�{

[no] debug scp packets SCP �³�µ�Â�Ü�›	Z�Ö�“�b�”�Í�­�¿�Ä  �Ã�”�»�›
¯�Ô�`�‡�b�{

[no] debug scp timeouts �»� �Ü�ž�¢�Ä�›�C���`�‡�b�{

[no] debug scp all �b�‚�o�w  SCP �Ã�Ì�¿�¬  �Ý�¿�·�”�´�›�¦�ï�t�`�‡�b�{
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�¢�«�£ Supervisor Engine 1 	Í�p�x  IP MMLS �U�ì���$�t� �É�”�Ò�ç�t�s�l�o�S�“�z �Ã�Ÿ�·�”�Ò�ç�t�b�”�\�q
�x�p�V�‡�d�œ�{

�¢�«�£ MSFC 	Í�p  IP MMLS �›
ƒ���b�”	�	q�t�m�M�o�x�z �®MSFC 	Í�p�w  IP MMLS �w
ƒ���¯ �¢ p.14-33�£�›�€
	°�`�o�X�i�^�M�{

IP MMLS 
ƒ��	Ø�C�w
¯�Ô

show mls multicast �¯�Ú�ï�Å�›�î�æ�b�”�q�z IP MMLS �t���b�”�¬�é�”�Ì�ç�s
ƒ��	Ø�C�S�‘�|�€�C�`
�o�M�”  MSFC �w�µ�Â�”�Ä�U
¯�Ô�^�•�‡�b�{

IP MMLS �w�¬�é�”�Ì�ç�s
ƒ��	Ø�C�›
¯�Ô�b�”�t�x�z�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z IP MMLS �w�¬�é�”�Ì�ç�s
ƒ��	Ø�C�›
¯�Ô�b�”�«�›�Ô�`�‡�b�{

Console> (enable) show mls multicast
Admin Status: Enabled
Operational Status: Active
Configured flow mask is {Destination-source-vlan flow}
Active Entries = 10
Router include list : 
1.1.9.254 (Active)
1.1.5.252 (Active)
Console> (enable)

IP MMLS �w�-	Ø�C�w
¯�Ô

show mls multicast statistics �¯�Ú�ï�Å�›�î�æ�b�”�q�z�Ú�ç�½�©�ß�µ�Ä  MSFC �t���b�”  IP MMLS �w�-
	Ø�C�U
¯�Ô�^�•�‡�b�{

�Ú�ç�½�©�ß�µ�Ä  MSFC �t���b�”  IP MMLS �w�-	Ø�C�›
¯�Ô�b�”�t�x�z�Í�w�^�À�›�æ�M�‡�b�{

�^�À �¯�Ú�ï�Å

IP MMLS �w�¬�é�”�Ì�ç�s
ƒ��	Ø�C�›
¯�Ô�`�‡�b�{ show mls multicast

�^�À �¯�Ú�ï�Å

IP �Ú�ç�½�©�ß�µ�Ä  MSFC �w�-	Ø�C�›
¯�Ô�`�‡�b�{ show mls multicast statistics [ip_addr]
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�Í�t�z�Ú�ç�½�©�ß�µ�Ä  MSFC �t���b�”  IP MMLS �w�-	Ø�C�›
¯�Ô�b�”�«�›�Ô�`�‡�b�{

Console (enable) show mls multicast statistics 
Router IP          Router Name        Router MAC
-------------------------------------------------------
1.1.9.254          ?                  00-50-0f-06-3c-a0

Transmit:
  Delete Notifications:                     23
  Acknowledgements:                         92
  Flow Statistics:                          56

Receive:
  Open Connection Requests:                 1
  Keep Alive Messages:                      72
  Shortcut Messages:                        19
    Shortcut Install TLV:                   8
    Selective Delete TLV:                   4
    Group Delete TLV:                       0
    Update TLV:                             3
    Input VLAN Delete TLV:                  0
    Output VLAN Delete TLV:                 0
    Global Delete TLV:                      0
    MFD Install TLV:                        7
    MFD Delete TLV:                         0
Router IP          Router Name        Router MAC
-------------------------------------------------------
1.1.5.252          ?                  00-10-29-8d-88-01

Transmit:
  Delete Notifications:                     22
  Acknowledgements:                         75
  Flow Statistics:                          22

Receive:
  Open Connection Requests:                 1
  Keep Alive Messages:                      68
  Shortcut Messages:                        6
    Shortcut Install TLV:                   4
    Selective Delete TLV:                   2
    Group Delete TLV:                       0
    Update TLV:                             0
    Input VLAN Delete TLV:                  0
    Output VLAN Delete TLV:                 0
    Global Delete TLV:                      0
    MFD Install TLV:                        4
    MFD Delete TLV:                         0
Console (enable) 

IP MMLS �w�-	Ø�C�w	«�ˆ

clear mls multicast statistics �¯�Ú�ï�Å�›�î�æ�b�”�q�z�€�C�`�o�M�”�b�‚�o�w  MSFC �w IP MMLS �w�-
	Ø�C�U	«�ˆ�^�•�‡�b�{

IP MMLS �w�-	Ø�C�›	«�ˆ�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z IP MMLS �w�-	Ø�C�›	«�ˆ�b�”�«�›�Ô�`�‡�b�{

Console> (enable) clear mls multicast statistics 
All statistics for the MLS routers in include list are cleared.
Console> (enable)

�^�À �¯�Ú�ï�Å

IP MMLS �w�-	Ø�C�›	«�ˆ�`�‡�b�{ clear mls multicast statistics 
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IP MMLS �¤�ï�Ä�æ�w
¯�Ô

show mls multicast entry �¯�Ú�ï�Å�›�î�æ�b�”�q�z PFC �U	r�g�`�o�M�”�Ú�ç�½�©�ß�µ�Ä  �Ñ�é�”�t���b
�”	Ø�C�U
¯�Ô�^�•�‡�b�{�€�C�`�o�M�”  MSFC�z VLAN �z�Ú�ç�½�©�ß�µ�Ä  �¬�ç�”�Ó  �ž�Å�è�µ�z�‡�h�x
�Ú�ç�½�©�ß�µ�Ä  �Ä�å�Ñ�Ÿ�¿�«
ù	ô�i�›�Ú�™�t
Ê�ˆ�ù�˜�d�o�z�¤�ï�Ä�æ�›
¯�Ô�p�V�‡�b�{

IP MMLS �¤�ï�Ä�æ�t���b�”	Ø�C�›
¯�Ô�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z�b�‚�o�w  IP MMLS �¤�ï�Ä�æ�›
¯�Ô�b�”�«�›�Ô�`�‡�b�{

Console> (enable) show mls multicast entry all
Router IP       Dest IP         Source IP       Pkts       Bytes       InVlan  
OutVlans
--------------- --------------- --------------- ---------- ----------- ------- 
--------

1.1.5.252       224.1.1.1       1.1.11.1        15870      2761380     20     
1.1.9.254       224.1.1.1       1.1.12.3        473220     82340280    12     
1.1.5.252       224.1.1.1       1.1.12.3        15759      2742066     20     
1.1.9.254       224.1.1.1       1.1.11.1        473670     82418580    11     
1.1.5.252       224.1.1.1       1.1.11.3        15810      2750940     20     
1.1.9.254       224.1.1.1       1.1.12.1        473220     82340280    12     
1.1.5.252       224.1.1.1       1.1.13.1        15840      2756160     20     
1.1.9.254       224.1.1.1       1.1.13.1        472770     82261980    13     
1.1.5.252       224.1.1.1       1.1.12.1        15840      2756160     20     
1.1.9.254       224.1.1.1       1.1.11.3        473667     82418058    11     
Total Entries: 10
Console> (enable)

�Í�t�z�›���w  MSFC �t�m�M�o  IP MMLS �¤�ï�Ä�æ�›
¯�Ô�b�”�«�›�Ô�`�‡�b�{

Console> (enable) show mls multicast entry 15
Router IP       Dest IP         Source IP       Pkts       Bytes       InVlan  
OutVlans
--------------- --------------- --------------- ---------- ----------- ------- 
--------

1.1.5.252       224.1.1.1       1.1.11.1        15870      2761380     20     
1.1.5.252       224.1.1.1       1.1.12.3        15759      2742066     20     
1.1.5.252       224.1.1.1       1.1.11.3        15810      2750940     20     
1.1.5.252       224.1.1.1       1.1.13.1        15840      2756160     20     
1.1.5.252       224.1.1.1       1.1.12.1        15840      2756160     20     
Total Entries: 5
Console> (enable)

�Í�t�z�›���w�Ú�ç�½�©�ß�µ�Ä  �¬�ç�”�Ó  �ž�Å�è�µ�t�m�M�o  IP MMLS �¤�ï�Ä�æ�›
¯�Ô�b�”�«�›�Ô�`�‡
�b�{

Console> (enable) show mls multicast entry group 226.0.1.3 short
Router IP      Dest IP     Source IP    InVlan Pkts   Bytes     OutVlans
-------------- ----------- ------------ ------ ------ --------- ---------
171.69.2.1     226.0.1.3   172.2.3.8    20     171    23512     10,201,22,45 
171.69.2.1     226.0.1.3   172.3.4.9    12     25     3120      8,20 
Total Entries: 2
Console> (enable)

�^�À �¯�Ú�ï�Å

IP MMLS �¤�ï�Ä�æ�t���b�”	Ø�C�›
¯�Ô�`�‡�b�{ show mls multicast entry [[[ mod] [vlan vlan_id]
[group ip_addr] [source ip_addr]] | [all]]
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�Í�t�z�›���w  MSFC �S�‘�|�›���w�Ú�ç�½�©�ß�µ�Ä
ù	ô�i�ž�Å�è�µ�t�m�M�o�z IP MMLS �¤�ï�Ä�æ�›

¯�Ô�b�”�«�›�Ô�`�‡�b�{

Console> (enable) show mls multicast entry 15 1.1.5.252 source 1.1.11.1 short
Router IP       Dest IP         Source IP       Pkts       Bytes      
 InVlan  OutVlans
--------------- --------------- --------------- ---------- -------------------- 
  ------ ----------
172.20.49.159   224.1.1.6       1.1.40.4        368        57776                
  40     23,25
172.20.49.159   224.1.1.71      1.1.22.2        99         65142                
  22     30,37
172.20.49.159   224.1.1.8       1.1.22.2        396        235620               
  22     13,19
Console> (enable)
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�\�w	·�p�x�z Catalyst 6500 �³�æ�”�¶  �µ� �¿�½	Í�p  Access Control List�¢ ACL; �ž�«�·�µ
M�š�æ�µ�Ä�£
�›
ƒ���b�”	�	q�t�m�M�o
†�Ì�`�‡�b�{ ACL �w
ƒ���x�z �µ�”�Í�Ì� �²  �¤�ï�´�ï�t�e�L�^�•�o�M�”�Ë�”
�Å�¢�£�ž�w�»� �Ó�t�‘�l�o�Ÿ�s�“�‡�b�{	Ä�I�t�m�M�o�x�z �®�Ë�”�Å�¢�£�ž�w�A�E�¯ �¢ p.15-3�£ �›�€	°
�`�o�X�i�^�M�{

�¢�«�£ �\�w	·�p�–�;�`�o�M�”�¯�Ú�ï�Å�w�ì
¶�s�Ï���S�‘�|�–�;�M�O�w	Ä�I�t�m�M�o�x�z �° Catalyst 6500
Series Switch Command Reference�±�›�€	°�`�o�X�i�^�M�{

�¢�«�£ Policy-Based ACL�¢ PBACL�£
ƒ���w	Ä�I�t�m�M�o�x�z �®PBACL �w
ƒ���¯ �¢ p.42-21�£�›�€	°�`�o�X�i�^�M�{

�\�w	·�p
†�Ì�b�”�º�0�x�z�Í�w�q�S�“�p�b�{

• ACL �w�;�ó�“�A�¢ p.15-2�£

• �Ë�”�Å�¢�£�ž�w�A�E�¢ p.15-3�£

• �±�Ù�”�Ä�^�•�”  ACL�¢ p.15-4�£

• VLAN 	Í�p�w  Cisco IOS ACL �S�‘�|  VACL �w�&�;�¢ p.15-8�£

• �É�¿�Ä�ë�”�«�t�S�Z�”  Cisco IOS ACL �w�–�;�M�O�¢ p.15-10�£

• VACL �q  Cisco IOS ACL �w���;�¢ p.15-18�£

• �É�¿�Ä�ë�”�«�p�w  VACL �w�–�;�¢ p.15-27�£

• �±�Ù�”�Ä�^�•�s�M�;�ó�¢ p.15-44�£

• VACL �w
ƒ���¢ p.15-45�£

• �b�‚�o�w�Í�­�¿�Ä  �»� �Ó�t���b�”  MAC �Õ�”�µ  ACL �U�g�w
ƒ���¢ p.15-63�£

• VACL �S�‘�|  QoS ACL �w
ƒ���S�‘�|�Ñ�å�¿�³�á  �Ý�Þ�æ�•�w�-���¢ p.15-67�£

• �Ù�”�Ä�o�•�w  ACL �w
ƒ���¢ p.15-71�£

• ACL �w�-	Ø�C�w
ƒ���¢ p.15-84�£

• PBF �w
ƒ���¢ p.15-93�£

�¢�«�£ �›�t�Ì�G�^�•�o�M�s�M�T�W�“�z�\�w	·�p
†�Ì�b�”	Ø�C�S�‘�|	�	q�x�z Policy Feature Card 3B/3BXL
�¢ PFC3B/PFC3BXL; �Ù�æ�³ � ”  �Ñ�Ÿ�” �½�ß �§�” �Å  3B/3BXL�£�› �e�L �` �h  Supervisor Engine 32�z
PFC3A/PFC3B/PFC3BXL �›�e�L�`�h  Supervisor Engine 720�zPFC2 �›�e�L�`�h  Supervisor Engine 2�z�S
�‘�|  PFC �›�e�L�`�h  Supervisor Engine 1 �t�&�;�^�•�‡�b�{
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ACL �w�;�ó�“�A
	H�R�z�µ� �¿�½�U�ˆ�^�b�”�w�x�è� �à  2 �p�w�ˆ�p�`�h�{�µ� �¿�½�U  VLAN�¢�>
Ý  LAN�£�º�w�Ä�å
�Ñ�Ÿ�¿�«�›�µ� �¿�½�ï�¬�`�z�ç�”�»�U  VLAN ���w�Ä�å�Ñ�Ÿ�¿�«�›�ç�”�Â�Ÿ�ï�¬�`�o�M�‡�`�h�{
Catalyst 6500 �³�æ�”�¶  �µ� �¿�½�x�z Multilayer Switch Feature Card�¢ MSFC; �Ú�ç�½�è� �à  �µ� �¿�½
�Ñ�Ÿ�”�½�ß  �§�”�Å�£�›�e�L�`�z�è� �à  3 �µ� �¿�½�ï�¬�¢ Multilayer Switching [MLS; �Ú�ç�½�è� �à  �µ
� �¿�½�ï�¬ ]�£�›�–�;�b�”�\�q�t�‘�l�o�z VLAN ���w�ô���Í�­�¿�Ä  �ç�”�Â�Ÿ�ï�¬�›�±�Ù�”�Ä�`�o�M
�‡�b�{�µ� �¿�½�U�Í�­�¿�Ä�›�Ò�æ�¿�´�ï�¬�b�”�q�z�Í�­�¿�Ä�x�ç�”�»�t�I�^�•�c�t�º
æ�$�t�ç�”
�Â�Ÿ�ï�¬�^�•�h�K�q�z�6�|�Ò�æ�¿�´�ï�¬�^�•�o�|
Œ�t
ù	ô�^�•�‡�b�{�\�w�Ó�é�·�µ�w�î�æ�¤�z�µ
� �¿�½�x  VLAN �º�p�Ò�æ�¿�´�ï�¬�^�•�”�Í�­�¿�Ä�› ���ˆ �z�µ� �¿�½�ï�¬�b�” �b�‚�o�w �Í�­�¿�Ä�›�ž
�«�·�µ
M�š�p�V�‡�b�{

Cisco IOS ACL �U�zVLAN ���p�ç�”�Â�Ÿ�ï�¬�^�•�”�Ä�å�Ñ�Ÿ�¿�«�w�ž�«�·�µ
M�š�›�æ�M�z VLAN ACL
�¢ VACL�£�U �b�‚�o�w �Í�­�¿�Ä�w�ž�«�·�µ
M�š�›�æ�M�‡�b�{

�Í�­�¿�Ä�w
ü�¨�t�x�z
ª	j  Cisco IOS ACL �S�‘�|�¦�Á  Cisco IOS ACL �›�–�;�`�‡�b�{
ü�¨�^�•�h�Í
�­�¿�Ä�t�x�z�ž�«�·�µ
M�š�¢�·�©�á�æ�Â�Ÿ�£ �z�‰�ø�=�z Policy-Based Routing�¢ PBR�£�s�r�z�^�‡�_�‡
�s�;�ó�U�&�;�^�•�‡�b�{
ª	j�S�‘�|�¦�Á  Cisco IOS ACL �x�z�ç�”�»�w� �ï�»�”�Ñ�£� �µ	Í�i�Z�p
ƒ
���`�z�ç�”�Â�¿�Å  �Í�­�¿�Ä�t�&�;�^�•�‡�b�{

VACL �x�z IP �S�‘�|  IPX �Ó�é�Ä�¯�ç�w�è� �à  3 �ž�Å�è�µ�t�,�n�X�ž�«�·�µ
M�š�›�æ�M�‡�b�{�±�Ù�”
�Ä�^�•�s�M�Ó�é�Ä�¯�ç�w�ž�«�·�µ
M�š�x�z MAC�¢�Ý�Ã�Ÿ�ž  �ž�«�·�µ
M�š�£�ž�Å�è�µ�&���p�î�æ�^
�•�‡�b�{ VACL �x�¢�Ò�æ�¿�´�ï�¬�S�‘�|�ç�”�Â�Ÿ�ï�¬�^�•�h�£�b�‚�o�w�Í�­�¿�Ä�t�&�;�^�•�z�Ú�™
�w VLAN � �ï�»�”�Ñ�£� �µ	Í�p
ƒ���b�”�\�q�U�p�V�‡�b�{ VLAN 	Í�p  VACL �›
ƒ���b�”�q�z�f�w
VLAN �t
ù	ô�^�•�o�V�h�¢�ç�”�Â�Ÿ�ï�¬�‡�h�x�Ò�æ�¿�´�ï�¬�^�•�h�£�b�‚�o�w�Í�­�¿�Ä�U�z VACL
�½�£�¿�«�w�0	Å�t�s�“�‡�b�{�Í�­�¿�Ä�x�z�µ� �¿�½  �Ù�”�Ä�›�è�a�o�z�‡�h�x�ç�”�Â�Ÿ�ï�¬�^�•�o�T
�’�ç�”�»  �Ù�”�Ä�›�è�a�o  VLAN �t
ù	ô�^�•�‡�b�{

�¢�«�£ Supervisor Engine 720�¢ PFC3A/PFC3B/PFC3BXL�£�S�‘�|  Supervisor Engine 32�¢ PFC3B/PFC3BXL�£�p
�x�z IPX �ç�”�Â�Ÿ�ï�¬�x�¹�Ñ�Ä�¢�£�ž�t�‘�“�æ�˜�•�z IPX Cisco IOS ACL �S�‘�|  IPX VACL �x�±�Ù�”
�Ä�^�•�‡�d�œ�{ MAC VACL �›�–�;�`�o  IPX �Í�­�¿�Ä�›�°�•�^�d�”�\�q�U�p�V�‡�b�{ IPX ARPA �Ñ
�è�”�Ü�›�°�•�^�d�”�h�Š�z ipx-arpa �©�”�ë�”�Å�›�Ö�—�p�V�‡�b�{ IPX 
‡  ARPA �Ñ�è�”�Ü�S�‘�|
Ethertype 0xffff �w�Ñ�è�”�Ü�p�°�•�^�d�”�t�x�z 0xffff Ethertype �›�–�;�`�‡�b�{ MAC VACL �w
ƒ���t
�m�M�o�x�z�®non-IP version 4/non-IPX VACL�¢ MAC VACL �£�w�^
R�S�‘�|  ACE �w�å�C�¯�¢ p.15-53�£�›
�€	°�`�o�X�i�^�M�{
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�Ë�”�Å�¢�£�ž�w�A�E
Catalyst 6500 �³�æ�”�¶  �µ� �¿�½	Í�p  ACL �›
ƒ���b�”�t�x�z�Í�w�Ë�”�Å�¢�£�ž�U
ž�A�p�b�{

• Cisco IOS ACL

�µ PFC �S�‘�|  MSFC �‡�h�x  MSFC2 �e�L�w  Supervisor Engine 1

�µ PFC2 �S�‘�|  MSFC2 �e�L�w  Supervisor Engine 2

�µ PFC3A/PFC3B/PFC3BXL �S�‘�|  MSFC3 �e�L�w  Supervisor Engine 720

�µ PFC3B/PFC3BXL �S�‘�|  MSFC2A �e�L�w  Supervisor Engine 32 

• VACL �S�‘�|  Quality of Service�¢ QoS; �±�”�Ï�µ
¼�í�£ ACL

�µ PFC �e�L�w  Supervisor Engine 1

�µ PFC2 �e�L�w  Supervisor Engine 2

�µ PFC3A/PFC3B/PFC3BXL �e�L�w  Supervisor Engine 720

�µ PFC3B/PFC3BXL �e�L�w  Supervisor Engine 32

�¢�«�£ �µ� �¿�½	Í�p�±�Ù�”�Ä�^�•�”  QoS �Ñ�Ÿ�”�½�ß  �·�¿�Ä�x�z�µ�”�Í�Ì� �²  �¤�ï�´�ï	Í�t�e�L�^�•�o�M
�”�µ� �¿�½�ï�¬  �¤�ï�´�ï  �Å�”�»  �§�”�Å�t�‘�l�o�Ÿ�s�“�‡�b�{	Ä�I�t�m�M�o�x�z �H 49 	·�® QoS �w

ƒ���¯ �›�€	°�`�o�X�i�^�M�{
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�±�Ù�”�Ä�^�•�”  ACL
�\�\�p�x�z Catalyst 6500 �³�æ�”�¶  �µ� �¿�½�U�±�Ù�”�Ä�`�o�M�”  ACL �t�m�M�o
†�Ì�`�‡�b�{

• QoS ACL�¢ p.15-4�£

• Cisco IOS ACL�¢ p.15-4�£

• VACL�¢ p.15-5�£

QoS ACL

QoS ACL �x�µ� �¿�½	Í�p
ƒ���b�”�\�q�U�p�V�‡�b�{ �H 49 	·�® QoS �w
ƒ���¯ �›�€	°�`�o�X�i�^�M�{

Cisco IOS ACL

Cisco IOS ACL �x�z MSFC VLAN � �ï�»�”�Ñ�£� �µ	Í�p
ƒ���`�‡�b�{ ACL �x�z�°�È�w	q	‚�t�,�n�X
Access Control Entry�¢ ACE; �ž�«�·�µ
M�š�¤�ï�Ä�æ�£�t�‘�l�o�z�ž�«�·�µ
M�š�›�æ�M�‡�b�{���w���X
�w�;�ó�‹�‡�h�z �Ñ�é�”�¦���w�h�Š�t  ACL �›�–�;�`�‡�b�{ �h�q�Q�y�z�¢ Web Cache Coordination Protocol
[WCCP] �t�,�n�X�£ Web �©�ß�¿�³�á  �æ�¼� �è�«�Ä�;�ó�p�x�z ACL �›�–�;�`�o�z Web �©�ß�¿�³�á  �¤
�ï�´�ï�t�æ�¼� �è�«�Ä�b�”  HTTP �Ñ�é�”�›�¦���`�‡�b�{  

�„�q�œ�r�w  Cisco IOS �;�ó�x�z�›���w�M�²�¢�£	ô�‡�h�x
C	ô�£�p� �ï�»�”�Ñ�£� �µ�t�&�;�^�•�‡�b�{
�h�i�`�z�;�ó�t�‘�l�o�x�¬�é�”�Ì�ç�s  ACL �›�–�;�`�‡�b�{�\�w�‘�O�s�;�ó�p�x�z�¦���`�h�M�²�w
�b�‚�o�w� �ï�»�”�Ñ�£� �µ	Í�t  ACL �U�&�;�^�•�‡�b�{�h�q�Q�y�z TCP �E�æ	!	ô�x�z
C	ô�M�²�w�b
�‚�o�w� �ï�»�”�Ñ�£� �µ	Í�t�&�;�^�•�”�¬�é�”�Ì�ç  ACL �›�–�;�`�‡�b�{

1 �m�w Cisco IOS ACL �›�z�›���w� �ï�»�”�Ñ�£� �µ�w
ó
:�w�;�ó�q���;�p�V�‡�b�{�‡�h�z 1 �m�w�;
�ó�p
ó
:�w  ACL �›�–�;�b�”�\�q�‹�p�V�‡�b�{
ó
:�w�;�ó�p  1 �m�w ACL �›�ž���b�”	Ô�ù�z Cisco IOS
�¹�Ñ�Ä�¢�£�ž�x�‰�a  ACL �›�?�S�‹�U	Â�`�‡�b�{

Cisco IOS �¹�Ñ�Ä�¢�£�ž�x�z�›���w� �ï�»�”�Ñ�£� �µ�S�‘�|�M�²�t
ƒ���^�•�h�¤�;�ó�t�m�M�o�z��
�È ACL �›�U	Â�`�‡�b�{�ç�”�»�w�›���w� �ï�»�”�Ñ�£� �µ	Í�t�Í�­�¿�Ä�U
ù	ô�^�•�”�q�z Cisco IOS
�¹�Ñ�Ä�¢�£�ž�x�z�f�w� �ï�»�”�Ñ�£� �µ	Í�t
ƒ���^�•�o�M�”�b�‚�o�w�£	ô�;�ó�t�m�M�o�z�Í�w�‘�O
�s���È  ACL �›�U	Â�`�‡�b�{

• �£	ô  ACL�¢
ª	j�z�¦�Á�z�S�‘�|�6�<�z�‡�h�x�f�w�M�c�•�T�£

• �‰�ø�= ACL�¢ MSFC 	Í�p�x
‡�±�Ù�”�Ä�£

• �Ù�æ�³�”  �ç�”�Â�Ÿ�ï�¬  ACL

• �Ž
æ�T�’�º
æ�•�w�ž�Å�è�µ�!�õ�›�¦���b�”  Network Address Translation�¢ NAT; �É�¿�Ä�ë�”�«  �ž
�Å�è�µ�!�õ�£

�Í�­�¿�Ä�U�ç�”�Â�Ÿ�ï�¬�^�•�”�q�z�Í�w�×�¿�Ó�t�8
ù�^�•�”
²�t�z Cisco IOS �¹�Ñ�Ä�¢�£�ž�x	Z�—
� �ï�»�”�Ñ�£� �µ�t
ƒ���^�•�h
C	ô�;�ó�t�m�M�o�z�Í�w�b�‚�o�w���È  ACL �›�U	Â�`�‡�b�{

• 
C	ô  ACL�¢
ª	j�z�¦�Á�z�S�‘�|�6�<�z�‡�h�x�f�w�M�c�•�T�£

• �‰�ø�= ACL�¢ MSFC 	Í�p�x
‡�±�Ù�”�Ä�£

• NAT ACL�¢�º
æ�T�’�Ž
æ�•�w�ž�Å�è�µ�!�õ�£

• WCCP ACL

• TCP �E�æ	!	ô  ACL
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VACL

�\�\�p�x�z VACL �t�m�M�o
†�Ì�`�‡�b�{

• VACL �w�“�A�¢ p.15-5�£

• VACL �p�±�Ù�”�Ä�^�•�”  ACE�¢ p.15-5�£

• 
ü�Â�S�‘�|
‡
ü�Â�Ä�å�Ñ�Ÿ�¿�«�w	r�g�¢ p.15-6�£

VACL �w�“�A

VACL �p�x�z �b�‚�o�w �Ä�å�Ñ�Ÿ�¿�«�›�ž�«�·�µ
M�š�p�V�‡�b�{ �µ� �¿�½	Í�p  VACL �›
ƒ���`�z VLAN
�U�£	ô�‡�h�x
C	ô�b�”�‘�O�ç�”�Â�Ÿ�ï�¬�^�•�”�z �‡�h�x  VLAN �º�p�Ò�æ�¿�´�ï�¬�^�•�”�b�‚�o�w�Í
�­�¿�Ä�t  VACL �›�&�;�p�V�‡�b�{ VACL �x�z�·�©�á�æ�Â�Ÿ  �Í�­�¿�Ä  �Ñ�Ÿ�ç�»�æ�ï�¬�›�ì
¶�t�î�æ
�`�z�Ä�å�Ñ�Ÿ�¿�«�›�›���w
ú�g�µ� �¿�½  �Ù�”�Ä�t�8
ù�`�‡�b�{ Cisco IOS ACL �q�Ÿ�s�“�z VACL �t
�x�M�²�¢�Ö�—�‡�h�x	Z�—�£�›���[�`�‡�d�œ�{

VACL �x�z IP �S�‘�|  IPX �w�è� �à  3 �ž�Å�è�µ�t�,�n�M�o
ƒ���`�‡�b�{���w�Ó�é�Ä�¯�ç�x�b�‚�o�z
MAC �ž�Å�è�µ�S�‘�|  MAC VACL �›�–�;�b�”  Ethertype �t�‘�l�o�ž�«�·�µ
M�š�^�•�‡�b�{  

�«�™ IP �Ä�å�Ñ�Ÿ�¿�«�S�‘�|  IPX �Ä�å�Ñ�Ÿ�¿�«�x�z MAC  VACL �p�x�ž�«�·�µ
M�š�^�•�‡�d�œ�{�f�w���w
�Ä�å�Ñ�Ÿ�¿�«  �»� �Ó�¢ AppleTalk�z DECnet �s�r�£�x�b�‚�o  MAC �Ä�å�Ñ�Ÿ�¿�«�q�`�o
ü�¨�^�•�z
MAC VACL �t�‘�l�o�ž�«�·�µ
M�š�^�•�‡�b�{

�¢�«�£ Supervisor Engine 720�¢ PFC3A/PFC3B/PFC3BXL�£�S�‘�|  Supervisor Engine 32�¢ PFC3B/PFC3BXL�£�z
�p�x�z IPX �ç�”�Â�Ÿ�ï�¬�x�¹�Ñ�Ä�¢�£�ž�t�‘�“�æ�˜�•�z IPX Cisco IOS ACL �S�‘�|  IPX VACL �x�±
�Ù�”�Ä�^�•�‡�d�œ�{ MAC VACL �›�–�;�`�o  IPX �Í�­�¿�Ä�›�°�•�^�d�”�\�q�U�p�V�‡�b�{ IPX ARPA
�Ñ�è�”�Ü�›�°�•�^�d�”�h�Š�z ipx-arpa �©�”�ë�”�Å�›�Ö�—�p�V�‡�b�{ IPX 
‡  ARPA �Ñ�è�”�Ü�S�‘�|
Ethertype 0xffff �w�Ñ�è�”�Ü�p�°�•�^�d�”�t�x�z 0xffff Ethertype �›�–�;�`�‡�b�{ MAC VACL �w
ƒ���t
�m�M�o�x�z�®non-IP version 4/non-IPX VACL�¢ MAC VACL �£�w�^
R�S�‘�|  ACE �w�å�C�¯�¢ p.15-53�£�›
�€	°�`�o�X�i�^�M�{

VACL �›�&�;�p�V�”�w�x�z Catalyst 6500 �³�æ�”�¶  �µ� �¿�½�&���p�8
ù�^�•�”�Í�­�¿�Ä�i�Z�p�b�{�Ë
�Ò	Í�w�×�µ�Ä���‡�h�x  Catalyst 6500 �³�æ�”�¶  �µ� �¿�½�t
€���`�o�M�”���w�µ� �¿�½�›�&���b�”�Ä
�å�Ñ�Ÿ�¿�«�t�0�`�o�z VACL �›�&�;�b�”�\�q�x�p�V�‡�d�œ�{  

VACL �p�±�Ù�”�Ä�^�•�”  ACE

VACL �t�x�z ACE �w	q	‚�æ�µ�Ä�U
ƒ���^�•�o�M�‡�b�{�¤  VACL �t
ƒ���p�V�”�w�x�z 1 �»� �Ó�w  ACE
�i�Z�p�b�{�¤  ACE �t�x�z�Í�­�¿�Ä�w�º�0�t�0� �b�”��
:�w�Ñ�Ÿ�”�ç�Å�U�K�“�‡�b�{�¤�Ñ�Ÿ�”�ç�Å
�t�z���È�b�”�Ï�¿�Ä�›�Ô�b���È�Ï�¿�Ä  �Ú�µ�«�›�¦���`�‡�b�{�¤  ACE �t�x�z	Ú�E�t�°�•�`�h�Í�­�¿
�Ä�›�r�w�‘�O�t	r�”�b�”�T�›�¦���b�”  1 �m�w�ˆ�^�U���È
Ç�Z�’�•�‡�b�{�\�w�ˆ�^�x�z�;�ó�t�‘�l�o
�Ÿ�s�“�‡�b�{ Catalyst 6500 �³�æ�”�¶  �µ� �¿�½�x�z�Ë�”�Å�¢�£�ž�p�Í�w  3 �»� �Ó�w  ACE �›�±�Ù�”�Ä
�`�o�M�‡�b�{

• IP ACE

• IPX ACE

• Ethernet ACE
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¯ 15-1 �t�z�¤  ACE �»� �Ó�w���È�Í�å�Ý�”�»�›�Ô�`�‡�b�{  


ü�Â�S�‘�|
‡
ü�Â�Ä�å�Ñ�Ÿ�¿�«�w	r�g

TCP/UDP �‡�h�x�Ú�™�w�è� �à  4 �Ó�é�Ä�¯�ç  �Ä�å�Ñ�Ÿ�¿�«�x�z
ü�Â�^�•�”�q�z�è� �à  4 	Ø�C�¢�è� 
�à  4 
ù	ô�i / �|
Œ�Ù�”�Ä�£�U�æ�˜�•�‡�b�{�\�w	Ô�ù�z�ž�Ó�æ�­�”�³�ã�ï�t�,�n�X�·�©�á�æ�Â�Ÿ�›�&
�;�b�”�w�x���É�p�b�{�h�i�`�z
ü�Â�Ä�å�Ñ�Ÿ�¿�«�T�r�O�T�›�Ý���`�o�z���w  TCP/UDP �Ä�å�Ñ�Ÿ�¿
�«�q�à���b�”�\�q�U�p�V�‡�b�{  

ACE �w�è� �à  4 �Í�å�Ý�”�»�x�z �¦�Ñ�·�¿�Ä  0 �w�Ñ�å�¬�Ý�ï�Ä�›�Ë�m
‡
ü�Â�Ä�å�Ñ�Ÿ�¿�«�S�‘�|
ü�Â
�Ä�å�Ñ�Ÿ�¿�«�›�Ñ�Ÿ�ç�»�æ�ï�¬�p�V�‡�b�{ �¦�Ñ�·�¿�Ä�U  0 �Ž�Ž�w  IP �Ñ�å�¬�Ý�ï�Ä�x�z �è� �à  4 �Ù�”
�Ä	Ø�C�U�æ�˜�•�o�M�”�w�p�z�Ñ�Ÿ�ç�»�æ�ï�¬�b�”�\�q�x�p�V�‡�d�œ�{�Í�­�¿�Ä
ü�Â�t�0� �b�”  ACE
�w�«�›�Ô�`�‡�b�{

�Í�t�z 1.1.1.1�¢�Ù�”�Ä  68�£�T�’�w�Ä�å�Ñ�Ÿ�¿�«�U
ü�Â�^�•�o�M�h	Ô�ù�z�7	s�w�Ñ�å�¬�Ý�ï�Ä�i�Z�›
�Ù�”�Ä  4/3 �t�8
ù�b�”�«�›�Ô�`�‡�b�{ �Ù�”�Ä  68 �T�’�w���w�Ä�å�Ñ�Ÿ�¿�«�x�\�w�¤�ï�Ä�æ�w	Ú�E�q�x
�°�•�`�‡�d�œ�{

redirect 4/3 tcp host 1.1.1.1 eq 68 host 255.255.255.255

�Í�t�z 1.1.1.1�¢�Ù�”�Ä  68�£�T�’
C	ô�^�•�z 2.2.2.2�¢�Ù�”�Ä  34�£�›�|
Œ�q�b�”�Ä�å�Ñ�Ÿ�¿�«�›�•�D�b
�”�«�›�Ô�`�‡�b�{�Í�­�¿�Ä�U
ü�Â�^�•�o�M�”	Ô�ù�z�7	s�w�Ñ�å�¬�Ý�ï�Ä�x�\�w�¤�ï�Ä�æ�w	Ú�E�q�°
�•�b�”�w�p�z�•�D�^�•�‡�b�{�h�i�`�z�¦�Ñ�·�¿�Ä�U  0 �Ž�Ž�w�Ñ�å�¬�Ý�ï�Ä�‹�z�Ã�Ñ�¥�ç�Ä�w
ü�Â�A
�L�q�`�o�•�D�^�•�‡�b�{

permit tcp host 1.1.1.1 eq 68 host 2.2.2.2 eq 34


¯ 15-1 ACE �w�»� �Ó�S�‘�|�Í�å�Ý�”�»

ACE �»� �Ó TCP �‡�h�x  UDP1

1. IP ACE

ICMP1 �f�w���w  IP1 IPX � �”�±�É�¿�Ä 2

2. IP �Ì�”�´�ã�ï  4 �‡�h�x  IPX �Ž�Ž�w� �”�±�É�¿�Ä  �Í�­�¿�Ä

�è� �à  4 �Í�å�Ý�”
�»


ù	ô�i�Ù�”�Ä


ù	ô�i�Ù�”�Ä���‰
� 

�|
Œ�Ù�”�Ä

�|
Œ�Ù�”�Ä���‰�  ICMP �¯�”�Å 1

�˜�p�s�` ICMP �»� �Ó �˜�p�s�`

�è� �à  3 �Í�å�Ý�”
�»

IP ToS �Ì� �Ä IP ToS �Ì� �Ä IP ToS �Ì� �Ä

IP 
ù	ô�i�ž�Å�è�µ IP 
ù	ô�i�ž�Å�è�µ IP 
ù	ô�i�ž�Å�è�µ IPX 
ù	ô�i�É�¿�Ä
�ë�”�«

IP �|
Œ�ž�Å�è�µ IP �|
Œ�ž�Å�è�µ IP �|
Œ�ž�Å�è�µ IPX �|
Œ�É�¿�Ä
�ë�”�«

IPX �|
Œ�Ê�”�Å

TCP �‡�h�x  UDP ICMP �f�w���w�Ó�é�Ä�¯
�ç

IPX �Í�­�¿�Ä  �»� 
�Ó

�è� �à  2 �Í�å�Ý�”
�»

Ethertype

� �”�±�É�¿�Ä
ù	ô
�i�ž�Å�è�µ

� �”�±�É�¿�Ä�|
Œ
�ž�Å�è�µ
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�Í�t�z 1.1.1.1�¢�Ù�”�Ä  68�£�T�’
C	ô�^�•�z 2.2.2.2�¢�Ù�”�Ä  34�£�›�|
Œ�q�b�”�Ä�å�Ñ�Ÿ�¿�«�w�O�j�z
�¦�Ñ�·�¿�Ä�U  0 �w
ü�Â�›�‹
q�b�”�«�›�Ô�`�‡�b�{�¦�Ñ�·�¿�Ä�U  0 �Ž�Ž�w�Ñ�å�¬�Ý�ï�Ä�x�z�Ã�Ñ�¥�ç
�Ä�q�`�o�•�D�^�•�‡�b�{

deny tcp host 1.1.1.1 eq 68 host 2.2.2.2 eq 34

Release 6.1(1) �‘�“
²�w�¹�Ñ�Ä�¢�£�ž  �æ�æ�”�µ�p�x�z�Ñ�å�¬�Ý�ï�Ä  �Ñ�Ÿ�ç�»�æ�ï�¬�x�ì
¶�t�Ä�å�ï
�µ�Ö�ž�è�ï�Ä�p�b�{ permit tcp .... port eq port_number �s�r�w  ACE �›�Ö�—�b�”�q�z�\�w  ACL �w
Œ�„
�t  permit tcp any any fragments �q�M�O ACE �U�¹�Ñ�Ä�¢�£�ž�t�‘�l�o�‰�ç�$�t
Ç�C�^�•�‡�b�{

Release 6.1(1) �Ž�ñ�w�¹�Ñ�Ä�¢�£�ž  �æ�æ�”�µ�p�x�z fragment � ¦ �Ó�³�ã�ï �U
ƒ�� �^ �• �o �M�‡�b�{
fragment �©�”�ë�”�Å�›�¦���`�s�M	Ô�ù�x�z�†�æ�æ�”�µ�q�‰�a�A�L�t�s�“�‡�b�{ fragment �©�”�ë�”
�Å�›�¦���b�”�q�z�Ñ�å�¬�Ý�ï�Ä�w�¬�é�”�Ì�ç�s�•�D�µ�Â�”�Ä�Ý�ï�Ä�x�×�ˆ�$�t�x
Ç�C�^�•�‡�d�œ�{
�\�w�©�”�ë�”�Å�t�‘�“�z�Ñ�å�¬�Ý�ï�Ä�w	r�g�M�O�›�z�‘�“	Ä�I�t
M�š�p�V�‡�b�{

�Í�w�«�p�x�z�±�”�Ì  HTTP 
€���;�q�`�o  10.1.1.2 �U
ƒ���^�•�o�M�‡�b�{�Ñ�å�¬�Ý�ï�Ä  ACE �›�–�;�`
�s�M	Ô�ù�z ACL �w
Œ�„�t  permit tcp any any fragments �w ACE �U�×�ˆ�$�t
Ç�C�^�•�”�w�p�z TCP �Ä
�å�Ñ�Ÿ�¿�«�w�b�‚�o�w�Ñ�å�¬�Ý�ï�Ä�U�•�D�^�•�‡�b�{

permit tcp any any fragments

1. permit tcp any host 10.1.1.2 eq www

2. deny ip any host 10.1.1.2

3. permit ip any any 

	Í�w�«�p�¤�ï�Ä�æ  1 �›�Í�w�‘�O�t�!�Ë�b�”�q�z

1. deny tcp any host 10.1.1.2 eq www 

permit  tcp any any fragments ACE �U ACL �w
Œ�„�t�å�C�^�•�‡�d�œ�{�¤�ï�Ä�æ�U  deny �µ�Â�”�Ä
�Ý�ï�Ä�w	Ô�ù�x�z�Í�w�ž�«�·�µ�æ�µ�Ä  �¤�ï�Ä�æ�U	r�g�^�•�‡�b�{  

�¢�«�£ deny �µ�Â�”�Ä�Ý�ï�Ä�x�z
‡	s�8�Ñ�å�¬�Ý�ï�Ä�0
‡�Ñ�å�¬�Ý�ï�Ä�=�‡�h�x	s�8�Ñ�å�¬�Ý�ï�Ä�q�x��
�w�M�O�p	r�g�^�•�‡�b�{

fragment �©�”�ë�”�Å�›�¦���b�”�q�z�¬�é�”�Ì�ç�s  TCP/UDP �Ñ�å�¬�Ý�ï�Ä�•�D�µ�Â�”�Ä�Ý�ï�Ä�x
Ç
�C�^�•�‡�d�œ�{	—�s�X�q�‹  1 �m�w ACE �t  fragment �©�”�ë�”�Å�U�¦���^�•�o�M�”�q�z�¦���`�h�›��
�w IP �ž�Å�è�µ�¢�‡�h�x�±�Ò�É�¿�Ä�£�|�o�w�Ñ�é�”�›�•�D�b�”  ACE �U�×�ˆ�$�t
Ç�C�^�•�‡�b�{

�Í�w  ACL �w�«�p�x�z deny tcp any host 10.1.1.2 fragment �¤�ï�Ä�æ�t�‘�“�z�×�µ�Ä  10.1.1.2 	Í�w�b�‚
�o�w  TCP �Ù�”�Ä�•�w
ü�Â�Ä�å�Ñ�Ÿ�¿�«�w�8
ù�›�‹
q�`�o�M�‡�b�{ �‡�h�z permit udp any host 10.1.1.2
eq 69 �¤�ï�Ä�æ�t�‘�“�z Trivial File Transfer Protocol�¢ TFTP; ���›�Ñ�•� �ç�8
ù�Ó�é�Ä�¯�ç�£�±�”�Ì
10.1.1.2 �•�w
€���U�•�D�^�•�o�M�‡�b�{ �\�w	Ô�ù�z permit for all fragments of udp traffic to host 10.1.1.2
�w ACE �U�×�ˆ�$�t
Ç�C�^�•�‡�b�{�\�w  ACE �U
Ç�C�^�•�s�M	Ô�ù�z�Ñ�å�¬�Ý�ï�Ä�x  deny ip any host
10.1.1.2 �¤�ï�Ä�æ�t�‘�l�o�‹
q�^�•�‡�b�{  

1. deny tcp any host 10.1.1.2 fragment

2. permit tcp any host 10.1.1.2 eq www

3. permit udp any host 10.1.1.2 eq 69

4. permit udp any gt 1023 10.1.1.2 gt 1023

5. deny ip any host 10.1.1.2

6. permit ip any any 
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�×�µ�Ä  10.1.1.2 �•�w
ü�Â  UDP �Ä�å�Ñ�Ÿ�¿�«�›�Ì�Ô�$�t���­�`�h�M	Ô�ù�t�x�z�Í�w�«�w�‘�O�t�z 3 
j
�Š�w�¤�ï�Ä�æ�w
²�t  deny udp any host 10.1.1.2 fragment �›�Ö�—�`�‡�b�{

[...]

3. deny udp any host 10.1.1.2 fragment

4. permit udp any host 10.1.1.2 eq 69

5. permit udp any gt 1023 10.1.1.2 gt 1023

[...]

VLAN 	Í�p�w  Cisco IOS ACL �S�‘�|  VACL �w�&�;
�\�\�p�x�z�Ò�æ�¿�´�Å  �Í�­�¿�Ä�z�ç�”�Â�¿�Å  �Í�­�¿�Ä�z�S�‘�|�Ú�ç�½�©�ß�µ�Ä  �Í�­�¿�Ä�t�m�M�o�z
VLAN �t  Cisco IOS ACL �S�‘�|  VACL �›�&�;�b�”�M�O�t�m�M�o
†�Ì�`�‡�b�{

�Ž�<�z ACL �S�‘�|  VACL �w�&�;�M�O�t�m�M�o
†�Ì�`�‡�b�{

• �Ò�æ�¿�´�Å  �Í�­�¿�Ä�¢ p.15-8�£

• �ç�”�Â�¿�Å  �Í�­�¿�Ä�¢ p.15-8�£

• �Ú�ç�½�©�ß�µ�Ä  �Í�­�¿�Ä�¢ p.15-9�£

�Ò�æ�¿�´�Å  �Í�­�¿�Ä


$ 15-1 �x�z�Ò�æ�¿�´�Å  �Í�­�¿�Ä�t  ACL �U�r�w�‘�O�t�&�;�^�•�”�w�T�›�Ô�`�o�M�‡�b�{�Ò�æ�¿�´�Å
�Í�­�¿�Ä�w	Ô�ù�x�z�è� �à  2 ACL �i�Z�U�Ö�—  VLAN �t�&�;�^�•�‡�b�{


$ 15-1 �Ò�æ�¿�´�Å  �Í�­�¿�Ä�•�w  ACL �w�&�;

�ç�”�Â�¿�Å  �Í�­�¿�Ä


$ 15-2 �x�z�ç�”�Â�¿�Å / �è� �à  3 �µ� �¿�½�Å  �Í�­�¿�Ä�t  ACL �U�r�w�‘�O�t�&�;�^�•�”�w�T�›�Ô�`
�o�M�‡�b�{�ç�”�Â�¿�Å / �è� �à  3 �µ� �¿�½�Å  �Í�­�¿�Ä�w	Ô�ù�z ACL �x�Í�w	q	‚�p�&�;�^�•�‡�b�{

1. �Ö�— VLAN �;�w  VACL

2. �Ö�— Cisco IOS ACL

3. 	Z�— Cisco IOS ACL

4. 	Z�— VLAN �;�w  VACL

PFC 
Catalyst 6500  B

VLAN 10
 A

VLAN 10

26
96

1

VACL
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$ 15-2 �ç�”�Â�¿�Å  �Í�­�¿�Ä�•�w  ACL �w�&�;

�Ú�ç�½�©�ß�µ�Ä  �Í�­�¿�Ä


$ 15-3 �x�z�Ú�ç�½�©�ß�µ�Ä�¦�Á�›
ž�A�q�b�”�Í�­�¿�Ä�t�0�`�o  ACL �U�r�w�‘�O�t�&�;�^�•�”�w�T
�›�Ô�`�o�M�‡�b�{�Ú�ç�½�©�ß�µ�Ä�¦�Á�›
ž�A�q�b�”�Í�­�¿�Ä�w	Ô�ù�z ACL �x�Í�w	q	‚�p�&�;�^�•�‡
�b�{

1. �Ú�ç�½�©�ß�µ�Ä�¦�Á�›
ž�A�q�b�”�Í�­�¿�Ä

a. �Ö�— VLAN �;�w  VACL

b. �Ö�— Cisco IOS ACL

2. �Ú�ç�½�©�ß�µ�Ä�¦�Á�™�w�Í�­�¿�Ä

a. 	Z�— Cisco IOS ACL

b. 	Z�— VLAN �;�w  VACL

3. �ç�”�»�T�’
C	ô�^�•�h�Í�­�¿�Ä  

a. 	Z�— VLAN �;�w  VACL


$ 15-3 �Ú�ç�½�©�ß�µ�Ä  �Í�­�¿�Ä�•�w  ACL �w�&�;

MSFC 
Catalyst 6500 

 B
VLAN 20 A

VLAN 10 26
96

4

VACL

VACL

 IOS ACL
 IOS ACL

MSFC

MSFC 
Catalyst 6500  

B
VLAN 20

D
VLAN 20

A
VLAN 10

C
VLAN 10
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VACL

VACL
IOS ACL

IOS ACL
MSFC

VLAN 
IOS ACL
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�É�¿�Ä�ë�”�«�t�S�Z�”  Cisco IOS ACL �w�–�;�M�O

�¢�«�£ Catalyst 6500 �³�æ�”�¶  �µ� �¿�½�w�ç�”�Â�¿�Å  VLAN � �ï�»�”�Ñ�£� �µ	Í�p�w  Cisco IOS ACL �w
ƒ��
�x�z ���w�³�µ�¯
a�ç�”�»	Í�p�w  ACL �w
ƒ���q�‰�a�p�b�{ Cisco IOS ACL �›
ƒ���b�”	Ô�ù�x�z �®�±�Ù�”
�Ä�^�•�s�M�;�ó�¯ �¢ p.15-44�£ �S�‘�| �®VACL 
ƒ���Ì�w�«�™�Ä�ò�¯ �¢ p.15-45�£ �›�€	°�`�o�X�i�^�M�{�‡
�h�zCisco IOS �w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �¨� �Å�S�‘�|�¯�Ú�ï�Å  �æ�Ñ�•�è�ï�µ�‹�€	°�`�o�X�i�^�M�{
IP �w ACL �›
ƒ���b�”	Ô�ù�t�x�z �° Network Protocols Configuration Guide�± Part 1 �w�®Configuring IP
Services�¯�›�€	°�`�o�X�i�^�M�{

�ç�”�»	Í�t�Ä�å�Ñ�Ÿ�¿�«�›	r�g�b�”�;�ó�¢ NAT �s�r�£�›
ƒ���b�”�q�z�f�w�;�ó�t���È
Ç�Z�’�•�o�M
�”  Cisco IOS ACL �t�‘�l�o�z�è� �à  3 �w�µ� �¿�½�ï�¬�p�x�s�X�ç�”�»�t�Ò�æ�¿�´�ï�¬�^�•�”�›���w
�Ä�å�Ñ�Ÿ�¿�«�U
Q���^�•�‡�b�{�è	×�z�ç�”�»�x�f�w�;�ó�›�&�;�`�z�Í�­�¿�Ä�›�ç�”�Â�Ÿ�ï�¬�`�‡�b�{

�®PFC �p�w�Ë�”�Å�¢�£�ž�S�‘�|�¹�Ñ�Ä�¢�£�ž�t�‘�”  Cisco IOS ACL �w	r�g�¯ �¢ p.15-11�£ �p�z�\�w�Ó�é
�·�µ�w�«�Ž�›�M�X�m�T	º�p�`�o�M�‡�b�{

�¢�«�£ 	Ñ�Õ MSFC �›�e�L�`�h�³�µ�Â�Ü�p�x�z �†�M�w  MSFC 	Í�p�z Cisco IOS ACL �S�‘�|  VACL �w�‰�a ACL

ƒ���›�&�;�b�”
ž�A�U�K�“�‡�b�{

�«�™ PFC �w	Ô�ù�•�Ã�Ñ�¥�ç�Ä�p�x�z�Í�­�¿�Ä�U�ž�«�·�µ  �¬�ç�”�Ó�t�‘�l�o�‹
q�^�•�”�q�z MSFC �t�‘
�“  Internet Control Message Protocol�¢ ICMP�£ unreachables�¢�x�a
Æ�ó�£�Ý�¿�·�”�´�U
ù	ô�^�•�‡�b�{
�ž�«�·�µ  �¬�ç�”�Ó�t�‘�l�o�‹
q�^�•�h�Í�­�¿�Ä�x�Ë�”�Å�¢�£�ž�p�x
��:�^�•�c�z MSFC �U ICMP �x
�a
Æ�ó�Ý�¿�·�”�´�›
\
R�p�V�”�‘�O�t�z MSFC �t�Ò�æ�¿�´�ï�¬�^�•�‡�b�{ �ž�«�·�µ  �¬�ç�”�Ó�t�‘�l
�o�‹
q�^�•�h�Í�­�¿�Ä�›�Ë�”�Å�¢�£�ž�p
��:�b�”�t�x�z no ip unreachables � �ï�»�”�Ñ�£� �µ  �¯�ï
�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �¯�Ú�ï�Å�›�–�;�`�o�z ICMP unreachables �›�Ã�Ÿ�·�”�Ò�ç�t�b�”
ž�A�U�K�“�‡
�b�{ ip unreachables �¯�Ú�ï�Å�x�z�Ã�Ñ�¥�ç�Ä�p� �É�”�Ò�ç�t
ƒ���^�•�o�M�‡�b�{

PFC2 �S�‘�|  PFC3A/PFC3B/PFC3BXL �w	Ô�ù�•� �ï�»�”�Ñ�£� �µ	Í�p  IP unreachables �‡�h�x  IP
redirect �U� �É�”�Ò�ç�t
ƒ���^�•�o�M�”�q�z�Ë�”�Å�¢�£�ž	Í�p�‹
q�U�î�æ�^�•�‡�b�{�h�i�`�z�&
~
�s  ICMP �x�a
Æ�ó�Ý�¿�·�”�´�›
\
R�b�”�h�Š�z	—
:�w�Í�­�¿�Ä�U  MSFC2/MSFC3 �t
ù	ô�^�•�‡�b�{

�\�\�p�x�z PFC�zPFC2�z�S�‘�|  PFC3A/PFC3B/PFC3BXL �p�w�Ë�”�Å�¢�£�ž�S�‘�|�¹�Ñ�Ä�¢�£�ž�t�‘
�”  ACL �w	r�g�t�m�M�o
†�Ì�`�‡�b�{

• PFC �p�w�Ë�”�Å�¢�£�ž�S�‘�|�¹�Ñ�Ä�¢�£�ž�t�‘�”  Cisco IOS ACL �w	r�g�¢ p.15-11�£

• PFC2 �S�‘�|  PFC3A/PFC3B/PFC3BXL �p�w�Ë�”�Å�¢�£�ž�S�‘�|�¹�Ñ�Ä�¢�£�ž�t�‘�”  Cisco IOS
ACL �w	r�g�¢ p.15-13�£
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PFC �p�w�Ë�”�Å�¢�£�ž�S�‘�|�¹�Ñ�Ä�¢�£�ž�t�‘�”  Cisco IOS ACL �w	r�g

�\�\�p�x�z PFC �p�w�Ë�”�Å�¢�£�ž�S�‘�|�¹�Ñ�Ä�¢�£�ž�t�‘�”  Cisco IOS ACL �w	r�g�t�m�M�o
†�Ì�`
�‡�b�{

�¢�«�£ PFC2 �S�‘�|  PFC3A/PFC3B/PFC3BXL �p�w  Cisco IOS ACL �w	Ø�C�t�m�M�o�x�z �®PFC2 �S�‘�|
PFC3A/PFC3B/PFC3BXL �p�w�Ë�”�Å�¢�£�ž�S�‘ � | �¹ �Ñ�Ä�¢�£�ž�t � ‘ � ”  Cisco IOS ACL �w	r�g�¯

�¢ p.15-13�£ �›�€	°�`�o�X�i�^�M�{

ACL �;�ó�w	r�g�p�x�z�¹�Ñ�Ä�¢�£�ž�t�‘�l�o�M�X�m�T�w�Ñ�é�”�›�8
ù�b�”
ž�A�U�K�“�‡�b�{�¹�Ñ�Ä
�¢�£�ž�8
ù�Ñ�é�”�w�Â�ù�x�z�Ë�”�Å�¢�£�ž�8
ù�Ñ�é�”�t
z�‚�”�q�z�T�s�“	—�s�M�‹�w�p�b�{ ACL �t
�‘�“�é�ª�ï�¬�U�A�{�^�•�o�M�”�Ñ�é�”�x�¹�Ñ�Ä�¢�£�ž�t�I�^�•�‡�b�U�z�Ë�”�Å�¢�£�ž�t�‘�”
‡�é�¬
�Ñ�é�”�w�8
ù�t�x�è�¹�`�‡�d�œ�{

�¢�«�£ show ip access-list �¯�Ú�ï�Å�w	Z�—�t
¯�Ô�^�•�”�Ú�¿�½  �§�¢�ï�Ä�x�z�Ë�”�Å�¢�£�ž�p�ž�«�·�µ
M�š
�^�•�h�Í�­�¿�Ä
:�p�x�K�“�‡�d�œ�{

�¢�«�£ 
ù	ô�i�×�µ�Ä�w�Ê�”�Å
j�ø�›�¦���`�h  IPX Cisco IOS ACL �›�z�Ë�”�Å�¢�£�ž�w�µ� �¿�½	Í�p�î�æ�b
�”�\�q�x�p�V�‡�d�œ�{�f�w�h�Š�z MSFC �U�¹�Ñ�Ä�¢�£�ž�p  ACL �›	r�g�b�”�\�q�t�s�“�‡�b�{�\�w
	r�g�x�z�³�µ�Â�Ü�w�Í�Ñ�¥�”�Ú�ï�µ�› �¶�`�X �ÿ�<�^�d�‡�b�{  

�\�\�p�x�z�¤	�  ACL �q�Ä�å�Ñ�Ÿ�¿�«  �Ñ�é�”�U�Ë�”�Å�¢�£�ž�S�‘�|�¹�Ñ�Ä�¢�£�ž�t�‘�l�o�r�w�‘�O
�t	r�g�^�•�”�T�t�m�M�o
†�Ì�`�‡�b�{

• �·�©�á�æ�Â�Ÿ  Cisco IOS ACL�¢ p.15-11�£

• �6�<  ACL�¢ p.15-12�£

• TCP �E�æ	!	ô�¢ p.15-12�£

• �Ù�æ�³�”  �ç�”�Â�Ÿ�ï�¬�¢ p.15-12�£

• WCCP�¢ p.15-13�£

• NAT�¢ p.15-13�£

• �â�Ç�©�ß�µ�Ä  RPF �½�£�¿�«�¢ p.15-13�£

• �Ò�æ�¿�´  �¬�ç�”�Ó�¢ p.15-13�£

�·�©�á�æ�Â�Ÿ  Cisco IOS ACL

PFC �p�x�z IP �S�‘�|  IPX �w�·�©�á�æ�Â�Ÿ  Cisco IOS ACL �x�Í�w�‘�O�t	r�g�^�•�‡�b�{

• �·�©�á�æ�Â�Ÿ  ACL �w [deny]�¢�‹
q�£�µ�Â�”�Ä�Ý�ï�Ä�q�°�•�b�”�Ñ�é�”�x�z [ip unreachables]�¢ IP
�x�a
Æ�ó�£�›�Ã�Ÿ�·�”�Ò�ç�t
ƒ���`�o�S�X�q�z�Ë�”�Å�¢�£�ž�t�‘�l�o
��:�^�•�‡�b�{ [permit]

�¢�•�D�£�µ�Â�”�Ä�Ý�ï�Ä�q�°�•�b�”�Ñ�é�”�x�z�Ë�”�Å�¢�£�ž�t�‘�“�µ� �¿�½�ï�¬�^�•�‡�b�{

• �·�©�á�æ�Â�Ÿ  �ž�«�·�µ
M�š�;�w
ª	j  ACL �S�‘�|�¦�Á  ACL�¢�Ö�—�S�‘�|	Z�—�£�w�•�D�S�‘�|�‹

q�ˆ�^�x�z�Ë�”�Å�¢�£�ž�t�‘�l�o	r�g�^�•�‡�b�{

• �›���w� �ï�»�”�Ñ�£� �µ	Í�w  ACL �ž�«�·�µ�§
S�w  IP �ž�§�¢�ï�Ä�x�z�f�w� �ï�»�”�Ñ�£� �µ	Í
�p�‹
q�^�•�h�b�‚�o�w�Í�­�¿�Ä�›�¹�Ñ�Ä�¢�£�ž�t�8
ù�b�”�\�q�t�‘�l�o�±�Ù�”�Ä�^�•�‡�b�{�\
�w�ˆ�^�x���w�Ñ�é�”�t�x�è�¹�`�‡�d�œ�{
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• �¼� �Æ�Û�¿�«�¢�é�¿�«�S�‘�|�d�£ ACL �Ñ�é�”�x�Ë�”�Å�¢�£�ž�p�±�Ù�”�Ä�^�•�‡�b�U�z�ž� �Å�ç
�»� �Ü�ž�¢�Ä�x�±�Ù�”�Ä�^�•�‡�d�œ�{

• IPX 
ª	j�Ö�—  ACL �S�‘�|	Z�—  ACL �x�z ACL �Í�å�Ý�”�»�U  IPX 
ù	ô�i�É�¿�Ä�ë�”�«�z�|
Œ�É�¿
�Ä�ë�”�«�z�S�‘�|�|
Œ�Ê�”�Å�w	Ô�ù�¢�‡�h�x�f�w�M�c�•�T�w	Ô�ù�£�z�Ë�”�Å�¢�£�ž�t�‘�l�o�±
�Ù�”�Ä�^�•�‡�b�{ ACL �t���w�Í�å�Ý�”�»�U���‡�•�o�M�”	Ô�ù�t�x�z�¹�Ñ�Ä�¢�£�ž�t�‘�l�o	r�g
�^�•�‡�b�{

• IPX �¦�Á�Ö�—  ACL �S�‘�|	Z�—  ACL �x�z ACL �Í�å�Ý�”�»�U  IPX 
ù	ô�i�É�¿�Ä�ë�”�«�z�|
Œ�É�¿
�Ä�ë�”�«�z�|
Œ�Ê�”�Å�z�S�‘�|�Ó�é�Ä�¯�ç  �»� �Ó�w	Ô�ù�¢�‡�h�x�f�w�M�c�•�T�w	Ô�ù�£ �z�Ë�”
�Å�¢�£�ž�t�‘�l�o�±�Ù�”�Ä�^�•�‡�b�{  

• �é�ª�ï�¬�U
ž�A�s  ACL �Ñ�é�”�x�¹�Ñ�Ä�¢�£�ž�t�‘�l�o	r�g�^�•�‡�b�U�z�Ë�”�Å�¢�£�ž�t�‘�”

‡�é�¬  �Ñ�é�”�w�8
ù�t�x�è�¹�`�‡�d�œ�{  

�6�<  ACL

�Ë�”�Å�¢�£�ž�t�‘�“�z�7�G  512 �w�‰�Ì�6�<�·�¿�³�ã�ï�U�±�Ù�”�Ä�^�•�o�M�‡�b�{�6�<  ACL �U�&�;
�^�•�o�M�”�M�x�z�Ñ�é�”  �Ú�µ�«�U  VLAN-full flow �t�!�Ë�^�•�o�M�‡�b�{

TCP �E�æ	!	ô

TCP �E�æ	!	ô�x�z DoS �È�8�w�°	��p�K�”  TCP SYN �Ñ�å�¿�Ã�Ÿ�ï�¬�È�8�T�’  TCP �±�”�Ì�›�-�¢�b�”
�¹�Ñ�Ä�¢�£�ž�›�î
÷�`�‡�b�{ TCP �E�æ	!	ô�x�z TCP 
€���A�{�›�E�æ	!	ô�`�o�U	Â�b�”�\�q�t�‘�“�z
SYN �Ñ�å�¿�Ã�Ÿ�ï�¬�È�8�›�w�­�p�V�”�‘�O�t�`�‡�b�{�E�æ	!	ô�Þ�”�Å�w	Ô�ù�z TCP �E�æ	!	ô�¹�Ñ�Ä
�¢�£�ž�x�«�å� �ž�ï�Ä�T�’�±�”�Ì�t
ù�’�•�”�z�¦�Á�ž�«�·�µ  �æ�µ�Ä�q�°�•�b�”  TCP SYN �Í�­�¿�Ä
�›�E�æ	!	ô�`�‡�b�{�¹�Ñ�Ä�¢�£�ž�x�|
Œ�±�”�Ì�w�E�˜�“�t�«�å� �ž�ï�Ä�q�w
€���›�¬�q�`�‡�b�{
€
���U
Y	×�t�¬�q�^�•�”�q�z�«�å� �ž�ï�Ä�w�E�˜�“�t�±�”�Ì�q�w
€���›�¬�q�`�o�z 2 �m�w
R
€���›�Ä
�å�ï�µ�Ö�ž�è�ï�Ä�t�Ì� �ï�Å�`�‡�b�{�\�w�Ó�é�·�µ�t�‘�“�z�x�a
Æ�ó�s�×�µ�Ä�T�’�w
€���A�{�U
�±�”�Ì�t�x�a�`�s�M�‘�O�t�s�“�‡�b�{�¹�Ñ�Ä�¢�£�ž�x
€���^�•�o�M�”���z�E�æ	!	ô�›�'���`�o�Í
�­�¿�Ä�›�8
ù�`�‡�b�{

�Ù�æ�³�”  �ç�”�Â�Ÿ�ï�¬

�Ù�æ�³�”  �ç�”�Â�Ÿ�ï�¬�U
ž�A�s�Ñ�é�”�x�z�¹�Ñ�Ä�¢�£�ž�t�‘�l�o	r�g�^�•�‡�b�U�z�Ë�”�Å�¢�£�ž�t
�‘�”
‡�Ù�æ�³�”  �ç�”�Â�Ÿ�ï�¬  �Ñ�é�”�w�8
ù�t�x�è�¹�`�‡�d�œ�{�ç�”�Ä  �Ú�¿�Ó�t
ó
:�w  [match]�¢�°
�•�£�¯�Ú�ï�Å�U���‡�•�o�M�”	Ô�ù�z�b�‚�o�w�°�•	Ú�E�›�¬�h�`�o�M�”�Í�­�¿�Ä�i�Z�U�z�Ù�æ�³�”
�ç�”�Â�Ÿ�ï�¬�^�•�‡�b�{�h�i�`�z�ç�”�Ä  �Ú�¿�Ó�t  [match ip address] �S�‘�|  [match length] �w�†�M�U
���‡�•�o�M�”	Ô�ù�t�x�z [match ip address] �¯�Ú�ï�Å�w  ACL �t�°�•�b�”�b�‚�o�w�Ä�å�Ñ�Ÿ�¿�«�U�z
[match length] �w	Ú�E�›�¬�h�`�o�M�”�T�r�O�T�t�����s�X�z�¹�Ñ�Ä�¢�£�ž�t�8
ù�^�•�‡�b�{�ç�”�Ä
�Ú�¿�Ó�t  match length �¯�Ú�ï�Å�i�Z�U���‡�•�o�M�”	Ô�ù�x�z� �ï�»�”�Ñ�£� �µ�U	!	ô�`�h�b�‚�o�w
�Í�­�¿�Ä�U�¹�Ñ�Ä�¢�£�ž�t�8
ù�^�•�‡�b�{  

mls ip pbr �¬�é�”�Ì�ç  �¯�Ú�ï�Å�›�–�;�`�o�Ë�”�Å�¢�£�ž�w�Ù�æ�³�”  �ç�”�Â�Ÿ�ï�¬�›� �É�”�Ò�ç�t�b
�”�q�z�b�‚�o�w�Ù�æ�³�”  �ç�”�Â�Ÿ�ï�¬�U�Ë�”�Å�¢�£�ž�p�î�æ�^�•�‡�b�{

�«�™ mls ip pbr �¯�Ú�ï�Å�›�–�;�`�o�Ù�æ�³�”  �ç�”�Â�Ÿ�ï�¬�›� �É�”�Ò�ç�t�`�h	Ô�ù�z �¤� �ï�»�”�Ñ�£� 
�µ�t�Ù�æ�³�”  �ç�”�Â�Ÿ�ï�¬�U
ƒ���^�•�o�M�”�T�r�O�T�t�����s�X�z�Ë�”�Å�¢�£�ž�w�b�‚�o�w� �ï
�»�”�Ñ�£� �µ�t�Ù�æ�³�”  �ç�”�Â�Ÿ�ï�¬�U�&�;�^�•�‡�b�{
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WCCP

WCCP �æ�¼� �è�«�Ä�w�0	Å�t�s�”  HTTP �A�{�x�z�¹�Ñ�Ä�¢�£�ž�t�‘�l�o	r�g�^�•�‡�b�{�±�”�Ì�S�‘
�|�©�ß�¿�³�á  �¤�ï�´�ï�T�’�w  HTTP � �t�x�z�Ë�”�Å�¢�£�ž�p	r�g�^�•�‡�b�{

NAT

NAT �U
ž�A�s�Ñ�é�”�x�z �¹�Ñ�Ä�¢�£�ž�t�‘�l�o	r�g�^�•�‡�b�U�z �Ë�”�Å�¢�£�ž�t�‘�”
‡  NAT �Ñ�é�”
�w�8
ù�t�x�è�¹�`�‡�d�œ�{  

�â�Ç�©�ß�µ�Ä  RPF �½�£�¿�«

�â�Ç�©�ß�µ�Ä  RPF �;�ó�x�z PFC 	Í�w�Ë�”�Å�¢�£�ž�p�±�Ù�”�Ä�^�•�o�M�‡�b�{ ACL �Õ�”�µ�w  RPF
�½�£�¿�«�w	Ô�ù�z�â�Ç�©�ß�µ�Ä  RPF ACL �t�‘�l�o�‹
q�^�•�h�Ä�å�Ñ�Ÿ�¿�«�x�z RPF �U	Â�w�h�Š�t
MSFC �t�8
ù�^�•�‡�b�{  

�«�™ ACL �Õ�”�µ�w�â�Ç�©�ß�µ�Ä  RPF �p�x�z ACL �t�‘�l�o�‹
q�^�•�h�Í�­�¿�Ä�x�z CPU �t  RPF �U	Â�w
�h�Š�t
ù	ô�^�•�‡�b�{ DoS �È�8�w	Ô�ù�t�x�z�\�w�‘�O�s�Í�­�¿�Ä�x�‹
q  ACE �t�„�…�°�•�b�”�w�p�z
CPU �t�8
ù�^�•�‡�b�{ �Ä�å�Ñ�Ÿ�¿�«�U���M	Ý�¯�p�x�z �\�•�t�‘�l�o  CPU �w�b�;�p�U�ô�X�s�“�‡�b�{  

�¢�«�£ ACL �Õ�”�µ�w  RPF �½�£�¿�«�p�x�z
��:�H
M�w�-�x�±�Ù�”�Ä�^�•�o�M�‡�d�œ�{

�Ò�æ�¿�´  �¬�ç�”�Ó

Cisco IOS �Ò�æ�¿�´  �¬�ç�”�Ó  ACL �x�z�¹�Ñ�Ä�¢�£�ž�t�‘�l�o	r�g�^�•�‡�b�{

PFC2 �S�‘�|  PFC3A/PFC3B/PFC3BXL �p�w�Ë�”�Å�¢�£�ž�S�‘�|�¹�Ñ�Ä�¢�£�ž�t�‘�”  
Cisco IOS ACL �w	r�g

�\�\�p�x�z PFC2 �S�‘�|  PFC3A/PFC3B/PFC3BXL �p�Ï
R�^�•�h�µ� �¿�½�p�w�Ë�”�Å�¢�£�ž�S�‘�|�¹
�Ñ�Ä�¢�£�ž�t�‘�”  Cisco IOS ACL �w	r�g�t�m�M�o
†�Ì�`�‡�b�{

ACL �;�ó�w	r�g�p�x�z�M�X�m�T�w�Ñ�é�”�›�¹�Ñ�Ä�¢�£�ž�t�8
ù�b�”
ž�A�U�K�“�‡�b�{�¹�Ñ�Ä�¢�£�ž
�8
ù�Ñ�é�”�w�Â�ù�x�z�Ë�”�Å�¢�£�ž�8
ù�Ñ�é�”�t
z�‚�”�q�z�T�s�“	—�s�M�‹�w�p�b�{ ACL �t�‘�“�é
�ª�ï�¬�U�A�{�^�•�o�M�”�Ñ�é�”�x�¹�Ñ�Ä�¢�£�ž�t�I�^�•�‡�b�U�z �Ë�”�Å�¢�£�ž�t�‘�”
‡�é�¬  �Ñ�é�”
�w�8
ù�t�x�è�¹�`�‡�d�œ�{

�¢�«�£ show ip access-list �¯�Ú�ï�Å�w	Z�—�t
¯�Ô�^�•�”�Ú�¿�½  �§�¢�ï�Ä�x�z�Ë�”�Å�¢�£�ž�p�ž�«�·�µ
M�š
�^�•�h�Í�­�¿�Ä
:�p�x�K�“�‡�d�œ�{

�¢�«�£ 
ù	ô�i�×�µ�Ä�w�Ê�”�Å
j�ø�›�¦���`�h  IPX Cisco IOS ACL �›�z�Ë�”�Å�¢�£�ž�w�µ� �¿�½	Í�p�î�æ�b
�”�\�q�x�p�V�‡�d�œ�{�f�w�h�Š�z MSFC �U�¹�Ñ�Ä�¢�£�ž�p  ACL �›	r�g�b�”�\�q�t�s�“�‡�b�{�\�w
	r�g�x�z�³�µ�Â�Ü�w�Í�Ñ�¥�”�Ú�ï�µ�› �¶�`�X �ÿ�<�^�d�‡�b�{  
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�¢�«�£ Supervisor Engine 720�¢ PFC3A/PFC3B/PFC3BXL�£�S�‘�|  Supervisor Engine 32�¢ PFC3B/PFC3BXL�£�p
�x�z IPX �ç�”�Â�Ÿ�ï�¬�x�¹�Ñ�Ä�¢�£�ž�t�‘�“�æ�˜�•�z IPX Cisco IOS ACL �S�‘�|  IPX VACL �x�±�Ù�”
�Ä�^�•�‡�d�œ�{ MAC VACL �›�–�;�`�o  IPX �Í�­�¿�Ä�›�°�•�^�d�”�\�q�U�p�V�‡�b�{ IPX ARPA �Ñ
�è�”�Ü�›�°�•�^�d�”�h�Š�z ipx-arpa �©�”�ë�”�Å�›�Ö�—�p�V�‡�b�{ IPX 
‡  ARPA �Ñ�è�”�Ü�S�‘�|
Ethertype 0xffff �w�Ñ�è�”�Ü�p�°�•�^�d�”�t�x�z 0xffff Ethertype �›�–�;�`�‡�b�{ MAC VACL �w
ƒ���t
�m�M�o�x�z�®non-IP version 4/non-IPX VACL�¢ MAC VACL �£�w�^
R�S�‘�|  ACE �w�å�C�¯�¢ p.15-53�£�›
�€	°�`�o�X�i�^�M�{

�\�\�p�x�z�¤	�  Cisco IOS ACL �q�Ä�å�Ñ�Ÿ�¿�«  �Ñ�é�”�U�z PFC2 �‡�h�x  PFC3A/PFC3B/PFC3BXL �p
�Ï
R�^�•�h�µ� �¿�½�p�z�Ë�”�Å�¢�£�ž�S�‘�|�¹�Ñ�Ä�¢�£�ž�t�‘�l�o�r�w�‘�O�t	r�g�^�•�”�T�t�m�M
�o
†�Ì�`�‡�b�{

• �·�©�á�æ�Â�Ÿ  Cisco IOS ACL�¢ p.15-14�£

• Cisco IOS ACL �é�ª�ï�¬�w�è�”�Ä
M�v�¢ p.15-15�£

• �6�<  ACL�¢ p.15-16�£

• TCP �E�æ	!	ô�¢ p.15-16�£

• �Ù�æ�³�”  �ç�”�Â�Ÿ�ï�¬�¢ p.15-16�£

• WCCP�¢ p.15-17�£

• NAT�¢ p.15-17�£

• �â�Ç�©�ß�µ�Ä  RPF �½�£�¿�«�¢ p.15-17�£

• �Ò�æ�¿�´  �¬�ç�”�Ó�¢ p.15-17�£

�·�©�á�æ�Â�Ÿ  Cisco IOS ACL

PFC2 �‡�h�x  PFC3A/PFC3B/PFC3BXL �p�Ï
R�^�•�h�µ� �¿�½�w  IP �S�‘�|  IPX �w�·�©�á�æ�Â�Ÿ  Cisco
IOS ACL �x�Í�w�‘�O�t	r�g�^�•�‡�b�{

• [ip unreachables] �‡�h�x  [ip redirect] �¦�Ó�³�ã�ï�U� �É�”�Ò�ç�w	Ô�ù�z ACL �w [deny] �µ�Â�”�Ä�Ý
�ï�Ä�q�°�•�b�”�Ñ�é�”�w�Í�­�¿�Ä�w�G
R�U�Ë�”�Å�¢�£�ž�p
��:�^�•�‡�b�{	—
:�w�Í�­�¿�Ä�i�Z
�x�z�ç�”�»�T�’�&
~�s  ICMP �x�a
Æ�ó�Ý�¿�·�”�´�›
ù	ô�b�”�h�Š�t�¹�Ñ�Ä�¢�£�ž�t�I�^�•�‡�b�{

• �·�©�á�æ�Â�Ÿ  �ž�«�·�µ
M�š�;�w
ª	j  ACL �S�‘�|�¦�Á  ACL�¢�Ö�—�S�‘�|	Z�—�£�w�•�D�S�‘�|�‹

q�ˆ�^�x�z�Ë�”�Å�¢�£�ž�t�‘�l�o	r�g�^�•�‡�b�{

• �›���w� �ï�»�”�Ñ�£� �µ	Í�w  ACL �ž�«�·�µ�§
S�w  IP �ž�§�¢�ï�Ä�x�z�f�w� �ï�»�”�Ñ�£� �µ	Í
�p�‹
q�^�•�h�b�‚�o�w�Í�­�¿�Ä�›�¹�Ñ�Ä�¢�£�ž�t�8
ù�b�”�\�q�t�‘�l�o�±�Ù�”�Ä�^�•�o�M�‡
�b�{�\�w�ˆ�^�x���w�Ñ�é�”�t�x�è�¹�`�‡�d�œ�{

• �¼� �Æ�Û�¿�«�¢�é�¿�«�S�‘�|�d�£ ACL �Ñ�é�”�x�Ë�”�Å�¢�£�ž�p�±�Ù�”�Ä�^�•�o�M�‡�b�U�z�ž� 
�Å�ç  �»� �Ü�ž�¢�Ä�x�±�Ù�”�Ä�^�•�o�M�‡�d�œ�{

• IPX 
ª	j�Ö�—  ACL �S�‘�|	Z�—  ACL �x�z ACL �Í�å�Ý�”�»�U  IPX 
ù	ô�i�É�¿�Ä�ë�”�«�z�|
Œ�É�¿
�Ä�ë�”�«�z�S�‘�|�|
Œ�Ê�”�Å�w	Ô�ù�¢�‡�h�x�f�w�M�c�•�T�w	Ô�ù�£�z�Ë�”�Å�¢�£�ž�t�‘�l�o�±
�Ù�”�Ä�^�•�‡�b�{ ACL �t���w�Í�å�Ý�”�»�U���‡�•�o�M�”	Ô�ù�t�x�z�¹�Ñ�Ä�¢�£�ž�t�‘�l�o	r�g
�^�•�‡�b�{

• IPX �¦�Á�Ö�—  ACL �S�‘�|	Z�—  ACL �x�z ACL �Í�å�Ý�”�»�U  IPX 
ù	ô�i�É�¿�Ä�ë�”�«�z�|
Œ�É�¿
�Ä�ë�”�«�z�|
Œ�Ê�”�Å�z�S�‘�|�Ó�é�Ä�¯�ç  �»� �Ó�w	Ô�ù�¢�‡�h�x�f�w�M�c�•�T�w	Ô�ù�£ �z�Ë�”
�Å�¢�£�ž�t�‘�l�o�±�Ù�”�Ä�^�•�‡�b�{  

• �é�ª�ï�¬�U
ž�A�s  ACL �Ñ�é�”�x�¹�Ñ�Ä�¢�£�ž�t�‘�l�o	r�g�^�•�‡�b�U�z�Ë�”�Å�¢�£�ž�t�‘�”

‡�é�¬  �Ñ�é�”�w�8
ù�t�x�è�¹�`�‡�d�œ�{  
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Cisco IOS ACL �é�ª�ï�¬�w�è�”�Ä
M�v

Cisco IOS ACL �é�ª�ï�¬�w�è�”�Ä
M�v�t�‘�l�o�z �Ò�æ�¿�´�Å  ACE �w MSFC CPU �t
ù	ô�^�•�”�Í�­�¿
�Ä
:�U
M�v�^�•�‡�b�{�é�¬  �¦�Ó�³�ã�ï�U�¦���^�•�h  Cisco IOS ACL �w�A�L�U�‹
q�‡�h�x�•�D�w	Ô
�ù�z ACE �U�Ò�æ�¿�´�ï�¬�^�•�‡�b�{�\�w�Ò�æ�¿�´�ˆ�^�w�A�L�z Cisco IOS ACL �é�ª�ï�¬�x  MSFC
CPU �w�a
Û�Y�›�‹�h�’�`�‡�b�{ Cisco IOS ACL �é�ª�ï�¬�w�è�”�Ä
M�v�›
ƒ���b�”�q�z�Ò�æ�¿�´�ï�¬
�^�•�h  ACE �x�è�”�Ä
M�v
Ç�V�p  MSFC �t�æ�¼� �è�«�Ä�^�•�‡�b�{  

Cisco IOS ACL �é�ª�ï�¬�w�è�”�Ä
M�v
ƒ���Ì�w�«�™�Ä�ò

�\�\�p�x�z Cisco IOS ACL �é�ª�ï�¬�w�è�”�Ä
M�v
ƒ���Ì�w�«�™�Ä�ò�t�m�M�o
†�Ì�`�‡�b�{

• set acllog ratelimit rate �¯�Ú�ï�Å�‡�h�x  clear acllog �¯�Ú�ï�Å�›�Ö�—�`�h�K�q�p�z MSFC �›�æ�·�¿
�Ä�b�”�T�z log �©�”�ë�”�Å�U�&�; �^�•�h  ACE �›
‹ �Q�h  MSFC � � ï �»�”�Ñ�£� �µ�t �0�` �o
shutdown/no shutdown �›�î�æ�b�”
ž�A�U�K�“�‡�b�{  

set acllog ratelimit rate �¯�Ú�ï�Å�›�Ö�—�b�”�q�z �æ�·�¿�Ä�‡�h�x  shutdown/no shutown �ˆ�^�t�‘�l
�o�Ò�æ�¿�´�ï�¬�^�•�h  ACE �x�è�”�Ä
M�v
Ç�V�p  MSFC �t�æ�¼� �è�«�Ä�^�•�‡�b�{

clear acllog �¯�Ú�ï�Å�›�Ö�—�b�”�q�z�æ�·�¿�Ä�‡�h�x  shutdown/no shutdown �ˆ�^�t�‘�l�o�µ� �¿
�½�x�i�w�ˆ�^�t�í�“�z�Ò�æ�¿�´�ˆ�^�x�i�w�‡�‡�p�b�{

• set acllog ratelimit rate �¯�Ú�ï�Å�›�Ö�—�`�o�¦���b�”  rate �t�x�z 1 �™ 1000 �w�‹�›�–�;�p�V�‡�b�{
rate �x�z�æ�¼� �è�«�Ä  ACE �q�°�•�`�z MSFC �t
ù	ô�^�•�”  1 
µ�p�h�“�w�Í�­�¿�Ä
:�p�b�{�î�M
�w 1 
µ�p�h�“�w�Í�­�¿�Ä
:�U�¦���`�h  rate �‘�“�G�V�M	Ô�ù�x�z �¦���`�h  rate �›�Ò�Q�”�Í�­�¿�Ä
�x
��:�^�•�‡�b�{ rate �t�x�z 500 �Í�­�¿�Ä / 
µ�›�¦���b�”�\�q�›
*	‘�`�‡�b�{

Cisco IOS ACL �é�ª�ï�¬�w�è�”�Ä
M�v�w
ƒ��

Cisco IOS ACL �é�ª�ï�¬�w�è�”�Ä
M�v�›
ƒ���b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z ACL �é�ª�ï�¬�›� �É�”�Ò�ç�t�`�o�z Cisco IOS ACL �é�ª�ï�¬  �è�”�Ä
M�v�w�è�”�Ä�›  500 �t�¦
���b�”�«�›�Ô�`�‡�b�{

Console> (enable) set acllog ratelimit 500
If the ACLs-LOG were already applied, the rate limit mechanism will be effective on 
system restart, or after shut/no shut the interface.
Console> (enable) 

Console> (enable) show acllog
ACL log rate limit enabled, rate = 500 pps.
Console> (enable) 

�Í�t�z ACL �é�ª�ï�¬�›	«�ˆ�b�”�¢�Ã�Ÿ�·�”�Ò�ç�t�b�”�£�«�›�Ô�`�‡�b�{ ACL �é�ª�ï�¬�›	«�ˆ�b�”
�q�z�Ò�æ�¿�´�ˆ�^�x�i�r�S�“�t�s�“�z�³�µ�Â�Ü�w�ˆ�^�x  set acllog ratelimit �¯�Ú�ï�Å�›
C�æ�b�”
²
�q�‰�a�t�s�“�‡�b�{

Console> (enable) clear acllog
ACL log rate limit is cleared.
If the ACLs-LOG were already applied, the rate limit mechanism will be disabled on 
system restart, or after shut/no shut the interface.
Console> (enable) 

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 ACL �é�ª�ï�¬�›� �É�”�Ò�ç�t�`�o�z Cisco IOS ACL
�é�ª�ï�¬  �è�”�Ä
M�v�w�è�”�Ä�›�¦���`�‡�b�{

set acllog ratelimit rate

�µ�Â�¿�Ó 2 ACL �é�ª�ï�¬  �µ�Â�”�»�µ�›
¯�Ô�`�‡�b�{ show acllog
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�6�<  ACL

ICMP �Í�­�¿�Ä�x�z�¹�Ñ�Ä�¢�£�ž�t�‘�l�o	r�g�^�•�‡�b�{ TCP/UDP �Ñ�é�”�w	Ô�ù�x�z�Ñ�é�”�U�¬�q
�^�•�•�y�z�Ë�”�Å�¢�£�ž�t�‘�l�o	r�g�^�•�‡�b�{�6�<  ACL �U�&�;�^�•�o�M�”�M�x�z�Ñ�é�”  �Ú�µ�«
�U VLAN-full flow �t�!�Ë�^�•�o�M�‡�b�{

TCP �E�æ	!	ô

�¢�«�£ TCP �E�æ	!	ô�x�z Supervisor Engine 720�¢ PFC3A/PFC3B/PFC3BXL�£�‡�h�x  Supervisor Engine 32
�¢ PFC3B/PFC3BXL�£�p�x�±�Ù�”�Ä�^�•�‡�d�œ�{

TCP �E�æ	!	ô�x�z DoS �È�8�w�°	��p�K�”  TCP SYN �Ñ�å�¿�Ã�Ÿ�ï�¬�È�8�T�’  TCP �±�”�Ì�›�-�¢�b�”
�¹�Ñ�Ä�¢�£�ž�›�î
÷�`�‡�b�{ TCP �E�æ	!	ô�x�z TCP 
€���A�{�›�E�æ	!	ô�`�o�U	Â�b�”�\�q�t�‘�“�z
SYN �Ñ�å�¿�Ã�Ÿ�ï�¬�È�8�›�w�­�p�V�”�‘�O�t�`�‡�b�{�E�æ	!	ô�Þ�”�Å�w	Ô�ù�z TCP �E�æ	!	ô�¹�Ñ�Ä
�¢�£�ž�x�«�å� �ž�ï�Ä�T�’�±�”�Ì�t
ù�’�•�”�z�¦�Á�ž�«�·�µ  �æ�µ�Ä�q�°�•�b�”  TCP SYN �Í�­�¿�Ä
�›�E�æ	!	ô�`�‡�b�{�¹�Ñ�Ä�¢�£�ž�x�|
Œ�±�”�Ì�w�E�˜�“�t�«�å� �ž�ï�Ä�q�w
€���›�¬�q�`�‡�b�{
€
���U
Y	×�t�¬�q�^�•�”�q�z�«�å� �ž�ï�Ä�w�E�˜�“�t�±�”�Ì�q�w
€���›�¬�q�`�o�z 2 �m�w
R
€���›�Ä
�å�ï�µ�Ö�ž�è�ï�Ä�t�Ì� �ï�Å�`�‡�b�{�\�w�Ó�é�·�µ�t�‘�“�z�x�a
Æ�ó�s�×�µ�Ä�T�’�w
€���A�{�U
�±�”�Ì�t�x�a�`�s�M�‘�O�t�s�“�‡�b�{�¹�Ñ�Ä�¢�£�ž�x
€���^�•�o�M�”���z�E�æ	!	ô�›�'���`�o�Í
�­�¿�Ä�›�8
ù�`�‡�b�{

PFC2 �p�x�z TCP �E�æ	!	ô�U�Í�w�‘�O�t�Ë�”�Å�¢�£�ž�t�‘�l�o�±�Ù�”�Ä�^�•�o�M�‡�b�{

1. TCP �E�æ	!	ô�U
ƒ���^�•�o�M�”	Ô�ù�z TCP �E�æ	!	ô  ACL �º�w  permit �µ�Â�”�Ä�Ý�ï�Ä�›���‰
ACE �q�°�•�`�z �T�m�·�©�á�æ�Â�Ÿ  ACL �t�‘�l�o�•�D�^�•�o�M�”�b�‚�o�w  TCP SYN �Í�­�¿�Ä
�x�z TCP �E�æ	!	ô�;�ó�›�&�;�b�”�¹�Ñ�Ä�¢�£�ž�t
ù	ô�^�•�‡�b�{�\�w�Ó�é�·�µ�x�z�·�©�á�æ
�Â�Ÿ  ACL �t  SYN �Ñ�å�¬�U�¦���^�•�o�M�s�M	Ô�ù�p�‹
C
\�`�‡�b�{

2. 
€���U
Y	×�t�¬�q�^�•�”�q�z�Í�w	r�g�U�&�;�^�•�‡�b�{

a. TCP �E�æ	!	ô�p�–�;�^�•�o�M�”�E�æ	!	ô�Þ�”�Å�t�»� �Ü�ž�¢�Ä�U�¦���^�•�o�M�”	Ô�ù�x�z
	t���w
€�� / �Ñ�é�”�t���b�”�b�‚�o�w�Ä�å�Ñ�Ÿ�¿�«�U�¹�Ñ�Ä�¢�£�ž�p	r�g�^�•�‡�b�{

b. TCP �E�æ	!	ô�U�f�•�Ž�Ž�w�Þ�”�Å�›�–�;�`�o�M�”	Ô�ù�z
€���U
Y	×�t�¬�q�^�•�”�q�z�¹�Ñ
�Ä�¢�£�ž�x�Ë�”�Å�¢�£�ž  �³�ã�”�Ä�§�¿�Ä�›� �ï�µ�Ä�”�ç�`�o�z�’�“�w�Ñ�é�”�›�Ë�”�Å�¢�£
�ž�p�µ� �¿�½�ï�¬�`�‡�b�{

3. 
€���U
Y	×�t�¬�q�^�•�s�M	Ô�ù�x�z���w�Ä�å�Ñ�Ÿ�¿�«�x�f�w�Ñ�é�”�t���b�”�\�q�U�p�V�‡�d
�œ�{

�Ù�æ�³�”  �ç�”�Â�Ÿ�ï�¬

�Ù�æ�³�”  �ç�”�Â�Ÿ�ï�¬�U
ž�A�s�Ñ�é�”�x�z �ç�”�Ä  �Ú�¿�Ó�t� �a�o�z �Ë�”�Å�¢�£�ž�‡�h�x�¹�Ñ�Ä�¢�£
�ž�t�‘�l�o	r�g�^�•�‡�b�{�ç�”�Ä  �Ú�¿�Ó�t  match ip address �i�Z�U
ƒ���^�•�z set �¯�Ú�ï�Å�t�É�«�µ
�Ä �×�¿�Ó�U���‡�•�o�M�”	Ô�ù�z�f�w�É�«�µ�Ä  �×�¿�Ó�U�x�a�D�ó�p�K�•�y�z�Í�­�¿�Ä�x�Ë�”�Å�¢�£
�ž�t�8
ù�^�•�‡�b�{�ç�”�Ä  �Ú�¿�Ó�t
ó
:�w  match �¯�Ú�ï�Å�U���‡�•�o�M�”	Ô�ù�z�b�‚�o�w�°�•	Ú�E
�›�¬�h�`�o�M�”�Í�­�¿�Ä�i�Z�U�z�Ù�æ�³�”  �ç�”�Â�Ÿ�ï�¬�^�•�‡�b�{�h�i�`�z�ç�”�Ä  �Ú�¿�Ó�t  match
ip address �S�‘�|  match length �w�†�M�U���‡�•�o�M�”	Ô�ù�t�x�z match ip address �¯�Ú�ï�Å�w  ACL �t
�°�•�b�”�b�‚�o�w�Ä�å�Ñ�Ÿ�¿�«�U�z match length �w	Ú�E�›�¬�h�`�o�M�”�T�r�O�T�t�����s�X�z�¹�Ñ
�Ä�¢�£�ž�t�8
ù�^�•�‡�b�{�ç�”�Ä  �Ú�¿�Ó�t  match length �¯�Ú�ï�Å�i�Z�U���‡�•�o�M�”	Ô�ù�x�z� �ï
�»�”�Ñ�£� �µ�U	!	ô�`�h�b�‚�o�w�Í�­�¿�Ä�U�¹�Ñ�Ä�¢�£�ž�t�8
ù�^�•�‡�b�{  
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�¢�«�£ PFC2 �‡�h�x  PFC3A/PFC3B/PFC3BXL 	Í�p�x�z mls ip pbr �¯�Ú�ï�Å�x
Æ�A�p�b�¢�±�Ù�”�Ä�^�•�o�M
�‡�d�œ�£�{

WCCP

�¢�«�£ Release 8.1(x) �™ 8.4(x) �p�x�z WCCP �x  Supervisor Engine 720 �‡�h�x  Supervisor Engine 32 �p�±�Ù�”�Ä
�^�•�‡�d�œ�{

WCCP �æ�¼� �è�«�Ä�w�0	Å�t�s�”  HTTP �A�{�x�z�¹�Ñ�Ä�¢�£�ž�t�‘�l�o	r�g�^�•�‡�b�{�±�”�Ì�S�‘
�|�©�ß�¿�³�á  �¤�ï�´�ï�T�’�w  HTTP � �t�x�z�Ë�”�Å�¢�£�ž�p	r�g�^�•�‡�b�{

NAT

NAT �U
ž�A�s�Ñ�é�”�x�z �¹�Ñ�Ä�¢�£�ž�t�‘�l�o	r�g�^�•�‡�b�U�z �Ë�”�Å�¢�£�ž�t�‘�”
‡  NAT �Ñ�é�”
�w�8
ù�t�x�è�¹�`�‡�d�œ�{  

�â�Ç�©�ß�µ�Ä  RPF �½�£�¿�«

�â�Ç�©�ß�µ�Ä  RPF �x�z PFC2 �S�‘�|  PFC3A/PFC3B/PFC3BXL 	Í�p�Ë�”�Å�¢�£�ž�t�‘�l�o�±�Ù�”�Ä�^
�•�‡�b�{ ACL �Õ�”�µ�w  RPF �½�£�¿�«�w	Ô�ù�z �â�Ç�©�ß�µ�Ä  RPF ACL �t�‘�l�o�‹
q�^�•�h�Ä�å�Ñ�Ÿ�¿
�«�x�z RPF �U	Â�w�h�Š�t  MSFC2 �‡�h�x  MSFC3 �t�8
ù�^�•�‡�b�{  

�«�™ ACL �Õ�”�µ�w�â�Ç�©�ß�µ�Ä  RPF �p�x�z ACL �t�‘�l�o�‹
q�^�•�h�Í�­�¿�Ä�x�z CPU �t  RPF �U	Â�w
�h�Š�t
ù	ô�^�•�‡�b�{ DoS �È�8�w	Ô�ù�t�x�z�\�w�‘�O�s�Í�­�¿�Ä�x�‹
q  ACE �t�„�…�°�•�b�”�w�p�z
CPU �t�8
ù�^�•�‡�b�{ �Ä�å�Ñ�Ÿ�¿�«�U���M	Ý�¯�p�x�z �\�•�t�‘�l�o  CPU �w�b�;�p�U�ô�X�s�“�‡�b�{  

�¢�«�£ ACL �Õ�”�µ�w  RPF �½�£�¿�«�p�x�z
��:�H
M�w�-�x�±�Ù�”�Ä�^�•�o�M�‡�d�œ�{

�Ò�æ�¿�´  �¬�ç�”�Ó

Cisco IOS �Ò�æ�¿�´  �¬�ç�”�Ó  ACL �x�z�¹�Ñ�Ä�¢�£�ž�t�‘�l�o	r�g�^�•�‡�b�{
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VACL �q  Cisco IOS ACL �w���;
�Ò�æ�¿�´�Å  �Ä�å�Ñ�Ÿ�¿�«�S�‘�|�ç�”�Â�¿�Å  �Ä�å�Ñ�Ÿ�¿�«�w�†�M�›�ž�«�·�µ
M�š�b�”�t�x�z VACL �i
�Z�›�–�;�b�”�T�z Cisco IOS ACL �q  VACL �›
Ê�ˆ�ù�˜�d�o�–�;�`�‡�b�{ Cisco IOS ACL �x�z�Ö�—�;
�S�‘�|	Z�—�;�w�†�M�w�ç�”�Â�¿�Å  VLAN � �ï�»�”�Ñ�£� �µ�t���[�b�”�\�q�U�p�V�‡�b�{ VACL �x�z
�Ò�æ�¿�´�Å  �Ä�å�Ñ�Ÿ�¿�«�w�ž�«�·�µ�›
M�š�b�”�h�Š�t���[�`�‡�b�{  

ACL �w VACL deny �‡�h�x  redirect �µ�Â�”�Ä�Ý�ï�Ä�w	Ú�E�t�°�•�`�h�Ñ�é�”�x�z Cisco IOS ACL �w
ƒ
���t�����s�X�z�‹
q�‡�h�x�æ�¼� �è�«�Ä�^�•�‡�b�{ Cisco IOS ACL �›  VACL �q
Ê�ˆ�ù�˜�d�o�–�;�b
�”	Ô�ù�x�z�Í�w�Ä�ò�t�«�™�`�o�X�i�^�M�{

• 
C	ô  ACL �t
ƒ���`�h�é�ª�ï�¬�›
ž�A�q�b�”�Í�­�¿�Ä�x�z VACL �t�‘�l�o�‹
q�^�•�h	Ô�ù�z�é
�ª�ï�¬�^�•�‡�d�œ�{

• NAT �•  VACL �x�z NAT �!�õ
²�w�Í�­�¿�Ä�t�&�;�^�•�‡�b�{�‡�h�z�!�õ�™�w�Ñ�é�”�›�ž�«�·�µ

M�š�b�”
ž�A�U�s�M	Ô�ù�p�‹�z VACL �w
ƒ���t�‘�l�o�x�z�!�õ�™�w�Ñ�é�”�U�ž�«�·�µ
M�š�^�•
�”�\�q�U�K�“�‡�b�{

�¢�«�£ VACL �p�x�z�æ�µ�Ä�w�7�™�t�‰�ç�w�‹
q�µ�Â�”�Ä�Ý�ï�Ä�U
Ç�C�^�•�‡�b�{�r�w  VACL ACE �t�‹�°
�•�`�s�M�Í�­�¿�Ä�x�‹
q�^�•�‡�b�{

�\�\�p�x�z Cisco IOS ACL �w
ƒ���z VACL �w
ƒ���z�S�‘�|�è� �à  4 ���‰�w�«�™�Ä�ò�t�m�M�o
†�Ì�`
�‡�b�{

• �‰�° VLAN � �ï�»�”�Ñ�£� �µ	Í�t  Cisco IOS ACL �S�‘�|  VACL �›
ƒ���b�”	Ô�ù�w�«�™�Ä�ò
�¢ p.15-18�£

• �è� �à  4 ���‰
ƒ���Ì�w�«�™�Ä�ò�¢ p.15-25�£

�‰�°  VLAN � �ï�»�”�Ñ�£� �µ	Í�t  Cisco IOS ACL �S�‘�|  VACL �›
ƒ���b�”	Ô�ù�w�«�™
�Ä�ò

�\�\�p�x�z�‰�a  VLAN 	Í�t  Cisco IOS ACL �S�‘�|  VACL �w�†�M�›
ƒ���b�”	Ô�ù�w�«�™�Ä�ò�t�m�M
�o
†�Ì�`�‡�b�{ Cisco IOS ACL �q  VACL �›�Ÿ�s�”  VLAN 	Í�t�Ú�¿�Ð�ï�¬�b�”
ƒ���p�x�z�\�•�’�w�«
�™�Ä�ò�x�p�o�x�‡�“�‡�d�œ�{

Catalyst 6500 �³�æ�”�¶  �µ� �¿�½�w�Ë�”�Å�¢�£�ž�x�z�¤�M�²�¢�Ö�—�S�‘�|	Z�—�£�t�m�M�o�·�©�á�æ
�Â�Ÿ  ACL �›  1 �S�i�Z�U�g�`�‡�b�{�‰�a  VLAN 	Í�t  Cisco IOS ACL �S�‘�|  VACL �w�†�M�›�&�;�b�”
	Ô�ù�t�x�z�\�•�’�›�Ú�”�´�b�”
ž�A�U�K�“�‡�b�{ Cisco IOS ACL �q  VACL �›�Ú�”�´�b�”�q�z ACE �w

:�U�¶�`�X
ÿ�C�b�”�\�q�U�K�“�‡�b�{

�‰�° VLAN 	Í�p  Cisco IOS ACL �q  VACL �›
ƒ���b�”	Ô�ù�t�x�z Cisco IOS ACL �S�‘�|  VACL �w�†�M
�›�z�Í�w�«�™�Ä�ò�t�,�n�M�o
ƒ���`�o�X�i�^�M�{

�¢�«�£ show security acl resource-usage �¯�Ú�ï�Å�›�Ö�—�b�”�q�z�–�;�A�ˆ�w  ACL �µ�Ä�è�”�´�w�Â�ù�U
¯�Ô
�^�•�‡�b�{  

�\�\�p�x�z Cisco IOS ACL �q  VACL �›
ƒ���b�”	Ô�ù�w�«�™�Ä�ò�z�S�‘�|�f�w�«�›�Ô�`�‡�b�{

• �‰�ç�w�‹
q�µ�Â�”�Ä�Ý�ï�Ä�¢ p.15-19�£

• �ˆ�^�w�¬�ç�”�Ó�=�¢ p.15-19�£
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• �ˆ�^
:�w
M�v�¢ p.15-19�£

• �è� �à  4 �Ù�”�Ä	Ø�C�w�s
†�¢ p.15-19�£

• Release 7.1(1) �‘�“
²�w�µ�”�Í�Ì� �²  �¤�ï�´�ï  �¹�Ñ�Ä�¢�£�ž  �æ�æ�”�µ�w	Ô�ù�w�Ú�”�´�A�L�w
*
���¢ p.15-20�£

• Release 7.1(1) �Ž�ñ�w�µ�”�Í�Ì� �²  �¤�ï�´�ï  �¹�Ñ�Ä�¢�£�ž  �æ�æ�”�µ�w	Ô�ù�w�Ú�”�´�A�L�w
*��
�¢ p.15-23�£

�‰�ç�w�‹
q�µ�Â�”�Ä�Ý�ï�Ä

�p�V�”�i�Z�z ACL �w�7�™�t
Ç�C�^�•�”�‰�ç�w�‹
q�µ�Â�”�Ä�Ý�ï�Ä�¢ deny any any�£�›�–�;�`�z�•�D
�b�”�Ä�å�Ñ�Ÿ�¿�«�i�Z�›  ACE �t���[�`�o�X�i�^�M�{�b�‚�o�w�‹
q�¤�ï�Ä�æ�›���[�`�o�z�7�™�t�•
�D�µ�Â�”�Ä�Ý�ï�Ä�¢ permit ip any any�£�›�¦���`�o�‹�z�‰�a�A�L�t�s�“�‡�b�¢ �«  1 [p.15-21] �›�€	°�£ �{

�ˆ�^�w�¬�ç�”�Ó�=

ACL �t
ó
:�w�ˆ� �̂¢�•�D�z�‹
q�z�æ�¼� �è�«�Ä�£�›���[�b�”	Ô�ù�t�x�z�¤�ˆ�^�›�»� �Ó���t�¬�ç�”
�Ó�=�`�‡�b�{ �«  3�¢ p.15-22�£ �x�z�¤�»� �Ó�›�¬�ç�”�Ó�=�`�s�T�l�h	Ô�ù�w�«�›�Ô�`�o�M�‡�b�{�\�w
�«�p�x�z 6 �æ�Š�w deny �µ�Â�”�Ä�Ý�ï�Ä�U�z permit �µ�Â�”�Ä�Ý�ï�Ä�q�‰�a�¬�ç�”�Ó�t�Ö�l�o�M�‡�b�{
�\�w  deny �µ�Â�”�Ä�Ý�ï�Ä�›�_	†�b�”�q�z�ù
R�™�w�¤�ï�Ä�æ
:�›  329 �T�’  53 �t�n�’�b�\�q�U�p�V�‡
�b�{  

�ˆ�^
:�w
M�v

�•�D  ACE �w�ˆ�p�Ï
R�^�•�”  ACL �x�z�•�D�q�‹
q�q�M�O  2 �m�w�ˆ�^�›���œ�p�M�‡�b�¢�æ�µ�Ä�w�7�™
�w�‰�ç�w�‹
q�w�h�Š�£ �{�•�D�q�æ�¼� �è�«�Ä�U
ƒ���^�•�o�M�”  ACL �p�x�z�•�D�z�æ�¼� �è�«�Ä�z�‹

q�q�M�O  3 �m�w�ˆ�^�›���œ�p�M�‡�b�¢�æ�µ�Ä�w�7�™�w�‰�ç�w�‹
q�w�h�Š�£ �{

ACL �w
ƒ���Ì�t  2 	��¨�w�ˆ�^�i�Z�›�¦���b�”�q�z�7�‘�w�Ú�”�´�A�L�U�˜�’�•�‡�b�¢�•�D�q�‹
q�z�æ
�¼� �è�«�Ä�q�•�D�z�æ�¼� �è�«�Ä�q�‹
q�w�Ú�”�´�£ �{

�¢�«�£ Release 7.1(1) �Ž�ñ�w�µ�”�Í�Ì� �²  �¤�ï�´�ï  �¹�Ñ�Ä�¢�£�ž  �æ�æ�”�µ�p�x�z ACL �Ú�”�´�w�ž�ç�°�æ�¶
�Ü�U�~
³�^�•�o�M�”�w�p�z ACL �w
ƒ���Ì�t�ˆ�^
:�›
M�v�b�”
ž�A�x�K�“�‡�d�œ�{

�æ�¼� �è�«�Ä�S�‘�|�‹
q�w  ACL �›���[�b�”�t�x�z�•�D  ACE �›�–�;�`�‡�d�œ�{�æ�¼� �è�«�Ä�S�‘�|
�•�D�w  ACL �›���[�b�”�t�x�z�•�D  ACE �S�‘�|�æ�¼� �è�«�Ä  ACE �i�Z�›���[�`�z�7�™�t  permit ip
any any �µ�Â�”�Ä�Ý�ï�Ä�›�¦���`�‡�b�{ permit ip any any �›�¦���b�”�q�z�æ�µ�Ä�w�7�™�t
Ç�C�^�•
�”�‰�ç�w�‹
q�¢ deny ip any�£�U�Á�®�t�s�“�‡�b�¢ �«  4 [p.15-22] �›�€	°�£ �{

�è� �à  4 �Ù�”�Ä	Ø�C�w�s
†

�Ú�”�´  �Ó�é�·�µ�U
ó�v�t�s�”�w�p�z ACL �t�x�è� �à  4 	Ø�C�›�Ö�•�s�M�p�X�i�^�M�{ full flow�¢
ù	ô
�i  IP �ž�Å�è�µ�z�|
Œ  IP �ž�Å�è�µ�z�Ó�é�Ä�¯�ç�z�S�‘�|�Ó�é�Ä�¯�ç  �Ù�”�Ä�£�p�x�s�X�z IP �ž�Å�è�µ

�¢
ù	ô�i�S�‘�|�|
Œ�£�i�Z�t�,�n�M�o�Ñ�Ÿ�ç�»�æ�ï�¬�b�”  ACL �›���[�b�”�q�z�7�‘�w�Ú�”�´�A�L�U
�˜�’�•�‡�b�{

full flow �›�¦���b�”
ž�A�U�K�”	Ô�ù�t�x�z �®�‰�ç�w�‹
q�µ�Â�”�Ä�Ý�ï�Ä�¯ �¢ p.15-19�£ �S�‘�| �®�ˆ�^�w
�¬�ç�”�Ó�=�¯ �¢ p.15-19�£�›�€	°�`�o�X�i�^�M�{ ACL �t�z IP �S�‘�|�è� �à  4 	Ø�C�›���‰  TCP/UDP/ICMP
ACE �›�¦���`�s�Z�•�y�s�’�s�M	Ô�ù�t�x�z IP �ž�Å�è�µ�t�,�n�X�Ä�å�Ñ�Ÿ�¿�«  �Ñ�Ÿ�ç�»�æ�ï�¬�›��

Œ�^�d�z�è� �à  4 �w ACE �x�æ�µ�Ä�w�7�™�t�¦���`�o�X�i�^�M�{
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Release 7.1(1) �‘�“
²�w�µ�”�Í�Ì� �²  �¤�ï�´�ï  �¹�Ñ�Ä�¢�£�ž  �æ�æ�”�µ�w	Ô�ù�w�Ú�”�´�A�L�w
*��

�¢�«�£ Release 7.1(1) �‘�“
²�w�µ�”�Í�Ì� �²  �¤�ï�´�ï  �¹�Ñ�Ä�¢�£�ž  �æ�æ�”�µ�q�z 7.1(1) �Ž�ñ�w�æ�æ�”�µ�p�z
�Ú�”�´�A�L�›
z�±�b�”	Ô�ù�x�z �®Release 7.1(1) �Ž�ñ�w�µ�”�Í�Ì� �²  �¤�ï�´�ï  �¹�Ñ�Ä�¢�£�ž  �æ�æ�”
�µ�w	Ô�ù�w�Ú�”�´�A�L�w
*���¯ �¢ p.15-23�£ �›�€	°�`�o�X�i�^�M�{

	Í�G�w�«�™�Ä�ò�t�,�n�M�o  ACL �›
ƒ���`�h	Ô�ù�z ACL �w�Ú�”�´�A�L�›�S�S�‡�T�t
*���b�”�\�q�U
�p�V�‡�b�{

�h�q�Q�y�z ACL A�z ACL B�z�S�‘�|  ACL C �U�K�”�q�`�‡�b�{ ACL C �›�z ACL A �q  ACL B �w�Ú�”�´
�A�L�q�`�h	Ô�ù�z ACL A �q  ACL B �w�±� �¶�U�˜�T�l�o�M�•�y�z ACL C �w	Í�v�±� �¶�›�Í�w�¬�Ü�t
�‘�l�o�“�‰�b�”�\�q�U�p�V�‡�b�{�h�i�`�z ACL A �q  ACL B �t�è� �à  4 �Ù�”�Ä	Ø�C�U���‡�•�o�M�s
�M�\�q�U
²���p�b�{  

ACL C �w�±� �¶  =�¢ ACL A �w�±� �¶�£�·�¢ ACL B �w�±� �¶�£�·�¢ 2�£

�¢�«�£ Release 7.1(1) �‘�“
²�w�¹�Ñ�Ä�¢�£�ž  �æ�æ�”�µ�p�x�z�\�w�¬�Ü�›�è�†�q�`�o�–�;�p�V�‡�b�U�z�¤�ï
�Ä�æ
:�x�'
Ý
c�“�›�G
ï�t	Í�s�”�\�q�U�K�“�‡�b�{ Release 7.1(1) �Ž�ñ�w�¹�Ñ�Ä�¢�£�ž�æ�æ�”�µ�p
�x�z 	ý�`�M  ACL �Ú�”�´  �ž�ç�°�æ�¶�Ü�›�–�;�b�”�w�p�z �\�w�¬�Ü�p
Y�¬�s�‹�›�Œ�”�\�q�U�p�V�‡�b�{
�è� �à  4 �Ù�”�Ä	Ø�C�U���‡�•�o�M�”	Ô�ù�x�z 	ý�`�M�ž�ç�°�æ�¶�Ü�p�‹	Í�v�±� �¶�x�^�’�t�G�V�X�s
�“�‡�b�{	Ä�I�t�m�M�o�x�z �®�è� �à  4 ���‰
ƒ���Ì�w�«�™�Ä�ò�¯ �¢ p.15-25�£ �›�€	°�`�o�X�i�^�M�{

ACL �Ú�”�´  �ž�ç�°�æ�¶�Ü�t�x�z Binary Decision Diagram�¢ BDD�£�q  Order-Dependent Merge�¢ ODM�£
�w 2 	��¨�U�K�“�‡�b�{ ODM �x�z Release 7.1(1) �w�¹�Ñ�Ä�¢�£�ž  �æ�æ�”�µ�p�>�;�^�•�h�¦�Á�ž�ç�°�æ
�¶�Ü�p�b�{ BDD �ž�ç�°�æ�¶�Ü�x�z Release 7.1(1) �‘�“
²�w�¹�Ñ�Ä�¢�£�ž  �æ�æ�”�µ�p�–�;�^�•�o�M�‡
�`�h�{
ƒ���w	Ä�I�t�m�M�o�x�z �®ACL �Ú�”�´  �ž�ç�°�æ�¶�Ü�w�¦���¯ �¢ p.15-47�£�›�€	°�`�o�X�i�^�M�{

�¢�«�£ Release 8.1(1) �Ž�ñ�w�¹�Ñ�Ä�¢�£�ž  �æ�æ�”�µ�p�x�z BDD �ž�ç�°�æ�¶�Ü�x�r�w�Ó�å�¿�Ä�Ñ�¥�”�Ü �¢ PFC�z
PFC2�z�‡�h�x  PFC3A/PFC3B/PFC3BXL�£	Í�p�‹�±�Ù�”�Ä�^�•�s�X�s�“�‡�`�h�{�Ã�Ñ�¥�ç�Ä�w  ACL
�Ú�”�´  �ž�ç�°�æ�¶�Ü�x  ODM �p�b�{ Release 8.1(1) �Ž�ñ�w�¹�Ñ�Ä�¢�£�ž  �æ�æ�”�µ�p�x�z�¯�Ú�ï�Å�U
�Í�w�‘�O�t�!�Ë�^�•�o�M�‡�b�{ set aclmerge algo �S�‘�|  set aclmerge bdd �¯�Ú�ï�Å�x�_	†�^�•�‡�`
�h�{ show aclmerge {bdd | algo} �¯�Ú�ï�Å�x  show aclmerge algo �t�s�“�‡�`�h�{

�\�\�p�x�z�^�‡�_�‡�s  Cisco IOS ACL �S�‘�|  VACL 
ƒ���t�‘�”�Ú�”�´�A�L�w�«�›�Ô�`�‡�b�{�f�•�g
�•  1 �m�c�m�w VACL �S�‘�|  Cisco IOS ACL �›�‰�a  VLAN �t
ƒ���`�‡�b�{
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�«  1

�Í�t�z VACL �w
ƒ���U
*	‘�Ä�ò�t	H�l�o�M�s�M�¢ ACL �w�7�™�t�‰�ç�w�‹
q�ˆ�^�›�¦���b�”�E�˜�“
�t�z 9 �æ�Š�t�‹
q�ˆ�^�›���[�£�h�Š�z�Ú�”�´�w�A�L�z ACE 
:�U
ÿ�Q�”�«�›�Ô�`�‡�b�{

******** VACL  ***********
1  permit udp host 194.72.72.33 194.72.6.160 0.0.0.15
2  permit udp host 147.150.213.94 194.72.6.64 0.0.0.15 eq bootps
3  permit udp 194.73.74.0 0.0.0.255 host 194.72.6.205 eq syslog
4  permit udp host 167.221.23.1 host 194.72.6.198 eq tacacs
5  permit udp 194.72.136.1 0.0.3.128 194.72.6.64 0.0.0.15 eq tftp
6  permit udp host 193.6.65.17 host 194.72.6.205 gt 1023
7  permit tcp any host 194.72.6.52
8  permit tcp any host 194.72.6.52 eq 113
9  deny tcp any host 194.72.6.51 eq ftp
10 permit tcp any host 194.72.6.51 eq ftp-data
11 permit tcp any host 194.72.6.51
12 permit tcp any eq domain host 194.72.6.51
13 permit tcp any host 194.72.6.51 gt 1023
14 permit ip  any host 1.1.1.1
******** Cisco IOS ACL ************
1  deny ip any host 239.255.255.255
2 permit ip any any
******** MERGE **********
has 91 entries entries

�«  2

�«  1 �w	Ô�ù�z
*	‘�Ä�ò�t	H�l�o  9 �æ�Š�›�_	†�`�¢�E�˜�“�t�z ACL �w�7�™�p�‰�ç�w�‹
q�›�–�;�£�z 9
�æ�Š�p
��:�b�”�x�c�i�l�h�Ä�å�Ñ�Ÿ�¿�«�U�•�D�^�•�s�M�‘�O�t�z 11 �æ�Š�S�‘�|  12 �æ�Š�›�!�Ë�b�”
�q�z�Í�w�‘�O�s  ACL �t�s�“�z�Ú�”�´�A�L�U�~
³�^�•�‡�b�{

******** VACL **********
1  permit udp host 194.72.72.33 194.72.6.160 0.0.0.15
2  permit udp host 147.150.213.94 194.72.6.64 0.0.0.15 eq bootps
3  permit udp 194.73.74.0 0.0.0.255 host 194.72.6.205 eq syslog
4  permit udp host 167.221.23.1 host 194.72.6.198 eq tacacs
5  permit udp 194.72.136.1 0.0.3.128 194.72.6.64 0.0.0.15 eq tftp
6  permit udp host 193.6.65.17 host 194.72.6.205 gt 1023
7  permit tcp any host 194.72.6.52
8  permit tcp any host 194.72.6.52 eq 113
9  permit tcp any host 194.72.6.51 eq ftp-data
10 permit tcp any host 194.72.6.51 neq ftp
11 permit tcp any eq domain host 194.72.6.51 neq ftp
12 permit tcp any host 194.72.6.51 gt 1023
13 permit ip  any host 1.1.1.1
******** Cisco IOS ACL ************
1  deny ip any host 239.255.255.255
2 permit ip any any
******** MERGE ***********
has 78 entries
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�«  3

�Í�t�z VACL �w
ƒ���U
*	‘�Ä�ò�t	H�l�o�M�s�M �¢�b�‚�o�w�ˆ�^�»� �Ó�U�{�q�‡�q�Š�t�^�•�o�M�s�M�£
�h�Š�z�Ú�”�´�w�A�L�z ACE 
:�U�¶�`�X
ÿ�Q�”�«�›�Ô�`�‡�b�{

******** VACL  ***********
1  deny ip 0.0.0.0 255.255.255.0 any
2  deny ip 0.0.0.255 255.255.255.0 any
3  deny ip any 0.0.0.0 255.255.255.0
4  permit ip any host 239.255.255.255
5  permit ip any host 255.255.255.255
6  deny ip any 0.0.0.255 255.255.255.0
7  permit tcp any range 0 65534 any range 0 65534
8  permit udp any range 0 65534 any range 0 65534
9  permit icmp any any
10 permit ip any any
******** Cisco IOS ACL **********
1  deny ip any host 239.255.255.255
2 permit ip any any
******** MERGE **********
has 329 entries

�«  4

�Í�t�z VACL �w
ƒ���U
*	‘�Ä�ò�t	H�l�o�M�s�M�¢ 3 	��¨�w�ˆ�^�U�¦���^�•�o�M�”�£�h�Š�z�Ú�”�´�w
�A�L�z ACE 
:�U�¶�`�X
ÿ�Q�”�«�›�Ô�`�‡�b�{

******** VACL  ***********
1 redirect 4/25 tcp host 192.168.1.67 host 255.255.255.255
2 redirect 4/25 udp host 192.168.1.67 host 255.255.255.255
3 deny tcp any any lt 30
4 deny udp any any lt 30
5 permit ip any any
*******  Cisco IOS ACL *********** 
1  deny ip any host 239.255.255.255
2 permit ip any any
*******  MERGE ********** 
has 142 entries

�«  5

�Í�t�z �«  4 �w VACL �›�!�Ë�`�z 2 	��¨�w�ˆ�^�i�Z�›�¦���`�h�\�q�t�‘�l�o�z�Ú�”�´�A�L�U�G
ï�t�~

³�^�•�”�«�›�Ô�`�‡�b�{

******** VACL  ***********
1 redirect 4/25 tcp host 192.168.1.67 host 255.255.255.255
2 redirect 4/25 udp host 192.168.1.67 host 255.255.255.255
3 permit ip any any
*******  Cisco IOS ACL ***********
1  deny ip any host 239.255.255.255
2 permit ip any any
*******  MERGE **********
has 4 entries
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Release 7.1(1) �Ž�ñ�w�µ�”�Í�Ì� �²  �¤�ï�´�ï  �¹�Ñ�Ä�¢�£�ž  �æ�æ�”�µ�w	Ô�ù�w�Ú�”�´�A�L�w
*��

Release 7.1(1) �‘�“
²�w�µ�”�Í�Ì� �²  �¤�ï�´�ï  �¹�Ñ�Ä�¢�£�ž  �æ�æ�”�µ�w	Ô�ù�q�‰�7�z 7.1(1) �Ž�ñ�w
�æ�æ�”�µ�p�‹�Í�w�¬�Ü�U
R�“�q�j�‡�b�{ ACL C �w�±� �¶ =�¢ ACL A �w�±� �¶�£�·�¢ ACL B �w�±� 
�¶�£�·�¢ 2�£�{

�¢�«�£ Release 7.1(1) �‘�“
²�w�¹�Ñ�Ä�¢�£�ž  �æ�æ�”�µ�p�x�z�\�w�¬�Ü�›�è�†�q�`�o�–�;�p�V�‡�b�U�z�¤�ï
�Ä�æ
:�x�'
Ý
c�“�›�G
ï�t	Í�s�”�\�q�U�K�“�‡�b�{ Release 7.1(1) �Ž�ñ�w�¹�Ñ�Ä�¢�£�ž�æ�æ�”�µ�p
�x�z 	ý�`�M  ACL �Ú�”�´  �ž�ç�°�æ�¶�Ü�›�–�;�b�”�w�p�z �\�w�¬�Ü�p
Y�¬�s�‹�›�Œ�”�\�q�U�p�V�‡�b�{
�è� �à  4 �Ù�”�Ä	Ø�C�U���‡�•�o�M�”	Ô�ù�x�z 	ý�`�M�ž�ç�°�æ�¶�Ü�p�‹	Í�v�±� �¶�x�^�’�t�G�V�X�s
�“�‡�b�{	Ä�I�t�m�M�o�x�z �®�è� �à  4 ���‰
ƒ���Ì�w�«�™�Ä�ò�¯ �¢ p.15-25�£ �›�€	°�`�o�X�i�^�M�{

ACL �Ú�”�´  �ž�ç�°�æ�¶�Ü�t�x�z BDD �q  ODM �w 2 	��¨�U�K�“�‡�b�{ ODM �x�z Release 7.1(1) �p�>
�;�^�•�h�¦�Á�ž�ç�°�æ�¶�Ü�p�b�{ BDD �ž�ç�°�æ�¶�Ü�x�z Release 7.1(1) �‘�“
²�w�¹�Ñ�Ä�¢�£�ž  �æ�æ�”
�µ�p�–�;�^�•�o�M�‡�`�h�{�¹�Ñ�Ä�¢�£�ž
ƒ���w	Ä�I�t�m�M�o�x�z �®ACL �Ú�”�´  �ž�ç�°�æ�¶�Ü�w�¦
���¯ �¢ p.15-47�£ �›�€	°�`�o�X�i�^�M�{

�¢�«�£ Release 8.1(1) �Ž�ñ�w�¹�Ñ�Ä�¢�£�ž  �æ�æ�”�µ�p�x�z BDD �ž�ç�°�æ�¶�Ü�x�r�w�Ó�å�¿�Ä�Ñ�¥�”�Ü �¢ PFC�z
PFC2�z�‡�h�x  PFC3A/PFC3B/PFC3BXL�£	Í�p�‹�±�Ù�”�Ä�^�•�s�X�s�“�‡�`�h�{�Ã�Ñ�¥�ç�Ä�w  ACL
�Ú�”�´  �ž�ç�°�æ�¶�Ü�x  ODM �p�b�{ Release 8.1(1) �Ž�ñ�w�¹�Ñ�Ä�¢�£�ž  �æ�æ�”�µ�p�x�z�¯�Ú�ï�Å�U
�Í�w�‘�O�t�!�Ë�^�•�o�M�‡�b�{ set aclmerge algo �S�‘�|  set aclmerge bdd �¯�Ú�ï�Å�x�_	†�^�•�‡�`
�h�{ show aclmerge {bdd | algo} �¯�Ú�ï�Å�x  show aclmerge algo �t�s�“�‡�`�h�{

�«

�\�\�p�x�z�^�‡�_�‡�s  Cisco IOS ACL �S�‘�|  VACL 
ƒ���t�‘�”�Ú�”�´�A�L�w�«�›�Ô�`�‡�b�{�f�•�g
�•  1 �m�c�m�w VACL �S�‘�|  Cisco IOS ACL �›�‰�a  VLAN �t
ƒ���`�‡�b�{

�«  1
******** VACL  ***********
1  permit udp host 194.72.72.33 194.72.6.160 0.0.0.15
2  permit udp host 147.150.213.94 194.72.6.64 0.0.0.15 eq bootps
3  permit udp 194.73.74.0 0.0.0.255 host 194.72.6.205 eq syslog
4  permit udp host 167.221.23.1 host 194.72.6.198 eq tacacs
5  permit udp 194.72.136.1 0.0.3.128 194.72.6.64 0.0.0.15 eq tftp
6  permit udp host 193.6.65.17 host 194.72.6.205 gt 1023
7  permit tcp any host 194.72.6.52
8  permit tcp any host 194.72.6.52 eq 113
9  deny tcp any host 194.72.6.51 eq ftp
10 permit tcp any host 194.72.6.51 eq ftp-data
11 permit tcp any host 194.72.6.51
12 permit tcp any eq domain host 194.72.6.51
13 permit tcp any host 194.72.6.51 gt 1023
14 permit ip  any host 1.1.1.1
******** Cisco IOS ACL ************
1  deny ip any host 239.255.255.255
2  permit ip any any
*******  MERGE **********
Using the new algorithm - 17 entries
Using the old algorighm - 91 entries
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�«  2
******** VACL  **********
1  permit udp host 194.72.72.33 194.72.6.160 0.0.0.15
2  permit udp host 147.150.213.94 194.72.6.64 0.0.0.15 eq bootps
3  permit udp 194.73.74.0 0.0.0.255 host 194.72.6.205 eq syslog
4  permit udp host 167.221.23.1 host 194.72.6.198 eq tacacs
5  permit udp 194.72.136.1 0.0.3.128 194.72.6.64 0.0.0.15 eq tftp
6  permit udp host 193.6.65.17 host 194.72.6.205 gt 1023
7  permit tcp any host 194.72.6.52
8  permit tcp any host 194.72.6.52 eq 113
9  permit tcp any host 194.72.6.51 eq ftp-data
10 permit tcp any host 194.72.6.51 neq ftp
11 permit tcp any eq domain host 194.72.6.51 neq ftp
12 permit tcp any host 194.72.6.51 gt 1023
13 permit ip  any host 1.1.1.1
******** Cisco IOS ACL ************
1  deny ip any host 239.255.255.255
2  permit ip any any
******** MERGE ***********
Using the new algorithm - 16 entries
Using the old algorithm - 78 entries

�«  3
******** VACL  ***********
1  deny ip 0.0.0.0 255.255.255.0 any
2  deny ip 0.0.0.255 255.255.255.0 any
3  deny ip any 0.0.0.0 255.255.255.0
4  permit ip any host 239.255.255.255
5  permit ip any host 255.255.255.255
6  deny ip any 0.0.0.255 255.255.255.0
7  permit tcp any range 0 65534 any range 0 65534
8  permit udp any range 0 65534 any range 0 65534
9  permit icmp any any
10 permit ip any any
******** Cisco IOS ACL **********
1  deny ip any host 239.255.255.255
2  permit ip any any
******** MERGE **********
Using the new algorithm - 12 entries
Using the old algorithm - 303 entries

�«  4
******** VACL  ***********
1 redirect 4/25 tcp host 192.168.1.67 host 255.255.255.255
2 redirect 4/25 udp host 192.168.1.67 host 255.255.255.255
3 deny tcp any any lt 30
4 deny udp any any lt 30
5 permit ip any any
*******  Cisco IOS ACL *********** 
1  deny ip any host 239.255.255.255
2  permit ip any any
*******  MERGE ********** 

Using the new algorithm - 6 entries
Using the old algorithm - 142 entries
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�«  5
******** VACL  ***********
1 redirect 4/25 tcp host 192.168.1.67 host 255.255.255.255
2 redirect 4/25 udp host 192.168.1.67 host 255.255.255.255
3 permit ip any any
*******  Cisco IOS ACL ***********
1  deny ip any host 239.255.255.255
2  permit ip any any
*******  MERGE **********

Using the new algorithm - 4 entries
Using the old algorithm - 4 entries

�è� �à  4 ���‰
ƒ���Ì�w�«�™�Ä�ò

�\�\�p�x�z�è� �à  4 �Ù�”�Ä���‰�–�;�Ì�w�«�™�Ä�ò�t�m�M�o
†�Ì�`�‡�b�{

• �è� �à  4 ���‰�w�–�;�M�O�¢ p.15-25�£

• LOU �w�–�;�¢ p.15-26�£

�è� �à  4 ���‰�w�–�;�M�O

�µ� �¿�½  �Ë�”�Å�¢�£�ž�t�x�z�Í�w�»� �Ó�w���‰� �›�¦���b�”�\�q�U�p�V�‡�b�{

• gt�¢ geater than�•�‘�“�G�V�M�£

• lt�¢ less than�•�‘�“	–�^�M�£

• neq�¢ not equal�•�s�`�X�s�M�£

• eq�¢ equal�•�s�`�M�£

• range�¢ inclusive range�•�A��
c�“�£

1 �m�w ACL �t�¦���b�”���‰�x�z 9 �m�‡�p�t�`�o�X�i�^�M�{�\�w
:�›�Ò�Q�”�q�z	ý�`�M���‰�t�‘�l�o
�è�¹�^�•�”  ACE �U�z
ó
:�w  ACE �t
ü�Â�^�•�”�\�q�U�K�“�‡�b�{  

�¢�«�£ �‰�a VLAN � �ï�»�”�Ñ�£� �µ	Í�t  Cisco IOS ACL �S�‘�|  VACL �w�†�M�›
ƒ���b�”	Ô�ù�‹�z�è� �à
4 ���‰�w
:�x�ù�-�p  9 �Ž�<�t�b�”�\�q�›
*	‘�`�‡�b�{

�è� �à  4 ���‰�›���[�b�”�q�V�x�z�Í�w  2 �m�w�«�™�Ä�ò�t	H�l�o�X�i�^�M�{

1. �è� �à  4 ���‰�x�z���‰� �‡�h�x�¦�Ö�å�ï�Å�U�Ÿ�s�l�o�M�”�q�z�Ÿ�s�”���‰�p�K�”�q�ˆ�s�^�•�‡
�b�{�Í�w  ACL �t�x  4 �m�w�Ÿ�s�”�è� �à  4 ���‰�U���[�^�•�o�M�‡�b�¢ [gt 10] �q  [gt 11] �x  2 �m�w
�Ÿ�s�”�è� �à  4 ���‰�p�b�£ �{

... gt 10 permit

... lt 9 deny

... gt 11 deny

... neq 6 redirect

�¢�«�£ [eq] ���‰� �w�–�;�t
M�v�x�K�“�‡�d�œ�{ [eq] ���‰� �x  Logical Operator Unit�¢ LOU�£�‡�h�x
�è� �à  4 ���‰�Ï�¿�Ä�›�–�;�`�s�M�h�Š�p�b�{ LOU �t�m�M�o�x�z �®LOU �w�–�;�¯ �¢ p.15-26�£�›
�€	°�`�o�X�i�^�M�{
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2. �è� �à  4 ���‰�x�z�‰�a���‰� �q�¦�Ö�å�ï�Å�w
Ê�ˆ�ù�˜�d�p�‹�z
ù	ô�i�Ù�”�Ä�t�&�;�b�”�T�|
Œ
�Ù�”�Ä�t�&�;�b�”�T�t�‘�l�o�Ÿ�s�”���‰�t�s�“�‡�b�{�Í�w  ACL �p�x�z 1 �m�w ACE �t�x
ù	ô�i
�Ù�”�Ä�z�‹�O  1 �m�w ACE �t�x�|
Œ�Ù�”�Ä�U�¦���^�•�o�M�”�w�p�z 2 �m�w�Ÿ�s�”�è� �à  4 ���‰�U
���[�^�•�o�M�”�\�q�t�s�“�‡�b�{

... Src gt 10 ...

... Dst gt 10

�¢�«�£ ACL �w�è� �à  4 �Ù�”�Ä���‰�æ�¹�”�µ�w�–�;	Ý�¯�›�Ð�‚�”�t�x�z show security acl 
resource-usage �¯�Ú�ï�Å�›�–�;�`�‡�b�{  

LOU �w�–�;

LOU �x�z ���‰� �q�¦�Ö�å�ï�Å�w
Ê�ˆ�ù�˜�d�›�-���b�”�è�´�µ�»�p�b�{ �b�‚�o�w  ACL �x  LOU �›�–�;
�`�‡�b�{�7�G  32 �w LOU �U�K�“�‡�b�{�¤  LOU �t�x�z 2 �m�w�Ÿ�s�”���‰�  / �¦�Ö�å�ï�Å�w
Ê�ˆ�ù�˜�d
�›�-���p�V�‡�b�U�z range ���‰� �i�Z�x�«�Ž�p�b�{�è� �à  4 ���‰�x�z�Í�w�‘�O�t  LOU �›�–�;�`�‡�b�{

• gt �x�z 1/2 LOU �›�–�;�`�‡�b�{

• lt �x�z 1/2 LOU �›�–�;�`�‡�b�{

• neq �x�z 1/2 LOU �›�–�;�`�‡�b�{

• range �x�z 1 LOU �›�–�;�`�‡�b�{

• eq �x�z LOU �›�–�;�`�‡�d�œ�{

�h�q�Q�y�z�Í�w  ACL �p�x�z 1 �m�w LOU �t  2 �m�w�Ÿ�s�”���‰� �q�¦�Ö�å�ï�Å�U�-���^�•�‡�b�{

... Src gt 10 ...

... Dst gt 10

�Ž�<�x�z�‘�“	Ä�I�s�«�p�b�{  

ACL1
... (dst port) gt 10 permit
... (dst port) lt 9 deny
... (dst port) gt 11 deny
... (dst port) neq 6 redirect
... (src port) neq 6 redirect
... (dst port) gt 10 deny

ACL2
... (dst port) gt 20 deny
... (src port) lt 9 deny
... (src port) range 11 13 permit
... (dst port) neq 6 redirect

�è� �à  4 ���‰
:�q  LOU �w�–�;
:�x�z�Í�w�q�S�“�p�b�{

• ACL1 �w�è� �à  4 ���‰�•  5

• ACL2 �w�è� �à  4 ���‰�•  4

• LOU�•  4

LOU �x�z�Í�w�‘�O�t�–�;�^�•�o�M�‡�b�{

• LOU 1 �t�z [gt 10] �S�‘�|  [lt 9] �U�-���^�•�‡�b�{

• LOU 2 �t�z [gt 11] �S�‘�|  [neq 6] �U�-���^�•�‡�b�{

• LOU 3 �t�z [gt 20] �U�-���^�•�‡�b�¢
R
ü�x�í�V�£ �{

• LOU 4 �t�z [range 11 13] �U�-���^�•�‡�b�¢ range �x  1 LOU �›�–�;�£ �{
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�É�¿�Ä�ë�”�«�p�w  VACL �w�–�;
�\�\�p�x�z VACL �w�°
`�$�s�–�;�«�t�m�M�o
†�Ì�`�‡�b�{

• 
�
¢�«�é�”�¸�¿�Ä�w
ƒ���¢ p.15-27�£

• �›���w�±�”�Ì  �Ù�”�Ä�•�w�Ò�é�”�Å�©�ß�µ�Ä  �Ä�å�Ñ�Ÿ�¿�«�w�æ�¼� �è�«�Ä�¢ p.15-28�£

• �›���w�±�”�Ì�t�0�b�”  DHCP � �t�w
M�v�¢ p.15-28�£

• ���w  VLAN 	Í�w�±�”�Ì�T�’�w�ž�«�·�µ�‹
q�¢ p.15-29�£

• ARP �Ä�å�Ñ�Ÿ�¿�«�w
M�v�¢ p.15-30�£

• ARP �Ä�å�Ñ�Ÿ�¿�«�w�U�*�¢ p.15-30�£

• �¼� �Æ�Û�¿�«  ARP �U�*�¢ p.15-40�£

• �Ó�å� �Õ�”�Ä  VLAN 	Í�p�w  ACL �w
ƒ���¢ p.15-42�£

• �Ä�å�Ñ�Ÿ�¿�«  �Ñ�é�”�w�©�ß�Ó�½�ß�¢ p.15-43�£


�
¢�«�é�”�¸�¿�Ä�w
ƒ��


�
¢�«�é�”�¸�¿�Ä�w
ƒ���p�x�z Catalyst 6500 �³�æ�”�¶  �µ� �¿�½�t  MSFC�¢�ç�”�»�£�U�e�L�^�•�o�M
�s�M�\�q�U�K�“�‡�b�{�\�w
ƒ���p�x�z�µ� �¿�½�t�‘�“  VACL �S�‘�|  QoS ACL �U�±�Ù�”�Ä�^�•�‡�b�{
�×�µ�Ä  X �S�‘�|�×�µ�Ä  Y �x�Ÿ�s�”  VLAN 	Í�t�K�“�z
�
¢�«�é�”�¸�¿�Ä�w�µ� �¿�½  A �S�‘�|�µ� �¿
�½ C �t
€���`�o�M�”�q�`�‡�b�¢ 
$ 15-4 �›�€	°�£ �{�×�µ�Ä  X �T�’�×�µ�Ä  Y �•�w�Ä�å�Ñ�Ÿ�¿�«�x�z�7
	4�$�t�z MSFC �e�L�µ� �¿�½�t�‘�l�o�ç�”�Â�Ÿ�ï�¬�^�•�‡�b�{�×�µ�Ä  X �T�’�×�µ�Ä  Y �•�w�Ä�å
�Ñ�Ÿ�¿�«�x�z�Ä�å�Ñ�Ÿ�¿�«�w�Ö�±�p�K�”�µ� �¿�½  A �p�ž�«�·�µ
M�š�b�”�\�q�U�p�V�‡�b�{

�×�µ�Ä  X �T�’�×�µ�Ä  Y �•�w  HTTP �Ä�å�Ñ�Ÿ�¿�«�›�µ� �¿�½�ï�¬�`�s�M	Ô�ù�x�z �µ� �¿�½  A �t  VACL
�›
ƒ���`�‡�b�{�\�w	Ô�ù�z�×�µ�Ä  X �T�’�×�µ�Ä  Y �•�w  HTTP �Ä�å�Ñ�Ÿ�¿�«�x�b�‚�o�µ� �¿�½  A �p

��:�^�•�z MSFC �e�L�µ� �¿�½�t�x�Ò�æ�¿�´�ï�¬�^�•�‡�d�œ�{


$ 15-4 
�
¢�«�é�”�¸�¿�Ä�w
ƒ��

MSFC 
Catalyst 6500  

PFC 
 A

PFC 
 C

VACL X  Y 
http 

http 

 X  Y

VLAN 1

VLAN 2

26
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�›���w�±�”�Ì  �Ù�”�Ä�•�w�Ò�é�”�Å�©�ß�µ�Ä  �Ä�å�Ñ�Ÿ�¿�«�w�æ�¼� �è�«�Ä

�°
æ�w�ž�Ó�æ�­�”�³�ã�ï  �Ä�å�Ñ�Ÿ�¿�«�x�z VLAN �º�w�b�‚�o�w�×�µ�Ä�t�x�a�b�”�Ò�é�”�Å�©�ß�µ�Ä
�Í�­�¿�Ä�›�–�;�`�‡�b�{ VACL �t�‘�“�z�\�•�’�w�Ò�é�”�Å�©�ß�µ�Ä  �Í�­�¿�Ä�›�›���w�ž�Ó�æ�­�”
�³�ã�ï  �±�”�Ì�w�Ù�”�Ä�t�æ�¼� �è�«�Ä�p�V�‡�b�{


$ 15-5 �p�x�z�×�µ�Ä  A �T�’�ž�Ó�æ�­�”�³�ã�ï  �Ò�é�”�Å�©�ß�µ�Ä  �Í�­�¿�Ä�U�»�”�®�¿�Ä�w�ž�Ó�æ
�­�”�³�ã�ï  �±�”�Ì  �Ù�”�Ä�t�æ�¼� �è�«�Ä�^�•�z���w�Ù�”�Ä�t�Í�­�¿�Ä�x
ù	ô�^�•�‡�d�œ�{

�Ò�é�”�Å�©�ß�µ�Ä  �Ä�å�Ñ�Ÿ�¿�«�›�›���w�±�”�Ì  �Ù�”�Ä�t�æ�¼� �è�«�Ä�b�”�t�x�z� �É�”�Ò�ç  �Þ�”
�Å�p�Í�w�^�À�›�æ�M�‡�b�¢�0	Å�q�s�”�±�”�Ì  �ž�Ó�æ�­�”�³�ã�ï  �Ù�”�Ä�x�z TCP �Ù�”�Ä  5000 �p�b�£�{

�¢�«�£ �Ä�å�Ñ�Ÿ�¿�«�›�Ù�”�Ä  �¬�ç�”�Ó�t�æ�¼� �è�«�Ä�b�”�\�q�t�‘�l�o�z�Ò�é�”�Å�©�ß�µ�Ä  �Ä�å�Ñ�Ÿ�¿
�«�›�Ú�ç�½�©�ß�µ�Ä�w�|
Œ�t
ù	ô�b�”�\�q�U�p�V�‡�b�¢ 
$ 15-5 �›�€	°�£ �{


$ 15-5 �›���w�±�”�Ì  �Ù�”�Ä�•�w�Ò�é�”�Å�©�ß�µ�Ä  �Ä�å�Ñ�Ÿ�¿�«�w�æ�¼� �è�«�Ä

�›���w�±�”�Ì�t�0�b�”  DHCP � �t�w
M�v

Dynamic Host Configuration Protocol�¢ DHCP�£�A�{�U�Ò�é�”�Å�©�ß�µ�Ä�^�•�”�q�z VLAN �º�w�b�‚�o
�w DHCP �±�”�Ì�t
ù	ô�^�•�”�w�p�z
ó
:�w� �t�U�í�^�•�‡�b�{ VACL �t�‘�l�o�z �›���w  DHCP �±�”
�Ì�T�’�w� �t�i�Z�›	!�Z�”�‘�O�t�`�z���w� �t�›
��:�b�”�\�q�U�p�V�‡�b�{

DHCP � �t�›�›���w�±�”�Ì�t
M�v�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�¢�»�”�®�¿�Ä
�w DHCP �±�”�Ì�w  IP �ž�Å�è�µ�x�z 1.2.3.4 �p�b�£�{ 

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 �Ò�é�”�Å�©�ß�µ�Ä  �Í�­�¿�Ä�›�æ�¼� �è�«�Ä
�`�‡�b�{

set security acl ip SERVER redirect 4/1 tcp any host
255.255.255.255 eq 5000

�µ�Â�¿�Ó 2 ���w�b�‚�o�w�Ä�å�Ñ�Ÿ�¿�«�›�•�D�`�‡�b�{ set security acl ip SERVER permit ip any any

�µ�Â�¿�Ó 3 VACL �›�¯�Û�¿�Ä�`�‡�b�{ commit security acl SERVER

�µ�Â�¿�Ó 4 VACL �›  VLAN 10 �t�Ú�¿�Ð�ï�¬�`�‡�b�{ set security acl map SERVER 10

PFC 
Catalyst 6500   B A

 C

VLAN 10

26
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$ 15-6 �p�x�z DHCP �A�{�t�0�`�o�z�»�”�®�¿�Ä  �±�”�Ì�w  DHCP � �t�i�Z�U�í�^�•�o�M�‡�b�{  


$ 15-6 �›���w�±�”�Ì�w  DHCP � �t�w�æ�¼� �è�«�Ä

���w  VLAN 	Í�w�±�”�Ì�T�’�w�ž�«�·�µ�‹
q

���w  VLAN 	Í�w�±�”�Ì�T�’�w�ž�«�·�µ�›
M�v�b�”�\�q�U�p�V�‡�b�{�h�q�Q�y�z VLAN 10 �w�±�”�Ì
10.1.1.100 �p�z�Í�w�‘�O�s�ž�«�·�µ
M�v�›�b�”
ž�A�U�K�”�q�`�‡�b�¢ 
$ 15-7 �›�€	°�£ �{ 

• VLAN 20 �w�±�Ò�É�¿�Ä  10.1.2.0/24 �w�×�µ�Ä�T�’�w�ž�«�·�µ�›�‹
q�b�”

• VLAN 10 �w�×�µ�Ä  10.1.1.4 �S�‘�|  10.1.1.8 �T�’�w�ž�«�·�µ�›�‹
q�b�”

���w  VLAN 	Í�w�±�”�Ì�T�’�w�ž�«�·�µ�›�‹
q�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 �×�µ�Ä  1.2.3.4 �T�’�w  DHCP � �t�›�•�D�`�‡�b�{ set security acl ip SERVER permit udp host
1.2.3.4 any eq 68

�µ�Â�¿�Ó 2 ���w�×�µ�Ä�T�’�w  DHCP � �t�›�‹
q�`�‡�b�{ set security acl ip SERVER deny udp any any eq
68

�µ�Â�¿�Ó 3 ���w  IP �Ä�å�Ñ�Ÿ�¿�«�›�•�D�`�‡�b�{ set security acl ip SERVER permit any

�µ�Â�¿�Ó 4 VACL �›�¯�Û�¿�Ä�`�‡�b�{ commit security acl SERVER

�µ�Â�¿�Ó 5 VACL �›  VLAN 10 �t�Ú�¿�Ð�ï�¬�`�‡�b�{ set security acl map SERVER 10

PFC 
Catalyst 6500  

 B A

 C

VLAN 10

DHCP 26
96

2

VACL

1.2.3.4

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 �±�Ò�É�¿�Ä 10.1.2.0/24 �w�×�µ�Ä�T�’�w�Ä�å
�Ñ�Ÿ�¿�«�›�‹
q�`�‡�b�{

set security acl ip SERVER deny ip 10.1.2.0 0.0.0.255
host 10.1.1.100

�µ�Â�¿�Ó 2 �×�µ�Ä  10.1.1.4 �T�’�w�Ä�å�Ñ�Ÿ�¿�«�›�‹
q�`
�‡�b�{

set security acl ip SERVER deny ip host 10.1.1.4 host
10.1.1.100

�µ�Â�¿�Ó 3 �×�µ�Ä  10.1.1.8 �T�’�w�Ä�å�Ñ�Ÿ�¿�«�›�‹
q�`
�‡�b�{

set security acl ip SERVER deny ip host 10.1.1.8 host
10.1.1.100

�µ�Â�¿�Ó 4 ���w  IP �Ä�å�Ñ�Ÿ�¿�«�›�•�D�`�‡�b�{ set security acl ip SERVER permit ip any any

�µ�Â�¿�Ó 5 VACL �›�¯�Û�¿�Ä�`�‡�b�{ commit security acl SERVER

�µ�Â�¿�Ó 6 VACL �›  VLAN 10 �t�Ú�¿�Ð�ï�¬�`�‡�b�{ set security acl map SERVER 10
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$ 15-7 ���w  VLAN 	Í�w�±�”�Ì�T�’�w�ž�«�·�µ�‹
q

ARP �Ä�å�Ñ�Ÿ�¿�«�w
M�v

�¢�«�£ �\�w�;�ó�›�–�;�p�V�”�w�x�z PFC2 �e�L�w  Supervisor Engine 2�z PFC3A/PFC3B/PFC3BXL �e�L�w
Supervisor Engine 720�z�S�‘�|  PFC3B/PFC3BXL �e�L�w  Supervisor Engine 32 �i�Z�p�b�{

ARP �Ä�å�Ñ�Ÿ�¿�«�x�z�Ã�Ñ�¥�ç�Ä�p�x�¤  VLAN 	Í�p�•�D�^�•�‡�b�{ set security acl ip acl_name deny
arp �¯�Ú�ï�Å�›�–�;�`�o�z VLAN �o�•�p  ARP �Ä�å�Ñ�Ÿ�¿�«�›�‹
q�b�”�\�q�U�p�V�‡�b�{�\�w�¯�Ú�ï
�Å�›�Ö�—�b�”�q�z ACL �›�Ú�¿�Ð�ï�¬�`�h  VLAN 	Í�p  ARP �Ä�å�Ñ�Ÿ�¿�«�U�‹
q�^�•�‡�b�{ ARP �Ä�å
�Ñ�Ÿ�¿�«�›�‹
q�`�h  VLAN 	Í�p�z ARP �Ä�å�Ñ�Ÿ�¿�«�›�6�|�•�D�b�”�t�x�z set security acl ip acl_name
permit arp �¯�Ú�ï�Å�›�Ö�—�`�‡�b�{

ARP �Ä�å�Ñ�Ÿ�¿�«�w�U�*

�¢�«�£ �\�w�;�ó�›�–�;�p�V�”�w�x�z PFC2 �e�L�w  Supervisor Engine 2�z PFC3A/PFC3B/PFC3BXL �e�L�w
Supervisor Engine 720�z�S�‘�|  PFC3B/PFC3BXL �e�L�w  Supervisor Engine 32 �i�Z�p�b�{

�\�\�p�x�z ARP �Ä�å�Ñ�Ÿ�¿�«�U�*�;�ó�t�m�M�o
†�Ì�`�‡�b�{

• �“�A�¢ p.15-30�£

• �î
÷�¢ p.15-31�£

• ARP �Ä�å�Ñ�Ÿ�¿�«�U�*
ƒ���Ì�w�«�™�Ä�ò�¢ p.15-31�£

• ARP �Ä�å�Ñ�Ÿ�¿�«�U�*�w
ƒ��	�	q�¢ p.15-33�£

�“�A

ARP �x�Ý	Â�Ý�§�Ç�¶�Ü�›
‹�Q�o�M�s�M���›�Ó�é�Ä�¯�ç�s�w�p�z ARP �A�{�S�‘�|� �t�U
Y�`�M�T�r
�O�T�›�¬�Ý�b�”�M�O�U�K�“�‡�d�œ�{�Ý	Â�Ý�§�Ç�¶�Ü�U�s�Z�•�y�z�q�™�w�K�”�â�”�² / �×�µ�Ä�t�‘�l
�o�è� �à  2 �É�¿�Ä�ë�”�«�‡�h�x�Ò�æ�¿�´  �Å�Ý� �ï�t�K�”�‰�a  VLAN 	Í�w���w�×�µ�Ä�w  ARP �Â�”�Ò
�ç�U
��u�^�•�”�D�ó
Q�U�K�“�‡�b�{

PFC 
Catalyst 6500  

VLAN 20VLAN 10

VLAN 10

VLAN 10
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�h�q�Q�y�z�â�”�² / �×�µ�Ä  A�¢�q�™�w�K�”�â�”�²�£�U�z�Ã�Ñ�¥�ç�Ä  �ç�”�»�w  IP �ž�Å�è�µ�q�×�µ�Ä
A �w MAC �ž�Å�è�µ�p�z
‡
ù	ô
e�{  ARP � �t�¢
Æ
ž�A�s  ARP �Í�­�¿�Ä�£�›�±�Ò�É�¿�Ä	Í�w���w�×
�µ�Ä�t
ù	ô�b�”�\�q�U�K�“�‡�b�{	H�R�w  OS�¢�¦�Ö�è�”�Â�Ÿ�ï�¬  �³�µ�Â�Ü�£�p�x�z�Ã�Ñ�¥�ç�Ä  �ç�”
�»�w�µ�»�Â�Ÿ�¿�«  ARP �¤�ï�Ä�æ�U�×�µ�Ä�t�b�p�t�K�”	Ô�ù�p�‹�z�×�µ�Ä  A �T�’�w	ý�h�t�ž�Å�Ì�»
� �¶�^�•�h�Ì� �ï�Ã�Ÿ�ï�¬�U�¶	6�^�•�‡�b�{�×�µ�Ä  A �U IP �8
ù�›� �É�”�Ò�ç�t�`�z �®�µ�Ó�”�Ñ�Ÿ�ï
�¬�^�•�h� �̄×�µ�Ä�q�ç�”�»���p�b�‚�o�w�Í�­�¿�Ä�›�•�“	��“�b�”	Ô�ù�z �¢�h�q�Q�y  dsniff �Ó�é�¬�å�Ü
�›�–�;�`�h�£ man-in-the-middle �È�8�›�î�æ�p�V�‡�b�{�\�w�µ�Ó�”�Ñ�Ÿ�ï�¬�^�•�h�×�µ�Ä�p�x�z�f�w
�Ä�å�Ñ�Ÿ�¿�«�w�b�‚�o�t�µ�Ç�Ñ�•�U�æ�˜�•�o�M�”�\�q�›�Ý�Ý�`�‡�d�œ�{

ARP �Ä�å�Ñ�Ÿ�¿�«�U�*�t�‘�l�o�z�·�©�á�æ�Â�Ÿ  ACL�¢ VACL�£�Ñ�è�”�Ü�ë�”�«�º�t	q	‚�‘�����w�°
�È�w�ç�”�ç�›
ƒ���`�o  ARP �Â�”�Ò�ç�•�w�È�8�›�w�­�p�V�‡�b�{

�î
÷

VLAN 	Í�w  VACL �t  ARP �Ä�å�Ñ�Ÿ�¿�«�U�*�w�é�.�$�s�ç�”�ç�U���O�b�”	Ô�ù�x�z �b�‚�o�w  ARP �Í
�­�¿�Ä�x  VACL �w ACE �›�p�`�o� �ï�Ã�¿�«�µ�t�‘�”�¦���p  CPU �t
ù�’�•�‡�b�{�Í�­�¿�Ä�x�z ARP
�Ä�å�Ñ�Ÿ�¿�«�U�*�»�µ�«�t�‘�l�o�¦���^�•�h�ç�”�ç�•�w�&�ù�U�U�*�^�•�‡�b�{�&�ù�Í�­�¿�Ä�x�8
ù
�^�•�‡�b�U�z
‡�&�ù�Í�­�¿�Ä�x
��:�^�•�o�é�¬�U	��’�•�‡�b�¢�é�ª�ï�¬�U� �É�”�Ò�ç�w	Ô�ù�£ �{

ARP �Ä�å�Ñ�Ÿ�¿�«�U�*�w�ç�”�ç�x�z�Í�w�«�t�Ô�b�‘�O�t�¦���^�•�h  IP �ž�Å�è�µ�t�0�`�o  ARP �Ì� 
�ï�Ã�Ÿ�ï�¬�›�¦���`�‡�b�{

permit arp-inspection host 10.0.0.1 00-00-00-01-00-02
permit arp-inspection host 20.0.0.1 00-00-00-02-00-03
deny arp-inspection host 10.0.0.1 any
deny arp-inspection host 20.0.0.1 any
permit arp-inspection any any

	Í�G�w�°�È�w�ç�”�ç�t�‘�l�o�z 00-00-00-01-00-02 �i�Z�U  IP �ž�Å�è�µ  10.0.0.1 �w MAC �ž�Å�è�µ�q�`
�o�ž�Å�Ì�»� �¶�^�•�‡�b�{�‰�7�t�z MAC �ž�Å�è�µ  00-00-00-02-00-03 �x  IP �ž�Å�è�µ  20.0.0.1 �t�Ì� 
�ï�Å�^�•�‡�b�{ 10.0.0.1 �S�‘�|  20.0.0.1 �w�f�w���w  MAC �ž�Å�è�µ�›�ž�Å�Ì�»� �¶�b�”  ARP �Í�­�¿
�Ä�x
��:�^�•�‡�b�¢ 3 �æ�Š�S�‘�|  4 �æ�Š�w deny �ˆ�^�t�‘�l�o�a
R�£ �{�’�“�w  ARP �Í�­�¿�Ä�x�è�a�U
�•�D�^�•�‡�b�¢ 5 �æ�Š�w permit �ˆ�^�t�‘�l�o�a
R�£ �{ 

ARP �Ä�å�Ñ�Ÿ�¿�«�U�*
ƒ���Ì�w�«�™�Ä�ò

�\�\�p�x�z ARP �Ä�å�Ñ�Ÿ�¿�«�U�*
ƒ���Ì�w�«�™�Ä�ò�t�m�M�o
†�Ì�`�‡�b�{

• ARP �Ä�å�Ñ�Ÿ�¿�«�U�*�ß�›  VACL �w
Œ�„�t
¯�Ô�`�‡�b�{

• VACL �t
ƒ���p�V�”  ARP �Ä�å�Ñ�Ÿ�¿�«�U�*�ß�w
:�w	Í�v�x  32 �p�b�{

• ARP �Ä�å�Ñ�Ÿ�¿�«�U�*�ß�›���œ�i  ACL �w�7�G���È
:�x  29 ���È�p�b�{

• ARP �Ä�å�Ñ�Ÿ�¿�«�U�*  ACE �x�z IP ACE �t�s�”�‘�O�t�!�Ë�p�V�‡�d�œ�{�f�w�o�‹�‰�7�p�b�{

• ARP �Ä�å�Ñ�Ÿ�¿�«�U�*  ACE �x�z IP ACE �w
²�t
à�Ö�p�V�‡�d�œ�{�f�w�o�‹�‰�7�p�b�{

• �‰�a VACL �p
Z�;  deny/permit �µ�Â�”�Ä�Ý�ï�Ä�›  ARP �Ä�å�Ñ�Ÿ�¿�«�U�*�ß�q�°	y�t�–�;�`�s�M
�p�X�i�^�M�{
Z�;  deny/permit �µ�Â�”�Ä�Ý�ï�Ä�x�z set security acl ip acl_name {deny | permit}  arp
�¯�Ú�ï�Å�›�–�;�`�o� �ï�µ�Ä�”�ç�`�‡�b�{  

• MSFC �U�×�µ�Ä�w�®�”�Ä�¢�£� �p�K�”	Ô�ù�x�z MSFC IP/MAC �w�Ì� �ï�Ã�Ÿ�ï�¬�›�–�;�D�ó�t
�b�”
ž�A�U�K�“�‡�b�{ ARP �Ä�å�Ñ�Ÿ�¿�«�U�*�›�î�æ�b�”	Ô�ù�x�z�®�”�Ä�¢�£�   IP/MAC �Ì� �ï
�Ã�Ÿ�ï�¬�›�–�;�D�ó�t�b�”�\�q�›
*	‘�`�‡�b�{

• ARP �Ä�å�Ñ�Ÿ�¿�«�U�*�x�z VACL �w�7���w�é�ª�ï�¬�;�ó�›�–�;�`�‡�b�{�Í�­�¿�Ä�U  ARP �Ä�å
�Ñ�Ÿ�¿�«�U�*�ç�”�ç�›�&�h�K�q�z�A�L�U  [permit] �w	Ô�ù�z�Í�­�¿�Ä�x�|
Œ  MAC �ž�Å�è�µ�¢�‡
�h�x�Ò�é�”�Å�©�ß�µ�Ä  �ž�Å�è�µ�£�t�8
ù�^�•�‡�b�{�A�L�U  [deny] �w	Ô�ù�x�z�Í�­�¿�Ä�x
��:�^
�•�z VACL �é�ª�ï�¬  �Ó�é�·�µ�t
ù	ô�^�•�‡�b�¢�é�ª�ï�¬�U� �É�”�Ò�ç�w	Ô�ù�£ �{ 
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VACL �é�ª�ï�¬�x
ù	ô�i  MAC �ž�Å�è�µ�S�‘�|  ARP �Ô�¿�¼�”�w�Ñ�Ÿ�”�ç�Å�›�–�;�`�o�z�é�ª�ï
�¬  �Ñ�é�”�›���[�`�‡�b�{�–�;�b�”�Ñ�Ÿ�”�ç�Å�x�z
ù	ô�i  IP �ž�Å�è�µ�z
ù	ô�i  MAC �ž�Å�è�µ�z
�S�‘�|  ARP ���‰�¯�”�Å�¢�A�{�z� �t�£�p�b�{  

set security acl log maxflow max_flows �¯�Ú�ï�Å�›�Ö�—�b�”�q�z�é�¬�A�ˆ�Ñ�é�”�w
:�›
M�v�p�V
�‡�b�{�h�i�`�z set security acl log ratelimit max_rate �¯�Ú�ï�Å�x  ARP �Ä�å�Ñ�Ÿ�¿�«�U�*�é�¬�A
�ˆ�Ñ�é�”�t�&�;�^�•�‡�d�œ�{

• RARP �Í�­�¿�Ä�x�×�µ�Ä	Í�w  ARP �¤�ï�Ä�æ�w�¶	6�t�–�;�^�•�c�z ARP �›
��u�b�”�‘�O�s�•�›
�t�…�b�\�q�x�K�“�‡�d�œ�{ PFC2 �S�‘�|  PFC3A/PFC3B/PFC3BXL �p�x�z ARP �S�‘�|  RARP �Í
�­�¿�Ä�w�à���U�æ�˜�•�‡�d�œ�{ CPU �•�w  ARP �Í�­�¿�Ä�w�æ�¼� �è�«�Ä�t�–�;�^�•�”  ACE �‹�z
RARP �Í�­�¿�Ä�›�æ�¼� �è�«�Ä�`�‡�b�{�¬�é�”�Ì�ç  �è�”�Ä
M�v�q�x�z�A�ù  ARP �S�‘�|  RARP
�Í�­�¿�Ä�t�0�b�”�è�”�Ä
M�v�w�\�q�p�b�{ ARP �Ä�å�Ñ�Ÿ�¿�«�U�*�ç�”�ç�x  RARP �Í�­�¿�Ä�t�x
�&�;�^�•�s�M�w�p�z RARP �Í�­�¿�Ä�x�f�w�‡�‡�8
ù�^�•�‡�b�{
Z�;  ARP deny �µ�Â�”�Ä�Ý�ï�Ä
�‹  RARP � Í � ­ �¿�Ä�› � ‹ 
q � ` �‡ �b�{�8
ù�^ �• � ”  RARP � Í � ­ �¿�Ä�w
: �x�z show security acl
arp-inspection statistics �¯�Ú�ï�Å�›�î�æ�b�”�q
¯�Ô�p�V�‡�b�{

• ARP �Ä�å�Ñ�Ÿ�¿�«�U�*�ß�›
P�O  VACL �›���g  VLAN �¢ sc0/sc1 � �ï�»�”�Ñ�£� �µ�£�t�Ú�¿�Ð�ï
�¬�b�”�\�q�x�z�±�Ù�”�Ä�^�•�o�M�‡�d�œ�{  

• �Ù�”�Ä�U  EtherChannel �t
Ê�ˆ���‡�•�o�M�h�q�`�o�‹�z
��:�S�‘�|�³�ß�¿�Ä�¼�¢�ï  �µ�è�¿�³�á
�×�”�ç�Å�x�Ù�”�Ä�Õ�”�µ�w�‡�‡�p�b�{�µ�è�¿�³�á�×�”�ç�Å�x�z EtherChannel �w��
R�t
ž�A�s �°
�• �w�Ï
R�A
É�p�x�K�“�‡�d�œ�¢ PAgP �x �°�•�`�h  EtherChannel �æ�ï�«�›�›���b�”�q�z�f�w�Ù�”
�Ä�›  EtherChannel �t�‡�q�Š�‡�b�£ �{

• �Ë�”�Å�¢�£�ž�t�‘�”  ARP �Í�­�¿�Ä�w�Ý�Ý�M�O�U�j�¼�p�z
ù	ô�i�ž�Å�è�µ�U  0.0.0.0�z�|
Œ�ž�Å�è
�µ�U  0.0.0.0 �w IP �Í�­�¿�Ä�z �S�‘�|  IP �Ó�é�Ä�¯�ç  ICMP �‹  ARP �Ä�å�Ñ�Ÿ�¿�«�U�*�»�µ�«�t�æ�¼
� �è�«�Ä�^�•�‡�b�{�\�•�’�w�Í�­�¿�Ä�x�Á�®�s�Í�­�¿�Ä�s�w�p
��:�^�•�‡�b�{�\�w�‘�O�s�Í
�­�¿�Ä�w�§�¢�ï�Ä�x�z show security acl arp-inspection statistics �¯�Ú�ï�Å�w�°
æ�q�`�o
¯�Ô�^�•
�‡�b�{

• ARP �Ä�å�Ñ�Ÿ�¿�«�U�*�»�µ�«�t�‘�l�o
��:�^�•�h�b�‚�o�w�Í�­�¿�Ä�t�m�M�o  Syslog �Ý�¿�·�”
�´�U
\
R�^�•�”�q�z�¯�ï�¹�”�ç�x�Ý�¿�·�”�´�p�M�l�z�M�t�s�“�‡�b�{�\�w�‘�O�s	Ý�¯�›
†�Z�”
�h�Š�z 1 
ü�p�h�“�w�•�0  Syslog �Ý�¿�·�”�´�›  40 �t
M�v�`�‡�b�{

• �Í�t�z�°
`�$�s
ƒ���¤�å�”�›�s
†�b�”�«�›�Ô�`�‡�b�{�Ž�<�x�°
`�$�s  ARP �Ä�å�Ñ�Ÿ�¿�«�U�*
ACL �p�b�{

------------------------------
set security acl ip my_arp
---------------------------------------------------
arp permit
1. permit arp-inspection host 10.6.62.86 00-b0-c2-3b-db-fd
2. deny arp-inspection host 10.6.62.86 any
3. permit arp-inspection any any
---------------------------

�\�w  ACL �t�‘�l�o�z MAC �ž�Å�è�µ  00-b0-c2-3b-db-fd �i�Z�U  IP �ž�Å�è�µ  10.6.62.86 �w MAC �ž
�Å�è�µ�q�`�o�ž�Å�Ì�»� �¶�^�•�‡�b�{�\�w  ACL �x�z IP ACL �t�‰�ç�w  ip deny any any �U�K�”�w
�p�z �b�‚�o�w  IP �Í�­�¿�Ä�›�‹
q�`�‡�b�{

�b�‚�o�w  IP �Ä�å�Ñ�Ÿ�¿�«�›�è�a�^�d�”�t�x�z�Í�w�‘�O�t  ACL �w�¤
Œ�t�Ì�Ô�$�s  permit ip any
any �U�s�Z�•�y�s�“�‡�d�œ�{

--------------------
set security acl ip my_arp
---------------------------------------------------
arp permit
1. permit arp-inspection host 10.6.62.86 00-b0-c2-3b-db-fd
2. deny arp-inspection host 10.6.62.86 any
3. permit arp-inspection any any
4. permit ip any any
----------------------
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• �Í�t�z ARP �Ä�å�Ñ�Ÿ�¿�«�U�*�›�–�;�`�h�°
`�$�s
ƒ���«�›�Ô�`�‡�b�{�Í�w  ACL �›�–�;�`�o�¦
���^�•�h  2 �m�w IP �ž�Å�è�µ�›�-�¢�`�z�¦���^�•�h�‹�w�Ž�Ž�w  MAC �ž�Å�è�µ�p�w  ARP �Ä�å
�Ñ�Ÿ�¿�«�U�*�›�î�æ�`�‡�d�œ�{

set security acl ip ACL_VLAN951 permit arp-inspection host 132.216.251.129 
00-d0-b7-11-13-14
set security acl ip ACL_VLAN951 deny arp-inspection host 132.216.251.129 any log
set security acl ip ACL_VLAN951 permit arp-inspection host 132.216.251.250 
00-d0-00-ea-43-fc
set security acl ip ACL_VLAN951 deny arp-inspection host 132.216.251.250 any log
set security acl ip ACL_VLAN951 permit arp-inspection any any 
set security acl ip ACL_VLAN951 permit ip any any

ARP �Ä�å�Ñ�Ÿ�¿�«�U�*�w
ƒ��	�	q

�\�\�p�x�z ARP �Ä�å�Ñ�Ÿ�¿�«�U�*�w
ƒ��	�	q�t�m�M�o
†�Ì�`�‡�b�{

ARP �Ä�å�Ñ�Ÿ�¿�«�U�*�w
ƒ��

• �›���w  IP �ž�Å�è�µ�q  MAC �ž�Å�è�µ�w�Ì� �ï�Ã�Ÿ�ï�¬�›�ž�Å�Ì�»� �¶�b�”  ARP �Í�­�¿�Ä�w�•
�D�‡�h�x�‹
q�¢ p.15-33�£

• �›���w  IP �ž�Å�è�µ�w�Ì� �ï�Ã�Ÿ�ï�¬�›�ž�Å�Ì�»� �¶�b�”  ARP �w�•�D�‡�h�x�‹
q�¢ p.15-34�£

• �b�‚�o�w  ARP �Í�­�¿�Ä�w�•�D�‡�h�x�‹
q�¢ p.15-34�£

• �›���É�¿�Ä�ë�”�«	Í�w  IP �ž�Å�è�µ�w�Ì� �ï�Ã�Ÿ�ï�¬�›�ž�Å�Ì�»� �¶�b�”  ARP �Í�­�¿�Ä�w�•�D
�‡�h�x�‹
q�¢ p.15-35�£

• MAC �ž�Å�è�µ�U�°�•�`�s�M�Í�­�¿�Ä�w
��:�¢ p.15-35�£

• MAC �‡�h�x  IP �ž�Å�è�µ�U�Á�®�s�Í�­�¿�Ä�w
��:�¢ p.15-36�£

• ARP �Ä�å�Ñ�Ÿ�¿�«�U�*�w�-	Ø�C�w
¯�Ô�¢ p.15-36�£

• ARP �Ä�å�Ñ�Ÿ�¿�«�U�*�w�-	Ø�C�w	«�ˆ�¢ p.15-37�£

ARP �Ä�å�Ñ�Ÿ�¿�«�U�*�w�è�”�Ä
M�v�w
ƒ��

• �¬�é�”�Ì�ç  �Õ�”�µ�w�è�”�Ä
M�v�w
ƒ���¢ p.15-37�£

• �Ù�”�Ä�o�•�Õ�”�µ�w�è�”�Ä
M�v�w
ƒ���¢ p.15-38�£

• ARP �Ä�å�Ñ�Ÿ�¿�«�U�*�w�h�Š�w  errdisable-timeout �¦�Ó�³�ã�ï�w
ƒ���¢ p.15-39�£

ARP �Ä�å�Ñ�Ÿ�¿�«�U�*�w�é�ª�ï�¬�w
ƒ��

• ARP �Ä�å�Ñ�Ÿ�¿�«�U�*�w�é�ª�ï�¬�w
ƒ���¢ p.15-39�£

�›���w  IP �ž�Å�è�µ�q  MAC �ž�Å�è�µ�w�Ì� �ï�Ã�Ÿ�ï�¬�›�ž�Å�Ì�»� �¶�b�”  ARP �Í�­�¿�Ä�w�•�D�‡�h�x�‹
q

�›���w  IP �ž�Å�è�µ�q  MAC �ž�Å�è�µ�w�Ì� �ï�Ã�Ÿ�ï�¬�›�ž�Å�Ì�»� �¶�b�”  ARP �Í�­�¿�Ä�›�•�D�‡
�h�x�‹
q�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 �›���w  IP �ž�Å�è�µ�q  MAC �ž�Å�è�µ�w�Ì� �ï
�Ã�Ÿ�ï�¬�›�ž�Å�Ì�»� �¶�b�”  ARP �Í�­�¿�Ä�›
�•�D�‡�h�x�‹
q�`�‡�b�{

set security acl ip acl_name { permit | deny} 
arp-inspection host ip_address mac_address

�µ�Â�¿�Ó 2 VACL �›�¯�Û�¿�Ä�`�‡�b�{ commit security acl { acl_name | all | adjacency}
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�Í�t�z IP �ž�Å�è�µ  172.20.52.54 �q  MAC �ž�Å�è�µ  00-01-64-61-39-c2 �w�Ì� �ï�Ã�Ÿ�ï�¬�›�ž�Å�Ì�»� 
�¶�b�”  ARP �Í�­�¿�Ä�›�•�D�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set security acl ip ACL1 permit arp-inspection host 172.20.52.54 
00-01-64-61-39-c2
Operation successful.
Console> (enable) commit security acl ACL1
Console> (enable) ACL commit in progress.

ACL 'ACL1' successfully committed. 

�›���w  IP �ž�Å�è�µ�w�Ì� �ï�Ã�Ÿ�ï�¬�›�ž�Å�Ì�»� �¶�b�”  ARP �w�•�D�‡�h�x�‹
q

�¦���`�h  IP �ž�Å�è�µ�w�Ì� �ï�Ã�Ÿ�ï�¬�›�ž�Å�Ì�»� �¶�b�”  ARP �Í�­�¿�Ä�›�•�D�‡�h�x�‹
q�b�”�t
�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z IP �ž�Å�è�µ  172.20.52.19 �w�Ì� �ï�Ã�Ÿ�ï�¬�›�ž�Å�Ì�»� �¶�b�”  ARP �Í�­�¿�Ä�›�•�D�b�”�«�›
�Ô�`�‡�b�{

Console> (enable) set security acl ip ACL2 permit arp-inspection host 172.20.52.19 any
Operation successful.
Console> (enable) commit security acl ACL2
Console> (enable) ACL commit in progress.

ACL 'ACL2' successfully committed. 

�b�‚�o�w  ARP �Í�­�¿�Ä�w�•�D�‡�h�x�‹
q

�b�‚�o�w  ARP �Í�­�¿�Ä�›�•�D�‡�h�x�‹
q�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z�b�‚�o�w  ARP �Í�­�¿�Ä�›�•�D�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set security acl ip ACL3 permit arp-inspection any any
Operation successful. 
Console> (enable) commit security acl ACL3
Console> (enable) ACL commit in progress.

ACL 'ACL3' successfully committed. 

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 �¦���`�h  IP �ž�Å�è�µ�w�Ì� �ï�Ã�Ÿ�ï�¬�›�ž�Å
�Ì�»� �¶�b�”  ARP �Í�­�¿�Ä�›�•�D�‡�h�x�‹
q
�`�‡�b�{

set security acl ip acl_name {permit  | deny} 
arp-inspection host ip_address any

�µ�Â�¿�Ó 2 VACL �›�¯�Û�¿�Ä�`�‡�b�{ commit security acl { acl_name | all | adjacency}

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 �b�‚�o�w  ARP �Í�­�¿�Ä�›�•�D�‡�h�x�‹
q�`�‡
�b�{

set security acl ip acl_name {permit  | deny} 
arp-inspection any any

�µ�Â�¿�Ó 2 VACL �›�¯�Û�¿�Ä�`�‡�b�{ commit security acl { acl_name | all | adjacency}
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�›���É�¿�Ä�ë�”�«	Í�w  IP �ž�Å�è�µ�w�Ì� �ï�Ã�Ÿ�ï�¬�›�ž�Å�Ì�»� �¶�b�”  ARP �Í�­�¿�Ä�w�•�D�‡�h�x�‹
q

�›���É�¿�Ä�ë�”�«	Í�w  IP �ž�Å�è�µ�w�Ì� �ï�Ã�Ÿ�ï�¬�›�ž�Å�Ì�»� �¶�b�”  ARP �Í�­�¿�Ä�›�•�D�‡�h
�x�‹
q�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{  

�¢�«�£ ip_mask �x�o�Ú�µ�«�p�b�{ [0] �Ï�¿�Ä�x�®�°�•�¯�›�™�¯�`�z [1] �Ï�¿�Ä�x�®�Á�¹�¯�›�™�¯�`�‡�b�{�h
�q�Q�y�z 10.3.5.6 �q  0.0.0.255 �x  10.3.5/24 �t
ì�p�`�‡�b�{

�Í�t�z�±�Ò�É�¿�Ä  10.3.5.0/24 	Í�w  IP �ž�Å�è�µ�w�Ì� �ï�Ã�Ÿ�ï�¬�›�ž�Å�Ì�»� �¶�b�”  ARP �Í�­�¿�Ä
�›�•�D�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set security acl ip ACL4 permit arp-inspection 10.3.5.6 0.0.0.255 
any
Operation successful. 
Console> (enable) commit security acl ACL4
Console> (enable) ACL commit in progress.

ACL 'ACL4' successfully committed. 

MAC �ž�Å�è�µ�U�°�•�`�s�M�Í�­�¿�Ä�w
��:

�¢� �”�±�É�¿�Ä  �Ô�¿�¼�”�w�£
ù	ô�i� �”�±�É�¿�Ä  MAC �ž�Å�è�µ�U  ARP �Ô�¿�¼�”�w
ù	ô�i  MAC �ž
�Å�è�µ�q�Ÿ�s�”�Í�­�¿�Ä�›
��:�b�”�t�x�z � �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{ drop �©�”�ë�”
�Å�›�¦���`�s�M�q�z�Í�­�¿�Ä�x
��:�^�•�‡�d�œ�U�z Syslog �Ý�¿�·�”�´�U
¯�Ô�^�•�‡�b�{ VACL �é�ª
�ï�¬�;�ó�t�Í�­�¿�Ä�›
ù	ô�b�”�t�x�z log �©�”�ë�”�Å�›�–�;�`�‡�b�{

�Î�ï�Ä �è	×�z match-mac �ß�›�–�;�`�o  ARP �µ�Ó�”�Ñ�Ÿ�ï�¬�›�w�­�`�o�‹�z �¤  VLAN �w�›��  ARP �U�*  ACL
�›�^
R�b�”
ž�A�x�s�X�s�“�‡�d�œ�{ match-mac �ß�x�z�‘�“
š�Å�^�•�h  ARP �Â�”�Ò�ç�È�8�›	!�Z�‡
�d�œ�{�G
æ
ü�w ARP �µ�Ó�”�Ñ�•�x�z � �”�±�É�¿�Ä  �Ô�¿�¼�”�w
ù	ô�i  MAC �ž�Å�è�µ�›�!�Ë�`�o  ARP
�Ö� �é�”�Å�w�ž�Å�è�µ�›�°�•�^�d�‡�b�{

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 �› � � �É�¿�Ä�ë�” �«	 Í �w  IP �ž �Å�è�µ�w� Ì �   � ï
�Ã�Ÿ�ï�¬�›�ž�Å�Ì�»� �¶�b�”  ARP �Í�­�¿�Ä�›
�•�D�‡�h�x�‹
q�`�‡�b�{

set security acl ip acl_name {permit  | deny} 
arp-inspection ip_address ip_mask any

�µ�Â�¿�Ó 2 VACL �›�¯�Û�¿�Ä�`�‡�b�{ commit security acl { acl_name | all | adjacency}

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 MAC �ž�Å�è�µ�w�°�•�`�s�M�Í�­�¿�Ä�›�Ý���‡
�h�x
��:�`�‡�b�{

set security acl arp-inspection match-mac 
{ enable [drop [log]]  | disable}

�µ�Â�¿�Ó 2 VACL �›�¯�Û�¿�Ä�`�‡�b�{ commit security acl { acl_name | all | adjacency}

�µ�Â�¿�Ó 3 
ƒ���›
¯�Ô�`�‡�b�{ show security acl arp-inspection config
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�Í�t�z
ù	ô�i� �”�±�É�¿�Ä  MAC �ž�Å�è�µ�U  ARP �Ô�¿�¼�”�w
ù	ô�i  MAC �ž�Å�è�µ�q�Ÿ�s�”�Í�­�¿
�Ä�›
��:�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set security acl arp-inspection match-mac enable drop
ARP Inspection match-mac feature enabled with drop option.
Console> (enable) 

Console> (enable) show security acl arp-inspection config
Match-mac feature is enabled with drop option.
Console> (enable) 

MAC �‡�h�x  IP �ž�Å�è�µ�U�Á�®�s�Í�­�¿�Ä�w
��:

�Í�w  MAC �ž�Å�è�µ�x�Á�®�p�b�{

• 00-00-00-00-00-00

• �Ú�ç�½�©�ß�µ�Ä  MAC �ž�Å�è�µ�¢ 48 
j�Š�w�Ï�¿�Ä�›
ƒ���£

• ff-ff-ff-ff-ff-ff �¢�\�•�x�›	��s�­�”�µ�w�Ú�ç�½�©�ß�µ�Ä  MAC �ž�Å�è�µ�p�b�£

�Í�w  IP �ž�Å�è�µ�x�Á�®�p�b�{

• 0.0.0.0

• 255.255.255.255

• �«�å�µ  D�¢�Ú�ç�½�©�ß�µ�Ä�£ IP �ž�Å�è�µ

MAC �‡�h�x  IP �ž�Å�è�µ�U�Á�®�s�Í�­�¿�Ä�›
��:�b�”�t�x�z � �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡
�b�¢ drop �©�”�ë�”�Å�›�¦���`�s�M�q�z�Í�­�¿�Ä�x
��:�^�•�‡�d�œ�U�z Syslog �Ý�¿�·�”�´�U
¯�Ô�^�•
�‡�b�£�{

�Í�t�z MAC �‡�h�x  IP �ž�Å�è�µ�U�Á�®�s�Í�­�¿�Ä�›
��:�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set security acl arp-inspection address-validation enable drop
ARP Inspection address-validation feature enabled with drop option.
Console> (enable) 

Console> (enable) show security acl arp-inspection config
Address-validation feature is enabled with drop option.
Console> (enable) 

ARP �Ä�å�Ñ�Ÿ�¿�«�U�*�w�-	Ø�C�w
¯�Ô

ARP �Ä�å�Ñ�Ÿ�¿�«�U�*�»�µ�«�t�‘�l�o�•�D�S�‘�|�‹
q�^�•�h�Í�­�¿�Ä�w
:�›
¯�Ô�b�”�t�x�z �â�”�²
�Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 MAC �‡�h�x  IP �ž�Å�è�µ�U�Á�®�s�Í�­�¿�Ä�›

��:�`�‡�b�{

set security acl arp-inspection address-validation
{ enable [drop [log]]  | disable}

�µ�Â�¿�Ó 2 VACL �›�¯�Û�¿�Ä�`�‡�b�{ commit security acl { acl_name | all | adjacency}

�µ�Â�¿�Ó 3 
ƒ���›
¯�Ô�`�‡�b�{ show security acl arp-inspection config

�^�À �¯�Ú�ï�Å

ARP �Ä�å�Ñ�Ÿ�¿�«�U�*�»�µ�«�t�‘�l�o�•�D�S�‘
�|�‹
q�^�•�h�Í�­�¿�Ä�w
:�›
¯�Ô�`�‡�b�{

show security acl arp-inspection statistics 
[acl_name]
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�¢�«�£ show security acl �¯�Ú�ï�Å�›�Ö�—�b�”�q�z�›���w  ARP �Ä�å�Ñ�Ÿ�¿�«�U�*
ƒ��	Ø�C�›
¯�Ô�`�‡�b�{

�Í�t�z ARP �Ä�å�Ñ�Ÿ�¿�«�U�*�»�µ�«�t�‘�l�o�•�D�S�‘�|�‹
q�^�•�h�Í�­�¿�Ä�w
:�›
¯�Ô�b�”�«�›�Ô
�`�‡�b�{

Console> (enable) show security acl arp-inspection statistics
ARP Inspection statistics
Packets forwarded = 0
Packets dropped = 0
RARP packets (forwarded) = 0
Packets for which Match-mac failed = 0
Packets for which Address Validation failed = 0
IP packets dropped = 0
Console> (enable) 

ARP �Ä�å�Ñ�Ÿ�¿�«�U�*�w�-	Ø�C�w	«�ˆ

ARP �Ä�å�Ñ�Ÿ�¿�«�U�*�w�-	Ø�C�›	«�ˆ�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�¦�Ó�³�ã�ï�w�¾
:�s�`�p�¯�Ú�ï�Å�›�Ö�—�b�”�q�z�b�‚�o�w  ACL �p  ARP �Ä�å�Ñ�Ÿ�¿�«�U�*�¬�é�”�Ì
�ç�w�-	Ø�C�§�¢�ï�»�S�‘�|  ARP �Ä�å�Ñ�Ÿ�¿�«�U�*�w�-	Ø�C�§�¢�ï�»�U	«�ˆ�^�•�‡�b�{�¦�Ó�³�ã�ï
�w�¾
:  acl_name �›�¦���b�”�q�z�›��  ACL �w ARP �Ä�å�Ñ�Ÿ�¿�«�U�*�w�-	Ø�C�i�Z�U	«�ˆ�^�•�‡�b�{

�¢�«�£ clear security acl �¯�Ú�ï�Å�›�Ö�—�b�”�q�z ARP �Ä�å�Ñ�Ÿ�¿�«�U�*�w
ƒ���‹�U	«�ˆ�^�•�‡�b�{

�¬�é�”�Ì�ç  �Õ�”�µ�w�è�”�Ä
M�v�w
ƒ��

�¬�é�”�Ì�ç�t�µ�”�Í�Ì� �²  �¤�ï�´�ï  CPU �t
ù	ô�^�•�”  ARP �Ä�å�Ñ�Ÿ�¿�«�U�*�Í�­�¿�Ä�w
:�t�0�`
�o�è�”�Ä
M�v�›�î�æ�p�V�‡�b�{�Ã�Ñ�¥�ç�Ä�p�x�z ARP �Ä�å�Ñ�Ÿ�¿�«�U�*�w�Ä�å�Ñ�Ÿ�¿�«�x  500 �Í
�­�¿�Ä / 
µ�t�è�”�Ä
M�v�^�•�‡�b�{�7	–�‹�x  1 �Í�­�¿�Ä / 
µ�z�7�G�‹�x  1000 �Í�­�¿�Ä / 
µ�p�b�{
Supervisor Engine 720 �w	Ô�ù�z�Ë�”�Å�¢�£�ž�t�‘�“�>�Š�’�•�”�7	–�‹�x  10 �Í�­�¿�Ä / 
µ�p�b�¢ 1 �™ 9
�w�‹�x  10 �t
ƒ���^�•�‡�b�£ �{�è�”�Ä
M�v�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z�‹�›  0 �t
ƒ���`�‡�b�{

�¢�«�£ �è�”�Ä
M�v�x�z
ó
:�w�;�ó�p�ž���^�•�‡�b�{�è�”�Ä
M�v�›�ž���b�”�;�ó�›
¯�Ô�b�”�t�x�z show
security acl feature ratelimit �¯�Ú�ï�Å�›�Ö�—�`�‡�b�{  

�¬�é�”�Ì�ç  �Õ�”�µ�p�µ�”�Í�Ì� �²  �¤�ï�´�ï  CPU �t
ù	ô�^�•�”  ARP �Ä�å�Ñ�Ÿ�¿�«�U�*�Í�­�¿�Ä�w

:�t�0�`�o�è�”�Ä
M�v�›�æ�O�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�^�À �¯�Ú�ï�Å

ARP �Ä�å�Ñ�Ÿ�¿�«�U�*�w�-	Ø�C�›	«�ˆ�`�‡�b�{ clear security acl arp-inspection statistics 
[acl_name]
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�Í�t�z CPU �t
ù	ô�^�•�”  ARP �Ä�å�Ñ�Ÿ�¿�«�U�*�Í�­�¿�Ä�w
:�›  1000 �t�è�”�Ä
M�v�b�”�«�›�Ô�`�‡
�b�{

Console> (enable) set security acl feature ratelimit 1000
Dot1x DHCP and ARP Inspection global rate limit set to 1000 pps.
Console> (enable) 

Console> (enable) show security acl feature ratelimit
Rate limit value in packets per second = 1000
Protocols set for rate limiting = Dot1x DHCP, ARP Inspection 
Console> (enable) 

Console> (enable) show rate-limit  
Configured Rate Limiter Settings:

Rate Limiter Type    Status  Rate (pps)     Burst 
-------------------- ------  -------------- ----- 
VACL LOG             On      2500           1     
ARP INSPECTION       On      1000           1     
FIB RECEIVE          Off     *              *     
FIB GLEAN            Off     *              *     
L3 SEC FEATURES      Off     *              *     

Console> (enable) 

�Ù�”�Ä�o�•�Õ�”�µ�w�è�”�Ä
M�v�w
ƒ��

�Ù�”�Ä�o�•�p�µ�”�Í�Ì� �²  �¤�ï�´�ï  CPU �t
ù	ô�^�•�”  ARP �Ä�å�Ñ�Ÿ�¿�«�U�*�Í�­�¿�Ä�w
:�t�0�`
�o�è�”�Ä
M�v�›�î�æ�p�V�‡�b�{�è�”�Ä�U  drop-threshold �›�Ò�Q�”	Ô�ù�z�Ò�a�Í�­�¿�Ä�x
��:�^�•�‡
�b�¢�^�’�t  shutdown-threshold 
M�v�t�0�`�o�§�¢�ï�Ä�^�•�‡�b�£ �{�è�”�Ä�U  shutdown-threshold �›
�Ò�Q�”	Ô�ù�x�z mod/port �t�‘�l�o�¦���^�•�h�Ù�”�Ä�x�³�ß�¿�Ä�¼�¢�ï�^�•�‡�b�{�Ã�Ñ�¥�ç�Ä�p�x�z
�†�M�w�µ�è�¿�³�á�×�”�ç�Å�‹�U  0 �p�b�¢�Ù�”�Ä�o�•�w�è�”�Ä
M�v�x�&�;�^�•�‡�d�œ�£ �{ �†�M�w�µ�è�¿
�³�á�×�”�ç�Å�w�7�G�‹�x  1000 �Í�­�¿�Ä / 
µ�¢ pps�£�p�b�{

�Ù�”�Ä�o�•�p�µ�”�Í�Ì� �²  �¤�ï�´�ï  CPU �t
ù	ô�^�•�”  ARP �Ä�å�Ñ�Ÿ�¿�«�U�*�Í�­�¿�Ä�w
:�t�0�`
�o�è�”�Ä
M�v�›�æ�O�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 �¬�é�”�Ì�ç  �Õ�”�µ�p�µ�”�Í�Ì� �²  �¤�ï�´�ï  CPU �t

ù	ô�^�•�”  ARP �Ä�å�Ñ�Ÿ�¿�«�U�*�Í�­�¿�Ä�w
:�t
�0�`�o�è�”�Ä
M�v�›�æ�M�‡�b�{

set security acl feature ratelimit rate

�µ�Â�¿�Ó 2 �¬�é�”�Ì�ç  �è�”�Ä
M�v�‹�›
¯�Ô�`�‡�b�{ show security acl feature ratelimit

�µ�Â�¿�Ó 3 �µ� �¿�½  �Ó�é�·�¿�±�S�‘�|  Route Processor�¢ RP;�ç�”
�Ä �Ó�é�·�¿�±�£�p
ƒ���^�•�h�z�b�‚�o�w�è�”�Ä  �æ
�Û�¿�»
ƒ���›
¯�Ô�`�‡�b�{

show rate-limit

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 �Ù�”�Ä�o�•�p�µ�”�Í�Ì� �²  �¤�ï�´�ï  CPU
�t
ù	ô�^�•�”  ARP �Ä�å�Ñ�Ÿ�¿�«�U�*�Í
�­�¿�Ä�w
:�t�0�`�o�è�”�Ä
M�v�›�æ�M�‡
�b�{

set port arp-inspection mod/port drop-threshold 
packets_per_second shutdown-threshold 
packets_per_second

set port arp-inspection mod/port drop-threshold 
packets_per_second

set port arp-inspection mod/port shutdown-threshold 
packets_per_second
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�Í�t�z �Ù�”�Ä�o�•�p�µ�”�Í�Ì� �²  �¤�ï�´�ï  CPU �t
ù	ô�^�•�”  ARP �Ä�å�Ñ�Ÿ�¿�«�U�*�Í�­�¿�Ä�w
:
�›�è�”�Ä
M�v�b�”�«�›�Ô�`�‡�b�{�Ù�”�Ä  3/1 �t�0�`�o
��:�µ�è�¿�³�á�×�”�ç�Å�›  700�z�³�ß�¿�Ä�¼
�¢�ï  �µ�è�¿�³�á�×�”�ç�Å�›  800 �t
ƒ���`�‡�b�{

Console> (enable) set port arp-inspection 3/1 drop-threshold 700 shutdown-threshold 
800
Drop Threshold=700, Shutdown Threshold=800 set on port 3/1.
Console> (enable) 

Console> (enable) show port arp-inspection 3/1
Port                      Drop Threshold Shutdown Threshold
------------------------  -------------- ------------------
 3/1  700  800
Console> (enable) 

ARP �Ä�å�Ñ�Ÿ�¿�«�U�*�w�h�Š�w  errdisable-timeout �¦�Ó�³�ã�ï�w
ƒ��

set errdisable-timeout {enable | disable} arp-inspection �¯�Ú�ï�Å�›�–�;�`�o�z ARP �Ä�å�Ñ�Ÿ�¿�«�U�*
�w�h�Š�t  errdisable-timeout �¦�Ó�³�ã�ï�›
ƒ���p�V�‡�b�{ errdisable-timeout �¦�Ó�³�ã�ï�w	Ä�I�t�m�M
�o�x�z �®�Ù�”�Ä�w  errdisable �µ�Â�”�Ä�t�S�Z�”�»� �Ü�ž�¢�Ä
ƒ���¯ �¢ p.4-13�£ �›�€	°�`�o�X�i�^�M�{

ARP �Ä�å�Ñ�Ÿ�¿�«�U�*�w�é�ª�ï�¬�w
ƒ��

�é�ª�ï�¬  �¦�Ó�³�ã�ï�›
ƒ���`�o
��:�^�•�”  ARP �Ä�å�Ñ�Ÿ�¿�«�U�*�Í�­�¿�Ä�w�é�¬�›	��”�t�x�z� 
�É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

VACL �é�ª�ï�¬  �¦�Ó�³�ã�ï�w	Ä�I�t�m�M�o�x�z �®VACL �é�ª�ï�¬�w
ƒ���¯ �¢ p.15-60�£�›�€	°�`�o�X�i
�^�M�{�\�\�p�x�z set security acl log maxflow max_number �¯�Ú�ï�Å�t�‘�”�é�¬  �Ñ�é�”�w
:�w
M�v�t
�m�M�o�‹
†�Ì�`�‡�b�{

�é�ª�ï�¬�^�•�h  ARP �Ä�å�Ñ�Ÿ�¿�«�U�*�Í�­�¿�Ä�›
¯�Ô�b�”�t�x�z�â�”�²  �Þ�”�Å�p�Í�w�^�À�›�æ�M
�‡�b�{

�¦�Ó�³�ã�ï�w  host ip address �›�¦���b�”�q�z�¦���`�h�×�µ�Ä�w  IP �ž�Å�è�µ�w�Ì� �ï�Ã�Ÿ�ï�¬�›�ž�Å
�Ì�»� �¶�b�”  ARP �Í�­�¿�Ä�i�Z�U
¯�Ô�^�•�‡�b�{�¦�Ó�³�ã�ï�w  vlan vlan �›�¦���`�h	Ô�ù�x�z�U�g
�U�¦���`�h  VLAN �t�v���^�•�‡�b�{

�µ�Â�¿�Ó 2 
� � :�S� ‘ � | � ³ �ß�¿�Ä�¼�¢�ï  �µ�è�¿�³�á
�×�”�ç�Å�›
¯�Ô�`�‡�b�{

show port arp-inspection {[ mod/port] | [mod]}

�^�À �¯�Ú�ï�Å

�^�À �¯�Ú�ï�Å


��:�^�•�”  ARP �Ä�å�Ñ�Ÿ�¿�«�U�*�Í�­�¿�Ä�w
�é�¬�›	��“�‡�b�{

set security acl ip acl_name deny arp-inspection 
{ host ip_address { any | mac_address}  | ip_address 
ip_mask any | any any}  [log]

�^�À �¯�Ú�ï�Å

�é�ª�ï�¬�^�•�h  ARP �Ä�å�Ñ�Ÿ�¿�«�U�*�Í�­�¿
�Ä�›
¯�Ô�`�‡�b�{

show security acl log flow arp [host ip_address
[vlan vlan]]
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�¼� �Æ�Û�¿�«  ARP �U�*

�¢�«�£ Dynamic ARP Inspection�¢ DAI �£�›�–�;�p�V�”�w�x�z PFC2 �e�L�w  Supervisor Engine 2�z
PFC3A/PFC3B/PFC3BXL �e�L�w  Supervisor Engine 720�z�S�‘�|  PFC3B/PFC3BXL �e�L�w  Supervisor 
Engine 32 �w�ˆ�p�b�{

�\�\�p�x�z DAI �t�m�M�o
†�Ì�`�‡�b�{

• �“�A�¢ p.15-40�£

• �¼� �Æ�Û�¿�«  ARP �U�*�w
ƒ��	�	q�¢ p.15-42�£

�“�A

DAI �p�x�z �Ì� �ï�Ã�Ÿ�ï�¬�w�ž�Å�Ì�»� �¶�›�&�;�b�”�w�t  DHCP �µ�È�”�Ð�ï�¬�p�^
R�^�•�h�Ì� �ï
�Ã�Ÿ�ï�¬	Ø�C�›�–�;�`�o�z [man-in-the-middle] �È�8�›�w�W�‡�b�{�\�•�’�w�È�8�p�x�z�È�8	��U�è	ô
�Ã�”�»�›�E�æ	!	ô�`�z�f�•�›
¬�R�$�t�!�Ë�`�o�è	ô�ž�¹�³�¤�”�³�ã�ï�º�w  1 �m�‡�h�x
ó
:�w�¤�ï�Ä
�æ�t�s�“�b�‡�`�‡�b�{ DAI �p�x�z ARP �Í�­�¿�Ä�w  MAC �ž�Å�è�µ�S�‘�|  IP �ž�Å�è�µ�U�z�‰�°  VLAN
�º�t�K�”�7���w  DHCP �µ�È�”�Ð�ï�¬  �Ì� �ï�Ã�Ÿ�ï�¬�q�°�•�b�”�\�q�›�¬�Ý�b�”�\�q�p�z�·�©�á�æ
�Â�Ÿ�;�w�›���è� �à�›  ARP �U�*�t�å�C�`�‡�b�{ DHCP �Ì� �ï�Ã�Ÿ�ï�¬�U���O�b�”�\�q�›�¬�Ý�b�”
�å�C�w�½�£�¿�«�›	†�M�o�z ARP �U�*�w�,�Š�$�s�;�ó�q�Í�­�¿�Ä  �Ñ�é�”�x�!�˜�“�‡�d�œ �¢�æ�g�Ñ�é�”
�½�ß�”�Ä�t�m�M�o�x 
$ 15-8 �›�€	°�`�o�X�i�^�M�£ �{ 

�¢�«�£ untrusted�¢	ô�T
Q�U�s�M�£�Ù�”�Ä�T�’
ù	ô�^�•�”  ARP �Í�­�¿�Ä�w�ˆ�U�U�*�^�•�‡�b�{ trusted�¢	ô�T

Q�w�K�”�£�Ù�”�Ä�T�’	!	ô�`�h  ARP �Í�­�¿�Ä�x�z�U�*�s�`�t�8
ù�^�•�‡�b�¢�\�w�Ó�é�·�µ�x�z�µ
�»�Â�Ÿ�¿�«�S�‘�|�¼� �Æ�Û�¿�«  ARP �U�*�w�†�M�t�&�;�^�•�‡ �b�£�{�Ã�Ñ�¥�ç�Ä�p�z�³�µ�Â�Ü�x
MAFC �Ù�”�Ä�›  ARP �U�*  trusted �Ù�”�Ä�q�`�o
ƒ���`�‡�b�{

�·�©�á�æ�Â�Ÿ  ACL �›�^
R�b�”	Ô�ù�z
i�$�t
ƒ���^�•�h  ARP �U�*�F���x  DHCP �Ì� �ï�Ã�Ÿ�ï�¬�w
DAI �½�£�¿�«�‘�“�‹�Ó�å� �¦�æ�Â�Ÿ�U�ô�M�w�p�z�«�™�U
ž�A�p�b�{
C
\�`�h�\�q�t�0�b�”�½�£�¿�«
�U�p�V�s�X�s�”�w�p�z permit arp-inspection any any �ß�›�·�©�á�æ�Â�Ÿ  ACL �t
��”�`�s�M�p�X�i�^
�M�{

DAI �›  VLAN �o�•�p� �É�”�Ò�ç�‡�h�x�Ã�Ÿ�·�”�Ò�ç�t
ƒ���p�V�‡�b�{ DAI �Ù�”�Ä�›  untrusted �q
ƒ
���b�”	Ô�ù�z�f�w  DAI �Ù�”�Ä�›  DHCP �µ�È�”�Ð�ï�¬  untrusted �Ù�”�Ä�q�`�o�‹
ƒ���b�”
ž�A�U�K�“
�‡�b�{ DAI �U� �É�”�Ò�ç�t�s�l�o�M�”�b�‚�o�w  VLAN �p�z DHCP �µ�È�”�Ð�ï�¬�›� �É�”�Ò�ç�t�b�”

ž�A�U�K�“�‡�b�{�¦�Ó�³�ã�ï�p�z DAI �p�‹
q�^�•�h  ARP �Í�­�¿�Ä�t�0�b�”�é�ª�ï�¬�›� �É�”�Ò�ç
�t�p�V�‡�b�{  

�¢�«�£ �b�‚�o�w�¢�‡�h�x�„�q�œ�r�w�£ IP �ž�Å�è�µ�w�Â�“�p�o�U  DHCP �›�–�;�`�o�î�æ�^�•�o�M�”  VLAN
�p� �É�”�Ò�ç�t�`�h	Ô�ù�t�z DAI �U�‹�l�q�‹�‘�X�;�ó�`�‡�b�{
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$ 15-8 �¼� �Æ�Û�¿�«  ARP �U�*�w�Ñ�é�”  �½�ß�”�Ä

�«�™ ���g  VLAN sc0 �S�‘�|  sc1 �p  DAI �›� �É�”�Ò�ç�t�p�V�‡�d�œ�{

�µ�»�Â�Ÿ�¿�«  IP �ž�Å�è�µ�Â�“�p�o�U  VLAN �t�K�”	Ô�ù�z ���È�Ù�”�Ä�›  ARP �U�*�w  trusted �Ù�”�Ä�t

ƒ���b�”�T�z�‡�h�x�µ�»�Â�Ÿ�¿�«  ARP �U�*�p�\�•�’�w  MAC �ž�Å�è�µ�S�‘�|  IP �ž�Å�è�µ�›�•�D�b
�”�‘�O�t
ƒ���b�”
ž�A�U�K�“�‡�b�{

ARP 
NMP 

ARP 
trusted 

MAC  MAC 
 MAC 

ARP 
ACE  VLAN 

ACL 

ARP 
ACE 

DAI 
VLAN 

 
IP 

MAC 
VLAN 

DHCP  

ACE 

11
33

09
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�¼� �Æ�Û�¿�«  ARP �U�*�w
ƒ��	�	q

�¢�«�£ DAI �z DHCP �µ�È�”�Ð�ï�¬�z�S�‘�|  IP 
ù	ô�i�¨�”�Å�›�–�;�b�”	Ô�ù�z�Ë�   �ž�Õ� �å�Ï�æ�Â�Ÿ�›� 
�É�”�Ò�ç�t�b�”�\�q�›
*	‘�`�‡�b�{ �Ë�   �ž�Õ� �å�Ï�æ�Â�Ÿ�U� �É�”�Ò�ç�p�s�M	Ô�ù�z �µ� �¿�½�¦�”
�Ì�”�™�t�\�•�’�w�;�ó�U�ˆ�^�b�”�‘�O�t�«�å� �ž�ï�Ä�x  IP �ž�Å�è�µ�›�Ë	ý�b�”
ž�A�U�K�“�‡�b�{
DHCP �µ�È�”�Ð�ï�¬�S�‘�|  IP 
ù	ô�i�¨�”�Å�w
ƒ���w	Ä�I�t�m�M�o�x�z �H 32 	·�® DHCP �µ�È�”�Ð�ï
�¬�S�‘�|  IP �¹�”�µ  �¨�”�Å�w
ƒ���¯ �›�€	°�`�o�X�i�^�M�{

DAI �›
ƒ���b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z VLAN 100 �p  DAI �›� �É�”�Ò�ç�t�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set security acl arp-inspection dynamic enable 100
Dynamic ARP Inspection is enabled for vlan(s) 100.
Console> (enable) set port arp-inspection 2/2 trust enable
Port(s)  2/2 state set to trusted for ARP Inspection.
Console> (enable) set security acl arp-inspection dynamic log enable
Dynamic ARP Inspection logging enabled.
Console> show security acl arp-inspection config
Match-mac feature is disabled.
Address-validation feature is disabled.
Dynamic ARP Inspection is disabled on vlan(s) 1,1006-1013.
Dynamic ARP Inspection is enabled on vlan(s) 100.
Logging for Dynamic ARP Inspection rules is enabled.
Console>

�Ó�å� �Õ�”�Ä  VLAN 	Í�p�w  ACL �w
ƒ��

�Ó�å� �Õ�”�Ä  VLAN �t�‘�“�z�Ó�å� �Ú�æ  VLAN �›�±�Ò  VLAN�¢�·�§�ï�¼�æ  VLAN�£�t
ü�Â�`�z�¯
�Û�á�Ç�Â�Ÿ  VLAN �‡�h�x� �q  VLAN �q�`�o
ƒ���p�V�‡�b�{ Release 6.1(1) �‘�“
²�w�¹�Ñ�Ä�¢�£�ž  �æ
�æ�”�µ�p�x�z ACL �›
ƒ���p�V�”�w�x�Ó�å� �Ú�æ  VLAN 	Í�i�Z�s�w�p�z ACL �x�b�‚�o�w�·�§�ï�¼�æ
VLAN �t�&�;�^�•�‡�b�{ Release 6.1(1) �Ž�ñ�w�¹�Ñ�Ä�¢�£�ž  �æ�æ�”�µ�p�x�z ACL �w�&�;�x�Í�w�‘�O
�t�s�“�‡�b�{

• VACL �›�z�·�§�ï�¼�æ  VLAN �‡�h�x�Ó�å� �Ú�æ  VLAN �t�Ú�¿�Ð�ï�¬�p�V�‡�b�{

• �Ó�å� �Ú�æ  VLAN �t�Ú�¿�Ð�ï�¬�`�h  Cisco IOS ACL �U�z���È
Ç�Z�’�•�h�·�§�ï�¼�æ  VLAN �t
�Ú�¿�Ð�ï�¬�^�•�‡�b�{

• Cisco IOS ACL �›�z�·�§�ï�¼�æ  VLAN �t�Ú�¿�Ð�ï�¬�b�”�\�q�x�p�V�‡�d�œ�{

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 VLAN �p  DAI �›� �É�”�Ò�ç�t�`�‡�b�{ set security acl arp-inspection dynamic { enable | 
disable} { vlanlist}

�µ�Â�¿�Ó 2 ARP �Í�­�¿�Ä�w�U�*�›� �É�”�Ò�ç�‡�h�x�Ã�Ÿ
�·�”�Ò�ç�t�`�‡�b�{

set port arp-inspection portlist trust  { enable | 
disable}

�µ�Â�¿�Ó 3 DAI �U�‹
q�`�h�Í�­�¿�Ä�w�é�ª�ï�¬�›� �É�”�Ò
�ç�t�`�‡�b�{

�¢�«�£ �µ�»�Â�Ÿ�¿�«  ARP �F���‹
q�w�é�ª�ï�¬
�x�z�¾�V���V�F���¢ ACE�£ CPG �p
M�š
�^�•�‡�b�{

set security acl arp-inspection dynamic log 
{ enable | disable}

�µ�Â�¿�Ó 4 DAI �S�‘�|  DAI �é�ª�ï�¬
ƒ���›�¬�Ý�`�‡�b�{ show security acl arp-inspection config
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• �¼� �Æ�Û�¿�«  ACE �›�z�Ó�å� �Õ�”�Ä  VLAN �t�Ú�¿�Ð�ï�¬�b�”�\�q�x�p�V�‡�d�œ�{

• QoS ACL �›�z�·�§�ï�¼�æ  VLAN �‡�h�x�Ó�å� �Ú�æ  VLAN �t�Ú�¿�Ð�ï�¬�p�V�‡�b�{

VACL �›�Ó�å� �Ú�æ  VLAN �t�Ú�¿�Ð�ï�¬�`�h	Ô�ù�z �ç�”�»�T�’�×�µ�Ä�•�w�Ä�å�Ñ�Ÿ�¿�«�U�Ñ�Ÿ�ç�»
�æ�ï�¬�^�•�‡�b�{�‡�h�z�·�§�ï�¼�æ  VLAN �t�Ú�¿�Ð�ï�¬�`�h	Ô�ù�x�z�×�µ�Ä�T�’�ç�”�»�•�w�Ä�å
�Ñ�Ÿ�¿�«�U�Ñ�Ÿ�ç�»�æ�ï�¬�^�•�‡�b�{

�¢�«�£ Release 6.2(1) �Ž�ñ�w�¹�Ñ�Ä�¢�£�ž  �æ�æ�”�µ�p�x�z MSFC ���ù�Ù�”�Ä�›�è�l�o�Ä�å�Ñ�Ÿ�¿�«�U�Ó�å� 
�Õ�”�Ä  VLAN �w�¥�„�›�ý�Q�”�q�V�z
Ò�M�²�¯�Û�á�Ç�Â�Ÿ  VLAN �›�–�;�`�o�Ó�å� �Ú�æ  VLAN �T�’
�·�§�ï�¼�æ  VLAN �•�w�o�Ú�¿�Ð�ï�¬�›�î�æ�p�V�‡�b�{
C	ô�q�£	ô�w�†�M�w�Ä�å�Ñ�Ÿ�¿�«�x�z VLAN
�Õ�”�µ�w  VACL �›�¯�Û�á�Ç�Â�Ÿ�¢�‡�h�x�•�l�£�o�•�p�†�M�²�t�&�;�p�V�”�‰�°�w  VLAN �p�;
ù�p
�V�‡�b�{

�¢�«�£ �Ó�å� �Õ�”�Ä  VLAN �w	Ä�I�t�m�M�o�x�z �®�µ� �¿�½	Í�p�w�Ó�å� �Õ�”�Ä  VLAN �w
ƒ���¯ �¢ p.11-22�£
�›�€	°�`�o�X�i�^�M�{

�Ä�å�Ñ�Ÿ�¿�«  �Ñ�é�”�w�©�ß�Ó�½�ß


ƒ���w	Ä�I�t�m�M�o�x�z �®�›���Ù�”�Ä	Í�p�w�Ä�å�Ñ�Ÿ�¿�«  �Ñ�é�”�w�©�ß�Ó�½�ß�¯ �¢ p.15-58�£�›�€	°�`
�o�X�i�^�M�{
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�±�Ù�”�Ä�^�•�s�M�;�ó

�¢�«�£ Supervisor Engine 720�¢ PFC3A/PFC3B/PFC3BXL�£�S�‘�|  Supervisor Engine 32�¢ PFC3B/PFC3BXL�£�p
�x�z IPX �ç�”�Â�Ÿ�ï�¬�x�¹�Ñ�Ä�¢�£�ž�t�‘�“�æ�˜�•�z IPX Cisco IOS ACL �S�‘�|  IPX VACL �x�±�Ù�”
�Ä�^�•�‡�d�œ�{ MAC VACL �›�–�;�`�o  IPX �Í�­�¿�Ä�›�°�•�^�d�”�\�q�U�p�V�‡�b�{ IPX ARPA �Ñ
�è�”�Ü�›�°�•�^�d�”�h�Š�z ipx-arpa �©�”�ë�”�Å�›�Ö�—�p�V�‡�b�{ IPX 
‡  ARPA �Ñ�è�”�Ü�S�‘�|
Ethertype 0xffff �w�Ñ�è�”�Ü�p�°�•�^�d�”�t�x�z 0xffff Ethertype �›�–�;�`�‡�b�{ MAC VACL �w
ƒ���t
�m�M�o�x�z�®non-IP version 4/non-IPX VACL�¢ MAC VACL �£�w�^
R�S�‘�|  ACE �w�å�C�¯�¢ p.15-53�£�›
�€	°�`�o�X�i�^�M�{

�\�\�p�x�z Catalyst 6500 �³�æ�”�¶  �µ� �¿�½�U�±�Ù�”�Ä�`�o�M�s�M�z�‡�h�x�±�Ù�”�Ä�U
M�v�^�•�o�M
�”  ACL ���È�;�ó�t�m�M�o
†�Ì�`�‡�b�{

• non-IP version 4/non-IPX Cisco IOS ACL �•  �Í�w�»� �Ó�w  Cisco IOS �·�©�á�æ�Â�Ÿ  ACL �x�z�µ� �¿
�½�w�Ë�”�Å�¢�£�ž�p�î�æ�b�”�\�q�x�p�V�‡�d�œ�{�f�w�h�Š�z MSFC �U ACL �›�¹�Ñ�Ä�¢�£�ž�p	r
�g�b�”�\�q�t�s�“�z�³�µ�Â�Ü�w�Í�Ñ�¥�”�Ú�ï�µ�› �¶�`�X �ÿ�<�^�d�‡�b�{

�µ �Ò�æ�¿�´  �¬�ç�”�Ó  ACL

�µ IP �ž�§�¢�ï�Â�Ÿ�ï�¬

� µ � £	 ô/ 
C	ô�w�è�”�Ä
M�v

�µ 
ù	ô�i�Ê�”�Å
j�ø�›�¦���`�h
ª	j  IPX

�µ 
ù	ô�i�Ê�”�Å
j�ø�‡�h�x�¹�­�¿�Ä
j�ø�›�¦���`�h  IPX �¦�Á�ž�«�·�µ  �æ�µ�Ä�x�z �Ë�”�Å�¢�£
�ž�p�x�î�æ�p�V�‡�d�œ�{

� µ 
 ª	 j XNS �ž�«�·�µ  �æ�µ�Ä

� µ � ¦� Á XNS �ž�«�·�µ  �æ�µ�Ä

�µ DECnet �ž�«�·�µ  �æ�µ�Ä

� µ � ¦� Á MAC �ž�Å�è�µ  �ž�«�·�µ  �æ�µ�Ä

�µ �Ó�é�Ä�¯�ç  �»� �Ó�¯�”�Å  �ž�«�·�µ  �æ�µ�Ä

• �Ô�¿�¼�”�Õ�U  5 �°�¬�w  IP �Í�­�¿�Ä�x�z�ž�«�·�µ
M�š�^�•�‡�d�œ�{

• full flow IPX VACL �w
‡�±�Ù�”�Ä  �•  IPX VACL �x�z
ù	ô�i / �|
Œ�É�¿�Ä�ë�”�«
j�ø�z�Í�­�¿�Ä
�»� �Ó�z�|
Œ�Ê�”�Å
j�ø�i�Z�›�¦���`�h�Ñ�é�”�›�0	Å�t�`�o�M�‡�b�{ IPX �Ñ�é�”�w�¦���p�x�z

ù	ô�i�Ê�”�Å
j�ø�S�‘�|�¹�­�¿�Ä
j�ø�x�±�Ù�”�Ä�^�•�‡�d�œ�{
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VACL �w
ƒ��
�\�\�p�x�z VACL �w
ƒ���M�O�t�m�M�o
†�Ì�`�‡�b�{
ƒ���w�^�À�›�æ�O
²�t�z �®VACL 
ƒ���Ì�w�«�™
�Ä�ò�¯ �¢ p.15-45�£ �›�€	°�`�o�X�i�^�M�{

�\�\�p�x�z VACL 
ƒ���Ì�w�«�™�Ä�ò�q�A�ÿ�t�m�M�o
†�Ì�`�‡�b�{

• VACL 
ƒ���Ì�w�«�™�Ä�ò�¢ p.15-45�£

• VACL 
ƒ���w�A�ÿ�¢ p.15-46�£

• CLI �T�’�w  VACL �w
ƒ���¢ p.15-47�£

VACL 
ƒ���Ì�w�«�™�Ä�ò

�\�\�p�x�z VACL 
ƒ���Ì�w�«�™�Ä�ò�t�m�M�o
†�Ì�`�‡�b�{

�«�™ ACL �w�!�Ë�x�b�‚�o�z�$	B�Ì�¿�Ñ�•�t�°�Ì�$�t�-���^�•�‡�b�{�b�‚�o�w  ACE �›  NVRAM�¢
Æ�4
C

Q RAM�£�t�¯�Û�¿�Ä�b�”�t�x�z commit �¯�Ú�ï�Å�›�Ö�—�b�”
ž�A�U�K�“�‡�b�{ ACE �›�¦���d�c�t
�¯�Û�¿�Ä�`�h  ACL �x�z�_	†�^�•�‡�b�{ ACE �›�‡�q�Š�o�Ö�—�`�z commit �¯�Ú�ï�Å�›�–�;�`�o�b�‚
�o�w�!�Ë�›  NVRAM �t�-���b�”�\�q�›
*	‘�`�‡�b�{

�¢�«�£ Cisco IOS ACL �q  VACL �x�z NVRAM �p�x�s�X�Ñ�å�¿�³�á  �Ý�Þ�æ�T�’
ƒ���p�V�‡�b�{	Ä�I�t�m�M�o
�x�z�®VACL �S�‘�|  QoS ACL �w
ƒ���S�‘�|�Ñ�å�¿�³�á  �Ý�Þ�æ�•�w�-���¯ �¢ p.15-67�£ �›�€	°�`�o�X�i
�^�M�{

�¢�«�£ Supervisor Engine 720�¢ PFC3A/PFC3B/PFC3BXL�£�S�‘�|  Supervisor Engine 32�¢ PFC3B/PFC3BXL�£�p
�x�z IPX �ç�”�Â�Ÿ�ï�¬�x�¹�Ñ�Ä�¢�£�ž�t�‘�“�æ�˜�•�z IPX Cisco IOS ACL �S�‘�|  IPX VACL �x�±�Ù�”
�Ä�^�•�‡�d�œ�{ MAC VACL �›�–�;�`�o  IPX �Í�­�¿�Ä�›�°�•�^�d�”�\�q�U�p�V�‡�b�{ IPX ARPA �Ñ
�è�”�Ü�›�°�•�^�d�”�h�Š�z ipx-arpa �©�”�ë�”�Å�›�Ö�—�p�V�‡�b�{ IPX 
‡  ARPA �Ñ�è�”�Ü�S�‘�|
Ethertype 0xffff �w�Ñ�è�”�Ü�p�°�•�^�d�”�t�x�z 0xffff Ethertype �›�–�;�`�‡�b�{ MAC VACL �w
ƒ���t
�m�M�o�x�z�®non-IP version 4/non-IPX VACL�¢ MAC VACL �£�w�^
R�S�‘�|  ACE �w�å�C�¯�¢ p.15-53�£�›
�€	°�`�o�X�i�^�M�{

• �®�‰�° VLAN � �ï�»�”�Ñ�£� �µ	Í�t  Cisco IOS ACL �S�‘�|  VACL �›
ƒ���b�”	Ô�ù�w�«�™�Ä�ò�¯
�¢ p.15-18�£ �›�€	°�`�o�X�i�^�M�{

• 
ƒ���«�t�m�M�o�x�z �®�É�¿�Ä�ë�”�«�p�w  VACL �w�–�;�¯ �¢ p.15-27�£ �›�€	°�`�o�X�i�^�M�{

• �®�±�Ù�”�Ä�^�•�s�M�;�ó�¯ �¢ p.15-44�£ �›�€	°�`�o�X�i�^�M�{

• �®ACL �Ú�”�´  �ž�ç�°�æ�¶�Ü�w�¦���¯ �¢ p.15-47�£ �›�€	°�`�o�X�i�^�M�{

• VLAN �t�Ú�¿�Ð�ï�¬�b�”�t�x�z�‡�c  VACL �›�¯�Û�¿�Ä�b�”
ž�A�U�K�“�‡�b�{�Ã�Ñ�¥�ç�Ä�w
VACL �x�K�“�‡�d�œ�{�‡�h�z VACL/VLAN �w�Ã�Ñ�¥�ç�Ä  �Ú�¿�Ð�ï�¬�‹�K�“�‡�d�œ�{

• �ç�”�Â�¿�Å  VLAN � �ï�»�”�Ñ�£� �µ �¢�Ö�—�‡�h�x	Z�—�£ 	Í�w�Ä�å�Ñ�Ÿ�¿�«�›�‹
q�b�”  Cisco IOS
ACL �U
ƒ���^�•�o�S�’�c�z�T�m  VACL �U
ƒ�� �^�•�o�M�s�M 	Ô�ù�z�b�‚�o�w�Ä�å�Ñ�Ÿ�¿�«�U�•
�D�^�•�‡�b�{

• ACL �p�x�z ACE �w�Ö�—	q	‚�U	O�A�t�s�“�‡�b�{�µ� �¿�½�t�Ö�l�o�X�”�Í�­�¿�Ä�x�z�‡�c  ACL
�w�7	s�w  ACE �q	°�ù�^�•�‡�b�{�°�•�`�s�M	Ô�ù�z�Í�­�¿�Ä�x�æ�µ�Ä�w�Í�w  ACE �q	°�ù�^�•�‡
�b�{�r�w  ACE �q�‹�°�•�`�s�M	Ô�ù�z�Í�­�¿�Ä�x�‹
q�¢
��:�£�^�•�‡�b�{  
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• �$	B�Ì�¿�Ñ�•�w�º�0�›�!�Ë�b�”
²�t�z 
ž�c  show security acl info acl_name editbuffer �¯�Ú�ï�Å�›
�–�;�`�o�z �q�O�w  ACE �æ�µ�Ä�›�¬�Ý�`�o�X�i�^�M�{

• 	Ñ�Õ MSFC �›�e�L�`�h�³�µ�Â�Ü�p�x�z�†�M�w  MSFC 	Í�p�z Cisco IOS ACL �S�‘�|  VACL �w�‰�a
ACL 
ƒ���›�&�;�b�”
ž�A�U�K�“�‡�b�{

• ACL �›�¯�Û�¿�Ä�`�s�M�p�_	†�`�h	Ô�ù�z�³�µ�Â�Ü�w  ACL �w�7�G
:�U�¡�l�o�‰	Z�^�•�”�\�q�U
�K�“�‡�b�{

• show security acl resource-usage �S�‘�|  show qos acl resource-usage �¯�Ú�ï�Å�w	Z�—�p�x�z�Ë�”
�Å�¢�£�ž�t  ACL �›�-���p�V�”�µ�Ö�”�µ�U�s�X�s�l�o�‹�z�–�;�p�U  100 % �t�s�’�s�M�\�q�U�K
�“�‡�b�{ ACL ���g	��U
ž�A�t� �a�o�«�æ�”�ï�ž�¿�Ó�S�‘�|�Ú�¿�Ð�ï�¬�›�î�æ�p�V�”�‘�O�t�z�'

‹�w  ACL �µ�Ö�”�µ�U�¬�-�^�•�o�M�”�h�Š�p�b�{

• 
‡	×�t��
:�w  ACL �›
ƒ���b�”�q�z�³�µ�Â�Ü�w�I�ˆ�Ì���U�è	×�‘�“�Õ�X�s�”�\�q�U�K�“�‡�b�{

• �æ�¼� �è�«�Ä  �¦�Ó�³�ã�ï�›�–�;�b�”	Ô�ù�z�Í�w�«�™�Ä�ò�t�y�™�`�o�X�i�^�M�{

�µ �æ�¼� �è�«�Ä  �Í�­�¿�Ä�›
ù	Z�p�V�”�w�x�z �f�w�Ä�å�Ñ�Ÿ�¿�«�U���`�o�M�”  VLAN �›�±�Ù�”
�Ä�`�o�M�”�Ù�”�Ä�i�Z�p�b�{

�µ �æ�¼� �è�«�Ä  �¦�Ó�³�ã�ï�w�ˆ�^�x�z �Í�­�¿�Ä�›	!	ô�`�o�æ�¼� �è�«�Ä  �Ù�”�Ä�t
ù	ô�b�”�i
�Z�p�z�ç�”�Â�Ÿ�ï�¬�x�î�æ�`�‡�d�œ�{

�µ �Í�­�¿�Ä�U��
:�w  VLAN �T�’
ù	ô�^�•�”	Ô�ù�z�æ�¼� �è�«�Ä  �Ù�”�Ä�x�\�•�’�w  VLAN �›
�Ñ�¥�ë�”�Ã�Ÿ�ï�¬  �µ�Â�”�Ä�t�b�”
ž�A�U�K�“�‡�b�{ �Ù�”�Ä�p
ó
:�w  VLAN �›�±�Ù�”�Ä�b�”
�t�x�z�æ�¼� �è�«�Ä  �Ù�”�Ä�›�Ä�å�ï�«�q�`�o
ƒ���`�s�Z�•�y�s�’�s�M�\�q�U�K�“�‡�b�{

�µ � ç � ” �Â �Ÿ � ï �¬ � ^ � • �o �M �s �M �Ä �å �Ñ �Ÿ �¿ �« � › 	 ! 	 ô �p �V � ” � ‘ �O � t� z�©�ß �¿ � ³ �á � x � � � ù
�¢ promiscuous�£�Þ�”�Å�t
ƒ���`�‡�b�{

�µ 
ó
:�w�Ù�”�Ä�t�Ä�å�Ñ�Ÿ�¿�«�›�8
ù�`�o�,�Š�$�s  VLAN �Õ�”�µ�w�é�”�Å�Ì�å�ï�³�ï�¬�›
�î�æ�b�”�t�x�z�æ�¼� �è�«�Ä  �¦�Ó�³�ã�ï�›�–�;�`�‡�b�{�¤�Ù�”�Ä�x�z�f�w�Ù�”�Ä�p�Ñ�¥
�ë�”�Ã�Ÿ�ï�¬  �µ�Â�”�Ä�t�s�l�o�M�”  VLAN �w�Í�­�¿�Ä�i�Z�›�8
ù�`�‡�b�{  

VACL 
ƒ���w�A�ÿ

VACL �›�^
R�`�o�z VLAN �t�Ú�¿�Ð�ï�¬�b�”	�	q�x�z�Í�w�q�S�“�p�b�{  

�µ�Â�¿�Ó  1 set security acl ip �¯�Ú�ï�Å�›�Ö�—�`�o  VACL �›�^
R�`�z ACE �›�å�C�`�‡�b�{

�µ�Â�¿�Ó  2 commit �¯�Ú�ï�Å�›�Ö�—�`�o�z VACL �S�‘�|���È
Ç�Z�’�•�h  ACE �›  NVRAM �t�¯�Û�¿�Ä�`�‡�b�{

�µ�Â�¿�Ó  3 set security acl map �¯�Ú�ï�Å�›�Ö�—�`�o�z VACL �›  VLAN �t�Ú�¿�Ð�ï�¬�`�‡�b�{

�¢�«�£ �\�w
†�Ì�p�x  IP VACL �›�–�;�`�o�M�‡�b�U�z �‰�a	�	q�p  IPX �S�‘�|  non-IP version 4/non-IPX
VACL �›
ƒ���b�”�\�q�‹�p�V�‡�b�{

�¢�«�£ VACL �x�æ�µ�Ä�w�¤
Œ�t�‰�ç�w�‹
q�µ�Â�”�Ä�Ý�ï�Ä�U
Ç�C�^�•�”�w�p�z�r�w  VACL ACE �t
�‹�°�•�`�s�M�Í�­�¿�Ä�x�‹
q�^�•�‡�b�{
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CLI �T�’�w  VACL �w
ƒ��

�\�\�p�x�z Catalyst 6500 �³�æ�”�¶  �µ� �¿�½	Í�p  VACL �›�^
R�`�z�ž�«�Â�Ÿ�Ò�t�b�”	�	q�t�m�M�o
†
�Ì�`�‡�b�{�\�•�’�w�^�À�x�z�î�æ�b�”	q	‚�t	H�l�o�G�L�^�•�o�M�‡�b�{

�\�\�p
†�Ì�b�”�^�À�x�z�Í�w�q�S�“�p�b�{

• ACL �Ú�”�´  �ž�ç�°�æ�¶�Ü�w�¦���¢ p.15-47�£

• IP VACL �w�^
R�S�‘�|  ACE �w�å�C�¢ p.15-49�£

• IPX VACL �w�^
R�S�‘�|  ACE �w�å�C�¢ p.15-51�£

• non-IP version 4/non-IPX VACL�¢ MAC VACL �£�w�^
R�S�‘�|  ACE �w�å�C�¢ p.15-53�£

• ACL �w�¯�Û�¿�Ä�¢ p.15-54�£

• VACL �w VLAN �•�w�Ú�¿�Ð�ï�¬�¢ p.15-54�£

• VACL �w�º�0�w
¯�Ô�¢ p.15-55�£

• VACL/VLAN �w�Ú�¿�Ð�ï�¬�w
¯�Ô�¢ p.15-55�£

• �$	B�Ì�¿�Ñ�•�w	«�ˆ�¢ p.15-56�£

• �·�©�á�æ�Â�Ÿ  ACL �T�’�w  ACE �w�_	†�¢ p.15-56�£

• �·�©�á�æ�Â�Ÿ  ACL �Ú�¿�Ó�w	«�ˆ�¢ p.15-57�£

• VACL ���g	Ø�C�w
¯�Ô�¢ p.15-57�£

• �›���Ù�”�Ä	Í�p�w�Ä�å�Ñ�Ÿ�¿�«  �Ñ�é�”�w�©�ß�Ó�½�ß�¢ p.15-58�£

• VACL �é�ª�ï�¬�w
ƒ���¢ p.15-60�£

ACL �Ú�”�´  �ž�ç�°�æ�¶�Ü�w�¦��

ACL �Ú�”�´  �ž�ç�°�æ�¶�Ü�t�x�z BDD �q  ODM �w 2 	��¨�U�K�“�‡�b�{ ODM �x�z Release 7.1(1) �p�>�;
�^�•�h�¦�Á�ž�ç�°�æ�¶�Ü�p�b�{ BDD �ž�ç�°�æ�¶�Ü�x�z Release 7.1(1) �‘�“
²�w�¹�Ñ�Ä�¢�£�ž  �æ�æ�”
�µ�p�–�;�^�•�o�M�‡�`�h�{ ODM �›�–�;�`�h	Ô�ù�z�Ú�”�´�™�w  ACE �x	q	‚�t�‘���`�‡�b�{ BDD �›
�–�;�`�h	Ô�ù�z�Ú�”�´�™�w  ACE �x	q	‚�t�x�����K�“�‡�d�œ�{  

�¢�«�£ Release 8.1(1) �Ž�ñ�w�¹�Ñ�Ä�¢�£�ž  �æ�æ�”�µ�p�x�z BDD �ž�ç�°�æ�¶�Ü�x�r�w�Ó�å�¿�Ä�Ñ�¥�”�Ü �¢ PFC�z
PFC2�z�‡�h�x  PFC3A/PFC3B/PFC3BXL�£	Í�p�‹�±�Ù�”�Ä�^�•�s�X�s�“�‡�`�h�{�Ã�Ñ�¥�ç�Ä�w  ACL
�Ú�”�´  �ž�ç�°�æ�¶�Ü�x  ODM �p�b�{ Release 8.1(1) �Ž�ñ�w�¹�Ñ�Ä�¢�£�ž  �æ�æ�”�µ�p�x�z�¯�Ú�ï�Å�U
�Í�w�‘�O�t�!�Ë�^�•�o�M�‡�b�{ set aclmerge algo �S�‘�|  set aclmerge bdd �¯�Ú�ï�Å�x�_	†�^�•�‡�`
�h�{ show aclmerge {bdd | algo} �¯�Ú�ï�Å�x  show aclmerge algo �t�s�“�‡�`�h�{

�¢�«�£ ODM �ž�ç�°�æ�¶�Ü�w�«�t�m�M�o�x�z �®Release 7.1(1) �Ž�ñ�w�µ�”�Í�Ì� �²  �¤�ï�´�ï  �¹�Ñ�Ä�¢�£�ž  �æ
�æ�”�µ�w	Ô�ù�w�Ú�”�´�A�L�w
*���¯ �¢ p.15-23�£ �›�€	°�`�o�X�i�^�M�{

�Ã�Ñ�¥�ç�Ä�w�ž�ç�°�æ�¶�Ü�x  ODM �p�b�{ BDD �›�Ã�Ÿ�·�”�Ò�ç�t�`�h	Ô�ù�z�Ú�”�´  �ž�ç�°�æ�¶�Ü
�x  ODM �i�Z�t�s�“�‡�b�{ BDD �U� �É�”�Ò�ç�w	Ô�ù�z BDD �ž�ç�°�æ�¶�Ü�‡�h�x  ODM �ž�ç�°�æ�¶
�Ü�w�r�j�’�T�°�M�›
¬�R�p�V�‡�b�{ ACL �Ú�”�´  �ž�ç�°�æ�¶�Ü�›�!�Ë�b�”�t�x�z BDD �U� �É�”�Ò�ç
�p�s�Z�•�y�s�“�‡�d�œ�{ BDD �›� �É�”�Ò�ç�‡�h�x�Ã�Ÿ�·�”�Ò�ç�b�”�t�x�z set aclmerge bdd �¯�Ú�ï
�Å�›�–�;�`�‡�b�{ BDD �›� �É�”�Ò�ç�‡�h�x�Ã�Ÿ�·�”�Ò�ç�t�`�h	Ô�ù�z�f�w�!�Ë�U���®�t�s�”�w�x�z
�³�µ�Â�Ü�w�6�I�ˆ�™�p�b�{  
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�«�™ 64 MB DRAM �U�e�L�^�•�h�µ�”�Í�Ì� �²  �¤�ï�´�ï	Í�p  BDD �›� �É�”�Ò�ç�t�b�”�q�z�Ý�Þ�æ�U
Æ
�
�b�”�D�ó
Q�U�K�“�‡�b�{�\�•�›�w�Y�h�Š�t�x�z�Ý�Þ�æ�›  128 MB �t�ž�¿�Ó�¬�è�”�Å�b�”�T�z BDD
�›�Ã�Ÿ�·�”�Ò�ç�t�b�”
ž�A�U�K�“�‡�b�{  


¬�R�`�h  ACL �Ú�”�´  �ž�ç�°�æ�¶�Ü�x�z�b�‚�o�w	ý�F  ACL �Ú�”�´�p���®�p�b�{
ƒ���A�ˆ�w  ACL �U
�!�Ë�^�•�”�\�q�x�s�X�z ACL �w�Ú�”�´�Ì�t���®�i�l�h  ACL �Ú�”�´  �ž�ç�°�æ�¶�Ü�U�–�;�^�•�‡�b�{

BDD �›� �É�”�Ò�ç�‡�h�x�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z BDD �›�Ã�Ÿ�·�”�Ò�ç�t�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set aclmerge bdd disable
Bdd will be disabled on system restart.
Console> (enable)

�Í�t�z�q�O�w  BDD �µ�Â�”�»�µ�z�S�‘�|�Í�s�w�³�µ�Â�Ü�6�I�ˆ�Ì�t  BDD �U� �É�”�Ò�ç�‡�h�x�Ã�Ÿ
�·�”�Ò�ç�w�M�c�•�t�s�”�w�T�›
¯�Ô�b�”�«�›�Ô�`�‡�b�{

Console> (enable) show aclmerge bdd
Bdd is not enabled.
On system restart bdd will be disabled.
Console> (enable) 

ACL �Ú�”�´  �ž�ç�°�æ�¶�Ü�›�¦���b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z ODM �ž�ç�°�æ�¶�Ü�›�¦���b�”�«�›�Ô�`�‡�b�{

Console> (enable) set aclmerge algo odm
Acl merge algorithm set to odm.
Console> (enable) 

�Í�t�z�q�O�–�;�¤�w  ACL �Ú�”�´  �ž�ç�°�æ�¶�Ü�›
¯�Ô�b�”�«�›�Ô�`�‡�b�{

Console> (enable) show aclmerge algo
Current acl merge algorithm is odm.
Console> (enable) 

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 BDD �›� �É�”�Ò�ç�‡�h�x�Ã�Ÿ�·�”�Ò�ç�t�`�‡
�b�{

set aclmerge bdd { enable | disable}

�µ�Â�¿�Ó 2 �q�O�w  BDD �µ�Â�”�»�µ�z �S�‘�|�Í�s�w�³�µ�Â�Ü
�6�I�ˆ�Ì�t  BDD �U� �É�”�Ò�ç�t�s�”�w�T�Ã�Ÿ
�·�”�Ò�ç�t�s�”�w�T�›
¯�Ô�`�‡�b�{

show aclmerge {bdd | algo}

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 ACL �Ú�”�´  �ž�ç�°�æ�¶�Ü�›�¦���`�‡�b�{ set aclmerge algo {bdd | odm}

�µ�Â�¿�Ó 2 �q�O�–�;�¤�w  ACL �Ú�”�´  �ž�ç�°�æ�¶�Ü�›
¯�Ô
�`�‡�b�{

show aclmerge {bdd | algo}
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IP VACL �w�^
R�S�‘�|  ACE �w�å�C

	ý�`�M  IP VACL �›�^
R�`�o  ACE �›�å�C�`�h�“�z�7���w  IP VACL �t  ACE �›�å�C�b�”�t�x�z� �É�”
�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z IPACL1 �t  1 �m�w ACE �›�^
R�`�z
ù	ô�i�ž�Å�è�µ  172.20.53.4 �T�’�w�Ä�å�Ñ�Ÿ�¿�«�›�•�D�b
�”�«�›�Ô�`�‡�b�{

Console> (enable) set security acl ip IPACL1 permit host 172.20.53.4 0.0.0.0
IPACL1 editbuffer modified. Use ‘commit’ command to apply changes.
Console> (enable) 

�¢�«�£ VACL �x�æ�µ�Ä�w�¤
Œ�t�‰�ç�w�‹
q�µ�Â�”�Ä�Ý�ï�Ä�U
Ç�C�^�•�”�w�p�z ���w�Ä�å�Ñ�Ÿ�¿�«�x �b�‚�o
�‹
q�^�•�‡�b�{

�Í�t�z IPACL1 �t  1 �m�w ACE �›�^
R�`�o�z�b�‚�o�w
ù	ô�i�ž�Å�è�µ�T�’�w�Ä�å�Ñ�Ÿ�¿�«�›�•�D�b�”
�«�›�Ô�`�‡�b�{

Console> (enable) set security acl ip IPACL1 permit any
IPACL1 editbuffer modified. Use ‘commit’ command to apply changes.
Console> (enable) 

�Í�t�z IPACL1 �t  1 �m�w ACE �›�^
R�`�o�z
ù	ô�i�ž�Å�è�µ  171.3.8.2 �T�’�w�Ä�å�Ñ�Ÿ�¿�«�›�Ò�é�¿
�«�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set security acl ip IPACL1 deny host 171.3.8.2
IPACL1 editbuffer modified.  Use ‘commit’ command to apply changes.
Console> (enable) 

�Í�t�z�$	B�Ì�¿�Ñ�•�w�º�0�›
¯�Ô�b�”�«�›�Ô�`�‡�b�{

Console> (enable) show security acl info IPACL1 editbuffer
set security acl ip IPACL1
-----------------------------------------------------------------
1. permit ip host 172.20.53.4 any
2. permit ip any any
3. deny ip host 171.3.8.2 any
Console> (enable) 

�Í�t�z ACE �›  NVRAM �t�¯�Û�¿�Ä�b�”�«�›�Ô�`�‡�b�{

Console> (enable) commit security acl all
ACL commit in progress.
ACL IPACL1 is committed to hardware.
Console> (enable) 

�^�À �¯�Ú�ï�Å

IP �Ó�é�Ä�¯�ç�›�¦���b�”
ž�A�U
�s�M	Ô�ù�x�z�\�w�Ï���›�–�;�`
�‡�b�{

set security acl ip { acl_name} { permit  | deny} { src_ip_spec}
[capture][before editbuffer_index | modify editbuffer_index] [log1 ]

1. log �©�”�ë�”�Å�x�z�‹
q�^�•�h  IP VACL �w�Ý�¿�·�”�´�›�G�å�b�”�i�Z�p�b�{

IP �Ó�é�Ä�¯�ç�›� ¦ � � �b�” 	Ô�ù
�x�z�\�w�Ï���›�–�;�`�‡�b�{

set security acl ip {acl_name} { permit  | deny | redirect mod_num/
port_num} { protocol} { src_ip_spec} { dest_ip_spec} [ precedence 
precedence] [tos tos] [capture] [before editbuffer_index | modify 
editbuffer_index] [log1]
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�¢�«�£ commit security acl all �¯�Ú�ï�Å�w	Ä�I�t�m�M�o�x�z �®ACL �w�¯�Û�¿�Ä�¯ �¢ p.15-54�£�›�€	°�`�o�X�i�^�M�{

�!�Ë�U�¯�Û�¿�Ä�^�•�h�T�r�O�T�›�¬�Ý�b�”�t�x�z show security acl info IPACL1 �¯�Ú�ï�Å�›�Ö�—�`�‡
�b�{�\�w  VACL �U VLAN �t�Ú�¿�Ð�ï�¬�^�•�o�M�s�M	Ô�ù�t�x�z set security acl map �¯�Ú�ï�Å�›�–�;
�`�o  VLAN �t�Ú�¿�Ð�ï�¬�`�‡�b�{

�Í�t�z IPACL2 �t  1 �m�w ACE �›�^
R�`�o
ù	ô�i�ž�Å�è�µ  172.20.3.2 �T�’�w�Ä�å�Ñ�Ÿ�¿�«�›�Ò�é�¿�«
�`�z�\�w  ACE �›  VACL �w ACE 
j�ø  2 �w
²�t
à�Ö�b�”�«�›�Ô�`�‡�b�{�Ú�™�p�z modify �©�”�ë�”�Å
�›�Ö�—�`�o�z�7���w  ACE �›	ý�`�M  ACE �t�”�V�õ�Q�”�\�q�U�p�V�‡�b�{ NVRAM �t�-���^�•�o�M�”
�q�O�w  ACE �æ�µ�Ä�›
¯�Ô�b�”�t�x�z show security acl info acl_name [editbuffer ] �¯�Ú�ï�Å�›�–�;�`�‡
�b�¢�$	B�Ì�¿�Ñ�•�w�º�0�›
¯�Ô�b�”	Ô�ù�z editbuffer �©�”�ë�”�Å�›�¦���`�‡�b�£ �{ 

Console> (enable) set security acl ip IPACL2 deny host 172.20.3.2 before 2 
IPACL2 editbuffer modified. Use ‘commit’ command to apply changes.
Console> (enable)

� Í � t�z IPACL2 �t  1 �m�w ACE �› �^ 
R�` �o�z
ù	ô� i �ž �Å �è�µ�U  1.2.3.4 �p � | 
Œ�ž�Å�è�µ�U
255.255.255.255 �T�’�w  IP �Ä�å�Ñ�Ÿ�¿�«�›�z�Ù�”�Ä  3/1 �t�æ�¼� �è�«�Ä�b�”�«�›�Ô�`�‡�b�{
ù	ô�i�S
�‘�|
ù	ô�i�ë� �ç�Å�§�”�Å  0.0.0.0 �w	²�t���q�`�o  host �›�–�;�p�V�‡�b�{�‡�h�z�\�w  ACE �x�z�Í�w
�º�0�‹�¦���`�o�M�‡�b�{

• precedence �•  IP precedence �‹�p�b�{��
Œ�S�x�z 0�¢�¸�é�£�U�7�‹�ÿ�X�z 7 �U�7�‹�ô�X�s�“�‡�b�{

• tos �•  Type of Service�¢ ToS; �±�”�Ï�µ  �»� �Ó�£�w�è�Õ�ç�p�z 0 �™ 15 �›�¦���`�‡�b�{

�¢�«�£ ToS �‹�x  IP To S �Ì� �Ä�w�Ï�¿�Ä  3 �™ 6 �p�b�¢ RFC 1349 �t�‘�“���[�£ �{ precedence �‹�x�Ï�¿�Ä  0 �™ 2
�p�b�¢ RFC 791 �t�‘�“���[�£ �{

Console> (enable) set security acl ip IPACL2 redirect 3/1 ip 1.2.3.4 0.0.0.255 host 
255.255.255.255 precedence 1 tos min-delay
IPACL2 editbuffer modified. Use ‘commit’ command to apply changes.
Console> (enable) 

�Í�t�z�$	B�Ì�¿�Ñ�•�w�º�0�›
¯�Ô�b�”�«�›�Ô�`�‡�b�{

Console> (enable) show security acl info IPACL2 editbuffer
set security acl ip IPACL2
-----------------------------------------------------------------
1. deny 172.20.3.2
2. redirect 1.2.3.4
Console> (enable) 

�¢�«�£ show security acl info �¯�Ú�ï�Å�w	Ä�I�t�m�M�o�x�z �®VACL �w�º�0�w
¯�Ô�¯ �¢ p.15-55�£ �›�€	°�`�o�X
�i�^�M�{

�Í�t�z ACE �›  NVRAM �t�¯�Û�¿�Ä�b�”�«�›�Ô�`�‡�b�{

Console> (enable) commit security acl all
ACL commit in progress.
ACL IPACL2 is committed to hardware.
Console> (enable) 
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�¢�«�£ commit security acl all �¯�Ú�ï�Å�w	Ä�I�t�m�M�o�x�z �®ACL �w�¯�Û�¿�Ä�¯ �¢ p.15-54�£�›�€	°�`�o�X�i�^
�M�{

�!�Ë�U�¯�Û�¿�Ä�^�•�h�T�r�O�T�›�¬�Ý�b�”�t�x�z show security acl info IPACL2 �¯�Ú�ï�Å�›�Ö�—�`�‡
�b�{�\�w  VACL �U VLAN �t�Ú�¿�Ð�ï�¬�^�•�o�M�s�M	Ô�ù�t�x�z set security acl map �¯�Ú�ï�Å�›�–�;
�`�o  VLAN �t�Ú�¿�Ð�ï�¬�`�‡�b�{

IPX VACL �w�^
R�S�‘�|  ACE �w�å�C

�¢�«�£ Supervisor Engine 720�¢ PFC3A/PFC3B/PFC3BXL�£�S�‘�|  Supervisor Engine 32�¢ PFC3B/PFC3BXL�£�p
�x�z IPX �ç�”�Â�Ÿ�ï�¬�x�¹�Ñ�Ä�¢�£�ž�t�‘�“�æ�˜�•�z IPX Cisco IOS ACL �S�‘�|  IPX VACL �x�±�Ù�”
�Ä�^�•�‡�d�œ�{ MAC VACL �›�–�;�`�o  IPX �Í�­�¿�Ä�›�°�•�^�d�”�\�q�U�p�V�‡�b�{ IPX ARPA �Ñ
�è�”�Ü�›�°�•�^�d�”�h�Š�z ipx-arpa �©�”�ë�”�Å�›�Ö�—�p�V�‡�b�{ IPX 
‡  ARPA �Ñ�è�”�Ü�S�‘�|
Ethertype 0xffff �w�Ñ�è�”�Ü�p�°�•�^�d�”�t�x�z 0xffff Ethertype �›�–�;�`�‡�b�{ MAC VACL �w
ƒ���t
�m�M�o�x�z�®non-IP version 4/non-IPX VACL�¢ MAC VACL �£�w�^
R�S�‘�|  ACE �w�å�C�¯�¢ p.15-53�£�›
�€	°�`�o�X�i�^�M�{

	ý�`�M  IPX VACL �›�^
R�`�o  ACE �›�å�C�`�h�“�z�7���w  IPX VACL �t  ACE �›�å�C�b�”�t�x�z� 
�É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z IPXACL1 �t  1 �m�w ACE �›�^
R�`�o�z
ù	ô�i�É�¿�Ä�ë�”�«  1234 �T�’�w�b�‚�o�w�Ä�å�Ñ�Ÿ�¿�«
�›�Ò�é�¿�«�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set security acl ipx IPXACL1 deny any 1234
IPXACL1 editbuffer modified. Use ‘commit’ command to apply changes.
Console> (enable)

�Í�t�z IPXACL1 �t  1 �m�w ACE �›�^
R�`�o�z�|
Œ�ž�Å�è�µ�U  1.A.3.4 �w�b�‚�o�w�Ä�å�Ñ�Ÿ�¿�«�›�Ò
�é�¿�«�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set security acl ipx IPXACL1 deny any any 1.A.3.4
IPXACL1 editbuffer modified. Use ‘commit’ command to apply changes.
Console> (enable)

�Í�t�z IPXACL1 �t  1 �m�w ACE �›�^
R�`�o�z
ù	ô�i�É�¿�Ä�ë�”�«  3456 �T�’�w�Ò�é�”�Å�©�ß�µ�Ä  �Ä
�å�Ñ�Ÿ�¿�«�›�Ù�”�Ä  4/1 �t�æ�¼� �è�«�Ä�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set security acl ipx IPXACL1 redirect 4/1 any 3456
IPXACL1 editbuffer modified. Use ‘commit’ command to apply changes.
Console> (enable)

�^�À �¯�Ú�ï�Å

	ý�`�M  IPX VACL �›�^
R�`�o  ACE �›
�å�C�b�”�T�z�7���w  IPX VACL �t  ACE
�›�å�C�`�‡�b�{

set security acl ipx {acl_name} { permit  | deny | 
redirect mod_num/port_num} { protocol} { src_net} 
[dest_net.[dest_node] [[ dest_net_mask.]dest_node_mask]] 
[capture] [before editbuffer_index modify editbuffer_index]
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�Í�t�z�$	B�Ì�¿�Ñ�•�w�º�0�›
¯�Ô�b�”�«�›�Ô�`�‡�b�{

Console> (enable) show security acl info IPXACL1 editbuffer
set security acl ipx IPXACL1
-----------------------------------------------------------------
1. deny any 1234
2. deny any any 1.A.3.4
3. redirect 4/1 any 3456
Console> (enable) 

�¢�«�£ show security acl info �¯�Ú�ï�Å�w	Ä�I�t�m�M�o�x�z �®VACL �w�º�0�w
¯�Ô�¯ �¢ p.15-55�£ �›�€	°�`�o�X
�i�^�M�{

�Í�t�z ACE �›  NVRAM �t�¯�Û�¿�Ä�b�”�«�›�Ô�`�‡�b�{

Console> (enable) commit security acl all
ACL commit in progress.
ACL IPXACL1 is committed to hardware.
Console> (enable) 

�!�Ë�U�¯�Û�¿�Ä�^�•�h�T�r�O�T�›�¬�Ý�b�”�t�x�z show security acl info IPXACL1 �¯�Ú�ï�Å�›�Ö�—�`
�‡�b�{�\�w  VACL �U VLAN �t�Ú�¿�Ð�ï�¬�^�•�o�M�s�M	Ô�ù�t�x�z set security acl map �¯�Ú�ï�Å�›�–
�;�`�o  VLAN �t�Ú�¿�Ð�ï�¬�`�‡�b�{

�Í�t�z IPXACL1 �t  1 �m�w ACE �›�^
R�`�o
ù	ô�i�É�¿�Ä�ë�”�«  1 �T�’�w�b�‚�o�w�Ä�å�Ñ�Ÿ�¿�«�›�•
�D�`�z�\�w  ACE �›  ACE 
j�ø  2 �w
²�t
à�Ö�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set security acl ipx IPXACL1 permit any 1 before 2
IPXACL1 editbuffer modified. Use ‘commit’ command to apply changes.
Console> (enable)

�Í�t�z IPXACL1 �t  1 �m�w ACE �›�^
R�`�o�z�b�‚�o�w
ù	ô�i�ž�Å�è�µ�T�’�w�Ä�å�Ñ�Ÿ�¿�«�›�•�D�b
�”�«�›�Ô�`�‡�b�{

Console> (enable) set security acl ipx IPXACL1 permit any any
IPXACL1 editbuffer modified. Use ‘commit’ command to apply changes.
Console> (enable)

�Í�t�z�$	B�Ì�¿�Ñ�•�w�º�0�›
¯�Ô�b�”�«�›�Ô�`�‡�b�{

Console> (enable) show security acl info IPXACL1 editbuffer
set security acl ipx IPXACL1
-----------------------------------------------------------------
1. deny any 1234
2. permit any 1
3. deny any any 1.A.3.4
4. redirect 4/1 any 3456
5. permit any any
ACL IPXACL1 Status: Not Committed
Console> (enable) 

�Í�t�z ACE �›  NVRAM �t�¯�Û�¿�Ä�b�”�«�›�Ô�`�‡�b�{

Console> (enable) commit security acl all
ACL commit in progress.
ACL IPXACL1 is committed to hardware.
Console> (enable) 
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�¢�«�£ commit security acl all �¯�Ú�ï�Å�w	Ä�I�t�m�M�o�x�z �®ACL �w�¯�Û�¿�Ä�¯ �¢ p.15-54�£�›�€	°�`�o�X�i�^
�M�{

�!�Ë�U�¯�Û�¿�Ä�^�•�h�T�r�O�T�›�¬�Ý�b�”�t�x�z show security acl info IPXACL1 �¯�Ú�ï�Å�›�Ö�—�`
�‡�b�{�\�w  VACL �U VLAN �t�Ú�¿�Ð�ï�¬�^�•�o�M�s�M	Ô�ù�t�x�z set security acl map �¯�Ú�ï�Å�›�–
�;�`�o  VLAN �t�Ú�¿�Ð�ï�¬�`�‡�b�{

non-IP version 4/non-IPX VACL �¢ MAC VACL �£�w�^
R�S�‘�|  ACE �w�å�C

�«�™ IP �Ä�å�Ñ�Ÿ�¿�«�S�‘�|  IPX �Ä�å�Ñ�Ÿ�¿�«�x�z MAC VACL �p�x�ž�«�·�µ
M�š�^�•�‡�d�œ�{�f�w���w
�Ä�å�Ñ�Ÿ�¿�«  �»� �Ó�¢ AppleTalk�z DECnet �s�r�£�x�b�‚�o  MAC �Ä�å�Ñ�Ÿ�¿�«�q�`�o
ü�¨�^�•�z
MAC VACL �t�‘�l�o�ž�«�·�µ
M�š�^�•�‡�b�{

	ý�`�M  non-IP version 4/non-IPX VACL �›�^
R�`�o  ACE �›�å�C�`�h�“�z �7���w  non-IP version 4/non-IPX
VACL �t  ACE �›�å�C�`�h�“�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z MACACL1 �t  1 �m�w ACE �›�^
R�`�o�z 8-2-3-4-7-A �T�’�w�b�‚�o�w�Ä�å�Ñ�Ÿ�¿�«�›�Ò�é�¿�«
�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set security acl mac MACACL1 deny host 8-2-3-4-7-A any
MACACL1 editbuffer modified. Use ‘commit’ command to apply changes.
Console> (enable)

�Í�t�z MACACL1 �t  1 �m�w ACE �›�^
R�`�o�z A-B-C-D-1-2 �›�|
Œ�q�b�”�b�‚�o�w�Ä�å�Ñ�Ÿ�¿�«�›�Ò
�é�¿�«�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set security acl mac MACACL1 deny any host A-B-C-D-1-2
MACACL1 editbuffer modified. Use ‘commit’ command to apply changes.
Console> (enable)

�Í�t�z MACACL1 �t  1 �m�w ACE �›�^
R�`�o�z�b�‚�o�w
ù	ô�i�T�’�w�Ä�å�Ñ�Ÿ�¿�«�›�•�D�b�”�«�›
�Ô�`�‡�b�{

Console> (enable) set security acl mac MACACL1 permit any any
MACACL1 editbuffer modified. Use ‘commit’ command to apply changes.
Console> (enable)

�^�À �¯�Ú�ï�Å

	ý� ` �M  non-IP version 4/non-IPX VACL
�›�^
R�`�o  ACE �›�å�C�b�”�T�z �7���w
non-IP version 4/non-IPX VACL �t  ACE
�›�å�C�`�‡�b�{

set security acl mac {acl_name} { permit  | deny} 
{ src_mac_addr_spec} { dest_mac_addr_spec} [ ethertype] 
[capture] [before editbuffer_index | modify editbuffer_index]
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�Í�t�z�$	B�Ì�¿�Ñ�•�w�º�0�›
¯�Ô�b�”�«�›�Ô�`�‡�b�{

Console> (enable) show security acl info MACACL1 editbuffer
set security acl mac MACACL1
-----------------------------------------------------------------
1. deny 8-2-3-4-7-A any
2. deny any A-B-C-D-1-2
3. permit any any
Console> (enable) 

�¢�«�£ show security acl info �¯�Ú�ï�Å�w	Ä�I�t�m�M�o�x�z �®VACL �w�º�0�w
¯�Ô�¯ �¢ p.15-55�£ �›�€	°�`�o�X
�i�^�M�{

�Í�t�z ACE �›  NVRAM �t�¯�Û�¿�Ä�b�”�«�›�Ô�`�‡�b�{

Console> (enable) commit security acl all
ACL commit in progress.
ACL MACACL1 is committed to hardware.
Console> (enable) 

�¢�«�£ commit security acl all �¯�Ú�ï�Å�w	Ä�I�t�m�M�o�x�z �®ACL �w�¯�Û�¿�Ä�¯ �¢ p.15-54�£�›�€	°�`�o�X�i�^
�M�{

�!�Ë�U�¯�Û�¿�Ä�^�•�h�T�r�O�T�›�¬�Ý�b�”�t�x�z show security acl info MACACL1 �¯�Ú�ï�Å�›�Ö�—
�`�‡�b�{�\�w  VACL �U VLAN �t�Ú�¿�Ð�ï�¬�^�•�o�M�s�M	Ô�ù�t�x�z set security acl map �¯�Ú�ï�Å�›
�–�;�`�o  VLAN �t�Ú�¿�Ð�ï�¬�`�‡�b�{

ACL �w�¯�Û�¿�Ä

�b�‚�o�w  ACL �‡�h�x�¦���`�h  ACL �›  NVRAM �t�¯�Û�¿�Ä�b�”�t�x�z commit �¯�Ú�ï�Å�›�–�;�`�‡
�b�{ ACE �U
ƒ���^�•�o�M�s�M  ACL �x�z�¯�Û�¿�Ä�`�o�‹�_	†�^�•�‡�b�{

ACL �›  NVRAM �t�¯�Û�¿�Ä�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z�·�©�á�æ�Â�Ÿ  ACL �›�¦���`�o�z NVRAM �t�¯�Û�¿�Ä�b�”�«�›�Ô�`�‡�b�{

Console> (enable) commit security acl IPACL2
ACL commit in progress.
ACL IPACL2 is committed to hardware.
Console> (enable) 

VACL �w VLAN �•�w�Ú�¿�Ð�ï�¬

VACL �›  VLAN �t�Ú�¿�Ð�ï�¬�b�”�t�x�z set security acl map �¯�Ú�ï�Å�›�–�;�`�‡�b�{�Ã�Ñ�¥�ç�Ä�w
ACL/VLAN �Ú�¿�Ð�ï�¬�x
ƒ���^�•�o�M�s�M�\�q�t�«�™�`�o�X�i�^�M�{�b�‚�o�w  VACL �›  VLAN �t
�Ú�¿�Ð�ï�¬�b�”
ž�A�U�K�“�‡�b�{

�^�À �¯�Ú�ï�Å

ACL �›  NVRAM �t�¯�Û�¿�Ä�`�‡�b�{ commit security acl acl_name | all
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VACL �›  VLAN �t�Ú�¿�Ð�ï�¬�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z IPACL1 �›  VLAN 10 �t�Ú�¿�Ð�ï�¬�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set security acl map IPACL1 10
ACL IPACL1 mapped to vlan 10
Console> (enable)

�Í�t�z�¯�Û�¿�Ä�`�o�M�s�M  ACL �›�Ú�¿�Ð�ï�¬�`�‘�O�q�`�h	Ô�ù�w	Z�—�«�›�Ô�`�‡�b�{

Console> (enable)  set security acl map IPACL1 10
Commit ACL IPACL1 before mapping.
Console> (enable)

VACL �w�º�0�w
¯�Ô

VACL �w�º�0�›
¯�Ô�b�”�t�x�z show security acl info �¯�Ú�ï�Å�›�–�;�`�‡�b�{

VACL �w�º�0�›
¯�Ô�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z NVRAM �t�-���`�h  VACL �w�º�0�›
¯�Ô�b�”�«�›�Ô�`�‡�b�{  

Console> (enable) show security acl info IPACL1 
set security acl ip IPACL1
------------------------------------------------------------------
1. deny A
2. deny ip B any
3. deny c
4. permit any

�Í�t�z�$	B�Ì�¿�Ñ�•�º�t�K�”  VACL �w�º�0�›
¯�Ô�b�”�«�›�Ô�`�‡�b�{  

Console> (enable) show security acl info IPACL1 editbuffer
set security acl ip IPACL1
-----------------------------------------------------------------
1. deny A
2. deny ip B any
3. deny C
4. deny D
5. permit any
Console> (enable) 

VACL/VLAN �w�Ú�¿�Ð�ï�¬�w
¯�Ô

show security acl map �¯�Ú�ï�Å�›�–�;�`�o�z�›���w  ACL �‡�h�x  VLAN �w VACL/VLAN �Ú�¿�Ð�ï�¬
�›
¯�Ô�b�”�\�q�U�p�V�‡�b�{

VACL/VLAN �Ú�¿�Ð�ï�¬�›
¯�Ô�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�^�À �¯�Ú�ï�Å

VACL �›  VLAN �t�Ú�¿�Ð�ï�¬�`�‡�b�{ set security acl map acl_name vlans

�^�À �¯�Ú�ï�Å

VACL �w�º�0�›
¯�Ô�`�‡�b�{ show security acl info {acl_name | all}  [editbuffer
[editbuffer_index]]
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�Í�t�z�›���w  VACL �w�Ú�¿�Ð�ï�¬�›
¯�Ô�b�”�«�›�Ô�`�‡�b�{  

Console> (enable) show security acl map IPACL1
ACL IPACL1 is mapped to VLANs:
1
Console> (enable)

�Í�t�z�›���w  VLAN �w�Ú�¿�Ð�ï�¬�›
¯�Ô�b�”�«�›�Ô�`�‡�b�{  

Console> (enable) show security acl map 1
VLAN 1 is mapped to IP ACL IPACL1.
VLAN 1 is mapped to IPX ACL IPXACL1.
VLAN 1 is mapped to MAC ACL MACACL1.
Console> (enable)

�$	B�Ì�¿�Ñ�•�w	«�ˆ

rollback �¯�Ú�ï�Å�›�–�;�`�o�z �7�™�t�-���`�h�K�q�t�æ�l�h  ACL �$	B�Ì�¿�Ñ�•�w�!�Ë�›	«�ˆ�b�”�\
�q�U�p�V�‡�b�{ ACL �x�z�7�™�w  commit �¯�Ú�ï�Å�î�æ�Ì�w�º�0�t�í�“�‡�b�{  

ACL �$	B�Ì�¿�Ñ�•�w�º�0�›	«�ˆ�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z�›���w�·�©�á�æ�Â�Ÿ  ACL �t�m�M�o�z�$	B�Ì�¿�Ñ�•�w�º�0�›	«�ˆ�b�”�«�›�Ô�`�‡�b�{

Console> (enable) rollback security acl IPACL1
Editbuffer for ‘IPACL1’ rolled back to last commit state.
Console> (enable) 

�·�©�á�æ�Â�Ÿ  ACL �T�’�w  ACE �w�_	†

ACL �T�’�›���w  ACE �‡�h�x�b�‚�o�w  ACE �›�_	†�b�”�t�x�z clear security acl �¯�Ú�ï�Å�›�–�;�`�‡
�b�{�\�w�¯�Ú�ï�Å�x�z�$	B�Ì�¿�Ñ�•�T�’  ACE �›�_	†�`�‡�b�{

�·�©�á�æ�Â�Ÿ  ACL �T�’  ACE �›�_	†�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z�b�‚�o�w  ACL �T�’  ACE �›�_	†�b�”�«�›�Ô�`�‡�b�{

Console> (enable) clear security acl all
All editbuffers modified. Use ‘commit’ command to apply changes.
Console> (enable)

�^�À �¯�Ú�ï�Å

VACL/VLAN �w�Ú�¿�Ð�ï�¬�›
¯�Ô�`�‡�b�{ show security acl map { acl_name | vlan | all}

�^�À �¯�Ú�ï�Å

ACL �$	B�Ì�¿�Ñ�•�w�º�0�›	«�ˆ�`�‡�b�{ rollback security acl { acl_name | all | adjacency}

�^�À �¯�Ú�ï�Å

�·�©�á�æ�Â�Ÿ  ACL �T�’  ACE �›�_	†�`�‡�b�{ clear security acl all
clear security acl acl_name
clear security acl acl_name editbuffer_index
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�Í�t�z�›���w  ACL �T�’�›���w  ACE �›�_	†�b�”�«�›�Ô�`�‡�b�{

Console> (enable) clear security acl IPACL1 2
IPACL1 editbuffer modified. Use ‘commit’ command to apply changes.
Console> (enable)

�·�©�á�æ�Â�Ÿ  ACL �Ú�¿�Ó�w	«�ˆ

VACL/VLAN �Ú�¿�Ð�ï�¬�›�_	†�b�”�t�x�z clear security acl map �¯�Ú�ï�Å�›�–�;�`�‡�b�{

�·�©�á�æ�Â�Ÿ  ACL �Ú�¿�Ó�›	«�ˆ�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z�b�‚�o�w  VACL/VLAN �Ú�¿�Ð�ï�¬�›	«�ˆ�b�”�«�›�Ô�`�‡�b�{

Console> (enable) clear security acl map all
Map deletion in progress.

Successfully cleared mapping between ACL ip1 and VLAN 10.

Successfully cleared mapping between ACL ipx1 and VLAN 10.

�¢�Â�©�µ�Ä	Z�—�x	²�t�£
Console> (enable)

�Í�t�z�›���w  VLAN 	Í�w�›���w  VACL �w�Ú�¿�Ð�ï�¬�›	«�ˆ�b�”�«�›�Ô�`�‡�b�{

Console> (enable) clear security acl map IPACL1 50
Map deletion in progress.

Successfully cleared mapping between ACL ipacl1 and VLAN 50.
Console> (enable)

VACL ���g	Ø�C�w
¯�Ô

VACL ���g	Ø�C�›
¯�Ô�b�”�t�x�z show security acl resource-usage �¯�Ú�ï�Å�›�–�;�`�‡�b�{

VACL ���g	Ø�C�›
¯�Ô�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z VACL ���g	Ø�C�›
¯�Ô�b�”�«�›�Ô�`�‡�b�{  

Console> (enable) show security acl resource-usage
ACL resource usage:
ACL storage (mask/value): 0.29%/0.10%
ACL to switch interface mapping table: 0.39%
ACL layer 4 port operators: 0.0%
Console (enable) 

�^�À �¯�Ú�ï�Å

�·�©�á�æ�Â�Ÿ  ACL �Ú�¿�Ó�›	«�ˆ�`�‡�b�{ clear security acl map all
clear security acl map acl_name
clear security acl map vlan
clear security acl map acl_name vlan

�^�À �¯�Ú�ï�Å

VACL ���g	Ø�C�›
¯�Ô�`�‡�b�{ show security acl resource-usage
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�›���Ù�”�Ä	Í�p�w�Ä�å�Ñ�Ÿ�¿�«  �Ñ�é�”�w�©�ß�Ó�½�ß

set security acl�¢ ip�z ipx�z�S�‘�|  mac�£�¯�Ú�ï�Å�w  capture �©�”�ë�”�Å�›�Ö�—�`�o�z�¦���`�h�Ñ�é�”
�q�°�•�b�”�Í�­�¿�Ä�›�©�ß�Ó�½�ß�`�o�z�©�ß�Ó�½�ß  �Ù�”�Ä�T�’
ù	Z�b�”�\�q�U�p�V�‡�b�{�©�ß�Ó
�½�ß �Ù�”�Ä�x�z set security acl capture-ports mod/ports...�¯�Ú�ï�Å�›�–�;�`�o�¦���`�‡�b�{ capture
�©�”�ë�”�Å�›�–�;�b�”�q�z�¦���`�h�Ñ�é�”�q�°�•�b�”�Í�­�¿�Ä�U�z�è	×�r�S�“�µ� �¿�½�ï�¬�^�•�”
�„�T�z�©�ß�Ó�½�ß�^�•�z�©�ß�Ó�½�ß  �Ù�”�Ä�T�’
ù	Z�^�•�‡�b�{�©�ß�Ó�½�ß  �Ù�”�Ä�x�©�ß�Ó�½�ß�`
�h�b�‚�o�w�Ä�å�Ñ�Ÿ�¿�«�›
ù	Z�b�”�˜�Z�p�x�K�“�‡�d�œ�{�©�ß�Ó�½�ß  �Ù�”�Ä�w  VLAN �t���b�”�Ä
�å�Ñ�Ÿ�¿�«�i�Z�›
ù	Z�`�‡�b�{  


ƒ���Ì�w�«�™�Ä�ò

�\�\�p�x�z�©�ß�Ó�½�ß  �Ù�”�Ä
ƒ���Ì�w�«�™�Ä�ò�t�m�M�o
†�Ì�`�‡�b�{

• �©�ß�Ó�½�ß  �Ù�”�Ä�x�z EtherChannel �w�°
æ�t�b�”�\�q�x�p�V�‡�d�œ�{

• �©�ß�Ó�½�ß  �Ù�”�Ä�x�z ATM�¢
‡�‰�8�8
ù�Þ�”�Å�£�Ù�”�Ä�q�`�o�–�;�b�”�\�q�x�p�V�‡�d�œ�{

• �©�ß�Ó�½�ß  �Ù�”�Ä�x�z VLAN �w�µ�Í�Ç�ï�¬�À�æ�”  �Ñ�¥�ë�”�Ã�Ÿ�ï�¬  �µ�Â�”�Ä�t
ƒ���b�”
ž�A
�U�K�“�‡�b�{  

• �Ú�™�w
:�w�µ� �¿�½  �Ù�”�Ä�›�©�ß�Ó�½�ß  �Ù�”�Ä�q�`�o�¦���b�”�\�q�U�p�V�‡�b�{�©�ß�Ó�½�ß
�Ù�”�Ä�x�z�©�ß�Ó�½�ß  �Ù�”�Ä  �æ�µ�Ä�t�å�C�^�•�z�f�w
ƒ���U  NVRAM �t�-���^�•�‡�b�{  

• �•�D�Ä�å�Ñ�Ÿ�¿�«�i�Z�U�©�ß�Ó�½�ß�^�•�‡�b�{ ACL �t�‘�“
��:�^�•�h�Í�­�¿�Ä�x�©�ß�Ó�½�ß�p
�V�‡�d�œ�{  

• �©�ß�Ó�½�ß  �Ù�”�Ä�x�z�©�ß�Ó�½�ß�`�h�b�‚�o�w�Ä�å�Ñ�Ÿ�¿�«�›
ù	Z�b�”�˜�Z�p�x�K�“�‡�d�œ�{
�©�ß�Ó�½�ß  �Ù�”�Ä�w  VLAN �t���b�”�Ä�å�Ñ�Ÿ�¿�«�i�Z�U
ù	Z�^�•�‡�b�{��
:�w  VLAN �t�|�o
�’�•�h�Ä�å�Ñ�Ÿ�¿�«�›�©�ß�Ó�½�ß�b�”�t�x�z�©�ß�Ó�½�ß  �Ù�”�Ä�›�z
ž�A�s  VLAN �›�±�Ù�”�Ä
�b�”�Ä�å�ï�«�q�`�o
ƒ���b�”
ž�A�U�K�“�‡�b�{

�ç�”�Â�¿�Å  �Ä�å�Ñ�Ÿ�¿�«�w	Ô�ù�z�©�ß�Ó�½�ß  �Ù�”�Ä�U�Í�­�¿�Ä�›
ù	ô�b�”�w�x�z�è� �à  3 �p
�µ� �¿�½�ï�¬�^�•�h�K�q�i�Z�p�b�{�`�h�U�l�o�z�è� �à  3 �p�µ� �¿�½�ï�¬�^�•�h�Ñ�é�”�w	Z�—
VLAN �U�©�ß�Ó�½�ß  �Ù�”�Ä�w  VLAN �q�°�•�b�”	Ô�ù�t�v�“�z�Í�­�¿�Ä�U�Ù�”�Ä�T�’
ù	Z�^�•
�‡�b�{�h�q�Q�y�z VLAN 10 �T�’  VLAN 20 �•�w�Ñ�é�”�U�K�”	Ô�ù�z �¢ VLAN �w 1 �m�t�£�\�•�’�w
�Ñ�é�”�›�•�D�b�”  VACL �›�å�C�`�z�©�ß�Ó�½�ß  �Ù�”�Ä�›�¦���`�h�q
Ý���`�‡�b�{�\�w	Ô�ù�z�Ä
�å�Ñ�Ÿ�¿�«�U�©�ß�Ó�½�ß  �Ù�”�Ä�T�’
ù	Z�^�•�”�w�x�z�Ä�å�Ñ�Ÿ�¿�«�U  VLAN 20 �t���`�o�M�”
�T�z�‡�h�x�Ù�”�Ä�U  VLAN 20 �›�±�Ù�”�Ä�b�”�Ä�å�ï�«�w	Ô�ù�i�Z�p�b�{�©�ß�Ó�½�ß  �Ù�”�Ä�U
VLAN 10 �t���O�b�”	Ô�ù�x�z �Ä�å�Ñ�Ÿ�¿�«�x
ù	Z�^�•�‡�d�œ�{ �©�ß�Ó�½�ß  �Ù�”�Ä�U�Ä�å�Ñ�Ÿ�¿
�«�›
ù	Z�b�”�T�r�O�T�x�z VACL �U
ƒ���^�•�o�M�”  VLAN �q�x�Á�����p�b�{  

1 �m�w VLAN �T�’��
:�w  VLAN �t�|�o�’�•�”�Ä�å�Ñ�Ÿ�¿�«�›�©�ß�Ó�½�ß�`�h�M	Ô�ù�t�x�z �©�ß
�Ó�½�ß �Ù�”�Ä�›�z�b�‚�o�w	Z�—  VLAN �›�±�Ù�”�Ä�b�”�Ä�å�ï�«�q�`�o
ƒ���b�”
ž�A�U�K�“�‡
�b�{

�Ò�æ�¿�´�Å  �Ä�å�Ñ�Ÿ�¿�«�w	Ô�ù�z �b�‚�o�w�Ä�å�Ñ�Ÿ�¿�«�x�‰�a  VLAN �º�t�q�r�‡�”�h�Š�z �©�ß
�Ó�½�ß �Ù�”�Ä�x�Ò�æ�¿�´�Å  �Ä�å�Ñ�Ÿ�¿�«�q�‰�a  VLAN �º�t���O�`�‡�b�{

• �Ä�å�Ñ�Ÿ�¿�«�›�©�ß�Ó�½�ß�b�”�t�x�z 1 �m�w ACL �›
ƒ���`�o  VLAN �¬�ç�”�Ó�t�Ú�¿�Ð�ï�¬�b
�”�T�z
ó
:�w  ACL �›
ƒ���`�o�¤  ACL �›  1 �m�w VLAN �t�Ú�¿�Ð�ï�¬�`�‡�b�{
ž�A�s�Ä�å�Ñ�Ÿ�¿
�«�›�©�ß�Ó�½�ß�b�”�t�x�z 1 �m�w ACL �]�q�t
ž�A�s�i�Z  ACE �›
ƒ���`�‡�b�{

�Ä�å�Ñ�Ÿ�¿�«  �Ñ�é�”�›�©�ß�Ó�½�ß�b�”	�	q�x�z�Í�w�q�S�“�p�b�{

�¢�«�£ �\�w
†�Ì�p�x  IP VACL �›�–�;�`�o�M�‡�b�U�z �‰�a	�	q�p  IPX �S�‘�|  non-IP version 4/non-IPX VACL
�›
ƒ���b�”�\�q�‹�p�V�‡�b�{

�µ�Â�¿�Ó  1 set security acl ip �¯�Ú�ï�Å�›�Ö�—�`�o  VACL �›�^
R�`�z ACE �›�å�C�`�‡�b�{ capture �©�”�ë�”�Å�›
�¦���`�‡�b�{
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�µ�Â�¿�Ó  2 commit �¯�Ú�ï�Å�›�Ö�—�`�o�z VACL �S�‘�|���È
Ç�Z�’�•�h  ACE �›  NVRAM �t�¯�Û�¿�Ä�`�‡�b�{

�µ�Â�¿�Ó  3 set security acl map �¯�Ú�ï�Å�›�Ö�—�`�o�z VACL �›  VLAN �t�Ú�¿�Ð�ï�¬�`�‡�b�{

�µ�Â�¿�Ó  4 set security acl capture-ports mod/ports...�¯�Ú�ï�Å�›�Ö�—�`�o�z�©�ß�Ó�½�ß  �Ù�”�Ä�›�¦���`�‡�b�{  


ƒ���«

�Í�t�z my_cap �t  1 �m�w ACE �›�^
R�`�z�•�D�Ä�å�Ñ�Ÿ�¿�«�›�©�ß�Ó�½�ß�b�”�‘�O�t�¦���b�”�«�›�Ô
�`�‡�b�{

Console> (enable) set security acl ip my_cap permit ip host 60.1.1.1 host 60.1.1.98 
capture  
my_cap editbuffer modified. Use ’commit’ command to apply changes.
Console> (enable)

�Í�t�z my_cap ACL �›  NVRAM �t�¯�Û�¿�Ä�b�”�«�›�Ô�`�‡�b�{

Console> (enable) commit security acl my_cap
ACL commit in progress.

ACL my_cap successfully committed.
Console> (enable)

�Í�t�z my_cap �›  VLAN 10 �t�Ú�¿�Ð�ï�¬�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set security acl map my_cap 10
Mapping in progress.

VLAN 10 successfully mapped to ACL my_cap.
The old mapping with ACL captest was replaced with the new one.
Console> (enable)

�Í�t�z�©�ß�Ó�½�ß  �Ù�”�Ä�›�¦���b�”�«�›�Ô�`�‡�b�{

Console> (enable) set security acl capture-ports 1/1-2,2/1-2
Successfully set the following ports to capture ACL traffic:
1/1-2,2/1-2
Console> (enable)

�Í�t�z�©�ß�Ó�½�ß  �Ù�”�Ä�q�`�o�¦���`�h�Ù�”�Ä�›
¯�Ô�b�”�«�›�Ô�`�‡�b�{

Console> (enable) show security acl capture-ports  
ACL Capture Ports: 1/1-2,2/1-2
Console> (enable)

�Í�t�z�©�ß�Ó�½�ß  �Ù�”�Ä�›�_	†�b�”�«�›�Ô�`�‡�b�{

Console> (enable) clear security acl capture-ports 1/1,2/1
Successfully cleared the following ports:
1/1,2/1
Console> (enable)

�Í�t�z�Ù�”�Ä  1/1 �S�‘�|  2/1 �U�_	†�^�•�h�«�›�Ô�`�‡�b�{

Console> (enable) show security acl capture-ports  
ACL Capture Ports:1/2,2/2
Console> (enable)
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VACL �é�ª�ï�¬�w
ƒ��

�¢�«�£ �\�w�;�ó�›�–�;�p�V�”�w�x�z PFC2 �e�L�w  Supervisor Engine 2�z PFC3A/PFC3B/PFC3BXL �e�L�w
Supervisor Engine 720�z�S�‘�|  PFC3B/PFC3BXL �e�L�w  Supervisor Engine 32 �i�Z�p�b�{

�‹
q  VACL �t�0�`�o  log �©�”�ë�”�Å�›�–�;�b�”�q�z
ª	j  IP �ž�«�·�µ  �æ�µ�Ä�t�m�M�o�z�‹
q�^�•�h
�Í�­�¿�Ä�w�Ý�¿�·�”�´�›�G�å�p�V�‡�b�{�ž�«�·�µ  �æ�µ�Ä�t�°�•�b�”�Í�­�¿�Ä�t�‘�l�o�z�¯�ï�¹�”�ç
�t
ù	ô�^�•�”�Í�­�¿�Ä�t���b�”	Ø�C�é�ª�ï�¬  �Ý�¿�·�”�´�U
\
R�^�•�‡�b�{ �¯�ï�¹�”�ç�t�G�å�^�•�”
�Ý�¿�·�”�´�w�è�Õ�ç�x�z set logging level acl severity �¯�Ú�ï�Å�t�‘�l�o
M�š�^�•�‡�b�{  

�7	s�w�Í�­�¿�Ä�x�ž�«�·�µ  �æ�µ�Ä�›�Ä�æ�¨�`�z�f�•�t�‘�l�o�h�i�j�t�é�ª�ï�¬  �Ý�¿�·�”�´�U
\
R
�^�•�‡�b�{�f�•�Ž�ñ�w�Í�­�¿�Ä�x�z 5 
ü���´�p	)	B�^�•�o�T�’�z
¯�Ô�‡�h�x�G�å�^�•�‡�b�{�é�ª�ï
�¬  �Ý�¿�·�”�´�t�x�z�a�ˆ  5 
ü���t	!	ô�`�h�Í�­�¿�Ä�w�Ñ�é�”  �Í�»�”�ï�q
:�U���‡�•�o�M�‡�b�{

�Ã�Ñ�¥�ç�Ä�p�x�z�³�µ�Â�Ü  �é�ª�ï�¬  �Ý�¿�·�”�´�U�¯�ï�¹�”�ç�t
ù	ô�^�•�‡�b�{ Syslog �±�”�Ì�t�³
�µ�Â�Ü  �é�ª�ï�¬  �Ý�¿�·�”�´�›
ù	ô�b�”�‘�O�t�z �µ� �¿�½�›
ƒ���b�”�\�q�U�p�V�‡�b�{ �³�µ�Â�Ü  �Ý�¿
�·�”�´  �é�ª�ï�¬�w
ƒ���t�m�M�o�x�z �H 28 	·�®�³�µ�Â�Ü  �Ý�¿�·�”�´  �é�ª�ï�¬�w
ƒ���¯ �›�€	°�`�o�X
�i�^�M�{


ƒ���Ì�w�«�™�Ä�ò

�\�\�p�x�z VACL �é�ª�ï�¬
ƒ���Ì�w�«�™�Ä�ò�t�m�M�o
†�Ì�`�‡�b�{

• IP VACL �T�’�w�‹
q�Ä�å�Ñ�Ÿ�¿�«�w�ˆ�›�G�å�`�‡�b�{

• �é�ª�ï�¬  �è�Õ�ç�x  6�¢	Ø�C�£�‡�h�x  7�¢�Ã�Ì�¿�¬�£�t
ƒ���`�‡�b�{

VACL �w�é�ª�ï�¬�›� �É�”�Ò�ç�t�b�”	�	q�x�z�Í�w�q�S�“�p�b�{

�µ�Â�¿�Ó  1 set logging level acl severity �¯�Ú�ï�Å�›�Ö�—�`�o�z�é�ª�ï�¬  �è�Õ�ç�›  6�¢	Ø�C�£�‡�h�x  7�¢�Ã�Ì�¿�¬�£
�t
ƒ���`�‡�b�{

�µ�Â�¿�Ó  2 �¢�Ú�™�£set security acl log maxflow max_number �¯�Ú�ï�Å�›�Ö�—�`�o�z�7�G�Ñ�é�”  �Í�»�”�ï
:�t�,�n
�M�o	ý�`�M�é�¬  �Â�”�Ò�ç�›�Â�“�p�o�z�G�å�^�•�h�Í�­�¿�Ä	Ø�C�›�-���`�‡�b�{
Y	×�t�î�æ�^�•�”
�q�z	ý�`�M�Ì�¿�Ñ�•�U�y�M�‹�w�q�”�V�õ�Q�’�•�z�y�M�Â�”�Ò�ç�w�Ñ�é�”�U�b�‚�o	«�ˆ�^�•�‡�b�{�Ý
�Þ�æ�U
Æ�
�`�o�M�”�T�z�7�G
:�U�v�S�›�Ò�Q�o�M�”	Ô�ù�x�z�¤�å�”  �Ý�¿�·�”�´�U
¯�Ô�^�•�z�¯�Ú�ï
�Å�x
��:�^�•�‡�b�{���®�s�‹�x�z 256 �™ 2048 �p�z�Ã�Ñ�¥�ç�Ä�‹�x  500 �p�b�{

�¢�«�£ �7�G�Ñ�é�”  �Í�»�”�ï�U  max_num �w�v�S�›�Ò�Q�o�M�”	Ô�ù�x�z�¤�å�”  �Ý�¿�·�”�´�U
¯�Ô�^
�•�z�¯�Ú�ï�Å�x
��:�^�•�‡�b�{�\�w�‘�O�s�Í�­�¿�Ä�w�Ý�¿�·�”�´�x�G�å�^�•�‡�d�œ�{

�µ�Â�¿�Ó  3 �¢�Ú�™�£set security acl log ratelimit pps �¯�Ú�ï�Å�›�Ö�—�`�o�z pps�¢�Í�­�¿�Ä / 
µ�£�o�•�p�æ�¼� �è�«
�Ä �è�”�Ä�›
ƒ���`�‡�b�{
ƒ���U
c�“�›�Ò�Q�”	Ô�ù�x�z�¯�Ú�ï�Å�x
��:�^�•�z
c�“�U�¯�ï�¹�”�ç�t
¯
�Ô�^�•�‡�b�{���®�s�‹�x  500 �™ 5000 �p�z�Ã�Ñ�¥�ç�Ä�‹�x  2500 �p�b�{�è�”�Ä
M�v�›�Ã�Ÿ�·�”�Ò�ç�t
�b�”�t�x�z�‹�›  0 �t
ƒ���`�‡�b�{

�¢�«�£ �æ�¼� �è�«�Ä  �è�”�Ä�U  pps �w
c�“�›�Ò�Q�”	Ô�ù�x�z�¯�Ú�ï�Å�x
��:�^�•�z
c�“�U�¯�ï�¹�”
�ç�t
¯�Ô�^�•�‡�b�{�\�w�‘�O�s�Í�­�¿�Ä�w�Ý�¿�·�”�´�x�G�å�^�•�‡�d�œ�{
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�µ�Â�¿�Ó  4 set security acl ip acl_name deny log �¯�Ú�ï�Å�›�Ö�—�`�o  IP VACL �›�^
R�`�z�é�ª�ï�¬�›� �É�”�Ò�ç
�t�`�‡�b�{

�µ�Â�¿�Ó  5 commit security acl acl_name �¯�Ú�ï�Å�›�Ö�—�`�o�z VACL �›  NVRAM �t�¯�Û�¿�Ä�`�‡�b�{

�µ�Â�¿�Ó  6 set security acl map acl_name vlan �¯�Ú�ï�Å�›�Ö�—�`�o�z VACL �›  VLAN �t�Ú�¿�Ð�ï�¬�`�‡�b�{


ƒ���«

�Í�t�z�é�ª�ï�¬  �è�Õ�ç�›
ƒ���b�”�«�›�Ô�`�‡�b�{

Console> (enable) set logging level acl 6
System logging facility <acl> for this session set to severity 6(information)

�Í�t�z�7�G�Ñ�é�”�t�,�n�X	ý�`�M�é�¬  �Â�”�Ò�ç�›�Â�“�p�o�”�«�›�Ô�`�‡�b�{

Console> (enable) set security acl log maxflow 512
Set VACL Log table to 512 flow patterns.

�Í�t�z�æ�¼� �è�«�Ä  �è�”�Ä�›
ƒ���b�”�«�›�Ô�`�‡�b�{

Console> (enable) set security acl log ratelimit 1000
Max logging eligible packet rate set to 1000pps.

�Í�t�z VACL �é�¬�w
ƒ���›
¯�Ô�b�”�«�›�Ô�`�‡�b�{

Console> (enable) show security acl log config
VACL LOG Configration
-------------------------------------------------------------
Max Flow Pattern    : 512
Max Logging Eligible rate (pps) : 1000

�Í�t�z my_cap �t  ACE �›  1 �m�^
R�`�z�‹
q�^�•�h�Ä�å�Ñ�Ÿ�¿�«�›�G�å�b�”�‘�O�t�¦���b�”�«�›�Ô�`
�‡�b�{

Console> (enable) set security acl ip my_cap deny ip host 21.0.0.1 log  
my_cap editbuffer modified. Use ’commit’ command to apply changes.
Console> (enable)

�Í�t�z my_cap ACL �›  NVRAM �t�¯�Û�¿�Ä�b�”�«�›�Ô�`�‡�b�{

Console> (enable) commit security acl my_cap
ACL commit in progress.

ACL my_cap successfully committed.
Console> (enable)
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�Í�t�z VACL �›  VLAN �t�Ú�¿�Ð�ï�¬�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set security acl map my_cap 1
Mapping in progress.
ACL my_cap successfully mapped to VLAN 1.
:
:
2000 Jul 19 01:14:06 %ACL-6-VACLLOG:VLAN 1(Port 2/1) denied ip tcp 21.0.0.1(2000) -> 
255.255.255.255(3000), 1 packet
2000 Jul 19 01:19:06 %ACL-6-VACLLOG:VLAN 1(Port 2/1) denied ip tcp 21.0.0.1(2000) -> 
255.255.255.255(3000), 7 packets
2000 Jul 19 01:25:06 %ACL-6-VACLLOG:VLAN 1(Port 2/2) denied ip tcp 21.0.0.1(2000) -> 
255.255.255.255(3000), 1 packets

�Í�t�z�é�¬  �Â�”�Ò�ç�w�Ñ�é�”	Ø�C�›
¯�Ô�b�”�«�›�Ô�`�‡�b�{

Console> (enable)  show security acl log flow ip any any
Total matched entry number = 1
Entry No. #1, IP Packet
----------------------------------------
Vlan Number            : 1
Mod/Port Number        : 2/1
Source IP address      : 21.0.0.1
Destination IP address : 255.255.255.255
TCP Source port        : 2000
TCP Destination port   : 3000
Received Packet Number : 10

�Í�t�z�é�¬  �Â�”�Ò�ç�›	«�ˆ�b�”�«�›�Ô�`�‡�b�{

Console> (enable) clear security acl log flow
Log table is cleared.
Console> (enable)
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�b�‚�o�w�Í�­�¿�Ä  �»� �Ó�t���b�”  MAC �Õ�”�µ  ACL �U�g�w
ƒ��

�¢�«�£ �\�w�;�ó�›�–�;�p�V�”�w�x�z PFC3B �S�‘�|  PFC3BXL �i�Z�p�b�{

�\�\�p�x�z�b�‚�o�w�Í�­�¿�Ä  �»� �Ó�t���b�”  MAC �Õ�”�µ  ACL �U�g�w
ƒ��	�	q�t�m�M�o
†�Ì�`�‡
�b�{

• MAC �Õ�”�µ  ACL �w�“�A�¢ p.15-63�£

• �b�‚�o�w�Í�­�¿�Ä  �»� �Ó�t���b�”  MAC �Õ�”�µ  ACL �U�g�w�–�;�¢ p.15-63�£

• MAC �Õ�”�µ  ACL �•�w  VLAN �S�‘�|  CoS �w�å�C�¢ p.15-64�£

• 
ƒ���Ì�w�«�™�Ä�ò�¢ p.15-64�£

• �b�‚�o�w�Í�­�¿�Ä  �»� �Ó�t���b�”  MAC �Õ�”�µ  ACL �U�g�w
ƒ���¢ p.15-65�£

MAC �Õ�”�µ  ACL �w�“�A

PFC3A �x  IP �q  MAC �w 2 �m�w ACL �Ó�é�Ä�¯�ç  �»� �Ó�›�±�Ù�”�Ä�`�‡�b�{ IP ACL �x  IP �Ì�”�´�ã�ï
4 �Í�­�¿�Ä�q�w�ˆ�°�•�`�z MAC ACL �x  PFC3A �p �±�Ù�”�Ä�^�•�s�M �b�‚�o�w�Í�­�¿�Ä  �»� �Ó�q�°�•
�`�‡�b�¢	Ä�I�t�m�M�o�x�z �®non-IP version 4/non-IPX VACL�¢ MAC VACL �£�w�^
R�S�‘�|  ACE �w�å
�C�¯ [p.15-53]  �›�€	°�£ �{ PFC3A �p�±�Ù�”�Ä�^�•�o�M�”�Í�­�¿�Ä  �»� �Ó�x�z IP �Ì�”�´�ã�ï  4�z MPLS�z
ARP/RARP�z�S�‘�|  IP �Ì�”�´�ã�ï  6 �p�b�{�h�i�`�z Release 8.4(1) �Ž
²�w�¹�Ñ�Ä�¢�£�ž  �æ�æ�”�µ�p
�^
R�p�V�”�w�x�z IP �Ì�”�´�ã�ï  4 ACL �w�ˆ�p�b�{�±�Ù�”�Ä�^�•�s�M�Í�­�¿�Ä  �»� �Ó�¢ IPX �Í�­�¿
�Ä �»� �Ó�s�r�£�x�z MAC ACL �›�–�;�`�o�°�•�^�d�‡�b�{

�¢�«�£ IPX �Í�­�¿�Ä  �»� �Ó�x  PFC �S�‘�|  PFC2 �p�±�Ù�”�Ä�^�•�o�M�‡�b�{  

�b�‚�o�w�Í�­�¿�Ä  �»� �Ó�t���b�”  MAC �Õ�”�µ  ACL �U�g�w�–�;

PFC3B �S�‘�|  PFC3BXL �p�x�z MAC ACL �›�–�;�`�o�z �b�‚�o�w �Í�­�¿�Ä  �»� �Ó�t���b�”  ACL �U
�g�›�î�æ�p�V�‡�b�{�\�w�;�ó�x�z�Í�­�¿�Ä�U  IP �Ì�”�´�ã�ï  4�z IP �Ì�”�´�ã�ï  6�z IPX�z MPLS �s�r
�w�M�c�•�p�K�”�T�t�����s�X�z�b�‚�o�w�Í�­�¿�Ä�t���`�o  MAC �Õ�”�µ  �Ú�¿�½�ï�¬�›�î�æ�b�”	Ô�ù
�t�(�b�p�b�{�\�w�;�ó�›�b�;�b�”�q�z	B�ÿ�Ù�æ�±�”�q  match-all MAC ACL �›
Ê�ˆ�ù�˜�d�o�z VLAN
�t�Ö�”�b�‚�o�w�Ä�å�Ñ�Ÿ�¿�«�›�›���w�è�”�Ä�t
M�v�p�V�‡�b�{

�\�w�;�ó�x�Ö�—  VLAN �o�•�p� �É�”�Ò�ç�t�^�•�z�·�©�á�æ�Â�Ÿ  ACL�¢ VACL�£�S�‘�|  QoS ACL �t
�è�¹�`�‡�b�{�£	ô  VLAN �p�\�w�;�ó�U� �É�”�Ò�ç�t�^�•�o�M�”	Ô�ù�z�\�w  VLAN �t�£	ô�b�”�b�‚
�o�w�Í�­�¿�Ä�x�z IP �Ì�”�´�ã�ï  4 �Í�­�¿�Ä�s�r�w	Ô�ù�p�K�l�o�‹�z MAC �Õ�”�µ  ACL �q�Ú�¿�½�ï�¬
�^�•�‡�b�{

MAC ACL �p�x�z IP �Ì�”�´�ã�ï  4 Ethertype �U�å�C�^�•�”�‘�O�t  ethertype �¦�Ó�³�ã�ï�U�¦�Á�^�•�o�M
�o�z IP �Ì�”�´�ã�ï  4 �Í�­�¿�Ä�›�›�t�0	Å�q�b�”�‘�O�t  ACE �›
ƒ���p�V�‡�b�{
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MAC �Õ�”�µ  ACL �•�w  VLAN �S�‘�|  CoS �w�å�C

PFC3B �S�‘�|  PFC3BXL �p�x�z�Ù�”�Ä  VLAN �U�g�›�±�Ù�”�Ä�b�”  MAC ACL �U�g�©�”�w�°
æ�q�`
�o�z Class of Service�¢ CoS; �±�”�Ï�µ  �«�å�µ�£�S�‘�|  VLAN �›�å�C�p�V�‡�b�{�\�w�;�ó�x�z VLAN �›
�x���t	r�g�p�V�”�Ä�å�ï�«  �Ù�”�Ä�p�–�;�b�”�q�(�b�p�b�{ �\�w�¦�Á�;�ó�x�z VACL �S�‘�|  QoS MAC
ACL �t�è�¹�`�‡�b�{ PFC3B �S�‘�|  PFC3BXL �p�x�z MAC �U�g�©�”�w�Ñ�è�”�Ü  �»� �Ó  �Ñ�Ÿ�”�ç�Å�t
�‘�l�o  VLAN �Ñ�Ÿ�”�ç�Å�U�a
Û�Y�t�s�“�‡�b�{ CoS �S�‘�|  VLAN �Ñ�Ÿ�”�ç�Å�x�Ú�µ�«�D�ó�p�K�”
�h�Š�z�†�M�w�Ñ�Ÿ�”�ç�Å�›�¦�Ó�³�ã�ï  �Í�å�Ý�”�»�q�`�o�å�C�`�z�y�M  MAC ACL 
ƒ���›�±�Ù�”�Ä�p
�V�‡�b�{

VLAN �Ú�¿�½�ï�¬

PFC3B �S�‘�|  PFC3BXL �p�x�z MAC ACL �U�Ö�—�t�Ú�¿�Ð�ï�¬�^�•�o�M�”	Ô�ù�z�Í�­�¿�Ä�w�Ö�—
VLAN �U MAC ACL �q�w�Ú�¿�½�ï�¬�t�–�;�^�•�‡�b�{�‰�7�t�z MAC ACL �U	Z�—�t�Ú�¿�Ð�ï�¬�^�•
�o�M�”	Ô�ù�z�Í�­�¿�Ä�t���È�b�”	Z�—  VLAN �U MAC ACL �q�w�Ú�¿�½�ï�¬�t�–�;�^�•�‡�b�{

�¢�«�£ MAC ACL �q  VLAN �Ú�¿�½�ï�¬�x�z�Ù�”�Ä�t�w�ˆ�&�;�p�V�‡�b�{

VLAN �Ú�¿�½�ï�¬�x  MAC �Õ�”�µ  ACL �U�g�;�ó�q
Ê�ˆ�ù�˜�d�o�–�;�`�h�“�z � �q�`�o�–�;�b�”�\�q
�U�p�V�‡�b�{ �‡�h�z �U�g�x�Ù�”�Ä  VLAN �o�•�p�î�æ�p�V�‡�b �¢ VLAN 
c�“
¶�.�U�±�Ù�”�Ä�^�•�‡�b�£ �{ 

CoS �Ú�¿�½�ï�¬

�Ö�—�q	Z�—�w�M�c�•�w	Ô�ù�‹�z �Í�­�¿�Ä�t�0� 
Ç�Z�’�•�h�Ö�—  CoS �U MAC ACL �q�w�Ú�¿�½�ï�¬�t
�–�;�^�•�‡�b�{�Ö�—  CoS �x  DBus �Ô�¿�¼�”�º�w  CoS �p�K�“�z�Ù�”�Ä�w	ô�T	Ý�6

�¢ trust-CoS/DSCP/IPprec/untrusted�£�z�Ã�Ñ�¥�ç�Ä  CoS�z�S�‘�|  802.1Q �0� �Ù�”�Ä�w  CoS/CoS �Ú�¿�Ð�ï
�¬  �Â�”�Ò�ç�›�ð�M�ù�˜�d�h�K�q�t�Ï�™�^�•�‡�b�{

�¢�«�£ CoS �Ú�¿�½�ï�¬�ˆ�^�x�z�Í�­�¿�Ä�8
ù�M�O�t� �a�o�z	Z�—  ACL�¢ VACL �S�‘�|  QoS ACL�£�]�q�t
�Ÿ�s�”	Ô�ù�U�K�“�‡�b�{ 
ª	j�w�Ë�”�Å�¢�£�ž  �³�ã�”�Ä�§�¿�Ä  �Í�­�¿�Ä�p�x�z 	Z�— ACL �x�Ö�— ACL
�q�‰�a CoS �t���`�o�Ú�¿�½�ï�¬�›�æ�M�‡�b�{�h�i�`�z�ç�”�»�•�Ú�ç�½�©�ß�µ�Ä�¡�ˆ	��“ / 	{�V���ˆ
�¤�ï�´�ï�s�r�w�¤���8
ù�¤�ï�Â�Ÿ�Â�Ÿ�›�p�`�o�Í�­�¿�Ä�U�8
ù�^�•�”	Ô�ù�z DBus CoS �x�è	×�z�Ö
�— DBus CoS �q�Ÿ�s�“�‡�b�{  

CoS �Ú�¿�½�ï�¬�x  MAC �Õ�”�µ  ACL �U�g�;�ó�q
Ê�ˆ�ù�˜�d�o�–�;�`�h�“�z �‡�h�x� �q�`�o�–�;�b�”
�\�q�U�p�V�‡�b�{


ƒ���Ì�w�«�™�Ä�ò

MAC �Õ�”�µ  ACL �U�g�›
ƒ���b�”	Ô�ù�x�z�Í�w�«�™�Ä�ò�t	H�l�o�X�i�^�M�{

• �\�w�;�ó�›� �É�”�Ò�ç�t�b�”
ž�A�U�K�”�w�x�z �è� �à  2 VLAN �w�ˆ�p�b �¢�\�w
*	‘�Ä�ò�x  Metro
�§�µ�»�Ú�”�t�&�;�^�•�‡�b�£ �{

• �è� �à  3 VLAN 	Í�p�\�w�;�ó�›� �É�”�Ò�ç�t�b�”	Ô�ù�x�z�Í�w�:�t�«�™�`�o�X�i�^�M�{

�µ �°
æ�w�è� �à  3 �;�ó�U�æ�˜�•�z�Í�w�/���Ý�¿�·�”�´�U
¯�Ô�^�•�‡�b�{

Warning:IP RACLs, VACLs & some IP features will be ineffective on these vlans.
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�µ �Í�­�¿�Ä�U�Ë�”�Å�¢�£�ž�8
ù�^�•�”�T�z�‡�h�x�¹�Ñ�Ä�¢�£�ž�8
ù�^�•�”�T�t� �a�o�z	Z�—
ACL �U�g�t�Ã	l�U
\�a�”�\�q�U�K�“�‡�b�{�\�w�;�ó�›�b�‚�o�w  VLAN �p� �É�”�Ò�ç�t�`
�o�z�Ã	l�›�s
†�b�”�\�q�›
*	‘�`�‡�b�¢�\�w
*	‘�Ä�ò�x  Enterprise �§�µ�»�Ú�”�t�&�;�^�•
�‡�b�£�{

�b�‚�o�w�Í�­�¿�Ä  �»� �Ó�t���b�”  MAC �Õ�”�µ  ACL �U�g�w
ƒ��

� \ � \ � t �G�L �^ �• �h� ¯ �Ú� ï �Å�x�z VACL �S� ‘ � |  QoS MAC ACL �w�†�M�t �è� ¹ � ` �‡ �b�{ set acl
mac-packet-classify vlans �¯�Ú�ï�Å�›�–�;�b�”�q�z
ù	ô�i  VLAN �t�£	ô�`�h�b�‚�o�w�Í�­�¿�Ä  �»� 
�Ó�t���`�o  MAC �U�g�›� �É�”�Ò�ç�t�p�V�‡�b�{ clear acl mac-packet-classify [vlans] �¯�Ú�ï�Å�›�–�;
�b�”�q�z�¦���^�•�h  VLAN �w
ƒ���›�Ã�Ñ�¥�ç�Ä�t�í�`�‡�b�{�Ã�Ñ�¥�ç�Ä�ˆ�^�p�x�z MAC ACL �t�°
�•�b�”�w�x  MAC �Í�­�¿�Ä�w�ˆ�p�b�{ clear acl mac-packet-classify [vlans] �¯�Ú�ï�Å�›�–�;�`�o  VLAN
�› � ¦ � � � ` �s �M	Ô�ù�x�z�b� ‚ �o �w  VLAN �p� \ �w� ; �ó �U�Ã�Ÿ� · � ” �Ò�ç� t �s � “ �‡ �b�{ show acl
mac-packet-classify �¯�Ú�ï�Å�›�–�;�b�”�q�z MAC �Í�­�¿�Ä
ü�¨�;�ó�U� �É�”�Ò�ç�t�s�l�o�M�”
VLAN �æ�µ�Ä�U
¯�Ô�^�•�‡�b�{

MAC ACL �S�‘�|�¦�Á  Ethertype �•�w  CoS�z VLAN�z�S�‘�|�Í�­�¿�Ä  �»� �Ó�w�å�C

VACL �S�‘�|  QoS ACL CLI �x�z CoS �S�‘�|  VLAN �t���b�”�Ú�¿�½�ï�¬�w�¦�Ó�³�ã�ï  �Í�å�Ý�”�»�›
�å�C�b�”�‘�O�t�z�¦�Á�^�•�o�M�‡�b�{�\�•�’�w�¯�Ú�ï�Å�x�z�Í�w�q�S�“�p�b�{

Usage: set security acl mac {acl_name} {permit | deny}
            <src_mac_addr_spec> <dest_mac_addr_spec> 
            [<ethertype>] [capture]
            [cos <cos_value>]
            [vlan <vlan>]
            [before <editbuffer_index>|modify <editbuffer_index>]
            (mac_addr_spec = <addr> <mask> or host <addr> or any
     example: 11-22-33-44-00-00 00-00-00-00-ff-ff, host 11-22-33-44-55-66)
            ethertype = names or 0x0, 0x05ff - 0xffff,
            cos_value = 0..7, vlan = 1..4094,
 
Usage: set qos acl mac {acl_name} {dscp dscp | trust-cos}
            [aggregate <aggregate_name>]
            <src_mac_addr_spec> <dest_mac_addr_spec> [<ethertype>]
            [cos <cos_value>]
            [vlan <vlan>]
            [before <editbuffer_index>|modify <editbuffer_index>]
            (mac_addr_spec = <addr> <mask> or host <addr> or any
     example: 11-22-33-44-00-00 00-00-00-00-ff-ff, host 11-22-33-44-55-66)
            ethertype = names or 0x0, 0x05ff - 0xffff,
            cos_value = 0..7, vlan = 1..4094,    

CoS �S�‘�|  VLAN �Ñ�Ÿ�”�ç�Å�x�¦�Ó�³�ã�ï�p�b�{�\�w�Ñ�Ÿ�”�ç�Å�›�¦���`�s�M	Ô�ù�x�z�b�‚�o�w
CoS �‡�h�x  VLAN �‹�q�°�•�`�‡�b�{  

�¢�«�£ VLAN �Ú�¿�½ �¦�Ó�³�ã�ï�U�¦���^�•�h  ACL �x�z�Ù�”�Ä�t�w�ˆ�Ú�¿�Ð�ï�¬�p�V�‡�b�{  

�¢�«�£ set acl mac-packet-classify vlans �¯�Ú�ï�Å�›�–�;�b�”�q�z�b�‚�o�w  Cisco IOS ACL �U
â�^
Æ�ó�t�s�“
�‡�b�{
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IP �Ì�”�´�ã�ï  4 �¦�Ó�³�ã�ï�›�å�C�b�”�‘�O�t�z Ethertype �U�¦�Á�^�•�o�M�‡�b�{�\�•�t�‘�“�z MAC
ACL �U�g�›�–�;�b�”	Ô�ù�t�z IP �Ì�”�´�ã�ï  4 �Í�­�¿�Ä�›�›�t�0	Å�q�b�”�\�q�U�p�V�‡�b�{ IP �Ì�”
�´�ã�ï  4 �¦�Ó�³�ã�ï�›
¬�R�`�h	Ô�ù�x�z set acl mac-packet-classify vlans �¯�Ú�ï�Å�›�–�;�`�o�z�0� 
�b�”  VLAN �U� �É�”�Ò�ç�t�^�•�o�M�”�T�¬�Ý�b�”
ž�A�U�K�“�‡�b�{ �Í�w�‘�O�t�z IP �Ì�”�´�ã�ï  4 �¦
�Ó�³�ã�ï�U�å�C�^�•�‡�`�h�{

Console> (enable) set security acl mac macacl1 permit any any ?  
  <0x0, 0x0600 - 0xffff>     Match an EtherType value
  ipv4                       (0x8000) 
  ipx-arpa                   (0x8137) Use 0xffff to match on non-arpa IPX
  .......
Console> (enable)

�Í�t�z MAC �Õ�”�µ  ACL �U�g  CLI �w�«�›�Ô�`�‡�b�{

Console> (enable) set acl mac-packet-classify 5
Enabled mac-packet-classify on vlan(s) 5.
Warning:IP RACLs, VACLs & some IP features will be ineffective on these vlans.
Console> (enable) show acl mac-packet-classify  
Feature enabled on source vlan(s) 1,5.
Console> (enable) clear acl mac-packet-classify 5
Disabled mac-packet-classify on vlan(s) 5.
Console> (enable) 

�¢�«�£ set �S�‘�|  clear �¯�Ú�ï�Å�t  all �©�”�ë�”�Å�›�–�;�b�”�q�z�b�‚�o�w  VLAN �›�¦���p�V�‡�b�{  
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VACL �S�‘�|  QoS ACL �w
ƒ���S�‘�|�Ñ�å�¿�³�á  �Ý�Þ�æ�•�w�-��
�\�\�p�x�z VACL �S�‘�|  QoS ACL �›
ƒ���`�z NVRAM �p�x�s�X�Ñ�å�¿�³�á  �Ý�Þ�æ�t�-���b�”	�	q
�t�m�M�o
†�Ì�`�‡�b�{�\�•�‡�p�w�^�À�p�x�z
ƒ��	Ø�C�x�b�‚�o  NVRAM �t�-���^�•�‡�b�{ QoS �S�‘
�|�·�©�á�æ�Â�Ÿ  ACL�¢ VACL�£�›�å�C�b�”�q�z NVRAM �w�í�V�0�”�U�s�X�s�”�\�q�U�K�“�‡�b�{
NVRAM �w�í�V�0�”�U�s�X�s�”�q�z ACL 
ƒ���U
M�v�^�•�”�„�T�z�¹�Ñ�Ä�¢�£�ž  �Ì�”�´�ã�ï�w�ž�¿
�Ó�¬�è�”�Å�Ì�t�‹�§	Ë�U�K�“�‡�b�{

�¢�«�£ �„�q�œ�r�w	Ô�ù�z VACL �S�‘�|  QoS ACL �›�-���b�”�t�x  512 KB �w NVRAM �p	G
ü�p�b�{�f�w�h
�Š�z�Ã�Ñ�¥�ç�Ä�p�x�z�b�‚�o�w  ACL 
ƒ���U  NVRAM �t�-���^�•�‡�b�{  

�\�\�p
†�Ì�b�”�^�À�x�z�Í�w�q�S�“�p�b�{

• VACL �S�‘�|  QoS ACL 
ƒ���w�Ñ�å�¿�³�á  �Ý�Þ�æ�•�w�×�ˆ�$�s� �ˆ�¢ p.15-67�£

• VACL �S�‘�|  QoS ACL 
ƒ���w�Ñ�å�¿�³�á  �Ý�Þ�æ�•�w	��ˆ�p�w� �ˆ�¢ p.15-68�£

• VACL �S�‘�|  QoS ACL 
ƒ���w�Ñ�å�¿�³�á  �Ý�Þ�æ�T�’�w�î�æ�¢ p.15-70�£

• VACL �S�‘�|  QoS ACL 
ƒ���w  NVRAM �•�w�6� �ˆ�¢ p.15-70�£

• 	Ñ�Õ�Ï
R�w�‰�8�=�±�Ù�”�Ä�¢ p.15-70�£

• �Ë�   �ž�Õ� �å�Ï�æ�Â�Ÿ�w�-	Â�¢ p.15-70�£

�¢�«�£ �\�\�p�–�;�b�”�¯�Ú�ï�Å�w	Ä�I�t�m�M�o�x�z �H 24 	·�®�µ� �¿�½�w�I�ˆ
ƒ���w�!�Ë�¯ �›�€	°�`�o�X
�i�^�M�{

VACL �S�‘�|  QoS ACL 
ƒ���w�Ñ�å�¿�³�á  �Ý�Þ�æ�•�w�×�ˆ�$�s� �ˆ

VACL �S�‘�|  QoS ACL 
ƒ���U�Ñ�å�¿�³�á  �Ý�Þ�æ�t�×�ˆ�$�t� �ˆ�b�”�w�x�z�³�µ�Â�Ü  �¹�Ñ�Ä�¢�£�ž
�w�ž�¿�Ó�¬�è�”�Å�Ì�t�z�ž�¿�Ó�¬�è�”�Å�t
ž�A�s  NVRAM �0�”�U
Æ�
�`�o�M�”	Ô�ù�i�Z�p�b�{�¹�Ñ
�Ä�¢�£�ž  �ž�¿�Ó�¬�è�”�Å�w�î�æ�t
ž�A�s  NVRAM �0�”�U
Æ�
�`�o�M�”	Ô�ù�z NVRAM �T�’  QoS ACL
�S�‘�|  VACL �w
ƒ���U�_	†�^�•�z ACL 
ƒ���U�×�ˆ�$�t�Ñ�å�¿�³�á  �Ý�Þ�æ�t� �^�•�‡�b�{�\�w	Ô�ù�z
�Í�w  Syslog �Ý�¿�·�”�´�U
¯�Ô�^�•�‡�b�{

1999 Sep 01 17:00:00 %SYS-1-CFG_FLASH:ACL configuration moved to 
bootflash:switchapp.cfg
1999 Sep 01 17:00:00 %SYS-1-CFG_ACL_DEALLOC:NVRAM full. Qos/Security ACL configuration 
deleted from NVRAM.

�\�•�p�z VACL �S�‘�|  QoS ACL 
ƒ���U�Ñ�å�¿�³�á  �Ý�Þ�æ�t
Y	×�t� �ˆ�`�h�\�q�U�¬�Ý�p�V�‡�b�{
�\�w���³�µ�Â�Ü�x�z�‰�Ì�t�Í�w	r�g�‹�î�æ�`�‡�b�{

• CONFIG_FILE �!
:�›  bootflash:switchapp.cfg �t
ƒ���`�‡�b�{

• set boot config-register auto-config �¯�Ú�ï�Å�w  recurring �z append�z�S�‘�|  sync �¦�Ó�³�ã�ï�›� 
�É�”�Ò�ç�t�`�‡�b�{

�ž�¿�Ó�¬�è�”�Å�¤�t�¤�å�”�U
C
\�b�”�q�z�Í�w  Syslog �Ý�¿�·�”�´�U
¯�Ô�^�•�‡�b�{

1999 Sep 01 17:00:00 %SYS-1-CFG_FLASH_ERR:Failed to write ACL configuration to 
bootflash:switchapp.cfg
1999 Sep 01 17:00:00 %SYS-1-CFG_ACL_DEALLOC:NVRAM full. Qos/Security ACL configuration 
deleted from NVRAM.
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�\�•�’�w�¤�å�”  �Ý�¿�·�”�´�U
¯�Ô�^�•�h	Ô�ù�z VACL �S�‘�|  QoS ACL 
ƒ���x  DRAM �i�Z�t�-���^
�•�o�M�‡�b�{�Ñ�å�¿�³�á  �Ý�Þ�æ�º�t�í�V�0�”�›�¬�-�`�o
ƒ���›�Ñ�å�¿�³�á  �Ý�Þ�æ�t�-���b�”
ž�A
�U�K�“�‡�b�¢ �®VACL �S�‘�|  QoS ACL 
ƒ���w  NVRAM �•�w�6� �ˆ�¯ [p.15-70]  �›�€	°�£ �{�‡�h�x�z
Æ
�A�s  VACL �S�‘�|  QoS ACL �›�_	†�`�o�z set config acl nvram �¯�Ú�ï�Å�p  ACL 
ƒ���›  NVRAM �t�-
���b�”�\�q�‹�p�V�‡�b�{

VACL �S�‘�|  QoS ACL 
ƒ���w�Ñ�å�¿�³�á  �Ý�Þ�æ�•�w	��ˆ�p�w� �ˆ

VACL �S�‘�|  QoS ACL 
ƒ���U�z 512 KB �w NVRAM �0�”�›�Ò�Q�”	Ô�ù�t�x�z�Í�w	�	q�p�z VACL �S
�‘�|  QoS ACL �w
ƒ���›	��ˆ�p�Ñ�å�¿�³�á  �Ý�Þ�æ�t� �ˆ�b�”�\�q�U�p�V�‡�b�{

�µ�Â�¿�Ó  1 �I�ˆ�Ì�w�µ� �¿�½
ƒ���t�–�;�b�”  VACL �S�‘�|  QoS ACL auto-config �Ñ�•� �ç�›�¦���`�‡�b�{

Console> (enable) set boot auto-config bootflash:switchapp.cfg
CONFIG_FILE variable = bootflash:switchapp.cfg
Console> (enable)

�µ�Â�¿�Ó  2 �µ� �¿�½�w�æ�·�¿�Ä�‡�h�x�M�l�h�œ�?�o�›
~�l�o�T�’�6�d�Ö�b�”�M�t�z CONFIG_FILE ���¥�!
:�w
�‹�›�-�Ë�b�”�¢ recurring �©�”�ë�”�Å�£�T�‡�h�x	«�ˆ�b�”�¢ non-recurring �©�”�ë�”�Å�£�T�›�¦���`
�‡�b�{

Console> (enable) set boot config-register auto-config recurring 
Configuration register is 0x12F
ignore-config: disabled
auto-config: recurring, overwrite, sync disabled
console baud: 9600
boot: image specified by the boot system commands
Console> (enable)

�µ�Â�¿�Ó  3 auto-config �Ñ�•� �ç�t�‘�“�z NVRAM �w
ƒ���›	Í	{�V�b�”�T�z�‡�h�x�q�O�w  NVRAM �w�º�0�t�å�C
�b�”�T�›�¦���`�‡�b�{  

Console> (enable) set boot config-register auto-config append
Configuration register is 0x12F
ignore-config: disabled
auto-config: recurring, append, sync disabled
console baud: 9600
boot: image specified by the boot system commands
Console> (enable)

�µ�Â�¿�Ó  4 �‰�8�=�›� �É�”�Ò�ç�t�b�”�T�z �Ã�Ÿ�·�”�Ò�ç�t�b�”�T�›�¦���`�‡�b�{ �‰�8�=�›� �É�”�Ò�ç�t�b�”�q�z
auto-config �Ñ�•� �ç�t�‘�“�z�µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�U�×�ˆ�$�t�‰�8�=�^�•�‡�b�{

Console> (enable) set boot config-register auto-config sync enable
Configuration register is 0x12F
ignore-config: disabled
auto-config: recurring, append, sync enabled
console baud: 9600
boot: image specified by the boot system commands
Console> (enable)
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�µ�Â�¿�Ó  5 �¯�Û�¿�Ä�`�h  VACL �S�‘�|  QoS ACL 
ƒ���w�!�Ë�›�z auto-config �Ñ�•� �ç�t�-���`�‡�b�{

Console> (enable) copy acl-config bootflash:switchapp.cfg
Upload ACL configuration to bootflash:switchapp.cfg
2843644 bytes available on device bootflash, proceed (y/n) [n]? y
ACL configuration has been copied successfully.
Console> (enable)

�µ�Â�¿�Ó  6 NVRAM �T�’�z VACL �S�‘�|  QoS ACL �w
ƒ���›�_	†�`�‡�b�{

Console> (enable) clear config acl nvram
ACL configuration has been deleted from NVRAM.
Warning: Use the copy commands to save the ACL configuration to a file and
the ’set boot config-register auto-config’ commands to configure the
auto-config feature.

�¢�«�£ auto-config �Ñ�•� �ç�t�x�z VACL �S�‘�|  QoS ACL �w�Ú�¿�Ð�ï�¬  �¯�Ú�ï�Å�¢ set qos acl map �S�‘�|
set security acl map�£�‹�-���^�•�‡�b�{ VACL �S�‘�|  QoS ACL �w
ƒ���›�Ñ�å�¿�³�á  �Ý�Þ�æ�t�-���b
�”�q�V�z �Ú�¿�Ð�ï�¬  �¯�Ú�ï�Å�›�–�;�`�o�M�”	Ô�ù�t�x�z copy �¯�Ú�ï�Å�›�–�;�`�o
ƒ���›�Ñ�å�¿�³�á
�Ý�Þ�æ�t�-���b�”
ž�A�U�K�“�‡�b�{

�\�w�Ì�:�p  VACL �S�‘�|  QoS ACL 
ƒ���x�z NVRAM �T�’�_	†�^�•�o�M�‡�b�{ 
ƒ���x  auto-config �Ñ�•
� �ç�w  bootflash:switchapp.cfg �t�-���^�•�o�S�“�z�³�µ�Â�Ü�w�I�ˆ�Ì�t  NVRAM 
ƒ���t
Ç�C�^�•�‡
�b�{

VACL �S� ‘ � |  QoS ACL 
ƒ� � � t � ! �Ë�› �C�Q�z� ! �Ë�› � ¯ �Û�¿�Ä�` �h	Ô�ù� t �x�z copy acl-config
bootflash:switchapp.cfg �¯�Ú�ï�Å�›�–�;�`�o�z
ƒ���›  auto-config �Ñ�•� �ç�t�-���b�”
ž�A�U�K�“�‡
�b�{

�‰�8�=�›� �É�”�Ò�ç�t
ƒ���`�h�w�p�z auto-config �Ñ�•� �ç�w�º�0�x�µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´
�ï�t�×�ˆ�$�t
S�é�^�•�‡�b�{

VACL �S�‘�|  QoS ACL 
ƒ���›�Ñ�å�¿�³�á  �Ý�Þ�æ�t	{�V���Š�s�M	Ô�ù�z
ƒ���x  NVRAM �T�’�_	†�^
�•�o�M�‡�b�{�f�w	Ô�ù�z VACL �S�‘�|  QoS ACL 
ƒ���U�-���^�•�o�M�”	Ô	t�x  DRAM �w�ˆ�t�s�“�‡
�b�{�³�µ�Â�Ü�›�æ�·�¿�Ä�b�”�q�z VACL �S�‘�|  QoS ACL 
ƒ���x�Ã�Ñ�¥�ç�Ä
ƒ���t�í�“�‡�b�{  

�¢�«�£ 
ƒ���›�Ñ�å�¿�³�á  �Ý�Þ�æ�t	{�V���Š�s�M	Ô�ù�t�x�z
ƒ���›�Ñ�•� �ç�t�¯�Ð�”�`�z�Ñ�å�¿�³�á  �Ý�Þ
�æ�w�í�V�0�”�›
ÿ�•�`�o�T�’�z VACL �S�‘�|  QoS ACL 
ƒ���›�6�|�Ñ�å�¿�³�á  �Ý�Þ�æ�t	{�V���œ�p
�X�i�^�M�{

�³�µ�Â�Ü�w�I�ˆ�Ì�t�z VACL �S�‘�|  QoS ACL 
ƒ���w�-��	Ô	t�U�Ñ�å�¿�³�á  �Ý�Þ�æ�t
ƒ���^�•�o�M
�”	Ô�ù�z CONFIG_FILE �!
:�U
ƒ���^�•�o�M�s�M�T�z�¦���`�h�Ñ�•� �ç�U���O�`�s�M�q�z�Í�w  Syslog
�Ý�¿�·�”�´�U
¯�Ô�^�•�‡�b�{

1999 Sep 01 17:00:00 %SYS-0-CFG_FLASH_ERR:ACL configuration set to flash but no ACL 
configuration file found.
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VACL �S�‘�|  QoS ACL 
ƒ���w�Ñ�å�¿�³�á  �Ý�Þ�æ�T�’�w�î�æ

VACL �S�‘�|  QoS ACL 
ƒ���›�Ñ�å�¿�³�á  �Ý�Þ�æ�t� �ˆ�`�h�K�q�x�z QoS ACL �S�‘�|  VACL �w�¯
�Û�¿�Ä�ˆ�^�x  NVRAM �t	{�V���‡�•�‡�d�œ�{�Í�w�‘�O�t�z
ƒ���›	��ˆ�p�Ñ�å�¿�³�á  �Ñ�•� �ç�t�¯
�Ð�”�b�”
ž�A�U�K�“�‡�b�{

• set boot config-register auto-config append �¦�Ó�³�ã�ï�›�–�;�b�”�q�z auto-config �Ñ�•� �ç�w
ƒ��
�U NVRAM 
ƒ���t�å�C�^�•�‡�b�{ �¯�Û�¿�Ä�`�h�K�q�z VACL �S�‘�|  QoS ACL �w
ƒ���›�\�w�Ñ�•
� �ç�t�¯�Ð�”�b�”�i�Z�p�A�ˆ�‡�b�{

• set boot config-register auto-config append �¦�Ó�³�ã�ï�›�–�;�`�s�M�q�z�³�µ�Â�Ü�w�I�ˆ�Ì�t�z
NVRAM �w
ƒ���U	«�ˆ�^�•�o�T�’�z auto-config �Ñ�•� �ç�U�î�æ�^�•�‡�b�{�\�w	Ô�ù�z NVRAM
�t�-���`�h�!�Ë�x�æ�˜�•�‡�b�{�-���b�”	Ô�ù�t�x�z �¢ VACL �S�‘�|  QoS ACL 
ƒ���i�Z�p�s�X�£

ƒ��
¶�.�›  auto-config �Ñ�•� �ç�t�¯�Ð�”�`�o�S�X
ž�A�U�K�“�‡�b�{

VACL �S�‘�|  QoS ACL 
ƒ���w  NVRAM �•�w�6� �ˆ

�Í�t�z VACL �S�‘�|  QoS ACL �w
ƒ���›  NVRAM �t�í�b�«�›�Ô�`�‡�b�{

Console> (enable) set config acl nvram
ACL configuration copied to NVRAM.
Console> (enable)

Console> (enable) clear boot auto-config
CONFIG_FILE variable =
Console> (enable) 

	Ñ�Õ�Ï
R�w�‰�8�=�±�Ù�”�Ä

set boot �¯�Ú�ï�Å�t�x�z auto-config �Ñ�•� �ç�›�×�ˆ�$�t�‰�8�=�b�”�¦�Ó�³�ã�ï�U�K�“�‡�b�{

auto-config �¦�Ó�³�ã�ï�›� �É�”�Ò�ç�t�`�o�z VACL �q  QoS ACL �w
ƒ���U�Ñ�å�¿�³�á  �Ý�Þ�æ�t�K�”
	Ô�ù�z�ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤�ï�´�ï	Í�w  auto-config �Ñ�•� �ç�w�!�Ë�x	×�t�z�µ�»�ï�Ì�   �µ�”
�Í�Ì� �²  �¤�ï�´�ï�t�‰�8�=�^�•�‡�b�{ �h�q�Q�y�z �ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤�ï�´�ï	Í�w  auto-config
�Ñ�•� �ç�›�_	†�b�”�q�z �µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï	Í�p�‹�f�w�Ñ�•� �ç�U�_	†�^�•�‡�b�{ �‰
�7�t�z	ý�`�M�µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�›�e�L�b�”�q�z�ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤�ï�´�ï
�t�‘�“�z auto-config �Ñ�•� �ç�U�×�ˆ�$�t�‰�8�=�^�•�‡�b�{

�Ë�   �ž�Õ� �å�Ï�æ�Â�Ÿ�w�-	Â

�µ�”�Í�Ì� �²  �¤�ï�´�ï�U�µ� �¿�½�¦�”�Ì�”�`�o�‹�z�µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�w  VACL �S
�‘�|  QoS ACL 
ƒ���x�z�ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤�ï�´�ï�w�º�0�z�b�s�˜�j  NVRAM �t�-���^�•�o
�M�”  VACL �S�‘�|  QoS ACL 
ƒ���q�‡�l�h�X�‰�a�p�b�{�
�°�w�§�M�x�z�µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤
�ï�´�ï�p�x�Ã�”�»�x  DRAM �t�-���^�•�‡�b�U�z�µ� �¿�½�¦�”�Ì�”�w�;�ó�$�s�ˆ�^�w�!�Ë�U�s�M�\
�q�p�b�{
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�Ù�”�Ä�o�•�w  ACL �w
ƒ��

�¢�«�£ �\�w�;�ó�›�–�;�p�V�”�w�x�z PFC3A/PFC3B/PFC3BXL �e�L�w  Supervisor Engine 720 �S�‘�|  
PFC3B/PFC3BXL �e�L�w  Supervisor Engine 32 �w�ˆ�p�b�{

�\�\�p�x�z Port ACL�¢ PACL; �Ù�”�Ä  ACL�£�t�m�M�o
†�Ì�`�‡�b�{

• PACL 
ƒ���w�“�A�¢ p.15-71�£

• PACL 
ƒ���Ì�w�«�™�Ä�ò�¢ p.15-72�£

• CLI �p�w  PACL �w
ƒ���¢ p.15-75�£

• PACL �w
ƒ���«�¢ p.15-78�£

PACL 
ƒ���w�“�A

Release 8.3(1) �‘�“
²�w�¹�Ñ�Ä�¢�£�ž  �æ�æ�”�µ�p�x�z VACL �S�‘�|  Cisco IOS ACL �q�M�O 2 	��¨�w�ž
�«�·�µ  �æ�µ�Ä�w�ˆ�U�K�“�‡�`�h�{ VACL �x�è� �à  2 �S�‘�|�è� �à  3 �8
ù�Ä�å�Ñ�Ÿ�¿�«�t�&�;�^�•�‡
�`�h�U�z Cisco IOS ACL �x�è� �à  3 �8
ù�Í�­�¿�Ä�t�w�ˆ�&�;�^�•�‡�`�h�{�M�c�•�w�»� �Ó�w�ž�«�·
�µ  �æ�µ�Ä�‹  VLAN �t�&�;�^�•�z�Í�­�¿�Ä  �Ô�¿�¼�”	Ø�C�t�,�n�M�o�Ä�å�Ñ�Ÿ�¿�«�›�Ñ�Ÿ�ç�»�æ�ï�¬
�`�o�M�‡�`�h�{

Release 8.3(1) �t�x�z PACL �q�M�O�å�C�w�ž�«�·�µ  �æ�µ�Ä  �»� �Ó�U�K�“�‡�b�{ PACL �x�z
ú�g�Ù�”�Ä
�t�Ú�¿�Ð�ï�¬�^�•�”�ž�«�·�µ  �æ�µ�Ä�p�b�¢�è	×�z VLAN �x
ó
:�w
ú�g�Ù�”�Ä�p�Ï
R�^�•�‡�b�£ �{PACL
�p�x�z�^�’�t�{�S�›	Í�[�o�›���w
ú�g�Ù�”�Ä	Í�w�Ä�å�Ñ�Ÿ�¿�«�›�Ñ�Ÿ�ç�»�æ�ï�¬�`�‡�b�{ VACL �q
�‰�7�t�z PACL �x�è� �à  2 �S�‘�|�è� �à  3 �8
ù�Í�­�¿�Ä�t�&�;�^�•�‡�b�{


$ 15-9 �t�z�ž�«�·�µ  �æ�µ�Ä�w�»� �Ó���w�æ�g�����›�Ô�`�‡�b�{ PACL �x�z�‡�c
ú�g�Ù�”�Ä�w�£	ô
�Í�­�¿�Ä�t�&�;�^�•�‡�b�{�Í�­�¿�Ä�U  PACL �t�‘�l�o�•�D�^�•�”�q�z���È�b�”�Ö�—  VLAN �t�&�;�^
�•�o�M�”  VACL �t�‘�l�o�Ñ�Ÿ�ç�»�æ�ï�¬�^�•�‡�b�{ �Í�­�¿�Ä�U�è� �à  3 �p�8
ù�^�•�o  VACL �t�‘�l
�o�•�D�^�•�”	Ô�ù�z�‰�a  VLAN �w Cisco IOS ACL �p�Ñ�Ÿ�ç�»�æ�ï�¬�^�•�‡�b�{	Z�—�M�²�t�m�M�o
�x�z�‰�a	r�g�U�o�M�²�p�æ�˜�•�‡�b�{�h�i�`�z�q�O	Z�—  PACL �t�m�M�o�x�Ë�”�Å�¢�£�ž�w�±�Ù�”�Ä
�U�K�“�‡�d�œ�{


$ 15-9 �ž�«�·�µ  �æ�µ�Ä�w�»� �Ó���w�æ�g����

PACL �t�x�z�Ù�”�Ä�o�•�p
ƒ���D�ó�s  3 	��¨�w
â�^�Þ�”�Å�U�K�“�‡�b�{

• �Ù�”�Ä�Õ�”�µ  �•  PACL �U�7���w  VACL �S�‘�|  Cisco IOS ACL �›	Í	{�V�`�‡�b�{�\�w�Þ�”�Å�p
�x�z Context-Based Access Control�¢ CBAC; �¯�ï�Â�©�µ�Ä  �Õ�”�µ�w�ž�«�·�µ
M�š�£�S�‘�|  NAT �s
�r�w�;�ó�x�z
ú�g�Ù�”�Ä�p�;�ó�`�‡�d�œ�{

• VLAN �Õ�”�µ  �•  VACL �S�‘�|  Cisco IOS ACL �U PACL �›	Í	{�V�`�‡�b�{  

• �Ú�”�´  �•  �\�w�Þ�”�Å�p�x�z �Ö�— PACL�z VACL�z�S�‘�|  Cisco IOS ACL �U�z 
$ 15-9 �t�Ô�b�æ�g
�³�æ�ž�ç  �Þ�Ã�ç�p�Ú�”�´�^�•�‡�b�{  

ACL �U�Ù�”�Ä�t�Ú�¿�Ð�ï�¬�^�•�o�M�s�M	Ô�ù�z�Ù�”�Ä�x�º
æ�p  VLAN �Õ�”�µ  �Þ�”�Å�t�í�“�‡�b�{

PACL  VACL  IOS ACL  IOS ACL  VACL

 3 

11
33

00
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�Ù�”�Ä�U�Ú�”�´  �Þ�”�Å�p�K�”	Ô�ù�›	†�V�z PACL �›�Ä�å�ï�©�ï�¬  �Ù�”�Ä�t
ƒ���p�V�‡�b�{�Ä�å�ï�©
�ï�¬  �Ù�”�Ä�U� �×�w  ACL �›�Ë�m
ó
:�w  VLAN �›
ƒ���p�V�”�h�Š�t�z�\�w�‘�O�s
M�v�U�K�“�‡�b�{
VLAN x �;�w  VACL �›�z VLAN y �U�»�¬
Ç�Z�^�•�h�Í�­�¿�Ä�t�&�;�b�”�M�O�x�¡�“�p�b�{ PFC3A �x
�Ù�”�Ä /VLAN �Ö�ž�t�,�n�M�o�U�g�U�p�V�s�M�h�Š�z�Ú�”�´  �Þ�”�Å�p  PACL �›�Ù�”�Ä�t�Ú�¿�Ð�ï�¬
�p�V�‡�d�œ�{

�¢�«�£ PACL �›�^
R�b�”�h�Š�w  CLI �Ï���x�z VACL �w�‹�w�q�‰�a�p�b�{�Ù�”�Ä�t�Ú�¿�Ð�ï�¬�^�•�h  ACL
�w� �ï�µ�»�ï�µ�›  PACL �q�M�M�‡�b�{ VLAN �t�Ú�¿�Ð�ï�¬�^�•�h  ACL �w� �ï�µ�»�ï�µ�›  VACL �q
�M�M�‡�b�{�‰�a  ACL �›�Ù�”�Ä�q  VLAN �w�†�M�t�Ú�¿�Ð�ï�¬�p�V�‡�b�{ VACL �q�‰�7�t�z PACL �x
�b�‚�o�w�Ó�é�Ä�¯�ç  �»� �Ó�p�±�Ù�”�Ä�^�•�‡�b�{

PACL 
ƒ���Ì�w�«�™�Ä�ò

�\�\�p�x�z PACL �w
ƒ���Ì�w�«�™�Ä�ò�t�m�M�o
†�Ì�`�‡�b�{

• PACL �w VACL �S�‘�|  Cisco IOS ACL �q�w
ì�“�^�;�¢ p.15-72�£

• EtherChannel �S�‘�|  PACL �w
ì�“�^�;�¢ p.15-72�£

• �¼� �Æ�Û�¿�«  ACL�¢�Ú�”�´  �Þ�”�Å�t�w�ˆ�&�;�£ �¢ p.15-73�£

• �Ä�å�ï�©�ï�¬  �Þ�”�Å�¢�Ú�”�´  �Þ�”�Å�t�w�ˆ�&�;�£ �¢ p.15-73�£

• �4	•  VLAN�¢�Ú�”�´  �Þ�”�Å�t�w�ˆ�&�;�£ �¢ p.15-73�£

• �Ó�å� �Õ�”�Ä  VLAN�¢�Ú�”�´  �Þ�”�Å�t�w�ˆ�&�;�£ �¢ p.15-73�£

• �Ù�”�Ä  VLAN �ž�¹�³�¤�”�³�ã�ï�!�Ë�¢�Ú�”�´  �Þ�”�Å�t�w�ˆ�&�;�£ �¢ p.15-73�£

• OIR �w�“�A�¢ p.15-75�£

PACL �w VACL �S�‘�|  Cisco IOS ACL �q�w
ì�“�^�;

�\�\�p�x�z PACL �w VACL �S�‘�|  Cisco IOS ACL �q�w
ì�“�^�;�t�S�Z�”�«�™�Ä�ò�t�m�M�o
†�Ì�`�‡
�b�{

• �Ù�”�Ä�U�Ù�”�Ä�Õ�”�µ  �Þ�”�Å�t
ƒ���^�•�o�M�”	Ô�ù�t�z PACL �x  VACL �S�‘�|  Cisco IOS ACL
�w�†�M�›	Í	{�V�`�‡�b�{�\�w�F���w�«�Ž�w  1 �m�q�`�o�z�Í�­�¿�Ä�U  MSFC �t�‘�l�o�¹�Ñ�Ä�¢�£
�ž�p�8
ù�^�•�”	Ô�ù�U�K�“�‡�b�{�Í�­�¿�Ä�x�z PACL �Þ�”�Å�t�����s�X�&�;�^�•�h�Ö�—  Cisco
IOS ACL �›	��˜�`�‡�b�{ �Í�­�¿�Ä�U�¹�Ñ�Ä�¢�£�ž�p�8
ù�^�•�”�«�q�`�o�z �Í�w  2 �m�U�K�“�‡�b�{

�µ �¢�é�ª�ï�¬�•  NAT �s�r�w�;�ó�t�‘�“�£	Z�—�Ò�æ�¿�´�ï�¬�^�•�h�Í�­�¿�Ä

�µ IP �¦�Ó�³�ã�ï�U
ƒ���^�•�o�M�”�Í�­�¿�Ä

MSFC �x�z�U	Z�^�•�h�Í�­�¿�Ä�t�Ö�—�S�‘�|	Z�—  Cisco IOS ACL �›�6�&�;�`�‡�b�{ �è� �à  3 �Ë�”
�Å�¢�£�ž�S�‘�|�¹�Ñ�Ä�¢�£�ž�8
ù�Í�­�¿�Ä�t�0�b�”  PACL 	Í	{�V�Þ�”�Å�x�z Cisco IOS ACL �q
�x�Ÿ�s�“�‡�b�{  

• PACL �U�©�ß�Ó�½�ß�›�•�D�b�”�‘�O�t
ƒ���^�•�o�M�o  VACL �U�‰�a�Í�­�¿�Ä�›�‹
q�b�”�‘�O�t

ƒ���^�•�o�M�”	Ô�ù�z�Ú�”�´�A�L�x
ƒ���¡�“�q�s�“�‡�b�{�\�w�‘�O�s	Ô�ù�z PACL �U [merge
disabled] 	Ý�6�t�s�“�‡�b�{

EtherChannel �S�‘�|  PACL �w
ì�“�^�;

�\�\�p�x�z EtherChannel �S�‘�|  PACL �w
ì�“�^�;�t�S�Z�”�«�™�Ä�ò�t�m�M�o
†�Ì�`�‡�b�{

• �Ÿ�s�”  PACL 
ƒ���›�Ë�m�Ù�”�Ä�x�z�Ù�”�Ä  �½�ß�É�ç�›��
R�p�V�‡�d�œ�{�Ù�”�Ä  �½�ß�É�ç�›��

R�b�”�t�x�z�Ù�”�Ä�t�x�‰�a  PACL �Þ�”�Å�¢�Ù�”�Ä�Õ�”�µ�z VLAN �Õ�”�µ�z�‡�h�x�Ú�”�´�£�S
�‘�|�‰�a  ACL �Ê�U�s�Z�•�y�s�“�‡�d�œ�{  
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• EtherChannel �w�Ù�”�Ä�›�Ù�”�Ä�Õ�”�µ  ACL �T�’  VLAN �Õ�”�µ  ACL �t�!�Ë�`�h	Ô�ù�z�f�w�½�ß
�É�ç�º�w�b�‚�o�w�Ù�”�Ä�U  VLAN �Õ�”�µ  ACL �Þ�”�Å�t�!�Ë�^�•�‡�b�{  

• �K�”�Ù�”�Ä�w
ƒ���!�Ë�x�z�½�ß�É�ç�º�w�b�‚�o�w�Ù�”�Ä�t�è�¹�`�‡�b�{�K�”�½�ß�É�ç�t���b�”
�Ù�”�Ä�t  ACL �›�Ú�¿�Ð�ï�¬�b�”�q�z�½�ß�É�ç�t���È
Ç�Z�’�•�h�æ�g�Ù�”�Ä�›���‰�½�ß�É�ç�º
�w�b�‚�o�w�Ù�”�Ä�t�‹�Ú�¿�Ð�ï�¬�^�•�‡�b�{�b�‚�o�w
ú�g�Ù�”�Ä�•�w�Ú�¿�Ð�ï�¬�x�z�Ù�”�Ä
�½�ß�É�ç�U
��u�^�•�h�K�q�p�‹�Ë�”�Å�¢�£�ž�S�‘�|  NVRAM �º�t�’�“�‡�b�{�æ�g�Ù�”�Ä�•�w
�Ú�¿�Ð�ï�¬�w�ˆ�U�_	†�^�•�‡�b�{  

• 	ý�`�M  PACL �U EtherChannel �º�w�K�”�Ù�”�Ä�t�&�;�^�•�h	Ô�ù�z�½�ß�É�ç�º�w�b�‚�o�w�Ù�”�Ä
�U	ý�`�M  ACL �Ú�¿�Ó�›�–�;�b�”�‘�O�t
ƒ���^�•�‡�b�{

�¼� �Æ�Û�¿�«  ACL�¢�Ú�”�´  �Þ�”�Å�t�w�ˆ�&�;�£

�¼� �Æ�Û�¿�«  ACL �x  VLAN �Õ�”�µ�p�z CBAC �S�‘�|  IGMP �w 2 �m�w�;�ó�t�‘�l�o�–�;�^�•�‡�b�{
�Ú�”�´  �Þ�”�Å�x�z �¼� �Æ�Û�¿�«  ACL �q  PACL �q�w�Ú�”�´�› �±�Ù�”�Ä�`�‡�d�œ �{�Ú�”�´  �Þ�”�Å�p�x�z
�Í�w�‘�O�s
ƒ���x�p�V�‡�d�œ�{

• �0� �b�”  VLAN �t�¼� �Æ�Û�¿�«  ACL �U�Ú�¿�Ð�ï�¬�^�•�o�M�”�Ù�”�Ä�t  PACL �›�&�;�`�‘�O�q
�b�”�\�q�{

• �Ï
R�Ù�”�Ä�w  1 �m�t  PACL �U� �ï�µ�Ä�”�ç�^�•�o�M�”  VLAN �t�¼� �Æ�Û�¿�«  ACL �›�&�;�`�‘
�O�q�b�”�\�q�{ �¼� �Æ�Û�¿�«  ACL �x
Y	×�t�Ú�¿�Ð�ï�¬�^�•�‡�b�U�z �Ã	l�w�K�”�Ù�”�Ä�U  [merge
disable] �Þ�”�Å�t�s�“�‡�b�{�¼� �Æ�Û�¿�«  ACL �U�_	†�^�•�h�K�q�t�Ù�”�Ä�U�6�|�ž�«�Â�Ÿ�Ò�t
�s�“�‡�b�{

�Ä�å�ï�©�ï�¬  �Þ�”�Å�¢�Ú�”�´  �Þ�”�Å�t�w�ˆ�&�;�£

�Ú�”�´  �Þ�”�Å�w  PACL �x�z�Ä�å�ï�©�ï�¬  �Ù�”�Ä�q�“�õ
Q�U�K�“�‡�d�œ�{�Ù�”�Ä�›�Ú�”�´  �Þ�”�Å�t

ƒ���b�”�t�x�z�Ù�”�Ä�w�Ä�å�ï�©�ï�¬  �Þ�”�Å�›  off �t
ƒ���b�”
ž�A�U�K�“�‡�b�{�o�t�t�O�q�z�Ú�”
�´  �Þ�”�Å�w�Ù�”�Ä�x�Ä�å�ï�©�ï�¬  �Þ�”�Å�t�!�Ë�p�V�‡�d�œ�{

�4	•  VLAN�¢�Ú�”�´  �Þ�”�Å�t�w�ˆ�&�;�£

�4	•  VLAN �U� �É�”�Ò�ç�w�Ù�”�Ä�t�Ú�”�´  �Þ�”�Å�›
ƒ���p�V�‡�d�œ�{�o�t�t�O�q�z�4	•  VLAN �U
� �É�”�Ò�ç�w�Ù�”�Ä�›�Ú�”�´  �Þ�”�Å�t�!�Ë�p�V�‡�d�œ�{  

�Ó�å� �Õ�”�Ä  VLAN�¢�Ú�”�´  �Þ�”�Å�t�w�ˆ�&�;�£

VACL �›�Ó�å� �Ú�æ�‡�h�x�·�§�ï�¼�æ  �Ó�å� �Õ�”�Ä  VLAN �t�Ú�¿�Ð�ï�¬�p�V�‡�b�{ �0	°�$�t�z Cisco
IOS ACL �x�Ó�å� �Ú�æ  VLAN �t�`�T�Ú�¿�Ð�ï�¬�p�V�‡�d�œ�{�Ó�å� �Ú�æ  VLAN �t�Ú�¿�Ð�ï�¬�^�•
�”�Ö�—  Cisco IOS ACL �x�z�b�‚�o�w�0� �b�”�·�§�ï�¼�æ  VLAN �t�Ú�¿�Ð�ï�¬�^�•�z �Ó�å� �Ú�æ  VLAN
�t�x�Ú�¿�Ð�ï�¬�^�•�‡�d�œ�{�Ó�å� �Ú�æ  VLAN �t�Ú�¿�Ð�ï�¬�^�•�”	Z�—  Cisco IOS ACL �x�z�Ó�å� 
�Ú�æ VLAN �t�Ú�¿�Ð�ï�¬�^�•�‡�b�{

�Ó�å� �Õ�”�Ä  VLAN �w�Ö�—�ç�¿�«�ž�¿�Ó�x�z�·�§�ï�¼�æ  VLAN �p�w�ˆ�î�æ�^�•�‡�b�{�Ú�”�´  �Þ�”
�Å�p�x�z PACL �x�·�§�ï�¼�æ  VLAN �t�&�;�^�•�o�M�”�Ö�—  VACL �S�‘�|  Cisco IOS ACL �q�Ú�”�´�^
�•�‡�b�{  

�Ù�”�Ä  VLAN �ž�¹�³�¤�”�³�ã�ï�!�Ë�¢�Ú�”�´  �Þ�”�Å�t�w�ˆ�&�;�£

�Ù�”�Ä  VLAN �ž�¹�³�¤�”�³�ã�ï�!�Ë�x�z�b�‚�o�w	Ô�ù�t�&�;�^�•�‡�b�{�h�i�`�z�Ù�”�Ä�U�Ú�”�´
�Þ�”�Å�t
ƒ���^�•�o�M�”	Ô�ù�z �Ù�”�Ä  VLAN �ž�¹�³�¤�”�³�ã�ï�p�w�!�Ë�t�‘�“�Ú�”�´	Ë�•�U
C
\�b
�”	Ô�ù�U�K�“�‡�b�{�f�w�‘�O�s	Ô�ù�z�Ù�”�Ä�x  [merge disable] �Þ�”�Å�t�s�“�‡�b�{  
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PACL �w�Ú�¿�Ð�ï�¬�›�r	†�`�h�K�q�t�6�S�Ú�¿�Ð�ï�¬�b�”�T�z Cisco IOS ACL �U�×�ˆ�$�t�6�Ú�”�´
�›�Ä�æ�¨�`�‡�b�{�Í�t�z�Ù�”�Ä  3/1 �U VLAN 1 �t���È
Ç�Z�’�•�h�K�q�t  VLAN 2 �t���È
Ç�Z�’�•�”
�«�›�Ô�`�‡�b�{

Console> (enable) set port security-acl 3/1 merge
ACL interface is set to merge mode for port(s) 3/1.

Console> (enable) set security acl map ipacl1 3/1
ACL ipacl1 is successfully mapped to port(s) 3/1.

Console> (enable) set security acl map ipacl2 1
ACL ipacl2 is successfully mapped to VLAN 1.

Console> (enable) set security acl map ipacl3 2
ACL ipacl3 is successfully mapped to VLAN 2.

Console> (enable) set vlan 2 3/1
2003 Sep 05 22:34:50 %ACL-3-PACLMERGEFAILED:Failed to merge Security ACLs on Port(s) 
3/1 with Vlan 2.
VLAN 2 modified.
VLAN 1 modified.
VLAN  Mod/Ports
---- -----------------------
2     3/1

Console> (enable) show port security-acl 3/1
Port  Interface Type Interface Type Interface Merge Status 
      config         runtime        runtime
----- -------------- -------------- ----------------------
 3/1           merge          merge      (VLAN=2) disabled

Config:
Port  ACL name                         Type
----- -------------------------------- ----
 3/1  ipacl1                           IP

Runtime:
Port  ACL name                         Type
----- -------------------------------- ----
No ACL is mapped to port 3/1.

dhcp-snooping:
Port     Trust     Source-Guard    Source-Guarded IP Addresses 
----- -----------  ------------    --------------------------- 
 3/1   untrusted      disabled      

Console> (enable) show security acl map runtime 1
Vlan ACL name                         Type
---- -------------------------------- ----
   1 ipacl2                           IP

Console> (enable) show security acl map runtime 2
Vlan ACL name                         Type
---- -------------------------------- ----
   2 ipacl3 IP
Console> (enable)
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OIR �w�“�A

�Þ�´�á�”�ç�›	��“�Ž�`�h�“�æ�·�¿�Ä�`�h�“�b�”	Ô�ù�z�Þ�´�á�”�ç�t�4
Ç�^�•�o�M�”  PACL �‹�¢�Ë�”
�Å�¢�£�ž�t�Ó�é�¬�å�Û�ï�¬�^�•�o�M�”�£�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�S�‘�|�¢ NVRAM �t�-���^�•
�o�M�”�£ NVRAM �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�T�’�_	†�^�•�‡�b�{�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�x  NVRAM
�t�-���^�•�‡�b�U�z
¯�Ô�^�•�‡�d�œ�{�Þ�´�á�”�ç�›
à�Ö�`�h�“�¦�ï�å� �ï�t�`�h	Ô�ù�z�¯�ï�Ñ�Ÿ
�ª�á�è�”�³�ã�ï�x  NVRAM�¢�‡�h�x�Â�©�µ�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Ñ�•� �ç�£�T�’�6�|�¡�ˆ��
�‡�•�o�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t�6�Ú�¿�Ð�ï�¬�^�•�‡�b�{  

�Ù�”�Ä�w� �É�”�Ò�ç�‡�h�x�Ã�Ÿ�·�”�Ò�ç�x�z �Ù�”�Ä�U�Ú�”�´  �Þ�”�Å�p�K�”	Ô�ù�›	†�M�o�z ACL �Ú�¿
�Ð�ï�¬�‡�h�x�·�©�á�æ�Â�Ÿ  ACL �Þ�”�Å�t�è�¹�`�‡�d�œ�{�Ú�”�´  �Þ�”�Å�p�x�z VLAN �p�Ã�Ÿ�·�”�Ò
�ç�t�s�l�h�“  VLAN �T�’	«�ˆ�^�•�h�Ù�”�Ä�x�z�Ù�”�Ä�t���È�`�h  VLAN �U�–�;�p�V�s�X�s�“�Ù�”
�Ä�p�Í�­�¿�Ä�w�8
ù�•���w  VLAN �q�w�Ú�”�´�U�p�V�s�X�s�”�h�Š�z [merge disable] �µ�Â�”�Ä�t�s�“
�‡�b�{

CLI �p�w  PACL �w
ƒ��

�\�\�p�x�z Catalyst 6500 �³�æ�”�¶  �µ� �¿�½	Í�p  PACL �›�^
R�`�z�ž�«�Â�Ÿ�Ò�t�b�”	�	q�t�m�M�o
†
�Ì�`�‡�b�{

• PACL �Þ�”�Å�w�¦���¢ p.15-75�£

• PACL 	Ø�C�w
¯�Ô�¢ p.15-76�£

• �Ù�”�Ä�‡�h�x  VLAN �•�w  ACL �w�Ú�¿�Ð�ï�¬�¢ p.15-76�£

• ACL �Ú�¿�Ð�ï�¬	Ø�C�w
¯�Ô�¢ p.15-77�£

• EtherChannel �w ACL 	Ø�C�w
¯�Ô�¢ p.15-78�£

PACL �Þ�”�Å�w�¦��

�Ã�Ñ�¥�ç�Ä�w  PACL �Þ�”�Å�x  VLAN �Õ�”�µ�p�K�“�z�7���w  VACL 
ƒ���x�ž�«�Â�Ÿ�Ò�w�‡�‡�p�b�{  

PACL �Þ�”�Å�›�¦���b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z�Ù�”�Ä  3/1 �t  PACL �›�¦���b�”�«�›�Ô�`�‡�b�{

Console> (enable) set port security-acl 3/1 port-based
Warning: Vlan-based ACL features will be disabled on port(s) 3/1.
ACL interface is set to port-based mode for port(s) 3/1.

Console> (enable) set port security-acl 3/1 merge
ACL interface is set to merge mode for port(s) 3/1.

Console> (enable) set port security-acl 3/1 vlan-based
ACL interface is set to vlan-based mode for port(s) 3/1.
Console> (enable)

�Í�t�z�Ä�å�ï�«  �Ù�”�Ä�¢�Ù�”�Ä  3/1�£�›�Ú�”�´  �Þ�”�Å�t�`�‘�O�q�`�h	Ô�ù�w� �t�w�«�›�Ô�`�‡�b�{

Console> (enable) set port security-acl 3/1-4 merge
ACL interface cannot be in merge mode on multi-vlan access port 3/1.
ACL interface is set to merge mode for port(s) 3/2.
ACL interface is set to merge mode for port(s) 3/3.
ACL interface is set to merge mode for port(s) 3/4.

�^�À �¯�Ú�ï�Å

PACL �Þ�”�Å�›�¦���`�‡�b�{ set port security-acl mod/ports..[port-based | vlan-based |
merge]
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PACL 	Ø�C�w
¯�Ô

show port security-acl mod/port �¯�Ú�ï�Å�x�z�¦���`�h�Ù�”�Ä�w  PACL 	Ø�C�›
¯�Ô�`�‡�b�{ Config
�Ñ�Ÿ�”�ç�Å�p�x�z NVRAM �t�-���^�•�o�M�”�‹�w�U
¯�Ô�^�•�‡�b�{ Runtime �Ñ�Ÿ�”�ç�Å�p�x�z�î�M
�t�Ë�”�Å�¢�£�ž�t�Ó�é�¬�å�Û�ï�¬�^�•�h�‹�w�U
¯�Ô�^�•�‡�b�{�‡�h�z�Í�w�‘�O�s�Ú�”�´
â�^�w�µ
�Â�”�»�µ�‹
¯�Ô�^�•�‡�b�{

• active �•  �Ù�”�Ä�t  PACL �U
ƒ���^�•�o�S�“�z VLAN �q
Y	×�t�Ú�”�´�^�•�o�M�‡�b�{

• inactive �•  �Ù�”�Ä�t
ƒ���^�•�o�M�”  PACL �x�K�“�‡�d�œ�{

• disabled �•  �Ù�”�Ä�t  PACL �U
ƒ���^�•�o�M�‡�b�U�z �¢�M�X�m�T�w�g���p�£ �Ú�”�´�t�æ

�`�‡�`�h�{

show port security-acl �¯�Ú�ï�Å�‹�z �Ù�”�Ä�U�Ú�”�´�b�”�‘�O�t
ƒ���^�•�o�M�”  VLAN �›
¯�Ô�`�‡�b�{

PACL 	Ø�C�›
¯�Ô�b�”�t�x�z�â�”�²  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z�Ù�”�Ä  3/1 �w PACL 	Ø�C�›
¯�Ô�b�”�«�›�Ô�`�‡�b�{

Console> (enable) show port security-acl 3/1
Port  Interface Type Interface Type Interface Merge Status
      config         runtime        runtime
----- -------------- -------------- ----------------------
 3/1      port-based     port-based         not applicable

Config:
Port  ACL name                         Type
----- -------------------------------- ----
 3/1  ipacl1                           IP

Runtime:
Port  ACL name                         Type
----- -------------------------------- ----
No ACL is mapped to port 3/1.

dhcp-snooping:
Port     Trust     Source-Guard    Source-Guarded IP Addresses 
----- -----------  ------------    --------------------------- 
 3/1   untrusted      disabled      

Console> (enable)

�Ù�”�Ä�‡�h�x  VLAN �•�w  ACL �w�Ú�¿�Ð�ï�¬

�Ù�”�Ä�U  VLAN �Õ�”�µ  �Þ�”�Å�w	Ô�ù�p�‹  ACL �›�Ù�”�Ä�t�Ú�¿�Ð�ï�¬�p�V�‡�b�{�\�w�‘�O�s	Ô�ù�z
�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�x  NVRAM �t�¯�Û�¿�Ä�^�•�o�z�K�q�p�Ù�”�Ä�U�Ù�”�Ä�Õ�”�µ  �Þ�”�Å�‡�h
�x�Ú�”�´  �Þ�”�Å�t�!�Ë�^�•�”�M�t�z�Ë�”�Å�¢�£�ž�t
î�i�^�•�‡�b�{�\�w�;�ó�x  QoS �q�Å�o�M�‡�b�{  

ACL �w VLAN �•�w�Ú�¿�Ð�ï�¬�p�x�z�Í�w�‘�O�s
â�^�U�î�æ�^�•�‡�b�{

1. ACL �U VLAN �t�Ú�¿�Ð�ï�¬�^�•�‡�b�{

2. �Ú�”�´  �Þ�”�Å�p�K�”�b�‚�o�w�Ï
R�Ù�”�Ä�q�q�‹�t�Ú�”�´�U�×�ˆ�$�t�Ä�æ�¨�^�•�‡�b�{  

�¢ 1�£�U�æ

�`�h	Ô�ù�z
â�^�U�æ

�`�o  Syslog �Ý�¿�·�”�´�U
\
R�^�•�‡�b�{ �¢ 2�£�w	Ô�ù�z VACL �q�w
�Ú�”�´�t�æ

�`�h�Ù�”�Ä�t�0�`�o  Syslog �U
\
R�^�•�‡�b�{�\�•�’�w�Ù�”�Ä�x�°�Ì�$�t  VLAN �Õ�”
�µ  �Þ�”�Å�t�s�“�‡�b�{�Ù�”�Ä�U�Ú�”�´�t�æ

�`�h	Ô�ù�z show port security-acl mod/port �¯�Ú�ï�Å�›
�è�a�o
¯�Ô�^�•�”�Ú�”�´�w�µ�Â�”�»�µ�x  [merge disabled] �t�s�“�‡�b�{ [merge disabled] �µ�Â�”�»�µ�w
�«�t�m�M�o�x�z �®PACL �w
ƒ���«�¯ �¢ p.15-78�£ �w�®�«  6�¯ �›�€	°�`�o�X�i�^�M�{  

�^�À �¯�Ú�ï�Å

PACL 	Ø�C�›
¯�Ô�`�‡�b�{ show port security-acl mod/port
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�Ù�”�Ä�‡�h�x  VLAN �t  ACL �›�Ú�¿�Ð�ï�¬�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z�Ù�”�Ä  3/1 �t  ACL �›�Ú�¿�Ð�ï�¬�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set security acl map ipacl1 3/1
Mapping in progress.
ACL ipacl1 is successfully mapped to port(s) 3/1.

Console> (enable) set port security-acl 3/1 vlan-based
ACL interface is set to vlan-based mode for port(s) 3/1.

Console> (enable) set security acl map ipacl1 3/1
Port 3/1 is set to vlan-based mode, config is saved in Nvram.
Config will be applied when the port is set to port-based/merge mode.
Console> (enable)

ACL �Ú�¿�Ð�ï�¬	Ø�C�w
¯�Ô

show security acl map �¯�Ú�ï�Å�x�z�Í�w�‘�O�t�z�Ù�”�Ä  �Ú�¿�Ð�ï�¬�›
¯�Ô�b�”�‘�O�t�¦�Á�^�•�‡�`
�h�{

• 
ƒ���S�‘�|�å�ï�»� �Ü  �Ú�¿�Ð�ï�¬�›
¯�Ô�b�”�h�Š�t
ž
"�©�”�ë�”�Å�¢ config �S�‘�|  runtime�£
�U�å�C�^�•�‡�`�h�{

• 
ƒ���^�•�h  VACL �S�‘�|  PACL �›
¯�Ô�b�”�h�Š�t�z �Ú�™�©�”�ë�”�Å �¢ all-vlans �S�‘�|  all-ports�£
�U�å�C�^�•�‡�`�h�{  

ACL �Ú�¿�Ð�ï�¬	Ø�C�›
¯�Ô�b�”�t�x�z�â�”�²  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z ACL �Ú�¿�Ð�ï�¬	Ø�C�›
¯�Ô�b�”�«�›�Ô�`�‡�b�{

Console> (enable) show security acl map config all
ACL Name                         Type Ports/Vlans
-------------------------------- ---- --------------
ipacl1                           IP   11
ipacl2                           IP   3/1

Console> (enable) show security acl map config all-ports
ACL Name                         Type Ports
-------------------------------- ---- --------------
ipacl2                           IP   3/1

Console> (enable) show security acl map runtime 3/1
Port  ACL name                         Type
----- -------------------------------- ----
3 / 1 ipacl1                           IP
Console> (enable) 

�^�À �¯�Ú�ï�Å

�Ù�”�Ä�‡�h�x  VLAN �t  ACL �›�Ú�¿�Ð�ï�¬�`�‡
�b�{

set security acl map acl_name [mod/ports | vlans]

�^�À �¯�Ú�ï�Å

ACL �Ú�¿�Ð�ï�¬	Ø�C�›
¯�Ô�`�‡�b�{ show security acl map [config | runtime] [acl_name
| mod_num/port_num | vlan | all | all-vlans | all-ports]
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EtherChannel �w ACL 	Ø�C�w
¯�Ô

�Ù�”�Ä  �½�ß�É�ç	Í�t  PACL �Ú�¿�Ð�ï�¬�›
¯�Ô�b�”�h�Š�t�z show channel �¯�Ú�ï�Å�U�¦�Á�^�•�‡�`
�h�{ type �t�0�`�o�z security-acl �›�¦���p�V�‡�b�{

EtherChannel �w ACL 	Ø�C�›
¯�Ô�b�”�t�x�z�â�”�²  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z EtherChannel �w ACL 	Ø�C�›
¯�Ô�b�”�«�›�Ô�`�‡�b�{

Console> (enable) show port channel 3/40 info security-acl  
Port  ACL-Interface Type
----- ------------------
 3/37 port-based    
 3/38 port-based    

Port  ACL name                         Type
----- -------------------------------- ------
 3/37 ipacl1                           IP
 3/38 ipacl1                           IP
Console> (enable)

PACL �w
ƒ���«

�\�\�p�x�z PACL �w
ƒ���«�›	º�p�`�‡�b�{

�«  1

�Í�t�z�Ù�”�Ä�U  VLAN �Õ�”�µ  �Þ�”�Å�w	Ô�ù�t  ACL �›�Ù�”�Ä�t�Ú�¿�Ð�ï�¬�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set port security-acl 3/1 vlan-based
ACL interface is set to vlan-based mode for port(s) 3/1.

Console> (enable) set security acl map ipacl1 3/1
Port 3/1 is set to vlan-based mode, config is saved in Nvram.
Config will be applied when the port is set to port-based/merge.

Console> (enable) show security acl map config 3/1
Port  ACL name                         Type
----- -------------------------------- ----
 3/1  ipacl1                           IP

Console> (enable) show security acl map runtime 3/1
Port  ACL name                         Type
----- -------------------------------- ----
No ACL mapped to port 3/1.

Console> (enable) set port security-acl 3/1 port-based
Warning: Vlan-based ACL features will be disabled on port(s) 3/1.
ACL interface is set to port-based mode for port(s) 3/1.

Console> (enable) show security acl map config 3/1
Port  ACL name                         Type
----- -------------------------------- ----
 3/1  ipacl1                           IP

Console> (enable) show security acl map runtime 3/1
Port  ACL name                         Type
----- -------------------------------- ----
 3/1  ipacl1                           IP
Console> (enable)

�^�À �¯�Ú�ï�Å

EtherChannel �w ACL 	Ø�C�›
¯�Ô�`�‡�b�{ show port channel [all | mod[/port]] { info [type]}
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�«  2

�Í�t�z ACL �Ú�¿�Ð�ï�¬  �¤�å�”�t�‘�“�·�©�á�æ�Â�Ÿ  ACL �Þ�”�Å�U�!�Ë�^�•�h	Ô�ù�t	Ë�•�U
C
\�b�”
�«�›�Ô�`�‡�b�{�\�w�«�p�x�z ACL �U NVRAM �t�w�ˆ�Ú�¿�Ð�ï�¬�^�•�o�Ë�”�Å�¢�£�ž�t�x�Ú�¿�Ð�ï
�¬�^�•�‡�d�œ�{

Console> (enable) set port security-acl 3/1 vlan-based
ACL interface is set to vlan-based mode for port(s) 3/1.

Console> (enable) set security acl map ipacl1 3/1
Port 3/1 is set to vlan-based mode, config is saved in Nvram.
Config will be applied when the port is set to port-based/merge.

Console> (enable) set port security-acl 3/1 port-based
Warning: Vlan-based ACL features will be disabled on port(s) 3/1.
ACL interface is set to port-based mode for port(s) 3/1
2003 Sep 05 22:34:50 %ACL-3-TCAMFULL:Acl engine TCAM table is full
2003 Sep 05 22:34:50 %ACL-3-PACLMAPCOMMITFAIL:Failed to Map Security ACL ipacl1 to 
Port 3/1

Console> (enable) show security acl map config 3/1
Port  ACL name                         Type
----- -------------------------------- ----
 3/1  ipacl1                           IP

Console> (enable) show security acl map runtime 3/1
Port  ACL name                         Type
----- -------------------------------- ----
No ACL is mapped to port 3/1.

Console> (enable) show port security-acl 3/1
Port  Interface Type Interface Type Interface Merge Status
      config         runtime        runtime
----- -------------- -------------- ----------------------
 3/1      port-based     port-based         not applicable

Config:
Port  ACL name                         Type
----- -------------------------------- ----
 3/1  ipacl1                           IP

Runtime:
Port  ACL name                         Type
----- -------------------------------- ----
No ACL is mapped to port 3/1.

dhcp-snooping:
Port     Trust     Source-Guard    Source-Guarded IP Addresses 
----- -----------  ------------    --------------------------- 
 3/1   untrusted      disabled      

Console> (enable)
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�«  3

�Í�t�z�Ù�”�Ä�U�Ú�”�´  �Þ�”�Å�t
ƒ���^�•�o�M�”�‹�w�w  ACL �t�Ú�¿�Ð�ï�¬�^�•�s�M�«�›�Ô�`�‡�b�{  

Console> (enable) set port security-acl 3/1 merge
ACL interface is set to merge mode for port(s) 3/1.

Console> (enable) show port security-acl 3/1
Port  Interface Type Interface Type Interface Merge Status
      config         runtime        runtime
----- -------------- -------------- ----------------------
 3/1           merge          merge      (VLAN 5) inactive

Config:
Port  ACL name                         Type
----- -------------------------------- ----
No ACL is mapped to port 3/1.

Runtime:
Port  ACL name                         Type
----- -------------------------------- ----
No ACL is mapped to port 3/1.

dhcp-snooping:
Port     Trust     Source-Guard    Source-Guarded IP Addresses 
----- -----------  ------------    --------------------------- 
 3/1   untrusted      disabled      

Console> (enable) set security acl map ipacl1 3/1
ACL ipacl1 is successfully mapped to port(s) 3/1.

Console> (enable) show port security-acl 3/1
Port  Interface Type Interface Type Interface Merge Status
      config         runtime        runtime
----- -------------- -------------- ----------------------
 3/1           merge          merge        (VLAN 5) active

Config:
Port  ACL name                         Type
----- -------------------------------- ----
 3/1  ipacl1                           IP

Runtime:
Port  ACL name                         Type
----- -------------------------------- ----
 3/1  ipacl1                           IP

dhcp-snooping:
Port     Trust     Source-Guard    Source-Guarded IP Addresses 
----- -----------  ------------    --------------------------- 
 3/1   untrusted      disabled      

Console> (enable)
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�«  4

�Í�t�z ACL �›�Ù�”�Ä�t�Ú�¿�Ð�ï�¬�b�”�M�t
C
\�b�”	Ë�•�w�«�›�Ô�`�‡�b�{�\�w	Ô�ù�z
ƒ���x�-���^
�•�‡�d�œ�{

Console> (enable) set port security-acl 3/1 merge
ACL interface is set to merge for port(s) 3/1.

Console> (enable) set security acl map ipacl1 3/1
Mapping in progress.
2003 Oct 01 19:44:31 %ACL-3-PACLMAPCOMMITFAIL:Failed to Map Security ACL ipacl1 to 
Port 3/15
Failed to attach ACL ipacl1 to port(s) 3/1.

Console> (enable) show security acl map config 3/1
Port  ACL name                         Type
----- -------------------------------- ----
No ACL is mapped to port 3/1.

Console> (enable) show security acl map runtime 3/1
Port  ACL name                         Type
----- -------------------------------- ----
No ACL is mapped to port 3/1.
Console> (enable)

�«  5

�Í�t�z�Ù�”�Ä�Õ�”�µ  �Þ�”�Å�T�’�Ú�”�´  �Þ�”�Å�t�!�Ë�b�”�M�t	Ë�•�U
C
\�`�h	Ô�ù�t�z�Þ�”�Å�›�!
�Ë�p�V�s�M�«�›�Ô�`�‡�b�{

Console> (enable) set port security-acl 3/1 port-based
ACL interface is set to port-based for port(s) 3/1.

Console> (enable) set security acl map ipacl1 3/1
ACL ipacl1 is successfully mapped to port 3/1.

Console> (enable) show security acl map config 3/1
Port  ACL name                         Type
----- -------------------------------- ----
 3/1  ipacl1                           IP

Console> (enable) show security acl map runtime 3/1
Port  ACL name                         Type
----- -------------------------------- ----
 3/1  ipacl1                           IP

Console> (enable) set port security-acl 3/1 merge
Failed to set interface to merge mode for port(s) 3/1.
2003 Oct 01 19:53:01 %ACL-3-TCAMFULL:Acl engine TCAM table is full
Console> (enable)
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�«  6

�Í�t�z VACL �q�w�Ú�”�´�t�æ

�`�h�Ù�”�Ä�t�0�`�o  Syslog �U
\
R�^�•�z�\�•�’�w�Ù�”�Ä�U�°�Ì�$�t
VLAN �Õ�”�µ  �Þ�”�Å�t�s�”�«�›�Ô�`�‡�b�{�Ú�”�´  �µ�Â�”�»�µ�x  [merge disabled] �p�b�{

Console> (enable) show port security-acl 3/1
Port  Interface Type Interface Type Interface Merge Status
      config         runtime        runtime
----- -------------- -------------- ----------------------
 3/1           merge          merge        (VLAN=5) active

Config:
Port  ACL name                         Type
----- -------------------------------- ----
 3/1  ipacl1                           IP
 3/1  macacl1                          MAC

Runtime:
Port  ACL name                         Type 
----- -------------------------------- ----

3/1  ipacl1                           IP
 3/1  macacl1                          MAC

dhcp-snooping:
Port     Trust     Source-Guard    Source-Guarded IP Addresses 
----- -----------  ------------    --------------------------- 
 3/1   untrusted      disabled      

Console> (enable) set security acl map ipacl2 5
ACL ipacl2 is successfully mapped to VLAN 5.
2003 Oct 01 20:01:04 %ACL-3-MERGEFAILED:Failed to merge Security ACLs on ports(s) 
3/1-4 with VLAN 5
2003 Oct 01 20:01:04 %ACL-3-PACLSMERGEDFORVLAN:Merge completed for all ports on Vlan 5

Console> (enable) show port security-acl 3/1
Port  Interface Type Interface Type Interface Merge Status
      config         runtime        runtime 
----- -------------- -------------- ----------------------
 3/1           merge          merge      (VLAN=5) disabled
Config:
Port  ACL name                         Type
----- -------------------------------- ----
 3/1  ipacl1                           IP
 3/1  macacl1                          MAC

Runtime:
Port  ACL name                         Type
----- -------------------------------- ----
 3/1  ipacl1                           IP
 3/1  macacl1                          MAC

dhcp-snooping:
Port     Trust     Source-Guard    Source-Guarded IP Addresses 
----- -----------  ------------    --------------------------- 
 3/1   untrusted      disabled      

Console> (enable)
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�«  7

�Í�t�z�«  6 �w���V�p�z VACL �‡�h�x  PACL �›�Ú�¿�Ð�ï�¬�‡�h�x�Ú�¿�Ð�ï�¬�r	†�`�o	Ë�•�µ�Â�”�Ä�T
�’ �s 
î �b�” �«�› �Ô�` �‡�b�{� \ �w�«�p�x�z MAC PACL �› 
~�“ �m�b�\ �q�p�K�”	 � �w  Ternary CAM

�¢ TCAM�£�æ�¹�”�µ�›�r	†�`�o�z�Ú�”�´�›�'���p�V�”�‘�O�t�`�‡�b�{ Syslog �x�z�Ú�”�´�U�6�|� �É�”
�Ò�ç�t�s�”�q
\
R�^�•�‡�b�{

Console> (enable) clear security acl map macacl1
Map deletion in progress.
Successfully cleared mapping between ACL macacl1 and port 3/1.
2003 Oct 01 20:01:04 %ACL-3-PACLMERGED:Merged Security ACLs on port(s) 3/1

Console> (enable) show port security-acl 3/1
Port  Interface Type Interface Type Interface Merge Status
      config         runtime        runtime
----- -------------- -------------- ----------------------
 3/1           merge          merge        (VLAN=5) active

Config:
Port  ACL name                         Type
----- -------------------------------- ----
 3/1  ipacl1                           IP

Runtime:
Port  ACL name                         Type
----- -------------------------------- ----
 3/1  ipacl1                           IP

dhcp-snooping:
Port     Trust     Source-Guard    Source-Guarded IP Addresses 
----- -----------  ------------    --------------------------- 
 3/1   untrusted      disabled      

Console> (enable)
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ACL �w�-	Ø�C�w
ƒ��
�\�\�p�x�z ACL �w�-	Ø�C�›
ƒ���b�”	�	q�t�m�M�o
†�Ì�`�‡�b�{

• ACL �w�-	Ø�C�w�“�A�¢ p.15-84�£

• CLI �T�’�w  ACL �w�-	Ø�C�w
ƒ���¢ p.15-84�£

ACL �w�-	Ø�C�w�“�A

set security acl �¯�Ú�ï�Å  �·�¿�Ä�t  statistics �©�”�ë�”�Å�›�¦���b�”�q�z ACE �‡�h�x  ACL�¢ VACL �S
�‘�|  PACL�£�t���b�”�w�-	Ø�C�U�-���^�•�‡�b�{ ACL �w�-	Ø�C�x�Ã�Ñ�¥�ç�Ä�p�Ã�Ÿ�·�”�Ò�ç�p�b�{
ACL �o�•�z VLAN �o�•�z ACE �o�•�p� �É�”�Ò�ç�t�p�V�‡�b�{  

ACL �x  TCAM �p�Ó�é�¬�å�Û�ï�¬�^�•�”
²�t�z ACL �¯�ï�Í� �å�t�I�^�•�‡�b�{ ACL �¯�ï�Í� �å�x
ACL �w ACE 
:�›�7�&�=�`�z�Ú�µ�«�›�p�V�”�i�Z�ž���b�”�\�q�t�‘�“�z�–�;�^�•�”  TCAM �Ú�µ�«
:
�›�_�n�`�‡�b�{ � �ï�»�”�Ñ�£� �µ	Í�t  ACL �›�p�`�o
ƒ���^�•�h�;�ó / �Ù�æ�³�”�U
ó
:���O�b�”	Ô�ù
�x�z�\�•�’�w  ACL �U�Ú�”�´�^�•�z�Ú�”�´�^�•�h  ACL �U�7�&�=�^�•�‡�b�{�7�&�=�^�•�h  ACL �x�z�i
�w ACL �q�æ�g�$�t�‰�s�p�b�{

ACL �w�7�&�=�p�x�z	Ñ�Õ  ACE �w�_	†�z ACE �w�Ú�”�´�z�S�‘�|  ACE �w���‚�8�Q�U�æ�˜�•�‡�b�{	Ñ
�Õ ACE �›�_	†�`�o�z ACE �›�Ú�”�´�b�”�q�z TCAM �¤�ï�Ä�æ
:�U�_�n�^�•�‡�b�{ ACE �›���‚�8�Q�”
�q�z TCAM �¤�ï�Ä�æ
:�S�‘�|  TCAM �Ú�µ�«
:�U�_�n�^�•�‡�b�{  

ACL �w�-	Ø�C�x�z �7�&�=�^�•�h  ACL �›�Ï
R�b�”  ACE �w�§�¢�ï�»�T�’	��˜�^�•�‡�b�{ �\�•�’�w  ACE
�x�z�Ú�¿�Ð�ï�¬�;�ó�t�‘�l�o�z�i�w�â�”�²���[  ACL �t�0� �b�”  ACE �t�Ú�¿�Ð�ï�¬�^�•�‡�b�{

�¢�«�£ PFC2 �S�‘�|  PFC3A �p�x�z�§�¢�ï�»�x�¹�Ñ�Ä�¢�£�ž  �±�ï�Ó�æ�ï�¬�t�,�n�M�o�æ�˜�•�”�h�Š�z
Æ
Y
�¬�p�b�{ PFC3B/PFC3BXL �p�x�z�Ë�”�Å�¢�£�ž  �§�¢�ï�»�›�–�;�`�o�z
Y�¬�s�w�-	Ø�C�›���™�`�‡
�b�{ PFC2/PFC3A �p�x�z�§�¢�ï�»�x  300 ms �w�¢�Ÿ�ï�Å�¢�¤�t�›���w  ACE �q�°�•�`�h�T�r�O�T�›�C
���`�‡�b�U�z�¤�ï�Ä�æ�t�°�•�`�h�Ä�å�Ñ�Ÿ�¿�«
:�x�Ô�`�‡�d�œ�{�h�q�Q�y�z 1000 �Í�­�¿�Ä / 
µ�q  10
�Í�­�¿�Ä / 
µ�w  2 �m�w�Ñ�é�”�U�K�”	Ô�ù�z PFC2/PFC3A �p�x�†�M�w�Ñ�é�”�U�‰�a�A�L�›�í�`�‡�b�{
PFC3B/PFC3BXL �Ž�ñ�w  PFC �t�x�z�\�w�‘�O�s
M�v�U�K�“�‡�d�œ�{

�¢�«�£ ACL �›�ž�«�Â�Ÿ�Ò / �µ�»�ï�Ì�   TCAM �t�‰�Ì�t�Ó�é�¬�å�Û�ï�¬�b�”�\�q�x�p�V�s�M�h�Š�z �ž�«�Â�Ÿ
�Ò �µ�”�Í�Ì� �²  �¤�ï�´�ï�q�µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï���p  ACL �w�-	Ø�C�U�Ÿ�s�”�\�q�U
�K�“�‡�b�{�h�i�`�z TCAM �w�Ó�é�¬�å�Û�ï�¬�™�t�z�Ä�å�Ñ�Ÿ�¿�«�q  TCAM �q�w�°�•�U�‰�•�b�”�q�z
ACL �w�-	Ø�C�U�‰�a�t�s�“�‡�b�{

CLI �T�’�w  ACL �w�-	Ø�C�w
ƒ��

�\�\�p�x�z�Í�w	�	q�t�m�M�o
†�Ì�`�‡�b�{

• ACL �o�•�w  ACL �w�-	Ø�C�w� �É�”�Ò�ç�=�¢ p.15-85�£

• VLAN �o�•�w  ACL �w�-	Ø�C�w� �É�”�Ò�ç�=�¢ p.15-86�£

• ACE �o�•�w  ACL �w�-	Ø�C�w� �É�”�Ò�ç�=�¢ p.15-87�£

• ACL �w�-	Ø�C�w	«�ˆ�¢ p.15-87�£

• ACL �w�-	Ø�C�w
¯�Ô�¢ p.15-88�£
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ACL �o�•�w  ACL �w�-	Ø�C�w� �É�”�Ò�ç�=

�¢�«�£ ARP ACE �¤�ï�Ä�æ�x  ACL �Ú�”�´�™�t�å�C�^�•�z	×�t  TCAM �æ�µ�Ä�º�w�7	s�w  ACE �t�s�”�h�Š�z
ARP �¤�ï�Ä�æ�w�-	Ø�C	)	B�x	×�t� �É�”�Ò�ç�p�b�{  

ACL �o�•�p�‡�h�x�b�‚�o�w  ACL �t�0�`�o	B�ÿ  ACL �w�-	Ø�C�›� �É�”�Ò�ç�t�b�”�t�x�z set security
acl statistics {acl_name | all} �¯�Ú�ï�Å�›�Ö�—�`�‡�b�{	B�ÿ�w�-	Ø�C�Þ�”�Å�p�x�z�¦���^�•�h  ACL �º
�w�b�‚�o�w  ACE �t�0�`�o�w�-	Ø�C�U� �É�”�Ò�ç�p�b�{�\�w�¯�Ú�ï�Å�U���®�t�s�”�w�x�z commit �¯
�Ú�ï�Å�›�Ö�—�`�o�z�b�‚�o�w  ACE �›  NVRAM �t�¯�Û�¿�Ä�`�h	Ô�ù�w�ˆ�p�b�{  

�¢�«�£  set security acl statistics { acl_name | all} �¯�Ú�ï�Å�x�z ACE �o�•�¯�Ú�ï�Å�w  set security acl ip/mac
acl_name … [statistics] �›	Í	{�V�`�‡�b�{

�¢�«�£ 	B�ÿ�w�-	Ø�C�Þ�”�Å�p�x�Ú�”�´�7�&�=�U�Ã�Ÿ�·�”�Ò�ç�t�s�“�z��
:�w  ACE �U�–�;�^�•�”�\�q�U�K
�“�‡�b�{	Ô�ù�t�‘�l�o�x�z	B�ÿ�w�-	Ø�C�Þ�”�Å�›� �É�”�Ò�ç�t�`�h�K�q�p�z TCAM �t�‹�Ö�A�ˆ�w
ACL �U TCAM �t	)�‡�’�s�X�s�”�\�q�U�K�“�‡�b�{  

	B�ÿ  ACL �w�-	Ø�C�›  ACL �o�•�p� �É�”�Ò�ç�t�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡
�b�{

�Í�t�z	B�ÿ  ACL �w�-	Ø�C�›  ACL �o�•�p� �É�”�Ò�ç�t�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set security acl statistics ACL1
ACL1 editbuffer modified. Use 'commit' command to save changes.
Console> (enable) commit security acl ACL1
ACL commit in progress.

ACL 'ACL1' successfully committed.
Console> (enable)

Console> (enable) show security acl info ACL1
set security acl ip ACL1 statistics
---------------------------------------------------
arp permit 
1. permit ip any any 
Console> (enable)

�^�À �¯�Ú�ï�Å

	B�ÿ  ACL �w�-	Ø�C�›  ACL �o�•�p� �É�”�Ò�ç�t
�`�‡�b�{

set security acl statistics { acl_name | all}
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VLAN �o�•�w  ACL �w�-	Ø�C�w� �É�”�Ò�ç�=

ACL �w�-	Ø�C�›  VLAN �o�•�p� �É�”�Ò�ç�t�b�”�t�x�z set security acl map acl-name { vlan/mod_port}
[statistics enable | disable] �¯�Ú�ï�Å�›�Ö�—�`�‡�b�{  

�¢�«�£ VLAN �Þ�”�Å�p�x�z�å�Õ�ç�ž���U�Ã�Ÿ�·�”�Ò�ç�p�b�{�h�q�Q�y�z�›���w  ACL �U 10 �x�w  VLAN �t
�Ú�¿�Ð�ï�¬�^�•�o�M�”	Ô�ù�t�z�f�w�O�j�w  1 �m�w VLAN �p  VLAN �o�•�w�w�-	Ø�C�›� �É�”�Ò�ç�t
�b�”�q�z 9 �m�w VLAN �p�å�Õ�ç�U�ž���^�•�‡�b�{ VLAN �w�-	Ø�C�›� �É�”�Ò�ç�t�`�h  VLAN �p�x
���w�å�Õ�ç�U�–�;�^�•�‡�b�U�z�\�•�x�w�-	Ø�C�U� �É�”�Ò�ç�p�K�”�\�q�›�™�¯�`�‡�d�œ�{�Ú�¿�Ð�ï
�¬�`�h  ACL �t���`�o�w�-	Ø�C�U� �É�”�Ò�ç�p�s�M	Ô�ù�¢ ACE �o�•�‡�h�x  ACL �o�•�£ �zARP �Í�­�¿
�Ä�›	†�M�o�z�w�-	Ø�C�x
¯�Ô�^�•�‡�d�œ�{

VLAN 	Í�p  VLAN �o�•�w�-	Ø�C�U� �É�”�Ò�ç�w	Ô�ù�x�z�‰�a  VLAN �t
ƒ���^�•�h�\�•�Ž�ñ�w�Ú�¿
�Ó�p�‹�z VLAN �o�•�w�-	Ø�C�U� �É�”�Ò�ç�t�s�“�‡�b�{ VLAN 	Í�p  VLAN �o�•�w�-	Ø�C�U�Ã�Ÿ�·�”
�Ò�ç�w	Ô�ù�x�z�‰�a  VLAN �t
ƒ���^�•�h�Ž
²�w�Ú�¿�Ó�p�‹  VLAN �o�•�w�-	Ø�C�U�Ã�Ÿ�·�”�Ò�ç�t
�s�“�‡�b�{  

�h�q�Q�y�z set security acl map ip1 1 statistics enable �¯�Ú�ï�Å�›�Ö�—�`�o�z �f�w�K�q�t  set security acl
map mac1 1 �¯�Ú�ï�Å�›�Ö�—�`�h	Ô�ù�z mac1 ACL �p�‹  VLAN �o�•�w�w�-	Ø�C�x� �É�”�Ò�ç�t�s�“�‡
�b�{  

set security acl map ip1 1 statistics enable �¯�Ú�ï�Å�›�Ö�—�`�o�z �f�w�K�q�t  set security acl map mac1
1 statistics disable �¯�Ú�ï�Å�›�Ö�—�`�h	Ô�ù�x�z ip1 ACL �p�‹  VLAN �o�•�w�-	Ø�C�U�Ã�Ÿ�·�”�Ò�ç�t
�s�“�‡�b�{

ACL �w�-	Ø�C�›  VLAN �o�•�p� �É�”�Ò�ç�t�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z ACL �w�-	Ø�C�›  VLAN �o�•�p� �É�”�Ò�ç�t�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set security acl map ACL1 1 statistics enable
Mapping in progress.

ACL ACL1 successfully mapped to VLAN 1.
Console> (enable)

Console> (enable) show security acl info ACL1
set security acl ip ACL1 statistics
---------------------------------------------------
arp permit 
1. permit ip any any 
Console> (enable)

�^�À �¯�Ú�ï�Å

ACL �w�-	Ø�C�›  VLAN �o�•�p� �É�”�Ò�ç�t�`
�‡�b�{

set security acl map acl-name { vlan/mod_port}
[statistics enable | disable]


ƒ���›
¯�Ô�`�‡�b�{ show security acl
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ACE �o�•�w  ACL �w�-	Ø�C�w� �É�”�Ò�ç�=

ACL �w�-	Ø�C�›  ACE �o�•�p� �É�”�Ò�ç�t�b�”�t�x�z set security acl ip/mac acl_name … [statistics] �¯
�Ú�ï�Å�›�Ö�—�`�‡�b�{�\�w�¦�Ó�³�ã�ï�›�–�;�b�”�q�z ACL �w�-	Ø�C�U� �É�”�Ò�ç�p�s�M	Ô�ù�t�‹�z

ƒ���^�•�h  ACE �t���b�”�w�-	Ø�C�›	)	B�p�V�‡�b�{�\�w�¯�Ú�ï�Å�U���®�t�s�”�w�x�z commit �¯�Ú
�ï�Å�›�Ö�—�`�o�z�b�‚�o�w  ACE �›  NVRAM �t�¯�Û�¿�Ä�`�h	Ô�ù�w�ˆ�p�b�{  

ACL �w�-	Ø�C�›  ACE �o�•�p� �É�”�Ò�ç�t�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z ACL �w�-	Ø�C�›  ACE �o�•�p� �É�”�Ò�ç�t�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set security acl ip ACL1 permit ip any any statistics
ACL1 editbuffer modified. Use 'commit' command to apply changes.
Console> (enable) commit security acl ACL1
ACL commit in progress.

ACL 'ACL1' successfully committed.
Console> (enable) 

Console> (enable) show security acl info ACL1
set security acl ip ACL1 statistics
---------------------------------------------------
arp permit 
1. permit ip any any 
2. permit ip any any statistics 
Console> (enable)

ACL �w�-	Ø�C�w	«�ˆ

ACL �w�-	Ø�C�›	«�ˆ�b�”�t�x�z�\�\�t�G�L�^�•�h�¯�Ú�ï�Å�›�–�;�`�‡�b�{

• clear security acl  statistics acl_name 

�¦���^�•�h  ACL �w�b�‚�o�w  ACE �t�0�`�o�z�w�-	Ø�C	)	B�›�Ã�Ÿ�·�”�Ò�ç�t�`�‡�b�{�\�w�¯�Ú
�ï�Å�U���®�s�w�x�z ACL �o�•�p
ƒ���^�•�h  ACL �w�-	Ø�C�w�ˆ�p�b�{ VLAN �o�•�‡�h�x  ACE �o
�•�p
ƒ���^�•�h  ACL �w�-	Ø�C�t�x�z�\�w�¯�Ú�ï�Å�x�Á�®�p�b�{�\�w�¯�Ú�ï�Å�U���®�t�s�”�w
�x�z commit �¯�Ú�ï�Å�›�Ö�—�`�o�z�b�‚�o�w  ACE �›  NVRAM �t�¯�Û�¿�Ä�`�h	Ô�ù�w�ˆ�p�b�{

�Í�t�«�›�Ô�`�‡�b�{

Console> (enable) clear security acl statistics ACL1  
ACL1 editbuffer modified. Use 'commit' command to save changes.
Console> (enable) commit security acl ACL1
ACL commit in progress.

ACL 'ACL1' successfully committed.
Console> (enable)

• clear security acl counters

�b�‚�o�w�w�-	Ø�C�§�¢�ï�»�›	«�ˆ�`�‡�b�{

�Í�t�«�›�Ô�`�‡�b�{

Console> (enable) clear security acl counters  
Operation Successful.
Console> (enable)

�^�À �¯�Ú�ï�Å

ACL �w�-	Ø�C�›  ACE �o�•�p� �É�”�Ò�ç�t�`�‡
�b�{

set security acl ip/mac acl_name … [statistics]
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ACL �w�-	Ø�C�w
¯�Ô

ACL �w�-	Ø�C�›
¯�Ô�b�”�t�x�z�\�\�t�G�L�^�•�h�¯�Ú�ï�Å�›�–�;�`�‡�b�{

• show security acl info acl_name [statistics [ace_index]]

�¦���^�•�h  ACL �w�w�-	Ø�C�›
¯�Ô�`�‡�b�{ ace_index �x  ACL �æ�µ�Ä�¢�¯�Û�¿�Ä�^�•�h  ACL�£�w
� �ï�Ã�¿�«�µ�p�b�{

�Í�t�«�›�Ô�`�‡�b�{

Console> (enable) show security acl info ACL1 statistics
Vlan: 1
set security acl ip ACL1 statistics
---------------------------------------------------
arp permit in: 132 out: 132
1. permit ip any any 
2. permit ip any any statistics  in: 0 out: 0

Console> (enable)

• show security acl tcam interface vlan 

�¦���^�•�h  VLAN �t���b�”  TCAM �w	Ä�I�›
¯�Ô�`�‡�b�{

�Í�t�«�›�Ô�`�‡�b�{

Console> (enable) show security acl tcam interface 1
Input 
0. permit arp (matches 45745)
1. deny (l3) tcp any any fragment (matches 0)
2. deny (l3) ip host 21.0.0.130 any (matches 0)
3. deny (l3) udp 1.2.2.0 0.0.0.255 any (matches 0)
4. deny (l3) tcp any any 2001 (matches 0)
5. deny (l3) ip host 21.0.0.128 any (matches 0)
6. deny ip any any (matches 3)

Output
0. permit arp (matches 0)
1. deny (l3) tcp any any fragment (matches 0)
2. deny (l3) ip host 21.0.0.130 any (matches 0)
3. deny (l3) udp 1.2.2.0 0.0.0.255 any (matches 0)
4. deny (l3) tcp any any 2001 (matches 0)
5. deny (l3) ip host 21.0.0.128 any (matches 0)
6. deny (l3) ip any any (matches 0)
Console> (enable)

�Ñ�Ÿ�”�ç�Å�w
†�Ì�x�Í�w�q�S�“�p�b�{

�µ deny (l3)�•�è� �à  3 �Ä�å�Ñ�Ÿ�¿�«�U�‹
q�^�•�z�è� �à  2 �Ä�å�Ñ�Ÿ�¿�«�x�•�D�^�•�‡�b�{

�µ redirect (l3)�•�è� �à  3 �Ä�å�Ñ�Ÿ�¿�«�i�Z�U�æ�¼� �è�«�Ä�^�•�‡�b�{

�µ bridge�•�\�w�¤�ï�Ä�æ�t�°�•�`�h�Ä�å�Ñ�Ÿ�¿�«�U�Ò�æ�¿�´�^�•�‡�b�{

�µ Redirect (adj)�•�¡
€	Ø�C�t�‘�l�o�Ä�å�Ñ�Ÿ�¿�«�U	{�V�8�Q�’�•�‡�b�{

• show security acl �S�‘�|  show security acl map acl_name

�\�•�’�w�¯�Ú�ï�Å�t�z�›���w  ACL �‡�h�x  VLAN �t�0�`�o� �É�”�Ò�ç�t�^�•�h�w�-	Ø�C�w�»� 
�Ó�›
¯�Ô�b�”	ý�`�M�Ñ�Ÿ�”�ç�Å�U�å�C�^�•�o�M�‡�b�{  
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�Í�t�«�›�Ô�`�‡�b�{

Console> (enable) show security acl
Information in the bracket.
   Disable - statistics are not enabled per ACL
   Enable - stats are enabled per ACL
   The number shows the VLANs where per-vlan stattistics are enabled
ACL                               Type VLANS (Statistics)
--------------------------------  ---- ----------------
ip1 IP 2-9 (2-3 Enable)
ip2 IP 10 (Disable)
ip3 IP 11 (Disable)
Console> (enable)

�Ñ�Ÿ�”�ç�Å�w
†�Ì�x�Í�w�q�S�“�p�b�{

�µ Disable�• ACL �p�w�-	Ø�C�U�Ã�Ÿ�·�”�Ò�ç�p�b�{

�µ Enable�• ACL �p�w�-	Ø�C�U� �É�”�Ò�ç�p�b�{

�µ 
j�ø�x  VLAN �o�•�w�w�-	Ø�C�U� �É�”�Ò�ç�t�s�l�o�M�”  VLAN �›�Ô�`�‡�b�¢�«�w  [2-3] �s
�r�£ �{
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CRAM �w
ƒ��
Compression and Reordering of the ACL Mask�¢ CRAM�£�;�ó�x�z
ó
:�w  ACL �t�˜�h�l�o�Ú�µ�«�–�;
�p�›�7�&�=�`�‡�b�{�\�w�7�&�=�t�‘�“�Ú�µ�«�ž���U��
��^�•�z TCAM �w�–�;�®�p�U�ô�‡�“�z TCAM
�º�t�^�’�t���X�w  ACL �›�Ó�é�¬�å�Û�ï�¬�p�V�‡�b�{

TCAM �x�Ë�”�Å�¢�£�ž�t  ACL �›�î
÷�b�”	Ô�ù�t�–�;�^�•�‡�b�{ 8 �m�w�‹�¤�ï�Ä�æ�p  1 �m�w�Ú�µ�«
�¤�ï�Ä�æ�U�ž���^�•�‡�b�{ ACL �›�Ó�é�¬�å�Û�ï�¬�b�”	Ô�ù�t�z TCAM �U�°
��p�K�”�q�z�¤�å�”�U

¯�Ô�^�•�z TCAM �Ë�”�Å�¢�£�ž�t	ý�F  ACL �›�Ó�é�¬�å�Û�ï�¬�p�V�s�X�s�“�‡�b�{�\�w�ð�J�x�è	×�z
TCAM �Ú�µ�«�w
Æ�
�U�j�¼�p
C
\�`�‡�b�{

CRAM �x  2 �m�w�Þ�”�Å�p�î�æ�p�V�‡�b�{	��ˆ�Þ�”�Å�p�x�z�\�w�;�ó�›
ž�A�t� �a�o�î�æ�`�‡�b�{�×
�ˆ�Þ�”�Å�p�x�z TCAM �U�°
��q�s�”�«�Ž	Ý�¯�U
C
\�`�h	Ô�ù�t�z�\�w�;�ó�U�î�æ�^�•�‡�b�{�\�w�;
�ó�U�î�æ�^�•�”�q�z	ý�F�w�Ú�µ�«	q	‚�U�-�‰�^�•�z ACL �Ë�”�Å�¢�£�ž�U�f�•�t� �a�o�Ó�é�¬�å�Û�ï
�¬�^�•�‡�b�{

�¢�«�£ Release 8.4(1) �p�x�z CRAM �x�·�©�á�æ�Â�Ÿ  ACL �p�w�ˆ�±�Ù�”�Ä�^�•�o�M�‡�b�{�\�w�;�ó�x  QoS
ACL �p���®�p�b�U�z QoS ACL 
•�;�t�î�æ�b�”�\�q�x�p�V�‡�d�œ�{

CLI �T�’�w  CRAM �;�ó�w
ƒ��

�¢�«�£ CRAM �;�ó�›�î�æ�b�”�q�z�Ë�”�Å�¢�£�ž  �Ó�é�¬�å�Û�ï�¬�¤�t  0.5 
µ�°�¬�w���z�Ä�å�Ñ�Ÿ�¿�«�U�¤�…
�¢�‹
q�£�^�•�‡�b�{

�\�\�p�x�z�Í�w	�	q�t�m�M�o
†�Ì�`�‡�b�{

• CRAM �;�ó�w�Â�µ�Ä�î�æ�w� �É�”�Ò�ç�=�¢ p.15-90�£

• CRAM �;�ó�w	��ˆ�t�‘�”� �É�”�Ò�ç�=�¢ p.15-91�£

• CRAM �;�ó�w�×�ˆ�î�æ�w� �É�”�Ò�ç�=�¢ p.15-91�£

• CRAM �;�ó�w�µ�Â�”�»�µ	Ø�C�w
¯�Ô�¢ p.15-92�£

• CRAM �;�ó�w�×�ˆ�Þ�”�Å�w�Ã�Ÿ�·�”�Ò�ç�=�¢ p.15-92�£

CRAM �;�ó�w�Â�µ�Ä�î�æ�w� �É�”�Ò�ç�=

ACL �Ú�µ�«�w�–�;�w���Á�›
Q���b�”�t�x�z set security acl cram testrun �¯�Ú�ï�Å�›�Ö�—�`�‡�b�{�\
�w�¯�Ú�ï�Å�x�o�s�”	Ø�C�;�p�b�{�¹�Ñ�Ä�¢�£�ž�Ï���•�Ë�”�Å�¢�£�ž�Ï���x�!�Ë�^�•�c�z�Ä�å�Ñ�Ÿ�¿
�«�x�¤�…�^�•�‡�d�œ�{

CRAM �;�ó�w�Â�µ�Ä�î�æ�›� �É�”�Ò�ç�t�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�^�À �¯�Ú�ï�Å

CRAM �;�ó�w�Â�µ�Ä�î�æ�›� �É�”�Ò�ç�t�`�‡�b�{ set security acl cram testrun
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�Í�t�z CRAM �;�ó�w�Â�µ�Ä�î�æ�›� �É�”�Ò�ç�t�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set security acl cram testrun
CRAM execution in progress.

CRAM execution complete.
Current ACL storage mask usage 60.0%
ACL storage mask usage if CRAM is run is 41.0%
Console> (enable)

CRAM �;�ó�w	��ˆ�t�‘�”� �É�”�Ò�ç�=

CRAM �;�ó�›	��ˆ�p� �É�”�Ò�ç�t�b�”�t�x�z set security acl cram run �¯�Ú�ï�Å�›�Ö�—�`�‡�b�{  

CRAM �;�ó�›	��ˆ�p� �É�”�Ò�ç�t�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z	��ˆ�p  CRAM �;�ó�›� �É�”�Ò�ç�t�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set security acl cram run
Traffic may be disrupted for some time while programming hardware. Agree (y/n)[n] ? y
CRAM execution in progress.

CRAM execution complete.
Previous ACL storage mask usage 60.0%
Current ACL storage mask usage 41.0%
Console> (enable)

CRAM �;�ó�w�×�ˆ�î�æ�w� �É�”�Ò�ç�=

CRAM �;�ó�w�×�ˆ�î�æ�›� �É�”�Ò�ç�t�b�”�t�x�z set security acl cram auto [nsec] �¯�Ú�ï�Å�›�Ö�—�`
�‡�b�{�×�ˆ�î�æ�U� �É�”�Ò�ç�w	Ô�ù�z�\�w�;�ó�x  TCAM �U�°
��t�s�”�q�×�ˆ�$�t�î�æ�^�•�‡�b�{�Ã
�Ñ�¥�ç�Ä�w�»� �Ú�”
ƒ���x  300 
µ�p�b�{ nsec �x  60 �™ 3600 
µ�t�¦���p�V�‡�b�{
²�s�\�w�;�ó�›�î�æ
�`�o�T�’  TCAM �U�!�Ë�^�•�o�M�s�M	Ô�ù�x�z�\�w�;�ó�U�×�ˆ�î�æ�^�•�‡�d�œ�{  

CRAM �;�ó�w�×�ˆ�î�æ�›� �É�”�Ò�ç�t�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z CRAM �;�ó�w�×�ˆ�î�æ�›� �É�”�Ò�ç�t�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set security acl cram auto
Cram auto mode enabled. Timer is default =  300 seconds
Console> (enable)

Console> (enable) set security acl cram auto 1000
Cram auto mode enabled. Timer is 1000 seconds
Console> (enable) 

�^�À �¯�Ú�ï�Å

CRAM �;�ó�›	��ˆ�p� �É�”�Ò�ç�t�`�‡�b�{ set security acl cram run

�^�À �¯�Ú�ï�Å

CRAM �;�ó�w�×�ˆ�î�æ�›� �É�”�Ò�ç�t�`�‡�b�{ set security acl cram auto [nsec]
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CRAM �;�ó�w�µ�Â�”�»�µ	Ø�C�w
¯�Ô

CRAM �;�ó�w�µ�Â�”�»�µ	Ø�C�›
¯�Ô�b�”�t�x�z show security acl cram �¯�Ú�ï�Å�›�Ö�—�`�‡�b�{  

CRAM �;�ó�w�µ�Â�”�»�µ	Ø�C�›
¯�Ô�b�”�t�x�z�â�”�²  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z CRAM �;�ó�w�µ�Â�”�»�µ	Ø�C�›
¯�Ô�b�”�«�›�Ô�`�‡�b�{

Console> (enable) show security acl cram
Cram auto mode is enabled. Timer is 300.
Cram last run on Fri Jun 18 2004, 10:06:29
Security ACL mask usage before: 0.17%
Security ACL mask usage after: 0.12%
Total number of cram executions = 2
Console> (enable)

CRAM �;�ó�w�×�ˆ�Þ�”�Å�w�Ã�Ÿ�·�”�Ò�ç�=

CRAM �w�×�ˆ�Þ�”�Å�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z clear security acl cram auto �¯�Ú�ï�Å�›�Ö�—�`�‡
�b�{  

CRAM �w�×�ˆ�Þ�”�Å�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z CRAM �w�×�ˆ�Þ�”�Å�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�«�›�Ô�`�‡�b�{

Console> (enable) clear security acl cram auto  
Cram auto mode disabled.
Console> (enable)

�^�À �¯�Ú�ï�Å

CRAM �;�ó�w�µ�Â�”�»�µ	Ø�C�›
¯�Ô�`�‡�b�{ show security acl cram

�^�À �¯�Ú�ï�Å

CRAM �w�×�ˆ�Þ�”�Å�›�Ã�Ÿ�·�”�Ò�ç�t�`�‡�b�{ clear security acl cram auto
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PBF �w
ƒ��
Policy-Based Forwarding�¢ PBF�£�;�ó�x�z PFC2 �S�‘�|  PFC3A/PFC3B/PFC3BXL �t�‘�l�o�±�Ù�”�Ä�^
�•�”  VACL �æ�¼� �è�«�³�ã�ï�w�¦�Á�;�ó�p�b�{ PBF �U�›�t���®�s�w�x�z �Ä�å�ï�µ�Ö�ž�è�ï�Ä  �Ò�æ�¿
�´�ï�¬�t�–�;�^�•�z
ž�A�s  VLAN ���è	ô�w�”�U�v�’�•�o�M�”�Ñ�å�¿�Ä�s�è� �à  2 �É�¿�Ä�ë�”�«�•�z
�Ò�æ�¿�´�ï�¬
÷�”�¢�±�”�Ì�w�é�”�Å�Ì�å�ï�³�ï�¬
÷�”�s�r�£�U���‡�•�o�M�h�“�z�Ñ�•� �ž�¢�¥�”�ç
�w�é�”�Å�Ì�å�ï�³�ï�¬�U�î�æ�^�•�o�M�h�“�b�”�±�”�Ì  �Ñ�•�”�Ü�‡�h�x  Demilitarized Zone�¢ DMZ; 
‡

â
÷�•�3�£�p�b�{

�¢�«�£ Release 7.5(1) �Ž�ñ�w�¹�Ñ�Ä�¢�£�ž  �æ�æ�”�µ�p�x  PBF �;�ó�U�¦�Á�^�•�z �·�©�á�æ�Â�Ÿ  ACL �q�¡
€	Ø
�C�w
ƒ���S�‘�|�¯�Û�¿�Ä�w�Ó�é�·�µ�U���t�=�^�•�o�M�‡�b�{ 	Ä�I�x�z �®PBF 
ƒ���w�¦�Á�;�ó �¢ Releases
7.5(1) �Ž�ñ�w�¹�Ñ�Ä�¢�£�ž  �æ�æ�”�µ�£� �̄¢ p.15-105�£ �›�€	°�`�o�X�i�^�M�{

�¢�«�£ Release 8.3(1) �Ž�ñ�w�¹�Ñ�Ä�¢�£�ž  �æ�æ�”�µ�p�x�^�’�t  PBF �;�ó�U�¦�Á�^�•�z �·�©�á�æ�Â�Ÿ  ACL �q
�¡
€	Ø�C�w
ƒ���S�‘�|�¯�Û�¿�Ä�w�Ó�é�·�µ�U���t�=�^�•�o�M�‡�b�{	Ä�I�x�z �®PBF 
ƒ���w�¦�Á�;�ó

�¢ Releases 8.3(1) �Ž�ñ�w�¹�Ñ�Ä�¢�£�ž  �æ�æ�”�µ�£� �̄¢ p.15-108�£ �›�€	°�`�o�X�i�^�M�{

�¢�«�£ PBF �x�z IPX �S�‘�|�Ú�ç�½�©�ß�µ�Ä  �Ä�å�Ñ�Ÿ�¿�«�›�±�Ù�”�Ä�`�o�M�‡�d�œ�{

�¢�«�£ PBF �x�z 802.1Q �Ä�ï�É�ç  �Ä�å�Ñ�Ÿ�¿�«�p�x�;�ó�`�‡�d�œ�{ PBF �x�è� �à  3 IP �â�Ç�©�ß�µ�Ä  �Ä�å
�Ñ�Ÿ�¿�«�p�x�±�Ù�”�Ä�^�•�o�M�‡�b�U�z�è� �à  2 �Ä�å�Ñ�Ÿ�¿�«�t�x�&�;�^�•�‡�d�œ�{�¤���¢ PBF�£
�µ� �¿�½�p�x�z 802.1Q �Ä�ï�É�ç  �Ä�å�Ñ�Ÿ�¿�«�x�b�‚�o�è� �à  2 �Ä�å�Ñ�Ÿ�¿�«�q�ˆ�s�`�‡�b�{

�¢�«�£ PBF �x�z
€���`�h�×�µ�Ä	Í�p
ƒ���U
ž�A�t�s�”	Ô�ù�U�K�“�‡�b�{�É�¿�Ä�ë�”�«�t�ç�”�»�U���O�`�s
�M	Ô�ù�x�z PBF �t�€�C�b�”�¤�×�µ�Ä�t�0�`�o  ARP �Â�”�Ò�ç  �¤�ï�Ä�æ�›
i�$�t�å�C�b�”
ž�A�U�K�“
�‡�b�{

�\�\�p�x�z PBF �t�m�M�o
†�Ì�`�‡�b�{

• PBF �w�;�ó�“�A�¢ p.15-94�£

• PBF �w�Ë�”�Å�¢�£�ž�S�‘�|�¹�Ñ�Ä�¢�£�ž�A�E�¢ p.15-94�£

• CLI �T�’�w  PBF �w
ƒ���¢ p.15-95�£

• PBF �w
ƒ���«�¢ p.15-103�£

• PBF 
ƒ���w�¦�Á�;�ó�¢ Releases 7.5(1) �Ž�ñ�w�¹�Ñ�Ä�¢�£�ž  �æ�æ�”�µ�£�¢ p.15-105�£

• PBF 
ƒ���w�¦�Á�;�ó�¢ Releases 8.3(1) �Ž�ñ�w�¹�Ñ�Ä�¢�£�ž  �æ�æ�”�µ�£�¢ p.15-108�£
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PBF �w�;�ó�“�A

PBF �w
ƒ���t�x�z�Í�w�^�À�U
ž�A�p�b�{

• PBF �w� �É�”�Ò�ç�=�q  PFC2 �‡�h�x  PFC3A/PFC3B/PFC3BXL �;  MAC �ž�Å�è�µ�w�¦��

• PBF �w�h�Š�w  VACL �w
ƒ��

• PBF �w�h�Š�w
€���×�µ�Ä�w
ƒ��

PFC2 �‡�h�x  PFC3A/PFC3B/PFC3BXL �;  MAC �ž�Å�è�µ�›�¦���b�”�\�q�p  PBF �›� �É�”�Ò�ç�t�p�V
�‡�b�{ MAC �ž�Å�è�µ�x�z�Ã�Ñ�¥�ç�Ä
ƒ���w�‹�w�p�‹�â�”�²���p�¦���b�”  MAC �ž�Å�è�µ�p�‹�T�‡�M
�‡�d�œ�{�Í�­�¿�Ä�›
ù	ô�b�”	Ô�ù�x�z�|
Œ  MAC �ž�Å�è�µ�x  PFC2 �‡�h�x  PFC3A/PFC3B/PFC3BXL
MAC �ž�Å�è�µ�q�‰�a�p�s�Z�•�y�s�“�‡�d�œ�{ PFC2 �‡�h�x  PFC3A/PFC3B/PFC3BXL �x�z�Í�­�¿�Ä�U
�è� �à  3 �w�Í�­�¿�Ä�p�K�”�q�Ý�Ý�b�”
ž�A�U�K�“�‡�b�{�Ý�Ý�`�s�M	Ô�ù�x	{�V�õ�Q	r�g�U�æ�˜�•�‡
�d�œ�{�Í�­�¿�Ä�t  PFC2 �‡�h�x  PFC3A/PFC3B/PFC3BXL MAC �ž�Å�è�µ�U
ƒ���^�•�s�M�p
ù	ô�^�•
�h	Ô�ù�z PFC2 �‡�h�x  PFC3A/PFC3B/PFC3BXL �x�\�•�’�w�Í�­�¿�Ä�›�è� �à  2 �Í�­�¿�Ä�q�`�o	r�g
�`�‡�b�{  

PBF VACL �x  set security acl � ¯ �Ú� ï �Å�› �–� ; � ` �o �^ 
R�^�• �‡�b�{ PBF VACL �x�z PFC2 �‡�h�x
PFC3A/PFC3B/PFC3BXL �w�¡
€�Â�”�Ò�ç  �¤�ï�Ä�æ�q�æ�¼� �è�«�Ä  ACE �›���ˆ�‡�b�{ PBF �t�€�C�`
�o�M�”�†�M�w  VLAN �t�0�`�o  VACL �›
ƒ���b�”
ž�A�U�K�“�‡�b�{
ù	ô�i  VLAN �T�’�w�Í�­�¿�Ä�U
PFC2 �‡�h�x  PFC3A/PFC3B/PFC3BXL �t�£	ô�`�z PBF VACL �t�°�•�`�‡�b�{�¡
€�Â�”�Ò�ç�t�G�Ö�^
�•�o�M�”	Ø�C�t�,�n�M�o�Í�­�¿�Ä  �Ô�¿�¼�”�U	{�V�õ�Q�’�•�¢�|
Œ  VLAN �S�‘�|
ù	ô�i�q�|
Œ�w
MAC �ž�Å�è�µ�£ �z�Í�­�¿�Ä�x�|
Œ  VLAN �t�8
ù�^�•�‡�b�{�Í�­�¿�Ä�x�z�¡
€	Ø�C�t�0� 
Ç�Z�’�•�h
VACL �¤�ï�Ä�æ�t�°�•�`�h	Ô�ù�t�i�Z�z VLAN ���p�8
ù�^�•�‡�b�{

�¢�«�£ VACL �x�£	ô�S�‘�|
C	ô�Ä�å�Ñ�Ÿ�¿�«�t�&�;�^�•�”�w�p�z PBF �›�–�;�b�”	Ô�ù�x�b�‚�o�w  VACL �›
	û	O�t
ƒ���b�”
ž�A�U�K�“�‡�b�{ VACL �U�›���^�•�o�M�s�M	Ô�ù�x�z	{�V�õ�Q�’�•�h�Í�­�¿�Ä�U
C
	ô  VACL �w deny�¢�‹
q�£�µ�Â�”�Ä�Ý�ï�Ä�q�°�•�`�z
��:�^�•�”�D�ó
Q�U�K�“�‡�b�{

�É�¿�Ä�ë�”�«�t�ç�”�»�U���O�`�s�M	Ô�ù�x�z�€�C�`�o�M�”�×�µ�Ä	Í�p�µ�»�Â�Ÿ�¿�«  ARP �¤�ï�Ä�æ
�›�¦���b�”
ž�A�U�K�“�‡�b�{

PBF �w�Ë�”�Å�¢�£�ž�S�‘�|�¹�Ñ�Ä�¢�£�ž�A�E

PBF �w�Ë�”�Å�¢�£�ž�S�‘�|�¹�Ñ�Ä�¢�£�ž�w�A�E�x�z�Í�w�q�S�“�p�b�{

• PBF �t�x�z PFC2 �e�L�w  Supervisor Engine 2�z PFC3A/PFC3B/PFC3BXL �e�L�w  Supervisor Engine
720�z�‡�h�x  PFC3B/PFC3BXL �e�L�w  Supervisor Engine 32 �U
ž�A�p�b�{

• PBF �x�z PBF �;�t�–�;�^�•�o�M�”  Catalyst 6500 �³�æ�”�¶  �µ� �¿�½�p�ˆ�^�b�”�¢�I�ˆ�A�ˆ�£
MSFC2�z MSFC2A�z�‡�h�x  MSFC3 �p�x�±�Ù�”�Ä �^�•�o�M�‡�d�œ�{

MSFC2�z MSFC2A�z�‡�h�x  MSFC3 �U���O�`�o�I�ˆ�`�h	Ý�6�p  PBF �›
ƒ���`�‘�O�q�b�”�q�z�³
�µ�Â�Ü�x�f�w�;�ó�U  MSFC2�z MSFC2A�z�‡�h�x  MSFC3 �p�±�Ù�”�Ä�^�•�o�M�s�M�\�q�›�Ô�b
�Ý�¿�·�”�´�›�&�`�‡�b�{  

MSFC2�z MSFC2A�z�‡�h�x  MSFC3 �U���O�`�o�M�o�‹�I�ˆ�`�o�M�s�M	Ô�ù�x�z PBF �›
ƒ���p�V
�‡�b�{  

• Supervisor Engine 2 �w	Ô�ù�z PBF �t�x�µ�”�Í�Ì� �²  �¤�ï�´�ï  Release 6.3(1) �Ž�ñ�w�¹�Ñ�Ä�¢�£�ž
�æ�æ�”�µ�U
ž�A�p�b�{

• Supervisor Engine 720 �w	Ô�ù�z PBF �t�x�µ�”�Í�Ì� �²  �¤�ï�´�ï  Release 8.1(1) �Ž�ñ�w�¹�Ñ�Ä�¢�£
�ž  �æ�æ�”�µ�U
ž�A�p�b�{

• Supervisor Engine 32 �w	Ô�ù�zPBF �t�x�µ�”�Í�Ì� �²  �¤�ï�´�ï  Release 8.4(1) �Ž�ñ�w�¹�Ñ�Ä�¢�£�ž
�æ�æ�”�µ�U
ž�A�p�b�{
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CLI �T�’�w  PBF �w
ƒ��

�¢�«�£ �\�\�p�w�«�™�Ä�ò�S�‘�|�Ï
R�«�w	Ä�I�t�m�M�o�x�z �®PBF 
ƒ���w�¦�Á�;�ó�¢ Releases 7.5(1) �Ž�ñ�w�¹
�Ñ�Ä�¢�£�ž  �æ�æ�”�µ�£� �̄¢ p.15-105�£�S�‘�| �®PBF 
ƒ���w�¦�Á�;�ó�¢ Releases 8.3(1) �Ž�ñ�w�¹�Ñ�Ä�¢�£
�ž  �æ�æ�”�µ�£� �̄¢ p.15-108�£ �›�€	°�`�o�X�i�^�M�{

�\�\�p�x�z PBF 
ƒ���Ì�w�«�™�Ä�ò�q
ƒ���«�t�m�M�o
†�Ì�`�‡�b�{
ƒ���«�x�z 
$ 15-10 �w�«�›�€	°�`
�o�X�i�^�M�{ Catalyst 6500 �³�æ�”�¶  �µ� �¿�½�x�z VLAN 10 �w�×�µ�Ä  A �T�’�w�Ä�å�Ñ�Ÿ�¿�«�›�b�‚
�o  VLAN 11 �w�×�µ�Ä  B �t�æ�¼� �è�«�Ä�`�z�×�µ�Ä  B �T�’�w�Ä�å�Ñ�Ÿ�¿�«�›�×�µ�Ä  A �t�æ�¼� �è�«
�Ä�`�‡�b�{�\�\�p�x  PBF �w
ƒ��	�	q�t�m�M�o
†�Ì�`�‡�b�{

• PBF �w� �É�”�Ò�ç�=�q  PFC2 �‡�h�x  PFC3A/PFC3B/PFC3BXL �;  MAC �ž�Å�è�µ�w�¦�� �¢ p.15-95�£

• VLAN �t�S�Z�”  PBF MAC �ž�Å�è�µ�w�¦���¢ p.15-97�£

• PBF �w�h�Š�w  VACL �w
ƒ���¢ p.15-98�£

• PBF 	Ø�C�w
¯�Ô�¢ p.15-100�£

• PBF VACL �w�¤�ï�Ä�æ�w�_	†�¢ p.15-100�£

• �$	B�Ì�¿�Ñ�•�º�w�¡
€�Â�”�Ò�ç  �¤�ï�Ä�æ�w�é�”�ç  �Ì�¿�«�¢ p.15-101�£

• PBF �w�h�Š�w�×�µ�Ä�w
ƒ���¢ p.15-101�£


$ 15-10 PBF

PBF �w� �É�”�Ò�ç�=�q  PFC2 �‡�h�x  PFC3A/PFC3B/PFC3BXL �;  MAC �ž�Å�è�µ�w�¦��

�¢�«�£ MAC �ž�Å�è�µ�x�z�Ã�Ñ�¥�ç�Ä
ƒ���w�‹�w�p�‹�â�”�²���p�¦���b�”  MAC �ž�Å�è�µ�p�‹�T�‡�M�‡�d
�œ�{�Ã�Ñ�¥�ç�Ä�w  MAC �ž�Å�è�µ�x�z Catalyst 6500 �³�æ�”�¶  �µ� �¿�½  �³�ß�”�³�w  MAC �ž�Å�è�µ
PROM �T�’	��˜�`�‡�b�{ set pbf mac �¯�Ú�ï�Å�p  MAC �ž�Å�è�µ�›�¦���b�”	Ô�ù�x�z
ž�c  MAC �ž�Å
�è�µ�x�°�™�w�‹�w�p�z�r�w� �ï�»�”�Ñ�£� �µ	Í�p�‹�°�–�;�p�K�”�\�q�›�¬�Ý�`�o�X�i�^�M�{

MAC �ž�Å�è�µ  PROM �T�’	��˜�b�”�Ã�Ñ�¥�ç�Ä�w  MAC �ž�Å�è�µ�›�–�;�b�”�\�q�›
*	‘�`�‡�b�{ set
pbf mac �¯�Ú�ï�Å�p� �×�w  MAC �ž�Å�è�µ�›�¦���b�”	Ô�ù�z�f�w  MAC �ž�Å�è�µ�U�–�;�¤�w�‹�w�q
	O
ó�b�”�q�z�Í�­�¿�Ä�U
��:�^�•�”�\�q�U�K�“�‡�b�{

VLAN 11

MAC 00:00:00:00:00:0A MAC 00:00:00:00:00:0B

 0

VLAN 10

PFC2 MAC 
00-11-11-11-11-11

Catalyst 6500  

 1

58
99

5
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PBF �w�µ�Â�”�»�µ�q  MAC �ž�Å�è�µ�›
¯�Ô�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

PBF �›� �É�”�Ò�ç�t�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�M�c�•�T�w�^�À�›�æ�M�‡�b�{

�Í�t�z PBF �w�µ�Â�”�»�µ�q  MAC �ž�Å�è�µ�›�½�£�¿�«�`�z�Ã�Ñ�¥�ç�Ä�w  MAC �ž�Å�è�µ�p  PBF �›� 
�É�”�Ò�ç�t�`�z
ƒ���›�¬�Ý�b�”�«�›�Ô�`�‡�b�{

Console> (enable) show pbf
Pbf status    Mac address
-----------   ------------------
not set       00-00-00-00-00-00
Console> (enable)
Console> (enable) set pbf
PBF committed successfully.
Operation successful.
Console> (enable)
Console> (enable) show pbf
Pbf status    Mac address
-----------   ------------------
ok            00-01-64-61-39-c2
Console> (enable)

�Í�t�z�›���w  MAC �ž�Å�è�µ�p  PBF �›� �É�”�Ò�ç�t�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set pbf mac 00-11-11-11-11-11
PBF committed successfully.
Operation successful.
Console> (enable)

Console> (enable) show pbf
Pbf status    Mac address
-----------   ------------------
ok            00-11-11-11-11-11
Console> (enable) 

PBF �›�Ã�Ÿ�·�”�Ò�ç�t�`�o  PBF MAC �ž�Å�è�µ�›	«�ˆ�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ
�M�‡�b�{

�^�À �¯�Ú�ï�Å

PBF �w�µ�Â�”�»�µ�q  MAC �ž�Å�è�µ�›
¯�Ô�`�‡�b�{ show pbf

�^�À �¯�Ú�ï�Å

�Ã�Ñ�¥�ç�Ä�w  MAC �ž�Å�è�µ�p  PBF �›� �É�”�Ò�ç�t
�`�‡�b�{

set pbf 

�›���w  MAC �ž�Å�è�µ�p  PBF �›� �É�”�Ò�ç�t�`�‡
�b�{

set pbf [mac mac_address] 

�^�À �¯�Ú�ï�Å

PBF �›�Ã�Ÿ�·�”�Ò�ç�t�`�o  PBF MAC �ž�Å�è�µ�›	«
�ˆ�`�‡�b�{

clear pbf



�H 15 	·       �ž�«�·�µ
M�š�w
ƒ��
PBF �w
ƒ��

15-97
Catalyst 6500 �³�æ�”�¶  �µ� �¿�½  �¹�Ñ�Ä�¢�£�ž  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �¨� �Å

OL-7193-01-J

�Í�t�z PBF MAC �ž�Å�è�µ�›�_	†�b�”�«�›�Ô�`�‡�b�{

Console> (enable) clear pbf
PBF cleared.
Console> (enable) 

Console> (enable) show pbf
Pbf status    Mac address
-----------   ------------------
not set       00-00-00-00-00-00
Console> (enable) 

VLAN �t�S�Z�”  PBF MAC �ž�Å�è�µ�w�¦��

�¢�«�£ �\�w  PBF 
ƒ��	�	q�x�z PFC3A/PFC3B/PFC3BXL �e�L�w  Supervisor Engine 720 	Í�p�w�ˆ
ž�A�p�b�{

set pbf vlan vlan �¯�Ú�ï�Å�›�î�æ�b�”�q�z�¦���`�h  VLAN 	Í�w  PBF �è� �à  2 CAM�¢�È
Ý�Ý�Þ�æ�£�¤
�ï�Ä�æ�U�^
R�^�•�‡�b�{�\�•�’�w�¤�ï�Ä�æ�t�°�•�b�”�Í�­�¿�Ä�x�z�è� �à  3 �Í�­�¿�Ä�q�`�o
ü�¨�^
�•�‡�b�{�è� �à  2 �¤�ï�Ä�æ�U�^
R�^�•�”�w�x�z set pbf vlan �¯�Ú�ï�Å�›�–�;�b�”
²�t  set pbf mac �¯
�Ú�ï�Å�›�–�;�`�o  PBF MAC �ž�Å�è�µ�›
ƒ���b�”	Ô�ù�i�Z�p�b�{

VLAN 	Í�w  PBF MAC �ž�Å�è�µ�›�¦���b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z VLAN 	Í�w  PBF MAC �ž�Å�è�µ�›�¦���b�”�«�›�Ô�`�‡�b�{

Console> (enable) set pbf vlan 11-12
Console> (enable) PBF enabled on vlan(s) 11-12.
Operation successful.
Console> (enable) show pbf
Pbf status    Mac address Vlans
-----------   ------------------ ---------
ok            00-01-64-f8-39-18 11-12
Console> (enable)

�Ý�¿�·�”�´  [Operation successful] �x�z PBF MAC �ž�Å�è�µ�U  NVRAM �t�-���^�•�h�\�q�›�Ô�`�‡�b�{  

clear pbf �¯�Ú�ï�Å�›�Ö�—�`�o�‹�z PBF �U� �É�”�Ò�ç�t�^�•�h  VLAN �x	«�ˆ�^�•�‡�d�œ�{ clear pbf �¯
�Ú�ï�Å�›�î�æ�b�”�q�z�f�w  VLAN �t�0� 
Ç�Z�’�•�h�è� �à  2 �Â�”�Ò�ç  �¤�ï�Ä�æ�x�¢ MAC �ž�Å�è�µ
�U���®�p�s�X�s�”�h�Š�£	«�ˆ�^�•�‡�b�{ NVRAM �T�’  PBF �0�  VLAN �›�_	†�b�”�t�x�z clear pbf
vlan vlan_list �¯�Ú�ï�Å�›�Ö�—�`�o�z�è�$�w  VLAN �›�Ì�Ô�$�t	«�ˆ�b�”
ž�A�U�K�“�‡�b�{

�^�À �¯�Ú�ï�Å

VLAN 	Í�w  PBF MAC �ž�Å�è�µ�›�¦���`�‡�b�{ set pbf vlan vlan
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PBF �w�h�Š�w  VACL �w
ƒ��

�¢�«�£ set security acl adjacency �¯�Ú�ï�Å�›�–�;�`�o�¡
€�Â�”�Ò�ç�w	{�V�õ�Q	Ø�C�›�¦���`�‡�b�{ �\�w	Ø�C
�t�‘�“�z�Í�­�¿�Ä  �Ô�¿�¼�”�U	{�V�õ�Q�’�•�¢�|
Œ  VLAN �S�‘�|
ù	ô�i�q�|
Œ�w  MAC �ž�Å�è�µ�£ �z
�|
Œ  VLAN �t�8
ù�^�•�‡�b�{


ù	ô�i  MAC �ž�Å�è�µ�w�¦���x�Ú�™�p�b�{
ù	ô�i  MAC �ž�Å�è�µ�›�¦���`�s�T�l�h	Ô�ù�x�z�³�µ�Â
�Ü�t�‘�“�Ã�Ñ�¥�ç�Ä�p  PBF MAC �ž�Å�è�µ�t
ƒ���^�•�‡�b�{

�¢�«�£ VLAN �t�x�7�G  256 �w�¡
€�Â�”�Ò�ç  �¤�ï�Ä�æ�›
ƒ���p�V�‡�b�{�¡
€�Â�”�Ò�ç  �¤�ï�Ä�æ�w�7�G
:�x
1023 �p�b�{

�¢�«�£ PBF �›�–�;�`�o�´�ß�ï�Ø  �Ñ�è�”�Ü�8
ù�›� �É�”�Ò�ç�t�b�”�t�x�z set security acl adjacency �¯�Ú�ï
�Å�p  mtu �©�”�ë�”�Å�›�–�;�`�‡�b�{  

PBF VACL �p�w�¤�ï�Ä�æ�w	q	‚�x	O�A�p�b�{�¡
€�Â�”�Ò�ç  �¤�ï�Ä�æ�x�z�æ�¼� �è�«�Ä  ACE �t�‘�“
�Ä�å�Ñ�Ÿ�¿�«�w�æ�¼� �è�«�Ä�t�–�;�^�•�”�w�p�z�æ�¼� �è�«�Ä  ACE �‘�“
Œ�t���[�b�”
ž�A�U�K�“
�‡�b�{ PBF VACL �w�¤�ï�Ä�æ�x�z�Í�w	q	‚�p�^
R�`�o�X�i�^�M�{

1. �¡
€�Â�”�Ò�ç  �¤�ï�Ä�æ�›�¦���`�‡�b�{

2. �¡
€�Â�”�Ò�ç  �¤�ï�Ä�æ�›�–�;�b�”  PBF VACL �w�æ�¼� �è�«�Ä  ACE �›�¦���`�‡�b�{

3. �¡
€�Â�”�Ò�ç  �¤�ï�Ä�æ�›�¯�Û�¿�Ä�`�‡�b�{

4. PBF VACL �›�¯�Û�¿�Ä�`�‡�b�{

5. PBF VACL �›  1 �m�‡�h�x
ó
:�w  VLAN �t�Ú�¿�Ð�ï�¬�`�‡�b�{

�Î�ï�Ä commit security acl all �¯�Ú�ï�Å�›�–�;�b�”�q�z�µ�Â�¿�Ó  3 �S�‘�|�µ�Â�¿�Ó  4 �›�‡�q�Š�”�\�q�U�p�V
�‡�b�{

�¢�«�£ 
ó
:�w�æ�¼� �è�«�Ä  ACE �p�‰�a�¡
€�Â�”�Ò�ç  �¤�ï�Ä�æ�›�–�;�p�V�‡�b�{

PFC2 �‡�h�x  PFC3A/PFC3B/PFC3BXL �;�w�¡
€�Â�”�Ò�ç  �¤�ï�Ä�æ�›�¦���b�”�t�x�z � �É�”�Ò�ç  �Þ�”
�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�^�À �¯�Ú�ï�Å

PFC2 �‡�h�x  PFC3A/PFC3B/PFC3BXL �;�w�¡
€
�Â�”�Ò�ç  �¤�ï�Ä�æ�›�¦���`�‡�b�{

set security acl adjacency adjacency_name 
dest_vlan dest_mac [[source_mac]  |  [source_mac 
mtu mtu_size]  |  [mtu mtu_size]]
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�Í�t�z�¡
€�Â�”�Ò�ç  �¤�ï�Ä�æ�›�¦���b�”�«�›�Ô�`�‡�b�{

Console> (enable) set security acl adjacency ADJ1 11 00-00-00-00-00-0B 
ADJ1 editbuffer modified. Use 'commit' command to apply changes.
Console> (enable)

�Í�t�z VLAN 10 �w PBF VACL �›�^
R�b�”�«�›�Ô�`�‡�b�¢ 
$ 15-10 �›�€	°�£ �{

Console> (enable) set security acl adjacency ADJ1 11 00-00-00-00-00-0B
ADJ1 editbuffer modified. Use 'commit' command to apply changes.
Console> (enable) set security acl ip IPACL1 redirect ADJ1 ip host 10.0.0.1 host 
11.0.0.1
IPACL1 editbuffer modified. Use 'commit' command to apply changes.
Console> (enable) set security acl ip IPACL1 permit any
IPACL1 editbuffer modified. Use 'commit' command to apply changes.
Console> (enable) commit security acl adjacency
Commit operation in progress.

Adjacency successfully committed.
Console> (enable) commit security acl IPACL1
ACL commit in progress.

ACL 'IPACL1' successfully committed. 
Console> (enable) set security acl map IPACL1 10
Mapping in progress.

ACL IPACL1 successfully mapped to VLAN 10.
Console> (enable)

�Í�t�z VLAN 11 �w PBF VACL �›�^
R�b�”�«�›�Ô�`�‡�b�¢ 
$ 15-10 �›�€	°�£ �{

Console> (enable) set security acl adjacency ADJ2 10 00-00-00-00-00-0A
ADJ2 editbuffer modified. Use 'commit' command to apply changes.
Console> (enable) set security acl ip IPACL2 redirect ADJ2 ip host 11.0.0.1 host 
10.0.0.1
IPACL2 editbuffer modified. Use 'commit' command to apply changes.
Console> (enable) set security acl ip IPACL2 permit any
IPACL2 editbuffer modified. Use 'commit' command to apply changes.
Console> (enable) commit security acl adjacency
Commit operation in progress.

Adjacency successfully committed.
Console> (enable) commit security acl IPACL2 
ACL commit in progress.

ACL 'IPACL2' successfully committed. 
Console> (enable) set security acl map IPACL2 11
Mapping in progress.

ACL IPACL2 successfully mapped to VLAN 11. 
Console> (enable)
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PBF 	Ø�C�w
¯�Ô

�\�\�p�x�z PBF ���È	Ø�C�w
¯�Ô�M�O�t�m�M�o
†�Ì�`�‡�b�{

�¡
€�Â�”�Ò�ç  �¤�ï�Ä�æ�›
¯�Ô�b�”�t�x�z�â�”�²  �Þ�”�Å�p�Í�w�M�c�•�T�w�^�À�›�æ�M�‡�b�{

�Í�t�z�¡
€�Â�”�Ò�ç  �¤�ï�Ä�æ�›
¯�Ô�b�”�«�›�Ô�`�‡�b�{

Console> show security acl info adjacency
set security acl adjacency ADJ1
---------------------------------------------------
1. 11 00-00-00-00-00-0b

set security acl adjacency ADJ2
---------------------------------------------------

1. 10 00-00-00-00-00-0a 
Console> show pbf adjacency
Index    DstVlan   DstMac             SrcMac             Name
------------------------------------------------------------------
1        11      00-00-00-00-00-0a  00-00-00-00-00-0b     ADJ1
2        10      00-00-00-00-00-0a  00-00-00-00-00-0b     ADJ2
Console> show pbf statistics
Index    DstVlan   DstMac             SrcMac          HitCount(hex)  Name
-------------------------------------------------------------------------
1        11      00-00-00-00-00-0a  00-00-00-00-00-0b  0x00000000    ADJ1
2        10      00-00-00-00-00-0a  00-00-00-00-00-0b  0x00000000    ADJ2
Console> show pbf map
Adjacency            ACL
------------------  --------------------
ADJ1 IPACL1

ADJ2 IPACL2
Console> (enable)

PBF VACL �w�¤�ï�Ä�æ�w�_	†

�æ�¼� �è�«�Ä  ACE �‘�“
Œ�t�¡
€�Â�”�Ò�ç�›	«�ˆ�b�”�\�q�x�p�V�‡�d�œ�{ PBF VACL �w�æ�¼� �è�«
�Ä ACE �S�‘�|�¡
€�Â�”�Ò�ç  �¤�ï�Ä�æ�›	«�ˆ�b�”	Ô�ù�x�z�Í�w	q	‚�p�æ�l�o�X�i�^�M�{

1. �æ�¼� �è�«�Ä  ACE �›	«�ˆ�`�‡�b�{

2. PBF VACL �›�¯�Û�¿�Ä�`�‡�b�{

3. �¡
€�Â�”�Ò�ç  �¤�ï�Ä�æ�›	«�ˆ�`�‡�b�{

4. �¡
€�Â�”�Ò�ç  �¤�ï�Ä�æ�›�¯�Û�¿�Ä�`�‡�b�{

�^�À �¯�Ú�ï�Å

�¡
€�Â�”�Ò�ç  �¤�ï�Ä�æ�›
¯�Ô�`�‡�b�{ show security acl info [acl_name | adjacency | all]
[editbuffer  [editbuffer_index]]

�b�‚�o�w�¡
€�Â�”�Ò�ç  �¤�ï�Ä�æ�‡�h�x�›���w�¡

€�Â�”�Ò�ç  �¤�ï�Ä�æ�t�0�b�”  PBF �¡
€	Ø�C�›

¯�Ô�`�‡�b�{

show pbf adjacency [adj_name]

�b�‚�o�w�¡
€�Â�”�Ò�ç  �¤�ï�Ä�æ�‡�h�x�›���w�¡

€�Â�”�Ò�ç  �¤�ï�Ä�æ�t�0�b�”  PBF �w�-	Ø�C�›

¯�Ô�`�‡�b�{

show pbf statistics [adj_name]

�b�‚�o�w�¡
€�Â�”�Ò�ç  �¤�ï�Ä�æ�‡�h�x�›���w�¡

€�Â�”�Ò�ç  �¤�ï�Ä�æ�t�0�b�”�¡
€ /VACL �Ú�¿
�Ð�ï�¬�›
¯�Ô�`�‡�b�{

show pbf map [adj_name]



�H 15 	·       �ž�«�·�µ
M�š�w
ƒ��
PBF �w
ƒ��

15-101
Catalyst 6500 �³�æ�”�¶  �µ� �¿�½  �¹�Ñ�Ä�¢�£�ž  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �¨� �Å

OL-7193-01-J

PBF �¡
€�Â�”�Ò�ç  �¤�ï�Ä�æ�›	«�ˆ�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z PBF �¡
€�Â�”�Ò�ç  �¤�ï�Ä�æ�›�_	†�b�”�«�›�Ô�`�‡�b�{

Console> (enable) clear security acl adjacency ADJ1
Adj is in use by a VACL, clear the VACL first then clear adj.
Console> (enable) clear security acl IPACL1
IPACL1 editbuffer modified. Use 'commit' command to save changes.
Console> (enable) commit security acl IPACL1
ACL commit in progress.

ACL 'IPACL1' successfully deleted.
Console> (enable) clear security acl adjacency ADJ1
ADJ1 editbuffer modified. Use 'commit' command to apply changes.
Console> (enable) commit security acl adjacency
Console> (enable) Adjacency committed successfully
Commit operation in progress.

Console> (enable) 

�$	B�Ì�¿�Ñ�•�º�w�¡
€�Â�”�Ò�ç  �¤�ï�Ä�æ�w�é�”�ç  �Ì�¿�«

rollback �¯�Ú�ï�Å�›�–�;�`�o�z�7�™�w�¯�Û�¿�Ä�Ž
²�t�$	B�Ì�¿�Ñ�•�º�t�^
R�^�•�h�¡
€�Â�”�Ò�ç  �¤
�ï�Ä�æ�›�_	†�p�V�‡�b�{�¡
€�Â�”�Ò�ç  �¤�ï�Ä�æ�x�z�7�™�w�¯�Û�¿�Ä�p�w�µ�Â�”�Ä�t�é�”�ç  �Ì�¿�«
�^�•�‡�b�{  

�$	B�Ì�¿�Ñ�•�º�w�¡
€�Â�”�Ò�ç  �¤�ï�Ä�æ�›�é�”�ç  �Ì�¿�«�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À
�›�æ�M�‡�b�{

�Í�t�z�$	B�Ì�¿�Ñ�•�º�w�¡
€�Â�”�Ò�ç  �¤�ï�Ä�æ�›�é�”�ç  �Ì�¿�«�b�”�«�›�Ô�`�‡�b�{

Console> (enable) rollback security acl adjacency
Editbuffer for adjacency info rolled back to last commit state.
Console> (enable) 

PBF �w�h�Š�w�×�µ�Ä�w
ƒ��

�\�\�p�x�z�Í�w�Ó�å�¿�Ä�Ñ�¥�”�Ü�S�‘�|  OS�¢�¦�Ö�è�”�Â�Ÿ�ï�¬  �³�µ�Â�Ü�£�w�×�µ�Ä
ƒ��	�	q�t�m
�M�o
†�Ì�`�‡�b�{

• Linux�¢ p.15-102�£

• Sun �ë�”�«�µ�Â�”�³�ã�ï�¢ p.15-102�£

• MS-Windows/NT/2000 �×�µ�Ä�¢ p.15-103�£

�¢�«�£ �É�¿�Ä�ë�”�«�t�ç�”�»�U���O�`�s�M	Ô�ù�x�z�€�C�`�o�M�”�×�µ�Ä	Í�p�µ�»�Â�Ÿ�¿�«  ARP �¤�ï�Ä�æ
�›�¦���b�”
ž�A�U�K�“�‡�b�{�×�µ�Ä�w  ARP �Â�”�Ò�ç�x�z�×�µ�Ä
÷�”�w  IP �ž�Å�è�µ�›  PFC2 �‡�h�x
PFC3A/PFC3B/PFC3BXL �w MAC �ž�Å�è�µ�t�Ú�¿�Ð�ï�¬�`�‡�b�{  

�^�À �¯�Ú�ï�Å

PBF �¡
€�Â�”�Ò�ç  �¤�ï�Ä�æ�›	«�ˆ�`�‡�b�{ clear security acl adjacency adj name

�^�À �¯�Ú�ï�Å

�$	B�Ì�¿�Ñ�•�º�w�¡
€�Â�”�Ò�ç  �¤�ï�Ä�æ�›�é�”
�ç  �Ì�¿�«�`�‡�b�{

rollback security acl { acl_name | all | adjacency}
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�¢�«�£ �Í�w�«�w  IP �ž�Å�è�µ�x�z 
$ 15-10 �p�–�;�^�•�”  IP �ž�Å�è�µ�p�b�{�\�•�’�w�ž�Å�è�µ�x�Ú�™�t
¬�R
�^�•�h�‹�w�p�b�{�É�¿�Ä�ë�”�«�Ï
R�p�–�;�b�”  IP �ž�Å�è�µ�U�°�™�w�‹�w�p�K�”�\�q�›�¬�Ý�`�o�X
�i�^�M�{

Linux

�Í�t�z Linux OS�¢�¦�Ö�è�”�Â�Ÿ�ï�¬  �³�µ�Â�Ü�£�U�T�‡�b�”�×�µ�Ä�t  ARP �Â�”�Ò�ç�›
ƒ���b�”�«�›
�Ô�`�‡�b�{  

�×�µ�Ä  A �›
ƒ���b�”�«�›�Ô�`�‡�b�{

arp -s 11.0.0.1 00:11:11:11:11:11 -i eth0
route add 11.0.0.1 eth0

�×�µ�Ä  B �›
ƒ���b�”�«�›�Ô�`�‡�b�{

arp -s 10.0.0.1 00:11:11:11:11:11 -i eth1
route add 10.0.0.1 eth1

Sun �ë�”�«�µ�Â�”�³�ã�ï

PBF �›�–�;�`�o  Sun �ë�”�«�µ�Â�”�³�ã�ï�w�¤�ï�Å  �×�µ�Ä�p  2 �m�w VLAN ���t�S�Z�”�8
ù�›� �É�”
�Ò�ç�t�b�”	Ô�ù�x�z�×�µ�Ä
ƒ���Ì�t�ß�€�b�‚�V
M�v�Ä�ò�U�K�”�w�p�«�™�`�o�X�i�^�M�{

• PBF �w
M�v�Ä�ò

PBF �x  ARP �›�±�Ù�”�Ä�`�o�M�‡�d�œ�{ PBF �t�€�C�b�”  Sun �ë�”�«�µ�Â�”�³�ã�ï�]�q�t�µ�»
�Â�Ÿ�¿�«  ARP �¤�ï�Ä�æ�›
ƒ���b�”
ž�A�U�K�“�‡�b�{�¤�µ�»�Â�Ÿ�¿�«  ARP �¤�ï�Ä�æ�x�z�|
Œ�×
�µ�Ä�t�Ú�¿�Ð�ï�¬�^�•�h  PBF MAC �ž�Å�è�µ�›�Ô�b
ž�A�U�K�“�‡�b�{  

�‡�h�z Sun �ë�”�«�µ�Â�”�³�ã�ï�t�®�”�Ä�¢�£� �›
ƒ���b�”�\�q�‹
ž�A�p�b�{ Sun �ë�”�«�µ�Â�”
�³�ã�ï�U�Ÿ�s�”�É�¿�Ä�ë�”�«�q�è	ô�b�”
ž�A�U�K�”	Ô�ù�x�z PBF �›�è�a�b�”�b�‚�o�w�É�¿�Ä
�ë�”�«�t�0�b�”�×�µ�Ä  �ç�”�Ä�›���[�b�”
ž�A�U�K�“�‡�b�{�‡�h�z
ž�A�t� �a�o�Ã�Ñ�¥�ç�Ä�w
�®�”�Ä�¢�£� �›���[�b�”
ž�A�U�K�“�‡�b�{

�h�q�Q�y�z VLAN 40 �w�×�µ�Ä  10.0.0.1 �U VLAN 50 �w�×�µ�Ä  11.0.0.1 �q�è	ô�b�”
ž�A�U�K�“�z PBF
MAC �ž�Å�è�µ�U  00-11-11-11-11-11 �p�K�”	Ô�ù�z�µ�»�Â�Ÿ�¿�«  ARP �¤�ï�Ä�æ�x�Í�w�‘�O�t�s�“
�‡�b�{

arp -s 11.0.0.1 00:11:11:11:11:11

�\�w	Ô�ù�z 00-11-11-11-11-11 �x  PBF MAC �ž�Å�è�µ�p�K�“�z 11.0.0.1 �x�|
Œ�×�µ�Ä�w  IP �ž�Å�è
�µ�p�b�{

• Sun �ë�”�«�µ�Â�”�³�ã�ï�w
M�v�Ä�ò

Sun �ë�”�«�µ�Â�”�³�ã�ï�p�x�z�|
Œ�U���w�É�¿�Ä�ë�”�«�w�°
æ�p�K�”	Ô�ù�¢	Í�G�w�«�p�x
11.x.x.x�£�z�µ�»�Â�Ÿ�¿�«  ARP �¤�ï�Ä�æ�›
ƒ���p�V�‡�d�œ�{�\�•�x�b�‚�o�w  Sun �ë�”�«�µ�Â�”
�³�ã�ï�p�w  ARP �w
M�v�Ä�ò�p�b�{�\�w�ð�J�›�r�>�b�”�t�x�z�×�µ�Ä  �ç�”�Ä�p�K�”�¼�Û�”  �®�”
�Ä�¢�£� �›���[�`�z�|
Œ�×�µ�Ä�t�Ú�¿�Ð�ï�¬�^�•�h  PBF MAC �ž�Å�è�µ�›�Ô�b�µ�»�Â�Ÿ�¿�«
ARP �¤�ï�Ä�æ�›
ƒ���b�”
ž�A�U�K�“�‡�b�{

	Í�w�«�›�–�;�`�o�z�7	s�t�®�”�Ä�¢�£� �t�0�b�”�¼�Û�”  �µ�»�Â�Ÿ�¿�«  ARP �¤�ï�Ä�æ�›���[�b
�”
ž�A�U�K�“�‡�b�{�®�”�Ä�¢�£� �w  IP �ž�Å�è�µ�x�z�f�w�É�¿�Ä�ë�”�«�º�w�×�µ�Ä  �ž�Å�è�µ�w
�M�c�•�T�p�b�{

(A)Kubera# arp -s 10.0.0.2  00:11:11:11:11:11
(B)Kubera# route add host  11.0.0.1 10.0.0.2

PBF ���È�Ä�å�Ñ�Ÿ�¿�«�w�¼�Û�”  ARP �¤�ï�Ä�æ�›  1 �m�q�z�¤�|
Œ�×�µ�Ä�w�×�µ�Ä  �ç�”�Ä�›
ƒ��
�b�”�i�Z�p�b�{
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�×�µ�Ä
:�U
ÿ�Q�h	Ô�ù�x�z�¤�|
Œ�×�µ�Ä�t�m�M�o�×�µ�Ä  �ç�”�Ä  �¤�ï�Ä�æ�›
ƒ���b�”
ž�A�U�K�“�‡
�b�{�¤�|
Œ�×�µ�Ä�w�×�µ�Ä  �ç�”�Ä  �¤�ï�Ä�æ�U�K�” /etc/rc2.d �t�z�µ�»�”�Ä�ž�¿�Ó  �Ñ�•� �ç�›
ƒ���p
�V�‡�b�{�\�w�Ñ�•� �ç�›
ƒ���b�”�q�z Sun �ë�”�«�µ�Â�”�³�ã�ï�›�æ�·�¿�Ä�‡�h�x�6�I�ˆ�`�h�K�q�z
�b�‚�o�w�×�µ�Ä  �ç�”�Ä�›�Ö�—�b�”
ž�A�U�s�X�s�“�‡�b�{

�Ñ�•� �ç�w�¤�ï�Ä�æ�x�Í�w���Ü�›�–�;�`�‡�b�{

Route add host <destination Host IP Address> <dummy gateway IP Address>

�µ�»�”�Ä�ž�¿�Ó  �µ�«�æ�Ó�Ä�w  1 �m�q�`�o�×�µ�Ä  �ç�”�Ä  �¤�ï�Ä�æ�U�G	\�^�•�o�M�”�Ñ�•� �ç�›�–�;
�b�”
ž�A�U�K�“�‡�b�{�ç�”�Ä / �µ�”�Í�â�”�²�w�Ñ�ç�ž�«�·�µ�V�›�Ë�m�Ã�Ÿ�è�«�Ä�æ�t�Ñ�•� �ç�›�^

R�`�h�“�z /etc/rc2.d �º�w�f�w�Ñ�•� �ç�›�Ô�b�¹�Ñ�Ä  �æ�ï�«�›
ƒ���`�h�“�z�K�”�M�x /etc/rc2.d �Ã�Ÿ
�è�«�Ä�æ�×�.�t�Ñ�•� �ç�›�^
R�b�”�\�q�‹�p�V�‡�b�{

MS-Windows/NT/2000 �×�µ�Ä

Windows �Õ�”�µ�w  PC 	Í�t�µ�»�Â�Ÿ�¿�«  ARP �¤�ï�Ä�æ�›
ƒ���b�”
ž�A�U�K�“�‡�b�{ Windows �Õ�”�µ
�w PC �p�x�z PBF �›�–�;�b�”  VLAN ���w�µ� �¿�½�ï�¬�w�h�Š�w�¼�Û�”  �®�”�Ä�¢�£� �›
ƒ���b�”
ž�A
�x�K�“�‡�d�œ�{  

�Í�t�z Windows �Õ�”�µ�w�Ó�å�¿�Ä�Ñ�¥�”�Ü�t�µ�»�Â�Ÿ�¿�«  ARP �¤�ï�Ä�æ�›
ƒ���b�”�«�›�Ô�`�‡�b�{

C:\> arp -s 11.0.0.1 00-11-11-11-11-11

�\�w�«�p�x�z 00-11-11-11-11-11 �x  PBF MAC �ž�Å�è�µ�p�K�“�z 11.0.0.1 �x�|
Œ�×�µ�Ä�w  IP �ž�Å�è�µ
�p�b�{

�^�’�t�×�µ�Ä�›
ƒ���b�”
ž�A�U�K�”	Ô�ù�x�z�¤�|
Œ�×�µ�Ä�t�0�b�”  ARP �¤�ï�Ä�æ�p�Ì�¿�½  �Ñ�•� 
�ç�›�^
R�`�o�z Windows �U�\�w�Ñ�•� �ç�›�µ�»�”�Ä�ž�¿�Ó�Ì�t�–�;�b�”�‘�O�t�¦���p�V�‡�b�{

PBF �w
ƒ���«

�\�\�p�x�z VLAN 1 �w�×�µ�Ä�q  VLAN 2 �w�×�µ�Ä�q�w���w  PBF �›� �É�”�Ò�ç�t�b�”
ƒ���«�›�Ô�`�‡
�b�¢ 
$ 15-11 �›�€	°�£ �{


$ 15-11 PBF �w
ƒ���«

VLAN 1 

IP: 44.0.0.1 44.0.0.17
MAC:00-20-20-20-20-20

 4/1

6/17 6/9

00:20:20:20:20:2f

VLAN 2 

IP: 43.0.0.1 43.0.0.17
MAC:00-0a-0a-0a-0a-0a

 4/2
00:0a:0a:0a:0a:19

VLAN 2VLAN 1

PFC2 MAC 
00-11-22-33-44-55

Catalyst 6500  

58
97

4
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�Í�t�z VLAN 1 	Í�w�×�µ�Ä�q  VLAN 2 	Í�w�×�µ�Ä�q�w���p  PBF �›� �É�”�Ò�ç�t�b�”�h�Š�t�^
R�^�•
�h�µ� �¿�½  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Ñ�•� �ç�w�«�›�Ô�`�‡�b�{�\�w�«�p�x�z�¤  VLAN �w�7	s�w  4
�m�w�×�µ�Ä�i�Z�U
¯�Ô�^�•�‡�b�¢ 44.0.0.1 �™ 44.0.0.4 �S�‘�|  43.0.0.1 �™ 43.0.0.4�£�{

#security ACLs
clear security acl all
#adj set
set security acl adjacency a_1 2 00-0a-0a-0a-0a-0a 
set security acl adjacency a_2 2 00-0a-0a-0a-0a-0b 
set security acl adjacency a_3 2 00-0a-0a-0a-0a-0c 
set security acl adjacency a_4 2 00-0a-0a-0a-0a-0d 
set security acl adjacency b_1 1 00-20-20-20-20-20 
set security acl adjacency b_2 1 00-20-20-20-20-21 
set security acl adjacency b_3 1 00-20-20-20-20-22 
set security acl adjacency b_4 1 00-20-20-20-20-23 
#ip1
set security acl ip ip1 permit arp 
set security acl ip ip1 redirect  a_1  ip host 44.0.0.1 host 43.0.0.1 
set security acl ip ip1 redirect  a_2  ip host 44.0.0.2 host 43.0.0.2 
set security acl ip ip1 redirect  a_3  ip host 44.0.0.3 host 43.0.0.3 
set security acl ip ip1 redirect  a_4  ip host 44.0.0.4 host 43.0.0.4 
set security acl ip ip1 permit ip any any 
#ip2
set security acl ip ip2 permit arp 
set security acl ip ip2 redirect  b_1  ip host 43.0.0.1 host 44.0.0.1 
set security acl ip ip2 redirect  b_2  ip host 43.0.0.2 host 44.0.0.2 
set security acl ip ip2 redirect  b_3  ip host 43.0.0.3 host 44.0.0.3 
set security acl ip ip2 redirect  b_4  ip host 43.0.0.4 host 44.0.0.4 
set security acl ip ip2 permit ip any any 
#pbf set
set pbf mac 00-11-22-33-44-55
#
commit security acl all
set security acl map ip1 1
set security acl map ip2 2

�Í�t�z VLAN 1 	Í�w�Ù�”�Ä  6/17 �t�m�M�o�z�µ� �¿�½�t�‘�l�o�¶	6�^�•�h  MAC �ž�Å�è�µ�›
¯�Ô�b�”
�«�›�Ô�`�‡�b�{

Console> (enable) show cam dynamic 6/17
* = Static Entry. + = Permanent Entry. # = System Entry. R = Router Entry.
X = Port Security Entry $ = Dot1x Security Entry

VLAN  Dest MAC/Route Des    [CoS]  Destination Ports or VCs / [Protocol Type] 
----  ------------------    -----  -------------------------------------------
1     00-20-20-20-20-23             6/17 [ALL]
1     00-20-20-20-20-22             6/17 [ALL]
1     00-20-20-20-20-21             6/17 [ALL]
1     00-20-20-20-20-20             6/17 [ALL]
1     00-20-20-20-20-27             6/17 [ALL]
1     00-20-20-20-20-26             6/17 [ALL]
1     00-20-20-20-20-25             6/17 [ALL]
1     00-20-20-20-20-24             6/17 [ALL]
1     00-20-20-20-20-2b             6/17 [ALL]
1     00-20-20-20-20-2a             6/17 [ALL]
1     00-20-20-20-20-29             6/17 [ALL]
1     00-20-20-20-20-28             6/17 [ALL]
1     00-20-20-20-20-2f             6/17 [ALL]
1     00-20-20-20-20-2e             6/17 [ALL]
1     00-20-20-20-20-2d             6/17 [ALL]
1     00-20-20-20-20-2c             6/17 [ALL]
Total Matching CAM Entries Displayed for 6/17 = 16 for port 6/9, vlan 2
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�Í�t�z VLAN 2 	Í�w�Ù�”�Ä  6/9 �t�m�M�o�z�µ� �¿�½�t�‘�l�o�¶	6�^�•�h  MAC �ž�Å�è�µ�›
¯�Ô�b�”�«
�›�Ô�`�‡�b�{

Console> (enable) show cam dynamic 6/9  
* = Static Entry. + = Permanent Entry. # = System Entry. R = Router Entry.
X = Port Security Entry $ = Dot1x Security Entry

VLAN  Dest MAC/Route Des    [CoS]  Destination Ports or VCs / [Protocol Type] 
----  ------------------    -----  -------------------------------------------
2     00-0a-0a-0a-0a-0e             6/9 [ALL]
2     00-0a-0a-0a-0a-0f             6/9 [ALL]
2     00-0a-0a-0a-0a-0c             6/9 [ALL]
2     00-0a-0a-0a-0a-0d             6/9 [ALL]
2     00-0a-0a-0a-0a-0a             6/9 [ALL]
2     00-0a-0a-0a-0a-0b             6/9 [ALL]
2     00-0a-0a-0a-0a-19             6/9 [ALL]
2     00-0a-0a-0a-0a-18             6/9 [ALL]
2     00-0a-0a-0a-0a-17             6/9 [ALL]
2     00-0a-0a-0a-0a-16             6/9 [ALL]
2     00-0a-0a-0a-0a-15             6/9 [ALL]
2     00-0a-0a-0a-0a-14             6/9 [ALL]
2     00-0a-0a-0a-0a-13             6/9 [ALL]
2     00-0a-0a-0a-0a-12             6/9 [ALL]
2     00-0a-0a-0a-0a-11             6/9 [ALL]
2     00-0a-0a-0a-0a-10             6/9 [ALL]
Total Matching CAM Entries Displayed for 6/9 = 16

�Í�t�z PBF �µ�Â�”�»�µ�q  PFC2 �‡�h�x  PFC3A/PFC3B/PFC3BXL MAC �ž�Å�è�µ�›
¯�Ô�b�”�«�›�Ô�`
�‡�b�{

Console> (enable) show pbf 
Pbf status    Mac address
-----------   ------------------
ok            00-11-22-33-44-55

�Í�t�z PBF �w�-	Ø�C�›
¯�Ô�b�”�«�›�Ô�`�‡�b�{

Console> (enable) show pbf statistics  
Index    DstVlan   DstMac             SrcMac          HitCount(hex)  Name
-------------------------------------------------------------------------
1         2      00-0a-0a-0a-0a-0a  00-11-22-33-44-55  0x00026d7c    a_1
2         2      00-0a-0a-0a-0a-0b  00-11-22-33-44-55  0x00026d83    a_2
3         2      00-0a-0a-0a-0a-0c  00-11-22-33-44-55  0x00026d89    a_3
4         2      00-0a-0a-0a-0a-0d  00-11-22-33-44-55  0x00026d90    a_4
5         1      00-20-20-20-20-20  00-11-22-33-44-55  0x000260e3    b_1
6         1      00-20-20-20-20-21  00-11-22-33-44-55  0x000260ea    b_2
7         1      00-20-20-20-20-22  00-11-22-33-44-55  0x000260f1    b_3
8         1      00-20-20-20-20-23  00-11-22-33-44-55  0x000260f8    b_4

PBF 
ƒ���w�¦�Á�;�ó�¢ Releases 7.5(1) �Ž�ñ�w�¹�Ñ�Ä�¢�£�ž  �æ�æ�”�µ�£

�\�\�p�x�z Release 7.5(1) �Ž�ñ�w�¹�Ñ�Ä�¢�£�ž  �æ�æ�”�µ�p�b�;�p�V�”�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �¯�Ú
�ï�Å�›�–�;�`�o  PBF �›
ƒ���b�”	�	q�t�m�M�o
†�Ì�`�‡�b�{  

�\�\�p�x�z PBF 
ƒ���w�¦�Á�;�ó�t�m�M�o
†�Ì�`�‡�b�{

• PBF 
ƒ���¦�Á�;�ó�w�“�A�¢ p.15-106�£

• PBF_MAP_ACL �w�¦���¢ p.15-107�£

• PBF_MAP_ACL 	Ø�C�w
¯�Ô�¢ p.15-107�£

• PBF_MAP_ACL 
ƒ���w	«�ˆ�¢ p.15-108�£



�H 15 	·       �ž�«�·�µ
M�š�w
ƒ��
PBF �w
ƒ��

15-106
Catalyst 6500 �³�æ�”�¶  �µ� �¿�½  �¹�Ñ�Ä�¢�£�ž  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �¨� �Å

OL-7193-01-J

PBF 
ƒ���¦�Á�;�ó�w�“�A

�¢�«�£ set pbf-map �¯�Ú�ï�Å�x  Release 8.3(1) �p�!�Ë�^�•�‡�`�h�{	Ä�I�t�m�M�o�x�z �®PBF 
ƒ���w�¦�Á�;�ó
�¢ Releases 8.3(1) �Ž�ñ�w�¹�Ñ�Ä�¢�£�ž  �æ�æ�”�µ�£� �̄¢ p.15-108�£ �›�€	°�`�o�X�i�^�M�{

	ý�`�M  set pbf-map �¯�Ú�ï�Å�x�z �Ö�—�^�•�h	Ø�C�t�,�n�M�o�·�©�á�æ�Â�Ÿ  ACL �q�¡
€	Ø�C�›�^
R�`�z
ACL �›�×�ˆ�$�t�¯�Û�¿�Ä�`�‡�b�{ set pbf-map �¯�Ú�ï�Å�p�x�z�Í�w  2 �m�w�µ�Â�¿�Ó�›
P�M�‡�b�{  

�µ�Â�¿�Ó  1 �¡
€�Â�”�Ò�ç�w
à�Ö

�\�w�µ�Â�¿�Ó�p�x�z ACL �t�å�C�^�•�h�¤�æ�¼� �è�«�Ä / �¡
€  ACE �t�m�M�o�¡
€�Â�”�Ò�ç�t�¤�ï�Ä
�æ�›�^
R�`�‡�b�{

�µ�Â�¿�Ó  2 ACL �w�^
R�S�‘�|�!�Ë

�\�w�µ�Â�¿�Ó�p�x�z�æ�¼� �è�«�Ä / �¡
€�¤�ï�Ä�æ�t�m�M�o�¤  ACL �t  ACE �›�^
R�`�z ACL �w�¤
Œ�t
permit ip any any ACE �›�å�C�`�‡�b�¢�\�w  ACE �x�z ACL �t�‡�i  permit ip any any ACE �U�s�M	Ô�ù
�t�i�Z�z�å�C�^�•�‡�b�£ �{

set pbf-map �¯�Ú�ï�Å�w�Ï���x�z set pbf-map ip_addr_1 mac_1 vlan_1 ip_addr_2 mac_2 vlan_2 �p�b�{

���›�Ï���w�«�x�z set pbf-map 1.1.1.1 0-0-0-0-0-1 11 2.2.2.2 0-0-0-0-0-2 12 �p�b�{

	ý�`�M  set pbf-map �¯�Ú�ï�Å�x�z�Í�w  Release 7.5(1) �‘�“
²�w �b�‚�o �w�¯�Ú�ï�Å�q�‰�a�p�b�{

set security acl adjacency PBF_MAP_ADJ_0 11 0-0-0-0-0-1
set security acl adjacency PBF_MAP_ADJ_1 12 0-0-0-0-0-2
commit security acl adjacency 
set security acl ip PBF_MAP_ACL_11 redirect PBF_MAP_ADJ_1 ip host 1.1.1.1 host 2.2.2.2
set security acl ip PBF_MAP_ACL_12 redirect PBF_MAP_ADJ_0 ip host 2.2.2.2 host 1.1.1.1

permit ip any any ACE �U�s�M	Ô�ù�x�z�Í�w  2 �m�w permit ip any any �¤�ï�Ä�æ�U�å�C�^�•�‡�b�{

set security acl ip PBF_MAP_ACL_11 permit ip any any
set security acl ip PBF_MAP_ACL_12 permit ip any any
commit security acl ip PBF_MAP_ACL_11
commit security acl ip PBF_MAP_ACL_12
set security acl map PBF_MAP_ACL_11 11
set security acl map PBF_MAP_ACL_12 12

set pbf-map �¯�Ú�ï�Å�t�‘�l�o�å�C�^�•�h  ACL �º�w�¤�¤�ï�Ä�æ�x�z�Ã�Ñ�¥�ç�Ä�w  permit ip any any
ACE �w
²�t
à�Ö�^�•�‡�b�{  

�æ�¼�  �è�« �Ä ACE �Ž�Ž �w�¤� ï �Ä�æ�› � ¡ 
€ �Â�” �Ò�ç� t �å �C�b�” 	Ô�ù�x�z set security acl ip
PBF_MAP_ACL_(VLAN_ID) �¯�Ú�ï�Å�›�Ö�—�`�‡�b�{ PBF_MAP_ACL_(VLAN_ID) ACL �Ê�x�z�Í�w
�ž�ç�°�æ�¶�Ü�t�,�n�V�‡�b�{�m�‡�“�z�0� �b�”�×�µ�Ä�w  VLAN 
j�ø�U  PBF_MAP_ACL_ �µ�Ä�æ�ï�¬
�t�å�C�^�•�‡�b�{

PBF_MAP_ACL_(VLAN_ID) ACL �t���‡�•�o�M�”�æ�¼� �è�«�Ä / �¡
€  ACE �q�¡
€	Ø�C�›�_	†�b�”�t
�x�z clear pbf-map �¯�Ú�ï�Å�›�Ö�—�`�‡�b�{ PBF_MAP_ACL_(VLAN_ID) ACL �w�°
æ�p�K�”�f�w���b
�‚�o�w  ACE �»� �Ó�›	«�ˆ�b�”�t�x�z clear security acl �¯�Ú�ï�Å�›�Ö�—�`�‡�b�{  
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PBF_MAP_ACL �w�¦��

�¢�«�£ set pbf-map �¯�Ú�ï�Å�U�–�;�b�”  ACL �Ê�x�z�\�w�¯�Ú�ï�Å�;�t�'�ÿ�^�•�o�M�‡�b�{ set security acl
�¯�Ú�ï�Å�›�Ö�—�b�”�q�z PBF_MAP_ACL �p�•�‡�”�Ê
²�x�–�;�p�V�‡�d�œ�{�¡
€	Ø�C�t�–�;�^�•�”�Ê

²�‹�z set pbf-map �¯�Ú�ï�Å�;�t�'�ÿ�^�•�o�M�‡�b�{ set security acl adjacency �¯�Ú�ï�Å�›�Ö�—�b�”
�q�z PBF_MAP_ADJ �p�•�‡�”�Ê
²�x�–�;�p�V�‡�d�œ�{  

PBF_MAP_ACL �›�¦���b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z PBF_MAP_ACL �›�¦���b�”�«�›�Ô�`�‡�b�{

Console> (enable) set pbf-map 1.1.1.1 0-0-0-0-0-1 11 2.2.2.2 0-0-0-0-0-2 22
Commit operation successful.
Commit operation successful.

ACL 'PBF_MAP_ACL_11' successfully committed.
Console> (enable)
ACL PBF_MAP_ACL_11 successfully mapped to VLAN 11.
Console> (enable)
ACL 'PBF_MAP_ACL_22' successfully committed.
Console> (enable)
ACL PBF_MAP_ACL_22 successfully mapped to VLAN 22.
Console> (enable) Operation successful.
Console> (enable) 

PBF_MAP_ACL 	Ø�C�w
¯�Ô

PBF_MAP_ACL 	Ø�C�›
¯�Ô�b�”�t�x�z�â�”�²  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z�¦���^�•�h  VLAN �w PBF ���È  ACE �q�z�–�;�^�•�h�¤�¡
€�w�w�-	Ø�C�›
¯�Ô�b�”�«�›�Ô�`�‡
�b�{

Console> (enable) show pbf-map 11
Index    DstVlan   DstMac             SrcMac          HitCount(hex)  Name
-------------------------------------------------------------------------
1         22      00-00-00-00-00-02  00-00-00-00-00-00  0x00000000 PBF_MAP_ADJ_1
Console> (enable)

�Í�t�z PBF �Ú�¿�Ó
ƒ���w�«�›�Ô�`�‡�b�{

Console> (enable) show pbf-map config
set pbf_map 1.1.1.1 00-00-00-00-00-01 11 2.2.2.2 00-00-00-00-00-02 22 
Console> (enable)

�^�À �¯�Ú�ï�Å

PBF_MAP_ACL �›�¦���`�‡�b�{ set pbf-map ip_addr_1 mac_1 vlan_1 ip_addr_2
mac_2 vlan_2

�^�À �¯�Ú�ï�Å

PBF_MAP_ACL 	Ø�C�›
¯�Ô�`�‡�b�{  show pbf-map { vlan | config}
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PBF_MAP_ACL 
ƒ���w	«�ˆ

PBF_MAP_ACL 
ƒ���›	«�ˆ�b�”�t�x�z�â�”�²  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z set pbf-map �¯�Ú�ï�Å�t�‘�l�o�^
R�^�•�h�b�‚�o�w  ACL �q�¡
€	Ø�C�›	«�ˆ�b�”�«�›�Ô�`�‡�b�{

Console> (enable) clear pbf-map all

ACL 'PBF_MAP_ACL_11' successfully deleted.
Console> (enable)
ACL 'PBF_MAP_ACL_22' successfully deleted.
Console> (enable)

�Í�t�z PBF_MAP_ACL_VLAN_# �w�Ê
²�›�Ë�m  ACL �q�f�w  ACL �U�–�;�b�”�¡
€�Â�”�Ò�ç�›	«�ˆ�b
�”�«�›�Ô�`�‡�b�{

Console> (enable) clear pbf-map vlan 11

ACL 'PBF_MAP_ACL_11' successfully deleted.
Console> (enable) Commit operation successful.
Console> (enable)

�Í�t�z permit ip any any ACE �›	†�M�o  set pbf-map �¯�Ú�ï�Å�t�‘�l�o�^
R�^�•�h  ACE �›�b�‚�o	«�ˆ
�b�”�«�›�Ô�`�‡�b�{�¯�Ú�ï�Å�t�‘�l�o�z vlan_1 �S�‘�|  vlan_2 	Í�w  ip_addr_1 �S�‘�|  ip_addr_2 �p�K
�”�×�µ�Ä���w�Ä�å�Ñ�Ÿ�¿�«�›� �É�”�Ò�ç�t�b�”�¤�ï�Ä�æ�U�_	†�^�•�‡�b�{ clear security acl �¯�Ú�ï
�Å�t�‘�“�¤�ï�Ä�æ�U�_	†�A�ˆ�w	Ô�ù�x�z�Ý�¿�·�”�´�U
¯�Ô�^�•�z�›���w�¤�ï�Ä�æ�U	«�ˆ�A�ˆ�p�K�”
�\�q�›�Ô�`�‡�b�{�î�M�w�_	†�^�•�h�¤�ï�Ä�æ�x�z 2 �m�w ACE�¢�æ�¼� �è�«�Ä / �¡
€  ACE�£�q�z�¡
€
�Â�”�Ò�ç�w  2 �m�w�¤�ï�Ä�æ�p�b�{

Console> (enable) clear pbf-map 1.1.1.1 0-0-0-0-0-1 11 2.2.2.2 0-0-0-0-0-2 22

ACL 'PBF_MAP_ACL_11' successfully committed.
Console> (enable)
ACL 'PBF_MAP_ACL_22' successfully committed.
Console> (enable)

PBF 
ƒ���w�¦�Á�;�ó�¢ Releases 8.3(1) �Ž�ñ�w�¹�Ñ�Ä�¢�£�ž  �æ�æ�”�µ�£

�\�\�p�x�z Release 8.3(1) �Ž�ñ�w�¹�Ñ�Ä�¢�£�ž  �æ�æ�”�µ�p�–�;�D�ó�s  2 �m�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï
�¯�Ú�ï�Å�¢ set pbf client �S�‘�|  set pbf gw�£�›�–�;�`�o  PBF �›
ƒ���b�”�«�›�Ô�`�‡�b�{�\�\�p
†�Ì
�^�•�o�M�”  PBF �¦�Á�;�ó�x�z�·�©�á�æ�Â�Ÿ  ACL �S�‘�|�¡
€	Ø�C�w
ƒ���q�¯�Û�¿�Ä�w�Ó�é�·�µ�›��
�t�=�`�‡�b�{�¦�Á�^�•�h  set pbf-map �¯�Ú�ï�Å�x�z�Ö�—�t�,�n�M�o�·�©�á�æ�Â�Ÿ  ACL �S�‘�|�¡
€	Ø
�C�›�^
R�`�z�f�•�›�Ë�”�Å�¢�£�ž�t�¯�Û�¿�Ä�`�o�z VLAN �t�Ú�¿�Ð�ï�¬�`�‡�b�{�K�”  VLAN �T�’��
�w VLAN �•�Ä�å�Ñ�Ÿ�¿�«�›�æ�¼� �è�«�Ä�b�”�h�Š�t
ž�A�s  VACL �›�^
R�b�”�°
æ�q�`�o�z ARP �Í
�­�¿�Ä�U�¹�Ñ�Ä�¢�£�ž�t�æ�¼� �è�«�Ä�^�•�o�µ�”�Í�Ì� �²  �¤�ï�´�ï�U�®�”�Ä�¢�£� �S�‘�|�«�å� 
�ž�ï�Ä�A�{�t�0�b�”  ARP � �t�›
\
R�`�‡�b�{

�\�\�p�x�z PBF 
ƒ���w�¦�Á�;�ó�t�m�M�o
†�Ì�`�‡�b�{

• PBF �w�–�;	Í�w�«�™�Ä�ò�S�‘�|
M�v�Ä�ò�¢ p.15-109�£

• �·�©�á�æ�Â�Ÿ  ACL �S�‘�|�¡
€	Ø�C�w
ƒ���q�¯�Û�¿�Ä�¢ p.15-109�£

• clear �¯�Ú�ï�Å�¢ p.15-111�£

• show �¯�Ú�ï�Å�¢ p.15-112�£

�^�À �¯�Ú�ï�Å

PBF_MAP_ACL 
ƒ���›	«�ˆ�`�‡�b�{  clear pbf-map all | vlan vlan | ip_addr_1 mac_1
vlan_1 ip_addr_2 mac_2 vlan_2
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• 

�…� �ï�»�”�Ñ�£� �µ�q�`�o�w  sc1 � �ï�»�”�Ñ�£� �µ�w�–�;�¢ p.15-113�£

PBF �w�–�;	Í�w�«�™�Ä�ò�S�‘�|
M�v�Ä�ò

�\�\�p�x�z PBF �›
ƒ���b�”�M�w�–�;	Í�w�«�™�Ä�ò�q
M�v�Ä�ò�›
†�Ì�`�‡�b�{

• Supervisor Engine 720 �p�x�z set pbf vlan vlan �¯�Ú�ï�Å�›�Ö�—�`�o�z PBF �›� �É�”�Ò�ç�t�`�o�M
�”  VLAN �›�¦���b�”
ž�A�U�K�“�‡�b�{	Ä�I�t�m�M�o�x�z �®VLAN �t�S�Z�”  PBF MAC �ž�Å�è�µ
�w�¦���¯ �¢ p.15-97�£ �›�€	°�`�o�X�i�^�M�{

• �«�å� �ž�ï�Ä�S�‘�|�®�”�Ä�¢�£� �x���w  VLAN 	Í�t�K�“�z �r�w�«�å� �ž�ï�Ä�‡�h�x�®�”�Ä�¢�£
� �t�‹�‰�a  IP �ž�Å�è�µ�U�s�M�‘�O�t�`�s�Z�•�y�s�“�‡�d�œ�{�¤�ï�Ä�æ�w�7�G
:�x  1024 �p�b�{

• �«�å� �ž�ï�Ä�Ê�q�®�”�Ä�¢�£� �Ê�x�z 12 ���È�Ž�º�p�s�Z�•�y�s�“�‡�d�œ�{

• �b�p�t  VACL �U�4
Ç�^�•�o�M�”  2 �m�w VLAN ���t  PBF �Ú�¿�Ó�›�^
R�b�”	Ô�ù�z PBF ACL �U
²
�w
ƒ���›	Í	{�V�`�‡�b�{�o�‹
R�“�q�j�‡�b�{ set pbf-map �¯�Ú�ï�Å�›�Ö�—�`�o  PBF ACL �›�^
R
�`�z PBF ACL �U VLAN �t�4
Ç�^�•�o�M�”	Ô�ù�z�‰�a  VLAN �t	ý�`�M  VACL �›�Ú�¿�Ð�ï�¬�`�‘
�O�q�b�”�q�z	ý�`�M  VACL �U
²�w
ƒ���›	Í	{�V�`�‡�b�{

�·�©�á�æ�Â�Ÿ  ACL �S�‘�|�¡
€	Ø�C�w
ƒ���q�¯�Û�¿�Ä

	ý�`�M  set pbf client �¯�Ú�ï�Å�x�z	ý�`�M�×�µ�Ä�t�q�O�w�æ�µ�Ä�›�å�C�`�‡�b�{ VLAN 
€���›	r�g�b
�”�®�”�Ä�¢�£� �›�å�C�b�”�w�t	ý�`�M  set pbf gw �¯�Ú�ï�Å�U�–�;�^�•�‡�b�{ �¦�Á�^�•�h  set pbf-map
�¯�Ú�ï�Å�x�z	ý�`�M  2 �m�w ACL�¢ client_name �S�‘�|  gateway_name�£�›�^
R�`�z	ý�`�X�^
R�^�•�h
�¤�ï�Ä�æ�›�Ë�”�Å�¢�£�ž�t�¯�Û�¿�Ä�`�z�f�•�›  VLAN �t�Ú�¿�Ð�ï�¬�`�‡�b�{  

PBF �Ú�¿�Ó�›�^
R�b�”�t�x�z�Í�w	�	q�›�î�æ�`�‡�b�{

�µ�Â�¿�Ó  1 �Í�w�‘�O�t�z�¤�æ�µ�Ä�t�«�å� �ž�ï�Ä�S�‘�|�®�”�Ä�¢�£� �›�å�C�`�‡�b�{

a. set pbf client client_name ip_addr mac_addr vlan

b. set pbf gw gateway_name ip_addr ip_mask mac_addr vlan

�µ�Â�¿�Ó  2 �Í�w�‘�O�t�z�«�å� �ž�ï�Ä  �æ�µ�Ä�›�®�”�Ä�¢�£�   �æ�µ�Ä�t�Ú�¿�Ð�ï�¬�`�‡�b�{

set pbf-map client_name gateway_name

�¢�«�£ �o�°�w  PBF �®�”�Ä�¢�£� �t�Ú�¿�Ð�ï�¬�p�V�”  PBF �«�å� �ž�ï�Ä  �¬�ç�”�Ó�w
:�x�z�b�p�t
ƒ���^�•
�h  ACL �w
:�t�‘���`�‡�b�{�±�Ù�”�Ä�^�•�o�M�”�7�G  ACL 
:�U  250 �s�w�p�z�b�p�t  20 ACL �›���[
�`�o�M�”	Ô�ù�z 229 �w�«�å� �ž�ï�Ä  �¬�ç�”�Ó�›�®�”�Ä�¢�£� �t�Ú�¿�Ð�ï�¬�p�V�‡�b�{
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�Í�t�«�›�Ô�`�‡�b�{

Console> (enable) set pbf client cl1 21.1.1.1 00-00-00-00-40-01 101
Commit operation successful.
Console> (enable) set pbf gw gw1 21.0.0.128 255.0.0.0 00-a0-c9-81-e1-13 102
Commit operation successful.
Console> (enable) set pbf-map cl1 gw1
.ccl1 editbuffer modified. Use 'commit' command to apply changes.
.ggw1 editbuffer modified. Use 'commit' command to apply changes.
.ccl1 editbuffer modified. Use 'commit' command to apply changes.
.ggw1 editbuffer modified. Use 'commit' command to apply changes.
.ccl1 editbuffer modified. Use 'commit' command to apply changes.
.ggw1 editbuffer modified. Use 'commit' command to apply changes.
Console> (enable) ACL commit in progress.
Console> (enable) ACL commit in progress.

ACL '.ccl1' successfully committed.
Console> (enable) 
ACL '.ggw1' successfully committed.
Console> (enable) Mapping in progress.
Please configure VLAN 101.

ACL .ccl1 successfully mapped to VLAN 101.
Console> (enable) Mapping in progress.
Please configure VLAN 102.

ACL .ggw1 successfully mapped to VLAN 102.
Console> (enable) 

	ý�`�X�¦�Á�^�•�h�¯�Ú�ï�Å  �·�¿�Ä�x�z�Í�w�¯�Ú�ï�Å�w �b�‚�o �q�‰�s�p�b�{

#adj set
set security acl adjacency .c0001cl1 101 00-00-00-00-40-01 21.1.1.1
set security acl adjacency .g0002gw1 102 00-a0-c9-81-e1-13 21.0.0.128 7
#.ccl1
set security acl ip .ccl1 permit arp 
set security acl ip .ccl1 permit arp-inspection any any 
set security acl ip .ccl1 redirect .g0002gw1 ip host 21.1.1.1 any 
set security acl ip .ccl1 permit ip any any 
#.ggw1
set security acl ip .ggw1 permit arp 
set security acl ip .ggw1 permit arp-inspection any any 
set security acl ip .ggw1 redirect .c0001cl1 ip any host 21.1.1.1 
set security acl ip .ggw1 permit ip any any 
#
commit security acl all
set security acl map .ccl1 101
set security acl map .ggw1 102

set pbf-map �¯�Ú�ï�Å�t�‘�l�o�å�C�^�•�h  ACL �º�w�¤�¤�ï�Ä�æ�x�z�Ã�Ñ�¥�ç�Ä�w  permit ip any any
ACE �w
²�t
à�Ö�^�•�‡�b�{�¡
€�t�æ�¼� �è�«�Ä�^�•�”�Ž�Ž�w�¤�ï�Ä�æ�›�å�C�b�”	Ô�ù�z set security
acl ip client_name �‡�h�x  gateway_name �¯�Ú�ï�Å�›�Ö�—�`�‡�b�{ ARP �U�*�¤�ï�Ä�æ�x�z�‘�“�x���s
�‹�w�t�”�V�õ�Q�”�\�q�U�p�V�‡�b�{ ARP � �t�x�z ARP �U�*  ACE �U�¬�Ý�^�•�h�K�q�t�w�ˆ
\
R�^�•
�‡�b�{ ARP � �t�›	��˜�p�V�”�«�å� �ž�ï�Ä�›
M�v�`�h�M	Ô�ù�z	ý�`�M  ARP �U�*�¤�ï�Ä�æ�›
ƒ���b
�”
ž�A�U�K�“�‡�b�{
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clear �¯�Ú�ï�Å

clear pbf client �¯�Ú�ï�Å�x�z �7	s�t  PBF �Ú�¿�Ó�›�_	†�d�c�t�7�™�t�’�l�o�M�”  PBF �«�å� �ž�ï�Ä�›
�_	†�b�”�w�t�–�;�p�V�‡�d�œ�{�o�°�w�«�å� �ž�ï�Ä�‡�h�x�b�‚�o�w�«�å� �ž�ï�Ä�›�æ�µ�Ä�T�’�_	†
�b�”�t�x�z�â�”�²  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z PBF �«�å� �ž�ï�Ä�›	«�ˆ�b�”�«�›�Ô�`�‡�b�{

Console> (enable) clear pbf client cl1
.c0001cl1 editbuffer modified. Use 'commit' command to apply changes.
Console> (enable) Commit operation successfull.
Console> (enable)

clear pbf gw �¯�Ú�ï�Å�x�z�7	s�t  PBF �Ú�¿�Ó�›�_	†�d�c�t�7�™�t�’�l�o�M�”  PBF �®�”�Ä�¢�£� �›�_
	†�b�”�w�t�–�;�p�V�‡�d�œ�{�o�°�®�”�Ä�¢�£� �‡�h�x�b�‚�o�w�®�”�Ä�¢�£� �›	«�ˆ�b�”�t�x�z�â�”
�²  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z PBF �®�”�Ä�¢�£� �›	«�ˆ�b�”�«�›�Ô�`�‡�b�{

Console> (enable) clear pbf gw gw1
.g0002gw1 editbuffer modified. Use 'commit' command to apply changes.
Commit operation successfull.
Console> (enable) 

PBF �Ú�¿�Ð�ï�¬�›	«�ˆ�b�”�t�x�z�â�”�²  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z PBF �Ú�¿�Ð�ï�¬�›	«�ˆ�b�”�«�›�Ô�`�‡�b�{

Console> (enable) clear pbf-map cl1 gw1
.ccl1 editbuffer modified. Use 'commit' command to save changes.
.ggw1 editbuffer modified. Use 'commit' command to save changes.
Console> (enable) ACL commit in progress.
Console> (enable) ACL commit in progress.

ACL '.ccl1' successfully deleted.
Console> (enable) 
ACL '.ggw1' successfully deleted.
Console> (enable) 

�^�À �¯�Ú�ï�Å

�o�°�‡�h�x�b�‚�o�w�«�å� �ž�ï�Ä�›	«�ˆ�p�V�‡�b�{  clear pbf { client | gw}  name [ip_addr]

�^�À �¯�Ú�ï�Å

�o�°�‡�h�x�b�‚�o�w�®�”�Ä�¢�£� �›	«�ˆ�p�V�‡�b�{  clear pbf { client | gw}  name [ip_addr]

�^�À �¯�Ú�ï�Å

PBF �Ú�¿�Ð�ï�¬�›	«�ˆ�`�‡�b�{ clear pbf-map client_name gw_name
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show �¯�Ú�ï�Å

PBF �Ú�¿�Ó�›�b�‚�o
¯�Ô�b�”�t�x�z�â�”�²  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z�b�‚�o�w  PBF �¤�ï�Ä�æ�›
¯�Ô�b�”�«�›�Ô�`�‡�b�{

Console> (enable) show pbf-map
PBF MAP 
Clients             Gatways
---------------------------------------------
cl1                   gw1
Console> (enable) 

PBF �«�å� �ž�ï�Ä
ƒ���›
¯�Ô�b�”�t�x�z�â�”�²  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z PBF �«�å� �ž�ï�Ä
ƒ���›
¯�Ô�b�”�«�›�Ô�`�‡�b�{

Console> (enable) show pbf client
Client    : cl1
Map       : gw1
VLAN      : 101
Adjacency          ip           mac
------------------------------------------
.c0001cl1          21.1.1.1     00-00-00-00-40-01

Console> (enable) 

PBF �®�”�Ä�¢�£� 
ƒ���›
¯�Ô�b�”�t�x�z�â�”�²  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z PBF �®�”�Ä�¢�£� 
ƒ���›
¯�Ô�b�”�«�›�Ô�`�‡�b�{

Console> (enable) show pbf gw
Client    : gw1
Map       : cl1
VLAN      : 102
Adjacency          ip           mask           mac
----------------------------------------------------------------
.g0002gw1          21.0.0.128   255.0.0.0    00-a0-c9-81-e1-13

Console> (enable) 

�^�À �¯�Ú�ï�Å

�b�‚�o�w  PBF �Ú�¿�Ó�›
¯�Ô�`�‡�b�{  show pbf-map

�^�À �¯�Ú�ï�Å

PBF �«�å� �ž�ï�Ä
ƒ���›
¯�Ô�`�‡�b�{  show pbf client [client_name | ip_addr]

�^�À �¯�Ú�ï�Å

PBF �®�”�Ä�¢�£� 
ƒ���›
¯�Ô�`�‡�b�{  show pbf gw [gw_name | ip_addr]
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�…� �ï�»�”�Ñ�£� �µ�q�`�o�w  sc1 � �ï�»�”�Ñ�£� �µ�w�–�;

�–�;�`�o�M�”�µ� �¿�½�q�•�l�w�µ� �¿�½�•�ç�”�»�q�w
€���Â�µ�Ä�›�æ�M�•�b�X�b�”�h�Š�t�z�°�Ì�$
�t  sc1 � �ï�»�”�Ñ�£� �µ�›  PBF �«�å� �ž�ï�Ä  VLAN �º�t
��”�b�”	�	q�x�z�Í�w�q�S�“�p�b�{  

�µ�Â�¿�Ó  1 clear pbf arp-inspection list_name �¯�Ú�ï�Å�›�Ö�—�`�o�z�Â�µ�Ä�›�æ�O  ARP �U�*  ACL �µ�Â�”�Ä�Ý�ï
�Ä�›  PBF �«�å� �ž�ï�Ä  VLAN �T�’�_	†�`�‡�b�{

ARP �U�*  ACE �U�«�å� �ž�ï�Ä  �æ�µ�Ä�‡�h�x�®�”�Ä�¢�£� �w  ACL �t
ƒ���^�•�o�M�”�¢�‡�h�x
ƒ��
�^�•�o�M�s�M�£�\�q�›�¬�Ý�b�”�t�x�z show pbf arp-inspection �¯�Ú�ï�Å�›�Ö�—�`�‡�b�{

�µ�Â�¿�Ó  2 set interface sc1 �¯�Ú�ï�Å�›�Ö�—�`�o�z sc1 � �ï�»�”�Ñ�£� �µ�›�•�l�w  VLAN �t�Â�“�p�o�o�z�f�•�›
�•�l�w�ç�”�»�‡�h�x�µ� �¿�½�q�‰�a  IP �±�Ò�É�¿�Ä�w  IP �ž�Å�è�µ�t�Â�“�p�o�‡�b�{

�µ�Â�¿�Ó  3 ping �¯�Ú�ï�Å�›�Ö�—�`�o�z �¢� �ï�»�”�Ñ�£� �µ  sc1 �U
ù	ô�i�w�£ Catalyst 6500 �³�æ�”�¶  �µ� �¿�½�q
�•�l�w�ç�”�»�‡�h�x�µ� �¿�½�q�w���p
€��
Q�›�Â�µ�Ä�`�‡�b�{ sc1 � �ï�»�”�Ñ�£� �µ�U�•�l�w  MAC
�ž�Å�è�µ�w  ARP �A�{�›
ù	ô�`�z�•�l�w�ç�”�»�‡�h�x�µ� �¿�½�U� �t�`�‡�b�{ ICMP � �t�U
ù	ô�^�•
�”
²�t�•�l�w
÷�”�U  ARP � �t�›
ù	ô�`�h	Ô�ù�z sc1 � �ï�»�”�Ñ�£� �µ�x  MAC �ž�Å�è�µ�p� �t�`�‡
�b�{

�µ�Â�¿�Ó  4 �Â�µ�Ä�U�ì�ƒ�`�h�’�z sc1 � �ï�»�”�Ñ�£� �µ�U�•�l�w  VLAN �w�°
æ�w�‡�‡�t�s�’�s�M�‘�O�t
ƒ���`
�s�S�`�‡�b�{

�µ�Â�¿�Ó  5 set pbf arp-inspection list_name �¯�Ú�ï�Å�›�Ö�—�`�o  ARP �U�*  ACL �µ�Â�”�Ä�Ý�ï�Ä�›  PBF �«�å� �ž
�ï�Ä  VLAN �t
î�i�`�‡�b�{  



�H 15 	·       �ž�«�·�µ
M�š�w
ƒ��
PBF �w
ƒ��

15-114
Catalyst 6500 �³�æ�”�¶  �µ� �¿�½  �¹�Ñ�Ä�¢�£�ž  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �¨� �Å

OL-7193-01-J



C H A P T E R

16-1
Catalyst 6500 �³�æ�”�¶  �µ� �¿�½  �¹�Ñ�Ä�¢�£�ž  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �¨� �Å

OL-7193-01-J

16

NDE �w
ƒ��

�\�w	·�p�x�z Catalyst 6500 �³�æ�”�¶  �µ� �¿�½	Í�p  NetFlow Data Export�¢ NDE; NetFlow �Ã�”�»  �¤�«
�µ�Ù�”�Ä�£�›
ƒ���b�”	�	q�t�m�M�o
†�Ì�`�‡�b�{

�¢�«�£ �\�w	·�p�–�;�`�o�M�”�¯�Ú�ï�Å�w�ì
¶�s�Ï���S�‘�|�–�;�M�O�w	Ä�I�t�m�M�o�x�z �° Catalyst 6500
Series Switch Command Reference�±�›�€	°�`�o�X�i�^�M�{

�\�w	·�p
†�Ì�b�”�º�0�x�z�Í�w�q�S�“�p�b�{

• NDE �w�;�ó�“�A�¢ p.16-2�£

• NDE �w�Ã�Ñ�¥�ç�Ä
ƒ���¢ p.16-7�£

• �µ� �¿�½	Í�p�w  NDE �w
ƒ���¢ p.16-7�£
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NDE �w�;�ó�“�A
�\�\�p�x�z NDE �w�;�ó�“�A�t�m�M�o
†�Ì�`�‡�b�{

• NDE �S�‘�|�w�ù���è� �à  3 �µ� �¿�½�ï�¬���g�w�“�A�¢ p.16-2�£

• �Ä�å�Ñ�Ÿ�¿�«�w�-�Ã�”�»�w	)	B�¢ p.16-3�£

• NDE �Ñ�Ÿ�ç�»�w�–�;�M�O�¢ p.16-3�£

• �Ò�æ�¿�´�Å  �Ñ�é�”�w�-	Ø�C�w�–�;�M�O�¢ p.16-4�£

• NDE �Ì�”�´�ã�ï�¢ p.16-4�£

NDE �S�‘�|�w�ù���è� �à  3 �µ� �¿�½�ï�¬���g�w�“�A

Catalyst 6500 �³�æ�”�¶  �µ� �¿�½�x�z Supervisor Engine 2�z Supervisor Engine 720�z�S�‘�|  Supervisor
Engine 32 �t  Cisco Express Forwarding�¢ CEF�£�t�‘�”�è� �à  3 �µ� �¿�½�ï�¬�›���™�`�‡�b�{ PFC�¢�Ù
�æ�³�”  �Ñ�Ÿ�”�½�ß  �§�”�Å�£�U�e�L�^�•�h  Supervisor Engine 1 �w	Ô�ù�z�è� �à  3 �µ� �¿�½�ï�¬�x
Multilayer Switching�¢ MLS; �Ú�ç�½�è� �à  �µ� �¿�½�ï�¬�£�t�‘�l�o���™�^�•�‡�b�{ NDE �›�–�;�`�o�z
Multilayer Switch Feature Card�¢ MSFC; �Ú�ç�½�è� �à  �µ� �¿�½  �Ñ�Ÿ�”�½�ß  �¨�”�Å�£�&���p�è� �à  3
�µ� �¿�½�ï�¬�^�•�h�b�‚�o�w�Ä�å�Ñ�Ÿ�¿�«�›�Þ�Ç�»�p�V�‡�b�{ NDE �x�z �b�‚�o�w�Ù�”�Ä  �Ä�å�Ñ�Ÿ�¿
�«�›�Ð�‚�”�h�Š�t�µ� �¿�½�t
Ê�ˆ���‡�•�h  Remote Monitoring�¢ RMON�£�;�ó�›�4�
�`�‡�b�{

�¢�«�£ IP �Ú�ç�½�©�ß�µ�Ä�‡�h�x  Internetwork Packet Exchange�¢ IPX�£�Ä�å�Ñ�Ÿ�¿�«�t�m�M�o�x�z NDE �x�±
�Ù�”�Ä�^�•�o�M�‡�d�œ�{

�¢�«�£ MSFC �t�m�M�o�x�z NDE �Ì�”�´�ã�ï  7 �S�‘�|�Ì�”�´�ã�ï  8 �x�±�Ù�”�Ä�^�•�o�M�‡�d�œ�{

�¢�«�£ CEF for PFC2 �S�‘�|  CEF for PFC3A �w
ƒ���t�m�M�o�x�z �H 13 	·�®CEF for PFC2 �S�‘�|  CEF for PFC3A
�w
ƒ���¯ �›�€	°�`�o�X�i�^�M�{ MLS �w
ƒ���t�m�M�o�x�z �H 14 	· �®MLS �w
ƒ���¯ �›�€	°�`�o�X�i�^�M�{

�w�ù���è� �à  3 �µ� �¿�½�ï�¬���g�t�x�z�Ñ�é�”�w�-	Ø�C�›	)	B�`�o�¤�«�µ�Ù�”�Ä�`�z�f�w�w�-	Ø�C
�t�Ã�”�»  �æ�¼�«�³�ã�ï�›	)	B�`�o�î�æ�`�z�Ä�å�Ñ�Ÿ�¿�«  �Þ�Ç�»�æ�ï�¬�z�Ó�å�ï�Ç�ï�¬�z�S�‘�|�ž
�§�¢�ï�Â�Ÿ�ï�¬�;�w�ž�Ó�æ�­�”�³�ã�ï�t�f�w�Ã�”�»�›�8
ù�b�”�è�$�p�^�’�•�h�¤	��w
a
¼�z���g
�â�”�Â�Ÿ�æ�Â�Ÿ�z�S�‘�|�Í�”�Ä�Æ�”  �ž�Ó�æ�­�”�³�ã�ï�U���‡�•�‡�b�{�Ñ�é�”�w	)	B�S�‘�|
ü�¨�x�z
Cisco SwitchProbe�z NetFlow FlowCollector �s�r�w�Ñ�é�”  �¯�è�«�»�U�æ�M�‡�b�{�\�w�Ñ�é�”	Ø�C�›	B
�ÿ�`�o�z TrafficDirector�z NetSys�z NetFlow Analyzer �s�r�w�ž�Ó�æ�­�”�³�ã�ï�t���™�`�‡�b�{
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�Ä�å�Ñ�Ÿ�¿�«�w�-�Ã�”�»�w	)	B

�Ž
æ�w�Ã�”�»  �¯�è�«�»�U�z 1 �F�‡�h�x
ó
:�w�µ� �¿�½�‡�h�x�³�µ�¯
a�ç�”�»�w�w�-�©�ß�¿�³�á�T
�’�z�Ñ�é�”  �¤�ï�Ä�æ�›	)	B�`�‡�b�{�µ� �¿�½�‡�h�x�ç�”�»�x�z�w�-�©�ß�¿�³�á�º�w�8�v
~�•�t�s�l
�h�Ñ�é�”�t���b�”�Ñ�é�”  �¤�ï�Ä�æ�›  UDP �Ã�”�»�¬�å�Ü�t�‡�q�Š�o�z �Ñ�é�”  �¯�è�«�»�t�8
ù�`�‡�b�{
�\�w�Ã�”�»�¬�å�Ü�x�z�Ô�¿�¼�”�q�°�È�w�Ñ�é�”  �¤�ï�Ä�æ�p�Ï
R�^�•�‡�b�{ 
$ 16-1 �›�€	°�`�o�X�i
�^�M�{


$ 16-1 �w�ù���è� �à  3 �µ� �¿�½�ï�¬���g

NDE �Ñ�Ÿ�ç�»�w�–�;�M�O

�Ã�Ñ�¥�ç�Ä�p�x�z�Ñ�Ÿ�ç�»�›�¦���`�s�M�T�W�“�z�8�v
~�•�t�s�l�h �b�‚�o�w �Ñ�é�”�U�¤�«�µ�Ù�”�Ä
�^�•�‡�b�{�Ñ�Ÿ�ç�»�›�¦���b�”�q�z�8�v
~�•�t�s�l�o�_	†�^�•�h�Ñ�é�”�w�O�j�z�¦���^�•�h�Ñ�Ÿ�ç
�»�,	j�t�ù�O�‹�w�i�Z�U�¤�«�µ�Ù�”�Ä�^�•�‡�b�{�Ñ�Ÿ�ç�»�‹�x  NVRAM�¢
Æ�4
C
Q  RAM�£�t�-��
�^�•�z NDE �›�Ã�Ÿ�·�”�Ò�ç�t�`�o�‹	«�ˆ�^�•�‡�d�œ�{

�Ñ�é�”  �Ú�µ�«�U  destination-ip �Þ�”�Å�p�K�“�z NDE �Ñ�Ÿ�ç�»�t
ù	ô�i�q�|
Œ�w�†�M�›�0	Å�q�b�”�Ñ�Ÿ
�ç�»�U���‡�•�o�M�”	Ô�ù�t�x�z�|
Œ�Ñ�Ÿ�ç�»�i�Z�U���®�t�s�“�‡�b�{�Ñ�é�”  �Ú�µ�«�U  destination-ip
�Þ�”�Å�w	Ô�ù�¢�Ž�<�w
¯�Ô�›�€	°�£�z�|
Œ�ž�Å�è�µ  9.1.2.15 �w�Ñ�é�”�U�b�‚�o�¤�«�µ�Ù�”�Ä�^�•�‡
�b�{�×�µ�Ä  10.1.2.15 �›�¦���`�h
ù	ô�i�Ñ�Ÿ�ç�»�x�Á�¹�^�•�‡�b�{

Console> (enable)  set mls nde flow destination 9.1.2.15/32 source 10.1.2.15/32
Netflow data export: destination filter set to 9.1.2.15/32
Netflow data export: source filter set to 10.1.2.15/32
Console> (enable)

10
69

9

RMON
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�Ò�æ�¿�´�Å  �Ñ�é�”�w�-	Ø�C�w�–�;�M�O

�¢�«�£ �Ò�æ�¿�´�Å  �Ñ�é�”�w�-�x�z Supervisor Engine 720 �‡�h�x  Supervisor Engine 32 �p�x�±�Ù�”�Ä�^�•�‡�d
�œ�{

VLAN�¢�>
Ý  LAN�£�]�q�t�Ò�æ�¿�´�Å  �Ñ�é�”�w�w�-�è�Ù�”�Ä�U�^
R�^�•�”�‘�O�t
ƒ���b�”�\�q�U�p
�V�‡�b�{�Ò�æ�¿�´�Å  �Ñ�é�”�w�-�›� �É�”�Ò�ç�t�b�”�q�z�Ò�æ�¿�´�Å  �Ñ�é�”�x  NDE �›�è�a�o�¤�«�µ
�Ù�”�Ä�^�•�‡�b�{

�«�™ �\�w�;�ó�›�b�;�b�”	Ô�ù�x�«�™�U
ž�A�p�b�{ NetFlow �Â�”�Ò�ç�º�w  NetFlow �¤�ï�Ä�æ�U
ÿ�Q�”�h�Š�z
NDE �w�Í�Ñ�¥�”�Ú�ï�µ�U�ÿ�<�b�”�\�q�U�K�“�‡�b�{�Ò�æ�¿�´�Å  �Ñ�é�”�w�-�w
ƒ���t�m�M�o�x�z

�®NDE 
ƒ���Ì�w�«�™�Ä�ò�¯ �¢ p.16-7�£ �›�€	°�`�o�X�i�^�M�{

�¢�«�£ NetFlow �Â�”�Ò�ç  �¤�ï�Ä�æ�^
R�x  VLAN �o�•�p� �É�”�Ò�ç�t�b�”�\�q�‹�p�V�‡�b�{ �h�i�`�z �Ò�æ�¿
�´�Å  �Ñ�é�”�w�-�S�‘�|  VLAN �o�•�¤�ï�Ä�æ�^
R�x�‰�a�Ý�§�Ç�¶�Ü�›�–�;�`�o�w�-	Ø�C�›	)	B�b�”
�h�Š�z VLAN �¤�ï�Ä�æ�U	O
ó�b�”�\�q�U�K�“�‡�b�{ �®� �ï�»�”�Ñ�£� �µ�o�•�p�w  NetFlow �Â�”�Ò�ç
�¤�ï�Ä�æ�w�¦���¯ �¢ p.13-27�£ �›�€	°�`�o�X�i�^�M�{

NDE �Ì�”�´�ã�ï

PFC 	Í�w  NDE �x�Í�w  NDE �Ì�”�´�ã�ï�›�±�Ù�”�Ä�`�z �è� �à  3 �µ� �¿�½�ï�¬�^�•�h�Ä�å�Ñ�Ÿ�¿�«�t
�m�M�o PFC �p�©�ß�Ó�½�ß�^�•�h�w�-	Ø�C�›�¤�«�µ�Ù�”�Ä�`�‡�b�{

• Supervisor Engine 1 �S�‘�|  PFC

�µ 7.5 �Ž�ñ�w�¹�Ñ�Ä�¢�£�ž  �æ�æ�”�µ�w  NDE �Ì�”�´�ã�ï  5

�µ 6.1 �Ž�ñ�w�¹�Ñ�Ä�¢�£�ž  �æ�æ�”�µ�w  NDE �Ì�”�´�ã�ï  7

• Supervisor Engine 2 �S�‘�|  PFC2

�µ 7.5 �Ž�ñ�w�¹�Ñ�Ä�¢�£�ž  �æ�æ�”�µ�w  NDE �Ì�”�´�ã�ï  5

�µ 6.1 �Ž�ñ�w�¹�Ñ�Ä�¢�£�ž  �æ�æ�”�µ�w  NDE �Ì�”�´�ã�ï  7

• Supervisor Engine 720 �S�‘�|  PFC3A/PFC3B/PFC3BXL �•  NDE �Ì�”�´�ã�ï  5 �S�‘�|  7�¢ Supervisor
Engine 720 �x�p	s�z Release 8.1(1) �p�±�Ù�”�Ä�^�•�o�M�‡�`�h�£  

• Supervisor Engine 32 �S�‘�|  PFC3B/PFC3BXL �•  NDE �Ì�”�´�ã�ï  5 �S�‘�|  7�¢ Supervisor Engine 32
�x�p	s�z Release 8.4(1) �p�±�Ù�”�Ä�^�•�o�M�‡�`�h�£  

�q�O�w�Ñ�é�”  �Ú�µ�«�t�‘�l�o�x�z�Ñ�é�”  �è�¯�”�Å�w�°
æ�w�Ñ�Ÿ�”�ç�Å�t�‹�U�Ö�’�s�M	Ô�ù�U�K�“
�‡�b�{ PFC �U�©�ß�¿�³�á  �¤�ï�Ä�æ�›�¤�«�µ�Ù�”�Ä�b�”�M�z�±�Ù�”�Ä�^�•�o�M�s�M�Ñ�Ÿ�”�ç�Å�t�x  0
�U�Ö�“�‡�b�{

�Í�w
¯�t�z�±�Ù�”�Ä�^�•�o�M�”  NDE �Ñ�Ÿ�”�ç�Å�›�Ô�`�‡�b�{

• 
¯ 16-1 �•  �Ì�”�´�ã�ï  5 �Ô�¿�¼�”  �Ñ�¥�”�Ú�¿�Ä

• 
¯ 16-2 �•  �Ì�”�´�ã�ï  5 �Ñ�é�”  �è�¯�”�Å  �Ñ�¥�”�Ú�¿�Ä

• 
¯ 16-3 �•  �Ì�”�´�ã�ï  7 �Ô�¿�¼�”  �Ñ�¥�”�Ú�¿�Ä

• 
¯ 16-4 �•  �Ì�”�´�ã�ï  7 �Ñ�é�”  �è�¯�”�Å  �Ñ�¥�”�Ú�¿�Ä
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¯ 16-1 NDE �Ì�”�´�ã�ï  5 �Ô�¿�¼�”  �Ñ�¥�”�Ú�¿�Ä

�Ì� �Ä �º�0 
†�Ì

0 �™ 1 version NetFlow �¤�«�µ�Ù�”�Ä�w�Ñ�¥�”�Ú�¿�Ä  �Ì�”�´�ã�ï
j�ø

2 �™ 3 count �\�w�Í�­�¿�Ä�p�¤�«�µ�Ù�”�Ä�^�•�”�Ñ�é�”�w
:�¢ 1 �™ 30�£

4 �™ 7 SysUptime �ç�”�»�I�ˆ�Ž�ñ�w�q�O�Ì���¢�Û�æ
µ�£

8 �™ 11 unix_secs 0000 UTC 1970 �Ž�ñ�w�q�O
µ
:

12 �™ 15 unix_nsecs 0000 UTC 1970 �Ž�ñ�w�’�(�Æ�Ê
µ
:

16 �™ 19 flow_sequence �U�Œ�^�•�h
ï�Ñ�é�”�w�³�”�­�ï�µ  �§�¢�ï�»

20 �™ 21 engine_type �Ñ�é�”  �µ� �¿�½�ï�¬  �¤�ï�´�ï�w�»� �Ó
�¢ VS_ENGINE_TYPE_CATALYST_SWITCH�£

21 �™ 23 engine_id 0


¯ 16-2 NDE �Ì�”�´�ã�ï  5 �Ñ�é�”  �è�¯�”�Å  �Ñ�¥�”�Ú�¿�Ä

�Ì� �Ä �º�0 
†�Ì

�Ñ�é�”  �Ú�µ�«�• X = �î
÷

�|
Œ
�|
Œ

ù	ô�i �Ñ�ç

�Ñ�ç  
VLAN1

1. �\�w�Ñ�é�”  �Ú�µ�«�x  CLI�¢�¯�Ú�ï�Å�å� �ï  � �ï�»�”�Ñ�£� �µ�£  �T�’
ƒ���p�V�‡�d�œ�{�6�<  Access Control List�¢ ACL; �ž�«�·�µ
M�š�æ�µ�Ä�£
�s�r�w�°
æ�w�;�ó�›
ƒ���`�h	Ô�ù�w�ˆ�¦�ï�t�s�“�‡�b�{

0 �™ 3 srcaddr 
ù	ô�i  IP �ž�Å�è�µ 0 X X X

4 �™ 7 dstaddr �|
Œ  IP �ž�Å�è�µ X X X X

8 �™ 11 nexthop �É�«�µ�Ä  �×�¿�Ó  �ç�”�»�w  IP �ž�Å�è�µ X X X X

12 �™ 13 input �Ö�—� �ï�»�”�Ñ�£� �µ�w  SNMP ifIndex 0 X X X

14 �™ 15 output 	Z�—� �ï�»�”�Ñ�£� �µ�w  SNMP ifIndex X X X X

16 �™ 19 dPkts �Ñ�é�”�º�w�Í�­�¿�Ä X X X X

20 �™ 23 dOctets �Ñ�é�”�º�w�¦�«�Â�¿�Ä�¢�Ì� �Ä�£ X X X X

24 �™ 27 first �Ñ�é�”�‰�•�Ì�w  SysUptime�¢�Û�æ
µ�£ X X X X

28 �™ 31 last �Ñ�é�”�w�7	4�Í�­�¿�Ä	!	ô�Ì�w  SysUptime�¢�Û�æ

µ�£

X X X X

32 �™ 33 srcport �è� �à  4 
ù	ô�i�Ù�”�Ä
j�ø�‡�h�x�‰�s�w�º�0 0 0 X X

34 �™ 35 dstport �è� �à  4 �|
Œ�Ù�”�Ä
j�ø�‡�h�x�‰�s�w�º�0 0 0 X X

36 pad1 �–�;�`�s�M�¢ 0 �w�£�Ì� �Ä

37 tcp_flags TCP �Ñ�å�¬�w�§
u  OR 0 0 0 0

38 prot �è� �à  4 �Ó�é�Ä�¯�ç �¢�h�q�Q�y�z 6 = TCP�z17 = UDP�£ 0 0 X X

39 tos IP ToS �w�Ì� �Ä X X X X

40 �™ 41 src_as 
ù	ô�i�w  Autonomous System�¢ AS; �×�o�³�µ�Â�Ü�£

j�ø�¢�¦�æ�´�ï�‡�h�x�Ð�ž�£

0 0 0 0

42 �™ 43 dst_as �|
Œ�w  AS 
j�ø�¢�¦�æ�´�ï�‡�h�x�Ð�ž�£ 0 0 0 0

44 �™ 45 src_mask 
ù	ô�i�ž�Å�è�µ�w�Ó�è�Ñ�Ÿ�«�µ  �Ú�µ�«  �Ï�¿�Ä 0 0 0 0

46 �™ 47 dst_mask �|
Œ�ž�Å�è�µ�w�Ó�è�Ñ�Ÿ�«�µ  �Ú�µ�«  �Ï�¿�Ä 0 0 0 0

48 pad2 �–�;�`�s�M�¢ 0 �w�£�Ì� �Ä
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¯ 16-3 NDE �Ì�”�´�ã�ï  7 �Ô�¿�¼�”  �Ñ�¥�”�Ú�¿�Ä

�Ì� �Ä �º�0 
†�Ì

0 �™ 1 version NetFlow �¤�«�µ�Ù�”�Ä�w�Ñ�¥�”�Ú�¿�Ä  �Ì�”�´�ã�ï
j�ø

2 �™ 3 count �\�w�Í�­�¿�Ä�p�¤�«�µ�Ù�”�Ä�^�•�”�Ñ�é�”�w
:�¢ 1 �™ 30�£

4 �™ 7 SysUptime �ç�”�»�I�ˆ�Ž�ñ�w�q�O�Ì���¢�Û�æ
µ�£

8 �™ 11 unix_secs 0000 UTC 1970 �Ž�ñ�w�q�O
µ
:

12 �™ 15 unix_nsecs 0000 UTC 1970 �Ž�ñ�w�’�(�Æ�Ê
µ
:

16 �™ 19 flow_sequence �U�Œ�^�•�h
ï�Ñ�é�”�w�³�”�­�ï�µ  �§�¢�ï�»

20 �™ 24 reserved �–�;�`�s�M�¢ 0 �w�£�Ì� �Ä


¯ 16-4 NDE �Ì�”�´�ã�ï  7 �Ñ�é�”  �è�¯�”�Å  �Ñ�¥�”�Ú�¿�Ä

�Ì� �Ä �º�0 
†�Ì

�Ñ�é�”  �Ú�µ�«�• X = �î
÷

�|
Œ
�|
Œ

ù	ô�i �Ñ�ç

�Ñ�ç  
VLAN1

1. �\�w�Ñ�é�”  �Ú�µ�«�x  CLI �T�’
ƒ���p�V�‡�d�œ�{�6�<  ACL �s�r�w�°
æ�w�;�ó�›
ƒ���`�h	Ô�ù�w�ˆ�¦�ï�t�s�“�‡�b�{

0 �™ 3 srcaddr 
ù	ô�i  IP �ž�Å�è�µ 0 X X X

4 �™ 7 dstaddr �|
Œ  IP �ž�Å�è�µ X X X X

8 �™ 11 nexthop �É�«�µ�Ä  �×�¿�Ó  �ç�”�»�w  IP �ž�Å�è�µ X X X X

12 �™ 13 input �Ö�—� �ï�»�”�Ñ�£� �µ�w  SNMP ifIndex 0 X X X

14 �™ 15 output 	Z�—� �ï�»�”�Ñ�£� �µ�w  SNMP ifIndex X X X X

16 �™ 19 dPkts �Ñ�é�”�º�w�Í�­�¿�Ä X X X X

20 �™ 23 dOctets �Ñ�é�”�º�w�¦�«�Â�¿�Ä�¢�Ì� �Ä�£ X X X X

24 �™ 27 First �Ñ�é�”�‰�•�Ì�w  SysUptime�¢�Û�æ
µ�£ X X X X

28 �™ 31 Last �Ñ�é�”�w�7	4�Í�­�¿�Ä	!	ô�Ì�w  SysUptime�¢�Û�æ

µ�£

X X X X

32 �™ 33 srcport �è� �à  4 
ù	ô�i�Ù�”�Ä
j�ø�‡�h�x�‰�s�w�º�0 0 0 X X

34 �™ 35 dstport �è� �à  4 �|
Œ�Ù�”�Ä
j�ø�‡�h�x�‰�s�w�º�0 0 0 X X

36 flags �–�;�¤�w�Ñ�é�”  �Ú�µ�« X X X X

37 tcp_flags TCP �Ñ�å�¬�w�§
u  OR 0 0 0 0

38 prot �è� �à  4 �Ó�é�Ä�¯�ç �¢�h�q�Q�y�z 6 = TCP�z17 = UDP�£ 0 0 X X

39 tos IP ToS �w�Ì� �Ä X X X X

40 �™ 41 src_as 
ù	ô�i�w  AS 
j�ø�¢�¦�æ�´�ï�‡�h�x�Ð�ž�£ 0 0 0 0

42 �™ 43 dst_as �|
Œ�w  AS 
j�ø�¢�¦�æ�´�ï�‡�h�x�Ð�ž�£ 0 0 0 0

44 src_mask 
ù	ô�i�ž�Å�è�µ�w�Ó�è�Ñ�Ÿ�«�µ  �Ú�µ�«  �Ï�¿�Ä 0 0 0 0

45 dst_mask �|
Œ�ž�Å�è�µ�w�Ó�è�Ñ�Ÿ�«�µ  �Ú�µ�«  �Ï�¿�Ä 0 0 0 0

46 �™ 47 pad2 Pad 2 �x  2 �Ì� �Ä�–�;

48 �™ 51 MLS RP MLS �ç�”�»�w  IP �ž�Å�è�µ X2

2. �µ� �¿�½�Å  �¤�ï�Ä�æ�;�p�b�{

X2 X2 X2
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NDE �w�Ã�Ñ�¥�ç�Ä
ƒ��

¯ 16-5 �t�z NDE �w�Ã�Ñ�¥�ç�Ä
ƒ���›�Ô�`�‡�b�{

�µ� �¿�½	Í�p�w  NDE �w
ƒ��
�\�\�p�x�z NDE �›
ƒ���b�”	�	q�t�m�M�o
†�Ì�`�‡�b�{

• NDE 
ƒ���Ì�w�«�™�Ä�ò�¢ p.16-7�£

• NDE �¯�è�«�»�w�¦���¢ p.16-9�£

• NDE �¯�è�«�»�w	«�ˆ�¢ p.16-10�£

• MSFC 	Í�p�w  NetFlow �w
ƒ���¢ p.16-10�£

• NDE �w� �É�”�Ò�ç�=�¢ p.16-11�£

• VLAN �t�0�b�”�Ò�æ�¿�´�Å  �Ñ�é�”�w�-�w� �É�”�Ò�ç�=�S�‘�|�Ã�Ÿ�·�”�Ò�ç�=�¢ p.16-12�£

• �|
Œ�×�µ�Ä  �Ñ�Ÿ�ç�»�w�¦���¢ p.16-13�£

• �|
Œ�S�‘�|
ù	ô�i�±�Ò�É�¿�Ä  �Ñ�Ÿ�ç�»�w�¦���¢ p.16-13�£

• �|
Œ  TCP/UDP �Ù�”�Ä  �Ñ�Ÿ�ç�»�w�¦���¢ p.16-13�£

• 
ù	ô�i�×�µ�Ä�S�‘�|�|
Œ  TCP/UDP �Ù�”�Ä  �Ñ�Ÿ�ç�»�w�¦���¢ p.16-14�£

• �Ó�é�Ä�¯�ç  �Ñ�Ÿ�ç�»�w�¦���¢ p.16-14�£

• �w�-	)	B�0	Å�Ó�é�Ä�¯�ç�w�¦���¢ p.16-14�£

• �w�-	)	B�0	Å�Ó�é�Ä�¯�ç�w�_	†�¢ p.16-15�£

• NDE �Ñ�é�”  �Ñ�Ÿ�ç�»�w	«�ˆ�¢ p.16-15�£

• NDE �w�Ã�Ÿ�·�”�Ò�ç�=�¢ p.16-15�£

• NDE IP �ž�Å�è�µ�w�_	†�¢ p.16-16�£

• NDE 
ƒ���w
¯�Ô�¢ p.16-16�£

NDE 
ƒ���Ì�w�«�™�Ä�ò

�\�\�p�x�z NetFlow �Â�”�Ò�ç�w�¤�ï�Ä�æ�U���b�W�”	Ô�ù�w�«�™�Ä�ò�t�m�M�o
†�Ì�`�‡�b�{

• �¹�Ñ�Ä�¢�£�ž  �æ�æ�”�µ  8.5(1) �Ž�ñ�w�æ�æ�”�µ�p�x�z
ó
:�w�Ñ�é�”  �Ú�µ�«�;�ó�U  Supervisor
Engine 720 	Í�p�±�Ù�”�Ä�^�•�‡�b�{�\�w�;�ó�x�z NDE �;�ó�t�M�X�m�T�w�!�Ë�›�‹�h�’�`�‡�b�{
NDE �p�w
ó
:�w�Ñ�é�”  �Ú�µ�«�;�ó�w�–�;�t�m�M�o�x�z �®�Ñ�é�”  �Ú�µ�«  �Þ�”�Å  �•  Release 8.5(1)
�Ž�ñ�w�¹�Ñ�Ä�¢�£�ž  �æ�æ�”�µ�¯ �¢ p.14-7�£ �›�€	°�`�o�X�i�^�M�{

• MLS �¤�”�´�ï�¬  �»� �Ü�›�y	V�`�‡�b�{ Policy Feature Card 2�¢ PFC2; �Ù�æ�³�”  �Ñ�Ÿ�”�½�ß  �§�”
�Å 2�£�w	Ô�ù�z�¤�”�´�ï�¬  �»� �Ü�›
ƒ���`�o�z PFC2 �w 32,000 �Ñ�é�”
c�“�º�t�¤�ï�Ä�æ
:�›�(
���›�‹�l�o�-�o�”�‘�O�t�`�‡�b�{ PFC3A �w	Ô�ù�z�¤�”�´�ï�¬  �»� �Ü�›
ƒ���`�o�z PFC3A �w
64,000 �Ñ�é�”
c�“�º�t�¤�ï�Ä�æ
:�›�(���›�‹�l�o�-�o�”�‘�O�t�`�‡�b�{

Supervisor Engine 2 �p�Ò�æ�¿�´�Å  �Ñ�é�”�w�-�›�–�;�b�”	Ô�ù�x�z�¤�”�´�ï�¬  �»� �Ü�›  1 
µ�t
ƒ
���`�‡�b�{ MLS �¤�”�´�ï�¬  �»� �Ü�w�!�Ë�M�O�t�m�M�o�x�z �H 14 	·�® MLS �w
ƒ���¯ �w�®MLS
�¤�”�´�ï�¬  �»� �Ü�‹�w�¦���¯ �¢ p.14-21�£ �›�€	°�`�o�X�i�^�M�{


¯ 16-5 NDE �w�Ã�Ñ�¥�ç�Ä
ƒ��

�;�ó �Ã�Ñ�¥�ç�Ä�‹

NDE �Ã�Ÿ�·�”�Ò�ç

NDE �Ã�”�»  �¯�è�«�»�w�ž�Å�è�µ�S�‘�|  UDP �Ù�”�Ä �¦���s�`

NDE �Ñ�Ÿ�ç�» 
ƒ���s�`
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�¢�«�£ �Ò�æ�¿�´�Å  �Ñ�é�”�w�-�x�z Supervisor Engine 720 �‡�h�x  Supervisor Engine 32 �p�x�±�Ù�”
�Ä�^�•�‡�d�œ�{

• �Ñ�é�”�K�h�“�w�î�æ�Í�­�¿�Ä�U	—�s�M�Ó�é�Ä�¯�ç�U�K�”	Ô�ù�x�z MLS �Ñ�•�µ�Ä  �¤�”�´�ï�¬  �»
� �Ü�›�_�n�`�‡�b�{ MLS �Ñ�•�µ�Ä  �¤�”�´�ï�¬  �»� �Ü�w�!�Ë�M�O�t�m�M�o�x�z �H 14 	·�® MLS
�w
ƒ���¯ �w�®IP MLS �w�Õ�8�¤�”�´�ï�¬  �»� �Ü�z�Ñ�•�µ�Ä  �¤�”�´�ï�¬  �»� �Ü�z�S�‘�|�Í�­�¿�Ä
�µ�è�¿�³�á�×�”�ç�Å�‹�w�¦���¯ �¢ p.14-23�£ �›�€	°�`�o�X�i�^�M�{

• 
ž�A�s	��¨�w	Ø�C�›	��˜�b�”�w�t
ž�A�s�Ñ�é�”  �Ú�µ�«�›�–�;�`�‡�b�{ full flow �Ú�µ�«�t�‘�“�^
�’�t	Ø�C�U
¯�Ô�^�•�‡�b�U�z�Ñ�é�”
:�U
ÿ�Q�”�t�m�•�o�z�è� �à  3 �¤�”�´�ï�¬�t�0�b�”
Û�Y�‹

ÿ�Q�‡�b�{ 
ž�A�s�Ã�”�»�›	��˜�b�”�w�t
ž�A�s�7	–�{�S�w�Ñ�é�”  �Ú�µ�«�›�–�;�`�o�ˆ�o�X�i�^
�M�{full flow �Ú�µ�«�w	Ô�ù�x�z full flow �Ú�µ�«�U  1 
µ�K�h�“�w�Ñ�é�”
:�›
ÿ�•�b�w�p�z MLS �¤�”
�´�ï�¬  �»� �Ü�›�n�’�b�\�q�U
ž�A�s	Ô�ù�‹�K�“�‡�b�{ �Ñ�é�”  �Ú�µ�«�w
ƒ��	�	q�t�m�M�o�x�z �H
14 	·�® MLS �w
ƒ���¯ �w�®�7	–  IP MLS �Ñ�é�”  �Ú�µ�«�w
ƒ���¯ �¢ p.14-24�£ �›�€	°�`�o�X�i�^�M�{

• �Ñ�é�”�K�h�“�w�Í�­�¿�Ä�w	—�s�M�¤�ï�Ä�æ�›	†�Ž�`�‡�b�{ Domain Name System�¢ DNS; �Å�Ý� 
�ï  �É�”�Ü  �³�µ�Â�Ü�£�w�‘�O�s�°
æ�w�«�¤�æ  �Ó�é�Ä�¯�ç�x�z
\
R�b�”�Ñ�é�”�K�h�“�w�Í�­�¿�Ä
�U	—�s�X�z set mls exclude protocol �¯�Ú�ï�Å�p  NetFlow �Â�”�Ò�ç�T�’	†�Ž�b�”�\�q�U�p�V�‡�b�{
�7�G  4 �m�w�Ó�é�Ä�¯�ç  �Ñ�Ÿ�ç�»�›�¦���p�V�‡�b�U�z �Ñ�Ÿ�ç�»�U�î�æ�^�•�h�Ó�é�Ä�¯�ç�T�’�w�Í
�­�¿�Ä�x  MSFC �t
��ˆ�‡�b�{

• set mls nde flow exclude �¯�Ú�ï�Å�p�z NetFlow �Â�”�Ò�ç�t�›���w�Ñ�é�”�U�å�C�^�•�s�M�‘�O�t�`
�o�X�i�^�M�{

• �è� �à  3 �Ñ�é�”�t�_�Q�”  VLAN �w�Ò�æ�¿�´�Å  �Ñ�é�”�p  NetFlow �Â�”�Ò�ç�º�w�Ñ�é�”
:�›
ÿ�C
�b�”�h�Š�t�z VLAN �t�0�b�”�Ò�æ�¿�´�Å  �Ñ�é�”�w�-�›� �É�”�Ò�ç�t�`�‡�b�{ NetFlow �Â�”�Ò�ç
�º�w  NetFlow �¤�ï�Ä�æ�U
ÿ�Q�”�q�z�Í�Ñ�¥�”�Ú�ï�µ�U�ÿ�<�`�‡�b�{

Supervisor Engine 1 �p�x�z�Ë�”�Å�¢�£�ž�w  NetFlow �Â�”�Ò�ç�º�t  VLAN �Ñ�é�”�t�m�M�o�è�Ù�”
�Ä�b�”�0�”�U�s�M	Ô�ù�z�Í�­�¿�Ä�x  MSFC �t
ù	ô�^�•�o�¹�Ñ�Ä�¢�£�ž�t�‘ �l�o�8
ù�^�•�z
NetFlow Full Errors �è�´�µ�»�U�C�‰�^�•�‡�b�{

Supervisor Engine 2 �p�x�z NetFlow �Â�”�Ò�ç�º�t�Ñ�é�”  �¤�ï�Ä�æ�U  1 �m�‹�s�M	Ô�ù�z�Í�­�¿�Ä�U
�8
ù�^�•�z NetFlow Full Errors �è�´�µ�»�U�C�‰�^�•�o�z�w�-	Ø�C�x�æ�˜�•�‡�b�{

NetFlow �Â�”�Ò�ç�U�¦�”�Ì�”�Ñ�é�”�b�”�w�›�w�Y�t�x�z�Í�w�‘�O�t�`�‡�b

�µ �Ñ�é�”  �Ú�µ�«�›�7	–�{�S�‹�t�`�‡�b�{�h�q�Q�y�z�Ó�é�Ä�¯�ç�S�‘�|�è� �à  4 �Ù�”�Ä�w	Ø�C
�U
ž�A�s�M	Ô�ù�x�z�Ñ�é�”  �Ú�µ�«�›  full flow �p�x�s�X�z destination-source �‡�h�x  destination
�t
ƒ���`�‡�b�{

�µ �Ä�å�Ñ�Ÿ�¿�«  �Ó�é�Ñ�•� �ç�t� �a�o�z�¤�”�´�ï�¬  �»� �Ü�›
ƒ���D�ó�s�7	–�‹�¢ 1 
µ�£�t�`
�‡�b�{

�µ �Ò�æ�¿�´�Å  �Ñ�é�”�w�-�›� �É�”�Ò�ç�t�b�”�w�x�z VLAN �º�w�w�-	Ø�C�U
ž�A�s  VLAN �t�0
�`�o�i�Z�t�`�‡�b�{ VLAN ���w�w�-	Ø�C�x�Ã�Ñ�¥�ç�Ä�p�è�Ù�”�Ä�^�•�‡�b�{

• NetFlow �Â�”�Ò�ç  �¤�ï�Ä�æ�^
R�x  VLAN �o�•�p� �É�”�Ò�ç�t�p�V�‡�b�{ �h�i�`�z �Ò�æ�¿�´�Å  �Ñ
�é�”�w�-�S�‘�|  VLAN �o�•�¤�ï�Ä�æ�^
R�x�‰�a�Ý�§�Ç�¶�Ü�›�–�;�`�o�w�-	Ø�C�›	)	B�b�”�h
�Š�z VLAN �¤�ï�Ä�æ�U	O
ó�b�”�\�q�U�K�“�‡�b�{ �®� �ï�»�”�Ñ�£� �µ�o�•�p�w  NetFlow �Â�”�Ò
�ç  �¤�ï�Ä�æ�w�¦���¯ �¢ p.13-27�£ �›�€	°�`�o�X�i�^�M�{
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NDE �¯�è�«�»�w�¦��

NDE �›	s�Š�o� �É�”�Ò�ç�t�b�”
²�t�z�¤�«�µ�Ù�”�Ä�^�•�h�w�-	Ø�C�›	!	ô�b�”  NDE �¯�è�«�»�S�‘
�|  UDP �Ù�”�Ä�›�¦���b�”
ž�A�U�K�“�‡�b�{�¯�è�«�»�w�ž�Å�è�µ�S�‘�|  UDP �Ù�”�Ä
j�ø�x  NVRAM
�t�-���^�•�z NDE �›�Ã�Ÿ�·�”�Ò�ç�t�`�o�6�|� �É�”�Ò�ç�t�`�h	Ô�ù�z�‡�h�x�µ� �¿�½�w�?�o�›
~�l
�o�6�|�?�o�d�Ö�`�h	Ô�ù�t�‹�z�_	†�^�•�c�t�-���^�•�o�M�‡�b�{

�¢�«�£ NetFlow FlowCollector �ž�Ó�æ�­�”�³�ã�ï�›�Ã�”�»	)	B�t�–�;�b�”	Ô�ù�x�z�¦���b�”  UDP �Ù�”�Ä
j
�ø�U�z FlowCollector �w nfconfig.file �p�¦���^�•�o�M�”�Ù�”�Ä
j�ø�q�‰�a�p�K�”�\�q�›�¬�Ý�`�o�X�i
�^�M�{�\�w�Ñ�•� �ç�x�z FlowCollector �ž�Ó�æ�­�”�³�ã�ï�w /opt/csconfc/config/nfconfig.file �t�¨�ò�^
�•�o�M�‡�b�{

Release 8.3(1) �Ž�ñ�w�¹�Ñ�Ä�¢�£�ž�p�x�z�Ë	O�|
Œ�;�ó�t�‘�“  NetFlow �x  2 �m�w�|
Œ�•�‰�Ì�t�Ã�”�»
�›�¤�«�µ�Ù�”�Ä�p�V�‡�b�{�\�w�¦�Á�t�‘�“�z 2 �m�w�x���w�¯�è�«�»�›
ƒ���p�V�‡�b�{�‰�a  NetFlow
�Ã�”�»�U�†�M�w�|
Œ�t�¤�«�µ�Ù�”�Ä�^�•�‡�b�{�h�i�`�z 2 �m�w�¯�è�«�»�t
ù	ô�^�•�”�Í�­�¿�Ä�w�§
�¢�ï�Ä�x�z 2 �m�w�|
Œ�U�^
R�^�•�h�Ì���t�‘�l�o�Ÿ�s�”�D�ó
Q�U�K�“�‡�b�{�x�‘�w�¯�è�«�»�t
ù	ô
�^�•�”�Í�­�¿�Ä�w�§�¢�ï�Ä�x���‘�t�-�Ë�^�•�‡�b�{�†�M�w�|
Œ�t�S�Z�”���w  NetFlow �Í�å�Ý�”�»�x
�‰�a�p�b�{

�¯�è�«�»�U
ƒ���^�•�o�M�s�M�q  NDE �›� �É�”�Ò�ç�t�p�V�‡�d�œ�{ NDE �›� �É�”�Ò�ç�t�b�”
²�t�z
�Ó�å� �Ú�æ�S�‘�|�·�§�ï�¼�æ�|
Œ�›
ƒ���b�”
ž�A�U�K�“�‡�b�{

�·�§�ï�¼�æ�|
Œ  IP �ž�Å�è�µ�S�‘�|�Ù�”�Ä
j�ø�x�z�Ó�å� �Ú�æ�|
Œ  IP �ž�Å�è�µ�S�‘�|�Ù�”�Ä
j�ø�q
�‰�°�t�x�p�V�‡�d�œ�{

NDE �¯�è�«�»�›�¦���b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z���w�¯�è�«�»�U
ƒ���^�•�o�M�s�M	Ô�ù�t  NDE �¯�è�«�»�›�¦���b�”�«�›�Ô�`�‡�b�{

Console> (enable) set mls nde 10.6.1.10 7772  
Number of collectors configured is 1
Netflow export configured for port 7772 on host 10.6.1.10
Netflow export is not enabled. Please enable it now.
Console> (enable)

�Í�t�z 1 �m�w�¯�è�«�»�U�b�p�t
ƒ���^�•�M�”	Ô�ù�t  NDE �¯�è�«�»�›�¦���b�”�«�›�Ô�`�‡�b�{

Console> (enable) set mls nde 10.6.1.10 7775 
Number of collectors configured is 2
Netflow export configured for port 7775 on host 10.6.1.10
Netflow export is not enabled. Please enable it now.
Console> (enable)

�^�À �¯�Ú�ï�Å

�Ë�”�Å�¢�£�ž  �µ� �¿�½�ï�¬�^�•�”�Í�­�¿�Ä�w
�Ã�”�»  �¤�«�µ�Ù�”�Ä�;�w  NDE �¯�è�«�»�S�‘�|
UDP �Ù�”�Ä�›�¦���`�‡�b�{

set mls nde { collector_ip | collector_name} 
{ udp_port_number}
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NDE �¯�è�«�»�w	«�ˆ

clear mls nde �¯�Ú�ï�Å�›�Ö�—�b�”�q�z �Ó�å� �Ú�æ�S�‘�|�·�§�ï�¼�æ  �¯�è�«�»�›	«�ˆ�`�o  NDE �›�Ã�Ÿ
�·�”�Ò�ç�t�b�”�\�q�U�p�V�‡�b�{�›���w�¯�è�«�»�|
Œ�›	«�ˆ�b�”�t�x�z�¯�è�«�»�w  IP �ž�Å�è�µ�S
�‘�|�Ù�”�Ä
j�ø�›�¦���`�‡�b�{

NDE �¯�è�«�»�›	«�ˆ�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z�Ó�å� �Ú�æ�S�‘�|�·�§�ï�¼�æ  �¯�è�«�»�›	«�ˆ�b�”�«�›�Ô�`�‡�b�{

Console> (enable) clear mls nde
Collector’s IP address cleared.
Secondary Collector IP address cleared.
Console> (enable)

�Í�t�z�›���w�¯�è�«�»�|
Œ�›	«�ˆ�b�”�«�›�Ô�`�‡�b�{

Console> (enable) clear mls nde 10.6.1.10 9939
Cleared Collector IP 10.6.1.10 port 9939
Console> (enable)

MSFC 	Í�p�w  NetFlow �w
ƒ��

�¢�«�£ MSFC �U���O�`�s�M	Ô�ù�z�Ò�æ�¿�´�Å  �Ñ�é�”�w�w�-	Ø�C�`�T	)	B�¢�S�‘�|�¤�«�µ�Ù�”�Ä�£�p�V�‡�d
�œ�¢�Ò�æ�¿�´�Å  �Ñ�é�”�w�w�-	Ø�C�;�ó�U� �É�”�Ò�ç�w	Ô�ù�£ �{�ç�”�Â�¿�Å�S�‘�|�è� �à  3 �µ� �¿�½
�Å �Ä�å�Ñ�Ÿ�¿�«�w  NDE �›�±�Ù�”�Ä�b�”�t�x�z MSFC �è� �à  3 � �ï�»�”�Ñ�£� �µ�p  NetFlow �›� 
�É�”�Ò�ç�t�b�”
ž�A�U�K�“�‡�b�{

MSFC 	Í�p�w  NetFlow �w
ƒ���t���b�”	Ä�I�x�z�Í�w�¿�‰�›�€	°�`�o�X�i�^�M�{

• �° Cisco IOS Switching Services Configuration Guide�± Release 12.1 �w�®NetFlow �¯

http://www.cisco.com/univercd/cc/td/doc/product/software/ios121/121cgcr/switch_c/xcprt3/index.htm

• �° Cisco IOS Switching Services Command Reference�± Release 12.1

http://www.cisco.com/univercd/cc/td/doc/product/software/ios121/121cgcr/switch_r/index.htm

�\�\�p�x�z MSFC 	Í�p  NetFlow �›
ƒ���b�”	�	q�t�m�M�o
†�Ì�`�‡�b�{

• NetFlow �w� �É�”�Ò�ç�=�¢ p.16-11�£

• MSFC NDE 
ù	ô�i� �ï�»�”�Ñ�£� �µ�w
ƒ���¢ p.16-11�£

• NDE �w�|
Œ�w
ƒ���¢ p.16-11�£

�^�À �¯�Ú�ï�Å

�b�‚�o�w  NDE �¯�è�«�»�z�‡�h�x�›���w  NDE �¯
�è�«�»�›	«�ˆ�`�‡�b�{

clear mls nde { ip_address port}
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NetFlow �w� �É�”�Ò�ç�=

NetFlow �›� �É�”�Ò�ç�t�b�”�t�x�z�¤�è� �à  3 � �ï�»�”�Ñ�£� �µ�p�Í�w�^�À�›�æ�M�‡�b�{

MSFC NDE 
ù	ô�i� �ï�»�”�Ñ�£� �µ�w
ƒ��

MSFC �T�’�w�w�-	Ø�C�U���‡�•�h  NDE �Í�­�¿�Ä�w
ù	ô�i�q�`�o�–�;�^�•�”� �ï�»�”�Ñ�£� �µ�›
ƒ
���b�”�t�x�z�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z NDE �Ñ�é�”�w
ù	ô�i�q�`�o�ç�”�Ó�Ì�¿�«  � �ï�»�”�Ñ�£� �µ�›
ƒ���b�”�«�›�Ô�`�‡�b�{

Router(config)# ip flow-export source loopback 0  
Router(config)#

NDE �w�|
Œ�w
ƒ��

NDE �Ñ�é�”�|
Œ  IP �ž�Å�è�µ�S�‘�|  UDP �Ù�”�Ä�›
ƒ���b�”�t�x�z�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z NDE �Ñ�é�”�w�|
Œ  IP �ž�Å�è�µ�q  UDP �Ù�”�Ä�›
ƒ���b�”�«�›�Ô�`�‡�b�{

Router(config)# ip flow-export destination 172.20.52.37 200
Router(config)#

NDE �w� �É�”�Ò�ç�=

NDE �›� �É�”�Ò�ç�t�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 
ƒ���b�”  VLAN � �ï�»�”�Ñ�£� �µ�›
¬�R�`�‡�b�{ Router(config)# interface vlan vlan_ID 

�µ�Â�¿�Ó 2 NetFlow �›� �É�”�Ò�ç�t�`�‡�b�{ Router(config-if)# ip route-cache flow 

�^�À �¯�Ú�ï�Å

MSFC �T�’�w�w�-	Ø�C�U���‡�•�h  NDE �Í�­�¿�Ä�w

ù	ô�i�q�`�o�–�;�^�•�”� �ï�»�”�Ñ�£� �µ�›
ƒ���`
�‡�b�{

• IP �ž�Å�è�µ�t�‘�l�o
ƒ���b�”� �ï�»�”�Ñ�£� �µ
�›
¬�R�`�‡�b�{

• �ç�”�Ó�Ì�¿�«  � �ï�»�”�Ñ�£� �µ�›�–�;�`�‡�b�{

Router(config)# ip flow-export source {vlan 
| loopback} number 

�^�À �¯�Ú�ï�Å

NDE �w�|
Œ  IP �ž�Å�è�µ�q  UDP �Ù�”�Ä�›
ƒ���`�‡
�b�{

Router(config)# ip flow-export destination 
ip_address udp_port_number

�^�À �¯�Ú�ï�Å

�µ� �¿�½	Í�p  NDE �›� �É�”�Ò�ç�t�`�‡�b�{ set mls nde enable
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�Í�t�z�µ� �¿�½	Í�p  NDE �›� �É�”�Ò�ç�t�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set mls nde enable
Netflow data export enabled.
Netflow data export to port 9996 on 172.20.15.1 (Stargate)
Console> (enable)

�Ä
²�t�¯�è�«�»�›�¦���d�c�t  NDE �›� �É�”�Ò�ç�t�`�‘�O�q�b�”�q�z�Í�w�Ý�¿�·�”�´�U
¯�Ô�^�•�‡
�b�{

Console> (enable) set mls nde enable
Please set host name and UDP port number with ‘set mls nde <collector_ip> 
<udp_port_number>’.
Console> (enable)

VLAN �t�0�b�”�Ò�æ�¿�´�Å  �Ñ�é�”�w�-�w� �É�”�Ò�ç�=�S�‘�|�Ã�Ÿ�·�”�Ò�ç�=

�¢�«�£ �\�w�;�ó�x  Supervisor Engine 1 �‡�h�x  1A/PFC�z Supervisor Engine 2/PFC2 �p�±�Ù�”�Ä�^�•�o�M�o�z
MSFC/MSFC2 �x
Æ�A�p�b�{�\�w�;�ó�x�z Supervisor Engine 720 �‡�h�x  Supervisor Engine 32 �p�x�±
�Ù�”�Ä�^�•�o�M�‡�d�œ�{

�›���w  VLAN �t�0�b�”�Ò�æ�¿�´�Å  �Ñ�é�”�w�-�›� �É�”�Ò�ç�‡�h�x�Ã�Ÿ�·�”�Ò�ç�t
ƒ���b�”�t�x�z
set mls bridged-flow-statistics �¯�Ú�ï�Å�›�–�;�`�‡�b�{ 1 �m�‡�h�x
ó
:�w  VLAN �›�Ö�—�p�V�‡�b�{

�¢�«�£ NetFlow �Â�”�Ò�ç  �¤�ï�Ä�æ�^
R�x  VLAN �o�•�p� �É�”�Ò�ç�t�p�V�‡�b�{ �h�i�`�z �Ò�æ�¿�´�Å  �Ñ�é�”
�w�-�S�‘�|  VLAN �o�•�¤�ï�Ä�æ�^
R�x�‰�a�Ý�§�Ç�¶�Ü�›�–�;�`�o�w�-	Ø�C�›	)	B�b�”�h�Š�z VLAN
�¤�ï�Ä�æ�U	O
ó�b�”�\�q�U�K�“�‡�b�{ �®� �ï�»�”�Ñ�£� �µ�o�•�p�w  NetFlow �Â�”�Ò�ç  �¤�ï�Ä�æ�w�¦
���¯ �¢ p.13-27�£ �›�€	°�`�o�X�i�^�M�{

�›���w  VLAN �‡�h�x  VLAN 
c�“�t�0�b�”�Ò�æ�¿�´�Å  �Ñ�é�”�w�-�›� �É�”�Ò�ç�‡�h�x�Ã�Ÿ�·�”�Ò�ç
�t
ƒ���b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z�›���w  VLAN �t�0�b�”�Ò�æ�¿�´�Å  �Ñ�é�”�w�-�›� �É�”�Ò�ç�t�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set mls bridged-flow-statistics enable 1,20-21
Netflow statistics is enabled for bridged packets on vlan(s) 1,20-21.
Console> show mls nde
Netflow Data Export version: 7
Netflow Data Export enabled
Netflow Data Export configured for port 9991 on host 21.0.0.1
Total packets exported = 0
Bridged flow statistics is enabled on vlan(s) 1,20-21.
Console> 

�^�À �¯�Ú�ï�Å

�› � � �w  VLAN �‡�h�x  VLAN 
c� “ � t �0 �b�” �Ò
�æ�¿�´�Å  �Ñ�é�”�w�-�›� �É�”�Ò�ç�‡�h�x�Ã�Ÿ
�·�”�Ò�ç�t
ƒ���`�‡�b�{

set mls bridged-flow-statistics { enable | disable}
{ vlanlist}
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�|
Œ�×�µ�Ä  �Ñ�Ÿ�ç�»�w�¦��

�|
Œ�×�µ�Ä  �Ñ�Ÿ�ç�»�›�¦���b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z�×�µ�Ä  171.69.194.140 �•�w�8�v
~�•�t�s�l�h�Ñ�é�”�i�Z�U�¤�«�µ�Ù�”�Ä�^�•�”�‘�O�t�z�|
Œ
�×�µ�Ä  �Ñ�Ÿ�ç�»�›�¦���b�”�«�›�Ô�`�‡�b�{

Console> (enable)  set mls nde flow destination 171.69.194.140
Netflow Data Export successfully set
Destination filter is 171.69.194.140/255.255.255.255
Filter type: include
Console> (enable)

�|
Œ�S�‘�|
ù	ô�i�±�Ò�É�¿�Ä  �Ñ�Ÿ�ç�»�w�¦��

�|
Œ�S�‘�|
ù	ô�i�±�Ò�É�¿�Ä  �Ñ�Ÿ�ç�»�›�¦���b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z�±�Ò�É�¿�Ä  171.69.173.0 �T�’�±�Ò�É�¿�Ä  171.69.194.0 �•�w�8�v
~�•�t�s�l�h�Ñ�é�”�i�Z�U�¤
�«�µ�Ù�”�Ä�^�•�”�‘�O�t�z�|
Œ�S�‘�|
ù	ô�i�±�Ò�É�¿�Ä  �Ñ�Ÿ�ç�»�›�¦���b�”�«�›�Ô�`�‡�b�¢�Ñ�é�”
�Ú�µ�«�x  source-destination-ip �t
ƒ���^�•�o�M�”�‹�w�q
Ý���`�‡�b�£ �{

Console> (enable)  set mls nde flow destination 171.69.194.140/24 source 
171.69.173.5/24
Netflow Data Export successfully set
Source filter is 171.69.173.0/24
Destination filter is 171.69.194.0/24
Filter type: include
Console> (enable)

�|
Œ  TCP/UDP �Ù�”�Ä  �Ñ�Ÿ�ç�»�w�¦��

�|
Œ  TCP/UDP �Ù�”�Ä  �Ñ�Ÿ�ç�»�›�¦���b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z �|
Œ�Ù�”�Ä  23 �•�w�8�v
~�•�t�s�l�h�Ñ�é�”�i�Z�U�¤�«�µ�Ù�”�Ä�^�•�”�‘�O�t�z �|
Œ  TCP/UDP
�Ù�”�Ä  �Ñ�Ÿ�ç�»�›�¦���b�”�«�›�Ô�`�‡�b�¢�Ñ�é�”  �Ú�µ�«�x  ip-flow �t
ƒ���^�•�o�M�”�‹�w�q
Ý���`
�‡�b�£�{

Console> (enable)  set mls nde flow dst_port 23
Netflow Data Export successfully set
Destination port filter is 23
Filter type: include
Console> (enable)

�^�À �¯�Ú�ï�Å

NDE �Ñ�é�”�w�|
Œ�×�µ�Ä  �Ñ�Ÿ�ç�»�›�¦���`�‡�b�{ set mls nde flow destination [ip_addr_spec]

�^�À �¯�Ú�ï�Å

NDE �Ñ�é�” �w� | 
Œ�S� ‘ � | 
ù 	ô� i �±�Ò�É�¿ �Ä
�Ñ�Ÿ�ç�»�›�¦���`�‡�b�{

set mls nde flow destination [ip_addr_spec] source
[ip_addr_spec]

�^�À �¯�Ú�ï�Å

NDE �Ñ�é�”�w�|
Œ  TCP/UDP �Ù�”�Ä  �Ñ�Ÿ�ç�»�›
�¦���`�‡�b�{

set mls nde flow dst_prt [port_number]
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ù	ô�i�×�µ�Ä�S�‘�|�|
Œ  TCP/UDP �Ù�”�Ä  �Ñ�Ÿ�ç�»�w�¦��


ù	ô�i�×�µ�Ä�S�‘�|�|
Œ  TCP/UDP �Ù�”�Ä  �Ñ�Ÿ�ç�»�›�¦���b�”�t�x�z � �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À
�›�æ�M�‡�b�{

�Í�t�z �×�µ�Ä  171.69.194.140 �T�’�|
Œ�Ù�”�Ä  23 �•�w�8�v
~�•�t�s�l�h�Ñ�é�”�i�Z�U�¤�«�µ�Ù�”�Ä�^
�•�”�‘�O�t�z
ù	ô�i�×�µ�Ä�S�‘�|�|
Œ  TCP/UDP �Ù�”�Ä  �Ñ�Ÿ�ç�»�›�¦���b�”�«�›�Ô�`�‡�b�¢�Ñ�é�”
�Ú�µ�«�x  ip-flow �t
ƒ���^�•�o�M�”�‹�w�q
Ý���`�‡�b�£ �{

Console> (enable)  set mls nde flow source 171.69.194.140 dst_port 23
Netflow Data Export successfully set
Source filter is 171.69.194.140/255.255.255.255
Destination port filter is 23
Filter type: include
Console> (enable)

�Ó�é�Ä�¯�ç  �Ñ�Ÿ�ç�»�w�¦��

�Ó�é�Ä�¯�ç  �Ñ�Ÿ�ç�»�›�¦���b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z�Ó�é�Ä�¯�ç  17 �T�’�w�8�v
~�•�t�s�l�h�Ñ�é�”�i�Z�U�¤�«�µ�Ù�”�Ä�^�•�”�‘�O�t�z�Ó�é�Ä�¯
�ç  �Ñ�Ÿ�ç�»�›�¦���b�”�«�›�Ô�`�‡�b�{

Console> (enable) set mls nde flow protocol 17
Netflow Data Export filter successfully set.
Protocol filter is 17
Filter type: include
Console> (enable)

�w�-	)	B�0	Å�Ó�é�Ä�¯�ç�w�¦��

set mls statistics protocol protocol port �¯�Ú�ï�Å�›�–�;�b�”�q�z NDE �t�‘�l�o�¤�«�µ�Ù�”�Ä�^�•�”�w
�-	Ø�C�w	)	B�0	Å�t�s�”�Ó�é�Ä�¯�ç�›  64 �x�‡�p�¦���p�V�‡�b�{ protocol �¾
:�t�x�z ip�zipinip �zicmp�z
igmp�z tcp�z udp�z�‡�h�x�f�w���w�Ó�é�Ä�¯�ç  �Ñ�•�Û�æ�”�›
¯�b  10 
�
:�›�¦���p�V�‡�b�{ port �¾
:
�t�x�z�Ó�é�Ä�¯�ç  �Ù�”�Ä�›�¦���`�‡�b�{

�Ó�é�Ä�¯�ç�›�w�-	)	B�w�0	Å�t�¦���b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z�Ó�é�Ä�¯�ç�›�w�-	)	B�w�0	Å�q�`�o�¦���b�”�«�›�Ô�`�‡�b�{

Console> (enable)  set mls statistics protocol 17 1934
Protocol 17 port 1934 is added to protocol statistics list.
Console> (enable)

�^�À �¯�Ú�ï�Å

NDE �Ñ�é�”�w
ù	ô�i�×�µ�Ä�S�‘�|�|
Œ  
TCP/UDP �Ù�”�Ä  �Ñ�Ÿ�ç�»�›�¦���`�‡�b�{

set mls nde flow source [ip_addr_spec] dst_prt 
[port_number]

�^�À �¯�Ú�ï�Å

NDE �Ñ�é�”�w�Ó�é�Ä�¯�ç  �Ñ�Ÿ�ç�»�›�¦���`�‡�b�{ set mls nde flow protocol protocol

�^�À �¯�Ú�ï�Å

�Ó�é�Ä�¯�ç�›�w�-	)	B�w�0	Å�q�`�o�¦���`�‡�b�{ set mls statistics protocol protocol port
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�w�-	)	B�0	Å�Ó�é�Ä�¯�ç�w�_	†

clear mls statistics protocol { protocol port | all} �¯�Ú�ï�Å�›�–�;�b�”�q�z NDE �t�‘�l�o�¤�«�µ�Ù�”�Ä
�^�•�”�w�-	Ø�C�w	)	B�0	Å�T�’�_	†�b�”�Ó�é�Ä�¯�ç�›  64 �x�‡�p�¦���p�V�‡�b�{ protocol �¾
:�t�x�z
tcp�z udp�z icmp�z�‡�h�x�f�w���w�Ó�é�Ä�¯�ç  �Ñ�•�Û�æ�”�›
¯�b  10 
�
:�›�¦���p�V�‡�b�{ port �¾
:
�t�x�z�Ó�é�Ä�¯�ç  �Ù�”�Ä�›�¦���`�‡�b�{�b�‚�o�w�Ó�é�Ä�¯�ç�›�w�-	)	B�0	Å�T�’�_	†�b�”�t�x�z all
�©�”�ë�”�Å�›�¦���`�‡�b�{

�Ó�é�Ä�¯�ç�›�w�-	)	B�w�0	Å�T�’�_	†�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z�Ó�é�Ä�¯�ç�›�w�-	)	B�w�0	Å�T�’�_	†�b�”�«�›�Ô�`�‡�b�{

Console> (enable)  clear mls statistics protocol 17 1934
Protocol 17 port 1934 cleared from protocol statistics list.
Console> (enable)

NDE �Ñ�é�”  �Ñ�Ÿ�ç�»�w	«�ˆ

NDE �Ñ�é�”  �Ñ�Ÿ�ç�»�›	«�ˆ�`�z�Ñ�Ÿ�ç�»�›�Ã�Ñ�¥�ç�Ä�¢�b�‚�o�w�Ñ�é�”�›�¤�«�µ�Ù�”�Ä�£�t�í�b
�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z NDE �Ñ�é�”  �Ñ�Ÿ�ç�»�›	«�ˆ�`�o�z�b�‚�o�w�Ñ�é�”�U�¤�«�µ�Ù�”�Ä�^�•�”�‘�O�t�b�”�«�›�Ô
�`�‡�b�{

Console> (enable)  clear mls nde flow 
Netflow data export filter cleared.
Console> (enable)

NDE �w�Ã�Ÿ�·�”�Ò�ç�=

�¢�«�£ Supervisor Engine 1 �S�‘�|  PFC �p�z NDE �U� �É�”�Ò�ç�t
ƒ���^�•�o�M�”�q�V�t  MLS �›�Ã�Ÿ�·�”�Ò
�ç�t�b�”�q�z�w�-	Ø�C�U�¤�«�µ�Ù�”�Ä�^�•�s�X�s�”�h�Š�z�7���w�©�ß�¿�³�á  �¤�ï�Ä�æ�w�w�-	Ø�C
�U�æ�˜�•�‡�b�{

�µ� �¿�½	Í�p  NDE �›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z�µ� �¿�½	Í�p  NDE �›�Ã�Ÿ�·�”�Ò�ç�t�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set mls nde disable
Netflow data export disabled.
Console> (enable)

�^�À �¯�Ú�ï�Å

�Ó�é�Ä�¯�ç�›�w�-	)	B�w�0	Å�T�’�_	†�`�‡�b�{ clear mls statistics protocol {protocol port | all}

�^�À �¯�Ú�ï�Å

NDE �Ñ�é�”  �Ñ�Ÿ�ç�»�›	«�ˆ�`�‡�b�{ clear mls nde flow

�^�À �¯�Ú�ï�Å

�µ� �¿�½	Í�p  NDE �›�Ã�Ÿ�·�”�Ò�ç�t�`�‡�b�{ set mls nde disable
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NDE IP �ž�Å�è�µ�w�_	†

MSFC �T�’  NDE IP �ž�Å�è�µ�›�_	†�b�”�t�x�z�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�Í�w�^
�À�›�æ�M�‡�b�{

�Í�t�z MSFC �T�’  NDE IP �ž�Å�è�µ�›�_	†�b�”�«�›�Ô�`�‡�b�{

Router(config)# no mls nde-address 170.170.2.1
Router(config) # 

NDE 
ƒ���w
¯�Ô

�µ� �¿�½	Í�w  NDE 
ƒ���›
¯�Ô�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z�µ� �¿�½	Í�p  NDE 
ƒ���›
¯�Ô�b�”�M�O�›�Ô�`�‡�b�{

Console> (enable) show mls nde
Netflow Data Export enabled
Netflow Data Export configured for port 7772 on host 10.6.1.10
Secondary Data Export configured for port 7775 on host 10.6.1.10
Source filter is 171.69.194.140/255.255.255.0
Destination port filter is 23
Total packets exported = 26784
Console> (enable)

�Í�t�z�µ� �¿�½	Í�p�Ò�æ�¿�´�Å  �Ñ�é�”�w�-�U� �É�”�Ò�ç�t
ƒ���^�•�o�M�”	Ô�ù�w  NDE 
ƒ���›
¯�Ô
�b�”�«�›�Ô�`�‡�b�{

Console> (enable) show mls nde
Netflow Data Export version:7
Netflow Data Export enabled
Netflow Data Export configured for port 7772 on host 10.6.1.10
Secondary Data Export configured for port 7775 on host 10.6.1.10
Total packets exported = 0
Bridged flow statistics is enabled on vlan(s) 1,20-21.

�^�À �¯�Ú�ï�Å

MSFC �T�’  NDE IP �ž�Å�è�µ�›�_	†�`�‡�b�{ Router(config)# no mls nde-address [ip_addr]

�^�À �¯�Ú�ï�Å

�µ� �¿�½	Í�w  NDE 
ƒ���›
¯�Ô�`�‡�b�{ show mls nde
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17

GVRP �w
ƒ��

�\�w	· �p�x�z Catalyst 6500 �³ �æ�”�¶  �µ�  �¿�½	Í�p  Generic Attribute Registration Protocol�¢ GARP�£
VLAN Registration Protocol�¢ GVRP�£�›
ƒ���b�”	�	q�t�m�M�o
†�Ì�`�‡�b�{

�¢�«�£ �\�w	·�p�–�;�`�o�M�”�¯�Ú�ï�Å�w�ì
¶�s�Ï���S�‘�|�–�;�M�O�w	Ä�I�t�m�M�o�x�z �° Catalyst 6500
Series Switch Command Reference�±�›�€	°�`�o�X�i�^�M�{

�\�w	·�p
†�Ì�b�”�º�0�x�z�Í�w�q�S�“�p�b�{

• GVRP �w�;�ó�“�A�¢ p.17-2�£

• GVRP �w�Ã�Ñ�¥�ç�Ä
ƒ���¢ p.17-2�£

• GVRP 
ƒ���Ì�w�«�™�Ä�ò�¢ p.17-2�£

• �µ� �¿�½	Í�p�w  GVRP �w
ƒ���¢ p.17-3�£

�¢�«�£ GVRP �›�–�;�b�”�t�x�z Release 5.2 �Ž�ñ�w�µ�”�Í�Ì� �²  �¤�ï�´�ï  �¹�Ñ�Ä�¢�£�ž  �æ�æ�”�µ�U
ž�A�p
�b�{ Supervisor Engine 720 �w	Ô�ù�zRelease 8.3(1) �Ž�ñ�w�¹�Ñ�Ä�¢�£�ž  �æ�æ�”�µ�U
ž�A�p�b�{ Supervisor
Engine 32 �w	Ô�ù�z Release 8.4(1) �Ž�ñ�w�¹�Ñ�Ä�¢�£�ž  �æ�æ�”�µ�U
ž�A�p�b�{
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GVRP �w�;�ó�“�A
GVRP �x�z 802.1Q �Ä�å�ï�«  �Ù�”�Ä	Í�p  IEEE 802.1Q 	j�Œ  VLAN�¢�>
Ý  LAN�£�Ó�ç�”�Ç�ï�¬�S�‘�|
�¼� �Æ�Û�¿�«  VLAN �Ï
R�›���™�b�”  GARP �ž�Ó�æ�­�”�³�ã�ï�p�b�{

GVRP �›�–�;�b�”�\�q�p�z�µ� �¿�½�x���w  GVRP �µ� �¿�½�q  VLAN 
ƒ��	Ø�C�›�¦�õ�`�z
Æ�A�s�Ò
�é�”�Å�©�ß�µ�Ä�•�°�Œ�w�â�Ç�©�ß�µ�Ä  �Ä�å�Ñ�Ÿ�¿�«�›�_	†�`�z 802.1Q �Ä�å�ï�«  �Ù�”�Ä�t�‘�l�o
€
���^�•�o�M�”�µ� �¿�½	Í�p  VLAN �›�ˆ�$�t�Ï
R�S�‘�|���g�`�‡�b�{

�¢�«�£ GARP �S�‘�|  GVRP �x�z IEEE 802.1p �p�F���^�•�o�M�”�À�„
ª	j�Ó�é�Ä�¯�ç�p�b�{

GVRP �w�Ã�Ñ�¥�ç�Ä
ƒ��

¯ 17-1 �t�z GVRP �w�Ã�Ñ�¥�ç�Ä
ƒ���›�Ô�`�‡�b�{

GVRP 
ƒ���Ì�w�«�™�Ä�ò
�\�\�p�x�z GVRP 
ƒ���Ì�w�«�™�Ä�ò�t�m�M�o
†�Ì�`�‡�b�{

• �Ù�”�Ä�]�q�w  GVRP �µ�Â�”�Ä�›
ƒ���p�V�”�w�x�z 802.1Q �0� �w�Ù�”�Ä	Í�i�Z�p�b�{

• 802.1Q �Ä�å�ï�«  �æ�ï�«�w�†�z�p  GVRP �›� �É�”�Ò�ç�t�b�”
ž�A�x�K�“�‡�b�{

• VLAN 1 �w GVRP �J�å�Þ�”�Å�x	×�t  fixed �p�K�“�z�!�Ë�p�V�‡�d�œ�{

• VLAN Trunking Protocol�¢ VTP; VLAN �Ä�å�ï�©�ï�¬  �Ó�é�Ä�¯�ç�£�Ó�ç�”�Ç�ï�¬�x� �É�”�Ò�ç�t
�s�”�q�z GVRP �U�Ã�Ÿ�·�”�Ò�ç�t
ƒ���^�•�o�M�”�b�‚�o�w  802.1Q �Ä�å�ï�«  �Ù�”�Ä	Í�p�î�æ�^
�•�‡�b�{


¯ 17-1 GVRP �w�Ã�Ñ�¥�ç�Ä
ƒ��

�;�ó �Ã�Ñ�¥�ç�Ä�‹

GVRP �w�¬�é�”�Ì�ç  � �É�”�Ò�ç  �µ�Â�”�Ä �Ã�Ÿ�·�”�Ò�ç

GVRP �w�Ä�å�ï�«�]�q�w� �É�”�Ò�ç  �µ�Â�”�Ä �b�‚�o�w�Ù�”�Ä	Í�p�Ã�Ÿ�·�”�Ò�ç

GVRP VLAN �w�¼� �Æ�Û�¿�«�Ï
R �Ã�Ÿ�·�”�Ò�ç

GVRP �J�å�Þ�”�Å normal�z�b�‚�o�w�Ù�”�Ä�t�0�`�o  VLAN 1 �›
fixed �t
ƒ���b�”	Ô�ù

GVRP �C�Ö	��¢�ž�Ó�æ�§�ï�Ä�£�µ�Â�”�Ä normal�¢ STP1 �Ò�é�¿�©�ï�¬  �µ�Â�”�Ä�w	Ô�ù�z
�Ù�”�Ä�x  VLAN �›
•�t�`�s�M�£

1. STP = Spanning-Tree Protocol�¢�µ�Í�Ç�ï�¬�À�æ�”  �Ó�é�Ä�¯�ç�£

GARP �»� �Ú�” • Join �Ì���• 200 �Û�æ
µ

• Leave �Ì���• 600 �Û�æ
µ

• Leaveall �Ì���• 10,000 �Û�æ
µ
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�µ� �¿�½	Í�p�w  GVRP �w
ƒ��
�\�\�p�x�z GVRP �w
ƒ��	�	q�t�m�M�o
†�Ì�`�‡�b�{

• GVRP �w�¬�é�”�Ì�ç�s� �É�”�Ò�ç�=�¢ p.17-3�£

• �x�‘�w  802.1Q �Ä�å�ï�«  �Ù�”�Ä	Í�p�w  GVRP �w� �É�”�Ò�ç�=�¢ p.17-4�£

• GVRP �¼� �Æ�Û�¿�«  VLAN �Ï
R�w� �É�”�Ò�ç�=�¢ p.17-4�£

• GVRP �J�å�w
ƒ���¢ p.17-5�£

• �Ò�é�¿�©�ï�¬  �Ù�”�Ä�T�’�w  GVRP VLAN 
•�t�w
ƒ���¢ p.17-6�£

• GARP �»� �Ú�”�w
ƒ���¢ p.17-7�£

• GVRP �w�-	Ø�C�w
¯�Ô�¢ p.17-8�£

• GVRP �w�-	Ø�C�w	«�ˆ�¢ p.17-8�£

• �x�‘�w  802.1Q �Ä�å�ï�«  �Ù�”�Ä	Í�p�w  GVRP �w�Ã�Ÿ�·�”�Ò�ç�=�¢ p.17-9�£

• GVRP �w�¬�é�”�Ì�ç�s�Ã�Ÿ�·�”�Ò�ç�=�¢ p.17-9�£

GVRP �w�¬�é�”�Ì�ç�s� �É�”�Ò�ç�=

�µ� �¿�½	Í�p  GVRP 	r�g�›�æ�O
²�t�z GVRP �›�¬�é�”�Ì�ç�t� �É�”�Ò�ç�t�b�”
ž�A�U�K�“�‡�b�{
GVRP �›�¬�é�”�Ì�ç�t� �É�”�Ò�ç�t�b�”�q�z GVRP �x  802.1Q �Ä�å�ï�«  �æ�ï�«	Í�p  VLAN �Ó�ç�”�Ç
�ï�¬�›�î�æ�p�V�”�‘�O�t�s�“�‡�b�{�Ó�ç�”�Ç�ï�¬�U�æ�˜�•�”�w�x�z GVRP �U� �É�”�Ò�ç�=�^�•�h�Ä
�å�ï�«	Í�i�Z�p�b�{ �Ä�å�ï�«  �Ù�”�Ä�]�q�w  GVRP � �É�”�Ò�ç  �µ�Â�”�Ä�›
ƒ���b�”	�	q�t�m�M�o�x�z

�®�x�‘�w  802.1Q �Ä�å�ï�«  �Ù�”�Ä	Í�p�w  GVRP �w� �É�”�Ò�ç�=�¯ �¢ p.17-4�£ �›�€	°�`�o�X�i�^�M�{

�¼� �Æ�Û�¿�«  VLAN �Ï
R�›� �É�”�Ò�ç�t�b�”�t�x�z �µ� �¿�½	Í�p�‹�¬�é�”�Ì�ç�T�m�Ì�Ô�$�t�¼� �Æ
�Û�¿�«  VLAN �Ï
R�›� �É�”�Ò�ç�t�b�”
ž�A�U�K�“�‡�b�{�¼� �Æ�Û�¿�«  VLAN �Ï
R�›� �É�”�Ò�ç�t
�b�”	�	q�t�m�M�o�x�z �®GVRP �¼� �Æ�Û�¿�«  VLAN �Ï
R�w� �É�”�Ò�ç�=�¯ �¢ p.17-4�£ �›�€	°�`�o�X�i
�^�M�{

�µ� �¿�½	Í�p  GVRP �›�¬�é�”�Ì�ç�t� �É�”�Ò�ç�t�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M
�‡�b�{

�Í�t�z GVRP �›� �É�”�Ò�ç�t�`�o
ƒ���›�¬�Ý�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set gvrp enable
GVRP enabled
Console> (enable) show gvrp configuration
Global GVRP Configuration:
GVRP Feature is currently enabled on the switch.
GVRP dynamic VLAN creation is disabled.
GVRP Timers(milliseconds)
Join = 200
Leave = 600
LeaveAll = 10000

Port based GVRP Configuration:
Port                                                    GVRP Status Registration
------------------------------------------------------- ----------- ------------
2/1-2,3/1-8,7/1-24,8/1-24                               Enabled     Normal

GVRP Participants running on 3/7-8.
Console>

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 �µ� �¿�½	Í�p  GVRP �›� �É�”�Ò�ç�t�`�‡�b�{ set gvrp enable

�µ�Â�¿�Ó 2 
ƒ���›�¬�Ý�`�‡�b�{ show gvrp configuration
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�x�‘�w  802.1Q �Ä�å�ï�«  �Ù�”�Ä	Í�p�w  GVRP �w� �É�”�Ò�ç�=

�¢�«�£ GVRP �U�¬�é�”�Ì�ç�t� �É�”�Ò�ç�t�s�l�o�M�”�T�r�O�T�t�����s�X�z �Ä�å�ï�«�]�q�w  GVRP 
ƒ���›
�!�Ë�p�V�‡�b�{�h�i�`�z�¬�é�”�Ì�ç�t� �É�”�Ò�ç�=�^�•�s�M�T�W�“�z GVRP �x�r�w�Ù�”�Ä�p�‹�;�ó
�`�‡�d�œ�{ �µ� �¿�½	Í�p  GVRP �›�¬�é�”�Ì�ç�t� �É�”�Ò�ç�=�b�”	�	q�t�m�M�o�x�z �®GVRP �w�¬�é�”
�Ì�ç�s� �É�”�Ò�ç�=�¯ �¢ p.17-3�£ �›�€	°�`�o�X�i�^�M�{

�Ù�”�Ä�]�q�w  GVRP �µ�Â�”�Ä�t�x  2 	��¨�K�“�‡�b�{

• CLI�¢�¯�Ú�ï�Å�å� �ï  � �ï�»�”�Ñ�£� �µ�£�p
ƒ���^�•�z NVRAM�¢
Æ�4
C
Q  RAM�£�t�-���^�•
�o�M�”�µ�»�Â�Ÿ�¿�«  GVRP �µ�Â�”�Ä

• �Ù�”�Ä�w�î�M�w  GVRP �µ�Â�”�Ä�¢�ž�«�Â�Ÿ�Ò  GVRP �C�Ö	��£

�µ�»�Â�Ÿ�¿�«  GVRP �Ù�”�Ä  �µ�Â�”�Ä�x�z �¬�é�”�Ì�ç  GVRP � �É�”�Ò�ç  �µ�Â�”�Ä�•�z �Ù�”�Ä�U  802.1Q
�Ä�å�ï�«�T�r�O�T�t�����s�X�z �r�w  802.1Q �0� �µ� �¿�½  �Ù�”�Ä	Í�p�‹
ƒ���p�V�‡�b�{ �h�i�`�z �Ù�”
�Ä�›�ž�«�Â�Ÿ�Ò  GVRP �C�Ö	��t�b�”�t�x�z CLI 
ƒ���‡�h�x  Dynamic Trunking Protocol�¢ DTP�£�É�°
�³�¤�”�³�ã�ï�w�M�c�•�T�t�‘�“�z GVRP �›�¬�é�”�Ì�ç�t� �É�”�Ò�ç�t�b�”
ž�A�U�K�“�z�Ù�”�Ä�x
802.1Q �Ä�å�ï�«  �Ù�”�Ä�p�s�Z�•�y�s�“�‡�d�œ�{

�x�‘�w  802.1Q �0� �Ù�”�Ä	Í�p  GVRP �›� �É�”�Ò�ç�t�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ
�M�‡�b�{

�Í�t�z 802.1Q �0� �Ù�”�Ä  1/1 	Í�p  GVRP �›� �É�”�Ò�ç�t�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set port gvrp 1/1 enable
GVRP enabled on 1/1.
Console> (enable)

GVRP �¼� �Æ�Û�¿�«  VLAN �Ï
R�w� �É�”�Ò�ç�=

GVRP �¼� �Æ�Û�¿�«  VLAN �Ï
R�›� �É�”�Ò�ç�t�p�V�”�w�x�z�Í�w	Ú�E�›�¬�h�b	Ô�ù�w�ˆ�p�b�{

• �µ� �¿�½�U  VTP �Ä�å�ï�µ�Ö�ž�è�ï�Ä  �Þ�”�Å�p�K�”�{

• �µ� �¿�½	Í�w�b�‚�o�w�Ä�å�ï�«  �Ù�”�Ä�U  802.1Q �Ä�å�ï�«�p�K�”�¢�h�i�`�z MSFC �•�w�Ä�å�ï
�«
€���x�«�Ž�£ �{

• �b�‚�o�w�Ä�å�ï�«  �Ù�”�Ä	Í�p  GVRP �U� �É�”�Ò�ç�t�s�l�o�M�”�{

�¼� �Æ�Û�¿�«  VLAN �Ï
R�›� �É�”�Ò�ç�t�b�”	Ô�ù�z
ƒ���t���b�”�Í�w
M�v�Ä�ò�t�«�™�`�o�X�i�^
�M�{

• �µ� �¿�½�x�z VTP �±�”�Ì�•�«�å� �ž�ï�Ä  �Þ�”�Å�t�x�!�Ë�p�V�‡�d�œ�{

• GVRP �›�î�æ�`�o�M�”�Ä�å�ï�«  �Ù�”�Ä	Í�p  GVRP �›�Ã�Ÿ�·�”�Ò�ç�t�p�V�‡�d�œ�{

�¼� �Æ�Û�¿�«  VLAN �Ï
R�U� �É�”�Ò�ç	Ý�6�w	Ô�ù�z �¢ CLI 
ƒ���‡�h�x  DTP �›�–�;�`�h�É�°�³�¤�”
�³�ã�ï�w�M�c�•�T�t�‘�“�£�µ� �¿�½	Í�w�Ù�”�Ä�U  ISL�¢�µ� �¿�½���æ�ï�«�£�Ä�å�ï�«�t�s�”�q�z�¼
� �Æ�Û�¿�«  VLAN �Ï
R�›� �É�”�Ò�ç�t�p�V�”	Ý�6�t�s
î�b�”�‡�p�z�¼� �Æ�Û�¿�«  VLAN �Ï
R�x�×
�ˆ�$�t�Ã�Ÿ�·�”�Ò�ç	Ý�6�t�s�“�‡�b�{

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 �x�‘�w  802.1Q �0� �Ù�”�Ä	Í�p  GVRP �›� �É�”
�Ò�ç�t�`�‡�b�{

set port gvrp mod/port enable

�µ�Â�¿�Ó 2 
ƒ���›�¬�Ý�`�‡�b�{ show gvrp configuration
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�¢�«�£ 802.1Q �Ä�å�ï�«	Í�p  VLAN �›�ˆ�$�t�Ï
R�p�V�”�w�x�z normal �J�å�Þ�”�Å�w�q�V�i�Z�p�b�{

�¢�«�£ �¼� �Æ�Û�¿�«  VLAN �Ï
R�x�z�b�‚�o�w  VLAN �»� �Ó�›�±�Ù�”�Ä�`�o�M�‡�b�{

�µ� �¿�½	Í�p  GVRP �¼� �Æ�Û�¿�«  VLAN �Ï
R�›� �É�”�Ò�ç�t�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w
�^�À�›�æ�M�‡�b�{

�Í�t�z�µ� �¿�½	Í�p�¼� �Æ�Û�¿�«  VLAN �Ï
R�›� �É�”�Ò�ç�t�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set gvrp dynamic-vlan-creation enable
Dynamic VLAN creation enabled.
Console> (enable) 

GVRP �J�å�w
ƒ��

�\�\�p�x�z�µ� �¿�½  �Ù�”�Ä	Í�p  GVRP �J�å�Þ�”�Å�›
ƒ���b�”	�	q�t�m�M�o
†�Ì�`�‡�b�{

• GVRP normal�¢
ª	j�£�J�å�w
ƒ���¢ p.17-5�£

• GVRP fixed�¢�{���£�J�å�w
ƒ���¢ p.17-6�£

• GVRP forbidden�¢�Ð�­�£�J�å�w
ƒ���¢ p.17-6�£

GVRP normal �¢
ª	j�£�J�å�w
ƒ��

normal �J�å�Þ�”�Å�p  802.1Q �Ä�å�ï�«  �Ù�”�Ä�›
ƒ���b�”�q�z�Ä�å�ï�«  �Ù�”�Ä	Í�w  VLAN �›�ˆ�$�t
�Ï
R�`�¢�¼� �Æ�Û�¿�«  VLAN �Ï
R�U� �É�”�Ò�ç�w	Ô�ù�£ �z�J�å�S�‘�|�J�å�r	†�b�”�\�q�U�D�ó�t�s
�“�‡�b�{�Ã�Ñ�¥�ç�Ä�x  normal �Þ�”�Å�p�b�{

802.1Q �Ä�å�ï�«  �Ù�”�Ä	Í�p  GVRP normal �J�å�›
ƒ���b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ
�M�‡�b�{

�Í�t�z 802.1Q �Ä�å�ï�«  �Ù�”�Ä	Í�p  normal �J�å�›
ƒ���b�”�«�›�Ô�`�‡�b�{

Console> (enable) set gvrp registration normal 1/1
Registrar Administrative Control set to normal on port 1/1.
Console> (enable)

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 �µ� �¿�½	Í�p�¼� �Æ�Û�¿�«  VLAN �Ï
R�›� �É�”
�Ò�ç�t�`�‡�b�{

set gvrp dynamic-vlan-creation enable

�µ�Â�¿�Ó 2 
ƒ���›�¬�Ý�`�‡�b�{ show gvrp configuration

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 802.1Q �Ä�å�ï�«  �Ù�”�Ä	Í�p  normal �J�å�›
ƒ��
�`�‡�b�{

set gvrp registration normal mod/port

�µ�Â�¿�Ó 2 
ƒ���›�¬�Ý�`�‡�b�{ show gvrp configuration
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GVRP fixed �¢�{���£�J�å�w
ƒ��

fixed �J�å�Þ�”�Å�p  802.1Q �Ä�å�ï�«  �Ù�”�Ä�›
ƒ���b�”�q�z 	��ˆ�t�‘�”  VLAN �Ï
R�S�‘�|�J�å�U�D�ó
�t�s�“�z VLAN �w�J�å�r	†�›�w�­�`�z�Ä�å�ï�«  �Ù�”�Ä	Í�w�f�w���w�7�Œ�w  VLAN �›�b�‚�o�J�å�b
�”�\�q�U�p�V�‡�b�{

802.1Q �Ä�å�ï�«  �Ù�”�Ä	Í�p  GVRP fixed �J�å�›
ƒ���b�”�t�x�z � �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M
�‡�b�{

�Í�t�z 802.1Q �Ä�å�ï�«  �Ù�”�Ä	Í�p  fixed �J�å�›
ƒ���b�”�«�›�Ô�`�‡�b�{

Console> (enable) set gvrp registration fixed 1/1
Registrar Administrative Control set to fixed on port 1/1.
Console> (enable)

GVRP forbidden �¢�Ð�­�£�J�å�w
ƒ��

forbidden �J�å�Þ�”�Å�p  802.1Q �Ä�å�ï�«  �Ù�”�Ä�›
ƒ���b�”�q�z�b�‚�o�w  VLAN�¢ VLAN 1 �›	†�X�£
�›�J�å�r	†�`�z�Ä�å�ï�«  �Ù�”�Ä	Í�p�w�Ž�ñ�w  VLAN �Ï
R�•�J�å�›�w�­�b�”�\�q�U�p�V�‡�b�{

802.1Q �Ä�å�ï�«  �Ù�”�Ä	Í�p  GVRP forbidden �J�å�›
ƒ���b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›
�æ�M�‡�b�{

�Í�t�z 802.1Q �Ä�å�ï�«  �Ù�”�Ä	Í�p  forbidden �J�å�›
ƒ���b�”�«�›�Ô�`�‡�b�{

Console> (enable) set gvrp registration forbidden 1/1
Registrar Administrative Control set to forbidden on port 1/1.
Console> (enable)

�Ò�é�¿�©�ï�¬  �Ù�”�Ä�T�’�w  GVRP VLAN 
•�t�w
ƒ��

VLAN �]�q�w  Per-VLAN STP+�¢ PVST+�£�›�±�Ù�”�Ä�`�o�M�s�M
÷�”�w
€���Ù�”�Ä	Í�p�z Spanning-Tree
Protocol�¢ STP; �µ�Í�Ç�ï�¬�À�æ�”  �Ó�é�Ä�¯�ç�£�Ä�Ù�é�´�”�w
Æ�A�s�6�$
R�›
†�Z�”�t�x�z�Ù�”�Ä	Í
�p  GVRP �ž�«�Â�Ÿ�Ò�C�Ö	��µ�Â�”�Ä�›
ƒ���`�‡�b�{ GVRP �ž�«�Â�Ÿ�Ò�C�Ö	��µ�Â�”�Ä�w�Ù�”�Ä�x�z
STP �Ò�é�¿�©�ï�¬  �µ�Â�”�Ä�w�q�V�t  GVRP VLAN 
•�t�›
ù	ô�`�‡�b�{�\�•�t�‘�“�z STP �w Bridge
Protocol Data Unit�¢ BPDU; �Ò�æ�¿�´  �Ó�é�Ä�¯�ç  �Ã�”�»  �â�Ç�¿�Ä�£�U�f�w���w�Ù�”�Ä�T�’�Ó�ç�”�Ç
�ï�¬�^�•�s�X�s�“�‡�b�{

�¢�«�£ ���w
÷�”�w�Ù�”�Ä	Í�p  fixed �J�å�›
ƒ���`�o�‹�z STP �Ä�Ù�é�´�”�w
Æ�A�s�6�$
R�›�w�­�p�V�‡�b�{

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 802.1Q �Ä�å�ï�«  �Ù�”�Ä	Í�p  fixed �J�å�›
ƒ���`
�‡�b�{

set gvrp registration fixed mod/port

�µ�Â�¿�Ó 2 
ƒ���›�¬�Ý�`�‡�b�{ show gvrp configuration

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 802.1Q �Ä�å�ï�«  �Ù�”�Ä	Í�p  forbidden �J�å�›
ƒ
���`�‡�b�{

set gvrp registration forbidden mod/port

�µ�Â�¿�Ó 2 
ƒ���›�¬�Ý�`�‡�b�{ show gvrp configuration
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�Ò�é�¿�©�ï�¬  �µ�Â�”�Ä�Ì�t  VLAN 
•�t�›
ù	ô�b�”�‘�O�t  802.1Q �Ä�å�ï�«  �Ù�”�Ä�›
ƒ���b�”�t�x�z
� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z�Ò�é�¿�©�ï�¬  �µ�Â�”�Ä�Ì�t  VLAN 
•�t�›
ù	ô�b�”�‘�O�t�z 802.1Q �Ä�å�ï�«  �Ù�”�Ä�w�¬�ç�”
�Ó�›
ƒ���b�”�«�›�Ô�`�‡�b�{

Console> (enable) set gvrp applicant state active 4/2-3,4/9-10,4/12-24
Applicant was set to active on port(s) 4/2-3,4/9-10,4/12-24.
Console> (enable)

�Ã�Ñ�¥�ç�Ä  �µ�Â�”�Ä�¢�ž�«�Â�Ÿ�Ò  �Þ�”�Å�U�Ã�Ÿ�·�”�Ò�ç	Ý�6�£�t�í�”�t�x�z normal �©�”�ë�”�Å�›
�–�;�`�‡�b�{

GARP �»� �Ú�”�w
ƒ��

�¢�«�£ set gvrp timer �¯�Ú�ï�Å�S�‘�|  show gvrp timer �¯�Ú�ï�Å�x�z set garp timer �¯�Ú�ï�Å�S�‘�|  show garp
timer �¯�Ú�ï�Å�w�¤� �æ�ž�µ�p�b�{
ž�A�t� �a�o�\�•�’�w�¤� �æ�ž�µ�›�–�;�p�V�‡�b�{

�¢�«�£ GARP �»� �Ú�”�w�‹�›�!�Ë�b�”�q�z GVRP �i�Z�p�x�s�X�z �µ� �¿�½	Í�p�î�æ�`�o�M�” �b�‚�o�w  GARP
�ž�Ó�æ�­�”�³�ã�ï�t�è�¹�›�t�…�`�‡�b�¢�h�q�Q�y�z GMRP �x�‰�a�»� �Ú�”�›�–�;�`�‡�b�£ �{

�Ã�Ñ�¥�ç�Ä�w  GARP �»� �Ú�”�‹�x�z�µ� �¿�½	Í�p�!�Ë�p�V�‡�b�{

�»� �Ú�”�‹�›
ƒ���b�”	Ô�ù�t�x�z leave �w�‹�›  join �w�‹�w  3 
��Ž	Í�t�`�s�Z�•�y�s�“�‡�d�œ�¢ leave
>= join �·  3�£�{�‡�h�z leaveall �w�‹�x�z leave �w�‹�‘�“�G�V�X�s�Z�•�y�s�“�‡�d�œ�¢ leaveall > leave�£�{

�\�w�ç�”�ç�T�’�Ž�•�h�»� �Ú�”�‹�›
ƒ���`�‘�O�q�b�”�q�z�¤�å�”�U�&�^�•�‡�b�{�h�q�Q�y�z leave �»
� �Ú�”�›  600 �Û�æ
µ�t
ƒ���`�z join �»� �Ú�”�›  350 �Û�æ
µ�t
ƒ���`�‘�O�q�b�”�q�z�¤�å�”�t�s�“�‡
�b�{�\�w	Ô�ù�z leave �»� �Ú�”�›  1050 �Û�æ
µ�Ž	Í�t
ƒ���`�o�T�’�z join �»� �Ú�”�›  350 �Û�æ
µ�t
ƒ
���`�o�X�i�^�M�{

�«�™ �è� �à  2 �p
€���^�•�h�b�‚�o�w
÷�”�t�z�‰�a  GARP �»� �Ú�”�‹�›
ƒ���`�o�X�i�^�M�{�è� �à  2 �p

€���^�•�h
÷�”���p  GARP �»� �Ú�”�U�Ÿ�s�l�o�M�”�q�z GARP �ž�Ó�æ�­�”�³�ã�ï �¢�h�q�Q�y�z GMRP
�S�‘�|  GVRP�£�U
Y	×�t�ˆ�^�`�‡�d�œ�{

GARP �»� �Ú�”�w�‹�›
ƒ���b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�^�À �¯�Ú�ï�Å

�Ò�é�¿�©�ï�¬  �µ�Â�”�Ä�Ì�t  VLAN 
•�t�›
ù	ô
�b�”�‘�O�t�z 802.1Q �Ä�å�ï�«  �Ù�”�Ä�›
ƒ���`�‡
�b�{

set gvrp applicant state {normal | active} mod/port 
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�Í�t�z GARP �»� �Ú�”�›
ƒ���`�z
ƒ���›�¬�Ý�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set garp timer leaveall 10000
GMRP/GARP leaveAll timer value is set to 10000 milliseconds.
Console> (enable) set garp timer leave 600
GMRP/GARP leave timer value is set to 600 milliseconds.
Console> (enable) set garp timer join 200
GMRP/GARP join timer value is set to 200 milliseconds.
Console> (enable) show garp timer
Timer     Timer Value (milliseconds)
--------  --------------------------
Join      200 
Leave     600 
LeaveAll  10000 
Console> (enable)

GVRP �w�-	Ø�C�w
¯�Ô

�µ� �¿�½	Í�w  GVRP �w�-	Ø�C�›
¯�Ô�b�”�t�x�z�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z�Ù�”�Ä  1/1 �w GVRP �w�-	Ø�C�›
¯�Ô�b�”�«�›�Ô�`�‡�b�{

Console> (enable) show gvrp statistics 1/1
Join Empty Received:     0
Join In Received:        0
Empty Received:          0
LeaveIn Received:        0
Leave Empty Received:    0
Leave All Received:      40
Join Empty Transmitted:  156
Join In Transmitted:     0
Empty Transmitted:       0
Leave In Transmitted:    0
Leave Empty Transmitted: 0
Leave All Transmitted:   41
VTP Message Received:    0
Console> (enable)

GVRP �w�-	Ø�C�w	«�ˆ

�µ� �¿�½	Í�w�b�‚�o�w  GVRP �w�-	Ø�C�›	«�ˆ�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z�µ� �¿�½	Í�w�b�‚�o�w  GVRP �w�-	Ø�C�›	«�ˆ�b�”�«�›�Ô�`�‡�b�{

Console> (enable) clear gvrp statistics all
GVRP Statistics cleared for all ports.
Console> (enable)

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 GARP �»� �Ú�”�w�‹�›
ƒ���`�‡�b�{ set garp timer { join  | leave | leaveall}  timer_value

�µ�Â�¿�Ó 2 
ƒ���›�¬�Ý�`�‡�b�{ show garp timer

�^�À �¯�Ú�ï�Å

GVRP �w�-	Ø�C�›
¯�Ô�`�‡�b�{ show gvrp statistics [mod/port]

�^�À �¯�Ú�ï�Å

GVRP �w�-	Ø�C�›	«�ˆ�`�‡�b�{ clear gvrp statistics { mod/port | all}
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�x�‘�w  802.1Q �Ä�å�ï�«  �Ù�”�Ä	Í�p�w  GVRP �w�Ã�Ÿ�·�”�Ò�ç�=

�x�‘�w  802.1Q �Ä�å�ï�«  �Ù�”�Ä	Í�p  GVRP �›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z � �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^
�À�›�æ�M�‡�b�{

�Í�t�z 802.1Q �Ä�å�ï�«  �Ù�”�Ä  1/1 	Í�p  GVRP �›�Ã�Ÿ�·�”�Ò�ç�t�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set gvrp disable 1/1
GVRP disabled on 1/1.
Console> (enable)

GVRP �w�¬�é�”�Ì�ç�s�Ã�Ÿ�·�”�Ò�ç�=

�µ� �¿�½	Í�p  GVRP �›�¬�é�”�Ì�ç�t�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ
�M�‡�b�{

�Í�t�z�µ� �¿�½	Í�p  GVRP �›�¬�é�”�Ì�ç�t�Ã�Ÿ�·�”�Ò�ç�t�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set gvrp disable
GVRP disabled
Console> (enable)

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 �x� ‘�w  802.1Q �Ä�å�ï �«  �Ù�”�Ä	Í�p  GVRP �›
�Ã�Ÿ�·�”�Ò�ç�t�`�‡�b�{

set port gvrp disable mod/port 

�µ�Â�¿�Ó 2 
ƒ���›�¬�Ý�`�‡�b�{ show gvrp configuration

�^�À �¯�Ú�ï�Å

�µ� �¿�½	Í�p  GVRP �›�Ã�Ÿ�·�”�Ò�ç�t�`�‡�b�{ set gvrp disable
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18

VMPS �t�‘�”�¼� �Æ�Û�¿�«  �Ù�”�Ä  
VLAN �Ý�ï�Ì�”�³�¿�Ó�w
ƒ��

�\�w	·�p�x�z Catalyst 6500 �³�æ�”�¶  �µ� �¿�½	Í�p  VLAN Management Policy Server�¢ VMPS; VLAN �Ú
�É�´�Ý�ï�Ä  �Ù�æ�³�”  �±�”�Ì�£�›�–�;�`�o�z�¼� �Æ�Û�¿�«  �Ù�”�Ä  VLAN�¢�>
Ý  LAN�£�Ý�ï�Ì�”�³�¿
�Ó�›
ƒ���b�”	�	q�t�m�M�o
†�Ì�`�‡�b�{

�¢�«�£ �\�w	·�p�–�;�`�o�M�”�¯�Ú�ï�Å�w�ì
¶�s�Ï���S�‘�|�–�;�M�O�w	Ä�I�t�m�M�o�x�z �° Catalyst 6500
Series Switch Command Reference�±�›�€	°�`�o�X�i�^�M�{

�\�w	·�p
†�Ì�b�”�º�0�x�z�Í�w�q�S�“�p�b�{

• VMPS �w�;�ó�“�A�¢ p.18-2�£

• VMPS �S�‘�|�¼� �Æ�Û�¿�«  �Ù�”�Ä�w�Ã�Ñ�¥�ç�Ä
ƒ���¢ p.18-3�£

• VMPS �S�‘�|�¼� �Æ�Û�¿�«  �Ù�”�Ä  VLAN �Ý�ï�Ì�”�³�¿�Ó
ƒ���Ì�w�«�™�Ä�ò�¢ p.18-3�£

• �µ� �¿�½	Í�p�w  VMPS �S�‘�|�¼� �Æ�Û�¿�«  �Ù�”�Ä  VLAN �Ý�ï�Ì�”�³�¿�Ó�w
ƒ���¢ p.18-4�£

• VMPS �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Ñ�•� �ç�w�Ì�¿�«�ž�¿�Ó�¢ p.18-9�£

• VMPS �S�‘�|�¼� �Æ�Û�¿�«  �Ù�”�Ä  VLAN �Ý�ï�Ì�”�³�¿�Ó�w�Ä�å�Ò�ç�³�á�”�Â�Ÿ�ï�¬�¢ p.18-11�£

• VMPS �t�‘�”�¼� �Æ�Û�¿�«  �Ù�”�Ä  VLAN �Ý�ï�Ì�”�³�¿�Ó�w
ƒ���«�¢ p.18-12�£

• �4	•  VLAN �t�‘�”�¼� �Æ�Û�¿�«  �Ù�”�Ä  VLAN �Ý�ï�Ì�”�³�¿�Ó�¢ p.18-16�£
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VMPS �w�;�ó�“�A
VMPS �t�‘�“�z�Ù�”�Ä�t
€���^�•�h
÷�”�w
ù	ô�i  MAC�¢�Ý�Ã�Ÿ�ž  �ž�«�·�µ
M�š�£�ž�Å�è�µ�t�,�n
�M�o�z VLAN �t�µ� �¿�½  �Ù�”�Ä�›�ˆ�$�t�Â�“�p�o�”�\�q�U�p�V�‡�b�{�É�¿�Ä�ë�”�«	Í�w�K�”�µ� �¿
�½�w�Ù�”�Ä�T�’���w�µ� �¿�½�w�Ù�”�Ä�•�×�µ�Ä�›� �ˆ�^�d�”�q�z�µ� �¿�½�t�‘�l�o�z�f�w�×�µ�Ä�t
�0� �b�”�&
~�s  VLAN �t	ý�`�M�Ù�”�Ä�U�ˆ�$�t�Â�“�p�o�’�•�‡�b�{

VMPS �›� �É�”�Ò�ç�t�b�”�q�z Trivial File Transfer Protocol�¢ TFTP; ���›�Ñ�•� �ç�8
ù�Ó�é�Ä�¯�ç�£
�±�”�Ì�T�’  MAC �ž�Å�è�µ /VLAN �Ú�¿�Ð�ï�¬  �Ã�”�»�Õ�”�µ�U�¼�¢�ï�é�”�Å�^�•�z VMPS �U�«�å� 
�ž�ï�Ä�A�{�w	!�Z�Ö�•�›�‰�•�`�‡�b�{�f�w�K�q�z�µ� �¿�½�›�æ�·�¿�Ä�‡�h�x�M�l�h�œ�?�o�›
~�l�o
�T�’�6�d�Ö�`�h	Ô�ù�t�x�z VMPS �Ã�”�»�Õ�”�µ�U  TFTP �±�”�Ì�T�’�×�ˆ�$�t�¼�¢�ï�é�”�Å�^�•�z
VMPS �U�6�|� �É�”�Ò�ç�t�s�“�‡�b�{

VMPS �x�z UDP �¹�­�¿�Ä�›�¦�”�Ó�ï�t�`�o�«�å� �ž�ï�Ä�q�è	ô�`�z�«�å� �ž�ï�Ä�A�{�›�4�;�`�‡
�b�{ VMPS �±�”�Ì�x���®�s�«�å� �ž�ï�Ä�A�{�›	!�Z	��”�q�z VMPS �Ã�”�»�Õ�”�µ�p  MAC �ž�Å�è�µ
/VLAN �Ú�¿�Ð�ï�¬�›�U�g�`�‡�b�{

�Â�“�p�o�’�•�h  VLAN �U�z�K�”�Ù�”�Ä  �¬�ç�”�Ó�t
M�v�^�•�o�M�”	Ô�ù�z VMPS �x�f�w�¬�ç�”�Ó�q
�A�{���Ù�”�Ä�›
z�±�`�o�¬�Ý�`�‡�b�{�f�w�Ù�”�Ä	Í�p  VLAN �U���®�p�K�•�y�z VLAN �Ê�›�«�å� �ž
�ï�Ä�t�&�`�‡�b�{ VLAN �U�f�w�Ù�”�Ä	Í�p�Á�®�p�z�T�m  VMPS �U�·�©�á�ž  �Þ�”�Å�p�x�s�M	Ô�ù�t
�x�z�®�ž�«�·�µ�‹
q�¯�w� �t�›�×�µ�Ä�t
ù�“�‡�b�{ VMPS �U�·�©�á�ž  �Þ�”�Å�w	Ô�ù�t�x�z�Ù�”�Ä�U
�³�ß�¿�Ä�¼�¢�ï�^�•�‡�b�{

�Ã�”�»�Õ�”�µ�w  VLAN �q�Ù�”�Ä	Í�w�q�O�w  VLAN �U�°�•�d�c�z�T�m�Ù�”�Ä	Í�t�ž�«�Â�Ÿ�Ò�s�×�µ
�Ä�U�K�”	Ô�ù�t�x�z VMPS �w�·�©�á�ž  �Þ�”�Å�t�,�n�M�o�z VMPS �T�’�ž�«�·�µ�‹
q�‡�h�x�Ù�”�Ä
�³�ß�¿�Ä�¼�¢�ï� �t�›
ù	ô�`�‡�b�{

�E�8  VLAN �Ê�›
ƒ���p�V�‡�b�{�Ã�”�»�Õ�”�µ�t�J�å�^�•�o�M�s�M  MAC �ž�Å�è�µ�›�Ë�m
÷�”�›
€��
�b�”	Ô�ù�z VMPS �x�E�8  VLAN �Ê�›�«�å� �ž�ï�Ä�t
ù	ô�`�‡�b�{�E�8  VLAN �Ê�›
ƒ���`�o�M�s�M
	Ô�ù�p�z�T�m  MAC �ž�Å�è�µ�U�Ã�”�»�Õ�”�µ�t���‡�•�o�M�s�M	Ô�ù�t�x�z VMPS �T�’�ž�«�·�µ�‹
q
� �t�›
ù	ô�`�‡�b�{ VMPS �U�·�©�á�ž  �Þ�”�Å�w	Ô�ù�t�x�z �Ù�”�Ä  �³�ß�¿�Ä�¼�¢�ï� �t�›
ù	ô�`�‡�b�{

�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Â�”�Ò�ç�p�z�Ì�Ô�$�s�¤�ï�Ä�æ�›�^
R�`�z�·�©�á�æ�Â�Ÿ	Í�w�g���p�›���w
MAC �ž�Å�è�µ�t�0�b�”�ž�«�·�µ�›�Ð�­�b�”�\�q�‹�p�V�‡�b�{�f�w	Ô�ù�t�x�z VLAN �Ê�t�0�`�o
--NONE-- �©�”�ë�”�Å�›�¦���`�‡�b�{ VMPS �T�’�ž�«�·�µ�‹
q�‡�h�x�Ù�”�Ä  �³�ß�¿�Ä�¼�¢�ï� �t�U

ù	ô�^�•�‡�b�{

Release 6.2(1) �‘�“
²�w�¹�Ñ�Ä�¢�£�ž  �æ�æ�”�µ�p�x�z �¼� �Æ�Û�¿�«  �Ù�”�Ä�x  1 �m�w�É� �Â�Ÿ�Ò  VLAN
�t�`�T���b�”�\�q�U�p�V�‡�d�œ�U�z Release 6.2(1) �w�¹�Ñ�Ä�¢�£�ž�p�x�z 1 �m�w�Ù�”�Ä�x�É� �Â�Ÿ�Ò
VLAN �q�4	•  VLAN �t���b�”�\�q�U�p�V�‡�b�{	Ä�I�t�m�M�o�x�z �®�4	•  VLAN �t�‘�”�¼� �Æ�Û�¿�«
�Ù�”�Ä  VLAN �Ý�ï�Ì�”�³�¿�Ó�¯ �¢ p.18-16�£ �›�€	°�`�o�X�i�^�M�{

�æ�ï�«�›�ž�«�Â�Ÿ�Ò�t�b�”�q�z �¼� �Æ�Û�¿�«  �Ù�”�Ä�x�µ�»�Â�Ÿ�¿�«  VLAN �T�’
~�“�m�^�•�‡�b�{ �¼
� �Æ�Û�¿�«  �Ù�”�Ä	Í�w	ý�`�M�×�µ�Ä�w�7	s�w�Í�­�¿�Ä�w
ù	ô�i  MAC �ž�Å�è�µ�U  VMPS �t
ù	ô�^
�•�z VMPS �x�z�f�w  MAC �ž�Å�è�µ�›  VMPS �Ã�”�»�Õ�”�µ�w  VLAN �q	°�ù�`�‡�b�{ MAC �ž�Å�è�µ
�q  VLAN �U�°�•�b�”�q�z VMPS �x�¼� �Æ�Û�¿�«  �Ù�”�Ä�t  VLAN 
j�ø�›�Â�“�p�o�‡�b�{�°�•�`�s�M
	Ô�ù�zVMPS �x�¢ VMPS �·�©�á�ž  �Þ�”�Å�w
ƒ���t� �a�o�£ �A�{�›�‹
q�b�”�T�z �‡�h�x�Ù�”�Ä�›�³�ß�¿
�Ä�¼�¢�ï�`�‡�b�{

�‰�a VLAN 	Í�w�×�µ�Ä�p�K�•�y�z�¼� �Æ�Û�¿�«  �Ù�”�Ä	Í�p
ó
:�w�×�µ�Ä�¢ MAC �ž�Å�è�µ�£�›�ž�«
�Â�Ÿ�Ò�t�b�”�\�q�U�p�V�‡�b�{�¼� �Æ�Û�¿�«  �Ù�”�Ä	Í�w�æ�ï�«�U�¼�¢�ï�b�”�q�z�Ù�”�Ä�x�6�|
~�“
�m�^�•�h	Ý�6�t�s�“�‡�b�{�f�w�Ù�”�Ä	Í�p�×�µ�Ä�U�6�|�¦�ï�å� �ï�t�s�”�q�z VMPS �t�‘�“�×�µ�Ä
�U�6�|	°�ù�^�•�h�K�q�z�Ù�”�Ä�U  VLAN �t�Â�“�p�o�’�•�‡�b�{
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VMPS �S�‘�|�¼� �Æ�Û�¿�«  �Ù�”�Ä�w�Ã�Ñ�¥�ç�Ä
ƒ��

¯ 18-1 �t�z VMPS �S�‘�|�¼� �Æ�Û�¿�«  �Ù�”�Ä�w�Ã�Ñ�¥�ç�Ä
ƒ���›�Ô�`�‡�b�{

VMPS �S�‘�|�¼� �Æ�Û�¿�«  �Ù�”�Ä  VLAN �Ý�ï�Ì�”�³�¿�Ó
ƒ���Ì�w�«�™
�Ä�ò

�¼� �Æ�Û�¿�«  �Ù�”�Ä  VLAN �Ý�ï�Ì�”�³�¿�Ó
ƒ���Ì�w�«�™�Ä�ò�t�m�M�o
†�Ì�`�‡�b�{

• VMPS �›
ƒ���`�o�T�’�z�¼� �Æ�Û�¿�«  �Ù�”�Ä�›
ƒ���b�”
ž�A�U�K�“�‡�b�{

• �Ù�”�Ä�›�¼� �Æ�Û�¿�«�q�`�o
ƒ���b�”�q�z�f�w�Ù�”�Ä�t�0�`�o�µ�Í�Ç�ï�¬�À�æ�”�w  PortFast �U
�×�ˆ�$�t� �É�”�Ò�ç�t�s�“�‡�b�{�µ�Í�Ç�ï�¬�À�æ�”  PortFast �U�×�ˆ�$�t� �É�”�Ò�ç�t�s�”�\�q
�t�‘�“�z
Æ�&
~�s
ƒ���U�j�¼�p�z�×�µ�Ä	Í�w�ž�Ó�æ�­�”�³�ã�ï�U�»� �Ü�ž�¢�Ä�`�z�ç�”�Ó	Ý�6
�t�s�”�w�›�w�­�`�‡�b�{�¼� �Æ�Û�¿�«  �Ù�”�Ä	Í�p�µ�Í�Ç�ï�¬�À�æ�”  PortFast �›�Ã�Ÿ�·�”�Ò�ç�t
�b�”�\�q�‹�p�V�‡�b�{

• �‰�° VLAN 	Í�p�µ�»�Â�Ÿ�¿�«  �Ù�”�Ä�T�’�¼� �Æ�Û�¿�«  �Ù�”�Ä�t
ƒ���›�!�Ë�b�”�q�z�Ù�”�Ä�U
�h�i�j�t�f�w  VLAN �t
€���`�‡�b�{�h�i�`�z VMPS �U�¼� �Æ�Û�¿�«  �Ù�”�Ä	Í�w�¦���×�µ�Ä�w
���®
Q�›�¬�Ý�b�”�w�x�z�°���Ì���&�l�o�T�’�p�b�{

• �µ�»�Â�Ÿ�¿�«  �·�©�á�ž  �Ù�”�Ä�›�¼� �Æ�Û�¿�«  �Ù�”�Ä�t�b�”�\�q�x�p�V�‡�d�œ�{�Ä
²�t�µ�»
�Â�Ÿ�¿�«  �·�©�á�ž  �Ù�”�Ä�w�·�©�á�æ�Â�Ÿ�›�¦�Ñ�t�`�o�T�’�z�¼� �Æ�Û�¿�«�t�b�”
ž�A�U�K�“
�‡�b�{

• �Ä�å�ï�©�ï�¬�›�æ�l�o�M�”�µ�»�Â�Ÿ�¿�«  �Ù�”�Ä�›�¼� �Æ�Û�¿�«  �Ù�”�Ä�t�b�”�\�q�x�p�V�‡�d
�œ�{�Ä�å�ï�«  �Ù�”�Ä�w�Ä�å�ï�©�ï�¬�›�¦�Ñ�t�`�h�K�q�t�z�Ù�”�Ä�›�µ�»�Â�Ÿ�¿�«�T�’�¼� �Æ
�Û�¿�«�t�!�Ë�b�”
ž�A�U�K�“�‡�b�{

�¢�«�£ VLAN Trunking Protocol�¢ VTP; VLAN �Ä�å�ï�©�ï�¬  �Ó�é�Ä�¯�ç�£���g�Å�Ý� �ï�S�‘�|  VMPS �«�å
� �ž�ï�Ä�q  VMPS �±�”�Ì�w���g  VLAN �x�‰�a�p�s�Z�•�y�s�“�‡�d�œ�{	Ä�I�t�m�M�o�x�z �H 10 	·

�®VTP �w
ƒ���¯ �S�‘�| �H 11 	·�® VLAN �w
ƒ���¯ �›�€	°�`�o�X�i�^�M�{


¯ 18-1 VMPS �S�‘�|�¼� �Æ�Û�¿�«  �Ù�”�Ä�w�Ã�Ñ�¥�ç�Ä
ƒ��

�;�ó �Ã�Ñ�¥�ç�Ä
ƒ��

VMPS �±�”�Ì

VMPS �w� �É�”�Ò�ç  �µ�Â�”�Ä �Ã�Ÿ�·�”�Ò�ç

VMPS ���g�Å�Ý� �ï �È�ç

VMPS TFTP �±�”�Ì none

VMPS �Ã�”�»�Õ�”�µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï
�Ñ�•� �ç�Ê

vmps-config-database.1

VMPS �E�8  VLAN �È�ç

VMPS �·�©�á�ž  �Þ�”�Å �¦�”�Ó�ï

VMPS no domain �A�{ �D�ó

VMPS �«�å� �ž�ï�Ä

VMPS �Å�Ý� �ï  �±�”�Ì none

VMPS �6�¬�Ý���´ 60 
ü

VMPS �±�”�Ì�6�¼�æ�s
: 3

�¼� �Æ�Û�¿�«  �Ù�”�Ä �¼� �Æ�Û�¿�«  �Ù�”�Ä�w
ƒ���s�`
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�µ� �¿�½	Í�p�w  VMPS �S�‘�|�¼� �Æ�Û�¿�«  �Ù�”�Ä  VLAN �Ý�ï�Ì�”�³�¿
�Ó�w
ƒ��

�\�\�p�x�z VMPS �›
ƒ���`�z�«�å� �ž�ï�Ä	Í�p�¼� �Æ�Û�¿�«  �Ù�”�Ä�›���[�b�”	�	q�t�m�M�o
†�Ì�`
�‡�b�{

• VMPS �Ã�”�»�Õ�”�µ�w�^
R�¢ p.18-4�£

• VMPS �w
ƒ���¢ p.18-5�£

• VMPS �«�å� �ž�ï�Ä	Í�p�w�¼� �Æ�Û�¿�«  �Ù�”�Ä�w
ƒ���¢ p.18-6�£

• VMPS �w���g�S�‘�|�Þ�Ç�»�¢ p.18-6�£

• �µ�»�Â�Ÿ�¿�«  VLAN �Ù�”�Ä  �Ý�ï�Ì�”�³�¿�Ó�w
ƒ���¢ p.18-8�£

VMPS �Ã�”�»�Õ�”�µ�w�^
R

VMPS �›�–�;�b�”�t�x�z VMPS �Ã�”�»�Õ�”�µ�›�^
R�`�z TFTP �±�”�Ì�t�-���b�”
ž�A�U�K�“�‡�b�{
VMPS �w�Í�”�±�x�æ�o�•�p�b�{�Ñ�•� �ç�w�¤�ï�Ä�æ�]�q�t�z�æ�›�~�Š�”
ž�A�U�K�“�‡�b�{�Ù�”�Ä
j
�ø�›
c�“�p�¦���b�”�\�q�x�p�V�‡�d�œ�{

�¢�«�£ ASCII �Â�©�µ�Ä�w  VMPS �Ã�”�»�Õ�”�µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Ñ�•� �ç�w�«�t�m�M�o�x�z �®VMPS
�Ã�”�»�Õ�”�µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Ñ�•� �ç�w�«�¯ �¢ p.18-12�£ �›�€	°�`�o�X�i�^�M�{

VMPS �Ã�”�»�Õ�”�µ  �Ñ�•� �ç�›�^
R�b�”�M�x�z�Í�w�«�™�Ä�ò�t	H�l�o�X�i�^�M�{

• VMPS �±�”�Ì�U�z �Ÿ�s�”�»� �Ó�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Ñ�•� �ç�›�¡�l�o�¡�ˆ���‰�\�q�U�s
�M�‘�O�t�z�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Ñ�•� �ç�x
ž�c  [VMPS] �p�‰�•�`�o�X�i�^�M�{

• VMPS �Å�Ý� �ï�w���[  �•  VMPS �Å�Ý� �ï�x�z�µ� �¿�½	Í�p
ƒ���^�•�o�M�”  VTP �Å�Ý� �ï�Ê�q
�0� �^�d�”
ž�A�U�K�“�‡�b�{

• �·�©�á�æ�Â�Ÿ  �Þ�”�Å�w���[  �•  VMPS �x�z �¦�”�Ó�ï  �Þ�”�Å�‡�h�x�·�©�á�ž  �Þ�”�Å�p�ˆ�^�D�ó�p
�b�{

• �¢�Ú�™�£�E�8  VLAN �w���[  �•  
€���×�µ�Ä�w  MAC �ž�Å�è�µ�U�Ã�”�»�Õ�”�µ�p���[�^�•�o�M�s�M
	Ô�ù�z�E�8  VLAN �U�Â�“�p�o�’�•�‡�b�{

• MAC �ž�Å�è�µ /VLAN �Ê�Ú�¿�Ð�ï�¬�w���[  �•  �¤�×�µ�Ä�w  MAC �ž�Å�è�µ�q�z �f�•�g�•�U	t���b
�”  VLAN �›�Ö�—�`�‡�b�{�¦���`�h�×�µ�Ä�w�É�¿�Ä�ë�”�«
€���›�Ð�­�b�”�t�x�z VLAN �Ê�q�`�o
--NONE-- �©�”�ë�”�Å�›�–�;�`�‡�b�{�Ù�”�Ä�x�z�µ� �¿�½�w  IP �ž�Å�è�µ�q�Ù�”�Ä�w�Þ�´�á�”�ç
/ �Ù�”�Ä
j�ø�¢ mod/port �w���Ü�£�p�¦���`�‡�b�{

• �Ù�”�Ä  �¬�ç�”�Ó�w���[  �•  �Ù�”�Ä  �¬�ç�”�Ó�x�z�Ù�”�Ä�w�æ�g�¬�ç�”�Ó�p�b�{�x�‘�w�Ù�”�Ä�‡�h
�x�Ù�”�Ä  �¬�ç�”�Ó�t  VMPS �Ù�æ�³�”�›�&�;�p�V�‡�b�{�©�”�ë�”�Å  all-ports �›�–�;�b�”�q�z�¦
���`�h�µ� �¿�½�w�b�‚�o�w�Ù�”�Ä�›�¦���b�”�\�q�U�p�V�‡�b�{

• VLAN �¬�ç�”�Ó�w���[  �•  VLAN �¬�ç�”�Ó�p�z VLAN �w�æ�g�¬�ç�”�Ó�›���[�`�‡�b�{ �æ�g�¬�ç�”
�Ó�p�x�z VLAN �Ù�”�Ä  �Ù�æ�³�”�›���[�`�‡�b�{

• VLAN �Ù�”�Ä  �Ù�æ�³�”�w���[  �•  VLAN �Ù�”�Ä  �Ù�æ�³�”�p�z 
M�v
Ç�V  VLAN �q�0� 
Ç�Z�”�Ù�”
�Ä�›���[�`�‡�b�{
M�v
Ç�V  VLAN �x�z�f�w  VLAN �U���O�p�V�”�°�È�w�¼� �Æ�Û�¿�«  �Ù�”�Ä�›
���[�b�”�\�q�t�‘�l�o
ƒ���`�‡�b�{

VMPS �Ã�”�»�Õ�”�µ�›�^
R�b�”�t�x�z�Í�w�^�À�›�æ�M�‡�b�{
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VMPS �w
ƒ��

VMPS �›� �É�”�Ò�ç�t
ƒ���b�”�q�z TFTP �±�”�Ì�‡�h�x  Remote Copy Protocol�¢ RCP�£�±�”�Ì�T�’
VMPS �Ã�”�»�Õ�”�µ�U�¼�¢�ï�é�”�Å�^�•�z VMPS �A�{�w	!�Z�Ö�•�U�‰�•�^�•�‡�b�{

VMPS �›
ƒ���b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z�µ� �¿�½	Í�p  VMPS �›� �É�”�Ò�ç�t�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set vmps state enable
Vlan Membership Policy Server enable is in progress.
Console>  (enable)

VMPS �›�Ã�Ÿ�·�”�Ò�ç�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z�µ� �¿�½	Í�p  VMPS �›�Ã�Ÿ�·�”�Ò�ç�t�b�”�«�›�Ô�`�‡�b�{

Console>  (enable)  set vmps state disable
All the VMPS configuration information will be lost and the resources released on 
disable.
Do you want to continue (y/n[n]): y
Vlan Membership Policy Server disabled.
Console>  (enable)

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 VLAN �t�ˆ�$�t�Â�“�p�o�”�×�µ�Ä�w  MAC �ž�Å
�è�µ�›�Ð�‚�‡�b�{

show cam

�µ�Â�¿�Ó 2 �ë�”�«�µ�Â�”�³�ã�ï�‡�h�x  PC 	Í�p�z MAC �ž�Å
�è�µ /VLAN �Ú�¿�Ð�ï�¬�›�¦���`�h  ASCII �Â�©
�µ�Ä  �Ñ�•� �ç�›�^
R�`�‡�b�{

–

�µ�Â�¿�Ó 3 ASCII �Â�©�µ�Ä  �Ñ�•� �ç�›  TFTP �±�”�Ì�t�8
ù
�`�z�µ� �¿�½�t�¼�¢�ï�é�”�Å�p�V�”�‘�O�t�`�‡
�b�{

–

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 �¼�¢�ï�é�”�Å�M�Ü�›�¦���`�‡�b�{ set vmps downloadmethod rcp | tftp  [username]

�µ�Â�¿�Ó 2 ASCII �Â�©�µ�Ä�w  VMPS �Ã�”�»�Õ�”�µ  �¯�ï�Ñ�Ÿ
�ª�á�è�”�³�ã�ï  �Ñ�•� �ç�›�-���b�”  TFTP �±�”
�Ì�‡�h�x  RCP �±�”�Ì�w  IP �ž�Å�è�µ�›
ƒ���`�‡
�b�{

set vmps downloadserver ip_addr [filename]

�µ�Â�¿�Ó 3 VMPS �›� �É�”�Ò�ç�t�`�‡�b�{ set vmps state enable

�µ�Â�¿�Ó 4 VMPS �w
ƒ���›�¬�Ý�`�‡�b�{ show vmps

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 VMPS �›�Ã�Ÿ�·�”�Ò�ç�t�`�‡�b�{ set vmps state disable

�µ�Â�¿�Ó 2 VMPS �U�Ã�Ÿ�·�”�Ò�ç�t
ƒ���^�•�o�M�”�\�q�›
�¬�Ý�`�‡�b�{

show vmps
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VMPS �«�å� �ž�ï�Ä	Í�p�w�¼� �Æ�Û�¿�«  �Ù�”�Ä�w
ƒ��

VMPS �«�å� �ž�ï�Ä  �µ� �¿�½	Í�p�¼� �Æ�Û�¿�«  �Ù�”�Ä�›
ƒ���b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w
�^�À�›�æ�M�‡�b�{

�Í�t�z VMPS �±�”�Ì�›�¦���S�‘�|�¬�Ý�`�z�¼� �Æ�Û�¿�«  �Ù�”�Ä�›�Â�“�p�o�z
ƒ���›�¬�Ý�b�”�«�›�Ô
�`�‡�b�{

Console> (enable) show vmps server
VMPS domain server VMPS Status
---------------------------------------
192.0.0.6
192.0.0.1 primary
192.0.0.9
Console> (enable) set port membership 3/1-3 dynamic
Ports 3/1-3 vlan assignment set to dynamic.
Spantree port fast start option enabled for ports 3/1-3.
Console> (enable) set port membership 1/2 dynamic
Trunking port 1/2 vlan assignment cannot be set to dynamic.
Console> (enable) set port membership 2/1 dynamic
ATM LANE port 2/1 vlan assignment can not be set to dynamic.
Console> show port
Port Name Status Vlan Level Duplex Speed Type
1/1 connect dyn-3 normal full 100 100 BASE-TX
1/2 connect trunk normal half 100 100 BASE-TX
2/1 connect trunk normal full 155 OC3 MMF ATM
3/1 connect dyn-5 normal half 10 10 BASE-T
3/2 connect dyn-5 normal half 10 10 BASE-T
3/3 connect dyn-5 normal half 10 10 BASE-T
Console> (enable)

�¢�«�£ �Ù�”�Ä�t�0� �b�”  VLAN �U�Â�“�p�o�’�•�o�M�s�M	Ô�ù�t�x�z show port �¯�Ú�ï�Å�w	Z�—�p�z VLAN
�w�]�t  dyn-�U
¯�Ô�^�•�‡�b�{

VMPS �w���g�S�‘�|�Þ�Ç�»

MAC �ž�Å�è�µ /VLAN �Ú�¿�Ð�ï�¬	Ø�C�›
¯�Ô�b�”�t�x�z � �É�”�Ò�ç  �Þ�”�Å�p�Í�w�M�c�•�T�w�^�À�›
�æ�M�‡�b�{

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 VMPS �±�”�Ì�¢ VMPS �U� �É�”�Ò�ç�t
ƒ���^�•
�o�M�”�µ� �¿�½�£�w  IP �ž�Å�è�µ�›�¦���`�‡�b�{

set vmps server ip_addr [primary ]

�µ�Â�¿�Ó 2 VMPS �±�”�Ì�w�¦���›�¬�Ý�`�‡�b�{ show vmps server

�µ�Â�¿�Ó 3 �Ù�”�Ä�t�¼� �Æ�Û�¿�«  VLAN �Ý�ï�Ì�”�³�¿�Ó�w
�Â�“�p�o�›
ƒ���`�‡�b�{

set port membership mod/port dynamic

�µ�Â�¿�Ó 4 �¼� �Æ�Û�¿�«  �Ù�”�Ä�w�Â�“�p�o�›�¬�Ý�`�‡�b�{ show port [mod[/port]]

�^�À �¯�Ú�ï�Å

�Ã�”�»�Õ�”�µ�p  MAC �ž�Å�è�µ�U�Ú�¿�Ð�ï�¬�^
�•�o�M�”  VLAN �›
¯�Ô�`�‡�b�{

show vmps mac [mac_address]

�Ã�”�»�Õ�”�µ�p  VLAN �t�Ú�¿�Ð�ï�¬�^�•�o�M�”
MAC �ž�Å�è�µ�›
¯�Ô�`�‡�b�{

show vmps vlan [vlan_name]


M�v
Ç�V  VLAN �t���b�”�Ù�”�Ä�›
¯�Ô�`�‡�b�{ show vmps vlanports [vlan_name]
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VMPS �w�-	Ø�C�›
¯�Ô�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

VMPS �w�-	Ø�C�›	«�ˆ�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

VMPS �±�”�Ì  �¤�ï�Ä�æ�›	«�ˆ�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�¼� �Æ�Û�¿�«  �Ù�”�Ä  VLAN �Ý�ï�Ì�”�³�¿�Ó�w�Â�“�p�o�›�6�¬�Ý�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í
�w�^�À�›�æ�M�‡�b�{

�Í�t�z�¼� �Æ�Û�¿�«  �Ù�”�Ä  VLAN �Ý�ï�Ì�”�³�¿�Ó�w�Â�“�p�o�›�6�¬�Ý�b�”�«�›�Ô�`�‡�b�{

Console> (enable) reconfirm vmps
reconfirm process started
Use 'show dvlan statistics' to see reconfirm status
Console> (enable)

VMPS �Ã�”�»�Õ�”�µ�›	��ˆ�p�¼�¢�ï�é�”�Å�b�”�t�x�¢�!�Ë�^�•�h�Ã�”�»�Õ�”�µ  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï  �Ñ�•� �ç�›�¼�¢�ï�é�”�Å�b�”�z�‡�h�x�¼�¢�ï�é�”�Å�w�æ

�™�t�6�¼�æ�b�”�t�x�£ �z� �É�”�Ò
�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�^�À �¯�Ú�ï�Å

VMPS �w�-	Ø�C�›
¯�Ô�`�‡�b�{ show vmps statistics

�^�À �¯�Ú�ï�Å

VMPS �w�-	Ø�C�›	«�ˆ�`�‡�b�{ clear vmps statistics

�^�À �¯�Ú�ï�Å

VMPS �±�”�Ì  �¤�ï�Ä�æ�›	«�ˆ�`�‡�b�{ clear vmps server ip_addr

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 �¼� �Æ�Û�¿�«  �Ù�”�Ä  VLAN �Ý�ï�Ì�”�³�¿�Ó�›
�6�¬�Ý�`�‡�b�{

reconfirm vmps

�µ�Â�¿�Ó 2 �¼� �Æ�Û�¿�«  VLAN �6�¬�Ý�µ�Â�”�»�µ�›
¯�Ô�`
�‡�b�{

show dvlan statistics

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 TFTP �±�”�Ì�T�’  VMPS �Ã�”�»�Õ�”�µ�›�¼�¢�ï
�é�”�Å�b�”�T�z �Ÿ�s�”  VMPS �Ã�”�»�Õ�”�µ  �¯�ï
�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Ñ�•� �ç�›�¦���`�‡�b�{

download vmps

�µ�Â�¿�Ó 2 VMPS �Ã�”�»�Õ�”�µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï
�Ñ�•� �ç�›�¬�Ý�`�‡�b�{

show vmps
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�µ�»�Â�Ÿ�¿�«  VLAN �Ù�”�Ä  �Ý�ï�Ì�”�³�¿�Ó�w
ƒ��

�Ù�”�Ä�›�µ�»�Â�Ÿ�¿�«  VLAN �Ù�”�Ä  �Ý�ï�Ì�”�³�¿�Ó�t�í�b�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›
�æ�M�‡�b�{

�Í�t�z�Ù�”�Ä�›�µ�»�Â�Ÿ�¿�«  VLAN �Ù�”�Ä  �Ý�ï�Ì�”�³�¿�Ó�t�í�b�«�›�Ô�`�‡�b�{

Console> (enable) set port membership 3/1 static
Port 3/1 vlan assignment set to static.
Console> (enable)

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 �Ù�”�Ä�t�µ�»�Â�Ÿ�¿�«  VLAN �Ý�ï�Ì�”�³�¿�Ó�w
�Â�“�p�o�›
ƒ���`�‡�b�{

set port membership mod/port static

�µ�Â�¿�Ó 2 �µ�»�Â�Ÿ�¿�«  �Ù�”�Ä�w�Â�“�p�o�›�¬�Ý�`�‡�b�{ show port [mod[/port]]



�H 18 	·       VMPS �t�‘�”�¼� �Æ�Û�¿�«  �Ù�”�Ä  VLAN �Ý�ï�Ì�”�³�¿�Ó�w
ƒ��
VMPS �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Ñ�•� �ç�w�Ì�¿�«�ž�¿�Ó

18-9
Catalyst 6500 �³�æ�”�¶  �µ� �¿�½  �¹�Ñ�Ä�¢�£�ž  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �¨� �Å

OL-7193-01-J

VMPS �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Ñ�•� �ç�w�Ì�¿�«�ž�¿�Ó
VMPS �«�å� �ž�ï�Ä�S�‘�|�±�”�Ì�U�¦�ï�å� �ï�t�í�”�M�t�?�o�w�³�ß�¿�Ä�¼�¢�ï�™�w�—���›
†�Z
�”�t�x�z VMPS �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Ñ�•� �ç�w�Ì�¿�«�ž�¿�Ó�;�ó�›�–�;�`�‡�b�{�?�o�w�³�ß�¿
�Ä�¼�¢�ï�™�z �«�å� �ž�ï�Ä�U
ù	ô�`�h  VMPS �A�{�x�z VMPS �±�”�Ì�U  VMPS �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã
�ï  �Ñ�•� �ç�›  VMPS �±�”�Ì�T�’�¼�¢�ï�é�”�Å�b�”�‡�p�z TFTP �±�”�Ì�t�‘�l�o�©�á�”�t�Ö�•�’�•�‡
�b�{�«�å� �ž�ï�Ä  �ž�«�·�µ�U�³�µ�Â�Ü�6�I�ˆ�Ì�t�¬�î�t�—���`�s�M�‘�O�t�b�”�h�Š�t�z VMPS �¯�ï
�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�é�”�§�ç�t�Ì�¿�«�ž�¿�Ó�`�o�z�q�O�w  VMPS �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Ñ�•
� �ç�›�æ�Þ�”�Ä  TFTP �±�”�Ì�T�’�¼�¢�ï�é�”�Å�b�”�‡�p�z�f�w�Ñ�•� �ç�›�–�;�b�”�‘�O�t�µ� �¿�½
�›
ƒ���p�V�‡�b�{

VMPS �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Ñ�•� �ç�›�Ì�¿�«�ž�¿�Ó�b�”�‘�O�t�µ� �¿�½�›
ƒ���b�”�t�x�z� 
�É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z VMPS �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Ñ�•� �ç�›	��ˆ�p�Ì�¿�«�ž�¿�Ó�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set vmps config-file disk0:
Vlan Membership Policy Server back-up file name is set to disk0:vmps-backup-conf
ig-database.1.
Console> (enable)

�Í�t�z VMPS �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Ñ�•� �ç�›�×�ˆ�$�t�Ì�¿�«�ž�¿�Ó�b�”�‘�O�t�³�µ�Â�Ü�›
ƒ��
�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set vmps config-file auto-save enable
Auto save to store Vlan Membership Policy Server configuration file is enabled.
Console> (enable)

�^�À �¯�Ú�ï�Å

	��ˆ�p  VMPS �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Ñ�•� �ç
�›�Ì�¿�«�ž�¿�Ó�`�‡�b�{

�¢�«�£ �Ñ�•� �ç�Ê�›�¦���`�s�M	Ô�ù�z VMPS �¯�ï
�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Ñ�•� �ç�x  
vmps-backup-config-database.1 �q�` �o � -
���^�•�‡�b�{

set vmps config-file device:[filename]

VMPS �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Ñ�•� �ç�w�×�ˆ
�Ì�¿�«�ž�¿�Ó�›� �É�”�Ò�ç�t�`�‡�b�{

set vmps config-file auto-save enable | disable 


ƒ���›�¬�Ý�`�‡�b�{ show vmps
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�Í�t�z
ƒ���›�¬�Ý�b�”�«�›�Ô�`�‡�b�{

Console> show vmps
VMPS Server Status:
-------------------
Management Domain        (null)
State                    disabled
Operational Status       inactive
TFTP Server              default
TFTP File                vmps-config-database.1
Fallback VLAN            (null)
Secure Mode              open
VMPS No Domain Req       allow
VMPS Backup file name    disk0:vmps-backup-config-database.1
VMPS Auto-Save state     enabled

VMPS Client Status:
---------------------
VMPS VQP Version:     1
Reconfirm Interval:   60 min
Server Retry Count:   3
VMPS domain server:

No dynamic ports configured.
Console>
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VMPS �S�‘�|�¼� �Æ�Û�¿�«  �Ù�”�Ä  VLAN �Ý�ï�Ì�”�³�¿�Ó�w�Ä�å�Ò�ç
�³�á�”�Â�Ÿ�ï�¬

�\�\�p�x�z VMPS �S�‘�|�¼� �Æ�Û�¿�«  �Ù�”�Ä  VLAN �Ý�ï�Ì�”�³�¿�Ó�w�Ä�å�Ò�ç�³�á�”�Â�Ÿ�ï�¬�M
�O�t�m�M�o
†�Ì�`�‡�b�{

• VMPS �w�Ä�å�Ò�ç�³�á�”�Â�Ÿ�ï�¬�¢ p.18-11�£

• �¼� �Æ�Û�¿�«  �Ù�”�Ä  VLAN �Ý�ï�Ì�”�³�¿�Ó�w�Ä�å�Ò�ç�³�á�”�Â�Ÿ�ï�¬�¢ p.18-11�£

VMPS �w�Ä�å�Ò�ç�³�á�”�Â�Ÿ�ï�¬


¯ 18-2 �t�z set vmps state enable �¯�Ú�ï�Å�‡�h�x  download vmps �¯�Ú�ï�Å�›�Ö�—�`�h�q�V�t
¯�Ô�^
�•�”  VMPS �¤�å�”  �Ý�¿�·�”�´�›�Ô�`�‡�b�{

VMPS �x�z VMPS �Ã�”�»�Õ�”�µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Ñ�•� �ç�U
Y	×�t�¼�¢�ï�é�”�Å�^�•�h�K
�q�p�z�Ñ�•� �ç�›�r
s�`�z�Ã�”�»�Õ�”�µ�›�^
R�`�‡�b�{�r
s�U�ì�ƒ�b�”�q�z�r
s�`�h
ï�æ
:�S�‘�|
�r
s�¤�å�”�w
:�›�Ô�`�h�w�-	Ø�C�U	Z�—�^�•�‡�b�{

VMPS �r
s�¤�å�”�w	Ä�I�›�Ð�‚�”�t�x�z set logging level vmps 3 �¯�Ú�ï�Å�›�–�;�`�o�z VMPS �w Syslog
�è�Õ�ç�›  3 �t
ƒ���`�‡�b�{

�¼� �Æ�Û�¿�«  �Ù�”�Ä  VLAN �Ý�ï�Ì�”�³�¿�Ó�w�Ä�å�Ò�ç�³�á�”�Â�Ÿ�ï�¬

�Í�w	Ý�¯�U
C
\�b�”�q�z�¼� �Æ�Û�¿�«  �Ù�”�Ä�x�³�ß�¿�Ä�¼�¢�ï�b�”�D�ó
Q�U�K�“�‡�b�{

• VMPS �U�·�©�á�ž  �Þ�”�Å�p�z�T�m�×�µ�Ä�U�Ù�”�Ä�•
€���b�”�\�q�U�Ý�Š�’�•�o�M�s�M	Ô�ù�{
�Ù�”�Ä�x�z�×�µ�Ä�›�É�¿�Ä�ë�”�«�•
€���^�d�s�M�h�Š�t�³�ß�¿�Ä�¼�¢�ï�`�‡�b�{

• �¼� �Æ�Û�¿�«  �Ù�”�Ä	Í�w�ž�«�Â�Ÿ�Ò  �×�µ�Ä�U  50 �›�Ò�a�`�o�M�”	Ô�ù�{

�³�ß�¿�Ä�¼�¢�ï�`�h�¼� �Æ�Û�¿�«  �Ù�”�Ä�›�6�|� �É�”�Ò�ç�t�b�”�t�x�z set port enable mod/port �¯
�Ú�ï�Å�›�–�;�`�‡�b�{


¯ 18-2 VMPS �w�¤�å�”  �Ý�¿�·�”�´

VMPS �w�¤�å�”  �Ý�¿�·�”�´ �0	r�M�O

TFTP server IP address is not configured. set vmps tftpserver ip_addr [filename] �¯�Ú�ï�Å�›
�–�; �`�o  TFTP �±�”�Ì�w�ž�Å�è�µ�›�¦�� �`�‡
�b�{

Unable to contact the TFTP server 
172.16.254.222.

�¢ set ip route �¯�Ú�ï�Å�›�–�;�`�o�£ TFTP �±�”�Ì
�•�w�µ�»�Â�Ÿ�¿�«  �ç�”�Ä�›�Ö�—�`�‡�b�{

File “vmps_configuration.db” not found on 
the TFTP server 172.16.254.222.

TFTP �±�”�Ì�p  VMPS �Ã�”�»�Õ�”�µ  �¯�ï�Ñ�Ÿ
�ª�á�è�”�³�ã�ï  �Ñ�•� �ç�w�Ñ�•� �ç�Ê�›�¬�Ý�`
�‡�b�{�ž�«�·�µ�V�U
Y�`�X
ƒ���^�•�o�M�”�T�r
�O�T�›�¬�Ý�`�‡�b�{

Enable failed due to insufficient 
resources.

�µ� �¿�½�w�æ�¹�”�µ
Æ�
�U�j�¼�p�z�Ã�”�»�Õ�”
�µ�›�î�æ�p�V�‡�d�œ�{ DRAM �›�¦�Á�b�”�\�q�t
�‘�l�o�z�\�w�ð�J�›�r�>�p�V�‡�b�{
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VMPS �t�‘�”�¼� �Æ�Û�¿�«  �Ù�”�Ä  VLAN �Ý�ï�Ì�”�³�¿�Ó�w
ƒ���«
�\�\�p�x�z VMPS �S�‘�|�¼� �Æ�Û�¿�«  �Ù�”�Ä�›
ƒ���b�”�«�›	º�p�`�‡�b�{

• VMPS �Ã�”�»�Õ�”�µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Ñ�•� �ç�w�«�¢ p.18-12�£

• �¼� �Æ�Û�¿�«  �Ù�”�Ä  VLAN �Ý�ï�Ì�”�³�¿�Ó�w
ƒ���«�¢ p.18-13�£

VMPS �Ã�”�»�Õ�”�µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Ñ�•� �ç�w�«

�Í�t�z VMPS �Ã�”�»�Õ�”�µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Ñ�•� �ç�w�«�›�Ô�`�‡�b�{ VMPS �Ã�”�»�Õ�”
�µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Ñ�•� �ç�x�z ASCII �Â�©�µ�Ä  �Ñ�•� �ç�p�K�“�z VMPS �±�”�Ì�q�`�o�ˆ
�^�b�”�µ� �¿�½�T�’�ž�«�·�µ�p�V�”  TFTP �±�”�Ì	Í�t�-���`�‡�b�{�\�w
ƒ���«�w�“�A�x�Í�w�q�S�“
�p�b�{

• �·�©�á�æ�Â�Ÿ  �Þ�”�Å�U�¦�”�Ó�ï�`�o�M�‡�b�{

• �E�8  VLAN �t�x�z�Ã�Ñ�¥�ç�Ä�›�–�;�`�‡�b�{

• MAC �ž�Å�è�µ /VLAN �Ê�w�Ú�¿�Ð�ï�¬  �•  �¤�×�µ�Ä�w  MAC �ž�Å�è�µ�q�z�f�•�g�•�U	t���b�”
VLAN �›���[�`�‡�b�{

• �Ù�”�Ä  �¬�ç�”�Ó�›���[�`�‡�b�{

• VLAN �¬�ç�”�Ó�›���[�`�‡�b�{

• 
M�v
Ç�V  VLAN �t�0� 
Ç�Z�”�Ù�”�Ä�w  VLAN �Ù�”�Ä  �Ù�æ�³�”�›���[�`�‡�b�{

!VMPS File Format, version 1.1
! Always begin the configuration file with
! the word “VMPS”
!
!vmps domain <domain-name>
! The VMPS domain must be defined.
!vmps mode {open | secure}
! The default mode is open.
!vmps fallback <vlan-name>
!vmps no-domain-req { allow | deny }
!
! The default value is allow.
vmps domain WBU
vmps mode open
vmps fallback default
vmps no-domain-req deny
!
!
!MAC Addresses
!
vmps-mac-addrs
!
! address <addr> vlan-name <vlan_name>
!
address 0012.2233.4455 vlan-name hardware
address 0000.6509.a080 vlan-name hardware
address aabb.ccdd.eeff vlan-name Green
address 1223.5678.9abc vlan-name ExecStaff
address fedc.ba98.7654 vlan-name --NONE--
address fedc.ba23.1245 vlan-name Purple
!
!Port Groups
!
!vmps-port-group <group-name>
! device <device-id> { port <port-name> | all-ports }
!
vmps-port-group WiringCloset1
 device 198.92.30.32 port 3/2
 device 172.20.26.141 port 2/8
vmps-port-group “Executive Row”
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 device 198.4.254.222 port 1/2
 device 198.4.254.222 port 1/3
 device 198.4.254.223 all-ports
!
!
!VLAN groups
!
!vmps-vlan-group <group-name>
! vlan-name <vlan-name>
!
vmps-vlan-group Engineering
vlan-name hardware
vlan-name software
!
!
!VLAN port Policies
!
!vmps-port-policies {vlan-name <vlan_name> | vlan-group <group-name> }
! { port-group <group-name> | device <device-id> port <port-name> }
!
vmps-port-policies vlan-group Engineering
 port-group WiringCloset1
vmps-port-policies vlan-name Green
 device 198.92.30.32 port 4/8
vmps-port-policies vlan-name Purple
 device 198.4.254.22 port 1/2
 port-group “Executive Row”

�¼� �Æ�Û�¿�«  �Ù�”�Ä  VLAN �Ý�ï�Ì�”�³�¿�Ó�w
ƒ���«


$ 18-1 �t�z VMPS �±�”�Ì  �µ� �¿�½�q�z�¼� �Æ�Û�¿�«  �Ù�”�Ä�w�K�”  VMPS �«�å� �ž�ï�Ä  �µ� �¿�½�p
�Ï
R�^�•�”�É�¿�Ä�ë�”�«�›�Ô�`�‡�b�{�\�w�«�w
²��	Ú�E�x�Í�w�q�S�“�p�b�{

• VMPS �±�”�Ì�S�‘�|  VMPS �«�å� �ž�ï�Ä�x�z�f�•�g�•���x�w�µ� �¿�½�p�b�{

• �µ� �¿�½  1 �x�z�Ó�å� �Ú�æ  VMPS �±�”�Ì�p�b�{

• �µ� �¿�½  3 �S�‘�|�µ� �¿�½  10 �x�z�·�§�ï�¼�æ  VMPS �±�”�Ì�p�b�{

• �¤�ï�Å  �µ�Â�”�³�ã�ï�x�Í�w�«�å� �ž�ï�Ä�t
€���^�•�o�M�‡�b�{

�µ �µ� �¿�½  2

�µ �µ� �¿�½  9

• �Ã�”�»�Õ�”�µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Ñ�•� �ç�x�z Bldg-G.db �q�M�O�Ê
²�p�z IP �ž�Å�è�µ�U
172.20.22.7 �w TFTP �±�”�Ì	Í�t�-���^�•�o�M�‡�b�{

VMPS �q�¼� �Æ�Û�¿�«  �Ù�”�Ä�›
ƒ���b�”�t�x�z�Í�w	�	q�›�î�æ�`�‡�b�{

�µ�Â�¿�Ó  1 �µ� �¿�½  1 �›�Ó�å� �Ú�æ  VMPS �±�”�Ì�q�`�o
ƒ���`�‡�b�{

a. ASCII �Ñ�•� �ç�›�-���b�”  TFTP �±�”�Ì�w  IP �ž�Å�è�µ�›
ƒ���`�‡�b�{

Console> (enable) set vmps tftpserver 172.20.22.7 Bldg-G.db

b. VMPS �›� �É�”�Ò�ç�t�`�‡�b�{

Console> (enable) set vmps state enable

�\�•�’�w�¯�Ú�ï�Å�›�Ö�—�b�”�q�z �Ñ�•� �ç  Bldg-G.db �U�µ� �¿�½  1 �t�¼�¢�ï�é�”�Å�^�•�‡�b�{ �µ� �¿
�½ 1 �U VMPS �±�”�Ì�t�s�“�‡�b�{
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�µ�Â�¿�Ó  2 �¤  VMPS �«�å� �ž�ï�Ä	Í�p  VMPS �±�”�Ì  �ž�Å�è�µ�›
ƒ���`�‡�b�{

a. �Ó�å� �Ú�æ  VMPS �±�”�Ì�w  IP �ž�Å�è�µ�›
ƒ���`�‡�b�{

Console> (enable) set vmps server 172.20.26.150 primary

b. �·�§�ï�¼�æ  VMPS �±�”�Ì�w  IP �ž�Å�è�µ�›
ƒ���`�‡�b�{

Console> (enable) set vmps server 172.20.26.152

Console> (enable) set vmps server 172.20.26.159

c. VMPS �±�”�Ì�w�ž�Å�è�µ�›�¬�Ý�`�‡�b�{

Console> (enable) show vmps server

�µ�Â�¿�Ó  3 �µ� �¿�½  2 	Í�w�Ù�”�Ä  3/1 �›�¼� �Æ�Û�¿�«  �Ù�”�Ä�q�`�o
ƒ���`�‡�b�{

Console> (enable) set port membership 3/1 dynamic

�µ�Â�¿�Ó  4 �Ù�”�Ä  3/1 	Í�w�¤�ï�Å  �µ�Â�”�³�ã�ï  2 �›
€���`�‡�b�{ �¤�ï�Å  �µ�Â�”�³�ã�ï  2 �U�Í�­�¿�Ä�›
ù	ô�b�”
�q�z�µ� �¿�½  2 �U�Ó�å� �Ú�æ  VMPS �±�”�Ì�p�K�”�µ� �¿�½  1 �t�«�¤�æ�›
ù�“�‡�b�{�µ� �¿�½  1 �x�z
�Ù�”�Ä  3/1 �t�Â�“�p�o�”  VLAN �›� �t�q�`�o�&�`�‡�b�{�¼� �Æ�Û�¿�«  �Ù�”�Ä�p�x�Ã�Ñ�¥�ç�Ä�q�`
�o�z�µ�Í�Ç�ï�¬�À�æ�”  PortFast �Þ�”�Å�U� �É�”�Ò�ç�s�w�p�z�Ù�”�Ä  3/1 �x�h�i�j�t
€���^�•�o�8
ù
�Þ�”�Å�t�s�“�‡�b�{

�µ�Â�¿�Ó  5 �µ�Â�¿�Ó  2 �S�‘�|�µ�Â�¿�Ó  3 �›���“�&�`�o�z VMPS �±�”�Ì  �ž�Å�è�µ�›
ƒ���`�z�¤  VMPS �«�å� �ž
�ï�Ä  �µ� �¿�½	Í�t�¼� �Æ�Û�¿�«  �Ù�”�Ä�›�Â�“�p�o�‡�b�{
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$ 18-1 �¼� �Æ�Û�¿�«  �Ù�”�Ä  VLAN �Ý�ï�Ì�”�³�¿�Ó�w�Ï
R

 VMPS
 1

 VMPS
 2

VMPS
 3

Catalyst 6500
 

Catalyst 6000

172.20.26.150

172.20.26.151

Catalyst 6500  

172.20.26.152

172.20.26.153

172.20.26.154

172.20.26.155

172.20.26.156

172.20.26.157

172.20.26.158

172.20.26.159

  2

 1

TFTP 

3/1

 10

 9

 8

 7

 6

 5

 3

 2

 1

 4

172.20.22.7

55
90

8
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�4	•  VLAN �t�‘�”�¼� �Æ�Û�¿�«  �Ù�”�Ä  VLAN �Ý�ï�Ì�”�³�¿�Ó

�¢�«�£ �\�w�;�ó�p�x  Release 6.2(1) �Ž�ñ�w�¹�Ñ�Ä�¢�£�ž  �æ�æ�”�µ�U
ž�A�p�b�{

�\�\�p�x�z�É� �Â�Ÿ�Ò�q�Ž
æ�w  2 �m�w VLAN �t���b�”�‘�O�t�z�¼� �Æ�Û�¿�«  �Ù�”�Ä�›
ƒ���b�”	�
	q�t�m�M�o
†�Ì�`�‡�b�{�\�\�p�x�z�Í�w�;� �›�–�;�`�‡�b�{

• �4	•  VLAN �•  IP Phone �;�w�x���w  VLAN

• �É� �Â�Ÿ�Ò  VLAN �•  �Ã�”�»�;�w	H�R�w  VLAN

• �4	•  VLAN ID �•  �4	•  VLAN �w VLAN ID

• �É� �Â�Ÿ�Ò  VLAN ID �•  �É� �Â�Ÿ�Ò  VLAN �w VLAN ID

Release 6.2(1) �‘�“
²�w�¹�Ñ�Ä�¢�£�ž  �æ�æ�”�µ�p�x�z�¼� �Æ�Û�¿�«  �Ù�”�Ä�x  1 �m�w VLAN �t�`�T��
�b�”�\�q�U�p�V�‡�d�œ�p�`�h�{�‡�h�z�É� �Â�Ÿ�Ò  VLAN �q�4	•  VLAN �›
‹�Q�h�Ù�”�Ä�t�0�`�o�¼
� �Æ�Û�¿�«  �Ù�”�Ä  VLAN �;�ó�›� �É�”�Ò�ç�t
ƒ���p�V�‡�d�œ�p�`�h�{

�°�M�z Release 6.2(1) �Ž�ñ�w�¹�Ñ�Ä�¢�£�ž  �æ�æ�”�µ�p�x�z�¼� �Æ�Û�¿�«  �Ù�”�Ä�x  2 �m�w VLAN �t��
�b�”�\�q�U�p�V�‡�b�{ IP Phone �q�w
€���›
ƒ���b�”�µ� �¿�½  �Ù�”�Ä�p�z�Í�w�Ä�å�Ñ�Ÿ�¿�«�›�;
ù�b
�”�‘�O�t�z�x���w  VLAN �›
ƒ���p�V�‡�b�{

• IP Phone �q�w���w�;
`�Ä�å�Ñ�Ÿ�¿�«�¢�4	•  VLAN�£

• IP Phone�¢�É� �Â�Ÿ�Ò  VLAN�£�w�ž�«�·�µ  �Ù�”�Ä �›�p�`�o�µ� �¿�½�t
€���b�”  PC �q�w���w�Ã�”
�»  �Ä�å�Ñ�Ÿ�¿�«

�\�\�p�x�z
ƒ���Ì�w�«�™�Ä�ò�S�‘�|
M�v�Ä�ò�t�m�M�o
†�Ì�`�‡�b�{

• �4	•  VLAN �t�‘�”�¼� �Æ�Û�¿�«  �Ù�”�Ä  VLAN �Ý�ï�Ì�”�³�¿�Ó�w�«�™�Ä�ò�¢ p.18-16�£

• �4	•  VLAN �t�‘�”�¼� �Æ�Û�¿�«  �Ù�”�Ä  VLAN �Ý�ï�Ì�”�³�¿�Ó�w
ƒ���¢ p.18-17�£

�¢�«�£ �4	•  VLAN �S�‘�|  Cisco Voice over IP�¢ VoIP�£�É�¿�Ä�ë�”�«�w	Ä�I�t�m�M�o�x�z �H 53 	·�® VoIP �É�¿
�Ä�ë�”�«�w
ƒ���¯ �›�€	°�`�o�X�i�^�M�{

�4	•  VLAN �t�‘�”�¼� �Æ�Û�¿�«  �Ù�”�Ä  VLAN �Ý�ï�Ì�”�³�¿�Ó�w�«�™�Ä�ò

�\�\�p�x�z�4	•  VLAN �;�t�¼� �Æ�Û�¿�«  �Ù�”�Ä  VLAN �Ý�ï�Ì�”�³�¿�Ó�›
ƒ���b�”�M�w�«�™�Ä�ò�q

M�v�Ä�ò�t�m�M�o
†�Ì�`�‡�b�{

• �É� �Â�Ÿ�Ò  VLAN ID �w
ƒ���x�z IP Phone �w�ž�«�·�µ  �Ù�”�Ä�t
€���`�h  PC �t�0�`�o�x�ˆ�$�p
�b�{�°�M�z�4	•  VLAN ID �w
ƒ���x�ˆ�$�p�x�s�M�w�p�z	��ˆ�p
ƒ���b�”
ž�A�U�K�“�‡�b�{�4	•
VLAN ID �w
ƒ���x	��ˆ�p�æ�˜�•�”�w�p�z VMPS �±�”�Ì�x�z IP Phone �T�’�£	ô�b�”�Í�­�¿�Ä�p�x
�s�X  PC �T�’�£	ô�b�”�Í�­�¿�Ä�t�0�`�o	°�q�^�•�‡�b�{

• Cisco Discovery Protocol�¢ CDP�£�Í�­�¿�Ä�›	†�M�h  IP Phone �T�’�w�b�‚�o�w�Í�­�¿�Ä�x�z�4	•
VLAN ID �p�»�¬�U
Ç�Z�’�•�‡�b�{�4	•  VLAN ID �p�»�¬�U
Ç�Z�’�•�h�Í�­�¿�Ä�x�b�‚�o�z IP
Phone �T�’�w�Í�­�¿�Ä�q�ˆ�s�^�•�z�’�“�w�Í�­�¿�Ä�x  PC �T�’�w�Í�­�¿�Ä�q�ˆ�s�^�•�‡�b�{

• 802.1p �‡�h�x�»�¬�s�`�Ñ�è�”�Ü�p�4	•  VLAN ID �›
ƒ���b�”	Ô�ù�x�z IP Phone �w MAC �ž�Å�è�µ
�p  VMPS �±�”�Ì�›
ƒ���b�”
ž�A�U�K�“�‡�b�¢ VMPS �w
ƒ���t�m�M�o�x�z �®VMPS �t�‘�”�¼� �Æ
�Û�¿�«  �Ù�”�Ä  VLAN �Ý�ï�Ì�”�³�¿�Ó�w
ƒ���«�¯ [p.18-12]  �›�€	°�£ �{

• �¼� �Æ�Û�¿�«  �Ù�”�Ä�w	Ô�ù�z�4	•  VLAN ID �x�z�¼� �Æ�Û�¿�«  �Ù�”�Ä�;�t  VMPS �t�‘�l�o�Â�“
�p�o�’�•�h�É� �Â�Ÿ�Ò  VLAN ID �q�‰�a
ƒ���t�b�”�\�q�x�p�V�‡�d�œ�{

• �Ù�”�Ä�w
ƒ���t�M�`�o�x�z�Ä
²�t �®VMPS �S�‘�|�¼� �Æ�Û�¿�«  �Ù�”�Ä  VLAN �Ý�ï�Ì�”�³�¿�Ó

ƒ���Ì�w�«�™�Ä�ò�¯ �¢ p.18-3�£ �›�€	°�`�o�X�i�^�M�{
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�4	•  VLAN �t�‘�”�¼� �Æ�Û�¿�«  �Ù�”�Ä  VLAN �Ý�ï�Ì�”�³�¿�Ó�w
ƒ��

�4	•  VLAN �p�¼� �Æ�Û�¿�«  �Ù�”�Ä  VLAN �Ý�ï�Ì�”�³�¿�Ó�›
ƒ���b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í
�w�^�À�›�æ�M�‡�b�{

�Í�t�z�4	•  VLAN �t�;
`�Ù�”�Ä�›�å�C�`�z�§�Ó�·�ç�=�»� �Ó�›�¦���b�”�M�O�›�Ô�`�‡�b�{

Console> (enable) set port auxiliaryvlan 5/9 222  
Auxiliaryvlan 222 configuration successful.
AuxiliaryVlan AuxVlanStatus Mod/Ports
------------- ------------- -------------------------
222           active        5/9
Console> (enable)

Console> (enable) set port auxiliaryvlan 5/9 dot1p
Port 5/9 allows the connected device send and receive packets with 802.1p priority.
Console> (enable)

�Í�t�z�¼� �Æ�Û�¿�«  �Ù�”�Ä�q�`�o�Ù�”�Ä  5/9 �›�¦���b�”�«�›�Ô�`�‡�b�{

Console> (enable) set port membership 5/9 dynamic
Warning: Auxiliary Vlan set to dot1p|untagged on dynamic port. VMPS will be queried 
for IP phones.
Port 5/9 vlan assignment set to dynamic.
Spantree port fast start option enabled for ports 5/9.
Console> (enable)

�Í�t�z�¦���^�•�h�4	•  VLAN ID �›�É� �Â�Ÿ�Ò  VLAN ID �q�‰�a
ƒ���t�p�V�s�M�«�›�Ô�`�‡�b�{

Console> (enable) set port auxiliaryvlan 5/10 223
Auxiliary vlan cannot be set to 223 as PVID=223.
Console> (enable) 

�^�À �¯�Ú�ï�Å

�4	•  VLAN �p�¼� �Æ�Û�¿�«  �Ù�”�Ä  VLAN �Ý�ï
�Ì�”�³�¿�Ó�›
ƒ���`�‡�b�{

set port auxiliaryvlan mod[/port] { vlan | untagged |
dot1p | none}  [cdpverify { enable | disable}]
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�µ�Â�”�»�µ�S�‘�|
€���w�¬�Ý

�\�w	·�p�x�z Catalyst 6500 �³�æ�”�¶  �µ� �¿�½	Í�p�µ�Â�”�»�µ�S�‘�|
€���›�¬�Ý�b�”�M�O�t�m�M�o
†
�Ì�`�‡�b�{

�¢�«�£ �\�w	·�p�–�;�`�o�M�”�¯�Ú�ï�Å�w�ì
¶�s�Ï���S�‘�|�–�;�M�O�w	Ä�I�t�m�M�o�x�z �° Catalyst 6500
Series Switch Command Reference�±�›�€	°�`�o�X�i�^�M�{

�\�w	·�p
†�Ì�b�”�º�0�x�z�Í�w�q�S�“�p�b�{

• �Þ�´�á�”�ç  �µ�Â�”�»�µ�w�¬�Ý�¢ p.19-2�£

• �Ù�”�Ä  �µ�Â�”�»�µ�w�¬�Ý�¢ p.19-3�£

• �Ù�”�Ä�w  MAC �ž�Å�è�µ�w
¯�Ô�¢ p.19-5�£

• �Ù�”�Ä�;�ó�w
¯�Ô�¢ p.19-6�£

• 10 �ª�¨�Ï�¿�Ä  � �”�±�É�¿�Ä  �æ�ï�«�w�µ�Â�”�»�µ�w�¬�Ý�¢ p.19-7�£

• TDR �t�‘�”�­�”�Ò�ç  �µ�Â�”�»�µ�w�¬�Ý�¢ p.19-9�£

• Telnet �w�–�;�M�O�¢ p.19-10�£

• Telnet �·�¿�³�ã�ï�w  SSH �‰�ø�=�w�–�;�M�O�¢ p.19-10�£

• �â�”�²  �·�¿�³�ã�ï�w�Þ�Ç�»�¢ p.19-12�£

• ping �w�–�;�M�O�¢ p.19-13�£

• �è� �à  2 traceroute �w�–�;�M�O�¢ p.19-15�£

• IP traceroute �w�–�;�M�O�¢ p.19-16�£

• �Ù�”�Ä  �§�¢�ï�»�w�³�µ�Â�Ü�/���›�–�;�b�”�M�O�¢ p.19-18�£

• �Í�­�¿�Ä�Ì�¿�Ñ�•  �¤�å�”	r�g�w
ƒ���¢ p.19-23�£

• EtherChannel/�æ�ï�«  �¤�å�”	r�g�w
ƒ���¢ p.19-24�£

• IEEE 802.3ah � �”�±�É�¿�Ä  OAM �w
ƒ���¢ p.19-26�£
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�Þ�´�á�”�ç  �µ�Â�”�»�µ�w�¬�Ý
Catalyst 6500 �³�æ�”�¶  �µ� �¿�½�x�z�Ú�ç�½�Þ�´�á�”�ç  �³�µ�Â�Ü�p�b�{�µ� �¿�½�t�e�L�^�•�o�M�”�Þ
�´�á�”�ç�z MAC�¢�Ý�Ã�Ÿ�ž  �ž�«�·�µ
M�š�£�ž�Å�è�µ
c�“�z�S�‘�|�¤�Þ�´�á�”�ç�w�Ì�”�´�ã�ï
j�ø
�›�Ð�‚�”�t�x�z show module [mod] �¯�Ú�ï�Å�›�–�;�`�‡�b�{�¤�Þ�´�á�”�ç�w	Ä�I	Ø�C�›
¯�Ô�b�”�t
�x�z�f�w�Þ�´�á�”�ç�w
j�ø�›�¦���`�‡�b�{

�Þ�´�á�”�ç�w�µ�Â�”�»�µ�›�¬�Ý�b�”�t�x�z�â�”�²  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z�Þ�´�á�”�ç  �µ�Â�”�»�µ�›�¬�Ý�b�”�«�›�Ô�`�‡�b�{	Z�—�p�x�z�³�ß�”�³�t�x�µ�”�Í�Ì� �²  �¤
�ï�´�ï�U  1 �m�z���w�Þ�´�á�”�ç�U  4 �m�e�L�^�•�o�M�”�\�q�›�Ô�`�o�M�‡�b�{

Console> (enable) show module
Mod Slot Ports Module-Type               Model               Status
--- ---- ----- ------------------------- ------------------- --------
1   1    2     1000BaseX Supervisor      WS-X6K-SUP1-2GE     ok
2   2    24    100BaseFX MM Ethernet     WS-X6224-100FX-MT   ok
3   3    8     1000BaseX Ethernet        WS-X6408-GBIC       ok
4   4    48    10/100BaseTX (Telco)      WS-X6248-TEL        ok
5   5    48    10/100BaseTX (RJ-45)      WS-X6248-RJ-45      ok

Mod Module-Name         Serial-Num
--- ------------------- -----------
1                       SAD03040546
2                       SAD03110020
3                       SAD03070194
4                       SAD03140787
5                       SAD03181291

Mod MAC-Address(es)                        Hw     Fw         Sw
--- -------------------------------------- ------ ---------- -----------------
1   00-50-f0-a8-26-b2 to 00-50-f0-a8-26-b3 1.4    5.1(1)     5.2(1)CSX
    00-50-f0-a8-26-b0 to 00-50-f0-a8-26-b1
    00-50-3e-8d-64-00 to 00-50-3e-8d-67-ff
2   00-50-54-6c-e9-a8 to 00-50-54-6c-e9-bf 1.3    4.2(0.24)V 5.2(1)CSX
3   00-50-54-6c-93-6c to 00-50-54-6c-93-73 1.4    4.2(0.24)V 5.2(1)CSX
4   00-50-54-bf-59-64 to 00-50-54-bf-59-93 0.103  4.2(0.24)V 5.2(1)CSX
5   00-50-f0-ac-30-54 to 00-50-f0-ac-30-83 1.0    4.2(0.24)V 5.2(1)CSX

Mod Sub-Type                Sub-Model           Sub-Serial  Sub-Hw
--- ----------------------- ------------------- ----------- ------
1   L2 Switching Engine I   WS-F6020            SAD03040312 1.0 
Console> (enable)

�Í�t�z�›���w�Þ�´�á�”�ç�w�µ�Â�”�»�µ�›�¬�Ý�b�”�«�›�Ô�`�‡�b�{

Console> (enable) show module 4
Mod Slot Ports Module-Type               Model               Status
--- ---- ----- ------------------------- ------------------- --------
4   4    48    10/100BaseTX (Telco)      WS-X6248-TEL        ok

Mod Module-Name         Serial-Num
--- ------------------- -----------
4                       SAD03140787

Mod MAC-Address(es)                        Hw     Fw         Sw
--- -------------------------------------- ------ ---------- -----------------
4   00-50-54-bf-59-64 to 00-50-54-bf-59-93 0.103  4.2(0.24)V 5.2(1)CSX
Console> (enable)

�^�À �¯�Ú�ï�Å

�Þ�´�á�”�ç  �µ�Â�”�»�µ�›�¬�Ý�`�‡�b�{ show module [mod]
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�Ù�”�Ä  �µ�Â�”�»�µ�w�¬�Ý
�µ� �¿�½  �Ù�”�Ä	Í�w�±�Ú�æ�”�‡�h�x	Ä�I	Ø�C�›
¯�Ô�b�”�t�x�z show port [mod[/port]] �¯�Ú�ï�Å�›�–
�;�`�‡�b�{�¾
:�›�¦���d�c�t  show port �¯�Ú�ï�Å�›�Ö�—�b�”�q�z�µ� �¿�½	Í�w�b�‚�o�w�Ù�”�Ä�w�±
�Ú�æ�”	Ø�C�U
¯�Ô�^�•�‡�b�{�›���w�Þ�´�á�”�ç
j�ø�›�¦���b�”�q�z�f�w�Þ�´�á�”�ç�w�Ù�”�Ä	Ø�C�i
�Z�U
¯�Ô�^�•�‡�b�{�Þ�´�á�”�ç
j�ø�S�‘�|�Ù�”�Ä
j�ø�w�†�M�›�¦���b�”�q�z�¦���`�h�Ù�”�Ä�w	Ä�I
	Ø�C�U
¯�Ô�^�•�‡�b�{

�›���w�Ù�”�Ä�t�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �¯�Ú�ï�Å�›�&�;�b�”�t�x�z �0� �b�”�æ�g�Þ�´�á�”�ç�›�¦��
�b�”
ž�A�U�K�“�‡�b�{	Ä�I�t�m�M�o�x�z �®�Þ�´�á�”�ç  �µ�Â�”�»�µ�w�¬�Ý�¯ �¢ p.19-2�£ �›�€	°�`�o�X�i
�^�M�{

�Ù�”�Ä�w�µ�Â�”�»�µ�›�¬�Ý�b�”�t�x�z�â�”�²  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z�›���Þ�´�á�”�ç�i�Z�w�Ù�”�Ä	Ø�C�›
¯�Ô�b�”�«�›�Ô�`�‡�b�{

Console> (enable) show port 1
Port  Name               Status     Vlan       Duplex Speed Type
----- ------------------ ---------- ---------- ------ ----- ------------
 1/1                     connected  1            full  1000 1000BaseSX
 1/2                     notconnect 1            full  1000 1000BaseSX

Port  Security Secure-Src-Addr   Last-Src-Addr     Shutdown Trap     IfIndex
----- -------- ----------------- ----------------- -------- -------- -------
 1/1  disabled                                     No       disabled 3
 1/2  disabled                                     No       disabled 4

Port     Broadcast-Limit Broadcast-Drop
-------- --------------- --------------------
 1/1                   -                    0
 1/2                   -                    0

Port   Send FlowControl    Receive FlowControl   RxPause    TxPause
       admin    oper       admin    oper
-----  -------- --------   -------- --------     ---------- ----------
 1/1   desired  off        off      off          0          0
 1/2   desired  off        off      off          0          0

Port  Status     Channel   Admin Ch    Neighbor                         Neighbor
                 Mode      Group Id    Device                              Port
----- ---------- --------- ----- ----- ----------------------------------- -----
 1/1  connected  auto      65    0
 1/2  notconnect auto      65    0

Port  Align-Err  FCS-Err    Xmit-Err   Rcv-Err    UnderSize
----- ---------- ---------- ---------- ---------- ---------
 1/1           0          0          0          0         0
 1/2           0          0          0          0         0

Port  Single-Col Multi-Coll Late-Coll  Excess-Col Carri-Sen Runts     Giants
----- ---------- ---------- ---------- ---------- --------- --------- ---------
 1/1           0          0          0          0         0         0         0
 1/2           0          0          0          0         0         0         0

Last-Time-Cleared
--------------------------
Tue Jun 8 1999, 10:01:35 
Console> (enable)

�^�À �¯�Ú�ï�Å

�Ù�”�Ä  �µ�Â�”�»�µ�›�¬�Ý�`�‡�b�{ show port [mod[/port]]
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�Í�t�z�x�‘�w�Ù�”�Ä�w	Ä�I	Ø�C�›
¯�Ô�b�”�«�›�Ô�`�‡�b�{

Console> (enable) show port 1/1
Port  Name               Status     Vlan       Duplex Speed Type
----- ------------------ ---------- ---------- ------ ----- ------------
 1/1                     connected  1            full  1000 1000BaseSX

Port  Security Secure-Src-Addr   Last-Src-Addr     Shutdown Trap     IfIndex
----- -------- ----------------- ----------------- -------- -------- -------
 1/1  disabled                                     No       disabled 3

Port     Broadcast-Limit Broadcast-Drop
-------- --------------- --------------------
 1/1                   -                    0
Port   Send FlowControl    Receive FlowControl   RxPause    TxPause
       admin    oper       admin    oper
-----  -------- --------   -------- --------     ---------- ----------
 1/1   desired  off        off      off          0          0

Port  Status     Channel   Admin Ch    Neighbor                         Neighbor
                 Mode      Group Id    Device                              Port
----- ---------- --------- ----- ----- ----------------------------------- -----
 1/1  connected  auto      65    0

Port  Align-Err  FCS-Err    Xmit-Err   Rcv-Err    UnderSize
----- ---------- ---------- ---------- ---------- ---------
 1/1           0          0          0          0         0

Port  Single-Col Multi-Coll Late-Coll  Excess-Col Carri-Sen Runts     Giants
----- ---------- ---------- ---------- ---------- --------- --------- ---------
 1/1           0          0          0          0         0         0         0

Last-Time-Cleared
--------------------------
Tue Jun 8 1999, 10:01:35 
Console> (enable)
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�Ù�”�Ä�w  MAC �ž�Å�è�µ�w
¯�Ô
show module �¯�Ú�ï�Å�›�–�;�`�o�Þ�´�á�”�ç�w  MAC �ž�Å�è�µ
c�“�›
¯�Ô�b�”�„�T�t�z show port
mac-address [mod[/port]] �¯�Ú�ï�Å�p�z�›���w�µ� �¿�½  �Ù�”�Ä�w  MAC �ž�Å�è�µ�›
¯�Ô�b�”�\�q�‹�p
�V�‡�b�{

�›���w�Ù�”�Ä�w  MAC �ž�Å�è�µ�›
¯�Ô�b�”�t�x�z�â�”�²  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z�›���w�Ù�”�Ä�w  MAC �ž�Å�è�µ�›
¯�Ô�b�”�«�›�Ô�`�‡�b�{

Console> show port mac-address 4/1
Port  Mac address
----- ----------------------
 4/1  00-50-54-bf-59-64

�Í�t�z�Þ�´�á�”�ç	Í�w�b�‚�o�w�Ù�”�Ä�w  MAC �ž�Å�è�µ�›
¯�Ô�b�”�«�›�Ô�`�‡�b�{

Console> show port mac-address 4
Port  Mac address
----- ----------------------
 4/1  00-50-54-bf-59-64
 4/2  00-50-54-bf-59-65
 4/3  00-50-54-bf-59-66
 4/4  00-50-54-bf-59-67

...

 4/47 00-50-54-bf-59-92
 4/48 00-50-54-bf-59-93

�^�À �¯�Ú�ï�Å

�›���w�Ù�”�Ä�w  MAC �ž�Å�è�µ�›
¯�Ô�`�‡�b�{ show port mac-address [mod[/port]]
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�Ù�”�Ä�;�ó�w
¯�Ô
�µ� �¿�½�w�Ù�”�Ä�;�ó�›
¯�Ô�b�”�t�x�z show port capabilities [[mod][ /port]] �¯�Ú�ï�Å�›�–�;�`�‡�b�{

�›���w�Ù�”�Ä�w�;�ó�›
¯�Ô�b�”�t�x�z�â�”�²  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z�µ� �¿�½  �Ù�”�Ä�w�;�ó�›
¯�Ô�b�”�«�›�Ô�`�‡�b�{

Console> (enable) show port capabilities 1/1
Model                    WS-X6K-SUP1A-2GE
Port                     1/1
Type                     No Connector
Speed                    1000
Duplex                   full
Trunk encap type         802.1Q,ISL
Trunk mode               on,off,desirable,auto,nonegotiate
Channel                  yes
Broadcast suppression    percentage(0-100)
Flow control             receive-(off,on,desired),send-(off,on,desired)
Security                 yes
Membership               static,dynamic
Fast start               yes
QOS scheduling           rx-(1p1q4t),tx-(1p2q2t)
CoS rewrite              yes
ToS rewrite              DSCP
UDLD                     yes
Inline power             no
AuxiliaryVlan            no
SPAN                     source,destination
COPS port group          1/1-2 
Console> (enable)

�^�À �¯�Ú�ï�Å

�›���w�Ù�”�Ä�w�;�ó�›
¯�Ô�`�‡�b�{ show port capabilities [mod[/port]]
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10 �ª�¨�Ï�¿�Ä  � �”�±�É�¿�Ä  �æ�ï�«�w�µ�Â�”�»�µ�w�¬�Ý
�­�”�Ò�ç

�…�;�ó�p�z 10 �ª�¨�Ï�¿�Ä  � �”�±�É�¿�Ä  �æ�ï�«�w  Pseudo Random Binary Sequence�¢ PRBS�£
�Â�µ�Ä�›�ž�«�Â�Ÿ�Ò�t�p�V�‡�b�{

�¢�«�£ PRBS �Â�µ�Ä�x�z�q�O�z 1 �Ù�”�Ä  10GBASE-E �³�æ�ž�ç  10 �ª�¨�Ï�¿�Ä  � �”�±�É�¿�Ä  �Þ�´�á�”�ç
�¢ WS-X6502-10GE�£�p�–�;�p�V�‡�b�{

2 �m�w
÷�”���p  PRBS �Â�µ�Ä�›�&
~�t�î�æ�b�”�t�x�z�­�”�Ò�ç�w�†�z�p�Â�µ�Ä�›�‰�•�b�”
ž�A�U�K
�“�‡�b�{�­�”�Ò�ç�U�ç�”�Ó  �Ì�¿�«�w	Ô�ù�z�o�°�¤�ï�Å�p�Â�µ�Ä  �³�”�­�ï�µ�›
\
R� �̀¢ Tx�£�z�Â�µ�Ä
�³�”�­�ï�µ�›�¬�Ý�`�z�¤�å�”�›�§�¢�ï�Ä�`�‡�b�¢ Rx�£�{ 

PRBS �Â�µ�Ä�w�‰�•
²�t�z�Ù�”�Ä�x�×�ˆ�$�t  errdisable �µ�Â�”�Ä�t�s�“�‡�b�{ errdisable �»� �Ü�ž�¢�Ä
�x�Ù�”�Ä�p�Ã�Ÿ�·�”�Ò�ç�s�w�p�z�»� �Ü�ž�¢�Ä  � �ï�»�”�Ì�ç�w�&�a�™�‹�Ù�”�Ä�x�×�ˆ�$�t�6�|� 
�É�”�Ò�ç�t�s�“�‡�d�œ�{ errdisable �»� �Ü�ž�¢�Ä�x�z PRBS �Â�µ�Ä�w	4�ƒ�™�t�×�ˆ�$�t�6�|� �É�”�Ò
�ç�t�s�“�‡�b�{

PRBS �Â�µ�Ä�›�î�æ�¤�z�³�µ�Â�Ü�x  set port enable �S�‘�|  set port disable �¯�Ú�ï�Å�w�Ö�—�›�•�D�`
�‡�d�œ�{

PRBS �¤�å�”  �§�¢�ï�»�x�z�­�”�Ò�ç�w	ô�T
Q�›�����`�‡�b�{�¤�å�”  �§�¢�ï�»�w
c�“�x�z 0 �™ 255 �p
�b�{�‹�U  0 �w	Ô�ù�x�æ�ï�«
€���U�ì
¶�p�K�”�\�q�›�Ô�`�z�‹�U  255 �w	Ô�ù�x�Ù�”�Ä�U
Æ�‘�T�z
€��
�^�•�o�M�s�M�T�z�‡�h�x�æ�ï�«�›�p�`�h�è	ô�U�s�M�\�q�›�Ô�`�‡�b�{�K�’�T�a�Š�>�Š�’�•�h�Ì���§
�¢�ï�»�U  0 �w�‡�‡�p�s�M	Ô�ù�z�æ�ï�«�x
Æ�‘�p�b�{�h�q�Q�y�z Baud Error Rate�¢ BER�£�U  10^-12 �w
	Ô�ù�z�§�¢�ï�»�x  100 
µ��  0 �t�s�’�s�Z�•�y�s�“�‡�d�œ�{

show port prbs �¯�Ú�ï�Å�p  PRBS �t�ž�«�·�µ�b�”�h�|�t�z PRBS �¤�å�”  �§�¢�ï�»�‹�x  0 �t�æ�·�¿�Ä
�^�•�z�6�|�¤�å�”�w�§�‰�›�‰�•�`�‡�b�{

�¢�«�£ PRBS �§�¢�ï�»�x�®�¡�ˆ	��“�S�‘�|	«�ˆ�¯�è�´�µ�»�p�b�{�³�”�­�ï�µ�t�S�Z�”�7	s�w�¡�ˆ	��“�x�z
�è	×	ô�T
Q�U�ÿ�X�§�¢�ï�»�›	«�ˆ�b�”�h�Š�w�‹�w�p�z�Í�w�¡�ˆ	��“�U
Y�¬�s�‹�w�p�b�{

PRBS �Â�µ�Ä�›�‰�•�‡�h�x���­�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z�Þ�´�á�”�ç  5 �w�Ù�”�Ä  1 	Í�p�z PRBS �Â�µ�Ä�›�‰�•�b�”�«�›�Ô�`�‡�b�{

Console> (enable) test cable-diagnostics prbs start 5/1  
PRBS cable-diagnostic test started on port 5/1. 
Console> (enable) 

�Í�t�z�Þ�´�á�”�ç  5 �w�Ù�”�Ä  1 	Í�p�z PRBS �Â�µ�Ä�›���­�b�”�«�›�Ô�`�‡�b�{

Console> (enable) test cable-diagnostics prbs stop 5/1  
PRBS cable-diagnostic test stopped on port 5/1. 
Console> (enable) 

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 PRBS �Â�µ�Ä�›�‰�•�‡�h�x���­�`�‡�b�{ test cable-diagnostics prbs {start | stop} mod/port

�µ�Â�¿�Ó 2 PRBS �Â�µ�Ä  �§�¢�ï�»	Ø�C�›
¯�Ô�`�‡�b�{ show port prbs
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�Í�t�z PRBS �Â�µ�Ä�U�Þ�´�á�”�ç	Í�p�±�Ù�”�Ä�^�•�o�M�s�M	Ô�ù�t
¯�Ô�^�•�”�Ý�¿�·�”�´�w�«�›�Ô
�`�‡�b�{

Console> (enable) test cable-diagnostics prbs start 6/1  
Feature not supported on module 6. 
Console> (enable) 

�Í�t�z PRBS �§�¢�ï�»�‹�S�‘�|  PRBS �Â�µ�Ä�›�î�æ�`�o�M�”�Ù�”�Ä�›
¯�Ô�b�”�«�›�Ô�`�‡�b�{

Console> (enable) show port prbs  
Port PRBS state Error Counters 
6/1 start 30 
7/1 stop - 
Console> (enable) 
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TDR �t�‘�”�­�”�Ò�ç  �µ�Â�”�»�µ�w�¬�Ý
�”�­�”�Ò�ç�w�µ�Â�”�»�µ�›�¬�Ý�b�”�t�x�z�Þ�´�á�”�ç�p  Time Domain Reflectometer�¢ TDR; �»� �Ü
�Å�Ý� �ï
S�ù�p�-�£�›�–�;�`�‡�b�{ TDR �›�±�Ù�”�Ä�b�”�Þ�´�á�”�ç�x�z WS-X6148-GE-TX�z
WS-X6148V-GE-TX�z WS-X6548-GE-TX�z WS-X6548V-GE-TX, WS-X6548-GE-45AF�z
WS-X6748-GE-TX�z WS-X6148A-GE-TX�z WS-X6148-GE-45AF�z WS-X6148A-GE-45AF�z
WS-X6148A-RJ-45�z�S�‘�|  WS-X6148A-45AF �p�b�{ TDR �x�z�‡�c	ô�ø�›�­�”�Ò�ç�t
ù	ô�`�z
S�ù
�`�o�í�l�o�V�h	ô�ø�›�¡�ˆ	��”�\�q�p�­�”�Ò�ç�w
Æ�‘�›�U	Z�`�‡�b�{	ô�ø�w
¶
æ�‡�h�x�°
æ�U�z
�­�”�Ò�ç�w
Æ�‘�U	t�‡�h�x�­�”�Ò�ç�w	4�z�T�’
S�ù�`�o�í�l�o�V�‡�b�{

�æ�ï�«�›�¬�q�p�V�s�M	Ô�ù�z TDR �›�–�;�`�o�­�”�Ò�ç�U
Æ�‘�p�K�”�T�r�O�T�›
Q���`�‡�b�{�\�w�Â
�µ�Ä�x�z�7���µ� �¿�½�w�¦�õ�z�ª�¨�Ï�¿�Ä  � �”�±�É�¿�Ä�•�w�ž�¿�Ó�¬�è�”�Å�z�‡�h�x	ý�`�M�­�”�Ò
�ç  �Ó�å�ï�Ä�›�‹�Ö�b�”�M�t�›�t	O�A�t�s�“�‡�b�{

TDR �Â�µ�Ä�›�‰�•�‡�h�x���­�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z�Þ�´�á�”�ç  2 �w�Ù�”�Ä  1 	Í�p�z TDR �Â�µ�Ä�›�‰�•�b�”�«�›�Ô�`�‡�b�{

Console> (enable) test cable-diagnostics tdr start 2/1  
TDR test started on port 2/1. Use show port tdr <m/p> to see the results
Console> (enable) 

�Í�t�z�Þ�´�á�”�ç  2 �w�Ù�”�Ä  1 	Í�p�z TDR �Â�µ�Ä�›���­�b�”�«�›�Ô�`�‡�b�{

Console> (enable) test cable-diagnostics tdr stop 2/1  
tdr cable-diagnostic test stopped on port 2/1. 
Console> (enable) 

�Í�t�z TDR �Â�µ�Ä�U�Þ�´�á�”�ç	Í�p�±�Ù�”�Ä�^�•�o�M�s�M	Ô�ù�t
¯�Ô�^�•�”�Ý�¿�·�”�´�w�«�›�Ô�`
�‡�b�{

Console> (enable) test cable-diagnostics tdr start 2/1  
Feature not supported on module 2. 
Console> (enable) 

�Í�t�z�Ù�”�Ä�w  TDR �Â�µ�Ä�A�L�›
¯�Ô�b�”�«�›�Ô�`�‡�b�{

Console> (enable) show port tdr 2/1
TDR test last run on Mon, March 10 2003 at 1:35:00 pm
Port  Speed  Local pair  Pair length         Remote pair  Pair status
----- ------ ----------- ------------------- ------------ ------------
2/1   1000   Pair A      12  +/- 3 meters    Pair A       Terminated
             Pair B      12  +/- 3 meters    Pair B       Terminated
             Pair C      12  +/- 3 meters    Pair C       Terminated
             Pair D      12  +/- 3 meters    Pair D       Terminated

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 TDR �Â�µ�Ä�›�‰�•�‡�h�x���­�`�‡�b�{ test cable-diagnostics tdr {start | stop} mod/port

�µ�Â�¿�Ó 2 TDR �Â�µ�Ä  �§�¢�ï�»	Ø�C�›
¯�Ô�`�‡�b�{ show port tdr
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Telnet �w�–�;�M�O
Telnet �›�–�;�`�o�z�µ� �¿�½�w  CLI�¢�¯�Ú�ï�Å�å� �ï  � �ï�»�”�Ñ�£� �µ�£�t�ž�«�·�µ�p�V�‡�b�{�‡
�h�z Telnet �›�–�;�`�o�z�µ� �¿�½�T�’�É�¿�Ä�ë�”�«	Í�w���w
÷�”�t�ž�«�·�µ�p�V�‡�b�{�‰�Ì�t�7�G
8 �m�w Telnet �·�¿�³�ã�ï�›�î�æ�p�V�‡�b�{

�µ� �¿�½�T�’�É�¿�Ä�ë�”�«	Í�w���w
÷�”�t  Telnet 
€���b�”�t�x�z � �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ
�M�‡�b�{

�Í�t�z�µ� �¿�½�T�’�æ�Þ�”�Ä  �×�µ�Ä�t  Telnet �p
€���b�”�«�›�Ô�`�‡�b�{

Console> (enable) telnet labsparc
Trying 172.16.10.3...
Connected to labsparc.
Escape character is '^]'.

UNIX(r) System V Release 4.0 (labsparc)

login:

Telnet �·�¿�³�ã�ï�w  SSH �‰�ø�=�w�–�;�M�O

�¢�«�£ Secure Shell�¢ SSH; �·�©�á�ž  �³�£�ç�£�‰�ø�=�¯�Ú�ï�Å�›�–�;�b�”�t�x�z�‰�ø�=� �Ý�”�´�›�î�æ�`�o
�M�”
ž�A�U�K�“�‡�b�{�‰�ø�=� �Ý�”�´�t�–�;�^�•�”�¹�Ñ�Ä�¢�£�ž  � �Ý�”�´�w�Ë�Ê�F�ÿ�t�m�M�o�x�z
�H 26 	·�®�³�µ�Â�Ü  �¹�Ñ�Ä�¢�£�ž  � �Ý�”�´�w
â�^�¯ �›�€	°�`�o�X�i�^�M�{

�¢�«�£ Secure Shell �‰�ø�=�;�ó�t�x�z Eric Young�¢ eay@cryptsoft.com�£�U�G	\�`�h�‰�ø�=�¹�Ñ�Ä�¢�£�ž�U��
�‡�•�o�M�‡�b�{

SSH �‰�ø�=�x�z �µ� �¿�½�•�w  Telnet �·�¿�³�ã�ï�‡�h�x�f�w���w�æ�Þ�”�Ä
€���t�0�`�o�·�©�á�æ�Â�Ÿ
�›���™�`�‡�b�{ SSH �‰�ø�=�U�±�Ù�”�Ä�^�•�”�w�x�z�µ� �¿�½�t�æ�Þ�”�Ä  �é�¬� �ï�b�”	Ô�ù�i�Z�p
�b�{�µ� �¿�½�T�’�‰�•�^�•�”  Telnet �·�¿�³�ã�ï�w	Ô�ù�x�z�‰�ø�=�x�±�Ù�”�Ä�^�•�‡�d�œ�{ SSH �‰�ø
�=�;�ó�›�–�;�b�”�t�x�z�µ� �¿�½�t�ž�«�·�µ�b�”�«�å� �ž�ï�Ä	Í�t�ž�Ó�æ�­�”�³�ã�ï�›� �ï�µ�Ä�”
�ç�`�z�µ� �¿�½	Í�t  SSH �‰�ø�=�›
ƒ���b�”
ž�A�U�K�“�‡�b�{

�q�O�î
÷�^�•�o�M�”  SSH �‰�ø�=�x�z SSH �Ì�”�´�ã�ï  1 �S�‘�|�Ì�”�´�ã�ï  2 �›�±�Ù�”�Ä�`�o�M�‡�b�{
SSH �Ì�”�´�ã�ï  1 �x  DES�¢�Ã�”�»�‰�ø�=�F�¨�£�S�‘�|  3DES �‰�ø�=�M�Ü�›�z SSH �Ì�”�´�ã�ï  2 �x
3DES �S�‘�|  AES �‰�ø�=�M�Ü�›�±�Ù�”�Ä�`�o�M�‡�b�{ SSH �‰�ø�=�x�z Remote Access Dial-In User
Service�¢ RADIUS�£�S�‘�|  Terminal Access Controller Access Control System Plus�¢ TACACS+�£�Ý	Â�q

Ê�ˆ�ù�˜�d�o�–�;�p�V�‡�b�{ SSH �‰�ø�=�›�–�;�b�”�Ý	Â�›
ƒ���b�”�t�x�z set authentication �¯�Ú�ï
�Å�t  telnet �©�”�ë�”�Å�›�Ö�—�`�‡�b�{

�¢�«�£ �µ� �¿�½�•�w�ž�«�·�µ�Ý	Â�t  Kerberos �›�–�;�b�”	Ô�ù�t�x�z SSH �‰�ø�=�›�–�;�b�”�\�q�x�p�V�‡
�d�œ�{

�^�À �¯�Ú�ï�Å

�æ�Þ�”�Ä  �×�µ�Ä�q�w  Telnet �·�¿�³�ã�ï�›�‰�•�`�‡�b�{ telnet host [port]
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�µ� �¿�½	Í�p  SSH �‰�ø�=�›� �É�”�Ò�ç�t�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z RSA �×�µ�Ä�d�›�^
R�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set crypto key rsa 1024
Generating RSA keys.... [OK]
Console> (enable) set ssh mode v2
SSH protocol mode set to SSHv2 Only.
Console> (enable) show ssh
Session Protocol Cipher State PID Userid Host
------- -------- ------ ----- --- -------- ----- 
0 V2 3DES SESSION_OPEN 146 dkoya 171.69.66.
45
1 V1 3DES SESSION_OPEN 147 -  
dove.cisco.com
SSH server mode : V1 and V2
Console> (enable)

nbits �w�‹�t�‘�“�z RSA �d�w�±� �¶�›�¦���`�‡�b�{���®�s�d�w�±� �¶�x�z 512 �™ 2048 �Ï�¿�Ä�p�b�{
SSH �Ì�”�´�ã�ï  2 �w	Ô�ù�z�7	–
*	‘�d�±� �¶�x  768 �Ï�¿�Ä�p�b�{�d�w�±� �¶�U�G�V�M�„�r�ô�M�·
�©�á�æ�Â�Ÿ�U���™�^�•�‡�b�U�z
\
R�Ì���x�Õ�X�s�“�‡�b�{

�¦�Ó�³�ã�ï�w  force �©�”�ë�”�Å�›�Ö�—�`�o�d�›�6
\
R�b�”�q�z�7���w�d�w	Í	{�V�›�/���b�”�Ó�é�ï
�Ó�Ä�x
¯�Ô�^�•�s�X�s�“�‡�b�{

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 RSA �×�µ�Ä�d�›�^
R�`�‡�b�{ set crypto key rsa nbits [force]

�µ�Â�¿�Ó 2 SSH �Ì�”�´�ã�ï�›
ƒ���`�‡�b�{

�¢�«�£ v1 �‡�h�x  v2 �©�”�ë�”�Å�›
ƒ���`�s�M	Ô�ù�z
SSH �x�“�õ�Þ�”�Å�p�ˆ�^�`�‡�b�{

set ssh mode { v1 | v2}

�µ�Â�¿�Ó 3 SSH �Þ�”�Å
ƒ���›	«�ˆ�`�‡�b�{ clear ssh mode

�µ�Â�¿�Ó 4 SSH 
ƒ��	Ø�C�›
¯�Ô�`�‡�b�{ show ssh 
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�â�”�²  �·�¿�³�ã�ï�w�Þ�Ç�»
show users �¯�Ú�ï�Å�›�–�;�b�”�q�z �µ� �¿�½	Í�p�q�O�ž�«�Â�Ÿ�Ò�s�â�”�²  �·�¿�³�ã�ï�›
¯�Ô�p�V�‡
�b�{ �¯�Ú�ï�Å	Z�—�t�x�z �µ� �¿�½	Í�w�b�‚�o�w�ž�«�Â�Ÿ�Ò  �¯�ï�¹�”�ç  �Ù�”�Ä�S�‘�|  Telnet �·�¿�³�ã
�ï�U
¯�Ô�^�•�‡�b�{

�µ� �¿�½	Í�w�ž�«�Â�Ÿ�Ò  �â�”�²  �·�¿�³�ã�ï�›
¯�Ô�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M
�‡�b�{

�Í�t�z�¯�ï�¹�”�ç  �·�¿�³�ã�ï�S�‘�|  Telnet �·�¿�³�ã�ï�t�0�`�o�z�é�”�§�ç�Ý	Â�U� �É�”�Ò�ç�t
ƒ��
�^�•�o�M�”�q�V�w  show users �¯�Ú�ï�Å�w	Z�—�«�›�Ô�`�‡�b�¢�ž�µ�»�æ�µ�«  [*] �x�q�O�w�·�¿�³�ã�ï
�›�Ô�`�o�M�‡�b�£ �{

Console> (enable) show users
  Session  User             Location
  -------- ---------------- -------------------------
  console  
  telnet                    sam-pc.bigcorp.com
* telnet                    jake-mac.bigcorp.com
Console> (enable) 

�Í�t�z�¯�ï�¹�”�ç  �·�¿�³�ã�ï�S�‘�|  Telnet �·�¿�³�ã�ï�t�0�`�o�z TACACS+ �Ý	Â�U� �É�”�Ò�ç�t
ƒ
���^�•�o�M�”�q�V�w  show users �¯�Ú�ï�Å�w	Z�—�«�›�Ô�`�‡�b�{

Console> (enable) show users
  Session  User             Location
  -------- ---------------- -------------------------
  console  sam
  telnet   jake             jake-mac.bigcorp.com
  telnet   tim              tim-nt.bigcorp.com
* telnet   suzy             suzy-pc.bigcorp.com
Console> (enable)

�Í�t�z noalias �©�”�ë�”�Å�›�–�;�`�o�z
€���×�µ�Ä�w  IP �ž�Å�è�µ�›
¯�Ô�`�z�â�”�²  �·�¿�³�ã�ï�t��
�b�”	Ø�C�›
¯�Ô�b�”�«�›�Ô�`�‡�b�{

Console> (enable) show users noalias
  Session  User             Location
  -------- ---------------- -------------------------
  console  
  telnet                    10.10.10.12
* telnet                    10.10.20.46
Console> (enable)

�ž�«�Â�Ÿ�Ò  �â�”�²  �·�¿�³�ã�ï�›
~�…�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�^�À �¯�Ú�ï�Å

�µ� �¿�½	Í�p�q�O�ž�«�Â�Ÿ�Ò�s�â�”�²  �·�¿�³�ã
�ï�›
¯�Ô�`�‡�b�{

show users [noalias]

�^�À �¯�Ú�ï�Å

�µ� �¿�½	Í�w�ž�«�Â�Ÿ�Ò  �â�”�²  �·�¿�³�ã�ï�›

~�…�`�‡�b�{

disconnect { console | ip_addr}
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�Í�t�z�ž�«�Â�Ÿ�Ò  �¯�ï�¹�”�ç  �Ù�”�Ä  �·�¿�³�ã�ï�S�‘�|�ž�«�Â�Ÿ�Ò  Telnet �·�¿�³�ã�ï�›
~�…�b�”�«
�›�Ô�`�‡�b�{

Console> (enable) show users
  Session  User             Location
  -------- ---------------- -------------------------
  console  sam
  telnet   jake             jake-mac.bigcorp.com
  telnet   tim              tim-nt.bigcorp.com
* telnet   suzy             suzy-pc.bigcorp.com
Console> (enable) disconnect console
Console session disconnected.
Console> (enable) disconnect tim-nt.bigcorp.com
Telnet session from tim-nt.bigcorp.com disconnected. (1)
Console> (enable) show users
  Session  User             Location
  -------- ---------------- -------------------------
  telnet   jake             jake-mac.bigcorp.com
* telnet   suzy             suzy-pc.bigcorp.com
Console> (enable)

ping �w�–�;�M�O
�\�\�p�x�z IP ping �w�–�;�M�O�t�m�M�o
†�Ì�`�‡�b�{

• ping �w�;�ó�¢ p.19-13�£

• ping �w�î�æ�¢ p.19-14�£

ping �w�;�ó

IP ping �›�–�;�b�”�q�z�æ�Þ�”�Ä  �×�µ�Ä�q�w
€���›�Â�µ�Ä�p�V�‡�b�{�Ÿ�s�”  IP �±�Ò�É�¿�Ä�ë�”�«	Í
�w�×�µ�Ä�t  ping �›�î�æ�b�”	Ô�ù�x�z�f�w�É�¿�Ä�ë�”�«�•�w�µ�»�Â�Ÿ�¿�«  �ç�”�Ä�›���[�b�”�T�z�†
�±�Ò�É�¿�Ä���p�ç�”�Â�Ÿ�ï�¬�U�æ�˜�•�”�‘�O�t�ç�”�»�›
ƒ���b�”
ž�A�U�K�“�‡�b�{

ping �¯�Ú�ï�Å�x�z�â�”�²  EXEC �Þ�”�Å�S�‘�|� �É�”�Ò�ç  EXEC �Þ�”�Å�p
ƒ���b�”�\�q�U�p�V�‡�b�{
�â�”�²  EXEC �Þ�”�Å�w  ping �¯�Ú�ï�Å�x�z�Í�­�¿�Ä  �±� �¶�S�‘�|�Í�­�¿�Ä  �§�¢�ï�Ä�›�¦���p�V�”  -s
�Í�å�Ý�”�»�›�±�Ù�”�Ä�`�o�M�‡�b�{� �É�”�Ò�ç  EXEC �Þ�”�Å�w  ping �¯�Ú�ï�Å�p�x�z�Í�­�¿�Ä  �±� 
�¶�z�Í�­�¿�Ä  �§�¢�ï�Ä�z�S�‘�|�4�;�Ì���›�¦���b�”�\�q�U�p�V�‡�b�{


¯ 19-1 �t�z ping-s �¯�Ú�ï�Å�w�Ã�Ñ�¥�ç�Ä�‹�›�Ô�`�‡�b�{

�î�æ�¤�w  ping �›�¤�­�b�”�t�x�z Ctrl-C �©�”�›�!�`�‡�b�{

ping �›�î�æ�b�”�q�z�Í�w�M�c�•�T�w� �t�U�í�“�‡�b�{

• 
Y	×�s� �t  �•  
Y	×�s� �t�¢ hostname is alive�£�x�z�É�¿�Ä�ë�”�«  �Ä�å�Ñ�Ÿ�¿�«�t� �a�o  1 �™ 10

µ�p�í�“�‡�b�{

• �|
Œ�T�’�w� �t�s�`  �•  �×�µ�Ä�U� �t�`�s�M	Ô�ù�z� �t�Ý�¿�·�”�´�x�í�“�‡�d�œ�{


¯ 19-1 ping �¯�Ú�ï�Å�w�Ã�Ñ�¥�ç�Ä�‹


†�Ì ping ping-s

�Í�­�¿�Ä
: 5 0 = �È��  ping

�Í�­�¿�Ä  �±� �¶ 56 56

�4�;�Ì�� 2 2


ù	ô�i�ž�Å�è�µ �×�µ�Ä  IP �ž�Å�è�µ �˜�p�s�`
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• unknown �×�µ�Ä  �•  �×�µ�Ä�U���O�`�s�M	Ô�ù�z unknown �×�µ�Ä  �Ý�¿�·�”�´�U�í�“�‡�b�{

• �|
Œ�•�w�x�a
Æ�ó  �•  �Ã�Ñ�¥�ç�Ä  �®�”�Ä�¢�£� �U�¦���^�•�h�É�¿�Ä�ë�”�«�t�x�a�p�V�s�M	Ô
�ù�z destination unreachable �Ý�¿�·�”�´�U�í�“�‡�b�{

• �É�¿�Ä�ë�”�«�‡�h�x�×�µ�Ä�•�w�x�a
Æ�ó  �•  �ç�”�Ä  �Â�”�Ò�ç�t�×�µ�Ä�‡�h�x�É�¿�Ä�ë�”�«�w�¤
�ï�Ä�æ�U�s�M	Ô�ù�z network/host unreachable �Ý�¿�·�”�´�U�í�“�‡�b�{

ping �w�î�æ

�µ� �¿�½�T�’�É�¿�Ä�ë�”�«	Í�w���w
÷�”�t  ping �›�î�æ�b�”�t�x�z�â�”�²  �Þ�”�Å�‡�h�x� �É�”�Ò�ç
�Þ�”�Å�p�Í�w�M�c�•�T�w�^�À�›�æ�M�‡�b�{

�Í�t�z�â�”�²  EXEC �Þ�”�Å�p�z�æ�Þ�”�Ä  �×�µ�Ä�t  ping �›�î�æ�b�”�«�›�Ô�`�‡�b�{

Console> ping labsparc
labsparc is alive
Console> ping 72.16.10.3
12.16.10.3 is alive
Console> 

�Í�t�z ping -s �¦�Ó�³�ã�ï�›�–�;�`�o�æ�Þ�”�Ä  �×�µ�Ä�t  ping �›�î�æ�b�”�«�›�Ô�`�‡�b�{

Console> ping -s 12.20.5.3 800 10
PING 12.20.2.3: 800 data bytes
808 bytes from 12.20.2.3: icmp_seq=0. time=2 ms
808 bytes from 12.20.2.3: icmp_seq=1. time=3 ms
808 bytes from 12.20.2.3: icmp_seq=2. time=2 ms
808 bytes from 12.20.2.3: icmp_seq=3. time=2 ms
808 bytes from 12.20.2.3: icmp_seq=4. time=2 ms
808 bytes from 12.20.2.3: icmp_seq=5. time=2 ms
808 bytes from 12.20.2.3: icmp_seq=6. time=2 ms
808 bytes from 12.20.2.3: icmp_seq=7. time=2 ms
808 bytes from 12.20.2.3: icmp_seq=8. time=2 ms
808 bytes from 12.20.2.3: icmp_seq=9. time=3 ms

----17.20.2.3 PING Statistics----
10 packets transmitted, 10 packets received, 0% packet loss
round-trip (ms)  min/avg/max = 2/2/3
Console> 

�Í�t�z� �É�”�Ò�ç  �Þ�”�Å�p  ping �¯�Ú�ï�Å�›�Ö�—�`�z�Í�­�¿�Ä
:�z�Í�­�¿�Ä  �±� �¶�z�S�‘�|�»� �Ü
�ž�¢�Ä�w
µ
:�›�¦���b�”�«�›�Ô�`�‡�b�{

Console> (enable) ping
Target IP Address []: 12.20.5.19
Number of Packets [5]: 10
Datagram Size [56]: 100
Timeout in seconds [2]: 10
Source IP Address [12.20.2.18]: 12.20.2.18
!!!!!!!!!!

----12.20.2.19 PING Statistics----
10 packets transmitted, 10 packets received, 0% packet loss
round-trip (ms)  min/avg/max = 1/1/1
Console> (enable) 

�^�À �¯�Ú�ï�Å

�æ�Þ�”�Ä  �×�µ�Ä�t  ping �›�î�æ�`�‡�b�{ ping host

ping �¦�Ó�³�ã�ï�›�–�;�`�o�æ�Þ�”�Ä  �×�µ�Ä�t
ping �›�î�æ�`�‡�b�{

ping -s host [packet_size] [packet_count]
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�è� �à  2 traceroute �w�–�;�M�O
�è� �à  2  traceroute �â�”�Â�Ÿ�æ�Â�Ÿ�t�‘�“�z
ù	ô�i�T�’�|
Œ�t�x�a�b�”�‡�p�w�Í�­�¿�Ä�w
ú�g�Í�µ
�›�Ý���b�”�\�q�U�p�V�‡�b�{�è� �à  2  traceroute �â�”�Â�Ÿ�æ�Â�Ÿ�x�z�Í�µ	Í�w�µ� �¿�½�w�Ñ�¥�ë�”
�Ã�Ÿ�ï�¬  �¤�ï�´�ï  �Â�”�Ò�ç�›�U�g�`�o�z�Í�µ�›
Q���`�‡�b�{


ù	ô�i�T�’�|
Œ�‡�p�w�Í�µ	Í�t�K�”�b�‚�o�w  Catalyst 6500 �³�æ�”�¶  �µ� �¿�½�w	Ø�C�U
¯�Ô�^�•�‡
�b�{

�\�\�p�x�z�è� �à  2  traceroute �w�–�;�M�O�t�m�M�o
†�Ì�`�‡�b�{

• �è� �à  2 traceroute �–�;	Í�w�«�™�Ä�ò�¢ p.19-15�£

• �è� �à  2 �Í�µ�w�Ý���¢ p.19-15�£

�è� �à  2 traceroute �–�;	Í�w�«�™�Ä�ò

�\�\�p�x�z�è� �à  2  traceroute �â�”�Â�Ÿ�æ�Â�Ÿ�›�–�;�b�”	Ô�ù�w�«�™�Ä�ò�›�Ô�`�‡�b�{

• �è� �à  2 traceroute �â�”�Â�Ÿ�æ�Â�Ÿ�›�&�;�p�V�”�w�x�z�â�Ç�©�ß�µ�Ä  �Ä�å�Ñ�Ÿ�¿�«�i�Z�p�b�{

• �É�¿�Ä�ë�”�«�º�w�b�‚�o�w  Catalyst 5000 �S�‘�|  Catalyst 6500 �³�æ�”�¶  �µ� �¿�½	Í�p�z Cisco
Discovery Protocol�¢ CDP�£�›� �É�”�Ò�ç�t�b�”
ž�A�U�K�“�‡�b�¢ CDP �w� �É�”�Ò�ç�=�w	Ä�I�t
�m�M�o�x�z �H 30 	·�® CDP �w
ƒ���¯ �›�€	°�£ �{�Í�µ	Í�w�M�c�•�T�w
÷�”�U  CDP �t�0�`�o�Ä�å�ï
�µ�Ö�ž�è�ï�Ä�t
ƒ���^�•�o�M�”	Ô�ù�z l2trace �¯�Ú�ï�Å�p�z�\�•�’�w
÷�”�›�è�a�b�”�è� �à  2 �Í
�µ�›�Ä�è�”�µ�b�”�\�q�x�p�V�‡�d�œ�{

• �\�w�â�”�Â�Ÿ�æ�Â�Ÿ�x�z
ù	ô�i�T�’�|
Œ�‡�p�w�è� �à  2 �Í�µ	Í�t�”�T�•�o�M�s�M�µ� �¿�½�T�’
�î�æ�b�”�\�q�U�p�V�‡�b�{ �h�i�`�z 
ù	ô�i�S�‘�|�|
Œ�›���‰�Í�µ	Í�w�b�‚�o�w�µ� �¿�½�U�z �â�”
�Â�Ÿ�æ�Â�Ÿ�î�æ�µ� �¿�½�t�x�a�p�V�”
ž�A�U�K�“�‡�b�{

• �Í�µ	Í�w�b�‚�o�w�µ� �¿�½�x�z
ì�“�t�x�a�p�V�”
ž�A�U�K�“�‡�b�{

• �è� �à  2 �Í�µ�›�Ä�è�”�µ�b�”�t�x�z
ù	ô�i / �|
Œ  IP �ž�Å�è�µ�¢�‡�h�x  IP �¤� �æ�ž�µ�z�‡�h�x
MAC �ž�Å�è�µ�›�¦���`�‡�b�{
ù	ô�i�q�|
Œ�U
ó
:�w  VLAN�¢�>
Ý  LAN�£�t���`�o�M�o�z MAC
�ž�Å�è�µ�›�¦���`�o�M�”	Ô�ù�z VLAN �‹�¦���b�”�\�q�U�p�V�‡�b�{

• 
ù	ô�i�S�‘�|�|
Œ�µ� �¿�½�x�z�‰�a  VLAN �t���`�o�M�”
ž�A�U�K�“�‡�b�{

• l2trace �«�¤�æ�›�î�æ�p�V�”�7�G�×�¿�Ó
:�x  10 �p�b�{�\�•�t�x�z
ù	ô�i�Ä�è�”�µ�w���È�×�¿�Ó

:�‹���‡�•�o�M�‡�b�{

• �è� �à  2 traceroute �â�”�Â�Ÿ�æ�Â�Ÿ�x�z�Ä�”�«�ï�æ�ï�¬  VLAN �w	Ô�ù�z
ó
:�w
÷�”�U�Ë�Ò�&��
�p  1 �m�w�Ù�”�Ä�t
€���`�o�M�”	Ô�ù�z�‡�h�x�Ù�”�Ä	Í�w
ó
:�w�É� �Ì�U���O�b�”	Ô�ù�t�x�z�;
�ó�`�‡�d�œ�{

�è� �à  2 �Í�µ�w�Ý��

�è� �à  2 �Í�µ�›�Ý���b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�M�c�•�T�w�^�À�›�î�æ�`�‡�b�{

�^�À �¯�Ú�ï�Å

�¢�Ú�™�£ MAC �ž�Å�è�µ�›�–�;�`�o�è� �à  2 �Í�µ
�›�Ä�è�”�µ�`�‡�b�{

l2trace {src-mac-addr} { dest-mac-addr} [ vlan] 
[detail]

�¢�Ú�™�£ IP �ž�Å�è�µ�‡�h�x  IP �¤� �æ�ž�µ�›�–�;
�`�o�è� �à  2 �Í�µ�›�Ä�è�”�µ�`�‡�b�{

l2trace {src-ip-addr} { dest-ip-addr} [ detail]
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�Í�t�z
ù	ô�i�q�|
Œ�w  MAC �ž�Å�è�µ�›�¦���`�z VLAN �›�¦���d�c�t�z detail �¦�Ó�³�ã�ï�›�¦���b�”
�«�›�Ô�`�‡�b�{�Í�µ	Í�p�U�g�^�•�h�¤  Catalyst 5000/6500 �³�æ�”�¶  �µ� �¿�½�t�m�M�o�z
÷�”�w�»� 
�Ó�z
÷�”�Ê�z
÷�”  IP �ž�Å�è�µ�z�£	ô�Ù�”�Ä�Ê�z�£	ô�Ù�”�Ä���S�z�£	ô�Ù�”�Ä�w�Ã�á�Ó�è�¿�«�µ  �Þ�”
�Å�z
C	ô�Ù�”�Ä�Ê�z
C	ô�Ù�”�Ä���S�z�S�‘�|
C	ô�Ù�”�Ä�w�Ã�á�Ó�è�¿�«�µ  �Þ�”�Å�U
¯�Ô�^�•�‡�b�{

Console> (enable) l2trace 00-01-22-33-44-55 10-22-33-44-55-66 detail

l2trace vlan number is 10. 

00-01-22-33-44-55 found in C5500 named wiring-1 on port 4/1 10Mb half duplex 
C5500:wiring-1:192.168.242.10:4/1 10Mb half duplex -> 5/2 100MB full duplex 
C5000:backup-wiring-1:192.168.242.20:1/1 100Mb full duplex -> 3/1 100MB full duplex 
C5000:backup-core-1:192.168.242.30:4/1 100 MB full duplex -> 1/1 100MB full duplex 
C6000:core-1:192.168.242.40:1/1 100MB full duplex -> 2/1 10MB half duplex. 
10-22-33-44-55-66 found in C6000 named core-1 on port 2/1 10MB half duplex. 

IP traceroute �w�–�;�M�O
IP traceroute �â�”�Â�Ÿ�æ�Â�Ÿ�t�‘�“�z�É�¿�Ä�ë�”�«�›�è�a�b�”�Í�­�¿�Ä�w�Í�µ�›�z�è� �à  3 �w�×�¿
�Ó�o�•�p�Ð�‚�”�\�q�U�p�V�‡�b�{�¯�Ú�ï�Å	Z�—�t�x�z�|
Œ�‡�p�w�Ä�å�Ñ�Ÿ�¿�«  �Í�µ�t�m�M�o�z�ç�”
�»�s�r�›���‰�É�¿�Ä�ë�”�«  �è� �à�¢�è� �à  3�£�w�b�‚�o�w
÷�”�U
¯�Ô�^�•�‡�b�{

�\�\�p�x�z IP traceroute �w�–�;�M�O�t�m�M�o
†�Ì�`�‡�b�{

• IP traceroute �w�;�ó�¢ p.19-16�£

• IP traceroute �w�î�æ�¢ p.19-17�£

IP traceroute �w�;�ó

traceroute �¯�Ú�ï�Å�›�î�æ�b�”�q�z IP �Ô�¿�¼�”�w  Time To Live�¢ TTL�£�Ñ�Ÿ�”�ç�Å�t�‘�“�z�ç�”�»
�S�‘�|�±�”�Ì�p�›���w�í�“�Ý�¿�·�”�´�U
\
R�^�•�‡�b�{ traceroute �¯�Ú�ï�Å�x�z�‡�c�z�|
Œ�×�µ�Ä�t
�0�`�o�z TTL �Ñ�Ÿ�”�ç�Å�›  1 �t
ƒ���`�h  UDP �Ã�”�»�¬�å�Ü�›
ù	ô�`�‡�b�{�ç�”�»�x  1 �‡�h�x  0 �w
TTL �‹�›�U	Z�b�”�q�z�Ã�”�»�¬�å�Ü�›
��:�`�z
ù	ô�i�t  Internet Control Message Protocol�¢ ICMP�£�w
time-exceeded �Ý�¿�·�”�´�›�í�`�‡�b�{ traceroute �;�ó�x�z ICMP time-exceeded �Ý�¿�·�”�´�w
ù	ô�i�ž
�Å�è�µ  �Ñ�Ÿ�”�ç�Å�›�Ð�‚�z�7	s�w�×�¿�Ó�w�ž�Å�è�µ�›
Q���`�‡�b�{

���M�o�z�Í�w�×�¿�Ó�›�Ý���b�”�h�Š�t�z TTL �‹�›  2 �t
ƒ���`�h  UDP �Í�­�¿�Ä�U
ù	ô�^�•�‡�b�{�7
	s�w�ç�”�»�x�z TTL �Ñ�Ÿ�”�ç�Å�›  1 �i�Z�n�’�`�z 2 
j�Š�w�ç�”�»�t�Ã�”�»�¬�å�Ü�›
ù	ô�`�‡�b�{ 2

j�Š�w�ç�”�»�x�z TTL �‹�U  1 �w UDP �Í�­�¿�Ä�›	!�Z	��“�z�Ã�”�»�¬�å�Ü�›
��:�`�o�z
ù	ô�i�t
time-exceeded �Ý�¿�·�”�´�›�í�`�‡�b�{�\�w�‘�O�t�z�|
Œ�×�µ�Ä�t�x�a�b�”�‡�p�¢�‡�h�x  TTL �w�7
�G�‹�t�a�b�”�‡�p�£ �z TTL �w�‹�U
ÿ
ü�^�•�z	r�g�U���Z�’�•�‡�b�{

�Ã�”�»�¬�å�Ü�U�|
Œ�t�x�a�`�h�\�q�›�¬�Ý�b�”�h�Š�t�z traceroute �;�ó�x�z�Ã�”�»�¬�å�Ü�w  UDP �|

Œ�Ù�”�Ä�t�z�|
Œ�×�µ�Ä�U�–�;�b�”�D�ó
Q�w�s�M
‡	×�t�G�V�M�‹�›
ƒ���`�‡�b�{�×�µ�Ä�x�z�\�w�°
�Œ�w�Ù�”�Ä
j�ø�›�Ë�m�Ã�”�»�¬�å�Ü�›	!	ô�b�”�q�z
ù	ô�i�t  ICMP port unreachable error �Ý�¿�·�”�´
�›�í�`�‡�b�{�\�w�Ý�¿�·�”�´�t�‘�“�z�|
Œ�t�x�a�`�h�\�q�›  traceroute �;�ó�t�;�Q�‡�b�{

�µ� �¿�½�x�z traceroute �¯�Ú�ï�Å�w
ù	ô�i�‡�h�x�|
Œ�q�`�o�¦���p�V�‡�b�U�z traceroute �¯�Ú�ï�Å
�w	Z�—�t  1 �m�w�×�¿�Ó�q�`�o
¯�Ô�^�•�”�\�q�x�K�“�‡�d�œ�{
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IP traceroute �w�î�æ

�Í�­�¿�Ä�U�É�¿�Ä�ë�”�«�›�è�a�b�”�Í�µ�›�å
{�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡
�b�{

�Í�t�z traceroute �¯�Ú�ï�Å�w�–�;�«�›�Ô�`�‡�b�{

Console> (enable) traceroute 10.1.1.100
traceroute to 10.1.1.100 (10.1.1.100), 30 hops max, 40 byte packets
 1 10.1.1.1 (10.1.1.1)  1 ms  2 ms  1 ms
 2 10.1.1.100 (10.1.1.100)  2 ms  2 ms  2 ms
Console> (enable)

�Í�t�z traceroute �¯�Ú�ï�Å�›�–�;�`�o�z�f�•�g�•  1400 �Ì� �Ä�w�Í�­�¿�Ä�p�z�¤�×�¿�Ó�t  6 �s�w�«�¤
�æ�›
ù	ô�b�”�«�›�Ô�`�‡�b�{

Console> (enable) traceroute -q 6 10.1.1.100 1400
traceroute to 10.1.1.100 (10.1.1.100), 30 hops max, 1440 byte packets
 1 10.1.1.1 (10.1.1.1)  2 ms  2 ms  2 ms  1 ms  2 ms  2 ms
 2 10.1.1.100 (10.1.1.100)  2 ms  4 ms  3 ms  3 ms  3 ms  3 ms
Console> (enable)

�^�À �¯�Ú�ï�Å

IP traceroute �›�î�æ�`�o�z�É�¿�Ä�ë�”�«�›�è�a�b
�”�Í�­�¿�Ä�w�è� �à  3 �Í�µ�›�Ä�è�”�µ�`�‡�b�{

traceroute [-n] [-w wait_time] [-i initial_ttl ]
[-m max_ttl] [-p dest_port] [-q nqueries] [-t tos] host
[data_size]
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�Ù�”�Ä  �§�¢�ï�»�w�³�µ�Â�Ü�/���›�–�;�b�”�M�O
�b�‚�o�w�Ù�”�Ä	Í�p�›���w�¤�å�”  �§�¢�ï�»�›�Ù�”�æ�ï�¬�`�z�³�µ�Â�Ü  �¤�å�”  �Ý�¿�·�”�´�›�G�å�b
�”�\�q�t�‘�l�o�z Catalyst 6500 �³�æ�”�¶  �µ� �¿�½�›�Þ�Ç�»�`�z�Ä�å�Ò�ç�³�á�”�Â�Ÿ�ï�¬�›�æ�O�\�q
�U�p�V�‡�b�{�³�µ�Â�Ü�z�Ë�”�Å�¢�£�ž�z�S�‘�|�µ�Í�Ç�ï�¬�À�æ�”  �Ù�”�Ä�t�m�M�o�z�Í�w	Ú�E�p�Ý�¿
�·�”�´�U�G�å�^�•�‡�b�{

• 
ƒ���D�ó�s�µ�è�¿�³�á�×�”�ç�Å�›�Ò�a�`�h�Ì�¿�«�Ó�è�”�ï  �Ä�å�Ñ�Ÿ�¿�«  �è�Õ�ç

• �’�“�Ý�Þ�æ�w
Æ�


• �Ý�Þ�æ
����w�U	Z

• NVRAM�¢
Æ�4
C
Q  RAM�£�w�é�¬

• �£	ô�¤�å�”

• UDP �S�‘�|  TCP �¤�å�”

�Ë�”�Å�¢�£�ž  �¤�å�”	Ø�C�x  30 
ü���´�p�G�å�^�•�z�Ù�”�Ä  �§�¢�ï�»�w�Ã�Ì�¿�¬�t
ž�A�s	Ø�C�U�˜�’
�•�‡�b�{�§�¢�ï�»�‹�U
ÿ�Q�”�q�z�Ý�¿�·�”�´�U�G�å�^�•�‡�b�{

�Í�w�µ�Í�Ç�ï�¬�À�æ�”  �¤�å�”	Ø�C�U�˜�’�•�‡�b�{

• �Ò�é�¿�©�ï�¬  �µ�Â�”�Ä�T�’�Ñ�¥�ë�”�Ã�Ÿ�ï�¬  �µ�Â�”�Ä�t� �æ�b�”�Ù�”�Ä

• 
ƒ���µ�è�¿�³�á�×�”�ç�Å�›�Ò�a�`�h  Bridge Protocol Data Unit�¢ BPDU; �Ò�æ�¿�´  �Ó�é�Ä�¯�ç  �Ã�”
�»  �â�Ç�¿�Ä�£�µ�©�á�”

�\�\�p�x�z Catalyst6500 �³�æ�”�¶  �µ� �¿�½	Í�p�³�µ�Â�Ü�/���;�ó�›�–�;�b�”	�	q�t�m�M�o
†�Ì�`�‡
�b�{

• �Ù�”�Ä  �§�¢�ï�»�w�³�µ�Â�Ü�/���w�î�æ�¢ p.19-18�£

• �Ù�”�Ä  �§�¢�ï�»�w�Ë�”�Å�¢�£�ž  �è�Õ�ç�/���w�î�æ�¢ p.19-21�£

• �Ù�”�Ä  �§�¢�ï�»�w�µ�Í�Ç�ï�¬�À�æ�”�/���w�î�æ�¢ p.19-21�£

�Ù�”�Ä  �§�¢�ï�»�w�³�µ�Â�Ü�/���w�î�æ

�\�\�p�x�z�Ù�”�Ä  �§�¢�ï�»�w�³�µ�Â�Ü�/���›�î�æ�b�”�M�O�t�m�M�o
†�Ì�`�‡�b�{

• �Ì�¿�«�Ó�è�”�ï  �Ä�å�Ñ�Ÿ�¿�«�¢ p.19-18�£

• �’�“�Ý�Þ�æ�w
Æ�
�¢ p.19-19�£

• �Ý�Þ�æ
����w�U	Z�¢ p.19-20�£

• NVRAM �w�é�¬�¢ p.19-20�£

• �£	ô�¤�å�”�¢ p.19-20�£

• UDP �¤�å�”�¢ p.19-21�£

�Ì�¿�«�Ó�è�”�ï  �Ä�å�Ñ�Ÿ�¿�«

	Í�v�µ�è�¿�³�á�×�”�ç�Å�›�Â�ù�p�¦���b�”�\�q�t�‘�l�o�z �Ì�¿�«�Ó�è�”�ï  �µ�è�¿�³�á�×�”�ç�Å�U�Œ
�›
ƒ���p�V�‡�b�{�Ì�¿�«�Ó�è�”�ï  �Ä�å�Ñ�Ÿ�¿�«�U�¦���w�µ�è�¿�³�á�×�”�ç�Å�›�Ò�Q�”�q�z�Ž
²�w�Ä
�å�Ñ�Ÿ�¿�«  �Ù�”�æ�ï�¬�q
z�±�`�o�z Syslog �Ý�¿�·�”�´�U
\
R�^�•�‡�b�{�h�i�`�z�µ�è�¿�³�á�×�”�ç
�Å�›  100%�¢�Ã�Ñ�¥�ç�Ä�£�t
ƒ���`�h	Ô�ù�z Syslog �Ý�¿�·�”�´�x
\
R�^�•�‡�d�œ�{

�µ� �¿�½�ï�¬  �Ì�µ�›  3 �m�–�;�b�”�µ� �¿�½�w	Ô�ù�z 3 �m�w�µ� �¿�½�ï�¬  �Ì�µ
¶�.�w���É�Ä�å�Ñ�Ÿ�¿
�«�›
ƒ���b�”�E�˜�“�t�z�Ì�µ�]�q�t�µ�è�¿�³�á�×�”�ç�Å�S�‘�|�¢ Syslog � �Õ�ï�Ä  �Ù�”�æ�ï�¬�S�‘�|
�Ý�¿�·�”�´�w
\
R�›
M�š�b�”�£ Syslog �µ�é�¿�Ä�æ�ï�¬�›
ƒ���p�V�‡�b�{�µ�é�¿�Ä�ç�w���´�x  5 
ü�p
�b�{
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�Í�t�z�µ�è�¿�³�á�×�”�ç�Å�›
ƒ���b�”�«�›�Ô�`�‡�b�{

Console> (enable) set traffic monitor help
Usage: set traffic monitor <threshold>
       (threshold = 0..100 in percentage)
Console> (enable) set traffic monitor 60
Traffic monitoring threshold set to 60%.
Console> (enable) show traffic
Threshold: 60%

Backplane-Traffic Peak Peak-Time
----------------- ---- -------------------------
  0%                0% Tue Apr 16 2002, 08:01:53

Fab Chan Input Output
-------- ----- ------
       0    0%     0%
       1    0%     0%
       2    0%     0%
       3    0%     0%
       4    0%     0%
       5    0%     0%
       6    0%     0%
       7    0%     0%
       8    0%     0%
       9    0%     0%
      10    0%     0%
      11    0%     0%
      12    0%     0%
      13    0%     0%
      14    0%     0% 

15    0%     0%
      16    0%     0%
      17    0%     0% 
Console> (enable)

�Í�t�z Syslog �Ý�¿�·�”�´�w�«�›�Ô�`�‡�b�{

2000 Jan 11 06:00:27 PST -07:00 %SYS-4-SYS_HITRFC: 62% traffic detected on switching 
bus (A)
2000 Feb 21 12:00:27 PST -07:00 %SYS-4-SYS_HITRFC: 65% traffic detected on switching 
bus

�’�“�Ý�Þ�æ�w
Æ�


Catalyst 6500 �³�æ�”�¶  �µ� �¿�½	Í�w�«�å�µ�»�S�‘�|�Ì�¿�Ñ�•�t�0�b�”�Ý�Þ�æ�Â�“�p�o�U  90% �w�Ë
�   �¢�¥�”�»�”�Ú�”�«�›�Ò�Q�”�q�z Syslog �Ý�¿�·�”�´�U
\
R�^�•�‡�b�{ Syslog �Ý�¿�·�”�´�x�Í�w	Ý�¯
�p
\
R�^�•�‡�b�{

• �«�å�µ�»�t�Â�“�p�o�’�•�h�–�;�p�U�Ë�   �¢�¥�”�»�”�Ú�”�«�p�K�”  90% �›�Ò�Q�z�µ�é�¿�Ä�ç��
�´�U  1 �Ì���w�q�V

• mbufs �t�Â�“�p�o�’�•�h�–�;�p�U�Ë�   �¢�¥�”�»�”�Ú�”�«�p�K�”  90% �›�Ò�Q�z �µ�é�¿�Ä�ç���´�U
1 �Ì���w�q�V

• malloc �t�Â�“�p�o�’�•�h�–�;�p�U�Ë�   �¢�¥�”�»�”�Ú�”�«�p�K�”  90% �›�Ò�Q�z�µ�é�¿�Ä�ç���´
�U 1 �Ì���w�q�V

�Í�t�z Syslog �Ý�¿�·�”�´�w�«�›�Ô�`�‡�b�{

1999 Sep 9 00:00:00 PDT -07:00 %SYS-3-SYS_MEMLOW: Memory cluster usage exceeded 90%
1999 Sep 9 00:00:00 PDT -07:00 %SYS-3-SYS_MEMLOW: Mbuf usage exceeded 90%
1999 Sep 9 00:00:00 PDT -07:00 %SYS-3-SYS_MEMLOW: Malloc usage exceeded 90%
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�Ý�Þ�æ
����w�U	Z

�Ã�Ñ�¥�ç�Ä�p�x�z Memory Management Module�¢ MMU�£�t�‘�”�Ý�Þ�æ
����U	Z�x� �É�”�Ò�ç�p�b�{
�Í�t�z�Ý�Þ�æ
����U	Z�›� �É�”�Ò�ç�t�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set errordetection memory
Usage: set errordetection memory <enable|disable>
Console> (enable) set errordetection memory enable
Memory error detection enabled.
Console> (enable) show errordetection
Inband error detection:             disabled
Memory error detection:             enabled
Packet buffer error detection:      errdisable
Port counter error detection:       disabled
Port link-errors action:            port-failover
Port link-errors interval:          30 seconds
Port link-errors high rx-threshold: 1000 packets
Port link-errors low rx-threshold:  1000 packets
Port link-errors high tx-threshold: 1000 packets
Port link-errors low tx-threshold:  1000 packets
Port link-errors sampling:          3
Console> (enable)

�Í�t�z Syslog �Ý�¿�·�”�´�w�«�›�Ô�`�‡�b�{

1999 Nov 23 16:32:21 PDT -07:00 %SYS-3-SYS_MEMERR: Out of range while freeing address 
0xabcdefab

NVRAM �w�é�¬

�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï���È�w  NVRAM �é�¬  � �Õ�ï�Ä�]�q�t�z Syslog �¤�å�”�U
\
R�^�•�‡�b�{�\
�w� �Õ�ï�Ä�x�z
ƒ���‡�h�x�Ë�”�Å�¢�£�ž�w�¤�å�”�›�™�¯�b�”	Ô�ù�‹�z�â�”�²���t�è���s�X�æ�˜�•�h
NVRAM 
ƒ���›�™�¯�b�”	Ô�ù�‹�K�“�‡�b�{�Ë�”�Å�¢�£�ž  �¤�å�”�w  NVRAM �é�¬�x  Syslog �t�G�å�^
�•�‡�d�œ�{ NVRAM �é�¬�w�»� �Ü�µ�»�ï�Ó�x�z�Ý�¿�·�”�´�t���‡�•�‡�d�œ�{

�Í�t�z Syslog �Ý�¿�·�”�´�w�«�›�Ô�`�‡�b�{

1999 Nov 23 16:37:21 PDT -07:00 %SYS-4-SYS_NVLOG: convert_post_SAC_CiscoMIB:Block 63 
converted from version 0 to 1

1999 Nov 23 16:37:25 PDT -07:00 %SYS-4-SYS_NVLOG: StartupConfig:Auto config started

�£	ô�¤�å�”

�£	ô  Syslog �Ý�¿�·�”�´�x�z
ù	!	ô�¤�å�”�U�U	Z�^�•�h	Ô�ù�t
\
R�^�•�‡�b�{�Ã�Ñ�¥�ç�Ä�p�x�z�£	ô
Syslog �Ý�¿�·�”�´�x� �É�”�Ò�ç�p�b�{�Í�t�z�£	ô�¤�å�”�U	Z�›� �É�”�Ò�ç�t�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set errordetection inband
Usage: set errordetection inband <enable|disable>
Conosle> (enable) set errordetection inband enable
Inband errordetection enabled.

	!	ô���w�æ�¹�”�µ  �¤�å�”�U  500 �s�t�a�b�”�q�z�Í�w  Syslog �¤�å�”�U
\
R�^�•�‡�b�{

2000 Jun 24 06:37:25 PDT -07:00 %SYS-3-INBAND_NORESOURCE: inband resource error 
warning (500)
2000 Jun 24 08:12:03 PDT -07:00 %SYS-3-INBAND_NORESOURCE: inband resource error 
warning (1000)

�V�Å�Â�“���ˆ�w�h�|�t�z�Í�w�‘�O�s�Ý�¿�·�”�´�U�G�å�^�•�‡�b�{

1999 Dec 25 18:22:08 PDT -07:00 %SYS-3-INBAND_SPRINTR: inband spurious interrupt 
occurred (2)
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�£	ô�Ù�”�Ä�p
ù	!	ô�¤�å�”�U
C
\�b�”�h�|�t�z�Í�w�‘�O�s�Ý�¿�·�”�´�U�G�å�^�•�‡�b�{

�¢�«�£ �§�¿�¯�º�w
:�È�x�z
ù	!	ô�¤�å�”�w�s
:�p�x�s�X�z�£	ô�Ù�”�Ä�U�æ�·�¿�Ä�^�•�h�s
:�›�Ô�`�o�M�‡
�b�{

1999 Dec 25 18:22:08 PDT -07:00 %SYS-3-INBAND_TXRXFAIL: inband driver stuck/reset (2)

UDP �¤�å�”

show netstat upd �¯�Ú�ï�Å�›�Ö�—�b�”�q�z�¹�­�¿�Ä  �¦�”�Ì�”�Ñ�é�”�w�h�|�t�z�Í�w�‘�O�s�Ý�¿�·�”
�´�U
\
R�^�•�‡�b�{

1999 Oct 31 23:59:59 PDT -07:00 %IP-3-UDP_SOCKOVFL: UDP socket overflow

show netstat udp/tcp �¯�Ú�ï�Å�›�Ö�—�b�”�q�z UDP/TCP �½�£�¿�«�±�Ü
Æ�‘�U
C
\�b�”�h�|�t�z�Í�w
�‘�O�s�Ý�¿�·�”�´�U
\
R�^�•�‡�b�{

1999 Oct 31 23:59:59 PDT -07:00 %IP-3-UDP_BADCKSUM: UDP bad checksum
1999 Oct 31 23:59:59 PDT -07:00 %IP-3-TCP_BADCKSUM: TCP bad checksum

�Ù�”�Ä  �§�¢�ï�»�w�Ë�”�Å�¢�£�ž  �è�Õ�ç�/���w�î�æ

�¤�µ� �¿�½  �Ù�”�Ä�w�›���w�¤�å�”  �§�¢�ï�»�›  30 
ü���´�p�Ù�”�æ�ï�¬�b�”�\�q�U�p�V�‡�b�{�‰�°
�Ù�”�Ä	Í�p�w�È���b�”  2 �s�w�Ù�”�æ�ï�¬�p�z�§�¢�ï�»�w�‹�U
ÿ�Q�o�M�h	Ô�ù�x�z� �Õ�ï�Ä�U�G�å�^
�•�‡�b�{�Ì�¿�«�¬�å�¢�ï�Å  �Ù�”�æ�ï�¬�w� �É�”�Ò�ç�‡�h�x�Ã�Ÿ�·�”�Ò�ç�t�x�z set errordetection
portcounters �¯�Ú�ï�Å�›�–�;�`�‡�b�{�Ã�Ñ�¥�ç�Ä�p�x�z�Ù�”�æ�ï�¬�x� �É�”�Ò�ç�p�b�{

�Í�w�‘�O�t�z set errordetection portcounters �¯�Ú�ï�Å�›�Ö�—�`�‡�b�{

Console> (enable) set errordetection portcounters
Usage: set errordetection portcounters <enable|disable>
Console> (enable) set errordetection portcounters disable
Port Counters error detection disabled.

�Í�t�z Syslog �Ý�¿�·�”�´�w�«�›�Ô�`�‡�b�{

1999 Jan 11 08:02:59 PDT -07:00 %SYS-3-PORT_ERR: Port 3/4 swBusResultEvent (12)
1999 Jan 11 09:03:03 PDT -07:00 %SYS-3-PORT_ERR: Port 3/4 swBusResultEvent (223)
1999 Jan 11 09:03:03 PDT -07:00 %SYS-4-PORT_WARN: Port 3/4 dmaTxFull (7) dmaRetry (33) 
dmaLevel2Request(21)

�Ù�”�Ä  �§�¢�ï�»�w�µ�Í�Ç�ï�¬�À�æ�”�/���w�î�æ

�\�\�p�x�z�Ù�”�Ä  �§�¢�ï�»�w�µ�Í�Ç�ï�¬�À�æ�”�/���›�î�æ�b�”�M�O�t�m�M�o
†�Ì�`�‡�b�{

• �Ò�é�¿�©�ï�¬�T�’�æ�µ�Ç�ï�¬�•�w� �æ�¢ p.19-22�£

• BPDU �µ�©�á�”� �ï�¬�¢ p.19-22�£

• SNMP�¢ p.19-22�£
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�Ò�é�¿�©�ï�¬�T�’�æ�µ�Ç�ï�¬�•�w� �æ

�Ù�”�Ä�U�Ò�é�¿�©�ï�¬�T�’�æ�µ�Ç�ï�¬�t� �æ�b�”�h�|�t�z Syslog �Ý�¿�·�”�´�U
\
R�^�•�‡�b�{�µ�Í
�Ç�ï�¬�À�æ�”  �µ�Â�”�Ä�!�=�t�x�z�7���w  Syslog �Ý�¿�·�”�´�U�K�“�‡�b�{

�Í�t�z Syslog �Ý�¿�·�”�´�w�«�›�Ô�`�‡�b�{

1999 Jan 03 00:02:59 PDT -07:00 %SPANTREE-5-PORTLISTEN: Port 3/4 state in vlan 1 
changed to listening
1999 Jan 03 00:02:59 PDT -07:00 %SPANTREE-5-TR_PORTLISTEN: Trcrf 101 in trbrf 102 
state changed to listening

BPDU �µ�©�á�”� �ï�¬

�Ù�”�Ä	Í�p�È���`�o  2 �s	!	ô�`�h  BPDU �w	!	ô���´�U  hello �»� �Ü�›  10 
µ�Ò�Q�o�M�h	Ô�ù�t�z
Syslog �Ý�¿�·�”�´�U
\
R�^�•�‡�b�{�µ�é�¿�Ä�ç���´�t�m�M�o�x�z�b�‚�o�w  VLAN 
j�ø�p�z�Ù�”�Ä��
�t�–
ü  1 �m�c�m�Ý�¿�·�”�´�U
\
R�^�•�‡�b�{

�Í�t�z Syslog �Ý�¿�·�”�´�w�«�›�Ô�`�‡�b�{

1999 Jan 01 00:01:19 PDT -07:00 %SPANTREE-3-BPDUSKEW: Port 2/1 vlan 1 BPDU skewed
1999 Jan 01 00:05:19 PDT -07:00 %SPANTREE-3-BPDUSKEW: Port 2/5 vlan 1 BPDU skewed
1999 Jan 01 00:05:23 PDT -07:00 %SPANTREE-3-BPDUSKEW: Port 2/5 vlan 3 BPDU skewed

SNMP

Syslog �/���]�q�t�z�7���w  clogMessageGenerated �Ä�å�¿�Ó�›�–�;�`�o
\
R�^�•�h�z�0� �b�”  SNMP
�¢���›�É�¿�Ä�ë�”�«���g�Ó�é�Ä�¯�ç�£�Ä�å�¿�Ó�U�z Syslog �Ý�¿�·�”�´�U
\
R�^�•�”�h�|�t
ù	ô�^�•
�‡�b�{
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�Í�­�¿�Ä�Ì�¿�Ñ�•  �¤�å�”	r�g�w
ƒ��
set errordetection packet-buffer {errdisable | powercycle | supervisor {errdisable | shutdown}} �¯�Ú�ï
�Å�› �–� ; �b � ” �q�z� Í �w� ‘ �O� t � Í � ­ �¿�Ä� Ì �¿�Ñ�•  �¤ �å �” 	 r �g � › � ¦ � � �p �V�‡�b�¢�Ã�Ñ�¥�ç�Ä�x
errdisable�£�{

• errdisable �•  errdisable �©�”�ë�”�Å�›�Ö�—�`�h	Ô�ù�z�Í�­�¿�Ä�Ì�¿�Ñ�•  �¤�å�”�U
C
\�`�h�Ù�”
�Ä�x  errdisable �µ�Â�”�Ä�t�s�“�‡�b�{

• powercycle �•  powercycle �©�”�ë�”�Å�›�Ö�—�`�h	Ô�ù�z �\�w�¦�Ó�³�ã�ï�›�±�Ù�”�Ä�b�”�Þ�´�á�”
�ç�x�z�Í�­�¿�Ä�Ì�¿�Ñ�•  �¤�å�”�U
C
\�b�”�q�?�o�U�¦�Ñ / �¦�ï�t�s�“�‡�b�{�\�w�¦�Ó�³�ã�ï�›

¬�R�`�h	Ô�ù�z�Þ�´�á�”�ç	Í�p  ROMMON �ž�¿�Ó�¬�è�”�Å�U�¢
ž�A�t� �a�o�£�×�ˆ�î�æ�^�•�z

ª	j�w�I�ˆ�³�”�­�ï�µ�U	²�t�^�•�o�z�Þ�´�á�”�ç�w�¼�¢�ï�»� �Ü�U�y	V�^�•�‡�b�¢�\�w�;�ó�x
�ô���I�ˆ�;�ó�q�‹�M�M�‡�b�£ �{

• supervisor �•  supervisor errdisable �©�”�ë�”�Å�›�Ö�—�`�h	Ô�ù�z�Í�­�¿�Ä�Ì�¿�Ñ�•  �¤�å�”�U
C

\�`�h�µ�”�Í�Ì� �²  �¤�ï�´�ï  �Ù�”�Ä�x  errdisable �µ�Â�”�Ä�t�s�“�‡�b�{ supervisor shutdown
�©�”�ë�”�Å�›�Ö�—�`�h	Ô�ù�z�Í�­�¿�Ä�Ì�¿�Ñ�•  �¤�å�”�U
C
\�`�h�µ�”�Í�Ì� �²  �¤�ï�´�ï  �Ù�”
�Ä�x�³�ß�¿�Ä  �¼�¢�ï�^�•�‡�b�{

�«�™ ROMMON � �Ý�”�´�w�¼�¢�ï�é�”�Å�¤�x�z�Þ�´�á�”�ç�w�?�o�›�¦�Ñ / �¦�ï�t�`�s�M�p�X�i�^�M�{�Þ
�´�á�”�ç�U
����b�”�\�q�U�K�“�‡�b�{

�Í�­�¿�Ä�Ì�¿�Ñ�•  �¤�å�”	r�g�x�z�Í�w�Þ�´�á�”�ç�p�–�;�p�V�‡�b�{

• WS-X6248-RJ45

• WS-X6248-TEL

• WS-X6348-RJ45

• WS-X6348-RJ21

• WS-X6148-RJ45

• WS-X6148-RJ21

�¢�«�£ �¤�å�”�U	Z
ƒ���t���b�”	Ø�C�›
¯�Ô�b�”�t�x�z show errordetection �¯�Ú�ï�Å�›�Ö�—�`�‡�b�{
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EtherChannel/ �æ�ï�«  �¤�å�”	r�g�w
ƒ��
�\�w�;�ó�›�–�;�b�”�q�z�¦���8���º�t  EtherChannel �º�w�Ù�”�Ä�w  1 �m�U
ƒ���D�ó�s�¤�å�”  �µ�è�¿
�³�á�×�”�ç�Å�›�Ò�a�`�h	Ô�ù�t�z EtherChannel �º�w�Ù�”�Ä���p�Ä�å�Ñ�Ÿ�¿�«�U�×�ˆ�$�t�Ñ�£�”�ç
�¦�”�Ì�”�^�•�‡�b�{�Ù�”�Ä  �Ñ�£�”�ç�¦�”�Ì�”�U
C
\�b�”�w�x�z EtherChannel �t�ˆ�^�D�ó�s�Ù�”�Ä�U
���O�b�”	Ô�ù�w�ˆ�p�b�{	Ë�•�w
C
\�`�h�Ù�”�Ä�U  EtherChannel �º�w�7	4�Ù�”�Ä�p�K�”	Ô�ù�z�Ù�”�Ä
�x�®�Ù�”�Ä  �Ñ�£�”�ç�¦�”�Ì�”�¯�µ�Â�”�Ä�t�s�’�s�M�p�z	!	ô�¤�w�¤�å�”  �»� �Ó�t�����s�X�Ä�å
�Ñ�Ÿ�¿�«�›�¾�V���V
ù	!	ô�`�‡�b�{�o�°�w
‡�½�ß�É�æ�ï�¬  �Ù�”�Ä�x�Ù�”�Ä  �Ñ�£�”�ç�¦�”�Ì�”  �µ
�Â�”�Ä�t�s�“�‡�d�œ�{�¦���8���º�t�¤�å�”  �µ�è�¿�³�á�×�”�ç�Å�›�Ò�a�`�h	Ô�ù�z�\�•�’�w�Ù�”�Ä�x
errdisable �µ�Â�”�Ä�t�s�“�‡�b�{

�¢�«�£ �æ�ï�«  �¤�å�”�x�z Inerrors�z RXCRC�¢ CRCAlignErrors�£�z�S�‘�|  TXCRC �w 3 �m�w�§�¢�ï�»�t�,�n�M
�o�Þ�Ç�»�^�•�‡�b�{�æ�ï�«�w  errdisable �»� �Ú�”�U� �É�”�Ò�ç�w	Ô�ù�¢ set errdisable-timeout enable
�¯�Ú�ï�Å�›�–�;�£ �zerrdisable �µ�Â�”�Ä�w�Ù�”�Ä�x�»� �Ü�ž�¢�Ä  � �ï�»�”�Ì�ç�w�&�a�™�t�×�ˆ�$�t�6
� �É�”�Ò�ç�t�s�“�‡�b �¢�»� �Ü�ž�¢�Ä  � �ï�»�”�Ì�ç�x  set errdisable-timeout interval { interval} �¯�Ú
�ï�Å�›�–�;�`�o�¦���`�‡�b�£ �{�\�•�’�w�¯�Ú�ï�Å�w	Ä�I�t�m�M�o�x�z �®�Ù�”�Ä�w  errdisable �µ�Â�”�Ä
�t�S�Z�”�»� �Ü�ž�¢�Ä
ƒ���¯ �¢ p.4-13�£ �›�€	°�`�o�X�i�^�M�{

set errordetection link-errors �¬�é�”�Ì�ç  �¯�Ú�ï�Å�›�–�;�b�”�q�z EtherChannel/�æ�ï�«  �¤�å�”	r�g�›
�Í�w�‘�O�t�¦���p�V�‡�b�{

• set errordetection link-errors action { errordisable | port-failover }

�Ù�”�Ä�w�¤�å�”  �§�¢�ï�»�U
ƒ���D�ó�s�µ�è�¿�³�á�×�”�ç�Å�w	Í�v�‹�t�x�a�b�”�q �¢�¦���^�•�h
�±�ï�Ó�æ�ï�¬  �§�¢�ï�Ä�8���º�£ �zerrordisable �‡�h�x  port-failover �w�M�c�•�T�w  action �U�î�æ�^�•
�‡�b�{ errordisable �›
¬�R�`�h	Ô�ù�z	Í�v�µ�è�¿�³�á�×�”�ç�Å�t�x�a�`�h�Ù�”�Ä�x  errdisable �µ
�Â�”�Ä�t�s�“�‡�b�{ port-failover �›
¬�R�`�h	Ô�ù�x�z�Ù�”�Ä�w�½�ß�É�ç  �µ�Â�”�»�µ�U�ß�€�^�•
�‡�b�{�Ù�”�Ä�U�½�ß�É�ç�t���`�o�M�o�z�½�ß�É�ç�º�w�ˆ�^�D�ó�s�7	4�Ù�”�Ä�p�s�M	Ô�ù�z�Ù�”
�Ä�x  errdisable �µ�Â�”�Ä�t�s�“�‡�b�¢�Ù�”�Ä�U�o�°�Ù�”�Ä�w	Ô�ù�‹�z errdisable �µ�Â�”�Ä�t�s�“
�‡�b�£�{ action �w�Ã�Ñ�¥�ç�Ä
ƒ���x  port-failover �p�b�{

• set errordetection link-errors interval { timer-value} 

�¦���^�•�h  interval  timer-value �x�z�Ù�”�Ä�w�¤�å�”  �§�¢�ï�»�w�¡�ˆ	��“
Ã�S�›�>���`�‡�b�{�¦
���^�•�h�Ã�Ñ�¥�ç�Ä�»� �Ú�”�‹�x  30 
µ�p�z���®
c�“�x  30 �™ 1800 
µ�p�b�{

�¢�«�£ EtherChannel/�æ�ï�«  �¤�å�”	r�g�;�ó�U�Ã�Ÿ�·�”�Ò�ç�w	Ô�ù�‹�z� �ï�»�”�Ì�ç�›
ƒ���p
�V�‡�b�{�\�w�;�ó�U� �É�”�Ò�ç�w	Ô�ù�t�z� �ï�»�”�Ì�ç�›�¦���b�”�q�z�»� �Ú�”�x	ý�`
�M�‹�›�–�;�`�o�6�I�ˆ�`�‡�b�{

• set errordetection link-errors { inerrors | rxcrc | txcrc} {[ high value] | [low value]}

�¦���^�•�h  rxcrc �‹�S�‘�|  txcrc �‹�x�z interval  timer-value �¯�Ú�ï�Å�›�Ö�—�`�o�¦���^�•�h� �ï
�»�”�Ì�ç�¤�t�•�D�^�•�”�æ�ï�«  �¤�å�”
:�›�>���`�‡�b�{ �<�v�µ�è�¿�³�á�×�”�ç�Å�t�x�a�b�”�q

�¢�¦���^�•�h�±�ï�Ó�æ�ï�¬  �§�¢�ï�Ä�8���º�£�z Syslog �Ý�¿�·�”�´�U
¯�Ô�^�•�‡�b�{	Í�v�µ�è�¿
�³�á�×�”�ç�Å�t�x�a�b�”�q�¢�¦���^�•�h�±�ï�Ó�æ�ï�¬  �§�¢�ï�Ä�8���º�£ �z Syslog �Ý�¿�·�”�´�U

¯�Ô�^�•�”�q�q�‹�t�z�Ù�”�Ä�U  errdisable �µ�Â�”�Ä�t�s�”�T�z�‡�h�x�Ù�”�Ä  �Ñ�£�”�ç�¦�”�Ì�”
�Ý�§�Ç�¶�Ü�U�Ä�æ�¨�”�^�•�‡�b�{ 	Í�v�µ�è�¿�³�á�×�”�ç�Å�w
c�“�x  2 �™ 65535�z�<�v�µ�è�¿�³�á
�×�”�ç�Å�w
c�“�x  1 �™ 65534 �p�b�{�¦���^�•�h  inerrors �‹�x�z inerrors �µ�è�¿�³�á�×�”�ç�Å�›�>
���`�‡�b�{�Ã�Ñ�¥�ç�Ä�w�µ�è�¿�³�á�×�”�ç�Å�‹�x�z�Í�w�q�S�“�p�b�{

�µ inerrors �µ�è�¿�³�á�×�”�ç�Å�w	Í�v�‹  �•  1001 �Í�­�¿�Ä

�µ inerrors �µ�è�¿�³�á�×�”�ç�Å�w�<�v�‹  �•  1000 �Í�­�¿�Ä
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�µ rxcrc �µ�è�¿�³�á�×�”�ç�Å�w	Í�v�‹  �•  1001 �Í�­�¿�Ä

�µ rxcrc �µ�è�¿�³�á�×�”�ç�Å�w�<�v�‹  �•  1000 �Í�­�¿�Ä

�µ txcrc �µ�è�¿�³�á�×�”�ç�Å�w	Í�v�‹  �•  1001 �Í�­�¿�Ä

�µ txcrc �µ�è�¿�³�á�×�”�ç�Å�w�<�v�‹  �•  1000 �Í�­�¿�Ä

• set errordetection link-errors sampling { sampling_count} 

�î�M�w�³�µ�Â�Ü  �¤�å�”	Ú�E�p�s�M�ë�ï�»� �Ü  � �Õ�ï�Ä�t�‘�l�o�Ù�”�Ä�U�î
µ�t  errdisable �µ
�Â�”�Ä�t�s�”�D�ó
Q�›�7	–�v�t�b�”�t�x�z  sampling_count �›�¦���`�o�X�i�^�M�{ sampling_count
�x�z �Ù�”�Ä�U  errdisable �µ�Â�”�Ä�t�s�”�‡�p�t	Í�v / �<�v�µ�è�¿�³�á�×�”�ç�Å�‹�t�x�a�`�s�Z�•
�y�s�’�s�M�s
:�›�>���`�‡�b�{�h�q�Q�y�z�Ù�”�Ä�w	Í�v�µ�è�¿�³�á�×�”�ç�Å�‹�U  1000 �p�z�±
�ï�Ó�æ�ï�¬  �§�¢�ï�Ä�U  3 �w	Ô�ù�z�Ù�”�Ä�U  errdisable �µ�Â�”�Ä�t�s�”�w�x�z�Ù�”�Ä�U  1000 �w�µ
�è�¿�³�á�×�”�ç�Å�t  3 �s�x�a�`�h	Ô�ù�w�ˆ�p�b�{�Ã�Ñ�¥�ç�Ä�w�±�ï�Ó�æ�ï�¬  �§�¢�ï�Ä�‹�x  3�z
���®
c�“�x  1 �™ 255 �s�p�b�{

�¢�«�£ �¤�å�”�U	Z
ƒ���t���b�”	Ø�C�›
¯�Ô�b�”�t�x�z show errordetection �¯�Ú�ï�Å�›�Ö�—�`�‡�b�{
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IEEE 802.3ah � �”�±�É�¿�Ä  OAM �w
ƒ��
� �”�±�É�¿�Ä  Operation, Administration, and Maintenance�¢ OAM�£�;�ó�x�z IEEE 802.3ah �w�¿�‰�t�K�”
�“�7�t	H�M�‡�b�{�\�w�Ó�é�Ä�¯�ç�t�‘�l�o�{�˜�•�”	��s  � �”�±�É�¿�Ä  OAM �;�ó�x�z�æ�ï�«  �Þ�Ç�»
�æ�ï�¬�z�æ�Þ�”�Ä�æ

�¦�Ô�z�S�‘�|�æ�Þ�”�Ä  �ç�”�Ó�Ì�¿�«  �Â�µ�Ä�p�b�{

�¢�«�£ �³�µ�¯�p�x�z�æ�Þ�”�Ä�æ

�¦�Ô�›�±�Ù�”�Ä�`�o�M�‡�d�œ�{

�\�\�p�x�z IEEE 802.3ah � �”�±�É�¿�Ä  OAM �w
ƒ���M�O�t�m�M�o
†�Ì�`�‡�b�{

• �“�A�¢ p.19-26�£

• � �”�±�É�¿�Ä  OAM 
ƒ���Ì�w�«�™�Ä�ò�S�‘�|
M�v�Ä�ò�¢ p.19-27�£

• � �”�±�É�¿�Ä  OAM �w�î�æ�¢ p.19-27�£

�“�A

Open Systems Interconnection�¢ OSI; �‰�L���³�µ�Â�Ü��
ì�“
€���£ �€	°�Þ�Ã�ç�p�x�z � �”�±�É�¿�Ä  OAM
�x�z�Ã�”�»  �æ�ï�«  �è� �à�w  Logical Link Control�¢ LLC; �æ�g�æ�ï�«
M�š�£�±�Ò�è� �à�q  MAC �±�Ò
�è� �à���t�î
÷�^�•�”�¦�Ó�³�ã�ï�w�±�Ò�è� �à�p�b�¢ 
$ 19-1 �›�€	°�£ �{


$ 19-1 OSI �€	°�Þ�Ã�ç�w  � �”�±�É�¿�Ä  OAM �w�•�”

�¢�«�£ OAM �x�z�¿�3�¬
ï�›
ž�A�q�`�s�M�¢�Ñ�è�”�Ü�8
ù���S�U�7�G  10 �Ñ�è�”�Ü / 
µ�t
M�v�^�•�o�M�”�£

z�±�$�ÿ���w�Ó�é�Ä�¯�ç�p�z�è	×�w�æ�ï�«�ˆ�^�p�x
ž�A�K�“�‡�d�œ�{ OAM �Ñ�è�”�Ü�¢���Ê  OAM
Protocol Data Unit [OAMPDU]�£�x�z�ÿ���Ó�é�Ä�¯�ç�|
Œ  MAC �ž�Å�è�µ�¢ 0180.c200.0002�£�›�–�;�`
�o�z MAC �±�Ò�è� �à�p�E�æ	!	ô�^�•�z� �”�±�É�¿�Ä  �É�¿�Ä�ë�”�«�º�w
ó
:�w�×�¿�Ó�t�;�û�^�•�‡
�d�œ�{

LLC 
MAC 

-------------------------------------------------------------
OAM

-------------------------------------------------------------
MAC 

-------------------------------------------------------------
MAC

1
4
4
3
9
7
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�Ú�™�w
¶�Ë	O�Ù� �ï�Ä�À�”�Ù� �ï�Ä  � �”�±�É�¿�Ä  �æ�ï�«�‡�h�x�¤�Û�á�è�”�Ä  �Ù� �ï�Ä�À�”�Ù� �ï
�Ä � �”�±�É�¿�Ä  �æ�ï�«�p  OAM �›�î
÷�p�V�‡�b�{ OAM �x�Ù�”�Ä�o�•�p
ƒ���p�V�‡�b�{ OAM 
ƒ��
�x�Ù�”�Ä�w���w
ƒ���q�x�Á�����p�b�{�Ù�”�Ä�x�z�Ä�å�ï�«  �Ù�”�Ä�z�ž�«�·�µ  �Ù�”�Ä�z�‡�h�x
EhterChannel �w�°
æ�q�b�”�\�q�U�p�V�‡�b�{�Ù�”�Ä	Í�p  OAM �›
ƒ���b�”	Ô�ù�z�\�w�Ù�”�Ä�w  OAM
�;�ó�x���w�Ù�”�Ä�p
ƒ���^�•�h  OAM �;�ó�q�x�Á�����p�b�{

� �”�±�É�¿�Ä  OAM 
ƒ���Ì�w�«�™�Ä�ò�S�‘�|
M�v�Ä�ò

� �”�±�É�¿�Ä  OAM �›
ƒ���b�”	Ô�ù�z�Í�w
ƒ���Ì�w�«�™�Ä�ò�S�‘�|
M�v�Ä�ò�t	H�l�o�X�i�^�M�{

• OAM �;�ó�x�z
ú�g�$�s�Ž
æ� �”�±�É�¿�Ä  �Ù�”�Ä	Í�p�w�ˆ�±�Ù�”�Ä�^�•�‡�b�{

• OAM �›�î�æ�b�”�Ù�”�Ä�x�z
¶�Ë	O�Þ�”�Å�t�b�”
ž�A�U�K�“�‡�b�{

• �æ�Þ�”�Ä�æ

�¦�Ô�x�z�±�Ù�”�Ä�^�•�‡�d�œ�{

• OAM �æ�Þ�”�Ä  �ç�”�Ó�Ì�¿�«  �Þ�”�Å�x�z�Ä�å�ï�«  �Ù�”�Ä�z EtherChannel �Ù�”�Ä�z�S�‘�|�Ó�å� 
�Õ�”�Ä  VLAN �Ù�”�Ä�p�x�±�Ù�”�Ä�^�•�‡�d�œ�{

• MIB�¢���g	Ø�C�Õ�”�µ�£�!
:�A�{�S�‘�|� �t�x�z�±�Ù�”�Ä�^�•�‡�d�œ�{

� �”�±�É�¿�Ä  OAM �w�î�æ

�\�\�p�x�z� �”�±�É�¿�Ä  OAM �w�î�æ�M�O�t�m�M�o
†�Ì�`�‡�b�{

• � �”�±�É�¿�Ä  OAM �w� �É�”�Ò�ç�=�‡�h�x�Ã�Ÿ�·�”�Ò�ç�=�¢ p.19-28�£

• � �”�±�É�¿�Ä  OAM �Ù�”�Ä  �Þ�”�Å�w�¦���¢ p.19-28�£

• � �”�±�É�¿�Ä  OAM �æ�Þ�”�Ä  �ç�”�Ó�Ì�¿�«  �Â�µ�Ä�w�‹
q�‡�h�x�•�D�¢ p.19-29�£

• � �”�±�É�¿�Ä  OAM �æ�Þ�”�Ä  �ç�”�Ó�Ì�¿�«  �Â�µ�Ä�w� �É�”�Ò�ç�=�‡�h�x�Ã�Ÿ�·�”�Ò�ç�=
�¢ p.19-29�£

• � �”�±�É�¿�Ä  OAM �æ�Þ�”�Ä  �ç�”�Ó�Ì�¿�«  �Â�µ�Ä�w�Í�­�¿�Ä
:�S�‘�|�Í�­�¿�Ä  �±� �¶�w�¦��
�q�Â�µ�Ä�w�î�æ�¢ p.19-30�£

• � �”�±�É�¿�Ä  OAM �æ�ï�«  �Þ�Ç�»�æ�ï�¬�w� �É�”�Ò�ç�=�‡�h�x�Ã�Ÿ�·�”�Ò�ç�=�¢ p.19-30�£

• � �”�±�É�¿�Ä  OAM �æ�ï�«  �Þ�Ç�»�æ�ï�¬�;�w�æ�ï�«  � �Õ�ï�Ä�w�¢�Ÿ�ï�Å�¢  �±� �¶�w�¦��
�¢ p.19-31�£

• � �”�±�É�¿�Ä  OAM �æ�ï�«  �Þ�Ç�»�æ�ï�¬�w�<�v�µ�è�¿�³�á�×�”�ç�Å  �¤�å�”  �§�¢�ï�Ä�S�‘�|��
�È�ž�«�³�ã�ï�w�¦���¢ p.19-31�£

• � �”�±�É�¿�Ä  OAM �æ�ï�«  �Þ�Ç�»�æ�ï�¬�w	Í�v�µ�è�¿�³�á�×�”�ç�Å  �¤�å�”  �§�¢�ï�Ä�S�‘�|��
�È�ž�«�³�ã�ï�w�¦���¢ p.19-32�£

• OAM �«�æ�Â�Ÿ�§�ç  �æ�ï�«  � �Õ�ï�Ä�w���È�ž�«�³�ã�ï�w�¦���¢ p.19-32�£

• � �”�±�É�¿�Ä  OAM �w�-	Ø�C�S�‘�|� �”�±�É�¿�Ä  OAM 
ƒ���w	«�ˆ�¢ p.19-33�£

• OAM �æ�ï�«  �Þ�Ç�»�æ�ï�¬�;�w�â�”�²
ƒ���Í�å�Ý�”�»�w	«�ˆ�¢ p.19-33�£

• OAM �«�æ�Â�Ÿ�§�ç  �æ�ï�«  � �Õ�ï�Ä�;�w�â�”�²
ƒ���ž�«�³�ã�ï�w	«�ˆ�¢ p.19-34�£

• � �”�±�É�¿�Ä  OAM ���È	Ø�C�w
¯�Ô�¢ p.19-34�£

• � �”�±�É�¿�Ä  OAM �É� �Ì	Ø�C�w
¯�Ô�¢ p.19-35�£

• � �”�±�É�¿�Ä  OAM �æ�Þ�”�Ä  �ç�”�Ó�Ì�¿�«  �Â�µ�Ä	Ø�C�w
¯�Ô�¢ p.19-36�£

• � �”�±�É�¿�Ä  OAM �w�-	Ø�C�w
¯�Ô�¢ p.19-37�£
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� �”�±�É�¿�Ä  OAM �w� �É�”�Ò�ç�=�‡�h�x�Ã�Ÿ�·�”�Ò�ç�=

�Í�w�¯�Ú�ï�Å�›�–�;�b�”�q�z �›���w�Ù�”�Ä	Í�p  OAM �›� �É�”�Ò�ç�‡�h�x�Ã�Ÿ�·�”�Ò�ç�t�p�V�‡�b�{
�Ã�Ñ�¥�ç�Ä�p�x�z OAM �x�b�‚�o�w�Ù�”�Ä	Í�p�Ã�Ÿ�·�”�Ò�ç�p�b�{

�¦���w�Ù�”�Ä	Í�p  OAM �›� �É�”�Ò�ç�‡�h�x�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^
�À�›�æ�M�‡�b�{

�Í�t�z�¦���w�Ù�”�Ä	Í�p  OAM �›� �É�”�Ò�ç�t�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set port ethernet-oam 3/1 enable  
Successfully enabled OAM on port(s) 3/1.
Console> (enable)

� �”�±�É�¿�Ä  OAM �Ù�”�Ä  �Þ�”�Å�w�¦��

�Ž�<�w�¯�Ú�ï�Å�›�–�;�b�”�q�z�¦���w�Ù�”�Ä	Í�p�w  OAM �Ù�”�Ä  �Þ�”�Å�›�¦���p�V�‡�b�{ 
¯ 19-2
�t�z �ž�«�Â�Ÿ�Ò�S�‘�|�Í�¿�³�Ò  �Þ�”�Å�p�•�D�^�•�”  OAM �Ù�”�Ä�;�ó�›�Ô�`�‡�b�{ �Ã�Ñ�¥�ç�Ä�p�x�z
OAM �Þ�”�Å�x�b�‚�o�w�Ù�”�Ä�p�ž�«�Â�Ÿ�Ò�p�b�{

�¦���Ù�”�Ä	Í�p  OAM �Ù�”�Ä  �Þ�”�Å�›�¦���b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z�¦���Ù�”�Ä	Í�p  OAM �Ù�”�Ä  �Þ�”�Å�›�ž�«�Â�Ÿ�Ò�t�¦���b�”�«�›�Ô�`�‡�b�{

Console> (enable) set port ethernet-oam 3/1 mode active  
Successfully updated OAM mode to active on port(s) 3/1.
Console> (enable)

�^�À �¯�Ú�ï�Å

�¦���w�Ù�”�Ä	Í�p  OAM �›�  �É�”�Ò�ç�‡�h�x
�Ã�Ÿ�·�”�Ò�ç�t�`�‡�b�{

set port ethernet-oam mod/port { disable | enable}


¯ 19-2 � �”�±�É�¿�Ä  OAM �Ù�”�Ä  �Þ�”�Å

�;�ó �ž�«�Â�Ÿ�Ò �Í�¿�³�Ò

OAM �U	Z�Ó�é�·�µ�›�‰�•�`�‡�b�{ �K�“ �s�`

OAM �U	Z�Ó�é�·�µ�w�‰�•�t� �t�`�‡�b�{ �K�“ �K�“

	Ø�C OAMPDU �›
ù	ô�b�”
ž�A�U�K�“�‡�b�{ �K�“ �K�“

� �Õ�ï�Ä�è�Œ  OAMPDU �w
ù	ô�U�•�D�^�•�‡�b�{ �K�“ �K�“

�!
:�A�{  OAMPDU �w
ù	ô�U�•�D�^�•�‡�b�{ �K�“ �s�`

�!
:� �t  OAMPDU �w
ù	ô�U�•�D�^�•�‡�b�{ �K�“ 1

1. �Ð�ž  �Ù�”�Ä�›�ž�«�Â�Ÿ�Ò  �Þ�”�Å�t�b�”
ž�A�U�K�“�‡�b�{

�K�“

�ç�”�Ó�Ì�¿�«
M�š  OAMPDU �w
ù	ô�U�•�D�^�•�‡�b�{ �K�“ �s�`

�ç�”�Ó�Ì�¿�«
M�š  OAMPDU �t� �t�`�‡�b�{ �K�“ 1 �K�“

�Ï
R�t�{���w  OAMPDU �w
ù	ô�U�•�D�^�•�‡�b�{ �K�“ �K�“

�^�À �¯�Ú�ï�Å

�¦���Ù�”�Ä	Í�p  OAM �Ù�”�Ä  �Þ�”�Å�›�¦���`�‡
�b�{

set port ethernet-oam mod/port mode {active |
passive}
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� �”�±�É�¿�Ä  OAM �æ�Þ�”�Ä  �ç�”�Ó�Ì�¿�«  �Â�µ�Ä�w�‹
q�‡�h�x�•�D

�Ž�<�w�¯�Ú�ï�Å�›�–�;�b�”�q�z�¦���Ù�”�Ä	Í�p  OAM �æ�Þ�”�Ä  �ç�”�Ó�Ì�¿�«�A�{�›�‹
q�‡�h�x�•�D
�p�V�‡�b�{�Ã�Ñ�¥�ç�Ä�w
ƒ���x�•�D�p�b�{

�¦���Ù�”�Ä�p  OAM �æ�Þ�”�Ä  �ç�”�Ó�Ì�¿�«�A�{�›�‹
q�‡�h�x�•�D�b�”�t�x�z � �É�”�Ò�ç  �Þ�”�Å�p�Í
�w�^�À�›�æ�M�‡�b�{

�Í�t�z�¦���Ù�”�Ä�p  OAM �æ�Þ�”�Ä  �ç�”�Ó�Ì�¿�«�A�{�›�‹
q�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set port ethernet-oam 3/1 remote-loopback deny
Successfully updated OAM remote-loopback capability to deny on port(s) 3/1.
Console> (enable) 

� �”�±�É�¿�Ä  OAM �æ�Þ�”�Ä  �ç�”�Ó�Ì�¿�«  �Â�µ�Ä�w� �É�”�Ò�ç�=�‡�h�x�Ã�Ÿ�·�”�Ò�ç�=

�Ž�<�w�¯�Ú�ï�Å�›�–�;�b�”�q�z �¦���Ù�”�Ä	Í�p  OAM �æ�Þ�”�Ä  �ç�”�Ó�Ì�¿�«  �Â�µ�Ä�›� �É�”�Ò�ç�‡
�h�x�Ã�Ÿ�·�”�Ò�ç�t�p�V�‡�b�{ �\�w�Â�µ�Ä�›�î�æ�b�”�‘�O�t�¦���`�h�Ù�”�Ä�x�z OAM �æ�Þ�”�Ä  �ç�”
�Ó�Ì�¿�«  �Þ�”�Å�›�‰�•�p�V�”�Ð�ž  OAM �Ã�Ì� �µ�q
€���`�o�M�”
ž�A�U�K�“�‡�b�{

�¢�«�£ �Ž�<�w�¯�Ú�ï�Å�x�z�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Ñ�•� �ç�‡�h�x  NVRAM �t�-���^�•�‡�d�œ�{

�¢�«�£ �æ�Þ�”�Ä  �ç�”�Ó�Ì�¿�«  �Â�µ�Ä�w�ˆ�^�¤�t�z �æ�Þ�”�Ä  �ç�”�Ó�Ì�¿�«�U� �É�”�Ò�ç�t�s�l�h	Ô�ù�z �Ã�”
�»  �Í�­�¿�Ä�›���‰�b�‚�o�w�Í�­�¿�Ä�U�f�w�Ù�”�Ä�p
��:�^�•�‡�b�{�\�w�ˆ�^�t�‘�“�z���X�w�Ó�é
�Ä�¯�ç �¢ Spanning-Tree Protocol [STP; �µ�Í�Ç�ï�¬�À�æ�”  �Ó�é�Ä�¯�ç ]�zEtherchannel �Ó�é�Ä�¯�ç�s�r�£
�p�µ�Â�”�Ä  �Ú�³�ï�U�æ�·�¿�Ä�^�•�‡�b�{

�¦���Ù�”�Ä�p  OAM �æ�Þ�”�Ä  �ç�”�Ó�Ì�¿�«  �Â�µ�Ä�›� �É�”�Ò�ç�‡�h�x�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z � 
�É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z�¦���Ù�”�Ä�p  OAM �æ�Þ�”�Ä  �ç�”�Ó�Ì�¿�«�Â�µ�Ä�›� �É�”�Ò�ç�t�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set port ethernet-oam 3/1 remote-loopback enable
Successfully initiated OAM remote-loopback on port(s) 1/1.
Port status set to inactive
Console> (enable)

�^�À �¯�Ú�ï�Å

�¦���Ù�”�Ä�p  OAM �æ�Þ�”�Ä  �ç�”�Ó�Ì�¿�«�A�{
�›�‹
q�‡�h�x�•�D�`�‡�b�{

set port ethernet-oam mod/port remote-loopback
{ deny | permit }

�^�À �¯�Ú�ï�Å

�¦���Ù�”�Ä�p  OAM �æ�Þ�”�Ä  �ç�”�Ó�Ì�¿�«�Â�µ
�Ä�›� �É�”�Ò�ç�‡�h�x�Ã�Ÿ�·�”�Ò�ç�t�`�‡�b�{

set port ethernet-oam mod/port remote-loopback
{ disable | enable}
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� �”�±�É�¿�Ä  OAM �æ�Þ�”�Ä  �ç�”�Ó�Ì�¿�«  �Â�µ�Ä�w�Í�­�¿�Ä
:�S�‘�|�Í�­�¿�Ä  �±� �¶�w�¦���q�Â�µ�Ä�w
�î�æ

�Ž�<�w�¯�Ú�ï�Å�›�–�;�b�”�q�z OAM �æ�Þ�”�Ä  �ç�”�Ó�Ì�¿�«  �Â�µ�Ä�w�Í�­�¿�Ä
:�S�‘�|  �Í�­�¿�Ä
�±� �¶�›�¦���`�z�¦���w�Ù�”�Ä	Í�p�Â�µ�Ä�›�î�æ�p�V�‡�b�{�\�w�¯�Ú�ï�Å�x�z OAM �æ�Þ�”�Ä  �ç�”
�Ó�Ì�¿�«  �Â�µ�Ä�U� �É�”�Ò�ç�w�Ù�”�Ä�p�w�ˆ�–�;�p�V�‡�b�{ �\�w�¯�Ú�ï�Å�w�Ö�—�™�z �æ�Þ�”�Ä  �ç�”
�Ó�Ì�¿�«  �Â�µ�Ä�U�î�æ�^�•�z�Â�µ�Ä	4�ƒ�™�t�Â�µ�Ä�A�L�w�A�ÿ�U
¯�Ô�^�•�‡�b�{�Ã�Ñ�¥�ç�Ä�p�x�z
64 �Ì� �Ä�w�Í�­�¿�Ä  10,000 �x�U
ù	ô�^�•�‡�b�{�•�0�Í�­�¿�Ä
:�x�z 1 �™ 99999999 �Í�­�¿�Ä�p�b�{
�•�0�Í�­�¿�Ä�±� �¶�x�z 64 �™ 1518 �Ì� �Ä�p�b�{

�¢�«�£ �Ž�<�w�¯�Ú�ï�Å�x�z�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Ñ�•� �ç�‡�h�x  NVRAM �t�-���^�•�‡�d�œ�{

OAM �æ�Þ�”�Ä  �ç�”�Ó�Ì�¿�«  �Â�µ�Ä�w�Í�­�¿�Ä
:�S�‘�|  �Í�­�¿�Ä  �±� �¶�›�¦���`�z�¦���Ù�”�Ä�p
�Â�µ�Ä�›�î�æ�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�î�æ�`�‡�b�{

�Í�t�z OAM �æ�Þ�”�Ä  �ç�”�Ó�Ì�¿�«  �Â�µ�Ä�w�Í�­�¿�Ä
:�›�¦���`�o�z�¦���Ù�”�Ä	Í�p�Â�µ�Ä�›�î�æ
�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set port ethernet-oam 1/1 remote-loopback test 999999
Transmitting 999999 (64 byte) packets on port 1/1 Ö
OAM Remote Loopback Test 1/1: 999999 transmitted, 999999 received
Console> (enable)

� �”�±�É�¿�Ä  OAM �æ�ï�«  �Þ�Ç�»�æ�ï�¬�w� �É�”�Ò�ç�=�‡�h�x�Ã�Ÿ�·�”�Ò�ç�=

�Ž�<�w�¯�Ú�ï�Å�›�–�;�b�”�q�z�¦���Ù�”�Ä	Í�p  OAM �æ�ï�«  �Þ�Ç�»�æ�ï�¬�›� �É�”�Ò�ç�‡�h�x�Ã�Ÿ
�·�”�Ò�ç�t�p�V�‡�b�{�Ã�Ñ�¥�ç�Ä�p�x�z� �É�”�Ò�ç�p�b�{

�¦���Ù�”�Ä�p  OAM �æ�ï�«  �Þ�Ç�»�æ�ï�¬�›� �É�”�Ò�ç�‡�h�x�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z� �É�”�Ò�ç
�Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z�¦���Ù�”�Ä	Í�p  OAM �æ�ï�«  �Þ�Ç�»�æ�ï�¬�›� �É�”�Ò�ç�t�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set port ethernet-oam 3/1 link-monitor enable
Successfully enabled OAM link-monitor on port(s) 3/1.
Console> (enable)

�^�À �¯�Ú�ï�Å

OAM �æ�Þ�”�Ä  �ç�”�Ó�Ì�¿�«  �Â�µ�Ä�w�Í�­�¿�Ä

:�S�‘�|  �Í�­�¿�Ä  �±� �¶�›�¦���`�o�z �¦���Ù�”
�Ä	Í�p�Â�µ�Ä�›�î�æ�`�‡�b�{

set port ethernet-oam mod/port remote-loopback
test [no of packets [packet size]]

�^�À �¯�Ú�ï�Å

�¦���Ù�”�Ä�p  OAM �æ�ï�«  �Þ�Ç�»�æ�ï�¬�›� 
�É�”�Ò�ç�‡�h�x�Ã�Ÿ�·�”�Ò�ç�t�`�‡�b�{

set port ethernet-oam mod/port link-monitor  
{ disable | enable}
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� �”�±�É�¿�Ä  OAM �æ�ï�«  �Þ�Ç�»�æ�ï�¬�;�w�æ�ï�«  � �Õ�ï�Ä�w�¢�Ÿ�ï�Å�¢  �±� �¶�w�¦��

�Ž�<�w�¯�Ú�ï�Å�›�–�;�b�”�q�z�0� �b�”�æ�ï�«  � �Õ�ï�Ä�w  OAM �æ�ï�«  �Þ�Ç�»�æ�ï�¬  �¢�Ÿ�ï�Å�¢
�±� �¶�›�¦���p�V�‡�b�{�¢�Ÿ�ï�Å�¢  �±� �¶�w�Ã�Ñ�¥�ç�Ä�S�‘�|
c�“�x�z�Í�w�q�S�“�p�b�{

• symbol-period �•  �Ã�Ñ�¥�ç�Ä�p�x  625,000,000 �G�ø�p�b�{
c�“�x�z 1 �™ 1,000,000 �p�z 100 �ª�G�ø
�o�•�p�b�{

• frame �•  �Ã�Ñ�¥�ç�Ä�w
ƒ���x  30 
µ�p�b�{
c�“�x�z 10 �™ 65535 �Û�æ
µ�¢ 1 �™ 6553.5 
µ�£�p�z 100
�Û�æ
µ�o�•�p�b�{

• frame-period �•  �Ã�Ñ�¥�ç�Ä�p�x  10,000,000 �Ñ�è�”�Ü�p�b�{
c�“�x�z 200 �™ 2,000,000,000 �Ñ�è�”
�Ü�p�b�{

�¦���w�Ù�”�Ä	Í�p�0� �b�”�æ�ï�«  � �Õ�ï�Ä�w  OAM �æ�ï�«  �Þ�Ç�»�æ�ï�¬  �¢�Ÿ�ï�Å�¢  �±� �¶�›�¦��
�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�î�æ�`�‡�b�{

�Í�t�z�æ�ï�«  �Þ�Ç�»�æ�ï�¬�w  symbol-period �¢�Ÿ�ï�Å�¢  �±� �¶�›  1000 �t�¦���b�”�«�›�Ô�`�‡�b�{

Console> (enable) set port ethernet-oam 3/1 link-monitor symbol-period window 10000
Successfully updated OAM symbol-period window on port(s) 3/1.
Console> (enable) 

�Í�t�z�æ�ï�«  �Þ�Ç�»�æ�ï�¬�w  frame �¢�Ÿ�ï�Å�¢  �±� �¶�›  100 �t�¦���b�”�«�›�Ô�`�‡�b�{

Console> (enable) set port ethernet-oam 3/1 link-monitor frame window 100
Successfully updated OAM frame window on port(s) 3/1.
Console> (enable)

�Í�t�z�æ�ï�«  �Þ�Ç�»�æ�ï�¬�w  frame-period �¢�Ÿ�ï�Å�¢  �±� �¶�›  1000 �t�¦���b�”�«�›�Ô�`�‡�b�{

Console> (enable) set port ethernet-oam 3/1 link-monitor frame-period window 1000
Successfully updated OAM frame-period window on port(s) 3/1.
Console> (enable) 

� �”�±�É�¿�Ä  OAM �æ�ï�«  �Þ�Ç�»�æ�ï�¬�w�<�v�µ�è�¿�³�á�×�”�ç�Å  �¤�å�”  �§�¢�ï�Ä�S�‘�|���È�ž�«�³�ã
�ï�w�¦��

�Ž�<�w�¯�Ú�ï�Å�›�–�;�b�”�q�z�¦���Ù�”�Ä	Í�p  OAM �æ�ï�«  �Þ�Ç�»�æ�ï�¬�w�<�v�µ�è�¿�³�á�×�”�ç
�Å �¤�å�”  �§�¢�ï�Ä�S�‘�|���È�ž�«�³�ã�ï�›�¦���p�V�‡�b�{�Ã�Ñ�¥�ç�Ä�w�<�v�µ�è�¿�³�á�×�”�ç�Å
�¤�å�”  �§�¢�ï�Ä�x�z 1 �¤�å�”�p�b�{�Ã�Ñ�¥�ç�Ä�w�ž�«�³�ã�ï�x�z�/���p�b�{

�<�v�µ�è�¿�³�á�×�”�ç�Å  �¤�å�”  �§�¢�ï�Ä�x�z OAM �æ�ï�«  �Þ�Ç�»�æ�ï�¬�w�Þ�Ç�»�æ�ï�¬  �µ�è�¿�³�á
�×�”�ç�Å�q�`�o�‹�;�ó�`�‡�b�{�¦���w�<�v�µ�è�¿�³�á�×�”�ç�Å  �¤�å�”  �§�¢�ï�Ä�t�x�a�b�”�T�‡�h
�x�Ò�a�b�”�q�z OAM �æ�ï�«  � �Õ�ï�Ä�w  Type-Length-Value�¢ TLV�£�U
\
R�^�•�z IEEE 802.3ah �w�¿
�‰�t�G�L�^�•�o�M�”�‘�O�t
ù	ô�^�•�‡�b�{

�¦���Ù�”�Ä�p  OAM �æ�ï�«  �Þ�Ç�»�æ�ï�¬�w�<�v�µ�è�¿�³�á�×�”�ç�Å  �¤�å�”  �§�¢�ï�Ä�S�‘�|���È�ž
�«�³�ã�ï�›�¦���b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�î�æ�`�‡�b�{

�^�À �¯�Ú�ï�Å

�¦���Ù�”�Ä�p�0� �b�”�æ�ï�«  � �Õ�ï�Ä�w  OAM
�æ�ï�«  �Þ�Ç�»�æ�ï�¬  �¢�Ÿ�ï�Å�¢  �±� �¶�›�¦��
�`�‡�b�{

set port ethernet-oam mod/port link-monitor
{ symbol-period | frame | frame-period} window
size
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�Í�t�z�¦���Ù�”�Ä�p  OAM �æ�ï�«  �Þ�Ç�»�æ�ï�¬�w�<�v�µ�è�¿�³�á�×�”�ç�Å  �¤�å�”  �§�¢�ï�Ä�S�‘�|
���È�ž�«�³�ã�ï�›�¦���b�”�«�›�Ô�`�‡�b�{

Console> (enable) set port ethernet-oam 3/1 link-monitor frame low-threshold 2 action 
none
Successfully updated OAM frame low threshold on port(s) 3/1.
Console> (enable) 

� �”�±�É�¿�Ä  OAM �æ�ï�«  �Þ�Ç�»�æ�ï�¬�w	Í�v�µ�è�¿�³�á�×�”�ç�Å  �¤�å�”  �§�¢�ï�Ä�S�‘�|���È�ž�«�³�ã
�ï�w�¦��

�Ž�<�w�¯�Ú�ï�Å�›�–�;�b�”�q�z�¦���Ù�”�Ä	Í�p  OAM �æ�ï�«  �Þ�Ç�»�æ�ï�¬�w	Í�v�µ�è�¿�³�á�×�”�ç
�Å �¤�å�”  �§�¢�ï�Ä�S�‘�|���È�ž�«�³�ã�ï�›�¦���p�V�‡�b�{�Ã�Ñ�¥�ç�Ä�w	Í�v�µ�è�¿�³�á�×�”�ç�Å
�¤�å�”  �§�¢�ï�Ä�x�z 65535 �¤�å�”�p�b�{�Ã�Ñ�¥�ç�Ä�w�ž�«�³�ã�ï�x�z�/���p�b�{

�¦���Ù�”�Ä�p�w OAM �æ�ï�«  �Þ�Ç�»�æ�ï�¬�w	Í�v�µ�è�¿�³�á�×�”�ç�Å  �¤�å�”  �§�¢�ï�Ä�S�‘�|���È
�ž�«�³�ã�ï�›�¦���b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�î�æ�`�‡�b�{

�Í�t�z�¦���Ù�”�Ä�p  OAM �æ�ï�«  �Þ�Ç�»�æ�ï�¬�w	Í�v�µ�è�¿�³�á�×�”�ç�Å  �¤�å�”  �§�¢�ï�Ä�S�‘�|
���È�ž�«�³�ã�ï�›�¦���b�”�«�›�Ô�`�‡�b�{

Console> (enable) set port ethernet-oam 3/1 link-monitor frame high-threshold 100 
action none
Successfully updated OAM frame-period high threshold on port(s) 3/1.
Console> (enable) 

OAM �«�æ�Â�Ÿ�§�ç  �æ�ï�«  � �Õ�ï�Ä�w���È�ž�«�³�ã�ï�w�¦��

�Ž�<�w�¯�Ú�ï�Å�›�–�;�b�”�q�z �¦���Ù�”�Ä�p  OAM �«�æ�Â�Ÿ�§�ç  �æ�ï�«  � �Õ�ï�Ä�w���È�ž�«�³�ã�ï
�¢ critical-event�z dying-gasp�z�‡�h�x  link-fault �£�›�¦���p�V�‡�b�{ �Ã�Ñ�¥�ç�Ä�p�x�/���p�b�{ dying-gasp
�©�”�ë�”�Å�›�¦���b�”�q�z errordisable �¦�Ó�³�ã�ï�x�–�;�p�V�‡�d�œ�{

�¦���Ù�”�Ä	Í�p  OAM �«�æ�Â�Ÿ�§�ç  �æ�ï�«  � �Õ�ï�Ä�w���È�ž�«�³�ã�ï�›�¦���b�”�t�x�z � �É�”�Ò�ç
�Þ�”�Å�p�Í�w�^�À�›�î�æ�`�‡�b�{

�^�À �¯�Ú�ï�Å

�¦���Ù�”�Ä�p  OAM �æ�ï�«  �Þ�Ç�»�æ�ï�¬�w�<�v
�µ�è�¿�³�á�×�”�ç�Å  �¤�å�”  �§�¢�ï�Ä�S�‘�|��
�È�ž�«�³�ã�ï�›�¦���`�‡�b�{

set port ethernet-oam mod/port link-monitor 
{ symbol-period | frame | frame-period}  
low-threshold count [action { none | warning}]

�^�À �¯�Ú�ï�Å

�¦���Ù�”�Ä�p  OAM �æ�ï�«  �Þ�Ç�»�æ�ï�¬�w	Í�v
�µ�è�¿�³�á�×�”�ç�Å  �¤�å�”  �§�¢�ï�Ä�S�‘�|��
�È�ž�«�³�ã�ï�›�¦���`�‡�b�{

set port ethernet-oam mod/port link-monitor 
{ symbol-period | frame | frame-period}  
high-threshold count [action { errordisable | none | 
warning}]

�^�À �¯�Ú�ï�Å

�¦���Ù�”�Ä�p  OAM �«�æ�Â�Ÿ�§�ç  �æ�ï�«  � �Õ�ï
�Ä�w���È�ž�«�³�ã�ï�›�¦���`�‡�b�{

set port ethernet-oam mod/port {critical-event |
dying-gasp | link-fault } action {errordisable | none
| warning}
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�Í�t�z�¦���Ù�”�Ä�p  OAM �«�æ�Â�Ÿ�§�ç  �æ�ï�«  � �Õ�ï�Ä�w���È�ž�«�³�ã�ï�›�¦���b�”�«�›�Ô�`�‡
�b�{

Console> (enable) set port ethernet-oam 3/1 link-fault action errdisable  
Successfully updated OAM link-fault action on port(s) 3/1.
Console> (enable) 

� �”�±�É�¿�Ä  OAM �w�-	Ø�C�S�‘�|� �”�±�É�¿�Ä  OAM 
ƒ���w	«�ˆ

�Ž�<�w�¯�Ú�ï�Å�›�–�;�b�”�q�z �b�‚�o�w�Ù�”�Ä�‡�h�x�x�‘�w�Ù�”�Ä	Í�p  OAM �w�-	Ø�C�S�‘�|  OAM
���È�w
ƒ���›	«�ˆ�p�V�‡�b�{

�b�‚�o�w�Ù�”�Ä�‡�h�x�x�‘�w�Ù�”�Ä	Í�p  OAM �w�-	Ø�C�S�‘�|  OAM ���È�w
ƒ���›	«�ˆ�b�”�t�x�z
� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�î�æ�`�‡�b�{

�Í�t�z�b�‚�o�w�Ù�”�Ä�w  OAM 
ƒ���›	«�ˆ�b�”�«�›�Ô�`�‡�b�{

Console> (enable) clear port ethernet-oam
Successfully cleared OAM config on port(s) 2/1-2,3/1-48,8/1-8.
Console> (enable)

�Í�t�z�›���w�Ù�”�Ä�w  OAM 
ƒ���›	«�ˆ�b�”�«�›�Ô�`�‡�b�{

Console> (enable) clear port ethernet-oam 3/1 
Successfully cleared OAM config on port(s) 3/1.
Console> (enable) 

�Í�t�z�b�‚�o�w�Ù�”�Ä�w  OAM �w�-	Ø�C�›	«�ˆ�b�”�«�›�Ô�`�‡�b�{

Console> (enable) clear port ethernet-oam statistics
Successfully cleared OAM statistics on port(s) 2/1-2,3/1-48,8/1-8.
Console> (enable) 

�Í�t�z�›���w�Ù�”�Ä�w  OAM �w�-	Ø�C�›	«�ˆ�b�”�«�›�Ô�`�‡�b�{

Console> (enable) clear port ethernet-oam 3/1 statistics
Successfully cleared OAM statistics on port(s) 3/1.
Console> (enable) 

OAM �æ�ï�«  �Þ�Ç�»�æ�ï�¬�;�w�â�”�²
ƒ���Í�å�Ý�”�»�w	«�ˆ

�Ž�<�w�¯�Ú�ï�Å�›�–�;�b�”�q�z�¦���Ù�”�Ä	Í�p  OAM �æ�ï�«  �Þ�Ç�»�æ�ï�¬�;�w�â�”�²
ƒ���Í�å�Ý�”
�»�›	«�ˆ�p�V�‡�b�{	Í�v�µ�è�¿�³�á�×�”�ç�Å�‡�h�x�<�v�µ�è�¿�³�á�×�”�ç�Å�›	«�ˆ�b�”�q�z���È�ž
�«�³�ã�ï�‹	«�ˆ�^�•�‡�b�{

�¦���Ù�”�Ä�p  OAM �æ�ï�«  �Þ�Ç�»�æ�ï�¬�;�w�â�”�²
ƒ���Í�å�Ý�”�»�›	«�ˆ�b�”�t�x�z� �É�”�Ò�ç
�Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�^�À �¯�Ú�ï�Å

�b�‚�o�w�Ù�”�Ä�‡�h�x�x�‘�w�Ù�”�Ä	Í�p  OAM �w
�-	Ø�C�S�‘�|  OAM ���È�w
ƒ���›	«�ˆ�`�‡�b�{

clear port ethernet-oam [mod/port] [statistics]

�^�À �¯�Ú�ï�Å

�¦���Ù�”�Ä	Í�p  OAM �æ�ï�«  �Þ�Ç�»�æ�ï�¬�;�w
�â�”�²
ƒ���Í�å�Ý�”�»�›	«�ˆ�`�‡�b�{

clear port ethernet-oam mod/port link-monitor  
{ symbol-period | frame | frame-period} 
{ high-threshold | low-threshold | window}
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�Í�t�z�¦���Ù�”�Ä	Í�p  OAM �æ�ï�«  �Þ�Ç�»�æ�ï�¬�;�w�â�”�²
ƒ���Í�å�Ý�”�»�›	«�ˆ�b�”�«�›�Ô�`�‡
�b�{

Console> (enable) clear port ethernet-oam 3/1 link-monitor frame high-threshold  
Successfully cleared OAM frame-period high-threshold on port(s) 3/1.
Console> (enable)

Console> (enable) clear port ethernet-oam 3/1 link-monitor frame-period window 
Successfully cleared OAM frame-period window on port(s) 3/1.
Console> (enable)

OAM �«�æ�Â�Ÿ�§�ç  �æ�ï�«  � �Õ�ï�Ä�;�w�â�”�²
ƒ���ž�«�³�ã�ï�w	«�ˆ

�Ž�<�w�¯�Ú�ï�Å�›�–�;�b�”�q�z �¦���Ù�”�Ä	Í�p  OAM �«�æ�Â�Ÿ�§�ç  �æ�ï�«  � �Õ�ï�Ä�;�w�â�”�²
ƒ��
�ž�«�³�ã�ï�›	«�ˆ�p�V�‡�b�{

�¦���Ù�”�Ä�p  OAM �«�æ�Â�Ÿ�§�ç  �æ�ï�«  � �Õ�ï�Ä�;�w�â�”�²
ƒ���ž�«�³�ã�ï�›	«�ˆ�b�”�t�x�z� 
�É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z �¦���Ù�”�Ä	Í�p  OAM �«�æ�Â�Ÿ�§�ç  �æ�ï�«  � �Õ�ï�Ä�;�w�â�”�²
ƒ���ž�«�³�ã�ï�›	«�ˆ�b�”�«
�›�Ô�`�‡�b�{

Console> (enable) clear port ethernet-oam 3/1 link-fault action 
Successfully cleared OAM link-fault action on port(s) 3/1.
Console> (enable) 

Console> (enable) clear port ethernet-oam 3/1 critical-event action  
Successfully cleared OAM critical-event action on port(s) 3/1.
Console> (enable)

� �”�±�É�¿�Ä  OAM ���È	Ø�C�w
¯�Ô

�Ž�<�w�¯�Ú�ï�Å�›�–�;�b�”�q�z�b�‚�o�w  OAM �Ù�”�Ä�‡�h�x�¦���w  OAM �Ù�”�Ä�w  OAM 
ƒ���S�‘
�|�µ�Â�”�»�µ�›
¯�Ô�p�V�‡�b�{

�b�‚�o�w  OAM �Ù�”�Ä�‡�h�x�¦���w  OAM �Ù�”�Ä�w  OAM 
ƒ���S�‘�|�µ�Â�”�»�µ�›
¯�Ô�b�”�t�x�z
�â�”�²  �Þ�”�Å�p�Í�w�^�À�›�î�æ�`�‡�b�{

�^�À �¯�Ú�ï�Å

�¦���Ù�”�Ä	Í�p  OAM �«�æ�Â�Ÿ�§�ç  �æ�ï�«  � �Õ
�ï�Ä�;�w�â�”�²
ƒ���ž�«�³�ã�ï�›	«�ˆ�`�‡�b�{

clear port ethernet-oam mod/port {critical-event |
dying-gasp | link-fault } action

�^�À �¯�Ú�ï�Å

�b�‚�o�w  OAM �Ù�”�Ä�‡�h�x�¦���w  OAM �Ù�”�Ä
�w OAM 
ƒ���S�‘�|�µ�Â�”�»�µ�›
¯�Ô�`�‡�b�{

show port ethernet-oam [mod | mod/port]
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�Í�t�z�¦���Ù�”�Ä�p  OAM 
ƒ���S�‘�|�µ�Â�”�»�µ�›
¯�Ô�b�”�«�›�Ô�`�‡�b�{

Console> (enable) show port ethernet-oam 1/1,3/5,4/6

Port State Mode Status LinkMonitor ConfigRev MaxPdu 
----- -------- ------- ------------ ----------- --------- ------ 
1/ enable active R-Loopback enable 11 1518 
3/5 enable passive Connecting enable 38 1518 
4/6 disable active Operational disable 0 1518 

Port Remote Link UniDir Variable 
Loopback Event retrieval

----- -------- ------- ------- ---------
1/1 Permit enable disable disable 
3/5 Permit enable enable disable 
4/6 Deny enable disable disable 

Port ErrSymbol Period ErrSymbol Period ErrSymbol Period
Window LowThreshold HighThreshold 
(millions) Count Action Count Action 

----- ----------------- --------- --------- --------- --------- 
1/1 625 1 None 10 Warning 
3/5 65535 1 Warning 1000 ErrDisable 
4/6 1 1 None 1 ErrDisable 

Port Errored Frame Errored Frame Errored Frame
Window LowThreshold HighThreshold 
(100 msec) Count Action Count Action 

----- ----------------- --------- --------- --------- --------- 
1/1 300 1 None 10 Warning 
3/5 65535 1 Warning 1000 ErrDisable 
4/6 1000 1 Warning 1 ErrDisable 

Port ErrFrame Period ErrFrame Period ErrFrame Period
Window LowThreshold HighThreshold 

Count Action Count Action 
----- ----------------- --------- --------- --------- --------- 
1/1 10000 1 None 10 Warning 
3/5 1294967000 1 Warning 1000 ErrDisable 
4/6 200 1 Warning 1 ErrDisable 

Port LinkFaultAction DyingGaspAction CriticalEventAction 
----- ----------------- --------------- ------------------- 
1/1 ErrDisable Warning Warning 
3/5 None Warning None 
4/6 ErrDisable None None 
Console> (enable) 

� �”�±�É�¿�Ä  OAM �É� �Ì	Ø�C�w
¯�Ô

�Ž�<�w�¯�Ú�ï�Å�›�–�;�b�”�q�z OAM �É� �Ì	Ø�C�›
¯�Ô�p�V�‡�b�{  �É� �Ì �x�z
€���`�o�M�”  OAM �Ð
�ž�p�b�{

�¦���w�É� �Ì�‡�h�x�b�‚�o�w�É� �Ì�w  OAM 	Ø�C�›
¯�Ô�b�”�t�x�z�â�”�²  �Þ�”�Å�p�Í�w�^�À�›�î�æ
�`�‡�b�{

�^�À �¯�Ú�ï�Å

�¦���w�É� �Ì�‡�h�x�b�‚�o�w�É� �Ì�w  OAM 	Ø
�C�›
¯�Ô�`�‡�b�{

show port ethernet-oam [mod | mod/port] neighbor
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�Í�t�z�b�‚�o�w�É� �Ì�w  OAM 	Ø�C�›
¯�Ô�b�”�«�›�Ô�`�‡�b�{

Console> (enable) show port ethernet-oam neighbor  
Port  MAC Addr  OUI  VendorInfo Mode  ConfigRev MaxPDU 
----- ----------------- ------ ---------- ------- --------- ------ 
1/1  00-50-54-6c-b5-20 00000C 0000018C  passive 3  1518 
3/5  00-0b-fc-fb-4a-10 00000C 0000018D  active  7  1518 

Port  Remote  Link  UniDir  Variable 
 Loopback Event  retrieval 

----- -------- ------- ------- --------- 
1/1 permit enable disable disable 
3/5 deny enable enable disable
Console> (enable)

� �”�±�É�¿�Ä  OAM �æ�Þ�”�Ä  �ç�”�Ó�Ì�¿�«  �Â�µ�Ä	Ø�C�w
¯�Ô

�Ž�<�w�¯�Ú�ï�Å�›�–�;�b�”�q�z �¦���Ù�”�Ä	Í�p  OAM �æ�Þ�”�Ä  �ç�”�Ó�Ì�¿�«  �Â�µ�Ä�w	Ø�C�›
¯�Ô�p
�V�‡�b�{ current-session �©�”�ë�”�Å�t�‘�“�z�q�O�w  OAM �æ�Þ�”�Ä  �ç�”�Ó�Ì�¿�«  �·�¿�³�ã�ï�w�w�-
	Ø�C�U
¯�Ô�^�•�‡�b�{ detail �©�”�ë�”�Å�S�‘�|  current-session �©�”�ë�”�Å�›�¦���b�”�q�z MAC �w�-
	Ø�C�U
¯�Ô�^�•�‡�b�{ last-session �©�”�ë�”�Å�t�‘�“�z�7�™�w  OAM �æ�Þ�”�Ä  �ç�”�Ó�Ì�¿�«  �·�¿�³�ã
�ï�w�w�-	Ø�C�U
¯�Ô�^�•�‡�b�{ detail �©�”�ë�”�Å�S�‘�|  last-session �© �”�ë�”�Å�›�¦���b�”�q�z MAC
�w�-	Ø�C�S�‘�|�æ�Þ�”�Ä  �Ð�ž�¢�±�Ù�”�Ä�^�•�”	Ô�ù�£�t�‘�“�C���^�•�h�w�-	Ø�C�U
¯�Ô�^�•�‡�b�{
�Ù�”�Ä�p	ý�`�M�æ�Þ�”�Ä  �ç�”�Ó�Ì�¿�«  �·�¿�³�ã�ï�›�‰�•�b�”�q�z�7�™�w�·�¿�³�ã�ï	Ø�C�U�–�;
Æ
�D�ó�t�s�“�‡�b�{

�¦���Ù�”�Ä�w  OAM �æ�Þ�”�Ä  �ç�”�Ó�Ì�¿�«  �Â�µ�Ä�w	Ø�C�›
¯�Ô�b�”�t�x�z�â�”�²  �Þ�”�Å�p�Í�w�^
�À�›�æ�M�‡�b�{

�Í�t�z OAM �æ�Þ�”�Ä  �ç�”�Ó�Ì�¿�«  �Â�µ�Ä�w�q�O�w�·�¿�³�ã�ï�w	Ø�C�›
¯�Ô�b�”�«�›�Ô�`�‡�b�{

Console> (enable) show port ethernet-oam 1/2 remote-loopback current-session

Port Loopback at OAM Rx     OAM Tx
---- ----------- ---------- ----------
1/2  Remote           33333      55555

Console> (enable) show port ethernet-oam 1/2 remote-loopback current-session detail
Port: 1/2 
Loopback: Remote OAM in loopback mode
Start: Mon Aug 1 2005, 07:30:59
End: Still running
Test statistics:
OAM Rx: 10000
OAM Tx: 10000
MAC Rx: 13415
MAC Tx: 13403
OAMPDU Rx: 3415
OAMPDU Tx: 3403
MAC Rx Drop: 0

Console> (enable)

�^�À �¯�Ú�ï�Å

�¦���Ù�”�Ä�w  OAM �æ�Þ�”�Ä  �ç�”�Ó�Ì�¿�«  �Â�µ
�Ä�›
¯�Ô�`�‡�b�{

show port ethernet-oam [mod | mod/port] 
{ remote-loopback} { current-session | last-session} 
[detail]
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�Í�t�z OAM �æ�Þ�”�Ä  �ç�”�Ó�Ì�¿�«  �Â�µ�Ä�w�7�™�w�·�¿�³�ã�ï�w	Ø�C�›
¯�Ô�b�”�«�›�Ô�`�‡�b�{

Console> (enable) show port ethernet-oam 1/2 remote-loopback last-session

Port Last Loopback at   OAM Rx     OAM Tx
---- ----------------   ---------- ----------
1/2 Remote                  33333      55555

Console> (enable) show port ethernet-oam 1/2 remote-loopback last-session detail

Port: 1/2 
Last Loopback: Remote OAM in loopback mode
Start: Mon Aug 1 2005, 07:30:59
End: Mon Aug 1 2005, 08:29:07
Test statistics:

OAM Rx: 10000
OAM Tx: 10000
MAC Rx: 13459
MAC Tx: 13448

OAMPDU Rx: 3459
OAMPDU Tx: 3448

MAC Rx Drop: 0
Test statistics reported by remote peer:

OAM Rx: 10000
OAM Tx: 10000
MAC Rx: 13448

OAMPDU Rx: 3448
MAC Rx Drop: 0

Console> (enable)

� �”�±�É�¿�Ä  OAM �w�-	Ø�C�w
¯�Ô

�Ž�<�w�¯�Ú�ï�Å�›�–�;�b�”�q�z OAM �w�-	Ø�C�›
¯�Ô�p�V�‡�b�{

OAM �w�-	Ø�C�›
¯�Ô�b�”�t�x�z�â�”�²  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z�Ù�”�Ä  1/2 �w OAM �w�-	Ø�C�›
¯�Ô�b�”�«�›�Ô�`�‡�b�{

Console> (enable) show port ethernet-oam 1/2 statistics 
Port InfoPduRx UniEventRx DupEventRx RLBCtrlRx VarReqRx VarResRx
----- ---------- ---------- ---------- ---------- ---------- ----------
1/2 2579 0 0 0 0 0
Port InfoPduTx UniEventTx DupEventTx RLBCtrlTx VarReqTx VarResTx
----- ---------- ---------- ---------- ---------- ---------- ----------
1/2 2571 0 0 1 0 0
Port OrgSpecRx UnknownRx CiscoPduRx CiscoTLVRx
----- ---------- ---------- ---------- ----------
1/2 0 0 0 1
Port OrgSpecTx UnknownTx CiscoPduTx CiscoTLVTx
----- ---------- ---------- ---------- ----------
1/2 0 0 0 0
Console> (enable)

�^�À �¯�Ú�ï�Å

OAM �w�-	Ø�C�›
¯�Ô�`�‡�b�{ show port ethernet-oam [mod | mod/port] statistics
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20

GOLD �w
ƒ��

�\�w	·�p�x�z Catalyst 6500 �³�æ�”�¶  �µ� �¿�½	Í�p  Generic Online Diagonostics�¢ GOLD�£�›
ƒ���b�”
�M�O�t�m�M�o
†�Ì�`�‡�b�{

�¢�«�£ �\�w	·�p�–�;�`�o�M�”�¯�Ú�ï�Å�w�ì
¶�s�Ï���S�‘�|�–�;�M�O�w	Ä�I�t�m�M�o�x�z �° Catalyst 6500
Series Switch Command Reference�±�›�€	°�`�o�X�i�^�M�{

�\�w	·�p
†�Ì�b�”�º�0�x�z�Í�w�q�S�“�p�b�{

• �¦�ï�å� �ï

�…�w�;�ó�“�A�¢ p.20-2�£

• �¦�ï�å� �ï

�…�w
ƒ���¢ p.20-3�£
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�¦�ï�å� �ï

�…�w�;�ó�“�A

�¢�«�£ GOLD �x�z Supervisor Engine 720 �S�‘�|  Supervisor Engine 32 	Í�p�w�ˆ�±�Ù�”�Ä�^�•�‡�b�{�h�i�`�z
�Ž
²�w

�…�¯�Ú�ï�Å�x  Supervisor Engine 1 �S�‘�|  Supervisor Engine 2 	Í�p�‹�±�Ù�”�Ä�^�•�‡�b�{

�¦�ï�å� �ï

�…�p�x�z�Í�w�;�ó�›�î�æ�`�‡�b�{

• �µ� �¿�½�U�T�‡�¤�w�É�¿�Ä�ë�”�«�t
€���`�o�M�”���t�z�µ�”�Í�Ì� �²  �¤�ï�´�ï�z�Þ�´�á�”�ç�z
�S�‘�|�µ� �¿�½�w�Ë�”�Å�¢�£�ž�;�ó�›�Â�µ�Ä�S�‘�|�U	Â�`�‡�b�{

• �¤	��Ë�”�Å�¢�£�ž  �¯�ï�Ù�”�É�ï�Ä�›�½�£�¿�«�b�”�Í�­�¿�Ä  �µ� �¿�½�ï�¬  �Â�µ�Ä�›�î�æ�`�o�z
�Ã�”�»  �Í�µ�S�‘�|
M�š	ô�ø�›�U	Â�`�‡�b�{

• �ð�J�w�U	Z�U	t�x�z�Í�w�q�S�“�p�b�{

�µ �Ë�”�Å�¢�£�ž  �¯�ï�Ù�”�É�ï�Ä

�µ � �ï�»�”�Ñ�£� �µ�¢ GBIC [ �ª�¨�Ï�¿�Ä  � �ï�»�”�Ñ�£� �µ  �¯�ï�Ì�”�» ]�z� �”�±�É�¿�Ä  �Ù�”
�Ä�s�r�£

�µ �¯�É�«�»�¢
€	î
Æ�‘�¯�É�«�»�z�Â�U�l�h�Ð�ï�s�r�£

�µ �x�œ�i
€�ù

�µ �Ý�Þ�æ�¢�&�Ì�$�s	Ë�•�£

�¦�ï�å� �ï

�…�x�z�Í�w�‘�O�t
ü�¨�^�•�‡�b�{

• �I�ˆ  �•  �I�ˆ

�…�x�z�I�ˆ�z�Þ�´�á�”�ç�w  Online Insertion and Removal�¢ OIR; �×�¿�Ä�µ�ë�¿�Ó�£ �z
�‡�h�x�Ì�¿�«�ž�¿�Ó  �µ�”�Í�Ì� �²  �¤�ï�´�ï�•�w�µ� �¿�½�¦�”�Ì�”�w���t�î�æ�^�•�‡�b�{

• �¦�ï�Ã�Ú�ï�Å  �•  �¦�ï�Ã�Ú�ï�Å

�…�x�z CLI�¢�¯�Ú�ï�Å�å� �ï  � �ï�»�”�Ñ�£� �µ�£�T�’�î�æ�^�•
�‡�b�{

• �µ�­�´�á�”�ç

�…  �•  �µ�­�´�á�”�ç

�…�x�z �µ� �¿�½�U�T�‡�¤�w�É�¿�Ä�ë�”�«�•
€���¤�t�z �â�”
�²�¦���w���´�‡�h�x�¦���Ì���t�î�æ�^�•�‡�b�{

• �Ô�ç�µ  �Þ�Ç�»�æ�ï�¬  �•  �Ô�ç�µ  �Þ�Ç�»�æ�ï�¬

�…�x�z�Ì�¿�«�¬�å�¢�ï�Å�p�î�æ�^�•�‡�b�{

�¦�ï�å� �ï

�…�Â�µ�Ä�t�x�z�Í�w  2 	��¨�U�K�“�‡�b�{

• �¤�…�›
P�O�¦�ï�å� �ï

�…�Â�µ�Ä  �•  �\�w�Â�µ�Ä�t�x�z Built-in self test�¢ BIST�£�S�‘�|�¤�…�›
P
�O�ç�”�Ó�Ì�¿�«  �Â�µ�Ä�U���‡�•�‡�b�{

• �¤�…�›
P�˜�s�M�¦�ï�å� �ï

�…�Â�µ�Ä  �•  �\�w�Â�µ�Ä�t�x�Í�­�¿�Ä  �µ� �¿�½�ï�¬�U���‡�•�z�I
�ˆ�z�å� �ï  �§�”�Å�w  OIR�z�S�‘�|�³�µ�Â�Ü�6
ƒ��

�…�Â�µ�Ä�w���t�î�æ�^�•�‡�b�{�¤�…�›
P�˜
�s�M

�…�Â�µ�Ä�x�z�Ì�¿�«�¬�å�¢�ï�Å�w�Ô�ç�µ  �Þ�Ç�»�æ�ï�¬�w�°
æ�q�`�o�z�‡�h�x�â�”�²�A�{

�¢�¦�ï�Ã�Ú�ï�Å�£�p�î�æ�^�•�‡�b�{

�¦�ï�å� �ï

�…�x�z�Ë� �ž�Õ� �å�Ï�æ�Â�Ÿ�;�ó�w�A�E�w  1 �m�p�b�{�Ë� �ž�Õ� �å�Ï�æ�Â�Ÿ�x�z�É�¿
�Ä�ë�”�«	Í�w�;�+	Ë�•�t�‘�”�è�¹�›
M�v�`�‘�O�q�b�”�°�È�w
¼�í
ª	j�p�b�{�Ë� �ž�Õ� �å�Ï�æ�Â�Ÿ
�w�¤�©�q�s�”�w�x�z�µ� �¿�½�U�T�‡�¤�w�É�¿�Ä�ë�”�«�p�ˆ�^�`�o�M�”���t�z�Ë�”�Å�¢�£�ž	Ë�•�›�U
	Z�`�z�~
³	r�”�›�æ�O�\�q�p�b�{�Ë� �ž�Õ� �å�Ï�æ�Â�Ÿ�w�¦�ï�å� �ï

�…�p�x�z�Ë�”�Å�¢�£�ž	Ë�•
�›�U	Z�`�z�Ë� �ž�Õ� �å�Ï�æ�Â�Ÿ  �¹�Ñ�Ä�¢�£�ž  �¯�ï�Ù�”�É�ï�Ä�t�Ñ�Ÿ�”�Å�Ì�¿�«�`�o�z�µ� �¿�½
�¦�”�Ì�”�w
Q�…�›�`�‡�b�{
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�¦�ï�å� �ï

�…�w
ƒ��
�\�\�p�x�z�¦�ï�å� �ï

�…�›
ƒ���b�”	�	q�t�m�M�o
†�Ì�`�‡�b�{

• �I�ˆ�¦�ï�å� �ï

�…�è�Õ�ç�w�¦���¢ p.20-3�£

• �¦�ï�Ã�Ú�ï�Å  �¦�ï�å� �ï

�…�w
ƒ���¢ p.20-3�£

• �¦�ï�å� �ï

�…�Ô�ç�µ  �Þ�Ç�»�æ�ï�¬  �Â�µ�Ä�w
ƒ���¢ p.20-9�£

• �¦�ï�å� �ï

�…�w�µ�­�´�á�”�æ�ï�¬�¢ p.20-10�£

• �¦�ï�å� �ï

�…�æ

� �t�w�¦���¢ p.20-11�£

• �¦�ï�å� �ï

�…�w� �Õ�ï�Ä  �é�¬  �±� �¶�w�¦���¢ p.20-11�£

• �¦�ï�å� �ï

�…�Â�µ�Ä�S�‘�|�Â�µ�Ä�A�L�w
¯�Ô�¢ p.20-11�£

• �¦�ï�å� �ï

�…
ƒ���w	«�ˆ�¢ p.20-12�£

�I�ˆ�¦�ï�å� �ï

�…�è�Õ�ç�w�¦��

�I�ˆ�¦�ï�å� �ï

�…�è�Õ�ç�›�7�ÿ�v�‡�h�x�ì
¶�t�¦���b�”�T�z�‡�h�x�b�‚�o�w�I�ˆ

�…�›	²�t�p�V
�‡�b�{�b�‚�o�w

�…�›�î�æ�b�”�t�x�z complete �©�”�ë�”�Å�›�Ö�—�`�‡�b�{�µ�”�Í�Ì� �²  �¤�ï�´�ï�w
Policy Feature Card�¢ PFC; �Ù�æ�³�”  �Ñ�Ÿ�”�½�ß  �§�”�Å�£�Â�µ�Ä�S�‘�|�µ� �¿�½�w�b�‚�o�w�Ù�”�Ä�w
�ç�”�Ó�Ì�¿�«  �Â�µ�Ä�w�ˆ�›�î�æ�b�”�t�x�z minimal �©�”�ë�”�Å�›�Ö�—�`�‡�b�{�b�‚�o�w

�…�Â�µ�Ä
�›	²�t�b�”�t�x�z bypass �©�”�ë�”�Å�›�Ö�—�`�‡�b�{�Ã�Ñ�¥�ç�Ä�w�I�ˆ

�…�è�Õ�ç�x�z	²�t�p�b�{

�¢�«�£ �I�ˆ

�…�è�Õ�ç�x�z�µ� �¿�½
¶�.�t�&�;�^�•�z�Þ�´�á�”�ç�o�•�p�x
ƒ���p�V�‡�d�œ�{

�I�ˆ

�…�è�Õ�ç�›�¦���b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z�I�ˆ

�…�è�Õ�ç�›	²�t�t�¦���b�”�«�›�Ô�`�‡�b�{

Console> (enable) set diagnostic bootup level bypass  
Diagnostic level set to bypass
Console> (enable)

Console> (enable) show diagnostic bootup level  
Current bootup diagnostic level: bypass
Console> (enable)

�¦�ï�Ã�Ú�ï�Å  �¦�ï�å� �ï

�…�w
ƒ��

�«�™ �„�q�œ�r�w�¦�ï�å� �ï

�…�Ý�Þ�æ  �Â�µ�Ä�x�z�¤�…�›
P�O�O�Q�t�Ì���U�T�T�”�h�Š�t�z�¦�ï�Ã�Ú�ï
�Å �Â�µ�Ä�q�s�“�‡�b�{�Ý�Þ�æ  �Â�µ�Ä�x�z�Ë�”�Å�¢�£�ž�w�ð�J�w�D�ó
Q�U�K�”	Ô�ù�z�S�‘�|�á�;�¤
�w�É�¿�Ä�ë�”�«���¥�q�³�µ�Â�Ü�U
ü�m�^�•�h�K�q�p�w�ˆ�–�;�`�o�X�i�^�M�{

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 �I�ˆ

�…�è�Õ�ç�›�¦���`�‡�b�{ set diagnostic bootup level [bypass | minimal  | complete]

�µ�Â�¿�Ó 2 �I�ˆ

�…�è�Õ�ç�›
¯�Ô�`�‡�b�{ show diagnostic bootup level
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�¢�«�£ �¦�ï�å� �ï

�…�Â�µ�Ä�p�x  EOBC �½�ß�É�ç�›�–�;�`�o�z�’�“�w�³�µ�Â�Ü�q�è	ô�`�‡�b�{�¦�ï�å� �ï


�…�Â�µ�Ä�w�î�æ�t�x�z�µ�”�Í�Ì� �²  �¤�ï�´�ï�q  SLCP�zLink Control Protocol�¢ LCP; �æ�ï�«
M�š�Ó
�é�Ä�¯�ç�£ �z�S�‘�|�Þ�´�á�”�ç  �Ó�é�·�¿�±���w  EOBC �½�ß�É�ç�w�&
~�s�ˆ�^�U
ž�A�p�b�{

�¦�ï�Ã�Ú�ï�Å  �¦�ï�å� �ï

�…�w
ƒ���t�m�M�o�x�z�Í�›�€	°�`�o�X�i�^�M�{

• �¦�ï�Ã�Ú�ï�Å  �¦�ï�å� �ï

�…�Â�µ�Ä�w�î�æ�¢ p.20-4�£

• �¦�ï�Ã�Ú�ï�Å  �¦�ï�å� �ï

�…�w
ƒ��	Í�w�«�™�Ä�ò�S�‘�|
M�v�Ä�ò�¢ p.20-4�£

• �¦�ï�Ã�Ú�ï�Å  �¦�ï�å� �ï

�…�w
ƒ��	�	q�¢ p.20-5�£

• �¦�ï�Ã�Ú�ï�Å  �¦�ï�å� �ï

�…�w  action-on-failure �©�”�ë�”�Å�S�‘�|  iterations �©�”�ë�”�Å  �¯�Ú�ï
�Å�¢ p.20-8�£

�¦�ï�Ã�Ú�ï�Å  �¦�ï�å� �ï

�…�Â�µ�Ä�w�î�æ

�«�™ �\�\�p�x�z�¦�ï�Ã�Ú�ï�Å�w  diagnostic start �S�‘�|  diagnostic stop �¯�Ú�ï�Å�t�m�M�o
†�Ì�`�‡�b�{�M
�c�•�w�¦�ï�Ã�Ú�ï�Å  �¦�ï�å� �ï

�…�Â�µ�Ä�›�î�æ�b�”	Ô�ù�p�‹�z �®�¦�ï�Ã�Ú�ï�Å  �¦�ï�å� �ï

�…�w

ƒ��	�	q�¯ �¢ p.20-5�£ �w	�	q�›�–�;�`�‡�b�{�\�•�’�w�Â�µ�Ä�x�z�Ä
²�t�¦�ï�Ã�Ú�ï�Å  �¦�ï�å� �ï


�…
ƒ��	�	q�›�æ�l�o�T�’�î�æ�`�o�X�i�^�M�{

�Â�µ�Ä  ID �t�,�n�M�o�›���w�Â�µ�Ä�›�‰�•�b�”�t�x�z diagnostic start �¯�Ú�ï�Å�›�–�;�`�‡�b�{�\�w
�¯�Ú�ï�Å�x�z 1 �m�w�Â�µ�Ä  ID�z�Â�µ�Ä  ID �w
c�“�z�Â�µ�Ä�w�±�Ò�¬�ç�”�Ó�z�‡�h�x�b�‚�o�w�Â�µ�Ä
�›�¦���b�”  all �›�¦���p�V�‡�b�{�›���Â�µ�Ä�w�Â�µ�Ä  ID �x�z�Þ�´�á�”�ç  �»� �Ó���z�‡�h�x�¹�Ñ�Ä
�¢�£�ž  �æ�æ�”�µ���t�‘�l�o�‹�!�Q�’�•�‡�b�{ show diagnostic content �¯�Ú�ï�Å�›�–�;�`�o�z
Y�¬�s
�Â�µ�Ä  ID �S�‘�|���È�b�”�Â�µ�Ä�Ê�›�Ö	��b�”�\�q�U	O�A�p�b�{�¦���Þ�´�á�”�ç�p�î�æ�¤�w�Â�µ�Ä
�› � � � ­ �b � ” � t �x�z diagnostic stop module mod � ¯ �Ú� ï �Å�› �–� ; � ` �‡ �b�{ diagnostic start �S� ‘ � |
diagnostic stop �¯�Ú�ï�Å�w�ì
¶�s�Ï���x�z�Í�w�q�S�“�p�b�{

diagnostic start module mod_num test {all | test_ID_num | test_list | complete | minimal | non-disruptive |
per-port} [ port {all | port_num | port_list}]

diagnostic stop module mod

�¦�ï�Ã�Ú�ï�Å  �¦�ï�å� �ï

�…�w
ƒ��	Í�w�«�™�Ä�ò�S�‘�|
M�v�Ä�ò

�\�\�p�x�z �®�¦�ï�Ã�Ú�ï�Å  �¦�ï�å� �ï

�…�w
ƒ��	�	q�¯ �¢ p.20-5�£ �t�G�L�^�•�h�¦�ï�Ã�Ú�ï�Å  �Â�µ�Ä

ƒ��	�	q�›�î�æ�b�”	Ô�ù�w�z
ƒ��	Í�w�«�™�Ä�ò�S�‘�|
M�v�Ä�ò�t�m�M�o
†�Ì�`�‡�b�{

• �›���w	�	q�p�Â�µ�Ä�›�î�æ�`�h�K�q�x�z�f�•�Ž
²�w	�	q�w�Â�µ�Ä�x�;�ó�`�‡�d�œ�{

• �Â�µ�Ä�w�î�æ
²�™�t�x�z�›���w�^�À�›�æ�O
ž�A�U�K�”	Ô�ù�U�K�“�‡�b�{�\�•�’�w�^�À�x�z
ƒ��
	�	q�p
†�Ì�^�•�o�M�‡�b�{

• �Â�µ�Ä�t�x�z�¤�…�›
P�O�‹�w�‹�K�“�‡�b�{
ƒ��	�	q�p�x�z�b�‚�o�w�¤�…�›
P�O�Â�µ�Ä�w�î�æ�t
���b�”�¨� �¼�ï�µ�›���™�`�o�M�‡�b�{

• �Ý�Þ�æ �Â�µ�Ä�›�î�æ�b�”
²�t�z�Í�­�¿�Ä�µ� �¿�½�ï�¬  �Â�µ�Ä�›�î�æ�b�”
ž�A�U�K�“�‡�b�{

• �Ý�Þ�æ �Â�µ�Ä�x	×�t�z�‡�c�Þ�´�á�”�ç	Í�p�î�æ�`�o�T�’�µ�”�Í�Ì� �²  �¤�ï�´�ï�p�î�æ�b�”
ž
�A�U�K�“�‡�b�{�\�•�x�z�µ�”�Í�Ì� �²  �¤�ï�´�ï	Í�p�w�Ý�Þ�æ  �Â�µ�Ä�î�æ�™�z�³�µ�Â�Ü�x�–�;

Æ�D�ó�µ�Â�”�Ä�t�s�“�z�è	×�w�ˆ�^�›�æ�O�h�Š�t�b�Y�6�I�ˆ�b�”
ž�A�U�K�”�h�Š�p�b�{
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�¢�«�£ Release 8.5(1) �p�x�z �Ý�Þ�æ �Â�µ�Ä�x�µ�”�Í�Ì� �²  �¤�ï�´�ï�t�0�`�o�w�ˆ�–�;�p�V�‡�b�{
���w�Þ�´�á�”�ç�t�0�b�”�Ý�Þ�æ  �Â�µ�Ä�x�z�Í�w�æ�æ�”�µ�p�'���^�•�o�M�‡�b�{

�¦�ï�Ã�Ú�ï�Å  �¦�ï�å� �ï

�…�w
ƒ��	�	q

�¦�ï�Ã�Ú�ï�Å  �¦�ï�å� �ï

�…�Â�µ�Ä�›�î�æ�b�”�t�x�z�Í�w	�	q�›�æ�M�‡�b�{

�µ�Â�¿�Ó  1 �¤�…�›
P�˜�s�M�Â�µ�Ä�›�î�æ�`�‡�b�{�¤�…�›
P�˜�s�M�Â�µ�Ä�x�z�Í�­�¿�Ä  �µ� �¿�½�ï�¬  �Â�µ�Ä�p�z
�³�µ�Â�Ü�ˆ�^�x�¤�…�`�‡�d�œ�{�\�•�’�w�Â�µ�Ä�x�z�˜�c�T
:
µ�p	4�ƒ�`�‡�b�{

�f�w���w�Â�µ�Ä�A�E�x�z�Í�w�q�S�“�p�b�{

• �Â�µ�Ä�î�æ
²�w�â�”�²�^�À  �•  �s�`

• �Â�µ�Ä�î�æ�™�w�â�”�²�^�À  �•  �s�`

�µ�Â�¿�Ó  2 �Í�­�¿�Ä  �µ� �¿�½�ï�¬  �Â�µ�Ä�x�z�¤	��;�ó�Â�µ�Ä  �¬�ç�”�Ó�t
ü�¨�^�•�‡�b�{�Í�w
¯�›�–�;�`�o�z
�Â�µ�Ä�b�”�;�ó�Â�µ�Ä  �¬�ç�”�Ó�›�>���`�z�f�w�;�ó�Â�µ�Ä  �¬�ç�”�Ó�w�Â�µ�Ä�›�î�æ�`�‡�b�{

• 
¯ 20-1 �¦�ï�Ã�Ú�ï�Å  �Â�µ�Ä�•�µ�”�Í�Ì� �²  �¤�ï�´�ï

• 
¯ 20-2 �¦�ï�Ã�Ú�ï�Å  �Â�µ�Ä�•�Ñ�•�Ò�æ�¿�«�U� �É�”�Ò�ç�w�Þ�´�á�”�ç

• 
¯ 20-3 �¦�ï�Ã�Ú�ï�Å  �Â�µ�Ä�•�Ñ�•�Ò�æ�¿�«�U� �É�”�Ò�ç�p�s�M�Þ�´�á�”�ç

�¢�«�£ �±�Ù�”�Ä�0	Å�w�;�ó�Â�µ�Ä  �¬�ç�”�Ó�x�Þ�´�á�”�ç  �»� �Ó�t�‘�l�o�Ÿ�s�”�h�Š�z�b�‚�o�w�Þ�´�á�”
�ç�t�b�‚�o�w�;�ó�Â�µ�Ä  �¬�ç�”�Ó�U���O�b�”�˜�Z�p�x�K�“�‡�d�œ�{
¬�R�b�”�;�ó�Â�µ�Ä  �¬�ç�”�Ó
�U
Æ�Ì �s 	Ô�ù�x�z diagnostic start module mod/num test complete � ¯ �Ú� ï �Å� t � ‘ � “ 
 
 �…�è�Õ�ç�U
[complete] �t
ƒ���^�•�h	Ô�ù�t�z �I�ˆ�¤�t�î�æ�^�•�”�b�‚�o�w�Í�­�¿�Ä  �µ� �¿�½�ï�¬  �Â�µ�Ä�›�æ�M
�‡�b�{

�¢�«�£ �ç�”�Ó�Ì�¿�«  �Â�µ�Ä�›�î�æ�`�o�z 1 �m�‡�h�x
ó
:�w�Þ�´�á�”�ç  �Ù�”�Ä	Í�t	Ë�•�U�K�”	Ô�ù�z�f�w
�Þ�´�á�”�ç	Í�w�Ù�”�Ä�t
€���^�•�h�­�”�Ò�ç�›�b�‚�o
~�…�`�z�Þ�´�á�”�ç	Í�w�b�‚�o�w�Ù�”�Ä�›
�³�ß�¿�Ä  �¼�¢�ï�`�o�T�’�z�ç�”�Ó�Ì�¿�«  �Â�µ�Ä�t�í�“�‡�b�{�?�’�T�w�µ�Ó�æ�ž�µ  �Í�­�¿�Ä�U�ç�”
�Ó�Ì�¿�«  �Â�µ�Ä�t�ï	¬�`�o�z�æ

�w�j�¼�q�s�”	Ô�ù�U�K�“�‡�b�{�‡�h�z�Þ�´�á�”�ç�t� �ï�å� �ï
�Í�ë�”  �Å�”�»  �§�”�Å�U�e�L�^�•�o�M�”	Ô�ù�‹�z �Â�µ�Ä�î�æ
²�t� �ï�å� �ï�Í�ë�”  �Å�”�»  �§�”�Å�w
�?�o�›�Ã�Ÿ�·�”�Ò�ç�t�`�o�X�i�^�M�{

�f�w���w�Â�µ�Ä�A�E�x�z�Í�w�q�S�“�p�b�{

• �Â�µ�Ä�î�æ
²�w�â�”�²�^�À  �•  �s�`

• �Â�µ�Ä�î�æ�™�w�â�”�²�^�À  �•  �s�`
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�µ�Â�¿�Ó  3 TestTrafficStress �Â�µ�Ä�›�î�æ�`�‡�b�{

�¢�«�£ Release 8.5(1) �p�x�z TestTrafficStress �Â�µ�Ä�x�–�;�p�V�‡�d�œ�{�\�w�Â�µ�Ä�x�z�Í�w�æ�æ�”�µ�p�–�;
�D�ó�t�s�”�'���p�b�{�Â�µ�Ä�U�–�;�p�V�s�M	Ô�ù�x�z�Í�w	�	q�t
��œ�p�X�i�^�M�{


¯ 20-1 �¦�ï�Ã�Ú�ï�Å  �Â�µ�Ä�•�µ�”�Í�Ì� �²  �¤�ï�´�ï

�;�ó�Â�µ�Ä  �¬�ç�”�Ó �x�‘�w�Â�µ�Ä

�Ù�”�Ä�o�•�w�Â�µ�Ä TestLoopback

�è� �à  2 �Ñ�¥�ë�”�Ã�Ÿ�ï�¬  �Â
�µ�Ä

TestNewIndexLearn
TestMatchCapture
TestDontConditionalLearn
TestProtocolMatchChannel
TestBadBpduTrap

NetFlow �;�ó TestNetflowInlineRewrite

ACL/QoS �;�ó TestAclPermit
TestQosTcam
TestAclDeny

IP �Ì�”�´�ã�ï  4 �;�ó TestIPv4FibShortcut
TestFibDevices
TestL3Capture2
TestNATFibShortcut

�Ú�ç�½�©�ß�µ�Ä�;�ó TestL3VlanMet

Switched Port Analyzer�¢ SPAN;
�µ� �¿�½�Å  �Ù�”�Ä  �ž�Æ�å� 
�²�£�;�ó

TestIngressSpan
TestEgressSpan

�Ñ�•�Ò�æ�¿�«
€�� TestFabricSnakeForward
TestFabricSnakeBackward

EOBC 
€�� �µ�Â�¿�Ó  3 �t
��‰

�Í�­�¿�Ä  �Ì�¿�Ñ�•�ð�J �µ�Â�¿�Ó  4 �t
��‰


¯ 20-2 �¦�ï�Ã�Ú�ï�Å  �Â�µ�Ä�•�Ñ�•�Ò�æ�¿�«�U� �É�”�Ò�ç�w�Þ�´�á�”�ç

�;�ó�Â�µ�Ä  �¬�ç�”�Ó �x�‘�w�Â�µ�Ä

�Ù�”�Ä�o�•�w�Â�µ�Ä TestLoopback

�Ú�ç�½�©�ß�µ�Ä�;�ó TestL3VlanMet

SPAN �;�ó TestIngressSpan
TestEgressSpan

�Ñ�•�Ò�æ�¿�«  �Â�µ�Ä TestSynchedFabChannel


¯ 20-3 �¦�ï�Ã�Ú�ï�Å  �Â�µ�Ä�•�Ñ�•�Ò�æ�¿�«�U� �É�”�Ò�ç�p�s�M�Þ�´�á�”�ç

�;�ó�Â�µ�Ä  �¬�ç�”�Ó �x�‘�w�Â�µ�Ä

�Ù�”�Ä�o�•�w�Â�µ�Ä TestLoopback
TestNetflowInlineRewrite
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�\�w�¤�…�›
P�O�Í�­�¿�Ä  �µ� �¿�½�ï�¬  �Â�µ�Ä�x�z�µ�”�Í�Ì� �²  �¤�ï�´�ï	Í�p�w�ˆ�–�;�p�V�‡�b�{
�\�w�Â�µ�Ä�p�x�³�µ�Â�Ü	Í�w�Ù�”�Ä�›�Ö�ž�t�`�o�z�Í�­�¿�Ä�U�\�•�’�w�Ù�”�Ä���p�³�µ�Â�Ü�w�µ�Ä
�è�µ�Â�µ�Ä�;�w�s
¢���S�p�µ� �¿�½�ï�¬�^�•�”�‘�O�t�`�‡�b�{�Â�µ�Ä�›	4�ƒ�b�”�t�x
:
ü�T�T�“�‡
�b�{�Â�µ�Ä�¤�t�z�b�‚�o�w�Ù�”�Ä�x�³�ß�¿�Ä  �¼�¢�ï�^�•�h�“�z�Ù�”�Ä�w�°
æ�U�ž�¿�Ó / �¼�¢�ï�¢�Ñ
�å�¿�Ó�£�b�”	Ô�ù�‹�K�“�‡�b�U�z�Â�µ�Ä	4�ƒ�™�t�x�Ù�”�Ä�U�s
î�`�‡�b�{�f�w���w�Â�µ�Ä�A�E�x�z
�Í�w�q�S�“�p�b�{

• �Â�µ�Ä�î�æ
²�w�â�”�²�^�À  �•  �\�w�Â�µ�Ä�w
²�t�x�z�Þ�´�á�”�ç�w�b�‚�o�w�Ô�ç�µ  �Þ�Ç�»�æ�ï
�¬  �Â�µ�Ä�›�Ã�Ÿ�·�”�Ò�ç�t�b�”
ž�A�U�K�“�‡�b�{

• �Â�µ�Ä�î�æ�™�w�â�”�²�^�À  �•  �s�`

�µ�Â�¿�Ó  4 TestEobcStressPing �Â�µ�Ä�›�î�æ�`�‡�b�{

�¢�«�£ Release 8.5(1) �p�x�z TestEobcStressPing �Â�µ�Ä�x�–�;�p�V�‡�d�œ�{�\�w�Â�µ�Ä�x�z�Í�w�æ�æ�”�µ�p
�–�;�D�ó�t�s�”�'���p�b�{�Â�µ�Ä�U�–�;�p�V�s�M	Ô�ù�x�z�Í�w	�	q�t
��œ�p�X�i�^�M�{

�\�w�¤�…�›
P�O�Â�µ�Ä�p�x�z�¦���w�Þ�´�á�”�ç�w  EOBC 
€���›�¬�Ý�`�‡�b�{�Â�µ�Ä�›	4�ƒ�b�”�t�x
2 �™ 3 
ü�T�T�“�‡�b�{�\�w�Â�µ�Ä	4�ƒ�™�x�z
²	\�w	�	q�p
†�Ì�^�•�h�Í�­�¿�Ä  �µ� �¿�½�ï�¬  �Â�µ�Ä
�›�î�æ�p�V�‡�d�œ�{�h�i�`�z�µ�Â�¿�Ó  5 �p
†�Ì�b�”�Â�µ�Ä�x�î�æ�p�V�‡�b�{�f�w���w�A�E�x�z�Í�w
�q�S�“�p�b�{

• �Â�µ�Ä
²�w�â�”�²�^�À  �•  �\�w�Â�µ�Ä�w�î�æ
²�x�z�Þ�´�á�”�ç�w�b�‚�o�w�Ô�ç�µ  �Þ�Ç�»�æ�ï�¬
�Â�µ�Ä�›�Ã�Ÿ�·�”�Ò�ç�t�b�”
ž�A�U�K�“�‡�b�{�\�•�x�z EOBC 
€���U�¤�…�^�•�z�Ô�ç�µ  �Þ�Ç�»
�æ�ï�¬  �Â�µ�Ä�U�æ

�b�”�j�¼�q�s�”�T�’�p�b�{

• �Â�µ�Ä�î�æ�™�w�â�”�²�^�À  �•  �µ�Â�¿�Ó  5 �p�G	\�^�•�h�Â�µ�Ä�›�î�æ�b�”�T�z�‡�h�x�Þ�´�á�”
�ç�›�¦�ï / �¦�Ñ�`�o�z �è	×�w�ˆ�^�t�í�`�‡�b�{ �Þ�´�á�”�ç�U�¦�ï�å� �ï�t�s�l�h�K�q�z �Ã�Ÿ�·�”
�Ò�ç�t�`�h�Ô�ç�µ  �Þ�Ç�»�æ�ï�¬  �Â�µ�Ä�›�6�|� �É�”�Ò�ç�t�`�‡�b�{

�µ�Â�¿�Ó  5 �A�Å�$�Ý�Þ�æ  �Â�µ�Ä�›�î�æ�`�‡�b�{

�A�Å�$�Ý�Þ�æ  �Â�µ�Ä�x�z�µ�”�Í�Ì� �²  �¤�ï�´�ï�S�‘�|�„�T�w�Þ�´�á�”�ç�p�î�æ�p�V�‡�b�{�µ�”�Í
�Ì� �²  �¤�ï�´�ï	Í�p�w�Ý�Þ�æ  �Â�µ�Ä�x�z���w�Þ�´�á�”�ç�p�w�Ý�Þ�æ  �Â�µ�Ä�U�î�æ�^�•�h�K�q�p�w
�ˆ�î�æ�b�”
ž�A�U�K�”�w�p�«�™�`�o�X�i�^�M�{ �µ�”�Í�Ì� �²  �¤�ï�´�ï�w�Ý�Þ�æ  �Â�µ�Ä�w�î�æ�™�z �³
�µ�Â�Ü�x�–�;
Æ�D�ó�µ�Â�”�Ä�t�s�“�z�è	×�w�ˆ�^�µ�Â�”�Ä�t�í�b�t�x�6�I�ˆ�b�”
ž�A�U�K�”�h�Š�z
�\�w	q
j�U
ž
"�q�s�“�‡�b�{

�¢�«�£ Release 8.5(1) �p�x�z�Ý�Þ�æ  �Â�µ�Ä�x�µ�”�Í�Ì� �²  �¤�ï�´�ï�t�0�`�o�w�ˆ�–�;�p�V�‡�b�{���w�Þ
�´�á�”�ç�t�0�b�”�Ý�Þ�æ  �Â�µ�Ä�x�z�Í�w�æ�æ�”�µ�p�'���^�•�o�M�‡�b�{

�¢�«�£ �A�Å�$�Ý�Þ�æ  �Â�µ�Ä�w�î�æ�™�x�z�µ�”�Í�Ì� �²  �¤�ï�´�ï�‡�h�x���w�Þ�´�á�”�ç	Í�p�f�w���w�Â�µ
�Ä�›�î�æ�p�V�‡�d�œ�{

�«�™ �M�c�•�w�Ý�Þ�æ  �Â�µ�Ä�‹�î�æ
²�t�z�Ž�<�w�®�Â�µ�Ä�î�æ
²�w�â�”�²�^�À�¯�t�Ô�^�•�”�b�‚�o�w�A
�E�t	H�l�o�M�”�\�q�›�¬�Ý�`�o�X�i�^�M�{
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�A�Å�$�Ý�Þ�æ  �Â�µ�Ä�x�z�x�‘�t�î�æ�p�V�‡�b�{�Ý�Þ�æ  �±� �¶�t�‘�l�o�x�z�Â�µ�Ä	4�ƒ�‡�p�t
:�Ì
���T�T�”�‹�w�‹�K�“�‡�b�{�Þ�´�á�”�ç�]�q�t
ó
:�w�Ý�Þ�æ  �Â�µ�Ä�U�K�“�z�f�•�’�x
ì�“�‘���`�o�M
�”�h�Š�z�¤�Þ�´�á�”�ç�p�w�Â�µ�Ä�w�î�æ	q	‚�U	O�A�q�s�“�‡�b�{�\�•�’�w�Â�µ�Ä�w�î�æ	q	‚�x�z�Í
�w�q�S�“�p�b�{

�¢�«�£ Release 8.5(1) �p�x�z TestFibTcamSSRAM �Â�µ�Ä�w�ˆ�U�–�;�D�ó�s�A�Å�$�Ý�Þ�æ  �Â�µ�Ä�p�b�{�f�w
���w�Ý�Þ�æ  �Â�µ�Ä�¢�Ž�<�w�ò�è  2 �™ 5�£�x�z�Í�w�æ�æ�”�µ�p�'���^�•�o�M�‡�b�{

1. TestFibTcamSSRAM

2. TestAclQosTcam

3. TestNetflowTcam

4. TestAsicMemory

5. TestLinecardMemory

�Þ�´�á�”�ç�t�›���w�Â�µ�Ä�U���O�`�s�M	Ô�ù�x�z	²�t�p�V�‡�b�{�f�w���w�A�E�x�z�Í�w�q�S�“�p�b�{

• �Â�µ�Ä�î�æ
²�w�â�”�²�^�À

�µ clear diagnostic monitor module num test all �¯�Ú�ï�Å�›�–�;�`�o�z�µ�”�Í�Ì� �²  �¤�ï�´�ï�S
�‘�|�µ� �¿�½�ï�¬  �Þ�´�á�”�ç	Í�p�w�b�‚�o�w�Ì�¿�«�¬�å�¢�ï�Å  �Ô�ç�µ�Þ�Ç�»�æ�ï�¬  �Â�µ
�Ä�›�¦�Ñ�t�`�‡�b�{

�µ 
€���^�•�o�M�”�b�‚�o�w�Ù�”�Ä�›�Ã�Ÿ�·�”�Ò�ç�t�`�o�z�É�¿�Ä�ë�”�«  �Ä�å�Ñ�Ÿ�¿�«�›
~�“
�m�`�‡�b�{

�µ �Ý�Þ�æ  �Â�µ�Ä�¤�x�z�Â�µ�Ä  �Í�­�¿�Ä�›
ù	ô�`�s�M�p�X�i�^�M�{

�µ �µ�”�Í�Ì� �²  �¤�ï�´�ï�w  PFC 	Í�w  Forwarding Information Base�¢ FIB; �8
ù	Ø�C�Õ�”�µ�£
Ternary CAM�¢ TCAM�£�S�‘�|  SSRAM �›�Â�µ�Ä�b�”�h�Š�t�z�b�‚�o�w�µ� �¿�½�ï�¬  �Þ
�´�á�”�ç�›	��“�Ž�`�‡�b�{

�µ �³�µ�Â�Ü�‡�h�x�Â�µ�Ä�¤�w�Þ�´�á�”�ç�›�æ�·�¿�Ä�`�o�T�’�z�³�µ�Â�Ü�›�è	×�w�ˆ�^�Þ�”�Å
�t�í�`�‡�b�{

• �Â�µ�Ä�î�æ�™�w�â�”�²�^�À

�µ �µ�”�Í�Ì� �²  �¤�ï�´�ï  �•  �µ� �¿�½�›�6�I�ˆ�`�‡�b�U�z�Â�µ�Ä�¤�t
ƒ���U�!�Ë�^�•�o�M�”
�h�Š�z�6�I�ˆ�¤�t
ƒ���›�-���`�s�M�p�X�i�^�M�{

�µ ���w�Þ�´�á�”�ç  �•  �Þ�´�á�”�ç�›�¦�ï / �¦�Ñ�`�‡�b�{ �Þ�´�á�”�ç�U�¦�ï�å� �ï�t�s�l�h�K�q�z
�Ã�Ÿ�·�”�Ò�ç�i�l�h�Ô�ç�µ  �Þ�Ç�»�æ�ï�¬  �Â�µ�Ä�›�6�|� �É�”�Ò�ç�t�`�‡�b�{

�¦�ï�Ã�Ú�ï�Å  �¦�ï�å� �ï

�…�w  action-on-failure �©�”�ë�”�Å�S�‘�|  iterations �©�”�ë�”�Å  �¯�Ú�ï�Å

continue failure_limit �©�”�ë�”�Å�›�Ö�—�b�”�q�z 
ƒ���D�ó�s
:�w	Ë�•�U
C
\�b�”�‡�p�¦�ï�Ã�Ú�ï�Å  �¦
�ï�å� �ï

�…�›�î�æ�`���Z�”�‘�O�t�¦���p�V�‡�b�{ failure_limit �w
c�“�x�z 0 �™ 65534 	Ë�•�p�b�{ stop
�©�”�ë�”�Å�›�Ö�—�b�”�q�z �o�°�w	Ë�•�U
C
\�`�h	Ô�ù�t�¦�ï�Ã�Ú�ï�Å  �¦�ï�å� �ï

�…�w�î�æ�›�¤�­
�b�”�‘�O�t�¦���p�V�‡�b�{ iterations number_of_iterations �©�”�ë�”�Å�›�Ö�—�b�”�q�z �¦�ï�Ã�Ú�ï�Å  �Â
�µ�Ä�›
ó
:�s�î�æ�b�”�‘�O�t�¦���p�V�‡�b�{ number_of_iterations �w
c�“�x�z 1 �™ 999 �p�b�{�\�•�’
�w�©�”�ë�”�Å�w�ì
¶�s�Ï���x�z�Í�w�q�S�“�p�b�{

set diagnostic ondemand action-on-failure [continue failure_limit | stop]

set diagnostic ondemand iterations number_of_iterations



�H 20 	·       GOLD �w
ƒ��
�¦�ï�å� �ï

�…�w
ƒ��

20-9
Catalyst 6500 �³�æ�”�¶  �µ� �¿�½  �¹�Ñ�Ä�¢�£�ž  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �¨� �Å

OL-7193-01-J

�¦�ï�å� �ï

�…�Ô�ç�µ  �Þ�Ç�»�æ�ï�¬  �Â�µ�Ä�w
ƒ��

�µ� �¿�½�U�T�‡�¤�w�É�¿�Ä�ë�”�«�t
€���`�o�M�”���t�z�¦���w�Þ�´�á�”�ç	Í�p�Ô�ç�µ�Þ�Ç�»�æ�ï�¬


�…�Â�µ�Ä�›
ƒ���p�V�‡�b�{�¤�Ô�ç�µ�Þ�Ç�»�æ�ï�¬  �Â�µ�Ä�w�î�æ���´�z�Â�µ�Ä�æ

�Ì�t�³�µ�Â�Ü
�Ý�¿�·�”�´�›
\
R�b�”�T�r�O�T�z�‡�h�x�x�‘�w�Â�µ�Ä�›� �É�”�Ò�ç / �Ã�Ÿ�·�”�Ò�ç�t�b�”�T�r�O�T
�›�¦���p�V�‡�b�{

�Ã�Ñ�¥�ç�Ä�p�x�z�¤�…�›
P�O�Â�µ�Ä�U�Ã�Ÿ�·�”�Ò�ç�p�b�{�›��
:�w�¤�…�›
P�˜�s�M�Â�µ�Ä�¢�b�‚�o
�p�x�s�M�£�x�z�Ã�Ñ�¥�ç�Ä�p� �É�”�Ò�ç�p�b�{�¤�…�›
P�O�¢ D�£�S�‘�|�¤�…�›
P�˜�s�M�¢ N�£�Â�µ
�Ä�›
Q���b�”�t�x�z show diagnostic content module mod_list �¯�Ú�ï�Å�›�–�;�`�o�z [Attributes] �§�å
�Ü�›�¬�Ý�`�‡�b�{�\�w	Ø�C�x�z�f�w���w�Ô�ç�µ  �Þ�Ç�»�æ�ï�¬  �Â�µ�Ä�›
ƒ���b�”�w�t�–�;�`�‡�b�{�Ô
�ç�µ  �Þ�Ç�»�æ�ï�¬�t�x�z�¤�…�›
P�˜�s�M�Â�µ�Ä�w�ˆ�›�–�;�b�”�\�q�›
*	‘�`�‡�b�{

�¦�ï�å� �ï

�…�Ô�ç�µ�Þ�Ç�»�æ�ï�¬  �Â�µ�Ä�›
ƒ���b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�î�æ
�`�‡�b�{

�Í�t�z�¦�ï�å� �ï

�…�Ô�ç�µ�Þ�Ç�»�æ�ï�¬  �Â�µ�Ä�¢�Â�µ�Ä  18�£�›�Þ�´�á�”�ç  7 	Í�p�z 10 �Ô�]�q�w
12 �Ì  12 
ü  12.1 
µ�t�î�æ�b�”�‘�O�¦���b�”�«�›�Ô�`�‡�b�{

Console> (enable) set diagnostic monitor interval module 7 test 18 12:12:12 100 10 
Diagnostic monitor interval set at 12:12:12 100 10 for module 7 test 18
Console> (enable) 

�Í�t�z�Þ�´�á�”�ç  7 �p�Â�µ�Ä  18 �›� �É�”�Ò�ç�t�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set diagnostic monitor module 7 test 18  
Module 7 test 18 diagnostic monitor enable.
Console> (enable)

�Í�t�z�Â�µ�Ä�æ

�Ì�w  Syslog 
\
R�›� �É�”�Ò�ç�t�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set diagnostic monitor syslog  
Diagnostic monitor syslog enable.
Console> (enable) 

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 �¦�ï�å� �ï

�…�Þ�Ç�»�æ�ï�¬  � �ï�»�”�Ì�ç�›�¦
���`�‡�b�{

set diagnostic monitor interval module mod_num
test {all | test_ID_num | test_list} hh:mm:ss1

1. interval �©�”�ë�”�Å�t�x�z 0 �™ 999�¢�Û�æ
µ�£�w
c�“�S�‘�|  0 �™ 20�¢�Ô�£�›�¦���p�V�‡�b�{

�µ�Â�¿�Ó 2 �¢�Ú�™�£�Ô�ç�µ�Þ�Ç�»�æ�ï�¬

�…�Â�µ�Ä�›� �É�”
�Ò�ç�t�`�‡�b�{

set diagnostic monitor module mod_num test
{ test-id | test-id-range | all}

�µ�Â�¿�Ó 3 �Â�µ�Ä�æ

�Ì�w  Syslog �w
\
R�›� �É�”�Ò�ç�t�`
�‡�b�{

set diagnostic monitor syslog

�µ�Â�¿�Ó 4 �¦�ï�å� �ï

�…�Þ�Ç�»�æ�ï�¬
ƒ���›
¯�Ô�`�‡
�b�{

show diagnostic content module {mod_list | all}
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�¦�ï�å� �ï

�…�w�µ�­�´�á�”�æ�ï�¬

�›���w�Þ�´�á�”�ç�t�m�M�o�z�¦���Ì���z�‡�h�x�–�Ô�z�–	?�z�–�D�w�Ö�”�µ�p�¦�ï�å� �ï

�…�›�î�æ
�p�V�‡�b�{�b�‚�o�w�Â�µ�Ä�›�î�æ�b�”�T�z�‡�h�x�x�‘�w�Â�µ�Ä�›�î�æ�b�”�T�›�¦���p�V�‡�b�{�Â�µ
�Ä�x�z�°�S�i�Z�z�‡�h�x�¦�����´�p���“�&�`�î�æ�b�”�T�›�µ�­�´�á�”�ç�p�V�‡�b�{

�¢�«�£ �¦�ï�å� �ï

�…�›�¦���Ì���t�î�æ�b�”�‘�O�t�µ�­�´�á�”�ç�`�h�K�q�t�z set time �¯�Ú�ï�Å�›�–�;�`
�o�³�µ�Â�Ü�Ì���›�!�Ë�`�h	Ô�ù�x�z�¦�ï�å� �ï

�…�x�¦���Ì���t�î�æ�^�•�‡�d�œ�{�h�q�Q�y�z�¦�ï
�å� �ï

�…�›  3:00 pm �t�î�æ�b�”�‘�O�µ�­�´�á�”�ç�`�h	Ô�ù�t�z�³�µ�Â�Ü�Ì���›  2:59 �t�!�Ë�b�”
�q�z�¦�ï�å� �ï

�…�x  3:00 pm �t�î�æ�^�•�‡�d�œ�{

�¦�ï�å� �ï

�…�›�µ�­�´�á�”�ç�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�î�æ�`�‡�b�{

�Í�t�z�›���w�Ô�Ì�t�›���w�Þ�´�á�”�ç�p�æ�˜�•�”�‘�O�t�z

�…�Â�µ�Ä�¢�Â�µ�Ä  1 �S�‘�|  2 �›�¦���£
�›�µ�­�´�á�”�ç�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set diagnostic schedule module 7 test 1 daily 12:12
Diagnostic schedule set at daily 12:12 for module 7 test 1
Console> (enable)

�Í�t�z�–�Ô�›���w�Ì���t�z�›���w�Ù�”�Ä�S�‘�|�Þ�´�á�”�ç�p

�…�Â�µ�Ä�¢�Â�µ�Ä  1 �›�¦���£�›�µ�­
�´�á�”�ç�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set diagnostic schedule module 7 test 3 port 1 daily 16:16
Diagnostic schedule set at daily 16:16 for module 7 test 3
Console> (enable)

Console> (enable) show diagnostic schedule module 7

Current Time = Fri Apr 15 2005, 16:56:06 

Diagnostic for Module 7:

Schedule #1:
        To be run daily 12:12
        Test ID(s) to be executed: 1-2.

Schedule #2:
        To be run daily 16:16
        Test ID(s) to be executed: 3.
        Port(s) to be tested: 1.

Console> (enable)

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 �¦�ï�å� �ï

�…�›�µ�­�´�á�”�ç�`�‡�b�{ set diagnostic schedule module slot_num test { test-id |
test-id-range | all} {[ port  {port_num | port_num_range |
all}] | [ daily hh:mm] [on month day_of_month year hh:mm]
[weekly day hh:mm]}

�µ�Â�¿�Ó 2 �¦�ï�å� �ï

�…�w�µ�­�´�á�”�æ�ï�¬�›
¯
�Ô�`�‡�b�{

show diagnostic schedule module mod_list
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�¦�ï�å� �ï

�…�æ

� �t�w�¦��

�µ�”�Í�Ì� �²  �¤�ï�´�ï�t�¦�ï�å� �ï

�…�æ

� �t�›�¦���p�V�‡�b�{ ignore �©�”�ë�”�Å�›�¦���`�h	Ô
�ù�z�µ�”�Í�Ì� �²  �¤�ï�´�ï�x�¦�ï�å� �ï

�…�æ

�™�I�ˆ�`�‡�b�{ system �©�”�ë�”�Å�›�¦���`�h	Ô
�ù�¢�Ã�Ñ�¥�ç�Ä�£ �z�µ�”�Í�Ì� �²  �¤�ï�´�ï�x�¦�Ñ�å� �ï�w�‡�‡�¡�Ë�^�•�z�Þ�´�á�”�ç�{���w�~
³	r
�”�U�æ�˜�•�‡�b�{

�µ�”�Í�Ì� �²  �¤�ï�´�ï�t�¦�ï�å� �ï

�…�æ

� �t�›�¦���b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À
�›�î�æ�`�‡�b�{

�Í�t�z�¦�ï�å� �ï

�…�w�æ

�™�z�µ�”�Í�Ì� �²  �¤�ï�´�ï�U�¦�Ñ�å� �ï�t�s�”�‘�O�t�¦���b�”�«�›�Ô
�`�‡�b�{

Console> (enable) set diagnostic diagfail-action system
Diagnostic failure action set to system.
Console> (enable) show diagnostic diagfail-action
Diagnostic failure action at last bootup : system
Diagnostic failure action at next reset  : system
Console> (enable)

�¦�ï�å� �ï

�…�w� �Õ�ï�Ä  �é�¬  �±� �¶�w�¦��

�Ã�Ñ�¥�ç�Ä�w
ƒ���x  500 �¤�ï�Ä�æ�p�z���®
c�“�x  1 �™ 10,000 �¤�ï�Ä�æ�p�b�{

�¦�ï�å� �ï

�…�w� �Õ�ï�Ä  �é�¬  �±� �¶�›�¦���b�”�t�x�z � �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z�¦�ï�å� �ï

�…�w� �Õ�ï�Ä�é�¬  �±� �¶�›  1000 �¤�ï�Ä�æ�t�¦���b�”�«�›�Ô�`�‡�b�{

Console> (enable) set diagnostic event-log size 1000
Diagnostic event-log size set to 1000
Console> (enable)

�¦�ï�å� �ï

�…�Â�µ�Ä�S�‘�|�Â�µ�Ä�A�L�w
¯�Ô

show �¯�Ú�ï�Å�t�‘�“�z�›���w�Þ�´�á�”�ç�t
ƒ���^�•�h�¦�ï�å� �ï

�…�Â�µ�Ä�›
¯�Ô�`�o�z�Â�µ�Ä
�A�L�›�¬�Ý�p�V�‡�b�{

�¦�ï�å� �ï

�…�Â�µ�Ä	Ø�C�›
¯�Ô�b�”�t�x�z�â�”�²  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 �µ�”�Í�Ì� �²  �¤�ï�´�ï�t�¦�ï�å� �ï

�…�æ

� 
�t�›�¦���`�‡�b�{

set diagnostic diagfail-action { ignore | system}

�µ�Â�¿�Ó 2 �µ�”�Í�Ì� �²  �¤�ï�´�ï�w�¦�ï�å� �ï

�…�æ

� 
�t�w
ƒ���‹�›
¯�Ô�`�‡�b�{

show diagnostic diagfail-action

�^�À �¯�Ú�ï�Å

�¦�ï�å� �ï

�…�w� �Õ�ï�Ä�é�¬  �±� �¶�›�¦���`
�‡�b�{

set diagnostic event-log size [size]

�^�À �¯�Ú�ï�Å

�I�ˆ

�…�è�Õ�ç�›
¯�Ô�`�‡�b�{ show diagnostic bootup level

�¦���^�•�h�Þ�´�á�”�ç�‡�h�x�b�‚�o�w�Þ�´�á�”
�ç�w�Â�µ�Ä�º�0�›
¯�Ô�`�‡�b�{

show diagnostic content module [mod_num | all]
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�¦�ï�å� �ï

�…
ƒ���w	«�ˆ

�¦�ï�å� �ï

�…�w
ƒ���Í�å�Ý�”�»�›	«�ˆ�b�”�t�x�z�â�”�²  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z�I�ˆ�¦�ï�å� �ï

�…�è�Õ�ç�›	«�ˆ�b�”�«�›�Ô�`�‡�b�{

Console> (enable) clear diagnostic bootup level  
Diagnostic level set to bypass
Console> (enable)

�Í�t�z�¦�ï�å� �ï

�…�w� �Õ�ï�Ä�é�¬  �±� �¶�›	«�ˆ�b�”�«�›�Ô�`�‡�b�{

Console> (enable) clear diagnostic event-log size 
Diagnostic event-log size set to default(500)
Console> (enable)

�µ�”�Í�Ì� �²  �¤�ï�´�ï�w�¦�ï�å� �ï

�…�æ

� 
�t�w
ƒ���‹�›
¯�Ô�`�‡�b�{

show diagnostic diagfail-action



�…� �Õ�ï�Ä  �é�¬�›
¯�Ô�`�‡�b�{ show diagnostic events [event-type {error  | info |
warning}]

show diagnostic events [module {mod_list | all}]

show diagnostic events

�¦�ï�å� �ï

�…�w�¦�ï�Ã�Ú�ï�Å
ƒ���‹�›
¯�Ô�`
�‡�b�{

show diagnostic ondemand settings

�¦���^�•�h�Þ�´�á�”�ç�‡�h�x�b�‚�o�w�Þ�´�á�”
�ç�w

�…�Â�µ�Ä�A�L�›
¯�Ô�`�‡�b�{

show diagnostic result module mod_list | all [detail
| test] [ test_list] [detail]

�¦�ï�å� �ï

�…�w�µ�­�´�á�”�æ�ï�¬�›
¯�Ô�`�‡
�b�{

show diagnostic schedule module mod_list

�b�‚�o�w�Þ�´�á�”�ç�w�q�O�w�¦�ï�å� �ï

�…�µ
�Â�”�»�µ�›
¯�Ô�`�‡�b�{

show diagnostic status

�^�À �¯�Ú�ï�Å

�^�À �¯�Ú�ï�Å

�I�ˆ�¦�ï�å� �ï

�…�è�Õ�ç�›	«�ˆ�`�‡�b�{ clear diagnostic bootup level

�¦�ï�å� �ï

�…�w� �Õ�ï�Ä�é�¬  �±� �¶�›	«�ˆ�`
�‡�b�{

clear diagnostic event-log size

�¦�ï�å� �ï

�…�w�Ô�ç�µ�Þ�Ç�»�æ�ï�¬
ƒ���›	«
�ˆ�`�‡�b�{

clear diagnostic monitor interval module mod_list
test [test_list | all]

clear diagnostic monitor module mod test test_list

clear diagnostic monitor syslog

�Â�µ�Ä�æ

�Ì�w  Syslog �w
\
R�›�Ã�Ÿ�·�”�Ò�ç�t
�`�‡�b�{

clear diagnostic monitor syslog

�¦�ï�å� �ï

�…�w�µ�­�´�á�”�æ�ï�¬	Ø�C�›	«�ˆ
�`�‡�b�{

clear diagnostic schedule module mod_num test 
{ test-id | test-id-range | all} {[ port  {port_num | 
port_range | all}] | [ device {device_num | 
device_range | all}]} 
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�Í�t�z�¦�ï�å� �ï

�…�w�Þ�Ç�»�æ�ï�¬
ƒ���›	«�ˆ�b�”�«�›�Ô�`�‡�b�{

Console> (enable) clear diagnostic monitor interval module 7 test 3  
Clear diagnostic monitor interval for module 7 test 3
Console> (enable)

Console> (enable) clear diagnostic monitor module 7 test 1  
Module 7 test 1 diagnostic monitor disable.
Console> (enable) 

Console> (enable) clear diagnostic monitor syslog 
Diagnostic monitor syslog disable.
Console> (enable)

�Þ�´�á�”�ç  7 	Í�w�Â�µ�Ä  1 �S�‘�|  2 �t�0�b�”�¦�ï�å� �ï

�…�w�µ�­�´�á�”�æ�ï�¬
ƒ���›	«�ˆ�`�‡
�b�{

Console> (enable) clear diagnostic schedule module 7 test 1-2 daily 12:12  
Clear diagnostic schedule at daily 12:12 for module 7 test 1-2
Console> (enable)
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ƒ��
�¦�ï�å� �ï

�…�w
ƒ��
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�µ� �¿�½�w���g

�\�w	·�p�x�z Catalyst 6500 �³�æ�”�¶  �µ� �¿�½	Í�p�^�‡�_�‡�s���g�^�À�›�î�æ�b�”	�	q�t�m�M�o
†�Ì
�`�‡�b�{

�¢�«�£ �\�w	·�p�–�;�`�o�M�”�¯�Ú�ï�Å�w�ì
¶�s�Ï���S�‘�|�–�;�M�O�w	Ä�I�t�m�M�o�x�z �° Catalyst 6500
Series Switch Command Reference�±�›�€	°�`�o�X�i�^�M�{

�\�w	·�p
†�Ì�b�”�º�0�x�z�Í�w�q�S�“�p�b�{

• �µ� �¿�½	Í�p�w�³�µ�Â�Ü�Ê�S�‘�|�³�µ�Â�Ü  �Ó�é�ï�Ó�Ä�w
ƒ���¢ p.21-2�£

• �µ� �¿�½	Í�p�w�³�µ�Â�Ü  �¯�ï�»�«�Ä�S�‘�|�é�­�”�³�ã�ï�w
ƒ���¢ p.21-4�£

• �µ� �¿�½	Í�p�w�³�µ�Â�Ü  �«�é�¿�«�w
ƒ���¢ p.21-4�£

• �µ� �¿�½	Í�p�w�é�¬� �ï  �Ì�Æ�”�w�^
R�¢ p.21-5�£

• �µ� �¿�½	Í�p�w  Cisco Systems Console Telnet �é�¬� �ï  �Ì�Æ�”�w
¯�Ô�‡�h�x�H
M�¢ p.21-6�£

• �µ� �¿�½	Í�p�w�¯�Ú�ï�Å  �¤� �æ�ž�µ�w���[�¢ p.21-7�£

• �µ� �¿�½	Í�p�w  IP �¤� �æ�ž�µ�w���[�¢ p.21-8�£

• �µ� �¿�½	Í�p�w�µ�»�Â�Ÿ�¿�«  �ç�”�Ä�w
ƒ���¢ p.21-9�£

• �µ� �¿�½	Í�p�w�Í�”�Ú�É�ï�Ä�S�‘�|�µ�»�Â�Ÿ�¿�«  ARP �¤�ï�Ä�æ�w
ƒ���¢ p.21-10�£

• �µ� �¿�½	Í�p�w�³�µ�Â�Ü  �æ�·�¿�Ä�w�µ�­�´�á�”�æ�ï�¬�¢ p.21-12�£

• �?�o�w���g�¢ p.21-14�£

• ���¥�Þ�Ç�»�¢ p.21-17�£

• �Â�«�Ç�§�ç  �±�Ù�”�Ä�;�w�³�µ�Â�Ü  �µ�Â�”�»�µ	Ø�C�w
¯�Ô�¢ p.21-19�£

• �³�µ�Â�Ü	Ø�C�w  TFTP �‡�h�x  RCP �±�”�Ì�•�w�é�ª�ï�¬�¢ p.21-23�£

• TCL �µ�«�æ�Ó�Â�Ÿ�ï�¬�¢ p.21-27�£
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�µ� �¿�½	Í�p�w�³�µ�Â�Ü�Ê�S�‘�|�³�µ�Â�Ü  �Ó�é�ï�Ó�Ä�w
ƒ��
�µ� �¿�½�w�³�µ�Â�Ü�Ê�x�z
÷�”�›�Ý���b�”�h�Š�w���È�»�p�K�“�z�â�”�²���p
ƒ���p�V�‡�b�{�Ã�Ñ�¥
�ç�Ä
ƒ���p�x�z�³�µ�Â�Ü�Ê�x
ƒ���^�•�o�M�‡�d�œ�{

�³�µ�Â�Ü�Ê�›	��ˆ�p
ƒ���`�o�M�s�M	Ô�ù�t�z�µ� �¿�½�›�Í�w�‘�O�t
ƒ���b�”�q�z Domain Name
System�¢ DNS; �Å�Ý� �ï  �É�”�Ü  �³�µ�Â�Ü�£�›�–�;�`�o�³�µ�Â�Ü�Ê�U�Â�“�p�o�’�•�‡�b�{

• sc0 � �ï�»�”�Ñ�£� �µ�t�z DNS �±�”�Ì	Í�p�µ� �¿�½�Ê�t�Ú�¿�Ð�ï�¬�^�•�o�M�”  IP �ž�Å�è�µ�›�¦
��

• �µ� �¿�½	Í�p  DNS �›� �É�”�Ò�ç�t
ƒ��

• �µ� �¿�½	Í�p	—�s�X�q�‹  1 �m�w���®�s  DNS �±�”�Ì�›�¦��

DNS �U�g�U
Y	×�t�î�æ�^�•�”�q�z�µ� �¿�½�w  DNS �×�µ�Ä�Ê�U�µ� �¿�½�w�³�µ�Â�Ü�Ê�q�`�o
ƒ���^
�•�z NVRAM�¢
Æ�4
C
Q  RAM�£�t�-���^�•�‡�b�¢�Å�Ý� �ï�Ê�x�_	†�^�•�‡�b�£ �{

�³�µ�Â�Ü  �Ó�é�ï�Ó�Ä�›
ƒ���`�s�T�l�h	Ô�ù�z�³�µ�Â�Ü�Ê�w�7	s�w  20 ���È�U�³�µ�Â�Ü  �Ó�é�ï�Ó�Ä�q
�`�o�–�;�^�•�‡�b�¢�7�™�t�G�s�“�G�ø  [>] �U
Ç�C�^�•�‡ �b�£�{�³ �µ�Â�Ü�Ê�›�!�Ë�b�”�h�|�t�z set
prompt �¯�Ú�ï�Å�›�–�;�`�o	��ˆ�p�Ó�é�ï�Ó�Ä�›
ƒ���`�o�M�”	Ô�ù�›	†�V�z�Ó�é�ï�Ó�Ä�‹�Ë	ý�^�•
�‡�b�{

�Í�w�M�c�•�T�w
â�^�›�î�æ�b�”�h�|�t�z DNS �›�–�;�`�o�³�µ�Â�Ü�Ê�U�U�g�^�•�‡�b�{

• �µ� �¿�½�w	s�8�=�¢�?�o�d�Ö�‡�h�x�æ�·�¿�Ä�£

• CLI�¢�¯�Ú�ï�Å�å� �ï  � �ï�»�”�Ñ�£� �µ�£�‡�h�x  SNMP�¢���›�É�¿�Ä�ë�”�«���g�Ó�é�Ä�¯�ç�£
�›�–�;�`�o�z sc0 � �ï�»�”�Ñ�£� �µ�t  IP �ž�Å�è�µ�›
ƒ��

• set ip route �¯�Ú�ï�Å�›�–�;�`�o�ç�”�Ä�›
ƒ��

• set system name �¯�Ú�ï�Å�›�–�;�`�o�³�µ�Â�Ü�Ê�›	«�ˆ

• DNS �›� �É�”�Ò�ç�t
ƒ���‡�h�x  DNS �±�”�Ì�›�¦��

�³�µ�Â�Ü�Ê�›	��ˆ�p
ƒ���`�h	Ô�ù�z DNS �U�g�x�î�æ�^�•�‡�d�œ�{

�µ�»�Â�Ÿ�¿�«�s�³�µ�Â�Ü�Ê�S�‘�|�Ó�é�ï�Ó�Ä�w
ƒ��

�\�\�p�x�z�µ�»�Â�Ÿ�¿�«�s�³�µ�Â�Ü�Ê�S�‘�|�Ó�é�ï�Ó�Ä�›
ƒ���b�”	�	q�t�m�M�o
†�Ì�`�‡�b�{

• �µ�»�Â�Ÿ�¿�«�s�³�µ�Â�Ü�Ê�w
ƒ���¢ p.21-2�£

• �µ�»�Â�Ÿ�¿�«�s�³�µ�Â�Ü  �Ó�é�ï�Ó�Ä�w
ƒ���¢ p.21-3�£

• �³�µ�Â�Ü�Ê�w	«�ˆ�¢ p.21-3�£

�µ�»�Â�Ÿ�¿�«�s�³�µ�Â�Ü�Ê�w
ƒ��

�µ�»�Â�Ÿ�¿�«�s�³�µ�Â�Ü�Ê�›
ƒ���b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�¢�«�£ �³�µ�Â�Ü�Ê�›
ƒ���b�”�q�z�f�w�³�µ�Â�Ü�Ê�U�³�µ�Â�Ü  �Ó�é�ï�Ó�Ä�q�`�o�–�;�^�•�‡�b�{�Ó�é�ï�Ó
�Ä�w���È�»�x�z set prompt �¯�Ú�ï�Å�p	Í	{�V�b�”�\�q�U�p�V�‡�b�{

�^�À �¯�Ú�ï�Å

�µ�»�Â�Ÿ�¿�«�s�³�µ�Â�Ü�Ê�›
ƒ���`�‡�b�{ set system name name_string
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�Í�t�z�µ� �¿�½	Í�t�³�µ�Â�Ü�Ê�›
ƒ���b�”�«�›�Ô�`�‡�b�{

Console> (enable) set system name Catalyst 6500
System name set.
Catalyst 6500> (enable)

�µ�»�Â�Ÿ�¿�«�s�³�µ�Â�Ü  �Ó�é�ï�Ó�Ä�w
ƒ��

�µ�»�Â�Ÿ�¿�«�s�³�µ�Â�Ü  �Ó�é�ï�Ó�Ä�›
ƒ���b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z�µ� �¿�½	Í�t�µ�»�Â�Ÿ�¿�«�s�³�µ�Â�Ü  �Ó�é�ï�Ó�Ä�›
ƒ���b�”�«�›�Ô�`�‡�b�{

Console> (enable) set prompt Catalyst6509>
Catalyst6509> (enable)

�³�µ�Â�Ü�Ê�w	«�ˆ

�³�µ�Â�Ü�Ê�›	«�ˆ�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z�³�µ�Â�Ü�Ê�›	«�ˆ�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set system name
System name cleared.
Console> (enable)

�^�À �¯�Ú�ï�Å

�µ�»�Â�Ÿ�¿�«�s�³�µ�Â�Ü  �Ó�é�ï�Ó�Ä�›
ƒ���`�‡
�b�{

set prompt prompt_string

�^�À �¯�Ú�ï�Å

�³�µ�Â�Ü�Ê�›	«�ˆ�`�‡�b�{ set system name
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�µ� �¿�½	Í�p�w�³�µ�Â�Ü  �¯�ï�»�«�Ä�S�‘�|�é�­�”�³�ã�ï�w
ƒ��
�æ�¹�”�µ���g�t�þ�q�m�‘�O�t�z�³�µ�Â�Ü�w�¯�ï�»�«�Ä�¢�È�W
Œ�£�S�‘�|�é�­�”�³�ã�ï�¢
ƒ�”	Ô	t�£
�›
ƒ���p�V�‡�b�{

�³�µ�Â�Ü�w�¯�ï�»�«�Ä�S�‘�|�é�­�”�³�ã�ï�›
ƒ���b�”�t�x�z � �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡
�b�{

�Í�t�z�³�µ�Â�Ü�w�¯�ï�»�«�Ä�S�‘�|�é�­�”�³�ã�ï�›
ƒ���`�z�f�w
ƒ���›�¬�Ý�b�”�«�›�Ô�`�‡�b�{

Catalyst 6500> (enable) set system contact sysadmin@corp.com
System contact set.
Catalyst 6500> (enable) set system location Sunnyvale CA
System location set.
Catalyst 6500> (enable) show system
PS1-Status PS2-Status Fan-Status Temp-Alarm Sys-Status Uptime d,h:m:s Logout
---------- ---------- ---------- ---------- ---------- -------------- ---------
ok         none       ok         off        ok         0,04:04:07     20 min

PS1-Type   PS2-Type   Modem   Baud  Traffic Peak Peak-Time
---------- ---------- ------- ----- ------- ---- -------------------------
other      none       disable  9600   0%      0% Tue Jun 23 1998, 16:51:36

System Name              System Location          System Contact
------------------------ ------------------------ ------------------------
Catalyst 6500            Sunnyvale CA             sysadmin@corp.com
Catalyst 6500> (enable)

�µ� �¿�½	Í�p�w�³�µ�Â�Ü  �«�é�¿�«�w
ƒ��

�¢�«�£ Network Time Protocol�¢ NTP�£�›�–�;�`�o�Ô�Ì�›	��˜�b�”�‘�O�t�µ� �¿�½�›
ƒ���p�V�‡�b�{ NTP �w

ƒ��	�	q�t�m�M�o�x�z �H 33 	·�® NTP �w
ƒ���¯ �›�€	°�`�o�X�i�^�M�{

�³�µ�Â�Ü  �«�é�¿�«�›
ƒ���b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z�³�µ�Â�Ü  �«�é�¿�«�›
ƒ���`�z�q�O�w�Ô�Ì�›
¯�Ô�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set time Mon 06/15/98 12:30:00
Mon Jun 15 1998, 12:30:00
Console> (enable) show time
Mon Jun 15 1998, 12:30:02
Console> (enable)

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 �³�µ�Â�Ü  �¯�ï�»�«�Ä�›
ƒ���`�‡�b�{ set system contact [contact_string]

�µ�Â�¿�Ó 2 �³�µ�Â�Ü  �é�­�”�³�ã�ï�›
ƒ���`�‡�b�{ set system location [location_string]

�µ�Â�¿�Ó 3 �¬�é�”�Ì�ç  �³�µ�Â�Ü	Ø�C�›�¬�Ý�`�‡�b�{ show system

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 �³�µ�Â�Ü  �«�é�¿�«�›
ƒ���`�‡�b�{ set time [day_of_week] [mm/dd/yy] [hh:mm:ss]

�µ�Â�¿�Ó 2 �q�O�w�Ô�Ì�›
¯�Ô�`�‡�b�{ show time
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�µ� �¿�½	Í�p�w�é�¬� �ï  �Ì�Æ�”�w�^
R
�â�”�²�U�µ� �¿�½�t�é�¬� �ï�b�”�M�t�z �h�Ø�t
¯�Ô�^�•�”  1 �m�‡�h�x
ó
:�æ�w�Ý�¿�·�”�´  �Ì�Æ�”�›
�^
R�p�V�‡�b�{ motd �©�”�ë�”�Å�w�Í�t�Ö�—�b�”  1 ���È�U�z�Ì�Æ�”  �Â�©�µ�Ä�w�‰�•�q	4�ƒ�›�Ô�b�Ã
�æ�Û�»�t�s�“�‡�b�{	4�ƒ�Ã�æ�Û�»�‘�“�™�–�w���È�x
��:�^�•�‡�b�{	4�ƒ�Ã�æ�Û�»�›�Ö�—�`�z Return
�©�”�›�!�`�‡�b�{�Ì�Æ�”  �Â�©�µ�Ä�w�Õ�^�x  3,070 ���È�°�¬�p�b�{

�\�\�p�x�z�é�¬� �ï  �Ì�Æ�”�›
ƒ���S�‘�|	«�ˆ�b�”	�	q�t�m�M�o
†�Ì�`�‡�b�{

• �é�¬� �ï  �Ì�Æ�”�w
ƒ���¢ p.21-5�£

• �é�¬� �ï  �Ì�Æ�”�w	«�ˆ�¢ p.21-5�£

�é�¬� �ï  �Ì�Æ�”�w
ƒ��

�é�¬� �ï  �Ì�Æ�”�›
ƒ���b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z�‰�•�S�‘�|	4�ƒ�Ã�æ�Û�»�q�`�o # �G�ø�›�–�;�`�z�µ� �¿�½�w�é�¬� �ï  �Ì�Æ�”�›
ƒ���b�”�«�›
�Ô�`�‡�b�{

Console> (enable) set banner motd #
Welcome to the Catalyst 6500 Switch!
Unauthorized access prohibited.
Contact sysadmin@corp.com for access.
#
MOTD banner set
Console> (enable)

�é�¬� �ï  �Ì�Æ�”�w	«�ˆ

�é�¬� �ï  �Ì�Æ�”�›	«�ˆ�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z�é�¬� �ï  �Ì�Æ�”�›	«�ˆ�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set banner motd ##
MOTD banner cleared
Console> (enable)

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 �é�¬� �ï  �Ì�Æ�”�›�Ö�—�`�‡�b�{ set banner motd c message_of_the_day c

�µ�Â�¿�Ó 2 �é�¬�ž�¢�Ä�`�z�6�S�µ� �¿�½�t�é�¬� �ï�`�o�z
�é�¬� �ï  �Ì�Æ�”�›
¯�Ô�`�‡�b�{

–

�^�À �¯�Ú�ï�Å

�é�¬� �ï  �Ì�Æ�”�›	«�ˆ�`�‡�b�{ set banner motd cc
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�µ� �¿�½	Í�p�w  Cisco Systems Console Telnet �é�¬� �ï  �Ì�Æ�”�w
¯
�Ô�‡�h�x�H
M

[Cisco Systems Console] Telnet �é�¬� �ï  �Ì�Æ�”�›
¯�Ô�‡�h�x�H
M�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í
�w�^�À�›�æ�M�‡�b�{

�¢�«�£ �Ã�Ñ�¥�ç�Ä�p�x�z Cisco Systems Console Telnet �é�¬� �ï  �Ì�Æ�”�x� �É�”�Ò�ç�p�b�{

�Í�t�z Cisco Systems Console Telnet �é�¬� �ï  �Ì�Æ�”�›� �É�”�Ò�ç�t�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set banner telnet enable
Cisco Systems Console banner will be printed at telnet.
Console> (enable) 

�Í�t�z Cisco Systems Console Telnet �é�¬� �ï  �Ì�Æ�”�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set banner telnet disable
Cisco Systems Console banner will not be printed at telnet.
Console> (enable) 

�Í�t�z Cisco Systems Console Telnet �é�¬� �ï  �Ì�Æ�”�w
ƒ���›
¯�Ô�b�”�«�›�Ô�`�‡�b�{

Console> (enable) show banner
MOTD banner:

LCD config:

Telnet Banner:
disabled
Console> (enable) 

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 Cisco Systems Console Telnet �é�¬� �ï  �Ì�Æ�”�›

¯�Ô�‡�h�x�H
M�`�‡�b�{

set banner telnet { enable | disable}

�µ�Â�¿�Ó 2 Cisco Systems Console Telnet �é�¬� �ï  �Ì�Æ�”
ƒ
���›
¯�Ô�`�‡�b�{

show banner
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�µ� �¿�½	Í�p�w�¯�Ú�ï�Å  �¤� �æ�ž�µ�w���[
set alias �¯�Ú�ï�Å�›�–�;�b�”�q�z �–�;
Ã�S�w�ô�M�¯�Ú�ï�Å�•�Õ�X�o
ó�v�s�¯�Ú�ï�Å�w�¤� �æ�ž�µ �¢�¯
�Ú�ï�Å�w�y	V���£�›  100 �x�‡�p���[�p�V�‡�b�{�¯�Ú�ï�Å  �¤� �æ�ž�µ�›�^
R�b�”�q�z�µ� �¿�½�w
ƒ��
�‡�h�x�Þ�Ç�»�Ì�t	����U	²�Z�”�q�‰�Ì�t�z�Ö�—�Û�µ�›�w�Y�\�q�‹�p�V�‡�b�{

�¯�Ú�ï�Å  �¤� �æ�ž�µ�x�z name �¾
:�p���[�`�‡�b�{�¯�Ú�ï�Å�å� �ï�t�¯�Ú�ï�Å  �¤� �æ�ž�µ�›�Ö�—�b
�”�\�q�t�‘�l�o�î�æ�^�•�”�¯�Ú�ï�Å�›�z command �S�‘�|  parameter �¾
:�p���[�`�‡�b�{

�µ� �¿�½	Í�p�¯�Ú�ï�Å  �¤� �æ�ž�µ�›���[�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z 2 �m�w�¯�Ú�ï�Å  �¤� �æ�ž�µ�z sm8 �S�‘�|  sp8 �›���[�b�”�«�›�Ô�`�‡�b�{ sm8 �x  show module 8
�¯�Ú�ï�Å�›
C�æ�`�z sp8 �x  show port 8 �¯�Ú�ï�Å�›
C�æ�`�‡�b�{�\�w�«�p�x�z�^�’�t�z�q�O���[�^�•
�o�M�”�¯�Ú�ï�Å  �¤� �æ�ž�µ�›�¬�Ý�`�z�¯�Ú�ï�Å�å� �ï�t�¯�Ú�ï�Å  �¤� �æ�ž�µ�›�Ö�—�`�h	Ô�ù�w	r
�g�º�0�›
¯�Ô�`�o�M�‡�b�{

Console> (enable) set alias sm8 show module 8
Command alias added.
Console> (enable) set alias sp8 show port 8
Command alias added.
Console> (enable) show alias
sm8             show module 8
sp8             show port 8
Console> (enable) sm8
Mod Module-Name         Ports Module-Type           Model    Serial-Num Status
--- ------------------- ----- --------------------- --------- --------- -------
8                       2     DS3 Dual PHY ATM      WS-X5166  007243262 ok
 
Mod MAC-Address(es)                        Hw     Fw         Sw
--- -------------------------------------- ------ ---------- -----------------
8   00-60-2f-45-26-2f                      2.0    1.3        51.1(103)
Console> (enable) sp8
Port  Name Status Vlan Level Duplex Speed Type
----- ------------------ ---------- ---------- ------ ------ ----- ------------
 8/1                     notconnect trunk      normal   full    45 DS3 ATM
 8/2                     notconnect trunk      normal   full    45 DS3 ATM
 
Port   ifIndex
-----  -------
 8/1   285
 8/2   286
 
 
Use 'session' command to see ATM counters.
 
Last-Time-Cleared
--------------------------
Thu Sep 10 1998, 16:56:08
Console> (enable)

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 �µ� �¿�½	Í�p�¯�Ú�ï�Å  �¤� �æ�ž�µ�›���[�`�‡
�b�{

set alias name command [parameter] [parameter]

�µ�Â�¿�Ó 2 �q�O���[�^�•�o�M�”�¯�Ú�ï�Å  �¤� �æ�ž�µ�›�¬�Ý
�`�‡�b�{

show alias [name]
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�µ� �¿�½	Í�p�w  IP �¤� �æ�ž�µ�w���[
set ip alias �¯�Ú�ï�Å�›�–�;�`�o�z IP �ž�Å�è�µ�t�0� �b�”�¤� �æ�ž�µ�›�Â�©�µ�Ä�p���[�p�V�‡�b�{ IP
�¤� �æ�ž�µ�›���[�`�o�S�Z�y�z DNS �U� �É�”�Ò�ç�t
ƒ���^�•�o�M�s�X�o�‹�z ping�z telnet�z�S�‘�|
�f�w���w�¯�Ú�ï�Å�›�–�;�b�”�M�t�z���o�t���w�É�¿�Ä�ë�”�«
÷�”�›�€	°�p�V�‡�b�{

IP �¤� �æ�ž�µ�x�z name �¾
:�p���[�`�‡�b�{ ip_addr �¾
:�p�z�¤� �æ�ž�µ�t�0� �b�”  IP �ž�Å�è�µ�›��
�[�`�‡�b�{

�µ� �¿�½	Í�p  IP �¤� �æ�ž�µ�›���[�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z 2 �m�w IP �¤� �æ�ž�µ�z sparc �S�‘�|  cat6509 �›���[�b�”�«�›�Ô�`�‡�b�{ sparc �x  IP �ž�Å�è�µ
172.20.52.3 �›�€	°�`�z cat6509 �x  IP �ž�Å�è�µ  172.20.52.71 �›�€	°�`�‡�b�{�\�w�«�p�x�^�’�t�z�q�O
���[�^�•�o�M�”  IP �¤� �æ�ž�µ�›�¬�Ý�`�z IP �¤� �æ�ž�µ�›�–�;�`�o  ping �¯�Ú�ï�Å�›�î�æ�`�h	Ô�ù�w
	r�g�º�0�›
¯�Ô�`�o�M�‡�b�{

Console> (enable) set ip alias sparc 172.20.52.3
IP alias added.
Console> (enable) set ip alias cat6509 172.20.52.71
IP alias added.
Console> (enable) show ip alias
default         0.0.0.0
sparc           172.20.52.3
cat6509         172.20.52.71
Console> (enable) ping sparc
sparc is alive
Console> (enable) ping cat6509
cat6509 is alive
Console> (enable)

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 �µ� �¿�½	Í�p  IP �¤� �æ�ž�µ�›���[�`�‡�b�{ set ip alias name ip_addr

�µ�Â�¿�Ó 2 �q�O���[�^�•�o�M�”  IP �¤� �æ�ž�µ�›�¬�Ý�`�‡
�b�{

show ip alias [name]
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�µ� �¿�½	Í�p�w�µ�»�Â�Ÿ�¿�«  �ç�”�Ä�w
ƒ��

�¢�«�£ �Ã�Ñ�¥�ç�Ä  �®�”�Ä�¢�£� �¢�Ã�Ñ�¥�ç�Ä  �ç�”�Ä�£�w
ƒ��	�	q�t�m�M�o�x�z �®�Ã�Ñ�¥�ç�Ä  �®�”�Ä�¢�£
� �w
ƒ���¯ �¢ p.3-9�£ �›�€	°�`�o�X�i�^�M�{

	Ý�¯�t�‘�l�o�x�z 1 �m�‡�h�x
ó
:�w�|
Œ�É�¿�Ä�ë�”�«�;�q�`�o�z�µ�»�Â�Ÿ�¿�«  �ç�”�Â�Ÿ�ï�¬  �Â�”�Ò
�ç�t�¤�ï�Ä�æ�›�å�C�b�”
ž�A�U�K�“�‡�b�{�µ�»�Â�Ÿ�¿�«  �ç�”�Ä�w�¤�ï�Ä�æ�x�z�|
Œ  IP �É�¿�Ä�ë�”
�«  �ž�Å�è�µ�z�É�«�µ�Ä  �×�¿�Ó  �ç�”�»�w  IP �ž�Å�è�µ�z�S�‘�|�f�w�ç�”�Ä�w�Ý�Ä�æ�¿�«�¢�×�¿�Ó  �§
�¢�ï�Ä�£�T�’
R�“�‡�b�{

�|
Œ  IP �É�¿�Ä�ë�”�«  �ž�Å�è�µ�›�!
:�$�t�±�Ò�É�¿�Ä�=�`�o�z Classless Interdomain Routing�¢ CIDR�£
�›�±�Ù�”�Ä�p�V�‡�b�{ �±�Ò�É�¿�Ä  �Ï�¿�Ä
:�‡�h�x�Å�¿�Ä
Ç�V  10 
�
¯�G�›�–�;�`�o�z �|
Œ�É�¿�Ä�ë�”
�«�w�±�Ò�É�¿�Ä  �Ú�µ�«�¢ netmask�£�›�¦���p�V�‡�b�{�±�Ò�É�¿�Ä  �Ú�µ�«�›�¦���`�s�M�q�z�Ã�Ñ�¥�ç
�Ä�¢ classful�£�Ú�µ�«�U�–�;�^�•�‡�b�{

�µ� �¿�½�x�z IP �ç�”�Â�Ÿ�ï�¬  �Â�”�Ò�ç�º�w�7�Õ�°�•�ž�Å�è�µ�›�–�;�`�o�z�µ� �¿�½�U
\
R�`�h  IP
�Ä�å�Ñ�Ÿ�¿�«�›�8
ù�`�‡�b�{�µ� �¿�½�x�z
€��
÷�”�T�’�w�Ä�å�Ñ�Ÿ�¿�«�w�8
ù�t�x  IP �ç�”�Â�Ÿ�ï
�¬  �Â�”�Ò�ç�›�–�;�`�‡�d�œ�{�µ� �¿�½�Š�.�U
\
R�`�h  IP �Ä�å�Ñ�Ÿ�¿�«�¢ Telnet�zTrivial File Transfer
Protocol [TFTP; ���›�Ñ�•� �ç�8
ù�Ó�é�Ä�¯�ç ]�z�S�‘�|  ping �s�r�£�w�8
ù�i�Z�t�–�;�`�‡�b�{

�µ�»�Â�Ÿ�¿�«  �ç�”�Ä�›
ƒ���b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z�µ� �¿�½	Í�w�µ�»�Â�Ÿ�¿�«  �ç�”�Ä�›
ƒ���`�z�ç�”�Â�Ÿ�ï�¬  �Â�”�Ò�ç�t�f�w�ç�”�Ä�U
Y�`�X

ƒ���^�•�o�M�”�\�q�›�¬�Ý�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set ip route 172.16.16.0/20 172.20.52.127
Route added.
Console> (enable) show ip route
Fragmentation   Redirect   Unreachable
-------------   --------   -----------
enabled         enabled    enabled 

The primary gateway: 172.20.52.121
Destination      Gateway          RouteMask    Flags   Use       Interface
---------------  ---------------  ----------   -----   --------  ---------
172.16.16.0      172.20.52.127    0xfffff000   UG      0           sc0
default          172.20.52.121    0x0          UG      0           sc0
172.20.52.120    172.20.52.124    0xfffffff8   U       1           sc0
default          default          0xff000000   UH      0           sl0
Console> (enable) 

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 �æ�Þ�” �Ä �É�¿ �Ä�ë�” �«�‡�p�w�µ�»�Â�Ÿ�¿ �«
�ç�”�Ä�›
ƒ���`�‡�b�{

set ip route destination[/netmask] gateway [metric]

�µ�Â�¿�Ó 2 IP �ç�”�Â�Ÿ�ï�¬  �Â�”�Ò�ç�t�µ�»�Â�Ÿ�¿�«  �ç�”
�Ä�U
Y�`�X
Ê�ˆ���‡�•�o�M�”�\�q�›�¬�Ý�`�‡
�b�{

show ip route
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�µ� �¿�½	Í�p�w�Í�”�Ú�É�ï�Ä�S�‘�|�µ�»�Â�Ÿ�¿�«  ARP �¤�ï�Ä�æ�w
ƒ��
Catalyst LAN �µ� �¿�½�U  Address Resolution Protocol�¢ ARP; �ž�Å�è�µ�r�>�Ó�é�Ä�¯�ç�£�A�{�t� �t�`
�s�M
÷�”�q�è	ô�p�V�”�‘�O�t�b�”�h�Š�t�z�f�•�’�w
÷�”�w  IP �ž�Å�è�µ�›
÷�”�w  MAC �ž�Å�è�µ�t
�Ú�¿�Ð�ï�¬�b�”�z �µ�»�Â�Ÿ�¿�«�‡�h�x�Í�”�Ú�É�ï�Ä  ARP �¤�ï�Ä�æ�›
ƒ���b�”�\�q�U�p�V�‡�b�{ ARP
�¤�ï�Ä�æ�›�µ�»�Â�Ÿ�¿�«�‡�h�x�Í�”�Ú�É�ï�Ä�w�r�j�’�T�t
ƒ���b�”�q�z�f�w�¤�ï�Ä�æ�U�Á�®�t�s�”
�w�›�w�W�‡�b�{ set arp static �¯�Ú�ï�Å�›�–�;�`�o�µ�»�Â�Ÿ�¿�«�s  ARP �¤�ï�Ä�æ�›
ƒ���`�h	Ô�ù�z ARP
�¤�ï�Ä�æ�x�³�µ�Â�Ü  �æ�·�¿�Ä�™�t  ARP �©�ß�¿�³�á�T�’�_	†�^�•�‡�b�{ set arp permanent �¯�Ú�ï�Å
�›�–�;�`�o�Í�”�Ú�É�ï�Ä  ARP �¤�ï�Ä�æ�›
ƒ���`�h	Ô�ù�z�f�w�¤�ï�Ä�æ�x�³�µ�Â�Ü  �æ�·�¿�Ä�™�‹�-
�Ë�^�•�‡�b�{

�G
æ
ü�w�×�µ�Ä�x�¼� �Æ�Û�¿�«  �è�º�æ�á�”�³�ã�ï�›�±�Ù�”�Ä�`�o�M�”�w�p�z �è	×�x�µ�»�Â�Ÿ�¿�«�‡
�h�x�Í�”�Ú�É�ï�Ä  ARP �©�ß�¿�³�á  �¤�ï�Ä�æ�›�¦���b�”
ž�A�x�K�“�‡�d�œ�{ ARP �A�{�t� �t�`�s�M

÷�”�U�K�”	Ô�ù�z ARP �©�ß�¿�³�á�t�µ�»�Â�Ÿ�¿�«�‡�h�x�Í�”�Ú�É�ï�Ä�t�-���^�•�”  ARP �¤�ï�Ä�æ
�›
ƒ���`�o�z�f�•�’�w
÷�”�U�x�a�D�ó�t�s�”�‘�O�t�`�‡�b�{

�µ�»�Â�Ÿ�¿�«�‡�h�x�Í�”�Ú�É�ï�Ä  ARP �¤�ï�Ä�æ�›
ƒ���b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›
�æ�M�‡�b�{

�Í�t�z�µ�»�Â�Ÿ�¿�«  ARP �¤�ï�Ä�æ�›���[�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set arp static 20.1.1.1 00-80-1c-93-80-40
Static ARP entry added as
20.1.1.1 at 00-80-1c-93-80-40 on vlan 1
Console> (enable)

�Í�t�z�Í�”�Ú�É�ï�Ä  ARP �¤�ï�Ä�æ�›���[�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set arp permanent 10.1.1.1 00-80-1c-93-80-60
Permanent ARP entry added as
10.1.1.1 at 00-80-1c-93-80-60 on vlan 1
Console> (enable)

�Í�t�z ARP �¤�”�´�ï�¬  �»� �Ü�›
ƒ���b�”�«�›�Ô�`�‡�b�{

Console> (enable) set arp agingtime 300
ARP aging time set to 300 seconds.
Console> (enable) 

�Í�t�z ARP �©�ß�¿�³�á�›
¯�Ô�b�”�«�›�Ô�`�‡�b�{

Console> (enable) show arp
ARP Aging time = 300 sec
+ - Permanent Arp Entries
* - Static Arp Entries
+ 10.1.1.1 at 00-80-1c-93-80-60 on vlan 1
172.20.52.1 at 00-60-5c-86-5b-28 port  8/1 on vlan 1
* 20.1.1.1 at 00-80-1c-93-80-40 port  8/1 on vlan 1
Console> (enable)

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 �µ�»�Â�Ÿ�¿�«�‡�h�x�Í�”�Ú�É�ï�Ä  ARP �¤�ï�Ä
�æ�›
ƒ���`�‡�b�{

set arp [dynamic | permanent | static] { ip_addr 
hw_addr}

�µ�Â�¿�Ó 2 �¢�Ú�™�£ ARP �¤�”�´�ï�¬  �»� �Ü�›�¦���`�‡�b�{ set arp agingtime seconds

�µ�Â�¿�Ó 3 ARP �w
ƒ���›�¬�Ý�`�‡�b�{ show arp 
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ARP �¤�ï�Ä�æ�›	«�ˆ�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z�b�‚�o�w�Í�”�Ú�É�ï�Ä  ARP �¤�ï�Ä�æ�›	«�ˆ�`�z
ƒ���›�¬�Ý�b�”�«�›�Ô�`�‡�b�{

Console> (enable) clear arp permanent
Permanent ARP entries cleared.
Console> (enable) 
Console> (enable) show arp
ARP Aging time = 300 sec
+ - Permanent Arp Entries
* - Static Arp Entries
172.20.52.1 at 00-60-5c-86-5b-28 port  8/1 on vlan 1
* 20.1.1.1 at 00-80-1c-93-80-40 port  8/1 on vlan 1
Console> (enable) 

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 �¼� �Æ�Û�¿�«�z�µ�»�Â�Ÿ�¿�«�z�‡�h�x�Í�”�Ú�É
�ï�Ä  ARP �¤�ï�Ä�æ�›	«�ˆ�`�‡�b�{

clear arp [dynamic | permanent | static] { ip_addr
hw_addr}

�µ�Â�¿�Ó 2 ARP �w
ƒ���›�¬�Ý�`�‡�b�{ show arp 
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�µ� �¿�½	Í�p�w�³�µ�Â�Ü  �æ�·�¿�Ä�w�µ�­�´�á�”�æ�ï�¬
�\�\�p�x�z�³�µ�Â�Ü  �æ�·�¿�Ä�›�µ�­�´�á�”�ç�b�”	�	q�t�m�M�o
†�Ì�`�‡�b�{

• �›���w�Ì���t�S�Z�”�æ�·�¿�Ä�w�µ�­�´�á�”�æ�ï�¬�¢ p.21-12�£

• �Ì���¦���t�‘�”�æ�·�¿�Ä  �µ�­�´�á�”�æ�ï�¬�¢ p.21-13�£

schedule reset �¯�Ú�ï�Å�›�–�;�`�o�z �›���w�Ì���t�³�µ�Â�Ü�›�æ�·�¿�Ä�b�”�‘�O�µ�­�´�á�”�ç�b�”�\
�q�U�p�V�‡�b�{�\�w�;�ó�›�b�;�`�o�z	,�À�Ì���¤�t�¹�Ñ�Ä�¢�£�ž�›�ž�¿�Ó�¬�è�”�Å�`�o�S�V�z	,�À
�Ì���™�t�³�µ�Â�Ü  �ž�¿�Ó�¬�è�”�Å�›�æ�O�µ�­�´�á�”�ç�t�b�•�y�z �â�”�²�t�è�¹�›�t�…�^�c�t�A�ˆ�‡
�b�{

�^�’�t�z�µ� �¿�½�p	ý�`�M�;�ó�›�¼�b	Ô�ù�t�‹�z�µ�­�´�á�”�ç  �æ�·�¿�Ä�›�–�;�p�V�‡�b�{
ƒ��	Í�w
�¡�“�•
÷�”�w�É�¿�Ä�ë�”�«
€���w
~�…�t
‹�Q�o�z �µ�»�”�Ä�ž�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�;�ó�›
ƒ
���`�z 30 
ü�™�t�æ�·�¿�Ä�U�æ�˜�•�”�‘�O�µ�­�´�á�”�ç�`�‡�b�{�f�w�™
ƒ���›�!�Ë�`�‡�b�{
€���U
~
�…�^�•�h	Ô�ù�z�³�µ�Â�Ü�x  30 
ü�p�æ�·�¿�Ä�^�•�z�i�w
ƒ���t�í�“�‡�b�{

�›���w�Ì���t�S�Z�”�æ�·�¿�Ä�w�µ�­�´�á�”�æ�ï�¬

�æ�·�¿�Ä�U�æ�˜�•�”
ˆ�0�$�s�Ô�Ì�›�¦���b�”�t�x�z reset at �¯�Ú�ï�Å�›�–�;�`�‡�b�{�\�w�¯�Ú�ï�Å
�p�x�z�D�Ô�›
¯�b�Í�å�Ý�”�»�x	²�t�D�ó�p�b�{�D�Ô�›�¦���`�s�M	Ô�ù�z�¦���b�”�Ì���U�q�O�Ì���‘
�“�K�q�s�’�z �æ�·�¿�Ä�x�p�Ô�æ�˜�•�‡�b�{ �q�O�Ì���‘�“
²�w�Ì���t�æ�·�¿�Ä�›�µ�­�´�á�”�ç�b�”�q�z
�æ�·�¿�Ä�x�L�Ô�æ�˜�•�‡�b�{

�¢�«�£ �µ�­�´�á�”�ç�p�V�”�7�Õ�w�æ�·�¿�Ä�Ì���x�z 24 �Ô�™�p�b�{

�›���w�Ì���t�æ�·�¿�Ä�b�”�‘�O�t�µ�­�´�á�”�ç�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡
�b�{

�¢�«�£ mindown�¢�7	–�¼�¢�ï�»� �Ü�£�¾
:�x�z�³�µ�Â�Ü�t�µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�U
÷
‹�^�•
�o�M�”	Ô�ù�t�v�l�o���®�p�b�{

�Í�t�z�›���w�Ì���t�æ�·�¿�Ä�›�µ�­�´�á�”�ç�b�”�«�›�Ô�`�‡�b�{

Console> (enable) reset at 20:00
Reset scheduled at 20:00:00, Wed Aug 18 1999.
Proceed with scheduled reset? (y/n) [n]? y
Reset scheduled for 20:00:00, Wed Aug 18 1999 (in 0 day 5 hours 40 minutes).
Console> (enable)

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 �›���w�Ì���t�æ�·�¿�Ä�›�µ�­�´�á�”�ç�`�‡�b�{ reset [mindown] at {hh:mm} [ mm/dd] [reason]

�µ�Â�¿�Ó 2 �æ�·�¿�Ä�w�µ�­�´�á�”�ç�›�¬�Ý�`�‡�b�{ show reset
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�Í�t�z�›���w�Ì���t�æ�·�¿�Ä�›�µ�­�´�á�”�ç�b�”�q�q�‹�t�z�æ�·�¿�Ä�b�”�g���›�Ö�—�b�”�«�›�Ô�`
�‡�b�{

Console> (enable) reset at 23:00 8/18 Software upgrade to 5.3(1).
Reset scheduled at 23:00:00, Wed Aug 18 1999.
Reset reason: Software upgrade to 5.3(1).
Proceed with scheduled reset? (y/n) [n]? y
Reset scheduled for 23:00:00, Wed Aug 18 1999 (in 0 day 8 hours 39 minutes).
Console> (enable)

�Í�t�z�7	–�¼�¢�ï�»� �Ü�p�æ�·�¿�Ä�›�µ�­�´�á�”�ç�b�”�«�›�Ô�`�‡�b�{

Console> (enable) reset mindown at 23:00 8/18 Software upgrade to 5.3(1).
Reset scheduled at 23:00:00, Wed Aug 18 1999.
Reset reason: Software upgrade to 5.3(1).
Proceed with scheduled reset? (y/n) [n]? y
Reset mindown scheduled for 23:00:00, Wed Aug 18 1999 (in 0 day 8 hours 39 minutes).
Console> (enable)

�Ì���¦���t�‘�”�æ�·�¿�Ä  �µ�­�´�á�”�æ�ï�¬

�¦���`�h�Ì���º�t�æ�·�¿�Ä�›�æ�O�‘�O�t�µ�­�´�á�”�ç�b�”�t�x�z reset in �¯�Ú�ï�Å�›�–�;�`�‡�b�{ �h
�q�Q�y�z�q�O�w�³�µ�Â�Ü�Ì���U�•
²  9 �Ì�p�z�æ�·�¿�Ä�U  1 �Ì���™�t�µ�­�´�á�”�ç�^�•�o�M�”	Ô�ù�z
�µ�­�´�á�”�ç�^�•�h�æ�·�¿�Ä�x�•
²  10 �Ì�t
C
\�`�‡�b�{ 	��ˆ�‡�h�x  NTP �t�‘�“�³�µ�Â�Ü  �«�é�¿�«
�›�•
²  10 �Ì�t
��Š�h	Ô�ù�z�æ�·�¿�Ä�x�•
²  11 �Ì�t
C
\�`�‡�b�{�«�é�¿�«�›�µ�­�´�á�”�ç�^�•�h�æ
�·�¿�Ä�Ì���‘�“
Œ�t
��Š�h	Ô�ù�z�æ�·�¿�Ä�x�q�O�Ì���w  5 
ü�™�t
C
\�`�‡�b�{

�¦���`�h�Ì���º�t�æ�·�¿�Ä�b�”�‘�O�µ�­�´�á�”�ç�b�”�t�x�z � �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡
�b�{

�¢�«�£ mindown�¢�7	–�¼�¢�ï�»� �Ü�£�¾
:�x�z�³�µ�Â�Ü�t�µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�U
÷
‹�^�•
�o�M�”	Ô�ù�t�v�l�o���®�p�b�{

�Í�t�z�¦���`�h�Ì���t�æ�·�¿�Ä�›�µ�­�´�á�”�ç�b�”�«�›�Ô�`�‡�b�{

Console> (enable) reset in 5:20 Configuration update
Reset scheduled in 5 hours 20 minutes.
Reset reason: Configuration update
Proceed with scheduled reset? (y/n) [n]? y
Reset scheduled for 19:56:01, Wed Aug 18 1999 (in 5 hours 20 minutes).
Reset reason: Configuration update
Console> (enable)

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 �¦���`�h�Ì���º�t�æ�·�¿�Ä�›�µ�­�´�á�”�ç�`�‡
�b�{

reset [mindown] in [hh] { mm} [ reason]

�µ�Â�¿�Ó 2 �æ�·�¿�Ä�w�µ�­�´�á�”�ç�›�¬�Ý�`�‡�b�{ show reset
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�?�o�w���g
�\�\�p�x�z Catalyst 6500 �³�æ�”�¶  �µ� �¿�½�p�w�?�o�w���g�t�m�M�o
†�Ì�`�‡�b�{�º�0�x�Í�w�q�S�“
�p�b�{

• �?�o�w	Ñ�Õ�Ï
R�w� �É�”�Ò�ç�=�‡�h�x�Ã�Ÿ�·�”�Ò�ç�=�¢ p.21-14�£

• CLI �t�‘�”�Þ�´�á�”�ç�w�?�o�d�Ö�‡�h�x
~�…�¢ p.21-16�£

�¢�«�£ 	Ñ�Õ�?�o
÷�”�w�K�”�³ �µ�Â�Ü�p�x�z�†�M�w�?�o
÷�”�U�‰�a�ë�¿�Ä
: �p�K�”
ž�A�U�K�“�‡�b�{
Catalyst 6500 �³�æ�”�¶  �µ� �¿�½�p�x�z�‰�a�³�ß�”�³�º�t  AC �Ö�—�S�‘�|  DC �Ö�—�?�o
÷�”�›���O�^
�d�”� \ �q�U�p�V�‡�b�{�¤�³ �ß�”�³ � t �m�M�o�±�Ù�”�Ä�^�•�o�M�”�?�o�Ï 
R�w	Ä�I � t �m�M�o�x�z

�° Catalyst 6500 Series Switch Installation Guide�±�›�€	°�`�o�X�i�^�M�{

Catalyst 6500 �³�æ�”�¶  �Þ�´�á�”�ç�t�x�z�^�‡�_�‡�s�?�o�A�E�U�K�“�‡�b�{�?�o
÷�”�w�ë�¿�Ä
:�t
�‘�l�o�z�°
æ�w�µ� �¿�½�Ï
R�t�x  1 �F�w�?�o
÷�”�p�x�
�“�s�M�0�”�w�?�—�U
ž�A�t�s�“�‡�b�{�?�o
���g�;�ó�t�‘�l�o�z�e�L�^�•�h�b�‚�o�w�Þ�´�á�”�ç�t  2 �F�w�?�o
÷�”�p�?�—�›�™�…�p�V�‡�b�U�z�\
�w�Ï
R�p�x	Ñ�Õ�Ï
R�x�±�Ù�”�Ä�^�•�‡�d�œ�{�\�\�p�x�z	Ñ�Õ�S�‘�|
‡	Ñ�Õ�w�?�o�Ï
R�t�m�M�o
†�Ì
�`�‡�b�{

�?�o�w	Ñ�Õ�Ï
R�w� �É�”�Ò�ç�=�‡�h�x�Ã�Ÿ�·�”�Ò�ç�=

	Ñ�Õ�Ï
R�›� �É�”�Ò�ç�‡�h�x�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z set power redundancy enable | disable �¯�Ú
�ï�Å�›�–�;�`�‡�b �¢�Ã�Ñ�¥�ç�Ä�p�x	Ñ�Õ�Ï
R�U� �É�”�Ò�ç�t
ƒ���^�•�o�M�‡�b�£ �{ 	Ñ�Õ�Ï
R�U� �É�”
�Ò�ç�p�z�ë�¿�Ä
:�w�s�`�M  2 �F�w�?�o
÷�”�›�e�L�`�o�M�”	Ô�ù�z 2 �F�w�?�o
÷�”�T�’�™�…�^�•�”�?
�—�w
ï�”�x�z�r�w�Ì�:�p�‹  1 �F
ü�w�0�”�›�Ò�Q�”�\�q�x�K�“�‡�d�œ�{ 1 �F�w�?�o
÷�”�U�‚	Ë�`�h	Ô
�ù�z�‹�O  1 �F�U�³�µ�Â�Ü�w
Û�Y
¶�.�›�¾�V�'�W�‡�b�{�ë�¿�Ä
:�w�s�`�M  2 �F�w�?�o
÷�”�›�e�L�`�o
�?�o�›�¦�ï�t�b�”�q�z�f�•�g�•�w�?�o
÷�”�U�³�µ�Â�Ü�t
ž�A�s�?�—�w�ÿ
R
ü�›�‰�Ì�t�™�…�`�‡�b�{

Û�Y
ü�„�q	Ñ�Õ�Ï
R�U�×�ˆ�$�t� �É�”�Ò�ç�t�s�”�w�p�z�¹�Ñ�Ä�¢�£�ž�t�‘�”
ƒ���x
ž�A�K�“�‡�d
�œ�{

	Ñ�Õ�Ï
R�›� �É�”�Ò�ç�t�`�o�z�ë�¿�Ä
:�w�Ÿ�s�”  2 �F�w�?�o
÷�”�p�³�µ�Â�Ü�t�?�—�›�™�…�b�”�q�z
�†�M�w�?�o�U�¦�ï�å� �ï�t�s�“�‡�b�U�z�ë�¿�Ä
:�w	–�^�M�M�w�?�o
÷�”�U�Ã�Ÿ�·�”�Ò�ç�t�s�”�\�q
�›�Ô�b  Syslog �Ý�¿�·�”�´�U
¯�Ô�^�•�‡�b�{�ž�«�Â�Ÿ�Ò�s�?�o
÷�”�U�‚	Ë�`�h	Ô�ù�t�x�z�Ã�Ÿ�·�”�Ò
�ç�t�s�l�o�M�h�ë�¿�Ä
:�w	–�^�M�?�o
÷�”�U�¦�ï�å� �ï�t�s�“�z
ž�A�t� �a�o�ë�¿�Ä
:�w�ÿ�<�t�0
� �b�”�h�Š�t�Þ�´�á�”�ç�w�?�o�U
~�…�^�•�‡�b�{


‡	Ñ�Õ�Ï
R�p�x�z�³�µ�Â�Ü�p�–�;�p�V�”�?�—�”�x�z 2 �F�w�?�o
÷�”�p�™�…�p�V�”�?�—�w
ï�è�p�b�{
�³�µ�Â�Ü�x
ï�?�—�”�w�•�b�T�W�“�z�?�x�w�Þ�´�á�”�ç�t�‹�?�—�›�™�…�p�V�‡�b�{�h�i�`�z 1 �F�w�?
�o
÷�”�U�‚	Ë�`�z�f�•�‡�p�t�?�—�U�™�…�^�•�o�M�h�b�‚�o�w�Þ�´�á�”�ç�t�™�…�p�V�”�i�Z�w�?�—�U
�s�X�s�l�h	Ô�ù�t�x�z�³�µ�Â�Ü�x�°
æ�w�Þ�´�á�”�ç�w�?�o�›
~�…�`�‡�b�{�f�•�’�w�Þ�´�á�”�ç�t�m
�M�o�x�z show module �¯�Ú�ï�Å�w  Status �Ñ�Ÿ�”�ç�Å�t  power-deny �q�Ú�”�«�^�•�‡�b�{

�?�o�w�Ï
R�x�z�M�m�p�‹	Ñ�Õ�‡�h�x
‡	Ñ�Õ�t�!�Ë�p�V�‡�b�{	Ñ�Õ�Ï
R�T�’
‡	Ñ�Õ�Ï
R�t
~�“�8�Q�”
�q�z�†�M�w�?�o
÷�”�U� �É�”�Ò�ç�t�s�“�‡�b�¢�ë�¿�Ä
:�U	–�^�M�h�Š�t�Ã�Ÿ�·�”�Ò�ç�t�s�l�o�M�h
�?�o
÷�”�‹� �É�”�Ò�ç�t�s�“�‡�b�£�{
‡	Ñ�Õ�Ï
R�T�’	Ñ�Õ�Ï
R�t
~�“�8�Q�”�q�z�7	s�x�†�M�w�?�o

÷�”�U� �É�”�Ò�ç�t�s�“�‡�b�{ 2 �F�q�‹�ë�¿�Ä
:�U�‰�a�p�K�•�y�z�f�w�‡�‡� �É�”�Ò�ç�w	Ý�6�U��
�V�‡�b�{�ë�¿�Ä
:�U�Ÿ�s�”	Ô�ù�t�x�z Syslog �Ý�¿�·�”�´�U
¯�Ô�^�•�z�ë�¿�Ä
:�U	–�^�M�M�w�?�o
÷
�”�U�Ã�Ÿ�·�”�Ò�ç�t�s�“�‡�b�{
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¯ 21-1 �p�z�?�o�w�Ï
R�›�!�Ë�`�h	Ô�ù�w�³�µ�Â�Ü�•�w�è�¹�›
†�Ì�`�‡�b�{


¯ 21-1 �?�o�Ï
R�w�!�Ë�Ì�w�è�¹

�Ï
R�w�!�Ë�º�0 �è�¹

	Ñ�Õ�Ï
R�T�’
‡	Ñ�Õ�Ï
R�• • �³�µ�Â�Ü  �é�¬�S�‘�|  Syslog �Ý�¿�·�”�´�U
¯�Ô�^�•�‡�b�{

• �³�µ�Â�Ü�w�?�—�x
ÿ�Q�z�†�M�w�?�o
÷�”�p�™�…�p�V�”�?�—�w

ï�è�t�s�“�‡�b�{

• 	G
ü�s�?�—�U�K�”	Ô�ù�z show module �¯�Ú�ï�Å�w  Status �Ñ�Ÿ�”
�ç�Å�t  power-deny �q�Ú�”�«�^�•�o�M�h�Þ�´�á�”�ç�w�?�o�U�Ö
�“�‡�b�{


‡	Ñ�Õ�Ï
R�T�’	Ñ�Õ�Ï
R�• • �³�µ�Â�Ü  �é�¬�S�‘�|  Syslog �Ý�¿�·�”�´�U
¯�Ô�^�•�‡�b�{

• �³�µ�Â�Ü�w�?�—�x�z�ë�¿�Ä
:�w�G�V�M�M�w�?�o
÷�”�w�?�—�™
�…�D�ó�”�p�b�{

• �f�•�‡�p�t�?�—�U�™�…�^�•�o�M�h�b�‚�o�w�Þ�´�á�”�ç�t�™�…
�p�V�”	G
ü�s�?�—�U�s�M	Ô�ù�x�z�°
æ�w�Þ�´�á�”�ç�w�?�o�U

~�…�^�•�z�f�w�Þ�´�á�”�ç�t�m�M�o�x  show module �¯�Ú�ï�Å
�w Status �Ñ�Ÿ�”�ç�Å�t  power-deny �q�Ú�”�«�^�•�‡�b�{

	Ñ�Õ�Ï
R�U� �É�”�Ò�ç�p�z�‰
�a�ë�¿�Ä
:�w�?�o
÷�”�›
à�Ö
�`�h	Ô�ù

• �³�µ�Â�Ü  �é�¬�S�‘�|  Syslog �Ý�¿�·�”�´�U
¯�Ô�^�•�‡�b�{

• �³�µ�Â�Ü�w�?�—�x�z 1 �F�w�?�o
÷�”�w�?�—�™�…�D�ó�”�t�s�`
�X�s�“�‡�b�{

• �™�…�p�V�”�?�—�”�t�x�!�=�U�s�M�w�p�z�Þ�´�á�”�ç�w�µ�Â�”
�»�µ�x�!�=�`�‡�d�œ�{

	Ñ�Õ�Ï
R�U�Ã�Ÿ�·�”�Ò�ç�p�z
�‰�a�ë�¿�Ä
:�w�?�o
÷�”�›
à
�Ö�`�h	Ô�ù

• �³�µ�Â�Ü  �é�¬�S�‘�|  Syslog �Ý�¿�·�”�´�U
¯�Ô�^�•�‡�b�{

• �³�µ�Â�Ü�w�?�—�x�z�†�M�w�?�o
÷�”�p�™�…�p�V�”�?�—�w
ï�è
�t�s�“�‡�b�{

• 	G
ü�s�?�—�U�K�”	Ô�ù�z show module �¯�Ú�ï�Å�w  Status �Ñ�Ÿ�”
�ç�Å�t  power-deny �q�Ú�”�«�^�•�o�M�h�Þ�´�á�”�ç�w�?�o�U�Ö
�“�‡�b�{

	 Ñ � Õ � Ï 
 R � U �   � É � ” � Ò � ç � p� z
�ë�¿�Ä
:�w�G�V�M�?�o
÷�”�›

à�Ö�`�h	Ô�ù

• �³�µ�Â�Ü  �é�¬�S�‘�|  Syslog �Ý�¿�·�”�´�U
¯�Ô�^�•�‡�b�{

• �³�µ�Â�Ü�x�ë�¿�Ä
:�w	–�^�M�?�o
÷�”�›�Ã�Ÿ�·�”�Ò�ç�t�`�‡
�b�{�ë�¿�Ä
:�w�G�V�M�?�o
÷�”�U�³�µ�Â�Ü�t�?�—�›�™�…�`�‡
�b�{

	 Ñ � Õ � Ï 
 R � U �   � É � ” � Ò � ç � p� z
�ë�¿�Ä
:�w	–�^�M�?�o
÷�”�›

à�Ö�`�h	Ô�ù

• �³�µ�Â�Ü  �é�¬�S�‘�|  Syslog �Ý�¿�·�”�´�U
¯�Ô�^�•�‡�b�{

• �³�µ�Â�Ü�x�ë�¿�Ä
:�w	–�^�M�?�o
÷�”�›�Ã�Ÿ�·�”�Ò�ç�t�`�‡
�b�{�ë�¿�Ä
:�w�G�V�M�?�o
÷�”�U�³�µ�Â�Ü�t�?�—�›�™�…�`�‡
�b�{

	Ñ�Õ�Ï
R�U�Ã�Ÿ�·�”�Ò�ç�p�z
�ë�¿�Ä
:�U�G�V�M�T�z�‡�h�x
	–�^�M�?�o
÷�”�›
à�Ö�`�h	Ô
�ù

• �³�µ�Â�Ü  �é�¬�S�‘�|  Syslog �Ý�¿�·�”�´�U
¯�Ô�^�•�‡�b�{

• �³�µ�Â�Ü�w�?�—�x
ÿ�Q�z�†�M�w�?�o
÷�”�p�™�…�p�V�”�?�—�w

ï�è�t�s�“�‡�b�{

• 	G
ü�s�?�—�U�K�”	Ô�ù�z show module �¯�Ú�ï�Å�w  Status �Ñ�Ÿ�”
�ç�Å�t  power-deny �q�Ú�”�«�^�•�o�M�h�Þ�´�á�”�ç�w�?�o�U�Ö
�“�‡�b�{
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CLI �t�‘�”�Þ�´�á�”�ç�w�?�o�d�Ö�‡�h�x
~�…

CLI �T�’�z
Y	×�t�T�‡�`�o�M�”�Þ�´�á�”�ç�w�?�o�›
~�…�b�”�t�x�z set module power down mod �¯�Ú
�ï�Å�›�–�;�`�‡�b�{�f�w�Þ�´�á�”�ç�t�m�M�o�x�z show module �¯�Ú�ï�Å�w  Status �Ñ�Ÿ�”�ç�Å�t
power-down �q�Ú�”�«�^�•�‡�b�{�?�o�›
~�…�`�h�Þ�´�á�”�ç�w�?�o�›�6�|�Ö�•�”�h�Š�t�z�³�µ�Â�Ü�t
�?�—�w�(���U	G
ü�t�K�”�T�r�O�T�›�¬�Ý�b�”�t�x�z set module power up mod �¯�Ú�ï�Å�›�–�;�`�‡�b�{
	G
ü�s�?�—�U�s�M	Ô�ù�t�x�z �Þ�´�á�”�ç�w�µ�Â�”�»�µ�x  power-down �T�’  power-deny �t�!�=�`�‡�b�{

	Ñ�Õ�Ï
R�U� �É�”�Ò�ç�p�z�?
�o
÷�”�›	��“�Ž�`�h	Ô�ù

• �³�µ�Â�Ü  �é�¬�S�‘�|  Syslog �Ý�¿�·�”�´�U
¯�Ô�^�•�‡�b�{

• �?�o
÷�”�w�ë�¿�Ä
:�U�‰�a�p�K�•�y�z�™�…�p�V�”�?�—�”�t�x
�!�=�U�s�M�w�p�z�Þ�´�á�”�ç�w�µ�Â�”�»�µ�x�!�=�`�‡�d�œ�{

�?�o
÷�”�w�ë�¿�Ä
:�U�Ÿ�s�l�o�S�“�z�ë�¿�Ä
:�w	–�^�M�M�w
�?�o
÷�”�›	��“�Ž�`�h	Ô�ù�t�x�z�Þ�´�á�”�ç�w�µ�Â�”�»�µ�x
�!�=�`�‡�d�œ�{

�?�o
÷�”�w�ë�¿�Ä
:�U�Ÿ�s�l�o�S�“�z�ë�¿�Ä
:�w�G�V�M�M�w
�?�o
÷�”�›	��“�Ž�`�h	Ô�ù�t�x�z�f�•�‡�p�t�?�—�U�™�…�^�•
�o�M�h�b�‚�o�w�Þ�´�á�”�ç�t�™�…�p�V�”	G
ü�s�?�—�U�s�Z�•
�y�z�°
æ�w�Þ�´�á�”�ç�w�?�o�U
~�…�^�•�z�f�w�Þ�´�á�”�ç�t
�m�M�o�x show module � ¯ �Ú� ï �Å�w  Status �Ñ�Ÿ�” �ç �Å� t
power-deny �q�Ú�”�«�^�•�‡�b�{

	Ñ�Õ�Ï
R�U�Ã�Ÿ�·�”�Ò�ç�p�z
�?�o
÷�”�›	��“�Ž�`�h	Ô�ù

• �³�µ�Â�Ü  �é�¬�S�‘�|  Syslog �Ý�¿�·�”�´�U
¯�Ô�^�•�‡�b�{

• �³�µ�Â�Ü�w�?�—�x�n�“�z 1 �F�w�?�o
÷�”�w�0�”�t�s�“�‡�b�{

• �f�•�‡�p�t�?�—�U�™�…�^�•�o�M�h�b�‚�o�w�Þ�´�á�”�ç�t�™�…
�p�V�”	G
ü�s�?�—�U�s�M	Ô�ù�x�z�°
æ�w�Þ�´�á�”�ç�w�?�o�U

~�…�^�•�z�f�w�Þ�´�á�”�ç�t�m�M�o�x  show module �¯�Ú�ï�Å
�w Status �Ñ�Ÿ�”�ç�Å�t  power-deny �q�Ú�”�«�^�•�‡�b�{

�ë�¿�Ä
:�w�Ÿ�s�”�?�o
÷�”�›
�e�L�`�z	Ñ�Õ�Ï
R�U� �É�”�Ò
�ç�p�z�³�µ�Â�Ü�›�I�ˆ�`�h	Ô
�ù

• �³�µ�Â�Ü  �é�¬�S�‘�|  Syslog �Ý�¿�·�”�´�U
¯�Ô�^�•�‡�b�{

• �ë�¿�Ä
:�w	–�^�M�?�o
÷�”�U�Ã�Ÿ�·�”�Ò�ç�t�s�“�‡�b�{

�ë�¿�Ä
:�w�s�`�M�z�‡�h�x�Ÿ
�s�”�?�o
÷�”�›�e�L�`�z	Ñ�Õ
�Ï
R�U�Ã�Ÿ�·�”�Ò�ç�p�z�³�µ
�Â�Ü�›�I�ˆ�`�h	Ô�ù

• �³�µ�Â�Ü  �é�¬�S�‘�|  Syslog �Ý�¿�·�”�´�U
¯�Ô�^�•�‡�b�{

• �³�µ�Â�Ü�w�?�—�x�z�†�M�w�?�o
÷�”�p�™�…�p�V�”�?�—�w
ï�è
�t�s�“�‡�b�{

• �³�µ�Â�Ü�x
ï�?�—�”�w�•�b�T�W�“�z�?�x�w�Þ�´�á�”�ç�t�‹�?
�—�›�™�…�p�V�‡�b�{


¯ 21-1 �?�o�Ï
R�w�!�Ë�Ì�w�è�¹�¢���V�£

�Ï
R�w�!�Ë�º�0 �è�¹
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���¥�Þ�Ç�»
�³�ß�”�³  �¯�ï�Ù�”�É�ï�Ä�w���¥�›�Þ�Ç�»�b�”�\�q�t�‘�“�z �¯�ï�Ù�”�É�ï�Ä�‚	Ë�w�¹�©�›
ã�8�t
C�_
�`�z�†
¶�p	ô�T
Q�w�ô�M�³�µ�Â�Ü�T�‡�›�î�q�b�”�q�q�‹�t�z�É�¿�Ä�ë�”�«�w�¤�…�›�w�­�b�”�\�q�U
�p�V�‡�b�{�\�\�p�x�z�\�•�’�w	O�A�s�³�µ�Â�Ü  �¯�ï�Ù�”�É�ï�Ä�›�Þ�Ç�»�`�z�³�µ�Â�Ü�º�p�Ë�”�Å
�¢�£�ž���È�w�ð�J�:�›�›���`�z���•�T�t�~
³�b�”�h�Š�w�M�O�›
†�Ì�`�‡�b�{

�\�\�p�x�z���¥�Þ�Ç�»�t�m�M�o
†�Ì�`�‡�b�{

• CLI �¯�Ú�ï�Å�t�‘�”���¥�Þ�Ç�»�¢ p.21-17�£

• LED 
¯�Ô�¢ p.21-17�£

CLI �¯�Ú�ï�Å�t�‘�”���¥�Þ�Ç�»



�…�Â�µ�Ä�p�C���^�•�h�¤�å�”�›
¯�Ô�b�”�t�x�z show test [mod] �¯�Ú�ï�Å�›�–�;�`�‡�b�{�Þ�´�á�”
�ç
j�ø�›�¦���`�s�M	Ô�ù�x�z�³�µ�Â�Ü
¶
`�S�‘�|�µ�é�¿�Ä  1 �w�Þ�´�á�”�ç�t���b�”�Â�µ�Ä�w�-�U
¯
�Ô�^�•�‡�b�{�¤�å�”�U�s�Z�•�y�z Line Card Status �Ñ�Ÿ�”�ç�Å�t  PASS �q
¯�Ô�^�•�‡�b�{

�³�µ�Â�Ü  �µ�Â�”�»�µ	Ø�C�›
¯�Ô�b�”�t�x�z show environment [temperature | all | power] �¯�Ú�ï�Å�›
�–�;�`�‡�b�{�¤�©�”�ë�”�Å�w�™�¯�x�Í�w�q�S�“�p�b�{

• temperature �•  �¢�Ú�™�£�9�S�w	Ø�C�›
¯�Ô�`�‡�b�{

• all �•  �¢�Ú�™�£���¥�µ�Â�”�»�µ	Ø�C�¢�?�o�z�Ñ�•�ï  �µ�Â�”�»�µ�z�9�S	Ø�C�s�r�£�S�‘�|�³�µ�Â
�Ü�p�–�;�p�V�”�?�—�”�›
¯�Ô�`�‡�b�{

• power �•  �¢�Ú�™�£�?�—�t���b�”���¥	Ø�C�›
¯�Ô�`�‡�b�{

LED 
¯�Ô

�ž�å�”�Ü�w	��¨�t�x�z�Ý�´�ß�”�S�‘�|�Ú� �Æ�”�w  2 	��¨�U�K�“�‡�b�{�Ý�´�ß�”  �ž�å�”�Ü�x�z�³�µ�Â
�Ü�w�³�ß�¿�Ä�¼�¢�ï�›�¾�V�I�\�b�D�ó
Q�w�K�”�z	O�G�s�ð�J�›
¯�`�‡�b�{�Ú� �Æ�”  �ž�å�”�Ü�x�z�‹
�`�~
³
¾�”�›�æ�˜�s�Z�•�y�z	O�G�s�ð�J�t
C�2�b�”�D�ó
Q�w�K�”�ð�J�›�è�Œ�b�”�Ý�¿�·�”�´�p�b�{

�a�ä	Ý�6�U
C
\�`�z�³�µ�Â�Ü�U�¢�Ý�´�ß�”�‡�h�x�Ú� �Æ�”�£�ž�å�”�Ü�›
¯�Ô�`�h	Ô�ù�z 5 
ü���f�w
�ž�å�”�Ü�x�©�ß�ï�·�ç�^�•�c�z �¢�Þ�´�á�”�ç�w�æ�·�¿�Ä�‡�h�x�³�ß�¿�Ä�¼�¢�ï�s�r�w�£
¾�”�‹�æ�˜
�•�‡�d�œ�{�\�w���t�9�S�U�ž�å�”�Ü  �µ�è�¿�³�á�×�”�ç�Å�‘�“  5°C�¢ 41°F�£�<�U�”�q�z�ž�å�”�Ü�x
�©�ß�ï�·�ç�^�•�‡�b�{


¯ 21-2 �t�z�µ�”�Í�Ì� �²  �¤�ï�´�ï�S�‘�|�µ� �¿�½�ï�¬  �Þ�´�á�”�ç�t���b�”���¥� �ï�´�­�”�»�›�Ô
�`�‡�b�{

�¢�«�£ LED � �ï�´�­�”�»�w	Ä�I�t�m�M�o�x�z �° Catalyst 6500 Series Switch Module Installation Guide�±�›�€	°
�`�o�X�i�^�M�{
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¯ 21-2 �µ�”�Í�Ì� �²  �¤�ï�´�ï�S�‘�|�µ� �¿�½�ï�¬  �Þ�´�á�”�ç�w���¥�Þ�Ç�»

�¯�ï�Ù�”�É�ï�Ä �ž�å�”�Ü�w	��¨ LED � �ï�´�­�”�» �ž�«�³�ã�ï

�µ�”�Í�Ì� �²  �¤�ï�´�ï�w�9�S
�·�ï�±�U�Ý�´�ß�”  �µ�è�¿�³�á
�×�”�ç�Å�›�Ò�a 1

1. �9�S�·�ï�±�x�z	��A�s�µ�”�Í�Ì� �²  �¤�ï�´�ï  �¯�ï�Ù�”�É�ï�Ä�¢�Å�”�»�§�”�Å�‹���‰�£�›�Þ�Ç�»�`�‡�b�{

�Ý�´�ß�” STATUS2 LED �è�¿�Å 3 

2. STATUS LED �x�z�µ�”�Í�Ì� �²  �¤�ï�´�ï�w
²�Ø�Í�É�ç�S�‘�|�b�‚�o�w�Þ�´�á�”�ç�w
²�Ø�Í�É�ç�t�K�“�‡�b�{

3. STATUS LED �x�z�µ�”�Í�Ì� �²  �¤�ï�´�ï�U�‚	Ë�b�”�q�è�¿�Å�t�s�“�‡�b�{	Ñ�Õ�Ï
R�w�µ�”�Í�Ì� �²  �¤�ï�´�ï�U�s�M	Ô�ù�x�z SYSTEM LED 
�‹�è�¿�Å�t�s�“�‡�b�{

Syslog �Ý�¿�·�”�´�S�‘�|  SNMP �Ä�å�¿
�Ó�U
\
R�^�•�‡�b�{

	Ñ�Õ�Ï
R�w	Ô�ù�z�³�µ�Â�Ü�x	Ñ�Õ�µ�”
�Í�Ì� �²  �¤�ï�´�ï�t
~�“�8�Q�z�ž�«
�Â�Ÿ�Ò�s�µ�” � Í � Ì �   � ²  �¤ � ï � ´ � ï �x
�³�ß�¿�Ä�¼�¢�ï�`�‡�b�{

	Ñ�Õ�Ï
R�p�x�s�X�z�T�m�a�ä	Ý�6�U�~

³�^�•�s�M	Ô�ù�z�³�µ�Â�Ü�x  5 
ü�™�t
�³�ß�¿�Ä�¼�¢�ï�`�‡�b�{

�µ�”�Í�Ì� �²  �¤�ï�´�ï�w�9�S
�·�ï�±�U�z�Ú� �Æ�”  �µ�è�¿�³�á
�×�”�ç�Å�›�Ò�a

�Ú� �Æ�” STATUS LED �¦�è�ï�´ Syslog �Ý�¿�·�”�´�S�‘�|  SNMP �Ä�å�¿
�Ó�U
\
R�^�•�‡�b�{

	Ý�¯�›�Þ�Ç�»�`�‡�b�{

	Ñ�Õ�µ�”�Í�Ì� �²  �¤�ï�´�ï�w
�9�S�·�ï�±�U�Ý�´�ß�”�‡�h�x�Ú
� �Æ�”  �µ�è�¿�³�á�×�”�ç�Å�›
�Ò�a

�Ý�´�ß�” STATUS LED �è�¿�Å Syslog �Ý�¿�·�”�´�S�‘�|  SNMP �Ä�å�¿
�Ó�U
\
R�^�•�‡�b�{

�Ý�´�ß�”  �ž�å�”�Ü�S�‘�|�a�ä	Ý�6�U
�~
³�^�•�s�M	Ô�ù�z�³�µ�Â�Ü�x  5 
ü�™
�t�³�ß�¿�Ä�¼�¢�ï�`�‡�b�{

�Ú� �Æ�” STATUS LED �¦�è�ï�´ �Ú� �Æ�”  �ž�å�”�Ü�w	Ô�ù�x�z	Ý�¯�›�Þ
�Ç�»�`�‡�b�{

�µ� �¿�½�ï�¬  �Þ�´�á�”�ç�w�9
�S� · � ï �±�U�Ý�´ �ß�”  �µ �è�¿
�³�á�×�”�ç�Å�›�Ò�a

�Ý�´�ß�” STATUS LED �è�¿�Å Syslog �Ý�¿�·�”�´�S�‘�|  SNMP �Ä�å�¿
�Ó�U
\
R�^�•�‡�b�{

�Þ�´�á�”�ç�w�?�o�›
~�…�`�‡�b�{ 4

4. 	�	q�t�m�M�o�x�z �®�?�o�w���g�¯ �¢ p.21-14�£ �›�€	°�`�o�X�i�^�M�{

�µ� �¿�½�ï�¬  �Þ�´�á�”�ç�w�9
�S� · � ï �±�U�Ú�  �Æ�”  �µ �è�¿
�³�á�×�”�ç�Å�›�Ò�a

�Ú� �Æ�” STATUS LED �¦�è�ï�´ Syslog �Ý�¿�·�”�´�S�‘�|  SNMP �Ä�å�¿
�Ó�U
\
R�^�•�‡�b�{

	Ý�¯�›�Þ�Ç�»�`�‡�b�{
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�Â�«�Ç�§�ç  �±�Ù�”�Ä�;�w�³�µ�Â�Ü  �µ�Â�”�»�µ	Ø�C�w
¯�Ô
�\�\�p�x�z�Â�«�Ç�§�ç  �±�Ù�”�Ä�;�w�³�µ�Â�Ü  �µ�Â�”�»�µ	Ø�C�›
¯�Ô�b�”	�	q�t�m�M�o
†�Ì�`�‡�b�{

• �³�µ�Â�Ü  �µ�Â�”�»�µ  �è�Ù�”�Ä�w
\
R�¢ p.21-19�£

• �³�µ�Â�Ü  �¼�ï�Ó  �Ñ�•� �ç�w�–�;�¢ p.21-19�£

• �³�µ�Â�Ü  �«�å�¿�³�á	Ø�C�Ñ�•� �ç�w�–�;�¢ p.21-22�£

�³�µ�Â�Ü  �µ�Â�”�»�µ  �è�Ù�”�Ä�w
\
R

1 �m�w�¯�Ú�ï�Å�›�–�;�`�o�z �µ� �¿�½�w�µ�Â�”�»�µ	Ø�C�›���‰�è�Ù�”�Ä�›
\
R�b�”�\�q�U�p�V�‡�b�{

\
R�^�•�h	Ø�C�x�z Cisco Technical Assistance Center�¢ TAC�£�t�ð�J�›�C���b�”�q�V�t�þ�q�j�‡�b�{
�\�w�¯�Ú�ï�Å�x�z�M�X�m�T�w  show system status �¯�Ú�ï�Å�›
Ê�ˆ�ù�˜�d�h�‹�w�p�b�{�\�w�¯�Ú�ï�Å
�w	Z�—�›  TFTP �±�”�Ì�t�ž�¿�Ó�é�”�Å�`�o�z TAC �t
ù	ô�b�”�\�q�U�p�V�‡�b�{

�©�”�ë�”�Å�›�–�;�`�o�z�›���w�Þ�´�á�”�ç�z VLAN �¢�>
Ý  LAN�£�z�Ù�”�Ä�s�r�z	Z�—�b�”	Ø�C�w
c
�“�›�v���p�V�‡�b�{�©�”�ë�”�Å�›�¦���`�s�M�q�z�³�µ�Â�Ü
¶�.�w�è�Ù�”�Ä�U
\
R�^�•�‡�b�{

�è�Ù�”�Ä�›
\
R�`�o  TFTP �±�”�Ì�t�ž�¿�Ó�é�”�Å�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡
�b�{

�Í�t�z�¦���`�h�Ñ�•� �ç�Ê�p�z�×�µ�Ä  172.20.32.10 �t�è�Ù�”�Ä�›
ù	ô�b�”�«�›�Ô�`�‡�b�{�©�”�ë�”
�Å�U�¦���^�•�o�M�s�M�w�p�z�è�Ù�”�Ä�t�x�µ� �¿�½
¶�.�w�µ�Â�”�»�µ	Ø�C�U���‡�•�‡�b�{

Console> (enable) write tech-support 172.20.32.10 tech.txt
Upload tech-report to tech.txt on 172.20.32.10 (y/n) [n]? y
/
Finished network upload.  (67784 bytes)
Console> (enable) 

�³�µ�Â�Ü  �¼�ï�Ó  �Ñ�•� �ç�w�–�;

�¯�ž  �¼�ï�Ó�S�‘�|�µ�»�¿�«  �¼�ï�Ó�t�‘�“�z�µ� �¿�½�w�³�µ�Â�Ü  �µ�Â�”�»�µ	Ø�C�›���œ�i�è�Ù�”�Ä
�U
\
R�^�•�‡�b�{�¯�ž  �¼�ï�Ó�‡�h�x�µ�»�¿�«  �¼�ï�Ó�t�‘�l�o�©�ß�Ó�½�ß�^�•�h� �Ý�”�´�›�z�r
s
�w�h�Š�t  Cisco TAC �t
ù�“�‡�b�{

�¯�ž  �¼�ï�Ó�w� �É�”�Ò�ç�=�S�‘�|�Ã�Ÿ�·�”�Ò�ç�=

�¹�Ñ�Ä�¢�£�ž  �¤�å�”�t�‘�l�o�³�µ�Â�Ü�t	Ë�•�U
C
\�`�h�q�V�t�z�¯�ž  �¼�ï�Ó�x� �Ý�”�´�w�A�Å�$
�s�è�Ù�”�Ä�›�^
R�`�‡�b�{�\�w�è�Ù�”�Ä�t�x�z�Â�©�µ�Ä�z�¯�”�Å�z�µ�»�¿�«  �·�¬�Ý�ï�Ä�s�r�³�µ�Â
�Ü �Ý�Þ�æ�w�º�0�U���‡�•�o�M�‡�b�{�¯�ž  � �Ý�”�´�x�³�µ�¯
a�¯�ž  �Ñ�•� �ç���Ü�p�^
R�^�•�z�Ñ�•
� �ç  �³�µ�Â�Ü�t�-���^�•�‡�b�{ TAC �x�z�¯�ž  �¼�ï�Ó  �Ñ�•� �ç�›�Ð�‚�o�z�'�j
~�’�•�h�Ó�é�·�µ�w
�¤�å�”	Ú�E�›�r
s�`�‡�b�{

�¯�ž  �¼�ï�Ó�›� �É�”�Ò�ç�‡�h�x�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z set system core-dump �¯�Ú�ï�Å�›�–�;�`
�‡�b�{�µ� �¿�½�t	Ñ�Õ�µ�”�Í�Ì� �²  �¤�ï�´�ï�U�e�L�^�•�o�M�”	Ô�ù�x�z�¯�ž  �¼�ï�Ó�U
C
\�b�”
²
�t�µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�U�×�ˆ�$�t�¾�V�'�W�‡�b�{�\�•�‡�p�ž�«�Â�Ÿ�Ò�i�l�h�µ�”�Í
�Ì� �²  �¤�ï�´�ï�x�z�¯�ž  �¼�ï�Ó	4�ƒ�™�t�æ�·�¿�Ä�`�‡�b�{

�^�À �¯�Ú�ï�Å

TAC �t
ù	ô�b�”�h�Š�w�³�µ�Â�Ü  �µ�Â�”�»�µ  �è
�Ù�”�Ä�›
\
R�`�‡�b�{

write tech-support {host} { filename} [ module mod]
[port  mod/port] [vlan vlan] [memory] [config]



�H 21 	·       �µ� �¿�½�w���g
�Â�«�Ç�§�ç  �±�Ù�”�Ä�;�w�³�µ�Â�Ü  �µ�Â�”�»�µ	Ø�C�w
¯�Ô

21-20
Catalyst 6500 �³�æ�”�¶  �µ� �¿�½  �¹�Ñ�Ä�¢�£�ž  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �¨� �Å

OL-7193-01-J

�¯�ž  �¼�ï�Ó�›� �É�”�Ò�ç�‡�h�x�Ã�Ÿ�·�”�Ò�ç�t
ƒ���b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ
�M�‡�b�{

�Í�t�z�¯�ž  �¼�ï�Ó�›� �É�”�Ò�ç�t�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set system core-dump enable
(1) In the event of a system crash, this feature will
     cause a core file to be written out.
(2) Core file generation may take up to 20 minutes.
(3) Selected core file is slot0:crash.hz
(4) Please make sure the above device has been installed,
    and ready to use
Core-dump enabled
Console> (enable) 

�Í�t�z�¯�ž  �¼�ï�Ó�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set system core-dump disable
Core-dump disabled
Console> (enable)

�Ñ�•� �ç  �³�µ�Â�Ü�w�±� �¶�x�z�Ý�Þ�æ  �§�”�Å�w�±� �¶�t�‘�l�o�Ÿ�s�“�‡�b�{�¤�å�”  �Ó�é�·�µ�t�‘
�“�z�³�µ�Â�Ü  DRAM �w�±� �¶�t
z�«�`�h�¯�ž  � �Ý�”�´�U
\
R�^�•�‡�b�{�¯�ž  �¼�ï�Ó  �Ñ�•� �ç�›�-
���p�V�”�i�Z�w�Ý�Þ�æ�›�¬�-�b�”�‘�O�t�`�o�X�i�^�M�{

�¯�ž  � �Ý�”�´  �Ñ�•� �ç�Ê�w�¦��

�¯�ž  � �Ý�”�´  �Ñ�•� �ç�Ê�›�¦���b�”�t�x�z set system core-file �¯�Ú�ï�Å�›�–�;�`�‡�b�{�Ã�Ñ�¥�ç�Ä
�w�Ñ�•� �ç�Ê�x�z [slot0:crash.hz] �p�b�{�\�w�¯�Ú�ï�Å�x�z�Ö�—�^�•�h�Ã�Ì� �µ�Ê�w�%�p
Q�›�×�ˆ�$
�t�¬�Ý�`�‡�b�{

�¯�ž  � �Ý�”�´  �Ñ�•� �ç�Ê�›�¦���b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z�¯�ž  � �Ý�”�´  �Ñ�•� �ç�Ê�›�¦���b�”�«�›�Ô�`�‡�b�{

Console> (enable) set system core-file slot0:core.hz
System core-file set.
Console> (enable)

�^�À �¯�Ú�ï�Å

�¯�ž  �¼�ï�Ó�›� �É�”�Ò�ç�‡�h�x�Ã�Ÿ�·�”�Ò�ç�t

ƒ���`�‡�b�{

set system core-dump { enable | disable}

�^�À �¯�Ú�ï�Å

�¯�ž  � �Ý�”�´  �Ñ�•� �ç�Ê�›�¦���`�‡�b�{ set system core-file { device:filename}
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�µ�»�¿�«  �¼�ï�Ó�w
¯�Ô

�µ�»�¿�«  �¼�ï�Ó�U
\
R�b�”� �Ý�”�´�x�z �³�µ�Â�Ü�w	Ë�•�›�¾�V�I�\�`�h�›���w�Ó�é�·�µ�t���b�”�‹
�w�i�Z�p�b�{�\�w� �Ý�”�´  �µ�»�¿�«�x�¯�ï�¹�”�ç	Í�t
¯�Ô�^�•�z�é�¬�–�¬�t�‹�-���^�•�‡�b�{�µ
�»�¿�«  �¼�ï�Ó�x�×�ˆ�p�z�³�µ�Â�Ü�w�6�I�ˆ�™�t  show log �¯�Ú�ï�Å�›�î�æ�b�”�q���®�t�s�“�‡�b�{

�é�¬	Ø�C�›
¯�Ô�b�”�t�x�z�â�”�²  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z show log �¯�Ú�ï�Å�w�î�æ�™�t
¯�Ô�^�•�”� �Ý�”�´  �µ�»�¿�«�w�«�›�Ô�`�‡�b�{

Breakpoint Exception occurred.
Software version =  6.2(0.83)
Process ID #52, Name
= Console
             EPC: 807523F4
    Stack content:
    sp+00: 00000000 80A75698 00000005 00000005
    sp+10: BE000A00 00000000 83F84150 801194B8
    sp+20: 80A75698 80A74BC8 80C8DBDC 000006E8
    sp+30: 8006AF30 8006AE98 82040664 00000630
    sp+40: 801AC744 801AC734 80A32488 80A32484
    sp+50: 80A3249C 00000000 00000002 000009E4
    sp+60: 8204067B 82040670 8011812C 81CAFC98
    sp+70: 8011814C 82040670 8011812C 81CAFC98
    sp+80: 00000002 000009E4 80110160 80110088
    sp+90: 82040670 80A71EB4 81F1E9F8 00000004
    sp+A0: 00000000 81F25EAC 81FF5750 00000000
    sp+B0: 00000000 00000000 81F1E314 800840BC
    sp+C0: 0000000B 80084EB0 00000001 8073A358
    sp+D0: 00000003 0000000D 00000000 0000000A
    sp+E0: 00000020 00000000 800831B4 0000001A
    sp+F0: 00000000 00000000 00000000 000D84F0
    Register content:
      Status: 3401FC23    Cause: 00000024
AT: 81640000
          V0: 00000007       V1: 00000007
          A0: 00000000       A1: 80A756A6
          A2: 00000011       A3: BE000BD0
          T0: BFFFFFFE       T1: 80000000
          T2: 00000000       T3: 00000001
          T4: 00000000       T5: 00000007
          T6: 00000000       T7: 00000000
          S0: 00000001       S1: 00000032
          S2: 81F1E9F8       S3: 80A74BC8
          S4: 80C8DBDC       S5: 000006E8
          S6: 00000000       S7: 00000000
          T8: F0D09E3A       T9: 82940828
          K0: 3041C001       K1: 80C73038
          GP: 811F39C0       SP: 83F84010
          S8: 83F84010       RA: 807523F4
        HIGH: 00000001      LOW: D5555559
    BADVADDR: 7DFF7FFF  ERR EPC: 58982466
GDB: Breakpoint Exception 
GDB: The system has trapped into the debugger.
GDB: It will hang until examined with gdb. 

�^�À �¯�Ú�ï�Å

�µ�»�¿�«  �¼�ï�Ó�›
¯�Ô�`�‡�b�{ show log
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�³�µ�Â�Ü  �«�å�¿�³�á	Ø�C�Ñ�•� �ç�w�–�;

�«�å�¿�³�á	Ø�C�Ñ�•� �ç�t�x�z�¤�å�”�t�‘�”�6�é�”�Å�Ì�t	��“���‡�•�”�¦�Á�³�µ�Â�Ü	Ø�C�U�¨�ò�^
�•�‡�b�{�«�å�¿�³�á  �¼�ï�Ó  �Ñ�•� �ç�q�‰�7�t�z�«�å�¿�³�á	Ø�C�Ñ�•� �ç�x�Ñ�•� �ç  �³�µ�Â�Ü�º�t
�-���^�•�‡�b�{�¯�ž  �¼�ï�Ó	Ø�C�t�C�Q�o�z�«�å�¿�³�á	Ø�C�Ñ�•� �ç�º�w	Ø�C�›�¬�Ý�b�”
ž�A�U�K�“
�‡�b�{�«�å�¿�³�á	Ø�C�Ñ�•� �ç�S�‘�|�¯�ž  �¼�ï�Ó  �Ñ�•� �ç�›�U�*�b�”�\�q�p�z Cisco TAC �p�x�‘�“
�‘�M�¤�å�”�w�r
s�U�D�ó�t�s�“�‡�b�{

�«�å�¿�³�á	Ø�C�Ñ�•� �ç�w� �É�”�Ò�ç�=�q�Ã�Ÿ�·�”�Ò�ç�=

�¤�å�”�t�‘�”�³�µ�Â�Ü  �æ�é�”�Å�w
C
\�™�w�«�å�¿�³�á	Ø�C�Ñ�•� �ç	{�V���ˆ�›� �É�”�Ò�ç�t�b�”
�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z�«�å�¿�³�á	Ø�C�Ñ�•� �ç�w	{�V���ˆ�›�³�µ�Â�Ü�p� �É�”�Ò�ç�t�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set system crashinfo enable
Crashinfo enabled

�«�å�¿�³�á	Ø�C�Ñ�•� �ç�Ê�w�¦��

�«�å�¿�³�á	Ø�C�Ñ�•� �ç�Ê�›�¦���b�”�t�x�z set system crash-info-file �¯�Ú�ï�Å�›�–�;�`�‡�b�{�\�w
�¯�Ú�ï�Å�x�z�Ö�—�^�•�h�Ã�Ì� �µ�Ê�w�%�p
Q�›�×�ˆ�$�t�¬�Ý�`�‡�b�{

�«�å�¿�³�á	Ø�C�Ñ�•� �ç�Ê�›�¦���b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z�«�å�¿�³�á	Ø�C�Ñ�•� �ç�Ê�›�¦���b�”�«�›�Ô�`�‡�b�{

Console> (enable) set system crashinfo-file slot0:crashinfo
System crashinfo-file set.
Console> (enable)

�^�À �¯�Ú�ï�Å

�«�å�¿�³�á	Ø�C�Ñ�•� �ç�w�^
R�›� �É�”�Ò�ç�‡�h�x
�Ã�Ÿ�·�”�Ò�ç�t�`�‡�b�{

�¢�«�£ �\�w�;�ó�x�z �Ã�Ñ�¥�ç�Ä�p�x�Ã�Ÿ�·�”�Ò�ç�p
�b�{

set system crashinfo enable | disable

�^�À �¯�Ú�ï�Å

�«�å�¿�³�á	Ø�C�Ñ�•� �ç�Ê�›�¦���`�‡�b�{�Ã�Ñ�¥�ç
�Ä�w�Ñ�•� �ç�Ê�x  crashinfo �p�b�{

set system crashinfo-file { device:filename}
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�³�µ�Â�Ü	Ø�C�w  TFTP �‡�h�x  RCP �±�”�Ì�•�w�é�ª�ï�¬
�³�µ�Â�Ü�›
ƒ���`�o�z�7�G  15 �x�w  show �¯�Ú�ï�Å�›�î�æ�`�z�¦���`�h�±�”�Ì	Í�w�Ñ�•� �ç�t�f�w	Z
�—�›�é�ª�ï�¬�b�”�\�q�U�p�V�‡�b�{�f�w	Z�—	Ø�C�x�z�Ã�Ì�¿�¬�•�Ä�å�Ò�ç�³�á�”�Â�Ÿ�ï�¬�t�–�;�p
�V�‡�b�{

�\�\�p�x�z�µ� �¿�½	Í�p�³�µ�Â�Ü	Ø�C�é�ª�ï�¬�›
ƒ���b�”	�	q�t�m�M�o
†�Ì�`�‡�b�{

• �³�µ�Â�Ü	Ø�C�é�ª�ï�¬�w� �É�”�Ò�ç�=�¢ p.21-23�£

• �³�µ�Â�Ü	Ø�C�é�ª�ï�¬�›�æ�O  show �¯�Ú�ï�Å�w�¦���¢ p.21-23�£

• �³�µ�Â�Ü	Ø�C�é�ª�ï�¬�w�î�æ
Ã�S�w�¦���¢ p.21-24�£

• �³�µ�Â�Ü	Ø�C�é�ª�ï�¬�;�w�Ñ�•� �ç�Ê�S�‘�|�±�”�Ì�w�¦���¢ p.21-25�£

• �³�µ�Â�Ü	Ø�C�é�ª�ï�¬�T�’�w  show �¯�Ú�ï�Å�w	«�ˆ�¢ p.21-25�£

• �³�µ�Â�Ü	Ø�C�é�ª�ï�¬
ƒ���w	«�ˆ�¢ p.21-26�£

• �³�µ�Â�Ü	Ø�C�é�ª�ï�¬�w�Ã�Ÿ�·�”�Ò�ç�=�¢ p.21-26�£

�³�µ�Â�Ü	Ø�C�é�ª�ï�¬�w� �É�”�Ò�ç�=

�Ã�Ñ�¥�ç�Ä�p�x�z�³�µ�Â�Ü	Ø�C�é�ª�ï�¬�x�Ã�Ÿ�·�”�Ò�ç�p�b�{

�µ� �¿�½	Í�p�³�µ�Â�Ü	Ø�C�é�ª�ï�¬�›� �É�”�Ò�ç�t�b�”�t�x�z � �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M
�‡�b�{

�Í�t�z �³�µ�Â�Ü	Ø�C�é�ª�ï�¬�›� �É�”�Ò�ç�t�`�z � �É�”�Ò�ç�t�s�l�h�\�q�›�¬�Ý�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set system info-log enable
Successfully enabled system information logging.
Console> (enable) show system info-log
System Logging  Host             File                                 Interval
--------------  ---------------  -----------------------------------  --------
Enabled         -                tftp:sysinfo                         1440
Index        System Command
-----        ----------------------------------------------------------
Console> (enable)

�³�µ�Â�Ü	Ø�C�é�ª�ï�¬�›�æ�O  show �¯�Ú�ï�Å�w�¦��

�7�G  15 �x�w  show �¯�Ú�ï�Å�t�m�M�o�z �f�w	Z�—�U���8�$�t�¦���`�h�±�”�Ì	Í�w�Ñ�•� �ç�t�é�ª�ï�¬
�^�•�”�‘�O�t�¦���p�V�‡�b�{ show �¯�Ú�ï�Å�w�†���t�x�Ã�æ�Û�»���È�U
ž�A�p�b�{�°�S�t�Ö�—�p�V
�”  show �¯�Ú�ï�Å�x  1 �m�i�Z�p�b�{

position �¾
:�›�Ö�—�b�•�y�z show �¯�Ú�ï�Å�w�î�æ	q	‚�›�¦���p�V�‡�b�{���®�s�‹�x  1 �™ 15 �p�b�{
position �¾
:�x�³�µ�Â�Ü	Ø�C�é�ª�ï�¬  � �ï�Ã�¿�«�µ�º�w  show �¯�Ú�ï�Å�w
j�ø�p�b�{

	Z�—�›�Ñ�•� �ç�t�é�ª�ï�¬�b�”  show �¯�Ú�ï�Å�›�¦���b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ
�M�‡�b�{

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 �³�µ�Â�Ü	Ø�C�é�ª�ï�¬�›� �É�”�Ò�ç�t�`�‡�b�{ set system info-log enable

�µ�Â�¿�Ó 2 �³�µ�Â�Ü	Ø�C�é�ª�ï�¬�U� �É�”�Ò�ç�p�K�”�\�q
�›�¬�Ý�`�‡�b�{

show system info-log
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�Í�t�z show �¯�Ú�ï�Å�›�¦���`�z�f�w�¯�Ú�ï�Å�U�³�µ�Â�Ü	Ø�C�é�ª�ï�¬�t���‡�•�h�\�q�›�¬�Ý�b�”
�«�›�Ô�`�‡�b�{

Console> (enable) set system info-log command $show version$
System command was successfully added to the list.
Console> (enable) set system info-log command $show module$
System command was successfully added to the list.
Console> (enable) set system info-log command $show environment$
System command was successfully added to the list.
Console> (enable) set system info-log command $show config$
System command was successfully added to the list.
Console> (enable) show system info-log
System Logging  Host             File                                 Interval
--------------  ---------------  -----------------------------------  --------
Enabled         -                tftp:sysinfo                         1440
Index        System Command
-----        ----------------------------------------------------------
    1        show version
    2        show module
    3        show environment
    4        show config
Console> (enable)

�³�µ�Â�Ü	Ø�C�é�ª�ï�¬�w�î�æ
Ã�S�w�¦��

�³�µ�Â�Ü	Ø�C�é�ª�ï�¬�w�î�æ���´�›�Ì���¦���p�V�‡�b�{�\�w�Ì�����´�x
ü�o�•�p�¦���`�‡�b�{���®
�s�‹�x  1 �™ 35000 
ü�¢ 25 �Ô�£�p�b�{�Ã�Ñ�¥�ç�Ä�p�x�z�é�ª�ï�¬�î�æ���´�x  1440 
ü�¢ 1 �Ô�£�p�b�{

�é�ª�ï�¬�w�Ì�����´�›�¦���`�o�¬�Ý�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z�é�ª�ï�¬�w�Ì�����´�›�¦���`�o�¬�Ý�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set system info-log interval 4320
Successfully set system information logging interval to 4320 minutes.
Console> (enable) show system info-log
System Logging  Host             File                                 Interval
--------------  ---------------  -----------------------------------  -------
Enabled         -                tftp:sysinfo                         4320
Index        System Command
-----        ----------------------------------------------------------
    1        show config
    2        show version
    3        show module
    4        show environment
Console> (enable)

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 	Z�—�›�é�ª�ï�¬�b�”  show �¯�Ú�ï�Å�›�¦���`�‡
�b�{

set system info-log command { command_string}
[position]

�µ�Â�¿�Ó 2 �³�µ�Â�Ü	Ø�C�é�ª�ï�¬�U� �É�”�Ò�ç�p�K�”�\�q
�›�¬�Ý�`�‡�b�{

show system info-log

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 �³�µ�Â�Ü	Ø�C�é�ª�ï�¬�›�î�æ�b�”�Ì�����´�›�¦
���`�‡�b�{

set system info-log interval mins

�µ�Â�¿�Ó 2 �Ì�����´�›�¬�Ý�`�‡�b�{ show system info-log
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�³�µ�Â�Ü	Ø�C�é�ª�ï�¬�;�w�Ñ�•� �ç�Ê�S�‘�|�±�”�Ì�w�¦��

�³�µ�Â�Ü	Ø�C�é�ª�ï�¬�;�t�Ñ�•� �ç�Ê�S�‘�|�±�”�Ì�›�¦���p�V�‡�b�{�Ñ�•� �ç�•�w�Í�µ�›�¦���`�s
�Z�•�y�z TFTP �;�w�Ã�Ñ�¥�ç�Ä  �Ã�Ÿ�è�«�Ä�æ�x  tftpboot�z RCP �;�w�Ã�Ñ�¥�ç�Ä  �Ã�Ÿ�è�«�Ä�æ�x�â�”
�²�w�×�”�Ü  �Ã�Ÿ�è�«�Ä�æ�q�s�“�‡�b�{

�³�µ�Â�Ü	Ø�C�é�ª�ï�¬�;�w�Ñ�•� �ç�Ê�S�‘�|�±�”�Ì�›�¦���b�”�t�x�z � �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À
�›�æ�M�‡�b�{

�Í�t�z�Ñ�•� �ç�Ê�S�‘�|�±�”�Ì�›�¦���`�z�f�w
ƒ���›�¬�Ý�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set system info-log rcp hcavende 10.5.2.10 sysinfo
Successfully set the system information logging file to rcp:sysinfo
Console> (enable) show system info-log
System Logging  Host             File                                 Interval
--------------  ---------------  -----------------------------------  --------
Enabled         10.5.2.10        rcp:sysinfo                          4320
Index        System Command
-----        ----------------------------------------------------------
    1        show config
    2        show version
    3        show module
    4        show environment
Console> (enable)

�³�µ�Â�Ü	Ø�C�é�ª�ï�¬�T�’�w  show �¯�Ú�ï�Å�w	«�ˆ

�b�‚�o�w  show �¯�Ú�ï�Å�z�‡�h�x�›���w  show �¯�Ú�ï�Å�›�³�µ�Â�Ü	Ø�C�é�ª�ï�¬�T�’	«�ˆ�`�z	«�ˆ�^
�•�h�\�q�›�¬�Ý�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z show �¯�Ú�ï�Å
j�ø  1 �›�z�³�µ�Â�Ü	Ø�C�é�ª�ï�¬  � �ï�Ã�¿�«�µ�T�’	«�ˆ�b�”�«�›�Ô�`�‡�b�{

Console> (enable) clear system info-log command 2
Successfully cleared the configured command.
Console> (enable) show system info-log
System Logging  Host             File                                 Interval
--------------  ---------------  -----------------------------------  --------
Enabled         10.5.2.10        rcp:sysinfo                          4320
Index        System Command
-----        ----------------------------------------------------------
    1        show config
    2        show module
    3        show environment
Console> (enable)

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 �³�µ�Â�Ü	Ø�C�é�ª�ï�¬�;�w�Ñ�•� �ç�Ê�S�‘�|
�±�”�Ì�›�¦���`�‡�b�{

set system info-log { tftp  | rcp username} host 
filename

�µ�Â�¿�Ó 2 �Ì�����´�›�¬�Ý�`�‡�b�{ show system info-log

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 �³�µ�Â�Ü	Ø�C�é�ª�ï�¬�T�’  show �¯�Ú�ï�Å�›	«
�ˆ�`�‡�b�{

clear system info-log command {all | index}

�µ�Â�¿�Ó 2 show �¯�Ú�ï�Å�w	«�ˆ�›�¬�Ý�`�‡�b�{ show system info-log
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�³�µ�Â�Ü	Ø�C�é�ª�ï�¬
ƒ���w	«�ˆ

�³�µ�Â�Ü	Ø�C�é�ª�ï�¬
ƒ���›	«�ˆ�`�z�Ã�Ñ�¥�ç�Ä
ƒ���t�í�b�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›
�æ�M�‡�b�{

�Í�t�z�³�µ�Â�Ü	Ø�C�é�ª�ï�¬
ƒ���›	«�ˆ�`�z�Ã�Ñ�¥�ç�Ä�t�í�b�«�›�Ô�`�‡�b�{

Console> (enable) clear config sysinfo-log
Successfully cleared the system information logging configuration.
Console> (enable) show system info-log
System Logging  Host             File                                 Interval
--------------  ---------------  -----------------------------------  --------
Disabled        -                tftp:sysinfo                         1440
Index        System Command
-----        ----------------------------------------------------------
Console> (enable)

�³�µ�Â�Ü	Ø�C�é�ª�ï�¬�w�Ã�Ÿ�·�”�Ò�ç�=

�³�µ�Â�Ü	Ø�C�é�ª�ï�¬�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z�³�µ�Â�Ü	Ø�C�é�ª�ï�¬�›�Ã�Ÿ�·�”�Ò�ç�t�`�z�Ã�Ÿ�·�”�Ò�ç�t�s�l�h�\�q�›�¬�Ý�b�”�«�›�Ô�`
�‡�b�{

Console> (enable) set system info-log disable
Successfully disabled system information logging.
Console> (enable)  show system info-log
System Logging  Host             File                                 Interval
--------------  ---------------  -----------------------------------  --------
Disabled        -                tftp:sysinfo                         1440
Index        System Command
-----        ----------------------------------------------------------
Console> (enable)

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 �³�µ�Â�Ü	Ø�C�é�ª�ï�¬
ƒ���›	«�ˆ�`�‡�b�{ clear config sysinfo-log

�µ�Â�¿�Ó 2 
ƒ���U	«�ˆ�^�•�h�\�q�›�¬�Ý�`�‡�b�{ show system info-log

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 �³�µ�Â�Ü	Ø�C�é�ª�ï�¬�›�Ã�Ÿ�·�”�Ò�ç�t�`�‡
�b�{

set system info-log disable

�µ�Â�¿�Ó 2 �³�µ�Â�Ü	Ø�C�é�ª�ï�¬�U�Ã�Ÿ�·�”�Ò�ç�p�K�”�\
�q�›�¬�Ý�`�‡�b�{

show system info-log
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TCL �µ�«�æ�Ó�Â�Ÿ�ï�¬
Tool Command Language�¢ TCL�£�x�Ó�é�¬�å�Û�ï�¬�D�ó�s�z�Â�©�µ�Ä  �Õ�”�µ�w���›�t� �p�K�“�z�¯
�Ú�ï�Å  �Ó�é�³�”�´�ß�›�G	\�b�”�\�q�t�‘�“
Ê�ˆ���ˆ�¯�Ú�ï�Å���w�;�ó�›�¦�Á�p�V�‡�b�{�\�•�x�z�Â
�©�µ�Ä  �¤�Ã�Ÿ�»�z�Ã�Ì�¿�¨�z� �å�µ�Ä�è�”�»�•�³�£�ç�s�r�w� �ï�»�å�«�Â�Ÿ�Ò  �Ó�é�¬�å�Ü�q�q�‹
�t�–�;�`�‡�b�{ Catalyst 6500 �³�æ�”�¶  �µ� �¿�½  �¹�Ñ�Ä�¢�£�ž�x�z TCL �Ì�”�´�ã�ï  7.4 �›�±�Ù�”�Ä�`
�o�M�‡�b�{

TCL �x�¦�”�Ó�ï  �¹�”�µ�¯�”�Å�p�b�{ TCL �¯�Ú�ï�Å�z�S�‘�|  TCL �w�–�;�O�z�å� �·�ï�µ�z�Ó�é�¬�å
�Û�ï�¬�w	Ä�I�t�m�M�o�x�z�Í�w  URL �›�€	°�`�o�X�i�^�M�{

http://www.tcl.tk


¯ 21-3 �t�z �±�Ù�”�Ä�^�•�o�M�”  TCL �¯�Ú�ï�Å�›�Ô�`�‡�b�{ t �Ó�è�Ñ�Ÿ�«�µ
Ç�V�w�¯�Ú�ï�Å �¢ tformat �z
trename�z tset�z tswitch�£�x�z
ª	j  TCL �¯�Ú�ï�Å�T�’�§�µ�»�Ú� �¶�^�•�o�S�“�z Catalyst 6500 �³�æ�”
�¶  �µ� �¿�½  �¹�Ñ�Ä�¢�£�ž�q�•�ù�`�s�M�‘�O�t�s�l�o�M�‡�b�{�\�w�¹�Ñ�Ä�¢�£�ž�t�x�z�›�t�Í�w  2
�m�w�¯�Ú�ï�Å�U�å�C�^�•�o�M�‡�b�{

• auto answer { on | off}

on �t
ƒ���b�”�q�z�µ� �¿�½�U  yes/no ���Ü�w� �t�›�A�{�b�”	Ô�ù�z TCL �³�£�ç�x  yes �q� �t�`�‡
�b�{�Ã�Ñ�¥�ç�Ä�w
ƒ���x  off �p�b�{

• echo { on | off}

off �t
ƒ���`�h	Ô�ù�z�µ� �¿�½  �¯�Ú�ï�Å�w	Z�—�x�h�Ø�t
¯�Ô�^�•�‡�d�œ�{�Ã�Ñ�¥�ç�Ä�w
ƒ���x
on �p�b�{

TCL �¯�Ú�ï�Å�w�Ö�—

TCL �¯�Ú�ï�Å�w�Ö�—�t�x�z TCL �³�£�ç�›�–�;�b�”
ž�A�U�K�“�‡�b�{ TCL �³�£�ç�›�¦�”�Ó�ï�b�”�t
�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z TCL �³�£�ç�›�¦�”�Ó�ï�b�”�«�›�Ô�`�‡�b�{

Console> (enable) tclsh
Console> (tclsh)(enable)


¯ 21-3 TCL �¯�Ú�ï�Å

append array auto answer break

case catch concat continue

echo error eval expr

for foreach global if

incr info join lappend

lindex linsert list llength

lrange lreplace lsearch lsort

proc puts regexp regsub

return scan source split

string subst tformat trename

tset tswitch unset uplevel

upvar while

�^�À �¯�Ú�ï�Å

TCL �³�£�ç�›�¦�”�Ó�ï�`�‡�b�{ tclsh
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TCL �³�£�ç�›�«�é�”�¶�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z TCL �³�£�ç�›�«�é�”�¶�b�”�«�›�Ô�`�‡�b�{

Console> (enable) tclquit
Console> (enable)

�^�À �¯�Ú�ï�Å

TCL �³�£�ç�›�«�é�”�¶�`�‡�b�{ tclquit
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	Ñ�Õ�;�ó�w
ƒ��

�\�w	·�p�x�z Catalyst 6500 �³�æ�”�¶  �µ� �¿�½	Í�p	Ñ�Õ�µ�”�Í�Ì� �²  �¤�ï�´�ï�›
ƒ���b�”	�	q�z�S�‘
�|  Multilayer Switch Feature Card�¢ MSFC; �Ú�ç�½�è� �à  �µ� �¿�½  �Ñ�Ÿ�”�½�ß  �§�”�Å�£�w	Ñ�Õ�;�ó�›

ƒ���b�”	�	q�t�m�M�o
†�Ì�`�‡�b�{

�\�w	·�p
†�Ì�b�”�º�0�x�z�Í�w�q�S�“�p�b�{

• �µ�”�Í�Ì� �²  �¤�ï�´�ï�w	Ñ�Õ�;�ó�¢ p.22-2�£

• �µ� �¿�½	Í�p�w	Ñ�Õ�µ�”�Í�Ì� �²  �¤�ï�´�ï�w
ƒ���¢ p.22-5�£

• MSFC 	Ñ�Õ�;�ó�¢ p.22-22�£

�¢�«�£ Cisco Nonstop Forwarding�¢ NSF�£ /Stateful Switchover�¢ SSO�£�›�–�;�`�h  MSFC 	Ñ�Õ�;�ó�w
ƒ���t�m
�M�o�x�z �H 23 	·�® NSF/SSO MSFC 	Ñ�Õ�;�ó�w
ƒ���¯ �›�€	°�`�o�X�i�^�M�{

�«�™ �o�°�³�ß�”�³�t�e�L�w�Ã�á�ž�ç  MSFC �x�z	Ñ�Õ�Þ�”�Å�w�ˆ�p�w�–�;�›�è�$�t
ƒ�-�^�•�o�S�“�z�‰
�°�w
ƒ���p�s�Z�•�y�s�“�‡�d�œ�{ 	Ä�I�t�m�M�o�x�z �®MSFC 	Ñ�Õ�;�ó�¯ �¢ p.22-22�£�›�€	°�`�o�X�i�^�M�{

MSFC �w
ƒ���U�Ÿ�s�”�Ï
R�x�±�Ù�”�Ä�`�o�M�‡�d�œ�{

�¢�«�£ �›�t�Ì�G�^�•�o�M�s�M�T�W�“�z�\�w	·�p
†�Ì�b�”	Ø�C�S�‘�|	�	q�x�z Policy Feature Card 3B/3BXL
�¢ PFC3B/PFC3BXL; �Ù�æ�³ � ”  �Ñ�Ÿ�” �½�ß �§�” �Å  3B/3BXL�£�› �e�L �` �h  Supervisor Engine 32�z
PFC3A/PFC3B/PFC3BXL �›�e�L�`�h  Supervisor Engine 720�zPFC2 �›�e�L�`�h  Supervisor Engine 2�z�S
�‘�|  PFC �›�e�L�`�h  Supervisor Engine 1 �t�&�;�^�•�‡�b�{

�¢�«�£ MSFC �q�M�O�;� �x�z�\�w�Ú�Ç�á�ž�ç�›�è�a�o�›�t�Ì�G�^�•�o�M�s�M�T�W�“�z MSFC�z MSFC2�z
MSFC2A�z�S�‘�|  MSFC3 �›�¦�`�‡�b�{

Catalyst 6500 � ³ �æ�”�¶ 	Ñ�Õ�µ�” � Í � Ì �   � ²  �¤ � ï � ´ � ï �w�   � ï �µ �Ä�è�” � ³ �ã� ï �w	Ä� I � t �m�M�o�x�z
�° Catalyst 6500 Series Switch Module Installation Guide�±�›�€	°�`�o�X�i�^�M�{�\�w	·�p�–�;�`�o�M�”
�¯�Ú�ï�Å�w�Ï���S�‘�|�–�;�M�O�w	Ä�I�t�m�M�o�x�z �° Catalyst 6500 Series Switch Command Reference�±
�›�€	°�`�o�X�i�^�M�{
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�µ�”�Í�Ì� �²  �¤�ï�´�ï�w	Ñ�Õ�;�ó

�¢�«�£ 	Ñ�Õ�µ�”�Í�Ì� �²  �¤�ï�´�ï�t�x�z�‰�a�Þ�Ã�ç�w�Ñ�Ÿ�”�½�ß  �§�”�Å�q�‰�»� �Ó�w�‹�w�›�–�;�b�”
ž
�A�U�K�“�‡�b�{ WS-X6K-SUP1-2GE �S�‘�|  WS-X6K-SUP1A-2GE�¢�†�M�q�‹  PFC �›
‡�e�L�£�x�“�õ

Q�U�K�“�z	Ñ�Õ�Ï
R�U�D�ó�p�b�{ PFC �U�e�L�^�•�h�µ�”�Í�Ì� �²  �¤�ï�´�ï�w	Ô�ù�z	Ñ�Õ�Ï
R�t�b
�”�t�x  PFC �U�‰�°�p�s�Z�•�y�s�“�‡�d�œ�¢ 2 �m�w PFC�z 2 �m�w PFC2�z 2 �m�w PFC3A�z�‡�h�x  2 �m
�w PFC3BXL�£�{

2 �m�w�µ�”�Í�Ì� �²  �¤�ï�´�ï�›�e�L�`�o�M�”	Ô�ù�z 
Œ�t�I�ˆ�`�h�µ�”�Í�Ì� �²  �¤�ï�´�ï�U�ž�«�Â�Ÿ
�Ò �Þ�´�á�”�ç�t�s�“�z 2 
j�Š�w�µ�”�Í�Ì� �²  �¤�ï�´�ï�x�µ�»�ï�Ì�   �Þ�”�Å�t�s�“�‡�b�{ SNMP�¢��
�›�É�¿�Ä�ë�”�«���g�Ó�é�Ä�¯�ç�£�z CLI�¢�¯�Ú�ï�Å�å� �ï  � �ï�»�”�Ñ�£� �µ�£�¯�ï�¹�”�ç�z Telnet�z
Spanning-Tree Protocol�¢ STP; �µ�Í�Ç�ï�¬�À�æ�”  �Ó�é�Ä�¯�ç�£ �zCisco Discovery Protocol�¢ CDP�£�zVLAN
Trunking Protocol�¢ VTP; VLAN �Ä�å�ï�©�ï�¬  �Ó�é�Ä�¯�ç�£�s�r�w���g�;�ó�S�‘�|�É�¿�Ä�ë�”�«���g
�;�ó�x�b�‚�o�z�ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤�ï�´�ï	Í�p	r�g�^�•�‡�b�{

�µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�w�¯�ï�¹�”�ç  �Ù�”�Ä�x
‡�ž�«�Â�Ÿ�Ò�p�z�Þ�´�á�”�ç  �µ�Â�”�»�µ
�x  [standby] �p�Ô�^�•�‡�b�{�h�i�`�z�ž�¿�Ó�æ�ï�«  �Ù�”�Ä�w�µ�Â�”�»�µ
¯�Ô�x�è	×�r�S�“�p�b�{

Supervisor Engine 1 �S�‘�|  Supervisor Engine 2 �w	Ô�ù�z	Ñ�Õ�µ�”�Í�Ì� �²  �¤�ï�´�ï�x�³�ß�”�³�w�µ
�é�¿�Ä  1 �S�‘�|  2 �t�e�L�b�”
ž�A�U�K�“�‡�b�{ Supervisor Engine 720 �S�‘�|  Supervisor Engine 32 �w
�µ�é�¿�Ä�A�E�x�z�Í�w�q�S�“�p�b�{ 3 �µ�é�¿�Ä  �³�ß�”�³�w	Ô�ù�x�z Supervisor Engine 720 �S�‘�|
Supervisor Engine 32 �›�µ�é�¿�Ä  1 �‡�h�x  2 �t�e�L�`�‡�b�{ 6 �µ�é�¿�Ä�‡�h�x  9 �µ�é�¿�Ä  �³�ß�”�³�w
	Ô�ù�x�z Supervisor Engine 720 �S�‘�|  Supervisor Engine 32 �›�µ�é�¿�Ä  5 �‡�h�x  6 �t�e�L�`�‡�b�{ 13
�µ�é�¿�Ä  �³�ß�”�³�w	Ô�ù�x�z Supervisor Engine 720 �S�‘�|  Supervisor Engine 32 �›�µ�é�¿�Ä  7 �‡�h�x
8 �t�e�L�`�‡�b�{	Ñ�Õ�µ�”�Í�Ì� �²  �¤�ï�´�ï�x�†�M�w�µ�é�¿�Ä�t�e�L�b�”
ž�A�U�K�“�‡�b�{

	Ñ�Õ�µ�”�Í�Ì� �²  �¤�ï�´�ï�x�×�¿�Ä�µ�ë�¿�Ó�0� �p�b�{�³�µ�Â�Ü�x	Ñ�Õ�µ�”�Í�Ì� �²  �¤�ï�´�ï�t

~�“�8�Q�h�K�q�‹�z�‰�a
ƒ���p�T�‡�›���Z�‡�b�{

�¢�«�£ �¤�µ�”�Í�Ì� �²  �¤�ï�´�ï�›�x���t�I�ˆ�p�V�”�‘�O�t�b�”�h�Š�z�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �è�´�µ�»
�x�z�µ�”�Í�Ì� �²  �¤�ï�´�ï���p�‰�8�=�^�•�o�M�‡�d�œ�{

�¢�«�£ �ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤�ï�´�ï�T�’�µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�•�w
~�“�8�Q�t�A�b�”
�Ì���t�z�µ�Í�Ç�ï�¬�À�æ�”�w�¯�ï�Ì�”�´�£�ï�µ  �»� �Ü�x���‡�•�o�M�‡�d�œ�{

�µ� �¿�½�w�I�ˆ�Ì�t�x�z�†�M�w�µ�”�Í�Ì� �²  �¤�ï�´�ï�p	s�8�Þ�´�á�”�ç  �è�Õ�ç�w

�…�U�î�æ�^�•
�‡�b�{�†�M�w�µ�”�Í�Ì� �²  �¤�ï�´�ï�U�\�w�è�Õ�ç�w

�…�›�Í�µ�`�h	Ô�ù�z 2 �m�w�µ�”�Í�Ì� �²  �¤�ï
�´�ï�x�Ì�¿�«�Ó�è�”�ï�›�p�`�o�è	ô�`�z�µ� �¿�½�ï�¬�Ì�µ

�…�Ì�t� �Ð�b�”�‘�O�t�s�“�‡�b�{�µ
�é�¿�Ä  1 �t�e�L�^�•�h�µ�”�Í�Ì� �²  �¤�ï�´�ï�U�ž�«�Â�Ÿ�Ò�t�s�“�z�µ�é�¿�Ä  2 �w�µ�”�Í�Ì� �²  �¤
�ï�´�ï�U�µ�»�ï�Ì�   �Þ�”�Å�t�s�“�‡�b�{ 2 �m�w�µ�”�Í�Ì� �²  �¤�ï�´�ï�w�¹�Ñ�Ä�¢�£�ž  �Ì�”�´�ã�ï
�U�Ÿ�s�”	Ô�ù�z�‡�h�x  NVRAM�¢
Æ�4
C
Q  RAM�£
ƒ���U�Ÿ�s�l�o�M�”	Ô�ù�t�x�z�ž�«�Â�Ÿ�Ò  �µ�”
�Í�Ì� �²  �¤�ï�´�ï�w�¹�Ñ�Ä�¢�£�ž  � �Ý�”�´�S�‘�|
ƒ���U�µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�t�×�ˆ
�$�t�¼�¢�ï�é�”�Å�^�•�‡�b�{
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ƒ��
�µ�”�Í�Ì� �²  �¤�ï�´�ï�w	Ñ�Õ�;�ó
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�¢�«�£ �µ�é�¿�Ä  1 �S�‘�| �µ�é�¿�Ä  2 �x�z 	Ñ�Õ�µ�”�Í�Ì� �²  �¤�ï�´�ï�›�¦�`�‡�b�{ 	Í�G�w�‘�O�t�z Supervisor
Engine 720 �S�‘�|  Supervisor Engine 32 �p�x�µ�é�¿�Ä�A�E�U�Ÿ�s�“�‡�b�{

�ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤�ï�´�ï�w�Ì�¿�«�¬�å�¢�ï�Å

�…�t�‘�l�o	O�G�s�ð�J�U�U	Z�^�•�h	Ô
�ù�z�‡�h�x�«�Ž�U
C
\�`�h	Ô�ù�t�x�z�ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤�ï�´�ï�U�æ�·�¿�Ä�^�•�‡�b�{�µ
�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�x�z�ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤�ï�´�ï�U�T�‡�`�s�X�s�l�h�\�q�›
�U	Z�`�z�ž�«�Â�Ÿ�Ò�t�s�“�‡�b�{�µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�x�z�ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²
�¤�ï�´�ï�U
Y	×�t�;�ó�`�o�M�s�M	Ô�ù�t�f�•�›�U	Z�`�z 
ž�A�t� �a�o�ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²�›�§

M�$�t�æ�·�¿�Ä�b�”�\�q�‹�p�V�‡�b�{�æ�·�¿�Ä�^�•�h�µ�”�Í�Ì� �²  �¤�ï�´�ï�x�z
î�†�b�”�q�µ�»�ï
�Ì�   �Þ�”�Å�t�s�“�‡�b�{

2 
j�Š�w�µ�”�Í�Ì� �²  �¤�ï�´�ï�›�¦�ï�å� �ï�w	Ý�6�p
à�Ö�b�”�q�z 	s�8�Þ�´�á�”�ç  �è�Õ�ç�w

�…�U
�ì�ƒ�`�h�Ì�:�p�z 2 
j�Š�w�Þ�´�á�”�ç�x�ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤�ï�´�ï�q�è	ô�`�‡�b�{�ž�«�Â�Ÿ
�Ò �µ�”�Í�Ì� �²  �¤�ï�´�ï�U�b�p�t�Ì�¿�«�Ó�è�”�ï	Í�w�Ä�å�Ñ�Ÿ�¿�«�›�µ� �¿�½�ï�¬�`�o�M�”�w
�p�z 2 
j�Š�w�µ�”�Í�Ì� �²  �¤�ï�´�ï�t�m�M�o�x�µ� �¿�½�ï�¬�Ì�µ

�…�x�î�æ�^�•�‡�d�œ�{

�…�›�î
�æ�b�”�q�è	×�w�Ä�å�Ñ�Ÿ�¿�«�U�¤�…�^�•�”�D�ó
Q�U�K�”�h�Š�p�b�{ 2 
j�Š�w�µ�”�Í�Ì� �²�¤�ï�´�ï
�x�z�h�i�j�t�µ�»�ï�Ì�   �Þ�”�Å�t�s�“�‡�b�{�\�w�Ì�:�p�z�ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤�ï�´�ï�w�¹
�Ñ�Ä�¢�£�ž  � �Ý�”�´�S�‘�|
ƒ���U�z
ž�A�t� �a�o�µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�t�¼�¢�ï�é�”
�Å�^�•�‡�b�{

�µ�”�Í�Ì� �²  �¤�ï�´�ï�x�z �Ò�”�Ä  � �Ý�”�´ �q �å�ï�»� �Ü  � �Ý�”�´ �q�M�O 2 �m�w�Ñ�å�¿�³�á  � �Ý�”
�´�›�–�;�`�‡�b�{�Ò�”�Ä  � �Ý�”�´�w�Ñ�•� �ç�Ê�x�z BOOT ���¥�!
:�p�¦���`�z NVRAM �t�-���`�‡
�b�{�å�ï�»� �Ü  � �Ý�”�´�x�z ROM �Þ�Ç�»�U�µ�”�Í�Ì� �²  �¤�ï�´�ï�›�I�ˆ�b�”�h�Š�t�–�;�b�”�Ò�”
�Ä � �Ý�”�´�p�b�{�³�µ�Â�Ü�I�ˆ�™�x�z�å�ï�»� �Ü  � �Ý�”�´�x  DRAM �t	×�±�`�‡�b�{

	Ñ�Õ�µ�”�Í�Ì� �²  �¤�ï�´�ï�›�e�L�`�h�µ� �¿�½�w�?�o�›�Ö�•�”�T�z�æ�·�¿�Ä�b�”�q�z�µ�»�ï�Ì� 
�µ�”�Í�Ì� �²  �¤�ï�´�ï	Í�w�å�ï�»� �Ü  � �Ý�”�´�q�Ò�”�Ä  � �Ý�”�´�U�ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤
�ï�´�ï	Í�w� �Ý�”�´�q�‰�a�t�s�”�‘�O�t�‰�8�=�U�æ�˜�•�‡�b�{

�µ�”�Í�Ì� �²  �¤�ï�´�ï�w�å�ï�»� �Ü  � �Ý�”�´�q�Ò�”�Ä  � �Ý�”�´�x�z�Ÿ�s�”	Ô�ù�U�K�“�‡�b�{�Ò�”
�Ä � �Ý�”�´�q�å�ï�»� �Ü  � �Ý�”�´�U�‰�a�p�K�”�q�V�t�z BOOT ���¥�!
:�›�!�Ë�`�h�“�z�³�µ�Â�Ü
�I�ˆ�t�–�;�^�•�h�Ñ�å�¿�³�á  �Ã�Ì� �µ	Í�w�q�O�w�Ò�”�Ä  � �Ý�”�´�›	Í	{�V�`�h�“
��:�`�h�“�b�”
�q�z�å�ï�»� �Ü  � �Ý�”�´�q�Ò�”�Ä  � �Ý�”�´�x�Ÿ�s�l�h�‹�w�t�s�“�‡�b�{�Ò�”�Ä� �Ý�”�´�›�6
ƒ��
�b�”�q�z�ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤�ï�´�ï�x�z�q�O�w�Ò�”�Ä  � �Ý�”�´�›�µ�»�ï�Ì�   �µ�”�Í�Ì� �²
�¤�ï�´�ï�q�‰�8�=�^�d�‡�b�{

�Ò�”�Ä  � �Ý�”�´�x�z�Ñ�å�¿�³�á  �Ñ�•� �ç  �³�µ�Â�Ü�t�Ú
€�¡�ˆ���‡�•�‡�b�{�Ñ�å�¿�³�á  �Ý�Þ�æ
÷�”
�t�-���^�•�h�Ñ�•� �ç�t�0�`�o�x�z �¢ copy�z delete�z undelete �s�r�w�£
â�^�›�î�æ�p�V�‡�b�{�‡�h�z
�ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤�ï�´�ï�w�Ò�”�Ä  � �Ý�”�´�›�z �µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�w�Ò�”
�Ä�Ñ�å�¿�³�á�t�-���p�V�‡�b�{�Ñ�å�¿�³�á  �Ñ�•� �ç  �³�µ�Â�Ü�w	Ä�`�M�–�;	�	q�x�z �H 25 	·�®�Ñ
�å�¿�³�á  �Ñ�•� �ç  �³�µ�Â�Ü�w�–�;�¯ �›�€	°�`�o�X�i�^�M�{

Supervisor Engine 1 �S�‘�|  Supervisor Engine 2 �t�x�z�¦�ï�Ø�”�Å  �Ñ�å�¿�³�á  �Ý�Þ�æ�w�„�T�t�Ñ�å�¿
�³�á  PC �§�”�Å�¢ PCMCIA�¦�Í�”�¹�Æ�ç  �¯�ï�Ð�á�”�»  �Ý�Þ�æ �§�”�Å���M� �q ]�£�µ�é�¿�Ä�¢ slot0�£
�U�K�“�‡�b�{�\�w�µ�é�¿�Ä�t�Ñ�å�¿�³�á  PC �§�”�Å�›
à�Ö�`�z�f�\�t�å�C�w�Ò�”�Ä  � �Ý�”�´�›�-��
�b�”�\�q�U�p�V�‡�b�{�µ�é�¿�Ä�w�©�”�ë�”�Å�x�z slot0:�¢�æ�Ç�ž  �Ñ�å�¿�³�á  �Ã�Ì� �µ�w	Ô�ù�£ �z�S�‘
�|  disk0:�¢ ATA �Ñ�å�¿�³�á  �Ã�Ì� �µ�w	Ô�ù�£�p�b�{

�¢�«�£ �\�w�Ú�Ç�á�ž�ç�p�x�z �®PCMCIA �§�”�Å �¯�q�M�O�;� �w�E�˜�“�t�® �Ñ�å�¿�³�á  PC �§�”�Å �¯�›�–�;
�`�o�M�‡�b�{
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ƒ��
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Supervisor Engine 720 �t�x�z�¯�ï�Í�«�Ä�Ñ�å�¿�³�á  Type II �µ�é�¿�Ä�U  2 �m�K�“�‡�b�{�¯�ï�Í�«�Ä�Ñ
�å�¿�³�á  Type II �µ�é�¿�Ä�x�z�¯�ï�Í�«�Ä�Ñ�å�¿�³�á  Type II �Ñ�å�¿�³�á  PC �§�”�Å�›�±�Ù�”�Ä�`�o
�M�‡�b�{�ž�«�Â�Ÿ�Ò�s  Supervisor Engine 720 	Í�w�µ�é�¿�Ä�w�©�”�ë�”�Å�x�z disk0: �S�‘�|  disk1: �p
�b�{	Ñ�Õ  Supervisor Engine 720 	Í�w�µ�é�¿�Ä�w�©�”�ë�”�Å�x�z slavedisk0: �S�‘�|  slavedisk1: �p�b�{
Supervisor Engine 32 �t�x�z�¯�ï�Í�«�Ä�Ñ�å�¿�³�á  Type II �µ�é�¿�Ä�U  1 �m�K�“�‡�b�{�¯�ï�Í�«�Ä�Ñ
�å�¿�³�á  Type II �µ�é�¿�Ä�x�z�¯�ï�Í�«�Ä�Ñ�å�¿�³�á  Type II �Ñ�å�¿�³�á  PC �§�”�Å�›�±�Ù�”�Ä�`�o
�M�‡�b�{�ž�«�Â�Ÿ�Ò�s  Supervisor Engine 32 	Í�w�µ�é�¿�Ä�w�©�”�ë�”�Å�x�z disk0: 	Ñ�Õ Supervisor
Engine 32 	Í�w�µ�é�¿�Ä�w�©�”�ë�”�Å�x�z slavedisk0:


ó
:�w�Ò�”�Ä  � �Ý�”�´�›�-���p�V�”�q�M�O�g���T�’�z �I�ˆ�S�‘�|�‰�8�=�U
Y�`�X�æ�˜�•�”�‘�O�t�b
�”�h�Š�z �Ò�”�Ä  �Ñ�•� �ç  � �Ý�”�´�w�Ê
²�S�‘�|� �Ý�”�´  �Ñ�•� �ç�w�Ñ�å�¿�³�á  �Ñ�•� �ç  �³�µ�Â�Ü
�p�w�-��	Ô	t�›�¦���b�”
ž�A�U�K�“�‡�b�{�Ò�”�Ä  � �Ý�”�´�w�Ê
²�S�‘�|	Ô	t�w�¦���M�O�t�m�M�o
�x�z �H 24 	·�®�µ� �¿�½�w�I�ˆ
ƒ���w�!�Ë�¯ �›�€	°�`�o�X�i�^�M�{

�‰�8�=�Ó�é�·�µ�¤�z�ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤�ï�´�ï�x�µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�w�å�ï
�»� �Ü  � �Ý�”�´�›�½�£�¿�«�`�z�×
��w�å�ï�»� �Ü  � �Ý�”�´�q�°�•�`�o�M�”�\�q�›�¬�Ý�`�‡�b�{�ž
�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤�ï�´�ï�U�½�£�¿�«�b�”	Ú�E�x�z�Í�w  3 �m�p�b�{

• �ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤�ï�´�ï�w�Ò�”�Ä  � �Ý�”�´�›�z �µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�t
�¯�Ð�”�b�”
ž�A�U�K�”�T�r�O�T�{

• �µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�w�Ò�”�Ä�µ�Ä�æ�ï�¬�›�!�Ë�b�”
ž�A�U�K�”�T�r�O�T�{

• �µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�›�æ�·�¿�Ä�b�”
ž�A�U�K�”�T�r�O�T�{

�\�\�p�x�z�Ñ�å�¿�³�á�w�‰�8�=�U�‰�•�^�•�”	Ú�E�t�m�M�o
†�Ì�`�‡�b�{�^�‡�_�‡�s
ƒ���p�µ�”�Í�Ì
� �²  �¤�ï�´�ï�w�Ñ�å�¿�³�á  � �Ý�”�´�›�‰�8�=�b�”�«�x�z �®�µ�”�Í�Ì� �²  �¤�ï�´�ï�w�‰�8�=�w�«�¯

�¢ p.22-17�£ �›�€	°�`�o�X�i�^�M�{



�H 22 	·       	Ñ�Õ�;�ó�w
ƒ��
�µ� �¿�½	Í�p�w	Ñ�Õ�µ�”�Í�Ì� �²  �¤�ï�´�ï�w
ƒ��
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�µ� �¿�½	Í�p�w	Ñ�Õ�µ�”�Í�Ì� �²  �¤�ï�´�ï�w
ƒ��
�\�\�p�x	Ñ�Õ�µ�”�Í�Ì� �²  �¤�ï�´�ï�w
ƒ���M�O�t�m�M�o
†�Ì�`�‡�b�{

• �‰�8�=�Ó�é�·�µ�w�‰�•�¢ p.22-5�£

• �µ�”�Í�Ì� �²  �¤�ï�´�ï�w	Ñ�Õ�Ï
R�t���b�”�«�™�Ä�ò�S�‘�|
M�v�Ä�ò�¢ p.22-6�£

• �µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï  �µ�Â�”�»�µ�w�¬�Ý�¢ p.22-6�£

• �µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�•�w�§
M
~�“�8�Q�¢ p.22-7�£

• �Ë�   �ž�Õ� �å�Ï�æ�Â�Ÿ�;�ó�¢ p.22-9�£

• NSF �S�‘�|  SSO �›�–�;�`�h�µ�”�Í�Ì� �²  �¤�ï�´�ï�w	Ñ�Õ�Ï
R�¢ p.22-16�£

�‰�8�=�Ó�é�·�µ�w�‰�•

�ž�«�Â�Ÿ�Ò�S�‘�|�µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï	Í�w�å�ï�»� �Ü  � �Ý�”�´�S�‘�|�Ò�”�Ä  � �Ý�”
�´�w�‰�8�=�U�‰�•�^�•�”	Ú�E�x�z�Í�w�q�S�“�p�b�{

• �ž�«�Â�Ÿ�Ò�S�‘�|�µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï���p�w�å�ï�»� �Ü  � �Ý�”�´�w�»� �Ü�µ�»
�ï�Ó�w
Æ�°�•  �•  �³�µ�Â�Ü�w�I�ˆ�Ì�‡�h�x�æ�·�¿�Ä�Ì�t�z�f�•�g�•�w�å�ï�»� �Ü  � �Ý�”�´�w�»
� �Ü�µ�»�ï�Ó�U�Ÿ�s�l�o�M�”	Ô�ù�z�ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤�ï�´�ï�U�×
ü�w�å�ï�»� �Ü  � 
�Ý�”�´�t�ù�˜�d�o�z�µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�›�‰�8�=�^�d�‡�b�{

• �ž�«�Â�Ÿ�Ò�S�‘�|�µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï���p�w�Ò�”�Ä  � �Ý�”�´�w�»� �Ü�µ�»�ï�Ó
�w
Æ�°�•  �•  �³�µ�Â�Ü�w�I�ˆ�Ì�‡�h�x�æ�·�¿�Ä�Ì�t�z�f�•�g�•�w�Ò�”�Ä  � �Ý�”�´�w�»� �Ü�µ�»
�ï�Ó�U�Ÿ�s�l�o�M�”	Ô�ù�z�‡�h�x  BOOT ���¥�!
:�U�!�Ë�^�•�h	Ô�ù�t�x�z�ž�«�Â�Ÿ�Ò  �µ�”�Í
�Ì� �²  �¤�ï�´�ï�U�×
ü�w�Ò�”�Ä  � �Ý�”�´�t�ù�˜�d�o�z�µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�›�‰
�8�=�^�d�‡�b�{

• �q�O�w�Ò�”�Ä  � �Ý�”�´�w	Í	{�V  �•  �M�c�•�T�w�Ñ�å�¿�³�á  �Ã�Ì� �µ	Í�p�-���^�•�o�M�”�q�O�w
�Ò�”�Ä  � �Ý�”�´�U	Í	{�V�^�•�h	Ô�ù�z�Ñ�•� �ç  �³�µ�Â�Ü���g�Þ�´�á�”�ç�U�f�w� �Õ�ï�Ä�›�U
	Z�`�z�‰�8�=�›�‰�•�`�‡�b�{�ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤�ï�´�ï�U�×
ü�w	ý�`�M�Ò�”�Ä  � �Ý�”
�´�t�ù�˜�d�o�z�µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�›�‰�8�=�^�d�‡�b�{

• BOOT ���¥�!
:�w�!�Ë  �•  BOOT ���¥�!
:�›�!�Ë�`�o�z�Ÿ�s�”�Ã�Ñ�¥�ç�Ä�Ò�”�Ä  � �Ý�”�´�›�¦
���`�h	Ô�ù�z�ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤�ï�´�ï�t�‘�l�o�Ò�”�Ä  � �Ý�”�´�w�‰�8�=�U�‰�•�^�•
�‡�b�{ NVRAM 
ƒ���Þ�´�á�”�ç�U�f�w� �Õ�ï�Ä�›�U	Z�`�z�I�ˆ
ƒ���Í�å�Ý�”�»�›�Ð�‚�”�\�q�t
�‘�“�z�Í�t�D�ó
Q�w�ô�M�Ò�”�Ä  �Ñ�•� �ç�Ê�›�¦���`�o�z�Ñ�å�¿�³�á�‰�8�;�ó�›�z�|	Z�`�‡�b�{

• �‰�a�Ò�”�Ä  � �Ý�”�´  �Ñ�•� �ç�Ê�U�–�;�^�•�o�M�”�Ñ�å�¿�³�á  PC �§�”�Å  �•  �ž�«�Â�Ÿ�Ò�‡�h�x
�µ�»�ï�Ì� �w�r�j�’�T�w�µ�”�Í�Ì� �²  �¤�ï�´�ï�w�Ñ�å�¿�³�á  �Ã�Ì� �µ�›�¦�õ�`�z 	ý�`�M�Ñ�å�¿
�³�á  �Ã�Ì� �µ�t�Ž
²�w�Ñ�å�¿�³�á  �Ã�Ì� �µ�w�Ò�”�Ä  � �Ý�”�´�q�‰�a�Ê
²�w�¢�»� �Ü�µ�»�ï�Ó
�w�Ÿ�s�”�£�Ò�”�Ä  � �Ý�”�´�U�¨�ò�^�•�o�M�”	Ô�ù�z�Ñ�å�¿�³�á  �Ñ�•� �ç���g�Þ�´�á�”�ç�U�‰
�8�;�ó�›�‰�•�`�‡�b�{

• �q�O�w�å�ï�»� �Ü  � �Ý�”�´�w�_	†  �•  �Ñ�å�¿�³�á  �Ã�Ì� �µ�T�’�q�O�w�å�ï�»� �Ü  � �Ý�”�´�›�_
	†�b�”	Ô�ù�z�Ñ�å�¿�³�á  �Ñ�•� �ç���g�Þ�´�á�”�ç�T�’�_	†�w�¬�Ý�›�{�Š�’�•�‡�b�{�¬�Ý�b�”
�q�z�Ñ�å�¿�³�á  �Ñ�•� �ç���g�Þ�´�á�”�ç�U�Ñ�å�¿�³�á�w�‰�8�=�›�‰�•�`�z NVRAM 
ƒ���Þ
�´�á�”�ç�t�!�Ë�›�è�Œ�`�‡�b�{ NVRAM 
ƒ���Þ�´�á�”�ç�x�z BOOT ���¥�!
:�›�Ð�‚�z�Í�t�I�ˆ
�p�V�”� �Ý�”�´�›�›���`�z	ý�`�M� �Ý�”�´�Ê�›�–�;�`�o�Ñ�å�¿�³�á�‰�8�;�ó�›�z�|	Z�`�‡�b�{
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�µ�”�Í�Ì� �²  �¤�ï�´�ï�w	Ñ�Õ�Ï
R�t���b�”�«�™�Ä�ò�S�‘�|
M�v�Ä�ò

�Í�t�•�[�”	Ú�E�‡�h�x� �Õ�ï�Ä�x�z 	Ñ�Õ�Ï
R�w�µ�”�Í�Ì� �²  �¤�ï�´�ï���p� �Ý�”�´�U
Y�`�X�‰�8�=
�^�•�c�z�'
Ý�Ž�w�A�L�U
\�a�”�j�¼�t�s�“�‡�b�{

• �ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤�ï�´�ï�•�w	ý�`�M� �Ý�”�´�w�¼�¢�ï�é�”�Å

�ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤�ï�´�ï�t	ý�`�M� �Ý�”�´�›�¼�¢�ï�é�”�Å�b�”�q�z	ý�`�M� �Ý�”�´
�U�¢�Ò�”�Ä�Ñ�å�¿�³�á�‡�h�x�Ñ�å�¿�³�á  PC �§�”�Å�w�£�Ñ�•� �ç  �³�µ�Â�Ü�t�¯�Ð�”�^�•�‡�b�{
�\�w� �Ý�”�´�x�Ò�”�Ä  � �Ý�”�´�q�`�o
ƒ���^�•�o�M�s�M	Ô�ù�‹�K�”�w�p�z 	ý�`�X�¼�¢�ï�é�”�Å
�`�h� �Ý�”�´�x�z�µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�t�×�ˆ�$�t�x�¯�Ð�”�^�•�‡�d�œ�{

�ž�«�Â�Ÿ�Ò�S�‘�|�µ�»�ï�Ì� �w�µ�”�Í�Ì� �²  �¤�ï�´�ï���p�‰�8�;�ó�›�‰�•�b�”�t�x�z 	ý�`�X�¼
�¢�ï�é�”�Å�`�h� �Ý�”�´�›�z�ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤�ï�´�ï	Í�p�Ò�”�Ä  � �Ý�”�´�q�`�o
ƒ
���b�”
ž�A�U�K�“�‡�b�{�‰�8�=�x�z�Ò�”�Ä�!
:�›�!�Ë�`�h�q�V�t�æ�˜�•�‡�b�{	ý�`�M� �Ý�”�´
�›�î�æ�b�”�t�x�z�³�µ�Â�Ü�w�æ�·�¿�Ä�U
ž�A�p�b�{

• �q�O�w�å�ï�»� �Ü  � �Ý�”�´�U�_�m�T�’�s�M	Ô�ù

�ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤�ï�´�ï�U�Ñ�å�¿�³�á  �Ã�Ì� �µ	Í�p�q�O�w�å�ï�»� �Ü  � �Ý�”�´�›�_
�m�Z�”�\�q�U�p�V�s�M	Ô�ù�t�x�z�¤�å�”	Ý�6�U�;�Q�’�•�‡�b�{�µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï
�´�ï�U�e�L�‡�h�x�æ�·�¿�Ä�^�•�o�‹�z�Ñ�å�¿�³�á�w�‰�8�=�x�î�æ�^�•�‡�d�œ�{�^�’�t�z�µ�»�ï
�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï	Í�w  STATUS LED �U�è�¿�Å�t�:�n�`�z Syslog �¤�å�”  �Ý�¿�·�”�´�U

\
R�^�•�‡�b�{

• �µ�é�¿�Ä  2 �t�ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤�ï�´�ï�U�e�L�^�•�o�M�”	Ô�ù

�ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤�ï�´�ï�U�µ�é�¿�Ä  2 �t�e�L�^�•�o�M�”	Ô�ù�z�µ�»�ï�Ì�   �µ�”�Í�Ì
� �²  �¤�ï�´�ï�x�µ�é�¿�Ä  1 �t�K�“�‡�b�{
ƒ���›�!�Ë�`�o	ý�`�M�Ò�”�Ä  � �Ý�”�´�›�¦���`�z�³
�µ�Â�Ü�›�æ�·�¿�Ä�b�”�q�z�µ�é�¿�Ä  1 �w�µ�”�Í�Ì� �²  �¤�ï�´�ï�U�ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤
�ï�´�ï�t�s�“�z�0� �b�”�Ã�Ñ�¥�ç�Ä�w�Ò�”�Ä  � �Ý�”�´�U�é�”�Å�^�•�o�z�!�Ë�`�h
ƒ���º�0�U	�
�“	«�^�•�‡�b�{�\�w�ð�J�›�s
†�b�”�h�Š�t�z�Ò�”�Ä  �Ñ�•� �ç
ƒ���›�!�Ë�b�”�q�z�µ� �¿�½�x�h
�i�j�t�z�Ñ�å�¿�³�á�w�‰�8�=�›�A�{�b�”�Ó�é�ï�Ó�Ä�›
¯�Ô�`�‡�b�{

�µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï  �µ�Â�”�»�µ�w�¬�Ý

�\�\�p
†�Ì�^�•�”  CLI �¯�Ú�ï�Å�›�–�;�`�o�z�µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�w�µ�Â�”�»�µ�›�¬
�Ý�b�”�\�q�U�p�V�‡�b�{

�¢�«�£ show module �¯�Ú�ï�Å�x�z�e�L�^�•�h�Å�”�»�§�”�Å�t�m�M�o�w	Ø�C�›	Z�—�`�‡�b�{ show test �¯�Ú�ï
�Å�x�z�¦�ï�Ø�”�Å�w  Application-Specific Integrated Circuit�¢ ASIC; �›���;�M�²�Z  IC�£�t�m�M�o�w	Ø�C
�›	Z�—�`�‡�b�{

�µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�w�µ�Â�”�»�µ�›�Ð�‚�”�t�x�z�Í�w�^�À�w�O�j  1 �m�‡�h�x
ó
:�›
�æ�M�‡�b�{

�^�À �¯�Ú�ï�Å

�µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�w�µ�Â�”�»�µ�›

¯�Ô�`�‡�b�{

show module [mod]

�µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�w�ž�¿�Ó�æ�ï�«
�Ù�”�Ä  �µ�Â�”�Ä�›
¯�Ô�`�‡�b�{

show port [mod[/port]]

�µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�t�m�M�o�z 

�…�Â
�µ�Ä�A�L�›
¯�Ô�`�‡�b�{

show test [mod]
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�Í�t�z show module �S�‘�|  show test �¯�Ú�ï�Å�›�Ö�—�`�o�z�µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�w�µ
�Â�”�»�µ�›�Ð�‚�”�«�›�Ô�`�‡�b�{

Console> (enable) show module 2
Mod Slot Ports Module-Type               Model               Status
--- ---- ----- ------------------------- ------------------- --------
2   2    2     1000BaseX Supervisor      WS-X6K-SUP1-2GE     ok
 
Mod Module-Name         Serial-Num
--- ------------------- -----------
2                       SAD02330231
 
Mod MAC-Address(es)                        Hw     Fw         Sw
--- -------------------------------------- ------ ---------- -----------------
2   00-e0-14-0e-f5-6c to 00-e0-14-0e-f5-6d 0.404  4.2(2038)  4.2(0.24)VAI50
    00-e0-14-0e-f5-6e to 00-e0-14-0e-f5-6f
    00-10-7b-bb-2b-00 to 00-10-7b-bb-2e-ff
 
Mod Sub-Type            Sub-Model           Sub-Serial  Sub-Hw
--- ------------------- ------------------- ----------- ------
2   L2 Switching Engine WS-F6020            SAD02350211 0.101
Console> (enable)

Console> (enable) show test 2
Module 2 : 2-port 1000BaseX Supervisor
Network Management Processor (NMP) Status: (. = Pass, F = Fail, U = Unknown)
  ROM:  .   Flash-EEPROM: .   Ser-EEPROM: .   NVRAM: .   EOBC Comm: .
 
Line Card Status for Module 1 : PASS
 
Port Status :
  Ports 1  2
  -----------
        .  .
Line Card Diag Status for Module 2  (. = Pass, F = Fail, N = N/A)
 
 Module 2
  Cafe II Status :
        NewLearnTest:             .
        IndexLearnTest:           .
        DontForwardTest:          .
        DontLearnTest:            .
        ConditionalLearnTest:     .
        BadBpduTest:              .
        TrapTest:                 .
 Loopback Status [Reported by Module 2] :
  Ports 1  2
  -----------
        .  .
Console> (enable) 

�µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�•�w�§
M
~�“�8�Q

�ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤�ï�´�ï�›�æ�·�¿�Ä�b�”�\�q�t�‘�l�o�z�µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´
�ï�t�§
M�$�t
~�“�8�Q�”�\�q�U�p�V�‡�b�{

�¢�«�£ �ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤�ï�´�ï�›�æ�·�¿�Ä�b�”�q�z�¦�”�Ó�ï�`�o�M�”  Telnet �·�¿�³�ã�ï�U
~�…
�^�•�‡�b�{
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�µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�t�§
M�$�t
~�“�8�Q�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ
�M�‡�b�{

�‡�h�z�ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤�ï�´�ï	Í�p  CISCO-STACK-MIB moduleAction �!
:�›  reset�¢ 2�£�t

ƒ���b�”�\�q�t�‘�l�o�z�µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�t�§
M�$�t
~�“�8�Q�”�\�q�‹�p�V�‡�b�{

~�“�8�Q�U�æ�˜�•�”�q�z�³�µ�Â�Ü�T�’
ª	j�w  SNMP �¢�¥�”�Ü�µ�»�”�Ä  �Ä�å�¿�Ó�U�z
ƒ���^�•�o�M
�”�Ä�å�¿�Ó  �è�³�”�Ì�”�t
ù	ô�^�•�‡�b�{

�Í�t�z�ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤�ï�´�ï�T�’�µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�t�§
M�$�t
~�“�8
�Q�h�q�V�w�z�ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤�ï�´�ï�w�¯�ï�¹�”�ç	Z�—�«�›�Ô�`�‡�b�{

Console> (enable) reset 1
This command will force a switch-over to the standby Supervisor module.
Do you want to continue (y/n) [n]? y
Console> (enable) 12/07/1998,17:04:39:SYS-5:Module 1 reset from Console//

System Bootstrap, Version 3.1(2)
Copyright (c) 1994-1997 by cisco Systems, Inc.

System Bootstrap, Version 3.1(2)
Copyright (c) 1994-1997 by cisco Systems, Inc.
Presto processor with 32768 Kbytes of main memory

Autoboot executing command: "boot bootflash:cat6000-sup.5-4-1a.bin"
CCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCC
Uncompressing file:  ###########################################################

System Power On Diagnostics
NVRAM Size .. .................512KB
ID Prom Test ..................Passed
DPRAM Size ....................16KB
DPRAM Data 0x55 Test ..........Passed
DPRAM Data 0xaa Test ..........Passed
DPRAM Address Test ............Passed
Clearing DPRAM ................Done
System DRAM Memory Size .......32MB
DRAM Data 0x55 Test ...........Passed
DRAM Data 0xaa Test ...........Passed
DRAM Address Test  ............Passed
Clearing DRAM .................Done
EARLII ........................Present
EARLII RAM Test ...............Passed
EARL Serial Prom Test .........Passed
Level2 Cache ..................Present
Level2 Cache test..............Passed

Boot image: bootflash:cat6000-sup.5-4-1a.bin
Downloading epld sram device please wait ...
Programming successful for Altera 10K50 SRAM EPLD
This module is now in standby mode.
Console is disabled for standby supervisor

�^�À �¯�Ú�ï�Å

�ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤�ï�´�ï�›�æ�·�¿�Ä�`�‡
�b�¢ mod �x�ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤�ï�´�ï�w
j�ø
�›�Ô�`�‡�b�£ �{

reset mod
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�Í�t�z�ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤�ï�´�ï�T�’�µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�t�§
M�$�t
~�“�8
�Q�h�q�V�w�z�µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�w�¯�ï�¹�”�ç	Z�—�«�›�Ô�`�‡�b�{

Cisco Systems Console

Enter password:
12/07/1998,17:04:43:MLS-5:Multilayer switching is enabled
12/07/1998,17:04:43:MLS-5:Netflow Data Export disabled
12/07/1998,17:04:44:SYS-5:Module 2 is online
12/07/1998,17:04:45:SYS-5:Module 5 is online
12/07/1998,17:04:45:SYS-5:Module 7 is online
12/07/1998,17:04:45:SYS-5:Module 3 is online
12/07/1998,17:04:52:MLS-5:Route Processor 172.20.52.6 added
12/07/1998,17:05:10:SYS-5:Module 8 is online
12/07/1998,17:05:14:SYS-5:Module 9 is online
12/07/1998,17:05:22:SYS-5:Module 4 is online
12/07/1998,17:06:13:SYS-5:Module 1 is in standby mode
Supervisor image synchronization process will start in 10 seconds
12/07/1998,17:06:37:SYS-5:Ports on standby supervisor(Module 1) are UP
12/07/1998,17:06:41:SYS-5:Active supervisor is synchronizing the NMP image.
12/07/1998,17:06:44:SYS-5:The active supervisor has synchronized the NMP image.

Console>

�Ë�   �ž�Õ� �å�Ï�æ�Â�Ÿ�;�ó

�Ë�   �ž�Õ� �å�Ï�æ�Â�Ÿ�;�ó�t�‘�“�z�ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤�ï�´�ï�w�‚	Ë�Ì�t�ž�«�Â�Ÿ�Ò  �µ�”
�Í�Ì� �²  �¤�ï�´�ï�T�’�µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�•�w
~�“�8�Q�Ì���›�7	–�v�t�H�Q�”�\�q
�U�p�V�‡�b�{

�Ë�   �ž�Õ� �å�Ï�æ�Â�Ÿ�;�ó�U�æ�æ�”�µ�^�•�”�Ž
²�x�z�ô���µ� �¿�½�¦�”�Ì�”�t�‘�l�o�µ�»�ï�Ì� 
�µ�”�Í�Ì� �²  �¤�ï�´�ï�•�w
~�“�8�Q�U���•�T�t�æ�˜�•�o�M�‡�`�h�{�h�i�`�z�ô���µ� �¿�½�¦�”�Ì�”
�p�x�z�µ� �¿�½�¦�”�Ì�”�Ž
²�w�µ� �¿�½�;�ó�w�µ�Â�”�Ä�U
Æ�Ì�s�h�Š�z�µ�»�ï�Ì�   �µ�”�Í�Ì� �²�¤
�ï�´�ï�›�ž�«�Â�Ÿ�Ò�t�b�”�M�t�b�‚�o�w�µ� �¿�½�;�ó�›�6�S	s�8�=�`�z�µ� �¿�½�›�6�I�ˆ�b�”
ž�A
�U�K�“�‡�`�h�{

�Ë�   �ž�Õ� �å�Ï�æ�Â�Ÿ�;�ó�p�x�z�\�w�‘�O�s
M�ÿ�U�s�X�s�l�o�M�‡�b�{�ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²
�¤�ï�´�ï�U�µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�q�è	ô�`�z�;�ó�w�Ó�é�Ä�¯�ç  �µ�Â�”�Ä�w�‰�8�=�›�-
�m�h�Š�p�b�{�µ�”�Í�Ì� �²  �¤�ï�´�ï���w�‰�8�=�t�‘�“�z	Ë�•�Ì�t�µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´
�ï�U���•�T�t�;�ó�›�¾�V�'�W�‡�b�{

�^�’�t�z�Ë�   �ž�Õ� �å�Ï�æ�Â�Ÿ�;�ó�p�x�z�ž�«�Â�Ÿ�Ò�S�‘�|�µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï	Í
�p�Ÿ�s�”�¹�Ñ�Ä�¢�£�ž  � �Ý�”�´�›�î�æ�p�V�” �Ì�”�´�ã�Ç�ï�¬  �¦�Ó�³�ã�ï�‹���™�^�•�o�M�‡�b�{

�Í�t�z�\�•�’�w�;�ó�t�m�M�o
†�Ì�`�‡�b�{

• �Ë�   �ž�Õ� �å�Ï�æ�Â�Ÿ�w�“�A�¢ p.22-10�£

• �Ë�   �ž�Õ� �å�Ï�æ�Â�Ÿ�p�±�Ù�”�Ä�^�•�”�;�ó�¢ p.22-11�£

• �Ë�   �ž�Õ� �å�Ï�æ�Â�Ÿ
ƒ���Ì�w�«�™�Ä�ò�¢ p.22-11�£

• �Ì�”�´�ã�Ç�ï�¬�w�“�A�¢ p.22-12�£

• CLI �¯�Ú�ï�Å�¢ p.22-13�£

• �µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�•�w�Ÿ�s�”�¢�h�i�`�“�õ
Q�w�K�”�£� �Ý�”�´�w�é�”�Å
�¢ p.22-15�£
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�Ë�   �ž�Õ� �å�Ï�æ�Â�Ÿ�w�“�A

�Ë�   �ž�Õ� �å�Ï�æ�Â�Ÿ�›�D�ó�t�b�”�h�Š�t�z�ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤�ï�´�ï	Í�p�³�µ�Â�Ü  �Ã�”
�»�Õ�”�µ�U�-	��^�•�z�f�w�Ã�”�»�Õ�”�µ�º�w�Ã�”�»�t�!�Ë�U�K�”�q�z�µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤
�ï�´�ï�t�7	ý	Ø�C�U
ù�’�•�‡�b�{�ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤�ï�´�ï�x�z�?�’�T�w�µ�Â�”�Ä�w�!�Ë
�U
C
\�b�”�q�z�µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�q�è	ô�`�o	Ø�C�›�Ë	ý�`�z�±�Ù�”�Ä�^�•�”�;�ó
�w�q�O�w�Ó�é�Ä�¯�ç  �µ�Â�”�Ä�›�µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�U�Ý�Ý�p�V�”�‘�O�t�`�‡�b�{�µ
�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�x�z�b�‚�o�w�Þ�´�á�”�ç�z�Ù�”�Ä�z�S�‘�|  VLAN �¢�>
Ý  LAN�£�t
�m�M�o�q�O�w�Ó�é�Ä�¯�ç  �µ�Â�”�Ä�›�Ý�Ý�`�o�M�‡�b�{ �\�w�µ�Â�”�Ä	Ø�C�›�–�;�`�o�¤�Ó�é�Ä�¯�ç�U
	s�8�=�^�•�z�h�i�j�t�ˆ�^�›�‰�•�p�V�‡�b�{

�ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤�ï�´�ï�x�z�³�µ�Â�Ü  �Ì�µ�¢�Ì�¿�«�Ó�è�”�ï�£�›
M�š�`�z�É�¿�Ä�ë�”�«
�q�w���p�Í�­�¿�Ä�›
ù	!	ô�`�z�b�‚�o�w�Þ�´�á�”�ç�›
M�š�`�‡�b�{�Ó�é�Ä�¯�ç�x�ž�«�Â�Ÿ�Ò  �µ�”�Í
�Ì� �²  �¤�ï�´�ï	Í�p�i�Z�ˆ�^�`�‡�b�{

�µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�x�³�µ�Â�Ü  �Ì�µ�T�’
~�“�m�^�•�o�M�o�z�Í�­�¿�Ä�w�µ� �¿�½�ï
�¬�x�æ�M�‡�d�œ�{�h�i�`�z�µ� �¿�½�ï�¬  �Ì�µ�T�’�Í�­�¿�Ä�›	!	ô�`�o�z�è� �à  2 �µ� �¿�½�Å  �Ñ�é�”
�w�h�Š�t�¶	6�`�z�è� �à  2 �8
ù�Â�”�Ò�ç�t�Ö�—�`�‡�b�{�^�’�t�µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï
�x�z�µ� �¿�½�ï�¬  �Ì�µ�T�’�Í�­�¿�Ä�›	!	ô�`�o�z�è� �à  3 �µ� �¿�½�Å  �Ñ�é�”�w�h�Š�t�¶	6�`�z�Â�”
�Ò�ç�t�Ö�—�`�‡�b�{�µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�x�z�Í�­�¿�Ä�w�8
ù�t�x�‡�l�h�X�€�C�d�c�z
�r�w�Þ�´�á�”�ç�q�‹�è	ô�`�‡�d�œ�{

�µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�w�T�‡�Ì�t�Ë�   �ž�Õ� �å�Ï�æ�Â�Ÿ�›� �É�”�Ò�ç�t
ƒ���b�”�q�z
� �Ý�”�´�w�Ì�”�´�ã�ï�“�õ
Q�U�½�£�¿�«�^�•�‡�b�{�“�õ
Q�U�K�”	Ô�ù�z�Ã�”�»�Õ�”�µ�w�‰�8�=�U�‰
�•�^�•�‡�b�{�Ë�   �ž�Õ� �å�Ï�æ�Â�Ÿ�“�õ�w�¤�;�ó�x�z
~�“�8�Q�™�z�µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï
�´�ï�t�-���^�•�o�M�h�µ�Â�”�Ä�T�’	r�g�›���æ�`�‡�b�{

�Ë�   �ž�Õ� �å�Ï�æ�Â�Ÿ�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�q�z�Ã�”�»�Õ�”�µ�w�‰�8�=�x�î�æ�^�•�c�z
~�“�8�Q�™
�x�µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï	Í�p�b�‚�o�w�;�ó�›�6�I�ˆ�`�s�Z�•�y�s�“�‡�d�œ�{

�Ë�   �ž�Õ� �å�Ï�æ�Â�Ÿ�›� �É�”�Ò�ç�T�’�Ã�Ÿ�·�”�Ò�ç�t�!�Ë�b�”�q�z�ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤
�ï�´�ï�T�’�w�‰�8�=�x���­�^�•�z�µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�x�f�w�Ì�:�p�w�‰�8�Ã�”�»�›
�b�‚�o
��:�`�‡�b�{

�Ë�   �ž�Õ� �å�Ï�æ�Â�Ÿ�›�Ã�Ÿ�·�”�Ò�ç�T�’� �É�”�Ò�ç�t�!�Ë�b�”�q�z �¢�µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤
�ï�´�ï�U���O�`�z�`�T�‹�f�w� �Ý�”�´  �Ì�”�´�ã�ï�U�“�õ�p�K�”	Ô�ù�£�ž�«�Â�Ÿ�Ò�T�’�µ�»�ï�Ì� 
�µ�”�Í�Ì� �²  �¤�ï�´�ï�•�w�‰�8�=�U�‰�•�^�•�‡�b�{

NVRAM �w�‰�8�=�x�z �¢ 2 �m�w�µ�”�Í�Ì� �²  �¤�ï�´�ï�w  NVRAM �Ì�”�´�ã�ï�U�“�õ�p�K�”	Ô�ù�£�Ë
�   �ž�Õ� �å�Ï�æ�Â�Ÿ�U� �É�”�Ò�ç�q�Ã�Ÿ�·�”�Ò�ç�w�r�j�’�p�K�l�o�‹�æ�˜�•�‡�b�{

�µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�U�³�µ�Â�Ü  �Ò�”�Ä�Ì�t�e�L�^�•�o�M�s�T�l�h	Ô�ù�z�ž�«�Â�Ÿ�Ò
�µ�”�Í�Ì� �²  �¤�ï�´�ï�x�\�w	Ý�¯�›�U�Œ�`�z �‰�8�=�w�h�Š�w�Ã�”�»�Õ�”�µ�w�7	ý	Ø�C�›�©�á�”�t�Ö
�•�‡�d�œ�{�‰�7�t�z�µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�›�æ�·�¿�Ä�‡�h�x	��“�Ž�`�h	Ô�ù�z�‰�8�=
�w�h�Š�w�7	ý	Ø�C�x�©�á�”�t�Ö�•�’�•�c�z�‰�8�=�©�á�”�º�w�°	r�g�w�Ë	ý�Ã�”�»�x
��:�^�•�‡�b�{
�µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�t�s�”  2 
j�Š�w�µ�”�Í�Ì� �²  �¤�ï�´�ï�›�¦�ï�å� �ï�w	Ý�6�p
à
�Ö�b�”�T�6�I�ˆ�b�”�q�z�ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤�ï�´�ï�x�³�µ�Â�Ü  �Ã�”�»�Õ�”�µ
¶�.�›�µ�»�ï
�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�t�¼�¢�ï�é�”�Å�`�‡�b�{ �\�•�p	s�Š�o�¬�é�”�Ì�ç�s�‰�8�=�U
R�q�`�z �ž
�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤�ï�´�ï�x�x�‘�w�7	ý	Ø�C�›�©�á�”�t�Ö�•�z�µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï
�´�ï�q�w�‰�8�=�›
$�”�‘�O�t�s�“�‡�b�{

�¢�«�£ 2 
j�Š�w�µ�”�Í�Ì� �²  �¤�ï�´�ï�›�¦�ï�å� �ï�w	Ý�6�p
à�Ö�b�”�T�6�I�ˆ�`�h	Ô�ù�z �¬�é�”�Ì�ç�s�‰
�8�U
R�q�b�”�‡�p�t
:
ü�T�T�”�\�q�U�K�“�‡�b�{
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Catalyst 6500 �³�æ�”�¶  �µ� �¿�½�w�Ë�   �ž�Õ� �å�Ï�æ�Â�Ÿ�;�ó�x�z �Í�w  3 �m�w�§�Â�°�æ�t
ü�¨�^�•�‡
�b�¢ 
¯ 22-1 �›�€	°�£ �{

• �±�Ù�”�Ä�^�•�”�;�ó  �•  �Ë�   �ž�Õ� �å�Ï�æ�Â�Ÿ�U�ì
¶�t�±�Ù�”�Ä�^�•�o�M�‡�b�{�\�w�;�ó�w
�Ã�”�»�Õ�”�µ�x�z�ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤�ï�´�ï�T�’�µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�t
�‰�8�=�^�•�‡�b�{

• �“�õ�;�ó  �•  �Ë�   �ž�Õ� �å�Ï�æ�Â�Ÿ�U�±�Ù�”�Ä�^�•�o�M�‡�d�œ�{�\�w�;�ó�w�Ã�”�»�Õ�”�µ�x�z
�ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤�ï�´�ï�T�’�µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�t�‰�8�=�^�•�‡�d
�œ�{�h�i�`�z �Ë�   �ž�Õ� �å�Ï�æ�Â�Ÿ�›� �É�”�Ò�ç�t�b�”�q�z �“�õ�;�ó�›� �É�”�Ò�ç�t�p�V�‡�b�{

• 
‡�“�õ�;�ó  �•  �Ë�   �ž�Õ� �å�Ï�æ�Â�Ÿ�U�±�Ù�”�Ä�^�•�o�M�‡�d�œ�{ �\�w�;�ó�w�Ã�”�»�Õ�”�µ�x�z
�ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤�ï�´�ï�T�’�µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�t�‰�8�=�^�•�‡�d
�œ�{�Ë�   �ž�Õ� �å�Ï�æ�Â�Ÿ�›� �É�”�Ò�ç�t�`�o�‹�z
‡�“�õ�;�ó�›� �É�”�Ò�ç�t�p�V�‡�d�œ�{�‡
�h�z�\�w
‡�“�õ�;�ó�›� �É�”�Ò�ç�t�b�”�q�z �Ë�   �ž�Õ� �å�Ï�æ�Â�Ÿ�›� �É�”�Ò�ç�t�p�V�‡�d�œ�{

�Ë�   �ž�Õ� �å�Ï�æ�Â�Ÿ
ƒ���Ì�w�«�™�Ä�ò

�\�\�p�x�z�Ë�   �ž�Õ� �å�Ï�æ�Â�Ÿ
ƒ���Ì�w�«�™�Ä�ò�t�m�M�o
†�Ì�`�‡�b�{

• Cisco IOS �¹�Ñ�Ä�¢�£�ž�p�x�Ë�   �ž�Õ� �å�Ï�æ�Â�Ÿ�x�î�æ�^�•�s�M�w�p�z�ž�«�Â�Ÿ�Ò  MSFC �w
�ç�”�Â�Ÿ�ï�¬  �Â�”�Ò�ç  �¤�ï�Ä�æ�x�¡�Ë�^�•�‡�d�œ�{�h�i�`�z�ž�«�Â�Ÿ�Ò�S�‘�|�µ�»�ï�Ì� �w
�†�M�w�µ�”�Í�Ì� �²  �¤�ï�´�ï	Í�p  MSFC �›�‰�a�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t
ƒ���`�z �ž�«�Â�Ÿ�Ò
MSFC �q�µ�»�ï�Ì�   MSFC �w���p�ç�”�Â�Ÿ�ï�¬  �Â�”�Ò�ç  �¤�ï�Ä�æ�›�¡�Ë�b�”�\�q�x�p�V�‡�b�{
MSFC 	Í�t  Hot Standby Router Protocol�¢ HSRP�£�›
ƒ���b�”�q�z�ç�”�Â�Ÿ�ï�¬�U�×�ˆ�$�t�Ì�¿�«
�ž�¿�Ó�^�•�‡�b�{	Ä�I�t�m�M�o�x�z �®MSFC 	Ñ�Õ�;�ó�¯ �¢ p.22-22�£ �›�€	°�`�o�X�i�^�M�{

• �»� �Ú�”�S�‘�|�w�-	Ø�C�x�z�ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤�ï�´�ï�T�’�µ�»�ï�Ì�   �µ�”�Í�Ì� �²
�¤�ï�´�ï�t�‰�8�=�^�•�‡�d�œ�{

• Multilayer Switching�¢ MLS; �Ú�ç�½�è� �à  �µ� �¿�½�ï�¬�£�Ñ�é�”�x�z�ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²
�¤�ï�´�ï�T�’�µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�•�¡�Ë�^�•�‡�b�{


¯ 22-1 �Ë�   �ž�Õ� �å�Ï�æ�Â�Ÿ�;�ó�w�±�Ù�”�Ä

�±�Ù�”�Ä�^�•�”�;�ó �“�õ�;�ó 
‡�“�õ�;�ó

CEF ASLB �¼� �Æ�Û�¿�«  VLAN

COPS-DS CDP GVRP

COPS-PR GMRP �Ó�é�Ä�¯�ç  �Ñ�Ÿ�ç�»�æ�ï�¬

DTP IGMP �µ�È�”�Ð�ï�¬

EtherChannel RMON

Cisco IOS ACL RSVP

MLS SNMP

PAgP Telnet �·�¿�³�ã�ï

QoS UplinkFast

SPAN VTP �Ó�ç�”�Ç�ï�¬

STP

�Ä�å�ï�©�ï�¬

UDLD

VACL

VTP

�Ù�”�Ä  �·�©�á�æ�Â�Ÿ  

802.1x
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• 802.1X �Ù�”�Ä�p�x�z�•�D�S�‘�|�°�•�D�w�µ�Â�”�Ä�i�Z�U�ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤�ï�´�ï�T
�’�µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�t�‰�8�=�^�•�‡�b�{ �f�w���w�µ�Â�”�Ä�t�K�”�Ù�”�Ä�x�z �µ
� �¿�½�¦�”�Ì�”
C
\�™	s�8�=�^�•�”�T�z�6�I�ˆ�^�•�‡�b�{

• 802.1X �è�¯�”�Å�w�Ë	ý�x�z �‰�7�s�»� �Ó�w�Ë	ý�›  1 �m�w�è�¯�”�Å�t�‡�q�Š�”�\�q�t�‘�l�o�7	–
�=�^�•�o�M�‡�b�{
�è�¯�”�Å�w�!
:�U�!�Ë�^�•�”�q�z�ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤�ï�´�ï�x�z�µ�»�ï�Ì�   �µ�”�Í�Ì
� �²  �¤�ï�´�ï�t�è�¯�”�Å�›
ù�“�‡�b�{

• �•�D�A�ˆ�Ù�”�Ä�w  802.1X �6�Ý	Â�»� �Ú�”�x�z�µ� �¿�½�¦�”�Ì�”
C
\�™�t�6�•�ˆ�`�‡�b�{

• �Ù�”�Ä  �·�©�á�æ�Â�Ÿ�w�-	Ø�C�x�z�ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤�ï�´�ï�T�’�µ�»�ï�Ì�   �µ�”�Í�Ì
� �²  �¤�ï�´�ï�t�‰�8�=�^�•�‡�d�œ�{

• �Ë�   �ž�Õ� �å�Ï�æ�Â�Ÿ�›� �É�”�Ò�ç�t�b�”�T�z�·�©�á�ž  �Ù�”�Ä�›
‹�Q�h�µ� �¿�½	Í�p�µ�»�ï
�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�›�¦�ï�å� �ï�w	Ý�6�p	��“
Ç�Z�”�q�z�Ù�”�Ä�o�•�S�‘�|  MAC�¢�Ý
�Ã�Ÿ�ž  �ž�«�·�µ
M�š�£���È	Ø�C�x�b�‚�o�ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤�ï�´�ï�T�’�µ�»�ï�Ì� 
�µ�”�Í�Ì� �²  �¤�ï�´�ï�t�‰�8�=�^�•�‡�b�{

�Ì�”�´�ã�Ç�ï�¬�w�“�A

�Ë�   �ž�Õ� �å�Ï�æ�Â�Ÿ�w�Ì�”�´�ã�Ç�ï�¬�;�ó�›� �É�”�Ò�ç�t
ƒ���`�h	Ô�ù�z�ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì
� �²  �¤�ï�´�ï�S�‘�|�µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï	Í�t�z�Ÿ�s�”�U�“�õ
Q�w�K�”  2 �m�w� �Ý�”
�´�›�-�Ë�b�”�\�q�U�p�V�‡�b�{�ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤�ï�´�ï�x�µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï
�´�ï�q� �Ý�”�´�w�Ì�”�´�ã�ï	Ø�C�›�¦�õ�`�z � �Ý�”�´�w�“�õ
Q�t�‘�l�o�Ë�   �ž�Õ� �å�Ï�æ�Â�Ÿ�;�ó
�U� �É�”�Ò�ç�t�s�”�T�›
Q���`�‡�b�{�ž�«�Â�Ÿ�Ò�S�‘�|�µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�w�î�æ
�b�”� �Ý�”�´  �Ì�”�´�ã�ï�t�“�õ
Q�U�s�M	Ô�ù�z�Ë�   �ž�Õ� �å�Ï�æ�Â�Ÿ�›� �É�”�Ò�ç�t�b�”�\�q�x
�p�V�‡�d�œ�{

� �Ý�”�´  �Ì�”�´�ã�Ç�ï�¬�x�z Release 5.4(1) �Ž�ñ�w�µ�”�Í�Ì� �²  �¤�ï�´�ï  �¹�Ñ�Ä�¢�£�ž  �æ�æ�”�µ�p
�±�Ù�”�Ä�^�•�o�M�‡�b�{�Ì�”�´�ã�Ç�ï�¬�›� �É�”�Ò�ç�t
ƒ���`�h	Ô�ù�z�ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²
�¤�ï�´�ï�q�µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�U�Ÿ�s�”� �Ý�”�´�›�î�æ�`�o�M�o�‹�z�f�•�’�w� 
�Ý�”�´�t�“�õ
Q�U�K�•�y�z�Ë�   �ž�Õ� �å�Ï�æ�Â�Ÿ�x�ì
¶�t�±�Ù�”�Ä�^�•�‡�b�{�ì
¶�t�“�õ
Q�w�K�”
� �Ý�”�´�x�z�Í�t�Ô�b�‹�w�i�Z�p�b�{

�¢�«�£ 8.x �¹�Ñ�Ä�¢�£�ž  �æ�æ�”�µ  �Ä�è� �ï�p�x�z�¹�Ñ�Ä�¢�£�ž  � �Ý�”�´  �Ì�”�´�ã�ï�w�“�õ
Q�U�K�“�‡�d
�œ�{�\�•�t�x�z 8.1(x)�z 8.2(x)�z 8.3(x) ���s�r�w�Ý�´�ß�”  �æ�æ�”�µ�U���‡�•�‡�b�{�‡�h�z 8.1(1) �q
8.1(2) ���z 8.2(1) �q  8.2(2) ���s�r�w�±�Ò�æ�æ�”�µ�‹���‡�•�‡�b�{

• Supervisor Engine 1

�µ 5.5(3) �q  5.5(4)

�µ 6.1(3) �q  6.1(4)

�µ 6.2(2) �q  6.2(3)

�µ 6.3(2) �q  6.3(3)

�µ 6.3(4) �q  6.3(5)

�µ 6.3(6) �q  6.3(7)

• Supervisor Engine 2

�µ 6.1(3) �q  6.1(4)

�µ 6.2(2) �q  6.2(3)

�µ 6.3(2) �q  6.3(3)
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�ª�¨�Ï�¿�Ä  � �”�±�É�¿�Ä  �µ� �¿�½�ï�¬  �Þ�´�á�”�ç�›	†�X�b�‚�o�w�Þ�´�á�”�ç�q�“�õ
Q�w�K�”� 
�Ý�”�´�x�z�Í�w�q�S�“�p�b�{

• Supervisor Engine 1

�µ 5.4(3) �q  5.4(4)

�µ 5.5(3) �q  5.5(5)

�µ 5.5(4) �q  5.5(5)

�ª�¨�Ï�¿�Ä  � �”�±�É�¿�Ä  �µ� �¿�½�ï�¬  �Þ�´�á�”�ç�q�x�“�õ
Q�U�K�”�U�z 10/100BASE-T �Þ�´�á�”�ç
�q�x�“�õ
Q�w�s�M� �Ý�”�´�x�z�Í�w�q�S�“�p�b�{

• Supervisor Engine 1

�µ 5.5(6a) �q  5.5(7)

SFM/SFM2 �S�‘�|�Ñ�•�Ò�æ�¿�«�0� �Þ�´�á�”�ç�›	†�X�b�‚�o�w�Þ�´�á�”�ç�q�“�õ
Q�w�K�”� �Ý�”
�´�x�z�Í�w�q�S�“�p�b�{

• Supervisor Engine 2

�µ 6.3(4) �q  6.3(5)

�µ 6.3(6) �q  6.3(7)

�¢�«�£ �“�õ
Q�w�s�M�Ì�”�´�ã�ï�w� �Ý�”�´�›�î�æ�b�”�q
ƒ��	Ø�C�U�æ�˜�•�‡�b�{

�¢�«�£ 2 �m�w�µ�”�Í�Ì� �²  �¤�ï�´�ï�›�e�L�`�o�M�”	Ô�ù�z 
Œ�t�I�ˆ�`�h�µ�”�Í�Ì� �²  �¤�ï�´�ï�U�ž�«�Â�Ÿ
�Ò �Þ�´�á�”�ç�t�s�“�z 2 
j�Š�w�µ�”�Í�Ì� �²  �¤�ï�´�ï�x�µ�»�ï�Ì�   �Þ�”�Å�t�s�“�‡�b�{ 2 �m�w�µ�”
�Í�Ì� �²  �¤�ï�´�ï�U�³�µ�Â�Ü�t�e�L�^�•�o�M�”	Ô�ù�x�z�I�ˆ�Ì�t�µ�é�¿�Ä  1 �w�µ�”�Í�Ì� �²  �¤�ï
�´�ï�U�ž�«�Â�Ÿ�Ò�t�s�“�z�µ�é�¿�Ä  2 �w�µ�”�Í�Ì� �²  �¤�ï�´�ï�U�µ�»�ï�Ì�   �Þ�”�Å�t�s�“�‡�b�{
�\�w�q�V�z 2 �m�w�µ�”�Í�Ì� �²  �¤�ï�´�ï�w�¹�Ñ�Ä�¢�£�ž  �Ì�”�´�ã�ï�U�Ÿ�s�l�o�M�”�T�z 2 �m�w�µ�”
�Í�Ì� �²  �¤�ï�´�ï�w  NVRAM 
ƒ���U�Ÿ�s�l�o�S�“�z�`�T�‹�Ì�”�´�ã�Ç�ï�¬�U� �É�”�Ò�ç�t
ƒ���^
�•�o�M�s�M	Ô�ù�t�x�z�ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤�ï�´�ï�w�¹�Ñ�Ä�¢�£�ž  � �Ý�”�´�S�‘�|
ƒ���U�µ
�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�t�×�ˆ�$�t�¼�¢�ï�é�”�Å�^�•�‡�b�{

CLI �¯�Ú�ï�Å

�\�\�p�x�z�Ë�   �ž�Õ� �å�Ï�æ�Â�Ÿ�S�‘�|�Ì�”�´�ã�Ç�ï�¬�t���È�b�”  CLI �¯�Ú�ï�Å�t�m�M�o
†�Ì�`
�‡�b�{

�Ë�   �ž�Õ� �å�Ï�æ�Â�Ÿ�w� �É�”�Ò�ç�=�‡�h�x�Ã�Ÿ�·�”�Ò�ç�=

�Ã�Ñ�¥�ç�Ä�p�x�z�Ë�   �ž�Õ� �å�Ï�æ�Â�Ÿ�x�Ã�Ÿ�·�”�Ò�ç�t
ƒ���^�•�o�M�‡�b�{�Ë�   �ž�Õ� �å�Ï�æ
�Â�Ÿ�›� �É�”�Ò�ç�‡�h�x�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�^�À �¯�Ú�ï�Å

�Ë�   �ž�Õ� �å�Ï�æ�Â�Ÿ�›� �É�”�Ò�ç�‡�h�x�Ã�Ÿ
�·�”�Ò�ç�t�`�‡�b�{

set system highavailability {enable | disable}
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�Í�t�z�Ë�   �ž�Õ� �å�Ï�æ�Â�Ÿ�›� �É�”�Ò�ç�t�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set system highavailability enable
System high availability enabled.
Console> (enable) 

�Í�t�z�Ë�   �ž�Õ� �å�Ï�æ�Â�Ÿ�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set system highavailability disable
System high availability disabled.
Console> (enable) 

�Ë�   �ž�Õ� �å�Ï�æ�Â�Ÿ  �Ì�”�´�ã�Ç�ï�¬�w� �É�”�Ò�ç�=�‡�h�x�Ã�Ÿ�·�”�Ò�ç�=

�Ã�Ñ�¥�ç�Ä�p�x�z�Ë�   �ž�Õ� �å�Ï�æ�Â�Ÿ  �Ì�”�´�ã�Ç�ï�¬�x�Ã�Ÿ�·�”�Ò�ç�t
ƒ���^�•�o�M�‡�b�{�Ë
�   �ž�Õ� �å�Ï�æ�Â�Ÿ  �Ì�”�´�ã�Ç�ï�¬�›� �É�”�Ò�ç�‡�h�x�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z� �É�”�Ò�ç
�Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z�Ë�   �ž�Õ� �å�Ï�æ�Â�Ÿ  �Ì�”�´�ã�Ç�ï�¬�›� �É�”�Ò�ç�t�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set system highavailability versioning enable
Image versioning enabled.
Console> (enable) 

�Í�t�z�Ë�   �ž�Õ� �å�Ï�æ�Â�Ÿ  �Ì�”�´�ã�Ç�ï�¬�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set system highavailability versioning disable
Image versioning disabled.
Console> (enable) 

�Ë�   �ž�Õ� �å�Ï�æ�Â�Ÿ�w
ƒ���S�‘�|�T�‡�µ�Â�”�»�µ�w
¯�Ô

show system highavailability �¯�Ú�ï�Å�›�î�æ�b�”�q�z�Í�w	Ø�C�U
¯�Ô�^�•�‡�b�{

• �Ë�   �ž�Õ� �å�Ï�æ�Â�Ÿ�w
ƒ���¢� �É�”�Ò�ç�‡�h�x�Ã�Ÿ�·�”�Ò�ç�£

• �Ì�”�´�ã�Ç�ï�¬�w
ƒ���¢� �É�”�Ò�ç�‡�h�x�Ã�Ÿ�·�”�Ò�ç�£

• �Ë�   �ž�Õ� �å�Ï�æ�Â�Ÿ�w�T�‡�µ�Â�”�»�µ�¢�µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�U�e�L�^�•�o�T
�‡�`�o�M�”�T�r�O�T�t�,�n�X�£ �{�T�‡�µ�Â�”�»�µ  �Ñ�Ÿ�”�ç�Å�t�x�z�Í�w�M�c�•�T�U
¯�Ô�^�•�‡
�b�{

�µ OFF�¢ high-availability-not-enabled�£�• NVRAM �w�Ë�   �ž�Õ� �å�Ï�æ�Â�Ÿ  �¦�Ó�³�ã�ï�U�Ã�Ÿ
�·�”�Ò�ç�t
ƒ���^�•�o�M�‡�b�{

�µ OFF�¢ standby-supervisor-not-present�£�•�µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�U�e�L�^�•�o�M�‡
�d�œ�{

�µ OFF�¢ standby-supervisor-image-incompatible�£�•�µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�U�ž�«�Â�Ÿ
�Ò �µ�”�Í�Ì� �²  �¤�ï�´�ï�q�x�Ÿ�s�”� �Ý�”�´�›�î�æ�`�o�S�“�z �`�T�‹� �Ý�”�´�U�Ì�”�´�ã
�ï�“�õ�p�x�K�“�‡�d�œ�¢ NVRAM �w�Ì�”�´�ã�Ç�ï�¬  �¦�Ó�³�ã�ï�x� �É�”�Ò�ç�t
ƒ���^�•�o
�M�‡�b�£�{�‰�8�=�x�°
~�æ�˜�•�‡�d�œ�¢�ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤�ï�´�ï	Í�w  NVRAM �p

ƒ���U�!�Ë�^�•�o�‹�z�Ì�”�´�ã�ï���t�“�õ
Q�U�s�M�w�p�z�µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´
�ï�t�x�;�û�^�•�‡�d�œ�£ �{

�µ OFF�¢ standby-supervisor-image-nvram-only-compat�£�•�µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�U�ž
�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤�ï�´�ï�q�x�Ÿ�s�”� �Ý�”�´�›�î�æ�`�o�S�“ �¢ NVRAM �w�Ì�”�´�ã
�Ç�ï�¬  �¦�Ó�³�ã�ï�x� �É�”�Ò�ç�t
ƒ���^�•�o�M�‡�b�£ �z�f�w� �Ý�”�´�x  NVRAM �“�õ
Q�U

�^�À �¯�Ú�ï�Å

�Ë�   �ž�Õ�  �å�Ï �æ�Â�Ÿ  �Ì �” �´ �ã�Ç�ï �¬�› �  
�É�”�Ò�ç�‡�h�x�Ã�Ÿ�·�”�Ò�ç�t�`�‡�b�{

set system highavailability versioning {enable |
disable}
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�K�”�i�Z�p�b�¢�`�h�U�l�o�z�ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤�ï�´�ï	Í�w  NVRAM �p
ƒ���U�!
�Ë�^�•�”�q�z�µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�t�;�û�^�•�‡�b�£ �{�h�i�`�z�Ë�   �ž�Õ� �å
�Ï�æ�Â�Ÿ�x�±�Ù�”�Ä�p�V�‡�d�œ�{

�µ OFF�¢ standby-supervisor-not-operational-yet�£�•�µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�U�U	Z�^�•
�‡�`�h�U�T�‡�`�o�M�‡�d�œ�¢�‡�i�¦�ï�å� �ï�p�x�K�“�‡�d�œ�£ �{

�µ OFF�¢ high-availability-not-operational-yet�£�•�µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�x�T�‡�`�o�M
�‡�b�¢�¦�ï�å� �ï�p�b�£�U�z�Ë�   �ž�Õ� �å�Ï�æ�Â�Ÿ�x�‡�i�T�‡�`�o�M�‡�d�œ�¢�³�µ�Â�Ü�U
�æ�·�¿�Ä�™�t�I�ˆ�`�h�q�V�z�Ë�   �ž�Õ� �å�Ï�æ�Â�Ÿ�U�T�‡�b�”�‡�p�t
:
ü�T�T�“�‡�b�£ �{

�µ ON�•�Ë�   �ž�Õ� �å�Ï�æ�Â�Ÿ�U�T�‡�`�o�M�‡�b�{�ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤�ï�´�ï�w�¤�;
�ó�x�z�µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�q�w�‰�8�›�q�”�h�Š�z�µ�Â�”�»�µ�!�Ë�w�©�á�”� 
�ï�¬�›�‰�•�`�‡�`�h�{

�Ë�   �ž�Õ� �å�Ï�æ�Â�Ÿ�w
ƒ���S�‘�|�T�‡�µ�Â�”�Ä�›
¯�Ô�b�”�t�x�z�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z�Ë�   �ž�Õ� �å�Ï�æ�Â�Ÿ�w
ƒ���S�‘�|�T�‡�µ�Â�”�Ä�›
¯�Ô�b�”�«�›�Ô�`�‡�b�{

Console> (enable) show system highavailability
Highavailability: disabled
Highavailability versioning: disabled
Highavailability Operational-status: OFF (high-availability-not-enabled)
Console> (enable)

�Í�t�z�Ë�   �ž�Õ� �å�Ï�æ�Â�Ÿ�›� �É�”�Ò�ç�t�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set system highavailability enable
System high availability enabled.
Console> (enable)

Console> (enable) show system highavailability
Highavailability: enabled
Highavailability versioning: disabled
Highavailability Operational-status: ON
Console> (enable)

�µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�•�w�Ÿ�s�”�¢�h�i�`�“�õ
Q�w�K�”�£� �Ý�”�´�w�é�”�Å

�µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�t�z�ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤�ï�´�ï	Í�w� �Ý�”�´�q�x�Ÿ�s�”
	ý�`�M� �Ý�”�´�›�é�”�Å�b�”	�	q�x�z�Í�w�q�S�“�p�b�{�ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤�ï�´�ï�w�¯�ï
�¹�”�ç  �Ù�”�Ä�T�’�z�Í�w�^�À�›�î�æ�`�‡�b�¢�ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤�ï�´�ï�x�µ�é�¿�Ä  1 �t�e
�L�^�•�o�M�‡�b�£ �{

�µ�Â�¿�Ó  1 �Ë�   �ž�Õ� �å�Ï�æ�Â�Ÿ�›� �É�”�Ò�ç�t�`�‡�b�{

Console> (enable) set system highavailability enable
System high availability enabled.
Console> (enable) 

�^�À �¯�Ú�ï�Å

�Ë�   �ž�Õ� �å�Ï�æ�Â�Ÿ�w
ƒ���S�‘�|�T�‡�µ�Â�”
�Ä�›
¯�Ô�`�‡�b�{

show system highavailability
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�µ�Â�¿�Ó  2 �ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤�ï�´�ï�w�Ò�”�Ä�Ñ�å�¿�³�á�t�z	ý�`�M� �Ý�”�´�›�¼�¢�ï�é�”�Å�`�‡�b�{

Console> (enable) copy tftp:image2.bin bootflash
IP address or name of remote host []? 172.20.52.3

8763532 bytes available on device bootflash, proceed (y/n) [n]? y
.
.
.
Console> (enable)

�µ�Â�¿�Ó  3 �µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�w�Ò�”�Ä�Ñ�å�¿�³�á�t�z	ý�`�M� �Ý�”�´�›�¯�Ð�”�`�‡�b�{

Console> (enable) copy bootflash:image2.bin 2/bootflash:

5786532 bytes available on device bootflash, proceed (y/n) [n]? y
.
.
.
Console> (enable)

�µ�Â�¿�Ó  4 �µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�U	ý�`�M� �Ý�”�´�›�I�ˆ�b�”�‘�O�t�z BOOT ���¥�!
:�›�!�Ë�`
�‡�b�{

Console> (enable) set boot system flash bootflash:image2.bin prepend 2
BOOT variable = bootflash:image2.bin,1;slot0:image1.bin,1
Console> (enable)

�µ�Â�¿�Ó  5 �µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�›�æ�·�¿�Ä�`�o�z	ý�`�M� �Ý�”�´�›�I�ˆ�`�‡�b�{

Console> (enable) reset 2
This command will reset the system.
Do you want to continue (y/n) [n]? y 
.
.
.
Console> (enable)

NSF �S�‘�|  SSO �›�–�;�`�h�µ�”�Í�Ì� �²  �¤�ï�´�ï�w	Ñ�Õ�Ï
R

Cisco NSF �x  SSO �q�È���b�”�\�q�t�‘�“�z�µ� �¿�½�¦�”�Ì�”�™�t�â�”�²�U�É�¿�Ä�ë�”�«�›�–�;�p�V
�s�X�s�”�8���›�7	–�t�`�s�U�’�z IP �Í�­�¿�Ä�w�8
ù�›�'���`�‡�b�{

NSF �t  SSO �›
ƒ���b�”	�	q�t�m�M�o�x�z�Í�w  URL �t�K�”�° Catalyst 6500 Series Cisco IOS Software
Configuration Guide, 12.2SX�±�w�® Configuring Supervisor Engine Redundancy using NSF with SSO�̄ �›�€
	°�`�o�X�i�^�M�{
http://www.cisco.com/univercd/cc/td/doc/product/lan/cat6000/122sx/swcg/nsfsso.htm
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�µ�”�Í�Ì� �²  �¤�ï�´�ï�w�‰�8�=�w�«

�\�\�p�x�z�‰�8�;�ó�U�›���w	Ú�E�›�U	Z�`�h	Ô�ù�w�q	Å�t�m�M�o
†�Ì�`�‡�b�{

• �å�ï�»� �Ü  � �Ý�”�´�q�Ò�”�Ä�µ�Ä�æ�ï�¬�w�‰�8�=�¢ p.22-17�£

• �ž�«�Â�Ÿ�Ò�S�‘�|�µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�w�Ò�”�Ä  � �Ý�”�´�w�‰�8�=�¢ p.22-19�£

�¢�«�£ �\�\�p�Ô�b�°�È�w�«�p�z�Ò�”�Ä�µ�Ä�æ�ï�¬�w�¤�w�Ñ�•� �ç�Ê�w�™�–�w  1 �q�M�O
:�È�¢�h�q�Q�y
bootflash:f1,1�£�x�z Trivial File Transfer Protocol�¢ TFTP; ���›�Ñ�•� �ç�8
ù�Ó�é�Ä�¯�ç�£�I�ˆ�w�¼�æ
�s
:�›
¯�`�‡�b�{�h�i�`�z�µ�”�Í�Ì� �²  �¤�ï�´�ï�p�x  TFTP �t�‘�”�I�ˆ�x�±�Ù�”�Ä�^�•�o�M�‡�d
�œ�{ Cisco IOS �w
¯�G�q�w�°��
Q�w�h�Š�z�\�w
:�È�›���Š�o�M�‡�b�{

�¢�«�£ �\�\�p	º�p�b�”�«�x�z�ß�Q�’�•�”�b�‚�o�w�Ä�«�›���œ�p�M�”�˜�Z�p�x�K�“�‡�d�œ�{

�å�ï�»� �Ü  � �Ý�”�´�q�Ò�”�Ä�µ�Ä�æ�ï�¬�w�‰�8�=

�\�\�p�x�z �ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤�ï�´�ï�w�å�ï�»� �Ü  � �Ý�”�´�q�µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤
�ï�´�ï�q�w�‰�8�=�t�m�M�o�z 4 �m�w�«�›	º�p�`�‡�b�{

�«  1�•�å�ï�»� �Ü  � �Ý�”�´�w�‰�8�=�U�æ�˜�•�s�M	Ô�ù

�«  1 �w
ƒ���x�z�Í�w�q�S�“�p�b�{

• �ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤�ï�´�ï�w
ƒ���x�z�Í�w�q�S�“�p�b�¢�µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï
�´�ï�w� �Ý�”�´�U�ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤�ï�´�ï�w� �Ý�”�´�q�‰�a�p�K�”	Ô�ù�z	Z�—�x�‰
�a�t�s�“�‡�b�£ �{

�µ �å�ï�»� �Ü  � �Ý�”�´�• bootflash:f1

�µ �Ò�”�Ä�µ�Ä�æ�ï�¬�• bootflash:f1,1

�µ �Ò�”�Ä�Ñ�å�¿�³�á�• f1

• �ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤�ï�´�ï	Í�w  f1 �w�»� �Ü�µ�»�ï�Ó�x�z �µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï
�´�ï	Í�w  f1 �q�‰�a�p�b�{

• �'���^�•�”�A�L�x�z�Í�w�q�S�“�p�b�{

�µ �ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤�ï�´�ï�w  f1 � �Ý�”�´�x�z �µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�t
�¯�Ð�”�^�•�‡�d�œ�{

�µ �µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�w�Ò�”�Ä�µ�Ä�æ�ï�¬�x�!�Ë�^�•�‡�d�œ�{

�µ �µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�x�æ�·�¿�Ä�^�•�‡�d�œ�{

�«  2�•�Ñ�•� �ç�w�¯�Ð�”�z�Ò�”�Ä�µ�Ä�æ�ï�¬�w�!�Ë�z�µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�w�æ�·�¿�Ä�U�æ�˜�•�”	Ô�ù

�«  2 �w
ƒ���x�z�Í�w�q�S�“�p�b�{

• �ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤�ï�´�ï�w
ƒ���x�z�Í�w�q�S�“�p�b�{

�µ �å�ï�»� �Ü  � �Ý�”�´�• bootflash:f1

�µ �Ò�”�Ä�µ�Ä�æ�ï�¬�• bootflash:f1,1

�µ �Ò�”�Ä�Ñ�å�¿�³�á�• f1
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• �µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�w
ƒ���x�z�Í�w�q�S�“�p�b�{

�µ �å�ï�»� �Ü  � �Ý�”�´�• bootflash:f2

�µ �Ò�”�Ä�µ�Ä�æ�ï�¬�• bootflash:f2,1

�µ �Ò�”�Ä�Ñ�å�¿�³�á�• f2

• �ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤�ï�´�ï	Í�w  f1 �w�»� �Ü�µ�»�ï�Ó�x�z �µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï
�´�ï	Í�w  f2 �q�‰�a�p�x�K�“�‡�d�œ�{

• �'���^�•�”�A�L�x�z�Í�w�q�S�“�p�b�{

�µ �ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤�ï�´�ï�U  f1 � �Ý�”�´�›�µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�t�¯
�Ð�”�`�z�Ñ�•� �ç�Ê�›  RTSYNC_f1 �t�!�Ë�`�‡�b�{

�µ �µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�w�Ò�”�Ä�Ñ�å�¿�³�á�U�Í�w�‘�O�t�!�Ë�^�•�‡�b�{
f2, RTSYNC_f1

�µ �µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�w�Ò�”�Ä�µ�Ä�æ�ï�¬�U�Í�w�‘�O�t�!�Ë�^�•�‡�b�{
bootflash:RTSYNC_f1,1;f2,1;

�µ �µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�U�æ�·�¿�Ä�^�•�‡�b�{

�«  3�•�Ñ�•� �ç�U�¯�Ð�”�^�•�c�z�Ò�”�Ä�µ�Ä�æ�ï�¬�U�!�Ë�^�•�z�µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�U�æ�·�¿�Ä�^�•�”	Ô
�ù

�«  3 �w
ƒ���x�z�Í�w�q�S�“�p�b�{

• �ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤�ï�´�ï�w
ƒ���x�z�Í�w�q�S�“�p�b�{

�µ �å�ï�»� �Ü  � �Ý�”�´�• bootflash:f1

�µ �Ò�”�Ä�µ�Ä�æ�ï�¬�• bootflash:f1,1

�µ �Ò�”�Ä�Ñ�å�¿�³�á�• f1

• �µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�w
ƒ���x�z�Í�w�q�S�“�p�b�{

�µ �å�ï�»� �Ü  � �Ý�”�´�• bootflash:f2

�µ �Ò�”�Ä�µ�Ä�æ�ï�¬�• bootflash:f2,1

�µ �Ò�”�Ä�Ñ�å�¿�³�á�• f1,f2

• �ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤�ï�´�ï	Í�w  f1 �w�»� �Ü�µ�»�ï�Ó�x�z �µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï
�´�ï	Í�w  f1 �q�‰�a�p�b�U�z �µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï	Í�w  f2 �q�x�‰�a�p�x�K�“�‡�d�œ�{

• �'���^�•�”�A�L�x�z�Í�w�q�S�“�p�b�{

�µ �ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤�ï�´�ï�w�å�ï�»� �Ü  � �Ý�”�´�q�µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï
�´�ï�U�‰�8�=�^�•�‡�b�{

�µ �ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤�ï�´�ï�w  f1 � �Ý�”�´�x�z �µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�t
�¯�Ð�”�^�•�‡�d�œ�{

�µ �µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�w�Ò�”�Ä�µ�Ä�æ�ï�¬�U�Í�w�‘�O�t�!�Ë�^�•�‡�b�{
f1,1;f2,1;

�µ �µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�U�æ�·�¿�Ä�^�•�‡�b�{

�«  4�•�7�‹�y�M�Ò�”�Ä�Ñ�å�¿�³�á  �Ñ�•� �ç�U�_	†�^�•�z�Ò�”�Ä�Ñ�å�¿�³�á�w�µ�«� �”�¶�U�î�æ�^�•�”	Ô�ù

�«  4 �w
ƒ���x�z�Í�w�q�S�“�p�b�{

• �ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤�ï�´�ï�w
ƒ���x�z�Í�w�q�S�“�p�b�{

�µ �å�ï�»� �Ü  � �Ý�”�´�• bootflash:f1

�µ �Ò�”�Ä�µ�Ä�æ�ï�¬�• bootflash:f1,1

�µ �Ò�”�Ä�Ñ�å�¿�³�á�• f1

• �µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�w
ƒ���x�z�Í�w�q�S�“�p�b�{

�µ �å�ï�»� �Ü  � �Ý�”�´�• bootflash:f2
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�µ �Ò�”�Ä�µ�Ä�æ�ï�¬�• bootflash:f2,1;

�µ �Ò�”�Ä�Ñ�å�¿�³�á�• f2, f3, f4 �¢�Ý�Þ�æ�w�í�V�µ�Ö�”�µ�x  1 MB �°�¬�£

• �ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤�ï�´�ï	Í�w  f1 �w�»� �Ü�µ�»�ï�Ó�x�z �µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï
�´�ï	Í�w  f2 �q�‰�a�p�x�K�“�‡�d�œ�{ f2 �w�»� �Ü�µ�»�ï�Ó�x  f3 �‘�“�y�X�z f3 �w�»� �Ü�µ�»�ï�Ó
�x  f4 �‘�“�y�X�s�l�o�M�‡�b�{

• �'���^�•�”�A�L�x�z�Í�w�q�S�“�p�b�{

�µ �ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤�ï�´�ï�w�å�ï�»� �Ü  � �Ý�”�´�q�µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï
�´�ï�U�‰�8�=�^�•�‡�b�{

�µ �ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤�ï�´�ï�x�z �µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�•  f1 � �Ý�”�´�w
�¯�Ð�”�›�¼�ˆ�‡�b�{

�µ �µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�w�Ò�”�Ä�Ñ�å�¿�³�á�U�µ�Ö�”�µ
Æ�
�s�w�p�z 	Ñ�Õ�‰�8�=
�;�ó�U�7�‹�y�M�Ñ�•� �ç�›�_�m�Z�o�_	†�`�z �Ò�”�Ä�Ñ�å�¿�³�á�w�µ�«� �”�¶�›�î�æ�`�‡�b�{

�µ �ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤�ï�´�ï�U  f1 � �Ý�”�´�›�µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�t�¯
�Ð�”�`�z�Ñ�•� �ç�Ê�›  RTSYNC_f1 �t�!�Ë�`�‡�b�{

�µ �µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�w�Ò�”�Ä�Ñ�å�¿�³�á�U�Í�w�‘�O�t�!�Ë�^�•�‡�b�{ f3, f4,
RTSYNC_f1

�µ �µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�w�Ò�”�Ä�µ�Ä�æ�ï�¬�U�Í�w�‘�O�t�!�Ë�^�•�‡�b�{
RTSYNC_f1,1;f2,1;

�µ �µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�U�æ�·�¿�Ä�^�•�‡�b�{

�ž�«�Â�Ÿ�Ò�S�‘�|�µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�w�Ò�”�Ä  � �Ý�”�´�w�‰�8�=

�\�\�p�x�z�ž�«�Â�Ÿ�Ò�S�‘�|�µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï	Í�w�Ò�”�Ä�µ�Ä�æ�ï�¬�w�‰�8�=�t
�m�M�o�z 4 �m�w�«�›	º�p�`�‡�b�{

�«  1�•�Ò�”�Ä  � �Ý�”�´�›�Â�“�p�o�’�•�s�M	Ô�ù

�\�w�«�w
ƒ���x�z�Í�w�q�S�“�p�b�{

• �ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤�ï�´�ï�w
ƒ���x�z�Í�w�q�S�“�p�b�{

�µ �å�ï�»� �Ü  � �Ý�”�´�• bootflash:f1

�µ �Ò�”�Ä�µ�Ä�æ�ï�¬�• bootflash:f1,1;

�µ �Ò�”�Ä�Ñ�å�¿�³�á�• f1

• �µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�w
ƒ���x�z�Í�w�q�S�“�p�b�{

�µ �å�ï�»� �Ü  � �Ý�”�´�• bootflash:f1

�µ �Ò�”�Ä�µ�Ä�æ�ï�¬�• bootflash:f1,1;

�µ �Ò�”�Ä�Ñ�å�¿�³�á�• f1

• �ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤�ï�´�ï	Í�w  f1 �w�»� �Ü�µ�»�ï�Ó�x�z �µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï
�´�ï	Í�w  f1 �q�‰�a�p�b�{

• �³�µ�Â�Ü�x�ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤�ï�´�ï�w�Ò�”�Ä�µ�Ä�æ�ï�¬�›�Í�w�‘�O�t�!�Ë�`�‘�O�q
�¼�ˆ�‡�b�{ f2,1;

• �'���^�•�”�A�L�x�z�Í�w�q�S�“�p�b�{

�µ �ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤�ï�´�ï�x  f2 �›�Â�“�p�o�”�\�q�U�p�V�c�z �‰�8�=�U�æ

�`�‡�b�{

�µ Syslog �t�¤�å�”�U�G�å�^�•�‡�b�{

�µ �ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤�ï�´�ï�w  f1 � �Ý�”�´�x�z �µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�t
�¯�Ð�”�^�•�‡�d�œ�{

�µ �µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�w�Ò�”�Ä�µ�Ä�æ�ï�¬�x�!�Ë�^�•�‡�d�œ�{

�µ �µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�x�æ�·�¿�Ä�^�•�‡�d�œ�{



�H 22 	·       	Ñ�Õ�;�ó�w
ƒ��
�µ� �¿�½	Í�p�w	Ñ�Õ�µ�”�Í�Ì� �²  �¤�ï�´�ï�w
ƒ��

22-20
Catalyst 6500 �³�æ�”�¶  �µ� �¿�½  �¹�Ñ�Ä�¢�£�ž  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �¨� �Å

OL-7193-01-J

�«  2�•�Ñ�•� �ç�U�¯�Ð�”�^�•�z�Ò�”�Ä�Ñ�å�¿�³�á�U�!�Ë�^�•�z�µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�U�æ�·�¿�Ä�^�•�s�M	Ô
�ù

�\�w�«�w
ƒ���x�z�Í�w�q�S�“�p�b�{

• �ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤�ï�´�ï�w
ƒ���x�z�Í�w�q�S�“�p�b�{

�µ �å�ï�»� �Ü  � �Ý�”�´�• bootflash:f1

�µ �Ò�”�Ä�µ�Ä�æ�ï�¬�• bootflash:f1,1;

�µ �Ò�”�Ä�Ñ�å�¿�³�á�• f1,f2

• �µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�w
ƒ���x�z�Í�w�q�S�“�p�b�{

�µ �å�ï�»� �Ü  � �Ý�”�´�• bootflash:f1

�µ �Ò�”�Ä�µ�Ä�æ�ï�¬�• bootflash:f1,1;

�µ �Ò�”�Ä�Ñ�å�¿�³�á�• f1

• �ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤�ï�´�ï	Í�w  f1 �w�»� �Ü�µ�»�ï�Ó�x�z �µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï
�´�ï	Í�w  f1 �q�‰�a�p�b�{

• �ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤�ï�´�ï�w�Ò�”�Ä�µ�Ä�æ�ï�¬�›�Í�w�‘�O�t�!�Ë�`�‡�b�{ f2,1;

• �'���^�•�”�A�L�x�z�Í�w�q�S�“�p�b�{

�µ �ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤�ï�´�ï�U  f2 � �Ý�”�´�›�µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�t�¯
�Ð�”�`�z�Ñ�•� �ç�Ê�›  BTSYNC_f2 �t�!�Ë�`�‡�b�{

�µ �µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�w�Ò�”�Ä�Ñ�å�¿�³�á�U�Í�w�‘�O�t�!�Ë�^�•�‡�b�{
f1, BTSYNC_f2

�µ �µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�w�Ò�”�Ä�µ�Ä�æ�ï�¬�U�Í�w�‘�O�t�!�Ë�^�•�‡�b�{
bootflash:BTSYNC_f2,1;f1,1;

�µ �µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�x�æ�·�¿�Ä�^�•�‡�d�œ�{

�«  3�•�Ñ�•� �ç�U�¯�Ð�”�^�•�c�z�Ò�”�Ä�µ�Ä�æ�ï�¬�U�!�Ë�^�•�z�µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�U�æ�·�¿�Ä�^�•�s�M
	Ô�ù

�\�w�«�w
ƒ���x�z�Í�w�q�S�“�p�b�{

• �ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤�ï�´�ï�w
ƒ���x�z�Í�w�q�S�“�p�b�{

�µ �å�ï�»� �Ü  � �Ý�”�´�• bootflash:f1

�µ �Ò�”�Ä�µ�Ä�æ�ï�¬�• bootflash:f1,1;

�µ �Ò�”�Ä�Ñ�å�¿�³�á�• f1,f2

• �µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�w
ƒ���x�z�Í�w�q�S�“�p�b�{

�µ �å�ï�»� �Ü  � �Ý�”�´�• bootflash:f1

�µ �Ò�”�Ä�µ�Ä�æ�ï�¬�• bootflash:f1,1;

�µ �Ò�”�Ä�Ñ�å�¿�³�á�• f1,f2

• �ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤�ï�´�ï	Í�w  f1 �w�»� �Ü�µ�»�ï�Ó�x�z �µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï
�´�ï	Í�w  f1 �q�‰�a�p�b�{�ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤�ï�´�ï	Í�w  f2 �w�»� �Ü�µ�»�ï�Ó�x�z�µ�»
�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï	Í�w  f2 �q�‰�a�p�b�{

• �ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤�ï�´�ï�w�Ò�”�Ä�µ�Ä�æ�ï�¬�U�Í�w�‘�O�t�!�Ë�^�•�‡�b�{ f2,1; f1,1;

• �'���^�•�”�A�L�x�z�Í�w�q�S�“�p�b�{

�µ �ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤�ï�´�ï�w  f1 � �Ý�”�´�x�z �µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�t
�¯�Ð�”�^�•�‡�d�œ�{

�µ �µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�w�Ò�”�Ä�µ�Ä�æ�ï�¬�U�Í�w�‘�O�t�!�Ë�^�•�‡�b�{
bootflash:f2,1;bootflash:f1,1;

�µ �µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�x�æ�·�¿�Ä�^�•�‡�d�œ�{



�H 22 	·       	Ñ�Õ�;�ó�w
ƒ��
�µ� �¿�½	Í�p�w	Ñ�Õ�µ�”�Í�Ì� �²  �¤�ï�´�ï�w
ƒ��
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�«  4�•�Ñ�•� �ç�w�¯�Ð�”�z�7�‹�y�M�Ñ�•� �ç�w�_	†�z�Ò�”�Ä�Ñ�å�¿�³�á�w�µ�«� �”�¶�z�Ò�”�Ä�µ�Ä�æ�ï�¬�w�!�Ë�U�æ�˜
�•�z�µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�U�æ�·�¿�Ä�^�•�s�M	Ô�ù

�\�w�«�w
ƒ���x�z�Í�w�q�S�“�p�b�{

• �ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤�ï�´�ï�w
ƒ���x�z�Í�w�q�S�“�p�b�{

�µ �å�ï�»� �Ü  � �Ý�”�´�• bootflash:f1

�µ �Ò�”�Ä�µ�Ä�æ�ï�¬�• bootflash:f1,1;

�µ �Ò�”�Ä�Ñ�å�¿�³�á�• f1,f2

• �µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�w
ƒ���x�z�Í�w�q�S�“�p�b�{

�µ �å�ï�»� �Ü  � �Ý�”�´�• bootflash:f1

�µ �Ò�”�Ä�µ�Ä�æ�ï�¬�• bootflash:f1,1;

�µ �Ò�”�Ä�Ñ�å�¿�³�á�• f0,f1,f3 �¢�Ý�Þ�æ�w�í�V�µ�Ö�”�µ�x  1 MB �°�¬�£

• �ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤�ï�´�ï	Í�w  f1 �w�»� �Ü�µ�»�ï�Ó�x�z �µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï
�´�ï	Í�w  f1 �q�‰�a�p�b�{ f0 �w�»� �Ü�µ�»�ï�Ó�x  f1 �‘�“�y�X�z f1 �w�»� �Ü�µ�»�ï�Ó�x  f3 �‘�“�y
�X�s�l�o�M�‡�b�{

• �ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤�ï�´�ï�w�Ò�”�Ä�µ�Ä�æ�ï�¬�U�Í�w�‘�O�t�!�Ë�^�•�‡�b�{
bootflash:f2,1;bootflash:f1,1;

• �'���^�•�”�A�L�x�z�Í�w�q�S�“�p�b�{

�µ �ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤�ï�´�ï�x�z �µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�•  f2 � �Ý�”�´�w
�¯�Ð�”�›�¼�ˆ�‡�b�{

�µ �µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�w�Ò�”�Ä�Ñ�å�¿�³�á�U�µ�Ö�”�µ
Æ�
�s�w�p�z 	Ñ�Õ�‰�8�=
�;�ó�U�7�‹�y�M�Ñ�•� �ç�¢ f0�£�›�_�m�Z�o�_	†�`�z�Ò�”�Ä�Ñ�å�¿�³�á�w�µ�«� �”�¶�›�î�æ
�`�‡�b�{

�µ �ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤�ï�´�ï�U  f2 � �Ý�”�´�›�µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�t�¯
�Ð�”�`�z�Ñ�•� �ç�Ê�›  BTSYNC_f2 �t�!�Ë�`�‡�b�{

�µ �µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�w�Ò�”�Ä�Ñ�å�¿�³�á�U�Í�w�‘�O�t�!�Ë�^�•�‡�b�{
f1, f3, BTSYNC_f2

�µ �µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�w�Ò�”�Ä�µ�Ä�æ�ï�¬�U�Í�w�‘�O�t�!�Ë�^�•�‡�b�{
bootflash:BTSYNC_f2,1;bootflash:f1,1;



�H 22 	·       	Ñ�Õ�;�ó�w
ƒ��
MSFC 	Ñ�Õ�;�ó
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MSFC 	Ñ�Õ�;�ó
�\�\�p�x�z�Í�w�º�0�p  MSFC 	Ñ�Õ�;�ó�t�m�M�o
†�Ì�`�‡�b�{

• �Ã�á�ž�ç  MSFC 	Ñ�Õ�;�ó�¢ p.22-22�£

• SRM �w	Ñ�Õ�;�ó�¢ p.22-45�£

• 	��ˆ�Þ�”�Å  MSFC 	Ñ�Õ�;�ó�¢ p.22-52�£

�¢�«�£ NSF/SSO �›�–�;�`�h  MSFC 	Ñ�Õ�;�ó�w
ƒ���t�m�M�o�x�z �H 23 	· �®NSF/SSO MSFC 	Ñ�Õ�;�ó�w
ƒ���¯
�›�€	°�`�o�X�i�^�M�{

�¢�«�£ SRM �w	Ñ�Õ�;�ó�x�z Supervisor Engine 720 �S�‘�|  Supervisor Engine 32 �p�±�Ù�”�Ä�^�•�”�
�°�w
MSFC 	Ñ�Õ�;�ó�¦�Ó�³�ã�ï�p�b�{

�Ã�á�ž�ç  MSFC 	Ñ�Õ�;�ó

�«�™ �†�M�w  MSFC �x�‰�°
ƒ���t�`�o�S�X
ž�A�U�K�“�‡�b�{ 
¯ 22-2�¢ p.22-23�£ �t�z�‰�°
ƒ���w�A�E�z�S
�‘�|�o�°�µ� �¿�½  �³�ß�”�³�p�w�è� �à  3 	Ñ�Õ�;�ó�w�«�Ž�›�Ô�`�‡�b�{

MSFC �U�‰�°
ƒ���p�s�M�Ï
R�x�z�±�Ù�”�Ä�^�•�o�M�‡�d�œ�{

�\�\�p�x�z MSFC 	Ñ�Õ�;�ó�w
ƒ��	�	q�t�m�M�o
†�Ì�`�‡�b�{

• �Ë�”�Å�¢�£�ž�S�‘�|�¹�Ñ�Ä�¢�£�ž�w�A�E�¢ p.22-22�£

• �o�°�³�ß�”�³�t�‘�”�è� �à  3 	Ñ�Õ
ƒ���¢ p.22-23�£

• �ç�”�Â�Ÿ�ï�¬  �Ó�é�Ä�¯�ç�w�Ð�ž
ƒ���¢ p.22-24�£

• ACL �w
ƒ���¢ p.22-25�£

• �Ã�á�ž�ç  MSFC �á�;�Þ�Ã�ç�w	Ñ�Õ�;�ó�S�‘�|
Û�Y
ü�„�¢ p.22-26�£

• 	Ë�•�w�«�¢ p.22-28�£

�Ë�”�Å�¢�£�ž�S�‘�|�¹�Ñ�Ä�¢�£�ž�w�A�E

�è� �à  3 �w	Ñ�Õ�;�ó�›
ƒ���b�”�t�x�z	—�s�X�q�‹�Í�w�M�c�•�T�w�Ï
R�U
ž�A�p�b�{

• 2 �m�w�‰�°�µ�”�Í�Ì� �²  �¤�ï�´�ï  �Å�”�»�§�”�Å�T�’�Ï
R�^�•�”  1 �m�w�³�ß�”�³

�µ PFC �S�‘�|  MSFC �‡�h�x  MSFC2 �e�L�w  Supervisor Engine 1�¢�†�M�w�µ�”�Í�Ì� �²  �¤�ï�´�ï
�t�‰�°�»� �Ó�w  MSFC �›�e�L�b�”�\�q�U
ž�A�£

�µ PFC2 �S�‘�|  MSFC2 �e�L�w  Supervisor Engine 2

• �f�•�g�•�µ�”�Í�Ì� �²  �¤�ï�´�ï�›�e�L�`�h�³�ß�”�³  �•  �¤�³�ß�”�³�t	—�s�X�q�‹  1 �m�x�µ�”�Í
�Ì� �²  �¤�ï�´�ï�›�e�L�`�o�S�X
ž�A�U�K�“�‡�b�{�¤�µ�”�Í�Ì� �²  �¤�ï�´�ï�t�z PFC �S�‘�|
MSFC �›	��“
Ç�Z�o�S�X
ž�A�U�K�“�‡�b�{

�¢�«�£ �¤  MSFC �x�z�‰�a  Cisco IOS �¹�Ñ�Ä�¢�£�ž  �æ�æ�”�µ�›�î�æ�`�o�M�”
ž�A�U�K�“�‡�b�{
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ƒ��
MSFC 	Ñ�Õ�;�ó
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�o�°�³�ß�”�³�t�‘�”�è� �à  3 	Ñ�Õ
ƒ��

�o�°�w  Catalyst 6500 �³�æ�”�¶  �³�ß�”�³�t�z�f�•�g�•  MSFC �›�e�L�`�h	Ñ�Õ�µ�”�Í�Ì� �²  �¤�ï�´�ï
�›	��“
Ç�Z�”�\�q�U�p�V�‡�b�{ MSFC 	Í�t  HSRP �›
ƒ���b�”�q�z�É�¿�Ä�ë�”�«�p  IP �×�µ�Ä�t�0�b�”
�Ä�å�ï�µ�Ö�ž�è�ï�Ä�s�Ã�Ñ�¥�ç�Ä  �®�”�Ä�¢�£� 	Ñ�Õ�;�ó�U�î�q�`�‡�b�{ HSRP �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï�x�z�‰�a� �ï�»�”�Ñ�£� �µ	Í�p  IPX �S�‘�|  AppleTalk �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�q�ž���p�V�‡
�b�{

1 �m�w MSFC �p	Ë�•�U�I�V�”�q�z HSRP �t�‘�“�z���M�w  MSFC�¢�ç�”�»�£�U�×�ˆ�$�t	Ë�•�w�K�”
MSFC �w�;�ó�›	!�Z�'�W�‡�b�{ Release 5.4(1) �w�µ�”�Í�Ì� �²  �¤�ï�´�ï  �¹�Ñ�Ä�¢�£�ž  �æ�æ�”�µ�w�Ë
�   �ž�Õ� �å�Ï�æ�Â�Ÿ�;�ó�›���;�b�”�q�z�É�¿�Ä�ë�”�«�w	Ñ�Õ�è�Õ�ç�U�^�’�t�²	Í�`�‡�b�{

�«�™ �†�M�w  MSFC �x�‰�°
ƒ���t�`�o�S�X 
ž�A �U�K�“�‡�b�{ 
¯ 22-2 �t�z�‰�°
ƒ���w�A�E�z�S�‘�|�o�°�µ
� �¿�½  �³�ß�”�³�p�w�è� �à  3 	Ñ�Õ�;�ó�w�«�Ž�›�Ô�`�‡�b�{


¯ 22-2 �t�Ô�`�h� �ï�»�”�Ñ�£� �µ�S�‘�|�¬�é�”�Ì�ç  �è�Õ�ç�w�«�Ž�t���`�o�z �E�8�¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï�›�¦���b�”�M�O�t�m�M�o�x�z �®alt �©�”�ë�”�Å�w�–�;�M�O�¯ �¢ p.22-38�£ �›�€	°�`�o�X�i�^�M�{

	Ñ�Õ�µ�”�Í�Ì� �²  �¤�ï�´�ï�t�x�z�‰�°�w�Ë�”�Å�¢�£�ž�¢ MSFC �S�‘�|  PFC�£�U�e�L�^�•�o�M�” 
ž�A
�U�K�“�‡�b�{	Ä�I�t�m�M�o�x�z �®�Ë�”�Å�¢�£�ž�S�‘�|�¹�Ñ�Ä�¢�£�ž�w�A�E�¯ �¢ p.22-22�£ �›�€	°�`�o�X
�i�^�M�{

�¢�«�£ MSFC �S�‘�|  MSFC2 �w�Ý�Þ�æ�A�E�t�m�M�o�x�z�Í�w  URL �w�° Release Notes for MSFC�±�›�€	°�`�o
�X�i�^�M�{
http://www.cisco.com/univercd/cc/td/doc/product/lan/cat6000/relnotes/index.htm


¯ 22-2  �o�°�³�ß�”�³�w�è� �à  3 	Ñ�Õ�;�ó�w�A�E

�‰�°
ƒ���w�A�E  �•�¬�é�”�Ì�ç�S�‘�|
� �ï�»�”�Ñ�£� �µ  �è�Õ�ç

�«�Ž  �•  
� �ï�»�”�Ñ�£� �µ  �è�Õ�ç �«�Ž  �•  �¬�é�”�Ì�ç  �è�Õ�ç

• �†�M�w  MSFC �t�Í�w
ƒ���U 
ž�A
�p�b�{

�µ �‰�a�ç�”�Â�Ÿ�ï�¬  �Ó�é�Ä�¯
�ç

�µ �‰�a�µ�»�Â�Ÿ�¿�«  �ç�”�Ä

�µ �‰�a�Ã�Ñ�¥�ç�Ä  �ç�”�Ä

�µ �‰�a�Ù�æ�³�”  �ç�”�Ä

� µ � ‰� a VLAN � �ï�»�”�Ñ�£� 
�µ

� µ � ‰� a Cisco IOS ACL1�z 2

• �b�‚�o�w� �ï�»�”�Ñ�£� �µ�U�‰
�a���g�µ�Â�”�»�µ�p�s�Z�•�y �s
�“�‡�d�œ �{

1. �î�Ã�”�»  �Ñ�é�”�t�,�n�X�¼� �Æ�Û�¿�«  ACL �S�‘�|�6�<  ACL �x�z�¤  MSFC �p
ƒ���b�”�\�q�U�p�V�‡�b�{

2. �†�M�w MSFC �t�‰�°�w  ACL �›���[�b�”�i�Z�p�x�s�X�z ACL �›�†�M�w  MSFC 	Í�w�‰�a  VLAN � �ï�»�”�Ñ�£� �µ�w
�‰�a�M�²�t�&�;�b�”
ž�A�U�K�“�‡�b�{

• HSRP �µ�»�ï�Ì�   �¯�Ú
�ï�Å

• IP �ž�Å�è�µ  �¯�Ú�ï�Å 3

• IPX �É�¿�Ä�ë�”�« 3

3. IP �‡�h�x  IPX �ž�Å�è�µ�›�†�M�w  MSFC 	Í�p�‰�a�t�b�”
ž�A�x�K�“�‡�d�œ�U�z�†�M�w  MSFC 	Í�p  IP �‡�h�x  IPX �ž
�Å�è�µ�›
ƒ���b�”�\�q�U
ž�A�p�b�{

• IP �Ã�Ñ�¥�ç�Ä  �®�”�Ä
�¢�£� 

• IPX � �ï�»�”�Æ�ç  �É�¿
�Ä�ë�”�«

• IPX �Ã�Ñ�¥�ç�Ä  �ç�”�Ä
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�ç�”�Â�Ÿ�ï�¬  �Ó�é�Ä�¯�ç�w�Ð�ž
ƒ��

	Ñ�Õ�µ�”�Í�Ì� �²  �¤�ï�´�ï�S�‘�|�Ã�á�ž�ç  MSFC 
ƒ���p�x�z 1 �m�w�µ�”�Í�Ì� �²  �¤�ï�´�ï�U�ì
¶
�t�T�‡�`�o�M�”	Ý�6�¢�ž�«�Â�Ÿ�Ò�£�p�z�‹�O  1 �m�w�µ�”�Í�Ì� �²  �¤�ï�´�ï�U�µ�»�ï�Ì�   �Þ�”�Å�t
�s�“�‡�b�{ �h�i�`�z �¢�ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤�ï�´�ï	Í�w  PFC �›�Ó�é�¬�å�Û�ï�¬�b�”�h�Š�£ MSFC
�x�†�M�q�‹�T�‡�`�z� �q�ç�”�»�q�`�o�á�;�^�•�‡�b�{

�¢�«�£ PFC�• PFC �›�–�;�b�”�q�z MLS �¤�ï�Ä�æ�›�r�j�’�T�w  MSFC �t�0� 
Ç�Z�’�•�‡�b�¢�7	s�w�Í�­�¿
�Ä�›�r�j�’�w  MSFC �U�ç�”�Â�Ÿ�ï�¬�b�”�T�t�,�n�V�‡�b�£ �{�ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤�ï�´�ï	Í�w
PFC �i�Z�U�z�Í�­�¿�Ä�›�µ� �¿�½�ï�¬�`�‡�b�{

�¢�«�£ PFC2�• PFC2 �p�x�z�Ý� �ï  MSFC �w�ˆ�U�z�ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤�ï�´�ï	Í�p  Forwarding
Information Base�¢ FIB; �8
ù	Ø�C�Õ�”�µ�£ �z�¡
€�Â�”�Ò�ç�z Cisco IOS �¹�Ñ�Ä�¢�£�ž�z�S�‘�|�Ù�æ�³�”
�ç�”�Â�Ÿ�ï�¬  ACL �›�Ó�é�¬�å�Û�ï�¬�`�‡�b�{ �µ�»�Â�Ÿ�¿�«  �ç�”�Ä�‡�h�x�Ù�æ�³�”  �ç�”�Â�Ÿ�ï�¬�›

ƒ���`�h	Ô�ù�x�z�†�M�w  MSFC �p �‰�°�w
ƒ���t�b�”
ž�A�U�K�“�‡�b�{�Ý� �ï  MSFC 	Í�t�s�M
‡�Ý
� �ï  MSFC �t�µ�»�Â�Ÿ�¿�«  �ç�”�Ä�U�K�”	Ô�ù�x�z �f�w�ç�”�Ä�x  PFC2 �p�x�Ó�é�¬�å�Û�ï�¬ �^�•�‡�d
�œ�{

�†�M�w MSFC �x�z�ç�”�Â�Ÿ�ï�¬  �Ó�é�Ä�¯�ç�w�Ð�ž
ƒ���w�
�:�T�’�á�;�D�ó�p�b�{�h�q�Q�y�z�o�°
�w Catalyst 6500 �³�æ�”�¶  �µ� �¿�½  �³�ß�”�³�t  2 �m�w MSFC �›�e�L�`�z�†�M�t  VLAN 10 �S�‘�|
VLAN 21 �w� �ï�»�”�Ñ�£� �µ�›
ƒ���`�h	Ô�ù�z 2 �m�w MSFC �x�\�•�’�w  VLAN 	Í�p
ì�“�t�Ð�ž�›
��
R�`�‡�b�{�Ã�á�ž�ç  �³�ß�”�³�S�‘�|�Ã�á�ž�ç  MSFC �w�Ï
R�p�‰�a  VLAN �›
ƒ���`�h	Ô�ù�t�x�z
�¤   MSFC �t  6 �m�w�Ð�ž�¢ VLAN 10 �t  3 �m�z VLAN 21 �t  3 �m�£�U��
R�^�•�‡�b�{�‰�a�³�ß�”�³�º�w
�Ð�ž�w�„�T�z 2 �m�Š�w�³�ß�”�³�º�w  2 �m�w MSFC �t�0� �b�”�Ð�ž�U��
R�^�•�”�h�Š�p�b�¢ VLAN 10
�w 3�z VLAN 21 �w 3�£�{ 
$ 22-1 �›�€	°�`�o�X�i�^�M�{


$ 22-1 �Ã�á�ž�ç  �³�ß�”�³�S�‘�|�Ã�á�ž�ç  MSFC �w�Ð�ž
ƒ��

�¤  MSFC �x�¢�Ð�ž
ƒ���q�M�O�
�:�p�x�£ � �q�ç�”�»�q�`�o�ˆ�^�`�‡�b�U�z �³�ß�”�³	Í�w  2 �m�w MSFC
�x�‰�Ì�t�T�‡�`�z�‰�a� �ï�»�”�Ñ�£� �µ�›�á�;�`�z�‰�a�ç�”�Â�Ÿ�ï�¬  �Ó�é�Ä�¯�ç�›�î�æ�`�‡�b�{

 1
Sup#1/MSFC#1

 2
Sup#2/MSFC#2

 1
Sup#1/MSFC#1

 1  2

 2
Sup#2/MSFC#2

VLAN 10

VLAN 21 38
59

4
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�µ�”�Í�Ì� �²  �¤�ï�´�ï�w�Ë�   �ž�Õ� �å�Ï�æ�Â�Ÿ�;�ó�q  MSFC 	Í�w  HSRP �›���;�b�”�q�z�Í�w�è� 
�à  2 �S�‘�|�è� �à  3 �w	Ñ�Õ�;�ó�U���™�^�•�‡�b�{

• �µ�”�Í�Ì� �²  �¤�ï�´�ï�w�è� �à  2 	Ñ�Õ�;�ó �¢�ž�«�Â�Ÿ�Ò�S�‘�|�µ�»�ï�Ì� �£  �•  �ž�«�Â�Ÿ�Ò  �µ�”
�Í�Ì� �²  �¤�ï�´�ï�¢�S�‘�|�e�L�^�•�o�M�”  MSFC�£�t	Ë�•�U
C
\�b�”�q�z�è� �à  2 �S�‘�|�è� 
�à  3 �w�†�M�w�;�ó�U�µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�q�e�L  MSFC �t
~�“�8�˜�“�‡�b�{

• 2 �m�w MSFC �w�è� �à  3 	Ñ�Õ�;�ó�S�‘�|
Û�Y
ü�„  �•  1 �m�w MSFC �t	Ë�•�U
C
\�b�”�q�z ���M�w
MSFC �U�¢ HSRP �t�‘�“�£�h�i�j�t�;�ó�›	!�Z�'�W�‡�b�{�è� �à  2 �w�á�;�x�f�[�’�•�‡�d�œ�¢�ž
�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤�ï�´�ï�x�è� �à  2 �Ä�å�Ñ�Ÿ�¿�«�w�8
ù�›���Z�‡�b�£ �{

�ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤�ï�´�ï	Í�w	Ë�•�w�K�”  MSFC �t�‘�l�o�Ó�é�¬�å�Û�ï�¬�^�•�h�è� �à  3
�¤�ï�Ä�æ�x�z�¤�”�´�ï�¬  �ž�¢�Ä�`�z	ý�`�M�ž�«�Â�Ÿ�Ò  MSFC �t�‘�“� 	è�^�•�h�è� �à  3 �¤�ï�Ä�æ
�t�”�V�õ�Q�’�•�”�‡�p�z�f�w�‡�‡�–�;�^�•�‡�b�{�¤�”�´�ï�¬�t�x  4 
ü�T�T�”�w�p�z	ý�`�M�ž�«�Â�Ÿ
�Ò MSFC �x�z�Ë�”�Å�¢�£�ž�w�µ� �¿�½�ï�¬  �Ñ�é�”�›�f�[�c�t�z XTAG �‹�›�–�;�`�o  MLS �¤�ï�Ä�æ
�›� 	è�b�”�\�q�U�p�V�‡�b�{�‡�h�z�\�w�Ó�é�·�µ�x�z	ý�`�M�ž�«�Â�Ÿ�Ò  MSFC �t	s�8�Ä�å�Ñ�Ÿ�¿�«
�Ñ�é�”�U�G�”�t
ù�“���‡�•�”�w�›�w�W�‡�b�{

�¢�«�£ �¤  MSFC �t�x�z MLS �ç�”�Ä  �Ó�é�·�¿�±�p�K�”�\�q�›�Ô�b� �×�w  XTAG �‹�U
ƒ���^�•�o�M�‡�b�{
MSFC #1�¢�ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤�ï�´�ï	Í�£�w  XTAG �x  1�z MSFC #2�¢�µ�»�ï�Ì�   �µ�”�Í�Ì
� �²  �¤�ï�´�ï	Í�£�w  XTAG �x  2 �p�b�{

XTAG �‹�›�–�;�b�”�w�x�z Supervisor Engine 1 �w�ˆ�p�b�{ Supervisor Engine 2 �p�x  XTAG �‹�U�–�;�^
�•�‡�d�œ�{

�«�™ �‰�°�³�ß�”�³	Í�w�è� �à  3 	Ñ�Õ�;�ó�›
Y	×�t�ˆ�^�^�d�”�t�x�z�†�M�w  MSFC �w
ƒ���U�‰�a�p�s�Z
�•�y �s�“�‡�d�œ �¢ 
¯ 22-2 [p.22-23] �›�€	°�£ �{

�¢�«�£ 
¯ 22-2 �t�z
ƒ���w�«�Ž�U�Ô�^�•�o�M�‡�b�{�h�q�Q�y�z 
$ 22-1 �p�x�z VLAN10 	Í�t  4 �m�w MSFC �U
���)�`�o�M�‡�b�{ �¤  MSFC �t�Ÿ�s�”  IP �ž�Å�è�µ�S�‘�|  HSRP �Ó�å� �¦�æ�Â�Ÿ�U
ƒ���^�•�o�M�‡�b�{

ACL �w
ƒ��

MSFC 	Í�p  Cisco IOS Access Control List�¢ ACL; �ž�«�·�µ
M�š�æ�µ�Ä�£�›�–�;�b�”	Ô�ù�t�x�z�¬�é�”
�Ì�ç  �è�Õ�ç�S�‘�|� �ï�»�”�Ñ�£� �µ  �è�Õ�ç�p�z �†�M�w  MSFC 	Í�t�‰�a  ACL �›
ƒ���b�” 
ž�A �U�K�“
�‡�b�{�Ý� �ï  MSFC�¢�7	s�t�¦�ï�å� �ï�t�s�”  MSFC�z�‡�h�x�¦�ï�å� �ï�Ì���U�Õ�M  MSFC�£�i�Z
�U�z ACL 	Ø�C�›
‹�Q�h  PFC �›�Ó�é�¬�å�Û�ï�¬�`�‡�b�{

�ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤�ï�´�ï	Í�w  PFC �w�Ú�ç�½�è� �à�;�ó �¢ CEF [Cisco Express Forwarding] for
PFC2�£�x�z ACL ASIC �›	°�q�`�z
ƒ���^�•�o�M�”  Cisco IOS ACL �t� �a�o�Í�­�¿�Ä�›�8
ù�b�”�T�r
�O�T
Q���`�o�T�’�z�Í�­�¿�Ä�›�µ� �¿�½�ï�¬�`�‡�b�{�Ý� �ï  MSFC �t	Ë�•�U
C
\�`�h	Ô�ù�z	ý�h�t
�Ý� �ï�q�s�l�h  MSFC �x�z�µ�»�Â�Ÿ�¿�«  ACL �;�w  PFC �›�6�Ó�é�¬�å�Û�ï�¬�b�”
ž�A�U�K�“�‡�b�{
�°���`�h�A�L�›�˜�”�t�x�z�†�M�w  MSFC �t�z�µ�»�Â�Ÿ�¿�«  ACL �s�r�z�‰�°�w  ACL �›
ƒ���b�” 
ž�A
�U�K�“�‡�b �{
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�¢�«�£ �†�M�w MSFC 	Í�t�‰�°�w  ACL �›���[�b�”�i�Z�p�x�s�X�z ACL �›�†�M�w  MSFC 	Í�w�‰�a  VLAN � 
�ï�»�”�Ñ�£� �µ�t�&�;�b�”
ž�A�U�K�“�‡�b�{

�¢�«�£ �î�Ã�”�»  �Ñ�é�”�t�,�n�X�¼� �Æ�Û�¿�«  ACL �S�‘�|�6�<  ACL �x�z�¤  MSFC �p
ƒ���b�”�\�q�U�p�V
�‡�b�{

�¢�«�£ PFC�• PFC �p�w�Ë�”�Å�¢�£�ž�S�‘�|�¹�Ñ�Ä�¢�£�ž�t�‘�”  Cisco IOS ACL �w	r�g�w	Ä�I�t�m�M�o�x�z
�®PFC �p�w�Ë�”�Å�¢�£�ž�S�‘�|�¹�Ñ�Ä�¢�£�ž�t�‘�”  Cisco IOS ACL �w	r�g�¯ �¢ p.15-11�£�›�€	°�`�o�X
�i�^�M�{

�¢�«�£ PFC2�• PFC2 �p�w�Ë�”�Å�¢�£�ž�S�‘�|�¹�Ñ�Ä�¢�£�ž�t�‘�”  Cisco IOS ACL �w	r�g�w	Ä�I�t�m�M�o�x�z
�®PFC2 �S�‘�|  PFC3A/PFC3B/PFC3BXL �p�w�Ë�”�Å�¢�£�ž�S�‘�|�¹�Ñ�Ä�¢�£�ž�t�‘�”  Cisco IOS ACL
�w	r�g�¯ �¢ p.15-13�£ �›�€	°�`�o�X�i�^�M�{

�Ý� �ï  MSFC �w�µ�Â�”�»�µ�›
Q���b�”�t�x�z show fm features �¯�Ú�ï�Å�‡�h�x  show redundancy �¯
�Ú�ï�Å�›�–�;�`�‡�b�{

Router-15# show redundancy
Designated Router: 1 Non-designated Router:2
Redundancy Status: non-designated
Config Sync AdminStatus  : enabled
Config Sync RuntimeStatus: enabled

Router-16# show redundancy
Designated Router: 1 Non-designated Router:2
Redundancy Status: designated
Config Sync AdminStatus  : enabled
Config sync RuntimeStatus: enabled

�Ã�á�ž�ç  MSFC �á�;�Þ�Ã�ç�w	Ñ�Õ�;�ó�S�‘�|
Û�Y
ü�„


$ 22-2�t�z�ž�«�·�µ  �è� �à  �µ� �¿�½�w
ó
:�w  VLAN �t�‘�”�°
`�$�s�ž�«�·�µ�S�‘�|
ü�„�è� �à�Ï
�™�Ò�é�¿�«�›�Ô�`�‡�b�{�è� �à  2 �ç�”�Ó�x
ƒ���^�•�o�M�s�M�w�p�z�¯�ï�Ì�”�´�£�ï�µ�S�‘�|
Û�Y
ü
�„�t�x  HSRP �U�–�;�^�•�‡�b�{�µ� �¿�½  S1 �S�‘�|�µ� �¿�½  S2 �t�x�z�µ�é�¿�Ä  1�¢ Sup #1/MSFC #1�£
�S�‘�|�µ�é�¿�Ä  2�¢ Sup #2/MSFC #2�£�t  MSFC �e�L�µ�”�Í�Ì� �²  �¤�ï�´�ï�U	��“
Ç�Z�’�•�o�M�‡
�b�{�†�µ� �¿�½�q�‹�z Sup #1 �U�ž�«�Â�Ÿ�Ò�p�z Sup #2 �x�µ�»�ï�Ì�   �Þ�”�Å�p�b�{�µ�”�Í�Ì� �²  �¤
�ï�´�ï�w�Ë�   �ž�Õ� �å�Ï�æ�Â�Ÿ�x� �É�”�Ò�ç�t
ƒ���^�•�o�M�‡�b�{�µ�”�Í�Ì� �²  �¤�ï�´�ï�w� 
�Ý�”�´�S�‘�|
ƒ���x�×�ˆ�$�t�‰�8�=�^�•�‡�b�U�z MSFC 	Í�w� �Ý�”�´�S�‘�|
ƒ���x	��ˆ�p�‰�8�=�b
�”
ž�A�U�K�“�‡�b�{
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$ 22-2 �Ã�á�ž�ç  MSFC �á�;�Þ�Ã�ç�w	Ñ�Õ�;�ó�S�‘�|
Û�Y
ü�„  �•  VLAN10 �S�‘�|  VLAN21


$ 22-2 �p�x�z	Ñ�Õ�;�ó�S�‘�|
Û�Y
ü�„�›�Í�w�‘�O�t
ƒ���`�‡�b�{

• VLAN10�¢�î
:
j�ø�w  VLAN�£ �•  �µ� �¿�½  S1 �w MSFC #1 �›�Ó�å� �Ú�æ  HSRP �ç�”�»�¢�Ó�å� 
�¦�æ�Â�Ÿ  110�£�q�`�o
ƒ���`�z MSFC #2 �›�µ�»�ï�Ì�   �ç�”�»�¢�Ó�å� �¦�æ�Â�Ÿ  109�£�q�`�o
ƒ
���`�‡�b�{

• VLAN21�¢�-
:
j�ø�w  VLAN�£ �•  �µ� �¿�½  S2 �w MSFC #1 �›�Ó�å� �Ú�æ  HSRP �ç�”�»�¢�Ó�å� 
�¦�æ�Â�Ÿ  110�£�q�`�o
ƒ���`�z MSFC #2 �›�µ�»�ï�Ì�   �ç�”�»�¢�Ó�å� �¦�æ�Â�Ÿ  109�£�q�`�o
ƒ
���`�‡�b�{

�µ� �¿�½  S1 �U�î
:
j�ø�w  VLAN �›�ç�”�Â�Ÿ�ï�¬�`�z�µ� �¿�½  S2 �U�-
:
j�ø�w  VLAN �›�ç�”�Â�Ÿ
�ï�¬�b�”�\�q�t�‘�l�o�z
Û�Y
ü�„�U�±�Ù�”�Ä�^�•�‡�b�{�°�M�w�µ� �¿�½�t	Ë�•�U
C
\�b�”�q�z���M
�w�µ� �¿�½�U�-
:  VLAN �q�î
:  VLAN �w�†�M�w�±�”�Ï�µ�›�î�æ�`�‡�b�{

�µ� �¿�½  S1 �w MSFC #2 �›  VLAN 12 �w�Ó�å� �Ú�æ  HSRP �ç�”�»�t�z�µ� �¿�½  S2 �w MSFC #2 �›
VLAN 23 �w�Ó�å� �Ú�æ  HSRP �ç�”�»�t
ƒ���b�•�y�z�‘�“�ô�S�s
Û�Y
ü�„�›�a
R�p�V�‡�b�¢ 
$ 22-3
�›�€	°�£ �{

VLAN 10/21 VLAN 12/23

 1  2

 S1  S2

 1

Sup#1/MSFC#1
HSRP  VLAN 10  110
HSRP  VLAN 21  108

2

Sup#2/MSFC#2
HSRP  VLAN 10  109
HSRP  VLAN 21  107

 1

Sup#1/MSFC#1
HSRP  VLAN 10  108
HSRP  VLAN 21  110

2

Sup2/MSFC#2
HSRP  VLAN 10  107
HSRP  VLAN 21  109 38
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$ 22-3 �Ã�á�ž�ç  MSFC �á�;�Þ�Ã�ç�w	Ñ�Õ�;�ó�S�‘�|
Û�Y
ü�„  �•  VLAN 10�z 12�z 21 �S�‘�|  23

VLAN �w�ž�«�Â�Ÿ�Ò  HSRP �ç�”�»�i�Z�U�z HSRP IP �ž�Å�è�µ�w  Address Resolution Protocol�¢ ARP�£�A
�{�t�0�`�o�z HSRP MAC �ž�Å�è�µ�›�í�`�‡�b�{�ž�«�Â�Ÿ�Ò  HSRP �ç�”�»�x�z�¤�ï�Å  �µ�Â�”�³�ã�ï
�w MAC �ž�Å�è�µ�t	q
j�t  ARP �›�&�;�`�z ARP �©�ß�¿�³�á�›�;�û�`�‡�b�{�o�°�³�ß�”�³	Í�w�†�M
�w MSFC �›�–�;�`�o�î
:  VLAN �w HSRP 	r�g�›
ü�„�b�”�\�q�t�‘�l�o�z
M�š�Ó�è�”�ï�w  ARP �Ä�å
�Ñ�Ÿ�¿�«�›
ü�„�p�V�‡�b�{�M�c�•�T�w  MSFC �t	Ë�•�U
C
\�`�h	Ô�ù�z�6�¶	6�U
ž�A�t�s�”�w�x�z�è
�¹�›	!�Z�h  VLAN �w ARP �¤�ï�Ä�æ�i�Z�p�b�{

�\�w�è�Õ�ç�w	Ñ�Õ�;�ó�S�‘�|
Û�Y
ü�„�p�x�z Catalyst 6500 �³�æ�”�¶  �µ� �¿�½  �³�ß�”�³	Í�w  MSFC �w
�î
:�S�‘�|�-
:  VLAN �w�å
{�U
ó�v�t�s�”�q�M�O�=�:�U�K�“�‡�b�{

HSRP MAC �ž�Å�è�µ�t�x�a�`�h�Í�­�¿�Ä�z�S�‘�|�ç�”�»�w�î  MAC �ž�Å�è�µ�›�Ë�m�Í�­�¿�Ä�t�x�z
MLS �¤�ï�Ä�æ�U�^
R�^�•�‡�b�{�â�Ç�©�ß�µ�Ä  �Ä�å�Ñ�Ÿ�¿�«�w�7	s�w�×�¿�Ó�w	Ñ�Õ�;�ó�t�x�z HSRP
�U�–�;�^�•�‡�b�{ �h�q�Q�y�z VLAN10 �t
€���`�o�M�”���w�ç�”�»�&���p	!	ô�`�h�Ä�å�Ñ�Ÿ�¿�«�t�x�z
Sup #1/MSFC #1 �w�î  MAC �ž�Å�è�µ�U�–�;�^�•�‡�b�{

	Ë�•�w�«

�\�\�p�x�z �Ã�á�ž�ç  MSFC �e�L�w  2 �m�w�µ�”�Í�Ì� �²  �¤�ï�´�ï�›
‹�Q�h�o�°�³�ß�”�³	Í�p �¢ 
$ 22-4
�›�€	°�£�Ë�   �ž�Õ� �å�Ï�æ�Â�Ÿ�›� �É�”�Ò�ç�t
ƒ���`�h	Ô�ù�z
C
\�b�”�D�ó
Q�w�K�”  5 �m�w	Ë�•�w
�«�›�Ô�`�‡�b�{�Ý� �ï  MSFC �U�z�µ�»�Â�Ÿ�¿�«  ACL �w ACL ASIC �›�Ó�é�¬�å�Û�ï�¬�`�o�M�‡�b�{

�¢�«�£ �\�w�«�x  PFC �›���w�‹�w�p�b�U�z PFC2/MSFC2 �w�Ñ�£�”�ç�¦�”�Ì�”�w�«�x�z ACL �S�‘�|  CEF �Â�”
�Ò�ç  �¤�ï�Ä�æ�w	r�g�t�0�b�”�‹�w�q�‰�a�p�b�{ Supervisor Engine 2 �p�x�z�Ý� �ï  MSFC2 �x�z CEF
�Â�”�Ò�ç�w�^
R�s�r  PFC2 	Í�p��
:�w  ASIC �›�Ó�é�¬�å�Û�ï�¬�`�‡�b�{
‡�Ý� �ï  MSFC2 �t�0�b�”
�Ý� �ï  MSFC2 HSRP �Ñ�£�”�ç�¦�”�Ì�”�p�x�z PFC2 �x�\�•�‡�p�w�Ý� �ï  MSFC2 �t�‘�l�o�Ó�é�¬�å
�Û�ï�¬�^�•�h  CEF �Â�”�Ò�ç�p�;�ó�`���Z�‡�b�{ Supervisor Engine 1/MSFC �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï
�p�w  MLS �©�ß�¿�³�á�t�‘�”�Ó�é�·�µ�q�‰�7�t�z 	ý�`�M�Ý� �ï  MSFC2 �x�{���w�¤�ï�Ä�æ�p  CEF �Â�”
�Ò�ç�›�6�S�Ó�é�¬�å�Û�ï�¬�`�z�y�M�¤�ï�Ä�æ�x�¤�”�´�ï�¬  �ž�¢�Ä�`�‡�b�{

VLAN 10/21 VLAN 12/23

 1  2

 S1  S2

 1

Sup#1/MSFC#1
HSRP  VLAN 10  110
HSRP  VLAN 21  108
HSRP  VLAN 12  109
HSRP  VLAN 23  107

 2

Sup#2/MSFC#2
HSRP  VLAN 10  109
HSRP  VLAN 21  107
HSRP  VLAN 12  110
HSRP  VLAN 23  108

 1

Sup#1/MSFC#1
HSRP  VLAN 10  108
HSRP  VLAN 21  110
HSRP  VLAN 12  107
HSRP  VLAN 23  109

 2

Sup#2/MSFC#2
HSRP  VLAN 10  107
HSRP  VLAN 21  109
HSRP  VLAN 12  108
HSRP  VLAN 23  110 38
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$ 22-4 �Ã�á�ž�ç  MSFC �e�L�w  2 �m�w�µ�”�Í�Ì� �²  �¤�ï�´�ï�›
‹�Q�h�o�°�³�ß�”�³

	Ë�•�­�”�µ  1: �Ý� �ï  MSFC #1 �w	Ë�•

�Ý� �ï  MSFC #1 �t	Ë�•�U�I�V�”�q�z�Í�w�³�”�­�ï�µ�U�î�æ�^�•�‡�b�{

1. MSFC #1 �w MLS �¤�ï�Ä�æ�U  Sup #1 �è� �à  -3 �©�ß�¿�³�á�p�¤�”�´�ï�¬  �ž�¢�Ä�`�z MSFC #2 �x
� �×�w  XTAG �‹�›�–�;�`�o�z�\�•�’�w  MLS �¤�ï�Ä�æ�›�°�Ì�$�t	t���`�‡�b�{

2. MSFC #2 �w MLS �¤�ï�Ä�æ�x�è�¹�›	!�Z�‡�d�œ�{

3. MSFC #2 �x�zMSFC #1 �t�‘�l�o�Ó�é�¬�å�Û�ï�¬�^�•�h�Ë�”�Å�¢�£�ž	Í�w�b�‚�o�w�¼� �Æ�Û�¿�«
�S�‘�|�6�<  ACL �›�_	†�`�‡�b�{

4. MSFC #2 �U	ý�`�M�Ý� �ï  MSFC �q�s�“�z Sup #1 ACL ASIC �w�µ�»�Â�Ÿ�¿�«  ACL �›�6�Ó�é�¬�å
�Û�ï�¬�`�‡�b�{

	Ë�•�­�”�µ  2: 
‡�Ý� �ï  MSFC #2 �w	Ë�•


‡�Ý� �ï  MSFC #2 �t	Ë�•�U�I�V�”�q�z�Í�w�³�”�­�ï�µ�U�î�æ�^�•�‡�b�{

1. MSFC #2 �w MLS �¤�ï�Ä�æ�U  Sup #1 �è� �à  3 �©�ß�¿�³�á�p�¤�”�´�ï�¬  �ž�¢�Ä�`�z MSFC #1 �x� 
�×�w  XTAG �‹�›�–�;�`�o�z�\�•�’�w  MLS �¤�ï�Ä�æ�›�°�Ì�$�t	t���`�‡�b�{

2. MSFC #1 �w MLS �¤�ï�Ä�æ�x�è�¹�›	!�Z�‡�d�œ�{

3. MSFC #1 �x�zMSFC #2 �t�‘�l�o�Ó�é�¬�å�Û�ï�¬�^�•�h�Ë�”�Å�¢�£�ž	Í�w�b�‚�o�w�¼� �Æ�Û�¿�«
�S�‘�|�6�<  ACL �›�_	†�`�‡�b�{

4. MSFC #1 �x�z�f�w�‡�‡�Ý� �ï  MSFC �q�`�o�ˆ�^�`�‡�b�{

	Ë�•�­�”�µ  3: �ž�«�Â�Ÿ�Ò  Sup #1 �w	Ë�•

�ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤�ï�´�ï�¢ Sup #1�£�t	Ë�•�U�I�V�”�q�z�Í�w�³�”�­�ï�µ�U�î�æ�^�•�‡�b�{

1. �è� �à  3 �w�µ�Â�”�Ä�x�-�Ë�^�•�o�M�”�w�p�z MSFC #1 �w MLS �¤�ï�Ä�æ�x  Sup #2 �w�è� �à  3
�©�ß�¿�³�á�p�¤�”�´�ï�¬  �ž�¢�Ä�`�z MSFC #2 �U� �×�w  XTAG �‹�›�–�;�`�o�z�\�•�’�w  MLS �¤
�ï�Ä�æ�›�°�Ì�$�t	t���`�‡�b�{

2. �µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�x�è� �à  2 �µ�Â�”�Ä�›�-�Ë�b�”�w�p�z�è� �à  2 �w�¯�ï�Ì�”
�´�£�ï�µ�x
C
\�`�‡�d�œ�{

3. MSFC #2 �x�zMSFC #1 �t�‘�l�o�Ó�é�¬�å�Û�ï�¬�^�•�h�Ë�”�Å�¢�£�ž	Í�w�b�‚�o�w�¼� �Æ�Û�¿�«
�S�‘�|�6�<  ACL �›�_	†�`�‡�b�{

4. MSFC #2 �U�z Sup #2 ACL ASIC �w�µ�»�Â�Ÿ�¿�«  ACL �›�6�Ó�é�¬�å�Û�ï�¬�`�‡�b�{ MSFC #2 �U
	ý�`�M�Ý� �ï  MSFC �t�s�“�‡�b�{

VLAN 10 VLAN 21

 S1

 1

Sup#1 /MSFC#1
HSRP  VLAN 10  110
HSRP  VLAN 21  109

 2

Sup#2 /MSFC#2
HSRP  VLAN 21  110
HSRP  VLAN 10  109 38
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	Ë�•�­�”�µ  4: �µ�»�ï�Ì�   Sup #2 �w	Ë�•

�µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�¢ Sup #2�£�t	Ë�•�U�I�V�”�q�z�Í�w�³�”�­�ï�µ�U�î�æ�^�•�‡�b�{

1. MSFC #2 �w MLS �¤�ï�Ä�æ�U  Sup #1 �è� �à  3 �©�ß�¿�³�á�p�¤�”�´�ï�¬  �ž�¢�Ä�`�z MSFC #1 �U� 
�×�w  XTAG �‹�›�–�;�`�o�z�\�•�’�w  MLS �¤�ï�Ä�æ�›�°�Ì�$�t	t���`�‡�b�{

2. MSFC #1 �w MLS �¤�ï�Ä�æ�x�è�¹�›	!�Z�‡�d�œ�{

3. MSFC #1 �x�zMSFC #2 �t�‘�l�o�Ó�é�¬�å�Û�ï�¬�^�•�h�Ë�”�Å�¢�£�ž	Í�w�b�‚�o�w�¼� �Æ�Û�¿�«
�S�‘�|�6�<  ACL �›�_	†�`�‡�b�{ MSFC #1 �x�z�f�w�‡�‡�Ý� �ï  MSFC �q�`�o�ˆ�^�`�‡�b�{

	Ë�•�­�”�µ  5: 	ý�`�M�µ�”�Í  �Ì� �²�‡�h�x	Ë�•�w�K�l�h�µ�”�Í�Ì� �²�›�¦�ï�å� �ï�t�í�`�h�q�V

	Ë�•�w�K�l�h�µ�”�Í�Ì� �²  �¤�ï�´�ï�¢ Sup #2�£�›�¦�ï�å� �ï�t�í�b�q�z�Í�w�³�”�­�ï�µ�U�î�æ�^�•
�‡�b�{

1. Sup #1 �x�z�¾�V���V�ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤�ï�´�ï�q�`�o�ˆ�^�`�‡�b�{

2. Sup #2 �x�z� �Ý�”�´�S�‘�|�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›  Sup #1 �q�‰�8�=�`�‡�b�¢�Ë�   �ž�Õ� �å
�Ï�æ�Â�Ÿ  �Ì�”�´�ã�Ç�ï�¬�U� �É�”�Ò�ç�t
ƒ���^�•�o�M�s�M	Ô�ù�£ �{

3. �¢ Sup #2 	Í�w�£ MSFC #2 �U�ž�¿�Ó�t�s�“�‡�b�{ VLAN21 �w HSRP preempt �U
ƒ���^�•�o�M�”	Ô�ù
�x�zMSFC #2 �w HSRP �U�ž�«�Â�Ÿ�Ò�t�s�“�‡�b�{ MSFC #1 �w MLS �¤�ï�Ä�æ�U�_	†�^�•�z MSFC #2
�&���p�6�¶	6�^�•�‡�b�{

4. MSFC #1 �x�z�¾�V���V�µ�»�Â�Ÿ�¿�«  ACL �w�Ý� �ï  MSFC �q�`�o�ˆ�^�`�‡�b�{

HSRP �›�–�;�`�h	Ñ�Õ�;�ó�w
ƒ��

�µ�”�Í�Ì� �²  �¤�ï�´�ï  �Ë�   �ž�Õ� �å�Ï�æ�Â�Ÿ�;�ó�x�z	Ñ�Õ�µ�”�Í�Ì� �²  �¤�ï�´�ï�w���p�Ó�é�Ä�¯
�ç  �µ�Â�”�Ä�›�¡�Ë�`�‡�b�U�z	Ñ�Õ  MSFC �w���p�Ñ�£�”�ç�¦�”�Ì�”�;�t  HSRP �›
ƒ���b�”
ž�A�U�K
�“�‡�b�{ HSRP �›�–�;�`�o�z�â�Ç�©�ß�µ�Ä  �Ä�å�Ñ�Ÿ�¿�«�w�7	s�w�×�¿�Ó�w	Ñ�Õ�;�ó�›�î�q�`�‡�b�{
MSFC �w VLAN � �ï�»�”�Ñ�£� �µ�t�m�M�o�z 1 �m�‡�h�x
ó
:�w  HSRP �¬�ç�”�Ó�›
ƒ���b�”�\�q�t�‘
�“�z�É�¿�Ä�ë�”�«�w�ç�”�Â�Ÿ�ï�¬�›�×�ˆ�$�t�Ì�¿�«�ž�¿�Ó�b�”�\�q�U�p�V�‡�b�{ HSRP �¬�ç�”�Ó�w
�¤  VLAN � �ï�»�”�Ñ�£� �µ�x�z�>
Ý  IP �ž�Å�è�µ�S�‘�|  MAC �ž�Å�è�µ�›�ž���`�‡�b�{ HSRP �ž�Å�è
�µ�›�Ã�Ñ�¥�ç�Ä  �®�”�Ä�¢�£� �q�`�o�–�;�b�”�‘�O�t�¤�ï�Å  �µ�Â�”�³�ã�ï�S�‘�|���w�Ã�Ì� �µ�›
ƒ
���`�o�S�X�q�z 1 �m�w�ç�”�»  � �ï�»�”�Ñ�£� �µ�t	Ë�•�U�I�V�o�‹�z�\�•�’�w
÷�”�w�±�”�Ï�µ�x�¤�…
�^�•�‡�d�œ�{

HSRP �Ó�å� �¦�æ�Â�Ÿ�U�7�‹�ô�M� �ï�»�”�Ñ�£� �µ�U�z�f�w  HSRP �¬�ç�”�Ó�w�ž�«�Â�Ÿ�Ò  � �ï�»�”
�Ñ�£� �µ�t�s�“�‡�b�{

�¢�«�£ PFC2�• PFC2 �x�z �°�™�w
j�ø�›�Ë�m  HSRP �¬�ç�”�Ó�›  16 �x�‡�p�±�Ù�”�Ä�`�o�M�‡�b�{ �Ÿ�s�”  VLAN
	Í�p�‰�a  HSRP �¬�ç�”�Ó
j�ø�›�–�;�p�V�‡�b�{ 16 �›�Ò�Q�”  HSRP �¬�ç�”�Ó�›
ƒ���b�”�q�z�\�w
M
�v�t�‘�“  HSRP �¬�ç�”�Ó
j�ø�q�`�o   VLAN 
j�ø�›�–�;�p�V�s�X�s�“�‡�b�{

�¢�«�£ PFC2�• �‰�a
j�ø�w  HSRP �¬�ç�”�Ó�x�z�‰�a�>
Ý  MAC �ž�Å�è�µ�›�–�;�`�‡�b�U�z�\�w�\�q�t�‘�“�z
MSFC �p�Ò�æ�¿�´�›
ƒ���b�”	Ô�ù�t�¤�å�”�U
C
\�b�”�D�ó
Q�U�K�“�‡�b�{

HSRP 
ƒ���p�x�z standby use-bia �¦�Ó�³�ã�ï�›�Ö�—�`�s�M�p�X�i�^�M�{ standby use-bia �¦�Ó�³�ã�ï
�›�Ö�—�b�”�q�z MLS �¤�ï�Ä�æ�x�^
R�^�•�‡�d�œ�{ standby use-bia �¦�Ó�³�ã�ï�›
ƒ���b�”�q�z HSRP
�ž�«�Â�Ÿ�Ò  � �ï�»�”�Ñ�£� �µ�U�ž�¿�Ó�‡�h�x�¼�¢�ï�t�s�l�h	Ô�ù�z�µ�»�ï�Ì�   VLAN � �ï�»�”
�Ñ�£� �µ�w�ç�”�»  CAM�¢�È
Ý�Ý�Þ�æ�£�ž�Å�è�µ�x�K�“�‡�d�œ�{�ç�”�»  CAM �ž�Å�è�µ�U�s�Z�•�y
�³�ã�”�Ä�§�¿�Ä�x�^
R�^�•�‡�d�œ�{�\�w�ð�J�x�z MSFC Cisco IOS �w�æ�æ�”�µ�q�x�Á�����p�b�¢�\
�w�ð�J�t�m�M�o�x�/��  CSCdz17169 �›�€	°�`�o�X�i�^�M�£ �{
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MSFC �w VLAN � �ï�»�”�Ñ�£� �µ	Í�t  HSRP �›
ƒ���b�”�t�x�z � �ï�»�”�Ñ�£� �µ  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t  HSRP �¬�ç�”�Ó  100 �t���b�”� �ï�»�”�Ñ�£� �µ�›
ƒ���b�”�«�›�Ô�`�‡�b�{

Router# configure terminal
Enter configuration commands, one per line.  End with CNTL/Z.
Router(config)# interface vlan100
Router(config-if)# standby 100 ip 172.20.100.10
Router(config-if)# standby 100 priority 110
Router(config-if)# standby 100 preempt
Router(config-if)# standby 100 timers 5 15
Router(config-if)# standby 100 authentication Secret
Router(config-if)# ^Z
Router# 


ƒ���«

�\�\�p�x�z	Ñ�Õ�;�ó�›�î�æ�b�”  3 �m�w
ƒ���«�›	º�p�`�‡�b�{

• �«  1�•�µ�”�Í�Ì� �²  �¤�ï�´�ï�S�‘�|  MSFC �›  1 �m�c�m�e�L�`�h  2 �m�w�³�ß�”�³�¢ p.22-32�£

• �«  2�•�µ�”�Í�Ì� �²  �¤�ï�´�ï�S�‘�|  MSFC �›  2 �m�c�m
÷
‹�`�h�o�°�³�ß�”�³�¢ p.22-33�£

• �«  3�•�µ�”�Í�Ì� �²  �¤�ï�´�ï�S�‘�|  MSFC �›  2 �m�c�m
÷
‹�`�h�Ã�á�ž�ç  �³�ß�”�³�¢ p.22-34�£

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 HSRP �›� �É�”�Ò�ç�t�`�z HSRP IP �ž�Å�è�µ�›�¦���`�‡
�b�{ group_number �›�¦���`�s�M	Ô�ù�z group 0 �U�–�;�^
�•�‡�b�{�Ä�å�Ò�ç�³�á�”�Â�Ÿ�ï�¬�›�0�›�t�b�”�h�Š�z�¬
�ç�”�Ó
j�ø�x  VLAN 
j�ø�q�°�•�b�”�‘�O�t
ƒ���`�o�X
�i�^�M�{

Router(config-if)# standby [group_number] ip 
[ip_address]

�µ�Â�¿�Ó 2 HSRP � �ï�»�”�Ñ�£� �µ�w�Ó�å� �¦�æ�Â�Ÿ�›�¦���`�‡
�b�{ HSRP �¬�ç�”�Ó�º�w	—�s�X�q�‹  1 �m�w� �ï�»�”�Ñ�£
� �µ�t�z�ô�M�Ó�å� �¦�æ�Â�Ÿ�›
ƒ���`�‡�b�¢�Ã�Ñ�¥�ç�Ä
�x  100 �p�b�£�{�Ó�å� �¦�æ�Â�Ÿ�w�7�‹�ô�M� �ï�»�”�Ñ�£
� �µ�U�z �f�w  HSRP �¬�ç�”�Ó�w�ž�«�Â�Ÿ�Ò  � �ï�»�”�Ñ�£
� �µ�t�s�“�‡�b�{

Router(config-if)# standby [group_number] priority  
priority 

�µ�Â�¿�Ó 3 � �ï�»�”�Ñ�£� �µ�U�q�O�w�ž�«�Â�Ÿ�Ò  HSRP � �ï�»�”
�Ñ�£� �µ�›
Œ	��¢ preempt�£�`�z�q�O�w�ž�«�Â�Ÿ�Ò  � �ï
�»�”�Ñ�£� �µ�‘�“�‹�Ó�å� �¦�æ�Â�Ÿ�U�ô�M	Ô�ù�z �f�w� 
�ï�»�”�Ñ�£� �µ�U�ž�«�Â�Ÿ�Ò�t�s�”�‘�O�t
ƒ���`�‡�b�{

Router(config-if)# standby [group_number] preempt 
[delay delay]

�µ�Â�¿�Ó 4 �¢�Ú�™�£� �ï�»�”�Ñ�£� �µ�w  HSRP hello �»� �Ú�”�S�‘�|
holdtime �»� �Ú�”�›
ƒ���` �‡�b�{�Ã�Ñ�¥�ç�Ä�‹�x�z 3

�¢ hello�£�S�‘�|  10�¢ holdtime�£�p�b�{ HSRP �¬�ç�”�Ó�w�b
�‚�o�w� �ï�»�”�Ñ�£� �µ�p�z �‰�a�»� �Ú�”�‹�›�–�;�b�”

ž�A�U�K�“�‡�b�{

Router(config-if)# standby [group_number] timers 
hellotime holdtime

�µ�Â�¿�Ó 5 �¢�Ú�™�£� �ï�»�”�Ñ�£� �µ�w�«�æ�ž  �Â�©�µ�Ä  HSRP �Ý	Â
�µ�Ä�æ�ï�¬�›�¦���`�‡�b�{ HSRP �¬�ç�”�Ó�w�b�‚�o�w� 
�ï�»�”�Ñ�£� �µ�p�z �‰�a�Ý	Â�µ�Ä�æ�ï�¬�›�–�;�b�”
ž�A
�U�K�“�‡�b�{

Router(config-if)# standby [group_number] 
authentication string
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�\�•�’�w�«�p�x�z�Ý� �ï  MSFC �x�ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤�ï�´�ï�t�e�L�^�•�o�M�‡�b�{�Ý� �ï
MSFC �w�µ�Â�”�»�µ�›
Q���b�”�t�x�z show fm features �¯�Ú�ï�Å�‡�h�x  show redundancy �¯�Ú�ï�Å
�›�–�;�`�‡�b�{�Í�w�«�p�x�z Router-16 �U�Ý� �ï  MSFC �p�b�{

Router-15# show redundancy
Designated Router: 1 Non-designated Router:2

Redundancy Status: non-designated
Config Sync AdminStatus  : enabled
Config Sync RuntimeStatus: enabled

Router-16# show redundancy
Designated Router: 1 Non-designated Router:2

Redundancy Status: designated
Config Sync AdminStatus  : enabled
Config sync RuntimeStatus: enabled

�«  1�•�µ�”�Í�Ì� �²  �¤�ï�´�ï�S�‘�|  MSFC �›  1 �m�c�m�e�L�`�h  2 �m�w�³�ß�”�³


$ 22-5 �p�x�z�µ�”�Í�Ì� �²  �¤�ï�´�ï	Í�t�Ë�   �ž�Õ� �å�Ï�æ�Â�Ÿ�›
ƒ���b�”�\�q�x�p�V�‡�d�œ�U�z
MSFC 	Í�t  HSRP �›
ƒ���b�”�\�q�U�p�V�‡�b�{


$ 22-5 1 �m�w�µ�”�Í�Ì� �²  �¤�ï�´�ï�q  1 �m�w MSFC �U�e�L�^�•�h  2 �m�w�³�ß�”�³

�Í�t�z�µ� �¿�½  S1 �w MSFC 	Í�t  HSRP �›
ƒ���b�”�«�›�Ô�`�‡�b�{

Console> (enable) switch console 15
Trying Router-15...
Connected to Router-15.
Type ^C^C^C to switch back...
Router# configure terminal
Enter configuration commands, one per line.  End with CNTL/Z.
Router(config)#  interface vlan10
Router(config-if)# standby 10 ip 172.20.100.10
Router(config-if)# standby 10 priority 110 
Router(config-if)#  standby 10 preempt
Router(config-if)#  standby 10 timers 5 15
Router(config-if)#  standby 10 authentication Secret
Router(config-if)#  interface vlan21
Router(config-if)#  standby 21 ip 192.20.100.21
Router(config-if)#  standby 21 priority 109 
Router(config-if)# standby 21 preempt
Router(config-if)# standby 21 timers 5 15
Router(config-if)#  standby 21 authentication Secret
Router(config-if)#  ^Z
Router# ^C^C^C

VLAN 10 VLAN 21

 S2

 1

Sup#1/MSFC#1
HSRP  VLAN 21  110
HSRP  VLAN 10  109

 S1

38
59

7

 1

Sup#1/MSFC#1
HSRP  VLAN 10  110
HSRP  VLAN 21  109
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�Í�t�z�µ� �¿�½  S2 �w MSFC 	Í�t  HSRP �›
ƒ���b�”�«�›�Ô�`�‡�b�{

Console> (enable) switch console 15
Trying Router-15...
Connected to Router-15.
Type ^C^C^C to switch back...
Router# configure terminal
Enter configuration commands, one per line.  End with CNTL/Z.
Router(config)# interface vlan10
Router(config-if)# standby 10 ip 172.20.100.10
Router(config-if)# standby 10 priority 109 
Router(config-if)# standby 10 preempt
Router(config-if)# standby 10 timers 5 15
Router(config-if)# standby 10 authentication Secret
Router(config-if)# interface vlan21
Router(config-if)# standby 21 ip 192.20.100.21
Router(config-if)# standby 21 priority 110 
Router(config-if)# standby 21 preempt
Router(config-if)# standby 21 timers 5 15
Router(config-if)#  standby 21 authentication Secret
Router(config-if)# ^Z
Router# ^C^C^C

�«  2�•�µ�”�Í�Ì� �²  �¤�ï�´�ï�S�‘�|  MSFC �›  2 �m�c�m
÷
‹�`�h�o�°�³�ß�”�³


$ 22-6 �p�x�z�µ�”�Í�Ì� �²  �¤�ï�´�ï	Í�t�Ë�   �ž�Õ� �å�Ï�æ�Â�Ÿ�›
ƒ���`�z MSFC 	Í�t  HSRP �›
ƒ
���`�o�M�‡�b�{


$ 22-6 	Ñ�Õ�µ�”�Í�Ì� �²  �¤�ï�´�ï�S�‘�|  MSFC �U�e�L�^�•�h�o�°�³�ß�”�³

VLAN 10 VLAN 21

 S1

 1

Sup#1 /MSFC#1
HSRP  VLAN 10  110
HSRP  VLAN 21  109

 2

Sup#2 /MSFC#2
HSRP  VLAN 21  110
HSRP  VLAN 10  109 38

59
6
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�Í�t�z�µ� �¿�½  S1 �w MSFC 	Í�t  HSRP �›
ƒ���b�”�«�›�Ô�`�‡�b�{

Console> (enable) switch console 15
Trying Router-15...
Connected to Router-15.
Type ^C^C^C to switch back...
Router# configure terminal
Enter configuration commands, one per line.  End with CNTL/Z.
Router(config)# interface vlan10
Router(config-if)# standby 10 ip 172.20.100.10
Router(config-if)# standby 10 priority 110 
Router(config-if)# standby 10 preempt
Router(config-if)# standby 10 timers 5 15
Router(config-if)# standby 10 authentication Secret
Router(config-if)#  interface vlan21
Router(config-if)# standby 21 ip 192.20.100.21
Router(config-if)#  standby 21 priority 109 
Router(config-if)# standby 21 preempt
Router(config-if)# standby 21 timers 5 15
Router(config-if)# standby 21 authentication Secret
Router(config-if)# ^Z
Router# ^C^C^C

Console> (enable) switch console 16
Trying Router-16...
Connected to Router-16.
Type ^C^C^C to switch back...
Router# configure terminal
Enter configuration commands, one per line.  End with CNTL/Z.
Router(config)# interface vlan10
Router(config-if)# standby 10 ip 172.20.100.10
Router(config-if)# standby 10 priority 109 
Router(config-if)# standby 10 preempt
Router(config-if)# standby 10 timers 5 15
Router(config-if)# standby 10 authentication Secret
Router(config-if)# interface vlan21
Router(config-if)# standby 21 ip 192.20.100.21
Router(config-if)# standby 21 priority 110
Router(config-if)# standby 21 preempt
Router(config-if)# standby 21 timers 5 15
Router(config-if)# standby 21 authentication Secret
Router(config-if)# ^Z
Router# ^C^C^C

�«  3�•�µ�”�Í�Ì� �²  �¤�ï�´�ï�S�‘�|  MSFC �›  2 �m�c�m
÷
‹�`�h�Ã�á�ž�ç  �³�ß�”�³


$ 22-7 �w 2 �m�w Catalyst 6500 � ³ �æ�” �¶  �µ �   �¿�½�¢ S1 �S� ‘ � |  S2�£�x�z� f � • �g �• �µ�é�¿�Ä  1
�¢ Sup #1/MSFC #1�£�q�µ�é�¿�Ä  2�¢ Sup #2/MSFC #2�£�t  MSFC �S�‘�|�µ�”�Í�Ì� �²  �¤�ï�´�ï�U�e�L
�^�•�o�M�‡�b�{�è� �à -2 �ç�”�Ó�x
ƒ���^�•�o�M�s�M�w�p�z�¯�ï�Ì�”�´�£�ï�µ�S�‘�|
Û�Y
ü�„�t�x
HSRP �U�–�;�^�•�‡�b�{�†�µ� �¿�½�q�‹�z Sup #1 �U�ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤�ï�´�ï�p�z Sup #2 �x
�µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�p�b�{
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$ 22-7 �Ã�á�ž�ç  MSFC �á�;�Þ�Ã�ç�w	Ñ�Õ�;�ó�S�‘�|
Û�Y
ü�„

�Í�t�z�µ� �¿�½  S1 �w MSFC 	Í�t  HSRP �›
ƒ���b�”�«�›�Ô�`�‡�b�{

Console> (enable) switch console 15
Trying Router-15...
Connected to Router-15.
Type ^C^C^C to switch back...
Router# configure terminal
Enter configuration commands, one per line.  End with CNTL/Z.
Router(config)# interface vlan10
Router(config-if)# standby 10 ip 172.20.100.10
Router(config-if)# standby 10 priority 110
Router(config-if)# standby 10 preempt
Router(config-if)# standby 10 timers 5 15
Router(config-if)# standby 10 authentication Secret
Router(config-if)# interface vlan21
Router(config-if)# standby 21 ip 192.20.100.21
Router(config-if)# standby 21 priority 108
Router(config-if)# standby 21 preempt
Router(config-if)# standby 21 timers 5 15
Router(config-if)# standby 21 authentication Secret
Router(config-if)# ^Z
Router# ^C^C^C

Console> (enable) switch console 16
Trying Router-16...
Connected to Router-16.
Type ^C^C^C to switch back...
Router# configure terminal
Enter configuration commands, one per line.  End with CNTL/Z.
Router(config)# interface vlan10
Router(config-if)# standby 10 ip 172.20.100.10
Router(config-if)# standby 10 priority 109
Router(config-if)# standby 10 preempt
Router(config-if)# standby 10 timers 5 15
Router(config-if)# standby 10 authentication Secret
Router(config-if)# interface vlan21
Router(config-if)# standby 21 ip 192.20.100.21
Router(config-if)# standby 21 priority 107
Router(config-if)# standby 21 preempt
Router(config-if)# standby 21 timers 5 15
Router(config-if)# standby 21 authentication Secret
Router(config-if)# ^Z
Router# ^C^C^C

VLAN 10 VLAN 21

 S2 S1

38
59

9

 1

Sup#1/MSFC#1
HSRP  VLAN 10  110
HSRP  VLAN 21  108

 2

Sup#2/MSFC#2
HSRP  VLAN 10  109
HSRP  VLAN 21  107

 1

Sup#1/MSFC#1
HSRP  VLAN 10  108
HSRP  VLAN 21  110

 2

Sup#2/MSFC#2
HSRP  VLAN 10  107
HSRP  VLAN 21  109
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�Í�t�z�µ� �¿�½  S2 �w MSFC 	Í�t  HSRP �›
ƒ���b�”�«�›�Ô�`�‡�b�{

Console> (enable) switch console 15
Trying Router-15...
Connected to Router-15.
Type ^C^C^C to switch back...
Router# configure terminal
Enter configuration commands, one per line.  End with CNTL/Z.
Router(config)# interface vlan10
Router(config-if)# standby 10 ip 172.20.100.10
Router(config-if)# standby 10 priority 108
Router(config-if)# standby 10 preempt
Router(config-if)# standby 10 timers 5 15
Router(config-if)# standby 10 authentication Secret
Router(config-if)# interface vlan21
Router(config-if)# standby 21 ip 192.20.100.21
Router(config-if)# standby 21 priority 110
Router(config-if)# standby 21 preempt
Router(config-if)# standby 21 timers 5 15
Router(config-if)# standby 21 authentication Secret
Router(config-if)# ^Z
Router# ^C^C^C

Console> (enable) switch console 16
Trying Router-16...
Connected to Router-16.
Type ^C^C^C to switch back...
Router# configure terminal
Enter configuration commands, one per line.  End with CNTL/Z.
Router(config)# interface vlan10
Router(config-if)# standby 10 ip 172.20.100.10
Router(config-if)# standby 10 priority 107
Router(config-if)# standby 10 preempt
Router(config-if)# standby 10 timers 5 15
Router(config-if)# standby 10 authentication Secret
Router(config-if)# interface vlan21
Router(config-if)# standby 21 ip 192.20.100.21
Router(config-if)# standby 21 priority 109
Router(config-if)# standby 21 preempt
Router(config-if)# standby 21 timers 5 15
Router(config-if)# standby 21 authentication Secret
Router(config-if)# ^Z
Router# ^C^C^C

MSFC 
ƒ���‰�8�=�w�“�A

MSFC �Ë�   �ž�Õ� �å�Ï�æ�Â�Ÿ�t�‘�“�z�Ý� �ï  MSFC�¢�7	s�t�¦�ï�å� �ï�t�s�”  MSFC�z�‡�h�x�¦�ï
�å� �ï�Ì���U�7�‹�Õ�M  MSFC�£�q�z
‡�Ý� �ï  MSFC �q�w���p�z�µ�»�”�Ä�ž�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï�S�‘�|�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�×�ˆ�$�t�‰�8�=�b�”�\�q�U�p�V�‡�b�{ �Ë�   �ž�Õ� �å�Ï
�æ�Â�Ÿ	Ñ�Õ�;�ó�x�z�Ã�Ñ�¥�ç�Ä�p�x�Ã�Ÿ�·�”�Ò�ç�p�b�{

�«�™ 
ƒ���‰�8�=�U�±�Ù�”�Ä�^�•�o�M�”�w�x�z IP �S�‘�|  IPX �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t�0�`�o�i�Z�p�b�{
�‰�8�=�›� �É�”�Ò�ç�t�b�”
²�t�z�†�M�w  MSFC �U�b�‚�o�w�Ó�é�Ä�¯�ç�t�m�M�o�‰�a
ƒ���›�Ë�m�‘
�O�t�b�”
ž�A�U�K�“�‡�b�{ AppleTalk�z DECnet�z VINES�z�‡�h�x�f�w���w�ç�”�Â�Ÿ�ï�¬�›�–�;�`�o
�M�”	Ô�ù�x�z�†�M�w  MSFC �p�b�‚�o�w�Ó�é�Ä�¯�ç�t�m�M�o�‰�a
ƒ���›�Ë�m�‘�O�t	��ˆ�p
ƒ���b�”

ž�A�U�K�“�‡�b�{
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�Ý� �ï  MSFC �w�µ�Â�”�»�µ�›
Q���b�”�t�x�z show fm features �¯�Ú�ï�Å�‡�h�x  show redundancy �¯
�Ú�ï�Å�›�–�;�`�‡�b�{

Router-15# show redundancy
Designated Router: 1 Non-designated Router:2

Redundancy Status: non-designated
Config Sync AdminStatus  : enabled
Config Sync RuntimeStatus: enabled

Router-16# show redundancy
Designated Router: 1 Non-designated Router:2

Redundancy Status: designated
Config Sync AdminStatus  : enabled
Config sync RuntimeStatus: enabled

�Ë�   �ž�Õ� �å�Ï�æ�Â�Ÿ	Ñ�Õ�;�ó�x�z�µ�»�”�Ä�ž�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�S�‘�|�î�æ�¯�ï�Ñ�Ÿ
�ª�á�è�”�³�ã�ï�›�‰�8�=�`�‡�b�{

�Ë�   �ž�Õ� �å�Ï�æ�Â�Ÿ	Ñ�Õ�;�ó�›� �É�”�Ò�ç�t�b�”�q�z�Ý� �ï  MSFC 	Í�p�Í�w�M�c�•�T�w�¯�Ú�ï
�Å�›�Ö�—�`�h	Ô�ù�z�†�M�w  MSFC �w�µ�»�”�Ä�ž�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�U�Ë	ý�^�•�‡�b�{

• write mem

• copy source startup-config 

�Ë�   �ž�Õ� �å�Ï�æ�Â�Ÿ	Ñ�Õ�;�ó�›� �É�”�Ò�ç�t�b�”�q�z�Ý� �ï  MSFC 	Í�p�î�æ�`�h�b�‚�o�w�¯�ï
�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �¯�Ú�ï�Å�U�z
‡�Ý� �ï  MSFC �t
ù	ô�^�•�‡�b�{�‡�h�z�Ý� �ï  MSFC 	Í�p  copy
source running-config �¯�Ú�ï�Å�›�Ö�—�b�”�q�z�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�w�‰�8�=�U�Ë	ý�^�•�‡
�b�{

�\�\�p�x�z MSFC 
ƒ���‰�8�=�t�m�M�o
†�Ì�`�‡�b�{

• 
ƒ���‰�8�=�w�µ�Â�”�Ä�¢ p.22-37�£

• alt �©�”�ë�”�Å�w�–�;�M�O�¢ p.22-38�£


ƒ���‰�8�=�w�µ�Â�”�Ä


ƒ���‰�8�=�t�x�z�Í�w  2 �m�w�µ�Â�”�Ä�U�K�“�‡�b�{

• Config Sync AdminStatus �•  �â�”�²�U
ƒ���`�h�;�ó�U�z�h�i�j�t
S�é�^�•�‡�b�{

• Config Sync RuntimeStatus �•  �Í�w	Ô�ù�t�v�“�z� �É�”�Ò�ç�t�s�“�‡�b�{

�µ �Ý� �ï�S�‘�|
‡�Ý� �ï  MSFC �w�†�M�p�z Config Sync AdminStatus �U� �É�”�Ò�ç�t�s�l�o�M
�”	Ô�ù

�µ �Ý� �ï�S�‘�|
‡�Ý� �ï  MSFC �U�“�õ� �Ý�”�´�›�î�æ�`�o�M�”	Ô�ù

Config Sync RuntimeStatus �U� �É�”�Ò�ç�w	Ô�ù�t�x�z�Í�w	Ý�6�t�s�“�‡�b�{

• 
‡�Ý� �ï  MSFC �w CLI �p�x�z�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�›�–�;�p�V�‡�d�œ�{ EXEC �Þ�”�Å
�x�–�;�p�V�‡�b�{

• alt �©�”�ë�”�Å�U�–�;�p�V�z
ž�A�t�s�“�‡�b�¢ alt �©�”�ë�”�Å�w	Ä�I�t�m�M�o�x�z �®alt �©�”�ë�”
�Å�w�–�;�M�O�¯ [p.22-38]  �›�€	°�£ �{

• �î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�q�µ�»�”�Ä�ž�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�U�‰�8�=�^�•�‡�b�{

Config Sync RuntimeStatus �U�Ã�Ÿ�·�”�Ò�ç�w	Ô�ù�t�x�z�Í�w	Ý�6�t�s�“�‡�b�{

• �†�M�w  MSFC �w CLI 	Í�p�z�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�›�–�;�p�V�‡�b�{

• alt �©�”�ë�”�Å�›�–�;�p�V�‡�b�U�z�–�;�x�Ú�™�p�b�{

• �î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�q�µ�»�”�Ä�ž�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�x�‰�8�=�^�•�‡�d�œ�{
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�¤	��w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�S�‘�|�á�;�«�x�z �®�Ë�   �ž�Õ� �å�Ï�æ�Â�Ÿ	Ñ�Õ�;�ó�w
ƒ���«�¯
�¢ p.22-39�£ �›�€	°�`�o�X�i�^�M�{

alt �©�”�ë�”�Å�w�–�;�M�O

Config Sync RuntimeStatus �U� �É�”�Ò�ç�w	Ô�ù�z
‡�Ý� �ï  MSFC 	Í�p�x�z EXEC �Þ�”�Å�i�Z�x�–�;
�p�V�‡�b�U�z �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�x�–�;�p�V�‡�d�œ�{ �†�M�w  MSFC �w�¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï�x�z�Ý� �ï  MSFC �w�¯�ï�¹�”�ç�‡�h�x  Telnet �·�¿�³�ã�ï�&���p�æ�M�‡�b�{

�o�°�¯�ï�¹�”�ç�T�’�†�M�w  MSFC �›
ƒ���b�”�t�x�z alt �©�”�ë�”�Å�›�–�;�`�o�z�E�8�¯�ï�Ñ�Ÿ�ª�á
�è�”�³�ã�ï�›�æ�O�\�q�›�¦���`�‡�b�{�E�8�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�¦���`�h	Ô�ù�z alt �©�”�ë�”
�Å�w
²�t�Ö�—�`�h�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�x�µ� �¿�½�w�µ�é�¿�Ä  1 �w�µ�”�Í�Ì� �²  �¤�ï�´�ï	Í�w
MSFC �t�&�;�^�•�z alt �©�”�ë�”�Å�w�K�q�t�Ö�—�`�h�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�x�µ�é�¿�Ä  2 �w�µ�”�Í
�Ì� �²  �¤�ï�´�ï	Í�w  MSFC �t�&�;�^�•�‡�b�{

�¢�«�£ Config Sync AdminStatus �›� �É�”�Ò�ç�t�b�”�q�V�x�z alt �©�”�ë�”�Å�›�Ö�—�b�”
ž�A�U�K�“�‡�b�{


¯ 22-3 �t�z alt �©�”�ë�”�Å�w���‡�•�”� �ï�»�”�Ñ�£� �µ�S�‘�|�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï
�¯�Ú�ï�Å�›�Ô�`�‡�b�{

�Í�t�z ip address �¯�Ú�ï�Å�p�w  alt �©�”�ë�”�Å�w�–�;�«�›�Ô�`�‡�b�{

Router-1(config-if)# ip address 1.2.3.4 255.255.255.0 alt ip address 1.2.3.5 
255.255.255.0


ƒ���‰�8�=�w� �É�”�Ò�ç�=�S�‘�|�Ã�Ÿ�·�”�Ò�ç�=

�Ë�   �ž�Õ� �å�Ï�æ�Â�Ÿ	Ñ�Õ�;�ó�›� �É�”�Ò�ç�t�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡
�b�{


¯ 22-3 alt �©�”�ë�”�Å�w���‡�•�”� �ï�»�”�Ñ�£� �µ�S�‘�|�¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �¯�Ú�ï�Å

� �ï�»�”�Ñ�£� �µ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �¯�Ú�ï�Å �¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �¯�Ú�ï�Å

• [no] standby [group_number] ip [ip_address [secondary]] 
alt [no] standby [group_number] ip [ip_address 
[secondary]]

• [no] standby [group_number] priority  priority [preempt 
[delay delay]] alt [no] standby [group_number] priority  
priority [preempt [delay delay]]

• [no] ip address ip_address mask [secondary] alt [no] ip 
address ip_address mask [secondary]

• [no] ipx network network [encapsulation 
encapsulation_type [secondary]] [ alt [no] ipx network 
network [encapsulation encapsulation_type [secondary]]]

• [no] hostname hostname alt hostname hostname

• [no] ip default-gateway ip_address alt [no] ip 
default-gateway ip_address 

• router bgp autonomous_system
bgp router-id ip_address [alt ip_address]

• router ospf process_id
router-id  ip_address [alt ip_address]

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 	Ñ�Õ�;�ó�›� �É�”�Ò�ç�t�`�‡�b�{ redundancy

�µ�Â�¿�Ó 2 �Ë�   �ž�Õ� �å�Ï�æ�Â�Ÿ�›� �É�”�Ò�ç�t�`�‡�b�{ high-availability

�µ�Â�¿�Ó 3 
ƒ���‰�8�=�›� �É�”�Ò�ç�‡�h�x�Ã�Ÿ�·�”�Ò�ç�t
�`�‡�b�{

[no] config-sync
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�Í �t�z�Ë�   �ž �Õ�  �å� Ï �æ�Â�Ÿ	Ñ�Õ�; �ó�S� ‘ � | 
ƒ� � �‰�8�=�› �   �É�” �Ò�ç� t �b � ” �« � › �Ô�`�‡�b
�¢ Router-15 �U�Ý� �ï  MSFC �p�b�£�{

Console>(enable) session 15
Trying Router-15...
Connected to Router-15.
Escape character is ’^]’.

Router-15> enable
Router-15# configure terminal
Enter configuration commands, one per line.  End with CNTL/Z.
Router-15(config)# redundancy  
Router-15(config-r)# high-availability  
Router-15(config-r-ha)# config-sync  
Router-15(config-r-ha)# end

�¢�«�£ �Ë�   �ž�Õ� �å�Ï�æ�Â�Ÿ	Ñ�Õ�;�ó�›� �É�”�Ò�ç�t�b�”�q�z
‡�Ý� �ï  MSFC 	Í�w�¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï  �Þ�”�Å�x�Ã�Ÿ�·�”�Ò�ç�t�s�“�z�–�;�p�V�”�w�x  EXEC �Þ�”�Å�i�Z�t�s�“�‡�b�{

�Í�w�«�p�x�z Router-16 �x
‡�Ý� �ï  MSFC �p�b�{�Ë�   �ž�Õ� �å�Ï�æ�Â�Ÿ	Ñ�Õ�;�ó�S�‘�|
ƒ���‰�8�=
�U� �É�”�Ò�ç�t
ƒ���^�•�o�M�‡�b�{

Console>(enable) session 16
Trying Router-16...
Connected to Router-16.
Escape character is ’^]’.

Router-16> enable
Router-16# configure terminal
Config mode is disabled on non-designated Router, please configure from designated 
Router

�Ë�   �ž�Õ� �å�Ï�æ�Â�Ÿ	Ñ�Õ�;�ó�w
ƒ���«

�\�\�p�x�z �Ë�   �ž�Õ� �å�Ï�æ�Â�Ÿ�S�‘�|
ƒ���‰�8�=�›� �É�”�Ò�ç�t�b�”�«�›�z �M�X�m�T	º�p�`�‡�b�{

• �«  1�•�†�M�w  MSFC 	Í�p
ƒ���‰�8�=�›� �É�”�Ò�ç�=�¢ p.22-39�£

• �«  2�•�Ý� �ï  MSFC 	Í�p
ƒ���‰�8�=�›�Ã�Ÿ�·�”�Ò�ç�=�¢ p.22-43�£

• �«  3�•�Ý� �ï  MSFC �›�ž�¿�Ó�t�b�”	Ô�ù�¢ p.22-43�£

• �«  4�•
‡�Ý� �ï  MSFC �›�ž�¿�Ó�t�b�”	Ô�ù�¢ p.22-43�£

• �«  5�•�Ý� �ï  MSFC �U�¼�¢�ï�`�h	Ô�ù�¢ p.22-45�£

�«  1�•�†�M�w  MSFC 	Í�p
ƒ���‰�8�=�›� �É�”�Ò�ç�=

�†�M�w  MSFC �U�ž�¿�Ó�t�s�l�o�M�”�\�q�U
²���p�b�{

�†�M�w  MSFC �w
ƒ���‰�8�=�›� �É�”�Ò�ç�t�b�”�q�z�7	s�t�b�‚�o�w� �ï�»�”�Ñ�£� �µ	Í�w  IP �ž�Å
�è�µ�U�½�£�¿�«�^�•�‡�b�{�Ý� �ï  MSFC �t  IP �ž�Å�è�µ�U
ƒ���^�•�z
‡�Ý� �ï  MSFC �t�¦���^�•�o
�M�s�M�q�z�E�8  IP �ž�Å�è�µ�U�¦���^�•�o�M�s�M�7	s�w� �ï�»�”�Ñ�£� �µ�›�Ô�b�Ý�¿�·�”�´�U
¯�Ô
�^�•�‡�b�{

IP �ž�Å�è�µ�w�½�£�¿�«�U	4�ƒ�b�”�q�z HSRP �w�ž�Å�è�µ�U�½�£�¿�«�^�•�‡�b�{ �Ý� �ï  MSFC �t  HSRP
�ž�Å�è�µ�U
ƒ���^�•�z
‡�Ý� �ï  MSFC �t�¦���^�•�o�M�s�M�q�z�E�8  HSRP�¢�µ�»�ï�Ì� �£�ž�Å�è�µ
�U�¦���^�•�o�M�s�M�7	s�w� �ï�»�”�Ñ�£� �µ�›�Ô�b�Ý�¿�·�”�´�U
¯�Ô�^�•�‡�b�{

HSRP �ž�Å�è�µ�w�½�£�¿�«�U	4�ƒ�b�”�q�z IPX �É�¿�Ä�ë�”�«  �ž�Å�è�µ�U�½�£�¿�«�^�•�‡�b�{



�H 22 	·       	Ñ�Õ�;�ó�w
ƒ��
MSFC 	Ñ�Õ�;�ó

22-40
Catalyst 6500 �³�æ�”�¶  �µ� �¿�½  �¹�Ñ�Ä�¢�£�ž  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �¨� �Å

OL-7193-01-J

�Ý� �ï  MSFC �›�7	s�t
ƒ���`�‡�b�{�Í�w�«�x�z VLAN 1 � �ï�»�”�Ñ�£� �µ�w�E�8�¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï�U
ƒ���^�•�o�M�s�M�\�q�›�Ô�`�o�M�‡�b�{

Router-16# configure terminal
Enter configuration commands, one per line.  End with CNTL/Z.
Router-16(config)# redundancy
Router-16(config-r)# high-availability
Router-16(config-r-ha)# config-sync

Alternate IP address missing for Vlan1
The alternate configuration is missing. The auto-config sync can not be enabled

�¢�«�£ �E�8  IP �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�¦���b�”	Ô�ù�z alt �©�”�ë�”�Å�w
²�t�Ö�—�`�h�¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï�x�µ� �¿�½�w�µ�é�¿�Ä  1 �w�µ�”�Í�Ì� �²  �¤�ï�´�ï	Í�w  MSFC �t�&�;�^�•�z alt �©�”�ë�”�Å�w
�K�q�t�Ö�—�`�h�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�x�µ�é�¿�Ä  2 �w�µ�”�Í�Ì� �²  �¤�ï�´�ï	Í�w  MSFC �t�&�;
�^�•�‡�b�{	Ä�I�t�m�M�o�x�z �®alt �©�”�ë�”�Å�w�–�;�M�O�¯ �¢ p.22-38�£ �›�€	°�`�o�X�i�^�M�{

�Í�t�z VLAN 1 �w�E�8�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�¦���b�”�«�›�Ô�`�‡�b�{

Router-16(config)# interface vlan 1
Router-16(config-if)# ip address 70.0.70.4 255.255.0.0 alt ip address 70.0.70.5 
255.255.0.0
Router-16(config-if)# exit

�Í�t�z�Ë�   �ž�Õ� �å�Ï�æ�Â�Ÿ	Ñ�Õ�;�ó�›
ƒ���b�”�«�›�Ô�`�‡�b�{

Router-16(config)# redundancy  
Router-16(config-r)# high-availability  
Router-16(config-r-ha)# config-sync 
Router-16(config-r-ha)# end
Router-16#
00:03:31: %SYS-5-CONFIG_I: Configured from console by console


‡�Ý� �ï  MSFC �w Config Sync AdminStatus �U�Ã�Ÿ�·�”�Ò�ç�t�s�l�o�M�”�w�p�z�Ý� �ï  MSFC �w
Config Sync RuntimeStatus �x�Ã�Ÿ�·�”�Ò�ç  �Þ�”�Å�w�‡�‡�p�b�{�Ý� �ï  MSFC �t�z�Í�w�Ý�¿�·�”�´�U

¯�Ô�^�•�‡�b�{

00:17:05: %RUNCFGSYNC-6-SYNCEVENT: 
Non-Designated Router is now online 
High-Availability Redundancy Feature is not enabled on the Non-Designated Router

�Í�t�z
‡�Ý� �ï  MSFC 	Í�p
ƒ���‰�8�=�›� �É�”�Ò�ç�t�b�”�«�›�Ô�`�‡�b�{

Router-151(config)# redundancy  
Router-15(config-r)# high-availability  
Router-15(config-r-ha)# config-sync  
Router-15(config-r-ha)# end
Router-15# 
00:03:31: %SYS-5-CONFIG_I: Configured from console by console

�¢�«�£ �Ë�   �ž�Õ� �å�Ï�æ�Â�Ÿ	Ñ�Õ�;�ó�›� �É�”�Ò�ç�t�b�”�q�z
‡�Ý� �ï  MSFC �w�¯�ï�¹�”�ç�w�¯�ï�Ñ�Ÿ
�ª�á�è�”�³�ã�ï  �Þ�”�Å�x�Ã�Ÿ�·�”�Ò�ç�t�s�“�z�–�;�p�V�”�w�x  EXEC �Þ�”�Å�i�Z�t�s�“�‡�b�{
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‡�Ý� �ï  MSFC 	Í�t�z�Ë�   �ž�Õ� �å�Ï�æ�Â�Ÿ�;�ó�U� �É�”�Ò�ç�t�s�“�z�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï
�Þ�”�Å�U�×�ˆ�$�t	4�ƒ�b�”�\�q�›�Ô�b�z�Í�w�Ý�¿�·�”�´�U
¯�Ô�^�•�‡�b�{

00:18:57: %RUNCFGSYNC-6-SYNCEVENT: 
The High-Availability Redundancy Feature is enabled 
The config mode is no longer accessible

Router-15#

00:19:41: %RUNCFGSYNC-6-SYNCEVENT: 
Non-Designated Router is now online 
Running Configuration Synchronization will begin in 1 minute


‡�Ý� �ï  MSFC �›�†���^�d�”�h�Š�z 1 
ü���w�»� �Ú�”�U�µ�»�”�Ä�`�‡�b�{�»� �Ú�”�U
~�•�”�q�z�q
�O�w�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�w�µ�Æ�¿�Ó�³�ã�¿�Ä�U
‡�Ý� �ï  MSFC �t
ù	ô�^�•�‡�b�{ �î�æ�¯�ï
�Ñ�Ÿ�ª�á�è�”�³�ã�ï�U�‰�8�=�^�•�”
²�t�z�Í�w�Ý�¿�·�”�´�U
¯�Ô�^�•�‡�b�{

00:20:41: %RUNCFGSYNC-6-SYNCEVENT: 
Syncing Running Configuration to the Non-Designated Router

00:20:41: %RUNCFGSYNC-6-SYNCEVENT: 
Syncing Startup Configuration to the Non-Designated Router

�Ž�<�w�«�x�z�Ý� �ï  MSFC �q
‡�Ý� �ï  MSFC �U�‰�8�=�^�•�z�‰�a�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�U
ƒ
���^�•�o�M�”�\�q�›�Ô�`�o�M�‡�b�{

<designated MSFC>
Router-16# show running-config
Building configuration...

Current configuration:
!
version 12.1
service timestamps debug uptime
service timestamps log uptime
no service password-encryption
!
hostname Router-15 alt hostname Router-16
!
boot bootldr bootflash:c6msfc-boot-mz.120-7.XE1
!
ip subnet-zero
!
ip cef
redundancy
 high-availability
 config-sync
cns event-service server
!
!
!
interface Vlan1
 ip address 70.0.70.4 255.255.0.0 alt ip address 70.0.70.5 255.255.0.0
!
interface Vlan10
ip address 192.10.10.1 255.255.255.0 alt ip address 192.10.10.2 255.255.255.0
 no ip redirects
 shutdown
 standby ip 192.20.20.1 alt standby ip 192.20.20.1
!
ip classless
ip route 223.255.254.0 255.255.255.0 70.0.100.0
no ip http server
!
!
!
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line con 0
 transport input none
line vty 0 4
 login
 transport input lat pad mop telnet rlogin udptn nasi
!
end

<nondesignated MSFC>
Router-15# show running-config
Building configuration...

Current configuration:
!
version 12.1
service timestamps debug uptime
service timestamps log uptime
no service password-encryption
!
hostname Router1 alt hostname Router2
!
boot bootldr bootflash:c6msfc-boot-mz.120-7.XE1
!
ip subnet-zero
!
ip cef
redundancy
 high-availability
 config-sync
cns event-service server
!
!
!
interface Vlan1
 ip address 70.0.70.4 255.255.0.0 alt ip address 70.0.70.5 255.255.0.0
!
interface Vlan10
ip address 192.10.10.1 255.255.255.0 alt ip address 192.10.10.2 255.255.255.0
 no ip redirects
 shutdown
 standby ip 192.20.20.1 alt standby ip 192.20.20.1
!
ip classless
ip route 223.255.254.0 255.255.255.0 70.0.100.0
no ip http server
!
!
!
line con 0
 transport input none
line vty 0 4
 login
 transport input lat pad mop telnet rlogin udptn nasi
!
end
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�«  2�•�Ý� �ï  MSFC 	Í�p
ƒ���‰�8�=�›�Ã�Ÿ�·�”�Ò�ç�=

�\�w�«�p�x�z
ƒ���‰�8�=�U�b�p�t� �É�”�Ò�ç�t
ƒ���^�•�o�M�‡�b�{
ƒ���‰�8�=�›�Ã�Ÿ�·�”�Ò�ç�t�b
�”�«�›�Ô�`�‡�b�{

Router-16# configure terminal
Enter configuration commands, one per line.  End with CNTL/Z.
Router2(config)# redundancy  
Router2(config-r)# high-availability  
Router2(config-r-ha)# no config-sync  


ƒ���‰�8�=�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�q�z
‡�Ý� �ï  MSFC 	Í�t�Í�w�Ý�¿�·�”�´�U
¯�Ô�^�•�‡�b�{

00:13:00: %RUNCFGSYNC-6-SYNCEVENT: 
The High-Availability Redundancy Feature is now disabled 
The config mode is now accessible

�Ý� �ï�S�‘�|
‡�Ý� �ï  MSFC �w�†�M�p�z CLI �w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�›�–�;�b�”�\�q�U�p
�V�‡�b�{

�«  3�•�Ý� �ï  MSFC �›�ž�¿�Ó�t�b�”	Ô�ù

�\�w�«�p�x�z Config Sync AdminStatus �U�b�p�t� �É�”�Ò�ç�t
ƒ���^�•�o�M�‡�b�{�Ý� �ï  MSFC �x�E
�8�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�U	Â�`�z
‡�Ý� �ï  MSFC �U�ž�¿�Ó�t�s�l�h�Ì�:�p�z�¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï�›�‰�8�=�`�‡�b�{


‡�Ý� �ï  MSFC �x�‡�i�ž�¿�Ó�t�s�l�o�M�s�M�w�p�z Config Sync RuntimeStatus �x�Ã�Ÿ�·�”�Ò�ç�p�b�{
�`�h�U�l�o�z
ƒ���‰�8�=�x�î�æ�^�•�‡�d�œ�{
‡�Ý� �ï  MSFC �w	Ø�C�t�m�M�o�x�z �®�«  4�•
‡�Ý� �ï
MSFC �›�ž�¿�Ó�t�b�”	Ô�ù�¯ �¢ p.22-43�£ �›�€	°�`�o�X�i�^�M�{

�Í�w�«�p�x�z Router-16 �U�Ý� �ï  MSFC �p�b�{ Config Sync AdminStatus �x� �É�”�Ò�ç�z Config Sync
RuntimeStatus �x�Ã�Ÿ�·�”�Ò�ç�t
ƒ���^�•�o�M�‡�b�{

Router-16# show redundancy
Designated Router: 1 Non-designated Router:0

Redundancy Status: designated
Config Sync AdminStatus  : enabled
Config Sync RuntimeStatus: disabled

�«  4�•
‡�Ý� �ï  MSFC �›�ž�¿�Ó�t�b�”	Ô�ù

Config Sync AdminStatus �U� �É�”�Ò�ç�w	Ô�ù

�\�w�«�p�x�z
‡�Ý� �ï  MSFC �U�Ý� �ï  MSFC �t�0�`�o�z
‡�Ý� �ï  MSFC �U�ž�¿�Ó�t�s�“�z Config
Sync AdminStatus �U� �É�”�Ò�ç�t�s�l�h�\�q�›�è�Œ�`�o�M�‡�b�{ �Ý� �ï  MSFC �x
‡�Ý� �ï  MSFC �t�z
Config Sync RuntimeStatus �›� �É�”�Ò�ç�t�b�”�‘�O�t�A�{�`�o�M�‡�b�{
‡�Ý� �ï  MSFC �w Config
Sync RuntimeStatus �U� �É�”�Ò�ç�t�s�“�‡�b�{


‡�Ý� �ï  MSFC �t�x�z�Í�w�Ý�¿�·�”�´�U
¯�Ô�^�•�‡�b�{

00:00:07: %RUNCFGSYNC-6-SYNCEVENT: 
The High-Availability Redundancy Feature is enabled 
The config mode is no longer accessible

00:00:51: %RUNCFGSYNC-6-SYNCEVENT: 
Non-Designated Router is now online 
Running Configuration Synchronization will begin in 1 minute
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‡�Ý� �ï  MSFC �›�†���^�d�”�h�Š�z 1 
ü���w�»� �Ú�”�U�µ�»�”�Ä�`�‡�b�{�»� �Ú�”�U
~�•�”�q�z�q
�O�w�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�w�µ�Æ�¿�Ó�³�ã�¿�Ä�U
‡�Ý� �ï  MSFC �t
ù	ô�^�•�‡�b�{ �î�æ�¯�ï
�Ñ�Ÿ�ª�á�è�”�³�ã�ï�U�‰�8�=�^�•�”
²�t�z�Í�w�Ý�¿�·�”�´�U
¯�Ô�^�•�‡�b�{

00:01:51: %RUNCFGSYNC-6-SYNCEVENT: 
Syncing Running Configuration to the Non-Designated Router

Config Sync AdminStatus �U�Ã�Ÿ�·�”�Ò�ç�w	Ô�ù

�\�w�«�p�x�z
‡�Ý� �ï  MSFC �U�Ý� �ï  MSFC �t�0�`�z�ž�¿�Ó�t�s�l�h�\�q�›�è�Œ�`�o�M�‡�b�{
‡�Ý
� �ï  MSFC �w Config Sync AdminStatus �x�Ã�Ÿ�·�”�Ò�ç�s�w�p�z�Ý� �ï  MSFC �t�z
‡�Ý� �ï  MSFC
�w�Ë�   �ž�Õ� �å�Ï�æ�Â�Ÿ	Ñ�Õ�;�ó�›� �É�”�Ò�ç�t�b�”
ž�A�U�K�”�\�q�›�Ô�b�Í�w�Ý�¿�·�”�´�U
¯
�Ô�^�•�‡�b�{

Router-16# 
Non-Designated Router came up.
High-Availability Redundancy Feature is not enabled on the Non-Designated Router

�Í�t�z
‡�Ý� �ï  MSFC 	Í�p�z�Ë�   �ž�Õ� �å�Ï�æ�Â�Ÿ	Ñ�Õ�;�ó�›� �É�”�Ò�ç�t�b�”�«�›�Ô�`�‡�b�{

Router-15# configure terminal
Enter configuration commands, one per line.  End with CNTL/Z.
Router-15(config)# redundancy  
Router-15(config-r)# high-availability  
Router-15(config-r-ha)# config-sync 
Router-15(config-r-ha)# 
00:03:47: %SYS-5-CONFIG_I: Configured from console by console
00:03:47: %RUNCFGSYNC-6-SYNCEVENT: 
The High-Availability Redundancy Feature is enabled 
The config mode is no longer accessible

00:00:51: %RUNCFGSYNC-6-SYNCEVENT: 
Non-Designated Router is now online 
Running Configuration Synchronization will begin in 1 minute


‡�Ý� �ï  MSFC �›�†���^�d�”�h�Š�z 1 
ü���w�»� �Ú�”�U�µ�»�”�Ä�`�‡�b�{�»� �Ú�”�U
~�•�”�q�z�q
�O�w�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�w�µ�Æ�¿�Ó�³�ã�¿�Ä�U
‡�Ý� �ï  MSFC �t
ù	ô�^�•�‡�b�{ �î�æ�¯�ï
�Ñ�Ÿ�ª�á�è�”�³�ã�ï�U�‰�8�=�^�•�”
²�t�z�Í�w�Ý�¿�·�”�´�U
¯�Ô�^�•�‡�b�{

00:01:51: %RUNCFGSYNC-6-SYNCEVENT: 
Syncing Running Configuration to the Non-Designated Router

�Í�w�«�x�z�Ý� �ï  MSFC �S�‘�|
‡�Ý� �ï  MSFC 	Í�w  Config Sync AdminStatus �S�‘�|  Config Sync
RuntimeStatus �U� �É�”�Ò�ç�t
ƒ���^�•�o�M�”�\�q�›�Ô�`�o�M�‡�b�{

Router-15# show redundancy
Designated Router: 1 Non-designated Router:2

Redundancy Status: non-designated
Config Sync AdminStatus  : enabled
Config Sync RuntimeStatus: enabled

Router-16# show redundancy
Designated Router: 1 Non-designated Router:2

Redundancy Status: designated
Config Sync AdminStatus  : enabled
Config sync RuntimeStatus: enabled
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�«  5�•�Ý� �ï  MSFC �U�¼�¢�ï�`�h	Ô�ù

�\�w�«�p�x�z
‡�Ý� �ï  MSFC �U�Ý� �ï  MSFC �t
~�“�8�˜�“�‡�b�{
ƒ���w�‰�8�=�U�Ã�Ÿ�·�”�Ò�ç�t�s
�“�z CLI �p�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�U�b�;�p�V�”�‘�O�t�s�“�‡�b�{

�i�w�Ý� �ï  MSFC �›�6�|�ž�¿�Ó�t�b�”�q�z�\�w  MSFC �x
‡�Ý� �ï  MSFC �t�s�“�‡�b�{ �®�«  4�•
‡�Ý
� �ï  MSFC �›�ž�¿�Ó�t�b�”	Ô�ù�¯ �¢ p.22-43�£ �›�€	°�`�o�X�i�^�M�{

SRM �w	Ñ�Õ�;�ó

�\�\�p�x�z SRM 	Ñ�Õ�;�ó�w
ƒ��	�	q�t�m�M�o
†�Ì�`�‡�b�{

• �Ë�”�Å�¢�£�ž�S�‘�|�¹�Ñ�Ä�¢�£�ž�w�A�E�¢ p.22-45�£

• SRM 	Ñ�Õ
Q
ƒ���Ì�w�«�™�Ä�ò�¢ p.22-46�£

• Supervisor Engine 720 �t�S�Z�”  SRM 	Ñ�Õ�;�ó�w
ƒ���¢ p.22-47�£

• Supervisor Engine 1 �‡�h�x  Supervisor Engine 2 �t�S�Z�”  SRM 	Ñ�Õ�;�ó�w
ƒ���¢ p.22-47�£

• SRM �›� �É�”�Ò�ç�t
ƒ���`�h� �Ý�”�´�w�ž�¿�Ó�¬�è�”�Å�¢ p.22-50�£

• SRM �w	4�ƒ�¢ p.22-51�£

SRM 	Ñ�Õ�;�ó�x�z�†�M�w  MSFC2 �U�‰�Ì�t�ž�«�Â�Ÿ�Ò�s�º
æ	Ñ�Õ�¢�Ã�á�ž�ç�£ MSFC2 �¯�ï�Ñ�Ÿ�ª�á
�è�”�³�ã�ï�t�E�˜�”�‹�w�p�b�{ SRM 	Ñ�Õ�;�ó�p�x�z�É�¿�Ä�ë�”�«�T�’�_�Q�”�w�x	×�t�¦���ç�”�»
�w�ˆ�p�b�{
‡�¦���ç�”�»�x�ì
¶�t�I�ˆ�^�•�z SRM �‰�•�Ì�t� �É�”�Ò�ç�t�×�ˆ
ƒ���^�•�”
ƒ���‰�8
�=�t�€�C�`�‡�b�{ SRM �p�x�z [alt] �©�”�ë�”�Å�Ž�™�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�x�b�‚�o�Á�¹�^�•�‡
�b�{�`�h�U�l�o�z
‡�¦���ç�”�»�w
ƒ���x�¦���ç�”�»�w�‹�w�q�‡�l�h�X�‰�a�p�b�U�z�f�w� �ï�»�”
�Ñ�£� �µ�x�s
¢�¼�¢�ï  �µ�Â�”�Ä�w�‡�‡�p�É�¿�Ä�ë�”�«�T�’�x�_�Q�‡�d�œ�{�ç�”�Â�Ÿ�ï�¬  �Ó�é�Ä�¯
�ç�s�r�w�Ó�é�·�µ�x�z
‡�¦���S�‘�|�¦���ç�”�»	Í�p�^
R�^�•�‡�b�U�z
‡�¦���ç�”�»�w� �ï�»�”�Ñ�£
� �µ�x�b�‚�o�s
¢�¼�¢�ï  �µ�Â�”�Ä�t�K�“�‡�b�{ �\�w�h�Š�É�¿�Ä�ë�”�«�T�’�w�ž�¿�Ó�Ã�”�Ä�w
ù	!	ô
�x�æ�M�‡�d�œ�{

�¦���ç�”�»�t	Ë�•�U
C
\�b�”�q�z
‡�¦���ç�”�»�x�z
‡�¦���ç�”�»�T�’�¦���ç�”�»�t�µ�Â�”�Ä�›�!�Ë
�`�z�f�w� �ï�»�”�Ñ�£� �µ�w�µ�Â�”�Ä�U�æ�ï�«  �ž�¿�Ó�t�!�˜�“�‡�b�{	ý�`�M�¦���ç�”�»�x�z�7���w
�µ�”�Í�Ì� �²  �¤�ï�´�ï  �µ� �¿�½  �Ó�é�·�¿�±  �¤�ï�Ä�æ�›�–�;�`�o�è� �à  3 �Ä�å�Ñ�Ÿ�¿�«�›�8
ù�`�s
�U�’�z�ç�”�Â�Ÿ�ï�¬  �Â�”�Ò�ç�›�Ï�™�`�‡�b�{�µ� �¿�½  �Ó�é�·�¿�±�x�¾�V���V�y�M�¤�ï�Ä�æ�›�–�;
�`�o�z�è� �à  3 �Í�­�¿�Ä�›�8
ù�`�‡�b�{�Ä
²�t���[�^�•�h�Ì���U�&�a�`�h�K�q�z	ý�F�w�¦���ç�”�»
�x	ý�`�M�è� �à  3 �µ� �¿�½�ï�¬	Ø�C�›�µ� �¿�½  �Ó�é�·�¿�±�t�¼�¢�ï�é�”�Å�`�‡�b�{

�¢�«�£ Cisco IOS Release 12.1(11b)E �Ž�ñ�w�æ�æ�”�µ�p�x�z	ý�`�M�¦���ç�”�»�U�µ�”�Í�Ì� �²  �¤�ï�´�ï�w�µ
� �¿�½  �Ó�é�·�¿�±�t	ý�`�M�è� �à  3 �µ� �¿�½�ï�¬	Ø�C�›�¼�¢�ï�é�”�Å�b�”
²�t�4�;�b�”� �æ�Ì��
�›�¦���p�V�‡�b�{
ƒ���w	Ä�I�t�m�M�o�x�z �®	ý�`�M�ž�«�Â�Ÿ�Ò�¦���ç�”�»�t�0�b�”� �æ�Ì���w�¦���¯

�¢ p.22-49�£ �›�€	°�`�o�X�i�^�M�{

�Ë�”�Å�¢�£�ž�S�‘�|�¹�Ñ�Ä�¢�£�ž�w�A�E

SRM 	Ñ�Õ�;�ó�›
ƒ���b�”�t�x�z�Í�w�Ë�”�Å�¢�£�ž�S�‘�|�¹�Ñ�Ä�¢�£�ž�U
ž�A�p�b�{

• 2 �m�w�‰�°�µ�”�Í�Ì� �²  �¤�ï�´�ï  �Å�”�»�§�”�Å�T�’�Ï
R�^�•�”  1 �m�w�³�ß�”�³

�µ PFC3B/PFC3BXL �S�‘�|  MSFC2A �e�L�w  Supervisor Engine 32 

�µ PFC3A/PFC3B/PFC3BXL �S�‘�|  MSFC3 �e�L�w  Supervisor Engine 720

�µ PFC2 �S�‘�|  MSFC2 �e�L�w  Supervisor Engine 2

�µ PFC �S�‘�|  MSFC �‡�h�x  MSFC2 �e�L�w  Supervisor Engine 1
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�¢�«�£ Cisco IOS Release 12.1(8a)E4 �x�z Supervisor Engine 1 �S�‘�|  MSFC �›�–�;�b�”  SRM 	Ñ�Õ
�Ï
R�w	s�8�±�Ù�”�Ä�›���™�`�‡�b�{

�¢�«�£ �Ú�ç�½�©�ß�µ�Ä  �±�Ù�”�Ä�• Release 7.1(1) �‘�“
²�w�¹�Ñ�Ä�¢�£�ž  �æ�æ�”�µ�p�x�z MSFC
�‡�h�x  MSFC2 �e�L�w  Supervisor Engine 1 �›  SRM 	Ñ�Õ�Ï
R�p�–�;�b�”	Ô�ù�z 2 
j�Š�w
MSFC �•�w�Ñ�£�”�ç�¦�”�Ì�”�U�Ú�ç�½�©�ß�µ�Ä  MLS �t���`�o�µ�Â�”�Ä�Ñ�ç�t�s�’�s�M
�:�t�«�™�`�o�X�i�^�M�{ �Ó�å� �Ú�æ  MSFC �p�¤�å�”�U
C
\�b�”�q�z �b�‚�o�w�Ú�ç�½�©�ß
�µ�Ä  MLS �¤�ï�Ä�æ�U�_	†�^�•�z	ý�`�X�ž�«�Â�Ÿ�Ò�t�s�l�h  MSFC �t�‘�l�o�6�^
R�^�•
�o�6� �ï�µ�Ä�”�ç�^�•�‡�b�{

�¢�«�£ �Ú�ç�½�©�ß�µ�Ä  �±�Ù�”�Ä�• Release 7.1(1) �Ž�ñ�w�¹�Ñ�Ä�¢�£�ž  �æ�æ�”�µ�p�x�z PFC �S�‘
�|  MSFC2 �e�L�w Supervisor Engine 1 �S� ‘ � |  PFC2 �S� ‘ � |  MSFC2 �e�L�w Supervisor
Engine 2 �t���`�o�z�Ú�ç�½�©�ß�µ�Ä  �Ä�å�Ñ�Ÿ�¿�«�w  SRM 	Ñ�Õ
Q�±�Ù�”�Ä�U�~
³�^�•�o
�M�‡�b�{�Ú�ç�½�©�ß�µ�Ä�t���b�”�~
³�x�z MSFC �e�L�w  Supervisor Engine 1 �t�x�p�o�x
�‡�“�‡�d�œ�{

SRM 	Ñ�Õ�;�ó�›� �É�”�Ò�ç�t�b�”�q�z�¯�ï�Ì�”�´�£�ï�µ  �»� �Ü�U�²	Í�`�z
~�“�8�Q�Ì
�w�Ú�ç�½�©�ß�µ�Ä  �Ä�å�Ñ�Ÿ�¿�«�w���­�U�y	V�^�•�‡�b�{ MSFC2 �x�z
~�“�8�Q�Ì�t�Ú�ç
�½�©�ß�µ�Ä  �Ä�å�Ñ�Ÿ�¿�«�p�a
Û�Y�t�s�’�s�M�‘�O�t�-�¢�^�•�‡�b�{�µ� �¿�½�x���­�`
�h  MSFC2 �T�’�w�Ñ�é�”�›�©�ß�¿�³�á�`�z	ý�`�X�ž�«�Â�Ÿ�Ò�t�s�l�h  MSFC2 �U�ç�”�»
�›�Ý�Ý�b�”�‡�p�z�©�ß�¿�³�á�w�Ñ�é�”�›�–�;�`�o�Ä�å�Ñ�Ÿ�¿�«�›�8
ù�`�‡�b�{�°�S�t	—

:�w�Ñ�é�”�i�Z�U  MSFC2 �t�)�Q�’�•�”�w�p�z�K�~�•�”�\�q�x�K�“�‡�d�œ�{

• Release 6.3(1) �Ž�ñ�w�µ�”�Í�Ì� �²  �¤�ï�´�ï  �¹�Ñ�Ä�¢�£�ž  �æ�æ�”�µ�¢ Supervisor Engine 720 �p�x
Release 8.1(1) �Ž�ñ�w�µ�”�Í�Ì� �²  �¤�ï�´�ï  �¹�Ñ�Ä�¢�£�ž  �æ�æ�”�µ�z Supervisor Engine 32 �p�x
Release 8.4(1) �Ž�ñ�w�µ�”�Í�Ì� �²  �¤�ï�´�ï  �¹�Ñ�Ä�¢�£�ž  �æ�æ�”�µ�U
ž�A�£

• Cisco IOS Release12.1(8a)E2 �Ž�ñ�¢ Supervisor Engine 720 MSFC3 �p�x�z Cisco IOS 
Release12.2(14)SX2 �Ž�ñ�U
ž�A�£

SRM 	Ñ�Õ
Q
ƒ���Ì�w�«�™�Ä�ò

�\�\�p�x�z SRM 	Ñ�Õ
Q
ƒ���Ì�w�«�™�Ä�ò�t�m�M�o
†�Ì�`�‡�b�{

• �¦���ç�”�»�S�‘�|
‡�¦���ç�”�»�U�‰�a  Cisco IOS � �Ý�”�´�›�î�æ�`�o�M�”
ž�A�U�K�“�‡�b�{

• �¦���ç�”�»�S�‘�|
‡�¦���ç�”�»�w�†�M�w�Ò�”�Ä�Ñ�å�¿�³�á�t�z Cisco IOS � �Ý�”�´�U
ž�A�p�b�{

• 
‡�¦���ç�”�»�x�Ž
æ�É�¿�Ä�ë�”�«�t
€���p�V�‡�d�œ�{

• �Ž
æ�É�¿�Ä�ë�”�«�T�’�¦���ç�”�»�p�I�ˆ�`�s�M�p�X�i�^�M�{�Ž
æ�É�¿�Ä�ë�”�«�T�’�I�ˆ�b�”
�q�z SRM �w�;�ó�U�G
ï�t�ÿ�<�`�‡�b�{

• SRM 	Ñ�Õ�;�ó�›�–�;�b�”�q�z�¦���ç�”�»�x�Ž
æ�É�¿�Ä�ë�”�«�t�ž�«�·�µ�`�z copy tftp: �s�r�w
�¯�Ð�”  �¯�Ú�ï�Å�›
M�ÿ�s�`�p�–�;�p�V�‡�b�{

• �µ�”�Í�Ì� �²  �¤�ï�´�ï	Í�p�Ë�   �ž�Õ� �å�Ï�æ�Â�Ÿ�›� �É�”�Ò�ç�t
ƒ���b�”
ž�A�U�K�“�‡�b�{

• RADIUS �•  TACACS+ �s�r�w�Ý	Â�M�Ü�›�–�;�`�o�µ� �¿�½�•�w�ž�«�·�µ�›
M�š�b�”	Ô�ù�z
switch console �‡�h�x  session �¯�Ú�ï�Å�p
‡�¦���ç�”�»�t�ž�«�·�µ�p�V�”�‘�O�t�b�”�q�V�x�z
�Ñ�¥�”�ç�Ì�¿�«  �¦�Ó�³�ã�ï�›
ƒ���`�o�é�”�§�ç�w�â�”�²�Ê�q�Í�µ�ë�”�Å�p�é�¬� �ï�b�”
ž�A
�U�K�“�‡�b�{

�Ñ�¥�”�ç�Ì�¿�«  �¦�Ó�³�ã�ï�w
ƒ��	�	q�t�m�M�o�x�z �H 38 	·�® AAA �t�‘�”�µ� �¿�½  �ž�«�·�µ�w

ƒ���¯ �›�€	°�`�o�X�i�^�M�{
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Supervisor Engine 720 �t�S�Z�”  SRM 	Ñ�Õ�;�ó�w
ƒ��

�¢�«�£ SRM �w	Ñ�Õ�;�ó�x�z Supervisor Engine 720 �S�‘�|  Supervisor Engine 32 �p�±�Ù�”�Ä�^�•�”�
�°�w
MSFC 	Ñ�Õ�;�ó�¦�Ó�³�ã�ï�p�b�{

Supervisor Engine 720 �S�‘�|  Supervisor Engine 32 �p�x�z MSFC �p  SRM �›�Ì�Ô�$�t� �É�”�Ò�ç�t�b�”

ž�A�x�K�“�‡�d�œ�{ SRM �x�Ã�Ñ�¥�ç�Ä�p� �É�”�Ò�ç�p�b�{ SRM �U
Y	×�t�ˆ�^�`�o�M�”�T
Q�…�b�”
�h�Š�z�†�M�w  MSFC �U�‰�°�w�µ�»�”�Ä�ž�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�-���`�o�M�”�\�q�›�¬�Ý
�b�”
ž�A�U�K�“�‡�b�{

1. �³�µ�Â�Ü�›�æ�·�¿�Ä�`�o�æ�é�”�Å�`�h�K�q�z write erase �¯�Ú�ï�Å�›
‡�Ý� �ï  MSFC 	Í�p�î�æ�`�z

‡�Ý� �ï  MSFC �›�æ�é�”�Å�`�‡�b�{

2. �³�µ�Â�Ü�›�æ�·�¿�Ä�`�o�æ�é�”�Å�`�h�K�q�z show redundancy �¯�Ú�ï�Å�›�Ö�—�`�o�z SRM �å�ï
�»� �Ü  �µ�Â�”�»�µ�U� �É�”�Ò�ç�p�K�”�\�q�›�¬�Ý�`�‡�b�{ SRM �å�ï�»� �Ü  �µ�Â�”�»�µ�U� 
�É�”�Ò�ç�p�K�”�\�q�›�¬�Ý�`�h�K�q�z write memory �¯�Ú�ï�Å�›�Ý� �ï  MSFC 	Í�p�î�æ�`�z
‡�Ý
� �ï  MSFC �›�æ�é�”�Å�`�‡�b�¢
‡�Ý� �ï  MSFC �w
ƒ���›�æ�é�”�Å  �Ó�é�ï�Ó�Ä�p�-���`�s�M�p
�X�i�^�M�£ �{

�Î�ï�Ä 
‡�Ý� �ï  MSFC �U�Ý� �ï  MSFC �q�‰�a
ƒ���p�I�ˆ�b�”	Ô�ù�x�z�H  2 �w�M�O�›
*	‘�`�‡�b�{�f�w�M
�U�z�'�8�`�s�M�ð�J�U
C
\�b�”�D�ó
Q�U	–�^�X�s�“�‡�b�{

�¢�«�£ �³�µ�Â�Ü�I�ˆ�Ì�t�z
‡�Ý� �ï  MSFC �w�µ�»�”�Ä�ž�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t�Ý� �ï  MSFC 
ƒ
���t�x�s�M
ƒ���ò�è�U�K�l�h	Ô�ù�z MSFC �x�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�p�°��
Q�U�s�X�s�“�‡
�b�{	Í�G�w  2 �m�w	�	q�t�‘�“�z
‡�Ý� �ï  MSFC �U	×�t  MSFC �q�‰�a�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï
�›�Ë�m�\�q�U�p�V�‡�b�{

Supervisor Engine 1 �‡�h�x  Supervisor Engine 2 �t�S�Z�”  SRM 	Ñ�Õ�;�ó�w
ƒ��

SRM 	Ñ�Õ�;�ó�›
ƒ���b�”�t�x�z�Í�w	�	q�›�î�æ�`�‡�b�{

�«�™ �Ã�á�ž�ç  �ç�”�»  �Þ�”�Å�T�’  SRM 	Ñ�Õ�;�ó�t� �æ�b�”
²�t�z MSFC �w copy running-config �¯�Ú�ï
�Å�›�–�;�`�z 
‡  SRM �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�Ò�”�Ä�Ñ�å�¿�³�á�t�-���b�”�‘�O�t�`�o�X�i�^�M�{
SRM 	Ñ�Õ�;�ó�t� �æ�b�”�q�z�E�8�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�¢ alt �©�”�ë�”�Å�w�K�q�w�¯�ï�Ñ�Ÿ�ª�á
�è�” � ³ �ã � ï�£�x �æ�˜ � • �‡�b�{ SRM 	Ñ�Õ�; �ó� › �   �É�” �Ò�ç� t �b� ” 
 ² � t�z�†�M�w  MSFC �t  copy
running-config bootflash:nosrm_dual_router_config �¯�Ú�ï�Å�›�Ö�—�`�z�Ã�á�ž�ç  �ç�”�»  �Þ�”�Å  �¯�ï
�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�Ò�”�Ä�Ñ�å�¿�³�á�t�-���`�o�X�i�^�M�{

	Ä�I�t�m�M�o�x�z �®SRM �w	4�ƒ�¯ �¢ p.22-51�£ �›�€	°�`�o�X�i�^�M�{

�¢�«�£ �\�w	�	q�x�z�¦���ç�”�»�U�µ�é�¿�Ä  1 �t�e�L�w  MSFC2 �p�z
‡�¦���ç�”�»�U�µ�é�¿�Ä  2 �t�e�L�w
MSFC2 �p�K�“�z�^�’�t�ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤�ï�´�ï�x�µ�é�¿�Ä  1 �t�K�“�z�µ�»�ï�Ì�   �µ�”�Í
�Ì� �²  �¤�ï�´�ï�x�µ�é�¿�Ä  2 �t�K�”�q�>���`�o�M�‡�b�{
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�µ�Â�¿�Ó  1 show version �¯�Ú�ï�Å�›�–�;�`�o�z �†�M�w�µ�”�Í�Ì� �²  �¤�ï�´�ï�U�z �µ�”�Í�Ì� �²  �¤�ï�´�ï  Release
6.3(1) �Ž�ñ�w�¹�Ñ�Ä�¢�£�ž  �æ�æ�”�µ�›�î�æ�`�o�M�”�\�q�›�¬�Ý�`�‡�b�{

�µ�Â�¿�Ó  2 set system highavailability enable �¯�Ú�ï�Å�›�–�;�`�o�z�ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤�ï�´�ï	Í�p�Ë� 
�ž�Õ� �å�Ï�æ�Â�Ÿ�;�ó�›� �É�”�Ò�ç�t�`�‡�b�{ show system highavailability �¯�Ú�ï�Å�›�–�;�`�o�z �Ë
�   �ž�Õ� �å�Ï�æ�Â�Ÿ�;�ó�U� �É�”�Ò�ç�t�s�l�o�M�”�\�q�›�¬�Ý�`�‡�b�{

�µ�Â�¿�Ó  3 �¯�ï�¹�”�ç
€���›�æ�l�o�M�”	Ô�ù�x�z switch console �¯�Ú�ï�Å�›�–�;�`�o�¦���ç�”�»�t�ž�«�·�µ�`�‡
�b�{ Telnet �·�¿�³�ã�ï�›�–�;�`�o
€���`�o�M�”	Ô�ù�x�z session mod �¯�Ú�ï�Å�›�–�;�`�o�¦���ç�”�»
�t�ž�«�·�µ�`�‡�b�{

�µ�Â�¿�Ó  4 Cisco IOS Release 12.1(8a)E2 �Ž�ñ�w� �Ý�”�´�›�¦���ç�”�»�S�‘�|
‡�¦���ç�”�»�w�Ò�”�Ä�Ñ�å�¿�³�á
�t�¯�Ð�”�`�‡�b�{

�µ�Â�¿�Ó  5 �¦���ç�”�»�S�‘�|
‡�¦���ç�”�»�t�0�`�o�Ò�”�Ä  � �Ý�”�´�q�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �è�´�µ�»�›
ƒ
���`�o�z�æ�é�”�Å�Ì�t	ý�`�M� �Ý�”�´�›�I�ˆ�`�‡�b�{

�¦���ç�”�»�w	Ô�ù�x�z boot system flash bootflash:image_name �¯�Ú�ï�Å�›�–�;�`�o�\�w� �Ý�”�´�U
�Ò�”�Ä  �æ�µ�Ä�w�7	s�t�K�”�\�q�›�¬�Ý�`�‡�b�{ boot system �¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�o�z�î�æ�¯
�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t
¯�Ô�^�•�o�M�”�¢ show running-config�£�b�‚�o�w�7���w  boot system �¯�Ú�ï
�Å�›�_	†�`�‡�b�{


‡�¦���ç�”�»�w	Ô�ù�x�z config-register 0x102 �¯�Ú�ï�Å�›�Ö�—�`�o�z�×�ˆ�I�ˆ�b�”�‘�O�t�¯�ï�Ñ�Ÿ
�ª�á�è�”�³�ã�ï  �è�´�µ�»�›
ƒ���`�‡�b�{

�¢�«�£ SRM �0�  Cisco IOS � �Ý�”�´�U�é�”�Å�A�ˆ�w	Ô�ù�z�µ�Â�¿�Ó  6 �w	�	q�x
Æ�A�p�b�{

�µ�Â�¿�Ó  6 reload �¯�Ú�ï�Å�›�–�;�`�o�z�¦���ç�”�»�S�‘�|
‡�¦���ç�”�»�›�æ�é�”�Å�`�‡�b�{

�µ�Â�¿�Ó  7 �¯�Ú�ï�Å�w  no ���Ü�›�Ö�—�`�o�z�¦���ç�”�»	Í�p
ƒ���w�‰�8�=�¢ config-sync�£�›�Ã�Ÿ�·�”�Ò�ç�t�`
�‡�b�{ write memory �¯�Ú�ï�Å�›�Ö�—�`�‡�b�{�\�•�t�‘�“�z�¦���ç�”�»�q
‡�¦���ç�”�»�w�†�M�p�¯�ï
�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�ž�«�·�µ�p�V�”�‘�O�t�s�“�‡�b�{

�µ�Â�¿�Ó  8 �7	s�t�¦���ç�”�»	Í�p  SRM �›� �É�”�Ò�ç�t�`�o�T�’�z �Í�w�‘�O�t
‡�¦���ç�”�»	Í�p  SRM �›� �É�”
�Ò�ç�t�`�‡�b�{

Router(config)# redundancy
Router(config-r)# high-availability
Router(config-r-ha)# single-router-mode  

�¢�«�£ Cisco IOS Release 12.1(11b)E�Ž�ñ�w�æ�æ�”�µ�p�x�z	ý�`�M�¦���ç�”�»�U�µ�”�Í�Ì� �²  �¤�ï�´�ï�w�µ
� �¿�½  �Ó�é�·�¿�±�t	ý�`�M�è� �à  3 �µ� �¿�½�ï�¬	Ø�C�›�¼�¢�ï�é�”�Å�b�”
²�t�4�;�b�”� �æ�Ì��
�›�¦���p�V�‡�b�{
ƒ���w	Ä�I�t�m�M�o�x�z �®	ý�`�M�ž�«�Â�Ÿ�Ò�¦���ç�”�»�t�0�b�”� �æ�Ì���w�¦���¯

�¢ p.22-49�£ �›�€	°�`�o�X�i�^�M�{

�µ�Â�¿�Ó  9 �¦���ç�”�»	Í�p  write memory �¯�Ú�ï�Å�›�î�æ�`�z
‡�¦���ç�”�»�w�µ�»�”�Ä�ž�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á
�è�”�³�ã�ï�U  SRM �›� �É�”�Ò�ç�t
ƒ���`�o�M�”�\�q�›�¬�Ý�`�‡�b�{
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�µ�Â�¿�Ó  10 
‡�¦���ç�”�»	Í�p  show startup-config �¯�Ú�ï�Å�›�î�æ�`�z
‡�¦���ç�”�»�U�Í�w�¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï  �µ�Â�”�Ä�Ý�ï�Ä�›�Ë�l�o�M�”�\�q�›�¬�Ý�`�‡�b�{

redundancy
 high-availability
 single-router-mode 

�µ�Â�¿�Ó  11 �¦���ç�”�»�S�‘�|
‡�¦���ç�”�»	Í�p  show redundancy �¯�Ú�ï�Å�›�î�æ�`�z�M�c�•�w�ç�”�»�t�‹�Í�w
�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �µ�Â�”�Ä�Ý�ï�Ä�U�K�”�\�q�›�¬�Ý�`�‡�b�{

Single Router Mode RuntimeStatus: enabled

�s�M	Ô�ù�x�z�µ�Â�¿�Ó  9 �S�‘�|  10 �›�µ�Â�¿�Ó���p	G
ü�s�Ì���›	��“�s�U�’���“�&�`�‡�b�{

�µ�Â�¿�Ó  12 reload �¯�Ú�ï�Å�›�–�;�`�o�z
‡�¦���ç�”�»�›�æ�é�”�Å�`�‡�b�{
ƒ���›�-���b�”�T�r�O�T�w�ð�M�ù�d
�t�x�z no �›�Ö�—�`�‡�b�{

�Í�w	Z�—�x�z SRM 	Ñ�Õ�;�ó�›� �É�”�Ò�ç�t�b�”�h�Š�t�¦���ç�”�»�S�‘�|
‡�¦���ç�”�»�t�0�`�o�–
�;�`�h�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �¯�Ú�ï�Å�w�A�ÿ�p�b�{

Time   Designated Router Nondesignated Router
  ----   ---                                  ----
  t0:    conf t->red->hi->no config-sync
  t1:                                         conf t->red->hi->no config-sync
  t2:    conf t->red->hi->single-router-mode
  t3:                                         conf t->red->hi->single-router-m
  t4:    write mem
  t5:                                         reload

	ý�`�M�ž�«�Â�Ÿ�Ò�¦���ç�”�»�t�0�b�”� �æ�Ì���w�¦��

Release 12.1(11b)E �‘�“
²�w  Cisco IOS �æ�æ�”�µ�p�x�z� �æ�Ì���x  120 
µ�t���Š�’�•�z�â�”�²�x
ƒ��
�p�V�‡�d�œ�p�`�h�{�ç�”�Â�Ÿ�ï�¬  �¯�ï�Ì�”�´�£�ï�µ�Ì���U�Ÿ�s�”�w�p�z 120 
µ�p�x�
�“�s�M�\�q�U
�K�“�‡�b�{�y�M�è� �à  3 �µ� �¿�½�ï�¬  �¤�ï�Ä�æ�x	«�ˆ�^�•�z	ý�h�t�¼�¢�ï�é�”�Å�`�h�è� �à  3 �µ
� �¿�½�ï�¬	Ø�C�U
Æ�ì
¶�s�\�q�U�K�“�‡�b�{

Cisco IOS Release 12.1(11b)E �Ž�ñ�w�æ�æ�”�µ�p�x�z	ý�`�M�¦���ç�”�»�U�µ� �¿�½  �Ó�é�·�¿�±�t	ý�`
�M�è� �à  3 �µ� �¿�½�ï�¬	Ø�C�›�¼�¢�ï�é�”�Å�b�”
²�t�4�;�b�”� �æ�Ì���›�¦���p�V�‡�b�{
~�“�8�Q
�Ì�t�x�z�µ� �¿�½  �Ó�é�·�¿�±�t	ý�`�M�è� �à  3 �µ� �¿�½�ï�¬	Ø�C�U�¼�¢�ï�é�”�Å�^�•�”
²�t�z
ƒ��
�`�h
µ
:�w���z�y�M�è� �à  3 �µ� �¿�½�ï�¬	Ø�C�U�–�;�^�•�‡�b�{

�Ê�ï�µ�Ä�¿�Ó�w�8
ù�U
ž�A�s	Ô�ù�z� �æ�Ì���›�Ã�Ñ�¥�ç�Ä�‹�¢ 120 
µ�£�‘�“	–�^�M�‹�t
ƒ���b�”�\
�q�x
*	‘�p�V�‡�d�œ�{�ç�”�Ä�w�¯�ï�Ì�”�´�£�ï�µ�t�x�7�ÿ�v  30 �™ 60 
µ�T�T�“�‡�b�{

� �æ�Ì���›�¦���b�”�t�x�z�Ž�<�w�¯�Ú�ï�Å�›�Ö�—�`�‡�b�¢�\�w�«�p�x� �æ�Ì���x  240 
µ�t
ƒ���^�•
�o�M�‡�b�£ �{

Router(config)# redundancy
Router(config-r)# high-availability
Router(config-r-ha)# single-router-mode  
Router(config-r-ha)# single-router-mode failover ?
   table-update-delay  Adjust for routing convergence time
Router(config-r-ha)# single-router-mode failover table-update-delay ?
   <0-4294967295>  Delay in seconds between switch over detection and h/w FIB reload
Router(config-r-ha)# single-router-mode failover table-update-delay 240
Router(config-r-ha)#
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� �æ�Ì���›�Ã�Ñ�¥�ç�Ä�w  2 
ü�t
ƒ���b�”	Ô�ù�x�z �Í�w�‘�O�t�z �\�w�¯�Ú�ï�Å�w  no ���Ü�›�–�;�`�‡�b�{

Router(config-r-ha)# no single-router-mode failover table-update-delay

� �æ�Ì���›
¯�Ô�b�”�t�x�z�Í�w�‘�O�t�`�‡�b�{

Router-16# show redundancy  
 Designated Router: 2 Non-designated Router: 1
 
 Redundancy Status: designated
 
 Config Sync AdminStatus  : enabled
 
 Config Sync RuntimeStatus: enabled
 
 Single Router Mode AdminStatus  : enabled
 
 Single Router Mode RuntimeStatus: enabled
 
 Single Router Mode transition timer : 240 seconds    <---- � �æ�Ì��
 
Router-16#

SRM �›� �É�”�Ò�ç�t
ƒ���`�h� �Ý�”�´�w�ž�¿�Ó�¬�è�”�Å

�\�\�p�x�z SRM �w�T�‡�Ì�t�ž�«�Â�Ÿ�Ò�S�‘�|�µ�»�ï�Ì�   MSFC 	Í�p  Cisco IOS � �Ý�”�´�›�ž�¿�Ó�¬
�è�”�Å�b�”�M�O�t�m�M�o
†�Ì�`�‡�b�{	ý�`�M� �Ý�”�´�w�Ê
²�x  c6msfc2-jsv-mz.9E �p�b�{�µ�»�ï�Ì� 
MSFC �x  TFTP �p� �Ý�”�´�›�é�”�Å�b�”�\�q�x�p�V�‡�d�œ�U�z�µ�”�Í�Ì� �²  �¤�ï�´�ï  �Ñ�å�¿�³�á
PC �§�”�Å�¢ sup-slot0:�£�T�’� �Ý�”�´�›�é�”�Å�b�”�\�q�U�p�V�‡�b�{

�¢�«�£ �\�w	�	q�x�Ã�”�»  �Ä�å�Ñ�Ÿ�¿�«�t�è�¹�`�‡�b�{�µ�­�´�á�”�ç�^�•�o�M�”�Ý�ï�Â�Æ�ï�µ  �¢�Ÿ�ï�Å�¢
�p�î�æ�b�”�\�q�›
*	‘�`�‡�b�{

� �Ý�”�´�›�ž�¿�Ó�¬�è�”�Å�b�”	�	q�x�z�Í�w�q�S�“�p�b�{

�µ�Â�¿�Ó  1 �ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤�ï�´�ï	Í�p�z copy tftp sup-slot0:�¯�Ú�ï�Å�›�î�æ�`�z
¯�Ô�^�•�”�Ó�é�ï
�Ó�Ä�t	H�l�o	ý�`�M�¢ c6msfc2-jsv-mz.9E�£� �Ý�”�´�›�µ�”�Í�Ì� �²  �¤�ï�´�ï  �Ñ�å�¿�³�á  PC �§�”�Å
�t�é�”�Å�`�‡�b�{

�µ�Â�¿�Ó  2 �¯�ï�¹�”�ç
€���›�æ�l�o�M�”	Ô�ù�x�z switch console �¯�Ú�ï�Å�›�–�;�`�o�ž�«�Â�Ÿ�Ò  MSFC �t�ž�«
�·�µ�`�‡�b�{ Telnet �·�¿�³�ã�ï�›�–�;�`�o
€���`�o�M�”	Ô�ù�x�z session mod �¯�Ú�ï�Å�›�–�;�`�o�ž
�«�Â�Ÿ�Ò  MSFC �t�ž�«�·�µ�`�‡�b�{

�µ�Â�¿�Ó  3 �ž�«�Â�Ÿ�Ò  MSFC 	Í�p�z �µ�”�Í�Ì� �²  �¤�ï�´�ï  �Ñ�å�¿�³�á  PC �§�”�Å�T�’	ý�`�M� �Ý�”�´�›  MSFC
�Ò�”�Ä�Ñ�å�¿�³�á�t�¯�Ð�”�`�‡�b�{

copy sup-slot0:c6msfc2-jsv-mz.9E bootflash:c6msfc2-jsv-mz.9E

�µ�Â�¿�Ó  4 �µ�»�ï�Ì�   MSFC �t�ž�«�·�µ�b�”�t�x�z switch supervisor �¯�Ú�ï�Å�›�Ö�—�`�z�f�w�K�q�t�ž�«�Â�Ÿ
�Ò �µ�”�Í�Ì� �²  �¤�ï�´�ï�t  switch console �¯�Ú�ï�Å�›�Ö�—�`�‡�b�{
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�¢�«�£ �µ�»�ï�Ì�   MSFC �x�z�ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤�ï�´�ï�T�’
C�æ�^�•�h  show module �¯�Ú�ï�Å�w
	Z�—�t�x
¯�Ô�^�•�‡�d�œ�{

�µ�Â�¿�Ó  5 �µ�»�ï�Ì�   MSFC 	Í�p�z �µ�”�Í�Ì� �²  �¤�ï�´�ï  �Ñ�å�¿�³�á  PC �§�”�Å�T�’	ý�`�M� �Ý�”�´�›  MSFC
�Ò�”�Ä�Ñ�å�¿�³�á�t�¯�Ð�”�`�‡�b�{

copy sup-slot0:c6msfc2-jsv-mz.9E bootflash:c6msfc2-jsv-mz.9E

�µ�Â�¿�Ó  6 �ž�«�Â�Ÿ�Ò  MSFC 	Í�p�z MSFC �w�æ�é�”�Å�Ì�t	ý�`�M� �Ý�”�´�›�I�ˆ�b�”�‘�O�t�¦���`�‡�b�{

boot system flash bootflash:c6msfc2-jsv-mz.9E

�µ�Â�¿�Ó  7 �ž�«�Â�Ÿ�Ò  MSFC 	Í�p�z write memory �¯�Ú�ï�Å�›�î�æ�`�o�z�µ�»�ï�Ì�   MSFC �µ�»�”�Ä�ž�¿�Ó  �¯
�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�U�I�ˆ	Ø�C�›	��˜�`�o�M�”�\�q�›�¬�Ý�`�‡�b�{

�µ�Â�¿�Ó  8 reload �¯�Ú�ï�Å�›�î�æ�`�o�z�µ�»�ï�Ì�   MSFC �›�æ�é�”�Å�`�‡�b�{

�µ�Â�¿�Ó  9 �ž�«�Â�Ÿ�Ò�S�‘�|�µ�»�ï�Ì�   MSFC 	Í�p  show redundancy �¯�Ú�ï�Å�›�î�æ�`�z �q�‹�t�Í�w�¯�ï�Ñ�Ÿ
�ª�á�è�”�³�ã�ï  �µ�Â�”�Ä�Ý�ï�Ä�›�Ë�l�o�M�”�\�q�›�¬�Ý�`�‡�b�{

Single Router Mode RuntimeStatus: enabled

�µ�Â�¿�Ó  10 reload �¯�Ú�ï�Å�›�î�æ�`�o�z�ž�«�Â�Ÿ�Ò  MSFC �›�æ�é�”�Å�`�‡�b�{

�\�•�p�z�r�j�’�w  MSFC �‹  c6msfc2-jsv-mz.9E � �Ý�”�´�›�î�æ�`�o�M�”	Ý�6�t�s�“�‡�b�{

SRM �w	4�ƒ

�¢�«�£ SRM 	Ñ�Õ�;�ó�›
ƒ���b�”
²�t�z�Ã�á�ž�ç  �ç�”�»  �Þ�”�Å�p�–�;�^�•�”�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï
�w�¯�Ð�”�›�-���`�h	Ô�ù�x�z�Ž�<�t�G�L�b�”	�	q�›�î�æ�b�”
ž�A�x�K�“�‡�d�œ�{ SRM 	Ñ�Õ�;�ó�›
	4�ƒ�`�o�Ã�á�ž�ç  �ç�”�»  �Þ�”�Å�t�í�”�t�x�z�†�M�w  MSFC 	Í�p  
copy bootflash:nosrm_dual_router_config startup-config �¯�Ú�ï�Å�›�Ö�—�`�‡�b�{�¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï�w�¯�Ð�”�™�z reload �¯�Ú�ï�Å�p  MSFC �›�æ�é�”�Å�`�‡�b�{

SRM �›	4�ƒ�b�”	�	q�x�z�Í�w�q�S�“�p�b�{

�µ�Â�¿�Ó  1 �¦���ç�”�»	Í�p�z�¯�Ú�ï�Å�w  no ���Ü�›�Ö�—�`�o  SRM �›�Ã�Ÿ�·�”�Ò�ç�t�`�‡�b�{

Router(config)# redundancy
Router(config-r)# high-availability
Router(config-r-ha)# no single-router-mode  
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�µ�Â�¿�Ó  2 �¦���ç�”�»�S�‘�|
‡�¦���ç�”�»	Í�p  write memory �¯�Ú�ï�Å�›�î�æ�`�‡�b�{

�µ�Â�¿�Ó  3 �¦���ç�”�»�S�‘�|
‡�¦���ç�”�»	Í�p  show startup-config �¯�Ú�ï�Å�›�î�æ�`�z�µ�»�”�Ä�ž�¿�Ó  �¯�ï
�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t  [single-router mode] �U�s�M�\�q�›�¬�Ý�`�‡�b�{

�µ�Â�¿�Ó  4 reload �¯�Ú�ï�Å�›�î�æ�`�o�z�¦���ç�”�»�S�‘�|
‡�¦���ç�”�»�›�æ�é�”�Å�`�‡�b�{

�\�•�p�z�¦���ç�”�»�S�‘�|
‡�¦���ç�”�»	Í�p  SRM �U�Ã�Ÿ�·�”�Ò�ç�w	Ý�6�t�s�“�‡�b�{

	��ˆ�Þ�”�Å  MSFC 	Ñ�Õ�;�ó

�¢�«�£ SRM �;�ó�›���‰  Release 6.3(1) �µ�”�Í�Ì� �²  �¤�ï�´�ï  �¹�Ñ�Ä�¢�£�ž  �æ�æ�”�µ�w�d�Ö�t�‘�“�z	��ˆ
�Þ�”�Å  MSFC 	Ñ�Õ�;�ó�w�±�Ù�”�Ä�x  2002 �å  12 �D�‡�p�q�s�“�‡�b�{	��ˆ�Þ�”�Å  MSFC 	Ñ�Õ�;�ó�p
�x�s�X  SRM �›�–�;�b�”�\�q�›
*	‘�`�‡�b�{�\�w	Ô�ù�z�;�ó�w�±�Ù�”�Ä�t�8�v�x�s�X�z�‡�h�z�×�ˆ
�è� �à  3 �Ñ�£�”�ç�¦�”�Ì�”�;�ó�‹�˜�’�•�‡�b�{

�\�\�p�x�z �°�M�w  MSFC �›�ž�«�Â�Ÿ�Ò�t�z �‹�O�°�M�w  MSFC �›  ROM �Þ�Ç�»  �Þ�”�Å�t�`�h	Ý�6�p	Ñ
�Õ MSFC �›
ƒ���b�”�M�O�t�m�M�o
†�Ì�`�‡�b�{

• �Ë�”�Å�¢�£�ž�S�‘�|�¹�Ñ�Ä�¢�£�ž�w�A�E�¢ p.22-52�£

• 	��ˆ�Þ�”�Å  MSFC 	Ñ�Õ�;�ó
ƒ���Ì�w�«�™�Ä�ò�¢ p.22-53�£

• �µ�»�ï�Ì�   MSFC �w�ž�«�·�µ�¢ p.22-53�£

• 	��ˆ�t�‘�”  MSFC �w�I�ˆ�¢ p.22-54�£

• MSFC �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �è�´�µ�»�w
ƒ���¢ p.22-54�£

• MSFC �s
î	�	q�¢ p.22-54�£

�Ë�”�Å�¢�£�ž�S�‘�|�¹�Ñ�Ä�¢�£�ž�w�A�E

�è� �à  3 �w	Ñ�Õ�;�ó�›
ƒ���b�”�t�x�z	—�s�X�q�‹�Í�w�M�c�•�T�w�Ï
R�U
ž�A�p�b�{

• 2 �m�w�‰�°�µ�”�Í�Ì� �²  �¤�ï�´�ï  �Å�”�»�§�”�Å�T�’�Ï
R�^�•�”  1 �m�w�³�ß�”�³

�µ PFC �S�‘�|  MSFC �‡�h�x  MSFC2 �e�L�w  Supervisor Engine 1�¢�†�M�w�µ�”�Í�Ì� �²  �¤�ï�´�ï
�t�‰�°�»� �Ó�w  MSFC �›�e�L�b�”�\�q�U
ž�A�£

�µ PFC2 �S�‘�|  MSFC2 �e�L�w  Supervisor Engine 2

• �f�•�g�•�µ�”�Í�Ì� �²  �¤�ï�´�ï�›�e�L�`�h�³�ß�”�³  �•  �¤�³�ß�”�³�t	—�s�X�q�‹  1 �m�x�µ�”�Í
�Ì� �²  �¤�ï�´�ï�›�e�L�`�o�S�X
ž�A�U�K�“�‡�b�{�¤�µ�”�Í�Ì� �²  �¤�ï�´�ï�t�z PFC �S�‘�|
MSFC �›	��“
Ç�Z�o�S�X
ž�A�U�K�“�‡�b�{

• 	��ˆ�Þ�”�Å  MSFC 	Ñ�Õ�;�ó�p�x�z�Í�w�¹�Ñ�Ä�¢�£�ž�U
ž�A�p�b�{

�µ Release 6.1(3) �Ž�ñ�w�µ�”�Í�Ì� �²  �¤�ï�´�ï  �¹�Ñ�Ä�¢�£�ž  �æ�æ�”�µ�S�‘�|  Cisco IOS Release
12.1(7)E �Ž�ñ�w�æ�æ�”�µ

�µ Release 5.5.8 �Ž�ñ�w�µ�”�Í�Ì� �²  �¤�ï�´�ï  �¹�Ñ�Ä�¢�£�ž  �æ�æ�”�µ�S�‘�|  Cisco IOS Release
12.1(7a)E1 �Ž�ñ�w�æ�æ�”�µ

�¢�«�£ �¤  MSFC �x�z�‰�a  Cisco IOS �¹�Ñ�Ä�¢�£�ž  �æ�æ�”�µ�›�î�æ�`�o�M�”
ž�A�U�K�“�‡�b�{
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	��ˆ�Þ�”�Å  MSFC 	Ñ�Õ�;�ó
ƒ���Ì�w�«�™�Ä�ò

�\�\�p�x�z	��ˆ�Þ�”�Å  MSFC 	Ñ�Õ�;�ó
ƒ���Ì�w�«�™�Ä�ò�t�m�M�o
†�Ì�`�‡�b�{

• MSFC �w
~�“�8�Q�x	��ˆ�s�w�p�z�Ž
æ	Ñ�Õ�ç�”�»�U���O�b�”���¥�z�S�‘�|  HSRP �U�–�;�^�•�o
�M�”�T�z�?�’�T�w���Ü�w�®�”�Ä�¢�£� �U	Z�U�×�µ�Ä	Í�t�î
÷�^�•�o�M�”���¥�p�w�ˆ	��ˆ�Þ�”�Å
MSFC 	Ñ�Õ�;�ó�›�–�;�b�”�\�q�›
*	‘�`�‡�b�{

• �ž�«�Â�Ÿ�Ò  MSFC�¢ MSFC-15�£	Í�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �è�´�µ�»�U  0x2102 �t�z ROM �Þ�Ç
�»  �Þ�”�Å�w  MSFC�¢ MSFC-16�£	Í�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �è�´�µ�»�U  0x0 �t
ƒ���^�•�o�M�”
�\�q�›�¬�Ý�`�‡�b�{�\�w
ƒ���t�‘�“�z�†�M�w  MSFC �U�‰�Ì�t�ž�«�Â�Ÿ�Ò�t�s�”�w�›�w�­�`�z�ž
�«�Â�Ÿ�Ò  MSFC �›�æ�·�¿�Ä�™�t�¦�ï�å� �ï�t�b�”�\�q�U�p�V�‡�b�{ �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �è
�´�µ�»�w
ƒ���w	Ä�I�t�m�M�o�x�z �®MSFC �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �è�´�µ�»�w
ƒ���¯ �¢ p.22-54�£
�›�€	°�`�o�X�i�^�M�{

�¢�«�£ �†�M�w  MSFC �›  0x0 �t
ƒ���b�”�\�q�x�¦�Ó�³�ã�ï�q�`�o�±�Ù�”�Ä�^�•�o�M�‡�b�U�z�µ
� �¿�½�›�æ�·�¿�Ä�b�”	Ô�ù�x�â�”�²�t�‘�”
ƒ���U
ž�A�p�b�{

• IP �ž�Å�è�µ�w�–�¬�›�-�¢�`�z�è� �à  3 �w
¶�.�$�s
ó�v
Q�›���è�b�”�t�x�z�†�M�w  MSFC 	Í�p
ƒ
���‰�8�=�›�Ã�Ÿ�·�”�Ò�ç�t�`�z�b�‚�o�w  [alt] �ž�Å�è�µ�›�_	†�b�”�‘�O�t�`�‡�b�{ alt �ž�Å�è�µ�U
�–�;�^�•�o�M�”�q�z IP �ž�Å�è�µ�–�¬�U�-�¢�^�•�c�z �¢ BGP �s�r�w�£�æ�ï�«�è�Õ�ç�w�Ð�ž�æ�ï�¬
�U���O�b�”	Ô�ù�t�è� �à  3 �w
ó�v
Q�U
ÿ�`�‡�b�{

• �Ý�ï�Â�Æ�ï�µ  �¢�Ÿ�ï�Å�¢�p  ROM �Þ�Ç�»  �Þ�”�Å�w  MSFC �›�I�ˆ�`�h	Ô�ù�z�ž�«�Â�Ÿ�Ò  MSFC
�q�ì
¶�t�‰�a
ƒ���T�r�O�T�›�¬�Ý�`�o�X�i�^�M�{ 
¯ 22-2�¢ p.22-23�£ �t�G�L�^�•�o�M�”
ƒ���Ì�w
�«�™�Ä�ò�›�€	°�`�o�X�i�^�M�{

• 	��ˆ�Þ�”�Å  MSFC 	Ñ�Õ�;�ó�w���z�µ�”�Í�Ì� �²  �¤�ï�´�ï	Í�p�Ë�   �ž�Õ� �å�Ï�æ�Â�Ÿ�›� �É�”
�Ò�ç�t�`�o�z MSFC 
~�“�8�Q�î�æ�Ì�w�è� �à  2 �¼�¢�ï�»� �Ü�›�7	–�v�t�H�Q�‡�b�{�Ë�   �ž�Õ� 
�å�Ï�æ�Â�Ÿ�x�Ó�é�Ä�¯�ç  �Ñ�Ÿ�ç�»�æ�ï�¬�z�Ù�”�Ä  �·�©�á�æ�Â�Ÿ�z Dynamic VLAN�¢ DVLAN �£�z
Generic Attribute Registration Protocol�¢ GARP�£ VLAN Registration Protocol�¢ GVRP�£�t�x�0� �`
�o�M�s�M�w�p�z	��ˆ�Þ�”�Å  MSFC 	Ñ�Õ�;�ó�–�;�Ì�x�z�\�•�’�w�;�ó�›�Ã�Ÿ�·�”�Ò�ç�t
ƒ���b�”
�\�q�›
*	‘�`�‡�b�{

• �†�M�w�µ�”�Í�Ì� �²  �¤�ï�´�ï	Í�w�¯�ï�¹�”�ç  �Ù�”�Ä�t�á�;�r�p	��U�ž�«�·�µ�p�V�”�‘�O�t�`
�‡�b�¢�z�¤�±�”�Ì�‡�h�x�Þ�Ã�Ü�t�‘�”�3�¬�Ž�ž�«�·�µ�£ �{

�¢�«�£ �\�\�p�w	�	q�x�z switch console �¯�Ú�ï�Å�›�–�;�`�o�µ�”�Í�Ì� �²  �¤�ï�´�ï�T�’  MSFC �t�ž�«�·�µ
�`�‡�b�{ Telnet �·�¿�³�ã�ï�p�x�z switch console �¯�Ú�ï�Å�x�±�Ù�”�Ä�^�•�o�M�‡�d�œ�{

�µ�»�ï�Ì�   MSFC �w�ž�«�·�µ

�µ�»�ï�Ì�   MSFC �t�ž�«�·�µ�b�”�t�x�z switch supervisor �¯�Ú�ï�Å�›�Ö�—�`�z�f�w�K�q�t  switch
console �¯�Ú�ï�Å�›�Ö�—�`�‡�b�{

�¢�«�£ �µ�»�ï�Ì�   MSFC �x�z�ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤�ï�´�ï�T�’
C�æ�^�•�h  show module �¯�Ú�ï�Å�w
	Z�—�t�x
¯�Ô�^�•�‡�d�œ�{
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	��ˆ�t�‘�”  MSFC �w�I�ˆ

�†�M�w  MSFC �w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �è�´�µ�»�U  0x0 �t
ƒ���^�•�o�M�”	Ô�ù�z MSFC 	��ˆ�Þ�”�Å
�p�x�z�µ� �¿�½�›�æ�·�¿�Ä�b�”�h�|�t  MSFC �›	��ˆ�p�I�ˆ�b�”
ž�A�U�K�“�‡�b�{ MSFC �›	��ˆ�p�I
�ˆ�b�”�t�x�z�Í�w�^�À�›�æ�M�‡�b�{

�µ�Â�¿�Ó  1 switch console �¯�Ú�ï�Å�›�–�;�`�o  MSFC ROMMON �Ó�é�ï�Ó�Ä�t�ž�«�·�µ�`�‡�b�{

�µ�Â�¿�Ó  2 boot bootflash:image �¯�Ú�ï�Å�›�Ö�—�`�‡�b�{

�µ�Â�¿�Ó  3 MSFC �w�I�ˆ�™�z Router>�Ó�é�ï�Ó�Ä�t  Ctrl-C �›  3 �s�Ö�—�b�”�q�z�µ�”�Í�Ì� �²  �¤�ï�´�ï  �Ó�é�ï�Ó
�Ä�t�í�“�‡�b�{ session �¯�Ú�ï�Å�›�î�æ�`�o�z MSFC �t�ž�«�·�µ�`�‡�b�{

MSFC �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �è�´�µ�»�w
ƒ��

	��ˆ�Þ�”�Å  MSFC 	Ñ�Õ�;�ó�p�x�z�Í�w�‘�O�t�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �è�´�µ�»�›
ƒ���`�‡�b�{

�µ�Â�¿�Ó  1 �ž�«�Â�Ÿ�Ò  MSFC�¢ MSFC-15�£	Í�p  Cisco IOS �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�T�’�z config-register
0x2102 �¯�Ú�ï�Å�›�Ö�—�`�‡�b�{

�µ�Â�¿�Ó  2 ROM �Þ�Ç�»  �Þ�”�Å�w  MSFC�¢ MSFC-16�£	Í�p�z config-register 0x0 �¯�Ú�ï�Å�›�Ö�—�`�‡�b�{

�¢�«�£ �†�M�w MSFC �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�w  boot �³�µ�Â�Ü  �¯�Ú�ï�Å�U�Ò�”�Ä�Ñ�å�¿�³�á�w���®�s� 
�Ý�”�´�›�Ù� �ï�Ä�b�”�‘�O�t�`�z�T�m�z�\�•�’�w  boot �¯�Ú�ï�Å�›�Á�¹�b�”�‘�O�t�x�¯�ï�Ñ�Ÿ�ª�á
�è�”�³�ã�ï  �è�´�µ�»�›
ƒ���`�s�M�\�q�›
*	‘�`�‡�b�{

MSFC �s
î	�	q

�\�\�p�x�z�°�Ì�$�‡�h�x�ì���$�s  MSFC 	Ë�•�T�’�s
î�b�”	�	q�t�m�M�o
†�Ì�`�‡�b�{

�ž�«�Â�Ÿ�Ò  MSFC �w�°�Ì�$�s	Ë�•�U
C
\�`�h	Ô�ù�z�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �è�´�µ�»�U  0x2102 �t

ƒ���^�•�o�M�”�h�Š�z MSFC �U�6�I�ˆ�`�‡�b�{

�ì���$�s	Ë�•�w�Y�M�U�K�”�ž�«�Â�Ÿ�Ò�s  MSFC �x�¬�Ý�b�”
ž�A�U�K�“�‡�b�{�f�•�t�x�z�ž�«�Â�Ÿ�Ò
�µ�”�Í�Ì� �²  �¤�ï�´�ï�w�¯�ï�¹�”�ç  �Ù�”�Ä�T�’  reset 15 �¯�Ú�ï�Å�›�î�æ�`�z�ž�«�Â�Ÿ�Ò  MSFC �U

Y	×�t�6�I�ˆ�b�”�T�r�O�T�›�¬�Ý�`�‡�b�{ �6�I�ˆ�`�s�M	Ô�ù�x�z �Í�w  2 �m�w�M�O�p�µ�»�ï�Ì�   MSFC
�t
~�“�8�Q�”�\�q�U�p�V�‡�b�{

�M�O 1�•�µ� �¿�½�t
ú�g�$�t�ž�«�·�µ�b�”	Ô�ù

�µ� �¿�½�t
ú�g�$�t�ž�«�·�µ�b�”	Ô�ù�x�z�\�w�M�O�›�–�;�`�‡�b�{�ð�J�w�K�”  MSFC �›
÷
‹�`�o�M
�”�ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤�ï�´�ï�›	��“�Ž�b�\�q�t�‘�“�z	Ñ�Õ�µ�”�Í�Ì� �²  �¤�ï�´�ï�U�ˆ�^�›
�¾�V�'�W�‡�b�{	Ñ�Õ�µ�”�Í�Ì� �²  �¤�ï�´�ï�w
ú�g�¯�ï�¹�”�ç  �Ù�”�Ä�p�z�Í�w	�	q�›�î�æ�`�‡�b�{
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�µ�Â�¿�Ó  1 switch console �¯�Ú�ï�Å�›�î�æ�`�‡�b�{

�µ�Â�¿�Ó  2 ROMMON �Ó�é�ï�Ó�Ä�p�z boot bootflash:image �¯�Ú�ï�Å�›�î�æ�`�‡�b�{

�µ�Â�¿�Ó  3 �µ�»�ï�Ì�   MSFC �w�I�ˆ�™�z Cisco IOS �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p  config-register 0x2102 �¯
�Ú�ï�Å�›�î�æ�`�o�z�µ� �¿�½�w�æ�·�¿�Ä�Ì�t  MSFC �U�I�ˆ�b�”�‘�O�t�`�‡�b�{

�M�O 2�•�µ� �¿�½�t�æ�Þ�”�Ä  �ž�«�·�µ�i�Z�U�D�ó�s	Ô�ù

�µ� �¿�½�t�æ�Þ�”�Ä  �ž�«�·�µ�`�T�p�V�s�M	Ô�ù�x�z�\�w�M�O�›�–�;�`�‡�b�{�ð�J�w�K�”  MSFC �›

÷
‹�`�o�M�”�ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤�ï�´�ï�p�z�Í�w	�	q�›�î�æ�`�‡�b�{

�¢�«�£ �ð�J�w�K�”  MSFC �U�µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï	Í�t�K�”	Ô�ù�x�z switch supervisor �¯�Ú�ï
�Å�›�î�æ�`�‡�b�{

�µ�Â�¿�Ó  1 switch console �¯�Ú�ï�Å�›�î�æ�`�‡�b�{

�µ�Â�¿�Ó  2 �Ò�è�”�«	ô�ø�›
ù	ô�`�o�ð�J�w�K�”  MSFC �w ROMMON �t�Ö�“�‡�b �¢�Ò�è�”�«�U���®�s�w�x  MSFC
�U�¾�V���V�6�I�ˆ�`�o�M�”	Ô�ù�t�v�“�‡�b�£ �{�³�µ�Â�Ü�w�Ò�”�Ä�µ�Ä�å�¿�Ó  �Ý�¿�·�”�´�U	Z�—�^�•
�o�T�’�z�Ý� �ï  Cisco IOS � �Ý�”�´�U�r�Z�^�•�”�‡�p�w���t
C�æ�^�•�”�‘�O�t�z�Ò�è�”�«�w�»� �Û
�ï�¬�›�>�Š�”
ž�A�U�K�“�‡�b�¢�Í�w	Z�—�w  2 �m�w�ü�¹�›�€	°�£ �{

System Bootstrap, Version 12.0(3)XE, RELEASE SOFTWARE 
Copyright (c) 1998 by cisco Systems, Inc.
Cat6k-MSFC platform with 131072 Kbytes of main memory <======= ISSUE BREAK AFTER THIS  
POINT

Self decompressing the image : 
###################################################################################### 
[OK]  

<========== BUT BEFORE THIS POINT

Self decompressing the image : 
######################################################################################
######################################################################################
######################################################################################
######################################################################################
######################################################################################
######################################################################################
######################################################################################
######################################################################################
################################### [OK]

�µ�Â�¿�Ó  3 ROMMON �Ó�é�ï�Ó�Ä�p�z confreg �¯�Ú�ï�Å�›�Ö�—�`�‡�b�{

a. [do you wish to change the configuration? y/n [n]:] �w�Ó�é�ï�Ó�Ä�t�z y �q�Ö�—�`�‡�b�{

b. Enter �›�!�`�o�b�‚�o�w�í�ð�t�0�`�o�Ã�Ñ�¥�ç�Ä�w
ƒ���›	!�Z�Ö�•�”�q�z�Í�w�Ó�é�ï�Ó�Ä�U
¯
�Ô�^�•�‡�b�{ [change the boot characteristics? y/n [n]:]

c. y �q�Ö�—�`�‡�b�{
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d. 0 �q�Ö�—�`�o�z�Í�w�Ó�é�ï�Ó�Ä�p  0 = ROM Monitor �¦�Ó�³�ã�ï�›
¬�R�`�‡�b�{

e. Configuration Summary �›�Ð�‚�o�z boot:the ROM Monitor �w�‹�›�¬�Ý�`�‡�b�{

f. �6�S�z [do you wish to change the configuration? y/n [n]:] �q�M�O�Ó�é�ï�Ó�Ä�U
¯�Ô�^�•�‡�b�{

g. n �q�Ö�—�`�‡�b�{

h. ROMMON �Ó�é�ï�Ó�Ä�t�í�“�‡�b�{

�µ�Â�¿�Ó  4 reset �¯�Ú�ï�Å�›�î�æ�`�o�z MSFC �U ROMMON �p�I�ˆ�`�o�M�”�\�q�›�¬�Ý�`�‡�b�{�\�w�µ�Â�¿�Ó�t
�‘�“�z�\�w  MSFC �q�ž�«�Â�Ÿ�Ò  MSFC �U�‰�Ì�t�I�ˆ�`�s�M�‘�O�t�s�“�‡�b�{

�µ�Â�¿�Ó  5 Ctrl-C �›  3 �s�Ö�—�`�o�z�µ�”�Í�Ì� �²  �¤�ï�´�ï  �Ó�é�ï�Ó�Ä�t�í�“�‡�b�{

�µ�Â�¿�Ó  6 �Ë�   �ž�Õ� �å�Ï�æ�Â�Ÿ�U�µ�”�Í�Ì� �²  �¤�ï�´�ï�w�µ�Â�”�Ä�›�‰�8�=�`�o�M�”�\�q�›�¬�Ý�`�‡�b�{
� f �w�h�Š� t �x�z show system highavailability � ¯ �Ú� ï �Å�› � î �æ�` �o�z�Ë�    �ž �Õ�  �å � Ï �æ�Â�Ÿ�w
[Operational-status] �U ON �p�K�”�\�q�›�¬�Ý�`�‡�b�{

�µ�Â�¿�Ó  7 switch supervisor �¯�Ú�ï�Å�›�î�æ�`�‡�b�{

�µ�Â�¿�Ó  8 switch console �¯�Ú�ï�Å�›�î�æ�`�‡�b�{

�µ�Â�¿�Ó  9 �µ�»�ï�Ì�   MSFC �w ROMMON �Ó�é�ï�Ó�Ä�p�z�µ�Â�¿�Ó  3 �›���“�&�`�‡�b�U�z�µ�Â�¿�Ó  3d �p�x�¦
�Ó�³�ã�ï  2 �w [boot system] �›
¬�R�`�‡�b�{

change the boot characteristics? y/n  [n]:  y
enter to boot:
 0 = ROM Monitor
 1 = the boot helper image
 2-15 = boot system
    [2]:  2   <========================

    Configuration Summary
enabled are:
load rom after netboot fails
console baud: 9600
boot: the ROM Monitor

do you wish to change the configuration? y/n  [n]:  n

You must reset or power cycle for new config to take effect
rommon 2 >

�µ�Â�¿�Ó  10 ROMMON �Ó�é�ï�Ó�Ä�p  reset �¯�Ú�ï�Å�›�Ö�—�`�o�³�µ�Â�Ü�›�I�ˆ�`�‡�b�{

�µ�Â�¿�Ó  11 MSFC �U�I�ˆ�`�h�’�z	ý�`�M�ž�«�Â�Ÿ�Ò  MSFC �w�¯�ï�¹�”�ç  �Ù�”�Ä	Í�w  Cisco IOS �¯�ï�Ñ�Ÿ�ª�á
�è�”�³�ã�ï  �Þ�”�Å�p  config-register 0x2102 �¯�Ú�ï�Å�›�î�æ�`�‡�b�{

�µ�Â�¿�Ó  12 Ctrl-C �›  3 �s�Ö�—�`�o�z�µ�”�Í�Ì� �²  �¤�ï�´�ï  �Ó�é�ï�Ó�Ä�t�í�“�‡�b�{
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NSF/SSO MSFC 	Ñ�Õ�;�ó�w
ƒ��

�\�w	·�p�x�z Catalyst 6500 �³�æ�”�¶  �µ� �¿�½	Í�p  Cisco Nonstop Forwarding�¢ NSF�£/Stateful Switchover
�¢ SSO�£�›�–�;�`�o  Multilayer Switch Feature Card�¢ MSFC; �Ú�ç�½�è� �à  �µ� �¿�½  �Ñ�Ÿ�”�½�ß  �§�”
�Å�£	Ñ�Õ�;�ó�›
ƒ���b�”	�	q�t�m�M�o
†�Ì�`�‡�b�{

�¢�«�£ �\�w	·�p�–�;�`�o�M�”�¯�Ú�ï�Å�w�ì
¶�s�Ï���S�‘�|�–�;�M�O�w	Ä�I�t�m�M�o�x�z �° Catalyst 6500 
Series MSFC Cisco IOS Command Reference�±�›�€	°�`�o�X�i�^�M�{

�¢�«�£ MSFC �q�M�O�;� �x�z�\�w	·�›�è�a�o�›�t�Ì�G�^�•�o�M�s�M�T�W�“�z MSFC2�z MSFC2A�z�S�‘�|
MSFC3 �›�¦�`�‡�b�{

�¢�«�£ �›�t�Ì�G�^�•�o�M�s�M�T�W�“�z�\�w	·�p
†�Ì�b�”	Ø�C�S�‘�|	�	q�x�z Policy Feature Card�¢ PFC; �Ù
�æ�³�”  �Ñ�Ÿ�”�½�ß  �§�”�Å�£ 3B/3BXL �›�e�L�`�h  Supervisor Engine 32�z PFC3A/PFC3B/PFC3BXL �›
�e�L�`�h  Supervisor Engine 720�z�S�‘�|  PFC2 �›�e�L�`�h  Supervisor Engine 2 �t�&�;�^�•�‡�b�{

�\�w	·�p
†�Ì�b�”�º�0�x�z�Í�w�q�S�“�p�b�{

• �Ë�”�Å�¢�£�ž�S�‘�|�¹�Ñ�Ä�¢�£�ž�w�A�E�¢ p.23-2�£

• NSF/SSO �w�;�ó�“�A�¢ p.23-3�£

• RPR �w�“�A�¢ p.23-4�£

• MSFC �µ� �¿�½�¦�”�Ì�”�w�»� �Ó�¢ p.23-5�£

• 
ƒ���Ì�w�«�™�Ä�ò�S�‘�|
M�v�Ä�ò�¢ p.23-5�£

• CLI �›�–�;�`�h  NSF/SSO �w
ƒ���¢ p.23-7�£

• �¹�Ñ�Ä�¢�£�ž�w�ž�¿�Ó�¬�è�”�Å�¢ p.23-16�£
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�Ë�”�Å�¢�£�ž�S�‘�|�¹�Ñ�Ä�¢�£�ž�w�A�E
�\�\�p�x�z NSF/SSO �›
ƒ���b�”	Ô�ù�w�Ë�”�Å�¢�£�ž�S�‘�|�¹�Ñ�Ä�¢�£�ž�A�E�t�m�M�o
†�Ì�`�‡�b�{

• �±�Ù�”�Ä�0	Å�µ�”�Í�Ì� �²  �¤�ï�´�ï  �•  Supervisor Engine 2�z Supervisor Engine 720�z�S�‘�|
Supervisor Engine 32�¢ Supervisor Engine 1 �p�x  NSF/SSO �x�±�Ù�”�Ä�^�•�‡�d�œ�£ �{

• �±�Ù�”�Ä�0	Å  MSFC �•  MSFC2�z MSFC2A�z�S�‘�|  MSFC3�¢ MSFC �x�±�Ù�”�Ä�^�•�‡�d�œ�£ �{

• 	Ñ�Õ�µ�”�Í�Ì� �²  �¤�ï�´�ï�t�x�z�‰�a�Þ�Ã�ç�w  PFC �q  MSFC �›�e�L�`�h�‰�a�»� �Ó�w�µ�”�Í
�Ì� �²  �¤�ï�´�ï�›�–�;�b�”
ž�A�U�K�“�‡�b�{

• Rlease 8.5(1) �Ž�ñ�w  Catalyst �¹�Ñ�Ä�¢�£�ž  �æ�æ�”�µ

�¢�«�£ SSO �U MSFC 	Í�p� �É�”�Ò�ç�s	Ô�ù�z Release 8.5(1) �Ž�ñ�w�µ�”�Í�Ì� �²  �¤�ï�´�ï  �¹�Ñ
�Ä�¢�£�ž  �æ�æ�”�µ�t�ž�¿�Ó�¬�è�”�Å�b�”
²�t�z�µ�”�Í�Ì� �²  �¤�ï�´�ï	Í�p�Ë�   �ž�Õ� 
�å�Ï�æ�Â�Ÿ�›� �É�”�Ò�ç�t�b�”
ž�A�U�K�“�‡�b�{ set system highavailability enable �¯�Ú
�ï�Å�›�–�;�`�o�z�µ�”�Í�Ì� �²  �¤�ï�´�ï	Í�p�Ë�   �ž�Õ� �å�Ï�æ�Â�Ÿ�;�ó�›� �É�”�Ò�ç
�t�`�‡�b�{

• Cisco IOS Release 12.2(18)SXF �Ž�ñ�w�æ�æ�”�µ
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NSF/SSO �w�;�ó�“�A

�¢�«�£ SSO �x�z Single Router Mode�¢ SRM�£�q  Dual Router Mode�¢ DRM�£�t�E�˜�”�;�ó�p�b�{�\�•�’�w�Ë
�   �ž�Õ� �å�Ï�æ�Â�Ÿ  �Þ�”�Å�x�z�±�Ù�”�Ä�^�•�‡�d�œ�{ SRM �S�‘�|  DRM �w CLI�¢�¯�Ú�ï�Å�å� �ï
� �ï�»�”�Ñ�£� �µ�£	r�g�w	Ä�I�t�m�M�o�x�z �®
ƒ���Ì�w�«�™�Ä�ò�S�‘�|
M�v�Ä�ò�¯ �¢ p.23-5�£ �›�€	°
�`�o�X�i�^�M�{

�µ�”�Í�Ì� �²  �¤�ï�´�ï	Í�p�T�‡�b�”  Catalyst �¦�Ö�è�”�Â�Ÿ�ï�¬  �³�µ�Â�Ü�t�‘�“�z 	Ñ�Õ�µ�”�Í�Ì� �²
�¤�ï�´�ï�w�è� �à  2 �Ë�   �ž�Õ� �å�Ï�æ�Â�Ÿ�U���™�^�•�‡�b�{ MSFC 	Í�p�T�‡�b�”  NSF/SSO �›
‹�Q
�h  Cisco IOS Release 12.2(18)SXF �Ž�ñ�w�æ�æ�”�µ�p�x�z	Ñ�Õ  MSFC �t�è� �à  3 �Ž	Í�w�Ë�   �ž�Õ� �å
�Ï�æ�Â�Ÿ�;�ó�›���™�`�‡�b�{ MSFC SSO �w�Ë�   �ž�Õ� �å�Ï�æ�Â�Ÿ�w�b�:�x�z�Í�w�q�S�“�p�b�{

• �¼�¢�ï�»� �Ü�w�0�n

• MSFC �›�³�ß�¿�Ä  �¼�¢�ï�d�c�t�¹�Ñ�Ä�¢�£�ž�›�ž�¿�Ó�¬�è�”�Å�D�ó

• �ž�«�Â�Ÿ�Ò  MSFC �w	Ë�•�›�U	Z�`�z�µ�»�ï�Ì�   MSFC �U�7���Ä�å�Ñ�Ÿ�¿�«  �Ñ�é�”�w
��:�›�7
	—�v�t�`�o�z�³�µ�Â�Ü�›�Â� �«�¦�”�Ì�”�D�ó

�³�µ�Â�Ü�U�I�ˆ�`�z�µ�”�Í�Ì� �²  �¤�ï�´�ï�U	s�8�=�›�ì�ƒ�`�ˆ�^	j
‹�U
T�l�h�K�q�z�µ�”�Í�Ì� �²
�¤�ï�´�ï�x�†�M�w  MSFC �t  SCP � �ï�Õ�ï�Ä�æ  �Ý�¿�·�”�´�›
ù	ô�`�‡�b�{� �ï�Õ�ï�Ä�æ  �Ý�¿�·�”�´
�t�x�z�³�µ�Â�Ü�º�t�r�w  MSFC �U���O�b�”�T�q�M�O	Ø�C�S�‘�|���w�ˆ�^�µ�Â�”�Ä	Ø�C�U���‡�•�‡
�b�{�Ë�   �ž�Õ� �å�Ï�æ�Â�Ÿ�q�M�O�
�:�p�x�z� �ï�Õ�ï�Ä�æ  �Ý�¿�·�”�´�t�x�z�ž�«�Â�Ÿ�Ò  MSFC �q
�s�”  MSFC �S�‘�|�µ�»�ï�Ì�   MSFC �q�s�”  MSFC �›�¦�Ô�b�”	Ø�C�U���‡�•�”�w�p�z	O�A�p�b�{

�µ�»�ï�Ì�   MSFC �w�I�ˆ�¤�z� �Ý�”�´  �Ì�”�´�ã�ï	Ø�C�x  MSFC ���p�¦�õ�^�•�z�Í�w�M�c�•�T�w	r
�g�U�æ�˜�•�‡�b�{

• � �Ý�”�´  �Ì�”�´�ã�ï	Ø�C�U�°�•�`�z�†�M�w  MSFC �U SSO �q�`�o
ƒ���^�•�”�T�z�‡�h�x�Ã�Ñ�¥
�ç�Ä�t�¢ SSO�£
ƒ���^�•�”�q�z�³�µ�Â�Ü�x  SSO �Þ�”�Å�p�T�‡�`�‡�b�{

• � �Ý�”�´  �Ì�”�´�ã�ï	Ø�C�U�°�•�`�s�M�T�z�‡�h�x  MSFC �w�r�j�’�T�p  Route Processor 
Redundancy�¢ RPR�£�U
ƒ���^�•�”�q�z�³�µ�Â�Ü�x  RPR �Þ�”�Å�p�T�‡�`�‡�b�{

NSF/SSO �Þ�”�Å�p�x�z�°�M�w  MSFC �U�ž�«�Â�Ÿ�Ò  �Þ�”�Å�p�‹�O�°�M�w  MSFC �x�×�¿�Ä�µ�»�ï�Ì� 
�Þ�”�Å�t�s�“�‡�b�{�×�¿�Ä�µ�»�ï�Ì�   MSFC �x�z�ž�«�Â�Ÿ�Ò  MSFC �T�’�µ�Â�”�Ä	Ø�C�›	!	ô�b�”�\
�q�t�‘�“�z�°���w	j
‹�µ�Â�”�Ä�›�¡�Ë�`�‡�b�{�µ�”�Í�Ì� �²  �¤�ï�´�ï�x�z�µ�»�ï�Ì�   MSFC �t�ž
�«�Â�Ÿ�Ò  MSFC �U�æ�l�o�M�”	r�g�›�¾�V�'�Y�‘�O�t�A�{�b�”	Ô�ù�U�K�“�‡�b�{�µ�”�Í�Ì� �²  �¤�ï
�´�ï�x�ž�«�Â�Ÿ�Ò  MSFC �›�Þ�Ç�»�`�‡�b�{ MSFC �U� �t�`�s�M	Ô�ù�x�z�µ�”�Í�Ì� �²  �¤�ï�´�ï�x
MSFC �t
~�…�‡�h�x�¼�¢�ï�›
•���`�z MSFC �w�æ�·�¿�Ä�›�æ�M�‡�b�{�µ�»�ï�Ì�   MSFC �t�x�z	r�g
�›�‰�•�b�”�w�t
ž�A�s�7	ý�w�µ�Â�”�Ä	Ø�C�U�K�“�‡�b �¢�µ�»�ï�Ì�   MSFC �x�ì
¶�t	s�8�=�^�•�‡�b
�U�z�µ� �¿�½�¦�”�Ì�”�U
C
\�b�”�‡�p�x�z VLAN�¦�>
Ý  LAN�§�x���g	Í�w�¼�¢�ï  �µ�Â�”�Ä�w�‡�‡�p
�b�£�{

NSF �t�‘�“�z�µ� �¿�½�ï�¬  �Þ�´�á�”�ç�S�‘�|�µ� �¿�½  �Ñ�•�Ò�æ�¿�«�x�z MSFC �µ� �¿�½�¦�”�Ì�”
�w�î�æ�¤�‹�Í�­�¿�Ä�8
ù�›�'���`�‡�b�{

�¢�«�£ �U	Z�^�•�h�Ë�”�Å�¢�£�ž	Ë�•�‡�h�x  CLI �¯�Ú�ï�Å�t�‘�l�o�‹�z�µ� �¿�½�¦�”�Ì�”�x
C
\�`�‡�b�{
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�¢�«�£ �µ�”�Í�Ì� �²  �¤�ï�´�ï	Í�w�Ë�   �ž�Õ� �å�Ï�æ�Â�Ÿ�;�ó�x�z MSFC �w�Ë�   �ž�Õ� �å�Ï�æ�Â�Ÿ�;�ó�q
�x�Á�����p�b�{�h�i�`�z�¬�î�t  MSFC SSO �;�ó�›�&
~�t�ˆ�^�^�d�”�‘�O�t�z�µ�”�Í�Ì� �²  �¤�ï�´
�ï	Í�p�Ë�   �ž�Õ� �å�Ï�æ�Â�Ÿ�›� �É�”�Ò�ç�t�b�”
ž�A�U�K�“�‡�b�{

SSO �Þ�”�Å�p  MSFC �›�T�‡�¤�t�z�µ�”�Í�Ì� �²  �¤�ï�´�ï�w�Ë�   �ž�Õ� �å�Ï�æ�Â�Ÿ�;�ó�›�î�æ�`�o
�M�s�M	Ô�ù�z�µ� �¿�½�¦�”�Ì�”�x
‡�µ�Â�”�Ä�Ñ�ç  �µ� �¿�½�¦�”�Ì�”�q�s�“�z�µ�»�ï�Ì�   MSFC �x
�µ� �¿�½�¦�”�Ì�”�Ì�t�æ�·�¿�Ä�^�•�z�6�I�ˆ�^�•�‡�b�{�µ�”�Í�Ì� �²  �¤�ï�´�ï	Í�t  MSFC �w SSO
�›�±�Ù�”�Ä�b�”�w�t	G
ü�s�µ�Â�”�Ä	Ø�C�U�s�M�h�Š�z�µ�»�ï�Ì�   MSFC �w�æ�·�¿�Ä / �6�I�ˆ�U
C
\
�`�‡�b�{�µ�»�ï�Ì�   MSFC �w�æ�·�¿�Ä / �6�I�ˆ�t�‘�“�z�±�”�Ï�µ�x�¤�…�^�•�‡�b�{

RPR �w�“�A

�¢�«�£ RPR+ �Þ�”�Å�x�±�Ù�”�Ä�^�•�‡�d�œ�{

RPR �x�z �¯�”�ç�Å �µ�»�ï�Ì�   �Þ�”�Å�p�b�{�µ� �¿�½�¦�”�Ì�”�U
C
\�b�”�q�z�µ�»�ï�Ì�   MSFC �x
�ì
¶�t	s�8�=�b�”
ž�A�U�K�“�‡�b�{ RPR �Þ�”�Å�x�z	��q�`�o  Fast Software Upgrade�¢ FSU�£�;�t�–
�;�^�•�‡�b�¢ �®�ô���¹�Ñ�Ä�¢�£�ž  �ž�¿�Ó�¬�è�”�Å�¯ [p.23-16]  �›�€	°�£ �{ RPR �Þ�”�Å�p�x�z�µ�»�”�Ä
�ž�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�U�µ�»�ï�Ì�   MSFC �t�‰�8�=�^�•�‡�b�U�z�µ� �¿�½�¦�”�Ì�”�U
C

\�b�”�‡�p�x�°
~	r�g�^�•�‡�d�œ�{�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�x�z�µ�»�ï�Ì�   MSFC �t�‰�8�=�^
�•�‡�d�œ�{

�ž�«�Â�Ÿ�Ò  MSFC �U�ì
¶�t�I�ˆ�b�”�q�z MSFC ���p�w�µ�Â�”�Ä	Ø�C�w�¦�õ�x�æ�˜�•�‡�d�œ�{�ž�«
�Â�Ÿ�Ò  MSFC �U�‚	Ë�b�”�q�z�µ�»�ï�Ì�   MSFC �U�µ�»�”�Ä�ž�¿�Ó  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Ñ�•� 
�ç�›	r�g�`�o�z	s�8�=�›�‰�•�`�‡�b�{

� �Ý�”�´�w�“�õ
Q�t�ð�J�U�K�”	Ô�ù�x�z�ž�«�Â�Ÿ�Ò  MSFC �x�ì
¶�t�I�ˆ�`�‡�b�U�z�µ�»�”�Ä�ž�¿�Ó
�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Ñ�•� �ç�›	r�g�b�”
²�t�z�µ�»�ï�Ì�   MSFC �x�I�ˆ�›�¤�…�`�‡�b�{�ž�«
�Â�Ÿ�Ò  MSFC �U�‚	Ë�b�”�q�z�µ� �¿�½�¦�”�Ì�”�U�Ä�æ�¨�”�^�•�z�¤�…�^�•�h�µ�»�ï�Ì�   MSFC �U	s
�8�=�›�‰�•�`�z�ž�«�Â�Ÿ�Ò  MSFC �q�s�“�‡�b�{

�¢�«�£ MSFC 	Í�p  RPR �›�î�æ�b�”	Ô�ù�z�µ�”�Í�Ì� �²  �¤�ï�´�ï	Í�w�Ë�   �ž�Õ� �å�Ï�æ�Â�Ÿ�›� �É�”�Ò�ç
�t�b�”
ž�A�x�K�“�‡�d�œ�{
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MSFC �µ� �¿�½�¦�”�Ì�”�w�»� �Ó
MSFC �µ� �¿�½�¦�”�Ì�”�w�»� �Ó�x�z�Í�w�q�S�“�p�b�{

• �Ñ�£�”�ç�¦�”�Ì�”  �•  �ž�«�Â�Ÿ�Ò  MSFC �U�‚	Ë�b�”�T�z�‡�h�x	O�G�s�³�µ�Â�Ü	Ë�•�U�U	Z�^�•�z
�7	4�$�t  ROMMON �t�Ö�”�q�z MSFC �Ñ�£�”�ç�¦�”�Ì�”�U
C
\�`�‡�b�{

• �§
M�µ� �¿�½�¦�”�Ì�”  �•  �§
M�µ� �¿�½�¦�”�Ì�”�x�z CLI �¯�Ú�ï�Å�›�Ö�—�b�”�T�z�‡�h�x�³�ß�”
�³�T�’�ž�«�Â�Ÿ�Ò  MSFC �e�L�w�µ�”�Í�Ì� �²  �¤�ï�´�ï�›	��“�Ž�b�\�q�t�‘�“
C
\�`�‡�b�{ �§
M
�$�t�µ� �¿�½�¦�”�Ì�”�›�î�æ�b�”  MSFC �w CLI �¯�Ú�ï�Å�x�z redundancy force-switchover �S�‘
�|  reload �¯�Ú�ï�Å�p�b�{ �§
M�$�t�µ� �¿�½�¦�”�Ì�”�›�î�æ�b�”�µ�”�Í�Ì� �²  �¤�ï�´�ï�w  CLI �¯
�Ú�ï�Å�x�z reset mod �¯�Ú�ï�Å�p�b�{�\�w	Ô�ù  mod �x�z show module �¯�Ú�ï�Å
¯�Ô�p�Ô�^�•�”
MSFC �w�Þ�´�á�”�ç
j�ø�p�b�{


ƒ���Ì�w�«�™�Ä�ò�S�‘�|
M�v�Ä�ò
�\�\�p�x�z NSF/SSO �›
ƒ���b�”�M�w
ƒ���Ì�w�«�™�Ä�ò�q
M�v�Ä�ò�›
†�Ì�`�‡�b�{

• SSO �U MSFC 	Í�p� �É�”�Ò�ç�s	Ô�ù�z Release 8.5(1) �Ž�ñ�w�µ�”�Í�Ì� �²  �¤�ï�´�ï  �¹�Ñ�Ä�¢�£
�ž  �æ�æ�”�µ�t�ž�¿�Ó�¬�è�”�Å�b�”
²�t�z�µ�”�Í�Ì� �²  �¤�ï�´�ï	Í�p�Ë�   �ž�Õ� �å�Ï�æ�Â�Ÿ�›
� �É�”�Ò�ç�t�b�”
ž�A�U�K�“�‡�b�{ set system highavailability enable �¯�Ú�ï�Å�›�–�;�`�o�z �µ�”
�Í�Ì� �²  �¤�ï�´�ï	Í�p�Ë�   �ž�Õ� �å�Ï�æ�Â�Ÿ�;�ó�›� �É�”�Ò�ç�t�`�‡�b�{

• SSO �x�z SRM �S�‘�|  DRM �t�E�˜�”�;�ó�p�b�{�\�•�’�w�Ë�   �ž�Õ� �å�Ï�æ�Â�Ÿ  �Þ�”�Å�x�z�±
�Ù�”�Ä�^�•�‡�d�œ�{	Ä�I�x�z�Í�w�q�S�“�p�b�{

�µ SRM CLI 	r�g  �•  Cisco IOS Release 12.2(18)SXF �Ž�ñ�w�¹�Ñ�Ä�¢�£�ž  �æ�æ�”�µ�t�x�z SRM
CLI �U���‡�•�‡�b�{ CLI �x�Ö�—�Ì�t	!�Z�Ö�•�’�•�‡�b�U�z�;�ó�x�`�‡�d�œ�{ SRM CLI �x�z
Cisco IOS Release 12.2(18)SXF �Ž�ñ�w�¹�Ñ�Ä�¢�£�ž  �æ�æ�”�µ�p�¡�Ë�^�•�z NSF/SSO �•�w� 
�æ�›�0�›�t�`�‡�b�{�h�i�`�z SRM CLI �t�‘�“  NVRAM�¢
Æ�4
C
Q  RAM�£�w�ž�¿�Ó�Ã�”�Ä
�x�æ�˜�•�‡�d�œ�{ SRM CLI �U
ƒ���^�•�o�M�o�z write mem �¯�Ú�ï�Å�›�Ö�—�`�o  SRM 
ƒ��
�›�!�Ë�`�‘�O�q�b�”	Ô�ù�z
ƒ���º�w  SRM CLI �¯�Ú�ï�Å�x�æ�˜�•�‡�b�{ SRM �›�Ë�m� �Ý�”
�´�t�¼�¢�ï�¬�è�”�Å�b�”	Ô�ù�z�i�w  SRM CLI 
ƒ���x�æ�˜�•�”�h�Š�z SRM �›�6
ƒ���b�”
ž
�A�U�K�“�‡�b�{�\�w�h�Š�z SRM �T�’  NSF/SSO �t�ž�¿�Ó�¬�è�”�Å�b�”
²�t
ƒ���›�-���b�”
�\�q�›
*	‘�`�‡�b�{

�µ DRM CLI 	r�g  �•  SRM CLI �q�x�Ÿ�s�“�z NSF/SSO �•�w�ž�¿�Ó�¬�è�”�Å�™�w�¯�ï�Ñ�Ÿ�ª�á
�è�”�³�ã�ï  �Ñ�•� �ç�t�x�z�7���w  DRM CLI �U�³�µ�Â�Ü�I�ˆ�Ì�w�¤�å�”�q�`�o�Ñ�å�¬
Ç�Z
�^�•�‡�b�{�µ� �¿�½�›�6
ƒ���`�o�z DRM 
ƒ���›�_	†�b�”
ž�A�U�K�“�‡�b�{ DRM �T�’
NSF/SSO �t�ž�¿�Ó�¬�è�”�Å�b�”
²�t
ƒ���›�-���b�”�\�q�›
*	‘�`�‡�b�{

• �µ� �¿�½�¦�”�Ì�”�¤�x�z MSFC �t�‘�“�ç�”�Â�Ÿ�ï�¬�^�•�h�Ä�å�Ñ�Ÿ�¿�«�w�Ä�å�Ñ�Ÿ�¿�«���æ�U

C
\�`�‡�b�{ NSF �x�z�Þ�´�á�”�ç�S�‘�|�µ� �¿�½  �Ñ�•�Ò�æ�¿�«�t�‘�“�Ë�”�Å�¢�£�ž  �µ� �¿�½
�ï�¬�^�•�h�Ä�å�Ñ�Ÿ�¿�«�t�w�ˆ�&�;�^�•�‡�b�{�µ� �¿�½�¦�”�Ì�”�U�ì�ƒ�b�”�‡�p�z	ý�`�M�Ñ
�é�”�x�•�D�^�•�‡�d�œ�{

• MSFC �t	Ë�•�U�K�“�z�µ�”�Í�Ì� �²  �¤�ï�´�ï�t�\�w	Ë�•�›�è�Œ�p�V�s�M	Ô�ù�z�µ�”�Í�Ì� �²  �¤
�ï�´�ï�U  MSFC �w	Ë�•�›�Ý�Ý�`�z�µ� �¿�½�¦�”�Ì�”�U�Ä�æ�¨�”�^�•�”�‡�p  30 �™ 40 
µ�T�T�”�D
�ó
Q�U�K�“�‡�b�{�µ�”�Í�Ì� �²  �¤�ï�´�ï�U	Ë�•�è�Œ�›	!	ô�`�h	Ô�ù�z�µ� �¿�½�¦�”�Ì�”�x�Ú�j
�t�Ä�æ�¨�”�^�•�‡�b�{

• �Ñ�è�”�Ü  �æ�è�”�z Asynchronous Transfer Mode�¢ ATM; 
‡�‰�8�8
ù�Þ�”�Å�£ �z�S�‘�|  PPP�¢�Ù� �ï
�Ä�À�”�Ù� �ï�Ä  �Ó�é�Ä�¯�ç�£�w�¤�Ó�é�Ä�¯�ç�x�z SSO �Þ�”�Å�p�±�Ù�”�Ä�^�•�‡�d�œ�{

• WAN �Þ�´�á�”�ç�x�z SSO �µ� �¿�½�¦�”�Ì�”�t�0�`�o�Í�w�‘�O�t�ˆ�^�`�‡�b�{

�µ SSO �µ� �¿�½�¦�”�Ì�”�w	Ô�ù�z WAN �Þ�´�á�”�ç�x�6�I�ˆ�`�‡�d�œ�{

�µ WAN �Þ�´�á�”�ç  � �ï�»�”�Ñ�£� �µ�x�z SSO �µ� �¿�½�¦�”�Ì�”�¤�t�¼�¢�ï�`�o�z �f�w�™�ž�¿
�Ó�t�í�“�‡�b�{

�µ NSF �U WAN � �ï�»�”�Ñ�£� �µ�p
ƒ���^�•�o�M�”	Ô�ù�z�b�‚�o�w�ç�”�Â�Ÿ�ï�¬  �Ó�é�Ä�¯�ç
�x  NSF �›�î�æ�`�‡�d�œ�{

�µ WAN � �ï�»�”�Ñ�£� �µ�w�b�‚�o�w�;�ó�x�z SSO �µ� �¿�½�¦�”�Ì�”�™�t�ˆ�^�›�6�‰�`�‡�b�{
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• �µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï /MSFC 
à�Ö  �•  NSF/SSO 	Ñ�Õ
Q�p�x�z�Ý�ï�Â�Æ�ï�µ�w�h�Š
�w�µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï /MSFC �w�×�¿�Ä  �µ�ë�¿�Ó�U�D�ó�p�b�{�µ�»�ï�Ì�   MSFC
�›�×�¿�Ä  � �ï�±�”�Ä�b�”�q�z�ž�«�Â�Ÿ�Ò  MSFC �U�µ�»�ï�Ì�   MSFC �w���O�›�U	Z�`�z�µ�»�ï
�Ì�   MSFC �µ�Â�”�Ä�›�×�¿�Ä�µ�»�ï�Ì� �t� �æ�^�d�‡�b�{�µ�»�ï�Ì�   MSFC �›	��“�Ž�b�q�z�ž
�«�Â�Ÿ�Ò  MSFC �q�µ�»�ï�Ì�   MSFC ���w�‰�8�=�U�¤�…�^�•�z�µ�»�ï�Ì�   MSFC �•�w�-�y	Ý�6
�w�ž�¿�Ó�Ã�”�Ä�x�b�‚�o
��:�^�•�z�³�ï�Ó�è�¿�«�µ  �Þ�”�Å�U�‰�•�^�•�‡�b�{�µ�»�ï�Ì�   MSFC
�µ�Â�”�Ä�x�z show redundancy states �¯�Ú�ï�Å�t�‘�“
¯�Ô�^�•�‡�b�{

• �§�¢�ï�»�S�‘�|�w�-	Ø�C  �•  MSFC �t�‘�“�¡�Ë�^�•�”�¤	��§�¢�ï�»�S�‘�|�w�-	Ø�C�x�z MSFC ��
�p�‰�8�=�^�•�‡�d�œ�{

• �b�‚�o�w�±�Ò�³�µ�Â�Ü�U�Ë� �ž�Õ� �å�Ï�æ�Â�Ÿ�0� �p�K�”�˜�Z�p�x�s�X�z�Ë� �ž�Õ� �å�Ï�æ
�Â�Ÿ  �ž�¢�£�ž�p�K�”�±�Ò�³�µ�Â�Ü�p�‹�z�f�•�g�•�°�È�w
M�v�U�K�“�‡�b�{

• �°
æ�w�±�Ò�³�µ�Â�Ü�p�x�z�f�•�g�•�Ë�   �ž�Õ� �å�Ï�æ�Â�Ÿ�{���w
ƒ���S�‘�|�µ�Â�”�»�µ  �¯�Ú
�ï�Å�¢  show isis nsf �s�r�£�U�K�“�‡�b�{

• MSFC �¹�Ñ�Ä�¢�£�ž  � �Ý�”�´�x�z �q�O  In-Service Software Upgrade�¢ ISSU�£�›�±�Ù�”�Ä�`�‡�d�œ�{

• 

�…�x�z�Ë�   �ž�Õ� �å�Ï�æ�Â�Ÿ�t�w�ù�^�•�‡�d�œ�{ MSFC 	Í�w

�…�æ

�t�‘�”�µ� �¿�½�¦�”
�Ì�”�x�z�±�Ù�”�Ä�^�•�‡�d�œ�{
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CLI �›�–�;�`�h  NSF/SSO �w
ƒ��
�\�\�p�x�z NSF/SSO �›
ƒ���b�”	�	q�t�m�M�o
†�Ì�`�‡�b�{

• SSO �w
ƒ���¢ p.23-7�£

• CEF NSF �w
ƒ���¢ p.23-8�£

• CEF NSF �w�¬�Ý�¢ p.23-8�£

• BGP NSF �w
ƒ���¢ p.23-9�£

• BGP NSF �w�¬�Ý�¢ p.23-10�£

• OSPF NSF �w
ƒ���¢ p.23-11�£

• OSPF NSF �w�¬�Ý�¢ p.23-11�£

• IS-IS NSF �w
ƒ���¢ p.23-12�£

• IS-IS NSF �w�¬�Ý�¢ p.23-13�£

• 	Ñ�Õ���È	Ø�C�w
¯�Ô�¢ p.23-15�£

• MSFC �µ� �¿�½�¦�”�Ì�”�w�î�æ�¢ p.23-15�£

• MSFC �¹�Ñ�Ä�¢�£�ž�w�æ�é�”�Å�w�î�æ�¢ p.23-15�£

• 	Ñ�Õ���È�w�Ã�Ì�¿�¬  �¯�Ú�ï�Å�w�–�;�¢ p.23-15�£

SSO �w
ƒ��

SSO �x�z�Ã�Ñ�¥�ç�Ä  �Þ�”�Å�p�b�{�Ã�Ñ�¥�ç�Ä�p�x�z�Ì�Ô�$�t  SSO �q�`�o
ƒ���^�•�s�M	Ô�ù�p�‹�z
�³�µ�Â�Ü�x  SSO �Þ�”�Å�p�ž�¿�Ó�`�‡�b�{�h�i�`�z�Ì�Ô�$�t  SSO �Þ�”�Å�›
ƒ���b�”�\�q�›
*	‘�`�‡
�b�{

�¢�«�£ �Í�w�^�À�x�z RPR �Þ�”�Å�w
ƒ���p�‹�–�;�p�V�‡�b�¢ mode sso �w�E�˜�“�t  mode rpr �›�–�;�£ �{

SSO �Þ�”�Å�›
ƒ���b�”�t�x�z�Í�w�^�À�›�î�æ�`�‡�b�{

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 	Ñ�Õ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�›�‰�•�`�‡�b�{ Router(config)# redundancy  

�µ�Â�¿�Ó 2 SSO �›
ƒ���`�‡�b�{ �\�w�¯�Ú�ï�Å�t�‘�“�z 	Ñ�Õ MSFC
�U�6�I�ˆ�^�•�z SSO �Þ�”�Å�p�;�ó�›�‰�•�`�‡�b�{

Router(config-red)#  mode sso

�µ�Â�¿�Ó 3 SSO �U� �É�”�Ò�ç�t
ƒ���^�•�h�\�q�›�¬�Ý�`�‡�b�{ Router# show running-config

�µ�Â�¿�Ó 4 �ˆ�^	Ñ�Õ�Þ�”�Å�›
¯�Ô�`�‡�b�{ Router# show redundancy states
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�Í�t�z�³�µ�Â�Ü�p  SSO �›
ƒ���`�o�z	Ñ�Õ�µ�Â�”�Ä�›
¯�Ô�b�”�«�›�Ô�`�‡�b�{

Router> enable  
Router# configure terminal  
Enter configuration commands, one per line.  End with CNTL/Z.
Router(config)# redundancy  
Router(config-red)# mode sso  
Router(config-red)# end  
Router# show redundancy states  
my state = 13 -ACTIVE 
     peer state = 1  -DISABLED 
           Mode = Simplex
           Unit = Primary
        Unit ID = 7
Redundancy Mode (Operational) = Stateful SwitchOver - SSO
Redundancy Mode (Configured)  = Stateful SwitchOver - SSO
Redundancy State              = Non Redundant

     Split Mode = Disabled
   Manual Swact = Disabled  Reason: Simplex mode
 Communications = Down      Reason: Simplex mode

   client count = 18
 client_notification_TMR = 30000 milliseconds
          keep_alive TMR = 9000 milliseconds
        keep_alive count = 0 
    keep_alive threshold = 18 
           RF debug mask = 0x0 
Router#

CEF NSF �w
ƒ��

�Ã�Ñ�¥�ç�Ä�p�x�z Cisco Express Forwarding�¢ CEF) NSF �x�z�É�¿�Ä�ë�”�©�ï�¬
÷�”�U  SSO �Þ�”�Å�p
�T�‡�`�o�M�”	Ô�ù�t�ˆ�^�`�‡�b�{
ƒ���^�À�x
ž�A�K�“�‡�d�œ�{

CEF NSF �w�¬�Ý

CEF �U NSF �0� �p�K�”�\�q�›�¬�Ý�b�”�t�x�z�Í�w�^�À�›�î�æ�`�‡�b�{

�^�À �¯�Ú�ï�Å

CEF �U NSF �0� �p�K�”�\�q�›�¬�Ý�`�‡�b�{ Router# show cef state
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�Í�t�z CEF �U NSF �0� �p�K�”�\�q�›�¬�Ý�b�”�«�›�Ô�`�‡�b�{

router# show cef state
CEF Status [RP]
 CEF enabled/running
 dCEF enabled/running
 CEF switching enabled/running
 CEF default capabilities:
  Always CEF switching:               yes
  Always dCEF switching:              yes
  Default CEF switching:              yes
  Default dCEF switching:             yes
  Drop multicast packets:             no
  OK to punt packets:                 yes
  NVGEN CEF state:                    yes
  fastsend() used:                    no
  CEF NSF capable:                    yes
  RPR+/SSO standby capable:           yes
  IPC delayed func on SSO:            no
  FIB auto repair supported:          yes
  LCs not running at init time:       yes
  Hardware forwarding supported:      yes
  Hardware forwarding in use:         yes
  Load-sharing pr. packet supported:  no
 RRP state:   
  I am standby RRP:                   no
  RF Peer Presence:                   no
  RF PeerComm reached:                no
  Config Redundancy mode: Stateful SwitchOver - SSO(7)
  Operating Redundancy mode: Stateful SwitchOver - SSO(7)
  CEF NSF:                            enabled/not running
 RP state:
  Expanded LC ipc memory:             0 Kbytes
  Linecard reloader type:             aggressive (Default)
  Linecard dFIB structures:           initialized
Router#

BGP NSF �w
ƒ��

�¢�«�£ Border Gateway Protocol�¢ BGP�£ NSF �t�€�C�b�”�b�‚�o�w�Ð�ž  �Ã�Ì� �µ	Í�p�x�z BGP �w�&
~�s�6�I
�ˆ�›
ƒ���b�”
ž�A�U�K�“�‡�b�{

NSF �t  BGP �›
ƒ���b�”�t�x�z�Í�w�^�À�›�î�æ�`�‡�b�¢�\�w�^�À�›�¤  BGP NSF �Ð�ž  �Ã�Ì� �µ	Í�p��
�“�&�`�‡�b�£ �{

�è�$ �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 �¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�›�‰�•�`
�‡�b�{

Router# configure terminal

�µ�Â�¿�Ó 2 BGP �ç�”�Â�Ÿ�ï�¬���Ó�é�·�µ�›� �É�”�Ò�ç�t�`�z �ç�”�»
�›�ç�”�»���¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï���Þ�”�Å�t�`�‡�b�{

Router(config)# router bgp as-number

�µ�Â�¿�Ó 3 BGP �w�&
~�s�6�I�ˆ�;�ó�›� �É�”�Ò�ç�t�`�o�z BGP
NSF �›�‰�•�`�‡�b�{

BGP �·�¿�³�ã�ï�w�¬�q�™�t�\�w�¯�Ú�ï�Å�›�Ö�—�b�”	Ô
�ù�z BGP �É� �Ì�q�;�ó�›�¦�õ�p�V�”�‘�O�z�·�¿�³�ã�ï
�›�6�I�ˆ�b�”
ž�A�U�K�“�‡�b�{

�6�I�ˆ�b�”�ç�”�»�S�‘�|�b�‚�o�w�Ð�ž�p�\�w�¯�Ú�ï�Å
�›�–�;�`�‡�b�{

Router(config-router)# bgp 
graceful-restart



�H 23 	·       NSF/SSO MSFC 	Ñ�Õ�;�ó�w
ƒ��
CLI �›�–�;�`�h  NSF/SSO �w
ƒ��

23-10
Catalyst 6500 �³�æ�”�¶  �µ� �¿�½  �¹�Ñ�Ä�¢�£�ž  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �¨� �Å

OL-7193-01-J

BGP NSF �w�¬�Ý

BGP NSF �›�¬�Ý�b�”�t�x�z SSO �0� �w�É�¿�Ä�ë�”�©�ï�¬
÷�”�S�‘�|�Ù
€
÷�”	Í�p�z�&
~�s�6�I�ˆ
�;�ó�U
ƒ���^�•�o�M�”�\�q�›�¬�Ý�b�”
ž�A�U�K�“�‡�b�{�¬�Ý�b�”�t�x�z�Í�w	�	q�›�î�æ�`�‡�b�{

�µ�Â�¿�Ó  1 show running-config �¯�Ú�ï�Å�›�Ö�—�`�o�z SSO �0� �ç�”�»�w  BGP 
ƒ���p  [bgp graceful-restart] �U
¯
�Ô�^�•�”�\�q�›�¬�Ý�`�‡�b�{

Router# show running-config

.

.

.
router bgp 120
.
.
.
bgp graceful-restart
 neighbor 10.2.2.2 remote-as 300
.
.
.

�µ�Â�¿�Ó  2 �¤  BGP �É� �Ì	Í�p�µ�Â�¿�Ó  1 �›���“�&�`�‡�b�{

�µ�Â�¿�Ó  3 SSO 
÷�”�S�‘�|�Ù
€
÷�”	Í�p�z�&
~�s�6�I�ˆ�;�ó�U�ž�Å�Ì�»� �¶�A�ˆ�z	!	ô�A�ˆ�w�†�M�p
¯�Ô�^�•
�”�\�q�›�¬�Ý�`�o�z�&
~�s�6�I�ˆ�;�ó�w�K�”�ž�Å�è�µ  �Ñ�•�Û�æ�”�›�¬�Ý�`�‡�b�{

�¢�«�£ �ž�Å�è�µ  �Ñ�•�Û�æ�”�U
¯�Ô�^�•�s�M	Ô�ù�z BGP NSF �‹
C
\�`�‡�d�œ�{

Router# show ip bgp neighbors  x.x.x.x

BGP neighbor is 192.168.2.2,  remote AS YY, external link
  BGP version 4, remote router ID 192.168.2.2
  BGP state = Established, up for 00:01:18
  Last read 00:00:17, hold time is 180, keepalive interval is 60 seconds
  Neighbor capabilities:
    Route refresh:advertised and received(new)
    Address family IPv4 Unicast:advertised and received
    Address famiiy IPv4 Multicast:advertised and received
    Graceful Restart Capabilty:advertised and received
      Remote Restart timer is 120 seconds
      Address families preserved by peer:
        IPv4 Unicast, IPv4 Multicast
  Received 1539 messages, 0 notifications, 0 in queue
  Sent 1544 messages, 0 notifications, 0 in queue
  Default minimum time between advertisement runs is 30 seconds
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OSPF NSF �w
ƒ��

�¢�«�£ OSPF NSF �t�€�C�b�”�b�‚�o�w�Ð�ž
÷�”�p�x�z OSPF NSF �0� �t�b�”
ž�A�U�K�“�‡�b�{�\�•�x�z
÷
�”�t  NSF �¹�Ñ�Ä�¢�£�ž�›� �ï�µ�Ä�”�ç�b�”�q�×�ˆ�$�t�î�æ�^�•�‡�b�{

OSPF NSF �›
ƒ���b�”�t�x�z�Í�w�^�À�›�î�æ�`�‡�b�{

OSPF NSF �w�¬�Ý

OSPF NSF �›�¬�Ý�b�”�t�x�z NSF �;�ó�U  SSO �0� �w�É�¿�Ä�ë�”�©�ï�¬
÷�”�t
ƒ���^�•�o�M�”�\�q�›
�¬�Ý�b�”
ž�A�U�K�“�‡�b�{ OSPF NSF �›�¬�Ý�b�”�t�x�z�Í�w	�	q�›�î�æ�`�‡�b�{

�µ�Â�¿�Ó  1 show running-config �¯�Ú�ï�Å�›�Ö�—�`�o�z SSO �0� 
÷�”�w  OSPF 
ƒ���p  [nsf] �U
¯�Ô�^�•�”�\�q�›
�¬�Ý�`�‡�b�{

Router# show running-config

router ospf 120
log-adjacency-changes
nsf
network 192.168.20.0 0.0.0.255 area 0
network 192.168.30.0 0.0.0.255 area 1 
network 192.168.40.0 0.0.0.255 area 2 
.
.
.

�µ�Â�¿�Ó  2 show ip ospf �¯�Ú�ï�Å�›�Ö�—�`�o�z NSF �U
÷�”	Í�p� �É�”�Ò�ç�p�K�”�\�q�›�¬�Ý�`�‡�b�{

router> show ip ospf

Routing Process "ospf 1" with ID 192.168.2.1 and Domain ID 0.0.0.1
Supports only single TOS(TOS0) routes
Supports opaque LSA
SPF schedule delay 5 secs, Hold time between two SPFs 10 secs
Minimum LSA interval 5 secs. Minimum LSA arrival 1 secs
Number of external LSA 0. Checksum Sum 0x0 
Number of opaque AS LSA 0. Checksum Sum 0x0
Number of DCbitless external and opaque AS LSA 0
Number of DoNotAge external and opaque AS LSA 0
Number of areas in this router is 1. 1 normal 0 stub 0 nssa
External flood list length 0
Non-Stop Forwarding enabled, last NSF restart 00:02:06 ago (took 44 secs)
Area BACKBONE(0)
Number of interfaces in this area is 1 (0 loopback)
 Area has no authentication
 SPF algorithm executed 3 times

�è�$ �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 �¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�›�‰�•�`
�‡�b�{

Router# configure terminal

�µ�Â�¿�Ó 2 OSPF �ç�”�Â�Ÿ�ï�¬  �Ó�é�·�µ�›� �É�”�Ò�ç�t�`�z�ç�”
�»�›�ç�”�»  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�t�`�‡�b�{

Router(config)# router ospf processID

�µ�Â�¿�Ó 3 OSPF �w NSF �ˆ�^�›� �É�”�Ò�ç�t�`�‡�b�{ Router(config-router)# nsf 
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IS-IS NSF �w
ƒ��

Intermediate System-to-Intermediate System�¢ IS-IS�£ NSF �›
ƒ���b�”�t�x�z�Í�w�^�À�›�î�æ�`�‡�b�{

�è�$ �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 �¬�é�”�Ì�ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�›
�‰�•�`�‡�b�{

Router# configure terminal

�µ�Â�¿�Ó 2 IS-IS �ç�”�Â�Ÿ�ï�¬  �Ó�é�·�µ�›� �É�”�Ò�ç�t�`�z
�ç�”�»�›�ç�”�»  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”
�Å�t�`�‡�b�{

Router(config)# router isis [ tag ]

�µ�Â�¿�Ó 3 IS-IS �w NSF �ˆ�^�›� �É�”�Ò�ç�t�`�‡�b�{

IETF �Å�å�Ñ�Ä�Õ�”�µ�w�6�I�ˆ
Q�›�±�Ù�”�Ä�b
�”�É�¿�Ä�ë�”�©�ï�¬
÷�”�q�w�¡
€�����U�-	Â�^
�•�o�M�”	Ô�ù�x�z ietf �©�”�ë�”�Å�›�Ö�—�`�o�z�‰
	��É�¿�Ä�ë�”�«�p  IS-IS �›� �É�”�Ò�ç�t�`�‡�b�{

NSF �0� �w�É�¿�Ä�ë�”�©�ï�¬
÷�”�q�¡
€�����t
�s�M	Ô�ù�x�z cisco �©�”�ë�”�Å�›�Ö�—�`�o�z�Ÿ	�
�É�¿�Ä�ë�”�«�p  IS-IS �›�î�æ�`�‡�b�{

Router(config-router)# nsf  [ cisco  | ietf ]

�µ�Â�¿�Ó 4 �¢�Ú�™�£NSF �6�I�ˆ�¼�æ���w�7	—�Ì���›�¦���`�‡
�b�{ �È���b�”  NSF �6�I�ˆ�¼�æ���w�Ã�Ñ�¥�ç�Ä�Ì
���x�z 5 
ü�p�b�{

Router(config-router)# nsf  interval  
[ minutes ]

�µ�Â�¿�Ó 5 �¢�Ú�™�£ IS-IS �×
��w�æ�ï�«�µ�Â�”�Ä	Ø�C�U�°
�
�t�s�“�z�f�w	Ø�C�U�É� �Ì�t�Ñ�å�¿�Ã�Ÿ�ï�¬�^
�•�”�‡�p�z IS-IS �U IS-IS �Ã�”�»�Õ�”�µ�w�‰�8�›
�4�;�b�”�Ì���›�¦���`�‡�b�{

t3 �©�”�ë�”�Å�x�z IETF �ˆ�^�›
¬�R�`�h	Ô�ù�t
�w�ˆ�z�&�;�^�•�‡�b�{ adjacency �©�”�ë�”�Å�›
�¦���b�”�q�z�6�I�ˆ�¤�w�ç�”�»�x�Ù
€
÷�”�T�’
�4�;�Ì���›	��˜�`�‡�b�{

Router(config-router)# nsf  t3  { manual  
[ seconds ] | adjacency }

�µ�Â�¿�Ó 6 �¢�Ú�™�£�6�I�ˆ�U�ì�ƒ�b�”
²�t�z IS-IS �¡
€����
�t�K�”�b�‚�o�w� �ï�»�”�Ñ�£� �µ�U�ž�¿�Ó�b�”
�‡�p  IS-IS NSF �w�6�I�ˆ�›�4�;�b�”�Ì���›�¦��
�`�‡�b�{�Ã�Ñ�¥�ç�Ä�x  10 
µ�p�b�{

Router(config-router)# nsf interface wait  
seconds
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IS-IS NSF �w�¬�Ý

IS-IS NSF �›�¬�Ý�b�”�t�x�z NSF �;�ó�U�z SSO �0� �w�É�¿�Ä�ë�”�©�ï�¬
÷�”�t
ƒ���^�•�o�M�”�\�q
�›�¬�Ý�b�”
ž�A�U�K�“�‡�b�{ IS-IS NSF �›�¬�Ý�b�”�t�x�z�Í�w�^�À�›�î�æ�`�‡�b�{

�µ�Â�¿�Ó  1 show running-config �¯�Ú�ï�Å�›�Ö�—�`�o�z SSO �0� 
÷�”�w  IS-IS 
ƒ���p  [nsf] �U
¯�Ô�^�•�”�\�q�›�¬
�Ý�`�‡�b�{ Cisco IS-IS �‡�h�x  IETF IS-IS 
ƒ���w�M�c�•�T�U
¯�Ô�^�•�‡�b�{�Í�t�z
÷�”�U  IS-IS NSF
�w Cisco �î
÷  �›�–�;�b�”�«�›�Ô�`�‡�b�{

Router# show running-config
�¢�Â�©�µ�Ä	Z�—�x	²�t�£
router isis 
nsf cisco

�¢�Â�©�µ�Ä	Z�—�x	²�t�£

�µ�Â�¿�Ó  2 NSF 
ƒ���U  cisco �t
ƒ���^�•�o�M�”	Ô�ù�z show isis nsf �¯�Ú�ï�Å�›�Ö�—�`�o�z NSF �U
÷�”	Í�p� �É�”
�Ò�ç�p�K�”�\�q�›�¬�Ý�`�‡�b�{ Cisco 
ƒ���›�–�;�b�”�q�z
¯�Ô	Z�—�x�ž�«�Â�Ÿ�Ò  MSFC�¢ Route
Processor�¦ RP; �ç�”�Ä  �Ó�é�·�¿�±�§�£�q	Ñ�Õ  MSFC �p�Ÿ�s�“�‡�b�{�Í�t�z�ž�«�Â�Ÿ�Ò  MSFC�¢ RP�£
	Í�w  Cisco 
ƒ���w	Z�—�«�›�Ô�`�‡�b�{ �\�w�«�p�z [NSF restart enabled] �U�K�”�\�q�t�«�™�`�o�X�i�^�M�{

router# show isis nsf 

NSF is ENABLED, mode 'cisco'

RP is ACTIVE, standby ready, bulk sync complete
NSF interval timer expired (NSF restart enabled)
Checkpointing enabled, no errors
Local state:ACTIVE,  Peer state:STANDBY HOT,  Mode:SSO

�Í�t�z�µ�»�ï�Ì�   RP 	Í�w  Cisco 
ƒ���w	Z�—�«�›�Ô�`�‡�b�{�\�w�«�p�z [NSF restart enabled] �U�K�”�\
�q�t�«�™�`�o�X�i�^�M�{

router# show isis nsf 

NSF enabled, mode 'cisco'
RP is STANDBY, chkpt msg receive count:ADJ 2, LSP 7
NSF interval timer notification received (NSF restart enabled)
Checkpointing enabled, no errors
Local state:STANDBY HOT,  Peer state:ACTIVE,  Mode:SSO
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�µ�Â�¿�Ó  3 NSF 
ƒ���U  ietf �t
ƒ���^�•�o�M�”	Ô�ù�z show isis nsf �¯�Ú�ï�Å�›�Ö�—�`�o�z NSF �U
÷�”	Í�p� �É�”
�Ò�ç�p�K�”�\�q�›�¬�Ý�`�‡�b�{�Í�t�z�É�¿�Ä�ë�”�©�ï�¬
÷�”	Í�w  IETF IS-IS 
ƒ���w	Z�—�«�›�Ô�`�‡
�b�{

router# show isis nsf 

NSF is ENABLED, mode IETF 
NSF pdb state:Inactive
NSF L1 active interfaces:0
NSF L1 active LSPs:0
NSF interfaces awaiting L1 CSNP:0
Awaiting L1 LSPs:
NSF L2 active interfaces:0
NSF L2 active LSPs:0
NSF interfaces awaiting L2 CSNP:0
Awaiting L2 LSPs:
Interface:Serial3/0/2
    NSF L1 Restart state:Running
    NSF p2p Restart retransmissions:0
    Maximum L1 NSF Restart retransmissions:3
    L1 NSF ACK requested:FALSE
    L1 NSF CSNP requested:FALSE
    NSF L2 Restart state:Running
    NSF p2p Restart retransmissions:0
    Maximum L2 NSF Restart retransmissions:3
    L2 NSF ACK requested:FALSE
Interface:GigabitEthernet2/0/0
    NSF L1 Restart state:Running
    NSF L1 Restart retransmissions:0
    Maximum L1 NSF Restart retransmissions:3
    L1 NSF ACK requested:FALSE
    L1 NSF CSNP requested:FALSE
    NSF L2 Restart state:Running
    NSF L2 Restart retransmissions:0
    Maximum L2 NSF Restart retransmissions:3
    L2 NSF ACK requested:FALSE
    L2 NSF CSNP requested:FALSE
Interface:Loopback1
    NSF L1 Restart state:Running
    NSF L1 Restart retransmissions:0
    Maximum L1 NSF Restart retransmissions:3
    L1 NSF ACK requested:FALSE
    L1 NSF CSNP requested:FALSE
    NSF L2 Restart state:Running
    NSF L2 Restart retransmissions:0
    Maximum L2 NSF Restart retransmissions:3
    L2 NSF ACK requested:FALSE
    L2 NSF CSNP requested:FALSE
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	Ñ�Õ���È	Ø�C�w
¯�Ô

	Ñ�Õ���È	Ø�C�›
¯�Ô�b�”�t�x�z show redundancy [qualifier] �¯�Ú�ï�Å�›�–�;�`�‡�b�{�±�Ù�”�Ä�^�•�”
	.	æ�º�x�z�Í�w�q�S�“�p�b�{

Router# show redundancy ?
  clients         Redundancy Facility (RF) client list
  counters        Redundancy Facility (RF) operational counters
  events          Redundancy Facility (RF) events list
  history         Redundancy Facility (RF) history
  linecard-group  Line card redundancy group information
  states          Redundancy Facility (RF) states
  switchover      Redundancy Facility (RF) switchover
  |               Output modifiers
  <cr>

Router# 

MSFC �µ� �¿�½�¦�”�Ì�”�w�î�æ

�µ�»�ï�Ì�   MSFC �t�µ� �¿�½�¦�”�Ì�”�›�æ�O�t�x�z redundancy switch-activity [force] �¯�Ú�ï�Å�›�–
�;�`�‡�b�{ force �©�”�ë�”�Å�t�‘�“�z�b�‚�o�w
M�v�Ä�ò�U�Á�®�t�s�“�‡�b�{

MSFC �¹�Ñ�Ä�¢�£�ž�w�æ�é�”�Å�w�î�æ

�µ�»�ï�Ì�   MSFC�¢ peer �©�”�ë�”�Å�£�‡�h�x�³�ß�”�³�º�w�b�‚�o�w�Þ�´�á�”�ç�¢ shelf �©�”�ë�”�Å�£
�›�æ�é�”�Å�b�”�t�x�z redundancy reload {peer | shelf} �¯�Ú�ï�Å�›�–�;�`�‡�b�{

	Ñ�Õ���È�w�Ã�Ì�¿�¬  �¯�Ú�ï�Å�w�–�;

	Ñ�Õ���È�w�Ã�Ì�¿�¬	Ø�C�›
¯�Ô�b�”�t�x�z debug redundancy [qualifier] �¯�Ú�ï�Å�›�–�;�`�‡�b�{�±
�Ù�”�Ä�^�•�”	.	æ�º�x�z�Í�w�q�S�“�p�b�{

Router# debug redundancy ?
  config-sync  HA config sync debug option
  ehsa         Redundancy Facility (RF) EHSA
  errors       Redundancy Facility (RF) Errors
  fsm          Redundancy Facility (RF) FSM events
  kpa          Redundancy Facility (RF) keep alive
  msg          Redundancy Facility (RF) Messaging events
  progression  Redundancy Facility (RF) Progression events
  status       Redundancy Facility (RF) Status events
  timer        Redundancy Facility (RF) Timer events

Router#

NSF/SSO �{���w	Ñ�Õ	Ø�C�›
¯�Ô�b�”�t�x�z debug hybrid-ha [qualifier] �¯�Ú�ï�Å�›�–�;�`�‡�b�{�±
�Ù�”�Ä�^�•�”	.	æ�º�x�z�Í�w�q�S�“�p�b�{

Router# debug hybrid-ha ?
  all     All Hybrid HA SSO/NSF platform specific debugging messages
  errors  Hybrid HA SSO/NSF platform specific warnings and errors
  events  Hybrid HA SSO/NSF platform specific events
  ipc     Hybrid HA SSO/NSF platform specific IPC related events
  kpa     Hybrid HA SSO/NSF platform specific Keep-Alive related events

Router#
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�¹�Ñ�Ä�¢�£�ž�w�ž�¿�Ó�¬�è�”�Å
�\�\�p�x�z MSFC �¹�Ñ�Ä�¢�£�ž�›�ž�¿�Ó�¬�è�”�Å�b�”	�	q�t�m�M�o
†�Ì�`�‡�b�{

• �ô���¹�Ñ�Ä�¢�£�ž  �ž�¿�Ó�¬�è�”�Å�¢ p.23-16�£

• SSO �w SRM �S�‘�|  DRM �T�’�w�ž�¿�Ó�¬�è�”�Å�¢ p.23-17�£

• ���O�Þ�”�Å�w�ˆ�^�¢ p.23-18�£

�¢�«�£ �M�c�•�w�¹�Ñ�Ä�¢�£�ž  �ž�¿�Ó�¬�è�”�Å�w	�	q�›�î�æ�b�”	Ô�ù�‹�z�Ä
²�t �®
ƒ���Ì�w�«�™�Ä�ò�S�‘
�|
M�v�Ä�ò�¯ �¢ p.23-5�£ �›�€	°�`�o�X�i�^�M�{

�ô���¹�Ñ�Ä�¢�£�ž  �ž�¿�Ó�¬�è�”�Å

�¢�«�£ �ô���¹�Ñ�Ä�¢�£�ž  �ž�¿�Ó�¬�è�”�Å�¤�x�z�³�µ�Â�Ü�x  RPR �Þ�”�Å�q�s�”�h�Š�z�±�”�Ï�µ�x�¤�…�^�•
�‡�b�{�µ� �¿�½�¦�”�Ì�”�x�z�µ�Â�”�Ä�Ñ�ç�p�x�K�“�‡�d�œ�{� �ï�»�”�Ñ�£� �µ�x�¼�¢�ï�`�‡�b�U�z
MSFC �w	s�8�=�p�6�|�ž�¿�Ó�`�z RPR �Þ�”�Å�p�ž�¿�Ó�t�s�“�‡�b�{�^�’�t�z�-���^�•�o�M�s�M
ƒ��
�!�Ë�x�b�‚�o�æ�˜�•�‡�b�{

�¢�«�£ �\�w	�	q�p�x�z�†�M�w  MSFC 	Í�p  Cisco IOS �æ�æ�”�µ�U  RPR�¢�7�ÿ�£�›�±�Ù�”�Ä�b�”
ž�A�U�K�“�z
�†�M�w MSFC �p�x�‰�a�¹�Ñ�Ä�¢�£�ž  �Ì�”�´�ã�ï�›�T�‡�b�”
ž�A�U�K�“�‡�b�{ �ž�«�Â�Ÿ�Ò  MSFC �x�z
�µ�»�ï�Ì�   MSFC �U�ž�¿�Ó�b�”�q�z�µ�»�ï�Ì�   � �Ý�”�´  �Ì�”�´�ã�ï�›�¬�Ý�`�‡�b�{�µ�»�ï�Ì�   � 
�Ý�”�´  �Ì�”�´�ã�ï�U�ž�«�Â�Ÿ�Ò  � �Ý�”�´  �Ì�”�´�ã�ï�q�Ÿ�s�”	Ô�ù�z	Ñ�Õ�Þ�”�Å�x  RPR �t�í�“�‡
�b�{

�¢�«�£ �\�w	�	q�x�z SRM �S�‘�|  DRM � �Ý�”�´�q�x�È�ˆ�`�‡�d�œ�{

�¢�«�£ 	Ñ�Õ�µ�”�Í�Ì� �²  �¤�ï�´�ï�t�x�z�‰�a�Þ�Ã�ç�w  PFC �q  MSFC �›�e�L�`�h�‰�a�»� �Ó�w�µ�”�Í�Ì� 
�²  �¤�ï�´�ï�›�–�;�b�”
ž�A�U�K�“�‡�b�{

�ô���¹�Ñ�Ä�¢�£�ž  �ž�¿�Ó�¬�è�”�Å�t�‘�“�z �¹�Ñ�Ä�¢�£�ž�w�ž�¿�Ó�¬�è�”�Å�‡�h�x�¼�¢�ï�¬�è�”�Å�t
�'���^�•�o�M�h�¼�¢�ï�»� �Ü�U�y	V�^�•�‡�b�{�ô���¹�Ñ�Ä�¢�£�ž  �ž�¿�Ó�¬�è�”�Å�w	�	q�t�x�z�µ�»
�ï�Ì�   MSFC �S�‘�|�ž�«�Â�Ÿ�Ò  MSFC �•�w	ý�`�M� �Ý�”�´�w�é�”�Å�z�S�‘�|�µ�»�ï�Ì�   MSFC �w
�6�I�ˆ�U���‡�•�‡�b�{�µ�»�ï�Ì�   MSFC 	Í�p�T�‡�b�”	ý�`�M� �Ý�”�´�x�z�ž�«�Â�Ÿ�Ò  MSFC 	Í�p�q
�O�T�‡�¤�w� �Ý�”�´�q�w�“�õ
Q�U�K�“�‡�d�œ�{�f�w�h�Š�z�µ�»�ï�Ì�   MSFC �x  RPR �Þ�”�Å�p�ž�¿
�Ó�`�‡�b�{�ô���¹�Ñ�Ä�¢�£�ž  �ž�¿�Ó�¬�è�”�Å�x�z�ž�¿�Ó�¬�è�”�Å  �Ó�é�·�µ�¤�w� �Ý�”�´�w
‡�“�õ

Q�›
†�Z�”�h�Š�z RPR �Þ�”�Å�p�î�æ�^�•�‡�b�{

	ý�`�M� �Ý�”�´�w�î�æ�›�‰�•�b�”�t�x�z�ž�«�Â�Ÿ�Ò  MSFC �w�î�æ�›�¤�…�b�”�\�q�t�‘�“�z�µ�»�ï�Ì
�   MSFC �t�§
M�$�t
~�“�8�Q�‡�b�{�\�•�p�z�µ�»�ï�Ì�   MSFC �x�ž�«�Â�Ÿ�Ò  MSFC �q�s�“�‡�b�{�Í
�t�z�¤�…�`�o�M�h  MSFC �w�I�ˆ�U�•�D�^�•�‡�b�{�\�•�x�z�µ�»�ï�Ì�   MSFC �q�s�“�‡�b�U�z	ý�`�X
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�ž�¿�Ó�¬�è�”�Å�^�•�h� �Ý�”�´�›�î�æ�`�‡�b�{	ý�`�M� �Ý�”�´�x�z�†�M�w  MSFC 	Í�p�T�‡�`�z�µ�»
�ï�Ì�   MSFC �x�×�¿�Ä�µ�»�ï�Ì�   �Þ�”�Å�p�ž�¿�Ó�`�‡�b�{ �\�w�Ì�:�p�z �†�M�w  MSFC �U�‰�a� �Ý�”
�´  �Ì�”�´�ã�ï�›�î�æ�`�o�M�”�h�Š�z�³�µ�Â�Ü�x  SSO �Þ�”�Å�p�T�‡�`�‡�b�{

�¢�«�£ �µ�»�ï�Ì�   MSFC �U�ž�«�Â�Ÿ�Ò  MSFC �q�s�”�µ� �¿�½�¦�”�Ì�”�›�‹�O�°�S�§
M�$�t�æ�O�\�q�t�‘
�“�z MSFC �w�i�w�þ�Â�¢�ž�«�Â�Ÿ�Ò�S�‘�|�Í�¿�³�Ò  �µ�Â�”�»�µ�£�t�í�b�\�q�‹�p�V�‡�b�{

�ô���¹�Ñ�Ä�¢�£�ž  �ž�¿�Ó�¬�è�”�Å�›�î�æ�b�”�t�x�z�Í�w	�	q�›�î�æ�`�‡�b�{

�µ�Â�¿�Ó  1 �†�M�w  MSFC �t	ý�`�M� �Ý�”�´�›�¯�Ð�”�`�‡�b�{

�µ�Â�¿�Ó  2 �I�ˆ�!
:�›
ƒ���`�o�z write memory �¯�Ú�ï�Å�t�‘�“
ƒ���›�-���`�‡�b�{

�µ�Â�¿�Ó  3 �µ�»�ï�Ì�   MSFC �›�æ�·�¿�Ä�`�z�¦�ï�å� �ï�t�í�`�z	ý�`�M� �Ý�”�´�›�î�æ�`�‡�b�{
show redundancy states �¯�Ú�ï�Å�›�Ö�—�`�o�z�µ�»�ï�Ì�   MSFC �U�ì
¶�t�¦�ï�å� �ï�p�K�”�\�q�›
�¬�Ý�`�‡�b�{

�µ�Â�¿�Ó  4 redundancy force-switchover �¯�Ú�ï�Å�›�Ö�—�`�o�z	��ˆ�w�µ� �¿�½�¦�”�Ì�”�›�î�æ�`�‡�b�{�µ�»�ï
�Ì�   MSFC �x�z	ý�`�M� �Ý�”�´�›�î�æ�b�”	ý�`�M�ž�«�Â�Ÿ�Ò  MSFC �q�s�“�‡�b�{�µ� �¿�½�¦�”�Ì�”

²�w�³�µ�Â�Ü�x  RPR �Þ�”�Å�p�K�l�h�h�Š�z�e�L�^�•�h�Þ�´�á�”�ç�x�µ� �¿�½�¦�”�Ì�”�¤�t	ý�`�M
�¹�Ñ�Ä�¢�£�ž�t�‘�“�æ�·�¿�Ä�^�•�z�6�S�¼�¢�ï�é�”�Å�^�•�‡�b�{

�µ�Â�¿�Ó  5 	ý�`�M�µ�»�ï�Ì�   MSFC �U�6�I�ˆ�`�o�¦�ï�å� �ï�t�í�^�•�”�q�z �†�M�w  MSFC �S�‘�|�e�L�^�•�h�Þ
�´�á�”�ç�x�z	ý�`�M�Ì�”�´�ã�ï�w�¹�Ñ�Ä�¢�£�ž�›�î�æ�`�‡�b�{

SSO �w SRM �S�‘�|  DRM �T�’�w�ž�¿�Ó�¬�è�”�Å

�¢�«�£ �\�w�ž�¿�Ó�¬�è�”�Å�t�‘�“�z�±�”�Ï�µ�x�¤�…�^�•�‡�b�{�î�M�w�¼�¢�ï�»� �Ü�x�µ� �¿�½�w
ƒ���t�‘
�“�!�=�`�‡�b�U�z �³�µ�Â�Ü�›�I�ˆ�`�o�¦�ï�å� �ï�t�b�”�w�t	t�A�^�•�”�Ì���„�r�Õ�X�x�T�T�“�‡�d
�œ�{

�¢�«�£ SSO �›  SRM �S�‘�|  DRM �T�’�ž�¿�Ó�¬�è�”�Å�b�”	Ô�ù�x�z�ž�¿�Ó�¬�è�”�Å�›�î�æ�b�”
²�t
ƒ���›
�-���b�”
ž�A�U�K�“�‡�b�{�³�µ�Â�Ü�U	ý�`�M� �Ý�”�´�›�æ�é�”�Å�b�”�M�z DRM 
ƒ���t�‘�“�r
s�¤
�å�”�U
\
R�^�•�‡�b�{�ž�¿�Ó�¬�è�”�Å�™�z SSO �›�–�;�b�”�t�x  DRM 
ƒ���›�6
ƒ���b�”
ž�A�U�K�“
�‡�b�{

Cisco IOS Release 12.2(18)SXF �Ž
²�w  Cisco IOS �¹�Ñ�Ä�¢�£�ž�x�z SRM �S�‘�|�¢�‡�h�x�£ DRM �0� 
�p�b�U�z SSO �•�w�ž�¿�Ó�¬�è�”�Å�x�±�Ù�”�Ä�^�•�o�M�‡�d�œ�{�\�•�’�w�¹�Ñ�Ä�¢�£�ž  � �Ý�”�´�x�z
�ô���¹�Ñ�Ä�¢�£�ž  �ž�¿�Ó�¬�è�”�Å	�	q�p�x�ž�¿�Ó�¬�è�”�Å�p�V�‡�d�œ�{ �\�w�¹�Ñ�Ä�¢�£�ž�›�ž�¿�Ó
�¬�è�”�Å�b�”�t�x�z�¤  MSFC 	Í�p	ý�`�M� �Ý�”�´�›�é�”�Å�`�z�‰�Ì�t�†�M�w  MSFC �›�I�ˆ�b�”
ž�A
�U�K�“�‡�b�{
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MSFC �p	ý�`�M� �Ý�”�´�U�é�”�Å�^�•�h�K�q�z�³�µ�Â�Ü�›�6�I�ˆ�`�o	ý�`�M� �Ý�”�´�›�é�”�Å�b�”

ž�A�U�K�“�‡�b�{�\�w�I�ˆ�Ì���¤�t�µ� �¿�½�x�¦�Ñ�å� �ï�t�s�”�h�Š�z	ý�`�M� �Ý�”�´�›�é�”�Å�b
�”�‡�p�x  SSO �w�b�:�›�¬�Ý�p�V�‡�d�œ�{

���O�Þ�”�Å�w�ˆ�^

�¹�Ñ�Ä�¢�£�ž�w�ž�¿�Ó�¬�è�”�Å�p�¡�“�U�K�”�q�z MSFC 	Í�p  SSO �Õ�”�µ�w� �Ý�”�´�U�T�‡�`�z�‹�O
�°�M�w  MSFC 	Í�p  SRM �S�‘�|�¢�‡�h�x�£ DRM �Õ�”�µ�w� �Ý�”�´�U�T�‡�b�”���O�Þ�”�Å�w	Ý�6�q�s
�“�‡�b�{�\�w	Ý�6�x�z�³�µ�Â�Ü�w�†��
Q�w�ð�J�t�m�s�U�“�‡�b�{

�\�w���O�Þ�”�Å�p�x�z �ž�«�Â�Ÿ�Ò  MSFC 	Í�p  SSO �Õ�”�µ�w� �Ý�”�´�U�T�‡�`�o�M�”	Ô�ù�z �ž�«�Â�Ÿ
�Ò MSFC �x�ì
¶�t�I�ˆ�`�z�³�ï�Ó�è�¿�«�µ�¢
‡	Ñ�Õ�£�µ�Â�”�Ä�p�ž�¿�Ó�`�‡�b�{�‡�h�z SRM �S�‘
�|�¢�‡�h�x�£ DRM �Õ�”�µ�w� �Ý�”�´�‹�I�ˆ�`�‡�b�U�z�µ�»�ï�Ì�   �µ�Â�”�Ä�w�‡�‡�p�b�{

���O�Þ�”�Å�w�ž�¿�Ó�¬�è�”�Å�q�s�”�‹�O�°�m�w�«�x�z�ž�«�Â�Ÿ�Ò  MSFC 	Í�p  SRM �S�‘�|�¢�‡�h�x�£
DRM � �Ý�”�´�U�T�‡�`�z�µ�»�ï�Ì�   MSFC 	Í�p  SSO �Õ�”�µ�w� �Ý�”�´�U�T�‡�b�”	Ô�ù�p�b�{�\�w
�Þ�”�Å�p�x�z SRM �S�‘�|�¢�‡�h�x�£ DRM � �Ý�”�´�U�T�‡�b�”�ž�«�Â�Ÿ�Ò  MSFC �x�ì
¶�t�I�ˆ�`�‡
�b�U�z�µ�»�ï�Ì�   MSFC 	Í�p�T�‡�b�”  SSO �Õ�”�µ�w� �Ý�”�´�x�z�¡�l�o�f�w  MSFC �x�ž�«�Â�Ÿ�Ò
MSFC �p�z�ž�«�Â�Ÿ�Ò  MSFC �q�`�o�I�ˆ�`�‘�O�q�`�o�M�”�q
Q�…�`�‡�b�{�µ�”�Í� �²  �¤�ï�´�ï�T�’
�µ�»�ï�Ì�   MSFC �p�K�”�\�q�›�Ô�b� �ï�Õ�ï�Ä�æ  �Ý�¿�·�”�´�›	!	ô�b�”�q�z MSFC �w�þ�Â
Æ�°�•�¤
�å�”�›�C���`�o�z�×
��›�æ�é�”�Å�`�‡�b�{�\�w�ð�J�x�z�ž�«�Â�Ÿ�Ò  MSFC 	Í�p  SRM�z DRM�z�‡�h
�x  boothelper � �Ý�”�´�U�T�‡�`�o�M�o�z �µ�»�ï�Ì�   MSFC 	Í�p  SSO �0� �w� �Ý�”�´�›�é�”�Å�`�‘�O
�q�b�”�q
C
\�`�‡�b�{

�†�M�w	Ý�¯�›�r�>�b�”�t�x�z SRM �S�‘�|�¢�‡�h�x�£ DRM �¹�Ñ�Ä�¢�£�ž�›  SSO �Õ�”�µ�w�¹�Ñ�Ä�¢�£
�ž�q�‰�a�è�Õ�ç�t�ž�¿�Ó�¬�è�”�Å�b�”�T�z�‡�h�x  SSO �Õ�”�µ�w�¹�Ñ�Ä�¢�£�ž�›  SRM �S�‘�|�¢�‡�h
�x�£ DRM � �Ý�”�´�w�è�Õ�ç�‡�p�¼�¢�ï�¬�è�”�Å�b�”
ž�A�U�K�“�‡�b�{
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�µ� �¿�½�w�I�ˆ
ƒ���w�!�Ë

�\�w	·�p�x�z Catalyst 6500 �³�æ�”�¶  �µ� �¿�½	Í�p�z BOOT ���¥�!
:�z CONFIG_FILE ���¥�!
:�z�S
�‘�|�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �è�´�µ�»�›���‰�µ� �¿�½�w�I�ˆ
ƒ���›�!�Ë�b�”�M�O�t�m�M�o
†�Ì�`
�‡�b�{

�¢�«�£ �\�w	·�p�–�;�`�o�M�”�¯�Ú�ï�Å�w�ì
¶�s�Ï���S�‘�|�–�;�M�O�w	Ä�I�t�m�M�o�x�z �° Catalyst 6500
Series Switch Command Reference�±�›�€	°�`�o�X�i�^�M�{

�\�w	·�p
†�Ì�b�”�º�0�x�z�Í�w�q�S�“�p�b�{

• �µ� �¿�½�w�I�ˆ
ƒ���w�;�ó�¢ p.24-2�£

• �µ� �¿�½�w�Ã�Ñ�¥�ç�Ä�I�ˆ
ƒ���¢ p.24-5�£

• �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �è�´�µ�»�w
ƒ���¢ p.24-5�£

• BOOT ���¥�!
:�w
ƒ���¢ p.24-11�£

• CONFIG_FILE ���¥�!
:�w
ƒ���¢ p.24-12�£

• �µ� �¿�½�w�I�ˆ
ƒ���w
¯�Ô�¢ p.24-13�£
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�µ� �¿�½�w�I�ˆ
ƒ���w�;�ó
�\�\�p�x�z�I�ˆ
ƒ���w�;�ó�t�m�M�o
†�Ì�`�‡�b�{

• �Ò�”�Ä  �Ó�é�·�µ�w�“�A�¢ p.24-2�£

• ROM �Þ�Ç�»�w�“�A�¢ p.24-2�£

• �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �è�´�µ�»�w�“�A�¢ p.24-3�£

• BOOT ���¥�!
:�w�“�A�¢ p.24-3�£

• CONFIG_FILE ���¥�!
:�w�“�A�¢ p.24-4�£

�Ò�”�Ä  �Ó�é�·�µ�w�“�A

�Ò�”�Ä  �Ó�é�·�µ�t�x�z ROM �Þ�Ç�»�q�µ�”�Í�Ì� �²  �¤�ï�´�ï  �³�µ�Â�Ü  �¯�”�Å�w  2 �m�w�¹�Ñ�Ä�¢�£
�ž  � �Ý�”�´�U���)�`�‡�b�{�µ� �¿�½�›�I�ˆ�‡�h�x�æ�·�¿�Ä�b�”�q�z ROM �Þ�Ç�»  �¯�”�Å�U�î�æ�^�•
�‡�b�{ NVRAM�¢
Æ�4
C
Q  RAM�£�º�w
ƒ���t� �a�o�z�µ� �¿�½�x  ROM �Þ�Ç�»  �Þ�”�Å�w�‡�‡�w	Ô�ù
�q�z�µ�”�Í�Ì� �²  �¤�ï�´�ï  �³�µ�Â�Ü  �¯�”�Å�›�é�”�Å�b�”	Ô�ù�q�U�K�“�‡�b�{

�µ� �¿�½�›�I�ˆ�b�”�M�O�x�z�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �è�´�µ�»�q  BOOT ���¥�!
:�q�M�O�z�â�”�²
���p
ƒ���p�V�”  2 �m�w�Í�å�Ý�”�»�t�‘�l�o�>�‡�“�‡�b�{ �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �è�´�µ�»�t�m�M�o
�x�z�®�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �è�´�µ�»�w�“�A�¯ �¢ p.24-3�£ �›�€	°�`�o�X�i�^�M�{ BOOT ���¥�!
:�t
�m�M�o�x�z�®BOOT ���¥�!
:�w�“�A�¯ �¢ p.24-3�£ �›�€	°�`�o�X�i�^�M�{

ROM �Þ�Ç�»�w�“�A

ROM �Þ�Ç�»  �¯�”�Å�x�z�µ� �¿�½�w�I�ˆ�Ì�z�æ�·�¿�Ä�Ì�z�‡�h�x	O�G�s�«�Ž�U
C
\�`�h�q�V�t�î�æ
�^�•�‡�b�{ ROM �Þ�Ç�»  �Þ�”�Å�U�‰�•�^�•�”�w�x�z�µ� �¿�½�U���®�s�³�µ�Â�Ü  � �Ý�”�´�›�_�m�Z�”
�\�q�U�p�V�s�T�l�h	Ô�ù�z NVRAM �º�w
ƒ���U�u�•�o�M�h	Ô�ù�z�‡�h�x�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �è
�´�µ�»�U  ROM �Þ�Ç�»  �Þ�”�Å�›�‰�•�b�”�‘�O�t
ƒ���^�•�o�M�h	Ô�ù�p�b�{ ROM �Þ�Ç�»  �Þ�”�Å�p�z
�Ñ�å�¿�³�á  �Ý�Þ�æ�z�É�¿�Ä�ë�”�«  �±�”�Ì  �Ñ�•� �ç�z�‡�h�x�Ò�”�Ä�Ñ�å�¿�³�á�T�’�³�µ�Â�Ü  � �Ý�”
�´�›	��ˆ�p�é�”�Å�p�V�‡�b�{

�µ� �¿�½�›�6�I�ˆ�`�z�I�ˆ�T�’  60 
µ�Ž�º�t  Break �©�”�›�!�b�\�q�t�‘�“�z ROM �Þ�Ç�»  �Þ�”�Å�›
�‰�•�p�V�‡�b�{�z�¤�±�”�Ì�T�’
€���`�o�M�”	Ô�ù�x�z�¤�µ�­�”�Ó�t�‘�l�o  Telnet �Ó�é�ï�Ó�Ä�›
¯�Ô
�`�z send break �¯�Ú�ï�Å�›�Ö�—�b�”�q�z ROM �Þ�Ç�»  �Þ�”�Å�U�‰�•�^�•�‡�b�{

�¢�«�£ �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �è�´�µ�»�w
ƒ���‹�p  Break �©�”�U�¦�Ñ�t
ƒ���^�•�o�M�”�T�r�O�T�t����
�s�X�z�³�µ�Â�Ü�w�6�I�ˆ�T�’  60 
µ���x�z Break �©�”�U
ž�c���®�p�b�{

ROM �Þ�Ç�»�t�x�z�Í�w�;�ó�U
Ê�ˆ���‡�•�o�M�‡�b�{

• �?�o�d�Ö�Ì�w	ô�T
Q�Â�µ�Ä

• �Ë�”�Å�¢�£�ž�w	s�8�=

• �I�ˆ�¢	��ˆ�I�ˆ�S�‘�|�×�ˆ�I�ˆ�U�D�ó�£

• �Ã�Ì�¿�¬  �â�”�Â�Ÿ�æ�Â�Ÿ�S�‘�|�«�å�¿�³�á
ü
s�;�ó

• �Þ�Ç�»�z�|	Z�`� �ï�»�”�Ñ�£� �µ�¢ EMT �¯�”�ç  �•  ROM �Þ�Ç�»�x  EMT �¯�”�ç�›�–�;�`�o�z�î
�æ�³�µ�Â�Ü  � �Ý�”�´�t	Ø�C�S�‘�|�K�”	��w�;�ó�›���™�`�‡�b�£

• �Ñ�•� �ç  �³�µ�Â�Ü�¢ ROM �Þ�Ç�»�x�z�o	m�s�Ñ�•� �ç  �³�µ�Â�Ü�›�Ý�Ý�`�z�ˆ�$�t�æ�ï�«�^�•�h
�Ñ�•� �ç  �³�µ�Â�Ü  �å� �Ò�å�æ  [MONLIB] �t�‘�l�o	ý�`�X�^
R�^�•�h�Ñ�•� �ç  �³�µ�Â�Ü�›�±
�Ù�”�Ä�`�‡�b�£

• �«�Ž	r�g
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�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �è�´�µ�»�w�“�A

�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �è�´�µ�»�t�‘�l�o�z�µ� �¿�½�U  OS�¢�¦�Ö�è�”�Â�Ÿ�ï�¬  �³�µ�Â�Ü�£� �Ý�”
�´�›�é�”�Å�b�”�T�r�O�T�z�‡�h�z�r�\�t�³�µ�Â�Ü  � �Ý�”�´�›�-���b�”�T�U�>�‡�“�‡�b�{�¯�ï�Ñ�Ÿ
�ª�á�è�”�³�ã�ï  �è�´�µ�»�w�Ò�”�Ä  �Ñ�Ÿ�”�ç�Å�t�‘�l�o�z�I�ˆ�Ì�t  ROM �Þ�Ç�»�U�µ�”�Í�Ì� �²  �¤
�ï�´�ï�w�³�µ�Â�Ü  � �Ý�”�´�›�é�”�Å�b�”�T�r�O�T�U�z�‡�h�z�é�”�Å�b�”	Ô�ù�t�x�f�w�M�O�U�>�‡�“
�‡�b�{�Ò�”�Ä  �Ñ�Ÿ�”�ç�Å�›�!�Ë�b�”�\�q�t�‘�“�z�I�ˆ�Ì�t�Ã�Ñ�¥�ç�Ä�w�³�µ�Â�Ü  � �Ý�”�´�›�–�;
�b�”�w�p�x�s�X�z�§
M�$�t�›���w�³�µ�Â�Ü  � �Ý�”�´�›�I�ˆ�^�d�”�\�q�U�p�V�‡�b�{

�Ò�”�Ä  �Ñ�Ÿ�”�ç�Å�x�z 16 �Ï�¿�Ä�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �è�´�µ�»�w�<�•  4 �Ï�¿�Ä�¢�Ï�¿�Ä  3�z2�z
1�z�S�‘�|  0�£�p��
R�^�•�‡�b�{�Ã�Ñ�¥�ç�Ä�w�Ò�”�Ä  �Ñ�Ÿ�”�ç�Å�‹�x  0x10F �p�b�{�Í�t�•�[�”�¯�ï
�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �è�´�µ�»�w�Ò�”�Ä  �Ñ�Ÿ�”�ç�Å
ƒ���›�–�;�p�V�‡�b�{

• �Ò�”�Ä  �Ñ�Ÿ�”�ç�Å�U  0000 �w	Ô�ù�z�µ� �¿�½�x�³�µ�Â�Ü  � �Ý�”�´�›�é�”�Å�`�‡�d�œ�{�f�w�E�˜
�“�t�z ROM �Þ�Ç�»  �Þ�”�Å�›�‰�•�`�‡�b�{ ROM �Þ�Ç�»  �Þ�”�Å�p�x�z ROM �Þ�Ç�»  �¯�Ú�ï�Å�›�Ö
�—�`�o�z�³�µ�Â�Ü  � �Ý�”�´�›	��ˆ�p�é�”�Å�p�V�‡�b�{

• �Ò�”�Ä  �Ñ�Ÿ�”�ç�Å�U  0001 �w	Ô�ù�z �µ� �¿�½�x�¦�ï�Ø�”�Å  �Ñ�å�¿�³�á  �Ý�Þ�æ	Í�p�_�m�Z�h�7	s
�t���®�s�³�µ�Â�Ü  � �Ý�”�´�›�é�”�Å�`�‡�b�{

• �Ò�”�Ä  �Ñ�Ÿ�”�ç�Å�w�‹�U  0010 �™ 1111 �w	Ô�ù�z�µ� �¿�½�x  NVRAM 
ƒ���w  boot system �¯�Ú�ï
�Å�p�¦���^�•�h�³�µ�Â�Ü  � �Ý�”�´�›�é�”�Å�`�‡�b�{ boot system �¯�Ú�ï�Å�w�Ö�—	q�t�z� �Ý�”
�´�w�I�ˆ�›�¼�æ�`�‡�b�{ BOOT ���¥�!
:�æ�µ�Ä�w�¤�w�r�w� �Ý�”�´�‹�I�ˆ�p�V�s�T�l�h	Ô�ù�x�z
ROM �Þ�Ç�»  �Þ�”�Å�w�‡�‡�t�s�“�‡�b�{
Y�¬�s�Ò�”�Ä  �³�”�­�ï�µ�x�z ROM �Þ�Ç�»�t�‘�l�o��
�[�^�•�‡�b�{

�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �è�´�µ�»�w���w�Ï�¿�Ä�›
ƒ���b�”	Ô�ù�z�Í�w�‘�O�s�;�ó�›�Ë�j�‡�b�{

• �Ï�¿�Ä  5�¢ 0x0020�£ �•  CONFIG_FILE �w
S
î�U� �É�”�Ò�ç�t�s�“�‡�b�{

• �Ï�¿�Ä  6�¢ 0x0040�£ �•  �³�µ�Â�Ü  �¹�Ñ�Ä�¢�£�ž�t�‘�l�o  NVRAM �w�º�0�U	«�ˆ�^�•�‡�b�{

• �Ï�¿�Ä  7�¢ 0x0080�£ �•  OEM �Ï�¿�Ä�U� �É�”�Ò�ç�t�s�“�‡�b�¢�°�–�;�£ �{

• �Ï�¿�Ä  8�¢ 0x0100�£ �•  �Ò�è�”�«�U�Ã�Ÿ�·�”�Ò�ç�t�s�“�‡�b�{

• �Ï�¿�Ä  9�¢ 0x0200�£ �•  �·�§�ï�¼�æ  �Ò�”�Ä�µ�Ä�å�¿�Ó�U�–�;�^�•�‡�b �¢ ROM �Þ�Ç�»�p�x�°�–�;�£ �{

• �Ï�¿�Ä  10�¢ 0x0400�£ �•  �b�‚�o�¸�é�p  IP �Ò�é�”�Å�©�ß�µ�Ä�›�æ�M�‡�b�¢�°�–�;�£ �{

• �Ï�¿�Ä  11/12�¢ 0x0800/0x1000�£ �•  �¯�ï�¹�”�ç�w�s
¢���S�›�Í�w�‘�O�t�¦���`�‡�b�{ 0/0=9600�z
0/1=1200�z 1/0=4800�z 1/1=2400�¢�Ã�Ñ�¥�ç�Ä�w
ƒ���x  9600�£�p�b�{

• �Ï�¿�Ä  13�¢ 0x2000�£ �•  �É�¿�Ä�ë�”�«  �Ò�”�Ä�U�p�V�s�T�l�h	Ô�ù�t�z�Ã�Ñ�¥�ç�Ä�w�Ñ�å�¿�³�á
�¹�Ñ�Ä�¢�£�ž�›�I�ˆ�`�‡�b�¢�°�–�;�£ �{

• �Ï�¿�Ä  14�¢ 0x4000�£ �•  IP �Ò�é�”�Å�©�ß�µ�Ä�t�É�¿�Ä�ë�”�«
j�ø�U�K�“�‡�d�œ�¢�°�–�;�£ �{

• �Ï�¿�Ä  15�¢ 0x8000�£ �•  

�…�Ý�¿�·�”�´�›� �É�”�Ò�ç�t�`�z NVRAM �w�º�0�›�Á�¹�`�‡�b�¢�°�–
�;�£ �{

BOOT ���¥�!
:�w�“�A

BOOT ���¥�!
:�p�x�z �I�ˆ�Ì�t�µ� �¿�½�w�I�ˆ�i�q�s�”�¤	��Ã�Ì� �µ	Í�w� �Ý�”�´  �Ñ�•� �ç�›�æ�µ
�Ä���Ü�p�¦���`�‡�b�{

BOOT ���¥�!
:�t
ó
:�w� �Ý�”�´�›�å�C�b�”�q�z�Ñ�£�”�ç�·�”�Ñ�I�ˆ
ƒ���U�˜�’�•�‡�b�{�7	s�w
�Ñ�•� �ç�p�µ� �¿�½�›�I�ˆ�p�V�s�T�l�h	Ô�ù�z BOOT ���¥�!
:�p�Í�t�¦���^�•�o�M�”� �Ý�”�´�U�¼
�æ�^�•�z�µ� �¿�½�U�I�ˆ�b�”�T�I�ˆ�›�¼�æ�b�”� �Ý�”�´�U�s�X�s�”�‡�p�z�\�w�^�À�U	q
j�t���“�&
�^�•�‡�b�{�7	4�$�t�z�I�ˆ�p�V�”���®�s� �Ý�”�´�U�s�T�l�h	Ô�ù�z�³�µ�Â�Ü�x  ROM �Þ�Ç�»  �Þ�”�Å
�›�‰�•�`�o�z�â�”�²�U	��ˆ�p�Ò�”�Ä  � �Ý�”�´�›�¦���p�V�”�‘�O�t�`�‡�b�{
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�³�µ�Â�Ü�x�z BOOT ���¥�!
:�t�Ö�—�^�•�h	q	‚�p�z� �Ý�”�´�›�-���S�‘�|�î�æ�`�‡�b�{�I�ˆ�Ì�w� 
�Ý�”�´�¼�æ	q	‚�›�!�Ë�b�”	Ô�ù�x�z BOOT ���¥�!
:�w� �Ý�”�´�›�å�C�‡�h�x	«�ˆ�`�o�z�&
~�s	q	‚
�t�s�”�‘�O�t�b�”�T�z BOOT ���¥�!
:
¶�.�›�M�l�h�œ	«�ˆ�`�o�z�&
~�s	q	‚�p�æ�µ�Ä�›�6�S���[�`
�‡�b�{

CONFIG_FILE ���¥�!
:�w�“�A

CONFIG_FILE ���¥�!
:�›�–�;�b�”�\�q�t�‘�“�z�I�ˆ�Ì�w�µ� �¿�½
ƒ���t�–�;�b�”�¤	�
÷�”�w�¯�ï
�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Ñ�•� �ç�¢ auto-config �Ñ�•� �ç�£�w�æ�µ�Ä�›�¦���p�V�‡�b�{�Í�w�ˆ�^�›�¦���p
�V�‡�b�{

• 
S
î
Æ�ó  �•  CONFIG_FILE ���¥�!
:�t�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Ñ�•� �ç�w�æ�µ�Ä�›�å�C�b�”
�q�z�Í�s�w�µ� �¿�½�6�I�ˆ�Ì�t�z�³�µ�Â�Ü�t�‘�l�o  NVRAM �º�w
ƒ���U	«�ˆ�^�•�z�¦���^�•�h
�Ñ�•� �ç�›�–�;�`�o�µ� �¿�½�U
ƒ���^�•�‡�b�{ CONFIG_FILE ���¥�!
:�x�z�µ� �¿�½�w
ƒ��
²
�t	«�ˆ�^�•�‡�b�{
S
î
Æ�ó�U�Ã�Ñ�¥�ç�Ä�w
ƒ���p�b�{

• 
S
î�D�ó  �•  CONFIG_FILE ���¥�!
:�t�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Ñ�•� �ç�w�æ�µ�Ä�›�å�C�b�”
�q�z�æ�µ�Ä�U  NVRAM �t�Á�8�v�t�-���^�•�‡�b�{�µ� �¿�½�›�6�I�ˆ�b�”�h�|�t�z�³�µ�Â�Ü�t
�‘�l�o  NVRAM �º�w
ƒ���U	«�ˆ�^�•�z�¦���^�•�h�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Ñ�•� �ç�›�–�;�`
�o�µ� �¿�½�U
ƒ���^�•�‡�b�{ CONFIG_FILE ���¥�!
:�x	«�ˆ�^�•�‡�d�œ�{


S
î�‡�h�x
S
î
Æ�ó�w�¦���M�O�t�m�M�o�x�z �®CONFIG_FILE 
S
î�w
ƒ���¯ �¢ p.24-7�£ �›�€	°�`�o
�X�i�^�M�{

• 	Í	{�V  �•  CONFIG_FILE ���¥�!
:�t�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Ñ�•� �ç�w�æ�µ�Ä�›�å�C�b�”�q�z
NVRAM �º�w
ƒ���U	«�ˆ�^�•�z�f�w�K�q�p�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Ñ�•� �ç�U�î�æ�^�•�‡�b�{
	Í	{�V�U�Ã�Ñ�¥�ç�Ä�w
ƒ���p�b�{

• �å�C  �•  NVRAM �›	«�ˆ�d�c�t�z�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Ñ�•� �ç�U�î�æ�^�•�‡�b�{

	Í	{�V�‡�h�x�å�C�w�¦���M�O�t�m�M�o�x�z �®CONFIG_FILE 	Í	{�V�w
ƒ���¯ �¢ p.24-8�£ �›�€	°�`�o
�X�i�^�M�{

• �‰�8� �É�”�Ò�ç  �•  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Ñ�•� �ç�U�×�ˆ�$�t�µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï
�´�ï�q�‰�8�b�”�‘�O�‰�8�=�›� �É�”�Ò�ç�t�`�‡�b�{�Ñ�•� �ç�x�ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤�ï
�´�ï	Í�w�Ñ�•� �ç�q�‰�a	Ý�6�t�-�h�•�‡�b�{

• �‰�8�Ã�Ÿ�·�”�Ò�ç  �•  �‰�8�=�›�Ã�Ÿ�·�”�Ò�ç�t�`�‡�b�{

�‰�8�=�›�¦���b�”�M�O�t�m�M�o�x�z �®CONFIG_FILE �‰�8�w
ƒ���¯ �¢ p.24-8�£�›�€	°�`�o�X�i�^�M�{

�Î�ï�Ä CONFIG_FILE ���¥�!
:�x�!�Ë�D�ó�p�b�{ �‡�h�z �I�ˆ�Ì�t�µ� �¿�½�›
ƒ���b�”�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã
�ï  �Ñ�•� �ç�º�w�¯�Ú�ï�Å�t�‘�l�o�Ó�é�Í�Â�Ÿ�U�!�Ë�^�•�”�D�ó
Q�U�K�“�‡�b�{

CONFIG_FILE ���¥�!
:�t�x�z
ó
:�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Ñ�•� �ç�›�å�C�p�V�‡�b�{�é�”�§�ç
�Ñ�å�¿�³�á  �Ã�Ì� �µ�¢ bootflash: �‡�h�x  slot0:�£�t�-���^�•�o�M�”�Ú�™�w���®�s�¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï  �Ñ�•� �ç�›�¦���p�V�‡�b�{

�µ� �¿�½�w�I�ˆ�Ì�t�z CONFIG_FILE ���¥�!
:�p�¦���^�•�h�Ñ�•� �ç�w�M�c�•�T�U���®�s�¯�ï�Ñ�Ÿ
�ª�á�è�”�³�ã�ï  �Ñ�•� �ç�p�K�l�h	Ô�ù�z NVRAM �º�w
ƒ���U	«�ˆ�^�•�z�¦���w�¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï  �Ñ�•� �ç�›�–�;�`�o�µ� �¿�½�U
ƒ���^�•�‡�b�{���®�s�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Ñ�•� �ç�U

ó
:�¦���^�•�o�M�h	Ô�ù�z CONFIG_FILE ���¥�!
:�t�¦���^�•�h	q�t�z 1 �m�c�m�¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï  �Ñ�•� �ç�U�î�æ�^�•�‡�b�{

�¦���^�•�h�Ñ�•� �ç�U���®�s�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Ñ�•� �ç�p�x�s�T�l�h	Ô�ù�z �f�w�¤�ï�Ä�æ�›
�Á�¹�`�o�Í�w�Ñ�•� �ç�U�¼�æ�^�•�‡�b�{�¦���^�•�h� �Ý�”�´�U�„�T�t�s�X�s�”�‡�p�z�\�w�ˆ�^�U��
�“�&�^�•�‡�b�{���®�s�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Ñ�•� �ç�U  1 �m�‹�¦���^�•�o�M�s�T�l�h	Ô�ù�z
NVRAM �t�7�™�t�-���^�•�h
ƒ���U�–�;�^�•�‡�b�{
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�µ� �¿�½�w�Ã�Ñ�¥�ç�Ä�I�ˆ
ƒ��

¯ 24-1 �t�z�µ� �¿�½�w�Ã�Ñ�¥�ç�Ä�I�ˆ
ƒ���›�Ô�`�‡�b�{

�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �è�´�µ�»�w
ƒ��

�¢�«�£ �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �è�´�µ�»�w
ƒ���U�z	Ñ�Õ�µ�”�Í�Ì� �²  �¤�ï�´�ï�t�×�ˆ�$�t�¯�Ð�”�^�•�”
�\�q�x�K�“�‡�d�œ�{�µ� �¿�½�º�w�¤�µ�”�Í�Ì� �²  �¤�ï�´�ï�t�z�x���t�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �è
�´�µ�»�›
ƒ���b�”
ž�A�U�K�“�‡�b�{

�\�\�p�x�z�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �è�´�µ�»�›�!�Ë�b�”�M�O�t�m�M�o
†�Ì�`�‡�b�{

• �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �è�´�µ�»�w�Ò�”�Ä  �Ñ�Ÿ�”�ç�Å�w
ƒ���¢ p.24-6�£

• ROM �Þ�Ç�»  �¯�ï�¹�”�ç  �Ù�”�Ä�w�Ø�”�è�”�Ä�w
ƒ���¢ p.24-6�£

• CONFIG_FILE 
S
î�w
ƒ���¢ p.24-7�£

• CONFIG_FILE 	Í	{�V�w
ƒ���¢ p.24-8�£

• CONFIG_FILE �‰�8�w
ƒ���¢ p.24-8�£

• �µ� �¿�½�t  NVRAM �º�w
ƒ��	Ø�C�›�Á�¹�^�d�”
ƒ���¢ p.24-9�£

• �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �è�´�µ�»�‹�w
ƒ���¢ p.24-10�£


¯ 24-1 �µ� �¿�½�w�Ã�Ñ�¥�ç�Ä�I�ˆ
ƒ��

�;�ó �Ã�Ñ�¥�ç�Ä
ƒ��

�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �è�´�µ�»�w�‹ 0x10f

�I�ˆ�M�Ü BOOT ���¥�!
:�p�¦���^�•�h� �Ý�”�´�T�’�³�µ
�Â�Ü�›�I�ˆ

ROM �Þ�Ç�»  �¯�ï�¹�”�ç  �Ù�”�Ä�w�Ø�”�è�”�Ä 9600 �Ø�”

ignore-config �Í�å�Ý�”�» �Ã�Ÿ�·�”�Ò�ç

BOOT ���¥�!
: �í

CONFIG_FILE ���¥�!
: slot0:switch.cfg

CONFIG_FILE 
S
î�t���b�”�¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï  �è�´�µ�»  �Í�å�Ý�”�»


S
î
Æ�ó

CONFIG_FILE 	 Í 	 { �V� t � � �b � ” � ¯ � ï �Ñ�Ÿ�ª �á
�è�”�³�ã�ï  �è�´�µ�»  �Í�å�Ý�”�»

	Í	{�V

CONFIG_FILE �‰�8�t���b�”�¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï  �è�´�µ�»  �Í�å�Ý�”�»

�‰�8�Ã�Ÿ�·�”�Ò�ç
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�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �è�´�µ�»�w�Ò�”�Ä  �Ñ�Ÿ�”�ç�Å�w
ƒ��

�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �è�´�µ�»�w�Ò�”�Ä  �Ñ�Ÿ�”�ç�Å�›
ƒ���b�”�\�q�t�‘�“�z�Í�s�w�I�ˆ�Ì�t�µ
� �¿�½�U�–�;�b�”�Ò�”�Ä�M�Ü�›�¦���p�V�‡�b�{�\�w�¯�Ú�ï�Å�U�^�;�b�”�w�x�z�Ò�”�Ä  �Ñ�Ÿ�”�ç�Å�›

M�š�b�”�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �è�´�µ�»  �Ï�¿�Ä�i�Z�p�b�{ ���w�Ï�¿�Ä�w
ƒ���x�!�˜�“�‡�d�œ�{ �–
�;�p�V�”�I�ˆ�M�Ü�x�Í�w�q�S�“�p�b�{

• ROM �Þ�Ç�»  �•  rommon �©�”�ë�”�Å�›�–�;�`�o�z�I�ˆ�Ì�t�µ� �¿�½�U  ROM �Þ�Ç�»  �Þ�”�Å�t�q
�r�‡�”�‘�O�t�`�‡�b�{

• �Ò�”�Ä�Ñ�å�¿�³�á  �•  bootflash �©�”�ë�”�Å�›�–�;�`�o�z�¦�ï�Ø�”�Å  �Ñ�å�¿�³�á  �Ý�Þ�æ	Í�w�7	s
�w� �Ý�”�´�T�’�µ� �¿�½�›�I�ˆ�^�d�‡�b�{

• �³�µ�Â�Ü  �•  system �©�”�ë�”�Å�›�–�;�`�o�z BOOT ���¥�!
:�p�¦���^�•�h� �Ý�”�´�T�’�I�ˆ�^
�d�‡�b�¢�Ã�Ñ�¥�ç�Ä�w
ƒ���£ �{

�¢�«�£ set boot config-register boot �¯�Ú�ï�Å�p�–�;�b�”�©�”�ë�”�Å�x�z rommon �S�‘�|  system �t�v���b�”
�\�q�›
*	‘�`�‡�b�{

�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �è�´�µ�»�w�Ò�”�Ä  �Ñ�Ÿ�”�ç�Å�›
ƒ���b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w
�^�À�›�æ�M�‡�b�{

�Í�t�z�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �è�´�µ�»�w�Ò�”�Ä  �Ñ�Ÿ�”�ç�Å�›
ƒ���b�”�«�›�Ô�`�‡�b�{

Console> (enable) set boot config-register boot rommon
Configuration register is 0x0
ignore-config: disabled
auto-config: non-recurring
console baud: 9600
boot: the ROM monitor
Console> (enable)

ROM �Þ�Ç�»  �¯�ï�¹�”�ç  �Ù�”�Ä�w�Ø�”�è�”�Ä�w
ƒ��

ROM �Þ�Ç�»�U�–�;�b�”�¯�ï�¹�”�ç  �Ù�”�Ä�w�Ø�”�è�”�Ä�›
ƒ���p�V�‡�b�{	ý�`�M�Ø�”�è�”�Ä�U�–�;
�^�•�”�w�x�z�Í�t�µ� �¿�½�›�6�I�ˆ�`�h�q�V�p�b�{�\�w�¯�Ú�ï�Å�w�^�;�›	!�Z�”�w�x�z�Ø�”�è�”�Ä
�›
M�š�b�”�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �è�´�µ�»  �Ï�¿�Ä�i�Z�p�b�{���w�Ï�¿�Ä�w
ƒ���x�!�˜�“�‡�d�œ�{

�¢�«�£ �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �è�´�µ�»�p�¦���`�h�Ø�”�è�”�Ä�›�–�;�b�”�w�x�z ROM �Þ�Ç�»�i�Z�p�b�{
set system baud �¯�Ú�ï�Å�p�¦���b�”�Ø�”�è�”�Ä�q�x�Ÿ�s�“�‡�b�{

�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �è�´�µ�»�p  ROM �Þ�Ç�»  �¯�ï�¹�”�ç  �Ù�”�Ä�w�Ø�”�è�”�Ä�›
ƒ���b�”�t�x�z
� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�¯�Ú�ï�Å�›�Ö�—�`�‡�b�{

�^�À �¯�Ú�ï�Å

�¯ � ï �Ñ�Ÿ�ª �á�è�” � ³ �ã � ï  �è � ´ �µ �»�w�Ò�” �Ä
�Ñ�Ÿ�”�ç�Å�›
ƒ���`�‡�b�{

set boot config-register boot { rommon | bootflash |
system} [ mod]

�^�À �¯�Ú�ï�Å

�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �è�´�µ�»�p  ROM �Þ�Ç
�»  �¯�ï�¹�”�ç  �Ù�”�Ä�w�Ø�”�è�”�Ä�›
ƒ���`�‡
�b�{

set boot config-register baud {1200 | 2400 | 4800 |
9600} [ mod]
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�Í�t�z�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �è�´�µ�»�p  ROM �Þ�Ç�»  �¯�ï�¹�”�ç  �Ù�”�Ä�w�Ø�”�è�”�Ä�›  2400 �t

ƒ���b�”�«�›�Ô�`�‡�b�{

Console> (enable) set boot config-register baud 2400
Configuration register is 0x1800
ignore-config: disabled
auto-config: non-recurring
console baud: 2400
boot: the ROM monitor
Console> (enable) 

CONFIG_FILE 
S
î�w
ƒ��

�Ã�Ñ�¥�ç�Ä�p�x�z CONFIG_FILE ���¥�!
:�›
ƒ���`�h	Ô�ù�t�z�I�ˆ�Ì�t�–�;�b�”�¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï  �Ñ�•� �ç�w�æ�µ�Ä�U�¡�Ë�^�•�”�w�x�z�Í�t�µ� �¿�½�›�6�I�ˆ�b�”�‡�p�w���i�Z�p�b�{

�³�µ�Â�Ü  �¹�Ñ�Ä�¢�£�ž�t  CONFIG_FILE ���¥�!
:�w
ƒ���‹�›�Á�8�v�t�¡�Ë�^�d�z�µ� �¿�½�›�6�I�ˆ
�b�”�h�|�t�z �¦���w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Ñ�•� �ç�›�–�;�`�o�µ� �¿�½�U
ƒ���^�•�”�‘�O�t�b�”
�\�q�U�p�V�‡�b�{

�\�w�¯�Ú�ï�Å�U�^�;�b�”�w�x�z CONFIG_FILE ���¥�!
:�w
ƒ���U
S
î�T
S
î
Æ�ó�T�›
M�š�b�”�¯�ï
�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �è�´�µ�»  �Ï�¿�Ä�i�Z�p�b�{���w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �è�´�µ�»  �Ï�¿�Ä�x�!
�Ë�^�•�‡�d�œ�{

�«�™ CONFIG_FILE ���¥�!
:�›  recurring �t
ƒ���b�”�q�z�µ� �¿�½�›�6�I�ˆ�b�”�h�|�t  NVRAM �w�q�O
�w
ƒ���U	«�ˆ�^�•�z�¦���w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Ñ�•� �ç�›�–�;�`�o�µ� �¿�½�U
ƒ���^�•�‡�b�{
CONFIG_FILE ���¥�!
:�›  non-recurring �t
ƒ���b�”�q�z �Í�s�µ� �¿�½�›�6�I�ˆ�`�h�q�V�t  NVRAM
�w�q�O�w
ƒ���U	«�ˆ�^�•�z�¦���w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Ñ�•� �ç�›�–�;�`�o�µ� �¿�½�U
ƒ���^
�•�‡�b�{ NVRAM 
ƒ���x�z �¢�6�|  CONFIG_FILE �!
:�›
ƒ���`�s�M�T�W�“�£�f�w�™�w�6�I�ˆ�™�‹�¡
�Ë�^�•�‡�b�{

�µ� �¿�½�U�q�O�w  CONFIG_FILE ���¥�!
:�›�Á�8�v�t�¡�Ë�b�”�‘�O�t
ƒ���b�”�t�x�z� �É�”�Ò�ç
�Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z�q�O�w  CONFIG_FILE ���¥�!
:�U�Á�8�v�t�¡�Ë�^�•�”�‘�O�t�µ� �¿�½�›
ƒ���b�”�«�›�Ô�`�‡
�b�{

Console> (enable) set boot config-register auto-config recurring
Configuration register is 0x1820
ignore-config: disabled
auto-config: recurring, overwrite, sync disabled
console baud: 2400
boot: the ROM monitor
Console> (enable)

�^�À �¯�Ú�ï�Å

�q�O�w  CONFIG_FILE ���¥�!
:�U�Á�8�v�t�¡�Ë
�^�•�”�‘�O�t�µ� �¿�½�›
ƒ���`�‡�b�{

set boot config-register auto-config 
{ recurring  | non-recurring}
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CONFIG_FILE 	Í	{�V�w
ƒ��

�\�w�¯�Ú�ï�Å�p�x�z auto-config �Ñ�•� �ç�›�–�;�`�o  NVRAM �º�w
ƒ���›	Í	{�V�b�”�T�z NVRAM �w
�q�O�w�º�0�t�Ñ�•� �ç�w
ƒ���›�å�C�b�”�T�›�¦���p�V�‡�b�{	Í	{�V�›�¦���b�”�q�z NVRAM �º�w
ƒ
���U	«�ˆ�^�•�o�T�’�z auto-config �Ñ�•� �ç�U�î�æ�^�•�‡�b�{�å�C�›�¦���b�”�q�z NVRAM �›	«�ˆ�d
�c�t  auto-config �Ñ�•� �ç�U�î�æ�^�•�‡�b�{�Ã�Ñ�¥�ç�Ä�w
ƒ���x  overwrite �p�b�{

auto-config �Ñ�•� �ç�p  NVRAM �º�w
ƒ���›	Í	{�V�b�”�T�z �f�•�q�‹  NVRAM �w�q�O�w�º�0�t�Ñ�•� 
�ç�w
ƒ���›�å�C�b�”�T�›�¦���b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z auto-config �Ñ�•� �ç�›�–�;�`�o  NVRAM �º�w
ƒ���›	Í	{�V�b�”�‘�O�t�¦���b�”�«�›�Ô�`�‡
�b�{

Console> (enable) set boot config-register auto-config overwrite
Configuration register is 0x12F
ignore-config: disabled
auto-config: recurring, overwrite, sync disabled
console baud: 9600
boot: image specified by the boot system commands
Console> (enable)

�Í�t�z NVRAM �w�q�O�w�º�0�t  auto-config �Ñ�•� �ç�›�å�C�b�”�‘�O�t�¦���b�”�«�›�Ô�`�‡�b�{

Console> (enable) set boot config-register auto-config append 
Configuration register is 0x12F
ignore-config: disabled
auto-config: recurring, append, sync disabled
console baud: 9600
boot: image specified by the boot system commands
Console> (enable)

CONFIG_FILE �‰�8�w
ƒ��

set boot config-register auto-config sync �¯�Ú�ï�Å�x�z auto-config �Ñ�•� �ç�›�§
M�$�t�µ�»�ï�Ì�   �µ�”
�Í�Ì� �²  �¤�ï�´�ï�q�×�ˆ�$�t�‰�8�=�b�”�h�Š�t�‰�8�=�›� �É�”�Ò�ç�t�`�‡�b�{ �Ñ�•� �ç�x�ž�«�Â�Ÿ
�Ò �µ�”�Í�Ì� �²  �¤�ï�´�ï	Í�w�Ñ�•� �ç�q�‰�a	Ý�6�t�-�h�•�‡�b�{�Ã�Ñ�¥�ç�Ä�w
ƒ���x  disabled �p
�b�{�‰�8�=�½�£�¿�«�S�‘�|�¢
ž�A�s	Ô�ù�£�‰�8�=�›�Ä�æ�¨�b�”� �Õ�ï�Ä�x�z�Í�w�q�S�“�p�b�{

• �r�j�’�T�w�µ�”�Í�Ì� �²  �¤�ï�´�ï	Í�p�w  auto-config �Ñ�•� �ç�w�!�Ë�¢�ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� 
�²  �¤�ï�´�ï	Í�p�Ñ�•� �ç�U�_	†�^�•�h	Ô�ù�x�z�µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï	Í�p�‹�_	†
�^�•�‡�b�£

• �Ò�”�Ä  �µ�Ä�æ�ï�¬�w  CONFIG_FILE �!
:�w
ƒ���!�Ë

• 	ý�`�M�µ�”�Í�Ì� �²  �¤�ï�´�ï�w�e�L

• �³�µ�Â�Ü�w�I�ˆ

�ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤�ï�´�ï�w  CONFIG_FILE �!
:�U�z�µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï	Í
�p�‹�‰�°�t�-�Ë�^�•�‡�b�{�ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤�ï�´�ï�w�¤  auto-config �Ñ�•� �ç�U�z�µ�»�ï
�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï�w�0� �b�”  auto-config �Ñ�•� �ç�q
z�±�^�•�‡�b�{ 2 �m�w�Ñ�•� �ç�w�Õ�^
�S�‘�|  Cyclic Redundancy Check�¢ CRC; 	n�s	Ñ�Õ�U�*�£�U�‰�a�p�K�•�y�z�f�•�’�w�Ñ�•� �ç�x�‰�°
�q�ˆ�s�^�•�‡�b�{�µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï	Í�w�Ñ�•� �ç�U�ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤�ï

�^�À �¯�Ú�ï�Å

auto-config �Ñ�•� �ç�p  NVRAM �º�w
ƒ���›	Í	{
�V�b�”�T�z�f�•�q�‹  NVRAM �w�q�O�w�º�0�t
�Ñ�•� �ç�w
ƒ���›�å�C�b�”�T�›�¦���`�‡�b�{

set boot config-register auto-config 
{ overwrite | append}
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�´�ï	Í�w�Ñ�•� �ç�q�‰�a�p�s�Z�•�y�z�ž�«�Â�Ÿ�Ò  �µ�”�Í�Ì� �²  �¤�ï�´�ï	Í�w�Ñ�•� �ç�Ê�›�–�;�`
�o�z�µ�»�ï�Ì�   �µ�”�Í�Ì� �²  �¤�ï�´�ï	Í�t	ý�`�M�Ñ�•� �ç�U�^
R�^�•�‡�b�{�µ�»�ï�Ì�   �µ�”�Í�Ì
� �²  �¤�ï�´�ï	Í�t�‰�Ê�w�Ñ�•� �ç�U���O�b�”	Ô�ù�t�x�z	Í	{�V�^�•�‡�b�{

�‰�8�=�›� �É�”�Ò�ç�‡�h�x�Ã�Ÿ�·�”�Ò�ç�t�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z�‰�8�=�›� �É�”�Ò�ç�t�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set boot config-register auto-config sync enable
Configuration register is 0x12F
ignore-config: disabled
auto-config: recurring, append, sync enabled
console baud: 9600
boot: image specified by the boot system commands
Console> (enable)

�Í�t�z�‰�8�=�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set boot config-register auto-config sync disable
Configuration register is 0x12F
ignore-config: disabled
auto-config: recurring, append, sync disabled
console baud: 9600
boot: image specified by the boot system commands
Console> (enable)

�µ� �¿�½�t  NVRAM �º�w
ƒ��	Ø�C�›�Á�¹�^�d�”
ƒ��

�Í�t�µ� �¿�½�›�6�I�ˆ�b�”�q�V�t�z NVRAM �t�-���^�•�o�M�”
ƒ��	Ø�C�›�³�µ�Â�Ü  �¹�Ñ�Ä�¢�£�ž�t
�Á�¹�^�d�”�\�q�U�p�V�‡�b�{ set boot config-register ignore-config enable �¯�Ú�ï�Å�U�^�;�b�”�w�x�z
�µ� �¿�½�t  NVRAM �º�w
ƒ���›�Á�¹�^�d�”�T�r�O�T�›
M�š�b�”�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �è�´�µ�»
�Ï�¿�Ä�i�Z�p�b�{���w�Ï�¿�Ä�w
ƒ���x�!�˜�“�‡�d�œ�{�\�w�¯�Ú�ï�Å�x�z�Í�t�µ� �¿�½�›�6�I�ˆ�`�h
�q�V�t�i�Z�^�;�`�‡�b�{

�«�™ ignore-config �Í�å�Ý�”�»�›� �É�”�Ò�ç�t�b�”�\�q�x�z clear config all �¯�Ú�ï�Å�›�Ö�—�b�”�w�q�‰�a
�\�q�p�b�{�Í�s�w�µ� �¿�½�6�I�ˆ�Ì�t�z NVRAM �t�-���^�•�o�M�”�b�‚�o�w
ƒ���U	«�ˆ�^�•�‡�b�{

�Í�s�w�6�I�ˆ�Ì�t  NVRAM �º�w
ƒ���›�µ� �¿�½�t�Á�¹�^�d�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�¯�Ú
�ï�Å�›�Ö�—�`�‡�b�{

�^�À �¯�Ú�ï�Å

�‰�8�=�›� �É�”�Ò�ç�t�b�”�T�z�Ã�Ÿ�·�”�Ò�ç�t
�b�”�T�›�¦���`�‡�b�{

set boot config-register auto-config sync { enable |
disable}

�^�À �¯�Ú�ï�Å

�I�ˆ�Ì�t  NVRAM �w�º�0�›�Á�¹�b�”�‘�O�t�µ
� �¿�½�›
ƒ���`�‡�b�{

set boot config-register ignore-config enable
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�Í�t�z�Í�s�w�6�I�ˆ�Ì�t  NVRAM �º�w
ƒ���›�Á�¹�b�”�‘�O�t�µ� �¿�½�›
ƒ���b�”�«�›�Ô�`�‡�b�{

Console> (enable) set boot config-register ignore-config enable 
Configuration register is 0x1860
ignore-config: enabled
auto-config: recurring
console baud: 2400
boot: the ROM monitor
Console> (enable) 

�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �è�´�µ�»�‹�w
ƒ��

�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �è�´�µ�»�‹�›
ƒ���b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �è�´�µ�»�‹�›  0x90f �t
ƒ���b�”�«�›�Ô�`�‡�b�{

Console> (enable) set boot config-register 0x90f
Configuration register is 0x90f
ignore-config: disabled
auto-config: non-recurring
console baud: 4800
boot: image specified by the boot system commands
Console> (enable) 

�^�À �¯�Ú�ï�Å

�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �è�´�µ�»�›
ƒ���`�‡�b�{ set boot config-register 0xvalue [mod]
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BOOT ���¥�!
:�w
ƒ��

�¢�«�£ BOOT ���¥�!
:�w
ƒ���‹�U	Ñ�Õ�µ�”�Í�Ì� �²  �¤�ï�´�ï�¢���O�b�”	Ô�ù�£�t�×�ˆ�$�t�¯�Ð�”�^�•�”
�\�q�x�K�“�‡�d�œ�{�µ� �¿�½�º�w�¤�µ�”�Í�Ì� �²  �¤�ï�´�ï�t�z�x���t  BOOT �!
:�›
ƒ���b�”
ž�A
�U�K�“�‡�b�{

�\�\�p�x�z BOOT ���¥�!
:�›�!�Ë�b�”�M�O�t�m�M�o
†�Ì�`�‡�b�{

• BOOT ���¥�!
:�w
ƒ���¢ p.24-11�£

• BOOT ���¥�!
:�w
ƒ���‹�w	«�ˆ�¢ p.24-11�£

BOOT ���¥�!
:�w
ƒ��

BOOT ���¥�!
:�›
ƒ���b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z BOOT ���¥�!
:�›
ƒ���b�”�«�›�Ô�`�‡�b�{

Console> (enable) set boot system flash bootflash:cat6000-sup.5-5-1.bin
BOOT variable = bootflash:cat6000-sup.5-5-1.bin,1;
Console> (enable) set boot system flash bootflash:cat6000-sup.4-5-2.bin
BOOT variable = bootflash:cat6000-sup.5-1-1.bin,1;bootflash:cat6000-sup.4-5-2.
bin,1;
Console> (enable) set boot system flash bootflash:cat6000-sup.5-2-1.bin prepend
BOOT variable = bootflash:cat6000-sup.5-2-1.bin,1;bootflash:cat6000-sup.5-5-1.
bin,1;bootflash:cat6000-sup.4-5-2.bin,1;
Console> (enable) 

BOOT ���¥�!
:�w
ƒ���‹�w	«�ˆ

BOOT ���¥�!
:�T�’�¤�ï�Ä�æ�›	«�ˆ�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�M�c�•�T�w�^�À�›�æ�M�‡
�b�{

�Í�t�z BOOT ���¥�!
:�T�’�›���w�¤�ï�Ä�æ�›	«�ˆ�b�”�«�›�Ô�`�‡�b�{

Console> (enable) clear boot system flash bootflash:cat6000-sup.5-1-1.bin
BOOT variable = bootflash:cat6000-sup.5-2-1.bin,1;bootflash:cat6000-sup.4-5-2.
bin,1;
Console> (enable) 

�Í�t�z BOOT ���¥�!
:
¶�.�›	«�ˆ�b�”�«�›�Ô�`�‡�b�{

Console> (enable) clear boot system all
BOOT variable =
Console> (enable)

�^�À �¯�Ú�ï�Å

BOOT ���¥�!
:�›
ƒ���`�‡�b�{ set boot system flash device:[filename] [prepend] [mod]

�^�À �¯�Ú�ï�Å

BOOT ���¥�!
:�T�’�›���w� �Ý�”�´�›	«�ˆ�`�‡
�b�{

clear boot system flash device:[filename] [mod]

BOOT ���¥�!
:
¶�.�›	«�ˆ�`�‡�b�{ clear boot system all [mod]
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CONFIG_FILE ���¥�!
:�w
ƒ��
�\�\�p�x�z CONFIG_FILE ���¥�!
:�›�!�Ë�b�”�M�O�t�m�M�o
†�Ì�`�‡�b�{

• CONFIG_FILE ���¥�!
:�w
ƒ���¢ p.24-12�£

• CONFIG_FILE ���¥�!
:�w
ƒ���‹�w	«�ˆ�¢ p.24-12�£

CONFIG_FILE ���¥�!
:�w
ƒ��

set boot auto-config �¯�Ú�ï�Å�›�–�;�`�z�·�Û�¯�é�ï�¢ ;�£�p�à
~�”�\�q�t�‘�“�z
ó
:�w�¯�ï�Ñ�Ÿ�ª�á
�è�”�³�ã�ï  �Ñ�•� �ç�›�¦���p�V�‡�b�{�¤�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Ñ�•� �ç�t�z
÷�”�Ê�q�Ñ�•� �ç
�Ê�w�†�M�›�¦���b�”
ž�A�U�K�“�‡�b�{

�¢�«�£ CONFIG_FILE ���¥�!
:�w
²�™�t�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Ñ�•� �ç�›
Ç�C�b�”�\�q�x�p�V�‡�d�œ�{
set boot auto-config �¯�Ú�ï�Å�›�Ö�—�b�”�q�z�f�•�‡�p  set boot auto-config �¯�Ú�ï�Å�t�‘�l�o�¦���^
�•�o�M�h�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Ñ�•� �ç  �æ�µ�Ä�U	«�ˆ�^�•�‡�b�{

CONFIG_FILE ���¥�!
:�›
ƒ���b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z CONFIG_FILE ���¥�!
:�›
ƒ���b�”�«�›�Ô�`�‡�b�{

Console> (enable) set boot auto-config bootflash:generic.cfg;bootflash:6509_1_noc.cfg
CONFIG_FILE variable = bootflash:generic.cfg;bootflash:6509_1_noc.cfg
WARNING: nvram configuration may be lost during next bootup,
         and re-configured using the file(s) specified.
Console> (enable) 

CONFIG_FILE ���¥�!
:�w
ƒ���‹�w	«�ˆ

CONFIG_FILE ���¥�!
:�T�’�¤�ï�Ä�æ�›	«�ˆ�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z CONFIG_FILE ���¥�!
:�w�¤�ï�Ä�æ�›	«�ˆ�b�”�«�›�Ô�`�‡�b�{

Console> (enable) clear boot auto-config
CONFIG_FILE variable = 
Console> (enable)

�^�À �¯�Ú�ï�Å

CONFIG_FILE ���¥�!
:�›
ƒ���`�‡�b�{ set boot auto-config 
device:filename[;device:filename...]

�^�À �¯�Ú�ï�Å

CONFIG_FILE ���¥�!
:�w�¤�ï�Ä�æ�›	«�ˆ�`�‡�b�{ clear boot auto-config
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�µ� �¿�½�w�I�ˆ
ƒ���w
¯�Ô
�q�O�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �è�´�µ�»�z BOOT ���¥�!
:�z�S�‘�|  CONFIG_FILE ���¥�!
:�w
ƒ��
�‹�›
¯�Ô�b�”�t�x�z�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z�q�O�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �è�´�µ�»�z BOOT ���¥�!
:�z�S�‘�|  CONFIG_FILE ���¥�!
:
�w
ƒ���‹�›
¯�Ô�b�”�«�›�Ô�`�‡�b�{

Console> (enable) show boot
BOOT variable = bootflash:cat6000-sup.5-2-1.bin,1;
CONFIG_FILE variable = bootflash:generic.cfg;bootflash:6509_1_noc.cfg

Configuration register is 0x12f
ignore-config: disabled
auto-config: recurring
console baud: 9600
boot: image specified by the boot system commands

Console> (enable) 

�^�À �¯�Ú�ï�Å

�q�O�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �è�´�µ�»�z BOOT ��
�¥�!
:�z�S�‘�|  CONFIG_FILE ���¥�!
:�w
ƒ���‹�›

¯�Ô�`�‡�b�{

show boot [mod]
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25

�Ñ�å�¿�³�á  �Ñ�•� �ç  �³�µ�Â�Ü�w�–�;

�\�w	·�p�x�z Catalyst 6500 �³�æ�”�¶  �µ� �¿�½	Í�p�Ñ�å�¿�³�á  �Ñ�•� �ç  �³�µ�Â�Ü�›�–�;�b�”	�	q�t
�m�M�o
†�Ì�`�‡�b�{

�¢�«�£ �\�w	·�p�–�;�`�o�M�”�¯�Ú�ï�Å�w�ì
¶�s�Ï���S�‘�|�–�;�M�O�w	Ä�I�t�m�M�o�x�z �° Catalyst 6500
Series Switch Command Reference�±�›�€	°�`�o�X�i�^�M�{

�\�w	·�p
†�Ì�b�”�º�0�x�z�Í�w�q�S�“�p�b�{

• �Ñ�å�¿�³�á  �Ñ�•� �ç  �³�µ�Â�Ü�w�;�ó�¢ p.25-2�£

• �µ� �¿�½	Í�w�Ñ�å�¿�³�á  �Ñ�•� �ç  �³�µ�Â�Ü�w�–�;�M�O�¢ p.25-2�£
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�Ñ�å�¿�³�á  �Ñ�•� �ç  �³�µ�Â�Ü�w�;�ó
Catalyst 6500 �³�æ�”�¶  �µ�”�Í�Ì� �²  �¤�ï�´�ï�w�Ñ�å�¿�³�á  �Ñ�•� �ç  �³�µ�Â�Ü�t�x�z�¹�Ñ�Ä�¢�£�ž
� �Ý�”�´�S�‘�|�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Ñ�•� �ç�w���g�›�0�›�t�æ�O�h�Š�t�þ�q�m���X�w�¯�Ú�ï
�Å�U�K�“�‡�b�{�µ�”�Í�Ì� �²  �¤�ï�´�ï	Í�w�Ñ�å�¿�³�á  �Ñ�•� �ç  �³�µ�Â�Ü�x�z�Í�w�Ñ�å�¿�³�á  �Ã�Ì
� �µ�T�’�Ï
R�^�•�o�M�‡�b�{�r�j�’�w�Ã�Ì� �µ�t�‹�Ñ�•� �ç�›�-���p�V�‡�b�{

• Supervisor Engine 1 �S�‘�|  Supervisor Engine 2

�µ bootflash�• �¦�ï�Ø�”�Å  �Ñ�å�¿�³�á  �Ý�Þ�æ

�µ slot0�• �æ�Ç�ž �Ñ�å�¿�³�á  PC �§�”�Å�¢ PCMCIA �µ�é�¿�Ä�£

�µ disk0�• ATA �Ñ�å�¿�³�á  PC �§�”�Å�¢ PCMCIA �µ�é�¿�Ä�£

• Supervisor Engine 720

�µ bootflash�• �¦�ï�Ø�”�Å  �Ñ�å�¿�³�á  �Ý�Þ�æ

�µ disk0�• CompactFlash Type II �§�”�Å�w�ˆ�¢ DISK 0 �µ�é�¿�Ä�£

�µ disk1�• CompactFlash Type II �§�”�Å�¢ DISK 1 �µ�é�¿�Ä�£

• Supervisor Engine 32

�µ bootflash�• �¦�ï�Ø�”�Å  �Ñ�å�¿�³�á  �Ý�Þ�æ

�µ disk0�• CompactFlash Type II �§�”�Å�w�ˆ�¢ DISK 0 �µ�é�¿�Ä�£

�µ� �¿�½	Í�w�Ñ�å�¿�³�á  �Ñ�•� �ç  �³�µ�Â�Ü�w�–�;�M�O
�\�\�p�x�z�Ñ�å�¿�³�á  �Ñ�•� �ç  �³�µ�Â�Ü�t���È�b�”�^�‡�_�‡�s	�	q�t�m�M�o
†�Ì�`�‡�b�{

• �Ã�Ñ�¥�ç�Ä  �Ñ�å�¿�³�á  �Ã�Ì� �µ�w
ƒ���¢ p.25-2�£

• �Â�©�µ�Ä  �Ñ�•� �ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�w
ƒ���¢ p.25-3�£

• �Â�©�µ�Ä  �Ñ�•� �ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�w  Auto-Save 
ƒ���¢ p.25-4�£

• �Ñ�å�¿�³�á  �Ã�Ì� �µ	Í�w�Ñ�•� �ç�w�æ�µ�Ä
¯�Ô�¢ p.25-5�£

• �Ñ�•� �ç�w�¯�Ð�”�¢ p.25-6�£

• �Ñ�•� �ç�w�_	†�¢ p.25-8�£

• �_	†�^�•�h�Ñ�•� �ç�w
î�i�¢ p.25-8�£

• �Ñ�•� �ç�w�½�£�¿�«�±�Ü�w�¬�Ý�¢ p.25-9�£

• �Ñ�å�¿�³�á  �Ã�Ì� �µ�w�Ñ�¥�”�Ú�¿�Ä�¢ p.25-9�£

�Ã�Ñ�¥�ç�Ä  �Ñ�å�¿�³�á  �Ã�Ì� �µ�w
ƒ��

�µ� �¿�½�w�Ã�Ñ�¥�ç�Ä  �Ñ�å�¿�³�á  �Ã�Ì� �µ�›
ƒ���`�o�S�X�q�z �Ñ�å�¿�³�á  �Ñ�•� �ç  �³�µ�Â�Ü  �¯�Ú
�ï�Å�w�Ö�—�Ì�t�Ñ�å�¿�³�á  �Ã�Ì� �µ�›�¦���`�s�T�l�h	Ô�ù�z�Ã�Ñ�¥�ç�Ä�w�Ã�Ì� �µ�U�–�;�^�•�‡
�b�{

�Ã�Ñ�¥�ç�Ä�w�Ñ�å�¿�³�á  �Ã�Ì� �µ�›
ƒ���b�”�t�x�z�Í�w�^�À�›�æ�M�‡�b�{

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 �µ� �¿�½�w�Ã�Ñ�¥�ç�Ä  �Ñ�å�¿�³�á  �Ã�Ì� �µ�›

ƒ���`�‡�b�{

cd [[m/][bootflash:| slot0:]]

�µ�Â�¿�Ó 2 �µ� �¿�½�w�Ã�Ñ�¥�ç�Ä  �Ñ�å�¿�³�á  �Ã�Ì� �µ�›
�¬�Ý�`�‡�b�{

pwd [mod]
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�Í�t�z�Ã�Ñ�¥�ç�Ä  �Ñ�å�¿�³�á  �Ã�Ì� �µ�›  slot0: �t�!�Ë�`�z�Ã�Ñ�¥�ç�Ä  �Ã�Ì� �µ�›�¬�Ý�b�”�«�›�Ô
�`�‡�b�{

Console> (enable) cd slot0:
Console> (enable) pwd
slot0
Console> (enable)

�Â�©�µ�Ä  �Ñ�•� �ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�w
ƒ��

�Â�©�µ�Ä  �Ñ�•� �ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�›�–�;�`�h	Ô�ù�z�µ� �¿�½�x�f�w
ƒ���›�Â�©�µ
�Ä �Ñ�•� �ç�q�`�o�z NVRAM�¢
Æ�4
C
Q  RAM�£�‡�h�x�Ñ�å�¿�³�á  �Ý�Þ�æ�w�M�c�•�T�w
Æ�4
C
Q�G
�1
÷�”�t�-���`�‡�b�{�\�w�Â�©�µ�Ä  �Ñ�•� �ç�x�z�¤	��w�;�ó�›
ƒ���b�”�‘�O�t�â�”�²�t�‘�l�o�Ö�—
�^�•�h�¯�Ú�ï�Å�p�Ï
R�^�•�‡�b�{�h�q�Q�y�z�Ù�”�Ä�›�Ã�Ÿ�·�”�Ò�ç�t�b�”	Ô�ù�z�f�w�Ù�”�Ä�›�Ã�Ÿ
�·�”�Ò�ç�t�b�”�¯�Ú�ï�Å�›�Â�©�µ�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Ñ�•� �ç�t�¨�ò�`�‡�b�{

�Â�©�µ�Ä  �Ñ�•� �ç�t�x�µ� �¿�½�›
ƒ���b�”�h�Š�t�–�;�`�h�¯�Ú�ï�Å�`�T���‡�•�o�M�s�M�w�p�z�è
	×�z�Ì� �Æ�æ  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�‘�“�‹  NVRAM �‡�h�x�Ñ�å�¿�³�á  �Ý�Þ�æ�w�Ý�Þ�æ�0
�”�U	—�s�X�o�b�ˆ�‡�b�{�Â�©�µ�Ä  �Ñ�•� �ç�x�è	×�z
ž�A�s�0�”�U	—�s�M�w�p�z NVRAM �x�Ñ�•� �ç
�›�-���b�”�w�t�&�`�h	Ô	t�p�b�{ �Â�©�µ�Ä  �Ñ�•� �ç�U  NVRAM �w�0�”�›�Ò�Q�”	Ô�ù�x�z �Ñ�å�¿�³�á
�Ý�Þ�æ�t�-���b�”�\�q�‹�p�V�‡�b�{

�µ� �¿�½�U�Â�©�µ�Ä  �Ñ�•� �ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�p�T�‡�`�o�M�”	Ô�ù�z�G
æ
ü�w�â�”
�²
ƒ���x�b�Y�t�x  NVRAM �t�-���^�•�‡�d�œ�{
ƒ���w�!�Ë�x�z DRAM �t	{�V���‡�•�”�i�Z�p�b�{
ƒ
���›
Æ�4
C
Q�G�1
÷�”�t�-���b�”�t�x�z write memory �¯�Ú�ï�Å�›�î�æ�b�”
ž�A�U�K�“�‡�b�{

�¢�«�£ VLAN Trunking Protocol�¢ VTP;VLAN �Ä�å�ï�©�ï�¬  �Ó�é�Ä�¯�ç�£ �Þ�”�Å�›�±�”�Ì�t
ƒ���`�h	Ý�6�p�z
�Â�©�µ�Ä  �Þ�”�Å�p�µ� �¿�½�›�ˆ�^�^�d�o�M�”	Ô�ù�z VLAN �¢�>
Ý  LAN�£�¯�Ú�ï�Å�x�¯�ï�Ñ�Ÿ�ª�á
�è�”�³�ã�ï  �Ñ�•� �ç�w�°
æ�q�`�o�x�-���^�•�‡�d�œ�{

�Â�©�µ�Ä  �Ñ�•� �ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�›
ƒ���b�”�t�x�z�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z 
ƒ���›�Â�©�µ�Ä  �Ñ�•� �ç�q�`�o  NVRAM �t�-���b�”�‘�O�t�³�µ�Â�Ü�›
ƒ���`�z �¯�ï�Ñ�Ÿ�ª�á
�è�”�³�ã�ï  �Þ�”�Å�›�¬�Ý�`�z�q�O�w�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set config mode text nvram
Console> (enable) show config mode
Console> (enable) show running-config all
Console> (enable) show config
Console> (enable)

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 �³�µ�Â�Ü�w�Ñ�•� �ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”
�Å�›�Â�©�µ�Ä�t
ƒ���`�‡�b�{

set config mode text { nvram | device:file-id}

�µ�Â�¿�Ó 2 �³�µ�Â�Ü�w�Ñ�•� �ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”
�Å�›�¬�Ý�`�‡�b�{

show config mode

�µ�Â�¿�Ó 3 �Â�©�µ�Ä  �Ñ�•� �ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�-��
�`�‡�b�{

write memory

�µ�Â�¿�Ó 4 �q�O�w�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{ show running-config all

�µ�Â�¿�Ó 5 �Í�w�æ�·�¿�Ä�™�t�–�;�^�•�”�µ�»�”�Ä�ž�¿�Ó  �¯�ï
�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{

show config
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�Â�©�µ�Ä  �Ñ�•� �ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�w  Auto-Save 
ƒ��

set config mode text auto-save �¯�Ú�ï�Å�›�–�;�`�o�z �Â�©�µ�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�w  NVRAM �•
�w�×�ˆ�-���›
ƒ���`�‡�b�{ interval �©�”�ë�”�Å�›�–�;�`�o�z�Â�©�µ�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�U
NVRAM �t�-���^�•�”���´�›
ƒ���`�‡�b�{�Â�©�µ�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�U  NVRAM �t�-���^
�•�”���´�w
ƒ���x�z�³�µ�Â�Ü�U�Ì� �Æ�æ  �Þ�”�Å�p�K�l�o�‹�D�ó�p�b�{ interval �©�”�ë�”�Å�w�K�q�t

:�‹�¢
ü�£�›�¦���`�s�Z�•�y�z���´�x�Ã�Ñ�¥�ç�Ä�w  30 
µ�t
ƒ���^�•�‡�b�{

�Â�©�µ�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�x�z Auto-Save �U� �É�”�Ò�ç�p�s�Z�•�y�z NVRAM �t�×�ˆ�-���^
�•�‡�d�œ�{ Auto-Save �›� �É�”�Ò�ç�t�b�”�t�x�z�‡�c�³�µ�Â�Ü  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�›�Â
�©�µ�Ä�t
ƒ���`�z�^�’�t�Â�©�µ�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›  NVRAM �t�-���b�”�‘�O�t�³�µ�Â�Ü
�›
ƒ���b�”
ž�A�U�K�“�‡�b�{�³�µ�Â�Ü  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�U�Ì� �Æ�æ  �Þ�”�Å�t
ƒ���^
�•�o�M�”	Ô�ù�x�z Auto-Save �›� �É�”�Ò�ç�t�b�”�\�q�x�p�V�‡�d�œ�{

�Â�©�µ�Ä  �Ñ�•� �ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�›  Auto-Save �t
ƒ���b�”�t�x�z�Í�w�^�À�›�æ�M
�‡�b�{

�Í�t�z �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Þ�”�Å�›�Â�©�µ�Ä�t
ƒ���`�z �Â�©�µ�Ä  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Ñ�•
� �ç�›�-���b�”	Ô	t�q�Ñ�•� �ç�Ê�›�¦���b�”�«�›�Ô�`�‡�b�{

Console> (enable) set config mode text bootflash:switch.cfg  
Binary system configuration has been deleted from NVRAM. Configuration mode set to 
text. Use the write memory command to save configuration
changes. System configuration file set to: bootflash:switch.cfg 
The file specified will be used for configuration during the next bootup. 
Console> (enable) 

�Í�t�z�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�U�Â�©�µ�Ä  �Þ�”�Å�t
ƒ���^�•�z�³�µ�Â�Ü�U�Â�©�µ�Ä  �¯�ï�Ñ�Ÿ�ª�á
�è�”�³�ã�ï�›  NVRAM �t�-���b�”�‘�O�t
ƒ���^�•�o�M�”	Ô�ù�t�z Auto-Save �›� �É�”�Ò�ç�t�b�”�«
�›�Ô�`�‡�b�{

Console> (enable) set config mode text auto-save enable 
auto-save feature has been enabled 
auto-save feature has started 
Please do a write mem manually if you plan to reboot the switch or any card before 
first expiry of the timer 
Console> (enable) 

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 �³�µ�Â�Ü�w�Ñ�•� �ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï
�Þ�”�Å�›�Â�©�µ�Ä�t
ƒ���`�‡�b�{

set config mode text { nvram | device:file-id}

�µ�Â�¿�Ó 2 auto-save �©�”�ë�”�Å�›�¦���`�‡�b�{ set config mode text auto-save { enable | disable}

�µ�Â�¿�Ó 3 �¢�Ú�™�£ interval �©�”�ë�”�Å�›
ƒ���`�‡�b�{ set config mode text auto-save interval mins

�µ�Â�¿�Ó 4 �³�µ�Â�Ü�w�Ñ�•� �ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï
�Þ�”�Å�›�¬�Ý�`�‡�b�{

show config mode

�µ�Â�¿�Ó 5 �Â�©�µ�Ä  �Ñ�•� �ç  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
�-���`�‡�b�{

write memory

�µ�Â�¿�Ó 6 �q�O�w�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡
�b�{

show running-config all

�µ�Â�¿�Ó 7 �Í�w�æ�·�¿�Ä�™�t�–�;�^�•�”�µ�»�”�Ä�ž�¿�Ó  �¯
�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›
¯�Ô�`�‡�b�{

show config



�H 25 	·       �Ñ�å�¿�³�á  �Ñ�•� �ç  �³�µ�Â�Ü�w�–�;
�µ� �¿�½	Í�w�Ñ�å�¿�³�á  �Ñ�•� �ç  �³�µ�Â�Ü�w�–�;�M�O

25-5
Catalyst 6500 �³�æ�”�¶  �µ� �¿�½  �¹�Ñ�Ä�¢�£�ž  �¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �¨� �Å

OL-7193-01-J

�Í�t�z�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�U�Â�©�µ�Ä  �Þ�”�Å�t
ƒ���^�•�o�S�’�c�z�³�µ�Â�Ü�U�Â�©�µ�Ä  �¯�ï
�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›  NVRAM �t�-���b�”�‘�O�t
ƒ���^�•�o�M�s�M	Ô�ù�t�z Auto-Save �›� �É�”�Ò
�ç�t�`�‘�O�q�`�h	Ô�ù�t
¯�Ô�^�•�”�Ý�¿�·�”�´�w�«�›�Ô�`�‡�b�{

Console> (enable) set config mode text auto-save enable  
auto-save cannot be enabled unless config mode is set to text and config file is 
stored in nvram. 
Use the 'set config mode text nvram' command to enable automatic saving of the system 
configuration to nvram 
Console> (enable) 

�Í�t�z�-���b�”���´�›  2,880 
ü�t
ƒ���b�”�«�›�Ô�`�‡�b�{

Console> (enable) set config mode text auto-save interval 2880  
auto-save interval set to 2880 minutes 
Console> (enable) 

�Í�t�z�-���b�”���´�›�Ã�Ñ�¥�ç�Ä
ƒ���p�K�”  30 
ü�t
ƒ���b�”�«�›�Ô�`�‡�b�{

Console> (enable) set config mode text auto-save interval  
auto-save interval set to 30 minutes 
Console> (enable) 

�Ñ�å�¿�³�á  �Ã�Ì� �µ	Í�w�Ñ�•� �ç�w�æ�µ�Ä
¯�Ô

�Ñ�å�¿�³�á  �Ã�Ì� �µ	Í�w�Ñ�•� �ç�w�æ�µ�Ä�›
¯�Ô�b�”�t�x�z�Í�w�M�c�•�T�w�^�À�›�æ�M�‡�b�{

�Í�t�z�Ã�Ñ�¥�ç�Ä  �Ñ�å�¿�³�á  �Ã�Ì� �µ	Í�w�Ñ�•� �ç�w�æ�µ�Ä�›
¯�Ô�b�”�«�›�Ô�`�‡�b�{

Console> (enable) dir
-#- -length- -----date/time------ name
  4  3134688 Mar 15 1999 08:27:01 cat6000-sup.5-2-1-CSX.bin
  5  3231989 Jan 24 1999 12:04:40 cat6000-sup.5-1-1-CSX.bin
  6      135 Feb 17 1999 11:30:05 dns_config.cfg
 
1213952 bytes available (6388224 bytes used)
Console> (enable)

�Í�t�z�Ã�Ñ�¥�ç�Ä  �Ã�Ì� �µ�Ž�Ž�w�Ñ�å�¿�³�á  �Ã�Ì� �µ	Í�t�”�T�•�o�M�”�Ñ�•� �ç�w�æ�µ�Ä�›
¯�Ô
�b�”�«�›�Ô�`�‡�b�{

Console> (enable) dir slot0:
-#- -length- -----date/time------ name
  1  3209261 Jun 16 1998 13:18:19 cat6000-sup.5-2-1-CSX.bin
  2      135 Jul 17 1998 11:32:53 dns-config.cfg
  3  3231989 Jul 17 1998 16:54:23 cat5000-sup3.4-1-2.bin
  4     8589 Jul 17 1998 17:02:52 6000_config.cfg
 
9933504 bytes available (6450496 bytes used)
Console> (enable)

�^�À �¯�Ú�ï�Å

�Ñ�å�¿�³�á  �Ã�Ì� �µ	Í�w�Ñ�•� �ç�w�æ�µ�Ä�›
¯�Ô
�`�‡�b�{

dir  [[m/]device:][ filename]

�Ñ�å�¿�³�á  �Ã�Ì� �µ�T�’�_	†�^�•�h�Ñ�•� �ç�w�æ
�µ�Ä�›
¯�Ô�`�‡�b�{

dir  [[m/]device:][ filename] deleted

�_	†�^�•�h�Ñ�•� �ç�›���‰�Ñ�å�¿�³�á  �Ã�Ì� �µ	Í
�w�b�‚�o�w�Ñ�•� �ç�w�æ�µ�Ä�›
¯�Ô�`�‡�b�{

dir  [[m/]device:][ filename] all

�Ñ�å�¿�³�á  �Ã�Ì� �µ	Í�w�Ñ�•� �ç�w	Ä�I�æ�µ�Ä�›

¯�Ô�`�‡�b�{

dir  [[m/]device:][ filename] long
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�Í�t�z�Ã�Ñ�¥�ç�Ä  �Ñ�å�¿�³�á  �Ã�Ì� �µ	Í�w�_	†�^�•�h�Ñ�•� �ç�w�æ�µ�Ä�›
¯�Ô�b�”�«�›�Ô�`�‡�b�{

Console> (enable) dir deleted
-#- ED --type-- --crc--- -seek-- nlen -length- -----date/time------ name
  1 .D ffffffff 81a027ca   41bdc   22     7004 Apr 01 1998 15:27:45 5002.config.
4.1.98.cfg
  2 .D ffffffff ccce97a3   43644   23     6630 Apr 01 1998 15:36:47 5002.default
.config.cfg
  3 .D ffffffff 81a027ca   45220   15     7004 Apr 19 1998 10:05:59 5002_config.
cfg
 
1213952 bytes available (6388224 bytes used)
Console> (enable)

�Ñ�•� �ç�w�¯�Ð�”

�Ñ�•� �ç�›�¯�Ð�”�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�M�c�•�T�w�^�À�›�æ�M�‡�b�{

�Í�t�z�Ã�Ñ�¥�ç�Ä�w�Ñ�å�¿�³�á  �Ã�Ì� �µ�T�’���w�Ñ�å�¿�³�á  �Ã�Ì� �µ�t�Ñ�•� �ç�›�¯�Ð�”�b�”�«
�›�Ô�`�‡�b�{

Console> (enable) copy cat6000-sup.5-2-1-CSX.bin slot0:
 
13174216 bytes available on device slot0, proceed (y/n) [n]? y
CCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCC
CCCCCCCCCCCCCCCCCCcccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccc
cccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccc
cccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccc
cccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccc
cccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccc
ccccccccccccCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCC
CCCCCCCCCCCCCCCCCCCCCCCCCCCCCC
File has been copied successfully.
Console> (enable)

�^�À �¯�Ú�ï�Å

�Ñ�å�¿�³�á  �Ñ�•� �ç�›  Trivial File Transfer Protocol
�¢ TFTP; � � � › �Ñ�• �   �ç �8
ù�Ó�é�Ä�¯ �ç�£�±�” � Ì�z
Remote Copy Protocol�¢ RCP�£�±�”�Ì�z�Ñ�å�¿�³�á  �Ý
�Þ�æ�z���w�Ñ�å�¿�³�á  �Ã�Ì� �µ�z�‡�h�x�î�æ�¯�ï
�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t�¯�Ð�”�`�‡�b�{

copy file-id { tftp  | rcp | flash | file-id | config}

TFTP �±�”�Ì�‡�h�x  RCP �±�”�Ì�T�’�Ñ�å�¿�³�á  �Ý�Þ
�æ�z�Ñ�å�¿�³�á  �Ã�Ì� �µ�z�‡�h�x�î�æ�¯�ï�Ñ�Ÿ�ª�á
�è�”�³�ã�ï�t�Ñ�•� �ç�›�¯�Ð�”�`�‡�b�{

copy { tftp | rcp} { flash | file-id | config}

�Ñ�å�¿�³�á  �Ý�Þ�æ�T�’  TFTP �±�”�Ì�z RCP �±�”�Ì�z
�Ñ�å�¿�³�á  �Ã�Ì� �µ�z�‡�h�x�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”
�³�ã�ï�t�Ñ�•� �ç�›�¯�Ð�”�`�‡�b�{

copy flash { tftp | rcp | file-id | config}

�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�Ñ�å�¿�³�á  �Ý�Þ�æ�z
���w�Ñ�å�¿�³�á  �Ã�Ì� �µ�z TFTP �±�”�Ì�z �‡�h�x  RCP
�±�”�Ì�t�¯�Ð�”�`�‡�b�{

copy config { flash | file-id | tftp | rcp}
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�Í�t�z TFTP �±�”�Ì�T�’�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�t�Ñ�•� �ç�›�¯�Ð�”�b�”�«�›�Ô�`�‡�b�{

Console> (enable) copy tftp config
IP address or name of remote host []? 172.20.52.3
Name of file to copy from []? dns_config.cfg
 
Configure using tftp:dns_config.cfg (y/n) [n]? y
/
Finished network download.  (135 bytes)
>>
>> set ip dns server 172.16.10.70 primary
172.16.10.70 added to DNS server table as primary server.
>> set ip dns server 172.16.10.140
172.16.10.140 added to DNS server table as backup server.
>> set ip dns enable
DNS is enabled
>> set ip dns domain corp.com
Default DNS domain name set to corp.com
Console> (enable)

�Í�t�z TFTP �±�”�Ì�T�’�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Ñ�•� �ç�›�¼�¢�ï�é�”�Å�`�o�z�Ñ�å�¿�³�á  �Ã�Ì� 
�µ	Í�t�-���b�”�«�›�Ô�`�‡�b�{

Console> (enable) copy tftp flash
IP address or name of remote host []? 172.20.52.3
Name of file to copy from []? dns-config.cfg
Flash device [slot0]?
Name of file to copy to [dns-config.cfg]?
 
9932056 bytes available on device slot0, proceed (y/n) [n]? y
/
File has been copied successfully.
Console> (enable)

�Í�t�z�Ñ�å�¿�³�á  �Ý�Þ�æ�t�î�æ�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï�›�¯�Ð�”�b�”�«�›�Ô�`�‡�b�{

Console> (enable) copy config flash
Flash device [bootflash]? slot0:
Name of file to copy to []? 6000_config.cfg
 
Upload configuration to slot0:6000_config.cfg
9942096 bytes available on device slot0, proceed (y/n) [n]? y
.....
..........
.......
 
..........
...........
..
 
Configuration has been copied successfully.
Console> (enable)

�Í�t�z TFTP �±�”�Ì�t�Ñ�å�¿�³�á  �Ã�Ì� �µ	Í�w�¯�ï�Ñ�Ÿ�ª�á�è�”�³�ã�ï  �Ñ�•� �ç�›�ž�¿�Ó�é�”�Å�b
�”�«�›�Ô�`�‡�b�{

Console> (enable) copy slot0:6000_config.cfg tftp
IP address or name of remote host []? 172.20.52.3
Name of file to copy to [6000_config.cfg]?
/
File has been copied successfully.
Console> (enable)
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�Í�t�z RCP �›�–�;�`�o�z�æ�Þ�”�Ä  �×�µ�Ä�T�’�Ñ�å�¿�³�á�t� �Ý�”�´�›�ž�¿�Ó�é�”�Å�b�”�«�›�Ô�`
�‡�b�{

Console> (enable) copy rcp flash
IP address or name of remote host []? 172.20.52.3
Name of file to copy from []? 6000_config.cfg
Flash device [bootflash]?
Name of file to copy to [6000_config.cfg]?
 
4369664 bytes available on device bootflash, proceed (y/n) [n]? y
CCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCC
CCCCCCCCCCCCCCCCCCC
File has been copied successfully.
Console> (enable) 

�Ñ�•� �ç�w�_	†

�«�™ �Ñ�å�¿�³�á  �Ã�Ì� �µ	Í�p  squeeze �¯�Ú�ï�Å�›�î�æ�b�”�q�z squeeze �¯�Ú�ï�Å�w�î�æ
²�t�_	†�`�h
�Ñ�•� �ç�x
î�i�p�V�s�X�s�“�‡�b�{

�Ñ�å�¿�³�á  �Ã�Ì� �µ	Í�w�Ñ�•� �ç�›�_	†�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z�Ñ�å�¿�³�á  �Ã�Ì� �µ�T�’�Ñ�•� �ç�›�_	†�b�”�«�›�Ô�`�‡�b�{

Console> (enable) delete dns_config.cfg
Console> (enable)

�Í�t�z�Ñ�å�¿�³�á  �Ã�Ì� �µ�T�’�b�‚�o�w�_	†�^�•�h�Ñ�•� �ç�›�ì�q�t�_	†�b�”�«�›�Ô�`�‡�b�{

Console> (enable) squeeze slot0:
All deleted files will be removed, proceed (y/n) [n]? y
Squeeze operation may take a while, proceed (y/n) [n]? y
Erasing squeeze log
Console> (enable)

�_	†�^�•�h�Ñ�•� �ç�w
î�i


î�i�b�”�Ñ�•� �ç�›�›���b�”�t�x�z�_	†�^�•�h�Ñ�•� �ç�w� �ï�Ã�¿�«�µ
j�ø�›�¦���b�”
ž�A�U�K�“
�‡�b�{�¤�Ñ�•� �ç�w� �ï�Ã�¿�«�µ
j�ø�x�z dir �¯�Ú�ï�Å	Z�—�w�7	s�w�§�å�Ü�t
¯�Ô�^�•�‡�b�{�‰�Ê
�w���®�Ñ�•� �ç�U�b�p�t���O�`�o�M�”	Ô�ù�z�Ñ�•� �ç�›
î�i�b�”�\�q�x�p�V�‡�d�œ�{�7���w�Ñ�•� 
�ç�›�_	†�`�o�T�’�z�‰�Ê�w�Ñ�•� �ç�›
î�i�`�o�X�i�^�M�{ 1 �Ñ�•� �ç�t�m�V�z 15 �s�‡�p�_	†�q
î�i
�›���“�&�b�\�q�U�p�V�‡�b�{

�Ñ�å�¿�³�á  �Ã�Ì� �µ	Í�w�_	†�^�•�h�Ñ�•� �ç�›
î�i�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ
�M�‡�b�{

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 �Ñ�å�¿�³�á  �Ã�Ì� �µ	Í�w�Ñ�•� �ç�›�_	†�`�‡�b�{ delete [[m/]device:]filename

�µ�Â�¿�Ó 2 
ž�A�t� �a�o�z�Ñ�å�¿�³�á  �Ã�Ì� �µ	Í�w�b�‚�o�w�_
	†�Ñ�•� �ç�›�ì�q�t�_	†�`�‡�b�¢�\�w	r�g�t�x
:
ü
�T�T�”�\�q�U�K�“�‡�b�£ �{

squeeze [m/]device:

�µ�Â�¿�Ó 3 �Ñ�•� �ç�U�_	†�^�•�h�\�q�›�¬�Ý�`�‡�b�{ dir  [[m/]device:][ filename]
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�Í�t�z�_	†�^�•�h�Ñ�•� �ç�›
î�i�b�”�«�›�Ô�`�‡�b�{

Console> (enable) dir deleted
-#- ED --type-- --crc--- -seek-- nlen -length- -----date/time------ name
6 .D ffffffff 42da7f71  657a00   14      135 Jul 17 1998 11:30:05 dns_config.cfg
 
1213952 bytes available (6388224 bytes used)
Console> (enable) undelete 6
Console> (enable) dir
-#- -length- -----date/time------ name
  4  3134688 Apr 27 1998 08:27:01 cat6000-sup.5-2-1.bin
  5  3231989 Jun 24 1998 12:04:40 cat6000-sup.5-2-1.bin
  6      135 Jul 17 1998 11:30:05 dns_config.cfg
 
1213952 bytes available (6388224 bytes used)
Console> (enable)

�Ñ�•� �ç�w�½�£�¿�«�±�Ü�w�¬�Ý

�Ñ�å�¿�³�á  �Ã�Ì� �µ	Í�w�Ñ�•� �ç�w�½�£�¿�«�±�Ü�›�¬�Ý�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À
�›�æ�M�‡�b�{

�Í�t�z�Ñ�•� �ç�w�½�£�¿�«�±�Ü�›�¬�Ý�b�”�«�›�Ô�`�‡�b�{

Console> (enable) verify cat6000-sup.5-2-1-CSX.bin
CCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCC
CCCCCCCCCCCCCCC
File bootflash:cat6000-sup.5-2-1-CSX.bin verified OK
Console> (enable)

�Ñ�å�¿�³�á  �Ã�Ì� �µ�w�Ñ�¥�”�Ú�¿�Ä

�°
æ�w�Ñ�å�¿�³�á  �Ã�Ì� �µ�x�Ñ�¥�”�Ú�¿�Ä�`�o�T�’�p�s�M�q�–�;�p�V�‡�d�œ�{ 
ƒ���`�h�·�«�»�U�–
�;�p�V�s�X�s�l�h	Ô�ù�t
‹�Q�o�z�7�G  16 �w�'
‹�·�«�»�›�¬�-�p�V�‡�b�¢�Ã�Ñ�¥�ç�Ä�w
ƒ���p�x�¬
�-�^�•�‡�d�œ�£�{�'
‹�·�«�»�›�¬�-�`�o�M�s�M�q�z�°
æ�w�·�«�»�p�ð�J�U
\�a�h	Ô�ù�z�Ñ�å�¿�³�á
�Ý�Þ�æ
¶�.�›�6�Ñ�¥�”�Ú�¿�Ä�b�”
ž�A�U�K�“�z�7���w�b�‚�o�w�Ã�”�»�U	«�ˆ�^�•�‡�b�{

�¢�«�£ Supervisor Engine 2 �S�‘�|  Supervisor Engine 1 �p�x�z�Ñ�å�¿�³�á  PC �§�”�Å�w�Ñ�¥�”�Ú�¿�Ä�U�Ÿ�s�“
�‡�b�{ Supervisor Engine 2 �p�–�;�b�”�Ñ�å�¿�³�á  PC �§�”�Å�x�z Supervisor Engine 2 �p�Ñ�¥�”�Ú�¿�Ä
�b�”
ž�A�U�K�“�‡�b�{ Supervisor Engine 1 �p�–�;�b�”�Ñ�å�¿�³�á  PC �§�”�Å�x�z Supervisor Engine 1
�p�Ñ�¥�”�Ú�¿�Ä�b�”
ž�A�U�K�“�‡�b�{

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 �Ñ�å�¿�³�á  �Ã�Ì� �µ	Í�w�_	†�^�•�h�Ñ�•� �ç�w� 
�ï�Ã�¿�«�µ
j�ø�›�Ð�‚�‡�b�{

dir  [[m/]device:][ filename] deleted

�µ�Â�¿�Ó 2 �Ñ�å�¿�³�á  �Ã�Ì� �µ	Í�w�_	†�^�•�h�Ñ�•� �ç�›
î
�i�`�‡�b�{

undelete index [[m/]device:]

�µ�Â�¿�Ó 3 �Ñ�•� �ç�U
î�i�^�•�h�\�q�›�¬�Ý�`�‡�b�{ dir  [[m/]device:][ filename]

�^�À �¯�Ú�ï�Å

�Ñ�å�¿�³�á  �Ã�Ì� �µ	Í�w�Ñ�•� �ç�w�½�£�¿�«�±
�Ü�›�¬�Ý�`�‡�b�{

verify  [[m/]device:]filename
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�¢�«�£ Supervisor Engine 1 �‡�h�x  Route-Switch Processor�¢ RSP�£�Õ�”�µ�w  Cisco 7500 �³�æ�”�¶  �ç�”�»	Í�p
�Ñ�¥�”�Ú�¿�Ä�`�h�Ñ�å�¿�³�á  PC �§�”�Å�x�z �ç�”�»�p�µ�”�Í�Ì� �²  �¤�ï�´�ï�q�‰�a�è�Õ�ç�‡�h�x�f
�•�Ž	Í�w�¹�Ñ�Ä�¢�£�ž�U�T�‡�`�o�M�•�y�z
ì�“�t�¦�õ�p�V�‡�b�{ Route Processor�¢ RP; �ç�”�Ä  �Ó�é
�·�¿�±�£ �Õ�”�µ�w  Cisco 7000 �³�æ�”�¶  �ç�”�»�p�Ñ�¥�”�Ú�¿�Ä�`�h�Ñ�å�¿�³�á  PC �§�”�Å�›�–�;�b�”
�t�x�z�6�Ñ�¥�”�Ú�¿�Ä�U
ž�A�p�b�{

�Ñ�å�¿�³�á  �Ã�Ì� �µ�w�Ñ�¥�”�Ú�¿�Ä�Ì�t�z ROM �Þ�Ç�»�T�’�Ñ�å�¿�³�á  �Ñ�•� �ç  �³�µ�Â�Ü�w�Ñ�•� 
�ç�t�ž�«�·�µ�b�”�h�Š�w  monlib �Ñ�•� �ç�¢ ROM �Þ�Ç�»  �å� �Ò�å�æ�£�›�¦���p�V�‡�b�{ monlib �Ñ�•
� �ç�x�z�¹�Ñ�Ä�¢�£�ž  � �Ý�”�´�t�‹
Ê�ˆ���‡�•�‡�b�{

format �¯�Ú�ï�Å�w�¾
:  device2 �p�z�–�;�b�”  monlib �Ñ�•� �ç�U�-���^�•�o�M�”�Ã�Ì� �µ�›�¦���`�‡
�b�{ device2 �¾
:
¶�.�›	²�t�b�”�q�z�µ� �¿�½�x�¹�Ñ�Ä�¢�£�ž�t�Ì�ï�Å�ç�^�•�h  monlib �Ñ�•� �ç�›
�–�;�`�o�Ã�Ì� �µ�›�Ñ�¥�”�Ú�¿�Ä�`�‡�b�{ [[device2:][monlib-filename]] �¾
:�p�Ã�Ì� �µ�Ê�¢ device2�£
�i�Z�›	²�t�b�”�q�z�µ� �¿�½�x�Ã�Ñ�¥�ç�Ä  �Ñ�å�¿�³�á  �Ã�Ì� �µ�t�-���^�•�o�M�”�¦���w  monlib
� Ñ � • �   � ç � › � – � ; � ` � o � Ã � Ì �   � µ � › � Ñ � ¥ � ” � Ú � ¿ � Ä � ` � ‡ � b� { [[device2:][monlib-filename]] � ¾ 
 : � p
monlib-filename �›	²�t�b�”�q�z�µ� �¿�½�x  device2 �w monlib �Ñ�•� �ç�›�–�;�`�o�Ã�Ì� �µ�›�Ñ�¥�”
�Ú�¿�Ä�`�‡�b�{ [[device2:][monlib-filename]] �¾
:
¶�.�›�¦���b�”�q�z�µ� �¿�½�x�¦���^�•�h�Ã�Ì� �µ
�w�¦���^�•�h  monlib �Ñ�•� �ç�›�–�;�`�o�Ã�Ì� �µ�›�Ñ�¥�”�Ú�¿�Ä�`�‡�b�{ monlib �Ñ�•� �ç�U�_�m
�T�’�s�M	Ô�ù�t�x�z�Ñ�¥�”�Ú�¿�Ä	r�g�U�'�j
~�’�•�‡�b�{

�¢�«�£ �Ñ�å�¿�³�á  �Ã�Ì� �µ�t�Ø�æ�á�”�Ü  ID �U�K�”	Ô�ù�x�z�Ø�æ�á�”�Ü  ID �›�¦���`�o�Ã�Ì� �µ�›�Ñ�¥�”
�Ú�¿�Ä�b�”
ž�A�U�K�“�‡�b�{ �Ø�æ�á�”�Ü  ID �x�zshow flash m/device:filesys �¯�Ú�ï�Å�p
¯�Ô�^�•�‡�b�{

�Ñ�å�¿�³�á  �Ã�Ì� �µ�›�Ñ�¥�”�Ú�¿�Ä�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�Í�t�z slot0: �w�Ñ�å�¿�³�á  �Ã�Ì� �µ�›�Ñ�¥�”�Ú�¿�Ä�b�”�«�›�Ô�`�‡�b�{

Console> (enable) format slot0:
All sectors will be erased, proceed (y/n) [n]? y
Enter volume id (up to 31 characters):
Formatting sector 1
Format device slot0 completed.
Console> (enable) 

�^�À �¯�Ú�ï�Å

�Ñ�å�¿�³�á  �Ã�Ì� �µ�›�Ñ�¥�”�Ú�¿�Ä�`�‡�b�{ format [spare spare-number] 
[m/]device1:[[device2:][monlib-filename]]
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�³�µ�Â�Ü  �¹�Ñ�Ä�¢�£�ž  � �Ý�”�´�w
â�^

�\�w	·�p�x�z Catalyst 6500 �³�æ�”�¶  �µ� �¿�½	Í�p�³�µ�Â�Ü  �¹�Ñ�Ä�¢�£�ž  � �Ý�”�´  �Ñ�•� �ç�›
â�^
�b�”�M�O�t�m�M�o
†�Ì�`�‡�b�{

�¢�«�£ �\�w	·�p�–�;�`�o�M�”�¯�Ú�ï�Å�w�ì
¶�s�Ï���S�‘�|�–�;�M�O�w	Ä�I�t�m�M�o�x�z �° Catalyst 6500
Series Switch Command Reference�±�›�€	°�`�o�X�i�^�M�{

�\�w	·�p
†�Ì�b�”�º�0�x�z�Í�w�q�S�“�p�b�{

• �¹�Ñ�Ä�¢�£�ž  � �Ý�”�´�w�Ë�Ê�F���¢ p.26-2�£

• EPLD � �Ý�”�´�w�ž�¿�Ó�¬�è�”�Å�¢ p.26-2�£

• FTP �‡�h�x  TFTP �t�‘�”�¹�Ñ�Ä�¢�£�ž  � �Ý�”�´�w�µ� �¿�½�•�w�¼�¢�ï�é�”�Å�¢ p.26-5�£

• FTP �‡�h�x  TFTP �±�”�Ì�•�w�³�µ�Â�Ü  �¹�Ñ�Ä�¢�£�ž  � �Ý�”�´�w�ž�¿�Ó�é�”�Å�¢ p.26-15�£

• RCP �t�‘�”�³�µ�Â�Ü  �¹�Ñ�Ä�¢�£�ž  � �Ý�”�´�w�¼�¢�ï�é�”�Å�¢ p.26-17�£

• RCP �±�”�Ì�•�w�³�µ�Â�Ü  �¹�Ñ�Ä�¢�£�ž  � �Ý�”�´�w�ž�¿�Ó�é�”�Å�¢ p.26-23�£

• SCP �›�–�;�`�h�‰�ø�=� �Ý�”�´�w�¼�¢�ï�é�”�Å�¢ p.26-24�£

• SCP �±�”�Ì�•�w�¹�Ñ�Ä�¢�£�ž  � �Ý�”�´�w�ž�¿�Ó�é�”�Å�¢ p.26-28�£

• �¯�ï�¹�”�ç  �Ù�”�Ä�w�³�æ�ž�ç
€���t�‘�”�¹�Ñ�Ä�¢�£�ž  � �Ý�”�´�w�¼�¢�ï�é�”�Å�¢ p.26-29�£

• Xmodem �‡�h�x  Ymodem �t�‘�”�³�µ�Â�Ü  � �Ý�”�´�w�¼�¢�ï�é�”�Å�¢ p.26-35�£

• �¹�Ñ�Ä�¢�£�ž  � �Ý�”�´�w�¬�Ý�¢ p.26-37�£
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�¹�Ñ�Ä�¢�£�ž  � �Ý�”�´�w�Ë�Ê�F��
Catalyst 6500 �³�æ�”�¶  �µ� �¿�½	Í�w�¹�Ñ�Ä�¢�£�ž  � �Ý�”�´�p�x�z�Í�w�Ë�Ê�F���›�–�;�`�‡�b�¢�«�p
�x  Supervisor Engine 2 Release 7.3(1) �w�¹�Ñ�Ä�¢�£�ž  �æ�æ�”�µ  � �Ý�”�´�›�–�;�£ �{

• 7.3(1) �Ñ�å�¿�³�á  � �Ý�”�´�¢
ª	j�£  �•  cat6000-sup2k8.7-3-1.bin

• 7.3(1) �Ñ�å�¿�³�á  � �Ý�”�´�¢ CiscoView�£ �•  cat6000- sup2cvk8.7-3-1.bin

• 7.3(1) �Ñ�å�¿�³�á  � �Ý�”�´�¢ Secure Shell [SSH; �·�©�á�ž  �³�£�ç ]�£ �•  cat6000-sup2k9.7-3-1.bin

• 7.3(1) �Ñ�å�¿�³�á  � �Ý�”�´�¢ SSH �S�‘�|  CiscoView�£ �•  cat6000-sup2cvk9.7-3-1.bin

�¢�«�£ sup2cvk8�z sup2k9�z�S�‘�|  sup2cvk9 �w�¦���x�Í�w�q�S�“�p�b�{ sup2cvk8 �x  CiscoView � �Ý�”�´�z
sup2k9 �x  SSH � �Ý�”�´�z sup2cvk9 �x  SSH �S�‘�|  CiscoView � �Ý�”�´�p�b�{

EPLD � �Ý�”�´�w�ž�¿�Ó�¬�è�”�Å

�¢�«�£ �µ�”�Í�Ì� �²  �¤�ï�´�ï  EPLD �ž�¿�Ó�¬�è�”�Å�x�z Supervisor Engine 2 �S�‘�|  Supervisor Engine 720 �p
�`�T�±�Ù�”�Ä�^�•�o�M�‡�d�œ�{�µ�”�Í�Ì� �²  �¤�ï�´�ï�Ž�Ž�w�Þ�´�á�”�ç�¢�µ� �¿�½�ï�¬  �Þ�´�á�”
�ç�S�‘�|�±�”�Ï�µ  �Þ�´�á�”�ç�£�w  EPLD �ž�¿�Ó�¬�è�”�Å�x�z Supervisor Engine 1�z Supervisor Engine
2�z�‡�h�x  Supervisor Engine 720 �›�–�;�`�o�±�Ù�”�Ä�^�•�o�M�‡�b�{

Supervisor Engine 2 �S�‘�|  Supervisor Engine 720 �w EPLD � �Ý�”�´�x�z Catalyst �µ�”�Í�Ì� �²  �¤�ï�´
�ï  �¹�Ñ�Ä�¢�£�ž  � �Ý�”�´�t
Ê�ˆ���‡�•�o�M�‡�b�{ �µ�”�Í�Ì� �²  �¤�ï�´�ï�Ž�Ž�w�Þ�´�á�”�ç�w  EPLD
� �Ý�”�´�x�z�x���w�¼�¢�ï�é�”�Å�D�ó� �Ý�”�´�p���™�^�•�‡�b�{

�µ�”�Í�Ì� �²  �¤�ï�´�ï  EPLD � �Ý�”�´�w�ž�¿�Ó�¬�è�”�Å

�µ�”�Í�Ì� �²  �¤�ï�´�ï  EPLD �w�ž�¿�Ó�¬�è�”�Å�x�z �µ� �¿�½�›�æ�·�¿�Ä�b�”�T�M�l�h�œ�?�o�›
~�l
�o�T�’�6�d�Ö�b�”�q�z�×�ˆ�$�t�î�æ�^�•�‡�b�{ EPLD �ž�¿�Ó�¬�è�”�Å�w�Ó�é�·�µ�x�z set system
supervisor-update �¯�Ú�ï�Å�›�–�;�`�o�!�Ë�p�V�‡�b�{ �µ�”�Í�Ì� �²  �¤�ï�´�ï  EPLD �w�ž�¿�Ó�¬�è�”
�Å�x�z�Ã�Ñ�¥�ç�Ä�p�x�z�Ã�Ÿ�·�”�Ò�ç�t
ƒ���^�•�o�M�‡�b�{ automatic �Þ�”�Å�p�x�z�³�µ�Â�Ü�x�Ì
�ï�Å�ç�^�•�h  EPLD � �Ý�”�´�w�Ì�”�´�ã�ï  �è�Õ�ç�›�Ð�‚�z �f�w�Ì�”�´�ã�ï�U�7���w� �Ý�”�´�w�‹�w
�‘�“	ý�`�M	Ô�ù�x�ž�¿�Ó�¬�è�”�Å�›�î�æ�`�‡�b�{�©�”�ë�”�Å  force �›�¦���b�”�q�z�Ì�”�´�ã�ï  �è�Õ
�ç�t�����s�X�7���w  EPLD � �Ý�”�´�U�Ì�ï�Å�ç�^�•�h  EPLD � �Ý�”�´�t�ž�¿�Ó�¬�è�”�Å�^�•�‡�b�{
�§
M�ž�¿�Ó�¬�è�”�Å�™�z
ƒ���x�Ã�Ñ�¥�ç�Ä
ƒ���w  automatic �t�í�“�‡�b�{�©�”�ë�”�Å  disable �x�z�×
�ˆ  EPLD �ž�¿�Ó�¬�è�”�Å�w�Ó�é�·�µ�›�Ã�Ÿ�·�”�Ò�ç�t�`�‡�b�{

�µ�”�Í�Ì� �²  �¤�ï�´�ï  EPLD � �Ý�”�´�›�ž�¿�Ó�¬�è�”�Å�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À
�›�æ�M�‡�b�{

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 �µ�”�Í�Ì� �²  �¤�ï�´�ï  EPLD � �Ý�”�´�›�ž�¿�Ó
�¬�è�”�Å�`�‡�b�{

set system supervisor-update {automatic | disable
| force}

�µ�Â�¿�Ó 2 �µ�”�Í�Ì� �²  �¤�ï�´�ï  EPLD � �Ý�”�´�w�ž�¿�Ó
�¬�è�”�Å�›�¬�Ý�`�‡�b�{

show system supervisor-update
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�Í�t�z EPLD �w�ž�¿�Ó�¬�è�”�Å�t  automatic �©�”�ë�”�Å�›�¦���b�”�«�›�Ô�`�‡�b�{

Console> (enable) set system supervisor-update automatic
Down-rev supervisor EPLD's will be re-programmed next reset. 
Console> (enable)

�Í�t�z EPLD �w�ž�¿�Ó�¬�è�”�Å�t  force �©�”�ë�”�Å�›�¦���b�”�«�›�Ô�`�‡�b�{

Console> (enable) set system supervisor-update force
Supervisor EPLD's will synchronize to the image bundle during the next reset.
Console> (enable) 

�Í�t�z EPLD �w�ž�¿�Ó�¬�è�”�Å�›�Ã�Ÿ�·�”�Ò�ç�t�b�”�«�›�Ô�`�‡�b�{

Console> (enable) set system supervisor-update disable
Supervisor EPLD update during reset is disabled.
Console> (enable) 

�Í�t�z EPLD �w�ž�¿�Ó�¬�è�”�Å
ƒ���›
¯�Ô�b�”�«�›�Ô�`�‡�b�{

Console> (enable) show system supervisor-update
Supervisor EPLD update: disabled
Console> (enable)

�µ�”�Í�Ì� �²  �¤�ï�´�ï�Ž�Ž�w�Þ�´�á�”�ç�w  EPLD � �Ý�”�´�w�ž�¿�Ó�¬�è�”�Å

�«�™ �ž�¿�Ó�¬�è�”�Å  �Ó�é�·�µ�w���x�z�µ� �¿�½�•�Þ�´�á�”�ç�w�?�o�›
~�l�h�“�z�æ�·�¿�Ä�`�h�“�`�s
�M�p�X�i�^�M�{�Þ�´�á�”�ç�U�–�;�p�V�s�M	Ý�6�t�s�”�\�q�U�K�“�‡�b�{

�¢�«�£ �\�w	·�w	�	q�›�‰�•�b�”
²�t�z �µ�”�Í�Ì� �²  �¤�ï�´�ï�w�Ñ�å�¿�³�á  �Ý�Þ�æ�¢ bootflash: �‡�h�x  slot0:�£
�t	ý�`�M  EPLD �ž�¿�Ó�¬�è�”�Å  � �Ý�”�´�›�¼�¢�ï�é�”�Å�A�ˆ�p�K�”�\�q�›�¬�Ý�`�o�X�i�^�M�{

download �¯�Ú�ï�Å�t�©�”�ë�”�Å  epld �›�¦���b�”�\�q�p�z�µ�”�Í�Ì� �²  �¤�ï�´�ï�Ž�Ž�w�Þ�´�á�”�ç
�w EPLD � �Ý�”�´�›�ž�¿�Ó�¬�è�”�Å�p�V�‡�b�{ �Þ�´�á�”�ç�›�¦���`�s�M�p  download epld file �¯�Ú�ï
�Å�›�Ö�—�b�”�q�z�Þ�´�á�”�ç�w�7���w  EPLD � �Ý�”�´�w�Ì�”�´�ã�ï�‘�“	ý�`�M�Ì�”�´�ã�ï�w  EPLD
� �Ý�”�´�U�z�b�‚�o�w�“�õ�Þ�´�á�”�ç�t�¼�¢�ï�é�”�Å�^�•�‡�b�{�©�”�ë�”�Å  force �›�¦���`�o
download epld file mod �¯�Ú�ï�Å�›�î�æ�b�”�q�z�Þ�´�á�”�ç�w�7���w  EPLD � �Ý�”�´�x�z�7���w�Ì�”
�´�ã�ï  �è�Õ�ç�t�����s�X	ý�`�M  EPLD � �Ý�”�´�t�ž�¿�Ó�¬�è�”�Å�^�•�‡�b�{

�µ�”�Í�Ì� �²  �¤�ï�´�ï�Ž�Ž�w�Þ�´�á�”�ç�¢�µ� �¿�½�ï�¬  �Þ�´�á�”�ç�S�‘�|�±�”�Ï�µ  �Þ�´�á�”�ç�£
�w EPLD �›�ž�¿�Ó�¬�è�”�Å�b�”�t�x�z� �É�”�Ò�ç  �Þ�”�Å�p�Í�w�^�À�›�æ�M�‡�b�{

�^�À �¯�Ú�ï�Å

�µ�Â�¿�Ó 1 �µ�”�Í�Ì� �²  �¤�ï�´�ï�Ž�Ž�w  EPLD � �Ý�”�´�›
�ž�¿�Ó�¬�è�”�Å�`�‡�b�{

download epld file

download epld file mod [force]

�µ�Â�¿�Ó 2 EPLD �ž�¿�Ó�¬�è�”�Å  �Ó�é�·�µ�w
ƒ���›�¬�Ý�`
�‡�b�{

show version epld mod
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A P P E N D I X A

�t� 


¯  A-1 �t�z�\�w�Ú�Ç�á�ž�ç�p�–�;�`�o�M�”�t� �q�f�w�™�¯�›�Ô�`�‡�b�{


¯ A-1 �t� �°�a

�t�  
†�Ì

AAA Authentication, Authorization, Accounting�¢�Ý	Â�z�•�D�z�ž�§�¢�ï�Â�Ÿ�ï�¬�£

AAL ATM Adaptation Layer�¢ ATM �ž�¼�Ó�Â�”�³�ã�ï  �è� �à�£

ACE Access Control Entry�¢�ž�«�·�µ
M�š�¤�ï�Ä�æ�£

ACL Access Control List�¢�ž�«�·�µ
M�š�æ�µ�Ä�£

AFI Authority and Format Identifier

AMP Active Monitor Present

APaRT Automated Packet Recognition and Translation�¢�×�ˆ�Í�­�¿�Ä�Ý�Ý�S�‘�|�!�õ�£

ARP Address Resolution Protocol�¢�ž�Å�è�µ�r�>�Ó�é�Ä�¯�ç�£

ASLB Accelerated Server Load Balancing

ATM Asynchronous Transfer Mode�¢
‡�‰�8�8
ù�Þ�”�Å�£

BES Bursty Errored Seconds

BIA Bottom Interface Adapter

BPDU Bridge Protocol Data Unit�¢�Ò�æ�¿�´  �Ó�é�Ä�¯�ç  �Ã�”�»  �â�Ç�¿�Ä�£

BRF Bridge Relay Function�¢�Ò�æ�¿�´  �æ�è�”�;�ó�£

BUS Broadcast and Unknown Server

CAM Content-Addressable Memory�¢�È
Ý�Ý�Þ�æ�£

CDP Cisco Discovery Protocol

CEF Cisco Express Forwarding

CIR Committed Information Rate�¢�Ý��	Ø�C���S�£

CLI Command-Line Interface�¢�¯�Ú�ï�Å�å� �ï  � �ï�»�”�Ñ�£� �µ�£

CMM Communications Media Module

COPS Common Open Policy Service

COPS-DS COPS Differentiated Services 

COPS-PR COPS for Provisioning 

CoS Class of Service�¢�±�”�Ï�µ  �«�å�µ�£

CPLD Complex Programmable Logic Device

CRAM Compression and Reordering of the ACL Masks

CRC Cyclic Redundancy Check�¢	n�s	Ñ�Õ�U�*�£
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