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A A (NetFlow Collector/Analyzer) IZT7 AR —F L TCEBIMHTEET, Xy hT—27 T
F—i%. NetFlow #FHE#H (B L NDE) %7 /S ZAHALTEINPIZA X—T VLT, HEDOR v
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T, MONEBIZHOWTHAALET,

o IN—RU=T7hLEET 2ER] (P.60-4)
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o TANBIGHNA 2 =T x4 XFFE AS F o DEID 4T (P.60-4)

e [UBRLEBLU~A 77— K7L Netflow SatHEHOBEDHAIEA) (P.60-5)
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Catalyst 4500 > U —RX AA v F TiE, WESNIHRFHERMICNDE N—2a > 1 BLOS R —
&N ET, NetFlow £E TIZNDE X— 3 > 8 BNMLETT,

BED 7o — v AJICLk->TiE, 77— La— RO—#HD 7 4 —/L RITERALRWNEERNH Y 3,
PR—FENR2NT 4= FiZiZ, Tu (0) AFEEEINET,

RKDOETIE, NDEN—=2 3> 5 THR—=—FSRTWDL 7 4=/ FIZOWTHBALET,
o £ 60-1: N—Tar 5~y F—EKX
o # 60-2: 13—V zar57u— La—KEX

% 60-1 NDE R"—2 3> 5 Ay d—HR

AT A& B

0~1 version NetFlow W=7 AR — F T 2RO NN—T 3 v FE
2~3 count ZONRTy M AR—rEnle7e—# (1 ~ 30)
4 ~7 sysUpTime AA v FaREH L THHRE L I U B EALOREH

8 ~ 11 unix_secs 0000 UTC 1970 7> & HFEE TOMEK

12 ~15 unix_nsecs 0000 UTC 1970 7>& OF% b WEfE (5 1)

16 ~ 19 flow_sequence BRENDEEF 7o —D =R X

20 ~ 21 engine_type Tu— A v FU T 2 DEATS

21 ~ 23 engine_id Tu— A vFr T 2O Aay NEE
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& 60-2 NDE /8—Y a3y 5 70— La— FExX
20— IRY
X=HARAEND
cA=EBMDT4—ILF
X X
v v
H H
) )
[
| | [ &
ad i £ i B 2 2
k L L # B BN FRv N
0 ~ 3 |srcaddr EETLIPT FL A X X X X X
4 ~ 7 |dstaddr S IP 7 KL & X X X X X
8 ~ |nexthop |%Z Ak Kv7 AL v FDIPT KL R A A A A A
11
12 ~ |input ASIA B —7 = 4 A SNMP iflndex X X
13
14 ~ |output A > #—7 =1 A SNMP ifIndex A A A A A
15
16 ~ |dPkts Ta—NOr sy N X X X X X X
19
20 ~ |dOctets | Tu—RNOF 7T v ME (A 1) X X X X X X
23
24 ~ |first 7 m—B AR sysUptime X X X X X X
27
28 ~ |last 70— DR FZERED sysUptime | X X X X X X
31
32 ~ |stcport | LA ¥ 4 EEEA— MRS ELIFTRE A% x? X?
33 DH O
34 ~ |dstport | LAY 455K — PEEELITEN LMD X X
35 HD
36 |padl S (Br) o b
37 tep_flags |TCP 7 5 7 ® 7% OR
38 prot LAY 47m ban (=& ziE, 6=TCP, X X
17=UDP)
39 tos IP % A7 47 $—E R XA |
40 ~ |src_as EETOHBEY AT AES (XYY EiE X X X X X
41 E7)
42 ~ |dst_as FAEDBHEI AT LFE (FV VU EFRRY X X X X X
43 7)
44 ~ |src_mask [EETT KL R FL 74w 7 A <RA7 By X X X X X
45 K
46 ~ |dst mask |FEET RL R L7497 A <wAY By bk X X X X X
47
48 pad2 ALV (00) /3o K
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N RIZE, TRTOT7 e —TCTE#RBRERPEENRNIERHY 7,
2. PFC3BXL £— F£7/~1Z PFC3B £ — KTiZ, ICMP 77 4 v ZIZICMP 22— R L XA TOENEENET,

N—FOz7holET SH1EH
N R =T EO—H72 NetFlow L2 — RTAFTX LRI, KONENGENET,
o Ny MRENA ML
o BAME A LARAZ L TBIOKETHZA DAL
o EEILIPT7 RLABIOGEHLIP 7 FLA
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o HEEIXA— MEFBIOSER— NES
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EEHRR—R) T—TNVOFIB =y M) ERBLTHIA VX —T7 oA AEREZHBILEST, 2O

FIB—Y NUnbH, Y7 hU T3 ZD%5E%EIP 7 RLADSE AS BERB LS V¥ —7 = 4 AF#H
AT D WO R AL E DT VB AN TE D LRV £3, WA ¥ —7 = ATHITskE

Catalyst 4500 >J—X R4 v F CiscolOS YI Fx7 av24F¥al—>av HAF
m. OL-25340-01-J |



| £60% NetFlow DFEE

NetFlow #iEHivEi<> vt W
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T2 ALSICHEBA I, MURBEEBRICT V7ERALES, 2O aER T, @E, ELVWVEREE
RLETHN, 774V DFIBTF—7ATIP 7 FLA%ZFT 2% PBR AMEAENTWELHRE, EEL
WEERBBZONRWEERHV ET, ZOXIRBETIE, W—0%%IP 7 RLUAICFIB 7T —7 /v =
VMU BIOBEEMT O N BBEEENEREET L OICRY ET,

ABL =T A REEIVANEEFRT 4 —IL FDOFIY ST

FIEIZ, ALV E—T oA AL EETLIP 7 RLADREEIE AS F2iE, ZHEILIP 7 RL R IZESN
7T 74NVMDOFIBT—7/LVOFIB = M) ERBETLIIEICE-THBISNET, A1 v —
T oA RTHRIZEETIP 7 FLRAIZESWTEY, #liry 77 v 73T, ZOIPSEET FL A
BEFONRT  "PN—TFT 4 VT ENDIVBENS DA v Z—T oA ANHBIENET, 20T ek R,
HEENSANHRTHLIERELET, 275, ZOTREARNERDOANA LV X —T 2 A ZA%EERT S
BE. mNDIPT FLAEROA LV H—T =4 A% 1 DBIRT D L O ITRERAR T L) XL
AanEd, 2o7ebA@EEELWVEZAERLETN, MAEETRZVWEELH 7,

o D—RNRIFUVUVINT v T AN —AlEAL v FICL > TEHA SN TWBEE., HHARER
BHDOANNA LV E =T 2 A ADBEED 1 DDA v FZ—T =2 A ANBIRNEINDLERDHV F
T, DT arnRBEINLOX, FHENAANA L Z—T oA AN, BT v 7 A b
V=2 A v FICLoTHEAINIO—FRARAT UV T TALIVRLDEA TIZEREIND =D
TT, TOTNVITY RALEFICMDZENTEL LIINEDEHA, TTOT7 v —FHEFHERIL,
1 OOANTA v E—T 2 A AZEBbDERVET, V7 o271, DO IP VT Ry hEE
BEOA B2 —T oA ZAEBIRLET,

o RN —TFT 4 T HFRTIHE IPH T XY RO RT T4 v IR, ZOIPH TRy Moy M &
EETHALA L E—T 2 A RLIFRDA L Z—T 2 A ATZEISNAZIERHY ETH, WLy r
T TS TANA v E—T 2 ZAEBIR LT TRIN, REM CHRBTERWATEERH Y £
7,

o AA vF ETPBR £721% VRF A4 R—7/VICRE SN TE Y .7 = —75 PBR &l £ 7213 VRF #i
PICH D7 FLAZEbLNDHE, 72T PBR#@AE 721X VRF @HICH LT FLARLEEISH
%G, TOBRIIELL DY ETA, ANBIOHAWA v Z—T =4 XX, T 74V FOL— |
RESNTWDLHE) ZHEETLAREESE L, €9 TRVGERIMERFELNAT X LOIRE L 72
nEJ,

o —HDALH =Tz A ADAAL vF T VRFE A X—TNMITloTEY, 7u—R VRF A ¥ —
T2 AADLEEEINDIGHE, HHRIZELL DYV EFTA, ANWBIOHENA Vv Z—T oA AX, T
TANEON—F GEEESNTODEE) ZBETLREENEL,. 5 TRVWESIIMEI S LN
TXLDORMEL 72 F7,

UBRL 8& U4/ R 78— R 25 & Netflow $EHEHROBEEEDHEE

ER

Supervisor Engine V-10GE % & ¢ A7 A Ti, Netflow #FHE#3 L O User Based Rate Limiting
(UBRL) OMICHEREDOHAERNH Y 3, HEA X —7 24 ATELLRKEL TS UBRL O—
HELT, 77 ARy P TR7 =~ R ZI/ETLOLERDHY T, ZOT7R—<A7E, 7u—=0
N— R =7 _X—2Z NetFlow #aHEROIERICER S E T, 7740 FOBE . HERO full flow
NetFlow #atE#Hizix, full flow ~ 27 BZEMAILEF, LML UBRL Tk, ~RAZ BB BZ LN
BV ET, FFEA ¥ —7 A4 ATUBRL 2% E L TWAHHA, HEHE#IZ. UBRL HIZERE L~
ATICESHTIEESNE T, TR, UBRL TRESNEA VH—T oA AZ@BTDH T

7 4 > 7 ® full flow FHEHEBRN AT A TIEINERE A, FEMIZOVWTIL, TUser Based Rate
Limiting D& E|] 2SR LTI EI W,

| oL-25340-01-J

Catalyst 4500 >)—X X4 vF Ciscol0OS Y7 FHz7 av2«14¥al—av i4F



F60EFE NetFlow DFEE |

W NetFlow #AHERINEREDRE

VLAN OifatiEHR

NetFlow BN R — kN TWAHFAEIEL. LA ¥ 2 H VLAN #i. BEX WO VLAN 2HAY 35 /1—
T4 TEBRNT T 47D VLAN i 2 LAR— FTX £,

WwoOFNL, ¥ E VLAN @ CLI HH hZ R L TWET,

Switch# show vlan counters or show vlan id 22 count
* Multicast counters include broadcast packets

Vlan Id 122

L2 Unicast Packets 138

L2 Unicast Octets 12432

L3 Input Unicast Packets :14344621
L3 Input Unicast Octets 1659852566
L3 Output Unicast Packets :8983050
L3 Output Unicast Octets :413220300
L3 Output Multicast Packets :0

L3 Output Multicast Octets :0

L3 Input Multicast Packets :0

L3 Input Multicast Octets :0

L2 Multicast Packets : 340

L2 Multicast Octets :21760

(i¥) NetFlow OV R— ~Zix, 77 v b7 —2 DV KR — %2 FTXTD NetFlow 7 4 —/V KOV 7& > b
WCRET A NAN— R THIERH Y 9, BARRIZIZ, TCP 77 78 L O ToS /31 + (DSCP) »¥
R—hrShEHA,

NetFlow #iEHEHRINEERED L TE

NetFlow A A v F > 7 HZET DHI21E, WOIEEEZITWET,
o WHpN—Fy =7 OfER] (P.60-6)
o [NetFlow it aHE HULERRED A 1 —7 1 1k) (P.60-7)
o [ ZAAf v FR/ZTVy P RIP 7u—0E] (P.60-8)
o [NetFlow #EHEHMO = 7 2R — k] (P.60-9)
o [NetFlow st BINEMKGEDOEH ] (P.60-10)
o MEKFv v 2DFES (P.60-10)
o [N—F_X—=2EHD NetFlow /N7 V7 4 v 7 A < A7 OFFE] (P.60-11)
e [NetFlow =—Y 7 RI 2A—=XDO%E] (P.60-12)

WHEZN—F0 7 DRER

MBIpN— R 2T NA F—T N THDIEEMRBT D011, RO X 91T show module =~ > F
AN LET,

Switch# show module all
Chassis Type : WS-C4507R

Power consumed by backplane : 40 Watts

Mod Ports Card Type Model
Serial No.
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(E)

(E)

NetFlow #iftiEsinseseon: N

———m - e fom - tom e
1 2 1000BaseX (GBIC) Supervisor (active) WS-X4515

JAB062604KB

2 2 1000BaseX (GBIC) Supervisor (standby) WS-X4515

JAB062408CB

6 48 10/100BaseTX (RJ45) WS-X4148

JABR032305UH

M MAC addresses Hw Fw Sw Status

+
1 0001.6442.2c00 to 0001.6442.2c01 0.4 12.1(14r)EW( 12.1(20030513:00 Ok
2 0001.6442.2c02 to 0001.6442.2c03 0.4 12.1(14r)EW( 12.1(20030513:00 Ok
6 0050.3ed8.6780 to 0050.3ed8.67af 1.6 12.1(14r)EW( 12.1(20030513:00 Ok

Mod Submodule Model Serial No. Hw Status
B il ettt L fmm e fmm o m b
1 Netflow Services Card WS-F4531 JAB062209CG 0.2 Ok

2 Netflow Services Card WS-F4531 JAB062209AG 0.2 Ok

Switch#

COBEEEA X —TNMICL TS, AL v TFDON—RU = THENT =~ ATTHELEE A,

N=RU=2T7O7a— Fx vz T—TLOEHYA AT 65,000 7 2—T9, Supervisor Engine
V-10GE O/"— Ry =7 7u— F ¥ v =i, 85,000 7a2—7T7, 85,000 7a—L 0L \\7r—HE
WRCT 77 4 7 d L, —H07 o —ofEHERB Kb E T,

V7 MU 2T DT a— F—T LD A X1T 256,000 7 2 —TF, NetFlow Y7 7 =713, /~—
RO =7 77—y 7 =T T—7NAMO—HEEZEHRLET, Y7 =T T—T~DIET
TTA4TDON—FR7=2T7 7a—%28IR+52¢TC. "—FKU=2T7 55— i F—FOFFICLET,

I—PRRET DX A LT U MREZ, 7 —0HIBREN, Y7 =T ¥y v anhb NDE ##l U
T/ AR— FNENLHZEELET, "—Fv=7 7e—FHlI N—FKy=7 7ao—Hikke
I—YPRRET LA LTV MRELEO—BHEHRDLET,

Flo, Y7 hvaTEHmETr—bERINET, 612, WTho 7 a—3 2 Gbps %iﬁfié¥i’7‘
ETrT 74 v 7 2% ET5EMERPA— =T 0= £4, 7L, — &I NE!
Gbps # B X 2 HEE CIRETERWVED, 20X I RREBIIRELEEA,

At L, A4 LT U MRENEVESTH, HEHEFROFIRICITS< &7 e —ZABEMNIC THREYN
L ET,

First-seen 33 X O Last-seen (BB L O THERR]) 7o —D X A4 A2 X T ORE 3 LN T,

NetFlow #iEHE#RINEREED 1 *—TJL{E

>
)

7 7 # /v h TiX. NetFlow $rHE#RITT + B—7 L T9,

NetFlow A A v F 7% A X —TWIZT DI, &N [Cisco 10S IP and IP Routing Configuration
Guidel @ TIP configuration] (25 IP V—T 4 V' ZTHD AL v FHREEFATLTLLEE WY, IP b—
TAVTERELLEDE, ROWTRNHOIEEEIT-TLIEEN,
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avwo kR E]:)

Switch(config)# ip flow ingress IP v—7 ¢ > 7 H® NetFlow %A £ —7/LiZ L
£

Switch(config)# ip flow ingress B L TCTTPHAAD/HAIA v —T7 =24 AL L

infer-fields OREE 0/ 505 BGP % ##2 NetFlow # 1 x—7
MZLET,

AS HFHRNHBIEND L H 12T DI
inter-fields =73 a3 VAR ETLHLENRH Y F
7,

AAL9FFITYyOFIP 70—DKRTE

Netflow X, §XTCTONL—FT v FIP v T 7 4 v 7 HIZERBLTEBHRENELV—T v RIP 72 —0DIY
LLLTERINE T, AAM v FUIRETIE, 28BOIP 774 v 7B VLAN N TAAL v F U7 &
N, =743 ENEYA, TONT T4 v IF XA FN/ TV RNIP P T 28N
WET, CHICEETSI 7 —% X7 F /) TV NP 7r—E 0 E9, NetFlow »— R =
TIZE, ZOFATDT7a—EERB L UEHT AENH Y 9, NetFlow A1 v F K IP 7 17—
BRIZEY, AL v F RIP 7 —%21Ek, BHf, BIOZ/ AR—1TEET (0FD, A vF T
SN, =T 4 VT ENRWIP N T 7 47 D7 —%ERBLOEHILET),

ROFITERELTIES N,

e Catalyst4500 >V —X AA v F TliE, AL v F KIP 7o —INELZHEMTA x—T VI TEEH
Ao AL v F RIP 7u—0OEEZHBETICE, V=T v R 7e—IEBL AL vF K 7u—
IREDE oA X—TNWAZTHHERNH D F9,

o —REIC, ANBIOHIA H—T 24 ZADBERITIX MRV £F, T 74 v 7 SVIICH
BT o7z VLAN ECTRAA v F o 7 ans%6,. AJIBLOHA v & —7 =4 AFRIZF T
LAY3A L H—T oA ABRA L FLET,

o AAvTF K 7a—[T@FDOTI AR—FREIW>TZ I AR—rINET, HIOT T AKR—
N CLI XFELER A,

o A FyyiaTE, N—FU=TOHIRICEY, I[P 7 —BIU0—7 v FIP 7 v — I X}
T&E E¥A,

GE) TR_RTOAE—=T=2AALETAAL v F FIP 7u—IEL A X—TMITT 2ITIE, ip flow ingress 35
£ UV ip flow ingress layer2-switched =~ KO G52 AT B LERH Y 5,

GE) AAvFRIP7r— F77 v 2 BT User Based Rate Limiting RNV ¥ —% A4 X —7 W2 BHITIF,
ip flow ingress =~ > R Ti%72 < ip flow ingress layer2-switched =~ > RZ AT ANERH Y £
7, [User Based Rate Limiting D% €| 22 L T ZEW,

NetFlow % v &2 #BEL. A4 v F FIP 70 —lUREAS X =T I BICHE, KOMERETOE
\?‘O
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NetFlow #tkt s gmeenme B
avw> kR B
AF97F1 Switch# conf terminal a7 4 X2l —vary F— FEREBLET,
A797F2 Switch(config)# ip flow ingress N—F v R 7a—INEE A4 F—TIc LET,
AT973 Switch(config)# ip flow ingress AA v F K 7un—NEES R—T W LET,

layer2-switched

WIZ, AL v FIP 77— P 70— ¥ v a2DNEERRITIHERLET,

Switch# show ip cache flow
IP Flow Switching Cache,
2 active, 262142 inactive,
6 ager polls,

Active flows timeout in 30 minutes
15 seconds

Inactive flows timeout in

IP Sub Flow Cache, 1081480
2 active, 65534 inactive,
0 alloc failures, 0 force
1 chunk, 1 chunk added

bytes

free

last clearing of statistics never

2 added,

17826816 bytes
2 added
0 flow alloc failures

2 added to flow

Protocol Total Flows Packets Bytes Packets Active (Sec) Idle(Sec)
———————— Flows /Sec /Flow /Pkt /Sec /Flow /Flow
SrcIf SrcIPaddress DstIf DstIPaddress Pr SrcP DstP Pkts
Fal 150.1.1.1 Fal 13.1.1.1 11 003F 003F 425K
Fal 13.1.1.1 Fal 150.1.1.1 11 003F 003F 425K
Switch#

NetFlow #EHEHRD TV A R— bk

7 u—OFDYRAEINT & X2 NetFlow Mt EHE TV —27 A7 —2 a3 VIZZ 7 AR — 5 L9591
AL v T EHRET DI, ROWTNNOEEEITVET,

avy kR

Sy

Switch(config)# ip flow-export destination {hostname
| ip-address} udp-port

(MZ8) NetFlow ¥ v v = = MU ZEEDs%E (V—7
AF o a R E) Lx ) AR b B LS AL v T ER
FLET,

(F) HBHOmEERETEET,

Switch(config)# ip flow-export version
{1 | {5 [origin-as | peer-as]}}

(FE) X—=Var 1 TR SBRERZEY 7 vy =T %
FEHLTWAEAIL, V—2 27— g |2 NetFlow
Frvia TN EZIAR—PFTHEICARS v T %
HELET, T4 MIN—TVa 1 T,

origin-as |2 £ > C, NetFlow X, 71 —®O%(Ec & 585K
A MW F O A BGP B AT LRI L ET,

peer-as (2 £ > T, NetFlow I1Z, 72 —DANBLOH A
YHE—=T A AW OET BGP HHEL AT A& L £,

Switch(config)# ip flow-export source interface

(f£3&) IP 7 K L A %% NetFlow Data Export (NDE; NetFlow
T—=H 7 AR—= 1) NT v O TP~y X —PNTEE T IP
TRLRELTHERNSND A v F—T oA AEHRELET,
77 # /v b, NDE A > % —7 =4 AT,

| oL-25340-01-J
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W NetFlow #AHERINEREDRE

NetFlow #fEHEHRINEHRED EE

IP7u— Ay F 7 FxyyvaffRere—FR (Faebar, Jo—55 Bolzhore—7
L) 72 LD NetFlow #iatE#H 2 F R L, 7V 7 C& %4, /o, MREBREZEALCASvF bT
T4y OERER[RDELTEET,

NetFlow A A v F o ZiaHER 2 EH T 5121E, WOWTILOIERE, E3m oFE_EEZTVET,

avwvFk B
Switch# show ip cache flow NetFlow A1 » 5 /i o 27 LE T,
Switchi clear ip flow stats NetFlow %A v F > 7 #itthga 7 V7 LT,

SN X Yy 1DEKE

NetFlow FERHEROENIT, @H. BT —27 27— 3 > L® NetFlow [NEY — M L - TEITS
NET, ZOFF— % Catalyst 4500 'V — X ZA v FITHLET H 2 LICE > T, RO Z L BAAHEIC

%{rl_:

ANL/I= S
o TJAR—FENDNDE 7y hRDRL DD, AL v FLU—I AT —2 g VETHER
HARIE 2SI S L E T,

o NERNET—I AT — g VENEIBENE T,
e CLI CEMHINE7u—DEEHsFRTEET,

FTRFy vy a2 ZRET DI, FEF vy va ary T Falb—rar - FERKBL, HETD
£ XD Z A7 (autonomous system. destination prefix, protocol prefix, F72i% source prefix
aggregation cache) ZRETHLENHY £, NI REZERLILL, ZOLFRXOEMENT A -5 %
EFRLET, FRFICEBEOENF v v 2 2RETEET,

ERX Y v 2 ZREICT DI, ROEEEITWVET,

avyFk B
AF971 Switch(config)# ip flow-aggregation cache as Xy a7 Xal—Tary B— NERBEEBL.
#£/% +v v > 2 ¥ (autonomous system,
destination-prefix, prefix, protocol-port, F7zi%
source-prefix) %A Rr—7/WIZLET,

A7972  Switch(config-flow-cache) ¢ HT I TATDEL Y RHIRES NS TENF ¥ v vl
cache timeout inactive 199 BFF S (22 THL 199) ZRELET,

ATY73 Switch(config-flow-cache)# TITAT = NIBRT I T 4 TDIRETHD 0 (22
cache timeout active 45 TlE. 45) HEELES

AF97 4  Switch(config-flow-cache)# Fe B Ty AF— N A F—T T LET,
export destination 10.42.41.1 9991

AF975 Switch(config-flow-cache)# enabled HEH X v v DIEREA F—T VI LET,

EHX YV VARERKUVT—2 TV AR— FOFER
A% ¢ v 2 A TR T 5101, KOMEEETVET,

Catalyst 4500 >J—X R4 v F CiscolOS YI Fx7 av24F¥al—>av HAF
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IL—FR—

NetFlow #iftiEsinseseon: N

avwy kR B#

Switch# show ip cache flow aggregation BEESNTE£xy vy Y aEFREFZRLET,
destination-prefix

T—F T AR— P EERT 21T ROFEEEZITVET,

avwyk B

Switch# show ip flow export ALY FX v aBIOEOMOTITOA F—
MIBREShIE XYy v v azdhT — 5i7xf~
~OREEHE R EZ R LET,

REHD NetFlow R/NTL T4 vI R TRIDHBE

RNTVT 4y 7 A A7E, 1 ODIPT FL A RX=2DEK)F v v 2 (source-prefix,
destination-prefix. prefix) WOEM 7 o —ITHEHSNIREDOY T Xy b A7 #BELET, Z0
E9BFryaTiH, 7r—FIP 7 RLRX GXER, 5L, EFLIEZOEFOENEN) ITHESN
THEHNEN, RINTV T4 v I A SRT BIXOAAL T ON—FT 4T T—T IV TRONSTZT

O —DEETL/SEHBFAR~NDL— DY TRy F AT DI HLEWVWFIZE -T2 27 &N ET,

BN AT OT 7 40 MEILZ 0 TT, I/h~A7 OFREREFGEMIE. 1 ~32TT, FTF7 74 v 710
C Tl EE2RIRT 20BN SH D £T, /I~ ATOENREWE, KVFFEMARxry hU—2 TR
AR TEETHN, ENF v v 2070 —OBRNENT AR REELH D T,

W= B R 2 EEREDB N T LT 4 v 7 A v A BRET BT, ROETHIT B LTV E
T TNHLOEEIXMEETT,

o [lprefix £K S XDf/h~ 27 DFGE] (P.60-11)

o [destination-prefix £ 5 XD f/h~ 27 O%E] (P.60-11)

o [source-prefix K F XD F/h~ A7 DFE] (P.60-12)

o EHFROF/N~A7 DE=2FLOMSF) (P.60-12)

prefix £HARXDR/NT XY DETE

prefix BRI FROF/N~ A7 BB ET HITIE, WOEEEITVET,

avvk iy
AT971 Switch(config)# ip flow-aggregation cache prefix preflx EXXx vy v a2 HELET,
X'T"ij Switch (config-flow-cache)# mask source minimum value Jﬁfa?ﬁ’?xy @Hi/J 1 ;’5*5 Lij—o
AZF973 Switch(config-flow-cache)# mask destination minimum value B~ A7 OF/IMERTEE LE T,

destination-prefix R AXDJR/NT R DEE

destination-prefix £ FROK/N~ A7 HRET D11, WOEEZITVET,

| oL-25340-01-J
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W NetFlow #AHERINEREDRE

YSEVA
ATy72

avwyFk

B

Switch(config)# ip flow-aggregation cache destination-prefix 5i/pfEfiF% v v 22X EL E T,

Switch(config-flow-cache) # mask destination minimum value S~ AT Oic/MEEZTEELE T,

source-prefix RHAXDR/NT R I DERE

AT971

AFy72

source-prefix £ FNDR/N~ A7 ZRET HITIE, ROEEEITVET,

= =3

Switch (config) # ip flow-aggregation cache source-prefix source-prefix ERHFX v v a2 HELE
B

Switch (config-flow-cache)# mask source minimum value FEET~YAZ OR/MEZRE L ET,

SHAKXDOBNIRIDEZSZ BL VRS

WRE S NI/~ 27 DEZRRT 21203, RBEIGCTEEN LGN L TROa~ > FEEHLE
R

avwv kR =]:)

Switch# show ip cache flow aggregation prefix prefix L HFROBEI NN AT
DiEZFRLET,

Switch# show ip cache flow aggregation destination-prefix E£HHFRoREESNT-

destination-prefix B2 7 DR ERLET,

Switch# show ip cache flow aggregation source-prefix £ HFRORE I 7= i/

source-prefix ~ A DEREFRLET,

NetFlow T— 245 NS A—2 DERTE

Jl_ Catalyst 4500 >)—X X4 vF CiscolOS Y k7 av 74 Fal—av i/ F

TR—%Y7 b yxT Ja— XXy anbilRdTd (o, REINTNWDLEA. NDEZ@EU T L
A—93%) F#i%, ip flow-cache timeout =~ > ROBRET—V 7 /8T A —4 Active B LN
Inactive Z i L Tl cx £,

TIOT 47 2=, 7a—MERENEHEIicTae—R Y7 b Tua— Fx v anbil
FRENAREZIBELET, —MRIIZ, ZORT A —=HFINHINET NS, AT I T 47 71 —|{ZD
WCEMIMICEBIMT272OIERALET, ZORTA—FE, 70—0FFEDO ST 7 4 v 7B L
TEELET, 72747 XA L7 U MREITET., DRATHESNET (T 740 ME3057),
ET 7T 4T == TE, EONRT Yy FBRERINTHL 7 e —2HIRT D5 E TORMEZEE L
F9, T I T AT RNTA=FF, W ue—pT7a—Fyrvarx 7T LT, (VY—ZARBITL
D) LT —RNERMEELR2WESICLET, T 77 47 XA L7 0 MREILET . BHEA
T (FTAA ME 15 B),
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NetFlow #EH 1HRIR S HEE D 5 EHI

NetFlow #t&HEERINEBERE D 2% TEHI

/NN

REZEE LT NetFlow A1 v F 7oA RX—T VT D0 ERLET, Flo, 7 —HiEHE

HAETZI AR—=FLT, IPT FLAN40.002 DT—7 ZAF7—3 90 UDP /"— b 9991 THLE 9 5
BlarLET, ZOFITIX, BEFD NetFlow #EHE®RR 7 U 7 S 5729H. show ip cache flow =~
v KT NetFlow A A v F U ZHEHERO EMER Y~ U —BfERERICERENET,

Switch# config t

Enter configurat
Switch (config) #
Switch (config) #
Switch (config) #
Switch (config) #
Switch# show ip

ion commands, one per line. End with CNTL/Z.
ip route-cache flow

ip flow-export destination 40.0.0.2 9991

ip flow-export version 5

end

flow export

Flow export
Exporting
Exporting
Version 5

is enabled

flows to 40.0.0.2 (9991)

using source IP address 40.0.0.1
flow records

flows exported in 1 udp datagrams

flows failed due to lack of export packet

export packets were sent up to process level

export packets were dropped due to no fib

export packets were dropped due to adjacency issues

export packets were dropped due to fragmentation failures

0 export packets were dropped due to encapsulation fixup failures

o O O o oN

Switch#

Switch# show ip cache flow

IP Flow Switching Cache,
69 active,
4293455 ager polls,

17826816 bytes
262075 inactive, 15087 added
0 flow alloc failures

Active flows timeout in 30 minutes
Inactive flows timeout in 15 seconds

IP Sub Flow Cache,

0 active,

0 alloc failures,
1 chunk added

1 chunk,

1081480 bytes
0 added,
0 force free

65536 inactive, 0 added to flow

last clearing of statistics never

Protocol Total Flows Packets Bytes Packets Active (Sec)
———————— Flows /Sec /Flow /Pkt /Sec /Flow
TCP-Telnet 28 0.0 167 40 0.0 20.9
TCP-other 185 0.0 2 48 0.0 6.2
UDP-DNS 4 0.0 1 61 0.0 0.0
UDP-other 13466 0.0 3396586 46 91831.3 139.3
ICMP 97 0.0 2 95 0.0 2.3
IGMP 1 0.0 2 40 0.0 0.9
IP-other 1120 0.0 38890838 46 87453.0 1354.5
Total: 14901 0.0 5992629 46 179284.3 227.8
SrcIf SrcIPaddress DstIf DstIPaddress Pr SrcP
SrcIf SrcIPaddress DstIf DstIPaddress Pr SrcP
Gi6/2 30.20.1.18 Gie/1 30.10.1.18 11 4001
Gi6/2 30.20.1.19 Gi6e/1 30.10.1.19 11 4001
Gi6/2 30.20.1.16 Gi6/1 30.10.1.16 11 4001
Gi6/2 30.20.1.17 Gie/1 30.10.1.17 11 4001
Gi6/2 30.20.1.20 Gi6e/1 30.10.1.20 11 4001
Gi6/2 30.20.1.10 Gi6/1 30.10.1.10 11 4001

Idle (Sec)
/Flow

DstP

DstP
4001
4001
4001
4001
4001
4001

11.
15.
15.
15.
15.
15.
24.
16.

0O b 0w 0o

Pkts

Pkts
537K
537K
537K
537K
537K
539K
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Gi6/2 30.20.1.11 Gie/1 30.10.1.11 11 4001 4001 539K
Gi6/2 30.20.1.14 Gie6/1 30.10.1.14 11 4001 4001 539K
Gi6/2 30.20.1.15 Gie6/1 30.10.1.15 11 4001 4001 539K
Gi6/2 30.20.1.12 Gie6/1 30.10.1.12 11 4001 4001 539K
Gi6/2 30.20.1.13 Gie6/1 30.10.1.13 11 4001 4001 539K
Gi5/48 171.69.23.149 Local 172.20.64.200 06 8214 0017 759
Gi6/1 30.10.1.12 Gi6/2 30.20.1.12 11 4001 4001 539K
Gie/1 30.10.1.13 Gi6/2 30.20.1.13 11 4001 4001 539K
Gi6/1 30.10.1.14 Gi6/2 30.20.1.14 11 4001 4001 539K
Gi6/1 30.10.1.15 Gi6/2 30.20.1.15 11 4001 4001 539K
Gie/1 30.10.1.10 Gi6/2 30.20.1.10 11 4001 4001 539K
Gi6/1 30.10.1.11 Gi6/2 30.20.1.11 11 4001 4001 539K
Gi6/1 30.10.1.20 Gi6/2 30.20.1.20 11 4001 4001 537K
Gie/1 30.10.1.16 Gie/2 30.20.1.16 11 4001 4001 537K
Gi6/1 30.10.1.17 Gi6/2 30.20.1.17 11 4001 4001 537K
Gi6/1 30.10.1.18 Gi6/2 30.20.1.18 11 4001 4001 537K
Gie6/1 30.10.1.19 Gi6/2 30.20.1.19 11 4001 4001 537K
Switch#

NetFlow D&% 7E I

2T ROFERN LR ERERM L E T,

o INetFlow 1 *— 7 Ak R Dfl] (P.60-14)
o [NetFlow £/ DR EH | (P.60-14)

o N—2 =2 FAD NetFlow /T V7 4 v 7 A <A77 OF 7)) (P.60-16)

NetFlow 4 r—JILIE AKX DHI

~

(3¥) Catalyst 4500 A A »F ETiE, £ ¥ ¥ —7 = A ZABNLOD NetFlow DA F—7 AbLR3 PR — h ST

A,

RIZ, NetFlow & 7' 0 —/UICA X =T WA T 261~ LET,

Switch# configure terminal

Switch(config)# ip flow ingress

Wiz, FRZ 4= FEYR— 425 NetFlow Z 4 2 —7 M T 5625~ LET,

Switch# configure terminal
Switch (config)# ip flow ingress infer-fields

NetFlow E#IDEEHI

TR, ROEHNT Y v aRERERLET,
o THfFEI AT LOFHE] (P.60-15)

o BTV T 4T AD
o [TVLT7 4w I AD

L

X

JE |

] (P.60-15)

(P.60-15)

o [Fubhan R—roEEl (P.60-15)

o [EEXTTVT 4T AD

wE] (P.60-16)
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NetFlow oses W

BEJRATLDETE

WIZ, BREVATFAOENS vy v 22, 200 00T V74T ZA LT TR, 45 50F v v 2 7
IF 4T HAALT T N, 7 AR—FEHEIP 7 L X 10.42.42.1, BLO%EHEF— F 9992 #3354
LR R LET,

Switch (config)# ip flow-aggregation cache as

Switch (config-flow-cache)# cache timeout inactive 200

Switch (config-flow-cache)# cache timeout active 45

Switch (config-flow-cache) # export destination 10.42.42.1 9992
Switch (config-flow-cache)# enabled

FBETL T4 v ADEE

W, 3BTV T 4 v 7 ZADEKNF Y v 2l 200 BOHT 7T 4T ZALT T R, 455DF v
AT IT4T BALT TN, T AR—FEHEIP T RL R 10.42.42.1, BLOSEHER—F 9992 %
WETDHERLET,

Switch(config)# ip flow-aggregation cache destination-prefix
Switch (config-flow-cache)# cache timeout inactive 200

Switch (config-flow-cache) # cache timeout active 45

Switch (config-flow-cache) # export destination 10.42.42.1 9992
Switch (config-flow-cache) # enabled

TL724 99 RDHEE

0 ka)L R—

WIZ, V7 4 v 7 ADEKT Y v all, 200 BOHET 7T 47 XA LT T, A5 5H5DF vy via
TIF 4T AALT T, =7 AR—FE5 P 7 RL R 10.42.42.1, B L O%EER— F 9992 % &5
THHERLET,

Switch (config)# ip flow-aggregation cache prefix

Switch (config-flow-cache)# cache timeout inactive 200

Switch (config-flow-cache)# cache timeout active 45

Switch (config-flow-cache) # export destination 10.42.42.1 9992
Switch (config-flow-cache) # enabled

b DERE

Wi, 7a b3 RmR—FOEMNF Y v 2, 200 00T VT 4T ZA LT UM, 45 50F ¥ v
AT ITAT AALT TR, Z 7 AKR—=F3E8IP 7 FL A 1042.42.1, BLO%EEAR—F 9992 %
WETLHHERLET,

Switch (config)# ip flow-aggregation cache protocol-port
Switch (config-flow-cache)# cache timeout inactive 200

Switch (config-flow-cache)# cache timeout active 45

Switch (config-flow-cache) # export destination 10.42.42.1 9992
Switch (config-flow-cache) # enabled

| oL-25340-01-J
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W NetFlow OEEHI

BEXTILIA VI RDEKRTE

WIZ, FETLT VT4 v 7 ZADENF Yy v 212, 200 W0IET 75T 4T ZALT T R, 45450
XY aTITA4T ZALT T, =7 AR—=F5%E 1P 7 KL A 1042421, BLUSEHER—
9992 R ET BB ERLET,

Switch(config)# ip flow-aggregation cache source-prefix
Switch (config-flow-cache)# cache timeout inactive 200

Switch (config-flow-cache)# cache timeout active 45

Switch (config-flow-cache) # export destination 10.42.42.1 9992
Switch (config-flow-cache)# enabled

W—EAR—=REHAKXD NetFlow ZR/INTL T4 Y IORIRIDY T

Z 2T, NetFlow /b F V7 4 v 7 A <~ ZA 7% % v Va2 OREBERLET,
o [lprefix 45 (P.60-16)

 [destination-prefix £/ 5 (P.60-16)

e T[source-prefix £/ 52 (P.60-16)

prefix &A=

WIZ, prefix £BHRIF v v 2 OREFERLET,
!

ip flow-aggregation cache prefix

mask source minimum 24

mask destination minimum 28

ZOFITIR, ROFEEDHIFRIZI > TWET,

ip route 118.42.20.160 255.255.255.224 110.42.13.2

ip route 122.16.93.160 255.255.255.224 111.22.21.2

WHDON—FNAAL v F LDONV—T 4 T T—TZ2T Y bV T Xy b 27 52EbET,

118.42.20.160 7 x> B EFEILIP 7 RVANR 2T By hOAZIZ—E L, 58 IP 7 KL AR
288y FOSAZIZ—ET 5 122.16.93.160 ¥ 7Ry MIBEIT L2 70 —L, Fv v aaFRT
—HEICERN S ET,

destination-prefix £#A=

I, destination-prefix ££HF v v > =2 OFEFE R L E T,

ip flow-aggregation cache destination-prefix

mask destination minimum 32
|

source-prefix £#H =

RIZ, source-prefix EKF ¥ v ¥ 2 DREF R L ET,

ip flow-aggregation cache source-prefix
mask source minimum 30
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