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SmartPort v 7 mid, —fRRRELZIREFELTZY . LT OEELHHEICET T 200 FELZTREE L
9, Zo~runifFERATEE, Xy NT—F FEORAL v FOMBEICESNTHBELRTEE A X —T )V
WL, Ry b= EORKBBRHRERBOZODOBIELRTEEL A X —7 MLV TEHZ ERT
xF9,

£ SmartPort ¥ 7 1, = —¥23FF% L7= Command Line Interface (CLI; 2~ I A4 A X —
TxAR) a<wr ROty hTYT, SmartPort ¥ 7 17 v MIIEH LW CLI =~ RiZgEh 8 A,
£ SmartPort ¥ 7 2 I8EFED CLI 2~ > ROELSTT,

SmartPort ¥ 7 0% A X —7 A RZ@EHTH L, v 7 0llEFEND CLIa~vy RS X —T A
AIBRESNETH, BEHEOA v —T 2 ARTEITRKbONEFA, LWV R X —T = A
ZITEMENT, EfFar 74 Xal—vary 77 A NMERGESNET,

VAAaADFT 7 vk SmartPort ¥ 7 QI AL v F VT by =2 TIHMBAENTHET (F 15-1 25
B). show parser macro =—¥ EXEC 2~ REZHfA+25 L, v 7 ubl®~s/vicgEncnda
~V RERRTXET,
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& 15-1

SRAMTI+IL bk SmartPort ¥4 0

<o o4t

e

cisco-global

Rapid Per VLAN Spanning Tree+ (PVST+), LW—7H—F, BLOY v 7 25—
MNEEDODXAFTIv I K—F 2T —EEEZAX—TNMITHIZE, ZO7r—3L
ary74Xalb—var~<soxfFERALET,

cisco-desktop

PCREDT AT by T FNRA RAB AL vF R— MIHERTLIHEE., 2y hU—7
XU T BIXMEEMEELBIET DI, DO F—T A A AT 4 F =
L—yvary~wsursfERALET,

cisco-phone

Cisco Internet Protocol (IP) Phone 23§t ST\ 5 PC R EDT AT kv T
AREBAAL vTF R— NIRRT 256, 2O F—T oA R AT 4 Fal—
var~rurfHLET, ZO~7 it cisco-desktop v 7 1 OHLIEK T, F U
X2 U T g LEEEEZRMEL 32, EHE S Virtual LAN (VLAN,; {48 LAN)
DY R—EFBBMINTNWELED, BEOKBLZTXTWER NI 7 4 v 7 &l
gl cx £9,

cisco-switch

GigaStack & ¥ = —/L % 721 Gigabit Interface Converter (GBIC; ¥H > b A
H—TxARAAN=H) ZHERALT, T78A AL v F LT 4 A M) Ba—Ta
VAL F FRIET /A AL v FELEERTDIEE. 2OA4 X —T A R
arI74Xal—var~<vrsurzfifiLET,

cisco-router

AA vF L WAN V—F 28T HHE, 204 A —Tx2Af A a7 4 Falb—
var wszurffLET,

1. ¥Y2Aa®F 740k SmartPort ¥ 7 2, AL v FTHEHNTLHY 7 U7 N—=Va il THRRY ET,

AATE, FHIT A MEHDO, A ANHERT D Catalyst A v FHN—AT A a7 1Fa
L—yary g7 b—bhEZRBELTWES, A0 F7A4 V77 L0 A HA KT FL— T, R—
kO HARPICIFE ST SmartPort v~ 27 R Z{ERKT 572D CLI 2~ RERMELET, =7 ¢
Xal—vary 77— EERINE VAafEROR Y NU— 7 FHFOREEHBRE L CEMRT
H7= @ SmartPort ~ 7 n #{ERKT D Z N TEET,

SmartPort ¥ ODEXTE

L SmartPort ¥ 7 n #1ERT 20, BEFEO~7una T o 7L — e LTHERATDE, ZHEHOT 7
Vo—va HEHOF LW a2 ERTEET, fEk Lz~ vid, FrEDA v X —T =4 AEF
AUH—T oA AGPICHEATE 7,

ZZTE, RONFIZOWTHALET,
o [~ miZESND/NT A—%] (P.15-3)
o [SmartPort ¥ 7 v dDF 7 4L FiRE] (P.15-4)

e [SmartPort v 7 n OEERFOEEFE] (P.15-6)
o [SmartPort ~ 7 v DO{ERL] (P.15-7)
e [SmartPort ¥~ 7 o] (P.15-8)
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RUOICEESNDNT A—4

A RO—EHIZIFZTXTOAL v F—T oA ZZKTHRHAED N ORH D £, m&xiX, LA
Y2402 —T 24 AOVLANID BLE OV A Y3 A F—T A ADIP T RLATY, w7/ 1{ll
DEHIpavwrs REERTDIE, 2O 7020 X —T7 oA AZWMAT DENT, XTA—X
(VLANID £7213 1P 7 KL R) OEEZEETHLERH Y 9, HDWVE, T A —FOXEEHRTE
T LD 2D~ 7 aZET 2MERHY 7,

~7uDA T IFTANI I FrIE, v/ EEA L TCODOHICN T A—F 22T AND K OPLETEF
To NIA=ZEF =D = FEEDOT L LT, EShET,

CLI CANTEDLX—TU— N/EXTHITRK 3 DTT, RAIONRNT A —ZFHF—U— FTh DHHLEN
HVET, 2FDDONTFA—ZITHIET HHETT, 3FBDONRTA—ZI2HFDOF—U— N/fEXT
DX —T— FTF, RIT, AT A= ga~vy s alold filerLET,

Switch (config)# macro name parameter-test

Enter macro commands one per line. End with the character '@'.

switchport mode access

switchport access vlan $VLANID

switchport port-security

switchport port-security maximum S$SMAXHOST

FERO=7 0BG A—F R LT v A —T oA ACHEAINTEE., Biira~y Rzl LET,
Rbvic, BEIRF—T— R/MEXTORTA—L&EFH LT, ~Z7 02 KROLIICEMATILEND
nE9d,

Switch (config-if)# macro apply parameter-test $VLANID 1 $MAXHOST 5

EEROoa<w FE2ETTHE, SVLANID % 112, SMAXHOST # S ICEEHz7-dH & T~ 7 u i
HanEd, =7 oaNTIHEEDA N V72X —U—RLELTHETEDZ LICHEELTLLEEN,

o0 NRFA=EDALT

v uEAVE =T oA AERETAL v FICHATDHE. 7 80F—U— 2R 2T Z LR
T, v/ nllid, BEXF—U—-ROEEEZEDHZLENTEET, ZHHOF—TU— NMEAFEHE
Fle~27 v ZBERALEEAIT. o~y RRERE R ShERL T,

v/ B TCEREINEXF— TV —RICHT L2 NTE2RETELOI~IR A VT TR NT I TF ¥ ZIRT
EFEF, v urERTALE, AT AR TR (XA RELTC) BEL, TO~ T aDNE
F—U—RE2—ERRTDLIICRETETET,

W2, F—TU—RIZET L2~V T A N) T R2IEBETHIHZ R LET,

Switch(config)# macro name test
switchport access vlan $VLANID
switchport port-security maximum S$MAX
#macro keywords $VLANID $MAX

ANVT AR TF e NOEZICTHRETEET, RIT, ~T AN T EBET D06
R LET,

Switch(config)# macro name test
switchport access vlan $VLANID

#macro keywords S$VLANID

switchport port-security maximum S$MAX
#macro keywords S$MAX
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SmartPort T2/ ODF T #JL FERSE

cisco-global

cisco-desktop

ZITHEH, YR —=FENTWE~7 DT 75V FREE TS LET,
FPUMARETYT, 2—T XN E2EETEEETA,

o [cisco-global) (P.15-4)
o [lcisco-desktop] (P.15-4)
e [lcisco-phone| (P.15-5)
o [cisco-router] (P.15-5)

o [cisco-switch] (P.15-5)

WIZ, cisco-global ¥~ 7 v Dl %R L FE T,

# Enable dynamic port error recovery for link state failures.

errdisable recovery cause link-flap
errdisable recovery interval 60

# VTP requires Transparent mode for future 802.1x Guest VLAN
# and current Best Practice

vtp domain [smartports]

vtp mode transparent

# Enable aggressive mode UDLD on all fiber uplinks
udld aggressive

# Enable Rapid PVST+ and Loopguard
spanning-tree mode rapid-pvst
spanning-tree loopguard default
spanning-tree extend system-id

RIZ. cisco-desktop v 7 = Dl %R L E T,

# Basic interface - Enable data VLAN only

# Recommended value for access vlan (AVID) should not be 1
switchport access vlan $AVID

switchport mode access

# Enable port security limiting port to a single

# MAC address -- that of desktop

switchport port-security

# Ensure port-security age is greater than one minute

# and use inactivity timer

# “Port-security maximum 1” is the default and will not
# Show up in the config

switchport port-security violation restrict

switchport port-security aging time 2

switchport port-security aging type inactivity

# Configure port as an edge network port

spanning-tree portfast

spanning-tree bpduguard enable

Ihoo=raidFErl XA
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cisco-phone

cisco-router

cisco-switch

W&IZ, cisco-phone ¥ 7 v OFIZE /R LET,

# VoIP enabled interface - Enable data VLAN

# and voice VLAN (VVID)

# Recommended value for access vlan (AVID) should not be 1\
switchport access vlan S$AVID

switchport mode access

# Update the Voice VLAN (VVID) value which should be

# different from data VLAN

# Recommended value for voice vlan (VVID) should not be 1
switchport voice vlan $VVID

# Enable port security limiting port to a 2 MAC

# addressess -- One for desktop and two for phone
switchport port-security

switchport port-security maximum 2

# Ensure port-security age is greater than one minute

# and use inactivity timer

switchport port-security violation restrict

switchport port-security aging time 2

switchport port-security aging type inactivity

# Enable auto-gos to extend trust to attached Cisco phone
auto gos voip cisco-phone

# Configure port as an edge network port

spanning-tree portfast

spanning-tree bpduguard enable(@

WIZ., cisco-router ¥ 7 2 DFZ R LE T,

# Access Uplink to Distribution

switchport trunk encapsulation dotlg

# Define unique Native VLAN on trunk ports

# Recommended value for native vlan (NVID) should not be 1
switchport trunk native vlan S$NVID

Update the allowed VLAN range (VRANGE) such that it
includes data, voice and native VLANs

switchport trunk allowed vlan $VRANGE

Hardcode trunk and disable negotiation to

speed up convergence

Hardcode speed and duplex to router

switchport mode trunk

switchport nonegotiate

speed 100

duplex full

# Configure gos to trust this interface

auto gos voip trust

gos trust dscp

# Ensure fast access to the network when enabling the interface.

HH = H o I

# Ensure that switch devices cannot become active on the interface.

spanning-tree portfast
spanning-tree bpduguard enable

WIZ., cisco-switch =7 g D%~ L £,

# Access Uplink to Distribution
switchport trunk encapsulation dotlg
# Define unique Native VLAN on trunk ports

SmartPort w7 onxE M
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# Recommended value for native vlan (NVID) should not be 1
switchport trunk native vlan $NVID

# Update the allowed VLAN range (VRANGE) such that it
includes data, voice and native VLANs

switchport trunk allowed vlan S$VRANGE

Hardcode trunk and disable negotiation to

speed up convergence

switchport mode trunk

switchport nonegotiate

# Configure gos to trust this interface

auto gos voip trust

# 802.1w defines the link as pt-pt for rapid convergence
spanning-tree link-type point-to-point

HH H H

SmartPort ¥ ODREROTEEIR

A vy FIZ 7 B ZRETLHEIE, ROEBEFHIZE> TV,

o ¥/ mEWMLIERIC, XTI —F3RECT—NRELTa~vr RRRMLIEZES, v~ 71

TRV Da~ s FEglEfE A v 4 —7 A RTHEH L ET,

e cisco-global [T/ u— L a7 4 Fal— gy T— NTHEHMATILENDHY £, fhoA
B—T 2 X L AO7BEY bEICIO- s ae@lAT5 2 L AHELET,

o VE—TxARALETVRTAEFK~YZ 1 (cisco-desktop, cisco-phone, cisco-switch, ¥ LT

cisco-router) ZEMHTALAIEL. FEDXF—U— RBMLETT,

e cisco-phone ¥~ 7 22 L CKR—F X274 2WHAT2H5E, RAKOFR—F X2V T«

X2 720 £9 (switchport port-security maximum 2),

o F—U—F/EDORTIX, VAT LAERYI/ T LITHRRI DETHRETEET,

o w7 uEERT HBRIC, exit X° end 2~ N, E721L interface interface-id 2~ N&fH L T=
YU RE—REERLZNTLLES N, ZhbDavy RE3 5L, exit, end, F720%
interface interface-id \Zfi< A~ RBRER a3~ R E— RTETINDLZEBHY 7,

o vV UuFERTHEXIT. FLary 7 4F¥alb—ary F—FROCLIa~vy FEHEHLTLEE

Uy,

o —EOMEDEV Y TELEL T D~ nalfilT 256, parameter value ¥ — 7 — F&{EH L
T, ZDA =T =2 A AEADEEBELET, F—V— FORETIE, KLFLNALFRX
AMINET, F—I—FT—HEMRAOLND &, TRATRUGT DEICESHRL OET, ¥—TU—F
MERIC—HTDHE, TRAREVLTIO—HThHo2 LTH—KERARENT, ST HEIC

EEHAONET,

o I BRATIE, KXFL/IXFVRERISNET, 72L& 21X, =¥ N macro name Sample-Macro

L macro name sample-macro |X, DO~ 7 v{l7e 0 £,

o —HRDO= I mITiX, NRNTA—FERMLERF—U— FNEENE T, macro global apply
macro-name ? 70—/ a7 4 ¥ a b— g av NEZIX, macro apply macro-name ?
AVB =Tz A A T4 F¥alb—Vvaryavry ReHTLE, v/ n CRERELZ —EFRR
TEET, ¥F—UV—FMEZANETIC~v7ez@A LSS, 2~ FIIEME R v 27 vl

MEnEEi,

o RIUBENAA v FELEFAL v T AL H =T oA AT r—UVTHEA SN TS, Z0OA ¥ —
72 A AOBFORETT X TREFESNET, Zhud, REZESITEA T 256 ER T,

o ARV FEZBEMELIFHIRL T o EREZLE LTS, O~V Zupl@EH SN, v F—7 =4
AT EERKRENFE A, Flna~vy FEREIAERINZa~vy FEEHT I3, BHS

Nlexwrnza A =72 ZACHBENTO2LE DY £7,
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macro global trace macro-name 7 0—/3)L 27 4 ¥ 2 L—3 3 2 FEZIX macro trace
macro-name { V2 —7 x A A AT 4 Fal—vary avry REFHALT, MXELITRET
T—ERRAT LD~/ k@A L TT Ay 7 LET, X7 —FREREET—ICLY o~
VRWKBLIZEE. v uldkid TR oa~v s FEEM LES,

—ED CLI 2~ R, BrEDA v 2 —T = A A TEHTT, 7 aRNRELZZIT AN
AL E =T 2 A RATHEHINTHRIE., 70X TF o=y 7RORETF = v ZITERL, AA vF
MHTFT— Ayt —URNRENET,

AV E—T oA AL~ a @I 5 5B, B—A v —T oA R~ unzd@ld 58
HLERILTT, AV F—T oA ZADHMAEHEHT 556, v/ 2IZZ0HANDOEA v F—T = A
AEFICEASNET, DA F—T A ATvr7 0 a<y NRERLESS, BYoAL v
H—T A AZ@HINTWEET,

I AAL 9TFFERIFIAA v F A E—T =2 A RATHEAT DL, ~ 7 aLANEHBICAAL vF
FFA L F—T oA AD~ 7 aOFBIZEBMSLE T, show parser macro description == —
EXEC a2~  F&HEALT, @l&hiza~vr Reévwru4zRkRrTcEE7,

A —PREFMER~Z BT, BKRK 3000 XFOa~v L R aXy N RBTxa3 vy 77 03H 0
T4, L I ITTARNTLENC, 2 U EHSNET, ZoTREoEErh v FEnET,

VAIDT 7 4/ b SmartPort ¥ 7 B X AA v F VT MU= TIHAATRATWET (£ 15-1 &%
%), show parser macro = —% EXEC a~> R&fEf4+25 L, v~ 7 uBl~vsrICEEN TS =
~v FERRTEET,

AV B =T oA AV A T 7 4/L |k Smartport ¥ 7 2 ZEATHH 1L, ROEBFBFHEIIHKE-> TL
730,

show parser macro = —% EXEC =2~ FEHL T, A v F LOFTRTO~VI/nEzRRLE
T, BFED~ 7 n ONFEF/RT 5121E, show parser macro macro-name =—% EXEC =2~ K
EHEALET,

$ THELFXF—TU—RNIZIE, —BONRTA—ZENLETT, parameter value ¥ —7 — R & ffiH
LT, RERMEE AT T 740 N 7 vIZBMLET,

VAT TN =i VI UFEMEH L THAEDOT, MAFXF—T — REHRBIT A0
SMHbET, v/ aEERTAEA. $EVIOXTFEEALLEF T — ROERIZITHIBRH Y T4
/Vo

SmartPort ¥4 OD4ERK

SmartPort ¥ 7 v Z k7 51213, ROEEEITET,
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avwy kR B

7971 Suitcht configure terminal yu—sSvar7 4 Xab—vay B KL

AT972 Switch(config) # macro name v/ uEREER L, v~/ usEANLET, w7 mEROXTHIT
macro-name KT 3000 XF T,

~sn avy RE 1T DT OANLET, v 7 ez T35I12iE,
@XFEANNLET, ~7aNIicarr b 7% 2 e AT DI,
ITORBEIZH#XTEHFHALES,

7 a4 TE, RXFENLFRRESNET, exiE, avo R
macro name Sample-Macro & macro name sample-macro /£, 5D
v ullnh ET,

~Z7uNTexit £/-iXend =2~ FEHEH L7V . interface

interface-id Z#EMA L Ca~r R E—F&EEFE LY LT L& HER

LET, Znboa~vy REHT 5 &, exit, end, F7213 interface

interface-id D& L 1§ a~v v Rpjloa~y R E£— RTHEITEND

TENRBVET, HEORERE/LITL, v 7 rNOTRToavy

FRREILary 7 4 Fal—vary T—RFTHIMLERHD £7,

GE) macroname 72— )L a7 4 Fal— gy avwr RO
no FXEZFEHLTH, v 7 B EROHIBRNTONETEIT T,
~7uRTTICHEAINTWDEA V¥ —7 = ADFEITIL,
HEIIH Y EH A,

A7973 switch(config)# end H5HE EXEC £— RIZR D £9°,

AF97 4 sSwitch# show parser macro name < 7 aRNMER SN2 LR BB LET,

macro—name

SmartPort <% OMs&E A

SmartPort ¥~ 7 n 2@ H T 521X, ROFNEEZEITLET,

avwyk B8
AT971 Switch# configure terminal Ja—) a7 4 FXalb—rary ET—REEBELET,
ATY72 switch(config)# macro global {apply| |~/ m CEFZINi-Ka~r RE AL v FICHMT 5121, macro
Erace} fgacrf-njme}[]P[mmete: tvatuet] \olobal apply macro-name & AJy L EF, 0 2 ERIET T — &
P tvatuey ] [paranotex L7200~ ak@EA L, 73y 73 5121%. macro global trace
{Value}]
macro-name HE L ET,

(BB AA v FICEBEO—EDORTA—2EEEELE T, K& 3 D
DF—=U— NLEDOMHBEDLEEANTEET, RNTA—F F—U—
FORETIZ, RLFLPLFHERFISNET, F—T— FT—EN
Rond e, 7 XTHET OMEICESHMZONET,

=DV T IllE, NTA—FERLELRF—T — RREENLET,
macro global apply macro-name ? 2~ RN&fEfA+25 L, v~/ a T
FMliE —BRRTEET, F—U—FNEZAHETIC~ 7 2 2HH
L7ieha, a~r FERESE 20 v/ midElshEE A,

A7973 switch(config)t macro global (B8 AA v FICHEHA SN~ nO#AE AN LET,

description text

YIkYzP avI4¥al—vay i F—YY—2R I0S-XE 3.1.0 SG
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ATy7 4

2797 5

A7y7 6

A7y71

2797 8
AF979

SmartPort w7 onxE M

avy kR

E]:3)

Switch (config-if)# interface
interface-id

EE) A v EZ—Tz2A A ar 74 Xal—ary ®T—R2RBLT,
~IuErEHATLIA =T A AERELET,

Switch(config-if) # default interface
interface-id

EE) BELIEA VA —T 24 ADBTRTOREEMELET,

Switch (config-if) # macro {app1y|
trace} macro—name[parameter {Value}]
[parameter {value}][parameter

value

VIR TERENEEAT U REA UV F—7 oA RITHHT DT,
macro apply macro-name Z ANJJUE T, WL EITRET T — &~
L~ ruz@f L, T3y 7§ 521X, macro trace macro-name
ERELET,

EE) A F =T 2 RAZEHEO—EDONT A=FEZEEL £,
K 3 ODOF—U— FLEOMABGDLEEZANTEET, NTA=H
F—U—FORETIE, RXFLIXFRXIshES, F—U—F
T—HEDRALND L, TATHIETHHEICES BRI ONET,

—Ho~raiit, NTA—FEBILERFXF—T— FREENET,
macro apply macro-name ? 2~ REHEHTH L, 7 0 CHLERE
E—RRRTEET, F—UV—PFEZANETIC 7 m&@M LY
B, AT FREDLERY, v nidEH S EE A,

Wiz, Zoaxry Fe@EMl+T 2042~ LET,

Switch (config-if)# macro apply cisco-phone ?
WORD Keyword to replace with a value e.g. $AVID,
<cr>

$VVID

Switch (config-if) # macro description
text

(ER) A =T =2 R@EHSND~ 7 nDOFHEATILE T,

Switch (config-if) # end

Febe EXEC E— FIZERD £9°,

Switch# show parser macro

~JuNA =T oA RATEH SN L B MERLET,

description [interface interface—id]

AT9710

Switch# copy running-config
startup-config

UEE) 2v 74 FXal—ay ZJyANMCREXHRELET,

A2 v F LD —r )b w7 uil Lo CTHAINEZHRTEEHIRT HI2E, v 7 eNOF{Fa~2 RO no
N=Ta & ANTHL2HY WA, default interface interface-id A > % —7 = A A 327 4 Fa
L—y gy avwy REEHTNE, A v F—T7 =2/ A THEAINTE~ 7 0 ORELYIRTE £,

macro name 72—/ 3L a7 4 X2 b— g avwr RO ne BREFEMNTLE . v~/ nEER T
HIBRLET, v~ 7B T TICHEAINTWASA V¥ —T = ADREICIE, FEEIHY XA,
default interface interface-id { V2 —7 2 A A a7 4 Falb—var avy FEERTUL 1~
H—T 2 A ATHEAEINT~7 OB ELFHIRTEET, £/, mO~ 7 DR ET5a~wr KT
D no R EELEFDO~ 7 0D anti-macro ZERTEE T, TOHE, ZOT v F~vrnk A X —
T oA R ZHEALET,

T, PR IR TWEE~Ys e EEA LT, NEZERRTHHEZRLET,
o [cisco-global) (P.15-10)
o [cisco-desktop) (P.15-10)
e [cisco-phone| (P.15-11)
e [lcisco-switch] (P.15-11)
e [cisco-router] (P.15-12)
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cisco-global

cisco-desktop

~
()

WIZ, cisco-global &\ 9 v AF ANEFR~ 7 v AT L6 2R L ET,

Switch (config)# macro global apply cisco-global

Changing VTP domain name from gsg-switch to [smartports]
Setting device to VTP TRANSPARENT mode.

Switch (config)# end

Switch# show parser macro name cisco-global

Macro name : cisco-global

Macro type : default global

# Enable dynamic port error recovery for link state failures.
errdisable recovery cause link-flap

errdisable recovery interval 60

# VTP requires Transparent mode for future 802.1x Guest VLAN
# and current Best Practice vtp domain [smartports] vtp mode transparent

# Enable aggressive mode UDLD on all fiber uplinks udld aggressive

# Enable Rapid PVST+ and Loopguard
spanning-tree mode rapid-pvst
spanning-tree loopguard default
spanning-tree extend system-id

WIT, Y AT LEFe~ 7 1 cisco-desktop AL T, 35 Dfia 77 A M A —Hh Ry M A ¥ —T =

AR29 DT 7 EAVLANIZHIV Y THHERLET,

IO/ aTiE, R—FDT 7 EAVLAN ZHET 5 SAVID ¥ —U — FRLETT,

Switch (config) # interface fastethernet2/9

Switch (config-if)# macro apply cisco-desktop $AVID 35
Switch (config-if)# end

Switch# show parser macro name cisco-desktop

Macro name : cisco-desktop

Macro type : customizable

# Basic interface - Enable data VLAN only

# Recommended value for access vlan (AVID) should not be 1
switchport access vlan $AVID [access vlan id]
switchport mode access

# Enable port security limiting port to a single

# MAC address -- that of desktop

switchport port-security

# Ensure port-security age is greater than one minute

# and use inactivity timer

# “Port-security maximum 1” is the default and will not
# Show up in the config

switchport port-security violation restrict

switchport port-security aging time 2

switchport port-security aging type inactivity

# Configure port as an edge network port

spanning-tree portfast

spanning-tree bpduguard enable

Switch# show parser macro description

Interface Macro Description
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cisco-phone

~

(E)

cisco-switch
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WIZ, VAT AEFK~ 7 1 cisco-phone ZHEM LT, 77 A A=V Ry b A ¥ —T A4 R2/9 k
DT 7'AVLANIZ 35 Ofi% ., %7 VLAN IZ 56 DfEEZHI D ¥ THHZRLET,

IO~ 7 aTiE, A— DT 78X VLAN #f5ET % SAVID, B L UHE» VLAN Z#4HET 5 SVVID
F—U— RN NBETE,

Switch (config)# interface fastethernet2/9

Switch (config-if)# macro apply cisco-phone

Switch (config-if)# macro description cisco-phone $AVID 35 $VVID 56
Switch (config-if)# end

Switch# show parser macro name cisco-phone

Macro name : cisco-phone

Macro type : customizable

# VoIP enabled interface - Enable data VLAN

# and voice VLAN (VVID)

# Recommended value for access vlan (AVID) should not be 1\
switchport access vlan $AVID [access_vlan id]

switchport mode access

# Update the Voice VLAN (VVID) value which should be

# different from data VLAN

# Recommended value for voice vlan (VVID) should not be 1
switchport voice vlan $VVID [voice vlan id]

# Enable port security limiting port to a 2 MAC

# addressess -- One for desktop and one for phone
switchport port-security

switchport port-security maximum 2

# Ensure port-security age is greater than one minute

# and use inactivity timer

switchport port-security violation restrict

switchport port-security aging time 2

switchport port-security aging type inactivity

# Enable auto-gos to extend trust to attached Cisco phone
auto gos voip cisco-phone

# Configure port as an edge network port

spanning-tree portfast

spanning-tree bpduguard enable(@

Switch# show parser macro description
Interface Macro Description

WIZ, VAT LEFR~ 7 1 cisco-switch AL T, 38 DEE 77 A A =YXy b AV F—T = A
A2 2/9 FORAT 47 VLANIZEID B THRZRLET,

GE) Zovw7uTiE, R—bD*XA T 47 VLAN Z{8ET 5 SNVID ¥— U — RRLETT,
Switch (config)# interface fastethernet2/9
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Switch (config-if)# macro apply cisco-switch

Switch (config-if)# macro description cisco-switch $NVID 38
Switch (config-if)# end

Switch# show parser macro name cisco-switch

Macro name : cisco-switch

Macro type : customizable

# Access Uplink to Distribution

switchport trunk encapsulation dotlg

# Define unique Native VLAN on trunk ports

# Recommended value for native vlan (NVID) should not be 1
switchport trunk native vlan $NVID [native vlan id]
Update the allowed VLAN range (VRANGE) such that it
includes data, voice and native VLANs

switchport trunk allowed vlan $VRANGE [vlan range]
Hardcode trunk and disable negotiation to

speed up convergence

switchport mode trunk

switchport nonegotiate

# Configure gos to trust this interface

auto gos voip trust

# 802.1w defines the link as pt-pt for rapid convergence
spanning-tree link-type point-to-point

HH H H H

Switch# show parser macro description
Interface Macro Description

cisco-router

WIZ, VAT LEFE~ 7 1 cisco-router ZHEHL T, 451 Dz 77 A A=V Fy h A F—T =

AA2/9 LEOXAT 7 VLAN IZEID B TOHHERLET,

~

GE) o= uTiH, K—FDORAT 7 VLAN Z$8E T 5 SNVID ¥ — U — RBLETT,

Switch (config) # interface fastethernet2/9

Switch (config-if)# macro apply cisco-router

Switch (config-if)# macro description cisco-router $NVID 45I
Switch (config-if)# end

Switch# show parser macro name cisco-router

Macro name : cisco-router

Macro type : customizable

# Access Uplink to Distribution

switchport trunk encapsulation dotlg

# Define unique Native VLAN on trunk ports

# Recommended value for native vlan (NVID) should not be 1
switchport trunk native vlan SNVID [native vlan id]
Update the allowed VLAN range (VRANGE) such that it
includes data, voice and native VLANs

switchport trunk allowed vlan $VRANGE [vlan_range]
Hardcode trunk and disable negotiation to

speed up convergence

Hardcode speed and duplex to router

switchport mode trunk

switchport nonegotiate

speed 100

duplex full

HH FH H H H
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# Configure gos to trust this interface

auto gos voip trust

gos trust dscp

# Ensure fast access to the network when enabling the interface.

# Ensure that switch devices cannot become active on the interface.
spanning-tree portfast

spanning-tree bpduguard enable

Switch# show parser macro description
Interface Macro Description

SmartPort ¥4 OO XK

SmartPort ¥ 7 v % F/R"9 HI21E, £ 1521 THEHE EXEC a2~ FO 1 >F 3o a~r R

fEHLET,
& 15-2 SmartPort ¥/ O%&R§H-HODITVF
avwy kR B&
show parser macro BTESNETRTO~Z7usaF R LET,
show parser macro name macro-name BEOD~ I/ R R LET,
show parser macro brief REINTE-~7udDL4uiezR A LET,
ﬂwpumrmuo@mﬂﬁhnhﬂuﬁw FTRCDOA LV E—T oA AFTITEEEINT A X —T = AD~
interface—id] yuaOHAErFRRLET,
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