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ARP Xv v aDRA A=

ARP ¥y vy ak [IRAX=0F (G54 §52LI1C8-oTC, LAY 2%y b= ZERISNZER
AR, AA vFRBIONV—FE2HBETEET, HE2F, BEOLIZ—YN, 7 %y MRS
VAT LD ARP v v Va2 A= 7352 LIk -»TC, 7%y hOMOKRA MZAT Hh
TR 7 400 B ATZETHHEERH D £,

RO EEZEZTHET,
39-1 ARP vy aDRAX=0Y
A A ’—B HB
(1A, MA) (1B, MB)
C
HC N
(IC, MC) g

AAKNHA, HB, HC1Z. AA v TF DA X —T A A A, B, CITHEEINLTEY, TXTHE—D
Y7 xy FEIZHYET, TNENDOIP T KL AE MAC T RLAE, By aNIZERINLTWET,
72 & 213, A A~ HA 13, IP7 RLATIA &E MACT7 FLAMA ZHLET, HA 8 IP L A ¥ ® HB
LEETAIVLERD DHEA. HA WX IB IZHIGT Sz MAC 7 KL A0 ARP ExRE 7 o — K% 4 2
L EJ, HB 73 ARP %*%ﬂ:ﬁré L3Iz, HBO ARP v v =iz, IP7 FLRATA BXW
MAC 7 RV A MA ZFfDOFRA MDD ARP XA VT 4 IR ANENET, HB2S HA IS E+25 L.
HA ® ARP ¥+ v 2P 7 FLZAIB & MAC 7 FL A MB #EOKR A DAL UF 4 VIR AS
ENnET,

ARAPFHCIZ, IPT7 FLVAIA (F721X1IB) &£ MAC 7 KL 2 (MC) DRA MDA VT 4 2 T % FF
OEEESNT- ARP JEE 2 70— KXY A F+T5Z2LICL > T, HA E HB D ARP v v =% [RA
A= 7] TEFET, RARX=U 73N ARP v vy aZffoR X M, TA £IXIB IZHIT BN
72hT 7497055 MACT FLAELTMACTY RLAMC A LEYT, 2FH., HCIZZ D b
7747 ERITZELET, HCIXIA & IB XTI 6N IELVWMAC 7 RLRAZH -S> TW5HT
W, ELWMAC 7 FLA%3E5hE LTHATS ’ﬂ%@fz F RITZEENTZ ST 7 4 v 7 Zifinik
T&F9, HCiZ. HASHB ~D 77 4w 27 ARV CHYBEEEIVATEIEZ LI
9, ZAUFEURI e TR BT,

DAI ®B#Y

ARP ORA X= v VKR IET 51203, A4 v FI3E%7e ARP EREB I OIRELITFNY L—&n5
T EHRMERTAMLENHY £, DALIZ, T3TD ARP R L IGEEZRITZETH LIk TZh
LOKEEEET, RITZEENEE 7y b, o—B/V ARP v v v aNEH SN DA, £/
1337 > DY RSERICERE SN A RN, B2 MAC/IP 7 RLADNAL T o v 7 ERE SN E
T, N ARP Xy M Fuey 7S Ed,

DAL IE, ARP X7 v NOFMMNE, BEMNOH 57 — X X=X TSN F27 MAC/IP 7 KL A
DNA T 4V TIESOTHRILET, 07 —#~X—2 (%, Dynamic Host Configuration Protocol
(DHCP) AX—t 773 Virtual LAN (VLAN; {5 LAN) BXOYET 2 AL v F TS X —T/MT
SINTWDHEHAIC, DHCP A X —E U ZOETRICER SN E T, 512, DALIL, FHICHRESN
72IP 7 RUVRZBMERATARA MELFET 72010, 2 — 03T L7z ARP Access Control List
(ACL; 77 tA arvhr—/ UZX L) L ARP RTy FEHAETEET,
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#4432 v95 ARP A v xR avizohvt M

N7y NOIPT RLABRENTHHBHE. 721X ARP <47y FOERKIZH S MAC 7 RL AR A —3
Iy h Ny ZA—ITHRESINTET FLRALE—HELAWEAIZ, ARP X7 v 42 Fa vy 7423 X 912 DAI
ERETHZ tfbf—é&ia‘

A=A ADEFERE. £X21 )T+ BRER. BLURY FT7—

9 DIEK

DAI W, VAT LA EDOKA U H—T oA AEEREEZSIGHTET, BEHTEZLHM 0 F—T A R
%'fn L/7L\_/\/7/ k i j—’\f@ DAI ﬁ%mua’—l‘/77j“ém§éﬂij—o 'TD%EVC%@:[/\/( V=T AR
WZHER LNy M, DAL R o X 2SI ET, DAI O— ey 8T — 7k TiL, &

A~ R— MR SNITZT_XTOR— I, untrusted (B TE2W) [IHRESNET, A v FIC

Bt SN TR TOR— M, trusted (B TEZ %) IKHESNTWET, ZOFETIE, FIEDR

AYFNPOERYy NT—=JIZ AT XTO ARP X7y MitXxa VT Fov BB LET,

X 39-2 DAI i VLAN 128143 ARP /84 v FORER
DHCP H#—/°
=1
L
A4 vF Si AL Y F S2
-’ Fa6/3 Fa3/3 ’
Fa6/4 Fa3/4
ARk H1 AR H2 3

fcﬁﬁ«lﬂt DOREITNE, EENPSLETT, trusted IZTDHENRH A2, untrusted 1214 > F—7 = A

WET DL, ERN KD FRERH Y £9, S1 & S2 (K 39-2 M) OMSF2, HI & H2
75:1%%#5 VLAN FR— h ECTDAI ZF(TLTWA E{E L, HI & H2 28 S1 128t &7z DHCP
=N HDIP 7 FLAEFRET 25A120%, S1 72T 28 1P % HI 0) MAC 7 RV RIZ"A4 > RLE
T, L2 o> T S1 & S2 DA & —7 = A A untrusted D4, H1 750D ARP /347 v RS2
ThRey7a3nEd, ZORETIE, HI &£ H2 @F'ﬂ@&m#%bni@“

FEERIZ1X untrusted DFHIC, A X —T =4 A% trusted ICHET D E. XY hTV—271ZtFX=2V T 4
A=Y £3, SI M DAI %%??L'Cl/\iﬁl/\fa/\ﬂi\ HI1 XA HIZ S2 @ ARP (BXOVISL (A
Ay FEIY 7)) P trusted ICRESNTWEEED H2) 2R A A= 7 TEET4, Z0REITZ, S2
MDAl ZEITL TV THREAELET,

DAI (%, DAI #FE{TT 5 A A v FICHER I BHEHTERWA VX —T oA A LD) BFA RN,
Fy NI =T DFDMMDEARD ARP v v aiRf A= 7 L0k o IcLET, 2L, *y
N7 =27 DFDHOEREIMOEDHEA RN, R EINTVDBEA DXy v ak R A= 7 Lgne
IR Y £/ A,

VLAN O—35D A A v F N DALl #FEITL T, Y DAL v F 2 DAL Z#FEIT LW — A THLT 51z
. ZOEIRAAL v TFE2BRTHA L F—T = A A% untrusted ICHETHLENHY £, 7277
L. DAL JEXIEA AL v FNH DRy NONSA VT 4 0 75 ERT 511X, DAL #ETTH5 A4 v F
IZ ARP ACL BREESN TV DRERSH Y T, ZO XIS T 40 v TEHBITE WA,
DAI #5173 5 A A v F % DAL HEREAAL v FNE LAY 3 THEETAMLERH Y £,

[ oL-22250-01-J

YI2b9z7av74¥al—vay A4 F—YY—XI0S-XE3.1.0SG



#39%E DAIDORE |

WM #(+395 ARPAYARHIL I UIZDNT

~

(GE) DHCP ¥ —BLUOF Y hU—Z7 OREICE>T, VLAN NOTRTDAA v F ETHED ARP /<
Ty FOHEBNFATTERVEENH Y £,

ARBTFA4IY AT 425 DHCP RX—E VS DTy M) QO
TS5A44) T«

AR L7=& 912, DAIIZDHCP AX—tE 7% U T, A%h72 MAC/IP 7 RLADNRA T 4 2 7D
T—HERX—=2E AN LET, o, ARP N7 v N E IR E S ARPACL EMELET, 22
THEETLILENDH D DL, ARPACL A DHCP A X—V 7 F—4_X—20x ) L0 ELRSHh
H5E0HZETT, ARP N7y MIEuIZ, =—H 05 E L7z ARP ACL L lb# X ¥ 3, ARP ACL
N ARP X7 v FEEER LA, DHCP AX—E L FIC ko TANINTET —Z_— RGN A
CT AV ITREETAHETH, Ny MRESSNET,

FayFEhf=nsy roR¥xo s

AAFPNRTy bRy 7d5E vs Ny 77y FUBAT S, RIZL— MEEEA T

VAT L A vE—URERINET, AvE—VOERKZ, Ay FIEe s Ny Trnbz s M &
77 LET, tr7 2 b U, 7e—FHl (5215 VLAN, &— &5, EETestIP 7 ML
A, BEOEEIL L5 MAC 7 RL R YY) BREENET,

Ry Z7AOZ MIBEBIBVAT L Ay E—V2ERTOOICHEERBTLEL R MK
ZERET HICIL, ip arp inspection log-buffer 72—/ L 2> 7 4 ¥ al—va v avr REHFHL
F9, mEIND Ty b FATEIBET HITIL, ip arp inspection vlan logging 7 n—/3L 2
Z4F¥alb—varavryFeHLET. FELOREFIECOWTIE, TrZ RNy 77 ORE]
(P.39-14) 2L TLKEI W,

ARP /N7y kD L— FHIR

DAI % CPU THRMREA1T D DT, DoS WH (— v AEMLE) ZBi<T2dIcFERE ARP X7 v |k
BHRL— MRS TWET, 7740 FTIE, BETERNAS U F—T = AD L — NI 15 pps IZ
HESNTBY, FHEHTEXDAM 2 —T oA AZEL— MIRAH Y £ A, &fE ARP X7 v hO
L— MRE SNTHIRE B % 235615, &— b2 errdisable 27— MIEINE T, FHERTAT
5FET, A= MIZOEEDIRETT, errdisable recovery 72—/ )L a7 4 Fal—a L av
v RIZE D errdisable B % A X —T T LT, A= "BRBEDX A L7 7 MREM ORI E B BIRYIC
ZDOAT—= I bEETEL LI LET,

A 2B —T 2 A ATHERFET D ARP ERB LV ARP JEE O L— k& #IR3 % (2%, ip arp inspection
limit 70—\ 207 4 Falb—vagry avr REFHLET, b— MHIBEXRA 2 —7 A R LI
BRI ESNTWRWRY , A X —T 2 ADFHIREEZET T 5L, TOEEKEDOT 7 11
MEDOL— MHIRICETEINE T, 2FV, FEETERNA X —T A AT 15pps T, FIATZ 5
AV H—=T oA ZAFTEHIRICA D £, L— MIRSIRIOICERE I NZHEAE. BEHRENMEE SN
ThA ¥ —7 = AFIZ DL — MR ZREFL £ 9, ratelimit 2~ > KD no BB HEHIND &
AVE—=T 24 ATV DTHT 740 DL — MIIRMEIZEY £7., FFLOWREFIEICOWTIE, 15
& ARP "7 v b L— RMER) (P.39-17) 22 LTS ZE 0,
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(#F) DAINAX—T7NLVOHE, TTOARP A7 v ME, CPUICL > THEEENES (Y7 hy =7
B A= RR), ZOAB=ALTE, A7y MBREER -2 LTEREhD & &2, CPU IS
L0 WOR= R EFABDNT Y FOAE—ZAERT HMERH Y £F, 2£V, HIR— M
CPU OfR# 7 7 7 #1270 £3, EHIT, QoS AV > 7'M, CPUIZ k- Tk S izl v b
ETEAENSSE. QoS 1L CPU THHEMSNDILENDHY £ (h— U =T ik X, CPU
WL o TAERENT Ny R TIEA 7DD, CPUILK s TEKR ST/ vy MZ2W T, »~—F
V=7 T QoS ZEMATH I LIXTEEREA), WGTDT 77 Fid, CPU DHEMR LIV EIHICH
ST DAREMRH Y 5,

R— bk FrRILEFDEME

FTEOWELR — NI, WEIR— b F ¥ R VOEERENR - LG T F ¥ 3 VITIMATE £

T, —EHLARTIR, WER— B F vy 2L THET S EEOREIZRY 9, Fv3xLiE, Frx
JTIMA LT i W) O ER AR — b OEHEIREZ A LTI, TD7D, RYIOWEKR— N OEFHEIRREIL,
T FOVOEFREBIC—HTI2LERDH D T A,

BT, fERRREEN T v 2V ETER SNIZHE T, BT LWEBIREL T v RV KT 5§~ T
HAR—FLICRESNET,

R— b F¥ 2 b — MR, 3R 9, BBEA - EOKEAST Y bOL— I,
WHAR—FORETITRL, A—F F¥ XVORE L HBHERINE T,

R—=F Fr R Lo — MIRHREILZ. WHER—FOREIEFELEEA,

L— MHIBRIZ, T X TCOYEFR— N TRESNET, 2F0, A—F Fr 3V EOEF Ty FO
L— NI, 9 _RTOMER—MIBITAL—FOGFHEELL Y £9,

727 ED ARP Ry MZLb— MillREZRET 2%A. 1 2O VLAN LoFEWwL— MlBRIZ X -
T, A= RV 7 F U =TI2X > Terrdisable iIZ& 7= L &2, ZDOMho> VLAN (2 DoS) B M4T
PUDREMZ R D WREMER H 5. VLAN £ %5 L+ 2 568ERH Y 4, RIS, K—F Fyxrirn
errdisable D5, 1 DOYEAR— ~ EOFEWL— MHIRIZ, v X VNOMOF— h &1 S8 57
Riz72 0 £9,

DAl DE&TE
TITIEH, ALy TFLETDAI ZRET D FIRICHOWTHBALET,
« [DHCP 588 T?» DAl O &) (P.39-6) (M)
« [3E DHCP 855124 % ARP ACL ®% & (P.39-11) (fEiE)
o B Ny T7yoikiE] (P39-14) ()
o [F{Z ARP X% v b L — MHIRR) (P.39-17) ()
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DHCP RiE T®O DAl DFEE

A7y71
AFy72
27973

WOFNEIL, 2 O2DAL v F N OEEEZ VR — T 28550 DAl OFEHFEEZRLTVWET, FA
FLIZAA Y F AL, RRAR2FAA v TF BIZEREINET (K 393 250), MEFDAA v FIiL,
ARA RBIEET D VLAN 100 ETDAI #E4TF L TWET, DHCP +— [T A A v F A TSN E
T, WHFOFRARMIFELT DHCP =05 P 7 RLAZRELET, 2FE0, AL vF AIZIEFA B
LORA T 4T RHY, AL v F BIIEIFA N2 T 4 T RHY ET,

39-3 DAI 24 #—7 L1 VLAN £ T®D ARP /345y FORER
DHCP H#—/\

y_/

=

__

AA YT A AAYF B
P SISy -
I
RA B 1 KRR K2 ,E_

)

) Z{5 ARP ZEREB LW ARP InED IP/MAC 7 RV A XA T 4 v 7 MR T 5384, DAI iX DHCP
AX—=O T NA T 40 T—=E_X=ADT b UICESEET, IPT FLRZEHMIZHIY HTH
7= ARP N7y FEFFR[T 572012, DHCP AX—E U I NA RX—T N THDHI L EHERLTLIEE
W, BEFHICOWTIE, % 38 % [DHCP AX—E 7 [P V=2 H—F, BIOAZT 4 v/ K
A FDIPSG OFE] #ZRLTIEE,

1 DDAA v FI2F 25 DAL REZ VR — b 9§ 256 O DAI OFETIEICOW T, 19 DHCP BR5iiC
%35 ARP ACL O E] (P.39-11) 2L T ZaVy,
DAI 3% ET 5121F, WHFDAA v F ETIROEEEZITOVET,

avwy kR B

Switch# show cdp neighbors 2A >y FROBERZ MR L ET,

Switch# configure terminal Ja—R) a7 4 FXal—raryET—REe@EBELET,

Switch(config)# [no] ip arp inspection vlan |V AN Hif7 T DAl A4 %—7VICLET, T 74/ T,

vlan-range

DAIL IZ§_T® VLAN TT 4 &E—7 /L TT,

DAl #7 4 E—7 MIZT 5ITiE,
no ip arp inspection vlan vian-range 70—/ NV 37 4 ¥ 2
L—varyavry REALET,

vlan-range 121X, VLAN ID %5 Tilkjll =415 H—D VLAN,
NA 7 TR BN VLAN #iH, 723~ TRz
—H D VLAN Z5E LEd, HETE HHMIL 1 ~ 4094 T
K

WG DAA v FIZFE L VLANID Z2HE L E7,
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avwy kR

E]:3)

AF97 4 Switch(config)# interface interface-id DAL v FIEHFINDA v F—T = AEHFELT, A4

H—T xR AT 4 X2l —gy B— REBBLET,

X'T"‘}j5 Switch(config-if)# ip arp inspection trust 2 A v FROERE % trusted IZRE L F T,

AV E—T A ZEEFTERVIREBIZET I,
no ip arp inspection trust f > ¥ —7 A X 27 4 Fa b —
varvavwry REMFALET,

FI7 I NTIE, TRTDOA »FZ—7 = A A untrusted TJ

AL v FIE, BETEDAN VX =T = A A LOMD AL v F
HEIE LT ARP N7y FOMEGERETVEE A, BIZAT Y b
ZERE L ET,

BHETERWVA I =T = ZDBHE, A v FITTTD
ARP ZR & ARPISEEZMITRELET, m—h b v via
EEFL., ST 55y hEREBRT BRI, TR
L7y FISENZR IPIMAC 7 R LA NS T 4 o T e D
MEIIMERIELET, A vy FIE, BTy FERBIEL,
oz

ip arp inspection vlan logging 7' = —/ )L 27 ¢t ¥ a2 L —
ay avry RTHRESN X IHREIE-TRr T Ny
T 7ICEEELET, REIC OV, T Ny T 7 ORGE)
(P.39-14) 2L TLKEEIVY,

ATY976 sSwitch(config-if)# end b EXEC =— RIZEY £,

AF97 1 Switch# show ip arp inspection interfaces DAl O EXHER L E T,

Switch# show ip arp inspection vlan

vlan-range

ATY7 8 Switch# show ip dhcp snooping binding DHCP XA > F 4 v xR LU ET,

AFY79 Switch# show ip arp inspection statistics DAl O#iEHEHM AR L E T,

vlan vlan-range

A797 10 Switch# copy running-config startup-config (EE) 2o 74FXal—Yay 77 A NVICREXHRGFLET,

AA1YF A

WIZ, VLAN 100 DA A »F A LT DAl Z&RET DR LET, A4 »F B THIEMKDO FIEZET
LET,

SwitchA# show cdp neighbors
Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
S - Switch, H - Host, I - IGMP, r - Repeater, P - Phone

Device ID Local Intrfce Holdtme Capability Platform Port ID
SwitchB Gig 3/48 179 RSI WS-C4506 Gig 3/46
SwitchA# configure terminal

SwitchA (config)# ip arp inspection vlan 100

SwitchA (config) # interface g3/48

SwitchA (config-if)# ip arp inspection trust

SwitchA (config-if) # end

SwitchA# show ip arp inspection interfaces

Interface Trust State Rate (pps) Burst Interval

Gil/1 Untrusted 15 1

[ oL-22250-01-J
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Gil/2

Gi3/1

Gi3/2

Gi3/3

Gi3/4

Gi3/5

Gi3/6

Gi3/7

Gi3/8

Gi3/9

Gi3/10
Gi3/11
Gi3/12
Gi3/13
Gi3/14
Gi3/15
Gi3/16
Gi3/17
Gi3/18
Gi3/19
G1i3/20
Gi3/21
Gi3/22
Gi3/23
Gi3/24
Gi3/25
Gi3/26
Gi3/27
Gi3/28
Gi3/29
Gi3/30
Gi3/31
Gi3/32
Gi3/33
Gi3/34
Gi3/35
Gi3/36
G1i3/37
Gi3/38
Gi3/39
G13/40
Gi3/41
Gi3/42
Gi3/43
Gi3/44
Gi3/45
Gi3/46
Gi3/47
Gi3/48

Untrusted
Untrusted
Untrusted
Untrusted
Untrusted
Untrusted
Untrusted
Untrusted
Untrusted
Untrusted
Untrusted
Untrusted
Untrusted
Untrusted
Untrusted
Untrusted
Untrusted
Untrusted
Untrusted
Untrusted
Untrusted
Untrusted
Untrusted
Untrusted
Untrusted
Untrusted
Untrusted
Untrusted
Untrusted
Untrusted
Untrusted
Untrusted
Untrusted
Untrusted
Untrusted
Untrusted
Untrusted
Untrusted
Untrusted
Untrusted
Untrusted
Untrusted
Untrusted
Untrusted
Untrusted
Untrusted
Untrusted
Untrusted
Trusted

15
15
15
15
15
15
15
15
15
15
15
15
15
15
15
15
15
15
15
15
15
15
15
15
15
15
15
15
15
15
15
15
15
15
15
15
15
15
15
15
15
15
15
15
15
15
15
15
None

SwitchA# show ip arp inspection vlan 100
Source Mac Validation
Destination Mac Validation
IP Address Validation

Vlan

100

Vlan

100

Configuration

Enabled

ACL Logging

Disabled
Disabled
Disabled

Operation

Active

DHCP Logging

SwitchA# show ip dhcp snooping binding

ACL Match

F PR RPRPRPRRPRPRPRPRPRPRPRRPRPRPERERPRRPRPRPRPRRPRPERERPPRRPRERPPRERRPRERRPRRERERRERRERERRERRRE P&

=4
~
b=

Static ACL
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MacAddress IpAddress Lease (sec) Type VLAN Interface
00:01:00:01:00:01 170.1.1.1 3597 dhcp-snooping 100 GigabitEthernet3/27
Total number of bindings: 1
SwitchA# show ip arp inspection statistics vlan 100
Vlan Forwarded Dropped DHCP Drops ACL Drops

100 15 0 0 0
Vlan DHCP Permits ACL Permits Source MAC Failures

100 0 0 0
Vlan Dest MAC Failures IP Validation Failures Invalid Protocol Data

100 0 0 0
SwitchA#

A1vFB
SwitchB# show cdp neighbors
Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
S - Switch, H - Host, I - IGMP, r - Repeater, P - Phone

Device ID Local Intrfce Holdtme Capability Platform Port ID
SwitchA Gig 3/46 163 RSI WS-C4507R Gig 3/48
SwitchB#

SwitchB# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SwitchB(config)# ip arp inspection vlan 100

SwitchB (config) # interface g3/46

SwitchB(config-if)# ip arp inspection trust

SwitchB (config-if) # end

SwitchB#

SwitchB# show ip arp inspection interfaces

Interface Trust State Rate (pps) Burst Interval
Gil/1 Untrusted 15 1
Gil/2 Untrusted 15 1
Gi3/1 Untrusted 15 1
Gi3/2 Untrusted 15 1
Gi3/3 Untrusted 15 1
Gi3/4 Untrusted 15 1
Gi3/5 Untrusted 15 1
Gi3/6 Untrusted 15 1
Gi3/7 Untrusted 15 1
Gi3/8 Untrusted 15 1
Gi3/9 Untrusted 15 1
Gi3/10 Untrusted 15 1
Gi3/11 Untrusted 15 1
Gi3/12 Untrusted 15 1
Gi3/13 Untrusted 15 1
Gi3/14 Untrusted 15 1
Gi3/15 Untrusted 15 1
Gi3/16 Untrusted 15 1
Gi3/17 Untrusted 15 1
Gi3/18 Untrusted 15 1
Gi3/19 Untrusted 15 1
Gi3/20 Untrusted 15 1
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Gi3/21 Untrusted 15
Gi3/22 Untrusted 15
Gi3/23 Untrusted 15
Gi3/24 Untrusted 15
Gi3/25 Untrusted 15
Gi3/26 Untrusted 15
Gi3/27 Untrusted 15
Gi3/28 Untrusted 15
Gi3/29 Untrusted 15
Gi3/30 Untrusted 15
Gi3/31 Untrusted 15
Gi3/32 Untrusted 15
Gi3/33 Untrusted 15
Gi3/34 Untrusted 15
Gi3/35 Untrusted 15
Gi3/36 Untrusted 15
Gi3/37 Untrusted 15
Gi3/38 Untrusted 15
Gi3/39 Untrusted 15
Gi3/40 Untrusted 15
Gi3/41 Untrusted 15
Gi3/42 Untrusted 15
Gi3/43 Untrusted 15
Gi3/44 Untrusted 15
Gi3/45 Untrusted 15
Gi3/46 Trusted None
Gi3/47 Untrusted 15
Gi3/48 Untrusted 15

SwitchB# show ip arp inspection vlan 100

Source Mac Validation : Disabled
Destination Mac Validation : Disabled
IP Address Validation : Disabled
Vlan Configuration Operation ACL Match
100 Enabled Active
Vlan ACL Logging DHCP Logging
100 Deny Deny#

SwitchB# show ip dhcp snooping binding
MacAddress IpAddress Lease (sec)

00:02:00:02:00:02 170.1.1.2 3492
Total number of bindings: 1

SwitchB# show ip arp insp statistics vlan 100

PR PR RPRRPRPRPRRPRRERRRPRRRRRRRRRRRRR

N/A
1
1
Static ACL
Type VLAN Interface

dhcp-snooping 100 GigabitEthernet3/31

Vlan Forwarded Dropped DHCP Drops ACL Drops
0 2398 0 oo
Vlan DHCP Permits ACL Permits Source MAC Failures
0 238 o o0

Vlan Dest MAC Failures IP Validation Failures Invalid Protocol Data

100 0
SwitchB#
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JE DHCP Bi#(-%t9 % ARP ACL ORE

YE

ROFIEIL, 24 »F B (¥ 39-3 (P.39-6) @& M) 5 DAI £721Z DHCP AX—tE' 7 &% R —F L
RWNGE D DAL ORETEZ R L THET,

AL vF ADOKR—F 1% trusted IZRELTZHE, AL v T ABIOKRRA N LIZFAA »F B 72138
AR2ICKVBBINDAEELRH DD, X2 )T 4 m—ABBAELET, ZOFEM%2B51Ed

51213, A4 v F ADOKR— 1 1 % untrusted IZHEETHIMLERH Y T, FA 2 N5D ARP X7y
M &FFR[9 BI121E. ARP ACL #3%E L. VLAN 100 l[CEHT 2 MLERHY £, "AF2DIP T K
VARRAZT 4 v 7 TR, A4 YT ADACLREZHHATERWVWEAIZ. LA VY3 TASA YT AL
ALy TF BEHSEEL, ZNODAL v FHONry N v—T 4 I3V —F 2 EHATHLERSH Y

7,

(FE DHCP BREED A2 A v F A £ T) ARP ACL ZRET DITiE, ROIEEEFATLE T,

avvk E]:5
AT971 Switch# configure terminal Jua—rb a7 4 X2l —vary ET— REHEL
£
AFw7]2 Switch(config)# arp access-list acl-name ARPACL #FE# L T. ARP 77 ERAY A 22

T4 Xa2lb—rary ET—REHBELEST, T 72
FTiZ, ARP 772 U R MIERBENTWELE
Ao

(G¥) ARP77Z7tx URALDOEKREIZIK, KR
deny ip any mac any =~ > K2R H Y £,

AFw7 3 Switch(config-arp-nac)# permit ip host sender-ip mac BESNTERARN GRAR2) 225D ARP 24 v k
host sender-mac [log] BHAELET

o sender-ip \ZiX, "AN2DIP T KL A% AT
LET,

e sender-mac \Zix. FAF2DMAC 7T KL A%
ADLET,

o (fEE) log #F5E LT, Access Control Entry
(ACE; 772 arvio—rxh)) Ic—%
ToHRTry ben s Ny 7l LET, ip
arp inspection vlan logging 7' v —/ 3L =1~
7 4 ¥ a2 l— 3y 2<vr KT matchlog ¥ —
U—FERELLESGEL, — BT 577y b
RSN ET, FMICOVWTIR, Try Ny Ty
DOEE] (P39-14) 22 L T IZE0,

AFv7 4 Switch(config-arp-nac)# exit Ja— ) a7 4 FXFal—yary BT—RNIEDE

‘d—o
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avwyk

E[:5)

AFv75 Switch(config)# ip arp inspection filter arp-acl-name
vlan vlan-range [static]

VLAN (Z ARPACL Z#MHLEd, 774/ T
X, WPFho VLAN 26 ARP ACL IZEZESALTW
EH A,

e arp-acl-name (2%, A7 v 72 TERINT
ACL4 zHEELET,

o vian-range \ZI%, AA v FBILUHR R FBEE
9% VLAN #f8E L$3, VLANID &= Tk
BlEnie 1 5O VLAN, ThZinznA{ 7T
XH]->7- VLAN #P, £72i3 0 ~TRY-7-
—H# D VLAN #4858 FECTE £¥, fEETE DM
1T 1 ~4094 <9,

e (f£E) ARP ACL NORFBROIET % HRI 22 4E
HELTHRY WV, ACL NORTOMIZ—H L7
Wy b E Ra v T ABIC, static 4R
ELEJd, DHCP XA T 4 I3 ENE
A,

IOXF—U— RERELZWVWEARIE, 77y b
ST DR RG2S ACL WIZ2WZ & %
BWRL, %7y b2 ACL NoAICc—E LR &
DHCP A 5 4 73w OFFA £ 721%
HEERELET,
IPPMAC 7 RL A A UF 4 T OHZE T ARP
Ny Mid, ACL &k EnEd, 778X U X B
NEIFRI L7y TR SN E T,

AFv7 6 Switch(config)# interface interface-id

AL v F BICEHEINTAAL Y TF AL F—T <
A AEEEL, f v A —TxA A AT 4 Fal—
var ®—RERBLET,

AF97 T Switch(config-if)# no ip arp inspection trust

AL v F BIZHHRENTZAAL v F ADA L HI—T =
A A% untrusted & L CHRELE7,

T 7AWV BT, TXTCOL X —T = AN
untrusted T,

FBHECTERWVWA U H—T =2 f ADEE, AL v FIE
FXTO ARP sk & ARP IRE#MRAT%ELET,
O2—HN Xy vy o BWHE L, YT DI
oy NEBRET HENC, RITZE LTy MDA
72 IPIMAC 7 RV A XA T 4 v T RFFONE D
MERGELET, A vFiL, BTy &2 R
2w 7 L. ip arp inspection vlan logging 7/ =7 —
NarZ 4 Fal—igryavy NCHRESN -2
FUTREIIE-TRT Ny 7 7R LET,
PR OWTIE, Ty Ny 7y ofgiE] (P.39-14)
EHZBL T I,

AF978 Switch(config-if)# end

Kt EXEC £— RIZRE D £7,
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AF979 Switch# show
Switch# show
Switch# show

arp access—list[acl—name]

ip arp inspection vlan vlan-range
ip arp inspection interfaces

DAI O EZHER L ET,

ATY7 10 Switch# copy

running-config startup-config

RAFLET,

ARP ACL ZHIBr3 %I21X, no arp access-list 72— 3L a7 4 Fal—v gy avwr RE[HAL
F7, VLAN IZHIGfHT Hiv7c ARP ACL ZHIER9 %51Zi1%. no ip arp inspection filter arp-acl-name
vlan vian-range 7 e — NV a7 4 Xab—vay avwr REfHLET,

WIZ, AA vF A FD hostB L5 4H1D ARP ACL 2% EL. AA B 75D ARP %4 v ~ (IP

7 FLA170.1.1.2, MAC 7 FL2222) %

A— 1+ 1 % untrusted IZRET LB 2~ LE T,

SwitchA# configure terminal

Enter configuration commands,

one per line.

SwitchA (config)# arp access-list hostB
SwitchA (config-arp-nacl)# permit ip host 170.1.1.2 mac host 2.2.2 log

SwitchA (config-arp-nacl) # exit
SwitchA

(
(
(
(
(

FFATL. VLAN 100 iIZ ACL @M L. A vF A kD

End with CNTL/Z.

config)# ip arp inspection filter hostB vlan 100 static
SwitchA (config) # interface g3/48
SwitchA (config-if)# no ip arp inspection trust
SwitchA (config-if)# end
SwitchA# show arp access-list hostB
ARP access list hostB
permit ip host 170.1.1.2 mac host 0002.0002.0002 log

SwitchA# show ip arp inspection interfaces

Interface Trust State
Gil/1 Untrusted
Gil/2 Untrusted
Gi3/1 Untrusted
Gi3/2 Untrusted
Gi3/3 Untrusted
Gi3/4 Untrusted
Gi3/5 Untrusted
Gi3/6 Untrusted
Gi3/7 Untrusted
Gi3/8 Untrusted
Gi3/9 Untrusted
Gi3/10 Untrusted
Gi3/11 Untrusted
Gi3/12 Untrusted
Gi3/13 Untrusted
Gi3/14 Untrusted
Gi3/15 Untrusted
Gi3/16 Untrusted
Gi3/17 Untrusted
Gi3/18 Untrusted
Gi3/19 Untrusted
Gi3/20 Untrusted
Gi3/21 Untrusted
Gi3/22 Untrusted
Gi3/23 Untrusted
Gi3/24 Untrusted
Gi3/25 Untrusted
Gi3/26 Untrusted
Gi3/27 Untrusted

Rate (pps)
15
15
15
15
15
15
15
15
15
15
15
15
15
15
15
15
15
15
15
15
15
15
15
15
15
15
15
15
15

Burst Interval

PR PP RPRPRPRPRPRRPRPRRERRRPRRRRRRRRRRERRRRRERP &
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Gi3/28 Untrusted 15 1
Gi3/29 Untrusted 15 1
Gi3/30 Untrusted 15 1
Gi3/31 Untrusted 15 1
Gi3/32 Untrusted 15 1
Gi3/33 Untrusted 15 1
Gi3/34 Untrusted 15 1
Gi3/35 Untrusted 15 1
Gi3/36 Untrusted 15 1
Gi3/37 Untrusted 15 1
Gi3/38 Untrusted 15 1
Gi3/39 Untrusted 15 1
Gi3/40 Untrusted 15 1
Gi3/41 Untrusted 15 1
Gi3/42 Untrusted 15 1
Gi3/43 Untrusted 15 1
Gi3/44 Untrusted 15 1
Gi3/45 Untrusted 15 1
Gi3/46 Untrusted 15 1
Gi3/47 Untrusted 15 1
Gi3/48 Untrusted 15 1

SwitchA# show ip arp inspection statistics vlan 100

Vlan Forwarded Dropped DHCP Drops ACL Drops
015 e 109
Vlan DHCP Permits ACL Permits Source MAC Failures
0 o o

Vlan Dest MAC Failures IP Validation Failures Invalid Protocol Data

100 0 0 0
SwitchA#

A4g I\ 27 7DEE

AA TNy Me Ry r7dsE, vl Ny Tz VU RAT SN, KRIZL— MEEEAL T

VAFA A vE—UNERENET, AvE—V0EKE, A vFERS RNy T rhbr M) &

VT LET, Fr 7 = bUVIdid, 7e—EH® (518 VLAN, R— &5, EEFxesm%eIP 7 L
A, BIOREETLESE MAC 7 RL AR E) BEEhET,

By RNy 7y bR BEONTy hERTIENTEET, HE2E A V¥ —T oA AP

— VLAN L TRIU ARP RT A —F 2L DOy NaZELIEHAE. AL vy TFidue s Ny 77

TINHLDONNTy bE2 12O M ELTHEAL, TV MNIICHE—DY AT A XA vE—VEAERL

ES N

07 Ny 77 PNAE—R_"—Ta—F555F, v AR Ny T INELRNI EEERL
TH Y. show ip arp inspection log ### EXEC =~ ROH NN FELZ T£d, o> MV IZH
L TENLSOFFHHRITER R INERE A,
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07 Ny 7y @ ET HITIE, ROEEEZITVET,

avy kR

B#Y

ATY71 Switch# configure terminal

Ja—n) ary7 4 X¥al—ay B— REBEBLET,

AFv72 Switch(config)# ip arp inspection
log-buffer {entries number| logs
number interval seconds

AL FIv 7 ARPA VAR gy al Ny 77 2R ELET,

F 74/ FTIE, DAl A 2—TLOEE, HHESE-ITIFey 7Enk
ARP X7 v FRREE&EINET, »7 = UL, 32 T, VAT A
AvE—UOIZ 1 BHY 5 DICHIBESNTHET, rX 7 L— K
X 1 BTd,

F—U—FOEKRIRD LB TT,

e entries number |Z1%, Ny 7 Il ENA = N BEAEELET,
FRE T H#iFHIZ 0 ~ 1024 TY,

* logs number interval seconds |21, FEEDHRBTI AT A XA vE—Y
EAERT L = FUVRERELET,

logs number \Zf8E T HHHIZ 0 ~ 1024 T, % 0 IZHRET D
L ZbVERT RNy T ICRESNETE, VAT L Avke—Y
DRI NER A,

8 E T & % interval seconds OHiFEIL 0 ~ 86400 & (1 H) T9, &
ZOICHETDHE, VAT L Av—UNEEBICAKRSNET (2
TNy T I EIZ D £9),

0 DRIBREITX. 0 Du VR EEL LEX LET,

logs 3 X OV interval O EIX, MAIIEH LE T, logs number X 73
interval seconds Y LV REWHEIX, X &Y TH-T X/Y) kb
EURAT A A yt— VR | BEICEE SRET, CAMSOBAT, Y
& X THST (YX) ROBNERE (B) T1ODYATF A A yvg—
WEEINET,
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ATy73 Switch(config)# [no] ip arp VLAN B CRET 587 v hOZA FHEBLES, 7740 kTl

AFy7 4
2797 5

2797 6

inspection vlan vlan-range
logging {acl—match {matchlog|
none} |dhcp-bindings {all |none|
permit}}

HEEZE ey &Ny MR TRCREREEINET, logged &)
MEE, = U7 Ny 77 NICHFEL, VAT A A v— VPR
INHZEEEWLET,

F—U—FOEKRIKRD LB TT,

* vian-range \Z1%, VLAN ID #F5 Tl 5B —dD VLAN, A 7
Y TCREIS L7 VLAN §iff, 72130 o~ TRE Sz —ED
VLAN & LE ¥, HETE 2HMAIL 1 ~ 4094 TT,

e acl-match matchlog TiZ, ACE =r ¥ VR EIZHE ST ATy b &
ek L ET, 2D~ KT matchlog ¥—V— FZ$EE L. permit
F7/lXdeny DARP 7 7 EAVARN a7 FXal—ay avy
FTlog ¥—V—F&ELZEHEE. 27 ¥—U—F&F2>ACE T
FFAlE 73S Sz ARP 237w g SN E T,

* acl-match none TiZ, ACLIZ—8T 57 v Mt L £ A,
e dhcp-bindings all TiX, DHCP A > F 4 > 71— T 55X THX
o hERERLET,
e dhcp-bindings none Ti%, DHCP XA > 7 1 7|
TRk L EH A
e dhcp-bindings permit TiX, DHCP /XA 7 ¢ » 7 R3FFH L7/
v NERELET,

T BT v R

Switch (config) # exit

HebE EXEC E— RIZED £,

Switch# show ip arp inspection
log

BEE R L ET,

Switch# copy running-config
startup-config

(FE) av74Xal—vary 77 A NMCREEZRTFELET,

FIFN OB T RNy T REI
L—vayavwry REFEHLET, 774/ 8O VLAN v 7R EI

ZER9IZIX, no ip arp inspection log- buffer Ja—s)Lr ar7 ¥ a
WZRTIC

no ip arp inspection vlan vian-range logging {acl-match | dhcp- bmdmgs} 7 2—sL a7 4K
L—Yaryavwy FEFEALET, v Ny 757 %27 U 73 5HI21L, clear ip arp inspection log F74#
EXEC a~v v &l LET,

R OHFIC

DHBTNy T7nbu V2 ERTLOIVLERHD LD

T, v/ RNy 770 U %E 1024 | _&“%Téﬁ{f%rbiﬁ . 100

(2 100

957201, Catalyst 4500 U — R A A v F

ERETLHHELRLET,

SwitchB# configure terminal

Enter configuration commands, one per line.

End with CNTL/Z.

SwitchB(config)# ip arp inspection log-buffer entries 1024
SwitchB(config)# ip arp inspection log-buffer logs 100 interval 10
SwitchB (config) # end

SwitchB# show ip arp inspection log

Total Log Buffer Size : 1024

Syslog rate : 100 entries per 10 seconds.

Interface Vlan Sender MAC Sender IP Num Pkts Reason
Gi3/31 100 0002.0002.0003 170.1.1.2 5 DHCP Deny
Fri Feb 4 2005

SwitchB#

Time

02:05:45 UTC
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=1E ARP /Xy LD L— IR

AA »F D CPU » DAl OMERMAEZIT 5 DT, DoS BEEZH T DIZERE ARP N7 v M AL — b
HIRE SN TWES,

S

GF) A F—Tx2AALDOL— MIRZIRIICHELRWVIRY, £ 4 —7 2 A ADFHERELZZET 5
ZliE. b= MR AEEREOT 7 41 Mﬁ ERSTLHZ LI/ ET, L— MIBRERET D L.
AVE =T A ATEOEFRENER INTZHETOHEI N L — MIRZHERF L ET, noip
arp-inspection limit f > ¥ —7 (A X a7 4 Fal—Yary avr NEANTLHE A5 —T =
A RFT T AN FDOL— MEIRIZED £7,
77 4V hTliX, &(E ARP X7y b L — Fﬁ’&ﬁéﬂtﬂﬁ”ﬁﬁ%ﬂxéﬁ/\ I, R— N
error-disabled 27— MIENPNE T, K— DT v v P U 2Pi<IZIE, errdisable detect cause
arp-inspection action shutdown vlan 7' 72— 3L 27 ¢ ¥ o I/**“/a vavry REMERLT, EX
DOFERZAR— F CTREIZ/R>T0D VLAN OAE VY v hE U LET,
errdisable recovery cause arp-inspection 72— 3L 37 4 ¥ a b — 3y avy REHRET D
L. BX a7 A— b errdisable A7 — FOHAICFEITLTIOAT— ME BHNICHRCTEET, F
7=. shutdown ¥ £ Ot no shutdown O A > ¥ —7 =2 A XA a7 4 FXalb—vary avr REANTDH
L. FEITHOAS =7 TEET, A— b2 VLAN HAL T errdisable ©— KDE4 . clear
errdisable interface name vlan range =~ > F&fEM+ 5 & A— F ED VLAN ZfE A X —7 /1T
THZEHLTEET,
5 ARP N7y bOL— b EHIRT 21213, ROEEZITVET,

avwyr B
AFv71 Switch# configure terminal Ja—)L a7 4 Xal— gy F— REBBALET,
AT97 2 Switch(config)# errdisable detect VLAN Efy Tz — T4 &—7 A2 A 2—T7 I LET,

cause arp-inspection [action shutdown

vlan] (F) ZoavwrFE T74V P TAR—TMTRESNTED,
HBEEPRETDEA VX —T 2 ARV Yy AU IRE
R
27973 switch(config)# interface L—MHRSNDA F =T =2 AEEELT, A 2 F—T =R =
interface-id ‘/74%‘11/*—1\/3‘/—"&*— ]‘%Fﬂ%ﬁﬁbi'@—o
AFy74 Switch(config-if)# [no] ip arp AV B —7 = A A LOFHIE ARP E5RE LTV ARP A D L — b & IR
inspection limit {rate pps [burst L%,

interval seconds] | none}

TI7HNVEDL— NI, BETERWVWA 2 Z—7 = A A TiX 15 pps.
BHETEDA VH—T A ATEHEHIRTT, X=X £ ¥ —r3L
I RBICRESNTWET,

F—U— ROEWRIIKRD LY TT,

e ratepps IZi%, 1 RRICLBES N D HEE T v NI ERZHE L
7, ?E“ﬁf% ZEFHIL 0 ~ 2048 pps T,

e (f£Z) burst interval seconds (21X, E\ L — h® ARP /37 v b
WBELTA v ¥ —T oA REE=F ) 73 5k LI-HRE 7
HClRELET, BECE2®MIT1 ~ 15 TY,

e ratenone T, WP TX 551 ARP /Y7 v b L — MZ ER%E
BELEEA,

ATY7 5 Switch(config-if)# exit Jua—r_)ar7 o Xal—ay T— RNIEY 9,
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=1 =5
AT976 Switch(config)# errdisable recovery (f£Z) DAI @ errdisable A7 — F 0 60O —[mEAE A % —7/LIT L

ySOVA
A7y7 8

25979
AFy7 10

{cause arp-inspection |
interval interval}

ij‘o
T 74V hTIX, BEIET =7 T, [EIERRIE 300 BT,

interval interval 1213, errdisable 27— k7> & [BI1E 3 % B[] 2 70 B 47
THRELET, fHETX 2&MIT 30 ~ 86400 T,

Switch (config)# exit

b EXEC B— FNIZEDY £7°,

Switch# show ip arp inspection REZHR L FET,
interfaces
Switch# show errdisable recovery REZMHRLET,

Switch# copy running-config
startup-config

FE) 274 FXalb—3ay 77 ANMIBRERHRGELET,

T 7 4V O L — MR EIZRTIZIL, no ip arp inspection limit 1 > ¥ —7 x4 X 227 4 ¥ a
L—vay avy FefEALET, DAlOT T —EfE 2T 4 E—7 T 51T,
no errdisable recovery cause arp-inspection 72—/ )L 27 4 ¥ a2 b—v gy avy REEHLE

\?AO

Wiz, HEAT Y Mo EIR (100 pps) ZixiE L, A~—2 MEkg (1 8) 2fET 262 RLET,

SwitchB# configure terminal
Enter configuration command
SwitchB (config)# interface
SwitchB(config-if)# ip arp
SwitchB (config-if)# exit
SwitchB(config) # errdisable
SwitchB (config) # exit
SwitchB# show ip arp inspec

Interface Trust Sta
Gil/1 Untrusted
Gil/2 Untrusted
Gi3/1 Untrusted
Gi3/2 Untrusted
Gi3/3 Untrusted
Gi3/4 Untrusted
Gi3/5 Untrusted
Gi3/6 Untrusted
Gi3/7 Untrusted
Gi3/8 Untrusted
Gi3/9 Untrusted
Gi3/10 Untrusted
Gi3/11 Untrusted
Gi3/12 Untrusted
Gi3/13 Untrusted
Gi3/14 Untrusted
Gi3/15 Untrusted
Gi3/16 Untrusted
Gi3/17 Untrusted
Gi3/18 Untrusted
Gi3/19 Untrusted
Gi13/20 Untrusted
Gi3/21 Untrusted
Gi3/22 Untrusted
Gi3/23 Untrusted
Gi3/24 Untrusted
Gi3/25 Untrusted

s, one per line. End with CNTL/Z.
g3/31
inspection limit rate 100 burst interval 1

recovery cause arp-inspection
tion interfaces

te Rate (pps) Burst Interval
15
15
15
15
15
15
15
15
15
15
15
15
15
15
15
15
15
15
15
15
15
15
15
15
15
15
15

F R R RPRPRRPRPRPRERRPRPRRPRPRREPRERRERPRRRERRRRRRP &
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Gi3/26 Untrusted 15 1
Gi3/27 Untrusted 15 1
Gi3/28 Untrusted 15 1
Gi3/29 Untrusted 15 1
Gi3/30 Untrusted 15 1
Gi3/31 Untrusted 100 1
Gi3/32 Untrusted 15 1
Gi3/33 Untrusted 15 1
Gi3/34 Untrusted 15 1
Gi3/35 Untrusted 15 1
Gi3/36 Untrusted 15 1
Gi3/37 Untrusted 15 1
Gi3/38 Untrusted 15 1
Gi3/39 Untrusted 15 1
Gi3/40 Untrusted 15 1
Gi3/41 Untrusted 15 1
Gi3/42 Untrusted 15 1
Gi3/43 Untrusted 15 1
Gi3/44 Untrusted 15 1
Gi3/45 Untrusted 15 1
Gi3/46 Trusted None N/A
Gi3/47 Untrusted 15 1
Gi3/48 Untrusted 15 1

SwitchB# show errdisable recovery

ErrDisable Reason Timer Status
udld Disabled
bpduguard Disabled
security-violatio Disabled
channel-misconfig Disabled
vmps Disabled
pagp-flap Disabled
dtp-flap Disabled
link-flap Disabled
12ptguard Disabled
psecure-violation Disabled
gbic-invalid Disabled
dhcp-rate-limit Disabled
unicast-flood Disabled
storm-control Disabled
arp-inspection Enabled

Timer interval: 300 seconds
Interfaces that will be enabled at the next timeout:

SwitchB#

1lw2d: $SW_DAI-4-PACKET RATE EXCEEDED: 101 packets received in 739 milliseconds on Gi3/31.
lw2d: $PM-4-ERR DISABLE: arp-inspection error detected on Gi3/31, putting Gi3/31 in
err-disable state

SwitchB# show clock

*02:21:43.556 UTC Fri Feb 4 2005

SwitchB#

SwitchB# show interface g3/31 status

Port Name Status Vlan Duplex Speed Type

Gi3/31 err-disabled 100 auto auto 10/100/1000-TX
SwitchB#

SwitchB#

lw2d: %$PM-4-ERR RECOVER: Attempting to recover from arp-inspection err-disable state on
Gi3/31

SwitchB# show interface g3/31 status
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Port Name Status Vlan Duplex Speed Type
Gi3/31 connected 100 a-full a-100 10/100/1000-TX
SwitchB# show clock
*02:27:40.336 UTC Fri Feb 4 2005
SwitchB#

= ==

HEFEBREDET
DAI T, f&%h72 IPIMAC 7 RV AL VT 4 T %FFD ARP X7y M &RITZEL, LT, F
2y LET, AL v TFNELEMACT FLAL EERMEXY—7 > FIP 7 FL A BIOEET MAC
T RUATEMNOBRELZFITTDEIORETEET,
15 ARP N7y N TREDOHREZFETT 2I121E, ROMEEELITWVET,

avw vk B
AT971 Switch# configure terminal Ja—nN)arZ 4 F¥al—vary T—RFEHBELET,

ATy72 switch(config)# ip arp inspection |3#(3 ARP /347 v h CHEOMAEZEITLE T, 774/ h T, BINO
validate {[src—mac] [dst—mac] [ip]} BEITEITSNEREA

F—U—FOEKRIKRD LB TT,

e src-mac TlE, ARP OARKEANDOZEEFME MAC 7 KL RIZx LTA —H
F v b~y X—NOREFEITLMAC 7 RLAZBRELE T, ZORKRGEX
ARP B3k & ARP IGEICH FIZH L TEITESNET, ZOF = v 7N
/1’7\ TADOEA. BeH MAC 7 RLAZESry MIEE L

DS, Fry7aEnEd,

e dst-mac TlZ. ARP OARKND X —4~ >~ F MAC 7 F L A% LT
A =YXy b Ny Z—HNDOEHMAC 7T RLAZRBRELET, Z0ORK
FEIE. ARP IGFIZKI L CEITENET, ZOF = v 7 BA X —T /LD
Lt B2 MAC 7 LR &R/ MIES L LCoESN,
Fevy7anEd,

e ip Tk, BHTTFHLARWIP 7 RLAIZBE LT ARP OAKZ KR L
£7, 0.0.0.0, 255.255.255.255, BIRTARTOIP vV FF ¥ A |k
T RUVARZNICEZY LET, BHERIP 7 FL AT _TH ARP
REIOARP IRETHEIN, ¥—% v MNP 7 KL AZ, ARP &
TORBREINET,

Dl tb 1 2OF—U—RERETLHIHLERHY £, £~ R
DRioa~>y FOREE EEEXLET, 2FV, a2~ K2 sre BL O dst
mac MR % A X —7 /WL, 2FE DD a~ 2 RN IP RO I & A x—T )L
W L7, sre BEL W dst mae fERIZ 2 BHODa~<w L RIZLV T 1 &—
TR ET,

ATY73 Switch(config)# exit ke EXEC E— FIZEY £,
AT97 4 Switch# show ip arp inspection WEAXHERLET,
vlan vlan-range
AF975 Switch# copy running-config (EE) av 74 X2l —vay 77 A NVIIBRESEELET,

startup-config

W& % T 4 &—7 2T 521X no ip arp inspection validate [src-mac] [dst-mac] [ip] 7 = — 3L =
Y7 4FXab—vary avry FefALET, ik, ey 7 MAC #EGRBOKI, 8 XV IP RO

KWy S OfEEHE# 2 F£7 T 2 1213 packets, show ip arp inspection statistics £5# EXEC =~
FEEHLET,
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WIT, EAETE MAC EREZRET HHZRLET, £ —FF v k ~v X —HNOREFELT KL 27 ARP
RF A HORERA— Ry =7 7 FLAC K LAVEA, <7y NEFry 7 Sh, =F— A v
e URER SN RN B Y £,

SwitchB# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SwitchB(config)# ip arp inspection validate src-mac

SwitchB (config) # exit

SwitchB# show ip arp inspection vlan 100

Source Mac Validation : Enabled

Destination Mac Validation : Disabled

IP Address Validation : Disabled

Vlan Configuration Operation ACL Match Static ACL
100 Enabled Active

Vlan ACL Logging DHCP Logging
100 Deny Deny

SwitchB#

lw2d: $SW DAI-4-INVALID ARP: 9 Invalid ARPs (Req) on Gi3/31, vlan
100.([0002.0002.0002/170.1.1.2/0001.0001.0001/170.1.1.1/02:30:24 UTC Fri Feb 4 2005])
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