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OpenSSL/Open SSL Project
This product includes software developed by the OpenSSL Project for use in the OpenSSL Toolkit 
(http://www.openssl.org/).

This product includes cryptographic software written by Eric Young (eay@cryptsoft.com).

This product includes software written by Tim Hudson (tjh@cryptsoft.com).

License Issues

The OpenSSL toolkit stays under a dual license, i.e. both the conditions of the OpenSSL License and th
original SSLeay license apply to the toolkit. See below for the actual license texts. Actually both license
are BSD-style Open Source licenses. In case of any license issues related to OpenSSL please contact 
openssl-core@openssl.org.

OpenSSL License:
Copyright © 1998-2007 The OpenSSL Project. All rights reserved.
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Redistribution and use in source and binary forms, with or without modification, are permitted provided 
that the following conditions are met:

1. Redistributions of source code must retain the copyright notice, this list of conditions and the 
following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions, and 
the following disclaimer in the documentation and/or other materials provided with the distribution

3. All advertising materials mentioning features or use of this software must display the following 
acknowledgment: “This product includes software developed by the OpenSSL Project for use in t
OpenSSL Toolkit (http://www.openssl.org/)”.

4. The names "OpenSSL Toolkit" and "OpenSSL Project" must not be used to endorse or promote 
products derived from this software without prior written permission. For written permission, please
contact openssl-core@openssl.org.

5. Products derived from this software may not be called "OpenSSL" nor may "OpenSSL" appear in
their names without prior written permission of the OpenSSL Project.

6. Redistributions of any form whatsoever must retain the following acknowledgment:

"This product includes software developed by the OpenSSL Project for use in the OpenSSL Tool
(http://www.openssl.org/)".

THIS SOFTWARE IS PROVIDED BY THE OpenSSL PROJECT "AS IS"' AND ANY EXPRESSED OR 
IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF 
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO 
EVENT SHALL THE OpenSSL PROJECT OR ITS CONTRIBUTORS BE LIABLE FOR ANY 
DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES 
(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR 
SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER 
CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT 
LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY 
OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH 
DAMAGE.

This product includes cryptographic software written by Eric Young (eay@cryptsoft.com). This product
includes software written by Tim Hudson (tjh@cryptsoft.com).

Original SSLeay License:
Copyright © 1995-1998 Eric Young (eay@cryptsoft.com). All rights reserved.

This package is an SSL implementation written by Eric Young (eay@cryptsoft.com).

The implementation was written so as to conform with Netscapes SSL.

This library is free for commercial and non-commercial use as long as the following conditions are 
adhered to. The following conditions apply to all code found in this distribution, be it the RC4, RSA, 
lhash, DES, etc., code; not just the SSL code. The SSL documentation included with this distribution is 
covered by the same copyright terms except that the holder is Tim Hudson (tjh@cryptsoft.com).

Copyright remains Eric Young's, and as such any Copyright notices in the code are not to be removed. If
this package is used in a product, Eric Young should be given attribution as the author of the parts of the
library used. This can be in the form of a textual message at program startup or in documentation (online 
or textual) provided with the package.
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Redistribution and use in source and binary forms, with or without modification, are permitted provided 
that the following conditions are met:

1. Redistributions of source code must retain the copyright notice, this list of conditions and the 
following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and 
the following disclaimer in the documentation and/or other materials provided with the distribution

3. All advertising materials mentioning features or use of this software must display the following 
acknowledgement:

"This product includes cryptographic software written by Eric Young (eay@cryptsoft.com)".

The word 'cryptographic' can be left out if the routines from the library being used are not 
cryptography-related.

4. If you include any Windows specific code (or a derivative thereof) from the apps directory 
(application code) you must include an acknowledgement: "This product includes software written 
by Tim Hudson (tjh@cryptsoft.com)".

THIS SOFTWARE IS PROVIDED BY ERIC YOUNG "AS IS" AND ANY EXPRESS OR IMPLIED 
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF 
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO 
EVENT SHALL THE AUTHOR OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, 
INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT 
NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, 
DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY 
THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT 
(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF 
THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

The license and distribution terms for any publicly available version or derivative of this code cannot be
changed. i.e. this code cannot simply be copied and put under another distribution license [including the 
GNU Public License].
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• �ŸCisco Discovery Protocol� 9ÔP.1-29Õ

• �ŸCisco Group Management Protocol9ÔCGMP9Õ�(�o�C�  9ÔP.1-29Õ

• �ŸEtherChannel �C�f�<�^�  9ÔP.1-29Õ 

• �ŸFlexible NetFlow� 9ÔP.1-29Õ
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• �Ÿ�+�V�f�O  �H�_�o�S�  9ÔP.1-49Õ

• �ŸLink Aggregation Control Protocol� 9ÔP.1-49Õ
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NetFlow �Ï(»�ê�”�H�`�o�
�”�Ï(»� �o  �H���o�^�<�é�o�Ç�+�Ó	û1j�é�D�$�6�;�ã�Ò�á�o'õ�Ò�ù�Ô�•
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Flexible Netflow9ÔFNF9Õ�

ö!ª�Ô���ë�”�Ð�ù�Ñ�ù�å�H�`�o  ���;�]�F�X�o�;�Ç�0�o�Ð���Ú�H�`�o  �_�&�o
�<�

ü4ø�Ò�”���J�*�Z�f�â0©1M�ý�â�È�ù�Ô�• Netflow 
ü4ø�ê�” IP�” IPv6�”�Å���î�_���W  2 �;�\�H���6�"
�
�(�P�o�;�Ò�ù�Ô�•

Flexible NetFlow �é.3�o�Ç�:�æ�ß�¿�á�ê�” %Y30 %(�ŸFlexible NetFlow �é.3�o�  �

ó�–�Ò�á�Ê�Û�Ð�¿�•

���f�2�o�@�6�;  �#�^�o�J%¤!��J�`�;�&�^9Ô IGMP9Õ�,�?�o�G�f�#

IGMP �,�?�o�G�f�#�ê�Q�^�4� �V�,�;  �;�\�H���6�"�
%¤!��Ò�ù�Ô�•�,���6�4  �0�H�;�������ê�” IP 
�Q�^�4� �V�,�;  �D�$�6�;�
��.=�Ò�á�”�Ø�é�]�ˆ�æ�n�à�¿�á�D�$�6�;�
0©1M�Ò�ù�Ô�•�Q�^�4� �V�,
�;  �;�\�H���6�"�ê�”�Q�^�4� �V�,�;  �;�\�H���6�"�
-Ð�Þ�Ô���N�,�;�Ç�’&ï�Ð���Ú�P�o�;�æ�é�ú0©
1M�Ð���ù�Ô�•

IGMPv3 �é�(�P�o�;�ê�” IGMPv3 �N�,�;�ù�Ú�ê�^�o�2�Ç�=�÷�Ô���•�'�æ�”�Q�^�4� �V�,�;  �;�\
�H���6�"  �H�\�6�:���f�#�é�å�Ù�
�­���Ò�ù�Ô�• IGMPv3 �,�?�o�G�f�#�ê�” IGMPv3 �"���]�o�Å��
�î�T�f�C�*�6�J  �_�P�o�;  �T�6�.�o�+�
�]�6�,�f�Ò�á�”�N�,�;�ã�Q�^�4� �V�,�;  �#�^�o�J�é4P1j
ƒ
�Ì�
&ý�,�Ò�ù�Ô�•�ù�Ú�”�,���6�4�Æ���Q�^�4� �V�,�;  �:�o�2�
�Ø���Ç��-Ð�å�P�o�;�æ�Û�Ì
µ���Ð
�Ö���Î�ã�Ç�â�È�ù�Ô�• IGMPv3 �,�?�o�G�f�#�ê�” IGMPv1 �Å���î  IGMPv2 �ã�b�K�å"ç
U1‡!ª�H�Ç
�½���ù�Ô�•

Explicit Host Tracking9ÔEHT9Õ�ê�” IGMPv3 �,�?�o�G�f�#�é���›�Ï(»�â�Ô�• EHT �ê�”�P�o�;
±
Ï
�é
Ä�((Õ1L�£!��
��(»�æ�Ò�ù�Ô�• EHT �ê�”�N�,�;�Ï�ã�é�T�f�C�*�6�J�±�Ž�é1J0��”�ù�Ú�ê�Ô�ô�á
�é  IGMPv3 �#�^�o�J  �T�f�C�æ4P�Ô��&Ô.��±�Ž�é
ü4ø�æ
ö!ª�â�È�ù�Ô�•

IGMP �,�?�o�G�f�#  �"���]���ê�” VLAN �â  IGMP �,�?�o�G�f�#�
�(�P�o�;�Ô���Ú�ü�æ��-Ð�å�_��
�W 2 �Ï(»�â�Ô�• VLAN �â�ê�”�Q�^�4� �V�,�;  �;�\�H���6�"�â�^�o�9���f�#�Ç��-Ð�â�ê�å�¿�Ú�ü�”
PIM �Å���î  IGMP �ê.3�o�Ð���á�¿�ù�Ö���•

SSO �(�P�o�;�

ö!ª�Ô���ë�”�,�9�o�;�H�^  IGMP �,�?�o�G�f�#�
1b�Ò�á�”���"�9���I  �,�o�D�o�C
���)  ���f�+�f�æ���Þ�á�G(��Ð���Ú  IGMP �:�o�2�Ç�l43�,�o�D�o�C���)  ���f�+�f�æ
µ���Ð�����Ú�ü�”
�,���6�4���o�C�o�Ç"’!¢�Ô���ã�”�Â�Ò�¿���"�9���I  �,�o�D�o�C���)  ���f�+�f�æ���Þ�á�Q�^�4� �V
�,�;  �#�^�o�J  �T�f�C�*�6�J�Ç.z/��Ð���”�,���6�4���o�C�o
��é�Q�^�4� �V�,�;  �;�\�H���6�"�é
�
�¿�Ç0·�ë�Ð���ù�Ô�•

IGMP �,�?�o�G�f�#�é.3�o�»5Å�æ�ß�¿�á�ê�” %Y20 %(�ŸIGMP �,�?�o�G�f�#�ã�H���^�2�]�f�#�é.3
�o�  �

ó�–�Ò�á�Ê�Û�Ð�¿�•

IPv6 Multicast Listen Discovery 9ÔMLD9Õ�ã Multicast Listen 
Discovery �,�?�o�G�f�#

MLD �ê  IPv6 �Q�^�4� �V�,�;  �:�C���,�â
ö!ª�Ð�����J�`�;�&�^�â�”"å�’�’&ï�Ð���Ú�]�f�"
��é�Q
�^�4� �V�,�;  �]�,�=�o9Ô IPv6 �Q�^�4� �V�,�;  �D�$�6�;�
���>�Ô���A�o�<9Õ�é�=�÷�ã�@���C�o  �A�o
�<�
�»/N�ã�Ò�Ú�Q�^�4� �V�,�;  �D�$�6�;�
���´�Ò�ù�Ô�• MLD �,�?�o�G�f�#�ê�” MLD v1 �Å���î  
MLD v2 �é  2 �ß�é!ã�å���C�o�+�Z�f�Ç�(�P�o�;�Ð���á�¿�ù�Ô�•�@�6�;�b�o�"  �,���6�4�ê�” MLD �,
�?�o�G�f�#�

ö!ª�Ò�á�Q�^�4� �V�,�;  �;�\�H���6�"�é�H�\�6�:���f�#�
�Ù4¢�Ô���Î�ã�â�” IPv6 �Q
�^�4� �V�,�;  �:�o�2�Ç  VLAN �]�é�Ô�ô�á�é�P�o�;�æ�H�\�6�:���f�#�Ð�����é�â�ê�å�Ê�”�:�o�2��
�>�P�o�;�é�]�,�;�æ1¬�ï"›�æ0©1M�Ð���ù�Ô�•�Î�Á�Ô���Î�ã�â�”�@�6�;�b�o�"�]�é�:�C���,�æ�»�Ô��
/v*D�Ç0·�ë�Ð���”�]�f�"
��é
���-Ð�å�ê�^�
�¨�Ê
{�Ò�” IPv6 �Q�^�4� �V�,�;  �:�o�2�é
2 ¸"›�å2)
�Ó�Ç��(»�æ�å���ù�Ô�•

�Q�^�4� �V�,�;  �(�o�F�,�é.3�o�Ç�:�æ�ß�¿�á�ê�” %Y21 %(�ŸIPv6 MLD �,�?�o�G�f�#�é.3�o�  �

ó
�–�Ò�á�Ê�Û�Ð�¿�•
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�+�V�f�O  �H�_�o�S

�+�V�f�O  �H�_�o�S�Ï(»�æ�����” 9ÔIEEE ���o�(�@�6�;  MTU9Õ�
/å�Ã��9Õ�¨�"�â  9216 �C���;�é�D�$�6�;
�
�,���6�4�æ0©1M�â�È�”�Î�é���Á�å�H�_�o�S�
�Ÿ oversize� �ã�u.��Ò�á�<�`�6�J�Ô���Î�ã�ê�½���ù�Ö
���•�Î�é�Ï(»�ê�”1b�ñ�"-Ù�¨�å�:�o�20©1M�â
ö!ª�Ð���ù�Ô�•�+�V�f�O  �H�_�o�S�Ï(»�ê�”�_���W 2 �Å��
�î�_���W 3 ���f�2�o�H�����,�æ�n�à�¿�á�P�o�;
±
Ï�â.3�o�Ô���Î�ã�Ç�â�È�ù�Ô�•

�Î�é�Ï(»�ê�”�4�é�B�o�<������
��â�é�ú�(�P�o�;�Ð���ù�Ô�•

• WS-X4306-GB9æ�Ô�ô�á�é�P�o�;

• WS-X4232-GB-RJ9æ�P�o�;  1 �ã  2

• WS-X4418-GB9æ�P�o�;  1 �ã  2

• WS-X4412-2GB-TX9æ�P�o�;  13 �ã  14

• WS-4648-RJ45V-E

• WS-X4648+RJ45V+E

• WS-X4706-10GE �\���f���o�<

• �,�o�D�o�C���)  ���f�+�f  ���6�J�]�f�"  �P�o�;

�+�V�f�O  �H�_�o�S�æ�ß�¿�á�ê�” %Y7 %(�Ÿ���f�2�o�H�����,�é.3�o�  �
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Link Aggregation Control Protocol

LACP �ê�” LAN �P�o�;4F�â  LACP �D�$�6�;�

d�µ�Ô���Î�ã�æ�����” EtherChannel �
)D
G"›�æ
Þ�‘�Ò�ù
�Ô�• LACP �D�$�6�;�Ç
d�µ�Ð�����é�ê�” passive �U�o�<�Å���î  active �U�o�<�é�P�o�;4F�æ4¢�����ù�Ô�•
�Î�é�J�`�;�&�^�ê�” LAN �P�o�;  �#�^�o�J�é�Ï(»�

G"›�æ�Ÿ�G(�� �Ò�á�”
•�é  LAN �P�o�;�æ1b#n�Ò�ù
�Ô�•�\#Õ�æ	û)L�Ô�����o�(�@�6�;  �]�f�"�
 $�o�Ô���ã�”�Ø�����
  1 �ß�é  EtherChannel �æ�#�^�o�J�½�Ì
�Ò�ù�Ô�•�Ø�é�ß�â�”�Ø�é  EtherChannel �Ç
±	û�é�I�]�6�+  �P�o�;�ã�Ò�á�,�D�>�f�#  �7�]�o�æ1J
��Ð���ù
�Ô�•

Cisco IOS XE 3.1.0SG �æ�Å�Ì��  Cisco IOS XE IP Application Services �Ï(»

�Î�Î�â�ê�” Cisco IOS XE 3.1.0SG �â�(�P�o�;�Ð���á�¿��  IP Application Services �0�H�;�������Ï(»�æ
�ß�¿�á.‘�ÿ�Ò�ù�Ô�•�Ï(»�Q�>�X���^�ó�é�]�f�"�Ç�•0¿�Ð���á�¿�ù�Ô�•

�Ï(»�����<�æ�ê�”-„�™�é�Ï(»�æ4P�Ô���±�Ž�Ç�=�ù���á�¿���•�'�Ç�½���ù�Ô�•�Ï(»�����<�â $�o�é�Ï(»�æ
4P�Ô���±�Ž�
��&•�Ô���•�'�ê�”�Î�Ã�é�Ï(»�±�Ž-+�

ó�–�Ò�á�Ê�Û�Ð�¿�•

�Ï(»�����<�æ�ê�”�Ð�ù�Ñ�ù�å�0�H�;������  �]�]�o�,�ã�J�\�6�;�H���o�S�â�(�P�o�;�Ð���á�¿���Ï(»�Ç
�•0¿�Ð���á�¿�ù�Ô�•�Ï
ö!ª�é�*�,�&  �0�H�;������  �]�]�o�,�ù�Ú�ê�J�\�6�;�H���o�S�â�”�Ï(»�����<�æ
.%0¿�Ð���Ú�Ô�ô�á�é�Ï(»�Ç�(�P�o�;�Ð���á�¿���ã�ê4¢���ù�Ö���•�Î�Ã�é�Ï(»�±�Ž-+�â�”�Ï
ö!ª�é�0�H�;
������  �]�]�o�,�â�(�P�o�;�Ð���á�¿���Ï(»�æ4P�Ô���±�Ž�
#Õ.z�Ò�á�Ê�Û�Ð�¿�•�J�\�6�;�H���o�S�é�(
�P�o�;�Å���î�*�,�&  �0�H�;������  ���T�o�+�é�(�P�o�;�æ4P�Ô���±�Ž�
��&•�Ô���æ�ê�” Cisco Feature 
Navigator �

ö!ª�Ò�ù�Ô�• Cisco Feature Navigator �æ�ê http://www.cisco.com/go/cfn �Æ�����"�.�,�Ò�á
�Ê�Û�Ð�¿�• Cisco.com �é�������f�;�ê��-Ð�½���ù�Ö���•

IEEE 802.3ad Link Aggreg ation Control Protocol 9ÔLACP)
http://www.cisco.com/en/US/docs/ios/cether/configuration/guide/ce_lnkbndl.html 

�!���F�6�;  ���f�2�o�H�����,!ª�é  LACP9Ô802.3ad9Õ
http://www.cisco.com/en/US/docs/ios/ios_xe/cether/configuration/guide/ce_lnkbndl_xe.html l 
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LLDP

5V�*�,�&  �:�C���,�
�(�P�o�;�Ò�”
•�é�:�C���,�ã�é"ç
U1‡!ª�H�
#Õ�;�Ô���Ú�ü�æ�”�,���6�4�ê  IEEE 
802.1AB Link Layer Discovery Protocol9ÔLLDP9Õ�
�(�P�o�;�Ò�á�¿�ù�Ô�• LLDP �ê�”�@�6�;�b�o�"  �:
�C���,�Ç�@�6�;�b�o�"
��é
•�é�:�C���,�æ)D�½�é�±�Ž�
���<�C�2���-�Ô���Ú�ü�æ
ö!ª�Ô���@���C�o�•&•
�J�`�;�&�^�â�Ô�•�Î�é�J�`�;�&�^�ê�:�o�2�]�f�"  �_���W
��â
G
Þ�Ô���Ú�ü�”!ã�å���@�6�;�b�o�"�_��
�W �J�`�;�&�^�Ç
G
Þ�Ô��  2 �ß�é�*�,�9�S�â
U�¿�é�±�Ž�
�G(��Ô���Î�ã�Ç�â�È�ù�Ô�•

LLDP �ê	û1j�é���;�]�F�X�o�;�
�(�P�o�;�Ò�”�Î���

ö!ª�Ò�á�@���C�o  �:�C���,�
���´�Ò�ù�Ô�•���;
�]�F�X�o�;�æ�ê�” Type�” Length�”�Å���î  Value �é.‘�ÿ�Ç�=�ù���á�¿�á�”�Î�����
  TLV �ã�m�î�ù�Ô�•
LLDP �
�(�P�o�;�Ô���:�C���,�ê�”�@���C�o�ã�é�±�Ž�é1M���>�æ  TLV �

ö!ª�Ô���Î�ã�Ç�â�È�ù�Ô�•.3
�o�±�Ž�”�:�C���,�é�Ï(»�”�:�C���,  ID �å�ä�é.f&¦�±�Ž�ê�”�Î�é�J�`�;�&�^�

ö!ª�Ò�á���<�C�2���-�â
�È�ù�Ô�•

LLDP �é.3�o�»5Å�æ�ß�¿�á�ê�” %Y22 %(�ŸLLDP �ã  LLDP-MED �é.3�o�  �
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Multiple Spanning-Tree

IEEE 802.1s Multiple Spanning-Tree9ÔMST9Õ�ê�”
±	û�é  802.1Q �ù�Ú�ê  ISL9Ô�,���6�44F�]�f�"9Õ
VLAN �;�\�f�"�]�â-„�™�é�,�D�>�f�#  �7�]�o  ���f�,�2�f�,�
.5���Ò�ù�Ô�• MST �ê�” IEEE 802.1w 
Rapid Spanning-Tree9ÔRST9Õ���^�'�]�-�S�
-„�™�é�,�D�>�f�#  �7�]�o�æ���›�Ò�ù�Ô�•�Î�é���›�æ���Þ
�á�” VLAN !c�º�â7�1f�&�f�C�o�+���f�,�ã�`�o�<  �C�\�f�*�f�#�é
��Ç�
�s û�â�È�ù�Ô�•

MST �

ö!ª�Ô���ã�”�;�\�f�"�

z�Ò�á-„�™�é�,�D�>�f�#  �7�]�o�
�t%½�â�È�ù�Ô�• VLAN �
�#�^�o�J�ã
�Ò�á�ù�ã�ü�”�,�D�>�f�#  �7�]�o  ���f�,�2�f�,�æ�»��
ƒ�Ì���Î�ã�Ç�â�È�ù�Ô�•�&���f�,�2�f�,�æ�”
•�é
�,�D�>�f�#  �7�]�o  ���f�,�2�f�,�æ���=�Ò�å�¿�;�P�`�+�

��Ã���Î�ã�Ç�â�È�ù�Ô�•�Î�é�Â�Ò�¿���o� �9
�"�4�V�æ���Þ�á�”�:�o�2  �;�\�H���6�"�æ-„�™�é0©1M�D�,�Ç
��Ã�����”�`�o�<  �C�\�f�*�f�#�Ç��(»�æ�å
���ù�Ô�•�½�����f�,�2�f�,9Ô0©1M�D�,9Õ�â4Ú�‚�Ç"’!¢�Ò�á�ý�”
•�é���f�,�2�f�,9Ô0©1M�D�,9Õ�æ�Ç5À�
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MST �é.3�o�»5Å�æ�ß�¿�á�ê�” %Y16 %(�ŸSTP �Å���î  MST �é.3�o�  �
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PVRST+

Per-VLAN Rapid Spanning Tree Plus9ÔPVRST+9Õ�ê�” VLAN 
±
Ï�æ�Å�Ì��  802.1w �é�s-]�â�Ô�• STP 
�U�o�<�æ�»�Ò�á�ê�” Per-VLAN Spanning-Tree Plus9ÔPVST+9Õ�ã�+�}�â�” 802.1w �æ�n�à�Ê  Rapid 
Spanning-Tree Protocol9ÔRSTP9Õ�J�`�;�&�^�
�s-��Ò�ù�Ô�•

PVRST+ �é.3�o�»5Å�æ�ß�¿�á�ê�” %Y16 %(�ŸSTP �Å���î  MST �é.3�o�  �
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QoS9ÔQuality of Service 9Õ

QoS �Ï(»�ê�”�@�6�;�b�o�"  �;�\�H���6�"�
1¬�ï�Ò�”"ç�»"›�å2€-Ð�H�æ�å�Þ�á�J�\�����]�9���
.3�o�Ô
���Î�ã�â0æ0Þ�
4•�[�Ò�ù�Ô�• QoS �
�@�6�;�b�o�"�æ�s-]�Ô���ã�”�@�6�;�b�o�"  �D�H���o�Q�f�,�

M�ù
�Ò�ÿ�Ô�Ê�å���”����
2��"›�å�ê�^�÷
ö!ª�Ç��(»�ã�å���ù�Ô�•

Catalyst 4500�*�]�o�- �,���6�4�ê�”�4�é  QoS �Ï(»�
�(�P�o�;�Ò�á�¿�ù�Ô�•

• �½6��ã�Q�o� �f�#

• �P�o�;
±
Ï /VLAN 
±
Ï�é�P�]�*�f�#�
�=�û�I
��Å���î�´
��P�]�*�f�#

• �*�����]�f�#�ã�*���o�G�f�#
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ö!ª
�Ô���Î�ã�æ���Þ�á�”�������Ê�é�D�$�6�;�
����7�1f�æ�£!��Ò�ù�Ô�•


•4 �é�.�"�*�Z�f�â�” Catalyst 4500 �*�]�o�-  �,���6�4
��é
%-Ð�å�_���W  3 �,���6�4�f�#  �0�H�;������
�é�Ï(»�æ�ß�¿�á.‘�ÿ�Ò�ù�Ô�•

• �ŸCisco Express Forwarding� 9ÔP.1-99Õ

• �Ÿ���›���I�+���"�;  �;�\�6� �f�#�  9ÔP.1-99Õ

• �ŸGLBP� 9ÔP.1-109Õ
1-8
�0�H�;������  �&�f�H���!�X�_�o�*�Z�f  �����< — �]�]�o�,  IOS-XE 3.1.0 SG

OL-22250-01-J



%Y 1 %(      -~� �N-Ð
�_���W  3 �0�H�;�������é�Ï(»
• �ŸHSRP� 9ÔP.1-109Õ

• �ŸIP �^�o�9���f�#  �J�`�;�&�^�  9ÔP.1-119Õ

• �ŸIn Service Software Upgrade� 9ÔP.1-149Õ

• �Ÿ�Q�^�4� �V�,�;  �(�o�F�,�  9ÔP.1-149Õ

• �ŸNSF/SSO� 9ÔP.1-159Õ

• �Ÿ�P�]�*�o  �L�o�,  �^�o�9���f�#�  9ÔP.1-159Õ

• �Ÿ
±�Ç�0�]�f�"  �^�o�9���f�#�  9ÔP.1-159Õ

• �Ÿ�Y�>� �V�,�;  Reverse Path Forwarding� 9ÔP.1-169Õ

• �ŸVRF-Lite� 9ÔP.1-169Õ

• �Ÿ
’�Ð�^�o�2�l43�J�`�;�&�^�  9ÔP.1-169Õ

Cisco Express Forwarding

Cisco Express Forwarding9ÔCEF; �*�,�&  ���"�,�J�_�,  �H���b�o�:���f�#9Õ�ê�”���›�_���W  3 IP �,���6
�4�f�#  �9�"�A�`�+�o�â�Ô�• CEF �ê�"-Ù�¨�â
G"›�å�;�\�H���6�"  �D�2�o�f�
�,�ß���f�2�o�@�6�;�å�ä�é
�@�6�;�b�o�"�ã�”4ø&‚�3�é  Web �L�o�,  ���J�]�$�o�*�Z�f�”�Ô�å�
�Ü�».d�»�|�é�.�6�*�Z�f�
!ª�¿��
�@�6�;�b�o�"�â�@�6�;�b�o�"  �D�H���o�Q�f�,�ã�,�$�o�\�F�]�9���
�¨1¡
{�Ò�ù�Ô�• CEF �ê�@�6�;�b�o
�"�é�ä�é1ñ�½�æ�ý
ö!ª�â�È�ù�Ô�Ç�”7��¿�¢
��H�
�,�ß7��H(»�_���W  3 IP �C�6�"�O�o�f  �,���6�4�f�#!ª
�æ.3.��Ð���á�¿�ù�Ô�•

CEF �é.3�o�»5Å�æ�ß�¿�á�ê�” %Y25 %(�ŸCEF �é.3�o�  �

ó�–�Ò�á�Ê�Û�Ð�¿�•

���›���I�+���"�;  �;�\�6� �f�#

���›���I�+���"�;  �;�\�6� �f�#�Ï(»�
�É�I�Ò�å�Ê�á�ý�” Hot Standby Router Protocol9ÔHSRP; �N�6�;
�,�2�f�C��  �^�o�2  �J�`�;�&�^9Õ�æ
±&•�å�;�\�6� �f�#  �T���>�-�S�Ç�]+?�Ð���á�¿�ù�Ô�•�Î�é�T���>�-
�S�â�ê�”���f�2�o�H�����,�é�Á'"�J�`�;�&�^�é A���Ò�Æ1J0��Ô���Î�ã�Ç�â�È�ù�Ö���•���f�2�o�H�����,
�é�Á'"�J�`�;�&�^  �,�9�o�;�Ç�3���f�Ò�Ú�•�'�ê�”�^�o�2�é  HSRP �J�\�����]�9���Ç�ë%š�Ð���”����7�
�¿�J�\�����]�9���
�,�ß�Î�é  HSRP �^�o�2�Ç���"�9���I�æ�å���ù�Ô�•

EOT �Ï(»�ê�” HSRP �Æ���;�\�6� �f�#  �T���>�-�S�
�½5��Ò�á�”�Î�é�,�2�f�<���`�f  �;�\�6� �f�#  �J�`
�.�,�
!¢�‘�Ò�ù�Ô�•�Î�é�J�`�.�,�ê�”�Î�é  Cisco IOS �J�`�.�,�Û�Ì�â�å�Ê�” HSRP �â�ý
ö!ª�Ô���Î�ã�Ç
�â�È�ù�Ô�•�Ø�é&¿���”���f�2�o�H�����,�é�\���f�J�`�;�&�^  �,�9�o�;�æ
��Ã�á
•�é���I�+���"�;�é�;
�\�6� �f�#�Ç��(»�æ�å���ù�Ô�•

HSRP�” Virtual Router Redundancy Protocol9ÔVRRP; 
’�Ð�^�o�2�l43�J�`�;�&�^9Õ �” Gateway Load 
Balancing Protoco9ÔGLBP9Õ�å�ä�é�"�\�����f�;  �J�`�.�,�â�”�;�\�6� �f�#  ���I�+���"�;�æ�»�Ô��)]
�g�
"“3s�Ò�”1J0��»/N���I�+���"�;�é A���Ç��
{�Ò�Ú�ã�È�æ1b#n�
���Ì�������Á�æ�Ô���Î�ã�Ç�â�È�ù
�Ô�•

EOT �é.f&¦�æ�ß�¿�á�ê�”�4�é  URL �

ó�–�Ò�á�Ê�Û�Ð�¿�•

http://www.cisco.com/en/US/docs/ios/ipapp/configuration/guide/ipapp_eot.html 
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GLBP

Gateway Load Balancing Protocol9ÔGLBP9Õ�Ï(»�ê�” LAN 
��é  1 �ß�é�:�H���^�;  �%�o�;�������â.3�o
�Ð���Ú  IP �N�,�;�é)D
G�^�o�2  �C�6�"���6�J�
�­���Ò�ù�Ô�• LAN 
��é-„�™�é�H���o�,�;  �N�6�J  �^�o�2
�ê�”&¿�'�Ò�á  1 �ß�é
’�Ð�H���o�,�;  �N�6�J  IP �^�o�2�ã�å���” IP �D�$�6�;0©1M/v*D�
�R�­�Ò�ù�Ô�•�&  
GLBP �:�C���,�Ç�D�$�6�;0©1M�
-��Á�Î�ã�â�”�]�0�o�,�é
ö!ª�
�¨1¡
{�Ò�”�&�,�;�
�å�ë�Ò�ù�Ô�•
LAN 
��é�Ø�é
•�é�^�o�2�ê�l43  GLBP �^�o�2�ã�Ò�á
G
Þ�Ò�á�”�â�=�é0©1M�^�o�2�é�¿�Õ���Æ�æ4Ú�‚�Ç
"’!¢�Ò�Ú�•�'�æ���"�9���I�æ�å���ù�Ô�•�Î���æ�����”�@�6�;�b�o�"�é�¢
��H�Ç�0
��Ò�”%¤!�/v*D�Ç�å�ë
�Ð���ù�Ô�•

GLBP �é.f&¦�æ�ß�¿�á�ê�”�4�é  URL �

ó�–�Ò�á�Ê�Û�Ð�¿�•

http://www.cisco.com/en/US/docs/ios/ipapp/configuration/guide/ipapp_glbp_ps6350_TSD_Products_C
onfiguration_Guide_Chapter.html 

Cisco IOS XE 3.1.0SG �æ�Å�Ì��  Cisco IOS XE IP Application Services �Ï(»

�Î�Î�â�ê�” Cisco IOS XE 3.1.0SG �â�(�P�o�;�Ð���á�¿��  IP Application Services �0�H�;�������Ï(»�æ
�ß�¿�á.‘�ÿ�Ò�ù�Ô�•�Ï(»�Q�>�X���^�ó�é�]�f�"�Ç�•0¿�Ð���á�¿�ù�Ô�•

�Ï(»�����<�æ�ê�”-„�™�é�Ï(»�æ4P�Ô���±�Ž�Ç�=�ù���á�¿���•�'�Ç�½���ù�Ô�•�Ï(»�����<�â $�o�é�Ï(»�æ
4P�Ô���±�Ž�
��&•�Ô���•�'�ê�”�Î�Ã�é�Ï(»�±�Ž-+�

ó�–�Ò�á�Ê�Û�Ð�¿�•

�Ï(»�����<�æ�ê�”�Ð�ù�Ñ�ù�å�0�H�;������  �]�]�o�,�ã�J�\�6�;�H���o�S�â�(�P�o�;�Ð���á�¿���Ï(»�Ç
�•0¿�Ð���á�¿�ù�Ô�•�Ï
ö!ª�é�*�,�&  �0�H�;������  �]�]�o�,�ù�Ú�ê�J�\�6�;�H���o�S�â�”�Ï(»�����<�æ
.%0¿�Ð���Ú�Ô�ô�á�é�Ï(»�Ç�(�P�o�;�Ð���á�¿���ã�ê4¢���ù�Ö���•�Î�Ã�é�Ï(»�±�Ž-+�â�”�Ï
ö!ª�é�0�H�;
������  �]�]�o�,�â�(�P�o�;�Ð���á�¿���Ï(»�æ4P�Ô���±�Ž�
#Õ.z�Ò�á�Ê�Û�Ð�¿�•�J�\�6�;�H���o�S�é�(
�P�o�;�Å���î�*�,�&  �0�H�;������  ���T�o�+�é�(�P�o�;�æ4P�Ô���±�Ž�
��&•�Ô���æ�ê�” Cisco Feature 
Navigator �

ö!ª�Ò�ù�Ô�• Cisco Feature Navigator �æ�ê http://www.cisco.com/go/cfn �Æ�����"�.�,�Ò�á
�Ê�Û�Ð�¿�• Cisco.com �é�������f�;�ê��-Ð�½���ù�Ö���•

Gateway Load Balancing Protocol 9ÔGLBP9Õ�” GLBP MD5 .z.=
http://www.cisco.com/en/US/docs/ios/ipapp/configuration/guide/ipapp_glbp.html

HSRP

Hot Standby Router Protocol9ÔHSRP; �N�6�;�,�2�f�C��  �^�o�2  �J�`�;�&�^9Õ�ê�”�X�˜�é�_���W  3 �,
���6�4�é���L���\�F�]�9���æ���=�Ô���Î�ã�å�Ê�”���o�(�@�6�;  �@�6�;�b�o�"
��é�N�,�;�Æ��  IP �;�\
�H���6�"�
�^�o�9���f�#�Ô���Î�ã�â�@�6�;�b�o�"�é7��¿���L���\�F�]�9���
�­���Ò�ù�Ô�•�Î�é�Ï(»�ê�”
Router Discovery Protocol9ÔRDP9Õ�
�(�P�o�;�Ö�Õ�”�ù�Ú1¬�ï�Ð���Ú�^�o�2�é�]�`�o�<�(�ù�Ú�ê5��.�Ç
���H�æ�å�Þ�Ú�ã�È�æ�Â�Ò�¿�^�o�2�æ�¾���§�
���Ï(»�
�,�Ú�å�¿�N�,�;�æ $�æ�­
2�â�Ô�•

HSRP �é.3�o�Ç�:�æ�ß�¿�á�ê�”�4�é  URL �

ó�–�Ò�á�Ê�Û�Ð�¿�•
http://www.cisco.com/en/US/docs/ios/ipapp/configuration/guide/ipapp_hsrp_ps6350_TSD_Products_C
onfiguration_Guide_Chapter.html 

Cisco IOS XE 3.1.0SG �æ�Å�Ì��  Cisco IOS XE IP Application Services:HSRP �Ï(»

�Î�Î�â�ê�” Cisco IOS XE 3.1.0SG �â�(�P�o�;�Ð���á�¿��  IP Application Services:HSRP �0�H�;������
�Ï(»�æ�ß�¿�á.‘�ÿ�Ò�ù�Ô�•�Ï(»�Q�>�X���^�ó�é�]�f�"�Ç�•0¿�Ð���á�¿�ù�Ô�•

�Ï(»�����<�æ�ê�”-„�™�é�Ï(»�æ4P�Ô���±�Ž�Ç�=�ù���á�¿���•�'�Ç�½���ù�Ô�•�Ï(»�����<�â $�o�é�Ï(»�æ
4P�Ô���±�Ž�
��&•�Ô���•�'�ê�”�Î�Ã�é�Ï(»�±�Ž-+�

ó�–�Ò�á�Ê�Û�Ð�¿�•
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�Ï(»�����<�æ�ê�”�Ð�ù�Ñ�ù�å�0�H�;������  �]�]�o�,�ã�J�\�6�;�H���o�S�â�(�P�o�;�Ð���á�¿���Ï(»�Ç
�•0¿�Ð���á�¿�ù�Ô�•�Ï
ö!ª�é�*�,�&  �0�H�;������  �]�]�o�,�ù�Ú�ê�J�\�6�;�H���o�S�â�”�Ï(»�����<�æ
.%0¿�Ð���Ú�Ô�ô�á�é�Ï(»�Ç�(�P�o�;�Ð���á�¿���ã�ê4¢���ù�Ö���•�Î�Ã�é�Ï(»�±�Ž-+�â�”�Ï
ö!ª�é�0�H�;
������  �]�]�o�,�â�(�P�o�;�Ð���á�¿���Ï(»�æ4P�Ô���±�Ž�
#Õ.z�Ò�á�Ê�Û�Ð�¿�•�J�\�6�;�H���o�S�é�(
�P�o�;�Å���î�*�,�&  �0�H�;������  ���T�o�+�é�(�P�o�;�æ4P�Ô���±�Ž�
��&•�Ô���æ�ê�” Cisco Feature 
Navigator �

ö!ª�Ò�ù�Ô�• Cisco Feature Navigator �æ�ê http://www.cisco.com/go/cfn �Æ�����"�.�,�Ò�á
�Ê�Û�Ð�¿�• Cisco.com �é�������f�;�ê��-Ð�½���ù�Ö���•

HSRP9æHot Standby Router Protocol 9Ô�N�6�;�,�2�f�C��  �^�o�2  �J�`�;�&�^9Õ
http://www.cisco.com/en/US/docs/ios/ipapp/configuration/guide/ipapp_hsrp.html 

HSRP MD5 .z.=
http://www.cisco.com/en/US/docs/ios/ipapp/configuration/guide/ipapp_hsrp.html 

ICMP Redirect �æ�»�Ô��  HSRP �(�P�o�;
http://www.cisco.com/en/US/docs/ios/ipapp/configuration/guide/ipapp_hsrp.html 

IP Precedence �������f�9���f�#
http://www.cisco.com/en/US/docs/ios/ipapp/configuration/guide/ipapp_ipserv.html 

ISSU9æHSRP
http://www.cisco.com/en/US/docs/ios/ipapp/configuration/guide/ipapp_hsrp.html 

SSO9æHSRP
http://www.cisco.com/en/US/docs/ios/ipapp/configuration/guide/ipapp_hsrp.html 

SSO �»��  HSRP

SSO �»��  HSRP �ê�”�,�o�D�o�C���)  ���f�+�f�é�,���6�4���o�C�o�(�æ�”�,�2�f�C��  HSRP �^�o�2�æ�D
�,���•�Ô���Î�ã�å�Ê�”1j&ï�Ò�á�:�o�2  �D�$�6�;�
0©1M�Ò�ù�Ô�•�,�o�D�o�C���)  ���f�+�f�é�,���6�4
���o�C�o�(�æ  NSF/SSO �ê�” HSRP 
’�Ð  IP ���<�_�,�

ö!ª�Ò�â#n�é�^�o�;�æ�å�Þ�á�”1j&ï�Ò�á�:�o�2  
�D�$�6�;�
0©1M�Ò�ù�Ô�•
��Ç�é�,�o�D�o�C���)  ���f�+�f�Ç���"�9���I  HSRP �^�o�2�â�,�Œ�Ò�Ú�•�'�”
�,�2�f�C��  HSRP �^�o�2�Ç���"�9���I�å  HSRP �^�o�2�ã�Ò�á�Ï(»�Ò�ù�Ô�• SSO .z/�  HSRP �ê�”
NSF/SSO �æ�����ý�Ú���Ð�����>5ì�H�ã��!ª�H�
�”�l43�*�V�o�*�

ö!ª�Ò�Ú�_���W  3 4ø&‚�æ���›�Ò�ù�Ô�•

IP �^�o�9���f�#  �J�`�;�&�^

Catalyst 4500 �*�]�o�-  �,���6�4�â�ê�”�4�é�^�o�9���f�#  �J�`�;�&�^�Ç�(�P�o�;�Ð���á�¿�ù�Ô�•

• �ŸBGP� 9ÔP.1-129Õ

• �ŸEIGRP� 9ÔP.1-129Õ

• �ŸOSPF� 9ÔP.1-139Õ

• �ŸRIP� 9ÔP.1-149Õ
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BGP

Border Gateway Protocol9ÔBGP; �O�o�3�o  �%�o�;������  �J�`�;�&�^9Õ�ê�” AS 4F�â�é�^�o�9���f�#�±�Ž
�é�^�o�J�H�]�o�å
d�µ�Ç)D
G"›�æ�;.=�Ð�����<�T���f4F�^�o�9���f�#  �*�,�9�S�é.3�o�
��(»�æ�Ô����
1ñ�%�o�;������  �J�`�;�&�^�â�Ô�• BGP �â�ê�”�&�^�o�;�ê�@�6�;�b�o�"!ß� �ã9Ô AS �D�,�ã�m�ë����9Õ
�±�Ž�Ç1b1Š�Ô��  AS �é�]�,�;�”�Ø�é
•�é�D�,�û�H�é�]�,�;�Æ���t�‘�Ð���ù�Ô�•

Catalyst 4500�*�]�o�- �,���6�4�ê  BGP �C�o�+�Z�f  4 �
�(�P�o�;�Ò�”�Î���æ�ê  Classless Interdomain 
Routing9ÔCIDR; �"�\�,�_�,  �<�T���f4F�^�o�9���f�#9Õ�ý�=�ù���ù�Ô�• CIDR �ê�”4ø&‚�^�o�;�Ô�å�
�Ü
�,�o�D�o�@�6�;�

Þ�‘�Ò�á�”�^�o�9���f�#  �9�o�I�^�é�(���-�
'W�Ê�Ò�ù�Ô�• CIDR �ê  BGP �]�â�@�6�;
�b�o�"  �"�\�,�é�N�(�
4°���Ò�” IP �J�_�H���"�,�é���<�C�2���-�
�(�P�o�;�Ò�á�¿�ù�Ô�• CIDR �^�o�;
�ê�” OSPF�” EIGRP�” RIP �æ���Þ�á�Ý1M�Ð���ù�Ô�•

BGP �^�o�;�Q�6�J�é&î&ï

BGP �^�o�;�Q�6�J�é&î&ï�Ï(»�â�ê�” BGP �^�o�;�Q�6�J  �&�f�H���!�X�_�o�*�Z�f�é  continue ���
�É�I
�Ò�ù�Ô�• continue ���æ�����”�J�`�#�\�S��(»�å�P�]�*�o.3�o�Å���î�^�o�;  �H���^�2�]�f�#�Ç�­���Ð��
�ù�Ô�• match �ã  set ���æ�������f�;�]�é�s-��Ç�‘
��Ò�Ú�½�ã�” BGP �^�o�;  �Q�6�J  continue ���

ö!ª�Ò
�á�”�^�o�;  �Q�6�J�é1J
����f�;�]�
�s-��â�È�ù�Ô�• continue ���æ�����”�+�Ó�^�o�;  �Q�6�J�]�â'…��10
�Ð�����P�]�*�o.3�o�™�
�ë���Ô�Ú�ü�æ�”�������Ê�é�U�+�X�\  �P�]�*�o�o'õ�
.3�o�Å���î�t�‘�â�È�ù�Ô�•

BGP �é.f&¦�æ�ß�¿�á�ê�”�4�é  URL �

ó�–�Ò�á�Ê�Û�Ð�¿�•

http://www.cisco.com/en/US/docs/ios/12_4t/ip_route/configuration/guide/t_brbbas.html 

EIGRP

Enhanced Interior Gateway Routing Protocol9ÔEIGRP9Õ�ê IGRP �é	û$³�â�”�]�f�"  �,�9�o�;  �J�`�;�&
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ü&Š�Ð���Ú�Ô�ô�á�é�,�o�D�o�C���)  ���f�+�f�â
ö!ª�â�È�ù�Ô�•

NSF/SSO �é.f&¦�æ�ß�¿�á�ê�” %Y9 %(�ŸCisco NSF/SSO �,�o�D�o�C���)  ���f�+�f�é�l43�t�‘�é.3�o� 
�

ó�–�Ò�á�Ê�Û�Ð�¿�•

�P�]�*�o  �L�o�,  �^�o�9���f�#

�å�ê�é  IP �é0©1M�Í�¿�ê�”0©1M�Ô���D�$�6�;�é�p�5  IP ���<�_�,�é�ú�æ�n�à�¿�á�¿�ù�Ò�Ú�• Policy Based 
Routing9ÔPBR; �P�]�*�o�L�o�,  �^�o�9���f�#9Õ�â�ê�”1M�>�0���f�2�o�H�����,�” IP 1M�>�0���<�_�,�”
�_���W  4 �P�o�;%l�é�D�$�6�;�æ4P1j�Ò�Ú���<�_�,
•���é�±�Ž�æ�n�à�¿�á0©1M�â�È�ù�Ô�•�Î�é�Ï(»�æ��
���”�@�6�;�b�o�"%¤!�(*�ê�����50¨�æ�@�6�;�b�o�"�
.3�o�Å���î.3.��â�È�����Á�æ�å���ù�Ô�•

PBR �é.f&¦�æ�ß�¿�á�ê�” %Y28 %(�ŸPBR �é.3�o�  �

ó�–�Ò�á�Ê�Û�Ð�¿�•


±�Ç�0�]�f�"  �^�o�9���f�#

UniDirectional Link Routing9ÔUDLR; 
±�Ç�0�]�f�"  �^�o�9���f�#9Õ�ê�”
±	û�Ç�0�é �!����f�2�o�H��
���,9Ô7��ê�^�é-!�
�]�f�"�å�ä9Õ
��â�Q�^�4� �V�,�;  �D�$�6�;�
�C�6�"  �4�V�@�^�
�,�ß�,�2�I  �@�6�;
�b�o�"�æ0©1M�Ô���»�‘�
�­���Ò�ù�Ô�•

UDLR �é.3�o�»5Å�æ�ß�¿�á�ê�” �¡ Cisco IP and IP Routing Configuration Guide�¢�é�Ÿ Configuring 
UniDirectional Link Routing� �

ó�–�Ò�á�Ê�Û�Ð�¿�•
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�Y�>� �V�,�;  Reverse Path Forwarding
�Y�>� �V�,�;  Reverse Path Forwarding9Ô�Y�>� �V�,�;  RPF9Õ�Ï(»�ê�”��.=��(»�å1M�>�0  IP ���<�_�,�Ç

�/÷�Ò�á�¿��  IP �D�$�6�;�
�D�È�Ô���Î�ã�â�”4F1‘�Þ�Ú�ù�Ú�ê�©1g9Ô�,�J�o�H���f�#9Õ�Ð���Ú1M�>�0  IP 
���<�_�,�Ç�@�6�;�b�o�"�æ�y���á"’!¢�Ô���ç5ô�
0·�ë�Ô���é�æ�Î%��Ü�ù�Ô�•

URPF �é.f&¦�æ�ß�¿�á�ê�” %Y26 %(�Ÿ�Y�>� �V�,�;  Reverse Path Forwarding �é.3�o�  �

ó�–�Ò�á�Ê�Û
�Ð�¿�•

VRF-Lite

VPN Routing and Forwarding Lite9ÔVRF-Lite9Õ�ê�” IP �^�o�9���f�#�é���›�Ï(»�â�”-„�™�é�^�o�9���f
�#  ���f�,�2�f�,�
�­���Ò�ù�Ô�• BGP �ã�+�}�æ�” VRF-Lite �ê�&  VPN ���,�2�Q�o�æ�»�Ò�á�Î�˜�é  IP 
�^�o�9���f�#�Å���î0©1M�9�o�I�^�
&ý�,�Ò�Ú�ù�ù�”�_���W  3 VPN �(�o�F�,�é
Þ�‘�
��(»�æ�Ò�ù�Ô�•
VRF-Lite �ê�”�I
����f�2�o�H�����,�

ö!ª�Ò�á!ã�å��  VPN �é�^�o�;�

™�Î�Ò�ù�Ô�• VRF-Lite �ê�” 1 
�ß�ù�Ú�ê-„�™�é�_���W  3 ���f�2�o�H�����,�
�&  VPN Routing/Forwarding9ÔVRF; VPN �^�o�9���f�# /
0©1M9Õ�æ�»��
ƒ�Ì�á
’�Ð�D�$�6�;0©1M�9�o�I�^�
�»�‘�Ò�”
±	û�é�,���6�4
��æ-„�™�é�_���W  3 VPN �


Þ�‘�â�È�����Á�æ�Ò�ù�Ô�• VRF �é�­
2�å���f�2�o�H�����,�ê�”���o�(�@�6�;  �P�o�;�å�ä�é �!����f
�2�o�H�����,�”�ù�Ú�ê  VLAN Switch Virtual Interface9ÔSVI; �,���6�4
’�Ð���f�2�o�H�����,9Õ�å�ä�é
.°!����f�2�o�H�����,�â�Ô�•�Ú�Û�Ò�”���f�2�o�H�����,�ê�ñ�æ-„�™�é  VRF �æ�û�Ô���Î�ã�Ç�â�È�ù�Ö
���•

VRF-Lite �æ�ß�¿�á�ê�” %Y29 %(�ŸVRF-Lite �é.3�o�  �

ó�–�Ò�á�Ê�Û�Ð�¿�•


’�Ð�^�o�2�l43�J�`�;�&�^

Virtual Router Redundancy Protocol9ÔVRRP; 
’�Ð�^�o�2�l43�J�`�;�&�^9Õ�ê�”�¡�0�L�o�,�é�H���o�,
�;�N�6�J�l43�J�`�;�&�^�â�Ô�• VRRP �

ö!ª�Ô���ã�”�^�o�2  �#�^�o�J�ê  1 �ß�é
’�Ð  IP ���<�_�,�ã  1 �ß
�é
’�Ð  MAC ���<�_�,�
�R�­�Ô���Î�ã�â�” 1 �ß�é
’�Ð�^�o�2�ã�Ò�á�Ï(»�Ò�ù�Ô�•�Q�,�2�o  �^�o�2�ê�D
�$�6�;0©1M�
�s-��Ò�”�C�6�"���6�J  �^�o�2�ê�����<�^ A���é�ù�ù�â�Ô�• VRRP �ê	û)x"›�æ�”-„�™�é�L
�f�3�o�é�H���o�,�;�N�6�J  �%�o�;�������l43�t�‘�â
ö!ª�Ò�ù�Ô�•

VRRP �é.f&¦�æ�ß�¿�á�ê�”�4�é  URL �

ó�–�Ò�á�Ê�Û�Ð�¿�•

http://www.cisco.com/en/US/docs/ios/ipapp/configuration/guide/ipapp_vrrp_ps6441_TSD_Products_C
onfiguration_Guide_Chapter.html 

�4�é�]�f�"�ê�” Cisco IOS XE 3.1.0SG �â�(�P�o�;�Ð���á�¿��  VRRP �Ï(»�é
ó�–�5�â�Ô�•

http://www.cisco.com/en/US/docs/ios/ipapp/configuration/guide/ipapp_vrrp.html 

%¤!��Ï(»
Catalyst 4500�*�]�o�- �,���6�4�ê  CLI �
1b�Ó�á�”�ù�Ú�ê  SNMP �å�ä�é
•�§���"�.�,�Ç�|�
1b�Ó�á
�@�6�;�b�o�"�é%¤!��ã�Ù�î�
-��¿�ù�Ô�•�,���6�4  �0�H�;�������ê�”�4�é�@�6�;�b�o�"%¤!��Ï(»�
�(
�P�o�;�Ò�á�¿�ù�Ô�•

• �ŸCisco Call Home� 9ÔP.1-179Õ

• �ŸCisco Energy Wise� 9ÔP.1-179Õ

• �ŸMAC ���<�_�,1b#n�  9ÔP.1-199Õ

• �Ÿ&µ�ú1��ú  CiscoView� 9ÔP.1-189Õ
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• �ŸDHCP� 9ÔP.1-189Õ

• �Ÿ���o�(�@�6�;%¤!��P�o�;�  9ÔP.1-189Õ

• �ŸSupervisor Engine 7-E 
��é�H�����^  �*�,�9�S%¤!��  9ÔP.1-189Õ

• �Ÿ�•�Ù  10/100 )D
G�@�'�*���o�*�Z�f�  9ÔP.1-199Õ

• �Ÿ���f�9�]�+���f�;�å5��.%¤!��  9ÔP.1-199Õ

• �ŸMAC ���<�_�,1b#n�  9ÔP.1-199Õ

• �ŸMAC 1b#n MIB� 9ÔP.1-199Õ

• �ŸSSH� 9ÔP.1-199Õ

• �Ÿ%ò���@�6�;�b�o�"%¤!��J�`�;�&�^�  9ÔP.1-209Õ

• �ŸSPAN �Å���î  RSPAN� 9ÔP.1-209Õ

• �ŸXML-PI � 9ÔP.1-209Õ

Cisco Call Home

Call Home �ê�”�"�]�9�����^�å�*�,�9�S  ���L�f�;�
  5��6�T�o�^  �L�o�,�Å���î  Web �L�o�,�â1b#n�Ò�ù
�Ô�•��$³���}�å�T�6�.�o�+�»�|�

ö!ª�â�È�”�P�$�6�;�L�^  �(�o�F�,�”�¡�0�é5��6�T�o�^�”�ù�Ú�ê  XML 
�L�o�,�é)D
G.������J�]�$�o�*�Z�f�æ�¨�"4¢�æ�»���Ò�ù�Ô�•�Î�é�Ï(»�é	û)x"›�å�Ñ!ª�Ç�:�æ�ê�”�@�6�;
�b�o�"  �(�P�o�;  ���f�+�>���é�3���_�"�;  �M�o�+�f�#�”�@�6�;�b�o�"  ���M�_�o�*�Z�f  �.�f�2�o�ó�é5�
�6�T�o�^1b#n�”�(�P�o�;  Web �(���;�ó�é  XML 2)�>�” Cisco Smart Call Home �(�o�F�,�
�Ñ!ª�Ò�Ú�*�,
�&�*�,�9�S�-  Technical Assistance Center9ÔTAC9Õ�é"å�’�$�o�,!¢�‘�å�ä�Ç�½���ù�Ô�•

Call Home �Ï(»�ê�”.3�o�”.;�¿�”!c�º A���”�&�f�P�o�@�f�;�” syslog ���L�f�;�é�±�Ž�
�=�û���\�o�;  
�T�6�.�o�+�
2)�>�â�È�ù�Ô�•

Call Home �é.f&¦�æ�ß�¿�á�ê�” %Y49 %(�ŸCall Home �é.3�o�  �

ó�–�Ò�á�Ê�Û�Ð�¿�•

Cisco Energy Wise

Cisco EnergyWise �ê�*�,�&  �,���6�4�f�#  �0�]�X�o�*�Z�f�æ1J
��Ð���Ú���@�^�!�o%¤!��9�"�A�`�+�o
�â�”
¡�:�é���f�H�\�,�;�\�"�4�V�K
Õ�æ�
�Ú�����@�^�!�o�–/Œ2‚�é�ù�o�”�Ž�T�”�å�ë�
�p�Á�Ò�ù�Ô�•
EnergyWise �é%¤!����f�2�o�H�����,�

ö!ª�Ô���ã�”�@�6�;�b�o�"�
&Ô�'�H���I�]�6�"�ã�Ò�á
ö!ª�Ò
�á�”�@�6�;�b�o�"%¤!����J�]�$�o�*�Z�f�
���f�<�P���f�;�ã1b�>�Ð�Ö�Ú���”"ç
U�æ1b�>�Ð�Ö�Ú���â�È�ù
�Ô�•

.f&¦�æ�ß�¿�á�ê�”�4�é�]�f�"�

ó�–�Ò�á�Ê�Û�Ð�¿�•

http://www.cisco.com/en/US/docs/switches/lan/energywise/phase2/ios/configuration/guide/ew_v2.h 

Cisco IOS IP �(�o�F�,  �_�L�^�>&‚

Cisco IOS IP Service Level Agreement9ÔSLA; �(�o�F�,  �_�L�^�>&‚9Õ�æ�����”�*�,�&�é�Å�t�}�ê�”���"
�9���I�å�;�\�H���6�"9Ô1j&ï"›�â�>5ì�H�Ç�½��
M�ù��(»�å�»�|�â�é�;�\�H���6�"�é"’!¢9Õ�
�U�>�2�]�f
�#�Ò�á�” IP ���J�]�$�o�*�Z�f�0�Ì�é  IP �(�o�F�,  �_�L�^�
�½���â�È�ù�Ô�• Cisco IOS IP SLA �

ö!ª�Ô
���ã�”�(�o�F�,  �J�`�C���3�o�é�Å�t�}�ê�(�o�F�,  �_�L�^�>&‚�é.O���ã�­���
-��Á�Î�ã�Ç�â�È�”
¡�:�é
�Å�t�}�ê�(�o�F�,  �_�L�^�é��.=�”��1ñ�”.$�Ò�á�¿���(�o�F�,  �_�L�^�>&‚�é��.=�”�Å���î�@�6�;�b�o�"
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�é�D�H���o�Q�f�,�é�à�¸�
-��Á�Î�ã�Ç�â�È�ù�Ô�• Cisco IOS IP SLA �ê�”�@�6�;�b�o�"  ���.�,�T�f�;�é
�s-��” QoS9ÔQuality of Service9Õ�é��.=�”�Â-Ù�(�o�F�,�é�÷4?�é%ò��
{�”�Å���î�@�6�;�b�o�"�é�;�\�I
�^�*�X�o�9���f�#�æ�Î%��á���Î�ã�Ç��(»�â�Ô�•

IP SLA �æ�ß�¿�á�ê�” %Y47 %(�ŸCisco IOS IP SLA 
G
Þ�é.3�o�  �

ó�–�Ò�á�Ê�Û�Ð�¿�•

&µ�ú1��ú  CiscoView
Catalyst 4500 �*�]�o�-  �,���6�4�
.3�o�Ô���Ú�ü�é  Web �L�o�,�é�7�o�^�â�Ô�•&µ�ú1��ú  CiscoView �ê�”
�,���6�4  �H�\�6�*�X
��æ&µ�ú1��û�Î�ã�Ç�â�È���:�C���,%¤!����J�]�$�o�*�Z�f�â�”�,���6�4�é�3���=
�R�6�"  �,�9�o�2�,�”�U�>�2�]�f�#�”�Å���î.3�o�±�Ž�
�­���Ò�ù�Ô�•

&µ�ú1��ú  CiscoView �é.f&¦�æ�ß�¿�á�ê�” %Y4 %(�Ÿ�,���6�4�é%¤!��  �

ó�–�Ò�á�Ê�Û�Ð�¿�•

DHCP

Catalyst 4500 �*�]�o�-  �,���6�4�ê�”�4�é�Ç�:�â  DHCP �

ö!ª�Ò�ù�Ô�•

• DHCP �(�o�C9æ Cisco IOS DHCP �(�o�C�Ï(»�ê�”�^�o�2�]�â�0�o�Ð���Ú���<�_�,  �J�o�^�Æ��  
DHCP �"�\�����f�;�æ  IP ���<�_�,�

����°�á�á%¤!��Ô���b�K�å  DHCP �(�o�C�s-]�â�Ô�• Cisco 
IOS DHCP �(�o�C�Ç)D0Š�é�:�o�2�L�o�,�â  DHCP -Ð�Þ�
�s-��â�È�å�¿�•�'�”�Î�é-Ð�Þ�
�@�6�;
�b�o�"%¤!�(*�Ç�o'õ�Ò�Ú  1 �ß�ù�Ú�ê-„�™�é�.���f�3�]  DHCP �(�o�C�æ0©1M�â�È�ù�Ô�•

• DHCP �é)D
G.3�o9æ �Î�é�Ï(»�æ�����”�Ï
ö!ª�é�,���6�49Ô DHCP �"�\�����f�;9Õ�ê/à
G�(�æ  IP ��
�<�_�,�±�Ž�Å���î�&�f�H���!�X�_�o�*�Z�f  �H�����^�

ö!ª�Ò�á�”)D
G"›�æ.3�o�Ð���ù�Ô�•

DHCP �(�o�C�é.3�o�æ�ß�¿�á�ê�”�4�é  URL �é�¡ Cisco IOS IP and IP Routing Configuration 
Guide�¢�é�Ÿ Configuring DHCP� �é%(�

ó�–�Ò�á�Ê�Û�Ð�¿�•
http://www.cisco.com/en/US/docs/ios/ipaddr/configuration/guide/iad_dhcp_rdmp_ps6350_TSD_P
oducts_Configuration_Guide_Chapter.html 

���o�(�@�6�;%¤!��P�o�;

���o�(�@�6�;%¤!��P�o�;�ê�” PC �
�’&ï�Ô���_���W  3 �N�,�;  �P�o�;�â�” Fa1 �ù�Ú�ê  fastethernet1 �P�o�;
�ã�ý�m�ë���ù�Ô�•�@�6�;�b�o�"�é%¤!��æ�”�,���6�4  �&�f�0�o�^  �P�o�;�é
•�
���ã�Ò�á���o�(�@�6�;%¤
!��P�o�;�

ö!ª�â�È�ù�Ô�•�,���6�4  �,�2�6�"�
%¤!��Ô���ã�È�æ�” PC �
  Catalyst 4500 �*�]�o�-  �,���6
�4�é���o�(�@�6�;%¤!��P�o�;�æ�’&ï�Ò�ù�Ô�•

���o�(�@�6�;%¤!��P�o�;�æ�ß�¿�á�ê�” %Y7 %(�Ÿ���f�2�o�H�����,�é.3�o�  �é�Ÿ���o�(�@�6�;%¤!��P�o
�;�é
ö!ª� �

ó�–�Ò�á�Ê�Û�Ð�¿�•

Supervisor Engine 7-E 
��é�H�����^  �*�,�9�S%¤!�

IOS XE 3.1.0 SG �é�H���o�Q�6�;  �&�Q�f�<�ê�å�ê�é  IOS �H���o�Q�6�;�Æ���Ë�Ò���•�Ð���á�¿�ù�Ô�•�Î
���ê�”�å�ê�é  IOS �H���o�Q�6�;�Ç  ext2 �H���o�Q�6�;�
�(�P�o�;�Ò�á�¿�å�¿�Ú�ü�â�Ô�•

IOS XE 3.1.0 SG 
��é  USB �H�\�6�*�X�é�•�'�ê�” FAT16�” FAT32�”�Å���î  EXT2 �é  3 $³6��é���J�*�Z
�f  �H���o�Q�6�;�Ç�½���ù�Ô�•

Switch# format usb0: ?
   FAT16  FAT16 filesystem type
   FAT32  FAT32 filesystem type
   ext2   ext2 filesystem type
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IOS XE 3.1.0 SG 
��é  SD ���o�<�é�•�'�ê�”�:�H���^�;  �H���o�Q�6�;�Ç  FAT16 �â�Ô�•

Switch# format slaveusb0: ?
    FAT16  FAT16 filesystem type
   FAT32  FAT32 filesystem type
   ext2   ext2 filesystem type

�•�Ù  10/100 )D
G�@�'�*���o�*�Z�f

�Î�é�Ï(»�æ�����”�P�o�;�Ç)D
G�@�'�*���o�*�Z�f�Ô��1f�2�
 �!��¨�"1f�2�����ý
Ð�¿1f�2�æ�Ù4¢�Ô����
�Á�”�P�o�;�
.3�o�â�È�ù�Ô�•�Î�é�Ç�:�ê�,�^�o�J�6�;�
�ë���Ô�é�â�” Access Control List9ÔACL; ���"
�.�,  �&�f�;�`�o�^  �]�,�;9Õ�

ö!ª�Ô�������ý�Ë�å�¿���o�C�K�6�<�ã�å���ù�Ô�•

���f�9�]�+���f�;�å5��.%¤!�

�Î�é�Ï(»�ê�*�,�&-~�é��5�-]'Î�ã1j
G�Ò�”5�
��@�'�*���o�*�Z�f�

ö!ª�Ò�á�” 802.3af �"�\�,�æ�����­
���Ð����&8�2�é5�
��–/Œ2‚�
/å�Ã��  802.3af �0���é��5�-]'Î�é5�
��–/Œ2‚�
�¨1¡
{�Ò�ù�Ô�•�ù�Ú5�
��@
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http://www.cisco.com/en/US/docs/ios/netmgmt/configuration/guide/nm_xmlpi_v1.html 
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5ì�â�È�å�¿  DHCP �T�6�.�o�+�

•-����>�Ò�” DHCP �,�?�o�G�f�#  �C���f�:���f�#  �9�o�I�^�
�t%½�Å��
�î�T�f�9�=�f�,�Ô���Î�ã�â�_�K�H�
�ý�Ú���Ò�ù�Ô�•�>5ì�â�È�å�¿�T�6�.�o�+�ã�ê�”�@�6�;�b�o�"�ù�Ú�ê
�H�����������o�^��1ñ�Æ���é���>�T�6�.�o�+�é�Á�Ü�”�@�6�;�b�o�"�]�â�;�\�H���6�"�y���
�•�È/à�Î�Ô
��(»�H�é�½���T�6�.�o�+�é�Î�ã�â�Ô�•

DHCP �,�?�o�G�f�#�ê�”�>5ì�â�È�å�¿�N�,�;�ã  DHCP �(�o�C4F�â�H�����������o�^�é���Á�æ�Ï(»�Ò�ù
�Ô�•�ù�Ú�” DHCP �,�?�o�G�f�#�ê���f�<�Y�o�)�æ�’&ï�Ô���>5ì�â�È�å�¿���f�2�o�H�����,�ã  DHCP 
�(�o�C�ù�Ú�ê�Î�é�,���6�4�æ�’&ï�Ô���>5ì�â�È�����f�2�o�H�����,�ã�
-×�½�Ì���Ç�:�
�­���Ò�ù�Ô�•
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SSO �
�(�P�o�;�Ô��  DHCP �,�?�o�G�f�#�ê�”�,���6�4���o�C�o"’!¢�(�æ�”�Â�Ò�¿���"�9���I  �,�o�D�o
�C���)  ���f�+�f�Ç�”�,�?�o�G�f�#�Ð���Ú  DHCP �:�o�2�
.z/��Ò�á�”�.� �X�]�9���é�T�]�6�;�Ç�,�
��
�å�¿���Á�æ�” ���"�9���I  �,�o�D�o�C���)  ���f�+�f�Æ���l43�,�o�D�o�C���)  ���f�+�f�æ  DHCP �,�?�o�G
�f�#  �:�o�2�

µ���Ò�ù�Ô�•

DHCP �(�o�C�é.3�o�æ�ß�¿�á�ê�”�4�é  URL �é�¡ Cisco IOS IP and IP Routing Configuration Guide�¢�é
�ŸConfiguring DHCP� �é%(�

ó�–�Ò�á�Ê�Û�Ð�¿�•

http://www.cisco.com/en/US/docs/ios/ipaddr/configuration/guide/iad_dhcp_rdmp_ps6350_TSD_Produ
cts_Configuration_Guide_Chapter.html 

DHCP �,�?�o�G�f�#�é.3�o�»5Å�æ�ß�¿�á�ê�” %Y38 %(�ŸDHCP �,�?�o�G�f�#�” IP �0�o�,  ���o�<�”�Å��
�î�,�2�9���6�"  �N�,�;�é  IPSG �é.3�o�  �

ó�–�Ò�á�Ê�Û�Ð�¿�•

�H�\�6�:���f�#  �I�`�6�"

�H�\�6�:���f�#  �I�`�6�"�æ�����”�Y�o�)�ê�P�o�;
±
Ï�â�Y�>� �V�,�;�Å���î�Q�^�4� �V�,�;  �D�$�6�;
�é�H�\�6�:���f�#�
�:���.�o�I�^�æ�â�È�ù�Ô�• MAC ���<�_�,�Ç�¼4¢�¾���”�ù�Ú�ê�,���6�4�æ���Þ�á�G
(��Ð���å�Æ�Þ�Ú�Ú�ü�æ�”�;/��Ð���á�¿�å�¿�P�o�;�Æ���é
��ÿ�é�Y�>� �V�,�;�ù�Ú�ê�Q�^�4� �V�,�;  �;
�\�H���6�"�Ç�;/��Ð���Ú�P�o�;�æ�H�\�6�:���f�#�Ô���Î�ã�Ç�½���ù�Ô�•

�H�\�6�:���f�#  �I�`�6�"�é.f&¦�æ�ß�¿�á�ê�” %Y42 %(�Ÿ�P�o�;  �Y�>� �V�,�;�Å���î�Q�^�4� �V�,�;  �H
�\�6�:���f�#  �I�`�6�"�  �

ó�–�Ò�á�Ê�Û�Ð�¿�•

�B�o�<�������L�o�,�é�&�f�;�`�o�^  �J�_�o�f  �P�]�*�f�#

�&�f�;�`�o�^  �J�_�o�f  �P�]�*�f�#�ê�”�B�o�<�������é  CPU -��È�&�f�;�`�o�^  �J�_�o�f  �;�\�H���6�"
�é�_�o�;�
�Ù4¢�Ô��&Ô�'�0�]�X�o�*�Z�f�
�­���Ò�ù�Ô�•�Î���æ�����”�Y�o�)�ê�*�,�9�S�K
Õ�æ�&�f�;
�`�o�^  �J�_�o�f  ACL �
���f�,�;�o�^�Ò�á�”�_�o�;�Ù4¢�Ô���ù�Ú�ê�¡�ç�é�½��  DoS �y���
�ƒ4°�Ô���Î
�ã�â  CPU �
�;/��â�È�ù�Ô�•�&�f�;�`�o�^  �J�_�o�f  �P�]�*�f�#�æ�����”�@�6�;�b�o�"�é�_�o�”���L���\
�F�]�9���”�Å���î�D�$�6�;0©1M�
#Õ�s�æ�Ò�”�,���6�4
��â�é�y���ÿ2€�¿/v*D�æ�ý�Æ�Æ�
���Õ�”�J�`�;�&
�^  ���6�J�:�o�;�é�Ê�,�å�ä�é�@�6�;�b�o�"�—�[�
�Á1±�Ò�ù�Ô�•�B�o�<������  �L�o�,�é�&�f�;�`�o�^  �J
�_�o�f  �P�]�*�f�#�ê�” CDP�” EAPOL�” STP�” DTP�” VTP�” ICMP�” CGMP�” IGMP�” DHCP�” RIPv2�”
OSPF�” PIM�” TELNET�” SNMP�” HTTP �å�ä�é�Ð�ù�Ñ�ù�å�_���W  2 �Å���î�_���W  3 �Ù�î�J�`�;�&�^�ã  
224.0.0.* �Q�^�4� �V�,�;  �]�f�"  �`�o���^  ���<�_�,�p�á�é�D�$�6�;�
�(�P�o�;�Ô��  Supervisor Engine 
7-E 
��â
ö!ª�â�È�ù�Ô�•
P�è�o'õ�Ð���Ú�*�,�9�S  �P�]�*�o�ù�Ú�ê�Y�o�).3�o��(»�å�P�]�*�o�ê�Î�����é
�J�`�;�&�^�æ1¡!ª�â�È�ù�Ô�•

�&�f�;�`�o�^  �J�_�o�f  �P�]�*�f�#�é.f&¦�æ�ß�¿�á�ê�” %Y37 %(�Ÿ�&�f�;�`�o�^  �J�_�o�f  �P�]�*�f�#�é
.3�o�  �

ó�–�Ò�á�Ê�Û�Ð�¿�•

IPSG

�Î�é�Ï(»�ê�” DHCP �,�?�o�G�f�#�ã�+�}�” DHCP �,�?�o�G�f�#�æ.3�o�Ð���Ú�>5ì�â�È�å�¿  12 �P�o�;�â
���@�o�I�^�æ�Ð���ù�Ô�•�¨�Ë�æ�” DHCP �,�?�o�G�f�#�£!��æ���Þ�á� �V�J�4�V�Ð���Ú  DHCP �D�$�6�;
�
4°�Ê�P�o�;
��é�Ô�ô�á�é  IP �;�\�H���6�"�Ç�”�I�`�6�"�Ð���ù�Ô�•�"�\�����f�;�Ç  DHCP �(�o�C�Æ��
�­
2�å  IP ���<�_�,�
���>�Ô���ã�” Per-Port and VLAN Access Control List9ÔPVACL9Õ�Ç�P�o�;
��æ��
�f�,�;�o�^�Ð���”
����°�á�����Ú  IP ���<�_�,�
�,�ß�"�\�����f�;�Û�Ì�æ�"�\�����f�;  IP �;�\�H���6�"
�
�Ù4¢�Ò�ù�Ô�•�Î���æ�����” DHCP �(�o�C�æ���Þ�á
����°�á�����á�¿�å�¿1M�>�0  IP ���<�_�,�
�,�ß  IP 
�;�\�H���6�"�Ç�ƒ4°�Ð���ù�Ô�•�Î�é�H���^�2�]�f�#�ê�”�¡�ç�é�½���N�,�;�Ç�@���C�o  �N�,�;�é  IP ���<
�_�,�
�B���+�V�6�"�Ô���Î�ã�æ���Þ�á�@�6�;�b�o�"�
�y���Ô���é�
4•�É�ù�Ô�•
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35
IP �0�o�,���o�<�é.3�o�»5Å�æ�ß�¿�á�ê�” %Y38 %(�ŸDHCP �,�?�o�G�f�#�” IP �0�o�,  ���o�<�”�Å���î�,
�2�9���6�"  �N�,�;�é  IPSG �é.3�o�  �

ó�–�Ò�á�Ê�Û�Ð�¿�•

�`�o���^.z.=�” RADIUS�”�Å���î  TACACS+ .z.=

�`�o���^.z.=�” Remote Authentication Dial-In User Service9ÔRADIUS; �]�U�o�;.z.=�3���W�^���f  
�Y�o�)  �(�o�F�,9Õ �”�Å���î  Terminal Access Controller Access Control System Plus9ÔTACACS+; �2�o
�R�=�^  ���"�.�,  �&�f�;�`�o�\  ���"�.�,  �*�,�9�S  �J�\�,9Õ.z.=�Ç�|�ê�”�,���6�4�æ�»�Ô�����"�.�,�

�Ù�î�Ò�ù�Ô�•.f&¦�æ�ß�¿�á�ê�”�4�é  URL �

ó�–�Ò�á�Ê�Û�Ð�¿�•

http://www.cisco.com/en/US/docs/ios/sec_user_services/configuration/guide/sec_cfg_authentifcn_ps6
0_TSD_Products_Configuration_Guide_Chapter.html 

Network Admission Control

Network Admission Control �ê�4�é  2 �ß�é�Ï(»�â�t�‘�Ð���ù�Ô�•

• NAC �_���W  2 IP ��.=

NAC �_���W  2 IP �ê�” Cisco NAC �é
����3�å�Ï(»�â�Ô�•�Î�é�Ï(»�ê�”�õ�4�Ò�Ú�N�,�;9Ô LAN �P�o
�;�æ�’&ï�Ô��  PC �Å���î
•�é�:�C���,9Õ�Ç
¡�:�@�6�;�b�o�"�æ�’&ï�Ò���Á�ã�Ò�Ú�(�P�â�¨�Ë�æ4•�î
�Ò�ù�Ô�• Cisco Catalyst 4500 �*�]�o�-  �,���6�4�é  NAC �_���W  2 IP �ê�”�@�6�;�b�o�"�é�_���W  2 
���6�+�â�”5V  802.1X �»���N�,�;  �:�C���,�æ�»�Ô���P�,�4�V��.=�
�s-��Ò�ù�Ô�•�N�,�;  �:�C���,
�é�P�,�4�V��.=�æ�ê�”���f�4�����^�,  �,�9�o�;�ÿ  OS �D�6�4  �_�L�^�ý�=�ù���ù�Ô�•
¡�:���"�.�,  
�P�]�*�o�ã�N�,�;  �:�C���,�é�P�,�4�V�æ���Ó�á�”�N�,�;�ê�u�æ
™�æ.5���Ð���Ú���”�Ù4¢
ƒ�È���"
�.�,�Ç.5���Ð���Ú���”�ù�Ú�ê�@�6�;�b�o�"�ó�é�����^�,�õ�4�
4•�Ë�Ú�ü�æ�b�K�æ4Ò5��Ð���Ú���Ô��
�Î�ã�Ç�½���ù�Ô�•

�_���W  2 IP ��.=�é.f&¦�æ�ß�¿�á�ê�”�4�é  URL �

ó�–�Ò�á�Ê�Û�Ð�¿�•

http://www.cisco.com/en/US/docs/net_mgmt/cisco_secure_access_control_server_for_windows/4.
1/configuration/guide/nac_conf.html 

• NAC �_���W  2 802.1X .z.=

Cisco Catalyst 4500 �*�]�o�-  �,���6�4�ê�” 802.1X �»���:�C���,�æ�ù�â  NAC �(�P�o�;�
���›�Ò�ù
�Ô�• NAC �_���W  2 IP �ã�+�}�æ�” NAC �_���W  2 802.1X �Ï(»�â�ý���f�<�P���f�;�±�Ž�æ�n�à�¿�á�”
�@�6�;�b�o�"  ���"�.�,  �_�L�^�
�ÿ�o�Ò�ù�Ô�•

802.1X ID �L�o�,�é�@�6�;�b�o�"  �.� �X�]�9���é.f&¦�æ�ß�¿�á�ê�” %Y34 %(�Ÿ802.1X �P�o�;�L�o
�,.z.=�é.3�o�  �

ó�–�Ò�á�Ê�Û�Ð�¿�•

ACL �æ�����@�6�;�b�o�"  �.� �X�]�9��

ACL �ê�”�^�o�2  ���f�2�o�H�����,�â�é�^�o�9�6�<  �D�$�6�;�é0©1M�ù�Ú�ê�I�`�6�"�
�Ù�î�Ò�á�”�@�6�;
�b�o�"  �;�\�H���6�"�
�H���^�2�£!��Ò�ù�Ô�• Catalyst 4500 �*�]�o�-  �,���6�4�ê�&�D�$�6�;�
.ž�ô�”��
�"�.�,  �]�,�;�]�â�0�o�Ò�Ú�n�0�æ�n�à�¿�á�”�D�$�6�;�é0©1M�ù�Ú�ê�<�`�6�J�
�ÿ�o�Ò�ù�Ô�•

MAC Access Control List9ÔMACL 9Õ�ã VACL �Ç�(�P�o�;�Ð���á�¿�ù�Ô�• VACL �ê  Cisco IOS �â�ê  
VLAN �Q�6�J�ã�Ò�á.z/��Ð���ù�Ô�•
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�4�é�.� �X�]�9���Ï(»�Ç�(�P�o�;�Ð���á�¿�ù�Ô�•

• VLAN ���f�2�o�H�����,
��é  MAC ���<�_�,�é�Y�>� �V�,�;  �;�\�H���6�"�
�I�`�6�"�Ô���Î�ã�

��(»�æ�Ô��  MAC ���<�_�,  �H���^�2�]�f�#  

• #��>�;�\�H���6�"�æ�»�Ò�á�,���6�4
��é�_���W  2 ���f�2�o�H�����,�æ  ACL �
1¡!ª�Ô���Î�ã�
��(»
�æ�Ô���P�o�;  ACL 

ACL�” MACL �” VLAN �Q�6�J�” MAC ���<�_�,  �H���^�2�]�f�#�”�Å���î�P�o�;  ACL �é.f&¦�æ�ß�¿�á
�ê�” %Y40 %(�ŸACL �æ�����@�6�;�b�o�"  �.� �X�]�9���é.3�o�  �

ó�–�Ò�á�Ê�Û�Ð�¿�•

�P�o�;  �.� �X�]�9��

�P�o�;  �.� �X�]�9���ê�”�P�o�;�æ���"�.�,�Ô���b�o�"�,�9�o�*�Z�f�é  MAC ���<�_�,�æ�n�à�¿�á�P�o
�;�é�;�\�H���6�"�
�Ù4¢�Ò�ù�Ô�•�;�\�f�"  �P�o�;  �.� �X�]�9���ê�”�Î�é�Ï(»�
  VLAN 
±
Ï�é�;�\�f�"

9Ô�J�\���L�o�;  VLAN 9ÔPVLAN9Õ�é [%��3�;�\�f�"�
�=�û9Õ�æ�ù�â���›�Ò�ù�Ô�•

�,�9���6�  �P�o�;  �.� �X�]�9���ê�”�P�o�;�é�]�f�"  �3���f�Å���î�,���6�4�é�]�.�6�;�æ�»�Ã���Ú�ü�”

G"›�æ�G(��Ð���Ú  MAC ���<�_�,�
�s-��&�f�H���!�X�_�o�*�Z�f�æ�;�=�Ô���Î�ã�â�P�o�;  �.� �X�]
�9���
���›�Ò�ù�Ô�•�Î���æ�����”�@�6�;�b�o�"%¤!�(*�ê.5���Ð����  MAC ���<�_�,�ù�Ú�ê�&�P�o�;�é  
MAC ���<�_�,�é�¨�"�™�
�Ù4¢�â�È�ù�Ô�•

5¸�ÿ  VLAN �,�9���6�  �P�o�;  �.� �X�]�9���ê�”�,�9���6�  �P�o�;  �.� �X�]�9���
  Voice-over-IP
9ÔVoIP9Õ�÷4?�æ�ù�â���›�Ò�ù�Ô�•5¸�ÿ  VLAN �,�9���6�  �P�o�;  �.� �X�]�9���ê�”�P�o�;�
�`�6�"�Ò�”
IP Phone �Å���î  IP Phone �é(›�ß�é�b�o�"�,�9�o�*�Z�f�ã�ê!ã�å��  MAC ���<�_�,�é�½���,�9�o�*�Z�f
�Æ���é���"�.�,�
�I�`�6�"�Ò�ù�Ô�•

�P�o�;  �.� �X�]�9���é.f&¦�æ�ß�¿�á�ê�” %Y36 %(�Ÿ�P�o�;  �.� �X�]�9���é.3�o�  �

ó�–�Ò�á�Ê�Û�Ð�¿�•

�,�;�o�S�Ù�î

�I�`�o�<� �V�,�;�å�Ù�ê�” 1 �ß�ù�Ú�ê-„�™�é�,���6�4  �P�o�;
��â�” LAN �Ç�I�`�o�<� �V�,�;  �,�;�o�S
�æ���Þ�á�Ù
B�Ò�å�¿���Á�æ�Ô���Ï(»�â�Ô�• LAN �é�I�`�o�<� �V�,�;  �,�;�o�S�ê�”�I�`�o�<� �V�,�;  �D
�$�6�;�Ç  LAN �æ�H�\�6�:���f�#�Ô���ã"’!¢�Ò�”1Š�þ�å�;�\�H���6�"�Ç!¢�ú�´�Ð���”�@�6�;�b�o�"  �D
�H���o�Q�f�,�

Ð
��Ð�Ö�ù�Ô�•�J�`�;�&�^�,�2�6�"�s-]�ù�Ú�ê�@�6�;�b�o�".3�o�é���\�o�Ç�”�I�`�o�<
� �V�,�;  �,�;�o�S�é
Ú�Ã�æ�å���ù�Ô�•�Q�^�4� �V�,�;�Å���î�I�`�o�<� �V�,�;�å�Ù�ê�”�P�o�;�
1b1Š
�Ô���I�`�o�<� �V�,�;  �;�\�H���6�"�é2‚�
�ù�o�Ò�” $�o�é�2���S  ���f�2�o�C�^�â�I�`�o�<� �V�,�;  �;
�\�H���6�"�
	û1ñ�é.3�o��(»�å�Ò�È�¿�o�é�o�ã�§0»�Ò�ù�Ô�•�I�`�o�<� �V�,�;  �;�\�H���6�"�é2‚�Ç�Î
�é���f�2�o�C�^�é4F�æ�Ò�È�¿�o�æ1•�Ô���ã�”�I�`�o�<� �V�,�;  �H�_�o�S�Ç�<�`�6�J�Ð���”
›�ç�â�P�o
�;�Ç�*�V�6�;�3���f�Ò�ù�Ô�•

�I�`�o�<� �V�,�;�å�Ù�é.3�o�»5Å�æ�ß�¿�á�ê�” %Y43 %(�Ÿ�,�;�o�S�Ù�î�é.3�o�  �

ó�–�Ò�á�Ê�Û�Ð�¿�•

uRPF �,�;�]�"�;  �U�o�<

Unicast Reverse-path Forwarding9ÔuRPF; �Y�>� �V�,�;  RPF9Õ�Ï(»�ê�”��.=��(»�å1M�>�0  IP ���<�_�,
�Ç
�/÷�Ò�á�¿��  IP �D�$�6�;�
�D�È�Ô���Î�ã�â�”4F1‘�Þ�Ú�ù�Ú�ê�©1g9Ô�,�J�o�H���f�#�Ð���Ú9Õ1M�>�0  
IP ���<�_�,�Ç�@�6�;�b�o�"�æ�y���á"’!¢�Ô���ç5ô�
0·�ë�Ô���é�æ�Î%��Ü�ù�Ô�• uRPF �Ç IP �^�o�9���f
�#  �9�o�I�^�ã�›�'�H�é�����Ú�­
2�å1M�>�0���<�_�,�
�,�ß�D�$�6�;�Û�Ì�
0©1M�Ô���Î�ã�æ���Þ�á�”
DoS �y���Å���î  DDoS �y���
�Ø���Ò�ù�Ô�•�Î���æ�����”�Å�t�}�é�@�6�;�b�o�"�” ISP�”�Å���î�w���é��
�f�2�o�@�6�;�Ç�;/��Ð���ù�Ô�• uRPF �
�,�;�]�"�;  �U�o�<�â
ö!ª�Ô���•�'�ê�”�^�o�2�Ç�¯���D�$�6�;�é
0©1M�æ
ö!ª�Ô�����f�2�o�H�����,�â�D�$�6�;�
���>�Ô����-Ð�Ç�½���ù�Ô�• uRPF �,�;�]�"�;  �U�o�<�ê�”
IPv4 �Å���î  IPv6 �J�_�H���"�,�é
��Ç�â�(�P�o�;�Ð���á�¿�ù�Ô�•
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%Y 1 %(      -~� �N-Ð
�.� �X�]�9���Ï(»
�I�`�o�<� �V�,�;�å�Ù�é.3�o�Ç�:�æ�ß�¿�á�ê�” %Y26 %(�Ÿ�Y�>� �V�,�;  Reverse Path Forwarding �é.3
�o�  �

ó�–�Ò�á�Ê�Û�Ð�¿�•

�Y�o�9���]�9��

Catalyst 4500 �*�]�o�-  �,���6�4�â�(�P�o�;�Ð���á�¿���Y�o�9���]�9���ê�4�é�ã�Å���â�Ô�•

�_���W  2 traceroute

�_���W  2 traceroute �

ö!ª�Ô���ë�”�,���6�4�â�D�$�6�;�Ç1M�>�0�:�C���,�Æ���p�5�:�C���,�ù�â�é4F�æ
1b1Š�Ô�� �!��D�,�
/��Î�â�È�ù�Ô�•�_���W  2 traceroute �ê�”�Y�>� �V�,�;1M�>�0�Å���î�p�5  MAC ���<
�_�,�æ�é�ú�»���Ò�ù�Ô�•

�_���W  2 traceroute �æ�ß�¿�á�ê�” %Y8 %(�Ÿ�P�o�;�é�,�9�o�2�,�ã�’&ï�é#Õ.z�  �

ó�–�Ò�á�Ê�Û�Ð�¿�•

TDR

Time Domain Reflectometry9ÔTDR; �2���S  �<�T���f
û�¿ ¸.�9Õ�ê�”�$�o�I�^�é A���Å���î�>5ì�H�é.;
�¿�æ
ö!ª�Ð�����9�"�A�`�+�o�â�Ô�• TDR �ê�”���o�J�f�”�*�Z�o�;�”�ù�Ú�ê&³%5�é�$�o�I�^ A���
���´
�Ò�ù�Ô�•�ù�Ú�”4Ú�‚�P���f�;�ù�â�é0�5�.�%š�ý�(�P�o�;�Ò�ù�Ô�•

TDR �æ�ß�¿�á�ê�” %Y8 %(�Ÿ�P�o�;�é�,�9�o�2�,�ã�’&ï�é#Õ.z�  �

ó�–�Ò�á�Ê�Û�Ð�¿�•

�:�C�6�#�Ï(»

Catalyst 4500�*�]�o�- �,���6�4�æ�ê�”�Ë�¼.3�o�
�:�C�6�#�Ô���Ú�ü�é�&�Q�f�<�Ç�¿�Ê�ß�Æ�½���ù�Ô�•
�Î�����é�&�Q�f�<�ê�”�4�é�&�Q�f�<  �#�^�o�J�æ�=�ù���ù�Ô�•

• platform

• debug platform

.f&¦�æ�ß�¿�á�ê�” �¡ Catalyst 4500 Series Switch Cisco IOS Command Reference�¢�

ó�–�Ò�á�Ê�Û�Ð�¿�•

Web �L�o�,.z.=

Web �L�o�,.z.=�Ï(»9Ô�Î�,  Web .z.=�J�`� �*9Õ�

ö!ª�Ò�á�” IEEE 802.1X �(�J�]���f�;�
�s-��Ò�á�¿
�å�¿�N�,�;  �*�,�9�S�â���f�<  �Y�o�)�
.z.=�â�È�ù�Ô�• HTTP �.�6�*�Z�f�
4?�Ž�Ô���ã�”�Î�é�Ï(»�æ��
���”�N�,�;�Æ���é�I
�  HTTP �D�$�6�;�Ç
•-����>�Ð���”�Y�o�)�æ  HTML �`�#���f  �M�o�+�Ç1M�>�Ð���ù
�Ô�•/—�p�±�Ž�
�I
��Ò�ù�Ô�•/—�p�±�Ž�ê�” Web �L�o�,.z.=�Ï(»�æ�����”.z.=�é�Ú�ü�æ  AAA �(�o�C�æ1M
�>�Ð���ù�Ô�•.z.=�Ç�‘
��Ô���ã�” Web �L�o�,.z.=�ê�`�#���f�‘
�  HTML �M�o�+�
�N�,�;�æ1M�>�Ò�”
AAA �(�o�C�Æ��10�Ð���Ú���"�.�,  �P�]�*�o�
1¡!ª�Ò�ù�Ô�•

Web �L�o�,.z.=�é.f&¦�æ�ß�¿�á�ê�” %Y35 %(�ŸWeb �L�o�,.z.=�é.3�o�  �

ó�–�Ò�á�Ê�Û�Ð�¿�•
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�0�H�;������  �&�f�H���!�X�_�o

OL-22250-01-J
C H A P T E R 2

CLI

�Î�é%(�â�ê�” Catalyst 4500 �*�]�o�-  �,���6�4�é.3�o�æ
ö!ª�Ô��  Command-Line Interface9ÔCLI; �&�Q
�f�<�\���f  ���f�2�o�H�����,9Õ�æ�ß�¿�á.‘�ÿ�Ò�ù�Ô�•�Î�é%(�é
%�å�]�ˆ�ê�”�4�é�ã�Å���â�Ô�•

• �Ÿ�H�����^%¤!��&�Q�f�<�  9ÔP.2-19Õ

• �Ÿ�,���6�4  CLI �ó�é���"�.�,�  9ÔP.2-29Õ

• �Ÿ�&�Q�f�<�\���f�é�£!��  9ÔP.2-39Õ

• �Ÿ�E�,�;�]'Î�µ�  9ÔP.2-39Õ

• �ŸCisco IOS �&�Q�f�<  �U�o�<�æ�ß�¿�á�  9ÔP.2-49Õ

• �Ÿ�&�Q�f�<  �]�,�;�Å���î�t�¥�é���ç�  9ÔP.2-59Õ

• �ŸROMmon �é  CLI� 9ÔP.2-79Õ

9Ô�H9Õ �Î�é%(�â
ö!ª�Ô���,���6�4  �&�Q�f�<�é�t�¥�Å���î
ö!ª�Ç�:�é.f&¦�æ�ß�¿�á�ê�”�4�é  URL �â�¡ Cisco 
Catalyst 4500 Series Switch Command Reference�¢�ã4P1j/—�±�

ó�–�Ò�á�Ê�Û�Ð�¿�•

http://www.cisco.com/en/US/products/hw/switches/ps4324/index.html 

Catalyst 4500 �é�&�Q�f�<  �]�H���_�f�,�æ�•0¿�Ð���á�¿�å�¿�&�Q�f�<�æ�ß�¿�á�ê�”����.f&¦�å  Cisco 
IOS �\���I�\�]�

ó�–�Ò�á�Ê�Û�Ð�¿�•�4�é  URL �â�¡ Catalyst  4500  Series  Switch  Cisco  IOS 
Command  Reference�¢�ã4P1j/—�±�

ó�–�Ò�á�Ê�Û�Ð�¿�•

http://www.cisco.com/en/US/products/ps6350/index.html 

�H�����^%¤!��&�Q�f�<
�4�é�H�����^%¤!��&�Q�f�<�Ç  Supervisor Engine 7-E 
��â�(�P�o�;�Ð���á�¿�ù�Ô�•

• verify <filename>

• rename <old_name> <new_name>

• delete <filename>

• copy <source_flename> ,target_filename>
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%Y 2 %(      CLI
�,���6�4  CLI �ó�é���"�.�,
�,���6�4  CLI �ó�é���"�.�,
�Î�Î�â�ê�,���6�4  CLI �ó�é���"�.�,�Ç�:�æ�ß�¿�á.‘�ÿ�Ò�ù�Ô�•

• �ŸEIA/TIA-232 �&�f�0�o�^  ���f�2�o�H�����,�

ö!ª�Ò�á  CLI �æ���"�.�,�Ô���•�'�  9ÔP.2-29Õ

• �ŸTelnet �

ö!ª�Ò�á  CLI �æ���"�.�,�Ô���•�'�  9ÔP.2-29Õ

EIA/TIA-232 �&�f�0�o�^  ���f�2�o�H�����,�

ö!ª�Ò�á  CLI �æ���"�.�,�Ô��
�•�'

9Ô�H9Õ EIA/TIA-232 �ê�” EIA9Ô&(�Ö5��6�¿�:
³9Õ�Å���î  TIA9Ô&(�Ö5��Ç1b�>�¿�:
³9Õ�æ���Þ�á�¡�0�ã�Ò�á.z
�o�Ð�����ù�â�ê�” Recommended Standard 2329ÔRS-2329Õ�ã�m�ë���á�¿�ù�Ò�Ú�•

�,���6�4�é�Ë�¼.3�o�ê�” EIA/TIA-232 �&�f�0�o�^  ���f�2�o�H�����,�æ�’&ï�Ò�á-��¿�ù�Ô�•�&�f�0�o�^  
���f�2�o�H�����,�é�$�o�I�^�’&ï�»5Å�æ�ß�¿�á�ê�” �¡ Catalyst 4500 Series Switch Module Installation 
Guide�¢�

ó�–�Ò�á�Ê�Û�Ð�¿�•

�&�f�0�o�^  ���f�2�o�H�����,�
&»!±�Ò�á�,���6�4�æ���"�.�,�Ô���æ�ê�”�4�é
Þ�:�
-��¿�ù�Ô�•

EIA/TIA-232 ���f�2�o�H�����,�
&»!±�Ò�á�,���6�4�æ���"�.�,�Ò�Ú�½�ã�”�4�é���Á�æ-+$��Ð���ù�Ô�•

Press Return for Console prompt

Switch> enable
Password:< >
Switch# 

Telnet �

ö!ª�Ò�á  CLI �æ���"�.�,�Ô���•�'

9Ô�H9Õ �,���6�4�æ  Telnet �
�’&ï�Ô���è�æ�”�,���6�4�é  IP ���<�_�,�
.3�o�Ô����-Ð�Ç�½���ù�Ô�• �Ÿ �!��_���W  3 
���f�2�o�H�����,�é.3�o�  9ÔP.24-109Õ�

ó�–�Ò�á�Ê�Û�Ð�¿�•

�Î�é�,���6�4�ê�”�¨�"  8 �ß�é  Telnet �.�6�*�Z�f�
�+�(�æ�(�P�o�;�Ò�ù�Ô�• Telnet �.�6�*�Z�f�ê�”����
�<�^ A���é�ù�ù  exec-timeout �&�Q�f�<�â�0�o�Ò�Ú�(4F�Ç&»1Š�Ô���ã�”)D
G"›�æ�¾�¿�Ð���ù�Ô�•

�&�Q�f�< "á"›

�,�9�6�J 1 Switch> enable  �Y�o�)  EXEC �J�`�f�J�;9Ô >9Õ�Æ���” enable �
�I
��Ò
�á�” $�­�U�o�<9Ô�Î�,�” $�­  EXEC �U�o�<9Õ�æ���•�Ò
�ù�Ô�•

�,�9�6�J 2 Password: password  

Switch# 

�D�,�b�o�<  �J�`�f�J�;�â�”�*�,�9�S�D�,�b�o�<�
�I
��Ò
�ù�Ô�•�J�`�f�J�;9Ô #9Õ�Ç-+$��Ð���” $�­�U�o�<�â  CLI 
�æ���"�.�,�Ò�Ú�Î�ã�
$��Ò�ù�Ô�•

�,�9�6�J 3 Switch# quit  
Þ�:�&�Q�f�<�é�s-��Ç&³
L�Ò�Ú�½�ã�”�.�6�*�Z�f�
&³
L
�Ò�ù�Ô�•
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%Y 2 %(      CLI
�&�Q�f�<�\���f�é�£!�
�,���6�4�æ  Telnet �
�’&ï�Ô���æ�ê�”�4�é
Þ�:�
-��¿�ù�Ô�•

�4�æ�”�,���6�4�ã�é  Telnet �.�6�*�Z�f�
4?�Ž�Ô�����
$��Ò�ù�Ô�•

unix_host% telnet Switch_1
Trying 172.20.52.40...
Connected to 172.20.52.40.
Escape character is '^]'.
User Access Verification
Password:< >
Switch_1> enable
Password:
Switch_1# 

�&�Q�f�<�\���f�é�£!�
�,���6�4  �&�Q�f�<�â�ê�”�"�¥�<�ã�Ê�¥�<�Ç
™�Î�Ð���ù�Ö���•�ù�Ú�”�&�Q�f�<�Å���î�D�\�T�o�2�ê�” û
�÷
ö!ª��(»�å
•�é�&�Q�f�<�ù�Ú�ê�D�\�T�o�2�ã
™�Î��(»�å�¥�<�™�ù�â"í!Û�â�È�ù�Ô�•

�¨�ß�æ�I
��Ò�Ú  20 �X�é�&�Q�f�<�ê�E�,�;�]  �C�6�H���æ�;�=�Ð�����é�â�”�Î�����é�&�Q�f�<�
�,�"�`�o
�^�Ò�á�”�J�`�f�J�;�æ�I
��ù�Ú�ê',4ø�â�È�ù�Ô�• -+ 2-1 �æ�”�,���6�4  �&�Q�f�<�é�I
��Å���î',4ø�æ
ö
!ª�Ô��� �o�O�o�<  �*�Z�o�;���6�;�
$��Ò�ù�Ô�•

�E�,�;�]'Î�µ
�E�,�;�]  �C�6�H���æ�ê�”�¨�ß�æ�I
��Ò�Ú  20 �X�é�&�Q�f�<  �\���f�Ç�;�=�Ð���ù�Ô�•�E�,�;�]'Î�µ�æ���Þ
�á�”�c�I
��Ö�Õ�æ�&�Q�f�<  �\���f�æ���"�.�,�â�È�ù�Ô�• -+ 2-2 �æ�”�E�,�;�]'Î�µ�&�Q�f�<�
$��Ò�ù�Ô�•

�&�Q�f�< "á"›

�,�9�6�J 1 telnet  { hostname  | ip_addr } �]�U�o�;  �N�,�;�Æ��  telnet �&�Q�f�<�ã�”���"�.�,�Ô��
�,���6�4�é�,�è�ù�Ú�ê  IP ���<�_�,�
�I
��Ò�ù�Ô�•

�,�9�6�J 2 Password: password  

Switch# 

�J�`�f�J�;�â�” CLI �é�D�,�b�o�<�
�I
��Ò�ù�Ô�•�D�,
�b�o�<�
.3�o�Ò�á�¿�å�¿�•�'�ê�” Return �
�ü�Ò�ù�Ô�•

�,�9�6�J 3 
Þ�:�æ��-Ð�å�&�Q�f�<�
�I
��Ò�ù�Ô�•

�,�9�6�J 4 Switch# quit  Telnet �.�6�*�Z�f�
&³
L�Ò�ù�Ô�•

-+ 2-1 � �o�O�o�<  �*�Z�o�;���6�;

� �o�,�;�`�o�" &¿��

Ctrl+B �ù�Ú�ê�Æ� �o�
�ü�Ô 1

1. #k
Á� �o�ê�” VT100 �å�ä�é  ANSI 
U�µ%5�Ã�â�é�ú�­
2�â�Ô�•

���o�0�^�
  1 �¥�<�½�Û�Ì�ß1L�Ð�Ö�ù�Ô�•

Ctrl+F �ù�Ú�ê�È� �o  1 �
�ü�Ô ���o�0�^�
  1 �¥�<�½�Û�Ì1t�ü�ù�Ô�•

Ctrl+A �
�ü�Ô �&�Q�f�<�\���f�é�55á�æ���o�0�^�
$–
G�Ò�ù�Ô�•

Ctrl+E �
�ü�Ô �&�Q�f�<�\���f�é�Ã�è�æ���o�0�^�
$–
G�Ò�ù�Ô�•

Esc+B �
�ü�Ô 1 �¥�<�½�Û�Ì���o�0�^�
�ß1L�Ð�Ö�ù�Ô�•

Esc+F �
�ü�Ô 1 �¥�<�½�Û�Ì���o�0�^�
1t�ü�ù�Ô�•
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%Y 2 %(      CLI
Cisco IOS �&�Q�f�<  �U�o�<�æ�ß�¿�á
Cisco IOS �&�Q�f�<  �U�o�<�æ�ß�¿�á

9Ô�H9Õ Cisco IOS �&�Q�f�<  �U�o�<�é.f&¦�æ�ß�¿�á�ê�”�4�é  URL �é�¡ Cisco IOS Configuration Fundamentals 
Configuration Guide�¢�Å���î�¡ Cisco IOS Configuration Fundamentals Command Reference�¢�

ó�–�Ò
�á�Ê�Û�Ð�¿�•

http://www.cisco.com/en/US/docs/ios/12_2/configfun/configuration/guide/ffun_c.html 

http://www.cisco.com/en/US/docs/ios/fundamentals/command/reference/cf_book.html 

Cisco IOS �Y�o�)  ���f�2�o�H�����,�æ�ê�”�Y�o�)  EXEC�” $�­  EXEC9Ôenable9Õ�”�#�`�o�C�^  �&�f�H��
�!�X�_�o�*�Z�f�”���f�2�o�H�����,�”�(�I���f�2�o�H�����,�”�Å���î�J�`�;�&�^�Õ�­�é�&�U�o�<�Ç�½��
�ù�Ô�• û�÷�é�U�o�<�æ���Þ�á
ö!ª�â�È���&�Q�f�<�Ç�ÿ�ù���ù�Ô�•�²�o�é�U�o�<�â
ö!ª�â�È���&�Q�f�<�é
	û-é�
-+$��Ô���æ�ê�”�*�,�9�S  �J�`�f�J�;�æ!ü�ç%S9Ô ?9Õ�
�I
��Ò�ù�Ô�•.f&¦�æ�ß�¿�á�ê�” �Ÿ�&�Q�f�<  
�]�,�;�Å���î�t�¥�é���ç�  9ÔP.2-59Õ�

ó�–�Ò�á�Ê�Û�Ð�¿�•

�,���6�4
��â�.�6�*�Z�f�
4?�Ž�Ô���ã�È�æ�ê�”�Y�o�)  �U�o�<9Ô�Î�,�”�Y�o�)  EXEC �U�o�<9Õ�Æ���Ž�ü
�ù�Ô�• EXEC �U�o�<�â
ö!ª�â�È���é�ê�”4¢�o"›�å�&�Q�f�<  �(�I�.�6�;�â�Ô�•�Ô�ô�á�é�&�Q�f�<�æ���"
�.�,�Ô���æ�ê�” $�­  EXEC �U�o�<9Ô�Î�,�” $�­�U�o�<9Õ�
4?�Ž�Ô����-Ð�Ç�½���ù�Ô�• $�­  EXEC �U�o
�<�æ���"�.�,�Ô���æ�ê�”�D�,�b�o�<�
�I
��Ô����-Ð�Ç�½���ù�Ô�• $�­  EXEC �U�o�<�â�ê�”
›�ç�é  
EXEC �&�Q�f�<�
�I
��Ò�Ú���”�#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�æ���"�.�,�Ò�Ú���Ô���Î�ã
�Ç�â�È�ù�Ô�•�ö�ã���ä�é  EXEC �&�Q�f�<�ê�” û�÷�é.3�o�,�9�o�2�,�
-+$��Ô��  show �&�Q�f�<�ÿ�”��
���f�2�ù�Ú�ê���f�2�o�H�����,�
�]�.�6�;�Ô��  clear �&�Q�f�<�å�ä�é  1 �Á4¢���é�&�Q�f�<�â�Ô�•�,���6
�4�
�c/à
G�Ò�Ú�ã�È�æ�” EXEC �&�Q�f�<�ê�;�=�Ð���ù�Ö���•

�&�f�H���!�X�_�o�*�Z�f  �U�o�<�â�ê�”�s-��&�f�H���!�X�_�o�*�Z�f�
���•�â�È�ù�Ô�•�&�f�H���!�X
�_�o�*�Z�f�
�;�=�Ô���ã�”�,���6�4�
�c/à
G�Ò�Ú�ã�È�æ�Î�����é�&�Q�f�<�Ç�;�=�Ð���ù�Ô�•�ù�Õ�”�#
�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�
4?�Ž�Ô����-Ð�Ç�½���ù�Ô�•�#�`�o�C�^  �&�f�H���!�X�_�o
�*�Z�f  �U�o�<�Æ���”���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�”�(�I���f�2�o�H�����,  �&�f
�H���!�X�_�o�*�Z�f  �U�o�<�”�Å���î�&$³�J�`�;�&�^�Õ�­�é�U�o�<�
4?�Ž�â�È�ù�Ô�•

�,���6�4�Ç�\�Ò�Ê/à
G�Ò�å�¿�•�'�ê�” ROMmon �ã�m�ë�����Î�é�U�o�<�

ö!ª�Ò�ù�Ô�•�Ú�ã�Ã�ë�”�,
���6�4�é/à
G�(�æ�­
2�å�*�,�9�S  ���T�o�+�Ç�å�Æ�Þ�Ú�•�'�”�ù�Ú�ê�&�f�H���!�X�_�o�*�Z�f  �H�����^
�Ç�ã���á�¿�Ú�•�'�” ROMmon �U�o�<�Ç4?�Ž�Ð�����Î�ã�Ç�½���ù�Ô�•.f&¦�æ�ß�¿�á�ê�” �ŸROMmon �é  
CLI� 9ÔP.2-79Õ�

ó�–�Ò�á�Ê�Û�Ð�¿�•

-+ 2-2 �E�,�;�]'Î�µ�&�Q�f�<

�&�Q�f�< "á"›

 Ctrl+P �ù�Ú�ê�Ç� �o 1

1. #k
Á� �o�ê�” VT100 �å�ä�é  ANSI 
U�µ%5�Ã�â�é�ú�­
2�â�Ô�•

"å�è�æ�I
��Ò�Ú�&�Q�f�<�Æ��5Å�æ�”�E�,�;�]  �C�6�H��
�æ�;�=�Ð���á�¿���&�Q�f�<�
�m�î�´�Ò�ù�Ô�•� �o  �*�o
�$�f�,�
'…��10�Ô�ã�”���¿�&�Q�f�<�Ç5Å�æ�m�î�´�Ð���ù
�Ô�•

Ctrl+N �ù�Ú�ê�É� �o  1 Ctrl+P �ù�Ú�ê�Ç� �o�â�&�Q�f�<�
�m�î�´�Ò�Ú�½�ã�â�”
�E�,�;�]  �C�6�H���]�é�����Â�Ò�¿�&�Q�f�<�æ�¯���ù�Ô�•
� �o  �*�o�$�f�,�
'…��10�Ô�ã�”�Â�Ò�¿�&�Q�f�<�Ç�m�î
�´�Ð���ù�Ô�•

Switch# show history  EXEC �U�o�<�â�”"å�è�æ�I
��Ò�Ú�&�Q�f�<�
�¿�Ê�ß�Æ-+
$��Ò�ù�Ô�•
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%Y 2 %(      CLI
�&�Q�f�<  �]�,�;�Å���î�t�¥�é���ç
-+ 2-3 �æ�”���Ê
ö!ª�Ð����  Cisco IOS �U�o�<�
$��Ò�ù�Ô�•

Cisco IOS �&�Q�f�<  ���f�2�o�J�]�29Ô�Î�,�” EXEC9Õ�Ç�”�Y�o�)�Ç�I
��Ò�Ú�&�Q�f�<�
.�2|�Ò�á�s-��Ò
�ù�Ô�•�&�Q�f�<�Å���î� �o�b�o�<�ê�”
•�é�&�Q�f�<�ã
™�Î�â�È���¥�<�™�ù�â"í!Û�Ò�á�I
��â�È�ù�Ô�•�Ú
�ã�Ã�ë�” show �&�Q�f�<�ê  sh�” configure terminal �&�Q�f�<�ê  config t �æ"í!Û�â�È�ù�Ô�•

exit �
�I
��Ô���ã�”�,���6�4�ê  1 �_�L�^�è�æ�¯���ù�Ô�•�&�f�H���!�X�_�o�*�Z�f  �U�o�<�
�b�K�æ&³
L
�Ò�á $�­  EXEC �U�o�<�æ�¯���æ�ê�” Ctrl+Z �
�ü�Ò�ù�Ô�•

�&�Q�f�<  �]�,�;�Å���î�t�¥�é���ç

›�ç�é�&�Q�f�<  �U�o�<�â�”!ü�ç%S9Ô ?9Õ�
�I
��Ô���ã�”
ö!ª�â�È���&�Q�f�<�é�]�,�;�
�I�»�â�È�ù�Ô�•

Switch> ?

 $�o�é�¥�<�é
��î�â�Ž�ù���&�Q�f�<  �]�,�;�
���ç�Ô���æ�ê�”.e�°�Ô���¥�<�é�ß���æ!ü�ç%S9Ô ?9Õ�
�I
�
�Ò�ù�Ô�•!ü�ç%S�é�è�æ�,�M�o�,�
�I���å�¿�â�Ê�Û�Ð�¿�•�Î�é�»�|�é�K�^�J�ê�”�Y�o�)�æ
•�
�Þ�á  1 �ß�é

±.†�
�b�‘�Ð�Ö���Ú�ü�”�b�o�<  �K�^�J�ã�m�î�ù�Ô�•

� �o�b�o�<�ù�Ú�ê�•�™�é	û-é�
-+$��Ô���æ�ê�”� �o�b�o�<�ù�Ú�ê�•�™�é
•�
���æ!ü�ç%S�
�I
��Ò�ù�Ô�•
!ü�ç%S�é�è�æ�,�M�o�,�
  1 �ß�I���á�Ê�Û�Ð�¿�•�Î�é�»�|�é�K�^�J�ê�”�Ô�â�æ�I
��Ò�Ú�&�Q�f�<�”� �o
�b�o�<�”�Å���î�•�™�æ�n�à�¿�á�”
ö!ª�â�È��� �o�b�o�<�ù�Ú�ê�•�™�
-+$��Ô���é�â�”�&�Q�f�<�t�¥�K�^
�J�ã�m�î�ù�Ô�•

-+ 2-3 
ö!ª5ë�2�é7��¿  Cisco IOS �&�Q�f�<  �U�o�<

�U�o�< !ª1\ ���"�.�,�Ç�: �J�`�f�J�;

�Y�o�)  EXEC �]�U�o�;  �:�C���,�ó�é�’&ï�”%5�Ã
�é	û�("›�å.3�o���•�”�n�Ä"›�å�9
�,�;�é�s-��”�*�,�9�S�±�Ž�
-+$�
�Ò�ù�Ô�•

�`�#���f�Ò�ù�Ô�• Switch>

 $�­  EXEC9Ô���@�o�I�^9Õ 
G
Þ�D�\�T�o�2�é.3�o�• $�­�&�Q
�f�<  �.�6�;�æ�ê�”�Y�o�)  EXEC 
�U�o�<�â
ö!ª�â�È���&�Q�f�<�ã�ã
�ý�æ�” configure �&�Q�f�<�Ç�=�ù
���ù�Ô�• configure �&�Q�f�<�

ö
!ª�Ò�á�”�Î�é�&�Q�f�<  �U�o�<�æ��
�"�.�,�Ò�ù�Ô�•

�Y�o�)  EXEC �U�o�<�Æ���” enable 
�&�Q�f�<�ã���@�o�I�^  �D�,�b�o�<

9Ô�D�,�b�o�<�Ç.3�o�Ð���á�¿���•
�'9Õ�
�I
��Ò�ù�Ô�•

Switch#

�#�`�o�C�^  �&�f�H���!�X
�_�o�*�Z�f

�*�,�9�S�(4F�ù�Ú�ê�,���6�4�,�å
�ä�”�*�,�9�S�K
Õ�æ�Ç5À�Ô���Ï(»
�
.3�o�Ò�ù�Ô�•

 $�­  EXEC �U�o�<�Æ��  configure 
terminal  �&�Q�f�<�
�I
��Ò�ù�Ô�•

Switch(config)#

���f�2�o�H�����,  �&�f
�H���!�X�_�o�*�Z�f

interface �&�Q�f�<�

ö!ª�Ò�á�”
10 �!���F�6�;  ���o�(�@�6�;  ���f
�2�o�H�����,�”�!���F�6�;  ���o�(
�@�6�;  ���f�2�o�H�����,�”�H���,
�;  ���o�(�@�6�;  ���f�2�o�H����
�,�é�¿�Õ���Æ�é�2
Þ�
���@�o�I�^

{�ù�Ú�ê���•�Ò�ù�Ô�•

�#�`�o�C�^  �&�f�H���!�X�_�o�*�Z
�f  �U�o�<�Æ��  interface type 
location �&�Q�f�<�
�I
��Ò�ù�Ô�•

Switch(config-if)#

�&�f�0�o�^  �&�f�H���!�X
�_�o�*�Z�f

"å�’�’&ï�Ò�Ú�&�f�0�o�^�ù�Ú�ê
’
�Ð%5�Ã�Æ���”�&�f�0�o�^  ���f�2�o
�H�����,�
.3�o�Ò�ù�Ô�• Telnet �â

ö!ª�Ò�ù�Ô�•

�#�`�o�C�^  �&�f�H���!�X�_�o�*�Z
�f  �U�o�<�Æ��  line console 0 �&�Q
�f�<�
�I
��Ò�ù�Ô�•

Switch(config-line)#
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%Y 2 %(      CLI
�&�Q�f�<  �]�,�;�Å���î�t�¥�é���ç
Switch# configure ?
  memory             Configure from NV memory
  network            Configure from a TFTP network host
  overwrite-network  Overwrite NV memory from TFTP network host
  terminal           Configure from the terminal
  <cr>

�è�æ�I
��Ò�Ú�&�Q�f�<�
�c-+$��Ô���æ�ê�”�Ç� �o�ù�Ú�ê  Ctrl+P �
�ü�Ò�ù�Ô�•�Ç� �o�
&ï�Ì�á�ü�Ô�ã�”
�¨�ß�æ�I
��Ò�Ú  20 �X�é�&�Q�f�<�
-+$��â�È�ù�Ô�•

�E�f�; �&�Q�f�<�é�I
��â�ç5ô�Ç!¢�Ó�Ú�•�'�ê�”�*�,�9�S  �J�`�f�J�;�
#Õ.z�Ò�”!ü�ç%S9Ô ?9Õ�
�I
��Ò�á
ö!ª�â
�È���&�Q�f�<�é�]�,�;�
-+$��Ò�á�Ê�Û�Ð�¿�•�&�Q�f�<  �U�o�<�Ç!ã�å���”�ù�Ú�ê�t�¥�Ç4F1‘�Þ�á�¿����
(»�H�Ç�½���ù�Ô�•

1 �ß�è�é�U�o�<�æ�¯���æ�ê�” exit �
�I
��Ò�ù�Ô�•�ä�é�U�o�<�é�•�'�â�ý�” Ctrl+Z �
�ü�Ô�Æ�” end �&�Q�f
�<�
�I
��Ô���ã�”�Ú�Û�Ü�æ $�­  EXEC �U�o�<�æ�¯���ù�Ô�•

�,�2�f�C��  �,�o�D�o�C���)  ���f�+�f�é
’�Ð�&�f�0�o�^

Catalyst 4500 �*�]�o�-  �,���6�4�æ�ê�”�l43�H�
�,�Ú�Ö���Ú�ü�” 2 �ß�é�,�o�D�o�C���)  ���f�+�f�
�Þ0¿
�â�È�ù�Ô�•�,���6�4�æ5��.�Ç�I���ã�”�,�o�D�o�C���)  ���f�+�f�é  1 �ß�Ç���"�9���I�æ�å���”�,���6�4
���o�C�o�Ç"’!¢�Ô���ù�â���"�9���I�é�ù�ù�æ�å���ù�Ô�•�ý�Á  1 �ß�é�,�o�D�o�C���)  ���f�+�f�ê�,�2�f
�C��  �U�o�<�é�ù�ù�â�Ô�•

�,�o�D�o�C���)  ���f�+�f�é�Ø���Ù���æ�ê�”)D0Š�é�&�f�0�o�^  �P�o�;�Ç�½���ù�Ô�•�,�2�f�C��  �,�o�D�o
�C���)  ���f�+�f�é�&�f�0�o�^  �P�o�;&»!±�â�Û�Ì�”�,�2�f�C��  �,�o�D�o�C���)  ���f�+�f�æ���"�.�,�â�È
�ù�Ô�•�Ò�Ú�Ç�Þ�á�”�,�2�f�C��  �,�o�D�o�C���)�æ�»�Ô�����"�.�,�”�U�>�2�]�f�#�”�ù�Ú�ê�:�C�6�#�

-��Á�æ�ê�”�,�2�f�C��  �&�f�0�o�^�æ�’&ï�Ô����-Ð�Ç�½���ù�Ô�•

�,�2�f�C��  �,�o�D�o�C���)  ���f�+�f�é
’�Ð�&�f�0�o�^�

ö!ª�Ô���ã�”�,�2�f�C��  �&�f�0�o�^�ó�é �!�
"›�å�’&ï�Ç�å�Ê�á�ý���"�9���I  �,�o�D�o�C���)  ���f�+�f�Æ���,�2�f�C��  �&�f�0�o�^�æ���"�.�,�â�È�ù
�Ô�• EOBC �â  IPC �

ö!ª�Ò�á�,�2�f�C��  �,�o�D�o�C���)  ���f�+�f�ã1b�>�Ò�”���"�9���I  �,�o�D�o�C��
�)  ���f�+�f
��â�,�2�f�C��  �&�f�0�o�^�
���R�X�_�o�;�Ò�ù�Ô�•	û�2�æ���"�9���I�æ�â�È�����"�9���I  
�,�2�f�C��  �&�f�0�o�^  �.�6�*�Z�f�ê  1 �ß�Û�Ì�â�Ô�•

�,�2�f�C��  �,�o�D�o�C���)  ���f�+�f�é
’�Ð�&�f�0�o�^�

ö!ª�Ô���ë�”���"�9���I  �,�o�D�o�C���)  ���f
�+�f�æ�`�#���f�Ò�á�¿���Y�o�)�ê�”�,�2�f�C��  �,�o�D�o�C���)  ���f�+�f
��â  show �&�Q�f�<�
�]�U�o
�;�â�s-��Ò�”���"�9���I  �,�o�D�o�C���)  ���f�+�f�â�Ø�é&¿���
-+$��â�È�ù�Ô�•
’�Ð�&�f�0�o�^�ê�”��
�"�9���I  �,�o�D�o�C���)  ���f�+�f�Æ���Û�Ì�Ñ!ª�â�È�ù�Ô�•

���"�9���I  �,�o�D�o�C���)  ���f�+�f�Æ�����"�9���I  �,�o�D�o�C���)  ���f�+�f�é  attach module �&�Q�f
�<�” session module �&�Q�f�<�”�ù�Ú�ê  remote login �&�Q�f�<�

ö!ª�Ò�á�,�2�f�C��
’�Ð�&�f�0�o�^�æ
���"�.�,�â�È�ù�Ô�•�Î�����é�&�Q�f�<�
�s-��Ò�á�,�2�f�C��  �&�f�0�o�^�æ���"�.�,�Ô���æ�ê�” $�­  
EXEC �U�o�<9Ô�_�L�^  159Õ�
4?�Ž�Ò�á�¿����-Ð�Ç�½���ù�Ô�•

�,�2�f�C��
’�Ð�&�f�0�o�^�æ�I���ã�”%5�Ã�J�`�f�J�;�Ç�” "<hostname>-standby-console#" �æ)D
G"›�æ
���•�Ð���ù�Ô9Ô�Î�Î�â�” hostname �ê�,���6�4�æ.3�o�Ð���Ú�,�è�â�Ô9Õ �•
’�Ð�&�f�0�o�^�
&³
L�Ô���ã�”
�Î�é�J�`�f�J�;�ê�0�é�J�`�f�J�;�æ�¯���ù�Ô�•

exit �&�Q�f�<�ù�Ú�ê  quit  �&�Q�f�<�
�I
��Ô���ã�”
’�Ð�&�f�0�o�^�ê&³
L�Ò�ù�Ô�•�`�#���f�Ò�Ú���"
�9���I  �,�o�D�o�C���)  ���f�+�f�é%5�Ã�é�u�t
G�(4F�Ç.3�o�Ð���Ú�����<�^�(4F�
/å�Ã���ã�”���"�9��
�I  �,�o�D�o�C���)  ���f�+�f�é%5�Ã�Æ��)D
G"›�æ�`�#�����;�Ò�ù�Ô�•�Î�é�•�'�”
’�Ð�&�f�0�o�^  �.�6
�*�Z�f�ý&³
L�Ò�ù�Ô�•�ù�Ú�”�,�2�f�C���Ç�c/à
G�Ô���ã�”
’�Ð�&�f�0�o�^  �.�6�*�Z�f�ý)D
G"›�æ&³
L
�Ò�ù�Ô�•�,�2�f�C���Ç/à
G�Ò�Ú�½�ã�ê�”�Î�é
’�Ð�&�f�0�o�^  �.�6�*�Z�f�

Þ�‘�Ô����-Ð�Ç�½���ù�Ô�•
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ROMmon �é  CLI

’�Ð�&�f�0�o�^�

ö!ª�Ò�á�,�2�f�C��  �,�o�D�o�C���)  ���f�+�f�æ�`�#���f�Ô���æ�ê�”�4�é�2
Þ�
�s-�
�Ò�ù�Ô�•

Switch# session module 2
Connecting to standby virtual console
Type "exit" or "quit" to end this session
Switch-standby-console# exit

�,�2�f�C��  �&�f�0�o�^�Ç���@�o�I�^�â�å�¿�•�'�”�4�é�T�6�.�o�+�Ç-+$��Ð���ù�Ô�•

Switch-standby-console#
Standby console disabled.
Valid commands are: exit, logout


’�Ð�.�6�*�Z�f�Æ���,�2�f�C��  �&�f�0�o�^�æ�I���Î�ã�ê�” RPR �â  N/A �æ�å���ù�Ô�•

Switch# session module 2
IPC server port name IFConsoleServer:2 not registered on standby.
Secondary cannot be accessed by virtual console

9Ô�H9Õ �,�2�f�C��
’�Ð�&�f�0�o�^�æ�ê�”�&�Q�f�<���g�”�&�Q�f�<-l�b�”�&�Q�f�<  �K�^�J�”1ñ�½�&�Q�f�<  � �o
�b�o�<�å�ä�”�,�o�D�o�C���)  �&�f�0�o�^�Æ���Ñ!ª�â�È���¡�0"›�å�Ï(»�Ç�»�
�Þ�á�¿�ù�Ô�•

�4�é�Ù4¢
P5Ä�Ç�,�2�f�C��
’�Ð�&�f�0�o�^�æ1¡!ª�Ð���ù�Ô�•

• 
’�Ð�&�f�0�o�^�â�s-��Ð���Ú�&�Q�f�<�ê�”�Ô�ô�á�¨�ß�ù�â�s-��Ð���ù�Ô�• auto-more �Ï(»�ê�½���ù
�Ö���•�Ò�Ú�Ç�Þ�á�” terminal length 0 �&�Q�f�<�é�s-��(�ã�+�Ó���Á�æ�Ï(»�Ò�ù�Ô�•�ù�Ú�”�».d�»
�|�â�ê�½���ù�Ö���•�Ò�Ú�Ç�Þ�á�”���"�9���I  �,�o�D�o�C���)  ���f�+�f
��â� �o  �*�o�$�f�,�
�I
�
�Ò�á�ý�”�&�Q�f�<�é�s-��

��¿�â�È�ù�Ö���•�&�Q�f�<�æ���Þ�á�"2‚�é�´
��Ç"’!¢�Ò�Ú�•�'�”
’�Ð�&
�f�0�o�^�ê�,�o�D�o�C���)!¹5Y�æ�´
��
-+$��Ò�ù�Ô�•

• 
’�Ð�&�f�0�o�^�ê�».d�»�|�â�ê�½���ù�Ö���•
’�Ð�&�f�0�o�^�ê�&�Q�f�<�é���f�2�\�"�9���I�H�
��
�´�Ò�å�¿�Ú�ü�”�Y�o�)�ã�é�».d�
��-Ð�ã�Ô���&�Q�f�<�Ç�I
��Ð�����ã�” RPC �2���Q�o�Ç�&�Q�f�<
�

��¿�Ô���ù�â
’�Ð�&�f�0�o�^�ê�Ù�Ï�Ò�ù�Ô�•


’�Ð�&�f�0�o�^  �2���Q�o�ê  60 $}�æ.3�o�Ð���á�¿�ù�Ô�• 60 $}�ß�æ
’�Ð�&�f�0�o�^�ê�J�`�f�J�;�æ�¯
���ù�Ô�•�Î�é4F�”� �o�O�o�<�Æ���&�Q�f�<�

��¿�â�È�ù�Ö���•�2
Þ�
&ï�Ì���è�æ�”�2���Q�o�Ç�¼4¢
�¾���æ�å���é�
�Ù�ß��-Ð�Ç�½���ù�Ô�•

• 
’�Ð�&�f�0�o�^�

ö!ª�Ò�á�”�,�2�f�C��  �,�o�D�o�C���)  ���f�+�f
��â-+$��Ð���á�¿���:�C�6�#�Å
���î  Syslog �T�6�.�o�+�
-+$��Ô���Î�ã�ê�â�È�ù�Ö���•
’�Ð�&�f�0�o�^�ê�”
’�Ð�&�f�0�o�^�Æ���s
-��Ð���Ú�&�Q�f�<�é�´
��Û�Ì�
-+$��Ò�ù�Ô�•�s4Ù�é�,�2�f�C��  �&�f�0�o�^�â-+$��Ð�����Î�é�±�Ž
�ê�”
’�Ð�&�f�0�o�^�â�ê-+$��â�È�ù�Ö���•

ROMmon �é  CLI
ROMmon �ê/à
G�(�ù�Ú�ê�]�.�6�;�(�”�½���¿�ê2€�"�å�������\�o�Ç"’!¢�Ò�Ú�ã�È�æ4P
��Ô��  ROM 
�L�o�,�é�J�`�#�\�S�â�Ô�•�,���6�4�â  ROMmon �U�o�<�Ç4?�Ž�Ð�����é�ê�”�,���6�4�Ç�­
2�å�0�H�;
������  ���T�o�+�
-×�ß�Ì���Î�ã�Ç�â�È�å�Æ�Þ�Ú�•�'�” NVRAM �]�é.3�o�Ç�ã���á�¿�Ú�•�'�”�ù�Ú�ê�&
�f�H���!�X�_�o�*�Z�f  �_�+�,�2�Ç  ROMmon �U�o�<�
4?�Ž�Ô�����Á�æ.3�o�Ð���á�¿�Ú�•�'�â�Ô�•
ROMmon �U�o�<�â�ê�”�H�\�6�*�X  �T�U�]�”�@�6�;�b�o�"  �(�o�C  �H�����^�”�ù�Ú�ê�I�o�;�H�\�6�*�X
�Æ���0�H�;������  ���T�o�+�
�»
G�â�`�o�<�â�È�ù�Ô�•

�ù�Ú�”�,���6�4�
�c/à
G�Ò�á�”/à
G�(�é�¨�Ë�é  5 $}4F�æ Ctrl+C �
�ü�Ò�á�ý�” ROMmon �U�o�<�
4?�Ž
�â�È�ù�Ô�•
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ROMmon �é  CLI
9Ô�H9Õ �&�f�H���!�X�_�o�*�Z�f  �_�+�,�2�é.3�o�â�” Ctrl+C �Ç���H�æ.3�o�Ð���á�¿���•�'�â�ý�”�,���6�4�é�c
/à
G�ß  60 $}4F�ê Ctrl+C �

ö!ª�â�È�ù�Ô�•

ROMmon �U�o�<�
4?�Ž�Ô���ã�”�J�`�f�J�;�Ç  rommon 1> �æ���
���ù�Ô�•
ö!ª��(»�å  ROMmon �&�Q
�f�<�
#Õ.z�Ô���•�'�ê�” ? �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

ROMmon �&�Q�f�<�é.f&¦�æ�ß�¿�á�ê�” �¡ Catalyst  4500  Series  Switch  Cisco  IOS Command  
Reference�¢�

ó�–�Ò�á�Ê�Û�Ð�¿�•
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C H A P T E R 3
d 
�,���6�4�é�Ë�¼.3�o

�Î�é%(�â�ê�” Catalyst 4500 �*�]�o�-  �,���6�4�
�Ë�¼.3�o�Ô���Ç�:�æ�ß�¿�á.‘�ÿ�Ò�ù�Ô�•

�Î�é%(�é�±�Ž�ê�”�4�é URL �é�¡ Cisco IOS Configuration Fundamentals Command Reference, Release 
12.2SR�¢�é%¤!��±�Ž�ã%¤!��»5Å�
-l/÷�Ô���ý�é�â�Ô�•

http://www.cisco.com/en/US/docs/ios/12_2/configfun/command/reference/frfabout.html 

�Î�é%(�é
%�å�]�ˆ�ê�”�4�é�ã�Å���â�Ô�•

• �Ÿ�:�H���^�;  �,���6�4.3�o�  9ÔP.3-19Õ

• �ŸDHCP �L�o�,�é)D
G.3�o�é.3�o�  9ÔP.3-29Õ

• �Ÿ�,���6�4�é.3�o�  9ÔP.3-99Õ

• �Ÿ $�­  EXEC �&�Q�f�<�ó�é���"�.�,�Ù�î�  9ÔP.3-149Õ

• �Ÿ���@�o�I�^  �D�,�b�o�<�
�����Ú�•�'�é�Á�ó�Ç�:�  9ÔP.3-269Õ

• �Ÿ�,�o�D�o�C���)  ���f�+�f�é�,�2�o�;���6�J  �&�f�H���!�X�_�o�*�Z�f�é���•�  9ÔP.3-269Õ

• �Ÿ�,���6�4�é�´*D�(�é�:�H���^�;.3�o�ó�é�]�.�6�;�  9ÔP.3-349Õ

• �ŸCrashinfo �é.3�o�  9ÔP.3-349Õ

9Ô�H9Õ �Î�é%(�â
ö!ª�Ô���,���6�4  �&�Q�f�<�é�t�¥�Å���î
ö!ª�Ç�:�é.f&¦�æ�ß�¿�á�ê�”�4�é  URL �â�¡ Cisco 
Catalyst 4500 Series Switch Command Reference�¢�ã4P1j/—�±�

ó�–�Ò�á�Ê�Û�Ð�¿�•

http://www.cisco.com/en/US/products/hw/switches/ps4324/index.html 

Catalyst 4500 �é�&�Q�f�<  �]�H���_�f�,�æ�•0¿�Ð���á�¿�å�¿�&�Q�f�<�æ�ß�¿�á�ê�”����.f&¦�å  Cisco 
IOS �\���I�\�]�

ó�–�Ò�á�Ê�Û�Ð�¿�•�4�é  URL �â�¡ Catalyst 4500 Series Switch Cisco IOS Comman
Reference�¢�ã4P1j/—�±�

ó�–�Ò�á�Ê�Û�Ð�¿�•

http://www.cisco.com/en/US/products/ps6350/index.html 

�:�H���^�;  �,���6�4.3�o
�Î�Î�â�ê�” Catalyst 4500 �*�]�o�-  �,���6�4�é�:�H���^�;.3�o�æ�ß�¿�á.‘�ÿ�Ò�ù�Ô�• -+ 3-1 �æ�&�Ï(»�é
�:�H���^�;.3�o�
$��Ò�ù�Ô�•
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DHCP �L�o�,�é)D
G.3�o�é.3�o
�Î�Î�â�ê�” Dynamic Host Configuration Protocol9ÔDHCP; �3���=�R�6�"  �N�,�;  �&�f�H���!�X�_�o�*�Z
�f  �J�`�;�&�^9Õ�L�o�,�é)D
G.3�o�
.3�o�Ô���»5Å�æ�ß�¿�á.‘�ÿ�Ò�ù�Ô�•

• �ŸDHCP �L�o�,�é)D
G.3�o�  9ÔP.3-29Õ

• �ŸDHCP �"�\�����f�;-Ð�Þ�J�`�.�,�  9ÔP.3-39Õ

• �ŸDHCP �(�o�C�é.3�o�  9ÔP.3-49Õ

• �ŸTFTP �(�o�C�é.3�o�  9ÔP.3-59Õ

• �ŸDNS �(�o�C�é.3�o�  9ÔP.3-59Õ

• �Ÿ�]�_�o-]'Î�é.3�o�  9ÔP.3-69Õ

• �Ÿ�&�f�H���!�X�_�o�*�Z�f  �H�����^�é�I�»�Ç�:�  9ÔP.3-69Õ

• �Ÿ�t�‘���  9ÔP.3-79Õ

DHCP �(�o�C�Ç�*�,�&  �:�C���,�é�•�'�”�ù�Ú�ê�,���6�4�
  DHCP �(�o�C�ã�Ò�á.3�o�Ò�á�¿���•�'�”
DHCP �é.3�o�é.f&¦�æ�ß�¿�á�ê�” �¡ Cisco IOS IP and IP Routing Configuration Guide Cisco IOS Release
12.1�¢�é�Ÿ IP Addressing and Services� �

ó�–�Ò�á�Ê�Û�Ð�¿�•

DHCP �L�o�,�é)D
G.3�o

9Ô�H9Õ Release 12.2(20)EW 
•4 �â�ê�” write erase �&�Q�f�<�
"’-��Ô���Î�ã�æ�����” DHCP �é)D
G.3�o�
��
�@�o�I�^�æ�â�È�ù�Ô�•�Î�é�&�Q�f�<�æ�����” Non-Volatile Random Access Memory9ÔNVRAM; 
��¾"’
�H RAM9Õ�é�,�2�o�;���6�J  �&�f�H���!�X�_�o�*�Z�f�Ç�"�]���Ð���ù�Ô�• Release 12.2(20)EW �����ý
�è�é���T�o�+�â�ê�”�Î�é�&�Q�f�<�ê)D
G.3�o�
���@�o�I�^�æ�Ò�ù�Ö���•

DHCP �ê�”���f�2�o�@�6�;  �N�,�;�Å���î���f�2�o�@�6�;�b�o� �f�#  �:�C���,�æ.3�o�±�Ž�
�­���Ò�ù
�Ô�•�Î�é�J�`�;�&�^�æ�ê�” 2 �ß�é�&�f�P�o�@�f�;�Ç�=�ù���ù�Ô�• 1 �ß�ê  DHCP �(�o�C�Æ���:�C���,�æ�&
�f�H���!�X�_�o�*�Z�f  �D�\�T�o�2�
�­���Ô���&�f�P�o�@�f�;�”�ý�Á  1 �ß�ê�:�C���,�æ�@�6�;�b�o�"  ��
�<�_�,�

����°�á���&�f�P�o�@�f�;�â�Ô�• DHCP �ê�"�\�����f�; / �(�o�C  �U�:�^�æ�n�à�¿�á�¿�ù�Ô�•�0

-+ 3-1 �:�H���^�;  �,���6�4.3�o

�Ï(» �:�H���^�;.3�o

%¤!�!ª�’&ï 1b�ñ�U�o�<

�#�`�o�C�^  �,���6�4�±�Ž �*�,�9�S�,�”�*�,�9�S�é1j&Ê�5�”�`�$�o�*�Z�f�æ�ê�:�H���^�;�o
�Ç.3�o�Ð���á�¿�ù�Ö���•

�*�,�9�S  �"�`�6�" �*�,�9�S  �"�`�6�"  �2���S�æ�ê�o�Ç.3�o�Ð���á�¿�ù�Ö���•

�D�,�b�o�< �Y�o�)  �U�o�<�ù�Ú�ê���@�o�I�^  �U�o�<�é�D�,�b�o�<�ê.3�o�Ð���á
�¿�ù�Ö��9Ô Return � �o�
�ü�Ò�á�Ê�Û�Ð�¿9Õ �•

�,���6�4  �J�`�f�J�; Switch> 

���f�2�o�H�����, ���@�o�I�^�•1f�2�ã�H�`�o�Ù�î�ê)D
G�@�'�*���o�*�Z�f�â�”
Internet Protocol9ÔIP; ���f�2�o�@�6�;  �J�`�;�&�^9Õ���<�_�,�ê�0
�o�Ð���á�¿�ù�Ö���•
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DHCP �L�o�,�é)D
G.3�o�é.3�o
�o�Ð���Ú  DHCP �(�o�C�Ç�”
G"›�æ.3�o�Ð�����:�C���,�æ�»�Ò�á�”�@�6�;�b�o�"  ���<�_�,�

����°�á�”
�&�f�H���!�X�_�o�*�Z�f  �D�\�T�o�2�
�­���Ò�ù�Ô�•�,���6�4�ê�” DHCP �"�\�����f�;�ã�Ò�á�ý  DHCP 
�(�o�C�ã�Ò�á�ý�Ï(»�â�È�ù�Ô�•

DHCP �L�o�,�é)D
G.3�o�æ�����”�,���6�49Ô DHCP �"�\�����f�;9Õ�Ç/à
G�(�æ  IP ���<�_�,�±�Ž�Å���î
�&�f�H���!�X�_�o�*�Z�f  �H�����^�

ö!ª�Ò�á)D
G"›�æ.3�o�Ð�����Ú�ü�”�,���6�4
��â�é  DHCP �"�\��
���f�;�¥�é.3�o�ê��-Ð�½���ù�Ö���•�Ú�Û�Ò�” IP ���<�_�,�æ4P1j
ƒ�Ì�����Ú�&$³�é�]�o�,  ���J�*�Z�f�æ
�»�Ò�á�ê�” DHCP �(�o�C�”�ù�Ú�ê�,���6�4
��é  DHCP �(�o�C�é�Ï(»�
.3�o�Ô����-Ð�Ç�½���ù�Ô�•
DHCP �

ö!ª�Ò�á�”�@�6�;�b�o�"
��é�&�f�H���!�X�_�o�*�Z�f  �H�����^�é
Ï'Î�
�]�_�o�Ô���•�'�ê�”
Trivial File Transfer Protocol9ÔTFTP; %ò���H�����^0©1M�J�`�;�&�^9Õ�(�o�C�Å���î  Domain Name 
System9ÔDNS; �<�T���f  �@�o�S �*�,�9�S9Õ�(�o�C�é.3�o�Ç��-Ð�å�•�'�ý�½���ù�Ô�•

DHCP �L�o�,�é)D
G.3�o�ê�”�,���6�4�é  BOOTstrap Protocol9ÔBOOTP9Õ�"�\�����f�;�Ï(»�æ
•�
���ý
�é�â�Ô�•

DHCP �"�\�����f�;-Ð�Þ�J�`�.�,

/à
G�(�æ�,���6�4
��æ�&�f�H���!�X�_�o�*�Z�f  �H�����^�Ç�å�¿�•�'�ê�”�,���6�4�ê  DHCP �(�o�C�æ�»
�Ò�á)D
G"›�æ.3�o�±�Ž�
-Ð�Þ�Ò�ù�Ô�•

�Ñ 3-1 �æ�” DHCP �"�\�����f�;�ã  DHCP �(�o�C4F�â
d�µ�Ð����	û1j�é�T�6�.�o�+�
$��Ò�ù�Ô�•

�Ñ 3-1 DHCP �"�\�����f�; / �(�o�C4F�é�T�6�.�o�+
d�µ

�"�\�����f�;�â�½���,���6�4  A �ê�” DHCP �(�o�C�é�•�²�
 $�o�Ô���Ú�ü�æ�” DHCPDISCOVER �T�6
�.�o�+�
�I�`�o�<� �V�,�;�Ò�ù�Ô�• DHCP �(�o�C�ê�”�&�f�H���!�X�_�o�*�Z�f  �D�\�T�o�29Ô IP ���<�_
�,�”�(�I�@�6�;  �Q�,�"�”�%�o�;������  IP ���<�_�,�” DNS IP ���<�_�,�” IP ���<�_�,!ª�é�]�o�,�å�ä9Õ
�
�” DHCPOFFER �Y�>� �V�,�;  �T�6�.�o�+�â�"�\�����f�;�æ�­$��Ò�ù�Ô�•

DHCPREQUEST �I�`�o�<� �V�,�;  �T�6�.�o�+�â�ê�”�"�\�����f�;�ê�”�­$��Ð���Ú.3�o�±�Ž�æ�»�Ò�á�”
DHCP �(�o�C�æ�\�|�å-Ð�Þ�
�¯�Ò�ù�Ô�•�\�|�å-Ð�Þ�ê�I�`�o�<� �V�,�;�Ð�����Ú�ü�”�"�\�����f�;�Æ
��  DHCPDISCOVER �I�`�o�<� �V�,�;  �T�6�.�o�+�
���>�Ò�Ú
•�é  DHCP �(�o�C�ê�Ô�ô�á�”�"�\����
�f�;�æ�­$��Ò�Ú  IP ���<�_�,�
�c�Ñ!ª�â�È�ù�Ô�•

DHCP �(�o�C�ê�” DHCPACK �Y�>� �V�,�;  �T�6�.�o�+�
�"�\�����f�;�æ�¯�Ô�Î�ã�â�” IP ���<�_�,�Ç�"
�\�����f�;�æ
����°�á�����Ú�Î�ã�
#Õ.z�Ò�ù�Ô�•�Î�é�T�6�.�o�+�æ���Þ�á�”�"�\�����f�;�ã�(�o�C�ê�C
���f�<�Ð���”�"�\�����f�;�ê�(�o�C�Æ�����>�Ò�Ú.3�o�±�Ž�

ö!ª�Ò�ù�Ô�•�,���6�4�é���>�Ô���±�Ž2‚
�ê�” DHCP �(�o�C�é.3�o�Ç�:�æ���Þ�á!ã�å���ù�Ô�•.f&¦�æ�ß�¿�á�ê�” �ŸDHCP �(�o�C�é.3�o�  9ÔP.3-49Õ
�

ó�–�Ò�á�Ê�Û�Ð�¿�•

DHCPOFFER �Y�>� �V�,�;  �T�6�.�o�+�â�"�\�����f�;�æ1M�>�Ð���Ú�&�f�H���!�X�_�o�*�Z�f  �D�\�T�o
�2�Ç�u
2�â�½��9Ô�&�f�H���!�X�_�o�*�Z�f  ���\�o�Ç�½��9Õ�•�'�”�"�\�����f�;�ê  DHCP �(�o�C�æ�”
DHCPDECLINE �I�`�o�<� �V�,�;  �T�6�.�o�+�
�¯�Ò�ù�Ô�•

DHCP �(�o�C�ê�"�\�����f�;�æ�”�­$��Ð���Ú�&�f�H���!�X�_�o�*�Z�f  �D�\�T�o�2�Ç
����°�á�����á�¿
�å�¿�”�D�\�T�o�2�é�@�'�*���o�*�Z�f
��æ���\�o�Ç"’!¢�Ò�Ú�”�ù�Ú�ê  DHCPOFFER �T�6�.�o�+�æ�»�Ô
���"�\�����f�;�é��%u�Ç1ƒ���á�¿��9Ô DHCP �(�o�C�Ç�D�\�T�o�2�
�Î�é�"�\�����f�;�æ
����°�á�Ú9Õ
�ã�¿�Á�ç�g�é  DHCPNAK ���8�I�`�o�<� �V�,�;  �T�6�.�o�+�
1M�>�Ò�ù�Ô�•

�,���6�4  A

DHCPACK9Ô�Y�>� �V�,�;9Õ

DHCPREQUEST9Ô�I�`�o�<� �V�,�;9Õ

DHCPOFFER9Ô�Y�>� �V�,�;9Õ

DHCPDISCOVER9Ô�I�`�o�<� �V�,�;9Õ

DHCP �(�o�C

51
80

7
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G.3�o�é.3�o
DHCP �"�\�����f�;�ê�”-„�™�é  DHCP �(�o�C�Æ���­$��
���Ì�����”�¿�Õ���ý���Ì�I�����Î�ã�Ç�â�È�ù
�Ô�Ç�”1b�ñ�ê�¨�Ë�æ���Ì���Þ�Ú�­$��
���Ì�I���ù�Ô�• DHCP �(�o�C�Æ���­$��Ð���Ú  IP ���<�_�,�Ç���Õ
�Ò�ý�"�\�����f�;�æ
����°�á�������
�Ì�â�ê�½���ù�Ö���•�Ú�Û�Ò�”�(�o�C�ê1b�ñ�”�"�\�����f�;�Ç�\�|
�æ���<�_�,�
-Ð�Þ�Ô���ù�â�ê���<�_�,�
�;%¤�Ò�á�Å�È�ù�Ô�•

DHCP �(�o�C�é.3�o

�,���6�4�ê�” DHCP �"�\�����f�;�ã�Ò�á�ý  DHCP �(�o�C�ã�Ò�á�ý�Ï(»�â�È�ù�Ô�•�:�H���^�;�â�ê�”�,
���6�4�é  Cisco Internetwork Operating System9ÔCisco IOS9ÕDHCP �(�o�C�Å���î�]�_�o  ���o�+���f�;
�Ï(»�ê���@�o�I�^�æ�å�Þ�á�¿�ù�Ô�•

DHCP �(�o�C�”�ù�Ú�ê�,���6�4
��â�s-��Ð����  DHCP �(�o�C�é�Ï(»�æ�”�,���6�4  �B�o�<������  ���<�_
�,�æ���Þ�á�&�,���6�4�æ�C���f�<�Ð���Ú�¾!ª�é�]�o�,�
.3�o�Ô����-Ð�Ç�½���ù�Ô�•

�,���6�4�æ  IP ���<�_�,�±�Ž�
���>�Ð�Ö���•�'�ê�” DHCP �(�o�C�æ�4�é�]�o�,  ���J�*�Z�f�
.3�o�Ô����
-Ð�Ç�½���ù�Ô�•

• �"�\�����f�;�é  IP ���<�_�,9Ô��5Ç9Õ

• �"�\�����f�;�é�(�I�@�6�;  �Q�,�"9Ô��5Ç9Õ

• DNS �(�o�C�é  IP ���<�_�,9Ô
›�ç9Õ

• �^�o�2�é  IP ���<�_�,9Ô��5Ç9Õ

9Ô�H9Õ �^�o�2�é  IP ���<�_�,�ê�”�,���6�4�é�:�H���^�;  �%�o�;������  ���<�_�,�â�Ô�•

�,���6�4�æ  TFTP �(�o�C�Æ���&�f�H���!�X�_�o�*�Z�f  �H�����^�
���>�Ð�Ö���•�'�ê�” DHCP �(�o�C�æ
�4�é�]�o�,  ���J�*�Z�f�
.3�o�Ô����-Ð�Ç�½���ù�Ô�•

• TFTP �(�o�C�é�,�è�ù�Ú�ê  IP ���<�_�,9Ô��5Ç9Õ

• �I�o�;  �H�����^�,9Ô�"�\�����f�;�Ç��-Ð�å�&�f�H���!�X�_�o�*�Z�f  �H�����^�,9Õ 9Ô�•�Q9Õ

• �N�,�;�,9Ô
›�ç9Õ

DHCP �(�o�C�”�ù�Ú�ê�,���6�4
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DHCP �(�o�C�”�ù�Ú�ê�,���6�4
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DHCP �(�o�C�”�ù�Ú�ê�,���6�4
��â�s-��Ð����  DHCP �(�o�C�é�Ï(»�ê�”�+�Ó  Local Area Network
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��æ2)'Î�Ô���Î�ã�ý�”�Ø�é�,���6�4�ã�ê�Î�é  LAN 
��æ2)'Î�Ô
���Î�ã�ý�â�È�ù�Ô�• DHCP �(�o�C�Ç�Î�é  LAN 
��â$¿
G�Ò�á�¿���•�'�ê�” 2 �ß�é"å�’�’&ï�Ð���Ú  LAN 
4F�é�I�`�o�<� �V�,�;  �;�\�H���6�"�
0©1M�Ô��  DHCP �]�_�o�
.3�o�Ô����-Ð�Ç�½���ù�Ô�•�^�o�2�ê�I
�`�o�<� �V�,�;  �D�$�6�;�
0©1M�Ò�ù�Ö���Ç�”���>�Ð�����D�$�6�;�é�p�5  IP ���<�_�,�æ�n�à�¿�á�D�$�6
�;�
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���Ú  TFTP �(�o�C�Æ���0�o�Ð���Ú�&�f�H���!�X�_�o�*�Z�f  �H�����^�
�3���f�`�o�<�Ò���Á�ã�Ò�ù�Ô�•
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�4�” router-confg�”�Å���î  ciscortr.cfg �é û�÷�é�N�,�;�,�â�Ô�•
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• DHCP ��%u�é�,�è
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• router-confg �ù�Ú�ê  ciscortr.cfg �H�����^9Ô�Î�����é�H�����^�æ�ê�”�Ô�ô�á�é�,���6�4�æ�R1b�é�&
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�H�����^�ê���"�.�,�Ð���ù�Ö��9Õ �•

DHCP �(�o�C�]�o�,  �:�o�2�L�o�,�æ  TFTP �(�o�C�,�
�0�o�Ô���•�'�ê�” DNS �(�o�C�é�:�o�2�L�o�,�æ  
TFTP �(�o�C�,�ã  IP ���<�_�,�é�Q�6�G�f�#�
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DNS �(�o�C�é.3�o

DHCP �(�o�C�”�ù�Ú�ê�,���6�4
��â�s-��Ð����  DHCP �(�o�C�é�Ï(»�ê�” DNS �(�o�C�

ö!ª�Ò�á  TFTP 
�(�o�C�,�
  IP ���<�_�,�æ���µ�Ò�ù�Ô�• DNS �(�o�C
��â�” TFTP �(�o�C�,�Æ��  IP ���<�_�,�ó�é�Q�6�G�f
�#�
.3�o�Ô����-Ð�Ç�½���ù�Ô�• TFTP �(�o�C�æ�ê�”�,���6�4�é�&�f�H���!�X�_�o�*�Z�f  �H�����^�Ç�=�ù
���ù�Ô�•

DNS �(�o�C�é  IP ���<�_�,�
�” DHCP ��%u�Ç IP ���<�_�,�
���ç�Ô��  DHCP �(�o�C�é�]�o�,  �:�o�2�L�o
�,�æ.3�o�â�È�ù�Ô�•�]�o�,  �:�o�2�L�o�,�æ�ê�” DNS �(�o�C�é  IP ���<�_�,�
�¨�"  2 �ß�ù�â�I
��â�È�ù
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DNS �(�o�C�ê�”�,���6�4�ã�+�Ó  LAN 
��æ�=�÷�Ò�á�ý�”�ù�Ú�,���6�4�ã�ê�Î�é  LAN 
��æ�=�÷�Ò�á�¿�á
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z�Ò�á  DNS �(�o�C
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��-Ð�ã�Ô���I�`�o�<� �V�,�;  �D�$�6�;�
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�4�é���Á�æ.3�o�Ò
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���f�2�o�H�����,  10.0.0.2 �â�ê�”

router(config-if)#  ip helper-address 20.0.0.2
router(config-if)#  ip helper-address 20.0.0.3
router(config-if)#  ip helper-address 20.0.0.4

���f�2�o�H�����,  20.0.0.1 �â�ê�”

router(config-if)#  ip helper-address 10.0.0.1
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G.3�o�â�é�]�_�o-]'Î�é
ö!ª
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1M�>�Ò�á�”�,�è
ƒ�È�&�f
�H���!�X�_�o�*�Z�f  �H�����^�
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• DHCP ��%u�æ TFTP �(�o�C  ���<�_�,�Ç�=�ù���á�¿�å�¿�•�'9Ô 1 �H�����^.’�ú1��ú�Ç�|9Õ �”�,���6�4
�é  IP ���<�_�,�Å���î�&�f�H���!�X�_�o�*�Z�f  �H�����^�,�Ç
M&‚�Ð���ù�Ô�•

�,���6�4
9ÔDHCP �"�\�����f�;9Õ

Cisco �^�o�2
9Ô�]�_�o9Õ

49
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8

DHCP �(�o�C TFTP �(�o�C DNS �(�o�C

20.0.0.2 20.0.0.3

20.0.0.1
10.0.0.2

10.0.0.1

20.0.0.4
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1M���” network-confg �ù�Ú�ê  cisconet.cfg �é�:�H���^�;�é�&�f
�H���!�X�_�o�*�Z�f  �H�����^�
���ç�Ò�ù�Ô9Ô network-confg �H�����^�Ç.’�ú1��ü�å�¿�•�'�”�,���6
�4�ê  cisconet.cfg �H�����^�
.’�ú1��ú�ù�Ô9Õ �•

�:�H���^�;�é�&�f�H���!�X�_�o�*�Z�f  �H�����^�æ�ê�”�,���6�4�é�N�,�;�,�Æ��  IP ���<�_�,�ó�é
�Q�6�G�f�#�Ç�=�ù���á�¿�ù�Ô�•�,���6�4�ê�”�H�����^�é�±�Ž�
�N�,�;  �9�o�I�^�æ� �È1��ú�”�N�,
�;�,�
�I�»�Ò�ù�Ô�•�H�����^�â�N�,�;�,�Ç-×�ß�Æ���å�¿�•�'�”�,���6�4�ê  DHCP ��%u�é�N�,�;�,
�

ö!ª�Ò�ù�Ô�• DHCP ��%u�â�N�,�;�,�Ç�0�o�Ð���á�¿�å�¿�•�'�”�,���6�4�ê�:�H���^�;�é  Switch 
�
�N�,�;�,�ã�Ò�á
ö!ª�Ò�ù�Ô�•

�:�H���^�;�é�&�f�H���!�X�_�o�*�Z�f  �H�����^�ù�Ú�ê  DHCP ��%u�Æ���N�,�;�,�
�I�»�Ò�Ú�½�ã�”
�,���6�4�ê�N�,�;�,�ã�+�Ó�,�è�é�&�f�H���!�X�_�o�*�Z�f  �H�����^9Ô network-confg �ù�Ú�ê  
cisconet.cfg �é�ä�Ü���Ç�5�æ.’�ú1��ù���Ú�Æ�æ���Ó�á�” hostname-confg �ù�Ú�ê  hostname.cfg9Õ�
  
TFTP �(�o�C�Æ��.’�ú1��ú�ù�Ô�• cisconet.cfg �H�����^�Ç.’�ú1��ù���á�¿���•�'�ê�”�N�,�;�é�H��
���^�,�ê  8 �¥�<�æ�¾���e�á�����ù�Ô�•

network-confg�” cisconet.cfg�”�ù�Ú�ê�N�,�;�,�ã�+�Ó�,�è�é�H�����^�
.’�ú1��û�Î�ã�Ç�â�È�å�¿�•
�'�”�,���6�4�ê  router-confg �H�����^�
.’�ú1��ú�ù�Ô�•�,���6�4�Ç  router-confg �H�����^�
.’�ú1�
�ü�å�¿�•�'�ê�” ciscortr.cfg �H�����^�
.’�ú1��ú�ù�Ô�•

9Ô�H9Õ �4�é�¿�Õ���Æ�é�•�'�æ�”�,���6�4�ê  TFTP �(�o�C-Ð�Þ�
�I�`�o�<� �V�,�;�Ò�ù�Ô�• DHCP ��%u�Æ��  
TFTP �(�o�C�
�I�»�â�È�å�Æ�Þ�Ú�•�'�”�Y�>� �V�,�;
µ1M�æ�����&�f�H���!�X�_�o�*�Z�f  �H�����^�é.’
�ú1��ú�æ�,�Œ�Ò�Ú�•�'�” TFTP �(�o�C�,�
  IP ���<�_�,�æ���µ�â�È�å�¿�•�'  

�t�‘��

�Ñ 3-3 �æ�” DHCP �L�o�,�é)D
G.3�o�

ö!ª�Ò�á  IP �±�Ž�
���ç�Ô���@�6�;�b�o�"�é���
$��Ò�ù�Ô�•
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%Y 3 %(      �,���6�4�é�Ë�¼.3�o
DHCP �L�o�,�é)D
G.3�o�é.3�o
�Ñ 3-3 DHCP �L�o�,�é)D
G.3�o�

ö!ª�Ô���@�6�;�b�o�"�é�t�‘��

-+ 3-2 �æ�” DHCP �(�o�C�”�ù�Ú�ê�,���6�4
��â�s-��Ð����  DHCP �(�o�C�Ï(»�é�¾!ª�é�]�o�,�é�&�f
�H���!�X�_�o�*�Z�f�
$��Ò�ù�Ô�•

DNS �(�o�C  �&�f�H���!�X�_�o�*�Z�f

DNS �(�o�C�ê�” TFTP �(�o�C�,  maritsu�
  IP ���<�_�,  10.0.0.3 �æ�Q�6�G�f�#�Ò�ù�Ô�•

TFTP �(�o�C  �&�f�H���!�X�_�o�*�Z�f9Ô UNIX 9Õ

TFTP �(�o�C�é�L�o�,  �:���_�"�;�]�ê�” /tftpserver/work/ �æ.3�o�Ð���á�¿�ù�Ô�•�Î�é�:���_�"�;�]�æ
�ê�” 2 �H�����^.’�ú1��ú�Ç�|�â
ö!ª�Ð����  network-confg �H�����^�Ç�½���ù�Ô�•�Î�é�H�����^�æ�ê�” IP 
���<�_�,�æ�n�à�¿�á�,���6�4�æ
����°�á�������N�,�;�,�Ç�=�ù���á�¿�ù�Ô�•�L�o�,  �:���_�"�;�]�æ�ê�”
�4�æ$��Ô���Á�æ�”�&�,���6�4�é�&�f�H���!�X�_�o�*�Z�f  �H�����^9Ô switch1-confg�” switch2-confg �å
�ä9Õ�ý�=�ù���á�¿�ù�Ô�•

prompt> cd /tftpserver/work/
prompt> ls
network-confg
switch1-confg

�,���6�4  1
00e0.9f1e.2001

Cisco �^�o�2

49
06

6

�,���6�4  2
00e0.9f1e.2002

�,���6�4  3
00e0.9f1e.2003

DHCP �(�o�C DNS �(�o�C TFTP �(�o�C
9Ômaritsu9Õ

10.0.0.1

10.0.0.10

10.0.0.2 10.0.0.3

�,���6�4  4
00e0.9f1e.2004

-+ 3-2 DHCP �(�o�C�é�&�f�H���!�X�_�o�*�Z�f

�,���6�4  1 �,���6�4  2 �,���6�4  3 �,���6�4  4

�C���f�:���f�#  � �o
9Ô�B�o�<������  ���<�_
�,9Õ

00e0.9f1e.2001 00e0.9f1e.2002 00e0.9f1e.2003 00e0.9f1e.2004

IP ���<�_�, 10.0.0.21 10.0.0.22 10.0.0.23 10.0.0.24

�(�I�@�6�;  �Q�,�" 255.255.255.0 255.255.255.0 255.255.255.0 255.255.255.0

�^�o�2  ���<�_�, 10.0.0.10 10.0.0.10 10.0.0.10 10.0.0.10

DNS �(�o�C  ���<�_�, 10.0.0.2 10.0.0.2 10.0.0.2 10.0.0.2

TFTP �(�o�C�, maritsu�ù�Ú�ê  
10.0.0.3

maritsu�ù�Ú�ê  10.0.0.3 maritsu�ù�Ú�ê  10.0.0.3 maritsu�ù�Ú�ê  10.0.0.3

�I�o�;  �H�����^�,
9Ô�&�f�H���!�X�_�o
�*�Z�f  �H�����^9Õ 9Ô
›
�ç9Õ

switch1-confg switch2-confg switch3-confg switch4-confg

�N�,�;�,9Ô
›�ç9Õ switch 1 switch 2 switch 3 switch 4
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%Y 3 %(      �,���6�4�é�Ë�¼.3�o
�,���6�4�é.3�o
switch2-confg
switch3-confg
switch4-confg
prompt> cat network-confg
ip host switch1 10.0.0.21
ip host switch2 10.0.0.22
ip host switch3 10.0.0.23
ip host switch4 10.0.0.24

DHCP �"�\�����f�;  �&�f�H���!�X�_�o�*�Z�f

�,���6�4  1 :*  4 �æ�ê�”�&�f�H���!�X�_�o�*�Z�f  �H�����^�ê�=�÷�Ò�ù�Ö���•

�&�f�H���!�X�_�o�*�Z�f�é.‘�ÿ

�Ñ 3-3 �é�•�'�”�,���6�4  1 �ê�&�f�H���!�X�_�o�*�Z�f  �H�����^�
�4�é���Á�æ�Ò�á.’�ú1��ú�ù�Ô�•

• �,���6�4  1 �ê�” DHCP �(�o�C�Æ��  IP ���<�_�,  10.0.0.21 �
�I�»�Ò�ù�Ô�•

• DHCP �(�o�C�é��%u�â�&�f�H���!�X�_�o�*�Z�f  �H�����^�,�Ç�­���Ð���å�¿�•�'�”�,���6�4  1 �ê  
TFTP �(�o�C�é�L�o�,  �:���_�"�;�]�Æ��  network-confg �H�����^�
.’�ú1��ú�ù�Ô�•

• �,���6�4  1 �ê�”�N�,�;  �9�o�I�^�æ  network-confg �H�����^�é�]�ˆ�
1J
��Ò�ù�Ô�•

• �,���6�4  1 �ê�” IP ���<�_�,  10.0.0.21 �
�n�æ�N�,�;  �9�o�I�^�
��&•�Ò�”�N�,�;�,9Ô switch19Õ�
��
�ç�Ò�ù�Ô�•

• �,���6�4  1 �ê�”�N�,�;�,�æ�»���Ô���&�f�H���!�X�_�o�*�Z�f  �H�����^�
.’�ú1��ú�ù�Ô�•�Ú�ã�Ã�ë�”
TFTP �(�o�C�Æ��  switch1-confg �
.’�ú1��ú�ù�Ô�•

�,���6�4  2 :*  4 �ý�”�+�}�æ�&�f�H���!�X�_�o�*�Z�f  �H�����^�Å���î  IP ���<�_�,�
���ç�Ò�ù�Ô�•

�,���6�4�é.3�o  
�Î�Î�â�ê�,���6�4�é.3�o�Ç�:�æ�ß�¿�á.‘�ÿ�Ò�ù�Ô�•

• �Ÿ�&�f�H���!�X�_�o�*�Z�f  �U�o�<�æ�����,���6�4�é.3�o�  9ÔP.3-99Õ

• �Ÿ�s-��&�f�H���!�X�_�o�*�Z�f.3�o�é#Õ.z�  9ÔP.3-109Õ

• �Ÿ�s-��&�f�H���!�X�_�o�*�Z�f.3�o�o�é/à
G�H�����^�ó�é�;�=�  9ÔP.3-119Õ

• �ŸNVRAM �â�é.3�o�é#Õ.z�  9ÔP.3-119Õ

• �Ÿ�:�H���^�;  �%�o�;�������é.3�o�  9ÔP.3-129Õ

• �Ÿ�,�2�9���6�"  �^�o�;�é.3�o�  9ÔP.3-129Õ

�&�f�H���!�X�_�o�*�Z�f  �U�o�<�æ�����,���6�4�é.3�o

�&�f�H���!�X�_�o�*�Z�f  �U�o�<�Æ���,���6�4�
.3�o�Ô���»5Å�ê�”�4�é�ã�Å���â�Ô�•

�,�9�6�J 1 �,�o�D�o�C���)  ���f�+�f�é�&�f�0�o�^  ���f�2�o�H�����,�æ�”�&�f�0�o�^%5�Ã�
�’&ï�Ò�ù�Ô�•

�,�9�6�J 2 �™$}�ß�æ�”�Y�o�)  EXEC �J�`�f�J�;9Ô Switch>9Õ�Ç-+$��Ð���ù�Ô�•�Î�é�½�ã�” $�­  EXEC �U�o�<9Ô�Î
�,�”���@�o�I�^  �U�o�<9Õ�
4?�Ž�â�È�ù�Ô�• enable �ã�I
��Ò�á�”���@�o�I�^  �U�o�<�
4?�Ž�Ò�ù�Ô�•

Switch> enable
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%Y 3 %(      �,���6�4�é�Ë�¼.3�o
�,���6�4�é.3�o
9Ô�H9Õ �&�f�H���!�X�_�o�*�Z�f�
���•�Ô���•�'�ê�”���@�o�I�^  �U�o�<�
4?�Ž�Ò�á�¿����-Ð�Ç�½���ù
�Ô�•

�J�`�f�J�;�Ç���@�o�I�^  �J�`�f�J�;9Ô #9Õ�æ���
���ù�Ô�•

Switch#

�,�9�6�J 3 ���@�o�I�^  �J�`�f�J�;9Ô #9Õ�æ�”configure terminal �&�Q�f�<�
�I
��Ò�á�”�#�`�o�C�^  �&�f�H���!�X
�_�o�*�Z�f  �U�o�<�
4?�Ž�Ò�ù�Ô�•

Switch# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#

�,�9�6�J 4 �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �U�o�<  �J�`�f�J�;�æ�” interface type slot/interface �&�Q�f�<�
�I

��Ò�á�”���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�
4?�Ž�Ò�ù�Ô�•

Switch(config)# interface fastethernet 5/1
Switch(config-if)# 

�,�9�6�J 5 �Î�����é�&�f�H���!�X�_�o�*�Z�f  �U�o�<�é�¿�Õ���Æ�â�”�,���6�4.3�o�é���•�
-��¿�ù�Ô�•

�,�9�6�J 6 �&�f�H���!�X�_�o�*�Z�f  �U�o�<�
&³
L�Ô���æ�ê�” end �&�Q�f�<�
�I
��Ò�ù�Ô�•

�,�9�6�J 7 .3�o�o�
�;�=�Ò�ù�Ô9Ô �Ÿ�s-��&�f�H���!�X�_�o�*�Z�f.3�o�o�é/à
G�H�����^�ó�é�;�=�  9ÔP.3-119Õ�

ó
�–9Õ�•

�Î���â�¨�Ê4¢�é�,���6�4.3�o�Ç�b
L�Ò�”�I
��Ò�Ú.3�o�

ö!ª�Ò�á�^�o�2�
/à
G�â�È�����Á�æ�å���ù�Ò
�Ú�•�&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�é�]�,�;�
#Õ.z�Ô���æ�ê�”�J�`�f�J�;�â  ? �
�I
��Ô���Æ�”�ù�Ú
�ê�&�f�H���!�X�_�o�*�Z�f  �U�o�<�â  help � �o�
�ü�Ò�ù�Ô�•

�s-��&�f�H���!�X�_�o�*�Z�f.3�o�é#Õ.z

�I
��Ò�Ú�&�f�H���!�X�_�o�*�Z�f�ù�Ú�ê���•�
#Õ.z�Ô���æ�ê�”�4�é���æ$��Ô���Á�æ�”���@�o�I�^�J�`�f
�J�;9Ô #9Õ�â show running-config �&�Q�f�<�
�I
��Ò�ù�Ô�•

Switch# show running-config
Building configuration...
 
Current configuration:
!
version 12.0
service timestamps debug uptime
service timestamps log uptime
no service password-encryption
!
hostname Switch

<...output truncated...>

!
line con 0
 transport input none
line vty 0 4
 exec-timeout 0 0
 password lab
 login
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%Y 3 %(      �,���6�4�é�Ë�¼.3�o
�,���6�4�é.3�o
 transport input lat pad dsipcon mop telnet rlogin udptn nasi
!
end
Switch#

�s-��&�f�H���!�X�_�o�*�Z�f.3�o�o�é/à
G�H�����^�ó�é�;�=

�H�ç �4�é�&�Q�f�<�â�”�&�f�H���!�X�_�o�*�Z�f  �U�o�<�â�I
��Ò�Ú.3�o�o�
�;�=�Ò�ù�Ô�•�Î�é
Þ�:�
-��

�å�¿�ã�”�4�Á�*�,�9�S�
�]�`�o�<�Ô���ã�È�æ.3�o�Ç�,�
���ù�Ô�•

�&�f�H���!�X�_�o�*�Z�f�”�&�f�H���!�X�_�o�*�Z�f�ó�é���•�]�ˆ�”�ù�Ú�ê�,�2�o�;���6�J  �&�f�H��
�!�X�_�o�*�Z�f�ó�é���•�
  NVRAM �æ�;�=�Ô���æ�ê�”���@�o�I�^  �J�`�f�J�;9Ô #9Õ�â copy 
running-config startup-config �&�Q�f�<�
�I
��Ò�ù�Ô�•

Switch# copy running-config startup-config

NVRAM �â�é.3�o�é#Õ.z

NVRAM �æ�;�=�Ð���á�¿���±�Ž�
-+$��Ô���æ�ê�” show startup-config EXEC �&�Q�f�<�
�I
��Ò�ù�Ô�•

�4�æ�”	û)x"›�å�*�,�9�S.3�o�é���
$��Ò�ù�Ô�•

Switch# show startup-config
Using 1579 out of 491500 bytes, uncompressed size = 7372 bytes
Uncompressed configuration from 1579 bytes to 7372 bytes
!
version 12.1
no service pad
service timestamps debug uptime
service timestamps log uptime
no service password-encryption
service compress-config
!
hostname Switch
!
!
ip subnet-zero
!
!
!
!
interface GigabitEthernet1/1
 no snmp trap link-status
!
interface GigabitEthernet1/2
 no snmp trap link-status
!--More-- 

<...output truncated...>

!
line con 0
 exec-timeout 0 0
 transport input none
line vty 0 4
 exec-timeout 0 0
 password lab
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%Y 3 %(      �,���6�4�é�Ë�¼.3�o
�,���6�4�é.3�o
 login
 transport input lat pad dsipcon mop telnet rlogin udptn nasi
!
end

Switch# 

�:�H���^�;  �%�o�;�������é.3�o

9Ô�H9Õ �,���6�4�Ç�:�H���^�;  �%�o�;�������

ö!ª�Ô���é�ê�”�^�o�9���f�#  �J�`�;�&�^�Ç.3�o�Ð���á�¿�å�¿�•
�'�æ4¢�����ù�Ô�•

�,���6�4�æ�^�o�9���f�#  �J�`�;�&�^�Ç.3�o�Ð���á�¿�å�¿�•�'�”
•�é�(�I�@�6�;�æ�:�o�2�
1M�>�Ô���:
�H���^�;  �%�o�;�������
.3�o�Ò�ù�Ô�•�:�H���^�;  �%�o�;�������æ�ê�”�,���6�4�æ"å�’�’&ï�Ô���^�o�2

��é���f�2�o�H�����,�é  IP ���<�_�,�
�0�o�Ô����-Ð�Ç�½���ù�Ô�•

�:�H���^�;  �%�o�;�������
.3�o�Ô���æ�ê�”�4�é
Þ�:�
-��¿�ù�Ô�•

�4�æ�”�:�H���^�;  �%�o�;�������
.3�o�Ò�”�Ø�é.3�o�
#Õ.z�Ô�����
$��Ò�ù�Ô�•

Switch# configure terminal
Enter configuration commands, one per line.  End with CNTL/Z.
Switch(config)# ip default-gateway 172.20.52.35
Switch(config)# end
3d17h: %SYS-5-CONFIG_I: Configured from console by console
Switch#  show ip route
Default gateway is 172.20.52.35

Host               Gateway           Last Use    Total Uses  Interface
ICMP redirect cache is empty
Switch# 

�,�2�9���6�"  �^�o�;�é.3�o

Telnet �,�9�o�*�Z�f�ù�Ú�ê  Simple Network Management Protocol9ÔSNMP; %ò���@�6�;�b�o�"%¤!��J�`
�;�&�^9Õ�@�6�;�b�o�"%¤!��b�o�"�,�9�o�*�Z�f�Ç�”�,���6�4�ã!ã�å���@�6�;�b�o�"�æ�=�÷�Ò�”�^�o�9��
�f�#  �J�`�;�&�^�Ç.3�o�Ð���á�¿�å�¿�•�'�”
ö!ª�Ò�á�¿�����f�<  �,�9�o�*�Z�f�Ç�=�÷�Ô���@�6�;�b�o�"
�æ�»���Ô���,�2�9���6�"  �^�o�9���f�#  �9�o�I�^  ���f�;�]�
1J
��Ò�å�Ì���ë�å���å�¿�•�'�Ç�½���ù�Ô�•

�&�Q�f�< "á"›

�,�9�6�J 1 Switch(config)# ip default-gateway IP-address �:�H���^�;  �%�o�;�������
.3�o�Ò�ù�Ô�•

�,�9�6�J 2 Switch#  show ip route �:�H���^�;  �%�o�;�������Ç  IP �^�o�9���f�#  �9�o�I�^�æ
�\�Ò�Ê-+$��Ð�����Î�ã�
#Õ.z�Ò�ù�Ô�•
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%Y 3 %(      �,���6�4�é�Ë�¼.3�o
�,���6�4�é.3�o
�,�2�9���6�"  �^�o�;�
.3�o�Ô���æ�ê�”�4�é
Þ�:�
-��¿�ù�Ô�•

�4�æ�”�,���6�4
��â  ip route �&�Q�f�<�

ö!ª�Ò�á�” IP ���<�_�,  171.10.5.10 �é�b�o�"�,�9�o�*�Z�f�ó�é
�,�2�9���6�"  �^�o�;�
.3�o�Ô�����
$��Ò�ù�Ô�•�Î�é�•�'�”�(�I�@�6�;  �Q�,�"�ã0©1M�^�o�2�é  IP ���<�_
�,  172.20.3.35 �
!ª�¿�ù�Ô�•

Switch# configure terminal
Enter configuration commands, one per line.  End with CNTL/Z.
Switch(config)# ip route 171.10.5.10 255.255.255.255 172.20.3.35
Switch(config)# end
Switch#

�4�æ�” show running-config �&�Q�f�<�

ö!ª�Ò�á�”�,�2�9���6�"  �^�o�;�é.3�o�
#Õ.z�Ô�����
$��Ò�ù
�Ô�•

Switch#  show running-config
Building configuration...
.
<...output truncated...>
.
ip default-gateway 172.20.52.35
ip classless
ip route 171.10.5.10 255.255.255.255 172.20.3.35
no ip http server
!
line con 0
 transport input none
line vty 0 4
 exec-timeout 0 0
 password lab
 login
 transport input lat pad dsipcon mop telnet rlogin udptn nasi
!
end
 
Switch#

�4�æ�”�,���6�4
��â  ip route �&�Q�f�<�

ö!ª�Ò�á�” IP ���<�_�,  171.20.5.3 �é�b�o�"�,�9�o�*�Z�f�ó�é
�,�2�9���6�"  �^�o�;�
.3�o�Ô�����
$��Ò�ù�Ô�•�Î�é�•�'�”�(�I�@�6�;  �Q�,�"�ã�’&ï�Ð���á�¿��  Virtual 
Local Area Network9ÔVLAN; 
’�Ð  LAN9Õ1 �
!ª�¿�ù�Ô�•

Switch# configure terminal
Switch(config)# ip route 171.20.5.3 255.255.255.255 vlan 1
Switch(config)# end
Switch# 

�4�æ�” show running-config �&�Q�f�<�

ö!ª�Ò�á�”�,�2�9���6�"  �^�o�;�é.3�o�
#Õ.z�Ô�����
$��Ò�ù
�Ô�•

Switch# show running-config
Building configuration...
.
<...output truncated...>
.

�&�Q�f�< "á"›

�,�9�6�J 1 Switch(config)# ip route  dest_IP_address mask  
{ forwarding_IP  | vlan  vlan_ID } 

�]�U�o�;  �@�6�;�b�o�"�ó�é�,�2�9���6�"  �^�o�;�
.3�o
�Ò�ù�Ô�•

�,�9�6�J 2 Switch# show running-config �,�2�9���6�"  �^�o�;�Ç�\�Ò�Ê-+$��Ð�����Î�ã�
#Õ.z�Ò�ù
�Ô�•
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%Y 3 %(      �,���6�4�é�Ë�¼.3�o
 $�­  EXEC �&�Q�f�<�ó�é���"�.�,�Ù�î
ip default-gateway 172.20.52.35
ip classless
ip route 171.20.5.3 255.255.255.255 Vlan1
no ip http server
!
!
x25 host z
!
line con 0
 transport input none
line vty 0 4
 exec-timeout 0 0
 password lab
 login
 transport input lat pad dsipcon mop telnet rlogin udptn nasi
!
end

Switch# 

 $�­  EXEC �&�Q�f�<�ó�é���"�.�,�Ù�î
�4�é�»5Å�æ�å�Þ�á�”�*�,�9�S  �&�f�H���!�X�_�o�*�Z�f  �H�����^�ã $�­  EXEC �&�Q�f�<�ó�é���"�.�,�

�Ù�î�Ò�ù�Ô�•

• �Ÿ�,�2�9���6�"  ���@�o�I�^  �D�,�b�o�<�é.3�o�ù�Ú�ê���•�  9ÔP.3-149Õ

• �Ÿenable password �&�Q�f�<�Å���î  enable secret �&�Q�f�<�é
ö!ª�  9ÔP.3-159Õ

• �Ÿ���@�o�I�^  �D�,�b�o�<�é.3�o�ù�Ú�ê���•�  9ÔP.3-159Õ

• �ŸTACACS+ �æ�����,���6�4  ���"�.�,�é�Ù�î�  9ÔP.3-169Õ

• �Ÿ�D�,�b�o�<�é�g� 
{�  9ÔP.3-239Õ

• �Ÿ-„�™�é $�­�_�L�^�é.3�o�  9ÔP.3-249Õ

�,�2�9���6�"  ���@�o�I�^  �D�,�b�o�<�é.3�o�ù�Ú�ê���•  
���@�o�I�^  �U�o�<�ó�é���"�.�,�
�Ù�î�Ô���,�2�9���6�"  �D�,�b�o�<�
.3�o�ù�Ú�ê���•�Ô���æ�ê�”�4�é

Þ�:�
-��¿�ù�Ô�•

�4�æ�” $�­  EXEC �U�o�<�â���@�o�I�^  �D�,�b�o�<�
�Ÿ lab� �æ.3�o�Ô�����
$��Ò�ù�Ô�•

Switch# configure terminal
Switch(config)# enable password lab
Switch(config)#

�D�,�b�o�<�ù�Ú�ê���"�.�,  �_�L�^�é.3�o�
-+$��Ô���Ç�:�æ�ß�¿�á�ê�” �Ÿ�D�,�b�o�<�”���"�.�,  �_�L�^�”
�Å���î $�­�_�L�^�é.3�o�é-+$��  9ÔP.3-259Õ�

ó�–�Ò�á�Ê�Û�Ð�¿�•

�&�Q�f�< "á"›

Switch(config)# enable password  password  $�­  EXEC �U�o�<�é�Â�Ò�¿�D�,�b�o�<�
.3�o�Ô��
�Æ�”�â�=�é�D�,�b�o�<�
���•�Ò�ù�Ô�•
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%Y 3 %(      �,���6�4�é�Ë�¼.3�o
 $�­  EXEC �&�Q�f�<�ó�é���"�.�,�Ù�î
enable password �&�Q�f�<�Å���î  enable secret �&�Q�f�<�é
ö!ª

�@�6�;�b�o�"�â1M���>�Ð�����D�,�b�o�<�ù�Ú�ê  TFTP �(�o�C�æ�;�=�Ð�����D�,�b�o�<�æ�ß�¿�á�”�.� �X
�]�9���
�Ð���æ�•
{�Ô���æ�ê�” enable password �&�Q�f�<�ù�Ú�ê  enable secret �&�Q�f�<�

ö!ª�Ò�ù�Ô�•
�ä�Ü���é�&�Q�f�<�ý�”���@�o�I�^  �U�o�<9Ô�:�H���^�;9Õ�ù�Ú�ê�0�o�Ò�Ú�Ø�é
•�é $�­�_�L�^�æ���"�.
�,�Ô���Ú�ü�æ�”�Y�o�)�Ç�I
��Ò�å�Ì���ë�å���å�¿�g� 
{�D�,�b�o�<�
.3�o�Ò�ù�Ô�•

enable secret �&�Q�f�<�é
ö!ª�
�•�Q�Ò�ù�Ô�•

enable secret �&�Q�f�<�
.3�o�Ò�Ú�•�'�”�Î�é�&�Q�f�<�ê  enable password �&�Q�f�<�����ý���5�Ð���ù
�Ô�•�+�(�æ  2 �ß�é�&�Q�f�<�
�­
2�æ�ê�â�È�ù�Ö���•

�,���6�4�Ç���@�o�I�^  �D�,�b�o�<�
-Ð�Þ�Ô�����Á�æ.3�o�Ô���æ�ê�”�4�é�¿�Õ���Æ�é
Þ�:�
-��¿�ù�Ô�•

level ���J�*�Z�f�

ö!ª�Ò�á�ä�Ü���Æ�é�D�,�b�o�<  �&�Q�f�<�
�I
��Ô���ã�” $�o�é $�­�_�L�^�æ���"�.
�,�Ô���Ú�ü�é�D�,�b�o�<�
�o'õ�â�È�ù�Ô�•�_�L�^�
�0�o�Ò�á�D�,�b�o�<�
.3�o�Ò�Ú�½�ã�”�Ø�é $�­�_�L
�^�æ���"�.�,�Ô����-Ð�é�½���Y�o�)�Û�Ì�æ�”�D�,�b�o�<�
1b#n�Ò�á�Ê�Û�Ð�¿�•�&�_�L�^�â���"�.�,�â�È
���&�Q�f�<�
�0�o�Ô���æ�ê�” privilege level �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

service password-encryption �&�Q�f�<�
���@�o�I�^�æ�Ò�á�¿���•�'�ê�”�I
��Ò�Ú�D�,�b�o�<�Ç�g� 
{
�Ð���ù�Ô�• more system:running-config �&�Q�f�<�

ö!ª�Ò�á�D�,�b�o�<�
-+$��Ô���ã�”�D�,�b�o�<�ê
�g� 
{�»�|�â-+$��Ð���ù�Ô�•

�g� 
{�2���J�
�0�o�Ô���•�'�ê�”�g� 
{�D�,�b�o�<9Ô�Î�é  Catalyst 4500 �*�]�o�-  �,���6�4�é.3�o�Æ��
�&�G�o�Ò�Ú�g� 
{�D�,�b�o�<9Õ�
�I
��Ô����-Ð�Ç�½���ù�Ô�•

9Ô�H9Õ �g� 
{�D�,�b�o�<�
�����Ú�•�'�”�Á�ó�ê�â�È�ù�Ö���• NVRAM �
�–
ð�Ò�”�Â�Ò�¿�D�,�b�o�<�
.3�o�Ô
����-Ð�Ç�½���ù�Ô�•.f&¦�æ�ß�¿�á�ê�” �Ÿ���@�o�I�^  �D�,�b�o�<�
�����Ú�•�'�é�Á�ó�Ç�:�  9ÔP.3-269Õ�

ó
�–�Ò�á�Ê�Û�Ð�¿�•

�D�,�b�o�<�ù�Ú�ê���"�.�,  �_�L�^�é.3�o�
-+$��Ô���Ç�:�æ�ß�¿�á�ê�” �Ÿ�D�,�b�o�<�”���"�.�,  �_�L�^�”
�Å���î $�­�_�L�^�é.3�o�é-+$��  9ÔP.3-259Õ�

ó�–�Ò�á�Ê�Û�Ð�¿�•

���@�o�I�^  �D�,�b�o�<�é.3�o�ù�Ú�ê���•  
���@�o�I�^  �D�,�b�o�<�
.3�o�ù�Ú�ê���•�Ô���æ�ê�”�4�é
Þ�:�
-��¿�ù�Ô�•

�&�Q�f�< "á"›

Switch(config)# enable password  [ level  
level ] { password  | encryption-type  
encrypted-password }

 $�­  EXEC �U�o�<�
4?�Ž�Ô���Ú�ü�é�D�,�b�o�<�

.3�o�Ò�ù�Ô�•

Switch(config)# enable secret  [ level  
level ] { password  | encryption-type 
encrypted-password }


���1R"›�å�g� 
{�Ç�|�

ö!ª�Ò�á�;�=�Ð�����*�o�"
�_�6�;  �D�,�b�o�<�
.3�o�Ò�ù�Ô9Ô enable password 
�&�Q�f�<�Å���î  enable secret �&�Q�f�<�é
��Ç�
.3
�o�Ò�Ú�•�'�ê�”���@�o�I�^  �*�o�"�_�6�;  �D�,�b�o
�<�
�I
��Ô����-Ð�Ç�½���ù�Ô9Õ �•

�&�Q�f�< "á"›

Switch(config-line)# password  password  $�­�_�L�^�é�Â�Ò�¿�D�,�b�o�<�
.3�o�Ô���Æ�”�â�=
�é�D�,�b�o�<�
���•�Ò�ù�Ô�•
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%Y 3 %(      �,���6�4�é�Ë�¼.3�o
 $�­  EXEC �&�Q�f�<�ó�é���"�.�,�Ù�î
�D�,�b�o�<�ù�Ú�ê���"�.�,  �_�L�^�é.3�o�
-+$��Ô���Ç�:�æ�ß�¿�á�ê�” �Ÿ�D�,�b�o�<�”���"�.�,  �_�L�^�”
�Å���î $�­�_�L�^�é.3�o�é-+$��  9ÔP.3-259Õ�

ó�–�Ò�á�Ê�Û�Ð�¿�•

TACACS+ �æ�����,���6�4  ���"�.�,�é�Ù�î  
�Î�Î�â�ê�” TACACS+ �
���@�o�I�^�æ�Ò�á.3�o�Ô���Ç�:�æ�ß�¿�á.‘�ÿ�Ò�ù�Ô�• TACACS+ �ê�”.f&¦�å
�������f�9���f�#�±�Ž�

ü4ø�Ò�”.z.=�Å���î.5���J�`�.�,�æ�»�Ò�á�50¨�å%¤!��
-��¿�ù�Ô�• TACACS+ 
�ê�” Authentication�” Authorization�” Accounting9ÔAAA; .z.=�”.z���”�������f�9���f�#9Õ�
1b�Ó�á�Ï
(»�Ò�” AAA �&�Q�f�<�æ���Þ�á�Û�Ì���@�o�I�^�æ�â�È�ù�Ô�•

9Ô�H9Õ �Î�é%(�â
ö!ª�Ô���&�Q�f�<�é�t�¥�Å���î
ö!ª�Ç�:�é.f&¦�æ�ß�¿�á�ê�” �¡ Cisco IOS Security Command 
Reference, Release 12.2�¢�

ó�–�Ò�á�Ê�Û�Ð�¿�•

�Î�Î�â.‘�ÿ�Ô��.3�o�]�ˆ�ê�4�é�ã�Å���â�Ô�•

• �ŸTACACS+ �é�N-Ð� 9ÔP.3-169Õ

• �ŸTACACS+ �é
G
Þ�  9ÔP.3-189Õ

• �ŸTACACS+ �é.3�o�  9ÔP.3-189Õ

• �ŸTACACS+ .3�o�é-+$��  9ÔP.3-239Õ

TACACS+ �é�N-Ð

TACACS+ �ê�”�,���6�4�æ���"�.�,�Ò���Á�ã�Ô���Y�o�)�é.O���
4ø
�"›�æ-��Á�.� �X�]�9��  ���J�]
�$�o�*�Z�f�â�Ô�• TACACS+ �(�o�F�,�ê�”1b�ñ  UNIX �ù�Ú�ê  Windows NT �b�o�"�,�9�o�*�Z�f
��â$¿

G�Ô��  TACACS+ �:�o�U�f�é�:�o�2�L�o�,�â&ý�,�Ð���ù�Ô�•�,���6�4�æ  TACACS+ �Ï(»�
.3�o�Ô���è
�æ�” TACACS+ �(�o�C�æ���"�.�,�Ò�á.3�o�Ô����-Ð�Ç�½���ù�Ô�•

TACACS+ �ê�”�X�Î�é�U�+�X�o�^�|  AAA �Ï(»�
�»�Ã�á�¿�ù�Ô�• TACACS+ �â�ê�”
±	û�é���"�.�,�Ù�î
�(�o�C9Ô TACACS+ �:�o�U�f9Õ�Ç�&�(�o�F�,9Ô.z.=�”.z���”�������f�9���f�#9Õ�
�X�Î�æ�­���Ò�ù�Ô�•
�&�(�o�F�,�ê�Õ�­�é�:�o�2�L�o�,�æ&µ�ú1��ù�����Ú�ü�”�:�o�U�f�é�Ï(»�æ���Ó�á�Ø�é�(�o�C�ù�Ú�ê�@�6
�;�b�o�"�â
ö!ª�â�È��
•�é�(�o�F�,�ý�Ñ!ª�â�È�ù�Ô�•

TACACS+ �é"á"›�ê�”
±	û�é%¤!��(�o�F�,�Æ��-„�™�é�@�6�;�b�o�"  ���"�.�,  �P���f�;�
%¤!��Ô���Ç�|
�
�­���Ô���Î�ã�â�Ô�•�,���6�4�ê�”
•�é  Cisco �^�o�2�Å���î���"�.�,  �(�o�C�ã�ã�ý�æ�@�6�;�b�o�"  ��
�"�.�,  �(�o�C�æ�â�È�ù�Ô�•�@�6�;�b�o�"  ���"�.�,  �(�o�C�ê�”
±	û�é�Y�o�)�”�@�6�;�b�o�"�ù�Ú�ê�(�I
�@�6�;�b�o�"�”�Å���î"ç
U�’&ï�Ð���Ú�@�6�;�b�o�"�ã�é�’&ï�
�s û�Ò�ù�Ô9Ô �Ñ 3-4 �

ó�–9Õ�•
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%Y 3 %(      �,���6�4�é�Ë�¼.3�o
 $�­  EXEC �&�Q�f�<�ó�é���"�.�,�Ù�î
�Ñ 3-4 	û)x"›�å  TACACS+ �@�6�;�b�o�"�t�‘

TACACS+ �ê�” AAA �.� �X�]�9��  �(�o�F�,�æ���Þ�á%¤!��Ð���”�4�é���Á�å�(�o�F�,�
�­���Ò�ù�Ô�•

• .z.=9æ�`�#���f�Å���î�D�,�b�o�<  �3�����`�#�”�4�V�_�f�+�Å���î��%u�”�T�6�.�o�+�f�#  �(�P�o�;
�æ���Þ�á.z.=�
�H�^�Ù�î�Ò�ù�Ô�•

.z.=�Ï(»�ê�”�Y�o�)�ã�é�».d�
�s-��â�È�ù�Ô9Ô�Ú�ã�Ã�ë�”�Y�o�)�,�ã�D�,�b�o�<�Ç�I
��Ð���Ú�½
�ã�”)D�[�é
Ñ�²�”�£-ë�é�å�“�”�(�o�F�,  �2���J�”$ 
³�;4¾!ß� �å�ä�é�¿�Ê�ß�Æ�é/°�ç�
�Ô���Î�ã
�æ�����Y�o�)�
#Õ.z�Ò�ù�Ô9Õ �• TACACS+ .z.=�(�o�F�,�æ�����”�Y�o�)!¹5Y�æ�T�6�.�o�+�
-+$��Ô
���Î�ã�ý�â�È�ù�Ô�•�Ú�ã�Ã�ë�”
³$ �é�D�,�b�o�<�­
2�¼4F�P�]�*�o�æ�����”�D�,�b�o�<�
���•�Ô��
��-Ð�Ç�½���Î�ã�
�Y�o�)�æ1b#n�Ò�ù�Ô�•

• .z��9æ)D
G�&�Q�f�<�”���"�.�,�Ù�î�”�.�6�*�Z�f�¼4F�”�ù�Ú�ê�J�`�;�&�^  �(�P�o�;�é.3�o�
�=�û
9Ô�Ú�Û�Ò�”�Î�����æ4¢�o�Ð���å�¿9Õ�Y�o�)�Ï(»�
�Y�o�)  �.�6�*�Z�f�¼4F�]�â
é�Ò�Ê�Ù4¢�Ò�ù�Ô�•�ù
�Ú�” TACACS+ .5���Ï(»�æ���Þ�á�Y�o�)�Ç�s-��â�È���&�Q�f�<�
�Ù4¢�Ô���Î�ã�ý�â�È�ù�Ô�•

• �������f�9���f�#9æ.–2„�”"Ù�O�”�Å���î�_�P�o�;�æ
ö!ª�Ô���±�Ž�

ü4ø�Ò�á  TACACS+ �:�o�U�f
�æ1M�>�Ò�ù�Ô�•�@�6�;�b�o�"�é%¤!�(*�ê�������f�9���f�#�Ï(»�

ö!ª�Ò�á�”�.� �X�]�9��"Ù�O�é�Ú
�ü�æ�Y�o�)�é���"�9���F�9���
1J0��Ò�Ú���”�Y�o�).–2„!ª�é�±�Ž�
�­���Ò�Ú���â�È�ù�Ô�•�������f
�9���f�#  �_�&�o�<�æ�ê�”�Y�o�)  ID�”4?�Ž�(�Þ�Å���î&³
L�(�Þ�”�s-��Ð���Ú�&�Q�f�<9Ô PPP9Ô�P��
�f�;�7�o�P���f�;  �J�`�;�&�^9Õ�å�ä9Õ �”�D�$�6�;�™�”�C���;�™�Ç�=�ù���ù�Ô�•

TACACS+ �J�`�;�&�^�ê�”�,���6�4�ã  TACACS+ �:�o�U�f�é4F�é.z.=�
-��¿�ù�Ô�•�,���6�4�ã  
TACACS+ �:�o�U�f�é4F�é�J�`�;�&�^
d�µ�ê�Ô�ô�á�g� 
{�Ð�����Ú�ü�”�Ï�’�ê�;�,�Ð���ù�Ô�•

�,���6�4�â  TACACS+ �

ö!ª�Ô���æ�ê�” TACACS+ �:�o�U�f  �0�H�;�������Ç$¿
G�Ô���*�,�9�S�Ç��-Ð
�â�Ô�•

10
12

30

UNIX �b�o�"�,�9�o�*�Z�f
9ÔTACACS+
�(�o�C  29Õ

UNIX �b�o�"�,�9�o�*�Z�f
9ÔTACACS+
�(�o�C  19Õ

TACACS+ �(�o�C  ���<�_�,�
�0�o�Ò�á
�� �,���6�4�
.3�o�Ò�ù�Ô�•
.z.=3›�
.3�o�Ò�ù�Ô
� � 9 ÔTACACS+ �(�o�C�æ�ý
�� �+�Ó3›�
.3�o�Ò�ù�Ô9Õ�•
AAA �
���@�o�I�^�æ�Ò�ù�Ô�•
�`�#���f.z.=�Ç�|�]�,�;�

Þ�‘�Ò�ù�Ô�•
%5�Ã�Á'"�æ�]�,�;�
1¡!ª�Ò�ù�Ô�•
��-Ð�æ���Ó�á.5���Å���î�������f�9���f�#�é
�� �Ç�|�]�,�;�

Þ�‘�Ò�ù�Ô�•

Catalyst 6500
�*�]�o�-  �,���6�4

�b�o�"�,�9�o�*�Z�f

171.20.10.8

171.20.10.7

�b�o�"�,�9�o�*�Z�f
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%Y 3 %(      �,���6�4�é�Ë�¼.3�o
 $�­  EXEC �&�Q�f�<�ó�é���"�.�,�Ù�î
TACACS+ �é
G
Þ

�Y�o�)�Ç  TACACS+ �

ö!ª�Ò�á�,���6�4�
.z.=�Ô���Î�ã�â�”%ò��  ASCII �`�#���f�
.\-��Ô���ã�”�4�é
�J�`�.�,�Ç"’!¢�Ò�ù�Ô�•

1. �’&ï�Ç#Õ%��Ô���ã�”�,���6�4�ê  TACACS+ �:�o�U�f�æ�’&ï�Ò�á�Y�o�)�,�J�`�f�J�;�
���ç�Ò�”
�Y�o�)�æ-+$��Ò�ù�Ô�•�Y�o�)�Ç�Y�o�)�,�
�I
��Ô���ã�”�,���6�4�ê  TACACS+ �:�o�U�f�æ�’&ï�Ò
�á�D�,�b�o�<  �J�`�f�J�;�
���ç�Ò�ù�Ô�•�,���6�4�Ç�D�,�b�o�<  �J�`�f�J�;�
-+$��Ò�”�Y�o�)�Ç�D
�,�b�o�<�
�I
��Ô���ã�”�Ø�é�D�,�b�o�<�Ç  TACACS+ �:�o�U�f�æ1M�>�Ð���ù�Ô�•

TACACS+ �æ���Þ�á�”�:�o�U�f�ê�Y�o�)�
.z.=�Ô���é�æ
 �½�å�±�Ž�
���ç�Ô���ù�â�”�:�o�U�f�ã
�Y�o�)�é4F�â�».d�Ç��(»�æ�å���ù�Ô�•�:�o�U�f�ê�Y�o�)�,�ã�D�,�b�o�<�é&µ�ú�'�
�Ö�
�I
��Ô����
�Á�Þ�ü�ù�Ô�Ç�”�Y�o�)�é�£-ë�é�å�“�å�ä�”�Ø�é
•�é5Ä"á�
�=�ü���Î�ã�ý�â�È�ù�Ô�•

2. �,���6�4�ê�”�¨&³"›�æ  TACACS+ �:�o�U�f�Æ���4�é�¿�Õ���Æ�é��%u�
���>�Ò�ù�Ô�•

• ACCEPT9æ�Y�o�)�Ç.z.=�Ð���”�(�o�F�,�
4?�Ž�â�È�ù�Ô�•.z���
��-Ð�ã�Ô�����Á�æ�,���6�4�Ç
.3�o�Ð���á�¿���•�'�ê�”�Î�é�(�P�â.z���£!��Ç4?�Ž�Ð���ù�Ô�•

• REJECT9æ�Y�o�)�ê.z.=�Ð���ù�Ö���• TACACS+ �:�o�U�f�æ���Ó�á�”�Y�o�)�ê���"�.�,�
���8
�Ð�����Æ�”�`�#���f  �*�o�$�f�,�
�c.\-��Ô�����Á�Þ�ü�����ù�Ô�•

• ERROR9æ�:�o�U�f�

ö!ª�Ò�Ú.z.=�é�½���(�P�â�”�ù�Ú�ê�:�o�U�f�ã�,���6�4�é4F�é�@�6�;
�b�o�"�’&ï�æ�Å�¿�á���\�o�Ç"’!¢�Ò�ù�Ò�Ú�• ERROR ��%u�
���>�Ò�Ú�•�'�”�,���6�4�ê1b�ñ�”
�Î�é�Ç�:�â�Y�o�)�
.z.=�Ò���Á�ã�Ò�ù�Ô�•

• CONTINUE9æ�Y�o�)�ê�”�Ð���æ.z.=�±�Ž�é�I
��
�Þ�ü�����ù�Ô�•

.z.=�ß�”�,���6�4�â.5���Ï(»�Ç���@�o�I�^�æ�å�Þ�á�¿���•�'�”�Y�o�)�ê1J
��é.z���H���o�-�æ�I��
�ù�Ô�•�Y�o�)�ê  TACACS+ .z���æ1t�û�è�æ�ù�Õ�” TACACS+ .z.=�
�\�ñ�æ&³
L�Ô����-Ð�Ç�½���ù
�Ô�•

3. TACACS+ .z���Ç��-Ð�å�•�'�”�c�î  TACACS+ �:�o�U�f�æ�’&ï�Ò�”�:�o�U�f�Ç  ACCEPT �ù�Ú�ê  
REJECT �é.5����%u�
10�Ò�ù�Ô�• ACCEPT ��%u�Ç10�Ð���Ú�•�'�ê�”�Ø�é��%u�æ�Y�o�)�Å���î�(�o
�F�,�é  EXEC �ù�Ú�ê  NETWORK �.�6�*�Z�f�
�0$��Ô���:�o�2�Ç�û�H�é�»�|�â�=�ù���á�Å���”
�Y�o�)�Ç���"�.�,�â�È���(�o�F�,�Ç�ÿ�ù���ù�Ô�•

• Telnet�” Secure Shell9ÔSSH; �.� �X��  �*���^9Õ �” rlogin�”�ù�Ú�ê $�­  EXEC �(�o�F�,

• �’&ï�D�\�T�o�29Ô�N�,�;�ù�Ú�ê�"�\�����f�;�é  IP ���<�_�,�”���"�.�,  �]�,�;�”�Y�o�)  �2���S
�����;�
�=�û9Õ

TACACS+ �é.3�o

�Î�Î�â�ê�” TACACS+ �
�(�P�o�;�Ô�����Á�,���6�4�
.3�o�Ô���Ç�:�
.‘�ÿ�Ò�ù�Ô�•�Ë�å�Ê�ã�ý�”
TACACS+ �:�o�U�f�
&ý�,�Ô���N�,�;�
 $�o�Ò�” TACACS+ .z.=�é�Ç�|�]�,�;�
�o'õ�Ô����-Ð�Ç�½��
�ù�Ô�•�Ð���æ�”
›�ç�â  TACACS+ .z���Å���î�������f�9���f�#�é�Ç�|�]�,�;�
�o'õ�â�È�ù�Ô�•�Ç�|�]
�,�;�â�ê�”�Y�o�)�é.z.=�”.z���”�Å���î�������f�;�é.%3s�
-��Á�Ú�ü�é5Å�(�ã�Ç�|�
�o'õ�Ò�ù�Ô�•�Ç�|
�]�,�;�

ö!ª�Ô���ã�” 1 �ß�ù�Ú�ê-„�™�é�.� �X�]�9��  �J�`�;�&�^�
�0�o�Ò�”�¨�Ë�é�Ç�|�Ç�,�Œ�Ò�Ú�•�'
�é�C�6�"���6�J  �*�,�9�S�
#Õ�;�â�È�ù�Ô�•�0�H�;�������ê�”�]�,�;�Ð���Ú�¨�Ë�é�Ç�|�

ö!ª�Ò�á�Y�o
�)�é.z.=�”.z���”�Å���î�������f�;�é.%3s�
-��¿�ù�Ô�•�Ø�é�Ç�|�Ç��%u�Ò�å�¿�•�'�”�0�H�;�������ê�Ø
�é�]�,�;�Æ���4�é�Ç�|�
1¬�ï�Ò�ù�Ô�•�Î�é�J�`�.�,�ê�”�]�,�;�]�é�Ç�|�æ����1b�>�Ç�‘
��Ô���Æ�”�Ç�|
�]�,�;�
�Ô�ô�á.\-��Ò&³�
���ù�â&ï�È�ù�Ô�•
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%Y 3 %(      �,���6�4�é�Ë�¼.3�o
 $�­  EXEC �&�Q�f�<�ó�é���"�.�,�Ù�î
�Î�Î�â.‘�ÿ�Ô��.3�o�]�ˆ�ê�4�é�ã�Å���â�Ô�•

• �ŸTACACS+ �é�:�H���^�;.3�o�  9ÔP.3-199Õ

• �ŸTACACS+ �(�o�C  �N�,�;�é $�o�ã.z.=� �o�é.3�o�  9ÔP.3-199Õ

• �ŸTACACS+ �`�#���f.z.=�é.3�o�  9ÔP.3-209Õ

• �Ÿ $�­  EXEC ���"�.�,�Å���î�@�6�;�b�o�"  �(�o�F�,!ª�é  TACACS+ .z���é.3�o�  9ÔP.3-229Õ

• �ŸTACACS+ �������f�9���f�#�é/à
G�  9ÔP.3-229Õ

TACACS+ �é�:�H���^�;.3�o

TACACS+ �ã  AAA �ê�”�:�H���^�;�â�ê�:���.�o�I�^�â�Ô�•

�.� �X�]�9��
��é!�!±�æ�����”�@�6�;�b�o�"%¤!����J�]�$�o�*�Z�f�

ö!ª�Ò�á  TACACS+ �
.3�o�â�È
�ù�Ö���•���@�o�I�^�æ.3�o�Ð���á�¿���•�'�” TACACS+ �ê  Command Line Interface9ÔCLI; �&�Q�f�<�\
���f  ���f�2�o�H�����,9Õ�

z�Ò�á�,���6�4�æ���"�.�,�Ô���Y�o�)�
.z.=�â�È�ù�Ô�•

9Ô�H9Õ TACACS+ �é.3�o�ê  CLI �

z�Ò�á�s-��Ò�ù�Ô�Ç�” TACACS+ �(�o�C�ê $�­�_�L�^  15 �æ.3�o�Ð���Ú  
Hypertext Transfer Protocol9ÔHTTP; �B���D�o�9� �,�;0©1M�J�`�;�&�^9Õ�’&ï�
.z.=�Ò�ù�Ô�•

TACACS+ �(�o�C  �N�,�;�é $�o�ã.z.=� �o�é.3�o

.z.=!ª�æ
±	û�(�o�C�

ö!ª�Ô���”�ù�Ú�ê�â�=�é�(�o�C  �N�,�;�
�#�^�o�J
{�Ô���Ú�ü�æ  AAA �(�o�C  �#
�^�o�J�

ö!ª�Ô�����Á�,���6�4�
.3�o�â�È�ù�Ô�•�(�o�C�
�#�^�o�J
{�Ò�á.3�o�ã�ú�(�o�C  �N�,�;�é�(
�I�.�6�;�
1¬�ï�Ò�” $�o�é�(�o�F�,�æ�Ø�����é�(�o�C�

ö!ª�â�È�ù�Ô�•�(�o�C  �#�^�o�J�ê�”�#�`�o�C
�^  �(�o�C�N�,�;  �]�,�;�ã	û'��æ
ö!ª�Ð���”1¬�ï�Ò�Ú�(�o�C  �N�,�;�é  IP ���<�_�,�é�]�,�;�
�=���â�¿
�ù�Ô�•

TACACS+ �(�o�C�
&ý�,�Ô��  IP �N�,�;�
 $�o�Ò�”
›�ç�â�g� � �o�
.3�o�Ô���æ�ê�” $�­  EXEC �U�o�<
�
4?�Ž�Ò�á�4�é�»5Å�
�s-��Ò�ù�Ô�•

�&�Q�f�< "á"›

�,�9�6�J 1 configure terminal �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�
4?�Ž�Ò�ù�Ô�•

�,�9�6�J 2 tacacs-server host hostname  [port 
integer ] [ timeout integer ] [ key 
string ]

TACACS+ �(�o�C�
&ý�,�Ô��  IP �N�,�;�
 $�o�Ò�ù�Ô�•�Î�é�&�Q�f�<�
-„
�™�Á�I
��Ô���ã�”���5�N�,�;�é�]�,�;�

Þ�‘�â�È�ù�Ô�•�0�H�;�������ê�”
�0�o�Ð���Ú5Å�(�â�N�,�;�
��&•�Ò�ù�Ô�•

• hostname �æ�ê�”�N�,�;�,�ù�Ú�ê  IP ���<�_�,�
�0�o�Ò�ù�Ô�•

• 9Ô
›�ç9Õport  integer �æ�ê�”�(�o�C�é�P�o�;!ß� �
�0�o�Ò�ù�Ô�•�:
�H���^�;�ê�”�P�o�;  49 �â�Ô�•�0�o�â�È��%¸�Ð�ê  1 :*  65535 �â�Ô�•

• 9Ô
›�ç9Õtimeout integer �æ�ê�”�,���6�4�Ç�:�o�U�f�Æ���é��%u�
�Ù
�ß�(4F�
$}
±
Ï�â�0�o�Ò�ù�Ô�•�Î�é�(4F�
1Š�É���ã�,���6�4�ê�2��
�S�����;�Ò�á���\�o�
�u.��Ò�ù�Ô�•�:�H���^�;�ê  5 $}�â�Ô�•�0�o�â
�È��%¸�Ð�ê  1 :*  1000 $}�â�Ô�•

• 9Ô
›�ç9Õkey string �æ�ê�”�,���6�4�ã  TACACS+ �:�o�U�f�é4F�é�Ô�ô
�á�é�;�\�H���6�"�
�g� 
{�Å���î�ó� 
{�Ô���Ú�ü�é�g� � �o�
�0�o
�Ò�ù�Ô�•�g� 
{�Ç�\�Ò�Ê�Ï(»�Ô���æ�ê�” TACACS+ �:�o�U�f�æ�+�Ó
� �o�
.3�o�Ô����-Ð�Ç�½���ù�Ô�•

�,�9�6�J 3 aaa new-model AAA �
���@�o�I�^�æ�Ò�ù�Ô�•
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%Y 3 %(      �,���6�4�é�Ë�¼.3�o
 $�­  EXEC �&�Q�f�<�ó�é���"�.�,�Ù�î
�0�o�Ð���Ú  TACACS+ �(�o�C�,�ù�Ú�ê���<�_�,�
�å4°�Ô���æ�ê�” no tacacs-server host hostname �#
�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•.3�o�]�,�;�Æ���(�o�C  �#�^�o�J�
�å4°�Ô��
�æ�ê�” no aaa group server tacacs+ group-name �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª
�Ò�ù�Ô�• TACACS+ �(�o�C�é  IP ���<�_�,�
�å4°�Ô���æ�ê�” no server ip-address �(�o�C  �#�^�o�J  �(�I
�&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

TACACS+ �`�#���f.z.=�é.3�o

AAA .z.=�
.3�o�Ô���æ�ê�”.z.=�Ç�|�é�,�è
ƒ�È�]�,�;�
�o'õ�Ò�á�Æ���”�Ð�ù�Ñ�ù�å�P�o�;�æ�Ø�é�]�,
�;�
1¡!ª�Ò�ù�Ô�•�Ç�|�]�,�;�æ�ê�s-��Ô��.z.=�é�2���J�ã�s-�5Å�(�
�o'õ�Ò�ù�Ô�•�Î�é�]�,�;�
 $�o�é
�P�o�;�æ1¡!ª�Ò�á�Æ���”�o'õ�Ò�Ú.z.=�Ç�|�
�s-��Ô����-Ð�Ç�½���ù�Ô�•�Ñ	û�é�����ê�:�H���^�;�é�Ç�|
�]�,�;9Ô default �ã�,�è�Ç
ƒ�Ì�����á�¿��9Õ�â�Ô�•�:�H���^�;�é�Ç�|�]�,�;�ê�”�ÿ$�"›�æ�o'õ�Ð���Ú�,
�è
ƒ�È�Ç�|�]�,�;�
�,�ß�P�o�;
•���é�”�Ô�ô�á�é�P�o�;�æ)D
G"›�æ1¡!ª�Ð���ù�Ô�•�o'õ�Ð���Ú�Ç�|�]�,
�;�ê�”�:�H���^�;�é�Ç�|�]�,�;�

�� �È�Ò�ù�Ô�•

�Ç�|�]�,�;�ê�”�Y�o�).z.=�é�Ú�ü�"���]�o1M�>�
-��Á�»5Å�ã.z.=�Ç�|�
.%1@�Ò�Ú�ý�é�â�Ô�•.z.=�é�Ú�ü
�æ 1 �ß�ù�Ú�ê-„�™�é�.� �X�]�9��  �J�`�;�&�^�
�0�o�â�È���é�â�”�¨�Ë�é�Ç�|�Ç�,�Œ�Ò�Ú�•�'�é�C�6�"
���6�J  �*�,�9�S�Ç#Õ�;�Ð���ù�Ô�•�0�H�;�������ê�”�¨�Ë�é�Ç�|�

ö!ª�Ò�á�Y�o�)�
.z.=�Ò�ù�Ô�•�Ø�é
�Ç�|�â��%u�Ç�ç�����å�Æ�Þ�Ú�•�'�”�0�H�;�������ê�Ø�é�]�,�;�]�é�4�é.z.=�Ç�|�
1¬�ï�Ò�ù�Ô�•�Î�é�J
�`�.�,�ê�”�]�,�;�]�é.z.=�Ç�|�æ����1b�>�Ç�‘
��Ô���Æ�”�o'õ�Ð���Ú�Ç�|�

ö�¿���Ú�Ô�ù�â&ï�È�ù�Ô�•
�Î�é�(���"�^�é�½���(�P�â.z.=�Ç�,�Œ�Ò�Ú�•�'9Ô�ß�ù���”�.� �X�]�9��  �(�o�C�ù�Ú�ê�`�o���^�é�Y�o
�)�,�:�o�2�L�o�,�Ç�Y�o�)  ���"�.�,�
���8�Ô���ã��%u�Ò�Ú�•�'9Õ �”.z.=�J�`�.�,�ê�—�[�Ò�”�Ø��
•
�
•
�é.z.=�Ç�|�Ç.\-��Ð�����Î�ã�ê�½���ù�Ö���•

�`�#���f.z.=�
.3�o�Ô���æ�ê�” $�­  EXEC �U�o�<�
4?�Ž�Ò�á�4�é�»5Å�
�s-��Ò�ù�Ô�•

�,�9�6�J 4 aaa group server tacacs+  group-name 9Ô
›�ç9Õ�#�^�o�J�,�â  AAA �(�o�C�#�^�o�J�
�o'õ�Ò�ù�Ô�•

�Î�é�&�Q�f�<�æ���Þ�á�”�,���6�4�ê�(�o�C  �#�^�o�J  �(�I�&�f�H���!�X
�_�o�*�Z�f  �U�o�<�æ�å���ù�Ô�•

�,�9�6�J 5 server  ip-address 9Ô
›�ç9Õ $�o�é  TACACS+ �(�o�C�
�o'õ�ã�ú�(�o�C  �#�^�o�J�æ4P1j
ƒ�Ì
�ù�Ô�• AAA �(�o�C  �#�^�o�J�é�&  TACACS+ �(�o�C�æ�»�Ò�á�Î�é�»5Å�

'…��10�Ò�ù�Ô�•

�#�^�o�J�é�&�(�o�C�ê�”�,�9�6�J  2 �â
P�è�æ�o'õ�Ô����-Ð�Ç�½���ù�Ô�•

�,�9�6�J 6 end  $�­  EXEC �U�o�<�æ�¯���ù�Ô�•

�,�9�6�J 7 show tacacs �I
��
#Õ.z�Ò�ù�Ô�•

�,�9�6�J 8 copy running-config startup-config 9Ô
›�ç9Õ�&�f�H���!�X�_�o�*�Z�f  �H�����^�æ.3�o�
�;�=�Ò�ù�Ô�•

�&�Q�f�< "á"›

�&�Q�f�< "á"›

�,�9�6�J 1 configure terminal �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�
4?�Ž�Ò�ù�Ô�•

�,�9�6�J 2 aaa new-model AAA �
���@�o�I�^�æ�Ò�ù�Ô�•
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%Y 3 %(      �,���6�4�é�Ë�¼.3�o
 $�­  EXEC �&�Q�f�<�ó�é���"�.�,�Ù�î
�,�9�6�J 3 aaa authentication login  { default  | 
list-name } method1  [method2... ]

�`�#���f.z.=�Ç�|�]�,�;�

Þ�‘�Ò�ù�Ô�•

• login authentication �&�Q�f�<�æ�,�è
ƒ�È�]�,�;�Ç�0�o �Ð���å�Æ�Þ�Ú
�•�'�æ
ö!ª�Ð�����:�H���^�;�é�]�,�;�

Þ�‘�Ô���æ�ê�” default � �o
�b�o�<�é�ß���æ�:�H���^�;�é A�+�â
ö!ª�Ô���Ç�|�
�0�o�Ò�ù�Ô�•�:
�H���^�;�é�Ç�|�]�,�;�ê�”)D
G"›�æ�Ô�ô�á�é�P�o�;�æ1¡!ª�Ð���ù�Ô�•

• list-name �æ�ê�”
Þ�‘�Ô���]�,�;�é�,�è�æ
ö!ª�Ô���¥�<�É�
�0�o�Ò�ù
�Ô�•

• method1... �æ�ê�”.z.=���^�'�]�-�S�Ç.\-��Ô���s4Ù�é�Ç�|�
�0�o�Ò
�ù�Ô�•1J
��é.z.=�Ç�|�ê�”�Ø�é�è�é�Ç�|�â���\�o�Ç�¯�Ð���Ú�•�'�æ
4¢��
ö!ª�Ð���ù�Ô�•�è�é�Ç�|�Ç�,�Œ�Ò�Ú�•�'�ê
ö!ª�Ð���ù�Ö���•

�4�é�¿�Õ���Æ�é�Ç�|�
1¬�ï�Ò�ù�Ô�•

• enable9æ���@�o�I�^  �D�,�b�o�<�
.z.=�æ
ö!ª�Ò�ù�Ô�•�Î�é.z.=�Ç�|
�

ö!ª�Ô���è�æ�” enable password �#�`�o�C�^  �&�f�H���!�X�_�o
�*�Z�f  �&�Q�f�<�

ö!ª�Ò�á���@�o�I�^  �D�,�b�o�<�
�o'õ�Ô����-Ð�Ç
�½���ù�Ô�•

• group tacacs+9æTACACS+ .z.=�

ö!ª�Ò�ù�Ô�•�Î�é.z.=�Ç�|�

ö!ª
�Ô���è�æ�” TACACS+ �(�o�C�
.3�o�Ò�á�Å�Ê��-Ð�Ç�½���ù�Ô�•.f&¦
�æ�ß�¿�á�ê�” �ŸTACACS+ �(�o�C  �N�,�;�é $�o�ã.z.=� �o�é.3�o� 

9ÔP.3-199Õ�

ó�–�Ò�á�Ê�Û�Ð�¿�•

• line9æ�Á'"�D�,�b�o�<�
.z.=�æ
ö!ª�Ò�ù�Ô�•�Î�é.z.=�Ç�|�

ö!ª�Ô
���è�æ�”�Á'"�D�,�b�o�<�
.3�o�Ò�á�Å�Ê��-Ð�Ç�½���ù�Ô�•�Ø���æ�ê�”
password password �\���f  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª
�Ò�ù�Ô�•

• local9æ�`�o���^  �Y�o�)�,�:�o�2�L�o�,�
.z.=�æ
ö!ª�Ò�ù�Ô�•�:�o�2
�L�o�,�æ�Y�o�)�,�±�Ž�
�I
��Ô����-Ð�Ç�½���ù�Ô�•�Ø���æ�ê�”
username password �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�


ö!ª�Ò�ù�Ô�•

• local-case9æ�"�¥�<�ã�Ê�¥�<�Ç
™�Î�Ð���Ú�`�o���^  �Y�o�)�,�:�o�2
�L�o�,�
.z.=�æ
ö!ª�Ò�ù�Ô�•�Ø���æ�ê�” username name password 
�#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�á�”�Y�o�)�,
�±�Ž�
�:�o�2�L�o�,�æ�I
��Ô����-Ð�Ç�½���ù�Ô�•

• none9æ�`�#���f�æ.z.=�

ö!ª�Ò�ù�Ö���•

�,�9�6�J 4 line  [console  | tty  | vty ] line-number 
[ ending-line-number ]

�\���f  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�
4?�Ž�Ò�”.z.=�]�,�;�
1¡!ª�Ô��
�Á'"�
.3�o�Ò�ù�Ô�•

�,�9�6�J 5 login authentication  { default  | 
list-name }

�Á'"�ù�Ú�ê�Á'"�.�6�;�æ�”.z.=�]�,�;�
1¡!ª�Ò�ù�Ô�•

• default �
�0�o�Ô���•�'�” aaa authentication login �&�Q�f�<�â
Þ�‘
�Ò�Ú�:�H���^�;�é�]�,�;�

ö!ª�Ò�ù�Ô�•

• list-name �æ�ê�” aaa authentication login �&�Q�f�<�â
Þ�‘�Ò�Ú�]�,
�;�
�0�o�Ò�ù�Ô�•

�,�9�6�J 6 end  $�­  EXEC �U�o�<�æ�¯���ù�Ô�•

�,�9�6�J 7 show running-config �I
��
#Õ.z�Ò�ù�Ô�•

�,�9�6�J 8 copy running-config startup-config 9Ô
›�ç9Õ�&�f�H���!�X�_�o�*�Z�f  �H�����^�æ.3�o�
�;�=�Ò�ù�Ô�•

�&�Q�f�< "á"›
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%Y 3 %(      �,���6�4�é�Ë�¼.3�o
 $�­  EXEC �&�Q�f�<�ó�é���"�.�,�Ù�î
AAA �
�:���.�o�I�^�æ�Ô���æ�ê�” no aaa new-model �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�


ö!ª�Ò�ù�Ô�• AAA .z.=�
�:���.�o�I�^�æ�Ô���æ�ê�” no aaa authentication login { default | list-name} 
method1 [method2...] �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•�`�#���f�é  
TACACS+ .z.=�
�:���.�o�I�^�æ�Ô���”�ù�Ú�ê�:�H���^�;�o�æ�¯�Ô�æ�ê�” no login authentication 
{ default | list-name} �\���f  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

 $�­  EXEC ���"�.�,�Å���î�@�6�;�b�o�"  �(�o�F�,!ª�é  TACACS+ .z���é.3�o

AAA .z���æ���Þ�á�Y�o�)�Ç�Ñ!ª�â�È���(�o�F�,�Ç�Ù4¢�Ð���ù�Ô�• AAA .z���Ç���@�o�I�^�â�½���•�'�”
�,���6�4�ê�Y�o�)�é�J�`�H�����^�Æ�����ç�Ò�Ú�±�Ž�

ö!ª�Ò�ù�Ô�•�Î�é�J�`�H�����^�ê�”�`�o���^�é
�Y�o�)  �:�o�2�L�o�,�ù�Ú�ê�.� �X�]�9��  �(�o�C
��æ�½���”�Y�o�)�é�.�6�*�Z�f�
.3�o�Ò�ù�Ô�•�Y�o�)
�ê�”�Y�o�)  �J�`�H�����^�]�é�±�Ž�â.z�ü�����á�¿���•�'�æ4¢���”-Ð�Þ�Ò�Ú�(�o�F�,�é���"�.�,�Ç.z��
�Ð���ù�Ô�•

tacacs+ � �o�b�o�<�
�0�o�Ò�á  aaa authorization �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª
�Ô���ã�” $�­  EXEC �U�o�<�ó�é�Y�o�)�é�@�6�;�b�o�"  ���"�.�,�
�Ù4¢�Ô���D�\�T�o�2�
.3�o�â�È�ù�Ô�•

 aaa authorization exec tacacs+ local �&�Q�f�<�ê�”�4�é.z���D�\�T�o�2�
.3�o�Ò�ù�Ô�•

• .z.=�æ  TACACS+ �

ö!ª�Ò�Ú�•�'�ê�” $�­  EXEC ���"�.�,.5���æ  TACACS+ �

ö!ª�Ò�ù�Ô�•

• .z.=�æ  TACACS+ �

ö!ª�Ò�å�Æ�Þ�Ú�•�'�ê�”�`�o���^  �:�o�2�L�o�,�

ö!ª�Ò�ù�Ô�•

9Ô�H9Õ .z���Ç.3�o�Ð���á�¿�á�ý�” CLI �

z�Ò�á�`�#���f�Ò�”.z.=�Ð���Ú�Y�o�)�æ�»�Ò�á�ê�”.z���ê"í!Û�Ð���ù
�Ô�•

 $�­  EXEC ���"�.�,�Å���î�@�6�;�b�o�"  �(�o�F�,�æ4P�Ô��  TACACS+ .z���
�0�o�Ô���æ�ê�” $�­  
EXEC �U�o�<�
4?�Ž�Ò�á�”�4�é�»5Å�
�s-��Ò�ù�Ô�•

.z���
�:���.�o�I�^�æ�Ô���æ�ê�” no aaa authorization { network | exec} method1 �#�`�o�C�^  �&�f�H��
�!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

TACACS+ �������f�9���f�#�é/à
G

AAA �������f�9���f�#�Ï(»�ê�”�Y�o�)�Ç���"�.�,�Ò�Ú�(�o�F�,�ã�”�–/Œ�Ò�Ú�@�6�;�b�o�"  �]�0�o�,2‚
�
1J0��Ò�ù�Ô�• AAA �������f�9���f�#�
���@�o�I�^�æ�Ô���ã�”�,���6�4�ê�Y�o�)�é���"�9���F�9���

�������f�9���f�#  �_�&�o�<�»�|�â  TACACS+ �.� �X�]�9��  �(�o�C�æ�Ž�T�Ò�ù�Ô�•�&�������f�9���f�#  
�_�&�o�<�ê�”�������f�9���f�#�é  AV �é�M���
�=�ú�”�.� �X�]�9��  �(�o�C�æ�;�=�Ð���ù�Ô�•�Î�é�:�o
�2�ê�”�@�6�;�b�o�"%¤!��”�"�\�����f�;�ó�é.–2„�”�ù�Ú�ê"Ù�O!ª�æ�½���â�È�ù�Ô�•

�&�Q�f�< "á"›

�,�9�6�J 1 configure terminal �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�
4?�Ž�Ò�ù�Ô�•

�,�9�6�J 2 aaa authorization network tacacs+ �@�6�;�b�o�"4P1j�é�Ô�ô�á�é�(�o�F�,-Ð�Þ�æ�»�Ò�á�Y�o�)  TACACS+ .z
���
-��Á�Î�ã�
.3�o�Ò�ù�Ô�•

�,�9�6�J 3 aaa authorization exec tacacs+ �Y�o�)�é $�­  EXEC ���"�.�,�æ�»�Ò�á�Y�o�)  TACACS+ .z���
-��Á�Î�ã
�
.3�o�Ò�ù�Ô�•

exec � �o�b�o�<�
�0�o�Ô���ã�”�Y�o�)  �J�`�H�����^�±�Ž
9Ôautocommand �±�Ž�å�ä9Õ�Ç10�Ð�����Î�ã�Ç�½���ù�Ô�•

�,�9�6�J 4 end  $�­  EXEC �U�o�<�æ�¯���ù�Ô�•

�,�9�6�J 5 show running-config �I
��
#Õ.z�Ò�ù�Ô�•

�,�9�6�J 6 copy running-config startup-config 9Ô
›�ç9Õ�&�f�H���!�X�_�o�*�Z�f  �H�����^�æ.3�o�
�;�=�Ò�ù�Ô�•
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%Y 3 %(      �,���6�4�é�Ë�¼.3�o
 $�­  EXEC �&�Q�f�<�ó�é���"�.�,�Ù�î
�& Cisco IOS  $�­�_�L�^�Å���î�@�6�;�b�o�"  �(�o�F�,�æ4P�Ô��  TACACS+ �������f�9���f�#�
���@�o
�I�^�æ�Ô���æ�ê�” $�­  EXEC �U�o�<�
4?�Ž�Ò�á�”�4�é�»5Å�
�s-��Ò�ù�Ô�•

�������f�9���f�#�
�:���.�o�I�^�æ�Ô���æ�ê�” no aaa accounting { network | exec} { start-stop} 
method1... �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

TACACS+ .3�o�é-+$�

TACACS+ �(�o�C&Ô.��±�Ž�
-+$��Ô���æ�ê�” show tacacs  $�­  EXEC �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

�D�,�b�o�<�é�g� 
{

�J�`�;�&�^  ���=�\���)�â�D�$�6�;�
.ž�ô��9Ô�D�,�b�o�<�
.’�ú����9Õ�Î�ã�Ç�â�È���Ú�ü�”�D�,�b�o�<
�
�g� 
{�Ô�����Á�æ  Cisco IOS �0�H�;�������
.3�o�Ô���Î�ã�æ���Þ�á�”���"�.�,  �.� �X�]�9���
�•
{
�â�È�ù�Ô�•�g� 
{�
-��Á�ã�”�&�f�H���!�X�_�o�*�Z�f  �H�����^�]�â�é�D�,�b�o�<.’�ú�����

���(»�æ
�â�È�ù�Ô�•

�D�,�b�o�<�
�g� 
{�Ô�����Á�æ  Cisco IOS �0�H�;�������
.3�o�Ô���æ�ê�”�4�é
Þ�:�
-��¿�ù�Ô�•

�g� 
{�ê�” û�÷�é.3�o�Ç�;�=�Ð�����ã�È�”�ù�Ú�ê�D�,�b�o�<�Ç.3�o�Ð�����ã�È�æ-��
���ù�Ô�•�D�,�b�o
�<�é�g� 
{�ê�”.z.=� �o  �D�,�b�o�<�”���@�o�I�^  �&�Q�f�<  �D�,�b�o�<�”�&�f�0�o�^�Å���î
’�Ð%5�Ã�Á
'"���"�.�,  �D�,�b�o�<�”�Å���î  Border Gateway Protocol9ÔBGP; �O�o�3�o  �%�o�;������  �J�`�;�&�^9Õ
�@���C�o  �D�,�b�o�<�
�=�û�”�Ô�ô�á�é�D�,�b�o�<�æ1¡!ª�Ð���ù�Ô�• service password-encryption �&�Q
�f�<�

ö!ª�Ô���ã�”.z���Ð���á�¿�å�¿�Y�o�)�Ç�&�f�H���!�X�_�o�*�Z�f  �H�����^�é�D�,�b�o�<�
-+$�
�â�È�å�Ê�å���ù�Ô�•

�H�ç service password-encryption �&�Q�f�<�â�ê�”7��2�å�@�6�;�b�o�"  �.� �X�]�9���ê�­���Ð���ù�Ö���•
�Î�é�&�Q�f�<�

ö!ª�Ô���•�'�ê�”�Ø�é
•�é�@�6�;�b�o�"  �.� �X�]�9���»�‘�ý.à�Ó����-Ð�Ç�½���ù
�Ô�•

�&�Q�f�< "á"›

�,�9�6�J 1 configure terminal �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�
4?�Ž�Ò�ù�Ô�•

�,�9�6�J 2 aaa accounting network start-stop 
tacacs+

�@�6�;�b�o�"4P1j�é�Ô�ô�á�é�(�o�F�,-Ð�Þ�æ�ß�¿�á�” TACACS+ ����
���f�9���f�#�
���@�o�I�^�æ�Ò�ù�Ô�•

�,�9�6�J 3 aaa accounting exec start-stop 
tacacs+

TACACS+ �������f�9���f�#�
���@�o�I�^�æ�Ò�á�” $�­  EXEC �J�`�.
�,�é�¨�Ë�æ.%3s4?�Ž�������f�9���f�#1b#n�”�¨�ß�æ.%3s�—�[1b#n�
1M
�>�Ò�ù�Ô�•

�,�9�6�J 4 end  $�­  EXEC �U�o�<�æ�¯���ù�Ô�•

�,�9�6�J 5 show running-config �I
��
#Õ.z�Ò�ù�Ô�•

�,�9�6�J 6 copy running-config startup-config 9Ô
›�ç9Õ�&�f�H���!�X�_�o�*�Z�f  �H�����^�æ.3�o�
�;�=�Ò�ù�Ô�•

�&�Q�f�< "á"›

Switch(config)# service password-encryption �D�,�b�o�<�
�g� 
{�Ò�ù�Ô�•
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%Y 3 %(      �,���6�4�é�Ë�¼.3�o
 $�­  EXEC �&�Q�f�<�ó�é���"�.�,�Ù�î
�g� 
{�D�,�b�o�<�
�����Ú�•�'�”�D�,�b�o�<�é�Á�ó�ê�â�È�ù�Ö��9Ô�0�é�D�,�b�o�<�
�����¯�Ô�Î�ã�ê�â
�È�ù�Ö��9Õ�•�Ú�Û�Ò�”�g� 
{�D�,�b�o�<�
�����á�ý�”�,���6�4�é�Ù�î�
�����¯�Ô�Î�ã�ê�â�È�ù�Ô�•.f&¦
�æ�ß�¿�á�ê�” �Ÿ���@�o�I�^  �D�,�b�o�<�
�����Ú�•�'�é�Á�ó�Ç�:�  9ÔP.3-269Õ�

ó�–�Ò�á�Ê�Û�Ð�¿�•

�D�,�b�o�<�ù�Ú�ê���"�.�,  �_�L�^�é.3�o�
-+$��Ô���Ç�:�æ�ß�¿�á�ê�” �Ÿ�D�,�b�o�<�”���"�.�,  �_�L�^�”
�Å���î $�­�_�L�^�é.3�o�é-+$��  9ÔP.3-259Õ�

ó�–�Ò�á�Ê�Û�Ð�¿�•

-„�™�é $�­�_�L�^�é.3�o

Cisco IOS �0�H�;�������æ�ê�”�D�,�b�o�<  �.� �X�]�9���é�U�o�<�Ç�:�H���^�;�â  2 �ß�½���ù�Ô�•�Y�o�)  
EXEC �U�o�<�ã $�­  EXEC �U�o�<�â�Ô�•�&�U�o�<�æ�”�¨�"  16 �X�é4Ï���_�L�^�Æ���t�‘�Ð�����&�Q�f�<
�
.3�o�â�È�ù�Ô�•-„�™�é�D�,�b�o�<�
.3�o�Ô���ã�”�Y�o�)  �#�^�o�J�Î�æ $�o�é�&�Q�f�<�ó�é���"�.�,
�
.5���â�È�ù�Ô�•

�Ú�ã�Ã�ë�”���Ê�é�Y�o�)�Ç  clear line �&�Q�f�<�æ���"�.�,�â�È�����Á�æ�Ô���æ�ê�”�Î�é�&�Q�f�<�æ�_�L
�^  2 �.� �X�]�9���

����°�á�”�_�L�^  2 �D�,�b�o�<�
�"%¸�Ð�æ2)�Ó�Ò�ù�Ô�•	û�Ç�” configure �&�Q�f�<
�æ���"�.�,�â�È���Y�o�)�
4¢�o�Ô���•�'�æ�ê�”�Î�é�&�Q�f�<�æ�_�L�^  3 �.� �X�]�9���

����°�á�”�Ø�é
�D�,�b�o�<�
2)�Ó�Ô���Y�o�)�™�
�ë���Ò�ù�Ô�•

�Î�Î�â�ê�”1J
��_�L�^�é�.� �X�]�9���
.3�o�Ô���»5Å�æ�ß�¿�á.‘�ÿ�Ò�ù�Ô�•

• �Ÿ�&�Q�f�<�é $�­�_�L�^�é.3�o�  9ÔP.3-249Õ

• �Ÿ�Á'"�é�:�H���^�; $�­�_�L�^�é���•�  9ÔP.3-249Õ

• �Ÿ $�­�_�L�^�ó�é�`�#���f�  9ÔP.3-259Õ

• �Ÿ $�­�_�L�^�é&³
L�  9ÔP.3-259Õ

• �Ÿ�D�,�b�o�<�”���"�.�,  �_�L�^�”�Å���î $�­�_�L�^�é.3�o�é-+$��  9ÔP.3-259Õ

�&�Q�f�<�é $�­�_�L�^�é.3�o

�&�Q�f�<�é $�­�_�L�^�
.3�o�Ô���æ�ê�”�4�é
Þ�:�
-��¿�ù�Ô�•

�D�,�b�o�<�ù�Ú�ê���"�.�,  �_�L�^�é.3�o�
-+$��Ô���Ç�:�æ�ß�¿�á�ê�” �Ÿ�D�,�b�o�<�”���"�.�,  �_�L�^�”
�Å���î $�­�_�L�^�é.3�o�é-+$��  9ÔP.3-259Õ�

ó�–�Ò�á�Ê�Û�Ð�¿�•

�Á'"�é�:�H���^�; $�­�_�L�^�é���•

 $�o�é�Á'"�ù�Ú�ê�Á'"�#�^�o�J�é�:�H���^�; $�­�_�L�^�
���•�Ô���æ�ê�”�4�é
Þ�:�
-��¿�ù�Ô�•

�&�Q�f�< "á"›

�,�9�6�J 1 Switch(config)# privilege  mode level  level 
command 

�&�Q�f�<�é $�­�_�L�^�
.3�o�Ò�ù�Ô�•

�,�9�6�J 2 Switch(config)# enable password level  level  
[ encryption-type ] password  

 $�­�_�L�^�æ���"�.�,�Ô���Ú�ü�é���@�o�I�^  �D�,�b�o�<
�
�0�o�Ò�ù�Ô�•

�&�Q�f�< "á"›

Switch(config-line)# privilege level  level �Á'"�é�:�H���^�; $�­�_�L�^�
���•�Ò�ù�Ô�•
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%Y 3 %(      �,���6�4�é�Ë�¼.3�o
 $�­  EXEC �&�Q�f�<�ó�é���"�.�,�Ù�î
�D�,�b�o�<�ù�Ú�ê���"�.�,  �_�L�^�é.3�o�
-+$��Ô���Ç�:�æ�ß�¿�á�ê�” �Ÿ�D�,�b�o�<�”���"�.�,  �_�L�^�”
�Å���î $�­�_�L�^�é.3�o�é-+$��  9ÔP.3-259Õ�

ó�–�Ò�á�Ê�Û�Ð�¿�•

 $�­�_�L�^�ó�é�`�#���f

 $�o�é $�­�_�L�^�æ�`�#���f�Ô���æ�ê�”�4�é
Þ�:�
-��¿�ù�Ô�•

 $�­�_�L�^�é&³
L

 $�o�é $�­�_�L�^�
&³
L�Ô���æ�ê�”�4�é
Þ�:�
-��¿�ù�Ô�•

�D�,�b�o�<�”���"�.�,  �_�L�^�”�Å���î $�­�_�L�^�é.3�o�é-+$�

.f&¦�å�D�,�b�o�<�±�Ž�
-+$��Ô���æ�ê�”�4�é
Þ�:�
-��¿�ù�Ô�•

�4�æ�”�D�,�b�o�<�Å���î���"�.�,  �_�L�^�é.3�o�
-+$��Ô�����
$��Ò�ù�Ô�•

Switch# show running-config
Building configuration...

Current configuration:
!
version 12.0
service timestamps debug datetime localtime
service timestamps log datetime localtime
no service password-encryption
!
hostname Switch
!
boot system flash sup-bootflash
enable password lab
!
<...output truncated...>

�4�æ�” $�­�_�L�^�é.3�o�
-+$��Ô�����
$��Ò�ù�Ô�•

Switch# show privilege
Current privilege level is 15
Switch# 

�&�Q�f�< "á"›

Switch# enable  level �0�o�Ð���Ú $�­�_�L�^�æ�`�#���f�Ò�ù�Ô�•

�&�Q�f�< "á"›

Switch# disable  level  $�o�é $�­�_�L�^�
&³
L�Ò�ù�Ô�•

�&�Q�f�< "á"›

�,�9�6�J 1 Switch# show running-config  �D�,�b�o�<�Å���î���"�.�,  �_�L�^�é.3�o�
-+$��Ò�ù�Ô�•

�,�9�6�J 2 Switch# show privilege   $�­�_�L�^�é.3�o�
-+$��Ò�ù�Ô�•
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%Y 3 %(      �,���6�4�é�Ë�¼.3�o
���@�o�I�^  �D�,�b�o�<�
�����Ú�•�'�é�Á�ó�Ç�:
���@�o�I�^  �D�,�b�o�<�
�����Ú�•�'�é�Á�ó�Ç�:

9Ô�H9Õ NVRAM �æ�½���Æ�Ó�ü.3�o�Ð���á�¿���&�f�H���!�X�_�o�*�Z�f  �_�+�,�2�æ�ß�¿�á�ê�” �Ÿ�0�H�;������  
�&�f�H���!�X�_�o�*�Z�f  �_�+�,�2�é.3�o�  9ÔP.3-279Õ�

ó�–�Ò�á�Ê�Û�Ð�¿�•

���@�o�I�^  �D�,�b�o�<�
�����Ú�•�'�ê�”�4�é
Þ�:�
-��¿�Á�ó�Ò�ù�Ô�•

�,�9�6�J 1 �&�f�0�o�^  ���f�2�o�H�����,�æ�’&ï�Ò�ù�Ô�•

�,�9�6�J 2 /à
G�ß  5 $}
•�]�æ  Ctrl �
�ü�Ò�Ú A���â  C �
�ü�Ò�á�”�I�o�;  �*�o�$�f�,�
�—�[�Ò�” ROM �U�>�2�
4?�Ž
�Ò�ù�Ô�•

�,�9�6�J 3 �&�f�H���!�X�_�o�*�Z�f  �T�U�]9Ô NVRAM9Õ�
.’�ú1��ù�Õ�æ/à
G�Ô�����Á�æ�”�,���6�4�
.3�o�Ò�ù�Ô�•

�,�9�6�J 4 �*�,�9�S�
�c/à
G�Ò�ù�Ô�•

�,�9�6�J 5 ���@�o�I�^  �U�o�<�æ���"�.�,�Ò�ù�Ô9Ô�D�,�b�o�<�Ç.3�o�Ð���á�¿�å�¿�•�'�ê�”�D�,�b�o�<�
�0�o�Ò�ù
�Ö��9Õ�•

�,�9�6�J 6 �D�,�b�o�<�
-+$��ù�Ú�ê���•�Ô���Æ�”.3�o�
�–
ð�Ò�ù�Ô�•

�,�9�6�J 7 1b�ñ�ä�Å��  NVRAM �
.’�ú1����â/à
G�Ô�����Á�æ�”�,���6�4�
�c.3�o�Ò�ù�Ô�•

�,�9�6�J 8 �*�,�9�S�
�c/à
G�Ò�ù�Ô�•

�,�o�D�o�C���)  ���f�+�f�é�,�2�o�;���6�J  �&�f�H���!�X
�_�o�*�Z�f�é���•

�Î�Î�â�ê�”�,�o�D�o�C���)  ���f�+�f�é�,�2�o�;���6�J  �&�f�H���!�X�_�o�*�Z�f�é�Ï(»�ã�” BOOT ���™
�Å���î�&�f�H���!�X�_�o�*�Z�f  �_�+�,�2�
���•�Ô���»5Å�æ�ß�¿�á.‘�ÿ�Ò�ù�Ô�•

• �Ÿ�,�o�D�o�C���)  ���f�+�f�é�I�o�;  �&�f�H���!�X�_�o�*�Z�f�é�N-Ð�  9ÔP.3-269Õ

• �Ÿ�0�H�;������  �&�f�H���!�X�_�o�*�Z�f  �_�+�,�2�é.3�o�  9ÔP.3-279Õ

• �Ÿ�,�2�o�;���6�J  �*�,�9�S  ���T�o�+�é�0�o�  9ÔP.3-329Õ

• �Ÿ!c�º���™�é�Ù�î�  9ÔP.3-339Õ

�,�o�D�o�C���)  ���f�+�f�é�I�o�;  �&�f�H���!�X�_�o�*�Z�f�é�N-Ð

�,�o�D�o�C���)  ���f�+�f�é�I�o�;  �J�`�.�,�æ�ê�” 2 �ß�é�0�H�;������  ���T�o�+�Ç4P
��Ò�ù�Ô�• ROM 
�U�>�2�ã�,�o�D�o�C���)  ���f�+�f  �0�H�;�������â�Ô�•�,���6�4�
/à
G�ù�Ú�ê�]�.�6�;�Ô���ã�”
Random Access Memory Monitor9ÔROMmon; �\�f�3�S  ���"�.�,  �T�U�]  �U�>�29Õ�&�o�<�Ç�s-��Ð���ù
�Ô�• NVRAM �æ�;�=�Ð���á�¿��.3�o�æ���Ó�á�”�,�o�D�o�C���)  ���f�+�f�ê  ROMmon �U�o�<�
&î&ï�Ô
���Æ�”�ù�Ú�ê�,�o�D�o�C���)  ���f�+�f  �0�H�;�������
�`�o�<�Ò�ù�Ô�•

�Y�o�)�¥�â.3�o�â�È��  2 �ß�é�D�\�T�o�2�æ���Þ�á�”�,���6�4�é/à
G�Ç�:�Ç�ÿ�ù���ù�Ô�•�&�f�H���!�X
�_�o�*�Z�f  �_�+�,�2�ã  BOOT !c�º���™�â�Ô�•�&�f�H���!�X�_�o�*�Z�f  �_�+�,�2�æ�ß�¿�á�ê�” �Ÿ�I�o�;  
�H���o�^�<�é���•�Å���î  boot �&�Q�f�<�é�s-��  9ÔP.3-299Õ�

ó�–�Ò�á�Ê�Û�Ð�¿�• BOOT !c�º���™�æ�ß�¿
�á�ê�” �Ÿ�,�2�o�;���6�J  �*�,�9�S  ���T�o�+�é�0�o�  9ÔP.3-329Õ�

ó�–�Ò�á�Ê�Û�Ð�¿�•
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%Y 3 %(      �,���6�4�é�Ë�¼.3�o
�,�o�D�o�C���)  ���f�+�f�é�,�2�o�;���6�J  �&�f�H���!�X�_�o�*�Z�f�é���•
ROM �U�>�2�é�N-Ð

ROM �U�>�29ÔROMmon9Õ�ê�,���6�4�é/à
G�(�”�]�.�6�;�(�”�ù�Ú�ê)L�n"›�å�����Ç"’!¢�Ò�Ú�•�'�æ
�m�î�´�Ð���ù�Ô�•�,���6�4�â  ROMmon �U�o�<�Ç4?�Ž�Ð�����é�ê�”�,���6�4�Ç�­
2�å�0�H�;������  ��
�T�o�+�
-×�ß�Ì���Î�ã�Ç�â�È�å�Æ�Þ�Ú�•�'�” NVRAM �]�é.3�o�Ç�ã���á�¿�Ú�•�'�”�ù�Ú�ê�&�f�H��
�!�X�_�o�*�Z�f  �_�+�,�2�Ç  ROMmon �U�o�<�
4?�Ž�Ô�����Á�æ.3�o�Ð���á�¿�Ú�•�'�â�Ô�• ROMmon 
�U�o�<�â�ê�”�I�o�;�H�\�6�*�X�ù�Ú�ê�H�\�6�*�X  �:���,�"�Æ���0�H�;������  ���T�o�+�
�»
G�â�`�o�<
�â�È�ù�Ô�•�ù�Ú�”%¤!����f�2�o�H�����,�Æ��/à
G�Ô���Î�ã�ý�â�È�ù�Ô�• ROMmon �U�o�<�ê�J�\���Q�]  
���T�o�+�
�`�o�<�Ò�ù�Ô�•�Î�é�J�\���Q�]  ���T�o�+�â�” BOOTLDR !c�º���™�

ö!ª�Ò�á�`�o���^�æ�”
�ù�Ú�ê�@�6�;�b�o�"�
1b�Ó�á�”�0�o�Ð���Ú�0�o�,�Æ��/à
G�Ô���.���f�3�]  ���T�o�+�
.3�o�â�È�ù�Ô�•
�Î�é���™�æ�ß�¿�á�ê�” �ŸSwitch#� 9ÔP.3-339Õ�

ó�–�Ò�á�Ê�Û�Ð�¿�•

�ù�Ú�”�,���6�4�
�c/à
G�Ò�á�”/à
G�ß�é�¨�Ë�é  5 $}4F�æ Ctrl �
�ü�Ò�Ú A���â  C �
�ü�Ò�á�ý�” ROMmon 
�U�o�<�
4?�Ž�â�È�ù�Ô�•

9Ô�H9Õ �&�f�H���!�X�_�o�*�Z�f�_�+�,�2�â  Ctrl �
�ü�Ò�Ú A���â  C �
�ü�Ô�Ï(»�Ç�:���.�o�I�^�æ.3�o�Ð���á�¿
���Æ�ä�Á�Æ�æ�Æ�Æ�
���Õ�”�,���6�4�é�c/à
G�ß  5 $}4F�ê�ñ�æ Ctrl �
�ü�Ò�Ú A���â  C �
�ü�Ô�Ï(»�Ç��
�@�o�I�^�æ�å���ù�Ô�•

ROM �U�>�2�é�Ï(»�ê�”�4�é�ã�Å���â�Ô�•

• 5��.�é�I�(�é�>5ì�H�9�,�;

• �B�o�<�������é�Ë�¼
{

• /à
G(»
�9Ô�»
G�æ����/à
G�Å���î)D
G/à
G�Ç��(»9Õ

• �H�����^  �*�,�9�S9Ô ROMmon �é�s-��(�ê.’�ú�����¾!ª9Õ

�0�H�;������  �&�f�H���!�X�_�o�*�Z�f  �_�+�,�2�é.3�o

�,���6�4�ê  16 �F�6�;�é�0�H�;������  �&�f�H���!�X�_�o�*�Z�f  �_�+�,�2�

ö!ª�Ò�ù�Ô�•�Î�é�&�f�H��
�!�X�_�o�*�Z�f  �_�+�,�2�æ $�o�é�*�,�9�S  �D�\�T�o�2�
.3�o�â�È�ù�Ô�•�0�H�;������  �&�f�H���!�X
�_�o�*�Z�f  �_�+�,�2�é.3�o�ê�” NVRAM �æ�½���Æ�Ó�ü.3�o�Ð���á�¿�ù�Ô�•

�4�é�•�'�ê�”�0�H�;������  �&�f�H���!�X�_�o�*�Z�f  �_�+�,�2�é.3�o�o�
���•�Ô����-Ð�Ç�½���ù�Ô�•

• /à
G�0�Å���î�:�H���^�;�é�I�o�;  �H�����^�,�
1¬�ï�Ô���•�'

• �I�`�o�<� �V�,�;  ���<�_�,�
�Ù�î�Ô���•�'

• �&�f�0�o�^%5�Ã�é�O�o�_�o�;�
.3�o�Ô���•�'

• �H�\�6�*�X  �T�U�]�Æ�����M�_�o�9���f�#  �0�H�;�������
�`�o�<�Ô���•�'

• �����Ú�D�,�b�o�<�
�Á�ó�Ô���•�'

• �I�o�;�,�;�\�6�J  �J�`�#�\�S  �J�`�f�J�;�â  boot �&�Q�f�<�

ö!ª�Ò�”�»
G�â�*�,�9�S�
/à
G�Ô���•
�'

• �*�,�9�S  �I�o�;�,�;�\�6�J  �0�H�;������9Ô�I�o�;  ���T�o�+9Õ�ù�Ú�ê���f�O�o�<  �H�\�6�*�X  �T�U�]

��é�:�H���^�;�é�*�,�9�S  ���T�o�+�Æ��)D
G"›�æ/à
G�Ò�” NVRAM 
��é�&�f�H���!�X�_�o�*�Z�f  
�H�����^�]�é  boot system �&�Q�f�<�
.’�ú�������Á�æ�•�Ù"›�æ.3�o�Ô���•�'
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%Y 3 %(      �,���6�4�é�Ë�¼.3�o
�,�o�D�o�C���)  ���f�+�f�é�,�2�o�;���6�J  �&�f�H���!�X�_�o�*�Z�f�é���•
�H�ç .‹�Þ�á Catalyst 4500 �*�]�o�-  �,���6�4�é�,���6�4�Ç�—�[�Ô�����Á�å
P���
1±�Ì���Ú�ü�æ�”�&�f
�H���!�X�_�o�*�Z�f  �_�+�,�2.3�o�
�­
2�æ�Ô���æ�ê�” -+ 3-3 �æ.%0¿�Ð���á�¿���X�˜�é.3�o�o�

ö!ª
�Ô���é�â�ê�å�Ê�”.3�o�o�
&µ�ú�'�
�Ö����-Ð�Ç�½���ù�Ô�•�Ú�ã�Ã�ë�”�´*D�(�é�:�H���^�;�â�½��  
0x2101 �ã�¿�Á�o�ê�” 3 �ß�é.3�o�o�é&µ�ú�'�
�Ö�â�Ô�•

-+ 3-3 �æ�”�&�0�H�;������  �&�f�H���!�X�_�o�*�Z�f  �T�U�]  �F�6�;�é�ç�g�
$��Ò�ù�Ô�• -+ 3-4 �æ�I�o�;  
�H���o�^�< �é�o'õ�
$��Ò�ù�Ô�•

 
-+ 3-3 �0�H�;������  �&�f�H���!�X�_�o�*�Z�f  �_�+�,�2  �F�6�;

�F�6�;!ß� 1

1. �&�f�H���!�X�_�o�*�Z�f  �_�+�,�2�é�´*D�(�é�:�H���^�;�o�ê  0x2101 �â�Ô�•�Î�é�o�ê�”�4�é.3�o�o�
&µ�ú�'�
�Ö�Ú
�ý�é�â�Ô�•�C���=�]  �F�6�;  13�”�F�6�;  8 = 0x0100�”�Å���î�C���=�]  �F�6�;  00 :*  03 = 0x00019Ô-+ 3-4 �

ó�–9Õ�•

16 1t�™ �ç�g

00 :*  03 0x0000 :*  0x000F �I�o�;  �H���o�^�<9Ô -+ 3-4 �

ó�–9Õ

04 0x0010 �Â
ö!ª

05 0x0020 �F�6�;  2 �ê�&�f�0�o�^�Á'"1f�2  

06 0x0040 �*�,�9�S  �0�H�;�������æ  NVRAM �é�]�ˆ�
�u-Þ�Ð�Ö�ù�Ô�•

07 0x0080 OEM 2 �F�6�;�
���@�o�I�^�æ�Ò�ù�Ô�•

2. OEM = Original Equipment Manufacturer

08 0x0100 �Â
ö!ª

09 0x0200 �Â
ö!ª

10 0x0400 �Ô�ô�á  0 �é  IP �I�`�o�<� �V�,�;

11 :*  12 0x0800 :*  0x1000 �&�f�0�o�^�Á'"1f�2�é�F�6�;  1 �ã  09Ô�:�H���^�;�ê  9600 �O�o9Õ

13 0x2000 �@�6�;�I�o�;�é�,�Œ�ß�æ  ROM �U�>�2�
�`�o�<�Ò�ù�Ô�•

14 0x4000 IP �I�`�o�<� �V�,�;�â�@�6�;�b�o�"!ß� �

ö!ª�Ò�ù�Ö���•

-+ 3-4 �I�o�;  �H���o�^�<9Ô�&�f�H���!�X�_�o�*�Z�f  �_�+�,�2  �F�6�;  00 :*  039Õ�é.‘�ÿ

�I�o�;  
�H���o�^
� < � ç� g

00 �*�,�9�S  �I�o�;�,�;�\�6�J  �J�`�f�J�;�é A��9Ô)D
G/à
G�Ò�ù�Ö��9Õ

01 ���f�O�o�<  �H�\�6�*�X  �T�U�]
��â�¨�Ë�æ���´�Ð���Ú�*�,�9�S  ���T�o�+�
/à
G�Ò�ù�Ô�•

02 :*  0F BOOT !c�º���™�â�0�o�Ð���Ú���T�o�+�

ö!ª�Ò�á)D
G/à
G�Ò�ù�Ô�•-„�™�é���T�o�+�Ç�0
�o�Ð���á�¿���•�'�”�,���6�4�ê  BOOT ���™�â�¨�Ë�æ�0�o�Ð���Ú���T�o�+�é/à
G�
.\�ú�ù
�Ô�•�,���6�4�Ç�Î�é���T�o�+�Æ���é/à
G�æ�‘
��Ô���ã�”�c/à
G�(�æ�+�Ó���T�o�+�Ç
ö!ª
�Ð���ù�Ô�•�,���6�4�Ç  BOOT ���™�â�¨�Ë�æ�0�o�Ð���Ú���T�o�+�Æ���é/à
G�æ�,�Œ�Ô���ã�”
�,���6�4�ê  BOOT ���™�é�4�é���T�o�+�Æ���é/à
G�
.\�ú�ù�Ô�• BOOT ���™�é�¨�ß�é��
�T�o�+�Æ���,���6�4�Ç/à
G�â�È�å�¿�•�'�”�,���6�4�ê  BOOT ���™�é�¨�Ë�æ�¯�Þ�á/à
G�

.\�ú�ù�Ô�•)D
G/à
G�ê�”�,���6�4�Ç  BOOT ���™�â�0�o�Ð���Ú�¿�Õ���Æ�é���T�o�+�Æ���é
/à
G�æ�‘
��Ô���ù�â&ï�È�ù�Ô�•
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%Y 3 %(      �,���6�4�é�Ë�¼.3�o
�,�o�D�o�C���)  ���f�+�f�é�,�2�o�;���6�J  �&�f�H���!�X�_�o�*�Z�f�é���•
�I�o�;  �H���o�^�<�é���•�Å���î  boot �&�Q�f�<�é�s-�

�&�f�H���!�X�_�o�*�Z�f  �_�+�,�2�é�I�o�;  �H���o�^�<�æ�����”�,���6�4�ê���M�_�o�9���f�#  �*�,�9�S  
���T�o�+�
�`�o�<�Ô���Æ�ä�Á�Æ�
�ÿ�o�Ò�”�`�o�<�Ô���•�'�ê�*�,�9�S  ���T�o�+�
�ä�é
Ï'Î�Æ�����ç�Ô
���Æ�
�ÿ�o�Ò�ù�Ô�•�Î�Î�â�ê�”�&�f�H���!�X�_�o�*�Z�f  �_�+�,�2�é�I�o�;  �H���o�^�<�é
ö!ª�Ç�:�Å��
�î.3�o�»5Å�ã�”�&�f�H���!�X�_�o�*�Z�f  �_�+�,�2�é�I�o�;  �H���o�^�<�
���•�Ô���•�'�é�»5Å�æ�ß�¿�á
.‘�ÿ�Ò�ù�Ô�• ROMmon �â�ê�”�&�f�H���!�X�_�o�*�Z�f  �_�+�,�2�é���•�ã�I�o�;.3�o�é���•�æ  confreg 
�&�Q�f�<�

ö!ª�â�È�ù�Ô�•

�0�H�;������  �&�f�H���!�X�_�o�*�Z�f  �_�+�,�2�é�F�6�;  0 :*  3 �Ç�”�I�o�;  �H���o�^�<�
�»�‘�Ò�ù�Ô�•

9Ô�H9Õ �*�,�9�S�Å���î�,�M��-~� �é�&�f�H���!�X�_�o�*�Z�f  �_�+�,�2�é�´*D�(�é�:�H���^�;�o�ê�” 0x2101 �â
�Ô�•�Ú�Û�Ò�”�•�Q�o�ê  0x0102 �â�Ô�•

�I�o�;  �H���o�^�<�
  00 �ù�Ú�ê  019Ô0-0-0-0 �ù�Ú�ê  0-0-0-19Õ�æ.3�o�Ô���ã�”�*�,�9�S�ê�*�,�9�S  �&�f
�H���!�X�_�o�*�Z�f  �H�����^�é/à
G�n
Ž�
�u-Þ�Ò�á�”�4�é
G
Þ�
-��¿�ù�Ô�•

• �I�o�;  �H���o�^�<�Ç  00 �æ.3�o�Ð���á�¿���•�'�ê�”�*�,�9�S  �I�o�;�,�;�\�6�J�ù�Ú�ê  ROMmon �J
�`�f�J�;�â  boot �&�Q�f�<�
�I
��Ò�”�»
G�â���M�_�o�9���f�#  �*�,�9�S�
/à
G�Ô����-Ð�Ç�½���ù
�Ô�•

• �I�o�;  �H���o�^�<�Ç  01 �æ.3�o�Ð���á�¿���•�'�ê�”�I�o�;�H�\�6�*�X  Single In-line Memory 
Module9ÔSIMM; �*�f�#�^  ���f�\���f  �T�U�]  �U�+�X�o�^9Õ�â�¨�Ë�æ���´�Ð���Ú���T�o�+�
/à
G�Ò
�ù�Ô�•

• �I�o�;  �H���o�^�<�K
Õ�Ç  0-0-1-0 :*  1-1-1-1 �é%¸�Ð�é�o�â�½���•�'�”�,���6�4�ê�,�2�o�;���6�J  �&
�f�H���!�X�_�o�*�Z�f  �H�����^�é  boot system�&�Q�f�<�â�0�o�Ð�����*�,�9�S  ���T�o�+�
�`�o�<
�Ò�ù�Ô�•

�H�ç �I�o�;�H���o�^�<�
  0-0-1-0 :*  1-1-1-1 �é%¸�Ð�é�o�æ.3�o�Ô���•�'�ê�” boot system �&�Q�f�<�â�o�

�0�o�Ô����-Ð�Ç�½���ù�Ô�•�o�
�0�o�Ò�å�¿�ã�”�,���6�4�ê/à
G�â�È�Õ  ROMmon �é�ù�ù�æ�å���ù�Ô�•

boot �&�Q�f�<�ê
± [�â�ý�I
��â�È�ù�Ô�Ç�”�H�\�6�*�X  �T�U�]�æ�;�=�Ð���Ú�H�����^�,�”�@�6�;�b�o�"  
�(�o�C�Æ���é/à
G�
�0�o�Ô���H�����^�,�å�ä�”1J
��é/à
G�n
Ž�
�=�ü���Î�ã�ý�â�È�ù�Ô�•�H�����^�,�ù
�Ú�ê
•�é/à
G�n
Ž�
�0�o�Ö�Õ�æ  boot �&�Q�f�<�

ö!ª�Ô���ã�”�*�,�9�S�ê�:�H���^�;�é�H�\�6�*�X  ��
�T�o�+9Ô���f�O�o�<  �H�\�6�*�X  �T�U�]
��é�¨�Ë�é���T�o�+9Õ�Æ��/à
G�Ò�ù�Ô�•�ù�Ú�” $�o�é�H�\�6
�*�X  ���T�o�+�Æ��/à
G�Ô�����Á�æ�0�o�Ô���Î�ã�ý�â�È�ù�Ô9Ô boot system flash filename �&�Q�f�<�

ö
!ª9Õ�•

�ù�Ú�” boot �&�Q�f�<�

ö!ª�Ò�á�”�,�o�D�o�C���)  ���f�+�f
��é�,�`�6�;  0 �æ�½���&�f�D�"�;  �H�\�6
�*�X  ���o�<�æ�;�=�Ð���Ú���T�o�+�
/à
G�Ô���Î�ã�ý�â�È�ù�Ô�•

�I�o�;  �H���o�^�<�é���•

�0�H�;������  �&�f�H���!�X�_�o�*�Z�f  �_�+�,�2�é�I�o�;  �H���o�^�<�
���•�Ò�ù�Ô�•

�0�H�;������  �&�f�H���!�X�_�o�*�Z�f  �_�+�,�2�é�I�o�;  �H���o�^�<�
���•�Ô���æ�ê�”�4�é
Þ�:�
-��¿
�ù�Ô�•
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%Y 3 %(      �,���6�4�é�Ë�¼.3�o
�,�o�D�o�C���)  ���f�+�f�é�,�2�o�;���6�J  �&�f�H���!�X�_�o�*�Z�f�é���•
�,���6�4�Ç  Cisco IOS �0�H�;�������
�s-��Ò�á�¿���•�'�æ�&�f�H���!�X�_�o�*�Z�f  �_�+�,�2�
���•�Ô
���»5Å�ê�”�4�é�ã�Å���â�Ô�•

�,�9�6�J 1 enable �&�Q�f�<�Å���î�D�,�b�o�<�
�I
��Ò�á�” $�­�_�L�^�
4?�Ž�Ò�ù�Ô�•

Switch>  enable
Password: 
Switch#

�,�9�6�J 2 EXEC �U�o�<  �J�`�f�J�;9Ô #9Õ�â�” configure terminal �&�Q�f�<�
�4�é���Á�æ�I
��Ò�ù�Ô�•

Switch# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)# 

�,�9�6�J 3 �&�f�H���!�X�_�o�*�Z�f  �_�+�,�2�
  0x102 �æ.3�o�Ò�ù�Ô�•

Switch(config)# config-register 0x102

value �&�Q�f�<���™�
�0�o�Ò�á�”�&�f�H���!�X�_�o�*�Z�f  �_�+�,�2�é�]�ˆ�
.3�o�Ò�ù�Ô�• value �ê�”�5
5á�Ç 0x �é  16 1t�™�â�Ô9Ô-+ 3-39ÔP.3-289Õ�

ó�–9Õ�•

�,�9�6�J 4 �&�f�H���!�X�_�o�*�Z�f  �U�o�<�
&³
L�Ô���æ�ê�” end �&�Q�f�<�
�I
��Ò�ù�Ô�•�Â�Ò�¿.3�o�o�Ç�T�U�]
�æ�;�=�Ð���ù�Ô�•�Ú�Û�Ò�”�*�,�9�S�
�c/à
G�Ô���ù�â�Â�Ò�¿.3�o�o�ê�­
2�æ�å���ù�Ö���•

�,�9�6�J 5 show version EXEC �&�Q�f�<�
�I
��Ò�á�” û�÷�­
2�å�&�f�H���!�X�_�o�*�Z�f  �_�+�,�2�o�
-+$��Ò�ù
�Ô�•�Î���ê�4�Á�é�]�`�o�<�(�æ
ö!ª�Ð���ù�Ô�•�Î�é�o�ê�4�é�´
����é���Á�æ�”!¹5Y�é�¨�ß�é-��æ-+$��Ð
���ù�Ô�•

Configuration register is 0x141 (will be 0x102 at next reload)

�,�9�6�J 6 .3�o�o�
�;�=�Ò�ù�Ô  

�Ÿ�s-��&�f�H���!�X�_�o�*�Z�f.3�o�o�é/à
G�H�����^�ó�é�;�=�  9ÔP.3-119Õ�

ó�–�Ò�á�Ê�Û�Ð�¿�•�&�f
�0�o�^�Æ��  reload �&�Q�f�<�
�I
��Ô���å�ä�é�Ç�:�â�*�,�9�S�
�]�`�o�<�Ò�å�¿4¢���”�&�f�H���!�X
�_�o�*�Z�f  �_�+�,�2�é���•�ê�­
2�æ�å���ù�Ö��9Õ �•

�,�9�6�J 7 �*�,�9�S�
�c/à
G�Ò�ù�Ô�•�*�,�9�S�
�c/à
G�Ò�Ú�(�P�â�”�Â�Ò�¿�&�f�H���!�X�_�o�*�Z�f  �_�+�,�2�o
�Ç�­
2�æ�å���ù�Ô�•

�&�Q�f�< "á"›

�,�9�6�J 1 Switch# show version  û�÷�é�&�f�H���!�X�_�o�*�Z�f  �_�+�,�2.3�o�o�
#Õ.z�Ò
�ù�Ô�•

�,�9�6�J 2 Switch# configure terminal �&�f�H���!�X�_�o�*�Z�f  �U�o�<�
4?�Ž�Ò�” terminal  ��
�J�*�Z�f�
�0�o�Ò�ù�Ô�•

�,�9�6�J 3 Switch(config)# config-register  value  �,���6�4�ó�é�×�¸�Ô���*�,�9�S  ���T�o�+�é�`�o�<�Ç�:�æ
���Ó�á�”�â�=�é�&�f�H���!�X�_�o�*�Z�f  �_�+�,�2.3�o�o
�
���•�Ò�ù�Ô�•

�,�9�6�J 4 Switch(config)# end  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�
&³
L�Ò�ù�Ô�•

�,�9�6�J 5 Switch# reload �,���6�4�
�c/à
G�Ò�á�”���•�
�­
2�æ�Ò�ù�Ô�•
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%Y 3 %(      �,���6�4�é�Ë�¼.3�o
�,�o�D�o�C���)  ���f�+�f�é�,�2�o�;���6�J  �&�f�H���!�X�_�o�*�Z�f�é���•
�&�f�H���!�X�_�o�*�Z�f  �_�+�,�2.3�o�o�é#Õ.z

 û�÷�é�&�f�H���!�X�_�o�*�Z�f  �_�+�,�2.3�o�o�
#Õ.z�Ô���æ�ê�” show version EXEC �&�Q�f�<�

ö!ª
�Ò�ù�Ô�•�&�f�H���!�X�_�o�*�Z�f  �_�+�,�2�é.3�o�
#Õ.z�Ô���æ�ê�” ROMmon �U�o�<�â  show version 
�&�Q�f�<�

ö!ª�Ò�ù�Ô�•

�,���6�4�é�&�f�H���!�X�_�o�*�Z�f  �_�+�,�2.3�o�o�
#Õ.z�Ô���æ�ê�”�4�é
Þ�:�
-��¿�ù�Ô�•

�4�æ$��Ô  show version �&�Q�f�<�é�´
����â�ê�” û�÷�é�&�f�H���!�X�_�o�*�Z�f  �_�+�,�2�ê�”�,���6�4
�Ç���M�_�o�9���f�#  �*�,�9�S  ���T�o�+�
)D
G"›�æ�`�o�<�Ò�å�¿���Á�æ.3�o�Ð���á�¿�ù�Ô�•�_�+�,�2�ê  
ROMmon �U�o�<�
4?�Ž�Ò�”�Y�o�)�æ����  ROM �U�>�2  �&�Q�f�<�é�I
��
�Ù�Ï�Ò�ù�Ô�•

Switch# show version
Cisco IOS Software, IOS-XE Software, Catalyst 4500 L3 Switch Software (cat4500e-
UNIVERSALK9-M), Experimental Version 03.01.00.SG [Cisco 101]
Copyright (c) 1986-2010 by Cisco Systems, Inc.

Cisco IOS-XE software, Copyright (c) 2005-2010 by cisco Systems, Inc.
All rights reserved.  Certain components of Cisco IOS-XE software are
licensed under the GNU General Public License ("GPL") Version 2.0.  The
software code licensed under GPL Version 2.0 is free software that comes
with ABSOLUTELY NO WARRANTY.  You can redistribute and/or modify such
GPL code under the terms of GPL Version 2.0.  For more details, see the
documentation or "License Notice" file accompanying the IOS-XE software,
or the applicable URL provided on the flyer accompanying the IOS-XE
software.

Image text-base: 0x1009EA14, data-base: 0x13DCD848

ROM: 12.2(54r)XO(0.245)
Jawa Revision 7, Snowtrooper Revision 0x0.0x14

Switch uptime is 2 minutes
System returned to ROM by power-on

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stqrg.html

If you require further assistance please contact us by sending email to
export@cisco.com.

cisco WS-C4503-E (MPC8572) processor (revision 3) with 786516K/16384K bytes of memory.
Processor board ID SPE1046002E
MPC8572 CPU at 1.5GHz, Supervisor 7
Last reset from PowerUp
1 Virtual Ethernet interface
24 Gigabit Ethernet interfaces

�&�Q�f�< "á"›

Switch# show version �&�f�H���!�X�_�o�*�Z�f  �_�+�,�2.3�o�o�
-+$�
�Ò�ù�Ô�•
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4 Ten Gigabit Ethernet interfaces

Configuration register is 0x102

�,�2�o�;���6�J  �*�,�9�S  ���T�o�+�é�0�o

�,�2�o�;���6�J  �&�f�H���!�X�_�o�*�Z�f  �H�����^�ù�Ú�ê  BOOT !c�º���™�æ-„�™�é�I�o�;  �&�Q�f�<�

�I
��Ò�á�”�*�,�9�S  ���T�o�+�
�`�o�<�Ô���Ú�ü�é�C�6�"���6�J�»�‘�
�ç���Î�ã�Ç�â�È�ù�Ô�•

BOOT !c�º���™�æ�ß�¿�á�ê�” �¡ Cisco IOS Configuration Fundamentals Configuration Guide�¢�é
�ŸLoading and Maintaining System Images and Microcode� �é%(�é�Ÿ Specify the Startup System Image
in the Configuration File� �â�ý.‘�ÿ�Ò�á�¿�ù�Ô�•


•
��é5Ä"á�æ�å�Þ�á�”�H�\�6�*�X  �T�U�]�Æ��/à
G�Ô�����Á�æ�,���6�4�
.3�o�Ò�á�Ê�Û�Ð�¿�•�H�\�6
�*�X  �T�U�]�ê  Single In-Line Memory Module9ÔSIMM; �*�f�#�^  ���f�\���f  �T�U�]  �U�+�X�o�^9Õ�ù�Ú
�ê�H�\�6�*�X  �:���,�"�é�¿�Õ���Æ�æ�å���ù�Ô�•�H�\�6�*�X  �T�U�]�é�2���J�æ�ß�¿�á�ê�”1¡�¾�å�B�o�<
�������é���f�,�;�o�^�Å���î�T�f�9�=�f�,  �Q�>�X���^�
#Õ.z�Ò�á�Ê�Û�Ð�¿�•

�H�\�6�*�X  �T�U�]�é�Ï(»

�H�\�6�*�X  �T�U�]�

ö!ª�Ô���ã�”�4�é
Þ�:�Ç��(»�æ�å���ù�Ô�•

• TFTP �ù�Ú�ê  Remote Copy Protocol9ÔRCP; �]�U�o�;  �&�G�o  �J�`�;�&�^9Õ0©1M�æ����-„�™�é�*�,�9
�S �0�H�;������  ���T�o�+�é�]�U�o�;�â�é�`�o�<9Ô�H�����^�é�`�o�<�Ï�ã�æ  1 �Á�é0©1M9Õ

• �H�\�6�*�X  �T�U�]�æ�;�=�Ð���Ú�*�,�9�S  �0�H�;������  ���T�o�+�Æ���é�”�»
G�ù�Ú�ê)D
G�æ�����,
���6�4�é/à
G9Ô ROM �Æ���é"å�’/à
G�ý��(»9Õ

• TFTP �æ�����*�,�9�S  ���T�o�+�é�H�\�6�*�X  �T�U�]�ó�é�&�G�o

• �H�\�6�*�X  �T�U�]�Æ���é)D
G�ù�Ú�ê�»
G�æ�����*�,�9�S�é/à
G

• TFTP �ù�Ú�ê  RCP �æ�����H�\�6�*�X  �T�U�]  ���T�o�+�é�@�6�;�b�o�"  �(�o�C�ó�é�&�G�o

�H�\�6�*�X  �T�U�]�é.f&¦�æ�ß�¿�á�ê�”

http://www.cisco.com/en/US/docs/switches/lan/catalyst4500/hardware/configuration/notes/OL_2788.ht
ml �

ó�–�Ò�á�Ê�Û�Ð�¿�•

�.� �X�]�9��
��é�H�ç

�H�\�6�*�X  �T�U�]�Æ���`�o�<�Ô���•�'�”�4�é�.� �X�]�9��
��é�H�ç�

ó�–�Ò�á�Ê�Û�Ð�¿�•

�H�ç �H�\�6�*�X  �T�U�]�æ�;�=�Ð���Ú�*�,�9�S  ���T�o�+�
���•�â�È���é�ê�” �&�f�0�o�^%5�Ã�é $�­  EXEC 
�_�L�^�Æ���æ4¢�����ù�Ô�•

�H�\�6�*�X  �T�U�]�é.3�o

�,���6�4�Ç�H�\�6�*�X  �T�U�]�Æ��/à
G�Ô�����Á�æ.3�o�Ô���»5Å�ê�”�4�é�ã�Å���â�Ô�•�B�o�<�������é
���f�,�;�o�^�Ç�:�æ�ß�¿�á�ê�”1¡�¾�å�B�o�<�������é���f�,�;�o�^�Å���î�T�f�9�=�f�,  �Q�>�X���^�


ó�–�Ò�á�Ê�Û�Ð�¿�•
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%Y 3 %(      �,���6�4�é�Ë�¼.3�o
�,�o�D�o�C���)  ���f�+�f�é�,�2�o�;���6�J  �&�f�H���!�X�_�o�*�Z�f�é���•
�,�9�6�J 1 TFTP �ù�Ú�ê�Ø�é
•�é�J�`�;�&�^�â�*�,�9�S  ���T�o�+�
�H�\�6�*�X  �T�U�]�æ�&�G�o�Ò�ù�Ô�•�4�é  URL 
�é�¡ Cisco IOS Configuration Fundamentals Configuration Guide�¢ Release 12.2 �é�Ÿ Cisco IOS File 
Management� �Å���î�Ÿ Loading and Maintaining System Images� �é%(�

ó�–�Ò�á�Ê�Û�Ð�¿�•

http://www.cisco.com/en/US/docs/ios/fundamentals/configuration/guide/12_2sr/cf_12_2sr_book.html 

�,�9�6�J 2 �H�\�6�*�X  �T�U�]�]�é��-Ð�å�H�����^�Æ���*�,�9�S�Ç)D
G"›�æ/à
G�Ô�����Á�æ.3�o�Ò�ù�Ô�•

�&�f�H���!�X�_�o�*�Z�f  �_�+�,�2�o�
���•�Ò�å�Ì���ë�å���å�¿�•�'�ý�½���ù�Ô�•�&�f�H���!�X�_�o
�*�Z�f  �_�+�,�2�
���•�Ô���Ç�:�æ�ß�¿�á�ê�” �Ÿ�I�o�;  �H���o�^�<�é���•�Å���î  boot �&�Q�f�<�é�s-�� 

9ÔP.3-299Õ�

ó�–�Ò�á�Ê�Û�Ð�¿�•

�,�9�6�J 3 .3�o�
�;�=�Ò�ù�Ô�•

�,�9�6�J 4 �*�,�9�S�é5��.�
���H�æ�Ò�á�Æ���c�î���f�æ�Ò�á�*�,�9�S�
�c/à
G�Ò�”�Ô�ô�á�\�ñ�æ
G
Þ�Ò�á�¿���Æ�ä
�Á�Æ�
#Õ.z�Ò�ù�Ô�•

!c�º���™�é�Ù�î

!c�º���™�é�Ù�î�ê  ROM �U�>�2�Ç-��¿�ù�Ô�Ç�” $�o�é�&�Q�f�<�

ö!ª�Ò�á!c�º���™�

Þ�‘�”���•�”�ù�Ú
�ê-+$��â�È�ù�Ô�• BOOT ���™�ã  BOOTLDR ���™�

Þ�‘�ù�Ú�ê���•�Ô���æ�ê�”�Ø���Ù��  boot system �ã  
boot bootldr �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�• BOOT !c�º���™�é.f�Ò�¿.3
�o�»5Å�æ�ß�¿�á�ê�” �¡ Configuration Fundamentals Configuration Guide�¢�é�Ÿ Loading and Maintaining 
System Images and Microcode� �é%(�æ�½���Ÿ Specify the Startup System Image in the Configuration 
File� �

ó�–�Ò�á�Ê�Û�Ð�¿�•

9Ô�H9Õ boot system �ã  boot bootldr �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�Ç�­
2�å�é�ê�”�s-��&�f
�H���!�X�_�o�*�Z�f�Û�Ì�â�Ô�•�½�ã�â
ö!ª�â�È�����Á�æ�&�f�H���!�X�_�o�*�Z�f�
�;�=�Ô���•�'�ê�”
ROM �U�>�2�Ù�î
��æ�±�Ž�
'Î�Ê�,�2�o�;���6�J  �&�f�H���!�X�_�o�*�Z�f�æ!c�º���™�é.3�o�
�;�=�Ô��
��-Ð�Ç�½���ù�Ô�•!c�º���™�
�s-��&�f�H���!�X�_�o�*�Z�f�Æ���,�2�o�;���6�J  �&�f�H���!�X�_�o�*�Z
�f�æ�;�=�Ô���æ�ê�” copy system:running-config nvram:startup-config �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

BOOT ���™�Å���î  BOOTLDR ���™�é�]�ˆ�
-+$��Ô���æ�ê�” show bootvar �&�Q�f�<�

ö!ª�Ò�ù�Ô�•�Î
�é�&�Q�f�<�ê�”�,�2�o�;���6�J  �&�f�H���!�X�_�o�*�Z�f�]�é�Î�����é���™�é.3�o�o�
-+$��Ò�ù�Ô�Ç�”
�s-��&�f�H���!�X�_�o�*�Z�f�é.3�o�o�Ç�,�2�o�;���6�J  �&�f�H���!�X�_�o�*�Z�f�é.3�o�o�ã!ã�å�Þ�á
�¿���•�'�æ�ê�”�s-��&�f�H���!�X�_�o�*�Z�f�]�é.3�o�o�ý-+$��Ò�ù�Ô�•�4�æ�”�,���6�4
��é  BOOT ��
�™�ã BOOTLDR ���™�
#Õ.z�Ô�����
$��Ò�ù�Ô�•

Switch# show bootvar
BOOTLDR variable = bootflash:cat4000-is-mz,1;
Configuration register is 0x0
Switch# 
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%Y 3 %(      �,���6�4�é�Ë�¼.3�o
�,���6�4�é�´*D�(�é�:�H���^�;.3�o�ó�é�]�.�6�;
�,���6�4�é�´*D�(�é�:�H���^�;.3�o�ó�é�]�.�6�;
-~1g�0�Å���î�]�M��  �.�f�2�o�â�ê�” erase /all non-default �&�Q�f�<�

ö!ª�Ò�á�4�é
Þ�:�
�s-��â�È�ù
�Ô�•

• �`�o���^�é�,�o�D�o�C���)  ���f�+�f�é
��¾"’.3�o�Å���î A��9Ô NVRAM �Å���î�H�\�6�*�X9Õ�
�"
�]���Ò�ù�Ô�•

• ���,�2�Q�o�ó�´*D�Ô���è�æ�” Catalyst 4500 �*�]�o�-  �,���6�4
��â�´*D�(�é�:�H���^�;  �D�\�T�o�2
�
.3�o�Ò�ù�Ô�•

�4�æ�”�Î�é�&�Q�f�<�é�´
����
$��Ò�ù�Ô�•

Switch# erase /all non-default
Erase and format operation will destroy all data in non-volatile storage.  Continue? 
[confirm]
Formatting bootflash: ...
                       
Format of bootflash complete
Erasing nvram:
Erasing cat4000_flash:
Clearing crashinfo:data
Clearing the last power failure timestamp
Clearing all ROMMON variables
Setting default ROMMON variables:
     ConfigReg=0x2101
     PS1=rommon ! >
     EnableAutoConfig=1
Setting vtp mode to transparent
%WARNING! Please reboot the system for the changes to take effect
Switch#
00:01:48: %SYS-7-NV_BLOCK_INIT: Initialized the geometry of nvram
Switch#

Catalyst 4500 �*�]�o�-  �,���6�4�Ç  TFTP �(�o�C�æ���"�.�,��(»�å�•�'�ê�” TFTP �&�Q�f�<�

ö!ª�Ò�á
�I�o�;�H�\�6�*�X  �T�U�]�æ���T�o�+�
�&�G�o�â�È�ù�Ô�•

Switch# copy tftp://192.20.3.123/tftpboot/abc/cat4500-entservices-mz.bin bootflash:

�&�G�o�Ç�b
L�Ô���ã�” reload �&�Q�f�<�æ�����I�o�;�H�\�6�*�X  �T�U�]�æ�p&Š�Ð���Ú���T�o�+�æ�&�G�o
�Ð���Ú�ë�Æ���é  Catalyst 4500 �*�]�o�-  �,���6�4�é���T�o�+�
�c/à
G�â�È�ù�Ô�•

Switch# reload

 System configuration has been modified. Save? [yes/no]: no
 Proceed with reload? [confirm]

 00:06:17: %SYS-5-RELOAD: Reload requested by console. Reload Reason: Reload Command.

erase /all non-default �&�Q�f�<�æ����.3�o�Ð���Ú�:�H���^�;  �D�\�T�o�2�é.f&¦�æ�ß�¿�á�ê�” �¡ Catalyst 
4500 Series Switch Cisco IOS Command Reference�¢�é  erase �&�Q�f�<�é
ö!ª
��é�H�ç
P5Ä�

ó�–�Ò�á
�Ê�Û�Ð�¿�•

Crashinfo �é.3�o
crashinfo �H�����^�æ�ê�”�"�\�6�*�X�Ò�Ú�J�`�.�,�æ4P�Ô���­
2�å�:�C�6�!�f�#�±�Ž�Ç
ü4ø�Ð���á�¿�ù
�Ô�•�*�,�9�S�ê)��"�å�J�`�.�,�
�s-��Ò�á�Å���”�(�æ�ê�”�0�H�;�������é�34±�Ç
Ú�Ã�â�Ø�����é	û1ñ�Ç
�"�\�6�*�X�Ô���Î�ã�Ç�½���ù�Ô�• crashinfo �H�����^�æ�ê�”�"�\�6�*�X�(�é�J�`�.�,  �,�9�o�;�±�Ž�é�,
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Crashinfo �é.3�o
�=�6�J�*�Z�6�;�Û�Ì�â�å�Ê�”�*�,�9�S  �,�9�o�;�±�Ž�é�,�=�6�J�*�Z�6�;9Ô�*�,�9�S  �]�0�o�,�é�,�9�o
�;�å�ä9Õ�ý�p&Š�Ð���á�¿�ù�Ô�• crashinfo �H�����^�]�é�±�Ž�ê�”((�Ã�������"�\�6�*�X�é�n�Ä
Ú�Ã�é$å
�ÿ�æ�Î%��Ü�ù�Ô�•

�Î�Î�â�ê�”�4�é�]�ˆ�æ�ß�¿�á.‘�ÿ�Ò�ù�Ô�•

• �ŸCrashinfo �æ�ß�¿�á�  9ÔP.3-359Õ

• �ŸCrashinfo �é.3�o�  9ÔP.3-379Õ

Crashinfo �æ�ß�¿�á

�Î�Î�â�ê�” 3 $³6��é  crashinfo �H�����^9Ô�J�`�.�,  crashinfo�”�J�`�.�,  �&��  �3�f�J�”�Å���î���o�@�^  
crashinfo9Õ�æ�ß�¿�á.‘�ÿ�Ò�ù�Ô�•

�Î�Î�â�ê�”�4�é�]�ˆ�æ�ß�¿�á.‘�ÿ�Ò�ù�Ô�•

• �Ÿ�J�`�.�,  Crashinfo �H�����^�  9ÔP.3-359Õ

• �Ÿ�J�`�.�,  �&��  �3�f�J  �H�����^�  9ÔP.3-369Õ

• �Ÿ���o�@�^  Crashinfo �H�����^�  9ÔP.3-369Õ

�J�`�.�,  Crashinfo �H�����^

crashinfo �H�����^�,�é�n�,-Ù�ã�ê�4�é�ã�Å���â�Ô�•

crashinfo_<process_name>_YYYYMMDD-HHMMSS-UTC

�:�H���^�;�â�”�Î�é�J�`�.�,  crashinfo �H�����^�ê�”���Õ�”�J�`�.�,  �"�\�6�*�X�æ�»�Ò�á!¢�‘�Ð���ù
�Ô�•

�H�����^�é�]�ˆ�ê.’�ú�ÿ�Ô�¿�9� �,�;�»�|�æ�å�Þ�á�¿�ù�Ô�Ç�” $�o�é�*�,�&  �:�C�6�!�f�#  �7�o�^�â�å
�Ì���ë�:�&�o�<�â�È�å�¿1ñ�½�Ç�=�ù���á�¿�ù�Ô�•�ö�ã���ä�Ô�ô�á�é�J�`�.�,  �"�\�6�*�X�é�n�Ä
Ú�Ã�½
���æ�Î�é�H�����^�Ç��-Ð�æ�å���ù�Ô�•

�Î�é�H�����^�æ�ê�”�4�é���Á�å�±�Ž�Ç�=�ù���á�¿�ù�Ô�•

• �"�\�6�*�X�
�•�È/à�Î�Ò�Ú�0�H�;����������

• �J�`�.�,  ID �é-Ð&‚

• �"�\�6�*�X�(�é�_�+�,�2�o

• �J�`�.�,�é�,�_�6�<�Ï�ã�é�,�2�6�"  �3�f�J

• �"�\�6�*�X�(�æ4?�Æ���”
ö!ª�Ð���á�¿�Ú�H�����^

• �J�`�.�,�Ç/à
G�Ð���Ú�&�Q�f�<  �\���f

• !c�º���™�ã�]�0�o�,�Ù4¢

• �s-���(»�&�o�<�Ç�`�o�<�Ð���Ú�T�U�]  ���<�_�,

• �,�_�6�<�Ï�ã�é�T�U�]
ö!ª�ã  CPU 
ö!ª�é�,�9�o�2�,

• ���J�]�$�o�*�Z�f�Õ�­�é�:�C�6�!�f�#�±�Ž

• �*�,�9�S  �I�o�;  �`�#  �T�6�.�o�+

• �*�,�9�S/à
G�(4F�ã  CPU 
ö!ª

• �*�,�9�S�]�é���o�@�^  �`�o�3�I�^  �U�+�X�o�^�é�]�,�;

• �*�,�9�S  �:�C���,�ã�Ø�é�,�9�o�2�,
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Crashinfo �é.3�o
• �Q���f�;�ã�ú�H�����^�*�,�9�S�é�]�,�;

• �*�,�9�S  �T�U�]�é�'.��”$è�È�ˆ2‚�”�Å���î
ö!ª�æ4P�Ô���±�Ž

• �T�U�]  �1�o�f�ã�,�\�I�æ4P�Ô���±�Ž�ã�Ø�����é�,�9�o�2�,

• 
’�Ð�T�U�]�é
ö!ª

• ���o�@�^�â&ý�,�Ð���á�¿�Ú�]�0�o�,

• TRACEKEY �ã�¿�Á�,�è�é�J�`�#�\�S/��Î�6�é�]�,�;

�J�`�.�,  �&��  �3�f�J  �H�����^

�&��  �3�f�J  �H�����^�,�é�n�,-Ù�ã�ê�4�é�ã�Å���â�Ô�•

fullcore_<process_name>_YYYYMMDD-HHMMSS-UTC

�:�H���^�;�â�”�Î�é�H�����^�ê�J�`�.�,  �"�\�6�*�X�(�æ!¢�‘�Ð���ù�Ö���•�Î�é�H�����^�ê�” exception 
CLI �&�Q�f�<�â���@�o�I�^�æ�â�È�ù�Ô�•

�Î�é�H�����^�ê�”�ö'W�C���=�]  �2���J�â�” $�o�é�*�,�&  �:�C�6�!�f�#  �7�o�^�â�å�Ì���ë�:�&�o�<�Ô��
�Î�ã�Ç�â�È�ù�Ö���•�Î�é�2���J�é5V�ö'W�H�����^�ê�”�n�Ä"›�æ�”�"�\�6�*�X�Ò�Ú�J�`�.�,�â
ö!ª�Ð����
�T�U�]  �M�o�+�é�&�G�o�â�½���&��  �3�f�J�â�Ô�•��(»�å�•�'�ê�”�&��  �3�f�J  �H�����^�
�n�Ä
Ú�Ã�½��!ª
�é�:�C�6�!�f�#�±�Ž�é	û1ñ�ã�Ò�á�­���Ô����-Ð�Ç�½���ù�Ô�•

�:�H���^�;�â�”�ö'W�Ç���@�o�I�^�æ�å�Þ�á�¿�ù�Ô�•�&��  �3�f�J�â5V�ö'W�&��  �3�f�J�
���ç�Ô���Î�ã�ê
�•�Q�â�È�ù�Ö���•�Î���ê�”5V�ö'W�&��  �3�f�J�
�,�;�_�o�+  �:�C���,�æ�;�=�Ô���æ�ê)��"�å.%�X�^�ã�(
4F�
��-Ð�ã�Ô���Ú�ü�â�Ô�•�*�,�9�S�æ����1f�Ê�á�����"�È�å�,�;�_�o�+�ˆ2‚�Ç�½���•�'�æ�”5V�ö'W�"
�\�6�*�X  �:�o�2�é!¢�‘�
���@�o�I�^�æ�Ô���Î�ã�
�•�Q�Ò�ù�Ô�•

���o�@�^  Crashinfo �H�����^

���o�@�^  crashinfo �H�����^�é�H�����^�,�ê  koops.dat �â�Ô�•

�:�H���^�;�â�”���o�@�^  crashinfo �3�f�J�ê���@�o�I�^�æ�å�Þ�á�Å���”�:���.�o�I�^�æ�Ô���Î�ã�ê�â�È
�ù�Ö���• Kernel OOPS9ÔKOOPS9Õ�ã�ý�m�ë�������o�@�^  crashinfo �ê�”���o�@�^  �0�H�;������  �&�o�<
�]�é�34±9Ô���´�Ð���Ú�¸�ù�Ò�Ê�å�¿�B�o�<������ A��9Õ�
�ç�g�Ò�ù�Ô�• OOPS �ã�¿�Á
±.†�ê�”�R�,�
 =
�Ò�Ú�ã�È�æ"’�Ö������4F�é.V�â�Ô�•

�H�����^�é�]�ˆ�ê.’�ú�ÿ�Ô�¿�9� �,�;�»�|�æ�å�Þ�á�¿�ù�Ô�Ç�”�;�_�o�>�f�#�
���Ì�Ú���f�+�>���â�å�Ì
���ë�:�&�o�<�â�È�å�¿1ñ�½�Ç�=�ù���á�¿�ù�Ô�•�ö�ã���ä�Ô�ô�á�é���o�@�^  �"�\�6�*�X�é�n�Ä
Ú�Ã�½��
�æ�Î�é�H�����^�Ç��-Ð�æ�å���ù�Ô�•

�Î�é�H�����^�æ�ê�”�4�é���Á�å�±�Ž�Ç�=�ù���á�¿�ù�Ô�•

• �����é�N-Ð

• CPU �±�Ž

• ���o�@�^  �`�o�3�I�^  �U�+�X�o�^�é�]�,�;

• ���o�@�^  oops ���L�f�;"’!¢�(�é�_�+�,�2�o

• oops ���L�f�;"’!¢�(�æ�s-��Ð���á�¿�Ú�2�,�"

• oops ���L�f�;�ù�â�æ�s-��Ð���Ú�&�o�<  �I�`�6�"�é�]�,�;

• �&�o�<�n
Ž�é�™  

• oops ���L�f�;�æ�Æ�Æ�Þ�Ú�(4F
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Crashinfo �é.3�o

crashinfo �æ�ê�:�H���^�;�o�Ç.3�o�Ð���ù�Ô�•�:�H���^�;�o�ê�¨1¡�å�o�ã�Ò�á.3�o�Ð���á�¿���Ú�ü�”
crashinfo �
.3�o�Ô����-Ð�ê�½���ù�Ö���•.3�o�Ô���•�'�ê�”�*�,�9�S.3�o�”�,�;�_�o�+�é��!ª�H�”�Å��
�î�ˆ2‚�
((�&�Ò�á���,�2�Q���-�Ô����-Ð�Ç�½���ù�Ô�•

�4�é�]�ˆ�æ�ß�¿�á.‘�ÿ�Ò�ù�Ô�•

• �Ÿ�:�H���^�;.3�o�  9ÔP.3-379Õ

• �Ÿ�&�Q�f�<�é.3�o�  9ÔP.3-379Õ

• �Ÿshow �&�Q�f�<�  9ÔP.3-389Õ

• �Ÿ�J�`�.�,  �&��  �3�f�J  �H�����^�é!¢�‘�é���@�o�I�^
{�  9ÔP.3-409Õ

• �Ÿ2 �ß"á�é�:�C���,�ó�é�"�\�6�*�X  �H�����^�é�;�=�  9ÔP.3-419Õ

• �Ÿ�"�\�6�*�X�Ò�Ú�J�`�.�,�é $�o�  9ÔP.3-419Õ

�:�H���^�;.3�o

�:�H���^�;�â�”�"�\�6�*�X  �H�����^�ê  crashinfo: �D�o�9���*�Z�f�æ�;�=�Ð���ù�Ô�•�Î�é�D�o�9���*�Z
�f�ê���•�Ô���Î�ã�Ç�â�È�ù�Ö���•�Î�é
•�æ�”�"�\�6�*�X  �H�����^�
�;�=�Ô���Ú�ü�æ  2 �ß�é�,�;�_�o�+  
�:�C���,�
.3�o�Ô���Î�ã�Ç�â�È�ù�Ô�•

crashinfo �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ô���ë�”�,�;�_�o�+  �:�C���,�Ï�ã�æ�;�=�Ô���H��
���^�é�¨�"�™�
.3�o�â�È�ù�Ô�•�Î���æ�����”�,�;�_�o�+  �:�C���,
ö!ª�é�¨1¡
{�”�"�\�6�*�X  �H�����^
�é�;�=�”�Å���î�Ø�����é%¤!��ˆ���H�é�0
��Ç��(»�æ�å���ù�Ô�•�:�H���^�;�â�”�¨�"  10 �X�é  crashinfo 
�H�����^�ã�¨�"  10 �X�é�&��  �3�f�J  �H�����^�
�;�=�â�È�ù�Ô�•�J�`�.�,  �&��  �3�f�J  �H�����^�é!¢�‘�ê
�:�H���^�;�â�:���.�o�I�^�æ�å�Þ�á�¿���Î�ã�
�A�¿�´�Ò�á�Ê�Û�Ð�¿�•�H�����^�é�¨�"�™�æ�Ô1•�Ò�Ú�‘4Ï
�â�”�Â�Ò�¿�"�\�6�*�X  �H�����^�Ç!¢�‘�Ð���Ú�•�'�ê�”�J�`�.�,  crashinfo �H�����^�ã�&��  �3�f�J  �H��
���^�é
��â�¨�ý���¿�H�����^�é  1 �ß�ù�Ú�ê-„�™�Ç�å4°�Ð���”�Â�Ò�¿�"�\�6�*�X  �H�����^!ª�é�,�M�o�,
�Ç#Õ�;�Ð���ù�Ô�•

last_crashinfo �ã�¿�Á�,�è�é�H�����^�æ�ê�”�¨�Â�é�"�\�6�*�X  �H�����^�é�,�è�Ç�p&Š�Ð���á�¿�ù�Ô�•
-„�™�é�,�;�_�o�+  �:�C���,�æ-„�™�é�"�\�6�*�X  �H�����^�Ç�=�÷�Ò�á�”�¨�Â�é�"�\�6�*�X  �H�����^�
-×
�ß�Ì���é�Ç5
�Ò�¿�•�'�ê�”�Î�é�H�����^�
�•�Ò�á�Ê�Û�Ð�¿�•

�&�Q�f�<�é.3�o

�4�é�&�Q�f�<�ê�” crashinfo: �å�ä�é�,�;�_�o�+  �D�o�9���*�Z�f�æ�;�=�Ô��  crashinfo �H�����^�ù�Ú�ê�&
��  �3�f�J  �H�����^�é�™�
�o'õ�Ò�ù�Ô�•�,�;�_�o�+  �D�o�9���*�Z�f�é�(���-�æ���Þ�á�ê�”.3�o�Ò�Ú�H��
���^�™�
�;�=�â�È�å�¿�•�'�Ç�½���ù�Ô�•�ù�Ú�”�Â�Ò�¿�"�\�6�*�X  �H�����^�Ç!¢�‘�Ð���”�Ø�é�H�����^
�
�;�=�Ô���,�M�o�,�Ç/÷���å�¿�•�'�ê�”�Â�Ò�¿�"�\�6�*�X  �H�����^�æ��-Ð�å.%�X�^�Ç#Õ�;�Ð�����ù�â�”
�¨�ý���¿�"�\�6�*�X  �H�����^�Ç�å4°�Ð���ù�Ô�•

�&�Q�f�< "á"›

Switch# exception crashinfo maximum-files ?
<1-20>  A value between 1-20

�;�=�Ô���J�`�.�,  crashinfo �H�����^�é�¨�"�™�

.3�o�Ò�ù�Ô�•

�Ë�¼�:�H���^�;�o�ê  10 �â�Ô�•

Switch# exception coredump maximum-files ?
<1-20>  A value between 1-20

�;�=�Ô���J�`�.�,  �&��  �3�f�J  �H�����^�é�¨�"�™
�
.3�o�Ò�ù�Ô�•

�Ë�¼�:�H���^�;�o�ê  10 �â�Ô�•
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�4�é�&�Q�f�<�ê�”�Â�Ò�Ê
Þ�‘�Ð���Ú�"�\�6�*�X  �H�����^�
�;�=�Ô���Ú�ü�æ�,�M�o�,�Ç��-Ð�æ�å�Þ�Ú�ã
�È�æ�”�*�,�9�S�â�o'õ�Ð���Ú�,�M�o�,�
��&•�Ô���,�;�_�o�+  �:�C���,�é�]�,�;�
.3�o�Ô���Ú�ü�æ
ö!ª
�Ð���ù�Ô�•�¨�Ë�é�:�C���,�ê�”���Õ�” crashinfo: �D�o�9���*�Z�f�â�½���”���•�ê�â�È�ù�Ö���•�Ú�ã�Ã
�ë�”�Î�é�:�C���,�Ç.3�o�Ð���á�Å���”�Â�Ò�¿�"�\�6�*�X  �H�����^�é�;�=�æ��-Ð�å�,�M�o�,�Ç/÷���å�¿
�•�'�ê�”�*�,�9�S�Ç  crashinfo: �D�o�9���*�Z�f�Æ���H�����^�
�å4°�Ö�Õ�æ�” 2 �ß"á�é�:�C���,
��æ�Â�Ò
�¿�"�\�6�*�X  �H�����^�
�;�=�Ò���Á�ã�Ò�ù�Ô�•

�4�é�&�Q�f�<�ê�”�&��  �3�f�J  �"�\�6�*�X  �:�o�2�é!¢�‘�
���@�o�I�^�æ�Ò�ù�Ô�•�&��  �3�f�J  �:�o�2�ê
�C���=�]  �:�o�2�â�½���”�:�H���^�;�â�ö'W�Ð���ù�Ô�•

�4�é�&�Q�f�<�ê�”5V�ö'W�&��  �3�f�J  �"�\�6�*�X  �:�o�2�é!¢�‘�
�*�,�9�S�æ�0$��Ò�ù�Ô�•1b�ñ�ê�”5V�ö
'W�&��  �3�f�J  �:�o�2�
!¢�‘�Ò�å�¿�â�Ê�Û�Ð�¿�•�Î���ê�”�H�����^�Ç5V�ñ�æ�"�È�Ê�å��9Ô 1 :*  2 �!���C
���;�é���o�3�o�â9Õ �”�"�\�6�*�X  �H�����^�é.%�X�^�Ç
�/÷�Ô����(»�H�Ç�½���Ú�ü�â�Ô�•

show �&�Q�f�<

�4�é�&�Q�f�<�ê�” crashinfo: �é û�÷�é.3�o�
-+$��Ô���Ú�ü�æ
ö!ª�Ò�ù�Ô�•

Switch# show exception information  
Exception configuration information
Coredump file - disabled,compressed
Maximum number of files
       Core - 10 file(s)
       Process crashinfo - 10 file(s)
Configured storage devices
    1 - crashinfo:
    2 - not assigned

�&�Q�f�< "á"›

Switch# exception dump device ?
second  Second search device to store 
crashinfo
third   Third search device to store 
crashinfo

�Â�Ò�¿�"�\�6�*�X  �H�����^�
�;�=�Ô���Ú�ü�æ�”

ö!ª��(»�å.%�X�^�
�4���6�"�Ô��  2 �ß"á�ã  3 �ß
"á�é�,�;�_�o�+  �:�C���,�
.3�o�Ò�ù�Ô�•

crashinfo: �ê�:�H���^�;  �:�C���,�â�½���”���•
�Ô���Î�ã�Ç�â�È�ù�Ö���•

�&�Q�f�< "á"›

Switch# exception coredump �ö'W�J�`�.�,  �&��  �3�f�J  �H�����^�é!¢�‘�
��
�@�o�I�^�æ�Ò�ù�Ô�•

�:�H���^�;�ê�”�ö'W�J�`�.�,  �&��  �3�f�J  �H����
�^�
!¢�‘�Ò�ù�Ö���•

�&�Q�f�< "á"›

Switch# exception coredump uncompress 5V�ö'W�J�`�.�,  �&��  �3�f�J  �H�����^�é!¢�‘�
��
�@�o�I�^�æ�Ò�ù�Ô�•

9Ô�H9Õ 5V�ö'W�&��  �3�f�J  �H�����^�ê5V�ñ�æ�"
�È�Ê�å����(»�H�Ç�½���ù�Ô�•

�:�H���^�;�ê�”�ö'W�J�`�.�,  �&��  �3�f�J  �H����
�^�
!¢�‘�Ò�ù�Ô�•
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    3 - not assigned
Dump protocol - not configured

�4�é�&�Q�f�<�ê�”�¨�Â�é�"�\�6�*�X  �H�����^�é�H�����^�,�
�ÿ�o�Ô���Ú�ü�æ
ö!ª�Ò�ù�Ô�•

Switch# more crashinfo:last_crashinfo
crashinfo:crashinfo_iosd_20100803-073408-UTC

�4�é�&�Q�f�<�ê�”�J�`�.�,  crashinfo �H�����^�é�]�ˆ�
-+$��Ô���Ú�ü�æ
ö!ª�Ò�ù�Ô�•

Switch# more crashinfo:crashinfo_iosd_20100803-073408-UTC
====== signr 5

======= Process

PID=11773   PPPID=1   PGRP=11773
Time: User=7794   System=724

======= current - pid 11773

====== Registers

nip = 0x0C3CC798  msr = 0x0002D000  r3* = 0x00002DFD ctr =  0x0CF05040
lnk = 0x0CF05050  xer = 0x20000000  ccr = 0x42002444
trp = 0x00000C00  dar = 0x143CDC68  isr = 0x00000000  res =  0x00000000
R0  0x000000FA  R1  0x7B37D090  R2  0x4804D780  R3  0x00000000
R4  0x00002DFD  R5  0x00000005  R6  0x143CDC68  R7  0x00000000
R8  0x00000000  R9  0x00002DFD  R10 0x7B37CEA8  R11 0x0CF05040
R12 0x22002448  R13 0x14FF4008  R14 0x10B50F44  R15 0x00000000
R16 0x00000000  R17 0x14CB665C  R18 0x13E70000  R19 0x14CB0000
R20 0x14FF0000  R21 0x00000001  R22 0x891753A1  R23 0x891752A0
R24 0x15AB30D8  R25 0x00000000  R26 0x00000000  R27 0x143CDC68
R28 0x000007CA  R29 0x7B37D0E0  R30 0x143D10C4  R31 0x7820B3D4

 --More-

//output omitted//

�4�é�&�Q�f�<�ê�”���o�@�^  �"�\�6�*�X�±�Ž�é�]�ˆ�
-+$��Ô���Ú�ü�æ
ö!ª�Ò�ù�Ô�•

Switch# more crashinfo:koops.dat
NOVAOOPS:
<4>CRASHINFO_OOPS:
<4>Oops: Machine check, sig: 7 [#1]
<4>SMP NR_CPUS=2 Cisco Systems K10 (Callista)
<4>Modules linked in: gsbu64atomic mtsmod(P) aipcmod(P) vsi uld_timer cpumem tun bridge 
pds crashinfo bpa_mem
<4>NIP: c0022cc0 LR: c00230e8 CTR: c00230b0
<4>REGS: c04c4f50 TRAP: 0202   Tainted: P         (2.6.24.4.28.13.k10)
<4>MSR: 00021000 <ME>  CR: 24084422  XER: 20000000
<4>TASK = ea088150[13355] 'iosd' THREAD: ea738000 CPU: 0
<6>GPR00: 00000001 ea739c60 ea088150 0000001a ea4c0460 00000000 00000000 00000000 
<6>GPR08: c0fec000 c04d0000 fcfd3000 fcfd3060 24084482 1423ebb8 00000000 10121d28 
<6>GPR16: 100d0000 ea739db8 c03f61a0 c03fb098 ea088318 c04c0000 ea739f50 ea088530 
<6>GPR24: 418004fc ea739e88 00029000 00021000 c04c8eb0 0000005a 0000005a e9b80fa0 
<4>NIP [c0022cc0] cisco_tatooine_mask_irq_internal+0x10/0x40
<4>LR [c00230e8] cisco_tatooine_mask_and_ack_irq+0x38/0x60
<4>Call Trace:
<4>[ea739c60] [c00f3004] proc_destroy_inode+0x24/0x40 (unreliable)
<4>[ea739c80] [c0073e0c] free_irq+0x14c/0x170
<4>[ea739ca0] [c0075ee0] irq_proc_release+0x50/0x170
<4>[ea739cc0] [c00f3570] proc_reg_release+0x70/0xd0
<4>[ea739ce0] [c00ab28c] __fput+0xbc/0x1b0
<4>[ea739d00] [c00a777c] filp_close+0x6c/0xd0
<4>[ea739d20] [c004506c] put_files_struct+0x10c/0x120
<4>[ea739d40] [c00468f8] do_exit+0x198/0x7a0
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<4>[ea739d90] [c0046f38] do_group_exit+0x38/0x90
<4>[ea739db0] [c0053cc8] get_signal_to_deliver+0x3a8/0x610
<4>[ea739e80] [c0010d68] do_signal+0x48/0x2f0
<4>[ea739f40] [c0018a64] do_user_signal+0x74/0xc4
<4>Instruction dump:
<4>38000001 7c00e830 7d400378 5400043e 7c0004ac b00b0100 4bffffac 00000000 
<4>3d20c04d 81498eac 396a0060 7c0004ac <812a0060> 0c090000 4c00012c 3800fffe 

TIMESTAMP:
730956298.010309
READFLAG:
1

�4�é�&�Q�f�<�ê�”�*�,�9�S
��é û�÷�é�"�\�6�*�X  �H�����^�
	û-é-+$��Ô���Ú�ü�æ
ö!ª�Ò�ù�Ô�•

Switch# show exception files
Exception crashinfo files

Most Recent Crashinfo file:
    crashinfo:crashinfo_iosd_20100803-073408-UTC

Files in crashinfo:
    crashinfo_iosd_20100803-064137-UTC
    crashinfo_iosd_20100803-073408-UTC

�J�`�.�,  �&��  �3�f�J  �H�����^�é!¢�‘�é���@�o�I�^
{

.%�X�^�Ç
�/÷�Ò�á�¿���•�'�ê�”�J�`�.�,  �&��  �3�f�J  �H�����^�é�™�
�ë���Ô��-Ð�Ç�½���ù�Ô�•�Î���
�s
-��Ô���æ�ê�”�ù�Õ�”�4�é
Þ�:�
-��Þ�á�”�J�`�.�,  �&��  �3�f�J  �H�����^�é!¢�‘�
���@�o�I�^�æ�Ô����-Ð
�Ç�½���ù�Ô�•

�4�æ�”�J�`�.�,  �&��  �3�f�J  �H�����^�
!¢�‘�Ò�á�”�J�`�.�,  �&��  �3�f�J  �H�����^�é�™�
  2 �æ�Ù4¢�Ò�”
.3�o�
#Õ.z�Ô�����
$��Ò�ù�Ô�•

Switch# config t
Switch (config)# exception coredump
Switch (config)# exception coredump maximum files 2
Switch (config)# end
Switch# show exception information
Exception configuration information
Coredump file - enabled,compressed
Maximum number of files
       Core - 2 file(s)
       Process crashinfo - 10 file(s)
Configured storage devices
    1 - crashinfo:
    2 - not assigned
    3 - not assigned
Dump protocol - not configured

�&�Q�f�< "á"›

�,�9�6�J 1 Switch# config terminal �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�
4?�Ž�Ò�ù
�Ô�•

�,�9�6�J 2 Switch(config)#  exception coredump �J�`�.�,  �&��  �3�f�J  �H�����^�
!¢�‘�Ò�ù�Ô�•

�,�9�6�J 3 Switch(config)# exception coredump maximum-files 
x

�J�`�.�,  �&��  �3�f�J  �H�����^�é�™�
  x �æ�Ù4¢�Ò�ù�Ô�•

�,�9�6�J 4 Switch(config)# end �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�æ�¯���ù�Ô�•

�,�9�6�J 5 Switch# show exception information 9Ô
›�ç9Õ.3�o�
#Õ.z�Ò�ù�Ô�•
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2 �ß"á�é�:�C���,�ó�é�"�\�6�*�X  �H�����^�é�;�=

USB �,�;�_�o�+  �:�C���,�Ç�*�,�9�S�æ���f�,�;�o�^�Ð���á�Å���”�:�H���^�;�é  crashinfo: �,�;�_�o�+  
�D�o�9���*�Z�f�Æ�����¿�"�\�6�*�X  �H�����^�
�å4°�Ô��
•�
���æ�”�"�\�6�*�X  �H�����^�
  USB �,�;
�_�o�+�æ�;�=�Ô���ý�é�ã�Ò�ù�Ô�•�*�,�9�S�ê�”�H�����^�é�¨�"�™�æ1•�Ò�Ú�•�'�ù�Ú�ê  crashinfo: �D�o
�9���*�Z�f
��é�,�M�o�,�Ç
�/÷�Ò�á�¿���•�'�æ�”���f�,�;�o�^�Ð���”.3�o�Ð���á�¿��  USB �æ�"�\�6
�*�X  �H�����^�é�;�=�
4?�Ž�Ò�ù�Ô�•

�"�\�6�*�X  �H�����^�
�Î�é�:�C���,�æ�;�=�Ô�����Á�æ.3�o�Ô���æ�ê�”�4�é
Þ�:�
-��¿�ù�Ô�•

�4�æ�”��-Ð�å.%�X�^�
��&•�Ô�����Á�æ  USB �
.3�o�Ò�”�Ø�é.3�o�
#Õ.z�Ô�����
$��Ò�ù�Ô�•

Switch# config t
Switch(config)# exception dump second device usb0:
Switch# show exception information
Exception configuration information
Coredump file - disabled,compressed
Maximum number of files
       Core - 10 file(s)
       Process crashinfo - 10 file(s)
Configured storage devices
    1 - crashinfo:
    2 - usb0:
    3 - not assigned
Dump protocol - not configured

�"�\�6�*�X�Ò�Ú�J�`�.�,�é $�o

2€-Ð�å�J�`�.�,�Ç�"�\�6�*�X�Ò�Ú�ß�æ�”�*�,�9�S�Ç�c/à
G�Ò�Ú��(»�H�Ç�½���ù�Ô�•�Ø�é�•�'�ê�”�¨�Â�é
�"�\�6�*�X  �H�����^�é�`�$�o�*�Z�f�”�"�\�6�*�X�Ò�Ú�J�`�.�,�”((�Ã�������n�Ä
Ú�Ã�
 $�o�Ô����-Ð
�Ç�½���ù�Ô�• Cisco TAC �â�ê�”�n�Ä
Ú�Ã�½���æ
ö!ª��(»�å�"�\�6�*�X  �H�����^�Ç��-Ð�â�Ô�•�"�\�6
�*�X�Ç�5�æ�"�\�6�*�X�Ò�Ú�Î�é�J�`�.�,�é�ý
Þ!ª�Ç
Ú�Ã�é�•�'�ê�”�¨�Â�é�"�\�6�*�X  �H�����^�æ�s4Ù
�é�n�Ä
Ú�Ã�±�Ž�Ç�=�ù���á�¿�å�¿��(»�H�Ç�½���ù�Ô�• Cisco TAC �æ�ê�”�"�\�6�*�X�(�Þ�é�è�ß�â!¢�‘
�Ð���Ú�Ô�ô�á�é�"�\�6�*�X  �H�����^�
�­���Ô���Î�ã�
�•�Q�Ò�ù�Ô�•

�"�\�6�*�X�Ò�Ú�J�`�.�,�
 $�o�Ô���æ�ê�”�4�é
Þ�:�
-��¿�ù�Ô�•

�&�Q�f�< "á"›

�,�9�6�J 1 Switch# config terminal �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�
4?�Ž�Ò�ù
�Ô�•

�,�9�6�J 2 Switch(config)#  exception dump second device x ��-Ð�å.%�X�^�
��&•�Ô���,�;�_�o�+  �:�C���,�ã�Ò�á  x �

.3�o�Ò�ù�Ô�•

�,�9�6�J 3 Switch(config)# end �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�æ�¯���ù�Ô�•

�,�9�6�J 4 Switch# show exception information 9Ô
›�ç9Õ.3�o�
#Õ.z�Ò�ù�Ô�•

9Ô�H9Õ �´
��é	û1ñ�ê�” 2 �ß"á�é�:�C���,�Ç.3�o�Ð���á�¿
���Î�ã�
$��Ò�á�¿���ê�Õ�â�Ô�•

.3�o�Ð���Ú�,�;�_�o�+  �:�C���,

    19æcrashinfo:

    29æusb0:

    39æ�Â
����°�á
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%Y 3 %(      �,���6�4�é�Ë�¼.3�o
Crashinfo �é.3�o
�4�æ�”�Î�����é�&�Q�f�<�

ö!ª�Ô�����
$��Ò�ù�Ô�•

Switch# show exception information
Exception configuration information
Coredump file - disabled,compressed
Maximum number of files
       Core - 10 file(s)
       Process crashinfo - 10 file(s)
Configured storage devices
    1 - crashinfo:
    2 - not assigned
    3 - not assigned
Dump protocol - not configured

Switch# more crashinfo:last_crashinfo
crashinfo:crashinfo_iosd_20100803-073408-UTC

Switch# more crashinfo:crashinfo_iosd_20100803-073408-UTC
====== signr 5

======= Process

PID=11773   PPPID=1   PGRP=11773
Time: User=7794   System=724

======= current - pid 11773

====== Registers

nip = 0x0C3CC798  msr = 0x0002D000  r3* = 0x00002DFD ctr =  0x0CF05040
lnk = 0x0CF05050  xer = 0x20000000  ccr = 0x42002444
trp = 0x00000C00  dar = 0x143CDC68  isr = 0x00000000  res =  0x00000000
R0  0x000000FA  R1  0x7B37D090  R2  0x4804D780  R3  0x00000000
R4  0x00002DFD  R5  0x00000005  R6  0x143CDC68  R7  0x00000000
R8  0x00000000  R9  0x00002DFD  R10 0x7B37CEA8  R11 0x0CF05040
R12 0x22002448  R13 0x14FF4008  R14 0x10B50F44  R15 0x00000000
R16 0x00000000  R17 0x14CB665C  R18 0x13E70000  R19 0x14CB0000
R20 0x14FF0000  R21 0x00000001  R22 0x891753A1  R23 0x891752A0
R24 0x15AB30D8  R25 0x00000000  R26 0x00000000  R27 0x143CDC68
R28 0x000007CA  R29 0x7B37D0E0  R30 0x143D10C4  R31 0x7820B3D4

 --More-

//output omitted//

�&�Q�f�< "á"›

�,�9�6�J 1 Switch# show exception information .3�o�
-+$��Ò�á�”�"�\�6�*�X  �H�����^�é�;�=�•�²�
 $�o
�Ò�ù�Ô�•

�,�9�6�J 2 Switch# more crashinfo:last_crashinfo �¨�Â�é  crashinfo �H�����^�
�•�Ò�ù�Ô�•

�,�9�6�J 3 Switch# more 
crashinfo: crashinfo_yyyymmdd-hhmmss-UTC

�J�`�.�,  crashinfo �H�����^�é�]�ˆ�
-+$��Ò�ù�Ô�•

�,�9�6�J 4 Switch(config)# more crashinfo:koops.dat ���o�@�^  crashinfo �H�����^�é�]�ˆ�
-+$��Ò�á�”���o�@
�^�Ç�"�\�6�*�X�Ò�Ú�Æ�ä�Á�Æ�
�Í�¿�Ò�ù�Ô�•

�,�9�6�J 5 Switch# copy crashinfo: tftp:
Source filename [}? 
Address or name of remote host []? remote_host
Destination filename []?
crashinfo_yyyymmdd-hhmmss-UTC

�"�\�6�*�X  �H�����^�
  TFTP �(�o�C�æ�&�G�o�Ò�ù�Ô�•
Cisco TAC �Æ���n�Ä
Ú�Ã�½��!ª�é $�o�é�"�\�6�*�X  
�H�����^�Ç-Ð�Þ�Ð���Ú�•�'�ê�”�Ø�é�H�����^�
�,���6�4
�Æ��  TFTP �(�o�C�æ�&�G�o�Ô���Î�ã�Ç�â�È�ù�Ô�•
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%Y 3 %(      �,���6�4�é�Ë�¼.3�o
Crashinfo �é.3�o
Switch# more crashinfo:koops.dat
NOVAOOPS:
<4>CRASHINFO_OOPS:
<4>Oops: Machine check, sig: 7 [#1]
<4>SMP NR_CPUS=2 Cisco Systems K10 (Callista)
<4>Modules linked in: gsbu64atomic mtsmod(P) aipcmod(P) vsi uld_timer cpumem tun bridge 
pds crashinfo bpa_mem
<4>NIP: c0022cc0 LR: c00230e8 CTR: c00230b0
<4>REGS: c04c4f50 TRAP: 0202   Tainted: P         (2.6.24.4.28.13.k10)
<4>MSR: 00021000 <ME>  CR: 24084422  XER: 20000000
<4>TASK = ea088150[13355] 'iosd' THREAD: ea738000 CPU: 0
<6>GPR00: 00000001 ea739c60 ea088150 0000001a ea4c0460 00000000 00000000 00000000 
<6>GPR08: c0fec000 c04d0000 fcfd3000 fcfd3060 24084482 1423ebb8 00000000 10121d28 
<6>GPR16: 100d0000 ea739db8 c03f61a0 c03fb098 ea088318 c04c0000 ea739f50 ea088530 
<6>GPR24: 418004fc ea739e88 00029000 00021000 c04c8eb0 0000005a 0000005a e9b80fa0 
<4>NIP [c0022cc0] cisco_tatooine_mask_irq_internal+0x10/0x40
<4>LR [c00230e8] cisco_tatooine_mask_and_ack_irq+0x38/0x60
<4>Call Trace:
<4>[ea739c60] [c00f3004] proc_destroy_inode+0x24/0x40 (unreliable)
<4>[ea739c80] [c0073e0c] free_irq+0x14c/0x170
<4>[ea739ca0] [c0075ee0] irq_proc_release+0x50/0x170
<4>[ea739cc0] [c00f3570] proc_reg_release+0x70/0xd0
<4>[ea739ce0] [c00ab28c] __fput+0xbc/0x1b0
<4>[ea739d00] [c00a777c] filp_close+0x6c/0xd0
<4>[ea739d20] [c004506c] put_files_struct+0x10c/0x120
<4>[ea739d40] [c00468f8] do_exit+0x198/0x7a0
<4>[ea739d90] [c0046f38] do_group_exit+0x38/0x90
<4>[ea739db0] [c0053cc8] get_signal_to_deliver+0x3a8/0x610
<4>[ea739e80] [c0010d68] do_signal+0x48/0x2f0
<4>[ea739f40] [c0018a64] do_user_signal+0x74/0xc4
<4>Instruction dump:
<4>38000001 7c00e830 7d400378 5400043e 7c0004ac b00b0100 4bffffac 00000000 
<4>3d20c04d 81498eac 396a0060 7c0004ac <812a0060> 0c090000 4c00012c 3800fffe 

TIMESTAMP:
730956298.010309
READFLAG:
Switch# copy crashinfo: tftp:
Source filename [}? 
Address or name of remote host []? 10.5.224.2
Destination filename []? /users/user/crashinfo_iosd_20100803-073408-UTC
!!!!!!
790676 bytes copied in 37.420 secs (21130 bytes/sec)
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Crashinfo �é.3�o
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C H A P T E R 4

�,���6�4�é%¤!�

�Î�é%(�â�ê�” Catalyst 4500 �*�]�o�-  �,���6�4�â  1 �Á�Û�Ì-��Á%¤!�
Þ�:�é�s-��Ç�:�æ�ß�¿�á.‘�ÿ�Ò�ù�Ô�•

�ù�Ú�Î�é%(�â�ê�” Catalyst 4500 �*�]�o�-  �,���6�4�é�#�\�H�����^-+$��ã�” GUI �L�o�,�é%¤!��Å���î.3
�o���f�2�o�H�����,�
�­���Ô��&µ�ú1��ú  CiscoView �@�6�;�b�o�"%¤!��*�,�9�S�é���f�,�;�o�^�Å���î
.3�o�Ç�:�æ�ß�¿�á�ý.‘�ÿ�Ò�ù�Ô�•

�Î�é%(�é
%�å�]�ˆ�ê�”�4�é�ã�Å���â�Ô�•

• �Ÿ�*�,�9�S�ã�(�é%¤!��  9ÔP.4-19Õ

• �Ÿ�*�,�9�S�,�ã�J�`�f�J�;�é.3�o�  9ÔP.4-149Õ

• �Ÿ�C�=�o�é
Þ�‘�  9ÔP.4-179Õ

• �ŸMAC ���<�_�,  �9�o�I�^�é%¤!��  9ÔP.4-199Õ

• �ŸARP �9�o�I�^�é%¤!��  9ÔP.4-319Õ

• �Ÿ&µ�ú1��ú  CiscoView �(�P�o�;�é.3�o�  9ÔP.4-319Õ

9Ô�H9Õ �Î�é%(�â
ö!ª�Ô���,���6�4  �&�Q�f�<�é�t�¥�Å���î
ö!ª�Ç�:�é.f&¦�æ�ß�¿�á�ê�”�4�é  URL �â�¡ Cisco 
Catalyst 4500 Series Switch Command Reference�¢�ã4P1j/—�±�

ó�–�Ò�á�Ê�Û�Ð�¿�•

http://www.cisco.com/en/US/products/hw/switches/ps4324/index.html 

Catalyst 4500 �é�&�Q�f�<  �]�H���_�f�,�æ�•0¿�Ð���á�¿�å�¿�&�Q�f�<�æ�ß�¿�á�ê�”����.f&¦�å  Cisco 
IOS �\���I�\�]�

ó�–�Ò�á�Ê�Û�Ð�¿�•�4�é  URL �â

�¡ Catalyst 4500 Series Switch Cisco IOS Command Reference�¢�ã4P1j/—�±�

ó�–�Ò�á�Ê�Û�Ð�¿�•

http://www.cisco.com/en/US/products/ps6350/index.html 

�*�,�9�S�ã�(�é%¤!�
Network Time Protocol9ÔNTP; �@�6�;�b�o�"  �2���S  �J�`�;�&�^9Õ�

ö!ª�Ò�á�»
G�ù�Ú�ê)D
G�â�,���6
�4�é�*�,�9�S�ã�(�
.3�o�â�È�ù�Ô�•

�Î�Î�â�ê�”�4�é.3�o�±�Ž�æ�ß�¿�á.‘�ÿ�Ò�ù�Ô�•

• �Ÿ�*�,�9�S  �"�`�6�"�  9ÔP.4-29Õ

• �ŸNTP �é�N-Ð� 9ÔP.4-29Õ

• �ŸNTP �é.3�o�  9ÔP.4-39Õ
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%Y 4 %(      �,���6�4�é%¤!�
�*�,�9�S�ã�(�é%¤!�
• �Ÿ�»
G�â�é�ã�(�é.3�o�  9ÔP.4-119Õ

�*�,�9�S  �"�`�6�"  
�(�Þ�(�o�F�,�é
��m�ã�å���é�ê�*�,�9�S  �"�`�6�"�â�”�Î���æ���Þ�á�ã�(�
�U�>�2�]�f�#�Ò�ù�Ô�•�Î�é
�"�`�6�"�ê�*�,�9�S�Ç/à
G�Ò�Ú#M4F�Æ��4?�Ž�Ò�ù�Ô�•

�*�,�9�S  �"�`�6�"�ê�”�4�é�(�o�F�,�æ�(�Þ�
�­���Ò�ù�Ô�•

• �Y�o�)�é  show �&�Q�f�<

• �`�#  �T�6�.�o�+�Å���î�:�C�6�#  �T�6�.�o�+

�*�,�9�S  �"�`�6�"�ê�” Universal Time Coordinated9ÔUTC; 
¯�o
�!Ç�(9Õ 9Ô�Î�,  Greenwich Mean Time
9ÔGMT; �#�]�>�6�+�¡�0�(9Õ 9Õ�æ�n�à�¿�á�*�,�9�S�]1ñ�é�(�Þ�
�ñ�(�U�>�2�]�f�#�Ò�ù�Ô�• û�þ�é�(4F�ê
�Å���î���(4F�æ4P�Ô���±�Ž�
.3�o�Ô���Î�ã�æ�����”�(�Þ�Ç û�þ�é�(4F�ê�â�\#Õ�æ-+$��Ð�������Á�æ�â�È
�ù�Ô�•

�*�,�9�S  �"�`�6�"�ê�”�(�Þ�æ �>5ì�H�Ç�½�� �Æ�ä�Á�Æ9Ô�ß�ù���”�>5ì�â�È���ã-×�å�Ð�����(�Þ�.�æ���Þ
�á�(�Þ�Ç.3�o�Ð���á�¿���Æ9Õ�
�ñ�(�U�>�2�]�f�#�Ò�ù�Ô�•�>5ì�H�é�å�¿�•�'�ê�”�(�Þ�ê-+$�"á"›4¢�o�â
�Ñ!ª�Ð���”�c2)�>�Ð���ù�Ö���•.f�Ò�¿.3�o�»5Å�æ�ß�¿�á�ê�” �Ÿ�»
G�â�é�ã�(�é.3�o�  9ÔP.4-119Õ�

ó�–�Ò
�á�Ê�Û�Ð�¿�•

NTP �é�N-Ð

NTP �ê�”�@�6�;�b�o�"
��é�:�C���,4F�é�(�Þ�é�+�¼
{�
"á"›�æ.3.��Ð���á�¿�ù�Ô�• NTP �ê  User 
Datagram Protocol9ÔUDP; �Y�o�)  �:�o�2�#�\�S  �J�`�;�&�^9Õ�â$¿
G�Ò�” UDP �ê  IP 
��â$¿
G�Ò�ù�Ô�•
NTP �ê  RFC 1305 �æ-Ù�o�Ð���á�¿�ù�Ô�•

NTP �@�6�;�b�o�"�ê1b�ñ�”�\�+��  �"�`�6�"�ÿ�2���S  �(�o�C�æ�’&ï�Ð���Ú���;�R�6�"  �"�`�6�"�å�ä�”�>
5ì�â�È���(�Þ�.�Æ���Ø�é�(�Þ�
���ç�Ò�ù�Ô�•�Ø�é�½�ã�” NTP �ê�@�6�;�b�o�"
��æ�Î�é�(�Þ�
2)�>�Ò�ù
�Ô�• NTP �ê�È�
�ü�á
2 ¸"›�â�” 1 �½4F�æ 1 �D�$�6�;�

ö!ª�Ô���Û�Ì�â�” 2 ���é�:�C���,�
  1 �R�]$}
•�]
�æ�+�¼
{�â�È�ù�Ô�•

NTP �ê�” �,�;�\�2�S �ã�¿�Á�N�(�

ö!ª�Ò�á�”�>5ì�â�È���(�Þ�.�ã�:�C���,�é4F�é  NTP �N�6�J�™�
-+�Ò
�ù�Ô�•�,�;�\�2�S  1 �2���S  �(�o�C�æ�ê�”�\�+��  �"�`�6�"�ù�Ú�ê���;�R�6�"  �"�`�6�"�Ç"å�’�’&ï�Ð���á
�Å���”�,�;�\�2�S  2 �2���S  �(�o�C�ê�” NTP �

ö!ª�Ò�á�,�;�\�2�S  1 �2���S  �(�o�C�Æ���(�Þ�
���ç�Ò�ù
�Ô9Ô
•4 �é�,�;�\�2�S�ý�+�}�â�Ô9Õ �• NTP �Ç$¿
G�Ô���:�C���,�ê�”�(�Þ�.�ã�Ò�á�” NTP �

ö!ª�Ò�á1b
�>�Ô���,�;�\�2�S!ß� �Ç�¨�Ê�é�:�C���,�
)D
G"›�æ1¬�ï�Ò�ù�Ô�•�Î�é�»�:�æ�����” NTP �,�G�o���o�é
)D
G',�‘�3�7�]�o�Ç
2 ¸"›�æ�t%½�Ð���ù�Ô�•

NTP �â�ê�”�+�¼
{�Ð���á�¿�å�¿�:�C���,�ã�é�+�¼
{�
4•�É�ù�Ô�•�ù�Ú�” NTP �â�ê�”-„�™�é�:�C���,�Æ
���Ž�T�Ð�����(�Þ�
�§0»�Ò�á�”�,�;�\�2�S�é�™�<�Ç�Ê�Ð�Ê�á�ý�”�(�Þ�Ç
•�é�:�C���,�ã�"�÷�æ!ã�å���:
�C���,�ã�ê�+�¼
{�Ò�ù�Ö���•

NTP �Ç$¿
G�Ô���:�C���,4F�é1b�>9Ô ���0�*���o�*�Z�f 9Õ�ê�”1b�ñ5R"›�æ.3�o�Ð���ù�Ô�•�&�:�C���,�æ
�ê�”���0�*���o�*�Z�f�
-��Á�K�:�C���,�é  IP ���<�_�,�Ç
��Ã�����ù�Ô�•���0�*���o�*�Z�f�é�M���ã�å
���:�C���,4F�â  NTP �T�6�.�o�+�

d�µ�Ô���Î�ã�æ���Þ�á�”�\#Õ�å�(�Þ�é&ý�,�Ç��(»�æ�å���ù�Ô�•�Ú�Û
�Ò�” LAN !c�º�â�ê�”
•�
���æ  IP �I�`�o�<� �V�,�;  �T�6�.�o�+�

ö!ª�Ô�����Á�æ  NTP �
.3�o�â�È�ù
�Ô�•�&�:�C���,�
�”
±�æ�I�`�o�<� �V�,�;  �T�6�.�o�+�
1M���>�Ô�����Á�æ.3�o�Ô���ë���¿�é�â�”�Î�é

•�§�»�‘�æ����.3�o�é-„5��Ð�Ç'-�z�Ð���ù�Ô�•�Î�é�•�'�ê�”�±�Ž�é�y���ê	û�Ç�0�æ4¢�����ù�Ô�•

�:�C���,
��â&ý�,�Ð�����(�Þ�ê�”2€-Ð�å�]�0�o�,�â�Ô�• NTP �é�.� �X�]�9���Ï(»�

ö!ª�Ò�á�”
��\#Õ
�å�(�Þ�Ç.‹�Þ�á�½���¿�ê�ç�Ñ"›�æ.3�o�Ð�����Î�ã�
4•�¿�â�Ê�Û�Ð�¿�•���"�.�,  �]�,�;�

ö!ª�Ò�á�Ù4¢
�Ô���Ç�|�ã�g� 
{.z.=�T���>�-�S�é�” 2 �ß�é�Ç�:�
�Ñ!ª�â�È�ù�Ô�•
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�*�,�9�S�ã�(�é%¤!�
�*�,�&�é  NTP �s-]�ê�,�;�\�2�S  1 �(�o�F�,�
�(�P�o�;�Ò�á�¿�å�¿�é�â�”�\�+��  �"�`�6�"�ù�Ú�ê���;
�R�6�"  �"�`�6�"�æ�’&ï�â�È�ù�Ö���•�@�6�;�b�o�"�é�(�Þ�(�o�F�,�ê  IP ���f�2�o�@�6�;�â�Ñ!ª�â�È���D
�I�]�6�"  NTP �(�o�C�Æ�����ç�Ô���Î�ã�
�•�Q�Ò�ù�Ô�•

�Ñ 4-1 �æ�”NTP �

ö!ª�Ò�Ú	û)x"›�å�@�6�;�b�o�"���
$��Ò�ù�Ô�•�,���6�4  A �ê  NTP �Q�,�2�o�â�Ô�•�,
���6�4  B�” C�”�Å���î  D �ê  NTP �(�o�C  �U�o�<�â.3�o�Ð���”�,���6�4  A �ã�é�(�o�C  ���0�*���o�*�Z�f
�Ç.3�o�Ð���ù�Ô�•�,���6�4  E �ê�”���6�J�,�;�]�o�S�Å���î�3���f�,�;�]�o�S�é�,���6�49Ô�,���6�4  B 
�Å���î�,���6�4  F9Õ�ó�é NTP �G���ã�Ò�á.3�o�Ð���ù�Ô�•

�Ñ 4-1 	û)x"›�å  NTP �@�6�;�b�o�"�é�t�‘

�@�6�;�b�o�"�Ç���f�2�o�@�6�;�Æ���¾��5��Ð���á�¿���•�'�”�*�,�&�é  NTP �s-]�æ���Þ�á�”�s4Ù�æ�ê�”

•�é�Ç�:�â�(�Þ�Ç�ÿ�o�Ð���á�¿���æ�ý�Æ�Æ�
���Õ�”�:�C���,�Ç  NTP �

ö!ª�Ò�á�+�¼
{�Ò�á�¿�����Á�æ

G
Þ�
.3�o�â�È�ù�Ô�•
•�é�:�C���,�ê�” NTP �æ�����Î�é�:�C���,�ã�+�¼
{�Ð���ù�Ô�•

NTP �é�(�Þ�ê�”
•�é�Ç�:�æ�����(�Þ�æ���5�Ò�ù�Ô�•

)D$ �é�N�,�;  �*�,�9�S�æ  NTP �0�H�;�������
&µ�ú�I���á�¿���T�o���o�ý�½���”�ù�Ú�” UNIX �*�,�9�S
!ª�é�D�I�]�6�"  �C�o�+�Z�f�ÿ�Ø�é�w!¢�0�H�;�������ý�I�»�â�È�ù�Ô�•�Î�é�0�H�;�������æ���Þ�á�”�N
�,�;  �*�,�9�S�ý�(�Þ�Ç�+�¼
{�Ð���ù�Ô�•

NTP �é.3�o

�Î�Î�â�ê�”�4�é.3�o�±�Ž�æ�ß�¿�á.‘�ÿ�Ò�ù�Ô�•

• �ŸNTP �é�:�H���^�;.3�o�  9ÔP.4-49Õ

�,���6�4  F

�,���6�4  A

�b�o�"�,�9�o�*�Z�f

�b�o�"�,�9�o�*�Z�f

�`�o���^
�b�o�"�#�^�o�J

�(�o�C

10
13

49

�,���6�4  B

�,���6�4  E

�,���6�4  C �,���6�4  D
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�*�,�9�S�ã�(�é%¤!�
• �ŸNTP .z.=�é.3�o�  9ÔP.4-49Õ

• �ŸNTP ���0�*���o�*�Z�f�é.3�o�  9ÔP.4-69Õ

• �ŸNTP �I�`�o�<� �V�,�;  �(�o�F�,�é.3�o�  9ÔP.4-79Õ

• �ŸNTP ���"�.�,�Ù4¢�é.3�o�  9ÔP.4-89Õ

• �ŸNTP �D�$�6�;!ª�é1M�>�0  IP ���<�_�,�é.3�o�  9ÔP.4-109Õ

• �ŸNTP .3�o�é-+$��  9ÔP.4-119Õ

NTP �é�:�H���^�;.3�o

-+ 4-1 �æ�” NTP �é�:�H���^�;.3�o�
$��Ò�ù�Ô�•

NTP �ê�”�Ô�ô�á�é���f�2�o�H�����,�æ�Å�¿�á�:�H���^�;�â���@�o�I�^�æ.3�o�Ð���á�¿�ù�Ô�•�Ô�ô�á�é
���f�2�o�H�����,�ê�” NTP �D�$�6�;�
���>�Ò�ù�Ô�•

NTP .z.=�é.3�o

�Î�é�»5Å�ê�” NTP �(�o�C�é%¤!�(*�ã
¯.ž�Ô����-Ð�Ç�½���ù�Ô�•�Î�é�»5Å�â.3�o�Ô���±�Ž�ê�”�(�Þ�
  
NTP �(�o�C�ã�+�¼
{�Ô���Ú�ü�æ�,���6�4�Ç
ö!ª�Ô���(�o�C�é�±�Ž�ã	û)L�Ò�á�¿����-Ð�Ç�½���ù�Ô�•

�.� �X�]�9��"á"›�â
•�é�:�C���,�ã�é���0�*���o�*�Z�f9Ô�\#Õ�å�(�Þ�é&ý�,�
-��Á�Ú�ü�é  NTP �
�s-�
�Ô���:�C���,4F�é1b�>9Õ�
.z.=�Ô���æ�ê�”�4�é
Þ�:�
-��¿�ù�Ô�•

-+ 4-1 NTP �é�:�H���^�;.3�o

�Ï(» �:�H���^�;.3�o

NTP .z.= �:���.�o�I�^�•.z.=� �o�ê�0�o�Ð���á�¿�ù�Ö���•

NTP �G���ù�Ú�ê�(�o�C  ���0�*���o
�*�Z�f

.3�o�å�Ò

NTP �I�`�o�<� �V�,�;  �(�o�F�, �:���.�o�I�^�•�ä�é���f�2�o�H�����,�ý  NTP �I�`�o�<� �V�,�;  
�D�$�6�;�
1M���>�Ò�ù�Ö���•

NTP ���"�.�,�Ù4¢ ���"�.�,�Ù�î�ê�0�o�Ð���á�¿�ù�Ö���•

NTP �D�$�6�;1M�>�0  IP ���<�_�, 1M�>�0���<�_�,�ê�”"’�>���f�2�o�H�����,�æ���Þ�á.3�o�Ð���ù
�Ô�•

�&�Q�f�< "á"›

�,�9�6�J 1 configure terminal �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�
4?�Ž�Ò�ù�Ô�•

�,�9�6�J 2 ntp authenticate �:�H���^�;�â�ê�:���.�o�I�^�æ.3�o�Ð���á�¿��  NTP .z.=�Ï(»�
��
�@�o�I�^�æ�Ò�ù�Ô�•
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�*�,�9�S�ã�(�é%¤!�
NTP .z.=�
�:���.�o�I�^�æ�Ô���æ�ê�” no ntp authenticate �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f
�<�

ö!ª�Ò�ù�Ô�•.z.=� �o�
�å4°�Ô���æ�ê�” no ntp authentication-key number �#�`�o�C�^  �&�f�H��
�!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•�:�C���,�é�����:�f�9���9���é.z.=�
�:���.�o�I�^�æ�Ô���æ
�ê�” no ntp trusted-key key-number �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

�4�æ�” NTP �D�$�6�;�æ.z.=� �o  42 �
.3�o�Ò�á�¿���:�C���,�ã�Û�Ì�+�¼�Ô�����Á�æ�,���6�4�
.3�o�Ô��
���
$��Ò�ù�Ô�•

Switch# configure terminal
Switch(config)# ntp authenticate
Switch(config)# ntp authentication-key 42 md5 aNiceKey
Switch(config)# ntp trusted-key 42
Switch(config)# end
Switch#

�,�9�6�J 3 ntp authentication-key  number  md5 value .z.=� �o�
�o'õ�Ò�ù�Ô�•�:�H���^�;.3�o�â�ê
×�ý�o'õ�Ð���á�¿�ù
�Ö���•

• number �æ�ê�”� �o�é!ß� �
�0�o�Ò�ù�Ô�•�0�o�â�È��%¸�Ð�ê  
1 :*  4294967295 �â�Ô�•

• md5 �ê�” Message Digest Algorithm 59ÔMD59Õ�

ö!ª�Ò�á
�T�6�.�o�+.z.=�(�P�o�;�Ç-��
�����Î�ã�
�0�o�Ò�ù�Ô�•

• value �æ�ê�”� �o�æ�»�Ô��  8 �¥�<�ù�â�é
›�ç�é�,�;�]�f�#�
�I

��Ò�ù�Ô�•

�,���6�4�ã�:�C���,�é
ú�Ç�Ç�¿�Õ���Æ�é.z.=� �o�
�,�Ü�” ntp 
trusted-key key-number �&�Q�f�<�æ���Þ�á� �o!ß� �Ç�0�o�Ð���á
�¿�å�¿4¢���”�,���6�4�ê�:�C���,�ã�+�¼
{�Ò�ù�Ö���•

�,�9�6�J 4 ntp trusted-key  key-number 1 �ß�ù�Ú�ê-„�™�é� �o!ß� 9Ô�,�9�6�J  3 �â�o'õ�Ò�Ú�ý�é9Õ�
�0�o�Ò
�ù�Ô�•�G��  NTP �:�C���,�ê�”�Î�é�,���6�4�ã�+�¼
{�Ô���Ú�ü�”�Î
�é�,���6�4�ó�é  NTP �D�$�6�;�]�æ�Î�é� �o!ß� �
.3�o�Ò�å�Ì���ë
�å���ù�Ö���•

�:�H���^�;.3�o�â�ê�”�>5ì�Ð����� �o�ê�o'õ�Ð���á�¿�ù�Ö���•

key-number �æ�ê�”�,�9�6�J  3 �â�o'õ�Ð���Ú� �o�
�0�o�Ò�ù�Ô�•

�Î�é�&�Q�f�<�ê�”�,���6�4�Ç�”�>5ì�Ð���á�¿�å�¿�:�C���,�ã.‹�Þ
�á�+�¼
{�Ô���Î�ã�
4•�[�Ò�ù�Ô�•

�,�9�6�J 5 end  $�­  EXEC �U�o�<�æ�¯���ù�Ô�•

�,�9�6�J 6 show running-config �I
��
#Õ.z�Ò�ù�Ô�•

�,�9�6�J 7 copy running-config startup-config 9Ô
›�ç9Õ�&�f�H���!�X�_�o�*�Z�f  �H�����^�æ.3�o�
�;�=�Ò�ù�Ô�•

�&�Q�f�< "á"›
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�*�,�9�S�ã�(�é%¤!�
NTP ���0�*���o�*�Z�f�é.3�o

NTP ���0�*���o�*�Z�f�ê�”�G��  ���0�*���o�*�Z�f9Ô�,���6�4�

•�é�:�C���,�æ�+�¼
{�Ð�Ö���Î�ã�ý�”
�,���6�4�æ�»�Ò�á
•�é�:�C���,�
�+�¼
{�Ð�Ö���Î�ã�ý��(»9Õ�æ.3�o�Ô���Î�ã�ý�”�(�o�C  ���0�*���o
�*�Z�f9Ô�,���6�4�

•�é�:�C���,�æ�+�¼
{�Ð�Ö���Û�Ì�â�”�Ø�é1R�ê
���9Õ�æ.3�o�Ô���Î�ã�ý�â�È�ù�Ô�•

�Î�é�:�C���,�ã�é  NTP ���0�*���o�*�Z�f�
�»�‘�Ô���æ�ê�”�4�é
Þ�:�
-��¿�ù�Ô�•

.3�o�Ô����-Ð�Ç�½���é�ê�”���0�*���o�*�Z�f�é	û%5�Û�Ì�â�Ô�•�ý�Á	û�Ç�é�:�C���,�æ�ê)D
G"›�æ���0�*
���o�*�Z�f�Ç.3�o�Ð���ù�Ô�•�:�H���^�;�é  NTP �C�o�+�Z�f9Ô�C�o�+�Z�f  39Õ�

ö!ª�Ò�á�¿�á�” NTP �é
�+�¼
{�Ç"’!¢�Ò�å�¿�•�'�ê�” NTP �é�C�o�+�Z�f  2 �

ö!ª�Ò�á�Ê�Û�Ð�¿�•���f�2�o�@�6�;
��é���Ê�é  
NTP �(�o�C�ê�”�C�o�+�Z�f  2 �â$¿
G�Ò�á�¿�ù�Ô�•

�G���ù�Ú�ê�(�o�C  ���0�*���o�*�Z�f�
�å4°�Ô���æ�ê�” no ntp peer ip-address �ù�Ú�ê  no ntp server 
ip-address �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

�4�æ�” NTP �C�o�+�Z�f  2 �

ö!ª�Ò�á  IP ���<�_�,  172.16.22.44 �é�G���é�"�`�6�"�æ�”�*�,�9�S  �"�`�6
�"�
�+�¼
{�Ô�����Á�æ�,���6�4�
.3�o�Ô�����
$��Ò�ù�Ô�•

Switch# configure terminal
Switch(config)# ntp server 172.16.22.44 version 2
Switch(config)# end

�&�Q�f�< "á"›

�,�9�6�J 1 configure terminal �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�
4?�Ž�Ò�ù�Ô�•

�,�9�6�J 2 ntp peer  ip-address  [version  number ] 
[key  keyid ] [ source  interface ] 
[prefer ]
or 
ntp server  ip-address  [version  
number ] [ key  keyid ] [ source  
interface ] [prefer ]

�,���6�4�é�*�,�9�S  �"�`�6�"�
�G���æ�+�¼
{�Ô���Æ�”�G���æ���Þ�á�+�¼

{�Ô��9Ô�G��  ���0�*���o�*�Z�f9Õ���Á�æ.3�o�Ò�ù�Ô�•

�ù�Ú�ê

�,���6�4�é�*�,�9�S  �"�`�6�"�
�2���S  �(�o�C�æ���Þ�á�+�¼
{�Ô��9Ô�(�o
�C ���0�*���o�*�Z�f9Õ���Á�æ.3�o�Ò�ù�Ô�•

�G���ù�Ú�ê�(�o�C  ���0�*���o�*�Z�f�ê�:�H���^�;�â�ê�o'õ�Ð���á�¿�ù�Ö
���•

• ip-address �æ�ê�”�G��  ���0�*���o�*�Z�f�é�•�'�æ�ê�"�`�6�"�é�+�¼

{�
-��Á�ù�Ú�ê�+�¼
{�é�»/N�ã�å���G���é  IP ���<�_�,�
�0�o�Ò�ù
�Ô�•�(�o�C  ���0�*���o�*�Z�f�é�•�'�æ�ê�”�"�`�6�"�é�+�¼
{�
-��Á
�2���S  �(�o�C�é  IP ���<�_�,�
�0�o�Ò�ù�Ô�•

• 9Ô
›�ç9Õnumber �æ�ê�” NTP �é�C�o�+�Z�f!ß� �
�0�o�Ò�ù�Ô�•�0�o�â
�È��%¸�Ð�ê  1 :*  3 �â�Ô�•�:�H���^�;�ê�C�o�+�Z�f  3 �Ç1¬�ï�Ð���á�¿
�ù�Ô�•

• 9Ô
›�ç9Õkeyid �æ�ê�” ntp authentication-key �#�`�o�C�^  �&�f�H��
�!�X�_�o�*�Z�f  �&�Q�f�<�â�o'õ�Ð���Ú.z.=� �o�
�I
��Ò�ù�Ô�•

• 9Ô
›�ç9Õinterface �æ�ê�” IP �é1M�>�0���<�_�,�
���ç�Ô�����f�2�o
�H�����,�
�0�o�Ò�ù�Ô�•�:�H���^�;�â�ê�”1M�>�0  IP ���<�_�,�ê"’�>
���f�2�o�H�����,�Æ�����ç�Ò�ù�Ô�•

• 9Ô
›�ç9Õprefer � �o�b�o�<�
�I
��Ô���ã�”�Î�é�G���ù�Ú�ê�(�o�C�Ç�+
�¼
{�
-��Á���5�G���ù�Ú�ê�(�o�C�æ�å���ù�Ô�•�Î�é� �o�b�o�<�ê�”
�G���ã�(�o�C4F�é�¾���§�Ã�
�ë���Ò�ù�Ô�•

�,�9�6�J 3 end  $�­  EXEC �U�o�<�æ�¯���ù�Ô�•

�,�9�6�J 4 show running-config �I
��
#Õ.z�Ò�ù�Ô�•

�,�9�6�J 5 copy running-config startup-config 9Ô
›�ç9Õ�&�f�H���!�X�_�o�*�Z�f  �H�����^�æ.3�o�
�;�=�Ò�ù�Ô�•
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�*�,�9�S�ã�(�é%¤!�
Switch#

NTP �I�`�o�<� �V�,�;  �(�o�F�,�é.3�o

NTP �Ç$¿
G�Ô���:�C���,4F�é1b�>9Ô ���0�*���o�*�Z�f 9Õ�ê�”1b�ñ5R"›�æ.3�o�Ð���ù�Ô�•�&�:�C���,�æ
�ê�”���0�*���o�*�Z�f�
-��Á�ô�È�K�:�C���,�é  IP ���<�_�,�Ç
��Ã�����ù�Ô�•���0�*���o�*�Z�f�é�M��
�ã�å���:�C���,4F�â  NTP �T�6�.�o�+�

d�µ�Ô���Î�ã�æ���Þ�á�”�\#Õ�å�(�Þ�é&ý�,�Ç��(»�æ�å���ù�Ô�•
�Ú�Û�Ò�” LAN !c�º�â�ê�”
•�
���æ  IP �I�`�o�<� �V�,�;  �T�6�.�o�+�

ö!ª�Ô�����Á�æ  NTP �
.3�o�â�È
�ù�Ô�•�&�:�C���,�
�”
±�æ�I�`�o�<� �V�,�;  �T�6�.�o�+�
1M���>�Ô�����Á�æ.3�o�Ô���ë���¿�é�â�”�Î
�é
•�§�»�‘�æ����.3�o�é-„5��Ð�Ç'-�z�Ð���ù�Ô�•�Ú�Û�Ò�”�Î�é�•�'�ê�”�±�Ž�é�y���ê	û�Ç�0�æ4¢�����ù
�Ô�•

�^�o�2�é���Á�æ�@�6�;�b�o�"
��â�(�Þ�±�Ž�
�I�`�o�<� �V�,�;�Ô��  NTP �I�`�o�<� �V�,�;  �(�o�C�Ç�½
���•�'�”�,���6�4�ê���f�2�o�H�����,�Ï�ã�æ  NTP �I�`�o�<� �V�,�;  �D�$�6�;�
1M���>�â�È�ù�Ô�•�,
���6�4�ê  NTP �I�`�o�<� �V�,�;  �D�$�6�;�
�G���ó1M�>�â�È���é�â�”�G���ê�Ø�é�,���6�4�æ�+�¼
{�â�È
�ù�Ô�•�,���6�4�ê  NTP �I�`�o�<� �V�,�;  �D�$�6�;�
���>�Ò�á)D0Š�é�"�`�6�"�
�+�¼
{�Ô���Î�ã�ý�â�È
�ù�Ô�•�Î�Î�â�ê�” NTP �I�`�o�<� �V�,�;  �D�$�6�;�é1M�>�ã���>�é
��Ç�é�»5Å�æ�ß�¿�á.‘�ÿ�Ò�ù�Ô�•

NTP �I�`�o�<� �V�,�;  �D�$�6�;�
�G���æ1M�>�Ò�á�”�G���Ç)D0Š�é�"�`�6�"�
�,���6�4�æ�+�¼
{�Ô����
�Á�”�,���6�4�
.3�o�Ô���æ�ê�”�4�é
Þ�:�
-��¿�ù�Ô�•

���f�2�o�H�����,�æ����  NTP �I�`�o�<� �V�,�;  �D�$�6�;�é1M�>�
�:���.�o�I�^�æ�Ô���æ�ê�” no ntp 
broadcast ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

�4�æ�”�P�o�;�Ç  NTP �C�o�+�Z�f  2 �D�$�6�;�
1M�>�Ô�����Á�æ.3�o�Ô�����
$��Ò�ù�Ô�•

Switch# configure terminal
Switch(config)# interface gigabitethernet0/1
Switch(config-if)# ntp broadcast version 2
Switch(config-if)# end
Switch#

�&�Q�f�< "á"›

�,�9�6�J 1 configure terminal �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�
4?�Ž�Ò�ù�Ô�•

�,�9�6�J 2 interface  interface-id NTP �I�`�o�<� �V�,�;  �D�$�6�;�
1M�>�Ô�����f�2�o�H�����,�
�0�o
�Ò�”���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�
4?�Ž�Ò�ù
�Ô�•

�,�9�6�J 3 ntp broadcast  [version number ] [ key 
keyid ] [destination-address ]

NTP �I�`�o�<� �V�,�;  �D�$�6�;�
�G���æ1M�>�Ô�����f�2�o�H�����,
�
���@�o�I�^�æ�Ò�ù�Ô�•

�:�H���^�;�â�ê�”�Î�é�Ï(»�ê�Ô�ô�á�é���f�2�o�H�����,�â�:���.�o
�I�^�â�Ô�•

• 9Ô
›�ç9Õnumber �æ�ê�” NTP �é�C�o�+�Z�f!ß� �
�0�o�Ò�ù�Ô�•�0
�o�â�È��%¸�Ð�ê  1 :*  3 �â�Ô�•�C�o�+�Z�f�
�0�o�Ò�å�Æ�Þ�Ú�•�'
�ê�”�C�o�+�Z�f  3 �Ç
ö!ª�Ð���ù�Ô�•

• 9Ô
›�ç9Õkeyid �æ�ê�”�G���æ�D�$�6�;�
1M�>�Ô���ã�È�æ
ö!ª�Ô��
.z.=� �o�
�0�o�Ò�ù�Ô�•

• 9Ô
›�ç9Õdestination-address �æ�ê�”�Î�é�,���6�4�æ�"�`�6�"�
�+
�¼
{�Ô���G���é  IP ���<�_�,�
�0�o�Ò�ù�Ô�•

�,�9�6�J 4 end  $�­  EXEC �U�o�<�æ�¯���ù�Ô�•

�,�9�6�J 5 show running-config �I
��
#Õ.z�Ò�ù�Ô�•

�,�9�6�J 6 copy running-config startup-config 9Ô
›�ç9Õ�&�f�H���!�X�_�o�*�Z�f  �H�����^�æ.3�o�
�;�=�Ò�ù�Ô�•
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%Y 4 %(      �,���6�4�é%¤!�
�*�,�9�S�ã�(�é%¤!�
�’&ï�Ò�Ú�G���Æ��  NTP �I�`�o�<� �V�,�;  �D�$�6�;�
���>�Ô�����Á�æ�,���6�4�
.3�o�Ô���æ�ê�”�4�é
Þ
�:�
-��¿�ù�Ô�•

���f�2�o�H�����,�æ����  NTP �I�`�o�<� �V�,�;  �D�$�6�;�é���>�
�:���.�o�I�^�æ�Ô���æ�ê�” no ntp 
broadcast client ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•.3�o�Ò�Ú�\���f
�<�;�]�6�J1ƒ�g�
�:�H���^�;�æ���•�Ô���æ�ê�” no ntp broadcastdelay �#�`�o�C�^  �&�f�H���!�X�_�o
�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

�4�æ�”�P�o�;�Ç  NTP �I�`�o�<� �V�,�;  �D�$�6�;�
���>�Ô�����Á�æ.3�o�Ô�����
$��Ò�ù�Ô�•

Switch# configure terminal
Switch(config)# interface gigabitethernet0/1
Switch(config-if)# ntp broadcast client
Switch(config-if)# end
Switch#

NTP ���"�.�,�Ù4¢�é.3�o

�Î�Î�â�ê�” 2 �ß�é�_�L�^�â  NTP ���"�.�,�
�Ù�î�Ô���Ç�:�
.‘�ÿ�Ò�ù�Ô�•

• �Ÿ���"�.�,  �#�^�o�J�é
Þ�‘�ã�n�Ä  IP ���"�.�,  �]�,�;�é
����°�á�  9ÔP.4-99Õ

• �Ÿ $�o�é���f�2�o�H�����,�â�é  NTP �(�o�F�,�é�:���.�o�I�^
{�  9ÔP.4-109Õ

�&�Q�f�< "á"›

�,�9�6�J 1 configure terminal �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�
4?�Ž�Ò�ù�Ô�•

�,�9�6�J 2 interface  interface-id NTP �I�`�o�<� �V�,�;  �D�$�6�;�
���>�Ô�����f�2�o�H�����,�
�0�o�Ò�”
���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�
4?�Ž�Ò�ù�Ô�•

�,�9�6�J 3 ntp broadcast client ���f�2�o�H�����,�Ç  NTP �I�`�o�<� �V�,�;  �D�$�6�;�
���>�â�È�����Á
�æ�Ò�ù�Ô�•

�:�H���^�;�â�ê�”���f�2�o�H�����,�ê  NTP �I�`�o�<� �V�,�;  �D�$�6�;
�
���>�Ò�ù�Ö���•

�,�9�6�J 4 exit �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�æ�¯���ù�Ô�•

�,�9�6�J 5 ntp broadcastdelay  microseconds 9Ô
›�ç9Õ�,���6�4�ã  NTP �I�`�o�<� �V�,�;  �(�o�C4F�é
M�ù�Ð�����\���f
�<�;�]�6�J1ƒ�g�
���•�Ò�ù�Ô�•

�:�H���^�;�ê  3000 �Q���"�`$}�â�Ô�•�0�o�â�È��%¸�Ð�ê  1 :*  999999 �â
�Ô�•

�,�9�6�J 6 end  $�­  EXEC �U�o�<�æ�¯���ù�Ô�•

�,�9�6�J 7 show running-config �I
��
#Õ.z�Ò�ù�Ô�•

�,�9�6�J 8 copy running-config startup-config 9Ô
›�ç9Õ�&�f�H���!�X�_�o�*�Z�f  �H�����^�æ.3�o�
�;�=�Ò�ù�Ô�•
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%Y 4 %(      �,���6�4�é%¤!�
�*�,�9�S�ã�(�é%¤!�
���"�.�,  �#�^�o�J�é
Þ�‘�ã�n�Ä  IP ���"�.�,  �]�,�;�é
����°�á

���"�.�,  �]�,�;�

ö!ª�Ò�á  NTP �(�o�F�,�ó�é���"�.�,�
�Ù�î�Ô���æ�ê�”�4�é
Þ�:�
-��¿�ù�Ô�•

���"�.�,  �#�^�o�J�é� �o�b�o�<�ê�”�4�é5Å�(9Ô�¨�Ê�é�Ù4¢�Æ���¨�"�é�Ù4¢�æ9Õ�â�,� �V�f�Ð���ù�Ô�•

1. peer9æ�(�Þ-Ð�Þ�Å���î  NTP �Ù�î�"���]�o�
.5���Ò�”�Ð���æ�”�,���6�4�Ç�”���"�.�,  �]�,�;�é�æ
™
�
�)�Ú�Ô���<�_�,�
�,�ß�:�C���,�æ�+�¼
{�Ô���Î�ã�
.5���Ò�ù�Ô�•

2. serve9æ�(�Þ-Ð�Þ�ã  NTP �Ù�î�"���]�o�
.5���Ò�ù�Ô�Ç�”�,���6�4�Ç�”���"�.�,  �]�,�;�é�æ
™�
�)
�Ú�Ô���<�_�,�
�,�ß�:�C���,�æ�+�¼
{�Ô���Î�ã�
.5���Ò�ù�Ö���•

3. serve-only9æ���"�.�,  �]�,�;�é�æ
™�
�)�Ú�Ô���<�_�,�
�,�ß�:�C���,�Æ���é�(�Þ-Ð�Þ�æ4¢��.5���Ò
�ù�Ô�•

4. query-only9æ���"�.�,  �]�,�;�é�æ
™�
�)�Ú�Ô���<�_�,�
�,�ß�:�C���,�Æ���é  NTP �Ù�î�"���]�o�æ
4¢��.5���Ò�ù�Ô�•

�&�Q�f�< "á"›

�,�9�6�J 1 configure terminal �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�
4?�Ž�Ò�ù�Ô�•

�,�9�6�J 2 ntp access-group  { query-only  | 
serve-only  | serve  | peer } 
access-list-number

���"�.�,  �#�^�o�J�

Þ�‘�Ò�”�n�Ä  IP ���"�.�,  �]�,�;�
1¡!ª�Ò�ù�Ô�•

� �o�b�o�<�é�ç�g�ê�4�é�ã�Å���â�Ô�•

• query-only9æNTP �Ù�î�"���]�o�æ4¢��.5���Ò�ù�Ô�•

• serve-only9æ�(�Þ-Ð�Þ�æ4¢��.5���Ò�ù�Ô�•

• serve9æ�(�Þ-Ð�Þ�Å���î  NTP �Ù�î�"���]�o�ê.5���Ò�ù�Ô�Ç�”�,���6
�4�Ç�]�U�o�;  �:�C���,�æ�+�¼
{�Ô���Î�ã�ê.5���Ò�ù�Ö���•

• peer9æ�(�Þ-Ð�Þ�Å���î  NTP �Ù�î�"���]�o�
.5���Ò�”�,���6�4�Ç�]
�U�o�;  �:�C���,�æ�+�¼
{�Ô���Î�ã�
.5���Ò�ù�Ô�•

access-list-number �æ�ê�” 1 :*  99 �é%¸�Ð�â�¡�0�é  IP ���"�.�,  �]�,�;!ß
� �
�I
��Ò�ù�Ô�•

�,�9�6�J 3 access-list  access-list-number 
permit  source  [source-wildcard ] 

���"�.�,  �]�,�;�

Þ�‘�Ò�ù�Ô�•

• access-list-number �æ�ê�”�,�9�6�J  2 �â�0�o�Ò�Ú!ß� �
�I
��Ò�ù�Ô�•

• permit  � �o�b�o�<�
�I
��Ô���ã�”�æ
™�Ç	û)L�Ò�Ú�•�'�æ���"�.�,�

.5���Ò�ù�Ô�•

• source �æ�ê�”�,���6�4�ó�é���"�.�,�Ç.5���Ð�����:�C���,�é  IP ��
�<�_�,�
�I
��Ò�ù�Ô�•

• 9Ô
›�ç9Õsource-wildcard �æ�ê�”1M�>�0�æ1¡!ª�Ô���b���^�<���o�<  
�F�6�;�
�I
��Ò�ù�Ô�•

9Ô�H9Õ ���"�.�,  �]�,�;�

Þ�‘�Ô���ã�È�”���"�.�,  �]�,�;�é�Ã�è�æ�ê�:
�H���^�;�â�”�]�,�;�é�Ã�è�æ1•�Ò�á�ý	û)L�Ç-×�ß�Æ���å�Æ�Þ�Ú
�•�'�æ
ö!ª�Ð�����”�g9)�é���89Ô deny9Õ�¥�Ç�½���P�æ!Ð�ç�Ò�á
�Ê�Û�Ð�¿�•

�,�9�6�J 4 end  $�­  EXEC �U�o�<�æ�¯���ù�Ô�•

�,�9�6�J 5 show running-config �I
��
#Õ.z�Ò�ù�Ô�•

�,�9�6�J 6 copy running-config startup-config 9Ô
›�ç9Õ�&�f�H���!�X�_�o�*�Z�f  �H�����^�æ.3�o�
�;�=�Ò�ù�Ô�•
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%Y 4 %(      �,���6�4�é%¤!�
�*�,�9�S�ã�(�é%¤!�
-„�™�é���"�.�,  �2���J�æ�ß�¿�á1M�>�0  IP ���<�_�,�Ç���"�.�,  �]�,�;�æ	û)L�Ô���•�'�ê�”�¨�Ë�é�2���J
�Ç.z���Ð���ù�Ô�•���"�.�,  �#�^�o�J�Ç�0�o�Ð���å�Æ�Þ�Ú�•�'�ê�”�Ô�ô�á�é���"�.�,  �2���J�Ç�Ô�ô�á�é
�:�C���,�æ.z���Ð���ù�Ô�•�¿�Õ���Æ�é���"�.�,  �#�^�o�J�Ç�0�o�Ð���á�¿���•�'�ê�”�0�o�Ð���Ú���"�.
�,  �2���J�æ4¢��.z���Ð���ù�Ô�•

�,���6�4  NTP �(�o�F�,�æ�»�Ô�����"�.�,�Ù�î�
�å4°�Ô���æ�ê�” no ntp access-group { query-only | 
serve-only | serve | peer} �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

�4�æ�”�,���6�4�Ç���"�.�,  �]�,�;  99 �é�G���æ�+�¼
{�â�È�����Á�æ.3�o�Ô�����
$��Ò�ù�Ô�•�Ú�Û�Ò�”�,
���6�4�ê���"�.�,  �]�,�;  42 �æ�»�Ò�á�ê���"�.�,�
�Ù4¢�Ò�”�(�Þ-Ð�Þ�æ4¢��.5���Ò�ù�Ô�•

Switch# configure terminal
Switch(config)# ntp access-group peer 99
Switch(config)# ntp access-group serve-only 42
Switch(config)# access-list 99 permit 172.20.130.5
Switch(config)# access list 42 permit 172.20.130.6
Switch(config)# end
Switch#

 $�o�é���f�2�o�H�����,�â�é  NTP �(�o�F�,�é�:���.�o�I�^
{  

NTP �(�o�F�,�ê�”�Ô�ô�á�é���f�2�o�H�����,�æ�Å�¿�á�:�H���^�;�â���@�o�I�^�æ.3�o�Ð���á�¿�ù�Ô�•

���f�2�o�H�����,�â  NTP �D�$�6�;�é���>�
�:���.�o�I�^�æ�Ô���æ�ê�”�4�é
Þ�:�
-��¿�ù�Ô�•

NTP �D�$�6�;!ª�é1M�>�0  IP ���<�_�,�é.3�o

�,���6�4�Ç  NTP �D�$�6�;�
1M�>�Ô���ã�”1M�>�0  IP ���<�_�,�ê�”1b�ñ  NTP �D�$�6�;�Ç1M�>�Ð���Ú���f
�2�o�H�����,�é���<�_�,�æ.3�o�Ð���ù�Ô�•�Ô�ô�á�é  NTP �D�$�6�;�æ $�o�é1M�>�0  IP ���<�_�,�

ö!ª�Ô
���•�'�ê�” ntp source �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•���<�_�,�ê�0�o�Ð
���Ú���f�2�o�H�����,�Æ�����ç�Ð���ù�Ô�•���f�2�o�H�����,�é���<�_�,�
10�>�D�$�6�;�é�p�5�ã�Ò�á
ö
!ª�â�È�å�¿�•�'�æ�”�Î�é�&�Q�f�<�ê�"�Ñ�â�Ô�•

�&�Q�f�< "á"›

�,�9�6�J 1 configure terminal �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�
4?�Ž�Ò�ù�Ô�•

�,�9�6�J 2 interface  interface-id ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�
4?�Ž�Ò�”�:���.�o�I
�^�æ�Ô�����f�2�o�H�����,�
�0�o�Ò�ù�Ô�•

�,�9�6�J 3 ntp disable ���f�2�o�H�����,�â  NTP �D�$�6�;�é���>�
�:���.�o�I�^�æ�Ò�ù�Ô�•

�:�H���^�;�â�ê�”�Ô�ô�á�é���f�2�o�H�����,�ê  NTP �D�$�6�;�
���>�Ò�ù
�Ô�•

���f�2�o�H�����,
��â  NTP �D�$�6�;�é���>�
�c�î���@�o�I�^�æ�Ô���æ
�ê�” no ntp disable ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<
�

ö!ª�Ò�ù�Ô�•

�,�9�6�J 4 end  $�­  EXEC �U�o�<�æ�¯���ù�Ô�•

�,�9�6�J 5 show running-config �I
��
#Õ.z�Ò�ù�Ô�•

�,�9�6�J 6 copy running-config startup-config 9Ô
›�ç9Õ�&�f�H���!�X�_�o�*�Z�f  �H�����^�æ.3�o�
�;�=�Ò�ù�Ô�•
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%Y 4 %(      �,���6�4�é%¤!�
�*�,�9�S�ã�(�é%¤!�
1M�>�0 IP ���<�_�,�
���ç�Ô�� $�o�é���f�2�o�H�����,�
.3�o�Ô���æ�ê�”�4�é
Þ�:�
-��¿�ù�Ô�•

�0�o�Ð���Ú���f�2�o�H�����,�ê�”�Ô�ô�á�é�p�5�æ1M�>�Ð�����Ô�ô�á�é�D�$�6�;�é1M�>�0���<�_�,�æ
ö!ª
�Ð���ù�Ô�•1M�>�0���<�_�,�
 $�o�é���0�*���o�*�Z�f�æ
ö!ª�Ô���•�'�ê�” �ŸNTP ���0�*���o�*�Z�f�é.3
�o�  9ÔP.4-69Õ�â.‘�ÿ�Ò�Ú���Á�æ�” ntp peer �ù�Ú�ê  ntp server �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q
�f�<�é  source � �o�b�o�<�

ö!ª�Ò�ù�Ô�•

NTP .3�o�é-+$�

�4�é  2 �ß�é $�­  EXEC �&�Q�f�<�

ö!ª�Ò�á  NTP �±�Ž�
-+$��â�È�ù�Ô�•

• show ntp associations [detail]

• show ntp status

�Î�é�´
��æ-+$��Ð�����H���o�^�<�é.f&¦�æ�ß�¿�á�ê�” �¡ Cisco IOS Configuration Fundamentals 
Command Reference, Release 12.3�¢�

ó�–�Ò�á�Ê�Û�Ð�¿�•

�»
G�â�é�ã�(�é.3�o


•�é�(�Þ�.�Ç�Ñ!ª�â�È�å�¿�•�'�ê�”�*�,�9�S�é�c/à
G�ß�”�»
G�â�ã�(�
.3�o�â�È�ù�Ô�•�(�Þ�ê�”�4�æ�*
�,�9�S�
�c/à
G�Ô���ù�â�\#Õ�æ&ý�,�Ð���ù�Ô�•�»
G.3�o�ê�¨�ß�é�»�‘�ã�Ò�á�Û�Ì
ö!ª�Ô���Î�ã�
�•�Q�Ò
�ù�Ô�•�,���6�4�
�+�¼
{�â�È����1ñ�0�o�,�Ç�½���•�'�ê�”�»
G�â�*�,�9�S  �"�`�6�"�
.3�o�Ô����-Ð�ê
�½���ù�Ö���•

�Î�Î�â�ê�”�4�é.3�o�±�Ž�æ�ß�¿�á.‘�ÿ�Ò�ù�Ô�•

• �Ÿ�*�,�9�S  �"�`�6�"�é.3�o�  9ÔP.4-119Õ

• �Ÿ�ã�(.3�o�é-+$��  9ÔP.4-129Õ

• �Ÿ�(4F�ê�é.3�o�  9ÔP.4-129Õ

• �Ÿ���(4F�é.3�o�  9ÔP.4-139Õ

�*�,�9�S  �"�`�6�"�é.3�o

�@�6�;�b�o�"
��æ�” NTP �(�o�C�å�ä�é�(�Þ�(�o�F�,�
�­���Ô����1ñ�0�o�,�Ç�½���•�'�ê�”�»
G�â�*�,
�9�S  �"�`�6�"�
.3�o�Ô����-Ð�Ç�½���ù�Ö���•

�&�Q�f�< "á"›

�,�9�6�J 1 configure terminal �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�
4?�Ž�Ò�ù�Ô�•

�,�9�6�J 2 ntp source type number IP 1M�>�0���<�_�,�
���ç�Ô�����f�2�o�H�����,�é�2���J�Å���î!ß� �
�0
�o�Ò�ù�Ô�•

�:�H���^�;�â�ê�”1M�>�0���<�_�,�ê�”"’�>���f�2�o�H�����,�æ���Þ�á.3
�o�Ð���ù�Ô�•

�,�9�6�J 3 end  $�­  EXEC �U�o�<�æ�¯���ù�Ô�•

�,�9�6�J 4 show running-config �I
��
#Õ.z�Ò�ù�Ô�•

�,�9�6�J 5 copy running-config startup-config 9Ô
›�ç9Õ�&�f�H���!�X�_�o�*�Z�f  �H�����^�æ.3�o�
�;�=�Ò�ù�Ô�•
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%Y 4 %(      �,���6�4�é%¤!�
�*�,�9�S�ã�(�é%¤!�
�*�,�9�S  �"�`�6�"�
.3�o�Ô���æ�ê�”�4�é
Þ�:�
-��¿�ù�Ô�•

�4�æ�”�*�,�9�S  �"�`�6�"�
�»
G�â  2001 ���é  7 �¬  23 �ã
¦�ß  1 �(  32 �½�æ.3�o�Ô�����
$��Ò�ù�Ô�•

Switch# clock set 13:32:00 23 July 2001

�ã�(.3�o�é-+$�

�ã�(�é.3�o�
-+$��Ô���æ�ê�” show clock [detail]  $�­  EXEC �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

�*�,�9�S  �"�`�6�"�ê�”�>5ì�H�Ç�½��9Ô�\#Õ�H�Ç�½��9Õ�Æ�ä�Á�Æ�
$��Ô  authoritative �H�\�#�
&ý�,�Ò�ù
�Ô�•�*�,�9�S  �"�`�6�"�Ç  NTP �å�ä�é�2���R�f�#  �0�o�,�æ���Þ�á.3�o�Ð���á�¿���•�'�ê�”�Î�é�H�\�#�Ç
.3�o�Ð���ù�Ô�•�(�Þ�Ç�>5ì�â�È�å�¿�ý�é�â�½���•�'�ê�”-+$�"á"›4¢�o�â
ö!ª�Ð���ù�Ô�•�"�`�6�"�Ç�>5ì
�â�È�����Á�æ�å�Þ�á�” authoritative �H�\�#�Ç.3�o�Ð�����ù�â�”�G���é�(�Þ�Ç�u
2�å�•�'�æ�”�Î�é�H�\�#
�æ�����G���Ç�"�`�6�"�ã�+�¼�Ò�å�¿���Á�æ�Ò�ù�Ô�•

show clock -+$��é�è�æ�½��.%� �æ�ê�”�4�é�ç�g�Ç�½���ù�Ô�•

• ���,�2�]�,�"9Ô *9Õ9æ�(�Þ�Ç�>5ì�â�È�ù�Ö���•

• $è"•9æ�(�Þ�Ç�>5ì�â�È�ù�Ô�•

• �G�]���<9Ô .9Õ9æ�(�Þ�ê�>5ì�â�È�ù�Ô�Ç�” NTP �ê�+�¼�Ò�á�¿�ù�Ö���•

�(4F�ê�é.3�o  

�»
G�â�(4F�ê�
.3�o�Ô���æ�ê�”�4�é
Þ�:�
-��¿�ù�Ô�•

�&�Q�f�< "á"›

�,�9�6�J 1 clock set  hh: mm: ss  day  month  year
�ù�Ú�ê
clock set  hh: mm: ss  month day year

�4�é�¿�Õ���Æ�é�»�|�â�”�»
G�â�*�,�9�S  �"�`�6�"�
.3�o�Ò�ù�Ô�•

• hh:mm:ss �æ�ê�”�(�Þ�
�(4F9Ô 24 �(4F�»�|9Õ�”�½�”$}�â�0�o�Ò�ù�Ô�•
�0�o�Ð���Ú�(�Þ�ê�”.3�o�Ð���Ú�(4F�ê�æ�n�à�È�ù�Ô�•

• day �æ�ê�”�°�¬�é�ã
ƒ�â�ã�
�0�o�Ò�ù�Ô�•

• month �æ�ê�”�¬�
�,�è�â�0�o�Ò�ù�Ô�•

• year �æ�ê�”���
�0�o�Ò�ù�Ô9Ô"í!Û�»
���9Õ �•

�&�Q�f�< "á"›

�,�9�6�J 1 configure terminal �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�
4?�Ž�Ò�ù�Ô�•

�,�9�6�J 2 clock timezone  zone  hours-offset  
[minutes-offset ]

�(4F�ê�
.3�o�Ò�ù�Ô�•

UTC �æ�(�Þ�
.3�o�Ô���æ�ê�” no clock timezone �#�`�o�C�^  �&�f�H��
�!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

�,���6�4�ê�]1ñ�(�Þ�

¯�o
�!Ç�(9Ô UTC9Õ�â%¤!��Ô���é�â�”�Î�é�&�Q�f
�<�ê-+$�"á"›�é�•�'�Å���î�»
G�â�(�Þ�
.3�o�Ò�Ú�•�'�æ4¢�Þ�á
ö!ª�Ò�ù
�Ô�•

• zone �æ�ê�”�¡�0�(4F�Ç�É-��Ð���á�¿���ã�È�æ-+$��Ð�����(4F�ê�é�,
�è�
�I
��Ò�ù�Ô�•�:�H���^�;�é.3�o�ê  UTC �â�Ô�•

• hours-offset �æ�ê�” UTC �Æ���é�(�Å�
�I
��Ò�ù�Ô�•

• 9Ô
›�ç9Õminutes-offset �æ�ê�” UTC �Æ���é�½�Å�
�I
��Ò�ù�Ô�•

�,�9�6�J 3 end  $�­  EXEC �U�o�<�æ�¯���ù�Ô�•
4-12
�0�H�;������  �&�f�H���!�X�_�o�*�Z�f  �����< — �]�]�o�,  IOS-XE 3.1.0 SG

OL-22250-01-J



 

%Y 4 %(      �,���6�4�é%¤!�
�*�,�9�S�ã�(�é%¤!�
clock timezone �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�é  minutes-offset ���™�ê�” û�þ�é�(4F�ê
�ã  UTC �ã�é�(�Å�Ç
��'�â�½���•�'�æ�Ñ!ª�â�È�ù�Ô�•�Ú�ã�Ã�ë�”���=�3�"-Ï�W�*�/�é�½��
™�^�é�(4F�ê  
Atlantic Standard Time9ÔAST; �"-Ï�W�¡�0�(9Õ�ê  UTC-3.5 �â�Ô�•�Î�é�•�'�” 3 �ê  3 �(4F�” .5 �ê  50% �

�ç�g�Ò�ù�Ô�•�Î�é�•�'�”�I
��Ô���&�Q�f�<�ê  clock timezone AST -3 30 �â�Ô�•

���(4F�é.3�o

�¤�� $�o�é�ã�æ���(4F�Ç4?�Ž�Å���î&³
L�Ô���þ�^�æ���(4F�
.3�o�Ô���æ�ê�”�4�é
Þ�:�
-��¿�ù�Ô�•

clock summer-time �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�é�¨�Ë�é1ñ�½�â�ê���(4F�é4?�Ž�(�¼
�
�” 2 !ß�ü�é1ñ�½�â�ê&³
L�(�¼�
�0�o�Ò�ù�Ô�•�Ô�ô�á�é�(�Þ�ê�” û�þ�é�(4F�ê�
�n�0�æ�Ò�á�¿�ù�Ô�•4?
�Ž�(4F�ê�¡�0�(�
�n�0�æ�Ò�á�¿�ù�Ô�•&³
L�(4F�ê���(4F�
�n�0�æ�Ò�á�¿�ù�Ô�•4?�Ž�¬�Ç&³
L�¬�����½�ã
�é�•�'�ê�”�*�,�9�S�â�ê
°
¨ ÿ�æ�¿���ã-×�å�Ð���ù�Ô�•

�4�æ�”���(4F�Ç  4 �¬�é%Y	û�ã�•�ã�é  2 �(�æ�Ž�ù���” 10 �¬�é�¨&³�ã�•�ã�é  2 �(�æ&³�
�����Á�æ�0�o�Ô��
���
$��Ò�ù�Ô�•

Switch# configure terminal
Switch(config)# clock summer-time PDT recurring 1 Sunday April 2:00 last Sunday October 
2:00
Switch(config)# end
Switch#

�,�9�6�J 4 show running-config �I
��
#Õ.z�Ò�ù�Ô�•

�,�9�6�J 5 copy running-config startup-config 9Ô
›�ç9Õ�&�f�H���!�X�_�o�*�Z�f  �H�����^�æ.3�o�
�;�=�Ò�ù�Ô�•

�&�Q�f�< "á"›

�&�Q�f�< "á"›

�,�9�6�J 1 configure terminal �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�
4?�Ž�Ò�ù�Ô�•

�,�9�6�J 2 clock summer-time  zone  recurring  
[week day month hh : mm week day 
month hh : mm [offset ]]

�¤���0�o�Ð���Ú�ã�æ4?�Ž�Å���î&³
L�Ô�����(4F�
.3�o�Ò�ù�Ô�•

���(4F�ê�:�H���^�;�â�:���.�o�I�^�æ.3�o�Ð���á�¿�ù�Ô�•�D�\�T�o�2�å
�Ò�â  clock summer-time zone recurring  �
�0�o�Ô���ã�”���(4F�é-Ù�ã�ê
�:�H���^�;�â&(�Ö�é-Ù�ã�Ç.3�o�Ð���ù�Ô�•

• zone �æ�ê�”���(4F�Ç�É-��Ð���á�¿���ã�È�æ-+$��Ð�����(4F�ê�é�,�è
9Ô�Ú�ã�Ã�ë PDT9Õ�
�0�o�Ò�ù�Ô�•

• 9Ô
›�ç9Õweek �æ�ê�”�¬�é
×!ß�ü�é1s�Æ�
�0�o�Ò�ù�Ô9Ô 1 :*  5�”�ù�Ú�ê  
last9Õ�•

• 9Ô
›�ç9Õday �æ�ê�”�•�ã�
�0�o�Ò�ù�Ô9Ô Sunday�” Monday �å�ä9Õ�•

• 9Ô
›�ç9Õmonth �æ�ê�”�¬�
�0�o�Ò�ù�Ô9Ô January�” February �å�ä9Õ�•

• 9Ô
›�ç9Õhh:mm �æ�ê�”�(�Þ�
�(4F9Ô 24 �(4F�»�|9Õ�ã�½�â�0�o�Ò�ù�Ô�•

• 9Ô
›�ç9Õoffset �æ�ê�”���(4F�é4F�”1J
��Ô���½�™�
�0�o�Ò�ù�Ô�•�:
�H���^�;�o�ê  60 �â�Ô�•

�,�9�6�J 3 end  $�­  EXEC �U�o�<�æ�¯���ù�Ô�•

�,�9�6�J 4 show running-config �I
��
#Õ.z�Ò�ù�Ô�•

�,�9�6�J 5 copy running-config startup-config 9Ô
›�ç9Õ�&�f�H���!�X�_�o�*�Z�f  �H�����^�æ.3�o�
�;�=�Ò�ù�Ô�•
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%Y 4 %(      �,���6�4�é%¤!�
�*�,�9�S�,�ã�J�`�f�J�;�é.3�o

e

�Y�o�)�é�ì
Ñ�þ�^�é���(4F�Ç�o�¼"›�å�D�2�o�f�æ�å�
�å�¿9Ô�4�é���(4F�é�\#Õ�å�ã�(�
.3�o�Ô��9Õ�•�'
�ê�”�4�é
Þ�:�
-��¿�ù�Ô�•

clock summer-time �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�é�¨�Ë�é1ñ�½�â�ê���(4F�é4?�Ž�(�¼
�
�” 2 !ß�ü�é1ñ�½�â�ê&³
L�(�¼�
�0�o�Ò�ù�Ô�•�Ô�ô�á�é�(�Þ�ê�” û�þ�é�(4F�ê�
�n�0�æ�Ò�á�¿�ù�Ô�•4?
�Ž�(4F�ê�¡�0�(�
�n�0�æ�Ò�á�¿�ù�Ô�•&³
L�(4F�ê���(4F�
�n�0�æ�Ò�á�¿�ù�Ô�•4?�Ž�¬�Ç&³
L�¬�����½�ã
�é�•�'�ê�”�*�,�9�S�â�ê
°
¨ ÿ�æ�¿���ã-×�å�Ð���ù�Ô�•

���(4F�
�:���.�o�I�^�æ�Ô���æ�ê�” no clock summer-time �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f
�<�

ö!ª�Ò�ù�Ô�•

�4�æ�”���(4F�Ç  2000 ��  10 �¬  12 �ã�é  2 �(�æ�Ž�ù���” 2001 ��  4 �¬  26 �ã�é  2 �(�æ&³�
�����Á.3�o�Ô��
���
$��Ò�ù�Ô�•

Switch# configure terminal
Switch(config)# clock summer-time pdt date 12 October 2000 2:00 26 April 2001 2:00
Switch#

�*�,�9�S�,�ã�J�`�f�J�;�é.3�o
�,���6�4�æ�*�,�9�S�,�
.3�o�Ô���ã�”�,���6�4�
/��Î�â�È�ù�Ô�•�:�H���^�;�â�ê�”�*�,�9�S�,�ã�J�`�f
�J�;�ê  Switch �â�Ô�•

�*�,�9�S  �J�`�f�J�;�
.3�o�Ò�á�¿�å�¿�•�'�ê�”�*�,�9�S�,�é�¨�Ë�é  20 �¥�<�Ç�*�,�9�S  �J�`�f�J�;�ã�Ò
�á
ö!ª�Ð���ù�Ô�•�"�å��.%�  [>] �Ç
ƒ
��Ð���ù�Ô�•�*�,�9�S�,�Ç���•�Ð���Ú�•�'�ê�”�ñ�æ�J�`�f�J�;�ý
���•�Ð���ù�Ô�•

�Î�Î�â
ö!ª�Ô���&�Q�f�<�é�t�¥�Å���î
ö!ª�Ç�:�é.f&¦�æ�ß�¿�á�ê�” �¡ Cisco IOS Configuration 
Fundamentals Command Reference, Release 12.3�¢�Å���î�¡ Cisco IOS IP Command Reference, Volum

�&�Q�f�< "á"›

�,�9�6�J 1 configure terminal �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�
4?�Ž�Ò�ù�Ô�•

�,�9�6�J 2 clock summer-time  zone  date  [month 
date year hh : mm month date year 
hh: mm [offset ]]
�ù�Ú�ê
clock summer-time  zone  date  [date  
month year hh : mm date month year 
hh: mm [offset ]]

�¨�Ë�é�ã
ƒ�â���(4F4?�Ž�é�ã
ƒ�
�” 2 !ß�ü�é�ã
ƒ�â&³
L�é�ã
ƒ�
.3�o�Ò
�ù�Ô�•

���(4F�
�:���.�o�I�^�æ�Ô���æ�ê�” no clock summer-time �#�`�o�C�^  
�&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

���(4F�ê�:�H���^�;�â�:���.�o�I�^�æ.3�o�Ð���á�¿�ù�Ô�•

• zone �æ�ê�”���(4F�Ç�É-��Ð���á�¿���ã�È�æ-+$��Ð�����(4F�ê�é�,�è
9Ô�Ú�ã�Ã�ë PDT9Õ�
�0�o�Ò�ù�Ô�•

• 9Ô
›�ç9Õweek �æ�ê�”�¬�é
×!ß�ü�é1s�Æ�
�0�o�Ò�ù�Ô9Ô 1 :*  5�”�ù�Ú�ê  
last9Õ�•

• 9Ô
›�ç9Õday �æ�ê�”�•�ã�
�0�o�Ò�ù�Ô9Ô Sunday�” Monday �å�ä9Õ�•

• 9Ô
›�ç9Õmonth �æ�ê�”�¬�
�0�o�Ò�ù�Ô9Ô January�” February �å�ä9Õ�•

• 9Ô
›�ç9Õhh:mm �æ�ê�”�(�Þ�
�(4F9Ô 24 �(4F�»�|9Õ�ã�½�â�0�o�Ò�ù�Ô�•

• 9Ô
›�ç9Õoffset �æ�ê�”���(4F�é4F�”1J
��Ô���½�™�
�0�o�Ò�ù�Ô�•�:
�H���^�;�o�ê  60 �â�Ô�•

�,�9�6�J 3 end  $�­  EXEC �U�o�<�æ�¯���ù�Ô�•

�,�9�6�J 4 show running-config �I
��
#Õ.z�Ò�ù�Ô�•

�,�9�6�J 5 copy running-config startup-config 9Ô
›�ç9Õ�&�f�H���!�X�_�o�*�Z�f  �H�����^�æ.3�o�
�;�=�Ò�ù�Ô�•
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�*�,�9�S�,�ã�J�`�f�J�;�é.3�o
2 of 3: Routing Protocols, Release 12.3�¢�

ó�–�Ò�á�Ê�Û�Ð�¿�•

�Î�Î�â�ê�”�4�é.3�o�±�Ž�æ�ß�¿�á.‘�ÿ�Ò�ù�Ô�•

• �Ÿ�*�,�9�S�,�é.3�o�  9ÔP.4-159Õ

• �ŸDNS �é�N-Ð� 9ÔP.4-159Õ

�*�,�9�S�,�é.3�o

�»
G�â�*�,�9�S�,�
.3�o�Ô���æ�ê�”�4�é
Þ�:�
-��¿�ù�Ô�•

�*�,�9�S�,�
.3�o�Ô���ã�”�*�,�9�S  �J�`�f�J�;�ã�Ò�á�ý
ö!ª�Ð���ù�Ô�•

DNS �é�N-Ð

Domain Name System9ÔDNS; �<�T���f  �@�o�S �*�,�9�S9Õ�J�`�;�&�^�ê�”�½�”�3�:�o�2�L�o�,�â�½��  
DNS �
�Ù�î�Ò�ù�Ô�•�Î���

ö!ª�Ô���Î�ã�æ�����”�N�,�;�,�
  IP ���<�_�,�æ�»��
ƒ�Ì�â�È�ù�Ô�•�,���6
�4�æ DNS �
.3�o�Ô���ã�” ping�” telnet�” connect �å�ä�é�Ô�ô�á�é  IP �&�Q�f�<�ÿ�”4P1j�Ô��  Telnet �(
�P�o�;�2
Þ�(�æ�” IP ���<�_�,�é
•�
���æ�N�,�;�,�

ö!ª�â�È�ù�Ô�•

IP �æ���Þ�á�o'õ�Ð����4Ï���3�é�n�,�Ç�|�â�ê�”�:�C���,�
�•�²�ù�Ú�ê�<�T���f�â/��Î�â�È�ù�Ô�•�<�T
���f�,�é
™�¾���ã�Ò�á�ê�”�G�]���<9Ô .9Õ�

ö!ª�Ò�ù�Ô�•�Ú�ã�Ã�ë�”�*�,�&�*�,�9�S�-�ê�” IP �â  com �ã
�¿�Á�<�T���f�,�â/��Î�Ð�����á�:&µ'q�å�é�â�”�<�T���f�,�ê  cisco.com �ã�å���ù�Ô�•�Î�é�<�T���f�]�é
 $�o�é�:�C���,�”�Ú�ã�Ã�ë  File Transfer Protocol9ÔFTP; �H�����^0©1M�J�`�;�&�^9Õ�*�,�9�S�ê�”
ftp.cisco.com �â-+�Ð���ù�Ô�•

IP �â�ê�<�T���f�,�
�à�¸�Ô���Ú�ü�æ�”�<�T���f  �@�o�S �(�o�C�ã�¿�Á�N�(�Ç�o'õ�Ð���á�¿�ù�Ô�•�<�T��
�f  �@�o�S �(�o�C�é�Î
��ê�”�,�è�ã  IP ���<�_�,�é�Q�6�G�f�#�
� �V�6�*�X9Ô�ù�Ú�ê�:�o�2�L�o�,9Õ�æ�;
�,�Ô���Î�ã�â�Ô�•�<�T���f�,�
  IP ���<�_�,�æ�Q�6�G�f�#�Ô���æ�ê�”�ù�Õ�”�N�,�;�,�
 $�o�Ò�”�@�6�;
�b�o�"
��æ�=�÷�Ô���@�o�S  �(�o�C�
�0�o�Ò�” DNS �
���@�o�I�^�æ�Ò�ù�Ô�•

�Î�Î�â�ê�”�4�é.3�o�±�Ž�æ�ß�¿�á.‘�ÿ�Ò�ù�Ô�•

• �ŸDNS �é�:�H���^�;.3�o�  9ÔP.4-169Õ

• �ŸDNS �é.3�o�  9ÔP.4-169Õ

�&�Q�f�< "á"›

�,�9�6�J 1 configure terminal �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�
4?�Ž�Ò�ù�Ô�•

�,�9�6�J 2 hostname  name �»
G�â�*�,�9�S�,�
.3�o�Ò�ù�Ô�•

�:�H���^�;.3�o�ê  switch �â�Ô�•

�,�è�ê  ARPANET �N�,�;�,�é-Ù�ã�æ�å�Á��-Ð�Ç�½���ù�Ô�•�Î�é-Ù�ã�â�ê
�N�,�;�,�ê�¥�<�â�Ž�ù���”�¥�<�ù�Ú�ê�™�<�â&³�
���”
ö!ª�â�È���é�ê�¥
�<�”�™�<�”�ù�Ú�ê�B���H�f�Û�Ì�â�Ô�•�,�è�æ�ê  63 �¥�<�ù�â
ö!ª�â�È�ù�Ô�•

�:�H���^�;�é�N�,�;�,�æ�¯�Ô�æ�ê�” no hostname �#�`�o�C�^  �&�f�H���!�X
�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

�,�9�6�J 3 end  $�­  EXEC �U�o�<�æ�¯���ù�Ô�•

�,�9�6�J 4 show running-config �I
��
#Õ.z�Ò�ù�Ô�•

�,�9�6�J 5 copy running-config 
startup-config

9Ô
›�ç9Õ�&�f�H���!�X�_�o�*�Z�f  �H�����^�æ.3�o�
�;�=�Ò�ù�Ô�•
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%Y 4 %(      �,���6�4�é%¤!�
�*�,�9�S�,�ã�J�`�f�J�;�é.3�o
• �ŸDNS .3�o�é-+$��  9ÔP.4-179Õ

DNS �é�:�H���^�;.3�o

-+ 4-2 �æ�” DNS �é�:�H���^�;.3�o�
$��Ò�ù�Ô�•

DNS �é.3�o

DNS �

ö!ª�Ô�����Á�æ�,���6�4�
.3�o�Ô���æ�ê�”�4�é
Þ�:�
-��¿�ù�Ô�•

-+ 4-2 DNS �é�:�H���^�;.3�o

�Ï(» �:�H���^�;.3�o

DNS ���@�o�I�^  �,�9�o�; ���@�o�I�^

DNS �:�H���^�;  �<�T���f�, .3�o�å�Ò

DNS �(�o�C �@�o�S  �(�o�C�é���<�_�,�é.3�o�å�Ò

�&�Q�f�< "á"›

�,�9�6�J 1 configure terminal �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�
4?�Ž�Ò�ù�Ô�•

�,�9�6�J 2 ip domain-name  name 5V�b�K�C6<�N�,�;�,9Ô�<�6�;
ƒ�È  10 1t-+.%�<�T���f�,�é�å�¿�,�è9Õ�
�b�‘�Ð
�Ö���Ú�ü�æ�0�H�;�������Ç
ö!ª�Ô���”�:�H���^�;�é�<�T���f�,�
�o'õ�Ò�ù�Ô�•

�<�T���f�,�
�å4°�Ô���æ�ê�” no ip domain-name name �#�`�o�C�^  �&�f�H��
�!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

�<�T���f�,�
5V�b�K�C6<�,�Æ��
™�¾���Ú�ü�æ
ö!ª�Ð�����¨�Ë�é�G�]���<�ê�I��
�å�¿�â�Ê�Û�Ð�¿�•

/à
G�(�æ�ê�<�T���f�,�ê.3�o�Ð���á�¿�ù�Ö���Ç�” BOOTP �ù�Ú�ê  Dynamic 
Host Configuration Protocol9ÔDHCP9Õ�(�o�C�Æ���,���6�4  �&�f�H���!�X�_�o
�*�Z�f�
���ç�Ò�á�¿���•�'�ê�” BOOTP �ù�Ú�ê  DHCP �(�o�C�æ���Þ�á�:�H���^
�;�é�<�T���f�,�Ç.3�o�Ð�����Î�ã�Ç�½���ù�Ô9Ô�(�o�C�æ�Î�é�±�Ž�Ç.3�o�Ð���á
�¿���•�'9Õ �•

�,�9�6�J 3 ip name-server  
server-address1  
[server-address2 ... 
server-address6 ]

�,�è�Å���î���<�_�,�é.��ÿ�æ
ö!ª�Ô���” 1 �ß�ù�Ú�ê-„�™�é�@�o�S  �(�o�C�é���<
�_�,�
�0�o�Ò�ù�Ô�•

�@�o�S �(�o�C�é���<�_�,�
�å4°�Ô���æ�ê�” no ip name-server server-address 
�#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

�¨�"  6 �ß�é�@�o�S  �(�o�C�
�0�o�â�È�ù�Ô�•�&�(�o�C  ���<�_�,�ê�,�M�o�,�â
™
�¾���ù�Ô�•�¨�Ë�æ�0�o�Ð���Ú�(�o�C�Ç�”�J�\���Q�]  �(�o�C�â�Ô�•�,���6�4�ê�”
�¨�Ë�æ�J�\���Q�]  �(�o�C�æ  DNS �"���]�o�
1M�>�Ò�ù�Ô�•�Ø�é�"���]�o�Ç�,�Œ
�Ò�Ú�•�'�ê�”�C�6�"���6�J  �(�o�C�æ�"���]�o�Ç1M�>�Ð���ù�Ô�•

�,�9�6�J 4 ip domain-lookup 9Ô
›�ç9Õ�,���6�4�â�” DNS �L�o�,�é�N�,�;�,�é���<�_�,�ó�é���µ�
���@�o�I�^
�æ�Ò�ù�Ô�•�Î�é�Ï(»�ê�”�:�H���^�;�â���@�o�I�^�æ.3�o�Ð���á�¿�ù�Ô�•

�,���6�4�é  DNS �
�:���.�o�I�^�æ�Ô���æ�ê�” no ip domain-lookup �#�`�o�C
�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•


ö!ª�Ô���@�6�;�b�o�"  �:�C���,�Ç�”�Y�o�)�Ç�,�è�é
����°�á�
�Ù�î�â�È�å�¿
�@�6�;�b�o�"�]�é�:�C���,�ã�’&ï�Ô����-Ð�Ç�½���•�'�”�#�`�o�C�^�å���f�2�o
�@�6�;�é�@�o�R�f�#�Ç�|9Ô DNS9Õ�

ö!ª�Ò�á�”�Y�o�)�é�:�C���,�
	û�ç�æ $�o
�Ô���:�C���,�,�

G"›�æ
����°�á���Î�ã�Ç�â�È�ù�Ô�•
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%Y 4 %(      �,���6�4�é%¤!�
�C�=�o�é
Þ�‘
�,���6�4�é  IP ���<�_�,�
�Ø�é�N�,�;�,�ã�Ò�á
ö!ª�Ô���•�'�ê�” IP ���<�_�,�Ç
ö!ª�Ð���” DNS �"���]�o
�ê"’!¢�Ò�ù�Ö���•�G�]���<9Ô .9Õ�å�Ò�â�N�,�;�,�
.3�o�Ô���ã�”�G�]���<�ã�”�Ø���æ&ï�Ê�:�H���^�;�é
�<�T���f�,�Ç�N�,�;�,�æ1J
��Ð���”�Ø�é�½�ã�â  DNS �"���]�o�Ç-��
���”�,�è�
  IP ���<�_�,�æ�»��
ƒ�Ì
�ù�Ô�•�:�H���^�;�é�<�T���f�,�ê�” ip domain-name �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�æ
���Þ�á.3�o�Ð�����o�â�Ô�•�N�,�;�,�æ�G�]���<9Ô .9Õ�Ç�½���•�'�ê�” Cisco IOS �0�H�;�������ê�”�N�,�;
�,�æ�:�H���^�;�é�<�T���f�,�
1J
��Ö�Õ�æ  IP ���<�_�,�
��&•�Ò�ù�Ô�•

DNS .3�o�é-+$�

DNS .3�o�±�Ž�
-+$��Ô���æ�ê�” show running-config  $�­  EXEC �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

�C�=�o�é
Þ�‘
Message-of-The-Day9ÔMoTD9Õ�C�=�o�Å���î�`�#���f  �C�=�o�
.3�o�â�È�ù�Ô�• MoTD �C�=�o�ê�`�#��
�f�(�æ�’&ï�Ò�á�¿���Ô�ô�á�é%5�Ã�â-+$��Ð���”�Ô�ô�á�é�@�6�;�b�o�"  �Y�o�)�
�»/N�ã�Ò�Ú�T�6�.�o�+

9Ô�*�,�9�S  �*�V�6�;�3���f
M�T�å�ä9Õ�
1M�>�Ô���é�æ�"�Ñ�â�Ô�•

�`�#���f  �C�=�o�ý�”�’&ï�Ò�á�¿���Ô�ô�á�é%5�Ã�â-+$��Ð���ù�Ô�•-+$��Ð�����é�ê�” MoTD �C�=�o�é�½
�ã�â�”�`�#���f  �J�`�f�J�;�Ç-+$��Ð�����è�â�Ô�•

9Ô�H9Õ �Î�Î�â
ö!ª�Ô���&�Q�f�<�é�t�¥�Å���î
ö!ª�Ç�:�é.f&¦�æ�ß�¿�á�ê�” �¡ Cisco IOS Configuration 
Fundamentals Command Reference, Release 12.3�¢�

ó�–�Ò�á�Ê�Û�Ð�¿�•

�Î�Î�â�ê�”�4�é.3�o�±�Ž�æ�ß�¿�á.‘�ÿ�Ò�ù�Ô�•

• �Ÿ�C�=�o�é�:�H���^�;.3�o�  9ÔP.4-179Õ

• �ŸMoTD �`�#���f  �C�=�o�é.3�o�  9ÔP.4-179Õ

• �Ÿ�`�#���f  �C�=�o�é.3�o�  9ÔP.4-199Õ

�C�=�o�é�:�H���^�;.3�o

MoTD �Å���î�`�#���f  �C�=�o�ê.3�o�Ð���ù�Ö���•

MoTD �`�#���f  �C�=�o�é.3�o

�Y�o�)�Ç�,���6�4�æ�`�#���f�Ò�Ú�ã�È�æ!¹5Y�æ-+$��Ð����  1 -��ù�Ú�ê-„�™-��é�T�6�.�o�+  �C�=�o�

Þ
�‘�â�È�ù�Ô�•

�,�9�6�J 5 end  $�­  EXEC �U�o�<�æ�¯���ù�Ô�•

�,�9�6�J 6 show running-config �I
��
#Õ.z�Ò�ù�Ô�•

�,�9�6�J 7 copy running-config 
startup-config

9Ô
›�ç9Õ�&�f�H���!�X�_�o�*�Z�f  �H�����^�æ.3�o�
�;�=�Ò�ù�Ô�•

�&�Q�f�< "á"›
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%Y 4 %(      �,���6�4�é%¤!�
�C�=�o�é
Þ�‘
MoTD �`�#���f  �C�=�o�
.3�o�Ô���æ�ê�”�4�é
Þ�:�
-��¿�ù�Ô�•

�4�æ�”�P�f�<.%� 9Ô #9Õ�
4?�Ž�Å���î&³
L�é
™�¾���¥�<�ã�Ò�á
ö!ª�Ò�”�,���6�4�é  MoTD �C�=�o�
.3�o
�Ô�����
$��Ò�ù�Ô�•

Switch(config)# banner motd #
This is a secure site. Only authorized users are allowed.
For access, contact technical support.
#
Switch(config)#

�4�æ�”�è�é.3�o�æ����-+$��Ð���Ú�C�=�o�
$��Ò�ù�Ô�•

Unix> telnet 172.2.5.4
Trying 172.2.5.4...
Connected to 172.2.5.4.
Escape character is '^]'.

This is a secure site. Only authorized users are allowed.
For access, contact technical support.

User Access Verification

Password:

�&�Q�f�< "á"›

�,�9�6�J 1 configure terminal �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�
4?�Ž�Ò�ù�Ô�•

�,�9�6�J 2 banner motd c message c MoTD �
�0�o�Ò�ù�Ô�•

MoTD �C�=�o�
�å4°�Ô���æ�ê�” no banner motd �#�`�o�C�^  �&�f�H��
�!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

c �æ�ê�”
›�ç�é
™�¾���¥�<�”�Ú�ã�Ã�ë�P�f�<.%� 9Ô #9Õ�
�I
��Ò�á�”
Return � �o�
�ü�Ò�ù�Ô�•
™�¾���¥�<�ê�C�=�o  �9� �,�;�é�Ž�ù���ã&³�

���
-+�Ò�ù�Ô�•&³�
���é
™�¾���¥�<�é�½�ã�é�¥�<�ê�<�`�6�J�Ð���ù�Ô�•

message �æ�ê�” 255 �¥�<�ù�â�é�C�=�o  �T�6�.�o�+�
�I
��Ò�ù�Ô�•�T�6
�.�o�+�æ�ê
™�¾���¥�<�

ö!ª�â�È�ù�Ö���•

�,�9�6�J 3 end  $�­  EXEC �U�o�<�æ�¯���ù�Ô�•

�,�9�6�J 4 show running-config �I
��
#Õ.z�Ò�ù�Ô�•

�,�9�6�J 5 copy running-config startup-config 9Ô
›�ç9Õ�&�f�H���!�X�_�o�*�Z�f  �H�����^�æ.3�o�
�;�=�Ò�ù�Ô�•
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MAC ���<�_�,  �9�o�I�^�é%¤!�
�`�#���f  �C�=�o�é.3�o

�’&ï�Ð���Ú�Ô�ô�á�é%5�Ã�â�`�#���f  �C�=�o�Ç-+$��Ð�������Á�æ.3�o�â�È�ù�Ô�•�C�=�o�Ç-+$��Ð�����é
�ê�” MoTD �C�=�o�é�½�ã�â�”�`�#���f  �J�`�f�J�;�Ç-+$��Ð�����è�â�Ô�•

�`�#���f  �C�=�o�
.3�o�Ô���æ�ê�”�4�é
Þ�:�
-��¿�ù�Ô�•

�4�æ�”�<�^.%� 9Ô $9Õ�
4?�Ž�Å���î&³
L�é
™�¾���¥�<�ã�Ò�á
ö!ª�Ò�”�,���6�4�é�`�#���f  �C�=�o�
.3�o
�Ô�����
$��Ò�ù�Ô�•

Switch# configuration terminal
Switch(config)# banner login $
Access for authorized users only. Please enter your username and password.
$
Switch(config)# end
Switch#

MAC ���<�_�,  �9�o�I�^�é%¤!�
MAC ���<�_�,  �9�o�I�^�æ�ê�”�,���6�4�Ç�P�o�;4F�é�;�\�H���6�"0©1M�æ
ö!ª�Ô�����<�_�,�±�Ž�Ç�=�ù
���á�¿�ù�Ô�•�Î�é���<�_�,  �9�o�I�^�æ"“3s�Ð���Ú�Ô�ô�á�é  MAC ���<�_�,�ê�” 1 �ß�ù�Ú�ê-„�™�é�P�o�;
�æ�»��
ƒ�Ì�����á�¿�ù�Ô�•���<�_�,  �9�o�I�^�æ�=�ù�������<�_�,  �2���J�æ�ê�”�4�é�ý�é�Ç�½���ù�Ô�•

• �3���=�R�6�"  ���<�_�,9æ�,���6�4�Ç�G(��Ò�”
ö!ª�Ð���å�Ê�å�Þ�Ú�(�P�â�¼4¢�¾���ã�å��1M�>�0  
MAC ���<�_�,

• �,�2�9���6�"  ���<�_�,9æ�»
G�â�I
��Ð���”�¼4¢�¾���æ�å���Õ�”�,���6�4�é�]�.�6�;�(�æ�ý�–
ð�Ð
���å�¿�Y�>� �V�,�;  ���<�_�,

���<�_�,  �9�o�I�^�ê�”�p�5  MAC ���<�_�,�”�»���Ô��  VLAN ID �”�Å���î���<�_�,�ã�2���J9Ô�,�2
�9���6�"�ù�Ú�ê�3���=�R�6�"9Õ�æ�»��
ƒ�Ì�����Ú�P�o�;!ß� �
$��Ò�ù�Ô�•

9Ô�H9Õ �Î�Î�â
ö!ª�Ô���&�Q�f�<�é�t�¥�Å���î
ö!ª�Ç�:�é.f&¦�æ�ß�¿�á�ê�”�Î�é�]�]�o�,�æ�»���Ô���&�Q�f�<  
�]�H���_�f�,�

ó�–�Ò�á�Ê�Û�Ð�¿�•

�&�Q�f�< "á"›

�,�9�6�J 1 configure terminal �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�
4?�Ž�Ò�ù�Ô�•

�,�9�6�J 2 banner login c message c �`�#���f  �T�6�.�o�+�
�0�o�Ò�ù�Ô�•

�`�#���f  �C�=�o�
�å4°�Ô���æ�ê�” no banner login �#�`�o�C�^  �&�f�H��
�!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

c �æ�ê�”
›�ç�é
™�¾���¥�<�”�Ú�ã�Ã�ë�P�f�<.%� 9Ô #9Õ�
�I
��Ò�á�” Return 
� �o�
�ü�Ò�ù�Ô�•
™�¾���¥�<�ê�C�=�o  �9� �,�;�é�Ž�ù���ã&³�
���
-+�Ò�ù
�Ô�•&³�
���é
™�¾���¥�<�é�½�ã�é�¥�<�ê�<�`�6�J�Ð���ù�Ô�•

message �æ�ê�” 255 �¥�<�ù�â�é�`�#���f  �T�6�.�o�+�
�I
��Ò�ù�Ô�•�T�6
�.�o�+�æ�ê
™�¾���¥�<�

ö!ª�â�È�ù�Ö���•

�,�9�6�J 3 end  $�­  EXEC �U�o�<�æ�¯���ù�Ô�•

�,�9�6�J 4 show running-config �I
��
#Õ.z�Ò�ù�Ô�•

�,�9�6�J 5 copy running-config 
startup-config

9Ô
›�ç9Õ�&�f�H���!�X�_�o�*�Z�f  �H�����^�æ.3�o�
�;�=�Ò�ù�Ô�•
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%Y 4 %(      �,���6�4�é%¤!�
MAC ���<�_�,  �9�o�I�^�é%¤!�
�Î�Î�â�ê�”�4�é.3�o�±�Ž�æ�ß�¿�á.‘�ÿ�Ò�ù�Ô�•

• �Ÿ���<�_�,  �9�o�I�^�é
Þ�‘�  9ÔP.4-209Õ

• �ŸMAC ���<�_�,�ã  VLAN � 9ÔP.4-209Õ

• �ŸMAC ���<�_�,  �9�o�I�^�é�:�H���^�;.3�o�  9ÔP.4-219Õ

• �Ÿ���<�_�,  ���o�+�f�#  �2���S�é���•�  9ÔP.4-219Õ

• �Ÿ�3���=�R�6�"  ���<�_�,  ���f�;�]�é�å4°�  9ÔP.4-229Õ

• �ŸMAC ���•1b#n�;�\�6�J�é.3�o�  9ÔP.4-229Õ

• �ŸMAC $–
G1b#n�;�\�6�J�é.3�o�  9ÔP.4-259Õ

• �ŸMAC �Ò�È�¿�o1b#n�;�\�6�J�é.3�o�  9ÔP.4-269Õ

• �Ÿ�,�2�9���6�"  ���<�_�,  ���f�;�]�é1J
��Å���î�å4°�  9ÔP.4-279Õ

• �Ÿ�Y�>� �V�,�;  MAC ���<�_�,  �H���^�2�]�f�#�é.3�o�  9ÔP.4-299Õ

• �Ÿ���<�_�,  �9�o�I�^  ���f�;�]�é-+$��  9ÔP.4-309Õ

���<�_�,  �9�o�I�^�é
Þ�‘

�Ô�ô�á�é�P�o�;�â�(�P�o�;�Ð����-„�™�é  MAC ���<�_�,�æ���Þ�á�”�,���6�4�é
›�ç�é�P�o�;�
�&�b�o�"
�,�9�o�*�Z�f�”�]�G�o�2�”�,���6�4�”�^�o�2�”�ù�Ú�ê�Ø�é
•�é�@�6�;�b�o�"  �:�C���,�æ�’&ï�â�È�ù�Ô�•
�&�P�o�;�â���>�Ô���D�$�6�;�é1M�>�0���<�_�,�
�G(��Ò�”���<�_�,  �9�o�I�^�æ���<�_�,�ã�Ø�é�»���Ô
���P�o�;!ß� �
1J
��Ô���Î�ã�æ�����”�,���6�4�ê
G"›�å���<�_�,�0�o�
-��¿�ù�Ô�•�@�6�;�b�o�"�â�,
�9�o�*�Z�f�é�Ç.3�ù�Ú�ê�������Ò�Ç-��
�����ã�”�,���6�4�ê���<�_�,  �9�o�I�^�
�•�Â�Ò�”�Â�Ò�¿�3��
�=�R�6�"  ���<�_�,�
1J
��Ò�Ú���”
ö!ª�Ð���á�¿�å�¿���<�_�,�
�¼4¢�¾���æ�Ò�Ú���Ò�ù�Ô�•

���o�+�f�#  ���f�2�o�C�^�ê�”�#�`�o�C�^�æ.3�o�Ð���á�¿�ù�Ô�•�Ú�Û�Ò�”�,���6�4�ê  VLAN �Ï�ã�æ���<
�_�,  �9�o�I�^�
&ý�,�Ò�” STP �æ���Þ�á  VLAN 
±
Ï�â���o�+�f�#  ���f�2�o�C�^�
#t'W�â�È�ù�Ô�•

�,���6�4�ê�”���>�Ò�Ú�D�$�6�;�é�p�5���<�_�,�æ�n�à�¿�á�”�½������&µ�ú�'�
�Ö�é�P�o�;4F�â�D�$�6�;
�
1M�>�Ò�ù�Ô�• MAC ���<�_�,  �9�o�I�^�

ö!ª�Ô���Î�ã�æ�����”�,���6�4�ê�”�p�5���<�_�,�æ�»��
ƒ�Ì
�����Ú�P�o�;�æ�Û�Ì�”�D�$�6�;�
0©1M�Ò�ù�Ô�•�p�5���<�_�,�Ç�D�$�6�;�
1M�>�Ò�Ú�P�o�;
��æ�½���•�'
�ê�”�D�$�6�;�ê�H���^�2�]�f�#�£!��Ð���”0©1M�Ð���ù�Ö���•�,���6�4�ê�”�ñ�æ�,�;��  ���f�<  �H���b�o
�<�Ç�|�

ö!ª�Ò�ù�Ô�•�ß�ù���”�b�K�å�D�$�6�;�
�¿�Þ�Ú���;�=�Ò�á���\�o�Ç�å�¿�Æ���O�Ò�á�Æ��
µ1M�Ò
�ù�Ô�•

MAC ���<�_�,�ã  VLAN
���<�_�,�ê�Ô�ô�á�” VLAN �ã�»��
ƒ�Ì�����ù�Ô�• 1 �ß�é���<�_�,�
-„�™�é  VLAN �æ�»��
ƒ�Ì�”�Ø���Ù
���â!ã�å���p�5�
.3�o�â�È�ù�Ô�•�Ú�ã�Ã�ë�” VLAN 1 �é�P�o�;  1�”�Å���î  VLAN 5 �é�P�o�;  9�” 10�” 1 
�
�p�5�ã�Ô���Y�>� �V�,�;  ���<�_�,�
.3�o�â�È�ù�Ô�•

VLAN �Ï�ã�æ�” [)D�é.°!����<�_�,  �9�o�I�^�Ç&ý�,�Ð���ù�Ô�•�½��  VLAN �â�â#n�é���<�_�,�Ç�Î�é  
VLAN �â.z/��Ð�����æ�ê�”�Î�é  VLAN �]�é�P�o�;�æ���Þ�á�G(��Ð�����Æ�”�ù�Ú�ê�Î�é  VLAN �]�é
�P�o�;�æ5R"›�æ�»��
ƒ�Ì��������-Ð�Ç�½���ù�Ô�•
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%Y 4 %(      �,���6�4�é%¤!�
MAC ���<�_�,  �9�o�I�^�é%¤!�
�J�\���L�o�;  VLAN �Ç.3�o�Ð���á�¿���•�'�”���<�_�,�é�G(��Ç�:�ê�” MAC ���<�_�,�é�2���J�æ���Þ
�á!ã�å���ù�Ô�•

• �J�\���L�o�;  VLAN 
��æ�½��  1 �ß�é  VLAN �â�G(��Ð���Ú�3���=�R�6�"  MAC ���<�_�,�ê�”4P1j  
VLAN �â-„-~�Ð���ù�Ô�•�Ú�ã�Ã�ë�”�J�\���L�o�;  VLAN �é�.���f�3�]  VLAN �â�G(��Ð���Ú  MAC 
���<�_�,�ê�”�J�\���Q�]  VLAN �æ-„-~�Ð���ù�Ô�•

• �J�\���Q�]�ù�Ú�ê�.���f�3�]  VLAN �æ.3�o�Ð���Ú�,�2�9���6�"  MAC ���<�_�,�ê�”4P1j  VLAN �æ
�ê-„-~�Ð���ù�Ö���• �J�\���L�o�;  VLAN �é�J�\���Q�]�ù�Ú�ê�.���f�3�]  VLAN �]�æ�,�2�9���6�"  
MAC ���<�_�,�
.3�o�Ò�Ú�•�'�”�+�Ó�,�2�9���6�"  MAC ���<�_�,�
�Ô�ô�á�é  4P1j VLAN �æ�ý.3
�o�Ô����-Ð�Ç�½���ù�Ô�•

�J�\���L�o�;  VLAN �é.f&¦�æ�ß�¿�á�ê�” %Y33 %(�Ÿ�J�\���L�o�;  VLAN9ÔPVLAN9Õ�é.3�o�  �

ó�–�Ò
�á�Ê�Û�Ð�¿�•

MAC ���<�_�,  �9�o�I�^�é�:�H���^�;.3�o

-+ 4-3 �æ�” MAC ���<�_�,  �9�o�I�^�é�:�H���^�;.3�o�
$��Ò�ù�Ô�•

���<�_�,  ���o�+�f�#  �2���S�é���•

�3���=�R�6�"  ���<�_�,�ê�”�,���6�4�Ç�G(��Ò�”
ö!ª�Ð���å�Ê�å���ã�¼4¢�¾���æ�å��1M�>�0  MAC ���<
�_�,�â�Ô�•�Ô�ô�á�é  VLAN �ù�Ú�ê�0�o�Ò�Ú  VLAN �æ�»�Ò�á�”���o�+�f�#  �2���S�é.3�o�
���•�â�È�ù
�Ô�•

���o�+�f�#  �2���S�
#t�Ê.3�o�Ò�Ô�É���ã�”���<�_�,�Ç�t!ª�Ð���å�¿�ù�ù�9�o�I�^�Æ���å4°�Ð������(»
�H�Ç�½���ù�Ô�•�Ø�é�•�'�”�,���6�4�ê�p�5�Ç
��ÿ�é�D�$�6�;�
���>�Ô���ã�”���>�P�o�;�ã�+�Ó  VLAN 
�]�é�Ô�ô�á�é�P�o�;�æ�”�Ø�é�D�$�6�;�
�H�\�6�:���f�#�Ò�ù�Ô�•�Î�é
���-Ð�å�H�\�6�:���f�#�æ���Þ
�á�”�D�H���o�Q�f�,�æ�¡�Ç5À�

ø�÷�Ô��(»�H�Ç�½���ù�Ô�•�ù�Ú�”���o�+�f�#  �2���S�
43�Ê.3�o�Ò�Ô�É
���ã�”���<�_�,  �9�o�I�^�Ç
ö!ª�Ð���å�¿���<�_�,�â�¿�Þ�ì�¿�æ�å���”�Î���æ���Þ�á�Â�Ò�¿���<�_�,�

�G(��â�È�å�Ê�å���ù�Ô�•�Î�é&¿���H�\�6�:���f�#�ã�å���”�,���6�4�é�D�H���o�Q�f�,�æ�¡�Ç5À�

ø�÷�Ô
��(»�H�Ç�½���ù�Ô�•

-+ 4-3 MAC ���<�_�,  �9�o�I�^�é�:�H���^�;.3�o

�Ï(» �:�H���^�;.3�o

���o�+�f�#  �2���S 300 $}

�3���=�R�6�"  ���<�_�, )D
G�G(�

�,�2�9���6�"  ���<�_�, .3�o�å�Ò
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%Y 4 %(      �,���6�4�é%¤!�
MAC ���<�_�,  �9�o�I�^�é%¤!�
�3���=�R�6�"  ���<�_�,  �9�o�I�^�é���o�+�f�#  �2���S�
.3�o�Ô���æ�ê�”�4�é
Þ�:�
-��¿�ù�Ô�•

�3���=�R�6�"  ���<�_�,  ���f�;�]�é�å4°

�3���=�R�6�"  ���f�;�]�
�Ô�ô�á�å4°�Ô���æ�ê�” EXEC �U�o�<�â  clear mac address-table dynamic �&�Q
�f�<�

ö!ª�Ò�ù�Ô�• $�o�é  MAC ���<�_�,9Ô clear mac address-table dynamic address mac-address9Õ�”
�0�o�Ò�Ú �!��P�o�;�ù�Ú�ê�P�o�;  �4�V�@�^
��é�Ô�ô�á�é���<�_�,9Ô clear mac address-table dynamic 
interface interface-id9Õ�”�ù�Ú�ê�0�o�Ò�Ú  VLAN 
��é�Ô�ô�á�é���<�_�,9Ô clear mac address-table 
dynamic vlan vlan-id9Õ�
�å4°�Ô���Î�ã�ý�â�È�ù�Ô�•

�3���=�R�6�"  ���f�;�]�Ç�å4°�Ð���Ú�Î�ã�
#Õ.z�Ô���æ�ê�” show mac address-table dynamic  $�­  
EXEC �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

MAC ���•1b#n�;�\�6�J�é.3�o

MAC ���•1b#n�Ï(»�æ�����”�,���6�4�æ  MAC ���•���"�9���F�9���
�;�=�Ô���Î�ã�â�@�6�;�b�o�"
��é
�Y�o�)�
1J0��â�È�ù�Ô�•�,���6�4�Ç  MAC ���<�_�,�
�G(��ù�Ú�ê�å4°�Ô���Ú�î�æ�” SNMP 1b#n�
!¢�‘
�Ò�á�@�6�;�b�o�"%¤!��*�,�9�S�æ1M�>�Ð�Ö���Î�ã�Ç�â�È�ù�Ô�•�@�6�;�b�o�"�æ���™�é�Y�o�)�é�´�I���Ç
�½���•�'�ê�”�;�\�6�J  ���f�2�o�C�^  �2���S�
.3�o�Ò�á1b#n�;�\�6�J�
�ù�ã�ü�”�@�6�;�b�o�"  �;�\
�H���6�"�
�å�ë�â�È�ù�Ô�• MAC 1b#n���g�9�o�I�^�ê�”�;�\�6�J�Ç���@�o�I�^�æ.3�o�Ð���Ú�B�o�<����
���é�P�o�;�Ï�ã�é  MAC ���<�_�,  ���"�9���F�9���
�;�=�Ò�ù�Ô�• MAC ���<�_�,1b#n�ê�”�3���=�R�6�"
�Å���î�,�2�9���6�"�é  MAC ���<�_�,�æ�ß�¿�á!¢�‘�Ð���ù�Ô�•)D�Æ���<�_�,�ù�Ú�ê�Q�^�4� �V�,�;  ��
�<�_�,�æ�ß�¿�á�ê�”���L�f�;�ê!¢�‘�Ð���ù�Ö���•

�&�Q�f�< "á"›

�,�9�6�J 1 configure terminal �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�
4?�Ž�Ò�ù�Ô�•

�,�9�6�J 2 mac address-table aging-time  [0 | 
10-1000000 ] [vlan  vlan-id ]

�3���=�R�6�"  ���f�;�]�Ç
ö!ª�ù�Ú�ê�•�Â�Ð���Ú�ß�” MAC ���<�_�,  
�9�o�I�^�]�æ�;�,�Ð�����(4F�
.3�o�Ò�ù�Ô�•

�:�H���^�;�o�æ�¯�Ô�æ�ê�” no mac address-table aging-time �#�`�o
�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

�0�o�â�È��%¸�Ð�ê  10 :*  1000000 $}�â�Ô�•�:�H���^�;�ê  300 $}�â
�Ô�• 0 �
�I
��Ò�á�¼4¢�¾���
�:���.�o�I�^�æ�Ô���Î�ã�ý�â�È�ù�Ô�•
�,�2�9���6�"  ���<�_�,�ê�”�¼4¢�¾���æ�å���Î�ã�ý�9�o�I�^�Æ���å4°
�Ð�����Î�ã�ý�½���ù�Ö���•

vlan-id �é�­
2%¸�Ð�ê�” 1 :*  4094 �â�Ô�•

�,�9�6�J 3 end  $�­  EXEC �U�o�<�æ�¯���ù�Ô�•

�,�9�6�J 4 show mac address-table aging-time �I
��
#Õ.z�Ò�ù�Ô�•

�,�9�6�J 5 copy running-config startup-config 9Ô
›�ç9Õ�&�f�H���!�X�_�o�*�Z�f  �H�����^�æ.3�o�
�;�=�Ò�ù�Ô�•
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%Y 4 %(      �,���6�4�é%¤!�
MAC ���<�_�,  �9�o�I�^�é%¤!�
NMS �N�,�;�æ  MAC ���•1b#n�;�\�6�J�
1M�>�Ô���æ�ê�”�4�é
Þ�:�
-��¿�ù�Ô�•

�&�Q�f�< "á"›

�,�9�6�J 1 configure terminal �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�
4?�Ž
�Ò�ù�Ô�•

�,�9�6�J 2 snmp-server host host-addr  [traps | informs ] { version  
{ 1| 2c | 3}} [ auth  | noauth  | priv ] community-string 
[ udp-port port ] [ notification-type ]

�;�\�6�J  �T�6�.�o�+�é���>�¥�
�0�o�Ò�ù�Ô�•

• host-addr �æ�ê�” NMS �é�,�è�ù�Ú�ê���<�_�,�

�0�o�Ò�ù�Ô�•

• traps9Ô�:�H���^�;9Õ�
�0�o�Ô���ã�” SNMP �;
�\�6�J�
�N�,�;�æ1M�>�Ò�ù�Ô�• informs �
�0�o
�Ô���ã�” SNMP ���f�H���o�S�
�N�,�;�æ1M�>�Ò
�ù�Ô�•

• �(�P�o�;�Ô��  SNMP �C�o�+�Z�f�
�0�o�Ò�ù�Ô�•
informs �
�0�o�Ò�Ú�•�'�”�C�o�+�Z�f  19Ô�:�H��
�^�;9Õ�ê
ö!ª�â�È�ù�Ö���•

• community-string �æ�ê�”1b#n
G
Þ�(�æ1M�>�Ô��
�,�;�]�f�#�
�0�o�Ò�ù�Ô�• snmp-server host �&
�Q�f�<�

ö!ª�Ò�á�Î�é�,�;�]�f�#�
.3�o�â�È�ù
�Ô�Ç�”�Î�é�,�;�]�f�#�
�o'õ�Ô���æ�ê�”�¨�Ë�æ  
snmp-server community �&�Q�f�<�

ö!ª�Ò�”
�4�æ snmp-server host �&�Q�f�<�

ö!ª�Ô���Î
�ã�
�•�Q�Ò�ù�Ô�•

• notification-type �æ�ê�” mac-notification � �o
�b�o�<�

ö!ª�Ò�ù�Ô�•

�,�9�6�J 3 snmp-server enable traps mac-notification change �,���6�4�æ����  MAC ���•�;�\�6�J�é  NMS �ó�é1M
�>�
���@�o�I�^�æ�Ò�ù�Ô�•

�,���6�4�æ����  MAC ���•1b#n�;�\�6�J�é1M�>�

�:���.�o�I�^�æ�Ô���æ�ê�” no snmp-server enable 
traps mac-notification change �#�`�o�C�^  �&�f
�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

�,�9�6�J 4 mac address-table notification change MAC ���<�_�,���•1b#n�Ï(»�
���@�o�I�^�æ�Ò�ù�Ô�•

�,�9�6�J 5 mac address-table notification change 
[ interval  value ] | [history-size  value ]

�;�\�6�J  ���f�2�o�C�^  �2���S�ã���g�9�o�I�^�é�(
���-�
�I
��Ò�ù�Ô�•

• 9Ô
›�ç9Õinterval  value �æ�ê�” NMS �æ�»�Ò�á!¢
�‘�Ð�����&�;�\�6�J  �.�6�;4F�é1b#n�;�\�6�J  ��
�f�2�o�C�^�
$}
±
Ï�â�0�o�Ò�ù�Ô�•�0�o�â�È��
%¸�Ð�ê 0 :*  2147483647 $}�â�Ô�•�:�H���^�;�ê  
1 $}�â�Ô�•

• 9Ô
›�ç9Õhistory-size value �æ�ê�” MAC 1b#n��
�g�9�o�I�^�é�¨�"���f�;�]�™�
�0�o�Ò�ù�Ô�•�0
�o�â�È��%¸�Ð�ê  0 :*  500 �â�Ô�•�:�H���^�;�ê  1 
�â�Ô�•

MAC ���•1b#n�Ï(»�
�:���.�o�I�^�æ�Ô���æ�ê�” no 
mac address-table notification change �#�`�o�C�^  
�&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•
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%Y 4 %(      �,���6�4�é%¤!�
MAC ���<�_�,  �9�o�I�^�é%¤!�
�4�æ�”�@�6�;�b�o�"%¤!��*�,�9�S�ã�Ò�á  172.69.59.93 �
�0�o�Ò�”�,���6�4�æ�����@�6�;�b�o�"%¤!��*
�,�9�S�ó�é  MAC ���•1b#n�;�\�6�J�é1M�>�
���@�o�I�^�æ�Ò�” MAC ���•1b#n�Ï(»�
���@�o�I�^�æ�Ò�”
���f�2�o�C�^  �2���S�
  60 $}�”���g�(���-�
  100 ���f�;�]�æ.3�o�Ò�” $�o�é�P�o�;�â  MAC ���<�_�,�Ç
1J
��Ð���Ú�•�'�é�;�\�6�J�
���@�o�I�^�æ�Ô�����
$��Ò�ù�Ô�•

Switch# configure terminal
Switch(config)# snmp-server host 172.69.59.93 private mac-notification
Switch(config)#  snmp-server enable traps mac-notification change
Switch(config)# mac address-table notification change
Switch(config)# mac address-table notification change interval 60
Switch(config)# mac address-table notification change history-size 100
Switch(config)#  interface fastethernet0/2
Switch(config-if)#  snmp trap mac-notification change added
Switch(config-if)#  end
Switch# show mac address-table  notification change interface
MAC Notification Feature is Enabled on the switch
MAC Notification Flags For All Ethernet Interfaces :
----------------------------------------------------
Interface            MAC Added Trap MAC Removed Trap
---------            -------------- ----------------
GigabitEthernet1/1   Enabled        Enabled         
GigabitEthernet1/2   Enabled        Enabled         
GigabitEthernet1/3   Enabled        Enabled         
GigabitEthernet1/4   Enabled        Enabled         
GigabitEthernet1/5   Enabled        Enabled         
GigabitEthernet1/6   Enabled        Enabled         
GigabitEthernet1/7   Enabled        Enabled         
GigabitEthernet1/8   Enabled        Enabled         
GigabitEthernet1/9   Enabled        Enabled         
GigabitEthernet1/10  Enabled        Enabled         
GigabitEthernet1/11  Enabled        Enabled         
GigabitEthernet1/12  Enabled        Enabled         

�,�9�6�J 6 interface  interface-id ���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  �U�o�<
�
4?�Ž�Ò�” SNMP MAC ���•1b#n�;�\�6�J�
���@�o
�I�^�æ�Ô�����f�2�o�H�����,�
�0�o�Ò�ù�Ô�•

�,�9�6�J 7 snmp trap mac-notification change { added  | removed } MAC ���•1b#n�;�\�6�J�
���@�o�I�^�æ�Ò�ù�Ô�•

• added �
�0�o�Ô���ã�”�Î�é���f�2�o�H�����,�æ  
MAC ���<�_�,�Ç1J
��Ð�����Ú�î�æ  MAC ���•
1b#n�;�\�6�J�Ç1M�>�Ð���ù�Ô�•

• removed �
�0�o�Ô���ã�”�Î�é���f�2�o�H�����,
�Æ��  MAC ���<�_�,�Ç�å4°�Ð�����Ú�î�æ  MAC 
���•1b#n�;�\�6�J�Ç1M�>�Ð���ù�Ô�•

 $�o�é���f�2�o�H�����,
��â  MAC ���•1b#n�;�\�6
�J�
�:���.�o�I�^�æ�Ô���æ�ê�” no snmp trap 
mac-notification change { added | removed} ���f
�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�


ö!ª�Ò�ù�Ô�•

�,�9�6�J 8 end  $�­  EXEC �U�o�<�æ�¯���ù�Ô�•

�,�9�6�J 9 show mac address-table notification change interface
show running-config

�I
��
#Õ.z�Ò�ù�Ô�•

�,�9�6�J 10 copy running-config startup-config 9Ô
›�ç9Õ�&�f�H���!�X�_�o�*�Z�f  �H�����^�æ.3�o�

�;�=�Ò�ù�Ô�•

�&�Q�f�< "á"›
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%Y 4 %(      �,���6�4�é%¤!�
MAC ���<�_�,  �9�o�I�^�é%¤!�
Switch#

MAC $–
G1b#n�;�\�6�J�é.3�o

MAC $–
G1b#n�
.3�o�Ô���ã�” MAC ���<�_�,�Ç�+	û  VLAN �]�é $�o�é�P�o�;�Æ���Î�é�P�o�;�æ$–
G�Ô
���Ú�î�æ�” SNMP 1b#n�Ç!¢�‘�Ð���”�@�6�;�b�o�"%¤!��*�,�9�S�æ1M�>�Ð���ù�Ô�•

MAC $–
G1b#n�
.3�o�Ô���æ�ê�”�4�é
Þ�:�
-��¿�ù�Ô�•

�&�Q�f�< "á"›

�,�9�6�J 1 configure terminal �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�
4?�Ž
�Ò�ù�Ô�•

�,�9�6�J 2 snmp-server host host-addr  [traps | informs ] { version  
{ 1| 2c | 3}} [ auth  | noauth  | priv ] community-string 
[ udp-port port ] [ notification-type ]

�;�\�6�J  �T�6�.�o�+�é���>�¥�
�0�o�Ò�ù�Ô�•

• host-addr �æ�ê�” NMS �é�,�è�ù�Ú�ê���<�_�,�

�0�o�Ò�ù�Ô�•

• traps9Ô�:�H���^�;9Õ�
�0�o�Ô���ã�” SNMP �;
�\�6�J�
�N�,�;�æ1M�>�Ò�ù�Ô�• informs �
�0�o
�Ô���ã�” SNMP ���f�H���o�S�
�N�,�;�æ1M�>�Ò
�ù�Ô�•

• �(�P�o�;�Ô��  SNMP �C�o�+�Z�f�
�0�o�Ò�ù�Ô�•
informs �
�0�o�Ò�Ú�•�'�”�C�o�+�Z�f  19Ô�:�H��
�^�;9Õ�ê
ö!ª�â�È�ù�Ö���•

• community-string �æ�ê�”1b#n
G
Þ�(�æ1M�>�Ô��
�,�;�]�f�#�
�0�o�Ò�ù�Ô�• snmp-server host �&
�Q�f�<�

ö!ª�Ò�á�Î�é�,�;�]�f�#�
.3�o�â�È�ù
�Ô�Ç�”�Î�é�,�;�]�f�#�
�o'õ�Ô���æ�ê�”�¨�Ë�æ  
snmp-server community �&�Q�f�<�

ö!ª�Ò�”
�4�æ snmp-server host �&�Q�f�<�

ö!ª�Ô���Î
�ã�
�•�Q�Ò�ù�Ô�•

• notification-type �æ�ê�” mac-notification � �o
�b�o�<�

ö!ª�Ò�ù�Ô�•

�,�9�6�J 3 snmp-server enable traps mac-notification move �,���6�4�æ����  MAC $–
G1b#n�;�\�6�J�é  NMS �ó
�é1M�>�
���@�o�I�^�æ�Ò�ù�Ô�•

�,���6�4�æ����  MAC 1b#n�;�\�6�J�é1M�>�
�:��
�.�o�I�^�æ�Ô���æ�ê�” no snmp-server enable traps 
mac-notification move �#�`�o�C�^  �&�f�H���!�X
�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

�,�9�6�J 4 mac address-table notification mac-move MAC $–
G1b#n�Ï(»�
���@�o�I�^�æ�Ò�ù�Ô�•

�Î�é�Ï(»�
�:���.�o�I�^�æ�Ô���æ�ê�” no 
mac-address-table notification mac-move �#�`�o
�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù
�Ô�•

�,�9�6�J 5 end  $�­  EXEC �U�o�<�æ�¯���ù�Ô�•
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%Y 4 %(      �,���6�4�é%¤!�
MAC ���<�_�,  �9�o�I�^�é%¤!�
�4�æ�”�@�6�;�b�o�"%¤!��*�,�9�S�ã�Ò�á  172.69.59.93 �
�0�o�Ò�”�,���6�4�æ����  MAC $–
G1b#n�;
�\�6�J�é  NMS �ó�é1M�>�
���@�o�I�^�æ�Ò�” MAC $–
G1b#n�Ï(»�
���@�o�I�^�æ�Ò�” MAC ���<�_�,�Ç
 $�o�é�P�o�;�Æ���Î�é�P�o�;�æ$–
G�Ô���•�'�é�;�\�6�J�
���@�o�I�^�æ�Ô�����
$��Ò�ù�Ô�•

Switch# configure terminal
Switch(config)# snmp-server host 171.69.59.93 private mac-notification
Switch(config)#  snmp-server enable traps mac-notification move
Switch(config)# mac address-table notification mac-move
Switch(config)#  end
Switch# show mac address-table  notification mac-move
MAC Move Notification: Enabled

MAC �Ò�È�¿�o1b#n�;�\�6�J�é.3�o

MAC �Ò�È�¿�o1b#n�
.3�o�Ô���ã�” MAC Address Table9ÔMAT 9Õ�Ò�È�¿�o�é�Ù4¢�o�æ1•�Ò�Ú�(�P�ù�Ú�ê
�Ù4¢�o�
/å�Ã�Ú�(�P�â�” SNMP 1b#n�Ç!¢�‘�Ð���”�@�6�;�b�o�"%¤!��*�,�9�S�æ1M�>�Ð���ù�Ô�•

MAC ���<�_�,�Ò�È�¿�o1b#n�
.3�o�Ô���æ�ê�”�4�é
Þ�:�
-��¿�ù�Ô�•

�,�9�6�J 6 show mac address-table notification mac-move
show running-config

MAC $–
G1b#n�,�9�o�2�,�
-+$��Ò�ù�Ô�•

�,�9�6�J 7 copy running-config startup-config 9Ô
›�ç9Õ�&�f�H���!�X�_�o�*�Z�f  �H�����^�æ.3�o�

�;�=�Ò�ù�Ô�•

�&�Q�f�< "á"›

�&�Q�f�< "á"›

�,�9�6�J 1 configure terminal �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�
4?�Ž
�Ò�ù�Ô�•

�,�9�6�J 2 snmp-server host host-addr  [traps | informs ] { version  
{ 1| 2c | 3}} [ auth  | noauth  | priv ] community-string 
[ udp-port port ] [ notification-type ]

�;�\�6�J  �T�6�.�o�+�é���>�¥�
�0�o�Ò�ù�Ô�•

• host-addr �æ�ê�” NMS �é�,�è�ù�Ú�ê���<�_�,�

�0�o�Ò�ù�Ô�•

• traps9Ô�:�H���^�;9Õ�
�0�o�Ô���ã�” SNMP �;
�\�6�J�
�N�,�;�æ1M�>�Ò�ù�Ô�• informs �
�0�o
�Ô���ã�” SNMP ���f�H���o�S�
�N�,�;�æ1M�>�Ò
�ù�Ô�•

• �(�P�o�;�Ô��  SNMP �C�o�+�Z�f�
�0�o�Ò�ù�Ô�•
informs �
�0�o�Ò�Ú�•�'�”�C�o�+�Z�f  19Ô�:�H��
�^�;9Õ�ê
ö!ª�â�È�ù�Ö���•

• community-string �æ�ê�”1b#n
G
Þ�(�æ1M�>�Ô��
�,�;�]�f�#�
�0�o�Ò�ù�Ô�• snmp-server host �&
�Q�f�<�

ö!ª�Ò�á�Î�é�,�;�]�f�#�
.3�o�â�È�ù
�Ô�Ç�”�Î�é�,�;�]�f�#�
�o'õ�Ô���æ�ê�”�¨�Ë�æ  
snmp-server community �&�Q�f�<�

ö!ª�Ò�”
�4�æ snmp-server host �&�Q�f�<�

ö!ª�Ô���Î
�ã�
�•�Q�Ò�ù�Ô�•

• notification-type �æ�ê�” mac-notification � �o
�b�o�<�

ö!ª�Ò�ù�Ô�•
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%Y 4 %(      �,���6�4�é%¤!�
MAC ���<�_�,  �9�o�I�^�é%¤!�
�4�æ�”�@�6�;�b�o�"%¤!��*�,�9�S�ã�Ò�á  172.69.59.93 �
�0�o�Ò�” MAC �Ò�È�¿�o1b#n�Ï(»�
���@�o�I�^
�æ�Ò�”�,���6�4�æ����  MAC �Ò�È�¿�o1b#n�;�\�6�J�é  NMS �ó�é1M�>�
���@�o�I�^�æ�Ò�”4F4Ò�
  123 $}
�æ.3�o�Ò�”�Ù4¢�o�
  78% �æ.3�o�Ô�����
$��Ò�ù�Ô�•

Switch# configure terminal
Switch(config)# snmp-server host 171.69.59.93 private mac-notification
Switch(config)#  snmp-server enable traps mac-notification threshold
Switch(config)# mac address-table notification threshold
Switch(config)# mac address-table notification threshold interval 123
Switch(config)# mac address-table notification threshold limit 78
Switch(config)#  end
Switch# show mac-address-table notification threshold
     Status       limit        Interval
-------------+-----------+-------------
   enabled        78           123
Switch#

�,�2�9���6�"  ���<�_�,  ���f�;�]�é1J
��Å���î�å4°

�,�2�9���6�"  ���<�_�,�æ�ê�”�4�é $�H�Ç�½���ù�Ô�•

• ���<�_�,  �9�o�I�^�æ�»�Ô��1J
��Å���î�å4°�ê�”�»
G�â-��Á��-Ð�Ç�½���ù�Ô�•

• �Y�>� �V�,�;  ���<�_�,�ù�Ú�ê�Q�^�4� �V�,�;  ���<�_�,�ã�Ò�á.3�o�â�È�ù�Ô�•

• �¼4¢�¾���æ�å���Î�ã�ê�å�Ê�”�,���6�4�Ç�c/à
G�Ò�á�ý&ý�,�Ð���ù�Ô�•

�,�9�6�J 3 snmp-server enable traps mac-notification threshold �,���6�4�æ����  MAC �Ò�È�¿�o1b#n�;�\�6�J�é  
NMS �ó�é1M�>�
���@�o�I�^�æ�Ò�ù�Ô�•

�,���6�4�æ����  MAC �Ò�È�¿�o1b#n�;�\�6�J�é1M�>
�
�:���.�o�I�^�æ�Ô���æ�ê�” no snmp-server 
enable traps mac-notification threshold �#�`�o�C
�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

�,�9�6�J 4 mac address-table notification threshold MAC ���<�_�,�Ò�È�¿�o1b#n�Ï(»�
���@�o�I�^�æ�Ò
�ù�Ô�•

�Î�é�Ï(»�
�:���.�o�I�^�æ�Ô���æ�ê�” no 
address-table notification threshold �#�`�o�C�^  �&
�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

�,�9�6�J 5 mac address-table notification threshold 
[ limit percentage ] | [interval time ]

MAT 
ö!ª ¸�
�U�>�2�]�f�#�Ô���Ú�ü�é�Ò�È�¿�o�

�I
��Ò�ù�Ô�•

• 9Ô
›�ç9Õlimit percentage �æ�ê�” MAT �Ñ!ª ¸�é

��'�
�0�o�Ò�ù�Ô�•�0�o�â�È���o�ê�” 1 :*  
100% �â�Ô�•�:�H���^�;�ê  50% �â�Ô�•

• 9Ô
›�ç9Õinterval time �æ�ê�”1b#n�é4F4Ò�
�0�o
�Ò�ù�Ô�•�0�o�â�È���o�ê�” 120 $}
•
��â�Ô�•�:
�H���^�;�ê  120 $}�â�Ô�•

�,�9�6�J 6 end  $�­  EXEC �U�o�<�æ�¯���ù�Ô�•

�,�9�6�J 7 show mac address-table notification threshold
show running-config

MAT �Ñ!ª ¸�Ò�È�¿�o1b#n�,�9�o�2�,�
-+$��Ò�ù�Ô�•

�,�9�6�J 8 copy running-config startup-config 9Ô
›�ç9Õ�&�f�H���!�X�_�o�*�Z�f  �H�����^�æ.3�o�

�;�=�Ò�ù�Ô�•

�&�Q�f�< "á"›
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%Y 4 %(      �,���6�4�é%¤!�
MAC ���<�_�,  �9�o�I�^�é%¤!�
�,�2�9���6�"  ���<�_�,�
1J
��Å���î�å4°�â�È�”�ù�Ú�”�,�2�9���6�"  ���<�_�,�é0©1M
G
Þ�
�o'õ�â�È�ù
�Ô�•0©1M
G
Þ�ã�ê�”�D�$�6�;�
���>�Ò�Ú�P�o�;�Ç�”�Î�é�P�o�;�æ�D�$�6�;�
0©1M�Ô��4Ù�é
G
Þ�â�Ô�•
�P�o�;�ê���Õ�¨
Ð  1 �ß�é  VLAN �æ�»��
ƒ�Ì�����á�¿���é�â�”�,���6�4�ê�0�o�Ð���Ú�P�o�;�Æ���”���<
�_�,�æ�»���Ô��  VLAN ID �
���ç�Ò�ù�Ô�•1M�>�0�P�o�;�Ï�ã�æ�”�Ø���Ù��!ã�å���p�5�P�o�;�é�]�,�;�

�0�o�â�È�ù�Ô�•

 $�o�é���<�_�,�Ç�,�2�9���6�"�ã�Ò�á�I
��Ð���á�¿�å�¿  VLAN �æ�”�Ø�é�,�2�9���6�"  ���<�_�,�
�,�ß
�D�$�6�;�Ç�Ô#��Ô���ã�”�Ø�é�D�$�6�;�ê�Ô�ô�á�é�P�o�;�æ�H�\�6�:���f�#�Ð���”�G(��Ð���ù�Ö���•

���<�_�,  �9�o�I�^�æ�,�2�9���6�"  ���<�_�,�
1J
��Ô���æ�ê�”�p�5  MAC �Y�>� �V�,�;  ���<�_�,�ã�”�Ø
�é�p�5�é  VLAN �
�0�o�Ò�ù�Ô�•�Î�é�p�5���<�_�,�
�,�ß���>�D�$�6�;�ê�” interface-id ���J�*�Z�f�â�0
�o�Ð���Ú���f�2�o�H�����,�æ0©1M�Ð���ù�Ô�•

�J�\���L�o�;  VLAN �é�J�\���Q�]�ù�Ú�ê�.���f�3�]  VLAN �]�æ�,�2�9���6�"  MAC ���<�_�,�
.3�o�Ò
�Ú�•�'�”�+�Ó�,�2�9���6�"  MAC ���<�_�,�
�Ô�ô�á�é4P1j  VLAN �æ�ý.3�o�Ô����-Ð�Ç�½���ù�Ô�•�J�\
���L�o�;  VLAN �é�J�\���Q�]�ù�Ú�ê�.���f�3�]  VLAN �æ.3�o�Ð���Ú�,�2�9���6�"  MAC ���<�_�,�ê�”
4P1j VLAN �æ�ê-„-~�Ð���ù�Ö���•�J�\���L�o�;  VLAN �é.f&¦�æ�ß�¿�á�ê�” %Y33 %(�Ÿ�J�\���L�o�;  
VLAN 9ÔPVLAN9Õ�é.3�o�  �

ó�–�Ò�á�Ê�Û�Ð�¿�•

�,�2�9���6�"  ���<�_�,�
1J
��Ô���æ�ê�”�4�é
Þ�:�
-��¿�ù�Ô�•

�4�é���â�ê�” MAC ���<�_�,  �9�o�I�^�æ�,�2�9���6�"  ���<�_�,  c2f3.220a.12f4 �
1J
��Ô���Ç�:�
$��Ò
�ù�Ô�• VLAN 4 �â�Î�é  MAC ���<�_�,�
�p�5���<�_�,�ã�Ò�á�,�ß�D�$�6�;�
���>�Ô���ã�”�D�$�6�;�ê�0
�o�Ð���Ú�P�o�;�æ0©1M�Ð���ù�Ô�•

Switch# configure terminal
Switch(config)# mac address-table static c2f3.220a.12f4 vlan 4 interface 
gigabitethernet0/1
Switch(config)#  end

�&�Q�f�< "á"›

�,�9�6�J 1 configure terminal �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�
4?�Ž�Ò�ù�Ô�•

�,�9�6�J 2 mac address-table static mac-addr 
vlan  vlan-id interface  interface-id 

MAC ���<�_�,  �9�o�I�^�æ�,�2�9���6�"  ���<�_�,�
1J
��Ò�ù�Ô�•

• mac-addr �æ�ê�”���<�_�,  �9�o�I�^�æ1J
��Ô���p�5  MAC �Y�>� �V
�,�;  ���<�_�,�
�0�o�Ò�ù�Ô�•�Î�é�p�5���<�_�,�
�,�ß�D�$�6�;�Ç�0
�o�Ò�Ú  VLAN �æ#��>�Ô���ã�”�0�o�Ò�Ú���f�2�o�H�����,�æ0©1M�Ð��
�ù�Ô�•

• vlan-id �æ�ê�”�0�o�Ò�Ú  MAC ���<�_�,�
�,�ß�D�$�6�;�
���>�Ô��  
VLAN �
�0�o�Ò�ù�Ô�•�0�o�â�È��  VLAN ID �ê�” 1 :*  4094 �â�Ô�•

• interface-id �æ�ê�”���>�Ò�Ú�D�$�6�;�é0©1M�5���f�2�o�H�����,�
�0
�o�Ò�ù�Ô�•�­
2�å���f�2�o�H�����,�ê�” �!��P�o�;�ù�Ú�ê�P�o�;  
�4�V�@�^�â�Ô�•�,�2�9���6�"  �Q�^�4� �V�,�;  ���<�_�,�é�•�'�”-„�™
�é���f�2�o�H�����,  ID �
�I
��â�È�ù�Ô�•�,�2�9���6�"  �Y�>� �V�,
�;  ���<�_�,�é�•�'�”���f�2�o�H�����,�ê�+�(�æ  1 �ß�Ò�Æ�I
��â�È�ù
�Ö���•�Ú�Û�Ò�”�+�Ó  MAC ���<�_�,�Å���î  VLAN ID �
�0�o�Ò�Ú�&
�Q�f�<�
-„�™�Á�I
��â�È�ù�Ô�•

���<�_�,  �9�o�I�^�Æ���,�2�9���6�"  ���f�;�]�
�å4°�Ô���æ�ê�” no mac 
address-table static mac-addr vlan vlan-id [interface interface-id] �#
�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

�,�9�6�J 3 end  $�­  EXEC �U�o�<�æ�¯���ù�Ô�•

�,�9�6�J 4 show mac address-table static �I
��
#Õ.z�Ò�ù�Ô�•

�,�9�6�J 5 copy running-config startup-config 9Ô
›�ç9Õ�&�f�H���!�X�_�o�*�Z�f  �H�����^�æ.3�o�
�;�=�Ò�ù�Ô�•
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%Y 4 %(      �,���6�4�é%¤!�
MAC ���<�_�,  �9�o�I�^�é%¤!�
Switch#

�Y�>� �V�,�;  MAC ���<�_�,  �H���^�2�]�f�#�é.3�o

9Ô�H9Õ �Y�>� �V�,�;  MAC ���<�_�,  �H���^�2�]�f�#�ê�” Supervisor Engine 6-E �â�ê�(�P�o�;�Ð���á �¿�ù�Ö�� �•

�Y�>� �V�,�;  MAC ���<�_�,  �H���^�2�]�f�#�Ç���@�o�I�^�é�•�'�”�,���6�4�ê�” $�o�é1M�>�0  MAC ��
�<�_�,�ù�Ú�ê�p�5  MAC ���<�_�,�
�,�ß�D�$�6�;�
�<�`�6�J�Ò�ù�Ô�•�Î�é�Ï(»�ê�”�:�H���^�;�â�ê�:��
�.�o�I�^�â�”�Y�>� �V�,�;  �,�2�9���6�"  ���<�_�,�Û�Ì�Ç�(�P�o�;�Ð���á�¿�ù�Ô�•

�Î�é�Ï(»�

ö!ª�Ô���•�'�”�4�é�H�ç
P5Ä�æ�å�Þ�á�Ê�Û�Ð�¿�•

• �Q�^�4� �V�,�;  MAC ���<�_�,�”�I�`�o�<� �V�,�;  MAC ���<�_�,�”�Å���î�^�o�2  MAC ���<�_�,
�ê�(�P�o�;�Ð���ù�Ö���• mac address-table static mac-addr vlan vlan-id drop �#�`�o�C�^  �&�f
�H���!�X�_�o�*�Z�f  �&�Q�f�<�
�I
��Ô���ã�È�æ�”�Î�����é���<�_�,�é�¿�Õ���Æ�
�0�o�Ô���ã�”�4
�é�¿�Õ���Æ�é�T�6�.�o�+�Ç-+$��Ð���ù�Ô�•

% Only unicast addresses can be configured to be dropped

% CPU destined address cannot be configured as drop address

• CPU �æ0©1M�Ð�����D�$�6�;�ý�(�P�o�;�Ð���ù�Ö���•

• �Y�>� �V�,�;  MAC ���<�_�,�
�,�2�9���6�"  ���<�_�,�ã�Ò�á1J
��Ò�” �Y�>� �V�,�;  MAC ���<�_�,  
�H���^�2�]�f�#�
.3�o�Ô���•�'�ê�”�¨�ß�æ�I
��Ð���Ú�&�Q�f�<�æ���Ó�á�”�,���6�4�ê  MAC ���<�_
�,�
�,�2�9���6�"  ���<�_�,�ã�Ò�á1J
��Ô���Æ�”�ù�Ú�ê�Ø�é  MAC ���<�_�,�
�,�ß�D�$�6�;�
�<�`�6
�J�Ò�ù�Ô�• 2 !ß"á�æ�I
��Ò�Ú�&�Q�f�<�ê�”�¨�Ë�é�&�Q�f�<�

�� �È�Ò�ù�Ô�•

�Ú�ã�Ã�ë�” mac address-table static mac-addr vlan vlan-id interface �#�`�o�C�^  �&�f�H���!�X
�_�o�*�Z�f  �&�Q�f�<�æ&ï�Ì�á�” mac address-table static mac-addr vlan vlan-id drop �&�Q�f�<�

�I
��Ô���ã�”�,���6�4�ê�”1M�>�0�ù�Ú�ê�p�5�ã�Ò�á�0�o�Ð���Ú  MAC ���<�_�,�
�,�ß�D�$�6�;�
�<
�`�6�J�Ò�ù�Ô�•

mac address-table static mac-addr vlan vlan-id drop �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f
�<�æ&ï�Ì�á�” mac address-table static mac-addr vlan vlan-id interface �&�Q�f�<�
�I
��Ô���ã�”�,
���6�4�ê�”�,�2�9���6�"  ���<�_�,�ã�Ò�á  MAC ���<�_�,�
1J
��Ò�ù�Ô�•

�Y�>� �V�,�;  MAC ���<�_�,  �H���^�2�]�f�#�
���@�o�I�^�æ�Ò�á�”�,���6�4�Ç $�o�é���<�_�,�
�,�ß
�D�$�6�;�
�<�`�6�J�Ô�����Á�æ.3�o�Ô���æ�ê�”1M�>�0�ù�Ú�ê�p�5�Y�>� �V�,�;  MAC ���<�_�,�Å���î��
�>�¥�é  VLAN �
�0�o�Ò�ù�Ô�•
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%Y 4 %(      �,���6�4�é%¤!�
MAC ���<�_�,  �9�o�I�^�é%¤!�
�,���6�4�Ç1M�>�0�ù�Ú�ê�p�5�Y�>� �V�,�;  �,�2�9���6�"  ���<�_�,�
�<�`�6�J�Ô�����Á.3�o�Ô���æ�ê�”
�4�é
Þ�:�
-��¿�ù�Ô�•

�4�é���â�ê�”�Y�>� �V�,�;  MAC ���<�_�,  �H���^�2�]�f�#�
���@�o�I�^�æ�Ò�” c2f3.220a.12f4 �é1M�>
�0�ù�Ú�ê�p�5���<�_�,�
�,�ß�D�$�6�;�
�<�`�6�J�Ô�����Á�æ�,���6�4�
.3�o�Ô���Ç�:�
$��Ò�ù�Ô�•1M�>
�0�ù�Ú�ê�p�5�ã�Ò�á�Î�é  MAC ���<�_�,�
�,�ß�D�$�6�;�Ç  VLAN 4 
��â���>�Ð���Ú�•�'�”�D�$�6�;�Ç
�<�`�6�J�Ð���ù�Ô�•

Switch# configure terminal
Switch(config)# mac address-table static c2f3.220a.12f4 vlan 4 drop
Switch(config)#  end
Switch#

���<�_�,  �9�o�I�^  ���f�;�]�é-+$�

-+ 4-4 �æ$��Ô 1 �ß�ù�Ú�ê-„�™�é $�­  EXEC �&�Q�f�<�

ö!ª�Ô���ã�” MAC ���<�_�,  �9�o�I�^�
-+$��â
�È�ù�Ô�•

�&�Q�f�< "á"›

�,�9�6�J 1 configure terminal �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�
4?�Ž�Ò�ù�Ô�•

�,�9�6�J 2 mac address-table static mac-addr 
vlan  vlan-id drop  

�Y�>� �V�,�;  MAC ���<�_�,  �H���^�2�]�f�#�
���@�o�I�^�æ�Ò�”�,���6
�4�Ç�0�o�Ò�Ú1M�>�0�ù�Ú�ê�p�5�Y�>� �V�,�;  �,�2�9���6�"  ���<�_�,�
�,
�ß�D�$�6�;�
�<�`�6�J�Ô�����Á�æ.3�o�Ò�ù�Ô�•

• mac-addr �æ�ê�”1M�>�0�ù�Ú�ê�p�5�Y�>� �V�,�;  MAC ���<�_�,�
�0
�o�Ò�ù�Ô�•�Î�é  MAC ���<�_�,�
�,�ß�D�$�6�;�ê�<�`�6�J�Ð���ù�Ô�•

• vlan-id �æ�ê�”�0�o�Ò�Ú  MAC ���<�_�,�
�,�ß�D�$�6�;�
���>�Ô��  
VLAN �
�0�o�Ò�ù�Ô�•�0�o�â�È��  VLAN ID �ê�” 1 :*  4094 �â�Ô�•

�Y�>� �V�,�;  MAC ���<�_�,  �H���^�2�]�f�#�
�:���.�o�I�^�æ�Ô���æ
�ê�” no mac address-table static mac-addr vlan vlan-id �#�`�o�C�^  �&�f
�H���!�X�_�o�*�Z�f  �&�Q�f�<�

ö!ª�Ò�ù�Ô�•

�,�9�6�J 3 end  $�­  EXEC �U�o�<�æ�¯���ù�Ô�•

�,�9�6�J 4 show mac address-table static �I
��
#Õ.z�Ò�ù�Ô�•

�,�9�6�J 5 copy running-config startup-config 9Ô
›�ç9Õ�&�f�H���!�X�_�o�*�Z�f  �H�����^�æ.3�o�
�;�=�Ò�ù�Ô�•

-+ 4-4 MAC ���<�_�,  �9�o�I�^-+$�!ª�é�&�Q�f�<

�&�Q�f�< .‘�ÿ

show ip igmp snooping groups �Ô�ô�á�é  VLAN �ù�Ú�ê�0�o�Ð���Ú  VLAN �æ�»�Ô���_���W  2 �Q�^�4� �V�,�;  ���f
�;�]�
-+$��Ò�ù�Ô�•

show mac address-table address �0�o�é  MAC ���<�_�,�é  MAC ���<�_�,  �9�o�I�^�±�Ž�
-+$��Ò�ù�Ô�•

show mac address-table aging-time �Ô�ô�á�é  VLAN �ù�Ú�ê�0�o�Ð���Ú  VLAN �é���o�+�f�#  �2���S�
-+$��Ò�ù�Ô�•

show mac address-table count �Ô�ô�á�é  VLAN �ù�Ú�ê�0�o�Ð���Ú  VLAN �â�=�÷�Ò�á�¿�����<�_�,�™�
-+$��Ò�ù
�Ô�•

show mac address-table dynamic �3���=�R�6�"  MAC ���<�_�,  �9�o�I�^  ���f�;�]�Û�Ì�
-+$��Ò�ù�Ô�•

show mac address-table interface  $�o�é���f�2�o�H�����,�é  MAC ���<�_�,  �9�o�I�^�±�Ž�
-+$��Ò�ù�Ô�•

show mac address-table notification MAC 1b#n�D�\�T�o�2�Å���î���g�9�o�I�^�
-+$��Ò�ù�Ô�•
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%Y 4 %(      �,���6�4�é%¤!�
ARP �9�o�I�^�é%¤!�
ARP �9�o�I�^�é%¤!�
�0�H�;�������Ç�:�C���,�ã1b�>�Ô���æ�ê9Ô���o�(�@�6�;
��é�:�C���,�å�ä9Õ �”�¨�Ë�æ�Ø�é�:�C���,�é  48 
�F�6�;  MAC ���<�_�,�ù�Ú�ê�`�o���^  �:�o�2  �]�f�"  ���<�_�,�
�G(��Ô����-Ð�Ç�½���ù�Ô�• IP ���<�_�,
�Æ���`�o���^  �:�o�2  �]�f�"  ���<�_�,�
�G(��Ô���J�`�.�,�
�” ���<�_�,.��ÿ �ã�¿�¿�ù�Ô�•

Address Resolution Protocol9ÔARP; ���<�_�,  .��ÿ  �J�`�;�&�^9Õ�ê�”�N�,�;  IP ���<�_�,�
�”.e�°�Ô��
�T�:�����ù�Ú�ê  MAC ���<�_�,�”�Å���î  VLAN ID �æ�»��
ƒ�Ì�ù�Ô�• IP ���<�_�,�

ö!ª�Ò�á�” ARP �ê
�»���Ô��  MAC ���<�_�,�
-×�ß�Ì�ù�Ô�• MAC ���<�_�,�Ç-×�ß�Æ���ã�” IP �ã  MAC ���<�_�,�ã�é�»���
  
ARP � �V�6�*�X�æ�p&Š�Ò�”�Ô�ë�ÿ�Ê��&•�â�È�����Á�æ�Ò�ù�Ô�•�Ø�é�½�ã�” IP �:�o�2�#�\�S�Ç�]�f�"  �_
���W  �H�_�o�S�æ���J�.�^
{�Ð���”�@�6�;�b�o�"�
1b�Ó�á1M�>�Ð���ù�Ô�•���o�(�@�6�;
•���é  IEEE 802 
�@�6�;�b�o�"�æ�Å�Ì��  IP �:�o�2�#�\�S�é���J�.�^
{�Å���î  ARP -Ð�Þ / ��%u�æ�ß�¿�á�ê�” Subnetwork 
Access Protocol9ÔSNAP; �(�I�@�6�;�b�o�"  ���"�.�,  �J�`�;�&�^9Õ�â�0�o�Ð���á�¿�ù�Ô�• IP ���f�2�o
�H�����,�â�ê�”�¡�0"›�å���o�(�@�6�;�»�|�é  ARP ���J�.�^
{9Ô arpa � �o�b�o�<�â-+�Ð����9Õ�Ç�:�H��
�^�;�â���@�o�I�^�æ.3�o�Ð���á�¿�ù�Ô�•

�»
G�â�9�o�I�^�æ1J
��Ð���Ú  ARP ���f�;�]�ê�¼4¢�¾���æ�å���å�¿�é�â�”�»
G�â�å4°�Ô����-Ð�Ç�½���ù
�Ô�•

CLI �é�»5Å�æ�ß�¿�á�ê�” Cisco.com �â�I�»��(»�å  Cisco IOS Release 12.3 �é�Q�>�X���^�

ó�–�Ò�á�Ê�Û
�Ð�¿�•

&µ�ú1��ú  CiscoView �(�P�o�;�é.3�o
Catalyst 4500 �*�]�o�-  �,���6�4�ê�” Catalyst Web Interface9ÔCWI9Õ�7�o�^�

ö!ª�Ò�Ú  CiscoView Web 
�L�o�,�é%¤!��Ï(»�
�(�P�o�;�Ò�á�¿�ù�Ô�• CiscoView �ê�”�,���6�4  �H�\�6�*�X
��æ&µ�ú1��û�Î�ã�Ç�â
�È���:�C���,%¤!����J�]�$�o�*�Z�f�â�”�,���6�4�é�3���=�R�6�"  �,�9�o�2�,�”�U�>�2�]�f�#�”�Å���î
.3�o�±�Ž�
�­���Ò�ù�Ô�• CiscoView �â�ê�”�U�+�X�o�^�ã�P�o�;�Ç)¡�½�Ì�Ð���Ú�,���6�4  �*�V�o�*�é �
!�"›�F�X�o�
-+$��Ò�ù�Ô�•�U�>�2�]�f�#�Ï(»�

ö!ª�Ô���ã�”�,���6�4�é�,�9�o�2�,�”�D�H���o�Q�f�,�”
�Å���î�Ø�é
•�é&Ô.��±�Ž�Ç-+$��Ð���ù�Ô�•��-Ð�å�.� �X�]�9���­4¢�Ç
��Ã�����á�¿���ë�”.3�o�Ï(»�æ
���Þ�á�”�:�C���,�æ�Ð�ù�Ñ�ù�å���•�

��Ã���Î�ã�Ç�â�È�ù�Ô�• Catalyst 4500 �*�]�o�-  �,���6�4�é.3�o
�Ï(»�Å���î�U�>�2�]�f�#�Ï(»�ê�” CiscoWorks LAN Management Solution9ÔLMS9Õ�Å���î  CiscoWorks 
Routed WAN Management Solution9ÔRWAN9Õ�
�=�û�Ô�ô�á�é�(�o�C�L�o�,�é  CiscoWorks �0�]�X�o
�*�Z�f�é  CiscoView �â
ö!ª��(»�å�Ï(»�ã�+	û�â�Ô�•

�Î�Î�â�ê�” Cisco IOS Release 12.1(20)EW 
•4 �é�]�]�o�,�â
ö!ª�â�È��&µ�ú1��ú  CiscoView �(�P�o�;
�æ�ß�¿�á.‘�ÿ�Ò�ù�Ô�•

• �Ÿ&µ�ú1��ú  CiscoView �é�N-Ð� 9ÔP.4-329Õ

• �Ÿ&µ�ú1��ú  CiscoView �é���f�,�;�o�^�Å���î.3�o�  9ÔP.4-329Õ

• �Ÿ&µ�ú1��ú  CiscoView �±�Ž�é-+$��  9ÔP.4-349Õ

show mac address-table static �,�2�9���6�"  MAC ���<�_�,  �9�o�I�^  ���f�;�]�é�ú�
-+$��Ò�ù�Ô�•

show mac address-table vlan  $�o�é  VLAN �é  MAC ���<�_�,  �9�o�I�^�±�Ž�
-+$��Ò�ù�Ô�•

-+ 4-4 MAC ���<�_�,  �9�o�I�^-+$�!ª�é�&�Q�f�<9Ô&ï�È9Õ

�&�Q�f�< .‘�ÿ
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%Y 4 %(      �,���6�4�é%¤!�
&µ�ú1��ú  CiscoView �(�P�o�;�é.3�o
&µ�ú1��ú  CiscoView �é�N-Ð

&µ�ú1��ú  CiscoView �@�6�;�b�o�"%¤!��*�,�9�S�ê�” HTTP �Å���î  SNMP �

ö!ª�Ò�á�,���6�4�é�#�\
�H�����^-+$��
�­���Ò�” GUI �L�o�,�é%¤!��Å���î.3�o���f�2�o�H�����,�
�­���Ô��  Web �L�o�,�é���f
�2�o�H�����,�â�Ô�•

&µ�ú1��ú  CiscoView �é���f�,�;�o�^�Å���î.3�o

&µ�ú1��ú  CiscoView �
���f�,�;�o�^�Å���î.3�o�Ô���æ�ê�”�4�é
Þ�:�
-��¿�ù�Ô�•

9Ô�H9Õ �,���6�4  Web �M�o�+�æ���"�.�,�Ô���Ú�ü�é�:�H���^�;�é�D�,�b�o�<�ê�”�,���6�4�é���@�o�I�^  �_�L�^  
�D�,�b�o�<�â�Ô�•

�4�æ�”�,���6�4�æ&µ�ú1��ú  CiscoView �
���f�,�;�o�^�Å���î.3�o�Ô�����
$��Ò�ù�Ô�•

Switch# dir
Directory of bootflash:/
Directory of bootflash:/
    1  -rw-     9572396  Dec 30 2002 01:05:01 +00:00  cat4000-i9k2s-mz.121-19.EW
    2  -rw-     9604192   Jan 3 2003 07:46:49 +00:00  cat4000-i5k2s-mz.121-19.EW
    3  -rw-     1985024  Jan 21 2003 03:31:20 +00:00  Cat4000IOS.v4-0.tar
    4  -rw-     1910127  Jan 23 2003 04:23:39 +00:00  cv/Cat4000IOS-4.0.sgz
    5  -rw-        7258  Jan 23 2003 04:23:46 +00:00  cv/Cat4000IOS-4.0_ace.html
    6  -rw-         405  Jan 23 2003 04:23:46 +00:00  cv/Cat4000IOS-4.0_error.html

�&�Q�f�< "á"›

�,�9�6�J 1 Switch# dir device_name  �:�C���,�é�]�ˆ�
-+$��Ò�ù�Ô�•

&µ�ú1��ú  CiscoView �
�Ë�ü�á���f�,�;�o�^�Ô���•�'�”
�ù�Ú�ê  CiscoView �:���_�"�;�]�Ç$è�é�•�'�æ�ê�” �,
�9�6�J 5 �æ1t���â�Ê�Û�Ð�¿�•

�,�9�6�J 2 Switch# delete device_name :cv/*  CiscoView �:���_�"�;�]�Æ���â�=�é�H�����^�
�å4°�Ò�ù
�Ô�•

�,�9�6�J 3 Switch# squeeze device_name :  �H�����^  �*�,�9�S�é�,�M�o�,�
�Á�ó�Ò�ù�Ô�•

�,�9�6�J 4 Switch# copy tftp bootflash tar �H�����^�
�I�o�;�H�\�6�*�X�æ�&�G�o�Ò�ù�Ô�•

�,�9�6�J 5 Switch# archive tar /xtract tftp:// 
ip address of tftp server /ciscoview.tar 
device_name :cv  

Trivial File Transfer Protocol9ÔTFTP; %ò���H�����^0©1M
�J�`�;�&�^9Õ�(�o�C
��é  tar �H�����^�Æ��  CiscoView 
�:���_�"�;�]�æ�” CiscoView �H�����^�
�ý�´�Ò�ù�Ô�•

�,�9�6�J 6 Switch# dir device_name :  �:�C���,�é�]�ˆ�
-+$��Ò�ù�Ô�•

�l43�t�‘�é�•�'�”�l43�,�o�D�o�C���)  ���f�+�f
��é�H��
���^  �*�,�9�S�æ�ß�¿�á �,�9�6�J 1:* �,�9�6�J 6�
'…��10
�Ò�ù�Ô�•

�,�9�6�J 7 Switch# configure terminal  �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�
4?�Ž�Ò�ù
�Ô�•

�,�9�6�J 8 Switch(config)#  ip http server  HTTP Web �(�o�C�
���@�o�I�^�æ�Ò�ù�Ô�•

�,�9�6�J 9 Switch(config)#  snmp-server community  string  ro  .’�ú�����2
Þ!ª�é  SNMP �D�,�b�o�<�
.3�o�Ò�ù�Ô�•

�,�9�6�J 10 Switch(config)#  snmp-server community  string  rw  .’�ú���� / � �È1��ú�2
Þ!ª�é  SNMP �D�,�b�o�<�
.3�o�Ò
�ù�Ô�•
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%Y 4 %(      �,���6�4�é%¤!�
&µ�ú1��ú  CiscoView �(�P�o�;�é.3�o
    7  -rw-        2738  Jan 23 2003 04:23:46 +00:00  cv/Cat4000IOS-4.0_install.html
    8  -rw-       20450  Jan 23 2003 04:23:46 +00:00  cv/Cat4000IOS-4.0_jks.jar
    9  -rw-       20743  Jan 23 2003 04:23:46 +00:00  cv/Cat4000IOS-4.0_nos.jar
   10  -rw-       12383  Jan 23 2003 04:23:46 +00:00  cv/applet.html
   11  -rw-         529  Jan 23 2003 04:23:46 +00:00  cv/cisco.x509
   12  -rw-        2523  Jan 23 2003 04:23:46 +00:00  cv/identitydb.obj
   13  -rw-        1173  Mar 19 2003 05:50:26 +00:00  post-2003.03.19.05.50.07-passed.txt

32578556 bytes total (38199688 bytes free)
Switch# 
Switch# del cv/*
Delete filename [cv/*]? 
Delete bootflash:cv/Cat4000IOS-4.0.sgz? [confirm]y
Delete bootflash:cv/Cat4000IOS-4.0_ace.html? [confirm]y
Delete bootflash:cv/Cat4000IOS-4.0_error.html? [confirm]y
Delete bootflash:cv/Cat4000IOS-4.0_install.html? [confirm]y
Delete bootflash:cv/Cat4000IOS-4.0_jks.jar? [confirm]y
Delete bootflash:cv/Cat4000IOS-4.0_nos.jar? [confirm]y
Delete bootflash:cv/applet.html? [confirm]y
Delete bootflash:cv/cisco.x509? [confirm]y
Delete bootflash:cv/identitydb.obj? [confirm]y
Switch#

Switch# squeeze bootflash:
All deleted files will be removed. Continue? [confirm]y
Squeeze operation may take a while. Continue? [confirm]y
Squeeze of bootflash complete
Switch#
Switch# copy tftp bootflash
Address or name of remote host []? 10.5.5.5
Source filename []? Cat4000IOS.v5-1.tar 
Destination filename [Cat4000IOS.v5-1.tar]? 
Accessing tftp://10.5.5.5/Cat4000IOS.v5-1.tar...
Loading Cat4000IOS.v5-1.tar from 10.5.5.5 (via FastEthernet2/1): 
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
[OK - 2031616 bytes]

2031616 bytes copied in 11.388 secs (178400 bytes/sec)
Switch#
Switch# dir
Directory of bootflash:/

Directory of bootflash:/
    1  -rw-     9572396  Dec 30 2002 01:05:01 +00:00  cat4000-i9k2s-mz.121-19.EW
    2  -rw-     9604192   Jan 3 2003 07:46:49 +00:00  cat4000-i5k2s-mz.121-19.EW
    3  -rw-     1985024  Jan 21 2003 03:31:20 +00:00  Cat4000IOS.v4-0.tar
    4  -rw-        1173  Mar 19 2003 05:50:26 +00:00  post-2003.03.19.05.50.07-passed.txt
    5  -rw-     2031616  Mar 26 2003 05:33:12 +00:00  Cat4000IOS.v5-1.tar

32578556 bytes total (38199688 bytes free)

Switch#
Switch# archive tar /xtract Cat4000IOS.v5-1.tar /cv
extracting Cat4000IOS-5.1.sgz (1956591 bytes)
extracting Cat4000IOS-5.1_ace.html (7263 bytes)
extracting Cat4000IOS-5.1_error.html (410 bytes)
extracting Cat4000IOS-5.1_install.html (2743 bytes)
extracting Cat4000IOS-5.1_jks.jar (20450 bytes)
extracting Cat4000IOS-5.1_nos.jar (20782 bytes)
extracting applet.html (12388 bytes)
extracting cisco.x509 (529 bytes)
extracting identitydb.obj (2523 bytes)
Switch#
Switch# dir
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%Y 4 %(      �,���6�4�é%¤!�
&µ�ú1��ú  CiscoView �(�P�o�;�é.3�o
Directory of bootflash:/
    1  -rw-     9572396  Dec 30 2002 01:05:01 +00:00  cat4000-i9k2s-mz.121-19.EW
    2  -rw-     9604192   Jan 3 2003 07:46:49 +00:00  cat4000-i5k2s-mz.121-19.EW
    3  -rw-     1985024  Jan 21 2003 03:31:20 +00:00  Cat4000IOS.v4-0.tar
    4  -rw-        1173  Mar 19 2003 05:50:26 +00:00  post-2003.03.19.05.50.07-passed.txt
    5  -rw-     2031616  Mar 26 2003 05:33:12 +00:00  Cat4000IOS.v5-1.tar
    6  -rw-     1956591  Mar 26 2003 05:36:11 +00:00  cv/Cat4000IOS-5.1.sgz
    7  -rw-        7263  Mar 26 2003 05:36:19 +00:00  cv/Cat4000IOS-5.1_ace.html
    8  -rw-         410  Mar 26 2003 05:36:19 +00:00  cv/Cat4000IOS-5.1_error.html
    9  -rw-        2743  Mar 26 2003 05:36:19 +00:00  cv/Cat4000IOS-5.1_install.html
   10  -rw-       20450  Mar 26 2003 05:36:19 +00:00  cv/Cat4000IOS-5.1_jks.jar
   11  -rw-       20782  Mar 26 2003 05:36:19 +00:00  cv/Cat4000IOS-5.1_nos.jar
   12  -rw-       12388  Mar 26 2003 05:36:19 +00:00  cv/applet.html
   13  -rw-         529  Mar 26 2003 05:36:19 +00:00  cv/cisco.x509
   14  -rw-        2523  Mar 26 2003 05:36:19 +00:00  cv/identitydb.obj

32578556 bytes total (7358284 bytes free)

Switch#
Switch# configure terminal
Enter configuration commands, one per line.  End with CNTL/Z.
Switch(config)# ip http server
Switch(config)# snmp-server community public ro  
Switch(config)# snmp-server community public rw
Switch(config)# exit
Switch# wr
Building configuration...
Compressed configuration from 2735 bytes to 1169 bytes[OK]
Switch# show ciscoview ?
  package  ADP Package Details
  version  ADP version
  |        Output modifiers
  <

�,���6�4�ó�é  Web ���"�.�,�æ�ß�¿�á�ê�”�4�é URL �â�¡ Cisco IOS Configuration Fundamentals 
Configuration Guide�¢�é�Ÿ Using the Cisco Web Browser� �é%(�

ó�–�Ò�á�Ê�Û�Ð�¿�•

http://www.cisco.com/en/US/docs/ios/fundamentals/configuration/guide/12_4t/cf_12_4t_book.html 

&µ�ú1��ú  CiscoView �±�Ž�é-+$�

&µ�ú1��ú  CiscoView �±�Ž�
-+$��Ô���æ�ê�”�4�é�&�Q�f�<�
�I
��Ò�ù�Ô�•

�4�æ�”&µ�ú1��ú  CiscoView �H�����^�Å���î�C�o�+�Z�f�±�Ž�
-+$��Ô�����
$��Ò�ù�Ô�•

Switch# show ciscoview package
File source:
CVFILE                          SIZE(in bytes)
------------------------------------------------
Cat4000IOS-5.1.sgz               1956591               
Cat4000IOS-5.1_ace.html          7263                  
Cat4000IOS-5.1_error.html        410                   

�&�Q�f�< "á"›

Switch#  show ciscoview package  &µ�ú1��ú  CiscoView �H�����^�æ4P�Ô���±�Ž�
-+$��Ò�ù�Ô�•

Switch#  show ciscoview version  &µ�ú1��ú  CiscoView �é�C�o�+�Z�f�
-+$��Ò�ù�Ô�•
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%Y 4 %(      �,���6�4�é%¤!�
&µ�ú1��ú  CiscoView �(�P�o�;�é.3�o
Cat4000IOS-5.1_install.html      2743                  
Cat4000IOS-5.1_jks.jar           20450                 
Cat4000IOS-5.1_nos.jar           20782                 
applet.html                      12388                 
cisco.x509                       529                   
identitydb.obj                   2523                  

Switch# show ciscoview version
Engine Version: 5.3.4 ADP Device: Cat4000IOS ADP Version: 5.1 ADK: 49
Switch#
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&µ�ú1��ú  CiscoView �(�P�o�;�é.3�o
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C H A P T E R 5

RPR �Å���î  SSO �

ö!ª�Ò�Ú�,�o�D�o�C���)  
���f�+�f�é�l43.3�o

Catalyst 4500 �*�]�o�-  �,���6�4�â�ê�”���"�9���I  �,�o�D�o�C���)  ���f�+�f�Ç�•4Ú�Ò�Ú�•�'�æ�”�,�2�f
�C��  �,�o�D�o�C���)  ���f�+�f�Ç�£!��
�•�È&î�É�ù�Ô�•�0�H�;�������â�ê�”�l43�,�o�D�o�C���)  ���f�+
�f�
  Route Processor Redundancy9ÔRPR; �^�o�;  �J�`�.�6�(�l439Õ�ù�Ú�ê  Stateful Switchover9ÔSSO; 
�,�9�o�;�H�^  �,���6�4���o�C�o9Õ
G
Þ�U�o�<�â$¿
G�Ô���Î�ã�â�”�,�o�D�o�C���)  ���f�+�f�l43�t�‘�

���@�o�I�^�æ�Ò�ù�Ô�•

9Ô�H9Õ Supervisor Engine 7-E 
��â�é  SSO �ã  RPR �é�s-��æ4P�Ô���¨�Ê  ROMMON -Ð
™�ê 15.0(1r)SG1 �â�Ô�•

�Î�é%(�â�ê�” Catalyst 4507R �Å���î  Catalyst 4510R �,���6�4
��â�,�o�D�o�C���)  ���f�+�f�é�l43�t�‘
�
.3�o�Ô���Ç�:�æ�ß�¿�á.‘�ÿ�Ò�ù�Ô�•

9Ô�H9Õ Cisco Nonstop Forwarding9ÔNSF9Õwith SSO9ÔNSF/SSO9Õ�é.f&¦�æ�ß�¿�á�ê�” %Y9 %(�ŸCisco 
NSF/SSO �,�o�D�o�C���)  ���f�+�f�é�l43�t�‘�é.3�o�  �

ó�–�Ò�á�Ê�Û�Ð�¿�•

�Î�é%(�é
%�å�]�ˆ�ê�”�4�é�ã�Å���â�Ô�•

• �Ÿ�,�o�D�o�C���)  ���f�+�f�é�l43�t�‘�æ�ß�¿�á�  9ÔP.5-29Õ

• �Ÿ�,�o�D�o�C���)  ���f�+�f�é�l43�t�‘�é�+�¼
{�  9ÔP.5-59Õ

• �Ÿ�,�o�D�o�C���)  ���f�+�f�é�l43�t�‘�æ4P�Ô���H�ç
P5Ä�Å���î�Ù&‚
P5Ä�  9ÔP.5-69Õ

• �Ÿ�,�o�D�o�C���)  ���f�+�f�é�l43.3�o�  9ÔP.5-79Õ

• �Ÿ�»
G�æ�����¾���§�Ã�  9ÔP.5-129Õ

• �Ÿ�0�H�;������  ���6�J�#�_�o�<�é�s-��  9ÔP.5-139Õ

• �Ÿ�,�2�f�C��  �,�o�D�o�C���)  ���f�+�f
��â�é�I�o�;�H�\�6�*�X�é�2
Þ�  9ÔP.5-149Õ
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%Y 5 %(      RPR �Å���î  SSO �

ö!ª�Ò�Ú�,�o�D�o�C���)  ���f�+�f�é�l43.3�o
�,�o�D�o�C���)  ���f�+�f�é�l43�t�‘�æ�ß�¿�á

d 
9Ô�H9Õ �Î�é%(�â
ö!ª�Ô���,���6�4  �&�Q�f�<�é�t�¥�Å���î
ö!ª�Ç�:�é.f&¦�æ�ß�¿�á�ê�”�4�é  URL �â�¡ Cisco 
Catalyst 4500 Series Switch Command Reference�¢�ã4P1j/—�±�

ó�–�Ò�á�Ê�Û�Ð�¿�•

http://www.cisco.com/en/US/products/hw/switches/ps4324/index.html 

Catalyst 4500 �é�&�Q�f�<  �]�H���_�f�,�æ�•0¿�Ð���á�¿�å�¿�&�Q�f�<�æ�ß�¿�á�ê�”����.f&¦�å  Cisco 
IOS �\���I�\�]�

ó�–�Ò�á�Ê�Û�Ð�¿�•�4�é  URL �â�¡ Catalyst 4500 Series Switch Cisco IOS Comman
Reference�¢�ã4P1j/—�±�

ó�–�Ò�á�Ê�Û�Ð�¿�•

http://www.cisco.com/en/US/products/ps6350/index.html 

�,�o�D�o�C���)  ���f�+�f�é�l43�t�‘�æ�ß�¿�á
�Î�Î�â�ê�”�,�o�D�o�C���)  ���f�+�f�é�l43�t�‘�æ�ß�¿�á.‘�ÿ�Ò�ù�Ô�•

• �Ÿ�N-Ð� 9ÔP.5-29Õ

• �ŸRPR 
G
Þ� 9ÔP.5-39Õ

• �ŸSSO
G
Þ� 9ÔP.5-39Õ

�N-Ð

�,�o�D�o�C���)  ���f�+�f�é�l43�t�‘�Ç���@�o�I�^�æ�å�Þ�á�¿���ë�”���"�9���I  �,�o�D�o�C���)  ���f�+
�f�Ç�•4Ú�Ò�Ú�•�'�”�ù�Ú�ê�”�»
G�,���6�4���o�C�o�Ç�s-��Ð���Ú�•�'�æ�”�,�2�f�C��  �,�o�D�o�C���)  
���f�+�f�Ç�Ÿ�Â�Ò�¿� ���"�9���I  �,�o�D�o�C���)  ���f�+�f�æ�å���ù�Ô�•�,�2�f�C��  �,�o�D�o�C���)  ��
�f�+�f�ê���"�9���I  �,�o�D�o�C���)  ���f�+�f�é�,�2�o�;���6�J  �&�f�H���!�X�_�o�*�Z�f�â)D
G"›�æ�Ë
�¼
{�Ð���á�¿���Ú�ü�”�,���6�4���o�C�o�(4F�Ç#t'W�Ð���ù�Ô9Ô�&�f�H���!�X�_�o�*�Z�f�æ���Þ�á�ê  
RPR �U�o�<�â  30 $}
•
��• SSO �U�o�<�â�ê  1 $}
•
�9Õ�•

�,�o�D�o�C���)  ���f�+�f�é�l43�H�ê�”�,���6�4���o�C�o�(4F�é�å�ë
•���æ�ý�4�é�]�ˆ�
�(�P�o�;�Ò�á
�¿�ù�Ô�•

• �,�o�D�o�C���)  ���f�+�f�é  Online Insertion and Removal9ÔOIR; �t�H�L�î9Õ

�,�o�D�o�C���)  ���f�+�f�é�l43�t�‘�æ�����”�T�f�9�=�f�,�(�æ�l43�,�o�D�o�C���)  ���f�+�f�é  
OIR �Ç��(»�æ�å���ù�Ô�•�l43�,�o�D�o�C���)  ���f�+�f�Ç�Þ0¿�Ð���á�¿���•�'�”���"�9���I  �,�o
�D�o�C���)  ���f�+�f�Ç�Ø�é�=�÷�
���´�Ò�”�l43�,�o�D�o�C���)  ���f�+�f�ê  RPR �U�o�<�â�ê1ñ�½"›
�Ë�¼
{�,�9�o�;�”�Å���î  SSO �U�o�<�â�ê�b�K�Ë�¼
{�,�9�o�;�â/à
G�Ò�ù�Ô�•

• �0�H�;�������é���6�J�#�_�o�<9Ô �Ÿ�0�H�;������  ���6�J�#�_�o�<�é�s-��  9ÔP.5-139Õ�

ó�–9Õ

�,�o�D�o�C���)  ���f�+�f
��â�é�0�H�;���������•
��é�3���f�(4F�
�¨�Ê4¢�æ�Ô���Ú�ü�æ�”�,�2�f
�C��  �,�o�D�o�C���)  ���f�+�f�æ�Â�Ò�¿���T�o�+�
�`�o�<�Ò�á�,���6�4���o�C�o�
�s�É�Ò�ù�Ô�•

�,���6�4�
�¨�Ë�æ/à
G�Ò�á�”�¨�Ë�æ/à
G�Ô���,�o�D�o�C���)  ���f�+�f�Ç���"�9���I  �,�o�D�o�C���)  ��
�f�+�f�ã�å�Þ�á�”�,���6�4���o�C�o�Ç"’!¢�Ô���ù�â���"�9���I�é�ù�ù�ã�å���ù�Ô�•

�4�é���L�f�;�Ç  1 �ß�ù�Ú�ê-„�™"’!¢�Ô���ã�,���6�4���o�C�o�Ç"’!¢�Ò�ù�Ô�•
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