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M=

PPPoE Hifk=—< x> (PPPoEIA) 1Z. #7227 54 ,3L BRAS DEICEESN, h—E X Frm
NA X —TH5BRAS A —H Ry hENLTT IV ERA AL v FICHEREENTWVWET Y R AZX FEK
B0 ELBHET, T/ EA AL vFTlE, PPPOEIA ICLVELRZ 22—V DA —H Ky b 7
U— DN X T2 2 8 TH TR T A NERGRBIN R Y £ (X TR, AL v T
R VLAN CEFI SN TWDE T T RT T4 RR EOBEDERNEGENET), PPPoEIA |X, R— hH
{7 /VLAN H{7 T T D PPPoE Active Discovery (PAD) X v &— V2 RITZETHZ LT, FA R
& BRAS OO/t X2 VT 4 77 AT U4 —VELTHELET, BETERVE— LR
17215 L= PAD A v & — Y O, RN— FHEALO PAD A vt — L— MERDF/F, PAD A v & —
D VSA X TOFEABLOHIRR EDEX2 Y T o BEREZIRIL L £,

ALy FETDH PPPoE IA ®A +—TJLE

TOMREEMFEHA LT, A v TF ETPPPoEIA 227 0 — N NVIA X—TNVEFITT 4 E—T NI TEFE
7,

Switch> enable
Switch# configure terminal
Switch (config) # pppoe intermediate-agent

F7 4L hTlE, PPPoEIA 1327 02— NLICF 4 E—7 LT,

AALYFLTHPPPoEIADT7 7R /— F#AIFDRE

COMEEFERLT, AL v FDOT 7R J—F il T+E2RETEET, ZOXRTA—EZPREESN
TWARWESIL, BHA X —T =24 ADIP 7 FLAZMERA L CEBMICEESNET,
Wz, 77 'R J— KBl + abed 23X ET 502~ LET,

Switch> enable
Switch# configure terminal
Switch (config)# pppoe intermediate-agent format-type access-node-id string abcd

5 7 # v hTlE. access-node-id 1T E I N TWEH A,

AA v FLTH PPPoE IA DEHIFIFI., A T>av, TYUIZDHRE

COMEEIX., VAT ACEDET 7N MR ID O BB Y EEE LUET,

EAFRER A 7Y a itk TnFNR Ay M/ AR—b, 2y b/VLAN, ~"— bk /VLAN, BXU=
2 b /A— F/VLAN OfAEG DR ERT sp. sv, pv. BELWspv TT, FERAAERT U I XX #,
N e ;\ /\ X‘/\o“—‘ch\‘?‘o

WORD. options, ¥ X delimiters Z48E LN D a<2 RO ne BREHEATEE. T 740D
[El# ID D BEVAERICRE D £37,

I, WA TS word 24 a spyv, T U XX i) ZEMALTRET D602 RLET,

Switch> enable

Switch# configure terminal

Switch(config) pppoe intermediate-agent format-type
identifier-string string word
option spv delimiter :
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Z D=z~ NiX.pppoe intermediate-agent format-type circuit-id ¥ 72 /% pppoe intermediate-agent
vlan num format-type circuit-id 2~ REFERAL TS v F—T = AR ETIEA LV F—T = A AH
A7 /VLAN BALCHRIICEE S L7z B8R 1D ICIX B L 5 2 £8 A,

AAYvFLED PPPoE IA DTS — A vE—VDERE

GE)

COBEEFEAL T, A4 vy FOWRMATT— A vE—U%FELET, PPPoE IA IIfFED T T —IRHE
IR Z DA v 2=V %FEFELET, string {WORD} BDHEESNTVWRWEESE, =7 — A vkE—VF
BiNshERA,

RIZ, packet_length>1484 DI A v =V HRET H61%~ LET,

Switch> enable
Switch# configure terminal
Switch(config) pppoe intermediate-agent format-type
generic-error-message string packet length>1484
PPPoE Discover packet too large to process. Try reducing the number of tags added.

77 4V N TiX, generic-error-message (3¢ E SN CTWE WA, string fE1% UTF-8 2 # S 41T
DIGEICBMENET, WO I BRA vE—VRERINET,

PPPoFE Discover packet too large to process.Try reducing the number of tags added.

Z @ TAG (0x0203 Generic-Error) I 7 —%Z /R LE T, ZiuL, PPPoE ~~A 17— K28 1484 N1 L &
D KEWPPPOE 7 A B Y /7w hi3 PPPoE TA (12 L - TRAG &5 &, PPPoE 1A 1T X » TARKL
S 72 PADO F721% PADS /37 v MZBIMTE, PADI F£721% PADR OJSEIZE D T —HFITRET
FE94, =T — 7 —ZIT UTF-8 JLFFIThFIER 0 8 A,

48— 4 XLTDH PPPoEIA DA *—TIJLE

(E)

COBREEMEHA LT, 4 ¥ —7 A AL TPPPoE IA #ife% A % —7 /LI LE7., pppoe
intermediate-agent =~ > RBHMC/2 5 DIL, PPPoE A BN Z D a~vy REfH LT/ r— UL
CA R =T ICREENTODHARET TY (o F =T = A ATEFEEN PPPoE 7 4 AU
/r v @ PPPoE IA LB HIZF DA 2 —T7 =2 A A TPPPOEIA A X5 4 v ACLEZ7 277 4 712F
BT, 7= F =T VT D MERH Y £T),

ZOREF, FTET S VLAN ICBRRL, 2OV H—T 24 ZAE@BBTHTXTOT7 L—AIZHEA
SNET, T 74/ FTiE, PPPoE A #BEIZ TR COA VX —T =2 A A TT 4 =T NTT, DO
BELBELTEZTRTCOA U Z—T oA R LTCIDavwy REFETTLHILERDH Y 97,

Wiz, Z7 A A=Y %y b A X —TxA A3/l TPPPoEIA A F—TNIZT BB % RLET,
Switch> enable

Switch# configure terminal

Switch (config) interface FastEthernet 3/1
Switch(config-if) pppoe intermediate-agent

A H =T 2 A ALETPPPOEIA A4 F—7 ML ThH, HEST Y FBRZITHTENLNZ ERH DY
*9, BB (a) PPPOEIA 27 0 — LA F—TNVICTBLERH Y, (b) AL vTF %
PPPOE H— 28 DA v X —T = A4 2D L h 1 DI Ttrusted] PPPoE TA S EN M BT
Ko7 varz22BLTEIWN),

| oL-16048-02-J

Y2+ 7 av724Fal—ay H4F—1Y1Y—2R12.2(53)SG



$£41%F PPPoE ##I—S x> (PPPoEIA) OFE |

4252 —J x4 XLTH PPPOE IA ZHEREDRTE

ZOMBEHEHAL T, WA v F—T A A% trusted IZRELET, KIZ, 77 AN A=y b A
VA —T x4 R 32 % trusted ICFEHET DB ERLET,

Switch> enable

Switch# configure terminal

Switch (config) interface FastEthernet 3/2
Switch(config-if) pppoe intermediate-agent trust

DOFEIL, T 74NV FTET 4 =TT,

\
GE) AA v F % PPPoE V— T D51  X—7 =1 AT trusted ICRESNE T, AA v TF %
o2—% (PPPoE 7 A4 7> ) \Z¥ftd DA > ¥ —7 = A AL untrusted T,

4258 —J 14 XLTOH PPPOE IA L— MHIPRERE DR E

ZOWREIX, A v X —T = A AL TPPPoE T 1 AH XY 4 v+ (PADI. PADO. PADR. PADS,
F721L PADT) BZfgsftdb— bk (BHA) ZHIBLET, BETy PO —FBRREINLTND
HIBRICET 5825 &, ~— Mid errdisable 27— M2 0 £,

WIZ, Z7 AR A=Y Ry h A ¥ =T x4 A3/1 TL— IR 30 ZRETDHERLET,

Switch> enable

Switch# configure terminal

Switch (config) interface FastEthernet 3/1

Switch (config-if) pppoe intermediate-agent limit rate 30

N
GE) LV—HMHIBROARTA—=F T pps T, HIFTy hOL— R ZOELZBEET S &, A— I
Yy MU LET,

41283— 124 XRLETDHPPPOEIARVE—Z TREDETE

CORREEEMT L, BREIZA ¥ —T7 = A A L TX(E L7 PADO. PADS, 3 LT PADT /7 >
bR —EERME (VSA) #7&REL TR La—FIZHIETEET,
WIZ, Z7 AP A=Y Ry b A F =T x4 X312 LTHREEAX—TNVICT D0 ERLET,

Switch> enable

Switch# configure terminal

Switch (config) interface FastEthernet 3/2

Switch(config-if) pppoe intermediate-agent vendor-tag strip

DRET. 77NV ITIET 4= NLTT,

GE) —RITIE. N — 2 JEREIL PPPoE Y —NITHEHR T oA X —T = A4 A ETHRELET,
FREZRETDE, BERT Y b2 (W T A7 T4 N\B L OEBBIMERE (5% T D) VSA
BEREINET, LEREYE  (a) pppoe intermediate-agent vendor-tag strip =~ > K& H
NZT DT, A F—T 2 A A LT PPPOE Tk~ — Y = > b &2 A R =TT D MEN

D, (b) A1 F—7xA A% trusted IZRET DMENRHY £9, ZDa~vy NZEMTIE
2T,
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A1253—T x4 XLDPPPoEIAERID EXUYJE—F ID DFRE

[no] pppoe intermediate-agent format-type circuit-id =~ > K&, £ V¥ —7 =4 2 LO[EFRID %
REL, A vy FICXLDEHID OFBAEMRE LEELET, Zoavy REEALRWES,
intermediate-agent I K> TT 74 /L b ¥ 7 (2—FRHEHE I D PPPoE DA —H v | x/ly:z 78 &)
B1OoOMASNET,

[no] pppoe intermediate-agent format-type remote-id =~ > Ni&, /1 =7 = A XA DY E— |
ID Z&ELET,

ZOMREIC L > T, FEIRRID £7213 Y £ — b ID 28> ZOWHllA 7 —7 = 4 2 TXAF Sz PADI,
PADR, 5 XU PADT /X% » b (PPPoE 7 4 AU AT —VITE) BNZ 7T EsnET, Zhid,
PPPOE IA 73 VLAN TA R — 7 WMZ7% 5> TWOIUEZE D VLAN IZBfR2 <fThbivE T,

722 A AN, FH D Ofb Y I ) E— b ID 2ERT 5 LERDY ET, ZORE
77 40 P TRESR TRV D, PPPOEIA A =T M LT RTOA v 4 =T = A A LT
COREERETHVLENHVET, VE—FIDDF 7 4/L MEIZ, (T_XTOWHRA L Z—T = A
AD) AA v F D Media Access Control (MAC; A5 47 77 & A#flfl) 7 KL AT,

Wiz, [E#R ID & root & LT, UE—hID % granite & L CRETHHIZ2RLET,

Switch> enable

Switch# configure terminal

Switch (config) interface FastEthernet 3/1

Switch (config-if) pppoe intermediate-agent format-type circuit-id string root
Switch(config-if) pppoe intermediate-agent format-type remote-id string granite

4 28—7 14 XLDOHFE VLAN O PPPoE IA O A +*—TJJL{E

ZoBREEEMATLE. (a) FFED VLAN L, (b) Ixy,] OL>%R b ~TREI-72Y X M 720X
(¢) Tx-yl O X5 724 T PPPoEIA %A X —7 MR ETE ET,

¥piE D VLAN :

Switch# configure terminal

Switch (config)# interface FastEthernet 3/1

Switch (config-if)# wvlan-range 5

Switch (config-if-vlan-range)# pppoe intermediate-agent

1~ TRY>7 VLAN U X | @

Switch# configure terminal

Switch (config)# interface FastEthernet 3/1

Switch (config-if)# wvlan-range 5,6

Switch (config-if-vlan-range)# pppoe intermediate-agent

VLAN #iH :

Switch# configure terminal

Switch (config)# interface FastEthernet 3/1
Switch(config-if)# vlan-range 5-9

Switch (config-if-vlan-range)# pppoe intermediate-agent

~

(3¥)  vlan-range E— F® pppoe intermediate-agent =~ > RiL, /1 > ¥ —7 = A X E— FDO[F LT
o< NI LER A, pppoe intermediate-agent =~ NI, f " Z—T7 = A A E—R
Davy RERMRRAEDITRY £9, LEREE : (a) PPPOEIA 27 0 — W2 A X —7
T DHERHY . (b) PPPOE y— NITEf T o1 v Z—T = A 2037 Ly 1 DT
7
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B ZEASA—40%x

A4253—T 24X LD VLAN @ PPPoE IABI#RID £ & U E— + ID DEETE

TITHE, AV E—T 24 A LORFED VLAN O ID BEI XV E—MID #FELET, Z0a~
VRiZ, ZOYEA U —T oA AWK L TRESNZERID BEO®VE—FID # EEXL, X
4/%dWWMDm%ﬁﬁLT D VLAN TZEINT A7y NZZ T EMHTET, 2087 2 —F %
F7 NV FTHBREINTVWERA,

remote-id 7 7 /b MiElX, (FXTD VLAN D) ZA v FDMACT RLATT, ZDNRT A—H
ERELT, VY727 T4 NEREOEREFFLTEET,

(3¥)  vlan-range € — K ® circuit- id :}‘o‘ X O remote-id D% E (X, PPPoE IA 737 1 — 3135 X O vlan-range
EF— R TAR—TNOHEHRITTETHBEEZITET,

WIZ, A Z—7xA A g3/7 T circuit-id % aaa 12, remote-id % ccc ITRETHHIEZRLET,

Switch (config) # int g3/7

Switch (config-if)# wvlan-range 5

Switch (config-if)# pppoe intermediate-agent

Switch (config-if-vlan-range)# pppoe intermediate-agent format-type circuit-id string aaa
Switch (config-if-vlan-range)# pppoe intermediate-agent format-type remote-id string ccc

~
()  vlan-range E— F 2v > Ri&, HXNTHRE I NZRED VLAN, #H# D VLAN, 72
VLAN O#iFHDO Wi cst LT PPPoE 1A %R E L £,

BRE/NT A —FDORT

show pppoe intermediate-agent [info| statistics] [interface {interface}] =~ > NiZ, PPPoE HIZfRTF
SNTVDLIEIERBRENRT A—H, FalEH, BLOI Y o ¥ E2RFRLET,

info ¥ — 7 — K&, PPPoE Fff=—V =V FRA U H =T oA A LETIT (A ¥ —T x4 AD)
VLAN ETZ 00— Ul X—=T VOB ERRINET, £/o. A v FOT7 78R — Filkhl+
BLOWHZ I — Avt—Y BLORD A~y RIZE 2T B — UUIZERE STV Dk 1 3CF
DA T arBIOTY I EGEMLET,

Switch (config) # pppoe intermediate-agent format-type ?

access-node-id Access Node Identifier

generic-error-message Generic Error Message
identifier-string Identifier String

info Xx—U— K, 7 R_XCOA X —T 2 A ABLIRENLDA ¥ —T = A AZEEMIT L TH
53 _XT» VLAN O ID, VE—h ID, FHEHBLOL— MIRERE, BLUONU X —& FTEREH
ELHERLET, ZNLONRTRA—ZONTNUDLRREIN TV RWGEEIIERINETA,

statistics 47> 3 1%, %5 &1 7= PADI/PADR/PADT X7 v FD¥, BLIOTRTHOA v F—T =
AABIORZENSDA o H—T A RZHEEAT 5TV D T XTO VLAN T DO/ v MIREZAE
SN ERRLET,

interface NIEE SN TWAEE ., FOWIEA L 2 — 7 = A4 2B X OEEMNT SN TWAS VLAN 72T
YT AHIEROMEHERNB TR INET,

PPoE IA I3 Private VLAN (PVLAN; 77 A ~X— | VLAN) THAR— h S E7T 25, PVLAN OBEA}
T (T4 VBLOEAZY VLAN O~ v B 7)) OFRIIRRINET A,
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ZERSA—s0x: A

PPPoE IA show =~ R (show pppoe intermediate-agent info, show pppoe intermediate-agent
info interface g3/7. show pppoe intermediate-agent statistics 72 &) X, 77 A ~— k VLAN O
AT (FI7A4~VBEIOELF ) VLAN v v B 7)) ICHTAERIIFRLETA, 220, K
DOENZTRT L ST, 7T A4 <— F VLAN 22875 ®© VLAN MR < VLAN BT 5 RITE RS
NET,

Switch# show pppoe intermediate-agent info
Switch PPPOE Intermediate-Agent is enabled

PPPOE Intermediate-Agent trust/rate is configured on the following Interfaces:

Interface IA Trusted Vsa Strip Rate limit (pps)
GigabitEthernet3/4 no yes yes unlimited
PPPOE Intermediate-Agent is configured on following VLANs:

2-3

GigabitEthernet3/7 no no no unlimited
PPPOE Intermediate-Agent is configured on following VLANs:

2-3

Switch# show pppoe intermediate-agent info interface g3/7

Interface IA Trusted Vsa Strip Rate limit (pps)
GigabitEthernet3/7 yes no no unlimited
PPPoE Intermediate-Agent is configured on following VLANs:

2-3

Switch# show pppoe intermediate-agent statistics

PPPOE IA Per-Port Statistics

Interface GigabitEthernet3/7
Packets received

All =0

PADI = 0 PADO =
PADR = 0 PADS
PADT = 0
Packets dropped:
Rate-limit exceeded = 0

([l
o o

Server responses from untrusted ports = 0
Client requests towards untrusted ports = 0
Malformed PPPoE Discovery packets = 0

Vlan 2: Packets received PADI = 0 PADO = 0 PADR = 0 PADS = 0 PADT = O
Vlan 3: Packets received PADI = 0 PADO = 0 PADR = 0 PADS = 0 PADT = O
Switch# show pppoe intermediate-agent statistics interface g3/7
Interface GigabitEthernet3/7

Packets received

All = 3

PADI = 0 PADO = 0

PADR = 0 PADS = 0

PADT = 3

Packets dropped:

Rate-limit exceeded = 0

Server responses from untrusted ports = 0

Client requests towards untrusted ports = 0

Malformed PPPoE Discovery packets = 0
Vlan 2: Packets received PADI = 6 PADO = 0 PADR = 6 PADS = 0 PADT = 6
Vlan 3: Packets received PADI = 4 PADO = 0 PADR = 4 PADS = 0 PADT = 4
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B x5yt nvrs0s07

O -~
INTY S ADORZDI YT
ZIZTIE, T RCOA L E—T 2 A A LDy N BB E 7 VT35 5EEARLET (KR— MH
(745 X UK — 1 WAL /VLAN BEfir)
wic, ToBlERLET,

Switch# clear pppoe intermediate-agent statistics

Issuing of the above command clears the counters for all PPPoE discovery packets
(PADI, PADO, PADR, PADS, PADT) received on DUT.

Switch# show pppoe intermediate-agent statistics interface g3/7
Interface : GigabitEthernet3/7
Packets received

All =0
PADI = 0 PADO = 0
PADR = 0 PADS = 0
PADT = 0

Packets dropped:
Rate-limit exceeded = 0
Server responses from untrusted ports = 0
Client requests towards untrusted ports = 0
Malformed PPPoE Discovery packets = 0
Vlan 2: Packets received PADI = 0 PADO = 0 PADR = 0 PADS = 0 PADT

Vlan 3: Packets received PADI = 0 PADO = 0 PADR = 0 PADS = 0 PADT

]
o o

PPPoE T — x>V DTNV

debug pppoe intermediate-agent [packet | event | all] =~ FEHEHT B &, T3y JIZ&SL>F A
72 PPPoE A2 FE /R CxEt+, Zoa~r R, 7+ NCETF 4 2—7 1 T1,

Zoa<wy RO packet A7 a it VT R =TANTRESNEAYy FONEEFR T LET,
A=Yy 7L —LDEETB LU, MAC 7 KL A, PPPoE 5 4 A BN Ny hda— K,
N=Vav, ZAT, BEOFET DL TAG DY A MBRRINET,

Zoawr RO event A7 a viE, BERA vy —%%xca— L% (PPPoE T 4 AR XAy K
DRESNTWDIHIREEZ DL — N TERBTDHZD, A F—T A A AT — b errdisable (A& H
&E9)., ZHIL. debug pppoe intermediate-agent event =~ > NIZ X > TERENDHME—DA X

v FTT,
al 7> a v A FERT AL, Nubr—U FF g b ARV N I a VDOl ENRA T —T ISR
ESC

WIZ, packet 77> a v ERELTCT Ny Y a< > ReEANTLHHZRLET,

Switch# debug pppoe intermediate-agent packet
PPPOE IA Packet debugging is on

*Sep 2 06:12:56.133: PPPOE_IA: Process new PPPOE packet, Message type: PADI, input
interface: Gi3/7, vlan : 2 MAC da: ffff.ffff.ffff, MAC sa: aabb.cc00.0000

*Sep 2 06:12:56.137: PPPOE_IA: received new PPPOE packet from inputinterface
(GigabitEthernet3/4)

*Sep 2 06:12:56.137: PPPOE_IA: received new PPPOE packet from inputinterface
(GigabitEthernet3/8)

*Sep 2 06:12:56.137: PPPOE_IA: Process new PPPOE packet, Message type: PADO, input
interface: Gi3/4, vlan : 2 MAC da: aabb.cc00.0000, MAC sa: 001d.e64c.6512

*Sep 2 06:12:56.137: PPPOE_IA: Process new PPPoE packet, Message type: PADO, input
interface: Gi3/8, vlan : 2 MAC da: aabb.cc00.0000, MAC sa: aabb.cc80.0000

VYI2b9x7 av724Fal—>ay H4 F—11)—X 12.2(53)SG
m. OL-16048-02-J |



| £41% PPPoE ##I—J x> (PPPOEIA) DE

*Sep 2 06:12:56.137: PPPOE_IA: received new PPPOE packet from inputinterface
(GigabitEthernet3/7)

*Sep 2 06:12:56.137: PPPOE_IA: Process new PPPoE packet, Message type: PADR, input
interface: Gi3/7, vlan : 2 MAC da: 001d.e64c.6512, MAC sa: aabb.cc00.0000

*Sep 2 06:12:56.145: PPPOE IA: received new PPPOE packet from inputinterface
(GigabitEthernet3/4)

*Sep 2 06:12:56.145: PPPOE_IA: Process new PPPoE packet, Message type: PADS, input
interface: Gi3/4, vlan : 2 MAC da: aabb.cc00.0000, MAC sa: 00ld.e64c.6512

WIZ, event 7L a VERELTCT ANy Y a<wry e ANT562RLET,

Switch# debug pppoe intermediate-agent event
PPPOE IA Event debugging is on

*Jul 30 19:00:10.254: %SPPPOE_IA-4-PPPOE TIA ERRDISABLE WARNING: PPPOE IA received 5 PPPOE
packets on interface Gi3/7

*Jul 30 19:00:10.254: %PPPOE_IA-4-PPPOE IA RATE LIMIT EXCEEDED: The interface Gi3/7 is
receiving more than the threshold set

*Jul 30 19:00:10.394: $PM-4-ERR DISABLE: STANDBY:pppoe-ia-rate-limit error detected on
Gi3/7, putting Gi3/7 in err-disable stat
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