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AR—=bIbA¥ A— FEETER) OMIZBITS, Xy hOBEFMA M) —LE LTERINET,
BRI 7 e —Z, #ELIP 7 RV A, 586 IP 7 RV A, EEXAR— &5, siiRh— &S, 7o
hal ZA4 7 B—EREZALTF ANAVE—T A ALV T 4 — )L ROMAEDLEE L THERIE
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W NetFlow @A EHINEREOHE

NetFlow #FHERIZ. Zo—r00 b5 74 v 7 DE=F Y U ITHBETHY ., 22XV, NetFlow
Data Export (NDE; NetFlow 7—4% =27 AR — ) ZHEAL T, AA v FZ@EBTHTXTO [Pv4
N—=FT v R NI T4 0% 7R —L_XLTE=ZY T TELLIICRY T, WEINHEHER
%, #M#T /31 A (NetFlow Collector/Analyzer) ([C=7 AR— L TCELIZMBETEET, X b
U—2 77 F—iE, NetFlow #itEH (3L UNDE) %7 /31 ZAHA TERIRAIZA R —7 I L
T, FEORy NT—JHHBRDO NT7 7 4 v 7 RT3 —< A, filflll, FTREEREHGD LN T
TFET,

NetFlow if, 2 2074 —~v hDHILEL LMLV, UDP FT—4 7T ATy —E#RET T A
A—hLET, X"=Var 1l 7+—~y NIEYIZY Y —RAENNRA—TarThY, N—Vars5
%X, Border Gateway Protocol (BGP) Autonomous System (AS; BEfEL A7 A) BHBI 7 —
VUV AFZEEBM LU RLERE T, N—Var 1 Tr—~vy FBIXUON—=Va 57 r—v v b
TiE, ~v XA —BLUW1 22U EDT7a— La— Ko7 —F 77 AR InNET, ~y X —DJHE
T4 =R, 2T AR— b T—=F T T LDONRN=Ta VESPEENET,

ZITHE, RONEIZHONTHALET,

o IN=FRU=7noBEGT51H (P.53-3)

o V7 MU= oEGT 51 (P.53-4)

o TANBLOHNA =T 2 A ZAF S L AS FSOEID LT (P.53-4)

« TUBRL BLUwA 27 n7m— R 7L Netflow faHiEHOMKEOH AN (P.53-5)

» [VLAN OfaHE# I (P.53-6)

Catalyst 4500 U — X A4 v F TiL, WESNTZHEFHERMITNDE N—2 3 1 BEIOS5 B ¥ R—
F &3 E T, NetFlow 7 CiE NDE S—Y 2 > 8§ BMLE T,

BEOD 7o — <A 712k ->TiE, 7ae— La—RKO—¥D 7 4 =V RICIXEREGENLWZ 08350
9, PR—=FINTWVWARWNWT =L RIZiEEr (0) REENET,

WDOETIE, NDENX—TV a5 THR—FENTNET 1 — L RIZOWTHBHALET,
o £ 531 R=Var SOy F— TFx—<v |
e K532 ARA"—=Vgr5p7u—La—FK 7r—~<vh

& 531 NDE /3\—2 3> 5 DAY H— T+—<T v L

Bytes NE e

0~1 version NetFlow =7 AR —h 7 —<v FONXR—=V g U FE
2~ 3 count IOy T2 AR—hEND7e—0% (1~ 30)
4~7 SysUptime AA v FaREH L THHRE L I U B EALOREH

8 ~ 11 unix_secs 0000 UTC (fiEAEEHERE) 1970 > Bk L 7= 705k

12 ~ 15 unix_nsecs 0000 UTC 1970 ki@ L=+ /7 #

16 ~ 19 flow sequence HEINEEHTe—D—Fr X R

20 ~ 21 engine type Ta— A v F T 2T DEALT

21 ~ 23 engine_id Tu— A vFr T 2O Aay NEE
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% 53-2 NDE X—Cayv 5m70— La—K 7+—3v k
20— IRY
X=AAHY
cA=EBMI74—ILE
X X
Ay Ay
H H
) )
I
IR IR R & ®
] i g g B N WA
Ne+ BB L K E BNFExv R IRv
0~3 srcaddr BETLIPT FL XA X X X X X
4 ~7 dstaddr |55 IP 7 R L % X X X X X
8 ~ 11 |nexthop |XZ A KKy AL VvFDIP T KL 2R A A A A A
12 ~ 13 |input AJA v B —7 = A A SNMP iflndex X X
14 ~ 15 |output 1A v % —7 =1 A SNMP ifIndex A A A A A
16 ~ 19 |dPkts A=E VAT /AN X X X X X X
20 ~ 23 |dOctets |7 —DA 275 v b (/31 K) X X X X X X
24 ~ 27 |first 7 v —B4hFED SysUptime X X X X X X
28 ~ 31 |last Ta—OR&NRry NeEZIELIEED X X X X X X
SysUptime
32 ~ 33 [steport | LA Y 4 REETA— MESELITTN L A% x? X?
DHLO
34 ~ 35 |dstport LAY 45E80EAR— bEBEIXENLERZED X X
140
36 padl KEM (Bu) <A b
37 tep_flags |TCP 7 5 7/ @ %% OR
38 prot LAY 47 u k=i (6=TCP, 17=UDP 7 X X
)
39 tos IP—ER X AT XA |
40 ~ 41 |src_as KETO AS FE (BASEITET) X X X X X
42 ~ 43 |dst_as 50D AS By (MR EZITET) X X X X X
44 ~ 45 |src_mask |EETT LA L7427 A <w2Z27 By b |X X X X X
46 ~ 47 |dst mask |57 RL A FL 747 A A7 By | X X X X X
48 pad2 KM (Bw) o K

1. 57— ~2AI7DEE, X7 AN KT AL vFDOIPT FLVA] 74—V RBIQ WA Z—7=A AD SNMP iflndex| 7 1 —
VRIZIE, TRTO7e—CEMRRERPEEINRNIENHD 7,

2. PFC3BXL ®&— F¥%721X PFC3B & — K Ti&. Internet Control Message Protocol (ICMP) k5 7 4 v ZIZICMP 22— K& % A 7 OERE £
nET,

N—FzT7HhoBRGT H1FH

N= R =27 nbDO—H72 NetFlow L2 — R TAFTE 2FERICIT. WONENEENET,
o Ny hBIUNA MK

VI2bkyx7ava4Fal—ar H4 F—11)—R 12.2(53)SG
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W NetFlow @A EHINEREOHE

o BAE A LARZ L TBIOKRTHEA DAL
o REETXIPT FLABIUSEEIP 7 FL2A

e I[P Fu han

o EEIXA—MEFBIOEER— FES

VI b7 hoBRIGT HIFH

V7 R =T InBO—#%A)7: NetFlow L 22— F CTAFTX 2ERICIT. WONERNEENE T,
o AJTEEAIT-F KOV sk 1

o FITARKY T T RLVA, MAEBLOEYT AS, B EXBIOWE TV T 4 7 A ~ AT gL —
F v TG

ANBEIUVHNAI U E—T A REFTELE ASESDEIY AT

ZIZTHE, RONFIZHOWTHBALET,
o [T 4 —L FOEYHE T (P.53-4)
o AL =T A ABIOWABEETH T +—L ROEIY YT (P.53-4)
o TANALV =T A ABIOCATEETR T +—N ROEIY YTy (P.53-5)

FET4—ILFEDEIY KT

Catalyst 4500 U —X A4 v FTiL, »— KU =7 T NetFlow 7 —23IUEEShEF, "—Fu=7
TlX, TTCO NetFlow 7r— 74—V ROV Ty MBRESNET, FVDOT7 4 —LRiE, V7
P =TIl ko T—T g Vv IREPRESNTZEE, Y7 MV =2TICE>TANTINET,

Netflow Services Card (Z1%, NetFlow Flows (ZB#id 5 ANA v 2 —T A A, WA F—T = A
A, ZOMDN—T 4 TIERE BRI O— B L THRIT 2 ®AH212H Y £ A, Catalyst
4500 U —RX AL v FIE, TNEMI Y 7 MU =T AH=ZALRHY E£T, TOAH=ALIZON
T, ROBEHETHAL E7,

HAA B =Tz A REIVHABEEFR T 4 —IL FOEYEHT

Y7 N =TiE, (FESEIP T KL RIZES W) 7 7 4/ b @ Forwarding Information Base (FIB; #5
BEERR—R) T—TNVOFIB =y M) ERBLTHIA 2 —T7 oA AEREZHBILEST, 2O
FIB=Y UL, Y7 =TI O%EIP 7 RLUADSE AS T LA ¥ —7 = A XEH
SN T A e R EA~OT 7B AN TE A LRV ET, LER-T, A v F—T =R
IFHICFEHE IP 7 RLRIZESWTWET, A v F ETr—=RANF U TR, X—T SN T
D%E. FIB =2 b CHEEEZRRT 5RO VIC, n— R AT o7 Ny v a7 FIB /3
AT 7B AT DL IEM S, B RBHEREICTT 7 A LEd, 2o nkeR T @E. ELW
WEREBERLETN, 774V D FIB7—7 /L CIP 7 KL A% AT 2 Policy-Based Routing
(PBR; RV v— R—=R b—F 4 7)) PMERINTWDIEHA, ELWHERABONBRWEARH D E
T, ZOXIREBETIE, F—0%% IP 7 KL AIZFIB 7—7/V =2 kU B X ORI AT S iz B
EBVERGFAETHE O T,
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ABL =T A REEIVANEEFRT 4 —IL FDOFIY ST

~

GE)

FERIC, ANWA v E—T oA AL FETIP T FLADOFEETL AS BEIX, HETLIP 7 FLAITE SN
72T 74NV EDFIB7—7/LVDFIB Y M) ZREBETHZEICLoTHBIENET, Lo T, A
A B =Tz ZFTHITEETLIP 7 FLAICHESWTEY, WLy 7 7 v 7R Tbh T, 20 IP 56
T RVARERONNT y RNV —T 4 VT SNDMENH DA F—T =24 ARYHHISNET, ZOTm
T AL, BESADABRTHEENELET, 727, 20T ARNEROANNA B —T = A A%
T A5E. /D IP T RLAZESA L —T oA 2% | DBIRT D LY ICIRERI T LY X
LAREHEINET, 20T ERTEEELWVEEZARLETH, EREETRNEELH D ET,

o D—RNRIFUIUVINT v T AN —AlEAL v FICL > THEA SN TWBEE., HHAARER
BHDOANNA LV E =T 2 A ADBEED 1 DODAIJA v FZ—T =2 ANBIRNEINDLERHV F
T, TOT I VarBNRBBELEINLZOE, FHENDANA VF—T A AN, BEEET v 7 A B
V=2 A v FICLoTHEHAINIO—FRARAT UL T TAIVRLDEA TIZEREIND =D
TT, TOTNIY XL EFIIMBI ENTEDLEIEIRY EHA, LERST, TXTOTa—H
FHEHRIE. 1 2OANA v F—T oA AL DbDERVEST, V7 b =TiE, DD IP VT
Fy hNEHFEROA LV E—T 24 AERIRLET,

o FEXMHN—T 4T HFRTIH, IPH TRy bDONT T4 v IR, ZOIPHT Ry MITy MEk
FTH4 0 2—Tx2ARLEFBIDOA =T 2 A ATZEINDIZERHY ETN, WLy T v
WCEASWTANA U F—T oA AERIR U TRIN, RIEfE TR T RWAREERH Y £77,

e 2A »F T PBR %721 VPN Routing/Forwarding (VRF; VPN /L —F ¢ > 7' /#5ik) BNA F—7
JWZEREINTEY, 7u—23 PBR #7213 VRF #iHICH DT FLRAZELNDHE, £721%
PBR il £721X VRF #iFIZH 27 RLANLEEINDIHAE., ZOFHRIZELS DY A, =
DOHBFE. ANBLEOENA 2 =T A AE, T74VFOA— b (REINTWDIEHE) HHEE
T HAREMERE <. £ 0 TRWIEAIIERG LR VIREE (Xv) L) E7,

o —HDALH—T 2 A ADAA vF T VRF NAF—T N7 >TEBY, 77— VRF 1 ¥ —
T2 AADLEREENDIHE, HHRIZELL DY EFTA, ZOHE, ANWMBIOHEIA v ¥ —T7 =
ARE, T4V FOL—h EESNTWDHEHE) Z2EETHAREENREL, £ 9 ThWEAIE
EAESNZRVIREE (XL) L7220 F9,

Supervisor Engine V-10GE (ZN— RV =7 b DA A F—7 = A AR Z#EME L T, NetFlow 1§
MORELZM ESEET,

UBRL 8& U4/ 78—R1) 25T & Netflow $HEHEHROBEEDHEE

3!

Supervisor Engine V-10GE % & #p A 7 A Tlk, Netfow #Ft{E#H I LU User Based Rate Limiting
(UBRL) ORMICHREOMBAERRS Y £9, FFEA v ¥ —7 =24 ATIELLFEL TS UBRL O—
LT, 77 ARy I TR 70—~ A7 ZHBETOHILERHVET, ZOT7n—< A7, 75—0
N— R =7 X—2 NetFlow MEHEROIERICER SN E T, 7740 FO%E, /RO full flow
NetFlow #atHE#HIZix, full flow ~ 27 BZEMAINET, LML UBRL Tk, ~RAZ BB BZ LN
Y FET, FFEA L H—T7 A4 ATUBRL 2 E L TV A54, fatfE#ix, UBRL AicitE Lz~
AZWCHESWTIEESNE T, TOfEHR, UBRL TRESNEA VH—T oA AZ@iBT5 b7

7 4 v 7 ® full flow FHFHERB AT ATIE SN EF A, FEMIZOWTIE, TUBRL O E |
(P.37-37) &R L TL7ZEW,
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W NetFlow #AHERINEREDRE

VLAN OifatiEHR

NetFlow BN R — kN TWAHFAEIEL. LA ¥ 2 H VLAN #i. BEX WO VLAN 2HAY 35 /1—
T4 TEBRNT T 47D VLAN i 2 LAR— FTX £,

KOBNIL, ¥ E VLAN ® Command-Line Interface (CLL; 2~ RIA A F—T = A) 1%

RLTWET,

Switch# show vlan counters or show vlan id 22 count

* Multicast counters include broadcast packets
Vlan Id

L2 Unicast Packets

L2 Unicast Octets

L3 Input Unicast Packets

L3 Input Unicast Octets

L3 Output Unicast Packets
L3 Output Unicast Octets

L3 Output Multicast Packets
L3 Output Multicast Octets
L3 Input Multicast Packets
L3 Input Multicast Octets
L2 Multicast Packets

L2 Multicast Octets

122

:38

12432
:14344621
1659852566
:8983050
:413220300

GE)  NetFlow OV AR—RMZiX, 77 v b 74 —2DOVF— & FT T NetFlow 7 4 —/L KOFTE v k
WKIRET D= R = THIBRRH Y £, BIRMAIZIE, TCP 7 7 7% L O Type of Service (ToS; # A

T AT = R) SA [ (DSCP) BHAKR—bFINFEHA,

NetFlow #iEHBEHRINE B EED K TE

NetFlow A4 v F U 7 H#FRET DML, ROEEEITVET,

o [WHEp N N— R =T O] (P.53-6)

o [NetFlow #FHERILEMIED A *—7 4k (P.53-7)
o [AA v FK/TYV IV RIP 7u—DRE] (P.53-8)

e [NetFlow #tattE#d =7 AHK— k| (P.53-9)
» [NetFlow #tatiE HINEMKREDOE L (P.53-10)
o [HHMFXy v anZiEl (P.53-10)

o [N—H_X—=24EHD NetFlow /N7 V7 4 7 A ~ 27 OF&E] (P.53-11)

e INetFlow =—Y 7 RT XA —2DOFE] (P.53-12)

WEGN—F) 7 DR

WMBERN—R 2T BA R =T N THDHI L EHRTHDIZIE, KO X HIZ show module =~ > K

AN LET,

Switch# show module all
Chassis Type : WS-C4507R

Power consumed by backplane : 40 Watts

B V7F9z73074Falb—Yar H4 F—YU—2X 12.2(53)SG
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GE)
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Mod Ports Card Type Model

Serial No.

———t———— o Fom -
1 2 1000BaseX (GBIC) Supervisor (active) WS-X4515

JAB062604KB

2 2 1000BaseX (GBIC) Supervisor (standby) WS-X4515

JABR062408CB

6 48 10/100BaseTX (RJ45) WS-X4148

JAB032305UH

M MAC addresses Hw Fw Sw Status

+
1 0001.6442.2c00 to 0001.6442.2c01 O.
2 0001.6442.2c02 to 0001.6442.2c03 0.
6 0050.3ed8.6780 to 0050.3ed8.67af 1

4 12.1(1l4r)EW( 12.1(20030513:00 Ok
4 12.1(14r)EW( 12.1(20030513:00 Ok
6 12.1(14r)EW( 12.1(20030513:00 Ok

Mod Submodule Model Serial No. Hw Status
e o Fom - -t
1 Netflow Services Card WS-F4531 JAB062209CG 0.2 Ok

2 Netflow Services Card WS-F4531 JAB062209AG 0.2 Ok

Switch#

COMREEA X —TNICLTH, AL v TFDN— R =2 THRENRT 3 —< U RAITEBE L EHA,

N=RT=2T7O7a— Fxvya 7T—TLORYA XX 65,000 72 —7T7F (Supervisor Engine
V-10GE ®/— Ru =7 7mr— ¥y v =i, 85,000 72 —T7), 85,000 72 —LV LT o —
RIRFZT 77 4 7B & —HO7 v —OfGEHEFRA Kb E T,

fo=zT7O7va— T—=TOEMHY A X1 256,000 7 72— T3, NetFlow ¥ 7 b7 =T i%, /»N—
KO =7 7—=TNey 7 0T T—TNAMO—BHEERLEST, V7 V=T T—T~DIFET
ITA4TDON—FRu=T 7a—%HIT52 LT, "—Ry=T T—TNEF—TOFEEIZLET,

A—PFRRETDHHA LT U FREZ, 7=k, Y7 U =7 v v aib NDE 2@ U
T/ 2AR—bSndMEHEELE S, N—Fyv=7 7 —883 "—Fv=7 7e—HlfRL
A—YPNRET LA LT U MRELO—HEEZRLET,

Fho, VI MU TEHRETO—LE=X VT INET, 6, WTRO T e —2 2 Gbps X
DIVBHET R T 7 4 v 7 B%ZET 5 EHMAHERBA—N"—Tm =120 3, 7L, —fENICR—
NiZ 1 Gbps L EOBHE TRETE WD, 20X ) ZREBIIEAE LA,

HEHE, A LT U MRENPBWVGEETH, MEHEROHIRICES &7 e —XABMIC THIREII)
L0 ET,

NetFlow #fEHERUNEMEED 1 2 — T L1k

>
)

7 7 # /L h TiX. NetFlow faHE#®IzT « 8 —7 1 TH,

NetFlow A1 v F 2 7% A4 X —T MIT HIiE, BN [Cisco 10S IP and IP Routing Configuration
Guide] @ TIP configuration] (225 [PV —F 4 V' THDOAAL v FREEEITLTLIEE N, [P L—
TAUTERELIZOE, ROWTUPOIEEET-TIEI N,

| oL-16048-02-J
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W NetFlow #AHERINEREDRE

avy kR E]:)

Switch(config)# ip flow ingress IP v—7 ¢ > 7 H® NetFlow %A £ —7/LiZ L
ESSaR

Switch(config)# ip flow ingress B L TCTTPHAAD/HAIA v —T7 =24 AL L

infer-fields At/ %85 BGP %D NetFlow # A 1 —7
MZLET,
AS AR EN D K 51T DI,
inter-fields 47> 3 VAR ETHIHLERH Y £
R

AAL9FFITYyOFIP 70—DKRTE

(E)

GE)

Netflow (X, X TOAL—FT > KIP b7 7 ¢ v 7 AIZERB L BRSNS L—T > FIP 71 —0DlY
LLLTERINE T, AAM v FUIRETIE, 28BOIP 774 v 7B VLAN N TAAL v F U7 &
NaE=D =T 4T EFENETA, TDORNT T4 v IE XA FR/ TV RIP ATy
ZEWVWWET, ThICBEET S 7 —% X7 F R/ TV P FIP 72— 00 ET, NetFlow /~—
Ry =T7I2id, 20X A4 7070 —%2ERB LB 2#iENH Y £7, NetFlow A4 vF K IP 7
0—HEEEIC LD, AL v F NP 7u—%Efk, B, BIORZ 7 AR—-bT&ET (0FED, AA v
FoTEN, V=T 4 TENRNWIP VT T 4 v D7 a—ERERBL OB LET),

ROFITERELTIES N,

+ Catalyst4500 > U =X ZAA v FTIE, A v F NP 7o —EZHFM TS 1 =7 TS EE
tvo AA v F RIP 70 —ORELZFET2I2E V=7 v F 7 —UEBLUOAAS v F N 7u—
WEDOW G A X =T NZT 2MBERHY T,

o —RMIZ, ANBLUOHNA VF—T =24 ZOBEWRIT XNV 0 9, NT 7 4 v 7 Switch
Virtual Interface (SVI; A A v FARAEA o F—T =14 ) ([ZEEAT S 72 VLAN ETAA v F o
TENDIHE, A WBLXOHEHA 2 —T =24 AFERIIFEC LAY I A X —T A AEHRA B
LET,

e AAvF R T7u—[d@HEDTI AR—FREIN -T2 AR—rEnET, O ZR—
N CLI XFELER A,

o AAV X v aTIE.NA—FRYV=THIBIZED AL v F RIP 7e—B8X0V—7 v RIP 71—
DOEXBINTEEEA,

TRTCDOA L E—T 2 A ALTAL v F RIP 70 —IUEEZ A X —T7/MIZT HITiE, ip flow ingress 35
£ UV ip flow ingress layer2-switched =~ FOWM G52 AT B LERH Y 5,

AA v FRIP 77— 77 4 v 27 ETUBRL AU =% A =7/ F 5ITiL. ip flow ingress =~
v RCIE7 < ip flow ingress layer2-switched =~ FZ AN T2 0E R H Y £9 ([UBRL OF%E)
(P.37) =Z&M),

NetFlow % v &2 #BEL. A4 v F FIP 70 —lUREAS X =T I BICHE, KOMERETOE
\?‘O

VYI2b9x7 av724Fal—>ay H4 F—11)—X 12.2(53)SG
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avwyk EL:y
AT797F 1 Switch# conf terminal S — RERBLE,
AFY97 2 Switch(config)# ip flow ingress N—F v R 7a—INEE A4 F—TIc LET,
ATw7 3 switch(config)# ip flow ingress ZA v F R Tu—WtEE A X —T M LUET,

layer2-switched

WIZ, AL v FIP 77— P 70— ¥ v a2DNEERRITIHERLET,

Switch# show ip cache flow
IP Flow Switching Cache, 17826816 bytes
2 active, 262142 inactive, 2 added

6 ager polls, 0 flow alloc failures
Active flows timeout in 30 minutes
Inactive flows timeout in 15 seconds
IP Sub Flow Cache, 1081480 bytes

2 active, 65534 inactive, 2 added,
0 alloc failures, 0 force free

1 chunk, 1 chunk added

last clearing of statistics never

2 added to flow

Protocol Total Flows Packets Bytes Packets Active (Sec) Idle(Sec)
———————— Flows /Sec /Flow /Pkt /Sec /Flow /Flow
SrcIf SrcIPaddress DstIf DstIPaddress Pr SrcP DstP Pkts
Fal 150.1.1.1 Fal 13.1.1.1 11 003F 003F 425K
Fal 13.1.1.1 Fal 150.1.1.1 11 003F 003F 425K
Switch#

NetFlow #EHEHRD TV A R— bk

7 u—OFDYRAEINT & X2 NetFlow Mt EHE TV —27 A7 —2 a3 VIZZ 7 AR — 5 L9591
AL v T EHRET DI, ROWTNNOEEEITVET,

B#

(%ZH) NetFlow ¥+ v = = h ZREDEE (V—7
AT = avipd) T AR—= T EXICAA vTF %R
FELET,

GE) HBHosmkrziEEcEET,

EE) "=V a1 £35S BB ERZEY 7 N =T %
R LTWAIEAIC, V—27 25— 3 | NetFlow
Fyrovva M EZIAR—FTBHEICAAL vF%&
FELET, X—=Tar 1B F 74+ T,

origin-as |2 £ > C, NetFlow X, 71 —®O%(Ec & 585K
A MW F O A BGP B AT LRI L ET,

peer-as (2 £ > T, NetFlow I1Z, 72 —DANBLOH A
VHE =T A AW FOET BGP BEV AT LAEHBILET,
({ER) IP 7 FUAN NDE /37 v b D IP ~v X —HNTEE
JTEIP 7 RFLRAELTHEHEINAS VF—T oA AEREL
F9, 774/ NI, NDE A v ¥ —T =4 AT,

avwy kR
Switch (config)# ip flow-export destination

{hostname | ip-address} udp-port

Switch(config)# ip flow-export version
{1 | {5 [origin-as | peer-as]}}

Switch (config)# ip flow-export source <intethce>

Y2+ 7 av724Fal—ay H4F—1Y1Y—2R12.2(53)SG
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W NetFlow #AHERINEREDRE

NetFlow #fEHEHRINEHRED EE

IP7u— Ay F 7 FxyyvaffRere—FR (Faebar, Jo—55 Bolzhore—7
L) 72 LD NetFlow #iatE#H 2 F R L, 7V 7 C& %4, /o, MREBREZEALCASvF bT
T4y OERER[RDELTEET,

NetFlow A A v F o ZiaHER 2 EH T 5121E, WOWTILOIERE, E3m oFE_EEZTVET,

avwvFk B
switcht show ip cache flow NetFlow 2o v F> 7 #aHlz %5 LET,
Switcht clear ip flow stats NetFlow %A v F > Z#aHE#E 2 V7 LET,

SN X Yy 1DEKE

NetFlow #HFHEROERIT, @F. BHY—27 27— 3 O NetFlow [NEY — /2 L > TEITE
NET, ZOFF— % Catalyst 4500 'V — X ZA v FITHLET H 2 LICE > T, RO Z L BAAHEIC

%{rl_:

ANL/I= S
o TJAR—FENDNDE 7y hRDRL DD, AL v FLU—I AT —2 g VETHER
HARIE 2SI S L E T,

o NERNET—I AT — g VENEIBENE T,
e CLI CEMHINE7u—DEEHsFRTEET,

ERFY v a2 2BETLHITE, ERNF vy vz 3T Fab—vary - FEMKBL, RETD
H£MH XD ¥ A7 (as, destination prefix, protocol prefix, & 72i% source prefix aggregation cache)
ERETHLENRSY ET, BRI EZERLZD, ZOHROEENAT A =22 ERXLET, FFFIC
BEOEHNT v v 2 BBRETEET,

LRy v 2 ZREICT DI, ROEEEITWVET,

avyFk B
AT797 1 Switch(config)# ip flow-aggregation cache as X vy v a aryr74Xal—ary ET— RE@BL, £
¥y 25X (as, destination-prefix, prefix,
protocol-port, F7-i% source-prefix) %A F—7 M LET,

RF97 2 Switch(config-flow-cache) # HT VT 4T DI LY RHEIREN S ETEMF Y v v alc
cache timeout inactive 199 RSN DB (22 THL 199) &HELET,

AF97 3 Switch(config-flow-cache)# TITAT = NIBRT I T 4 TDIRETHD 0 (22
cache timeout active 45 TlE. 45) HEELES

ATY7 4 Switch(config-flow-cache)# T—H I AR— A R—T NI LET,

export destination 10.42.41.1 9991

AT797 5 Switch(config-flow-cache)# enabled HEH X v v DIEREA F—T VI LET,

EHX YV VARERKUVT—2 TV AR— FOFER
A% ¢ v 2 A TR T 5101, KOMEEETVET,

VYI2b9x7 av724Fal—>ay H4 F—11)—X 12.2(53)SG
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NetFlow #iftiEsinseseon: N

avwUFk B#
Switch# show ip cache flow aggregation BEESNTE£xy vy Y aEFREFZRLET,
destination-prefix

T—F T AR— P EERT 21T ROFEEEZITVET,

avwrk B

Switch# show ip flow export AL Fx v vaBlRZEOMOTXTOA R—
MIBREShIE XYy v v azdhT — 5i7xf~
~OREEHE R EZ R LET,

IW—ER—ZEHD NetFlow Z/INTL T4 VX IR DERFE

RNTVT 47 AA7E, 1 ODIP T FL A X=2DEK)F v v 2 (source-prefix,
destination-prefix, prefix 72 &) WOEN 7o — A INAIREOT T Xy b ~ A7 ZRELE T,
DL pF Yy aTiE, 7u—ZIP 7 FLRA GXEK, sk, £Ri3zombsoznen) 12k
SWTENSIN, NT VIS TATRT BIORAAS v TFONV—FT 4 T T =TV TROMoT=T
O —DFETL/WEFRAR~DL— ROV T Xy F AT DI BLEWVWHICE- T A7 ENET,

GE) BN~ AZOF 74N MEIZO0 TT, R/~ A7 OBREFREHIHIZ. 1 ~32 T4, NTF 74 v 7T
Ul A2 BIRTANERSY £3, /I~ A7 OMEREWE, VMY hU—27 T RL
AR CTEXF TR, ENF v v 2O 70 —OBBEMNT AAHEES H D 7,

N— B R=2ERERED RN T VT 4 7 A R AT ZRET DI, ROBT v a o THMHT 215 %
TOET, 2 bDFEEIFERTT,

o prefix £KI KD~ A7 DRE

* destination-prefix £/ A DFx/I~ 2 7 DFRIE

o source-prefix £ DR/~ 2 7 DFEIE
o HEHFROEINAIDE=Z YL ITBLIOALTF R

prefix £HARXDR/NT XY DETE
prefix BRI FROF/N~ A7 BB ET HITIE, WOEEEITVET,

avvk iy
AF971 Switch(config)# ip flow-aggregation cache prefix preflx EXXx vy v a2 HELET,
Xj_"‘}jz Switch (config-flow-cache) # mask source minimum value EET~YAZOR/MEZRE L ET,
AF97 3 Switch(config-flow-cache)# mask destination minimum value B~ A7 OF/IMERTEE LE T,

destination-prefix R AXDJR/NT R DEE
destination-prefix £ XD/~ 27 R ET H11E, WOEEEITVET,

VI2bkyx7ava4Fal—ar H4 F—11)—R 12.2(53)SG
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avwy kR

B

27971 Switch(config)# ip flow-aggregation cache destination-prefix SRRy v 2 BRI ELET,

AF97 2 Switch(config-flow-cache)# mask destination minimum value

FiSE~ A7 D/IMEEZFEE L E9,

source-prefix RHAXDR/NT R I DERE

source-prefix £ H K OF/h~ A7 ZFET HITIX, KOEEERITTVET,

avwyFk

E]:y

Zj-"yj1 Switch (config)# ip flow-aggregation cache source-prefix

source-prefix £ ¥ v v 2 AR EL ET,

AF97 2 Switch(config-flow-cache)# mask source minimum value

BRI~ A7 OR/MEZIEEL £,

EWNAFARDOBIPMRRIDE=ZR) ITELUAVTFUR

WRE S NI/~ 27 DEZRRT 21203, RBEIGCTEEN LGN L TROa~ > FEEHLE
R

avwUF B
Switch# show ip cache flow aggregation prefix prefix EHHFROBEI NN AT
DiEZRRLET,

destination-prefix £/ OB E S iz
RN AT OEERRFLET,
source-prefix £ HFNOFRE S iz i)
YA DEERTLET,

Switch# show ip cache flow aggregation
destination-prefix

Switch# show ip cache flow aggregation
source-prefix

sﬂ%

NetFlow T— 245 NS A—2 DERTE

Tn—%Y 7 =T Tu— Xy yanbillRdd (. RESNTWSHE. NDEZELTL
— 9 2%) B#% . ip flow-cache timeout =~ > ROFEET—TV 7 /87 X —% Active B LV

Inactive Z il L CHIEI Tx £,

TIT 47 ==Y 7%, 7e—MERESNEb i —RY 7 vz T Ja— vy v ahbil

%éﬂéﬁfﬁ%#ﬁﬁfbiﬁ“o —EBINZ, TDORT A= IHEBIET NA AT 7T 47 78 —IZD

WCEMMICEMT ATDICERLET, ZORTA—ZE, 7e—0BFEO NT7 7 0 v 70BN L

“C@Jf’lfbiﬂ“ TIT 4T EALT T NRETEE, GEMTREINET (F 74V FREIX 30
7)o

HTIT 47 2= TR BEOST Y PR SN TDL 7 u—2HIBRT 5 £ TORMZEEL

T, ETIT 4T RTA—HIZ

RRICEY) LTy o —NERHEIEIELZRNE S
MHEMCTRESNET (F740 FRET1I5H),

CIRBILTE) Je—0T7e— %y amk 7 YT LT, (U Y—R
CLET, ET T 4T ZA LT Y NREITEE .

B V7F9z73074Falb—Yar H4 F—YU—2X 12.2(53)SG
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NetFlow #EH 1HRIR S HEE D 5 EHI

NetFlow #t&HEERINEBERE D 2% TEHI

/NN

REZEE LT NetFlow A1 v F 7oA RX—T VT D0 ERLET, Flo, 7 —HiEHE

HAETZI AR—=FLT, IPT FLAN40.002 DT—7 ZAF7—3 90 UDP /"— b 9991 THLE 9 5
BlarLET, ZOFITIX, BEFD NetFlow #EHE®RR 7 U 7 S 5729H. show ip cache flow =~
v KT NetFlow A A v F U ZHEHERO EMER Y~ U —BfERERICERENET,

Switch# config t

Enter configurat
Switch (config) #
Switch (config) #
Switch (config) #
Switch (config) #
Switch# show ip

ion commands, one per line. End with CNTL/Z.
ip route-cache flow

ip flow-export destination 40.0.0.2 9991

ip flow-export version 5

end

flow export

Flow export
Exporting
Exporting
Version 5

is enabled

flows to 40.0.0.2 (9991)

using source IP address 40.0.0.1
flow records

flows failed due to
export packets
export packets
export packets
export packets
0 export packets

were
were
were

o O O o oN

were
were

flows exported in 1 udp datagrams
lack of
sent up
dropped
dropped
dropped
dropped

export packet

to process level

due to no fib

due to adjacency issues
due to fragmentation failures

due to encapsulation fixup failures

Switch#

Switch# show ip cache flow

IP Flow Switching Cache,
69 active,
4293455 ager polls,

17826816 bytes
262075 inactive, 15087 added
0 flow alloc failures

Active flows timeout in 30 minutes
Inactive flows timeout in 15 seconds

IP Sub Flow
0 active,

0 alloc failures,
1 chunk added

1 chunk,

Cache,
65536 inactive,

1081480 bytes
0 added,
0 force free

0 added to flow

last clearing of statistics never

Protocol
TCP-Telnet
TCP-other
UDP-DNS
UDP-other
ICMP

IGMP
IP-other
Total:

SrcIf

SrcIf
Gi6/2
Gi6/2
Gi6/2
Gi6/2
Gi6/2
Gi6/2

Total Flows Packets Bytes Packets Active (Sec)

Flows /Sec /Flow /Pkt /Sec /Flow

28 0.0 167 40 0.0 20.9

185 0.0 2 48 0.0 6.2

4 0.0 1 61 0.0 0.0

13466 0.0 3396586 46 91831.3 139.3

97 0.0 2 95 0.0 2.3

1 0.0 2 40 0.0 0.9

1120 0.0 38890838 46 87453.0 1354.5

14901 0.0 5992629 46 179284.3 227.8
SrcIPaddress DstIf DstIPaddress Pr SrcP
SrcIPaddress DstIf DstIPaddress Pr SrcP
30.20.1.18 Gie/1 30.10.1.18 11 4001
30.20.1.19 Gie6/1 30.10.1.19 11 4001
30.20.1.16 Gi6/1 30.10.1.16 11 4001
30.20.1.17 Gie/1 30.10.1.17 11 4001
30.20.1.20 Gi6/1 30.10.1.20 11 4001
30.20.1.10 Gi6/1 30.10.1.10 11 4001

Idle (Sec)
/Flow

DstP

DstP
4001
4001
4001
4001
4001
4001

11.
15.
15.
15.
15.
15.
24.
16.

0O b 0w 0o

Pkts

Pkts
537K
537K
537K
537K
537K
539K

| oL-16048-02-J
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Gi6/2 30.20.1.11 Gi6/1
Gi6/2 30.20.1.14 Gie6/1
Gi6/2 30.20.1.15 Gie6/1
Gi6/2 30.20.1.12 Gi6/1
Gi6/2 30.20.1.13 Gie6/1
Gi5/48 171.69.23.149 Local
Gi6/1 30.10.1.12 Gi6/2
Gie/1 30.10.1.13 Gi6/2
Gi6/1 30.10.1.14 Gi6/2
Gi6/1 30.10.1.15 Gi6/2
Gie/1 30.10.1.10 Gi6/2
Gi6/1 30.10.1.11 Gi6/2
Gi6/1 30.10.1.20 Gi6/2
Gie/1 30.10.1.16 Gi6/2
Gi6/1 30.10.1.17 Gi6/2
Gi6/1 30.10.1.18 Gi6/2
Gie6/1 30.10.1.19 Gi6/2
Switch#

NetFlow D&% 7E I

T TR, ROEAM LR ER EREE L E9,
NetFlow A r—7 b X o¥ 7 ) (P.53-14)

[NetFlow ZERREDOY 7| (P.53-14)

30.10.1.11
30.10.1.14
30.10.1.15
30.10.1.12
30.10.1.13
172.20.64.200
30.20.1.12
30.20.1.13
30.20.1.14
30.20.1.15
30.20.1.10
30.20.1.11
30.20.1.20
30.20.1.16
30.20.1.17
30.20.1.18
30.20.1.19

11
11
11
11
11
06
11
11
11
11
11
11
11
11
11
11
11

4001
4001
4001
4001
4001
8214
4001
4001
4001
4001
4001
4001
4001
4001
4001
4001
4001

4001
4001
4001
4001
4001
0017
4001
4001
4001
4001
4001
4001
4001
4001
4001
4001
4001

539K
539K
539K
539K
539K
759

539K
539K
539K
539K
539K
539K
537K
537K
537K
537K
537K

[— & _R— 2K KD NetFlow J/N T V7 4 7 A <~ A7 DY 7] (P.53-16)

NetFlow 4 *—JILIEAKXDY > T)L

~

(3¥) Catalyst 4500 A A »F ETiE, £ ¥ ¥ —7 = A ZABNLOD NetFlow DA F—7 AbLR3 PR — h ST
FHEA,

RIZ, NetFlow & 7' 0 —/UICA X =T WA T 261~ LET,

Switch# configure terminal
Switch(config)# ip flow ingress

Wiz, FRZ 4= FEYR— 425 NetFlow Z 4 2 —7 M T 5625~ LET,

Switch# configure terminal

Switch (config)# ip flow ingress infer-fields

NetFlow £#REDH > FIL

TR, ROEHFT Y v 2

TEfE AT & OF%E] (P.53-15)
a7V >7 4 7 AORE) (P.53-15)
(FVv7 47 20 E] (P.53-15)
v han R—+oOEl (P.53-15)
EETT VT 4 7 ZADFKE] (P.53-16)

RERZ R LET,

B V7F9z73074Falb—Yar H4 F—YU—2X 12.2(53)SG
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NetFlow oses W

BESRATL DOHRE

WIZ, BHES AT A OEMNT v all, 200 0TIV F 47T BALT T, 45 50F ¥ v 2 T
IF 4T HAALT T N, 7 AR—FEHEIP 7 LR 10.42.42.1, BLO%EHEF— F 9992 #3354
LR R LET,

Switch (config)# ip flow-aggregation cache as

Switch (config-flow-cache)# cache timeout inactive 200

Switch (config-flow-cache)# cache timeout active 45

Switch (config-flow-cache) # export destination 10.42.42.1 9992
Switch (config-flow-cache)# enabled

BETL T 1Y RDB/E

WIZ, T VT 4 7 ZADEKF Y v 21, 200 DT 7T 4T ZALT T M, 45 50F v v
aTIT 4T AALT T, 7 AR=FEHEIPT FL 1042421, BIOFEER— T 9992 %
WETDHERLET,

Switch(config)# ip flow-aggregation cache destination-prefix
Switch (config-flow-cache)# cache timeout inactive 200

Switch (config-flow-cache) # cache timeout active 45

Switch (config-flow-cache) # export destination 10.42.42.1 9992
Switch (config-flow-cache) # enabled

TLI24 9 ADEKE

0 ka)L R—

WIZ, T 747 ZADHEKFT Y v 22, 200 0T VT 4T ZALT IR, 450500Fy v a2 T
TT 4T ZALT T, =7 AKR—F55G 1P 7 KLU A 10.42.42.1, BELO%EHLEFR— b 9992 i E T
LB R LET,

Switch (config)# ip flow-aggregation cache prefix

Switch (config-flow-cache)# cache timeout inactive 200

Switch (config-flow-cache)# cache timeout active 45

Switch (config-flow-cache) # export destination 10.42.42.1 9992

Switch (config-flow-cache) # enabled

b DERE

Wi, 7a b3 RmR—FOEMNF Y v 2, 200 00T VT 4T ZA LT UM, 45 50F ¥ v
AT ITAT AALT TR, Z 7 AKR—=F3E8IP 7 FL A 1042.42.1, BLO%EEAR—F 9992 %
WETLHHERLET,

Switch (config)# ip flow-aggregation cache protocol-port
Switch (config-flow-cache)# cache timeout inactive 200

Switch (config-flow-cache)# cache timeout active 45

Switch (config-flow-cache) # export destination 10.42.42.1 9992
Switch (config-flow-cache) # enabled

| oL-16048-02-J
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EETXTTIL IV RADEKE

I, FELT VT4 7 ADENF Y v 218, 200 BOHT 7T 47 ZA LT T, 455DF % v
YaTIT4T EALT TN, =7 AR=EEIP T FL A 10.42.42.1, BROFEER— F 9992 &
RET DB EZRLET,

Switch(config)# ip flow-aggregation cache source-prefix
Switch (config-flow-cache)# cache timeout inactive 200

Switch (config-flow-cache)# cache timeout active 45

Switch (config-flow-cache) # export destination 10.42.42.1 9992
Switch (config-flow-cache)# enabled

W—EAR=REHAKXD NetFlow ZR/NTL I DR IRIDHU T

Z 2T, NetFlow s/hF V7 4 7 A <~ ZA 7 EF % v v a2 OREFERLET,
o prefix 55X
* destination-prefix £ )7 =
e source-prefix £ 52

prefix &A=

WIZ, prefix £BHRIF v v 2 OREFERLET,
!

ip flow-aggregation cache prefix

mask source minimum 24

mask destination minimum 28

ZOFITIR, ROFEEDHIFRIZI > TWET,

ip route 118.42.20.160 255.255.255.224 110.42.13.2

ip route 122.16.93.160 255.255.255.224 111.22.21.2

WHDON—FNAAL v F LDONV—T 4 T T—TZ2T Y bV T Xy b 27 52EbET,

118.42.20.160 7 x> B EFEILIP 7 RVANR 2T By hOAZIZ—E L, 58 IP 7 KL AR
288y FOSAZIZ—ET 5 122.16.93.160 ¥ 7Ry MIBEIT L2 70 —L, Fv v aaFRT
—HEICERN S ET,

destination-prefix £#A=

I, destination-prefix ££HF v v > =2 OFEFE R L E T,

ip flow-aggregation cache destination-prefix

mask destination minimum 32
|

source-prefix £#H =

RIZ, source-prefix EKF ¥ v ¥ 2 DREF R L ET,

ip flow-aggregation cache source-prefix
mask source minimum 30

VYI2b9x7 av724Fal—>ay H4 F—11)—X 12.2(53)SG
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