CHAPTER 16

SmartPort ¥ ONDEE

DETIEL, AA v FIZ SmartPort ¥ 27 1 5% E L T 92 HIEIZ OV THA L £,

=
ZOEOHNEIZ, ROLBY TT,
*  SmartPort ¥ 7 2 OEE (p.16-2)

e SmartPort ¥ 7 2 DF%E (p.16-3)
e SmartPort ¥ 7 7 DER (p.16-15)

[y

GE) ZOEORAvTF a~vry ROWIE LM HFIEDOFEMIZOWTIL, [Catalyst 4500 Series Switch
Cisco 10S Command Reference] 3 X UOWR® URL OE~=2 7 LSRR L T ZE0,

http://www.cisco.com/univercd/cc/td/doc/product/software/ios122sr/cr/index.htm
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£16ZE SmartPort TV ODRE |

W SmartPort w5 ODPE

SmartPort ¥4 OB =

SmartPort ¥ 7 v %, —fRINZRELMRIFLIZ D, BT HEELZFHICEITT 57200 H ka7
LE9, SmartPort v 7 2 ZFHT2H L. %y FT—TND AL v F O EIZ SV THERER L %GR
ExAF—T NI LY, Ry NU—7 RIS HOREZEALZY T £,

% SmartPort ¥ 7 2t 2—VNRNEZJLZCLI(a~ >y RIA L A H—T 2 A) a~v ROy
kT4, SmartPort ¥ 7 &2 & MIIZFH LWCLI 2= > RIZEEN EH A, % SmartPort = 7 = [ZEE
FDCLI 2~ FOELSTT,

SmartPort ¥ 7 0 %A X —T7 oA AZWHT D E . 7 0IlEENDLCLIa~y RS X —T <
ARTREINETN, BHFOA U F—T7 =24 ARTEIXRbDNETA, FrLV < NiEA o ¥—
T ATEBMENT, FT7ar 74 F¥al—ary 77 A MR EESNET,

VAIDT 7 4/V bk SmartPort ¥ 7 B IEAA v TF VT MU= TITHAIAENTWET (F 16-1 25
1), show parser macro = —% EXEC 2~ RZHL C, v/ ui~/s/ulldEnsa~vr Kz
FRTEET,

£16-1 >RaAOFI#JLk SmartPort 45 O

7/ a4’ BA

cisco-global Rapid PVST+ L —7H— R . BILRY > 7 2F7— R NEEDF A F I v 7 K—
= —EEELA X—T7NITBHIZE, ZO07a— )L a7 4 Falb—
varwrsuikfERALET,

cisco-desktop PCHREDT AT Ny T TNRAREAL vF F— NZEHT %G, *> b
T—27 X2 V7 4 BLOMEEEEZMILT 12T, 2O F—T =2 R 2
Y74 Falb—vary~=rsurflifiLEd,

cisco-phone Cisco IP Phone D EFESIVTWAH PCREDT AT vy T THNA REAAL v F
e MR T 28, DA v B —T A R AT 4 Fal—ar </
nEfEHLET, T~ i cisco-desktop ~ 7 2 DHLRR T, A LEF=
VT4 LEBMEL R L 325, FHE VLAN (KA LAN) O3 R — R
BMENTWDED, BIEORBEZITRLTWER NT 7 (v 7 @il
HTXxET,

cisco-switch GigaStack E¥ = —/VEIX GBIC (FAEY F AU F—T AR 2L /N\—
) BFEHALT, 778A AL v F LT A AN Ea—Tay AfvF &
72E7 78 A AL o FREIEEZEEGTOIHAE. 2D HA—T A A a7 4
Xal—var~suizfLEd,

cisco-router AA v F & WAN V—F 28T 256, 2040 F—T = A a7 4
Xal—var=saixflifLET,

1. YAaOFT 740k SmartPort ¥ 7 11X, AA v FTEMTHY 7 vy =T XN—Va Lo TRAEVET,

lE-IuII;

TAATI, FHIT A PFEHRO, A IPHELES D Catalyst A v FHR—AT A 3T 4 F =
L—yary 77— MEEZRBELTWET, 0T34 UV T77 LA TA R T 7 b— ME,
RN— b OFEFPRIU IS W T SmartPort ¥ 7 1 & /ERT 2 DIMEH TE 5 CLI 2~ Faffi L E
T VAAHEROR Y T — I HECORELEEL, BT L0, a7 Falb—var T
VL — bt &AL T SmartPort ~ 7 B Z{ERLTE £,
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SmartPort ¥4 ONHE

LU SmartPort ~ 7 2 Z{ERLT 20, BEfFO~/7 0%k 77— LCTHERATZE, ZHHD
TV = arERAOHR LW a B iR TTEET, B L~ ik, BEDA v F—T oA
AFEREFA U H—T oA AFEICEATE £,

T T, ROAFIZOW T LET,
o I BIZIEINDHINT A—H (p.16-3)
e SmartPort ¥ 7 B DT 7 4 )b hiEE (p.16-4)
* SmartPort ¥ 7 1 OFRERFOIEEFH (p.16-6)
e SmartPort ¥ 7 7 OIERK (p.16-8)
e SmartPort ¥ 7 2 D (p.16-9)

RO OISEEINEDINFT A4

v RO—IIZTRXTOA vV F—T = AZKT AN NbORH Y £5, =& 203,
LAY2A4 24— 2 ADVLANID BERLA Y3 A H—T =2 ADIPT RLATY, =7
DICZDE ) Ravwry REERETDHE, ZO=7uZziof 4 —7 oA ATHEAT 501, 3T
A—% (VLANID $£7213 1P 7 RV R) OEAEET LMERHY £, HDHWE NTA—=FD
FAEERET DO 2 D~ 7 0 2B T 2 BENH Y £5,

~ DAV TTANTIFXIE, v uam@mAL TWARIC T A—F 2P AND X HEET
XFET, NTA—K|TF—TU—FEEORT ELT, EINFET,

CLI CANTELF—T— F/EXTHITHRK 3 DT, BHIDO/NRT A =2 EF—U— K ThHoH
ERHY ET, 2FDDONTA=ZFIRIETHETY, 3FODNRTA=F T 2FEDOF—U—F/
EXTOF—U =TT, RIZ, NTFA—FEkav s P ailETHERLET,
Switch(config)# macro name parameter-test

Enter macro commands one per line. End with the character '@'.

switchport mode access

switchport access vlan S$SVLANID

switchport port-security
switchport port-security maximum $SMAXHOST

FROS I BRI A=ZR LT, F =T oA AW SNT25E, Bk a~r FIIRRLE
T, Rz, @URF—U—FR/EXTONRNTFRA—=FZ2MEH LT, ~27vZkROLIICHTT S
VERHY £,

Switch(config-if)# macro apply parameter-test $VLANID 1 $MAXHOST 5
Fioa~vy F&9473 5 & SVLANID % 112, SMAXHOST % 5 ([ZE &z b & T~ 7 v

MEhEd, ~7eNTIHEEDOA N V7 42F—U—RFL LTHRETEDLZ LITERELTLEE
Wy,

RIVBNRFGA=E2DOALT

vk =T 2 RERIFAA v FICHHT 556, <7 0% —U—FafAa Tl
FREETT, v/ nidid, “AXF—V—FROERLZEODLIENTEET, ZhHDOF—U— Ni
EANEFICw 7 uz@l LicEe, 2~y N3ESH AR SRILET,

~ /B TERINEF—U—RNIBETEI2~NT 2R T I I~/ a A VT TANT I F X &k
RBCEFES, ~ZuafEliTDLE, ~VT ANV TR (A ELT) BEL, O~
DOYEF—U— R —BERTHLICHETEET,

[ oL-16048-01-J
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W2, ¥F—U—RIZETDH~NVT AN T EBETHHERLET,

Switch(config)# macro name test
switchport access vlan S$SVLANID
switchport port-security maximum S$MAX
#macro keywords SVLANID SMAX

ANVT AR ZER 7 o NDEZICTHRBETE £9, KRIC, ~VT A MY 72 iRET 50
DOHZ R LUET,

Switch(config)# macro name test

switchport access vlan S$SVLANID

#macro keywords S$SVLANID

switchport port-security maximum S$SMAX
#macro keywords SMAX

SmartPort 7/ ONDTF 74 JL FETE

T, PAR=bFENTWDL7 DT 74V FREEZTRLET, TNHDOY 7 B IR FTBLY
HWHOARNAMRETT, 2—PFILINHEEETEEHA,

* cisco-global (p.16-4)

 cisco-desktop (p.16-5)

 cisco-phone (p.16-5)

 cisco-router (p.16-6)

* cisco-switch (p.16-6)

cisco-global

WIZ, cisco-global ¥ 7 v Dl Z R LET,

# Enable dynamic port error recovery for link state failures.
errdisable recovery cause link-flap
errdisable recovery interval 60

# VTP requires Transparent mode for future 802.1x Guest VLAN
# and current Best Practice

vtp domain [smartports]

vtp mode transparent

# Enable aggressive mode UDLD on all fiber uplinks
udld aggressive

# Enable Rapid PVST+ and Loopguard
spanning-tree mode rapid-pvst
spanning-tree loopguard default
spanning-tree extend system-id

Catalyst 4500 ¥ J—X X4 Y F CiscolOS YT bz 7 avI74F¥al—varv A4 K
OL-16048-01-J |



| $16% SmartPort ¥4 ODEE

SmartPort v/ OnHE M

cisco-desktop

KIZ, cisco-desktop ¥~ 7 1 DFlE R L £,

# Basic interface - Enable data VLAN only

# Recommended value for access vlan (AVID) should not be 1
switchport access vlan SAVID

switchport mode access

# Enable port security limiting port to a single

# MAC address -- that of desktop

switchport port-security

# Ensure port-security age is greater than one minute

# and use inactivity timer

# “Port-security maximum 1” is the default and will not
# Show up in the config

switchport port-security violation restrict

switchport port-security aging time 2

switchport port-security aging type inactivity

# Configure port as an edge network port

spanning-tree portfast

spanning-tree bpduguard enable

cisco-phone

IIZ, cisco-phone ¥ 7 2 DHl %R LET,

# VoIP enabled interface - Enable data VLAN

# and voice VLAN (VVID)

# Recommended value for access vlan (AVID) should not be 1\
switchport access vlan SAVID

switchport mode access

# Update the Voice VLAN (VVID) value which should be

# different from data VLAN

# Recommended value for voice vlan (VVID) should not be 1
switchport voice vlan $VVID

# Enable port security limiting port to a 2 MAC

# addressess -- One for desktop and two for phone
switchport port-security

switchport port-security maximum 2

# Ensure port-security age is greater than one minute

# and use inactivity timer

switchport port-security violation restrict

switchport port-security aging time 2

switchport port-security aging type inactivity

# Enable auto-gos to extend trust to attached Cisco phone
auto gos voip cisco-phone

# Configure port as an edge network port

spanning-tree portfast

spanning-tree bpduguard enable@
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cisco-router

RIZ., cisco-router ¥ 7 2 DH R L ET,

# Access Uplink to Distribution

switchport trunk encapsulation dotlg

# Define unique Native VLAN on trunk ports

# Recommended value for native vlan (NVID) should not be 1
switchport trunk native vlan S$NVID

Update the allowed VLAN range (VRANGE) such that it
includes data, voice and native VLANs

switchport trunk allowed vlan S$SVRANGE

Hardcode trunk and disable negotiation to

speed up convergence

Hardcode speed and duplex to router

switchport mode trunk

switchport nonegotiate

speed 100

duplex full

# Configure gos to trust this interface

auto gos voip trust

gos trust dscp

# Ensure fast access to the network when enabling the interface.
# Ensure that switch devices cannot become active on the interface.
spanning-tree portfast

spanning-tree bpduguard enable

H H H H H H

cisco-switch
WRIZ., cisco-switch ¥ 7 @ OBz~ L E T,

# Access Uplink to Distribution

switchport trunk encapsulation dotlg

# Define unique Native VLAN on trunk ports

# Recommended value for native vlan (NVID) should not be 1
switchport trunk native vlan S$NVID

# Update the allowed VLAN range (VRANGE) such that it

# includes data, voice and native VLANs

# switchport trunk allowed vlan S$VRANGE

# Hardcode trunk and disable negotiation to

# speed up convergence

switchport mode trunk

switchport nonegotiate

# Configure gos to trust this interface

auto gos voip trust

# 802.1w defines the link as pt-pt for rapid convergence
spanning-tree link-type point-to-point

SmartPort ¥/ ODRERKDIEEHE

ALy FIC~ 7 v BET 2HEIE, ROEEFHIIHES T ZIVY,

o ~/uZBEM LRI, X7 —FERETT—NRELCa~vy FRRRLESA.
7 RFRY DA~y gl EkE A v =7 = AZHEM L ET,

e cisco-global [T/ m— L a7 4 Fal— gy BT— FNCHEATILERHY £3, oo
VE—T A A LNADY IR LY BRI akllT 5 L AR L ET,

o AUH—T A ALTYVAT LAEFH~ 7 1 (cisco-desktop. cisco-phone, cisco-switch, 35 L
cisco-router) Z AT HHEIT. HEDF—TUV— RBAMLETT,

e cisco-phone v 7 rZHHALCHA—bF X2 U7 4 Z2@ATHHE. KKOKR—F X2
T 41X2 &72 0 £7 (switchport port-security maximum 2)

o F—U—R/EOXTIX, VAT ALAERYI/ LRI LICHRKRIDETHETEET,
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~ 7 0 EERT DA, exit £721F end =~ FEEHLRWTL XV, F7=, interface
interface-id #fffl L Ca~ 2 R E—RELELARNTIEIW, Zhhboa~vwy FEFEAT5
& exit, end. F7=iX interface interface-id D& L 1ZHi< a~ 2 RBplDa~> K E— FTH
1TENDZERHY T,

~ 7 EERTAEAIE. FALar 74 Fal— a3y F— ROCLI a2~y REHEALTLE
él/\o

—EOEOE Y Y THRNE e~ v 2 ERT 285, parameter value ¥ — 7 — R&EH L TA
VE—T A ACEHEDOEEAEELET, F—U— FORAETIL., KEFEL/ILFERXIEH
T, F—T—FR—HLHEEITTC, METHEICES B ONET, F—T— F2R5%E
E—HTHHE. TABPEVWA NIV TO—HTHoTH—EH L ARSI, LT HHEICEX
Bz onEd,

< 7 BT RLFENLFEPEINEINET, 72 & 21X, 2 K macro name Sample-Macro &
macro name sample-macro /X, B0~ 7 2272 F97,

<~ 7O NT A—FEBLERF—T— RREENTNDLEHEDH Y £9°, macro global
apply macro-name? 7 v — 3L a7 4 F 2l —var a<wr NEZIT macro apply
macro-name? A VX —T A A AT 4 Fal—T gy avr FEFEHTLE, v/ e THK
FEREDY A MR RTEET, F—UV—FNMax ANETIc~vr ezl LzEGA, 2~ 8
FEICR D EH S VEE A,

T aNAAL T ELRFAAL T A F—T A AT 0 —VWZHEHAINTYH, 01
H—T 2 A AQPEFOREFTXITREEESNET, ZHUE, RELZZSICEAT 2581
T,

av s REBMELIFHIRL T/ rEREZER L TH, o~ 7an@EHINEA &2 —
T oA A EERKMINETA, FrLa~wy REF-REE ISR a~y ReEAT I
I, Brahz~snrt A o2 —7 o ACHEATHILERDH Y 77,

macro global trace macro-name 7 2 —/N)L 27 4 X2 L—3/ g » a< 2 RE7213 macro trace
macro-name { X —T xA A AT 4 Fal—ary avry ReFHLT, #XELITRE
TR0/ EEALTCT ANy JTEET, T —FLEFHRECT—ICL
Vavy RBRKRMLTESEES, w7 vkt Tk oa~vr RedEHLET,

—HD CLI a~ > R, HEDA v X —T oA A XA TEHTT, v~/ aBlNREELZIT AN
WA LA =T oA RAZEHINTZHGE, 73T =y /RFRET v 7 2ELT, R
AYvTFRET— AvE—VEIELET,

A F =T A ZADOFWHIC~ 7 v 2@ 5 HEE, A =T A AT~ 7 nzid T
LGEERUTY, AV F—7 oA AFHEZHEH LGS, ~ 7 23N o A v F—7 =1
ANECEA S NET, 120/ v F—T A A ETv s avy RAKRKLTEH, o1
H—T A A~z uapdE@AsnET,

Y OEAL T ERFAAL v F AU F—T oA RZHHT DL 7 LR HBIRICAAL >
FERIFA L H—T A4 ZAD~ 7 2 OFPUTIEM S L E T, show parser macro description = —
P EXEC a~vr Rl LT, EHshlcavry Fe~x 7 uhzRRTEET,

2—WRE AR~ 7 IZiE, BeK 3000 SLFO vy REaXy haRFFCE 53y 7 7 )
BV ET, FIL LATANT DN, 2 XFHEHESNET, ZOTIXE0EE IV b Eh
i‘a—o

TAADT 7 /v b SmartPort ¥ 7 BIEAA v F VT bU = TIHEBIAENTOET (K 16-1 &5
M), show parser macro =—# EXEC 2~ FZfHL T, v/ ré~vr/nilgEnda~vr Kz
KRTEET,

VAAaADT 7 /b SmartPort ¥ 7 B h A VX —T = A AZWAT HLEEITIE. ROEEFHEIC
o TLTZEUY,

AA v FEOFTRTO~7 1 %FK/RT 51X, show parser macro = —+ EXEC =2~ F%&{f
HALET, BED~ 7 v DONEEZETT HITIL, show parser macro macro-name ——Y% EXEC
ax s RaEfERLET,

$ THEDLF—U— NIZIE, —BEDO/NT A —ZENNMETY, parameter value ¥ — 7 — N&ff
ALT, BEREEEBICVAT T T4 b~ 7 B lZ0LEREEZBNL £,

[ oL-16048-01-J
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VAT T H) k= aTIE, BERF—TU— REBRITLIOICS A FEHALET, § T
OFERICHIBRIZSH Y TR/ A,

SmartPort 7% OD{ER
SmartPort ¥ 7 1 Z{ER T 2121%, ROFNEEZETLET,

=1 N B&
ATv7F 1 configure terminal Ja—rLary 7 4 Xal— gy T— REBEBLET,
AT 97 2 macro name macro-name ~ R EREAEHR L, v/ aLEANLET, vV 0 ERE

D FHILH AR T 3000 LFE T,

v 70 avwy REITIC1IOTOANLEST, v 7 ok
TIHIE, @ XTFEAJILET, ~7aNicaxr b7
XA MEASTT AT, ITOREIC# XFAHEHLES,

~ 7 B GIIRLFEANLFERRR S ET,
7= & 21X, =< KN macro name Sample-Macro &
macro name sample-macro (X, BlO~ 7 2272 £,

~Z7BNT exit £721F end =2~ REFHALED,
interface interface-id #fifH L Ta~v > R E— &2 EHE L7
DLBWZ EZHRELET, ZhbDa~vy RefHT5
L. exit, end, F 721 interface interface-id O &1L =
<~ RBBlOa~vy KR E—RFTEITENDLIIENDHD F
T KROMRERD T, v/ rHNOTRTOav s R
MDELary7 4 F¥al—valr E—RFThHOLERHY
EJxpe

S

(GE) macro name o — )L a7 4 X2l — g
avy ROono BREZEHLTH, v 7 = ERDOHI
BT AT, Zha<wy REEITLT
by /eI TICEHAINTWDAS v F—T A
ADBRENITHE L EHE A,

ATY7 3 end F#HE EXEC £— FIZR D £,
A79 7 4 show parser macro name macro-name v 7 uaMER SN2 L AR LE T,
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SmartPort ¥4 O0)&E A
SmartPort ¥ 7 2 Z 4 5121%. IROFINEZFEITLEI,

=1 N Hi
ATv7F 1 configure terminal Jua—)b ar 7 4 X2 b—v gy B— RE s
LET,
AT Y7 2 macro global {apply | trace} macro-name [parameter |~ 7 1 CEZINT-K o~ RE AL v FICHEAT
{value}] [parameter {value}] [parameter {value}] % 1Z1%, macro global apply macro-name % ANJj L%

T, MLELIIRELT —2FARDL DD~ I %k
WHL., 73y 79 5I21%., macro global trace
macro-name “iRELFE T,

(R AA v FIZEFADO B2\ T A= EEfRE
LET, K3 2OF—U— R /fEXTEZASTE
FI, NTA—F F—U— FORETIL, KXFL
INCFRERISNET, F—TU—FR—ELSE
T NT, ST HEICESHBAONET,

w7 aDOHIZ, NTA—FENLERF—T — FH
EENTWDIEERHV ET, v 7 2 CLERED
U A k& #9521, macro global apply
macro-name? 2~ REfEHLET, ¥—7U— NE
EASETICv 7 vl LG A, 2~ RIdE
e DA S ER A,

ATw 7 3 macro global description text (EE) AA v FITEAINA~ 7 a0 AEZ AL
7

ATy 7 4 interface interface-id EE) A F—TxA A AT 4 X2l —T g
ET—FEBBLT, v~/ e2@EHT2M 0 %—7 =
A AZEELET,

ATwvF 5 default interface interface-id EBE)HRELIA L Z—T 2 A ANDTRTORE
THELET,
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=1C S N E[:5)
ATv 7 6 macro {apply | trace} macro-name [parameter {value}] |~/ 0 CEFZINF-Ka~vr REf v H—T = A A
[parameter {value}] [parameter {value}] (2 95121, macro apply macro-name % ANJj L

FI, L ELIRECT —EHARDL D~ %
®WH L., 735y 79 5I21%. macro trace macro-name
FHEELET,

FEB) AV E—T = A AZEBEDO—FIR/NT A—H
BEEELET, K3 ODF—U— K/ lET %
ANTEET, KT A—F F—U—FORATIL,
KILFENXTEREBIENET, F—TV— KR —K
LSBT TR st T A EICEE B SvET,

~ 7D, NI A—ZERLERF—T — F3
BENTVWDIEERHY £3, v 7 v CRERED
U A b & #7795 21%. macro apply macro-name ? =
~UREERALET, ¥—U—FNEZANETIC
saZEM LA, 3~y FIZEDC RS
nEEA,

Wiz, Zoa<y RemAd a0z~ 0ET,

Switch(config-if)# macro apply cisco-phone ?
WORD Keyword to replace with a value e.g.
$AVID, $VVID
<Ccr>

Z2T7v 7 7 macro description rext EB)VA v F—Tx2A ABHEINE~ 7 0D
EANILET,

AF7Fv7 8 end F##E EXEC E— RIZRY £7,

RXT 97 9 show parser macro description [interface interface-id] |~ 7 RN A 2 X —7 A AEASHIEZ L 2R
LET,

AT w7 10 copy running-config startup-config £E) a7 4FXal—vay 774 NVICHRES
REFELET,

AL v F EOTr—rYL v 7l Lo CHHSNTERELHIBRT 212X, v 7 e D&~ RO
no = a B ANTLLNGY A7 BICE o TRIEDA » F—7 = A ZTHH Sk
EZHIBRT 5121%, default interface interface-id A > % —7 = A A 27 4 Fal—va avy
RaEATTLET,

macroname 7 01 —/N)L 2T 4 Fal— gy awr RO n BREFEHATH L, v 7 nEHED
KPR LET, Z0axr F2FTLTH, w7 i3y TICEH S TnLA »F—T =1 AD
BEICITEELETA, v RICEoTHEDA V¥ —T7 oA ACHA IR EZHIRT 512
IZ. default interface interface-id { > % —7 xA A A7 4 FXal—aravr ReE A LET,
Eo, TO I BNOMIETHT_XTOa~vr KO ne ERZEL, BBEO~ 7 alZxd 5 77
v aEERTEET, TObL, ZOT v Fvruk A A —T 2 ACHALET,

ZITE AR PERTW LK~ rrzEH LT, WEERRT 5012 RLET,

* cisco-global (p.16-11)
 cisco-desktop (p.16-11)
* cisco-phone (p.16-12)
e cisco-switch (p.16-13)

 cisco-router (p.16-14)
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cisco-global

KIZ, cisco-global &5 VAT LEFK~ 7 v AT 562~ LET,

Switch(config)# macro global apply cisco-global

Changing VTP domain name from gsg-switch to [smartports]
Setting device to VTP TRANSPARENT mode.

Switch(config)# end

Switch# show parser macro name cisco-global

Macro name : cisco-global

Macro type : default global

# Enable dynamic port error recovery for link state failures.
errdisable recovery cause link-flap

errdisable recovery interval 60

# VTP requires Transparent mode for future 802.1x Guest VLAN
# and current Best Practice vtp domain [smartports] vtp mode transparent

# Enable aggressive mode UDLD on all fiber uplinks udld aggressive
# Enable Rapid PVST+ and Loopguard
spanning-tree mode rapid-pvst

spanning-tree loopguard default
spanning-tree extend system-id

cisco-desktop

WIZ, VAT AEFR~Z 7 cisco-desktop ZfFH LT, 35 OfE% A > % —7 = A A FastEthernet 2/9
DT 7 A VLANIZHID B THH 2R LET,

G¥) O~ TiE, R— DT 7 A VLAN 2$ET 5 SAVID F— U — RANLECTT,

Switch(config)# interface fastethernet2/9
Switch(config-if)# macro apply cisco-desktop $AVID 35
Switch(config-if)# end

Switch# show parser macro name cisco-desktop

Macro name : cisco-desktop

Macro type : customizable

# Basic interface - Enable data VLAN only

# Recommended value for access vlan (AVID) should not be 1
switchport access vlan $SAVID [access_vlan id]
switchport mode access

# Enable port security limiting port to a single

# MAC address -- that of desktop

switchport port-security

# Ensure port-security age is greater than one minute

# and use inactivity timer

# “Port-security maximum 1” is the default and will not
# Show up in the config

switchport port-security violation restrict

switchport port-security aging time 2

switchport port-security aging type inactivity

# Configure port as an edge network port

spanning-tree portfast

spanning-tree bpduguard enable

Switch# show parser macro description

Interface Macro Description
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cisco-phone

WIZ, VAT LEFHE~ 7 1 cisco-phone Z L C, A % —7 = A A FastEthernet 2/9 LD 7T 7 %
A VLAN |Z 35 DffiZz. %75 VLAN 12 56 DIEAZEID Y THH 2R LET,

G¥) ZO=7nuTiE, R—FDT7Z7EA VLAN %i5ET 25 $SAVID, BLUE A VLAN & EET S
$SVVID ¥ — U — R MLETI,

Switch(config)# interface fastethernet2/9

Switch(config-if)# macro apply cisco-phone

Switch(config-if)# macro description cisco-phone $AVID 35 $VVID 56
Switch(config-if)# end

Switch# show parser macro name cisco-phone

Macro name : cisco-phone

Macro type : customizable

# VOIP enabled interface - Enable data VLAN

# and voice VLAN (VVID)

# Recommended value for access vlan (AVID) should not be 1\
switchport access vlan $AVID [access_vlan id]

switchport mode access

# Update the Voice VLAN (VVID) value which should be

# different from data VLAN

# Recommended value for voice vlan (VVID) should not be 1
switchport voice vlan $VVID [voice vlan id]

# Enable port security limiting port to a 2 MAC

# addressess -- One for desktop and one for phone
switchport port-security

switchport port-security maximum 2

# Ensure port-security age is greater than one minute

# and use inactivity timer

switchport port-security violation restrict

switchport port-security aging time 2

switchport port-security aging type inactivity

# Enable auto-gos to extend trust to attached Cisco phone
auto gos voip cisco-phone

# Configure port as an edge network port

spanning-tree portfast

spanning-tree bpduguard enable@

Switch# show parser macro description
Interface Macro Description
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Switch(config)# interface fastethernet2/9
Switch(config-if)# macro apply cisco-switch
Switch(config-if)# macro description cisco-switch $NVID 38
Switch(config-if)# end

Switch# show parser macro name cisco-switch

Macro name : cisco-switch

Macro type : customizable

# Access Uplink to Distribution

switchport trunk encapsulation dotlg

# Define unique Native VLAN on trunk ports

# Recommended value for native vlan (NVID) should not be 1
switchport trunk native vlan $NVID [native vlan id]
Update the allowed VLAN range (VRANGE) such that it
includes data, voice and native VLANs

switchport trunk allowed vlan $VRANGE [vlan_ range]
Hardcode trunk and disable negotiation to

speed up convergence

switchport mode trunk

switchport nonegotiate

# Configure gos to trust this interface

H HF H H H

auto gos voip trust
# 802.1w defines the link as pt-pt for rapid convergence
spanning-tree link-type point-to-point

Switch# show parser macro description
Interface Macro Description

[ oL-16048-01-J
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Switch(config)# interface fastethernet2/9
Switch(config-if)# macro apply cisco-router
Switch(config-if)# macro description cisco-router $NVID 45I
Switch(config-if)# end

Switch# show parser macro name cisco-router

Macro name : cisco-router

Macro type : customizable

# Access Uplink to Distribution

switchport trunk encapsulation dotlg

# Define unique Native VLAN on trunk ports

# Recommended value for native vlan (NVID) should not be 1
switchport trunk native vlan $NVID [native vlan id]

Update the allowed VLAN range (VRANGE) such that it
includes data, voice and native VLANs

switchport trunk allowed vlan $VRANGE [vlan_ range]
Hardcode trunk and disable negotiation to

speed up convergence

Hardcode speed and duplex to router

switchport mode trunk

switchport nonegotiate

speed 100

duplex full

# Configure gos to trust this interface

auto gos voip trust

gos trust dscp

# Ensure fast access to the network when enabling the interface.
# Ensure that switch devices cannot become active on the interface.
spanning-tree portfast

spanning-tree bpduguard enable

H H HF H H H

Switch# show parser macro description
Interface Macro Description
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show parser macro

show parser macro name macro-name

show parser macro brief

show parser macro description [interface interface-id|
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