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NetFlow D& 5E

Netflow (%, Supervisor Engine 6-E TIIV AR — F N T EHA,

ZOETIE, Catalyst 4500 >V — X A A »F LT, NetFlow HatE#MZ R ET 5 FIEIZ DOV THLH
LEd, RELOEEFH, REFIME, BIOREFNZHOWTHRLET,

NetFlow #&HE % {# 19~ % 1213, Supervisor Engine V-10GE (B§REIZA —/S—/ 31 W = 0 P U NTHLAGA
FNTWB), F72i3 NetFlow Services Card (WS-F4531) 35 X O Supervisor Engine IV 7> Supervisor
Engine V 23 LELTH,

ZOEDAA vF  av FOFEE LOMEHFIEOFEMIZ DWW T, [Catalyst 4500 Series Switch
Cisco 10S Command Reference] 3 X UOWR® URL OE~=2 7 LSRR L T ZE0,

http://www.cisco.com/univercd/cc/td/doc/product/software/ios122sr/cr/index.htm

NetFlow O 3 L OEBROZEMIC DWW TIX, [NetFlow Solutions Guidel &ML TL 72 &\,

2T, RORFIZOWTHBALET,

* NetFlow #taHERINEMEEOMZE (p.48-2)

e NetFlow FFHERINEMEORTE (p.48-7)

» NetFlow #taHEHRIEMRE DR EH] (p.48-14)
*  NetFlow OFRER] (p.48-15)
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$48E  NetFlow OFE |

W NetFlow GEEHERIVEBEEDBE

NetFlow #tEHEERUNEHBEDHE

Xy NU—7 Ta—E, FEOHEEIEE (ML bRy NU—2Z AT IPT RLABEIOE
FUAR— RN A Y R— MBS TER) OBICBIT A, Xy hOBEFHMA N —AE LTEE
nET, BEMIcT7e—id, #EIXRIP T RLA, 580 IP 7 R A, #ExA— MES, S8R —
&, A bav 247 =R ZAT ATNA L Z =Tz A ALV T 4 — )L ROMBRE
& LTHEMEnET,

NetFlow HFHERIZ, 7o — L T 74 v 7 DE=FFEIETH Y, ZHIZL Y, NetFlow Data
Export (NDE; NetFlow 7 —# =27 AR — L) #HH LT, AA v FZi@BTHTXTO IPv4 )L—
TYRNIT 4y 77— L L THEMATED X272 £9, INE I MEHERIL, FNEBT
/NA A (NetFlow Collector/Analyzer) (Z=27 AR — K LTI LB TEET, xv hU—2 75
v —IE. NetFlow #aHE#H (B8 X U'NDE) %7 /A ZHNL TRIRAJIZA R—T7 M LT, FEED
Py NT—=JHBDNT T 47 RTp—v A il FITHEGHEREGL LN TEET,
NetFlow 1T, 2 2D 74—y FDOHILELLMNIEYD, UDP T —¥ 7 7 AT7n—IFHheExr A
R—=FLET, X"=Var 1 74—~y MIEAIZY IV —RAINTNN—=Ta 0 ThY, N—Va
5 {%. Border Gateway Protocol (BGP) Autonomous System (AS; HE#: AT A) FHRB L7 v —
V=T U AFFGEBNLIEHILEEETT, N—Ta 1l Txr—~<y FEBIXONN—=TUa 05 T —
<y h T, ~v X —BLOP1 22U EOT7a— La—RKnhb T =77 ABRERINET, ~v
X —DWIAT 4 — )V RIZIE, T AR—K T =TT LON—Va VEEREENET,
2T, RONFIZOWTHALET,

o N—KRU=T LS THEHR (p.48-4)

o VI T LEETHIEHR (p.48-4)

e ANBIOMIOA ¥ —T =2 A 2AFHEL ASHFEFOEIV KT (p.48-4)

e UBRLEBIUW~A7un7m— R 7L Netflow $EatEMROMIEDHEIER (p.48-5)
* VLAN OfEaHE##R (p.48-6)

NDE NN—T 3 Y

Catalyst 4500 > U — X A A » F TILMUE SN THEHERHAICNDE N—V 3 1 BE S B3R —
M &N E T, NetFlow 5 TIXNDE N— 3 o 8 BULETT,

BHEO 77— <2712k ->TiH, 77— La—RO—FO7  —/L FIIHMER G ENRNZ &R
HVFET, PHR—FINTWRWNT 4 —/L FiZiITBe (0) REEnEd,

WDFETIX, NDERX—2 3 5 THR—=FEINTWDE T 4 —/L RIZOWTHB LET,

o KA1 —RN—=Va 5D~y F—TF—<v b
o K482 —NR—Vzars5O7u— La—KT7xr—~<vh
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| $48Z NetFlow DETE

NetFlow #isHE s aeopns M

%2481 NDEN—23y5MDAYHE— T4—T v b+

AT A& B1L)]

0~1 version NetFlow =7 AR— K 74—~ hONR—T 3 VFF
2~3 count Oy hTCEI AR—MENRBET7r—0% (1~ 30)
4~17 SysUptime N—Z %7 — L TrbifkE L7z X Y B HALOREH]

8 ~ 11 unix_secs 0000 UTC (HESUEAERE) 1970 2> 6% L 72 704K

12 ~ 15 unix_nsecs 0000 UTC 1970 & Li=F 7 7

16 ~ 19 flow_sequence ERINTRF 7 —Dr = A g4

20 ~ 21 engine_type Ta— A T T T DEATS

21 ~ 23 engine_id Ta— A T T VDA N

%482 NDEN—P 3> 5@070— La—K 74—V b+

JA—TRY
‘X=AAHY
sA=EMNT74—ILK
X X
M P
w50 n
_ £ & & B3 @ wd
AT G RE EHEA M R | B By R |IRy
0~3 srcaddr PETLIPT RL A X X X X X
4 ~7 dstaddr SEHEIP 7 KL A X X X X X
8§~ 11 nexthop FIARNKY T L—HDIPT KL A Al A A A A
12~ 13 input ATIA v B —7 = A A SNMP iflndex X X
14~15 output 114 > % —7 = 4 A SNMP iflndex Al A A A A
16 ~ 19 dPkts Ta—0Nr sy X X X X X X
20 ~ 23 dOctets Ta—0F 7T v b (A b) X X x x X KX
24 ~ 27 first 7 1 — 1A D SysUptime X X X X X X
28 ~ 31 last 7=y N RS LT L & O SysUptime | X X X X X X
32~33 |srcport LA ¥ 4 EFTAR— NEBELEZNLASED LD XX
34 ~ 35 dstport LAY 45mER— FEFELIIENERED LD X X
36 padl K (Pr) S b
37 tep_flags TCP 7 7 7 D 5 F& OR
38 prot L A% 478 kas (6TCP. 17=UDP 72 ¥) X X
39 tos PV —ER HZ AT N4 |
40 ~ 41 src_as EEILD ASES (RELIIET) X X X X X
4 ~43  |dstas D AS F S (MR ETIZET) X X x x KX
44 ~ 45 stc_mask  |RE(ETET RLA FL T 47 A ~<AY Ew b X X X X KX
46 ~ 47 dst_mask SEET RV A FL T4 VA A7 Ev | X X X X X
48 pad2 Kt (Bw) <A L

I BBETZTO— A7 DOEE. [RZA Ry T A—FDIPT FLR] 74— REBLO THAA % —7 =A 20 SNMP iflndex] 7 1 —/V
RiZiZ, 3N TO7 e —TE#RFERNEENRN I LBHY T,

2. PFC3BXL *&— K% 721X PFC3B & — K T, Internet Control Message Protocol (ICMP) ~ 7 7 ¢ » ZIZICMP 21— K& Z A4 TOEMNRE N E
7
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W NetFlow GEEHERIVEBEEDBE

N—EF . 7HhoBET H1EHR
=R =T 0507 NetFlow L 22— R TAFTE HERICIT. WONEREGEENET,

© STy MBIV M

o BMAF A LA LU TRBIOKTHA DAL T
o KEFEILIPT RLABIUGELIP 7 FL2A

e P71z ks

o KEEILA— FMEFBLOSER— NES

YI LD T7HhEEGT 5158
V7 M7 T b DRI NetFlow L 71— R TAFETE B HITIT. RORNENEGENET,

o AJIEERIT-F KO AT
o RXUANKRYT T RLA, BBEBLUOET AS., RHELBIUSEE S LT 4 7 2 v A7 &t
=T ¢ T IEH

ANBELIVHAM A —T M RBBELEASESDEIY LT
T 2T, ROPRBIZHOW T LE T,

o THZ 4 —L FOEID YT (p.48-4)
o WhHA UV H—T A ABIOHDBEETHZ ¢ —L ROEI Y ¥ T (p.48-4)
o ANAVE—T oA ABIOATBETH T 4 —/L ROEY 24T (p.48-5)

PHTA—L FOBY BT
Catalyst 4500 'V — 2 2 A »FTiE, »— K7 =7 TNetFlow 7 a—0NEINET, "~ FKv=x
T T, TXTD NetFlow 70— 7 4 —/L ROY 7w bBRESET, VDT 4 —/L RiE,
V7 MT 2T Lo T—FT 4 VRERAEISNLEE, YT MU= TICL o TATESNET,

Netflow Services Card (21X, NetFlow Flows {[ZE#HT AN A X —T A A, WA v H—T = A
A, ZOMDON—T ¢ v THEWE ERMIZHO>— B L CHRT 21E®A+212H 0 £8 A, Catalyst
4500 >V — X AA vy FIZE, INEMI YT MU =T AD=ALBBY ET, TOAH=AALIC
DT, ROBRETHHALET,

HAL VA=A RBLUVHABEEFR I —I/LFOEIYEHT

V7 v T ik, GEHLIP T KL RIZESWE) T 7 4 /L b @ Forwarding Information Base (FIB; #ir
EERRN—2) T—TNVDOFIBTY M ERRBRLTHIA v Z—T = ZAEREABILET, 20
FIBZ FUMS, V7 R =T IEZD5HEIP T RLADSHE AS BrB IO, v X —7 = A A1
WAEKMT MY B E~OT 7 AN TEDLL IR T, LEEN-T, A ¥ —
T oA AFBIZSEE TP T RLRIZESWTVWET, A v F ETa— R RTINS 3x—T
MZENTWDEAE, FIB T2 Y TR EZ BB T 5DV, e — R RT v Ty ia
D)2 FIB 2SAIZT 7B AT 2 X ) H S, MU lEEEIc T 7 A LET, o7 ntk
A1, BE. ELOVERZAERLETS, 74V EOFIBT7T—7 AV TIP T FLAZIEFETS
Policy-Based Routing (PBR; ARV ¥— X—Z b—F 1 7)) BMEHIN T DG, IELWRERN
BONBRWEANHY ET, 20X I RBETIE. F—0%%EIP 7 RLAIZFIB T —7/L = b
U 3B L OBEM T SN B E S E B ET 2 K 12720 £,
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| $48Z NetFlow DETE

NetFlow #isHE s aeopns M

ANAUE—T A RABEVANEEFR T4 —IL FDEIVSET

~

G¥)

FRIZ, ANA v H—T 2 A AELEEEITLIP 7 FLADKEITL AS F 1L, HETLIP 7 KL R
SWET 7NV INDFIBT—7 VO FIB Y N ZRBETLHZEICL > THBISHET, Lichio
T ANA v HE—T o4 ZAFHEITEETIP T FLRAIZESWTEBY, Ly 77 v 7 23MThh T,
ZDIPFEET RVAERO/NNT y MPRAV—T 4V T INDUERH DA F—T oA ZAHHFIE
NET, 207X E, BESABRHHTHL ERELET, 2L, 207 avAREROA
A B =T 24 ZEERT DG, B/PDIPT FLAEZRESA X —T 2 A% | DERTH
EICRERO BT AT XAREAEINET, 207 o A T@EFEIE LWVEZAERLETHA, |
DIEMETRWEGLH Y £7,

e B—RKNFGUVUITNT v T AN —LBEEAL v FICL > THA SN TG4, #H 6
REHDOATA B —T oA ADBATLED 1 DOASA X —T =4 APNBINI N D MR
VET, ZOT 7 arBREEINDIOE., BHISNDANA L H—T = A AN, BET »
TARN) =L AL v FILoTHAINDIT—RKNXT T TAIVXLDOEA T ITEA
XNDHEDTT, ZOTNITY) ALEFITHDLIENTED LR A, LER-T, T
RTOT7 e —HHERIZ. 1 DDANNA L E—T 2 A AL DbDERVES, YT huxT
. RDDIPYH TRy VEBERFOAN LV F—T oA ABRRLET,

o FERHN—T 4T HRTIHE. IPH TRy bORNT T 4w I, ZOIP TRy MIXT v
FNERETEA L Z—T oA RAEFHIDA =T 2 ATZIEENDIZLENH D £T2, &
N I T v TICEASNTCANA VF—T = A A BR LT FRIA, A EM CHER TE 7 alBe
WRH 0 E5,

e RAA wF kT PBR 721X VPN Routing/Forwarding (VRF; VPN /L —7 ¢ > 7" [ BRE) 34 R—
TR ESNTEY, 77— PBR #PHF 7213 VRF #ifHICH DT FL RAZELNDHA.
F/-IXPBR #HE/-I1X VREEPHIZH DT FLAMBLEEENDIEE., ZOFBRIIELLHY
FHAL, ZOBAE. ANBIOHAOA VX —T oA A iF, T 74V OA— b EESHILTH
DA BRTTIAREMENEL ., 9 TRVWESITEN S LN T XLOREL 720 4,

o DA LA =T Af ADAAL v F T VRE A F—T NIl ->TEY, 77— VRF A~
H—T A AMHIEEESNIEE, BFHRIZELSDY EHA, ZOHEE, ATBIOH A~
H—T A AF, TIANLFOL—F BESNTWDIER) 2HBETLREENREL, 9
THRWGAIIMENS LN T XLORIEE 72D 77,

Supervisor Engine V-10GE IZ/N— RU =7 b DA A » F— 7 = A A1EMR &L L T, NetFlow &
WMOREZ P LT ET,

UBRL 5&UTs o 0270— R U4 & Netflow #iFHEROMBEEDHEEER

Supervisor Engine V-10GE % & ¢ A 7 A ClL, Netfow a1 1F # 3 L O User Based Rate Limiting
(UBRL) ORICHEEDFAIEANRH Y 5, FFEA v X — T = A ATELLFEE LTS UBRL @
—HE LT, VIAR Y T TRH TR —~ A BBETHLEROY £T, ZOT7r—vA7IE, 7
B—@/N— R =7 ~_—2Z NetFlow HaHEMOIERICHEH S E T, 77 40 FO5E 1ERD full
flow NetFlow #EaHEHIZIL, full flow v A7 MEH A EF, LU UBRL Tk, v A7 B&R D
ERBVET, FEA L HX—T A ATUBRL ZHE L TCWHIEA, HeHE#HRIX, UBRL HIC%
ELTEY AW TR SN E T, ZORE, UBRL TREINIA V¥ —7 = A AZ @il
58774y 7 O full flow FaHERN VAT ATIEE S LET A, FEMIZ OV TIX, TUBRL Of%
E] (p.34-45) ST E &N,
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VLAN D#fEHEER

NetFlow B R— F ENTWBEHEIL. LA ¥ 2 H VLAN #ii. BEOVLAN 2 A Y 35 /1—

T4 TERNT T 47 D VLAN &

HELFR—FTEET,

WO, BHEVLANDCLI (2~ R4 v A v F—T x4 R) WIERLTWET,

Switch# show vlan counters or show vlan id 22 count
* Multicast counters include broadcast packets

Vlan Id

L2
L2
L3
L3
L3
L3
L3
L3
L3
L3
L2
L2

Unicast Packets

Unicast Octets

Input Unicast Packets
Input Unicast Octets
Output Unicast Packets
Output Unicast Octets
Output Multicast Packets
Output Multicast Octets
Input Multicast Packets
Input Multicast Octets
Multicast Packets
Multicast Octets

:22

:38

:2432
:14344621
1659852566
:8983050
:413220300

G¥)  NetFlow O AR— hZiX, 77 v b7+ —2DH¥HR— &2 T _XTD NetFlow 7 4 —/L KOV TE& v
MIRET 2/ — FU = THIERH D £9°, HARMIZIZ, TCP 7 7 7% L O Type of Service (ToS;
HATFT H—ER) SA Kk (DSCP) BV HR—bFINEHA,

Catalyst 4500 ¥ J—X X4 Y F CiscolOS YT bz 7 avI74F¥al—varv A4 K
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NetFlow #isHE s aeEoxn: W

NetFlow #EEHEERUINEHEED K TE
NetFlow A A v F o 7 &2FET DITIE, ROEEEZITWVET,
o WEN— T =7 OffEid (p.48-7)
* NetFlow #taHEHRIEMRE D A 1 —7 Ak (p.48-8)
e AAvF K/ TV T RIP 7ua—0DE (p.48-8)
* NetFlow HaHEROT 7 AR — 1 (p.48-10)
*  NetFlow #taH MIEMRE DEHL (p.48-10)
o HEHX Y YU aDOBE (p.48-10)
o NL—HRX—=AEHD NetFlow /N V7 4 7 A < AT DFFTE (p.48-11)
e NetFlow =— > 7 RXT A —H DRE (p.48-13)

WELZN—FO T 7DER
MBI N—R T 2T DA X =T N TH DI EEMRT DT-OIZIE, kD X 9T show module =< >
FEADLET,

Switch# show module all
Chassis Type : WS-C4507R

Power consumed by backplane : 40 Watts

Mod Ports Card Type Model

Serial No.

Rt TR e L e PP e T R e LT T Fommmmemmmem
1 2 1000BaseX (GBIC) Supervisor (active) WS-X4515

JAB062604KB

2 2 1000BaseX (GBIC) Supervisor (standby) WS-X4515

JAB062408CB

6 48 10/100BaseTX (RJ45) WS-X4148

JAB032305UH

M MAC addresses Hw Fw Sw Status

i +
1 0001.6442.2c00 to 0001.6442.2c01 0.4 12.1(14r)EW( 12.1(20030513:00 Ok
2 0001.6442.2c02 to 0001.6442.2c03 0.4 12.1(14r)EW( 12.1(20030513:00 Ok
6 0050.3ed8.6780 to 0050.3ed8.67af 1.6 12.1(14r)EW( 12.1(20030513:00 Ok

Mod Submodule Model Serial No. Hw Status
e T e T R e B e
1 Netflow Services Card WS-F4531 JAB062209CG 0.2 Ok

2 Netflow Services Card WS-F4531 JAB062209AG 0.2 Ok

Switch#

G¥) ZOBEEEA F—TNIZLTH, AL v TFON— R T =2 THRERT $—< U ATEE LT A,

N=RU 2T OT7R— Fx v a T—TNLOFYA XL 65000 7 17— T9, Supervisor Engine
V-10GE ®D/n— Ry =7 71— F v v 2k, 85000 72 —T79, 85000 72—V Z\7m—7N)
FRFZT 77 4 7l n L, —HO 7 m—OfEHERP KbDILET,

VI NI 2T DT a— F—TIDOENYA X3 256,000 7 72— T3, NetFlow Y 7 F 7 = 71, ~N—
R =27 T—TNEY T =27 T—ONAMO—BEE2EHLEST, Y7 =T T—7~D
T 7T 4 TDON=F=2T 7a—%2HlR+52L T "—RU=xT7 T—TNEFA—TDFF
W LET,

Catalyst 4500 ¥ J—X A4 Y F CiscolOS VI bz 7 avI74F¥al—Yarv H4 K
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W NetFlow GEEHERINSEBEED BT

G¥)

I—YRBETDHXA LT U MREZ, 7e—0kSh, Y7 b7 v v =2)b NDE %
BT AR—FINDLMEHARELET, "—Fv=7 7u—E#E ~"—FKUy=7 7n—
HIBRE 2=V RRET DX A LT U MNRELEO—BEEZRLET,

Flo, VI MU TERET IR E=FAINET, IHIC, WTNNADT 2 —2 2 Gbps R D
VHEET NI 7 4 v 7 25T D EMFHERPA——T =1l FF, L, — BRI
R— ML 2Gbps LA EOHEE TIRIETE WD, 20X 5 RRigIERAE LETA,

WAt L, A LT U FREREWEETH, MiHEFHROHIRIZES< &7 e — XA THRY)
ny k7o Ed,

NetFlow s HBERINEMED 1 R—TIJLiE

>
GE) T 74V T, NetFlow SaHERIZT « E—7 LT,
NetFlow AA v F 2 7 &k A F—T MIT HITIE, BN [Cisco I0S IP and IP Routing Configuration
Guide] @ TIP configuration] (285 IP V—7 4 V' THDAA v FHEZFATLTLIIEI W, [P L—
TAVTERELIEHE, WOWTNNOEELTT-TIIEI W,
avwvF By
Switch(config)# ip flow ingress IP V—T 4 > 7 H® NetFlow & A x—7 /WZLE7,

Switch(config)# ip flow ingress infer-fields HHRE LU TTFRMASL  HhA v 2 —T 24 ZABILOEEIL / 5858

BGP % ¥5> NetFlow % A X2 —7 /MZ LE T,

AS TR HEIBI S D K 912 51T, inter-fields 472 3 &%
ETDHILENH Y ET,

ARAYFKITYYyKIP 720—DERTE

48-8

Netflow (. TXTONL—FT v RIP b T 7 ¢ v 7 HIZ/ERB L OB & HL—FT > RKIP 72 —0
WL LTERSNET, A v F U I7BETIE, ZBOIP 77 4 v 7 BN VLAN N TAAL v F
VITENDTED, N—T A TR EINET AL, ZONT T 4w IR RS F R TV NIP A
F7 42l VWNWET, BT AT —% X F N TV NP 72— 0NN ET,
NetFlow N— R = 721, ZDOXA 7O 70 —%2EakE L OB 286235 D £9, NetFlow
AAvF RIP 7 —kEREIC LD, AL v F FIP 7 u—%&fERk, B, BIOzs 2R —rT&F
T (DFED, A FTEIN, V=T 4T EINBRNIP 8T 7 4 w7 D7 u—E2ERB L TNE
BRLET),

WOFITEZE LTS 7ZE N,

o Catalyst4500 'V — X ZA v F Tl AL vF FIP 70 —[UELZHMTA X— 7 LI TE
o AA F RIP 7u—DIELBBT D121, V—F v KR 7e—IUEBLI VRS vF R 7
0 —INEDH &2 A F—T VI THLERHY 9,

o —fRIIC, ANBLIOHIA v Z—T oA ZADOFERITX TR D £3, FTF 7 1 > 7 H Switch
Virtual Interface (SVI; AA v FRMEA X —T7 = A A) ([ZBHEAHT S5 72 VLAN ETAA v F
VITENDEE . ANBLIOHEAA v —T oA ZERIZF LAY I A F—T = A ZAHIR
A4 LET,

Catalyst 4500 ¥ J—X X4 Y F CiscolOS YT bz 7 avI74F¥al—varv A4 K
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| $48Z NetFlow DETE
NetFlow #tittEsiuskeienm: W
o AAyFF Tr—ZBEOTI AR-FREIK > T2y AR—FSNET, @iloxzs 2
R— I CLLIZMFIE L £ A
s A FyyaTE ARV =THIRICEY RS v F FIP 70 —BLU0L—7 v FIP 7
O—@OXBIBTEERF A,
~
GE) FTRXTOALF—TxAALETAAL T RIP 70 —UELZ A 2 —T7MZT HIZIL, ip flow ingress
F L Wip flow ingress layer2-switched =~ > ROW 5% AN THLERH Y 7,
S
GE) AAvFRIP7o— hF7 4 v 27 ETUBRL A v —%A F—7 /LT 521, ip flow ingress =
~ > RTiX72< ip flow ingress layer2-switched =~ > R& AT HXE R H Y £ (TUBRL D%
T [p.34-45] B,
NetFlow ¥ % v ¥ a2 ZHREL. AA vF RIP 7u—NEE A4 F2— 7T H1001E. IROEEEITV
EJrae
avwv kR B
AFwF 1 Switch# conf terminal a7 4 FXal—ary ET—RERBELET,
AFw S 2 Switch(config)# ip flow ingress N—F v R 7a—INEE A =TT LZEd,
AFw T 3 switch(config)# ip flow ingress 24 v F R 7a—UEE2 A X—TVIZLET,

layer2-switched

WIZ, AAYFIP 7u—%2EH P 70— X ¥ v a DAREFRRT L0027 LET,

Switch# show ip cache flow
IP Flow Switching Cache, 17826816 bytes
2 active, 262142 inactive, 2 added
6 ager polls, 0 flow alloc failures
Active flows timeout in 30 minutes
Inactive flows timeout in 15 seconds
IP Sub Flow Cache, 1081480 bytes
2 active, 65534 inactive, 2 added, 2 added to flow
0 alloc failures, 0 force free
1 chunk, 1 chunk added
last clearing of statistics never

Protocol Total Flows Packets Bytes Packets Active(Sec) Idle(Sec)
———————— Flows /Sec /Flow /Pkt /Sec /Flow /Flow
SrcIf SrcIPaddress DstIf DstIPaddress Pr SrcP DstP Pkts
Fal 150.1.1.1 Fal 13.1.1.1 11 OO3F 003F 425K
Fal 13.1.1.1 Fal 150.1.1.1 11 003F O003F 425K
Switch#

Catalyst 4500 ¥ J—X A4 Y F CiscolOS VI bz 7 avI74F¥al—Yarv H4 K
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NetFlow #iEHEE®RD T Y X R—

7E DEHHRNGINTZ & X2 NetFlow i fEHRE TV — 7 A7 —v a i AR — T 5 L
WAL »FHBRET DHITIE. WOWTIDODOIEEEITNET,

avvFk B8
Switch(config)# ip flow-export destination (WZH) NetFlow ¥ v > =2 =2 M) ZEEDHESE (V—7
{hostname| ip-address} udp-port AT g U L) LT A hF B LS ICAAL v F B
HELET,
A
(F) BHEOGRERETE £,
Switch(config)# ip flow-export version (FEB) X—=2a N ERE SR ERZE T N 2T %
{2 [ {5 lorigin-as | peer-asl}} BEHLTWLIEEIL, V=27 A7 —3 3 T NetFlow

Fyyvia NI EZIAR—FTEIIICAAL vF
ERELET, X=Va I NT 74/ FTT,

origin-as (Z X > T, NetFlow (¥, 7 v —D%{FT &R
A N5 DR BGP AS ZHIBILE T,

peer-as (Z &> T, NetFlow IX, 72 —0DOAJIB LR IA
VB —T7 = A AW OET BGP AS ZHHI L7,

Switch(config)# ip flow-export source <interface> (FEE)IP 7 FLADBNDE X4 D IP ~v X —NTiEE
TEIPT RLAL LTHHEND A v F—T = A ZAEHRIE
LEd, 774/ bd NDE WAV F =T =4 ZTY,

NetFlow #iEHEERUNEHEED B IR

IP70— A v F 7 Xy yvalff@er7o—ER (e bal 7a—485 BdHihorn—
72E) 72 D NetFlow fiaHFla£r L, 7 V7 TEEd, £o, REFRZEHLTAL v F |k
T774 v DFREBFLLLTEET,

NetFlow AA v F > ZHEHER Z T 51213, ROWTNLDOIERE, EEMGTOEEZITONE

j—o

avok EL:8]

Switch# show ip cache flow NetFlow A A v F o e EREZ R L ET,

Switch# clear ip flow stats NetFlow A1 v > Z#eatia 7 U 7 LET,
ENFr v aDRE

NetFlow FEHEHMOERIT, @H ., FHYU—27 25— 3 > L0 NetFlow IUE Y — /W2 L - THIT

SENET, ZOVR— k% Catalyst 4500 >V — X XA » FIHEIET H Z LIk > T RO Z L]

BlZ72 0 £7,

* EJAR—FEND NDE N7y hi3b i dicd, AL v F LU= AT = a VHTYL
RS HI S L E T,

o WIERINET —7 2T — g VEPEIE S ET,

e CLI THEMNINT=7a—OfiEREERTEET,
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NetFlow #isHE s aeEoxn: W

Ut

HERF vy v a2 BRETHCE, BTy v a2 ar7 4 Fal—rary - FERBL, #E
T HEMNFTRDF A7 (as, destination prefix, protocol prefix, F 7z source prefix aggregation cache)
BRETDHMLERDV ET, BT EZER LD, TOFRNOEERTA—FZ2ERLET, [
RRCHEBOENF ¥ v 2 2R ETEET,

FLHRF Y v Va2 BREICT DI, ROEEZITVET,

aAvUF B/
37_"77 1 Router(config)# ip flow-aggregation cache as %%’\ji‘\-y w2 a7 4 Xal— gy F—NE
BRIG L., H4IF ¥ v 2 2 /5 (as. destination-prefix,
prefix, protocol-port, F 721X source-prefix) %1 R—
T LET,
AFv 7 2 Router(config-flow-cache)# FETI7TF 47O FUNHIBREISND E TEY
cache timeout inactive 199 Frwa _ﬁé%éhéi/ﬁ (= =Gl . 199) %48
ELET,
AFv 7 3 Router(config-flow-cache)# TI7T 47 2 NIWNT T 4 TDIREETH D4y
cache timeout active 45 éﬁ (::.,ch:\ 45) %#ﬁﬁbi'ﬁ—
AFv 7 4 Router(config-flow-cache)# F—H T AR— A X—T NI LET,
export destination 10.42.41.1 9991
ATwF 5 Router(config-flow-cache)# enabled FEHIX v v 2 DIEREA X—T NI LET,

W% vy LA BEBEUTF—4 THZK— FORER
HBRIF v v V2 EREMER T D12, ROEEZITVET,

avwvk B
Router# show ip cache flow aggregation HiESX ﬂ?’:%;’ﬁ’j% Y «‘/3_‘%%& R Li-@—o

destination-prefix

T =4 7 AR— b EMHERT HITE. ROEEEITOET,

=1 N =)

Router# show ip flow export AAY Xy v a2 BIOZEOMOTXTOA R—

TNVICRESNEF vy v 2B T —F =7 R
— FOREHERE R R LET,

IW—EAR—ZEHD NetFlow RINTL T4 9 R TR DERTE

BNTV T 47 A wA7E 1 DD P T RV A XR=Z2DEKF ¥ v = (source-prefix,
destination-prefix, prefix 72 &) WOEN 7 0 —IEH INDIEFOV 7 Xy F v A7 ZHELET,
ZORIRFy vy aTHE, 7r—3IP7 FLA GAEI, 5%k, 32 OmMGOZENLN) (T
ESWTENIN, NI VT4 VAR BROAAS v FON—T 4 7 T =T L THROMo
27 —DREIL/SUERA F~DL— DY TRy X7 DI HRVWHICE->Tv A7 ShE
kR

GE) BRI OF 7 MEIZO TT, B/~ RAY OB EFRERAIZ. 1 ~32 T, T 7427
WIS U T B2 RIRT 20 ERH D 3, /AT OERENE, IVFEMARRry hT—7
T RUABME T E4 2, KX v v 2070 —0OHBEINTARREELH Y 17,
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W NetFlow GEEHERINSEBEED BT

N— B R—=ZEEEE DI/ N T VT 4 VA AT BRET DT IRO® Y 3 T+ 5 1EE

ZITWET, IO OEEITMERETT,

o prefix £KHRNOK/N~ A7 DFGE
* destination-prefix 224 T D F/h~ X 7 DFRE
BT

o source-prefix £ F XD/~ A7 OFRTE
o HEHF ORI~ AT DF=HFF LS

prefix REAKXDRNT XY DETE
prefix B F RO/~ A7 BFRET HITIL, ROEEEITONET,

ATFv T A1
ARTFvF 2
AFvT 3

destination-prefix £ AKX DBR/INT R I D

RAFvT 1

A7y 2

avyk

=]

Router (config)# ip flow-aggregation cache prefix

prefix BRI F ¥ v a2 ARELET,

Router (config-flow-cache)# mask source minimum value

BRI~ AT OR/IMEZFEE L £ T,

Router (config-flow-cache)# mask destination minimum value

SESE~ AT DR/MEZFRE L £,

AR TE

destination-prefix £/ KD/~ A7 R ET HITIE, WOEEEITNET,

avwo kR

E]:0)

Router (config)# ip flow-aggregation cache
destination-prefix

SLEHEKIF Y v 2 BREL LT,

Router (config-flow-cache)# mask destination minimum value

Sade~ A7 Dl/MEEZIREL £,

source-prefix RMAXDR/NT RV DERE
source-prefix F£M T RD /N~ A7 R ET HITIH, ROEEZITVET,

RAFvT 1

A7y 2

avwo kR

=)

Router (config)# ip flow-aggregation cache source-prefix

source-prefix /¥ v v ¥ 2 ZFIE L
jz ﬁ—o

Router (config-flow-cache)# mask source minimum value

EETE~ AT OR/IMEZFEE L ET,

EHNAKXDOBRINMNIRIDE= L2 B LUVRST
BIE SN I A OEEFAT HIT1E, BEICE U TRENHRITH LTRO 3~ R

LET,
avwvk HE
Router# show ip cache flow aggregation prefix £ T RXKORE S NT-f/h~ 27 O %
prefix =R Liﬁ—
Router# show ip cache flow aggregation destination-prefix £/ N OHE SNz fk/h~
destination-prefix 27 0)1%‘%2%7_‘ Li_a_

ZIN
Router# show ip cache flow aggregation source-prefix ERFROBTEENT-RKR/NHN~v A7
source-prefix 0)1@%2@% LE4
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NetFlow #isHE s aeEoxn: W

NetFlow T— U4 INS A—2 DERTE

TR—%Y 7 U7 TJu— Xy v anbilfRTd (2, RESINTWS%5E. NDEX#E L
TULAR—h9%) A%, ip flow-cache timeout =~ > ROFRET— 7 /XT A —H Active 5 &
" Inactive Zff ] L CHIICX £,

TIT 47 2= 7%, 7a—MERINZH L T7a—RY 7 =T Ta—Fx v ah
6¢Jl RENDIFR AR E LET, RIS, ZORTRA—FFHNBIET A AT 7T 47 7

—IZOWTEMMICBAT DI HLET, ZORTA—XE, 7r—0OBEFEO NF 7 1 v
775>%5Ejbféhf’ﬁbi?“o TIT AT BALT T MRETET, SEMATRESNET (F 72
v RERTEIL 30 43,

KT 7T 47 =TT BTy EPERINTrL 7 e —%HIBRT 5 £ TORMEZIE
LET, T 7747 RIA—21F, [KR$Liz) 7e—D7a—Fxyvyvaz27U7 LT, (V
Ve ARBIZED) LT —RREFMELE LWL LET, IET 7T 47 XA LT U MR
EFEYE, HEMTREINET (T 74V M ER 15 7).

| oL-15342-01-J
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W NetFlow GiEHHRUNSRBAE DR EH

NetFlow #fEHIEHRUNSE#EAE

ZEHF LT NetFlow A A v F o T oA X =TT 202 LES, £, 70 —Hkat

7y

W, E

R E Bl

AT AR—RFLT, IP7 RLZAR340.0.02 DT —7 25— 5 @ UDP A— k 9991 THLER
FTHHEZERLET, ZOFITIE, BEFD NetFlow FrHE#H2 7 V7 S 5729, show ip cache flow
a2 KT NetFlow A1 v F > ZHEGHERO LR~ Y —BERICERRSNET,

Switch# config t
Enter configurat
Switch(config) #
Switch(config) #
Switch(config) #
Switch(config) #
Switch# show ip

ion commands, one per line. End with CNTL/Z.
ip route-cache flow

ip flow-export destination 40.0.0.2 9991

ip flow-export version 5

end

flow export

Flow export is enabled
Exporting flows to 40.0.0

.2

(9991)

Exporting using source IP address 40.0.0.1

Version 5 flow records

export
export
export
export
0 export
Switch#

O O O O o N

packets were
packets were
packets
packets
packets

were
were
were

flows exported in 1 udp datagrams
flows failed due to

lack of
sent up
dropped
dropped
dropped
dropped

export packet

to process level

due to no fib

due to adjacency issues

due to fragmentation failures

due to encapsulation fixup failures

Switch# show ip cache flow

IP Flow Switching Cache,

69 active,
4293455 ager polls,

262075 inac
0

17826816 bytes
tive, 15087 added
flow alloc failures

Active flows timeout in 30 minutes
Inactive flows timeout in 15 seconds

IP Sub Flow Cache, 1081480 bytes
0 active, 65536 inactive, 0 added, 0 added to flow
0 alloc failures, 0 force free

1 chunk,

1 chunk added

last clearing of statistics never

Protocol Total Flows Packets Bytes Packets Active(Sec)
———————— Flows /Sec /Flow /Pkt /Sec /Flow
TCP-Telnet 28 0.0 167 40 0.0 20.9
TCP-other 185 0.0 2 48 0.0 6.2
UDP-DNS 4 0.0 1 61 0.0 0.0
UDP-other 13466 0.0 3396586 46 91831.3 139.3
ICMP 97 0.0 2 95 0.0 2.3
IGMP 1 0.0 2 40 0.0 0.9
IP-other 1120 0.0 38890838 46 87453.0 1354.5
Total: 14901 0.0 5992629 46 179284.3 227.8
SrcIf SrcIPaddress DstIf DstIPaddress Pr SrcP
SrcIf SrcIPaddress DstIf DstIPaddress Pr SrcP
Gi6/2 30.20.1.18 Gi6/1 30.10.1.18 11 4001
Gi6/2 30.20.1.19 Gi6/1 30.10.1.19 11 4001
Gi6/2 30.20.1.16 Gi6/1 30.10.1.16 11 4001
Gi6/2 30.20.1.17 Gi6/1 30.10.1.17 11 4001
Gi6/2 30.20.1.20 Gi6/1 30.10.1.20 11 4001
Gi6/2 30.20.1.10 Gi6/1 30.10.1.10 11 4001
Gi6/2 30.20.1.11 Gi6/1 30.10.1.11 11 4001
Gi6/2 30.20.1.14 Gi6/1 30.10.1.14 11 4001
Gi6/2 30.20.1.15 Gi6/1 30.10.1.15 11 4001
Gi6/2 30.20.1.12 Gi6/1 30.10.1.12 11 4001
Gi6/2 30.20.1.13 Gie6/1 30.10.1.13 11 4001
Gis5/48 171.69.23.149 Local 172.20.64.200 06 8214
Gie6/1 30.10.1.12 Gi6/2 30.20.1.12 11 4001
Gi6/1 30.10.1.13 Gi6/2 30.20.1.13 11 4001
Gi6/1 30.10.1.14 Gi6/2 30.20.1.14 11 4001

1dl
/

DstP

DstP
4001
4001
4001
4001
4001
4001
4001
4001
4001
4001
4001
0017
4001
4001
4001

e (Sec)
Flow
11.9
15.4
15.5
15.9
15.4
15.1
24.0
16.5
Pkts
Pkts
537K
537K
537K
537K
537K
539K
539K
539K
539K
539K
539K
759
539K
539K
539K
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NetFlow sxER W

Gie6/1 30.10.1.15 Gi6/2 30.20.1.15 11 4001 4001 539K
Gi6/1 30.10.1.10 Gi6/2 30.20.1.10 11 4001 4001 539K
Gi6/1 30.10.1.11 Gi6/2 30.20.1.11 11 4001 4001 539K
Gie6/1 30.10.1.20 Gi6/2 30.20.1.20 11 4001 4001 537K
Gi6/1 30.10.1.16 Gi6/2 30.20.1.16 11 4001 4001 537K
Gi6/1 30.10.1.17 Gi6/2 30.20.1.17 11 4001 4001 537K
Gie6/1 30.10.1.18 Gi6/2 30.20.1.18 11 4001 4001 537K
Gie6/1 30.10.1.19 Gi6/2 30.20.1.19 11 4001 4001 537K
Switch#

NetFlow 0% E {5l
TR, ROERN R ER 2R LT,
* NetFlow £ % —7 /AL T ADOY 7 v (p.48-15)
e NetFlow E£REEDYT 7L (p.48-15)
o N—H =2 D NetFlow /T V7 4 7 A~ A7 DT v (p.4as-17)

NetFlow 4 2—JJLIL AKXDH > TIL
~

(GF)  Catalyst4500 A A v F ETiX, A > ¥ —7 = A AHEMLO NetFlow DA £ —7 WLRNH R — kST
WEHA,

&IZ, NetFlow & 7' 00— )W ZA =T W T D612 R LET,

Switch# configure terminal
Switch(config)# ip flow ingress

Wiz, THIZ 4= R&eYR— 42 NetFlow A X —7 /W 562~ LET,

Switch# configure terminal
Switch(config)# ip flow ingress infer-fields

NetFlow £#ZEDH > TIL
TITE ROENF Y v v aRERERLET,
o AS ORIE (p.48-16)
o ST VLT 47 ADRE (p.48-16)
o FLT 4 U ADRE (p.48-16)
e 7o bha)LFR— bOERE (p.48-16)
o WEEILTVLT 47 ADHKE (p.48-16)
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AS DERE

WIZ, AS DEKIF v v 22, 2000DET VT 4 T XA LT 455D%y v a2 TIT 4
T EALT TN, 7 AR—FEHEIP 7T FL X 1042421, BILUOBELER— bk 9992 2% ET 54
R LET,

Switch(config)# ip flow-aggregation cache as

Switch(config-flow-cache)# cache timeout inactive 200

Switch(config-flow-cache)# cache timeout active 45

Switch(config-flow-cache)# export destination 10.42.42.1 9992
( ) #

Switch(config-flow-cache enabled

BETL I 49 ADHKTE

WIZ, 5BRT VT 4 7 ADERNF Y v 2l 200 DT 7T 4T A LT T M, 455DF v v
Va T IT 4T BALT U b, =7 AKR—FEEIP T KL R 1042.42.1, BELO%EEHR— K 9992
ERETHHERLET,

Switch(config)# ip flow-aggregation cache destination-prefix

Switch(config-flow-cache)# cache timeout inactive 200

Switch(config-flow-cache)# cache timeout active 45

Switch(config-flow-cache)# export destination 10.42.42.1 9992
( ) #

Switch(config-flow-cache enabled

TLI74 9 RADEE

WIZ, L7 47 ZADEF Y v 2l 2000DHET 7T 4T ZBALT T, A55DF % v =
TIT 4T BALT T, =7 AR— 08P 7 FL R 1042.42.1. BLOSEHER—F 9992 % 3%
ET A0 ERrLET,

Switch(config)# ip flow-aggregation cache prefix

Switch(config-flow-cache)# cache timeout inactive 200

Switch(config-flow-cache)# cache timeout active 45

Switch(config-flow-cache)# export destination 10.42.42.1 9992
( ) #

Switch(config-flow-cache enabled

O rall R—FDERE

WIZ, 7 ba)L iR— FOEKFTY v 212 . 200 00T 7T 4 T ZA LT T M 455DF v v
VA TIT 4T BALT YN, =7 AKR—FEEIP T R R 1042.42.1, BELUOBEEF— K 9992
ERETDHHERLET,

Switch(config)# ip flow-aggregation cache protocol-port

Switch(config-flow-cache)# cache timeout inactive 200

Switch(config-flow-cache)# cache timeout active 45

Switch(config-flow-cache)# export destination 10.42.42.1 9992
( ) #

Switch(config-flow-cache enabled

EETXTTLI4 U ADEE

WIS EE TV T 4 7 ADERFT Y v 2l 200 0DIET 7T 47 ZA LT T M 455DF v v
Va T IT 4T BALT U b, = AKR—FEEIP T KL R 1042.42.1, BELO%EEFR— K 9992
ERETHHE R LET,

Switch(config)# ip flow-aggregation cache source-prefix
Switch(config-flow-cache)# cache timeout inactive 200
Switch(config-flow-cache)# cache timeout active 45
Switch(config-flow-cache)# export destination 10.42.42.1 9992
Switch(config-flow-cache)# enabled
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W—ER—ZEHAXD NetFlow ZRINT LI VX IRIDY LTI
Z ZTlE, NetFlow i/ V7 4 7 A < A7 E 9% % v ¥ 2 OREG 2R LET,
*  prefix #4775
 destination-prefix £ 5=
 source-prefix £

prefix £H9ARK
WIZ, prefix BHF v v 2 OREFEZRLET,

!

ip flow-aggregation cache prefix
mask source minimum 24

mask destination minimum 28

ZOFITIE, ROBEDEHRIT > TOET,

ip route 118.42.20.160 255.255.255.224 110.42.13.2
ip route 122.16.93.160 255.255.255.224 111.22.21.2

WG ON—= WAL v TF EON—=T 4 T T—=TNZ2TEY FOV TRy bh v~ A7 LTS,

118.42.20.160 7% v h b BHMETLIP T RLAMN2TE Y hO~AZIZ—F L, %8P 7 RL A
MN28 By b= AZIZ—FT 5 122.16.93.160 7% v MIBENITH 7o —i%, F¥ v et
WT—HICENINET,

destination-prefix £A R
RIZ, destination-prefix E£{IF ¥ v v = DR EF| 2R L ET,

|
ip flow-aggregation cache destination-prefix

mask destination minimum 32
|

source-prefix £#AHK
RIZ. source-prefix HAIF v v ¥ = OFEFI R LET,

ip flow-aggregation cache source-prefix
mask source minimum 30
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