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BRI T4 I D7 4NEY T TOIVET, B VLAN RH DA — MIPACLZEHT D &,
5 —X4 VLAN & 37 VLAN Ol 5 CTFD ACLIZED N T 74 v 7 DT 42V TR {ThnE
—’91*0

PACL #fif35 L. IPT 7R VA NEEHLTIP b7 427 %7 4027 L, MACT
RLVAZBERLCIPUND N T T 4 0BT A NE ) T TEET, A F—T A AP TV
TAYUARMEMACT 7R VRO FEEHATLZEICEY FA—DLbA Y240 4—TxA
ALTIP b7 7497 EIPUNDNT T 4w 0BT A NEY T TEET,

1 OOV AXY2A X =T A IPTI7HAVAREMACT 7R YA NDENENE 2D
PIE@ACEETA, §TIKIPT7EA VAMEFRIIMACT 7 A VA RR 1 DOFTORESN
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TCAM 7045 = >4 & Supervisor Engine II-Plus. Supervisor
Engine IV, Supervisor Engine V., # & Uf Supervisor Engine V-10GE
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Catalyst 4500 > U —X ZA »FTO TCAM = b U BL O~ A7 FIHEZ, ROBHRIZESEE
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o A—N—NA P ETF)L
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HHYEEA,

Supervisor Engine II-Plus-TS, Supervisor Engines IV, Supervisor Engines V. ¥ X UF Catalyst 4948 A A -
FOHE. 108 Y 7 b7 =T DY U —ZZEBRRL 8 DFETOE FURTCAM D 1 DD~ A7
%:;ttﬁbia“ L7zh3-> T, TCAM AR, ACL OREICE>TEDPY £3, 72, £ ACL D
RENEIZE > THEDY 9, $ 25 ACL ABID ACL OFIICEE SNIHE & ZOWOIETHRE
SNTHETIE, TCAM FIHFRITR 2D £9, AU ACL REEZETaA 7 4 Falb—aila
E—LTH, TCAMFHENEDY £7,

Supervisor II-Plus-TS, IV, V. 3 XU Catalyst 4948 A A » FTD TCAM FIHF X, ACLEELB LV
I0S Y7 hy=7 N—=Ua Ut Tt ShvET, 7 & 21X, Cisco I0S Release 12.2(31)SGA
PBEOY U —ATIX, vA27 ZRFFT 572D, IERIKF LW ACL = U OJlEF % A EhiY)
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Hh, 128 21E. D 25D ACE [ZNEFITEF L EH A,

permit ip host 10.1.1.10 any
permit ip host 10.1.1.20 any

B ACEIZ—T 537 v ME, 2FDD ACE IZIT—FEF, oMb FEEETT, 2oL
T, KD 22D ACE IFEFITKIE L 7

permit ip host 10.1.1.10 any
permit ip any host 10.1.1.20

EEICIP 7 R LA 10.1.1.10, 858 IP 7 R L A28 10.1.1.20 O35 > ME, WO ACE IZ—ET
HIEMTEL2D, FOIEENFEICZ Y £97,

J&BA9" % AilZ Supervisor Engine II-Plus-TS, IV, V. 54 N Catalyst 4948 A1 » 5@ TCAM Fll =%
AEbL2EXE. 774NV NORENPOHIGLET, AV E2HEFTHACEE 70 /I 77
LLEEQOEATIv I RMEIZEID, ACL BT TIZF R I I T7INTn5DE XD TCAM FIf
FORMb VI, PTHRTEEEA,

Cisco IOS Release 12.2(31)SGA LI Tid, TCAM BZETH S 5A . IP ACL @ TCAM FIHR % A& D
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| oL-15342-01-J

Catalyst 4500 ¥ J—X X4 9 F CiscolOS VI bz 7 av724F¥al—vav 4 F R



EA2E ACLIZERRYET—9 X2 YTF1OHE |

WM TCAM 70453 >4 & Supervisor Engine II-Plus. Supervisor Engine IV, Supervisor Engine V. & & U Supervisor Engine V-10GE ® ACL

A
GE)

1223 1D)SGA LV RETDOY V—ZAD10S ¥ 7 NV = 7 %34T L TV % Supervisor Engine I1-Plus-TS, IV,
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Supervisor Engine II-Plus-TS, IV, V., & X O Catalyst 4948 A A = T Cisco I0S Release 12.2(31)SGA
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~
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T, LW UMY Try il M) E TR T ALET, YRAIPEDLLRVGA,
FIITREDORGNOHETETACL T8 = M ZLICv R B EDSHYA . Supervisor Engine
[I-Plus-TS., IV, V. 3 X" Catalyst 4948 >V — X A A »F TiZ, TCAM 7° packed & — F T2
FIHEET,

scattered E— R TIX, H— ACL ®=> hUI, ACL WRERIZT R T T LAINDET, Bixb 8=
Y hY TayzichiiEnE T, #iE L7z ACLICHRAID ACL LRIL~ A7 Y —2nd D54,
Supervisor Engine II-Plus-TS, IV, V., X\ Catalyst 4948 V) — X A A »F O TCAM 1T, E2ITF]
HAahEd,

Supervisor Engine II-Plus-TS, IV, V., 35X O Catalyst 4948 A A > FTD IP Y —R& H— ROFEEIT
1. scattered E— FAHESE L £9, ZhiL, VLAN BZD ACL D~ A7 NEZ—2 3 PV —A H—
RIZR L TCREINTZTRTCOR—=FTRILZDTT, 2FV, ARP/ Xy FEFAR[L, "—h &
X2 UTAPBRESNTOVARNEEITILA Y2 T 74 v 7 EFAL, 328y b w27 BF Ok
EDOEFEILIP T RUVANLDIP b T 7 4 v 7 &FFA[ L, AAZESR L, SHIZTRTEHFAILE
7T

TCAM 7'u 75 I v 7 73 ) XA, Cisco I0S Release 12.2(25) EWA F 7213 H D A T F 2 A
U ) —R2%F{T LTV 5 Supervisor Engine V-10GE 3 X (8 Catalyst 4948-10GE A A v F TR E TX
¥4, 7272 L. Supervisor Engine V-10GE 35 & O Catalyst 4948-10GE A1 v F TlX, ACL ¥ X7 3
ACE i THBE SN TWRWED, 7a s I 307 73V XARFEESITWHDEE S MR
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TCAM FIHZIE, WU TCAM 7 a2/ 507 TA T XRAEEFICHEELEH L ICIEIEFE L
TLIEE, ez 20y 7 ENFET 78 AV AR A=Ky 27 = U OREIL. TCAM
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¢ Cisco IOS Release 12.2(25)EWA (223 < A A — D5 Cisco I0S Release 12.2(31)SGA I2#-5< A
A= ~DT v T T L—NK
INETICHEARLEXSIC, ACL 2707 T L5883, = M BIO~RAZ 0O 2 EON—F
Tx7 UV—ARHEEINET, TR0 Y V—ZADWNTUPBIENRZIND L, ACL #ZFh
UEN—=Ro=T7ie7a 5352 LI3TEEREA,
VY —=REFENRIZ L2581, WESBLET,
o TurIFILT TATY) XLDEE (p.42-9)
e TCAM U —a DV A REHE (p42-11)
o HfH ATy FOX v TF v DF— FEIR (p.42-13)

Ja7320 FLIIYVALOER

N
GE)

VAT A LOYATRFENRLEENTH, = MNIEEHTELSA, eI I EE
packed 75 scattered ICEE T 5 &L, A PMEHFREICZ2 D, ACL Z2/N— Ry = T7ICE b=
TITATEDLLOITRDET,

ACL 7a 9307 TNV XLEEHLEZY TCAM ) —Va v OV A XEZEELIZDT L,
T RTD ACL NI NN— Ry =T b7 v — RE, #H LW TCAM /8T A —H|ZHt-> TH
Ro—RFEnFEd, Fo—F 7o ARNK T4 25F Tl ACL ITEfECTE ¥ A,

HEJZ, ACL = N TR EER/IMETHZEIZLD, TCAM U YV — R % I LIZHEMIC
R+ ZLTY,

L) =1

scattered F 72 1% packed 7 /L3 U X L HKE |Switchit show platform hardware acl
TCAM FI| FIR 0 % He g statistics utilization brief

7 LT Y X L% packed 725 scattered 225 B Switch(config)# access-list hardware

entries scattered

T Y R L% scattered 7> 5 packed (225 5 Switch(config)# access-list hardware
entries packed

| oL-15342-01-J
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EA2E ACLIZERRYET—9 X2 YTF1OHE |

WM TCAM 70453 >4 & Supervisor Engine II-Plus. Supervisor Engine IV, Supervisor Engine V. & & U Supervisor Engine V-10GE ® ACL

scattered 7 /LT U X APRRE S AL TWD 0 E S 2 B3 5121, show running-config =~ > K%

fEH U FE9, scattered ViR E STV DA 1%, access-list hardware entries scattered 73 &R S E

—dﬁo

TCAM 7 757 TAITY ZLDT 7 4 )V k

X EIX. packed T,

WO, packed E— R CEBEIT25 A4 v F TRELZZHDTT, ACLT U D49 %7Z) %

70T AT DHIEOIT

Switch# configure t
Enter configuration

erminal
commands,

one per line.

Switch(config)# access-list hardware entries packed

Switch(config)# end
Switch#
01:15:34:
Switch#

%SYS-5-CO

NFIG I:

V89 NDVY AT NMETHLHZ ENRDNY £7,

End with CNTL/Z.

Configured from console by console

Switch# show platform hardware acl statistics utilization brief

Input
Input
Input
Input
Output
Output
Output
Output

L40Ops:

WO I, 7Y X L% scattered ICEFE L7-H L ITNE LD TT,

Acl
Acl
Qos
Qos
Acl
Acl
Qos
Qos

PortAndvlan)
PortOrVlan)
PortAndvlan)
PortOrVlan)
PortAndvVlan)
PortOrVlan)
PortAndvlan)
PortOrVlan)

used 2 out of 64

Entries/Total (%)

O 0o oo oo on
NSNS TSNS TS TSN TS N
'S
=}
©
o

Masks/Total (%)

oo oo oo n
Ul
=
)

O o0 oo oo o

07T AT DHDICHERR~ AT EIN49% IR L= Z b £,

T NUDA9% BT

1. scattered ¥— 7V — REEHTILERH Y £,

= EOTRTOR—FTDHCP AX—E LU IZBLRIP V—R H— RRA R—TLDOHHE

Switch# configure t

Enter configuration commands, one per line.

erminal

Switch(config)# access-list hardware entries scattered

Switch(config)# end
Switch#
01:39:37:
Switch#

%$SYS-5-CO

NFIG I:

End with CNTL/Z.

Configured from console by console

Switch# show platform hardware acl statistics utilization brief
Entries/Total (%) Masks/Total (%)

Input
Input
Input
Input
Output
Output
Output
Output

L40Ops:
Switch#

Acl
Acl
Qos
Qos
Acl
Acl
Qos
Qos

PortAndvVlan)
PortOrVlan)
PortAndvVlan)
PortOrVlan)
PortAndvVlan)
PortOrVlan)
PortAndvVlan)
PortOrVlan)

used 2 out of 64

O oo oo ooa
NS TS TS TS N N
IS
=}
©0
o
O 0O o0 oo oo

Ul
B
)
O oo oo oo uw
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| $42F ACLICEBRYIMTI—Y X2 )TADRE

TCAM 7045

TCAM |)— 3

S /% & Supervisor Engine ll-Plus, Supervisor Engine IV, Supervisor Engine V. # & U Supervisor Engine V-10GE ¢ ACL u

YDA XER
TCAM X, BARBFHOT L MY ZRFFT 2 —Va VomElShEd, TCAM (21X, AJJ ACL,
H ) ACL, AJJ QoS (Quality Of Service) . Hi7/) QoS @ 4 FFENH Y £ 3, FILZEIA PortAndVian

Y— gk PortOrVlan Y — a GBI SNET, 7 74/ hTIL, PortAndVlan V— 3 > &
PortOrVlan UV — 3 > YA XZ[E U T4,

WOFRIZ, T FNIBIOAIHEEYIFR— PRI RORA— =P =D TR LET,
A== R P VDT P BELBY RN, FEFNO TCAM OFFFHIC OV TSI
TWET, =& 2 E, ATIHEEE TCAM (213 16,000 = ~ U A3, H IkEAE TCAM 121 16,000 = >
URH ET,

A=IS—NRA P TPy kY RRY
Supervisor Engine III 16,000 2,000
Supervisor Engine IV 16,000 2,000
Supervisor Engine V 16,000 2,000
Supervisor Engine I1-Plus 8,000 1,000
Supervisor Engine II-Plus-TS 8,000 1,000
Supervisor Engine V-10GE 16,000 16,000
Supervisor Engine II-Plus-10GE TBP TBP

Supervisor Engine II-Plus-TS, IV, V. I L Catalyst 4948 A A v F O~ A7 IZxtT 5 MU Dk
LRGN ThDIH, v A7 D TCAM A=A L, =2 b YD A= 23H S 2T
SNDHZERHY ET,

TCAM Z A 7 D% ) —2 a LW THMO Y —2 3 FENTWDL 2 ERHY ET, 2D XD
e, V—VarOEE M) BTy MY BRRERMMO) —V g SIBEIT S Z LIk o T,

V=2 a OV A REERTEET, V-V ar0OP A4 XEEHET 5HITIE access-list hardware
region { feature | qos } { input | output } balance =~ > K& L £, LD TCAM I[ZIXEH
DYV —=Tar NTUARHY T,

NRT v Al wE LT 5 &, PortAndVlan V) — 3 O b U A X PortOrVlan ) —Y g D=
R UIREY 9,87 U AEEKL 5 & PortAndVlan U — Y g O b U ABELY | PortOrVlan
V—Yarvoxy N E#HExET, NT U AfEE 50 I35 &, PortAndVlan U — v 3 > &
PortOrVlan V — 2 > OE| Y ¥CTIXE Tz £,

BETED TCAM % A 7 TiX PortAndVlan Y —> =3 > & PortOrVlan V —Y a > O ") #27 F &
BB ENTEET (F2& 21, AJT ACL TCAM PortOrVlan Y —3 3 » /v 5 A 77 ACL TCAM
PortAndVlan V) — 3 U ~AHATEEY) . TCAM A 7T, = F VAT 7 M52 L3 T
FH A,

| oL-15342-01-J
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F42E ACLIZEDRYRT—Y X2 UTADHRE |
WM TCAM 70453 >4 & Supervisor Engine II-Plus. Supervisor Engine IV, Supervisor Engine V. & & U Supervisor Engine V-10GE ® ACL

V—Ca OV A AERICEIDENRDH L0 E 5 &5 IZI1L. show platform hardware acl
statistics utilization brief =~ > R & L £7°,

Switch# show platform hardware acl statistics utilization brief

Input Acl(PortAndvlan) 2346 / 8112 ( 29) 1014 / 1014 (100)
Input Acl (PortOrVlan) 0 / 8112 ( 0) 0 / 1014 ( 0)
Input Qos (PortOrVlan) 0 / 8128 ( 0) 0 / 1016 ( 0)
Input Qos (PortOrVlan) 0 / 8128 ( 0) 0 / 1016 ( 0)
Output Acl (PortOrVlan) 0 / 8112 ( 0) 0 / 1014 ( 0)
Output Acl (PortOrVlan) 0 / 8112 ( 0) 0 / 1014 ( 0)
Output Qos (PortOrVlan) 0 / 8128 ( 0) 0 / 1016 ( 0)
Output Qos (PortOrVlan) 0 / 8128 ( 0) 0 / 1016 ( 0)

L40Ops: used 2 out of 64

o 1%, A ACL PortAndVlan V —> 5 > DO~ 2 7 57 72572 % O D A} ACL PortOrVlan
V=g VICEEREPHD . OB THHTESZ LR L TWET, KIZ, PortAndVian U —
Va iz b YD 75% EEIY M, PortOrVlan U —37 3 22 25% ZEID 4 C5H K HIZAS ACL
TCAM DV —Va >y NIV AEZERTHH%2RLET,

Switch# configure terminal
Switch(config)# access-list hardware region feature input balance 75

J—2 g0 NI A0 %I1E, PortAndVlan V — 2 3 IZE DY Conz Y VY — R T 2.
PortOrVlan V —> a > DU VY — 237 720 77,

Switch# show platform hardware acl statistics utilization brief

Input Acl(PortAndvVlan) 2346 / 12160 ( 19) 1014 / 1520 ( 67)
Input Acl (PortOrVlan) 0 / 4064 ( 0) 0/ 508 ( 0)
Input Qos(PortOrVlan) 0 / 8128 ( 0) 0 / 1016 ( 0)
Input Qos (PortOrVlan) 0 / 8128 ( 0) 0 / 1016 ( 0)
Output Acl (PortOrVlan) 0 / 8112 ( 0) 0 / 1014 ( 0)
Output Acl (PortOrVlan) 0 / 8112 ( 0) 0 / 1014 ( 0)
Output Qos (PortOrVlan) 0 / 8128 ( 0) 0 / 1016 ( 0)
Output Qos (PortOrVlan) 0 / 8128 ( 0) 0 / 1016 ( 0)

L40Ops: used 2 out of 64
Switch#

GE) T 74V MEIZETIZIE, access-list hardware region {feature | qos} {input | output} balance =~ >~
RD no JTEAREMBHT 200, NT 2% 5012 L FE T, FEROREIL QoS IZOWTHIATTEET,

ACLIZEBECPUD ST a—TFaY

SRR TTAINTZACLOZ Y MV T 537y M. A— Ry =7 TR IET, 7=
721, R ACL 8L OIPSG OF%EIX. ACL W5ERIZT v/ T AZ{L5HHEIC, Supervisor Engine
II-Plus-TS. IV, V. B LT Catalyst 4948 A A v F D TCAM ¥ A7 Z{HETHZ EWH Y 7,
oMz a 77 AS3NT- ACL D=y M UIZ—T 537> ME, CPUZEHLTY 7 by =T
TRHEINET, ZTEY, & CPUFRHERE L 2oy MR Ru vy 7ENDT E0”d
DET, Ty FRE CPURIHEDTZOIZ Nu v 7 ENTWEE H aERIT 5I1ZiE, k@ URL
EHEBL T EE,

http://www.cisco.com/en/US/products/hw/switches/ps663/products_tech note09186a00804cef15.shtml

Catalyst 4500 ¥ J—X X4 Y F CiscolOS YT bz 7 avI74F¥al—varv A4 K
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| $42F ACLICEBRYIMTI—Y X2 )TADRE

TCAM 704’5 2 >4 & Supervisor Engine Il-Plus. Supervisor Engine IV, Supervisor Engine V. & &Uf Supervisor Engine V-10GE ® ACL N

G¥)

ACL £7213XIPSG BREDBN— R =7 THAOMIZ T 0 7T AZ N TV 5E4E ., Cisco I0S Release
122BDSGA LLEIZT v 77 L— KL, TCAM VU —> 2 VOH A XEEETHE, ACLDOREET 1
TTLNAREICIRD Z DB £7,

A I TV TCAM =2 b Y OHIBRZZE T 3 512X, W\l CPU 7Bt X LE 22— o
TNAMHNY E3, LY, TCAM = U 721~ A 7 RN 100% [ZHWIHE. — 58D
Ry "RV 7 =T THDEZONET,

Ty FOF ¥ TFrDE— FER

~
GE)

Supervisor Engine 6-E 1X., Z DEEZ TR — M LT FHA,

BRIz L »Tik, (CPU ZBHEIZLT) HlHANT Yy hE 7 m— xS LT/ 7 huxT
THIETH5DOTIEARLS, "= v =7 T7 YU v P LET, VLAN BEfLOF v 7F v £ — FHEREIC &
Y. Catalyst 4500 >V — R 2 A »FIL, BN L7 VLAN TOAFIEH AT hEF v 7F v L, o
FT_XTD VLAN [ZOWTIFEAN—RU 27 TChI T4 v 727 ) vV TEET,

AA v FTVLAN Bfii ¥ ¥ 7F v £— FE2HHATL L N T/ r— L TCAM ¥ v 7 F v =
N ZHDENCT 4 B—T ML, AX—E L ITHREETIIN—T 4 U TBREED T DI A 2 —T v
\Z72 > T % VLAN LEOKSREEA X v 7F v ACL 2 MLET (FXTHIP Fv FF+v =k
U, CGMP, BLOMLO IP LSO b UL, 5l&fEx /7 m— L TCAM 20 L TH ¥ 7 F v &
NWET), ZOWREIT., FFEDHIE 7 v R ZHI#E$ 50T, N ACL 281 > A h—/L Iz VLAN
TOHF Y FF ¥ ENET, DT TO VLAN TiE, #lE FF 7 4 v 71X CPU ITHEEE SN DD
TER, "= =27 TT Y v VENRET,

VLAN LD X % 7F ¢ E— RIZ LV HIfH A7 v MZa2—FEFZ ACL B LT QoS AV #—(—
K7 =7WN) 2EHATEET, S5, CPUICAATIENHE T 74 v s 2arvae—L 7
L—y R TORBIZTEFE T,
VLAN BEfi¥x ¥ 7F ¥ E— FEFEHTH L&, RO 4507 v haj)L 7 —7 % VLAN HfL Tk
WT&EFET, EI/NV—TTRITZEINZT e harOFEMEZEIZ L TLTEE,

e IGMP A X—t°> 27 — CGMP, OSPF, IGMP. PIM, 224.0.0.1, 224.0.0.2, 224.0.0.*

e DHCP AX—VY 2V — I 74TV b= =257 T AT 2 b~ —2\In5

N

o =%y Ak JL—F (27 —OSPF, RIPv2, 224.0.0.1, 224.0.0.2, 224.0.0.*

o wAFXy Rk L—F 12 —OSPF, RIPv2, IGMP, PIM, 224.0.0.1, 224.0.0.2, 224.0.0.*
T N—T D—FRITEI DO EBE ACE "D 5729 (=& Z2IE, 224.0.0.% |, DHCP AX—E > 7LL

HOFTRTCOIN—TIAHELET) | BEDIN—T AT DL, MO NA—T b D—H
DTm AV ORITEED U —ShET,

VLAN Bt 4 >0 7a ha)y J—ro7a 7307 M) H—iE, kOLEY T,

e IGMP 2 X —tE > 7%, HE VLAN T/ 12— Ul F2—T T H0LERH Y 9,

e DHCP ZX—Vt L 7%, 8 VLAN T/ a— Ll 2= M T HMEND Y £,

o I=F X AN AN—T 4 TFA XTI, SVI (F7RFVAYIYHE) A ¥ —T =4 XL
Ty TR IP 7T ha)l T RUVATRESNTWDAIRLENDY 9, ZHix, SVI A~
H—=T A ANRNT v 20, ZFuabary 7730 T RLVLAREEIND E, AV F—T =
A 2T TN —T 4 7 Fat 20— 5D T,
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F42E ACLIZEDRYRT—Y X2 UTADHRE |
W TcAam FosS3vhE Supervisor Engine lI-Plus, Supervisor Engine IV, Supervisor Engine V. # & U Supervisor Engine V-10GE 0 ACL

o INFHXXYAMN—T AU TIFAX—TNVIZEN, SAVFHY AN L—FT 7 o ka
D1IOBA UV H =T 2 A ATRESNTWALENRH Y £5 (IGMP, PIMvl, PIMv2, MBGP,
MOSPF, DVMRP, B X O'IGMP A X —t" 7)),

FBREES L UFIRER

~
(G£) VLAN Hfi¥ ¥ /I v T— FEHETHANIHELHA . BHDO VLAN THELRFERET TN A
R—=T NI TNWD Z L RHERTHIMLENL D £7,

VLAN Hf7 ¥ v 7 F v £— FiZid, ROFEZEFEBL L OHIBRFEI EH S ET,

e VLAN HAiX v 7FF ¥ B— RE A R2—7 /T 5L ACL/ HEHE TCAM O F U & HITTH
fEAAEE72 TCAM = R U HUt, A— =SV = VU OfHEICL > TEDbY T, =
R /=R Z8I2E Y. ACL/ FERE TCAM OFIFRIZE HICHIBR SN E T,

o HAFEDOHRETIZ. Zu—L ¥y 7F v T—FLY HHEL VLAN Bfiix v FF ¥ £— R T
TCAM VY —Z2ZWHETHZENHVET (IP V—2 H— BN O0DA v Z—T = A A
b, FRIEa—PREPACL ETA =TI END R E),

TCAM UV —2 a3 O A REEHE L, RE \_ﬁ’jb‘“( PortAndVlan ¥ 72i% PortOrVlan UV — =

VERILTEVEZEL O MU EFEHAARRICTEET, ZHUCk ., #HIRICETZEIICED Z
<®I/F)%A_FWITWT7D77AT%éi5Kﬁ@i?@KMMUV~Xﬁﬁ%é
NTLEI>E, Xy MIYT7 Py THTIEEINET,

e VLAN HEAN.¥ ¥ 7F % F— FTiL, ACL 75 VLAN 7213 R—~ FTHIE N5 7 v 7 Z2FFA]
FIHESTT DL ICHRETEET,
X2 T 4 ACLIIIFEDIEATR T EINDT=D, i (Fa haji) REET L7290

BRI Sy R AT D KO ACL BSRE STV D T & ARk Té%%b)%@i@k 7‘_
7L, ZOBANET 740 hOBEMEL R L TT,

RE
STy FOF X TF ¥ T— F2BIRT DI, ROEEZFATLET,
=1 B
RTFw T 1 Switch# conf terminal a7 4 X2l —ary ET— REBBLET,
AFwF 2 switch(config)# [no] access-list HEATry hOXYy I F v T— FE2ERLET,
hardware capture mode [vlan | globall]
access-list hardware capture mode <. K® no JE
I XX 7T T RET 7 AN DT — VLR LE
R
RXAFwT 3 sSwitch(config)# end A F—T ) F— RIZEY £3,

WIZ, Catalyst 4500 U — X ZA v F 5, BEREN A R — T VI o TV D VLAN TO LM ST
Xy 7F ¥ T2 ICRETHHZRLET,

Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)# access-list hardware capture mode vlan
Switch(config)# end

Switch#

Catalyst 4500 ¥ J—X X4 Y F CiscolOS YT bz 7 avI74F¥al—varv A4 K
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| $42F ACLICEBRYIMTI—Y X2 )TADRE

TCAM 704’5 2 >4 & Supervisor Engine Il-Plus. Supervisor Engine IV, Supervisor Engine V. & &Uf Supervisor Engine V-10GE ® ACL N

KIZ, Catalyst 4500 > U —RX A A »F 0N, T XTDHD VLAN T (T 74/ bk E—RKDX&T 2
ACL ZfEHILC) #l#H Ay b2 a— "Xy 7 F v 35 K IICRET D02~ LET,
Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Switch(config)# access-list hardware capture mode global

Switch(config)# end
Switch#

XY 7Ty T RRTa— NN RRAERICETEIND &, AXT 4 v 7 CAM = | U 385
2720 F9, 2T L0 HlE T v AT ST Catalyst 4500 2V — X A A F 4 idil
LTCTCPUIZET DY 4 Fo (KR M onEd, Zo—Rei7eRitix, # LV VLAN HA7
DX TFx¥ T NIRRT TTal T LAINRFEELINET,

VLAN F ¥ 7F ¥ £— N E LD, Hx DERED show =1~ > F& G~ WY REECR > T
WD Z L EERTDLENDH Y £9, VLAN BL¥ ¥ 7F v £— FTIE, T >72 CAM =
kUi, show platform hardware acl entries static all =~ > KOHFITIHET 77 47 (inactive) &
LTFRENET, HE2IEHET 77407 = b Db v ML, BN > THRER A X —7
ZTe 5 TS VLAN ZEICHH SN TWAH DT, W SN E IR £7,

Camindex T > MY DIEH FOT47 Ewv b CamRegion

50 PermitSharedStp Y 3344 ControlPktsTwo
51 PermitLoopbackTest Y 0 ControlPktsTwo
52 PermitProtTunnel Y 0 ControlPktsTwo
53 CaptureCgmp N 440 ControlPktsTwo
54 CaptureOspf N 4321 ControlPktsTwo
55 Capturelgmp N 0 ControlPktsTwo

| oL-15342-01-J
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EA2E ACLIZERRYET—9 X2 YTF1OHE |

W Supervisor Engine 6-E ® TCAM 70553 V45 & ACL

Supervisor Engine 6-E ® TCAM 70453 >4 & ACL

G¥)

Supervisor Engine 6-E @ ACL 3 X TN ACL X— 2D RE%x 7' r 77 A3 5 & (X, Mapping Table
Entry (MTE), 707 7 A /L, TCAME/~A27 =2 N D 3FEHEDONN—RFU =7 U YV —R %
LET, ZNHDY Y —=2ADWTNPRHEESNTLEI L, Y7 by =T R—ZXDWLEDT=D
W2, X7y R CPUICEE SN E T,

Supervisor Engine II-Plus > % V-10GE ¥ T & (X572 ¥ | Supervisor Engine 6-E (%, fifA[gEY v — &
ZHBEMICEB L E T, Supervisor Engine 6-E T~ A7 BNiFEInNpWied, Furs7I07 7
NFYZALFT1IDREF T, V=L a P ELRVOT, V=Y a oY A ALRFETLESH Y
HA, VLAN 37y b ¢ 7 F v = FE3ED L HICHEESNLDT, T4 8—7I2IET
TEHA,

Supervisor Engine 6-E TV YV —ANHEBE IN T LESBA BREOBM S ZRB T OLENH D F
j‘o

ACLDOLAY4EH

ZITIEH, LAY 4R— MEEZED ACL 2R ET 255 OFEFHEL L ORFFEIZ OV TEH
B)q Li‘a‘o

o LAVAFEBEOHIKFE (p42-16)

o LA VABHERERFOEEFHE (p42-17)

e ACL LN CPU (25 2 552 (p.42-18)

L4 ¥ 4 BROHHNER

ROZATOWREFEHETEET, VWITNB . N— NV =T DAY 4FEN 1 SfHESET,

o gt (geaterthan : £V R&EW)

o It (lessthan : KV /hEVY)

* neq (notequal : L < 72\)
 range (inclusive range : 037 #ifH)

Supervisor Engine 2-Plus 7> % V-10GE £ TO4A, WU ACL TR HEAEZ 7 SLLERE LW T
TSV, Zo¥%EBx 5 L, il Lt%@iﬁ@ﬂﬂéfz%fé ACE 75, /"— R =7 THH D ACE
WCEBMENDZEnb £, £z, BEBEZTD5 ACENY 7 My =7 TRIEI LD ATREMEN &
V) jz‘j—o

Supervisor Engine 6-E Tl&, LA ¥ 4 HEHOHIRIL, ZiLE4D ACL OFEFHIZ K-> THERZRY | il
DHEFBILL-THEDLDLZZ NV ET, BETHEREL LTI, ACL NEFEEELIIRE T
T4 ZITEASNTWDENE I, ACL 2Nt %=V 7 ¢ ACL ME71E QoS R U o —D—E 5
ELTHEHINTWD 2 E S, IPv6 ACL WEMZ e —F~VJERAHHL T e /I 63T
WDEMNE I, RERDHY ET,
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| $42%F ACLICEBRYITI—Y X2 )T DRE

ACLOL/v4mn W

GE) IPV6EME7e—F BT, LAY 2T RLRA =7 L&A LT, ACL 12554 ACE O
IPv6 ISZTET RLAD—E#EZEM L E T, 70— T VL THRIRENTZRDRAN—RL, EHILE
KDVA Y AFEEAE YR — T D72DIEHAIRETT, ZOJEMZMEHT 5120, IPv6 ACL IZ, &
fEIEIPV6 7 RLAD FALD 48 By hDFR COH~Y AT THACEEZEDDH T LIFTEXERA,

—HRANZ, FIC ACLIZED DI LN TE D LAY AEBEORRKEIIRO L IR0 £9,

Direction Protocol Type Operations
Input IPv4 Security 16
Input IPv6 Compressed Security 16
Input IPv6 Uncompressed Security 7
Input IPv4 QoS 5
Input IPv6 Compressed QoS 12
Input IPv6 Uncompressed QoS 8
Output IPv4 Security 17
Output IPv6 Compressed Security 17
Output IPv6 Uncompressed Security 8
Output IPv4 QoS 5
Output IPv6 Compressed QoS 12
Output IPv6 Uncompressed QoS 8

GE) 16 DHEEANYR—FSND5E. 1TEODOEBEIZE > T, JLEN I T—ShET,

TEFAIRER LA Y A BB A B AT B LS EEIC LY BB LA 175 ACENNN—FRU
T CHEEBACE IZEHINAZ LR HVET, ZoLrFTHI ALY, Xryry MIVY 7 U=
T OUBLD = HIZ, CPUICEE SN ET,

LAV 4 ZERERDEEER
LA ¥ 4B T AT & X3, ROEEFHICH-> TSRSV,

o LAYABEEIX, MEFELIIANT U RBRER- TN L, BRDIFRETHD LAhINE
T, L& I, RO ACLIZIE3 DORBDH LAV AFEADNERINTNET, gt10 & gt 111
2ODRBDH VAV AR L HRRENDIZDOTY,

. gt 10 permit
. 1t 9 deny
. gt 11 deny

~
(F) eqEFETFIX N— RNV =T OULAY 4 FEEZHEHLRVOT, fiETHESRRICEHRTE
i“‘/]‘o

o ROFIDE ST, LAY 4 FHER, FUCHEEFELZEIANT Y FOMAEDETH, EET
AN— MBI 203588 R— MTBEH T 2002 &> TRARDEEIC R £,

. Src gt 10....
. Dst gt 10
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N AcLoLsvaEsE

LUFE, &0 EE72p T,

access-list 101

. (dst port) gt 10 permit

dst port
dst port

1t 9 deny
gt 11 deny

src port
dst port

neq 6 deny
gt 10 deny

( )
( )
. (dst port) neq 6 permit
( )
( )

access-list 102

. (dst port) gt 20 deny

src port) 1lt 9 deny

( )
. (src port) range 11 13 deny
( )

dst port) neqg 6 permit

TIZEZ VA0 BLO102 THEHLTWA LA Y A4EEIL, kDEBY TT,

o TIUERAVAKMIOIDLAY4EHEA S

gt 10 permit 3B LW gt 10 deny X, EHLHL LR UHEATT, o< FLT, EBHH b5
— MZEHShET,

o TIUEAVURARNMNINDLA Y 4HE 4
o LAYVAHBEDOARE 8 Qo077 X UXMATHHENS D)

neq6 permit [ £ 2 DD ACL I TIHH SN ET, £-72<FL T, EHHH[HE Uk — T
WHINET,

o FHLTWALAYAEBEIZOWTHHALET,

LAY 4% 11X, ACL101 2> 5 gt 10 permit 3 KO8 gt 10 deny ZH#H L £ 9,
LAv4 @iﬁ 20X, ACLIOI 75 1t9 deny ZA&#I L £7,

%, ACLI101 7% gt 11 deny Z KL £7,

J. ACL101 3 XV 102 705 neq 6 permit Z & L £ 4,

X, ACLI101 75 neq 6 deny & ¥ L £ 9,

LAY 4 @éﬁ 61X, ACL1021 7% gt 20 deny Z k&AL £3,

LAY 4% 71X, ACL102 205 1t9 deny Z#HI L £,

1l
/
'
41
'
'
'
LA Y 4 155 8 1%, ACL102 55 range 11 13 deny ZA%# L £ 97,

ACL JLEBHS CPU [ 5z B &
ACL WLBRIZ. RD 2 DD T CPU ICEE A 5.2 ATREMNH Y £3,

s —HONT Y T N=FRU =T VY —=REMWRELIESGE. ACL EOREEZY 7 Y=
T CERITTHDMENRDHY £,

Irstack] & Tsynfinrst], Turql, LW Tpsh) LIALD TCP 7 Z 7 DA EHOEIX, N—
R =7 TRILSIET, rst ack 133 — 7 — F established (ZFHY L £ 37, ffiodo TCP 7 7 7
DOAEDLEIZ, V7 MU =27 THR—FESRET,

Supervisor Engine 2-Plus 7>5 V-10GE D335 T X TOEE % /— FU = 7 T T 5121

ACLIZHRET A LA Y 4 HE (It. gt. neq. 8L Nrange) 2 6 DETIZTIHIHLENRH Y £
T T LD LA ¥ 4 HE TIE, @S OHEKEIZIONT = FT =7 THED ACE (24 H#
LED2ELET, "= Ry =27 TEMRTE o7, Ny MIY 7 b =7 TRE
ENET, BT RE, KEDOLA Y4 ?ﬁ%@&;éﬂmﬁ ACL %>, KED ACL H3i%
EINTEAAL v FCRIADAREMEIMEL 7200 3, EMERIREZ, ZOMICREI LT
% ACL OHEOEWRI G D ACL WMEH T 2HRFED LA ¥ 4 JHEAIC L > TR 37, eq i
AL, LAY 4EBEZLEL Lo T, [ETHEHTE XY,

Supervisor Engine 6-E \Z-OWTIE, [ LA ¥ 4 A OHIFIFHE] (pd2-16) ZZMML T IZE
AN

—X R4 YFCiscolOS Y I rIx7 a7 4¥al—vav AR

l_ Catalyst 4500 > Y

OL-15342-01-J |



| $42%F ACLICEBRYITI—Y X2 )T DRE

ACLOL/v4mn W

— ACLHD LAV AHEDEEED 6 1072054 (TEOE T E S EEd 2 &)
TEET,

Wiz &R LET,
WDT 7 A Y ARMI, T _XTAN—Fyo7 TSN ET,

access-list 104 permit tcp any any established
access-list 105 permit tcp any any rst ack
access-list 107 permit tcp any synfin rst

TI7EA U AN 104 BL105 XA U TJ, established i rst 38 L N ack DEMETE T,
WDT 7EZAVARI01E, $_XTY 7 b7 TUEINET,

access-list 101 permit tcp any any syn

WDT 7FA UA 106 1%, BETCEADN 4, SEEERN 2 DT, N— R =7 TUH
hEI,

access-list 106 permit tcp any range 100 120 any range 120 140
access-list 106 permit tcp any range 140 160 any range 180 200
access-list 106 permit tcp any range 200 220

access-list 106 deny tcp any range 220 240

WD a— ROLAE, BEFLEA L5 ERN 3 2T 2H 50T, 3FDD ACE ([Zx4 5 L
A Y 4EFIL dst 161023 2 — D =7 THEOD ACEIZZHBR L LS L LET, B|TER
Mot 3FDD ACEILY 7 by =7 CUB SN ET,

access-list 102 permit tcp any 1t 80 any gt 100

access-list 102 permit tcp any range 100 120 any range 120 1024
access-list 102 permit tcp any gt 1024 any 1t 1023

WROT 7EA VAN 103 DA BIREERIZ, 3 FDO ACE (X dstgt 1023 Zv— R =7 TH
BOACEICEHR LEY>E LET, BMRTE R85, 3BDDACEIXY 7 hv=T
THUHEHINET, BETFR—FBLUOBER— FOBEBEIIRC I >ICRAETN, Bid
LAY ABEE LRI NET,

access-list 103 permit tcp any 1t 80 any 1lt 80

access-list 103 permit tcp any range 100 120 any range 100 120
access-list 103 permit tcp any gt 1024 any gt 1023

S

(3F) source port 1t 80 & destination port 1t 80 X, B LR L AR INHOTHERE L TLEE
A

—ERDO Ny MIT AT T 4 VAT CPU IR ETAMLERH Y FTN. 77 a 3%

DEEN—RU T TIEITENET, HE2X. Ty boaZRNYERGAE. v 7 NEDT

DIZaA =2 CPUICIEEINFETH, Ixk (FlRay ) FA—Ry=T7 CETINE

T, BX UL 5T CPU OB MK F L3728, B 13w 822 0 8 A, 20k

WHBHEAET DD, RO KD RGHTT,

— log ¥—U— FAEAINTWAELAE

— M1 ACL T X7y EMER SN GA

— AJJACL T7 v FMES S, ACL 2N Sz A % —7 = A A T ip unreachable
DA =T VDA (ip unreachable |3, T XTDA V¥ —T = A AZHBNWTT 74+ /V b+
TA RX—T))

| oL-15342-01-J
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B 2-%vXKMAC7EFLR 4 L8 1 VT DBE

A=FvAFMACZFLR J4ILE 1) V5DHTE

KED VLANIZHDB MACT RLADZ=F ¥ A N hF 7 4 v 75T T Ty 73T AI20F. KD

EREITVET,
avvF L)
Switch(config)# mac-address-table static BEDVLAN ICHDH MAC 7 RV ADa2=% % A 7
mac_address vlan vlan ID drop oY B RTT Ry LET,

MAC 7 RLAR=Z2DT vy 7227 V74 5I121E, 20
a2 RO no JBX% drop ¥— 7 — R LTHEHLET,

WIZ.VLAN 12 128% 5 MAC 7 KL % 0050.3¢8d.6400 D=F v A hT 7 4 v 7 % T XTT v
7350 ERLET,

Router# configure terminal
Router (config)# mac-address-table static 0050.3e8d.6400 vlan 12 drop

LA+ E MAC #i:3k ACL DERTE
~

GE) Z ZCTOMBAX. Supervisor Engine II-Plus 75 6-E £ TIZES LET,

VLIAN BLOWE LA Y2 A4 X —T oA ATIPUND NTFT T 4 v 7 % T 4 VE ) o TT 521,
MAC 7 R LA L OL4HIT & MAC 53R ACL Z#fH L E9, FIRICOW T, oA il X KR
ACL DA ERBETYT, 778A VA MDARTE LTEFEHBEHTLZ L TEXETA, 700 ~
79 ODMAC 77 A VA NEBIIYAR—bFEIERA,

GE)  4ARifTE MACHERACLIE, LA ¥ 3 A F—T oA ATTWATEEEA,

mac access-list extended =~ > R THHR— I TW5D IP LSO v b 2 LOFEMIZ DV TIL,
[ Catalyst 4500 Series Switch Cisco I0S Command Referencel] %ML TL 72E\W,

£l & O MAC $E3E ACL 2B T 51213, IROIEEEITVWET,

avwv kR By
XFw 7 1 switch# configure terminal Joa—)L ary 7 4 Xalb—aryET—RRE2PBLET,
RTFwT 2 Switch(config)# mac access-list ZEiEEHA L TCMACHEET 78 A U X ]\;Eﬁ% Lij—o
extended name

Catalyst 4500 ¥ J—X X4 Y F CiscolOS YT bz 7 avI74F¥al—varv A4 K
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ZitE MAC i ACL e M

avok B89
RAFTwF 3 switch(config-ext-macl)# {deny | WEMACTZ7EAUARN a7 4Xal—3 gy B—
permit} {any | host source MAC address . Ny . :
| source MAC address mask} {any | host ]\ch:‘gg;j%@é (any) ji/é{EEMACZ]\ FA ‘?X{ﬁ‘
destination MAC address | destination EXDOEEILMAC 7 FU A, ETITFED (host) E(E T
IJ\ldAC address mask} [protocol-family MAC 7 RFL A, BLOHHDDH (any) 5659 MAC 7 R
appletalk | arp-non-ipv4 | decnet | . . .
ipx | ipvé | rarp-ipv4 | rarp-non-ipv4 AT A FHEFEEMACT R LA, E T IFFEDOSISE MAC
| vines | xns}] 7 FLRIZ, permit £7213 deny Z5E L 7,
(EE
¢ [protocol-family {appletalk | arp-non-ipv4 | decnet | ipx |
ipv6 | rarp-ipv4 | rarp-non-ipv4 | vines | xns }]
A
(3)  Supervisor Engine 6-E Ti&, IPv6 /37 » ML 4 ¥
2 ACL MR x— %Rk L 2072 %, Supervisor
Engine [I-Plus 7> V-10GE @ MAC ACL (&%} L T
IPv4 /37 R L7gn o L [AFRIZ, MAC ACL
T—HLFEHA, LERST, ipv6 ¥— 7V — RiX
Supervisor Engine 1I-Plus 7*5 V-10GE @ MAC ACL
TIXfEA AIBETT A3, Supervisor Engine 6-E Tl ff
MATEEEA,
XFv T 4 switch(config-ext-macl)# end HeE EXEC E— RIZR D £97,
AFv 7 5 switch# show access-lists [number | TR YA NOHREEFRTSLET,
name]
RFTw T 6 Switch(config)# copy running-config (EE) av74Xal—ary 77 A NMIEREEHREL

startup-config

=7,

ACL 2% HIBRd 5121, no mac access-list extended name 72—/ )L 27 4 ¥ a2l — g 2
<~V REMEHALES, 4RifTE MAC §E3E ACL 7°5 ACE ZEBNICHIBR T Z &b TEET,

KIZ, DECnet Phase IV &) EtherType D b7 7 4 v 7 OHEHEBF L, TOMOTXTOH A 7D
NF7 4w 7 &FFAIT S, macl EWVWIHLARIOT 78R YA NEER, BT 2012~ LET,

Switch(config)# mac access-list extended macl

(
Switch (
Switch (
Switch(config-ext-macl)# end
Switch # show access-lists

Extended MAC access list macl
any any decnet-iv (old) protocol-family decnet (new)

deny
permit any any

config-ext-macl)# deny any any decnet-iv (old) protocol-family decnet (new)
config-ext-macl)# permit any any

N R 2 THREEA R—TNERITT =T NCT B, 778 A UR MDD ACE #RET

ARSI~ RE AL LET,

Switch# config t

Enter configuration commands, one per line.

End with CNTL/Z.

Switch(config)# mac access-list extended macl
Switch(config-ext-nacl)# hardware statistics

Switch (config-ext-nacl)# end

| oL-15342-01-J
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W &= IPv6 ACL DBE

L Hi{tZ IPv6 ACL DER5E

& A
ARTFvF 2
AFvT 3

ATv7 4

RAFvT 5
&

~

GE) Z Z COMBAIX, Supervisor Engine 6-E [Z7% % L £ 7,

Supervisor Engine 6-E (¥, /N— K7 =7 _X—ZXDIPv6 ACL #HH—Fr L, LS Y3 ¥ —T = A
AbDa=%¥y A, vLFFX¥Y AL, BIXOT 0 —REF¥ A KIPV6 T 7 4w 7 %7 4
VILET, TOWNaT IR URARMI, IPV6 T RLAREESNZLAYIA L E—T oA

ATOHHFETEET,
LA & IPv6 ACL 21ERT 5 I2iE, ROEEEITWET,

= I AV B

Switch# configure terminal Joa—N)L ary 7 4 Xalb—aryET—RREPBBLET,

Switch(config)# ipvé access-list name ZAiEHHALTCIPV6 7T 78R URREERLET,

Switch(config-ipvé-acl)# {deny | £ 1Pv6 ACE #ELE 7,
permit} {any | proto} {host ipv6-addr |
ipvé-prefix} host ipvé-addr | Q%

a

ipv6-prefix} —

IR IRTZENHY £,

GE) ZoxFy 7%, ACL DB ACE ¥ EFT5H L %

Switch(config-ipvé-acl)# (f£&E) IPv6 ACL O N— R = TH#Et 2 A X —7 Vi L E
hardware statistics
‘g—O
Switch(config-ipvé-acl)# end ¥ebE EXEC B— FIZEREY £,
Switch# show ipv6é access-list IPv6 77 A VA RNDOHREEFRTSLET,

IPv6 ACL Z B9 5121, no ipv6 access-list name 7 20— 3L 2> 7 4 F a2 L— a3y avr N
EHLES, 72, IPv6 727 8A VA Mo filx D ACE ZHIfR§2 2L b TEET,

WIZ. 1 DO EEREIT /58T FLAEZES1 DD IPv6 T 7 4 v 7 OHEIERT AN, o3
NTOFEFED IPv6 T 7 4 v 71T AT D vétest &I LFID IPv6 77 A U A FEEEB IO

e TN AL k7 N D= S

Switch(config)# ipv6é access-list v6test
Switch(config-ipvé6-acl)# deny ipvé host 2020::10 host 2040::10
Switch(config-ipvé-acl)# permit any any
Switch(config-ipvé-acl)# end
Switch# show ipv6é access-list
IPv6 access list vétest

deny ipvé host 2020::10 host 2040::10 sequence 10

permit ipvé any any sequence 20

N R 2 TRHEE A R =T NI T DI, 7278 A URANACE 2R ET D & &1

FEANLET,

Switch(config)# ipv6é access-list v6test
Switch(config-ipvé-acl)# hardware statistics
Switch(config-ipvé-acl)# end

~

. ROaw

GE) HN—F2zTHNAL T ANV ITIET =TV TT,
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LAX3428—T 24 A~D IPv6 ACL & M

LANY3AUB—T x4 RA~D IPv6 ACL DiEF

IPV6ACL 2L A ¥ 3 A0 X—T A AEHATAHITIE. ROEE(SEITLET,

AUk B
RFw T 1 Switch# configure terminal Ja—x)ary7 4 Xal—ayEe— RElELET,
RAFwF 2 switch(config)# interface RETHA L HZ—T A AZEELET,

interface-type slot/interface

~

GX)  interface-type 1E. LAY 3 A L H—T A ATHD
VERHY 5,

XFw 7 3 switch(config-if)# ipvé traffic-filter IPV6ACLZL A V3 A4 F—T A AT@HALET,

ipvé-acl {in|out}

~

()  IPv6 ACL I, Supervisor VI-E D/N— R 7 =7 TOHYFR— I ET,

GE) IPV6ACLIEZ, LA V3A L Z—T oA ATOHRYR—FENET,

WOFNL, YEIEA Rt & IPv6 ACL simple-ipv6-acl % SVI300 v—7F v RASI b T 7 4 v ZIZHEA L
i‘ﬁ—o

Switch# configure terminal
Switch(config)# interface vlan 300
Switch(config-if)# ipvé traffic-filter simple-ipv6-acl in

Catalyst 4500 ¥ J—X A4 Y F CiscolOS VI bz 7 avI74F¥al—Yarv H4 K
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W viAN<yToEE

VLAN % v JO&HRTE
2T, RONFIZOWTHBHLET,

e VLAN < v 7% ERFOEFEFIH (p.42-25)
* VLAN = v 7 OfEpkd LOHIBR (p.42-25)
e VLAN ~® VLAN = v 7O (p.42-28)
e Fv FNU—Z7TOVLAN < v 7O (p.42-28)

ZZTiE, VLAN ® v 7 2RET D HFIECOWTHBHLEST, ZOHEE, VLANNTZ 404 Y
U7 BT AME— DT, VLAN = v A3 H Y £¥ A, VLAN = P& LT,
REEDHWMD ST T 4w 7% T 4 Z ) TFTHICIE, FFEDOEFLELIILEET RLUABIEEX
N2 ACL ZBMT 2 ENRH Y £7, VLAN v v THIZEL XA 7 D) v b (IP 7215 MAC)
KT % match 2~ RHDLEE, T 740 FTiE, v~y 7HOEO=Y MU IZH—FH L7
oy bMIReyZanEzd, 4% A 7Oy MIxT 5 match 2~ > RBRWEE, T 740
FTiE, X7y MBREREEINET,

VLAN ~ v 72 {Ef LT, 1 DE 713850 VLAN ICEHT 51213, ROEEZITVET,

ATy 71 VLAN T D% [P ACL £ 7213355E IP ACL, £ 72134 RMT & MAC $E9E ACL 2B L £,

ATYvF2 VLANACL v v~ = b U /BT 5IZ1L, vian access-map 72— /)L 227 4 Fab— g v
aAavr Fa AN LET,

RARFYT3 TRy a7 4 X¥al— g F— RTIE, action & LT, forward (F7+/L 1) F7-
T drop Z{EETANTE XY, £72, match =~ > FEZ AN LT, BEEIDO MAC 7 R L ZDHAHE
MENTZIP X7y NEZIXIP LSOy NERELZY, 1 DERITHEED ACL (E¥EE 1T
WIE) &7y FEBAETHZ LB TEET, match 2~ RBEESN TWARWEAIT, +T
DOy NMZT 7y aryPEAESnEYT, match 2~ > REFEHTL L, X7y ME#EED ACL &
METEET, HESNTZACL OWTNNIAATy MR—FKTDHE, T7r7varnEiAsnET,

~

(GF) #BMUXATOry b (P 721X MAC) (%9 % match =~ K23 VLAN v v 7 IZH D
BAETH, Xy "BRZEOXATIC—HL2WEE, T 74V T, X7y bR ey
TENET, HELA T Dy MIHT D match 2~ K3 VLAN = v 7HRIZR<, &
HUCKET B 7 72 a UBEE STV ARWES ., 7y MIEX SN ET,

ATy T4 VLAN~ v 7% 1 DEITHEEO VLAN (ZHEHT 2 121E, vianfilter 70— 3L 227 4 X2 L—
varyavwr REEHRALET,

G¥) LAY 2 A% —7=xARZ ACL (PACL) i SN TWABRAA vF EdD VLAN (ZiF, VLAN
vy T EEHATEET A,
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VLAN 7y 7oie H

VLAN T v TR ERDIEEIE

VLAN ~ v 72 & ET DB E, WROEFFHICUE > T IZEWN,

VLAN <~ v 7’| IPv4 Address Resolution Protocol (ARP; 7 R L Afifik 7 h=aijL) N7y &
TANZ YT LER A,

N—F 2 RVLAN A » H =T = A A (AN EIEHN) TR 74 v 7 2067559 ICRE
SNiz—% ACL BIFAERT, VLAN = v IR E SN TWARNWGEIE, TXTO N T 7 1 >
I RHFRENET,

% VLAN <> 7380z FY THEREINET, VLAN v v 7oz Y OIEFIZEET
T A v FICHFRFE LNy M, VLAN < v 7OKRPIIOT F VIR LTT A RENET,
—H LB EIE. VLAN ~ y Y CTHESNET 73 a UIRFEITENE T, =B LA 54,
Ny ME~y THOROZ FUICHLTT A FENET,

MU XA T DNy b (IP E£2I1E MAC) 1249 % match =<2 K23 VLAN = » 712 1 D% 7=
BB LA T, 27y FBRFNSO match =~ FIZ—FLAWE, 574/ kT,
Nry MR RryTEINET, 8 XA 7SOy Mk 5 match =7~ K23 VLAN < v ~°

WIZ 72 W GA

57 4V kT,

Ny REESRLET,

o ZHD ACL BBREINTWVAEESIE. VAT AOEENZIFRINIMNAZ R H 0 £,

VLAN 7 v TOER S & UHIER

% VLAN = v 73NEFICH RS /z—@#HDOxT o b THR SN ET, VLAN vy 7 =2 U &{E
B, B, E2EEHIRT A2, ROEEEITVET,

avwvFk ]3]
RFw T 1 Switch# configure terminal Ja—)ary7 4 Xal—ayEw— RElELET,
XFvF 2 switch(config)# vlan access-map name VLAN v v 72 {Ef L., &fie. B TERE2TITET,
umoer] FE, ~ v INOTY R DR EETHTTT,
Al CA4HTO VLAN ~ » 2Bk % & 10 o0 5%
FAMEICEIY L THONES, v~y TEEREEITHIRT S
EEIF, By 7 = NI OFEFEANLET,
Zoavry ReANT2E TI78A~Yy T av T 1Fa
L—ya = RICEDY £,
RXFw 7T 3 Switch(config-access-map)# action {drop EE) v v 7= MR T277va 2% ELET,
| forwazd) F7 40 ISR TT,
RXFw T 4 switch(config-access-map)# match {ip | 1 >FEFITEROEREE - ITIET 72 U X MIxt LT
mac) adaress (name | number) [name | oy A LET (P £720 MAC 7 K LR 2,
ANy FORBIE, ST ST e han 24 TOT kA
UZ M LTORTOIET, IP /STy ME, R
TIEEIP 77X U R MIx L THBSNET, 1P LISk
DTy NI, AR E MACHEIET 782 U A ML
TOHRLE SN ET, match 2~ FRFEEI N THZRWN
BEIE, X TONNTy MZT 7 v a Y NFETSNET,
RFw T 5 Switch(config-access-map)# end Jao—)L ary 7 4 Xal—TarEF—RIEY £,
RXFw7T 6 Switch(config)# show running-config TIEA YR NOBREERTSLET,
AFwF 7 switch(config)# copy running-config EE) av74Xal—ay 77 A NMIEBTEERHREL

startup-config

ij—o

| oL-15342-01-J
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W viAN<yToEE

< v 7 &ZHIERT HI21E, no vlan access-map name 7 72— /N)L AT 4 X2 lb— gy av Kk
FEHLEST, v v 7HOBR—DY—F7 2 = b ZHIBRT 2121E. no vlan access-map name
number 72— a7 4 Xal—vay av ReERLEY, 74V bDOT a3 TH
BHELEZAT O ITIE, noaction 7 7 ¥ A~y ar 7 4 Xal— gy avy ReHLET,

VLAN ~ v 7" Cid, FFED permit £7-(% deny ¥ — 7 — RiIfEH SN FEH A, VLAN < v 7 & FH
LTy bEIEGT DITIE, N7y T 5 ACL 21 LT, 727 v a & ey FIgi
ELET, ACLIC permit Z¥EET H &, —H L AR INET, ACL I deny ZFEETH &, —FL
RNEV D BIRIZZR Y £,

ACL 8L U VLAN 7 v Tl

Bl 1

Bl 2

KeE D BHID =D ACL 3L N VLAN v v Z2{Ek T 262~ LET,

ZITHEHL Ty hEEEST D ACL B LN VLAN ~ v T2 ERT 502~ LET, BHPIO~ v
TIE, ipl ACL (TCP /X7 v K) IZ—HT 5T _XCORTy b3 ke y7EnET, B, T
TODTCP N7y NEFHFAI L, ENLSND T y N &2 X THEAGT 5 ipl ACL Z{Fk L £3, VLAN
< X IP 237y MIXKFT 5 match 2~ > RBFAETHDOT, 77 4/L b TiX, O match 2+
VRELHLAENWTRTOIP Ry R RKry 7SN ET,

Switch(config)# ip access-list extended ipl

Switch(config-ext-nacl)# permit tcp any any
Switch(config-ext-nacl)# exit

Switch(config)# vlan access-map map 1 10
Switch(config-access-map)# match ip address ipl
Switch(config-access-map)# action drop

WIZ, 237y b &FFRT % VLAN ~ v 72 BT 561 Z7~s L£9, ACL ip2 & UDP /N7 v & #F
ALET, ip2 ACL & —HT 25T _XTONT v FBEREINET,

Switch
Switch
Switch
Switch
Switch
Switch

config)# ip access-list extended ip2
config-ext-nacl)# permit udp any any
config-ext-nacl)# exit

config)# vlan access-map map 1 20
config-access-map)# match ip address ip2
config-access-map)# action forward

DO~y TiEH, TNBEIOED ACL 1 —HLA2NTXTOIP X7 >k (TCP T% UDP TH
Ry R By FENET,

WOFD VLAN ¥ > 7 TiE, 7740 P TIP ATy bR Fry 7S, MAC N7y )RR S
HEIITHEINTWET, EHED ACL 101, ARITEHEET 722 U A b igmp-match 3 X O
tep-match ZEH L T, RO LI ICVLAN v v FZEHELET,

o TRTOUDP N7y FBERIESIVET,

o TRTOIGMP X7y b3 Fry FERET,

o TARTOTCP N7y bRIEEINET,

o ZTOMDFTRTOIP Ty bR ey FINET,

o TRTOIIP /Ty "RIRESNET,

J Catalyst 4500 J—X XA Y F CiscolOS VI b7 av 74 F¥al—Ya v /4K
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%l 3

Bl 4

VLAN 7y 7oie H

Switch(config)# access-list 101 permit udp any any
Switch(config)# ip access-list extended igmp-match
Switch(config-ext-nacl)# permit igmp any any
Switch(config)# ip access-list extended tcp-match
Switch(config-ext-nacl)# permit tcp any any
Switch(config-ext-nacl)# exit

Switch(config)# vlan access-map drop-ip-default 10
Switch(config-access-map)# match ip address 101
Switch(config-access-map)# action forward
Switch(config-access-map)# exit

Switch(config)# vlan access-map drop-ip-default 20
Switch(config-access-map)# match ip address igmp-match
Switch(config-access-map)# action drop
Switch(config-access-map)# exit

Switch(config)# vlan access-map drop-ip-default 30
Switch(config-access-map)# match ip address tcp-match
Switch(config-access-map)# action forward

WOF D VLAN ~ v 7 Clk, 774/ hTMAC /X7 v h3 Ry 7 &, IP 37 v RadRE S
HEDICEHEEINTWET, MACJEBET 7 A U X | good-hosts 33 J2 U good-protocols % i ] L
T, ROLHIZVLAN Y v TE2RELET,

e KA 1 0000.0c00.0111 3 LT 0000.0c00.0211 2> 5D MAC X4 > h k&N E7,

e DECnet %7213 Virtual Integrated Network Service (VINES) 7'u h=a/L 77 I U D MAC /37 v
FAERE S E T,

o ZOMOTXTOIPLSD N NTy F3 Fry FINET,

o TRTOIPATy FBREESNET,

Switch(config)# mac access-list extended good-hosts

Switch(config-ext-macl)# permit host 000.0c00.0111 any

Switch(config-ext-macl)# permit host 000.0c00.0211 any

Switch(config-ext-nacl)# exit

Switch(config)# mac access-list extended good-protocols

Switch(config-ext-macl)# permit any any protocol-family decnet

Switch(config-ext-macl)# permit any any protocol-family vines

Switch(config-ext-nacl)# exit

Switch(config)# vlan access-map drop-mac-default 10

Switch(config-access-map)# match mac address good-hosts

Switch(config-access-map)# action forward

Switch(config-access-map)# exit

Switch(config)# vlan access-map drop-mac-default 20

Switch(config-access-map)# match mac address good-protocols

Switch(config-access-map)# action forward

ROBID VLAN ~ > 7 TiE, §_TO/7y b (IPEBLGIP LS 28 Rry 7E3hd L9 ICRE
SNTWET, 727ERX U A ] tep-match 35 KU good-hosts Z i L T, DX 52 VLAN « v
TEREELET,

o TRTDOTCP N7y bREEEINET,

e A B 0000.0c00.0111 35 & TF 0000.0c00.0211 235 D MAC 737 > M BEEE S LE T,

s ZTOMDOTRTOIP Xy hB ey FENET,

o ZTOMOTRTOMAC /Y7y R Ry 7IhET,
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Switch(config)# vlan access-map drop-all-default 10
Switch(config-access-map)# match ip address tcp-match
Switch(config-access-map)# action forward
Switch(config-access-map)# exit

Switch(config)# vlan access-map drop-all-default 20
Switch(config-access-map)# match mac address good-hosts
Switch(config-access-map)# action forward

VLAN ~® VLAN 7 v 7OEF
1 2O VLAN ¥ 7% 1 DF 721388 ® VLAN ([ZH T 51213, ROEERITVET,

= BH#
AFwF 1 sSwitch# configure terminal Jua—N)Lar7 4 Xal—aryE— 2B LET,
XFw T 2 switch(config)# vlan filter mapname VLAN = v 7% 1 O£ 7213885 VLAN [ZEH L £,

vlan-1list list

list (213X H—@ VLAN ID (22). #fe L7-#iH (10 ~ 22).
F 71X VLANID Ok Snbs A MY > (12, 22, 30)
ERRETEET, Do~ A 7V DRIEICAR— R &4

ATDHZEBTEET,
RXFw7T 3 Switch(config)# show running-config TIEAYANOBREERILET,
XFv 7 4 cswitch(config)# copy running-config EE) av 74Xl —ay 77 A NMIETEEHRIFEL
startup-config *4

~

G¥) LAY 2 A% —7=x4RZ ACL (PACL) i SN TWAHRAA vF EdD VLAN (ZiF, VLAN
vy T EEHATEET A,

Wiz, VLAN = v 7 1 % VLAN 20 ~ 22 [Ci A+ 2612 R L £,

Switch(config)# vlan filter map 1 vlan-1list 20-22

Y FIT—4HTHOVLAN v FOERAE®
X 42-3 12, — ARV A Y 70—y FOMRERLET, RAFXBIOKRA MY (382
B VLANRNIZHY  UVAT VT 7a—By b AL v F ABLOARAS v F ClZERINLTWE
T FANXMDOEFRARY ~DRTT7 4 v 7F AL v TFBILETh—T T E3hET, &
ARXDPHERARY DRI 740 01%, T 740D ) RA VR THDLDAAL VT AT
TR arybha— L TExFET, ROEMLTIL, AA »FIL VLAN ~ v 7 & QoS 73¥H ACL %
A—hLET,
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VLAN 7y 7oie H

423 JAxXYLT Hyo—Ey FOBER

Catalyst 4500 1) —X RA v F

24 9F A g? g?x»r‘y%c
VLAN T Y 7 : XD Y AD ! \
HTTP 2/ = | |
HTTP ZT Y b Y =—=> L U
KevrTROY S |:|| |:||

— —
KRR R X KRR RY
,,,,,,,, VLAN 1 10.1.1.32 10.1.1.34

— — — VLAN 2
—> N7y b

94154

72 ZIE.HTTP 597 4 v 7 HAFRARXDOERARNY ~AA v F L LRNEAIE, A4 vF A
IZVLAN vy 72 lH L., "2 RFX (IP7 FL210.1.1.32) »HARARY (IP7 FL A 10.1.1.34)
~OHTTP N7 7 4 v I NAAL v FBIZT I v 73N, §_XCAAS v F A TRr YT E
N LT L TEET,

BOINZ, HTTP R— R TTRTDOTCP b7 7 4 v 7 &dFe] (—8) T25IPT727EA URADhttp &
ERLET,
Switch(config)# ip access-list extended http

Switch(config-ext-nacl)# permit tcp host 10.1.1.32 host 10.1.1.34 eq www
Switch(config-ext-nacl)# exit

WIZ, VLAN 77 A <~ 7 map2 Z1EfK L, http T 7 A VAL —HKTDH T T 4w I B K
0y FEN, FOMTRXTOIP FT77 4 v 7 PEREIND K OIZLET,

Switch
Switch
Switch
Switch

config)# vlan access-map map2 10
config-access-map)# match ip address http
config-access-map)# action drop
config-access-map)# exit

Switch
Switch
Switch
Switch
Switch
Switch

config)# ip access-list extended match all
config-ext-nacl)# permit ip any any
config-ext-nacl)# exit

config)# vlan access-map map2 20
config-access-map)# match ip address match all
config-access-map)# action forward

WIZ, VLAN 7 78 A <7 map2 % VLAN 1 IZ@#EH L 7,

Switch(config)# vlan filter map2 vlan 1
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HD VLAN [2HBH—I"~ADT VL ADER

ATy F1

ATFvS2

ATwF3

42-4 12, B VLAN IZH BV —"~DT 7 v ZAEHIRT 5 HiEERr LET, ZOHTIiX, VLAN
10 NOH—,310.1.1.100 IZ% L CTiE, RO XS I2T7 7 BABFHIBRS N TOVET,

e VLAN20 NOV 72w F 10.1.2.08 IZHDHRANDOT 7B ANREEIEINTWET,
e VLANIOWNODOHAEA 10114 BL10.1.1.8 DT 7 AREEEEINTWET,

42-4  HIO VLAN [Z2H B Y —/1 DT I L ADER

VLAN <% v 7

= |
10.1.1.100 -I )
= < \ HIxrv b
+#—s3 (VLAN 10) \ 10.1.2.0/8
A
&= —
10.1.1.4|:| ””””””””””” )
___1ﬂ‘>

KRRk (VLAN 20)

RRX k (VLAN 10) Catalyst 4500 1) —X R v F

10118 [l
="y

7
A + (VLAN 10)

94155

e AV

ZOFIETIE, B VLAN IZH DV —"~DT 7 ¥ ZA%4EGT5H L 512 VLAN ~ v 7 2EH LT
ACL Z#%E L E£7, VLAN ¥ 7 SERVER 1 ACL i%, 7% b 10.1.2.0/8 NOKA K, KAk
10114, BEOFA N 10118 DT 7 EALZESRLET, —FH, TOMTXTOIP NT 74> 7
ZEFAILET, AT v 73 TiE. VLAN 102 VLAN = » 7 SERVERI Z@EH L £,

COXEITHRETDITFIROFIEELFATLET,

ST %87y FEREL, FFAIT S IPACL 2 ERLET,

Switch(config)# ip access-list extended SERVER1 ACL
Switch(config-ext-nacl))# permit ip 10.1.2.0 0.0.0.255 host 10.1.1.100
Switch(config-ext-nacl))# permit ip host 10.1.1.4 host 10.1.1.100
Switch(config-ext-nacl))# permit ip host 10.1.1.8 host 10.1.1.100
Switch(config-ext-nacl))# exit

SERVERI_ACL &—E¥T2 IP N7y h&E Ruey LT, —HLARWIP XFy MNE#EET 520
ACL #fifiL T, VLAN~ v 7&E#Z L £7,

Switch
Switch
Switch
Switch
Switch
Switch

config)# vlan access-map SERVER1 MAP
config-access-map)# match ip address SERVER1 ACL
config-access-map)# action drop

config)# vlan access-map SERVER1 MAP 20
config-access-map)# action forward
config-access-map)# exit

VLAN 10 |2 VLAN ¥ v 7% LE 1,

Switch(config)# vlan filter SERVER1 MAP vlan-list 10.
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VLAN 747+t vy FEEox: M

VLAN 749t X 7 v TIEHROET

VLAN 7 7 & % = v FE£721% VLAN 7 4 AV Z 2B AR EFoRT D121, ROWTHO1EE
PATWVET,

By
TRTHOVLAN 77 B R =~y PERIIEEENT-T 7 &

A =y 7T R EZR LET,

Switch# show vlan filter [access-map name | T _TD VLAN 7 4 V&%, £33 TE I N 7= VLAN =
vien vian-id VLAN 7 7 ¥ 2 ~ v 7\ BT D e 2R LE T,

avwy kR

Switch# show vlan access-map [mapname]

KIZ, show vlan access-map =~ > RO B ERLET,

Switch# show vlan access-map
Vlan access-map "map_ 1" 10
Match clauses:
ip address: ipl
Action:
drop
Vlan access-map "map_1" 20
Match clauses:
mac address: macl
Action:
forward
Vlan access-map "map_ 1" 30
Match clauses:
Action:
drop

G¥) U= A 30 I E match 2= KRB FHA, TXTONRTFy b IPBLIP LSS iT2hve
BESHLTRey7ENnET,

RIZ. show vlan filter =~ > RO H1flZ~ L ET,
Switch# show vlan filter

VLAN Map map_1 is filtering VLANs:
20-22
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W )L—4 ACL # VLAN vy 7L RT3 A%

JL—% ACL % VLAN v v J&EBtRAT B3 A%

YL AT Dy b (IP E721E MAC) IZ%T % match 2~ K23 VLAN v v 7IZH 555 TH .,
Ry NIREDH A FIZ—FH L2WA, T74/L T, X7y MR RFey 7S Ed, VLAN
~v Wi match 2~ RRRL, 773 arBEESNTHRWES, YO VLAN v v 7 =
MU EH LRy MIEEESINET,

1l DDAA vF ET, VLAN v~ v P E72IE AV —% ACL ZfllAEbdCEfATA - LidTca s
A,

JL—3 ACL #ZVLAN vy T LRI A5 8D EEEIR

JL—# ACL & VLAN < v 7% [ U VLAN RIZRET HMENH LA 13, ROEZEFHEIIME-S T
TEEW,

AA v F N—FKo=TiE, FHH (AABLOHA) Z&i2, 1 BOoRREFETTLOT, V—HF
ACLEB XN VLAN = v 7 %[F U VLAN IZRETH2HEIE. TN 2 AT AL ERH Y £, 1—
% ACL%# VLAN v > 7L AT 5 &, ACE OB AMICHIINT 2 EnbY £4,

TEXBRETRBOT 74NV E T2 ar R T_XTOZ NIOT 7 varnEl—teb L)
12, ACLZFRRLET, ROWTNODOAZMEH L TACL 25tk LE T,

permit...
permit...
permit...
deny ip any any

F72ix

deny...
deny...
deny...
permit ip any any

ACL NTHEOHFRIETRIIIESR T 7 v a v 2 ERT HELEE. TNWEhoOT 7 vary A4 7% %
LT, = MU EEEIE L E T,
LA ¥ 415 #H % & T IP ACE & TCP/UDP/ICMP ACE 78 & 12 ACL NICTEET D AIc, 7V 71—

E— REHEETIHILERHDEEIL, LA Y4ACEZ Y A NOKRRBICEHEBELET, ZOFE. IPT
RLRWZEASL NTF T4 v P DT 4 NEZ Y o TIBREESNET,

VLAN [S5#ER S 5)L—4% ACL & VLAN <y FDHl

PUFofITiE, »—4% ACL BLWNVLAN v v 7% VLAN IZEA LT, AA v F K Xory b, 7
Vo Ry b =Ty KXy b, BIOSATFXY AN Ry h~OT 72 &4 L
F9, WOKRTIEH, TNENDOFELICHRESND /Ny hERLET, 72720, 237y hORAR
VLAN = v 7% ACL 2R EIREZET LIRSV R ET, N7y hEEELARWT e v 7%
HTEHLTEET,

ACL BRURA Yy F K 7y b

X 42-512, VLANINTAA v F 7 &5/ v b ACL BT 5 k% R LE3, VLANN
TAAL v F o TENDEry ME, V—#% ACL TIZUFLEN £ A,
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JL—5 ACL % VLAN vy 7L tET 55

42-5 RAYFF 17y bAD ACL OERA

Catalyst 4500 ¥ 1) —X XA v F

AR Hh
VLAN 10 L—4 N—% VLAN 20
<7 ACL ACL <vv7
v v v v
-
—
KRR LA
(VLAN 10) ;
) I
RZ P C
v 10) (i)
F— ©
VLAN 10 VLAN20 ¢

ACLBEUIL—Ty K5y b

X 42-6 (12, V—TF v K%y MZACL T2 HEEZ R LET, v —T v N 237y NOHA,

ACL IR DONAIZEH v E T,
A7 VLAN @ VLAN <~ v >
AJIn—% ACL

H71v—2% ACL

77 VLAN @ VLAN ~ v 7’

> W bh =

42-6

W—Tv R 1357y k~A® ACL DO:EA

Catalyst 4500 ¥ 1) —X XA v F

AR Hh
VLAN 10 L—4 JL—A VLAN 20
7 ACL ACL 7
@ v v @
[ . | ]
, | | ,
KA MA "R KB
(VLAN 10) (VLAN 20)
IL—T 14 > HEE
VLANIO s KEwk VLAN20
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W pacLoEE

PACL DE5E
ZZ T, PACL #RET D HEICHOWTHBELET, PACLIZ, VA V2 A4 Z—T (A LD
TANEY T EEET AR ENET, PACLIZ, LAY 3IHER. LAV 4~y X —IEHRE
X IP UAD LA X 2 EHRICHEASNT, LA Y2 A0 X —T A ADIT T4 T BT 4NHFY
VITTEET,
ZZ T, RONFIZOWTHBALET,
e PACL O1ERK (p.42-34)
e PACL EEFRFOFEFIHE (p.42-34)
e LAY2A L H—TxAALETDIPACL & MAC ACL OF%E (p.42-35)
o TUEVRIN—F FT— R%& PACL &P 5 HiE (p.42-35)
s LAY2A X —T =2 A ALTOT 7R T NV—7 F— KOFKE (p.42-36)
s LAV2A4 L HF—TxAA~D ACL D (p.42-36)
o LAV2A L H—T A A LD ACLBREDFR (p.42-37)

PACL DERK
PACL Z{ERL LT, 1 DFE 3B DA v X —T7 = A ZTWHAT D21, IROEEEITTWVET,

ATFYFT1 A F—T7 A AZHAT HERE P ACL £ 7-1IVE9E IP ACL. E 72134 AT & MAC $49E ACL % {E
Jﬁb\i—aﬂo

AT wF 2 ipaccess-group ¥ 7213 mac access-group interface =~ > & L T, IP ACL £721Z MAC ACL %
1| DFERFEERO LA P24 0 —T oA RZEHALET,

PACL S ERDIEEIE
PACL Zf%XET 2% A1, MOTEBEFHIZEE L TN,
o HHMIZHLTRE—DLAY2A L F =T 2 ATHATEDIDF.Z<TCHL1ODIPT /&
AVARE1IDODOMACT 7 A YR NTTT,

e IPT7EBAVANMI.IPXyy NETFEZZANZ VT LET, MACT 7R U A NI, IP
CIAD N W2 E T 4 NVE ) T LET,

o PACL D—¥#BL LTHRETEZ5S ACL & ACE DT, AA v TFDN—Fo=7 VY —RTkY
HIBESHET, cNOEDON—KT 2T UV —RF, VAT LB EINT-% ACL 62 (RACL,
VACL 2 &) THEEENEST, "~ FU=TIZPACLEZ 7 a5 I 4 5DI2+455H—R
T2 7 U V—AN72WAE. AJJPACL EHJJPACL DT 7 v 3 \/753‘5&&@&%

— AJIPACL Tl3. —ED/ 7y "R Y 7 h Y = THEED - HIC CPU ICEEE SN ET,
— I PACL Tli. PACL 3R — K FTF 4 &B—7 1 J&Tféﬂiﬁ”
o ROHIRIZ, H)1 PACL 72 ICE#E L £9,

— N—KR7=7IZ PACL %‘57"m7“§‘/7‘a‘é@ CHoien—Ru=T YUY —=RRg0n
A, I PACL I3 — MCHEH ST, BEX v E—VRFRENET,

— HWIHPACLBLAY¥2HR—bFEIZRESNTWAEEAE, LAY 2R — FBET S VLAN IZ
VACL £7-13/V—#% ACLITRETE £H A,

LA ¥ 28— FRETSDH VLAN FIC VACL £7213—Z% ACL BRREENTWAIEA, H
JIPACLIZLA ¥ 2AR—hk FIZRETEEH A, 2F 0. PACL & VLAN X— 2D ACL
(VACL BXUUL—% ACL) 1%, LA ¥ 2348 — b ETIIMHAEICHHA T,
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pacLoz: N

o HJJIPACL & MACACL Tl XL /BN R—FENTWEEAN, AJJIPACL DX 7
FF v a AT AR— SR TWET,

e TIURAIIN—T T—REMALT, TOMD ACL £ D PACL DO EEE T ET,
VAADT Ty N7 A —AIBWTEEO—EMEROTZODICIE, TIANIDOT I BA S
N—T F— K& LET,

LAXY 2428 —D 4 A ETDIPACL & MAC ACL DERTE

LAY 2 v 2 —T = A AW TEX 201, IP ACL £ 7213 MAC ACL 721 T, (FEfhx.
Lt E) EHEIP ACL, (Bt 4RifTZ) L3R IP ACL, ¥ X U4 I Z JKiE MAC ACL 23
A= EINTHET,

LAY2 A% —T7xAAFIZIPACL £721X MAC ACL Z A9 51213, IROVEEZITVET,

avwv kR B&
AT97 1 switch# configure t Jua—sL ar 7 4 Xalb—raryE®—RERHBLET,
AFwF 2 switch(config)# interface interface AV HF—T A A AT 4 Fal—Tary E—FR5H
HMLET,
RATw 7 3 switch(config-if)# [nol {ip | mac } LAY 24 F—Tx2A AT 78R I V—7 £—F
access-group {name | number| in| out] BRELET, no 7LV 747 AlF, LA ¥ 2404 —T =
A A5 IP ACL E£7213 MAC ACL ZHIBR L £,
AFTwF 4 switch(config)# show running-config TIEA YA NORELFERLET,

WIZ, TRTOTCP b7 4 v 7 &ZHW L, BRIICZOMTRTOIP 8T 7 1 v 7 Z24EGT5
%HUH%T?E IP ACL simple-ip-acl Z§XE 7T AHl %R LET,

Switch(config)# ip access-list extended simple-ip-acl
Switch(config-ext-nacl)# permit tcp any any
Switch (config-ext-nacl)# end

WIZ, BEITTA A B 000.000.011 2 X TOHEAR A TR S, 4SR5k MACL
simple-mac-acl Z X ET 2 Hl 4~ LET,
Switch(config)# mac access-list extended simple-mac-acl

Switch(config-ext-macl)# permit host 000.000.011 any
Switch(config-ext-macl)# end

FOER TIL—TFT E— K% PACL L6t T 5%

TIRATN—F F—REMHEHLT, TOMD ACL & D PACL DX EHEERALRE T £, 72L&
ZIE VA2 A H—T A A VLAN 100 IZB T 5384, VACL (VLAN 7 ¢ /L) V1 X VLAN
100 i@ &, PACLPI XL A ¥ 2 A4 v —T oA A BIZ#EAENE T, Z ORI TlL, VLAN
100 FOLVAY2A4 0 B—T A ADRTT 4 v 7ITPL EVIRED IS ITHET LN ERET S
MERDHDET, £ F—7 A ABAOFA T, access-group mode =~ > FEFEH LT, Tid
WCERSINDEEONThNEZIRETE LT,

WDE— RNREZINTWET,

e preferport E— R —PACL "L A Y2 A —T x4 A LIZREINTWAEYA, PACL NH
51NN %@ﬂﬁ@ACL (b—# ACL & VACL) 8 LET, 1/4"\724’/57 7 xA
xL PACL BBED IR E SNV TW R WIEE . Z OO H a2 RN Z DA v 4 —T = A A

WZHEA S, 4/57 TxA A RICEBENET, Jwbv77ww0>7wzx TN—7 F—
K¢,
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W pacLoEE

~
GH)

e prefer vlan € — K — "— FZ VLAN X— 2D ACL #$#E0SE H X4, PACL NIELhOLHA X,
VLAN X— 2D ACL HEEN B2V T, LA V2 A ¥ —T A AT VLAN X— 2D
ACLEEREN T TERWES., A v ¥ —T x4 A FLOBEFD PACL BRES B S NVE T,

e merge E— N — N—Ru=77a /I I 7 ENAHIC, MAFEE ACL HEEEZHE LE
j—o

H /) PACL &, VACL 3L UOV—4% ACLIZHAICHEHLE 20T, 778 R Zv—7 F— RiZh
NS T 497 TANEV L TOEVELZEE LER A,

LAXN2A4 28—z RETOT7HOER FIL—T E— FOHE

LA¥Y2A4 2B —T oA A LIZT 7R FT— RERETHIZIE., WOEEXEITVET,

AUk E]:]
RFwF 1 switch# configure t Ja— ) a7 4 Xalb—arE— RRERBLET,
XFw T 2 switch(config)# interface interface AV BE—=T A AT 4Falb—ary ET—NaH
L ET,
RAFw7T 3 Switch(config-if)# [nol access-group LAY 2 A0 B —T 2L AT 78R T —F F— R
Toceter {port | vian] | merge] ARELET, no 7L 747 AE, LAV 24V H—T =
A ANBT 78 A T V—F F— NefELET,
AFv9 7 4 Switch(config)# show running-config FTrvA YR NOREEFERLET,

WIZ, PACL USADHEREAME LT, A X —7 =A X LICHEMAT 5812 R L £,

Switch# configure t
Switch(config)# interface interface
Switch(config-if)# access-group mode prefer port

WIZ, N—=Ry =727 07T I 7 SNHHENS, B AEEZR ACLKREZMA T 202 L ET,

Switch# configure t
Switch(config)# interface interface
Switch(config-if)# access-group mode merge

LAXN2423—T A4 A~D ACL DOEMA

LAY2A4 02 —TxAAZIPACL BELUMAC ACL ZHH T 5121Z. OWTHOEEEIT
b\iTo

avwy kR

BiY

Switch(config-if)# ip access-group ip-acl {in | out} LAY¥2A =724 AZIPACL ZWH LET,

Switch(config-if)# mac access-group mac-acl {in | out} |L A ¥ 2 A4 ¥ —7 A AZMACACL Z#HA L7,

~
GH)

Catalyst 4500 U — X A A v F [ CTHA#3 % Supervisor Engine I11 35 & U Supervisor Engine IV (X, A
VS =T x4 A EDATIPACL B L OHIJ) PACL O &% A —h L TWET,

J Catalyst 4500 J—X XA Y F CiscolOS VI b7 av 74 F¥al—Ya v /4K

OL-15342-01-J |



| $42%F ACLICEBRYITI—Y X2 )T DRE

pacLoz: N

WA, A Aift Z 355K IP ACL simple-ip-acl % A > % — 7 = A A FastEthernet 6/1 D AJ1 ~T 7 4 v 7T
HWHT 26 LET,
Switch# configure t

Switch(config)# interface fastEthernet 6/1
Switch(config-if)# ip access-group simple-ip-acl in

WIZ ., 4 it & 55K MAC ACL simple-mac-acl % - 4 — 7 = A A FastEthernet 6/1 D]~ 7 7 1 v
JICHEATAHERLET,
Switch# configure t

Switch(config)# interface fastEthernet 6/1
Switch(config-if)# mac access-group simple-mac-acl out

LANV2A428—T 4 ALED ACL REDRT

LAY 2408 —Tx4ALED ACL REIZHET HIHREFZRT DT, KOWTNOOIEEET
b\iTo

=1 B

Switch# show ip interface [interface-name] A B —T A AEFEDIP TV EA 77— Lnﬁ.ﬂ::if
FRLET,

Switch# show mac access-group interface [interface-name] A B —T A A LD MACT 7 EBRA TIL—THE

ZFRRLET,

Switch# show access-group mode interface [interface-name] A B —TxAAALOT I A TNN—"7 F— PEQ

EaRRLET,

WIZ, IP 7 7R JN—"7 simple-ip-acl 2341 > X —7 = A A fab/1 DFEEFTANIEKE S 4L TW 54
R LET,

Switch# show ip interface fast 6/1
FastEthernet6/1 is up, line protocol is up
Inbound access list is simple-ip-acl

Outgoing access list is not set

RIZ, MAC 7 7 & A 7 b—"7 simple-mac-acl 23 > # — 7 = A A fab/1 DFFIFHMITFHEE I 4L T
5{§J%H<Li'§“o

Switch# show mac access-group interface fast 6/1
Interface FastEthernet6/1:
Inbound access-list is simple-mac-acl
Outbound access-1list is not set

W2, TIOEBAITN—THEENA L EZ—T oA A fab/l ITHREINTWAEEZRLUET,

Switch# show access-group mode interface fast 6/1
Interface FastEtherneté6/1:
Access group mode is: merge

| oL-15342-01-J
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EA2E ACLIZERRYET—9 X2 YTF1OHE |

W VIANTYTE&UIL—4% PACL LBIET 35

VLAN 7y 7EELUVIL—42 % PACL LHtRT 5%

H 71 PACL IZ. VACL £7-13H/1v—#% ACL ¢ OMEAERANH Y T8 A ([PACL REFROIEE S
TH] [p.42-34] TtBA L7=HilR 2 &), 7272 L. AJJPACL ®/L—% ACL B L VACL & DFHHEANE
HlZ, 2-1ITRENDT 7R T N—T F—RIZLoTHREY 7,

421 PACL, VACL, 8&UJIL—42 ACL DIEEEA

ACL 247 AJ1 PACL
prefer port £— R prefer vlan € — R merge E— N
1. AJIv—% ACL  [PACL B#H N5 | AJJV—# ACL 23 |PACL, AJj/v—% ACL
Hahs () DIETHEHE I D
(A7)
2. VACL PACL 8 S5 |VACL @A &5 |PACL, VACL (&) @

JIE-CwEH s (AT

3. VACL E AJjv— |PACL A S5 |VACL+ A Jj/b— 4% |[PACL, VACL, AJj/L—
% ACL ACL 2858 &b % ACL (#e5) OIIETE

RAEhs (A7)

F A2V ITREN DS ACL ¥ A 713, WITHHAT BRI0 U ATRERICEH SN E T,

TFUF L ARANAIE SVINEREENTZ VLAN20 DA Z—T7 = A ARSI TOET,
42-7 THRTE T, A X —T = A AITIF AT PACL WERE S 4L, SVLIZIZA NI —% ACL 23k
ESNTWET,

42-7 FJYF1: AHIL—42 ACL £ PACL DHEEERA

Catalyst 4500 ¥ 1) —X XA v F

: AN
ANn =% L WA

PACL | ACL . PACL

d
AR kA AR kB
(VLAN 10) | ; (VLAN 20)

R R |

VLANIO — > Ny VLAN 20

94092

AVE =Tz ARTIEARA I N—T F— KM prefer port DH. FANADPGDATT T 7 4>
A & B DI AT) PACL D& T, T— KA prefer vlan DA, V—T 4 VT ENE LT 5
RANADPLDOAN T 7 4 v ZIZHEHASNDDIIAIIN—F ACL ODHTT, E— K3 merge T
o556 AT PACL BIRANZARA N AMNSDATI N T 7 4w ZIZEM S d, IRICAT)v—2% ACL
WN—TFT 4 T HNBETDHNT 74y Z7IZHEHAINET,
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| 42F ACLIZ&KBRYNT—Y X2 ) T4 DHRE

VLAN 7y 7B &UIL—4 % PACL LEiAT 54 M

SFUA2 R ABMAIE, VLANIODA V Z—T = A ARSI N TWET, X 42-8 TrdT L9
{2, VLAN 10 Zi%, VACL (VLAN~ v ) L AJJPACL B’FFEINTWET,
428 <+ 17} 2:VACL &0 PACL OEE{ER

Catalyst 4500 1) —X RA v F

AR VLAN 10
PACL <y

&/ | | 1
L] | | L}

AR KA "R B
'(VLAN 10) (VLAN 10) !
VLAN 10 e AR '8

AVHE =Tz A AT I AT NL—"F— KM prefer port DFH. A NADPSCDATNT T 4>
WA S D DIEATI PACL DA TE, E— N3 prefer vlan DFE, RA N ANLDAN T
74y ZIZHEM S5 DIX VACL DA TH, E— F28 merge DYa. AJ) PACL RAIIAA M A
MHDAIT ST 7 4y ZIC#H S, IRICVACL2S R 7 7 4 v ZIZEH S ET,

UFUA3 AR ARNAX. VACL & SVI BREE I 372 VLAN20 DA X —T7 = A AR INT
WE9, X429 TRTLIIZ, SVIWKITIATIL—F ACL NREENTWT, f vV H—T = A AT
X AT PACL BERE SN TWET,

429 27} 1Y#A3:VACL £ AAIL—% ACL

Catalyst 4500 ¥ 1) —X XA v F

. AR A
AH VLAN10: jJL—# JL—% ' VLAN20
PACL %y 7 | ACL ACL oIy

P

— N N | =
= A,
AR FA "R +B

(VLAN 10) | ; (VLAN 20)

94094

VLANIO ‘ —— Ty b VLAN 20
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W VIANTYTE&UIL—4% PACL LBIET 35

AVH =Tz A AT IEA T N—"F— KM prefer port DA, A NADPSDATTNT T 4>
JIHE A & B DOIE AT PACL DA TY, E— KA prefer vlan D4, VACL & AJj—% ACL ©
HERERNRIANANSDAN N T 7 4 v 7 CHBAINET, T— K5 merge DA, AJI PACL
DN A N ANPSDATI ST 7 4 v Z7IZ#HA &, IRICVACL A N7 7 ¢ v 7 ICHl A S, i
BICATINV—H ACL WLV—T 4 VTR BELTHNT 7 4 v ZIZHEASHET (DFEH, AT
PACL. VACL, BEL AN —F ACL DEEFRERN N T 74 v 7 ICHEASHET),
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