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interface Gigabit Ethernet 2/1
description Link to Enterprise Network
ip address 192.168.3.1 255.255.255.255
no switchport
ip address 10.1.1.2 255.255.255.0
ip route 192.168.10.0 255.255.255.0 10.1.1.1
ip verify unicast source reachable-via rx allow-default
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Cisco IOS Access Control List (ACL; 7 7 & A 2> bu—L U AN ZEHLTATB LAY
TANZ D TDORY) o—EfBEGDED L AT =T 4 T HBEORHIIXITT 52 =% v R
I RPF DFENREL 2D £7,

— ANT74NZ V7 TE, WEERIINTAY NV —2 DRy hU—F A F—Tx AR
TZELIEN I 74w 274 Z25@ALEYT, ANMT74NVEZ ) T ERFERTBH L, o
Xy NI =T EFEIA L F—Fy EPOEEFE LTy hD L ZOHEFILT FLAR
a—hL3xy NU—7 FITAR—F FHET7T 00— KXy AN T RLRE-EHTDH Ny
FA Ry PENET, HEZITISPRETIE. AWTZAVZ VT3 77470 b (B%
BE) F73A 0 Z—Fy FOWTHDODNL—F T ELENT 7 4 v 7 IZHEHTE E7,

— HWh74n2V) o 7TiE, xv b= Ao FZ—TxA A (KETIDA L H—T=AR)
MHBEFEEIND N T T4 v 7T NEEEALET, Ry NI —0 %A X —F v b &
IO Ry NT— VST AL—F FORry N T4 NE )T THI LT, X
RO = MBEETDTDICENREFTIP 7 RLAERO Ry hOBREFAICTEE
7

Fw NT—2 T 4 Z VT OFEMIZ OV TIE, [RFC 2267] 3 & W' Cisco 10S IP Configuration

Guidell %2 T Z&0,

CiscoIOS ¥ 7 F 7 = 7%, DoS WEEZ I T 25 7= OITHSLOHERE R S IR L TV E T,

— Committed Access Rate (CAR; i 7 7 &2 L— ), CARZfFifi+5L. 772 U R |
E—HTDHRY NU—T T T4 w7 LT, AU v—%fil T ET, 2L xR
CAR I, ICMP 77 4 v 7 Ip EDBEP DN EBbID M T 7 4 v 712 b— MlBRZ R
T EMNMTEET, CAR DFEMIZ DWW TIE, [CiscoIOS Quality of Service Solutions
Configuration Guide] #ZM L T Z &0,

— Context-based Access Control (CBAC; 2T F A MR—X 7/ A a2 ka—/), CBAC
. RESINTZR Y NI DERIEINTWRWRYy NU—F T 7 4 v 7 ZRIRIZ
7ry 27 LET, CBACIX, ¥4 L7 U MBIOLEWEEAZFEHL TEY Y a v 27—
HRMEZERLET, ZhL, BRICHELINTRETIE R RoTndEya v izino
Fey 7T DNRETDDIENLLET, Xy NV —2 ¥y a DX A4 LT T MEZK
ETHZ LI, VAT A Y Y =AML, FEOHMAFKRL-ZHE TRy a &R
7y 735D T, DoS WEDEIZENL B E T, CBAC OFMIZOWTIL, [Cisco I0S
Security Configuration Guidel] % 2L T 7230,

S—

— TCP 17515, TCP RATZEHEREILX Y 7 h U = TICSEE &, DoS WED—FECTH 5 TCP
SYN 7T vT 4 v TBEINS TCP Y — " R# LET SYNT T v T ¢ U TIHEIT, Ny
H—DERREREZEFIF TN T T T 4 TS/ D EXTHELET, CBAC &
FIAEEIZ, TCP ATZEMEEDL E72, YA LT U PBIRLEWVEEZFEHLCEYy a2 &
T MEREFHLET, L, BRICHETISINTZRETITRS hoTnd By a v
EWVWO ROy T ENRETDEDOICKSEDET, TCP RITZEDZEMIT OV TIL,
[ Cisco 10S Security Configuration Guide] %= ZH L T 72X,

A=%+ X k RPF $2EDAREH

2=% % A hRPF ZRETHHNC, ACLEZXRD L HIICRELET,

EUEE 721 3HE9E ACL Z3REL T, AR IP T FLADOEELZHR LEST WH7 o2 v
TEHEFITLET) . AIREETLT RLADHRRy NU—ZIZHAV T LE2FFAILT, £
NUNDEETXT NTHRA U —Fy MIAT TRy NT—27 2l E S LET,

FEREE I ITPER ACL = P ZRE LT, TR EFETLIP 7 KL RAEFEOry e Re vy
7 HER) LET (AT ANV BZ I TEFETLET), R ETIP 7 RLAIZE, RO
FREEA B 9,

- TRENET RLXR

— =T RNy T RLX

— 7T A4X— KT RL R (RFC 1918, [Address Allocation for Private Internets))
— TEH—FX¥ AT RLZR (FAFF¥ R T FL2AEET)

— SNy MU= IZEET L6027 R L AOEHADEE LT F LA
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A1-%+vXFRPFOEEFEZYZ+ N

A=%xv X+ RPFDEREEFEXYUX +

WDET a3 Tk, 2=%% A s RPF OREEEICOVWTHHALET, VA MNOKIEEIL, T
/JE:'E:jE f: &i%‘%ﬁ“@ﬁ—o

e =% % A | RPF Of%E (WH)
e =% % A | RPF OfER ((FEE)
ZDEOKEKIZHD 2=+ A2 h RPF OFEH] 2L T EEN,

1=%+ X+ RPF DE&F

2=% % AN RPF X, WhRBHFEO T TS THYHAR—FL, V—FIZLoTXIFEENTZIP
Ry NOBEEITHIA VA —T 2 A AFERETVTA =T =2 A LTAX—TNERDBAT
MOBERE T,

=% ¥ A hRPF ZRET DI, ROEEEITVET,

= N E:)
RXRFw T 1 Router(config-if)# interface type =% Y A NRPF Z2WHTDHIANA L H—T = A% &
WLUET, ChIRET DM I =T =/ AT, 2Tk »
T2 =% % A F RPF (337 v b Z2ROSEIEITERET S Al
(IR IR Y S A Z R CE £,

AEBE =T 2 A ADEA T IIHEHL TV L L—F B LW
=R IR ITFonNTHnWDA v Z—T AR T—FD
ZATEATT, FHAFTRRA =T 2 ZADZATD
—BEEFRT HITIL, interface? 2~ RE AN L ET,

RTFw T 2 Router(config-if)# ip verify unicast A B =T 2 AD2=F% % A s RPF 14 FX—7 LT L
source reachable-via rx allow-default i_a_
RFw T 3 Router(config-if)# exit Ao A —T A A AT 4 Fal—Tay T—REET

LET, 2=F ¥ A NRPFEZHEHATIHA L F—T A AT
LI, AT o7 2BLO3 2BV IELET,
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A=%+ X b RPF DR

=% ¥ A b RPF DNEWMERTHED & D &2 iR T 5121, show cef interface =~ > R&FH L E7,
WIZ, =% % A ks RPF HA ¥ —7 = A A GigabitEthernet 3/1 TA F—7/L\Z7 > TV D Hl% R
LET,

Switch# show cef interface gigabitEthernet 3/1
GigabitEthernet3/1 is up (if number 79)
Corresponding hwidb fast if number 79
Corresponding hwidb firstsw->if number 79
Internet address is 10.1.1.1/24
ICMP redirects are always sent
IP unicast RPF check is enabled <======
Input features: uRPF <=====
Inbound access list is not set
Outbound access list is not set
IP policy routing is disabled
BGP based policy accounting on input is disabled
BGP based policy accounting on output is disabled
Hardware idb is GigabitEthernet3/1
Fast switching type 1, interface type 155
IP CEF switching enabled
IP CEF switching turbo vector
IP Null turbo vector
IP prefix lookup IPv4 mtrie 8-8-8-8 optimized
Input fast flags 0x4000, Output fast flags 0x0
ifindex 78(78)
Slot 3 Slot unit 1 VC -1
Transmit limit accumulator 0x0 (0xO0)
IP MTU 1500
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A=%xRFRPFOE=4YLTBLUAL T2

A=F v AFRPFDEZAYIIITEIUVAVTFFIORX

ZITHEH 2=F Y A FRPFOE=H YV TBLUPA T T RITHHA S D 2~ FIZOW TR
E)%L/i‘a_o

avwvk HE

Router# show ip traffic 2=%v A RRPFICLD v 7013 Fa v
TIHNCEET D 7 —s L —Z OEEHE B A
FRLET,

Router (config-if)# no ip verify unicast A B —T A AD2=F% % A RPF 5 «
=7 LET,

2=% % A FRPF (X ME - 7= FHIIAERE LT RLRADED Fa v FE= b Sz
Mgahhvr FPLET, 2=F % A M RPF X, IRDOA VX —T = A ZABENO T a—r)UHEREE D
TRey ZPERFmEESNTE Ay " x Y N LET,

e Zu—N)L2=%+%¥AFMNRPF Fuv”

o AUH—T 2 A AHEND2=F%¥% A RPF Fav

o AUH—T A AHENDO=F % A RPF Fua v 7]

show ip traffic 2~ NiZ, L —FZ DT XTOA U F—T A RZDONT Ry 7 E 723 H S
727y bOGHE (Juo—L o) 2R LFET, 2=F v A NRPF Ke v 7 vy M,
IPEEHEHRE 7 g vIicERENET,

Router# show ip traffic

IP statistics:
Rcvd: 1471590 total, 887368 local destination
0 format errors, 0 checksum errors, 301274 bad hop count
0 unknown protocol, 0 not a gateway

0 security failures, 0 bad options, 0 with options
Opts: 0 end, 0 nop, 0 basic security, 0 loose source route

0 timestamp, 0 extended security, 0 record route

0 stream ID, 0 strict source route, 0 alert, 0 other
Frags: 0 reassembled, 0 timeouts, 0 couldn't reassemble

0 fragmented, 0 couldn't fragment
Bcast: 205233 received, 0 sent
Mcast: 463292 received, 462118 sent
Sent: 990158 generated, 282938 forwarded
! The second line below (“0 unicast RPF”) displays Unicast RPF packet dropping
information.
Drop: 3 encapsulation failed, 0 unresolved, 0 no adjacency
0 no route, 0 unicast RPF, 0 forced drop

Fey ZEFIH SN Ty bOA T IR CERETHLGEIE, RO 2 OOWThg
BHRLET,

e =%y AL RPF [T, REX
(G DEE),

o =% ¥ AR RPFIE, ERFRL—T 4 VI PHET D (DFEV | BIELT L RAITKT 2 il
= E BB TRESNTWA D, EHONT Yy b Ray 7EEH LT Ed,

i

LT RV R ZRONTry b Fay ZE3mE L TunET

ulll

| oL-15342-01-J
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show ip interface =~ RiX, FFEDA L X — T = A AZBWT Ka v X E 3 im S iz N v
FOEFHERLET, =% ¥ A N RPFBFFED ACL #FEATL2 LR EINTHEHEIE, 2
O Ray ZHEEHERE & HICACL RS R RIS E T,

Router> show ip interface ethernet0/1/1

Unicast RPF ACL 197
1 unicast RPF drop
1 unicast RPF suppressed drop

show access-lists =2~ RiZ, FEOZ> FVIZOWTHEDT 7 A VA MNNT—HTHHEAN
Roholeix £ R LET,

Router> show access-lists

Extended IP access list 197
deny ip 192.168.201.0 0.0.0.63 any log-input (1 match)
permit ip 192.168.201.64 0.0.0.63 any log-input (1 match)
deny ip 192.168.201.128 0.0.0.63 any log-input
permit ip 192.168.201.192 0.0.0.63 any log-input
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1=%+v Ak RPFOZxEH N

A=%+ X I RPF OFEH
ZZTlE, MOBREHIEZRLET,

o ERRENL—Z TOL=F v A  RPF O

e Cisco AS5800 TOX A YT v 7 R— hEMH Liz=2=% v A k RPF Ol
o HFREBLUOREZ 4 NZEMEHLIZ-2=%+ X} RPF Of

o ACLBLUm* 7 &l L7z=%% % RPF O

HAREHNIL—2TOL=F%+v X  RPF Ol
WDa< RiE, 2=F%F v AMRPFEZV I TN A F—T 2 A ETAFX—=TMILET,

ip cef

! or “ip cef distributed” for RSP+VIP based routers
!

interface serial 5/0/0

ip verify unicast reverse-path

Cisco AS5800 TODH A VILT7y T R—brZFEALI=2=%+ X  RPF Ol

WDHITIE, Cisco AS5800 T =% A F RPF &1 X —7/LIZLET, interface Group-Async =
~V FEFEHTLE, TRTOXATYALT v R— M=%+ A s RPF Z#HT D2 L NES
2720 £,

ip cef

!

interface Group-Asyncl

ip verify unicast reverse-path

EEBIUREIAINLEZFEALI-2=F+ X F RPF Ol

WIZ, FEFICEIR Y VI N R — 2B EHTHISP 2 H LT, =% % A s RPF & & bITHHT
HDANBLOHN 7 ANV ZOEOHEZRLET, ZOBNX, Ty TA NI —A A F—T AR
THEEBIORE T 4 VX O E ZMHEHT 5 ISP 3% Y 24 T 7= Classless Interdomain Routing (CIDR)
71y 7 209.165.202.128/28 s LE T, ISP 1T —KAIC S TR — LA LW Z LIZHEE L
TLEEY, LERST, BT o —IZOoOWTORE RBRIEFT 74 v 7B 1ODY 7 6%
FEN, BlOY v I DB RELGHR) e LTISP OFEFRNL—4Z LD 7 4 V2 ITHAPIAT LR H
DET,

ip cef distributed

|

interface Serial 5/0/0

description Connection to Upstream ISP

ip address 209.165.200.225 255.255.255.252

no ip redirects

no ip directed-broadcast

no ip proxy-arp

ip verify unicast reverse-path

ip access-group 111 in

ip access-group 110 out

!
access-list 110 permit ip 209.165.202.128 0.0.0.31 any
access-list 110 deny ip any any log
access-list 111 deny ip host 0.0.0.0 any log
access-list 111 deny ip 127.0.0.0 0.255.255.255 any log
access-list 111 deny ip 10.0.0.0 0.255.255.255 any log
access-list 111 deny ip 172.16.0.0 0.15.255.255 any log
access-list 111 deny ip 192.168.0.0 0.0.255.255 any log
access-list 111 deny ip 209.165.202.128 0.0.0.31 any log
access-list 111 permit ip any any
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ACLEBLUOX VS ZFRAL-2=F+ X F RPF Ol

WL, 2=F v AMRPFZHFEALTACLBLIRu X 2 EATHIHERLET, ZOFTIL,
JEBR ACL 197 BVRFEDT R LU AHPFICOWT Ry NI —F NI 7 4 v 7 2EREITFTT5=
VMU ERLET, =%+ A RPF L, ¥ —7 A A Ethernet0 T E I, TDA L H —
TxA ACBF LTy PERERLET,

7o& 21X, A v F—7 = A A BthernetO |ZEZE T 5 EFILT FLAN 192.168.201.10 THH /37 > K
1%, ACL 197 12 B4E% (deny) AT — h AV D, Fuyr&8nEd, ZOHA, ACLHHR
e RSN (X A7 a BN ACL Y M UIZOWTH U IZR->TW5S), Fry /&
NNy MIAf v ZB—T oA AR T a =Rl NENET, A0 F—T AR
Ethernet0 [ZE|ZE T HEETTT F L AA 192.168.201.100 TH 5347 » ML, ACL 197 ([ZH 5 7 7]
(permit) A7 — F AV bO®, BEESNET, Ru v 7 ETME Sz 7 v M35 ACL
FBiIn 7 —NciEnEdT (¥ 7 4723 N ACLT Y R IZHOWTH IR > T
%),

ip cef distributed

|
int etho/1/1

ip address 192.168.200.1 255.255.255.0

ip verify unicast reverse-path 197

!
int eth0/1/2

ip address 192.168.201.1 255.255.255.0

!
access-list 197 deny ip 192.168.201.0 0.0.0.63 any log-input
access-list 197 permit ip 192.168.201.64 0.0.0.63 any log-input
access-list 197 deny ip 192.168.201.128 0.0.0.63 any log-input
access-list 197 permit ip 192.168.201.192 0.0.0.63 any log-input
access-list 197 deny ip host 0.0.0.0 any log
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