A

aaa accounting dotlx == K 2-1
aaa authentication dotlx =~ > F  2-3

aaa authorization network =~ > N 2-5, 2-26, 2-32,
2-34, 2-36, 2-38, 2-40, 2-166, 2-344, 2-346, 2-347, 2-523,

B-7, B-37
AAA 5 2-3
ACE  2-142, 2-444

ACL
deny =~ > K 2-140
IP 2-223
el 2-442
s 2-363
FHIP 7u b =Lstis 2-351
#x 2-505

LA Y240 2—T AR 2-223
action == K 2-6
archive copy-sw =~ > K 2-10
archive download-sw =~ > K 2-13
archivetar =~ K 2-17
archive upload-sw =< >~ 2-20
arp access-list == K 2-22
authentication command bounce-port ignore  2-24
authentication command disable-port ignore  2-25
authentication control-direction =< > F 2-26
authentication event = <> K 2-28
authentication fallback =< > 2-32
authentication host-mode =~ > K 2-34
authentication mac-move permit =~ > K 2-36
authentication open =< > K 2-38
authentication order =< K 2-40
authentication periodic =~ > K 2-42

authentication port-control =~ >~  2-44

INDEX

authentication priority =~ > K 2-46
authentication timer =~ > K  2-48
authentication violation =~ > K  2-50

auth-fail max-attempts =~ >

ldotlx auth-fail max-attempts =~ > K] %%

auth-fail vlan

ldotlx auth-fail vlan) %@
auth open =~ K 2-38
auth order =~ > K 2-40
auth timer =~> K 2-48
auto qos classify =~ K 2-52
auto gos trust =~ K 2-55
auto qos video = v K 2-58
auto qos voip =¥ K 2-61

B

BackboneFast., STP i 2-748

boot auto-copy-sw =~ K 2-67
boot auto-download-sw =< > K 2-68
boot config-file =< K 2-71

boot enable-break =~ >~ 2-72

boot helper-config file =~v >~ 2-74
boot helper =~ K 2-73

boot manual =~> ~ 2-75

boot private-config-file ==~ 2-76
boot system =~ K 2-77

boot (Fy—he—%) a~v kK A-2

BPDU #— K, Anx=v 27> Y—H 2-751, 2-783

BPDU 74 &V ANXR=27Y Y —H
2-783
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C

Catalyst 3750G Integrated Wireless LAN Controller 2

A vF  2-496
cat (F—hru—%) a~<vF A4

CDP, Yu ha) rhox Vv 7oA x—70F 2-323

channel-group =~ >~ 2-80
channel-protocol =~ > K 2-84
CiscoIP 1 A 5
Auto-QoS & 2-58
Cisco SoftPhone
auto-QoS O E  2-61
EEINAT Yy NEEHT S 2-402
Cisco Telepresence ¥ A7 A
Auto-QoS #&iE  2-58
CISP
[Client Information Signalling Protocol] % %
debug platform cisp =~ > F B-37
cisp enable =<~ F 2-85
class-map =~ K 2-89
class =~ F 2-86
clear dotlx =~ K 2-92
clear eap sessions =~ K 2-93
clear errdisable interface  2-94
clear ip arp inspection log =< >~ 2-91
clear ip arp inspection statistics =< N 2-95
clearipc =~v> K 2-98
clear ip dhcp snooping database =~ > K 2-96
clear ipv6 dhcp conflict =~ 2-99
clear 12protocol-tunnel counters =< >~ 2-100
clear lacp =~ > K 2-101

clear logging smartlog statistics interface =~ >~
F 2-102

clear mac address-table =~ 2-103, 2-105
clear nmsp statistics =~ > K 2-106

clear pagp =~ N 2-107

clear port-security =< K 2-108

clear psp counter  2-110

clear psp counter =~ > K 2-110

clear spanning-tree counters =~ > N

2-111

clear spanning-tree detected-protocols =~ >~ 2-112

clear vmps statistics =~ R

2-113

clear vtp counters =~ > K 2-114

Client Information Signalling Protocol

2-523, B-7, B-37

cluster commander-address ==~ > K
cluster discovery hop-count =< >

cluster enable =~ > K 2-118

cluster holdtime =<> K 2-119

cluster member =< K 2-120

cluster outside-interface =~ > K  2-122

clusterrun =~ K 2-123
cluster standby-group ==~ > K
cluster timer =~ K 2-126
config-vlan £— F

BA4E  2-872

avw N 2-873
copy (F—hu—4%) <R
CoS

HEHEO FEXx 2-372

2-124

A-5

2-85, 2-166,

2-115
2-117

EBENAT Y b~DF 7 4L MEDOEI D { T 2-372
LAY 27 hal ry h~0ED YT 2-326

CoS/DSCP ~ v 7  2-376
CPU ASIC #3t, £~ 2-531
crashinfo 7 7 A /L 2-212

D

debug authentication B-2
debug auto qos =~ K B-4
debug backup =~> F B-6
debug cisp =~ K B-7
debug cluster =~> K B-8
debug device-sensor =~ N
debug dotlx =~ K B-12
debug dtp =~ F B-14
debugeap =~ K B-15
debug etherchannel =~ >~

B-10

B-16
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debug ilpower =~ > F B-17

debug interface =~ >~ B-18

debug ip dhcp snooping =~ >~ B-19

debug ip igmp filter =~ F B-21

debug ip igmp max-groups =~ K B-22
debug ip igmp snooping =~ K B-23

debug ip verify source packet =~ > F B-20
debug lacp =~~~ B-24

debug lldp packets =< > B-25

debug mac-notification =< >~ B-27

debug matm move update =< K B-29

debug matm =~ > K B-28

debug monitor =< >~ B-30

debug mvrdbg =~ ~ B-31

debug nmsp =~ > F B-32

debug nvram =+~ K B-33

debug pagp =~ K B-34

debug platform acl =~ K B-35

debug platform backup interface =< > F B-36
debug platform cisp =~ F  B-37

debug platform cli-redirection main =< >~ B-38
B-39, B-47

debug platform cpu-queues =~ > K  B-40

debug platform configuration =< > K

debug platform device-manager =~ >~ B-42
debug platform dotlx =< >~ B-43

debug platform etherchannel =~ >~ B-44
debug platform fallback-bridging =~ > F B-45
debug platform forw-tcam =~ > K B-46

debug platform ip arp inspection =~ > B-48
debug platform ipc =~ > F B-58

debug platform ip dhcp =~ > K B-49

debug platform ip igmp snooping =~ > B-50
debug platform ip multicast =~ > K B-52
debug platform ip source-guard =~ > K B-54
debug platform ip unicast =~ > K B-55

debug platform ip weep =~ K B-57

debug platform led =< > K B-59

debug platform matm =~ K B-60

debug platform messaging application =<> ~ B-61

Index

debug platform phy =~ > F B-62

debug platform pm =~ B-64

debug platform port-asic =< > K B-66
debug platform port-security =~ > K  B-67
debug platform gos-acl-tcam =~ > K B-68
debug platform remote-commands =< > B-69
debug platform resource-manager =~ > K B-70
debug platform snmp =~ > F B-71

debug platform span =< >~ B-72

debug platform stack-manager =~ > K B-73
debug platform supervisor-asic =~ >~ B-74
debug platform sw-bridge =~ > K B-75
debug platform tcam =< >~ B-76

debug platform udld =~ > F B-79

debug platform vlan =< > B-80

debug platform wireless-controller  B-105
debug pm =~ B-81

debug port-security =< > K B-83

debug qos-manager =~ > K B-84

debug spanning-tree backbonefast =< >~ B-87
debug spanning-tree bpdu-opt =~ > K B-89
debug spanning-tree bpdu =~ >~ B-88
debug spanning-tree mstp =< > K  B-90
debug spanning-tree switch =~ >~ B-92
debug spanning-tree uplinkfast =~ > K B-94
debug spanning-tree =~ K B-85

debug sw-vlan ifs =~ > B-97

debug sw-vlan notification =~ >~ B-98
debug sw-vlan vtp =< > F B-100

debug sw-vlan =~ > F B-95

debugudld =+~ K B-102

debug vgpc =~ B-104

define interface-range =~ > K 2-127

delete =<~ > K 2-129

delete (7—hr—%) v K A-6

deny (ARP 77 &A VA ar74¥alb—vav)
~v K  2-133

deny (IPv6) =~ K 2-135
deny =< > K 2-140
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device-sensor accounting =~ > K 2-143
device-sensor filter list dhcp =~ K 2-147
device-sensor filter-list = <> N 2-144
device-sensor filter-spec =~ > K 2-149
device-sensor notify =~ 2-151
DHCP A X—v 7
A 2 =7 Ak

VLAN | 2-262

A B =T x4 A ETEE 2-260

A7 a 82 2-254, 2-256

Ty AL v TFNOLDEETE RV hOZT
At 2-256

=7 —[mEH A ~v— 2-209
LU— MR 2-259
DHCP AX—¥V V7 NS T 4T T—HR—2R
T—Y = MREHMERDO 2 VT 2-96
T 2-482
T—HN—RA ==V b RE 2-252

NA VT 4T

HIBR  2-250
Bin 2-250

NAT AT T4, RE 2-252
dir (7—he—%) a~vr R A7
dotlx auth-fail max-attempts =< K 2-161
dotlx auth-fail vlan 2-162
dotlx control-direction =< > K  2-164

dotlx credentials (/' m— )L a7 4 X2l —T g )V)
a<v2 K 2-166

dotlx critical f > % —7 A X a7 4 Falb—a
a~<wr K 2-169

dotlx critical 7 m— )L a7 4 X2 lb— gy avw
rF 2-167

dotlx default =~ F 2-171

dotlx fallback =~> K 2-172

dotlx guest-vlan =< 2-173

dotlx host-mode =~> K 2-176
dotlx initialize =~ K 2-178

dotlx mac-auth-bypass =~ > N  2-179
dotlx max-reauth-req =~ > K 2-181
dotlx max-req =~ > K 2-183

dotlx multiple-hosts =~ K 2-184

dotlx pae =~ > K 2-185

dotlx port-control =~ > K 2-186

dotlx re-authenticate =~ K 2-188

dotlx re-authentication =< >~  2-189

dotlx reauthentication =< K  2-190

dotlx supplicant controlled transient =~ > F  2-191

dotlx supplicant force-multicast =~ >~  2-193

dotlx test eapol-capable =~ >~ 2-194

dotlx test timeout =~ F  2-195

dotlx timeout =~ K  2-196

dotlx violation-mode =~ > K 2-199

dotlx =~ K  2-159

DSCP/CoS v v~ 2-376

DSCP/DSCP %~ » 7" 2-376

DTP 2-829

DTP x 3+ =—v =3 2-833

DTP 77 v
=7 —HEL A ~— 2-209
7 —kH  2-203

dual-purpose 7 > 7Y 7 AK—k
RREFREMR AT Y a v DOFEIR 2-582

duplex == > K 2-200

dynamic auto VLAN A > — v 7 £— R 2-828

dynamic desirable VLAN A > N—v v 7 £— K 2-828

Dynamic Host Configuration Protocol (DHCP)
[DHCP 2AxX—t 7| 2

E

EAP-Request/Identity 7 L — A
HEET L ETORM  2-196
EET LR 2-183
epm access-control open  2-202
errdisable detect cause small-frame =~ 2-206
errdisable detect cause =~ N 2-203
errdisable recovery cause small-frame  2-208
errdisable recovery =~ > 2-209
errdisable f > % —7 = A 2, #£R  2-579
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Index
errdisable #iH{  2-203 E
EtherChannel
EtherChannel/PAgP 53 v 7' 7~ B-16 fallback profile =<+ K 2-213
LACP flash_init (7 —Fr—%) 2~ K  A-9
channel-group 1&#» 2~ V7 2-101 Flex Link
VATFLNTIALF VT 4 2-329 WIE  2-821
TRy T Ayk—Y, Fx  B-24 *x o 2-579
KR 2-634 5 VLAN O E 2-824
7o Fa/LOFE 2-84 flowcontrol =~> K  2-215
Ry FAZ AL B—FrDODR—F FI5A4FV format (77—t —%) a<v K A-10
74 2327 fsck (F—hm—%) a<rF Al
t— kK 2-80
PAgP
channel-group t&#» 2 V7 2-107 H
T7EES A 2209 help (7—hr—4) avr kA2
T 7 —tH  2-203 HSRP
FHETA 2-428 HSRP 2 L —7 D s 5 28 ~DA L K 2124
HHIR— b F—F—  2-428

EENT T4 IDA L EBE—T oA ZADTTAF

V74 2-430

TRy T Ayk—v KR B-34
*~  2-686

YWEAR— b 7—F— 2-428

t— R 2-80

=P Ry M A E—T =24 ADF ¥ I TN—TF
~DHFY YT 2-80

A B =T A AER, FR 2-579
Fx 2-571
Aokl 2-452

TTy N T A —LEEEANR NOT NN T F
T B-44

R—k F ¥ RGBS v F—T = A ZDAE
R 2-217

LA4v27Fabal b o ZoA32—7 4k

LACP 2-324
PAGP  2-324
UDLD 2-324

exception crashinfo =< >~ 2-212

AHNA T —TF 2-124

I
IEEE 802.1Q F5> 2 R—FrBLORAT 17
VLAN 2-880
IEEE 802.1Q b > /L #—
HIR  2-829
BE 2-828
IEEE 802.1x
X TT—OEE  2-209
AAf v FR—F E—F 2-829
[R— FR_R—2DOFFE] &S
IEEE 802.1x A" — | ~— 2 FIE

72N VLAN O% 7V v hoA 2—T
. 2-161, 2-172, 2-214

IGMP 7 Vv —7 I\ KIEDOBE  2-267
IGMP &t K7 NW—"7", v  B-22
IGMP A X —t v

querier  2-275

A Rx—=74k 2-271

AV H—=T oA A MR VEREBMEIE 2-281
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7z —gk 2-279

TN—=TDAFT 47 A N—=L LTDOR—FD
Bin 2-285

AA v FO MR AR EMEE  2-279
REATREMIR Y A ~— DA =T Ak 2-273
BRI B RE D A X — 7 L fk 2-282
#Fx 2-605
79T v s — AUk 2-279
UAR— M 2-277
IGMP 7 4 )V %
WH  2-266
TRy T Ave—Y Fx B-21
IGMP 7'm 7 7 A v
fER  2-269
FoR 2-604
interface port-channel =< >~  2-217
interface range =~ >~ 2-219
interface vlan =~ > 2-221

Internet Group Management Protocol (1 > % —% v ~ 7
N—TEET T kan)

"IGMP =ZR
ip access-group =~ > K 2-223
ip address =~ > K 2-226
ip admission name proxy http =~ > F  2-229
ip admission =~ > K 2-228
ip arp inspection filter vlan =< >  2-231
ip arp inspection limit == K 2-233
ip arp inspection log-buffer =~ > F  2-235
ip arp inspection trust =~ K 2-239
ip arp inspection validate =~ >~ 2-241
ip arp inspection vlan logging =~ K 2-244
ip arp inspection vlan =~ > K 2-243
ip device tracking probe =< K 2-246
ip device tracking =~ K 2-248
ip dhcp snooping binding =~ > K 2-250
ip dhcp snooping database =~ > K 2-252

ip dhcp snooping information option allow-untrusted =~
K 2-256

ip dhcp snooping information option format remote-id =~
v K 2-258

ip dhcp snooping information option =~ > N 2-254
ip dhcp snooping limit rate =< > K 2-259

ip dhcp snooping trust =~ > K 2-260

ip dhcp snooping verify =< > K 2-261

ip dhcp snooping vlan information option format-type
circuit-id string =~ > K 2-264

ip dhcp snooping vlan =< > K 2-262
ip dhep snooping =~ > K 2-249
IPDHCP AX—t> 7
[DHCP AxX—¥v 7| &R
ip igmp filter =~ K 2-266
ip igmp max-groups =~ K 2-267, 2-291, 2-293
ip igmp profile =<~ 2-269

ip igmp snooping last-member-query-interval =< >~
K 2-273

ip igmp snooping querier =~ > K 2-275
ip igmp snooping report-suppression =< > K 2-277
ip igmp snooping tcn flood =~ >~ 2-281
ip igmp snooping tcn =~ > K 2-279
ip igmp snooping vlan immediate-leave =~ N 2-282
ip igmp snooping vlan mrouter =< >~ 2-283
ip igmp snooping vlan static =~ > K 2-285
ip igmp snooping =~v > K 2-271
IP Phone
auto-QoS MR E  2-61
EEENTATy NEEET S 2-402
IP Precedence/DSCP ~ > 7 2-376
ip snap forwarding =< > K 2-287
ip source binding =~ K 2-288
ipssh == K 2-290
ipv6 access-list =~ > K 2-298
ipv6 address dhcp =~ > K 2-301
ipv6 dhcp client request vendor =< > K 2-302
ipv6 dhcp ping packets =~ > K 2-303
ipvé dhcp pool =~ > K 2-304
ipv6 dhcp server =~ > K 2-307

ipv6 mld snooping last-listener-query count =< >~
F2-311

ipv6é mld snooping last-listener-query-interval =< >~
F 2-313

l Catalyst3750 R4 wF IRV F YI7L2R

OL-26659-03-3 |



ipv6 mld snooping listener-message-suppression ==~ >~
F 2-315

ipv6 mld snooping robustness-variable =< >~ 2-316
ipv6 mld snooping tcn =~ > K 2-318
ipvé mld snooping vlan =< > K 2-319
ipv6 mld snooping =~ > F  2-309
IPv6 SDM 7> 7L —F  2-486
ipv6 traffic-filter =~ > K 2-321
IPv6 7 7R U RN HEREMHE  2-135
ip verify source smartlog =~ >~  2-297
ip verify source =~ > K 2-295
IP7 FLA, &E 2-226
IP7 RLADA  2-363
IPEETA— R
Ax—7 4 2-295
A2ET 4 w7 IPREEILAAL T 427 2-288
T 4E—=T 0 2-295
IP~VFHFy AT FLX 2410

Index W

L

12protocol-tunnel cos =< > K 2-326
12protocol-tunnel =< >~ 2-323
LACP
[EtherChannel ] %%
lacp port-priority =~ > K 2-327
lacp system-priority =~ > K 2-329
Layer2 £— K, A x—7/{k 2-815
Layer 3 €— ., 4 x—7fk 2-815
Link Aggregation Control Protocol
[EtherChannel] #%MR
link state group =~ > F  2-331
link state track =~ > K 2-333

location (/> #—7 A A a7 4 X2l —ar) a
~> K 2-336

location (ZF/e— X)L 27 4 Fal—gy) avwy
rF  2-334

logging event power-inline-status =~ > K  2-339
logging event =~ K 2-338
logging file =~ > K 2-340

M

mab request format attribute 1 =~ >~ 2-344
mab request format attribute 2 =~ K 2-346
mab request format attribute 32 =~ >~ 2-347
mac access-group =< K 2-349

mac access-list extended =~ F  2-351

mac address-table aging-time  2-349, 2-363
mac address-table aging-time =< > K 2-353
mac address-table learning =~ >  2-354
mac address-table move update =~ >~  2-356
mac address-table notification =~ > K  2-358
mac address-table static drop =~ > K 2-361
mac address-table static =~ > N 2-360

MAC 77t UX L 2-140

MACT77%RA VAFary74FXal—g F—
F 2-351

MAC 7 KL &
MAC 7 F vz b7 v 7oA x—7fk 2-358

MAC 7 RL AT —7ABITHEFOA X —T )L
it 2-356

VLAN 2t D MAC 7 RL R F—=2 7 DF 1 &—
7k 2-354

BEEASZ > 7  2-802

& 2-363

AAT A4 w7
A =Tz A LT Rry”  2-361
BNk L OHIER  2-360

FoR  2-660
EULE)
TV ZA L 2-353
Hikk  2-103
#FoR  2-653
ESGN

VLAN Hfiz  2-662

VLAN ©7 KL 2% 2-652
A H—T A AHNLL 2-655
AET 4 w7 2-660

28T 4y TNV BROF AT Iy =
FU  2-646
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BHIFEE  2-658

@) 2-653
MAC 7 KL & 7 L—7F Fr  2-645
MAC 7 RV xi@a, 73y 27 B-27

match (77 A ~vy 7 a7 4F¥al—vgy) a<
v K 2-363

match (752 ~v7F a7 4F¥alL—5) avy
K 2-365

mdix auto =~ K 2-367
memory (7 —hwu—4%) a~<v K A-13
mkdir (7—hr—%) a~v K A-14
MLD A X —t > 7
A x—7 4 2-309
7Y —DRE 2-311, 2-313
®E 2-315, 2-316
bR B AR R A O
Fo™ 2-622
mls qos aggregate-policer =~ K 2-370

& 2-318

5

mlsqoscos =~ K 2-372

mls gos dscp-mutation =~ > N 2-374
mlsgosmap =~ > K 2-376

mls gos queue-set output buffers =< > K 2-380
mls qos queue-set output threshold =~ > K  2-382
mls qos rewrite ip dscp =~ > K 2-384

mls gos srr-queue input bandwidth =< > K 2-386
mls qos srr-queue input buffers =~ > K  2-388
mls gos srr-queue input cos-map =~ > K 2-390
mls gos srr-queue input dscp-map =~ K 2-392
mls qos srr-queue input priority-queue = <> N 2-394
mls qos srr-queue input threshold =~ > 2-396
mls qos srr-queue output cos-map =~ K 2-398
mls gos srr-queue output dscp-map =~ > K 2-400
mls gos trust =< > K 2-402

mls gos vlan-based =~ > K 2-404

mlsqos =~v>» K 2-368

Mode ;R % >, /2T — FEIE  2-491

monitor session =~ > K 2-405

more (F—hr—%) a~v K A-15

MSTP

MST V—> =3 v~
MST =27 4Falb—var E—FK 2-766
VLAN LA R F Ao~y T 2-766
BREFIIMREPOHROFR  2-766

a7 4 FXal—yary e &k
5 2-766

RES  2-766
For  2-701
EHEROFI  2-766
EREOEA  2-766
AT — ME#HROFER  2-700
AT — MNEH
BPDU i — KA x—7 b 2-751, 2-783

BPDU 7 4 V& U 7 DA X—T7 4k 2-749,
2-783

PortFast %fjsiR— rDT ¥ v & 2-783
Port Fast 1 x—7/L{k. 2-783, 2-786
RSB AERF  2-770

THT—F 4T AT — b ~DEHER
1T 2-761

TRyX T AT LT AT =T 4T R
F—h~ 2-786

VA=V 7B T —=7 2757 — DY
i 2-770

MHAEZEH  2-112

RA aA K 2-768

#~  2-701

Zu ha BT uk AOERK  2-112

b E— K 2-764

Voo 247 2-761

Jb— K AA v F
BPDU Ku v FETokFEy 7  2-773
BPDU #* v &—T /K 2-772
hello BPDU * v —T OER  2-771, 2-779
hello # £ & 2-771, 2-779
JEET AT N ID OFE 2-757
AL v FOTIFAFY T+ 2-778
BPUZET DR — b 77404V T 4 2-T75
TIA=VERITEIFY 2-T79
AR 2-772
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Jb— K R—h
FEEAR— FOHIR  2-759
N— bk T—F 2-759
N— &7 DR —FOFIR  2-759
N—"T J— R 2-759
MTU
Fa—/VEREOERR 2-713
YA RO E  2-857
Multicase Listener Discovery
'MLDJ =%
Multicast Listener Discovery
IMLD] #&/
Multicast VLAN, MVR 2-411
Multicast VLAN Registration
IMVR] %%
MVR
7T RLADZ AU T A 2411
AP =T A ZEROFKTR  2-678
AV B =T oA ADFE 2-413

E  2-410
TRy T Avv— FR B-31
®r  2-677

A= £Kr 2-680
mvr vlan group =~ > K 2-414
mr ({v ¥ —TxA A a7 4Falb—agy) avy
K 2-413
mvr (Zo—L a7 ¥al—gy) avy
K 2-410

Index W

no authentication logging verbose  2-423
no dotlx logging verbose 2-424

no mab logging verbose 2-425
nonegotiate, #HE 2-794

non-stop forwarding  2-426

novlan =< > K 2-872

nsf =~ K 2-426

N

Network Admission Control Software Configuration
Guide 2-228, 2-230

network-policy profile (*y FV =2/ RV — a7 ¢
Xal—vary) avr K 2-419

network-policy (Z/m— L 27 4 Fal—gy) =
~ K 2-417

network-policy =< > K 2-416
nmsp attachment suppress =~ K 2-422
nmsp =¥ K 2-421

P

PAgP

[EtherChannel] %%
pagp learn-method =~ > K  2-428
pagp port-priority =~ > F  2-430

permit (ARP 7 7R VA Kk a7 4Xal—va))
o~ K 2-434

permit (IPv6) =~ K 2-436

permit (MAC 727 tEAX VAR a7 4 ¥zl —3a))
a<w R 2-442

Per-VLAN Spanning-Tree Plus
ISTP) #Z& M
PIM-DVMRP, </ F* ¥ X kb L—&5HEH G 2-283
PoE
ayhe—7 LURAAEOER  2-541
KorX 27 2-339
EEHEROF R 2-691
EIEHE— FORE 2-453
WHRE  2-456
police aggregate =~ >~  2-447
police =~ > K 2-445
policy-map =~ K 2-449
Port Aggregation Protocol
[EtherChannel] % %
port-channel load-balance =~ >~ 2-452
PortFast, A x=> 7> U—H 2-786
power inline consumption =~ > K 2-456
power inline =~ > K  2-453
Power over Ethernet
[PoE) =&
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power rps =~ (=—# EXEC) 2-458
priority-queue =~ K 2-461
private-vlan mapping =~ > K  2-466
private-vlan =~ > F  2-463
psp 2-468
psp 2~¥ > K  2-468
PVST+

[STP) =&

Q

QoS
auto-QoS
BiE 2-61
TNy T Ayk—Y Foik B4
auto-QoS trust

E  2-55
Auto-QoS v 5 A4
HE 2-58

DSCP % 2-384
DSCP OfE#HTE R — I
DSCP/DSCP £#i~ v 7 DEFHKR 2-376
DSCP/DSCP £~ v 7 Dii 1 2-374
IP Phone DS 258H4  2-402
VLAN ~X—=x  2-404
A% =7 2-368
Fa— BEAX2—0DAfx—7{ 2-461
IIGATYT
—HREEDOFEEX 2-365
fER 2-89
#r  2-524
H¥ =2 —

CoOSEDF a—BLUOLEVWVE~D~< v B
7 2-398

CoS HJFa—DLEVWME~Y Yy FOEHK  2-398
CoSHiIFa—DLEVEY vy 7DFRR  2-670

DSCPEDOF 2 —B LR L & \WME~D~ v B
7 2-400

DSCP ijFa— L& W~ v 7DiER  2-400

DSCP HHiF¥F =2—D L EVE~ v 7TDF
K 2-670

WTD LEWEORE  2-382
Xoa—A T DOREHEOETRT  2-667
¥a—ty hOFR 2-673
BRBLOTRFEARAEYED Y TOF

T 2-382
g L 22— I OFEE 2-800
BIE S = — L S A a— U T DE)

i 2-798
Ny 77 OED YT 2-380
Ny 77 ED B TORR  2-667
R— N TORKIEOHIR  2-796
R—=rDFa—ty b~Dwv 7  2-470
REFHROER  2-664
HEry o CoSEDER  2-372
MR

Fa—lANSLNZ, FREFHIBRENT Ny
F  2-667

EZIE L7 CoSE  2-667

%55 L7- DSCP i 2-667

a7y ANVRNIOSRT Y N 2-667
A F¥ 2 —

COSEDF 2—B LR L EVVME~D~ v B
7 2-390

CoOS ANNFa—DLEXWME~Y Yy 7OEHE  2-390
CoOS ANNF¥Fa—DLEVWE~Y Yy 7OFERR  2-670

DSCPEDF 2 —B LT LEVWE~D~ v B
7 2-392

DSCP AJiFa— L& VW~ Yy 7OER 2-392

DSCP A1F¥F 2—D L EVE~ v 7TDOF
K 2-670

SRRAFZ TV a—U T OEHLDE DY
T 2-386

WTD L& WD E  2-396

Xo—A T ORHOERT  2-667

HEDORR  2-666

Ny 77 OEDYET 2-388

Ny 77 EIDETORR  2-667

TIAFIT 4 Fa—DAF—T L 2-394
R— N OEEIRE  2-402
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DSCP f& & 7=1% IP precedence fEDF%E  2-498
A B —T x4 A~DiEM  2-493, 2-500

Mg 2-450

fERC  2-449

ERRY S—0iEH  2-447

EFkEE  2-865

NZ 74w DEE 2-86

AUV —DEFR 2-370, 2-445

RNY Y —DFR  2-665
RV 7#E DSCP < v

A

2-376

i 2-376, 2-390, 2-392, 2-398, 2-400

QoS DR — ~ DIFHEIKE
Quality of Service
QoS #& M

queue-set 2~ K

2-402

2-470

R

radius-server dead-criteria =~ > K
radius-server host =~ > K 2-473
Rapid Per-VLAN Spanning-Tree Plus
[STP) =M
Rapid PVST+
[STP) =%
rcommand =~ > K 2-475
Redundant Power Supply

RPS| =M

reload =2~ K 2-477
remote-span =~ > K  2-480
remote =~ > K  2-479

rename (F—hr—%) <K A-16
renew ip dhcp snooping database =~ >
reset (7—hm—%) a~vF  A-17
rmdir (7 —hre—%) a2~<v> R  A-18
rmon collection stats =~ >~  2-485
RPS 2300

B 2-458

2-471

2-482

Index

HE  2-458
RSPAN
2-480
RSPAN +NZ7 7 4w 7 D7 4 NVE Y T
RE  2-405

remote-span =~ > K
2-405

S

sdm prefer =~ > K 2-486

SDM 7> 7L — |
RSN Y —R
AL xR T 2-487
7T =27V IPv4 55 X OV IPV6
#FoR 2-696

SDM 2 A~y F E£— K

service password-recovery =t~ K

2-493

2-488

2-486

2-487, 2-709
2-491
service-policy =~
2-496
setup express =~ K
2-500
2-498
set (F—hmr—%) a<v K A-19
2-505
2-508
2-509
2-510
2-514
2-518
show cable-diagnostics tdr =~ > K
2-523
show class-map ==~ > K

session =< K
2-503
setup =~ K

set =a~w o K

show access-lists =~ |
show archive status =~ > F
show arp access-list =< > K
show authentication =~
show auto qos ==~ K
show boot =~ |
2-520
show cisp =~ I
2-524
show cluster candidates =~ > K 2-527
show cluster members =< > K 2-529
2-525

show controllers cpu-interface =~ > R

show cluster =< > N
2-531
show controllers ethernet-controller =< > K  2-533
show controllers power inline =< ~  2-541
2-543

2-545

show controllers tcam =~ > N

show controller utilization =~ > K
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show device-sensor cache =~ > K 2-547

show dotlg-tunnel =< >  2-552

show dotlx =~ > F  2-553

show dtp  2-557

showeap =~ K 2-559

showenv =< K 2-562

show errdisable detect =~ > F  2-566

show errdisable flap-values =~ F  2-568
show errdisable recovery =< > K 2-569

show etherchannel =< F 2-571

show fallback profile =~ K 2-574

show flowcontrol =~ > K 2-575

show idprom =~ > K 2-577

show interfaces counters =~ > F  2-589

show interfaces =~ K 2-579

show inventory =~ > F  2-591

show ip arp inspection =< > K 2-592

show ipc == F 2-616

show ip dhcp snooping binding =~ K 2-597
show ip dhcp snooping database =~ > K 2-599, 2-601
show ip dhcp snooping ==~ K 2-596

show ip igmp profile =~ >~  2-604

show ip igmp snooping groups =~ > K  2-608
show ip igmp snooping mrouter =~ > K 2-610
show ip igmp snooping querier =< > K  2-611
show ip igmp snooping =~ K 2-605, 2-622
show ip source binding =~ >~  2-613

show ipv6 access-list =< > K 2-619

show ipv6 dhcp conflict =~ >~ 2-621

show ipv6 route updated 2-630

show ip verify source =~ >~ 2-614

show I2protocol-tunnel =<~ 2-632

show lacp =~ > F 2-634

show link state group =~ > K  2-638

show mac access-group =~ K 2-645

show mac address-table address =~ > N 2-648
show mac address-table aging time =~ > K 2-650
show mac address-table count =< > K 2-652

show mac address-table dynamic =~ > K  2-653

show mac address-table interface =~ > N  2-655
show mac address-table move update =~ > K  2-657

show mac address-table notification =~ > F  2-105,
2-658, B-29

show mac address-table static =~ > K 2-660
show mac address-table vlan == K 2-662
show mac address-table =~ > F  2-646
show mls qos aggregate-policer =~ > K 2-665
show mls gos input-queue =~ N 2-666
show mls qos interface =~ >~ 2-667

show mls qos maps =~ > K  2-670

show mls qos queue-set =~ > K 2-673

show mlsqosvlan == > 2-674

show mlsqos =< K 2-664

show monitor =< 2-675

show mvr interface =~ > K 2-678

show mvr members =~ K 2-680

show mvr =< 2-677

show network-policy profile =<~ 2-682
show nmsp =~ > K  2-683

show pagp =~ > K 2-686

show platformacl =< C-2

show platform backup interface =~ >~ C-3
show platform configuration =~ >~ C-4
show platform etherchannel =< >~ C-5
show platform forward =~ > C-6

show platform frontend-controller =< > K C-8
show platform igmp snooping =< K C-9
show platform ipc trace =~ > K C-16

show platform ip multicast =~ K C-10
show platform ip unicast == > F C-11
show platform ipv6 unicast =~ F C-17
show platform ipwcep =~ > K C-15

show platform layerdop =~ > K C-19

show platform mac-address-table =~ >~ C-20
show platform messaging =~ > K C-21
show platform monitor =~ >~  C-22

show platform mvr table =~ > F C-23

show platform pm =~ K C-24
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show platform port-asic =~ > K C-25
show platform port-security =~ > K  C-29
show platform gqos =~ > K  C-30

show platform resource-manager =~ > K

show platform spanning-tree =~ > K C-34
show platform stack manager =~> K C-36

show platform stp-instance =~ K  C-35
show platformtb =~ >~ C-40

show platform tcam =~ K C-41
show platform vlan =~ > K C-44
show policy-map =~ > K 2-688
show port security =< > K 2-689
show power inline =~ > K 2-691
show psp config 2-694

show psp config =~ > K 2-694
show psp statistics  2-695

show psp statistics =< > K 2-695
show sdm prefer =~ > K  2-696
show setup express =~ > K 2-699
show spanning-tree =~ > K  2-700
show storm-control =< F  2-706
show switch =< > K  2-708

show system mtu =~ > K 2-713
show trust =< > K 2-865

show udld =<> K 2-714

show version =2~ K 2-717

show vlan access-map =~ > N 2-724
show vlan filter =~ K 2-725
showvlan =~ F 2-719

showvlan =~ F, 74— K  2-721
show vmps =~ > K 2-726

showvtp =~ K 2-728

shutdown vlan =~ > K 2-734
shutdown =~ > K  2-733

small violation-rate =~ >~  2-735
snmp-server enable traps =~ K 2-737
snmp-server host =~ K 2-742

snmp trap mac-notification change =~ >

C-31

show platform snmp counters =~ > F  C-33

2-746

Index W

SNMP @41, EED0A x—7 v 2-737

SNMP ~J v
MAC 7 F L Zi@migRED A r— 71k 2-358
MAC 7 RLzi@f k7 v 7 DA x—7 ik 2-746
EEDOA =T 2-737

SNMP R b, $87E  2-742

SoftPhone
[Cisco SoftPhone| %%

SPAN
SPAN "o 7 4 v o D7 4% 7 2-405
tyiar

AV HE—=T A A~DEM  2-405
BB 2-405

FRE  2-405

FNRy T Avk—Y, £ B-30
spanning-tree backbonefast =~ > K 2-748
spanning-tree bpdufilter =~ >~ 2-749
spanning-tree bpduguard =~ >~ 2-751
spanning-tree cost =~ K 2-753
spanning-tree etherchannel =~ > F  2-755
spanning-tree extend system-id =~ > K  2-757
spanning-tree guard =~ > K 2-759
spanning-tree link-type =~ > K  2-761
spanning-tree loopguard default =<> K 2-763
spanning-tree mode =~ K 2-764
spanning-tree mst configuration =~ > K 2-766
spanning-tree mst cost =~ K 2-768
spanning-tree mst forward-time =~ >~  2-770
spanning-tree mst hello-time =< > K  2-771
spanning-tree mst max-age =~ K 2-772
spanning-tree mst max-hops =~ > K 2-773
spanning-tree mst port-priority =~ > 8  2-775
spanning-tree mst pre-standard =~ > K 2-777
spanning-tree mst priority =~ > K 2-778
spanning-tree mst root =~  2-779

spanning-tree portfast (f > ¥ —7 A X a7 4 ¥ =
L—yay) avw K 2-786

spanning-tree portfast (/' m— )L 207 4 Falb— 3
V) a~vr RN 2-783
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spanning-tree port-priority =< > K 2-781
spanning-tree transmit hold-count =< > K  2-788
spanning-tree uplinkfast =< >~ 2-789
spanning-tree vlan =< 8 2-791

speed =¥ K 2-794

srr-queue bandwidth limit =< > K 2-796
srr-queue bandwidth share =< K  2-800

SSH, N"—Y a3 v O E 2-290

stack-mac persistent timer =~ >~ 2-802

storm-control =~ > K  2-805
STP

BackboneFast 2-748
EtherChannel O EF/E 2-755
VLAN 7>z >  2-778, 2-791
s, 707 2-111

JEsE A7 A 1D 2-757

MY 7 EEomL  2-748
27— MEHROFRR  2-700
AT — MER

BPDU #— KD A x—7{t.  2-751, 2-783

BPDU 7 4 V& U 7 DA X—T7 Ak 2-749,

2-783
PortFast XfjiR— hDT v v F&E 7 2-783
Port Fast ® A x—7/L{k. 2-783, 2-786

TT— AT — I LEETLIZA~—DA F—T

b 2-209
RSB AERER]  2-791

Tavx T AT LT T —F 4T A

7— bk~ 2-786

VR=V TBIOVT—=07 27— O
M 2-791

TNy T Aye—T FR
BackboneFast £~ B-87
MSTP  B-90
UplinkFast B-94
&iwf{k &7z BPDU 4L B-89
A vF A B-92
AN= T YV—DT 7T 47 4 B-85
%= s’ BPDU B-88
INA @A 2-753

Im han brxrY o rofx—714 2-323
v kran e—FK 2-764
=k AA vF
BPDU * vt—T DRI 2-791
hello BPDU % vt —Y D[R 2-791
hello # -1 & 2-791
iR 27 A ID OgE: 2-757, 2-792
24 FDOTIAF VT4 2-791
BIRIZEHT 2R —F 77447+ 2-781
TIA=VERITEIFXY 2-791
AR 2-791
J— K A—Fh
UplinkFast 2-789
FLvb— b A— MERROEEE  2-789
fRER— FOHIR  2-759
J— K HH— R 2-759
N— K&l — FOFIRR 2-759
N—""F—F  2-759
STP Ok A7 A5 ID 2-757
SVI. fEp  2-221
SVI A7 —X ZADFtH  2-819
switchport access =~ K 2-817
switchport autostate exclude =< > K 2-819
switchport backup interface = <> K 2-821
switchport block =< > K 2-825
switchport host =~ >~ 2-827
switchport mode private-vlan =< > 2-831
switchport mode =~ >~  2-828
switchport nonegotiate =~ > K  2-833
switchport port-security aging =~ > K 2-840
switchport port-security =~ > K 2-835
switchport priority extend =< > K 2-842
switchport private-vlan =~ > K 2-844
switchport protected =~ > K 2-846
switchport trunk =< K 2-848
switchport voice vlan =~ > F  2-852, 2-853
switchport =~> K 2-815
switch priority =~ K  2-808, 2-810

switch provision =< > F 2-811

l Catalyst3750 R4 wF IRV F YI7L2R

OL-26659-03-3 |



switch renumber =<2 K 2-813

system env temperature threshold yellow =~ >~
k' 2-855

systemmtu =~ K 2-857

T

tar 7 7 A v, fERR. —EFRa, BLOHE  2-17
TDR. 3T 2-859

Telnet, 7 7 A% ZA v F~OBEIMEH  2-475
test cable-diagnostics tdr =~ > K 2-859
traceroute mac ip =~ K 2-863

traceroute mac = <> F  2-860

type (F—bhe—%) <K A-22

U

UubDLD
T VvyvT E—K  2-867, 2-869
A B=T A AT DA X—T ML 2-869
I —EEH A ~— 2-210
Ja =\l 2=k 2-867

XYy NETLAVE—T 2 ADY
~ 2-871

AT —H A 2-714
TRy T Ayk—Y Fx B-102
/J—~/)LE—F 2-867, 2-869
AvkE—y Zf~v— 2-867
udld port =< > K  2-869
udld reset =~ K 2-871
udld =<~ K 2-867
unset (F—hw—4%) av K  A-23
UplinkFast, STP 1 2-789

\Y

Version Mismatch €— K  2-709
version (77— htue—%) a<> K A-25
VLAN

Index

MAC 7 FL- &

¥ 2-652

FR  2-662
VTP @ SNMP ~Z v 2-740, 2-743
JreRHibe - 2-872

ZFAKVLAN OV 7 U hOA =T L
v 2-161, 2-172, 2-214

ML) 2-734
¥y hEUL 2-734
RE 2-872
EORT  2-719
BIEDWRAE  2-872
T 2-734
B 2-872
TRy T Ayk—v, KR
ISL B-98
VLAN IOS File System =5 — 75X + B-97
VLAN =X =Y D7 77 47 4 B-95
VTP B-100
YR 2-872
774 — K 2-831
RE  2-463
#x 2-719
774 ~— K VLAN] H &M
AT 4T BAT  2-875
vlan access-map =~ K 2-878
vlan dotlq tag native =< > 2-880
vlan filter =~ K  2-882
VLAN ID #ip  2-872
VLAN Query Protocol
VQP| %#Z&H3
VLAN Trunking Protocol
VTP =%
VLAN 7 7R <~y
Trvay 26
KA 2-7T24
VLIANT7 7R ~y 7 ar7 4 ¥al—vay T—
F 2-878
vian (Zme—)L ar 7 4 F¥al—vgy) avy
r 2-872
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VLAN 2> 7 4 Fa2b— 32 F—FR
Wz 1-3
w15
VLAN & 7E
R17F  2-872
Jb—v 2-876
VLAN T MLD AX—¥Y 7, 4 %—7 4 2-319
VLAN FZ %7 Fa han
'VTP)] &R
VLAN 7 ¢ V& FRax 2-725
VLAN X—2®» QoS 2-404

VLAN ~ v 7
1ERk  2-878
EF  2-363
wWH  2-882
FKx 2-724

VMPS

=T —EmEXA~— 2-210

P NORGE  2-887

ZA4F w7 VLAN HI 0 ¥ TOFMHFE 2-884
Fr  2-726

vmps reconfirm (7 uv— L 2> 7 4 Falb— g )
o< K 2-885

vmps reconfirm (§# EXEC) =~ K  2-884
vmps retry =< K 2-886
vmps server =< K 2-887
VM E£—F  2-709
VQP
747 v MEEHE®RO 7 V7 2-113
P— T L OmAITHE  2-886
AR 2-885
THMOFR  2-726
XA F v 7 VLAN 510 4 CTOHHMHER  2-884
XA FIv sy Tr78AFR—F 2-818
VTP
REDRF  2-872
wEtiEHR  2-728
R— NEMTOA =T 2-894
vtp

A 2 —7 Ak
foxU s 2-323
N— g2 2-890
Ih—=r7 2-890
N BRRT 4=/ 2-729
HHwoFRR  2-728
AT —F A  2-728
AT —HARRT 4 —)VF  2-731
RAA % 2-889
NAT—F  2-890
Ty AN% 2-889
E— kK 2-889
FEDZEE  2-889
Ih—=r7 2-890
Th—=v T oo r )7 2-114
E— kK 2-889
vtp primary =~ > K 2-895
vtp (A v F—T 24 A a7 4F¥al—ay) avy
K 2-894
vip (Za—r b ar 7 4 F¥alb—vay) avy
K 2-889

X

XENPAK £ =2—/L > U 7L EERPOM ff#  2-537,
2-577

&

TR T—T
P 2-223
MAC. £~ 2-645
TR arhp— xRy
ACE] =%
Tr7EA arihap—)b JRL
TACLI =2
TR AR—K 2-828
TI7EA~wy T ar74F¥al—raryE—F 2-363
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TIEAE—R  2-828
T77A VAL IPv6  2-298

T T L—F
VT RNT2T A A=
ar—  2-10

AT —HADE=HY 7  2-508
Xorr—FK  2-13
T RVvAOZA U T A 2-411

Ly
=YXy hario—7 HRELIRAZOE
/R 2-533
A= x v MEEHER, IEE 2-485
A A=Y
(V7 =T A A=) B5H
AE =Tz AR
MAC 7 RL A =7V DFER  2-655

A=Y Fy N A E =T 2 ADF ¥ F )V T N—"7
~OE Y 4T 2-80

miE®E  2-733

WE  2-200

T4 '—7 0k 2-733

TRy T Avye—U Rk B-18
B OFRE  2-219

R— b Fyrrmdlofk 2-217

Ao B —T A A AT 4F¥alb—ay E—FK 1-3,
1-4

AV B —T oA AOBWE, FE 2-794
A H—T A A~ m  2-127

z

=7 =M, R 2-568

#
7 VLAN
WE  2-852, 2-853

Index W

R—h FIFAF VT L DFRE 2-842
IREE®R, o~ 2-562
Fr A Bk

Ja—sYL ar7 4 F¥alb—vary E—FR

TARR—=ADT AN AT a—1LDr Y
7 2-155

FARNR—ZADT A NOHRE 2-155

NIVA BT EBMT AN AV a— DY
7 2-95

NIVAFEZZZWT AN ATV a— Dy b
77 2-95
NIVA B HBWT A FOBRE 2-95
AT a—Yrr
A4 x—7 ik 2-155
HiBx  2-155
RV a—IVENTEAAL v F A —3—
A x—7 Ak 2-155
F 4 =70k  2-155
TA N, B4 2-157
7 A MERR, B®E  2-155
FoR
A Xk ry 2-549
BEARAT Va— LI TWAEZRY  2-549
YR—FEINDHTA N AA—F 2-549

REEINEZT =T v 7 IRy Y LR
)b 2-549

7 A KMID  2-549
T A MR 2-549
T A MEER 2-549
SVAEFT=H Y TR A M, RE - 2-153

H
WERY >— <> 2-450
FE A B =X A

KA 2-209

2 A4 ~—ODfkE  2-210

FoR  2-94, 2-520, 2-566, 2-569
JroRMH . A A A v F o 2-117
PP VLAN
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#F VLAN U = | 2-848
WE 2-872
FN—=v ZHkY A L 2-848
BT EMESR 2-848
BREAK, £7  2-518

Fom 2-524
7 V7 471 VLAN  2-30

Ju—srUL ar 7 X¥al—ay E—F 1-2, 1-4

3

Cisco 10S 1 A —2  2-77
BREAKOF R 2-518
F#) 2-75
i 2-68, 2-72
#FAl VLAN  2-848
FFAIAT — b, A — o 2-186

-
AL v F
[V FA%| 25
av K AL vF
(7524 #5BMR
arvirte—7, ULV L X 2-496
a7 4Xalb—vary 7y
ARETORE  2-71, 2-76

RAT—REIEOT 4 E—T7 VIEOEEEE A-1

<

7 U —If#E, MVR 2-410
7T AR
HSRP /' V—TF DU T AZ~D/NA K
HSRP 2% L34 J—7"  2-124
SNMP +~Z v 7 2-737
R OR Y 7 B o MR 2-117
OB 2-120
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