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rmon collection stats

rmon collection stats

A=V Fy b ITN—T0iH (Te—FFr A MBI AT Xy R N 7y MBI AHEHAEOHR
. KmETESRE (CRC) BAMT I —BIOERICHETI = I —FHitbEat) 2INETHITT,
rmon collection stats { > ¥ —7 A X a7 4 Fal—var avr ReE#FHLET, 7741
BEICRETICIE., 20oa~vr Fono BREHFEHLET,

rmon collection stats index [owner name]

no rmon collection stats index [owner name]

BX DA index Remote Network Monitoring (RMON) UX£EHIfHA > T v 7 A, fEETE
HEFAIX 1 ~ 65535 T3,
owner name (f£&) RMON INEDFAH
T2+ RMON #EaHEHRINE LT 4 B —T7 LT,

a2 kK E—F AV H—T A A AT 4 Fal—ay

av > FERE yy—= EEEM
12.1(11)AX Zoawy REMENE L,

FREDHLA KSM4Y RMONSEHMERINE =~ Fidn—Fo =7 B ZIHESHWTWET,

1 WOFEITIE, FTEE root ® RMON #EHERZINET D FIEEZRFLET,

Switch (config)# interface gigabitethernet2/0/1
Switch(config-if)# rmon collection stats 2 owner root

FRIE X MEFRT 5121, show rmon statistics 574 EXEC =~ > FZ AN LET,

BEa<TFR avw vk E
show rmon statistics RMON #iHE#®E R R LET,
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M sdm prefer

sdm prefer

Switch Database Management (SDM) VU YV —REID B CTHEAINI T T L— b EFRETHIC

sdm prefer 70—/ )L 2> 7 4 Xal—var avwry FEERLET, 77— FE&H L'C /z

%AUV~X%%D%15 kf TV = a s THER SN OEREEZ KRR R—FTE X4,

TS —MEHEHTS CEY, 2=F v A V=T 4 T EIL VLAN RETY AT AFIHE

é”ﬁﬁkﬁﬁ L7b, 77)/7 X 77— (Catalyst 3750-12S 720}) T A7 vy 7 T 71—
WERLIED, 727V IPV4/IPv6 7> 7L — b ERIRLTIPV6 74V —F 4 7 %Y AR — LTz

Df%i¢0?7ﬁwkm%y7v~kmﬁﬁmm\:@:va@no%ﬁ%ﬁ%Li¢O

sdm prefer {access | default | dual-ipv4-and-ipv6 {default | routing | vlan} | routing |
vlan} [desktop]

no sdm prefer

BX DR access TR arhka—n JAR (ACL) O AT AMERARZFEABRBIZLET,
ACL "&b d546. 207 FL— 2R LET,
default AL FTT 7N EDOT T — e fEHTH L9 IC%ELET, Catalyst

3750-128 A v FTlX, T7 4N MDFTRAYZ by 7 T F L— NMIEET D
IZIE, desktop ¥—V— RZEHLET (FAZ by AL v FTT 741
NOT AT by T F U T L— MIRETDIN, BT T7IVT5—F AL T
TTFI7 AN DT 7V =4 T 7 L— MIEET HICIE. no sdm prefer =
v REMEHLET),

dual-ipv4-and-ipv6 [Pv4 L IPv6 [lifDN—T 4 > 7 HHR— 1 T57 07— FEBIRLET,
{default [routing [ = 4 el IPVA 1 IPv6 DL AT 2 & LA % 3 DRSS B E S

vlan} +

e routing : IPv4 RV v —_X—2 VL—F 4 > T % ETe IPvd B I IPv6 /L—
TAVTDOVAT AMERAEREZRKBIZLET,

e vlan : [Pv4 & IPv6 ® VLAN O A5 MR R RBIZLET,

routing =X Y AN N—T 4T DVAT AMEARERRKBIZLETST, BE. 20T
VL= EXY NI ORI HIN—FEZRZT TV THEALE
‘d—o

vlan VLAN OV AT AMERARERKBIZLET, 20T 7 — NI, v—%4
VITLBEWLA Y2 AL v TFOFERAICH LTV AT A Y Y —RERKIZ
7

desktop Catalyst 3750-12S A A v F (T 7 V5 =% STV — R "RT 740 1) k72
T L. desktop default, routing, vlan ®7 > 7L — hZRIRL F9°,

TIAIE FIZFN DT T L— MEITRTOBESYEICEES ST,

T
H
I
™.

av Yy Ja—R") a7 4 Xalb—g v
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sdm prefer l

avy FEE

BEREDAA FS54>

J1y—=x EEEM

12.1(11)AX oo~y REMSHE L,

12.1(14)EA1 TIVE—F F T L— B EMERE LT,

12.2(25)SEA 5 2 7L IPVA/IPV6 7 7 L— RSB SE L -,
12.2(25)SED TR FLrTL— hBNENE LT,

12.2(25)SEE F 2TV IPVAIPV6 M—F 4 V7 7o 7 L— RENShE LT,

DREZANT DIE. A v TFE2 ) n— RT3 L5ENHY £7, reload Frtf EXEC a<wy K%
7\7‘]‘?”%) AL, show sdm prefer =~ > K% AJJ9 % &, show sdm prefer aw R . BUZESE A
LTWD 77— BLB™) e —RRICT 7T 4 71577 L—Fh %Téﬂif

TAT Ny T AL T, TAZ by T T — U EYR—NLET, 77V 55— 24 v F
(Catalyst 3750-12S) IT A7 hy TRBIOT IV F—4 Fo 7L — O GEPR— LET, 77
V75— 24 F ET, TAZ Moy 7 F—U—FREADNLEWGE, 77V 5 —% 7071 — MRE
WEINEJ,

TRCDAL 7 AUNER—D SDM T A7 by 7E703 77V A= 07—k (R¥ v 7 ~
AH— IR ZHERALET, ILWAAL v F AUARRFZ v 7 ICEBMENTZHE, v A ¥ —LIC
BEESNTWD SDM OBREIEL, A vF a7 4 Xal—ar 77 A NVEBLIRVLAN 57— ~X—
A Ty AINEREEIC, HAxDAL v FTRESNEZT LV FL— b2 EEXLET,

AA T ABF T TIPV6 Ny Naeb—T 4 7T 5I20F, AF vy T7HRHOTXTDAAL v FTIP
P—ERA A A=V EFETLTVDRENRD Y £9, st (IPv6Options) ZHi->/37 > KPS, IPV6
NIy MIARZ I EON—RU 2T TLA—T 4 T INDTD, AA v TFNN—KRo=T JJ—RA
EHEVWRETZ LI EHA,

AUNRNT AL — A, v F FTETENTWET UL — 2 R—FTEXRVWES., A1 vFiT
SDM S A~v v F T—RIZAY, v AZ— AL vFNSDM T 7L —rE2EELRZVEIICLET,
FOHE, AL v FIFAX v I DA NRE L THETE A,

o wRAH— AA vF M Catalyst 3750-12S T, 77 V55— T T L — LT AT by T T 7
V= MIEEL, A vTFzVu—RNLEEE, Ay I EBENT A7 by 7 T 71— e
N Ltbr ETHEELEJ, Zd7®, Ternary Content Addressable Memory (TCAM) = kU @
BNTAZ by 7T T T = OV A RAE@BRIGE. REVEDONDAREEDRH Y £,

e Catalyst3750-12S ¥~ A ¥ — LT v TV —baT AT vy T T T VL — R LT TV = T
TL—PMIEREL, AL v T2V R —RLEGA, AX YT DAUNTHSITXTOT AT My
7 ZA v FILSDM S A< v F F— RICAY £,

o TUUVF—F TUTL— FEFETLTWS Catalyst 3750-128 A1 v F %, VAX—RNT A b
T AL T DALy TIEBMT %56, A¥ vy Ik, vAX—ETEBRINTNET A by
?/fv~bf@¢Li? Z0EH, TCAM = R DENRT A by 7 T L— kDA
A& 2 T4, Catalyst 3750-12S A N EIZH DHEITRONDAREMENIH Y £77,

ALy 7 ICETDHMERIZ. Y7 b7 ar7 4 ¥al— 3 HA RO Managing Switch
Stacks] DEAEZZMRL T ZE W,

TIRATUTL— NI, 20T 78 A arba— U XL (ACL) G T&5 XK 512 ACL D
VAT LAY Y —=RAERKBIZLET,
FTIFN DT T L —RE, VAT AU Y —RAEBEHEHLET,

sdm prefer vlan [desktop] 7' 72—/ )L a7 4 Xalb—var av s L, =T 47 L0V A
Y2AA v F 7 HAMNE LT AL v F EETTHERNLET, VLAN 77 L— R 2T 255,
VAT AL VY =RAFN=T 7 2 P UICTRENE A, V=T 4 7Y T b =T THEITS
NET, ZHhCEY, CPURIRAR LR, V=T 4 7 RT3 —< U ZAFRBITET LET,

| OL-26659-01-J

Catalyst 3750 R4 v F IvVF Y272 1



(2% Catalyst 3750 X1 v F Cisco I0S a2 F |

M sdm prefer

AA v F ECNV—TFT 4 U ITPA RX—T NI TGS V=T 47 T 7 —EfA LR
WTL 72 &, sdm prefer routing [desktop] 72— 3L 27 4 Falb—ay avy N2 AT
HIET N=T AT T T = Da=Fy A V=T 4 VTIZHN YT AT Y 2 OMEIC
EHSERVE T LET,

AZA v FTIPVO =T 4 ¥ T A X—=T T L2V gEIE, IPv4/IPv6 7 7 L— h & L7 ¢
< £ &\, sdm prefer ipv4-and-ipv6 {default | routing | vlan} [desktop] 7 2 —/ 3L 27 ¢ F =
L—yay avy ReEANTLE, UY—ARIPv4 & IPV6 IR 1T 6T, IPvA 74T —F 4~
ZIZHED S ToncY YV —ABHRINET,

#% 22312, TAZ by T ERBFT V=X AL v FDIPVARET 7 L — FENENTYHHR— b
ENLEY =20 EERLET, T L — FNDOMEIL, 8§ DDNV—T 4 LV ITRHBDOA L H—T =
A A EH1000 D VLAN IZESWTEY, T o7 b— b RBRENTEZHEDONN— R =2 TERE Y b
O Z TR LTWET, "— R =7 VY —=20HIEAN 021 EVOEEIT., LHEOA——7
72— X9 _XT CPU IZEDLIN, AL v TFDONRT 4 —< 2 AZERREENHET,

& 2-23 IPv4 T FL— &> THESNBHE) V—XDOBE
FRI by T FoTIL—F FTYVHF—=a FoFL—F
L— L—
7ot TFIOA+ |[TFav 7ot T4 |Fav

yy—2R 3 Lk i VLAN |z Lk g VLAN
a=%%Z K MACT7 FL & 4K 6 K 3K 12K [6K 6K 6K 12K
A B =%y b INA—TEHT o han 1K 1K 1K 1K 1K 1K 1K 1K
(IGMP) ZN—7BLO~LFFx¥ Ak L—F

a=%% 2k L—h 6 K 8K 11K 0 12K [I2K [20K |0

o RA MMCEBEE 4 K 6 K 3K 0 6 K 6K 6 K 0

o MEEL— 2K 2K 8K 0 6 K 6 K 14K |0
RY—_R—Z JL—F ¢ > Access Control 512 0 512 0 512 0 512 0
Entry (ACE; 7 7% % @i bu—n = k)

Quality of Service (QoS) 77¥E? ACE 512 512 512 512 896 896 512 896
tX=VU7 ¢® ACE 2K 1K 1K 1K 4K 1K 1K 1K
L4 ¥ 2 VLAN 1K 1K 1K 1K 1K 1K 1K 1K

# 22412, TAIZ vy T ERERFTITVF—F AL v TFOFT 2T )V IPV4A/IPV6 T 7 L — hENETNT
YR—FEINDEKY YV —2ADOMEZRLET,
® 2-24 Fa1TFILIPVAIPVE TV T L— Mok >THESh D) V—ADEE
FRAY kv 7 IPV4/IPv6 T FL—
~ 745 US—45 IPV4/IPv6 T FL— bk
—T1> —T1>

)y—xX FIANLE | T VLAN FI4ILE T VLAN
a=%% A MAC 7 FL % 2K 1536 8K 2K 2K 8K

IPv4 IGMP /' v —7 B XU~ /LFF v 2 |1K 1K 1K 1K 1K 0

JL— |k

IPv4 2=%+ 2 k L— hDOAEF: 3K 2816 3K 8K

o IPv4 7R A MIZE B 2K 1536 2K 2K

o [i#E IPv4 /L— b 1K 1280 1K 6 K 1K

l_Catalyst3750 R4 v F IV F YI27L 2R

OL-26659-01-J |



| £2% cCatalyst 3750 4 ¥ F Cisco I0S a<w > F

sdm prefer l

& 2-24 FTaF7IIPVA/IPv6 T TL— MIEk > THESh D) V—XDEHE (HE)
FRAY by T IPv4/IPv6 7 T L—
k 74545 —45 IPv4/IPv6 T FL— b
N—F1> N—Tq>
)y—2=R T2+ T VLAN T2+ T VLAN
IPv6 vV FFx Ak 71— 1K 1152 1K 1K 2176 1K
IPv6 L =% % A h JL— hDEEF - 3K 2816 0 3K 8 K 0
o HIEEEEH SN IPV6 T KL-A 2K 1536 0 2K 2K 0
o M#EIPV6 =2=F v A | b— | 1K 1280 0 1K 6K 0
IPv4 RY v — _X—2 L—F ¢ 7 ACE 0 256 0 0 512 0
IPv4 F 721X MAC QoS ACE (&3 512 512 512 876 896 876
IPv4 £7-1 3 MAC %=V 1+ ® ACE (& |1K 512 1K 512 1K 1K
)
IPv6 KV v — RX—2 L—F ¢ 7 ACE! |0 255 0 0 510 0
IPv6 QoS ACE 510 510 510 876 510 876
IPv6 % = U7 1+ ® ACE 510 510 510 876 510 876
l. 2OV YU —ATiE, IPV6 R v — R—2 L—F 4 L I R—FENTWER A,

#1 WOFITIE, TAZ Ry F AL v F LTTI7HA T L — N2BETD 2R LUET,

Switch (config)# sdm prefer access
Switch (config)# exit
Switch# reload

WOBTIX, A vy 7T AL v F ETLU—T 47 T 7L — b eRETHHEEZRLET,

Switch (config)# sdm prefer routing
Switch(config)# exit
Switch# reload

V2LINS
LET,
Switch (config)# sdm prefer routing desktop

Switch (config)# exit
Switch# reload

TlX,. 77V =2 AL v F ETCTFRI by TP N—T 47 T 7 — 2R ETDHITELZTR

ROFITIE, TAZ by AL v F ETT 74V FOFT 27V IPv4/IPv6 7 7 L — |k
EarLET,
Switch(config)# sdm prefer dual-ipv4-and-ipv6é default

Switch (config)# exit
Switch# reload

ERETHH

WOFITIE, AL v FDOT o TL— b 2T 74NV DT T — MNIEFRTLHEERLET, 77U
e 2L o F ETIE, ZNET 74NV OT TNV =2 T T — T, TAZ by AL vF Lk
T, THIETF 74V DOTFAT by F T 7L — NTT,

Switch (config) # no sdm prefer

Switch# (config) # exit
Switch# reload
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M sdm prefer

WOBTIX, 77V —F AL v F ETCTARAIZ by T T4V T 7T b— b aRET D HIEERL
iﬁ—o

Switch (config)# sdm prefer default desktop
Switch (config) # exit
Switch# reload

FRE Z R T HI2I%. show sdm prefer £i# EXEC =~v > REZ AN LET,

BEavUR avwyk EL

show sdm prefer REFEHAIN TS SDM 7o 7 L— b, FRI3ETE0 ) V—2RE DY
TOMBIZ L AEHTRER T T L — 2R R L FET,

Catalyst 3750 R4/ yF a2 F YI7L VR
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service password-recovery W

service password-recovery

NRRAT = REMEA D= A L%EA =TV (T 74V 8) IZT 5HITIX. service password-recovery 7
n—Vb arZ4Falb—vary avry FeHLET, ZOXAD=XLTE, A v FITWHEIC
T RATHT R a—PiE, AL v TFOBERBEAFRFZ Mode A ¥ &AL TEB) v 2ZHHr L,
FLWARAT = R2R ) B THILNRTEET, NAT— FREIEEED %27 4 =7 1T T DI
X, Zoavr Rone BREFEHALET, SATV—=REEAD=XLRT 4=V hbDL, 22—
YN AT LT 740 MRECRT ZECRAELEZHBEET., 7—h 722l cs £4,

service password-recovery

no service password-recovery

BX iR Toawy RIS, BIEEFEF—T— FiEdH 0 A,
FI+IE RAT — REAE A B = RN EA F—T L TF,

a2 kK E—F Jra—r) ar7 4 ¥al—vay

oy FERE yy—= EEEM
12.1(11)AX Coawy REMShE LT,

FEREDHA RFSL4Y 27 L& H#E 1T no service password-recovery =~ > RZEH LT, /"2 U — NEEHIED %
TAE—TNMITEET, TNV R a2—PFE, VAT LET 74V MREICRET Z L ICHEE
L7=SE7E T, "AU—FRZ2 ) ky hTEET,

NAY— REMEFIEZER T 212030 A4 v FITHWEINICT 7 8 24 52— %, EEOBFRRAR,
BEOR—FIX D EICHD LED BEITLT0D 1 ~2 ORI Mode RZ w2 LET, R¥ %
I &, VAT LSRR £,

NAY = REHEA = ZALNT 4 B =T VDBHE, ROA v —VRERRENET,

The password-recovery mechanism has been triggered, but
is currently disabled. Access to the boot loader prompt
through the password-recovery mechanism is disallowed at
this point. However, if you agree to let the system be
reset back to the default system configuration, access
to the boot loader prompt can still be allowed.

Would you like to reset the system back to the default configuration (y/n)?

Catalyst 3750 Rf yF av>F YI7LYR
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M service password-recovery

~

GE)

A—PRYAT LET 74V ERECY By FLRWEA, Mode RF 2 MSanbE LFLELIIC
WHOEB e EAREATLET, 2— PR VAT LAEZT 74NV MREICT Y T2 LR
Bh., 77y va ARV Darv4X¥al—rvary 7y APHIREN, VLAN 7 —#X—2 77 A
WV flash-vlan.dat 73 & D235E 11X Z D7 7 A VB HIBREANE T, no service password-recovery =~
REMHALCT, =0 R 2= AT =R 77 2% 4#lT 256, =0 K 2—FR2 7 — FEIE
FIEZFEH LTI AT L2 T 740 MEICRERTRREZZBE L, XA v F LITXBOHHTIC config 7 7 A
NOaAE—ZRFELTEB LHMRELET, A vF LiCconfig 77 A NDNy 7T v T HARIF LR
NWTLIZE Y,

ZA v FNVLAN b %7 Faban (VIP) FT AT Ly b F— RTEMEL TWAEA,
vlandat 7 7 A Vb A A v F LIFBIOLATICa L —2HFE L TR Z Ea#elE L F4,

service password-recovery ¥ 72!d no service password-recovery =~ Fx A ¥ v 7 ¥ AZ— T
AN LTSS, 23y RIERA Y v 7 RRIEF SN, AZ Yy 7RO TRTOAL »FIZHEAINET,

NRAT — ROBEERA X —T AT 4B —T V% RS 5121, show version f# EXEC =~ K
EANNLET,

£l ROFITIE, AA v F EETITAAL v TF AF v 7 ETRRAUV—REHEET  B—7WMICT 2l EER
LET, 2= VFIEIT 74V FRECRT I EICABLEBEGET, "ATV—R&2Uky b TEET,
Switch (config) # no service-password recovery
Switch (config)# exit
BEaTVF avwyk B
show version N=FU =27 BIOT77 =L 0 =7 ONR=Va MEREFIRLE
R
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service-policy W

service-policy

policy-map =~ FCEZRENTRY v — vy 7%, WEAKR— bk FE721% Switch Virtual Interface
(SVL, 24 v FREA o F =T = A A) OAINTHEAT HITIE, service-policy 1 ¥ —7 = A R a2
T4 Falb—varavry REFEALET, XU v— vy 7L R— FOMISFT ZHIBRT 212X, 2
Da~xy RO no BREHEHLET,

service-policy input policy-map-name

no service-policy input policy-map-name

B DA

GE)

TIAILE

input policy-map-name MEBAR—FEZIZSVIOANZ, BELIEARY V— vy 7 %A L E
R

history ¥—7 — KX, a2~ FI7AL DO~V T AN A3 ERINETH, PR —hSnTW0E
Fh, ZOF—U— RPNE L7-FEHERITEE L £3, output ¥—7V— KL HR—hIh T
o

A= PRV = = TEHA SN TWHEREA,

Ao B —=—T 2 A AT 4Fal—T3ar

BEREDAA FS54>

y1yy—=x EHEEH

12.1(11)AX Zoa<wy RRNBMERE L,

12.2(25)SE KUY v— ~ oy TEYEAR— b EE SVIICHEATE £,
12.2(25)SED R v— <y 7% SVIICHEHTE £,

PR—=FEINDERY = vy I, AJR— M 1 273 TY,

R v— vy FIIWEAR— FEIZ SVI TRETEE T, MWK — I no mls qos vlan-based 1 >~
=T xR AT 4 Fal—rary avy REfifH LT VLAN ~<—2 Quality of Service (QoS)
EFAE—=TNCT DL, K= MR = XN=Z2DRY v— <~ v FE2FEETEET, nomls qos
vlan-based f > ¥ —7 xA A a7 4 FXal— gy avy FEHEHRLTHYIHAR— T VLAN ~—
A QoS A F—TNMZTDHE, TTILHEFADHR— K X—2 KY v— <o INHIREINET, BE
RV — <oy 7ERELTSVIICHEATLE, AV F =Tz A LV KR — vy TRAS U —
Tz A AT INET,

RYv— vy 7L, WEAR— FEIESVI LOEE NI 7 4 v 7 1A TEEF, VLAN LLOR
Vo= vy P TREESNEZEZ TR LT, B4 0 F—T 2 A LV RY v— vy T HRIE
TEFET, BERY v — v lZo0nTiE, 2OV YV —RZKETDHY 7 hU=T a7 4 Falb—
v 3y A KT [Configuring QoS) DEZBMML T Z &,
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W service-policy

7l

A— MERIRREAZ A L= (72 & 21X, mls qos trust [cos | dscp | ip-precedence]) &R U 2 —
~ w7 (=& z2IE, service-policy input policy-map-name) 1XFIFHIZIEE TE £ A, KEITITbN
TREIC LY BIOREN EESERET,

police aggregate =~ R TRV v — =72 10X HEYy b A —F Xy F A F—TxA A
WEHT2E, =722V ET,

WORITIE, MEATI AR — MZ plemapl #EAT 2 HFEEZRLET,

Switch (config)# interface gigabitethernet2/0/1
Switch (config-if)# service-policy input plcmapl

WOBITIL, WELAE— b plemap? Z IR 5 HiE %7 LET,

Switch (config)# interface gigabitethernet2/0/1
Switch (config-if)# no service-policy input plcmap2

ROFITIE, VLAN R—2Z QoS 2314 F—7 NVDFEIT, AJ) SVIIZ plemapl %M+ 2 51Ea - L E
T

Switch(config)# interface vlan 10
Switch (config-if)# service-policy input plcmapl

WOFIL, BEERY > — <~ F&2{ER L. SVIICEAT S HiEZ R L THET,

Switch# enable

Switch# configure terminal

Enter configuration commands, one per line.End with CNTL/Z.
Switch (config)# access-list 101 permit ip any any

Switch (config)# class-map cm-1

Switch (config-cmap) # match access 101

Switch (config-cmap) # exit

Switch (config) # exit

Switch#

Switch#

Switch# configure terminal

Enter configuration commands, one per line.End with CNTL/Z.
Switch(config)# class-map cm-interface-1

Switch (config-cmap) # match input gigabitethernet3/0/1 - gigabitethernet3/0/2
Switch (config-cmap) # exit

Switch (config)# policy-map port-plcmap

Switch (config-pmap)# class-map cm-interface-1

Switch (config-pmap-c)# police 900000 9000 exc policed-dscp-transmit
Switch (config-pmap-c) # exit

Switch (config-pmap) #fexit

Switch (config) # policy-map vlan-plcmap

Switch (config-pmap) # class-map cm-1

Switch (config-pmap-c) # set dscp 7

Switch (config-pmap-c) # service-policy port-plcmap-1

Switch (config-pmap-c) # exit

Switch (config-pmap) # class-map cm-2

Switch (config-pmap-c) # match ip dscp 2

Switch (config-pmap-c) # service-policy port-plcmap-1

Switch (config-pmap) # exit

Switch (config-pmap) # class-map cm-3

Switch (config-pmap-c) # match ip dscp 3

Switch (config-pmap-c) # service-policy port-plcmap-2

Switch (config-pmap) # exit

Switch (config-pmap) # class-map cm-4

Switch (config-pmap-c)# trust dscp

Switch (config-pmap) # exit

Switch(config)# interface vlan 10

Catalyst 3750 R4/ yF a2 F YI7L VR
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service-policy W

Switch (config-if) #

Switch(config-if)# ser input vlan-plcmap
Switch (config-if)# exit

Switch(config)# exit

FRIE MR 5121%. show running-config $5# EXEC =~ FE AN L £,

Catalyst 3750 Rf yF av>F YI7LYR
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W service-policy

BEav VR avwy kR H L)
policy-map BE DR — MR AR AR Y o — v o TEERELIFELTE LT, —F
A ﬁfu f/“—%jﬂgﬁbij‘o
show policy-map QoS RV v—~=v 7 uEERLET,

show running-config AA vFDEFaAL T 4 X2 b—arEFERLET,

Catalyst 3750 R4/ yF a2 F YI7L VR
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session

session W

REEDAZ v 7 AN 2T 7 AT 5, Catalyst 3750G Integrated Wireless LAN Controller A A
Foary kv =T 7 ERATHICE, AZ v 7 v AHZ— LT session fit EXEC =~ > REffiA L
e

session stack-member-number [processor 1]

X DEREA

TI2HIE

avYkE—F

stack-member-number AVNEGERELET, HETEAHMAIX1I ~9 TT,
processor 1 LR By arosser vty (Catalyst 3750G Integrated
Wireless LAN Controller 2 A v FDfAIAH L b —TF) ZFEL
9, ZOXF—TU—FEANTHE, a2 bue—F CLI #fEHTEE
‘é‘@
) ZoOx—U—FKiE, VA YL ALAN 2>y ta—F AA vF7E
FICEHA S NET,

T7 4 MIEREINTWEREA,

Ja—nRN) a7 4 ¥l — g

avy FEE

EREDHA R34

]

yy—=x EEEM
12.1(11)AX “hawy FBMSNE LT,
12.2(25)FZ Catalyst 3750G Integrated Wireless LAN Controller 2 > 5 @ processor

F—U— R BIMSiIVE LT,

AURIET I BATEHE, AVARADESFNV AT A a7 MIBMENET,
AUN AL T T I BATBHIZIE, v AX =25 session 2~ REfHLET,

W he =27 7 BRATHICIE, vAZ—FEAZ L RT7ry A1 v F b, processor 1 %
FRE L CTsession =2~ FEFHLET, AF U RFT RV 2L v FIFHITAL N1 TT,

aryho—30avr R4y A0 F—T7 A AEET HIZIL, processor 1 ¥—7 — FEfH L F
T, a2 ba—FOFEFBRICOWVTIL, [Cisco Wireless LAN Controller Configuration Guide
Release 4.0] L T EEW,

WOFITIE, ANGIT 7 EBAT L HEEZRLET,

Switch(config)# session 6
Switch-6#

W ORFITIL, Catalyst 3750G Wireless LAN Controller 24 v F (RZ v R7a >y EEAF v 7 <A
B—=) THHAYN2Day  ha—J T 78 AT5HiEERLET,

Switch# session 2 processor 1

| OL-26659-01-J
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W session

(Cisco Controller)

User:
BREOY YR avwy kR St
reload Al —RL, REOEHEZHNLET,
switch AVNROTIAF VT A EEERLET,
switch renumber AUNREFEERLET,
show switch ALy I BRIOPEDA U NZET HERER R LET,
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set

set W

%% b @ DiffServ = — R A"+ > b (DSCP) F721% IP precedence fEZFHELTIP N7 7 4 v 7 %
ST DI set R v — <y T IR arTy ¥alb—vay avr FEHLEST, b7
T4 w7 OSEEEIRT A, Zoa<wr RO no JBRAFHLET,

set {dscp new-dscp | [ip] precedence new-precedence}

no set {dscp new-dscp | [ip] precedence new-precedence}

BXDEHEA dscp new-dscp SSHEENTE T 7 4 v 7280 5 THN5H LV DSCP ETY,
fRE T 2#PAIX 0 ~ 63 T9, —MAICHEHT 5 EICx LTl
== IAEANNTHIELELTEET,

[ip] precedence new-precedence /3¥HENT- b7 7 4 v 7 IZEIV 4 THRHH LW IP precedence fE
T, HETELHMEAIZ0 ~7 T, —RENMEH T HMICK L
TEH=—F=v A/ EANTTHIELTEET,
TIAIE NS T7 4y 7 ONFEITERSNLTVER A,

avYkE—F

RV —<=ov T IJT7RAars74FXal—av

avy FEE

EREDHA R34

yy—= EEEM

12.1(11)AX oawy RBEMEhE L,

12.2(25)SE ip dscp new-dscp % —V — RiL, dscp new-dscp IZEHL IE LT,
set dscp new-dscp =~ > Rl setip dscp new-dscp 2~ > RIZET I E
L7,

12.2(25)SEC ip ¥—7U— NI3LETT,

setipdsep RV v —~v 7 752 avr7 4 Fal—vary avwy FEEA LA, AA4 vFI
LoTZoavwr REAS v F a7 4 Fab—a O setdsep IZEL SN ET, setip dsep AV
Ve VTR ar74Fal—varyavry ReEANTHE AfyF arT 4 Fal—va
T ZORTEIT setdsep & LTHEREINET,

set ip precedence RV v — v 7 VTR a7 4 Fab— a3y av NEIL set precedence -
Vo— <=y VTR ar74¥al—yay avsy FEERTEET, AAMvF a7 1Falb—

T3 VT Z OFREIL set ip precedence & L TERINET,

FLRY v — <=y 7HNTIE, set av > Retrust RV — vy 7 752 ar74Falb—vaya
~ Y FERIFFICIRETE £ A,

set dscp new-dscp 2~ > K¥ 7213 set ip precedence new-precedence 2~ > RIZ 2\ TCiE, — A7

W=—F=w 782 ANNITEET, 728 213, setdsep afll =~ FEANTEET, T set dsep
10 =2~ > ROAS LR LTT, setip precedence critical =~ > R& AN TE £, s setip
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W set
precedence 5 2~ ROAJLFRLTY, Y R—FINH=—F=v 7 DVJ X MIOVTIL, set dscp
? £721% setip precedence ? =~ FEZ AN LT, 2~ FIA LD~V T A RY U 7% FRLTLE
éb\o
RYv— o7 ar7 s Falb—rary E—FIRDHITE, exit a2~ FEEHLET, F# EXEC
T— RIZEDIZIE, end 2~ REHEHLET,
il WOBITIE, AU F—=RNEESNTHNARNTXTOFTP 57 1 » 2712 DSCP il 10 2% 0 4T 5 5k
R LET,
Switch (config) # policy-map policy_ ftp
Switch (config-pmap) # class ftp_class
Switch (config-pmap-c)# set dscp 10
Switch (config-pmap) # exit
FEZ MR T DI2iE, show policy-map £t EXEC =2~ > FEAHNLET,
EEa<TUF avwyk HL
class HESNTI TA Sy THDRNT 74 v 73 —B5EMH (police, set, k&
Rtrust RV v — w7 79X a7 4F¥al—varyavwr RNIkbd) &
EFXLET,
police SDHELIEN T 74 v 7 IRV —2ERZLET,
policy-map B DR — MR ATRE R R Y o — ~ v THREREZEFERE LT, h—E X

R v—2fFELET,

show policy-map QoS RV v— v 7FaRRLET,

trust class RV v —~vv 7 ar74¥al—ar avy FEI class-map 7
=N arZ 4 F¥alb—vary avr REFERALTOEENTZNT 7 4
7 DIEFHIREZEELET,

Catalyst 3750 R4/ yF a2 F YI7L VR
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setup

setup Wl

AA v TR EIHET HITIE, setup F#HE EXEC 2~ > RE#HALET,

setup

BXXniA Zoawy R, BIEEREF—T— RiEh Y A,
avykE—F #HE EXEC
avy FBE yyy—= EEEH

12.1(11D)AX oo~y RREMENE L,

EREDAHA R34y

I

setup 2~ FEEMAT L2856, WOERPLBEITRY 7,

e IP7 FLABIUYRY NU—T w7

o EHBRBICKIT D /82T — RO Jigt

o AAVTFNITAL av U R ALy FBIPRI TAZAL L LTHEHINDNE O

setup =~ > K% A )95 &, System Configuration Dialog &\ 5 XM EEEDO X A T a rRERENE
T, AT 4 Falb—Tary TueARRMGISN, HRERDL T o RIS ET, {70
V7 NOBRICEIREND Iy a T ENTZMEIL, setup 2~ 2 NEEAEE 721X configure %7 EXEC 21~
VROWTIEER L CERESINIZRKEDOT 7 4L METT,

HTar T RTAVT TRAMBRESNET, ST TEXRARNIT 7 EATHICIE, Frr T T
SEE () ox—% AN LET,

ZER Al L, System Configuration Dialog % 1% £ THEITETIZHHE EXEC 7'r v 7 MIR B ITIF,
Ctrl+C ##f L £ 7,

EENETTLHE, By b7y 7mrIhib, By b7y 7 By va URIERER =
T4Xalb—vary avy R 27 Y7 ERERINET, REEZ NVRAM ICRIET 27, 5V IE#
EERAETICEy N T v 7a I aEida~vy R4y a7 NMIRD ZENTEET,

KOFITIE, setup 2~ RO HERLET,
Switch# setup
--- System Configuration Dialog ---

Continue with configuration dialog? [yes/nol: yes

At any point you may enter a question mark '?' for help.
Use ctrl-c to abort configuration dialog at any prompt.
Default settings are in square brackets '[]'.

Basic management setup configures only enough connectivity
for management of the system, extended setup will ask you

to configure each interface on the system.

Would you like to enter basic management setup? [yes/no]: yes

| OL-26659-01-J
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W setup

Configuring global parameters:
Enter host name [Switch]:host-name

The enable secret is a password used to protect access to

privileged EXEC and configuration modes. This password, after

entered, becomes encrypted in the configuration.
Enter enable secret: enable-secret-password

The enable password is used when you do not specify an

enable secret password, with some older software versions, and

some boot images.
Enter enable password: enable-password

The virtual terminal password is used to protect
access to the router over a network interface.

Enter virtual terminal password: terminal-password

Configure SNMP Network Management? [no]: yes
Community string [public]:

Current interface summary

Any interface listed with OK? value “NO” does not have a valid configuration

Interface IP-Address OK? Method Status
Vlanl 172.20.135.202 YES NVRAM up
GigabitEthernet6/0/1 unassigned YES unset up
GigabitEthernet6/0/2 unassigned YES unset up

<output truncated>
Port-channell unassigned YES unset up

Enter interface name used to connect to the
management network from the above interface summary: vlanl

Configuring interface vlanl:

Configure IP on this interface? [yes]: yes

IP address for this interface: ip address

Subnet mask for this interface [255.0.0.0]: subnet mask

Would you like to enable as a cluster command switch? [yes/no]:

Enter cluster name: cluster-name
The following configuration command script was created:

hostname host-name

enable secret 5 $1$LiBw$0XclwyT.PXPkuhFwgyhVi0
enable password enable-password
line vty 0 15

password terminal-password
snmp-server community public

|

no ip routing

|

interface GigabitEthernet6/0/1
no ip address

|

interface GigabitEthernet6/0/2

no ip address
I

Protocol
up

up

down
down

yes
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setup Wl
cluster enable cluster-name
!
end
Use this configuration? [yes/no]l: yes
|
[0] Go to the IOS command prompt without saving this config.
[1] Return back to the setup without saving this config.
[2] Save this configuration to nvram and exit.
Enter your selection [2]:
BREaTV R avok L]
show running-config AA v FDFETFaAL T 4 X2l —arrERERRLET,
show version N=RT 2T BIOT7 7 =LA 2TOR— a UEREERLE
j—o

Catalyst 3750 Rf yF av>F YI7LYR
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W setup express

setup express

Express Setup E— R%& A x—7 /W D12, setup express 72—/ L 27 4 Fa2lb—ig 2
< R&fH L E7, Express Setup E— K& 5 4 B—7 Mz T HHAE,. Zoa~r RO no B EH
MLET,

setup express

no setup express

BX DA Toawr RICE, BIBRERIRF—T—FIEHY A,
T2+ Express Setup (A X —7 /LT,
oYYk E—F roa—r g ar 74 Xalb—a

oy FERE yy—=x EEE
12.1(14)EA1 Zoavwy RPBEMEShE L,

EREDHARSL4Y  #HLWAA vF CR&E) LT Express Setup &1 12— 7 /MZd 584, Mode R % v % 2 B4 2
L C Express Setup A CEE 9, IP 7 K12 10.0.0.1 2#HT 24—V %> b R— MERATA
AV FIT I RATEET, TD%, AL vTF % Web ~<— 2D Express Setup 7127 7 A, Flix=
~VRIA Y 4B =T A4 A (CLI) "—=2ADkty N7 v7 70/ 7 hATHRETEET,

RELTAA »F T Mode N¥ % 2 HHIMT L, Mode RZ @ 11T & % LED AW LIED E T,
Mode A ¥ & &5 10 BRI LT 2 & A v FORTITHIRI I, AA v FRY 77— hIhET,
ZDOHE. AA v FIE, Web N—2D Express Setup 727 7 AFIX CLIR—ADE Y T v 7 7
BT LDNTANT, HILWAS Yy FOLIICHELET Z LR TEET,

GE) BREOEE (CLIR—2ADty N7 v 7 70l 7 LDHDTno E NNTHZEE2EL) 21754
IZ. Express Setup IZ L DR ELXFIHTE R 2D £, Mode R % 10 M LT D &, B
Express Setup 7217 #EITTXFE T, ZHICLY ., FEFHIFREN, A4 v TFRFEBHLET,

AA wF T BExpress Setup 237 7 T 4 7 72 A1Z, write memory £ 7213 copy
running-configuration startup-configuration %7 EXEC ==~ F%& AJj¥ % & | Express Setup (37F
TIT47ENET, ALy FOIP T FLA10.0.0.1 (FEZTIERLI R, ZOIP T L A&
LTWDERBIE T LET,

no setup express =~ > FOLERHEKIL, Mode RF > % 10 BREFT Z LIk > TAA v FORBREMN
HIBRE 20 %< Z & T,

Catalyst 3750 R4/ yF a2 F YI7L VR
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setup express W

i WOHITIiX, Express Setup T— K& A X —T NWMIT B HEEZRLET,
Switch (config) # setup express
Express Setup T— RN A 2 =TV TH D Z L 2RI HI21E, Mode R¥ EM L ET,
o RBEDAA v F T, Mode R¥ D Lic®H D LED I3 BRICT U —12kb £9,
o REINTAA T ETiE, Mode ® LED 28 2 BHEIZAI L, 10 BRIZT Y — 127 £9,

FB Mode A¥ a2 Gt 10 WM Lz &L, BREFHIFRS, A4 v FRFEH S ET,

WOFITIL, Express Setup E— F&7 4 B—7WICT 5 HiEERLET,
Switch (config)# no setup express
Mode R % > &3 & | Express Setup E— KB T 48 —7 L ThbH I & 4B TX £7, Express

Setup E— RN AL v FTA X —T N TRWEA, E— RKNLED X7V — I8 L\, FL/itT
V=T HEUIRD £7,

BEEavUF = B
show setup express Express Setup €— K7 77 4 T EIMERLET,

Catalyst 3750 Rf yF av>F YI7LYR
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Bl show access-lists

show access-lists

AL v FTCEREEINTZT7EA 2 ha— UA K (ACL) #F/-RT 5HIZi1%. show access-lists F5HE
EXEC =~ FaEMALET,

show access-lists [name | number | hardware counters | ipc]

T DA name ({FE) ACL o4RiT1,
number ({EE) ACL ©oF5T7, fEETE 28X 1 ~ 2699 T,
hardware counters LE) BIvEzoh, VT4 v 7 Iy hOra—)L
N—FT =T ACL HaHE#REERRLET,
ipc (f£%&) Interprocess Communication (IPC; 7 v ¥ A1) 7 v k
Al 7rEA VAN ary74Xalb—varoFdvro— RiERE
FRLET,
expression ZRRA M E L THERT 2NN LFHTY,
a2 F E®—F  f5H EXEC
av > FERE J1y—=x EEEM
12.1(11)AX oawy RBEMEE L,
12.1(14)EA1 ipc ¥—U— PR BEMINELE,

BEREDAA FS54>

~
()

AA v FILIP EEBIOEET 7 A UARNZTFEYSR—FLET, LEB-> T, FASNDHE
1. 1~ 199 & 1300 ~ 2699 721} T,

Zoawy RTIE, ®ESNT MACACL E R LET,

rate-limit X — 7V — NI, a2~ RIA4 D~V T A RY U AR RENTHETR, B R—FEHh
TWEHA,
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show access-lists W

1 WDOFTiL, show access-lists =~ FOH %R L F9,

Switch# show access-lists
Standard IP access list 1
10 permit 1.1.1.1
20 permit 2.2.2.2
30 permit any
40 permit 0.255.255.255, wildcard bits 12.0.0.0
Standard IP access list videowizard 1-1-1-1
10 permit 1.1.1.1
Standard IP access list videowizard 10-10-10-10
10 permit 10.10.10.10
Extended IP access list 121
10 permit ahp host 10.10.10.10 host 20.20.10.10 precedence routine
Extended IP access list CMP-NAT-ACL
Dynamic Cluster-HSRP deny ip any any
10 deny ip any host 19.19.11.11
20 deny ip any host 10.11.12.13
Dynamic Cluster-NAT permit ip any any
10 permit ip host 10.99.100.128 any
20 permit ip host 10.46.22.128 any
30 permit ip host 10.45.101.64 any
40 permit ip host 10.45.20.64 any
50 permit ip host 10.213.43.128 any
60 permit ip host 10.91.28.64 any
70 permit ip host 10.99.75.128 any
80 permit ip host 10.38.49.0 any

wOFITiL. show access-lists hardware counters =~ > RO Z R L ET,

Switch# show access-lists hardware counters
L2 ACL INPUT Statistics

Drop: All frame count: 855
Drop: All bytes count: 94143
Drop And Log: All frame count: 0
Drop And Log: All bytes count: 0
Bridge Only: All frame count: 0
Bridge Only: All bytes count: 0
Bridge Only And Log: All frame count: 0
Bridge Only And Log: All bytes count: 0
Forwarding To CPU: All frame count: O
Forwarding To CPU: All bytes count: 0
Forwarded: All frame count: 2121
Forwarded: All bytes count: 180762
Forwarded And Log: All frame count: 0
Forwarded And Log: All bytes count: 0

L3 ACL INPUT Statistics

Drop: All frame count: 0
Drop: All bytes count: O
Drop And Log: All frame count: 0
Drop And Log: All bytes count: 0
Bridge Only: All frame count: O
Bridge Only: All bytes count: 0
Bridge Only And Log: All frame count: 0
Bridge Only And Log: All bytes count: 0
Forwarding To CPU: All frame count: 0
Forwarding To CPU: All bytes count: 0
Forwarded: All frame count: 13586
Forwarded: All bytes count: 1236182
Forwarded And Log: All frame count: 0
Forwarded And Log: All bytes count: 0

Catalyst 3750 Rf yF av>F YI7LYR
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Bl show access-lists

L2 ACL OUTPUT Statistics

Drop: All frame count: 0
Drop: All bytes count: O

Drop And Log: All frame count: 0

Drop And Log: All bytes count: 0
Bridge Only: All frame count: O
Bridge Only: All bytes count: 0
Bridge Only And Log: All frame count: 0
Bridge Only And Log: All bytes count: 0
Forwarding To CPU: All frame count: 0
Forwarding To CPU: All bytes count: 0
Forwarded: All frame count: 232983
Forwarded: All bytes count: 16825661
Forwarded And Log: All frame count: 0
Forwarded And Log: All bytes count: 0

L3 ACL OUTPUT Statistics

Drop: All frame count: O
Drop: All bytes count: 0

Drop And Log: All frame count: 0

Drop And Log: All bytes count: O
Bridge Only: All frame count: 0
Bridge Only: All bytes count: 0
Bridge Only And Log: All frame count: 0O
Bridge Only And Log: All bytes count: 0O
Forwarding To CPU: All frame count: 0
Forwarding To CPU: All bytes count: O
Forwarded: All frame count: 514434
Forwarded: All bytes count: 39048748
Forwarded And Log: All frame count: O
Forwarded And Log: All bytes count: 0

BEZEa<2F avv kR St

access-list

AA Y FIHEREFETNIVEREE T 7 BRA VA MERELET,

ip access-list

AL FIHEENTZIP T 78X VA MNERELET,

mac access-list extended

ALy FIZ, BESNTEELEFEFEZOMNVEMAC T 7EA UANE
HELET,
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show archive status W

show archive status

HTTP £72I1X TFTP 70 Fa L TAAL v FIZF T a— RENTEH LA A=V DAT —H A F£RT

512X, show archive status 55# EXEC 2~ F&EHL £9,

show archive status

BXXniA Zoawy R, BIEEREF—T— RiEh Y A,
avykE—F #HE EXEC
avy FBE yyy—= EEEH

12.2(20)SE oo~y RREMENE L,

EREDAHA R34y

Bl

archive download-sw f## EXEC =~ > RZfH L TA A—T% TFTP 4 —NiZx v u— N+ 548
4. archive download-sw =~ ROH N TIE, Fvro—RKOARAT—ZANERINET,

TFTP H— 372 W54, HTTP 2 H L CTA A—Y &2 X v n— K4 5121k, Network Assistant &
IR T NA A 32—V ¥ Z#H LE 9, show archive status =~ K Tix, v o— Ko
PR N E TR I NE T,

wOFITix. show archive status =~ > RO 15 R~ L £,

Switch#

show archive status

IDLE: No upgrade in progress

Switch#

LOADING:

Switch#

EXTRACT:

Switch#
VERIFY:

Switch#
RELOAD:

show archive status
Upgrade in progress

show archive status
Extracting the image

show archive status
Verifying software

show archive status
Upgrade completed. Reload pending

avwyk H L]

archive download-sw TFTP 4 — B AL v FIZH LA A=A oa— R LET,
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Bl show arp access-list

show arp access-list

Address Resolution Protocol (ARP; 7 RV Af#k7 v han) 778 RA 2 ba—/b (URK) OFf

& F T HI2IE, show arp access-list EXEC 2~ FEFHEHA L ET,

show arp access-list [acl-name]

X DA acl-name (f£#) ACL 04 R TT,
AT K E—F  =—#% EXEC
F5HE EXEC
av Yy FEE )—2 EEEH
12.2(20)SE Zoavr RRBEMEhE LK,
1l WOFHITIL, show arp access-list =~ > RO ERLET,
Switch# show arp access-list
ARP access list rose
permit ip 10.101.1.1 0.0.0.255 mac any
permit ip 20.3.1.0 0.0.0.255 mac any
BEa<>F avwyFk B
arp access-list ARP ACL #E&EL £,

deny (ARP 772 U ZX k  Dynamic Host Configuration Protocol (DHCP) /XA T (> 7 & D—

ary74¥a2l—vay) HIZFHESWT ARP X7y hEHEHFLET,

ip arp inspection filter vian 2 %5 ¢ v 7 [P 7 RLATRESNEZRA B D ARP ERkEB &

WISEZFFAT LET,

permit (ARP 727X UX DHCP A 7T 47 LD—BUZHSNTARP N7y FafFrl L E

favrzseFXab—vay) 7,
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show authentication

show authentication

AA v T TR —T ¥ A X2 MZBETDEREFRT HI21E. show authentication EXEC =~
REMEHLET,

show authentication {interface interface-id | registrations | sessions [session-id
session-id] [handle handle] [interface interface-id] [mac mac] [method method] |
statistics [summary]}

X DEREA

interface interface-id ER) BELIEA LV Z—T oA AT DR~ R — T ¥ OFEMZ T T

AvYRTIANLE

FrLET,

method method UEE) #B7E LR35 (dotlx, mab. F7-1% webauth) (2 X - T
SN TAT e T_XTCERRLET,

registrations L) WA~F—Vy LIPA R —va v aErLET,

sessions EE) BEORIE~R—I YDy vay (mexif, 7747 MER)

DFMEFR R LET, A7V a v ORETEANI LGNS, BIEET 7747
ey varPNIRTEREINET, fFFEODEYVa Yy (Fhixkyrvay
DIN—T) BFERTDHITIE, HETEZHMT, FHEMAAEDETANT

TET,
session-id session-id (EE) Bif~2—Y vy arZRELET,
handle handle (ER) 1~ 4294967295 O#iFHZHTE L ET,
mac mac (BE) 8L MAC 7 RL AR~ — V¥ EHEF T LET,
statistics (fER) FRAEHGFHEREFHELSERLET,
summary LE) #iitERoYy~ Y —2R R LET,

Toawy RIZET 74NV NEREELH Y TR A,

avYkFE—F  =2—%EXEC
¥t EXEC
av Y FREE yy—2 EEEM
12.2(50)SE oawy FREBMShE L,

EREDAHA R34y

>
B

# 2-25 ¢, show authentication =~ > RO NIZEKRENDEHER T 4 — /L FIZHOWTHEBHLET,

Ty arDAT X AHHTEAMERIORLET, BRTAT—F Dty g TiE, fREHL
7= B2 WAL, Authz Success F 7213 Authz Failed 7% No methods & & HIZFE REINFE T,

| OL-26659-01-J

Catalyst 3750 R4 v F IvVF Y272 1



(2% Catalyst 3750 X1 v F Cisco I0S a2 F |

W show authentication

]

* 2-25 show authentication a<> FOH A

Z4—ILF B

Idle Ty varPufbanE Lz, FRITEEFETEINTHERA,
Running Oy va rOFANETHTT,

No methods 0By varOfiREHLEZFRITH Y THA,

Authc Success FRIZE-T, 2Oy va VORGENRKIILE LT,
Authc Failed FRICEk-T, 2oty a v OFTIFITRELE L,
Authz Success ZOEyYa TR, TRTOBENEFICEASNE L,
Authz Failed IOty va T, MEEOEMAICKKLE L,

# 22610, FROAT— MNMMERATELEEZYV A NLET, CTAT— D&Y >3 Tk, Authe
Success. Authc Failed. F7-1% Failed over 7337 SNE T, Failed over 13, LT XN EITI N, &K
DFRIZT == A —_— L, RIS 2o E2BW L ET, Notrun id, AZ L /3A T

b Ly a v OESICERINET,

% 2-26 27— FAROE
AF—Fk LR
HRXORT—F | ELi:
Not run W ZDEyaryroFRITFTENTHERA,
Running el Oty varDFRRETHTT,
Failed over T ZOHFRIFRBRLE L, ROFAPBREZHTZ ENRTHE
NTHWET,
Authc Success  [#& T ZoRFRF, By va ol LR R AR L E L,
Authc Failed W ZOHFRIE, By v a v ORBLUTCRFEER R LE LT,

show authentications sessions interface =~ > RO )i, Security Policy ¥ & Security Status ®
TA4—NVRERRLET, ZhHD 7 ¢ —/L Fid, Media Access Control Security (MACsec) 7254
PR ENAR—=T NS> TWLERICOABEHAENET, ZDAA vFidk, MACsec ¥R —
LTWERA,

W DOHFITiX, show authentication registrations =~ > FZ /R L £ 7,

Switch# show authentication registrations
Auth Methods registered with the Auth Manager:
Handle Priority Name

3 0 dotlx

2 1 mab

1 2 webauth

W OB TIL, show authentication interface interface-id 2~ > K& L ET,

Switch# show authentication interface gigabitethernetl/0/23

Client list:

MAC Address Domain Status Handle Interface

000e.84af.59bd DATA Authz Success 0xE0000000 GigabitEthernetl/0/23
Available methods list:

Handle Priority Name

3 0 dotlx
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show authentication

Runnable methods list:
Handle Priority Name
3 0 dotlx

wOFITiX. show authentication sessions =~ > R& R L1,

Switch# show authentication sessions

Interface MAC Address Method Domain Status Session ID
Gi3/45 (unknown) N/A DATA Authz Failed 0908140400000007003651EC
Gi3/46 (unknown) N/A DATA Authz Success 09081404000000080057C274

WOFITIE, FEESNi=A % —7 =1 AD show authentication sessions =~ > NZ/RL£7,

Switch# show authentication sessions int gigabitethernet 3/0/46
Interface: GigabitEthernet3/0/46
MAC Address: Unknown
IP Address: Unknown
Status: Authz Success
Domain: DATA
Oper host mode: multi-host
Oper control dir: both
Authorized By: Guest Vlan
Vlan Policy: 4094
Session timeout: N/A
Idle timeout: N/A
Common Session ID: 09081404000000080057C274
Acct Session ID: 0x0000000A
Handle: 0xCC000008
Runnable methods list:
Method State
dotlx Failed over

WOFITIE, FEE SN MAC 7 KL 20 show authentication sessions =~ > FZ <L F 3,

Switch# show authentication sessions mac 000e.84af.59bd
Interface: GigabitEthernet3/0/46

MAC Address: 000e.84af.59%bd

Status: Authz Success

Domain: DATA

Oper host mode: single-host
Authorized By: Authentication Server
Vlan Policy: 10

Handle: 0xE0000000

Runnable methods list:

Method State

dotlx Authc Success

WOFITIX, BE SNz J7D show authentication session method =~ FZ/RL £ 4,

Switch# show authentication sessions method mab

No Auth Manager contexts match supplied criteria

Switch# show authentication sessions method dotlx

MAC Address Domain Status Handle Interface

000e.84af.59bd DATA Authz Success 0xE0000000 GigabitEthernetl/23

BBEav> R

avwyvk B
authentication R— bk B— FZH—-HHRELITRGTCERELET,

control-direction

authentication event  fFEOHIEAS R FOT Vv a L BB ELET,

authentication IEEE 802.1Xx fBfEZ VR — b LW I T4 TV FHOT7 =13y 7 HK
fallback L LT WebBiFaEHTA2Lo9"—F2RELET,
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W show authentication

avwyk Bl
authentication R— FCRHiF~vx—V % E— FERELET,
host-mode

authentication open R—=FCTAH—T Vv T2 BAEZAFX—TNELET 4 B—T NI LET,
authentication order A — M CHEMAT LIRS ROIEFZHRTE L ET,

authentication — N CHRIEEA R— TNV FEIFZT =TT LET,
periodic
authentication “— N OFRFEAT — b O FENIEE A X —T NI LET,

port-control
authentication priority RX— s S 44V F 4 U R MR HFNEZEMLET,

authentication timer  802.1x XJ5R—hDH A AT 7 b RNT A —F L FHRFENRT A — X % E
LFE9,
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show auto qos WM

show auto qos

Automatic QoS (auto-QoS) WA R —TNDA > FZ—T = A A TAJ]S {7z Quality of Service (QoS)
avy R&EFRART HIZIE,. show auto qos =~ F& EXEC £— RCEH L £,

show auto qos [interface [interface-id]]

X DA interface [interface-id] (T85) FESAEA— FE7 133 < TOE— RO auto-QoS 1
BERLET, AN A U E—T oA AZIE, PR — B35 F
NWET,

avY kK E®E—F o —# EXEC

ke EXEC
av Yy FER yy—=x EEER
12.1(14)EA1 Zoawr REMESNE L,
12.2(20)SE a~y RHADOERMEFE S, 2—VFOREFEN/TFHINE L,
12.2(40)SE oy RIEAOERBETESE L,

BRALOHM F54Y  show auto qos =~ > FHIAITIE, KA v F—7 = A ZAZASENT auto-QoS <> REFNFERE
N E 9, show auto qos interface interface-id 2~ > NHIZ, FEDA X —T7 = R ATTE T
auto-QoS =< RZHFRLET,

auto-QoS HER L W — W EH A2 KR T 58413, show running-config f7#E EXEC =~ R %
LET,

show auto qos =~ > FHJiZiE, Cisco IP Phone O —t 2 RV v —fFH bR RSN ET,

auto-QoS DL 21T L A[REMED B D BED QoS DR EFMAEFE T HITIE. KOWTHILDa~
KE@RALET,

e show mls qos
¢ show mls qos maps cos-dscp
¢ show mls qos interface [interface-id] [buffers | queueing]

¢ show mls qos maps [cos-dscp | cos-input-q | cos-output-q | dscp-cos | dscp-input-q |
dscp-output-q]

e show mls qos input-queue

¢ show running-config

il WOFITIL, auto qos voip cisco-phone ¥ L UF auto qos voip cisco-softphone 1 > % —7 = A X @~
T4 X2l —vary avy REANLESA O show auto qos 2~ RO EZRLET,
Switch# show auto gos

GigabitEthernet2/0/4
auto qgos voip cisco-softphone

Catalyst 3750 Rf yF av>F YI7LYR
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W show auto qos

GigabitEthernet2/0/5
auto gos voip cisco-phone

GigabitEthernet2/0/6
auto gos voip cisco-phone

WK ORFITIL, auto qos voip cisco-phone /1 > ¥ —T7 A A a7 4 Fal—vary avr ReE AL
72354 @ show auto qos interface interface-id =2~ > RO Z R LET,

Switch# show auto gos interface gigabitethernet 2/0/5
GigabitEthernet2/0/5
auto gos voip cisco-phone

ROFITIL, auto qos voip cisco-phone ¥ J T auto qos voip cisco-softphone 1 > % —7 = A 2 =
T74X¥al—vary avy F&E AN L7%A O show running-config 574 EXEC =2~ > RO )1 %R
LET.

Switch# show running-config
Building configuration...

mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls

gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos

map policed-dscp
map cos-dscp 0 8 16 26 32 46 48 56

srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
queue-set
queue-set
queue-set
queue-set
queue-set
queue-set
queue-set
queue-set
queue-set

input
input
input
input
input
input
input
input
input
input
input
input
input
input
input
input
input
input
output
output
output
output
output
output
output
output
output
output
output
output
output
output
output
output
output
output
output
output
output
output
output

24 26 4

bandwidth

6 to O

90 10

threshold 1 8 16
threshold 2 34 66

buffers 6
cos-map g
cos-map g
cos-map g
cos-map g
cos-map g
dscp-map
dscp-map
dscp-map
dscp-map
dscp-map
dscp-map
dscp-map
dscp-map
dscp-map
cos-map
cos-map
cos-map
cos-map
cos-map
dscp-map
dscp-map
dscp-map
dscp-map
dscp-map
dscp-map
dscp-map
dscp-map
dscp-map
1 thresh
1 thresh
1 thresh
1 thresh
2 thresh
2 thresh
2 thresh
2 thresh
1

7 33
ueue
ueue
ueue
ueue

N NN

ueue
queue
queue
queue
queue
queue
queue
queue
queue
queue
queue
queue
queue
queue
queue
queue
queue
queue
queue
queue
queue
queue
queue
queue
old 1

old 2

old 3
old 4
old 1
old 2
old 3
old 4

t
t
t
t
t

B WNE NMNDNMNNDNDNDNDDNDRE R

1
2
2
2
3
3
4
4

4

hreshold
hreshold
hreshold
hreshold
hreshold
threshold
threshold
threshold
threshold
threshold
threshold
threshold
threshold
threshold
threshold
threshold
threshold
threshold
threshold
threshold
threshold
threshold
threshold
threshold
threshold
threshold
threshold
threshold

w NP w N

WNWWWWWNDNDNREWWN

N W wwwww

3

w s N O

100 100 100 100

75

75 75 250

75 150 100 300
50 100 75 400
100 100 100 100

35

35 35 35

55 82 100 182
90 250 100 400
buffers 15 20 20 45

6
5

7

9 10 11 12 13 14 15

01
32
16
33
49
57
24
40
5

O R N W

40
24
48
56
16
32
8

2

17
34
50
58
25
41

41
25
49
57
17
33

3 4

18
35
51
59
26
42

42
26
50
58
18
34

5

19
36
52
60
27
43

43
27
51
59
19
35

6 7

20
37
53
61
28
44

44
28
52
60
20
36

21
38
54
62
29
45

45
29
53
61
21
37

22
39
55
63
30
46

46
30
54
62
22
38

9 10 11 12 13 14 15
012345¢67

23
48
56

31
47

47
31
55
63
23
39
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show auto qos WM

mls gos queue-set output 2 buffers 24 20 26 30
mls gos

|
class-map match-all AutoQoS-VoIP-RTP-Trust
match ip dscp ef
class-map match-all AutoQoS-VoIP-Control-Trust
match ip dscp cs3 af3l
|
policy-map AutoQoS-Police-SoftPhone
class AutoQoS-VoIP-RTP-Trust
set dscp ef
police 320000 8000 exceed-action policed-dscp-transmit
class AutoQoS-VoIP-Control-Trust
set dscp cs3
police 32000 8000 exceed-action policed-dscp-transmit
|
policy-map AutoQoS-Police-CiscoPhone
class AutoQoS-VoIP-RTP-Trust
set dscp ef
police 320000 8000 exceed-action policed-dscp-transmit
class AutoQoS-VoIP-Control-Trust
set dscp cs3
police 32000 8000 exceed-action policed-dscp-transmit

|
interface GigabitEthernet2/0/4
switchport mode access
switchport port-security maximum 400
service-policy input AutoQoS-Police-SoftPhone
speed 100
duplex half
srr-queue bandwidth share 10 10 60 20
priority-queue out
auto gos voip cisco-softphone
|
interface GigabitEthernet2/0/5
switchport mode access
switchport port-security maximum 1999
speed 100
duplex full
srr-queue bandwidth share 10 10 60 20
priority-queue out
mls gos trust device cisco-phone
mls gos trust cos
auto gos voip cisco-phone
|
interface GigabitEthernet2/0/6
switchport trunk encapsulation dotlg
switchport trunk native vlan 2
switchport mode access
speed 10
srr-queue bandwidth share 10 10 60 20
priority-queue out
mls gos trust device cisco-phone
mls gos trust cos
auto gos voip cisco-phone
|
interface GigabitEthernet4/0/1
srr-queue bandwidth share 10 10 60 20
priority-queue out
mls gos trust device cisco-phone
mls gos trust cos
mls gos trust device cisco-phone

Catalyst 3750 Rf yF av>F YI7LYR
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W show auto qos

service-policy input AutoQoS-Police-CiscoPhone

<output truncated>

WK DORFITIL, auto qos voip cisco-phone /1 > ¥ —T7 A A a7 4 Fal—vary avr ReEANL
72354 @ show auto qos interface interface-id =2~ > RO Z R LET,

Switch# show auto gos interface fastethernetl/0/2

FastEthernetl1/0/2
auto gos voip cisco-softphone

WOFITIE, Auto-QoS BNAA v FTTF 4 & —7 /L DHA D show auto qos =~ > ROHHZRLFE
T

Switch# show auto gos
AutoQoS not enabled on any interface

ROBITIEL, Auto-QoS 31 »F —7 = A ATT 4 B—T7 /LD D show auto qos interface
interface-id 2~ ROHNZERLET,

Switch# show auto gos interface gigabitethernet3/0/1
AutoQoS is disabled

CEEESAS = St
auto qos voip QoS KA A D Voice over IP (VoIP) {2 QoS # HE#E L £7,
debug auto qos auto-QoS HHED T Ny VA X —T NI LET,
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show boot M
BOOT ERIEAHDHE % Fv T 512X, show boot f## EXEC =2~ FaMH L £,
show boot
EX DA Zoawy NIk, BIEZRF—T— NEHY £ A,
vV kR E—F ¥ EXEC
oy FERE Jyy—=2 EEEM
12.1(11)AX Toawr RAEMEE L,
] KOBITIE, show boot =1~ > RO AR LET, £ 2-2710, BRINDET 14—V ROBI %R
LET,
Switch# show boot
BOOT path-1list :flash:/image
Config file :flash:/config.text
Private Config file :flash:/private-config.text
Enable Break :no
Manual Boot ryes
HELPER path-list
Auto upgrade :yes
AL v F ALy 7 TiE AFRITAY v I NOEAAL v FITH L TERFINET,
& 2-27 show boot ® 7 1 —)L FDOFRA
Z4—ILF BL
BOOT path-list HEEBIFC — RBLOEITLE D EFT2FITAME T 7 A LD Iz XYY )

ANERTRLET,

BOOT BB EHMN B EINTORWEAS, VAT AZ, 79 v a 7740 VAT A
ERICHEIFR 72U R 21T > T, mYNTHRH S F TriEA A —Y 2 a— KL T

FITERALET, T4V 7 FUOHARETIX, MELEEY 7T o v 7 b s

ICHRBLTOLTDT L7 MY TOMBEFITET,

BOOT BRIEAHMNHFTEIN TV THIRESNTZA A=V — R TERWEEE, v
AT HEITTvva T77A4)0 VAT LTRSS T-27—F 77 AV &LdE L

roreLET,

Config file CiscoIOS WY AT L a7 4 X ab—3 a VORERE 2 C—0RAE X HE T
L7 7 ANGERTLET,

Private Config file CiscoIOS Wy AT H arv 7 4 Xalb—va OREBEEaE—0HRAEZIZEHR T
D77 ANGLERRTLET,

Catalyst 3750 Rf yF av>F YI7LYR
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Hl show boot
= 2-27 show boot ® 7 1 — )L FDEi8A
Z4—ILF By

Enable Break

EEHOT L= BA X =T N, FEFT 48— A »ERRLET, yes. on, F
I LICREESNTWAEAIF., 77 via 7740 VAT 2O bEgIca v —
) L C Break ¥— %79 &, HEWEE Vo2 2l cExE9,

Manual Boot

2L v FREBTEET S0, ELETFHTEEHT L2002 R LET, no £72132 01

BRESNTWDLEHE, 7—ha—X 3V AT LAZAHNCESH L LS L LET, Eh
U\% ICRESNTVDEAEIE, 77— e —% E— b FEHTAA v F2EET L4
ERHY ET,

Helper path-list

T— =X OB r— FEnbsre— KA 7 A VOt 2w U XY)
DIVRARERRLET, ~NX—= T 7 AL, T— b —XOKEEIELZY
NoFeBT=y LET,

Auto upgrade

5
EE

A T ALy IR, BBREDRNAAL v FRAT v 7ITMATEDL LS, Y7 b
Tx7 N=Va ORI —NBREISNTWHENE I NERRLET,

Version-Mismatch F— RIZHD AL v FIE, AF v 7 LIIRRDRX—Ta b DAK v
7 Z'a hanPE S CuvET, Version-Mismatch €— RO A A v FIEAX v 71T
MATE EHA, A¥ v 70 Version-Mismatch €— KO A A v F|IZab—T& 5 A
A= %A L, boot auto-copy-sw HEEEN A R —T NV DFE, MOAK v 7 AN
NB DA A—T% Version-Mismatch E— RO A A v FICHBIWIZa2EY—LET, £0O
A, AA » T Version-Mismatch £— RZH T L, HEBIZICAY v 7 IZMALE

avy kR

SieA

boot auto-copy-sw

Version-Mismatch F— RO R A v FZ HEBWICT v 77 L — KT 5|2
HE7 v 72 L— F (auto-upgrade) BB 2% A F—7 /T Li‘a”

boot config-file

Cisco IOS BV AT AREDO AR IV —DOMAEZIZHFEHIT LI 7 741
LERELET,

boot enable-break

HENEE) 7 7' 2% Flcx £,

boot manual

WOREY A 7 NVEEOTENA A v F LB EZ A F—T ML ET,

boot
private-config-file

CiscoIOS BT T4 X— FREDO R B ¥ —DOHRAESIHEHT 7 7
ANLERELET,

boot system

WDREY A 7 Lz — K95 Cisco I0S 4 A —TAEELET,
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show cable-diagnostics tdr W

show cable-diagnostics tdr

Time Domain Reflector (TDR; # 4 A& KA A U KEHEEF) fRE2FRRT HITIE, show
cable-diagnostics tdr ¥i# EXEC =2~ > REZEH L £,

show cable-diagnostics tdr interface interface-id

X DA interface-id TDR RETENTWAEAL v HA—T = ALEELET,

avY kK E®—F #kE EXEC

avr FEE Jy—= EEEH

12.1(19)EA1 Zoavwy RPMEMEShE L,

FEREEDHSL K54 TDR L. DA —H %> F 10/100/100 A— 7213 THR— FENET, 10/100 BA— k., 10 FH
By b FVa— AR —b, FESFPEYa2a—/L RA—FTEVR—FENFEH A, TDR OFEAICD
WTIE, 2OV Y —RZHHETEY 7 vy =T a7 4 FXal—vay T4 RSB LTLLEE N,

i WOF T, Catalyst 3750G-24PS £ 7213 3750G-48PS A A v FLSD A A » F TD show
cable-diagnostics tdr interface interface-id 2~ FOWM N ERLET,

Switch# show cable-diagnostics tdr interface gigabitethernetl/0/2
TDR test last run on: March 01 20:15:40

Interface Speed Local pair Pair length Remote pair Pair status
Gil/0/2 auto Pair A 0 +/- 2 meters N/A Open

Pair B 0 +/- 2 meters N/A Open

Pair C 0 +/- 2 meters N/A Open

Pair D 0 +/- 2 meters N/A Open

W OHITIL, Catalyst 3750G-24PS F 7213 3750G-48PS A A v FT® show cable-diagnostics tdr
interface interface-id =~ > KOH R L E 7,

Switch# show cable-diagnostics tdr interface gigabitethernetl/0/2
TDR test last run on: March 01 20:15:40

Interface Speed Local pair Pair length Remote pair Pair status
Gil/0/2 auto Pair A 0 +/- 4 meters N/A Open

Pair B 0 +/- 4 meters N/A Open

Pair C 0 +/- 4 meters N/A Open

Pair D 0 +/- 4 meters N/A Open

Catalyst 3750 Rf yF av>F YI7LYR
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Bl show cable-diagnostics tdr

7% 2-28 12, show cable-diagnostics tdr =~ > R CHAEIND 7 4 — L RO#BHEZRLET,

* 2-28 show cable-diagnostics tdr A< > FTHHEh D 7 1« —IL FOHHA

Z4—ILF  BHA

Interface TDR BRETINTA v F—T =4 R

Speed et ol

Local pair B—HN A2 B —T2AATTDR BT A MNEFETFTTETA Y T4

Pair length EAT AL v FITHONT, RIENREAE Ly —7 VO, ROWTANDEEIC

[RY . TDR I%LAT&FFECE £ T,

o F—TANRELLEREN, VIR T v AREBT, A2 —7 = A ZAHEN
1000 Mb/s Th 254

o TF—TNARWBRLTODEHEE
o F—TANTa—hrLTWEES

Remote pair

0—W N RTRERENTZ VA Y T4, 7= ARNELLBERENY V7B T v
FRETHLIEET T, TDRIZV E— K XTICHOWTHER L ET,

Pair status

TDR RETEINTNDLTA Y XTDAT—F R

e Normal : VA ¥ XT7THNELLEHRINLTHET,

e Notcompleted : 7 & MIFEITHF T, BT LTWEHA,

e Notsupported : ¥ —7 = A AXTDR ¥ KR —FLEHFA,
e Open: TA Y XTBEHRL TCWNET,

o Shorted: VA ¥ X7 N a—bFLTWET,

e ImpedanceMis : f V E— X ANR—FLEHA,

e Short/Impedance Mismatched : f > E— &V AN—FH LR\ Tr—T LR 5 —
FLTWET,

e InProgress : W7 2 b BHEETH T,

WORFITIL, TDR NFEITE TV 5B & & D show interfaces interface-id 2~ OB 1R LET,

Switch# show interfaces gigabitethernetl/01/2
Switch# show interfaces gigabitethernet0/2
gigabitethernetl/0/2 is up, line protocol is up (connected: TDR in Progress)

ORI TiX, TDR AEIT I TV e & X @ show cable-diagnostics tdr interface interface-id =~ >
ROWM N %ERLET,

Switch# show cable-diagnostics tdr interface gigabitethernetl1/01/2
% TDR test was never issued on Gil/0/2

A HF =T 2 ATTDR BB —FENRWIGEE, DA v —VREREINET,

[

% TDR test is not supported on switch 1

BEEav> R avwyk

A

test cable-diagnostics tdr A2 B =T x4 ATTDR A Fx—7 2L, ETLET,
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show cdp forward W

show cdp forward

CDP 74V —7F 47 T—7N&KR KT HIZIL. show cdp forward =~ > F% EXEC & — N T
LET,

show cdp forward [entry | forward | interface interface-id | neighbor | traffic]

B DEREA entry EE) BEDRAN— 2 U ICHT A EREFE R LET,
forward EE) CDP 74V —F 4 V' JHEREFRLET,
interface interface-id ~ (ft7&) CDP A v #— 7 = A AD AT —R A LR EXFRLET,
neighbor (EE) CDP XA "— = M) #FrLET,
traffic ({EE) CDP O#aHEMAE R R LE T,

avy Kk E—F o —# EXEC

¥+ EXEC
avy FERE yy—=x EHEER
12.2(53)SE Zoa<wr RRBEMERE LR,

ERLEDHL F54>  show cdp forward =~ > FHIZ, ASAR— hEHIHR— oK~ v v/ TlE%E SN D CDP /S
Ty RO, BIOEEINTRe y 7SRy hoOEERER R LET,

ﬁ“ Switch# show cdp forward
Ingress Egress # packets # packets
Port Port forwarded dropped
Gi2/0/2 Gi2/0/13 0 0
BEaTVF avwy kR B2
cdp forward CDP 774 vV DANBIOHN AL vF K— &
U
ax & l/ji‘j_o
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W showcisp

show cisp

fRESNTA ¥ —7 =4 AD CISP [ M %E £7"T HI121L, show cisp £i# EXEC =~ R&ZMH L £
R

show cisp {[interface interface-id] | clients | summary}

X DEREA

T
H
I
™.

avy

clients (fEE) CISP 7 54 T7v FOFFEMAERFZLET,

interface interface-id ~ (f£3&) 8ESN/-A v F—7 A AD CISP E#AF R LET, Ho5A
VHE =T o AT, WER - ER— b FrRANEENRET,

summary (EE) RLET,

expression SHARA N E LTHERT2HIIRNOITHITT,

Ja—R_)L a7 4 Xalb—g v

ATy FEE

]

Jyy—=x EEEMR
12.2(50)SE Toawr REMSE L,

WOFITIX, show cisp interface =~ > FOH1E2 R L ET,

WS-C3750E-48TD#show cisp interface fast 0
CISP not enabled on specified interface

W ORFITIL, show cisp summary =~ > ROH /R L ET,

CISP is not running on any interface

avyv Rk L]

dotlx credentials profile BFYUH N AL v F TR T 7 ANVERELET,

cisp enable Client Information Signalling Protocol (CISP) %A ®x—7
M LET,

Catalyst 3750 R4/ yF a2 F YI7L VR
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show class-map W

show class-map

NI T4y 7 EBSET DO —BHEELFERT S Quality of Service (QoS)
%1Z1X, show class-map EXEC =~ FZEHA L 7,

I IRy S rERRT

show class-map [class-map-name]

X DA class-map-name B8 HESNI-7 XA v~y 7ONEEHERLET,

avY kK E®—F o —# EXEC

i+ EXEC
avy FEE Jyyy—=x EEEM

12.1(11)AX Toaw s RAEMENE L,
1 ORI TiX, show class-map =~ RO Z R LET,

Switch# show class-map
Class Map match-all videowizard 10-10-10-10 (id 2)
Match access-group name videowizard 10-10-10-10

Class Map match-any class-default (id 0)

Match any
Class Map match-all dscp5 (id 3)

Match ip dscp 5

SEEI=E4 S avUk B
class-map LHIERE LI TRy NEORAIERENE 7 T2
~ v TEAERLET,
N T4 BSET A0 BEEEERLET,

match (752 <=y ar74
Fal—Tay)
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W show cluster

show cluster

AA Y TBRLTND Y TAZDAT—H ALY~ —%FK/R T 5HIZ1L., show cluster EXEC =2~
FEMEHLET, 20Oa~v RE, J9AF av 2 R AL v TF LI TRAF AN A, v FTANTE
7,

show cluster

BXXniA Zoawy RICE, BIEEREF—T— RiEh Y A,
avy kE—F 2 —+4 EXEC

e EXEC
avy FEE yyy—= EEE

12.1(11)AX Zoavr RRBEMERE L,

FREDHLIRSAY IF5AFDALNATRVWAL vF ETCZDavry FEANTHE, 25— AvtE— lvot a
management cluster member ] 75>§ﬂ?éﬂi"9‘*o
JITAB AR AL v F ETCZOavry ReANTHE, 772 av R AL yFOID, £DA
AvF AURAOEFZT, BIOITAHY avw K A, v F LOEFRENERINET,
JFGAR aw R AL v TFDARZ Y I FEF I TAZ a~vw o R A vF LTCopavy REANT S
L VIR BABLORA L ANOBBNERINET, £, AT —FZAEBHED I TAZDAT —H A
BIOEMLERINET, TEEBRBAX—TLOEST. 754~V BL0EI XY aw R
AL FOERNFERINET,

#1 WOHITIE, 7T A% a~<> K A vF LC show cluster 2~ > RE# AN LA OHhE R LE
ﬁ—o

Switch# show cluster
Command switch for cluster “Ajang”

Total number of members: 7
Status: 1 members are unreachable
Time since last status change: 0 days, 0 hours, 2 minutes
Redundancy: Enabled
Standby command switch: Member 1
Standby Group: Ajang standby
Standby Group Number: 110
Heartbeat interval: 8
Heartbeat hold-time: 80
Extended discovery hop count: 3

WOFTIX, 7T AZ AN ZA vF LT showcluster =2~ RE AN LTZHEDOH E2RLET,

Switchl> show cluster
Member switch for cluster “hapuna”

Member number: 3
Management IP address: 192.192.192.192
Command switch mac address: 0000.0c07.acl4

Catalyst 3750 R4/ yF a2 F YI7L VR
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Heartbeat interval:
Heartbeat hold-time:

show cluster

8
80

WOFITIE, AZNA JTAK A< R AL v FELTRESNTEZT TASX AN AL vF ET
show cluster =~ > FEZ AN L7=HEOH W E R LET,

Switch# show cluster

Member switch for cluster “hapuna”
Member number:
Management IP address:
Command switch mac address:
Heartbeat interval:
Heartbeat hold-time:

3 (Standby command switch)
192.192.192.192
0000.0c07.acl4

8

80

WOFITIE, AN 1 EOERNPOINI SN I A% a~<2 F AA vF T show cluster =~ F%

AN Lleaothz R LET,

Switch# show cluster

Command switch for cluster “Ajang”
Total number of members:
Status:
Time since last status change:
Redundancy:
Heartbeat interval:
Heartbeat hold-time:
Extended discovery hop count:

7

1 members are unreachable
0 days,
Disabled
8

80

3

0 hours, 5 minutes

WOFITIE, 7T7AZ a~vy R AL vTFLOERNUIM ST TAHX AN 24 »F LT show
cluster =~ KZ AN L7eBAEDOH N Z R LT,

Switch# show cluster

Member switch for cluster “hapuna”
Member number:
Management IP address:
Command switch mac address:
Heartbeat interval:
Heartbeat hold-time:

<UNKNOWN>
192.192.192.192
0000.0c07.acl4
8

80

BBEav> R

avy kR

BREA

cluster enable

Sv Y RREAAL v F &I TAK awr R AL v F L LTA F—F

MZL, 7T 2Z4, BXOA T a b LTAUREZEZE Y YT

ij—o

show cluster candidates

BHAA v TFDOY X P aFRLET,

show cluster members

I T AL AT AR ER R LET,

| OL-26659-01-J
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Bl show cluster candidates

show cluster candidates

BREAA v F DY A N EFRT5HI2IE. show cluster candidates EXEC =2~ > F&EH L ET,

show cluster candidates [detail | mac-address H.H.H.]

X DA detail UEE) X ToOEMCBETEMERRLET,
mac-address H.H.H. EE) 7 7 AZEMDO MAC 7 FL A2 T9,
avY kR E—F . —4 EXEC
i EXEC
avy FERE Jyy—=x ETEEM
12.1(11)AX Zoa=wy RARBMENE L,

EREDHA R4

]

ZOavy RRFHTELZDE, 772X a~v~ LV R AL v F AZ v I EREFITAZ a<w K A

A v FICEROENFET,

AL FNT TALE a<vw R AL v FTRWEAZ., 7a 7 MCEITRERSINET,

HARND SN, X7 v F X NEFELFEBEWRLET, SNIIOMEIZ E RERINTZHE. A1 v Tk
ERHICE > THREENTWET, SNFIDOEN E TRWIEE, X7 0 F X NELFDAAL vFiL, %
WAL v TFOT v FA ) —LHlRANR—TTF, "y P I M. VTRAE a<w K 2L vFns
BEAEAA v T ETOT A AHTT,

woOFITiL. show cluster candidates =~ KD &R LE T,

Switch# show cluster candidates

| -—-Upstream-—-|
MAC Address Name Device Type PortIf FEC Hops SN PortIf FEC
00d0.7961.c4c0 StLouis-2 WS-C3750-12T Gi6/0/1 2 1 Fa0O/11
00d0.bb£f5.e900 1df-dist-128 WS-C3524-XL Fa0/7 1 0 Fa0/24
00e0.le7e.be80 1900 Switch 1900 3 0 1 0 Fal0/11
00e0.1e9f.7a00 Surfers-24 WS-C2924-XL Fa0/5 1 0 Fa0/3
00e0.1e9£.8c00 Surfers-12-2 WS-C2912-XL Fa0/4 1 0 Fa0/7
00e0.1e9f.8c40 Surfers-12-1 WS-C2912-XL Fa0/1 1 0 Fa0/9

ROBFITIE, 7 AF ax R AL yFICEEBERISNZ, 7 T7AFZ AN ALy FDOMACT FL
A& L723E @ show cluster candidates =~ > FOHAEZ R L F9,

Switch# show cluster candidates mac-address 00d0.7961.c4c0
Device 'Tahiti-12' with mac address number 00d0.7961.c4cO

Device type: cisco WS-C3750-12T

Upstream MAC address: 00d0.796d.2£f00 (Cluster Member 0)
Local port: Gi6/0/1 FEC number:

Upstream port: GI6/0/11 FEC Number:

Hops from cluster edge: 1
Hops from command device: 1

Catalyst 3750 R4/ yF a2 F YI7L VR
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show cluster candidates Wl

WOBITIX, 7 TAX T PNoDERYT BT NN3 THD, 7 TAZ AN AL vF DO MACT
KU 2 & H L7284 @ show cluster candidates =~ FOH J1E2 R~ L £,

Switch# show cluster candidates mac-address 0010.7bbé6.1lccO
Device 'Ventura' with mac address number 0010.7bb6.1ccO

Device type: cisco WS-C2912MF-XL
Upstream MAC address: 0010.7bb6.1cd4

Local port: Fa2/1 FEC number:
Upstream port: Fa0/24 FEC Number:

Hops from cluster edge: 3
Hops from command device: -

W OH|ITIiL., show cluster candidates detail =~ FOH 12 R L E T,

Switch# show cluster candidates detail
Device 'Tahiti-12' with mac address number 00d0.7961.c4cO

Device type: cisco WS-C3512-XL

Upstream MAC address: 00d0.796d.2£f00 (Cluster Member 1)
Local port: Fa0/3 FEC number:

Upstream port: Fa0/13 FEC Number:

Hops from cluster edge: 1
Hops from command device: 2
Device '1900 Switch' with mac address number 00e0.le7e.be80

Device type: cisco 1900

Upstream MAC address: 00d0.796d.2£f00 (Cluster Member 2)
Local port: 3 FEC number: 0

Upstream port: Fa0/11 FEC Number:

Hops from cluster edge: 1
Hops from command device: 2
Device 'Surfers-24' with mac address number 00e0.1e9f.7a00

Device type: cisco WS-C2924-XL

Upstream MAC address: 00d0.796d.2f00 (Cluster Member 3)
Local port: Fa0/5 FEC number:

Upstream port: Fal0/3 FEC Number:

Hops from cluster edge: 1
Hops from command device: 2

BEavTF avwvk EiL:
show cluster AA v TFBBTDHITAZDOAT—ZABIOY~ ) —%2FRrLE
7,
show cluster members 7T AL AT AIERER R LET,
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M show cluster members

show cluster members

7T AL AUNROEREFRTT HI121L. show cluster members £7# EXEC =2~ R&EH L £7,

show cluster members [ | detail]

340

.'E-EI;

BA

n (ER) 77 AZ A "e@ild 5%F 5, FETE 2HMIT 0~ 15 T,

detail (BE) T R_XTHIITARZ AT LEMEFRLET,

avy kE—F HHE EXEC
avy FEE yy—= EEERR
12.1(11)AX ZOavy RABMENE L,

EREDAHA R34y

7

TOavy RBPFATELDR, 7 I9AX av s R AL v F AEZ v 7 ERIEF I TAZ av R &
A4y FIZROENET,
T T AZNIZA VNP WEARR, a7 MCEITRRRIE T,

WDOFITIX, show cluster members =~ > RO ERLET, HIIND SN X, X7 v FFEHEE
WL ET,

Switch# show cluster members
| -—-Upstream---|

SN MAC Address Name PortIf FEC Hops SN PortIf FEC State

0 0002.4b29.2e00 StLouisl 0 Up (Cmdr)
1 0030.946¢.d740 tal-switch-1 Fa0/13 1 0 Gi0/1 Up
2 0002.0922.7180 nms-2820 10 0 2 1 Fa0/18 Up
3 0002.4b29.4400 SanJuan2 Gi0/1 2 1 Fa0O/11 Up
4 0002.4b28.c480 GenieTest Gi0/2 2 1 Fa0/9 Up

OB TIX, 7T AZ AL R312% % show cluster members O 2R L E£9,

Switch# show cluster members 3

with member number 3

cisco WS-C3750

0002.4b29.4400

0030.946¢c.d740 (Cluster member 1)

'SanJuan2’'
Device type:

MAC address:

Upstream MAC address:
Local port: Gi6/0/1 FEC number:
Upstream port: GI6/0/11 FEC Number:
Hops from command device: 2

Device

wDOHF Tk, show cluster members detail =~ > FDOH 1% R/ L £,

Switch# show cluster members detail
'StLouisl' with member number 0 (Command Switch)
Device type: cisco WS-C3750

MAC address: 0002.4b29.2e00
Upstream MAC address:
Local port:

Upstream port:

Device

FEC number:
FEC Number:

l_Catalyst3750 R4 v F IV F YI27L 2R
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Hops from command device: 0

show cluster members W

Device 'tal-switch-14' with member number 1
Device type: cisco WS-C3548-XL
MAC address: 0030.946¢c.d740
Upstream MAC address: 0002.4029.2e00 (Cluster member O0)
Local port: Fa0/13 FEC number:
Upstream port: Gi0/1 FEC Number:
Hops from command device: 1

Device 'nms-2820' with member number 2
Device type: cisco 2820
MAC address: 0002.0922.7180
Upstream MAC address: 0030.946c.d740 (Cluster member 1)
Local port: 10 FEC number: 0
Upstream port: Fa0/18 FEC Number:
Hops from command device: 2

Device 'SandJuan2' with member number 3
Device type: cisco WS-C3750
MAC address: 0002.4b29.4400
Upstream MAC address: 0030.946¢c.d740 (Cluster member 1)
Local port: Gi6/0/1 FEC number:
Upstream port: Fa6/0/11 FEC Number:
Hops from command device: 2

Device 'GenieTest' with member number 4
Device type: cisco SeaHorse
MAC address: 0002.4b28.c480
Upstream MAC address: 0030.946¢c.d740 (Cluster member 1)
Local port: Gi0/2 FEC number:
Upstream port: Fa0/9 FEC Number:
Hops from command device: 2

Device 'Palpatine' with member number 5
Device type: cisco WS-C2924M-XL
MAC address: 00pb0.6404.£8c0
Upstream MAC address: 0002.4b29.2e00 (Cluster member 0)
Local port: Gi2/1 FEC number:
Upstream port: Gi0/7 FEC Number:
Hops from command device: 1

BEavYUF avwy kR L]

show cluster

TO

AA Y TFNETDITALDAT = ABIRY~ I —2RKRLE

show cluster candidates

BHAA v TFDOY X P aFR LET,
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Il show controllers cpu-interface

show controllers cpu-interface

CPUXY hU—2 A F—T x4 A ASIC DAT— haRAF L, CPUIZET 537 v MIET 5
15 %4 %% 154 521X, show controllers cpu-interface %5t EXEC =2~ > R&MHEH L ¥,

show controllers cpu-interface

BXXniA Zoawy RICE, BIEEREF—T— RiEh Y A,
avy kE—F ¥HE EXEC
avy FBE yyy—= EEEH

12.1(11D)AX oo~y RREMENE L,

EREDAHA R34y

I

Zoavwy REEATLZIET, YAaDT I =hHN B R— MEYRAASL v TF DO RN T TNV a—T 4
VT EAT ) DI OE RN ERENE T,

WOBITIL, show controllers cpu-interface =~ > KO ZRLET,

Switch# show controllers cpu-interface

cpu-queue-frames retrieved dropped invalid hol-block
rpc 4523063 0 0 0
stp 1545035 0 0 0
ipc 1903047 0 0 0
routing protocol 96145 0 0 0
L2 protocol 79596 0 0 0
remote console 0 0 0 0
sw forwarding 5756 0 0 0
host 225646 0 0 0
broadcast 46472 0 0 0
cbt-to-spt 0 0 0 0
igmp snooping 68411 0 0 0
icmp 0 0 0 0
logging 0 0 0 0
rpf-fail 0 0 0 0
queueld 0 0 0 0
cpu heartbeat 1710501 0 0 0

Supervisor ASIC receive-queue parameters

queue 0 maxrecevsize S5EE pakhead 1419A20 paktail 13EAED4
queue 1 maxrecevsize 5EE pakhead 15828E0 paktail 157FBFC
queue 2 maxrecevsize 5EE pakhead 1470D40 paktail 1470FE4
queue 3 maxrecevsize S5EE pakhead 19CDDD0O paktail 19D02C8

<output truncated>
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show controllers cpu-interface W

Supervisor ASIC Mic Registers

MicDirectPollInfo 80000800
MicIndicationsReceived 00000000
MicInterruptsReceived 00000000
MicPcsInfo 0001001F
MicPlbMasterConfiguration 00000000
MicRxFifosAvailable 00000000
MicRxFifosReady O0O0OBFFF
MicTimeOutPeriod: FrameTOPeriod: O0000OEA6 DirectTOPeriod: 00004000

<output truncated>

MicTransmitFifoInfo:

FifoO: StartPtrs: 038C2800 ReadPtr: 038C2C38
WritePtrs: 038C2C38 Fifo Flag: 8A800800
Weights: 001EO0O01E

Fifol: StartPtr: 03A9BCO0 ReadPtr: 03A9BC60
WritePtrs: 03A9BC60 Fifo Flag: 89800400
writeHeaderPtr: 03A9BC60

Fifo2: StartPtr: 038C8800 ReadPtr: 038C88EQ
WritePtrs: 038C88E0 Fifo Flag: 88800200
writeHeaderPtr: 038C88E0

Fifo3: StartPtr: 03C30400 ReadPtr: 03C30638
WritePtrs: 03C30638 Fifo Flag: 89800400
writeHeaderPtr: 03C30638

Fifo4: StartPtr: 03AD5000 ReadPtr: 03AD50A0
WritePtrs: 03AD50A0 Fifo Flag: 89800400
writeHeaderPtr: 03AD50A0

Fifo5: StartPtr: 03A7A600 ReadPtr: 03A7A600
WritePtrs: 03A7A600 Fifo Flag: 88800200
writeHeaderPtr: 03A7A600

Fifo6: StartPtr: 03BF8400 ReadPtr: 03BF87F0
WritePtrs: 03BF87F0 Fifo Flag: 89800400

<output truncated>

BIEaT R avwy kR B
show controllers N—=RT 2T FEFA v F—T 2 ADNEHL P AX NS BILIATND .
ethernet-controller KA LUE—T oA ADEZEORFHERER T LET,
show interfaces TRCOA v HF—T =2 AFREFRBESINTZA X —T o4 ADEHR

T ABIOCIMERAT =X R RKRLET,
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M show controllers ethernet-controller

show controllers ethernet-controller

N=RY =T POHBIANIEEZBICET 54 v 7 —7 =4 ARMLOFEHEREZ F— 7 — R L TR
9 21Z1X. show controllers ethernet-controller #7# EXEC =~ F&fi /L ¥, phy ¥—UV—F
ERELTHEHATLE, A VX —T A ANML YA ZNERE N, port-asic ¥ — VU — FEIFEET S
L. K=K ASIC (ICHT 2 EWARRSNET,

show controllers ethernet-controller [interface-id] [phy [detail]] [port-asic
{configuration | statistics}] [fastethernet 0]

BX DA interface-id MBRA v —T oA X (BA T ZAE w7 AR YV a—, K= ETk
Eite)
phy BB TAA A, A E—T = A ZAD XA v FOMEE (PHY) T34

ADNE VY AY AT —H A%FRLET, ¥ —7 =1 AD Automatic
Medium-Dependent Interface Crossover (Auto-MDIX) HEEDEBEA T — K %
KRICEDET,

detail (1E#) PHY WESL A X OFEMIEREZF R LET,

port-asic (fE&) R— 1D ASIC NESL VA X DIFHRAEFFLET,

configuration R—FD ASIC NI LA X DRELZFRLET,

statistics A— h D ASIC #rHE#H (Rx/Sup ¥ =2 —BLOZ OO EREET) 2%
RLET,

avY kK E—F ¥5#e EXEC (=—¥ EXEC & — KD interface-id ¥— 7V — RERE LIGEIZT R — 1)
avy FER yy—=x EEER
12.1(11HAX Ioawy RBEMEE L,
12.2(20)SE XENPAK £¥ 22—/ U 7L EEPROM ORNENFEREIND L HIZHR0 £
L7z,

BFRLOAMIRSAY FTRTOA v F—T oA RAERIEESNIA v F—7 = A ADO AR RMON ¥tz aie b5
T a4y I REHERE ¥ — U — R L TERRLET,
phy F 7213 port-asic ¥— UV — RZ AN LEHEEE, EICvRAaDT7 7 =0 R — MEYIZL DR
A YFDONTF TNV a—T 4 v TIESOERPERENET,

£l ROFTIX, DA ¥ —7 = A ZIZxFT % show controllers ethernet-controller phy =~ > RO
NERUET, & 2-2912 Transmit 7 4 —/Vv R&E—ERR L K 2-30 |2 Receive 7 4 —/v K& —ERR
LET.
Switch# show controllers ethernet-controller gigabitethernet6/0/1
Transmit GigabitEthernet6/0/1 Receive
0 Bytes 0 Bytes
0 Unicast frames 0 Unicast frames
0 Multicast frames 0 Multicast frames

o
o

Broadcast frames
Too old frames

Broadcast frames
Unicast bytes
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Deferred frames

O ~J oUW N

Late
VLAN

MTU exceeded frames
collision frames
collision frames
collision frames
collision frames
collision frames
collision frames
collision frames
collision frames
9 collision frames
10 collision frames
11 collision frames
12 collision frames
13 collision frames
14 collision frames
15 collision frames
Excessive collisions

collisions
discard frames

Excess defer frames

64 byte frames

127 byte frames
255 byte frames
511 byte frames
1023 byte frames
1518 byte frames

O O O O O O o

O O O O O O o o o

o O O O

o O O O

show controllers ethernet-controller

Multicast bytes
Broadcast bytes
Alignment errors
FCS errors

Oversize frames
Undersize frames
Collision fragments

Minimum size frames

65 to 127 byte frames
128 to 255 byte frames
256 to 511 byte frames
512 to 1023 byte frames
1024 to 1518 byte frames
Overrun frames

Pause frames

Symbol error frames

Invalid frames, too large
Valid frames, too large
Invalid frames, too small
Valid frames, too small

Too old frames

Valid oversize frames
System FCS error frames
RxPortFifoFull drop frame

Too large frames
Good (1 coll) frames

O O O O O O O OO OO OO0 O0O0OO0OO0O0OOoOOoO0o oo oo oo o

* 2-29 Transmit ® 7 1« —)L FOFERHA
Z4—ILF L
Bytes A H—T oA ALETHEE SN A FORREL,

Unicast Frames

Z2=2F ¥ AR T RLRICEESNE 7 L— L0,

Multicast frames

<NV T Xy AN T FLRIZEEEINTZ T L—2DE,

Broadcast frames

Tua— K%y AT RLVARZEFEEINTZT7 L—L2 0K,

Too old frames

Ny RINAESHEIRINOZOHIR— T Ray 7ENE7 L—2DH,

Deferred frames

RFfHI 23 2% fe RN MR 2B R T THRE SR -T2 7 L— 2 DK,

MTU exceeded frames

BRFFAI 7 L— b 1A AR MR T L—hOK,

1 collision frames

1 FOEE®, A F—T oA A FTEFICEEINTZ T L—L00%,

2 collision frames

2 BlOE L, A v F—T =24 A ETEFRITERE SN T L—20H,

3 collision frames

3EIDOELEH., A F—T A A ETEFICEEEINTZ T L—L00H,

4 collision frames

4 RIOE L, A v F—T =24 A ETEFITERBINTE T L—L20H,

5 collision frames

S5EOERE, A F—T oA A LTEFRITEEENTZT7 L —L20DH,

6 collision frames

7 collision frames

7 BIOEEE, A F—T oA A LETEFICEEINZT L—L2DHK,

8 collision frames

%
6 BDEZE%, A v —T 2 A ETEFICEEZENTZT L—20%,
1%
%

8 [ DEZEHR, A F—T A A L TEFICEESNZT L —LDH,

9 collision frames

=
9 [mlDEZER, A F—T 2 A A L TIEFICEESNTZ T L— LD,

10 collision frames

10 [BlDOEZEH%, A v B —T = A A ETEFRISEEENEZT7 L—2DH,

11 collision frames

%
I=
11 FofEE%, A FZ—T x4 A FETIERICEESNTZ 7 L—20H,
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M show controllers ethernet-controller

& 2-29

Transmit ® 7 1+ —J)L FOHBA EHE)

J4—ILF

B8

12 collision frames

12 Bl DfEZE#, (o F—T oA A ETEFRICEEINTE 7L —20%,

13 collision frames

13 BlOfE2EH%, A v Z—T7 oA A FTEFIEEFEINEZT7 L—208,

14 collision frames

14 [FDEZEE, A v F—7 A A ETERICEEEINTZ 7 L—2DH,

15 collision frames

15 BlOfH2EH%, A v Z—T7 oA A FTEFIEEINEZT7 L—208,

Excessive collisions

16 O EE, £ v —T 2 A LETHEETERNSTZ7 L—LDHK,

Late collisions

TV —LAMBREINEZHRT, 7—20BEHICRESINEZLAS F 2V Vg rDidll ey
77 L—AD¥,

VLAN discard frames

CFl'l vty BB ESINEZ LICE VA v F—T A A LT Ray FENET7 L—ADH,

Excess defer frames

RER N RN N 2B X 722 TREE SN o727 L— AD#K,

64 byte frames

A B =T 2 A ETEEENTZ 64 X1 FDOT L— LD,

127 byte frames

AL B =T A A LETEEENT 65~ 127 XA F DT L— L D#H,

255 byte frames

A HF =T 2 A LETEEEINTZ 128 ~ 255 31 bDO 7 L— LDk,

511 byte frames

A B =T 2 A LETHEEENT 256 ~ 511 A F D7 L— LD E,

1023 byte frames

A B =T 2 A A ETHEEENTZ 512 ~ 1023 XA bD T L — LD,

1518 byte frames

A B =T A ALETEREFEINT 1024 ~ 1518 XA R D7 L — L DREL,

Too large frames

AF—=T oA ALTEEINTERERFT T V—L A AR T7 L— 20K,

Good (1 coll) frames

1 FlOERE%, f v F—T =24 A ETIEFICERFRINTZT7 Lb—520%, T OEIZIE 1 ROEEE,
AV HFE =T 2 A A LETIEFICEEEINRP ST T7 L—20HITEENEEA,

1. CFI = Canonical Format Indicator (7 #—~ v MEXFER)

#* 2-30 Receive M7 1+ —JL FDEREA
J4—ILF Bl
Bytes AV HE—T 2 A A ETRBEEINTT7LV—ACEoTHEMSNTZATEY (N1 ) OfE, FCS

EBIOEFERNTRN T L—LAbEENET, ZOEICIT, 7b—b~y ¥ —Ey bREF
nNEEA,

Unicast frames

AV E—T 2 ALTEFIZZEEINZ2=2Xvy AN 7T RLRIZEIT BN T L— LD,

Multicast frames

A =T 2 A ALTIEEICZESNTZLFXY A T RLRIZMTBNET L— A0,

Broadcast frames

A B =T 2 A A LETIEFIIZEESNZTo— KXY A F 7 RLAIZHITLNEZT L—LDH
.

Unicast bytes

A B =T 2 A ALTCEIEISNEA=F YA R 7L — Al Lo THEASNZAEY (51 R)
OfE, FCSBILUCERHBRTRNT L—AbBENET, ZOMICE, 7L—h ~y 4o —
By MRFENRLERE A,

Multicast bytes

AE=T A ALTREEINIEATFIY AL T—AilkoTHMENIZAEY (A 1)
D, FCSHEBIVEFEFEATRNWT L—AbFENET, ZOMHICIE, 7L —Lb Ny ¥ —
By bR GENEEA,

Broadcast bytes

AV A =T 2 A A LETZEENTETe—RFy A F 7 —AlXoTHEHENEZAETY (OXA
L) OfE, FCSHEBLIOERERTANWTZL—ALETNET, ZOMICIE, 7L—2 ~v
H— vy MBEENETA,

Alignment errors

ABE =T 2 A A LETZEEINEZTIA AV N 2T —%2F>7 L— b0k,
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show controllers ethernet-controller W

£ 2-30 Receive M7 4 —JL FDHHA ()
J4—ILF Bl
FCS errors AVE =T 2 A A LETZEINTEZAEDRES O N 2FDL, E¥7Z FCSEE -7

L — L DfH,

Oversize frames

AV E—T 2 A A LTREEINTHERKHFATL—L A X227 L—ADH,

Undersize frames

A E =T 2 A XA LTRIEEINT 64 XA FRIEDO 7 L— 2 DHL,

Collision fragments

B =T 2 A ALTRZESINEZaITVary 7772 O,

Minimum size frames

N7 L—5 YA XDT L — DRI,

65 to 127 byte frames

65 ~ 127 "4 + D7 L— L D#EL

128 to 255 byte frames

128 ~ 255 A F DT L —LDKRE,

256 to 511 byte frames

256 ~ 511 /XA F DT L— DR,

512 to 1023 byte frames

512 ~ 1023 314 R D7 L — L DRREL,

1024 to 1518 byte frames

1024 ~ 1518 XA b D7 L — A D#RHL,

Overrun frames

A BE—=T 2 A A LTZEFEENTEZA—N—F 2 T L —LDBH,

Pause frames

B =T 2 A LETZEEINEZR—X 7L —ADHK,

Symbol error frames

A B =T 2 A A LTZESNEY VRV 5 —2F>T7 L—ADH,

Invalid frames, too large

BRI MTU A X (FCS By ha2Eh, 7 —h ~vX—%EFR\) ZHx,. FCS =
T—FRETIA AN 2T —DWT I ERD, ZEFAT L — LD,

Valid frames, too large

A B =T 2 A AL TZEEINTERRFAT 7L —L VA XeB2T-7 L— L0,

Invalid frames, too small

6434~ (FCSEyY haEEH, TL—b X —%EGFER) KET, FCS =T —F7=137
FARA N ZT—DNTNDERFD, ZEFAT L—LD0H,

Valid frames, too small

64 XA~ (£721X VLAN Z /& 7 L— A TIZ 68 A b)) KT, Hzh/2 FCS A > 1
B—T 2 A ATZEINTETL—20H, 7L—b A4 X21F, FCSEY B EFEN., 7 L—
L~y X — By MIGERLEEA,

Too old frames

Ry RBREHIRYINADOTZOANR— T Ra vy 7Sz 7 L—A0H,

Valid oversize frames

A EB—=T 2 A AR TREINTRRFAIZL—L VA XeB2, A7 FCSExZRD>7 L —
LOF, 7L—2b YA XX, FCS R E £, VLAN Z ZI3E ENnEE A,

System FCS error frames

A B =T 2 A ALTZEINEAEDRES (XM 8 286, E¥7 FCSEEZ -7
L — ADORE.

RxPortFifoFull drop
frames

ANF 2=l THE-D Fe vy Fahiz,
.

AUE =T 2 A ETZEINTZT7 L—L0%

W DH|IT

NI FEEDA v H—T7 =4 RIZ%T % show controllers ethernet-controller phy =~ > KD

HO&ERLET,

Switch# show controllers ethernet-controller gigabitethernetl/0/2 phy

Control Register 0001 0001 0100 0000
Control STATUS 0111 1001 0100 1001
Phy ID 1 0000 0001 0100 0001
Phy ID 2 0000 1100 0010 0100
Auto-Negotiation Advertisement 0000 0011 1110 0001
Auto-Negotiation Link Partner 0000 0000 0000 0000
Auto-Negotiation Expansion Reg 0000 0000 0000 0100
Next Page Transmit Register 0010 0000 0000 0001
Link Partner Next page Registe 0000 0000 0000 0000
1000BASE-T Control Register 0000 1111 0000 0000
1000BASE-T Status Register 0100 0000 0000 0000
Extended Status Register 0011 0000 0000 0000

| OL-26659-01-J
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M show controllers ethernet-controller

PHY Specific Control Register : 0000 0000 0111 1000
PHY Specific Status Register : 1000 0001 0100 0000
Interrupt Enable : 0000 0000 0000 0000
Interrupt Status : 0000 0000 0100 000O
Extended PHY Specific Control : 0000 1100 0110 1000
Receive Error Counter : 0000 0000 0000 0000
Reserved Register 1 : 0000 0000 0000 0000
Global Status : 0000 0000 0000 0000
LED Control : 0100 0001 0000 0000
Manual LED Override : 0000 1000 0010 1010
Extended PHY Specific Control : 0000 0000 0001 1010
Disable Receiver 1 : 0000 0000 0000 1011
Disable Receiver 2 : 1000 0000 0000 0100
Extended PHY Specific Status : 1000 0100 1000 0000
Auto-MDIX : On [AdminState=1 Flags=0x00052248]

WOFITIE, 10 ¥y b A —H Ry b % —7 A AD show controllers ethernet-controller
tengigabitethernet1/0/1 phy =~ > FOH )% /R LE 7, XENPAK £ =2 —/L U 7 /L EEPROM O
NAENRTINET,

EEPROM ~ v 7B L O D7 4 —/v READOFEHMIZ SV T, ROY A D XENPAK
Multisource Agreement (MSA) #ZML T 7Z S0,

http://www.xenpak.org/MSA/XENPAK MSA R2.1.pdf
http://www.xenpak.org/MSA/XENPAK MSA R3.0.pdf

EDNR— 3 D XENPAK ¥ = o 7V Z BT R E A W4 2121%, (1110 XENPAK MSA
Version supported 7 4 —/V FEHER L TSV, N—=T 3211315 (16 #%) <, ~"—T 3
> 3.01F 1E (16 #%) T,

Switch# show controllers ethernet-controller tengigabitethernetl/0/1 phy

TenGigabitEthernetl/0/1 (gpn:472, port-number:1)

XENPAK Serial EEPROM Contents:
Non-Volatile Register (NVR) Fields

XENPAK MSA Version supported :0x15

NVR Size in bytes :0x100
Number of bytes used :0xDO

Basic Field Address : 0xB
Customer Field Address :0x77
Vendor Field Address :0xA7
Extended Vendor Field Address :0x100
Reserved :0x0
Transceiver type :0x1 =XENPAK
Optical connector type :0x1 =SC
Bit encoding :0x1 =NRZ
Normal BitRate in multiple of 1M b/s :0x2848
Protocol Type :0x1 =10GgE

Standards Compliance Codes :
10GbE Code Byte 0 :0x2 =10GBASE-LR

10GbE Code Byte 1 :0x0
SONET/SDH Code Byte 0 : 0x0
SONET/SDH Code Byte 1 : 0x0
SONET/SDH Code Byte 2 :0x0
SONET/SDH Code Byte 3 : 0x0
10GFC Code Byte 0 :0x0
10GFC Code Byte 1 :0x0
10GFC Code Byte 2 :0x0
10GFC Code Byte 3 :0x0
Transmission range in 10m :0x3E8

Catalyst 3750 R4/ yF a2 F YI7L VR
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show controllers ethernet-controller W

Fibre Type

Fibre Type Byte 0 :0x40 =NDSF only

Fibre Type Byte 1 :0x0 =Unspecified

Centre Optical Wavelength in 0.0lnm steps - Channel 0 :0x1 OxFF 0xBS8
Centre Optical Wavelength in 0.0lnm steps - Channel 1 :0x0 0x0 0x0
Centre Optical Wavelength in 0.0lnm steps - Channel 2 :0x0 0x0 0x0
Centre Optical Wavelength in 0.0lnm steps - Channel 3 :0x0 0x0 0xO0
Package Identifier OUI :0x41F420

Transceiver Vendor OUI :0x3400871

Transceiver vendor name :CISCO-OPNEXT,INC

Part number provided by transceiver vendor :800-24558-01
Revision level of part number provided by vendor :01

Vendor serial number :ONJ0735003U
Vendor manufacturing date code :2003082700

Reservedl :00 00 00 00 00 00 00
Basic Field Checksum :0x6C

Customer Writable Area

0x00:00 00 00 00 00 00O 00 00 00 00 00 00 00 00 00 0O
0x10:00 00 00 00 00 0O 00 OO0 00 00 00 00 00 00 00 0O
0x20:00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0O

Vendor Specific

0x00:41 00 20 F4 88 84 28 94 CO 00 30 14 06 39 00 D9
0x10:03 00 00 00 00 OO 0O OO 0O OO 0O 00 0O 00 00 0O
0x20:00 00 00 00 00 00 00 OO0 00 OO0 00 00 00 00 00 0O
0x30:00 00 00 00 11 5E 19 E9 BF 1B AD 98 03 9B DF 87
0x40:CC F6 45 FF 99 00 00 00 00 00 00 00 00 00 CO 48
0x50:46 D2 00 00 00 00 00 00 0O

K DOFITIL, show controllers ethernet-controller port-asic configuration =~ > FOH 1 2R L &
D

Switch# show controllers ethernet-controller port-asic configuration

Switch 1, PortASIC 0 Registers

DeviceType : 000101BC

Reset : 00000000

PmadMicConfig : 00000001

PmadMicDiag : 00000003

SupervisorReceiveFifoSramInfo : 000007D0O 000007D0O 40000000

SupervisorTransmitFifoSramInfo : 000001D0O 000001DO 40000000

GlobalStatus : 00000800

IndicationStatus : 00000000

IndicationStatusMask : FFFFFFFF

InterruptStatus : 00000000

InterruptStatusMask : 01FFE800

SupervisorDiag : 00000000

SupervisorFrameSizeLimit : 000007C8

SupervisorBroadcast : 000AQFO1

GeneralIO : 000003F9 00000000 00000004

StackPcsInfo : FFFF1000 860329BD 5555FFFF FFFFFFFF
FFOFFFO0 86020000 5555FFFF 00000000

StackRacInfo : 73001630 00000003 7F001644 00000003
24140003 FD632B00 18E418E0 FFFFFFFF

StackControlStatus : 18E418EQ

stackControlStatusMask : FFFFFFFF

TransmitBufferFreelListInfo : 00000854 00000800 00000FF8 00000000
0000088A 0000085D 00000FF8 00000000

TransmitRingFifoInfo : 00000016 00000016 40000000 00000000

0000000C 0000000C 40000000 00000000

Catalyst 3750 Rf yF av>F YI7LYR
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M show controllers ethernet-controller

TransmitBufferInfo

TransmitBufferCommonCount
TransmitBufferCommonCountPeak
TransmitBufferCommonCommonEmpty

NetworkActivity

DroppedStatistics
FrameLengthDeltaSelect
SneakPortFifolInfo

MacInfo

<output truncated>

00012000
00000F7A
0000001E
000000FF
00000000
00000000
00000001
00000000
0EC0801C
00C0001D

00000FFF

00000000

00000001
00000001

000000

000000

0EC080
00C000

00

00

1B
1E

0000

0240

0000
0000

0030

0000

0001
0001

K DOFITIL, show controllers ethernet-controller port-asic statistics =~ > FOH 1 Z R LET,

Switch# show controllers ethernet-controller port-asic statistics

Switch 1,

4118966
0

0
296
2836036

0
0
158377

o

=

~J
O O O b OO O o WL

O O O O O o o u

PortASIC 0 Statistics

RxQ-0, wt-0
RxQ-0, wt-1
RxQ-0, wt-2
RxQ-1, wt-0
RxQ-1, wt-1
RxQ-1, wt-2
RxQ-2, wt-0
RxQ-2, wt-1
RxQ-2, wt-2
RxQ-3, wt-0
RxQ-3, wt-1
RxQ-3, wt-2

enqueue frames
enqueue frames
enqueue frames

enqueue frames
enqueue frames

enqueue frames

enqueue frames

enqueue frames
enqueue frames

enqueue frames
enqueue frames
enqueue frames

TxBufferFull Drop Count

TxBufferFrameDesc BadCrcl6
TxBuffer Bandwidth Drop Cou
TxQueue Bandwidth Drop Coun
TxQueue Missed Drop Statist
RxBuffer Drop DestIndex Cou
SneakQueue Drop Count
Learning Queue Overflow Fra
Learning Cam Skip Count

Sup
Sup
Sup
Sup
Sup
Sup
Sup
Sup

Queue
Queue
Queue
Queue
Queue
Queue
Queue
Queue

~ o U W NP O

Drop
Drop
Drop
Drop
Drop
Drop
Drop
Drop

Frames
Frames
Frames
Frames
Frames
Frames
Frames
Frames

O O O O O o o o o O

O O O O O O O o

Sys

Sup
Sup
Sup
Sup
Sup
Sup
Sup
Sup

frames
frames
frames

frames
frames
frames

frames
frames
frames

frames
frames
frames

Fcs Error Frames
Oversize Frames
Too Large Frames
Too Large Frames
Too Small Frames
Frames

Invalid
Invalid
Invalid
Invalid
Too 01d
Too 01ld
tem Fcs

Frames

Error Frames

Queue 8 Drop Frames
Queue 9 Drop Frames

Queue
Queue
Queue
Queue
Queue
Queue

10
11
12
13
14
15

Drop
Drop
Drop
Drop
Drop
Drop

Frames
Frames
Frames
Frames
Frames
Frames
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show controllers ethernet-controller W

Switch 1, PortASIC 1 Statistics

0 RxQ-0, wt-0 enqueue frames 0 RxQ-0, wt-0 drop frames
52 RxQ-0, wt-1 enqueue frames 0 RxQ-0, wt-1 drop frames
0 RxQ-0, wt-2 enqueue frames 0 RxQ-0, wt-2 drop frames

<output truncated>

BBEav R

avwro kR

B

show controllers
cpu-interface

CPU v FU—2 ASIC DIRHE. BL TV CPU IZJm< "7 v FDEZIED
el aR R LET,

show controllers tcam

VAT ANO T TD Ternary Content Addressable Memory (TCAM)
ECAM =2 b —FTHDL TCAM A H—7 x4 AASICDOL YA X
AT — b aERLET,

show idprom

JBELIEA v 2 —7 x4 ZAD IDPROM E#HEE R LET,
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Bl show controllers power inline

show controllers power inline

$87& L 7= Power over Ethernet (PoE) =2 b —F DL Y A% D% FKxd 5121, show controllers
power inline =+ > N4 EXEC E— RTEH L 7,

show controllers power inline [instance] [module switch-number]

BT DA instance (EE) EBFRa Fa—TFDA LV AF VA, FA UV AX AT 4 DODOR— M
S LET, FEMICHOWTIE. (R EOHTA FIA4 2] OEAZBBL TSN,
AVAZVAERBELRVEAIE, TRXTOA LV AZ U ABRKRRFINET,

module switch GE) (I8 BESNFERAX Y AUR_ROR— NPT EERLET, A v
number FESIT1~9 T,
avY bk E—F  =2—%EXEC
#:#E EXEC
avy FER yyy—=x EEER
12.1(19)EA1 Zoavwry RRBMERELE,

BEREDAA FS54>

i

Catalyst 3750-48PS A A » F Tlid, HETE D instance FPHIL 0 ~ 11 T,
Catalyst 3750-24PS A A » F Tl $HE TE % instance #PHIT 0 ~ 5 TT,

Catalyst 3750G-48PS A A v FTiX, EE TE % instance FHIX 0 ~ 2 T, 0 ~ 2 LIS @ instance T
. AA vy TFRLOHNTH Y FHA,

Catalyst 3750G-24PS A A v FTiX, 8ETX % instance FAIZ 0 ~ 1 T, 0 ~ 1 LIS D instance T
T, AA Y TFNLOHNEHD THA,

SOIv Y R, FRTOAL 5 FCHRASNET A, PoE 2 » FEFTHHTT, PoE & H—
FLRWAAL v FORFHRITRES N EE A,

Zoavy REFERTLE, Y Aa07 7= BR— MIYPRAASL v FO N T TN a—T 47
EAT O DI OERP BRI NET,

RO Tid, Catalyst 3750G-48PS £ 7213 3750G-24PS A A v F LD A A » F T show controllers
power inline =~ > ROH N ZERLE T,

Switch# show controllers power inline
Module 1, Controller Instance 0, Address 0x40

Interrupt Reg 0x0 = 0x0
Intr Mask Reg 0Oxl = O0xF6
Power Event Reg 0x2 = 0x0
Detect Event Reg 0x4 = 0x0
Fault Event Reg 0x6 = 0x0
T-Start Event Reg 0x8 = 0x0
Supply Event Reg OxA = 0x0
Port 1 Status Reg 0xC = 0x24
Port 2 Status Reg 0xD = 0x24
Port 3 Status Reg OxE = 0x3

Catalyst 3750 R4/ yF a2 F YI7L VR
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Port 4 Status
Power Status

Pin Status
Operating Mode
Disconnect Enabl

e

Detect/Class Enable

Reserved
Timing Config
Misc Config
ID Revision

Reg OxF

Reg 0x10
Reg 0x11
Reg 0x12
Reg 0x13
Reg 0x14
Reg 0x15
Reg 0x16
Reg 0x17
Reg Ox1A

= 0x3
OxFF
0x0
0xAA
0xA0
OxFF
0x0
0x2
0xA0
0x64

Module 1, Controller Instance 1,

<output truncated>

show controllers power inline Wl

Address 0x42

WROBFITIL, Catalyst 3750G-24PS A A FT®D show controllers power inline =~ > ROH %R L

£,

Switch# show controllers power inline
, address 0

Alchemy instance 0

Pending event flag t:NNNNNNNNNNNN
Current State :00 05 10 51 61 11
Current Event :00 01 00 10 40 0O
Timers :00 C5 57 03 12 20 04 B2 05 06 07 07
Error State :00 00 00 00 10 OO
Error Code :00 00 00 00 00 00 00 00O 00 00 00O 00
Power Status tNYNNYNNNNNNN
Auto Config NYYNYYYYYYYY
Disconnect tNNNNNNNNNNNN
Detection Status :00 00 00 30 00 00
Current Class :00 00 00 30 00 OO
Tweetie debug :00 00 00 0O
POE Commands pending at sub:
Command 0 on each port :00 00 00 00 00 00
Command 1 on each port :00 00 00 00 00 00
Command 2 on each port :00 00 00 00 00 00
Command 3 on each port :00 00 00 00 00 00
BREaT VR avwy kR BL

logging event
power-inline-status

POE A R hDBF LV HA F—T M LET,

power inline 87 L7z POE R— h £33 T PoE A— hOBHEHE— REREL
i‘j_o

show power inline FEE L7 POE R— FE7213 3 T?D PoE R— F @D PoE A5 — % A& F R L
ESSaR
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Bl show controllers tcam

show controllers tcam

AT LD TR TD Ternary Content Addressable Memory (TCAM), 83X CAM 2> b r—F Th
DT XRTCOTCAM A v #—T x4 AASIC DL T RAXDAT — b & FRT 5HIZI1L. show controllers

tcam $7#E EXEC =i~ FZEH L £,

show controllers tcam [asic [number]] [detail]

BT DA asic (f:&) R— Fd ASIC TCAM EHREFRZLET,
number (EE) SR —F ASIC BEZORBEHRERRLET, FBETE DML 0
~ 15 T,
detail (L&) TCAM LR X QFMEREPERLET,
avy kFE—F ¥4 EXEC
avy FER yy—=x TEEm
12.1(11AX Zoavy RRBEMENRE LR,

EREDAA FS54>

]

12.1(14)EA1

asic [number] ¥—7 — R EME I E LTz,

Zoavr REfHTHZET, vRaDT I = A bR — MEYRASL v TFONIF TV a—T ¢

T EAT D DI ERPF RS NET,

woOFITiL. show controllers tcam =~ > KON ERLET,

Switch# show controllers tcam

REV:
SIZE:
ID:
CCR:

RPIDO:
RPID1:
RPID2:
RPID3:

HRRO:
HRR1:
HRR2:
HRR3:
HRR4:
HRR5:
HRR6:
HRR7:

00B30103
00080040
00000000
00000000_F0000020

00000000_00000000
00000000_00000000
00000000_00000000
00000000_00000000

00000000_EOOQCAFC
00000000_00000000
00000000_00000000
00000000_00000000
00000000_00000000
00000000_00000000
00000000_00000000
00000000_00000000

<output truncated>

GMR31:

FF_FFFFFFFF_FFFFFFFE
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show controllers tcam W

GMR32: FF FFFFFFFF FFFFFFFE
GMR33: FF FFFFFFFF FFFFFFFF

TCAM related PortASIC 1 registers

LookupType:
LastCamIndex:
LocalNoMatch:

89A1C67D 24E35F00
0000FFEO
000069E0

ForwardingRamBaseAddress:

00022A00 0002FE00 00040600 O002FEOO 0000D400
00000000 OO3FBAOO 00009000 00009000 00040600
00000000 00012800 00012900

avwy kR

B

show controllers
cpu-interface

CPU x v FU—2 ASIC OWREE, BL U CPU (T < T v h DEZIF DR
Al EZ R R LET,

show controllers
ethernet-controller

N—RT 2T FEFA v X —T 2 ADONEHL P AX NS EBILIIATNS, &
AVE—T A ADEZIFEOFHEREERLET,
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M show controllers utilization

show controllers utilization

AA v FEIIRFEDR— b OFIFIH R %2 FKRT 5121%. show controllers utilization =~ F%

EXEC E— FCTHEM L £

show controllers [interface-id] utilization

Catalyst 3750 X1 v F Cisco 10S a2~ F |

BX 5 interface-id — ({1:i%) AA vF A 4 —7 =A A0 ID T,
oYk E—F . — EXEC
i+ EXEC
avy FEE Jyyy—=x EEER
12.2(25)SE oIy RREMENE L,
1 W DOFIL. show controllers utilization =~ > FOH 1 Z R L T\vET,

Switch# show controllers utilization

Port Receive Utilization Transmit Utilization
Fal/0/1 0 0

Fal/0/2 0 0

Fal/0/3 0

Fal/0/4 0 0

Fal/0/5 0 0

Fal/0/6 0 0

Fal/0/7 0 0

<output truncated>

<output truncated>

Switch Receive Bandwidth Percentage Utilization : 0
Switch Transmit Bandwidth Percentage Utilization : 0
Switch Fabric Percentage Utilization : 0

WOFHI T, $EDKR— kTD show controllers utilization =~ KO Z2 R L £9,

Switch# show controllers gigabitethernetl/0/1 utilization

Receive Bandwidth Percentage Utilization : 0
Transmit Bandwidth Percentage Utilization : 0
& 2-31 show controllers utilization ® 7 « —JL FO&HEA

Z14—ILF

g!l‘:

B4

Receive Bandwidth Percentage | 2 o F 02 # AR For LET, “HIL, T2ToHR— k
DEENTT 4 v 7 DA EAL v FOZERRTH T H 0T,

Utilization

Transmit Bandwidth
Percentage Utilization

AL y FOREHHFHRELFORLES, ZiE T XTOR—F
DEE T 74 v 7 DR EAA v TFOREERTEH-TZHDTT,

Fabric Percentage Utilization

AA v FOELE EZEOWT OHMAMMARO Y 2R R LET,
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show controllers utilization W

BEav VR avwy kR HL]

show controllers A B —T 2 A ADNHE LI AZEERLET,
ethernet-controller

Catalyst 3750 Rf yF av>F YI7LYR
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Bl show diagnostic

show diagnostic

FTA VBT A NORERERFILT, YAR—FINDET AN AL —F &Y A MT 52X, show
diagnostic =~ F% EXEC E— FCTHEHL £,

show diagnostic content switch [num | all]

show diagnostic post

show diagnostic result switch [num | all] [detail | test {test-id | test-id-range | all} [detail]]

show diagnostic schedule switch [num | all]

show diagnostic status

show diagnostic switch [num | all] [detail]

BX DA content BT ARNBLOTRTCOED2a— LB LT, 72 KID, 7% MNg
P, BLOYR—=FINE2IANL Y TR LLEEDRT X MER
ERRLET,
switch num AL v FBGERELET, HETXHHMAII ~9 T,
switch all AL 9F AZ T DTRTCDOAAL v FZHELET,
post Power-on Self-Test (POST; EBIRHEARFEZL 7T 2 ) OfERERRL
F9, a~vr ROMIIL show post =~ > KERI L TY,
result TAMERERRFLET,
detail (EE) +_XCOT A MERIEETRLET,
test FAMNERBELET,
test-id F A OFHNE R, FOMDOIFERICHOWTIE, EREOHTA KT+
V] DEEZRLTIEE N,
test-id-range F 2 N OEBFRESOHIE, FOMOERIZONTIZ, R EOHTA R
TA ] DEHEZRLTIZEN,
all T_RTOT A b
schedule BAEA TV a— SN TWOZIZ A7 2R R LET,
status TANART—HRAEFRRFILET,
TIXHILE Zoavwy NICET 74V FREND Y £/ A,
a2 FE—F  =—% EXEC
it EXEC
vy FERE yy—=x EEER
12.2(25)SEE Zoavwry RREBMESE LT,
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show diagnostic W

BREDHA K54 switch num 2 AJJ L7RWHE, TXTDOAL v FOEERPFRSNET,
avy AT, RRESNDT A MERIZKRDO LBY T,
e Passed (.)
e TFailed (F)
e Unknown (U)

1 WOHI TR, ZAA v FITRESNTWEFT L TA v BeFERT 5 s Rk LET,

Switch# show diagnostic content switch 3

Switch 3:
Diagnostics test suite attributes:
B/* - Basic ondemand test / NA
P/V/* - Per port test / Per device test / NA
D/N/* - Disruptive test / Non-disruptive test / NA
S/* - Only applicable to standby unit / NA
X/* - Not a health monitoring test / NA
F/* - Fixed monitoring interval test / NA
E/* - Always enabled monitoring test / NA
A/I - Monitoring is active / Monitoring is inactive
R/* - Switch will reload after test list completion / NA
P/* - will partition stack / NA

Test Interval Thre-
ID Test Name attributes day hh:mm:ss.ms shold
1) TestPortAsicStackPortLoopback BRN* & **p** 000 00:01:00.00 n/a
2) TestPortAsicLoopback B*D*X**IR* not configured n/a
3) TestPortAsicCam B*D*X**IR* not configured n/a
4) TestPortAsicRingLoopback B*D*X**IR* not configured n/a
5) TestMicRingLoopback B*D*X**IR* not configured n/a
6) TestPortAsicMem B*D*X**IR* not configured n/a

ROBFITIE, A v TFDOF T U BWHIRERRT 2 B2 RLET,

Switch# show diagnostic result switch 1
Switch 1: SerialNo
Overall diagnostic result: PASS

Test results: (.= Pass, F = Fail, U = Untested)
1) TestPortAsicStackPortLoopback --->
2) TestPortAsiclLoopback --—-—--—----—- >
3) TestPortAsicCam -—--—-——————-———-—~- >
4) TestPortAsicRingLoopback -------- >
5) TestMicRingLoopback ------------- >
6) TestPortAsicMem —---—---—-—-——-———-——- >

Catalyst 3750 Rf yF av>F YI7LYR
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Bl show diagnostic

WOFITIE, T4 BT A NDAT =2 ZA%FRKRT D EERLET,

Switch# show diagnostic status
<BU> - Bootup Diagnostics, <HM> - Health Monitoring Diagnostics,
<OD> - OnDemand Diagnostics, <SCH> - Scheduled Diagnostics

Card Description Current Running Test Run by
1 N/A N/A
2 TestPortAsicStackPortLoopback <OD>
TestPortAsicLoopback <OD>
TestPortAsicCam <OD>
TestPortAsicRingLoopback <OD>
TestMicRingLoopback <OD>
TestPortAsicMem <OD>
3 N/A N/A
4 N/A N/A
Switch#

WROBITIE, A v TFOFTA BMDOT AN A7V a—NaRrnT 5hikERLET,

Switch# show diagnostic schedule switch 1
Current Time = 14:39:49 PST Tue Jul 5 2005
Diagnostic for Switch 1:

Schedule #1:

To be run daily 12:00

Test ID(s) to be executed: 1.

BEaITUF av ok St
clear ip arp inspection NVAET=Z ) TWT A P ERELET,
statistics
diagnostic schedule FANR=ADF L TAVBWT A NDAF Y a—) v 7B ELE
R
diagnostic start T IA VBT A N LET,
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show dot1g-tunnel W

show dot1q-tunnel

IEEE 802.1Q kv R— MIHT 2R AR RT 5121, show dotlq-tunnel =~ > F% EXEC
T—FNTHEMALET,

show dotlq-tunnel [interface interface-id]

XD EHEA interface interface-id ~ ({£7) IEEE 802.1Q h> R U v VHEHAE R TZT HA v X —7 = A ZAEHE
LET, ARA LV F—T x4 A0F, WEAR—FEFR—F Fv 2ANE
FNET,

avY kK E®E—F o —# EXEC

i+ EXEC
avy FERE yyy—=x EEER

12.2(25)EA1 Soawr RABMESIE L,
Bl KOFITIL, show dotlg-tunnel =~ > RO &R LET,

Switch# show dotlg-tunnel
dotlg-tunnel mode LAN Port (s)
Gil/0/1

Gil/0/2

Gi1/0/3

Gil/0/6

Po2

Switch# show dotlg-tunnel interface gigabitethernetl/0/1
dotlg-tunnel mode LAN Port (s)

Gi1/0/1
BEa<>F avwoFk B
show vlan dotlq tag native IEEE 802.1Q * 14 7 4 7 VLAN ¥ X 7 AT — X A% KR LFE
é‘@
switchport mode dotlq-tunnel A% —7xA A% IEEE 802.1Q h> /L AR—hE LTEEL
i‘a_o
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W show dotix

show dot1x

AL v FFEFIFBEESNTZA— D IEEE 802.1x HatHH, BHAT—X A, BIXOEERAT —H A
FRT 5121, show dotlx =~ K% EXEC E— FTHEMH L £,

show dotlx [{all [summary] | interface interface-id} [details | statistics]]

BX D5 all [summary] (EE) 9 TOAR— O IEEE 802.1x A7 — 4 A& R LI,
interface interface-id (3F) (HFE) HEShER—F (XA 7, 2L 0T AR TV a—)b,
R— ~ &S & ET) O IEBE802.1x DAT — 4 A& FRLET,

details (f£3) IEEE 802.1x f v #—7 = A ZAD#HMEF R LET,
statistics & Sh-wR— k@ IEEE 802.1x #aHEm ez Fr LET,
a2k E—F = — EXEC
¥5HE EXEC
vy FERE Jyy—x EEHEM
12.1(11)AX o<y RRBMENELE,
12.1(14)EAL all ¥—U— FRBMHENE L,
12.2(25)SED BIAEAT — b D~y AT = BLOR—F AF—F 2 7 1 —/)L FIC
auth-fail-vlan 3 & £ 5 L ICER"BNIHESINE L,
12.2(25)SEE avy MECHAERE SR, a~vy REARMEESLE L=,
12.2(35)SE TR, ™A K& IP Phone (Cisco IP Phone F721Z v A s dD A — 51—
DEFHE) OFFE L TRESNER—FDAT—Z 2% & L HTLES
nE L,

BRLOASFSM4Y K- FE2EELAVERIE. Za— L R A—Z B L0~ —RERESET, F— F2iEd
%6, R— MNOHEMARRIINET,
H—H M EIIMFMOFIE & L TR— MHIBEINRE SN, ZORENAL v FORE LT D5
% . show dotlx {all | interface interface-id} Fit EXEC =< RHICEDIFERP R R INET,

ControlDirection = In (Inactive)
U] KOFITIE, show dotlx =~ > ROM A ZRLET,
Switch# show dotlx
Sysauthcontrol Enabled
Dotlx Protocol Version 2
Critical Recovery Delay 100
Critical EAPOL Disabled

wOF X, showdotlx all =~ FOHHZERLET,

Switch# show dotlx all
Sysauthcontrol Enabled

Catalyst 3750 R4/ yF a2 F YI7L VR
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Dotlx Protocol Version

Critical Recovery Delay

Critical EAPOL

2
100

Disabled

Dotlx Info for GigabitEthernetl/0/1

PAE

PortControl
ControlDirection
HostMode
Violation Mode
ReAuthentication
QuietPeriod
ServerTimeout
SuppTimeout
ReAuthPeriod
ReAuthMax

MaxReq

TxPeriod
RateLimitPeriod

<output truncated>

AUTHENTICATOR
AUTO

= Both

SINGLE HOST
PROTECT

= Disabled

60
30

= 30

3600 (Locally configured)
2

=2

30

=0

ORI TIiL, show dotlx all summary =~ RO EZ R LET,

Interface PAE

Gi2/0/1 AUTH
Gi2/0/2 AUTH
Gi2/0/3 AUTH

UNAUTHORIZED

00a0.c908.0072 AUTHORIZED

UNAUTHORIZED

WOFHITIL, show dotlx interface interface-id 2~ > ROWM I ERLET,

Switch# show dotlx interface gigabitethernetl/0/2
Dotlx Info for GigabitEthernetl/0/2

PAE

PortControl
ControlDirection
HostMode
ReAuthentication
QuietPeriod
ServerTimeout
SuppTimeout
ReAuthPeriod
ReAuthMax

MaxReq

TxPeriod
RateLimitPeriod

W OFHICIL, show dotlx interface interface-id details =~ > KO ZRLET,

AUTHENTICATOR
AUTO

= In

SINGLE_ HOST
Disabled

= 60

30
30

= 3600 (Locally configured)

2
2

= 30
=0

Switch# show dotlx interface gigabitethernetl/0/2 details
Dotlx Info for GigabitEthernetl/0/2

PAE

PortControl
ControlDirection
HostMode
ReAuthentication
QuietPeriod
ServerTimeout
SuppTimeout
ReAuthPeriod
ReAuthMax

AUTHENTICATOR

AUTO

Both

SINGLE_HOST

Disabled

60

30

30

3600 (Locally configured)

=2

show dotix M
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W show dotix

MaxReq =2
TxPeriod = 30
RateLimitPeriod =0

Dotlx Authenticator Client List Empty

WOHITIL, A— BT A K VLAN IZHIY Y THAL, AA F E— K2 multiple-hosts E— FIZAHE I
N7-%54 @ show dotlx interface interface-id details =~ > KO # /R L £ 7,

Switch# show dotlx interface gigabitethernetl/0/1 details

Dotlx Info for GigabitEthernetl/0/1

PAE = AUTHENTICATOR
PortControl = AUTO
ControlDirection = Both

HostMode = SINGLE_HOST
ReAuthentication = Enabled
QuietPeriod = 60
ServerTimeout = 30
SuppTimeout = 30
ReAuthPeriod = 3600 (Locally configured)
ReAuthMax =2

MaxReq =2

TxPeriod = 30
RateLimitPeriod =0

Guest-Vlan = 182

Dotlx Authenticator Client List Empty

Port Status = AUTHORIZED
Authorized By = Guest-Vlan
Operational HostMode = MULTI_HOST
Vlan Policy = 182

WOFITIE, RN— R AA & IP Phone (Cisco IP Phone F 7213 A a ISt d A —h —DEFEH) O
5 & UCRRIE 7= 85A @ show dotlx interface interface-id details =~ > FOH N ZERLET,

HostMode 7 . —/V RiX MULTI-DOMAIN %/~ L £79°,

Switch# show dotlx interface gigabitEthernet 2/0/3 details

Dotlx Info for GigabitEthernet2/0/3

PAE = AUTHENTICATOR

PortControl = AUTO

ControlDirection = Both

HostMode = MULTI_DOMAIN
ReAuthentication = Disabled

QuietPeriod = 60

ServerTimeout = 30

SuppTimeout = 30

ReAuthPeriod = 3600 (Locally configured)
ReAuthMax = 2

MaxReq = 2

TxPeriod = 1

RateLimitPeriod = 0

Mac-Auth-Bypass = Enabled

Critical-Auth = Enabled

Critical Recovery Action = Reinitialize
Critical-Auth VLAN = 10

Guest-Vlan = 15

Dotlx Authenticator Client List
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Domain = DATA

show dotix M

Supplicant = 0000.aaaa.bbbb

Auth SM State AUTHENTICATED
Auth BEND SM Stat IDLE
Port Status = AUTHORIZED

Authentication Method = MAB

Vlan Policy =

W OFHICIL, show dotlx interface interface-id statistics 2~ > FOWM A ER L ET, £ 2-3212, 20D
HhTRREND7 4 —V ROFHEZRLET,

Switch# show dotlx interface gigabitethernetl/0/2 statistics
Dotlx Authenticator Port Statistics for GigabitEthernetl/0/2

RxStart = 0
RxInvalid = 0

TxReq = 2

RxVersion = 2

TxReqID = 132

RxLogoff = 0
RxLenErr = 0

RxResp =1
RxTotal = 2

RxRespID = 1

TxTotal = 134

LastRxSrcMAC = 00a0.c908.0072

= 2-32 show dot1x statistics D7 1« —JL KDL

J4—ILF 5 BA

RxStart %1% &N 7= F %72 Extensible Authentication Protocol over LAN (EAPOL)
-Start 7 L' — A D

RxLogoff %15 &7z EAPOL-Logoff 7 L — A D3k

RxResp A5 SN 7= H#h7e Extensible Authentication Protocol (EAP) -Response 7 L —
2 (Response/Identity 7 L — A LISL) D%k

RxRespID {5 S 7= EAP-Response/Identity 7 L — A D#K

RxInvalid ZIEENTZEAPOL 7L —2D5hb, 7L —h ZA F5RHFBTERVT L—24
DI

RxLenError ZESNT EAPOL 7V —A4D 56, X7y MARKOEIZRT 7 0 —/L KR
W72 7 L— D

RxTotal ZESNTETRTOXA TDOER R EAPOL 7 L —AD¥K

TxReq 5 &7z EAP-Request 7 L — 24 (Request/Identity 7 L— A LIAL) O3k

TxReqld 518 & 72 Extensible Authentication Protocol (EAP) -Request/Identity 7 L —
UNOY ¢

TxTotal EEEINTZTXTOHH A 7D Extensible Authentication Protocol over LAN
(EAPOL) 7 L —2 0¥

RxVersion IEEE 802.1x N— a3 v 1 B TZEINT/ Ty b

LastRxSrcMac B%I23%(5 L2 EAPOL 7 L— A B SN2 %(F 58 MAC 7 R L%

BIEaT R avwy kR EHER

dotlx default

IEEE 802.1x /X7 A—% %7 7 4 /L MEIZR L £7°,
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W showdtp

show dtp

AA v FEITBESNT-A % —7 = A4 A0 Dynamic Trunking Protocol (DTP; ¥ A FI v/ 7
XV T a han) [FRERSRTHI2IE, show dtp F##E EXEC =~ > FE2#ERLET,

show dtp [interface interface-id]

interface
interface-id

X DA (EE

FMEFEEGD) PEENLET,

BEINEZA X —Tx2A ADKR—F X2V T4 REZFTILET, A%
AU H—T oA AN, WHEAR—F (XAT, AX 0T AN TV a—)b, F—

oYYk E—F ¥ EXEC
avy FER yy—= EEEM

12.1(11)AX Toavy RpEmEnE L,
U] KOBITIE, show dtp =~ > ROH %R LET,

Switch# show dtp
Global DTP information

Sending DTP Hello packets every 30 seconds

Dynamic Trunk timeout is 300 seconds
21 interfaces using DTP

WOFITIL, show dtp interface =~ > FOH &2 RLET,

Switch# show dtp interface gigabitethernetl/0/1
DTP information for GigabitEthernetl/0/1:

TOS/TAS/TNS: ACCESS/AUTO/ACCESS
TOT/TAT/TNT: NATIVE/NEGOTIATE/NATIVE
Neighbor address 1: 000943A7D081
Neighbor address 2: 000000000000

Hello timer expiration (sec/state): 1/RUNNING

Access timer expiration (sec/state): never/STOPPED
Negotiation timer expiration (sec/state): never/STOPPED
Multidrop timer expiration (sec/state): never/STOPPED

FSM state: S2:ACCESS

# times multi & trunk 0

Enabled: yes

In STP: no

Statistics

3160 packets received (3160 good)
0 packets dropped
0 nonegotiate,
6320 packets output
3160 native,
output errors

0 bad version,
(6320 good)
3160 software encap isl,

trunk timeouts
link ups, last link up on Mon Mar 01 1993,
link downs

o P O O

0 domain mismatches,

01:02:29

0 bad TLVs, 0 other

0 isl hardware native
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showdtp W

BEav R avwy kR EBR

show interfaces trunk A B =T A A NTUIEREPERLET,

Catalyst 3750 Rf yF av>F YI7LYR
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W show eap

show eap

AA v FFITEE SR — b D Extensible Authentication Protocol (EAP) L& hL—3 3 U1
WB LU Yy v a EHREERRTDITIE, show eap 54 EXEC 2~ FEHEHA L ET,

show eap {{registrations [method [name] | transport [name]]} | {sessions [credentials
name [interface interface-id] | interface interface-id | method name | transport
name]}} [credentials name | interface interface-id | transport name]

B DEREA registrations EAP L YA bL—va U E#MEFRFLET,
method name (&) EAP FROL YA ML —3 3 UIERERTLET,
transport name ({FE) EAP FI v AR—FDLIP AR L—3 g UEREFRRLET,
sessions EAP &y a UIFERERTLET,
credentials name (%) BAP XL P2 b —va UEHREFERLET,

interface interface-id  (3¥) (L&) fREShiR—F (XA T, AZ w7 AN EVa—)b,
R— &S EET) O EAP EHAEFRRLET,

avY kK E—F HkE EXEC
avy FERE yy—=x TEER
12.2(25)SEE Zoavy RABEMENE LT,

BREDHMA FS4Y ®kOF—U—F &L I show eap registrations 51 EXEC =~ > F&HHT 554, 2~ N
IR OERP R RS NET,

e None : EAP B L ORI N7 EAP SN THEH SN DT XTO FALL~L
e method name ¥—V — K : B IN7-FETDHX
e transport name ¥—V — N : BELI NI FFED AL L1

KD F—1U— K% &L show eap sessions £t EXEC 2~ > RZEHAT 2546, 2~ RHENITIEKRD
BHRPERENET,

e None: TXRTDT /7T 4772 EAP Ty a3

e credentials name X—V— K : fEESN=7 LT ¥ Ta7 7 AL

* interface interface-id ¥ — UV — R : EESNTA LV F—T oA AD/INTF A —H
e method name ¥—7 — R’ : & 472 EAP X

e transport name ¥ — U — N EEINT T LAY
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showeap H
1l W OFITIE, show eap registrations =~ > ROH ) E R LET,
Switch# show eap registrations
Registered EAP Methods:
Method Type Name
4 Peer MD5
Registered EAP Lower Layers:
Handle Type Name
2 Authenticator Dotlx-Authenticator
1 Authenticator MAB
W DBFITIL, show eap registrations transport =~ > FOH I Z R LET,
Switch# show eap registrations transport all
Registered EAP Lower Layers:
Handle Type Name
2 Authenticator Dotlx-Authenticator
1 Authenticator MAB
WOHITIL, show eap sessions =~ RO ERLET,
Switch# show eap sessions
Role: Authenticator Decision: Fail
Lower layer: Dotlx-Authenticalnterface: Gil/0/1
Current method: None Method state: Uninitialised
Retransmission count: 0 (max: 2) Timer: Authenticator
RegId Retransmit (timeout: 30s, remaining: 2s)
EAP handle: 0x5200000A Credentials profile: None
Lower layer context ID: 0x93000004 Eap profile name: None
Method context ID: 0x00000000 Peer Identity: None
Start timeout (s): 1 Retransmit timeout (s): 30 (30)
Current ID: 2 Available local methods: None
Role: Authenticator Decision: Fail
Lower layer: Dotlx-AuthenticalInterface: Gil/0/2
Current method: None Method state: Uninitialised
Retransmission count: 0 (max: 2) Timer: Authenticator
ReqgId Retransmit (timeout: 30s, remaining: 2s)
EAP handle: 0xA800000B Credentials profile: None
Lower layer context ID: 0x0D000005 Eap profile name: None
Method context ID: 0x00000000 Peer Identity: None
Start timeout (s): 1 Retransmit timeout (s): 30 (30)
Current ID: 2 Available local methods: None

<Output truncated>

WROFITIL, show eap sessions interface interface-id §## EXEC =2~ ROWM %R L E T,

Switch# show eap sessions gigabitethernetl/0/1

Role: Authenticator Decision: Fail

Lower layer: Dotlx-AuthenticaInterface: Gil/0/1
Current method: None Method state: Uninitialised
Retransmission count: 1 (max: 2) Timer: Authenticator
ReglId Retransmit (timeout: 30s, remaining: 13s)

EAP handle: 0x5200000A Credentials profile: None

Lower layer context ID: 0x93000004 Eap profile name: None

Method context ID: 0x00000000 Peer Identity: None

Start timeout (s): 1 Retransmit timeout (s): 30 (30)
Current ID: 2 Available local methods: None
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W show eap
BEav VR avwy kR HL)
clear eap sessions 2L o FFHIFBREENTER—FDEAP O v a U ERE7 VT LE
\j‘o
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show env

A v F (RZ KT Ry AL vF RF v AL = ALy 7 ARN) O7 7o WE,
Redundant Power System (RPS; JURERS A7 L) ORTHME, BLOERERER~T H121%, show

envfFEH L ET,

showenv Wl

show env {all | fan | power | rps [all | detail | switch [switch-number]] | stack
[switch-number] | temperature [status]}

X DEREA

all 77 v EREREEOW ) OREE R LET,

fan 2L v F 77 OREEFRLET,

power AL v FOBFRDOKEERRTLET,

rps RPS 300 Redundant Power System (RPS 300) . Cisco RPS675 Redundant Power
System (RPS 675). %7-i% Cisco Redundant Power System 2300 (RPS 2300)
WAL TR ENTNDNEI PRALET,

rps all LE) AX U RTRY AL v FEREFAL v F AZ v 7 ICHRSNZTXTO
NEBRY AT AR RLET,
INHOF—U— KX, Catalyst 3750v2 AA v F ECTCORAFEHTE T,

rps detail UEE) AA v FERFIAAL v TF AY o 7 ICHR SN TR BIR Y 2T A OFEH
HRERTLET,
INHOF—U— KX, Catalyst 3750v2 AA v F ECTCORAFEHTE T,

rps switch (ER) AZ vy VHNOBEAL v FERLBRESNIAL v FIHERESNIZITRE

[switch-number]

B AT LZ2Form UET, switch-number \ZIEETE HHMHIT 1 ~9 T (R
B DAL v TF AU NFBITHIER) .

WD ¥ —U— FiL, Catalyst 3750v2 A4 v F ECHEIHEHATE £T,

stack
[switch-number]

GE) REVIDOEAAL v FEFRITBESINTIZAAL v TFOTRTOREAT —
A AEFRRLET, BETELHIHIL1L ~9 T (RA VI DARAL vF
A U NNFFITHIG)

temperature AA v FORERT —HZ A TR LET,
status (EE) AA v FONERRE GMBIRE TIER<) BIOLEWMEEZ R RLET,
ZOF¥F—U— RiL, Catalyst 3750G-48TS. 3750G-48PS, 3750G-24TS-1U, %
LW 3750G-24PS A A v F L TCORERTEET,
oYk E—F . — EXEC
e EXEC
oy FERE Jyyy—=x EEEM
12.1(11)AX Zoawy RRBEMEShE L,
12.2(20)SE3 temperature status % — 7 — F2EME v E L7,
12.2(50)SE1 rps [all | detail | switch [switch-number]] & — 7 — F2SBMEnE L=,

EREDHA R34

VAL —PIADEFEDAA v FNBIERITT 7 24 51201%.

j‘o

session £ EXEC =~ > F&HH L E
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H showenv

]

EBEDAL v TF AU NANBAL y JNOAL v FICBET HIEREFETT 511X, show env stack
[switch-number] 2~ > R&E#HALET,

stack ¥— 7 — RZEL THMTLE, AX v 7 EEFAY v JNTHEESNTZAL v FIZET LT
NTOEBRBERSINET,

show env temperature status =~ > NITXTDORAA v F ETRRINET R,

Catalyst 3750G-48TS. 3750G-48PS. 3750G-24TS-1U, 3 LW 3750G-24PS A A v FIZIFTHIT
T INHDAAL v FIZZOATY REANTDHE, AL v FOREAT— L LEWVEL LR a~
YRHANCERRENE T, TRO6D 4 DDA, vy FUSNDAL vy FIZa~xr Re A+ 5L, HA

7 4 —J)V R|Z Not Applicable WERIINET,

F 72, Catalyst 3750G-48PS F 7213 3750G-24PS % A »»F Tid. show env temperature =~ > N &
MLTAA v FOREAT —=FZALFRTEET, 2~ FHTIE, GREEN 5 XU YELLOW %
7 — k% OK EE£7L, RED A7 — % FAULTY LR LET, ZTDOAA v FIZ showenv all 2~
K& AT 284, 2~ K71 show env temperature status =~ > K1 &R U T,

LEVMEL~VIZET D5EIC W, 20V J—RZxHETD2Y 7 by =T a7 4 Fal—
ar A FEBZRLTITEE N,

OB TIE, AX— AA v FEHIIARAZ L FTay A4 vFnH AN LT- showenvall 2~ KD
HAhzERLET,

Switch# show env all

FAN is OK

TEMPERATURE is OK

Temperature Value: 33 Degree Celsius
Temperature State: GREEN

Yellow Threshold : 56 Degree Celsius

Red Threshold : 66 Degree Celsius

SW PID Serial# Status Sys Pwr PoE Pwr Watts
1 Built-in Good

SW Status RPS Name RPS Serial# RPS Port#

w o, show env fan =~ FOHHZRLE7,

Switch# show env fan
FAN is OK

WORFITIX, A¥ v Y vAX—TO showenvrps 2~ ROHITERLET,

Switch# show env rps
SW Status RPS Name RPS Serial# RPS Port#

3 Active CiscoRPS CAT1050VGF3 3

RPS Name: CiscoRPS
State: Active
PID: PWR-RPS2300
Serial#: CAT1050VGF3
Fan: Good
Temperature: Green

RPS Power Supply A: Present

PID : C3K-PWR-750WAC
Serial# : DTH1050M04S
System Power : Good

PoE Power : Good

Catalyst 3750 R4/ yF a2 F YI7L VR
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Wat

RPS P
PID
Ser
Sys
PoE
Wat

DCOut

ts 300/420 (System/PoE)
ower Supply B: Present
: C3K-PWR-750WAC

ial# DTH1050M03H
tem Power Good

Power Good

ts 300/420 (System/PoE)

State Connected Priority BackingUp WillBackup Portname SW#
Active Yes 6 Yes Yes <> -
Active Yes 6 Yes Yes <> -
Active Yes 3 No Yes Switch 3
Active No 1 No Yes <> -
Active No 6 No No <> -
Active No 6 No No <> -

WOFITIF, AHX v ~AZ—TOhD showenvrpsall 2~ FOHHERLET,

Switch# show env rps all
SWITCH 1:
RPS:
RPS is active
Fan: Good
Temperature: Green
DC port legends:
Y = Yes
Act = Active
OK = Power Supply is good
BU = RPS actively backing up
12v/PoE 12v/PoE RPS
Port State Prio Status Backu
1 Act 1 OK/OK NB/NB
2 Act 4 OK/NP NB/NB
3 Act 1 OK/OK NB/NB
4 Act 1 OK/OK NB/NB
5 Act 2 OK/OK NB/NB
6 Act 6 OK/OK NB/NB
<output truncated>

N
Sby
NP
NB

P

= No

= Standby

= Power Supply is not present or bad
= RPS not actively backing up

Avail PortName Switch Name
Y <> <remote>
Y <> <remote>
Y <> Switch
Y Switch <remote>
Y <> <remote>
Y <> <remote>

WOHTIL, show env stack =~ FOHFTERLET,

Switch#
SWITCH:
FAN is

show env stack
1
OK

TEMPERATURE is OK

POWER i
RPS is
SWITCH:
FAN is

s OK

NOT PRESENT
2

OK

TEMPERATURE 1is OK

POWER i
RPS is
SWITCH:
FAN is

s OK

NOT PRESENT
3

OK

TEMPERATURE is OK

POWER 1
RPS is

s OK
NOT PRESENT

showenv Wl
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H showenv

WOFITIE, AL — A v FNBARF v 7 AR ICETIEREE T D HEEZRLET,

Switch# show env stack 3
SWITCH: 3

FAN is OK

TEMPERATURE is OK

POWER is OK

RPS is NOT PRESENT

HOFITIE, BEME, 27— h, BEOLEWEZER RS D HiEZRLET, £ 2-3312, 22 N
TOREAT — hOFAZRFLET,

Switch# show env temperature status
Temperature Value:28 Degree Celsius
Temperature State:GREEN

Yellow Threshold :70 Degree Celsius
Red Threshold :75 Degree Celsius

#* 2-33 show env temperature status <> FH DX T7—F+

AT—F EL
7Y —y AA o FOIRBEMN IEHZEBEREICH Y £,

AxH— BENBEARFICH Y £T, A v FOSNOEDLE Z BT 208 H Y £,
Ly K BENR 2 V7 2 AHICH Y £9, BENZOFRMEICH D56, A1 v FREFIC

FATSNRWATREMED H D £,

Catalyst 3750 R4/ yF a2 F YI7L VR
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show errdisable detect W

show errdisable detect

errdisable O HIRTEA FRT 51215, EXEC & — K T show errdisable detect =~ > F&#H L E£7,

show errdisable detect

B DEREA Zoawy RiZiE, BIEERIEXF—T— FiEb v A,
avY kR E—F . —4 EXEC
H:4E EXEC
avy FERE yy—=x ETEEM
12.1(1DAX Shavy RABMENE LT,
12.2(37)SE show errdisable detect O /7iZ Mode FlIABINENE LT,

EREDAHA R34y

7l

FREINTZ gbic-invalid =7 —OFHIL, %72 Small Form-Factor Pluggable (SFP; 75 Wi r#E/NEY
TH—bT7I8) FEVa—VEERLET,

o< RN D errdisable OFHENT L7 7 X MEICERENET, Mode 5%, errdisable 23
BEIEICEDIIHEENTWDENERLET,

errdisable fRHIIZIRDE— R CHETEET,
o AR—hFE— N BEIEAELLEAG, WEFR— MK errdisable (2720 £ 97,
e VLAN E&— R : BXMPREA LI=HE. VLAN 28 errdisable (2720 £,

e JR"— KF/VLAN £— F : —#D KR — F TIIHHER— b 2K errdisable (12720, T OMOKR— T
IZ VLAN Z & 1Z errdisable (272 0 £,

WOBITIL, show errdisable detect =~ > KOHHE/RLET,
Switch# show errdisable detect

ErrDisable Reason Detection Mode
arp-inspection Enabled port
bpduguard Enabled vlan
channel-misconfig Enabled port
community-limit Enabled port
dhcp-rate-limit Enabled port
dtp-flap Enabled port
gbic-invalid Enabled port
inline-power Enabled port
invalid-policy Enabled port
12ptguard Enabled port
link-flap Enabled port
loopback Enabled port
lsgroup Enabled port
pagp-flap Enabled port
psecure-violation Enabled port/vlan
security-violatio Enabled port

| OL-26659-01-J
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Bl show errdisable detect

sfp-config-mismat Enabled port
storm-control Enabled port
udld Enabled port
vmps Enabled port
BEEa<2 avv kR B
errdisable detect cause K DJFA, £33 X TOFRKICH LT errdisable Bt & 1 % —7
MZLET,

show errdisable flap-values i< CTWAREDT T —EREFRELET,
show errdisable recovery errdisable A1 % 4 ~—DEHEF R LET,

show interfaces status A HE =T A ADAT—H AE7=1L errdisable A7 — MNZH DA
B—T A ZADY A N2FERLET,

Catalyst 3750 R4/ yF a2 F YI7L VR
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show errdisable flap-values W

show errdisable flap-values

HLREREZTT—L LTS & ME2RRT 51T, show errdisable flap-values =~ > N %
EXEC £— RCHM L £,

show errdisable flap-values

BXXniA Zoawy R, BIEEREF—T— RiEh Y A,
avykE—F 2 —+4 EXEC

e EXEC
avy FEE yyy—= EEE

12.1(11)AX ooy RRBEMERE L,

EREDHA R4

Flaps 121X, F8E SN IZBERFRMNICA T — b A~OEB2ETH &, =7 =B I THR— bR
T AT NIRDBOPNREREINET, =& 21X, 3 20 Dynamic Trunking Protocol (DTP; %A1
v hIrFxr s Trban) A7—h (K=K E—R 778X/ T2 7), 2R — MEKT
B k=L (PAGP) 79 v 7R 30 BRIBTAESHIBA, £72135 50007 25—k (Vo7
Ty Z ) N0 RERTEEINTSLAIE, =7 —ERRERTR— IRy y RF T UT 5
ZEWRENET,

ErrDisable Reason Flaps Time (sec)
pagp-flap 3 30
dtp-flap 3 30
link-flap 5 10

%l WOFITIiX, show errdisable flap-values =~ > FOH &R L E7,
Switch# show errdisable flap-values
ErrDisable Reason Flaps Time (sec)
pagp-flap 3 30
dtp-flap 3 30
link-flap 5 10
BEaYF avwyEk B
errdisable detect cause FeEOJRKE, E721ET X TORRKIZK LT errdisable #ithi % A x—7
Mz LET,
show errdisable detect errdisable R AT — % 2 & FK R L £,
show errdisable recovery errdisable [F11H % A ~—DIFRE R R L ET,
show interfaces status A B =T 2 ADAT —H XAFE7=1 errdisable AT — MMZHBHA

B—T 2 A ZDY A R RLET,

| OL-26659-01-J
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Bl show errdisable recovery

show errdisable recovery

errdisable [E118 # A <~ —1F# % £ /~xT 5 IZ1Z. show errdisable recovery =~ K% EXEC &— FCfff

MLET,

show errdisable recovery

BXXniA Zoawy RICE, BIEEREF—T— RiEh Y A,
avy kE—F 2 —+4 EXEC

K EXEC
avy FEE yyy—= EEE

12.1(11)AX Zoavr RRBEMERE L,

EREDHA R4

i

gbic-invalid error-disable DEEH L, #5372 Small Form-factor Pluggable (SFP; 75 i vl /Nl 7 o+ — A

Ty IR) AR —T A AEEKRLET,

WROEITIL, show errdisable recovery =~ > RO ERLE T,

Switch# show errdisable recovery

ErrDisable Reason
udld

bpduguard
security-violatio
channel-misconfig
vmps

pagp-flap
dtp-flap
link-flap
12ptguard
psecure-violation
gbic-invalid
dhcp-rate-limit
unicast-flood
storm-control
arp-inspection
loopback

Timer Status
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Enabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

Timer interval:300 seconds

Interfaces that will be enabled at the next timeout:

Interface

link-flap

Gil/0/2

Errdisable reason

Time left (sec)

l_Catalyst3750 R4 v F IV F YI27L 2R
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show errdisable recovery W

~

(G¥)  unicast-flood 7 « —/V Kid, HAOWZERTEINETHESTT,

BEav R avwU kR BiEA
errdisable recovery BIEA =X LEREZRELET,
show errdisable detect errdisable i AT —Z 2 & F£ R L F 7,
show errdisable flap-values %X CWVWAREOTS —IFHEERLET,
show interfaces status A B =T 2 A ADAT —F AFE L errdisable A7 — MNMZHDHA

B—T 2 A ZADY A NERRLET,

Catalyst 3750 Rf yF av>F YI7LYR
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B show etherchannel

show etherchannel

F ¥ %L ® EtherChannel ¥R % %<9 5121%. show etherchannel =~ K% EXEC £— KTfEH L
7,

show etherchannel [channel-group-number {detail | port | port-channel | protocol |
summary}] {detail | load-balance | port | port-channel | protocol | summary}

T DA channel-group-number (EE) TV IN—TDFSTT, IBETEHHMIL 1 ~ 48 TT,
detail EtherChannel OFEfiZ R R L £,
load-balance A=k F¥ XVNOR— MHOAR G FR, 237 v—akm AR
EERRLET,
port EtherChannel A — ME#H A HE R L E T,
port-channel A—hrFr xR EERLET,
protocol EtherChannel TEH N 57w hartx R LET,
summary EF ¥ x TN—TDOY~ ) —% 11T CERLET,
aAvY K E—F  =—#% EXEC
¥iHE EXEC
vy FERE J1yy—=x EEEM
12.1(11)AX Zoawry RpBIMEnE L,
12.1(14)EA1 protocol % — 7 — KAEM S AL E L7z,
12.2(25)SE channel-group-number N 1 ~ 12 5 1 ~48 ([CEFIhFE LT,

BREDHA RS54 channel-group Z¥5E LRWHEIE, TRTOF v R FL—FRERENET,
HWATiZ, "— K U X LMD Passive 7 4 —/L RlIZL AV 3 DOFR—F F¥ AT TERIENET, 2
D7 4=V RiZ, FEEE L TOHWARWYER— IR F ¥y 2L JL—THNTREINTNDLI L (BX
ORIEMIZT v 1V J—TNTHE—DR— Fr 3V THDHI L) ZBEHRLET,

1 WwDOHITIiL, show etherchannel 1 detail =~ > FOHF1E2/RLET,

Switch# show etherchannel 1 detail
Group state = L2
Ports: 2 Maxports = 16
Port-channels: 1 Max Port-channels = 16
Protocol: LACP

Ports in the group:

Port: Gil/0/1

Port state Up Mstr In-Bndl

Channel group = 1 Mode = Active Gcchange = -
Port-channel = Pol GC = - Pseudo port-channel = Pol
Port index =0 Load = 0x00 Protocol = LACP

Catalyst 3750 R4/ yF a2 F YI7L VR
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show etherchannel

Flags: S - Device is sending Slow LACPDUs F - Device is sending fast LACPDU
A - Device is in active mode. P - Device is in passive mode.

Local information:

LACP port Admin Oper Port Port
Port Flags State Priority Key Key Number State
Gil/0/1 SA bndl 32768 0x1 0x1 0x101 0x3D
Gi1/0/2 SA bndl 32768 0x0 0x1 0x0 0x3D

Age of the port in the current state: 01d:20h:06m:04s

Port-channels in the group:

Port-channel: Pol (Primary Aggregator)

Age of the Port-channel = 01d:20h:20m:26s

Logical slot/port = 10/1 Number of ports = 2
HotStandBy port = null

Port state = Port-channel Ag-Inuse

Protocol = LACP

Ports in the Port-channel:

Index Load Port EC state No of bits
—————— B e e
0 00 Gil/0/1 Active 0
0 00 Gil/0/2 Active 0
Time since last port bundled: 01d:20h:20m:20s Gil/0/2

WDFEITiX, show etherchannel 1 summary =2~ > RO ZRLET,

Switch# show etherchannel 1 summary

Flags: D - down P - in port-channel
I - stand-alone s - suspended
H - Hot-standby (LACP only)
R - Layer3 S - Layer2
u - unsuitable for bundling
U - in use f - failed to allocate aggregator
d - default port

Number of channel-groups in use: 1

Number of aggregators: 1

Group Port-channel Protocol Ports

—————— B ettt e e e e e T e
1 Pol (SU) LACP Gil/0/1(P) Gil/0/2(P)
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B show etherchannel

W& DFITiL, show etherchannel 1 port-channel =~ > RO 1 Z R LET,

Switch# show etherchannel 1 port-channel
Port-channels in the group:

Port-channel: Pol (Primary Aggregator)

Age of the Port-channel = 01d:20h:24m:50s

Logical slot/port = 10/1 Number of ports = 2
HotStandBy port = null

Port state = Port-channel Ag-Inuse

Protocol = LACP

Ports in the Port-channel:

Index Load Port EC state No of bits
—————— B T e e
0 00 Gil/0/1 Active 0
0 00 Gil/0/2 Active 0
Time since last port bundled: 01d:20h:24m:44s Gil/0/2

WK OFITIiL, show etherchannel protocol =~ > RO &R LET,

Switch# show etherchannel protocol
Channel-group listing:

Protocol: LACP

Protocol: PAgP

BREOY YR avwyk Bl
channel-group EtherChannel 7'V — 7124 —H% %> b R— b ZE B TET,
channel-protocol Fyx VU TEEHT LD, A—METHEHAENS 7o barziH
fRLEF,
interface port-channel A=K F¥RZN~DT 7 EAL, F— b F¥ FVOERETVET,

Catalyst 3750 R4/ yF a2 F YI7L VR
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show fallback profile H

show fallback profile

AL v FCREINTZT =Ny Ta7y A VERRFTHIZIEL, show fallback profile #74#
EXEC o~ REHEHALET,

show fallback profile

BXXniA Zoawy R, BIEEREF—T— RiEh Y A,

avykE—F #HE EXEC

av Y FEE -2 EEER
12.2(35)SE oI RGBS E L,

BREDHA RS54y AA v FTRESNET BT 7 A NV %EFRFT 5HIZIE, show fallback profile $#1E EXEC =~ > R % {#
ALET,

15l WDOFITIL, show fallback profile =~ FOH )& R LET,

switch# show fallback profile
Profile Name: dotlx-www
Description : NONE

IP Admission Rule : webauth-fallback
IP Access-Group IN: default-policy
Profile Name: dotlx-www-lpip
Description : NONE

IP Admission Rule : web-lpip

IP Access-Group IN: default-policy
Profile Name: profilel

Description : NONE

IP Admission Rule : NONE

IP Access-Group IN: NONE

BEav> R avwvk B
dotlx fallback profile IEEE 802.1x #FEZ2H R— M LAWVWI FA T MDD T 4 —n_ w7
AL LT Web BiEAEMT 2L O R—FaRELET,
fallback profile profile Web BIEDO T +—N w7 FTu7 7 A VEERLET,
ip admission rule AA v F K— T Web Ritx A X—7 VI LET,

Catalyst 3750 Rf yF av>F YI7LYR
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M show fallback profile

avwyk BieA

ip admission name proxy 2o v F T Web @RfE% 7/ 02— 3LICA 2 —T LI LET,
http [inactivity-time |

absolute-time]

show dotlx [interface f8E SN 7= — b ® IEEE 802.1x ORRHEEZ R R LT,
interface-id|
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show flowcontrol W

show flowcontrol

7o—HlE AT — 2 AR I OHFHE®REF T 512X, show floweontrol =~ K% EXEC £— T

ML ET,

show flowcontrol [interface interface-id | module number]

X DEREA

(BB HEDA v X —T x4 AD 72—l AT — 2 2B L OHHER %
FRLET,

interface interface-id

IR BEINTFARAZ T AR AL FOTRTDOAL L Z—T = A AD
T —HHAT —Z A LIRFHEREFRLET, IBETEHHEIT1 ~9 T
T, TOF TV aiEk, BEDODA U H—T =24 AID ZAS LI E EIIFIA

module number

TEEHA,
avykE—F 2 —+4 EXEC
HHe EXEC
avy FERE Jy—=x EHEER

BEREDAA FS54>

]

12.1(14)EA1 Zoavy RRBEMINE LT,

2ZA o FFFIIEHEEDA L Z—T oA ZADT7a—HlHAT —2 2B I OHEHEHRZEZEFZERTHICTIT. 2D
avr REERALET,

A v F A B —T oA AMERETRTERT SIZIE. show flowcontrol =~ > FEFEHLET, R
HoR7ar AA v FTlL, show flowcontrol =~ > RO Sk %1%, show flowcontrol module
number 2~ FOHDFER LR CiZ72 D £7,

FEDA U E—T A ADNH A FRRT HITIL, show flowcontrol interface interface-id 2~ > N&ff
ALET,

WwoOBTliL, show flowecontrol =~ FOH AR L E T,

Switch# show flowcontrol

Port Send FlowControl Receive FlowControl RxPause TxPause
admin oper admin oper

Gi2/0/1 Unsupp. Unsupp. off off 0 0

Gi2/0/2 desired off off off 0 0

Gi2/0/3 desired off off off 0 0

<output truncated>

W OBITIL, show floweontrol interface interface-id =~ > FOM A ERLET,

Switch# show flowcontrol gigabitethernet2/0/2

Port Send FlowControl Receive FlowControl RxPause TxPause
admin oper admin oper
Gi2/0/2 desired off off off 0 0
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Hl show flowcontrol

BEa<vo R avwyk £
flowcontrol AV B —T oA ADZET7a—HHAT— 2B ELET,
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show idprom M

show idprom

BEINTZA ¥ —7 =A AD IDPROM 1% F=<T 5121, show idprom =~ F% EXEC £—
RTRERLET,

show idprom {interface interface-id} [detail]

X DEREA

interface interface-id ¥5ESNZ 10X ATy b A=Y F v b £ F—7 =A 20 IDPROM 1E#H

EFRLET,

detail ({£#) IDPROM OiftfiiEH (16 #dk) #FRLET,
avy kE—F 2 —+4 EXEC

HHe EXEC
av Yy FERE Jy—x EEEM

BEREDAA FS54>

7l

12.2(20)SE1 Zoavy RRBEMEShE L,

ZDavwryREF 10X EY b A=V Ry b A X —T oA RAZFETEHINET,

WOFITIE, 10 ¥ HEY M A —HFKy b f ¥ —7 = A AD show idprom interface
tengigabitethernet1/0/1 =~ > ROHJZ R L EF, XENPAK £ =2—/L U 7 /L EEPROM ONE
MEFERINET,

EEPROM ~ » 7B LM I1D 7 4 —/v REDOFEMIZ DWW TIL, ROV A~ D XENPAK Multisource
Agreement (MSA) ZZM L T 7ZE0,

http://www.xenpak.org/MSA/XENPAK MSA R2.1.pdf
http://www.xenpak.org/MSA/XENPAK MSA R3.0.pdf

EDN—T 3 O XENPAK v = o 7V EGETe & D& 5121, W) D XENPAK MSA Version
supported 7 4 —/V FEMER LTI EE N, N—=Ta2211F15 (16 #%%) T, A=Y =22 3.01F 1E
(16 #%) <3 Bz L),

Switch# show idprom interface tengigabitethernetl/0/1
TenGigabitEthernetl/0/1 (gpn:472, port-number:1)
XENPAK Serial EEPROM Contents:

Non-Volatile Register (NVR) Fields

XENPAK MSA Version supported :0x15

NVR Size in bytes :0x100
Number of bytes used :0xDO
Basic Field Address :0xB
Customer Field Address :0x77
Vendor Field Address :OxA7
Extended Vendor Field Address :0x100
Reserved : 0x0
Transceiver type :0x1 =XENPAK
Optical connector type :0x1 =SC
Bit encoding :0x1 =NRZ

| OL-26659-01-J
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M show idprom

Normal BitRate in multiple of 1M b/s :0x2848
Protocol Type

Standards Compliance
10GbE Code Byte 0
10GbE Code Byte 1
SONET/SDH Code Byte
SONET/SDH Code Byte
SONET/SDH Code Byte
SONET/SDH Code Byte
10GFC Code Byte 0
10GFC Code Byte 1
10GFC Code Byte 2
10GFC Code Byte 3
Transmission range in 10m

Fibre Type

Fibre Type Byte 0
Fibre Type Byte 1

Centre
Centre
Centre
Centre

Codes

w NN = O

Optical Wavelength
Optical Wavelength
Optical Wavelength

Optical Wavelength
Package Identifier OUI
Transceiver Vendor OUI

Transceiver vendor name

Part number provided by transceiver vendor

in
in

0.0lnm steps - Channel
0.0lnm steps - Channel

:0x1 =10GgE

:0x2 =10GBASE-LR
: 0x0
:0x0
: 0x0
: 0x0
:0x0
:0x0
: 0x0
:0x0
: 0x0
:0x3E8

:0x40 =NDSF only
:0x0 =Unspecified

w N PO

in 0.0lnm steps - Channel
in 0.0lnm steps - Channel
:0x41F420

:0x3400871
:CISCO-OPNEXT, INC

Revision level of part number provided by vendor :01
Vendor serial number

Vendor manufacturing date code

Reservedl
Basic Field Checksum

:ONJ0735003U

:00 00 00 00 00 00 0O
:0x6C

Customer Writable Area

0x00:00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0O
0x10:00 00 00 00 00 0O 00 00 00 00 00 00 00 00 00 0O
0x20:00 00 00 00 00 00O 00 00 00 00 00 00 00 00 00 0O

Vendor Specific

:2003082700

0x00:41 00 20 F4 88 84 28 94 CO 00 30 14 06 39 00 DS

0x10:
0x20:
0x30:
0x40
0x50:

03
00
00

:CC

46

00
00
00
F6
D2

00
00
00
45
00

00
00
00
FF
00

00
00
11
99
00

00
00
5E
00
00

00
00
19
00
00

00
00
E9
00
00

00
00
BF
00
00

00 00 00 00 00 00 0O
00 00 00 00 0O 00 0O
1B AD 98 03 9B DF 87
00 00 00 00 00 cO 48

:0x1
: 0x0
: 0x0
: 0x0

0xFF 0xB8
0x0 0x0
0x0 0x0
0x0 0x0

:800-24558-01

avwy kR

SiBA

show controllers

ethernet-controller

N RO =T A =T = ANEL YA FEA— R
ASIC T HHHAEND . A 24— T 2 A ADEZIED

MattEmz 2R LET,
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show interfaces W

show interfaces

TRTCOA LV H =T 2 A AETIFRESNTZA L F—T 24 ADEHAT — X ABLOEHERT —F A
Fox9 521X, show interfaces 54 EXEC 2~ > R&EH L £9,

show interfaces [interface-id | vlan vian-id] [accounting | capabilities [module number] |
counters | description | etherchannel | flowcontrol | private-vlan mapping | pruning
| stats | status [err-disabled] | switchport [backup | module number] | transceiver
{tengigabitethernet interface-id} | properties | detail [module number] | trunk]

X DEREA

interface-id (FEE) AR A 2 —T7 =4 A2UE, BBAR— (FAT RZ 9T XU
EVa—b, BLOR-FESEED) R - FrxABTENET, K-
kT ¥ RVHRIFIL 1 ~ 48 T,

vlan vian-id (f£&) VLANID T, f5ET& 2#iMI% 1 ~ 4094 T,
accounting EE) A F—T=2AADTH U MER (77747 Fr banr, AHD
DNy N, I Ty Nedgte) RRLET,
(G¥) V7 MU T INT ANy NETRRRENET, N"—FT =
TTCAA T T INDBT7y MNEIFRrRInERA,

capabilities (BE) TRTOA v F—T oA AFFITESNTA L Z—T = A ZADMERE
(Mgfe, A > F—T =2 A AL THEFRERA TV a v xgie) 2FRLET,
ZOF T aNtav s RIA DAV TITERENE TN, VLAN ID (24
HTEEHA,
module number GE) (BB BEShERZ YT A AOT_RTOAL LV F—T = A ZADIE
B AAvFR—bFarv74Xal—ary, $720EF 50— 0
Fetk (BRLOF—U— RIZHh) 2R - LET, fHE T 2®MEIT 1 ~
9TY, ZOFFvavit, BEDA LV F—T7 A AID AT H L
X IFHTEEREA,

counters (f£#) show interfaces counters =~ RZZSH L T 72 &0,

description ER) BEDA v F—T oA AIRESNTEHEAT —Z AR LA E £
RLET,

etherchannel ({E&) A > ¥ —7 = A A EtherChannel f§# %z # L ET,

flowcontrol EE) A1 v =T 207 a—HllifEHRE* R R LET,

private-vlan (f£&) VLAN AA v FFIBA 2 —T =4 A (SVI) OFFA~_X—k VLAN

mapping DU ITERERRLET, ZOF—T— KL, AL T NP —E R
A A= ($#£3% D Enhanced Multilayer Image (EMI)) % EITL TV AHEAT
JFIHCcE £,

pruning EE) A2 —TxA A T VTP P —=0 FiEHRER T LET,

stats EE) AV B —T 2 A ADAAL v F L7 RRCEABAMIIry MEFERL
£7,

status FERE) AV F—T 2 ADAT—HZA5FRLET, Type 7 4 —/L KD

unsupported O A7 — % A%, {it# o Small Form-Factor Pluggable (SFP; #%
AT T 4 — b T 7 7 5) BV a— ATV a—b Any MIEFESRT
WH I EERLTWET,

err-disabled ({£&) errdisable A7 — hDA LV H—T oA ZAEFERLET,

switchport UEEB) A—bh 7ryX 7 K- MEERERE, A vTF 7 FEr—
T4V T) R—=bFOEHAT = ZAB I OEEAT —F A2 F R LET,

| OL-26659-01-J
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Bl show interfaces

backup

HEE) A v EORE LA Vv E—T 2 A AEHITTRTOA v F—T = A
AD FlexLink Ry 77 v A A —T 2 A AT 4 Falb—rarBLO
AT —HARFRLET,

tengigabitethernet

BHLTWA 10 XA E Y F FEVa—LDAT—Z A %FRLET,

transceiver [detail |

(f£&) CWDM = 721X DWDM Small Form-Factor (SFP; % i alfE/ N 7 4 —

properties] NT7IH) B a— VA E =Tz A AOWHRTa T 1 2FKRLET,
F—U—FOEKRIIKRD LB T,
o detail : ((£E) @IEOEFS, 77 —LEREGLRES o T  #FRRL
\i\j‘c
o properties : ((LE) (> Z—T A ZDHEE, FTaF Ly s A, BIUA
YIA L NT—REEFK T LET,
trunk AVB—T A A NTUIEREFRLET, A VX —T oA AFHE LR
LA, 70T 47 TR A= FOFRETRERINLET,
vk ®—F ¥ EXEC
av Yy FERE J1yy—=x EEEM
12.1(11)AX Zoavry RRBRMENE LR,
12.1(14)EA1 capabilities ¥ — 7 — KOV R— FRBEMSNE Lz,
12.2(20)SE private-vlan mapping, backup. transceiver calibration, detail, X O}

properties ¥ — 7 — F2VEM S E LTz,

12.2(25)SEA

calibration & — VU — RIS E L7,

12.2(25)SEE

backup. counters, detail. 33X O trunk ¥— 7 — F2RBMEE L,

12.2(44)SE

tengigabitethernet interface-id transceiver detail *— U — R2NBI SV E
L7,

EHLDHM ES54>  show interfaces capabilities =~ > NICHARHF—U— NE2FETH LT, RO L D RFERICARY %

R

» show interfaces capabilities module number =~ > REMHL T, A v 7 DAL v F LOFT
TOA U E =T 2 A ZAOWREZRTLET, AX v 7RCHUET LTV 22—V EGERHOAA v T
BIRWEEIE, A v F EOTXTOA =7 =4 ADOHREZ TR T S H )

o HBEINIA V¥ —7 A ADWREEF/RT 5121E, show interfaces interface-id capabilities %

ML ET,

o ALY ITHNDTRTDA L Z—T x4 ZADKHEZFRT D121, show interfaces capabilities (£
Va—VEBGELEA =T A ZAIDITBEE LRV ZEALET,

show interfaces switchport module number 2~ > FEHEH LT, AZ v I DAL v F LOTRTD
AV B=T 2 A ADAL vF R— FORMERRLET, AF v 7NICHEETDEY 2 — NV EFEF
DAL v FRRVGEIT, MbHENSNEEAARLS v TF EORA LV Z—T = ADAA v F K— M

3 ST
~

show interfaces switchport module L £4, TS OFE SO ANTES)TT,

(i crb, fair-queue, irb, mac-accounting, precedence, random-detect, rate-limit, 3 X T\ shape
F—U—FRiX, a7 RIA DNV T AR U TICRRENET N, YR— IR THEREA,

Catalyst 3750 R4/ yF a2 F YI7L VR
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]

show interfaces W

WOFITIE, AZ v 7 A3 DA H—T A AT 5 show interfaces =~ > FOHHZ R L E

R

Switch# show interfaces gigabitethernet3/0/2

GigabitEthernet3/0/2 is down,
Hardware is Gigabit Ethernet,
MTU 1500 bytes, BW 10000 Kbit,

reliability 255/255, txload 1/255, rxload 1/
Encapsulation ARPA, loopback not set

Keepalive set (10 sec)
Auto-duplex, Auto-speed
input flow-control is off,

Queueing strategy: fifo

line protocol is down
address is 0009.43a7.d085
DLY 1000 usec,

255

output flow-control is off
ARP type: ARPA, ARP Timeout 04:00:00 Last input never,
Last clearing of "show interfaces" counters never

Input queue: 0/75/0/0 (size/max/drops/flushes);

Output queue :0/40 (size/max)

5 minute input rate 0 bits/sec, 0

5 minute output rate 0 bits/sec,
2 packets input, 1040 bytes, 0

Received 0 broadcasts,
input errors, 0 CRC,

O O O O b O O O

0 runts
0 frame

watchdog, 0 multicast, 0 pau
input packets with dribble condition detected
packets output, 1040 bytes,

output errors, 0 collisions,
babbles, 0 late collision, O
lost carrier, 0 no carrier,

output buffer failures,

packets/sec
0 packets/sec
no buffer

Total output drops:

(bia 0009.43a7.d085)

output never, output hang never

, 0 giants, 0 throttles

, 0 overrun, 0 ignored

se input

0 underruns
3 interface r
deferred

0 PAUSE output

esets

0 output buffers swapped out

WoHITIL, show interfaces accounting =~ > KO Z R LET,

Switch# show interfaces accounting

Vlanl
Protocol
IP
Spanning Tree
ARP
Interface Vlan2 is disabled
Vlan7
Protocol
No traffic sent or received
Vlan31l
Protocol
No traffic sent or received

GigabitEthernetl/0/1
Protocol

No traffic sent or received

GigabitEthernetl/0/2
Protocol

No traffic sent or received

<output truncated>

Pkts In
1094395
283896

63738

Pkts In

on this

Pkts In

on this

Pkts In

on this

Pkts In
on this

Chars In
131900022
17033760

3825680

Chars In

interface.

Chars In

interface.

Chars In

interface.

Chars In
interface.

Pkts Out
559555
42

231

Pkts Out

Pkts Out

Pkts Out

Pkts Out

Chars Out
84077157
2520
13860

Chars Out

Chars Out

Chars Out

Chars Out

0

WOFITIL, A &% —7 =4 A0 show interfaces capabilities =~ > FOH ) Z R LET,
Switch# show interfaces gigabitethernetl/0/2 capabilities

GigabitEthernetl/0/2
Model: WS-C3750G-24TS
Type: 10/100/1000BaseTX
Speed: 10,100,1000, auto
Duplex: full, auto
Trunk encap.type: 802.1Q,ISL

Catalyst 3750 XA yF av v F
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Bl show interfaces

Trunk mode: on,off,desirable, nonegotiate
Channel: yes

Broadcast suppression: percentage (0-100)
Flowcontrol: rx-(off,on,desired), tx- (none)
Fast Start: yes

QoS scheduling: rx- (not configurable on per port basis),tx-(4g2t)
CoS rewrite: yes

ToS rewrite: yes

UDLD: yes

Inline power: no

SPAN: source/destination
PortSecure: yes

Dotlx: yes

Multiple Media Types: r3j45, sfp, auto-select

WOHITIL, deseription f V' F—T A X a7 4 Falb—vary avry FEHLT, 47—
7 = A A% Connects to Marketing & L CH57E L 72354 @ show interfaces interface-id description =
~V FOWNZERLET,

Switch# show interfaces gigabitethernetl/0/2 description

Interface Status Protocol Description
Gil/0/2 up down Connects to Marketing

WOFITIE, AA v FITHR—F F ¥ RABREINTVDHEE D show interfaces etherchannel =~
Y FoWHhERLET,

Switch# show interfaces etherchannel

Port-channell:

Age of the Port-channel = 03d:20h:17m:29s

Logical slot/port = 10/1 Number of ports = 0

GC = 0x00000000 HotStandBy port = null
Port state = Port-channel Ag-Not-Inuse

Port-channel?2:

Age of the Port-channel = 03d:20h:17m:29s

Logical slot/port = 10/2 Number of ports = 0

GC = 0x00000000 HotStandBy port = null
Port state = Port-channel Ag-Not-Inuse

Port-channel3:

Age of the Port-channel = 03d:20h:17m:29s

Logical slot/port = 10/3 Number of ports = 0

GC = 0x00000000 HotStandBy port = null
Port state = Port-channel Ag-Not-Inuse

wOFITIE, 77 A4 ~— 1 VLAN D771~ VLAN 78 VLAN 10 T, £ > 4% U VLAN 7 VLAN
501 & 502 O3%4A @ show interfaces private-vlan mapping =~ > FOH I Z R L ET,

Switch# show interfaces private-vlan mapping
Interface Secondary VLAN Type

vlanlO 501 isolated
vlanlO 502 community

WOFITIE, VIP RAAL VAT V—= T A 32— VDA O show interfaces interface-id
pruning =~ > ROHAERLET,
Switch# show interfaces gigibitethernetl/0/2 pruning

Port Vlans pruned for lack of request by neighbor
Gil/0/2 3,4

Port Vlans traffic requested of neighbor
Gil/0/2 1-3

Catalyst 3750 R4/ yF a2 F YI7L VR
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show interfaces W

WOFITIX, F8E L7 VLAN A1 > &% —7 = 1 2D show interfaces stats =~ > FDOH 154~ L £,

Switch# show interfaces vlan 1 stats

Switching path Pkts In Chars In Pkts Out Chars Out
Processor 1165354 136205310 570800 91731594
Route cache 0 0 0 0
Total 1165354 136205310 570800 91731594

WDFITIX, show interfaces status =~ ROHHO—HEZ R LET, TXTOAL 2 F—T A AD
AT —HANEREINET,

Switch# show interfaces status

1/0/1 connected routed a-half a-100 10/100BaseTX
Fal/0/2 notconnect 121,40 auto auto 10/100BaseTX
Fal/0/3 notconnect 1 auto auto 10/100BaseTX
Fal/0/4 notconnect 18 auto auto Not Present
Fal/0/5 connected 121 a-full a-1000 10/100BaseTX
Fal/0/6 connected 122,11 a-full a-1000 10/100BaseTX

<output truncated>
Gil/0/1 notconnect 1 auto auto 10/100/1000BaseTX
Gil/0/2 notconnect 1 auto auto unsupported

WOFITiX,. 774 X—=F VLAN BRBRESINTWVDLHEDRED A > ¥ —7 = A AD show interfaces
status =~ FOH 1R LET, F—r2 %2774 _X—KF VLANFA M F—hrE L TEELTNE
I, R—1F221F, T4~V VLAN20 & &H 41 VLAN 25 ([ZBERM TN ET,

Switch# show interfaces fastethernetl/0/2 status
Port Name Status Vlan Duplex Speed Type
Fal/0/2 connected 20,25 a-full a-100 10/100BaseTX

WOFITIE, F— 3 NTT7A4~X—hK VLAN HEER|F— & LTERESNTWET, ZoHE, 7
Z74~Y VLAN20 Zid =& R~ LET,
Switch# show interfaces fastethernetl/0/3 status

Port Name Status Vlan Duplex Speed Type
Fal/0/3 connected 20 a-full a-100 10/100BaseTX

WO Trx, show interfaces status err-disabled =~ FOH 1%~ L £, errdisable A7 — F DA
VH—T 2 A ADAT —H A FKRLET,
Switch# show interfaces status err-disabled

Port Name Status Reason
Gi2/0/26 err-disabled gbic-invalid

WOBITIE, R— D show interfaces switchport =~ > FOHAERLET, £ 2-3412, ZOHH
TEREND 74—/ FOBHEZRLET,

77 A _X—=KVLAN FT7 271320V ) —RATEVR—-FENR2WED, 70—V RiZ#EHINEE
/Vo

Switch# show interfaces gigabitethernetl/0/1 switchport
Name: Gil/0/1

Switchport: Enabled

Administrative Mode: dynamic auto

Operational Mode: static access

Administrative Trunking Encapsulation: negotiate
Operational Trunking Encapsulation: native

Negotiation of Trunking: On

Access Mode VLAN: 1 (default)

Trunking Native Mode VLAN: 1 (default)

| OL-26659-01-J
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Bl show interfaces

Voice VLAN: none

Administrative private-vlan host-association:10 (VLANO010) 502 (VLANO502)
Administrative private-vlan mapping: none

Administrative private-vlan trunk native VLAN: none

Administrative private-vlan trunk encapsulation: dotlg

Administrative private-vlan trunk normal VLANs: none

Administrative private-vlan trunk private VLANs: none

Operational private-vlan: none

Trunking VLANs Enabled: ALL

Pruning VLANs Enabled: 2-1001

Capture Mode Disabled
Capture VLANs Allowed: ALL

Protected: false
Unknown unicast blocked: disabled

Unknown multicast blocked: disabled

Voice VLAN: none (Inactive)
Appliance trust: none

= 2-34 show interfaces switchport ® 7 1+ —J)L FDEREA

J4—ILF St

Name N— MDA ERRFLET,

Switchport A= hDOEBAT =X ABLOIERAT —H A ERRLET,

ZOHDDOEFE, R—MIAAL v FR—F T—FTT,

Administrative Mode

Operational Mode

EFHE— FBIUEEE—-FERRLET,

Administrative Trunking
Encapsulation

Operational Trunking Encapsulation

Negotiation of Trunking

BE LB OER O T ER. BX ORI XS
FAVT—v g VR F =T ANE I D ERFLET,

Access Mode VLAN

R— &R ETD VLANID 2R~ L ET,

Trunking Native Mode VLAN
Trunking VLANSs Enabled
Trunking VLANs Active

AT 4T EFE—FRORF 27D VLANID 2—EFRELET,
NZY 7 EOFR VLAN #—EF R LET, bT7v 7 LT
25 47 VLAN & —E £ R~ LET,

Pruning VLANs Enabled

TN— = FITHEKK 7 VLAN & —EHRR L E T,

Protected

A HF =T 2 A LTHRER— FBA F—T /L (True) TH
HNEFFIET 4 —TF L (False) THOHINERRLET,

Unknown unicast blocked

Unknown multicast blocked

RV TFXF X A MBLOFRARZ=F Y AN F T 7 1 v
INA L E—T 2 A A LETT R Y7 ENTNENE I NER
RLET,

#7 VLAN

B VLAN 84 X—7 L Th b VLANID R FLET,

Administrative private-vlan
host-association

75 4 ~<—k VLAN k2 | #— F O&H VLAN OF ¥+
T—varERRNLET,

Administrative private-vlan mapping

75 A4 _— k VLAN #ZER]R— h D& H VLAN O~ v v
THEFRRLET,

Operational private-vlan

77 A4 ~_— K VLAN OFWERT —H A2 KRR LET,

Appliance trust

IP Phone 7 —% /Xry hOH—E R 752 (CoS) 7
FRLET,

l_Catalyst3750 R4 v F IV F YI27L 2R
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show interfaces W

WOHITIE, 7T 4 X— b VLAN EEBKR— k& L TRE IR — b D show interfaces
switchport =~ > FOM 1R LET, 714~ Y VLAN20 X, V¥ VU VLAN 25, 30, 35(C
~ oS ENET,

Switch# show interfaces gigabitethernetl/0/2 switchport
Name: Gil/01/2

Switchport: Enabled

Administrative Mode: private-vlan promiscuous
Operational Mode: private-vlan promiscuous
Administrative Trunking Encapsulation: negotiate
Operational Trunking Encapsulation: native

Negotiation of Trunking: Off

Access Mode VLAN: 1 (default)

Trunking Native Mode VLAN: 1 (default)

Administrative Native VLAN tagging: enabled

Voice VLAN: none

Administrative private-vlan host-association: none
Administrative private-vlan mapping: 20 (VLAN0020) 25 (VLANO025) 30 (VLANOO30) 35
(VLANOO35)

Administrative private-vlan trunk native VLAN: none
Administrative private-vlan trunk Native VLAN tagging: enabled
Administrative private-vlan trunk encapsulation: dotlg
Administrative private-vlan trunk normal VLANs: none
Administrative private-vlan trunk private VLANs: none
Operational private-vlan:

20 (VLAN0020) 25 (VLAN0O25)

30 (VLANOO030)

35 (VLAN0O35)

<output truncated>

K OHITIL, show interfaces switchport backup =~ > RO N ZRLET,

Switch# show interfaces switchport backup
Switch Backup Interface Pairs:

Active Interface Backup Interface State

Fal/0/1 Fal/0/2 Active Up/Backup Standby
Fa3/0/3 Fa4/0/5 Active Down/Backup Up

Pol Po2 Active Standby/Backup Up

K OHITIL, show interfaces switchport backup =~ RO N ZRLET, ZOHFITIE, A1 vF
T VLAN 1 ~ 50, 60, 100 ~ 120 B’FEINTWET,

Switch (config) #interface gigabitEthernet 2/0/6
Switch (config-if) #switchport backup interface gigabitEthernet 2/0/8 prefer vlan 60,100-120

WHFDA L B—T = ZANEBE L TWBHEE. Gi2/0/8 78 VLAN 60, 100 ~ 120 D s T 7 1 v 7 ZHx
%L, Gi2/0/6 S VLAN 1 ~50 D T 7 4 v 7 ZEELET,

Switch#show interfaces switchport backup
Switch Backup Interface Pairs:

Active Interface Backup Interface State

GigabitEthernet2/0/6 GigabitEthernet2/0/8 Active Down/Backup Up

Vlans on Interface Gi 2/0/6: 1-50
Vlans on Interface Gi 2/0/8: 60, 100-120

Flex Link f > #—7 = A ABF > 35& (LINK DOWN), Z0OA ¥ —7 A ATELEIND
VLAN /%, Flex Link X7 DT A v X —T =2 A AZBHLET, ZOFITIH, A F—T AR
Gi2/0/6 75 % 7> LT, Gi2/0/8 7 Flex Link ~<7 @4 _T®» VLAN Z 5| Z#kx £,

| OL-26659-01-J
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Bl show interfaces

Switch#show interfaces switchport backup
Switch Backup Interface Pairs:

Active Interface Backup Interface State

GigabitEthernet2/0/6 GigabitEthernet2/0/8 Active Down/Backup Up

Vlans on Interface Gi 2/0/6:
Vlans on Interface Gi 2/0/8: 1-50, 60, 100-120

Flex Link f v Z—7 = A4 ANT v FTipb e, 2O Z—T oA ATEEENS VLAN IZET A
VHE—T 2 A ATT I EIN, Ty T LAV E—T 2 A RATTIFI—T 47 AT — MRV F
T, ZOFITIE, A v F—T A AGi2I06 3T v FWTibE, ZOAL L F—T = ATELEND
VLAN ZE¥T A v X —7 = A A Gi2/0/8 T7 v v 7 &, Gi2/0/6 THiEINE T,

Switch#show interfaces switchport backup
Switch Backup Interface Pairs:

Active Interface Backup Interface State

GigabitEthernet2/0/6 GigabitEthernet2/0/8 Active Down/Backup Up

Vlans on Interface Gi 2/0/6: 1-50
Vlans on Interface Gi 2/0/8: 60, 100-120
W OB TiX, show interfaces interface-id pruning =~ > ROHE 1 Z R L ET,

Switch# show interfaces gigibitethernetl/0/2 pruning
Port Vlans pruned for lack of request by neighbor

W OB TIL, show interfaces interface-id trunk 2~ > RO A ERLET, R—+rD M T o F 7
WRERINET,

Switch# show interfaces gigabitethernetl/0/2 trunk

Port Mode Encapsulation Status Native vlan
Gil1/0/1 auto negotiate trunking 1

Port Vlans allowed on trunk

Gil1/0/1 1-4094

Port Vlans allowed and active in management domain

Gil1/0/1 1-4

Port Vlans in spanning tree forwarding state and not pruned
Gil1/0/1 1-4

ORI TiX, show interfaces interface-id transceiver properties =~ > FOH HZ R L £ 7,

Switch# show interfaces gigabitethernetl/0/2 transceiver properties
Name : Gil/0/2

Administrative Speed: auto

Operational Speed: auto

Administrative Duplex: auto

Administrative Power Inline: enable

Operational Duplex: auto

Administrative Auto-MDIX: off

Operational Auto-MDIX: off

W& DBFITIL, show interfaces interface-id transceiver detail =~ > FOH I Z R L E T,

Switch# show interfaces gigabitethernet2/0/3 transceiver detail
ITU Channel not available (Wavelength not available),
Transceiver is externally calibrated.

mA:milliamperes, dBm:decibels (milliwatts), N/A:not applicable.
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show interfaces W

++:high alarm, +:high warning, -:low warning, -- :low alarm.
A2D readouts (if they differ), are reported in parentheses.
The threshold values are uncalibrated.

High Alarm High Warn Low Warn Low Alarm

Temperature Threshold Threshold Threshold Threshold
Port (Celsius) (Celsius) (Celsius) (Celsius) (Celsius)
Gi2/0/3 41.5 110.0 103.0 -8.0 -12.0
High Alarm High Warn Low Warn Low Alarm
Voltage Threshold Threshold Threshold Threshold
Port (Volts) (Volts) (Volts) (Volts) (Volts)
Gi2/0/3 3.20 4.00 3.70 3.00 2.95
High Alarm High Warn Low Warn Low Alarm
Current Threshold Threshold Threshold Threshold
Port (milliamperes) (mA) (mA) (mA) (mA)
Gi2/0/3 31.0 84.0 70.0 4.0 2.0
Optical High Alarm High Warn Low Warn Low Alarm
Transmit Power Threshold Threshold Threshold Threshold
Port (dBm) (dBm) (dBm) (dBm) (dBm)
Gi2/0/3 -0.0 ( -0.0) -0.0 -0.0 -0.0 -0.0
Optical High Alarm High Warn Low Warn Low Alarm
Receive Power Threshold Threshold Threshold Threshold
Port (dBm) (dBm) (dBm) (dBm) (dBm)
Gi2/0/3 N/A ( -0.0) -- -0.0 -0.0 -0.0 -0.0

K DOFITIL, show interfaces tengigabitethernet interface-id transceiver detail =~ > FOH 1%~ L
i ?‘o

Switch# show interfaces tengigabitethernetl/0/1 transceiver detail
Transceiver monitoring is disabled for all interfaces.

ITU Channel not available (Wavelength not available),
Transceiver is internally calibrated.

mA: milliamperes, dBm: decibels (milliwatts), NA or N/A: not applicable.
++ : high alarm, + high warning, - low warning, -- low alarm.
A2D readouts (if they differ), are reported in parentheses.
The threshold values are calibrated.

High Alarm High Warn Low Warn Low Alarm

Temperature Threshold Threshold Threshold Threshold

Port (Celsius) (Celsius) (Celsius) (Celsius) (Celsius)
Tel/0/1 26.8 70.0 60.0 5.0 0.0

High Alarm High Warn Low Warn Low Alarm

Voltage Threshold Threshold Threshold Threshold

Port (Volts) (Volts) (Volts) (Volts) (Volts)

Tel/0/1 3.15 3.63 3.63 2.97 2.97

High Alarm High Warn Low Warn Low Alarm

Current Threshold Threshold Threshold Threshold

Port (milliamperes) (mA) (mA) (mA) (mA)

Tel/0/1 5.0 16.3 15.3 3.9 3.2

Optical High Alarm High Warn Low Warn Low Alarm

Transmit Power Threshold Threshold Threshold Threshold
Port (dBm) (dBm) (dBm) (dBm) (dBm)
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Bl show interfaces

Tel/0/1 -1.9 1.0 0.5 -8.2 -8.5

Optical High Alarm High Warn Low Warn Low Alarm
Receive Power Threshold Threshold Threshold Threshold
Port (dBm) (dBm) (dBm) (dBm) (dBm)

Tel/0/1 -1.4 1.0 0.5 -14.1 -15.0

WDFITIX, show interfaces tengigabitethernet interface-id transceiver properties =~ > RO )%
R~LET,

Switch# show interfaces tengigabitethernetl/0/1 transceiver properties
Transceiver monitoring is disabled for all interfaces.

ITU Channel not available (Wavelength not available),
Transceiver is internally calibrated.
Name : Tel/0/1

Administrative Speed: 10000
Administrative Duplex: full
Administrative Auto-MDIX: on
Administrative Power Inline: N/A
Operational Speed: 10000

Operational Duplex: full

Operational Auto-MDIX: off

Media Type: 10GBase-LR

SEEI=E4 S avvFk L]
switchport access R—hERZT 4w TIVEAR-DPELFFAT IV TR
A—RELTEHRELET,
switchport block A H—T 24 A LTCARP =%y X ERIIYALTFFY AN b

T4 ETay 7 LET,
switchport backup interface E Ny 77 v 72 BT HIL A X2 AL X —T =2 ADLT THD
Flex Link ##8RE L £,

switchport mode R—FDVLAN A= v 7 T— RERELET,

switchport mode R—=br&7FTA4—=]F VLAN OFEA b RB— FE/ T EERR— k&

private-vlan LTHRELET,

switchport private-vlan BRARN R—=bFDTF4_X—=KVLAN OT7 Vv x— a3, Eli3E
ERIR— DT T4 =K VLAN O~ v BV T EEZLET,

switchport protected MUAS T OMOEESNTZA—INOLA Y2 D2=F %R b,
TAFXRXY AR, BLXOT =Xy AN bT T4 v 7 EGHELE
R

switchport trunk pruning FZrXxy 7 BE— ROKR—hD VLAN 7V —=2 Jis ) A N &%
i‘b\i\?‘c

Catalyst 3750 R4/ yF a2 F YI7L VR
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show interfaces counters

show interfaces counters

AA T ETIIHEDA X —T =2 A ADKEFEA U v X 2FKxT HIZiE. show interfaces counters %F
Me EXEC 2~ R&EHHLET,

show interfaces [interface-id | vlan vian-id] counters [errors | etherchannel |module
switch- number | protocol status | trunk]

BEREDAA FS54>

)
GB)

]

XD EHEA interface-id EE) WA v 4 —T7 = 2D ID TT,
errors UER) =9— W25 RRFLET,
etherchannel UEE) EZEENEA 7Ty b, 7a—FXx 2t v b, vV FFy
AR Ny b BEOPa=%% X XFy Ml EtherChannel 7 7 %
ERRLET,
module switch- number (L&) HESNIZAY v AL AOA U ERRLET, IHETE 5%
PIX 1 ~9TT (R¥ v I DAL v FEREITKIG) .
GF) Zoa<wr RFTiE module ¥— T —RiZAX v 7 AU FE (1
~9) L TCVWET, A VX -T2 A AIDICEENDHEY 2 —
NEFIX, HIZ0 T,
protocol status EE) AV F—Tx2A ATAX—TNICR>TWETE Fha/LDAT—H
AERRLET,
trunk EE) Vo7 W2 aRRLET,
a2 F ®—F  f5H EXEC
EEPAN 1 JU—% ZEER
12.1(11)AX Ioawy RBEMEE L,
12.2(25)SE etherchannel % — 7 — N3 X OF protocol status ¥ — 7 — R2EMSILE L

72, broadcast. multicast. 35X U unicast ¥— U — FQRHIBRINE LT,

F—U—RZANLRWGEIE, T XTCOA 0 F =T =2 ADTXTDOA T U INERRSNET,

vlan vian-id ¥ — 7V — RiZ, a~> R34 D~ F AN U A3 ERINETH, PR—FENT

WEH A,

OB TrX. show interfaces counters =~ > RO ITO—¥E R LET, AL vFOTXTOIT

ARERINET,

Switch# show interfaces counters

Port InOctets InUcastPkts InMcastPkts InBcastPkts
Gil/0/1 0 0 0 0
Gil1/0/2 0 0 0 0

<output truncated>
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Bl show interfaces counters

WOFITIE, AZ 7 AL 732 @O show interfaces counters module =~ KOH O —EZ2/R L F
T, AF v INTHRESNIEAL v TFOTRTCOD T U ERFERENET,

Switch# show interfaces counters module 2

Port InOc
Fa2/0/1
Fa2/0/2
Fa2/0/3
Fa2/0/4
Fa2/0/5
Fa2/0/6
Fa2/0/7
Fa2/0/8

<output truncated>

tets
520
520
520
520
520
520
520
520

InUcastPkts

2

NDNDDNDDNDDNDDNDN

InMcastPkts InBcastPkts

O O O O O o o
O O O O O o o o

ROBITIX, TRTDA Z—7 = A X% T % show interfaces counters protocol status =~ > KD
HADO—arLET,

Switch# show interfaces counters protocol status

Protocols allocated:
Vlanl: Other, IP
V1an20: Other, 1IP,
Vlan30: Other, IP,
Vlan40: Other, IP,
Vlan50: Other, 1IP,
Vlan60: Other, IP,
Vlan70: Other, IP,
V1lan80: Other, 1IP,
Vlan90: Other, IP,
V1lan900: Other, IP,
V1an3000: Other, IP
V1an3500: Other, IP
FastEthernetl/0/1:
FastEthernet1/0/2:
FastEthernet1/0/3:
FastEthernetl1l/0/4:
FastEthernet1/0/5:
FastEthernetl1/0/6:
FastEthernetl1/0/7:
FastEthernet1/0/8:
FastEthernet1/0/9:
FastEthernet1/0/10:

<output truncated>

ARP
ARP
ARP
ARP
ARP
ARP
ARP
ARP
ARP

Other,
Other,
Other,
Other,
Other,
Other,
Other,
Other,
Other,

Other,

IP, ARP, CDP

IP
1P
1P
IP
1P
IP
IP
1P

1P,

WOFTIL, show interfaces counters trunk =~ > FOHNTEZRLET, T _XTHOA X —T = A A

DT BT ERFRREINET,

Switch# show interfaces counters trunk

Port TrunkFra
Gil/0/1
Gil/0/2
Gil1/0/3
Gil/0/4
Gi1/0/5

<output truncated>

mesTx
0
0
80678
82320

TrunkFramesRx

0

0
4155
126

WrongEncap
0

0
0
0
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show interfaces counters

BEav VR avwy kR HL)
show interfaces BIMOA B —T oA ADOEMEEZFRRLET,

Catalyst 3750 Rf yF av>F YI7LYR
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W show inventory

show inventory

/~— R =7 ® Product Identification (PID; 55l fHHAFK R+ 52X, show inventory =~ >
K% EXEC £— R CfEH L £,

show inventory [entity-name | raw]

XD EHEA entity-name B8 HwHEashlco 7474 2F R LET, 2L 21E, Small
Form-factor Pluggable (SFP; HFWiAlHE/NL T 4 —L 77 7 #) £V a—)b
DA VA=V DA 2 —T 24 A (gigabitethernetl/0/1 72 &) %

ADLET,
raw (FE) A ADTRTOTT 4T 4 52FRLET,
a2k E—F 2 —4 EXEC
¥t EXEC
avy FEE Jy—2 EEER
12.2(25)SEC Toa<wy RNEMESHE L,

FRLOAMFSMY =~ FTEAXTFLNLTFRENSNET, 51503722054 . show inventory =~ > N385
HRERFOT X TCOBNITERT T 4T 4Dy N BT eAERLET, a1y h X7
. =T 4 T4 OF (RAry FID), =T 4T 4 O, BLOEDOT T 47 4 O Unique
Device Indicator (UDI) (PID. VID., BXWSN) BFErInET,

~

GE)  PID 272413, show inventory =~ > RE AN L CTHHATIFRRINERA,

£l WOFITIX, show inventory =~ KO 1ZRLET,

Switch# show inventory
NAME: "5", DESCR: "WS-C3750G-12S"
PID: WS-C3750G-12S-S , VID: EO , SN: CAT0749R204

Catalyst 3750 R4/ yF a2 F YI7L VR
m‘ OL-26659-01-J |



| £2% cCatalyst 3750 4 ¥ F Cisco I0S a<w > F

show ip arp inspection W

show ip arp inspection

FAFIv 7 T RUVARIRZ v ha)b (ARP) A VAT v a VOBREBIOEEAT— K, HDHW
X9 _CD VLAN £ E SNz A v ¥ —7 = A AL VLAN IZKT 5 ZOBIED AT — & A% FKoR
95121, show ip arp inspection F## EXEC =~ R&fHEH L £,

show ip arp inspection [interfaces [interface-id] | log | statistics [vlan vian-range] | vlan
vilan-range]

.'E-EI;

X DEREA

interfaces [interface-id] (EE) BEESNTI AV EZ—Tx2A AFTHITTR_RTOA L EZ—T = A
AD ARP "7 v FOGFERELBL L — MIRZERR-LET, A2
A VE—=T oA AZIE, WEFA—FER—F Fr X AREENE
e

log (EE) 14 F7Iv 7 ARPA VAT gy al Ny 77 DFKEE
ARZRTLET,

statistics [vlan vian-range] (L5 BEINT VLAN OEXEF L Vv N, Ra v PR
v by MAC BREEICRB L7237 » b, TP MGERICKRB L= 37
M, 72782 2> ba—n URXK (ACL) IZ&o THAEBLTIES
SNty b, DHCP IZ X s THAIBLIEGR SN Ty D
HEEHREERRLET, VLAN BEEINTWRWEAS, £213%
FAREESNTWDLHEIE, ¥4Iy 7 ARP A VAT T a iR
A F—=TNMZENT (7277 47) VLAN I OE#REERLET,

VLAN ID &5 Tl &niz 1 oD VLAN, ThEFNE A 7T
Xb)-7= VLAN #if. £7-13 0~ TR -7=-—#0 VLAN %15
ETEFET, IBETEAHFFAIL 1 ~ 4094 TT,

vlan vian-range (£E) 8 ESNZ VLAN DX A F I v 7 ARP A VAT T 3D
REBLOEERAT— F2F R LET, VLAN BEEES LTV AN
Lo, FRERMEIMEESN T AT, #1477 ARP A~
ARG g N F—=T &Iz (7277 +7) VLAN 721 D1
WEFRLET,

VLAN ID &5 Tkl E7= 1 o ® VLAN, #hFnz /A7 T
XKY]-7 VLAN #ilH. F7-13h v~ TR -7 —#HD VLAN %5
ETEXET, IBETXHEMAIL 1 ~ 4094 TT,

aAvTY K E—F  FE EXEC
oy FERE yy—= EEEM

12.2(20)SE Zoawy RBEMmEhE L,

12.2(37)SE WOl 7 e —7 X JHERPEEND L OICERSNE L,
i K OFITIL, show ip arp inspection =~ > FOH 1 Z R LET,

Switch# show ip arp inspection

Source Mac Validation : Disabled
Destination Mac Validation : Disabled
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Il show ip arp inspection

IP Address Validation Enabled
Vlan Configuration Operation ACL Match Static ACL
1 Eneblea Active  deny-all o
Vlan ACL Logging DHCP Logging Probe Logging
1 AcloMaten A Permit
Vlan Forwarded Dropped DHCP Drops ACL Drops
T 0 T
Vlan DHCP Permits ACL Permits Probe Permits Source MAC Failures
T o o o 0
Vlan Dest MAC Failures IP Validation Failures Invalid Protocol Data
o oo

W OFHICIL, show ip arp inspection interfaces =~ > KO HZRLET,

Switch# show ip arp inspection interfaces

Interface Trust State
Gil/0/1 Untrusted
Gil/0/2 Untrusted
Gi1/0/3 Untrusted

Rate (pps)

Burst Interval

K OFITIL, show ip arp inspection interfaces interface-id =~ > KON ERLET,

Switch# show ip arp inspection interfaces gigabitethernetl/0/1

Trust State

Untrusted

Interface

Gil/0/1

Rate (pps)

Burst Interval

W OFITIL, show ip arp inspection log =~ > RO EZRLET, Ny 77 B7 VT ENDHHIOR

TNy 77y ONEFEFRRILET,

Switch# show ip arp inspection log

Total Log Buffer Size 32

Syslog rate 10 entries per 300 s
Interface Vlan Sender MAC
Gil/0/1 5 0003.0000.d673
Mon Mar 1 1993

Gil/0/1 5 0001.0000.d774
Mon Mar 1 1993

Gil/0/1 5 0001.c940.1111
Mon Mar 1 1993

Gil/0/1 5 0001.c940.1112
Mon Mar 1 1993

Gil/0/1 5 0001.c940.1114
Mon Mar 1 1993

Gil/0/1 5 0001.c940.1115
Mon Mar 1 1993

Gil/0/1 5 0001.c940.1116
Mon Mar 1 1993

econds.

Sender IP

192.2.10.4

128.1.9

.25

10.10.10.1

10.10.10.2

173.1.1.1

173.1.1.2

173.1.1.3

Num Pkts Reason Time

_________ 5 DHCE Deny  19:39:01 UIC
6 DHCP Deny 19:39:02 UTC
7 DHCP Deny 19:39:03 UTC
8 DHCP Deny 19:39:04 UTC
10 DHCP Deny 19:39:06 UTC
11 DHCP Deny 19:39:07 UTC
12 DHCP Deny 19:39:08 UTC
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show ip arp inspection W

0y RNy 7y WA —RNR=Ta =355, vl AN IR Ry 77 ITRELRNWI EEERL
TE Y. show ip arp inspection log f# EXEC 22~ > ROHIREEEZZ T ET, vy MLV
RN DT RTOT—Z DR VIC - BERINET, 2oz bUICx L TE, ZOfokkiE
WITRFINETA, BHNZZOZ L NI BRRRINDIGEIE. vl Ny 770y b HEEHEST
7>, ip arp inspection log-buffer 72— 3L 207 4 X2l —v gy avr RTtaX¥ s L— &l
RLET,

WoHITIL, show ip arp inspection statistics =~ > RO E R LET, ¥4Iy 27 ARP A R
NIV a TR o TR ENT=T_RTOT 77 7 VLAN O3 v b OftiHElRa £ LET,

Switch# show ip arp inspection statistics

Vlan Forwarded Dropped DHCP Drops ACL Drops

5 3 4618 4605 4

2000 0 0 0 0
Vlan DHCP Permits ACL Permits Source MAC Failures
5 0 12 0
2000 0 0 0

Vlan Dest MAC Failures IP Validation Failures

5 0
2000 0

show ip arp inspection statistics =~ > R Tl&, AA v FIXMEEINTZF AT I v 27 ARP 1 AXY
a v R—F D& ARP ERB L WIGE T v bOEREF AT v MREBEINSEE T, A4 v T
X, BE78 MAC, %6t MAC, F7213 IP RETF = v 7 Ik o THEG SN X7 v FO ACL F721%
DHCP #F [ /30y MG A IS, B 73 RBEE EmSE £,

W& DFITiL, show ip arp inspection statistics vian 5 =~> KOH 2R L ET, #1457 ARP
BRI L > THE E L7z VLAN 5 087 v b OREEHERE F R L E T,

Switch# show ip arp inspection statistics vlan 5

Vlan Forwarded Dropped DHCP Drops ACL Drops
s 5 see ae0s 4
Vlan DHCP Permits ACL Permits Source MAC Failures
s o 2
Vlan Dest MAC Failures IP Validation Failures Invalid Protocol Data
s o s 3

W DOFITIL, show ip arp inspection vlan 5 =~ > KO jZ R LET, VLANS OZ A+ v 7 ARP
A VAR g VOREBIOCHERAT — b 2RI LET,

Switch# show ip arp inspection vlan 5

Source Mac Validation :Enabled

Destination Mac Validation :Enabled

IP Address Validation :Enabled

Vlan Configuration Operation ACL Match Static ACL
5 Enabled Active second No

Vlan ACL Logging DHCP Logging
5 Acl-Match All
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Il show ip arp inspection

GEEESAS avv kR B

arp access-list ARP ACL #E&#L£7,

clear ip arp inspection log FAFTIv I ARPA VAN aryal Ry 77707 L
35

clear ip arp inspection statistics HAF v 7 ARP A VA7 g v OMEEREZ 27V 7 LE
7

ip arp inspection log-buffer HAFIv T ARPA VAR v a vy aX s Ny 77 2#iE
LET,

ip arp inspection vlan logging VLAN B TRl 237y hOZ A FHHHI#E L ET,

show arp access-list ARP 772 VA MIFETHFEMETRLET,

Catalyst 3750 R4/ yF a2 F YI7L VR
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show ip dhcp snooping

show ip dhcp snooping

DHCP A X — V> 7 EXF/rT %5 I21%. show ip dhep snooping =~ > K% EXEC £— KT L
7.

show ip dhcp snooping

BXXniA Zoawy R, BIEEREF—T— RiEh Y A,

avykE—F 2 —+4 EXEC

¥eHE EXEC
av Yy FEE Jy—=x EEERT
12.1(19)EA1 Zoavwy RPMEMEShE L,
12.2(25)SEE Ja—r VYT AT VREEFRT L0, avy REABREH S

F L7

BREDAMFS4Y —oa~r RE Zue— b ar 74 Fal—va v ORETZRRLET, LEB->T, ZOf
TiE, ARV IR —Fy FID HICERESN T AL, —Fy FID VT4 T v a 3
vlan-mod-port 5 7 # )L MEXTERENET,

5l W OF T, show ip dhep snooping =~ > FOH I EZRLET,

Switch# show ip dhcp snooping
Switch DHCP snooping is enabled
DHCP snooping is configured on following VLANs:
40-42
Insertion of option 82 is enabled
circuit-id format: vlan-mod-port
remote-id format: string
Option 82 on untrusted port is allowed
Verification of hwaddr field is enabled

Interface Trusted Rate limit (pps)

GigabitEthernetl/0/1 yes unlimited

GigabitEthernetl/0/2 yes unlimited

GigabitEthernet2/0/3 no 2000

GigabitEthernet2/0/4 yes unlimited
ElEa< >k avwUFk SR

show ip dhcp snooping binding DHCP AX—VE o7 NA v F 4 v FfEHREERLET,

Catalyst 3750 Rf yF av>F YI7LYR
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M show ip dhcp snooping binding

show ip dhcp snooping binding

AL v F LIZHLHTRTOA v H =T 2 A ADDHCP AX—VE LT NA VT 47 FT—=H_XR—ALH
EHE#®%Z F T 5121%. show ip dhep snooping binding =~ > K% EXEC £— FCHEHALE T,

show ip dhcp snooping binding [ip-address] [mac-address] [interface interface-id] [vlan

vian-id]

¥ESTEHEA ip-address UEE) "M T 47 = ) IPT RLAEZEELET,
mac-address (FEE) "MrvT47 2 b MACT FLAERELET,
interface interface-id  ({EE) "A LT AV ITANA LV EF—T = A ZEHELET,
vlan vian-id EE) "M T 47 =) VLAN i EE L £1,

a2 FE—F  =—% EXEC
¥+ EXEC

avy FER Jy1y—=x EEEMR
12.1(19)EA1 oAy RABMENE L,
12.2(18)SE dynamic 3 X O static ¥ — 7 — RPHIBRE 4L E Lz,

EREDAA FS54>

7

show ip dhcp snooping binding =~ > FOWENIE, ¥ A F I v ZJICTRESNIANAS T 4 VT T %
F#aRLET, DHCP AX—V U T R, VT 4T T—=ARXR=2ZANDEAF I v I BLORET (7
WCRESNTZANAL VT 4 v T %RRT HIZIL, show ip source binding 554 EXEC =~ FEHEHAL
F7

DHCP AX—E LU I NA X —TNVTA U B =T 2 ANE T AT — MIEBINTGE, Hice#
EINTNA T 4 TITHIRSNER A,

WOFITIE, AL v»FODHCP AX—VE 7 NAvFT 407 = N 2ERTDHIHFEEZRLET,

Switch# show ip dhcp snooping binding

MacAddress IpAddress Lease (sec) Type VLAN Interface
01:02:03:04:05:06 10.1.2.150 9837 dhcp-snooping 20 GigabitEthernet2/0/1
00:D0:B7:1B:35:DE 10.1.2.151 237 dhcp-snooping 20 GigabitEthernet2/0/2

Total number of bindings: 2

KOF T, BEDIP 7 FLAD DHCP AX—E 27 NAvF v/ v N 2RRT B HEER
LE9,

Switch# show ip dhcp snooping binding 10.1.2.150

MacAddress IpAddress Lease (sec) Type VLAN Interface
01:02:03:04:05:06 10.1.2.150 9810 dhcp-snooping 20 GigabitEthernet2/0/1
Total number of bindings: 1

Catalyst 3750 R4/ yF a2 F YI7L VR
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show ip dhcp snooping binding

WOFITIE, BED MAC 7 RLAD DHCP AX—VY oV XA vF 4o = N 2F T 5 HES

R~LET,

Switch# show ip dhcp snooping binding 0102.0304.0506

MacAddress IpAddress Lease (sec) Type VLAN Interface
01:02:03:04:05:06 10.1.2.150 9788 dhcp-snooping 20 GigabitEthernet2/0/2

Total number of bindings: 1

OB TIEX, K—rD DHCP AX—E 7 AT v T 2o b)) 2FRkT 5 5EE2RLET,

Switch# show ip dhcp snooping binding interface gigabitethernet2/0/2
MacAddress IpAddress Lease (sec) Type VLAN Interface

00:30:94:C2:EF:35 10.1.2.151 290 dhcp-snooping 20 GigabitEthernet2/0/2
Total number of bindings: 1

WOFHITIE, VLAN20 ® DHCP AX—V 7 XA T 407 2 b)) 2FRTDHHFEEZRLET,

Switch# show ip dhcp snooping binding vlan 20

MacAddress IpAddress Lease (sec) Type VLAN Interface
01:02:03:04:05:06 10.1.2.150 9747 dhcp-snooping 20 GigabitEthernet2/0/1
00:00:00:00:00:02 10.1.2.151 65 dhcp-snooping 20 GigabitEthernet2/0/2

Total number of bindings: 2

# 2-351Z, show ip dhep snooping binding =~ > N D7 4 —L FOBHERLET,

% 2-35 show ip dhcp snooping binding <> FH A

Z4—ILF Bid

MacAddress PI5AT R N—F 27D MAC 7 KL &

IpAddress DHCP H—ANZEID S Ton/e s/ T4 7 MIP 7 KL A
Lease(sec) IP 7 FLRICKT 2580 O U — R

Type NAT AT ZAT

VLAN 2ITAT N A H—T x4 AD VLAN F5
Interface DHCP 7 74 7 > b RA NIRRT 214 o X —T7 =4 A

Total number of bindings ZA S FITREINAEA T 4 7

GE) < FHEATIE, AfEAA T o v TBERERESRRW D L
HLHVET, e zIE 200 314 T 4 VT INAA v FITHIE S
NTTRTONRAL T 4 VI PERSNDENCERREEILSE
EE. AHBEREFSRERA,

BEIYUFR avwvFk HieA
ip dhep snooping binding DHCP ZAX—VY L 7 RNA T4 v F—EAR—2A 2R ELE
R
show ip dhcp snooping DHCP AX—bE > VR EER T LET,
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Bl show ip dhcp snooping database

show ip dhcp snooping database

DHCP AX—bE L7 RA U F 4T F—=AR_R—=Z 2= 2 FDRAT — X XA & Fort 5I21E, show
ip dhcp snooping database =~ > K4 EXEC E— RCTEH L £,

show ip dhcp snooping database [detail]

BXXniA detail B8 FHMpAT—2 X LHFHEREF T LET,

avY kK E—F o —# EXEC

i EXEC
avy FEE Jyy—2 EE &R
12.2(20)SE Zoavy RRBEMINE LT,
i W OFHICIL, show ip dhep snooping database =~ > FOH A ZERLE T,
Switch# show ip dhcp snooping database
Agent URL
Write delay Timer : 300 seconds
Abort Timer : 300 seconds

Agent Running : No
Delay Timer Expiry : Not Running
Abort Timer Expiry : Not Running

Last Succeded Time : None
Last Failed Time : None
Last Failed Reason : No failure recorded.

Startup Failures
Failed Transfers
Failed Reads
Failed Writes

Total Attempts
Successful Transfers
Successful Reads

o O o O

Successful Writes

o O O O O

Media Failures

K DOFTIL, show ip dhep snooping database detail =~ > RO Z R LET,

Switch# show ip dhcp snooping database detail
Agent URL : tftp://10.1.1.1/directory/file
Write delay Timer : 300 seconds

Abort Timer : 300 seconds

Agent Running : No
Delay Timer Expiry : 7 (00:00:07)
Abort Timer Expiry : Not Running

Last Succeded Time : None
Last Failed Time : 17:14:25 UTC Sat Jul 7 2001
Last Failed Reason : Unable to access URL.

Total Attempts : 21 Startup Failures
Successful Transfers : 0 Failed Transfers : 21
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show ip dhcp snooping database WM

Successful Reads : 0 Failed Reads
Successful Writes : 0 Failed Writes : 21
Media Failures : 0

First successful access: Read

Last ignored bindings counters

Binding Collisions : 0 Expired leases : 0
Invalid interfaces : 0 Unsupported vlans : 0
Parse failures : 0

Last Ignored Time : None

Total ignored bindings counters:

Binding Collisions : 0 Expired leases : 0
Invalid interfaces : 0 Unsupported vlans : 0
Parse failures : 0
BREaTV R avwyk BL
ip dhcp snooping VLAN ECDHCP AX—E v 7 %A X—T M LET,
ip dhcp snooping database DHCP AX—V T RA T 4T F—ERXR—=RA =2—T x
FNETEFEANA T4 T T ANVERELET,
show ip dhcp snooping DHCP A X —vE > JIE@REFR T LET,
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Il show ip dhcp snooping statistics

show ip dhcp snooping statistics

DHCP A X — v VfEdHE®R & b~ U — B E 72 I3FEME TR 2 121E, show ip dhep snooping

statistics =~ F% EXEC £— FCTHEMH L F7,

show ip dhcp snooping statistics [detail]

X DA detail () FEMRMERE R R LET,
avY kK E—F o —# EXEC

#kE EXEC
avy FEE yy—=x EEEM

12.2(37)SE ZToavy RABMENE LT,

BEREDAA FS54>

]

AA v F AL v TiE, TRTCOMFERNP AT v 7 ~ A X —ThEERENET, HILLWAZ YT <R
X —mBEHINEZHGA, HEth oo 23y FERET,

W OFEITIX, show ip dhep snooping statistics =~ > FOH N EZRLET,

Switch# show ip dhcp snooping statistics

Packets Forwarded
Packets Dropped
Packets Dropped From untrusted ports

W OFHICIL, show ip dhep snooping statistics detail =~ > FOH A ZERLE T,

Switch# show ip dhcp snooping statistics detail

Packets Processed by DHCP Snooping
Packets Dropped Because
IDB not known
Queue full
Interface is in errdisabled
Rate limit exceeded
Received on untrusted ports
Nonzero giaddr
Source mac not equal to chaddr
Binding mismatch
Insertion of opt82 fail
Interface Down
Unknown output interface

Reply output port equal to input port

Packet denied by platform

Il
e eNeoNoNoeNoNoNoNeNe e ReNe)

=0
=0
=0

Il
o
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show ip dhcp snooping statistics W

% 2-36 12, DHCP AX—E VIV HFHERB L OZOFBE R L ET,

%= 2-36 DHCP X X—F v #aH&#R

DHCP X X—E v 7 #faH&ER B
Packets Processed by DHCP Snooping |#Z% S =7y hBLO ey 7&nkE 47y 49T, DHCP A X—t' >
T E o TRIBI N v S DOEFH

Packets Dropped Because IDB not WNIFy "ODANIIA B —T oA A&HE T 72T — D%,
known
Queue full PRy P OB S NDENEF 2 — N Th 57— 08, FEFITEN

L— K CDHCP X7y baZfE L, ANIR—FTL— MHIBRA R—T V272>
TWRWEE, 2O T —NRAETHIZ NG £,

Interface is in errdisabled errdisable & L C~—27 &NZAR— b TF v FE2ZELEER, hn4ETD
TREMEDN B B DL, A— b2 errdisable AT — F TH BAEIZ/Nr v S HBMLEE
X2 —ZAD, ZFONRT Y bR T INDHATY,

Rate limit exceeded R—FTRESNTHEL—MlIREZBX T, 4% —7 A A errdisable A
7 — MZ 7o 72814,

Received on untrusted ports EHETE 2R — kT DHCP ¥ —% /37 v  (OFFER, ACK, NAK,
LEASEQUERY O\ %15 LT K v 7 LizlEl¥k,

Nonzero giaddr BETXRVR—FTZELEDHCP X7y b L—x2—Y =2 kb 7 RL A

74—V K (giaddr) 3B alifhiZ57=E%, %721 no ip dhep snooping
information option allow-untrusted 7 2 —/ 3L 27 4 F a2 L — gy av
FEZRELTBLT, BETERVWA—FCZELL Yy MZAT v a v 82
T =2 BEEN TR

Source mac not equal to chaddr DHCP X7 > +s®D 27 Z 47> F MAC 7 FL A 74—/ R (chaddr) 2337 > K
DEfFTE MAC 7 KL A & —F83", ip dhep snooping verify mac-address 2
B L 2y 7 4 Falb—var avy RRREINL TV D EEL,

Binding mismatch MAC 7 KL AL VLAN OXT ONA VT 4 T2 TNDER— TR RS
A— h T, RELEASE /37 v h£721X DECLINE 37 v & 5%(5 L7z, Zi
I, HEPRERD I FA TV bEAT =T 4 7 LIS L LTWDATREMEDR H 5
ZEEIRLETNR, 24T FRAAL v FOROR— MIBE) L T RELEASE
F7IEDECLINE (T L2 LaRTILbHVET, MACT FLRIX, 1 —
PRy b~y —DkFETL MAC 7 RLATIE7Z <, DHCP /37 » k@ chaddr
74—V FInbEASIET,

Insertion of opt82 fail Ry h~DF T gy QFANT T —(Zhol, A7 ar 82 F—4%
BTy MRA U E—Fy NOBR—YHE Ny hOY A XEB2T25E6. A
T T —ZRBZEnHY £9,

Interface Down Nry IRDHCP Y L— =—V 2V F~DOIRETHLINB, VL — T —T =2 FOD
SVIA v E =Tz A ANRFE T LTWBHER, DHCP y—"~D7 547 MEE
ROEME EIRBEDOZZEOMTSVI BN T LIEGAICHRAET AT —TT M,
HoTZITRAELERA,

Unknown output interface T 7 a8 F—FFEFIIMACT RLA F—T DNy 7T v T DT I
T, DHCP )&y hOWIIA v 2 —7 = A A& W CTE e h o B, 3
FyMIRryZPENET, 77 ar BEHAISNTEST, 79470 F
MAC 7 FL ZRHAREIIIC R o 2B AR ETHZenbV E4, R—bkFa
V754 73 arTIPSG A FR—TNLTHY, 5 ar 82 "4 x—T Tk
WA, 74T PO MAC 7 FLREFHEEHENT, &7y Ity
SNET,
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Il show ip dhcp snooping statistics

® 2-36 DHCP R X—E v J#iatigk )

DHCP X X—E v J #iktE#R S

Reply output port equal to input port DHCP J&&E ATy PO IR =R ANR—F LR LT THY . V—T DORREMHED
— :IL_:"‘)EH

JRAR & 2otz [mH, Fy FU—7 OREDFRY . TR — F OEEHRE DR
DA Z R LET,
Ty b7 —LEAEDOL YA RVIZE o TR v FBEA S LR

Packet denied by platform

BBEa<vwY R avwy Rk 55EH
clear ip dhcp snooping DHCP AX—VE T RNA VT 4 T —=ER—=A T H

DHCP AX—V VI NA T4V T T—HRXR—RA =Tz

NERHE®R A 7 %, DHCP A X — v Z#aHE®R A v v 4 %

7V 7 LET,
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show ip igmp profile W

show ip igmp profile

BRE S N7 T TP Internet Group Management Protocol (IGMP; 4 > % —% v b Z )V —7& 871 k
an) TaTZyr A, FRFREENT IGMP a7 7 A V& KRT HIZE, show ip igmp profile 45
Me EXEC a~> FEHEHLET,

show ip igmp profile [profile number]

X DA profile number (LE) #R"T 5 IGMP 717 7 A V&S, $HETE 2T 1 ~ 4294967295
TT, 777 A NEFESHATSNTORWESE, $TOIGMP 7”7 7 A )L
DERRIINET,

ATk E®—F ¥ EXEC

av Yy FERE Jyy—= EEHEER
12.1(11)AX Ioawy RBEMEE L,

{5l ROFITIL, 7B 7 7 ANEGFERE LEHE LEE L2WEE O show ip igmp profile £ EXEC
avy ROWMAERLET, 7077 A NVESENRATTENTWRWEGESE, BRICIIAA v F ETHRES
NIlcT_RTOT e 7 7 A VREENET,

Switch# show ip igmp profile 40
IGMP Profile 40

permit

range 233.1.1.1 233.255.255.255
Switch# show ip igmp profile
IGMP Profile 3

range 230.9.9.0 230.9.9.0
IGMP Profile 4

permit

range 229.9.9.0 229.255.255.255

BEaTUF avy kR B1
ip igmp profile BESNEZIGMP 707 7 A VESZRELET,

| OL-26659-01-J
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M show ip igmp snooping

show ip igmp snooping

A A v FE721% VLAN @ Internet Group Management Protocol (IGMP; o > % —x > § 7L —7 &8
7'a han) AX—V U IREEZERTT HIZIL. show ip igmp snooping =~ F% EXEC £— KT
BHLET,

show ip igmp snooping [groups | mrouter | querier] [vlan vian-id]

XD EHEA groups (&) show ip igmp snooping groups =~ > FZZR L T Z &,
mrouter (ff%) show ip igmp snooping mrouter =~ FZ S L T ZI N,
querier (f£%) show ip igmp snooping querier =~ REZZHL T Z &0,
vlan vian-id (fE#E) VLAN Z45E L £ 3, #PAiL 1 ~ 1001 & LT 1006 ~ 4094 TF (4§

e EXEC &— FDOA T THE),

avy kFE—F o —# EXEC

F5HE EXEC
av Y FEE Jyy—= EEER
12.1(11)AX Zoawy RBMEMEShE L,
12.1(19)EAL1 querier ¥ — U — FRBIMINE L7z,
12.2(18)SE groups ¥ — 7 — R BN S E L7z, show ip igmp snooping multicast =

~ ¥ K725 show ip igmp snooping groups =~ > NIZEDL Y £ L7,

FRLOALARSAY AL v FEHITHED VLAN DAX—V L VOBRESERTHIOICOa~wy REFERLET,

VLAN ID 1002 ~ 1005 1Z, h—27 >V > 7B LW FDDI VLAN IZ PR EN TN T, IGMP A X —E
JTIHMEMTE £ A,

il WOHITIL, show ip igmp snooping vlan 1 =2~ FOH 1 Z R L ET, Z I T, fED VLAN ©
AR—E U TREE RN LET,

Switch# show ip igmp snooping vlan 1
Global IGMP Snooping configuration:

IGMP snooping :Enabled

IGMPv3 snooping (minimal) :Enabled

Report suppression :Enabled

TCN solicit query :Disabled

TCN flood query count 12

Last member query interval : 100

Vlan 1

IGMP snooping :Enabled
Immediate leave :Disabled
Multicast router learning mode :pim-dvmrp
Source only learning age timer :10

CGMP interoperability mode :IGMP_ ONLY

Catalyst 3750 R4/ yF a2 F YI7L VR
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Last member query interval : 100

show ip igmp snooping M

WOFITIE, show ip igmp snooping =~ FOWM I ERLET, T TiE, AA vF LD VLAN

NRCOAX—E U TR LET,

Switch# show ip igmp snooping

Global IGMP Snooping configuration:

IGMP snooping : Enabled

IGMPv3 snooping (minimal) : Enabled

Report suppression : Enabled

TCN solicit query : Disabled

TCN flood query count HE

Last member query interval : 100

Vlan 1

IGMP snooping :Enabled
Immediate leave :Disabled

Multicast router learning mode :pim-dvmrp

Source only learning age timer :10

CGMP interoperability mode : IGMP_ONLY

Last member query interval : 100

Vlan 2

IGMP snooping :Enabled

Immediate leave :Disabled

Multicast router learning mode :pim-dvmrp

Source only learning age timer :10

CGMP interoperability mode : IGMP_ONLY

Last member query interval : 333

<output truncated>

> =

BZEav2F = R

ip igmp snooping

AA v FF721E VLAN O IGMP AX—¥E> 7k A F—7
ML ET,

ip igmp snooping
last-member-query-interval

IGMP A X —t > 7 O E A HE7: Leave ¥ A ¥ —% A F—
TN LET,

ip igmp snooping querier

LAY 2%y hU—2DIGMP 7 = V) THRER A4 % —T )L
I LET,

ip igmp snooping report-suppression

IGMP L AR— il % A 2 —7 W LET,

ip igmp snooping tcn

IGMP AN m PAFEMEEZBE L £,

ip igmp snooping tcn flood

IGMP hARu VEFBMEaMEL LTeAT XY AN 7Ty
FA T EREELET,

ip igmp snooping vlan
immediate-leave

VLAN ® IGMP A X — v 7 I BiIR LB 2 A4 % — T 11T
LT,

ip igmp snooping vlan mrouter

<N TF Xy A b —% R—FEBIN, FE~LTFv A
FOFEEFREBRELET,

ip igmp snooping vlan static

LAY 2AR—F a2~V TFXY AL TNL—TFDRAL L LT
BHizBm L £9,

show ip igmp snooping groups

ZA v FDIGMP AX—E 7 ~/LFF ¥y Ak T—T )L
ERRLET,
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M show ip igmp snooping

avwyFk H7L]

show ip igmp snooping mrouter AL vy FELIFRBESNTZ~ LT F ¥ X F VLAN © IGMP
ARX—VE T v NFFy AN V—H R—heFRLET,

show ip igmp snooping querier AA v F FICRESNE IGMP 7 =) 7 ORER L O E
HHERRTLET,

Catalyst 3750 R4/ yF a2 F YI7L VR
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show ip igmp snooping groups W

show ip igmp snooping groups

AL v FDA LB =Ky b ITA—FEFH T hanr IGMP) AX—E L7 wALFF¥ A b F—T )b,
FlE~v T X x A MEREFKRT HIZ1EL, show ip igmp snooping groups £+ EXEC =~ K& ff
ALET, ESNE~LTFry A2 N VLAN OV LT X ¥ A b 77—, EREIHFEOV LT F ¥ A
MEWMAERRT DIE, vlan ¥—T— RZHBELTHERALET,

show ip igmp snooping groups [count] [dynamic] [user] [vlan vian-id [ip_address]]

EILDEHA count (FE) Ex FNVoRbVIZ, HESN-a~w> RAT7varo
Ty hUREER R LET,
dynamic (EE) IGMP AX—E U ZIC kD FE LIz P 2RFLET,
user (EE) 2—VPREDALFXIY AL = M EITE2FERLET,
vlan vian-id ({E#) VLAN Zf5E L £7, HEETZ 28T 1 ~ 1001 33 X0 1006 ~ 4094 T
T
ip_address UEE) EIN—TIP T RLADSALFF ¥ A N ZA—TORMEE2FRLET,
a2k E—F e EXEC
avy FER Jyy—=x EEER
12.2(18)SE Zoa~r RAMBEMENE L, show ip igmp snooping multicast =~ >

EREDAA FS54>

]

RIZEDLLHD T,

“NLFFXY A IMERESLITIYALATF Y AN T—TNANEERTHINE, Z0a<vr FeEEHLET,

VLAN ID 1002 ~ 1005 iX. h—2 >V 7B X FDDI VLAN IZ TR ENTWT, IGMP A X—E
JTIEATEEEA,

WORFITIL, ¥—T— FOFEZ L72\> show ip igmp snooping groups 2~ > KOH /R L ET,
AA v FOZINVNTF XX AN T—TARRRFINET,

Switch# show ip igmp snooping groups

Vlan Group Type Version Port List
1 224.1.4.4 igmp Fal/0/11
1 224.1.4.5 igmp Fal/0/11
2 224.0.1.40 igmp v2 Fal/0/15

WOFITiX, show ip igmp snooping groups count =~ > KON EZRLET, A vF EOVILTF
FY AL IN—TORBPTRRENET,

Switch# show ip igmp snooping groups count
Total number of multicast groups: 2

W OFHITIL, show ip igmp snooping groups dynamic =~> ROH %R LET, IGMP A X—E
TICEDFE LI NV ETERRLET,

Switch# show ip igmp snooping groups vlan 1 dynamic

| OL-26659-01-J
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W show ip igmp snooping groups

Vlan Group Type Version Port List
104 224.1.4.2 igmp v2 Gi2/0/1, 1/0/15
104 224.1.4.3 igmp v2 Gi2/0/1, 1/0/15

W OFHICIL, show ip igmp snooping groups vlan vian-id ip-address =~ RO N ERLET, BE
ENFIPT RLADIT V=T DT M) #FKRLET,

Switch# show ip igmp snooping groups vlan 104 224.1.4.2

Vlan Group Type Version Port List
104 224.1.4.2 igmp v2 Gi2/0/1, 1/0/15
BEaTUF avwyk BL

ip igmp snooping AA v F£7213 VLAN O IGMP A X —E > 7 %A F—T LI
LET,

ip igmp snooping vlan mrouter “NVFXYyAMNL—HF R—FERELET,

ip igmp snooping vlan static LAV 2R —F 2L FXRHr AR TA—TDALNE LTHD
WZEML E9,

show ip igmp snooping AA v FF721L VLAN O IGMP AX—¥E > FHEEZR R L E
7

show ip igmp snooping mrouter XA v FEZIFHE SN/~ /LT F v X » VLAN © IGMP A
X—=Er T INVFXXY AR NV—F A= ERRFLET,

Catalyst 3750 R4/ yF a2 F YI7L VR
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show ip igmp snooping mrouter Il

show ip igmp snooping mrouter
AA v TFERITRESINTZ~/LT v 2 VLAN O, B FEE INZA X —Fy b T —7EH
v han (IGMP) AX—Er 7 &, FEITREINEVALTFTXRY AN L—F F—F2RFTDHIC
i%. show ip igmp snooping mrouter £ EXEC =~ R&EfFEH L £9,

show ip igmp snooping mrouter [vlan vian-id]

340

.'E-EI;

BA vlan vian-id (fE&) VLAN #fE L E4, HBETEA/MIT 1 ~ 1001 3 XL 1006 ~
4094 T,

avY kK E—F #kE EXEC

avy FER yy—= EEEM
12.1(11)AX o~y REMSNE LT,

FRLOALFSA4Y AA v FFHITHED VLAN O L FF v A R b—F B— N52FRETAHIC0E, Z0a~<wy REFEA
L%,

VLANID 1002 ~ 1005 %, h—2 > U 7B LT FDDI VLAN IZ PR S TWT, IGMP Z X —t"
JTIEATEEEA,

Multicast VLAN Registration (MVR; /L F ¥ ¥ X2 K VLAN L' R hL—33 V) BA R—T LD
4. show ip igmp snooping mrouter =~ > F|{X MVR ¥ /L F % ¥ & b JL—X DIFHRE LV IGMP A
X—E IR EFRRLET,

B K OHITIL, show ip igmp snooping mrouter =~ RO NZEZRLET, A vF ETwLFFr X
b —& R—FERRLET,

Switch# show ip igmp snooping mrouter

Vlan ports
1 Gi2/0/1 (dynamic)
BEaTUF avwyk BIL]

ip igmp snooping AA v FE7213 VLAN O IGMP A X — &> 7 & A F—T LT
LET,

ip igmp snooping vlan mrouter v IILFFXFY A L—F FR—F E2EBEMLET,

ip igmp snooping vlan static LAY 2R—h e~ FHx AN TA—TDRALNELTHN
B L ET,

show ip igmp snooping ZA v FE7213 VLAN O IGMP A X — b V#ELF R L%
‘a—l)

show ip igmp snooping groups AL FERITBESNTANTA—ZDIGMP AX—E 7 <
NTFFy A MMERERRLET,

Catalyst 3750 Rf yF av>F YI7LYR
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W show ip igmp snooping mrouter
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show ip igmp snooping querier W

show ip igmp snooping querier

A2y FTHREINT IGMP 7 = V) 7 OfRE L BMEEFHRZ R " 5121%, show ip igmp snooping
querier detail =~ > N4 EXEC E— RCTEH L £,

show ip igmp snooping querier [detail | vlan vian-id [detail]]

X DEREA

detail (L) IGMP 7= 7 DFeffi e 2o L7,

vlan vian-id [detail] (L) #§E &7z VLAN © IGMP 7 = U 7@l &z#n LET, fHETE
BEHIE 1~ 1001 £721% 1006 ~ 4094 T, FEMIEHRE 27T 5 I01%,
detail ¥—7U — F&fHL £,

avykE—F 2 —+4 EXEC
HHe EXEC
av Yy FERE Jy—x EEEM
12.2(25)SEA Toa~wy RRBEMENE L,

BEREDAA FS54>

]

zx Y 7E BTN, IGMP 7 =) — A v — V2R ET HMILEED IGMP N— a VB L IP 7
KL 2 %FRT 25I21L. show ip igmp snooping querier =~ > FZEH L7, 7 1% v MIEHKD
TNFX Y AN N—FERAETEETN, IGMP 7 =) TiX 1 DLMEAETEEH A, IGMPV2 &5
TLTWDY 7Ry TR, Y AFTFY A A—FD 1 ORI =) TELTHRESNET, 7=V 7T
WZiE. LAY 3 AA v TFEEETEET,

show ip igmp snooping querier =~ > FHHNTH MHEN77 2T D VLAN BEL A F—T =
AAZERRLET, 7T UTRAL vy FOEE, HTIE Port 7 4 —/v RIZ Router BRRFINET,
72 YT NN —2 DA, MATIE, Port 74—V RIZ/7 =) TE2FFR LA — MNEERERINE
R

show ip igmp snooping querier detail =~ > NiX, show ip igmp snooping querier =~ > NIZJHLl
LTCWE$, 727 L. show ip igmp snooping querier =~ R TlI, AA vF 7V 7IZ LV ERIIC
BRHENTETNNA AP T RVARTBRERINET,

show ip igmp snooping querier detail =~ > Ri%, AA v F 7= I TIZ Lo TREZEICHBRHINEZT A
AADIP T KL ADIED, ROBIMEHREZFRRLET,

¢ VLAN CERENTW\5 IGMP 7 U 7
* VLAN TRESNIZAA vF 72 V7 (H2%E) \[HES D3ER L UE{ER#

W OFITIL, show ip igmp snooping querier =~ > KO 2R L ET,

Switch# show ip igmp snooping querier

Vlan IP Address IGMP Version Port
1 172.20.50.11 v3 Gil/0/1
2 172.20.40.20 v2 Router
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M show ip igmp snooping querier

W& DFITIL, show ip igmp snooping querier detail =~ > KOH 2R L E 7,

Switch# show ip igmp snooping querier detail

Vlan IP Address IGMP Version Port
1 1.1.1.1 v2 Fa8/0/1
Global IGMP switch querier status

admin state : Enabled
admin version 2

source IP address 0.0.0.0
query-interval (sec) 60
max-response-time (sec) 10
querier-timeout (sec) 120

tcn query count 2

tcn query interval (sec) 10

Vlan 1:

IGMP switch querier status

admin state : Enabled
admin version 2

source IP address 10.1.1.65
query-interval (sec) 60
max-response-time (sec) 10
querier-timeout (sec) 120

tcn query count 2

tcn query interval (sec) 10

operational state

: Non-Querier

operational version 2
tcn query pending count 0
BREaTV R avwyk SiEA

ip igmp snooping

AA v FE£7-1X VLAN ® IGMP A X —Y T % A X —TIZ

L/i‘j‘o

ip igmp snooping querier

LAY 2%y RU—27 D IGMP 7 =) THREZ A X — 7 /LT L

i‘j_o

show ip igmp snooping

AA v FFEFIFEESNT~LTFF v 2 F VLAN © IGMP *
X—v T N TFHFr A V—H K=+ 2FERLET,
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show ip source binding

show ip source binding

AL v F LD IP Y= A T 4 7% FART 5L, show ip source binding =~ > K% EXEC
T RFTHEMLET,

show ip source binding [ip-address] [mac-address] [dhcp-snooping | static] [interface
interface-id] [vlan vian-id]

T DA ip-address (ER) BEDIP 7 RLADIPEEFEENNA T 4 T EERLET,
mac-address (EE) BEDOMACT RLADIP EE TN A T 4 v T HFERLET,
dhcp-snooping ({£3&) DHCP AX—VE L 2L o TEHEINZIP ERFTEAAAS T 47
EERRALET,
static ER) AEZT A4y 7 IPREELNA T 4T E2RRLET,
interface interface-id EE) BEDA L X —T 2 A A LD IPEETINNS VT 4 T %2FRLE
7
vlan vian-id (EE) FED VLAN LD IP XG>T4 v T aRRLET,
oYYk E—F = —4 EXEC
i+ EXEC
avy FERE Jy—=x EEEM
12.2(20)SE Zoa<wry KRR BEMENE L,

BEREDAA FS54>

show ip source binding =~ > FOH J1Z, DHCP AX—E L7 RA VT 4 v J F—FRXR—=ZANDF
ATFTIVIBLIORET 4 v JICRESNTANA T 4 VT BRI LET,

FAFTI v TICRESINTNA T 4 7120 % FK T 5I121X, show ip dhep snooping binding $74#
EXEC a2~> FEFEHLEI,

fl W OFITIE, show ip source binding =~ > FOH %R L £,
Switch# show ip source binding
MacAddress IpAddress Lease (sec) Type VLAN Interface
00:00:00:0A:00:0B 11.0.0.1 infinite static 10 GigabitEthernetl/0/1
00:00:00:0A:00:0A 11.0.0.2 10000 dhcp-snooping 10 GigabitEthernetl/0/1
BEav> R avwyvFk Bk
ip dhcp snooping binding DHCP AX—VLU T N T 4 T—H_R—RA%RE L E
‘é—o
ip source binding AL Y FEARAET 4 v 7 IPERBIAA T 4 v TR ELE
7
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M show ip verify source

show ip verify source

AL v F EETITRFEDA V H—T 2 A A LD P YV —A H— ROFREEF T DL, show ip
verify source =~ F% EXEC £— RTfEH L E T,

show ip verify source [interface interface-id|

EX DA interface interface-id () BEDA L X —T A4 ZA LD IP HETH — FORELFRT L E
D

AT K E—F  =—#% EXEC

K5 EXEC
> —

av Y FEE yy—2 EEEmR
12.2(20)SE Zoawy RRBMEhE L,

£l WOFITIL, show ip verify source =~ > RO N ERLET,
Switch# show ip verify source
Interface Filter-type Filter-mode IP-address Mac-address Vlan
gil/0/1 ip active 10.0.0.1 10
gil/0/1 ip active deny-all 11-20
gil/0/2 ip inactive-trust-port
gil/0/3 ip inactive-no-snooping-vlan
gil/0/4 ip-mac active 10.0.0.2 aaaa.bbbb.cccc 10
gil/0/4 ip-mac active deny-all deny-all 12-20
gil/0/4 ip-mac active 11.0.0.1 aaaa.bbbb.cccd 11
gil/0/4 ip-mac active deny-all deny-all 12-20
gil/0/5 ip-mac active 10.0.0.3 permit-all 10
gil/0/5 ip-mac active deny-all permit-all 11-20

LFROFITIE, IPEEILCT— FOREITRO L 510 £,

* Gigabit Ethernet 1 f > % —7 = A A TiX, DHCP A X—¥ 7 X VLAN 10 ~ 20 L TA x—7 L
T3, VLANI10 TIZ. IPT RV A 74 NEZ Y TICEBIP Y —A H—FKBA L EZ—T =4 AT
BEISIN, XN UT AT MA L E—T oA AZFELET, VLAN 11 ~ 20 Ti, 2 FHox=>
RUDR,IP Y —A T—=FRBREEINTWIRWVLAN DAV F—T =2 AT, T 74/ B—FD
TIEAarie— VAL (ACL) BZEHEIN TS ZLERLET,

* Gigabit Ethernet2 f > % —7 = A A(X, EH#HEDOH D DHCP AX—E 7L LTHESNTWVE
ﬁ—o

* Gigabit Ethernet3 1 % —7 = A A Tli&, DHCP AX—E U7X, A v F—T =A AVRFET 5
VLAN ETA X =7 L Tlddb Y £EA,

* Gigabit Ethernet 4 f > % —7 = A A TiX, FETLTIPBLIVOMACT FLADT 4 2 Y 72X
5P Y—AH—KPAR—=TNT, AXT 4772 P EEILNA T 4 7B VLAN 10 & 11
THESNET, VLAN 12 ~20 Tid, IP V—R H— FRAHREIN TRV VLAN O A > & —
T2 AAT, 774 FA—brD ACL BEH I TWET,

Catalyst 3750 R4/ yF a2 F YI7L VR
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show ip verify source W

* Gigabit Ethernet5 1 v % —7 = A A TIiX, EETLIP BLOMACT FLADTZ 4V FZ Y 7T X
L21IP Y —AH—=RBAR—=TNT, RAET 4w IRIP AT 4 VT TREINTOETA,
RPN X2 VT4 ET 4 E—TNTT, ALy FIE, EELXMAC T RLRET 4 NH 7T
TEHA,

WOHTIE, IPEETLT— R T =Tz ENEA v 2 —T oA ADHEHE TR LET,

Switch# show ip verify source gigabitethernetl/0/6
IP source guard is not configured on the interface gil/0/6.

BEaIU kR avwyFk BA
ip verify source AVE—=T 2 A A LD P FETLH— REA =T NVIZLET,

g&

Catalyst 3750 Rf yF av>F YI7LYR
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W showipc

show ipc

AL TF AZ T EIFIAZ 2 R T ry A4 v F O Interprocess Communications (IPC; 7' 1t %
fEfs) 7'm bavoRE, AT —F A BLOKGEHE#RZERT2121E, showipe =~ F &
EXEC E— FTHEMHLET,

show ipc {mcast {appclass | groups | status} | nodes | ports [open] | queue | rpc | session
{all | rx | tx} [verbose] | status [cumlulative] | zones}

B mcast {appclass | IPC~v AT F ¥ AR =T 4 U THEREFRARLET, =T — FORKRITRD
groups | status} LB TY,

e appclass : [PC vV FFv AN T TV r—ary 77 2%R R LET,
e groups : [PC~¥NVFF ¥ A b V=T %R RFLET,
o status : IPC /L FF X A N V—F 4 v F AT —H A% FRRFLET,

nodes S/ — RERRLET,

ports [open] a—ANVIPCHR— MR RLET, F—UV— FOBEKRIIKDOLEBY T,
e open: (L&) A—7> K=+ EERRLET,

queue IPC FEF 2 —DORNEEFRLET,

rpe IPCUE— b avr—VyOffitEResE£ R LET,

session {all [ rx | tx} [PC t v a v OfiHE#REZF R LET (B EXEC E— FOHA I
HHE), ¥F—U— FOBEWKITRO LBV TT,

e all: By va L OMEERETXTERLET,
e IX: AAYTBRRELEN T 74 v 7Dy a UEEHEREERLE

T
s X AAYTFREMELIL T 74 v 7Dy v a UREHEREF R L E
7
verbose LE) FHMRREHERE R LET (B EXEC £— FOBATZTHER AT
8o
status [cumlulative] o —H 1 [PCH—"ODATF—F A5 FRLET, $—T— ROEWRITKDO L E
nT9,

e cumlulative : ((£5&) AA v FBEEBFE/ZITHEEE L% D — /L IPC
P —NOAT —ZRAERRLET,

zones ZMLTNWDIPC VY —r%2FRLET, A vFiE 1 2O IPC YV —r %Y
A—FLET,
av>v kK E—F o —# EXEC
¥+ EXEC
avy FERE yy—=x EEEHR
12.1(11)AX Ioa=y RRBEMmERELE,
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Ul

showipc W
)= EEERT
12.2(18)SE mcast {appclass | groups | status}. rpc. session {all | rx | tx} [verbose].
B L cumulative ¥— 7 — R BMINE LTz,
12.2(25)SE mcast, rpe, BENsession ¥— T — KR BMEE L,

WOFITIE, IPCLV—T 4 7 AT —F 2A%F T HHEEZRLET,

Switch# show ipc mcast status
IPC Mcast Status

Tx Rx

Total Frames 0 0
Total control Frames 0 0
Total Frames dropped 0 0
Total control Frames dropped 0 0
Total Reliable messages 0 0
Total Reliable messages acknowledged 0 0
Total Out of Band Messages 0 0
Total Out of Band messages acknowledged 0 0
Total No Mcast groups 0 0
Total Retries 0 Total Timeouts 0
Total OOB Retries 0 Total OOB Timeouts 0
Total flushes 0 Total No ports 0
WOBITIL, BN/ — RERRZTDHEEZRLET,
Switch# show ipc nodes
There is 1 node in this IPC realm.

ID Type Name Last Last

Sent Heard

10000 Local IPC Master 0 0
WOHITIE, =B/ IPCAR— FERRTDHEEZRLET,
Switch# show ipc ports
There are 8 ports defined.
Port ID Type Name (current/peak/total)
There are 8 ports defined.

10000.1 unicast IPC Master:Zone

10000.2 unicast IPC Master:Echo

10000.3 unicast IPC Master:Control

10000.4 unicast IPC Master:Init

10000.5 unicast FIB Master:DFS.process level.msgs

10000.6 unicast FIB Master:DFS.interrupt.msgs

10000.7 unicast MDFS RP:Statistics

port index = 0 seat_id = 0x10000 last sent = 0 last heard = 0
0/2/159
10000.8 unicast Slot 1 :MDFS.control.RIL
port_index = 0 seat_id = 0x10000 last sent = 0 last heard = 0

0/0/0

RPC packets:current/peak/total
0/1/4

| OL-26659-01-J
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W showipc

WOBITIE, IPC HIEEF 2 —DONFEFRT L7z R LET,

Switch# show ipc queue
There are 0 IPC messages waiting for acknowledgement in the transmit queue.
There are 0 IPC messages waiting for a response.

There are 0 IPC messages waiting for additional fragments.

There are 0 IPC messages currently on the IPC inboundQ.

Messages currently in use 3
Message cache size : 1000
Maximum message cache usage : 1000
0 times message cache crossed 5000 [max]

Emergency messages currently in use : 0

There are 2 messages currently reserved for reply msg.

Inbound message queue depth 0
Zone inbound message queue depth 0

WOFITIE, T_XTHOIPC By v a vy OREEREFR LT A HEEZRLET,

Switch# show ipc session all
Tx Sessions:

Port ID Type Name
10000.7 Unicast MDFS RP:Statistics
port index = 0 type = Unreliable last sent = 0 last heard = 0

Msgs requested = 180 Msgs returned = 180

10000.8 Unicast Slot 1 :MDFS.control.RIL
port index = 0 type = Reliable last sent = 0 last heard = 0
Msgs requested = 0 Msgs returned = 0

Rx Sessions:

Port ID Type Name
10000.7 Unicast MDFS RP:Statistics
port index = 0 seat id = 0x10000 last sent = 0 last heard = 0
No of msgs requested = 180 Msgs returned = 180
10000.8 Unicast Slot 1 :MDFS.control.RIL

port index = 0 seat_id = 0x10000 last sent = 0 last heard = 0

No of msgs requested = 0 Msgs returned = 0
WOFITIX, B—AVIPC P —"DAT—H A% TR+ 5 HEERLET,
Switch# show ipc status cumulative

IPC System Status
Time last IPC stat cleared :never
This processor is the IPC master server.
Do not drop output of IPC frames for test purposes.
1000 IPC Message Headers Cached.
Rx Side Tx Side

Total Frames 12916 608

0 0
Total from Local Ports 13080 574
Total Protocol Control Frames 116 17
Total Frames Dropped 0 0

Service Usage

Total via Unreliable Connection-Less Service 12783 171
Total via Unreliable Sequenced Connection-Less Svc 0 0

Catalyst 3750 R4/ yF a2 F YI7L VR
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showipc W

Total via Reliable Connection-Oriented Service 17 116

<output truncated>

BEa<TFR avwvk E L
IPC ¥V FXx A V=T 4 VI OWKERZ VT LET,

clear ipc
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Bl show ipv6 access-list

show ipv6 access-list

BAED IPV6 77 A U A RDOTRTONEERTRT LHITIE, show ipv6 access-list =~ > N4 EXEC
EF-RFTHEMALET,

show ipv6 access-list [access-list-name]

BX DA access-list-name (L5) 772 A U A FDOLAHT
avY kR E—F - —% EXEC

¥+ EXEC
avy FEE yy—x EEE

12.2(25)SED Zoavr RRBEMEhE LK,

FRLDHMA FS4Y  1Pv6 HH TH 5 A%\ T, show ipv6 access-list =~ > N H /713 show ip access-list =~ > K & 3
EPlLTnET,
T a7V IPVA/IPV6 7 v 7 L — M EFRET S I121E. sdm prefer dual-ipv4-and-ipv6 7 = — 3L 2
T4 FXalb—varavry Fe AL, A4 v FE2UVnrn—FLET,

GE) Zoza~vr Rk, AA v FTT a7V IPv4/IPv6 Switch Database Management (SDM) 7> 7 L — k
WRESN TV LHAITRY A ATRE T,

i OB TiL, show ipv6 access-list =~ > KT} &7z inbound ¥ X T outbound & W54 D IPv6 7
JEA VA MERLET,
Switch# show ipv6é access-list
IPv6 access list inbound
permit tcp any any eq bgp (8 matches) sequence 10
permit tcp any any eq telnet (15 matches) sequence 20
permit udp any any sequence 30

# 2-3712, ZOHNTERRINDIEERT 4 — /L ROBBHERLET,

*& 2-37 show ipv6 access-list ® 7 1 — )L FOERBA

J4—ILF SiEA

IPv6 access list inbound  |I[Pv6 77 & % U X +4 (f5l : inbound),

permit BESNTTa har 247 —HT 5y NEFAILET,

tep BRI 2 =2 (TCP), N7y MR—BLARTNIE R bRV EN L
L (LAY 4) oFa bary 47,

any /0 R CTY,

Catalyst 3750 R4/ yF a2 F YI7L VR
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show ipv6 access-list W

& 2-37 show ipv6 access-list D7 1+ —JL FOSH (=)

Z4—ILF B

eq TCP £721X UDP 7 v FOEE L E TR — b &2 T D equal 4
~F UK,

bgp (matches) Border Gateway Protocol (R—#— 7/ —hoxA Fa han), 7y
Fo7m ban A4 TEBIO—BH,

sequence 10 EERT Yy MR ENLGT 78R VA NOITOY—F v A, T7 &R
YA MDITIZ, BADTT7A AV T 1 (RiEOH, 72& 21T 10) 2Bk
BOTIAFIT 4 (REOE, 72& 213 80) DIEICIA TWET,

BEa<> K avwUk SiEA
clear ipv6 access-list [Pv6 77 A VA —HHIU &%y FLET,
ipv6 access-list IPV6 7278 A URAREEHZL, AL vFHIPV6 T 7R VAL 37 4
Fal—varyE—RILET,
sdm prefer AA v FOERFHECHKSE AT A VY —REKiE{tT 5 X5 SDM 7

VL= ERELET,

Catalyst 3750 Rf yF av>F YI7LYR
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M show ipv6 dhcp conflict

show ipv6 dhcp conflict

T RVAZITAT MIURTEEIC Dynamic Host Configuration Protocol for [IPv6 (DHCPv6)
Y= RTROM>1ZT N AFES %i‘%TffF’ %. show ipv6 dhcp conflict £} EXEC =+ > R4 Aff
ML ET,

show ipvé6 dhcp conflict

BXXniA Zoawy RICE, BIEEREF—T— RiEh Y A,
avy kE—F ¥HE EXEC
avy FEE yy—= EEERR

12.2(46)SE ZOavy RABMENE L,

EREDAHA R34y

(E)

T 2TV IPV4/IPv6 77 L — b &R ET H121%. sdm prefer dual-ipv4-and-ipv6 7 = —/ 3L 22
T4F¥al—Yaravwr REAHL, A /%%U n—RLET,

Ba AT 5 & 512 DHCPv6 V' — %% iET 586, DHCPv6 y— Nid ping #fEHLES, 77
ATV MERAN—BEREFERLTZ 747 F&BIE L, DECLINE A »vE—Y %4 L TH—IZ#H
ELET, TRLABAMHRESND L, ZOT7 FLRAZT—AnbEIRENET, EFENRZOT F
L2AZBEEV A MO OEIBRTAETZIO7 FLAIFEIV Y TAHZ ENTEEE A,

ZDavwy Rk, AA v FTT 27 /L IPv4/IPv6 Switch Database Management (SDM) 7 7' L — b
PRESNTOHHAICHY MATETT,

i W OB TiE, show ipv6 dhep conflict =~ > RO ZRLET,
Switch# show ipvé dhcp conflict
Pool 350, prefix 2001:1005::/48
2001:1005::10
BEa<>F avwyF i

ipv6 dhep pool DHCPv6 7— /W& EL T, DHCPv6 7—/L 2> 7 4 Xa b — 3

T FZBBLET,

clear ipv6 dhcp
conflict

DHCPv6 — /R F—Z_XR—2ZAn 5T NV AGEARZ7 VT LET,

l_Catalyst3750 R4 v F IV F YI27L 2R
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show ipv6 mid snooping W

show ipv6 mld snooping

AA v FF721% VLAN @ IP Version 6 (IPv6) Multicast Listener Discovery (MLD) A X—E > /3%
Ex AT 5L, show ipv6 mld snooping =~ F% EXEC E— RCHEMLET,

show ipv6 mld snooping [vlan vian-id|

X DA vlan vian-id (fEE) VLAN 24#5&E L7, #ETZ 24T 1 ~ 1001 35 LT 1006 ~
4094 ¢,
avY kK E—F o —# EXEC
K EXEC
avy FERE Jyy—=x EHEER
12.2(25)SED Zoa~wy RRBEMENE L,

EREDAA FS54>

GE)

7

AZA w FETFTFFED VLAN O MLD AX—UE U VT DOREEZRRTHDICZDavy FaffiffiLET,
1002 ~ 1005 @ VLAN & 51X, Fr—2 > U7 VLAN 8L O FDDI VLAN O7=®HIZ PRI TWVWD
72, MLD AX—E U 73 T&E 8 A,

T 27V IPV4/IPv6 7> 7 L — N B ET HI21E, sdm prefer dual-ipv4-and-ipvé 7' 17—/ 3L 22
T4 Falb—varav s FEANL, Ay TFEIr—FLET,

Zoavy Rif, AA v FTT 27 /v IPv4/IPv6 Switch Database Management (SDM) 7 > 7 L — k
WRESNTWDHEIRY A ATRETT,

W DFITiE, show ipv6 mld snooping vlan =~ > FOHHERLET, 22 T, FFED VLAN O
ARX = TR R LET,

Switch# show ipv6é mld snooping vlan 100
Global MLD Snooping configuration:

MLD snooping : Enabled

MLDv2 snooping (minimal) : Enabled
Listener message suppression : Enabled

TCN solicit query : Disabled

TCN flood query count H

Robustness variable : 3

Last listener query count H

Last listener query interval : 1000

Vlan 100:

MLD snooping : Disabled
MLDv1l immediate leave : Disabled
Explicit host tracking : Enabled
Multicast router learning mode : pim-dvmrp
Robustness variable : 3

| OL-26659-01-J
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M show ipv6 mid snooping

Last listener query count
Last listener query interval

2
1000

WDFITIL, show ipv6 mld snooping =~ FOH 2R LET, T TlE, XA vF LD VLAN T
NRTDARXR—E U TR Z2 R R LET,

Switch# show ipvé mld snooping

Global MLD Snooping configuration:

MLD snooping Enabled

MLDv2 snooping (minimal) Enabled

Listener message suppression Enabled

TCN solicit query Disabled

TCN flood query count 2

Robustness variable 3

Last listener query count 2

Last listener query interval 1000

Vlan 1

MLD snooping Disabled

MLDvl immediate leave Disabled

Explicit host tracking Enabled

Multicast router learning mode pim-dvmrp

Robustness variable 1

Last listener query count 2

Last listener query interval 1000

<output truncated>

Vlan 951:

MLD snooping Disabled

MLDvl immediate leave Disabled

Explicit host tracking Enabled

Multicast router learning mode pim-dvmrp

Robustness variable 3

Last listener query count 2

Last listener query interval 1000
BEaIU kR avwyF i

ipv6 mld snooping

ZA v F FE~I1ZVLAN L MLD A X—E > T & A4 3 —T )L

WL, REZITVET,

sdm prefer

2A v FOFERFECESE AT L ) Y — 22 KHE{ET 5 &

9 SDM 77 L—hERELFET,
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show ipv6 mld snooping address W

show ipv6 mld snooping address

Multicast Listener Discovery (MLD) A X — ¥ > 7V BREFT 53X TD, F713HBE ST IP version
6 (IPv6) v /L FF v A N 7 L AEHREZFRT HI21%, show ipv6 mld snooping address =~ > K%
EXEC £— R CEA L £,

show ipv6 mld snooping address [[vlan vian-id] [ipv6 address]] [vlan vian-id] [count |
dynamic | user]

X DA vlan vian-id (EE)MLD AX—t' >/ =LFXv A+ 7 FLAEREFRTS VLAN
ZELET, FHETEX %S VLANID O#i[HIE 1 ~ 1001 B X 1006 ~
4094 <9,

ipv6-multicast-address — ({1:75) f5E SN IPV6 ~ L FF ¥ A b 7 FL AT R 2 #R L%
4, TOF—TU— K%, VLANID Z A LB A&ETERATE £9,

count (B8 AA v FLEFHIFEESNZ VLAN O L FF v 2 b ZL—7H#
EERRLET,

dynamic (f£E) MLD AX—bE v 78 7 —TERERERLET,

user ({EE) MLD AX—t v 7 2—¥RETV—TIHERER T LET,

avy kFE—F o —# EXEC

K¢ EXEC
oy FERE y1yy—=x EHEEH
12.2(25)SED Zoa<wry RRNEBMENRE LT,

ERLEDAARSLY IPv6 v L FF v X b 7 FLAEREFRTLHDIC, Zoa~vy REFEHLET,
VLANID Z AN L7=HIZIRD . IPv6 v LV F X A K T KL RAEZASJTEET,

1002 ~ 1005 ® VLAN % 51X, h—2 >V 7 VLAN B LU FDDI VLAN O7=IZFRENTW 5D
72, MLD ZX—t' > ZIZIIfEH T ¥ A,

FRINT I N—TICET A ERIET 2R R T HITIE, dynamic ¥— UV — REFEHALET, RESN
T2 N—F BT AIERIZ T 2R RTAHITIE. user ¥—U— KA LET,

T 2TV IPV4A/IPV6 7 7 L — M &R ET HI21EL, sdm prefer dual-ipv4-and-ipvé 7 = — 3L 2
T4 F¥alb—varavryFNeANL, AMyFaIun—-FLET,

GE) Zoza~vr Rk, AA v FTT 27V IPv4/IPv6 Switch Database Management (SDM) 7> 7 L — k
WRESN TV LHAITRY A ATRE T,

fl K OFITIL, show snooping address =~ > NOH 1 ERLET,
Switch# show ipv6é mld snooping address

Vlan Group Type Version Port List

Catalyst 3750 Rf yF av>F YI7LYR
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W show ipv6 mid snooping address

2 FF12::3 user Fal/0/2, Gi2/0/2, Gi3/0/1,Gi3/0/3

WO TiL, show snooping address count =~ RO ) Z R LET,

Switch# show ipvé mld snooping address count
Total number of multicast groups: 2

WROFITIL, show snooping address user 2~ FOHJZ R LET,

Switch# show ipvé mld snooping address user
Vlan Group Type Version Port List

2 FF12::3 user v2 Fal/0/2, Gi2/0/2, Gi3/0/1,Gi4/0/3
BEa< K avwUFk B
ipv6 mld snooping vlan VLAN TIPVv6 MLD AX—¥E V7R EL £,
sdm prefer 2y FOBMFTECESE AT L VY — 22 Kb+ 5 &

59 SDM 57 L — rE2RELET,
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show ipv6 mld snooping mrouter W

show ipv6 mld snooping mrouter

AA v FE721L VLAN 1Tk U CTEIEICFE S 4L, FEVTRE Iz IP Version 6 (IPv6) Multicast
Listener Discovery (MLD) /L —#% KR— F % FR7T 5121, show ipv6 mld snooping mrouter =< >
K% EXEC £— RTEHLE T,

show ipv6 mld snooping mrouter [vlan vian-id]

X DA vlan vian-id (fE#) VLAN Z#E LEd, HETE 24T 1 ~ 1001 35 LT 1006 ~
4094 ¢,
avY kK E—F o —# EXEC
K EXEC
avy FERE Jy—=x EHEER
12.2(25)SED Zoa~wy RRBEMENE L,

EREDAA FS54>

7

AL Y FFEITEFED VLAN O MLD AX—VE 7 L—& R— "R FTHIZIE, Z0a~vy Raff
ALET,

1002 ~ 1005 @ VLAN #F&1x., b—2 2V 27 VLAN BLXZ O FDDI VLAN O7=dIC FPRIESNTWD
728, MLD AX—t U ZIZIIfERATE £ A,

T 27V IPVA/IPV6 7 > 7 L — R &R ET 51X, sdm prefer dual-ipv4-and-ipv6 7 v — 3L 2
T4 F¥alb—varavryREANL, Af v TFEIrn—FLET,

Zoawy R, AA v FTT =7 /v IPv4/IPv6 Switch Database Management (SDM) 7> 7 L — h
WRESNTWDHEIRY A ATRETT,

WK OBFITIL, show ipv6 mld snooping mrouter =~ > ROHJEZ/RLET, MLD AX—E 75
m¥s, A4 v FOFTTH VLAN DAX— U 7R F RS ET,

Switch# show ipv6é mld snooping mrouter

Vlan ports
2 Gil/0/11 (dynamic)
72 Gil/0/11 (dynamic)
200 Gil/0/11 (dynamic)

wOFITIE, show ipvé mld snooping mrouter vlan =~ > FOH N &R LET, ¥ED VLAN O~
NTFXy AN —F K— FRFRINET,

Switch# show ipvé mld snooping mrouter vlan 100
Vlan ports

2 Gil/0/11 (dynamic)
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M show ipv6 mid snooping mrouter

BZEa<F avwok e

ipv6 mld snooping ZA wF LF71E VLAN O MLD AX—E v V5 A 3 —T )L
WL, REZITVWET,

ipv6 mld snooping vlan mrouter VLAN (Z~¥ AT F ¥ A b b—F F— FZHELET,

interface interface-id | static

ipv6-multicast-address interface

interface-id|

sdm prefer ALy FOFATIECESE AT LY Y =2 &b d 5 &
9 SDM 7 7 L— hE#FELET,

Catalyst 3750 R4/ yF a2 F YI7L VR
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show ipv6 mld snooping querier

show ipv6 mld snooping querier

AA v FE 721X VLAN H5245 L7z i&# D IP Version 6 (IPv6) Multicast Listener Discovery (MLD)
ARX—E 7 7 ) 7 HEMEEHREZERT HI21E, show ipvé mld snooping querier =~ K% EXEC
T RFTHEMLET,

show ipv6 mld snooping querier [vlan vian-id] [detail]

X DA vlan vian-id (fE#) VLAN Z#E LEd, HETE 24T 1 ~ 1001 35 LT 1006 ~
4094 T,
detail UEE) AA v FF721Z VLAN © MLD A X — VL 7O = ) 7iEH
PERRLET,
avy kE—F 2 —+4 EXEC
HHe EXEC
av Yy FERE Jy—x EEEM
12.2(25)SED ZToavy RABMENE LT,

BEREDAA FS54>

GE)

MLD 7 =U — Ay —VZEETOMBSNTEE (72U 7 & HIEEND) O MLD =Y a B
LWIPV6 7 R L A& FR AT HITIL. show ipv6 mild snooping querier =< REMALET, 7%y
MIBEEO A F XX AR N—FE2FHOZ LN TEETH, MLD 72V 731 D25 Ty, 7207
I3, bAY 3 AL v FREETETET,

show ipv6 mld snooping querier =~ FHNIE, 7=V 7R E/ VLAN BL A 2 —T =
AALRRLES, 72U TNAL vy FOHE. M1 T Port 7 4 —/v FIZ Router 3FERESNET,
72 )T RN—E DG, BT, Port 74—V RIZZ =Y T A% LioR— MESRERENE
R

show ipv6 mld snoop querier vlan =~ > FOH N TIESNMBELIZAT I =YV T hbD o) — Ay
VIS E L TRESNEEREFRLET, FFED VLAN EOARX—E 7 mNZ bR AR
EDa—PHED VLAN EIFFRRENEREA, 207 ) TIHERIZ, AL v FREETDS MASQ A v
TV R THEAENET, 72U — Xy —DI S LRV A AR EBREINIC T D O T
LD —HPREO B NA SR AEFITENIITRY A,

1002 ~ 1005 @ VLAN F 5%, F—2 > U7 VLAN 8L O FDDI VLAN O7=OIZ PRI TWD
728, MLD AX—t v I3 TE 8 A,

T 2TV IPVA/IPV6 T > 7 L — M EFRET 5 121E. sdm prefer dual-ipv4-and-ipv6 7 = —/ 3L 2
T4 F¥zlb—varav sy REANL, AAyvTFEIrn—RFNLET,

Zoawy Rif, AA v FTT =7 /v IPv4/IPv6 Switch Database Management (SDM) 7> 7 L — b
DRESITHWDLEAITRY EHFTRE T,
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Catalyst 3750 R4 v F IvVF Y272 1



#2E Catalyst 3750 R4 ¥ F Cisco I0S a<w > F

M show ipv6 mid snooping querier

1l K OBFTIL, show ipvé mld snooping querier =~ > KON ZERLET,

Switch# show ipvé mld snooping querier
Vlan IP Address MLD Version Port

2 FE80::201:C9FF:FE40:6000 vl Gi3/0/1

WOBITIL, show ipvé mld snooping querier detail =~ > FOHHZRLET,

Switch# show ipv6é mld snooping querier detail
Vlan IP Address MLD Version Port

2 FE80::201:C9FF:FE40:6000 v1 Gi3/0/1

W& DFITiL, show ipvé mld snooping querier vlan =~ > FOH N Z R LE T,

Switch# show ipv6é mld snooping querier vlan 2
IP address : FE80::201:C9FF:FE40:6000

MLD version : vl

Port : Gi3/0/1

Max response time : 1000s

BIEaT R avwyk B L

ipv6 mld snooping ZA v F L E721Z VLAN ED [Pv6 MLD A X —tE > V& A x—7 )L
2L, HEEITHVET,

ipv6 mld snooping MLD 7 A4 7~ FBHIREINIC R DENCA A v TFREET L7

last-listener-query-count V—DRRKBEEHERELET,

ipv6 mld snooping AL v FNIT Y —FEEFELTHL, v VFXx AN T—T05

last-listener-query-interval /R — h ZH|§R9 2 AT 2 RSB RMZRE L E T,

ipv6 mld snooping BN NEES . =L F X A N 7 RLUABRHIBEYINIZAR AEICA

robustness-variable AYTFREETHI ) —DRKEEHFRELET,

sdm prefer AL v FOMBEHFECESET AT A Y Y =2 EHE{LT 5 L9
SDM 5> 7L — b aHELET,

ipv6 mld snooping AA v F EFE721Z VLAN EO IPv6 MLD A X — B> 7 & A 32— )b

L, REZITVET,

Catalyst 3750 R4/ yF a2 F YI7L VR
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show ipv6 route updated W

show ipv6 route updated

IPv6 V—T 4 v 7 T—TNVOBIEONE &R AT 5121, show ipv6 route updated =~ > K%
EXEC E— FCTHEMALET,

show ipv6 route [protocol] updated [boot-up]{ih:mm | day{month [hh:mm]} [{hh:mm |
day{month [hh:mm]}]

X DA protocol EE) ROWThIrDOF—T— R2FHLTHEELEZLV—F 427 Fua b
aD— R RLET,

* bgp
e isis
o ospf
* rip

F0E, RONVTNDLDOF—TU—REEHLTHRELEZLV—K X4 7D
N—heRRLET,

e connected
¢ Jocal
e static

e interface interface id

boot-up IPv6 V—F 4 v 7 T—TIVOBEIEORNR Y FH < LET,

hh:mm 24 FEMEFLO 2 HTOEME TR EZ A LET, %Famr () 2HEMALT
KFESW, HExIE, 13332085 ICASHLET,

day HIzbaz AN LET, HHETE 28I 1 ~31 T,

month HAZRIXFEIIICFTASN LET, January F7213 august 72 &, HD

LRiET_RTCAATLZE L jan £7213 Aug D X 9 ICH DARIOBRA D 3
XFEEANTHZELTEET,

avy kE—F 2 —+4 EXEC

¥eHE EXEC
oy FERE yy—=x EEEM
12.2(37)SE Zoavwy RPMEMEShE L,

FRLDAARSLY IPv6 v—F 4 v 7 T—T NOBIEDONE % &R 5I21%. show ipv6 route $#1£ EXEC =~ > K%l
MLET,

{5l WDFITIX, show ipvé route updated rip =~ > RO Z R LET,

Switch# show ipv6 route rip updated
IPv6 Routing Table - 12 entries

Catalyst 3750 Rf yF av>F YI7LYR
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W show ipv6 route updated

Codes: C - Connected, L - Local, S - Static, U - Per-user Static route
B - BGP, R - RIP, I1 - ISIS L1, I2 - ISIS L2

IA - ISIS interarea, IS - ISIS summary

O - OSPF Intra, OI - OSPF Inter, OEl - OSPF ext 1, OE2 - OSPF ext 2
ON1 - OSPF NSSA ext 1, ON2 - OSPF NSSA ext 2

R 2001::/64 [120/2]
via FE80::A8BB:CCFF:FE00:
Last updated 10:31:10 27
R 2004::/64 [120/2]
via FE80::A8BB:CCFF:FEQ00:
Last updated 17:23:05 22
R 4000::/64 [120/2]
via FE80::A8BB:CCFF:FEQ00:
Last updated 17:23:05 22
R 5000::/64 [120/2]
via FE80::A8BB:CCFF:FE00:
Last updated 17:23:05 22
R 5001::/64 [120/2]
via FE80::A8BB:CCFF:FE00:
Last updated 17:23:05 22

8D01, GigabitEthernetl/0/1
February 2007

9001, GigabitEthernetl/0/2
February 2007

9001, GigabitEthernetl/0/3
February 2007

9001, GigabitEthernetl/0/4
February 2007

9001, GigabitEthernetl/0/5
February 2007

BBEa<v R

avwyFk HL

show ipv6 route

IPV6 V—F 4 v 7 T—T VOBIEONE T F < LET,

l_Catalyst3750 R4 v F IV F YI27L 2R
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show I2protocol-tunnel W

show I2protocol-tunnel

LAY 27 m han FrxyR— MIET 5 E®REZR T 512X, show 12protocol-tunnel =2~ > K
ZEXECE—FNTHHALEY, Yrbar bRV UITRARX—TNZENTA F—T =4 2D
WMOBRRINET,

show 12protocol-tunnel [interface interface-id] [summary]

X DEREA

interface interface-id ({1%) v bani Fo RV VI ERERERT I X —T oA AEEEL
£T. ARRA =T oA A3 WEAR—bEAR—F FrRALTT, KA—
b F v 2O FEHFEHEIT 1 ~ 48 T,

summary B8 VA v 27abal =) —BRETE2FRLET,
avy kE—F 2 —+4 EXEC

HHe EXEC
av Yy FERE Jy—x EEEM

12.2(25)SE Toa~wy RRBEMENE L,

BEREDAA FS54>

]

I2protocol-tunnel f > X —7 = A X a7 Fal—ay avr FafHLTT 78 AET
IEEE 802.1Q h> R/ R—bDLA ¥ 2T bz bR Y v T F—T M LIEH, RONRT
A—=LD—FEITT R TEHRETE LT,

NS VIV E T a-RNEY I P

o Ty AT LEWE

o FryZL&EVWHE
show 12protocol-tunnel [interface interface-id] 2~ KEANTHE, TXTO/NRT XA —FNRES
NIeT 77 47 K= MIETLERETVHERINET,
show 12protocol-tunnel summary =~ REZANT5 &, —fHELITTXITONRNT A= RREI N
72777 47 A= MCET ERIZTNRERRSNET,

WOFITIL, show 12protocol-tunnel =~ > FOH &R LET,

Switch# show l2protocol-tunnel
COS for Encapsulated Packets: 5
Drop Threshold for Encapsulated Packets: 0

Port Protocol Shutdown Drop Encapsulation Decapsulation Drop
Threshold Threshold Counter Counter Counter
Fa3/0/3 -—= === === === === ===
pagp -——= -——=- 0 242500
lacp —-——— ———= 24268 242640
udld -———= —-———- 0 897960
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W show I2protocol-tunnel

Fa3/0/4 -—= -———= —-———- ===
pagp 1000 —-———= 24249
lacp - —-———= 24256
udld === —-——- 0
Gi6/0/3 cdp - —-———- 134482
pagp 1000 —-———= 0
lacp 500 ———= 0
udld 300 —-——- 44899
Gi6/0/4 cdp - === 134482
pagp —-——= 1000 0
lacp === === 0
udld 300 ———- 44899

242700
242660
897960
1344820

242500
485320
448980
1344820

242700
485220
448980

WOBITIL, show 12protocol-tunnel summary =~ > FOHHERLET,

Switch# show l2protocol-tunnel summary
COS for Encapsulated Packets: 5
Drop Threshold for Encapsulated Packets: 0

Port Protocol Shutdown Drop Status
Threshold Threshold
(cdp/stp/vtp) (cdp/stp/vtp)
(pagp/lacp/udld) (pagp/lacp/udld)
Fa3/0/2 --- —-=-= —-=—= —-——- e Y up
pagp lacp udld ----/---=/----  ---- [====/====
Fa9/0/3 --= —-== —-== —-——- e Y up
pagp lacp udld 1000/----/----  ---- [====/====
Fa9/0/4 --- —-== —-—= —-——- [====/==== === [====/==== up
pagp lacp udld 1000/ 500/----  —===/-—==/-——-
Fa9/0/5 cdp stp vtp ----/---=/---——  --—- /-=-==/----  down
- ——e- e [====/====
Gi4/0/1 —-== —-== —-=—= ———- [====/=== === [====/==== down
pagp —--- —---- ——--— e 1000/---=/----
Gi4/0/2 -=-= —-== —-== ———- [====/==—= === [====/==== down
pagp —---- ---- -—--— ===/ 1000/---=/----
EEavF = S

clear 12protocol-tunnel counters

Zabany hoxrV T R—=bDh R EI )T LET,

12protocol-tunnel

A F—=T7x2A ALED CDP, STP, £721Z VIP Xr v hD L
A¥27abran hox Il E A X—T NI LET,

12protocol-tunnel cos

foxV o7 bA¥27a bar ry M LTH—ER
7 Z A (CoS) fEZFHELET,
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showlacp W

show lacp

Link Aggregation Control Protocol (LACP) 7+ 3/ 7 A —71EM%ZFRT HIZiL. show lacp =~
vV R% EXECE— FTHEHLET,

show lacp [channel-group-number] {counters | internal | neighbor | sys-id}

X DEREA

channel-group-number  ({LE) Fx¥ XNV FNA—TOFETT, BETXA4MHIT 1 ~ 48 T,

counters N7 4y 7IERERSRLET,

internal WEEREFRLET,

neighbor XA N—IERERFLET,

sys-id LACP CEHEND VAT AID &K - LET, A7 AID X, LACP &

AT ENTITAFT VT ABIOARAL vFMACT RLUATHERINTWET,

avYkFE—F  =2—#EXEC
¥ EXEC
a3 FERE Jyy—=2 EREER
12.1(14)EAL Zoa<wry RRNEBMENRE LT,
12.2(25)SE channel-group-number N 1 ~ 12 275 1 ~48 ICEFE S nE LT,

BEREDAA FS54>

7

showlacp =~ REANT DL, 77T 4 T F xRN TV —TDERBERINET, HEOT ¥
FEBRZFRT 2121, Fr 30 ZV—7F5E24EE L Tshowlacp =~ FEZ AN LET,

F X )V TNV—TEBELBROVGEE, TXTOF v 3V ZJA—TRERREINET,

channel-group-number 7> a VA AT 52 & T, sys-id A DT RXTOF—T — RTF xR 7
N—TERETEET,

WOHITIL, show lacp counters =~ > RO AR LET, £ 2-3812, ZOHNTERIND
74—V FOHAZRLET,

Switch# show lacp counters

LACPDUs Marker Marker Response LACPDUs
Port Sent Recv Sent Recv Sent Recv Pkts Err
Channel group:1
Gi2/0/1 19 10 0 0 0 0 0
Gi2/0/2 14 6 0 0 0 0 0
#* 2-38 show lacp counters ® 7 1+ —JL FOFHA
J4—ILE L]
LACPDUs Sent ¥ X Uf Recv R— MZE o TEZEINTZ LACP X7 v MK
Marker Sent 3 £ O Recv A— MZ ko TEZ(E &7z LACP Marker /37~ F &
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W show lacp

% 2-38 show lacp counters D7 1 —JL FOHMK #&E)

J4—ILF S
Marker Response Sent 3 &L U Recv | — MZ Lo TiE%AE & 47z LACP Marker &% /37 > MK

LACPDUs Pkts ¥ & O Err R—=FD LACPIZL» TEEEINTZ, RETRER v MK

WOFITIL, show lacp internal =< > RO ERLET,

Switch# show lacp 1 internal
Flags: S - Device is requesting Slow LACPDUs
F - Device is requesting Fast LACPDUs
A - Device is in Active mode P - Device is in Passive mode

Channel group 1

LACP port Admin Oper Port Port
Port Flags State Priority Key Key Number State
Gi2/0/1 SA bndl 32768 0x3 0x3 0x4 0x3D
Gi2/0/2 SA bndl 32768 0x3 0x3 0x5 0x3D

# 2-39012, ZOHDTERREIND T 4=V ROFAZRLET,

& 2-39 show lacp internal ® 7 1+ —)L FO8
TJa4—ILF L]
State FEE DR — N OMRAE, WITHEHFTREREEZ R LET,

e —: AR— NI unknown A7 — kT,

e bndl: R— BT 7Y F—=ZITHEFHS L, MOR—F &
YRArERTVWET,

o susp : A— FBRFHINTWDIRRET, 77U F—# 21k
P SN TUVWEHR A,

e hot-sby : A— FDAHKy FAZ A DIRHETT,

e indiv: F— &2 ZOMA—FE BTN RLTEER
/‘/o

* indep : A — b ¥ independent A7 — F T, /N KL Eh
TWERBAR, 7—F I 74 v 7 2P0 B2 LRT
XFET, ZOHA. LACP IFHFMA— F CHEITS T

FHA,
e down: R—FRF T LTWET,
LCAP R—hk 7T A4 A4V T 4 RN—=b DT TAF VT 4 HE, ABMEOHHT X TOR— N

ERTHZEREMT B0, N—FT7 =7 ORIRRH %5
A.LACP IR —F 794 T VT 4ICE VR = E2RAZX A

£ — F‘ﬁ: Liﬁ—o
Admin Key A—RMZEHVYToNEHHAOX—, LACP IZHBMNICEE

Mox—fEazA LET (16 ), FEMOF—1F, K—F
PLOR—FLEHNTE DN EERLE T, TOMOR—
BT 2R — hOMREIR. A— oW (728 23,

T—2 L= bRT 2T by 7 AERE) L. BOE LoRRERIIRIZ

FoTkED £,
Oper Key R— M THMA SN D ETROBRIES—, LACP IZABIMNICHZ

AL ET (16 #5),

Catalyst 3750 R4/ yF a2 F YI7L VR
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showlacp W

% 2-39 show lacp internal D7 1 —JL FOEHKE =)

J4—ILE L]

Port Number N— FHE =,

Port State R—FNOWREEH, 1 20477y FATHELADOE Y h& LT

Tra— KNI, ROXIRERICRY ET,
e bit0: LACP D7 V5 4 EF 4
e bitl : LACP &% A L7 7 |k

o bit2 : £
o bit3 : [AH]
o bit4 : IEE
o bit5 : BfF

e bit6: T 7 4L b
e bit7 : RGN
GE) FE» VU R FTiE, bit7 23 MSB T bit0 X LSB T3,

WOBITIL, show lacp neighbor =~ > FOHAERLET,

Switch# show lacp neighbor

Flags: S

- Device is sending Slow LACPDUs F - Device is sending Fast LACPDUs

A - Device is in Active mode P - Device is in Passive mode

Channel group 3 neighbors

Partner’s

Port
Gi2/0/1

Partner’s

Port
Gi2/0/2

information:

Partner Partner Partner
System ID Port Number Age Flags
32768,0007.eb49.5e80 0xC 19s SP

LACP Partner Partner Partner

Port Priority Oper Key Port State

32768 0x3 0x3C

information:

Partner Partner Partner
System ID Port Number Age Flags
32768,0007.eb49.5e80 0xD 15s SP

LACP Partner Partner Partner

Port Priority Oper Key Port State

32768 0x3 0x3C

W ORFITIL, show lacp sys-id =2~ > ROHTE/RLET,

Switch# show lacp sys-id
32765,0002.4b29.3a00

SAFAIDIF, VAT A TI5AFVTF A BIRV AT ALAMACT FLATHERENLTWET, IO
2R NEVAT A TITA4F VT 4, HED 63 MIZT o — S LIZEHEINTWD AT LABEE O
%> MAC 7 KL AT,

| OL-26659-01-J
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W show lacp

BEav VR avwy kR HL)
clear lacp LACP Fx %V J )V —THEREHEELET,
lacp port-priority LACP R— K 7IA4F VT 4 #RELET,
lacp system-priority LACP AT A TI73AF VT 4 HELET,
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show link state group W

show link state group

Voo 27—k 7 —71F#R%EFRRT 5I21E, show link state group Fi# EXEC 2~ REHEHA L &
T

show link state group [number] [detail]

RX OB number (EH) Vo7 A7—F JA—TO&EETT,
detail (EE) FEMEMAERTFT L9 ELET,
FI+I K FIHNRRETHY A,

avykE—F #HE EXEC
avy FERE Jyy—x EEERT
12.2(25)SEE ZOavy RABMENE L,

EREDAHA R34y

Bl

Vo AT — bk ZN—7ERELRRT HIZ1E, show link state group =~ > FEFEHLET, F—
UV—FREfEEETICcoa~vry ReEANTLE, $XTOY 7 27— ZA—TDERPERIN
FT, EOI/N—TOEREFRT DL, IV—TEFEANLET,

TN—T OFEMER % FoRT 51212, detail ¥—7— K% A/ LEJ, show link state group detail =
< ROWITIE, VY7 AT —F bT XU TR R =T IR0 TWBED, F3T7 v 7T A b
V—AFRBFFTA RN =L (HDOWTZEOWST) AV F—T 2 A ARREINTZ) VT AT — |
TN—=TRIRERINET, IV—TWZV I AT — b TA—TREBRNGSG, A3 —7VER
TF s t—7 e LTERENEREA,

WDFITIX, show link state group 1 =~ > RO Z R LET,
Switch# show link state group 1

Link State Group: 1 Status: Enabled, Down

WOFITIL, show link state group detail =~ > FOHIZ/RLET,
Switch# show link state group detail

(Up) :Interface up (Dwn) : Interface Down (Dis) :Interface disabled

Link State Group: 1 Status: Enabled, Down
Upstream Interfaces : Gil/0/15(Dwn) Gil/0/16 (Dwn)
Downstream Interfaces : Gil/0/11(Dis) Gil/0/12(Dis) Gil/0/13(Dis) Gil/0/14 (Dis)

Link State Group: 2 Status: Enabled, Down
Upstream Interfaces : Gil1/0/15(Dwn) Gil/0/16 (Dwn) Gil/0/17 (Dwn)
Downstream Interfaces : Gil/0/11(Dis) Gil1/0/12(Dis) Gil1/0/13(Dis) Gil/0/14 (Dis)

(Up) :Interface up (Dwn):Interface Down (Dis):Interface disabled

| OL-26659-01-J
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W show link state group

EEEavT UK avy kR BL
link state group VoI AT —h TN —TDRANRE LAV H—T =2 ABRELE
7T
link state track Vo AT —h IN—T% A F—=T W LET,
show running-config BEOMEREEZRRLET,
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show location H

show location

T RKRA L houalr—va UEREFRRT HITIE. show location =~ K% EXEC £— FTEH L
7,

show location admin-tag
show location civic-location {identifier id number | interface interface-id | static}

show location elin-location {identifier id number | interface interface-id | static}

XX DA admin-tag EES TRV MERERTLET,
civic-location iiasr—a UEREAERLET,
elin-location Emergency Location Information (ELIN; B&im 7r— a U fFH) %
FrRLET,
identifier id #insr—varEizidelinrr—v a0 ID ZEELET, HE
T& % 1D #iPHIL 1 ~ 4095 T,
interface interface-id (EE) EBESNTA LV E—T oA ZAEIFTRTOAL L F—T =4

2Kt o r—va VERERRLET, A RA A —T oA R
Wik, WER—- IR EERET,
static ABT 47 aryrI7 4 FXal—ra U FEREAFZRLET,

avykE—F 2 —+4 EXEC

¥eHE EXEC
av Yy FEE Jy—=x EEERT
12.1(14)EA1 Zoavwy RPMEMEShE L,

BEREDALARSAY = FRA v borr—y g UEREF 7T 5121%. show location =~ > F&2HH L £,

1 WOBITIE, A1 X —T oA ADur— a s E#REERT 5 show location civic-location =~ > K
O ERLES,

Switch# show location civic interface gigibitethernet2/0/1
Civic location information

Identifier : 1

County : Santa Clara
Street number : 3550
Building : 19

Room : C6

Primary road name : Cisco Way
City : San Jose
State : CA

Country : US
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M show location

WOFITIE, TXTCOEHar— a UE#R%EFKRT 25 show location civic-location =~ > KO H T
PR LET,

Switch# show location civic-location static
Civic location information

Identifier HE

County : Santa Clara
Street number : 3550

Building : 19

Room : C6

Primary road name : Cisco Way
City : San Jose
State : CA

Country : US

Ports : Gi2/0/1
Identifier H

Street number : 24568

Street number suffix : West

Landmark : Golden Gate Bridge
Primary road name : 19th Ave

City : San Francisco
Country : US

OB TIX, BAn Sy — g UE#REFK T2 show location elin-location =~ > RO 1% R L %
7,

Switch# show location elin-location identifier 1
Elin location information

Identifier : 1

Elin : 14085553881

Ports : Gi2/0/2

OB THE, T _XTOREnr— 3 U1E#E KT 5 show location elin static =~ FOH /1%
LET,

Switch# show location elin static
Elin location information
Identifier : 1

Elin : 14085553881

Ports : Gi2/0/2

Identifier : 2

Elin : 18002228999

avyv Rk L

location (Fu— )L a7 4F¥a T URKRAL Mo —)b abr—3i g UERERELET,
L—vav)

location (f V' Z—T = R a1/ A B =T xR lCalr—a MERERELET,

T4 X2l —gV)
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show logging smartiog M

show logging smartlog

Aw— bk o X 7 EREERTSI2iE. EXEC ©— F T show logging smartlog ==~ > K% EXEC
F-FTHEMALET,

show logging smartlog [event-ids | events | statistics {interface interface-id | summary} ]

BX DA event-ids (EE) A~v— kB Z A2 o ID L4RTEF7 LET, NetFlow
I EFE, AN RNID ZHEHLTEA XY PRI LET,
events EE) A~v—bh Bl A NOFHEZRRLET, HED 10 0
Aw—hk BX T AR IBRERINET,
statistics LE) A~— b o /iiHERER T LET,
interface interface-id BELIEA LA —T oA AD A~ — b 0 ZHEHEREFRLET,
summary Aw—h vl Ay MREEROY~ Y —2 KRR LET,

ATVRTIANE FOFAMRETHY FEA,

a2 kK E—F #kE EXEC

avy FER yy—=x EEER
12.2(58)SE Zoawy REMESNE L,

FREDHLA KSM4Y DHCP AX—b V2N, #A4F I v 27 ARP A VAU va Vi, IP Y —Z H— FIEGR 5
747, ACL OFA[ETI3ER SN N7 74 v 7 MRER T Re vy S ry hORA~w— Lk 7
XTI EBRETEET, Ny FOWNEIL, $5E L7z Cisco I0S NetFlow = L 7 X 1T b E T,

Math v 23, Av—F BX LTI TaL s ZTELNL Ty FOBELET,

fl W OB TIL, show logging smartlog events =~ > KO ZRLET, HED 100 A~—1 g F
YT AR IBRERINET,

Switch #show logging smartlog events

Event: DAI Extended Event:DAI DENY INVALID PKT Interface: Gil/0/5

Input Vlan: 2 Timestamp: 05:05:51 UTC Mar 2 1993

pkt-section:
FFFFFFFFFFFF00000700010E0806000108000604000000000E000006000000000012DADA1ICCIFFFFFFFF000102
030405060708090A0BOCODOEOF101112131415

Event: DHCPSNP Extended Event:DHCPSNP DENY INVALID MSGTYPE Interface: Gil/0/3 Input
Vlan: 2 Timestamp: 05:05:51 UTC Mar 2 1993pkt-section:
FFFFFFFFFFFF00000700010008004500016E000100008011BDB70A0571C2FFFFFFFF00440043015A06B3020106
000000007A0000800000000000000000000000

Event: ACL Extended Event:PACL PERMIT Interface: Gil/0/2 Input Vlan: 3
Timestamp: 05:05:56 UTC Mar 2 1993

pkt-section:
9CAFCAT7F3E4300000700011108004500002E0000000040060CBFAC140B70AC140A731875005000000000000000
005000000023050000000102030405
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W show logging smartlog

Event: IPSG Extended Event:IPSG_DENY

Interface: Gil/0/2 Input Vlan: 3 Timestamp: 05:06:37 UTC Mar 2 1993

pkt-section:
FFFFFFFFFFFF00000700011108004500002E0000000040FFC257AC140B66FFFFFFFF000102030405060708090A
0BOCODOEOF10111213141516171819

W OBFITIL, show logging smartlog event-ids =~ > KOH 1z /R L 7,

Switch #show logging smartlog event-ids
EventID: 1 Description: DHCPSNP
Extended Events:

DHCPSNP DENY INVALID MSGTYPE
DHCPSNP_DENY INVALID PKTLEN
DHCPSNP DENY INVALID BIND
DHCPSNP DENY INVALID OPT
DHCPSNP_DENY OPT82 DISALLOW
DHCPSNP_DENY SRCMAC MSMTCH

EventID: 2 Description: DAI
Extended Events:

\ DAI DENY INVALID BIND

\ DAI DENY INVALID SRCMAC
\ DAI DENY INVALID IP

\ DAI DENY ACL

\ DAI DENY INVALID PKT

\ DAI DENY INVALID DSTMAC

EventID: 3 Description: IPSG
Extended Events:

ID | Description
1 | IPSG_DENY
EventID: 4 Description: ACL

Extended Events:

| PACL PERMIT
| PACL_DENY
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show logging smartiog

W& DBFITIL, show logging smartlog summary =2~ > KOH /R L ET,

Switch# show logging smartlog statistics summary

Total number of logged packets: 0
Total number of DHCP Snooping logged packets: 0
DHCPSNP PERMIT: 0
DHCPSNP DENY INVALID MSGTYPE: O
DHCPSNP_ DENY INVALID PKTLEN: O
DHCPSNP DENY INVALID BINDING: O

Total number of Dynamic ARP Inspection logged packets: 0
DAI PERMIT: 0
DAI DENY INVALID BIND: 0
DAI DENY INVALID SRCMAC: 0
DAI DENY INVALID IP: 0

Total number of IP Source Guard logged packets: 0
IPSG DENY: 0
Total number of ACL logged packets: 0
PACL_PERMIT: 0

PACL DENY: O

WOFITIL. show logging smartlog statistics interface =~ > ROM I ER L E T,

Switch# show logging smartlog statistics interface gigabitethernet 0/1
Total number of DHCP Snooping logged packets: 0
DHCPSNP DENY INVALID MSGTYPE: O
DHCPSNP DENY INVALID PKTLEN: 0
DHCPSNP_DENY INVALID BIND: O
DHCPSNP DENY INVALID OPT: O
DHCPSNP DENY OPT82 DISALLOW: 0
DHCPSNP DENY SRCMAC MSMTCH: 0
Total number of Dynamic ARP Inspection logged packets: 0
DAI DENY INVALID BIND: 0
DAI DENY INVALID SRCMAC: 0
DAI DENY INVALID IP: 0
DAI DENY ACL: 0
DAI DENY INVALID PKT: 0
DAI DENY INVALID DSTMAC: 0
Total number of IP Source Guard logged packets: 793
IPSG_DENY: 793
Total number of ACL logged packets: 10135
PACL PERMIT: 10135
PACL DENY: O

BIEaYYF avwyk A

ip arp inspection smartlog HAFIv 7 ARP AL ART L aryTRay S EN
DA~ —h X 7oA 2= M LET,

ip dhcp snooping IPDHCP AX— L7 CRuy 7Eni %y hDA~— K
nX T EARX—TVICLET,

ip verify source smartlog IPY—AA—KThRayFEnk 7y hOA~—h B¥y
T A X =TI LET,

logging smartlog Aw—h BX 0= LA F—=T M LET,
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M show mac access-group

show mac access-group

bHALE =T oA AFFIAL v FICHRESNLTND MAC T 77X 2 hr—/L U2+ (ACL)
ZFaT 5121, show mac access-group =~ K% EXEC E— FCEH L £,

show mac access-group [interface interface-id|

X DA interface interface-id  ({L3E) BEDA v X —7 = ATREINT MAC ACL #F R LET,
BahigA v A —T = A AIMER—F LR —F F¥ 2L Td, A—F F%
IOVHIFIL 1 ~48 T (K4 EXEC &— RO T HATRE) .,

™.

H
I

T

= —# EXEC
Fite EXEC

av Yy

av Yy FER yy—=x EEER
12.1(14)EA1 Zoawr RpEMESNE L,

£l ROBFITIL, show mac-access group =~ > FOW N AR LET, A— b 212, BHIND MACT
7R YUANmacl el BHY ET, MACACL IO A ¥ —7 =4 ZIZHEAINERE A,

Switch# show mac access-group
Interface GigabitEthernetl1/0/1:
Inbound access-list is not set
Interface GigabitEthernetl1/0/2:
Inbound access-list is macl el
Interface GigabitEthernetl/0/3:
Inbound access-1list is not set
Interface GigabitEthernetl/0/4:
Inbound access-list is not set

<output truncated>

W OFTiX, show mac access-group interface =~ > FKOH N Z /R L E7,

Switch# show mac access-group interface gigabitethernetl/0/1
Interface GigabitEthernetl/0/1:
Inbound access-list is macl_el

BEEav> R avw >k L]

mac access-group AR =Tz A RAIMAC T 7R I NV—T%u#ALET,
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show mac address-table

show mac address-table

BEDODMACT FLA T—TADEAFTI VI | RAET v 7 =) FRIIBEDA VF—T oA
ARLVLAN EOMAC 7 RVA T—TNDEAFI v T | AZT 47 =2 b 2RRTDHITIE,
show mac address-table =~ K% EXEC =— FCEHL £9,

show mac address-table

BXXniA Zoawy R, BIEEREF—T— RiEb Y A,

avykE—F o —+4 EXEC

¥+ EXEC
avy FERE Jyy—=x ETEEM
12.1(11)AX Soawy FRBMESE L,
12.1(19)EA1 show mac-address-table (/> 7> {}%X) =~ Ki%. show mac
address-table (/N1 772 L) a~2 NIZEDLY £ L,
B WOHITIX, show mac address-table =~ > ROH &2/ R L ET,

Switch# show mac address-table
Mac Address Table

Vlan Mac Address Type Ports
All 0000.0000.0001 STATIC CPU
All 0000.0000.0002 STATIC CPU
All 0000.0000.0003 STATIC CPU
All 0000.0000.0009 STATIC CPU
All 0000.0000.0012 STATIC CPU
All 0180.c200.000b STATIC CPU
All 0180.c200.000c STATIC CPU
All 0180.c200.000d STATIC CPU
All 0180.c200.000e STATIC CPU
All 0180.c200.000f STATIC CPU
All 0180.c200.0010 STATIC CPU

1 0030.9441.6327 DYNAMIC Gi6/0/4

Total Mac Addresses for this criterion: 12

BIEaT VR avUFk HL]
clear mac address-table dynamic MAC 7 RV A T—T b, BEOXAFTIv7 T RL
A FEDA L HE =T = A A LEOTRTOFAFT IV TR
VA, EFSFED VLAN EOTRCTOXAF Iy 7 TR
L ZAZHIBRL £,
show mac address-table aging-time 3 <C» VLAN 7 /3EEXh7= VLAN O=— 07 X A
LEFRTLET,
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W show mac address-table

avwy kR

A

show mac address-table count

4 _TO VLAN 213 8E &7 VLAN THELTWAT
R 2BERRLET,

show mac address-table dynamic

FA4FIv I MACT FLA F—7 L =2 k) EFaERL
iﬁ—o

show mac address-table interface

feEESNIA L E—T 24 AD MAC 7 RL A F—7 LIEH
EFRRELET,

show mac address-table notification

TRTCOAS X =T x4 AFERIF/ESINTA X —T = A
212595 MAC 7 L A @B EEERLET,

show mac address-table static

AAT 4 v MACT RVA T—7) = MU EIFAEFRRL
7

show mac address-table vlan

BESN VLAN O MAC 7 RL A 7 —7 VI E R R L
=7,
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show mac address-table address W

show mac address-table address

BEINZMACT FLAD MAC 7 RL A T—7 LR %ZFKRT 5121, show mac address-table
address =~ K% EXEC t— RCTHEMHL F7,

show mac address-table address mac-address [interface interface-id] [vlan vian-id]

X DEREA

mac-address 48 By PO MAC 7 FLAZEELET, AKX HHH T,

interface interface-id  ({£35) BEDA L X —T = A ADEREFRLET, AL F—T =
A 2T, WER—FER—F FrxABnEGERET,

vlan vian-id (EE) #ED VLAN 2o P 2RRLET, FBETE 2&MIT 1
~ 4094 T9,
avY kR E—F 2 —4 EXEC
¥¢#E EXEC
av Yy FERE yy—x EEEMR
12.1(11)AX Zoawry RpBIMEnE L,
12.1(19)EA1 show mac-address-table address (/~1 7 > ff&) =< FiZ. show mac
address-table address (/~A 772 L) a2~ NicEb L7,
1 WDOHTiL, show mac address-table address =~ > FOH 12 /R L E T,
Switch# show mac address-table address 0002.4b28.c482
Mac Address Table
Vlan Mac Address Type Ports
All 0002.4b28.c482 STATIC CPU
Total Mac Addresses for this criterion: 1
BIEa<T VR avwy kR B
show mac address-table aging-time -+ ~T®» VLAN £/~ 3TN/~ VLAN O=—2 0 7 Z 4
LERRLET,
show mac address-table count F_TOD VLAN 72348 E S N7 VLAN THELTWE T

L2z F£r LET,

show mac address-table dynamic HAFIv 7 MACT RLAT—7 L 2 M) ETEFRRL
£7

show mac address-table interface BESNIZA L E—T 24 AD MAC 7 RLZ F—7 A5
EFRRLET,

show mac address-table notification 4+ X ToHA/ L F—T A/ AFHITHEEINTZA X —T oA
Z212xt4 % MAC 7 KLU ABARELZETLET,
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Bl show mac address-table address

avwyFk B

show mac address-table static 28T 4w MACT RLA T—7 )L = M) EIFaERL
7,

show mac address-table vlan fRE S’z VLAN © MAC 7 RL A T—7 UIE#RE R R L
e
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show mac address-table aging-time W

show mac address-table aging-time

BEDT RLVAT—TN A VALV ADT—T T XA A5 EINT VLAN EEITHBER 20
BAIETRTHO VLAN LEOTRTCDOT LA T—=TIV A VARV ADZ =V T B A LEFKRT D
21X, show mac address-table aging-time =~ > % EXEC £ — R CEHL 9,

show mac address-table aging-time [vlan vian-id]

X DA vlan vian-id (L) BED VLAN D=—2 0 7 2 A4 A©MEREFR LR LET, 5ETE5
HPHIT 1 ~ 4094 T,

avY kK E—F o —# EXEC

K5 EXEC
av Y FERE yy—= EEERT
12.1(11)AX Zoawry RRBMEE L,
12.1(19)EAL show mac-address-table aging-time (/1 7 &) =2~ RiX, show

mac address-table aging-time (/N 772 L) a~vr NiZEHLO £ L7,

FREDHL KSM4Y VLAN BENEESNRWVEE, 7 3TO VLAN ICHT 52— 0 7 Z 4 ARFRENET,

i WROF|TIL., show mac address-table aging-time =~ > ROH I E R L ET,

Switch# show mac address-table aging-time
Vlan Aging Time

1 300

WOFI T, show mac address-table aging-time vlan 10 =~ > KO ZRLE T,

Switch# show mac address-table aging-time vlan 10
Vlan Aging Time

10 300
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Bl show mac address-table aging-time

BEEav K avwyvk

SiBA

mac address-table aging-time

TAF Iy 7 2 NP ERITERSZE. MACT R
VAT =7 VNI FF SN DR ZRE L E T,

show mac address-table address

BEINTZMACT RLAD MAC 7 RL A2 F—7 W EH AR
RLUET,

show mac address-table count

T _XTO VLAN F72/38E SNz VLAN THEELTWD T R
VAR ERRLET,

show mac address-table dynamic

LTIy 7 MACT FLVA T—=7 0 = M ETERRLE
R

show mac address-table interface

BEINEA 2 —Tx2A4AD MAC 7 RL R F—7 LIE#%
FRLET,

show mac address-table
notification

TRTCDA LV E =T oA RAELITHEINT A F—T =4 X
WIZk9 5 MAC 7 KLU RABHGREE R LET,

show mac address-table static

2B T 47 MACT RLA T—7 )L = M) EFEERLE
j‘o

show mac address-table vlan

B E &2 VLAN ® MAC 7 KL &2 F—7 SR ZF R L%
‘é—o
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show mac address-table count W

show mac address-table count

F_XTCO VLAN T35 € Sz VLAN ICHFEET L7 R L 2% FKRT 5121d,. show mac
address-table count =~ K% EXEC E— FCHEHALE T,

show mac address-table count [vlan vian-id]

X DA vlan vian-id (fE5E) #ED VLAN OF7 FL 2B EFRLET, HHETE 5/MIZ 1 ~ 4094 T
D

avY kK E—F o —# EXEC

i+ EXEC
avy FERE yyy—=x EEER
12.1(11)AX Zoavwry RpNENENELE,
12.1(19)EA1 show mac-address-table count (/~f 7 . f}&) =< K&, show mac

address-table count (/N1 772 L) a<wy RicEgEby £ L1,

FREDHLA KSM4Y VLAN BENEESNRWVEE, 7 3TO VLAN ICHT L7 RL 2 Aoy RaFREnE T,

1 WD FEITix, show mac address-table count =~ > FOHER L ET,
Switch# show mac address-table count
Mac Entries for Vlan : 1
Dynamic Address Count : 2
Static Address Count : 0
Total Mac Addresses : 2
BEaTUF avwUFk B
show mac address-table address BEENZMACT7 KLAD MAC 7 RL A T—7 LI %
ERLET,
show mac address-table aging-time 4+ _To» VLAN /-3 E S VLAN o —2 0 7 # A
LEFRTLET,
show mac address-table dynamic HAFIvI MACT FLA T—7 1 hUFEIFEFRRL
7,
show mac address-table interface EIN7-A ¥ —7 =24 AD MAC 7 RL & F—7 L I[EH
ERRLET,
show mac address-table TRCOAS VF—T 2 AFEFHITREEINA VX —T =4
notification 22Xk T 5 MAC 7 R L ABMBREEZFRLET,
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Bl show mac address-table count

avwyk B

show mac address-table static 2825 47 MACT RLA FT—7)L 2 N FIFE2FERL
ESraN

show mac address-table vlan BEINZVLANOMACT RLA T—T7 M EREFR R LE
7
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show mac address-table dynamic W

show mac address-table dynamic

A FI v 77 MAC T RL A T—7)L = b EF&2FRT 5HIZiE. show mac address-table
dynamic =~ F% EXEC £— RCEH L 9,

show mac address-table dynamic [address mac-address] [interface interface-id] [vlan
vian-id]

BX DA address mac-address ~ (f£E) 48 £y O MAC 7 RV AZELET, Ak 7+—~ v MM
HHH T3 ($## EXEC E— FOBATTFIHATHE)
interface interface-id ~ ({£&) MAEITOA L A —T =2 A ARRELET, B9 s> —T7=1
R, WER— LR = FrrxABnEgENET,
vlan vian-id (EE) €D VLAN O N 2FRLET, EECTEHMEIT 1 ~
4094 T,

T
I.H
|
™.

o—H EXEC
i EXEC

avy

av Yy FERE Jy—= EEEMR
12.1(11)AX o~y RAEMSNE L,

12.1(19)EA1 show mac-address-table dynamic (/N1 7 > f1&) =< Fi, show
mac address-table dynamic (/N1 772 L) =< NZEbY £ LT,

B K DOFITIL, show mac address-table dynamic =~ > FOH 1 Z2 R LET,

Switch# show mac address-table dynamic
Mac Address Table

Vlan Mac Address Type Ports

1 0030.b635.7862 DYNAMIC Gi6/0/2
1 00b0.6496.2741 DYNAMIC Gi6/0/2
Total Mac Addresses for this criterion: 2

BEaTUF avwok B

clear mac address-table dynamic MAC 7 RVA T—T b, BEOXAFTIv7 T RL
A, BEDA L H—T 2 A A LOTRTOXAFIv T TR
VA, FEFFED VLAN EOTRCOXAF Iy 7 7K
VAZHIBRL E3,

show mac address-table address BEENZMACT7 RLAD MAC 7 RL R F—7 LR %
HRLET,

show mac address-table aging-time 4 <T» VLAN ¥~ i3fsE&n7= VLAN OD=— 7 & 4
LRI LET,
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W show mac address-table dynamic

avwyUFk EL

show mac address-table count $_T?® VLAN F£7213FE€ S/ VLAN THEELTWDL T
N2 ERRLET,
show mac address-table interface BEINIEA LV Z—T 24 AD MAC 7 RL A2 T —7 U5 H

ERRLET,

show mac address-table static 22T 4 v MACT RLA T—7 L 2 MR EFERL
e

show mac address-table vlan BEINZ VLAN ® MAC 7 RV A T—7 E#REFRL
9,
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show mac address-table interface W

show mac address-table interface

EE SN VLAN O EENTZA v F—T 24 ZAD MAC 7 FL R T — 7 UIERZFRT 51213,
show mac address-table interface = —% EXEC =2~ > K& L F 7,

show mac address-table interface interface-id [vlan vian-id]

BX DA interface-id EE) AV H—T A ABATERELET, ARA LV F—T = A AT
X, WHEIAR—FER—F FyrR2ANEENET,
vlan vian-id (f£E) #ED VLAN O MY 2FRLEY, HETE 2HIX 1 ~
4094 T,

avy kE—F 2 —+4 EXEC

¥+ EXEC
avy FEE Jyy—=x ETEEM
12.1(11)AX Zoavwry RpNENENELE,
12.1(19)EA1 show mac-address-table interface (/1 7 f}&) =< FiZ. show
mac address-table interface (/x4 772 L) o~ RiZEbY £ L7,
1 WOHITIL, show mac address-table interface =~ FOH %2R L £,

Switch# show mac address-table interface gigabitethernet6/0/2
Mac Address Table

Vlan Mac Address Type Ports

1 0030.b635.7862 DYNAMIC Gi6/0/2

1 00b0.6496.2741 DYNAMIC Gi6/0/2
Total Mac Addresses for this criterion: 2

BREaT YR avwyFk B

show mac address-table address HBEENZMACT FLAD MAC 7 KL A T—7 Vg
ERIALET,

show mac address-table aging-time F_XTH VLAN 3B EES N7 VLAN O=—2 v 7 #
A LERRLET,

show mac address-table count T _CD VLAN £ 348 E & N7= VLAN THEEL TV D
T RV AEERRTLET,

show mac address-table dynamic HALFIv 7 MACT RL A T—7)L = M) EiFE2ER
LET,

show mac address-table notification T _XCTHOA L X —T A AFHITEESINTA X —T =
A AZxHT 5 MAC 7 RL A BB EFERLET,
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Bl show mac address-table interface

avwyFk EL

show mac address-table static 28T 47 MACT RLA T—7 1 = NPT 2FRR
LET,

show mac address-table vlan FRE &7 VLAN D MAC 7 KL A T —7 WIERERR L
7,
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show mac address-table learning W

show mac address-table learning

T_TO VLAN £721348E L7 VLAN O MAC 7 RV A T —=V T ORT— X AR RT HITIL,
show mac address-table learning =~ K% EXEC £E— R CEH L £,

show mac address-table learning [vlan vian-id]

X DA vlan vian-id () $5ED VLAN OB #HEF R LET, IETX 240 1 ~ 4094 T
E

avY kK E—F o —# EXEC

ke EXEC
av Yy FER yy—=x EEER
12.2(46)SE1 Zoawr REMESNE L,

FREDHL KS4Y FHEENT7- VLAN & . 2D VLAN TMAC 7 RV A F—=0 WA Z—T AT 4 B —T A i TR
T 52, F—U— FZ&EE L7\ T show mac address-table learning =~ > F&EHALE9, 7
74V ME, TRTO VLAN TMAC 7 RL R T—=0 7B A 32—T /LT, fllx D VLAN OE <
T A ERRTHITIE, BED VLANID 245ELCZoa~y REHEHALET,

S
GE)
i WKOFITIE, MACT7 RV A 5 —=2270N VLAN 200 TT 4 B—7 V|7 >TW\W5bH Z & %&/77 show
mac address-table learning =~ > KO EZ R L ET,
Switch# show mac address-table learning
VLAN Learning Status
1 yes
100 yes
200 no
EEa<TUF avwUFk BieA
mac address-table learning vlan VLAN D MAC 7 RV A 5 —= 0 A 2 —TIVEFRITT 41

t—T iz LET,

Catalyst 3750 Rf yF av>F YI7LYR
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W show mac address-table move update

show mac address-table move update

AL v FDO MAC T R A T—T7 VBT HEHOEREFK T 5121, show mac address-table move
update =~ F% EXEC £— RTEHLET,

show mac address-table move update

BXXniA Zoawy RICE, BIEEREF—T— RiEh Y A,

avy kE—F 2 —+4 EXEC

¥¢HE EXEC
av Yy FEE Jy—=x EEERT
12.2(25)SED Zoavwy RPBEMEShE L,
i OB TIL, show mac address-table move update =~ > FOH I EZRLET,

Switch# show mac address-table move update
Switch-ID : 010b.4630.1780

Dst mac-address : 0180.c200.0010

Vlans/Macs supported : 1023/8320

Default/Current settings: Rcv Off/On, Xmt Off/On
Max packets per min : Rcv 40, Xmt 60

Rcv packet count : 10

Rcv conforming packet count : 5
Rcv invalid packet count : O
Rcv packet count this min : O
Rcv threshold exceed count : 0
Rcv last sequence# this min : 0

Rcv last interface : Po2

Rcv last src-mac-address : 0003.fd6a.8701
Rcv last switch-ID : 0303.£d63.7600

Xmt packet count : 0O

Xmt packet count this min : 0

Xmt threshold exceed count : 0

Xmt pak buf unavail cnt : O

Xmt last interface : None

switch#

BEEaTUF avUFk HL
clear mac address-table move MACT7 KL A T—TNABITHEF A X527 )T LET,
update
mac address-table move update 24 v F EOMAC T RL AR T—TNABITEHE2RELE
{receive | transmit} 4,
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show mac address-table notification M

show mac address-table notification

TRCOAS VH =T 2 A AFTIFBESNTZA VX —T 24 AD MAC 7 KL ZBHMFHRTEEFRT HIC
IZ. show mac address-table notification =~ K% EXEC €— FCEH L £,

show mac address-table notification {change [interface [interface-id] | mac-move |

threshold}
BXX DR change MAC ZEF BAEgE T A — 2B L OVERT — 7 V2 #:r LET,
interface (EE) $_XTDOA v E—T oA ADEREF R LET, BNRA L Z—
T oA AT, WEHR—RER—F FrxABGENET,
interface-id (EE) iESNTA v F—T oA ADEREFRLET, AR A ¥ —
7oA AL, MER—FER—F T RABREENFTET,
mac-move MAC 7 RV ABEBMD AT —X AR R LET,
threshold MACT7 RL A FT—7 NN LEWVMEET=X Y VT ORAT— XA 2R R LET,
Ak E—F 2% EXEC
H#4E EXEC
avy FERE yy—=x EEER
12.1(11)AX Zoawr RBNBMENELE,

BEREDAA FS54>

12.1(19)EA1

show mac-address-table notification (/1 7 ff&) =~ KL, show
mac address-table notification (/A 772 L) a~y gLV £ L1,

12.2(40)SE

change. mac-move, ¥ XU threshold ¥— 7V — RGBS E LT,

¥ —U— NZJEE L7\ T show mac address-table notification change =~ > F&fEHT 5 &,
MAC 7 N L 2AZFBHERED A R —T VT B —T 40 MAC BRI, JBIET —7 DK
Ko b, BIOBET -7 NVONERERRLET,

TRTCOA L H—T oA ADBME R AT HI21E, interface ¥— VU — REHEH LET, interface-id 3
GENDHE, TOA LV E—T 2 A ADT T T ETBERISNET,
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Bl show mac address-table notification

i K OFITIL, show mac address-table notification change =~ > KOH 12 /R L £,

Switch# show mac address-table notification change

MAC Notification Feature is Enabled on the switch

Interval between Notification Traps : 60 secs

Number of MAC Addresses Added : 4

Number of MAC Addresses Removed : 4

Number of Notifications sent to NMS : 3

Maximum Number of entries configured in History Table : 100

Current History Table Length : 3

MAC Notification Traps are Enabled

History Table contents

History Index 0, Entry Timestamp 1032254, Despatch Timestamp 1032254
MAC Changed Message

Operation: Added Vlan: 2 MAC Addr: 0000.0000.0001 Module: O Port: 1

History Index 1, Entry Timestamp 1038254, Despatch Timestamp 1038254
MAC Changed Message

Operation: Added Vlan: 2 MAC Addr: 0000.0000.0000 Module: 0 Port: 1
Operation: Added Vlan: 2 MAC Addr: 0000.0000.0002 Module: O Port: 1
Operation: Added Vlan: 2 MAC Addr: 0000.0000.0003 Module: O Port: 1

History Index 2, Entry Timestamp 1074254, Despatch Timestamp 1074254
MAC Changed Message

Operation: Deleted Vlan: 2 MAC Addr: 0000.0000.0000 Module: 0 Port: 1

Operation: Deleted Vlan: 2 MAC Addr: 0000.0000.0001 Module: O Port: 1

Operation: Deleted Vlan: 2 MAC Addr: 0000.0000.0002 Module: O Port: 1

Operation: Deleted Vlan: 2 MAC Addr: 0000.0000.0003 Module: O Port: 1

BEaTVF avwUFk EILE

clear mac address-table notification MAC 7 NL 2@ o — "L b 2% 7 U7 LET,

mac address-table notification MAC 7 RVAZE®E, BHE), £/2E3F7 FL XA T—7/L L& W
fED MAC 7 R L R @HERE L A R—7 M LET,

show mac address-table address BEEINTEMACT7 FLA2D MAC 7 RL & F—7 )LIiEHR %
FRLET,

show mac address-table aging-time 4 <T» VLAN ¥~ i3 sE&n7= VLAN OD=— 7 & 4
LEFRRLET,

show mac address-table count F_XTOD VLAN F721345E &7z VLAN TFEELTWDT

L 2AgAERRLET,

show mac address-table dynamic HAFIv 7 MACT RLAT—T )L o MU EITEFERL
7,

show mac address-table interface BESNIZA LV H—T 24 AD MAC 7 KL A T —T7 15
ERRALET,

show mac address-table static 22T 47 MACT VA T—7 v M) EERL
9,

show mac address-table vlan FBEENZZ VLAN ® MAC 7 RL A T—7 UESREZFERL
iﬁ‘o
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show mac address-table static

show mac address-table static

AET 4w MACT KL A T—7 )L = MY 1 &F/RT 521X, show mac address-table static
o< R% EXEC E— FCTHEALET,

show mac address-table static [address mac-address] [interface interface-id] [vlan
vian-id]

X DEREA

address mac-address (FE) 48y PO MAC 7 FLAZHELET, A% 7+ —~ v MZ
HHH TF (¥ EXEC &— FOBAZTFAATHE),

interface interface-id EE) BAEZITOA L E—T 2 A AEHRELET, s —7=
7 XTIE, WEAR— R ER— b FrxAnGERET,

vlan vian-id (EE) FFED VLAN OF7 RLAZFRLET, HETX 2HMIL 1 ~
4094 <C9,
avY kR E—F = —4F EXEC
¥+ EXEC
av Yy FERE yy—x EEEMR
12.1(11)AX Zoa=wy RARBMENE L,
12.1(19)EA1 show mac-address-table static (\~A 7 {}&) =< Ki%. show mac
address-table static (/N1 772 L) a~y RiZEbY £ L7z,
B WOHITIX, show mac address-table static =~ FOHHEZ R L E9,
Switch# show mac address-table static
Mac Address Table
Vlan Mac Address Type Ports
All 0100.0ccc.cccc  STATIC CPU
All 0180.c200.0000 STATIC CPU
All 0100.0ccc.cccd STATIC CPU
All 0180.c200.0001 STATIC CPU
All 0180.c200.0004 STATIC CPU
All 0180.c200.0005 STATIC CPU
4 0001.0002.0004 STATIC Drop
6 0001.0002.0007 STATIC Drop
Total Mac Addresses for this criterion: 8
BIEaT VR avvk EREA
mac address-table static MAC 7 RVA T—=TNWIZAET 4w T RUVAZEBNL
e
mac address-table static drop 2=F ¥ AFMACT RVA 74 NZ Y T hAFX—T IV

WL, BFEDEEFETEIT%H MAC 7 FLA&RS R
T4l Ryl THEICAAL v TFERELET,
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Bl show mac address-table static

avwyFk H LT

show mac address-table address HBESNEZMAC 7 FLZ20O MAC 7 RL X2 5—7 L H
ERRALET,

show mac address-table aging-time T _T®» VLAN £33 ESNE VLAN O=—2 7 &
A LEBRRLET,

show mac address-table count T _TO VLAN F7213#8E &7z VLAN THEEL TWD
7 R AEERTLET,

show mac address-table dynamic A FIv 7 MACT RLAR FT—7 )L M) FiFEFER
L%,

show mac address-table interface BEsnrA v Z2—7x2 4 2D MAC 7 RL A FT—7 L
WMERTLET,

show mac address-table notification T _XCHOA L X —T oA AFHITEEINEAS L X —T =
A AZxT 25 MAC 7 R ABHEREEHRZRLET,

show mac address-table vlan BEESNZZ VLAN O MAC 7 KL A T —7 UIEHRAEFRR L
ij‘o
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show mac address-table vian W

show mac address-table vilan

BE S472 VLAN @ MAC 7 RV A T—7 WA FK/RT 5I121%, show mac address-table vlan =
~ N% EXEC E— RTHHLET,

show mac address-table vlan vian-id

BX DA vian-id (L) ¥ED VLAN OF FL A& F R LET. fHETE 2P 1 ~ 4094 T
avV kK E—F = —4 EXEC
¥¥iE EXEC
av > FERE yy—=x EEEM
12.1(11)AX Ioawy RBEMEE L,
12.1(19)EAI show mac-address-table vlan (/~1 7 > f}%) =<2 Fi%, show mac
address-table vlan (/N 7272 L) < v FiIcEbY £ L7,
i WK OFITiX, show mac address-table vlan1 =~ > KO Z R L ET,
Switch# show mac address-table vlan 1
Mac Address Table
Vlan Mac Address Type Ports
1 0100.0ccc.cccc  STATIC CPU
1 0180.c200.0000 STATIC CPU
1 0100.0ccc.cccd STATIC CPU
1 0180.c200.0001 STATIC CPU
1 0180.c200.0002 STATIC CPU
1 0180.c200.0003 STATIC CPU
1 0180.c200.0005 STATIC CPU
1 0180.c200.0006 STATIC CPU
1 0180.c200.0007 STATIC CPU
Total Mac Addresses for this criterion: 9
RREOY YR avwy kR e

show mac address-table address

HBEENMAC 7 RL 2D MAC 7 RL &2 T—7 LI
EFRRLET,

show mac address-table aging-time

FXTO VLAN 723 FE SN’ VLAN o= —2 v 7 &
A LeRRLET,

show mac address-table count

FNTO VLAN £721348E Sz VLAN THEL TWD
7 R 2P zFRKRLET,

show mac address-table dynamic

HAFIv 7 MACT RLA FT—7 0 = NPT aETR
LET,

show mac address-table interface

fBEENIEA L E—T 2 A AD MAC 7 RL A2 T—7 I
WEFRLET,
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W show mac address-table vian

avwyFk By

show mac address-table notification 4+ _XCHAf L X —T oA AEHITBESNEA L F—T =
A 25T 5 MAC 7 L RABHMBRELXFRLET,

show mac address-table static 22T 497 MACT RUAR T—7)L = b T2 FRKR
LET,
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showmis gos W

show mls gos

7 v —s3L 78 Quality of Service (QoS) REMH WA R AT HITiX, show mls qos =~ K% EXEC
EF—-RTHEMALET,

show mls qos

X DA Zoavy R, 3IBELRF—T— by £HA,
aAvY K E—F  =—#% EXEC
¥t EXEC
av Yy FEE Jy—= EEER
12.1(11)AX o~y REMENE L,
i WDOFITIE, QoS 34 x—7 /LT DSCP &its b A X —7 /L D5 O show mls qos =~ > RO )% 0R
L/ij‘o
Switch# show mls gos
QoS is enabled
QoS ip packet dscp rewrite is enabled
BEaTVF avwyk B
mls qos AA v FEEIZH LT QoS A4 Rr—7 /M LET,
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W show mis qos aggregate-policer

show mls qos aggregate-policer

Quality of Service (QoS) IRV H—fRE AL KT HITIL. show mls qos aggregate-policer =~ >~
K% BEXEC E— R CHEALET,

show mls qos aggregate-policer [aggregate-policer-name]

BX DA aggregate-policer-name (FE) BESNELATOR) V—REEZFR TR LET,
avY kK E—F o —# EXEC

#kE EXEC
avy FEE yy—=x EEEM

12.1(11)AX ZToavy RABMENE LT,

FRLEDHA KSA4Y KU B —1F, BKRFRLEEERLE, FRA—Z MEXEY A X, BLOWThrORKEZBIE L-5HED
stk % ERLET,

£l W OB Tix, show mls qos aggregate-policer =~ > KOHHZRr L E7,

Switch# show mls qos aggregate-policer policerl
aggregate-policer policerl 1000000 2000000 exceed-action drop
Not used by any policy map

BIEav U F avwyk BL
mls qos aggregate-policer RV — <~y TNTEED I FAREETHR) — T XA —F
EEHFRLET,
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show mis qos input-queue Wl

show mls gos input-queue

AJ1%¥ 2 —® Quality of Service (QoS) %ZFE/RJ 521, show mls qos input-queue =~ > R %

EXEC E— FCTHEM L £,

show mls qos input-queue

EX DA Zoawy NIk, BIERZRF—T— NEHY £ A,
avY kR E—F  =—#EXEC
¥eHE EXEC
av Yy FEE Jy—=x EEERT
12.1(11H)AX Toawy RASEMShE LR,
15l WOHITIL, show mls qos input-queue =~ > KO ZRLET,
Switch# show mls gos input-queue
Queue : 1 2
buffers : 90 10
bandwidth : 4 4
priority : 0 10
thresholdl: 100 100
threshold?2: 100 100
BREaTV R avwyFk BL

mls qos srr-queue input bandwidth

Shaped Round Robin (SRR; > =A 7' K 7 K rt )
DEHLEZANT]F 2 —I128 Y B TET,

mls qos srr-queue input buffers

ANTFa—Moy 77 28D Y TET,

mls qos srr-queue input cos-map

oY Tonl—EvRx 772 (CoS) EEATIF 2—I
vy B L, CoSEAZFa—L LEVEID IZHID 4T
E

mls qos srr-queue input dscp-map

#l Y % -C 57z Differentiated Service Code Point (DSCP;
DiffServ =— K AA v b)) fEEAIFa—lZvy BT
L., DSCP iz ¥ =—& LEVMEID IZHI Y Y CTE,

mls qos srr-queue input
priority-queue

ANNTTAFVT 4 Fa—%RE L, HHIEZRIEL £
¥

mls qos srr-queue input threshold

Weighted Tail-Drop (WTD) L& WED AS—k L T—T %
ANF 2 —ITHID B TES,
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W show mis qos interface

show mls gos interface

Quality of Service (QoS) F#HAZ AR — bk L~ULTRFET 5T, show mls qos interface =~ N %
EXEC £— RCHM L £,

show mls qos interface [interface-id] [buffers | queueing | statistics]

BX DA interface-id (BB BESNEFR— IO QoS EHRERTRLET, AIRA X —T x4 R
. WHEAR— IR EENET,
buffers (FE) Fa2—MoONy 7 7R B TERRLET,
queueing (EE) ¥a—A 708 GtAERIEY=—E 7)) BLUBFa—Txhs L
Ty xA FEFRRLET,
statistics (EE) %=1 &t /- Differentiated Service Code Point (DSCP; DiffServ == —
RA U R) OFEHER, h— 2 772 (CoS) ., Fa=—IlZANLNTNE
I IF 2 — AL CHIBRE N7 v MR, RV =07 a7 7 A LNt
DRy MRERTRLUET,
avY kK E—F = —4 EXEC
¥#E EXEC
av Yy FERE )1y—=2 EEER
12.1(11)AX Zoawry RpNEBIMEnE L,

EREDHA R34

7

policer X — 7V — RiX, a~w  RIA DO~V AR U ZIEERSINETH, FAR—FINTHE
A,

WOHITIEL, VLAN _—2 QoS M3 A X —7 VD4 @ show mls qos interface interface-id 2~ R
DN ERLET,

Switch# show mls gos interface gigabitethernetl/0/1
GigabitEthernetl/0/1

trust state:not trusted

trust mode:not trusted

trust enabled flag:ena

COS override:dis

default COS:0

DSCP Mutation Map:Default DSCP Mutation Map

Trust device:none

gos mode:vlan-based

WOHITIEL, VLAN _—2 QoS 37 1 B—7 VDA D show mls qos interface interface-id =~ >
ROHAERLET,

Switch# show mls gos interface gigabitethernetl/0/2
GigabitEthernetl/0/2

trust state:not trusted

trust mode:not trusted

trust enabled flag:ena
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COS override:dis
default COS:0
DSCP Mutation Map:Default DSCP Mutation Map
Trust device:none
gos mode:port-based

show mis qos interface W

W OBFITIL, show mls qos interface interface-id buffers =~ > KOH N ZR L E T,

Switch# show mls gos interface gigabitethernetl/0/2 buffers
GigabitEthernetl/0/2
The port is mapped to gset : 1

The allocations between the queues are

25 25 25 25

WOFITIL, show mls qos interface interface-id queueing =~ > RO &R L ET, HIEE

¥ o —I3,

B

¥ &1 7= Shaped Round Robin (SRR; ¥=A 7 K v v K uvbty) OEALEEMCLE

Switch# show mls gos interface gigabitethernetl/0/2 queueing
GigabitEthernetl/0/2

Egress Priority Queue

Shaped queue weights
Shared queue weights
The port bandwidth limit : 100
The port is mapped to gset : 1

:enabled
(absolute) 25 0 0 0
25 25 25 25

(Operational Bandwidth:100.0)

W OFICIL, show mls qos interface interface-id statistics =~ > FOH A ERLET, £ 2-4012, &

DHATEREND 74—V FOFHHEZRLET,

Switch# show mls gos interface gigabitethernetl/0/2 statistics

GigabitEthernetl/0/2
dscp: incoming

0 - 4 4213
5- 9 0
10 - 14 0
15 - 19 0
20 - 24 0
25 - 29 0
30 - 34 0
35 - 39 0
40 - 44 0
45 - 49 0
50 - 54 0
55 - 59 0
60 - 64 0

dscp: outgoing

O O O O O O O O O o o o o

COs:

4 36

14
19
24
29
34
39
44
49
54
59
64
incoming

3949

O O O O O O O o o o o o

O O O O O O O O o o o o o

O O O O O O O O O o o o o

O O O O O O O O o o o o o

O O O o0 OO O O O O o o o
O O O O O O O o o o o o

O O O O O O O O o o o o o
O O O O O O O o o o o o
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W show mis qos interface

0 - 4 132067 0 0 0 0
5 - 9: 0 0 0
cos: outgoing
0 - 4 : 739155 0 0 0 0
5 - 9: 90 0 0

Policer: Inprofile: 0 OutofProfile: 0

& 2-40 show mis gos interface statistics ® 7 1+ —JL FDRA

J4—ILF B7L

DSCP incoming DSCPEZ L2 E L7237 v MK
outgoing DSCPEZ LITEE Lo T v MK

CoS incoming CoSTEZ LITZE LT v MK
outgoing CoSTHZ LITRE LI v MK

Policer Inprofile RIYP—T,DTa 77 A NVHANT Y MK
OutofProfile KUY —T,DTa 77 A NSNSy MK

BEav> R avwyk B

mls qos queue-set output buffers

Ny Z7r7hkFXa—ty MIEIDYTET,

mls qos queue-set output threshold

Weighted Tail-Drop (WTD) LEWEEZHREL, Ny
T7DOT ATV T 4 2KiEL, ¥Fa—ty MTHT D
BARAEVRID Y TERELET,

mls qos srr-queue input bandwidth

SRR DEHZE ASIF 2 —I1ZE Y ¥ TET,

mls qos srr-queue input buffers

ANF2—BDONy 7 7 28D Y TET,

mls qos srr-queue input cos-map

CoSEZ AN F2—IZ~vy B 7T 50, £721% CoS E
X aoa—LLEVWVMEID Iy BT LET,

mls qos srr-queue input dscp-map

DKP@%Aﬁ%:wmvyfyfﬁém\itmDam
EEF¥a—LLEVWEIDIZYYEL 7 LET,

mls qos srr-queue input priority-queue

ANNTZAFV)T 4 ﬁ?:v—?a”: RO L. B OnE & PREE L E
R

mls qos srr-queue input threshold

WTD L EVWEDR—t T =% AS)F% 2 —I12H10 4T
£,

mls qos srr-queue output cos-map

CoSfEZH ¥ 2—IZ~ v 7 F£7-1% CoS %
Fa—PBLOLEWEIDIZvy L7 LET,

mls qos srr-queue output dscp-map

DSCPEZH J1F¥ = —, FidF=2—L LEVMEID I
~v BT LET,

policy-map

RY =~y 7B, $LEFEELET,

priority-queue

A—hMETHNIEES 2 —2 A X—T I LET,

queue-set

AR—brE2Fa—ty NIy BT LET,

srr-queue bandwidth limit

R— b TORRKENZHIRL £,
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show mis qos interface W

avyk B

srr-queue bandwidth shape Vrx—bE U EINTEEAEEYY T, A—hIvy v
SN 4 5O Fa— ECHIBIEY = — Y 7% A X —
T LET,

srr-queue bandwidth share HHETAELEZEYV YT, R—hwy B 7&n=4-o

D F 2 — ETHEEO LG 2 A =7 VI LET,

Catalyst 3750 Rf yF av>F YI7LYR
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W show mis qos maps

show mls gos maps

Quality of Service (QoS) ~ v V' ZIEWARRT 51X, show mls qos maps =~ K% EXEC
EF-RFTHEMALET,

show mls qos maps [cos-dscp | cos-input-q | cos-output-q | dscp-cos | dscp-input-q |
dscp-mutation dscp-mutation-name | dscp-output-q | ip-prec-dscp | policed-dscp]

BX DA cos-dscp (L) —t R 2752 (CoS) /DSCP v v /%Ki LE
S
cos-input-q EE) CoS AiFa—D L EWE~Y Yy 72 R T LET,
cos-output-q (fEE) CoS i hFxa—D L Wi~y P2 FrR LET,
dscp-cos (f£7) DSCP/CoS v v 7% F R LET,
dscp-input-q (f£%&) DSCP AN1F a—LEVWHE~y 72 EK 7 LET,
dscp-mutation dscp-mutation-name (F=#) € &h7- DSCP/DSCP-mutation ~ v 7% F/R L £
D
dscp-output-q (f£%) DSCP i iFa—L Wi~y 752 FR LET,
ip-prec-dscp (&) 1P precedence/DSCP v v 7% F /R LET,
policed-dscp () RY L IHREDSCP vy F&2FoRLET,
avy kFE—F o —# EXEC
K¢iE EXEC
avy FER yy—2z EEEM
12.1(11AX Zoavy RRBEMENRE LR,

BRLOAM R4 T, QoS IE~ v EL Y T—TANEHALT R TI T4 v 7 DT ITA XV T 4 Z2RRL, ZELE
P —E R 77X (CoS). Differentiated Service Code Point (DSCP; DiffServ =— K i"A > k), F7=
1% IP precedence a7 Hxffin 9% CoS F721% DSCP i % HufF L £ 7,

RNY v 7 E DSCP. DSCP/CoS. # XU DSCP/DSCP-mutation ¥ > 71X, = h U 7 2 & LTEHR
ShEd, dl FITiZ, DSCP TR EEEDOEWHZHELEJ, d217TiEk, DSCP TR b HEEED
DT 2 E LEd, dl ER X0 d2 o k@Ersy Tk, AU v 735E DSCP, CoS, F72id
Mutated-DSCP fEZ #2flt L £ 9, 72 & 21X, DSCP/CoS ~ v 7" Tix. DSCP {8 43 i CoS f# 5 12k
LET,

DSCP AJ1F 2—LEVELS IO DSCP HiFa—LEWE~Y Y 1T, v U 72 LTHRRINE
o d1 FITIE, KO EZEEO RV DSCP F LSO ZHHE L £7, d2 17 TiE. &b EEE DKV DSCP
FHEONZHELET, dl EL 2 EOL@EHH TIE, F=—ID L LEVWEID ZRELE T, 2Lz
X, DSCP A/iF 2 — L &WE~ v 7 Tid, DSCPE 43 iTF =2 — 2 BL L EVWME 1 (02-01) (25
LET

CoS ANiFa—LEVWEBLWP CoS HiFa—LEWHEY Y 7 TiE, CoS ER—F LOIT. T2

Fa—IDBIOCLEVWEID 282 FODITICE RSN ET, & xiT, CoS ANJFa—LEVWHE~ Y
7 TiE, CoSESIEF2a—2BLPLEWE 1 2-1) IZHET D2 &I 7,
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]

show mis qos maps W

WOBITIL, show mls qos maps =~ > KOHAZRLET,

Switch# show mls gos maps

Policed-dscp map:

dl: d20 1 2 3 4 5 6 7 8 9
0 : 00 01 02 03 04 05 06 07 08 09
1 : 10 11 12 13 14 15 16 17 18 19
2 20 21 22 23 24 25 26 27 28 29
3 30 31 32 33 34 35 36 37 38 39
4 40 41 42 43 44 45 46 47 48 49
5 : 50 51 52 53 54 55 56 57 58 59
6 60 61 62 63
Dscp-cos map:
di : d20 1 2 3 4 5 6 7 8 9
0 : 00 00 00 00 00 00 00 00 01 01
1 : 01 01 01 01 01 01 02 02 02 02
2 02 02 02 02 03 03 03 03 03 03
3 : 03 03 04 04 04 04 04 04 04 04
4 05 05 05 05 05 05 05 05 06 06
5 : 06 06 06 06 06 06 07 07 07 07
6 07 07 07 07
Cos-dscp map:
cos: 0o 1 2 3 4 6 7
dscp: 0 8 16 24 32 40 48 56
IpPrecedence-dscp map:
ipprec: o 1 2 3 5 6 7
dscp 0 8 16 24 32 40 48 56
Dscp-outputg-threshold map:
dl :d2 0 1 2 3 4
0 : 02-01 02-01 02-01 02-01 02-01 02
1 : 02-01 02-01 02-01 02-01 02-01 02
2 03-01 03-01 03-01 03-01 03-01 03
3 : 03-01 03-01 04-01 04-01 04-01 04
4 01-01 01-01 01-01 01-01 01-01 O1
5 : 04-01 04-01 04-01 04-01 04-01 04
6 04-01 04-01 04-01 04-01
Dscp-inputg-threshold map
dl :d2 0 1 2 3 4
0 : 01-01 01-01 01-01 01-01 01-01
1: 01-01 01-01 01-01 01-01 01-01
2 01-01 01-01 01-01 01-01 01-01
3 01-01 01-01 01-01 01-01 01-01
4 02-01 02-01 02-01 02-01 02-01
5 : 01-01 01-01 01-01 01-01 01-01
6 01-01 01-01 01-01 01-01
Cos-outputg-threshold map:
cos: O 1 2 3 4 5

2-1 2-1 3-1 3-1 4-1 1-1 4-1 4-1

queue-threshold:

Cos-inputg-threshold map:

Cos:

0

1

2
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W show mis qos maps

queue-threshold: 1-1 1-1 1-1 1-1 1-1 2-1 1-1 1-1

Dscp-dscp mutation map:
Default DSCP Mutation Map:
dir: d20 1 2 3 4 5 6 7 8 9

BEa< K = e

mls qos map CoS/DSCP < v 7, DSCP/CoS < v 7,
DSCP/DSCP-mutation ¥ »» 7, IP precedence/DSCP ~ v 7',
BIXORY VU 7#EDSCP vy 72 ERLET,

mls qos srr-queue input cos-map  CoS fHEZ A/ F 2 —lZ~ v B 7T 25D, £7-0F CoS i
Fa—ClLlLEWEIDICv Yy E L LET,

mls qos srr-queue input dscp-map DSCP iz AS1Fx 2 —IZ~ v ¥ 73250, £7212 DSCP E%
Xa—LLEWEIDIZw Yy EY I LET,

mls qos srr-queue output cos-map CoS iz H/1¥ 2 —lt~w v B 7, F7-1T CoS fEx F o —5
TOLEWEID ICw vy B 7 LET,

mls qos srr-queue output dscp-map DSCPfEx H ¥ =—, FHiZF=—¢ LEXVWMEIDIZv v
YT LET,

Catalyst 3750 R4/ yF a2 F YI7L VR
2-686 OL-26659-01-J |



| £2% cCatalyst 3750 4 ¥ F Cisco I0S a<w > F

show mis qos queue-set W

show mls qos queue-set

1 713% = — @ Quality of Service (QoS) %/ R"7 51ZiX. show mls qos queue-set =~ > K% EXEC
T RFTHEMLET,

show mls qos queue-set [gset-id]

X DEREA

gset-id (FE) $a—Fy FOID TF, H£FR— MIFa—Fy MIEL., F— FEAT
THIIF2—4 OO T RTEERZLET, EETEH%PAIZ1 ~2 TY,

a2 F ®—F  =—# EXEC
K5 EXEC
oYy FERE yy—=x EEEM
12.1(11)AX Zoawry RRBMEE L,
£l WOFHITIL, show mls qos queue-set =~ > KO ERLET,
Switch# show mls qos queue-set
Queueset: 1
Queue : 1 2 3 4
buffers : 25 25 25 25
thresholdl: 100 200 100 100
threshold2: 100 200 100 100
reserved 50 50 50 50
maximum : 400 400 400 400
Queueset: 2
Queue : 1 2 3 4
buffers : 25 25 25 25
thresholdl: 100 200 100 100
threshold2: 100 200 100 100
reserved 50 50 50 50
maximum : 400 400 400 400
BREaT YR avwyFk L

mls qos queue-set output buffers Ny TZr7hkFa—ty MTEV L TETS,

mls qos queue-set output threshold Weighted Tail-Drop (WTD) L EWMEZHEL, Ny 77D
TRAZEVT 2L, Fa—ty MIHETIERRNAE
VEID B TEHRELET,
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M show mis gos vlan

show mis qos vian

Switch Virtual Interface (SVI; A4 v TS > F¥—T = RX) IZEHEINTWDEIRI v— vy T %
FRT 512X, show mls qos vlan =~ K% EXEC £— RCEH L £,

show mls qos vlan vian-id

3 OB vlan-id RY =~y T HKRTHZHDIZSVIO VLANID 2f5E L E7, fHETED
FIPAIL 1 ~ 4094 T,
avv bk E—F  =—¥EXEC
FiHE EXEC
ATy FEE Jy—2 EEEm
12.2(25)SE Zoavy RRBMESELE,

EREDAA FS54>

show mls qos vlan =~ > R 5O/, VLAN ~— 2 ® Quality of Service (QoS) #A x—7 /LT
BERY — vy TRERESNTWIHRETETERRH Y £7,

i WOHFTiX, show mls qos vlan =2~ > FOHNE/RLET,
Switch# show mls qgos vlan 10
VlanlO
Attached policy-map for Ingress:pm-test-pm-2
BEavYVF avwy kR B2L
policy-map BEOR—NMIEHATERY v— vy P2 EREIIEE
L. RV —~wyF ar7 s ¥alb—var T— RKEMKBL
jzj_o
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show monitor H

show monitor

AA v TFDTRXTCDAAL v F KKR—k 7F7 4% (SPAN) I XL Remote SPAN (RSPAN) v
va VT AR EEFERT HI21E. show monitor =~ K% EXEC £— FTHEH L £,

show monitor [session {session_number | all | local | range /ist | remote}

X DEREA

session (EE) 8 ESNZ SPAN By v a v OlFREFR R LET,

session_number SPAN F£721Z RSPAN Ot v v a v EBEEZIBELET, HETE DHMAIX
1~ 66 C7,

all FTRTDOSPAN By a v EFRLET,

local a—HL®D SPAN v g U IPTEFE R LET,

range list SPAN & v v a OB (list (ZA# ety a LV OfiH) #FKR-LET,

oDty varFEriityya rOfBEOWTIARF RIS, GEO
Bia. 2008 F0 ) BIRWERRYNZ/R Y £5 (N 7 TRE LN E
T)o HUREEID DNRT A—2H FiFA T UREORPFIZ AR —
ZIIANLERA,

GF) ZoOXF—U— KX, ¥ EXEC T— FOEFETZ T FEHATRE T,

remote VE—FDSPAN Bty v a Bl aFRrLET,

detail (EE) fBEShIZy v a LV OFEMBEREFRLE T,
avvkE—F  =—¥EXEC

e EXEC
oYy FERE yy—=x EEEM

12.1(11)AX oawy RBEMEhE L,

12.1(14)EA1 range list 33 L O detail ¥—7 — KB MEvE Lz,

BEREDAA FS54>

]

X—U—RERELCa~vYy FEFEHTH LT, FEDEYyYaYy, T XTOEYyYay, TXTO
g—hLtyiary, TRXTOIVE—L By aryBDERINET,

show monitor =~ F & show monitor session all =~ > FOH IL[FE T TT,

woF X, show monitor =~ > RO HZRLET,

Switch# show monitor

Session 1

Type : Local Session

Source Ports :

RX Only : Fa4/0/1

Both : Fa4/0/2-3,Fa4/0/5-6
Destination Ports : Fa4/0/20
Encapsulation : Replicate
Ingress : Disabled
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Hl show monitor

Session 2

Type : Remote Source Session
Source VLANs

TX Only : 10

Both : 1-9

Dest RSPAN VLAN : 105

WOHFITIE, m—H/ SPAN #5728 v a v 1 1Zx%$ 5 show monitor =~ > FOH 1 EZ R LET,

Switch# show monitor session 1
Session 1

Type : Local Session

Source Ports

RX Only : Fa4/0/1

Both : Fa4/0/2-3,Fa4/0/5-6
Destination Ports : Fa4/0/20
Encapsulation : Replicate
Ingress : Disabled

WOBEITIX. AT 7 4 v Zlnika A X —7 NIZ L7234 O show monitor session all =~ > KD H
J1ERLET,

Switch# show monitor session all
Session 1

Type : Local Session

Source Ports

Both : Fa4/0/2

Destination Ports : Fa4/0/3
Encapsulation : Native

Ingress : Enabled, default VLAN = 5
Ingress encap : DOT1Q

Session 2

Type : Local Session

Source Ports

Both : Fa4/0/8

Destination Ports : Fa4/0/2
Encapsulation : Replicate

Ingress : Enabled, default VLAN = 4
Ingress encap : Untagged

BEavTF avwyk eR
monitor session SPAN *7-1% RSPAN © v a3 Bk, £ IXEELET,
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showmvr H

show mvr

BITED Multicast VLAN Registration (MVR; ¥V FF ¥ 2 k VLAN LY X R L—v g y) ZFr—30
NI A—=HEEFERTDHIIE, F—U— FEZHE L2V T show mvr F# EXEC 2~ FEHEHA L E
R

show mvr

BXXniA Zoawy R, BIEEREF—T— RiEb Y A,
avykE—F #HE EXEC
avwy FERE yyy—2 EEERR

12.1(11D)AX oo~y RREMENE L,

EREDAHA R34y

a< Y RERIZIE, MVR B34 2= L THDHINE I, MVR w/LFF+ 2k VLAN, K7 =V —
IGERER], vV F Xy AN =T, BLXOMVR £—F (dynamic £ 721X compatible) 23& Ei
ij‘o

1 ROBITIE, show mvr =~ > FOHNZRLES, v FF¥ A b T —TDREREIT 256 T,
MVR &— KX, compatible (Catalyst 2900 XL 5 & (" Catalyst 3500 XL A1 » F L #HEN T 54) *
721X dynamic (#{EA IGMP A X — v ZJEIEL —EHMERH Y | B#ETXAR— K ETH¥AF I v 7 MVR
A=y TN R—FENTVBEEHAE) OWTINTT,

Switch# show mvr

MVR Running: TRUE

MVR multicast VLAN: 1

MVR Max Multicast Groups: 256

MVR Current multicast groups: 0

MVR Global query response time: 5 (tenths of sec)
MVR Mode: compatible

BEEa<2 kR avv kR Bl
mvr (ZFa—/Lar7g AL v F LETwAFHF¥ AP VLAN LYV b L—va A R2—7
Xal—vav) MTLT, BELET,

mvr (A F—7=xAfA2 ay MVRAR—F+E2RELET,
T4 ¥zl —gV)
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Bl show mvr

avyk Bl

show mvr interface 2~ RiZ interface 33 X O members ¥ — 7 — K& B L7256,
BREINTEMVR A UV F—T A A RESNTA X —T oA A
DAT—H A FlEFAVE—T 2 A ANBTHTXTO<ILTF
Xy A b IN—TRERENET,

show mvr members MVR = VFH ¥ A~ TN—T DAL NRTHDHR— T XTEFER
LET, ZNA—TRICA AP ORNGESE, V=137 77«
TThHZ EERLET,
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show mvr interface Wl

show mvr interface

Multicast VLAN Registration (MVR) L ¥ —NEBIOEEFETLAR— MER AT DL, F—V— F&iE
EH7°IZ show mvr interface 5i# EXEC =2~ > &AL £,

show mvr interface [interface-id [members [vlan vian-id]]]

X DEREA

interface-id EE) A v =Tz ADMVR 4 A7 AT —F A, B IOARBLERR
EERRLET,
GE) AR ALF—T oA RIF. WEBEAR—F (ZAT, AZ v T A
N EV 2= R—bEBEED) BEENET,

members EE) HBESNTEA v X2 —T7 24 ZANETH MVR 7L —F a4+ _THKR
LE7,
vlan vian-id (f£E) Zd VLAN ED MVR v —7 A REFTRTERLET, F5F

TEBHPIE 1 ~ 4094 T,

avykE—F #HE EXEC
av Y FEE Jy—x EEEM
12.1(11)AX oo~y RREMENE L,

EREDHA R4

]

AN LT =B IEMVR A= FFERITEETR—FOE/IZ, =7 — Avb—UREINET, A
DLTER=IB L =N KR—=bDFEIE, N— b A7, A= FEMNORT—& 2 8L OHIRRLE
WENFRTREINET,

members ¥—V—RK&EZAJJTHELE, A F—T A ALEDMVR ZJ NV —7 AU NPT RTEREINE
4, VLANID # AJj4 2L, VLAN ® MVR /v —7 AU A_ARTRCERENET,

F—U—FZEELTIoa~vr FEERTLE, FFEDOL Y —/N K= D MVR /87 A —Z HRFR
ShET,

W DEITIX. show mvr interface =~ > FOHEEZ R LET,

Switch# show mvr interface

Port Type Status Immediate Leave
Gil/0/1 SOURCE ACTIVE/UP DISABLED
Gil/0/2 RECEIVER ACTIVE/DOWN DISABLED

FR O Status DEFKIT, KO LBY TT,
e ACTIVE X, A= F2B VLAN ZEENTWDHZ EHEHR L ET,
e UP/DOWN /%, F— FDBHEEHFDERER TROLNERLET,
e INACTIVE /X, R—FB VLAN IZEFEFN TV ARWVWI EE2EHRLET,
OB T, FEE SN 7=HR— k@ show mvr interface =~ > FOH 1 Z/RLET,

Switch# show mvr interface gigabitethernetl/0/2
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B show mvr interface

Type:

RECEIVER Status:

ACTIVE Immediate Leave: DISABLED

WDFITIX, show mvr interface interface-id members =~ RO I EZ R L ET,

Switch# show mvr interface gigabitethernetl/0/2 members
239.255.0.0 DYNAMIC ACTIVE
239.255.0.1 DYNAMIC ACTIVE
239.255.0.2 DYNAMIC ACTIVE
239.255.0.3 DYNAMIC ACTIVE
239.255.0.4 DYNAMIC ACTIVE
239.255.0.5 DYNAMIC ACTIVE
239.255.0.6 DYNAMIC ACTIVE
239.255.0.7 DYNAMIC ACTIVE
239.255.0.8 DYNAMIC ACTIVE
239.255.0.9 DYNAMIC ACTIVE
BEaITUF avwyFk B
mvr (ZFe—/ 3L arv7 X AA v F ETCwLFHXY AN VLAN LY A ML —2 g0 %A
L—yay) X—=7 M LT, RELET,

mvr ({2 FZ—T AR a7 4

XFal—Tav)

MVR R— h 2R ELE7,

show mvr

A2A v FDTa—s)L MVR REEZFERLET,

show mvr members

MVR vV FF ¥ Ak =T DA R THHTRTHOL I —
NHR— b eRRLET,
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show mvr members

BITEIP VT XY AN TN —TDALUNTHITRTOL Y —ANBLUOEFEILR— MERRTHIC
iZ. show mvr members %##% EXEC 2~ > R&fEH L £7,

show mvr members [ip-address]

show mvr members W

BX DA ip-address

(FEE) IP~AVFFY AN T RLVATY, TRLVRZANTDHE, wLF

XXYAKNITN—TDRANTHLTRXTOL Y —N"EBLOEFILHR— b2
FRENET, 7T RLRAEZASTLARWEAIX, T3To Multicast VLAN
Registration (MVR) 7V —7DF_XRTOALANRNY X InET, 7
N—TWNIZA AP NEEE, 7 —7 13 Inactive & L TEREINET,

a2 kK E—F #kE EXEC

avr FEE Jy—=

EEEMR

12.1(11)AX

Zoavwry RRBMESnELE,

FHEDHAL FSL4Y  show mvr members =<2 RiE, LI —A"BLOEETLR— MOEHAENET, MVR BT — RO
B, TRTOEELR—FMI, TR_RTOSAFFY R FL—TFDA L ANTT,

% WOHFTiX, show mvr members =2~ NOHTERLET,
Switch# show mvr members
MVR Group IP Status Members
239.255.0.1 ACTIVE Gil/0/1(d), Gil/0/2(s)
239.255.0.2 INACTIVE None
239.255.0.3 INACTIVE None
239.255.0.4 INACTIVE None
239.255.0.5 INACTIVE None
239.255.0.6 INACTIVE None
239.255.0.7 INACTIVE None
239.255.0.8 INACTIVE None
239.255.0.9 INACTIVE None
239.255.0.10 INACTIVE None
<output truncated>

WK OFITIL, show mvr members ip-address 2~ > RKOH N ZRLET, ROT RLAZFF-72 1P~

NFXYx AN TN —TDA L NEFRLET,

Switch# show mvr members 239.255.0.2

239.255.003.--22

ACTIVE

Gil/0/1(d), Gil/0/2(d), Gil/0/3(d),
Gil/0/4(d), Gi1/0/5(s)
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Hl show mvr members

BEEav K avwyvk HLC]
mvr (Fa—L ar7 4 Xa AL v F ETwAFFv A VLAN LYV R L —va kA
Lr—3g ) F—=T LT, BELET,

mvr (A F—T=xzAfA R a7 4 MVRAR—FERELET,

Fal—Tay)

show mvr AA v TFDTa— )L MVR ZEEZFRRLFET,

show mvr interface <> KiZ members ¥ — 7 — R&ZBINLEHA, FEINE
MVR £ v & —T A A FBEENTA L EZ—T 2 A ADAT —
BA . FIIA L E—T 2 A ANFTHTXTOSILTFF v A
N NV —TRERENET,
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show network-policy profile W

show network-policy profile

Xy hU—27 RV v— 7 a7y A NVERRT 5HIZIE. show network policy profile £+ EXEC =2~ >
FEHEHLET,

show network-policy profile [profile number] [detail]

EX(DEHEB? profile ('EE‘J%'L\) *‘) FD—2 ZKGU v 701:177/])}]/§%7"Z§§i_{bij‘0 701277/‘,/1/7))]\7‘]
number SNTORWER, TRTOXRy bV —27 K v— Tu7 s A AREREINET,
detail (B REMIZR AT — & A L ME R LET,

avy kE—F #HE EXEC

avy FEE Jy—=2 EEER
12.2(50)SE Zoawy RBMEMEShE L,
15l WOFITIE, show network-policy profile =~ > FOH %R L ET,

Switch# show network-policy profile
Network Policy Profile 10
voice vlan 17 cos 4

Interface:
none

Network Policy Profile 30
voice vlan 30 cos 5
Interface:
none

Network Policy Profile 36
voice vlan 4 cos 3
Interface:
Interface id

BEaYF ==V ]
network-policy AV E—=T A ARy NU— KR v—%#HLET,
network-policy profile (F/mv—/N Xy hT—J K)o — Fa7 7L VEERLET,
Nav4Falb—vay)
network-policy profile (v b Xy hU—= RV — a7 A NVOREEZFRELET,
U—OR)v—ar7 4 ¥alb—
val)

g&
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M show nmsp

show nmsp

A A »F @ Network Mobility Services Protocol (NMSP; * v hUV—27 £ YT 4 h—E R Fm b=
V) B A FT 5121, show nmsp $5# EXEC 2~ > REHEALET, Zoa~<vr Rk, AAf vF
THESILY 7 b =27 A A=VRETINTOLIHEICETRATE £,

show nmsp {attachment suppress interface | capability | notification interval | statistics
{connection | summary} | status | subscription {detail | summary}}

B DEREA attachment suppress THEFAY MIIA v F—T oA AEERLET,
interface
capability PR=PFENDZYI—ERLYTH—EREZELAL v FHELZFRLE
\j‘c
notification interval PR— I —E20@EAEREE R LET,
statistics {connection | NMSP #aHERaz R~ LET,
summary} e connection : FHEEHTHOA v —Y I X EFRLET,
e summary : /' 0— /L B U X EFRIILET,
status NMSP #4532 EMER R LET,
subscription {detail | % NMSP #5t i+ 2597227 ) Foa U REFRLET,
summaryj o detail : FHEETH T X2 TA T LTWHTRTCOPF—ERALHT
P RERRLET,
e summary : FHEHTH T AT FA4 T LTNDHTRTO—ERAER
~LET,
avY K E—F  FE EXEC
av Yy FERE Jy—=x EEERT
12.2(50)SE Zoa<wy RRNBMEE LT,
i K OFITIL, show nmsp attachment suppress interface =~ > FOH 2R L E T,

Switch# show nmsp attachment suppress interface
NMSP Attachment Suppression Interfaces

GigabitEthernetl/1
GigabitEthernetl/2

WOFI T, show nmsp capability =~ > FOH I ZRLET,

Switch# show nmsp capability
NMSP Switch Capability

Service Subservice
Attachment Wired Station
Location Subscription
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shownmsp W

WO TIL, show nmsp notification interval =~ > FOH I Z R LET,

Switch# show nmsp notification interval
NMSP Notification Intervals

Attachment notify interval: 30 sec (default)
Location notify interval: 30 sec (default)

OB TIL, show nmsp statistics connection =~ > & show nmsp statistics summary =~ > D

R aRLET,

Switch# show nmsp statistics connection
NMSP Connection Counters
Connection 1:

Connection status: UP

Freed connection: 0

Tx message count Rx message count
Subscr Resp: 1 Subscr Reqg: 1
Capa Notif: 1 Capa Notif: 1
Atta Resp: 1 Atta Req: 1
Atta Notif: 0

Loc Resp: 1 Loc Reqg: 1

Loc Notif: 0
Unsupported msg: 0

Switch# show nmsp statistics summary
NMSP Global Counters
Send too big msg: 0
Failed socket write: 0
Partial socket write: 0
Socket write would block: 0
Failed socket read: 0
Socket read would block: 0
Transmit Q full: O
Max Location Notify Msg: 0
Max Attachment Notify Msg: O
Max Tx Q Size: O

WDFITIX, show nmsp status =~ > FOH I ERLET,

Switch# show nmsp status

NMSP Status

NMSP: enabled

MSE IP Address TxEchoResp RxEchoReq TxData RxData
172.19.35.109 55 4 4

W OFITIiE, show nmsp show subscription detail =~ > & show nmsp show subscription
summary 2~ NOMIERLET,

Switch# show nmsp subscription detail
Mobility Services Subscribed by 172.19.35.109:

Services Subservices
Attachment: Wired Station
Location: Subscription

Switch# show nmsp subscription summary
Mobility Services Subscribed:
MSE IP Address Services

| OL-26659-01-J
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g2E
M show nmsp
172.19.35.109 Attachment, Location
BEIYUFR = S SiEA
clear nmsp statistics NMSP ¥t w2 %27 07 LET,
nmsp AAf vF ETRy NT—27 FEU T 4 —ERX Tr bhail
(NMSP) %A X—7NWICLET,

OL-26659-01-J |
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showpagp M

show pagp

A—MEMT 7 N a (PAgP) F v /v Z—TERERRT HIC1E. show pagp =~ K% EXEC
EF—-RTHEMALET,

show pagp [channel-group-number] {counters | dual-active | internal | neighbor} |

XD EHEA channel-group-number  ({£3) F ¥ /v ZA—TOFFTT, FHETE HHPIL 1 ~ 48 T,
counters N7 4y 7 ERERTRILET,
dual-active TaT VT IT 4T AT —H AR RLET,
internal Wit ®E R LET,
neighbor FAN—IERERRLET,

avy Kk E—F o —# EXEC

¥t EXEC
oYy FERE y1yy—=x EEEMR
12.1(11)AX Zoa~y RRBMEHE L,
12.2(25)SE channel-group-number FFHN 1 ~ 12 776 1 ~ 48 ICAEF I NFE LT,
12.2(46)SE dual-active ¥ — VU — FavEMMS N E LT,

BRALOAM RS54 showpagp =~ FEANT B L, 77T 4 TRF ¥ TN FA—TOEENRERENET, T2
T4 7 A= b FrXNVOEREFERT DL, F ¥ RV I A—TFSEHEEL T show pagp =2~ K
EATTLET,

1 ORI TiX, show pagp 1 counters =~ > RO I1ERLET,

Switch# show pagp 1 counters
Information Flush
Port Sent Recv Sent Recv
Channel group: 1
Gil/0/1 45 42 0 0
Gil/0/2 45 41 0 0

Catalyst 3750 Rf yF av>F YI7LYR
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W show pagp

W OBFITiL, show pagp 1 internal =~ KOH I Z/RLET,

Switch# show pagp 1 internal
Flags: S - Device is sending Slow hello.
A - Device is in Auto mode.
Timers: H - Hello timer is running.
S

- Switching timer is running.

Channel group 1
Hello

C - Device is in Consistent state.
Q - Quit timer is running.

I - Interface timer is running.

Partner PAgP Learning Group

Port Flags State Timers Interval Count Priority Method Ifindex
Gil/0/1 sC U6/57 H 30s 1 128 Any 16
Gil/0/2 sC U6/S7 H 30s 1 128 Any 16

W ORFITIL, show pagp 1 neighbor =~ > RO ERLET,

Switch# show pagp 1 neighbor

Flags: S - Device is sending Slow hello. C - Device is in Consistent state.
A - Device is in Auto mode. P - Device learns on physical port.
Channel group 1 neighbors
Partner Partner Partner Partner Group
Port Name Device ID Port Age Flags Cap.
Gil/0/1 switch-p2 0002.4b29.4600 Gi0l//1 9s sC 10001
Gil/0/2 switch-p2 0002.4b29.4600 Gil/0/2 24s SC 10001

WOFTiX, show pagp dual-active =~ > FOH1EZRLET,

Switch# show pagp dual-active
PAgP dual-active detection enabled: Yes
PAgP dual-active version: 1.1

Channel group 1
Dual-Active Partner
Port Detect Capable Name

Partner Partner
Port Version

Gil/0/1 No Switch Gi3/0/3 N/A
Gil/0/2 No Switch Gi3/0/4 N/A
<output truncated>

BEaTUF avwyFk SiEA

clear pagp

PAgP F ¥ %)V FN—TE#%E 7 V7 LET,
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show policy-map W

show policy-map

EIFNT 7 4 v OSFEHRMER EFKT D Quality of Service (QoS) KU ¥ — v v FEFRT DITIL,
show policy-map =~ > K% EXEC E— RCEH L £,

show policy-map [policy-map-name [class class-map-name]]

BX DA policy-map-name EE) EsniRY v— ~ v 7042 R LET,
class class-map-name FEE) £77AD QoS KR v —T 7 varuzRRrLET,
avVE E—F . —4 EXEC
H¢iE EXEC
avy FEE Jyy—=x ETEEM
12.1(1DAX COavy FABMSIE L,

BEREDAA FS4>

control-plane 3 L O interface ¥ —7 — RiX, 2~ FI7 A D~V T A RY U IR BFINET
B, PAR—FENTHEEL, FRINTODHHEHERITEA L T EE 0,

WY v— =y ZiE, HERGIRS L OHIRZ &8 L7258 O IE LI ET 2R ) h— 2T
£7.

£l WOFHITIE, show policy-map =~ > KO IZRLET,
Switch# show policy-map
Policy Map videowizard policy2
class videowizard 10-10-10-10
set dscp 34
police 100000000 2000000 exceed-action drop
Policy Map mypolicy
class dscpb
set dscp 6
BEIYUFR avwyF Bie
policy-map BEOR— MCHERARER AR Y v — v v TEAEREITAE LT, H—F

AR —EBELET,
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W show port-security

show port-security

AVH =T 2 A RAETNEIAA v TFOR—b ¥F2 )7 4 FHELRRT HITIE. show port-security Ff
#E EXEC 2~ REMHEHALET,

show port-security [interface interface-id] [address | vlan]

BX DA interface interface-id ~ (G¥) (£8) HHESNFEA L EZ—T A ADKR—F X2 ) F 4 RiEE
FRLET, AR A L Z—T =4 A2, WEKR—F (X147,
AB g AN, BV a—)b, R—  EEEET) NEENET,
address (FE) §_XTOR— bFERIFRESINZR— M LEOTRTOEF2T
MAC 7 L 2% EK R LET,
vlan UEE) BESNEA LV H—T 24 ADTRTHO VLAN OFR— K ¥ 2V
TABREEERLET, 2OF—U— KX, A vFR—F T— KRN
trunk IZREENTWABA X —T =2 A A LRI TCERENET,
avy kE—F ¥HE EXEC
avy FEEE yyy—2x EEE
12.1(11AX Zoavy RRBEMENRE LR,
12.1(14)EA1 vlan F— U — FBBEMENELE (FF 27 B— FETTRR),

EREDAHA R34y

]

XF—U—FREHEELZWVWTZDavry NEANTDHE, AL v TFOTRTOEXF27 K— FOEHER
TR ABLOEERAT —Z AR D EnET,

interface-id # N LTIZHE, 2~ NiZA V=T 24 ZADBR— b txF 2 ) T4 REEZR T LET,
address ¥— 7V — RZHEELTCa~vr RE2ANTIE, TRXRTCOA U F—T =2 ADEF=2T MACT
FLA2, BXOKEXaT7 7T RLAOZ—V U THERBRERINET,

interface-id ¥— 7V — R XN address ¥— UV — REZfFELTa~vr FEANTHE, X227 TFK
VADZ =V TR T A v —T7 24 AD MAC 7 KLU ANRTRTERENET, £ ¥ —
T2 AETHR=F X2 VT4 BAFX—TNTRVEEL, Z0avr RefHLT, 201
2 —T 2 A ZD MAC 7 RL A%+ _RTHERTEXET,

vlan ¥—U—RFZHEELTCa~vr FEANTDLE, A F—T7 24 AD VLAN I XTCIZxHTDHEF =
7 MAC 7 RLADBRKFELBIOREEREREINET, ZOF T aid, AL v FHR—F
FT— R trunk ITREINTWABA v F—T oA A EFPITTERENET,

W OBFITIL, show port-security 2~ KOH I Z/RLE T,

Switch# show port-security

Secure Port MaxSecureAddr CurrentAddr SecurityViolation Security Action
(Count) (Count) (Count)
Gil/0/1 1 0 0 Shutdown
Total Addresses in System (excluding one mac per port) 1
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show port-security W

Max Addresses limit in System (excluding one mac per port) : 6272

W OFHITIE. show port-security interface interface-id =~ > RO A ERLET,

Switch# show port-security interface gigabitethernetl/0/1
Port Security : Enabled

Port status : SecureUp

Violation mode : Shutdown

Maximum MAC Addresses : 1

Total MAC Addresses : 0

Configured MAC Addresses : 0

Aging time : 0 mins

Aging type : Absolute

SecureStatic address aging : Disabled
Security Violation count : O

WROFITIL. show port-security address =~ > ROH AR LET,
Switch# show port-security address

Secure Mac Address Table

(mins)

1 0006.0700.0800 SecureConfigured Gil/0/2 1

Total Addresses in System (excluding one mac per port) 1
Max Addresses limit in System (excluding one mac per port) : 6272

WROFITIL, show port-security interface gigabitethernet1/0/2 address =~ FOH N Z R LET,

Switch# show port-security interface gigabitethernetl/0/2 address
Secure Mac Address Table

Vlan Mac Address Type Ports Remaining Age
(mins)
1 0006.0700.0800 SecureConfigured Gil1/0/2 1

Total Addresses: 1

K DFITIL, show port-security interface interface-id vlan =2~ > ROH 1R LET,

Switch# show port-security interface gigabitethernetl/0/2 vlan
Default maximum:not set, using 5120

VLAN Maximum Current
5 default 1
10 default 54
11 default 101
12 default 101
13 default 201
14 default 501
BREaTV R avwy kR B
clear port-security MAC 7 RV A F—T N AL v F EFIFA X —T A A E
DEEDIATDOEFaT 7 RLVALELEETTRTOEF 2T 7K
LV ALHIBRL £,
switchport port-security R—=hrETHR=F X2V T 424 FX—7 ML, A— hOFEMX

Bha—YPEHLZDOAT—a v F—IZHIBL, %27 MAC
7T RURAERELET,

Catalyst 3750 Rf yF av>F YI7LYR
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W show port-security
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show power inline

B€ &7z Power over Ethernet (PoE) R— hE£72137XT? PoE &"— F® PoE AT —# A& FKnT
%1Z1X. show power inline =~ > K% EXEC t— RCTEH L £,

show power inline W

show power inline [[interface-id | consumption | | module switch-number]

X DEREA

interface-id

(BB HEShA v X —7 =4 A0 PoE BE#EBENEBERERRLE
R

consumption

(fE&) PoE AR— MIHfe LIZIREICHI D S ToN/E N 2R R LET,

module switch-number

G (EE) EE éﬂtx5y7%/A@mEFtT%%mbiToX
£y FEHEL~9 T,

Ok E—F = —4 EXEC
¥¢iE EXEC
av Yy FERE Jy—= EEEMR
12.1(19)EA1 oo~y KABMENE LT,
12.2(25)SEC consumption ¥ — U — RGBS E LT,
i K OHITIL, show power inline =~ > F‘@Hjj]%ﬁ“ LET, HAOTIE, R—R20BRETF 1 v 7T

EShTEY, BN

DOR— MTHFNZEH D L TOENTWETR, ZTET A AFERINLTWEYE

bog R—F 61F, RT v FEA 10 W | _mﬁéﬂ“(b‘éﬁ&) power-deny A7 — MI7Z2oTUWD A
ET 4wy K—FTT, BERINTEZZET A AT, Class 0 £7-1% Class 3 HEFBITH>WTHE S
72 FADHRRY v MIBRRESNTWET, & 24112, BH7 44—V FOFHEZRLET,

Switch# show power inline

Module Available Used Remaining

(Watts) (Watts) (Watts)
1 370.0 114.9 255.1
2 370.0 34.3 335
Interface Admin Oper Power Device Class Max

(Watts)

Fal/0/1 auto on 6.3 IP Phone 7910 n/a 15.4
Fal/0/2 static off 15.4 n/a n/a 15.4
Fal/0/3 auto on 6.3 IP Phone 7910 n/a 15.4
Fal/0/4 auto on 6.3 IP Phone 7960 2 15.4
Fal/0/5 static on 15.4 IP Phone 7960 2 15.4
Fal/0/6 static power-deny 10.0 n/a n/a 10.0
Fal/0/7 auto on 6.3 IP Phone 7910 n/a 15.4

<output truncated>
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M show power inline

WORFITIL, A— FT?D show power inline =~ > KOH %2R L E7,

Switch# show power inline fastethernet2/0/1

Interface Admin Oper Power Device Class Max
(Watts)
Fa2/0/1 auto on 6.3 IP Phone 7910 n/a 15.4

WOHFITIX, XTD PoE AA v F A— ~® show power inline consumption =~ > FOH &R L
£7

Switch# show power inline consumption
Default PD consumption : 15400 mW

WORITIEX, AHX w7 A2 s31 TO show power inline module switch-number 2~ > RO %R L

i j—o
Switch# show power inline module 1
Module Available Used Remaining

(Watts) (Watts) (Watts)
1 370.0 166.2 203.9
Interface Admin Oper Power Device Class Max

(Watts)

Fal/0/1 auto on 6.3 IP Phone 7910 n/a 15.4
Fal/0/2 auto on 6.3 IP Phone 7910 n/a 15.4
Fal/0/3 auto on 6.3 IP Phone 7910 n/a 15.4
Fal/0/4 auto on 6.3 IP Phone 7910 n/a 15.4
Fal/0/5 auto on 6.3 IP Phone 7910 n/a 15.4
Fal/0/6 auto on 6.3 IP Phone 7910 n/a 15.4
<output truncated>
= 2-41 show power inline interface ® 7 1 —JL K D&zEA
J4—ILF R
Admin EHE— K : auto, off. static
Oper BEE— R :

e on: ZET A ABRML S, BANEH I TWET,
o off : PoE M@ SN TWER A,
o faulty : BEEMRHP EIXZET A APREEORETT,

. power—deny BT A ADPBREINTWET A, PoE BEHTX 2200k
e, Ry MIDBRILINTEZEBET N AOFEREE B THNET,

Power PoE Ofitfa v » MK

Device MH SN ED X A 7 : n/a, unknown, Cisco powered-device, IEEE
powered-device. <CDP 7»5 D4, i >

Class IEEE 4374 : n/a, Class <0 ~ 4>

Available AT LAND PoE DK

Used A= MZE Y ETHNTWD PoE O

Remaining VAT LANTHR— MIEY B THER TV PoE % (Available - Used =
Remaining)
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show power inline W

BEaTUF avwyk EiBEA
logging event PoEA/ Xy boua¥r VA 3x—7 VI LET,
power-inline-status
power inline R L7z PoE K— b £7213 3T PoE K— hOENEHE— FEZEL
3P
show controllers JEEL-PoE 2 hu—F0L YA EEERLET,

power inline

Catalyst 3750 Rf yF av>F YI7LYR
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W show psp config

show psp config

VLAN EOREDT 1 b a VI L TRESA TN LB baL A =L T T s a DAT—4
A& FRAT HITIL. show psp config ¥k EXEC =2~ REEH L E 7,

show psp config {arp | dhcp | igmp}

BX DA arp ARP BLIWARP AX—E L /DT ha) A h—ATaTray ATF—HF Ak#
RLFET,
dhcp DHCP BEXUDHCP AX—tE /D7 u haj) A h—»h FaFrigy AF—HF X
EFRRLET,
igmp IGMP 3LV IGMP A X—bE v /D7 hal A h—h FasFray A5F—48 A
AFRRLET,

avY kR E—F ¥4 EXEC

av Y FERE yy—2x EEERT
12.2(58)SE Zoawy RBMEMEShE L,
1 WROFITIE, show psp config dhep =~ FOWM N Z R LU ET, ZIEEEN 1 M35 N7y &

ATHEEAry Ve Ry ThL5I7ahalr A=A TaT s va ryBERESNTVET,
Switch# show psp config dhcp

DHCP Rate Limit : 35 packets/sec
PSP Action : Packet Drop
BEIYUFR = S SiEA

psp {arp | dhep | igmp} pps value ARP, DHCP., £7/-13 IGMP 71 b =)L A h—LAh Fus 7
varEHFRELET,

show psp statistics Za hal A r—LTaT s varyBNRESNTOBEHEAIC,
ey 7SN ry hOBERRFLET,
clear psp counter Rey7SINTery "I %7 )T LET,
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show psp statistics W

show psp statistics

Taha A=A TaT I varPREINTVDIHAIL, $TOTr barizonT ey
INT=RT y FOEER AT HITIL, show psp statistics it EXEC =~ Fa2fEH L £,

show psp statistics [arp | dhep | igmp]

XD EREA arp (L&) ARP BLUNARP XX —E > 27D Fu v FENi= "7y hO¥EFRFLET,

dhcp (&) DHCP BLU'DHCP AX—E' > /D Ruy 7SNy hoFzFRRLE
‘é‘o

igmp (£E) IGMP BEXWIGMP A X —E > /D Fa vy X SNy hOBaxERLE
‘d—o

Ok E—F it EXEC

vy FERE Jyy—= EEHEM
12.2(58)SE Zoa<wy RRNBMEE LT,

0] WOFITIZ, DHCPIZH L TR haj A bh—Ah 7FaT 733 VRRESNTWSEED show psp
statistics dhep =2~ FOH I ZRLET, HATIE, I3EOAT Yy ER Ry IR EHRS
nNTnET,
Switch# show psp statistics dhcp
PSP Protocol Drop Counter Summary
DHCP Drop Counter: 13

EEa<TUF avwyk BL

psp {arp | dhcp | igmp} pps value ARP, DHCP, £72/XIGMP ®»~7'r hab A h—Lh BT/
arERELET,

show psp config FaRal A=A FaT I a yOREEZRRLET,

clear psp counter Fay7Z&ENnNRry voOIo 2 a7 )7 LET,
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M show sdm prefer

show sdm prefer

Switch Database Management (SDM) 7 > 7 L — MMZBT 51§ % £/~ T 521X, show sdm prefer
¥t EXEC 2~ REMALET,

show sdm prefer [access | default | dual-ipv4-and-ipv6 {default | routing | vlan} | routing
| vlan [desktop]]

ST EHBA access EE) ACLHDY AT A Y Y —A&ERRILT T T —haRRLET,
default (EE) BWREROY AT A VY —ADNRT AL bT 0T — b e&RL
ES N
dual-ipv4-and-ipv6  ({£3) IPv4 & IPv6 Oi i HR— 25727V T 7L —haeRRLE
{default | routing | 4,
vlan} e default: F 7 4L FOF 2T A Fr S L— FNEERERLET,
e routing : V=7 AT DT TN T T — b REERRLET,
e vlan: VLAN 727V 77 b — hREER R LET,
routing LE) V=T 4 v ROV AT A VY —=REERILTHT T — &R
~LET,
vlan (fE&) LAY 2VLAN OV AT A VY —REHRAETHT T L— L%
FRLET,
desktop ({E7) Catalyst 3750-128S 7 7' U #—% AL v FTHHAT, TAZ by 7 OT
VTV — b ERRLET, TOARAL v F T, desktop ¥—V— K& AN L
RWGE, TV TS L — ERERRENET,
vk E®E—F ¥ EXEC
oy FERE Jy—=2 EEEM
12.1(11)AX Zoawy RBMEMEShE L,
12.1(14)EA1 desktop ¥ — 7V — FBMS N E LTz,
12.2(25)SE dual-ipv4-and-ipv6 {default | vlan} ¥—7U — FAVBINSE LTz,
12.2(25)SED access ¥— 7 — KB ENE LT,
12.2(25)SEE routing 7 = 7V IPv4 B LW IPv6 7> 7 L— MO F—U— RANBEMSh

EREDHA R34

¥ L7,

sdm prefer 70— 3L 27 4 X alb—v gy awr Ra@HL, SDM 77 L— F2EH L8
Hlt, REOELAFICTHEDAAL v FE2 Y r— FTL0ENH Y 3, reload FiH EXEC =2+
v F& AT 5HNZ. show sdm prefer =~ K& AJ)7 5 &, show sdm prefer =~ Nz kb | Bl
EHERAL TS T 7= BE W) v — FRIZT VT4 7ICR DT v T L— b RERRENET,

HTFUTL— FTRRSNDESIL, KAHWIED Y Y —RCHBH 5 BB LT ORKIKICARY ET, MICR
ESNMIEDEBOBFI b Ko7, ERORFLERBEIHAND Y £,
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]

show sdm prefer

WROFITIL, show sdm prefer =~ FOHNZRLET, HFHFOT 7L — FRRENTVET,

Switch# show sdm prefer

The current template is "desktop default" template.
The selected template optimizes the resources in
the switch to support this level of features for

8 routed interfaces and 1024 VLANs.

number of unicast mac addresses:
number of igmp groups + multicast routes:
number of unicast routes:
number of directly connected hosts:
number of indirect routes:
number of policy based routing aces:
number of gos aces:
number of security aces:

1K
8K
6K
2K
0
512
1K

WOFEITIX, 77V 5 —5% 24 vF L TAJTIE 47 show sdm prefer routing =~ > RO 2R~ L E

R

Switch# show sdm prefer routing
"aggregate routing" template:

The selected template optimizes the resources in
the switch to support this level of features for

8 routed interfaces and 1024 VLANs.

number of unicast mac addresses:
number of igmp groups + multicast routes:
number of unicast routes:
number of directly connected hosts:
number of indirect routes:
number of policy based routing aces:
number of gos aces:
number of security aces:

1K
20K
6K
14K
512
512
1K

ROFITIZ, T A7 by 7 AL »F ETAJIE& 7z show sdm prefer routing =~ > ROH &7~ L E

B

Switch# show sdm prefer routing
"desktop routing" template:

The selected template optimizes the resources in
the switch to support this level of features for

8 routed interfaces and 1024 VLANs.

number of unicast mac addresses:
number of igmp groups + multicast routes:
number of unicast routes:
number of directly connected hosts:
number of indirect routes:
number of policy based routing aces:
number of gos aces:
number of security aces:

1K
11K
3K
8K
512
512
1K

WOBITIE, TAZ by 7 AL v FICATI ST show sdm prefer dual-ipv4-and-ipv6 default =~

Y ROHNNERLET,

Switch# show sdm prefer dual-ipv4-and-ipv6é default

"desktop IPv4 and IPv6 default" template:

The selected template optimizes the resources in
the switch to support this level of features for

8 routed interfaces and 1024 VLANs.

number of unicast mac addresses:

2K

number of IPv4 IGMP groups + multicast routes: 1K

Catalyst 3750 XA yF av v F
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M show sdm prefer

number of IPv4 unicast routes:

number of directly-connected IPv4 hosts:
number of indirect IPv4 routes:

number
number
number
number
number
number
number
number
number

WOHTIE, LT L— %

of
of
of
of
of
of
of
of
of

IPv6 multicast groups:

directly-connected IPv6 addresses:

indirect IPv6 unicast routes:
IPv4 policy based routing aces:
IPv4/MAC gos aces:

IPv4/MAC security aces:

IPv6 policy based routing aces:
IPv6 gos aces:

IPv6 security aces:

a<wr RO hERLET,

Switch# show sdm prefer

The current template is "desktop routing" template.

The selected template optimizes the resources in
the switch to support this level of features for
8 routed interfaces and 1024 VLANs.

number of unicast mac addresses:

number of igmp groups + multicast routes:
number of unicast routes:

number of directly connected hosts:
number of indirect routes:

number of gos aces:

number of security aces:

On next reload,

3K

1K
11K
3K
8K
512
1K

3K
2K
1K
1K
2K
1K

512
1K
0
510
510

REL, FRYVr—=RFLTWRWZA v F ETO show sdm prefer

template will be "desktop vlan" template.

BBEav> K avwyk

SiBA

sdm prefer

SDM 77 L — %, V—TF 47 F7IiZ VLAN OV YV — R & KRIZ
EATAEIICKRE, T74V 8 7o 7L — b a2fEHT 5 L) ITRE.

T 2TV IPVA/IPV6 7 7 L — R EBIRT A LI ICRE, EET A7 ~y
T TV =2 T L= FEBERTALIICRELET,
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show setup express M

show setup express

Express Setup E— KW AL v FTT 7T 4 TnE D h&FRT 5IZ1E. show setup express £
EXEC =~ R&EfHALET,

show setup express

BEXDA Zoawr PR, BIBERRF—T—FIEHY EHA,
TI+IE F7 AN MIEZRSNTOER A,
OV kR E—F it EXEC
vy FERE Jyy—= EEHEM
12.1(14)EA1 Zoavry RRBMEnE LR,
fl WOFIL, show setup express =~ > FOH 2R L TWET,
Switch# show setup express
express setup mode is active
BEaYUF avwyk BL
setup express Express Setup E— F& A Rx—7 M LET,

| OL-26659-01-J
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M show spanning-tree

show spanning-tree

A= 7 ) —OIRBEG & £ 7T 5 121%. show spanning-tree =~ > % EXEC £— F T L
3

show spanning-tree [bridge-group | active [detail] | backbonefast | blockedports | bridge
| detail [active] | inconsistentports | interface interface-id | mst | pathcost method |
root | summary [totals] | uplinkfast | vlan vian-id]

show spanning-tree bridge-group [active [detail] | blockedports | bridge | detail [active]
| inconsistentports | interface interface-id | root | summary]

show spanning-tree vlan vian-id [active [detail] | blockedports | bridge | detail [active] |
inconsistentports | interface interface-id | root | summary]|

show spanning-tree {vlan vian-id | bridge-group} bridge [address | detail | forward-time
| hello-time | id | max-age | priority [system-id] | protocol]

show spanning-tree {vlan vian-id | bridge-group} root [address | cost | detail |
forward-time | hello-time | id | max-age | port | priority [system-id]

show spanning-tree interface interface-id [active [detail] | cost | detail [active] |
inconsistency | portfast | priority | rootcost | state]

show spanning-tree mst [configuration [digest]] | [instance-id [detail | interface
interface-id [detail]]

X DEREA

bridge-group ER) 7V oY IN—T7FSEEELET, HETX HHMIX 1 ~
255 T,

active [detail] L) TIT AT AV E—T oA ADANR=L T V) — R T %%
R LUET (UM EXEC B— NOBAT I EATTEE).,

backbonefast (&) A= v U — BackboneFast AT —# 2 &#FRLET,

blockedports (fER) 7ay &R — FotERaR-LET FiH EXEC £E— R

DEETZTHER AR .

bridge [address | detail | ((£%) ZDAA v FORAT—ZABLOBRELZR T LET (713
forward-time | hello-time | > % —7 — N34 EXEC ©— FOBE I HHATEE)

id | max-age | priority

[system-id] | protocol]

detail [active] EE) A& —7 oA AMFROFEMY~ Y —2 KR LET (active
F— U — R34 EXEC & — ROBFE LT HHAHE) .,

inconsistentports UEE) FET2R—FoOFRERRFLUET (B EXEC T — RO5E
TZFAEHFTRE) o

interface interface-id ) BEINFEA VI —T oA ADANR=L T V) —(EREFERL

[active [detail] | cost | £ (portfast 35 L U state LIS DT X TOAF 7 T 3 i35 EXEC

detail [active] | T— ROBPALTHEAFRE), K1 F—T = A AL, AX—ATK

inconsistency | portfast| Yo TANLET, A V¥ —T = A AOFMFIIAN TEEHA, HH72
priority | rootcost | state] (¥ —7 A 2L L Tik, WHEAK— b, VLAN, ®— bk FyrxLipd

BHYET, FEETE S VLAN #iPHiZ 1 ~ 4094 TH, A—F Fr L
#iPHIX 1 ~ 48 TT,
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show spanning-tree W

mst [configuration
[digest]] [instance-id
[detail | interface
interface-id [detail]]

({-&) Multiple Spanning-Tree (MST) DU — 3 VREB L UNRA T —
A A%FARLET (B EXEC T— ROBAT T ATEE),

F—U—FOEKRITKRD LIV TT,

o digest: (fEE) BI/ED MST &% ID (MSTCI) (Z& £ 5 MD5 &
AV AMERRLET, 1 DIIREEZA v F0 b9 1 DITFEATHE
ALy TFHO 2 ODORMELT A V= A BRI NET (FrkE
EXEC £— FOBEE T HEMAEE) .

IEEE EH#EDO LD 7= DIZHEMHFEN B H S, txholdcount 7 1 —
)V RBINENE Lz,

BRR— A LW~ AZ — a—LRERENET,

IEEE 7Y v V3R — M TIEYE BPDU 2515 L72B 6.
pre-standard F721% Pre-STD £\ 5 FFENFREINET,

AR— FAEATEENE BPDU 234592 KO IR E S, R— K THAT
1E#E BPDU M55 Svie o 7o & & | pre-standard (config) 721
Pre-STD-Cf &5 HIEENF RSN ET,

JEATHEYE BPDU #3422 X O ICHRE SN TWARWR— h THITHE
# BPDU M348 SN T=5E . pre-standard (revd) £7-13
Pre-STD-Rx &\ 95 HFENFERINET,

THREEFERBEBER— P TZEINLEE, BER— BT+
T—F 47 AT — MIEBZMRENTIEIND £ T, dispute 7
FINRRINET,

e instance-id : 1 DDA L AEZ LA ID, FNENZ A T TR -
72 1D O#ipH, /23 h o~ TR >7-—HD ID 2R ETE £,
HECE2HMAIZ1 ~ 4094 TF, HERESINTVDHA LV AHX
ABNERINET,

* interface interface-id : (L) HAEpA v 2 —7 =4 A2, Y
A— bk, VLAN, BLOF—F FyrxABEENET, IBETED
VLAN #iPHIZ 1 ~ 4094 TF, R— F F v xA#AIZ 1 ~ 48 TT,

o detail : ((EE) AV AX U RAENFA VF —T = A 2AOFEMIER %
FRLET,

pathcost method

(EE) 77NV EFORR ax bR EFRRLET F#H EXEC £— K
DA T E A FEE) .

root [address | cost | detail
| forward-time | hello-time
| id | max-age | port |
priority [system-id]]

EE) V—h AA v TFDAT—FABLVOHRELZFRLET (T
DX —U— FI4HE EXEC E— ROBA T TEHTHE),

summary [totals]

(&) A—bMREOY <) —, FHEFA= T V) — 2T —F &S
g VOMITE R F R UET, IEEE Standard &\ 9 EElL. AA v F B
THEITENTWNWS MST XN—2 g 2B LET,

uplinkfast

(f£&) A= 7 vVJ— UplinkFast A7 — % A% &R RLET,

vlan vian-id [active
[detail] | backbonefast |
blockedports | bridge
[address | detail |
forward-time | hello-time |
id | max-age | priority
[system-id] | protocol]

UT5) FEESh?E VLAN DR =27 V) —EREFALET (F—
U — RO—#I384E EXEC £ — ROBA A TTHE), VLAN ID %
BFCHBI &7 1 20 VLAN, #hEhE A 7 TCXRE -7~ VLAN
FH, FRE A~ TR -2 —#O VLAN 2fiE CT& £¥, HET
x DHEPHIT 1 ~ 4094 T,
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M show spanning-tree

avY kK E—F o —# EXEC
HkE EXEC
avy FEE yy—=x EEEM
12.1(11)AX ZToavy RABMENE LT,

12.1(14)EA1

mst ¥ —U—RBIXOA T arRnNEMESnELE,

EREDHA R4

é nij‘o
i WDFITIX, show spanning-tree active =~ RO N EZ R L ET,
Switch# show spanning-tree active
VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 32768
Address 0001.42e2.cdd0
Cost 3038
Port 24 (GigabitEthernet2/0/1)
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 49153 (priority 49152 sys-id-ext 1)
Address 0003.£d63.9580
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Aging Time 300

Uplinkfast enabled

Interface

128.24  P2p

Gi2/0/1

Role Sts Cost

Root FWD 3019

<output truncated>

Prio.Nbr Type

WOFITiE, show spanning-tree detail =~ > FOH &R L ET,

Switch# show spanning-tree detail
VLANOOO1l is executing the ieee compatible Spanning Tree protocol
Bridge Identifier has priority 49152,

sysid 1, address 0003.£d63.9580

forward delay 15

Configured hello time 2, max age 20,

Current root has priority 32768,

address 0001.42e2.cdd0

Root port is 1 (GigabitEthernet2/0/1),

cost of root path is 3038

Topology change flag not set,

detected flag not set

Number of topology changes 0 last change occurred 1dl6h ago

Times:

hold 1, topology change 35, notification 2

hello 2, max age 20, forward delay 15
Timers: hello 0, topology change 0, notification 0, aging 300

Uplinkfast enabled

Port 1 (GigabitEthernet2/0/1) of VLAN00O0l is forwarding

Port path cost 3019, Port priority 128,

Designated root has priority

32768, address 0001.42e2.cddO

Designated bridge has priority 32768, address 00d0.bbf5.c680

Designated port id is 128.25,

designated path cost 19

Timers: message age 2, forward delay 0, hold 0
Number of transitions to forwarding state: 1
Link type is point-to-point by default

BPDU: sent 0, received 72364

Port Identifier 128.24.

vian-id B ABW LB, TXTO VLAN DA R=2 7 V) — 4 VAZ R IZa<wy RAREH
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show spanning-tree W

<output truncated>

W OFHICIE, show spanning-tree interface interface-id =~ RO N ERLET,

Switch# show spanning-tree interface gigabitethernet2/0/1
Vlan Role Sts Cost Prio.Nbr Type

VLANOOO1 Root FWD 3019 128.24 P2p

Switch# show spanning-tree summary

Switch is in pvst mode

Root bridge for: none

EtherChannel misconfiguration guard is enabled
Extended system ID is enabled

Portfast is disabled by default
PortFast BPDU Guard 1is disabled by default
Portfast BPDU Filter is disabled by default

Loopguard is disabled by default
UplinkFast is enabled
BackboneFast is enabled

Pathcost method used is short

Name Blocking Listening Learning Forwarding STP Active
VLANO0O1 1
VLANO00O02 3
VLANO0O4 3
VLANO0006 3
VLANOO31 3
VLANO0032 3
<output truncated>

37 vlans 109 0 0 47 156
Station update rate set to 150 packets/sec.

UplinkFast statistics
Number of transitions via uplinkFast (all VLANs) : 0
Number of proxy multicast addresses transmitted (all VLANs) : 0

BackboneFast statistics

Number of transition via backboneFast (all VLANSs)
Number of inferior BPDUs received (all VLANs)
Number of RLQ request PDUs received (all VLANs)
Number of RLQ response PDUs received (all VLANs)
Number of RLQ request PDUs sent (all VLANs)
Number of RLQ response PDUs sent (all VLANs)

O O O O O O

W OFITIX, show spanning-tree mst configuration =~ > NOH N ERLE T,

Switch# show spanning-tree mst configuration
Name [regionl]

Revision 1

Instance Vlans Mapped

0 1-9,21-4094

1 10-20

W OFTiX, show spanning-tree mst interface interface-id =~ > RO IZ R L ET,

Switch# show spanning-tree mst interface gigabitethernet2/0/1
GigabitEthernet2/0/1 of MST00 is root forwarding
Edge port: no (default) port guard : none (default)

Catalyst 3750 Rf yF av>F YI7LYR
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M show spanning-tree

Link type: point-to-point (auto) bpdu filter: disable (default)
Boundary : boundary (STP) bpdu guard : disable (default)
Bpdus sent 5, received 74

Instance role state cost prio vlans mapped
0 root FWD 200000 128 1,12,14-4094

WOBITIL, show spanning-tree mst 0 =~ > FOHAZRLET,

Switch# show spanning-tree mst 0

####44# MSTOO vlans mapped: 1-9,21-4094

Bridge address 0002.4b29.7a00 priority 32768 (32768 sysid 0)

Root address 0001.4297.e000 priority 32768 (32768 sysid 0)
port Gil1/0/1 path cost 200038

IST master *this switch
Operational hello time 2, forward delay 15, max age 20, max hops 20
Configured hello time 2, forward delay 15, max age 20, max hops 20

Interface role state cost prio type

GigabitEthernet2/0/1 root FWD 200000 128 P2P bound (STP)

GigabitEthernet2/0/2 desg FWD 200000 128 P2P bound(STP)

Port-channell desg FWD 200000 128 P2P bound (STP)

BREaTV R avwUF Bl

clear spanning-tree counters ANR=Z TV —DAT BT VT LET,

clear spanning-tree detected-protocols 7o N BT et 252 FHELET,

spanning-tree backbonefast BackboneFast g4 1 r—7 LI LET,

spanning-tree bpdufilter A ' H—7 x4 X TD Bridge Protocol Data Unit
(BPDU; 7 U vy Fu hal F—4% 2=y ) O%%[E
BEEIELET,

spanning-tree bpduguard BPDU #%f5 L7z A ¥ —7 = A A% errdisable A
T—hMILET,

spanning-tree cost AN= 7Y —OFREITENT /32 a2 M ERIEL
\i ‘j‘o

spanning-tree extend system-id PRV AT L ID BREE A X — T I L ET,

spanning-tree guard BIRSNTA U F—T = A ZTHIET DT TD VLAN

Zxt LT, v— bk H— N EEE =3V —7 I — NEiE %
A FZ—T Iz LET,

spanning-tree link-type ANR= T IV =R T U—F 4 AT — M@
TTHE50 77 b Voo 24 7REE EEEL
ES AN

spanning-tree loopguard default H—hHmY) 7 OFRKERAEEICL > TRFER— %
i — bk F—EREEFR—FE LTEAINLRZNE D
W LET,

spanning-tree mst configuration Multiple Spanning-Tree (MST) U —Y a3 v &% ET D
7ZHOMST a7 4 Xal—vary T— N2 LE
D

spanning-tree mst cost MST OFHFEIHHAT /2 a2 &R ELET,

spanning-tree mst forward-time F_XTOD MST A > AH 2 AT DU THEIE AL R % 5%
ELET,

spanning-tree mst hello-time JN—hZAAf v F a7 4 F¥al—rar Ayvb—UN0

%159 % hello BPDU ORIREZRELE T,

Catalyst 3750 R4/ yF a2 F YI7L VR
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show spanning-tree W

=1 Bl

spanning-tree mst max-age AN T I Y= B— bk AL v FNERA -V EF%
BT oMFEERELET,

spanning-tree mst max-hops BPDU #BEFE L TA v ¥ — 7 = A AFITHRFEL T2 1E

WA HBRONICTEETHO, MST U —2 3 o TORy 7
A hNERELET,

spanning-tree mst port-priority AE—T 2 AR TITAFT VT 4 R ELET,

spanning-tree mst priority WBELEAR=Z T VYV — ALV AFVADAA v F 7
FAFV T4 ZRELET,

spanning-tree mst root Xy NU—27 OERIZESNT, MST b—h A1 v F
DTTAFV T A BLIOIAv—FRELET,

spanning-tree port-priority AVE—T 2 A RATTAFT VT 4 ERELET,

spanning-tree portfast (72—, 22> PortFast x5 A > % —7 = A A ETBPDU 7 4 L& VU v

T4X¥2l—vay) 7 HREE 7213 BPDU W — FiRER 70—/ LS A R —7

MZT DB, ERETRTORRNT T S F—T = A
A C PortFast f§E% 1 X —7 LI LET,
spanning-tree portfast (> ¥ —7 A HEDA L F—T7 =24 ABILOET DT TH VLAN
AarvZ4Falb—a) =T, PortFast #REAZ A R —7 VI LET,
spanning-tree uplinkfast Vo7 T3 AL v FIEENR S LHE. 23 A=
Y7 VU =BHBMICHRESNIZEAIC, Frivr—
b AR— MEFEREMCERIRTE X ICLET,
spanning-tree vlan VLAN By TAR= 7 Y V=R ELET,

Catalyst 3750 Rf yF av>F YI7LYR
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Hl show storm-control

show storm-control

AA T ERIRESNTEA L F—T 2 ALET, 7e—FR¥x A b, v LFF¥ A+, Fhida=
Xy AN A M—ALHIHORELEFRRLIZD, A b—2HflEEZZRRLZY T 5121, show
storm-control =~ K% EXEC £=— FCEH L £,

show storm-control [interface-id] [broadcast | multicast | unicast]

¥ESTEHEA interface-id GE) (LR WER—IDOA B2 —Tx2AZXID (BA T, AZ T AL,
EVa—N, F—  EFEET)

broadcast (FE) 77— R¥¥ A M AR—ALXVMEREEZERTLET,
multicast ULE) v VFX ¥ AN AP —ALXVWMEREEZERLET,
unicast UEE) 2=% ¥ A M A P—ALLEVWVERELXFZLET,
| begin EE) expression & —BT 51T bR RERFMBLET,
| exclude ({EE) expression & —ET DT RN OERINL E T,
| include (E3E) $87E Sh/z expression & —8T DT 2 RRICEDET,
expression SHARA v N LTHERT 2 N0 CFHITT,

AT FE—F =—% EXEC
H:#E EXEC

av Yy FERE Jy—=x EEERT
12.1(11)AX COawr RABMELE L,

EREDHA R4

]

interface-id # AN1T 5 &, FRESNTA L EZ—T 24 ZADA F—LHIH LS WESFTRSNET,

interface-id # AJJLIRWEE, AA v F EOR— T XTDONT T 4w 7 ZBATORENRRINE
B

NI T 47 BATEANLBVEGRIE, 7 —R¥y AN A F—LHIHORENRTTENET,

WOFTIX, F—U— FE&HEEETIZAT L7 show storm-control =~ > FOHITDO—EE R L £,
o7 497 ZATOXF—=U—=RKBANTINTRWEZD, 7a—RKdxy A b A=A ORENF
IRENET,

Switch# show storm-control

Interface Filter State Upper Lower Current
Gil/0/1 Forwarding 20 pps 10 pps 5 pps
Gil/0/2 Forwarding 50.00% 40.00% 0.00%

<output truncated>
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show storm-control

WO TIX, FBEENZA % —7 =14 AD show storm-control =~ FOHEZRLET, +7
T4 ZATDF—U—RKPRANEINTHRWEH, 77— KXy A M X M—LAIEORENRE RS
nEI,

Switch#Switch# show storm-control gigabitethernet 1/0/1
Interface Filter State Upper Lower Current

Gil/0/1 Forwarding 20 pps 10 pps 5 pps

#F 2-42 12, show storm-control DH /) TR RINDT 4 —/V FOFGHZRLET,

= 2-42 show storm-control ® 7 1 —JL KDRA
Z4—ILF By
Interface A B —T 2 A ADID #F R LET,
Filter State TANEDAT—HARFRRLET,
* blocking : A h—AHlEIEA X —T L THY | A F—LBHAEL TN
i‘j‘o
o forwarding : A h—AHIENEA X—T L THY, A F—AFFEAELT
WEH A,
e Inactive : A b — AL T 4 E—7 LT,
Upper RS LSV AR ATRE A R HHRIE O X — 2 7 — T & LT, HR oS
gy NEERIIEROY Y FMETERLET,
Lower TERBNH L EFIH AR AR o S—k T —TUE LT, o
o MEERIIEROY Yy PEETERRLET,
Current Tuo—REX¥Y AN NT 74w P EITHREESNTZ N T T 4 v ZAT (T
B— ¥y A RM, vAFF¥y XL, 2=Fr X)) OmlkigoEHRE
FIAATRE R R IE DN\ —F v T — VU THERLET, D7 4 —/L R,
Z = LHINA =T IV DHEE T T E T,

avwyk HL

storm-control ALy FIT A —RFr AP, wLFFX AR, BEOZ=F ¥ Ak A h—
L LRV 2 BE L ET,

| OL-26659-01-J
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Hl show switch

show switch

AR T AUNETIEIAAL vF AX v 7 (ZBE# LI &2 £ Rr9 51213, show switch =~ K%
EXEC £=— R CEMA L £,

show switch [stack-member-number | detail | neighbors | stack-ports[summary] |
stack-ring activity [detail] | speed]

WX O stack-member-number — (fE:3%) HHE &7z A o AOWHAE RN LET, HETE HHMIL 1T ~9
<
detail (FEE) A% v 7 Uo7 O #ERRLET,
neighbors (EE) 2 v/ BEOXA N—2FRLET,
stack-ports (LE) 24 v 7 2KOH— MERERRLET,

stack-ports [summary] ({:&) StackWise ¥ —7 /L DEE, A X v 7 Vo7 AT —FZ A BIW
N—T RNy AT —HA%FRLET,

stack-ring activity ER) A¥ v 7 VTR EEINTZT b—2a 8w, AU NBEALTERL
[detail] F9, AF v 7 VT ZfeFa—, BLWASICIZEEINDE T L—2A
Ba A U NBALTRRT HI20E, detail ¥—T— REEHLET,
stack-ring speed EE) A¥ v 27 Vo7 OREERRLET,
| begin UEE) expression & —BT 2170 LR REZMAIBLET,
| exclude (ER) expression & —HT DT BRDPLERIN L E T,
| include (L&) $87E Iz expression & —HT 2T FRIZEDE T,
expression ZHAA N LTHERT 2 HIINOIFHITT,
avYkFE®E—F  =—#EXEC
e EXEC
vy FERE J1y—=x EEEM
12.1(11)AX oawy RBEMEE L,
12.1(14)EAL1 #FoR73, Switch Database Management (SDM) @ 3 2~ » F & de & H 4k
RINE LT,
12.2(20)SE KRN, Treva=r IERVEL RO IEESE L7, stack-ring
activity [detail] ¥ — U — RGBSV E LT,
12.2(50)SE FoRM, StackWise 7 —7 /v, V7 BLUOAM—T Ry 7 EREEGT LD

JEE &3 E L7z, stack ports [summary] $—7— R2BIMEE L7,

BREODFARSAY —oa<vr FTCIE, kORAT— MRERINET,
e Waiting : A4 v FITEEBH T, AX v 7 NICHLMDOAL v FRLOBEEFHF-TVET, A
A YTFITELEARAEZ T v AFZ—=THHNEIDEHR L TWEREA,
AH 7 v A —BHIZBIM L TWRWAZ v 7 A NE, AX v < AKX =38 S N
T& %% T Waiting A7 — hDEETT,
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Ll

show switch W

Initializing : 2 A v FNZEDAE v v AZ— AT —FRZHMLE LT, A v TFHRAE v

TAE—TRWESE, COAAL v FITAZ v v AE =LV AT A L LB, V& —T =

AA LNV OREEZZFLTCoa— FLTWET,

Ready : AV SBRUAT A L_LBLOAS v H—T oA A2 L-ULOBREOE—REET L, b7

T4 P EHRETEDLIITRoTNET,

Master Re-Init : ¥~ A X —DOFRE T, BB A AR AZ —ICRBHEINTZEZEDORAT— N,

LWSAF —RNZOREEFOWLLTVET, ZORAT— R MI, LW~ AX—FFICEASh
iﬁ‘o

Ver Mismatch : Version-Mismatch €— KD A1 »F, Version-Mismatch &— Ri&, X% v 72
ALTWDBRARAL v FIZ, vAZ =L TR b AE vy Tabhal A F— "=V a FEEVnbHb

SDM Mismatch : Switch Database Management (SDM) I A< > E— RDZXA v F, SDM 3
A=y FIE, AL —THITL TS SDM 7 FL— F & AU ARYR— K LTWARNIREET

7

Provisioned : FRTRESNTZAAL v TN, RE YT DT I T 47 AUNIZRABFDAT— M, £
T AE v 7 AUARAE I DBPLRLIZHOAT— R, b Va7 INEAAL vFT
I, MAC 7 RLABIOT T4 AV T 4 FZIL, WIT0 EERRINET,

EEH DR N (v R F—%ET) OREMZRAT — FEBIX, Waiting -> Initializing -> Ready T3,

T AL —BBITT R Z =TI D A U NDORERR AT — FER T, Ready -> Master Re-Init -> Ready
T,

Version-Mismatch &— FD A L SONREN 2 27— FERIL, Waiting -> Ver Mismatch T3,

ALy 72T R EY a =y T ENTAL vy FRET D008 0 e il 4 51213, show switch =2~ >
K% fEH T £, show running-config 3 L " show startup-config #i# EXEC =2~ > N TlX, Z®
HHRITRE ST A,

K MAC 7 RLARA F—T NI > TWAHHE, A ¥ v 7 D MAC-persistency wait-time & &R
ShET,

WOFITIZ, A&y 7OY <) —fFRzrLET,

Switch# show switch

Current

Switch# Role Mac Address Priority State

6 Member 0003.e31la.1e00 1 Ready

*8 Master 0003.e31a.1200 1 Ready
2 Member 0000.000.0000 0 Provisioned

WOFITIEZ, AZ v 7 OFEMEREZRLET,

Switch# show switch detail
Switch/Stack Mac Address : 0013.c4db.7e00
Mac persistency wait time: 4 mins

H/W Current

Switch# Role Mac Address Priority Version State
*1 Master 0013.c4db.7e00 1 0 Ready
2 Member 0000.000.0000 0 0 Provisioned
6 Member 0003.e3la.1e00 1 0 Ready
Stack Port Status Neighbors
Switch# Port 1 Port 2 Port 1 Port 2
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Hl show switch

1 Ok
6 Down Ok None

WOFITIE, A6 DY~ —1FRERLET,

Switch# show switch 6

Switch# Role Mac Address

6 Member 0003.e31a.1e00 1

Priority

WOBPITIEZ, A¥ v 7 DA N—ERERLET,

Switch# show switch neighbors

Switch # Port A Port B
6 None 8
8 6 None

WROFITIE, AZ v 7 K= MEREZRLET,

Switch# show switch stack-ports

Switch # Port A Port B
6 Down Ok
8 Ok Down

State

7 2-43 12, show switch stack-ports summary =~ > RO %R LET,

Switch# show switch stack-ports summary

Switch#/ Stack Neighbor Cable Link Link Sync # In
Port# Port Length OK Active OK Changes Loopback
Status To LinkOK
1/1 Down 2 50 cm No NO No 10 No
1/2 Ok 3 1m Yes Yes Yes 0 No
2/1 Ok 5 3 m Yes Yes Yes 0 No
2/2 Down 1 50 cm No No No 10 No
3/1 Ok 1 1m Yes Yes Yes 0 No
3/2 Ok 5 1m Yes Yes Yes 0 No
5/1 Ok 3 Im Yes Yes Yes 0 No
5/2 Ok 2 3 m Yes Yes Yes 0 No

& 2-43 show switch stack-ports summary 23> FOH A
J4—ILF B
Switch#/Port# A U NFF & F D StackWise R — hEH,

Stack Port Status

e Absent : StackWise ;"— b Tl — 7 Vit
HEnTnEtdi,

e Down: 7 —7 AN IE L2, B
HEHDRA N—=REE L TV,
StackWise " — F 37 4 B—T /272> T
£7,

o OK: Z7r—7 Wi &, #EREFEADRA
N—NEFHLTVET,

Neighbor

StackWise 7 —7 /LD — O H DT 7T 4
T RAUNRDAA v TFHE,

l_Catalyst3750 R4 v F IV F YI27L 2R

OL-26659-01-J |



| £2% cCatalyst 3750 4 ¥ F Cisco I0S a<w > F

show switch W

& 2-43 show switch stack-ports summary a7 > FOHEH (FE)
J4—ILE BieA
Cable Length A7 E ST 50cem, 1m, £/ 3m TY,

AA v FNTr—TNVOESERETERVGEES
X, MBI no cable ({2720 £3, 7r— 7 V3 BEft
SHhTWARW, Uy 7 MEEETE 2R\ ATREME A
HYFET,

Link OK T, VIR EELTWAENE I ERLE
S

Y2 DEFMEL, FANRN— AL vTF LD
StackWise " — b T,

e No: Ur7 OMFMIX, &A— hrbES7R
Fahanl Ave—UEZELET,

e Yes: U7 OMFMIL, N— 2o HG2070
Fahal Ayve—UEZELET,

Link Active ZhuE. StackWise IR— 23 Y v 7 OFFFI & [F

CAT— Mo TWDEINEIDERLET,

e No:  R—HFIV v Z7OMFACHrT T 4 v

JEERETEETA,
e Yes: A— NIV I7OMFMZNT 7 4 v
JEREETEET,
Sync OK e No: U» 7 OMPMIL, StackWise R — K
T a bal Aye—UEERELE
A,

o Yes: U7 OMTMIZ, A— AR
ohagl Aob—UEEELET,
# Changes to LinkOK ZhiE. V7 O ZEEE R LET,

R CEHEOERENMToNHG/IE, V7o

T TBRRAETLZENHD ET,

In Loopback e No: A NEDDH7R<ESL T DD
StackWise 7~ — M ZHEfE % & D StackWise
=T H Y ET,

e Yes: AN EDED StackWise v — T
b, B D StackWise & — 7 Liddh 0 F
A,

WOBITIX, AE IV TOT 7T 4T 4 OFEMERZRLET,

Switch# show switch stack-ring activity detail

Switch Asic Rx Queue-1 Rx Queue-2 Rx Queue-3 Rx Queue-4 Total
1 0 2021864 1228937 281510 0 3532311
1 1 52 0 72678 0 72730

Switch 1 Total: 3605041
2 0 2020901 90833 101680 0 2213414
2 1 52 0 0 0 52

Catalyst 3750 Rf yF av>F YI7LYR
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Hl show switch

Total frames sent to stack ring : 5818507

Note: these counts do not include frames sent to the ring
by certain output features, such as output SPAN and output

ACLs.
BREOYV R avwyk St

reload ANy —RL, REODEREZEHEMILET,

remote 2~ N TARTCELFBESINTZA L ARNEE=F Y T LET,

session BEDA L NIZIT 78 ALET,

switch AUNNDTTAFY T 4 fEEEELET,

switch provision HLWAL T NRAE y ZIZMAT BRI, Yebeya=vr7LET,

switch renumber AUNFEEEEELET,

Catalyst 3750 R4/ yF a2 F YI7L VR
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show system mtu W

show system mtu

ra—rigKigiEaxr =y b MTU), E7EAA v FORKRAT v b A AREEZRTT DITIE,
show system mtu f7#£ EXEC =2~ > R&HEH L ET,

show system mtu

BXXniA Zoawy R, BIEEREF—T— RiEh Y A,
avykE—F #HE EXEC
avy FBE yyy—= EEEH

12.1(11D)AX oo~y RREMENE L,

EREDAHA R34y

Bl

system mtu ¥ 72 1% system mtu jumbo /' 01—/ )L 27 4 ¥ al— 3y avwr FEHEHLTMTU
DREEELE LGS, A4y TFE2 Ty PLARWVIERY . FHLOBEEITADIRD EHA,

A7 5 MTU 1% 10/100 Mbps TEMET 2R — &, Y AT L Py o AMIUIEFHEY F R—F &
ZHRLET, VAT A NAN—T 4T MTU INV—7T v R K— 2R LET,

WOFITIL, show system mtu =~ > FOHHZEZRLET,

Switch# show system mtu

System MTU size is 1500 bytes
System Jumbo MTU size is 1550 bytes
Routing MTU size is 1500 bytes.

avwyr BLZ
system mtu Ty AM A=Y Ry b HF b FVTEY b A—=F o FF-F, £Z
N—T v R A—hrDMTU A4 XEZHELET,
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W show udid

show udld

T RTCOR— FF 723 E SN 7= K — k@ UniDirectional Link Detection (UDLD; B 5 Y > 7 #iH)
BHAT =X ABIVCEMERAT — X X% FK T 5121d, showudld =2~ > K% EXEC £— RTCHEHL
E3

show udld [interface-id]

- 3 dDE 1] interface-id (EE) A2 —Tx24ADID BXOKR— ESTT, AR A ¥ —
T xA AZiE, WER—FE VLAN A& ENn T, fEETE 5 VLAN #
FiE 1 ~ 4094 T,
av>Y kK E—F 2 —+# EXEC
¥+ EXEC
avy FERE yyy—=x EEEM
12.1(11HAX Zoawr RBNBMENELE,

EREDAA FS54>

]

interface-id “ NJJ LI WVGEIL, TXTOA 2 F—7 =2 A ZDOER LB L VNEMH Lo UDLD A7 —#
ANRRINET,

WOFITIX, show udld interface-id 2~ > FOWHZRLET, ZZ Tk, UDLD 1LV 7 Offils T
AR =T NVICHEESNTWT, V7 BRGMTHDZ &% UDLD Bt L EJ, £ 2-44 12, 2o
HTERENDL T A —IL FOFHAEZRLET,

Switch# show udld gigabitethernet2/0/1
Interface gi2/0/1
Port enable administrative configuration setting: Follows device default
Port enable operational state: Enabled
Current bidirectional state: Bidirectional
Current operational state: Advertisement - Single Neighbor detected
Message interval: 60
Time out interval: 5
Entry 1
Expiration time: 146
Device ID: 1
Current neighbor state: Bidirectional
Device name: Switch-A
Port ID: Gi2/0/1
Neighbor echo 1 device: Switch-B
Neighbor echo 1 port: Gi2/0/2
Message interval: 5
CDP Device name: Switch-A

Catalyst 3750 R4/ yF a2 F YI7L VR
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showudid W

x® 2-44 show udld ® 7 1« —J)L KDERA
Z4—ILF B
Interface UDLD IZRESNT=a— I TRAL ZADA v HZ—T = A A,

Port enable administrative
configuration setting

A— K To UDLD D& EHE, UDLD 34 2 —T7 NVERIETT «
=T NS, R— DA F—TLAREITEHR LOA x—T L 2
T—hERUTT, ENDUHOEHE, A X —T NVENERTEIX, 7
0= U =TIV EIL L o TR E D 97,

Port enable operational state

ZOAR—FTUDLD BEEIZHEEH L TV D20 E D iR #ifER
T— b

Current bidirectional state

Vo7 ORFBMAT— b, V77BN ZorLT0ah, £i2d
UDLD JEXfIT /31 AR SN TV 554 1%, unknown A7 —
rNFRENFET, U723 UDLD finT 23 A A2 &0 N
i STV B AT, bidirectional 27— FRFERENE T,
TOMDENRERINTWVEEAIEL, ELLBRINTHETA,

Current operational state

UDLD 27—k ¥V OBIED T = — X, @EOMHE Y > 7 O
BA, <03, AT —F Y UET RARE AR 72— AT,

Message interval

0=V TNAANLT RRNEA X Ay — V%G1 DHE,
BT T,

Time out interval

MY 0 Rz, UDLD 3R A /X — TA AN Bb DT a—%
T DI (B),

Entry 1

BHIOF¥ v v o 22 M) OF#R, ZOTY hUITE KA S0
bEESNTa—fFROav—EMSnET,

Expiration time

IOFx va 2 b OMIRMEIND ETOMFRFE (),

Device ID

FA = FA 2D 1D,

Current neighbor state

FAN—DBIED AT — k. B—H L F A 23 L ORA A—d
DT UDLD 2#EH EB VB L TWDHEE, R4 /N— AT —
FBEOE—HL 2T — NERFFTE, Vo 2R/F 7 LTS
A, EFEFRA A= UDLD RHE TAVES, ¥ vz = b
VIR SRR A,

Device name

HELETIIRAN—=DYV AT A V) T ES, BELDRESN
TWARWh, £721E7T 740 b (Switch) IZRREINTWHHA.
VAT LDV T NETNERINET,

Port ID

UDLD 1Tk L TA R—= 7 /VICRRE SN A N—DR— | ID,

Neighbor echo 1 device

Ta—DFEFEILTHDHRAN—DRA = T, AL,

Neighbor echo 1 port

Ta—DEEFETTHDRANRN—DR— bES ID,

Message interval

RAN=INT NI X Xyt =V aRETHHE (B),

CDP device name

CDP TN AL FETITV AT A VY TR S, BEELNRTEIN
TWARWh, £721E7T 740 b (Switch) IZRREINTWSHHA.
VAT LDV T NETNERINET,
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W show udid
EEEavT UK avyv kR B L
udld UDLD o7 7Ly v 7 T— RERIZ /) —~/L T— K& A F—T /b
T B0, ETLEREFTRRA v E—Y FA4 v — DR ZRE L
F7,
udld port flHx DA H—T7x2AATUDLD %A X —7NMZT DHh, i

K77 AN E—T oA AP udld 72— )L 2T 4 F 2 b—
vary avwry Rl oTAR—TNICRDDEHEET,

udld reset UDLD IC kAT _RTDODA v F—T A Ay hEU UV EZ B Y
L, NI 74 v 73BT 50%BUHFLET,
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show version W

show version

N=—RU 2T BILORT7 77— 02T ONN—a UEREFRRT DI121E. show version =2~ F%&
EXEC £— FCEALET,

show version

BXXniA Zoawy R, BIEEREF—T— RiEh Y A,

avykE—F 2 —+4 EXEC

¥¢#E EXEC
av Yy FERE yy—x EEEMR

12.1(11)AX Cho~y FABMSNE LT
1 woHTix, show version =~ FOH %A RLET,

(G¥)  show version H JICIIRARENETN, 2> 7 F2 b —2 a2 LIRAZERIIAA v FTHHR— b
INTWERA,

Switch# show version

Cisco Internetwork Operating System Software

IOS (tm) C3750 Software (C3750-IPSERVICES-M), Version 12.2(25)SEB, RELEASE SOFTWARE (fcl)
Copyright (c) 1986-2005 by cisco Systems, Inc.

Compiled Tues 15-Feb-05 21:09 by antonino

Image text-base: 0x00003000, data-base: 0x008E36A4

ROM: Bootstrap program is C3750 boot loader
BOOTLDR: C3750 Boot Loader (C3750-HBOOT-M) Version 12.2(25)SEB,

Switch uptime is 2 days, 11 hours, 16 minutes
System returned to ROM by power-on
System image file is "flash:15.709"

cisco WS-C3750-48TS (PowerPC405) processor with 120822K/10240K bytes of memory.
Last reset from power-on

Bridging software.

Target IOS Version 12.2(25)SEB

1 Virtual Ethernet/IEEE 802.3 interface(s)

48 FastEthernet/IEEE 802.3 interface(s)

32 Gigabit Ethernet/IEEE 802.3 interface(s)

The password-recovery mechanism is enabled.

512K bytes of flash-simulated non-volatile configuration memory.

Base ethernet MAC Address : 00:09:43:A7:F2:00
Motherboard assembly number : 73-7056-05
Motherboard serial number : CSJ0638004U
Motherboard revision number : 05

Model number : 73-7056-05

Catalyst 3750 Rf yF av>F YI7LYR
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Hl show version

1 28 WS-C3750G-24TS
* 8 52 WS-C3750-48TS
Switch 01

Switch Uptime

Base ethernet MAC Address
Motherboard assembly number
Power supply part number
Motherboard serial number
Model number

System serial number

Configuration register is OxF

<output truncated>

SW Version
12.2(25) SEB
12.2(25) SEB

2 days, 11 hours,
00:0B:46:2E:35:80
73-7058-04
341-0045-01
CSJ0640010L
WS-C3750-24TS-SMI
CSJ0642U000A

SW Image

C3750-IPSERVICES-M
C3750-IPSERVICES-M

17 minutes
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show vilan

AA v F LOFTXTD

showvian W

REWFH VLAN £7213&8 5 VLAN (VLAN ID £72 13402 HEELZHEE) ©

IRT A=K EFKRxT 5HI21E, showvlan =~ K% EXEC £®— FCHEHL £,

show vlan [brief | dotlq tag native | id v/an-id | internal usage | mtu | name vian-name |
private-vlan [type] | remote-span | summary|]

X DEREA

brief

(f£E) VLAN L IC VLAN 4, AT —F A, BIOKR— &2 1 {TTHFEF
LET,

dotlq tag native

(f£3%) IEEE 802.1Q XA 7 4 7 VLAN # X/ AT — X A F R LET,

id vian-id

(fER) VLAN ID % 5 CHiE S L7z 1 50 VLAN BT B Hi e 25 L %
T vian-id \THEET X HHEPAIL 1 ~ 4094 TT,

internal usage

(fEE) AA v FRNEHNCHEAT S VLANDO U A R E2FRRLET, Zh
5@ VLAN X 2 EsE# (VLAN ID 23 1006 ~ 4094) Nt DT,
5O VLAN ZNEERSGHIBR LR VWS, vlan 7 e — )0 a7 ¢
Fal—rvaryavryREHEHALT, 250 IDS € VLAN % {ERK T
FHA,

mtu

({LE) VLAN DU 2 & VLAN OFR— MIRESNTWAE/NIB IO
kFRfgit>r=v b MTU) A XeFRLET,

name vian-name

({EE) VLAN 4 THREE T2 1 2O VLAN IZB3 2@ E R R LET,
VLAN 4%, 1 ~ 32 350 ASCI XF5 T,

private-vlan

ER) 774~V BIOCEI XY VLANID, ¥4 7 (a3I=2=7 1,
WAL, FETT7A4<Y), BLORT T4 _X— K VLAN IZETHHR— &
G, REEHDT T4 — | VLAN D@42 FRLET, Z0OF—U—
RiZ, 2A v FBIP F—E R A A=V EFTFLTWEHREL T R—FE
nE7,

type

(fFE) 774 X— K VLANID BRUOZ A T T 2R R LET,

remote-span

(f£#) Remote SPAN (RSPAN) VLAN IZBF 2 EHREFR T LET,

summary (f£&) VLAN =V —ffz R LET,
AT FE—F  =—# EXEC
FetE EXEC
vy FERE yy—=x EEHEMR
12.1(11)AX Coavr RABMENE LT,
12.2(20)SE mtu B L N private-vlan ¥ — 7 — R BMSE L7,
12.2(25)SE dotlq tag native ¥— U — RSB E L7,

EREDAA FS54>

show vlan mtu =~ > FH{J7TiZ, MTU Mismatch #iZ VLAN WO F X TDOAR— MIFE LU MTU 23 &
EMEIDERLET, TOFHNT yes RERINTWAEEA. VLAN OF R — MIBl2 D MTU 23 &
D, N7y bR, REWMTU 2 2R — M b/hS W MTU Z8OKR— MIAS v TFrr7End L,
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H showvian

(E)

]

Faey7ZInsZEenHY E3, VLANIZ SVI B2 0WEHE, A 72 (-) fLi52 SVI MTU FlIcFEK R
S ET, MTU-Mismatch FIZ yes BFRR STV DEE, MiniMTU % £53R— b & MaxMTU % £
DOR— MABRRINET,

v Hh o #Y VLAN ZE£THHINCT T A X—F VLAN DL 4% U VLAN 27 F 1< 1U VLAN IC
HFLD ETBHE, B XY VLAN 28 show vlan private-vlan =~ > RO IZE TN E A,

show vlan private-vlan type =~ > FOM ) TIL, normal & L TERRINTZFZAT1X, TF7A4— |
VLAN O7 Vv x—va &> TN Th, 774 _X—F VLAN O—#TiZ72\» VLAN Th 2 Z &
EEWLET, 2E2E 22O VLAN 2774~ VU VLAN BLX Ot h % U VLAN LE#L, M
AT 72T, 774~ ) VLAN 267 Y vm— a U EHIREFICE >4 Y VLAN OF%E % HlBR
L7zHE. 7% U VLAN 7257 VLAN A0 normal & LTSN £ T, show vian
private-vlan (i1 Tix, 77 A4~V &ED ¥ U VLAN OXT 3 non-operational & RRILET,

ifindex ¥—V—RiX, a~ FI7A4 0D~V T A MY IR ARENTOETN, PR—FENT
WEH A,

WOHFITIX, showvlan 2~ FOH N EZ R LET, £ 24512, ZOHNTERRINDT 4 —L D
HHERLET,

Switch# show vlan

VLAN Name Status Ports

1 default active Fal/0/1, Fal/0/2, Fal/0/3
Fal/0/4, Fal/0/5, Fal/0/6
Fal/0/7, Fal/0/8, Fal/0/9
Fal/0/10, Fal/0/11, Fal/0/12
Fal/0/13, Fal/0/14, Fal/0/15
Fal/0/1l6, Fal/0/17, Fal/0/18
Fal/0/19, Fal/0/20, Fal/0/21
Fal/0/24, Gil/0/1, Gil/0/2

<output truncated>

2 VLAN0002 active
3 VLANQ0OO3 active

<output truncated>

1000 VLAN1000 active

1002 fddi-default active

1003 token-ring-default active

1004 fddinet-default active

1005 trnet-default active

VLAN Type SAID MTU Parent RingNo BridgeNo Stp BrdgMode Transl Trans2
1 enet 100001 1500 - - - - - 1002 1003

2 enet 100002 1500 - - - - - 0 0

3 enet 100003 1500 - - - - - 0 0

<output truncated>

1005 trnet 101005 1500 - - - ibm - 0 0

Remote SPAN VLANs

Catalyst 3750 R4/ yF a2 F YI7L VR
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showvian W

Primary Secondary Type Ports

isolated Fal/0/13, Fal/0/20, Fal/0/22, Gil/0/1, Fa2/0/13, Fa2/0/22,

20 25
20 30
20 35

<output truncated>

Fa3/0/13, Fa3/0/14.Fa3/0/20, Gi3/0/1

community Fal/0/13, Fal/0/20, Fal/0/21, Gil/0/1, Fa2/0/13, Fa2/0/20,

Fa3/0/14, Fa3/0/20,Fa3/0/21, Gi3/0/1

community Fal/0/13, Fal/0/20, Fal/0/23, Fal/0/33, Gil/0/1, Fa2/0/13,

Fa3/0/14, Fa3/0/20, Fa3/0/23, Fa3/0/33, Gi3/0/1

& 2-45 showvlan A< FOHAT 4+ —IL F

Z4—ILF B7L

VLAN VLAN %5,

Name VLAN O4H (RESNLTWL5HE),

Status VLAN O 27 —X& X (active & 721% suspend).

Ports VLAN [ZJ& 7 %A — b,

Type VLAN DAF 47 247,

SAID VLAN Ot X=2UF 4 7Y —3 =3 1D,

MTU VLAN O REELZ=y F P A1 X,

Parent Bl VLAN (fFET55%54).

RingNo VLAN OV » 7% %5 (%44 258),

BrdgNo VLAN ©O7 VY v V&S (4T 5%8).

Stp VLAN TSN ANR= 7 YY) — Fu bal 247,

BrdgMode ZOVLAN ©7'Y v 7 £— K : A[REZ 1T Source-Route Bridging
(SRB; Y —A)L—F 7 U v 7) LW Source-Route Transparent
(SRT; Y—A/L—hF hT AT L k) T, 74/ SRB TY,

Trans1 oA L—=vary 7Y vP,

Trans2 oo AVL—vary 71Uy 2,

Remote SPAN VLANs |37 &7 T % RSPAN VLAN Z kA L £,

Primary/Secondary/ 77 A4~V VLANID, ¥4 >4V VLANID, ¥4 % VU VLAN % A 7

Type/Ports (22 2= 4 F7-3REED . BLXOZRICHB T R— haat, RES

N7 4 _X—k VLAN e it
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H showvian

W DFITIL, show vlan dotlq tag native =~ > FOH N ZRLET,

Switch# show vlan dotlqg tag native
dotlg native vlan tagging is disabled

WOFITIE, show vlan private-vlan =2~ > FOMH N EZRLET,

Switch# show vlan private-vlan

Primary Secondary Type Ports

10 501 isolated Gi3/0/3

10 502 community Fa2/0/11

10 503 non-operational3 -

20 25 isolated Fal/0/13, Fal/1/0/22, Gil/0/
Fa2/0/22, Fa3/0/13, Fa3/0/14

20 30 community Fal/0/13, Fal/0/20, Fal/0/21
Fa2/0/20, Fa3/0/14, Fa3/0/20

20 35 community Fal/0/13, Fal/0/20, Fal/0/23
Fa2/0/13, Fa3/0/14, Fa3/0/20
Gi3/0/1

20 55 non-operational

2000 2500 isolated Fal/0/5, Fal/0/10, Fa2/0/5,

ROFITIE, show vlan private-vlan type =~ > FOH &R LET,

Switch# show vlan private-vlan type
Vlan Type

10 primary

501 isolated

502 community

503 normal

WOFTiX, show vlan summary =~ O ZRLET,

Switch# show wvlan summary

Number of existing VLANs : 45
Number of existing VTP VLANs : 45
Number of existing extended VLANs : 0

wOHTIL, show vlanid =~ > FOHA%E R LET,

Switch# show vlan id 2

VLAN Name Status Ports

2 viaozoo active  Fal/0/7, Fal/0/8
2 VLAN0200 active Fal/3, Fa2/5, Fa2/6
VLAN Type SAID MTU Parent RingNo BridgeNo Stp BrdgMode
2 enet 100002 1500 - - - -

Remote SPAN VLAN

Disabled

1, Fa2/0/13,

, Fa3/0/20, Gi3/0/1
, Gil/0/1, Fa2/0/13,
, Fa3/0/21, Gi3/0/1
, Fal/0/33.Gil1/0/1,
.Fa3/0/23, Fa3/0/33,

Fa2/0/10, Fa2/0/15

Transl Trans2
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showvian W

WOBFITIL, show vlan internal usage =~ > FOH /2R LET, ZiiL, VLAN 1025 5 LY 1026
MWL AZ YT ANTDT 7 AN A =Ry b b—FT v RA—1F23 BXLU24 ODAE VLAN &£ LT
FHEINTWDEZEERLTVWET, 26O VLANID OWTFhuns T 2856812, v—7 v K
R—bharryy MO UTHMNERHY T, ZHI2E Y, NEH VLAN kL <, JiEFE VLAN
BERLET, V—7FT > F A= LGS 5L, thoWE VLAN FERHD M TohET,

Switch# show vlan internal usage
VLAN Usage

1025 FastEthernetl/0/23
1026 FastEthernetl/0/24

ElEa<vY R avwyk BL:
private-vlan VLAN #23a2=5 ¢, [BHt. £7-1375 4~ U VLAN ICRET S0, 7
74~V VLAN Zt& 5% VLAN ([ZB#ERF I £7,
switchport mode R—hFD VLAN Ao R—v v 7 == FEaHRTLET,

usb-inactivity-timeout VLAN | ~ 4094 ##%ETEZ 5545, VLAN a2 7 4 Fal—T gy £—
RaEA X —T M LET,

Catalyst 3750 Rf yF av>F YI7LYR
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M show vian access-map

show vlan access-map

BED VLAN 7 78R v v 7 FIETXTO VLAN 7782 =~ v ST L HERERTT 51213

show vlan access-map F##Z EXEC =~ > FZHER L E T,

show vlan access-map [mapname]

X DA mapname (E8) BED VLAN 77 2 ~ v 74,
ATk ®—F ¥ EXEC
av Yy FEE Jy—= EEER
12.1(11)AX oo~y REMENE L,
15l WOHITIL, show vlan access-map 2~ FOHITERLET,
Switch# show vlan access-map
Vlan access-map "SecWiz" 10

Match clauses:
ip address: SecWiz Gi0 3 in ip
ip address: SecWiz FalO_ 3 in ip

Action:
forward
EEa<TUF avUFk BiEA
show vlan filter VLAN 7 4 V2 T _XCIZET 2 1EH,. F35ED VLAN £721% VLAN 7
78 A vy FICETLHERELRRLET,
vlan access-map VLAN %7y h 7402V DO VLAN v 7 = MU 2ER LET,
vlan filter 1 LA E® VLAN IZ, VLAN ~ > 7 %A L E 7,
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show vian filter W

show vlan filter

VLAN 7 4 VAT _TCICEHT AR, F23HED VLAN £721X VLAN 77 v 2 <= v BT 51
WA F£RT DHIZi1E. show vlan filter 57# EXEC 2~ > R&EEH L £7,

show vlan filter [access-map name | vlan vian-id]

BXOHH access-map name (B8 FBESNTEVLAN 7 78X v v 7DT7 4 VE ) o IIERAEF R LE
7T
vlan vian-id UL8) FEESNT VLAN O 7 4 L2 U v U iEREF R LET, IETE 5

HAPHIZ 1 ~ 4094 T,

avy kE—F ¥HE EXEC

avy FEE yyy—2 EEERR
12.1(11)AX oo~y RREMENE L,
1 WoHITIL, show vlan filter =~ > RO %7 LET,

Switch# show vlan filter
VLAN Map map_1 is filtering VLANs:

20-22
BlEaT YR avwok SiEA
show vlan access-map HEDVLAN 7 78 A v 7EHITZTRTOVLAN 77X <
TICET S ERER T LET,
vlan access-map VLAN X7y b 74 V&) 7D VLAN v v 7 = b 2B L £
j‘o
vlan filter 1 2Ll kD VLAN IZ, VLAN ~ v 7' & H L £7,

Catalyst 3750 Rf yF av>F YI7LYR
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W show vmps

show vmps

VLAN Query Protocol (VQP) N— 3 v BERA % — 0, BRITEEL. VLAN Membership
Policy Server (VMPS; VLAN X L X—3 w7 RKY v— H—) OIP 7 FL A, BLUOHED Y —
RTTA=Y B—RERRTHIE, F—U— REHEETTIZ show vmps =~ F% EXEC £E— R T
i LEJ, statistiecs ¥— TV — FEEHT2E. 7747 0 MIOHFHERNPE RSN ET,

show vmps [statistics]

XD EREA statistics (EE) VQP » 7 747 ¥ MIKGEHERB L ON v v 2 2 FR L ET,
avY kK E—F = —4 EXEC
K#HE EXEC
av Y FEE Jyy—=x EEER
12.1(11AX Zoawr RABMERE L,
B WOFITIE, show vimps =2~ > RO IZRLET,

Switch# show vmps

VQP Client Status:

VMPS VQP Version: 1
Reconfirm Interval: 60 min
Server Retry Count: 3

VMPS domain server:

Reconfirmation status

VMPS Action: other

WROFITIL, show vmps statistics 2~ FOH N ZRLET, & 246 12, BARENDET 4 — /L KD
FHE R LUET,

Switch# show vmps statistics
VMPS Client Statistics

VQP Queries: 0
VQP Responses: 0
VMPS Changes: 0
VQP Shutdowns: 0
VQP Denied: 0
VQP Wrong Domain: 0
VQP Wrong Version: 0
VQP Insufficient Resource: 0

Catalyst 3750 R4/ yF a2 F YI7L VR
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showvmps H

& 2-46 show vmps statistics ® 7 1+ —JL FOFRHA

Z4—ILF

SitEA

VQP Queries

JTAT v B VMPS IZREEans 7 =) —¥#,

VQP Responses

VMPS 2257 F 4 7 MMTIEE SN D IREE,

VMPS Changes

P — [T VMPS # & F L7014,

VQP Shutdowns

R—=Frz2vvy NETUTDHEOIC VMPS BNnE ek E LR, 7947
VINER—FET o =T L, TOFR—F EOTRTOEAFI VT TR
LA%ZT RLAT—TALHIBRLET, #EiaETT 512, A— F2FY
B EOA X —TWVIRREIZT AMERH Y 7,

VQP Denied

VMPS tx=VUT7 4 LOBENG T T4 7 > NEREZESRL7ZEE, VMPS
DISENT RLAZIEELTEBA, TOT RLATY—J AT — gD 7
U —MMEEIIETEINFETA (F— 2 VLAN IZED Y THR TV DEGA.

Toa—RKF¥Y A MERFYALTHFY AN JL—2RNU -7 AT — 3 IZx L
TEREESNET), 2747 MNIESSNET RV R E2T7 a0y 7ERT R
AELTCT RVAT—TNVIHRELET, ZHIZLY, ZOV—I AT —T3
UINOEAFE LIS FHANT y MERT A7 =0 =03, ThELE VMPS 2R
Sl hEST, == 7 FALLHIZ, ZTOR—KTZDOU—T AT —

arnbLOFIRAT y NEZFELRWEA, 7747 MEIT RLUAEZHR
nizLEd,

VQP Wrong Domain

BERNOEIH R AL N VMPS OFFL R A A & —FLARWER, A— D
kD VLAN BID YT EFEINET A, ZOREIT, Y—_"BLO7 I4
7Y MZFEILU VIP BEE R AL UBRRESN TN EE2BBRLET,

VQP Wrong Version

JxY— Xy hONR—U gy 74—/ RIZ, VMPS THR— SR TW5D
N=Ta LD HREVEREMINDEE, A— FO VLAN #0413 %E
HENFETA, AL vFILTVMPS X—V a0 1 ERZPFE2EELET,

VQP Insufficient

VY —=ADT_AFEY T (BN S B 725, VMPS BERITISE TE 72

Resource Wak, FERATHIRICE L TWRWES, 7747 NI — T & O/HRIT
BIEICE L0 E ) NS LT U= "E 3k o RS — N8R % F
BELET,
BAEa<>F avwyk B L]

clear vmmps statistics

VQP 7 747 v MIRF STV D kEHE®RE 27 U T LET,

vmps reconfirm (F##8 VQP 7 =V —% %L C, VMPS TOT_XTHOHF A+ v 7 VLAN #V

EXEC)

LTEHERLET,

vmps retry

VQP 7 547 v hDY—_TLOFRITEEZRE LET,

vmps server

774U VMPS, BLORKKT3IEDOEN L FY —NEZHRELET,
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W show vtp

show vtp

VLAN 7 %27 7m han (VIP) OFBENAAL | AT —F A BIOW Y o ZITHET L%

%R 5121, show vtp =2~ K% EXEC £— K CHEM L £,

show vtp {counters | devices [conflicts] | interface [interface-id] | password | status}

BX DA counters AA v F O VTP #atfElz £ L £,
password BRESNT VIP RAU— F&FRLET,
devices RAAL VDT RTO VTP X—V 3 0 3 T, 22T A REFRLE
T ZOF—U—FKiE, AL vF B VIP X—T =z 3 FETL TRV
EREVHEASET,
conflicts AT DT TA~Y = REFHFDOVIP N—T a2 3 T340 AT H1EH
ERRLET, AAvTFNVIP hTF AT Lk F—RNEEZIZ VTP 4
7 EF—RNIhdHEE, Toavy FITERSLET,
interface [interface-id] + _XTDOA L 2 —T A ZAFFIFBESNT-A L EZ—T = A ATkT 5
VIP DAT—Z AB L ORELRTLET, interface-id \ZITMIRA 2 —
T2 AFETIFR— N FY XNV ERETEET,
status VTP R A A L DAT =X RZHT 5 —KIERERTLET,
a2 FE—F  =—# EXEC
i EXEC
vy FERE yy—= EEEM
12.1(11)AX Zoa<wry RRNBMERE L,
12.1(14)EAL password ¥ — U — RGBS E L7z,
12.2(52)SE devices 3 X W interface ¥— 7 — KB VTP X—T g > 3 ([ZBMMEnEL

EREDHA R34

7=

AA wF BN VTP /23— 3 > 3 #EITHIC show vip password =~ REANT D & FoRITEDL—

JATHENE T,

o password password 7’2 —/3)L 27 4 ¥ 2 L—v g av 2 KT hidden ¥—7 — FAEfREYE
T AL v F ETHSERA =TV TROWEE, SAT—REZ VT 7FA M TRRSNET,

e password password 2~ KC hidden ¥—V — FZEEET, A1 v F ETHRESAA X —T L
DBE, B L SN AT — FRFRENET,

e password password 2~ K|Z hidden ¥ — U — FREFENTWIZIHA, 16 HEOME F — 03 FR

SNET,
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showvtp W

WOHITIL, show vtp devices =~ ROW S E R LE T, conflict FID ves &, IET HH— 35
ZOBREO T —I L F—NEFELTVWDL I LaBRLET, 2FED, ALRFASHND2ODA
Ay FiE, T—E2XR=RK LTRILTIA~ U h—="EfHHLETA,

Switch# show vtp devices

Retrieving information from the VTP domain. Waiting for 5 seconds.
VTP Database Conf switch ID Primary Server Revision System Name

lict
VLAN Yes 00b0.8e50.d000 000c.0412.6300 12354
MST No 00b0.8e50.d000 0004.AB45.6000 24
VLAN Yes 000c.0412.6300=000c.0412.6300 67

main.cisco.com
main.cisco.com
gwerty.cisco.com

WOFITIL, show vtp counters 2~ > ROHAERLET, £ 2-4712, ZOWNTRRIND T 4 —
VRO ERLET,

Switch# show vtp counters

VTP statistics:

Summary advertisements received
Subset advertisements received
Request advertisements received
Summary advertisements transmitted :
Subset advertisements transmitted
Request advertisements transmitted :
Number of config revision errors
Number of config digest errors
Number of V1 summary errors

O O O O O oy © o o
O
~
o

VTP pruning statistics:

Trunk Join Transmitted Join Received Summary advts received from
non-pruning-capable device

Fal/0/47 0 0 0

Fal/0/48 0 0 0

Gi2/0/1 0 0 0

Gi3/0/2 0 0 0

& 2-47 show vtp counters ® 7 1+ —)L FO§tH

Z14—ILF

%“:

B

Summary advertisements
received

FF72v 7 R—=FETIZDARAL v FNZETIZV~Y — T KRZ A XD, V<~ — T FAHF
ARTF, BHRNAAL VL, 274 Fal—ary Vg v &R BHAALAR LS
L ID, BiETF = 7Y A, BIXOBEETLIY T2y b 7 RRX A XOENREGEENF T,

Subset advertisements
received

NI R=FETZDAAL v TFRZETLHITEY N T IREA XD, 72y N TR
NEARZIE, 128 ED VLAN ICET 2 1E#RBR TR TEENTWET,

Request advertisements
received

7220 R—=FMETZDODAL v TNZET DT RRXF A ZHERDE, 7 KX A ZHRIT,
\H . T_TD VLAN EICEHTAERZERLET, £72. VLAN OV 7t v MCBET A1
WMHBERTEFET,

Summary advertisements
transmitted

700 R—=FETZORAAL v TFREET LI~V — T KRZ A XD, V~VU—T KA\%
ARTF, BHRNAAL VL, 274 Fal—ary Vg &R BHFALAZ LT
LID, BiETF =y 7V A, BIXOBEETLIY T2y b 7 RRX A XOENREENFT T,

Subset advertisements
transmitted

NI R=FETZDAAL v TFREETLHITEY N T IREA XK, 7y N TR
NEARZIE, 1 D8 ED VLAN BT 2 1E@RBA T X TEENTWET,
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W show vtp
& 2-47 show vtp counters ® 7+ —J)L FOE (=)
J4—ILE H L)

Request advertisements
transmitted

FFv 7 R—=FETZDAAL v FNEETDIT XA REROK, 7 FAF A4 ZERIL,
WE . TXTo VLAN LIcBT 2 1FmMaAaERLET, £/, VLAN oS 7Ty MZBET51HE
WLERTEET,

Number of configuration
revision errors

Vevary 27 —0%,

#H LW VLAN OEF, BEfF VLAN OB, Flr, £33, H 5 WIEBEF VLAN 087
A—=BERERITHIE, AL v TFDaLr 74 FXalb—ary JEDa U BERNEMLET,
Ve alBEBENAAL v FOIVEYa rEBEE—BTDHICELNDLT, MD5 ¥4 Y= A b
ER—FH L72WT RNNX A R AL v TFNZETDHE, VEVary oz —REMLET, 2
DT =T, 2ODAA vFD VTP RAT—RKNERD), £1FAA v FORENERD
ZEEERLET,

INLOZT—PRAELESGE, AL v TIEEFEET XA ZXDT 4 NVEZ ) THTHY
Py hU—=JHNT VTP T —F_—2ZANRE L3R 20 £9,

Number of configuration
digest errors

MDS #A4 P = A~ =T —0DH,

Y~V — 7y FNOMDS AV xA e, FHEINEZERRT XX A XD MD5 XA
VA MR—EHLARVWEAIE, FA VAN DT =NHEMLET, 2oz T %, #@E, 2
DAL FDOVTP NAT— KPR 2ERLET, ZORMBEZBRTHIZE,. T
DAA »FTVIP RRAT— RRFECIZARD LT LET,

INLDZT—=NRRAELESREG, AL v FITEET ERNZAZXDTA4NZY) o THTHY |
Fy RU—IWNTVTP T —F_X—2ARRM L7 20 £,

Number of V1 summary
errors

N—=Tar 1 xTT7—0DH,

VIPV2 E—FDZA v F N VIP X—V a0 1 7L —052ZET5HE, X"—=Ya 1 =
V=T —NEMLET, No0x=T—iF, b tdb 1 20FRAN— A4 v F LT VTP
N=Da I BBHLTWE EZEV2E— BT 4 =T LDIRETVIP X—V g 02
DEHLTNWDLIZEEERLET, ZOMEEZMRTHIZE, VIPV2 E— RFROAA v F D%
ExT 4 =T NIEFHLET,

Join Transmitted

Ko7 ETCEEENZVIP I —=0 7 A vt —T 0%,

Join Received

Ko7 ETCZEENTZVIP P —=0 7 A vv—2 0%,

Summary Advts Received
from non-pruning-capable
device

N7 ETCRESNE, TA—= 7 %R —=FLTWRWNWT A AP0 VTP < U —
A =0,

WOFITIE, VIP X—T a3 2 #FATT D AA v FITkT % show vtp status =~ > ROH &R~ L E
o K 2-4812, ZOHNTEREIND 74—/ FOHHEZRLET,

Switch# show vtp status

VTP Version HE

Configuration Revision : 0

Maximum VLANs supported locally : 1005

Number of existing VLANs : 45

VTP Operating Mode : Transparent
VTP Domain Name : shared testbedl
VTP Pruning Mode : Disabled

VTP V2 Mode : Disabled

VTP Traps Generation : Enabled

MD5 digest

: Ox3A 0x29 0x86 0x39 0xB4 0x5D 0x58 0xD7
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showvtp W
#* 2-48 show vtp status O 7 1+ —JL FDEREA
Z4—ILF B7L

VTP R—T 3

AL vF ETEIELTWD VIP A=Y g Va2 F R LET, T 740 hTiE, AA v Fid
NR=Ta v 1 ZFETLEITN, XR=Ya V2R ETHIELTEET,

Configuration Revision

DAL TFOBEOD T 4 X2l —ay YED g &S,

Maximum VLANs Supported
Locally

T—H YR — F EN TS VLAN O KE,

Number of Existing VLANs

BEfFD VLAN 34,

VTP Operating Mode

VTP @iffE—F (= 77347 M, EREF T AT LU 2RRLET,

Server : VTP — R F— KD A A v F I VIPIZH L TA RX—T L THY, 7T KX A X
EEELET, AA v T TVLAN aRETEET, ZORA v T E2HHT B L, LIk
I, BED VIP F—F _XR—ANDFTTD VLAN [H#H %, NVRAM "HETTE £9°,
F7 4N F T TRTOAL v F 3 VIP F =T,

GE) AAvTFPREEZ NVRAM ICEZ AL TWABICEEZHBE L. NVRAM 238
BETHDETYH—NE—RNIZRDLDZENTERWVEA., A1 v FIE VIP —N
EF—RK»56VIPZ 547> b = NICHBMIZEDY £9,

Client: VIP 7 747 F F—= ROAA v FIXVIP IZH L TA RX—T A ThHY, 7 KA
A RXuRFETEETH, VLAN REZHEMNT 272D Fo R REEEA FL—U0H
DVEFA, Ay FTIEVLAN ZRETEEHA, VIP 2 747 FEENT S &
VTP 7 747~ MIZ®D VLAN 7 —=F X—=2 a2 gL T 27 RANZ A X5+ 5 %
T, VIP 7 FRZ A XX E LT A,

Transparent : VTP F 7> AT L2 h F—=RFDAA »Fid, VIPIZHLTT 4 =T
THY ., T RRY A XDEFEO, MOT A ANGERFINZT XA XOFEE 2T
FHA, T2, XY BT NOMDT /SA 2D VLAN B EICHHBLETA, AA v

FIXVIP T RRE A RXEZIE L, T RANZAXEZFE LI N T 07 A= &R T T
DRINT 7 R—MIINEEELET,

VTP Domain Name

A FOEE R AL & RET D40,

VTP Pruning Mode

TN—= TN, F—=TNINETET 4 =T ez R LET, VIP B —1TFL—
=V T A F=TNCTDHE, BERAAL VEERTT V= TRFNNCRY ET, 7
N—= T aERATHE, VT 74 v I BEYRR Y NI =7 FTARAL AT VAT S
FEOIHERLRTNERSRNWN T T Voo ~DT7 Ty T 40 NT77 4 v 7 IR
ERET,

VTP V2 Mode

VIP N—=Va v 2 F— KRS R2—=TNpnE I naRRLET, TCTHO VIP A=V a v
2AL Y FUE, T AN PTA=Var 1 - FTHELET, & VIP 21 v F o
FT_TO VTP 731 202 BBIMICKRIELE T, VIP 74 2 xy P U= DT
NTDO VTP AA v FHRN—V a2 E— FCEETRREEIET. Xy PV —27 &2/ —
Va2 ITRELTIIEEN,

VTP Traps Generation

VIP NI v 7%y NU—VEBRAT —2a VIZERET 0 E I ERTFLET,

MDS5 Digest

VTP #&ED 16 /514 ~ F= v 724,

Configuration Last Modified

BRBIATTRELEORMEHAEERLET, T—FRXR—ROBRTEFEDORK L 2o
AL v TFDIP T RLAZFRRLET,

WOBITIE, VIP X—V 3 > 3 2F(TT 2 AA v FITkT % show vip status =~ > RO &R L F

j—O

Switch# show vtp status
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W show vtp

VTP Version capable : 1 to 3

VTP version running : 3

VTP Domain Name : Cisco

VTP Pruning Mode : Disabled

VTP Traps Generation : Disabled

Device ID : 0021.1bcd.c700

Feature VLAN:

VTP Operating Mode : Server

Number of existing VLANs H

Number of existing extended VLANs : 0

Configuration Revision : 0

Primary ID : 0000.0000.0000

Primary Description :

MD5 digest : 0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00
0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00

Feature MST:

VTP Operating Mode : Client

Configuration Revision : 0

Primary ID : 0000.0000.0000

Primary Description :

MD5 digest : 0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00
0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00

Feature UNKNOWN:

VTP Operating Mode : Transparent

BEa< kR avwUFk SiEA

clear vtp counters VIP BL ORI N—= T o257 V7 LET,

vtp (Fe—_Lar7g NTPOTr7A NG, A F—=T =24, RAf 4, BLOE—F

Fal—vay) ERELET,
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