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aaa accounting dot1x

Authentication, Authorization, and Accounting (AAA; FRGE, 88, T7HU LT 4 7)) THU VT 4
VP kA F—=T M LT, IEEE802.Ix v a v OREDT h v T 4 0 R A, [ERREALE 2T
AV B =T oA AR CTELRT 2 HNY R b ZAEMT 51213 aaa accounting dotlx 7 = — )L 227 ¢
Xal—varyavwry Re@HALEY, [EEES2IX T H YT 4 7 %T 4 B—7 T BT,
ZOa<wr RO ne BREFEHLET,

aaa accounting dotlx {name | default} start-stop {broadcast group {name | radius |
tacacs+} [group {name | radius | tacacs+}...] | group {name | radius | tacacs+} [group
{name | radius | tacacs+}...]}

no aaa accounting dotlx {rname | default}

BX DA name =N TN—T4, T, broadcast group LU group ¥ —7U— KD
BICANT 2HA R T 2472 - TT,
default TIANKVANCHDET AT 4T HRE, ThooT 4007 Y —
EZRICHERLET,
start-stop T aw AORMREIC start TA YT 4 T @MEEE L, TrEAOKT

FRZ stop T AV T 4 7 BEMERELET, stat TV T 17
I—REINY I 7T RTEEEINET, THV T 47—
start 7 AU T 4 v TR EZIT R o 720 E ) i BR AR L B REN
Fo—F o AREBINET,

broadcast EED AAA VT —RNICEESNDZT IV T4 7 va—KRef Rx—T )b
LT, 7AV T 407 La—Re& T N—TDREPOY — NIZHEE L
FT, POV —R"BFHATE2WEE, AL v FIEINy 7T v 7 H—N
DY AFEERL TRAOY — " Z50 L ET,
group THOT 4T P—ERHEHT 2= TN —TZ2RELET, B
Y= TN—THITRD LB TT,
e name : V— T N—T4
e radius : £ RADIUS " A F®D U X b
e tacacs+: & TACACS+ HAA DY A K
broadcast group 3} & OF group ¥—7 — FO%ZIZATIT 554, group
F—U—RIA 72T, 7z D group ¥—T7— FLDVELD
*—U—FREANTEET,
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M aaa accounting dot1x

radius ({£#) RADIUS #ikz A F—7 Mz LET,
tacacs+ EE) TACACS+ T H O T 4> T A F—T M LET,
T2+ E AAA T H T T 4 VT IETF 4 BE—T A TT,

Ja—nN") a7 4 ¥alb— gy

™.

H
I

T

avy

avy FEE -2 EERE
12.2(20)SE oy RAGEMSE L,

BREDHMA K34y o=z~ Kix, RADIUS F—~D 7 7 & ZARNLE T,

A v H—7 xA A2 IEEE 802.1x RADIUS 7 h U T 4 v 7 %% E T HHilZ. dotlx reauthentication
AV B =Tz R AT 4Fal—Yary avr R ANTHZ L 2HELET,

1 WOFEITIE, IEEES02.IX T H Iy T 4 v P ok ET D HEERLET,

Switch(config)# aaa new-model
Switch (config)# aaa accounting dotlx default start-stop group radius

(G¥) RADIUS RBEEV— NI, AAAZ FA TV IO EHAT Yy bR U+ v TF Ry 7 Ry Fexid AR
TRLET 5L 9. WEICRET DLENH Y £,

BEEav> K avyFk B
aaa authentication IEEE 802.1x BNEHEL CWAHA v X —T = A ATHATS 1 2Ll ED AAA
dotlx AV REEELET,
aaa new-model AAAT 78R o ba—L EFLEALX—T VI LET,
dotlx reauthentication FEHIWRFHEIEL A F—T NV EFT 4 E—7 M LET,
dotlx timeout HBiEOFATOMRE () #RELET,

reauth-period
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aaa authentication dot1ix

aaa authentication dot1x

IEEE 802.1x FRAEIZHEMLY 5 AR — T Authentication, Authorization, and Accounting (AAA; F87E. &
A, TATT 7)) AY oy REMAT 5L O ICHEET 2121T aaa accountlng dotlx 7' m—/\/l/ =
Y74 Falb—vary avy REERALET, B2 T 4 =7 AICT DI, Zoa < FO no B
XEfEHLET,

aaa authentication dotlx {default} methodl

no aaa authentication dotlx {default}

BXDEHEA default ZOBIHOBITHELS ., VA NSNERIEFRE 0 S A VDT 7 40 F O
J: Lﬂiﬁﬁ LET,
method] FWIEAICT_To RADIUS #— 0 U 2 k& il %I21%, group radius
¥ — 7~ KEATTLET,
~
GF) MOF—U—FRa<wrRFIA4 0D~ T AN U TICERENETH, FR—FINTWDDE
default 35 L T group radius ¥ —7 — F7Z17 T3,
TIAIE AT FEITENEE A,
avY kR E—F Ja—r L ar7 4 ¥al—ay
avy FER yy—x EEAR
12.1(11)AX oy RRBMENELE,
FERLDAAL FSL4Y  method B1EUCIE, FRIAET NIV RANRT FAT 2 LD NRAY — REFERTH7-DIC—EDIEFT

7l

%ﬁﬁéjﬁf%? Li?‘ FEBRIZ TEEE 802.1x IZYERLL TWAME—D FRUL, 7 74T b T—&»
RADIUS #BiEH— NZxt L TR I 5 group radius H T,

group radius % #57E L 72#{4 . radius-server host 70— )L 27 4 X2l — a3y avy F&E
AL TRADIUS y—NRZHETHLERNDH D £7,

WESNTERIESFXDY 2 N &FK/RT 2521, show running-config 4 EXEC =2~ K& H L £
\?AO

WOFITIE AAA & A 3+ —7 /W2 L C IEEE 802.1x ¥EMLDFRFEY A M #Ek T2 FiEE R~ LET, 2D
FRAEIX. &AHIZ RADIUS =R EOREEZRAET, ZOBETZ I —DNRIEINTZHAE. =2—FI1X
Xy FT =T ~DT 7B ANHFATENERE A,

Switch (config)# aaa new-model
Switch(config)# aaa authentication dotlx default group radius
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RE# IR T 511X, show running-config £7# EXEC =2~ FZ A L E T,

g&

!

BIEaT R avwyEk
AAA T 78 Z2 v ha—)L BT LEA RX—T I LET,

aaa new-model
show running-config  B/EOBI{FREL R L £,

Catalyst 3750 R4/ yF a2 F YI7L VR
m. OL-8552-10-J |



| £2% cCatalyst 3750 4 ¥ F Cisco I0S a<w >~ F

aaa authorization network

aaa authorization network

aaa ==— Access Control List (ACL; 77t A 22> hr—,L U & k) X IEEE 802.1x VLAN %I D %
TEWVWo T _RTCORy MU — 7B — A ERIZx L T2 —H% RADIUS FBfE&HH T2 L 91

A v FEZHET D21, aaa authorization network 72— 3L 207 4 Fa2l—v gy a<w R é‘){i
ALEY, RADIUS =2 —HRBFEE T 4 £ —7 T HITE, Zoa~vr Ko no BERXEFEHLET,

aaa authorization network default group radius

no aaa authorization network default

BXnRA default group FIZHNROREY A R E LT, = T —FNDOTTH RADIUS 7
radius DU R RNEFEALET,

TI2F+ILE BIATF 4 £ — T LT,

avY kR E—F Ja—r L ar7 4 ¥al—ay

avy FERE Jy—=x EHEAR
12.1(11)AX oo~y RREMERE L,

ERLEDAA K54

]

X/f ‘79;7j§ 7‘7j’/l/f‘@uuuﬂ5)x]\|j<] Zb) RADIUS "i‘_/VﬁlEIEEESOZ 1quuﬂ5/\77( &é’y
vmu— RT& 25 LI 5HIZIE. aaa authorization network default group radius 7' 2 — 3L 2
T4 Falb—vary avwry RefHLET, BT A—FF, =2—F T LD ACL 721X VLAN #|
DY ThE, RADIUS ="M ENRT XA =2 Z2ET 2 THEA SN ET,

BRESNTRFESFRY A % FRT 512X, show running-config 74 EXEC =~ FZERA L 7,

ZOFITIE, TARTOFR Y b U —7 B — X R LT —3 RADIUS fBFEAEAT 9 K5 AA v
?%%ﬁ?éﬁ/ﬁ%rbi@"o

Switch (config)# aaa authorization network default group radius

RE# IR T 511X, show running-config £7# EXEC =2~ FZ AL E T,

BBEav> R

g&

avwyFk BA

show running-config  FITEOBEREL LK T LT,
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action

VLIANT7 7t A <=7 = "MV LTT 73 a rERETDHICIE, action T /v A v 2
T4 Xazlb—varyavryRFEFEHALET, 774V FRECETICE. Z0a<xr RO ne Bz #
FALET,

action {drop | forward}

no action
BX DA drop BESNIEEMIC—BT 2581, Xy e Fry P LET,
forward FBESNEEMC BT 25810, A7y FEEELET,
TI2HILE FIFN DT I a ik, Ry FOEEETT,
avY kK E—F TIOEA S ar7 4 Xal—Ta
vV FBE Jyyy—= FEANS
12.1(11)AX Coawy RBSEMSNE L,

BEREDAA FS54>

7l

vlan access-map 72— 3L 2T 4 Fal—vay avry REFHLT, 778RA vy T a7 g
Fal—var E—FERBLET,

T 7> a v drop DAL, —EGMEIZ Access Control List (ACL; 772X 22> hu—/L U X )
HERER, TO~vyTE VLANIGHEALTT 78 A ~ v 72 ERTHILERH Y £, EFLAN
B, TRXTONTy "R Rry TSN ERHY T,

TI7EA T ar74Xal—aryE—RTHE match 7 78X vy ary74X¥alb—3 3
vavry REHEMALT, VLAN vy 7O—E&ME2ERTEET, action 2~ FEEHT L L, A
Ty BRI B L SCETTET /v a v ERETEET,

drop XT A—=F B X O forward X7 A—F X, ZOa~<wr RO no BATIIHEHINETA,

OB TIL, VLAN 7 7R <~ v 7 vmapd #HEEL VLANS5 & VLAN 6 IZHEH T HFEERLET,
IOTI7RA Y TNE, RNy N3T A VAN a2 ITERINEEBHIC—ET H5E1C. VLAN
MEDIP N7y NERETDLLIICHELET,

Switch (config)# wvlan access-map vmap4

Switch (config-access-map) # match ip address al2

Switch (config-access-map)# action forward

Switch (config-access-map) # exit

Switch (config)# wvlan filter vmap4 vlan-list 5-6

FXE &R T H121%. show vlan access-map FitE EXEC =~ F&Z A LET,
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action W

BREaTY R avwyk BL

access-list {deny | permit} TR XA ACL 282 LE T,

ip access-list AEiIfFET 7 2R URARNEERLET,

mac access-list extended AAiffE MACT RLA 72782 JAMEERLET,

match (7 9 A~y a7 4 VLAN~y 7O —B5&ME2ERLET,

Fal—Iay)

show vlan access-map AA v FTHEFK ENTZ VLAN 7 7B A v v 75 FRLET,

vlan access-map VLAN 7 7 & A v v 7Z2{EHR LET,
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access-list

BEAREFE VIR IP 778 A URARDRY—F BX L T A F—T T BI0E, Fua—sL o
74X a2l —T a3y E— RT, access-list 2~ N% smartlog ¥ — 7 — R& L HI2fEH L E9, ACL
T b U ~D—iL, NetFlow 2 L7 ¥ ou 7 \liigksnEd, 7782 VA MDAw—F gFf o7
AT 4 =TT AL, Zoavwry RO ne FERAERLET,

access-list access-list-number {deny | permit} source [source-wildcard] [log [word] |
smartlog]

access-list access-list-number [dynamic dynamic-name [timeout minutes]] {deny | permit}
protocol source source-wildcard destination destination-wildcard [precedence
precedence] [tos tos] [time-range time-range-name] [fragments] [log [word] |
log-input [word] | smartlog]

BX DA smartlog UEE) AA v FTAw— bk BRI BA FT—T 25 TODHEE
TR AVRNEBET DNy b 7u—% NetFlow =2 L 7 Z23%
gL %7,
FTIAIE ACL Z~v— b B Z3A 2 —T Mo TWER A,
avy kFE—F ra—sNL ar7 4 ¥al—vay
av Y FERE yyy—= ETERNS
12.2(58)SE smartlog ¥ —V — R8BS E L7,

ERLEDAA FS54>

access-list =~ F® smartlog ¥— 7 — F&EH L 2V COTBRRFICOWTIX, [Cisco 10S
Security Command Referencel] %#ZML T Z30,

ACL 3A v Z—T = A4 AZHHA STV DA, ACLIZ—%T 537 v ME, ACL OREIZE S
THESELIEFFTSNET, AL v FTAT—F BX U IBA RX—T IR ->TEY, ACL I
smartlog ¥ — 7 — FAEENTWEEA, EGEEHFTENZ v FONEIT Flexible NetFlow
I LI FITEDBILET,

£72. logging smartlog 7 n—/ Vb 22T 4 Fal—vary avy REEHLT, Av—hr¥r s
S — A R =TT HMERH Y 4,

A—=HFACL (LA V2 A% =Tz AZHWHAINZ ACL) OHRA~— b ra¥ o 7% 4R —KFLT
WEF. L—% ACL £7-13 VLAN ACL A~ — F XL 7 %9 H—h LTWEdA. F— k ACL
ErX a2 R— ML TWnEREA,

ACLBA U Z—T oA AZHHAENTWDHE, —HTH 7y MIrJZERIFA~Y—F rZ70NnT
NITFER S AL, MFICRERSNDZ &ITH D EH A,

TI7HAVAMNDT 4 =T N THDIA~Y— b aFXF U TEAIRTHICE, T7E8RA VAN 3074
Fal—3 g E— &4 L, no deny {source [source-wildcard] | host source | any} [smartlog] =

~ > RE 7213 no permit {source [source-wildcard] | host source | any} [smartlog] =~ RZ A/JL &
R
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access-list

ACL TA~—h X 7N, F—T NI > T D Z & &R T 51X, show ip access list £
EXEC a~v v FZ AN LET,

fl WOBITIE, EET 7R U AR, ACL101 IZHLTA—F BX¥ oV 2RETHHELRLET,
THUZEDIP T KL AN 172.20.10.101 OFEA MIBAEFEDFEE~IP T 7 4 v 7 BRHFEREINET,
Aw—hF BX TN, FZ =T TEY, ACLP LA V2 A =T AZHERAENTW DY
B, TOFMEIC—FKT B3y PO — NetFlow =1 L7 Z 12k E SN,
Switch (config)# acl 101 permit ip host 10.1.1.2 any smartlog
Switch (config-if)# end

BEEav> R avwyk B
logging smartlog Z2w—haX 2l e—r LA 32— M LET,
show access list TRCODT 7 A VA NERZFTRTOIP T 782 VA RONEEFRRL
show ip access list EXR
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archive copy-sw

FEDAZ v 7 AUNEDT T va ARINPLFETA A=V, 1 DULDORIORS 7 AR |
D7 T7yva AFVIZat—72I12%, A¥ v 7 v AH— [T archive copy-sw it EXEC =+

YREHEALET,

archive copy-sw [/destination-system destination-stack-member-number] [/force-reload]
[leave-old-sw] [/no-set-boot] [/overwrite] [/reload] [/safe]
source-stack-member-number

B DEREA /destination-system EE) FITA A=V 0abt =D A "EE, HETEHHMITI1I~9 T
destination-stack- e
member-number
/force-reload ER) Y7 U7 A A—VOFyrya— KPR LIz, BMEFIZT R
TALDY a— K&l LET,
/leave-old-sw EB) ¥y e—FRRRH LIS, S0 Y7 27 "= VARTFL
i‘j_o
/mo-set-boot (EE) FiILWY 7 hoeT A A—=UDX T a— KRERH L%, BOOT
REEBOFRETH LW 7 b 2T A A—Vh T EHCETINEY
Ao
/overwrite (EE) ¥orua—FENmY 7 b= T A A—=TT, 77 vv=a AEY
D)7 T=2T A A=V EEXLET,
/reload (EE) EHEINEREMEFEEIN TV ARWEEZRE, A A=V KT
O—RLEBETYATLAEZ I o—RLET,
/safe (B8 BIEDY 7 =27 A A—VERFELET, HILOA A—URNF Y
vua—RENDZETIEH, HILWY 7 =T A A—VHOHEKEZED B
THEOY 7 b =7 A A=V EHIBRLETA, ¥V ra— RETHRIZH
EDA A=V BHIBRENET,
source-stack-member-  EATA A=V DAL —TDA L NF T, FHETEHHMEIT1T ~9 TT,
number
avY kR E—F ¥t EXEC
avy FERE Jyy—= EENE
12.1(11)AX Zoawry RpBIMEnE L,

EREDHA R34

BATOY 7 b7 A A=V, a—ShiA A—VTEEZINERA,

VTR =T A A=V HIML 77 A VOB Ra—snE7,

FLNA A= flash: 77 AV VAT AZa—SnET,

BOOT B&BEZ kT, flash: 77 A )V VAT ADOH LWV 7 Uo7 A A—VERTLIEFEEINET,
ARA=TVHTIERLFENLFERRSINET, A A=Y Ty AT tar 74—~y N TREEINE

ﬁ—o
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GE)

archive copy-sw W

archive copy-sw ### EXEC =~ FZIELMEMTDITIE, BMSNDZ AL v 7 AN 2L vFE
LR~ AF =DM DA A=V % TFTP $— b v u— RL TR BERH Y £T, Fvra—
N %3179 5121%. archive download-sw i EXEC =~ F&FEH L £9,

HEPNEDIRZNY 7 h U =2 T NBEH INTZAAL v FICabt—Snd A A—VF, Dt 1 oD AN
TEITLTWAMERH D F9,

T V— RT 5K AL NDa~w s KT /destination-system destination-stack-member-number O 7
TvarEfDIRT LT, O BEKRA NI 4% Uk ap— f%iﬁ

destination-stack-member-number g E L2 > =581%, T 7 )V FRE T, EfTH DA A —
T7ANVNTRTOA NN Za—InET,

/safe £7=1% /leave-old-sw FTarEHFHLESGAIC. Tk 77vyva AFUNRZRNE, L
A A=V DA —IRMTLHEENHVET, Y7 b '7:::7%5732‘3” LIZE-»TT7Tvva AEUD
HERENPRREL, LA A—URADELR PRI T —BRELET,

Neave-old-sw 47> a v ZHH L7202, LA A—TEa—LTHHWA A—UR EEXX
ol 8a . delete f## EXEC 2~ > REFH L THWA A —T2HIBRCTX 9, FEMIZOWNT
1. Tdelete] (P.2-129) OHEZZBRL T Z &,

7Ty TNRAADA A=k, abt—SNA A=V TLEEXTIHA1E. /overwrite 473 =
VEMERALET,

loverwrite 7' a L R L TIOa<wy RERE LGS, BiLWA A—UNRN, AL vF 7T v
Va TNRAALEDA AT ERILTRNI ER, WTNDO AU ARTHEITHTIT RN &, T
VALK THERENET, A A—TURREILCTHIHEICIE, a—idifTbnERA, £ A—UNE
o TWAEE, A A—VIFHIRS I, il A=Y Ra—3nEd,

LA A=V & at —L72% T, reload £i# EXEC 2~ R&Z AL TH LW A A — T Off H % B
35, F£7213 archive copy-sw =~ > N T /reload 7> /force-reload 47> a3 VA fHEL T KX
AN

source-stack-member-number 7" a VT 556, ROA T a ik 1 DB EANITEET,
¢ /destination-system destination-stack-member-number
* /force-reload
e /leave-old-sw
* /no-set-boot
e /overwrite
* /reload
o /safe

NIV LA DTN DOAT T 3 > ORIT source-stack-member-number 7> a > % AJ1$ 5
5A1L. archive copy-sw source-stack-member-number 2~ > K213 # A TEET,

WOHITIL, archive copy-sw 2~ REANT L EEZRLET,

o EfTARA—TEAUANLRDA L ANZAE=LT, 20DDRANADT T yva AEIDY 7k
VT A A=Y (TTREETIHE) 2abt—LA A=Y TEEETSI21E. archive
copy-sw/destination destination-stack-member-number /overwrite source-stack-member-number

avr REANLET,

o FTARA—TVEAUANBHDA LN —LT, BEDOY 7 b7 =T A A= 2 RE LR
A A=V DAL —HIZT AT L% Y r— T 5IC1X, archive copy-sw/destination
destination-stack-member-number/safe/reload source-stack-member-number 2~ > K& ANJJL F

B
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M archive copy-sw

U] ROBITIZ, AF w7 AR NLEITA A=V E AL NG ICat —F 5 hEERLET,
Switch# archive copy-sw /destination-system 8 6

WOFITIE, A N6 DBETA AT EMOTXITOA NI —T D HEEZRLET,

Switch# archive copy-sw 6
WOBITIE, AUNSNDEFEITAA—TVEANTIZa—T 5K EERLET, 220DDRA D7

Ty va ARV A—VUNT TILHEETLIHER, at—Shiaf A—VTEEXEINET,
A—=UNavr—snrtH, VAT ATV e—RKREhEd,

Switch# archive copy-sw /destination-system 7 /overwrite /force-reload 5

BEav U F avwo R BT
archive download-sw  TFTP #— /DB A v FICH LA A—TEF 7 u— RKLET,
archive tar tar 77 A NVEER L, tar 77 ANVD T 7 A NV E—EHR R L, tar 77 A )b
NH T A NEMRELET,
archive upload-sw AA T OREHFEOA A=V — NI T v 7 e —RKLET,
delete TIwva ATY FRALADT 7 ANVERIEIT L7 FY ZHIBRLET,
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archive download-sw

archive download-sw

HLWA A—=T% TETP V=B AL v F FEAAL v F AZ v 7 IZF v —RNL T, BEFEDOA
A=k FEX FIIEEET S0, archive download-sw 554 EXEC =2~ > R&fH L F 9,

archive download-sw {/allow-feature-upgrade | /directory | /force-reload | /imageonly |
/leave-old-sw | /no-set-boot | /no-version-check | /destination-system
stack-member-number | /only-system-type system-type | /overwrite | /reload | /safe}

source-url
BX DA /allow-feature-upgrade 7227 (—F v v hEFOA A=V E A VA=A TEET (&

ZIEIPR—RA A XA—=UNL PV —ERA A A= ~DT v 7T L—
K.

/directory AA=TDOT 47 M) EBELET,

/force-reload V7R 2T ARAXA=VOF T a— KPR LTe g TRSAIZ T AT L
DOV a— REEHLET,

/imageonly VI NG 2T A A=VETEF a— KL, MMBIABT N A <R —
Uy icE#d 5 HIML 7 7 A Mg #F v e — R LE® A, BFEO—
Yary® HIML 7 7 A ViE, BEfFON—2 3 Vs EEE FTHIBRS R
TWAEAIZETHIBRENET,

/leave-old-sw Fyra—RIZEALIEEZETHENY 7 M7 N=Va Va2 REFELET,

/mo-set-boot LW T ox2T A A=TYOF Y ra— RICRH L%IZ, BOOT 5
BEHOBRENH LY 7 b =T A A—VEBETLLIICERESN
FH A,

/mo-version-check TDON=Ta VDAL v F ETEERFOA A —T L OF BN EEET
W, Y7 MU 2T A A—VEF v ra—FRLET, A vF ZZ 97T
T, A A—VEBILOAF v EORZ 7 Tabhanr =T g DH
W Z RIS, YT Ny 2T A A=Ay ra— RRLET,

/destination-system Ty T VU= RTHEEEDA L NERELET HBETEHHMAIX1 ~9

stack-member-number <7,

/only-system-type Ty F T V—RTEHEDVAT N A TEIFEELET, HHETE 5%

system-type BHi% 0 ~ FFFFFFFF <9,

/overwrite Hgoa—RENTAA—YT, 79932 AF)VDOY 7 =27 A
A—Vk EEXLET,

/reload EREINTEREPRGTESNTOWRNWGERERE, A A—VDF U a—
FIZRI LI T AT L&Y rn—FLET,

/safe BIEDY 7 b =27 A A—=VERFLET, ILOA A—VRF T

O—RENDHBETIE, LW 7 ho=2T A A—VHOMEKZES B
THEDOY 7 b7 A A=V EHIRLERA, U ra— KKTHIZ
WIEDA A=V RHIBREE T,
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source-url o—hVERIFRY NU—2 T A AT AHADEET URL =AU
T A, WDF T arnYR—FrEhTHET,

e BHLUHXY T—k m—&— (BS1) O :
bs1:

o RFUKRT RV AL vTFERIFvAE—LOR—TINV T Ty

Tr AN AT AORES
flash:

AR EOBO—HN T Ty va Ty A VAT AORE
flash member number:

o FTP O :
ftp:[[//username[:password|@location]/directory]/image-name.tar

o HTTP ¥— "D :
http://[[username:password|@]{hostname |
host-ip}[/directory]/image-name.tar

o ¥ =7 HTTP ¥ — DL :
https://[[username:password|@]{hostname |
host-ip}[/directory)/image-name.tar

e Remote Copy Protocol (RCP) DL :
rep:[[//username@location]/directoryllimage-name.tar

e TFTP O3 :
tftp:[[//location]/directoryl/image-name.tar
image-name.tar 1, AA vy FIZF Yy a— L, A VA=V HYT
]\ 17 x 77 4’ 7{ ‘—T‘/\“’C\#o

TI+IE BATOY 7 by =T A A—ViE, A orn— RS A—VCEBEXIREEA,
VIR 2T A A=Y E HIML 7 7 A VD GFRE 7 va— RS ET,
FLWA A =TT flash: 77 ANV VAT AZHE Ty — RENRET,
BOOT B®5EZL#KIL, flash: 77 A /L AT ADH LW T =27 A A=V ERTIILEEESNET,
ARA=VHTIERLFENLFERESINET, A A=Y Ty AT tar 74—~y N TREEINE

‘j—o
Bora—RFEA4A—VDAL v Fua bhal A=V a VOHEHEWEIE, AF v 7 ONR—T 3L
HINET,

vk E®E—F ¥ EXEC

av Yy FERE Jy—= EFERNR
12.1(11)AX “hawy FBMSNE LT,
12.2(20)SE http 33 L O https ¥ — VU — R2BIENE L7z,
12.2(35)SE allow-feature-upgrade 3 & O directory — U — R8BS E LT,
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BEREDAA FS4>

archive download-sw

/allow-feature-upgrade =7 > a VM T 5L, BRL57 4 —F % By b0/ A—VE2A R
F—ATEET (FLE2FE IPR—A A A=IDL PP —ER AL RA—=T~DT v 7T L—F),

archive download-sw /directory =~ F&fHT5 L, T4 L7 N2 —ERELET, ZOHKIZ,
Fyru—RTLtar 77 A NRtar 77 A URAREIRET D720, tar 7 7 A NV T EITERIRN A K
BETDHZ LIXLERA, & 21X, archive download-sw /directory tftp://10.1.1.10/
¢3750-ipservices-tar.122-35.SE.tar ¢3750-ipbase-tar.122-35.SE.tar & AJ) L £,

/imageonly 4 7' 3 UiE, BEFEOA A —VUPEHIREZIBEBR I ON TV DIHAEIL, BEHEOA A=V
O HTML 7 7 A VZHIEELE3, (HTML 7 7 A 2D 72\) Cisco [0S A A= RnA oy rn—RE
nET,

/safe F7213 /leave-old-sw 47> a VEZIETETDHE. +HRT7T v AFYRRWVERIITH LY
AA—VOF T a— R TORENEI2ICTHIERTEET, Y7 M= T2ETIEICE-TY
Fwia AFVDEREXEFENREL, LA A—URNADE Lo AII0, 25— ELE

‘j—o

Nleave-old-sw 47> a v ZHHL, LA A—TVEF o — RLEEEITH WA A—UN EEE
SN o oA, delete 7574 EXEC 2~ REEH L THWA A=V ZHIRTHZ ENTEET,
Az oW Tk, (delete) (P.2-129) OHEZSR L T 72XV,

AL JIFELTNDENR—=Va vy bR RAAZ 7 Ta haldOR—Ta DA A=V kX T
o — R4 58415, /no-version-check # 7> a VA LET, oA Ty a 2T 58T
/destination-system 47> a VEHEHAL, A A—VTT v 7T L— RTHEENR A AREHEELT

<TZ&EW,
~
GX)  /no-version-check 47 g VOEHIIIEENMLETT, F—DAHX v 72T H01I20%, v AZ—

BEd, TRTDOALNRT, A2y 7 Fa haldOR—2 g URR—THAMLERHY £4, Z0F
TarvERETDLE, RPNCAZ v TR RaLDONN—TVar bk AX YT ON—T a3 OHEE
EWRTHI L, A A—VEX Y B—RTEET,
Ty T V—RTDHAX 7 AT L@a~ s KT /destination-system 47> 3 > &0 KT Z &
T, BHDORE 7 AUREREL, Ty 77— RRT&EET,
TTova TNRAADA A=V EE T a— RIS A A=V TLEEETL551L. /overwrite 47
>a V%'fﬁﬁﬁ Li‘é_o
/overwrite 7> a R LTI Oa~wy RERETHAHLAE, #vrr— K 73U XAE, HrLnA
A=UN AL 0T TT793a TALADA A=V FLFAZ YT AUANTEITHO LD LR LT
WERNWZ L EHRLET, A A—URRLUTHAILAIL, FUyrua— NI fThhERA, £ A -5
oo TWAEAE, WA A—VIFHIRIIL, HILnA A—URFura— RRINET,
FHLWA A=V %X T ra— KL% T, reload Fi# EXEC 2~ REZ AL TH LA A—T Dk
M & BiET 52, £721% archive download-sw ==~ > K /reload 473 3 > 7> /force-reload 4~
varvERELTIEE N,
/directory &7 a v EFERALT, A A=Y DT 4 L7 MY ERELET,

il WOFITIE, 172.20.129.10 O TETP F— "0 BH LA A=V %X —RL, A v FTA A—
Uk EEXTLIHIEERLET,
Switch# archive download-sw /overwrite tftp://172.20.129.10/test-image.tar
WOHTIE, 172.20.129.10 ® TEFTP »—"ME YV 7 h U =T A A=V FEFE AL v FIIHX T ra—F
THHEERLET,
Switch# archive download-sw /imageonly tftp://172.20.129.10/test-image.tar
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Bl archive download-sw

WOFTIZ, Fora—RICEHLZBETHENY 7 v =T N—=Va VERGET D HEERLET,
Switch# archive download-sw /leave-old-sw tftp://172.20.129.10/test-image.tar

WOFITIX, BREINRZZFBELRNT2 DD tar 4 A —YDOEFTAEEL £,

Switch# archive download-sw /directory tftp://10.1.1.10/
c3750-ipservices-tar.122-35.SE. tar c3750-ipbase-tar.122-35.SE. tar.

WOFITIZ, AFZ w7 AN6BRIO8 2T v 77 L — N L 5EERLET,

Switch# archive download-sw /imageonly /destination-system 6 /destination-system 8
tftp://172.20.129.10/test-image. tar

BEa<YF avwoFk BiEA
archive copy-sw DAL T AURDT T vva ATRIDEFETA AT %, HlD 1 2L
Eox% oy AR EDT7 Ty a2 AEVIZaE—LET,
archive tar tar 7 7 ANVENERR L, tar 77 AND T 7 A NV E—EFR L, tar 7 7 A IV
N7 ANEMHLET,
archive upload-sw AA v TFOREFEDOA A=Y —NZT v 7T e—RKLET,
delete T7T7vva AE) TNANALADT 7 ANVERIET 4 V7 P ERHIBRLET,
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archive tar

archive tar ##% EXEC 2t~ FZEH L T, tar 7 7 A L DOERK. tar 7 7 A VND T 7 A LD —EFHK
Ry Flldtar 7 AADSLDT 7 A VOB EITVNET,

archive tar W

archive tar {/create destination-url flash:/file-url} | {/table source-url} | {/xtract
source-url flash:/file-url [dir/file...]}

X DEREA

/create destination-url
flash:/file-url

O—HNVEFIIXY NU—F T A VAT AITH L tar 7 7 A L E
PERE L E 97,

destination-url \Z1%, v —HNVFELIIX Y NT—F T 7 A )V VAT LD
365 URL =4 U7 ABIOERT D tar 7 7 A LV OAHIZTREL 7,
WO T a N R—FENTHET,
e B—HN TTFTuia TrAN VAT ADHEL

flash:

e FTP O :
ftp:[[//username|:password]@location]/directory]/tar-filename.tar

e HTTP % — DR :
http://[[username:password|@]{hostname |
host-ip}[/directoryllimage-name.tar

o X =7 HTTP ¥ — DL :
https://[[username:password]@]{hostname |
host-ip}[/directoryl/image-name.tar

» Remote Copy Protocol (RCP) DO :
rep:[[//username@location]/directory)/tar-filename.tar

e TFTP O :
tftp:[[//location]/directory]/tar-filename.tar

tar-filename.tar X, 1ER9 % tar 7 7 A LT,

flash:/file-url \Zi%. FrL M tar 7 7 A LDMERR SN D0 —B L 7T >
Ta T AN VAT AOEEREELET,

EELXT AV NINOTZ 7 ANEREZT 4V VIO T arnl
ARNERELT, HiLtar 7 7 AV EZ AL Z ENTEET, M
BELRNE, ZOLLOFTRTOT 7 A VBEIOT 4 L7 YR,
FULMER SN tar 7 7 A MICEEAENRE T,
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M archive tar

/table source-url BEFD tar 7 7 A NVONKEZBE@mICFE < LET,

source-url \21E, v —H)v 77 AN VAT AERFRY NU—T T 7
AN VAT ADEEFEITL URL =4 U T AZRBELET, kRO T3 v
B R—FSIhTHET,

e B—HN TTFTuia TrAN VAT ADHEL
flash:

e FTP O :
ftp:[[//username|:password]@location]/directory]/tar-filename.tar

e HTTP % — DR :
http://[[username:password|@]{hostname |
host-ip}[/directoryl/image-name.tar

e X277 HTTP % — "D :
https://[[username:password|@]{hostname |
host-ip}[/directory]/image-name.tar

e RCP OHEX :
rep:[[//username@location]/directory)/tar-filename.tar

e TFTP O :
tftp:[[//location]/directory]/tar-filename.tar

tar-filename.tar 13, "7 5% tar 7 7 A /LT,
/xtract source-url tar 77 ANADS T —TI T A SART AT 7 A MBI L,

flash:/file-url [dir/file...] source-url \Zi%. B—T T 7 A VAT ADEEEURL =AU T %
ERELET, ROF T a BN R—FENTHET,

e B—HN TTFva TrAN VAT AORHEL
flash:

e FTP ORI :
ftp:[[//username[:password|@location]/directory]/tar-filename.tar

e HTTP #— O :
http://[[username:password|@]{hostname |
host-ip}[/directory]/image-name.tar

o X7 HTTP ¥— DO :
https://[[username:password]@]{hostname |
host-ip}[/directoryl/image-name.tar

e RCP DX :
rep:[[//username@location]/directory]/tar-filename.tar

e TFTP O :
tftp:[[//location]/directory]/tar-filename.tar

tar-filename.tar 1%, I 5 tar 7 7 A LT,

flash:/file-url [dir/file...] \Z1X. tar 7 7 A ABHH SN D a—H 1 7

Tyva TrAN VAT AOLFERELET, tar 7 7 A B
INBT7ANELFT L7 NIOEFTvary URAMNERETHIC

WX, dirffile... 77 a U EMBHALET, MbEEINLRVWE, TXTO
TZrANET V7 FUBRHIH IR ET,

TI2HIE F7FNRNREEHY EH A,
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archive tar W

avY kK E®E—F HkE EXEC
avy FERE yy—=x TENE
12.1(11)AX ZIoavy RABEMENE LT,

EREDHA R4

Tr7ANBBEOT 4 L7 P AR, KRXFLPLFEXFILET,
A A=V TIE, RLFENLFNEBI S ET,

] WOBITIE, tar 7 7 A VEEKT D HEERLET, 2Oa~vr NEr—0 77 via T8 A0
new-configs 7 4 L7 MU OWNE %, 172.20.10.30 ® TFTP $— 30 saved.tar &\ 4RO 7 7 A )V
ICEZIARET,
Switch# archive tar /create tftp:172.20.10.30/saved.tar flash:/new_configs
WOBTIX, 77 vv a2 AFRVIZEEND 7 7 ANVONEERRT B HIEEZRLET, tar 77 4L D
WNAEPHEE IR RINET,
Switch# archive tar /table flash:c3750-ipservices-12-25.SEB.tar
info (219 bytes)
c3750-ipservices-mz.12-25.SEB/ (directory)
c3750-ipservices-mz.12-25.SEB (610856 bytes)
c3750-ipservices-mz.12-25.SEB/info (219 bytes)
info.ver (219 bytes)
WOB T, /html 74 V7 MU BLXOZEONEL T 2R RTHHEEZRLET,
flash:c3750-ipservices-12-25.SEB. tar c3750-ipservices-12-25/html
c3750-ipservices-mz.12-25.SEB/html/ (directory)
c3750-ipservices-mz.12-25.SEB/html/const.htm (556 bytes)
c3750-ipservices-mz.12-25.SEB/html/xhome.htm (9373 bytes)
c3750-ipservices-mz.12-25.SEB/html/menu.css (1654 bytes)
<output truncated>
WOFITIE, 172.20.10.30 DY —NZH D tar 7 7 A VORAFE BT 2 FikE R LET, 2 2 TiI,
0—HNTTyva TrAN VAT ADN— N T 4 Lo N YIZHIZ new-configs 7 4 V7 U &l
LCWET, saved.tar 7 7 ANVDEY OT7 7 A VTR INET,
Switch# archive tar /xtract tftp://172.20.10.30/saved.tar flash:/new-configs
BEaTUF avwyFk BL:
archive copy-sw BDOARL T ANNDTTya AFRIVNLFETA AT, Ho 1 DL
LoRZ Yy AN EDT Ty a AFVICIE—LET,
archive download-sw  TFTP — /B A4 v FITH LA A—VEF U m—RLET,
archive upload-sw AL T OPEGFDA A=V %Y —NZT7 v e—RKLET,
Catalyst 3750 Rf yF av>F YI7LYR
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MW archive upload-sw

archive upload-sw

archive upload-sw f7# EXEC 2~ REEH LT, BBFEOAAL v F A A=V & F— T v S r—
FLET,

archive upload-sw [/source-system-num stack member number | /version version_string]
destination-url

XD EHEA /source-system-num Ty T —RNTEA A=V EFSTBEDAY v 7 AURNEIRELET,
stack member number
/version version_string (£E) 7 v 70— T 54 A=V DENA—Y g U XFHEEELET,
destination-url O—HINEFIFIRY NT—Y 7740 P AF AD%H URL =AU 7 AT
T, WOF T a RN R— S THET,
o RFURTHY AL vTFERFARAY I AL —LOu—H)L T
Syva Ty AN VAT AOHEL
flash:
AB T AN EOR—HN TT v Ty AN VAT ADREX
flash member number:

e FTP O :
ftp:[[//username|:password|@location]/directory]/image-name.tar

e HTTP #r— D :
http://[[username:password|@]{hostname |
host-ip}[/directoryl/image-name.tar

o ¥ =7 HTTP ¥— DO :
https://[[username:password]@]{hostname |
host-ip}[/directoryl/image-name.tar

» Secure Copy Protocol (SCP) D53 :
scp:[[//username@location]/directoryl/image-name.tar

» Remote Copy Protocol (RCP) D3 :
rep:[[//username@location]/directoryl/image-name.tar

e TFTP O :
tftp:[[//location]/directory]/image-name.tar

image-name.tar X, 4 —NIRFT DY T MU =T A A=V DLAAITTT,

FTI2AILE TS5y a T AN VAT ANLEREBRBTOA A—CET v Fu—FLET,

avY kR E—F #:kE EXEC

avy FER yy—=x EERNE
12.1(11)AX Zoawy REMESNE L,
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BEREDAA FS4>

archive upload-sw W

/version 47 L 3 U EEMAT H7-0IZ1E, /source-system-num 47 3 VEEETAMLERDH Y F
T TNHLDOF T a v ERIFFICEH T2 T, HEDRZ v I AVROBEDA A— (F4T7A
A—=TTER) 27 v 77— RT&EET,

AT NA A = R =D ¥ [ZEENT T 5 TWD HTML 7 7 A ABBEFEOA A=V L L HITA A
= ENTWDLHEAIIZET, Ty 7u— NEEEZFEHLET,

7 7 A i, CiscolOS 4 A#—, HTML 7 7 A /L, info DIEFTTY v Fa— REhEd, 2hbo
TrANNT v Fa—REnsE, Y7 7T idtar 77 A NVEERLET,

A A=V TR, RLFEANFBEB S ET,

5l WOBITIX, AH w7 AN 6 THEFATHOAL A=V % 172.20.140.2 O TFTP #—"~7T v 7
n— R4 5 HFEERLET,
Switch# archive upload-sw/source-system-num 6 tftp://172.20.140.2/test-image.tar
BEa<TF avwy kR EHER
archive copy-sw HDHAZ YT ANRDT T vva ARYNLIITA A=k, Blo 1oL
rORE YT ANEDT Ty a AEVIZa—LET,
archive download-sw  #H LA A=V 22X Af v FIZF Y a—RKLET,
archive tar tar 77 A NVEER L, tar 77 ANVD T 7 AN —EHRRL, tar 7 7 A )L
MNH T 7 ANVERMELET,
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M arp access-list

arp access-list

Address Resolution Protocol (ARP; 7 KL Afi#ik-7" v k =2/1) Access Control List (ACL; 77 & & =
Yhue—L VRN 2EXRTDHIHE, ELITLEIERLZY X NORZICa~y NE BT 585461,
arp access-list 70— 3L a7 4 X al—v gy awr REFALETHEESNZ ARP 727 & X
UZ2RNEEIRT A2, 2oa~<wy Fono BRXEHEHALET,

arp access-list ac/-name

no arp access-list ac/-name

B acl-name ACL D4 i
TIAIE ARP 77 A A NIERENTOERA,
OV K E—F rua—rgy ar 7 4 Xalb—a
av Y FERE Jyy—=x EERNE
12.2(20)SE Zoawry RRBMEhE L,

ERLEDAA K54

arp access-list =~ > FE A/ 95, ARPT 7R VAR arv7 4 Xal—rar ET—FRIZAY,
WKDay7 4 Xal—3 gy awy RAMEHARICARY 1,

o default: =~ R&FT 74 /V FREICRE L ET,

o deny: X7y FEHEETDZLOITHEELET, FMIONTIX, deny (ARP 727 &R U | =
V7 4 Fal—ar)] (P2-132) DEAZBRLTLIEZEW,

o exit: ARP7 7R URAh a7 4F¥al—raryT—FR2TLET,
e no: IV REEMIT LN, TT7HNVIREICELET,

o permit: N7y MNERRET DL HICHELET, FEMTOWTIE, Tpermit (ARP 772X U X
Far7eFalb—ar)) (P2-414) OEZZMLTIZEN,

BE SN —BGEMHIZESNT ARP Xy FEEXEEIT ey 7T 51X, permit 721X deny 7
JHA VAN ar7 4 Xal—vary avr REfHLET,

ARP ACL RNEFK S5 & ip arp inspection filter vlan 72— )L 207  Fa b —T gy avy
KFZ{EH LT VLANIZ ARPACL i@ T& £9,IP/MAC 7 RL A A T ¢ V77210 & T ARP
Ry R ACL LB SET, TSSO T XTONRT Yy b 24713, BEESn T2, A
VLANWTT7 UV v o7 3hET, ACL BTy bEFFAITD L, AL vy TFR ATy FEBHELE
T ARHESEAT — M AV MZE2TACL BTy bEHEET DL AA v TFRATry ME Ry
TLET, BBEGEAT— M A ML TACL "N T Y hEERETHE. AAM v F 3Ty b
DHCP N"A v T 4 v 7 DYARNEHEELET, 72720, ACLB XX 77>z (ONry MRS VT o
VTR ENRY) ThOIHBEEREET,
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arp access-list W

] ROBITIE, ARP 727 A VA M&ZERL, IPT7 AR 1.1.1.1 TMAC 7 KL AR
0000.0000.abed DA A b 7v5 D ARP 3k & ARP ISE O 5 2719 2 ka2 R LET,

Switch (config)# arp access-list static-hosts
Switch (config-arp-nacl)# permit ip host 1.1.1.1 mac host 00001.0000.abcd
Switch (config-arp-nacl) # end

REE MR T H1TiX, show arp access-list £7# EXEC 2~ > FEZ AL E T,

BEaOv R avwy kR )

deny (ARP 727 &R DHCP A>T 47 LORIIZI S —EKIZH ST ARP /37 v hEESR
YRAKar74¥2 L%,

g&

Lr—vay)
ip arp inspection filter 2% 5 ¢ v 7 [P 7 FLATRESNIZAA 22 H O ARP ERE L OGE
vlan EHFRLET,

permit (ARP 77 2&X DHCP /N1 T 1 7 L DHBRIZ L5 —FKIZHESWT ARP N7 > N &EFFA]
YR av74¥a LET,

L—vav)

show arp access-list ARP 772 VA MIBETHFEMETRLET,
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M authentication command bounce-port ignore

authentication command bounce-port ignore

AL v FPR= 2 —HICT A E—=T VT Ha~vr FEEETE L0129 012iE, A4 vF R
B EIZAZ L R v A4 »F LT authentication command bounce-port ignore 27 = — /3L
A4 FXalb—varyavry FefHLES, 774V FOAT=FRCERTICIE, Z0oa<r B

D no BAZMM L £,

authentication command bounce-port ignore

no authentication command bounce-port ignore

BX DA Zoawy Rk, BIEERIEF—U— FiEbH Y FHA,

TI2AILE ZDOAA »F L, RADIUS Change of Authorization (CoA; i@ F[Z %) bounce port =~ > K& IF A
nE7,

avY R E—F sua—nR) ar7 4 ¥al—ay

av Yy FER yy—=x EERNE
12.2(52)SE Zoawy RpEMENE L,

EREDHMA RFS4Y CoAbounceport 2~ FiZk->TU > 75 v FNEAEL, A RMNDHO DHCP fixr Gy o —3 3
UBMEEILET, ZHE VLAN ZEREALZHAEICEE THY . = RARA MI, BEEARET
LY TV Nl WS Y B IREDT NA AT, AA v F ) bounce port =¥ R&MEH I 5
FKIHOCRET DI, Zoa~vr REEHLET,

i WDOFITIEL, A A »F 7 CoA bounce port =~ FEMEH TS L5 ICHRET D HEERLET,
Switch (config)# authentication command bounce-port ignore
SEEI=E4 S avU kR L]

authentication command

A A T H CoA disable port =~ > FEMHAT L LI ICHELET,
disable-port ignore
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authentication command disable-port ignore [l

authentication command disable-port ignore

2L FPR—= b T 4 =T NCTHavy FEBEATE L5127 2123, A4 v F AF v 7%
7oiXAH# v K7 v A4 5 LT authentication command disable-port ignore 7' v —/ 3L =27 ¢
Fal—varavwryFaEALEY, 7740 bOAT=ZAZETITIE, 202w RO ne B
ZfERLET,

authentication command disable-port ignore

no authentication command disable-port ignore

B DA Zoawy IR, BIEERIEF—U— FiEbHY FHA,

TI2AILE ZDOAA »FiL, RADIUS Change of Authorization (CoA; i&F[Z %) disable port =~ K& % A
nE7,

a2 R E—F Jsua—nR) ar7 4 ¥al—ay

av Yy FER yy—x EEAR
12.2(52)SE Zoavwry RpNENENELE,

EREDAA FS54>

CoA disable port 2~ > Ridk v a vV aKRAT 47 THKR— aEHEvyy NFTv L, &Y
YarERTEEET, AA vy TFRI0a~vy FEEETLLOICRET DT, Zoa~vr REEH
LET,

i WORBITIEL, A4 v F ) CoA disable port =~ > R&MHT 2 L 5 IR ET 2 HEERLET,
Switch(config)# authentication command disable-port ignore
SEEI=E4 S avvFk EL]
authentication command ZA v F 7 CoAbounce port =~ > RAZMEHT 5 L HICHELET,
bounce-port ignore
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Bl authentication control-direction

authentication control-direction

authentication control-direction f > ¥ —7 = A X a7 4 Xal—T g avr NEFEHALT,
AR—h EF—RFER—FMELITHFMIHZELET, 7T 740 MEEICRTIZIE, 203~ RO no
EREHEHLET,

authentication control-direction {both | in}

no authentication control-direction

BX DA both R— hOMFEHEE A F—T M LET, B— L, AR MR Y R &%
ZIETEEH A,
in R— N O¥—FHEI#HE A F—7 M LET, B— FME, AR RNy b &
EETEETN, ZEITEETA,
TI2AILE A MEIMFEE— RICRESNTWET,
avY kK E—F AV B —T 2 f A AT 4 X2l — g
vV FBE Jyyy—= FTERE
12.2(50)SE ooy RpREMENE L,

BEREDAA FS54>

F 7 3 FREDOKFGE— FICRTIZIE, Z0=a~<>2 RO both ¥—7U— FE7-IT no BERZHEHL
£,

i WOFTIX, MEFME— REA X —TNWIZT D HEERLET,
Switch(config-if)# authentication control-direction both
WORFTIX, B—FME— REA RX—T7NWMITBHHEERLET,
Switch(config-if)# authentication control-direction in
show authentication f5# EXEC a2~ REANTHZ LIcL Y, RELHMIBETEET,
BIEaTUF avwyk BL]
authentication event EEDHIIEAR " OT 7 a v BB ELET,
authentication IEEE 802.1x FRAEA Y AR — M LBRWI FA T VHOT7 +— Ny 7 FRE
fallback LT Web BAEZHEMT 2RO —FaRELET,
authentication — P CRFE~ 3=V vy T—RZRELET,
host-mode

authentication open R—= R TA—T > TIVREBEARZ—TNELEZT =TI LET,
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authentication control-direction W

avyk Bl

authentication order  K— N CHEATIRESXOIEFZHELET,
authentication R— FOFHRIEEZA X —TNEET 42— NI LET,
periodic

authentication A— NORFEARAT — O FEHIEEZ A xR —7 /I LET,

port-control

authentication priority K— K 7Z 44V 7 ¢ U A MIEBIESFNEZEBML 9,

authentication timer  802.1x ¥ JGAR— DX A LT Tk RTRA—F LHRBHNRNTA—FEZHREL

7,
authentication LT NS ZARKR— MIERT 50>, A— MIT TIZRKREDT N4 A
violation DR L TND L XIS, LTS ANRR— M LTS a o84+

DENE— FERELET,

show authentication AA v F OB~ T —T % A2 MIBETHHERERRLET,

Catalyst 3750 Rf yF av>F YI7LYR
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M authentication event

authentication event

authentication event f ¥ —7 A A a7 4 Fal—ar avr REEH LT, "— FORE
DFBAEA X2 NMIBAT A7 7 v a v EFELET,

authentication event {fail [action [authorize vlan vian-id | next-method] {| retry {retry
count}]} { no-response action authorize vlan vian-id} {server {alive action
reinitialize} | {dead action [authorize | reinitialize vlan vian-id]}}

no authentication event {fail [action [authorize vlan v/an-id | next-method] {| retry
{retry count}]} {no-response action authorize vlan vian-id} {server {alive action
reinitialize} | {dead action [authorize | reinitialize vlan vian-id]}}

B DA action WAA N NOMET Vv a v EBRELET,

alive Authentication, Authorization, and Accounting (AAA; #BGE. #F, 774
ﬁ/74/7)#—A&@77/a/% RELET,

authorize — NEFEREL 7,
dead AAA —REIET 7 a v ERELET,
fail RMGRFED RT A— X B ELET,
next-method ko3RI FRICHREL £,
no-response FEIEEFRA N T 7 a vy 2RELET,
reinitialize FREHE T TA T T _XTEHFIELLET,
retry KRR OHRITORITE A R—T M LET,
retry count 0~ 5 OFFATOEHTT,
server AAA F— R AR DT 7 a v ZRELET,
vlan 1 ~ 4094 CTFFELM VLAN Zf5&E L£7,
vilan-id 1 ~ 4094 ® VLAN ID &5 T,

TIAIE AN NSERRE— MCRESNEE A,

avy kE—F A B =Tz A A AT 4 Falb—g

av Yy FERE yy—2 EEANA
12.2(50)SE oy REMSNE L,
12.2(52)SE reinitialize ¥ — 7 — F2BM SV E Lz,
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BEREDAA FS4>

authentication event W

Z M=z RIZ fail, no-response, F72iL event ¥ — 7 — REfITFCTHEALT, FFEDOT 7 a0
Ay FIREERELET,

server-dead A X s DGH

no-response { ™~ b

A A F M critical-authentication 27— MIBE 5 L, BEEEZFITLTVAH LWLVAR FA

critical-authentication VLAN (F£7213 2 ¥V 7 v /L VLAN) (B8 E 4, A— Fn v 7Lk
AN FE—F, YAFAHRAN EB—F, vAFRIEE— K, £720F MDA E— FOHHA, 2N #EA
ENFET, FBAEF AR A MIGERREHA A+ VLAN IZFEY | HiRGEY A ~— 13T 4+ B—7 20 £7°,

7747 T Windows XP ZBE L., 7747V MREHRINTWDYZ VT ¢ 0 R— ks
critical-authentication 27— k ToH B84, Windows XP 131 v ¥ —7 = A4 ANRFEIEE N TR
lERELET,

Windows XP 7 74 7> hiZ DHCP AR E SN THEY . DHCP & — "N EHD P 7 FLUARKRE S
NTWBEEIL, 7T 40 R— K TEAP BFEREI A v —T %25 L TCH, DHCP #E 7 1
T RIE LT ERA,

DA

IEEE 802.1x 7"— R T4 A2 h VLAN %A X — 7 M L7e86. @ik —/37% Extensible
Authentication Protocol over LAN (EAPOL) Request/Identity 7 L — AIZx 3 2 I6E % %5 L 72
VR EAPOL Ry KB ITAT o MinbEESNRNE, AL v TFTEIIAT o MET A
VLAN (28D B CTET,

A4 v T X EAPOL X7 v NBREZRFFLE T, J/&@fﬁﬁWWK%@EMDLN&y%ﬁ
A—rETHREEINEZEA. 72 b VLAN BREIZT « B—T 220 £9, A— bR T T2
FWANXT*F IHDHHEE. B— MIEHF AT RT— M %@\mﬁﬁﬁ%éhiﬁ‘EM@L
BREXZ V7T ESnET,

A F R—»BF AN VLAN (A FHA N ET—F) IZBEHSN 5 &, IEEE 802.1x %)% T
W7 I AT N, T EARFRINET, IEEE 802.1x i 74 7> A, 7 A b VLAN
ERELTWAR— K EFEUR—=MTMbB L, RA— Fix RADIUS #&7& VLAN 72132 —VHE
7 7% A VLAN OEFFRI AT — MIBITL, BN HR I ET,

Remote Switched Port Analyzer (RSPAN; UE—h AA v F K R—k 7FZA%) VLAN, 77
A~V 77 A4~_—k VLAN, F7213%775 VLAN USNDOT 7T 7723 XTo VLAN (., IEEE
802.1x @7 A F VLAN & L T ETEE9, A b VLAN #iEIZ, 778X K— N TREFY

—h&NES, WE VLAN Ob—7 v R A=) FEF 707 = b TEIFR—-bShEE
o

MAC FR3E/SA 73255 IEEE 802.1x R— F TA X—7 NV DEHAEIC, EAPOL A v & — U232 Fipg
L TW5MIZ IEEES02.1x RAEABIRYINIC D &, A v FTIE, 7747 FOMACT R
ANZHANTI IA T Med#Fa T&EEd, A1 vFiE, IEEE802.Ix K— M LD T4 7 + &
*ﬁu”jbt/&? VIAT U IPoDA =Yy b Xy FefHELES, XA v FiE, MACT R
ICES Wz a—F4 B LAY — F& £ RADIUS-access/request 7 L — 5 & FREE Y —

i ﬂnbi‘f

— BIECRIT DL, AL TFEI TAT U MRy NI =7 ~DT V8 A%EFALET,

— BREICRILT D L. AA v FIEIAR—MTHT AR VLAN Z2H10 4 TE3 (FFES L TWiang

)

ROV, Y7 R 2T ar 7 4 Xal—v a3 HA KO [Configuring IEEE802.1x
Port-Based Authentication] ®F @ [Using IEEE 802.1x Authentication with MAC Authentication
Bypass] DHEZZHL T ZEW,

| oL-8552-10-J

Catalyst 3750 R4 v F IvVF Y272 1



(2% Catalyst 3750 X1 v F Cisco I0S a2 F |

M authentication event

]

authentication-fail A <> N DA :

o YT UD Y PPREECKIT D & A— MIHIR VLAN (BB S 4L, EAP fh A v &=V R4 7
VB MTRESNET, Zhid, 77U 2 MUZEBROFBIED R @M SN RN 2D TT,

— BAP OFIA v E—VUREREINRZWEE, TV I MI 60T E (F7 44 ~) IZ EAP
Bt A v —V BB E L CRIEEITRY L LET,

— —¥DFEA N (72 & z21E, Windows XP Z#EITHDOT /N1 R) F, EAP O A vE&—T%
ZITE S E TDHCP #E#ETX ¥ A,

HIFE VLAN (. > 7 AHRA N E—R (F7A4NVFOR—F T—R) CEIFHR—FENET,
A— F2 IR VLAN IClRiE SN DL, 7TV PO MACT FLARMAC 7 RL A T—7 L
EMEnEd, F—FEoo MAC 7 FLRZTR_RTEX2 T 0 EKE LTHbDRLET,

e LAY 3AKR—FONE VLAN ZHIfE VLAN & L TRET HZ &IETEEFA, ML VLAN %l
R VLAN & LTHBLOER VLAN L LTHRETHZ LI TEERE A,

%UKE’(VLAN iéﬁuuuﬁ%/r;r\ 7/I/GZL/VC< fiéb\ ﬁuunﬁﬁ)T/f’k 7/1/ éﬂ’Cb\ék
HIR VLAN ICEENTWVWAR—FTIE, T4 =N EN TV A EAICHRIFERZZITEY
FHEA,

FAET v A B BT HICIE, #HIBR VLAN BR— b0 v 7 X X hEiR
Extensible Authentication Protocol (EAP) v/ 47 A Xy hEZITHRALENRSH Y £7, A B
BT TR SN TWDEHE

— BARMBEWSNIEGBICAR— TR 7 F T AR FEZTRLRNZ ENHY £T,
— K= T, ROFRIRITHITONDLET, HLOARAMEBRE LN ERH D 7,

filfk VLAN #7025 % 4 7D VLAN & L THHET S &, fillR VLAN OR— M BITSh, £
Zhl)o iﬁﬁmuuﬁéﬂf’XT’“]\@ii fi@iﬁ—o

WOFITIL, authentication event fail =~ FOREHFEEZ R LET,

Switch (config-if)# authentication event fail action authorize vlan 20

WOBITIEL, BB LT 7 v a v OREHEERLET,

Switch (config-if)# authentication event no-response action authorize vlan 10

ROFITIX, V—NIRET 7 v a v OREFEEZRLET,

Switch(config-if)# authentication event server alive action reinitialize

WOFITIX, RADIUS ¥ — "B EHTEX 2 WA, FEHBLOREFOFRA &7 VT 4 1V VLAN
WCEET DL IR ERET D HIEERLET, v /LTRFE (multiauth) £— FOR— FDOEE, £
TIER—FDEFFRAAL N MDA E—RTHIHEA., Z0avy ReERL £,

Switch(config-if)# authentication event server dead action authorize wvlan 10

7)/’\’0)1%’( 1Z. RADIUS — "R FEH TR WEAIC, IIRBIOBEFEDORA &2 VT 1 10 VLAN
WCEETDEIR— NE2RETDHHEEZRLET, R— "R~ ALFHRRA L, E£HRE~ALFRIFEE— RO
BA. Zoavwy REFEHLET,

Switch(config-if)# authentication event server dead action reinitialize wvlan 10

show authentication %74 EXEC =2~ FEZANTHZ LICL Y., REEMIRTEET,
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authentication event W

BEav VR avwy kR HL)
authentication R—F B— REHE—-FHE IR GFEICHRE L ET,
control-direction
authentication IEEE 802.1x #BFEA VR — b LRWIT TA T RO T =Xy 7 J53
fallback & LT WebiBiEzHEHT AL OAR—FEERELET,
authentication — NI~ —Ty E— FEHRTELET,
host-mode

authentication open RN—= P TAE—T v TIRAZAX—TNVELEFT =TI LET,
authentication order  FK— N CHEAT LIRS RXOIEFZHELET,

authentication — NOFEIEA X —TNEITT 4 E—T NI LET,
periodic
authentication “— FDORBFEAT — b OFENFIEE A X—T VI LET,

port-control
authentication priority "— ks I 44V F ¢ U R MIEIESFNZBMLET,
authentication timer  802.1x XJER—FDHX A AT 7 k RT A —Z LHRFENRT A — X B E

LET,
authentication FLWT NS AR — MR T 205, R— MR KRB DT S A 2035
violation L72#%T, I LWT N, ARR— MR LTS EICRET 2 EKE— R
ERELET,

show authentication AA v F OB~ —V % A X2 MBI DIERERRLET,

Catalyst 3750 Rf yF av>F YI7LYR
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Bl authentication fallback

authentication fallback

authentication fallback /1 > % —7 A X a7 4 Falb—ar avwy R&zHL T, IEEE
802.1x muuijﬂ;}‘ﬁ-j_‘—]\bfcﬁl/\7747/]\ 7;(‘,[-]“/ Web HALHIE%7j—\—/I//\/7jitk L‘({i)ﬂjﬂéi
INCAR—FERELET, 774NV MREICRTIZIE, Z0a~vr Fono BRE2FEHLET,

authentication fallback name

no authentication fallback name

BX DA name Web ZBALD T +— N vy Tua 77 A VEfEELET,
TI2HILE T A=A JFAR—=T A TIEDH Y ¥ A,
a2 kR E—F A B —T AR AT 4 F¥al—g

AV FEE yy—2 EERE
12.2(50)SE oy RGBS NE L,

BRLDAARSLY 74—y 7 R EFET SAE0IC authentication port-control auto f >4 —7 = A A 27 (¥ =
L—yay avy ReEANTL20ERSY 7,

Web #GEE 7+ — Ny 7 AL L TR Z’E'Cé‘%,’)@i 802.1x £/ MAB (3 L T2 TY, L

MoTT7FH— NNy I TELHILHIZTTBHIZ DOFFEFRD 1 SDFFHIEHF 2R ETHILEND Y £
ﬁ—o
#1 WOHITIZ, R— DT+ =Ny 7 a7y A VEERETDHHEEZRLET,

Switch (config-if)# authentication fallback profilel

show authentication #5# EXEC =2~ R ANTH I LICL Y, REEZMHIRTEET,

EE=ESTS = |
authentication R— bk T— FEE—~FEEZIIVFEICERELET,

control-direction
authentication event iFffo@ HIEA R FDOT 7 a U ERELET,

g&

authentication — N CERIF~v R —V % E— FERBRELET,

host-mode

authentication open R—=FCTA—T v T2 BAZA =T NELEFT 4 B—T NI LET,
authentication order — b CEAT ARG ADNEF 2R E L ET,

authentication — N TCHREAEA R—TNEFITT 4 E—T NI LET,

periodic
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authentication fallback H

avwy kR B
authentication A= L DRFEAT — S DFEHIEHZ A F—T7 VI LET,

port-control
authentication priority K—k 7744V 7 ¢ U R MIRFEFLEEBMLET,
authentication timer  802.1x XHJEAR— bDH A AT U b T A — X B L OHBGE T A —F 3%

ELET,
authentication H LT S AN — MRS D0, N— MR KB DT A A3 Bkt
violation L7t C. LT S ZARR— MR LT BRI AT 2 ENE— R
ERELET,

show authentication AL v F ORI~ F—T v A X2 MBETHEREFRLET,

Catalyst 3750 Rf yF av>F YI7LYR
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Bl authentication host-mode

authentication host-mode

authentication host-mode ' ¥ —7 A A2 a7 4 Falb—Tay avr REEHLT, F—FT
BIEv X —V vy E— RERELET,

authentication host-mode [multi-auth | multi-domain | multi-host | single-host]

no authentication host-mode [multi-auth | multi-domain | multi-host | single-host]

X DM multi-auth A— rO<VFHEIEE— K (multiauth €— F) 24 x—7VIZLET,
multi-domain R=FrDNLF RAAL L F—REAX—T M LET,
multi-host R—FDVLFHRARN ET— e A RX—T NI LET,
single-host R—=bDY U ITNVEAN T= R F—T VI LET,
TIAILE YU NKRA R B KR R—=T NI ENTWVET,
avTY kR E—F S B —T 2 A AT 4 Fal—ay
avy FEEE Jy—=x EENE
12.2(50)SE Zoa<wy RRNBMEE LT,

EREDAHA R34y

]

BEISNTWATFT—F FA MR 1 DFTFOBEAIT. VU I AFRA N B— RERETALERH Y F7,
//?NTXFT*FT@Mﬁ@tb_EF?A4X%%MLRMT<téw0ﬁ%ﬁfgﬁVUW
NEEINTWRWNE FFET A ZAOFFRINRRBLET,

F—& R A A IP Phone #&H THR— k| @méﬂflﬂéiﬂ/\i “IVFRAAL L FE— RERETDHH
ERHVET, TFETNAA AZEMTILERNSIHERIT. ~VF RAAL L T— RERET HHLEN
HoFET,

A7@ EHRICT A ZZEE L, TRNFNEZRIELTR—F 727820 X2 ) T4 2HETE D X
T BT, BEHERIET— FICRTETALERH Y £9, FF VLAN AR TE SN TWAEEIE. 2
@%—&TMET%é FT A AL 1 DT T,

CAFERA R B FTH, ATHELOBEEA M OEDOR— | 77 ¥ ABRMES N ETH, v AF
AR R B RO, B0 2 — PRI S NI CF /A A UK LCEHBOR— | 77 A5 2
BAET.

WOFITIE, R— MO NFRBIEET— a2 A X —T NI T B HEEZRLET,

Switch(config-if)# authentication host-mode multi-auth

ROFTIE, K= bDINF FRAL Y T— REA X—TNMITDHEERLET,

Switch(config-if)# authentication host-mode multi-domain

WOFITIE, R—=FDOIAFERAN E—RNEA X =T NVIZTDHEEZRLET,
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authentication host-mode W

Switch(config)# authentication host-mode multi-host

WOFITIE, R—F DY TNVEARAN T— REAAX—TNICT B FEEZRLET,

Switch(config-if)# authentication host-mode single-host

show authentication ¥4 EXEC =~ FEZANTH I LICE V., REEMIRTEET,

BAEav>F avwv kR EHEH

authentication — b T NEE-HFEEIITEICHRELET,
control-direction

authentication event BEDHIFA R " OT 7 g wZRELET,

authentication IEEE 802.1Xx #FEZ Y HR—F LW I T4 T O 7 3+ — Ry 7 H L
fallback LT Web BiF2HEHTAE >R —F2RELET,

authentication open R—=FCTA—T v T2 BAZAX—TNELEFT 4 B—T NI LET,

authentication order  ;R— F T HRESFRNDOEFEZRELET,

authentication R— N CHBHEAX—TINAVEIIT =TI LET,

periodic

authentication v — N DOFRFEAT — b O TFENIEE A XA —T NI LET,

port-control

authentication priority R— s S 44V F 4 U R MR FNEZEMLET,

authentication timer  802.1x LA — hDF A AT U b NT XA —& L HBFENT A — X &k
S

authentication HLWT S AR — MMTEEHR T D0, B— MR KRED T A A3k

violation L72% T, T LWT A AR — MR LB B8ET 58 KE—FR
ERELET,

show authentication AL v F ORI F—V ¥ A X2 MIBEATHEREFRLET,

Catalyst 3750 Rf yF av>F YI7LYR
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M authentication mac-move permit

authentication mac-move permit

AA v F ETMAC BEh% A *—7 /27 5I21X, authentication mac-move permit 7' =7 — /3L =/
Ta4Xalb—var avry FEFALET, 7740 MRECRETICE, Z0a<y Fo no BAEME
ALET,

authentication mac-move permit

no authentication mac-move permit

BX DA Zoawr P, BIELRF—T—FEHY £HA,
TI#4IE MAC B8 *—7 LT,
oYYk E—F roa—r g ar 74 Xalb—a
av Y FRE Jy—2= EERE
12.2(52)SE Zoavwy RPBEMEShE L,

BEREDAA FS4>

Zoavwy Rl L. 24 v F D 802.1x xIGA— HE TRRIEDR X ]\%:%@J’C%i‘ﬁ”o e & 2E

RAES L2 AR A N LR — F DRl 7A4x#%w\%®fxb#%@f %@LtEA\Mﬁﬂ/
Ta VIEERAOR— B HEIBRS L, BX MIH LA — J:'Cﬁmwiéﬂi‘?
MAC %iﬁﬁlﬁ:% 'E‘_‘j/l/—(‘\ u»uuméﬂf_j‘x ]\ﬁ)gljmj- %@J L/f_]ﬁl:l %@Tx ]\ iﬁmuuﬂzé

NP BRI —NRELET,

MAC ##liZ. "— bt X2 U7 45 802.1x A— M TV AR— I EH A, MAC BEIN A
A v F ETTa—2LIZRESI, "—F X2 U T 4 %A A RR 802.1x ®IinA— MIBE L=
B, ENTT—NRERAELET,

fl WOFTIX, AA vF ETMAC BEZ A F—7 NIt 5 ka2 R LET,
Switch (config)# authentication mac-move permit
BIEa<T R avv kR BL
authentication event BEOEIEAR " DOT 7 v a v #RELET,
authentication IEEE 802.1x #BiEx AR —FLBWI FA4 T NHO T +—n Ny 7 HRE
fallback wawmﬁ%ﬁ%?éiof FERELET,
authentication — NCHE v R —V ¥ E— FEBRELET,
host-mode

authentication open R—=FCTAH—T v T2 BAEZAFX—TNELEFT 4 =T NI LET,

authentication order R— N CHEHTAIRESTXDIEFEZHRELET,
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authentication mac-move permit

avwy kR Bl

authentication R—FNOFFIFEA X —TNVEFITT =TI LET,
periodic

authentication A= NOBFEARAT — O FEHIEEZ A R —7 /T LET,

port-control

authentication priority K— K 7Z 44V 7 ¢ VA MIEIESFNEZEBML 9,

authentication timer  802.1x XJEHR—FDH A LT T h RT A —Z LHBFERT A —X EHFEL

7.
authentication B LT A ZARR— MR T 50, B— FMTT TICRKREDT A A
violation DEFEL TND L EIT, FTLWT NS ZARR— M L5/ 4T

DENE—RERELET,

show authentication AA v F OB~ =V % A X2 MBI DIERERRLET,

Catalyst 3750 Rf yF av>F YI7LYR
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M authentication open

authentication open

authentication open { V' ¥ —7 A X a7 4 Fal—ay avy FeEHL T A—FTAH—7

VTR A A F—

Zoa<wy RO ne BXEFHLET,

authentication open

no authentication open

TNFERET 4 =TV LET, =T T I AEZT 4 —T I TBHITIE

T4k F—TF U T RAFT A =T M ERTVET,

oYYk E—F Ao =T A AT F¥al—ay

av > FERE Jy—= FERA
12.2(50)SE Zoawy RAEMShE LR,

BRLEDTA FS4Y  BIEORNC K Yy NT—2 T IR REZRELTHT 3, A TE, =T VRN A F—7 &R T
DMENRDHY ET,
F—=T B EA F—T ML TH D EXT, F—FNACLZHEHLTEHERA N 772 2A%2HIRT 245
NHYET,

£l KOBITIE, B— DA —F2 T I RRAEA Z—TNCT B HEERLET,
Switch (config-if)# authentication open
ROFITIH, R—= DA =T T IR ET 4 =T NI TELIR— 2R ETDEHEERLET,
Switch (config-if)# no authentication open

EEa<TUF avwyk B
authentication R—F T— FEHE - FHEZIIRTHEICERELET,

control-direction

authentication event

q‘%_fﬁ::@umuﬁ/])/\/ cOT U= /;’i’

RELET,

authentication IEEE 802.1x FRFEH Y R—F LARWI IA T FHO 7 =y 7 AL
fallback LT WebiBiEZHT LR —MERELET,

authentication — N TCERRIF~ R —V % E— FERELET,

host-mode

authentication order

D‘_‘ ]\ T’ﬁiﬁﬁjﬂé [ nJIfT@lllgr

BWELET,

authentication — FCHBIHEA F—TNVERET =7 M LET,
periodic
authentication R— NOFIEAT — FNOFEHIHEA R—T VI L ET,

port-control
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authentication open W

avyk EL
authentication priority K—hk 7Z 44V 7 ¢ U A MIEFEHFXEZEBMLET,
authentication timer  802.1x XJER— " DX A LT T b RT A= B L OHBIENT A —X &%

ﬂi‘bi‘j_o
authentication FLWT A ZANR— MR T 20>, R— MR KD T A 20 Bt
violation L7 T, LT S, ANR— MR LB ETIERE—F
ERELET,

show authentication AL v F ORI F—V ¥ A X2 MIBEATHHEREF R L ET,
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W authentication order

authentication order

authentication order /1 > ¥ —7 A XA a7 4 X2l —var avr RFefHEHLT, A—FTHEH
ARSI RDNEFEZRELET,

authentication order [dotlx | mab] {webauth}

no authentication order

BX DA dotlx AL H R ONEFIC 802.1x #BM LT,
mab FBAE 7 N DJEFIZ MAC Authentication Bypass (MAB; MAC G8RE/NA /3R) ZiBfIL
if
webauth it nEjiJ‘ODJ J”&Z Web O uE%LbD Lij‘
ARVRTIANLE  F 74 b OREEFIE dotlx, mab. 3550 webauth OJETY,
avy kE—F Ao B —T 2 A A AT 4 Fal— g
avy FERE yy—2z EEAAE
12.2(50)SE Zoavwy RPMEMEShE L,

EREDHA R4

]

NERFAS T Tld, AA v FRR— MTHERSNIEH LT A, ZZ2BIAEL &L 9 LT2 L EITiTd 255K
DEFEHRELET, VA MOKFAD 1 DTHIILAEWVWE, ROFAPRITESNET,

FHARF-ERETFRITTE £, WAOMIEF TR, 802.1x & MAB O T AIGETT,

Web iRGEix, AZ 2 FT7ar e LTHRET D0, Ilﬁr“c’jau\f 802.1x F£721X MAB W3 1D
HBTREDFXKELTRETDHZENTEET, Web #REEIT dotlx £721X mab (2T 57—/ 3y
JELTCREURETINENDY £7°,

WOFITIE, BRAOBFEFAELTR02.1x %2, 2FDOFELTMAB %, 3FDDOFALELT
Web uAL‘uJ‘.Eid.—)LjJ[]j— ji/ﬁ%ﬂ—‘ LET

Switch(config-if)# authentication order dotx mab webauth

WORFITIX, BPORBFEHF X & LT MAC Authentication Bypass (MAB; MAC #BEE/NA /3R) & 2
%&)O)uuuﬂzﬁtk L T Web ntou‘.Eid.—)ijujﬂéji(f%T Liﬁ—

Switch(config-if)# authentication order mab webauth

show authentication %54 EXEC =2~ FEZANTHZ LICL Y., REEMHRTEET,

750 R4y F avvF Y7L
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authentication order

BEav R avwy kR HL)

authentication R—=F T— RFE2HE—-FHELIIHFHEICHERELET,
control-direction

authentication event HMEDRIMA X OT I arEHRELET,

authentication IEEE 802.1X BFEE YR — R LW I TA TV VHD 7 4 —n Ny 7 FA L

fallback LT Web BitafEHT 2L >R —bE2RELET,

authentication — N CREH YR —Vy E— FEBRELET,

host-mode

authentication open R—=hITH=T v T BRAZAX—TNVERLIFT A E—TVIZLET,

authentication — N CHEIEA X —TANERITT 4 E—T NI LET,

periodic

authentication — FDFIEAT — bOFEFHIEHAE A 2 —T I L ET,

port-control

authentication priority K— K 7Z 44V 7 ¢ VA MIEIESFXNEZEML 9,

authentication timer  802.1x XS — FNDX A AT 7 ks /X5 A — A B L ONHEIL/NT A — X 2%
ELET,

authentication H LT S AN — MR D0, N— MR KB DT A 2385kt

violation LT, STLWT AN, ANF— MR LTS AICRET2ENE— R
ERELET,

mab AR— kD MAC FBEENAA N AEA X —T VT LET,

mab eap Extensible Authentication Protocol (EAP) M+ 2L IR —FrZ2&EL
ESc

show authentication AL v FORIETF—V % A X0 MCHEATHEREFRLET,
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Wl authentication periodic

authentication periodic

authentication periodic { > ¥ —7 = Af X a7 4 Fal—var avr FeML T, A—FTH
AEE A F—T NEIT 4 =TI LET, BRREE T 4 B =T MCT S 5/IE, Z0av s Fo
no JERX A AN LET,

authentication periodic

no authentication periodic

ARVETIAME EHEHET s E—TAMICERTWET,

™.

H
I

T

avy AVHE =Tz R AT 4 X2l —T a3

av > FERE yy—= EFERA
12.2(50)SE Coawy REMERE L,

FEREOHL KSM4Y authentication timer reauthentication { > % —7 A 2 27 4 Fal—ar avy REFEHLT,
EMNCHRRREEAT 5 RO EZZRE L E T,

i KOEITIE, R— FOEHOERIL A X— T MIT D HEEZRLET,

Switch (config-if)# authentication periodic

ROFITIE, A= FOEMBRIAEELT 4 =T M T 2 HEERLET,

Switch (config-if)# no authentication periodic

show authentication 554 EXEC 2~ REANTHZ Lick by, REEMRTEET,

BEav VR avwy kR Eﬁ.ﬂﬂ

authentication —h FT—REE-FMELIIRFAICRELET,
control-direction

authentication event BEDOBRBIHARFOT 7 arERELET,

authentication IEEE 802.1X BFEZ Y R — K LW I TA T VHDO 74—y 7 FA L
fallback LT Web BiEEHTALIOR—FERELET,

authentication R— F TR~ —T ¥ E— FERELFET,

host-mode

authentication open R—= R TH=T v T BRAZAX—TNVERLIFT A= VI LET,
authentication order — NCHEHT 2 RDIEF 2R E LET,

authentication — hORFEAT — FOFEHIHEZ A F—T N LET,

port-control
authentication priority K— k S 4 4V F ¢ U R MIEEHFNZBML E9,
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authentication periodic W

avyk EL

authentication timer 802 . Ix X[JSAR— FDZ A LT 7 s RNTF XA —FZ B L ONFHRIE/NT A—F &3
EFLET,

authentication H LT S AN — MRS D0, N— MR KEDT A 2Bkt

violation L7 T, LT S, AR — MR LA LR ET 2 EXE— R
ERELET,

show authentication AL v FORIETF—V % A X MCHEATHHEREFRLET,
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Wl authentication port-control

authentication port-control

authentication port-control f ' ¥ —7 = A X a7 4 F¥al—v g av s FEHEHLT, A—Fh
AT — FOFEFIEHZ A R—T NV LET, T 74N FPREICETITIE, Z0a< 2 RO no JER
ZRERHLET,

authentication port-control {auto | force-authorized | force-un authorized}

no authentication port-control {auto | force-authorized | force-un authorized}

BXnRA auto A— F® IEEE 802.1x #iE% A % —7 M LE9, R— M, [EEE
802 IX BIANERD AL v F &7 T4 T 2 b ORI TORHEIZ %/)lﬂf\ Eo)
XT~%i%iﬁ%Tx%~kzﬁbDif

force-authorized — F® IEEE 802.1x FiFxT 4 B—T7IC LET, A— ML, HIFEHR
é’fé&?ﬁ&‘fé_k&< . FFR[ AT — R ’ﬁzblﬂ i‘f A=k i7 FAT R
L @ 1EEE 802.1x N—AFEZ1THTIZ DT T 4T EBEZEL
7,

force-un authorized R—=Fr~DT7 VAT THEELET, R—MNI, 7747 M2k ?
am@ﬁﬁ%foﬂﬁbf PR 27— MIEDY £F, AL v T
]‘%f L/T77/|)7./]‘ \—nthuﬂi"j_ EX%‘)TE1 —’C%ivﬁ—/\/o

FI+IE 57 v kO ET force-authorized T,

™.

H
I

T

=) AV B —T oA A AT 4 Fal— g

oy FERE yy—=x EFERRE
12.2(50)SE Zoavwy RPBEMEShE L,

FRLOAM ESMLY  auto F—U— FiE, ROVWThALOR—F A FTEFHEALTIESN,

« b7 F—b: b7 2 F— b TIEEE 802.1x @& A X— 7ML LS L T5 L, =F7—
A=V MRFoR &, IEEE 802.1x 134 % —7 M2/ 0 £t A, IEEE 802.1x ®IGH— hoE—
FabT o Z7IZEBLELH)ELTH, 27— Ayt —URERIN, A—F E—-FNILESNE
T,

o FATFTIvI R—b: FATFTIv 7 K=MI, FAN—LxIFz— LT, FT7U7 R=FIZ
RHIEINTEET, ¥4Iy 7 RA—FTIEEE 802.1x Ritx A R—7 M L&D &TDH L,
TT7— Ayt —URFR SN, IEEE 802.1x FEREIEA R —7 L1270 W ¥ A, IEEE 802.1x %fJii
R—=bDEFE—FEFATIVvIICERELEIETDE, 2T — Ay E—UNERIN, K—F
T FFEESINEE A,

o HAFIvI TIEAKR—F: XAFIv2 7T27%EA (VLAN Query Protocol (VQP)) F&— k
“CIEEESOZIX?S\?E%f* TZLE D ETHE, =T — A vE—UNRERIN, IEEE 802.1x
PRREIEA R —T N7 ) £¥ A, TEEE 802.1x ¥R — h&E XA F I v 7 VLANIZERL LS &
THE, =T — AvE—URERIN, VLAN REIFLELINEEA,
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authentication port-control W

e FEtherChannel R"— bt : 777 4 7 F£72157 7 7 4 7 T/ EtherChannel A >N ThHDHAHR— %
IEEE 802.1x A" —hF & L TRE LW TL 72XV, EtherChannel " — T IEEE 802.1x FFE%E A
F—=TNZL LD ETHE, =T — A vb—UNRFEREN, IEEE 802.1x #BFEIZA R —T /{720
FHA,

e Switched Port Analyzer (SPAN; 2o vF K R—k 7+ Z A %) F X" Remote SPAN (RSPAN)
%6558 — b : SPAN £ 7213 RSPAN %8R — b TH DK — ~ @ IEEE 802.1x #BGE%& A Fr— 7 WM T
52 &#T%if’“ 7272 L. F®DHR— FH SPAN F7-1% RSPAN %64 & L CHIFR & 315 £ T,
IEEE 802.1x RiEILT 4 E—7 VD% £ T9, SPAN % 72i% RSPAN %({E T4 — k Tid IEEE
802.1x uunE;’c“f’l);r‘ 7/I/L:é_%):&7jlfﬂc&ié_

AA > F T IEEE 802.1x @ik % 7 10—/ LT T 4 £ —7 /127 %1213, no dotlx system-auth-control
yu—sy ar7 a4 Xalb—vary avy P LET, FEDAR— T IEEE 802.1x #8ik% 7 A«
T—T T B0, T 7 4/ MEREICRETIZIE, no authentication port-control 1 > ¥ —7 = A 2 2
V74 F¥al—varavry REFEALET,

£l KOFETIE, A=k AT — 2 HBCHET D HEEZRLET,
Switch (config-if)# authentication port-control auto
WOFHITIX, "— bk A7 — % force- authorized A7 — BET D HEERLET,
Switch (config-if)# authentication port-control force-authorized
WOFITIX, A"—k AT — k% force-unauthorized 27— MIRET D HEEZ TR LET,
Switch (config-if)# authentication port-control force-unauthorized
show authentication 55 EXEC 2~ REZANTHZ Lz, REEMRTEET,
BEaTUF avwyk EL
authentication R—F T— FEHE - FHE IR EICERELET,
control-direction
authentication event HMEDRIMA X OT 7 arEHRELET,
authentication IEEE 802.1x #BiEZ2VR— M LARWVWI FA T VRO 7 =y 7 AL
fallback LT WebBiEaHT 2L O9R—bEHRELET,
authentication — N TCERRIF~ R —V % E— FERELET,
host-mode
authentication open R—= I TH=T v T BRAZAX—TNELIFT A= VIZLET,
authentication order  K— N CHEMAT IS ROMEFEZRELET,
authentication RN— N CHRIFEEZA X —TNVEIITT =TI LET,
periodic
authentication priority "— ks I 44V F ¢ U X MIEIESFXNZBMLES,
authentication timer  802.1x XS — FNDX A AT 7 ~ /85 A —&F L B{ERIHNTG A —F 53
7,
authentication F LT S, AN — MMTEERET D0, B— MR KD T N4 A8
violation L72#% T, ST LWTF RS ZRR— T’ﬁf}u f: BICRAETHERE— R
ERELET,
show authentication AL v F ORI~ —V % A X2 MCBETDIERERRLET,
Catalyst 3750 Rf yF av>F YI7LYR
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W authentication priority

authentication priority

authentication priority 1 > ¥ —7 A 2 a7 4 Fal—vary avr FEEHALT, A=K 77
AAVT 4 VA MIRBIESTAZBML £,

auth priority [dotlx | mab] {webauth}

no auth priority [dotlx | mab] {webauth}

BX DA dotlx ?J%EjftOD JEFIZ 802.1x Z 38 L %4,
mab ARk DJEFIZ MAC Authentication Bypass (MAB; MAC §8AE/S A /3 R) Z B0
LET,
webauth PR DNEFIZ Web RBEEE BN L £,

:l?‘/lsj_"jﬂ')l/}* FTITFN DT T A A T 40, 802.1x FREE. MAC FEFE/ N1 /XA, Web uqu@JIIEVCﬂ‘

™.

H
I

T

avy B =T A AT 4F¥al— g

av Yy FERE yy—2 EEANR
12.2(50)SE Zoavwy RPMEMEShE L,

BREDAL RSA4Y  JEFMT TR, AL v FRR— MR ENTZH LT AL Z2RI L L5 LT 25 L 108772 K
DIEF 2R ELET,

A= M7 =Ny 7 FREGERRET D & 1%, Web #ZiF (webauth) ZHRZICHREL TLIEE
VY,

W ARSI T TA ATV T 4 2B BCHZLICEY, T4 F VT 4 OEWERE, 7744
T 4 DIERNEITHFORGESFRICE VIAFE LN TEET,

() TITAT VIR TTICRIESNTWDGRIZ, 7743V T 4 OEWAFROE Y IABLBNRET L L, F
WREENAZ ENHY £9,

BAESFROT 74N b DT TAF VT 1%, FITV X MOIARFICBIT 500 E &R LT, 802.1x &
FE. MAC FBFEANA XA, Web 3EDIETY, ZOT 74V bONEFEZEETHI21F, F—U—F
dotlx. mab. I X" webauth 24/ L £,
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authentication priority W

U] KOBITIX, 802.1x Z I OFRFES X, Web iiE% 2 FOOR S XL LTRET S HEEZRLET,
Switch (config-if)# authentication priority dotx webauth
W OB TIL, MAC Authentication Bypass (MAB; MAC #RFE/SA 73 2) & RAIOBFES R, Web 387k
H2EDOOBFEFRNE LTHETHHEEZ TR LET,
Switch (config-if)# authentication priority mab webauth
show authentication ### EXEC 2~ > REZANTHZ LICLY, HELHIBTEET,
BEaIU kR avwvk BiEA
authentication A—h = FEHE—FHELIIRFTEICHELET,
control-direction
authentication event BEDBIFARNDOT 73 EHRELET,
authentication IEEE 802.1x #BFE& AR — b LW I FA T VHD 7 +—nNy 7 FR L
fallback LT Web BREEFEHAT DI OAR—MERELET,
authentication — FCRREEY X — Yy E— FERELET,
host-mode
authentication open R—=FCTA—T v T2 BAZAFX—TNELEFT 4 B—T NI LET,
authentication order  KN— N CHEHAT ARIESFROMEFEZRELET,
authentication — N TCHREAEAA R—TNEFITT 4 E—T NI LET,
periodic
authentication S N DFBIEAT— FOTFENEIEAE A X —T NI LET,
port-control
authentication timer  802.1x XfJEAR— FDX A LT Uk /RT 2A—H L HRIENRT A — X ZRIE
£7
authentication BLWT A ARK— MIEERET 20, R— MIRKEDOT /A1 20382
violation L7258 T, B LT A ADBH— MIERL L5 B80T DERKE—F
EHELET,
mab A= kD MAC FBFE A RN A EA F—T VT LET,
mab eap Extensible Authentication Protocol (EAP) #fifT 2L H5KR—FEREL
£7,
show authentication XA v FORBIEY IR —T ¥ A X MCHETLHERERTLET,
Catalyst 3750 Rf yF av>F YI7LYR
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Bl authentication timer

authentication timer

authentication timer f VA —7 A4 A a7 4FXal—raryavy FEHERL T, 802.1x ks
— "X A LT U NEFHBEIEORT A—HERELET,

authentication timer {{[inactivity | reauthenticate] [server | am]} {restart value}}

no authentication timer {{[inactivity | reauthenticate] [server | am]} {restart value}}

B DA

TIAILE

avy Rk E—F

inactivity COMMEREEBETCHLT 7T A ET A BNRWREIL. 7T 4T FREFAICE
OB TT,

reauthenticate [H&)FRIFORITHBIND F TR (B) T,

server PR — N ORBFEORITNITON D ETOMMK () T7,

restart MR — N OFIEORITNITOND ETORIRE () T,

value 1 75>6 65535 FTofE (B) AN LET,

inactivity, server, ¥ X U restart ¥ — U — NiX 60 FIZF%E S 4L E T, reauthenticate ¥ — U — NX
1 FFICRRE SV E T

A HF—T 2 A AT 4 Fal—3g

av Y FEE

EREDAHA R34y

Jy—2 EERE
12.2(50)SE Ioavwy FBMERE L,

AALTU MEEZRELZRWE, 802.1x By va if, BERCHRIESNIZEEICRD 4, ok
A RTIEEDR— F%ﬁﬂ%f%@"\ B SN TWDARA ME, RILAAL vy FORIOKR— MIBEITXE
A,

1 KOFITIE, BIAIET 7T 4 €T 4 A A ~—% 60 DICHET D HEERLET,
Switch (config-if)# authentication timer inactivity 60
{k@'fﬁj j: ﬁmuuﬂi&/]}? ;’(L" 120 */ \—E&uﬁ‘d—éﬁ{féﬁ_\‘ Lij_o
Switch (config-if)# authentication timer restart 120
show authentication ### EXEC 2~ > REZANTHZ LICL Y, HELHIBTEET,
BREaTV K avwy kR Eﬂﬂﬂ
authentication “— b T REHE—FHE IR TRICEELET,

control-direction

authentication event BEEOTIANR " OT 7 a BB ELET,
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authentication timer

avyk EL

authentication IEEE 802.1x i®fEZ YR — M LW I FA T NHO 7 4 —N Ny 7 F &
fallback LT Web BREAMHEHT DL OFN—FERELET,

authentication — F CHIF~ 32—V % T— RE2RELET,

host-mode

authentication open RN—= P TAE—T T I RAEZAX—TNVELEFT =TI LET,
authentication order KN — M CHEMAT IRIESFROIEFZHRE L ET,

authentication RN— b CTHRIEZ A X—TNVERIET 4 =T NI LET,
periodic
authentication — FOEIEAT — FOFEFHIEE A F—T VT LET,

port-control
authentication priority K— Kk S 4 4V F ¢ U R MIEEHFNZBML £,

authentication LT N AR — MTHHRET D0, F— B Eﬁjt%W)T/% A D3 HEE
violation LB T, FTLWT A AR — Hiﬁﬁ L= BT ET H2EXE— R
ERELET,

show authentication AL F ORI~ — v A X MCEATAHEREERLET,
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Bl authentication violation

authentication violation

authentication violation f > ¥ —7 A X a7 1 Fal—rar av FEFEHALT, HTILWLT A
A ANR— NIRRT D L&, TR EOT AL ANFR— MR SN TOAIRETH LT N1
AWR— MIBRT D & EICRAETIENE—RERELET,

authentication violation {protect | replace | restrict | shutdown}

no authentication violation {protect | replace | restrict | shutdown}

B DA

T2+ EK

protect T LAVERE MAC 7 FLAE Ry 7 ST, syslog = 7 — (34K
EhFEHA,

replace BAEDE v v a EBIBRL, B LWERR MK 28GE2 BitE L £,

restrict BN T T —D3ERC Syslog =T — &4 L £,

shutdown TT—ZLoT, PHILZARW MAC 7 RUARFEAT DR — b FE TR

R I BT 4 =T NIRRT,

7 #/L h TlL. authentication violation shutdown &— R|I 1 x—7 /L T9,

A HF—T xR AT 4 Fal—3

]

Jy—= EEANR

12.2(50)SE Zoawy RBMEMEShE L,

12.2(55)SE replace ¥ — 7 — RBBEMENE LT,

ROBITIE, B LWT A ZRR— MCEERT 25810, errdisable (720, v v ME T T25 89

\Z IEEE 802.1x XA — FZ % Eﬂ“éjﬂi%ﬂ“bi"}‘

Switch(config-if)# authentication violation shutdown

&@W NI, T LWTF AL AR — MO T AEEI, VAT LA 57— Ayt —U% 4K LT
— hEFIRE— FIZAEET S X 912 802.1x xﬂﬁfl‘— NERETDHHEERLET,

Switch(config-if)# authentication violation restrict

7)’2031%’( T B LDT A ZARR— MRS 5 L X2, TOT A 22 MY$ 2 K512 802.1x i
— M ERETDHEERLET,

Switch (config-if)# authentication violation protect

WOFITIH, HTLWT AL ANRKR— MR T D & X2, BIEOE Yy a VEHIFRL, LT /XA A
IC R DRBEEEBAAT D &L 912 802.1x ®IGA— M EHRET A HEE R~ LET,

Switch (config-if)# authentication violation replace

show authentication ¥4 EXEC =~ FEZANTHZ LICL Y, REZHIRTE £,
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authentication violation W

BEav VR avwy kR HL)

authentication R—=F T— RFE2HE—-FHELIIHFHEICHERELET,
control-direction

authentication event HMEDRIMA X OT I arEHRELET,

authentication 802X HiEE YV R— P LW I TFA T RO TZ 4 —n3y 7 5L LT

fallback Web i8fEZ2fEHT L9 R —hERELET,

authentication — N CREH YR —Vy E— FEBRELET,

host-mode

authentication open R—=hITH=T v T BRAZAX—TNVERLIFT A E—TVIZLET,

authentication order — N CHEHT ORIEFROIEFEZRELET,

authentication R— N CHFIHEA X —TNVEFITZTT =TI LET,

periodic

authentication R— N DRWIAFAT — SO FEHIE A2 A x—F VI LET,

port-control

authentication priority K— r 7S5 4 4V F ¢ U R MCEIFEHNEZBEML FT,

authentication timer 802 .1x XJJSAR— FDZ A LT 7 s RNTG XA —F LHIBFHFNNT A —FEZHREL
7,

show authentication 21 v FORIE~ R —T ¥ A X2 MIETLHHEREER R LET,
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W auto qos classify

auto gos classify

Quality of Service (QoS) FAA YWTHEETERWT A 2D QoS Hix HEIRET 121X, auto
qos classify f > X —T7 A A a7 Fal—varyavwr FEfEALET, T 740 FEEICRT
WZiE, Zoa~vr Kone WXNZEHEMALET,

auto qos classify [police]

no auto qos classify [police]

BX DA police ULE) BHECTERNFALAD QoS KU v v 7R ELET,

FTI2AILE auto-QoS ML, TR THOR— FCTF 4 E—TF L TT,

auto-QoS A R =7 NDEHET, AN NTy FOTXVEFEH LT, b7 74 v 7 DR T b
TANVDEN YT, BLOAN/HIF 2 —DOREEZITVET,

® 21 AN Fa1—I=xd B Auto-QoS DEE
CoS MbFa—AD Fa—IxAF Fa— (RyTP)
AHhFa— *a1—FE E& A=) (1) Y4 X
SRR ! &% 1 0. 1. 2. 3, 6.7 70% 90%
FIAFY T 4 2 4.5 30% 10%

1. SRR = Shaped Round Robin (¥ =4/ 7 K Z v R aby), ANFa—iFFE— RIZGFER—MLET,

#2212, HAF¥ =2 —IZx L TAEK IS auto-QoS DFEEEZRLET,

*® 2-2 HAF¥xa—I2xwd 5 auto-QoS DEXE
FHE v bt 10/100 1 —Y 3 v k
CoS hoFxa—AD Fa—9z4 b+ R—+rDFa— R—rDFa—
Hhxa— F1—%HS RvEVY (FHFIEE0E) (NyI77) Y4 X |((RvT7) 14X
TIALEY T 4 1 4.5 K 100% 25% 15%
CET A
SRR 5 2 2, 3, 6.7 10% 25% 25%
SRR #:FH 3 0 60% 25% 40%
SRR FH 4 1 20% 25% 20%

avY kK E—F AV H—T A A AT 4 Fal—ay

av Yy FEE Jy—=x EERNE
12.2(55)SE Zoavwy RPBEMEShE L,

Catalyst 3750 R4/ yF a2 F YI7L VR
m. OL-8552-10-J |



| £2% cCatalyst 3750 4 ¥ F Cisco I0S a<w >~ F

BEREDAA FS4>

auto qos classify W

QoS FAA VNOEIHA VX —7 =4 A2 QoS #HETAEHIE. Zoa~vwr FEFERLET, QoS
RAAL N, AL v F, Xy b T—7HNER. QoS DHERE N T 7 4 v 7 BT LHILDTE DTy
VB EREEhET,

Auto-QoS X, AA v TFMNEMEA v F—T oA ALEHRTDLICRELET, HE7 v D QoS
FOVIIEHENET, HFV—T v K K= FOEHEEIX, BET > FD CoS N EHINET, L—
7w RAR—NTIE, EEX7 > o DSCP EAEHEINET,

auto-QoS OF 7 4V h ZFIAT HI2iE, auto-QoS A F—T I L TnD, TDOMD QoS =2~ K
ERETHMLERH Y 9, auto-QoS A R — T MIZ L7 # T, auto-QoS #FHETE £,

AU, auto qos classify =2~ FARESNTWHIHEORY v — v v 7 TT,

policy-map AUTOQOS-SRND4-CLASSIFY-POLICY
class AUTOQOS MULTIENHANCED CONF CLASS
set dscp af4l

class AUTOQOS BULK DATA CLASS

set dscp afll

class AUTOQOS TRANSACTION_ CLASS

set dscp af2l

class AUTOQOS SCAVANGER CLASS

set dscp csl

class AUTOQOS SIGNALING CLASS

set dscp cs3

class AUTOQOS DEFAULT CLASS

set dscp default

Z AL, auto qos classify police =¥ RARES N TWEIHEDORY v— v v 7T,

policy-map AUTOQOS-SRND4-CLASSIFY-POLICE-POLICY

class AUTOQOS MULTIENHANCED CONF CLASS

set dscp af4l

police 5000000 8000 exceed-action drop

class AUTOQOS BULK DATA CLASS

set dscp afll

police 10000000 8000 exceed-action policed-dscp-transmit
class AUTOQOS TRANSACTION CLASS

set dscp af2l

police 10000000 8000 exceed-action policed-dscp-transmit
class AUTOQOS SCAVANGER CLASS

set dscp csl

police 10000000 8000 exceed-action drop

class AUTOQOS SIGNALING CLASS

set dscp cs3

police 32000 8000 exceed-action drop

class AUTOQOS DEFAULT CLASS

set dscp default

police 10000000 8000 exceed-action policed-dscp-transmit

A A »FIX, Command-Line Interface (CLI; a2~ RIA A X —T A R) hba<wy RBASN
ENFEHELERT L HIT, auto-QoS IZ L TAERSINza~vr FEHEALEY, BFEO2—VFRET
i, AREnza~r FOBAIRKKRTHZEnbY 7, £/, AlkShiza~y FTHREOREN
EEXINDZZELHVET, INOLOT 7 v a i, BEERETICETINET, ARSIz
<V RBRTRCEFIGEA SNTZGA, EREESNBP o2 —FANORETFETar7 4 F=2b—
varyNICEY £7, EEZ SN ANOREIL, BEOREL ATV IRFETIC, A v T
ZUo— RT3 TEET, AN a~r FOWBICEKRLEZSEAEIE, FioE{Ta 7 K
L—Ya ryBdExRInET,
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W auto qos classify

auto-QoS & A F— T/ L7, LI AutoQoS # &R v— < v FREKNR Y P —2LHE L2
WTLEEN, RV v — vy IPRENRI S —2 BT T 0L ERNSLGE, TOoa b —%ERL, =
=LA = vy 7RI —2EHTLET, AN v — <y T7ORODVICH LAY
=y TERMEHTAICE, ARLERY Y — <y TR E—T oA AMBHIRL T, HLWARY
v~y 7 EEALET,

auto-QoS A X — 7D L T IZHBIZAK S D QoS OFREH FKRT 5121, auto-QoS %1 F—
TMZT DRNCT Ny T A 32 —7 WM LE T, debug auto qos F## EXEC =~ F&EMT 5 &,

auto-QoS DT Ny XU T RA X —TNWIZ7e ) 3, FEMIZ OV TiX, debug auto qos =¥ K& 5/
LTL S,

A— kD auto-QoS %7 4 E—7/LIZT HIZIL. no auto qos trust f X —T A X AT 4 F a2l —
varvavwry REFEALET, ZoFR— M LT, auto-QoS IZ L > TAER SN, v F—T = A A
a7 4F¥alb—vay avy RETHHIRENET, auto-QoS A X — 7 NWIZ LR EDOR— k
T, no auto qos trust =~ > K&Z AT 5 &, auto-QoS IZ X > TAK SN/ r— L a7 4 Fa
L—vay avwy RRfEo T A5ETH, auto-QoS 1E7 4+ E—7 A anEd (Fr—3L 2
VAKX 2L — v a ko TEBE ST AMOE— N TO RNT T v 7 ORI AERT 57-5), no
mls qos 7 v — 3L a7 4 Fab— gy avy REfH LT, auto-QoS IZ & » TAR S-S
=L a7 4 Fal—valy avy ReET 4 E—TMITEET, QoS BT 4 E—T VDA
. ATy PBRER IRV, FEHTELFR— M ERIIMEETEROWAR— Moo BERIEH Y F
HFh, 237> MD CoS, DSCP, # LN IP precedence HITAEE INEHA, T 71 v 70T
Pass-Through E— R TAA v F U 7 ENET, Ty MIFEHWMIOND I LR AL v TF 7S,
RY T TRLODRA N =274 — MIGEINET,

i KOFITIX, BRI TERNVT N 20D auto-QoS HEA F—7 ML, VT 74w 7 &R 7T
5 HEERLET,

Switch (config) # interface gigabitethernet2/0/1
Switch (config-if)# auto gos classify police

R E MR T 5121, show auto qos interface interface-id ¥i# EXEC 2~ > F&E AN L E T,

BEEa<TUF avyFk B2L
debug auto qos auto-QoS RED T Ny V& A X —T M LET,
mls qos trust R— FOEFIREEZRELET,
srr-queue bandwidth share HEFTL2HEAZEVY T, A—MNIvy U7 &N 4
D F 2 — ETHEBEO LG Z A R—T7 VI LE T,
queue-set A—trEFa—Fy NIy LT LET,
show auto qos auto-QoS FME R R LE 7,
show mls qos interface AR—F LT QoS FHREFRRLET,
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auto gos trust

Quality of Service (QoS) RAA VHATREWTEDL A Z—7 A AD QoS HF%x BEERET HIi.
AL TF AZ T EFAZ L RT Ry A4 v F LT, auto qos trust f ' F—T = A A a7 4
Fal—raravwryFalLET, 7740V PRECETIE. Z0a~ Fo no Bz L

£7,

auto qos trust {cos | dscp}

no auto qos trust {cos | dscp}

auto qos trust W

BX DA cos CoS v MyHZEELET,
dscp DSCP X7 v Ny EEELET,
T2+ auto-QoS [E#HIE. T X CHOH— FTF 4 =7 L TT,
auto-QoS A X —T7 N DFEIX, ATy ROTFXVEFHLT, NI 7 0 v 7058, Ty b
FAULDEID ST, BIOAN/ X2 —DOREEITVET,
*® 2-3 FS2499 247, 185y b SR, BEUF21—
VolP av k L—F4v45 F |STP! UPILEA L
VolP ¥—4 a—J AkaL kS BPDU? +5 EFH4 +5 2OHIRTOFS
cS2499 (k327499 499 72499 499 72499
DSCP? 46 24. 26 48 56 34 -
CoS* 5 3 6 7 3 -
CoS "B A Jj 4,5 (F=2—2) 0.1, 2, 3, 6,7
Fa— DT (F=—1)
|74
CoS b H T 4.5 2.3.6,7 (%=—2) 0 (F=—3) |2 0, 1
Fa—~Dvy |[(Fz—1) (Fz— |[(Fa—
v 3) 4)
1. STP = Spanning-Tree Protocol (A/X=>7 Y — 71 k=)L)
2. BPDU = Bridge Protocol Data Unit (Z7'V v Zu ba)j 5F—% 2=y k)
3. DSCP = Differentiated Services Code Point (Diffserv = — K iR"A1 > k)
4. CoS = Class of Service (—t 2% 7 F R)
=& 2-4 ANFa—I2x9 % Auto-QoS DERTE
CoSho¥a—Ad |Fa—Jz4A4F Fa— (RvI7)
Ah¥a— *1—&FS E&A=2A (Higitg) g4 X
SRR ' 4L 1 0. 1.2, 3, 6.7 70% 90%
TIAFVT 4 2 4,5 30% 10%

1. SRR = Shaped Round Robin (¥ =A 7' F FU v FrEy), ANFa—3dFGE—-FEZFEFIR—-—FLET,
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W auto qos trust

*® 2-5 HAF¥xa—I2xd % auto-QoS DEXE
XHE Y bxths 10/100 £ — 9%y +
CoSMhoFa—AD Fa—9z4 b+ R—FDFxa— R—bkD¥xa1—
HA¥xa— *a1—%S EA = (FigiE) USY2I27) Y4 X [Ny I7) B4 X
FISAFY T 4 1 4,5 K 100% 25% 15%
(=7 NR)
SRR #F 2 2. 3. 6,7 10% 25% 25%
SRR #:FH 3 0 60% 25% 40%
SRR #FH 4 1 20% 25% 20%
avy kE—F A B —T 2 A A AT 4 Fal— g

av Yy FERE yy—2 EEANR
12.2(55)SE Zoavwy RPBEMEShE L,

FREDAHLRSA4Y QoS FAALVHOERE A #—7 x4 A2 QoS #RETLHHAIE. —oa~vr FE#EHALET, QoS
RAAL N, AL v F, XYy b T—7HNER. QoS DHER NI 7 4 v 0 T LI EDTE DTy
DB ENEENET,

Auto-QoS 1. AA Y TFWEEA v F —T oA A LERTHLIICHELET., BHfF/Yr > D QoS
THMEEINE T, FL—TFT v R R—bOHEIL, HE7y O CoSEAEHEINET, L—
T v R R— T, #FEF/%7 v o DSCP A EE S E T,

auto-QoS OF 7 4 /v M EFIAT HITiX. auto-QoS A F—T7 ML ThH, TOMD QoS 2~ K
ERETHMLERH Y 9, auto-QoS A R — T /IZ LT-# T, auto-QoS #FHETE E7,

A— MZ auto-QoS FEMNHKEEND &, R—MIF— b EOTXTORTFy FEEBELET, Ny
MZDSCP £721X CoS R~V —F L 7 ENTWRWIGE, T 74/ FOY—F U IRFITSNET,

() Z A wFI1%. Command-Line Interface (CLL; =~ RI A A F—T A A) mba<y RN AS
SINTHAEER L L DIC, auto-QoS I ko TSN a~vy FE#EALET, BEFO=2—W&RET
i, AR ENnza~vr FOBERAIICKRKT 22 E083b0 4, £72, Aahiza~y N TEHEFEOREN
EEXENDZZELDHVET, TAO6DOT 7 v a i, BEEFRETICEITSNET, £REhE=
<Y RN TRTEFICEH INZHE, EEE SR —FATOBREFFEITa L 74 Fab—
TarRNITEYET, EEEXINE—FATORER, BIEOREEZ ATV IHRAFETIC, AA( vF
ZVo— RTHLETTEET, ERESN-a~y FOBEMIZEKRLEEAE. fioETa 7 X
L=y a NMETRENET,

auto-QoS # A X — 7 NWIZ LTk, 4RI AutoQoS % ZTARY) v— v v IREHNR I P —2 AL L7
NWTLIEE, R v — =2y 7RENR IV —2ERTI2XLERDIGE, TOa—%2/EkL, =
E—L7ehR) v vy RNV —2ERHLET, EREINTAR) v— vy 7ORDOVIZH LVARY
Ve vy T EERTOIE, ARLIER Y v vy TR U =T oA AMBHIBRL T, HiLWARY
v~y EEALET,
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auto qos trust W

auto-QoS A R —7 D L T ITHBIITAEK S D QoS DR E LRI T HITIE, auto-QoS % 11—
TMIT DRNCT Ny T A4 32—7 VI LE T, debug auto qos F7# EXEC =~ R&EMT 5 &
auto-QoS DT Ny XL I WA X —T 2720 £7, FEMIIC OV TIL, debug auto qos =~ > F& 5
LTL7EEN,

A— h® auto-QoS %7 4 E—7/VIZT HIZIL, no auto qos trust f X —T x4 A AT 4 F a2l —
varvavwry REFEALET, ZoR— MIx LT, auto-QoS I L > TAEREI NS vV F—T = A A
a7 4 F¥alb—vay avy RETHHIRESNET, auto-QoS %A F— 7 WIZ LB OFR— k
T. no auto qos trust 2 v > FZ AT 5 &, auto-QoS IZ L » TAK SN m— UL 3T 4 F 2
L—yay avwy R TVAHETH, auto-QoS 1E7 4+ E—7 Lt RAdnEd (Fr— 3L 2
YIA4Fa b=y a Vo TRBEZT DMOR— M TO T T 4 7 OHREIZ#ET 5720). no
mls qos 70— /3L a7 4 Xal—ay avwy FEHEMALT, auto-QoS (2L » TAEKENTZY
B—/L a7 4 ¥al—vay avy ReT7T =TI TEET, QoS BT 4 =T LDLHE
. Xy REE IR (3 BNO CoS, DSCP, X WV IP precedence fHIZZEE Z4L7210Y)
e, FETELR— MELEFEHETERVWA— Vo HRITHV A, VT T 471X
Pass-Through &— K T& A /7‘/73‘“?’9" Ty MEEEZBIOND Z LR AL v F TSN,
RU TV TRULORA N =75 — MIGESNET),

1 WORFITIL, FFED cos WHHEFFOEH TE DAV H—T7 =4 AD auto-QoS % A F— T /W7 5 ik
ERLET,

Switch (config) # interface gigabitethernet2/0/1

Switch (config-if)# auto qos trust cos

FE & HERR 9 5 121X, show auto qos interface interface-id ¥i# EXEC =~ FEZ AN LT,
BEa<v> R avw vk % BA

debug auto qos Auto-QoS HERED T N Va4 F—T M L ET,

mls qos trust RN— b OERIREZHREL £,

srr-queue bandwidth share EHEFTIELEZED LT, F—hvyErrIni-4-o

@mﬁ%;—ﬁf RO ILFZ2 A X—T NI L ET,

queue-set A—hrEXa—Fy My LET,

show auto qos auto-QoS HHMAEFR R LE T,

show mls qos interface RA— bk L~ULT QoS IERAEFRFLET,

Catalyst 3750 Rf yF av>F YI7LYR
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W auto qos video

auto qos video

QoS KA A ANOET ATk LT Quality of Service (QoS) Z#HEFKET HIZIX, AL v T AKX v
bLERFIAZ R TR A v F L Taute qosvideo f ' F—T = A X a7 4 Fal—grav

YREMALET, T7ANVPRECETICE, Zoavr Fo no BREHEHLET,

auto qos video {cts | ip-camera}

no auto qos video {cts | ip-camera}

BX OB cts Z DR — kA Cisco TelePresence System (ZHfii ST\ D LHWT L, © 74D
QoS *HENRXE L £,
ip-camera CiscoIP WA ZIZZ DR — "R I THWA EHIBI L, BEIMIZET 4D QoS
ERELET,
TIAILE Auto-QoS EF A E, H—F ETCF 4 =T AICHRESNTVET,
auto-QoS A X —T7 N DBFEIX, ATy ROTFXVEFHLT, NI 7 0 v 7058, Ty b
FOLOEIN G T, BEXOAN/ EBEHF2—OFEEITVET,
* 2-6 FST7499 247, "5y kSR, BLUFa—
VolPavk | L—F4v45 F |STP' JFZLEA L
VolP ¥—4 |A—JL akan k3 BPDU? +5 (ET# b5 ZOMHIRTOLS
cS2499 (V37499 |Tavy Javy Tavy Javy
DSCP? 46 24. 26 48 56 34 -
CoS* 5 3 6 7 3 -
CoS b A 4, 5 (F=2—2) 0. 1. 2, 3. 6.7
Fa—~Dv v (F=2—1)
v
CoS " 4. 5 2. 3.6, 7 (¥=2—2) 0 (F=—3) |2 0.1
Fa—~D~v v (F=—1) (F=— (F=—
v 3) 4)
1. STP = Spanning-Tree Protocol (A/X=>7 Y J— 7ra kaL)
2. BPDU = Bridge Protocol Data Unit (7Y v¥ Zu hajL 5 —% 2=y |)
3. DSCP = Differentiated Services Code Point (Diffserv =— K "4 > )
4. CoS = Class of Service (}—bE =% 77 %)
* 2-7 ANFa—I2xw$ % Auto-QoS DT
CoS I oXxa—~ |Fa—DHzAF Fa— Ny
Ah¥a— *a1—%&FF DIvEVYT (FHigiE) 727) Y4 X
SRR ! &4 1 0. 1.2, 3.6.7 |70% 90%
Priority 2 4.5 30% 10%

1. SRR = Shaped Round Robin (¥ =A 7' F FU v FrEy), ANFa—3dFE—-FEZFEFIR—-—FLET,
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auto qos video M

* 2-8 HAFa—Icxd % auto-QoS DERE
10/100 4 —4
XHEY bRER— [y b R—

CoS MoFa—AD |Fa—9z4F FDxa— (/S Fa— (v
HA¥a— a1 —&S ES 1= (HgE) 727) Y4 X 27) ¥4 X
TIAFVT 4 1 4, 5 &K 100% 25% 15%
(=—t )
SRR A 2 2, 3. 6,7 10% 25% 25%
SRR #FH 3 0 60% 25% 40%
SRR K 4 1 20% 25% 20%

avY kR E—F

Ao HF—T 2 A AT 4 Fal—3g

av Y FEE

EREDAHA R34y

(E)

EENE
Zoavry RRBMEnE LA,

Yy—2
12.2(55)SE

QoS FAAL VNOETA T 7 4 v 77 QoS #RET HIZIE, Zoa~vr FefHALET,
QoS RAA UZIF, AA v F, v bT—T NI, QOS®%1DF774/7% TETHZEDTED
Ty VHEERENEENET,

Auto-Qos [T A4 v F%#FHE L, Cisco TelePresence > A7 AR LW Cisco IP 7 AT L BT Ak L £
\?‘O

auto-QoS OF 7 + v M EFIHT 51T, auto-QoS A F—T7 ML ThH, ZTOMD QoS a2~ K
ERETLHMLENRSH Y FF, auto- QoS A F—T N LT # T, auto-QoS ZiHETEx £,

A A v F1E., Command-Line Interface (CLI; 2~> KT A4 A X —T A R) Mba<wr RBRAS
SINTHAERULDIT, auto-QoS IZ L~ TAERENza~vr FEHEALET, BFO=2—VRET
T, A EShza~r FOBEAICKRTHZEnBY 9, £/, Ak a~y FTHEOREDN
EEEXINDZ k%%@iﬁo_ﬂ%w?&ya/i BEARTETICEITEINET, E&ént

<V RBRTRTCEFITEA SNZGA, EEE SR o= FANOREFFETar 7 4 F =2 b—
g v %@iioii%éﬂtl PFADOFHRET, BAEDZE ﬁ%%%) RFETIC, AL T
%Uﬂ~F¢ék@ﬁT%i¢oE&éhtZV/h®ﬁ% TR LIESG AT, BIOFEITa T X
L—Ya ryBETLEIRET,

Z A auto-QoS & A X — TN T HHRA DR — b DOIFE L, auto-QoS Tk o TAE SN r—n

a7 4 Xal—vay av s RIHENWTA VA —T oA A A7 4FXalb—vay avy RRE
1ITENET, POKR—FTauto-QoS ZA F—7NIZT D &, ZDR— MIK LT auto-QoS 2k - T
ERENTEA LV F—T oA R a7 4F¥al—ay avwy FEFRETENET,

| oL-8552-10-J
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W auto qos video

PDOR— b T auto-QoS HREA A X —T NI T H L, ROBENT 7 v a U RNETINET,

¢ QoS N a— A 2 —7 12720 (mls qos Jua—R) a7 4 Falb—rgry avR),
ZObhé, O — UL Ay T 4 Xalb— gy awy FRBMENET,

e auto-QoS # A X —TNWIZ LTtk 4RI AutoQoS % &R Y ‘/_7/70“?3%1’*'3“1‘0)‘9' BEHEL
RNTLIEIWN, R = vy PROENRY) S —2 BT T IULENH DY 03— % AERK
L, 2= LRV =y IRy —2BHLET, Eméntfj/~7/7@ﬁbb
FHLWRY v— = T2 ERAT IR, ERLERY) v — T a2 F—T A ADGHIERL
T, HLWARY — <~y 7 ZWEALET,

auto-QoS A X —7 D & ZICHBIZAERK I ILD QoS DEREAE KT HITIE, auto-QoS 7:1’47\
TMITDRNCT Ny T A4 F—T ML ET, Auto-QoS DT Ny T A 2 —T T BT

debug auto qos Fi# EXEC =~ FA&MEH L £3, #FMIZ-DV\TiL, debug auto qos :1<7V I\“%ﬁ/ﬁﬁﬁ
LTLEEN,

AR— k@D Auto-QoS #7 4 E—7/LIZF 52X, no auto qos video { > X —7 = A XA a7 4 X =
L—Yay avwyr ReALET, ZOKR— M LT, auto-QoS I X » TERI N, v F—T =
AR a7 4Falb—ay avwy REFREBRINET, Auto-QoS 2314 R —7 VL Th 5 HED
AA— K T no auto qos video =~ R& AT 25 L, Auto-QoS kD7 a— )L a7 Fa b —
vary avwry RPREo T ZE LTH, Auto-QoS 17 4 E—T7 Mol LB EINET (Fr—N
VAT 4 X ab—a NI EEZTAMOR— D NF T 4y 7 EELZERET S729), no mls
qos 7 — L ary 7 4 Falb—rary avy FEHEHLT, auto-QoS IC K> TAER I Nz 7 —
Nar T4 Xal—vary avry FETF =7 MMITEET, QoS BT 4 =T LogEEIE,
7y hBREBEINRW (37 v RO CoS, DSCP, L O IP precedence fEIFE T IHL720N) 728,
BETELIR- M ELIFEHETERVR - LV EMRETHY EEA, T 70271
Pass-Through £— R TAA v F U 7 ENET (N7 y MIBFEMIA N R AL v TF 7 Ei,
RV TRULDRA N =7 4— MIGEINET),

5l WOHITIE, Zef:f = trust T Cisco Telepresence 1 & % —7 = A AIZxf L Auto-QoS % A F—7 /LI
TOHEERLET, 20O 2 —7 = ZABMEI N5 DI Cisco Telepresence 7 /34 A3 & 41
TG AT T, ENLSMIZ OR— MIE@EER LICRY 5,

Switch (config)# interface gigabitethernet2/0/1
Switch(config-if)# auto gos video cts

E & MR 9 A 121X, show auto qos video interface interface-id Fitf EXEC =2~ RE AL E T,

EEaITUF = eA
debug auto qos auto-QoS HED T Ny T B A X —T NI LET,
mls qos trust N— FOEHIREEZRELET,
srr-queue bandwidth share LEFTHELELEN YT, R—Fvy b 7EN-45
®mﬁ%:ﬁif BiEOREEZ A R —T VT LET,
queue-set R—rEFa—ty Mvo 7 LET,
show auto qos auto-QoS fHHEFK R L ¥,
show mls qos interface A= LULT QoS fHHAR R LET,
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auto qos voip

auto qos voip 1 > ¥ —7 A A a7 4 Fal— g avr KE#H LT, Quality of Service
(QoS) KA1 > Voice over IP (VoIP) ® QoS #HEFHELET, 77 4/L M EICETITIL,
Zoavy RO ne BREFHLET,

auto qos voip W

auto qos voip {cisco-phone | cisco-softphone | trust}

no auto qos voip [cisco-phone | cisco-softphone | trust]

BX DA cisco-phone Z OAR— kA Cisco IP Phone [Z#2%¢ S 4L T2 EHlBr L. VoIP @ QoS % A&k iE
LET, HENT Y FD QoS TNABEE IS DI, IP Phone DA I 5%
BICEVFET, ZOF—U—KiL, 1I0FHTEY P A=V Xy b A H—T AR
TIEYFAR—hEnhEHA,
cisco-softphone = » 7R — 73 Cisco SoftPhone V&) fE L T2 3EE [CHe ST D &Il L,
VoIP ® QoS ZHERELET, ZOF—U—FiE, 10 XHEy b A —H%%v k
AV H =T A ATIFIHIR—-—FShEHEA,
trust COR—FIPMMEHETE DAL v FEIFIN—ZITER SN TWD Lk L, BERY
\Z VoIP @ QoS #%E LET, HE/ V7> D QoS T-VLidfgEInE T, I
=7 K R— bOEEIE, HEX7ry O CoS EAEHEINET, +—FT > K
A— KT, FE 7> o DSCPENMEFHEENET,
T+ auto-QoS A X —TNDHFEIE. AN ATy FOTULEFHLT, FT 74 v OSE, Sy b
FAULOEIN YT, BXOAN/HAF 2 —0OREEITVET,
® 29 FS2499 847, 5y b SR, B&UFa2—
VolPavtk | L—F4v4 F |STP' JFZILEA L
VolP ¥—4 |B—JL akaL k3 BPDU2 +5 (ET4 bS5 20T RTORS
FST499 (k37499 (7499 2499 a4y 2499
DSCP? 46 24, 26 48 56 34 -
Cos* 5 3 6 7 3 -
CoS 72H A J) 4.5 (F=2—2) 0. 1,2, 3, 6,7
Fa—DT (F=2—1)
vy s
CoS /5 H 7 4,5 2,3.6,7 (%¥=—2) 0 (¥=—23) |2 0. 1
Fa—~D~¥ v (F=—1) (F=— (F=—
v 3) 4)

1. STP = Spanning-Tree Protocol (A/X=>7 Y — 71 k=)L)

2. BPDU = Bridge Protocol Data Unit (77U v 7m hajl F—H 2=y k)
3. DSCP = Differentiated Services Code Point (Diffserv =— K &"A > )
4

. CoS = Class of Service (V—t =2 7 F R)

| oL-8552-10-J
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W auto qos voip
& 2-10 AAFa1—I2xT 5 Auto-QoS DEETE
CoS ho¥a—~ |[Fa—DHxAF Fa— Ny
ANFa— a1 —&FE nDIvEVY (g 77) 14X
SRR ! 47 1 0. 1.2.3,6.7 |70% 90%
TIAFVT 4 2 4.5 30% 10%

1. SRR = Shaped Round Robin (¥ =47 F I Fnbvy), ANFa—3dAFE—-FZ0E2FR—-FLET,

£ 2-1 HAFa—Icxd % auto-QoS DERE
10/100 4 —4
XHEY bRBER— |y b R—FD
CoS MoFa—A~AD |Fa—9z4F FDFa— (/S Fa— Sy
HA¥a— a1 —&S E& 1= (HgiE) 727) Y4 X 27) ¥4 X
TIAFIT 4 1 4. 5 K 100% 25% 15%
(A T7R)
SRR A 2 2, 3.6.7 10% 25% 25%
SRR 4t 3 0 60% 25% 40%
SRR K 4 1 20% 25% 20%

avy Rk E—F

Ao HE—T 2 A AT 4 Fal—3g

av Y FEE

BEREDAA FS54>

)1y—=2 EENAE

12.1(14)EA1 ZOa<wy RRNBMEE LT,

12.2(20)SE cisco-softphone ¥ — U — KB E N, Ek SN D auto-QoS D% EMNZE
TInELL,

12.2(40)SE a~vy RHADOERPERE SN E Lz,

12.2(55)SE JEHE auto-QoS DY R— hNEME N E Lz,

QoS KAAAND VoIP b7 7 1 v 712872 QoS & ET 2 HA L.

Zoavwry REfERLET,

QoS KAA ZIE, AL vF. Fv hT—2 Wi, QoS DHIELT 74 v/ 2HETHLDTES

Ty VR L

WEENET,

Auto-QoS 1X, A4 v F L —F > K AR— b _Ed Cisco IP Phone % L 7= VoIP & . Cisco SoftPhone
TV —va BB AMEEEMEA L7 VOIP I LTALS v FERELET, b0 J—2
i% Cisco IP SoftPhone /N— = > 1.3B3) LA 721 2R — F LE T, #:k I 5 2E 1 Cisco Call
Manager /N — 3 4 DIEZ T 20 E R H Y £,

show auto qos =~ > FHi71i% Cisco IP Phone DV —t 2 KU v —FREERLET,

auto-QoS OF 7 #/V hEFIHT HI121E. auto-QoS A F—T7 ML T B, TOMD QoS 2~ K
HERETHHLENRSHY 3, auto-QoS &1 Rr— 7 MIZ LT # T, auto-QoS #FHETX E 7,
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auto qos voip W

~

(i) A A v FIL, Command-Line Interface (CLL; =2~ RI7A A F—T A R) hba~xy KR AN
SINTHAEERLEDIC, auto-QoS I ko TSN a~vy RE#ALET, BEFO=2—WF&RET
. EREsnza~y FOBAICKRKT 2208350 7, £, EREShiza~y FCTHEFEOREN
FEXEINDZZEEHVET, TNODOT I v a E, BREAEFRRETICETENET, Ao
<~V RPRTRCEFICHEA INZHBE, EEE SN2 —FATOBRTEIFFEIT2r 7 4 F 2 b—

TarRILEY £, EESShE2—FANOBRER, BEOREZ ATV ITRFETIC, A v F

ZVa— RT3 HETTEES, ARESNza~y ROBAICKKLEZSSE, fioFEfTar 74X

L—Ya yREGRINET,

A auto-QoS & A X — T NV T H/RAIDO R — b DA X, auto-QoS IZ Lo TAEK S N7 m—n

Va7 4 F¥alb—ray avwly RHEWTA VI —T oA A a7 4Xalb—yay avy RRE
TENET, BlOFR—FTauto-QoS A F—7 /T B L&, TOR— IR LT auto-QoS (2L - T
R ENTEA v =T oA A a7 4 Xal—vay avy REFREITESNET,

BAIOR— T auto-QoS HEREA A F— 7 M T H L. ROBEBIT 7L a U NETESNET,

o QoS MTE— NI A X =T NICRY) (mlsqos 72— 3L a7 4 Falb—gy avys R,
FOhHL, DT E—V a7 X alb—vay avy RRBMENET,

e Cisco IP Phone IZ#fii Eni-x v bV —2 = v Y DR — | T auto qos voip cisco-phone 1 > % —
TxA A AT 4Falb—vary avrs FeANT5L, A4 vy FITRLVEEESROBEN A
F—T NI £9, AA v FIiL, Cisco Discovery Protocol (CDP) %f#H L T, Cisco IP Phone
DIFIET B0 Lisn &t LE 9, Cisco IP Phone 3 &5 & A— b ASEIT, 3
7y b TRITE -7 QoS 7NV EBHT LI IECHEINE T, £, A/ v FIFRI V7%
FHLTARTy RRT a7 7 A VND, TaZ 7 A AR EHB L, N7y M+ 27 733>
ERELET, 7y MT 24, 26, £721346 £\ H DSCPER R WEA, £33y M3 7w
T 7 ANINCH DEE, AA T IE DSCP iz 0 1A LE 7, Cisco IP Phone 72 W GE, AT
SFEIE. Ty RO QoS TN EFEH LAWK ICRESNET, A vy FiE, R—FDAJ
Fa—bHh¥a—%, F2-10 BIOE2-11 OFEMIH->THRELET, KU U INBRY
VTR EBLIE NI T 4 vy ZICEHA SN BT, AL y T REREROBEL A R —
T LET,

AA w»F AR— A Cisco I0S Release 12.2(37)SE Zn L 0 HFTDO Y U —Z T auto qos voip
cisco-phone 1 > ¥ —7 x4 R a7 4 FXal—ray avry Rl L TREINZEA.
auto-QoS 12 & - T Cisco I10S Release 12.2(40)SE 128 L < Ak Sz a~ v Rk, A— MM H
SNEHA, ZOLIRaxr FEABICEMT 2I1C1E, REZHIFRL THbR— MIHEEH
THLERDHY F7,

* Cisco SoftPhone ZNEMET D E ICHERINTZ Xy N —27 = v VIZH DR — M auto qos voip
cisco-softphone f > ¥ —7 = A X a7 1 Falb—rary avy REANLESGE, AA vFiX
RV TEERL TNy "7 a7 7 A AVANT BT 7 A AADERIB L, X7y MZxtd 2
TrvarERELET, Ny MZ 24, 26, £721546 L9 DSCP ER WSS, EiE8
Ty "R TR T AN DEE. AL v TIEIDSCP EE 0 ICEELET, AL v T, F—
FOANF 2—LH AT a—%, £2-10 BLUVE 2-11 OREEIHK > THRELET,

o Ry MU= NERICHHE SR — b LT, auto qos voip trust f VX —T =2 A A 2T (K=
Lb—vay avy Re AL, 24 v Fid. AN ry NTh—TF 4 v 7 SRR — |
» CoS ff, £72iZ/v—7 v N R—=bODSCPEEZEHLES (FT7 74 v 7Moo VIEET
T TSN TS Z EBRHREHFICRY ET), A v T, R—FDOANFa—L 1T
Fo—%, £2-10 BLOE 2-11 OREMIHE > THRELET,

ABT 4T B—h, ATy 7 TI7EAFR—b, EF VLANT 7 EA R—h, BIOLF 7

A— KT auto-QoS A X —T7 W THIENTEET, V—7T v K A— MIH D Cisco IP Phone T

auto-QoS # A X — 7NV T BFE, AXT 4 v 7 IP 7 KL A% IP Phone IZEI WV Y CHMLENRH D £

T

Catalyst 3750 Rf yF av>F YI7LYR
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W auto qos voip

~

GE)

Cisco SoftPhone BNEEN T A BN AL v FEITIN—T v KR B— MIEFE SN TVWAES, AL vF
AR —hZ &2 1 5D Cisco SoftPhone 77V r—v a V202 R—FLET,

auto-QoS % A F—T7 M L7tk ARINZ AutoQoS B0 ) v— < v IREKRY Y —% 288 L
NWTLEE, R — vy PRENRI VP —2EFTI20ERHLGE, TOab—2ERL, =
LR vy RN —2EHLET, EREINTAR) v— v 7OROVIZH LWARY
V=T EMERTDICE, ERLERY V- o T EA =T oA ADBHIBRL T, HILWARY
v~y REALET,

auto-QoS A X —T7 D L T IZHBIZAK S D QoS OFREH FKRT 521X, auto-QoS %1 F—
TMZT DRNCT Ny VA 32—7 /W LE T, debug auto qos Fi##E EXEC =~ F&fEHT 5 &,
auto-QoS OTF Ny X2 VT INA F—T MR £7,

A— h® auto-QoS %7 4 E—7/LIZT HIZIL, noauto qos voip f v X —T A X AT 4 F a2l —
varvavwry REFEALET, ZoFR— MIx LT, auto-QoS IZ Lo TAER SN, v F—T = A A
A7 4F¥alb—ary avy REFHAIBRINET, auto-QoS &4 X —T7 MIZ LTeikEDR— |k
T. no auto qos voip =~ F&Z AT 5 &, auto-QoS IZ Lo TAREN I/ m— L a7 1 X o
L—ay awy RBE-S>TWAHIHETYH, auto-QoS X7 4+ E—7 At RAashEdT (Fu—1 2
VI A Ra L= a Il ko TEBRZ I AMOR— N TONT 7 4 v 7 ORI AT S725), no
mls qos 72— L a7 4 X¥ab—ay avy REFEHL T, auto-QoS IZ k- TAR I
02— a7 4 FXal—rvay avy ReET 08— MITEET, QoS BT 4 B—TVOHE
X, Ty EREBE IR (X7 v RO CoS,. DSCP. # XUV IP precedence fEITZATE S 41L7200)
7o, FBHEHTEAFR— M ELFEEHTERVWFA - Mo lERIEH Y EHA, FTT7 4 v 71T
Pass-Through £— RTRAA v F U7 ENET (NFy MIBEBRIOND I R AL v TF 7 I,
KUYV LORA N =7 53— MIESNET),

auto qos voip I ¥ RN A R —T N ThDHA— FTIEL, £ I D queue-set ID 1TA > F—T = A R
ﬂliofaﬁefiwij—o

o 77AMA—YRy b A H—TxAATiE, auto-QoS I queue-set 1 (F 74V k) ZAEKLE
\?AO

e ¥UEY M A—HFXy AU ¥—T x4 ATIL, auto-QoS I% queue-set 2 # £ L FT,
Z L. auto qos voip cisco-phone =~ > KOILiEa 7 4 Fa L— 23 T,

Switch (config)# mls qos map policed-dscp 0 10 18 to 8

Switch (config)# mls qgos map cos-dscp 0 8 16 24 32 46 48 56

Switch (config) # class-map match-all AUTOQOS_VOIP_DATA CLASS

Switch (config-cmap) # match ip dscp ef

Switch (config)# class-map match-all AUTOQOS_DEFAULT_CLASS

Switch (config-cmap)# match access-group name AUTOQOS-ACL-DEFAULT

Switch (config) # class-map match-all AUTOQOS_VOIP_SIGNAL_CLASS

Switch (config-cmap) # match ip dscp cs3

Switch (config) # policy-map AUTOQOS-SRND4-CISCOPHONE-POLICY

Switch (config-pmap) # class AUTOQOS_VOIP_DATA_ CLASS

Switch (config-pmap-c)# set dscp ef

Switch (config-pmap-c)# police 128000 8000 exceed-action policed-dscp-transmit
Switch (config-pmap) # class AUTOQOS_VOIP_SIGNAL_CLASS

Switch (config-pmap-c)# set dscp cs3

Switch (config-pmap-c)# police 32000 8000 exceed-action policed-dscp-transmit
Switch (config-pmap) # class AUTOQOS_DEFAULT_ CLASS

Switch (config-pmap-c)# set dscp default

Switch (config-pmap-c) # police 10000000 8000 exceed-action policed-dscp-transmit
Switch (config-if)# service-policy input AUTOQOS-SRND4-CISCOPHONE-POLICY

Z X, auto qos voip cisco-softphone =~ > ROJRiE=a 7 4 Fa b— 9 U TY,

Switch (config)# mls gos map policed-dscp 0 10 18 to 8
Switch (config)# mls qos map cos-dscp 0 8 16 24 32 46 48 56
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m. OL-8552-10-J |



| £2% cCatalyst 3750 4 ¥ F Cisco I0S a<w >~ F

auto qos voip W

Switch (config) # class-map match-all AUTOQOS_MULTIENHANCED CONF_CLASS

Switch (config-cmap) # match access-group name AUTOQOS-ACL-MULTIENHANCED-CONF
Switch (config) # class-map match-all AUTOQOS_VOIP_DATA CLASS

Switch (config-cmap) # match ip dscp ef

Switch (config) # class-map match-all AUTOQOS DEFAULT_ CLASS

Switch (config-cmap) # match access-group name AUTOQOS-ACL-DEFAULT

Switch (config) # class-map match-all AUTOQOS_TRANSACTION_CLASS

Switch (config-cmap) # match access-group name AUTOQOS-ACL-TRANSACTIONAL-DATA
Switch (config) # class-map match-all AUTOQOS VOIP_SIGNAL_CLASS

Switch (config-cmap) # match ip dscp cs3

Switch (config) # class-map match-all AUTOQOS_SIGNALING_ CLASS

Switch (config-cmap) # match access-group name AUTOQOS-ACL-SIGNALING

Switch (config) # class-map match-all AUTOQOS_BULK_DATA CLASS

Switch (config-cmap) # match access-group name AUTOQOS-ACL-BULK-DATA

Switch (config) # class-map match-all AUTOQOS_SCAVANGER_CLASS

Switch (config-cmap) # match access-group name AUTOQOS-ACL-SCAVANGER

Switch (config) # policy-map AUTOQOS-SRND4-SOFTPHONE-POLICY

Switch (config-pmap) # class AUTOQOS_VOIP_DATA_ CLASS

Switch (config-pmap-c)# set dscp ef

Switch (config-pmap-c) # police 128000 8000 exceed-action policed-dscp-transmit
Switch (config-pmap) # class AUTOQOS_VOIP_SIGNAL_CLASS

Switch (config-pmap-c)# set dscp cs3

Switch (config-pmap-c)# police 32000 8000 exceed-action policed-dscp-transmit
Switch (config-pmap) # class AUTOQOS_MULTIENHANCED_ CONF_CLASS

Switch (config-pmap-c) # set dscp af4dl

Switch (config-pmap-c)# police 5000000 8000 exceed-action drop

Switch (config-pmap) # class AUTOQOS_BULK_DATA_ CLASS

Switch (config-pmap-c) # set dscp afll

Switch (config-pmap-c)# police 10000000 8000 exceed-action policed-dscp-transmit
Switch (config-pmap) # class AUTOQOS_TRANSACTION_CLASS

Switch (config-pmap-c) # set dscp af2l

Switch (config-pmap-c)# police 10000000 8000 exceed-action policed-dscp-transmit
Switch (config-pmap) # class AUTOQOS_SCAVANGER_CLASS

Switch (config-pmap-c)# set dscp csl

Switch (config-pmap-c) # police 10000000 8000 exceed-action drop
Switch (config-pmap) # class AUTOQOS_SIGNALING_CLASS
Switch (config-pmap-c)# set dscp cs3
Switch (config-pmap-c)# police 32000 8000 exceed-action drop
Switch (config-pmap) # class AUTOQOS_DEFAULT_ CLASS
Switch (config-pmap-c)# set dscp default
Switch(config-if)# service-policy input AUTOQOS-SRND4-SOFTPHONE-POLICY

i WOBITIZ, R— MCHERENLTVWD AL v FEITL— 2R EFETEX ZEBTHILAIC
auto-QoS # A x—7 Iz L, HFIF7 v b TXZIFE L7 QoS 7L E(FHET 5 FikzwR Li@"

Switch (config) # interface gigabitethernetl/0/1
Switch (config-if)# auto gos voip trust

R &R T DI21E. show auto qos interface interface-id it EXEC 2~> K& AN LET,

BEEavT R avwyk HL)]
debug auto qos auto-QoS EED T RNy VB A F—T N LET,
mls qos cos F 74N FOFR— T CoSHETHET DM, HDWVIEIHR—
DT RTOERFT Y MZT 740 h®D CoSHEEI D 4T
3
mls qos map CoS/DSCP « v 7 %7213 DSCP/CoS ¥ v 7 & E#/ L £7°,

Catalyst 3750 Rf yF av>F YI7LYR
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avwy kR

Bl

mls qos queue-set output buffers

Ny T77kFa—ty MTEVETES,

mls qos srr-queue input bandwidth

Shaped Round Robin (SRR; =4 7K I K m )
DEHEASF =280 Y TET,

mls qos srr-queue input buffers

ANFa—BONy 7 728 4 TET,

mls qos srr-queue input cos-map

CoSEZ ANFa—lc~w vy 7T 5, £7-1% CoS %
Foa—LLEVWEIDICvyE L LET,

mls qos srr-queue input dscp-map

DSCPEZ ASIF 2 —li~v vy B 7§50, 71X DSCP
fEEXa2—LLEWEID Iy BT LET,

mls qos srr-queue input
priority-queue

ANNTTAFVT 4 Fa—&REL, HHIEEZRIEL £,

mls qos srr-queue output cos-map

CoSfEzH NFa—iz~vv 7V, 721X CoS fEx % = —
BIORLEWEID Iy B 7 LET,

mls qos srr-queue output dscp-map

DSCP A 1Fa—, FlEFa—L LEVWEID TV Y
v LET,

mls qos trust

RN— hOEERELZHELET,

queue-set

R—baEXxa—ty Mvy b7 LET,

show auto qos

auto-QoS fH#M A KR L E T,

show mls qos interface

A—hF LT QoS AL ILET,

srr-queue bandwidth shape

Vx—VEU T ENTEEAEFEDEC, A—hIvy S
SN 4 o0 ¥ 2 — ETHIBEY = —Y 0 724 32—
TN LET,

srr-queue bandwidth share

WHETLHEHAZFD LT, R—hMIvy B 7Enz4 o
D) F 2 — ETHIBIRO LA 24 R =T T LET,
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boot auto-copy-sw W

boot auto-copy-sw

B DERHA

TI2HIE

avYkE—F

BEY7 v 7L — K FatR& A 32— NI THITIE. A¥ v 7 v AZ =15 boot auto-copy-sw 2/
n—N)L a7 4 Fal—ragryavy REFEHLET, Zoa~<wr NZEY ., Version-Mismatch
E—RDAAL v FIEL, WTNNDAF v 7 AUNETERITHFOY 7 b 2T A A—Vkabt—3250,
AA T AL I DT Tyva ARV Dtar 77 ANV A A—VEa— LT, BEINICT v 77 L—
FanEd, BT v 77 L —K 7227 =7 T 25I2F, Z0a~r Rono B EHH L
7

boot auto-copy-sw

no boot auto-copy-sw

Zoavwy R, 5IEELITF—U—FEH D A,

A R —T )

ryua—R) a7 4 FXalb— gy

avy FEE

BEREDAA FS54>

Jyy—= EFERA
12.1(11)AX Coawy REMShE LT,

Version-Mismatch €— KD A A v F i, AZ v T EONN—U g ERpr~AF— R—=Va U KeFE
FfoZ2A v F T, Version-Mismatch £— FDZA v FiL, BEIHEL THDH AL NE LTIEA
Xy JIZIMATEEH A, AX v 7 M Version-Mismatch E— RO AA v FIZa—TEXLH( A—T%
AL TCWAEA, BHEI7 v 77— K 7R &2@HT52 LT, AX v 7 AUR"nb
Version-Mismatch €— KO A A v FIZA A—VEHBITaL—T&Ed, TOHAH. A v T
Version-Mismatch €— FZ#& T L, HEBIZICESITEIEL TVNDI AL RNELTAX v ZITMALE
K

HE&)7 v 77 L — K 7at 2%, Version-Mismatch E— KD A A v F72FICEELE T, BEDR
By AUNTITEELER A,

BEav> R avw vk E
show boot BOOT BRIREAHKOFEELR R LET,
show version N—R 2T BILRN T 77— AT 2T ONR— g EREZF R LET,
Catalyst 3750 Rf yF av>F YI7LYR
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W boot auto-download-sw

boot auto-download-sw

boot auto-download-sw 7 72— 3L a7 4 X a2l —v gy avw s REEHLT, Y7 hy=2T7DH
7y T — ROOIZERT S URL NALERELET, 7 740 FRECETIZIE, Zoaw
RO no B EEHLET,

boot auto-download-sw source-url!

no boot auto-download-sw

B DA

T2+ EK

™.

H
I

T

avy

source-url HE 7 v 77 L —RDoDY—ZAURL A U T A, ROFTF > 9 o0
PR—FrEINTHET,
o AHXUKRTUOY AA vTFERIFIAF I v AX—FEDOu—H) T
Ty va TrAN VAT LAOREL :
flash:
ARy AN —h) TT a2 T A AT MO
flash member number:

e FTP O :
ftp:[[//username|[:password|@location]/directory]/image-name.tar

o HTTP ¥— "D :
http://[[username:password|@]{hostname |
host-ip}[/directory)/image-name.tar

e X7 HTTP — D :
https://[[username:password|@]{hostname |
host-ip}[/directoryl/image-name.tar

e Remote Copy Protocol (RCP) D :
rep:[[//username@location]/directoryllimage-name.tar

e TFTP O3 :
tftp:[[//location]/directoryl/image-name.tar
image-name.tar 1, AA vy FIZF Yy a— L, A VA=V THIT
]\ 17 x 77 4’ 7{ ‘—\:/\‘,C\‘aAo

Faoe—Tn

Ja—nN") a7 4 ¥alb— gy

avy FERE

EREDHA R4

Jy—2 EERE
12.2(35)SE Ioavwy FBMERE L,

Zoavy REEATEE, VI MU =2TOHIMT v 7L — ROZDIERT S URL N2 ZHE L
ij‘o
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boot auto-download-sw W
Toav y REMALT, X"=YarOIAT v TFORBILT I BATEYAZ—AA v F O URL %
HETEET,
BEav> R avwyk B
show boot BOOT BRIEAEHKOFEER T LET,

| oL-8552-10-J
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W boot buffersize

boot buffersize

NVRAM VA RERETHITIE, A vTF AX v 7 FHIFAX L RTar A4 »F LT boot
buffersize 72— )L a7 4 Fal— gy avwr REERLET, 20avr FE2F 740 MR
FIZETICE., 2oa~vr RO ne BREHEHLET,

boot buffersize size

no boot buffersize

BX DA size NVRAM v 7 7 A X (KB)
N7 HEPHIZ 4096 ~ 1048576 T,

FIFIE F7 4/ h® NVRAM v 7 7 ¥4 X% 512 KB T9,

avy kFE—F Ja—r) ar7 4 ¥al—ay

av Yy FERE 1y—2 EERNE
12.2(55)SE Zoawr REMSE L,

FREDHLKSM4Y F74+LFDONVRAM Ny 77 4 XL 512KB T, a7 4 Fal—ar T A ANRKETE
TNVRAM [ZRGFTERWEERH D £7, —ENIZ, ZOREIZAA vF AF v ITHNIZELL DR
A TFNRBAGEEICEAELET, TV REVWar74Xalb—ay 7y A NVEFR—FTEBHLD
i, NVRAM Ny 7 7 OV A XEFETEET, HILWNVRAM Ny 77 A4 X3, BEBLOH L
WTRTORA N AL v F IR ENET,

NVRAM Ny 77 A X&eRiER, A v T ERIFALA v TF A2y 72— RFLET,

AL v FHh AL v 7B L, NVRAM YA ARBRRDEE, HTLWAL v FIF2AZ v 7 IR L,
HEICY m— FERET,

1 WROBTIE, NVRAM Ny 77 YA RE2RET D HikzrLET,

Switch (config) # boot buffersize 524288
Switch (config) # end

BEavUR avwy kR HL)

show boot BOOT S#BEAH OB EE TR LET,

Catalyst 3750 R4/ yF a2 F YI7L VR
m. OL-8552-10-J |



| £2% cCatalyst 3750 4 ¥ F Cisco I0S a<w >~ F

boot config-file W
boot config-file

AT AREDOAHEE 2 E—0
=

B IAH B L OEZ AL ZAT O 72D
NG EFRET DITIE, A¥ v RT7r > A4 »F LT boot config-file 72—/ a7 4 FaL— g
yavwy REERLES, 7740

Z. Cisco I0OS BT D7 74

RECRTICE., Zoa<vr Fone EXZHH L £,
boot config-file flash:/file-url

no boot config-file

BT EiBA flash:/file-url AT 4 FXal—ary TrANLDNRR (T4 7 M) BLEOLRITT,
T4 FIFN DA T 4 F2b— gy 77 A%, flash:config.text T,
avY kR E—F Ja—r L ar 74 ¥al—ay
avy FERE Jy—=x EENE
12.1(11)AX Zoavwry RBNENENELE,
BREDFAESMAY oo~ RiE, ¥ R7ay 2L v FnbLETERICEHEL T,
Tr7ANBBELOT 4 L7 FUAEF, KXFE/NLF XA LET,
Zoa~ Rix. CONFIG FILE BREAHORELEE LET, FEMIT O TIL, 8k A [Catalyst
3750 24 v F T—hro—F a<w o K] ZBRLTLEEN,
BEa<v K avwyFk B
show boot BOOT BEEAEHOEREEFERLET,
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W boot enable-break

boot enable-break

HE 7 — N 7at20HEisd 4 X—7 2T 5I121F,. AZ 2 K7 rY A4 v T boot
enable-break 72— N\l 2 7 4 X2l —v gy awy REFRALET, T 740 FRTEICETIC
X, Zoa<r Fone BXEFHLET,

boot enable-break

no boot enable-break

BX DA Zoawy RICE, BIEEREF—U— RiEzbh v A,

FI+IE F4kv—TN, ar /=L ETBreak ¥—&#MLTCHAE T — F b RZ2HW+T2 2 LIXTEER
Ao

a2 kR E—F Ja—r L ar7 4 ¥al—ay

avy FERE yyy—= EERNE
12.1(11)AX Zoa~wy RRBEMENE L,

EREDAA FS54>

S

GE)

ToDavy RE, REZ LV RTRY AL vTFNLTETEFICEELET,

Ioavwr REANTDIE, 7T vva TrA VAT ABRPIELENTZ% T Break ¥—%# L T,
HE)7— kN a2 52l cx£9,

ZDawy FOREICHEFRRL, AL v FRim/ Srx/L® MODE R % 24 L, WoTHLHBE)Z— |k
Tt RAEFETHI ENTEET,

Z D=z~ FiX. ENABLE BREAK BREABORELEL LT, sHMIcO VTR {8k A
[Catalyst 3750 AA v F 7 —hrmn—X a<vr R 22 LTI,

avwyk H L]

show boot BOOT ®REAHKOBRTEEFR R LET,
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boot helper M

boot helper

boot helper 7' v — )L 2> 7 4 Fal— gy avwy REEHALT, 77— v—&—##bkHicH)
BICZ7 7 A& — LT, 77— F B—X—OWREZIIRELEZD, Ny FE2Y TV LET, D=
~U RET T A PERECERTICE, Zoavr Fone Bz #HLET,

boot helper filesystem:/file-url ...

no boot helper

EX DA filesystem: 7T wva TyAN VAT LEADTA YT ATYT, VATAR—K 7T v
Vo T8 A flash: AR L E9,
[file-url o — =PRI ENIC e — RT 5720032 (T4 7 b)) BLY
0— RARR 77 A NVDIY AT, A A—TVAFEIae  TRED E
7
TIXIE A= T A Fu— RERER A,

avYkE—F

Ja—nN)ary7 4 Xal—yg

avy FEE yy—2 EERE
12.1(11)AX oy RGBS NE L,

BEREDAA FS54>

OB, NEBRFER L OT 2 FEM T,
Tr7ANBBEIOT 4 L7 PRI, RXFLPLFEXFILET,

Z®»a<r Rid, HELPER BREAMOBREELEFT LET, FMIZ OV TIE, 14 A [Catalyst 3750 A
AvF T—hu—F avrF] 2R LTIEEN,

BBEav> R

avwyvk B

show boot BOOT BEAHOEREEERRLET,
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M boot helper-config-file

boot helper-config-file

boot helper-config-file 7' 2 — \)L a7 4 XFal—r gy a~vr REMHEMH LT, Cisco I0S ~/Lr3—
AA=VMERT a7 4 Falb—vary Ty VOL4RIERELE T, Z0a~vr RRRESH
TV WAL, CONFIG FILE BEAKIZL > THESINTZ 7 7 A LD, a— RSN TXTO
N—=¥ 3 »® Cisco [0S I &N E T, 774/ hREICETITIL, 203~ RO ne BXAEHA L
£7,

boot helper-config-file filesystem:/file-url

no boot helper-config file

BEX DA filesystem: T2 T7AN VAT IADTA YT ATY, VAT AL KR—
K 77 vva 53 2121 flash: #/H L F9,
[file-url B—RTBHRZ (FALZ7 b)) BEUOANS— a7 4 Fa

L—ay 77 A

FI4ILE A= AT 4 Falb—ary TrAMTHEESNER A,

™.

H
I

T

av Yy Ja—n) a7 4 F¥alb—g v

avy FER yy—=x EERNE
12.1(11)AX Zoawy REMESNE L,

FRLEDHA KSL4Y  ZoEHE. NEEEBSIOT 2 FEHTT,
TrANLBLIOT L7 FUAIE, KRCFEENCFEERYN LET,

Z®»=a~< NiE, HELPER_CONFIG FILE BREZHOFELEE LET, FEMICOWNTIE, 185 A
[Catalyst 3750 A4 vF 7 —hu—4& a~<> ] 28R LTIEEN,

BEaOv R avwy kR )

g&

show boot BOOT £

Ik
s

EROBREEZRRLET,
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boot manual W

boot manual

L340

gljlg

i

TI2FIE

avYkE—F

WE T — kK A 7 NVFICARAL v FOFERENIZ A R —T T DITIE, AX KT ey AL vF ET
boot manual 72— 3L a7 4 FXFal—Y gy avwr REERHLET, 77 4/ FREICETICIEL.
Zoa<wr Ko no BRAEHEHLET,

boot manual

no boot manual

Zoawy RiZiE, 5lIEETF—V—FEH 0 8 A,

FENC LA EENIT 4 E—T VT,

Ja—N) a7 4 ¥al—y g

avy FEE

BEREDAA FS4>

yy—= EERNE
12.1(11)AX o~y REMSNE LT,

Zoavwy NI, REZ U RTaYy AL v FNLEITEFICEELET,

VAT AEREIFL#T AL, AL v FIET— b o—F— = FTEBLET, L switch: 7'
VTR EoThMDET, VAT LAEZEEHTAIZIE, boot 7 —F un—F— o~ REFEH L CiEEH
AREIRA A=V DA ERELET,

Zoa<r Rid, MANUAL BOOT BEAHOFBEEZLF LE T, MOV TIE, kA
[Catalyst 3750 A A v F 7—hn—% a<vr K] 22RLTIEEN,

BBEav> R

avwv kR HL]

show boot BOOT BEAHOREEEXRLET,
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M boot private-config-file

boot private-config-file

TIAR—har 74X ab—ra YOREEE I E—DOFHAIALL LOEZIALEZIT S 72DIZ Cisco
I0S BMERT27 7 A VA EBET HICIE, A¥ L KT r Y A1 »F T boot private-config-file 7
B— L ary 74 Xalb—vary avy FefALES, 774V PRECRTICE, Zoavs R
»no BAZEMML £,

boot private-config-file filename

no boot private-config-file

BXDEHEA filename FILR—| aAr T4 Xal—ay Ty ANDLH
TI2HILE TI7AN DAL T 4 K2 b—a Ly Ty ANVIE, private-config T3,
ARYRE—F ZJo—lrarv 4¥alr—var
av Y FERE yy—=x EEAE

12.1(11)AX Coawy FRBMERE L,

ERLEDAA K54

Zoavwry L, RAZRT7aYy AL v TFRLRETIEFRICEELET,
T ANAIE, RCFLANFEXFILET,

fl WOBITIE, T4 =k arT7 4 Xalb—var 774 VDOL4RT% peonfig LI&ET D HIEERL
£
Switch (config)# boot private-config-file pconfig

BEa< K avwUk SiEA
show boot BOOT \EABDOBE 2o LET,

Catalyst 3750 R4/ yF a2 F YI7L VR
m. OL-8552-10-J |



| £2% cCatalyst 3750 4 ¥ F Cisco I0S a<w >~ F

boot system W

boot system

boot system 7 11—/ 3L 227 4 Xalb—v gy avy REERALT, KEIOT— K A 27 LfC
n— K45 CiscolOS 4 A—VZEEELET, 774NV MHEICETITIE, Z0a<wr RO no BX%E
FHLET,

boot system {filesystem:/file-url ...| switch {number | all}}

no boot system

no boot system switch {number | all}

B DR

TI2H+IE

avYkE—F

filesystem: 7593 a TyAN VAT LEDTA YT ATY, VAT LR—R 7Ty
v a T, A2 flash: ZEH L £,

[file-url T—FA[REIRA A=V DA (T4 L7 V) BLOLHRET, KA A—T4
FEIare TR E9,

switch CiscoIOS A A—URr— FENDAAL v T EHEELET,

number AB 7 AUNRERELET (1 ~9 OfIFET, 1 DOAK v 7 AT
EHETD),

all FTRTCORY v 7 AUNERELET,

A4 v FIE, BOOT BEAKNOERAFEM LT, BEIMICC AT 22 EFHLELS ELET, Z0XF
HRRESNTORNES, AL vFid, 7T via 7740 VAT AERICHIFANCHARE L,
WOIDEITAREA A=V 2 —RLTEITLEOIELET, 7417 MU OHRIRZETIE, RE L%
PTF 4L 7 P EREBICRBLTNLLIEDT 4 L7 N TOMKERITET,

Ja—nN)ary7 4 Xal—yg

avy FEE

BEREDAA FS4>

J1y—= EENE

12.1(11)AX Zoavwry RRBMESRELE,

12.2(25)SEA switch {number | all} % —U — RN BIE L E L7z, boot system =<2 K
WBHRE, A vF AXZ v IBLORAZ L KT ry A4 vF ECTIEFICEME
L/i‘j‘o

Tr7ANBBEIOT 4 L7 FUAIR, RXFLPLFEXFILET,

AH w7 < AK— LT boot system filesystem:/file-url 2~ > RE AT LIEEAE, HBELLEY 7 hU =
T AA=VIE REIOT = YA 7 VORI, AF v = A2 —ETRETFr—RFShET,

APy = AL —=ET REIOT— b A 7 VPHRED AL v 7 ALNTY T T =T A A =T
n— R&END &I ICHET DX, boot system switch number 2~ > FEEHA LE T, kEDO 77—k
YA ITNAVFICTRTCDAZ I AUNETY T Ny 2T A A—UBRr— RINDLITHRET DI,
boot system switch all =~ > K& H L £,
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W boot system

boot system switch number =~ > R'£ 7213 boot system switch all =2~ > R& X% v 7 v A% — T
ANTDE AE YT RAZ—[FTAZ 7 AN (REy ) v A2 —%R<) BV 7 o=T A
A=VPFEL TV DIME I DR LET, AF w7 ALNRE (RZy 7 AN RE) 2V 7§
VT A A=UPFELBRVESE, KOLS BRI — Ave—UNRRRINET,

$Command to set boot system switch all xxx on switch=1 failed

A KB v 7 < AHZ— [T boot system switch number =~ > K& NS LI=8E . number ZE¥12 1 S D A
By AUNEGERETE £, number BEIZEBDOAL v 7 AN AT 5 LiFHR— RS
NTWEHA,

archive download-sw #7#% EXEC a2~ FEEH LTIV AT L 4 A=V 2 EF L TWDS4A. boot
system 2~ RZEAT20EIH Y £H A, boot system =~ > NIZHEICUIE I, ¥T v
oO— RENEA A=V PRe—RFInEd,

Zoa<r Rix, BOOT BEAEKOFBEELET LET, FEM >0 Tk, 14k A lCatalyst 3750 =
A vF T—btup—F avr | 22RLTIEEN,

BEavUR avwy kR HL)
show boot BOOT BRIREEHKOHKEELZR T LET,
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cdp forward W

cdp forward

CDP b7 7 4 v 7 DANBLOHAOAAL v F F— FE2EET HI21E, edp forward 7 7 —/3L 2
Ta4Falb—varavy FeHLES, 7740 PRECETIZIE, 203~ RO no Bz H
ML ET,

cdp forward ingress port-id egress port-id

no cdp forward ingress port-id

BX DA ingress port-id IP Phone 7>5 CDP /3% v P& ZET 5 AL v F A— bERELET,
egress port-id Cisco TelePresence System (& CDP /N7 v M &ZHRET DAL v F R— b &
BELET,
TIAIE AA v F&ED CDP 7y hDOT 7 4V b NAFIALE D ATIAR— b Cisco TelePresence System

£ F
[CHERES L A A= R T

Ja—R")L a7 4 Xalb—g v

ERLEDAA K54

yy—=x EERNE
12.2(53)SE Toawr REMSE L,

TelePresence E911 IP Phone 37" — ks & 7= CDP %S D EEEEIZ T 2 HHT 24X H Y £,

AL v TF AEy TNOMLED 2 DOKR— ~%&#&H L7z Cisco TelePresence System W T, IP Phone &
a—F v 7 B CTEET,

ﬁ“ Switch# configure terminal
Enter configuration commands, one per line.End with CNTL/Z.
Switch (config)# cdp forward ingress gigabitethernet2/0/1 egress gigabitethernet2/0/12
Switch (config)# cdp forward ingress gigabitethernet2/0/2 egress gigabitethernet2/0/13
Switch (config) # end
Switch# show running-config | include cdp
cdp forward ingress GigabitEthernet2/0/1 egress GigabitEthernet2/0/12
cdp forward ingress GigabitEthernet2/0/2 egress GigabitEthernet2/0/13
Switch# show cdp forward
Ingress Egress # packets # packets
Port Port forwarded dropped
Gi2/0/1 Gi2/0/12 0 0
Gi2/0/2 Gi2/0/13 0 0
BEaIU kR avwvk e
show cdp forward CDP 74U =T 4T T—TNVERRLET,
Catalyst 3750 Rf yF av>F YI7LYR
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W channel-group

channel-group

channel-group f V' #—7 x4 X a7 4F¥a2lb—vary avy Rz LT, EtherChannel 7 /1 —
FICA =Y %y b R— b&2EIY YT, EtherChannel T— F& A X —7 /I L0, ZOWGF%
1To7=Y LET, £ —H x> b R— k% EtherChannel 7 /L —7 L HIBRT 52581, Z0a~vwr Ko

no B EFHH L E7,

channel-group channel-group-number mode {active | {auto [non-silent]} | {desirable
[non-silent]} | on | passive}

no channel-group

PAgP E— F :

channel-group channel-group-number mode {{auto [non-silent]} | {desirable

[non-silent}}

LACP £E—F:

channel-group channel-group-number mode {active | passive}

on E— K :

channel-group channel-group-number mode on

BXDERHA channel-group-number

Fy RN IN—TFKGeBELET, IHETEOHMIT 1 ~ 48 T,

mode

EtherChannel £— FZ&¥fE L £7,

active

25 {412 Link Aggregation Control Protocol (LACP) %A x—7 Lz L
7.

active E— R, R—rZ2xadyo—y g A5 —hILET, 20X
T—hFTiE, F—=MILACP N7 v hEEETDHZLITL - T, thoKR—
PeoxrITvz—va rEREBELET, F¥ XL active B— FEIT
passive E— KDBIDOHR— b FL—TTREINET,

auto

Port Aggregation Protocol (PAgP; AN — MEKN T v k=) IEERRKRMN S
N7HEITRY . PAgP 21 2 —7MICLET,

auto T— RN, "—rE Ry o7 xdvxz—v 3 A7—MNILET,
ZOHE. R— MIZET D PAgP /37 v MUGE LE T3, PAgP 3
Ty b rIAvT—varERETHIZEIIHD THA, Ty R
desirable E— FORIDOFR—~ L —FTEIFHEESHET, auto 251
X—T NG, VA Ly NEERT 7 4V M7 £97,

desirable

MEZLFIZ PAgP A 2 —T7 M2 LET,

desirable E— RiZ, F—F 2727747 XA =— 3 A7 —hMIL
E£9, ZOHAE. A— MIPAgGP Ty MERETHZ LICL ST, o
R—rEoxraTrT— 3% LE T, EtherChannel 1%, desirable
F— FEZIT auto T— ROROR—F L —F TR ENET,
desirable 14 X —7 NV DHPEIF, T 74NV FTHA L2 MEMEL 72D F
R

non-silent

(ER) MOEENSD NT 7 4 v 7 BTPREN TV DEEGIC PAgP £—
KC auto £ 721 desirable F¥—7U — K& L HIEH I ET,
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TI2FILE

channel-group W

on on T— K& A FX—7 NI LET,

on E— R CiX. i AHEZ EtherChannel 23(E(ET 5 DX, 7 O
RN—F Z—77 on T— M’ o TCWAATIT T,
passive LACP HEENHMH SN HBAICEBY . LACP 24 2—7 LI LET,

passive T— K%, R—h&zrdvo—v g A7 —hMILET, 205
&, A= MFZ(E L7z LACP T v MISE LETH, LACP N7 v K
FIvE—arERETHZEEHY EH A, T ¥ RIE, active E—
ROBIOFR— bk T V—FTEFERSNET,

F X T TN—FFEYYCTEHEENRTEET A,
EF—RERESNTOHERA,

Ao B =Tz A AT 4Fal—3

BEREDAA FS54>

Jy—= EEANR

12.1(11HAX Zoavy KBNS E LR,

12.1(14)EAL active ¥ — U — R L O passive ¥ — U — FanBMEhE L7,

12.2(25)SE channel-group-number FFEN 1 ~ 12 5 1 ~48 [TEHE IR FE LT,

12.2(25)SEC LACP (37 v A X% > 7 EtherChannel # x 3= — hTX A L)z F
L7

L 4 ¥ 2 EtherChannel D %6, WA — & F ¥ 30 7 —7IZH Y B THHEIC, SEIT interface
port-channel 7 o —/ L 27 4 ¥ al—vary avr REFHLTR— My A v F—TxA
AEER L TR MLEEXH Y ¥ A, R VIZ, channel-group f > ¥ —7 A A 27 fFalb—
varv avry REHHTEET, wmls ¥ — 7:4175§if:1’ﬁﬁiéﬂfb‘7‘£b\iﬂ/\i F xR 7
=T 75>w%ﬂ®%£¥f— FEEUS LR T, BEIBICAR — M F v 2L A 2 =T oA ABRER S
FT, BANIAR—FF v A 22— 714’1%??!555??6*5/\ . channel-group-number %

port- channel—number LEICFEZICLTH, HILWEZICLTHENPEVEA, FILVWESZHEA L
%4, channel-group =~ > RIZEBNIZH LWAR— b F¥ XAV EERLET,

FXHN TN—T D= THLIPIA— MV Y TONZIP T RLAET 48— M T H0ET
BOEEAN, TNET A E—TNITHZ L EBMMELEL E9,

interface port-channel = ~ > F®ORIZ no switchport 4 —7 = A A a7 1 Fal—g av
YREHEALT, LAY 3OR—F FYrr a2l TEEd, A F =T oA AE2F v RV TL—T
CHEHT DN, A= FY XNV OmEA 2 —7 = A2 FETREL T LS,

EtherChannel ##% € L72%, A —FF ¥ RN A LV F—T =2/ ZIMZOENTZHEDOEEIL, ZFDOHR—
Ny L2 —T AR %’JD%’C%M?:@”\“T@%@ZT‘MF WHEH S ES, YR — Mo
HAEINHEDET (X, RELWH LA — F2JIZAERTY, EtherChannel NOT X TDOR— D
NG A =B EBBE HITIL, T~b6°ﬂﬁr\11/4’/5’ Tz AR LCar7 s Fal—yay av
v REEMALET, =& xiE, spanning-tree =~ K& LT, L4 ¥ 2 EtherChannel % k5 > 7
LLTHRELET,

auto t— N E 7213 desirable ©— F & & 12 non-silent Z$8E L2 o 723581, A Lo FMRE
ENTVELOERRINET, AL b T— RERET S DT, PAgP IS T, »2iF & A LR
Ty NEEFELRWERICAL v FEERT HAHATT, A1 & NR= R F—DfFlE, bTT7 4>
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W channel-group

JERERLRNT 7 AL P E3 Ty N TFIAFRETE, ZOHA. WEE— LT
B LT3 PAgP 1T, ZOH— R EBEREIC LEEA, 7272 L. PAgP IZBIETHET, Fx %/ 2

N—FIE— a5 L0 BEAR— FEEALEZY TXET, U7 OmBIEs 1 Ly MORE
THZLIETEXEEA,

on &— N TX, A AE72 EtherChannel N 1FET 5 DiX, on E— KOKR— b FA—70, on E— K
DHIDR— ~ T N—F T 2 8B AT T,

on T— FOMAIZIFAEBRNMLETT, ZHETFEHORE TH Y., EtherChannel OGO AR — ~ T
i, F—ORENLETT, JV—7OREEED E, Xy MEEFERIEIARR=VT V) — L—
TNRETHZENH Y £,

71 AAX v EtherChannel I, K2 25D 10 XA EY h A=V Ry b A F—T oA RAuPR—
FLET,

EtherChannel (X, PAgP & LACP O F DE — RITIERE LW TL 23V, PAgP 8L LACP %
4T L T\ 5 EtherChannel 7V —71%, R—DAA vF | £FAZ v I ICHDLENDI AL vF T
HFECEES (VurRZ v 7R TIEITCEEHEA), #lx D EtherChannel 7' /v — 7% PAgP F721%
LACP OWT & FTTEETH, MAERTLZ LI TEEEA,

channel-protocol > ¥ —7 = A a7 4 X2l —r g avr REfFHLTTa harz@EL
A, BEMEIX. channel-group f V% —7 A A a7 4 Fal—var avry NZkoTiEk
HEINFEHEA,

TIT 4 7 EINET 77 ¢ 7 T/ EtherChannel 2 >3 Tdh b4 — b % IEEE 802.1x A— h & LT

ELZRWTL 72 &V, EtherChannel "— kT IEEE 802.1x RBifA# A X —7 VL ko 42 L, =
F— A vt —UnFEREN, IEEE 802.1x #FRGFIEA 2 —T IR0 X8 A,

% 27 HA— b % EtherChannel ®—#% & LT, F72i% EtherChannel " — 2 &% 27 R—FE LT
IIRELRWVTL N,

REOEEFHO—EIZHOWVWTIL, 2OV —XHIETHY 7 by =7 arv74Xal—var i
A R® [Configuring EtherChannels] OEZZH L T 7Z 30,

e

]

¥R EtherChannel R— h ET, LA ¥ 3 DT FLAZA X =TI LRV TLIEE W, WH
EtherChannel "— h ECT7V v A —TF %8 B THZ Lid, V—70NRBAETHRRIZZR D=
D, fThRWVWTLEE N,

OB TIE, B—DAA v F LT, EtherChannel %% €7 % Fik%E " LE9d, VLAN10 DAXT 1 v
J7 7R KR—K2 2% PAgP E— N desirable TH 2T v /L 512HV Y TETS,

Switch# configure terminal

Switch (config) # interface range gigabitethernet2//1 -2
Switch (config-if-range)# switchport mode access

Switch (config-if-range) # switchport access vlan 10

Switch (config-if-range)# channel-group 5 mode desirable

Switch (config-if-range)# end

WORFITIL, H—DAA »F T, EtherChannel 2% E 3 5 HEE " LET, VLANIO DAXT ¢ v
27 7 A R—hK22% LACP E— K active ThH 5T v /L 51ZHIV Y TETS,

Switch# configure terminal

Switch (config)# interface range gigabitethernet2//1 -2
Switch (config-if-range) # switchport mode access

Switch (config-if-range) # switchport access vlan 10
Switch (config-if-range)# channel-group 5 mode active
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channel-group W

Switch (config-if-range)# end

OB TiX, 71 AA% v 7 EBtherChannel 7% €9 25 FEEZRLET, LACP RNy 7 £— K&
LT.VLANIOWNDAEZT 4 v I T IV EBAR—=F L LTAA YT AUR2DER— &2 2D AL
AVRIOR—1 &1 D2F ¥y 3N 51CHY Y TET,

Switch# configure terminal

Switch (config)# interface range gigabitethernet2/0/4 -5
Switch (config-if-range)# switchport mode access

Switch (config-if-range) # switchport access vlan 10
Switch (config-if-range) # channel-group 5 mode passive
Switch (config-if-range) # exit

Switch (config) # interface gigabitethernet3/0/3

Switch (config-if)# switchport mode access

Switch (config-if)# switchport access vlan 10

Switch (config-if)
Switch (config-if)

channel-group 5 mode passive
exit

#
#

PR E Z MR 9 5 121E. show running-config #5# EXEC 2~ > RE AN LET,

BAEaOTY R avyk B
channel-protocol Frx VT EEHT LD, R—METHEHAENS 7 han
ZHIR L £,
interface port-channel R—=F F¥ RN ~DT 7 BAL, R— b F¥ 2 LVOEMREITOE
7
show etherchannel F % /L@ EtherChannel {E# & # R~ LE 9,
show lacp LACP F ¥ %/ Z N —F e ERLET,
show pagp PAgP F v XV VN — 7R e R LET,
show running-config BEOEMEREER R LET,
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W channel-protocol

channel-protocol

channel-protocol f > % —7 = A A a7 4 Fal—ay avwry RefHLT, FyrxY o7&
By 570, A—bF ETHEAENLT e barZHIRLES, 774V PREICETICE, Zoa~v
Y Ro no BEFEHLET,

channel-protocol {lacp | pagp}

no channel-protocol

BEX DA lacp Link Aggregation Control Protocol (LACP) T EtherChannel 5% E L £,
pagp Port Aggregation Protocol (PAgP; A — FEF~7 = k=)L) C EtherChannel % &% &
LET.
TIAILE EtherChannel (10 4 THRTD 71 ha/Liddh ) £H A,
ARV FE—F A2 4—TaxAfRar T4 Fal—vay
av Yy FERE yy—=x EFEANRE
12.1(14)EA1 Zoawry RRBMEhE L,

BEREDAA FS54>

channel-protocol =~ > FiX, F ¥ /% LACP 7213 PAgP IZHIRT 572D FICEH L E T,
channel-protocol =~ > R L Tr v F a2 VERET 585G, X EIL channel-group 1 > % —
TxAAary74F¥alb—vary avr RCEEXINDZLIETIHY XA,

channel-group 1 > ¥ —7 A X 27 4 F¥ 2L — 3 2~ Ni&, EtherChannel D37 A — X g%
ECHERA LT ZE, F£72, channel-group =~ > FiX, EtherChannel IZ%f LE— RZHET D Z
EHTEET,

EtherChannel 7 /v —7 T, PAgP BL U LACP E— RO AFEZA R —TNMITHI LIXTEERA,

PAgP & LACP ([ZIZEMMEDR H Y EH A, M E ST ¥ XV O&EIXF C 7w b =mv a4 505808
HYET,

i OB TIX, EtherChannel ZE #9571 h=2Lbd LT LACP Z5E4 % Hikz R LET,
Switch (config-if)# channel-protocol lacp
E & 9 5 121X, show etherchannel [channel-group-number] protocol ¥5# EXEC =2~ > K% A
jj L/ i j‘o

EEa<TUF avwyk L]
channel-group EtherChannel 7 /b — 7124 — % % v b H— b &E 0 4 TEF,
show etherchannel protocol EtherChannel ® 7' 1 k 2 /LIEHRAZFE R L E£9,
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cisp enable W

cisp enable

A A T T Client Information Signalling Protocol (CISP) %A %x—7M{ZLT, 77U Bk R
Ay FOF—krT 4 r—2 L L THRTDEIICTHITIE, cispenable 72— 3L 27 ¥ =
L—vay avy FEfERLET,

cisp enable

no cisp enable

BXDEHEA cisp enable CISP # A x—7 Mz LET,
TIXHIE F 74 NREITZDH Y T A,
avyY kR E®E—F Ja—n) ary7 4 Xal—yg
vy FERE yy—=x EERAE
12.2(50)SE Toawy RABMShE L,

EREDAA FS54>

A=t T4 =R YTV AL v TFOMOY o IIE T TT, MFDAAL »F T VTP %
A R =T NZT BEAEIE. VIP RAAL VZANRE—~THY, VIP T— KR —"THHILENDH Y F
7,

VTP £— RERET D2HAIE. MDS F = v 7 LADOR—HZ I =2 bRV E ST H720ic, RO
E%ﬁ%wubf<f:éb‘o

e VLANBRERD2EDAAL v FITEHEESNTWNARNI L, R RAA A VTP —130 2 BFEE
THIENZOREOIRFIZ/RD T ENRHY T,

s MEDAA YF T, BEDIEV a VFENER-TWHI L,

1l KOFITIE, CISP &4 F—7 /Mt 5 Hika R LET,
switch (config)# cisp enable
BEaYF avwyEk B
dotlx credentials (ZFu— o777 A NEY TV H b AL v FITRELET,
Ny ary74F¥al—a
v) profile
show cisp fRESNIA 2 —7 4 ZD CISP EHAE2F R LET,
Catalyst 3750 Rf yF av>F YI7LYR
[ oL-8552-10-J .m



(2% Catalyst 3750 X1 v F Cisco I0S a2 F |

W class

class

HWEDIFA Sy THDNT T 4 v 5T L5 —85%M% (police, set, L trust K'Y 2 —
vy IV TRar7 4 Fal—rvary avy FEFEHALT) ERTHICE, cdass K v — <y 7 3
V74X alb—varav U REFERALET, BEFEO7 7 A ~ v TEEHIRTHEEIE. Zoavr R’
? no HXEHERALET,

class {class-map-name | c/ass-default}

no class {class-map-name | c/ass-default}

BX DA class-map-name U5 A~ TH T,
class-default SHEENTWRWAY Y MC—HT BV AT LADT 74V b 75 AT,
TI2HIE RV — o7 VIR vy FEEHINTVEE A,
avY kK E—F KV — <y ar 74 X¥al—ay
avy FEE yy—=x TENE
12.1(11)AX Toawy RABMShE L,
12.2(55)SE class-default ¥ —7U — RV EMENE LT,

EREDHA R4

class =~ > &4 5A12, policy-map Z v — )L 27 ¥ al—v gy awy FefLT
RV =~y 7 Z@HlL, RV — vy ar7 s Xalb—vary T—FEBTI0ERHY F
T, RV V== TEEET DL, RV — o TNTHMI TAOR) > —2FELZY ., BEF7
FADRY —%ER LTV THTENTEET, service-policy £ F—T =R a7 K2l —
vVary avwryREFERALT, AV v— <oy ER— b~ T2Z2 R TEET,

class 2~ FEANTHE, KV —~wv T 772 arr7 4 Falb—rvaryE—RIAY, RO=

V74 X2 lb—vay avy RBEMAFRICRD £,

e xit: RV —=y VIR a7 4 Fal—aryE—REETL R)v—~vy TS arry
Fal—varyE—KRIRYET,

e no: AV RET 7 AN IMREICELET,

e police: VLN T 7 4 w7 ORY P —FHFENR VP —2ERLET, AU P—i%, HIKRE
DOREBLOEORELBE LIZIGEIZFEATTHT 7 v a v E2BELET, MOV T,
police 35 XU police aggregate ") > — v v 7 7 T2 a<v FESZRLTIZIN,

o set: FHLLENT 74 w7 ICHIV Y TCHEARE L ET, FMIIONTIE, set av > FEBRL
TLIEEN,

e trust: class =~ FE72 i class-map 2~ RCHELZ b T 7 ¢ o 7 OEHEREZERLE
Fo FEMIZOWTIE, trust =~ RESRL T ZE0,

RIv—=v 7 ar7 s X¥alb—ral ET—RIREDIZE, exit 2~ FEEH L E I, $# EXEC
F— RNIZREDICIEE,. end =2~ FEFEHLET,
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Ll

class W

class =~ FiX, class-map 72— 3L a7 4 Falb—v gy avy RERUMEZFEITLET,
OR— N ELFLTORNF LWGENLERGAE, class 2~ REFERALET, ZHOF— |
MT~y 7&2ETH5A21E, class-map 2~ RFEFEHALET,

class class-default RV > — v 7 ar 74Xzl —Yay avwry REERLT, 7408 75 &
ERETEET, EINTOWRWNTI T 0w r (M7 4y 7 77 ATHREIN—BIRELTHT-
SRV T T 4w I)0E TIANVE P T T4 v E LTHEENRET,

WOFITIL, policyl L WO LFDORY >— vy TEAERT D FEEZRLET, Z0a~vy RRANF
MICEST S NT25A . class] TERINIZTXTOERE NI 7 4 v 7 ORA%ZITV, 1P Differentiated
Service Code Point (DSCP; DiffServ =— K i"f > b)) % 10 IZ&FE L. FHL— + 1 Mb/s, /X—A b
20KBDOKNT 74w 7 %KYV LETS, 7uZryANEBID NI 74w 7, R U TRE

DSCP ~ v 7L HfS L7 DSCPEN~—7 SN Th bk EENnNET,

Switch (config)# policy-map policyl

Switch (config-pmap) # class classl

Switch (config-pmap-c)# set dscp 10

Switch (config-pmap-c)# police 1000000 20000 exceed-action policed-dscp-transmit
Switch (config-pmap-c) # exit

ROBFITIE, RV =~y T WCT TNV MDD NT T4 w0 7T AERET D HEEZRLET,

Switch# configure terminal

Switch (config)# class-map cm-3

Switch (config-cmap) # match ip dscp 30
Switch (config-cmap) # match protocol ipvé
Switch (config-cmap) # exit

Switch (config)# class-map cm-4

Switch (config-cmap) # match ip dscp 40
Switch (config-cmap) # match protocol ip
Switch (config-cmap)# exit

Switch (config) # policy-map pm3

Switch (config-pmap) # class class-default
Switch (config-pmap-c)# set dscp 10
Switch (config-pmap-c) # exit

Switch (config-pmap) # class cm-3

Switch (config-pmap-c) set dscp 4

Switch (config-pmap-c) # exit

Switch (config-pmap) # class cm-4

Switch (config-pmap-c)# trust cos

Switch (config-pmap-c) # exit

Switch (config-pmap) # exit

FRE A MR T HI2IL, show policy-map #5# EXEC =~ > K2 AL £7,

wOBITIL, class-default NEMCERESNTZHEAE T, T 74NV MO NT T 4 w7 7T A%ERY
V— =y 7 pm3 O ICHBMICEEE TS HFEERLET,

Switch# show policy-map pm3
Policy Map pm3
Class cm-3
set dscp 4
Class cm-4
trust cos
Class class-default
set dscp 10
Switch#
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W class
BEavTUF avwy kR H7L:)]
class-map GAEIRE LT ALy NEORBIEHAINDG Y T A v v T & Fik
LET,
police SHELENT 74y 7 R —RERLET,
policy-map BHOR— MBERATRER R Y v vy TEREREZIFEAEL T —E X
RY—ZHELET,
set 234w MZ DSCP £ % 7213 IP precedence fEZ#ETHZ &Ik > T IP b
T4y EGELET,
show policy-map Quality of Service (QoS) RNVY ¥ — v 72K RLET,
trust class KV —~v 7 ar7 4 Fal— 3> a~vr REZT class-map 7

m— L ary 7 4 Fal—ay avy RefALTHESNEZ T
747 OEEIREEZEELET,
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class-map H

class-map

Ny NEXHIERELEZZ TALOBEIHERTH2 A vy FE2ERL, 7T A~y T ar 7y
¥al—varyE—FzHT 500, cass-map 72— 3L a7 4 Fal—ay avy Reffi
HLET, BEOI TR vy TEEIRL, Za— 0 avy 7 Falb—vay = FCRLIE, 2
Da<wy RO ne BREFEHLET,

class-map [match-all | match-any] class-map-name

no class-map [match-all | match-any] class-map-name

BX DA match-all EE) 207 FA =y THROTRTO—-BAT—F AL FOHIEHEL LD E
T, 79 A v THNOTNTOEEN BT IHLENH D 9,
match-any EE) 2DV FA Ry THO—BAT— AV FORBEMZLEVET, 1O
PLEDOSRMER—FH L T RITiER 0 8 A,
class-map-name IR =y THTT,
TIAIE 752 <y FIRERESNLTOVERA,
match-all ¥72/X match-any D EH5DF —U — RHIEEIN T RWEA . 7 7 4 /L~ match-all
<
avy kFE—F ra—sNL ar 7 4 ¥al—va v
avy FER yy—x EERA
12.1(11)AX oAy RAEMERE L,

ERLEDAA K54

TITAR S BEEERERETZIIEFETL7 T ADLAEZHREL, V7 A~y T a7 Xzl —
vay ®— FERBTAIHEAIE. Zoa<vr FeERALET,

70 —rSVIZAEIPMST SRR — P T EIEA SN —E X R =D~ e LT T y bDgy
., ~—F 7, BEROEKNRY Vo 72 ERT H5E1L. cass-map 2~ FRBIRZEDOY 7 a~v
REHERALET,

Quality of Service (QoS) 7 7 A<y 7 arv 74Xzl —val E— KT, RO T7 4 F2Lb—
varv avwry FNEHHATLHZENTEET,

* description: 7 7 A v v 7 E2FPLET (KK 200 3L5F), show class-map F## EXEC =~ K
X, 77 A~y FOHM LA ZRRLET,

e exit: QoS /T A~y a4 FXalb—rar BT—FEKTLET,

e match : HWEEHELZRELET, FEMZHOVTIE, match (F 7R~y 7 a7 4Falb—va
V) aw s REZRLTIEEN,

e NV TA YT IMNE—HAT— AV NEHIBRLET,
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W class-map

e rename : HEDI T A vy TOLHEZEF LET, 77 A v 72T TIHASNTWBLE
K%E@—é k\ a class-map with this name already exists] Lo A “/’TZ*“‘:/“ﬁi'%ﬂ?éi}’bi

ﬁ—o
PR — NHEALCANT y N EERT DD, 77 A vy 7T LI DFT2IZBY match =2~ F
DR —FENTWET, ZORATIE, match-all —7Y— K& match-any ¥ —V — Rix[FE U TT,
1 oD A~y THRETEZ S Access Control List (ACL; 77X 2> fu—/L URXK) 1>

7215 ¢4, ACL IZ13#%% D Access Control Entry (ACE; 77 A av tr— = k) 28H5
TERTEET,

1 WROBTIE, 75 A~y P class] 121 SO—FHIERE (F27vR U 103) BETDHHEERZRLE
¥

Switch (config)# access-list 103 permit ip any any dscp 10
Switch (config)# class-map classl

Switch (config-cmap) # match access-group 103

Switch (config-cmap) # exit

WOBEITIX, 7T A ~v 7 class] ZHIBRT 2 HiEE R LET,

Switch(config)# no class-map classl

show class-map f### EXEC =2~ RE# AT H L, RELHATEET,

BIEaT VR avvk EL
class RESNEI TA~Y Y TEZD ST 7 4w 7 %5 (police,
set. BELPtrust RV v — v 7T RA a7 4F¥al—vag
avrRIcks) zEELET,
match (7 A<y avrzy "7 74 905087500 BEHEERLET,
Fal—Tav)

policy-map BEOR— MBS ATERRY V— ~ v TEEREZIILEE LT,
‘ﬁ-“_‘ B A 7j—\9 U i/ﬁ%j{aﬁ:—_‘ Li‘d—o
show class-map QoS 7/ 7 A vy T aERRLET,
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clear arp inspection log W

clear arp inspection log

XA} w7 Address Resolution Protocol (ARP; 7 FL A fgik7' v b)) BEOR T Ny 77 %7
U 74 51Zi%. clear ip arp inspection log #7# EXEC =~ F&fEH L £,

clear ip arp inspection log

BXXniA Zoawy R, BIEEREF—T— RiEh Y A,

T24+ILEK F7HN MIERSNTOEY A,

avY kR E—F He4E EXEC

avy FBE Jyy—= FEARAR
12.2(20)SE ooy RRBEMESRE L,
1 WOHITIZ, v Ny 77ONEE 7 V735 HEELRLET,

Switch# clear ip arp inspection log

a g Ny YT ENTNE D M EMET HIZiX,. show ip arp inspection log £/ EXEC =2~ R& AJ)

LET,
BIEav Uk avw vk e
arp access-list ARP Access Control List (ACL; 727 tA 2> bua—/L URAK) &2
;‘% Li‘d—o
ip arp inspection log-buffer %1327 ARPHRER XLV Nv 77 2@ ELET,
ip arp inspection vlan VLAN B CRRT 230y b X A FEFI#H L ET,
logging
show inventory log XA FIv T ARPRER T Ny 77 OREENEERRLET,

Catalyst 3750 Rf yF av>F YI7LYR
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W clear dot1x

clear dot1x

AL v FETIEE LA — FO IEEE 802.1x §#H % 7 U 79 51213, clear dotlx ## EXEC =1~ >
FEFEHLES,

clear dotlx {all | interface interface-id}

BXXniA all AA »FDOFRTO IEEE 802.1x EH%E 7 V7 L7,
interface interface-id HBEsnE-A v 2—7 =4 AD IEEE 802.1x a2 27 V7 LE T,
T2+ EK F7HL MIERSNTOEY A,

avy kE—F ¥HE EXEC

av Y FEE -2 EERE
12.2(25)SEE oy RGBS E L,

BRALOHM RS54y  clear dotlxall =~ > FZMHHA LT, +XTOFEHRE 2 U7 T&£9, £7-. clear dotlx interface
interface-id 2~ REEA LT, BESNTA v X —T =4 ADERIZTEZ 7 VT TExET,

1 WoHITIEL, TXTo? IEEE 802.1x WA 27 V 745 Fika R LE 7,

Switch# clear dotlx all

WO TIE, fEESNT-A v Z—7 A4 ZAD IEEE 802.1x BHA 7V 7+ 5 HEEX R LET,

Switch# clear dotlx interface gigabithethernetl/0/1
Switch# clear dotlx interface gigabithethernetl/1

THRBHIBR S22 E D & iR T 2121%, show dotlx %t EXEC =~ FZ AN LET,

BEav VR avwyk EL]

show dotlx A v FFEITFEESNTZR— F® IEEE 802.1x #HHEH. EF R
TR, BLUOEMEAT —HAERRLET,
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clear eap sessions W

clear eap sessions

AA w» FFE 721X TE LA — b D Extensible Authentication Protocol (EAP) v a L EHwa 27 ) 7T
T 221X, clear eap sessions %7t EXEC =2~ R&ZfEH L £7,

clear eap sessions [credentials name [interface interface-id] | interface interface-id |
method name | transport name] [credentials name | interface interface-id | transport

name] ...
LA credentials name BEINZTa 77 A VD EAP 7 LT vy MEREZ VT LET,
interface interface-id HBESNIZA v Z—T A 2D EAP I5#HE 27 V7 LET,
method name FBESINT=FDO EAP E#REZ 7 VT LET,
transport name BEINEZTML~LD EAP b7V AR—MEREIZ VT LET,
T4 F7 AL MIERSHTOEE A,
a2k E—F ¥t EXEC
avy FERE Jyy—=x EENE
12.2(25)SEE Coawy REMENE L,

EREDAA FS54>

clear eap sessions =~ FZfHL T, §_XTCOAIY L Z%2 7 YT TEET, ¥—U—REffiHL T,
WEDIHERIZ T E 7 VT TEET,

1 WOBITIE, TTOEAP I§#E 27 VT35 HEERLET,

Switch# clear eap

ROBITIE, FRESNTZT a7 7 A VD EAP ty Y ay J VT vy UMEHE 7 V745 5EE2RL

ESsR®

Switch# clear eap sessions credential typel

HFMOHIBR SN2 E 9 &R 521X, show dotlx £ EXEC =~ F&Z AN LET,
EEaTUF avUFk L]

show eap AA v FELITRESNTZAR—FDOEAP DLV YA FL— 3 UfEH

Bty va UERERTLET,
Catalyst 3750 Rf yF av>F YI7LYR
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Bl clear errdisable interface

clear errdisable interface

errdisable (272> T\ /= VLAN ZHE A 2—7 /I T 5121E, clear errdisable interface %7+ EXEC
a<wr REFHLET,

clear errdisable interface interface-id vlan [vian-list|

BX DA vian list (fEE) HOA 2 —7 W2+ 5 VLAN © U 2 F&#E LET, vlan-list
ZHRELRWEAIX, 7 3T® VLAN BREUVA 2—7 MY £,

ARVETIALE FUAALMIEEINTVERA,

avy kE—F #HE EXEC
av Y FEE Jyy—x EEAR
12.2(37)SE ZOavy RARBMENE L,

FREEDHAL K542 shutdown 35 L no shutdown DA > F—7 = A a7 4 Fal—ay avy REFEHLTR—
rEF A F2—TNIZT 5, clear errdisable interface =~ K% L T VLAN O errdisable %

VT TEET,
i WOHTIL, R— b 2 T error-disabled (272> T\ 53 _XTPD VLAN ZFHOA X —T7 W23 HiEx
RLET,

Switch# clear errdisable interface GigabitEthernet4/0/2 vlan

RREOY YR avwyk B
errdisable detect cause BEDJRIN, F7213T X COJFEIRICK L T errdisable #iH %
A F =T M LET,
errdisable recovery B AN =X LB EHFRELET,
show errdisable detect errdisable fRH A7 — 4 2 &2 KR L ET,
show errdisable recovery errdisable [E1{§ % A ~—{FHE R R L 7,

show interfaces status err-disabled errdisable 27— KNI TWAAL L H—T =24 ADY A K
DA VE—T 2 XA AT —FARFRLET,
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clear ip arp inspection statistics Wl

clear ip arp inspection statistics

XA F 3 v 27 Address Resolution Protocol (ARP; 7 KU AR~ 1 k2/L) MEOHKHERE 7 VT
J 51ZiX. clear ip arp inspection statistics #7H EXEC =~ RZEH L 7,

clear ip arp inspection statistics [vlan vian-range]

X DEREA

TI2FIE

avYkE—F

vlan vian-range (EE) feEanhiz 1 oL Eo VLAN O#ittERZ 27 V7 LET,

VLAN ID F#5 Tl 7z 1 2D VLAN, £z A 7 TRYI-
7= VLAN #ipH, £72135 o~ TR o7z —#D VLAN 24 ETE £7°,
fRETE H#iIL 1 ~ 4094 T,

T 74N MIERINTWVERA,

¥+ EXEC

avy FEE

i

Jy—2 EERE
12.2(20)SE Zoavy FRBEMIE L,

KOBFITIE, VLAN 1 OftiHE®RE 7 V74 5 hiEa R  LET,

Switch# clear ip arp inspection statistics vlan 1

EHERSHIBR S 72 & 9 R R T % 121E. show ip arp inspection statistics vlan 1 #5# EXEC
avy REANLET,

avw vk HTL:)]

show inventory statistics F_XTD VLAN F 7236 E S 72 VLAN O#5%6%E &3 v b, K
2y BTy b MAC BREEICRIL L7237 v b B8 L OV P ik
R L7y FOMFEREERLET,
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M clear ip dhcp snooping

clear ip dhcp snooping

DHCP AX—VE T NA T 4 7 T—=H X=X DHCP AX—V T A T 4 FT—F_—
A L=V xr FNOFFEREILDHCP AX—E > a2 %27 V74 5ICIE, clear ip dhep
snooping f## EXEC =2~ F&MH L £,

clear ip dhcp snooping {binding {* | ip-address | interface interface-id | vlan vian-id} | database
statistics | statistics}

X DA binding DHCP AX—VY > NA UF 4 F—B_R—=2 %7 VT LET,
* TRCOAMNA T 4 T 7 VT LET,
ip-address RAF 47 =2 Y IPT RLR%E22 VT LET,
interface interface-id ~ A LT 4 VT ANIA v HE—T 2 A A% VT LET,
vlan vian-id NAvTF 47 =) VLAN #27 U7 LET,
database statistics DHCP ARX—E L T R, T 4 T F—=ER—=2 =—V = h O IER
7 U7 LET,
statistics DHCP AX—V U Uit 227 )7 LET,
TIXHILE T7 AN MIEZINTVEEA,

avY kR E—F ke EXEC

av Yy FERE Jyy—=2 EFERE
12.2(20)SE Cha~r FABMSRE LT,
12.2(37)SE statistics ¥— 7 — R EAINE LT,
12.2(44)SE *_ ip-address, interface interface-id, ¥ X O vlan vian-id %—7 — F2%81 &
nE L7,

EALDHM1 ES54Y  clear ip dhep snooping database statistics =~ > N2 AT 5 L A v FiIIHiEHRZ 2 V745
BN T AT T=ER=ARBLONA T 4 T T A NNOTY bY ZHH LEE A,

i WOFHITIX, DHCP AX—E 7 NAUT 40T T—=EAR—A 2=V = NOFHERE 7 VT T 5
FHiEERLET,

Switch# clear ip dhcp snooping database statistics

BEHEWRN 7 U T Sz &) T 5121, show ip dhep snooping database f7# EXEC =~
Y RFEANLET,

ROFITIE, DHCP AX—V VGt v o 222 V7§45 5ikERrLET,

Switch# clear ip dhcp snooping statistics
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clear ip dhcp snooping W

BEHERN 7 UV 7 SN0 E 5 0% i 7 511X, show ip dhep snooping statistics =—— EXEC =
~ REASILET,

BEIYUFR = N Bie

ip dhcp snooping VLAN ETDHCP A X—Vb V%A X —7 NI LET,

ip dhcp snooping database DHCP A X —bE 7 RNA U F 4 F—H_N— X =—
Vv hEREIAA T AT T ANERELET,

show ip dhcp snooping binding DHCP AX—V v J T—H X=X T—T x> FDRAT —
FRAeFRRLET,

show ip dhcp snooping database DHCP AX—V L NA VT 42 F—H_R— X T—
Yy FOMEHEREFR R LET,

show ip dhcp snooping statistics DHCP A X — ¥V OWHEREE R LET,
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W clearipc

clear ipc

Interprocess Communication (IPC; 7' =& Z[i#@{E) 7'm Fa L OFEHEREZ 7 U 7T 25121%, clear
ipc ### EXEC 2~ > R&EHHALET,

clear ipc {queue-statistics | statistics}

ST DERBA queue-statistics IPC ¥ = —OfEatEwE 27 U T LET,
statistics IPC OffetEHREZ 7 VT LET,
T2+ E F7 a0 MIERESNTOERA,
avY kR E—F ¥t EXEC
avy FEEE y1y—=x EENE
12.2(18)SE Zoawry RRBMENE L,

EREDHSL F54>  clear ipe statistics =~ > R A L CTH X ToMatE®RE 7 V7 TE£92, clear ipe
queue-statistics =~ > REFA L CXa—OWFHERZ T2 27V 7552 b TEET,

1 WOFITIE, T_XTORFERE 2 VT D HEEZRLET,

Switch# clear ipc statistics

WOBITIE, F2—ORFHERIZTEZ 27 VT 252z RLET,

Switch# clear ipc queue-statistics

FRHERBHIBR S o E 9 1 EMER T 5121%, show ipe rpe £ 7213 show ipc session £##% EXEC =
~ R ASTLET,

BEaTVF avy kR B4
show ipc {rpc | session} IPC v VFF ¥ A V—F 4 VT OHEHEREFRLET,

g&
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clear ipv6 dhcp conflict

clear ipv6 dhcp conflict

Dynamic Host Configuration Protocol for [Pv6 (DHCPv6) $— N F—Z X—2An 67T RLRAHEEE 7
U794 51Zi%. clear ipv6 dhep conflict £t EXEC =~ FafH L £,

clear ipv6 dhcp conflict {* | I[Pv6-address}

ZDaxy Rk, AA v FTT 27/ IPv4/IPv6 Switch Database Management (SDM) 7 7' L — b
PRESNTOBHAICHY MATETT,

BX DA * TRTOT FLRAEAEZ 27 YT LET,
IPv6-address BAETAT RLAEZELHRANIPVO T RLAEZ 27 U7 LET,
TI2HIE FI7rN MIEZINTOEY A,
avykE—F #HE EXEC
av Y FEE Jy—= FEANS
12.2(46)SE Zoavr RRBEMERE L,

EREDHA R4

T 2 7V IPVA/IPV6 7 7 L — N &R ET 5 121E, sdm prefer dual-ipv4-and-ipv6 {default | vlan} 7
B—/ L a3y 7 4 FXal—varyavr ReEANL, AfvFEYr—KLET,

BA AT 5 K 912 DHCPVG — %R ET 544, DHCPv6 — N ping A LES, 77
ATV MIRAN—EREFERL T T4 7 el L, DECLINE X v&—2 %4 LTH—NIZH#H
HLETS, TRUABAPBRHENRS L, ZOT LA —Ar6HlREnEd, EHENZOT R
LAZHAEV AR OHIBRT2ETIOT7 RLATE VS TEZ LR TEERA,

TRVARGA=LZLELTT ALY R (*) XFzefifl+ 5L, DHCP I3+ _XTopaa 7 V7 LE
R

fl WOBITIE, DHCPV6 h— N T = RX—=ANLT_XTOT RV ABEEE 7 VT T 5 HEERLET,
Switch# clear ipvé dhcp conflict *
BIEaT VR avok BL
show ipv6 dhcp Mmhﬁﬁ—ﬂmiofﬁﬁéﬂt\iti??%?yb#EDHIME
conflict A=V LVHREINTZT NV ABEERRLET,
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M clear I2protocol-tunnel counters

clear 12protocol-tunnel counters

a han bRV R—bOTa han By 2% 27 Y T35SI, clear 12protocol-tunnel
counters f7# EXEC =2~ RZEMA L 7,

clear 12protocol-tunnel counters [interface-id]

X DA interface-id L) T banr Wy 2 a0 V73556402 —T x4 A (BA
B —T x4 ZAFELIFR—F Fyx) 2HEELET,

TI2HIE FI7FNL MIERSNTOEY A,
avY kK E—F HkE EXEC
avy FERE Jyy—x EERAR
12.2(25)SE Zoavwy RPBEMEShE L,

FRLOALARSAY AA v FFEHIFEESREA L E—T oA AT A RV BT 257V TTHIZE,. 20
avr REFEHALET,

1 KO TIE, A v H—T 2 A ADLAF2 TR AL hoFRNAN BT B 57 VTT5HEEZRLET,

Switch# clear 1l2protocol-tunnel counters gigabitethernetl/0/3

EEavU R avyk B
show 12protocol-tunnel LAY 27 ahan bRV UTRREINTZAR— MIETL1E
wrFRLET,
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clearlacp W

clear lacp

Link Aggregation Control Protocol (LACP) F ¥ /v ZV—TF DA T # %7 ) 7T 5HIZIE, clear
lacp #### EXEC 2~ > R&EHHALET,

clear lacp {channel-group-number counters | counters}

BX DA channel-group-number ({EE) Fx )V ZNV—T7%FK5, HBETE HHMHIT 1 ~ 48 TT,
counters NS T4 I DI BRI YT LET,
T2+ E F7 a0 MIERESNTOERA,

avU Rk E—F

i EXEC

av Y FEE

ERLEDAA K54

]

Jyy—=x EEANA
12.1(14)EA1 Zoavry RRBMEnE LR,
12.2(25)SE channel-group-number N 1 ~ 12 5 1 ~ 48 IZEFT I E LT,

clear lacp counters =~ FZfHTHZ LT, U ZET XTI VT TEET, £/, HBEDTF v
N TN—T DA BT %7 VT T 555X, clear lacp channel-group-number counters =~
YREMALET,

WOFITIE, TRTCDF ¥ 3N TN—TERE 7 VT T 55 EE2RLET,

Switch# clear lacp counters

WOFITIX, FV—T4DLACP N7 7 4w 7 DAV E2% 7 VT T D5 EEZRLET,

Switch# clear lacp 4 counters

TERPHIR SN2 E 5 & i %121%, show lacp counters % 7213 show lacp 4 counters F5H
EXEC a2~ FZ AN LET,

BBEav> R

avw vk EiL):
show lacp LACP v %)V JV—TE@EFRRLET,
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M clear logging smartlog statistics interface

clear logging smartlog statistics interface

AVE—T A RAIKT DAY= aX T AU E2% 7Y 7T 5, clear logging smartlog
statistics interface =~ > NZRp#E EXEC £ — R CHEH L 9,

clear logging smartlog statistics [interface interface-id|

T DA interface interface-id BELIEA LV E—T oA ADA~Y— el Ho o 2E2 7T LET,
T4k F7 AN MIERENTOEE A,
vk E®—F ¥ EXEC
av Y FEE Jyy—= EERE
12.2(58)SE Zoaw s RABMERE L,

FRLOAMRS4Y T RToOR~— vX o 7#HiE#%EZ 2 ) 74 5I2i%, clear logging smartlog statistics =~ > F %
FRLET, v ¥ —7xA AOHFHERDO A% 7 ) 73 5121%, clear logging smartlog statistics
interface interface-id 2~ > REHEH L £ 7,

1 OB TIE, A~v—F B X VHFERET T IV T7T5HEE2R"LET,

Switch# clear logging smartlog statistics

WOFITIE, FBELIZA LV EZ—T 2 A ZAD A~ — bk a X THREHEROARE 7 VT T 5 HEEZRLE
‘a‘@

Switch# clear logging smartlog statistics interface gil/0/1

MEHERHIBR S N2 & 9 1 EHERT 5 12iE. show ipe rpe F 7213 show ipc session 4% EXEC =
~ U REANLET,

BEav VR avwy kR HL)]
show logging smartlog Av—h BXF U HEEREE TR LET,
statistics
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clear mac address-table

clear mac address-table

BEDODHEAFT I TRLVA, FEDA LV H—T 2 A A LOTRTOEAF I TRLA, AHX

T AUNEOTRTOFAFT Iy 7T RUVAR, TR/ ED VLAN LEOTRTOXAFI v o TR

L A% MAC 7 FL A T —7 U LElERT 5121%, clear mac-address-table ### EXEC 2~ > K& fifi
ALET, 2oa<wr RiFEEZMAC 7 RLRBEMZa— L B o287 07 LET,

clear mac address-table {dynamic [address mac-addr | interface interface-id | vlan
vlan-id] | notification}

X DA dynamic FTRTOXAFIv 7 MAC 7 RLAZHIBRLET,
dynamic address (EE) BESNEFAFTIv 7 MACT FLAEHIBRLET,
mac-addr

dynamic interface (8 BESNTEWHEA— R EHIEE—F FY¥FZAL EOTRTOX A F

interface-id v 27 MACT7 RLAZHIBRLET,

dynamic vlan vian-id ~ ({L3%) #EE3h7- VLAN OFT_RTOFAF I v 27 MAC 7 R L 2 &4l
LET, IHBETEH%MIL 1 ~ 4094 TT,

notification BRET—TrommiE s V7 L, by EEVEy bLET,

FTI2AILE FI7FNMIEZRSNTOER A,

a2 kK E—F #kE EXEC

avy FER yy—=x EERNE
12.1(11)AX Zoawr REMESNE L,

12.1(19)EAI clear mac-address-table (N 7 %) @<= RFiZ. clear mac

address-table (/A 772 L) a~r NiZEbY £ L,

1 WOFITIEZ, A FTIv 7 T RLAT—7ANLEED MAC 7 FLAZEIBRT 5 Fika R LUET,

Switch# clear mac address-table dynamic address 0008.0070.0007

show mac address-table ### EXEC 2~ RZANTH I EICL D, BFWPHIFRSNTENE 2 &k
WTEET,
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M clear mac address-table

BEaIUF avwok B
mac address-table notification MAC 7 N L R @HERER A 2 — 7 MIZ LET,
show mac access-group MAC 7 RVAT—TNVDARAET 4 v 7 = hIBLIOZ

AFIvs = bNIVERRLET,

show mac address-table notification 4 <XToHOA L ¥ —T 2/ 2AFFIFEEINTFEA L F—T =4
ZIZHT D MAC 7 R L A @A EEER LET,

snmp trap mac-notification change YeEDA X —7 =4 A E® Simple Network Management
Protocol (SNMP; fiiZ* v NU—27&H 7o s 2/1) MAC
T RLVR@EH Ty T R—T T LET,
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clear mac address-table move update W

clear mac address-table move update

MAC 7 LA T—7)VOBITEFEE S v %% 7 ) 79 5121%. clear mac address-table move
update F## EXEC 2~ > R&EHHALET,

clear mac address-table move update

BXXniA Zoawy R, BIEEREF—T— RiEh Y A,

T24+ILEK F7HN MIERSNTOEY A,

avY kR E—F He4E EXEC

avy FBE yyy—= EFENR
12.2(25)SED oo~y RREMENE L,
1 WOHITIE, MACT RL A T—7ABITEHBED Vo 25227 V75K ikERrLET,

Switch# clear mac address-table move update

show mac address-table move update £##% EXEC 22~ > FEZANTIHZ LI X0, FHENZ VT &
TN EIMERERTEET,

BEa<YU R avwyFk B
mac address-table move update A4 v FEOMACT FLA T—TNEBITEHZRELE
{receive | transmit} 9,
show mac address-table move update =z v F|Z MAC 7 RL R T—7 A BITETIFEREZFERL
£7

Catalyst 3750 Rf yF av>F YI7LYR
| oL-8552-10-J



2% Catalyst 3750 R4 ¥ F Cisco 10S av > F |

W clear nmsp statistics

clear nmsp statistics

Network Mobility Services Protocol (NMSP; x> hU—7 £ U T ¢ Hh—E R 7Frm han) OfE
a7 V74 5I21%, clear nmsp statistics #74 EXEC =~ REHERALET, Zoa~vr FiE, &

Ay FTHGY 7 E0 2T A A=—VBRETERLTVWLEERICETRATEEY,

clear nmsp statistics

BX DEREA Zoawy RICiE, BIEERRF—U—FEHY EHA,
TI+IE F7 AN MIEZRSNTOER A,
a2V F E®—F  f5H EXEC
vy FERE Jyy—= EEANA
12.2(50)SE Zoavry RRBMEnE LR,
il wOFITIE, NMSP OftatEw%z 2 V735 k&R LET,
Switch# clear nmsp statistics
show nmsp statistics 571 EXEC 2~ FEZANTHZ LICR D IFRDVHEIBRES NN E ) AR T
FET,
BREOY VR avwo R BL
show nmsp NMSP fE#a= R < LET,
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clearpagp M

clear pagp

Port Aggregation Protocol (PAgP; R— MMEFK T v haL) Fx xv 70— 1FR%E£RT D2,
clear pagp #5# EXEC 2~ > REHHA LT,

clear pagp {channel-group-number counters | counters}

BX DA channel-group-number ({EE) Fx )V ZNV—T7%FK5, HBETE HHMHIT 1 ~ 48 TT,
counters NS T4 I DI BRI YT LET,
T2+ E F7 a0 MIERESNTOERA,

avykE—F #HE EXEC

vy FERE Jyy—=x EEANA
12.1(11)AX Zoavry RRBMEnE LR,
12.2(25)SE channel-group-number N 1 ~ 12 5 1 ~ 48 IZEFT I E LT,

BRLDAARSLY T _ToOHY %% 27 VT F 5L, clear pagp counters =~ > RZ&EH L%+, %72, clear pagp
channel-group-number counters =2~ NI 5 & MEDF v XV INV—T DRI BT %7
V7 TEET,

#1 WO T, TRTCOF ¥ %N FA—FERE 7 )V T+ 5 HEE2R LET,

Switch# clear pagp counters

ROBITIE, ZV—=T 10 DPAgP v T 7 4 v 7 DAY 2% VT 5H5EERLET,

Switch# clear pagp 10 counters

BEHRAHIBR SN E D D EMET 5121, show pagp ###E EXEC =~ FE AN LET,

BEa<v> R avwy R EL
show pagp PAgP 5% %V N —EREFRLET,
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W clear port-security

clear port-security

MAC 7 RV A T—T AN T _XTOEXaT 7 RUVAZHIBRT D0, AA v TFEREFEA ¥ —T =
AALDREDEAT (REFH, FATIv 7, FTLFAT 4 vF) OFTRTOEXF27 T RLR
ZHIBRT % I121X, clear port-security &7 EXEC =2~ > R&EHHA L ET,

clear port-security {all | configured | dynamic | sticky} [[address mac-addr | interface
interface-id] [vlan {vlan-id | {access | voice}}]]

X DA all FTRTOEF27 MAC 7 FLAFHIBRLET,
configured REHEHAEXF=2T MACT7 RLA&HIBRLET,
dynamic N R 2T IZ Lo THBIFE SN EF 27 MAC 7 RLRAZHIRLE
‘é—o
sticky BRI E SR ERLEX 27 MAC T RLAEEIBRLET,
address mac-addr L35) BBEESNEXATFTIvY EX27 MAC 7 RLAZHIRLET,

interface interface-id — ({T-3%) EEIN=WEA— FE7-1Z VLAN LOTRTOX A FIv 7 &
X277 MAC7 RLUAEHIBRLET,

vlan (f£8) HBEESN7 VLAN »OfEE SNt Xx 27 MAC 7 R UL X &2 Hkk
LET, vlan ¥— YV — REZ A%, ROWTNILOF T arw= AN LE
j‘o

e vign-id: V77 R—FET, JITTEXLEDOHBT KLAD
VLAN @ VLAN ID #fi&E L £,

e access: T/ EAR—FT, 727X VLAN FLOfEEEIN-EFXaT
MACT7 KLV A&7 U7 LET,

e voice: 77t A KR— T, & VLAN LofEEEN=Zt¥x =27 MAC
TRLREZUTLET,
(GGE) voice F¥—U— FiZ. &® VLAN AR — MIRESNTEFDOR— |k
N7 7% A VLAN TZRWHAIZR Y FIHATEE T,

T2 EK F7HN MIERSNTOEY A,

avY kR E—F ¥4 EXEC

avy FER Jyy—= EERE
12.2(25)SEA Zoawry RRBMEhE L,
12.2(25)SEB access 5 X W voice F—TU — R BIMEnE L7,
i KOBFITIE, MACT7 RLA F—FANLT_RTOYF27 7 FLRAZHIRT 2 HEEZRLET,

Switch# clear port-security all
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clear port-security W

WOBITIEZ, MACT RL A T—TANOREDREFHAEF 2T 7 FLUALHIRT L H5EEZRLE
ﬁ—o

Switch# clear port-security configured address 0008.0070.0007

ROFITIE, FFEDA LV F—T 2 A ATFEINIETRTOXAFTIv 7 £F%aT 7 FURAZHIBRT
LhEER LUET,
Switch# clear port-security dynamic interface gigabitethernetl/0/1

ROBTIE, 7T RVA T—=TANLTRTOXAFT Iy 7 ¥F%F27 7 RVRALZHIRT 2 HEER~LE
R

Switch# clear port-security dynamic

show port-security ## EXEC 2~ REANTLHZ LICL D, HFRPHIBRI NI E D N EHEIR T
EET,

BEaTVF avwUFk B
switchport port-security A VE—=T 2 A AL TR—F X2V T 424 F—T NI L
£,
switchport port-security X227 MACT RLAEZRELET,
mac-address mac-address
switchport port-security maximum +x=27 (% —7 x4 X227 MACT L ZADHKEK
value PERELET,
show port-security AVE =T oA AETNIAA v FIZERINTZAR— b X =2
VTr 4 REERTLET,
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M clear psp counter

clear psp counter

TARTOTu fallonT ey sk "ry bo7Fo hal 2 h—ugi#Eh v 2 a2r V7§
%12, clear psp counter 4 EXEC =2~ REMHEHA L £7,

clear psp counter [arp | igmp | dhep]

BX DA arp (F%) ARP BLWARP AX—V L /DRy 7SNty kOO 2% 7 )T
LET,
dhcp (f£%) DHCP BLU'DHCP A X —VE' L /D Ray FENTERTry KOOI T B h)
U7 LET,
igmp (FE) IGMP BE W IGMP AX—E L 7D Ry 7SNy kOB 2% 7Y
7 LET,

avY kR E—F ¥4 EXEC

vy FERE yy—= EEANA
12.2(58)SE Zoawy RRBMENELE,
%1 ZofITIEX, DHCP 7' a haj A —ALE DT T 2R 7 VT IRET,
Switch# clear psp counter dhcp
Switch#
BIEaT R avwyk BL
psp {arp | dhep | igmp} pps value ARP, DHCP, %7213 IGMP ® 71 k=)L A h— AME#EZ L E
LET,
show psp config 7a han A h—LMREOREERTLET,
show psp statistics Fay7ENz"ry hOBERRLET,
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clear spanning-tree counters W

clear spanning-tree counters

AN 7 Y —DA Y B %7 Y73 A2, clear spanning-tree counters fi# EXEC 2~ > K%
BEHLET,

clear spanning-tree counters [interface interface-id|

X DEREA

TI2H+IE

interface interface-id EE) BEDA LV H—T oA ADANR=U T VY — B T T
V7 LET, AR ArH—T7x 4L LTI, EAR— L, VLAN,
R F¥XNAVRENHY T, #8ETE D VLAN fiFAIX 1 ~ 4094 T,
A= F ¥ XVHFAIL 1 ~ 48 TT,

T 74 MIEREINTWER A,

avy Kk E—F HkE EXEC
avy FERE yy—x EERAE
12.1(14)EA1 Zoavwy RPMEMEShE L,

EREDHA R4

interface-id NEE SNV TR WERIEL, TRXRTOA L F =T A ADANR=Z T V) — BT ERT
U7 SET,

] WOFITIE, TRTOA L HE—T 2 A ADAR=L T V) — B B a7 V745 EERLET,
Switch# clear spanning-tree counters
EEa<TUF avwy kR B
show spanning-tree ANR= YY) — AT — MEREFRLET,
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W clear spanning-tree detected-protocols

clear spanning-tree detected-protocols

FTRTOA L F =T =2 AA AFTFRESNIA V=T = AT, 70 halBiT7ra b A2/BHAT5
GEHEARA v F LBHMICHER T = —a &%) [, clear spanning-tree detected-protocols
¥t EXEC a~ > REMALET,

clear spanning-tree detected-protocols [interface interface-id]

BX DA interface interface-id ULE) BEESNIEA v X —T = A CTFa ha BTy ot A% mH L
FF, BORA v E—T oA AL LTI, WEAE— ., VLAN, £—
Fr XN ERHY £, FHETE 5 VLAN #iFfE 1 ~ 4094 T3, F—
b F ¥ AT 1 ~ 48 T,

TI2H+IE FI7FN MIERINTOEY A,
avY kK E—F HkE EXEC
avy FERE Jyy—x EERAR
12.1(14)EA1 Zoavwy RPBEMEShE L,

ERLEDHAL K54 Rapid Per-VLAN Spanning-Tree Plus (Rapid PVST+) 7= k =1/ % 721X Multiple Spanning-Tree
Protocol (MSTP) ZEEENS 2 A A » Fid, #AAZRFEADT B b ANVBATA N =X LY AR —F LT
WET, TRIZE ST, A v FIELH T — IEEE 802.1D A4 v F LHAICEHETE 5 L) ICR Y %
T, Rapid PVST+ A A v FEZIE MSTP A A v F M, 7B haro—Ta VR0 ICREIR TS
L # v — IEEE 802.1D = > 7 ¢ ¥ = L — ¥ 3 > Bridge Protocol Data Unit (BPDU; 7'V » ¥ 7’12 b =
NV TF— =y b)) BRELESEIR, £OR— FTIEEE 802.1D BPDU 7217 2345 L £,
Multiple Spanning-Tree (MST) AA v F25, LA — BPDU, BD U — g UZEERMT it
MST BPDU (/N— =3 3), F721% Rapid Spanning-Tree (RST; H#H A/ X=> 7 > U —) BPDU
(N=Tar2) EZRELELEEE, TOR— IR —VaroBREMCHD 2R LET,

7272 L, AA »FiL, IEEE 802.1D BPDU %#%(5 L 72 < 2o 25 Th - TH. BENNIZIE Rapid
PVST+ E£— FE7IE MSTP £— FIZIFREY A, ZHE, VIV — AL v FRIREAA v F TR
UL, V7D BHIBRESNTZNE I DEFETERWZOHTY, ZOWRMTIE, clear spanning-tree
detected-protocols =~ > R&fEH L £,

#1 WOHITIZ, R—rTF o barBiTrot 2 2HmlET5HEEZRLET,

Switch# clear spanning-tree detected-protocols interface gigabitethernet2/0/1
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clear spanning-tree detected-protocols W

BEaITUF avwvk A
show spanning-tree ANR= T V) — 27— MEREERLET,
spanning-tree link-type TIANN VI HATEREE EEX L, A= T V=BT
V=T 47 A7 — MIEEBITTEL LI ICLET,
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W clear vmps statistics

clear vmps statistics

VLAN Query Protocol (VQP) 7 F 47 » FMMREFT HHEEHERE 7 U 735121, clear vmps
statistics $## EXEC 2~ > R&HHA L E T,

clear vmps statistics

BXXniA Zoawy RICE, BIEEREF—T— RiEh Y A,

T24+ILEK F7HN MIERSNTOEY A,

avY kR E—F He4E EXEC

vy FERE Jyy—x EEANA
12.1(11)AX Zoawry RpNBIMEnE L,
B WOFITIL, VLAN Membership Policy Server (VMPS; VLAN 2 > Xy v 7 R U — H—) it

Bz V745 HEERLET,

Switch# clear vmps statistics

BERBEIBR SN E D 0% HiB T 5121X, show vmps statistics £7# EXEC =2~ RE AN LE T,

BEaOv R avwy kR B
show vmps VQP R— =3 > FiERME. FRITEIE, VMPSIP 7 KL A, BLOE]
EDOYV—NETT A=) P—RERRLET,

g&
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clear vtp counters
clear vtp counters

VLAN Trunking Protocol (VTP; VLAN FZ %7 7Fu hajl) BRI L—

U7 4 5IZi%. clear vtp counters Fft EXEC =~ REfH LT,
clear vtp counters

YT B EY

B DEREA Zoawy RiZiE, BIEERIEXF—T— FiEb v A,
T2+ E F7 a0 MIEZRESNTOERA,
avTY kR E—F ¥iHE EXEC
avy FEEE Jy—=x EENE
12.1(11)AX Zoawy RMBMERE L,
fl WOBITIE, VIP h Y 2% 7 V745K EEZRLET,
Switch# clear vtp counters
FHRAHIBR SN2 E 9 0 MR T 5121, show vtp counters ### EXEC =2~ FEZ AN LET,
BEav> R avwvFk B
show vtp VIPEHRNAAL Y AT —F R, AU 2O RIEFRERTLET,
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MW cluster commander-address

cluster commander-address

ZDavy R, R URTRY JTAE AN AL v Fnb ANTHLEETHY EEA, 7T RAH
v R AL v FE, AN AL TR T ALHALTEHEIL, MAC 7 RLAZZDA LN A
A FIZHENICIRMLE T, 77 RAF AN AL vFiE, ZOHERBIOMMO 7 7 22 1EHEZ D
RITar74Falb—vary 77 AMTBMULET, T2y 7&KV B8 FIROR T AA v F
B TGRAEDLEIRT BEBAIE. FFTAKX AN AL vF arV— Fe kb, 2T a—L
ay 74 ¥al—vay avr ROon BEREFEHLET,

cluster commander-address mac-address [ member number name name]

no cluster commander-address

XA mac-address V524 a<v> F AL v FDOMAC 7 FL %

member number (L) BEINTETTAL AN AL v FORE, SETXBHPHEIL0
~ 15 T9,

name name (FBE) RESNZZ I AZDO4L4HT (KK 31 XF)

TI2H+IE TDAL FIEEDI TABDALNATHH Y /A,

av>Y kK E—F ya—L ar74X¥al—vay

avy FERE yy—=x TENE
12.1(11HAX Zoavr RAEMSIE LT,

EREDHA R34

ZoavwrRiE, VIR avw s R AL v F ETEIFEHTEET,
KT TGALE ANF, VTARAZ a<w R AL vTF w1 HOLNFTERA,

T TABR AN AL T UE, mac-address /3T A —Z\ZXV VAT LA YV — R TR a<v R
AA v TFDOID ZRFFLET,

BEED T TAR AN AL v FTno WREANTBE, TR T E2EF)INY FIROMED Y T A
B AUNAL v F 5T FTAEINLHIRTEET, BFEIFT. AVBNI TR av N AL yF L#FE
MNTERLROTEERICE T, VIR Z AR A, vF av Y —)L R— b ZDa~vy a4
HZ LRV ET, BEOAL v TR TIX, 7 T A a~< 2 K A4 v F T no cluster member n
g— )L a7 4 Xalb—ay avr REANTHIEICESTET, VT7RAZ AN AL T %
MR 5 = & 2R L Ed,

AP, P TARE a~xV R AL Y FNT 7T 4 T hholGs (V72X a<xw K AL vFIT
o 2BA). T DAL v F I cluster commander-address 174 DR ENHHIR L £,
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cluster commander-address W

1 OB TIE, FEATHDI FAZ AURORENDL, TOHHE —EHRLET,

Switch (config)# show running-configuration
<output truncated>
cluster commander-address 00e0.9bc0.a500 member 4 name my cluster

<output truncated>

WOFITIEZ, 7T AZ AN ayy =TI TAZNE A NEZHIRT D TikE R LET,

Switch # configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)# no cluster commander-address

RIE & iR 2121E, show cluster %7t EXEC =~ > R&Z A LET,

BIEaT R avwy kR EHER
debug cluster AL v FWNETDHI TAXDAT—HABIO~ ) —%2F R LET,

Catalyst 3750 Rf yF av>F YI7LYR
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M cluster discovery hop-count

cluster discovery hop-count

BAi A A F ORI A » T h 7 FORBRERES D12, 7 FAFX a~v F AL yFET
cluster discovery hop-count 72—/ 3L a7 4 Fal—vary a~vr REEALET, 7740 1
REWCETICIE, Zoa<wr Fone BRAEHHLET,

cluster discovery hop-count number

no cluster discovery hop-count

BX DA number U IAK awy R AL v FWMERORMERIRT 27 7242 =2y Uhbo
Ry 7O, EETX AL 1~ 7T T,

FTI2AILE Ry 7 ATy MI3ICBREShTOET,

T
H
I
™.

av Yy Jsa—R")L a7 4 Xalb—g v

av Y FEE yy—2 EERE
12.1(11HAX oAy KBNS E L,

BEREDHIRSAY —oa~vr NI, V759RAZ avr R AL v F ECREFHEHTEET, coa~vr Rk, 75 RAZ Ay
N AL FCIIHERE L E 8 A,

Ry T B bR LICRESNESRES., EEREIEZT A =700 EY, JTAZ av K R
AvFIE VTAREZDOZ PSRy TOEMETEBRELET, 79 AXZ0T vV LlT, BEICH
MENTZT TRAEDA LN 2L v F & EANHRL ENTFEMAA v FOMDETT,

#1 WOFITIE, Ry 7 Ao VHRB%E 4 ICHRETLHEEZRLET, Z0a~vr NI, 792X a<
K AL v F ENSFEFLET,

Switch (config)# cluster discovery hop-count 4

T &R T 5121, show cluster ##% EXEC =~ K& A L E 7,

EE=ESTS avYFk |
show cluster ZA S FNBTHI TAZDAT—EZABIONY~ Y —2ERLET,
show cluster candidates AL v TFOY A NERRALET,

g&
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cluster enable W

cluster enable

ZDawY FHIGAA v TF &I TAL a<w L R AL v FLELTAF—T ML, ZJTARAZLEE DY
T, [EETAUANESEH VY THIZE, 2= FxtiitAA v F LT cluster enable 7 2 — 3L =2
T4 F¥alb—varyavry REFRALET, TXTCOAURNZHRLT, 207 72X avw KA
A v FEHEMAA > FICTHICTE. Z0a<wr Fono B2 ERLET,

cluster enable name [command-switch-member-number]

no cluster enable

B DA

TI2F+ILE

avY kR E—F

name 77 AZ4 (K31 XF), FHETED2LFE, BT, ¥
Yo, BXOTREETTY,

command-switch-member-number L) VIRBZDITAR a<w N A v FITAUNERE
O M TES, FHETELFAILO0~ 15 TT,

TDAA Y FIZIT TAH a<w K AL vFTIEHY FH A,
I TAXBITERSINER A,
AL FNI FTAL avw R AL v FThIHGE, A" FZIF0 T,

Ja—nN") a7 4 F¥alb— gy

avy FERE

EREDAHA R34y

]

Jyy—= EEANR
12.1(11)AX Toawy REMShE LT,

ZDawryRiE, EO7FAZICLBLTWRWMEED a2~y RHGAAL v F ETADLET, EEN
TTIIFTAZDANELTHRESNTWDIHE, a~v NIz F—L b £,

JTAL a2 R AL v FrAX—TNITDHLEEITNE, 7T ARZIZLRETTLLEZN, A v
FNTTIZITAL a2 R AL v FLELTREINTEY, 7T AXANLURIOLT] & Exo>Tn
LA, avwr NIZZ I AL EER LET,

WOBTIX, 7TF7AF a<x R AL vFEALRX—T NI L, 7T AZIZLHIZMNT, 772X a<
RRAAL T AUREFEEE4ITHRETHHFEEZRLET,

Switch(config)# cluster enable Engineering-IDF4 4

WEEMERT DHIZIE, 7T AKX a2~ F AA v TF T show cluster £ EXEC =~ Rz AL E T,

BBEav> R

avwv kR 7L
show cluster AAvTNET DI TAFIDAT—HABLOY~ ) —2FKRLET,
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Wl cluster holdtime

cluster holdtime

AL vF (Av U RERF T TAZ AR ALy FONTAN) B, MDOAAL v F O/ —KE— |k
AvE—VEZE LR RS THOLZEDAL v T OX T2 ESTHETOHMZMHEMNTRET DI
X, 77 A% a~< . K A v»F ETcluster holdtime 72— 3L 27 4 F a2l — gy avr R
FHLET, BilZT 740 MEICRET 5HEIE. Z0a~vr Fone BRNEZHEHLET,

cluster holdtime holdtime-in-secs

no cluster holdtime

ST EREA holdtime-in-secs AA v F (A=Y FERIFITAZ AN AL vF) B, oA v F
DEU U EESTHETOME (), fEETE2HMAIE 1 ~ 300 T,
TIAIE F 7 4 b OR—L FEEREIL 80 BT,
avy kFE—F ra—sNL ar7 4 ¥al—vay
avy FER yy—x EEAR
12.1(11)AX Zoawy RRBEMmERELE,

ERLEDAA K54

]

JTGAE avw K AL v F ETETF, ZOa< K cluster timer 72— 3L 207 (X2 L —
var avwr REANLTLKEEY, JITRAZNOTXTOAL v FRITRED—EMENRTZND X
N, IV TAZ av R ALy FIEIDEEEDTRXTDI FAZ AUNIBELET,

R—b RE A DFEH A & —3L XA <— (cluster timer) D s L TRESNET, =& 2k,
AA v TDORA T EEETHETITNEL, [R— IV K XA L&A= XA LTESTZRE) HO
N RE— b Ave—URERLTZEINLNoTZ LIy £9,

WOBITIL, 7 FAFZ av RAAL 9T T E—L A2 —BIOF—/V N Z A LK EEES
LHEERLET,

Switch (config) # cluster timer 3
Switch (config) # cluster holdtime 30

RE &SR T 512X, show cluster ¥4 EXEC =~ RE AL E T,

avwy kR Bz L]
show cluster 2L TFNBT DI TAFDAT—HABLOY~ ) —2FRLET,
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cluster member W

cluster member

T T AL MEMEBINT HI121F, 7T A% 2~ K AA vF LT cluster member 7 17— 3L 212
T4 X¥alb—varavr REFHLET, A7 ZXAEZNLHIRTHIZIE, 20a~<> KO no
EXEHERALET,

cluster member [#] mac-address H.H.H [password enable-password] [vlan vian-id]

no cluster member »

340}

"E-IDII':

3

T2+ EK

avU Rk E—F

n 7 TAL ARG D%, fRETE HHAIZ 0~ 15 T,

mac-address H.H H JTGAHE AN AL vFDO MAC 7 R A (16 #H)

password enable-password BERHAA v FDONRNAT— REA Z—T NI LET, EMAA v FIT
INAT— KRB WEE, RXRAT— FEIVNEHY 8 A,

vlan vian-id ER) 77 AH ax v R A vy FRGEME 7 7 AXBINT 5 &
EZIEH SN D VLAN ID, #5& C& 2%iBHIEL 1 ~ 4094 T,

LA R =T NI ol 7 TAX a~<w K AL v, BETDI772A% 201 HY 8 A,

Ja—nN") a7 4 ¥alb— gy

av Y FEE

EREDAHA R34y

Jyy—= EEANR
12.1(11)AX Toawy REMShE LT,

Zoawry N EHiE 7 T RAZITEM LD, AU R"ETTRAZNGHIRLIEZY T2/ 72X
AV R AL yFCEFANTEET, Z0avy e/ IAY avy R 2L vy FUSOAL v F T
ANTDE, AL vFiFa~vr REERL, =79 — Avb—UEFRRFLET,

AA Tl TAENPLHIBRT AHEIEIA U AREFZEZANLTLKEZWN, ZEL, A, vTFEITTRAH
BT BEAICIE. AV ABEEE2ANTAILEITILHY EHA, 7 TAF a< F AL v Fix, KIC
FIHFRER AV ARFFEBIRL, ZNETZ TAXITMALTND AL v FIZEIY Y TET,

AL F N7 T AZITIMAN LTEZHEIIE, BIEEZITOITEDICED AL v F DA F—T )L XA T —
FREAHNLTLEE N, RRAT—RL, EfTar 74 FXal—Ya x4 — 7Ty ar7y
Fal—raViIRTFEEINERA, BHAA T RT TAZDRA NI o Tk, TDO/RAT— R
JIGAR a<w s R AL v F NRAT—RERLICRD 9,

ALy FB BESNIRA MERLROGE, 77 AY avy R AL v FiE, AvABZET T
AL AR R AL v F BARIZEBIML, IhET TAZ AN AL v FITHY B TES,
VLANID ##8E L TWARWES, 77 A4 a~y K A4 v FIXHBINIC VLAN 2@ L, iz 27
TZAZZBIMLET,
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W cluster member

1 WOBITIEZ, AA v F & A2, MAC 7 KL% 00E0.1E00.2222, /SAU— K key L LTZ T AHIC
BT D HEERLTWET, 7 T7AX a<w R A vFid, VLAN3 ZfH L TEMz 7 7 A X
‘L%,

Switch (config)# cluster member 2 mac-address O0OEO0.1E00.2222 password key vlan 3

OB TILZ, MAC 7 FL & 00E0.1E00.3333 DA A v F %7 T AZIZEMTHHEEZRLET, 20D
A2 y FICIFNR AT = RISV A, 7 T7AX a<w K AL v Fid, RICFIHAIRER A L REK 5%
BIRL, 2NE7 TAZIZMALTND AL vFIZE Y Y4 TET,

Switch (config) # cluster member mac-address O0OEO.1E00.3333

REEMRT DL, 7T AKX a2~ K XA »F T show cluster members $## EXEC =2~ K& A

jj ‘[_/i‘j‘c
BEEav> R avwyvk Eil:
show cluster 2L TFNBT DI TAFIDAT—FZABLOY <) —2FERLE
‘é—‘o
show cluster candidates fERAA v F DOV A NEFERLET,
show cluster members I T AR AT AERERRLET,
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cluster outside-interface WM

cluster outside-interface

7 Z A% @ Network Address Translation (NAT; %~ bV —27 7 KL AZEH) OIERA > F—T = A A
EREL.IPT RLADRNWRA AR ZAZONRBICHLHEEBLBETEALICTHITINE 77
AH a< K AA v F T cluster outside-interface 7 v — )L 207 4 Falb—v gy avr R
FRALET, T74/0 PREICETICIE., Z0a~vr Fono EXNZHH L £7,

cluster outside-interface interface-id

no cluster outside-interface

B DA interface-id IR A v =T 2 A AL LTHRET DA v H—T = A X, HOA
V=T A AL LTI, MBS H—T = A, R—F Frx
U, F721X VLAN B30 £, R—F F ¥ RAEMHIT 1 ~48 T
3, $5ETE % VLAN &P 1 ~ 4094 T,

FTI2AILE FI IV NONEA v H—T 2 AlF. 7 TAK A< K AL v FIC k> THBMICERIRSh £,

avY kR E—F Ja—r L ar7 4 ¥al—ay

vy FBE Jyyy—= FTERE

12.1(11)AX Zoavr FRBMENE L,

ERLEDAA K54

ZOavy NI 77 AF ax U R ALy F ETREFANTEES, JTAZ AN AL, yFTav
VREANTDLE, 2T Ay E—URRRINET,

il WOHEITIE, VLAN 1 \THERA v F— 7 = A ZAERET D HEE R LET,
Switch(config)# cluster outside-interface vlan 1
RE IR T 512X, show running-config f7# EXEC =2~ FZ AL E T,
BIEaT R avwy kR EL
show running-config REOMIEREERRTLET,

| oL-8552-10-J

Catalyst 3750 R4 v F IvVF Y272 1



(2% Catalyst 3750 X1 v F Cisco I0S a2 F |

W cluster run

cluster run

AA T LTI ITRZV T A 2 —T I T DHIZIE, clusterrun 70—/ N 27 4 X a2 b—3 3
vaw  REGFEHLET, AAMvFTIIARAZV U T BT 42— I EAIE. Z0a<vwr Ko
no & H L E 3,

cluster run

no cluster run

BX DA Zoawy RICE, BIEEREF—U— RiEzbh v A,
TI2FIE FTRTCDAL v FTIFTAEZY W IINA F—T LT,
avY kK E—F ra—r) ar7 4 ¥al—ay

av Y FER yy—= EFERA
12.1(11)AX o~y REMSNE LT,

FREDAFLKSAY 2 52% a<v2 R AL vF ETnoclusterrun 2~ REANTHE 7 TAK avr R AL vFIk
TAE=TNMIRVET, JITRZY U TET 4 B—T MR | AL FIIFEMAAL v FICh D &
NTEXFEHA,

JITAL AN AL yFTnoclusterrun 2~ REZATTEHE, ZDORXAUN AL vFET T A
LHIBRENET, 7 I7AF VT T 4 8—T IR0, AL v FIIBEMAAL v FITRDIENTEE
B A,

I AZIIZBLTWRWAAL vyF Tnocluster run =~ REANTIHE, 7T AFZ Y TIIZEDA
AvFETCT A B=TNIRVET, ZOAL v FIIEMAA v FITRDIENTEETA,

1 WOBITIE, 7FTAX a<w>y R AL v FTIITAZN U T T 4 —T T B HEERLET,

Switch (config)# no cluster run

RIE & iR 2 121X, show cluster %7t EXEC =2~ R&Z AJJLET,

BEavU kR = N Bie

show cluster AL T NBT DI TAXDAT—HZARBIOY~ ) —2FRLET,
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cluster standby-group W

cluster standby-group

BEA7® Hot Standby Router Protocol (HSRP; &> A& L NA )b—% T han) (Z7 T RAE &N
YRLT, 79RA% a<vr K AL v FNEEA R—7/VIZT HIZIE, cluster standby-group 7 =7 — /3
VAT 4 Xalb—vary avy &M LET, routing-redundancy ¥—V— & AJ)T25 2 & T,
[fl—® HSRP Z V=73, 7 T AZ axy R AL vy FDORILRMEBIONV—T 4 7 OTURMEICH LT
HBHTED LRV ET, 774V MREICRETICE, Z0a~vr RO no Bz LET,

cluster standby-group HSRP-group-name [routing-redundancy]

no cluster standby-group

B/XD

.'E.EI':

3

TI2FIE

avYkE—F

HSRP-group-name 7T ABININA Y REND HSRP /v —7 D4R, RETE D7 V—T4
X 32 XFETTT,

routing-redundancy (EE) R—D HSRP AHX XA TN—T oA F2—TNMIZ L, FTAX 2
<R AL v FOREEB IOV —T 0 VI OIILEMICR L THEAL 7,

7 I AZIE, EOHSRP NV —7I12b 31 v FERERA,

Ja—nN)ary7 4 Xal—yg

avy FEE

BEREDAA FS54>

7

yy—=x EERNE
12.1(11)AX Zoawr REMESNE L,

ZDa<wyRiE, VITAZ av L R AL v FETEIFANTEEST, VAL AV AL vFTIN
EANNTDHE, TT— A=V REREINET,

JIAE a<w R AL vFlE, 7T AX HSRP XA T 4 » TIEHRETXTD Y T A HF HSRP %fits A
VNIBIELET, K7 TAF AN AL v FEINAL T 4 T ERE NVRAM IZERTE L E7,
HSRP 7 V—T7 213, BRI AZ L NRA TN—TTHHLENHY 3, £ TRVWEHAE, =7 —N0
BAELCa<wr FBKTLET,

T AZININA 2 RTDH HSRP AZ XA T—TDFTRTCDALNIRC T NV—T L EERHT D0
ERHDET, NA U FEND HSRP 7 A—7DOFTRXTD 7 7 AKX HSRP &It A > /N[ U HSRP 7
N—TEEFRALTLEEW (75 A2%% HSRP Z L —FI123L4  RLABAWESIZIZ, 79 RA% a~v
VEBIOA TR R DARIEEHTEET),

WOHITIZ, my hsrp LD ZHTO HSRP Vv —TF % 27 5 AZIIAA v RT B FEEZRLET, 20
avwRNE, V7I7RAF av R AL v F ENLIITLET,

Switch (config) # cluster standby-group my hsrp

WOFITIE, AT HSRP Z v —"7"% my_hsrp ZfER LT, V=T 4 VIR E 7 T AZ TR EMLT
L HEERLET,

Switch (config) # cluster standby-group my hsrp routing-redundancy
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Wl cluster standby-group

ROFITIZ, ZDawy N7 TAY a<wy B AL vy FhbETESN, fiE ST HSRP A X 2 /3A
TN—TPFELRNWGBEDTT — Ay —VERLET,

Switch (config) # cluster standby-group my hsrp

$ERROR: Standby (my hsrp) group does not exist

KOBFITIE, ZDASXL KRNI FTAL AN AL v FTRITENTZHEDTTI— Ayt —VERLE
R

Switch (config) # cluster standby-group my hsrp routing-redundancy
SERROR: This command runs on a cluster command switch

E AR T A121%. show cluster £ EXEC =2~ RE A LET, HHIE. 7 FAXNOTEMSE
WA X—=T N oTonE IR LET,

EEaTUF avwo R BIL]
standby ip A H—T A ATHSRP A X—7WMIZLET,
show cluster AA Y TFNRET DI TAZDAT =R ABIO~ ) —2 KR LET,
show standby AR N TN—T R EFRLET,
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cluster timer W

cluster timer

N—hFrE—=hF Ay t—VORBERBEM TRETDITIE., 7 T7AX a~ K A1 vTF ET cluster
timer 7 u— )L a7 4 Fal—gy avwr REERALET, T 740 MEOHRERET 55
A, Zoa<wr Fone BRAFHLET,

cluster timer interval-in-secs

no cluster timer

BX DA interval-in-secs N—hE—F AvE—CHORBE (B), fBETX 58T 1 ~ 300 T
R
FTI2AILE 8 FORIMRE T,
avY kR E—F Ja—r L ar7 4 ¥al—ay
vy FBE Jyyy—= FTEARE
12.1(11)AX Coawy RBBEMENE LT,

ERLEDAA K54

ZOa< R cluster holdtime 72— )L a7 4 Xal—v gy av NIV T9RAZ avw R
AA v F RIZRO AT LTS, 7 FAZANDTRTDAL v FHTRED —BEMERRIZND LD
W2, VIAK a<w o R AL vy FRIOEEZZDTRTOI TAX A UNEELET,

A=V RZ A DT@F N N—FE— bk A & —23L & A <— (cluster timer) OfF L L TRESINE
T, 2 2E AA v FDOE T EEETHETITL, [R—IV K XA &2 A2 =)L X A4 LTES
72 BloN—FE—h Ave—UNHElEE L TREINRoTZ L2 £,

il WOBITIE, 7 FAK a<w> R AL v FThA— b= MIROZ A ~—B X OWIME2LE T 5 HikE%
~LET,
Switch (config) # cluster timer 3
Switch (config) # cluster holdtime 30
PRIE HMEFRT BH121E. show cluster £## EXEC =~ K& AL %7,
BEavUR avwy kR HL)
show cluster AL v TFNETDI TAZDAT—HZARBL Y~ —%2FKRLET,
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define interface-range

AV BE—T A AEH~ 7 D’a‘:f’ﬁﬁkﬁ‘é i%. define interface- range sua—sLar7 4 ¥al—
aravryREEMLEY, ERSN~ 7 v zfllRT 2123, Zoa~vr Fone BRE2HH L E
R

define interface-range macro-name interface-range

no define interface-range macro-name interface-range

BX DA macro-name {2 —T oA AfF~ 7 0 OLA4ET (K 32 XF)
interface-range A B —T A AW, £ X —7 oA AFBEOEMEICOWTIE. (EHED
HARTAY) 2R TSN,
FIAIE Zoawy RIZETF 740 FREEH Y TH A,
avY kK E—F Ja—r L ary 7 4 Xal—iay
vV FBE Jyyy—= Pk
12.1(11)AX oA~y FABMEHE L,

BEREDAA FS54>

~ 7 ufit, &K 32 LFEOLFHTT,
~ 7 vzt KRS OOHFAEZEDDL ZENTEET,

HLHANDOT R TOAS U F—T 2 A RFF XA T, 2FYV, TRTHRT7 A A —F v b K—
by T_THRFHEY b A —HF v b A=, §TH EtherChannel K — | E72i39~TH
VLAN OWTFNATRIFER D A, 72720, ~Z7 e NTREROAN VX —T 24 A X4 T 5
HEDEDZENTEET,

interface-range & ANJ1 3 DEIE. RO 7+ —~» &AL ET,

e type {first-interface} - {last-interface}

 interface-range “ ANJT H L X, BHIDOA v Z—T 2 A ZAFFENA T U DOHIZAR—2% AL
£9., 72& 21X, gigabitethernet 1/0/1 - 2 |34 %74l T4 723, gigabitethernet 1/0/1-2 (3H %)
TREHETIEH Y FH A,

type ¥ X W interface DHEMEIFHR DO ERY TT,

e vlan vian-id - vian-id (vlan-id O#iHix 1 ~ 4094)
VLAN A > % —7 =4 A4, interface vlan 2~ > FTHETIHILENH Y £ (show
running-config ¥4 EXEC =~ Nid, RESNTZ VLAN A VX —T = A ZER R LET),
show running-config =~ > N TR/R IR\ VLAN A ¥ —7 = A AL, interface-range TiX
EHTEERHA,

e port-channel port-channel-number., Z Z T, port-channel-number 1% 1 ~ 48 T9,
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define interface-range W

o fastethernet stack member/module/{first port} - {last port}
* gigabitethernet stack member/module/{first port} - {last port}
YA E—T (R

e stack member (X, A ¥ v JNDAA v FHANMEHT HFZTT, FELICIHETEHHHEIT1L ~9
T, A v 7 AUNORPIOYMILOBRZ, AL v FIZH VB TOHRET,

o EVa—/LIETHIZ0TT,

o [ AIRE#LIAIX. type stack member/0/number - number T3 (i : gigabitethernet 1/0/1 -2),
HHEERTDEXIE, "7 () ORHZANR—ABRMETT, RIZHEZRLET,

* gigabitethernet1/0/1 - 2
BREOHEEZ AT L2 L TEEYS, HROMWHEZ TR T 2L 13 B~ () ORIORYDO=

MY DBIZAR—=ZZ AT EIVERHY £F, Hor~DBEDAR—RIMEZITRY £, KIS Z25R
LET,

o fastethernetl/0/3, gigabitethernet1/0/1 - 2
e fastethernetl/0/3 -4, gigabitethernet1/0/1 - 2

i WOETIE, BEOA B —T oA A <27 0B fElT 55 EE2 R LET,

Switch (config) # define interface-range macrol fastethernetl/0l1 - 2, gigabitethernetl/0/1 - 2

BEavUR avwy kR EL
interface range BEOR—FT1o0a~wy REFRICETLUET,
show running-config ERINT~7 u e E0RAEOBEREEZERLET,

Catalyst 3750 Rf yF av>F YI7LYR
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W delete

delete

7Ty va AR TARALAALEODT7 7 ANETIEIT 4 L7 M ZHIBRT 2121E, delete it EXEC =1+
VREHEHLET,

delete [/force] [/recursive] filesystem:/file-url

BX DA /force (EE) HIBRZ#HRT Lo 7 M embl LES,
Irecursive (fEE) fEESNET A L7 NUBEIOEDOT A L7 MIICEENDETRTOY 75 4
L7 NI BLERT7 7 A L ZHIBRLET,
filesystem: 7 v a Ty AN VAT LOTA YT ATT,
AR T AUNREEFIAS v = AX—FEDOu—H N 7Ty a TV VAT LD
EC -
flash:
AR T RAF =D, AX T AR EDOOA—IN T Ty va TN VAT LEAD
FEXC
flash member number:
(i)
[file-url HIBR 282 (T4 27 bY) BEQRT 7 A4
avY kR E—F ¥ EXEC
av Yy FERE yy—x EERAE
12.1(11)AX T~y REMENE L,

EREDHA R34

]

/force ¥—U— REMFHAT L L, HIBRT 0B AICEB W THIBROMZBAZERT L7007 b3, &PIO 1
B2 e 9,

[force ¥ — U — RERERE I /recursive ¥ — T — REHHT DL, 77 A VT LICHIBROMER & 2R
TLTR T PIRRRSINET,

a7 R, file prompt 7 — L 3T 4 Fab— gy avy FOREICRL > TERY F
T T AN BNTIE, AA v TR, BEENR T 7 A VERIEICEE T 2R 2 7o 7 P TERLES, 2
D a= FOFEMIZOWTIX, [Cisco I0S Command Reference for Release 12.1] # 5L TL 2 &
AN

WOFITIE, FHLWAA—TDOF T a— RPREFICKTLEET, TWIY 7 02T A A—VEE
T 4 L7 MY ERHIRT S HEERLET,

Switch# delete /force /recursive flash:/old-image

dir filesystem: $i# EXEC 2~ FEZANTHZLI2LD ., T4 L7 MU DBHIBREINTZNE ) D2 iR
T&EET,
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delete W

BREaTY R avy kR EL]
archive download-sw L \WWA A —V A2 XA v FIF¥ T yu—RNL, BHEOAA—Vh FEXF-

IFRAEL E9
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W deny (7/ERURFaAVTI4FaL—Par E—F)

deny (PV9€X URXAbFaVI74FXxal—3y E—

<)
EERMEEZFH LA EIP 7278 R VR RNTCRAS—h XU P2 X —TNIT A, 77
AYANar74X¥alb—ar E—KTdeny 2~ K% smartlog ¥—V— & & HIZEHLE

3, ACL => U ~D—i%, NetFlow:zl/ﬁéw)rzﬁ TEENET, 77ERA VA MDA — |
OX T ET 4= NCT AT, Zoavwr RO ne B EFHLET,

deny {source [source-wildcard] | host source | any} [log] [smartlog]
no deny {source [source-wildcard] | host source | any} [smartlog]

deny protocol {source [source-wildcard] | host source | any} {destination
[destination-wildcard] | host destination | any} [dscp fos] [precedence precedence] [tos
tos] [fragments] [log] [time-range time-range-name] [smartlog]

no deny protocol {source [source-wildcard] | host source | any} {destination
[destination-wildcard] | host destination | any} [dscp fos] [precedence precedence] [tos
tos] [fragments] [log] [time-range time-range-name] [smartlog|

BX DA smartlog EBE) AA v FTA~— bk BRI BA X —T 5 TODHEE
TIEA VA MERET By b 7o —% NetFlow 22 L7 X2k
gL %7,

FI2+IL K ACL A<=—F BX o 7i3Af4 Xx—T Mo TWEEA,

avy kFE—F T/ AUANar74¥al—i gy

av Y FEE Jy—=x EERE
12.2(58)SE smartlog ¥ — 7 — R BMENE L7,

ERHLDAM FSM4Y  deny =~ KD smartlog — 7 — F&HH LARWHELO5E22BIHIC W T, [ Cisco 10S Security
Command Referencel] %#ZML T E &0,

ACL 3A v H—T = A AT STV DA, ACLIZ—8T 5% v MiE, ACL OREIZE SN
THESELEFTESNET, AL v FTAY—F BX VI BA X—T W2 ->TED, ACL I
smartlog ﬂ? T— RREENTWEEHE, HESEITF SN T v FOWNEIL Flexible NetFlow
alL g ZIZELRET,

%72, logging smartlog 7’ v — VL 27 4 Fal—vary avy FefHLT, Av—bF ¥
B a— NI R =TT HNERH Y £97,
R—FACL (LA ¥ 2 A2 —T7 = RZ@EH ST ACL) DHBAY—F vX¥ o 7 &P R—FLT

WET, —4% ACL £721% VLAN ACL iZA~v— b ¥ 72K —FLTWEFAL, A—F ACL
FeXFr 2R —FLTHEEA,
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deny (F7ER URFavIqXaL—ave—F M

ACL 3A v Z—T = A AZHWH SN TWDHEHE, =& T35y MIusEkidFA~—hF e Z7ong
NNCRRE S, MFICRREIND Z LEb Y A,

ACL TAV—h aX 7 BA X—T VIR > TN D Z & 2R T HIiX,. show ip access list £74E
EXEC 2w v R&Z AN LET,

1 ZOFTIR., EEEUEEERALFEARMNEXT 78X VA MIHLTAY—F aX o a4 x—TIC
LET,

Switch (config)# ip access-list extended testl
Switch (config-ext-nacl)# deny ip host 10.1.1.3 any smartlog

BEaTUF avwyk H7LT
logging smartlog Av—haXo T — OV F—T VI LET,
show access list TRTCOTI7EHAVAPERITTRTOIPT7®A VR MNORNEEZHRRL
show ip access list EXR

Catalyst 3750 Rf yF av>F YI7LYR
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W deny (ARP7/+tR URFavT4F¥al—Y3Y)

deny (ARP 79X YURXRbraAVvI74FXal—3Y)

DHCP A > F 4 v 7 & OWEIZHS T Address Resolution Protocol (ARP; 7 KL A figik~7' v k2
W) Sy FEEGTSHI2E, deny ARP 7 7R VAR ar 7 4 Xalb—ary awry RaifL
£9, 77ERA VR MPLIEEENTZ Access Control Entry (ACE; 727 &R 2> ha—yL = FY)
FHIRT AT, —oavwr Rono B EFHALET,

deny {[request] ip {any | host sender-ip | sender-ip sender-ip-mask} mac {any | host
sender-mac | sender-mac sender-mac-mask} | response ip {any | host sender-ip |
sender-ip sender-ip-mask} [{any | host target-ip | target-ip target-ip-mask}] mac {any
| host sender-mac | sender-mac sender-mac-mask} [{any | host target-mac | target-mac
target-mac-mask} ]} [log]

no deny {[request] ip {any | host sender-ip | sender-ip sender-ip-mask} mac {any | host
sender-mac | sender-mac sender-mac-mask} | response ip {any | host sender-ip |
sender-ip sender-ip-mask} [{any | host target-ip | target-ip target-ip-mask}] mac {any
| host sender-mac | sender-mac sender-mac-mask} [ {any | host target-mac | target-mac
target-mac-mask} 1} [log]

B DEREA request (fEE) ARP ER LD FHEEFL T, request ZI5TE L2 WIEAIL,
FRTD ARP N7y MR L TREMTOILET,
ip EEMIP 7 FLRAEHELET,
any FTRTOIP T RLAEIEIMAC 7 RLAZER LET,
host sender-ip BEINEEMIP 7 RLAZERE LET,
sender-ip sender-ip-mask — {gE SNTZFPHOEGEMIP 7 L AEESFELET,
mac BEM MAC 7 FLAZHEGRLET,
host sender-mac FEEDOEGEM MAC 7 RLRAZESRLET,
sender-mac FEE SN #PHOEGEM MAC 7 RLAZESRLET,
sender-mac-mask
response ip ARPJEEDIP 7 L AExHEZE L ET,
host zarget-ip fBEShZZ—% > FIP T RLAZESLET,
target-ip target-ip-mask BEINHAOY —Fy NP7 RLRAZEGLET,
mac ARP JEZED MAC 7 LU AEEESELET,
host target-mac HBEENZZ—4% v N MAC 7 RL2&HERLET,
target-mac BEINTZHHOZY—5y N MAC 7 FURAZELR LET,
target-mac-mask
log (fE&) ACE & —E T 50y FafiskLET,
T2FIE FI 4N REFTHY EF A, 727F L, ARP 77 A U X hDOKREIZHEED deny ip any mac any =

~ KRB ET,

avY kR E—F ARP7 7% A UAKN a7 4¥al— gy
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deny (ARP77 X URF av74¥aL—>ay) M

avy FEE

BEREDAA FS4>

Jyy—2 EEAR

12.2(20)SE Zoavwy RPMEMEShE L,

deny AJZ BT 5 &, —HEMHITESHNTARP X7y b2 Fe vy T&ET,

1 KOBFITIE, ARP T 7R VA REEHRL, IPT7 FLAM L1111 TMAC 7 KL AR
0000.0000.abcd O7FE A h2x5 D ARP TRk & ARP IGE O FEERT 5 HikEr LET,
Switch (config)# arp access-list static-hosts
Switch (config-arp-nacl)# deny ip host 1.1.1.1 mac host 0000.0000.abcd
Switch (config-arp-nacl)# end
T AR T 5121, show arp access-list 34 EXEC 2~ FZ A LET,
BIEa<vUF avwo R BieA
arp access-list ARP Access Control List (ACL; 77+t A 2> fe—/IL UZX ) %
ERLET,
ip arp inspection filter vlan 2 %5 ¢ v 7 IP 7 FLATHESNTZHRA 05O ARP ZREB L O
ISEETFAILET,
permit (ARP 7272 UZX DHCP A T 4 27 LD—EITHESWTARP N7y F&#FAI L E
vz Fa2lb—vay) T,
show arp access-list ARP 77 kA U A MIBETDEMER LT LET,
Catalyst 3750 Rf yF av>F YI7LYR
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W deny IPV6 77 2R URF I T74F¥aL—Say)

deny (IPv6 72X YA ka4 F¥xal—3Y)

IPv6 77EA VAN a7 4Falb—rza EF—RFRT, deny 2~ REFEHLTIPV6 77 &R U
A N OB EBE L ET, AR ZHRT 2ICE, Zoavwr Fone Bz L £,

deny {protocol} {source-ipv6-prefix/prefix-length | any | host source-ipv6-address}
[operator [port-number]] {destination-ipv6-prefix/prefix-length | any | host
destination-ipv6-address} [operator [port-number]] [dscp value] [fragments] [log]
[log-input] [sequence value] [time-range name]

no deny {protocol} {source-ipv6-prefix/prefix-length | any | host source-ipv6-address}
[operator [port-number]] {destination-ipv6-prefix/prefix-length | any | host
destination-ipv6-address} [operator [port-number]] [dscp value] [fragments] [log]
[log-input] [sequence value] [time-range name]

A=y FHIAA vE—2 FO RO

deny icmp {source-ipv6-prefix/prefix-length | any | host source-ipv6-address} [operator
[port-number]] {destination-ipv6-prefix/prefix-length | any | host
destination-ipv6-address} [operator [port-number]] [icmp-type [icmp-code] |
icmp-message] [dscp value] [log] [log-input] [sequence value] [time-range name]

EXEE 7o ra

deny tep {source-ipv6-prefixi/prefix-length | any | host source-ipv6-address} [operator
[port-number]] {destination-ipv6-prefix/prefix-length | any | host
destination-ipv6-address} [operator |port-number]] [ack] [dscp value] [established]
[fin] [log] [log-input] [neq {port | protocol}] [psh] [range {port | protocol}] [rst]
[sequence value] [syn] [time-range name] [urg]

User Datagram Protocol

deny udp {source-ipv6-prefix/prefix-length | any | host source-ipv6-address} [operator
[port-number]] {destination-ipv6-prefix/prefix-length | any | host
destination-ipv6-address} [operator [port-number]] [dscp value] [log] [log-input] [neq
{port | protocol}] [range {port | protocol}] [sequence value] [time-range name]

GE) ZoavwrFRiE, AA vF AZ v 7 TF a7 /L IPv4/IPv6 Switch Database Management (SDM) 7 >
TLU— IRRESNTODILEICRY EHATRE T,
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deny (IPV6 77 €R URF avTcF¥alL—>ay) M

340}

"E-IDII':

3

protocol

A H =%y N 7a haLoLaiEIEE S, ahp, esp. icmp. ipv6,
pep. setp, tep. ToiTudp F—Y—FKD 12, HDHWXIPv6 71 b=
NFHERT 0~ 255 OHFAOBHICT DI LN TEET,

source-ipv6-prefix/prefix-
length

HEEMEZRETHEETLIPVO Xy NV =2 FHExy hU—I DI T
2

o

ZOFIFICIZ RFC 2373 I[Z@ifio L H i, anrTRE6NA 16 B |k
AR L7z 16 BB TTY FLAZIBET 2L ERH Y £7,

GE) CLI~ATTIH/O~/128DF VLT 4 7 ZAEDFIRSIETHR,
AA v FIFERNFARER /o — L =% A RBLOY 7 n—
HAIWVHEARN T RLAD 0 ~/164DTVT 47 A, BLY
Extended Universal Identifier (EUI) X—A® /128 7L 7 4 7 A
WX LT IPV6 7 RLABEZR— N LET,

any

IPv6 L7 ¢ 7 A /0 DEIRIE,

host source-ipv6-address

R ZRET D2XEILIPVO RA N 7 R A,

Z @ source-ipv6-address 51#UZIE RFC 2373 It L o1z, =T
REIHhZ 16 By MEEZER L7z 16 #HEXTT FLAEZBET D4
ERH ET,

operator [port-number]

EE) #HEDTa havOEEFEILELITER— N2 iR T 2 EE 7%
HBELET, EHE 1L, It (less than : &), gt (greater than : XY K
=), eq (equal : —%). neq (notequal : F—%). range (inclusive
range : @ EHIM) T,

source-ipv6-prefix/prefix-length 51 D% A\ E TN EPNTHE. &
BRHR—F e =T HLERHY £T,

destination-ipv6-prefix/prefix-length 5138 D% AI\ZHE TN E L5 A .
FER—FE—BTDLERHY £7,

range HE 721X 2 DOKR— FESPNLETT, hOT X CTOEE 71X 1
DDR— FNEGPLETT,

fEE D port-number 51403 10 ¥, 721X TCP & 5\ X UDP R— D
ZRTCY, R— FEZOHMAIL 0 ~ 65535 T3, TCP ~R— 4% TCP %
TANE Y U TTBEAICRYERA X E9, UDP &~— 4% UDP %
TANEZ Y U TTELGAICRVERATEET,

destination-ipv6-prefix/
prefix-length

HEFEGERET D5 IPV6 *y NV —F E2i3 Ry NU—T DI T
Xo

ZO5FITIE RFC 2373 ([Zfdfin L H i, av TR LN 16 B b
EEHEALEZ 16 E#EERTT FLAZBET ILERH D £,

GE) CLI~NVTTIR/O~/128D VL7 4 7 ZAEDRFRENETH,
2L v FITEHARER e — L 2=2F ¥y A FBLERNY 7 v—
HIWVEHKRAKR T RKLAD /0~ /164 DT VT 47 A, BILOWEUI
NR—AD [128 TV 7 4 7 ZAZx LTES IPv6 7 KL AME %=
R—FLET,

host
destination-ipv6-address

AR 2 BES D565 IPV6 A b 7 R L%,

Z @ destination-ipv6-address 31301215 RFC 2373 IZ@#O L Hic, =m
YTREIGNT 16 By MEZMH L7z 16 #EEIEATT FL A& $EET
LUENRH Y ET,

dscp value

UEE) £ IPV6 Xy s AN —DNFT T 497 VFA T L—LFED K
74 v 77 AEL DiffServ =2 — K R4 MaZBAELET, FEET
X DL 0 ~ 63 T,
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W deny (IPV6 7Z2A URF av74F¥aL—Say)

fragments

(ER) 777 A MEE~NYy X —IZ 0O T T 7R s 78y B3
EENDHAE. VM T T A N Xy FERE LET, fragments

¥—TU— RiLX, 71 k3R ipvée T operator [port-number] 516 E
ERNTOVRVGRICIRY  FEETE 2473 TT,

log

(FE) = bV &E—HTAH 7y METAERoX 7 Ao —U%
QY= VZEELET (2 Y= NVTEETIA v =Y LT
logging console =~ > K CHI L E ),

AvE—VIE, TI7ER VRN, V=T U RES, Ny FRES
SN E SN, Fm b= (TCP, UDP, ICMP f£7213&EEDO W1
M), WIERSEAICIXEE /8T RV A, BETL/ R — NEFNE
EFNFET, AvE—ViE, B LIEEVOTy MIxt L TER S,
TO%, 5 MR TIERINT Ny M EESD TAR SN E T,

GE) mX 73R —bFACL TlIHFR—FInEEA,

log-input

(£8) log ¥—U— FERIUHEZRIELET (L, axr s 2y
Y=V ZEA A —T oA A bFETREINET),

sequence value

UEE) 778A VAN AT —h AV MDY= U ABEEZIHBELET,
FEETE DHPHIT 1 ~ 4294967295 T4,

time-range name

(FEE) HEGAT— b A Y M@ 4 2 R 2 f5E L E 3, Ry &P
D4 ET & HIFRFEEIL, time-range =~ > R & | absolute F 7= 1% periodic
av s RZXoTERENEELET,

icmp-type (EE) ICMP 7 v 7 4 AVZ U ZIZICMP A v v — %4 Fhts
FLET, ICMP 47> MIICMP A vt — ZA4FI2koT T 4 LA
Vo TEET, Avk—Y 24 TFDFFIT0~ 255 T,

icmp-code (EE) ICMP X7y b7 4 VB2 U U ZIZICMP A vEe—Y a— Kafg

EFLET, ICMP A vt — ZAFIZLoTIANEZY T END
ICMP %47 > NI, ICMP X vt —Y a—RiZkoTy 74 7
TEET, Avk—Y a—FKDESIT 0~ 255 TY,

icmp-message

(fE&) ICMP X7 > b7 4 NZ U U TIZICMP A v —U4 %$EE L
£9, ICMP 37 v &, ICMP * v & —24, $721X ICMP A v&—
AATBIRa—RZEkoT T4 AR Y 7 TEET, AL
WZoWnTiE, MEAEDOTA RTA42 ) OEEZZRL TN,

ack (f£%&) TCP 7u ha/LOHFEHIZRY ACK By FEg#ELET,

established (%) TCP 7u b a/LOBFEITRY | BERAHNFEATHD 2 L E2EK
LET, TCPF—4% 75 AIC ACK £7-1Z RST By FRFREEN TV
LE. BEMTbNET, BT 72000 TCP 7—4% 77 ADHGE
ERBAELEEA,

fin (EE) TCP 7 u FaLoBEAIZBY ., FINEy aRELET, HET

MNHEDOT—=ZIINLEHY A,

neq {port | protocol}

(ER) HEDOR— FETLIZRWAry FETZRAELET,

psh (fEE) TCP 7u Fa /L OHFAICERY , PSH By R ELET,
range {port | protocol}  ({LE) FA— NEFZHIADO 7y NETFERALET,

rst (fEE) TCP 7u F a/LOHFAICRY RST vy hEFEELET,
syn (f£3&) TCP v FaLOBAIZIRY SYNEY FE#RELET,
urg (£&) TCP 7'u F 2 VOBFAICIRY URG By MERELET,

l_Catalyst3750 R4 v F IV F YI27L 2R
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GE)

TIAILE

T
rH
|
™.

avy

deny (IPV6 77 €R URF avTcF¥alL—>ay) M

flow-label, routing 35 J " undetermined-transport ¥ — 7 — N|Ia~ > R4 O~ LTF X Y~
TWZFRRSINETH, PR—FShTHEEA,

IPv6 77 EA VA MIERINLTWVER A,

IPv6 77 &8A VA a7 4 F¥alb—g

ATy FEE

EREDAA FS54>

(E)

y1yy—=x EFENE
12.2(25)SED Zoa<wry RRNBMERE L,

deny (IPv6 772 YA av 7 4Fal—var E—F) av R, IPv6 B THDLAERE,
deny (IPv4 772 YA a7 4F¥al—ary E—F) a<2y REHEHLTHWET,

IPv6 77 EA VAL avy7 4 F¥al—var E—Relthl, ry M7 2782 U X M@
D4R EFRT DITIL, ipv6 access-list 2~ RO#E AT deny (IPv6) =~ > REFHLET,
protocol BB IPv6 ZIEET D &, /X7y D IPv6 ~y #—IZxt L THRAEEITWET,
TITHNEITIE, 727E8A VARDERYDAT— AL FOFFIT 10 T, ZOKRD AT — A Fh
HIX 10 F 28 L £37,

U A MNEEZFHAT LRWT, permit, deny, F7-iXremark A7 — A2 NEBEFEOT 78X U X
MIBITEET, VA MORBUIOEINZH LWAT — F A2 MBI 212X, AT 250%

A BFEO2 o0z M) FESOMICHLE T N B SEF ST LWAT — A b 2AER
LET.

FTRTOD IPv6 ACL 12T F %D — &ML LT, K2 @ permit icmp any any nd-na, permit icmp
any any nd-ns, 35X O deny ipv6 any any A7 — kA2 b 3BV 9, 2D HH 2 OO permit F{F
i, ICMPv6 A R—EREZH A LET, ICMPV6 A N—#EHK &7 7 L7 C icmp any any nd-na
F 7213 icmp any any nd-ns Z{EE T H120F, FARMRESZ L YR ACL NICH L ERH Y £,
K ERAY72 deny ipv6é any any A7 — b A 2 FEFNCTDITIE, IPV6 ACLIC 1 2L o= M 25
OLVERDH D E£T,

IPv6 2 A N—ER T oA TiE, IPv6 Xy hY—7 LAY —b2E2FEHLET, LB ->T, 7
T A RTIEHIPv6 ACLIZ LV, IPv6 A N—B AT > hDA U F—T A A ETOREZIEHREER
BRI & E T, IPv4 Tl IPv6 A N—EHR 7 ot 2 L [E6% ? Address Resolution Protocol
(ARP; 7 RV AfER7 v han) x, BloT—4V 27 LAY e balzfEHLET, Lzno-T
T 74/ Tt IPvA ACLIZXE Y, ARP X7y DA U F—T =4 A ETOEZIE N ERIYIZFF AT &
nE7,

source-ipv6-prefix/prefix-length & destination-ipv6-prefix/prefix-length DWW 5 D51 %E N7 7 4 > 7
TANZ Y TIMERLET GHMEXT V747 AN T 7 4 v 7 ORFRERICESNT, 587V 7 o
JAFT T4 v I OREICIESNT T T4 v 72T 4N Z ) T LET),

AL w FITENARER T e — L 2=2F ¥ A FBIRI 7 a—h /L RA N T RLVAD /0~ /64 D
TV T 47 AL BULR—AD /128 V7 4 7 AT 2V R—F LET,
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Catalyst 3750 R4 v F IvVF Y272 1



(2% Catalyst 3750 X1 v F Cisco I0S a2 F |

W deny IPV6 77 2R URF I T74F¥aL—Say)

fragments ¥ — 7 — NiX, 7’1 k2 /LA ipvé T operator [port-number] 515N EE SN TR WGH
IZBRY . HEETE AT v 3 v TY,

WIZ, ICMP A ve—VA%5RTLET,

beyond-scope destination-unreachable
echo-reply echo-request
header hop-limit
mld-query mld-reduction
mld-report nd-na

nd-ns next-header
no-admin no-route
packet-too-big parameter-option
parameter-problem port-unreachable
reassembly-timeout renum-command
renum-result renum-seq-number
router-advertisement router-renumbering
router-solicitation time-exceeded
unreachable

7l WOFITIE, CISCO LWV HHDIPV6 T 7 A VA NEREL, ZOT 7 EA VA RELA Y3 A
F—T A ALDRENT 74 v 7 IZHEMAT2HEERLET, VA MORIIOEST S U I,
5000 LW REWSESE TCP R— FESEFF ST/ T > NI RTHRA VF—T =24 ZATKEEFEENDHDE
TET, VA IO 2HBDOIEET L H VU IE, 5000 KiiDEEIL UDP R— FEZEF o727 v T
THRA =T 2 A ATEFEENLOEYEET, £/, ZO2FDOERT MY IE, FXTO—FK
Ay —=WIRRLET, VA MOROFHFAES FUIE, XTDICMP N7y bOA > 2 —
TxAATOREEZHFAILET, VAFD2EDOFA= P, TOMTXTORNT T 4 v 7 DA
VHE—T oA ATOEEEFALET, TXCTONRTy NEHET HREBROFEMENE IPV6 77 A Y
ANDOKRREIZH DD, ZDO2FDOFAIT L MY NKELRY ET,
Switch (config)# ipv6é access-list CISCO
Switch (config-ipvé6-acl)# deny tcp any any gt 5000
Switch config-ipvé-acl)# deny ::/0 1t 5000 ::/0 log
Switch (config-ipvé-acl) # permit icmp any any
Switch (config-ipvé-acl)# permit any any
Switch (config-ipvé-acl) # exit
Switch (config)# interface gigabitethernetl/0/3
Switch (config-if)# no switchport
Switch (config-if)# ipvé address 2001::/64 eui-64
Switch (config-if)# ipvé traffic-filter CISCO out

BEaTUF avwvFk B
ipv6 access-list IPV6 77 EA YA RNEEHRL, IPV6 7/ EA VAL a7 4 Fal—

YarE®E—RFEBLET,
ipv6 traffic-filter A E =T 2 A XA LDOEEFEELITRIEIPV6 NT 7 4 v 7 E2T 4 NZ Y
7 LET,
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deny (IPV6 77 €R URF avTcF¥alL—>ay) M

avwyk L]

permit (IPv6 7 7 A IPv6 77 & A U A MIHFAE&MEEZZRELET,
URAharvy74F¥a
L—ayv)

show ipv6 access-list

REDOTRXTOIPV6 T 7 A YA NONRERRLET,
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W deny (MAC7H5EX URFavIsX¥al—T3v)

deny (MAC 77X VA aVT74¥xalL—3Y)

FER—BLSGEIC, P NT 7 4 v 7 ORkZE#RET 5121%, deny MAC 77 &R UR | 2w
T4 F¥al—ary avry RefHLET, EEEBE24RIME MAC 727X URX ML LHIRT S
21, Zoa<r Ko ne BREHEHL £,

{deny | permit} {any | host src-MAC-addr | src-MAC-addr mask} {any | host
dst-MAC-addr | dst-MAC-addr mask} [type mask | aarp | amber | cos cos | dec-spanning
| decnet-iv | diagnostic | dsm | etype-6000 | etype-8042 | lat | lavc-sca | Isap Isap mask
mop-console | mop-dump | msdos | mumps | netbios | vines-echo | vines-ip | xns-idp]

no {deny | permit} {any | host src-MAC-addr | src-MAC-addr mask} {any | host
dst-MAC-addr | dst-MAC-addr mask} [type mask | aarp | amber | cos cos | dec-spanning
| decnet-iv | diagnostic | dsm | etype-6000 | etype-8042 | lat | lave-sca | Isap Isap mask
| mop-console | mop-dump | msdos | mumps | netbios | vines-echo | vines-ip | xns-idp]

BX DR any b5 EFEILERITFEE MAC 7 RL A ST 570 ET S

F—T— KT,

host src MAC-addr | RANMAC 7 RLARAEERBOY TRy h AT BERLET,

src-MAC-addr mask FOREBTET RLARNEZESNLZT FLRIC—FKTEHA. £OT7 KL
AMBDIEIP KT 7 4 v ZIFERINET,

host dst-MAC-addr | 5% MAC 7 RLAL(EEDOY 7 Xy b ~A 2 2EHRLET, 7 v b

dst-MAC-addr mask DT FRLANREREINTZT FLRAIC—HT 2G5, ©DOT RL A~
DIEIP b7 74 v 7 IHETSNET,

type mask (fEE) 237 > b @ Ethertype % 5 &, Ethernet II F 7213 SNAP & 7't

MEZEER LT, N7y bo7va banziilLEd,
type IZ1%. 0 ~ 65535 O 16 #EHAFHE T ET,
mask 1%, —8% 7 A M3 B HIIZ Ethertype (2R S 415 don't care £ v

rDO= 27 TY,
aarp UER) 7—2 V7 TRV RAR&2Xy b= T RLVRACw vy B 7T
% Ethertype AppleTalk Address Resolution Protocol % 3R L £,
amber (f£&) EtherType DEC-Amber ##{R L £,
€os cos (EE) 7794 AV T4 2R ETDHED, 0~ 7T £TOD Class of Service

(CoS; —t' R 7 7 A) HARIRLEY, CoSIZHESS T4z Y 7
T, A= RU =7 TETFTARTT, cos A7 a URRESINLTD
HNE I PEMERT DEEA v E—VURERRENET,

dec-spanning (f£%) EtherType Digital Equipment Corporation (DEC) A/S=>7
VU —ZBIRLET,

decnet-iv (f£7#) EtherType DECnet Phase IV 7’12 b = /L& 3& R L £,

diagnostic (f£#&) EtherType DEC-Diagnostic %R L £,

dsm (f£#&) EtherType DEC-DSM % &R L 7,

etype-6000 ({:#) EtherType 0x6000 % %R L £,

etype-8042 ({£:#) EtherType 0x8042 % %R L £,

lat ({£%) EtherType DEC-LAT %38 L %,

lave-sca ({£7) EtherType DEC-LAVC-SCA % 84K L %,
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deny (MAC7Y R YRk avI74¥aL—23) A

Isap Isap-number mask

(EE) X7 v O LSAP &5 (0 ~ 65535) & 802.2 W 7tk a M
LT, Xy ho7u harzi#pLEd,

mask 1%, —& %7 A 3 2H0IC LSAP HF =52 SN D don't care
By FDv AT TY,

mop-console

(ff-E) EtherType DEC-MOP Remote Console % i&{R L F 7,

mop-dump (f£&) EtherType DEC-MOP Dump %3%{R L £ 9,

msdos (ff%) EtherType DEC-MSDOS %R L 7,

mumps ({E&) EtherType DEC-MUMPS % &R L £,

netbios (&) EtherType DEC-Network Basic Input/Output System
(NETBIOS) #&ERL £,

vines-echo (&) Banyan Systems (Z X % EtherType Virtual Integrated Network
Service (VINES) Echo &R L £,

vines-ip (f£7&) EtherType VINES IP #3##R L £7,

xns-idp (EE) 10 #E8%, 16 #E5. F 7213 8 S DOIEE @ Ethertype TH 5

EtherType Xerox Network Systems (XNS) 7'm b2/ 24—k (0~
65535) H@BIRL £,

A
(GE)  appletalk (X, 2~ FIA4 DALY AR U ZZEFRREINETHN, —8HEHE LTEHYPAR—-RE
NTWERA,
IPX N9 7492027402 ) 735203 RSN THD IPX I 7D Z A FIZE C T, type
mask £721% 1sap Isap mask % —U — & L9, % 2-12 12, Novell HFE & Cisco I0S HFETD
IPX 1 7L EZ A FIZHRIET D27 4 VZ G —HERRLET,
& 212 IPX 71 )L 52 8%
IPX h7e)L{bs 4 7
Cisco 10S £ Novel % TALFEE
arpa Ethernet I1 Ethertype 0x8137
snap Ethernet-snap Ethertype 0x8137
sap Ethernet 802.2 LSAP 0xEOEO
novell-ether Ethernet 802.3 LSAP 0xFFFF
TI#4ILE IOa<wy RICE, TNV NI EEA, EL, 4HiffE MACACL DT 740k 77 v a
ITHELRTT,
OYVKRE—F MACT7Z7%®RA VAL ar74¥al—var
oy FERE Jyy—=x EENE
12.1(11)AX Zoavy RRBEINEhE LR,
Catalyst 3750 Rf yF av>F YI7LYR
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W deny (MAC7H5EX URFavIsX¥al—T3v)

FRLOALFSA4Y MACT7Z7ERURK ar74¥al—3i a3y B— R&BEIET 51215, mac access-list extended 2
o—X)L a7 4 FXal—raryavwr ReEEHALET,

host ¥— U — RZHBHAL7ZHA. 7T RLVA AZIIANTEEEA, host ¥—U— R&EH LRV
Bl TRVA R B ANTLIHLERDHY 5,

Access Control Entry (ACE; 77t 2 av tua—)L =2 b)) BT 7R ar be—/ J R MBI
ENFHE. U A NOKRBITIIREER O deny-any-any LA FELET, 2F0 . BB RWHEITIE
Ny MIESSNET, 2L, B¥IO ACE BRBEIMENDENHS, VA MITARTONRT v F&FHFA]
LET,

LEIfTE MACHEIET 722 U A ROFEHIIZONWTIE, 2OV Y —R s T 57 v 27 3
TA4FX¥alb—vary HA REBRLTIEEN,

1 WOFITIE, TRTOEETHS MAC 7 KL% 00c0.00a0.03fa ~ NETBIOS 7 7 ¢ v 7 4R
T4 E MACHEIET 7 A VA MNEERT D HEERLET, TOVANMI—EKTH T
T4y 7 ETEEINET,

Switch (config-ext-macl)# deny any host 00c0.00a0.03fa netbios.

WOHITIEL, ARt E MACHLET 782 U R MO OEGERIEZHIRT 2 H5EERLET,
Switch (config-ext-macl)# no deny any 00c0.00a0.03fa 0000.0000.0000 netbios.

W OB TIE, Ethertype 0x4321 O _RCONR7 v hEEHFELET,
Switch (config-ext-macl) # deny any any 0x4321 0

T Z eI H121%. show access-lists 454 EXEC =~ F&Z AT L £,

BAEa<v >k avwyFk Bl
mac access-list extended FIP FT7 747 HICZMACT RLA RXR—=Z2DT7 7k A JRXME
PERK L E T,
permit (MAC 727 A UR KN FHENR-BLZHEGIZIHEIP b7 74 v 7 BBEINDDOEFFAIL
a7 4 X2l —va)y) EJCAe
show access-lists AA v FICHE SN ACL #FmRLET,
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diagnostic monitor W

diagnostic monitor

diagnostic monitor 72— )L 27 4 Fal—vay avy REFHLT ~V A E=2Y 7

2

TAMERELET, TAMET 48— ML, 774/ PRECETHEIZ. 203~ RO no B

XM LES,

diagnostic monitor switch {num} test {test-id | test-id-range | all}

diagnostic monitor interval switch {num} test {test-id | test-id-range | all} hh:mm:ss

milliseconds day

diagnostic monitor syslog

diagnostic monitor threshold switch {num} test {test-id | test-id-range | all} count failure

count

no diagnostic monitor switch {num} test {test-id | test-id-range | all}

no diagnostic monitor interval switch {num} test {test-id | test-id-range | all}

no diagnostic monitor syslog

no diagnostic monitor threshold switch {num} test {test-id | test-id-range | all} failure

count
BXnRA switch num EVa— VB EEBEELET, HBETEHHMAIX1 ~9 TY,
test FITT DT A MERELET,
test-id FEITT 27 2 O#BIES, TOMOFERICOWTIE, EHLEOY A K
FA V] OEESRLTIIZI W,
test-id-range FATT 27 A L OWHEFEOHFE, EOMOFERIZOWTIE, EH Eo
A RTA )] OHEEZRL TSN,
all TRTOZET A NEFEITLET,
interval TANEFITTLMBERELET,
hh:mm:ss T A OB EEELET., B>\ ik, EH EOF A KT A
V] DEEZEZRLTIEI N,
milliseconds R (R UR) Z#HEELET, HETEDMIL0~999 TH.
day T2 MO () #HEELET, BRiZonwTix, MEH oA K
FA V] OEESRLTIIZI N,
Syslog NIVA = HBMT A PRI LA Syslog A vE—UEAR L E
7
threshold EELXWMEEZEELET,
failure count EELXVEDO 7Y MEEELET,
count
TIXIE s E=HVUTIFT 4T LTT,
e syslog " A Rr—T/LTT,
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Ml diagnostic monitor

avY kK E—F Jra—r) ar7 4 ¥al—vay

avy FEE Jy—= ZERE
12.2(25)SEE Zoavy RRBEMShE L,

BEREDFARSAY TA LN AT Va— Ul T 554, RKOEEFENAH 7,

o test-id: 7 A h ID U A F & FK/RT BHIZ1L, show diagnostic content f7# EXEC =~ R&fHEH L
E3 s

o test-id-range : 7 A M ID U A M &R T 512X, show diagnostic content =~ > R&fEH L E
T Ar~BILONA 7o TR DN ZBETHMEZ AN LES (B :1,3-6 137 A M ID 1, 3,
4, 58LVN6),

o hh:BER (0~23) ZASLET,
e mm: % (0~60) ZASILET,
e ss:F (0~60) ZASILET,
* milliseconds : XV (0~999) ZA/1L %7,
* day:0~20DFLLTHEANLET,
diagnostic monitor switch {num} test {test-id | test-id-range | all} 2~ > K& ANT D551, ROHE
BHIEIE->TLEE N,
o TRTCO¥ERA— 2T 4 E—T ML, Xy b T—7 b T T7 47 %REELET, 7 A MiZ
TAN Ny NEEHTEEREA,
o VAT LAFREBPTAMEREY 2a—VE YLy FLIEHRT, VAT LAZEHOBIFEET— FICRLE
D

GE) AZvIDAAvFIZYu—RINTZBERSIZET A N EFEITLTWDEE., 7 — 7 A OHRTE
R L TCAF IR —T 4 aryTRUIBDZLENTEET, AX v I R/—TFT 4 a3 TRYISZ2WN
X 9123 %121%. show switch detail 474 EXEC =2~ > REZ AN LT, A Z v 7 REZHERT HMLEN
HYET,

U] ROBITIE, 2T LIHELLET A MEIT) LIHOCRET D HEERLET,

Switch (config) # diagnostic monitor interval switch 1 test 1 00:02:00 0 1

WOFITIE, ~NVA = ZRLUFNICA F—T N> TWRWESIZ, BESNTEZAAL v FTT A b
FEITT D EE R LET,

Switch (config)# diagnostic monitor switch 1 test 1

WO T, AAvFETTAL T=2X Y THAOEE LS WVMEZHRET S HEE R LET,

Switch (config)# diagnostic monitor threshold switch 1 test 1 failure count 50
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diagnostic monitor

WOBITIE, ~A R E=8 F 2 RARRI LA Syslog # v — U DERE A F—T T % HE

ZRLET,

Switch (config)# diagnostic monitor syslog

avwyFk H L

show diagnostic Fr 54 2T A b

DR EFR R LET,

| oL-8552-10-J

Catalyst 3750 R4 v F IvVF Y272 1



(2% Catalyst 3750 X1 v F Cisco I0S a2 F |

MW diagnostic schedule

diagnostic schedule

diagnostic schedule 74 EXEC 2~ RZHEHA L C, BT A MOR I Va—U U 7E2FEELET, X
rVa— T EHIBRL, 774V MRECETSAE, Zoavr FOono BAEEMLET,

diagnostic schedule switch num test {test-id | test-id-range | all | basic | non-disruptive}
{daily hh:mm | on mm dd yyyy hh:mm | weekly day-of-week hh:mm}

no diagnostic schedule switch num test {test-id | test-id-range | all | basic |
non-disruptive} {daily Ah:mm | on mm dd yyyy hh:mm | weekly day-of-week hh:mm}

BXDEHEA switch num A v FHESE/ELET, FETEXHMIL 1 ~9 TT,
test AP a— ) TTETANERELET,
test-id FITTHT A NOFEINEFE S, FOMOTFRICOWTIX, MEHEDOTA K
T4y OEEZRLTILEIN,
test-id-range FITT D7 A NOF#BEF SO, ZofofFRizoONTX, MEHED
HARFA ] ODHEZRLTIEI N,
all FTRTCOBWT A N EFEITLET,
basic KRR AT~ ROZWT A M E2FITLET,
non-disruptive JYTAATTT 4T ~NVAE=H TANEETLET,
daily hh:mm FANR—ADBWE AT DAY 2— (HHEAD) 2EELET, ¥
RIZOWTIE, MEH EDOTA T4 OHEZEZR LTI EIN,
on mm dd yyyy FARR—ZADBWE AT DAY 2a— NV EKELET, BERITHOWVT
hhimm W, MEA EOHA RT4 0] OEEZRBL T EE 0,
weekly day-of-week 5 2 N R—ZDBWH AT DAY 2 — GHEAL) ZIEELET, ¥
hh:mm KIZHOWTix, MR EOH A KT A2 OBEEZZRL T ESV,
TIAIE Zoawr RIiZiE, T4 MRERH Y EHA,

avY kR E—F Jsa—r )L ar 7 4 Fal—g

av Yy FEE yy—2 EEARAR
12.2(25)SEE Toawr RRBEMShE L,
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diagnostic schedule W

EREDAMIRSAY T2 L2257 Va— v 77006, ROEEFERH Y £,
o test-id : 7 A MID Y A N &FART HIZ1E, show diagnostic content =~ > FZHH L 7,
o test-id-range : 7 A h ID U X & EK 7T HIZIE. show diagnostic content =~ > FafEH L &
T AU~vBLUONA 7 TROYLATZEETHAEZAILET B 1,3-6 17 A~ ID 1, 3,
4, 5BLW6),
o hh:mm : 2 HTOETF (24 FEHRFD) THEBIODE AN LET, arvr () BLIETT,
e mm : January, February ~ December ® &k 512, HEZ AN LET (KXFEZITNLFONTH
R,
o dd: 2 HiIOEFTHEANLET,
o Yy AMTOEFETHEEATILET,
* day-of-week : Monday, Tuesday ~ Sunday ® L 512, BHAZ AN LET (KXFEELIT/NILFO
W EEA),
] ROBITIE, FFED AL v FITH L THED HRHCREIT A ha A7 Va— ) v /45 hikE R LE
ﬁ—o
Switch(config)# diagnostic schedule switch 1 test 1,2,4-6 on january 3 2006 23:32
ROFITIE, MESINTZAAL v F THBREDREFIZZWIT A NE1TO LA T YV a—V 7355k
R LET,
Switch (config)# diagnostic schedule switch 1 test 1,2,4-6 weekly friday 09:23
BEavUR avwyk HL)]
show diagnostic FrSGABWT A NORRERTFTLET,
Catalyst 3750 Rf yF av>F YI7LYR
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W diagnostic start

diagnostic start

HE LT 2 & FEITT 511X, diagnostic start = —% =<2 FE2HERLET,

diagnostic start switch num test {test-id | test-id-range | all | basic | non-disruptive}

BX DA switch num AL v FFZEFELET, BETEDHPAITT ~9 TT,

test FITTHTAMEERELET,

test-id FEITT DT A MOFHIES, ZOMOFERICOWTIE, R EOLTA K
T4V OHEZRLTIEIN,

test-id-range FATTHT A FO#BIE SO, T OMDIEFRIZO WX, EH LD
HA RTAY] ODEHESRLTITEIN,

all TRTOZMT A F2EITLET,

basic BRI T~ FOBET A &2FITLET,

non-disruptive J)UVTFTAAT T T 4T ~NVAE=ZHE T ANEETLET,

T24+IEK Toawy RITiE, FTIANMRETDHY FHA,

avy kE—F 2 —+4 EXEC

av Y FEE -2 EERE
12.2(25)SEE Zoawr RRBMShE LK,

BRALOAL RS54 S A KID U R F%&#RT5I21%, show diagnostic content =~ > FZHH L £,

test-id-range & 1 v B I ONA 7o TR GNTZEH A LET B : 1,3-6 17 A 1D 1, 3,
4. 5. BLU6),

1 ROBTIE, BEDAL v FTRMT A N EETTHHEEZRLET,

Switch> diagnostic start switch 1 test 1

Switch>

06:27:50: $DIAG-6-TEST RUNNING: Switch 1: Running TestPortAsicStackPortLoopback{ID=1} ...
(switch-1)

06:27:51: %DIAG-6-TEST OK: Switch 1: TestPortAsicStackPortLoopback{ID=1} has completed
successfully (switch-1)
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diagnostic start W

WOBITIE, IEHRI AT DEMEZET D AA v FIZBWT X b 2 25T 2552 R LET,

Switch> diagnostic start switch 1 test 2

Switch 1: Running test(s) 2 will cause the switch under test to reload after completion of
the test list.

Switch 1: Running test(s) 2 may disrupt normal system operation

Do you want to continue?[no]: y

Switch>

16:43:29: %STACKMGR-2-STACK_LINK CHANGE: Stack Port 2 Switch 2 has changed to state DOWN
16:43:30: %STACKMGR-2-STACK_LINK_CHANGE: Stack Port 1 Switch 9 has changed to state DOWN
16:43:30: %$STACKMGR-2-SWITCH REMOVED: Switch 1 has been REMOVED from the stack

Switch#

16:44:35: %STACKMGR-2-STACK_LINK_CHANGE: Stack Port 1 Switch 2 has changed to state UP
16:44:37: %$STACKMGR-2-STACK LINK CHANGE: Stack Port 2 Switch 2 has changed to state UP
16:44:45: %STACKMGR-2-SWITCH ADDED: Switch 1 has been ADDED to the stack

16:45:00: %$STACKMGR-3-SWITCH READY: Switch 1 is READY

16:45:00: %$STACKMGR-2-STACK LINK CHANGE: Stack Port 1 Switch 1 has changed to state UP
16:45:00: %STACKMGR-2-STACK LINK CHANGE: Stack Port 2 Switch 1 has changed to state UP
00:00:20: %$STACKMGR-2-SWITCH ADDED: Switch 1 has been ADDED to the stack (Switch-1)
00:00:20: %STACKMGR-2-SWITCH ADDED: Switch 2 has been ADDED to the stack (Switch-1)
00:00:25: %SPANTREE-3-EXTENDED SYSID: Extended SysId enabled for type vlan (Switch-1)
00:00:29: %$SYS-3-CONFIG I: Configured from memory by console (Switch-1)

00:00:29: %$STACKMGR-3-SWITCH READY: Switch 2 is READY (Switch-1)

00:00:29: %STACKMGR-3-MASTER READY: Master Switch 2 is READY (Switch-1)

00:00:30: %$STACKMGR-3-SWITCH READY: Switch 1 is READY (Switch-1)

00:00:30: %DIAG-6-TEST RUNNING: Switch 1: Running TestPortAsicLoopback{ID=2}

(Switch-1)

00:00:30: %DIAG-6-TEST OK: Switch 1: TestPortAsicLoopback{ID=2} has completed successfully
(Switch-1)

DA vT—=DiF, TAMEZETTLZLICED RZ v 7 EEFERKDNABERICFKTENET,

Switch 3: Running test(s) 2 will cause the switch under test to reload after completion of
the test list.

Switch 3: Running test(s) 2 may disrupt normal system operation

Do you want to continue?[no]:

WDAyE—=Did, TAMEFATTLHILICEY X FZ v 7 OGHENRRET D HAICERINET,

Switch 4: Running test(s) 2 will cause the switch under test to reload after completion of
the test list.

Switch 4: Running test(s) 2 will partition stack

Switch 4: Running test(s) 2 may disrupt normal system operation

Do you want to continue?[no]:

avwvFk H L

show diagnostic Ho T BT A N O R AEFR LET
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W dotix

dot1x

IEEE 802.1x #RFF%& 7 0 — )L A X—T LT ffé IZ. dotlx 7 u— )L a7 X al—3gy
a<wr REFHALET, 774V MEEICRTIZE, Zoa~vr Fono BXEHEHLET,

dotlx {critical {eapol | recovery delay milliseconds} | {guest-vlan supplicant} |
system-auth-control}

no dotlx {critical {eapol | recovery delay} | {guest-vlan supplicant} |
system-auth-control}

S
(Z¥)  credentials name ¥ —VU— NiZ, a~ FI7A4 0O~V T AN O TITERRINETD, R — b
INTWVERA,
B DR critical {eapol | T 7 ARBERBILAA RA T A — B ERELET, FEMICONTIL,
recovery delay dotlx critical (ZFm— UL a7 4 ¥ 2 —vay) avr KEBRL
milliseconds} TL7E&E W,
guest-vlan supplicant 21 v FCTHF > 5 DX A N VLAN O8IfER 70— L0 x—T /b
IZLET,
system-auth-control Z A »F T IEEE 802.1x #dif% 7/ a— )Lz A4 x—7 Wiz LE1,
TI2HILE IEEE 802.1x FRFEIXT 4 E—T VT, A7 3D/ Ak VLAN O8{EILT 4 E—7 1T,
a2k E—F Ja—sL ar7 4 Xal—ay
oy FERE yy—=x EFERRE
12.1(14)EA1 Ioawy RBEMEE L,
12.2(25)SE guest-vlan supplicant % — U — F2SBM S E L7z,
12.2(25)SEE critical {eapol | recovery delay milliseconds} %—7— KBSk L
72

EREDHA K54 IEEE 802.1x & .II:%:? H%/\/l/ \ZA R —7 W2 F HHEIIZ. Authentication, Authorization, and
Accountlng (AAA n»uu uALT 777\7'7/7‘/1’ /7) %/])Z‘ 7/1/& L/\ uALquiJCJ A }\%ﬂ{ ﬁ::'j—é
MERH D F7, jiﬁ)ﬂl\ X, 22—V ORGEIEAT 5, EFLFBIAEF XN TR STV ET,

AA »F @ IEEE 802.1x 8% 7' a0 — WA F— 7 WICT 5 HEiIC, [EEE 802.1x §8iEE L O
EtherChannel &R E SN TWBA X —T7 = A AH 5 EtherChannel D% EZHI& L £97,

EAP-Transparent LAN Service (TLS) ¥ LT EAP-MDS5 T IEEE 802.1x %833 % Cisco Access
Control Server (ACS) 77V o — =3 /75%%@]‘3“6“5575‘*@% L. AA v F 7 Cisco 10S

Release 12.1(14)EA] #EITL TV AEAE, FEN ACS N—a v 321 U ETEHEHL TS Z L 4k
ﬂ‘LA l/\i—a’_‘
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dotix H

guest-vlan supplicant ¥ —7 — KZH LT, A4 v F A7 3 > IEEE 802.1x A bk VLAN ®
BiEE /e — LA =T N TEE T, FEMIZOWV T, dotlx guest-vlan =~ > REZHMM L TL
TEEWN,

il WORFITIX, A4 v F TIEEE 802.1x §8FE% 7 10— S )UIZA R —T MIT B HEERLET,

Switch (config)# dotlx system-auth-control

WOBITIE, A v FTEHT L arDF A+ VLAN OEELZ 70— il 2 —7 VT 5 Hika R
LET,

Switch (config)# dotlx guest-vlan supplicant

E A MR T 511X, show dotlx [interface interface-id] ¥i# EXEC 2~ > REZ AL L E T,

BIEaT R avwy kR EHER
dotlx critical (F'm— v AA v F ET, 77 B ARRERBINA NABERED /T XA —F ZRE
a2y 7 4X2lb—a)y) LET,
dotlx guest-vlan 7277 47 VLAN %A %*—7 /2L, IEEE 802.1x %A k VLAN &
LTHELET,
dot1x port-control A= L DOFWFEAT — FDOFEHIEH Z A r—T7 I LET,
show dotlx [interface feE Sz — o IEEE 802.1x ORREA F R LET,

interface-id)

Catalyst 3750 Rf yF av>F YI7LYR
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W dot1x auth-fail max-attempts

dot1x auth-fail max-attempts

A— P23 VLAN IZBAT S5 £ TICFFA SN 5 K OBFERIT R A % ET 5121%, dotlx
auth-fail max-attempts { > ¥ —7 = X a7 (Falb—a avr NaefiiH] Liﬁ‘o Vi
FEBICETICE., 20wy Rono BRXEFEHLET,

dotlx auth-fail max-attempts max-attempts

no dotlx auth-fail max-attempts

BEX DA max-attempts H— FVHIBE VLAN ICBATT 5 £ CIOHR SN 5 Rk ORERIT RIS % 15
ELET, ETXAHMAIL1 ~3 T, F7 40 MEX3 T,
FTI2AILE F 7 4V MEX 3 ETY,
ARV KR E—F A B —T AR AT 4 F¥al—g
ATy FEE Jy—= TEAE
12.2(25)SED Zoawr RRBMERELE,

ERLEDAA K54

VLAN THR IN DR KOBIEFTEERZ BHET 256, EENFITHRBIEY 1 ~—»BHREINIC
ol B TRMEINET,

i WORFTIX, A— b 3 OFIR VLAN IZA— 3BT T ARNCEHE S A R RORGERITEEE 2 105%

ETDHEERLET,

Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Switch (config) # interface gigabitethernetl/01/3

Switch(config-if)# dotlx auth-fail max-attempts 2

Switch (config-if)# end

Switch (config) # end

Switch#

FE & HERR 9 5 121%. show dotlx [interface interface-id] ¥i# EXEC 2~ > FE AL ET,
BEaYU R avwy kR B

dotlx auth-fail vlan [vilan id) A7 3 OflR VLAN O#iEx A x—7 iz LE T,

dotlx max-reauth-req [count] RN— FPREFF AT — MIBITT DRI, AL v FRRIAET 0

T AZHEETORARMKERELET,

show dotlx [interface interface-id] 157 S 7= — F® IEEE 802.1x DREEEXZFE R L F7,
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dot1x auth-fail vian

dot1x auth-fail vian

AN— hTHIBE VLAN & A R —7 V2T B0, d0t1xauthfa11vlan4/§7 T4 AR AT 4 X
L—ray avwy ReEFEHLET, 774V FREICETIZIE, Z0oa~v Fono BEXEHEHLE

B

dotlx auth-fail vlan vian-id

no dotlx auth-fail vlan

B DA vian-id VLAN % 1 ~ 4094 OFFHTHEE L £,
T72HILE HIFR VLAN i3 E STV EHE A,
avY kR E—F AV H—T 2 A AT 4 X2l — a2
vy FERE yy—=x EERAE
12.2(25)SED Zoawry RREBMEhE L,

EREDAA FS54>

WD X IR ESNIZAR— N THIFR VLAN 2R ETE F7,
o VUINKRAL (FT7ANE) E—F
o FFEM auto E— K
B E A R —TNMCTAHAVERBLY T, T =T NI TWAB L, IR VLAN OFR— MIFH
PRAEERAZZIUTIY A, Bt v A 2047 51212, #HIBE VLAN BAR— bV o7 2o
A~ k¥ 7-1% Extensible Authentication Protocol (EAP) u /47 A Xy FEZTWMAMLENRNH Y F
T RARBATEZN L TEREINTWEEES, RA MM ENTHWEER—ERY 72X T A
RUNEZITWMD ZENTET, ROFBFIERITNTONDETH LWLER M IR0 Enb
nET,
Vaval) 77/ M SFRFEIC LI B &0 AN— MEHIR VLAN 12817 L. EAP FiEkz) A v —V 0871
By MIEEFEEINET, YTV B NS i%ﬂ?@m&ﬁ%ﬂ&#ﬁ%ﬂéﬂfm\t ZOHIBER Y hT—7
77‘12% IRELDNELDZERH Y £9, EAP ORI A v & —I%, &@i@ﬁﬂf%ﬁéhi‘h
o EAP DI A v E—URREINLWEGE, YTV MI60HTE (T 744 18) IZ EAP B
A Y= RE L CRIEEZITEY L LET,
o —EDOFEA L (=& z2iE. Windows XP ZFEITHDOT/NA R) %, EAP ORI A v —T % %17
5% CTDHCP #3FE¥ETE A,
PN T ML, RAEN D EAP EJZIJJ% v =V EZITMo T2 TRER =4 L2 T — FOfA

abtedyyial, HBAEOLWCEOFRZ MM DR H Y 3, Y7 U FBELW
=YX/ ENRAT = FOMAEDLEEZEETHET, A— MIHR VLAN O 1220 £,

LAY 3 AR — MIEHTAHE VLAN (X, #llR VLAN & L CHETHIEIETEERYA,

VLAN % #ilfR VLAN & &7 VLAN Ol FIZRETHZ LIETEERA, TOLIICHKET D &,
syslog A v —URNAERINET,
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Bl dot1x auth-fail vian

il VLAN R — f\?ﬁﬁﬁ?ﬁx?* }‘ IBATT DL, B reAnHREISNET, U T bR
HEFIES AR T 2 L, BRI AT — b CRHELET, 7V I PREFEICHRBEIESN
72t . 7XTCo IEEE 802.1x A — M AHAHL =4, #@% @ IEEE 802.1x A — h & L THbiLE T,

ilfR VLAN #5725 VLAN & L CH#ET 5 &, #llR VLAN OFR— b BITL, TOFR— MIBUTE
uquE§ijL;K7r‘— FOFEFEIZ éf@ jziro

%UKEVLAN%‘/JV/Fﬁ"?‘/ﬂ‘éi)\VLAN? HR—=ANBHIRT 5 &, HilfR VLAN OFR— ~NEiz

f_ MR 2T — NMIBITL, A7 m B ARHEH L ET, HIR VLAN RENELEHFET LD
R ;tf%?i‘fxr~bfﬁfr%ébiﬁ/y HIBR VLAN NIET 77 4 7 THDHE L. HIBR VLAN 7 7 7 4
WZ2o 72 & XA — R BICHIFE VLAN 272D X912, T R_RTORBFERITN I FEnET,

#HIPE VLAN (Z, > LA ARN E—F (F740 FDOR—F T—R) TR R—FENFET, D
720, R— F2BHIE VLAN I b &, 37U D MAC 7 RL AR MAC 7 RL R F—7VICE
MEN., B— MR RENAMO MAC 7 FL R, T TCTEXF=2VTF0EBRE L THEDLILET,

i KOBTIE, B— b 1 THIFE VLAN 2% ET 5 HEERLET,

Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch (config)# interface gigabitethernetl1/01/3
Switch(config-if)# dotlx auth-fail vlan 40

Switch (config-if)# end

Switch#

FHE Z MR T HI2iE, show dotlx [interface interface-id] ¥ EXEC 2~ > FE AN LFT,

BIEaTUF avyk e
dotlx auth-fail max-attempts 4%7 UJy MR VLAN ICEI D Y THEMZ, RITAREZR
[max-attempts] FRREEE AR E L E T,

show dotlx [interface interface-id] BEESNZA— F® IEEE 802.1x OIREAZ R R L 1,
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dot1x control-direction W

dot1x control-direction

Zoawy R, BEREHIhLTOWERA,

Wake-on-LAN (Wol) f#E% #5# L 7= IEEE 802.1x #RiE% A *—7 /Wi L, &~— Ml &2 BE—FnFE
723 RIS ET 5 121%. dotlx control- dlrectlon A E—T 2 A AT 4 FXalb—Tagyavw
VREFALET, T7ANIEECETIZE, Zoavr Fone BXEHFEHLET,

dotlx control-direction {both | in}

no dotlx control-direction

B DEREA both Fe— FORFEHIEZ A F—T M LET, FB— FE., FA RS
/\'7/ FEEZETEEEA,
in RN—rOHBE—FHil#zZ A r—7 VI LET, A—FE, TR L
W7y FEEETEETN, ZEFTEEEA,
TI2FIE A MEIMFEE— RICRESNTWET,
avY kR E—F A B —T AR AT 4 F¥al—g
avy FER yy—=x EEAR
12.2(25)SEC Zoawy RRBEMmERELE,
12.2(58)SE dotlx control-direction f v X —7 =2 A A a7 4 Xal— gy a<wy

BEREDAA FS54>

]

K. authentication control-direction f > % —7 A XA a7 (¥ =
L—yayavwr NiZEbY £ LR,

FI7 4N hBREONFTHE— RIZETIZE., 20a~<w> RO both ¥—7— REFITno FBRXEFEHL
*7,

WoL OFEfz 2T, Y7 hU=7 avr74F¥al—var HA RO IConfiguring IEEE802.1x
Port-Based Authentication] ®# @ [Using IEEE 802.1x Authentication with Wake-on-LAN| OIH%Z %
LTI ZEN,

WOBITIE, B—TFmflEZ A R —T T 5k R LET,

Switch(config-if)# dotlx control-direction in

OB TIE, WG W Z A R —T M D HikE R LET,

Switch(config-if)# dotlx control-direction both

RIE Z MR T HI121%. show dotlx all £# EXEC =~ > K& A L7,

| oL-8552-10-J
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Hl dot1x control-direction

show dotlx all ¥4 EXEC =~ RHJIE, A— M ER—FDRAT— FZRE, TXTDRA vF
TH—T7, RA PR MIEEH SN T TELEFIESN TV RWES, RO LS ITERTRINET,
Supplicant MAC 0002.b39%a.9275

AuthSM State = CONNECTING

BendSM State = IDLE
PortStatus = UNAUTHORIZED

dotlx control-directionin f > ¥ —7 A X a7 4 Xal— a3 avwr K& AN L THE—JMH
WEA =TT DA, Zn) showdotlx all =~ R THRD LS IR RENET,

ControlDirection = In

dotlx control-directionin > ¥ —7 A A a7 4 Fal—ar avr REANLTH, HED
B LY AR— P TZOE— FEHR— FTERWEA, show dotlx all =~ N THRD & 512k
RENET,
ControlDirection = In (Disabled due to port settings)

BEaIU kR avwvk St
authentication control-direction  wake-on-LAN (WoL) HHEZ 5k L 7= IEEE 802.1x #8iE% A F—

T LET,

show dotlx [all | interface BELIEAvE—T oA XK T HHEFHOR— NEERAT —
interface-id] Z AR LET,
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dot1x credentials (¥ o—/\L 3> T FaL—3>) A

dotix credentials (FO—/NJ)L OV I74 X2 L—3

2N
)
dotlx credentials 7 n— 3L a7 4 X al—vay av s FEEHALTC 7YV D b AL vFT
T 7y ANERELET,
dotlx credentials profile
no dotlx credentials profile
B DEREA profile Y7V H R AL v FOTa 77 A LEEELET,
TIHILE ALy FIT BT 7 AVERESHEE A,

Ja—) a7 4 Xalb—y g

EREDAHA R34y

Jyy—=x EERA
12.2(50)SE Zoawr REMSE L,

DAL FE2Y TV MTTHIE, A=k T4 r—2 L LTHOAL yFH2Ey b7 v 7 LT
HOMENDH Y ET,

] ROBFITIE, A v FE2HF T VI FELTRET D HEERLET,
Switch (config)# dotlx credentials profile
RE# IR T 512X, show running-config £7# EXEC =2~ FZ AL ET,
BIEav Uk avwvFk BL
cisp enable Client Information Signalling Protocol (CISP) %A x—7/LIZLE T,
show cisp BESNIEA L2 —7 x4 2D CISP [EHRERFLET,

| oL-8552-10-J

Catalyst 3750 R4 v F IvVF Y272 1



(2% Catalyst 3750 X1 v F Cisco I0S a2 F |

W dotix critical (JO—/S)L 2> T4 ¥al—2aY)

dot1x critical (/ B—/\)L OV 4FalL—>3Y)

dotlx critical 7 m— )L a7 X2l —T gy avr REFEH LT, 77 B AREERBINA R
1%%“ DINT A= (7 VT 4 ANFEFEE 7213 Authentication, Authorization, and Accounting (AAA =

AE. BRAE, THTT 4V T) RBARY =L bnd) ERELET, T 74N FREICETITIE. Z
0):7/ KD no FBEXEFEHL ET,

dotlx critical {eapol | recovery delay milliseconds}

no dotlx critical {eapol | recovery delay}

B DERHA

TI2HIE

eapol ZA v FITEY 7 VT ¢ BB — R A critical-authentication &
7 — MZENT7=H4A. EAPOL-Success X vE—TU % %ET 5 &
YA FEBELET,
recovery delay milliseconds UhoNY B (SVR) Z2RELET, HETESHMIT 1
~ 10000 2 V#T9,

7 VT 4 VIR — k% critical-authentication A7 — MIEL Z LWL 2 TED Y VT 4 VIR —
N OFRFEICR D L= BAI, A A v F 1% EAPOL-Success A v —T &R A MIEELEEA,

U o3 REHIMIZ, 1000 2 VR (18 TT,

Ja—nR) a7 4 FXal—g

EREDAHA R34y

]

J1)y—2 EEARE
12.2(25)SEE Zoawry RpNEBIMEnE L,
7 VT ¢ TR AR— A critical-authentication 27— MBI HE. A1~ F 5 EAPOL-Success

Ay —UEEETLLOEET ST, eapol F—TU—F %ﬁﬂ% LT,

i IR AE 72 RADIUS B — /S8 F "I gL fgof_ BIAAL FBNT VT 4 ANVIRR— & EYSET
LD T 2 ) N Y BIEWIR 2 3% E T 5 I121E, recovery delay milliseconds ¥— 7V — R&{EHA L
F9, T 74N DU A BIEREIZ 1000 2 )?/T“?‘o A— ME, BEACTHASbETEET,
T ARBERFRFEANA R AR — F ETA 2 —T 2T DHI2iE. dotlx eritical 1 > #—7 = A A 2
V74 Falb—vary avry REEHLEST, Ay TR VT 4 IARR—MIHVETLHT /&
A VLAN % &% E T 5 12i%. dotlx critical vlan vian-id {1 > % —7 = A A a7 4 X2l —r 3 a~v
VREERLET,

KOFITIE, VANV BELR E LT200 221 v FICRET 2 k&R LET,

Switch# dotlx critical recovery delay 200

PRE H MRS B 121X. show dotlx #i# EXEC =~ > FE AN LET,

Catalyst 3750 R4/ yF a2 F YI7L VR
m. OL-8552-10-J |



| £2% cCatalyst 3750 4 ¥ F Cisco I0S a<w >~ F

dotix critical (FO—/SL 3> 74 ¥2L—>ay) B

BEav VR avwy kR B L
dotlx critical (f ' F—T A R ay T 7 ARRERBIENAA RNAMEL A 2 —T /I L, Z O
T4 X2l —g)) BEICT 7 A2 VLAN Z&RE L £7,
show dotlx e &hizAR— b o IEEE 802.1x DIREEAZF R L £,
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W dotix critical (1 > 8 —J /4R AV T4 X¥alL—2a>)

dot1x critical (/{1 3 —7J7 x4 X A 714FaL—

3v)

dotlx critical f > % —7 =2 A A a7 4 Fal—T g avr FEfHALT, 772 ARERBIEN
A XA¥§RE (7 U 7 4 BIVEBREE 7213 Authentication, Authorization, and Accounting (AAA; FFE, 7
N 7ﬁ¢/74/7)%%f)/w&%mo)%47 TN LET, A— R
critical-authentication A7 — NMIEDPNTHBEIWCAAL v TF NI VT 4 DAV RE—MIEIDVHETCHT 7k
A VLAN ZRETDHZEHTEET, ’@%%%?4t%7WKTéW\itﬁ?7ﬁwFKE¢K
X, Zoa<vr RO ne JBXEHHLET,

dotlx critical [recovery action reinitialize | vlan vian-id|

no dotlx critical [recovery | vlan]

B DR

TI2AILE

™.

H
I

T

av Yy

recovery action reinitialize T U ARRENER ufl:/w’ IRADY jg/\ U RERERE A 2 —T Iz L,
qu*JLH/VMﬁﬂ%T LR TEHZAEWC Y AN T vra it ky
v— N ERRFET D & 9? Li“ﬁ)‘o
vlan vian-id X4y%w&)74ﬁw&ﬁﬁbmﬁwﬁfé:a@f%57&
T2 VLAN 28 LE3, fHE T 2T 1 ~ 4094 T,

T 7% ARREFEENNA N AT T 4 B — T LT,
UANY T va TR ESNTWER A,
77 A VLAN IR ESNTWHERA,

Ay B =T o f A AT Fal—g

avy FEE

EREDHA R34

Jyy—=x TENE
12.2(25)SED ooy RBRBEMENE L,
12.2(25)SEE vlan vian-id ¥—7 — R BMENE LTz,

AR— k723 critical-authentication A7 — MZEPNTZHEITAA v F N7 VT 4 V7R — MIEID Y
’CK)T?“EX VLAN Z#$8E$ 25121, vlan vian-id ¥— 7V — FEEHLE3, €37 VLAN ¥ A
TiE, ROEHTHR—b XA FICHEBE L TWDELERDH Y 7,

o JUTAANEBRR— BT 78R R— DA, VLANIZT 7 A2 VLAN TRITERD £
Aog

o JUTAINBER—EIRNTTA_X—kK VLAN ODFE Xk R—FThHH8E, VLAN T XY
7T A4 X— |k VLAN TRIFIER D 8 A,
o JUTF4HNER—FIPIL—T v KR R—bDOEPA., VLAN 2HEE T4 FBTIHEE).

7747 > T Windows XP 281 L, 7 747V "B EEREINTWD T VT 4 B0 R— FR
critical-authentication A7 — s TH DA, Windows XP 154 v X —7 = A ANRRIES L TWVRWNWT &
EWELET,
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dotix critical ({ ¥4—J 4R av74F¥2L—>3>) B

Windows XP 7 7 A 7> T DHCP 8% E &, DHCP =60 IP 7 RV ARH HFE, 7V
T 4 BV AR— K TEAP BRI A vt —V%Z(ELTH DHCP RETr A2 HAM L LEHA,
T U & ARBERRIFE A S AKERER L OVHIE VLAN % IEEE802.1x &R— h LICRETE 4, A A v F
IR VLAN T2 U T 4 )b R— b OFFEIAEEZRIT L. RADIUS — B¢ _RCTHEATE 204,
R—FOWREEITZ U T 4 IAGRFEART — MIBITL, &A— MIHIRE VLAN OFFE 220 F£7,

TV B ARGERIENA NAREL R —F EX 2V T 4%, ACAAL vF A— MIRETEET,

U] OB TIE, T 7 & ARKERIENA NAEREEA R — b LTA X —TNMICT 5 HEERLET,
Switch# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Switch (config)# interface gigabitethernetl/0/3
Switch (config-if)# dotlx critical
Switch (config-if)# end
Switch (config)# end
Switch#
X Z MR T DL, show dotlx [interface interface-id] ¥ EXEC 2~ > FE AN LFT,
BEEavUF = L
dotlx critical (Fe—/ VL a7 ¢ AA v F BT, T 7B ARGERFBIEANA N AERED 8T A —
Fal—Tav) FaERELET,
show dotlx [interface interface-id] FRE &N 7= — b @ IEEE 802.1x DIREEZFK R L E T,
Catalyst 3750 Rf yF av>F YI7LYR
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W dot1x default

dot1x default

IEEE 802.1x /NT A —& %7 7 /L MEIZY > T 511, dotlx default > % —7 = A A 2
T4Xal—vary avrs RefHLET,

dotlx default

BXXniA Zoawy RICE, BIEEREF—T— RiEh Y A,

T24+ILEK F 7k MEZRD LBV TT,

e R— NHfTD IEEE 802.1x 72 a2/ DA F—7 ) A5 — MNITF 4 E—T L TF
(force-authorized) .

o HREREOFATH M O EIL 3600 BT,

o EMMRHRIELT 4 E—7 NV TT,

o FEHERERIL 60 B TY

o FHmEEEHIL 30 BT,

o fmPHmERIEL 2 BT,

e KAKET—RETUIIVERXRTT,

o JITAT YV INDEA LT U MNERIE 30 B TT,
o BBV —ROZ A LT U NREEIE 30 2T,

avY kR E—F Ao H—T xR AT 4 Fal—Tgr

avy FBE Jyy—= TEAE
12.1(11)AX Coavy FRBMENE LR,
12.1(14)EA1 ZOaAvYRE, A VH—T A A AT 4 Fal—vary F— FICER
XNnFE L,
i WOFEITIE, A— kO IEEE 802.1x 8T A —X% V¥ v h4 2 HEERLET,

Switch(config-if)# dotlx default

FE & FERR 9 5 121%. show dotlx [interface interface-id] ¥i# EXEC 2~ FE AL ET,

BEaTVF avwyk A
show dotlx [interface interface-id] & Sz — F® IEEE 802.1x DREEZFR R L ET,
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dot1x fallback H

dot1x fallback

IEEE 802.1x muuﬂi%‘ﬁ-j—‘— ]\ L/fcfl/\y 747/ ]\ 7jd-l/ Web wuuﬂi%7ﬂ“—ﬂ//\/7ﬁtk Lv({%ﬂqj—
DEIDITHE— FEFRET DT dotleallback%/&v Tz A a7 4Fal—vary av R
é”ﬁﬁﬁbiﬁ” T77k/1/1\”““ﬂ WWERTIWIIE, Zoa<vr Fone IBNA2HEH L £7,

dotlx fallback profile

no dotlx fallback

BXnRA profile IEEE 802 1x B EZHR— R L TWARNWI FAT L " O 7 +—NA Ny 7 Fu
T ANERELET,

FTI2AILE T =Ry 7 FA X =T L TIEH Y 8 A,

avy kFE—F A B —T AR AT 4 F¥al—g
avy FERE yy—=x EEAR

12.2(35)SE Zoavry RRBEMEhE LE,

BRLDAMIRSMY Zoa~vr ReEANTHEIC, A4 »F K— kT dotlx port-control auto f >4 —7 = A A 27 ¢
Xal—vayavy ReANTLH2LERSY £7,

] ROBFITIL, IEEE 802.1x BALMAICRESNTND AL vF R— NI+ — v FuTy ALk
fBETHHIEERLET,
Switch# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Switch (config) # interface gigabitethernetl/0/3
Switch (config-if)# dotlx fallback profilel
Switch (config-fallback-profile)# exit
Switch (config) # end

FRE Z MR T 5 12iE. show dotlx [interface interface-id] it EXEC 2~ > FE AN LET,

EEavF = SieA
show dotlx [interface interface-id] FBEESNZAR— o IEEE 802.1x DykAEA Fom L £,
fallback profile Web 8FAED 7 +— Vv 7 a7 7 A VEERLET,
ip admission {— T Web #iEx A X—7 VI LET,
ip admission name proxy http 7\4 v F T Web 3Birx 7 a— oA x—7 Mz LET,
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W dot1x guest-vian

dot1x guest-vian

775 4 772 VLAN % IEEE 802.1x ®# % + VLAN & L THET I jdmngmnwmn4/&—
TxAfAary74F¥alb—varyavr ReEHLET, 7740V FRECRETICE. Z0a~v R
D no BREFEHLET,

dotlx guest-vlan vian-id

no dotlx guest-vlan

BX DA vian-id 7277 47 VLAN % IEEE 802.1x 72 N VLAN & L THELET, HETE
LEPHIL 1 ~ 4094 T,

i

FI2+IL K # 2 N VLAN [Z#RE S EH A,

avy kFE—F A B —T AR AT 4 F¥al—g

av Y FERE yy—=x EEAE
12.1(14)EA1 Zoawry RRBMEhE L,
12.2(25)SE 0):7/] X, T 74V hOF AN VLAN O8ERZE XD L HICERS
nELE,

FEREDAARSL4Y KOWTHhIADAAL vF K— FMIHF A N VLAN 2% ECXET,
e FETTARXR—FVLANIZBT DAL T 4 v I T 78R KR—F

o BHUHFY FTFTA =K VLANICET 57T 4=k VLAN R— b, A1 vF R— MRS
ﬂéﬂ“’\“f@fx M, SWARREDO Z YOI K LT2inE ) b bd, I 44— |
VLAN (2 JUéT%ﬂiﬂ“ 2L TR, AA v FOTFIAIVBRIOEAHY TTA4 =]
VLAN OXHGTF 2L TF T4~ I 14—k VLAN ZH[B L £,

A A »F @ IEEE 802.1x AR"— b Z & 14 A + VLAN %% 7E L C., H4F IEEE 802.1x FRiFZFEITL TV
NI TAT b (AL yFICEHIN TN D 7A4xit17 I AT —3 g ) ~OYF—EZXEH
[RCEET, 9 Liz—HIX IEEE 802.IXx BALDT=DICV AT L& T v 77 L— R TEETH,
mewwSVX?AﬁE®$xkmemEmzm_ﬁmf%iﬁm

IEEE 802.1x ;" — s T# A s VLAN % A 3 —7 /WIZ L7254 #BGEY— /328 Extensible Authentication
Protocol over LAN (EAPOL) Request/Identity 7 L — AICK T HI0EZZE LRV, HDVIE

EAPOL X7 > BT FA4 7 MinbEFEINRNE, AL v TFTIEIIFA4 T a7 A~ VLAN IZ
H Y CTES,

A A v F1L EAPOL /X7 v MNERAZHEEFELET, Vo7 OFE-FERINICE] > EAPOL /\/7/ mw/
2 —T A A ETHRHBSNTZSE. 7 A N VLAN BRI T 4 B—7 220 £9, F— AR $TIZ

A b VLAN A7 — bIZ 3;)5 7;‘1‘1:[\ Tg_ I\bjﬁiéq:ﬂ‘xﬁ:'— ]\C:ED N uquﬁ‘ﬁﬁfﬁ éﬂij— EAPOL)E
B3V 7ok ey FEnEd,
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dot1x guest-vian W

Cisco IOS Release 12.2(25)SE £V HR1DO A A »F TiX, EAPOL /N7 > MNEBEAZRFFL T Rh o7
7o, £ Z—7 x4 AT EAPOL X7 v BRI SN0 E 9 IcBfR7e <, A F VLAN ~DiR
AET 7B AR LT AT o b &EFFAILE L7z, Cisco I0S Release 12.2(25)SE T, Z D47 3
Y OEMEER A F—T7WIZT HI21%, dotlx guest-vlan supplicant 72— 3L 227 f Falb—v g v
avy FEERLES,

7272 L. Cisco IOS Release 12.2(25)SEE TiZ. dotlx guest-vlan supplicant 72—/ 3L 237 4 ¥ =2
L—yay awy NET TR — h STV ER A, dotlx auth-fail vlan vian-id AUV H =Tz A A
A7 4Falb—varyavry Re AT LH L, HlBR VLAN Z2fEH LT, BRECRBLEZ 947~
MZFxy hU—2 T2 vRA2 5252 ENTEET,

AA v F R— FNF A VLAN IZB1T79 5 &, IEEE 802.1x 3E I A4 7 MIWVW STy 77 &
AR ENET, IEEE 802.1x XfitnZ FA 7> "B, A KN VLAN ZHELTCWAHR— M LEFET

—H:buﬂa“é}: A— Fi% RADIUS #%7&E VLAN £7213 2 —¥HET 7 & A VLAN TILEZFA %
.}:,__ ]‘ (:*g”?:f l_/ l:uu nEﬁ)ﬁEﬁéﬂi#

A KNVLAN X, v 7 VARA N = FBLOVAVFHRA L E— RO IEEE 802.1x A— kb ETHR—
FERET,

Remote Switched Port Analyzer (RSPAN) VLAN, 7Z 4~V 754 ~X— kK VLAN, F£72/3%

VLAN LSO T 7T 4 7729 ~_To® VLAN i, IEEE 802.1x ® /% A2 h VLAN & L & E'Cjc?iﬁ“ 7
Z b VLAN O#gEIX. W VLAN (b —7 > RAR— ) 72T b7 027 A— M ETEPFR— S
FHA, YR—FENBEDET 7 A K— T T,

DHCP 7 Z A4 7 > b 3R ST 5 IEEE 802.1x ARn— R D4 A2 k VLAN %% & L7t . DHCP ¥ —
NPBRANIP T RLRAERGT20ERHY ET, 7747 k= DHCP 7' r & 2K &
720, DHCP =M ARAMIP T FUAZBAGL L9 &3 D01, A1 »F o IEEE 802.1x F83E
Tt AEFEBTORELZLL TEET, [EEE802.1x fBiEt7 nE ADRELBW S LET (dotlx
timeout quiet-period 3 X O dotlx timeout tx-period f > 4 —7 = A XA a7 4 Fal—T a3l a~v
VR, REOHWDEIL, BRI IEEE802.1x 7 FA T hDEZ A FITL» TRV F7,

AA » FUE MAC Z8aF N1 ¥ X %R — F LET, MAC #BFE/NA 73213 [EEE 802.1x A" — h TA 31—
TNDEE . AA v F ik, EAPOL A vt — V% £ L T\ 5 [EIC IEEES02.1x mmﬁ;ﬁﬁﬁt)m
RHE. ITAT U FDOMACT RLRIZEASWTI FA4 7 M TEEd, XA v Fid, IEEE
802X R—hF LD FAT U FERELIZHET, 274 T b0 —H Ry b Xy NEREL
EFF, ALY FIE MACT FLALESN 2 —PA B L VIR Y — &R
RADIUS-access/request 7 L — A & FRFEY—/NC /i\ﬁ bi‘fo AR BT 2 &, AL v FIZT T4 T
YRMIFRY NI =T ~DT 7 AR LEY, BRECERRT DL A vy FIEAR—- M A
VLAN ##I0 4 CTET HEEINTWRWER), FMlcO>VWTX, Y7 =7 a7 4Falb—
vay HA Ko [Configuring IEEE802.1x Port-Based Authentication] ®#® [Using IEEE 802.1x
Authentication with MAC Authentication Bypass] OHAZSH L T 723V,

i WORFITIX, VLAN 5 % IEEE 802.1x 7" A s VLAN & L THET S HiEE R LET,
Switch (config-if)# dotlx guest-vlan 5
WORFITIX, AA v FOFHEIRFR A 3 FIZERE L. AA v F 2 EAP-Request/Identity 7 L — A 2%
L7 I7AT MO DISEERD, Eﬁ%ﬁ%ﬁ‘féif@@%{% 151C3%ET 55k, BEIOIEEE
802.1x "— F A DHCP 7 Z 4 7> MIEEfi s T 5 & ZiZ VLAN 2 # IEEE 802.1x "2 ~ VLAN
LLTAR—=T N D HEEZRLET,
Switch (config-if)# dotlx timeout quiet-period 3
Switch (config-if)# dotlx timeout tx-period 15
Switch (config-if)# dotlx guest-vlan 2
Catalyst 3750 Rf yF av>F YI7LYR
| oL-8552-10- .m



2% Catalyst 3750 R4 ¥ F Cisco 10S av > F |

W dot1x guest-vian

WOFITIE, A7 a D5 A~ VLAN O#fEE A x—7 iz L, VLAN 5 % IEEE 802.1x 7° A k
VLAN & L THRET 2 7ika R LET,
Switch (config)# dotlx guest-vlan supplicant

Switch (config)# interface gigabitethernetl/0/3
Switch (config-if)# dotlx guest-vlan 5

FRE & MR T 5 12iE. show dotlx [interface interface-id] it EXEC 2~ > FE AN LET,

EEaITUFR = e
dotlx A7 a DS AR VLAN O% 7V 7 v ME#EEZ A x—7
MZLET,

show dotlx [interface interface-id] i S iz — h @ IEEE 802.1x ORBEA LR L £,
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dot1x host-mode W

dot1x host-mode

IEEER02.1x &F A R— h LT, YV I NHKRAN (VT7A4T ) FRIFEHORA N E2FHFT 51201
dotlx host-mode f v X — 7 =z A A a7 4 FXal— gy avy e LFE 4, IEEES02.1x FF 7]

AR— kLT, Multidomain Authentication (MDA; </ 5 K X A /mw ) A F—T T BT
multi-domain ¥—7— FZ2FHLET, T 740V FFRECETIZE, Z0a~vr Ko no Xz H
LET,

dotlx host-mode {multi-host | single-host | multi-domain}

no dotlx host-mode [multi-host | single-host | multi-domain}

340

.'E.EI':

3

TI2H+IE

avU Rk E—F

multi-host A v FTwNVFKRAN =R X—TNMIZLET,
single-host ALy F TV I NFAN T— R =T MILET,
multi-domain AA v F R—KFTMDA A4 x—7 M2 LET,

FITFINRRET, YT INUARA N T— RTT,

Ao HE—Tx2Af A AT 4 Fal—3g

avy FERE

EREDAHA R34y

yy—=x EFERRE

12.1(14)EA1 Zoawy RPMEMEE L7z, dotlx multiple-hosts 1 > % —7 = A
aryI74F¥al—varavry RicEbsbDTY,

12.2(35)SE multi-domain ¥ —7 — R EMIE LTz,

Zoavy FE#ERAT 5L, [EEE802.1x bR — A H—D7 Z 47 MIRE LY, BEDOI Z
A7 v ~%& IEEE 802.1x Xt — NI LIV T2 &N TEET, wAF AR E— RTIE, #
SNz HRA RO B 1 O?‘i&‘fﬁi‘ﬁﬂéﬂﬂi TRTCOFAIDFR Yy NT—7 T 7 BARFR S
F9, F— ERBEFAI AT — MR- E (BBAEN KR L7254, $£7-21% Extensible
Authentication Protocol over LAN (EAPOL) -Logoff A v E—U %% LIzgh6) ik, Bk
TRCDITAT VIR FRy NT—7 T/ RARHEEINET,

AN— FT MDA Z A X—7 W24 5I121%. multi-domain ¥ —V— FZEH L £9, MDA (IR — %
7 Z RAL U EEFRRAALOMFIZHELET, MDA ICXLY ., T—X%EFE L IP Phone 72 & DF

HEE (R ELT A A ORE) O HE U IEEE 802.1x *IGA— k LT I E
‘3”0

Zoavy REANTDHHEIC, FEEDFR— T dotlx port-control f % —7 x4 X 227 4 Fa
L—y gy 2= K2 auto | ;Eﬁfféh“ﬂ\é LR L ET,

i WOFITIX, IBEE 802.1x #BiE%E 7 a0 — L2 A4 X —7 M2 LT, &~— b® IEEE 802.1x F8FE%E A R —
T, AT HRAN BT REAR—TNMITHHEERLET,
Switch (config)# dotlx system-auth-control
Switch (config)# interface gigabitethernetl/0/3
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W dot1x host-mode

Switch (config-if)# dotlx port-control auto
Switch (config-if)# dotlx host-mode multi-host

WoHITIL, IEEE 802.1x §8fiE% 7/ 10— LA 32— Lz L, IEEE 802.1x @& A X —7 /LT L,
FEEINTHR—FTMDA A X—7 VT D HEERLET,

Switch (config) # dotlx system-auth-control

Switch (config)# interface gigabitethernetl/0/3

(

(
Switch (config-if)# dotlx port-control auto
Switch(config-if)# dotlx host-mode multi-domain

A MR T 511X, show dotlx [interface interface-id] ¥i# EXEC 2~ REZ A L E T,

BREOY YR avwo R Bl
show dotlx [interface interface-id] f5E SN =R — F @ IEEE 802.1x DRHEAZ £ 7 L E T,
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dot1x initialize W

dot1x initialize

N— ]\J:T%ﬁb < HALDIE‘E VAV /%‘_’%ﬂﬂiﬁﬂﬁj— FIIJ j: /'j::@ IEEE 802.1x Xj‘ﬁc:ﬂ_”— b 781’ ?@beﬁnq:
AT — MIRTIZIE, dotlx initialize FFHE EXEC av s RzEHLET,

dotlx initialize [interface interface-id]

ESCDERBA interface interface-id (EE) B— ra2uEELES,

TI2HIE F7FNMRETH Y EH A,

avykE—F #HE EXEC

av Yy FEE Jy—=x EERNE
12.1(14)EA1 Zoavwy RPMEMEShE L,

FEREDHLAKSM4Y o=~ Fix, IEEE802.1x A5 — b w3 v UL L, ¥R rs e LEd, Zoav
Y REAS L%, A— POIRREIZES 12720 F7,

Zoawy FiZiE no BRITH Y £ A,

i KOFITIE, R— N2 FE OIS 2 HEEZRLET,

Switch# dotlx initialize interface gigabitethernet2/0/2

show dotlx [interface interface-id] ¥ EXEC 2~ REANTAHZ LIZX Y, A—F AF—F XN
WFAC7e o TNWD T L B fERTEE T,

BEaIvUF avvF A
show dotlx [interface interface-id] fBE 7z — @ IEEE 802.1x DIREZ R L E T,
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W dot1x mac-auth-bypass

dot1x mac-auth-bypass

MAC FBFEANA R AHERE R A F— 7 T 51Z1%. dotlx mac-auth-bypass 1 > % — 7141 ar7 g
A’F‘ﬂ. L—ay avwys ]\jf'fﬁﬂq L/\ij—o MAC ntoutE/\/r/\X% 7%7‘/(? 7/1/ jﬂé \ ZhOavx
Y Ro no BEHEHLET,

dotlx mac-auth-bypass [eap | timeout inactivity value]

no dotlx mac-auth-bypass

BXnRA eap ({£:&) #RFEIC Extensible Authentication Protocol (EAP) Z#fFEf42 k95 A
A v TFEFRELET,
timeout inactivity  ((£E&) R SNIZHAA MBNEF A AT — NIRBHNCHET 774 T THIHH
value BEZELET, HETEHHPAIL 1 ~ 65535 T,
T2+ MAC FIENA RRAET 4 B —T L TT,
avY kK E—F A H—T AR AL T Fal—gy

avy FEE yy—=x TENE
12.2(25)SEE Zoavwry RpNENENELE,
12.2(35)SE timeout inactivity value % — 7V — RSB S E L7z,

BREDHA R4 BHICSKHINRVIRY . MAC ZBAAEAA S ZBEREEOHEH LD H A K5 A 13 IEEES02.1x ZRAFOMH I
DHARFA L ERLTT,
AR— ]ﬁ>MAC7F¢OVCm&éﬂt%T’j“—M%%MACmd?MWVM%b%74? Tz LT
Ba. R—F 27— MNIITIEELHV X A,

A= INKRFART— D THY, 77472 5 MAC 7 RUARGREEY — N T —F X—2 TR W GE
A= MIKRFAIRAT—bDEETT, 7L, 7747 FMACT RLART —FZX—R|TEME
) <]: AA v F 1T MAC mqu/\4/\7<Fﬂ% id?'f%ﬂ% LCHR— k ffﬁmuuﬂ;(%ij—

“*]\Z)‘wquXT’_‘]\ fﬁb\i}%{j\\ ﬁmuuﬁﬂ’?‘?bﬂéiff"‘}‘ @X?’“F%%&i{%biﬁo

Vo2 DF747HALHIZEAPOL X7y "3 VX —T =4 A ETHRHEENTEZHE. A vTFid. £
DA VHE—=T 2 A ATHEFEENTNWDET A AN IEEE 8021k ithia 7Y o b THDHZ L HMER L
(MAC FBFE/NA S 2AEHETIE 72 <) TEEE 802.1x #BFREZHEH L TA v F —7 = A A ZFRFEL £ T,

MAC EDEEE/\4)/\XTELHIE3*L7LQ&7/‘)7/}\ iﬁﬂhﬂﬁf%i‘j‘

MAC FRFE/SA /3 2% OV EEE 802.1x fRFED M AEH OFEMIZ DWW TIL, Y7 hv=T a7 1F =
L—a ¥ HA Ko TConfiguring IEEE 802.1x Port-Based Authentication] ™% [Understanding
IEEE 802.1x Authentication with MAC Authentication Bypass] ®IHis LT NEEE 802.1x
Authentication Configuration Guidelines] DIHZZHL T 2SIV,
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dot1x mac-auth-bypass W

1 WOFITIE, MAC BREEANA RRAZA R—T ML, BRI EAP 2T 2555 2 v FE2RET D
FEERLET,

Switch (config-if)# dotlx mac-auth-bypass eap

WOFITIE. MAC BIFAA RRABA F—T NI L, B SN RA MR IOBBIET 7740 7T TH D
BRI A LT U NERET D HEEZRLET,

Switch (config-if)# dotlx mac-auth-bypass timeout inactivity 30

RE A MR T 511X, show dotlx [interface interface-id] ¥i# EXEC a2~ > RE AN L E T,

BEEav> R avwyvk ELE

show dotlx [interface FBE SN/ — ko IEEE 802.1x MREEFK R L E T,
interface-id)
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M dot1x max-reauth-req

dot1x max-reauth-req

R— P REFRI AT — MIEDDETIC, A v FRRIAET 2t R &2 FHIRET 5 EREEERET 512
b;t dotlx max- reauth req A E—Tx AR AT 4 Fal—vary avry e LES, 774
LRBREICETICE, 2oa~vr Rone BXEEHLET.

dotlx max-reauth-req count

no dotlx max-reauth-req

B DA

TIAILE

avy kFE—F

count AN— NPT AT AT — MIBATT DRI, AA v FH
EAPOL-Identity-Request 7 L — A% FiE(E L CERAEY 1 & XA # Bita 7 5 B
ZERELET, A= M 802.1x HXIEDT A AREFR SN TV DLHGEH, A
A v FIx, T7ﬂ‘/V1\Tj2E@nﬁuu Uﬁﬁ?%??b\iﬁ—o ANl N Ay A~
VLAN REEINTWDHHA. 2 BIOFRGERITH, A—MI, 774/ T
17 A~ VLAN ECHAIEShET, SBETE &M 1~ 10 T, 7 7+ /v
MEIX 2 T7,

T 7 F N NI 2 ETT,

A H =T A AT 4FXalb—Tg

ATy FEE

BEREDAA FS54>

]

yy—=x EERA
12.2(18)SE oo~y RAEMERE LT,
12.2(25)SEC count THANET S E LT,

ZoAaxy ROTF 740 MEZ, Vo7 ORFEENET LIZBER, FEDY 747~ MBI URE
P—"OEEICRBENH D HERE. RERRIUTKHT 2 EEZTOLENRH D L IR TEELT
<IN,

OB TIE, R— FPEFAIRT — MIBATT DRI, A1 v FHREET 0 2 2 fEdh§ 5Bz 4
WCRET D HikaERLET,

Switch (config-if)# dotlx max-reauth-req 4

FE & HERR 9 5 121%. show dotlx [interface interface-id] ¥i# EXEC 2~ > FE AL ET,
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dot1x max-reauth-req W

BEaTUF avwyFk HL
dotlx max-req ALy FRHBIET 0 22 BEHT L0, EAP 7 L — A ZFRFET — NI
EETLH2EERBEAHRELET REEZZE LRV ERE),
dotlx timeout tx-period x-{ v 7% EAP-Request/Identity 7 L — LIk T2 27 T4 T2 R H DI
Bafhb, EREFEETHETOREREHRELET,
show dotlx [interface 57 X 7=4— ~ o IEEE 802.1x ORAEZ R R L £ T,
interface-id|
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W dot1x max-req

dot1x max-req

AA v FNRRFIET v R & FHAA83 5 Hi1IC,. Extensible Authentication Protocol (EAP) 7 L — A %GR
FEY— NS T AT v NMIZEET D Eﬁklﬁl%{% RET DL UGB EZE L2 & 3HI#E) . dotlx
max-req { V¥ —7 A A a7 4Falb—var avrs FEEHLES, 7740 FREICKETIC
X, Zoavr Rone BERXEFEHALET,

dotlx max-req count

no dotlx max-req

BXnRA count AA v F N, FRIALT 0¥ 2 & FEHTSEC, EAPOL DATA /347 » kD%
BT dsE% T, 2L 2 \M£7mtx@$% YTV B bR’ B
D, MENRELT-EES. T—F8r T 0 7r—%1%, et X&2H LT BRI
F—AERAE 2 EFEXELET, HETXHEMII1 ~10 T, T744 1
X 2 <9,
TIAILE F7H N M2 ETT,
a2 kR E—F A B —T AR AT 4 F¥al—g
av Y FERE Jyy—x FEARNE
12.1(11)AX Zoavry RRBMENE L,
12.1(14)EA1 AR RE A E—T A A Ay T 4 F¥alb— gy F— FIER
XNnE LT,

BEREDAA FS54>

oAy ROTF 74V MEZ, U7 OFEENMET LIZGE, HEDZ 747 » M L UGEE
P—"OEEICRBENH D HERE. RERRIUTKHT 2 EEZTOLENRH D L IR TEELT
<IN,

WJ /)/_\’@ﬁljflj: mLuE7 D‘EX%E?&%#%HU (N A A /3:75‘ EAP 7 L — Aé’muui'ﬁ_—/\ﬁ367747/
MIEET HEEE 5 ENCRET 5 HikERLET,
Switch (config-if)# dotlx max-req 5
REZ MR T 51X, show dotlx [interface interface-id] ¥i# EXEC 2~ > FZ AL E T,

BEav U F avwo R B

dotlx timeout tx-period  Z.{ v 5% EAP-Request/Identity 7 L' —2ZxT 257 T4 7 hinbH®
IGEERD, BEREBRETLIETCOREERTELET,

show dotlx [interface R &= AR — o IEEE 802.1x OWREAF R LET,
interface-id)
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dot1x multiple-hosts W

dot1x multiple-hosts

Zoawy R, BEREHIhLTOWERA,

WED Y Y —XT, dotlx multiple-hosts > ¥ —7 = A2 a7 4 Fal—Ta avwr NI,
IEEE 802.1x #F A AR — FTHEDOKRRA N (77478 ZHATHEODIHEHINE LT,

avy FER yy—=

EERARE

12.1(11)AX

Zoavry RRBMEnE LR,

12.1(14)EA1

dotlx multiple-hosts { > % —7 = A X a7 4 Fal—Yary avr R
X, dotlx host-mode 1 > ¥ —7 A A a7 4 Falb—aavws R
DY E LT,

BEavT R avwyk BL
dotlx host-mode A— k® IEEE 802.1x " A b E— RK&FREL FT,
show dotlx AL v FEIFTRE S NIZAR— O IEEE 802.1x #atEH, BEAT —X
A, BLOEERAT =X 25 FK R LET,
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W dot1x pae

dot1x pae

IEEE 802.1x Port Access Entity (PAE) A —tE o7 4 —& & LTHR— FERET 511, dotlx pae
AVH—TxAf AT 4F¥al—rvar avy Re@EHLET, [EEE 802.1x @itz A — K~ ET
FAE—TNMCTBHITE, Zoavr RO no BREZERLET,

dotlx pae authenticator

no dotlx pae

BX DA Zoawy RICE. BIEEREF—T— RiEH Y A,

TI2AILE A— NI IEEE 802.1x PAE A —t% v F 4 #— % TlIdb Y £ A, IEEE 802.1x FiFITAR— F L TF «
Y —7 N TT,

a2 kR E—F A B —T AR AT 4 F¥al—g

AV FEE yy—2 EERE
12.2(25)SEE oy RGBS NE L,

ERLDHA K54 IEEE 802.1x Rif2 A — F L CF 4 £ —7 AT 285412, nodotlxpae > ¥ —7 A A A7 4
Foal—ragryavwry FEERLET,

dotlx port-control > ¥ —7 =2 A R 2T 4 Falb—val avry NEANTEHRELTHR—E
T IEEE 802.1x ik & E L1 HA. AA v FILHBMICHA— M%& [EEE 802.1x A—t T 4 /r—4&
ELTCHRELET, A—% T 1 7 —% D PAE BIfEIL. nodotlxpae4’/§7 TR AT 4K
L—Yay avwry REANLEBRTT =7 M2 7,

#1 WOFITIEL, R— F® IEEE 802.1x R 2F 4 E—7 NI+ B FiEE R LET,

Switch (config-if)# no dotlx pae

RE AR T 5121, show dotlx %7213 show eap £##% EXEC =~ > FE# AN LE T,

BIEaT R avwyEk EL]
show dotlx AL v FFEITEESNT-AR— MO IEEE 802.1x #aHE
., BHAT—H A, BLXUOEMEAT X AEFRRLE
‘d—o
show eap 2 v FELITIREENTZR—FDEAP DL X F L —

VariFRB IOty va UERERTLET,
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dot1x port-control M

dot1x port-control

N— FOFAIAT— M EFEHTHEITE 2 L HI2T DI, dotlxportcontrol%/& TxA A2
Y74 Xalb—vary avy REEALET, 774V MREICETITE. Zoavy Ko ne BAE

ML ET,

dotlx port-control {auto | force-authorized | force-unauthorized}

no dotlx port-control

BX DA auto A — 1T IEEE 802.1x ik & A X —7 ML, AL v FHEVUY 74 7 b
@ 1EEE 802. 1X Ao 55@ %O% T_‘ f‘%utFTif_ \iﬁ%u$‘f27‘”— }\ 73‘]4%]_/
iﬁ“

force-authorized — kT IEEE 802.1x WFE%E T 4 E—7 Iz IE, BEEE RO E &
Li\ A= 2T AT —MNIBITLET, F—NMNIZTF7A47 > F&DIEEE

802.1x /\“_Zmunﬂi%fﬁib'f I, BEORNTI T4y 7 EEZELET,

force-unauthorized 7 51472 O DORIFORL A TR THER L, R— N 2 IREIHICHETF AT 2
T—RIEFETLZLICEY, ZOR—FMREADOTRTOT 7 AZERLE
To A4 v FIFER—=F 2N LTI TAT > MIRIE—EAERETE I
Pue

FI+IE 57 v kO ET force-authorized T,

a2 kK E—F AV H—T A A AT 4 Fal—ay

avy FEE Y- EERE
12.1(11)AX Zoavy KBNS E LT,

BREDAL FS4Y  #5EDOKR— k@ IBEE 802.1x il % A F—7 /W HR1IC, dotlx system-auth-control 2 12— /L =

/7/]»9;\,; L=z jv/l\%fﬁiﬁﬁ LT, X/l) /%@ IEEE 802.1x umui%y " — NV /],*'—7\\/]/

T HHERH D FT,

IEEE 802.1x FE¥EIZ, LAV 2 DRET (v 7 T/ ®A R—F, FF VLAN DFR—F, BIRLA ¥

3oN—T v RAR—FETHR—-FINFET,

A=, WOHEHD 1 2L LTRESNTOWRWESICRY auto ¥—YV— K& X £,

o FFL U R—1F: FF5 7 R—FTIEEE 802.1x RatE A F—7 ML L H &+ 5L, =5—
A v —UNEREN, IEEE 802.1x 1314 % —7 /L2720 ¥ A, IEEE 802.1x xfinR— hDOE—
FE T 7ICEELEI2ELTYH, 27— AvbE—UNRRREN, R—F T—FEIELEINF
A,

o AAFIv I R—b: FAFIv T F—FOR—MI, FANRN—L " T 7 R— b ~DOEFE R
T — hTBREENRBY T, ¥4 vV R— FTIEEE 802.1x @&Bitx A x—7 ML k)
kﬁ“ék I7~)‘/JZ /75%%73% IEEESOzleJ T4 3 — 7/1/ f;@iﬁ/y IEEE

~F{—~F HETEINLETA,
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W dot1x port-control

o ¥AFIvI TIVEAR—F: XA FIv 2 T 27EA (VLAN Query Protocol (VQP)) A—k
“CIEEESOZIX?u?E%f* THCLEI ETHE, =T — Ay EB—UNRKRRIN, IEEE 802.1x
FRAEIEA R —T W7 ) EH A, TIEEE 802.1x 3SR — FEEE L TH A5 v 2 VLAN 2%
BCEHIELTH, =T7— AvE—UNRERIN, VLAN REIFEE I N EE A,

e EtherChannel N"—F : 7277 4 7 £72137 7 7 « 7 T7\> EtherChannel A > X THDLKR— M &
IEEE 802.1x "— h & L THEE L7V T<L 72 &V, EtherChannel &~— b T IEEE 802.1x #&ZiE% A1
F=TZ L&Y T DL, =T — Ao —UNE/REIN, IEEE 802.1x RFEIEA X —7 /W71
FHEA,

» Switched Port Analyzer (SPAN; AA v K R— b 7FZ A %) LU Remote SPAN (RSPAN)
5645 — b : SPAN 721X RSPAN %i%cR— kTdh 54— kD IEEE 802.1x #BFE%E A F— 7 /Wi §
5z &75>T’a°i‘§“ =72 L. FDR— FH SPAN %7213 RSPAN 5ise & L CHIBR &SN 5 £ T,
IEEE 802.1x #BFEIXT 4 —7 VD% £ T, SPAN F721% RSPAN /30— b Tid IEEE
8021)( um\uié—f/r 7(\*7\‘/1/@1?5 Z & 75§Tg< i—;ﬁo

AA »F T IEEE 802.1x #iE4 7' 0 — /LT 4 B —7 /MIZT 5HITIE, no dotlx system-auth-control
rua—sy arZ 4 Fab—vary avy el LET, HEOR— o IEEE 802.1x 38iEx T «
BT T D0, T 74V FOREICRKRTITIE, no dotlx port-control f S F—T = A A AT ¢
Fal—varavr Re#EHALET,

i ROBFITIE, A— ko IEEE 802.1x fBil%& A F— 7 /W 5 hikE R~ LET,

Switch (config) # interface gigabitethernet2/0/2

Switch (config-if)# dotlx port-control auto

FRE A TR T 511X, show dotlx [interface interface-id] ¥i# EXEC a2~ > REZ AN L E T,
BEa<>F avwy kR EEA

show dotlx [interface interface-id| FBE Sz — h® IEEE 802.1x DIREEZFK R L £,
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dot1x re-authenticate W

dot1x re-authenticate

5 E® 1EEE 802.1x XA — ~ OFFRGEE FEITB4ET 5121L. dotlx re-authenticate 574 EXEC =
<~ REFEHLET,

dotlx re-authenticate [interface interface-id]

BX DA interface interface-id (ER) BRiETOIAZ v I A, v FFKF, EVa— L, BLOAS ¥ —
Tz A ADKR— "EF

TI2HIE F7FNMRETH Y EH A,

a2 kK E—F HkE EXEC

avy FEE Y- EERE
12.1(11)AX Zoavy REMENE Lk,

BREODAARS4Y Z—oa~vr FaHHATH L, HRiRITHF (re-authperiod) 3 X OVH B FRAE O E & #7212
II7AT 2 NEHRIETEET,

1 WOFTIE, R— MR ENTTFT AL 22 F#THRIET 2 HFEE R LET,

Switch# dotlx re-authenticate interface gigabitethernet2/0/2

BIEa<T VR avwo R B7L
dotlx reauthentication 7747 NOEMPHREE A X—T7 I LET,
dotlx timeout reauth-period HIGORITOME (B) 2%ELET,
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W dot1x re-authentication

dot1x re-authentication

Zoa=y RiE, BEFEHERLTHERA,

WED Y Y —2ZT, dotlx re-authentication 72— )L 27 4 Xal— g av NI, EHH
R ORITRE OGN A2 ET HbIcA S E Lz,

avy FEEE yyy—2x EERNE
12.1(11HAX Zoavwr RABMERELE,
12.1(14)EA1 dotlx re-authentication { > ¥ —7 A A a7 4 Fal— g a<y

KX, dotlx reauthentication 72— )L 2 7 4 X2l — g avw
Rz £ L1z,

BIEa<T VR avwy R B
dotlx reauthentication HRFEORITOME (B) ZHELET,
show dotlx 2A v FEITFEESNZAR— b o IEEE 802.1x #aHEH. &8

AT —=H A BLUOEAT —F AR R LET,
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dot1x reauthentication H

dot1x reauthentication

B DA

TI2FIE

avYkE—F

TR0 94T 2 FOFREE A X —T7 VI T DI, dotlxreauthentlcatlon4/57 T AR
avZ74F¥alb—rvaryavy REFEALET, 7740 MRECRERTICIE, Z0a<y RO ne BR
FHEALET,

dotlx reauthentication

no dotlx reauthentication

Zoawy RiZiE, 5lIEETF—V—FEH 0 8 A,

ﬂiﬂ;qé/jfcﬁﬁwh M. i:7:‘/f _12’_'7\\/]/?—3%0

Ay B —Taf A AT Fal—a

avy FEE

BEREDAA FS54>

i

Jy—=x EERNE
12.1(14)EA1 Zoa=wy RABMEE L2, dotlx re-authentication 7’ n— 3L a7 ¢
Xal—aryavry R (MM T7U%) ITEDELDTT,

dotlx timeout reauth-period 1 > % —7 = A X a7 Falb—ar awy Pl LT, EHH
(CHRRREZAT O IR ORI R 2 3E L £,

WOFEITIX, 7747 bOEMNRTRIEET 4 E—TNCT D HEERLET,

Switch(config-if)# no dotlx reauthentication

WO TrX, TR ERIEE A X —7 /WL, ERGEOMEE 4000 IZRET D HEEZRLET,

Switch (config-if)# dotlx reauthentication
Switch (config-if)# dotlx timeout reauth-period 4000

REZ MR T 51X, show dotlx [interface interface-id] ¥i# EXEC 2~ FZ AL E T,

BBEa<v R

avwv kR HL

dotlx re-authenticate $_C® IEEE 802.1x XA — s OFERAEAE FEICOIb L £,

dotlx timeout reauth-period HEIORITOME () #HELET,

show dotlx [interface FEE SN =R — @ IEEE 802.1x OREEZFRLET,
interface-id)
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W dot1x supplicant force-multicast

dot1x supplicant force-multicast

~v/IVFF¥ ¥ A FFEIT2 =%+ X | Extensible Authentication Protocol over LAN (EAPOL) /3% v b
EZELIEEAE, BT b AL v FIZw LT F v A~ EAPOL Zi/ G385 L9195

IZ1X, dotlx suppllcant force multicast 72— )L a7 4 Falb—varyavry REEHALET,

F7 4N MNREICETIOE, Z0avy Rono BRXEFEHLET,

dotlx supplicant force-multicast

no dotlx supplicant force-multicast

BX DA Zoawy RICE, BIEEREF—U— RiEzbh v A,

TI2AILE BTV Bk AL vFIE, 2=F ¥ A F EAPOL X7 v F &g+ 5 &, 2=%+ 2 h EAPOL /%
oy NEXELET, W, ~LFF v 2k EAPOL X7 v h%%2{23 % &, EAPOL /47 v h %3k
BELET,

avy kFE—F Ja—r L ar7 4 ¥al—ay

av Yy FER yy—= EERNE
12.2(52)SE oa~wr FREMSHE LT,

ERALDHM FS54Y Network Edge Access Topology (NEAT) 239X TDA Rk £— FTHIET S L9 IcT 512k, 7
UBY N ALy F ETIOa~y REA4F—TMZLET,

] ROBEITIE, YTV I b AL v TFRA—k T4 75r—2 2L vy FIZ<w/LFF ¥ A+ EAPOL X7 v
FERET L ICRET 2 HIEERLET,

Switch (config)# dotlx supplicant force-multicast

BEavUR avwyk i8R
cisp enable A A »F @ Client Information Signalling Protocol (CISP) % A r—7 /L
T DL T, Ay TFRY TV b AL v FIHT DA =8 T 4
=2 L LTEMET 5L 912 LET,
dotlx credentials A T 802.1x 7 U 1 v MEREIE WA R E Liﬂ“
dotlx pae supplicant (% —7 = A ZABNY YU B k& LTEITHEEE LOHRELET,
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dot1x test eapol-capable W

dot1x test eapol-capable

TRTDOAAL vF F— K EDIEEER02.Ix DT 7T 4 BT 4 2#E=4% U 7 LT, IEEE 802.1x ¥
N R TR — FMIEF L TWVDLT S ADIEREZRRT HITIE, dotlx test eapol-capable F7t
EXEC 2~y R&EMALET,

dotlx test eapol-capable [interface interface-id]

340

.'E-EI;

3

TI2HIE

interface interface-id (EE) 7)) —xt&BOR— N TT,

TITH N FRETH Y EH A,

avY kK E®E—F HkE EXEC
avy FERE yy—=x TENE
12.2(44)SE ZIoavy RABEMENE LT,

EREDHA R4

]

AL v F EOTRTOR— N ETITEEEOR— NMIERET 2T 31 2D IEEE 802.1x ##E%2 7 A b3
B2, Zoawy REFEHALET,

Zoawy FiZiE no BRITH Y £ A,

ROFITIE, AA v F ETIEEE 802. 1x0)4§{}“9":‘/7%‘:42\ TMZLT, R—=hlZxLTr =
V=R 7T 0 HkERmLET, £/, A= MIEHRLTNDIT A, AZHRT D007 ) —DFE
ITRIG R — BT LT2IE% )5 IEEE 802.1x KIETHDZ EaRLET,

Switch# dotlx test eapol-capable interface gigabitethernetl/0/13

DOT1X PORT EAPOL CAPABLE:DOT1X: MAC 00-01-02-4b-fl-a3 on gigabitethernetl/0/13 is EAPOL
capable

BBEa<v R

avy kR L]
dotlx test timeout timeout IEEE 802.1x {7 = 1 —|Zxt9 % EAPOL i % F53
HI-DIHERHENDIZA LT U MEERELET,
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W dot1x test timeout

dot1x test timeout

IEEE 802.1x DN E S TWDEMNE I DEMRT H1-DI7 =) —REITINDLR—FNH0
EAPOL GBI T DX A 57 v F&EFRET HI21E. dotlx test timeout 7 12— 3L 227 ¢
Xal—igyavwry REFEHALET,

dotlx test timeout timeout

BXXniA timeout EAPOL 5% 2 1514 2 (), FEE T 2%iPHIZ 1 ~ 65535 T
9,

TI2HILE F 7 F N FRET 10 BTT,

avY kK E—F Ta—r )L ar 7 4 F¥al—g

vy FEE Y- EERE
12.2(44)SE Zoawy KBNS E LT,

ERALOAM K54 EAPOL INEZFHET 2B SND XA AT U MERET DX, Zoa~vy RE@HLET,
Zoawy FiZiE no BRITH Y £HA,

i W OFEITIE, EAPOL &% 27 MR+ 2 L 51021 v FERET L HEE R LET,

Switch# dotlx test timeout 27

HFALT T MNREDAT —F A% fgid 3 2121%, show run 54 EXEC =~ F& A LE T,

EEaTUF avUFk HL
dotlx test eapol-capable [interface TR_RTO, FFFEE I N2 IEEE 802.1x hnAR— Mo
interface-id] %:9 %7 /34 2T IEEE 802.1x DY > TS A
BLET,
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dot1x timeout

IEEE 802.1x D ¥ A ~— % & ET A1, dotlx timeout f ' X —7 =2 A A a7 4 Falb— g
<~ REHFEHLET, 774V FRECETIE. Z0oa~v Fone BEXE#FHLET,

dot1x timeout W

dotlx timeout {quiet-period seconds | ratelimit-period seconds | reauth-period {seconds

| server} | server-

timeout seconds | supp-timeout seconds | tx-period seconds}

no dotlx timeout {quiet-period | reauth-period | server-timeout | supp-timeout |

tx-period}

BX DA quiet-period seconds AA Y TFNT FAT v b OFBIEEROIZHITKI L%, FrEIkiE %
el 2%, HRETE 24X 1 ~ 65535 T,
ratelimit-period seconds = ORI PICERARICELI LT 2 T4 7> k55 D Extensible
Authentication Protocol over LAN (EAPOL) /X7 v h%& XA v F PR
LB, fEE X 54PHIX 1 ~ 65535 T,
reauth-period {seconds | FHRIFORITOMNE () 2R ELET,
server; F—U— ROBRIIKRO LY T,
e seconds: 1~ 65535 OHEFTHEERELET, 7 7 4/L ML 3600
BT,
* server: Ty al¥AL7 U RADIUS B (&M [27]) Off&
LTRH#EERELET,
server-timeout seconds — FIFH— NIk LT, AA v F O v FNFEEEEGET DR
FBETEZ DHMIT 1 ~ 65535 CTF, LorL., /X EETH 5 30 & HELE
LET,
supp-timeout seconds AA T WM IEEE 802.1x 7 74 T ¥ b ~_0 v b & FEET DA
T A5, fEE T AHIFAIL 30 ~ 65535 T,
tx-period seconds A4 F 5 EAP-Request/Identity 7 L — AT 527 74 T2 hinb D
WWE D, EREZEEETIEITONEEZRELET, IBETE 54
FHIX 1 ~ 65535 T,
TIXIE F7 4N FOBREITROLEBY TT,
reauth-period /% 3600 7 T3,
quiet-period /% 60 5 T,
tx-period X 5 T,
supp-timeout 1% 30 7> T3,
server-timeout | 30 7 T,
rate-limit (X 1 & ¢T3,
Ok E—F f =T f A AT Fal—ay
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W dot1x timeout

yy—= EFERRE

12.1(11)AX Zoavry RRBRMENE LR,

12.1(14)EAL supp-timeout 35 X U server-timeout ¥ —7 — RGBS, =<2 RidA
VHE—T 2 AR a7 4 Fal—rary T—RNIEABEINE LA,

12.2(18)SE server-timeout, supp-timeout, 35 & O tx-period ¥ — U — N OHPHRIE
TINELE,

12.2(25)SEC tx-period ¥ — U — ROHiHNZE X4, reauth-period server ¥ — 7 — K
DIBMSAVE LTz,

12.2(25)SEE ratelimit-period & — 7V — R2BEME L E LT,

12.2(40)SE tx-period seconds OHPHARE > Tk d, ELWHPHIL 1 ~ 65535 T
T

BEREDAA FS54>

Ll

ZOawr ROTF 73V ME, V7 OEFEERMET UGG, BEDZ 747 hEB L UFE
P — NOMEICRIER H D56 E, BRI T HEEZITOLERH DL L XICR-TERELT
<TZ&EW,

dotlx reauthentication {1 > ¥ —7 = A XA a7 4 Falb—ary avy Fa2EH L TEMRN 2 HE
FEE A R — T NI LT T2 O%E . dotlx timeout reauth-period f > % —7 = A A 37 4 Fa L—
ay avwy NI, Ay TFTOMEICEELET,

PRI O], A v FIXEDO LS RFBREER O Z T, Fab LEFA, 7740 I B/AAS
WEEANTLZLICE T, 2=V E R EfETE £,

ratelimit-period 28 0 (F 7 4/ b) IZRESNLEGG. A A v FIXHIECHRII LI T4 T2 Minb
@EM@LN7yh%ﬁﬁL\%M%%RAMUS%~A WCHERE L E T,

WOBITIE, EMHIRHRIEZ A X —7 M2 L, HRFEOMREE 4000 BICRET D HEELRLET,

Switch (config-if)# dotlx reauthentication
Switch (config-if)# dotlx timeout reauth-period 4000

WROFITIE, EHRRERIEEL A X — 7ML, HRAEOHBOBE L LTy a A LT U R
RADIUS EHtEDEEfRET 2 ika R LET,

Switch (config-if)# dotlx reauthentication
Switch (config-if)# dotlx timeout reauth-period server

WROBITIE, AL v F ORER 2 30 ICRET 2 sz "L ET,

Switch (config-if)# dotlx timeout quiet-period 30

ROBITIE, AA » FPORRIEY — S~OFEERHE 2 45 BICRET D HiEzrm LET,

Switch(config)# dotlx timeout server-timeout 45

WOFI T, EAP request 7 L — AT DAL v F DT T4 T b ~DFEGIE L 45 RICHE
TLHEETRLET,

Switch (config-if)# dotlx timeout supp-timeout 45

KOk, EAP-Request/Identity 7 L — AICKIT 527 T4 72 hinb OISEEHS, R4 FEET
5 FE TORM A 60 TR ET D2 HFiEERLET,

Switch (config-if)# dotlx timeout tx-period 60
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dot1x timeout W

WOBITIL, BIREZEII LT FA4T 2 52260 EAPOL X7y b &AL v FRERT 24%% 30 &
RETDHEERLET,

Switch (config-if)# dotlx timeout ratelimit-period 30

RE B HER T 511X, show dotlx #5#E EXEC =~ > FE AL LET,

BIEa<w VR avwUFk L]
dotlx max-req AL v F A, REEY vt A & Hih#h 5 A1, EAP-Request/Identity 7
VA EEET O mEEHERELET,
dotlx reauthentication 7 5 ¢ 7> hOEHMNEREL A F—7 VI LET,
show dotlx FTR_RTOKR— FD IEEE 802.1x A7 — X A& £mr LET,
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Bl dot1x violation-mode

dot1x violation-mode

dotlx violation-mode 1 > ¥ —7 A A a7 Xzl —Tary avry REHFEHLT, HiLnT A
ANRR— MIEERT 2 L&, ETIERRBDOT AA ZANRFR— MIERIN T DRETH LWT A 2
DR — MR A L EICRAETIENTE—FERELET,

dotlx violation-mode {shutdown | restrict | protect}

no dotlx violation-mode

BXDEHEA shutdown T —tkoT, THILZARWE7272 MAC 7 RLARFKET HHR— FEi-
WTRER— bR T =T 2% £9,
restrict EX T T — DR Syslog =7 —%4ERLET,
protect HFLOWMAC 7 FLZnbAYry FaZ20EE Fry X LET, ZANRTF

7 AV hRIE T

TI4ILE 7 7 4V hTiL. dotlx violation-mode protect 731 r— 7 /LIZ72 > TNET,

™.

H
I

T

avy B =T A AT 4F¥al— g

vy FEE Jy—= EERE
12.2(46)SE1 Zoawy KBNS E LT,

i WOBITIE, B LWT A 2% R — NMIPigid 5 & 12, IEEE 802.1x %A — k% errdisable (ZF%E
LT, Yy MOV THHEERLET,
Switch (config-if)# dotlx violation-mode shutdown

WO TIE, LT AN, ZAER— MIERTDHEEIT, VATLAZT— A=V RERLT,
R— M ZHIRE— FIZEFT 25 X 512 IEEE 802.1x stiSAR— F 2R ET DL HEEZRLET,

Switch (config-if)# dotlx violation-mode restrict

WOBITIEZ, FTLWT AN, AR — MR T 5 & I, Bl SN T N A2 EHT 5 K512
IEEE 802.1x ®ISAR— b &R ET 2 7ikz R LET,

Switch (config-if)# dotlx violation-mode protect

RE A TR T 511X, show dotlx [interface interface-id] ¥i# EXEC a2~ F&EZ AN L E T,

%“:

BgEa~w R avw vk B
show dotlx [interface interface-id]  #5& &7~ — +® IEEE 802.1x OREAF R L ET,
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duplex H

duplex

R—=FOMEDT 27y 7 A E— RERET HITIE, duplex%//}7 T A aAry7 4 F¥al—
varawryRFeEALES, A—1Fr27 740 MEIZRTIZE, Zoavy Fone BAZMM L *

R
duplex {auto | full | half}

no duplex
BXDEHEA auto aa E5F 2T Ly I AREEARZ—T NI LET ERINET AL X
—RZEY, R—FPABNICE EE— R PE_EHE— N 2HEBLES),
full }_#g%— KaeA 2=V LET,
half ETEHE—REA XTI LET (10 £721% 100 Mb/s TEMET 514 > X —
7 A AR D), 1000 F721% 10,000 Mb/s TEMET A4 X —7 =4 ATXFL
T _HE—RERETEEHA,
TIAIE T ARA—H Ry b B—FBIOETEY F A —HFF v b B— T 57 7 41 b id auto T,
100BASE-x (-x ¥ -BX., -FX. -FX-FE. #71% - LX) Small Form-factor Pluggable (SFP; /i "] fE
INIT = T 7 7 B) BV 2—)LDF 7 4V M half T9,
THA T a1k, 1000BASE-x (-x i -BX. -CWDM., -LX. -SX. ¥£71%-ZX) SFP €Y 22—/ T
I R—FENTWERA,
THEHOAL v FTHR—KFENTWND SFP EL a2 — Iz o0 Cik, #Eo) YU —2 /J— 2SR L
TLTEEW,
avykE—F Ao B —T 2 A A AT 4 Fal— g
avy FERE y1y—=x EENE
12.1(1HAX ooy R™BENEhE L,
12.1(20)SE 100 BASE-FX SFP ¥ = —/LIC half ¥— U — FOHY¥R— rBNBMEN
F L7,

EREDAHA R34y

ZOavwryRE 10Xy F AV Ry b AU ¥ —T =2 ATEHBEHTEETA,
Ty AN A— ‘bL;‘T\/ l* T°~ T, R SNFEERT 2Ly 7 A RTA—FOHEIRIT T —

VarEThbRWE — hZ auto [ICRETHE, half ZHETHDO LRI LHELRH Y £7,
ﬁ?ﬁf/ ]\ A —%xv b ‘J‘~ MTClE, BHEENT 27 Ly A NRTA—2FHEix o — h L7
WEXIZR— & auto ICHETHE. full ZIETIHALAELLERH Y £7,

~

GE) Ta7VbyZR2ET—FRNaute TEHEINTWLEENE_ETHELTWS VR CE

—FEIFHTE Yy b A=YV Ry " A VX —T =2 ATHR—FINET, 7171 L, Zh oA
VHA—T 2 A AL _EHE—RTEMETHLIICHETH I LIITEERA,
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W duplex
BEOR— e 2 "HELITF _EHONWTANCHRETEET, Z0a~vr RO@EHATREEZ. A1
FREREINTNDT A AL > TR 7,
WMEDTA L OKENRBIIR IV arZ2hR— L TWAEA, 774V MOFERIT V= —
varEERATLIZILEEMIHRELES, FFDOA A —T oA AREHR T —T 3 U EFAR—
L., BIRFBYR—BFLTWRWES, IO Z—T 2 A A ETT a7 by 7 A LHELERE
L., VP R—=FENTWBHITauto DEREEFEHL T EE0,
BN auto [ E SN TWDIIHE, AL v TRV v 7 ORI OT A AL HEFREIZONTR IV
T—hL, #HEEZRIVZ— N SINEICEHIOICEELET, T27 by 7 ARE] i) > U O T

BRENGIERNE TN, 2L, T2V P ARTCICFENELDZENHD £7,
FaF Ly AREEITH) LN TEXA0IE, HWEN auto ICHRESNTWALEETT,
HE O OAVH T A RABELT 2T Ly I AT ROREEZERTDHE, BREFIA X —T = A

DXy NET L, BOA RX—TNIRDIGENH Y £,
AL v FOEREBLOT 27 Ly 7 ADNRF A =2 OFREICETHEREFEIL, 20U Y —R G T
LY 7 b =T aryZ4¥alb—vay A RO [Configuring Interface Characteristics| % % %
L&,

i WOFTIX, A F—T oA A2 _HIEIIRET S HEERLET,
Switch (config) # interface gigabitethernetl/0/1
Switch (config-if)# duplex full
RE B AER I 511X, show interfaces 554 EXEC =~ > FE AL E7,

BIEaT R avw vk EHER
show interfaces AAFDA L HE—T oA ADREZFZ R LET,
speed 10/100 £ 721X 10/100/1000 Mb/s A > #—7 = A ADHEEZHREL FT,

Catalyst 3750 R4/ yF a2 F YI7L VR
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epm access-control open W

epm access-control open

B DA

TI2HIE

avYkE—F

Access Control List (ACL; 77 EA 2 hr—/ URXR) BRESNANTOWRNWER— MZA—T> T o
VIT AT EBRETDINE, A vTF AF vy 7 ERFAZ L KTy A4 v F ETepm
access-control open 72—/ N a7 4 Falb—v gy avr FeEHLES, A= T 417
TATET 4= NMITDIZE, Zoa~vr Fono BEXEFEHLET,

epm access-control open

no epm access-control open

Zoawy RiZiE, F—U—FRE5IEITHY FHA,

TIFN DT 4 VI T o TREHINET,

Ja—n)parZ 4 FXal—v gy

avy FEE

BEREDAA FS54>

Jyy—=x EERNE

12.2(55)SE Zoavwy RPMEMEShE L,

22T 47 ACL BRREENT-T 7R R—FiC, BARY > —DRVEAEZ b H‘T@“éz‘ 7
TAVIT 4 TEHRET DI \;®:7/F%ﬁﬁbi¢o;037/%% RE LW A=k
TR E SN ACL DR Y /—%f N7 4y LET, R—HMIAXT 427 ACL 75>;§Z€éﬂ

Tu\focb\ia/\ FTIFNV B —=T L OMGFEOT 4 VI T 4 TR — b ~DT VA& LE
ERS

i WOBITIZ, A—T v FAVIT 4 ThBRETDHHEERLET,
Switch (config)# epm access-control open
PR E Z MR 9 512X, show running-config #5 EXEC 2~ > RE AN L ET,
BEav U F avwyk B
show running-config  B){ER/E % £ork L £,
Catalyst 3750 Rf yF av>F YI7LYR
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Ml errdisable detect cause

errdisable detect cause

B EDFIRE 72133 CTORKIZH L T errdisable #H % A *2— 7 /4129 5 (21Z. errdisable detect
cause /7 a0 — )L a7 4 Falb—v gy avy e LET, errdisable itk T + B—7 v
W29 510%, Zoa<r Fone BRXEFEHLET,

errdisable detect cause {all | arp-inspection | bpduguard | dhcp-rate-limit | dtp-flap |
gbic-invalid | inline-power | 12ptguard | link-flap | loopback | pagp-flap | psp |
security-violation shutdown vlan | sfp-config-mismatch}

no errdisable detect cause {all | arp-inspection | bpduguard | dhcp-rate-limit | dtp-flap
| gbic-invalid | inline-power |[12ptguard | link-flap | loopback | pagp-flap | psp |
security-violation shutdown vlan | sfp-config-mismatch}

Bridge Protocol Data Unit (BPDU; 7'V v ¥ r ha)l 5—4% 2=y k) A—K&HR—F X2V
TAZOWTIE, Zoavry FaAL T, A= r2keT7 1t =7 12T 50 TERLS, A— FDFr
ED VLAN OB%T 48 —=TMIT DRI AA v FaRETE LT,

VLAN Z & {Z errdisable #§RE% A4 712 L CWT BPDU #— FER DA LZEAIT. A— &R
T 4 =T N £9, VLAN Z LT errdisable #8427 4 Z— 7 VIZT 5121, ZOa<wr KD
no X ZMHHAL 7,

errdisable detect cause bpduguard shutdown vlan

no errdisable detect cause bpduguard shutdown vlan

EXDHHA all T~ T errdisable DREIZH LT, =F—iiz A x—7LIc L%
‘a—(}
arp-inspection #' A3 w27 Address Resolution Protocol (ARP; 7 KL Zfi#ik7 1

aL) REOZT —RHEA F—T M LET,
bpduguard shutdown vlan BPDU 4 — KT VLAN Z & (Z errdisable Z 1 2 —7 /L LE7,

dhcp-rate-limit Dynamic Host Configuration Protocol (DHCP) XX —Vt > 7 HD =
T —RtiE A X —T I LET,

dtp-flap Dynamic Trunking Protocol (DTP; ¥4} v 27 rZv %07 Fa b
an) 77y 7O T —mEA RX—7 NI LET,

gbic-invalid %N 72 Gigabit Interface Converter (GBIC; ¥ 7y F f v ¥ —T = A

A AUN—=F) EV2a—VHOZT —fiEA X—TMIZLET,

GE) ZoxI—iI. AA v F TOELZ Small Form-Factor
Pluggable (SFP; ZWirlGe/ N T 4+ —2H 757 7 %) EVa—)b

EEWRLET,

inline-power ATA L NT=ITHRL, =T E A X =T VT LET,

12ptguard LAY 271 bz b xaAo errdisable JRARICKH L, =5 —H%
A F =T Mz LET,

link-flap VoI AT = D77y LT, =7 —MlaE A X—7 LI LE
7T

loopback Bt S —7 Ry 7R LT, =7 —RMiilE A x—7 T LET,

pagp-flap Port Aggregation Protocol (PAgP; A— MEK T m h=L) 77 97D
errdisable JRR DO~ F —fHi &4 A X —7 LI LET,

psp aban A b—LMREOTT —HHE A X —T VI LET,
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ATVRTIANLE

avYkE—F

errdisable detect cause WM

security-violation Rk IEEE 802.1x ©¥ =2 U T 4 A4 F—7 M LE T,
shutdown vlan
sfp-config-mismatch SFP ZEDR—HIZ L BT —HE A x—7 VT LET,

*Au”j T T _RTORERIZH L TA 2 —7 /L TF, VLAN Z & @ errdisable # &< T _TORRKIZ DWW T,
— K E Y Yy FE T UT BRI IR ESNET,

Ja—nR_) a7 4 Xalb—g v

EREDAHA R34y

]

Jy—= EFERRE

12.1(11HAX Zoavy RRBEMEShE LE,

12.1(14)EAL loopback — 17— KB &E L,

12.1(19)EAL dhep-rate-limit % — 7 — 25BN &E £ L7z,

12.2(20)SE arp-inspection ¥ —V — MBS E L7z,

12.2(25)SE I2ptguard ¥—U— RN BMSHE L,

12.2(37)SE VLAN Z & 0= —HBEREA BN & E L7z, inline-power ¥—7 — I
B L O sfp-config-mismatch ¥ —7 — KBNS E L,

12.2(46)SE security-violation shutdown vlan ¥—7U — N2 B S E L7z,

12.2(58)SE psp ¥—U— KB EhE Lz,

JRIA (link-flap, dhep-rate-limit 72 &) (X, errdisable A7 — b3 FEA L 7#HH T, KENKR—
TRt E NS, A— M errdisable 27—~ (Vo740 27— MIEBILIEEBEXRT— 1) &
R0 ET,

AR— F2¥ errdisable (272> TWAD EETFEEV Yy M T L, bT T 4 v 73— b TEZEINRE

ﬁmommU\%ﬁﬁﬁ8m1xtxlv?4\ﬁ~F%;Uﬁ—ht¢1U?4%%@tb\éﬁ®

FEARFIZ — hRIRTHRL, A= LEOEEDHDL VLAN T E2Y Yy T UTDE D AL v F
E)’z“fﬁ“ﬁ‘é &75)(%?&?‘

JRIZx L C errdisable recovery 72— /3L 2> 7 4 X2l —vay avr REAHLT, JRKADOMRE

E)‘ﬁ A LEFRETIHHAE, TRCORRNRZ A LT U Mo 20T, R— M errdisable A
BT L T, WBAEFHRITTEALIER20ET, BEAI=XLEZRE LW EIE, £

‘f shutdown =~ > K% AJJL., ®KIZ no shutdown =~ > K& AJ) LT, R— k% FHT errdisable

— I LEEIEAILENDH Y T,

7a haj AR —LMEETIE, &K 2 HORER— MOV TGEEI Y v Fa vy 7 EnET,

psp ¥—V— REHEHLEER—F =5 —07F 4 &—7{kiX, EtherChannel 1 % —7 = A X3

X W Flexlink f % —7 =A ATHHR—FENFEHA,

T &R T HI2iE. show errdisable detect ##% EXEC =~ K& AL £,

WO TIX, V2 75 w7 errdisable JR K@ errdisable #H %2 A 2 — 7 Mic+ 25 HiEZ R LET,

Switch (config) # errdisable detect cause link-flap

WD a< KT, VLAN Z & @ errdisable T BPDU H— F%2 7 a0 — VKR ET D HiEE R~ LET,

| oL-8552-10-J
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Ml errdisable detect cause

Switch (config) # errdisable detect cause bpduguard shutdown vlan

WD a<> FTIEL, VLAN Z & @ errdisable TH ik 802.1x € X 2 V7 4 27 02—/ )LIZFKET D
FiEERLET,

Switch (config)# errdisable detect cause security-violation shutdown vlan

show errdisable detect ¥4 EXEC =~ REZANIT2 L, REZMRTE LT,

BlEaT YR avwvFk e
show errdisable detect errdisable B HE R AT T L ET,
show interfaces status err-disabled A B =Tz A ADAT —HF AFE I errdisable 27— K
WChHDA L HZ—T A AZADY A N EFRLET,
clear errdisable interface VLAN Z & @ errdisable ##E1Z & - T errdisable (272 > 7=
A— hFE721X VLAN 75 errdisable A7 — b &2 U7 L&
7
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errdisable detect cause small-frame W

errdisable detect cause small-frame

B DA

TI2HIE

avYkE—F

A16 VLAN Z 7 & X0y b7 L—2R/INE< (67 31 FEATF), BE SN RIKEE (L EVWE)
TEETIEEIC, AEBEDAA vF R— % errdisable IZT& 2 Xk 9123 2121%. errdisable detect
cause small-frame 72— )L a7 4 Falb— gy avw o REFHALET, T7 40 FREICRE
T, Zoa<wr RO no BRNEFH L E T,

errdisable detect cause small-frame

no errdisable detect cause small-frame

Zoawy RiZiE, 5lIEETF—V—FEH 0 8 A,

ZOKREIZT 4 E—T T,

Ja—n)parZ 4 FXal—v gy

avy FEE

BEREDAA FS54>

Jy—2 EERAR

12.2(44)SE oo~y REMSHE L,

Zoawy RiE, MENWT L—LOEEKIEEEY 71— LA X—T M LET, %T—&@L%w1
PR ET HIZ1Z. small violation-rate { > X — T A XA 2T 4 F¥al—Yary avwry REHEHLE
ERS

A— b EBICHEOA R—T VI D & O ICRET SITIE. errdisable recovery cause small-frame
yu—sv arZ 4 Xalb—vary avy P LES, BIERMZZET 5I1E. errdisable
recovery interval interval 72—/ )b a7 (Fal—v gy avwr FEEHALET,

i WORFITIX, NEWEFBT7 L —LRREINTZ L EZVWETEZE T 5 & errdisable E— NiZ7e b A A v F
RN oA RF—TNMIT D HEERLET,
Switch(config)# errdisable detect cause small-frame
RE & MERR T HI2iL, show interfaces ### EXEC 2~ R AL ET,
Catalyst 3750 Rf yF av>F YI7LYR
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W errdisable detect cause small-frame

BEavT R avwy kR HL
errdisable recovery cause EEXA~—%A X —T VI LET,
small-frame

errdisable recovery interval {57 S /- errdisable 27— N SEIET AR 2T L E£7,

interval

show interfaces A D7 e —Hl#zE0 AL vTFDOA L F—T 24 AREEFRL
i‘j_o

small violation-rate A— k2 errdisable A7 — k&5, INSWERET L— DR EH

E (LEWE) ZBELET,
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errdisable recovery cause small-frame W

errdisable recovery cause small-frame

INEWT L= A0S L TR — R errdisable 72 o 72 % TR — N EHBICTHEA X —TICTE20D
DEEZ A v—% A X —T MZT HIZiE. A4 v F LT errdisable recovery cause small-frame 2
n—sVb arZ4Falb—vary avry FeEHLET, 774V PRECETITE, Zoavs R
@ no BEMH L £,

errdisable recovery cause small-frame

no errdisable recovery cause small-frame

BX DA Zoawy RICE, BIEEREF—U— Rizb v A,

TI2AILE ZOBREIZT 4 E—T AT,

a2 kK E—F ra—NLar7 4 ¥al—vay

avy FEE Y- EERE
12.2(44)SE Zoawy KBNS E LT,

BREDHA FS4Y  Zo=a~ Rid, errdisable N— FDEE S A v —%& A F—7 M L £, [EEFRZHET 5113,
errdisable recovery interval interval { V4% —7 A A a7 4 Fal—rval avr R EFERLE
R

] ROFITIE, BEIA ~—2RET DHEEZRLET,

Switch (config) # errdisable recovery cause small-frame

RE & MR HI21L. show interfaces = —¥ EXEC =~ > FZ AN LE7,

BEaITUF avwyFk B
errdisable detect cause small-frame EETUV—LADEELERINA XD /NEL EBELE
REEE (LEVWHE) CTRETIHEIC, AL vTF F—
k% errdisable JREEIC L £ 7,

show interfaces AH 7 o —HifllEEDAL v FOA L H—T = A ARE
ERRLET,
small violation-rate R— kA errdisable A7 — k& 725, (UhEW) HFE7

L—bDY A AEFRELET,

Catalyst 3750 Rf yF av>F YI7LYR
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M errdisable recovery

errdisable recovery

B A T = XL DERERET DI, errdlsablerecovery7&—/\/1/ ar74Xal—varavw

VREHEALET, T 74N MREICETIC

I, Zoa<wr Ko ne IBRNEHEH L £,

errdisable recovery {cause {all | arp-inspection | bpduguard | channel-misconfig |
dhcp-rate-limit | dtp-flap | gbic-invalid | inline-power | 12ptguard | link-flap |
loopback | pagp-flap | psecure-violation | psp | security-violation | sfp-mismatch |
udld | vimps} | {interval interval}

no errdisable recovery {cause {all | arp-inspection | bpduguard | channel-misconfig |
dhcp-rate-limit | dtp-flap | gbic-invalid | inline-power | 12ptguard | link-flap |
loopback | pagp-flap | psecure-violation | psp | security-violation | sfp-mismatch |
udld | vmps} | {interval interval}

B DA

cause FEEDIRNMNHEIE T 5 L 512 errdisable A H =X L&A Fx—T M LE
7

all FTO errdisable DIFERNHEET 55 A ~—% A X —T M LET,

bpduguard Bridge Protocol Data Unit (BPDU; 7'V v ¥ 7’m haj)L 5 —4% 2=y )

% — K errdisable A7 — b BEIET 5 4 A v —%& A F—TLIC Liﬁ“

arp-inspection

Address Resolution Protocol (ARP; 7 R L AfiEik7 o /L) K|z
errdisable A7 — M LEIETLH72OD X A ~—% A Fx—TVIZ bi’@‘

channel-misconfig

EtherChannel D% EF /&I L 5 errdisable A7 — F G EIET I X 4 ~—%
A X —T NI LET,

dhcp-rate-limit

DHCP A X—t > 7 errdisable A7 — FMOEIETL XA ~—% A F—T IV
Iz LET,

dtp-flap

Dynamic Trunking Protocol (DTP; ¥4 F v rZF0 7 Frbhajl)
77 v 7 errdisable A7 — F W LEIET LA ~—% A F—T /I LET,

gbic-invalid

Gigabit Interface Converter (GBIC; ¥ 7y b f ' H—T =2 A A 23 /3—
X)) BV 2—)VEE errdisable AT — RO OEIET X A v —% 1 X —
T LET,

GE) ZoO=7—1E%h72 Small Form-Factor Pluggable (SFP; 75 i A AE/ N
M7 p—5 757 #) O errdisable A7 — hZERLET,

inline-power

AV TA Y RU—IZHL, =T —KRHEA =T NI LET,

12ptguard LA¥27Fu hal bRz LD errdisable 27— RS EIET LD
B Aw—%AF—TNVIZLET,

link-flap V> 2775y errdisable 25— B EIET L XA ~—% A X —T LI L
e

loopback N—T3v 7 errdisable 27— F W BEETHZ A ~v—% A F—TIZLE
T

pagp-flap Port Aggregation Protocol (PAgP; &A— MEKN T 1 =) 75 v
errdisable A7 — FLEIET L X A ~—% A X —TWMIZ LET,

psp Zu kan 2 h— LR #ED errdisable AT — RS EETLZ A v —% A

F—T NI LET,

psecure-violation

R—=F X2V T BT A =TV AT — O EETLIZA~—%A
=7 N LET,

security-violation

IEEE 802.1X X T 4 T —7 )V AT — "M BEIETEIH A ~v—% A F—T )L
I LET,
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T24+ILEK

avYkE—F

errdisable recovery W

sfp-mismatch SFP REDA—HIC L 2= T —RtlE A X—7 McLET,

udld UniDirectional Link Detection (UDLD; ¥ 56V > 7 ¥ tHl) errdisable A
T POEETLX A~ —% A X —T NI LET,

vmps VLAN Membership Policy Server (VMPS; VLAN A > w7 R v—
H—) errdisable 27— FNOEIET LA ~v—% A X —TNVIZLET,

interval interval FRE &7 errdisable 27— F L REIET AR ZBEL T, IBETE 5

#iPHIL 30 ~ 86400 P TF, T XTHORKICHE CHBEAEA I NET, 7
7 4V MMER&IE 300 BT,

(G¥)  errdisable recovery O ¥ A = —{X, @& INTZMRENS T 2 & Aip
ETHILENET, EBOZ A LT 7 MELBRESNEOEL,
HE SO 15% £ THDOLNET,

TRCORKICH LCREILT 4 E—7 1V TT,
7 7 4/ ORERMBEIT 300 7 TF,

Ja—R_)L a7 4 Xalb—g v

avy FEE

EREDAHA R34y

yy—=x EERE

12.1(11)AX Zoawry RRBMEE L,

12.1(14)EA1 security-violation ¥ — 7 — RSB &L E L7z, gbic-invalid ¥—V — K
(I, SFP £V 22—/ A= THFR—FINET,

12.1(19)EAL1 dhcp-rate-limit *— U — F2SBMSE L7,

12.2(18)SE channel-misconfig ¥ — 7 — R BMEvE L7z,

12.2(20)SE arp-inspection ¥ — VU — MBS E L7z,

12.2(25)SE I2ptguard ¥— 7 — R2EMEILE L7,

12.2(37)SE VLAN Z & 0= —HEEREABM & E L7z, inline-power ¥—7 — K
B L O sfp-mismatch ¥—7 — KBNS NE L,

12.2(58)SE psp ¥—V— B E L,

JIK (link-flap, bpduguard 72 &) (%, errdisable A7 — b3 FEA LB L LTERSNET, K
HARR— TR ESN7ZHA, A— MI errdisable A7 — bk (V7 X7 27— MIEBILZBIEA
T—F) &V ET,

R— kA errdisable 1272 > TWD EXFHEE LV Y v hEFTY L, b T 74 v 73R — M TEEEShE
A, BPDU #— RHEEB L OR— b X 2 U7 A BEOH ST, EXORERIIKR— h &K%

Yy y hE T ERDYVIC, R—FTRIELR>TWS VLAN B2y v hE T U551 A
Ay TFEHRETETET,

Z DOJFRRIZ% LT errdisable DRIfE % A X — 7 /LI L2 WEA, A— b, shutdown 5 LU no
shutdown f V' X —7 A A a7 4 F¥alb—ray avy RBRANENS E T errdisable A7 — b
DOFEETT, RKOEIEEZ A X —T N LEA,. A— i errdisable A7 — b GRIE L, TXTO
JRIRZZ A LT U MI7eoTe & S EZHFHTEDLL IR £7,

JFEROEE Z A 32— W2 LR WES. £7 shutdown =~ K& AJ1 L. &IZ no shutdown =~ >
K2 AN LT, FEITAR— F% errdisable A7 — bW S EIESEIZ0E R H D £,
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M errdisable recovery

1 K OFTIE, BPDU #— K errdisable JIRICK L CRIEX A ~—% A Z— T NMZT B HEERLET,

Switch (config) # errdisable recovery cause bpduguard

WOPITIL, A ~—%& 500 DICRET D HikzERLET,

Switch (config)# errdisable recovery interval 500

HIE & MR 5 121E, show errdisable recovery ¥5# EXEC =~ > KZ AN LT,

BEaTUF avwyk BieA
show errdisable recovery errdisable [A1fE % 4 ~—DIFEREE R L E7,
show interfaces status AE =T 2 ADAT—F AFE L errdisable A7 — MNZdH D
err-disabled A B =T x4 AZADY A FEFRRLET,
clear errdisable interface VLAN Z & @ errdisable ¥§REIZ & - T errdisable (272 > 72— |

%721 VLAN 7225 errdisable A7 — %27 U7 LE7,
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exception crashinfo W

exception crashinfo

B DA

TI2FIE

avYkE—F

Cisco IOS £ A —T D= T —KFIZ A A v F THLIE crashinfo 7 7 A VMER SN D L O RET DI,
QWNMwmmmm7D—NW3V74¥JV—VEVZ?VF%ﬁﬁbiﬁo:@%%%%4?—
TNCT AT, Zoavry Fone B EFEHLET,

exception crashinfo

no exception crashinfo

Zoawy RiZiE, 5lIEETF—V—FEH 0 8 A,

A A F YL crashinfo 7 7 A V&2 AER L £,

Ja—nR) a7 4 ¥l —g

avy FEE

BEREDAA FS4>

yy—= EFERRE
12.2(25)SEC Zoavwy RPMEMEShE L,

A crashinfo 7 7 A MITiE, KB L7z Cisco I0S DA A—THABLIONN—=Va vy TakyHd LIUXR
ZDYARM BIXORZ Y7 FL—2AREENFET, JE5R crashinfo 7 7 A M2, A A v FOREED
JRIK 2 HBIT 2 DTS SZE DM OBIHERNE TN ET,

AH w7 < A — [T exception crashinfo 7o — )L a7 4 Fab—Tary avr ReANT5H
LT RCORAY v 7 AU F, AX v 7 A8 ED Cisco I0S A A — VR RI LB 1CIEE
crashinfo 7 7 A VEAERKR T H L I RESNET,

AA v F YL crashinfo 7 7 A W EAER L7gW & 5 ICERET 21Z1E. no exception crashinfo 7 = —
P ar7 4 Fal—vary avwy RefERLET,

0] WOBITIE, AA v FHHLIE crashinfo 7 7 A LV EAER LARWE D ICHRET B HiEE TR LET,
Switch (config)# no exception crashinfo
RE IR T 512X, show running-config f7# EXEC =2~ FZ AL E T,
BlEa<Y R avwy kR B
show running-config ERINT~v I/ nxB0ERELR T LET,
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[ oL-8552-10-J .m



(2% Catalyst 3750 X1 v F Cisco I0S a2 F |

M fallback profile

fallback profile

Web fBGERIC 7 +— NNy 7 T a7 7 A a2 fEpld %1213, fallback profile 7' m— 3L =27 ¢ F o
L—vary avwry FefLES, 7740 PRECETICIE, 20w Fone BAZHML %
R

fallback profile profile

no fallback profile

BX DA profile IEEE 802.1x iEE2 VR — K LTCHARNI IAL T DT +—L v 7 Fn
TrANERELET,
FTI2AILE Tr—NANy s Ta7r A VEBRESNTVEEA,
a2 kR E—F Ja—r L ar7 4 ¥al—ay
vy FBE Jyyy—= FTERE
12.2(35)SE Coawy RBBMESNE LT,

ERLEDAA K54

]

TA—NNy 7 TaT g ANE BT B & Fo 7w IEEE 802.1x AN — @ IEEE 802.1x 7 4 —
NNy JEEEERT DIOIMERNSNES, PAR—FENDEEIL, Web RBAE~D 7 4+ — /LNy 7
20T,

fallback profile =~ > NEAN$T25L, InrrA N a7 4 F¥alb—ray E— NR[KGI, K
Dar74Xal—ray awy NBRFAFTREICRY £9,

e ip:IPav 7 Fal—vaaEERLET,

o access-group : EXEFIEINTWVWARNWAR M I TERFEINDI NNy hOT 7R 2 br—
NERELET,

e admission : IP 7 FI v g b—LZEHALET,

WOBHITIX, Web BIETHEAIND 74— NNy 7 a7 7 A VOERTEEZRLET,

Switch# configure terminal

Switch(config)# ip admission name rulel proxy http

Switch (config)# fallback profile profilel

Switch (config-fallback-profile)# ip access-group default-policy in
Switch (config-fallback-profile)# ip admission rulel

Switch (config-fallback-profile) # exit

Switch (config) # interface gigabitethernet 1/0/1

Switch(config-if)# dotlx fallback profilel

Switch (config-if)# end

show running-configuration [interface interface-id] ¥ EXEC 2<v > REZANTHZ LTk i
EEERTEET,
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fallback profile W

BREaTY R avy kR EREA
dotlx fallback IEEE 802.1x #fFZ2 VAR —FL72WIZ IFA4 T NHDO 7 —
NNy 7 R E LT Web BBiEAMI T2 & 9 R— b E&E
L%,
ip admission AA v T K— KT Web iBiEx A 2 —7 M LET,
ip admission name proxy http AA v F T Web RBiEE 20— Uc A F—7 M LET,
show dotlx [interface interface-id] feiE SN =R — F @ IEEE 802.1x OIRHEA FR L ¥,
show fallback profile AL v FOB/BEFHTO T 7 AN EFRLET,
Catalyst 3750 Rf yF av>F YI7LYR
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Hl flowcontrol

flowcontrol

AV E—T oA ADZFE 7 a—flfllA T — N &R ET D21, floweontrol f > F—T = AR a7 ¢
Fal—ray avrReEHLET, HIHEEICH L TY a—Hl# send BNEVMERRETA 272> T
W, Bt b 9 —HFOMTHEREND L THRBEESNTZHEIE, KRIETZ L -2 R ETHZLI0L-
T, Vo7 oMPMET) E— MEEICERZBMLET, HIEEIIH L TT a—flf receive 73
FrT, RIETZ L= EZELEGA, T4 Xy bOEBEIIEELET, 25T kiI2ky,
BRI PIcT —% X7y FoRKEBEET,

T a—#l#ET 4 B — 7 WIS T HIEE L, receive off ¥F— U — REH L £,

flowcontrol receive {desired | off | on}

GE) AAvFiE A=A TVL—L&ZETEETH, BEILTEEEA,

BX DR receive A B =T 2 AN T— MNEBNS 7 u—HIfN Ty NEZETEE0E I DER
ELET,
desired AV E—Tx A R%, 7a—HlHRry NERETOIVLEND DEREEE T
o —l#E Ny FEEETOIMNEITRVREFET LI O T HEmEREL & LITK
XD ENTEET,
off BEtEmE N T a— ISy N L H— T A ANEET HMREA A I LET,
on A B =T A R, 7u—HlNry NERETHIMNEND DR E I
o —filf#H Ny FERETALEFLZWVWAEET A LEOTEAEREEL EHICKE
BXEsrZENRTEES,
TI2AILE 5 7 # v ML, flowcontrol receive off |2k E SN TV E T,
avY Rk E—F A B —T 2 A A AT 4 Fal— g

avr FEE Jy—=

EENRE

12.1(11)AX

Zoawry RpBIMEnE L,

FREDHLIRSAY Z0RA vFTlE, FET7r—HEOKRIEZ L—AFZHR—FShEHA,
on B WNdesired X— 7V — FIFE—ORERIZADZEICEERELTLIEX N,

flowcontrol =~ > RZFEH L CAR— FREREFIZN T 70 v 7 L— b 2HlT2 X 9B ET 255,
7 u—HlEIR— N ETROFEMED 5 5D 1 DITHRESIVET,

e receive on ¥ 7% desired : R— MIR—X 7L —LEZEETEXEFHAN, F—X 7L —L%%EE
THVLEND LME, SR EREEREE B TEET, F—MNIR—X 7L —2%%
& ¥,

e receive off : 7 —HflEIZELLOFMICHEEL EH A, WENELTH, U7 OMFMICHEH

LR,

ELLHOIEE BIRIET L— ADEZEEITVER A,
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flowcontrol W

F2-13 1%, EREDOHAGDLETICI D=V R— BV E—h A— M LEO 7ol R %
RLTZHDTT, i receive desired ¥ — 7 — RO I L receive on 5 — 7 — RO B OFE B2
Fl—IZ25 Z L &aiftE LTWET,

% 213 Ja—HERES LEA—H/)E—F R—+ 7O0—HEER

70— 7 A — IR

A—AJI TINA R JE—F T/1NA4R A—AIL T4 R JE—F T/IA4X

send off/receive on send on/receive on ZEFPITITVWET, EZEZITWET,
send on/receive off ZIETTATWET, EEFHITWET,
send desired/receive on ZELITITOET, EZETITVET,
send desired/receive off ZEZHITWET, EEFHITWET,
send off/receive on ZRTEFITVET, SR TFITVET,
send off/receive off EZERITOEE A, EZEEITVWEE A,

send off/receive off send on/receive on EZEEITWER A, EZEEITVET A,
send on/receive off EZERITVET A, EZEEITVERA,
send desired/receive on PEZERITOVEE A, EZEEITVEE A,
send desired/receive off EZEZITVERA, EZEEITVEE A,
send off/receive on EZEEITVER A, EZEEITVEE A,
send off/receive off EZERITOEEA, EZEEITVERA,

i WKOFITIE, VE—F A—HMZXoT7ua—#HlHRNIFR—Fran2WnEkoice—b K— FEFET

LHEERLET,

Switch (config) # interface gigabitethernet 1/0/1
Switch(config-if)# flowcontrol receive off

R H MR T A121%. show interfaces 554 EXEC =~ F&# A LET,

BEav> R avw vk EL
show interfaces A7 a—Hl#lz2ETLe AL v TFDA L X —T oA ARTEEFRRLET,
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M interface port-channel

interface port-channel

— F FY RADREA L E—T 2 A AT 7 EALEY ., B LTV T 5I21E, interface
port -channel 7 — )L a7 4 X2l —vay awy R LET, R—F Fr Lzt 5
BAIT, 2oa~v s o ne BREHEHLET,

interface port-channel port-channel-number

no interface port-channel port-channel-number

BXDEHEA port-channel-number  R— k F v FLFEE, HETE HHFIT 1 ~ 48 TT.
TIAIE R—F Fr XRBA X —T7 = RTEHSNEE A,
avy kFE—F ra—sNL ar7 4 ¥al—vay
avy FEE Jy—=x FTERE
12.1(11)AX ooy RBRBEMENE L,
12.2(25)SE port—channel—number BN 1~ 120006 1 ~48 IZEFINE LT,
FHEDHSL K542 L+ 2 EtherChannel Ti&, WER— R 2 F v R FA—FIZE Y B THHITR— FF ¥ %1 A v

B —T 2 A AEERTDHLEELH Y A, RDVIZ, channel-group A H— 7;4’Z ay7 g
Fal—varavr ReEHATEET, %%$w7wb7#W@@%@f—%%%%¢ét R—
My RV A2 =T = AFHBHER S L E T, KA NAR O VI BV 7:4%%@
KT B%EIL. channel-group-number % port-channel-number & FULEZICLTH, HTLOERIZ
THENRFEVERFA, HFILWESZHEM L7 E. channel-group =~ > RIXEIJIZH LR — K ?’r
NV EERLE T,

interface port-channel =~ > FOIRIZ no switchport > X —7 = Af A a7 4 Fal—rg av
YREMEHALT, VA Y 3OR—b FrxV kT IS, A7 —T A AEZF v X T —T
CEAT DN, K=k FY FVORmEA 2 F =T 2 A2 FHTRIEL TIIZEN,

F X RN TN—THND 1 DDHR— bk F¥ XL TRHFTSNET,

R—h FxRN A F =T =2 A% N—T vy RER— b LTERTLIHAE. Frar Z0—71
B Y ToONTEYER— N EOLA Y 3T, TRLVRAZE DL TRNIHIZLTLIZEN,

LAY 3DHR—K FXFL A =Tz 2L LTHEAENTVDF ¥ R/ Z—F O —
FET, 7V v Y SA—T%EOSTEHZ L, V=T REDRRIC AR D 0FTbRVE H I LT
K&V, A= TV ) =8 F 4 =T VT ENERH Y F1,
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interface port-channel W

interface port-channel =~ > R& AT 25613, ROTEEFHIZHE-> T ZIV,
» Cisco Discovery Protocol (CDP) %M 285GI121E. THEWHAR— P TREFREL TLEE
W, R—F Fr RNV A Z—T 2 ATEHRETE EH A,

e EtherChannel ®7 77 4 7 AL /NTHDHAR— h% IEEE 802.1x A— h & LTEHEE L72WVWTL 72
SV, FET T 4 7T o TR EtherChannel @7 — k€ IEEE 802.1x A x— 7 MIZ LT
H. FOAR— ML EtherChannel (ZHMA L FH A,

BEOEEFHO -EIZOWVWTEL, ZOV Y —RIZHIGTDHY 7 hU=T a7 4Xal—var i
4 K@ TConfiguring EtherChannels] OFEEZSMHL T Z 30,

i ROFTIE, R—h FrFLEES TR F ¥ RN A F—T oA ABERTEHEERLET,

Switch (config)# interface port-channel 5

FXE &R T HI2i%. show running-config £5# EXEC =2~ > R % 7-(% show etherchannel
channel-group-number detail Fit EXEC =< > REZ AN LET,

BEa<v U F avUk BT
channel-group EtherChannel 7 v —7 124 —% R v b R— b ZH Y B TET,
show etherchannel F+ /L ® EtherChannel f§# % #r~ L E T,
show running-config  BEOBIEREL R T LET,
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interface range

A B =T ALY ar7Z Xal—vary = RREfhL, BHOR—FTavy FERFIC
FEITT 2121L, interfacerange 72— L a7 4 Fal—T gy avr ReALEST, ¥ —
T oA AP EHIRTAEAE. Zoavr Ko ne BREFHLET,

interface range {port-range | macro name}

no interface range {port-range | macro name}

BEX DA port-range A— NEIFH, port-range DHNMED VY A Mo\ ik, MER EOH A KF 14 )
DEEZZRL T EEW,
macro name ~ /a4 ERELET,
TI2HIE Zoawy RIZETF 740 FREEH Y TH A,
avy kK E—F ya—L ar74X¥al—vay
avy FEE yy—=x TENE
12.1(11)AX ooy RABMENE LT,

BEREDAA FS54>

A H =Tz AL T 4 Falb—vary T—FRERHKLTAANLE, TCTOA X —T A
APRT A —=ZE, ZOFMEANDTXTOAL L F—T A ZAZHT DB/ 9,

VLAN IZ25W T, BEfED VLAN Switch Virtual Interface (SVI; 2 A v FRAEA LV #—T = ) T
721} interface range =~ R&ffH4 5 Z LN TEXE3, VLAN @ SVI #F T 55451, show
running-config %74 EXEC =~ > F&Z AJJLET, RS20 VLAN (L, interface range =~
RCHAT L &IXTEEHA, interfacerange =~ FOH L TAN Liza~y ik, ZofEo
FTRTOREAFD VLAN SVI IZH#EH S E T,

HHA Y F =T = A ZAFHIH L THTONZBEL L, T XT NVRAM IZRFSILETH, A~
& —7 = A AFPHEKITZ NVRAM IZRFSNEE A,

A B —T A AFEPIL 2 DOFETASITTEET,

o IKKRS5DETDOA L HF—T = A AHHZIEE,

o EREALDAUHE—T oA A~ 7 iR EXIEE,

FHEANOTRTOAL v F—T 24 AFRELEA T, 2FV, TXTHBT 7 AN A —H Ry b F—h,
TRTCNELTEYy b A —P %y F B— b, T3TH EtherChannel R— +, F72139 T2 VLAN O
WL TRITER Y A, 2L, £#@iaz o~ () CTRUWAZZ EWCED, 1 2Davw R
THRKRSODA v Z—T7 =4 AFPAZEHRZRTEET,
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interface range M

port-range ZA TRIVA v Z—T = A ZOADEITRO LB TT,
e vlan vian-ID : vian-ID (vlan ID O#ipHIZ 1 ~ 4094)
» fastethernet module/{first port} - {last port} (module IL#(Z 0)
» gigabitethernet stack member/module/{first port} - {last port} (module (& IZ 0)
MBS o F—T = A A
— stack member I%, A% v Z7NDAA v FHBNAMEHRT 2F S TS, BFICHETE DAL 1
~9 T, RE T AUNROEPIOPIULDERIZ, AL v FIZHV B TonET,
- EVa2—/LFIEIC0 TY,
— [ ATRERIBEIX. type stack member/0/number - number 9 (i : gigabitethernet1/0/1 - 2)

e port-channel port-channel-number - port-channel-number., port-channel-number 13 1 ~ 48 TT,

A

(E) A—F Fr RO interface range =~ > F&H L7-84E. #IENORKY & KEOKR—
Ny KRBT 2T 4 TRl b T AT B LR D D £

HAZERT D EET RWDOATI &g T2 (1) ORIZAN—ANBETT,

interface range gigabitethernetl/0/1 -2

HAEZEBERTDHEETH, RO MY &~ () ORICAR=REANDILERH Y T,
interface range fastethernetl/0/1 - 2, gigabitethernetl/0/1 - 2

FLavwy RCvrubA =T AFEOWMBFEHET I LITTEERA,

£72., port-range TH—A U =T =2 A ZAZEETHI L TEET, DED ZDa~r NI,
interface interface-id 77—/ 3V 27 4 Falb— g avy RIZEBLTHNET,

AVE =T A AOHMFOREICET 258MIE, 2OV YV —RZHIGTHY 7 b7 a7 4FXa
L—vay A4 RESRLTIIES N,

B WOHICIL, interface range =~ REHAL T, /v ¥ —T = A AfifHia 7 4 Fal— 3
FT—F&EBBL, 2 00FR—hIa~vr FE AT HEERLET,

Switch (config)# interface range gigabitethernetl/0/1 - 2

WOFITIE, [F CHREICK LT 1 2OFR— N~ 7 2 macrol AT 2 HEEZRLET, ZOFR
X, macrol ZHIBRT A ECTHAHTE A2 L TY,
Switch (config)# define interface-range macrol gigabitethernetl/0/1 - 2

Switch (config)# interface range macro macrol
Switch (config-if-range) #

BREaTV R avwyFk e
define interface-range (. % —7 = A4 XHFHO~ 7 0 1B L £7,
show running-config AA v FCHIEOBIEREHERE R T LET,
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Bl interface vian

interface vian

#AY 72 Switch Virtual Interface (SVI; 2 A~ FRBA VX —T =4 A) ZAERL. F2EFhicT 7 &

AL AV E—T A A a7 4 Xal—3 g F— REliET 5120, interface vlan 7 12—/ 3L

arv7 4 F¥al—varyavry FEHEALET, SVI ZHIRT 21ZE,. 2oa~2 Ko no B4
LET,

interface vlan vian-id

no interface vlan vian-id

BX DA vian-id VLAN %5, f5ETX 2401% 1 ~ 4094 T,
FTI2AILE F7 4L D VLAN A > % —7 = A A|Z VLAN 1 T3,
a2 kR E—F Ja—r L ar7 4 ¥al—ay

av Yy FER yy—=x EERNE
12.1(11)AX Zoawy RpEMENE L,

FRAEDHAL FSL4Y  SVIIZ. FED VLAN 1% LT, ¥ T interface vlan vian-id 2~ FE AN LT & ZITER SN E
9, vlan-id 1%, ISL £72I1X 1EEE 802.1Q # 7Nt N T 7 OF —% 7 L — MR T 6z
VLAN # 7', 72137 7 B A R— MIERE I/ VLANID (Y LET,

GE) WEIAR— P EBEEMT O T RWEGSE, SVIZERLTHET 77 4 712720 /A,

no interface vlan vian-id =~ > R&Z AJJL T SVI ZHIET 5L, BlRENT-A v X —T oA AT, %
LI, show interfaces 454 EXEC =~ RO HITIIFRENEH A,

(GE) VLANI AU Z—T=A ZA%HIBRTDHZLITTEEEA,

HIBR L7z SVI 1. HIBR LA v & —7 = A Z2Z% LT interface vlan vian-id 2~ > R& A 1452 &
T, TWWRTZENTEET, A ¥ —T 2RI T o7 RV ETN, FRETOREITHIER
EhEd,

A v F ALy 7 ETREINT SVI O L | BRE SN OMREDOBOM EEMRIZ L - TiX, ~—
Ro =7 HIRICE Y, CPU MEHRICEERH L AREMNRH Y 37, sdm prefer 7 o — )L 27 4
Falb—varavy FeL, YATLON=FRUxT VY —=2%, 77— B LUHE
T=T M ESWTHERIY Y THZ LN TEET, FMICOVTIEL, sdm prefer =~ FEZSHRL
TS,
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interface vian W

1 WOFITIX, VLANID 23 O L\ SVI #1{Ek L, f v H—T =z A a7 4Fal— a3 F—K
R T D R R LET,

Switch (config)# interface vlan 23
Switch (config-if) #

RIE 2 MR A 121, show interfaces 35 L U show interfaces vlan vian-id it EXEC =~ > K& A/

LET,
BEav U F avwy kR B
show interfaces vlan vian-id TRTOA v F—=T 2 A ZAFEZIFHEED VLAN OFH AT —X

ABIOEERAT —H A EFRRLET,
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Ip access-group

VAV2ERIFIVAVIA L E =T oA A~DT 7B AZHI#T 2I121%, ip access-group 1 > % —
T A a7 4F¥alb—vay avr REFHLET, A V¥ — T2 A ANLTRTERLITHED
TIRRA ITN—TEHIBRTHITIE, Zoavr RO no BERXE2HEHLET,

ip access-group {access-list-number | name} {in | out}

no ip access-group [access-list-number | name] {in | out}

BX DA access-list-number IP Access Control List (ACL; 77 & A @ tr—/L U A L) OFETT,
FRETZ ML, 1~ 199 £721% 1300 ~ 2699 CT9,
name ip access-list 7 — L a7 4 Xal—Tay avy RTHESNZ
IP ACL 4T3,
in NIy MEHT 27 402 U T ERELET,
out FESTy MetT 3740 Z ) o TR EELET, Z0OF—U— NI,
LAY 3D E—T A A RIZIRYHEZITT,
TIAIE TIEA VAN, AV F—T oA AT HEASNEE A,
avY Rk E—F Ao B —T 2 A A AT 4 Fal— g
avy FERE yy—= EENE
12.1(11)AX Toawy FABMEShE LR,
12.1(14)EA1 Iy ROYHE— "R A Y2 A0 X —T oA AL TIREINE LT,
FEREDHA RSA4Y  LpiftE FI3E B EOEE/MEIP T 7R VA M v X —T7 oA ACHATEET, L%

MFTT 78R VA NEERT DI, ip aceess-list 72— )L a7 4 Fal—vay avr i
BRALET, BENEXT 78R VA NEERT DI, accesslist 7o — 3L 207 4 Falb—3
vavwry REHFHLET, 1 ~99 BXLW1300 ~ 1999 OFEPHOFZf = BAET /7R VR, £
1% 100 ~ 199 LT 2000 ~ 2699 OHIFAOFE S ZILET 78R VR MEEHTEET,

Zoav y REHEAL, T78A VA RERLAV2ERIEILAYIDS U H—T =2 AZHWATEE
T, EEL, LAY 2D E—T =24 A (R—F ACL) 2%, RO X I RHIENSH D Z LICEEL
TLEE W,

e ACLIXZEFMOLAY2AR—FIETEHATE £,
o AUH—Tx2AATLIZ1HODIPACL & 150 MACACL 23 #EHTX £7,

* LAFX2DAUE—T AR FTaF T Y R—FLTWEEA, log ¥—7U— 2 IP ACL T
EEnrGme. BHanxd,

o LAV 2DA =T A RAZHWHSNIZIP ACLIZ IP N7y NETFH 7 4 VX IXhT £, I
IP 7y b7 4 0E ) 735121k, MAC #53E ACL & & %12 mac access-group 1 & ¥ —
TxA A AT 4F¥al—varavr ReEHLET,
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ip access-group W

2—PEFE—DAA vF LT, V—% ACL, AJJAR— bk ACL, VLAN v~ v 7 &2 Cc&£9, 7272
L. "—bFD ACL 1ZV—% D ACL. F72I1Z VLAN v v 7 L VBRI ET,

o ANER—1FD ACL 1A X — 7:4X_Lﬂ%ézh EBICAVE =T oA ANA L NEIRSTH
%5 VLAN IZ VLAN = v 7D #EH S n7=%48. ACL D R— b ETCZELEEE N7y MI, =0
AN—=HFACL T7 4N HZ ) T ENFET, %@ﬂﬁ@/\ﬁ/ MZ., VLAN vy FIZL->TT7 4 V¥ U
VITERET,

. J\ﬁw~5f® ACL BEXOANA— D ACL B SVIIZHFEL TWAHHE . A— hD ACL MM &
NER— M ETZEENTZEE 7y M2k, R—FACLO 7 4 M EZNEASHET, hoR—
ZELEBEEONV—T 4 7 IP Ny NI, V=% ACLO 7 4 VA REHINET, o

WRTFy METZang ) o r7anEdi,

. uﬂﬁ/lx—ﬁ@ ACL BELOANF— D ACL N SVIIZFEL TWAEE . A — O ACL 2 H &
AR — TREINTEEE Ty MC A—HMACLO7 4 V2 REHEINET, BETD
—7 4 /7 IP X7 > MZIX, v —% ACL 0)74»&7% WHINET, o ry MI7 o0 H
Vo rZEhERA,

e VLAN~ v 7, AN —%® ACL, BEIUAJIAR—FD ACL A SVIIZHFELTWDHEE, R—
DO ACL A S7edR— b ETREENZEEB ATy M2iE, A— b ACL O 7 4 L FZ 72T 0
WHINET, MOR— N TZELEBEEONLV—T 4 7 IP %7 v MMZiZ, VLAN v v 7B LW
J—% ACL O 7 4 VENEHSINET, o7 v MZid, VLAN ~ v 7O 7 V& 720 733 H
SNET,

e VLAN~v 7”7, HIn—4%® ACL, BEXOANFR— D ACL 2 SVI IZHFEEL TWBEHE, F—
> ACL A SN ieR— N ECREINEEE 7y M, F—F ACL O 7 4 )V Z 2T M
WHINET, BETDHIAL—T 27 IP X7 v MZiZ, VLAN v 7B XU —% ACL ®7 4
NENEAESHET, o7y M, VLAN <~y 707 4 VA2 R#ER SN £,

IP ® ACL i%, B#EMEZEZEUMOLA YIS F—T oA ABWFIZHEHATEET,
LAY3IDA L HE—T A ATIL, IP DO ACL #8551 1 D@l T £,

VLAN A > % =7 = A 2 LOAT5m (ANBLCH) IZ VLAN v v 7B XUV —%D ACL % 1
FTOILMYRETEET,

BEAS)7 7R VR RNTIE, AAvTFIE, Xy baZET5HE, Xry NORELT NLRET
A JAPMIHBLTHRELES, IPHET 7 X UR T, [EET, 58EIP 7T FLA, 71
hanvy 47, R—EBREDODRTy NAOMOT7 4 — NV RERET L ENTEET, 778X
YA NENRTy MEFAITHHEIC, A vy FIETry NORBEHGITLES, 778X U AN
Ty NEERTAEEIE. AA v TFIEEOR Ty M Nay P LET, 778X VAR LAY 3O
AV E =T A RTHERENTZGE, X7y b Ry izt 720 (5740 M%&) . Internet
Control Message Protocol (ICMP; A % —>x v bl 2 v &— 7'm k =/L) @ Host Unreachable
DA =V nNERINET, ICMP Host Unreachable * v & —Vi%, LA ¥ 2 A4 F—T =2 ATHK
gy FEINT Ny MERF LTRSS N ET A,

WHEORET /A VARNTIE, 7y b2ZELT, ThzflidnizA ¥ —7 =4 A~EREL
T, AA TR T 7R VANEEBETDHZETCr Yy MR LET, 778X U R ]\75”\’7/
NeFFRL=2HA. A4 v FI3Xry h2RELET, 778X VR MBARYy hEHEGE LS

AL v FII Ay bERFay L, F7 40 FOFRETIL, ICMP Host Unreachable # VJZ~“/“753‘EEXZ
EhEd,

BELLET 72 VA RNBEFEELREWGAIT, TXTOXry @B LET,

i KOFTIE, B—FDOAN Ay MTIP 72782 YR 101 %EHT 25 5 EERLET,
Switch (config) # interface gigabitethernet 1/0/1
Switch(config-if)# ip access-group 101 in
Catalyst 3750 Rf yF av>F YI7LYR
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M ip access-group

show ip interface. show access-lists. F721% show ip access-lists ### EXEC 2~ > N2 A 1§52
Litky, REEZHECTEET,

ElEa<vY R =S A
access list FHft& ACL 2% E L £,
ip access-list 4HiftE ACL 2% E LE 7,
show access-lists AA v FTHREENT ACL R RLET,
show ip access-lists AL v FTHREINTZIPACL #RRLET,
show ip interface AVH—T 2 ADAT—HALFZEICETHEREERLET,
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ip address W

ip address

LAY 2 AL vFDIP T KL AR, % Switch Virtual Interface (SVI; A A v FIRABA X —T = A R)
FLFLATYIAAL v TFONL—FTy R EAR—=FDIP 7 RLRAZFRET 2IZIL, ip address 1 > % —7 =
AR ary74FXalb—vay avwy RefHLES, IP7 RLRZHIBRLEZY, IPAERET 1 B—7
LT T 5121, Zoa<wry Rone BREFEHLET,

ip address ip-address subnet-mask [secondary]

no ip address [ip-address subnet-mask] [secondary]

BT EiBA ip-address IP 7 FL A,
subnet-mask B 5 [P Y7 Ry ROV R,
secondary (EE) RESNET FLAZEA XY IP T FLACHEELET, 20
F—U— FPRAMINTGE, RESNLET RLVRAEZTI9A4~Y IPT7 FL
A2 0 FT,
T2+ IP7 FLATEHRSNTVERA,

avU Rk E—F

Ao HE—T 2 A AT 4 Falb—3

avy FERE

EREDHA R4

GE)

Jy—2 EERAR
12.1(11)AX Zoavy RRBEMEShE Lk,

Telnet D v a T, AL vFDIP T FLAZHIRLIZES., A v FOERENUIENET,

A" A MiZ, Internet Control Message Protocol (ICMP; A > % —>x v MMl 2 v&— 7'u han)
Mask Request A v E—U#FHL T, 7 x>y b w27 ZHJITEET, V—HiF, TOERIIHL
T ICMP Mask Reply 2 v &—Y TRELET,

no ip address =¥ > RZfio>TIP 7 FLAZHIIRT 22 LT, HFEDA v —T7 =4 A LD IP 71
BRET 4 =TI TEET, AA TN, ZOIPT FLADIHD 1 SDEEH L TV SR A
NEREB LGS, av Yy — Mz T — Ay e—VEEELET,

A7 aTsecondary ¥— VU — REFEHTDHIET, ¥ FY 7 RLAOETEZERIRICHEET
LIENRTEET, VAT LAREI U FYDRERBEILT RVADL—T 4 VT OEFLUMNT — 5 7T A
EERLZWVWENWS ZEZRITIE, XY T RLVRAPFITITA4~Y T RLVAOL S IZRBEEINET,
IP7u— ¥y R ME ARPERIZIPV—TFT 47 T—TNVNDA L FZ—T A R L— |k &RERIZ,
WEWUNZAE SN E T,

Xy FU—27 ¥ T AL R EOTRTOAL—EZREH L EZVDT FLREMH LSS, Rl—0t® 7 %
VR ECHBMDTAAL R, F—DORy hT =2 23 TRy b I UFY TR R A
LRz $8 A, Xy bU—27 BT XA NEOBI L ZY T RVAOFERICFERNSD L, 1=
BN —T 4 7 =T R ERBSNDAREERDH D £,
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W ip address

]

Open Shortest Path First (OSPF) OL—F 4 VI DBFE, AV E—T =2 A ADFTXTOEHIZY T
RLAN, 774~ 7 RLALFE—0 OSPF #HIKICH D Z L 2R L T &N,

A A v F M, Bootstrap Protocol (BOOTP) F72iX DHCP ¥— N\!n5 IP 7 KL AEZF L, DA
A vFIP 7 RV A% no ip address =~ > FTCHIFR L7254, 1P LBIET +E—7 1 & 720 BOOTP
P— NFEIL DHCP =B HOT FLAZHY U THZ LIETEEREA,

AL v FUE, KA—T v F = FBESVIIZED 4 Toni IP 7 FLAEHOZ LA TEET, #
ETCTEALV—T7T vy FA—FBIORSVIDOHIZY 7 =7 TiIHHIEENTWERA, Z7EL, 20K
LRRE SN OBERED R L DM EBMRIC L > TiE, ~— U = THIRIC KLY, CPU fEHRICREN

HDAHEMER H Y £ 97, sdm prefer 70— 3L a0 7 4 Fal—v gy avwr REfAL, VAT A
DON—=Ry 7 UV —R% TU7L—FBIOET — T MZESWTHEED Y CTHZLNTE

FF, FEMIOWVWTIE, sdm prefer =~ > REERL T EEW,

ROBFTIE, ¥ 7Ry P Ry NT—=ITULAFX2 AL TFDIPT RLAEZRET D HiEERLET,

Switch(config)# interface vlan 1
Switch (config-if)# ip address 172.20.128.2 255.255.255.0

KOFTE, VAVY3IAAL v F EOR—FIIP T RLAERET D HiEEZRLET,

Switch (config)# ip multicast-routing

Switch (config)# interface gigabitethernet6/0/1

Switch (config-if)# no switchport

Switch (config-if)# ip address 172.20.128.2 255.255.255.0

X E &R T HI2I%. show running-config £5# EXEC =~ RE AN LET,

BBEa<v R

avwv kR HL]
show running-config 2L v FOERTa L T4 F2lb—Yar 2R LET,
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ip admission W

ip admission

Web BEEE A R — 7 MZT AIZ1X, ip admission > ¥ —T7 =z Af X a7 4 Fal—ar avr N
é”fi)ﬂ Li‘ﬂ Zpav R i fallback-profile E— R CTHEHTE £4, Web iRiLE2 7T 1 E—7 v
T 5121, Zoa~vr Fone BXE2EHLET,

ip admission rule

no ip admission

X DA rule IP7 RIvvay =& 4 —7xA AHHLET,
avy kR E®E—F Ja—n_) ary7 4 Xal—yg
av Y FERE yy—=x EEAE
12.2(35)SE Zoa<wy RRNBMENE L,
EREDHA FS54Y  ip admission =~ > FICL Y, AA »F H— MM Web i/ —/L 23 S k7,

] ROFITIE, AA v F A— M2 Web @BiEV— V&Y 5 ikE " LET,
Switch# configure terminal
Switch (config) # interface gigabitethernetl/0/1
Switch (config-if)# ip admission rulel
WOFITIL, IEEE 802.1x SHIEDAA »F A— b THHT L7 +— vy 7 7177 A /LI Web iBi
N—NE @M T 5 kR R LET,
Switch# configure terminal
Switch (config)# fallback profile profilel
Switch(config)# ip admission name rulel
Switch (config) # end
EEaTUF avwyk 7L
dotlx fallback IEEE 802.1x #BiEx VR — M LW I FA4 T MO 7 +— Ay 7 5K
LT Web @BREAMHEHTL2LOFR—FERELET,
fallback profile A— h T Web #BiEx A 2 —7WMIZLET,
ip admission name ZA v F T Web 3Bilrx /o — )L 2 —7 M LET,
proxy http
show ip admission NAC OF v v adhie=y MY 2L NAC REIZOWVWTOERE R R
LET,
FEMIC DWW T, Cisco.com T [Network Admission Control Software
Configuration Guidel #ZMHL T 7ZE W,
Catalyst 3750 Rf yF av>F YI7LYR
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W ip admission name proxy http

ip admission name proxy http

B DA

TI2FIE

Web #8iE% A X — 7 /W2 521X, ip admission name proxy http 72— 3L 237 4 ¥ a2 L — g
vawr REFALET, WebBFEET 4 E—7 T 5121, Z0a<wr Fono BRXEHALE
D

ip admission name proxy http

no ip admission name proxy http

Zoawy RiZiE, 5lIEEITF—UV—FEH 0 £8A,

Web 58FEIEZT 4 E—7 L TT,

Ja—nN)p arZ 4 Xal—var

BEREDAA FS4>

i

Jyy—= EERA
12.2(35)SE oo~y RAEMSRE LT,

ip admission name proxy http =~ > FIZ kY| Web fBiEN A A v F LTI/ R — I A R—=T WIT
30 ET,

AA »F T Web #Bikx 71 —/UZA X —T M2 LTH 5, ip access-group in 3 L ip admission
web-rule { > 2 —7 A A a7 4FXal—vayavlry REFERALT, BEDA X —T A AT
Web #iEE A X —7 VI LET,

WROFITIE, AA vF R— T Web fBREE T 2R ET D HEEZRLET,

Switch# configure terminal

Switch(config) ip admission name http-rule proxy http
Switch (config)# interface gigabitethernetl/0/1
Switch(config-if)# ip access-group 101 in
Switch(config-if)# ip admission rule

Switch (config-if)# end

WOPITIE, A v F K= TOT 4=y AH=ALL LT, WebiBREL & 1 IEEE 802.1x
MREEZ R ET D HikE R LET,

Switch# configure terminal

Switch(config)# ip admission name rule2 proxy http
Switch (config)# fallback profile profilel

Switch (config)# ip access group 101 in
Switch(config)# ip admission name rule2

Switch (config) # interface gigabitethernetl/0/1
Switch (config-if)# dotlx port-control auto

Switch (config-if)# dotlx fallback profilel

Switch (config-if)# end
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ip admission name proxy http W

BEav VR avwy kR H L)
dotlx fallback IEEE 802.1x #BFfEZ VR — M LA2WI T4 TV NHO 7 +—N Ny 7 HK
LT Web BREAEHT 2L R —FERELET,
fallback profile Web 5BRED 7 +— Ny 7 T a7 5w A VEERLET,
ip admission AR— T Web ifEx A X —7MIZLET,

show ip admission NAC OF v v adh/z=y MY E721E NAC BEIZOWVWTOFHZFE R
L9, FEMc>WV Tt Cisco.com T [Network Admission Control
Software Configuration Guide] % ZM L T 7ZE W0,
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ip arp inspection filter vian

XA} w7 Address Resolution Protocol (ARP; 7 KL R fgik7' v h a/L) BAENA F—T IVDOGFE
W AXT 4w 7 IPT RVABRESINTZAA MNPSD ARP BHREB L OIS ZFF Al 03 ERT 51
i%. ip arp inspection filter vlan 7 0 — 3L 2> 7 4 Fal—v gy a~vr FEERALES, 574
NRBREICETICE, Z2oavy Fono BEREZFEHLET,

ip arp inspection filter arp-acl-name vlan vian-range [static]

no ip arp inspection filter arp-acl-name vlan vian-range [static]

BX DA arp-acl-name ARP Access Control List (ACL; 77t A 22> ha— U A LK) O4Ri
vlan-range VLAN O3 75 F 7o 13,
VLAN ID &5 Tkl &7 1 5O VLAN, T EFNnzE A 7 TRY]-
72 VLAN #iH. £330 v~ TR -7 @ VLAN Z48ECTx £,
HRETE &MIT 1 ~ 4094 C7,
static (f£7) ARP ACL NORFEROIEE % IR 72565 & L TRV, ACL N
DOHIOFIZ—F LWy ha Fa v 7457202, static ZFFTE L F
4, DHCP XA v F 4 MM ENER A,
ZOF—U—REHRELLZVWGEAIT. X7y FEESTLHRNRESRN
ACL NIZZ2WZ EZEWR L, 237y M ACL N4 —E L7aun &
DHCP A T 4 TNy FOFREITESEZRELET,
TIAILE VLAN 1%, E#H 472 ARP ACL RA#EH SN TWER A,
avy kFE—F ra—sNL ar7 4 ¥al—vay
avy FER yy—x EERAR
12.2(20)SE Zoa<wy RRNBMERE Lz,

ERLEDAA FS54>

ARP ACL # VLAN [ZHEM L TH# A F X v 7 ARP & Z1T 5 BA X IP/IMAC A T 14 » TGt
ARP /N7y B2 ACL & SET, ACL 3Ty bEFA[ T L, AL v TFB Ty Mais
ELET, TNSDOTXTONRT v b ZA7E, BRESsh T2, AT VLANHTT U v o7 &Eh
£,

AA v Fi3 ACL NOBURHRIEEAT — b A M ko Ty FEERTLHE, Xy R Fry
TENFET, AL v TFBHEROIEEAT— M AV MZEo TRy bEHEET DL, N7y ME
DHCP "L T4 v 7 DY A MEMEINET, 72720, ACLB X T 7 >r Oy R3SV
T IhRY) ThOGEEREET,

ARP ACL ZEFK. FITEZHEAO Y R FOREITAZIBINT 5121, arp access-list acl-name 2
g—N\)L ary 74 Xal—ay avy REFHLET,
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ip arp inspection filter vian

1 WOFEITIE, ¥4 F I v ARP ##HIC ARP ACL static-hosts % VLAN 1 [Ci# 3% kxR L E
T,

Switch (config)# ip arp inspection filter static-hosts vlan 1

FXE &R T HI2iE. show ip arp inspection vlan 145# EXEC =2~ > K& AHLET,

BEavUR avwyk HL)

arp access-list ARP ACL #E&L£7,

deny (ARP 7272  DHCP A VT 4 7 L DREIZE ST ARP A7y NEESRLET,
JZAharv7 44X
L—av)

permit (ARP 77 A DHCP A VT 4> 7 & DO—FIZHESNTARP X7 > hEFRILET,
JRAMav74F¥a
Lr—vay)

show arp access-list ARP 77X U R MIETLEEMER T LET,

show inventory vlan  fEE X7z VLAN %A+ v 7 ARP REOHREL LOEEAT— b %
vlan-range zARLET,
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W ip arp inspection limit

ip arp inspection limit

A7 —7 A A LDFHIF Address Resolution Protocol (ARP; 7 R LU Ak ~7 1 ha/L) EREB IO
IGED L— b &2 Hl RS 521, ip arp 1nspect10n limit f >4 —7 AR a7 4Falb—varav
VREMFALET, DoS WENREELZHEICHA T Iy ARP*%E LoTAAL v TF VY —ZADF
NP SR E ST LET, 77sz1/ I\Eﬁff WWRTICE, Zoa~vr Fono BREZEHLE
7

ip arp inspection limit {rate pps [burst interval seconds] | none}

no ip arp inspection limit

B DERHA

TI2H+IE

OV kK E—F

rate pps | BPMICB ENDEE Ny MO EIRZEE L 7, #@EIE, 0~
2048 pps T,

burst interval seconds ER) /1> F—T A ATEHEARP X7y heE=X Y I35 4
2 — )V EREATTREELES, @1 ~ 15T,

none WERF[RE72 (S ARP 87 > O L— MZ ERZEEL EH A,

1 BPRENC 15 BOFMA A MBI T OEA MREREINIZAL v F K Xy hU—7 DA, EEHTE
BRNWAVE =T A ADL— ~E 15 pps ICERESNET,

EIEHTX AT _RTOA X —T = A A TlE, b— MIEFIETT,
N—=ZA N f 2= I BIZHREENTWET,

Ao B =Tz A AT 4Fal—3

av Y FEE

EREDAHA R34y

Jyy—=x EERA
12.2(20)SE Zoawy REMESRE L,

— NI, BHEHTEDIAN VT oA ABIOEETE WAV F—T oA ADWFIZEA SN ET,
HBHDOFEAF I v 7 ARP &SRS VLAN Ty M ELEET A L DI N7 v 7 1@ L — M aRE
55, none ¥—V—RFRZEHLTL— h&ERIRIZLET,

AL v FN, BESNTWVWDIL— B2 — DNy bE, X=X NOREEBZ 25T 20
HZ545E, £ FZ—7 x4 A errdisable 27— MZ7R 0 £,

AH =T A A LEOL— MHIRZIRGIZRELRZVBRY, A ¥ —T = 2AOBEHEIREZEET S
e, U= MHIRREGEIREDOT 7 4V MEICAETHZ LICR D ET, L— MlRZFRET D &
BHERENELEINTZGETHLA V¥ —T7 =/ AL — MR Z £ H £ 3, no ip arp inspection limit
AV E—Txf A a7 4 F¥alb—ray avr ReEANTDHE AV F—T A AFT 74D
— MHIFRIZEE Y £97,

FZ7 o7 FA—FE, FBHIBPKBEIND LI, FVREVWL—MNIRETOHILELRDH D T, HEN
T RDL— R, 2—PREZLZL— b E2@BRDE, AL v TFiEA ¥ —7 =4 A% errdisable A
7— MZ L £, errdisable [FIEREREIL. [MIE DR EIZHE > THR— b % errdisable A7 — k2> 5 HE
BT EET,

Catalyst 3750 R4/ yF a2 F YI7L VR
m. OL-8552-10-J |



| £2% cCatalyst 3750 4 ¥ F Cisco I0S a<w >~ F

ip arp inspection limit W

L— MRIZ, A v F AZ v I DEAL v FTHIXICHEEBENE 4, 7 1A A% > 2 EtherChannel
DA, TIUIEBEO L — MRS EME D b EWARERS DI ZEEERLET, 22, v—
RIFRZY 30 pps (1Z8% & S 417z EtherChannel T, A4 v F 1121 2OFR— M BLRAAL v F 21212
DOAR— 13 ® 584, EtherChannel 23 errdisable (272 5312, &R — ME 29 pps T/ 37 v M &2Z(ET
xFET,

EtherChannel 8" — F D #1E ARP X7 v FD L — MNMI, TR TDOF ¥ R/ AL DH(E ARP /%47 v b
L— DO E&EF LR L TY, EtherChannel i8— b ® L — MHIRIX, ST _XTOF ¥ /L X NDEE
ARP X7 v bDOL— FEFHARTOLHEREL T ZE W,

i WOFITIL, A— biaﬁé{n ARP ZRDL— & 25pps ICHIR L, A v X —T =2 ZADE=F Y 7
A BE—=rVE 5 BHICRET 2 HEETRLET,
Switch (config)# interface gigabitethernetl/0/1
Switch(config-if)# ip arp inspection limit rate 25 burst interval 5
FRE Z MR 9 512X, show ip arp inspection interfaces interface-id ¥itg EXEC 2~ > RE AN L F
ﬂ”o
EEa<TUF avwyk BIL]
show inventory BESNTEA L H—T oA AFEFITTRTOAL X —T =4 AD ARP X
interfaces oy FOEEREB X O L — MilRZFE R LET,
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W ip arp inspection log-buffer

ip arp inspection log-buffer

XA FIvr Address Resolution Protocol (ARP; 7 KL A figik7a haL) mEOa X7 Ny 75
ZEET HIZIL, ip arp inspection log-buffer 72—/ )L 2> 7 4 Fa b —v 3 a~vr REHERAL
7. 77%» FREICRTICIE, Zoa<r Fone BFRE2#HALET,
ip arp inspection log-buffer {entries number | logs number interval seconds}

no ip arp inspection log-buffer {entries | logs}

BEX DA entries number Ny 7 7ICiiEnszy MUK, HETE HHPHIL 0~ 1024 T,
logs number VAT AvE—VEERTHIEOIC, FBESNZHEBTLELRT MY
interval seconds logs number ICHEE T E BEFIZ 0 ~ 1024 TF, 01k, = hUEn s Sy
ICRE LD DD, /XTA Ao —VIFERSNRNT EEBRLE
TJ“O
¥EE T X % interval seconds O#iHIL 0 ~ 86400 # (1 H) T9, fEN 0 DI
B VAT L AvE—UNREEBIZERSN, v Ny T 7 IEIZZEORET
‘é—o
FIFIE HAFIv7 ARP WA 2 —TbEanbd &, R FEZIT R vy &7z ARP X7y b3tk E
ﬁ—o
as > YL, 32 T9,
VAT A AvE—UHIE, 1 BB 5ICHIESTWVWET,
X T b—k AU F—=E 1 BTT,
avy kFE—F ra—sNL ar7 4 ¥al—vay
avy FER )1y—2 EEAR
12.2(20)SE Zoa<wry RRNEBMENE L,

ERLEDAA FS54>

0 OfEix. logs 33 X W interval ¥— 17— RO CTHA SN TWEEA,

logs 3 J WM interval O &L, HAEIZ/EH LE T, logs number X 7* interval seconds Y £V K& W&
G XHFDY XIY) ODVAT A A /t ‘/“ﬁiﬂﬂiiﬁéni?“ FHTRVES, 1 DOV AT A
AvE—UNY EDHX (Y/X) I LIZHEINET, 72& 21X, logs number 7 20 T, interval
seconds > 4 DFE, AA vy FIIu sl Ny 77z by 7)%%5?? 52 RUDVAT A A=V
ERAAER L ET,

ng Ry7y Vi, BEORry FERTIENRTEET, HEE AV F—T = A AN
—® VLAN EOR7ry b %E[F—® ARP XTI A =X TEEZETHE. ALy TiE, 7 Ny 757N
D1HOOZ P E LTy hERAL. 1 DO RN ELTUVRTA Ave—URERLET,
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ip arp inspection log-buffer W

07 RNy Ty NAE—=N—=Ta—FT 5, RS AR IR R T Ny T IINELRN EEERL
TE Y. show ip arp inspection log ### EXEC 2~ ROHEINEELZZ T T, Fry B IW
R LA DT RTCOT =2 DROVIC - BERINET, TOx2 MUK, TS OFFHERD
HEINETAL, HNCZOEI RV NIBRREINDIHE., vl Ny 77 NOT L R AP
T, nXo S L— b EEPLET,

OX T Ny Ty arZ s Xal—valid, AAvF AZ v IDEAL vy 7 AUNZHEASE
To FAX YT A NTHE, logs number DIEESNTVWT, FEINZL— M TYRAT A AvtE—
VEARLET, ExE MR (L—F) BN 1= NI/ BOBE, AR S ODORE v 7 T,
1 BHEVRKRS OOV AT L A v —IUNERENET,

1l ROFITIE, K4S O P ERFECTEDL L IICRF T Ny 77 2R ET DL HEERLET,
Switch (config)# ip arp inspection log-buffer entries 45
WOFITIE, aXo 7 L— b2 4BHEV 2000 =0 N ICRET D HEEZRLET, ZORET
. AA v FIEIa S Ny 77z P RHDLM, 5T IOV AT A Ay —VEEHAEKLE
\?‘O
Switch(config)# ip arp inspection log-buffer logs 20 interval 4
FRE A TR T 511X, show ip arp inspection log #i# EXEC =2~ > F&EZ AH L ET,
EEa<TUF avwyFk BoL
arp access-list ARP Access Control List (ACL; 727k % 2> ba—/L J X k)
EERLET,
clear ip arp inspection log A FIv 7 ARPHE S Ny 775227 )7 LT,
ip arp inspection vlan logging VLAN HNLTREERT A/ b XA T HHIE L ET,
show inventory log A4 FIv T ARPRER T Ny 77 ORELEARERRLE
7
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W ip arp inspection smartlog

ip arp inspection smartlog

Z A F 3 w7 Address Resolution Protocol (ARP; 7 KL A figik 71 b L) O 7 Ny 7 7 HNOD
Ny MO % Flexible NetFlow =2 L7 X IZEET 51213, Ju— b av 7 1 Falb—ray
“&— KC ip arp inspection smartlog =~ > FZFEHLET, ¥4 F7Iv 7 ARP REA~—h o X
THETF 4 =TT HICE., Znavwr Fono BEREHEMLET,

ip arp inspection smartlog

no ip arp inspection smartlog

B DA Zoawr P, BIELRF—T—FEHY £HA,
T4k FALF v 7 ARP A~v— bk a XU 73 F—=T MR >TWEE A,
avY kK E—F Jua—)L ary 7 4 FXal—ig
av Yy FERE Jy—=x EERNE
12.2(58)SE Zoawr RABMERE L,

BEREDAA FS54>

7l

ZAF v ARP % A 3 —7 /L2 T 5 IZiL.ip arp inspection vlan 7' 10— 3L a7 4 Fa L—
varya<wry REFERALET,

AT Iv7 ARP BREZA F—T VI LEBEIE, T 740 T, R ERIE ey 7E&niz3x
TDOARP X7 v hhnr@E@gsnEgd, #4733y 7 ARPBREA~—b uX o 7 %A x—T7NICT
L, INHLDRTry FORNEN., RESN TV D Flexible NetFlow L 7 ZICELNET,

ip arp inspection log-buffer =~ > RZEHL T, v/ Ny 77y NO= NI REEE LY, vy
Ny 77 IRFENLIHMEEE LY TEET,

AT Iv 7 Av—h BX U ITRA R—T N> TND I & EMHRT 5I121E, show ip arp
inspection ¥/ EXEC =~ > KZ AN LT,

WOFITIX, #A4FIv 27 ARPEEZ A F—T VL, TDA—b aX o T F—T =2 f AT
A F—=TMZT DR RLET,
Switch (config) # ip arp inspection vlan 22

Switch (config) # interface gigabitethernetl/0/1
Switch(config-if)# ip arp inspection smartlog

avw vk ETLT

ip arp inspection vlan VLAN L T# 153 v 7 ARP iz A x—7 VIZLET,
ip arp inspection ZAFIv7 ARPRERT Ny 77 EFELET,
log-buffer
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ip arp inspection smartiog M

avwy kR BieA

logging smartlog A v F TR —F BX L T % —T VI LET,

show ip arp inspection z<—} OX L VN A R—T NS> TNBENEINEESD, XA4F I
7 ARP ODEEZRRLET,
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M ip arp inspection trust

ip arp inspection trust

A X% 0 &S Address Resolution Protocol (ARP; 7 UL Afigik 7 b)) N7y NERET AE
FREE, A =T oA RTHRET DITIL, ip arp inspection trust f VX —7 AR AT 4 Fa
L—gy avry REFEHLET, 77sz1/ FREEICRTICIE., 2oa~vr RO no B2 HLE
7

ip arp inspection trust

no ip arp inspection trust

BX DA Toawr RICE, BIBRERIRF—T—FIEHY A,
TI#4IE AU —T A AL, BETEARVIRETT,
oYYk E—F f B =T A A AT 4 F¥al—ay
oy FERE yy—= EFERRE
12.2(20)SE IOy RABMERE L,

BEREDAA FS54>

]

AA T, BETEDEA 2 H—T A A ETE(E L ARP X7 v M2 MRET, B 7y b &
Rk LET,

BETERNA U H—T = ATE, AA v FIETNTO ARP BR LIEEERITZELET, u—h
VXX 2B THL, RN T 5Ly FEEET DN, RITZE LTy FBE R
IPPMAC 7 RV A NS VT 4 VT aFFOomnE 5 hERIEL £, ;M v FIEx, Ny MR

© w7 L. ip arp inspection vlan logging 7’ 0 —/ 3L 27 4 ¥ a2 L —v gy awy RTHEESHhTE
X TREICE-STRT Ny 7 7IZ5Ek LET,

ROFITIE, A— FE2EETE DREBICRET 2 HEEZRLET,
Switch (config) # interface gigabitethernetl/0/1
Switch(config-if)# ip arp inspection trust

X E & MEFR 9 5121, show ip arp inspection interfaces interface-id ¥i# EXEC 2~ K& AL E
—g_o
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ip arp inspection trust

BEaT R avwyFk EL
ip arp inspection A FIv 7 ARPREaF L Ny 77 2#HELET,
log-buffer
show inventory BESNIZA v E—T 2 ZAEIFTTRTOA 2 Z—T = A AD ARP /X
interfaces 7y FOFBERER IO L — MlREFR S LET,
show inventory log A FIv7 ARPHERSZ Ny 77 DREENRERFLET,
Catalyst 3750 Rf yF av>F YI7LYR
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ip arp inspection validate

Z A F 3 w7 Address Resolution Protocol (ARP; 7 KL A fgik~7 1 b a/L) MEDEHEDF = v 7 &
FAT %IZiL, ip arp inspection validate 7 = — L 27 4 Fa b —vay avr R LET,
F7HNFREICETICE., Z0a<wr Fono BRZHHLET,

ip arp inspection validate {[src-mac] [dst-mac] [ip [allow zeros]]}

no ip arp inspection validate [src-mac] [dst-mac] [ip [allow zeros]]

BX DA src-mac A —HF vk ~o X —NOEET MAC 7 RL AL ARP AENOXEN MAC 7
FLxZkmLET, ZDOF =7k, ARP FR L IGED HIZx L TiThivE T,
IDF v I BAX—TNVDFE, BD MAC T RLREFO Ny MIESE L
THESh., Fry73nEd,
dst-mac A =B 2y h Ny F—HND5EHE MAC 7 RL 2 & ARP KENDZ—47 > ~ MAC
T RLAZRIRLET, ZOF =y 7L, ARP ILEICR L TiThiILE T,
IDF v I BNAX—TNVDFE, 8D MAC T RLREFS 7y MIESE L
THESh., Fry73nEd,
ip ARP KMER T, BHRFHLARANWIP 7 RLRAZEKELET, ZOXH5R7 RLAID
1%, 0.0.0.0. 255.255.255.255, BLUOT_RTOIP v A FF v A~ 7 FLAREGE
nEJ,
EEMIP 7 FL R, §XTO ARP ZRBLONE L bigEnEd, #—47 > b
IP 7 RLAIZ ARP JRE CE T F = v 7 ENET,
allow-zeros  %[ZM7 KL 2723 0.0.0.0 (ARP 712 —7) Th b ARP BEfG S ek 51, IP
WEET A P EEELET,
TIAILE F v 73T ER A,
a2 kR E—F Ja—r L ar7 4 ¥al—ay
avy FER yyy—= FERNE
12.2(20)SE Zoa<wry RRNBMENE L,
12.2(37)SE allow-zero ¥ — 7 — RAGEMI L E LT,
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BEREDAA FS4>

ip arp inspection validate W

Ll tb 1 O0F—U—FRERETILERHY 9, a~> REFEITTHECIC, ZOHIOa~ >
FoREITEEEZEINET, 2FV ., a2+ K2 sre-mac B X dst-mac OREEE A r— 7 W L,
Bloa<y KW IP BRAETET 2 A X —T N5 L, 2FHDa~ RiZL - T sre-mae BLW
dst-mac OWFENT 4 B—T W27 ) 9,

allow-zeros — 7 — Ki&. ®k® 1T ARP Access Control List (ACL; 772 2> bur—L J X
N LB LET,
e ARPACL A ARP 7u—7 % EHETH L IICREINTWVDHHEIL, allow-zero ¥ — VU — K3 F5
EENTWTH, ARP 7u—7i Fuy 7En£1,
e ARP v —7 % MAMIZFF T % ARP ACL %3 L. ip arp inspection validate ip =~ > F& %
ET 5854, allow-zeros ¥ — 7 — K2 AJJL72WERY, ARP 77— ey 7S Ed,

Zoavry Ron BREFERATA L, BESNZTF 2w 7R T =7 MRV 4, ot
YarbA X—T M LW, TRTOF =2 I BT 4 =T IR0 4,

1l WOFTIE, EET MAC ORFEE A 2 — 7 MIc$ 5 ke R LET,

Switch(config)# ip arp inspection validate src-mac

FRE & R H121%, show ip arp inspection vlan vian-range ¥i# EXEC 2~ K& A/ L ET,
BEavUR avwy kR HL)

show inventory vlan  fRE &7 VLAN DX A+ 3 v 7 ARP REDOHREB L UOEEAT— b %

vlan-range FrLET,
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W ip arp inspection vian

ip arp inspection vian

VLAN HANZ T, #A 7 I v 7 Address Resolution Protocol (ARP; 7 FL 2 figik 71 hav) MiEZ2A
F—T7 W HITIX, ip arp inspection vlan 72— 3L a2V T 4 X2 b—var av s REHEALE
T, TIANPEREICRTIIE, Zoa<wr Fono JBREHHLET,

ip arp inspection vlan vian-range

no ip arp inspection vlan vian-range

BX DA vlan-range VLAN O%F 5 % 7= (24,
VLAN ID F 5 Tkl X472 1 2 VLAN., #hEhnzwz A 7 TXU»
7= VLAN #iPH, £7-13h o~ TXElo7=—@#D VLAN Z¥5ETE £,
FEETE LHMIE 1 ~ 4094 TF,

FIFIE F_T?» VLAN T ARP BEIZF 4 E—7 LT,

avY kR E—F Ja—r) ar7 4 ¥al—ay

avy FERE yy—x EERAR

12.2(20)SE Zoa<wry RRNEBMENE L,

EREDAHA R34y

XA F v 7 ARP &L A X —7WICT % VLAN 245 ET O L ERH Y £,

A F w7 ARPBEILX., 77®A KR—K, F7> 2 K— ., EtherChannel "— r B L O 7T 1
~N— F VLAN R— h THR—r SN FET,

1 WOHITIEZ, VLAN 1 THAF 2 v 27 ARP &% A F— 7/ 5 Hka " LET,
Switch(config)# ip arp inspection vlan 1
HIE & MR 5 121Z, show ip arp inspection vlan vian-range it EXEC 2~ K&# A LET,
BREaTV R avwyFk EL
arp access-list ARP Access Control List (ACL; 77 & & 2> hu—1 U R L) ZEHKL
i ‘j‘o

show inventory vlan WBEESNZ VLAN DX A4+ v 7 ARPBEOREB I OEEAT— M &
vlan-range FRLET,
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ip arp inspection vlan logging W

ip arp inspection vian logging

VLAN i Tr ¥ 7 &Ny bOF A 7 &3 2121%, ip arp inspection vlan logging 7
g—sN)b ary7 4 Xalb—varyavr REEHLET, 20X JHlEET v —7 2T 512
i, Zoavr Rone BERXEFEHALET,

ip arp inspection vlan vian-range logging {acl-match {matchlog | none} | dhcp-bindings
{all | none | permit} | arp-probe}

no ip arp inspection vlan vian-range logging {acl-match | dhcp-bindings | arp-probe}

B DA

TI2AILE

vlan-range

m 7T LTRIE S L7z VLAN 48 E L £

VLAN ID &5 T#hll &472 1 DD VLAN, ZnEhaz/A 7 TRE -7
VLAN i, £7213h o~ TR »72—#D VLAN Z45ETEE£T, fiE
TE LML 1 ~ 4094 TY,

acl-match {matchlog |
none}

Access Control List (ACL; 77 &2 av brr—/L U R L) &DO—FHITHES
Wiy hoarX S EREELET,

F—U— ROEWRIIRD LY TT,

* matchlog : Access Control Entry (ACE; 727 &2 2 fr—/L = |k
V) IZHRESNTe X FREICESINT ATy haiELEd, 20
=< FIZ matchlog ¥— 7 — I, permit £7-/% deny ARP 77 &R U
Ahar74¥al—yary avwryRilleg ¥—U— REHETH L,
ACL IZ X o TFFA[ E 7213464 & 772 Address Resolution Protocol
(ARP; 7 FL A fR#-7a h L) A7y RSN ET,

e none : ACLIZ—EHT 257 v hEitgkLEHA,

dhcp-bindings
{permit | all | none}

Dynamic Host Configuration Protocol (DHCP) /A T 4 7 L O—FITH
SNy hoBr X 7 EEELET,

¥F—U— ROBEWRIZRDO LBV TT,

e all: DHCP NA VT 4V JIZ—BFT 5T XTON Ty MafidkLET,
e none : DHCP A T 4 72— T 237y gk LEF A,

e permit : DHCP A V7 1 ZIZFFRI S NIy N &SR LE T,

arp-probe

BRI ENTo Ty FS ARP o —7ThHLHHEIC, Ny bon
XU EEELET,

ESEZE Fe vy 7EanN Yy MM, TRTRESFSNET, ARP 7u—7 RXF v NI I Ed

/Uo

Ja—nN) a7 4 FXalb— g

oy FERE Jyy—=2 EEANE
12.2(20)SE Zoawy RBMEMEShE L,
12.2(37)SE arp-probe ¥ — U — R2BBIIS L E LTz,
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EREDHA RS54y logged DHFEIZ, =2 FURO T Ny T 7ITEML, VAT L AvE—URNERSND 2 EA2EKL
E3raR

acl-match ¥—7 — K & dhep-bindings — 7 — F3EHE L CWET, ACLO—HKZHET D &,
DHCP A T 4 Y T OREFT A B =T MR EH A, nX oV EEEZT 74V MUy b
H2iF, Zoavr Fone ERZHEMLES, WIhoA 7> g biFE LRGSR, ARP 7 v
FRER N X, TRTORF T XA TPREINL IV y hanEd, HTES
A7 avix, RO 2OTT,

e acl-match : EE SN 7y FRREEHIND L O, ACL L Oo—HKiZET 20X 7Rn Uty b
SNET,

o dhep-bindings : {EF SN2y MAGEEERIND K 51, DHCP ANA 7 ¢ v 7 L O—FIZBE§
XNy hERET,

acl-match ¥ — 7 — R & dhep-bindings ¥— UV — RO Lo biFESNWVWE | EGESNETXTO

Ny NISFRERESIE T,

ACL OXRREIZH DHFEROEGIZIL, log ¥— U — RBEENFEEA, DF Y., ip arp inspection filter
vlan 7o — L a7 4 Fab—ay avy RTstatie ¥—V— &M L7256, ACL T
DHCP A>T 4 v 7% EFEE LE 9, ARP ACL ®XKJE CTH/REIZ deny ip any mac any log ACE %
FRELRWIRD | G S —FONRT » PRSI NRNGEERH Y £,

] KOFITIE, ACL MO permit 2= > K& —83 %34 v F&508k9 5 L 512, VLAN 1 © ARP fifE
ERETHHBEERLET,

Switch (config)# arp access-list testl

Switch (config-arp-nacl)# permit request ip any mac any log

Switch (config-arp-nacl)# permit response ip any any mac any any log
Switch (config-arp-nacl)# exit

Switch(config)# ip arp inspection vlan 1 logging acl-match matchlog

HE & MEFR 9 5 I121X, show ip arp inspection vlan vian-range ¥i# EXEC a2~ K& A LET,

BEIYUFR avwyF &8
arp access-list ARP ACL ZE&HLET,
clear ip arp inspection log HAFI w7 ARPMEe S Ny 7757 U7 LET,
ip arp inspection log-buffer XA FIv 7 ARPREa X7 Ry 77 2R ELET,
show inventory log AL FIv7 ARPHERST Ny 77 DREENEELRSLET,
show inventory vlan fRE SN VLAN O X A F 3 v 7 ARP BRE DR E R L O@EA
vlan-range T—hERRLET,
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ip device tracking probe W

ip device tracking probe

Address Resolution Protocol (ARP; 7 RV Af#k7 v han) 7a—TDIP T4 A T vF 7
T — TV ERET HIZIL, ip device tracking probe 7 m— L 22T 4 XFa L— gy avy REfl
MLES, ARP 70 —7%7 4 =7 MCT 21T, Zoa~vr Fone BEZEMLET,

ip device tracking probe {count | interval | use-svi}

no ip device tracking probe {count | interval | use-svi}

B DA

ATVETIANE

count number AL T ARP 70— T %R ET HEHARE LET, HETE HHM
X1~ 255 7T9,

interval seconds AL v FNRINEE/HDB, ARP 7 —T7 2 HRETIETCOREEREL E
T, FRETE D#PHIE 30 ~ 1814400 BT,

use-svi Switch Virtual Interface (SVI; AA v FREA > ¥ —T7 =4 X) IP 7 R

A% ARP 7u—70D YV —2 & LTHEALET,

Y hEFIL3 TT,
30 BRI T,

ARP 7’m—T7 D7 74N V—=ZAIP T RLAFIL AT I A Z—T A AT, ALy TFR—FTIX
0.0.0.0 T,

Ja—) a7 4 ¥Xalb—y g

ERLEDAA FS54>

]

y1yy—=x EENE
12.2(20)SE SOy KBNS E L,
12.2(55)SE use-svi ¥ — 7 — FABIMENFE LT,

AA v TN ARP 70 —7 k5T R ERET DITIE, count ¥—VU— K 47 a v EHLE
9, fEETE 28EMAIE 1 ~ 255 T9,

AL v TFPINEERFDL, ARP a—7 2 HEET 2 TOREEHET 512X, interval ¥—7— K
F7varEFRALET, BETE ST 30 ~ 1814400 BT,

24 v F R—=+DFT 75k V—ZAIP 7 FLX0.00.0 M &N, ARP 7u—7»R Fua v 745
B IPTFAAL A N TR T T—TANSVIIP 7 L A% ARP 7Yu— 7145 L 9 ICRET
AL, use-svi ¥—UV— R A7 a2 FHLET,

IPTNRARA NI X T T—=TNNOT L bV ICET HEREERRZT 5121, show ip device
tracking all =~ > REHALE Y, Zoa~<r FOFEMZ2W T, [Cisco I0S Security Command
Reference, Release 12.4TJ] Z& L T2 &0,

WORFTIX, SVIZ ARP Va—7 DY —RAE LTRET D HEERLET,
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W ip device tracking probe

Switch (config)# ip device tracking probe use-svi

Switch (config) #

BEa<TFR avw vk £
show ip device IPTFRAA N Tox T T—7VHNO MICETAEREFERLE
tracking all T,
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ip device tracking W

ip device tracking

B DA

ATVETIANE

avYkE—F

IPTNRAR T yFR T A FX—7/WITT HITIE, ip device tracking 7 m— 3L 27 o F o b—
aravryREHEMLES, ZOBEEZT =7 T 2I2iE. Zoav s Fo no JBEAEEN L
£7,

ip device tracking

no ip device tracking

Zoawy RiZiE, 5lIEETF—V—FEH 0 8 A,

IPTFNRAR NT R TIET 4 =T NLTT,

Ja—nR) a7 4 ¥l —g

avy FEE

BEREDAA FS4>

yy—= EERNE
12.2(20)SE o~y REMSNE LT,

IPTFNRARNT XU ITRAR—TNANDEE, IPT A A NToX T Fa—TJ0fBEETT R
ZFE L. ip device tracking probe =~ FZffH L TARP V’r—7 7 RLAZHRETEET,
IPTNARANT xR 7 7= ANOT N UIZET L1 #@EERT HI21E, show ip device
tracking all =~ > REFEMALET, Zoa~w>r FOFEMIZOWTIL, [Cisco 10S Security Command
Reference, Release 12.4TJ] &L T &0,

i WOFITIE, TNXAARA TR T oA RX—TNITDHEEZRLET,
Switch(config)# ip device tracking
Switch (config) #
EEa<TUF avwy kR BIL]
ip device tracking probe ARP 70 —7DIPTNRA A N T oHx T T—TNVERTELE
KR
show ip device tracking all IPFRA A NT xR T T—=FANOT L UICET 51ERE
RRLET,
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M ip dhcp snooping

ip dhcp shooping
DHCP A X —V' > 7% 7 a— )Ll A 32— /WIZF 5IZ1E, ip dhep snooping 7' 2 —/3)L 227 ¢
Fal—varavwryFaLET, 7740 PRECETIE. Z0a~ Fo no JBAZEH L
E
ip dhcp snooping

no ip dhep snooping

BX DA Zoawy RICE, BIEEREF—U— RiEzbh v A,
FI2+IE DHCP AX—t v 27X, F4&—7 1 TT,
avY kK E—F Jo—r)L ary7 4 ¥al—gy

oy FERE yy—= FERA
12.1(19)EA1 OOy RAEMNESNE LT,

FRHEDHSLA KS4Y DHCP AX—b U VREEZEDNCTHI2IE, DHCP AX—V L 7% 7 a— Ui X—T VT 54
ERHY ET,
ip dhep snooping vlan vian-id 72 —/3\)L a7 4 ¥ a2 b—vay avy F&ffH LT VLAN ET=x
X—bE T HEA =T NCTEAETDHCP AX—E U T 77 4 720 FH A,

] KOFITIE, DHCP AX — Vv 7% A F—T /T 5 HiEE R LET,
Switch (config)# ip dhcp snooping

BRE & MR T 5121, show ip dhep snooping = — EXEC =~ FZ AN LET,

BEEa<2 av YR Eted
ip dhcp snooping vlan VLAN ETDHCP AX—VE v 7 %A X—7 M LET,
show ip igmp snooping DHCP AX—V /R EEZFRLET,
show ip dhcp snooping binding DHCP A X—VE L XA VF 4 oV EREERLET,
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ip dhcp snooping binding W

ip dhcp snooping binding

DHCP AX =V T NA T 4 v T—=IRXN=AeREL T, "M T 47 2 M) &7 —FN—
ZIZBMNT 5HICi. ip dhep snooping binding ¥4 EXEC 2~ > FEfHLET, XA T 17
T RX=2ApHxy N EHIRTHICE, Zoavwr Rono BXEEHRALET,

ip dhcp snooping binding mac-address vlan vian-id ip-address interface interface-id
expiry seconds

no ip dhep snooping binding mac-address vlan vian-id ip-address interface interface-id

BX DA mac-address MAC 7 RL 2 &HELE£T,
vlan vian-id VLAN #F5Z#HEELET, HETE 28X 1 ~ 4094 TT,
ip-address IP7 RLAZRELET,
interface interface-id N4 L5 47 = M) ZBMELIFHIRT A —T 24 A ZFEEL
i‘j_o
expiry seconds NAT AT 2 VIR RDETOAL 2 —L (B) ZHEL
T3, HETE 2#MHIZ 1 ~ 4294967295 T,
T2+ FI AN BDTF—=FR=AFERS L TVEE A,
OV R E—F 5 EXEC
av Yy FERE Jyy—=2 EERE
12.2(20)SE Zoawry RRBMEhE LT,

ERLEDAA K54

]

ZDav NI, AA v TFETANERIIT Ay 7 T5 L EIEALET,

DHCP AX—VE > 7 NA VT 4T T—=HR=ATE, £T—F_X—2 ) B4, ST+«
U)W, IP T RLU A, BT S MAC 7 RL A, U —2BRR (16 H3) . XA v F g o 70
WHENDA v X —T 2 A, BIOAS v X —T =4 ABFETS VLAN REENET, T—FX—
VX, 81N DAL T 4 v T eEb b N TEET,

BESINTANAL VT 4 v T 2T %R T 521X, show ip dhep snooping binding #5# EXEC =2~ K
ML ET, BB X OERIICERIE S NS VT 4 7% KT 5121%, show ip source binding
B EXEC a~> REMHEHALET,

ROFITIE, VLAN 1 OF— M2, AR 1000 O DHCP /A > 7 o > ZiGEZ LT D ik %
~LET,

Switch# ip dhcp snooping binding 0001.1234.1234 vlan 1 172.20.50.5 interface
gigabitethernetl/0/1 expiry 1000

R E &R 511X, show ip dhep snooping binding ¥ 72! show ip dhep source binding 7
EXEC a~v > FEZ AN LET,
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BEaITUF avwyFk B
ip dhcp snooping VLAN FTDHCP AX—tbE v 7% A4 % —7 N LET,
show ip dhep snooping binding DHCP A X—v' L7 NS UF 4 v F— 2 _X—2AHNOBHICEH
ESNTANL T 4 v T BLOREREREERLET,
show ip source binding DHCP AX =V 7 RA VT 4 7 FT—H_XR—=ANDOEE X
ORISR TESNTAL T 4 PRI LET,
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ip dhcp snooping database W

ip dhcp shooping database

DHCP AX—VE > 7 NA VT 4 v 7 F—=H_R=2 === FZ#ET 521, ip dhep snooping
database 7o — L a7 4 Fal—vary avr FEERALEYT, ==Yz bOTF o —T 0
fb. ZALT7 Y MEDY £y b, FLEFEFEIALEBEEDO Y ¥y FEITIITIE, Z0a<x RO no
XEfEHLET,

ip dhcp snooping database {{flash[number]:/filename |
ftp:/luser:password@host/filename | http://[[username:password]@]{hostname |
host-ip}[/directory]/image-name.tar | rep://user@host/filename | titp://host/filename} |
timeout seconds | write-delay seconds}

no ip dhcp snooping database [timeout | write-delay]

BT EiBA flash[number]:/filename Fe B R R T2y NEFEIANL T 4T T A AN
7Ty va AEVICHDL I LERELET,
GE) (LR R¥ v I <ARZ—DRAE v 7 AUNEEEE
ET DX, number /37 A —F ZHEALET,
number |[ZHETE H&iHIL 1 ~9 TT,
ftp://user:password@hostl/filename 5 — 3 X—2 = — 2V NETRIIAA VT4 T T AN
FIP ¥ —NIZhBHZ L &EBELET,
http://[[username:password] @] FT—=HER—=ZA =V NEZIIANA T 4T T AN
{hostname | host-ip}[/directory] FTP »— Db Z L &EELET,
/image-name.tar
rep://user@hostl/filename FeHAR—2 2= NETRFINRNA T 4T T AN
Remote Copy Protocol (RCP; VE—h at— 71 h=al)
=D ERELET,
tftp://hostl/filename T—HENR—A =V NERFINA T 4T T AN
TFTP ¥ —NiZh D Z & afEL£T,
timeout seconds T HRN—RAEET 0w AL B 5 £ TORR () ZiEE
LET,
T 7 4V MEIX 300 B C9, HEETE DHMIL 0 ~ 86400 T
9, MHIROWIM A2 ERT21TiE, 0 2EH L ET, Ziidis
R HEYRICHIT T2 2 L2 B®R L ET,
write-delay seconds NA VT AT T=ER=ANERINTHIT, BEEZED
WM (B) 2HELET. 774/ MElX 300 BT,
FBECTE HHIPHIZ 15 ~ 86400 T,
TI4ILE FoHNR—A L=V NEERAAL T 4 7 77 AL URL i, ERSHTOEE A,
ZA LT U MEZ, 3008 (54) T,
FHEIALEIEMEIZ. 3008 (543) T,
a2V F E—F Fa—s L ar 74 Xalb—3a
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M ip dhcp snooping database

avy FEE

BEREDAA FS4>

7l

BBEav> R

Jyy—= EFERR
12.2(20)SE T~y RAEMSNE LT,

DHCP AX—V T N, T 4T T—=H_X=R I, 81N DA T 4 v T eEGd b ENTEFE
7,

—H_R—=ZAND Y —ZH#F‘@%&E&E?‘@H#F‘@ 24 %121%. Network Time Protocol (NTP; xv kU —72
AA L TabRan) ELAX—T ML, ROBEEZRETHZ LM HERLET,

° NTP muu

e NTPETBLOY—RT Vv xz— g

e NTP 7u—RKF¥ A K H—EXR

e NTP 7 7 & AH#ikR

e NTP 7> FEELIP 7 KL &

NTP NEESNTWEEHAE, AL vFOI AT A 7ay 78 NTP LR ENTZ & X I2ET, A1y
FNWNAL T 4 TOEBEBNEENRA T 47 T A NTEXALET,

NVRAM £ 7T v va AFVDOEFOA N —VEEBICIFBY RS0, XM UT 407 774V
Z TFTP — N EICRFET 2 2 L2 /R LET, A/ v FBFxy hT—27X—20 URL (TFTP %
FTP 2 &) OREWI> URL NDNA F 4 7 T A NINAAL T ¢ v T REXADRNC, 20
URLIZZEDT7 7 A NVEFHR L TELERH Y £7,

DHCP AX—VE U T NA T 4 T T —=H_X=R% A v 7 v A% — NVRAM IZRIFT DITIL, ip
dhcp snooping database flash[number]:/filename =~ > REFER L E T, T—FX—RF, AFX v 7
A S NVRAM [ZIRFEESNEE A,

ip dhcp snooping database timeout =~ > RIZ 0 AR EL., 7 —¥X—RX% TFTP 7 7 A MZEZX
AATND L X HWP#—A#&?/Ltﬁu\% BAR—R 2=V = M ERE A BRI
Lo & LET, _@ﬁmif‘#@ﬁEP@F'aﬁ\ DRI SN ET A, = BX T LTWDHE,
Tr7ANEEZRADIENTERVWED, ZHIEHEVEETIEH Y A,

Tz T 4 E—7 I T I, no ip dhep snooping database =~ > F&HEH L £9,
ZA LT U MEZY &Y b9 5I21E, no ip dhep snooping database timeout =~ > NEfEH L £,

EXIARBIEEE V& v N9 5I12i%, no ip dhep snooping database write-delay =~ > FZ{Ef L ¥
‘j—o

WOFITIE P 7 KL A 10.1.1.1 @ directory LW ARIDT 4 V7 NIRNEIAL T 47 774N
ERIET 272" LET, TFTP H— I file E WO AFID 7 7 A VBHFEIE LT NIE2 0 £H A,

Switch (config)# ip dhcp snooping database tftp://10.1.1.1/directory/file

WO TIX, X &> v X%—NVRAM IZ fileOl.txt L WIHINRA UF 4 7 T 7 A NVEHRLET 5 Ik
ZRLET,

Switch (config) # ip dhcp snooping database flash:fileOl.txt

HIE & MEFR 9 5 121Z, show ip dhep snooping database ¥5# EXEC =2~ > KZ AN LT,
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ip dhcp snooping database W

avwy kR

Bl

ip dhcp snooping

VLAN FCDHCP AX—VbE v V%A X —TNICLET,

ip dhcp snooping binding

DHCP A X —

TO

VTR T4 T AR—AEHRELFE

show ip dhcp snooping database

DHCP A X —

FOoRLET,

VY s F—AR—RA L=V 2 NDRAT —H A%

| oL-8552-10-J
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W ip dhcp snooping information option

ip dhcp snooping information option
DHCP A7 a v 82 7 —H#HAN%& A x—7/WIZF %IZ1%, ip dhep snooping information option
n2—/NL a7 4 F¥al—rvay avry ReEHLET, DHCP 37> a v 82 7 —4HiAET «
=TT AL, Zoawr RO no BREHHLET,

ip dhcp snooping information option

no ip dhep snooping information option

BX DA Zoawy RICE. BIEEREF—T— RiEH Y A,
TI2AILE DHCP 47+ =y 82 F— X IfASNET,
avY kK E—F Ja—r L ar7 4 Xal—ay

avy FEE -2 ZERE
12.1(19)EA1 Ioawr REMShE L,

ERLEDHAL K542 DHCP 2 X— b v 7@ iEE AT 5121%, ip dhep snooping 7 01— 3L 207 4 Fal— 3 =
<~V RZMHEMALTDHCP AX—E &7 a— ULl F—T VT HHERH Y 7,

T a v 2N A F—TINVDOHE, AL v FNHRASNSLD DHCP ERA2Z{ET5HL, 7V =
VWA Y MTEMENE T, A7 v 82 HHIZIZ. A v F MAC 7 FL 2 (UE— |
ID V7 AT ar) BEORT Y MR35 5 &7 vlan-mod-port (FI#E ID 747 av) OFR—
D BREENET, AL v T, A7 a 82 74—/ F&gte DHCP E:k% DHCP H—/NIZHRE%
L%,

DHCP % — D7y N &ZET 5854, VE—NID, E# ID, EF/E@FE2EHLTIP 7 KL &
EEIVYTHELEBIZ, B—DVE—FID £/2E3EHR IDIZEH VY THIENTELIP 7 RLAEKOD
flfR7e EDORY v—FFEHTHZ LB TEET, RIZ DHCP ¥— %, DHCP JEZEWIZA T v a 82
T4 = RExxza—LET,

ALy FILL o TERNY =Y L=z, DHCP — NJUSEE A A v FIZ2=F v X |
LET, 7747 b —BE—H TRy NI DIHE, Y—NUEE7 e —R¥y X M LE
T, AA vFiE, VE—FID £72E3RFREID 74—V REHE L, 472 a2 82 F— X BN bif
AZINTWEDPEHRLET, AL v Tk, A7 a2 82 74—V REHIRL, DHCP Z:R%Z2%(E L
72 DHCP A A MR s D A4 v F H— M Ty FEERELET,

1 WP TiE, DHCP 7 a v 82 F—F A AE2 A 2 —T M+ B HEEZRLET,

Switch (config)# ip dhcp snooping information option

FE &R 9 HI2iE. show ip dhep snooping =—% EXEC 2~ FZ AHLET,
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ip dhcp snooping information option W

EEa< ok avyFk ET:
show ip dhcp snooping DHCP AX—V U VR EEHRRLET,

DHCP A X—Y > RNA T 4 v IR EFERLET,

show ip dhcp snooping binding
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M ip dhcp snooping information option allow-untrusted

ip dhcp snooping information option
allow-untrusted

Ty Y ALy FICHER SN TVDEBTERVWA— N TRIET D0, A7 a v 82 14 K-> DHCP
Ry Vet ANDECT 7V —vay A4 v FERETHITINE, 77V 5—vary 2AA yvF
T ip dhep snooping information option allow-untrusted 72—/ 3L 27 4 X2l —T gy avy

REERALET., 7740 PRECETICE, Z0a~vy Fone BREHEHALET,
ip dhcp snooping information option allow-untrusted

no ip dhep snooping information option allow-untrusted

BX DR Toawy RIS, BIEEFIEF—T— FiEdH 0 A,

TI2FILE ALy FIE, vV AL TR SN TWDLEHTERNWR— N TRET D, 27 a v 82 FHh%E
Ff> DHCP X7 v &2 Fev 7 LET,

T
H
I
™.

avy Ja—nN) a7 4 Xalb— g

av Yy FEE )1)—2 EERA
12.2(25)SEA oIy RREMERE L,

FRLDAMRSMY SR MRSy Y AL v FRN, Fv hU—27Dx vV TDHCP 47 2 v 82 IR ETFAT
DEICHELIEWVGERH Y £7, FHEMNAAL v FTlE, DHCP AX—E > 7 IP VY—R H—F,
F7213 %1 73 v 7 Address Resolution Protocol (ARP; 7 KL A figik7" 1 k 2)L) fd7: & @ DHCP
X2 VT A HREEA X —TNMICTHI L TEET, 2L, 7V VS —v a3y AA »F T DHCP
AX—E U T HARX—TNMIT DL, AL v FIIERTERVR— P TREINTA TV a 82 FHl
EEoONRry FE Ry 7L, BEHTEAA LV Z—T oA RTHEREINT-F A 2D DHCP A X—t
VI RA T 4T EEELEY A,

RAMIBERR SNy Y AL v FBAT v a v 2 EREFATLIHAIL, 77V —vary ALy
FTDHCP AX—E 7 &HEHT2I21E, 727V 75— ar 24 /?Tlpdhcpsnooplng
information option allow-untrusted =2~ > FZAALET, 77U =g ALy FIIMEETE R
WAR—FCTDHCP AX—VE 7 N7y MEZELETH RANOAS T 4 o 72 PEHTEET,
TV —=vary ALy FTDHCP v ¥ =2 U7 (e A R —7 NI THZ b ARETT., 77V
TF—vary A v TFPERSNTOEE Yy Y A, v F EOFR— I, FETE LR —FE LTRET
LMBERH Y ET,

GE) BEHTZXRWTI A ABREREINZT 7V 5 — 3 A4 »FIZ ip dhep snooping information
option allow-untrusted =~ > FEZ AN LRNTLEE W, ZDavr ReAT2L, BETEZ2N
THRAANETT v a v 2IEREAT—T7 4 7T HAREMNH Y £5,
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ip dhcp snooping information option allow-untrusted W

WOBITIH, T7BRAZRAL TN, ToY A v FNLOEETERWAAY Y vOF T a 82 [l

i

ZRHERETIC, Ty PR AND L OICRET D ke RLET,

Switch (config)# ip dhcp snooping information option allow-untrusted

FE &R 9 D I2iE, show ip dhep snooping = —% EXEC 2~ FZ AHLET,
NS = St

show ip dhcp snooping DHCP AX—V U VR EEHRRLET,
DHCP AX—E 7 AT 4 v TR EERLET,

show ip dhcp snooping binding
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W ip dhcp snooping information option format remote-id

ip dhcp snooping information option format
remote-id

F 7 ar 8 VE—MID V74T v arERET HITIE, ip dhep snooping information option
format remote-id 7 = — )L a7 4 Fal—vary av o REFRALET, 7740 OV E— ]
ID V7 AT arz#HETHICE, Zoavr KFone BXEHEHALET,

ip dhcp snooping information option format remote-id [string ASCII-string | hostname]

no ip dhep snooping information option format remote-id

BX DA string ASCII-string 1 ~ 63 ® ASCII L5 (A_—Z7R L) #EHLT, VE—F
ID Zf8E L E7,
hostname Z2A v TFDRANLEVE—FID & LTEELET,
FTI2AILE 24 v FO MAC 7 FL A%, UE—k ID T3,
a2 kR E—F Ja—r L ar7 4 ¥al—ay
avy FERE )y—=x EHERAR

12.2(25)SEE Zoawy RRBMEhE L,

BRHLDAM FS4Y DHCP AX—t v 7 EEZAICT 511, ip dhep snooping 72—/ 3L 227 4 Fal— g2 2
<Y FEHEMALTDHCP AX—E v 7% 70— Ui F—T VT HLERH Y £F,
T ar Q2MENA F—TNVOBEE T I DYV E—=FID YV TA T g iF AL vFD MAC
7 RLVRATY, Zoavr NEEfATHLE, A4 v TFOFRR M EIT 63 @ ASCIL CFF] (RA_—
272 L) OWThnEYE—FID & LTRETEET,

GE)  HRAMAR 63 LFZBALHE. VE—FIDRETIE 63 XFURITEMB I E T,

#1 WOBITIE, A7 ar 8 VE—NIDHTA T a v aBRETDLHEEZRLET,

Switch(config)# ip dhcp snooping information option format remote-id hostname

RE# IR T 51X, show ip dhep snooping = — EXEC =2~ RZ AN L ET,
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ip dhcp snooping information option format remote-id W

RN avv kR teA
ip dhcp snooping vlan information #7253 82 % —F v N ID VT4 T a v 2R ELET,
option format-type circuit-id string
show ip dhcp snooping DHCP AX—V VR EEHRRLET,
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M ip dhcp snooping limit rate

ip dhcp snooping limit rate
AVH =Tz AAR NI BHIZVIIRETDHLOTES DHCP A vt —VOKEHET DI, ip
dhcp snooping limit rate { > % —7 A X a7 4 Falb—ar avry ReHLET, 7740
NEBFEIZRTICE, Z0a<wry Rone BREFHLET,

ip dhcp snooping limit rate rate

no ip dhcp snooping limit rate

BX DA rate A B =T A AN BHIVICZETHZLDTES DHCP A v —2 08,
EETX HHFAIT 1 ~ 2048 T,

FI2+IL K DHCP 2AX—vt' > 2 L— R MilfRIZ, T4 B—7 AL TT,

avy kFE—F A B —T AR AT 4 F¥al—g

vy FERE yy—= EERA
12.1(19)EA1 Zoawry RRBEMESE LR,
12.2(18)SE W ST fRERPHIE 1 ~ 2048 T,

FEREOHLKSA4Y  @F, L— MERIAEHE TE AW L X —T oA AZHEAENFE T, EETELZAS L F—T A AD
L— MHIRZRETEHE, BHEHTELA LV E—T =2 AT AL v FHNOBEED VLAN E (—EBIZA
X—Er T ENBRNEENHVET) ODHCP T 7 4 v 7 2EHNT DT, A ¥ —T =2 A A L—
MR Z ESVMEICTHET Z2MLENH D Z LICEE L TLIEEN,

U— MHIRZBE A 7256, A ¥ —7 = A A} errdisable (2720 £, errdisable recovery
dhep-rate-limit 70— N\l 227 4 Xal—vary avr FEAN LTI —[EE A F—T NIz L
et A8 —7 =2 A ATT X CORE PRI R > ZBRICEMEEZ FRITLE T, =7 —[EfF 2
=R LPA F—T N TROWGE, shutdown 35 L O no shutdown > % —7 = X a7 X2
L—vay avwy REANTAETA L F—7 A AT errdisable A7 — FOFEFE TT,

1 WOFNE, A2 —T x4 A LETAYE— L— MR %E 1 BH720 150 A v — IR ET 5 HIE
R LET,

Switch (config-if)# ip dhcp snooping limit rate 150

RE# MR T 511X, show ip dhep snooping = — EXEC 2~ KEZ AN LET,

BIEa<T VR avwy kR B
errdisable recovery FEA D =X LEHRELET,
show ip dhcp snooping DHCP AX—bE I/ HEEF R LET,
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ip dhcp snooping limit rate

Bl

avwyFk
DHCP AX—Y' > F RNA T 4 v TEREZERLET,

show ip dhcp snooping binding
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M ip dhcp snooping trust

ip dhcp snooping trust
Dynamic Host Configuration Protocol (DHCP) A X—tE 2> 7 DIl R— M & EHEERH LI DL L
THET 521X, ip dhep snooping trust f ¥ —7 = A a7 4 Fal—var a~vy RNEHEAH
LET, 774NV MREICETICE, Z0a~vr Fono BERXEFEHLET,
ip dhcp snooping trust

no ip dhep snooping trust

BX DA Zoawy RICE, BIEEREF—U— RiEzbh v A,
FI2+IE DHCP A X —t > 7 E#HIZ, T4 =7V TT,
avY kK E—F AV B —T 2 f A AT 4 X2l — g

avy FEE Y- ZERE
12.1(19)EA1 Zoavy RRBEMSE Lk,

FEEDHAL KSL4Y DHCP H— 1, FOMDAAL vF . FRIFNA—FICEEINE-RA— M EETXAR—FE LTHE
LEd, DHCP 7 94 7 > Ml IR — b EEHTE VWA= LTHRELET,

1 OB TIE, R— b ETDHCP AX—VE L ZEHEA F—T T B HEEZRLET,

Switch(config-if)# ip dhcp snooping trust

BRE & MR H121E, show ip dhep snooping = — EXEC =~ > RZ AN LET,

BEEavUF = S
show ip dhcp snooping DHCP AX—¥V /R EEZFRLET,
show ip dhcp snooping binding DHCP ZX—Vt v 7 NA U F 4 o THEREF R LET,
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ip dhcp snooping verify W

ip dhcp snooping verify

ALy TR, FHEMEOR VAR — N ETDHCP /X7 > hDEEITLMAC T KL AR ZA4 T hD/—
R=7 7RVAL—HT LI LE2HRETDHDEIOBRETDITNE, A v TF RZ v VT EIFAZ T
7 AA v F LT ip dhep snooping verify 7 = — 3L :1/74%11/ varvavwry REHEHALE
To AAYTFNMACT FLAZMERLRWE D ICRETDITIE, Zoa<wr RO ne BAZMM L %
T

ip dhcp snooping verify mac-address

no ip dhep snooping verify mac-address

B DER Coawy RICE, BIEERIEF—T— RiEd v 8 A,

TI2AILE 2L FNE N " DITFTAT U P N—R =27 T RLAE —HTHEFEINRNAR—FTZEL
72 DHCP X7 v FDOEEITTMAC 7 RLAZMER L E T,

avY kR E—F Ja—r L ar7 4 ¥al—ay

avy FERE yy—=x EERSE
12.2(18)SE Zoawy RRBMEhELE,

EREDAA FS54>

P—bERTaNRNSA = Xy T =T, A v TFBEETER2WVWR—F D DHCP 7 Z4 7 > hinH N

Ty NEZELESE. A4y FIXAHICEEILMACT RLAE DHCP 7 947 b ~"— KU =
7 7K VX%\*@Z?‘F’ pp) 75:7&%5 LET, TRVAR—BTL5HE. A v Fi3 Ty Mk LEd,
T RUABR—=BLRWGEE, AL v Fi3 Ty b2 RFny 7 LEd,

i KOFITIE, MAC 7 RV ARBET 4 £ —7 T D HikE R LET,
Switch(config)# no ip dhcp snooping verify mac-address
X E & T 5 121%. show ip dhep snooping = —¥% EXEC =2~ FZ AN LET,
BlEa<YU R avwvFk BTL
show ip dhcp snooping DHCP AX—bE IV HEEF R LET,
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[ oL-8552-10-J .ﬂ



(2% Catalyst 3750 X1 v F Cisco I0S a2 F |

M ip dhcp snooping vian

ip dhcp snooping vian

VLAN ETDHCP AX—t > J %A x—7/WZL7Y, VLAN ECDHCP AX—t 7 A~—}k 1o
X T EAF—TNICTHITIE. e —rL a7 Falb—3 g E— KT ip dhep snooping vlan
a<wr REFHALET, 774V MEEICRTIZE, Zoa~vr Fono BXNEHEHLET,

ip dhcp snooping vlan vian-range[smartlog]

no ip dhep snooping vlan vian-range [smartlog]

BXnRA vlan-range DHCP A X—VE > V%A F—7WIZT 5 VLAN ID £7-1% VLAN #iF%ZHEE L F
T, fHETX 28FAIE 1 ~ 4094 T9,
VLAN ID & 52 Lo THEESNLH—0 VLAN ID, #hZh% h o~ TRE-
7=—3#® VLAN ID, /"o 7> %2 A L7= VLAN ID O#iH, F7-135k8k &
OKJE® VLAN ID TR U 5472 VLAN ID O#iEZ AT 52 ENTExFEF, =
NHITAR—ZATXY Y £,
smartlog (f:E) VLAN ¥£721% VLAN 2%t LT DHCP AX—E v 7 A~v—h m ¥y
T A X—T M LET,
FIFIE F_T?» VLAN ECDHCP A X—E L 7/ NF 4 & —7 L TT,
DHCP A~v—F a X 7135 41— L TF,
avy kE—F ra—nNar7 4 ¥al—vay
av Y FEE y1y—2 EERAR
12.1(19)EA1 Zoavy RABMENE L,
12.2(58)SE smartlog ¥ —V — R2BINMESNE L,

EREDAHA R34y

I

VLAN ETDHCP AX—¥E 7 & A R —T/MIZT HENIZ, £7 ip dhep snooping 7 = — 3L =2
T4 F¥al—raryavr REANLT, DHCP AX—E 7% 7 a— Il X—T NWIZT HHHE
NHYET,

DHCP AX—E 7%, BHEHTERWAR— FT2IE L7 DHCP <7 v F2fITZE L THRAEL,
ey FaefiEEiT Rey 7 LET,

DHCP AX—V v J A~—h aX 7 X—TNITHE, Fuy7Inz7y FORNENR
Flexible NetFlow = L 7 # |2k b E T,

B E &R T HI2i%. show ip dhep snooping = —# EXEC =2~ F&Z AN LET,

ROFITIE, DHCP AX—E 7% VLAN 10 TA X —7 W T D HiEE " LET,
Switch (config)# ip dhcp snooping vlan 10
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ip dhcp snooping vian W

WOFITIL, VLAN 10 ETDHCP AX—E 7% A4 X —7 /ML, RIZTVLAN TET H37 > K
DAZ—RK aX U T oA R—TNWITDHIEERLET,

Switch(config)# ip dhcp snooping vlan 10
Switch (config)# ip dhcp snooping vlan 10 smartlog

WROFI T, VLAN il © DHCP A X —VE 7% A X —7MIZ L, IRIC VLAN TEZAET 537 v b D
Av—h BX U T EAFX—TNIT D HEERLET,

Switch (config)# ip dhcp snooping vlan 10-20
Switch (config)# ip dhcp snooping vlan 10-20 smartlog

BEa<YU R = N Bl
ip dhcp snooping DHCP AX—¥E 7% 71— )Ll F—T M LET,
logging smartlog Aw—hBEXEL T E T a— R X—T NI LET,
show ip dhcp snooping DHCP AX—V Vv VR EEERLET,
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M ip dhcp snooping vian information option format-type circuit-id string

ip dhcp snooping vian information option
format-type circuit-id string

A7 ar 82 ID Y7 AT v a U EHRET HICiX, ip dhep snooping vlan information option
format-type circuit-id string f > ¥ —7 A XA a7 Fal—var av o FEERLET, 7
THN IOV —=Fy FIDHTA T a rERETDHICIE, Zoawr RO ne BREEHLET,

ip dhcp snooping vlan vian-id information option format-type circuit-id [override]

string ASCII-string
no ip dhep snooping vlan v/an-id information option format-type circuit-id [override]
string
R D vian vian-id VLAN ID & F7E L £, & CX A M0 | ~ 4094 T7,
override (fEE) 3 ~ 63 @ ASCII X5 (A~—2R72 L) =L T,
EEEFIERELET,
string ASCII-string 3~63 D ASCIl X7 (A~—2Z72L) #HLT, —Fv
D ZHREL £,
TI#4ILE vlan-mod-port X XD A 4 v F VLAN BLOFR— DI, 7744 D% —F >y hID TY,

aRVFE—F A v¥—TxzAfRAarT74Fal—av

oy FERE yy—=x ZFERAE
12.2(25)SEE oIy RREMERE LT,
12.2(52)SE override ¥ — U — F2MBISHVE LTz,

BRAEDHM K542 DHCP 2 X—t VR ELZAICT 5121, ip dhep snooping 7 11— 3L 27 4 Fab—3 g =
vV FEMFEHLTDHCP AX—¥E 7% 78— U X—TNVIZTHMENRH Y 7,
FTvay Q2RENAXR—TNVNORE, T 74N OV —Fy NID BT FHT T a Ui,
vlan-mod-port EX DA A v F VLAN BLOHR— K ID T, Zoa~vr REFEfATH L, h—Fv
N ID &725 ASCH X5 % 5% E CT& £9, vlan-mod-port 7 4+ —~ > b ¥ A FH Mz L, EDfR
DO —F%y FhID#FEHAL T, MAEEREZERT 5% G, override X — VUV — REZEHALE T,

(G¥) AL v F ETXFHEOEZN—X% > N ID 2% ET2HE. NVRAM £7213 77 v a AEVIZEW
WFHNNEGE 2 BEEBLTLEIN, =%y NIDRENETDOMOT —X LHABEDEINT-H
A NVRAM 720137 7 vy a AFVOFEEZBZTCLEN, 27— Avb—UNREREINET,
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ip dhcp snooping vlan information option format-type circuit-id string

] ROBITE, ATV ar 8% —%y NIDVTAHT v a v a&ET S HEERLET,
Switch (config-if)# ip dhcp snooping vlan 250 information option format-type circuit-id
string customerABC-250-0-0

ROBFITIE, A7var 82 —Fy D EEEVTA T a v aRETDHEEZRLET,

Switch (config-if)# ip dhcp snooping vlan 250 information option format-type circuit-id
override string testcustomer

X E & R 5 121%. show ip dhep snooping = —¥% EXEC =2~ > FZ AN LET,

G VE-FIDREEZGLZn—rUb axy FHATET 2K %1213, show ip dhep snooping = —
EXEC a~> FEFEHLET, h—F> FID ELTRELZA V¥ —7 = AL E721% VLAN H
PLDOLFHNIERR SIVER A,

BEIYUR avwvFk SR
ip dhep snooping information F 7 a8 UVE—MIDVTAETvarERELET,
option format remote-id
show ip dhcp snooping DHCP AX—bE IV HEEF R LET,

Catalyst 3750 Rf yF av>F YI7LYR
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W ip igmp filter

ip igmp filter

A v #—7 = A AT Internet Group Management Protocol (IGMP; A > % —* v k 7 )L —7E@ 7 1
han) Z##EHTH2ET, LAV2A =T 24 A LEDTRXTOFRA IR 1 DEITEHD IP +
NFFx AL TA—TIZIMATEDLNE S aHIfET 511X, ip igmp filter > ¥ —7 =A 2 2

Ta4Falb—vary avry FefLETd, A1 —T A 2ANBEESNZT 07 7 A4 V& HlRT

212k, Zoa~vr Fono BREFEHALET,

ip igmp filter profile number

no ip igmp filter

XA profile number WHT 2 IGMP 717 7 A V&S, fHE T AT 1 ~ 4294967295 T,
TIXIE IGMP 7 4 V4 [Fil A STV EH A
avy kFE—F Ao B —T xR AT 4 Fal—gy
oYy FERE yy—=x EERAE
12.1(11AX Zoawry RRBMEhE L,

ERLEDAA K54

IGMP 7 4 L Z T LAY 2 OFiA v X —T = AT @A & £4, L—TFT v K R — bk, Switch
Virtual Interface (SVI; AA v FEIEA ¥ —7 = A R), F£72i% EtherChannel 7 Vv —7IZJg T 5K —
MZxLTIGMP 74 M & 2T 52 1ETEEHA,

IGMP 7' v 7 7 A MiE | DEFIFEBEDOR—F A F—T A RAITHEHTEE TN, 1 DOKR— hZ
LTI 207 e 77 A NVIEFHEHATEET,

il KOFETIE, IGMP 717 7 A L 22 28— MO+ 2 HiEE2 R LET,
Switch (config)# interface gigabitethernetl//2
Switch (config-if)# ip igmp filter 22
FXE &R T HI21%, show running-config £5# EXEC 2~ REFEHA L TA v ¥ —7 =4 A&IEE
LET,
BIEaT VR avvEk HL
ip igmp profile B SN IGMP a7 7 A VESEHELET,
show ip dhcp snooping BESNTZIGMP 7Yu 7 7 A VOFMEER R LET,
statistics
show running-config interface 24 v FDOA L ¥ —T 2 A A FOE[T L T4 X2l —Ta %
interface-id (S X =Tz AZHEA LTS IGMP 727 7 A Vidd 5586

Fenzeas) oRLET,
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ip igmp max-groups

ip igmp max-groups

LAY 2408 —7 x4 ZANRMAFEE Internet Group Management Protocol IGMP; f > % —x v k
IN—TERTa han) FA—TORREERELZD, ET7—7 VAT b BRKRBICET
DHADIGMP 21y b Y U TBIEERE LY 2T, A v F AF v 7 EREFAZ L KTy
AA »F LT ipigmp max-groups > X —T A A AT 4 Fal—aravry REFEHLET,
KRB ET 7 0 ME (BEHIR) (CRI >, T74Vvb0ARRy N7 77y ay (LR—=F&2F
2y ) IZRETICE, Zoa<wr Fo ne B EHH LET,

ip igmp max-groups {number | action {deny | replace}}

no ip igmp max-groups {number | action}

BX DA number AU H—T oA ANBITE D IGMP Z L —TF DKk, EETE 2HMIL 0 ~
4294967294 T9, T 74/ FDOREICHIBRIZH Y EHA.
actiondeny = | U OFEKEN IGMP 2 X — ' FlakT — 7 W2 H H5A1E, kD IGMP A
LR—=br2 Ry LET, OB T 74V DT 7 3 0220 4,
action RO FUBNIGMP A X —EV JHRET — T NVICH H5A. IGMP LAR— %
replace ZELIEMFEO I NN—=T 2T LWL —TICEE iz £,
TI2HILE F 7 3 F ORI A — T IR LT,
A B =T A ALIZIGMP 7 v—7 =2 MY DRRERH D L2 AL v TFRER LIEHD, 7
THAN DAy N T varTE AV H—T 2 A ARZETEZRDO IGMP L R— & F
gy 7L, £ F—TxAAZIGMP Zv—70x 2 F) ZBIMLEREA,
avy kFE—F A B —T A A AT 4 F¥al—gy
avy FERE yy—=x EENE
12.1(11)AX Zoawr RBNBMENELE,
12.1(19)EA1 action {deny | replace} ¥ — 7 — RSB E LT,

BEREDAA FS54>

ZDavy R, VAV 28BS X —T 2 A4 AB X EREE EtherChannel % — 7 = A XA CIEIFfE
JAT&E4, V—F v K R— 1. Switch Virtual Interface (SVI; 2 A v FFEMEA v Z—T = A R), F
721X EtherChannel 7 /v — 72T 2K — M L CTIGMP I K7V — 7K ERTTHZ LixTE FEH
Ao

IGMP 2y ) U7 77 v ara&ET A0, WOFEEFHEIZWE-> T EIN,

e Auvy bV I T/ arideny & LTHREL TR V—THIREZRET DHEG, LIAliRs
TN oTm ML, HIBRENEEARHIROINICRY £9, Zh b Y OHRA
UINni-% T, = M) ORKREDEERET —TNVMIZHLERIE, A v 2 —T 24 X L TZIEESNTRK
DIGMP V' R— b &2 AL v TN ey LET,

o Auy M) T ar% replace & L THREL TR K NV—THIRERET 2% 6. LAATHL®
T—TNMZhHoT-my PV IRHIBRENE T, RO N PEET TN HDGE, A A v
FIET A LB LT~V TF vy A b = MY EZE L1 IGMP LAR— h EESHXFT,
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M ip igmp max-groups

o BRI N—FHIRNT 740k (HIEZRL) CRESNTVSE54, ip igmp max-groups {deny |
replace} =~ > F&Z AL THLEED)TT,

7l WOFITIE, H— FBMATE S IGMP 7 L —7$% 25 IHIIRT 5 ka2 R LET,
Switch (config) # interface gigabitethernetl//2
Switch (config-if)# ip igmp max-groups 25
ROBITIE, KREOT L M) PEET =7/ H D & &2, IGMP LR — M 2%E LIEBEFD 7 v —
TEFHLNTN—TLEEWZ DL IICRETDHEELRLET,
Switch (config) # interface gigabitethernetl//2

Switch (config-if)# ip igmp max-groups action replace

FRE Z MR T 512iE. show running-config #5H EXEC 2~ > REFHL CA v ¥ —7 = A AZRE

LET,

BEEa<2 avvF B
show running-config interface (. % —7 = 4 ZARBNNTEX 5 IGMP 7V — 7 DR KERA T v |
interface-id Vo7 TrvarvhE, ALy FDOA v H—T = X ETEITa Y

T4 X2l —varEFRRLET,
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ip igmp profile W

ip igmp profile

Internet Group Management Protocol (IGMP; £ > % —>x > b Z)—7E#H T hai) a7y AL
EERL, IGMP 7u 7y A0 av 7 4 Xal—T =z T— R&EMMHT 521X, ip igmp profile 7
B—sL ary 74 Xalb—vayavr FefLES, ZOET=FT, AL v FHR=FPHD
IGMP ARy o7 LR— b a7 4N Z ) 7T 570D IGMP 70 7 7 A VOREEZEETE ET,
IGMP 71 7 7 A V&2 HIERT 21213, Zo=a~r Fono B2 L £,

ip igmp profile profile number

no ip igmp profile profile number

B/XD

.'E.EI':

3

TI2F+ILE

profile number RETDHIGMP Fr 7 7 A LFEE, FEETE LML 1 ~ 4294967295 T,

IGMP a7 7 A VIZEEXE SN TWERA, RESNTZHAE, 774V DO IGMP a7 7 A L&D
— AR, T AT RLRAEEETAREICRY £,

Ja—) a7 4 ¥Xalb—y g

EREDAHA R34y

Jyy—=x EERA
12.1(11)AX Zoawr REMSE L,

IGMP 7r 77 A )V a7 4Fal—vary T—RKRCTlE, koa~r FeERTAIZ T a7y A
WVEAERR CE ET,

o deny: —ET 27 FLRAZIEGLET (F7 40 FREDIREE),

o exit:IGMP 777/ a7 4 Xal—ary BT—RFE2KTLET,
e no: AV REMHIT S, T 74V MY EY FLET,

o permit: —ET 27 FLAZFAILET,

e range: Y7 7 AT HIP T FLADFAEZIEELET, 1 DOIP 7 RLA, F2ET7 K
VADRY LB THMAEZREET S22 L b TEET,

WHEADT 258, BNFOIP v L FEFx A R T RLAZANLThHDAR—2E AN L, K
ICEVIDIP v L FF 5 A N T RLAZ AN LET,

IGMP D777 A NV%E, 1 DFFHIFEBRDOLATY2A L FZ—T oA AHWHATEE TN, KA 07—
TxAf ACHWATES 0 Ty AT 1 DT T,

] ROBITIE, IPwAFF v AT FLAORBEEZRE L7 IGMP 7' 7 7 A b 40 O E S k477 L
ES N
Switch (config)# ip igmp profile 40
Switch (config-igmp-profile)# permit
Switch (config-igmp-profile)# range 233.1.1.1 233.255.255.255
| oL-8552-10-J
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M ip igmp profile

FRE A MR T 5121, show ip igmp profile 4% EXEC =~ > F& AHLET,

BIEav Uk avwyk BL
ip igmp filter BEDA 2 H—T = A AR L, IGMP Z# A L £7,
show ip dhcp snooping TRTOIGMP 7’0 7 7 A VE 2R ED IGMP 72 7 7 A V&5
statistics DFEZR R LET,
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ip igmp snooping M

ip igmp shooping

Internet Group Management Protocol (IGMP; £ > % —>x v b JL—7E#HTn hal) AX— 7
AL v F LT =V X =T b F£721E VLAN T &I/ 32— T 5I2iE, ip igmp
snooping 7 01— N\)L 2T 4 Xal—ar avry REFEHALET, F7 40 MRTEICETICE, 2
Da~vy RO no BREHEHLET,

ip igmp snooping [vlan vian-id]

no ip igmp snooping [vlan vian-id]

B DA

TI2F+ILE

vlan vian-id (L) $EE SN VLAN TIGMP A X—VE > 7% A F—7 N LET,
FEETX AT 1 ~ 1001 £721% 1006 ~ 4094 T3,

AA v F LT, IGMP AX =Y 737 a— LA 2 —7 LT,
VLAN A > #—7 = A A LT, IGMP AX—Y 73 F—T7 /LTI,

Ja—nN) a7 4 ¥alb—g v

EREDAHA R34y

Bl

Jyy—= EEANR
12.1(11)AX Toawy REMShE LT,

IGMP AX—E N7 a— )Vl FX—T N ThDH HAEIF., T XTOBFEVLAN A V¥ —T = A R
TAX—TNZRY ET, IGMP AX—E U N7 a0 =T 4 v —7 LV ThEHEE. T XTOERE
VLAN A v Z—T7 2 A ATIGMP AX—Y U 7N F 4 B—T7 2 £,

VLAN ID 1002 ~ 1005 X, h—27 >V > 7B LW FDDI VLAN IZ PR EN TN T, IGMP A X —E
JTIHMEMTE A,

WOFHTIE, IGMP AX—¥Y L J &7 a—r)UIAf X2 —T I T B HiEERLET,

Switch(config)# ip igmp snooping

WOFITIE, IGMP A X —t > 7% VLAN 1| TA X —7 W2+ 5 HiEx R LET,

Switch(config)# ip igmp snooping vlan 1

FXE &R T HIZI%, show ip igmp snooping ¥t EXEC =~ RE AN LET,
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M ip igmp snooping

BEEavF avv kR St
ip igmp snooping report-suppression  [GMP L /R— il & A r—7 I LET,
show ip dhcp snooping statistics AR—VE U TREERRLET,
show ip igmp snooping groups IGMP AX—¥E 7 wLF X v X MERERRLET,
show ip igmp snooping mrouter IGMP AX—¥Y 7 V—% R— " &2F R LET,
show ip igmp snooping querier AA v TF LICREEINTZ IGMP 7 =) 7 Of%ER L O\H)
Ef@ME R LET,
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ip igmp snooping last-member-query-interval W

ip igmp snhooping last-member-query-interval

Internet Group Management Protocol (IGMP; A > % —% v § Z ) —7E@ 7 1 ]\ V) OFRE ATHEZR
Leave # A ~—% 7 B —/VLIZE 721X VLAN R—R T L |24 X —7 W 5121, ip igmp snooping
last- member-query-interval Jsa—s L arZ 4 Xal—yaryavy l\“%ﬁiﬁﬁ LET, 77411
HECRTICE, Zoa~vr Fone BXE#HALET,

ip igmp snooping [vlan vian-id] last-member-query-interval time

no ip igmp snooping [vlan vian-id] last-member-query-interval

BXnRA vlan vian-id (L) ¥EE SN VLAN TIGMP A X—E > 75 L Leave % A ~—%
A X =TV LET, FHEETE DML 1 ~ 1001 £7-1X 1006 ~ 4094 T
R
time BWENOZ A 577 MER, FHETE 5% 100 ~ 32768 2 U TY,
TI2FIE FIHNIDEA LT T NREF 1000 YT,

avYkE—F

Ja—nN)p arZ 4 FXal—var

avy FEE

EREDHA R4

7l

)1y—2 FEARAR
12.2(25)SEB ooy FRBMERE LE,
12.2(46)SE time DOEIFN 100 ~ 32768 ICEHE S E LT,

IGMP AX—¥ > 7R 7 a—r LA 2 —T7 NV Th DAL, IGMP A X —E U 73T X CORAF
VLAN 4 > Z—T 2 ATA X =T N2V ET, IGMP AX—E IR Ta—r s 4 &—7 0
ThHEAIEL, IGMP AX—E L 733X TOERF VLAN A V' F—T =2 A4 ATT 4 =TIl &
j‘o

VLAN ID 1002 ~ 1005 X, h—27 >V 7B LR FDDI VLAN IZ 7K & TN T, IGMP A X—E
JTIHMEMTE £ A,

VLAN Lz Leave # A ~— %2R ETDH &, /7 r— R ELE LEXLET,
IGMP & ETAHEZ: Leave # A L%, IGMP RX—T 3 2 2 FE(TTAHAT AL ATEIFR—FENET,
FIEIX. NVRAM IZIRESNET,

WOBITiE, IGMP Leave ¥ <—% 2000 X VBT v — WA F—T M B HEERLET,

Switch (config)# ip igmp snooping last-member-query-interval 2000

WwoFITiE, VLAN 1 ETIGMP Leave # f ~—% 3000 X URICRET D HiEEZ R LET,

Switch (config)# ip igmp snooping vlan 1 last-member-query-interval 3000

BXE & WEFR T A 121X, show ip igmp snooping ### EXEC 2~ > FEZ ASJLET,
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W ip igmp snooping last-member-query-interval

EEavUFR aAvUF L

ip igmp snooping AA v F E£721% VLAN O IGMP A X —E > 7 % A F—
Tz LET,

ip igmp snooping vlan immediate-leave  IGMP HIRFJLRALELZ ( 2 — 7 MIZ LET,

ip igmp snooping vlan mrouter VAV 2AHR—FEALFHRXY AR L—F K—K& LT
RELET,

ip igmp snooping vlan static LAY 2R — b I N—TDA L NRNELTHRELET,

show ip igmp snooping IGMP A X —VE v VR EERRFLET,
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ip igmp snooping querier W

ip igmp snooping querier

LAY 2 Xxv kU —27® Internet Group Management Protocol (IGMP; o > % —>x > k 7 —7 &
Ju han) yx VTR o — LA 2 —TVIZT A2, ip igmp snooping querier 7 = — 3
VAT 4 Falb—vary avry P LES, ¥F—U—FLlbllavr FEANTH L,
VLAN A v Z—7 2 A4 ZD IGMP 7 = U T Z A X —7 VL, RETEET, 7 74V FREIT
BT, 2oavr Fone BRE2HEHLET,

ip igmp snooping querier [vlan vian-id] [address ip-address | max-response-time
response-time | query-interval interval-count | ten query [count count | interval
interval] | timer expiry | version version|

no ip igmp snooping querier [vlan vian-id] [address | max-response-time |
query-interval | tcn query { count count | interval interval} | timer expiry | version]

B DA

TI24+ILEK

avYkE—F

vlan vian-id (L&) HEE &N 7= VLAN TIGMP A X—E > 715 LN IGMP 7 = 1 7k
HBEAR—7 VI LET IRETE 28T 1 ~ 1001 £721% 1006 ~ 4094
<7,

address ip-address (BB RETIP T FLAEZRELET, IP 7 FLAZRELZRVHA,
JZUTIHIGMP 7 =Y TICRESI N7 a— )L P 7 RLAEFEHLE
T

max-response-time (UEE) IGMP 7 = U 7 LAR— F T A RERBEZRELE T, HET

response-time X HHFIL 1 ~ 25 BT,

query-interval ({EE) IGMP 7 = U 7 OMMEERE L E T, fEETZ 25X 1 ~ 18000

interval-count W,

ten query[count count  (f1:E) Topology Change Notification (TCN; kAR w U2 @) (2 BH

| interval interval] BIRTA—HERELET, F—U—FOEWRIIRD LY TT,

» count count : TCN FFfREI[EIZEITESN D TCN 7 = V) — D EHE L
9, FRETEAHEIL1 ~ 10 TT,

e interval interval : TCN 7 = ) —ORMREEHZE LT, HHETZD
WAL 1 ~ 255 T4,

timer expiry (&) IGMP 7 = U 7 AHIRGINIZ /2 DRI 2 30E L £ 97, fRETE 58l
BHIE 60 ~ 300 BT,
version version (EE) 7= U THRRENMEN T 5 IGMP N — 3 S 2R L 97, IR

TELEZIT E21T2 T,

IGMP A X—t 7 7= THBEIZ., AA v F T a— LA 3 —T N TF,

AX—=T N> TWODEHE, /A TFX¥ A MFIET N, AL IGMP N7 7 4 v 7 2T 5 &
IGMP AX—t > 7 72 Y TIET 4 =7 N7 £9,

Ja—nRX) a7 4 ¥l — g

avy FEE

yy—= EERA
12.2(25)SEA Zoawr REMESNE L,
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M ip igmp snooping querier

FREOHLESAY 2 V7L ETNBIGMP 7 =) — A v —U2FETEFAL ADIGMP XN— 5 VB LOIP T
KL 2B T 272D IGMP AX—E U 7% 4 F—T/WZT5I120%, Zoa<vr ReEHLET,

T 74/ hTliE, IGMP AX—tE> 7 71 7%, IGMP N—2"7 > 2 (IGMPv2) %2557 /N4
AT DL IRESNTOETAN, IGMP =721 (IGMPv]) ##EHALTN52 747k
R LEE A, T35 A IGMPV2 2 H LTV %54, max-response-time % T8 TR ETE
F9, T8 AN IGMPv] ZEM L T 58415, max-response-time 23 ECX £t A (EEZHE
TET, OICRESINTWVET),

IGMPv1 %34T LT 5 RFC IZHEHLL TW W7 /31 21X, max-response-time 5 & L Tt v LA OHE
BEEOIGMP — 7 =V — A v —VEERTHZENHV ET, T4 ATIGMP — 7 =V — A v
=V EZITANDYGE, IGMP AX—E 7 72U TR IGMPV] 2 %4735 L5 ICREL£T,

VLAN ID 1002 ~ 1005 i, h—27 >V > 7B X FDDI VLAN IZ TR ENTWT, IGMP A X—E
JTIHERTE EEA,

1 KOBTIE, IGMP AX—¥Y 27 72 THRER 70— U X2—T WM B HEER LET,

Switch(config)# ip igmp snooping querier

WOBITIE, IGMP AX—t' 7 7 U7 ORRIGERRZ 25 ICRET 5 HiEE R LET,

Switch (config)# ip igmp snooping querier max-response-time 25

WOFITIEX, IGMP AX—E> 7 7= 7 OkEEREZ 60 IR ET 5 HFiEE R LET,

Switch(config)# ip igmp snooping querier query-interval 60

ROFITIZIGMP AX—E 7 72U TOTCN 7 =Y — AU h& 25 ICRET D HEEZRLET,

Switch(config)# ip igmp snooping querier tcn count 25

ROBFTIE, IGMP AX—E 7 72U T DXA LT U M 60 PICRET L HEEZRLET,

Switch(config)# ip igmp snooping querier timeout expiry 60

OB THE, IGMP AX—VE 7 7 THEEEZ N~V a U 2 ITRET D HiEERLET,

Switch(config)# ip igmp snooping querier version 2

FXE Z R T HI2I%, show ip igmp snooping ¥t EXEC =2~ RE AN LET,

BHEavUF avwvFk ks
ip igmp snooping report-suppression IGMP LR — MMl & A 2—7 M LET,
show ip igmp snooping IGMP AX—bE v VR EERRFLET,
show ip igmp snooping groups IGMP A X—tE> 7 = LF X v 2 MERERRL
£
show ip igmp snooping mrouter IGMP A X—VbE 7 L —H& R— b E2FRLET,
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B DA

TI2HIE

avYkE—F

ip igmp snooping report-suppression

ip igmp shooping report-suppression

Internet Group Management Protocol (IGMP; 4 > % —x > b Z L —7E# T 1w h a/1) LAR— Ml
AR —T I T BIZIE, ip igmp snooping report-suppression 7 27— L 227 ¢ Fa L— g
avy REMEALES, IGMP LA — MIfilZ 7T 4 E—7 12 LT, §3THIGMP LAR— F &~ /L
FH ¥ A M V—FNRETLHITIE, ZOavy Fono BRAEMEH L ET,

ip igmp snooping report-suppression

no ip igmp snooping report-suppression

Zoawy RiZiE, 5lIEETF—V—FEH 0 8 A,

IGMP LR — FMIfliEA 2 —7 T,

Ja—n)parZ 4 FXal—v gy

avy FEE

BEREDAA FS54>

=2 EERR
12.1(19)EA1 Zoavy RRBMENE LT,

IGMP UAR— F#NEX, /v FF¥ A b 7 —|Z IGMPv]l LA — K & IGMPV2 LAR— F 03 dH 5854
WY R—bFENET, Zo#EEIX, 7Y —IZ IGMPV3 LAR— FREENTWEEAITTHR—F
ShEHA,

AA v FIZIGMP L R— MMIHZFEHALC. vV FF v A b b—4% 72 —ZLIZIGMP LiR— %
1 D=V F xRy A~ TS, RZEEELET, IGMP A —F IR A 2—T 0 (F740 1) THDH
Bh . AL Y FIIEHO IGMP L R— 2 70— DT _RTOR— FnbT_RTOVLFF ¥ A R
N—HFIERELET, AL v TiE, FA—TDEYV DO IGMP LR — &2~ LTFF ¥ Ak L—FITEE
LEtHA, ZOMEICEY, S VTFXFXY AN TS RAZLAR—FPREELTEEINDIZLEEE
T

N FFXX AR N—% 7Y —|ZIGMPv] 8L WIGMPV2 L' AR — MR T 2 ERZTNEENLTND
A, AA v TN O IGMPY] LR — M E7IXIGMPV2 LR— 2%, ZA—7 DT R TOKRRA
MPBETRTOYALFFXY AN V—FIZEEFLET, v VFFx¥ A b b—F 72U —(Z IGMPvV3 L
R—FOERHEENIHEIT. AL v FIII N —FDFTD IGMPvI, IGMPv2, LU IGMPV3
L R—=hE~wLF Xy A b TN R TEmELET,

no ip igmp snooping report-suppression =~ > N% AJJ L TIGMP LA — Ml %7 + E—7vic L
Te%a. TRTOIGMP LR — PR TRTOI AT F v A f L—Z I TEEESNET,

i WOBITIE, VAR— M ET =7 MCT 2 HEERLET,

Switch (config)# no ip igmp snooping report-suppression

FXE &R T HIZI%, show ip igmp snooping ¥t EXEC =~ > RE AN LET,
[ oL-8552-10-J
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W ip igmp snooping report-suppression

BEav VR avwy kR HL)
ip igmp snooping AA v FE71E VLAN ® IGMP AX—E v V%A F—T I LET,
show ip igmp snooping A A v FF£71% VLAN ® IGMP A X — VL Vi ErFr LET,
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ip igmp snoopingtcn W

ip igmp snhooping tcn

Internet Group Management Protocol (IGMP; /> % —>x v b Z)L—7&# 7 1 k 2/)L) Topology
Change Notification (TCN; hARNm DA @A) OEELZRET HITIE, ip igmp snooping ten 7' = —
S aryZ4FXalb—varyavy RelLET, 7740 PREICETICE, 20=a~2 RO ne
HREHEHLET,

ip igmp snooping ten {flood query count count | query solicit}

no ip igmp snooping tcn {flood query count | query solicit}

BX DA flood query count count <)L FXx A+ T T4 v IBRTT VT 47T 5 IGMP O— s =
U—BERELET, FRETEXH&MIE 1 ~ 10 TT,
query solicit TCN A XY FICRAELEZTY Ty R E— R 6RIET S P ot 20@#E
 LFB701c, IGMP Leave A vt — (Fr— ULiilk) 23%ELE
e
TIAIE TCN 75y R Z7xU—Hhwr ME2 TF,

TCN 7 =V —#RIZT 4 BE—7 LT,

Ja—) a7 4 ¥Xalb—y g

EREDAHA R34y

Jyy—=x EERR
12.2(25)SEB oawr RREMEShE L,

TCN A X MRIZIATFHFXY AL VT T4 v IR T T T 47T 2REMEZHIET 5120%, ip igmp
snooping ten flood query count 7’ 2 — 3L 227 4 X2 lb— g awy FafHLET, ip igmp
snooping ten flood query count 2> FEZEHLTTCN 77y K /72U —H U MaE LICRELT
BE. 1207 =) —OZERICT Ty T4 IPEILLES, AV bR TICRET D &,
TCN ARV MIEDBYALTFXFXY AN VT T4 T DT7T7 T 4070, THOO— NI =) — %545
TOHECHELET, 7 —71E, TCN A X MIZZE LN = ) 2SN TEE I E
T

AN 7 VY= = EDE I DI NDLT, Fr— 3L Leave A v —VEEETDHLIICA

A v F A RX—TNMZT HITIE, ip igmp snooping ten query solicit 72— )L 237 ¢ ¥ 2 L—
varvavry REMHALET, £, Zoavr NiE, TON A Xy FIIZEELEZT T v K E— )
SEET AT A0EES FIFET,

1l ROBFITIE, SATFHRXYAL NTFTT4 v I BT T9T 40732 IGMP O— k7 =) —8 % 7 (246
ETDHHEERLET,
Switch (config)# no ip igmp snooping tcn flood query count 7
FXE &R T 5 I2iE, show ip igmp snooping #i#E EXEC 2~ REAHLET,
Catalyst 3750 Rf yF av>F YI7LYR
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W ip igmp snooping tcn

BEavT R avwy kR EY

ip igmp snooping A4 v F %7215 VLAN O IGMP A X — > 7% 4 F—7 MC LET,

ip igmp snooping ten flood (> % —T7 = A4 2DT 5 v F 4 V% IGMP AX—E L7 ZANR=
7w ) —TCN#fEL LTHREL £,

show ip igmp snooping AA v FF721Z VLAN @ IGMP A X — VL V& ELRF R LET,

Catalyst 3750 R4/ yF a2 F YI7L VR
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ip igmp snooping tcn flood M

ip igmp snooping tcn flood

v NVF Xy AN 7T vT 47 % Internet Group Management Protocol (IGMP; 1 > % —Xx v k 7
N—TEET e haj)) AX—v S 2= 1 — Topology Change Notification (TCN; kAR m=
VETEM) OBEEL LCERET HIZIX, ip igmp snooping ten flood f X —T = A A T 4 Ko
L—vary avwy FeffiLEd, ~AvFHRXY A 7T 07407 %7 4 8—7 0T 212, 20
a~vy RO no BXEHEHLET,

ip igmp snooping tcn flood

no ip igmp snooping tcn flood

XA Toawy P, BIERIRF—T— FEHY A,

TI#4IE CAFXX AN TTFT T4 TNE, AR= T VY —=TCN DA Xy i, A F—T A X TA
F—=TNTT,

avY kR E—F AV H—T 2 A AT 4 X2l — a2

vy FERE yy—=x EERR

EREDAA FS54>

12.2(25)SEB Toavr RREMEShE L,

AA v TFNTCN 25T 5L, 2 00— KR ) —NZEEINDIET, v LVFFX¥ AL T
TA v IETRTCOR—=MIHLTCTTIvT 4T LET, BRI~ AFXFy AL Z—TFITMAL
TWDHERAA NEROR— FNBAA v FWZEBEDHDGE., 77T AT NI I OFEEEBIE L,
Ny NMERERIZERHY £,

ip igmp snooping ten flood query count count 7 u— 3L 27 4 Fal—ay avyr REfHL
T, 799 T A7 72— A0y "NEERTEET,

fl WOFITIE, A v F—T2f A LTIV FXRXY AN T T 9T 4 0T % T 48— NCTDHEERL
iﬁ—o
Switch (config)# interface gigabitethernetl//2
Switch (config-if)# no ip igmp snooping tcn flood
FXE Z R T HI2I%, show ip igmp snooping ¥t EXEC =~ RE AN LET,
BEavUR avwy kR HL)
ip igmp snooping AA v FF721E VLAN O IGMP AX—¥E > 7% A4 3—T /I LET,
ip igmp snooping tcn Z A »FTIGMP TCN BI{E &2 &% E L £,
show ip igmp snooping ZA v FE£7213 VLAN ® IGMP A X — V> V#ELAFRLET,
Catalyst 3750 Rf yF av>F YI7LYR
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M ip igmp snooping vlan immediate-leave

ip igmp snooping vilan immediate-leave

VLAN Z &I Internet Group Management Protocol (IGMP; A % —x v kb J)L—7E M7 1 ka))
AX— ¥ JHIRF LRI % A X — 7 V2T 521X, ip igmp snooping immediate-leave 7' 2 — 3L
arZa4Falb—vary av s FeEALES, 7740 PREICETIZIE. 203~ FO no B
ZRERHLET,

ip igmp snooping vlan vian-id immediate-leave

no ip igmp snooping vlan vian-id immediate-leave

BXnRA vilan-id JEE SN 7 VLAN T IGMP A X —E > 7% X ORI BERMEE S 1 2 — T L
W LET, HETE AT 1 ~ 1001 721 1006 ~ 4094 T3,
FTI2AILE IGMP O BIREBIRAERIE T ¢ & — T LT,
a2 kR E—F Ja—r L ar7 4 ¥al—ay
avy FERE )y—=x EHEAR
12.1(1D)AX Zoavr RRBMENE L,

ERLEDAA K54

VLANID 1002 ~ 1005 1X, b—27 > U 7B LT FDDI VLAN IZ PR S/ TWT, IGMP A X —E
JTIREATEEEA,

VLAN OHHR—=F ET1 DD LI —=_"—DORKENHE SN TWDHEICRY | BIEBLRAEE O EE
ARELTLZEV, REIFX, NVRAM IZRIFESNET,

BN BHEREZ AR — R T2 D%, IGMP N— 3 U 2 BBEEI L TV SRR 2T TT,

7l KOFITIL, VLAN 1 T IGMP BIREBUBMEE % A 1 — T W T 5 k&R LET,
Switch(config)# ip igmp snooping vlan 1 immediate-leave
R A TR 521X, show ip igmp snooping ## EXEC 2~ K2 AN L ET,
BEa<>F avwyk BiEA

ip igmp snooping report-suppression  IGMP L F— Fi#l & A4 F—7T I LET,

show ip igmp snooping AR—VE U TREERRLET,

show ip igmp snooping groups IGMP AX—bE 7 =L F X v A MEREFTRLET,

show ip igmp snooping mrouter IGMP AX—¥ > 7 V—HX F— b aRRLET,

show ip igmp snooping querier AA v F EIZRES N IGMP 7 = U 7 O ER L O

fEfE#ME R LET,

l_Catalyst3750 R4 v F IV F YI27L 2R
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ip igmp snooping vian mrouter W

ip igmp snooping vilan mrouter

~“NTF Xy AL = K= EBMLEYD, AT F v A MEBHFRNERE LY T25121F, ip igmp
snooping mrouter 7 02— N)L 27 4 Xal—vay avry REFRLEY, T 740 P EICRT
2, Zoa<r Ko ne BREHEH L £,

ip igmp snooping vlan vian-id mrouter {interface interface-id | learn {cgmp |
pim-dvmrp} }

no ip igmp snooping vlan vian-id mrouter {interface interface-id | learn {cgmp |
pim-dvmrp} }

XD vian-id IGMP A X —E> V%A x—7 M LT, $§E L7 VLAN OFR— &=L
FF¥Y AR N—F R—FELTGEMLET, FFETEDHMAIZ1 ~ 1001
F721% 1006 ~ 4094 T,
interface interface-id X7 AV KRy S AL B —T A AE~vLTF X ¥ AN L—RIZHRELET,
F—U— ROBEWRIIKRO LB TT,
 fastethernet interface number : 7 7 A ~ A4 —+4% %> | IEEE 802.3 1
VHE—=T A A

 gigabitethernet interface number : ¥ 7 &> b £ —% %> b IEEE
8023z A F—T AR

 port-channel interface number : % X 4 ¥ —7 = A X, FRET
X DHIPHIL 0 ~ 48 TT,

learn {cgmp | SNATFFRY AR N—EZOFEHGFRERELET, ¥—U— FOEKRIIKRD
pim-dvmrp} LTI,

e cgmp : Cisco Group Management Protocol (CGMP) /3% > K ThD A
X—EUTICEV AL v TFRILTFF v AN V—F R— a5 ET5
LoEELET,

e pim-dvmrp : IGMP 7 = U — 3 X U Protocol-Independent
Multicast-Distance Vector Multicast Routing Protocol (PIM-DVMRP)
N7y NCOAX—=E U T 0 A, v F N~ LFFxy A b JL—H
A= 2ZETDLEICHRELET,

TI2HIE FIFN T, vAFFX AR NA—F B— MDY EHA,

T 7 v b ORI pim-dvmrp T3, IGMP 7 =V —3& X' PIM-DVMRP /7 v h & A X—V
V7 LET,

T
I.H
|
™.

avy Ja—nN") a7 4 Xalb—g v

av Yy FEE 1y—2 EERNE
12.1(11)AX Zoawr REMSE L,

Catalyst 3750 Rf yF av>F YI7LYR
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M ip igmp snooping vian mrouter

FEEDHL FSL4Y VLANID 1002 ~ 1005 i%. h—2 > U > 7B L FDDI VLAN IZ F# STV T, IGMP A X—E
JTTIIfEATEEREA,

CGMP 038 HUTHIE T 7 ¢ v 7 OHIBICESLS £,
FEILZ. NVRAM IZRTFENE T,

#1 WOBITIE, = E2~LFFy AL L—% F— R e LTRETHFHFEERLET,

Switch (config)# ip igmp snooping vlan 1 mrouter interface gigabitethernetl/0/22

ROBFITIE, vV FFx A V=20 EGA%E CGMP &L LTHRET D HiEEZRLE T,

Switch(config)# ip igmp snooping vlan 1 mrouter learn cgmp

FRE & FERR 9 5 121X. show ip igmp snooping ¥4 EXEC =2~ > FE AN L E T,

EEaTUR avwvk e
ip igmp snooping report-suppression  [GMP L A&— M Z A R—7 VI LET,
show ip igmp snooping ARXR—E U TREXFRLET,
show ip igmp snooping groups IGMP ZX—VE 7 = LFF ¥ X MERERTLET,
show ip igmp snooping mrouter IGMP AX—¥E 7 L—&% R— 2R R LET,
show ip igmp snooping querier ZA v F FIZHRESNT IGMP 7 =V 7 O ER L UH)
ERERTLET,

Catalyst 3750 R4/ yF a2 F YI7L VR
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ip igmp snooping vlan static W

ip igmp snooping vian static

Internet Group Management Protocol (IGMP; £ > % —>x v b JL—7E#HTn hal) AX— 7
BAFR—=TNMIL, LAY 2R—=F 2~ LFXRY AR T —=TDALRNELTAET 4 v 72BN
%1Z1%, ip igmp snooping static 7 o — L a7 4 Fal—v gy avwr NEFERALET, A4
TAYIRINVFRY AN IN—=T DA NE L TRESNIZHR— F2HIRT 2121, Zoa<wr K
@ no WEMH L £,

ip igmp snooping vlan vian-id static ip-address interface interface-id

no ip igmp snooping vlan vian-id static ip-address interface interface-id

BX D vlan-id fRE L7 VLAN TIGMP AX—tE v %A F—T M LET, FETED
FEPHIZ 1 ~ 1001 £721% 1006 ~ 4094 T3,
ip-address BEDIN—TIPT RLAGZFSTmv LT H Y AN F—FT DAL NE L
T, bAf¥2FR—h&EBMLET,
interface interface-id AL NN RKR— DAL F—T oA ZAZHEELET, F—U— FOEKIIKRD
LB TT,
 fastethernet interface number : 7 7 2 b A4 —¥% % v © IEEE 802.3 A
VHE—T A A
 gigabitethernet interface number : ¥ 7t~ b £ —% % b IEEE
8023z A F—T A A
 port-channel interface number : % X A4 ¥ —7 = A4 X, fEET
X H#HIZ 0~ 48 TT,
TIAIE TI7ANETIH, SATFXXY AN TNV —TDRANELTAZT 4 v 7ICHESNTER— MNEIH Y F

avU kK E—F

A,

Ja—nN") a7 4 ¥alb— gy

avy FERE

EREDHA R34

i

Jyy—x EERNA
12.1(11)AX o~y RAEMSNE L,

VLAN ID 1002 ~ 1005 X, h—27 >V 7B X FDDI VLAN IZ TR &N TWT, IGMP A X—E
JTEMEATEEEA,

FEIL, NVRAM ITIEEESNET,

OB TE, A H—T 2 A ALEDKRANERZT 4 v VIR ET D HEEZRLET,

Switch (config)# ip igmp snooping vlan 1 static 0100.5e02.0203 interface
gigabitethernetl/0/1
Configuring port gigabitethernetl/0/1 on group 0100.5e02.0203

| oL-8552-10-J
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M ip igmp snooping vian static

FRE A MR T 511X, show ip igmp snooping ## EXEC 2~ K2 AN L ET,

BEIYUFR = N Bie
ip igmp snooping report-suppression  IGMP L — Ml Z A4 X — T LIC LET,
show ip igmp snooping AX—ETHREERRTLET,
show ip igmp snooping groups IGMP AX—¥E 7 ~LFF v A MERERTLET,
show ip igmp snooping mrouter IGMP AX—¥ > 7 V—H& FR—heXRRLET,
show ip igmp snooping querier AA v F RIZRES N IGMP 7 = U 7 O ER L O
Rt E R R LET,

Catalyst 3750 R4/ yF a2 F YI7L VR
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ip snap forwarding W

ip snap forwarding

340

.'E.EI':

3

TI2HIE

avYkE—F

Subnetwork Access Protocol (SNAP; 47 %y v U —2 727X Fua khan) 7wz iLrz
IP Version 4 (IPv4) B X OVIP Version 6 (IPv6) 7 L —ALDfnEZ A X — 7T NMCTHI2T. A vF
ARy I EIFAZY KT r Y AL »F ETipsnap forwarding 72— )L a7 4 Fal—v a3y
av U REHEALET, 207 L—L20REELT 4 E—T7 AT DT ZDa~ 2y RO no B % fEH
LET,

ip snap forwarding

no ip snap forwarding

Zoavwy R, IEELITF—U—FEH D A,

AA v FiE, SNAP B 72/ LA HEH L7 IPv4d BELOVIPVE 7 L— A&k LEF A,

Ja—nR) a7 4 ¥l —g

BEREDAA FS54>

]

Jy—2
12.2(25)SEC

ZEERE
Zoawy RRBMEnE L,

SNAP 7 72 /AL Z R L7z IPv4 B LV IPV6 7 L — L DHRE A A R — T /W 21T,
forwarding 7 02—/ NV av 7 4 X al—vary av s REFEHLET,

2ZH S TIZIMA LTINS AL v TN SNAP 7 72L& L7 IPvd B LV IPv6 7 L — A DA%
FHR—=FLARWEE, ZAF T DOTXRTOAAL v F L IPvd BLOIPV6 7 L — A ZHREE T, st hE
BT 4 B—T N0 £9,

ip snap

W DOFITiL, SNAP B 7w bz L= IPvd B L OVIPV6 7 L — A DEREE A X — T VST 5 Hik%
m~LET,

Switch(config)# ip snap forwarding

X E & 7 5121%. show running-config £5# EXEC =~ K& A L ET,

BBEa<v R

BTLL]
2L v FDEITaAL T 4 a2l —Ta L BFRLET,

avw vk
show running-config

| oL-8552-10-J
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Ml ip source binding

ip source binding

2L v FEDAZT 4 v 772 [P FEITLAA T 4 7 ZRET SITIL, ip source binding 7 v — /31
AT 4 FXalb—varyavry NefILES, RAYT 497 XA T4 T RBIBRTLICIE, 20
a~vy RO no BXEHEHLET,

ip source binding mac-address vlan vian-id ip-address interface interface-id

no source binding mac-address vlan vian-id ip-address interface interface-id

B DA

TI24IEK

mac-address MAC 7 RV AZEELET,

vlan vian-id VLAN #F5ZHEELET, FHETE 28X 1 ~ 4094 TT,

ip-address IP7 RULAZRELET,

interface interface-id 1P RET0N A VT 4 7R BMEITEIRT A X —T =24 AHEEL
e

IP RETAA T 4 TIERESHTWERA,

Jua—nR) a7 4 FXFalb—g v

EREDAHA R34y

7l

Jyy—= EFEARR
12.2(20)SE Coa~y RAENSNE LT,

AT 4T IPERBITEANA T 47 = MU, IP 7 RUA, BT 57 MAC 7 KL A,
BLXOBEEMT O VLAN E SR EENET, = MUidk, MAC 7 L AB LN VLAN & 52
DSNWTWET, IP 7 FLRAFEITOEFR T M) 2EETHHEF, A4 vyFiIH L= MY 21

AT, = MY EFEHLET,

WOBITIZ, AZT 4 v 7 IPRIETNA T 4 7 &BNT 5 HEEZRLET,
Switch (config)# ip source binding 0001.1234.1234 vlan 1 172.20.50.5 interface
gigabitethernetl/0/1

WOBTIX, AEZT 497 NA VT 4T HBMLULTNHS, ZOIP T RLRAZEFTTLHEE2 R LE
7,

Switch (config)# ip source binding 0001.1357.0007 vlan 1 172.20.50.25 interface

gigabitethernetl/0/1
Switch (config)# ip source binding 0001.1357.0007 vlan 1 172.20.50.30 interface

gigabitethernetl/0/1

o~y R E & MR T 5I2i%, show ip source binding %1 EXEC =2~ > K& AALET,

Catalyst 3750 R4/ yF a2 F YI7L VR
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ip source binding W

BEav VR avwy kR HL
ip verify source A B =T ARAEDIPEFIET— REAX—T NI LET,
show ip source binding z2A(4 vF DO IPEETLA T T E2FRrLET,

show ip verify source 2L v F EERITIHEDA A —T 2 A A LEDIP V—A H— KORE%E
HRLET,

Catalyst 3750 Rf yF av>F YI7LYR
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M ipssh

ip ssh

Secure Shell (SSH; ‘Zﬁ'r:LT ‘/:/l/) version 1 (SSHv1) F7=1% SSH version 2 (SSHv2) %#%E{79 5
AL v FEFRETHICIE, ipssh 77— L a7 4 Falb—vay avr ReHLET,
0):1?/ RiZ, A A /7"(5 BT T DT =T A A=V REITEINTWAGEAEICTETFRHTEET,
T 7 AN MREICRTIZIE, Z0oa<vwr Rono BREFEHLET,

ip ssh version [1 | 2]

no ip ssh version [1 | 2]

BX DA 1 (Ti5) AA v F M SSHvl #EFT 5 LI ICHELET,

2 (HFE) AA vFNSSH A—T 322 (SSHv2) #EfTTHXHICHFELET,
TI2HILE FIZFNRNONAN—=T g 0%, SSHZ FAT v N THR— R END5ED SSH N—2 5 TF,
avY kK E—F Ta—r )L ar 7 4 F¥al—g
avy FERE Jyy—x EEARAR

12.1(19)EA1 ooy RRBEMENE LT,

BEREDAA FS54>

ZOavy REANLBRWGS, EREF—U—RERELRNVEEE, SSHY— X SSHZ 747
YWY R— N T OEHO SSH A=Y a v EBRLES, 72&2E SSHZ 747 2 SSHvl &
FO'SSHV2 #H AR — T 2%E . SSH % —/3F SSHv2 Z#IRL £7,

A A v Fix, SSHvl £721% SSHv2 — &V R—brLFEJ, £/-. SSHvl 7 747 b PR — b
LET, SSHH—"BLOSSH 7 747 > FOFEMIZOWTIE, 2OV Y —RIxET5H5Y 7 Mo
T ar4X¥alb—ar A FEBRLTLITES N,

SSHv1 #— N2 ko TARK S 172 Rivest, Shamir, Adelman (RSA) f— X7 %, SSHv2 #— 3T
EATEET, TOFOHAELREETT,

il WOBITIE, AA vFNSSH A=V a2 2 2FETTHLIICHRETHHIELRLET,
Switch(config)# ip ssh version 2
HIE & MR H121E, show ip ssh F 7213 show ssh ## EXEC 2~> K&# A LET,
BIEav Uk avwyk 7L
show ip ssh SSH =B A F—=T NN ThHDINE D nEFRRT 5 LFREFIZ, SSH —30
N=Da VBIUOREHRERRLET,
show ssh SSH h—"DORTF—2 2R &R RKLET,

Catalyst 3750 R4/ yF a2 F YI7L VR
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ip sticky-arp (Y B—/)L a7 4 F¥aL—ay) ||

ip sticky-arp (/0—/\)L a2 T4 Falb—32)

B DERHA

TI2HIE

avYkE—F

77 A4 X— |k VLAN (ZJ&% % Switch Virtual Interface (SVI; AA v FIREA v X —T = A) ET
sticky Address Resolution Protocol (ARP; 7 F LU AR~ v ha)v) A4 RX—7/WIZT HIZiE, ip
sticky-arp 72— NV a2y 7 4 Falb—var avr R LET, sticky ARP 25 4 E—7 i
AL, Zoa<wr Fone BRXEFEHLET,

ip sticky-arp

no ip sticky-arp

Zoavwy R, IEELITF—U—FEH D A,

sticky ARP 134 2 —7 /LI ET,

Ja—n)parZ 4 FXal—v gy

avy FEE

BEREDAA FS54>

Jyy—2 EERAR

12.2(20)SE oa~wr FREMSHE LT,

sticky ARP = h U L1, 7J A ~_—k VLANSVIIC Lo CTHESNE=L b T, ZhbDTy
R U, BIREINICAR D 2 B iEH D EHA,

ip sticky-arp 72— L 2> 7 4 Xa b —va avr ML, 774 X— K VLANIZBT 5 SVI T
Y R—FSET,

o 77 A4~—1 VLAN 2 ET 24, sticky ARP (ZAA v FTA RX—T N TT (F7 4/ 1),

ip sticky-arp 7> ¥ — 7z 7/ X a7 4 Fal—T gy avr NEANTLIEHA, Z0oav K
TERLEEA,

no ip sticky-arp 7> — 7z 7/ X a7 4 Xalb— gy avr Ne AT 586 sticky ARP
FA L F =T 2 A A LETT 48 =T VIR EH A,
)

GE) 7I9A4A_—=FVLANA LV F—T=AAD ARP = b U %3 L, #ERT 521X, show arp 47
M EXEC a~ v REEHT 2L O5HRLET,

o AA YT ETNAAZANPLEDIA L, MACT RLVRIZERRZNBIP T FLARE L THDLR DT NA
AT DB E . ARP =2 P VIEER ST, ROA v =V BREREINET,

*Mar 2 00:26:06.967: $IP-3-STCKYARPOVR: Attempt to overwrite Sticky ARP entry:
20.6.2.1, hw: 0000.0602.0001 by hw: 0000.0503.0001
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b i sticky-arp (Y B—/L av74¥aL—3Y)

o TNAAADMAC T FLAZEET 25513, no arp ip-address 70—/ 3L 27 4 F 2 b—
vary avwy REEHLT, 74— VLAN A % —7 = A X ARP = U & F& THIER
THLERDHY ET,

e 7JA4~— K VLAN ARP = [V 2809 5 12i%, arp ip-address hardware-address type 7 @ —
S ar 7 4 X¥alb—vay avy ReEFEALET,

o AA v F ETsticky ARP &7 1 E—7/LIZF 5IT1E, no sticky-arp 70— )b a7 a2 L—
vary avry REFERLET,

o AA v F ETsticky ARP N7 4 E—T7 DL &L, A% —7 A A LT sticky ARP %7 1 & —
TZT HITIE, no sticky-arp f VX —T7 = A XA a7 4 Falb—ar avy FELE
T

Bl sticky ARP %5 1 E—7 W2 § 5071k -

Switch (config)# no ip sticky-arp

RE & MR T DI21E. show arp F##E EXEC =~v > R&Z AN LET,

BEa<v U F avwy R BT
arp ARP 77— 7 VTR = Y #BMLET,
show arp ARP 7—7NVNOxT MU 2FRLET,

Catalyst 3750 R4/ yF a2 F YI7L VR
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ip sticky-arp (1 ¥4 —7 4R Iv74¥aL—>av) M

ip sticky-arp (f 2 —27x4RXR a7 4Fal—

av)

B DERHA

TI2FILE

avU Rk E—F

Switch Virtual Interface (SVI; A A v FHABA v X —T = A4 R) £/2FLA VY3 A FX—T = A AT
sticky Address Resolution Protocol (ARP; 7 KL A figik 71 k2 L) %A F—7MZT BHITIE, ip
sticky-arp f V¥ —7 A A a7 4 FXal—var avr RefHLET, sticky ARP 7 ¢ &—
TMTTHITIE, ZOawr RO no BREZMEH L ET,

ip sticky-arp

no ip sticky-arp

Zoavwy P2, IEELITF—U—FEH D A,

sticky ARP I%. 7714 ~X— K VLAN SVI ETA =727 0 £7,
sticky ARP IZ, LA ¥ 3 A ¥ =T ABLOMEHE SVI ETT 48— M2 £7,

Ao B =T xR AT 4 Fal—3

av Y FEE

EREDAHA R34y

Jy—2 EERE
12.2(20)SE Ioavwy FBMERE L,

sticky ARP = h U &, SVIBIRLA VI A F—T A A ETHEEINDSGZ L NI TT, Th
Loz UL, BIRUINIC/ARS ZL1THY FHA,

ip sticky-arp f V' #—7 =2 A A 2T 4 Fal—var a<vr RE, KOLETEFIR—-FEhZE
j‘@

s LA¥IAUHI—T AR

o EYE VLAN ITET % SVI

o 7J7A4~_—hKVLANIZET S SVI

LAY 3 A H—T oA AERITAELE VLAN ()BT 5 SVI T

o sticky ARP % A x— 7 VIZT HICI%, sticky-arp f v ¥ — 7 A A arv 7 4 Fal—ay av
Y REEHALET,

o sticky ARP 27 ( E—7 /L2 F BIZi%, no sticky-arp { > ¥ —7 A A a7 4 Fal—Ta
avy REHEMLET,

77 A4~X— K VLANSVI LT
o 77 4~_—1 VLAN & ETHHE . sticky ARP 1A A v FTA RX—T AL TT (F74+/1 ),

ip sticky-arp 7> % —7 x4/ X a7 4 FXFal—var avr REANTHEHA, Z0oa~vr R
TERLEEA,
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W ip sticky-arp (8 —JI4 R aAvT74¥al—ay)

~
¢:3)

no ip sticky-arp 7> 4 — 7z 7/ X a7 4 F¥alb— gy avr NE AT 584, sticky ARP
A v Z—T 2 A A LETT 48 —TNICRY R A,

TI7A_X—~KVLAN A VX —T =24 AD ARP = U ZHE /R L, #8345 i2i%. show arp 4F
ME EXEC a~ > FEHEMATL LML ET,

2L v F T N_RA AN L, MACT RLVRIZELRZNIP T RLABRFE L THAHDOTFT A
ANCEH T DA, ARP = RV IIER ST, RORA v -V NRERINET,

*Mar 2 00:26:06.967: $IP-3-STCKYARPOVR: Attempt to overwrite Sticky ARP entry:
20.6.2.1, hw: 0000.0602.0001 by hw: 0000.0503.0001

TNRAAD MAC 7 FUAZEFT 58551, no arp ip-address 70—V a7 4 Fa b—
vary avry REFEHLT, 774 X—F VLAN f % —7 = X ARP = | U % FH THIR
TOMENDY £,

77 A4 ~— K VLAN ARP = [ VU %2813 5121, arp ip-address hardware-address type 7" 7 —
P a7 4 Fal—vary avwy RefERLET,

AA v F T sticky ARP &7 4 £ —7/LZT %IZ1E, no sticky-arp 7 n—/ 3L 27 4 Fa L —
varvavwry REMFALET,

A v H—T x4 A LT sticky ARP 25 4 E—7 /WM 5IZ1E, no sticky-arp 1 ¥ —7 =4 A 2
V74 Fal—vary avwry REFERLET,

5l FE#E SVI £C sticky ARP % A x— 7 WZ T 5 5k :
Switch (config-if)# ip sticky-arp
LAY 3 A4 H—TxAAFET1X SVI LT sticky ARP 27 « E—7 MZT 5 FHik :
Switch(config-if)# no ip sticky-arp
REZMERRT H1TiX. show arp 7 EXEC =~ RE AN LET,

BREaTV R = S SiEA
arp ARP 7 — 7 VAT = R U 2B L £,
show arp ARP 7—T7 NVAOx= MU BRRLET,
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ip verify source Ml

ip verify source

AVH—=T 2 A ATIP V—A H— K& A 3—T/WIZT 5IZIL, ip verify source 1 ' ¥ —7 =4 A 2
Y74 FXab—varyavry REEHALET, IP VA T— K27 —7 T2, Zoav
VRO no BXEMFEHLET,

ip verify source [port-security]

no ip verify source

BXnRA port-security EB) IPBLXOMACT RLA T4 AZ YL TIZEDHIP Y —R H—F%
A X2 =T NIz LET,
port-security ¥ — 7V — REZ AN LRWEE IP T RLVA 7o v&2 ) T
LDIP V=R H—KRA R—=T N0 ET,

T2F+IE IP %ELH— RIZF 4 B—T L TF,

avY kR E—F Ao H—T xR AT 4 Fal—Tgr

avy FERE yy—x FERA

12.2(20)SE Coavry RRBEMENE LT,

EREDAHA R34y

EEILIP T RLA T4 uEZ Y TICE D IP Y —R H— REA F—T7/WZT 5HITIE, ip verify source
A B =T A ar7 4 FXal—varyavry RefALET,

EETIPBEIOMACT RLA T4 N Z VT2 EDIP Y —A H— K& A F—T T 51, ip
verify source port-security f > ¥ —7 A4 X a7 4 FXal—var avr FEFEHRHLET,
EETIPBLIOMACT RLA T4 NZ VT ED P VY —A H—REA F—=T VT DHITE, A
YE=T 2 A ADKR—F X2V T A 2AF =TT ORERDHY T,

7 WOFTIE, FETIP T RLA T A4NZ ) TICEDIP V=R H— FEA F—TNIT 5 HiEZTR
LET,
Switch (config-if)# ip verify source
WOFITIE, FEFETIPBELOMACT LA T4 VB Y TIZEBIP Y —A H—FaEA F—TWC
THHEERLET,
Switch (config-if)# ip verify source port-security
o~y R EZ MR T 5121%, show ip source binding %1 EXEC =2~ > K2 AALET,
Catalyst 3750 Rf yF av>F YI7LYR
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M ip verify source

EEavUF avvk itel
ip source binding AL FWEABT 40T NAVT 4 v T ERELET,
show ip verify source AL v F LERITRFEDA L E—T oA A EDOIP VY —A H— K
DREEZRTLET,
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ip verify source smartiog W

ip verify source smartlog

B DA

TI2HIE

avYkE—F

IPV—A H—FEXIZEIV AV F—T 24 A LTHEZEINTZTXTONT v NORNE% Flexible
NetFlow = L' 7 ZIZikAIZ1E, /1 X —T A A 27 4 Falb— 3 F— NTip verify source
smartlog =~ > FEZFEHLET, IP V—RXA T—F A~v—h aX o 7%7 =7 NMITHITE, 2
Oa<wr RO no BXEHEHLET,

ip verify source smartlog

no ip verify source smartlog

Zoawy RiZiE, 5lIEETF—V—FEH 0 8 A,

IPY/—A2A H—=F ZA~—bF BFX o TE3A v F—T 2 ZATA F—T IR oTWERA,

Ay B —Taf A AT Fal—a

avy FEE

BEREDAA FS54>

=2 EERE
12.2(58)SE oAy RABMENRE LT,

IPV—A H—FREAX—TNICTDHE FBELEZY—A T FLRAEZIIDHCP @ L CHELET R
VAUANDY =R 7 RLRAZROIP Xy hPMERSINET, AV F—T=2A A LETIP V—R T —
R A~w—h B 7B A X—=T NI oTWDHEE., G I N7 v FOWNEMN Flexible NetFlow = L
JRICELNET,

IPY—RAH—RFRAZ—F @X L IBRARX—T VIR TIN5 Z L &R T 5L, show ip verify
source ## EXEC =2~ K& A L E7,

£l KOFETIE, A F—T2AALTIP V=2 H—=REBREL, AV Z—T 2 ADIP Y —X H—F
Av—haX Tk F—TNIT D HEERLET,
Switch (config) # interface gigabitethernetl/0/3
Switch (config-if)# ip verify source smartlog
Switch (config-if)# end
BEEav> R avwyk B
logging smartlog 2Aw—FBX T ETa— A F2—T NI LET,
show ip verify source x~—F aXo 7OHRELZED. IP V—X HT— FEREFRLET,
Catalyst 3750 Rf yF av>F YI7LYR
[ oL-8552-10-J .m.



(2% Catalyst 3750 X1 v F Cisco I0S a2 F |

M ipv6 access-list

ipv6 access-list

IPV6 772 RA VA RNEEHRL, AfvTFHIPv6 T 7 A VAL 274 Fal—vary E— T
521X, ipv6 access-list 71— 3L a7 4 Falb—v gy avr REFRALES, 7782 VAR
ZHIBRT B2, 2o~y RO no FERZHH L ET,

ipv6 access-list access-list-name

no ipvé access-list access-list-name

~
GE) Zoa~r KR, AL vF AZ w7 TT a7 /L IPv4/IPv6 Switch Database Management (SDM) 7 >
TL— FDRREINTWAEEIZRY A RTEE T,
BX DA access-list-name IPv6 772 UR N, ARINCIZAR—RAEITE G4 505 2 LIk
TEFEHA, T/, BFTHDDLZ EIXITEEEA,
T2FIE IPV6 772 U A MIEHRSNLTVERA,
avy kR E—F ra—NL ar7 4 ¥al—vay
avy FBE Jyy—= TEAR
12.2(25)SED ooy RREMSNE LA,

EREDAHA R34y

T 27V IPVA/IPv6 7 > 7 L — R &R ET 51X, sdm prefer dual-ipv4-and-ipv6 7 v — 3L 2
T4 F¥ab—varavry FeANL, AMyFa2Iun—-FLET,

IPv6 [EA Th DM %EER< &, ipv6 access-list =~ > KX ip access-list =~ > F LB L TV ET,

IPv6 ACL IZ—ERAFNC L > TEZESNFET (IPv6 1IF T &7z ACL 2 R—FLEREA),
IPv4 ACL & IPv6 ACL IR U423/ TEEEA,

IPVv6 A7 v ay ~y X —IZESNWIPV6 N T T 4 v 7 DT 4 2 7T HIEREATE D LALE
7'a k3 XA TEROFEMIZ OV TIX, ipv6 access-list 35 X Of permit (IPv6 727X YAk a2
TA4F¥alb—vay) avr REZRLTIEE, Iz IPv6 ACL OFFEFNZ OV T, (4]
DEAEZR LTIV,

Catalyst 3750 R4/ yF a2 F YI7L VR
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GE)

(E)

]

(E)

ipv6 access-list Ml

F_XTD IPv6 ACL (ZIT et D — et & LT, BB permit iemp any any nd-na, permit icmp
any any nd-ns, ¥ X' deny ipv6 any any 27— b A2 EB3HV EF, ZDIHH 2 DD permit FA{f:
%, ICMPv6 A N—IRZEZFF A LE T, ICMPv6 A N—EFEAZFF A L7210 T icmp any any nd-na
F 7213 icmp any any nd-ns Z{EE T H120F, FARMRESZ L U ACL NICH L LERH Y £,
K ERAY72 deny ipv6é any any A7 — b A 2 FEFNITDITIE, IPV6 ACLIC 1 2L ko= M) 25
OLVERDHY E£T,

IPv6 FA N—RFZ T ATIL, IPV6 Fv hU—7 LAY P—bREHHLET, LEB-T, T
74V FTIHIPv6 ACL 12XV, IPv6 A N—BENXTw hDA v H—T = A A L TOEZE IR
FICEFRf SN ET, IPv4 TliE. IPVv6 A N—EER 7 ot X & [F% D Address Resolution Protocol
(ARP; 7 RV A7 v b o) 1%, BloT—4 V7 LAY 7o balzERALES, Lo T
T 74N N T IPvAACL 1LV, ARP N7y hDA L H—T = A4 A L TOREZIEPREEAIZFF ] &
nEJ,

IPv6 ACL % IPv6 1 % — 7 = A ZIZHM T 51Ti. access-list-name 5[$ % 57 L T ipv6
traffic-filter { 2 —7 = A A a7 4 F¥al—ar awy REEHALET, HEBLO%E IPV6
ACLZLAY3WHEA X —T 2 A A, £T2130—T v FACL DAL v FARIBA v X —T = A ATiH
MT2ZL3TEETH, R—FACLDOVAY 24 F—7 A ZTHEMHTE 2 DITHE(E IPv6 ACL
oY,

ipv6 traffic-filter =~ > N CTA ¥ —7 = A AWM S 4172 IPv6 ACL 13, AA v FIT k- THES
NDERNT T4 7 BFT7A4NEZY T LETR, AL v FILEoTER SN N T T 4 v 2137 45
YT LER A,

KOBITIE, ALy FHIPV6 T7EA VAN avr7 4 Fal—vary E—RIZL, list2 EWVWHI4D
IPV6 ACL ZREL,. TOACLZA L A —T2A A LORENT 740 v 7 WA LET, &FID ACL
=2 hVUik, Xy U —27 FE80:0:0:2::/64 B DT _RTD/RN7 v b (EETTC IPV6 7 R L 2D P D
64 By hE LT, Vo rm—A T L7 47 ZAFER0:0:0:2 DD/ v b)) WAV H—T x4 Anb
EEEINDZOEBEET, ACLDO2FEDOT ML, TOMTRTO NI T4 v I RS v F—T =
AADPGEEENDIOEHFAILET, 3TXTORTy bEEST HBROSEMELRE IPv6 ACL OEKRBIZ
HLHOT, ZO2FOOT NI BUELRD ET,

Switch (config)# ipv6é access-list list2

Switch (config-ipvé6-acl) # deny FE80:0:0:2::/64 any

Switch (config-ipvé6-acl)# permit any any

Switch (config-ipvé-acl) # exit

Switch (config)# interface gigabitethernetl/0/3

Switch (config-if)# no switchport

Switch (config-if)# ipvé address 2001::/64 eui-64

Switch (config-if)# ipvé traffic-filter list2 out

R OBERMEITET TS0, £l denyanyany A7 — AV MEBELTC RN T 74 v 7 527 4L
2V 735 IPv6 ACLIZIE, a bhat Xry NOT7 4B o TEBETAIZH, Vo rmr—hn

7 RLRAZxT % permit A7 — b AV NEEOLILENRHY £, E/o, deny AT — AL MEfHE

HALTCKrIZ 742 %T7 402 Y 795 IPv6 ACL Tid, permitany any A7 — kA2 & U R b

DODERBDAT—RA L M LTHEHATAZHLERD D £,
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M ipv6 access-list

BZEa<F avwok e
deny (IPv6 77 EA VA av7 4 IPv6 77 A VR MIEESREEZRELET,
Fal—Tav)
ipv6 traffic-filter AVHE =T AR LOEEFEERIIRE PV N T 7 4 v %

TANEY T LET,

permit (IPv6 727 %2 JA |k a1 IPv6 77 A U R MCHFAFMEEZRELET,
TJ4X2l—g))
show ipv6 access-list BEOTXTOIPv6 TI72A VA NONREERRLET,
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ipv6 address dhcp M

ipv6 address dhcp

Dynamic Host Configuration Protocol for [Pv6 (DHCPv6) H— b A v F—T 24 X LD IPv6 7
F LA &S84 5I21%, ipv6 address dhep 7 > % — 71/1’;< ar74Xal—var avy ReMiH
LET, A F =T =2 ZA0E7 FLAZHIRT 2121, Zoa~vr Fono BAZHHLES,

ipv6 address dhcp [rapid-commit]

no ipvé6 address dhcp [rapid-commit]

)
GE) Zoa~r KR, AAvF AX v 7 TT a7 /L IPv4/IPv6 Switch Database Management (SDM) 7 >
T L— FRRE SN TV DHEICIR Y EA G T,
XA rapid-commit (BB 7RLAREID YT 229D A v =R REFFTLET,
TN T 74N MIERSNTOER A,
AR E—F A ¥—TxAfRAarT4Fal—vay
av Y FERE Jyy—=x EENE
12.2(46)SE Coa~y RPBMEHE L,

ERLEDAA K54

T a7V IPVA/IPV6 7 7 L — N EFRET HI121E. sdm prefer dual-ipv4-and-ipv6 7 = — 3L 2
T4 F¥alb—varavryFeANL, AMyFaIun—-FLET,

ipv6 addressdhep 1 v ¥4 —7 2 Af R a7 4 FXal—vary avr NEFEHTLIE A X —T=A
Z{XDHCP 71 ha v &2 H L TIPv6 7 RLRAEZEMIZFEE TEET,

rapid-commit ¥ — 7 — KX, 7 RLAF Y Y TBLOZDOMOFREIZDONT, 2 2D A vE—U%H
PHEATEDLIICLET, TNEARX—TNCTDE, 77472 MIBEHERA vE—VIZ
rapid-commit 47> =3 VEEOET,

1l WOFTIE, IPv6 7 KL AZER LT, rapid-commit 7' a L&A x—TMIT D HEERLET,
Switch (config)# interface gigabitethernetl/0/3
Switch (config-if)# ipv6é address dhcp rapid-commit
P E & HERR 9 5 121X, show ipv6 dhcp interface 451 EXEC =2~ > FE AN L E T,
EEa<TUF avwy kR BIL]
show ipv6 dhcp DHCPV6 A v ¥ —7 = A4 AEREFR R L E T,
interface
Catalyst 3750 Rf yF av>F YI7LYR
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W ipv6 dhcp client request vendor

ipv6 dhcp client request vendor

Dynamic Host Configuration Protocol for [Pv6 (DHCPv6) Hh— DA 7> a &2 ERT 5 L 512 IPv6
74T v NERET HIZIE, ipve dhep client request f > ¥ —7 = A A 2T 4 Fal— 3 2
~V REHEALEST, EREZHIRT2ICE, 20oa~vr Fone BXNZHEMALET,

ipv6 dhcp client request vendor

no ipvé dhcp client request vendor

~
GE) Zoa~r KR, AL vF AZ w7 TT a7 /L IPv4/IPv6 Switch Database Management (SDM) 7 >
TL— FDRREINTWAEEIZRY A RTEE T,
X DEhHA Zoawy RICE, BIEERIEF—T— FiEd v 8 A,
TIAIE F7 N MIERENTOERA,
avy kFE—F A B —T AR AT 4 F¥al—g
avy FERE )1y—2 EEAR
12.2(46)SE ZToavy RABMENE LT,

BEREDAA FS54>

T a7V IPVA/IPV6 T > 7 L — N EFRET S 121E. sdm prefer dual-ipv4-and-ipv6 7 = —/ 3L 2
T4 FXalb—varavry Fe AL, AL vTFEVr—FLET,

Ry Z—[EHF AT a v EBERT 521, ipv6 dhep client request vendor f > % —7 = A A a7 ¢
Xal—Yaravwry ReALET, A x—70cT5 L, IPv6 7 KL 2% DHCP 2L BUGT 5 &
JWRLREFZoavy NOWREMTONET, AV F—T7 A ANIPV6 7T RLAZRE L7z TCZ D=
<~ REANLTH, REZ T4 7 FB DHCP 225 IPv6 7 L AZRETLETCI0a~y FidA
NZ72 ) FH/ A,

7l ROPITIE, NF—@EAT Y a v OBEREA F—T MT D HEERLET,
Switch (config)# interface gigabitethernetl/0/3
Switch (config-if)# ipvé dhcp client request vendor-specific

BEa< K avwUF SR
ipv6 address dhcp DHCP " A v Z—T = A ZADIPv6 7 L AZ B L £,
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ipv6 dhcp ping packets W

ipv6 dhcp ping packets

GE)

Dynamic Host Configuration Protocol for [Pv6 (DHCPv6) H— 373 ping #fEO—# & LTr—1 7
RLRIZEET 237 FOFAEFEET 5121, ipv6 dhep ping packets 72— 3L 27 ¢ X =
L—Yay awy ReEfEALET, =07 =1 7 RL R ping ZEFELRNVEHITTHITE, 2
Da~xy RO no BREHEHLET,

ipv6 dhcp ping packets number

no ipv6 dhcp ping packets

Zoavy Rix, A vF AX v 7 TT a7 )V IPv4/IPv6 Switch Database Management (SDM) 7 >
T L= FRRESN TV LOEAICIRY A FRETY,

3

.'E.EI':

73

TIAILE

T RUANERITLOZ F4 7 2 MIEID B THRDHENTEE 47z ping 23
Ty M, FBETE 2L 0~ 10 TY,

number

77 4V MEIX 0 T,

Jua—n) a7 4 Fal—g

EREDAHA R34y

EENE
Zoavwry RRBMENELE,

)y—=x
12.2(46)SE

T 27V IPVA/IPVv6 7 > 7 L — R &R ET 51X, sdm prefer dual-ipv4-and-ipv6 7 v — 3L 2
T4 F¥alb—varavry FeANL, AMyFa2lu—-FLET,

DHCPv6 H— Nid, BERL7 47 MTT FLAEZEY B THENTT—/ 7 L A ping ZX(F L
F9, ping DIGENRNWGE, — 37 FLARMERA IR TWRWATREERE W EBEL, 7 R L
ABBERTT T4 T MTEID S TET,

number 51¥% 0 \ZF%ET 5 &, DHCPv6 ¥ — /30 ping #AIEN A 712720 7,

(ZDt%. ping #1T%

i W OFITIE, DHCPv6 ¥ — N2 X % 2 [H0 ping ATEIEET 5 Hikd R LET
EiELET),
Switch (config)# ipvé dhcp ping packets 2
Catalyst 3750 Rf yF av>F YI7LYR
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Wl ipv6 dhcp ping packets

BEav VR avwy kR HL)
clear ipv6 dhcp DHCPv6 —/N F—FZ RX—=2Z20 57 RVAEAEE 7V 7 LET,
conflict
show ipv6 dhep DHCPv6 #— N2 Lo ThRti sz, 7212 747 b5 DECLINE
conflict AvE—VICIVRESNET FLABEEEZFRRLET,

Catalyst 3750 R4/ yF a2 F YI7L VR
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ipvé dhcp pool W

ipv6 dhcp pool

Dynamic Host Configuration Protocol for IPv6 (DHCPv6) 7' —/ 2> 7 4 ¥Fa L — a3 E— N&H
3 5 I12iE, ipv6e dhep pool 72— 3L a7 4 Falb—vary avr REHEALET, 77401
BREWCETICE, Zoa<vr Fone BEREHEHLET,

ipv6 dhcp pool poolname

no ipv6 dhcp pool poolname

S
GE) Zoa~r KR, AAvF AX v 7 TT a7 /L IPv4/IPv6 Switch Database Management (SDM) 7 >
T — ERBREINTWDIHEICRY FEHAAEETT,
EXDHHA poolname DHCPv6 7 — LDz —WEHL, 7 — VAT G BN 72 3075
(Engineering 72 &) F£7213%4 (072 L) ZEHTEET,
TIXHILE T7 AN MIERINTVEEA,
Ok E—F Jua—s )y ar7 4 ¥alb—ay
vy FERE Jyy—=x EFENR
12.2(46)SE a2 RPEA X, address prefix, lifetime, link-address, 35 L

EREDAHA R34y

vendor-specific ¥ — 7 — Rz~ ROV 7E— NBMSvE L,

T 27V IPVA/IPVv6 7 > 7 L — R &R ET 51X, sdm prefer dual-ipv4-and-ipv6 7 v — 3L 2
T4 F¥alb—varavry FeANL, AMyFa2lu—-FLET,

ipv6 dhep pool =~ KiX, DHCPv6 7V—/L a7 4 Fal—ra vy T—REAf 3= NI LET,
HHT&ar74Fal—var avry RiE, kKOEEY TT,

o address prefix IPv6-prefix : 7 RV AE DB TCOT KLV A LT 4 7 ARRELET, Z2OT KL
AlFarr CRULN 16 By MEZBERALE 16 XN CTHLLERH Y 3,

o lifetime t1 £2 : IPv6 7 KL A0 /il (7)) BLOALRR () 2% ELET, HETX H#
PHIZ 5 ~ 4294967295 T3, BT 74 /v MEIXZ 2 BTY, BEINDT 74V MEIX 1 BT
To ANTATEA DIEBLTA THXALLERUNENLIVEVKERDHY 3, MEEzHEE LA
WAL, infinite 2T L £,

o link-address IPv6-prefix : U7 7 RLAIPV6 L7 4 7 AR ELET, HEA L FX—T=A
ADT RVAFEEIIATry VROV 7 T RUVABEE L IPV6 L7 4 7 AL —HT B4,
Y= RNIEREFTR TNV EHFRALET, 207 FLAZanr RGN 16 By MEZEAL
7216 BHE X THHILERDH Y £3,

| oL-8552-10-J
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W ipv6 dhcp pool

* vendor-specific : DHCPv6 X ¥ —[HA =27 4 Fal—Tar E— FaAf x—7MILET,
HHACTEary74Xal—vary avr Rk, ROEEBY TT,

— vendor-id : X F—EADID FEEEEELET, ZOFZIE, XU F—D IANA 7T A X—
hT o Z =TT AFFTT, HETEDHEIL 1 ~ 4294967295 T,

— suboption number : XU X —FHEOYV T AT a EFEFERELET, HETX AHMAIT 1
~ 65535 T¥, IPv6 7 KL A, ASCIL 7 ¥ A b, F7/1E 16 XTI EHTHT > ar <7
A=A TEREINTNDELIICATLET,

DHCPv6 & EFHR T — NV ZER L T 5, ipvé dhep server f >4 —T7 2 A A a7 4 Fal—3
vawry REHEAL TS =S v F—T oA A O — "B T ET, 2L, RS- E
BELRWESIL, ipv6 dhep server f VA —T =2 A X a7 4 Xal—var avr REHEHALT
DHCPv6 Y — g A v H—7 = A ATA R—TNICT DRERDH Y £,

DHCPv6 7— & A ¥ —T = A ZAxBHff1T 5 &, BEMfITON TS A o F—7 = A EDOEK
EUBT DDIZEDT = AT ERY T, F—id, oA v —T = A ZTONT LA EZITVE
Fo DHCPV6 7= b A F—T = A A BT RV HEIE, TXTOA =T = XZHT 5
TORA W TE ET,

IPv6 7 RVA L7 4 JAEFEHLRNVE W) ZLF, 77— NVEREINTWALE T v a vt aiR
TIEEELET,

link-address X— UV — F&HA+T2L. B PFLLET7 FLRAZE DY TR THL I V7 7T RLADORE
EITHZEMTEET, T—ANOEEDOY V7 TRLZR arv 7 Xalb—raryavry ReffL
T, 8OV L —DF—LEZBAETEET,
T RLVAR T —UERETIZ) 7 EFEROVT AN OVWTHRE BN TN, D7 —nizo
WTIET RLAZE VY TAHIICHELT, YT 7V T4 7 ZADPDO T —=NIZHOWTIERES N4
TrarEPgERTIIICRETCEET,

£l WOFITIL, engineering £\ 9 IPV6 7 RL A S L7 4 7 A& fOT— IV ERET D HEERLET,

Switch# configure terminal

Switch(config)# ipvé dhcp pool engineering

Switch (config-dhcpv6) # address prefix 2001:1000::0/64
Switch (config-dhcpv6) # end

WOHITIL, testgroup L\NH 35DV 27 T RLVA TV T 47 ABERTI 2O IPv6 7 KL A 7L
T4 AEFFOT = VERET HHEERLET,

Switch# configure terminal

Switch (config)# ipvé dhcp pool testgroup

Switch (config-dhcpv6) # link-address 2001:1001::0/64
Switch (config-dhcpv6) # link-address 2001:1002::0/64
Switch (config-dhcpv6) # link-address 2001:2000::0/48
Switch (config-dhcpv6) # address prefix 2001:1003::0/64
Switch (config-dhcpv6) # end

WOFITIE, 350 L WVWOIRUVE—EEHEF S a v 2fHoS— V2R ETHHEEZRLET,

Switch# configure terminal

Switch (config)# ipvé dhcp pool 350

Switch (config-dhcpv6) # vendor-specific 9

Switch (config-dhcpvé6-vs)# suboption 1 address 1000:235D::1
Switch (config-dhcpvé6-vs)# suboption 2 ascii "IP-Phone"
Switch (config-dhcpvé6-vs)# end

Catalyst 3750 R4/ yF a2 F YI7L VR
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ipvé dhcp pool W

BEav VR avwy kR HL)
ipv6 dhcp server AR —7 x4 AT DHCPV6 y—ER%& A RX—TIZLET,

show ipv6 dhep pool  DHCPv6 % E 7 — M EMEE R LET,

Catalyst 3750 R4 v F IvVF Y272 1
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Bl ipv6 dhcp server

ipv6 dhcp server

A % —7 = A AT Dynamic Host Configuration Protocol for IPv6 (DHCPv6) #—E X% A Rx—7 )L
IZ3HI21E, ipv6 dhep server f ' F —T = A R a7 4 Falb—vary avry FeHLET, A
VB =T x4 AT DHCPV6 V' —E A% T 4 E—T /M T DL, Z0a~y Fono BRXAHEMLE
D

ipv6 dhcp server [poolname | automatic] [rapid-commit] [preference value] [allow-hint]

no ipvé dhcp server [poolname | automatic] [rapid-commit] [preference value]
[allow-hint]

GE) Zoa~vr KR, AL vF AZ w7 TT a7 /L IPv4/IPv6 Switch Database Management (SDM) 7 v
TU— FRREISNTWDLELEICRY LA T,

BXDERHA poolname (f£7%) IPv6 DHCP 7' — D2 —WEHRKL, 7 — VA IIXR A 72305
(Engineering 72 &) F7213%4 (072 L) AT LT,
automatic EE) H— N8, 24T MIT RLAZED Y TE L X |EMAT S
T EHBNICIRETE S LT LET,
rapid-commit (EE) 20D A v —V B I REZFTLET,
preference value (&) V=NV EEENET RRAAL X A=V T ) 77 L

AFTvarTEEEINDG T 77 L AE, FBETE HHBIX 0 ~ 255
TY, 77NV NOTV 77 LU AEIT O TT,

allow-hint (FE) — "M SOLICIT A vE—YNDY FA T v MNMEEREZBT 50
EONERELET, 774V TR, —NFI7 74T DBV M E
HHLUET,
TI24IEK F 7 4L F T, DHCPV6 347 > MIA v #—7 = A A LTSN E A,

™.

H
I

T

avy A VB =Tz A AT 4 Fal— g

avy FERE Jyy—=x EENE
12.2(46)SE a2 RBREA I, automatic ¥— 7V — F2BIMSE LT,

BRLOHAL K542 ipv6dhepserver f v ¥ —7 A A a7 4 ¥al—ar avr N, BEShEA V2 —T =4
AT DHCPV6 #—E A& A 2 —7 /M LET,

automatic ¥— 7V —RNX, 7747 MZT FLRAZE VY CH L EIEHT 27— 52 BERINICE
TEAHEo1CLEST, =B IPv6 DHCP 7 v b a3+ 56 &, —NZZEDXF v % DHCP V
L—InbZIE LD, 2947 PO OEEZELEIZHILEST, V=267 h2ZELE
A, —NE, 7747 MERBIEWRYIO U L— L BEM T D TWA Ny RREIO Y
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ipv6 dhcp server Ml

TRUVA 74—V REHRLET, y—NF, 2OV 27 TRLRE, TRTOT RFLVA L7472
ABLOIPV6 DHCP =1 DY v 7 7 RLARELEZRAEL T, REOT L7 4 7 A —-BERLE
T, V= NEERE-HEBEMTONTNDE T — L ERIR LT,

Nry Ner 470 "L EESE LESGE, P NEECBREEITVETRS, BEEITH L XIE
BAVE =T 2 RAZEREESNTVDETRTCOIPv6 7 RV AZEHALET, £ LTHE, — Tk
EO7VT7 4 7 AREERIRLET,

rapid-commit ¥— 7 — Ri%, 2 DDA v —URMPWEMHATELH LI LET,

preference ¥— 7 — F%Z 0 UADEE &L bITRET D&, =37V 77 Lo X AT v a ozl
LT, TRNEA X Ay =YDV 77 Vo AEEREBEELET, ZOEBEL, 2747 MZLD
P —ROBRICEBELEZFT, TV IT7 LA T T a2 E8ERNWT RREZAL R A ybE—20F
V77 LU AEIFZ 0 THDERRENET, 2774 T MR, U 77 LU AEMN 255 THEHT R
BARX A=V EZETDIHR. 7747 MIAvE—VORELTHDL P — NICTERA v —
CHEAFFICEELET,

allow-hint ¥ — U — FEZETET2HE. = NEREHFRA v E—VBLOERA v —VOHFER RV
FATY MERT FLAEZR VY TES, L7447 AT FLRAE, BHEffiFohTnde—s1 7
V74 TAT RLVAT—=HIZHY, T RZHED B THENTHRWEAIZEZTT, allow-hint
F—U—RZEELRWVWEES, y—NF 7747 b bEEHELT, —1HNOT7 Y — U A K
HDHT FUAREID B THEnET,

DHCPv6 7 FA4 7T o~ h, = BLOY L—REIZ, X —T7 = A XA L THEIZHMATT, =
NEDOHEED 1 DRTTIZARXR—T N> TND EXIZRILA v F—T = A ATHIOMEZHE L &
2ETDHE AL Yy TFIHROA v E—VOWNTEIELET,

Interface is in DHCP client mode

Interface is in DHCP server mode
Interface is in DHCP relay mode

i WORFITIX, testgroup L5 7 —/L® DHCPv6 %A X —7/WZ LET,

Switch (config-if)# ipv6é dhcp server testgroup
BEav VR avwy kR HL)

ipv6 dhcep pool DHCPv6 7 — /L& EL T, DHCPv6 7'—/L 27 4 ¥ a2l — 3

E— FEBHBELET,
show ipv6 dhep DHCPv6 f v % —7 = A4 AERERRLET,
interface
Catalyst 3750 Rf yF av>F YI7LYR
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M ipv6 mid snooping

ipv6 mld snooping

IP version 6 (IPv6) Multicast Listener Discovery (MLD) AX—E v 7 % 70— )L E IR ED
VLAN ETA X—7/MIZT 5I21E, ipv6 mld snooping 7 7 —/ N a7 (Fal— g av K
EX—U—FRRpLTHEALET, MLD AX—E 7%, AL v T, A vF A¥ v F720
VLAN ETTF 4 =73 212d, Zoa~vr Fone BREHEH L ET,

ipv6 mld snooping [vlan vian-id]

no ipv6 mld snooping [vlan vian-id]

GE¥) Zoza~r KRk, AA v FTT a7V IPv4/IPv6 Switch Database Management (SDM) 7> 7 L — k
WRRE SN TV DEHEITIRY EHATRE T,

BEX DA vlan vian-id (£) 5D VLAN TIPv6 MLD AX— V2 7 %A F—T I EHI1T5 4
—T7 I LET, HEETE % VLAN ID O#PHIZ 1 ~ 1001 3 X8 1006
~ 4094 T,

TIAILE AL vF ET, MLD 2AX—E 2 7 F /e — " eF 4 E—7T A TF,

F_TCT?® VLAN TMLD AX—VE > 7FA X —7 L TF, -7 L. VLAN AX—VE U IRETIND
B2, MLD A X —E v 7% 70—l 32— NICT HHERH Y £9°,

™.

H
I

T

<Y Ja—) a7 4 FXalb—g v

vy FEE Y- EERE
12.2(25)SED Zoavwy KBNS E LT,

BREDALAFS4Y T 2TV IPVA/IPV6 T2 7 L — L & &% ET 5121%, sdm prefer dual-ipvd-and-ipv6 7 = — 3L =
T4 Falb—varasryFae AL, A4y FEIn—RFLET,

MLD AX—E o N7 a =Nl Tr 48—V ThoHEE. TXTOEEFED VLANA v X —T = A
ATMLD AX—¥E VI RBT =T MR 0 ET, MLD AX—E 7% 7 a— LA 3x—T /T
THE TN EORE (fx—TN) THLZTXTOVLANA >V F—T =4 A ETMLD AX—
B INA X =T NI £, VLAN REIX. MLD AX =YV I RNTF 4 8—T VDA L F—T = A
2t rZua—r ) ar7 s ¥alb—ark EEXLET,

MLD AX—E L 7N 70—l TF 4 =7V THoHEE. VLAN ETMLD AX—VE v 7% A x—
T TEEF A, MLD AX =Y N7 0=~ X—T LV THHEE. Hlx D VLAN ET
MLD AX—VE> 7 %7 4 E—T NIZTEET,

IPv6 ~ /L FF ¥ A h JL— &3 Catalyst 6500 A A v FTh Y, §E5E VLAN (HiH 1006 ~ 4094) %
HT 256, A4 v F N VLAN LTI/ 2 —%2ZFTEZH L9175, [IPv6 MLD AX—E 7
% Catalyst 6500 A1 v FDHL3E VLAN TA F—7 M THHENH Y £9, EEHP VLAN (1 ~

1005) O#4. IPv6 MLD A X — > 7 % Catalyst 6500 A A »F® VLAN TA F—7 /LT D05

TH 0 EHA,
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ipvé mid snooping M

1002 ~ 1005 ® VLAN & =i%. b—27 > U 7 VLAN 83X O FDDI VLAN O729Ic PR EN TV 5
77, MLD ZX—tE > I T EH A,

] WOB T, MLD AX—Y 7% 7 a—r )W Iif X —7 VT 5 iEE R LET,

Switch (config)# ipvé mld snooping

WOHITIE, MLD AX—t > 7% VLAN TF 4 &t —7 VT2 HEERLET,

Switch(config)# no ipvé mld snooping vlan 11

RE MR T 512X, show ipv6 mld snooping == —# EXEC 22~ K& AN LET,

BREOY VR avwyk iEH
sdm prefer ALy FOMERFECIHESE AT L VY —R2%
Kb 5%9 SDM 77 L— haELET,

show ipv6 mld snooping MLD AX—E 7R EEZR T LET,

Catalyst 3750 Rf yF av>F YI7LYR
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W ipv6 mid snooping last-listener-query-count

ipv6 mld snooping last-listener-query-count

IIAT VIR —=2 07 T 0 M HRNCE(E &35 1P version 6 (IPv6) Multicast Listener
Discovery (MLD) Multicast Address Specific Queries (MASQ) % ET 2 I21E, ipvé mld
snooping last-listener-query-count 70—/ 3L 27 4 Xal— g a<vr FeEfHALET, 7=
V=BT T 74NV FREC VY FF5ICE, Z0oa~vr Fone BREHEHLET,

ipv6 mld snooping [vlan vian-id] last-listener-query-count integer value

no ipv6 mld snooping [vlan vian-id] last-listener-query-count

>
GE¥) Zoza~r KRk, AA v FTT a7V IPv4/IPv6 Switch Database Management (SDM) 7> 7 L — k
BRESNTWDHEITRY M RTRE T,
BX DR vlan vian-id ({£%) & ® VLAN T last-listener 7 =V — A v > hE#FELET, BE
T% 2% VLANID O&iPHIZ 1 ~ 1001 33X 1006 ~ 4094 T,
integer value FRETXAHMIX1 ~7 CT7,
AYIVRTIHNE T ROT B T ME2 T,

T74NVEDVLAN 7> ME0TT (Fa—L oy hafiHALET),

Ja—nN") a7 4 ¥alb— gy

EREDAHA R34y

Jy—2 EENE

12.2(25)SED Zoavy RRBIMEShELE,

T 2TV IPV4/IPv6 7 7 L — b &R ET H121%. sdm prefer dual-ipv4-and-ipv6 7 = — 3L 2
T4F¥alb—varavryFe AL, A v Fu2YVrn—FLET,

MLD AX—bE > 7 Tid, IPv6 v /VFF v A b L—F | IwLTFFrv AN Z—TZFRTHHE A M
J ) —ZEHCEELET, RA MR~ ILFFy AN ZIA—TZPBTHHE, RA MIENIC
Biik3 5., F 721 Multicast Listener Done A vt —Y T/ =V —|ZnETEZ £ T (IGMP Leave £ >
T VIS, HIRFRAREE STV ARV (1 S0 7 L— TS5 LD 7 54 7 v AR T
A= b RICHFEETIHEBITIRE LRV, FRE SN last-listener 7= U — I MMZLVY, MLD 7 &
A7 > BRGNS 72 DRICEE T D MASQ OB REL £,

last-listener 7 =V — BZ > b3 VLAN HIZRRESNTWDLHA., 2Oy MIZT a— S LITRE
SNTAEEIVERINET, VLAN IV FBRREINTHRY (T 74/ FD 0 ICHREINTND)
BEE, ZJa— v hu v bnMERESNET,

1002 ~ 1005 ® VLAN % &i%. b—27 > U 7 VLAN 3L FDDI VLAN O729Ic PR EN TV 5
72, MLD ZAX— bt > ZIZIIfFH T EH A,
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ipv6 mld snooping last-listener-query-count W

1 OB T, last-listener 7 = — I U2 F e/ n—rUIRET D HiEE R LET,

Switch (config)# ipvé mld snooping last-listener-query-count 1

wOFEITIi, last-listener 7 =Y — B 7> F% VLAN 10 ICRET B HiEEZ R LET,

Switch (config)# ipv6é mld snooping vlan 10 last-listener-query-count 3

HIE & MEFR T 5 121Z, show ipv6 mld snooping [vlan vian-id] =—¥ EXEC 2~> KZ AN LT,

EEavU R =N B
ipv6 mld snooping last-listener-query-interval  [Pv6 MLD A X —t . 7 last-listener 7 = U —[f]
MRzikE L E7,
sdm prefer 2L v FOBEHFIEICESE AT A YV —2R
it d 5L 9 SDM 77 L— ha@EL £
R
show ipv6 mld snooping querier MLD AX—Vb U VHTEXFERLET,

Catalyst 3750 Rf yF av>F YI7LYR
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W ipv6 mid snooping last-listener-query-interval

ipv6 mld snooping last-listener-query-interval

AA v FE£721% VLAN T IP version 6 (IPV6) Multicast Listener Discovery (MLD) A X—E > 7 ®D
last-listener 7 = U — M@ % & E 3 5 121%. ipv6 mld snooping last-listener-query-interval 7' = —/3
NarZ 4 Xalb—varyavs R é”ﬁﬁﬁ LET, ZORFMRERIX. Multicast Address Specific
Query (MASQ) w/VFF¥ AR ZN—T70nbHAHR— |k %iéiﬂﬁ?%féﬁﬁ W TFFy A b —Z BT
LERRKHITT, 72U —KHEZT 74V FRECY By b5, Z0a~vr RO no Bz fEH
LET,

ipv6 mld snooping [vlan vian-id] last-listener-query-interval integer value

no ipv6 mld snooping [vlan vian-id] last-listener-query-interval

GE¥) Zoza~r KRk, AA v FTT a7V IPv4/IPv6 Switch Database Management (SDM) 7> 7 L — k
BRESNTWDHEITRY M RTRE T,

BEX DA vlan vian-id (FE) #¥E5FED VLAN T last-listener 7 = J —BfAHELET, FEETE
%5 VLAN ID o#ipiZ 1 ~ 1001 B L1006 ~ 4094 T,
integer value MASQ ZEE L7~ LT F X A b ZA—T b R— s &HIBRT SR~

T 2 b =2 DT D EER] (1000 FPEAL) ZsdE LEd, ET
& HHaFAIX 100 ~ 32,768 T9, 7 7 4/V MEIX 1000 (1 ) TY,

AvYRTIANLE FIZxN DT =0 72 ) —[E GRRIGERERD) 1% 1000 (1 &) T,
F 74/ D VLAN 7 =V —[lRE (FEAGERR) 120 TF (Fo—L oy bBAMEHRSHET),

™.

H
I

T

av Yy Ja—nN") a7 4 Xalb— gy

av Yy FERE Jyy—x EENA
12.2(25)SED o~y RREMSNE LT,

BRLEDAAL K34y T =27V IPV4A/IPV6 7> 7 L — K &% ET 5121%, sdm prefer dual-ipv4-and-ipv6 2 v — 3L =
T4 FXal—varavwr REANL, AL /%%U o—RFLET,

MLD A X —t 7 Tit, IPv6 /L FF v A b L— &3 MLD Leave * v ¥ —V %% (ETH L, v /LF
FXY AL TN—TWHIRTAHHRA M) —2&FELET, —EOREM, A— k226 MASQ ~DI&
BRRNEAS, L—ZII~LTFFXFXY AR T RLADA R v F F =B RXR—=Z 15 ZFDR— b ZHI %
LE 9, lastlistener 7 = U —[HEIL, J&EDORWR— a2~V FF v A TA—TMhBHIBRT 5HIIZ
J— 2 PR B ORI T,

VLAN 7 =) —[fRARESN TS E, ZJu— L 7o) —fREE 0 ELE S ET, VLAN RifE
DICRTEINTWA L, Zu— UUEMEH S E T,

1002 ~ 1005 ® VLAN & =i%. b—2 > U 7 VLAN 83X O FDDI VLAN O729Ic PR EN TV S
77, MLD ZX—tE > I T EH A,
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ipvé mld snooping last-listener-query-interval

1 wOFITIL, last-listener 7 = U —[RE% 2 I/ 0 — VR ET H HEERLET,

Switch (config)# ipv6é mld snooping last-listener-query-interval 2000

WKOBITiE, VLAN 1 FH O last-listener 7 =V —fifg% 5.5 ICRET D FiEERLET,

Switch (config)# ipv6é mld snooping vlan 1 last-listener-query-interval 5500

FREE MR T 5121, show ipv6 MLD snooping [vlan vian-id] =—% EXEC a2~ K2 AN L ET,

EEavU R avUF B
ipv6 mld snooping last-listener-query-count IPv6 MLD A X — ¥ 7 last-listener 7 =V — 7
vy hEBRELET,

%“:

sdm prefer AA T OFHFIEICRESE AT A Y Y —R %
KELT25E9 SDM T 7 L— b 2RELET,

show ipv6 mld snooping querier IPv6 MLD A X —t > 7 last-listener 27 =V —f#]
fRERELET,
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Wl ipv6 mid snooping listener-message-suppression

ipv6 mld snooping listener-message-suppression

IP version 6 (IPv6) Multicast Listener Discovery (MLD) AX—E 7 U 2 F— A vt —UMi %4 A
F—7 WZ T BHIZi%, ipv6 mld snooping listener-message-suppression 7 2 —/ 3L 27 ¢ ¥ 2 L —
var avr REEALET, MLD AX—¥E 7 VRAF— XA vt—UMililaT 4 E—7 2T %I

T, Zoavr Fone BERE/HHLET,

ipv6 mld snooping listener-message-suppression

no ipvé mld snooping listener-message-suppression

>
GE¥) Zoza~r KRk, AA v FTT a7V IPv4/IPv6 Switch Database Management (SDM) 7> 7 L — k
BRESNTWDHEITRY M RTRE T,
AYVRTIALE T 74 TliE, MLD AX—E> 7 U R — XA ovb—UNET 4 2—7 4 TT,
AR E—F ZJo— il ar7 o Fal—vay
av Y FERE yy—=x EEAE

ERLEDAA K54

]

12.2(25)SED Toawr REMSE L,

T a7V IPVA/IPV6 7 v 7 L — N EFRET HI121E. sdm prefer dual-ipv4-and-ipv6 7 = — 3L 2
T4 FXalb—varavry Fe AL, A4 vFE2UVnrn—FLET,

MLD ZX—¥v 7 U ZAF— X vt —flE, IGMP LA — MIFNCHEY LES, A RX—T LD
&, T —FIHkT 5 21E MLDv] LAR— M LR — MEXRFE Z &1 1 |72 IPv6 < /LFF v % |k
N—FIZEESNET, Tk, BELVEA— hOERELZRT ONET,

WO TIE, MLD AX—t' 7 V2> — X o=l A x—7 M T 5 EE R LET,

Switch (config)# ipvé mld snooping listener-message-suppression

WOFITIE, MLD AX—E> 2 U RF— Avtb—VHllET 4 B —7MICT 5 FEERLET,

Switch (config)# no ipv6é mld snooping listener-message-suppression

RE MR T 512X, show ipv6 mld snooping [vlan vian-id] =—+ EXEC 2~> K& AL ET,

BBEav> R

avy kR

B

ipv6 mld snooping IPv6 MLD AX—¥E 7 %A 3 —T7 /I LET,

sdm prefer AA o FOFERTIEICESERATL Y)Y —2%

Bi#Elt+T5L9 SDM T L— 2R ELET,

show ipv6 mld snooping MLD AX—E U VR EEZRRFTLET,

l_Catalyst3750 R4 v F IV F YI27L 2R
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ipvé mld snooping robustness-variable W

ipv6 mld snooping robustness-variable

ISEDIRNY A —%HIBRT D FE TIZAA /9’“75§ #{§9 % IP version 6 (IPv6) Multicast Listener
Discovery (MLD) 7 =V —®O¥%3% &3 52, ipvé mld snooping robustness-variable 7 &7 —/3
Jb 3/74:‘?:'-1/—“/3/3':7/]\%{i)ﬂbi'§— VLAN Z L2 ET AI121E, VLANID # AJJL
7T, BT 74NV PRECV Y bFHIE Zoavr Fone BRAEEMALET,

ipv6 mld snooping [vlan vian-id] robustness-variable integer value

no ipv6 mld snooping [vlan v/an-id] robustness-variable

~
GE) Zoza~r KRk, A4 v FTT 27V IPv4/IPv6 Switch Database Management (SDM) 7> 7 L — k
DRESNTWDHEITRY A RTRE T,
‘X OHH vlan vian-id (E8) RO VLAN Ic 0 SR Fx ALK & E L £, BETX 5
VLAN ID O#iPHIZ 1 ~ 1001 33 LT 1006 ~ 4094 T9°,
integer value FRETX3HMIX1 ~3 CT7,
AYVRTIFNE TR a— L B AR bR AL () AT —FBIRT D07 =) =) X 2 T

avU Rk E—F

T 7 4/ k@D VLAN 0 8A h R A (v FF v A~ 7 RLUARHRGINIZAR P07 =) —%0)
120 TT, URFT—OHIBOHWIZIL, /e — L g2 R ABHBMMEH SNET,

Ja—nN") a7 4 ¥alb— gy

avy FERE

EREDHAF34>

Jy—2 EERE
12.2(25)SED Ioavwy FBMERE L,

T 2TV IPVA/IPV6 7 7 L — b AR ET H121E. sdm prefer dual-ipv4-and-ipv6 7 7 — 3L 2
T4F¥al—Yaravwr REAHL, A /%%U n—RFLET,

ONRZARRAL, R—=hZ2<LFXv 2 b ZTA—THOHIBT DEIOEE SNTIREN R o -
MLDvl 7 = U —HOm» b ESNET, RESNEEEE Sz MLDvl 7 =) — 2% LT
L7z MLDv1 LAR— B W0WEE, A— IR HIBRENET, e —MEIZLD, AA v TFNIRE Lk
WY 2 F—%HIBRT AR T 527 = U — A RE L, VLAN ERHE STV VLAN 97T
WA L ET,

VLAN [ZRESNom A2 PR AET 7 v —VUEL D EfE S ET, VLAN r/82 f R ZfE 0
(F7xn ) OBE. Za— VU ERME S E T,

1002 ~ 1005 @ VLAN & 51X, h—2 U 27 VLAN B X FDDI VLAN O 7= IZ PR ST 5
72%. MLD AX— v ZIZI3fER XA,

| oL-8552-10-J
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M ipv6 mid snooping robustness-variable

1 ROFTIE, AL v TFNSELRNY ZF— R— R 2HIRTAIMC3 Mo r ) —2%ET5L95 7
0=/ BN DR ABHERET D HEERLET,

Switch (config)# ipvé mld snooping robustness-variable 3

ROBITIE, VLAN 1 IZRANA MR AZERERES 5 ke LET, ZOMEIE VLAN O 7 v —s3L
a7 4 X¥alb—yarkvEEEanEd,

Switch (config)# ipv6é mld snooping vlan 1 robustness-variable 1

FREE MR T 5121, show ipv6 MLD snooping [vlan vian-id] =—% EXEC a2~ > K2 AN L ET,

BEEav> R avyvk B

ipv6 mld snooping last-listener-query-count IPv6 MLD A X—t > 7 last-listener 7 =1 — 71
T hERELET,

sdm prefer AA T OFERAFIEICESE AT L ) Y —R%
BT 5k SDMF oA L— 2R ELET,
show ipv6 mld snooping MLD AX— b 7B EEFRLET,

Catalyst 3750 R4/ yF a2 F YI7L VR
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ipvé mid snooping tcn W

ipv6 mld snooping tcn

IP version 6 (IPv6) Multicast Listener Discovery (MLD) Topology Change Notification (TCN; k7K
o UM &% ET 521X, ipv6 mld snooping ten /2 — 3L a7 4 X al—T gy avwy R
ZRERHLET, 774V FREICY Y FT2IZE, Z0a~vry RO no BREHEHLET,

ipv6 mld snooping ten {flood query count integer value | query solicit}

no ipvé mld snooping tcn {flood query count integer value | query solicit}

GE¥) Zoza~r KRk, AA v FTT a7V IPv4/IPv6 Switch Database Management (SDM) 7> 7 L — k
WERE SN TV DHEITIRY EHATRE T,

BX DR flood query count TS5 F T JEY)— HYy R ERELET. AL, T U —0%(E
integer_value BEER LA — MV T XY AN T—H ZEHETHANCEEIND

72— TT, FETELfMIT 1~ 10 TY,

query solicit TCN 7 =V —DXEiERE A XA —7 VI LET,

ATVRTFIANLE  TCON 7 = U —#EHRITTFT 4 B—T L TT,
AX—TNDEFE, TI7ANVIDT T T 4T 72— Hor ME2 TY,

avykE—F ra—nNar7 4 ¥al—vay

av Y FEE -2 EERE
12.2(25)SED o RGBS E L,

EREDALAFS4Y T 2TV IPVA/IPV6 7> 7 L — L & & ET 5121%, sdm prefer dual-ipv4-and-ipv6 7 = — 3L =
T4F¥alb—varavryFe AL, AL v Fu2Yrn—FLET,

1 WoBTIiE, TCN 7 =) =G5 R a4 R—7 T B HEERLET,

Switch (config)# ipvé mld snooping tcn query solicit.

WOBITIX, 77T 47 72V —Hor e SITRETDHIEEZRLET,

Switch (config)# ipvé mld snooping tcn flood query count 5.

RE# IR T 511X, show ipv6 MLD snooping [vlan vian-id] =—% EXEC 2~ KZ AN L ET,

Catalyst 3750 Rf yF av>F YI7LYR
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M ipv6 mid snooping tcn

BlEaT YK avwyFk B
sdm prefer AA v FOERFIECIESEVAT LA VY —R%
KE(LT2L9 SDM T 7 L—haRELET,
show ipv6 mld snooping MLD AX—VE v VR EERRLET,
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ipvé mid snooping vian W

ipv6 mld snooping vian

VLAN A % —7 = A AT IP version 6 (IPv6) Multicast Listener Discovery (MLD) AX—tr 7
R A =R EZHFHET HIZIX, ipv6 mld snooping vlan 7 o — 3L 27 4 Fal— g avr K
FERHLES, "TA=FZ2T 73V MERECT Y bFDIZE, Zoa<wy FOno BAZEA L&
7

ipv6 mld snooping vlan vian-id [immediate-leave | mrouter interface interface-id | static
ipv6-multicast-address interface interface-id]

no ipv6 mld snooping vlan v/an-id [immediate-leave | mrouter interface interface-id |
static ip-address interface interface-id|

S
GE¥) Zoza~r KRk, A4 v FTT a7V IPv4/IPv6 Switch Database Management (SDM) 7> 7 L — k
DRESITVDLEAEITRY EHFTRE T,
BEX DA vlan vian-id VLAN HE5Z#HEELET, HETEZHEPHIL 1 ~ 1001 £721F 1006
~ 4094 T,
immediate-leave (fEF) VLAN A v #—7 = A X T, MLD O HIREfiIRALER % A
F—=TMZLET, ZOWELZA I =T =4 XA LTT =71
THIIE, Zoavy Rono BREMFHLET,
mrouter interface EE) AT XYy AR A—F K= EHELET, RELTHIRTD
Wik, Zoa~<vr Fono BXEHEHLET,
static ipv6-multicast-address ({T7%) HEED IPV6 v /L FF ¥ A N 7 RL AT AL FFy A &
N—TEFELET,
interface interface-id LAY 2R—= 2T N—FITEMLET, AT HF¥ A L—FF
AT 4 w7 A H—T oA AL, WHFR— MELITA ¥ —
7= A AHPH 1 ~ 48 DR =FF X RN A F =T = A Rl H T L
MTEET,
AYVRTFI4LE MLD 2 X— > VIR BB AR T & — 7 LT,

FIFNRTIE. AZT 4 w7 IPV6 ¥ L TF X ¥ A F FA—FITRESNTOVER A,
T FNVETIE, VT A b—F R—MIHV FHA,

Ja—)L a7 4 Xalb—y g

av Y FEE

y1yy—=x EENE
12.2(25)SED Zoa<wy RRNBMERE L,
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M ipv6 mid snooping vian

BREDALAFSM4Y T 2TV IPVA/IPV6 7> 7 L — h &% ET 5121%, sdm prefer dual-ipvd-and-ipv6 7 = — 3L =
T4 F¥al—aryavr REANL, AA /?%&U o—RFLET,

VLAN O&R— b L2 1 DO L —N=720 BN FET 256, AR BB L ORE S BOE LT
IV, REIL. NVRAM ICRFSNET,

static ¥ — 7 — FNiZ MLD # N R— 2 FAICHRET LIRS E T,
REBLOREZTF v 7 F— & A —71Z, NVRAM IZIREENET,

IPv6 ¥ /L F % ¥ A b JL—& ) Catalyst 6500 21~ FTh V| L3 VLAN (#iBH 1006 ~ 4094) % fif
B4 2354, Catalyst 3750 F 713 Catalyst 3560 A1 »F 5 VLAN LT/ U —%2Z[ET& 5L 51
T 5725, IPv6 MLD A X —t > 7' % Catalyst 6500 A A v FDJEIE VLAN TA F—T T D HEMN
HY ET, FEHEFP VLAN (1 ~ 1005) O34, IPv6 MLD A X —E > 7 % Catalyst 6500 A A > F D
VLAN TA X—7 MZTHLEETH Y FHA,

1002 ~ 1005 @ VLAN &F 5%, F—27 > U 2 VLAN BL O FDDI VLAN D7)l TR EN TV D
72, MLD ZAX—t I3 T £ A,

1 WOFTIE, VLAN 1 T MLD HIEGBLE 2 A 2 — 7 M5 Fikz R LET,

Switch (config)# ipv6é mld snooping vlan 1 immediate-leave

W®OFI T, VLAN 1 T MLD BIEFIBLER 2T ¢+ v —T M T 5 FiEE R~ LET,

Switch(config)# no ipv6é mld snooping vlan 1 immediate-leave

WOFITIE, R— 2L FF¥ A L—F R—RFE LTHRETBHEZRLET,

Switch (config) # ipvé mld snooping vlan 1 mrouter interface gigabitethernetl/01/2

WOPITIEZ, AFT 4 v IVFHRY AN TN—T2RETDHIEERLET,
Switch (config)# ipvé mld snooping vlan 2 static FF12::34 interface gigabitethernetl/01/2

HIE & MR 5 121E, show ipv6 mld snooping vlan vian-id =—% EXEC 22~ K& A LET,

BEaTUF ==V 7L
ipv6 mld snooping IPv6 MLD A X —E 7% A4 R —T7 /M LET,
ipv6 mld snooping vlan VLAN T IPv6 MLD A X—¥ o 7 %R ELET,
sdm prefer 24 v FOFBRAFEICESE AT L U Y —2%
kT 5L9 SDM 77 L—hEFRELET,
show ipv6 mld snooping IPv6 MLD AX—E U VR EZERTLET,

Catalyst 3750 R4/ yF a2 F YI7L VR
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ipv6 traffic-filter W

ipv6 traffic-filter

AVBE—=TxARALETIPV6 NT 747 %7 4N0E ) 7T 5T, ipv6 traffic-filter 1 % —7 =
AR ary74F¥alb—vay avwry NEFERLET, 74V Z VT TEHRNT T4 DAL T L
FIZ, AA vF ZAZ v 7 THETIHIAA—ICE - TRRVET, AV F—T7 2 ATDIPV6 b7
TAITDTANEY T T 42— NMZTHIZEFE, Zoa~vr Koo BEXEHEHLET,

ipv6 traffic-filter access-list-name {in | out}

no ipvo6 traffic-filter access-list-name {in | out}

~
GF) Zoavry R, AA vTF A¥ v 7 TF 27 /L IPv4/IPv6 Switch Database Management (SDM) 7 >
T — ERREINTWDIHEAICIR Y FHFATEE T,
BX DA access-list-name IPV6 7/t AL & E L ET,
in EEIPV6 N T 7 4 v 7 BEEELET,
out BIEIPV6 N T 7 4 v 7 BRELET,
GF) outxX¥x—U—FRiFILA¥2A40%—7x14A (AF— 1 ACL) Tix
FR— b ENEHA,
TIAIE A B=T 2 AAALTDIPVG N T T 4 v I DT A NE ) U T IERESNEE A,
avy kFE—F Ao B —T 2 A AT 4 F¥al—g
avy FERE Jy—=x EHEAR
12.2(25)SED oa~wr RMEMSHE LT,
12.2(35)SE IPYV—EABLOIP R—A A A—=VDERFLAYIEHLNT T 4 v 7

BEREDAA FS54>

(=% ACL) OHHR— MBS E L,

7 27V IPV4/IPv6 7 > 7 L — R & ET 5L, sdm prefer dual-ipv4-and-ipv6 7 7 — 3L 2
T4 FXalb—varyavry Ne AL, AL vFE2Vr—FLET,

MBA L E—T 2 AR (LAY 2ELITVAYIAR—F), LAY 3IFR—hF Fxx, £720F Switch
Virtual Interface (SVI; A A v FAAEA % —7 = A X) T ipv6 traffic-filter =~ FE A TE F
T

ACLZLA VY3 A Z—TxA A (R—1F ACL) OREETIIEEN T T4 v 712, HHWNILAY
24 H—T A A (JL—F ACL) OEFERE T 74 v 7 ICEATEET,

N RHDFR— K~ ACL (IPv4, IPv6. F7-I1Z MAC) BNA v F—T7 oA ZATHEHAINTZHEE. FO
AR—MACLEZFERL TNy v 27 40% )7 L, AR—hk VLAN @ SVI IZJ@EHA Shiz/v—4% ACL
TR SN ET,

| oL-8552-10-J
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W ipv6 traffic-filter

1 WOFITIE, cisco EWVHILDT 78 A U A RDERZITHS T, IPV6 REDA X —T = A A THIF
IPv6 N7 4w 0 %7 4 NE ) TTEEEEZRLET,

Switch (config)# interface gigabitethernetl/0/1
Switch (config-if)# no switchport

Switch (config-if)# ipvé address 2001::/64 eui-64
Switch (config-if)# ipv6é traffic-filter cisco in

BEa<v R avwyk B
ipv6 access-list IPv6 77 A VA MEERL, EEINTET 7R U RRMNMUESGEERIT
WA R ERELE T,

show ipv6 access-list HEOTRTOIPV6 T/ A VA MNONELEZRERLET,

show ipv6 interface IPv6 FIICRRESNTEA v =T 2 A AD2—PFE YT 4 AT —H A% F
RLUET,

Catalyst 3750 R4/ yF a2 F YI7L VR
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12protocol-tunnel W

I2protocol-tunnel

772X HK— I, IEEE 802.1Q bR/ R—b, ELEFR—F Fr XL TLAY27Fm harohr
IV T A F—TWIZT HIZIL, 12protocol-tunnel £ > ¥ —7 = A A 2T 4 Fal— 3 av
v R%&#@H LE$, Cisco Discovery Protocol (CDP), Spanning Tree Protocol (STP; A <=2
Y— 7m haj), F£721% VLAN Trunking Protocol (VIP; VLAN FZ %7 7’'m hajin) Nry
FORNRY T A F—T NI TEET, Fiz. Port Aggregation Protocol (PAgP; &R — MEK 7 1
k=/v) . Link Aggregation Control Protocol (LACP), ¥ 7zi% UniDirectional Link Detection
(UDLD; B lFm U » 7/t 7y hORA > WY —RA b bRV TR F—=TMIZTEET,
AN B =T 2 A AT R T BT 42— NCTHHEAIE, Z0a<vr RO no BXZ2HHLE
T

12protocol-tunnel [cdp | stp | vtp] [point-to-point [pagp | lacp | udld]] |
[shutdown-threshold
[edp | stp | vtp] [point-to-point [pagp | lacp | udld]]] value] | [drop-threshold [cdp |
stp | vtp] [point-to-point [pagp | lacp | udld]] value]

no 12protocol-tunnel [cdp | stp | vtp] [point-to-point [pagp | lacp | udld]] |
[shutdown-threshold
[cdp | stp | vtp] [point-to-point [pagp | lacp | udld]]] | [drop-threshold [cdp | stp | vtp]
[point-to-point [pagp | lacp | udld]]]

340}

.'E.EI':

BH

12protocol-tunnel CDP, STP, BLW VTP X7 v hDORA » NV —<LFHRAL 2k brrxrl v
T kA F—T M LET,

cdp (&) CDPDO hox ) v A X —7 NI LET, £7201%. CDP O v v
M LEWVEEZIE Ry 7 LEWVEEREREELET,

stp (LE) STP D ho R U T a A Z—T M LET, F2iE, STP DY v v b
Fy o LEWVEELIZ Ry 7 LEWEEFELET,

vtp UEE) VIPD ho RV v T A F—T NI LET, £, VIPDO Y v v
KA LEWEERIZ Ry L VEERIEELE T,

point-to-point (f£&) PAgP. LACP, B3XU'UDLD %% v FDORA > Y —HA v b b
RV TEARX—TNIZLET,

pagp (UEE) PAgP OFRA v FY—KRA > b bRV T A F—TNIZLET,
F721E PAGP DY ¥y MU LEVEEIZ N y L EVEEZEEL £
‘d—o

lacp (EE) LACP DRA » bY—RA 2 b bRV Tl 2= M LET,
F72lE, LACPOY v v ATV LEWEEZIZRr v P LEVWEEREE L
F9,

udid ({EE) UDLD ORA » v —RA v b bRV v T A4 X—T VI LET,
F7213. UDLD O v v hA U LEVMEE I Re y 7 LEVVEEZIEE L
E3r

shutdown-threshold (£&) AL ¥ —T 2/ ARV v v MU VT EHFETILZEESND VY v Y
DY LEWEER LAY 2 T happs (X M) OFRKL— hTHRE
LET,
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Ml 12protocol-tunnel

drop-threshold EE) AV F—Tx2AARNRTy he Ry T5FETIixfgasns ey
TLEWMEEZE LAY 2 2 batpps (R M) OFRKL— FTREL
9,

value AVHE =T oA AN Yy N T UTBHETICH 7 BRI LTREIR

HLEWVEZ pps Ny M) THRELET, £RE, A ¥ —T7x AR
Wy NeRay 7T5ETOLIWVEREELE T, HBETE SHMIE
1 ~4096 T4, T 74/ FTiE, LEVWVEEIREIN TWEREA,

TI2FIE

FIZFALIRNTIE, ATV 272 bhald bhrx ) U TEBREISNTOER A,
TI7HNETE, LA ¥2 7 v balt Xry MO Yy M T LEWVEERBRESNTOHERA,
TITFNVEITIE, LA ¥27abal Xry MEO Fe v 7 LEVVEITERESINTHEREA,

Ao B =Tz A AT 4Fal—3a

EREDAHA R34y

Jyy—=x EERA
12.2(25)SE Zoawr REMSE L,

LAY2 Xy b2 bR U T7FTAI20F, Z20a~vwy REANTTALENRSY £ (WLERIE
Fua ha)l A4 TFEEBE),

ZDavwy RER—K Fxy XNV TANTLEHE, Ty 3V ANOTXTOR— MMBFE CEEIC/ DML
NHYET,

P—bE R FaXf =Xy NT—=TNDL A2 Fa bha hox D 7%, LAY 2 OIEHRIHEFE
Wy FT—ZHADOTRTOI AL~ — alr— g A T5E 51 LES, Fabanr hoxl
VIMAFI=T NI BE, Xy NI NORERIZ, a han Ry hRVRIaoBEmo~ L
FXx AN T RVARAThTvMEINET, Ny MBR%EICEIET L L, BEFHDO MAC 7 KL AR
LA Y2 7v hba/LMAC T RLRIZEZSHBZONLET,

CDP, STP, BXOVIP DL A ¥ 2 7u baj hox U 7E, BERICERIE3 2T XChHTa b=
KL TA R—T M TE T,

Y= R o F— Xy NT—T L, RA VMY —AKRA LV Xy hU—7 PR YEZT I a2l —
I LT EtherChannel DfEf & 5835012, LA ¥ 2 7w bz b RAVEFEATEET, PAgP £
TZIELACP 7' m hay hoRY U IR —ER Tanf F—DAL v F TARXR—=TMZINTND
BAE. VE— K HRAZ~<— XA v FIiL, Protocol Data Unit (PDU; 2 haL F—% 2=y }) %%
f§ L. EtherChannel ® BEI{ERk%E T =— hTEET,

PAgP., LACP, 3L WWUDLD /X7y F®D h R T A X —TNMITT HIT i KAV MY —RA
MRy NU—27 MR URKEIZRDET, V7 F20 U RMRMZES 312X, PAgP 7203
UKTﬂﬁyF®FV*UVf%%**f»ﬂ?éE%K4V&~7:4XTUDU)%4*%7»K
THMLENDY F9,

PAgP., LACP, 83X UDLD ORA » FY—HRA > bk Fa bz bl o7, ERlCERITS
OFTRTCHOTr haMxtLTA RX—T NI TEET,

Catalyst 3750 R4/ yF a2 F YI7L VR
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12protocol-tunnel W

]

PAgP. LACP, 83X UDLD ho XU 713, RA VMY —=FRA 2k bR ETIab— M
LHZERTEAENE LTWET, REAMBEXIZZEITEY o RxY 7 Ty RREZOFR— b
WCRfEESND L, Xy P EERBEET DL AREMENH Y £,

shutdown-threshold ¥ —7 — FZ A/JL T, ¥ v MU LVTHETIEA U F—T oA ATEZEIN
L7a handpps N7y M) BERHELES, ZOX—U—RZFr hal A7 a UREE
SNTVRWEAIZ, LEWVERE R RV T LAY 27 v hal ¥4 FIC#EAEInET, (v
=Tz AZ Ry P LEWVELRET HHEIE. vy MU LEWVEDS Rey 7 LEWER L
TRITNERY FHA,

X v MU LEVWEICEIET S L, £ ¥ —T =1 A errdisable (272 Y £, errdisable
recovery cause I2ptguard 7 u— 3L a7 4 F¥al—v 3y avr REANL, =7 —mEEA
F=T NN LT E, A v F—7 = A Aif errdisable 27— F 0 OIRHITH L, T _XTORRNZ A 27
T Moo & ZICEMEE B LET, R2ptguard T T —[EIE A T =X L&k A 2 —T I L2
&, A ¥ —7 x4 AL, shutdown 8L no shutdown 1 > ¥ —7 =2 A A 27 4 Fal—ar
a< RBRANEND E Terrdisable 27— FDFEFITHRY £97,

drop-threshold ¥ —V — RKZAH LT, AV FZ—T =2 ARy v ey 7 T5FETICA ¥ —
T A ATRZEENETr hardpps OV ry M) REHBELES, ZOF—TU— K7 e b=
N F T a BREESNTVWRWEGAEIL, LEWVERE MRV 7 LAY 27 m ban ¥4 7250
HENET, A F =T A%y ATV LEWVMELRETAHSIT. ey X LEVVER
Ty MU LEWEU T TRITIERY £H A,

Foy 7 LEVHEICREIET D L, ZEENAL— MR Ry 7 LEVWVEZ FRIAE TS VA —T oA A
DAY 27abhalr Xry a2 RFay 7 LET,

REIL. NVRAM IZIRFENET,

LAY 27 bhan bl ZIZBETREMIOVWTIE. 2OV =R TAY 7 by =T o
V74 Falb—vary I REZRBLTIEEND,

WOBITIEX, CDP X7y b7 a bal hoRx T aEf F—TMZL, Yy v FET UV LEVWVEER
50 pps ICRRET D HIEE R LET,

Switch (config-if)# 1l2protocol-tunnel cdp
Switch (config-if)# l2protocol-tunnel shutdown-threshold cdp 50

WOBITIE, STP Xy ho7a hay hoRx Vo7 kAx—7 0L, Fay 7 LEWEE 400 pps
WCRET D FikERLET,

Switch (config-if)# 1l2protocol-tunnel stp

Switch (config-if)# l2protocol-tunnel drop-threshold stp 400

WOFTIEL, PAGP BELWUDLD %7 v hORA > Y —HA > b Frbhan hrxl o T aA F—
Tz L, PAgP Ra vy LEVMEZ 1000 pps ICRET D HikE R LET,
Switch (config-if)# l2protocol-tunnel point-to-point pagp

Switch (config-if)# l2protocol-tunnel point-to-point udld
Switch (config-if)# l2protocol-tunnel drop-threshold point-to-point pagp 1000

| oL-8552-10-J
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Ml 12protocol-tunnel

BlEaT YK avwyFk B
12protocol-tunnel cos FTRTCOM RV T LAY 27 v bal ry MIxt LT
Class of Service (CoS) fHEZFKEL ET,
show errdisable recovery errdisable [ % 4 ~—DFREEZRL F T,
show I12protocol-tunnel LAY 27 m han bRV UCTRREINTZAR— MZETL1E
W (K—hr, 7m bz, CoS. BLUOLEWEEETL) ZFER
LET,
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I2protocol-tunnel cos M

I2protocol-tunnel cos

Fox Vo 73Nz A4¥ 27w ban Xy 3T, Class of Service (CoS) fEZFHET 5 IC
i%. 12protocol-tunnel cos 72—/ NL a7 4 Falb—var av U REEALEST, T 740 M
FEWCRTIICE, Zoa~vr Fono BREEHALET,

12protocol-tunnel cos value

no 12protocol-tunnel cos

BXDEHEA value ForV o7 LA¥27Fa hal "y bo CoS P44V T 4 lxts
ELET, CoOSENA L H—T oA ZADF—& A4y Mot LTRESH
TWAEAE, 774V TZO CoSENMERINET, A F—T =1 X
IZ CoS fENHREINTWRWEAIL, T 74V ME S5 TT, HHETE5H
FIZ0~7TT, THKbEVTIAFY T 1 TT,

FTI2AILE FIFNITIE, A2 —T oA A LDOF =2 LTRE ST CoS EMNEM SN ET, CoS EMN
BREINTWRWVWEAIF. T TO R T LAY 27 ba) Ry hOFT 740 ME 5 TY,

T
I.H
|
™.

avy Ja—) a7 4 ¥al—y g

av Y FEE -2 EERE
12.2(25)SE oy RGBS E L,

FEREDHARSAY A x—TLDBPE, FoRV o7 LA 27 a hal Ry hR3Zo CoS A HLET,
NVRAM IZENEFESNET,

1 WOBITIE, LA¥2Fa hal hoRAd CoS iz 7TICHRETIHFEETRLET,

Switch (config)# l2protocol-tunnel cos 7

EEavU R avv R B
show 12protocol-tunnel LAY 27Fa bhan hrRY UIMRBEINER— MCETHE
#H (CoS 2ate) ZFRNLET,
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M 1acp port-priority

lacp port-priority

Link Aggregation Control Protocol (LACP) ®FR— bk I A4 4V T 4 5% ET 5L, lacp
port-priority f > ¥ —7 A A a7 4 Fal—var avr FEFALET, T4V FREICE
FTIE, Zoa~vr Kone BXNZEHEALET,

lacp port-priority priority

no lacp port-priority

BEX DA priority LACP OA—F T4 AV T 4, HETE 2HPHIE 1 ~ 65535 TT,
TI#4ILE F7 4 b MEX 32768 T,
avy kFE—F Ao B —T xR AT 4 Fal—gy
vy FERE yy—=x EERAE
12.1(14)EA1 Zoawry RRBMEhE L,

EREDAA K54

lacp port-priority f > % —7 xR a7 4 Fal—Tar avr RE, LACP Fyx 3/ JL—7
9D LEDOR—= I RHLGH. N RAVENDIR—b L, KAy bAF S E— FIZENPNLDLR—
k2R L E T,

LACP F¥ v JNA—T1F, LA TDOAf =Y Ry b F— & 16 [HETHRATETET, A 8H%E
TIF LTI IR SHEAZ AL B— NI TExFET,

R—=F P74 4V T 4 OHEETIE, BEXSAINEETTAF) T A BNESRYET, LACP F¥ 1
N TN—=FIC9 DU LEDOR— s BNHD5E. LACP R—k 944V T 4 OFMEN/NEW (DFED,
BWTTAF YT 4ED) 9 ODR—FRF ¥ )L TI—TZ FrEn, T viEnWT7 144
FADR—=PMIKRY FAZ AL BT— FICEIPNET, LACP R— K 544V T 4 BEUAR— 2
2OULEHBEE (T z2iE. TOWTHET 7 4L FRIED 65535 ICRESNTWAEA), A—F
FFONEMEICEY 7T 4V T 4 DRELET,

LACP V> 7 25 A4 v F EIZR— b BHAHLEICRY, LACP FR— b 7244V T 1136
T9, U7zl 521 v FOHBNZOWTIL, lacp system-priority 7 72—/ L 27 (¥ =2
L—vay avy FEZRLTIESN,

LACP N— K I A4 4V T 4 BLOWER— M FSEZ £RT 51215 show lacp internal 71 EXEC
avwr FefHLET,

WERAR— b ED LACP OREICHT HERICONVTIE, ZOV IV —RTHIET DY 7 hy=7 3
74 ¥a2lb—ar A RO [Configuring EtherChannels] O&EEZZR L TS,
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lacp port-priority W

1 WOFITIE, B—FTLACP R—b IS4 AV F 4 2RETHHEERLET,

Switch (config) # interface gigabitethernet2/01
Switch (config-if)# lacp port-priority 1000

FRTE Z MR T 512X, show lacp [channel-group-number] internal $# EXEC 2~ > FZ AN L E T,

BEEav2 avvF B
channel-group EtherChannel 7'V — 1A —H% 2y b R— h2HI 0 {TE
R
lacp system-priority LACP VAT A TI3AF VT 4 BHELET,
show lacp [channel-group-number] TRTOF ¥ RN ZT)V—TENIBEDT v x Vv T —7
internal DHEBIEHZ Fom L £,

Catalyst 3750 Rf yF av>F YI7LYR
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W Iacp system-priority

lacp system-priority
Link Aggregation Control Protocol (LACP) DY AT A 7T A4 4V T 1 R ET DT, lacp
system-priority 72—/ L a7 Fal—v gy avr REFEHALET, T 740 FEEICETIC
X, Zoa<vr Rone BERXEFEHALET,

lacp system-priority priority

no lacp system-priority

BEX DA priority LACP DY AT A TI34 4V T 1, $8ECX BT 1 ~ 65535 T3,
FTI2AILE F 7 4V MEIX 32768 T,
a2 kR E—F Ja—r L ar7 4 ¥al—ay

av Yy FER yy—=x EERNE
12.1(14)EA1 Zoawy RpEMENE L,

ERALDHM FSM4Y  lacp system-priority =~ R T, RN—k 7T 44U T 4 ZHil#l1T 5 LACP U > 7 DAL » F 5]
SHET.

LACP F¥ RV ZNV—F LA ATDA =Xy b K=& 16 IETHRATETET, KR 8%
TIT 47, mR8ME AL A F—FIZTEET, LACP F¥ X7 —7I2 9 DL EDOR— |
BdLGEE. V7 ORBEIRESSEICH DAL v FII, R—K T4 FV T4 2L T, Ty
NNV TLER—=FBEIOERY hAZ AL F—FIZELS A= FZHBILET, MOAA v F LD
R—=ht 744V 74 (V7 OIHEMER ITEEINAET,

TIAF) T 4 DHEBIZBWTIE, FENNSWIEETTA AV T o BNEL Y £9, LR,
LACP ¥ AT L 7 T7AF VT 4 DEEB/NSW (FTAF VT AEOEN) VAT AR AT 2 &
BFET, EHEH6DAAL v FHELLACP VAT A FI9A4F )T 4 ThHDHGE (82X, Eb6 1
T T 4V RRED 32768 NEEINTWDEHA), LACP VAT AL ID (A4 v FD MAC T KL A)
L 0BT DAL T AHBIENET,

lacp system-priority =~ > KX, A A vF LD F TP LACP EtherChannel |23 & v E T,

Ry FAZUNA F—F (K—F A7 —F 7770 H THNIZER) ZH2HR— F2HET 21203,
show etherchannel summary %74 EXEC =~ R&fH L £7,

PR — b £ LACP OFEDFEMIONTIE, 2OV Y —RHIETHY 7 by=T ar7 ¥z
L—3 3 HA Ko [Configuring EtherChannels] D#E&ZZML T I2& W,

7l WOFITIE, LACP DY AT LTIV T 4 2k ET 5 HikERLET,
Switch (config)# lacp system-priority 20000

REZ IR T D121, show lacp sys-id #5# EXEC 2~v> RE AN LE T,
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lacp system-priority W

BREaTY R avy kR £
channel-group EtherChannel 7 /L — 7124 —H %> b R— FZ2EH Y B TEJ,
lacp port-priority LACP K— |k 7744V 7 4 &R ELET,
show lacp sys-id LACP 2 Lo CHERENE VAT LB 2 F R LET,
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W link state group

link state group

VoI AT =k IN—=FDANE LTHR- FERET HITIT, link state group 1 ¥ —7 = A A 2
Y74 FXab—vary avry FefALES, V7 AT —F =76 AR — b zElBR 5123,
Zoa<wryRFone BRXEFEHLET,

link state group [number]| {upstream | downstream}

no link state group [number] {upstream | downstream}

BX DA number EE) Vo2 AT —h IN—TFHBSREELET, Z—7EF5IE,
1~10Tt, 7+ ME1 T,
upstream R—brEHEDOV I AT—F TN—TDOT v 7T A K —A5FK—F|
ELTRELET,
downstream R—=FE2RHEDY I AT —K INA—TDFT AR —h R—

ELTHRELET,

TI#4ILE T 74N kDT NV—T 1% group 1 TT,

™.

H
I

T

=) AV B —T oA A AT 4 Fal— g

vy FEE Y- EERE
12.2(25)SEE Zoawy KBNS E LT,

FERHEOHLA RS4Y HBEXNTFV LY AF—K IA—FDOF v TARN) —AFEFELA IV AN — A A F—T xR
LTHR— N &FET HI2IL, link state group A > X —7 = A A a7 4 Fal—al avy Refl
MLET, ZIA—TEFEREBRSNTOELEA, T740 O L—FRKZFIE 1 TT,

VoI AT—h VT oX T A 3—TMIT DI, link-state group Z1E L, Vo7 27—k 7
N—=TWZEOYTCHA L Z—T A AEHEELET, N— bDES (EtherChannel), 727 X £—F
FlZhT7 7 B ROBE—OWYEER—F, FHFAL—T Yy FFR— b 2 F—T =2 RATHETE
T, VI AT—h IA—T T, ThoDA U F—T A AFFE DT RLEINEST, &0
RPN —A LT XL, T TR A S H— T XN, RENET,
R SN A v =T 2 A AFE T AN — b A H—T oA AT, T4 AR Ea—
varv A v TFEBLIOXR Yy N —JEEICERENTA VE—T A RAFXT v T AR — L 2 Z—
T oA AELMETINET,
HJARN) = A E—=T A ALT v TARN)—h A F—T A AR OBEHBOFEMIZ-DOVTIE,
ZOVY—RZHET DY T U 2T a7 4 Xalb—3 3 HA KO [Configuring EtherChannels
and Link-State Tracking] O&EEZZR L T Z &0,
REFOMEZERET 272012, ROTEEFHIZE> T ZIN,
o TyTAR) =LA E—TxAf AL LTERBINTWNDES U F—T oA A%, RLCEITER
VT AT = IN—=TATH I AR =L A B =T AL LTERTHILITTEE
Th, EOFHEETT,
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link state group W

o AUHE—TxA AT, HEDOV LI AT —F TNA—TFDANF RN ERE AL
o AAvFTELIRETEHDIE, 10HDOY 7 2T —F ZA—F7EF T,

i WORFITIL, group2 TA V' H—7 A A% upstream & U CRET D HEERLET,

Switch# configure terminal

Switch (config) # interface range gigabitethernetl/0/11 - 14
Switch (config-if-range)# link state group 2 downstream
Switch (config-if-range)# end

Switch (config-if)# end

FRE Z M9 5 12iE. show running-config #5# EXEC 2~ RE AN LET,

BlEaTUF avwyk BL:
link state track VoI AT —hK IN—"T% A F—=T M LET,
show link state group V. 7 25—k J L —7EREFRLET,
show running-config  B/EOEIEREL R R L ET,
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B link state track

link state track

VoI AT — bk IN—T%AF—TNMIT 5HIZ1E, link state track =—3 EXEC 2~ > K& L E
T, VoI AT—bF IN—T%T 42— TDI20F. Z0a~vr Fone BXzHHLET,

link state track [number]

no link state track [number]

BXnRA number EE) VoI AT — b IA—THREEEELET, F—TFIEL,
1 ~10 TF, F7 44 MEIZ 1 T,

FTI2AILE Yo AF—h R X 7iE, §RTOINA—FTF 4 —7 L TT,

T
H
I
™.

av Y Jsa—R_") a7 4 Xalb—g v

av Yy FER yy—=x EERNE
12.2(25)SEE Zoawy RpEMENE L,

FREDHLRSAY Vo7 AF—F I A—T %A F—T7NICT5I21E, link state track 7 o —3Lar 7 1 Falb—ig
vavwry REHEHLET,

i WOBITIE, Vo Z ZAF— R ZA—7D group 2 %A F— 7 MT 5 HEERLET,

Switch(config)# link state track 2

X E & 7 5121%. show running-config £5# EXEC =~ K& A L ET,

BEavTF avwy kR EHER
link state track Vo AF—K TA—TFDALUNE LTCA LV E—T oA AEBELE
R
show link state group Yo 25—~ P A—FERErR T LET,
show running-config BREOMEREEEZRLET,
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location (Fo—/\L av74X¥aL—>3v) M

location (/' O—/\)L AV T74FaL—23Y)

T RRA v boulr—y a AEREFRET HI20, location 7o — 3L 207 4 Fal—v gy 2
~ U REFEHLET, or—ya VEREHIBRT 581, Z20oa<r Fone BXEFEHLET,

location {admin-tag string | civic-location identifier id | elin-location string identifier id}

no location {admin-tag string | civic-location identifier id | elin-location string identifier

id}
B DA admin-tag EEY T ELIEYA MEREZRELET,
civic-location e r—ra U ERERELET,
elin-location Emergency Location Information (ELIN; 82827 — a2 U1E#H) %
HELET,
identifier id Mmiar—rarEhideln el —raroID #HEELET, BE
T& 5% ID #iPHIZ 1 ~ 4095 T7,
(G£) LLDP-MED TLV ToO#idin 4 — 3 > @ ID 1% 250 /31 LA
TIZHIRENE T, A v TFREFIHEHTEL NNy T 7 X
NR=2 T DT — A vb—TrERT HIZE. KHH
r—varIDIHRESNZTRToOMTIir sy — a ERD
EEROEIN 250 A FEBZRWEIITLET,
string YA MERELITE T —v g ERE BT HATHELET,
TI24ILE Zoawy RITIET 740 FRERH Y £H A,

avU Rk E—F

Ja—nN") a7 4 ¥alb— gy

avy FERE yy—= EENE
12.2(40)SE oo~y RENSHE LT,

FRLDHAL K54 location civic-location identifier id 7 o2 — )L 27 4 X¥al—v 3y a~vr REANK., e
=gy arZ4F¥al—ary B— RBRBEBENET, Z0F— T, #dinsr—va vk
OB r—a VIEREANTHIENTEET,
#ivr—3 2 > ID X250 A FZEBAX TR FH A,
v/ —3 a3y TLV 25 4 £—7 /2% %2i%. no lldp med-tlv-select location {531 > % — 7 = A %
a7 4 FXalb—vayavwr REFERALES, 7740 T, a7 —v 3> TLV i34 32 —7 I
RESNTWET, FFlFRICOVTE, 2oV V=R T DY 7 b= a7 4 F¥ab—
v a ¥ 74 Fo [Configuring LLDP and LLDP-MED] O & &ML T 7Z&0,
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W ocation (YE—/L aY T4 ¥aL—LaY)

Bl ROFITIE, AL vy FIZHHTR Ty — a VIERERET D HEETRLET,

Switch (config)# location civic-location identifier 1
Switch (config-civic)# number 3550
Switch (config-civic)# primary-road-name "Cisco Way"
Switch (config-civic)# city "San Jose"
Switch (config-civic)# state CA
Switch (config-civic) # building 19
Switch (config-civic)# room C6
Switch (config-civic)# county "Santa Clara"
( ) # country US
( )# end

Switch (config-civic
Switch (config-civic

REZTERT S121X, show location civic-location 454 EXEC =~ > FZ AL E7,
WOFITIX, A vF ETRBAnr—Y a UIEREARET D HEEZTFLET,

Switch (config)# location elin-location 14085553881 identifier 1

HRE TR T 5121%, show location elin £## EXEC =~ R A LET,

EEa<TUF avwo R )}
location (f v F—T A R a A B =T A Calr— g UEREARELET,
TA4X¥2l—gY)
show location T RRA v boalr—y g UEREFRRILET,

g&

Catalyst 3750 R4/ yF a2 F YI7L VR
m‘ OL-8552-10-J |



| £2% cCatalyst 3750 4 ¥ F Cisco I0S a<w >~ F

location (1 >3 —J 4R a>v74F¥aL—>ay) M

location (/A —JxA4A XAV I74FaL—>3Y)

A B =T A0 —a EREAIITHIZIE. location X —T = A o< FEFEHL
EFT, A EF—T oA A0 —a UEREHIRTHICE., Zoavry o no BXEFEHALET,

location {additional-location-information word | civic-location-id id | elin-location-id

id}
no location {additional-location-information word | civic-location-id id | elin-location-id
id}
BX DA additional-location-information B =3 a CERZEGENCET DB IfE R A BE L £,
word BMOBr—a AERERET DB ELITT L —XEHEL
£,
civic-location-id AV B =T oA AT a—r VT 0 r—3 a AAEREHRE L
£,
elin-location-id AVE =T oA ABEAOr—2 g VIERERTELET,
id e sr—yarEizifeliner—ra o ID #EELE
T, ¥EETE S ID X 1 ~ 4095 TT,
() LLDP-MED TLV TO#idin 7 — 2 > d ID 13 250
NA PUTICHIRSNE T, A v FREFIHEHAT
EHNy Ty AN—AIEHT LT — Ay —U%H
BT 51T, BWHnr— a2 IDICEESNET
XToHHE S —v g SEROBREOR Z 3 250 /A
FEBARNE ST LET,
TIAILE Zoavy RIZIET 7 40 PRERS Y EX A,

avU Rk E—F

Ao B =T 2 A AT 4 Fal—3g

avy FERE

EREDHA R4

Jy—2 EENE

12.2(40)SE Zoavy RRBEMEShE L,

location civie-location-idid f > % —7 =/ 2 a7 4 Xalb—var avry e ANLT5 L, &l
oy —gy ar7Z74¥al—yary BE—FRICADET, ZOF—RTIE, Blloar—3 g o E#
EANSTHZLERTEET,

e r— a2 IDIE250 31 FEBXTERY EHA,
T & W9 5121%. show location civic-location ¥4 EXEC =~ F&Z A L £,

i WOBITIE, A X —T oA R ar— a L EREANTHHEERLUET,
Switch (config-if)# interface gigabitethernetl/0/1
Catalyst 3750 Rf yF av>F YI7LYR
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W jocation (1>8—TxAR avT74FalL—L3)

Switch(config-if)# location civic-location-id 1
Switch (config-if)# end

WOBITIE, A v Z—T A RAZBEAnr—y a U NEREANT D HIEEZ R LET,

Switch (config-if)# interface gigabitethernetl/0/1
Switch (config-if)# location elin-location-id 1
Switch (config-if)# end

BEavUF = N e

location (ZFe— )L ar 74 T RKRA v MIar—ya UERERELET,
Xal—Tav)

show location T RKRA v hoar—ya UEREFETRLET,
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logging event M

logging event

A E—=T AR YT AT —FAEROBRAZ A X — T MTT HITiX, logging event 1 % —7 =
AR a7 4F¥alb—vayavwr ReERALET, BHET =TT 252, Zoav K
D no BREFEHLET,

logging event {bundle-status | link-status | spanning-tree | status | trunk status}

no logging event {bundle-status | link-status | spanning-tree | status | trunk status}

BX DA bundle-status BUNDLE # L () UNBUNDLE % vt —Y0ilkia A x—7 /M LET,

link-status AVHE—T A RATF—=F Vo7 ATF—FZAERO@MEA F—T NI LE
7

spanning-tree ANRZ T — AR NOEMEAF—T NV LET,
status A= V) — AF = NEFE A v —V0HMEA R —T NI LET,
trunk-status NGV IATF—HRA A y—UO@MEA X —T NI LET,

FIFIE AR s XS ET 4 =T AT,

avTY kR E—F AV B —T xR AT 4 ¥al—T g

av Y FBE Jyy—= TEAR
12.2(20)SE Toawy RRBMENE L,
i KOFITIE, AR IV — aX e T A =T NCT B HEERLET,

Switch (config-if)# logging event spanning-tree
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M logging event power-inline-status

logging event power-inline-status

Power over Ethernet (PoE) A X b v F U 7% A F—T M T 5121%, logging event
power-inline-status 1 > ¥ —7 A A 27 4 ¥al—var avr RE@HEHLET, PoE REEA X
YhoOuXr T 2T 4 =TT ORAIE. Zoavr Fone BAEEALETS, Zoavs R
Dno FEREZHEHLTH, POE=T — A XV MIT =T MR EHA,

logging event power-inline-status

no logging event power-inline-status

BX DA Toawr RICE, BIBRERIRF—T—FIEHY A,
T4k PoE A <Y bR XL ZiEA X —T LT,

oYYk E—F f B =T A A AT 4 F¥al—ay

oy FERE yy—= EFEANRE

BEREDAA FS54>

12.1(19)EA1 Zoavwy RPMEMEShE L,

logging event power-inline-status =~ > N, PoE A > #—7 = A A TEIFHEATE £,

3l ROFITIE, B—F ETPoE A XV hORFL T EA F—TMIT B hiEERLET,
Switch (config-if)# interface gigabitethernetl/0/1
Switch (config-if)# logging event power-inline-status
Switch (config-if) #
BEa< kR avwUk SiEA
power inline FRE L7 POE R— R E7/1XTXTD PoE A— hOBEHEHE— FEZRE L
e

show controllers
power inline

HBELZPE a2 hu—FD LV AZEEZERLET,

l_Catalyst3750 R4 v F IV F YI27L 2R
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logging file W

logging file

BX T Ty ANDNRT A —F EBRET DHITIE, logging file 7o — L a7 4 Falb—vg Ly av
YREMALET, T7ANVIPRECETICE, Zoavr Fo no BREFEHLET,

logging file filesystem:filename [max-file-size | nomax [min-file-size]]
[severity-level-number | type]

no logging file filesystem:filename [severity-level-number | type]

X DM filesystem:filename T2 TrAN VAT IADTA YT AT, 0l Ayvk—V%Fo
T ANDNRABLOLEIEEGHET,
AR T RAUNRENIAS v I v AX—Da—h NV TTya T7A)b
AT LOREST
flash:
AR T AR =N AR T AN EDu—h)V T T a Ty AL
AT LOREST
flash member number

GE)

max-file-size UEE) 2 77 ANDERYIA XEEELET, IHETE 2% 4096
~ 2147483647 T,

nomax (FEE) K77 AN FA4 X (2147483647) ZHaEL£7,

min-file-size (EE) v Z7ANDERNFA ZEEELET, IBETE &ML 1024
~ 2147483647 T,

severity-level-number — ({£E) v/ 77 A NVDEREDO LV EZEELET, IHEETEX 5L 0
~TTT, FEL_XNVOERIZOW T type 72 a v 2R LTI E SN,

type (ER) 7 A T%BELET, ROF—U— RPHZHTT,
« emergencies : > A7 AR (FEKE 0)
o alerts : REext AL (FERE 1)
o critical : fERRZVIREE (EKEE 2)
e errors : =7 —RAELTWHIKE (EKE3)
e warnings : ZHREE (ERE 4)
* notifications : W TIXH 203, EERA vE—Y (HEKES)
 informational : E1 2 v E— (HKE 6)
e debugging : TNy 7 A vE—¥ (BEKET)

TIAILE T 7 AN YA RTENT 2048 A b, KT 4096 31 RS0 £,
F 7NV NOBEKED LU 7 (debugging A vt — : HFMIE N L~L) TT,

avykE—F ra—nNar7 4 ¥al—vay

Catalyst 3750 Rf yF av>F YI7LYR
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av Y FER yy—= EERA
12.1(11)AX o~y REMSNE LT,

BRLOAA K4y 027 774 MFASCH 7 F A RDIERT, AF U KT Ry AL v FONEAY 7 7 IS ET,
2L v F RAF v I OYE, ALy v AZ— EOWNEHANy 7 7 NS ET, AFZ U F7ry R
Ay FERLFAY v 7 v 22— ZEENEAELISE . FEIC logging file flash:filename 7 7 —/3)L
ArZ4Falb—var avry FEEALT, 77y va AFVIRFELTORVIRYD , v 7idkb
WET,
logging file flash:filename 70— 3L 227 4 Fal— gy avy RT, vl %77y a AEY
(2R AF L7-%1%. more flash:filename ¥i# EXEC 2~ FEEH L CZORNFEERTEET,

BT 7 AN AN, BRI 7AN VAR5 1024 31N L0 RKEWEA, o~ N0k
INT FANVERE L, K7 740 A A5 1024 5l A4 ACTRESNET,

level ZEET DL, FOLNNLDRA v =V EBICHFHITENL LD A v =V RRRINET,

1 ROFITIE, 77 vva ARIVHNOT 7 A VZIER L~V OB T Ay =V 2 RIFETDHIELZRLE
j‘@

Switch (config)# logging file flash:logfile informational

HIE & MR 5 121E, show running-config £+ EXEC 2~ K& AL ET,

g&

BEa<>F avwyFk B4
show running-config AL FDETa L T4 Falb—2a b EBFRLET,
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logging smartiog W

logging smartlog

ZA v FETAS— b X T 2Af X =TT HITE, Fr— b ar7 4 Falb—vary £—F
T logging smartlog =~ > R LET, A~—F vX 73 HEO Fny FENl "7y b
W% %, Cisco 10S Flexible NetFlow =2 L' 7 ZICikD £4, A~v—h aFX¥ o 727 1 k—7 02T 5%
2, TN RMRECETICNE, Zoa<vr Fone BRXE2HEHLET,

logging smartlog [exporter name | packet capture size bytes]

no logging smartlog [exporter name | packet capture size bytes]

BXDEHEA exporter name  (fLi%) Fo v 7FE&hiz 47y OWNEDHEY %L 72 % Cisco I0S NetFlow = 7 %
R—% (avr#) ZELET, Flexible NetFlow CLI ZfH L T, 50T
DT AR—HEHRTELTEBLMERHY T3, =7 AR—ZZNBFELZNE
BT T— Auvb—UREREINET,
packet capture  ({T7%) =LV XICELARAY— bk 0l Rry "OY A X%, NITHELET,
size size fRETE DH#iPHIT 64 ~ 1024 /X4 & (4 31 RBUL) TF, T 74NV FOHA X
264 A4 FTT, Wy b X7 T ¥ A XERELLTHE, Xy bz
DO7ura— La— RERED £7,
TIAILE Z=w—b BEXLTIFA RF—T NS> TOER A,
avy kFE—F ra—sNL ar 7 4 ¥al—va v
avy FEE yy—x EERE
12.2(58)SE Zoawr RREBMERE LR,

BEREDAA FS54>

7l

Aw—h BT EALAX—T VT DHNT, NetFlow 2 L7 X 2R ETHLENRH Y £7, Cisco
Flexible NetFlow D% E 1L DWW Tik, [Cisco I0S Flexible NetFlow Configuration Guide, Release
124T] #ZHRL T EE 0,

http://www.cisco.com/en/US/docs/ios/fnetflow/configuration/guide/12_4t/fnf 12 4t book.html

DHCP AX—VE V&N, #4F v 7 ARP &R, IP Y —RA H—FEL T 7 4 v 27 ACL D
HAEITES SN N T 74 v 7 BRRAT R y FENT/NT > MZDOWTAY— h m ¥ U 75k
TENDEIICHETEET,

FHE Z MR T DI2iE, show logging smartlog #i# EXEC 2~ > FE AN L E T,

WOBITIE, — R A~— s e X FOREEZRLET, I 2 Tk, Flexible NetFlow CLI % f A
L T NetFlow =7 AR —# cisco WRESNTWAHEDE L, /N7y FOEHD 128 XA FaF v 7
FX¥TDHEIICA—F BFXF U EHRELTNET,

Switch (config)# logging smartlog

Switch (config)# logging smartlog cisco
Switch (config)# logging smartlog packet capture size 128
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BEa<vo R avwyk EL
ip arp inspection smartlog FAFIv7 ARPRET R Ky a7y hOA~—k
X T R—T T LET,
ip dhcp snooping vlan smartlog IPDHCP AX—vE /T Ruy7En= X7y hORA~v— kL
X T R—T T LET,

ip verify source smartlog IPV—AH—=KRTRury 7SNy hOA<w— |k B¥
T AR —T NI LET,
show logging smartlog Aw—h BX T AR EFHFHEREFE TR LET,
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m. OL-8552-10-J |



| £2% cCatalyst 3750 4 ¥ F Cisco I0S a<w >~ F

mab request format attribute 32 W

mab request format attribute 32

B DA

TI2FIE

avYkE—F

AA »F T VLAN ID X— 2D MAC RiE% A 1 — 7 /WIZF 5I121E. mab request format attribute
32 vlan access-vlan 72— L a7 4 Xalb—var avr REFEHALET, T 740 FREICK
T, Zoa~vr Kone BXNZEHEALET,

mab request format attribute 32 vlan access-vlan

no mab request format attribute 32 vlan access-vlan

Zoawy RiZiE, 5lIEETF—V—FEH 0 8 A,

VLAN-ID *—2® MAC #BFEIET 4 E—7 VT,

Ja—nN)parZ 4 FXal—var

avy FEE

BEREDAA FS4>

yy—= EFERRE
12.2(52)SE Zoavwy RPMEMEShE L,

RADIUS — A A M MAC 7 KL A& VLAN IZESWTH LW —FE2BIETE B L HI1CT 31T
X, Zoa~vwr REEHLET,

Microsoft IAS RADIUS —"ZFEH L%y hU—27 TZOMREZHH L £4, Cisco ACS IZZ D=
<Y REmEHELET,

£l OB TIE, AA »F T VLAN-ID ~<— 2D MAC #Rikx A 3 — 7 VT 5 kxR LET,
Switch (config)# mab request format attribute 32 vlan access-vlan
BEav VR avwy kR HL)
authentication event HrEDRIFA X NOT 7 a i B/ ELET,
authentication IEEE 802.1x i®fE&Z YR — M LARWI FA TV NHO 7 3+ —N Ny 7 F &
fallback wawmﬁ%ﬁﬁ?éi9T~b% ELET,
authentication — NI~ —Ty E— FEHRTELET,
host-mode
authentication open R—= R TA—T o T I VREARZ—TNVELEZT =T MIZLET,
authentication order  R— F CHEATIRESFRNDOIEFEZHZELET,
authentication N— FOFERIFEA X —TNVERITIT =TI LET,
periodic
authentication — FDFIEAT — FhOFEHIHE A 2 —T I L ET,
port-control
Catalyst 3750 Rf yF av>F YI7LYR
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W mab request format attribute 32

avwyk H L]

authentication priority K—k 7544 U7 ¢ U % MRS AL BN ET,

authentication timer  802.1x XJE R —bDH A AT 7 b NI RA—F L HPBFERNT A —FX EHREL

£,

authentication FLWT A ZNKR— MR T 50>, R— MIT TR KREDT /N A 2

violation DEFEL TND L EIT, HLWT A ANKR— MO LGB I1C38ET
LERE— NERELET,

mab A — ~® MAC-based BiE%E A X — T /WMIZ LET,

mab eap Extensible Authentication Protocol (EAP) #fEM3+ 5L 5K — FEFREL
£7

show authentication 2 » F ORI~ F— v 1> MCBET HIHERRLET,
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mac access-group M

MacC access-group

MAC Access Control List (ACL; 77 kA v ta—)L UAN) ZLAY2A X —T A A5
F %21, mac access-group { > F—7 A A AT 4 Xalb—varavr R LET, 1
H—T A ANHTRTERIFHEED MAC ACL ZHIRT 5121, Zoa~wr Rono BXE2FHL E
9, MAC ACL % {ERK7 51213, mac access-list extended 7 27—/ )L 27 4 Fa b — g avw
FafHLET,

mac access-group {name} in

no mac access-group {name}

B DERHA

TI2FILE

avYkE—F

name £EitE MACT 2782 VA RNEIELET,

in ACL BANGICEA SN D KO fEELET, W ACL IV AV 2105 —
72 A ATEYR—FEShTHEEA,

MACACL X, A v ¥ —7 =4 AZTHHA I N ERE A,

A B —TxfRAar T4 FXal—ay (LAX¥2A 0 2—T A RFT)

avy FEE

BEREDAA FS54>

yy—=x EERNE
12.1(14)EA1 Zoawy REMESNE L,

MACACL IZANILAY 2 A EZ—T oA AT TEHATEEST, LAY3IA v E—T oA ATITH
HATxEHA,

LAY 2A B —T2A AT, IPT778RA VA FEERLTCIP I 74 v 7B 7 4NME) 7L,
MACT7 7% A VA REFHLTCIIP b T 74 v 074 NE ) TTEET, A X —T A RIT
IP ACL £ MACACL Ofi i &##HAT 5L AL A Y2 A2 H—T=2AAATIP FT77 47 LIEIP
NG T 4w DOMIFETANZYV T TEET, RILLAP2A 02 —T A RIZE, IPT 78R Y
ARNEMACTZ7E®A VAME 1l >FOLNEATEEEA,

MAC ACL B9 TIZLA ¥ 2 A o X —T =2 AIHEENTEY, HrLVWMACACL 1 v % —7 =
A AZHWA LA, UENCRESN TWZ ACLIZH LW ACL TE# SN ET,

AZA v FETLAY2 A0 X —T 24 AT ACL ZHEHATIHA/IC. TOAL v FITHLTLAF¥3
ACL AHEA SN TWAEMN, FREFA Vv E—T =2 ANA L NTHD VLAN IZ VLAN < v P25 H &
NTHWE, vA ¥ 240 % —T7 A AZHEHAINT ACL AN 9,

24 v FIE. MACACL BEHENTA v B —T 2 A A ETAN Ry 2% ET 54, #0 ACL N
DO—FEHE2FNET, TR —FTHE, AL v FIXACL 1> Ty baiREFERII R v
LET,

BE SNz ACL BFELRWEE, A v F T _XTORTy hEIGRELET,

MAC #£3& ACL R ET 2 HIEOFHEMZOWTIE, 2OV YV —ADY 7 U =T a7 4 Fal—
v a v HA Fo [Configuring Network Security with ACLs] O#EEZZBL T &0,
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M mac access-group

1l WORFITIX, macacl2 L4 T Hii- MACHEIE ACL 2 A > % —7 = A AZHAT 5 HikE R LET,
Switch (config)# interface gigabitethernetl/0/1

Switch(config-if)# mac access-group macacl2 in

WOE 2 MERR T % 1Z1%, show mac access-group 54 EXEC =2~ > FZ AN LET, A4 v FITRES
L7z ACL # &7 7 5121, show access-lists #7## EXEC =~ F&Z AL ET,

BEavTF avwvk EL
show access-lists A v FTHRESND ACL R RLET,
show link state group ZA v FTHRESND MAC ACL 2FRr LET,
show running-config ZA v FDETILr 74 FXal—a a2z rLET,
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mac access-list extended W

mac access-list extended

HFIP FT7 7427 DMACT FLRIZESWEZT 782 U A F&EEHKT 5121, mac access-list
extended 72— L a7 4 Fal—ay avwr R LET, 2oa~<wr F2ERT5 &, HE
BEMACTZ7E®AUAL a7 4X¥al—ar EB—RNIAVET, 740 FRECETICIE, 2
Da<wr RO no BXEHEHLET,

mac access-list extended name

no mac access-list extended name

B DA name MAC #E3ET 7 2 U A MCAETEZE D S CTET,
TI#4ILE F7 40 b TiE, MAC 7722 U R MIER S EEA,
avyY kR E®E—F Ja—N) ary7 4 Xal—y g
oYy FERE yy—=x EERAE
12.1(11AX Zoawy RRBMEhE L,

ERLEDAA K54

MAC 4 it &HEiE U A ME, VLAN v v 7BL 7 A vy L L hicliflanET,

2 A& MAC 3598 ACL 1Z. VLAN v 7F -3 LAY 2 A v X —T oA Al cEEsd, LAY
3A U HF—T oA ATWHATEE T A,

mac access-list extended =~ > K2 ANT5L MACT /7R YAN a7 4¥al—v gy T—
RRA X—=T N F9, FHATE2ar74Xalb—rvaryavwr NI, ROEEBY TY,

e default: 2~ RE2ZDT 7 4/ MIFELET,

e deny: X7y FEERTLLIIIBELET, FMIOWTIE, deny MAC T 7R URA L =
V7 4Fa2al—ary) MACTZ7EA VAR oy 74 X¥al—gy avwy RESRLTLE
AN

o exit: MACT7Z7E®A VAN a7 4Xal—yary T—RFRE2&TLET,
e no: I~y REEMZT AN, T7FNMEEZRELFET,

e permit: /X7y FEEET DR OITHEELET, FEMIC OV TIE, permit (MAC 7272 U A b
ary74Xal—valy) avry RESBELTIEE N,

MACHEIET 7R U A FOFEHIZHOWVWTIE, 2OV Y =R THY 7 27 207 4Fa
L—vay HA REZRLTIEZEZN,

U] ROBITIEX, 4RI E MAC EET 22 U & N macl ZER L, EEMAC 7272 U X Kk 2
T4 ¥zl —var E— Nl THHEETRLET,
Switch (config) # mac access-list extended macl
Switch (config-ext-macl) #
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WOBITIE, 4ARiftE MACIZET 78X U A b macl ZHIBRT 25 EE2RLET,

Switch (config)# no mac access-list extended macl

HRE HER T H121%. show access-lists 454 EXEC =~ > FZ AL £,

%“:

BEEav> R avwyEk ]
deny (MACT7Z7%A2 MACACLZRELET JEBEMACT/7®A VR a7 4F¥al—
U2k arvy74Xa vay T—K),
Lr—gvV)
permit (MAC 7 7 &
AVARNavI74¥a

L—vav)

show access-lists AA v FTREINDITZ7EA VA MNEERERLET,

vlan access-map VLAN v 72 ERL,. 7782~y T a7 4 Fal— g2 F—RIZ
AV FEFT, ZoFE—KRTIE, BETDHMACACL LFETTLHT 7 arv%k
BETEET,
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mac address-table aging-time W

mac address-table aging-time

FAFIy 7 = MURERELTEFINTZE, MAC 7 RL A T =7 VWNICHER S DR &%
£ 5121, mac address-table aging-time 72— 3L 2> 7 4 X al—Tay avr REHHLE
To T7ANIREICETINE, Z0avwr Fono BRAEFEHLES, =—V 07 XA LFETRTO
VLAN, F723HEE® VLAN (23 L ClEH s hvE T,

mac address-table aging-time {0 | /0-71000000} [vlan vian-id]

no mac address-table aging-time {0 | /0-71000000} [vlan vian-id]

BX DA 0 SOV S ETF e —T M LET, RE T 4 v 7 T RL A, B
PICR D 26T —TAPbLEIRENS 2L b H Y £HA,
10-1000000 Ty T A AL (B, f5ETE HHPHIZ 10 ~ 1000000 7T,
vlan vian-id (FEE) ==V 7 XA 2%&#HT25 VLANID ##8ELET, fHETE 5%
1T 1 ~ 4094 T,
T2+ F 7 4V MEE 300 BT,

avYkE—F

Ja—nN)p arZ 4 FXal—vay

avy FERE

EREDHA F34>

i

yy—=x EFEANRE
12.1(11)AX Soawy FSBEMNSE L,
12.1(19)EA1 mac-address-table aging-time (/1 7 &) =< KA mac

address-table aging-time (/\1 772 L) <~ NiZEbY £ L1,

RARPGEL CEELRWEGEES, =2— V0 7 24 25K LT, IVEWKEHAAS Iy s =k
VEEHLTLSES Y, BlEZ2ELTHZLET, RAMAEEELEBAIC T Ty T4V INEIDIC
<LK 72 ET,

BEED VLAN 2 EE LA WVWES, Z0a<wy RiZT_TO VLAN IZH LT —U 0 7 X A A5 HRE
LE9d,

ROFITIE, TXTHO VLANIZZ—2 7 Z A L% 200 ICERET D HEEZ R LET,

Switch (config) # mac address-table aging-time 200

show mac address-table aging-time $##£ EXEC =2~ FZ AT D &, REEZMETEET,

avwyk B
show mac address-table aging-time T XTO VLAN £7213f8E N7z VLAN O, MAC 7
VA T—=TNDZ—T T A NeRRLET,
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mac address-table learning vian

VLAN T MAC 7 RV RA¥E % A 32— 7 2T 521X, mac address-table learning 7' 7 — /3L =2
TA4X¥alb—varyavy REERLET, BT 740 bOMRREICAR Y £9. VLAN TMAC 7
RL2A$RET 48— ML T, MACT RLA&Z%E TE % VLAN 2§+ 2123, Zoavr
RF® no &M LET,

mac address-table learning vlan vian-id

no mac address-table learning vlan vian-id

B DA

TI2FIE

avy kFE—F

vian-id 1 >® VLANID, 72134 70 HD0Eh v~ TXY-7= VLANID @
MR E LE T, A%)72 VLANID 1% 1 ~ 4094 T%, VLAN I% VLAN
WERICIZFRE T& £ A,

T 74N F T MAC 7 FLAEEITTXTO VLAN T R—7 AL TH,

Ja—nR) a7 4 FXalb—g v

ERLEDAA K54

yy—=x EEAE
12.2(46)SE1 Zoavy RRBEINEhELE,

VLAN T MAC 7 RV 2ZEHZHIET 2586, MACT RLA&¥E TEL VLAN, SHIZR— %
HlfH4 252 & T, FIAFER MAC 7 RLA F—T7 L AX—RZEITEET,

1 2® VLANID (72 & 21X, no mac address-table learning vlan 223) F7-/% VLAN ID O#iff (7=
& %X, no mac address-table learning vlan 1-20, 15) T® MAC 7 RV A8 %5 1 E—7 2§
LT EMTEET,

MAC 7 RV ASEEET 4 £ =7 VT DN, Ry FU—2 bRR YL AL vF VAT AREITFH
LWZ EZERLTLZE, VLAN CTMAC 7 RLAERZTFT =723 5L, xv hT—2
T v T4y &5IERITAGEMENH Y £3°, 72 & 21X, Switch Virtual Interface (SVI; AA > F
RABA B —T =2 RA) ZFREHHD VLAN TMAC 7 RLAZEEET 4 =TV LB A, A
AYFIEFVATY2 RAL VTR TOIP Xy 477 vT 47 LET, 32U EOFR—baED
VLAN TMAC 7 KL A% 2T 4 =T WM LERAE, A1 v FIERTHTITORT v M,
ZDOVLAN RAA LTI T 47 LET, MACT RLAEEOT 4 t—T7 MR — %2 >
e VLAN 7215 TITW, SVI @8 % VLAN TMAC 7 RL AR ZT ¢ £ —7 2T 55613 H0E
BLTLIEEN,

AL FRNEENHEN T2 VLAN TMAC 7 R R EEET 4 B =7 T&E £ A, no mac
address-table learning vlan vian-id =~ > RIZAJj9 % VLAN ID 23N VLAN Th 5355, A1 ¥
FIETT =Ry E—VEERLTCa~vy REEGTLET, #HHLTWDLWE VLAN %77 2120,
show vlan internal usage £##£ EXEC =~ > REZ A LE T,

77 A4 _X—=FVLAN OFZ A4~V ETEAZY VLAN & L TEREINZ VLAN TMAC 7 Kb
AR BT 4B —TWZT DA, MAC 7 RL AL, 207 F4~xX— kK VLAN IZJET 550 VLAN
(T4~ EiFEN oY) ETolEmEFEHINET,
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mac address-table learning vian

RSPAN VLAN TMAC 7 FLAFEEIIT 4 B—T NI TEERHA, RETHILEHETETERTA,

t¥ 27 R—b&2ET VLAN TMAC 7 FLAZEEZTFT 4 v —T W T5EE, %27 R— KT
MAC 7 RL AT 4t —7 il D A, BTA LV H—T A ADKR—F X2 VT 4 %25 4
=TT BRLE, T A =TI o= MAC 7 KL RAZEEORBENA 2 —T M7 0 £97,

FT_XTOD VLAN, FZIFHEE L7 VLAN © MAC 7 RV AZEEDO AT — 2 A% RKRT HIZ1L, show
mac-address-table learning [vlan vian-id] =~ > KZ A1 LET,

WORITiX, VLAN 2003 TMAC 7 RV RERET 4 E—T VI T B HEERLET,

Switch (config) # no mac address-table learning vlan 2003

FT_XTOD VLAN, FZIFHEE L7 VLAN © MAC 7 RV AZEEDO AT — 2 A% RKRT HIZ1E, show
mac-address-table learning [vlan vian-id] =~ > KZ A1 LET,

avwyFk H L

show mac address-table learning 9 _TO VLAN E721345E L7z VLAN ® MAC 7 KL &
FEOAT—F A REFLET,
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mac address-table move update

MAC 7 RV A T— 7 VBATEHAEE 4 F— 7 V2T 5I21E. mac address-table move update 7
g— YL ary 7 4 F¥alb—vary avry REFEHLET, 7740 FREICETIZIE, Z0oav K
»no BAZEMML £,

mac address-table move update {receive | transmit}

no mac address-table move update {receive | transmit}

BXnRA receive AA v FNMAC 7 VAT =T UBITHEH A v —T 20T 25 Lo
FELET,
transmit FIGA<Y Vo IRET L, AZ AL VoI REHLESRE. A1 v
FAMAC 7 FLAT—TABITEHRA v =% Ky b T —27 O A
A YFIZEETIEO>BELET,
AT kR E—F Ja—r L ar7 4 ¥al—ay
TI2HIE T 74/ N TiE, MAC 7 RV AT —T VBITESKEIZT + E—7 L TT,
avy FERE yy—x EEAR
12.2(25)SED ooy RABMENE LT,

BEREDAA FS54>

]

MAC 7 RL A7 =T VBITRHHEEICLYD, 794 ~Y) (I+T—T4v7) VDoonmFx L, A
BUNL VU IWNT T4y I DTV —T 4 T 2B ULIZGE, A4 v FIEmEN G2 v —
VU ARRIETEET,

TIA=N VU IRE T L, AZ UL V7 RNEELEZSE, T278A A4 v F R MAC 7 KL
AT =T NBATENRA v =V RETHIICRETEET, 77V 7 AL vFn, MACT R
VAT =T NABATENA v —VEZEBIOUET LI HICRETEET,

WOBTIE, T7EA AL Y TFHRMACT RLA T—TNUBITHEHFA vE—VEEETDHLIICHKE
THHEERLET,
Switch# configure terminal

Switch (conf)# mac address-table move update transmit
Switch (conf)# end

WOBTIX, Ty TV 7 AL vFNRMAC T RLR T—TABITEH A vE— U2 ESE L O
THROICRET D HEE R LET,

Switch# configure terminal
Switch (conf)# mac address-table move update receive
Switch (conf) # end

FREZ MR T 521X, show mac address-table move update 434 EXEC 2~ R AH L ET,
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mac address-table move update

EEa< Uk avyFk ETE
clear mac address-table move MAC 7 RV AT —TABITER /7 a— )V Ao ZE 7
update T LET,
debug matm move update MAC 7 RV AT =T LABITEH A v — VA E T Ny 7
LET,
show mac address-table move A2 v FIZMAC 7 RV A T—T7 VEBITEHEREE R LE
update 4,
Catalyst 3750 Rf yF av>F YI7LYR
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B mac address-table notification

mac address-table notification

AA T AH w7 ETMAC 7 L RAEHIELE A % —7 /W23 5121, mac address-table
notification 72— )L a7 4 X2 l— gy avr REFEALET., 740 FERECETICIX
ZoawrRFono BRXEMHLET,

mac address-table notification {change [history-size value | interval value] | mac-move |
threshold [[limit percentage] interval time]}

no mac address-table notification {change [history-size value | interval value] |
mac-move | threshold [[limit percentage] interval time]}

BEX DA change A4 v F ETMAC @& A X —T VERIZT 4 E—T M LET,
history-size value (EE) MAC @agEsr—7noxy N OERBEEHRELET, HHET
X HFPHIL 0~ 500 = RUTY, T 74/ MEIZ T TY,
interval value B @mbh7y 7HEERELET, ZOMERRES L, AAvT

A S 7 TR R T v T %G LT, SRETE BRI 0 ~ 2147483647
BTT. 7740 Ml 1 BT

mac-move MAC B#j@mzs A4 x—7 Mz LET,

threshold MAC L E\WE@HME A X—7 I LET,

limit percentage (EE) MACHRIHRLEWEZ AN LET, HBETE28MIL 1 ~ 100%
T, F 70 MEIX 50% T,

interval time (fEE) MAC L& \WEBEH OB ORE#Z AL ET, $85E TX DI

120 ~ 1000000 T4, 7 7 4/v MEIX 120 B TT,

FTI2AILE F 74N N TlE, MAC 7 FL 24, MAC BE), 3L OMAC LEVMEE=X I L RNF 4 &—7
LT,

T7 4N DO MACEE N7 v 7FHRIL 1 TT,
BT —TNADF7x N b FUEIT 1 TY,
77 44 D MAC FIFHZE L & WEIE 50% T,
MAC L & \WMEBAIE OT 7 410 b ORERIE 120 BT

avY kK E—F roa—r g ary 74 Xalb—a
oy FERE yy—= EERAE
12.1(11)AX Ioawy RBEMEhE L,
12.1(19)EA1 mac-address-table notification (/1 7 f}&) =<2 N3, mac
address-table notification (/~A 772 L) a~ 2 NiZEbD £ L7,
12.2(40)SE change. mac-move, ¥ XU threshold [[limit percentage] interval time]

F—U— FRBEMSVE L,
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BEREDAA FS4>

mac address-table notification W

MAC 7 F U Z@AAEEKREIE, BT LWV MAC 7 RLUARERT —7 /LB Snzy, Hn7 FLrx
DEZNHHIBRENTZ Y F 57N, Simple Network Management Protocol (SNMP; % v h 7 —
7T m han) ~T7 w7 % Network Management System (NMS; v b U — 7 FH I 2T A) (T
BELET, MACEEBHIIZ A Iy 7B8L0E*F2T MAC 7 RLAREFICERS L, BT 7
RLA, vV FFRx AN T RLVRA, FREMORYT 4 v 7 T RUAZIFERSLEREA,

history-size =7 2 v EHRE L TV EHE. BHFEDO MAC 7 RLRABET— 7 ARNHIBRE L, FrLwv
T NBERSNET,

mac address-table notification change =~ > R H T 4IX, MAC 7 R L R B EHEREDS A X —
T2 W £9, %72, snmp trap mac-notification change { > ¥ —7 A X a7 4 X2l —T 37
Vavy RTAVE—T AR EOMACT RUVRBHI N T v 7% A X —7 /L2 L, snmp-server
enable traps mac-notification change 72— )L 2> 7 1 X¥a L —T a3y avwy FTAAL vy FN
MAC 7 KL A FZ v 7% NMSICIEET DL IRET HLERH Y £,

¥ 7-. mac address-table notification mac-move =~ > R 2L U snmp-server enable traps
mac-notification move 7 2w — 3L 2> 7 4 Xa L —val avr REANTLHILITLD, MACT
FLUADR 1 DOFR—= 2 5HELC VLAN OBIOR— MIBE L725GE, BIZhT7 vy 724 R2—7 0T
TET,

MAC 7 FL A T—=7 1O L X WMERIRICET 202N 2 BABRICHIC N T v 72 AT 212
mac address-table notification threshold [limit percentage] | [interval time] =~ > FEB L
snmp-server enable traps mac-notification threshold 7 = — )L 27 4 Fa b — g av N

AN LET,

U] ROBFITIZ, MAC 7 KL A 7 —7 VEFBAMBEREL A X —7 V2L, @ b7 v 7 ORREZ 60 1.
BRET—TNDOH A X% 100 = NV ICRET D HEEZRLET,
Switch (config) # mac address-table notification change
Switch (config)# mac address-table notification change interval 60
Switch (config) # mac address-table notification change history-size 100
show mac address-table notification 5+ EXEC 2~ > F& AT L, HEEMHERT DL ENTE
£7
BEaIU kR avwvk St
clear mac address-table notification @~ MAC 7 KL 2@z a— )L b2 %7 V7 LET,
show mac address-table notification 4+ _XCoH (L ¥ —T7 x4 AFFIFBEINFEA L X —T =
A RZHKT D MAC 7 R U AR T & £ Li@“
snmp-server enable traps mac-notification ¥ — 7 — NGB S 7235512 SNMP
MAC &%~ Z > 7 &2 %E L ET,
snmp trap mac-notification change DA H—T 2 A AD SNMP MAC HEE ~5 v 7
EAX—TNMZLET,
Catalyst 3750 Rf yF av>F YI7LYR
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B mac address-table static

mac address-table static

MAC 7 RV A T—TNWICAXT 4 v 7 T RUAZBMT 5I21%. mac address-table static 7 =7 — /3
NarZ 4 Xalb—varyavry REEALET, A¥ T4y = M) ET—TANLHIRTAIC
X, Zoa<r Fone BXEFHLET,

mac address-table static mac-addr vlan vian-id interface interface-id

no mac address-table static mac-addr vlan vian-id [interface interface-id]

B DA

TI2HIE

™.

H
I

T

av Yy

T RVR T =T NWIZBMNT 5585 MAC 7 FL A (=% ¥ X hETz
F~vAFxry X b)), ZOFET RVAZEFONT y FBMEE LT
VLAN IZHEET 2L, BELIEA vV F—T oA R TEESNET,
BEL7 MAC 7 RLAZFFO/Nr » b &%(53 5 VLAN Z#fEL £
T, HEETE DHMAIL 1 ~ 4094 TT,

EESNTAT Y NEWET DA F =T oA A, HRIA 5 —T =
A AL, WA= R ER—F FrarngEqEnEd,

mac-addr

vlan vian-id

interface interface-id

AEZT 47 T RUVAFREEN TWHWERTA,

Ja—nN)p arZ 4 FXal—v gy

avy FERE

7

Jyy—2 EERAR

12.1(11)AX o~y REMSNE LT,

12.1(19)EA1 mac-address-table static =~ > K (/~1 7% V) |Z, mac address-table

static I~ R (N4 7o L) I8PV E LA,

WOBITIE, MACT RLVARA T—TIIZAHZT 4 v 7 T KL A ¢23.220a.12f4 %8I3 2 Hik%z R L
£, VLAN4 TZDO MAC 7 KL AZ5EEE LTy h&2ZET 58, 7y MIREShZA v
H—T A ARSI NET,

Switch (config) # mac address-table static c2£3.220a.12f4 vlan 4
interfacegigabitethernet6/0/1

PRE & HEFR$ 5121, show mac address-table ## EXEC =~ > FEZ AN L £,

avwvFk HL

show mac address-table static 28T 4w MACT RLA T—7 1V 2 M) R E2FRRLE
7

l_Catalyst3750 R4 v F IV F YI27L 2R
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mac address-table static drop W

mac address-table static drop

Z2=F XY ARNMAC T RLARA T4 VEZ Y ThAFX—T VI LT FFEDKEILEIT5E%E MAC 7 K
VADIT 74w 7% ey T5R9ICAL v FERET HITIT mac address-table static drop 7
n—NL a7 4 F¥Falb—vay avr REFERHLET, 7740 FRECETIZIE, Z0oa<wr R
D no HAREZHML T,

mac address-table static mac-addr vlan vian-id drop

no mac address-table static mac-addr vlan vian-id

BX DN mac-addr =%y A RNEETLEIESEE MAC 7 RL A, 20O MAC 7 KL A& o8
oy MEIFkry7EShET,
vlan vian-id BEL7ZMACT RLA%ES 7y b &% {E+5 VLAN e L9, L

T& % VLANID O#ipix 1 ~ 4094 T,

T4 2=F ¥ APMMACT RVRA T4 NE Y 3T 4 8—TATE, AL T, BEOHEEILELIX
e MAC T RLAD T 74y 7% Rry P LERA,

T
rH
|
™.

av Yy Ja—R") a7 4 Xalb—g v

oYy FERE y1yy—=x EENE
12.1(19)EAL Zoa<wy RRNBMERE L,

ERLEDHMA RSLY oA HENT 2546, KOEEHREICE->TIFE I,

e YATFFXFXYAFMACTY FLA, 77— FR¥y XA FMACT RL R, BELUOL—4% MAC 7 KL X
FYR—-bFEINFEFHA, CPUIREREIND Ty hb Y R—FINEEA,

o Z=FF¥APMNMACT RVRERZT 4 v T RVALELTEMNML.Z2=%%¥ AN MAC T KL &
TANZ ) T ERETHIHEF,. RBICADESREZa~ > R LT, A4 vy FIEMAC 7 KL
ABEAZT 47 T RUVALELTEMT S0, $7203FDO MACT KL Aoy h&E Ry
FLET, 2FBDICAS LIZa~r R, f¥loa~y Ra EEXLET,

7z & 21X, mac address-table static mac-addr vlan vilan-id interface interface-id 7 =n—/3)L 2
74 F¥a2lb—ary avr RO%IZ mac address-table static mac-addr vlan vian-id drop =2~ >
RFa AN LI2Rmaid. A4 y FIIRETELITsEL L LTHHRESNTE MAC 7 RL A RO Ty
e RFey 7 LET,

mac address-table static mac-addr vlan vian-id drop 72— 3L a7 4 ¥ 2 b—va v avy
K112 mac address-table static mac-addr vlan vian-id interface interface-id =2~ > K& AJjL
HEAE, AL Y TFNEDOMAC T RLAERAXT 47 T RLAELTEIMLET,
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W mac address-table static drop

1 ROFEITIE, 2=F ¥ A FMACT KLV R T4 NE U T hA =T/ L, ¢2f3.220a.12f4 D%(F
TLEIFSHLT RV AEROTyy b2 Ra vy T2 XA, v TFE2RETIHIHEERLET, BE
JTLEFITHTE L TZDO MAC 7 RLA&EFFO/r v b2 VLANS ECTEZESNEHE, 7y bR
oy rEnNEd,

Switch (config) # mac address-table static c2£3.220a.12f4 vlan 4 drop

WO TIE, 2=2F v AMMACT KLV R T4 VB YT 2T 4 8—T T B HEEZRLET,
Switch (config)# no mac address-table static c2£3.220a.12f4 vlan 4

show mac address-table static £## EXEC 2~ > R&Z ANTHIE, REZHWRTHZ N TEET,

EEa<TUF avwyk L]
show mac address-table static 22T 47 MACT RVA T—7) v MY EITaFRRLE

o
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match (79X vvF av74¥aL—>ay) B

match (79X vy av74F¥alL—3Y)

VLAN v v 752 ELT, Xy bz 1 23807 72X VA RNERAET HIZ1E, match 77
Ay T arv s Fal—varavr REFHLET, =BT A —XZ2HIRT DI, Z0=
~ RO no X E2EHL ET,

match {ip address {name | number} [name | number] [name | number]...} | {mac address
{name} [name] [name]...}

no match {ip address {name | number} [name | number] [name | number]...} | {mac address
{name} [name] [name]...}

BX DA ip address Ry bZIPT7TRLATZ7EZVZAMERATEILICT 7R vy FHBREL
Er
mac address X7 FEMACT RLATZ7EBRAVRAFNEBETEZINIT 78R v~y 75 RE
LET,
name Ny FNeBETHT 78R URANDLRTITY,
number Ry NEBATAT7E2A VA RNOERETT, 2047 arit,. MACT 7%
2 U A ML TS T,
T24+ILEK FIFNNDT I a Tk, —BuST A—ZZ VLAN v v I SN EH A,

avU Rk E—F

TI7RA~y S a7 4 Xalb—v gy

avy FERE

EREDHA R34

Jyy—= EEANR
12.1(11)AX Toawy REMShE LT,

vlan access-map /' 02— L a7 4 Xal—vay avwry REHEALT, 7782~y S arrg
Fal—iaryE—FE2HEBLET,

1507 7R VUARNDARTETIIFZEANTHLERHY £3, TOMITTEETT, X7y M.
1 2F7EFEHOT 722 VA MK LTRBATEET, WIFNALrDU 2 MI—&KT2HL, =D
—FHLE LTI NENET,

TIHVA~Sy T ar7 ¥zl —y a3 T— T match =2~ > F&2H L C. VLAN [Z@EH S
%5 VLAN = v 7O—HE&Mh2EXETEE£7, action =2~ RE2FEMATLE. 7y FREMFIC—FL
e XICFEITTHT /v a v BB ETEET,

Ry I, BC7a hal 247077 A JAPMIRLTETREENET, IP N7y ME, 1P
TI7RBAVRAMIHLTRESN, TOMDO Ty MITRTMAC 77 A U A MR LTHAS

nEJ,

FIL~wy 7 = hVIZ, IP7 RLRAE MAC T FLZDOWFEIEETEXET,
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W match (77tEX2yFavr4¥alL—>ay)

i WOHITIE.VLAN 77 v A ~ v 7 vmap4 % EFEL VLANS & VLAN 6 [ZHEHT 2 HEEZRLET,
DT VAT T, Ny RRT A VRN a2 ZEREINTEREFI-BTHE, 12—
Tz ALIP Ty &2 RFry 7 LET,
Switch(config)# wvlan access-map vmap4
Switch (config-access-map) # match ip address al2
Switch (config-access-map) # action drop
(
(

Switch (config-access-map) # exit
Switch(config)# wvlan filter vmap4 vlan-list 5-6

FXE Z T HI21%. show vlan access-map Fi##E EXEC =~ F&Z A LET,

EEaTUF =Y 7L
access-list H B EIERE ACL 2R ELET,
action X% N3 Access Control List (ACL; 727t A = br—/L U X |)
DTy VB LA, FITShd7 7 vary2fRELET,
ip access-list LRATET 7R VA NEERLET,
mac access-list extended ZHIfTE MACT RLRAT727%®A2 YA NEERRLET,
show vlan access-map AL v FTERENTZ VLAN 7 78 A ~ v 75 F R LET,
vlan access-map VLAN 772 A ~ v 7 &ERLET,
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match (/52T yF aviq«FaL—>ay) B

match (VS5SXA<w T av74F¥alL—<3Y)

NF7T7 40 BRI D00 —B&MtEERT DI, match 7 T A~y a7 X2 Lb—T g
vawr REERALET, ~BEERZEHIRTAICE., Zoavr Fone BERNEFEHLET,

match {access-group acl-index-or-name | input-interface interface-id-list | ip dscp
dscp-list | ip precedence ip-precedence-list}

no match {access-group acl-index-or-name | input-interface interface-id-list | ip dscp
dscp-list | ip precedence ip-precedence-list}

B DA

TI2HIE

avYkE—F

access-group IP #Z#E & 7= 139598 Access Control List (ACL; 77+ &X a2 bu—L U R

acl-index-or-name F) F721X MAC ACL OFFE£ 721340 TT, [P F%E ACL %4, ACL
AT w7 AT 1 ~ 99 8L 1300 ~ 1999 T3, IP #53E ACL 0
A, ACL A > 7 v 7 ZA&HIZ 100 ~ 199 3 X T8 2000 ~ 2699 T,

input-interface BERY SV — v P TA A =T 2 A L_VDI TA <y FaEAT5H

interface-id-list YWEHAR—- I EREELET, Z0a~vr i, FLVORY V— <o 7T
FUHEHATE, FLXLORY v— vy TN TOME—DO—EFFTH D
FENRHVET, F—F Q=M ELTHT U N), AXN—ATRY)- 7=
A—F EFR—FrE2 1 NJELTAHDY M), EiENA 7 TR
FR— R Qo bV ELTHT L b)) ZEEETAHZZLICL-T, BX
6 PO N ERETDHI ENTEET,

ip dscp dscp-list EEAT Y FEDOBAEERITH 0D, FKk 8 5% To IP Differentiated
Service Code Point (DSCP; DiffServ =2— R "4 > F) fED U R FTT,
BEIIAN—ACTKYIY £F, FHETEHHAIZ0~63 T, LJ<HHS
NHEDOHEF, =—F=v I A/EANTIHELTEET,

ip precedence FENRTy N DBREEITIT2HOD, K 8 DD IP precedence fHD U X |k

ip-precedence-list TY, FEIZAX—ZATREY 3, HETEHH/MAIX0~7 TF, £<
FEHINAEOYLAIE, =—F=v 745 A1TH5Z L TEET,

—BULEITER SN EE A,

JIAy S a7 4 ¥al— gy

avy FEE

EREDHA R4

yy—=x EFERRE
12.1(11)AX SDavy RABMENE LT,
12.2(25)SE input-interface interface-id-list ¥ — 7 — KR BMSNE L7z,

Ny NeRBETLDIEE ATy FOEDT 4 — N REefi200%aET 24 1E. match =
~ U REFEHLEST, IP 778X ZAV—T7%721E MAC 7 7 & A 7L —7® Ether Type/Len DA 72
IR FR—PERTOET,

WELAR— ATy M EERT 2720, 77 A vy 7 ZTLI21 2T DIZRY match =~ F
DHR—FINTHET, ZORUTIE, match-all ¥—7 — K& match-any ¥—7 — FiZFE U T,
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M match (/5XTyFavT74¥aL—23Y)

]

match ip dscp dscp-list 2~ > N E 721X match ip precedence ip-precedence-list =~ > FOHFETX, &
SHERINIMO=—F=v 7 4% ASITEET, 72L& %X, matchip dscp afll =~ > K& AN TE
T, 2Oz~ KX, matchipdsep 10 =~ > REANLIZHE LR URERICRD 5, £,
match ip precedence critical =~ FZ A/JT&x£4, ZD =~ FiL, match ip precedence 5 =~
YREANLESEERUHERICRVET, FR—PFPSNT0DE=—FE=v 7DV A FERRTDIC
<. match ip dscp ? ¥ 7-1% match ip precedence ? =~ > KZAJJL T, I~ RTA4 D~V T R
MU 7 a2FoR LTLIZEN,

BEEARY O — vy TR, Vv F =T =2 A A LNV DT TR~y TERRET D L EITIL,
input-interface interface-id-list X — 7V — R&{EHA L E 7, interface-id-list \Z1%, K 6 >DO=> K
EIEET DI ENTETET,

WOBITIX, 7T A~ 7 class2 HVERT 5 HiEERLET, T~ 71, DSCP i 10, 11, B &
N2 #FOTRTCOEFE T 74 v 7IC—HLET,
Switch (config)# class-map class2

Switch (config-cmap) # match ip dscp 10 11 12
Switch (config-cmap) # exit

WOBITIE, 7T A~y class3 #ERT 2 HikE R LET, ZO~ v 7L, IP precedence fi 5, 6.
BLOTEROTRXTOERFB NI 7 4 v 7 I—HLET,
Switch (config)# class-map class3

Switch (config-cmap) # match ip precedence 5 6 7
Switch (config-cmap) # exit

WOFHICIL, IP precedence —EIEMEEHIFR L, acll ZHEHALC NI 7 4 v 7 20T HEERLE
7T

Switch (config)# class-map class2

Switch (config-cmap) # match ip precedence 5 6 7
Switch (config-cmap)# no match ip precedence
Switch (config-cmap) # match access-group acll
Switch (config-cmap) # exit

ROFEITIE, BERY Y — vy T TA VA =T 2 A LD I T A <y TREAT MR — D
YA NDIREFEERLTHET,
Switch (config)# class-map match-all class4

Switch (config-cmap) # match input-interface gigabitethernet2/0/1 gigabitethernet2/0/2
Switch (config-cmap) # exit

WOFITIE, BERY) S — <y P TA L E—T A XA LD T TR 2y ZREATHWER— O
FPHOFRE T EE R L TCVET,

Switch (config)# class-map match-all class4
Switch (config-cmap)# match input-interface gigabitethernet2/0/1 - gigabitethernet2/0/5
Switch (config-cmap) # exit

show class-map #i# EXEC 2~ K2 AT D5 L, RELZHRTEXET,

BBEav> R

avwo R Bl
class-map HZHIERRE LI TAERry hEDOBBIHEHEND 7 TR <~y T2k
L ET,

show class-map Quality of Service (QoS) 7 7 A v v 7 H#FKRLE T,
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mdix auto

mdix auto

B DERHA

TI2HIE

avYkE—F

A v H#—7 x4 A T Automatic Media-Dependent-Interface Crossover (Auto-MDIX) H§fE% A R —
TZT HI2IE. mdix auto f S F—T A A AT Falb—vary avy FefEHLET, Auto
MDIX 254 X =T NG E A U F =7 = A ATABWNCKLE R r =T VRS A7 (A L— &
TiErmA) L, #EREEICRELET, Auto MDIX &7 4 E—7LC T 512, Zoav
Y Ro no BEFEHLET,

mdix auto

no mdix auto

Zoavwy R, IEELITF—U—FEH D A,

Auto MDIX 1%, A Rx—7 LT,

A B =T 2 f A AT Fal—a

avy FEE

EREDHA R4

yy—= FERRE
12.1(14)EA1 Zoavwy RPMEMEShE L,
12.2(18)SE FT AN NREN Ty T —TAME A F— TMIEESNE LT,

A B —T x4 AD Auto MDIX % A 2 — 7 W T BEEIE, BRENSEFICIET2 L5, 41 % —
Tx2AARELT 2Ly 7 Ah auto [ICRETHLERNH D 9,

Auto MDIX 28 (ELT 27 Ly 7 20 A= —a b bil) Eid s —Tx AR
DO—FEIIETIFTA X —T VDL, 77—V ZA4 7 (AL —bhEFI7aR) PARETH Y
YIOMT T LUET,

Auto-MDIX (%, 3~T® 10/100 35 L T* 10/100/1000 Mbps 1 > ¥ —7 = A A LB LD
10/100/1000BASE-T/TX Small Form-factor Pluggable (SFP; HFWirlRE/N 7 +— 1 77 7 &) E
Va— A HE =Tz A ALTHHR—FENET, 1000BASE-SX F7=i% 1000BASE-LX SFP &
Ca— ) AU HE =T 2 ATV A= FEINFEFA,

] ROBITIE, H— kD Auto MDIX % A F— T MT % Fikz R LET,
Switch# configure terminal
Switch (config)# interface gigabitethernetl/0/1
Switch (config-if)# speed auto
Switch (config-if)# duplex auto
Switch (config-if)# mdix auto
Switch (config-if)# end
A B —T x4 AD auto-MDIX @@Jf’?x 7 — b 2R3 51213 show controllers ethernet-controller
interface-id phy ¥t EXEC =2~ RE# A LE T,
Catalyst 3750 Rf yF av>F YI7LYR
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W mis qos
AA v F 2RO Quality of Service (QoS) %A F—7 /T HITIX, mls qos 7 a— 3L a7 ¢
Fal—varavrFEEALET, mlsqos 2~ REANTHE, VAT LAANOTRTOR— k
TT 74NV~ NTGA—=ZREH ST QoS A F—T NI £F, AL v FEERDTTD QoS B
HOMEHEZ Yy L, QoS HREZ T 4 ¥ —T7 T HICiE, 2D~ KO no BEXREHEM L ET,
mls qos
no mls qos
BX D Ioawy RIS, BIBEREF—T— FEd Y £ A,
TI#4IE QoS IIT 4= A TT, Ty bBREFEIALR (X7 v RN CoS, DSCP, BL U IP

precedence fEIIAT IN22VY) 7o, BETEDLIR— FELIFBEBETERVAR— b & o elERIEFF
ELE®A, b7 7 4 v 271X Pass-Through T— R TAAL v F 7 E&NET Oy MxEEHRZILN
LI AA v TF TS, RITV U TRLULONA N 27 4 — MIGEINET),

mls qos 7' 17— /3L :1‘/74#‘11/~\‘/a/:17/l\ Tk oT QoS A FX—T b &, DT
RTO QoS REMMNT 7 4/ MEICRESNTWIHAE, NI 74 v 73R 7End, <A
T 74—k (DSCP & CoS fliL 0 IZFE S D) J:L'C“i’ﬁé?hi‘f R v— vy FIERESN
Fthh, TRTOR—F EOT 7 4L b A— NOEEMT, E#EM L (untrusted) DIRTE “C?L a
TAN EDANF 2—BLOHIF 2 —OREENAEL LY £,

Jua—n) a7 4 FXal—g

EREDAHA R34y

7

Jyy—=x EERA
12.1(11)AX Toawy REMESRE L,

QoS YE, RV, ~— s F v rERI Ny Y, Fa—ArI N T 4w Y=—EU I
BEEEAT S, QoS 27/ u— VUi f F—TWCTH0ERHY 3, mlsqos =2~ FEANT

5HIJ RV T EERLENER— MZEHTEET, 2L, mlsqos =~ FEZAJJL T

WRWEA . QoS WERIZT 4 B —T MR 7,

nomls qos =~ FEZ AL TH, QoS aRET DDA LR v — vy T L s I A~y FE

WEMNLHIBRESNEYA, 2L, VAT L VY —RAEHNT D20, R v— <y 7REdT5=

VEUVIFEAAL v F A= R =T LHIBRSNET, URIORET QoS #FHEA X—7 NI T D54,

mls qos =~ REFHLET,

_®:V/kfx4/§vux8% EZUIDEZ L2 LT, Fa—0P A XBEE (FEHVYT) Ih

FT, Fa— A XAOEERICIX, "— NV =T ZHRETHHHPF 2 —1T—FHICT vy ¥ Y
vEah, AA y?(i:@ﬂ?:—éiﬂéﬁt CEFELEEARTy PR Ry Liﬁ”o

ROFITIE, AL vF ETQoS A R—TNCT D HEEZRLET,

Switch (config) # mls gos
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misqos W

FRE &R T HIZIi%, show mls qos 54 EXEC =2~ > REANLET,

BEav VR avwy kR HL)

show mls qos QoS EHAEER R LET,
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W mis qos aggregate-policer

mls qos aggregate-policer

RYP— RT A —=F%EFKRT DX, mls qos aggregate-policer 72— L a7 4 Falb—a v
av REERLEST, Zhud, A—oR) v— vy TRNOEHEDO 7 FATHAETEET, RY¥—
T, RRHFRBERE, HKRA—A MoV A X BLOWT RO KEZEE L7256 OMLIEE
EFRLET, BRIV P —ZHIRT2ICE, Z20oa~vr Rone BAEEHLET,

mls qos aggregate-policer aggregate-policer-name rate-bps burst-byte exceed-action
{drop | policed-dscp-transmit}

no mls qos aggregate-policer aggregate-policer-name

B DA

TI24IEK

aggregate-policer-name police aggregate RV > — v 7 77X a7 4 Fal—v gy av
v RMBRITAEHNR Y —DARITT,

rate-bps T NT T 4w I IREEEEE Yy M (b/s) THRELET, HETE
B #iFH X 8000 ~ 1000000000 T3,

burst-byte W D/SR—=Z R YA X (A R) BHEELET, HETE HHMEIL
8000 ~ 1000000 T,

exceed-action drop HESNFEEEELXBZLE, AL vTFRry e Ray 745
LOoOWMELET,

exceed-action BEINTEEEELBZ DL, AL v T B30 v hO Differentiated

policed-dscp-transmit Service Code Point (DSCP; DiffServ =— K RA  R) &2, KV 7
HE DSCP v~ v FIZHESNIMEICER LT, N7y NEEETDH &
IFEELET,

LRIRY P —ITERSINERE A,

Ja—R) a7 4 ¥alb—y g

EREDAHA R34y

Jy—= EEANR
12.1(11)AX Toawy REMShE LT,

RUY =B ERD 7 T AL > THREEIN TV DL HAIE, BRI —2ERLET,

HDHE—=PORY P —ZPOR—FOMORY P —LIFFT LT TEERA, 2 00D HK— b
MEDNT T4 w71, RV U TEMNTITENTE ER A,

2 O LOWER— FEHIFET 58— ASIC 731 R, 256 DR Y $— (255 fH D = — P E W]
REZR AR Y b —& 1 HoONEERMTICTRIINTZRY ¥—) 2 R—-—FLET, K= FZLITYR—b
SNH2—PHREMERRN) P —ORRET 63 T, RV —FY T hy=TIlL>TAH TR
THEIVIRON, "= FU =7 BLWASIC DIRFUZ L > THIK SN E T, R—FZLIZRY P —2FH
THZLEFTEERAL (K= PV TNPORY P —IZHY B THND LIFRESNTHEEA),

EHRV S —ZFCRY) o— <=y FROEHDO 7 T ACERENET, BRE2R)— <y Iz
Do TEMR) P —%2ERTDLZ LT TEEEA,
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mis qos aggregate-policer W

RY v— <~y 7NTHEATOEE, £HFRY P —13HIBERTE EE A, ®AIZ, no police aggregate
aggregate-policer-name R > — v 77X ar7 4 F¥alb—vary avry FefHLTTIXTO
RV v— <=y INOLHENRY —%2HIRL T/, 5, no mls qos aggregate-policer
aggregate-policer-name 2~ > REMAT 2 VLERH Y 7,

RY o TE b= "y b TAIY) ALz LETS, N7y hORS (NTy FRA—1R"—7
0 —F5F TOFFRRKNSN—A L) ZFHETHICIE, police RV — <y T VTR a7 4 Fal—
v a v awr N0 burst-byte 37 = £ 7213 mls qos aggregate-policer 72—/ 3L 27 ¢ ¥ o
L—vay av U RERALET, b—2 WAy ML HIBRS N DEE CRYEE) 28RETD
W2, police RV v — v VTR ar74¥alb—ar avw KO rrate-bps 7> 3 U E720%
mls qos aggregate-policer 72—/ 3L 27 4 Fal—var avwy REFEALET, IO NT
X, 2OV Y —RCHET DY 7 h U =T arZ7 4 ¥al—var A RESRLTIEEI N,

U] ROFITIE, RN Y — T RA—FEEHRTDHEL, B v— vy THNOERD 7 7 AZZ DR
VY —%@HT5HEERLET,
Switch (config) # mls qgos aggregate-policer agg policerl 1000000 1000000 exceed-action drop
Switch (config)# policy-map policy2
Switch (config-pmap) # class classl
Switch (config-pmap-c) # police aggregate agg policerl
Switch (config-pmap-c) # exit
Switch (config-pmap) # class class2
Switch (config-pmap-c)# set dscp 10
Switch (config-pmap-c)# police aggregate agg_policerl
Switch (config-pmap-c) # exit
Switch (config-pmap)# class class3
Switch (config-pmap-c) # trust dscp
Switch (config-pmap-c)# police aggregate agg policer2
Switch (config-pmap-c) # exit
FXE &R T 5 I2iE. show mls qos aggregate-policer 4+ EXEC 2~ > FEZ AN L FT,
BEaTF avwok e
police aggregate B2 7 7R Lo THEINDIRY —%Fl L E T,
show mls qos aggregate-policer Quality of Service (QoS) MRV —FHEEF X RLET,
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W mis qos cos

mls qos cos

7 7 4 b @R — b Class of Service (CoS) fEZEHK L=V, R—F EDOTXRTOERF 7 v M2
74/ hD CoSEAEY HTED T 5ITIL, mlsqoscos4/5z TxA R A7 4Falb—ar
avy REFEHLET, 7740V FREICETICE, Z0avr Rone BRXEFHLET,

mls qos cos {default-cos | override}

no mls qos cos {default-cos | override}

BX DA default-cos T 74k CoSfEZER— MIEY LB TET, Fry bR 7T ESnTuniang
BT 74D CoSEN /N7 bdD CoSfEIZZAR Y £9, 8 ETE 2 CoS #iPHIZ
0~7 T,
override EF Ry o CoS Z/MENZ L, T RTCOERF/ Y MTT 744 FOR— h

CoS fEZ#EM L £,

FTI2AILE F 7 4L hOFR— |k CoS fEIX 0 T,
CoS W bITT 4 E— 7 NICHERTESNTWET,

avY kR E—F Ao B —T xR AT 4 Fal—Tgr

avy FER Jyy—x EERA
12.1(11)AX Zoavy REMESRE L,

BRLOAAIRSAY FoxAMEzEMLT, #2720 GEE/ 7 v b8 CoS AR 2WBE) THELETATOA
47w MZ CoS fi & Differentiated Service Code Point (DSCP; DiffServ = — F RA > ) HEZE Y 4
THZENTEET, £/, override ¥—V— K& T5L, 774/ +® CoS fid & DSCP %3
RTOERFBNT Yy MTEID S THZ ERTEET,

BEDOR— MBS TRTOERFE AT v F ﬂﬁ@ﬂ“’~ FRBEET Ly REOVEWT T A4
T4 ER iff%b\7 TAAYT 4 252 DL, override ¥— U — F&HHLET, & ZAAR—Fh
239" TIZ DSCP, CoS. F7ix 1P precedence FEETHALOCHRESNTNTH, Z0a~vy RiEl
ANCRREF A DOEHIREZ I L, T X TOHE(E CoS fHIZ mls qos cos =~ RTREINTZT 7+
VD CoSERF VB ToNET., BHE/Ty MBRX T2 DRE, 73y o CoS fEIX, HATHR—
FC, R—=brDF 751k CoS ZHEHLTERINET,

1 WOFITIE, B—FDF 740~ F— |k CoS % 4 ITRET DL HEERLET,

Switch (config)# interface gigabitethernet2/0/1
Switch (config-if)# mls gos trust cos
Switch (config-if)# mls qgos cos 4
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mis qos cos M

WOBITIE, A= FT, K= MIERBTLITRXTONNT Y MZT 74/ FOAR— K CoSfE 4 ZFID 4
Th ke R LET,

Switch (config) # interface gigabitethernet2/0/1
Switch (config-if)# mls qgos cos 4
Switch (config-if)# mls qos cos override

show mls qos interface 74 EXEC 2~ RE AT H L, REEZMHR T ET,

NS avvk B
show mls qos interface Quality of Service (QoS) E#HERFL ET,
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W mis qos dscp-mutation

mls qos dscp-mutation

Differentiated Service Code Point (DSCP; DiffServ =— K &RA > ) OEF#HEOH 58— MMkt LT,
DSCP/DSCP £#i~ v 7 % H 3 % 121X, mls qos dsep-mutation f > ¥ —7 =4 XA a2 7 4 F 2l —
vayvavwry REFHLES, vy 7 ET 740 FRE (DSCP A L) ICERTIZIE, Zoavy
Ko no BRAEHEHL 9,

mls qos dscp-mutation dscp-mutation-name

no mls qos dscp-mutation dscp-mutation-name

B DA

TI2FIE

dscp-mutation-name DSCP/DSCP ZHfi~ » 7 O4 R, Z O~ > 7%, LIRTE mls qos
map dscp-mutation 72— L 27 4 Fal—ay avy KT
ERINTNE LT,

7 7 4V~ ® DSCP/DSCP Z#i~ » 71X, %15 DSCP fE% [ U DSCP fHic~ vy ¥’ 75XV v v/
<7,

AR —=—T 2 A AT 4Fal—3ar

EREDAHA R34y

I

Jyy—=x EERA
12.1(11)AX Zoavy REMESRE L,

2 ©® Quality of Service (QoS) KA A »23#727% DSCP EFH % Fi>%41%, DSCP/DSCP £~ v
TEMEHLT, — 5D DSCPEDOE Y baH ) —HDRKAL VOERICHAT D LI ICERLET,
DSCP/DSCP Z#i~ » 71%, Quality of Service (QoS) BE N A A L OBERICHLIZFEAR— MIEHL
FT (AEH),

ADEHTIE, LW DSCPER /Ty NNOfEE EEX L, QoS IZZoH LWMEE RS>/ > b &
WMELET, AL vFid, HTLWDSCPEE L HIZEFD R hER— b~EHLET,

AFIR— MTiTE% D DSCP/DSCP £~ v T HFRETE ET,

~ v 713, DSCP OEFEMEDOH 5 AR — MIETEM L EJ . DSCP L~ v 72 FHTI RVAR— b,
Class of Service (CoS) F7-i% IP precedence DIEHTE 2R — MIEHT D &, a2~ Fixd <k
ST, FOR— R DSCP DEFHTELR— MR- TOLRREFIELET,

WOFHITIE, DSCP/DSCP £#i~ v 7 dscpmutation] #EFE L, £ DO~ v 7T R— MIEAT D Hikx
ALET,

Switch(config)# mls qos map dscp-mutation dscpmutationl 10 11 12 13 to 30
Switch (config)# interface gigabitethernet2/0/1
Switch (config-if)# mls qos trust dscp

Switch(config-if)# mls qos dscp-mutation dscpmutationl
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mis qos dscp-mutation W

WoHICiE, DSCP/DSCP £#i~ v 74 dscpmutation] %K — R BHHEIBRL, DO~y 7% T 7 4L K
WUty N5 HEERLET,

Switch(config-if)# no mls gos dscp-mutation dscpmutationl

REEWIRT 512X, show mls qos maps Fi#E EXEC 2~ > REANLET,

BEav R avwoFk BieA
mls qos map dscp-mutation DSCP/DSCP Z#i~ v 7 &2 E#K L E T,

R—rOEEKELZRELET,
QoS D~y B IHERERRLET,

mls qos trust
show mls qos maps
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M mis qos map

mls qos map

Class of Service (CoS) /Differentiated Service Code Point (DSCP; DiffServ =2 — K i"A > k) ~ v
7. DSCP/CoS ~ 7, DSCP/DSCP Z#i~ > 7, IP precedence/DSCP ¥ v 7', BLUORI 7 &

7= DSCP O~ v 7% E

FTHITIE, mlsqosmap 72— L a7 4 XFal— gy avy Refl

MLES, 7740 O~y FIZERTITIE, Zoa~vr Fono BREZHHLET,

mls qos map {cos-dscp dscpl...dscp8 | dscp-cos dscp-list to cos | dscp-mutation
dscp-mutation-name in-dscp to out-dscp | ip-prec-dscp dscpl...dscp8 | policed-dscp
dscp-list to mark-down-dscp}

no mls qos map {cos-dscp | dscp-cos | dscp-mutation dscp-mutation-name | ip-prec-dscp

| policed-dscp}

BXDEHEA cos-dsep dscpl...dscp8

CoS/DSCP ~ v 7 EH L £7,

dscpl...dscp8 121X, CoS L 0 ~ 7 \Zxtitsd 5 8 20 DSCP fgx AS L&
T, % DSCP fliZA—ATRYIY £9, FETX LML 0~ 63 T,

dscp-cos dscp-list to
cos

DSCP/CoS ¥ v 7 EFR L £,

dscp-list |21, KfEE AX—ZATRY)>THRKA 8§ >0 DSCP iz A LE
T, FEETXH2HMEIZ0~63 T, SHIZ, to F—TU—FREANLET,

cos \Zi%, DSCPIEELMIET D 1 2D CoSEEATILET, FRETE 54
FHIZ0~7 T,

dscp-mutation
dscp-mutation-name
in-dscp to out-dscp

DSCP/DSCP Zffi~ > 752 EHR L 7
dscp-mutation-name \ZV%, B~ v T2 B AT LET,

in-dscp 1213, FEE A=A TRY)> THK 8 >D DSCP Ex A LE
T, IHIZ, to ¥F—UV—REANLET,

out-dscp \Z1%. 1 >0 DSCP iz A LET,
FRETE 2HPHIZ 0 ~ 63 TT,

ip-prec-dscp
dscpl...dscp8

IP precedence/DSCP ~ v 7% EFRK L7,

dscpl...dscp8 121, 1P precedence fE 0 ~ 7 \Zxtin9% 8 2D DSCP &%
AN LET, % DSCPHIFAR—ATRYIY £7, HE T HHPHIZ0 ~
63 T,

policed-dscp dscp-list
to mark-down-dscp

R IBREDSCP v~y P2 ERLET,

dsep-list 1213, BfEEZ A=A TXY)> THRAK 8§ 2D DSCP EEZ AL F
T, IHIZ, to F—U—REZANLET,

mark-down-dscp (21X, HIST2HRI U THE (v—7 Xy 3hi)
DSCP iz A LET,

fEETE 28I 0 ~ 63 T,
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misgosmap W

TI#4ILE #2-1412, F 74/ D CoS/DSCP = v 77 LET,
= 214 FI4I D CoS/IDSCP =7
CoS & DSCP {&

0 0

1 8

2 16
3 24
4 32
5 40
6 48
7 56

#£2-1512, 74/ +® DSCP/CoS v 7% L £,

% 215 74l h® DSCP/CoS T 7
DSCP {& CoS fE

0~7 0

8 ~ 15 1

16 ~ 23 2

24 ~ 31 3

32 ~ 39 4

40 ~ 47 5

48 ~ 55 6

56 ~ 63 7

#2-16 12, T 74/ h® IP precedence/DSCP ~ v 7%~ L E 7,

& 2-16 F2# )L kD IP Precedence/DSCP = 7
IP precedence & DSCP {&

0 0

1 8

2 16

3 24

4 32

5 40

6 48

7 56

5 7 4 k@ DSCP/DSCP Z£#i~ v 7%, %15 DSCP %R U DSCP fHic~ v B 7 4T5 X1 ~ v 7
‘(:\\?‘O
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M mis qos map

T 7 H I/ NORY 2 TEE DSCP <> 71X, %15 DSCP E% R U DSCP fHiZ~ v B> 7425 XL
<~ 7T,

T
H
I
™.

avy Ja—R) a7 4 ¥al—r g

vy FERE y1)y—2 EEANR
12.1(11)AX Toawy REMShE LT,

FEREDHLARSAY ~o 73T Ty e — L EHEIN TV ET, DSCP/DSCP £~ v 75 R T _RCo~ vy 7%, T
NTOR— MI#EH S E T, DSCP/DSCP Z#i~ v 7%, HEOFR— MI#EHEINET,

15l W ORFITIL, 1P precedence/DSCP ~ v 7% iE# L, IP precedence i 0 ~ 7 % DSCP f& 0, 10, 20,
30, 40, 50, 55, BLU60 v B 7T B HEERLET,

Switch# configure terminal
Switch (config)# mls qos map ip-prec-dscp 0 10 20 30 40 50 55 60

OB TX, NV 7REDSCP v~y 72 EH#KRT L HEEZ~LET, DSCPE 1. 2. 3. 4. 5. B
FO6IEDSCPEOIC~—7 XU EnEd, WRNICERESN T\~ —27 S7= DSCP E13 4
HINnEHEA,

Switch# configure terminal
Switch (config)# mls qos map policed-dscp 1 2 3 4 5 6 to 0

WROBITIL, DSCP/CoS v v /& EHRT D HiE%E -~ LET, DSCP 20, 21, 22, 23, BLV 24 %,
CoSlizvy 7 &inEd, DSCPfE 10, 11, 12, 13, 14, 15, 16, BLV® 171X CoSO0IZv v &
YITENET,

Switch# configure terminal
Switch (config)# mls qos map dscp-cos 20 21 22 23 24 to 1
Switch (config)# mls qos map dscp-cos 10 11 12 13 14 15 16 17 to O

ROFITIL, CoS/DSCP ~ v V& ERT D ELRLET, CoSTE O~ 7%, DSCP{# 0. 5. 10,
15, 20, 25, 30, BEIQ35 vy B 7 aSNnET,

Switch# configure terminal
Switch (config)# mls gos map cos-dscp 0 5 10 15 20 25 30 35

KOPITIE, DSCP/DSCP A~ v 7 & iE&RT 2 Hika R LET, PIRMICRESATHRNTY MY
T _RTEFINFEAL (XL vy FHOEEDEETT).,

Switch# configure terminal

Switch (config)# mls qos map dscp-mutation mutationl 1 2 3 4 5 6 7 to 10
Switch(config)# mls qos map dscp-mutation mutationl 8 9 10 11 12 13 to 10
Switch(config)# mls gos map dscp-mutation mutationl 20 21 22 to 20

Switch (config)# mls qos map dscp-mutation mutationl 0 31 32 33 34 to 30

FRIE % 729 5 121X, show mls qos maps #5#E EXEC 2~ REZ AN LET,
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misgosmap W

BEaTUF avvk BL
mls qos dscp-mutation DSCP/DSCP %4~ v 7% DSCP OfF#HEDOH 58— MG L E
j‘o
show mls qos maps Quality of Service (QoS) ¥ > V' /AR R LET,
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Hl mis qos queue-set output buffers

mis qos queue-set output buffers

Fa—kty b (FER—-FD450HTF2—) 2y 77 2HD Y TSHITIE, mls qos queue-set
output buffers 71— L a7 4 Fal—v gy avr REERALET, T 740 FREICETIC
. Zoavr RO no JEREEHLET,

mls qos queue-set output gset-id buffers allocationl ... allocation4

no mls qos queue-set output gset-id buffers

X DM gset-id 22—y bDOID T, HFAR—MI¥=a—%y MIJEL, "— MEMNTHA
Fa— 4 OO TRTEERLET, BECEI28@MAIT1 ~2 TY,
allocationl ... EZ¥Xa— (Fa—1~4D4o50DFa2—) Oy Ty AN=2EN YT (%) T
allocation4 9, allocationl. allocation3. allocationd D4, #HIL 0 ~ 99 TT,

allocation2 DA, #®EHIX 1 ~ 100 T (CPU NNy 7752 EH D), FHEITA
N—ZTREID £,

TI2HIE FTRTOE VYT, 4 >OF 2 — 1t~y 7 SnET (25, 25, 25, 25), &Fa—Nn
Ny Ty ZAXR—ZD 1/4 285 FT,

a2V F E—F Fa—s L ar 74 Xal—3a
vy FERE y1yy—=x EFENR
12.1(11)AX Zoa<wry RRNBMENRE L,
12.2(18)SE allocation2 OFIFAN 0 ~ 100 7°5 20 ~ 100 ([ZEH S E Lz,
12.2(20)SE allocationl. allocation3. allocation4d OFPH 0 ~ 100 72>5 0 ~ 99 (T2
HXNE LT, allocation2 OFHM 20 ~ 100 25 1 ~ 100 [ITEE I FE
L7,

ERLDHA RFSM4Y 45080 S THEEEELET, HEFIAX—ZATRYY £,
FTI 74 7 DEEEISL TNy 77 2EVNTES, 2E21E, Em P74 AV T ADNT T 4 v
T EFEOX 23 DEEORNy Ty B ET,
R DR EFFORIRD 7 T AD NT 7 4 v 7 %R ET 521X, mls qos queue-set output gser-id
threshold 7 — )L 2 7 4 X2l —v gy avwr et bz, 2oavr RaEFEHLET,

(GE) Hjj]«*\':n—@777r/1/l\&“7£i FEAEORMIZEL TWET, HOF2—IZOWTHoHEME L2
WRRY , BREEZTELET, QoS OFFficH>WTIX, Y7 o7 av74F¥alb—vary AR
’C“ [Configuring QoS DEEZZR LTI EWY,
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mis qos queue-set output buffers W

U] ROBITIH, B—=FaFa—ty b2l vy 7T ohEERLET, HAFa— 1Ly 77 A
NR=Z2D 40% &, HHhF¥=2—2, 3, BLUV4ITITENRZEN 20% TOFID HTET,
Switch (config) # mls gos queue-set output 2 buffers 40 20 20 20
Switch (config) # interface gigabitethernet2/0/1
Switch (config-if)# queue-set 2
I & MEFB T 5 121d, show mls qos interface [interface-id] buffers £ 7213 show mls qos queue-set ¥
e EXEC 2w > FE AN LET,
BEIYUR avwyFk B
mls qos queue-set output threshold  Weighted Tail-Drop (WTD) L& WEEZHEL, Sy 77D
TRAZEV T A EZRFEL, Fa—Fy MIKTIRRAE
VEID Y TEHRELET,
queue-set R—braFa—ty NIvy 7 LET,
show mls qos interface buffers Quality of Service (QoS) 1HF#EF L E T,
show mls qos queue-set ¥a—ky FPOHAF 22—y MEZETRLET,
Catalyst 3750 Rf yF av>F YI7LYR
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W mis qos queue-set output threshold

mls qos queue-set output threshold

Weighted Tail-Drop (WTD) LEWEZHET LI LT, Ny 77O AMEZHEIEL, F2—& v b
(BER—bD 4 2OHNFa2—) 1T LTRRADAEVEID B TEEZET SI21E, mls qos queue-set
output threshold 7 o — 3L a7 4 Fal—v gy avwr REFERALET, T 740 MREICET
WZiE, Zoa<r Kone BXNZHEMALET,

mls qos queue-set output gset-id threshold queue-id drop-thresholdl drop-threshold2
reserved-threshold maximum-threshold

no mls qos queue-set output gset-id threshold [queue-id]

BX DA gset-id Fa—Fy hOID T, HHR— FEFa—ty MIBL, F— NHEACH
¥ 22— 4 SOOI RTEERLET, HETEHMIT1 ~2 T,
queue-id a<w Y RRFEITENDLIF 2~y NNOFFEDFTF2—T7, FHETEX 5%
FiZ 1 ~4 T9,
drop-thresholdl Fa—ZED Y TONZATY OEE (%) TRIND 25D WTD L&
drop-threshold2 WET, FEETE DAL 1 ~ 3200% T9,
reserved-threshold Fa—IZK L THAE (FH) SNEAFVETT, Ev Y TonizAE)D

DEE (%) TRINET, HETZ %ML 1 ~ 100% TT,

maximum-threshold 7 VRIED* = —7%, TRIREBZ S v 77 ZBIETE 5 L5 1C LET,
SR, Fa—BSEy b RR Y FETICRECE BRAATEY T,
EETE A8PHIX 1 ~ 3200% T,

T2+ EK Quality of Service (QoS) MA F—T7 L7k X%, WID b1 *—7 L TT,
#2-171%, 770 bD WTD LEVEOREMZ KL TWET,

& 217 T4 rDOHAF21— WTD LELMEREE

HgE Fa—1 Fa—2 *a21—3 *a1—4
WTD Fuo v 7 L& VME 100% 200% 100% 100%
WTD Ko w7 L Ui 2 100% 200% 100% 100%
THRIFE A L& VME 50% 100% 50% 50%
B L X UM E 400% 400% 400% 400%

T
H
I
™.

av Y Ja—nR") ary7 4 Xalb—g v

av Yy FEE y1y—2 EERNE
12.1(11)AX Toawr REMSE L,

BERLDHML FSA4Y mls qos queue-set output gser-id buffers 7o —/3L 27 4 Falb—v gy a<wry N, Fa—tk v
FND 4 DDOF 2 —ICEERD Ny 7 7 2E 0 S TET,
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(E)

]

mis qos queue-set output threshold

FoeyZLEWE (%) 12100% ZBiETH5 2N TE, EREETHRETAZ LN TEET (BKRL
ZVMED 100% 2B 2 55E),

Ny Z77&8HICEY, Fa—ty PNOELOF 2 —RNLFO S — L E S HICHHATE AEESTH., %
X2 — DK7Yy MIIWNEET 400%., DFEV RNy 7 7 IZED B THENTED 4 FICHIBBES N E T,
1 oDy MI 1 SFERREEDO ANy 772 HHTEET,

Cisco IOS Release 12.2(25)SEE1 LIB& T, drop-threshold. drop-threshold2. maximum-threshold /X5
A—Z OFFHIEMLE LT,

mﬁ%;*®77¢w%&ﬁi FEAEDRBICHE L TWET, HHIF2—IZ OV THER LD
2Ty ZOBRENRZ—FD QoS VYV a—va &Il LZEAICRY ., REEZEFLT
<7‘:“éb\o

AL T, Ny 7 7EIDYTHAEZFEH LT, HWOFa—TLIZR/IINy 77 E&52THL, WTihh
DX a2 —FER—FRTRTORY 77 2 HELZOMOF 2 —RN NNy 772 HTERLIRD20%
BHE, Ny 757 AR—REZFEWRILOF 2 —|ZHFRTINEINERELET, A vFII, ¥—F v
b Fa—RNPREEZBRZIOIAN 77 ZEELTWARWNNE I (TUF—U Iy b)), ZORKRKAY
TrETRXTHEBELEZNEI D (A—"—U Iy N, HEOT—RZE (BX Ny 773700 hEE
TRV (BENRy T 7)) hEAKLET, $a—04 ==V Iy FTRWEARIL. A1 v FITTHE
KBTS =NVEIFEADO T — v (ETRWGR) Doy Ty AN—REF VY TEHIENTEET,
HKBEOT—NITEEZ RNy T 7 RRVGEERC, F2—DBA4— "= I v hOLFE, A vFIIT7L—20%
Fav 7 L9,

WOFITIEZ, R—heFa—ky h 2] ’x’/t"/ﬁ“’&éﬁ%’ifﬁbi“ﬂ Fa—20 Ry LEVE
ZEID B THENTEAEY D 40% & 60% ITRREL., BV THNTZAEY @ 100% ZRGFE (PF) L
T, ZOF 2=y e Py 78 FICRETRERERAE Y & 200% IZRE L ET,

Switch (config) # mls gos queue-set output 2 threshold 2 40 60 100 200

Switch (config) # interface gigabitethernet2/0/1
Switch (config-if)# queue-set 2

R IE & s 5121, show mls qos interface [interface-id] buffers ¥ 7213 show mls qos queue-set %7
Me EXEC 2~ > REANLET,

BBEav R

avwyr HTL:)]

mls qos queue-set output buffers Ny TrhXa—ty MIEYYTES,
queue-set R—hra2Fa—ty My b7 LET,

show mls qos interface buffers QoS EWAEERLET,

show mls qos queue-set Xa—ty bOHFa—ty MEEZRTLET,
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W mis qos rewrite ip dscp

mls qos rewrite ip dscp

#1g IP 3/ v b ® Differentiated Service Code Point (DSCP; DiffServ =— K i"A > F) 7 4 —/L R
EEETD (EEWZD) L)ALy FEFEET HI21E, mls qos rewrite ip dsep 7 72— 3L 237 ¢
Xal—rvaryavwr RFeEHLEY, A4 v FB3y b DSCP 7 4 — /L REEH (EX#Z)
LaNWE 2 E L, DSCP ZREA X —T VT DIZE, Z0avwr FOne BEREHEHA L ET,

mls qos rewrite ip dscp

no mls qos rewrite ip dscp

BX DA Zoawy RICE, BIEEREF—U— RiEzbh v A,
FI2+I K DSCP FillEF 4 B —7 N TH, AA v FIFEEIP 87> D DSCP 7 4 —/ REEH LET,
avY kK E—F ra—r) ar7 4 ¥al—ay

oy FERE yy—= EFERRE
12.2(25)SE Zoavwy RPMEMEShE L,

FREDHMA FS4Y DSCP FiiL, HATH /% » b DSCP 7 4 —/b FIZE T #8452 £9, no mls qos rewrite ip
dscp 2~ REMHH L TDSCP BRBA X —T Mo TWDIHE, AL v FIXERF T b
DSCP 7 —/b RIFEEET, EE/7 >y O DSCP 7 4 —/L FHERFE ATy hOLDOEFEILIZRY

7,

~

(3¥) DSCP @itz A r—7 ML Th, IEEE802.1Q F> % U v 7 R— h DR — MEHEMEDOEEITIT
LA,

7 7 4V KTk, DSCP &Eilbthix7T 4 B—7 LV CF, AA v F TIEEE 7Y ho DSCP 7 4 —/L R
NEFE S, BE X7y FODSCP 7 4 —/V R, "— FORBEHEKZTE, RV T b~v—F 7,
DSCP/DSCP ##i~ » 7 % % ¥ T Quality of Service (QoS) XX F7,

DSCP ZiEOFEICEZR L, AA v FiZ, vTFT 74 v 7 DT T4 4V T 1 %2FK$ Class of Service
(CoS) EDAERKIZHEHT2H/37 v hORNE DSCPEEZZEHT LET, £/, AA v FIENE DSCP H%
EALT, HAhFa2—BIOULEWEEEIRL £,

7= & 21X, QoS WA X =T NMiZl>TWT, %H1E/37 v o DSCP EMN 32 THDIHE., AA v FIiE.
RY v— <= FTREICHES N THES DSCP E% 16 1A F LE9, DSCP EZifNn A X —7 Il -> T
5354, 2418 DSCP fE1Z 32 (BEOMHEEF L) TY, DSCP B#EMXT 4 £—T MR- TV D HE,
Wi DSCP fEIZH:S T, 1515 DSCP fEIX 16 12720 £,
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mls qos rewrite ip dscp W

Bl ROBITIE, DSCP EildtE% A F—7 M LT, AA v FTHIFIP /$% v b DSCP & ZEE Lzl
F5CRET B HEERLTOET,
Switch (config) # mls gos
Switch (config)# no mls qos rewrite ip dscp
/)’ZODW'C X, DSCP & a7 4 E—7 ML T, AL v FTHEREIP N7y hD DSCPEALEET S
EOITRET D HEEZRLTWET,
Switch (config) # mls gos
Switch (config)# mls qos rewrite ip dscp
X E & MR 521X, show running config | include rewrite £## EXEC =~ FEZ AL E T,
BIEa<T VR avwUFk Ll
mls qos QoS 7 v — Ll X =T M LET,
show mls qos QoS fEHEFR L £7,
show running-config | DSCP sk €& & LE T,
include rewrite
Catalyst 3750 Rf yF av>F YI7LYR
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W mis qos srr-queue input bandwidth

mls qos srr-queue input bandwidth

AJ1% = —IZ Shaped Round Robin (SRR; =4 7 K I K urbEy) vad FEED L THIZIE
mls qos srr-queue input bandwidth 7' 20—/ 3L =227 4 Fal—varyavr ReEFEHRALET, EA
DOWHFEIL, SRRAT Va2 —TF 0Ty Na&Xa—nbk ) HIHEEDHETT, 774/ FREID
BT, Zoa~vr Fono BERXEFEHLET,

mls qos srr-queue input bandwidth weightl weight2

no mls qos srr-queue input bandwidth

BEX DA weight] weight2  weightl 3 X 08 weight2 DHHRIZE D, SRR A7 P a—F MW7y b & AT)
Fa— 1 BEIUOF2—2 0% T BEEOHKRNRED £, HETE 54
FAIZ 1 ~ 100 TF, BEIZAX—ATREYY 7,
T4 weightl & weight2 134 TF (BIRIED 12 T2 2 >OF 2 —cHEICHRENET),
avY R E—F sua—nR) ar7 4 ¥al—3ay
vy FERE yy—= EERAE
12.1(1DHAX Zoaw s RAENERE LT,

ERLEDAA K54

7

SRR %, mls qos srr-queue input priority-queue queue-id bandwidth weight 7’ 2 —/3)L 27 4
F¥al—var avy RO bandwidth ¥—U— FTHEINZLBY | REFHLOERLIENT T A
FVT 4 Fa—llh— Az LET, SRRIZ. WHFDOASF2—THY OFIKIELZILHE L, mls
qos srr-queue input bandwidth weightl weight2 72—/ N 27 4 Fab—v a3y av s RTHRE
SN2 FTHELTWS T —ERZITWVET,

EOANFa—NTF3A4F VT 4 a2a—ThrNEIEET HIT1E. mls qos srr-queue input
priority-queue 7 27—/ )L a7 4 Fa b —ay avr REFERLET,

WOFITIE, A% /7Tﬂel~@kﬁmﬂzrhmfz% WUCTHHEERLET, 77944V T4 Fa—oA
YTET 4 e—T N TT, B0 Y THRAIFRIRIBOLEIL, Fa— 1225/ 25+75), F=2—2 N
75/ (25+75) T,

Switch (config)# mls gos srr-queue input priority-queue 2 bandwidth 0
Switch (config)# mls qos srr-queue input bandwidth 25 75

ZOFITIEH, Fa—2@FF2—1D3FOFIBIEEZFFoTVET, F2—212F, F=2—10D3FD
HETH—EeAREtEnET,

Catalyst 3750 R4/ yF a2 F YI7L VR
m‘ OL-8552-10-J |



| £2% cCatalyst 3750 4 ¥ F Cisco I0S a<w >~ F

mls qos srr-queue input bandwidth

WOPITIEZ, AF v 7 THRa—DOANFHIELZTIV Y TLHHEEZRLET, Fa— 1 EFHYYTEAL
R D 10% ZFOTTAF VT 4 F2—TF, Fa—1&Fa— 2280 Y THAFEIROD LR
X, 4/ (4+4) TT, SRR ITEA). REI N 10% OHHIFEEZF=2—1 (FI7A4 AV T 1 F=2—) I
P—EZALET, D%, SRRIFED D 90% OFHIELZF =2 — 1 &F=2— 2 ITFNEN 45% T o8
FTHRLUES,

Switch(config)# mls gos srr-queue input priority-queue 1 bandwidth 10

Switch (config) # mls gos srr-queue input bandwidth 4 4

E & 9 512X, show mls qos interface [interface-id] queueing % 7213 show mls qos
input-queue # EXEC =2~ K2 AALET,

BEaIU kR avwvk Etea
mls qos srr-queue input buffers ANFz—MONRNy 77 5E DY CTES,
mls qos srr-queue input cos-map Class of Service (CoS) EAZ AN F a—Iiw vy BV,
FF CoSEEF 2 —BLOLEWHEID vy E L
LET,
mls qos srr-queue input dscp-map Differentiated Services Code Point (DSCP; DiffServ

A= RRA P BEANF2—ICv v BT T D0,
DSCPfiiZ ¥ 2—B L UPLEVWEID vy B 7 LE

TO

mls qos srr-queue input priority-quene AN TS5 A4 AV T 4 Fo—FHE L., EHIRARIEL E
R

mls qos srr-queue input threshold Weighted Tail-Drop (WTD) L &WMEDONN—E T —
CEANF 2 —IHD Y TET,

show mls qos input-queue ANF2a—OREEZRRLET,

show mls qos interface queueing Quality of Service (QoS) 1FHEZFRL LT,

Catalyst 3750 Rf yF av>F YI7LYR
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Bl mis qos srr-queue input buffers

mls qos srr-queue input buffers

AT F 2 —MIC Ny 7 7 250 M THITIE, mlsqossrr-queuemputbuffers711—/\11/ a7 4 X
V—vary av s FEHLEST, 7740 FRECETIE, Z0a~vr FOone JEREHEHA L E

B

mls qos srr-queue input buffers percentagel percentage?

no mls qos srr-queue input buffers

BEX DA percentagel AMFa—1BLOF2—2ZEHVLETONE NNy 77 DEE (%) TT,
percentage? FRETE 28X 0~ 100 TY, FMHEIFAN—ZATREY 77,
FTI2AILE Ny Z7D90% NF=2—112, X770 10% RNF=2—2 ZED B ToHNET,
oYk E—F sua—nR) ar7 4 ¥al—3ay
av Yy FER yyy—x EERNE
12.1(11)AX ooy RBRBEMENE L,

EREDAA K54

]

XFa—NAN—ZXAMEOHLEE NI 74 v 7 EZNATELLIICAYy 7 7 2ED B TOMLERHY F
R

WOBEITIE, ANFa— 11y T77 AX=Z2D 60% 2. ANF2—21T Xy T 7 AX—2AD 40%
FEID B THIFEERLET,

Switch(config)# mls qos srr-queue input buffers 60 40

R E % s 511X . show mls qos interface [interface-id] buffers ¥ 7213 show mls qos input-queue
FiHE EXEC a~> REAILET,
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mis qos srr-queue input buffers W

BlEaT YK avwyFk B
mls qos srr-queue input bandwidth Shaped Round Robin (SRR; =4 7K I Kb
V) DEAEEANITF 22— 2BV Y TET,
mls qos srr-queue input cos-map Class of Service (CoS) fEZ A)F 2 —lZv v BT
FHIECoSEEF =2 —BLOLEVWEID IV vy B
LET,
mls qos srr-queue input dscp-map Differentiated Services Code Point (DSCP; DiffServ

a—RKKRAV N EEANF 22—y B TT 250,
DSCP iz ¥ a2—BIOLEWMEID I~y 7 L%

B

mls qos srr-queue input priority-queue AT FGAFVT 4 Fa—%BE L., SHRIE 2R L
=7,

mls qos srr-queue input threshold Weighted Tail-Drop (WTD) L & \MED/S—t& 5 —
VEANNF 2 —IZHID Y TETS,

show mls qos input-queue ANF 2 — DB EEFERLET,

show mls qos interface buffers Quality of Service (QoS) F#HZEZFR L ET,

Catalyst 3750 Rf yF av>F YI7LYR
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W mis gos srr-queue input cos-map

mls qos srr-queue input cos-map

Class of Service (CoS) fEZ AN F 2 —Illvv 7, F72T CoSHEEF 2 —BLUOLEVWEID IZ
~ v B2 73 5I21%, mls qos srr-queue input cos-map /7 2— 3L 27 4 Fab— g avr R
EHEALET, T4 PRECETICE, Zoa<wr Fone BRAHHLET,

mls qos srr-queue input cos-map queue queue-id {cosl...cos8 | threshold threshold-id

cosl...cos8}

no mls qos srr-queue input cos-map

~
GE)
BX D queue queue-id ¥o—HKEEEELET,
queue-id TRETZ H#PHIL 1 ~2 TY,
cosl...cos8 CoSEEZANFa—~v o LT LET,
cosl...cos8 2%, KR §HDEE A=A TR > TANLET, FEET
X AHPMHEILZ0~7 TY,
threshold threshold-id CoS iz F=—DO L X \WMEID I~y L F LET,
cosl...coss threshold-id THRE T BHEMIT 1 ~ 3 TF,
cosl...cos8 \Z1E. R HDEEZ A=A TKRE>TANLET, FEET
X 5HPHIZ0~7 TI,
TIAIE F2-181C, T7 AL D CoS ANFa— L& WM~y 7E2RLET,
= 218 TIAIED CoS ANFa—LELME
CoS {E a—ID-LZLMEID
0~ 4 1-1
5 2-1
6. 7 1-1
avY kR E—F ra—NL ar7 4 ¥al—vay
avy FBE Jyy—= EEANE
12.1(11)AX Zoawry KRBMENE L,
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BEREDAA FS4>

mls qos srr-queue input cos-map M

ANR=FZHD B THENIZ CoSIZE T, ANELIFHNIOF 2 —B IO L EVENRIRS L ET,

LEWME3I DO Ry ZLEWE (%) FFRINCERSNTNET, N—Er 7 —=VEFF =000
DOWABIZKT L TERE SN FE T, mls qos srr-queue input threshold 7 = — NV 27 4 ¥ 2L —v=
voawr REHATDHE. ASIF2—I12 2 20 Weighted Tail-Drop (WTD) L& W ME (%) #HI0 Y
THIENRTEET,

% CoSfEz., B DF2a—BLUOLEWEOMAGLEICH LTy y 7 TEET, ZhIiCkh T
L= LB R DEEICEDED LN TEET,

il KOFITIE, CoSIEO~3%, ANFa—1ERryFLEWMESI% OLEWEID 1 ICvy By
THHEETRLET, CoSTE4 & 51T, ANF=a—1LFay X LEVET0% O LXVMEID 2 ([2#
DYTET,
Switch (config)# mls gos srr-queue input cos-map queue 1 threshold 1 0 1 2 3
Switch (config)# mls gos srr-queue input cos-map queue 1 threshold 2 4 5
Switch (config)# mls qos srr-queue input threshold 1 50 70
FRIE % 729 5 121X, show mls qos maps #5#E EXEC 2~ REZ A LET,
BEa< K avwyFk EIL
mls qos srr-queue input bandwidth Shaped Round Robin (SRR; = A 7 K Ty K rt
V) ODELEATF 2—IZHYYTET,
mls qos srr-queue input buffers ANFa—foNy 77 %2EY Y TE4,
mls qos srr-queue input dscp-map Differentiated Services Code Point (DSCP; DiffServ
a—RFAFRAV D) BEANF 2 —IZv v BT T D0,
DSCPix ¥ =2 —FB LR LEVWEID vy B 7 LE
kD
mls qos srr-queue input priority-queue ANNTFTAF VT 4 Fa2—%E L, BIIEZ 5 L
ES AN
mls qos srr-queue input threshold WTD LEVMED N—FE o F—JF AT 2 — 128D Y
TE,
show mls qos maps QoS D=y B M AR R LET,
Catalyst 3750 Rf yF av>F YI7LYR
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W mis qos srr-queue input dscp-map

mls qos srr-queue input dscp-map

Differentiated Service Code Point (DSCP; DiffServ = — K RA > §) fHEANF =2 —IlZ~v vy BT
F7IEXDSCP EZF 2 —BIXRLEWEID 12+ > ' 73 25121%, mls qos srr-queue input
dscp-map 7 u—/ 3L a7 4 Fal—vary avwry REFERALET, 7740 FREICETICE,
Zoavy RO no BREFHLET,

mls qos srr-queue input dscp-map queue gueue-id {dscpl...dscp8 | threshold threshold-id
dscpl...dscp8}

no mls qos srr-queue input dscp-map

BX DA queue queue-id Xa—FHFERBELET,
queue-id TRETZ H#PHIL 1 ~2 TY,
dscpl...dscp8 DSCP iz A 1F = —Il2~v v ¥ 7 LET,

dscpl...dscp8 121%, % AR—ACTKY>T, K8 DEEAHLE
9, HBETE 2HPHIL0 ~ 63 TT,
threshold threshold-id DSCPE4F=—LX\WMEID IZwv L7 LET,

dscpl...dscp§ threshold-id “CHE/E T % B HEMIL | ~ 3 TF,

dscpl...dscp8 121%, % AR—ACTKY>T, K8 DEEAHLE
T, HBETE 2HMHIL0 ~ 63 TT,

T24+IEK #2-19 Clt, 774V D DSCP ANF¥F2a—DLEWMED~ v L V%R LET,
® 219 FI4I D DSCP AhFa—LELMEYY S
DSCP {i 21— ID-LELMEID
0~ 39 1-1
40 ~ 47 2-1
48 ~ 63 1-1

avY kR E—F Ja—rp ar7 4 Xal—ay

av Yy FEE y1y—2 EERNE
12.1(11)AX Zoawr REMSE L,
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BEREDAA FS4>

mls qos srr-queue input dscp-map W

ADR—=FZED B THN DSCP &> T, ANELFHIOF 2 —B XL EVEBIRELE
R

LEWME3I DO Ry ZLEWE (%) FFINCERSNTONET, N—Er 7 —=YEFF =300
DOWABIZK L TERE SN FE T, mls qos srr-queue input threshold 7 = — NV 27 4 ¥ a2l —v =

voawr REMHATDHE, ASIF2—I2 2 20 Weighted Tail-Drop (WTD) L& W ME (%) #HI0 Y
TAHIENTEET,

% DSCP %2 %725 F 2 —B LU LS WMEDOMAGDEIZY y B 7 LT, 7 L—LA0Rl05ETR

HENDEOIZTHIENTEET,

g~y RHEV K 8D DSCP iz~ v ' 7 TE £,

!l KOFITIEL, DSCPIEO ~ 6%, ANFa—1LRry T LEVESO% OLEWE L IC~y Er T
5HEE R LET, DSCPE 20 ~ 26 1L, AJjFa— 1L Fay 7 LEVETO% OLEVE2 2y
vr7LET,

Switch (config)# mls qgos srr-queue input dscp-map queue 1 threshold 1 01 2 3 45 6
Switch (config)# mls qos srr-queue input dscp-map queue 1 threshold 2 20 21 22 23 24 25 26
Switch(config)# mls qos srr-queue input threshold 1 50 70

R E & R 5 121%. show mls qos maps £5# EXEC =2~ FEZ AN LET,

BEIYUR avwo kR e

mls qos srr-queue input bandwidth Shaped Round Robin (SRR; ¥ =A 7K I 7 K nt
V) ODELEANF 2—IZHDETET,

mls qos srr-queue input buffers ANFa—MDONNy 77 2ED Y TET,

mls qos srr-queue input cos-map Class of Service (CoS) EZ ANF a—llvy B 7T
50, CoSEEZFa—BLORLEVWEID vy 7
LET,

mls qos srr-queue input priority-queue ANNTFTAF VT 4 Fa—%E L, BIIEZ 5 L
i‘é_o

mls qos srr-queue input threshold WTD LEVMEDO S—t T —T % ATTF2—IZED Y
TFET,

show mls qos maps QoS D~y B UIERER T LET,
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W mis qos srr-queue input priority-queue

mls qos srr-queue input priority-queue

VUM L CWAEAE, ANT T4 4V T 4 Fa2a—%REL T, AF v 7 Vo7 ECTHERIEZR
FEF 511X, mls qos srr-queue input priority-queue 72—/ NL a7 4 Fal— a3y avw s K
FERLET, 774/ FRECERTIZIE, Z0a<wr Fono BRXE2HEHAL E1,

mls qos srr-queue input priority-queue gueue-id bandwidth weight

no mls qos srr-queue input priority-queue gueue-id

BX DA queue-id ANDF 22— 1D, $BETX HHMAIZ 1 ~2 TT,
bandwidth weight 27 U TOEEOR— T —, FRETE 2#iHIZ0 ~40 T
¥,
TI2HILE TIALFVT 4 Fa—iTFa—2 T, FHHRED 10% NE VL THRATHET,
avY kK E—F Jo—r ) ary7 4 FXal—gy
vV FBE Jyyy—= FEANS
12.1(11HAX Zoawy RRBEMEhE L,

BEREDAA FS54>

TIAFTVT 4 FTa—ld, BRELTEDBRLENRGD N T 7 4 v ZIZBOEHL T EEW (B &

VA ERNRICE EDDMEOHDLEF T T 4 v T ),

TIAFTIVT 4 Fa—FAX v T VT ETHIRIEO—FBRIESNTEY, A—N"—H%T X7 J 1
TRDAH v 7 ETRy NT—2 bT3 74 v I NEWNGE (N 7 L—UNRETEI®BEDL B

ST 4w I NENEES. BEOFa—NERTT7L—2% Fay FLTNWEEE) 1o, BREErYy ¥ %
B L ET,

REVVEIZAY v 7V BIRKICEBLEEZ AF 7 RT3 —< AR T ESE570, HIFSH 5 HHE

EOEFIXHRIRENET,

Shaped Round Robin (SRR; v =A 7' K 77 F =) L. mls qos srr-queue input
priority-queue gueue-id bandwidth weight 70— /3L 227 4 F¥al—v a3y a<v RO
bandwidth ¥ — U — FTHREShIZLEBY | REFHADERLENT TA AV T 4 Fa—iZh—EA
AL L £ 7, SRRIZ. WM HFDATIF 2 —THEY OFIIELZ A L. mls qos srr-queue input
bandwidth weightl weight2 72—/ NV a7 4 X2 b—v a3y av s RTCREINTETY =4 N T
ELTWD I —EREITVET,

TIAXVT 4 Fa—A T %T 4 B—TNCT DT, HHROESLZ 0 ICRELET, 7L 2.
mls qos srr-queue input priority-queue queue-id bandwidth 0 & A7) L E7,
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mls qos srr-queue input priority-queue W

1l ROBITIE, AF v 7 THa—DANHIRIEEZE Y S THHEERLET, Fa— LIEFHVLETONE
WIRIED 10% 257744V T 4 Fa2a—TF, F=2—1 LF2—210H 0 S TOHNFIRIEO LR
X, 4/ (4+4) TF, SRR [FTHKA), FHEINTZ 10% O#IIEEZF2— 1 (T34 AV T 4 F2—) |
Y= ALFET, D%, SRRITED D 90% OkIEEZ F 22— 1 L Fa2— 2 IZFNTH 45% o8
FITHBLET,
Switch (config)# mls gos srr-queue input priority-queue 1 bandwidth 10
Switch (config)# mls gos srr-queue input bandwidth 4 4
RE R T 511X, show mls qos interface [interface-id] queueing ¥ 721X show mls qos
input-queue f## EXEC =2~ K2 AN L E T,
BEav U F avwy kR L]
mls qos srr-queue input bandwidth  Shaped Round Robin (SRR; =4 7K v Favy) @
EHhEANF 2 —2H Y B TES,
mls qos srr-queue input buffers ANFxa—foNy 77 Z2E0yYCcE4,
mls qos srr-queue input cos-map Class of Service (CoS) fEZ AJF 2 —iZ~vy 7, £z
T CoSEZF=2—BLOLEVEIDIZvYE LT LET,
mls qos srr-queue input dscp-map Differentiated Services Code Point (DSCP; DiffServ =— K
RA V) iz AAFa—Ic~vv 7350, DSCP E%
Fa—BLRLEWMEID Iy 7 LET,
mls qos srr-queue input threshold Weighted Tail-Drop (WTD) L EVMEDO/ S—k T —T% A
j’jﬁ?;»—(:%lj V) ﬂizlfi‘d—o
show mls qos input-queue ANFxa—DHFEEZERLET,
show mls qos interface queueing Quality of Service (QoS) fE#AZ LR LET,
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[ oL-8552-10-J .m



(2% Catalyst 3750 X1 v F Cisco I0S a2 F |

W mis qos srr-queue input threshold

mls qos srr-queue input threshold

AJ1% 2 —IZ Weighted Tail-Drop (WTD) L & WMED/S—k > T — %% 0 S THIZiE, mls qos
srr-queue input threshold 7' 2 — )L 2> 7 4 Xal—v gy avwy REH Liff F 7 H v bR
EICRTICE., Zoa<wy Rono BRXEHHLET,

mls qos srr-queue input threshold queue-id threshold-percentagel threshold-percentage?

no mls qos srr-queue input threshold queue-id

B DA

TI2HIE

queue-id ANJF2a—DID TY, FHETE &ML 1 ~2 TT,
threshold-percentagel 250 WID LEWME (%) TY, HFLEVWEIEZ, Fa2—I2H0YETH
threshold-percentage? - ¥ 2 — R ORI T HEE T, HEIZAR—XATRY Y F

. FRETE 2HPHIT 1 ~ 100 TT,

Quality of Service (QoS) 234 F—T7 V7L &, WID A 2 —7 VT,
250 WTD L& WMEE, 100% I2EShET,

Jua—nR) a7 4 FXFalb—g v

EREDAHA R34y

]

Jyy—=x EERA
12.1(11)AX Zoawr REMSE L,

QoS %, CoS/ L& VWME~ v 7 E72iX DSCP/ LEWME~ v 7 ZEH L T, D Class of Service (CoS)
fif & 7=1% Differentiated Service Code Point (DSCP; DiffServ = — F‘ RAVP) fEELEVELD & LE
VME 2 V/E/ﬁTéﬁ%ﬂ%biT LEWE 1 2B 75815, LEWEZBA R D ET,
- @L?—Sb‘rﬁ DB CTHNT- CoS £721L DSCP 2 Ffo /37 v ]\75> Fey7snEd, 7L, L
VME 2 1IZEID éf%hf’/\ﬁ/ MI. 2BDODOLEVEEZBZDZ EMRWVRY, 5l&fEF2—ICA
non ffnéﬂi’l)‘

H¥a—Il2iE, 2 DOREAEER (BIR) Fry 7 LEVWEL 1| DOFFRRE SN (BFR) Rey
L& VM (7») B ET,
CoS/ LE W~ v 7% ET HI21%. mls qos srr-queue input cos-map 7' 2 — 3L 27 f Fa L —

var avry REMEMLET, DSCP/ LEVWEY v 728 ET 212X, mls qos srr-queue input
dscp-map 72— )L a7 4 Xal—vary avy REfRALET,

WOFITIX, 2 20Fa2a—IZ7— NV Ry 7 LEVEEZRETDHEEZRLET, Fa2a— 1 DLEVVE
1% 50% & 100%. F=—2 DL EVHEIEZ70% & 100% T3,

Switch (config)# mls qos srr-queue input threshold 1 50 100
Switch(config)# mls qos srr-queue input threshold 2 70 100

X & HEFR 9 A 121X, show mls qos interface [interface-id] buffers & 7213 show mls qos input-queue
¥i#E EXEC a~ > RE AN LET,
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mis qos srr-queue input threshold W

BEaITUF avwok L

mls qos srr-queue input bandwidth Shaped Round Robin (SRR; ¥ =A7 K Ty K mt
V) ODELEATTF2—IZEH B TET,

mls qos srr-queue input buffers ANFz2—MONRNy 77 5E D YCTET,

mls qos srr-queue input cos-map Class of Service (CoS) HEZAJF 2—ll~vy BT
FE CoSEEF2—BIOLEWMEID Iy BT
LET,

mls qos srr-queue input dscp-map Differentiated Services Code Point (DSCP; DiffServ

I—RFRA B HEANF2—=IZ~ v B T T 50,
DSCP iz Fa—BIOLEVWMEID vy B 7 LE

o

mls qos srr-queue input priority-queue A7 5 A AU F 4 ¥ a—AFE L, HIIEA RAE L
£7,

show mls qos input-queue ANF2—DOREEFRRLET,

show mls qos interface buffers Quality of Service (QoS) F#HAE KL ET,
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W mis qos srr-queue output cos-map

mls qos srr-queue output cos-map

Class of Service (CoS) A HNF 2 —IC~vy BT 72X CoSHEF2—BIVOLEWEID IZ
~ v BV 79 5I21%, mls qos srr-queue output cos-map 72—/ L 2T 4 Fal—gy avy
FEFEALET, 7740 FRECETICE, Zoavr Fone BXEHEHLET,

mls qos srr-queue output cos-map queue queue-id {cosl...cos8 | threshold threshold-id
cosl...cos8}

no mls qos srr-queue output cos-map

X DA queue queue-id ¥ o —FEAEELET,
queue-id THEETE BEMIE 1 ~ 4 TF,
cosl...cos8 CoS AN Fa—~~vo o7 LET,

cosl...cos8 121X, IR S FDEE A=A TRY > TAHLES, HET
X AHEMIZ0 ~7 T,

threshold threshold-id  CoS iz F=2—DO L EWMEID I~y L F LET,

cosl...cosd threshold-id TSETX AHiHIZ 1 ~ 3 TF.
cosl...cos8 \21%, AR S DA AN—ZATRE > TAHLET, F§ET
X 5HPHIZ 0 ~7 TI,

T24+IEK #2201F. FIZALERD CoS HhFa—LExWili~y 7ERLTHET,

% 220 FI4)L FD CoS HAFa—LEWMETY S

CoS {& 21— ID- LELMEID

0. 1 2-1

2.3 3-1

4 4-1

5 1-1

6. 7 4-1

avY kR E—F Ja—r) ar7 4 ¥al—ay

vy FERE Jy—= EFENR
12.1(11)AX Toawy REMShE LT,
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BEREDAA FS4>

~

(E)

mis qos srr-queue output cos-map M

LEVWE3IDO Ry 7 LEWE (%) FFEIMMCEZEINTWET, A=k o7 —YEFF a2 =B o E0n
DIRFEIZH L CRESNE T,

HAF2—DF 74V FREIZ, FEALORBICHEHL TWET, HOF2—IZOWTHOBEELES
KT\ NS OFEN 2 —Y D Quality of Service (QoS) Y VU =— g V& I 720 W L7255
WZERY | REEELTDHI ENTEET,

mls qos queue-set output gset-id threshold 70— 3L 227 4 ¥ a2 L— gy a<y REHHT5
L. /1% 2 —I2 2 50 Weighted Tail-Drop (WTD) L XUME (%) #HI0 4 T5 - LR TEET,
% CoSfE%R, DX a—BLOLEWVEOHAGOEIZH L Ty y B TEET, ZHITLD T
V=L ERRLDEECHDEDL ZENTEET,

| KOFI T, A= aFa—ky b1 ICvyEr 7T 55 EEZRLET, CoSH O ~3 ZHAFa—1
&L%mﬁle Iy BT LET . Fa— 1Oy 7 LEVMEZEIV Y THENIZAEY D 50% &
70% ICREL, DY THENTAEY D 100% ZRGFE (TF) LT, 2OF2a—BXry e Rey
THETIRFFTEDHRRAETY % 200% ICRELET,
Switch (config)# mls gos srr-queue output cos-map queue 1 threshold 1 0 1 2 3
Switch (config)# mls qos queue-set output 1 threshold 1 50 70 100 200
Switch (config) # interface gigabitethernet2/0/1
Switch (config-if)# queue-set 1
X E Z RS T 2 121%. show mls qos maps, show mls qos interface [interface-id] buffers, F7-1%
show mls qos queue-set it EXEC =2~v > N2 A LET,
BREaTV R avwyk B
mls qos srr-queue output dscp-map  Differentiated Service Code Point (DSCP; DiffServ = — R 7R
A8 EBEEHIF2—, FHREFF=2—LLEVEID I
~ v BT LET,
mls qos queue-set output threshold WTD LZVWEAZZRTEL T, Ny 7 7DT XA TV T 4 %
RIAEL, Fa—ty hADHERAEVEHV Y TERELET,
queue-set R—hrEFfa—Fy Mo BT LET,
show mls qos interface buffers QoS fEHE=FRLET,
show mls qos maps QoS D~V B IiEHmERRFLET,
show mls qos queue-set Fa—ty bOHNFa—Fy MEEFRRLET,
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W mis qos srr-queue output dscp-map

mls qos srr-queue output dscp-map

Differentiated Service Code Point (DSCP; DiffServ =2 — K R"A > b)) fHEHNIF=2—IZ~v vy 7T
50, F72IEDSCP A F =2 —BLOLEWEID IZ¥ v B> 79 5I2iX, mls qos srr-queue output
dscp-map 7 u—/ 3L a7 4 Fal—vary avwry REFERALET, 7740 FREICETICE,
Zoavy RO no BREFHLET,

mls qos srr-queue output dscp-map queue queue-id {dscpl...dscp8 | threshold
threshold-id dscpl...dscp8}

no mls qos srr-queue output dscp-map

BEX DA queue queue-id ¥ o —FEAEELET,
queue-id TIEETE HHEMIE 1 ~ 4 T,
dscpl...dscp8 DSCP % H N % a—itv o B 7 LET.

dscpl...dscp8 121%, % AR—ACTKY>T, K8 DEEAHLE
9, HBETE 2HPHIL0 ~ 63 TT,
threshold threshold-id DSCPE4F=—LX\WMEID IZwv L7 LET,

dscpl...dscp§ threshold-id “CHE/E T % B HEMIL | ~ 3 TF,

dscpl...dscp8 121%, % AR—ACTKY>T, K8 DEEAHLE
T, HBETE 2HMHIL0 ~ 63 TT,

T24+IEK #2212, 774/ FDODSCP HFa—LEWED~ v &R LET,
® 2-21 FI4IL D DSCP Hh¥a—LELMEYY S
DSCP {i 21— ID-LELMEID
0~ 15 2-1
16 ~ 31 3-1
32 ~ 39 4-1
40 ~ 47 1-1
48 ~ 63 4-1
ATV R E—F Ja—r )L ary7 4 Xal—gy

vy FERE Jyy—= EEANR
12.1(11)AX Toawy REMShE LT,
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BEREDAA FS4>

~

(E)

mls qos srr-queue output dscp-map W

LEVWE3IDO Ry 7 LEWE (%) FFEIMMCEZEINTWET, A=k o7 —YEFF a2 =B o E0n
DIRFEIZH L CRESNE T,

HAF2—DFT 74V b EIF, IFEAEORPICHEL THET, HAHF a2 —IZ o0 THoBELTZ D
2T, ZOBRENZ—HFD QoS YU a—railiizSan L W LZSHAICRY, REEZELELT
TZ&EW,

mls qos queue-set output gset-id threshold 70— 3L 227 4 ¥ a2 L— gy a<wy REFHT5S
L. /1% 2—I2 2 5D Weighted Tail-Drop (WTD) L XUME (%) #HI04T2% = LS TxET,

% DSCP AR5 F 2 —BLOLEWEOMAGDLEICY Yy B 7 LT, 7 b—ARBI0J5ikE TR
HEINDLOICTHZ enTEET,

A<y Rb-VEAR MO DSCP s~y B/ T %7,

Bl ROFITIE, R—beFa—ky b 1ICvy 7T 55EE2RLET. DSCPEO0~3 ZH %2 —
1 & L’éw ID LIZwy Y7 LET, F2a— 10y 7 LEWVMEZH VS TOENTZATEY D 50%
L 70% 12 HOYBTHENTAEY D 100% ZHRiE (TK) LT, Z2OFa—0B 7y &R
= 97"‘&? T%?J—'?’C’a“ DERRATEY % 200% IZRELET,
Switch (config) # mls gos srr-queue output dscp-map queue 1 threshold 1 0 1 2 3
Switch (config)# mls gos queue-set output 1 threshold 1 50 70 100 200
Switch (config)# interface gigabitethernet2/0/1
Switch (config-if) # queue-set 1
E & 9 512X, show mls qos maps, show mls qos interface [interface-id] buffers, F7-1%
show mls qos queue-set 5t EXEC =2v > N2 A LET,
BEaTF avwok B
mls qos srr-queue output cos-map  Class of Service (CoS) fEZH/1F 2 —, FloidFa—L+ L
FWMEID I~y BT LET,
mls qos queue-set output threshold WTD LZWEZFHEL T, Ny 7 7DT ATV T 4 %
RIAEL, Fa—ky hADERAETVFHV Y TERELET,
queue-set R—hraFa—ty NIvy 7 LET,
show mls qos interface buffers Quality of Service (QoS) %z F/~x L £7,
show mls qos maps QoS O~ v B /iiE £7 LET,
show mls qos queue-set Fa—ty hOHNFa—ty MEZERLET,
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W mis qos trust

mls qos trust

A= FOFHEIREZFETHI2IE,. mlsqostrust f VX —T7 =2/ A a7 4 Fal—ay avr R
EHERALET, AT 74 v 7 2EETEHL512720, 7 > F® Differentiated Service Code
Point (DSCP; DiffServ =— R 7R A > )., Class of Service (CoS). F72i% IP precedence ® 7 1 —/L
REFRARDLZLICEVGENRFEITENE T, F— FZ2EETERVRBICETICE. Zoa~vr Ro
no HREHEHLET,

mls qos trust [cos | device cisco-phone | dscp | ip-precedence]

no mls qos trust [cos | device | dscp | ip-precedence]

BX DA cos (LE) A&7 v FO CoSEAMALT, ANy y FaSELET, 270

Ry MMZOWTIE, R—FDTFT 740 F CoSEZMBHLET,

device cisco-phone (&) EEE#REICH U T, Cisco IP Phone (ZH SN D) mHEESH
72 CoS £721X DSCP EZEHET HZ LIV ATy " E2SFELET,

dscp ({EHE) "7 v FDSCPfE 8@y h y—ERXZA T 74—V DAL 6
By R ZFEHLT, ATy beSELEST, FEIP Ty FTT v B
WE T EDBEIE, N7 v b CoS BWERENET, #7723y FoY
BliE. 774 bOFR— b CoSEMEH S ET,

ip-precedence (f£&) 787 > b® 1P precedence fE (8 B’y h $—ERX AT 7 4 —)L KD
3 vy ) #EHLT, ATy bESELET, JEIP X7y R T
ey NRE TS EOBRAIE, Sy k CoS BMERENET, ¥ 7D IP
Nry hOBE, A= DT 73 h® CoS EIMEH S ET,

FIAIE H— MIEESATOEEA, ¥—U— REEEEFICa~r REANLESES, 77 40 M dsep
<,
avY kK E—F AV H—T A A AT 4 Fal—ay

avy FER yy—x EEAR
12.1(11)AX Zoavwry RRBMESNELE,
12.1(14)EA1 device cisco-phone ¥ — U — F2NB S E LTz,
12.2(20)SE A EDOTA RT A B%ETEN T, Cisco IP Phone 28 A1 » F F 7213
T | MCHE S AU B0 2 F DR R OREH A
HahTuwET,

BALOHM F54Y  Quality of Service (QoS) FAA LZHEET B/ v M, FAL DTy VTHEENET, 7y
Ry P THEIND L, QoS RAAL VNDOEZEAAL v F TNy NGB THMENRNOT,
QoS RAA VD ZA v F R— MIWVT I 1 SOEFREICHRETEET, K—FAEEIATY
DINEII FLEONRT Y NDOT 4=V B NT T 4 v I OFEIEHINDONERET H5E
i, Zoa~r REHEHRALET,
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mis qos trust W

A— M54 DSCP % 72131548 IP precedence DR E S, HIF /37 v BRI IP X7 v FOEHAE I,
CoS/DSCP v v 7ZfEH LT, CoSENOLKIET S DSCPENEEHINET, CoSiE, FFv 7
R—=FDEEIT 7> h CoS, LTI A= DBFEIET 74V bDOFR— bk CoS &720 F9,

DSCP MEFH SN TWDEHEE, IP X7 D DSCP 74—V FREFR INERA, 272L. X7 v b
@ CoS fE% (DSCP/CoS = » I\ T) BHITHZ LIEAFETT,

CoS HMEH SN TWDEE, "7y FD CoS 74—V FRIEESNEEALR, IP Ty FTHLHE
121% (CoS/DSCP = v MW T) DSCP 2B H 452 LI TEET,

EHEBE USRI, =— V3% v h U —2Z{b &7z Cisco IP Phone 725 PC #4Ir L. “hia AL v F
AN— MR L TR Sz CoS £7213 DSCP REZFMT 2560 X2 U 7« MEDR ALY 1L
LET, A4 v F IO IP Phone IZ#fE S 4172 R — kT Cisco Discovery Protocol (CDP) % 71—
JZA R—=T VAT HHENRSH Y £9°, IP Phone B Sivie o -6, BHEEFMEEXA A v F
FEENAN—T Y R R—FOEEREET A =TI, BT TAFV T 4 Fa—0Bo TEASHh
RNE ST LET,

DSCP #7213 IP precedence DEFHRELITS &, &IE/37 » h @ DSCP f F 721% IP precedence fE A
EHE S LE T, IP Phone [ZHifii 95 A4 v F A — KT mls qos cos override 1 > ¥ —7 = A A 3
TA4F¥al—vay av U RERETDHE, AA v FIFEBEFBLOT —F 37 > F® CoS % %)
L. 7741 D CoSEZZNHITHID LB TET,

QoS RAA VHFERDBZEIT, A— F% DSCP EEUIREBIZERE L. DSCP fE2S QoS R A A TR
5%51X DSCP/DSCP i~ v 72 HHTH Z ENTEET,

A— MEHIRREZ A L= (7= & 21X, mls qos trust [cos | dscp | ip-precedence]) &R U > —
~ v 7 (7= 21X, service-policy input policy-map-name) [XFRIFFIZIEE TE A, ®HZITITDOR
TERREIC R Y, BIOREN EEESINET,

~
()  Cisco I0S Release 12.2(52)SE LA ClL, 7 = 7/ IPv4/IPv6 Switch Database Management (SDM)
TUT L= EROIPVO R— b R=ZAD T X b&HHR—FLTWET, IPv6 BEIEL TVD A A v
FOT 27 WV IPVA/IPV6 7 T L— b aRi O AL v F A2V — FTH0ERHY £7,
1l WOFITIE, HIE/37 v RO IP precedence 7 « — /L REFHT D L IR — MR ET L HEEZRL
T
Switch (config) # interface gigabitethernet2/0/1
Switch (config-if)# mls gos trust ip-precedence
WORFITiX, A— MIEFE L TV 5 Cisco IP Phone BMEIHTE 2 ETH D LRET D HEE R LE
R
Switch (config) # interface gigabitethernet2/0/1
Switch (config-if)# mls gos trust device cisco-phone
show mls qos interface Fi# EXEC 2~ > F&ZAN1T5H &, RELMBCTEET,
BREaTV K avwUFk B
mls qos cos T 7 AN EOR—F CoS EZERT D, HDHVIIR— FOFTTOH
By MZT 740 h 0 CoS fEEZFIY 1 TET,
mls qos dscp-mutation DSCP/DSCP £t~ 7% DSCP OfEfEHCTE 2R — MZ#MHA L £,
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W mis qos trust

avwyk BieA

CoS/DSCP ~ v 7', DSCP/CoS ~ 7, DSCP/DSCP %~ > 7 1P
precedence/DSCP ~ v 7', BXOHR I > 73 E DSCP v~ v T % EHL
ES RN

show mls qos interface QoS EHAEFR R LET,

mls qos map
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mis qos vian-based W

mis qos vian-based

B DA

TI2FIE

avYkE—F

WELR— kT VLAN ~<— 2 ® Quality of Service (QoS) %A F—7/WiZF %I, mls qos
vlan-based 1 > % —7 = A A Ay 7 4 X2l — gy avr FEERLET, ZOMELT 1 &—7
T BITE, Zoa<wr Fono BRXEEHALET,

mls qos vlan-based

no mls qos vlan-based

Zoawy RiZiE, 5lIEETF—V—FEH 0 8 A,

VLAN X—2® QoS &7 4 E—7 VT,

Ay B —Taf A AT Fal—a

avy FEE

BEREDAA FS4>

Jyy—2 EERAR

12.2(25)SE Zoavwy RPMEMEShE L,

MR U > — ~ v 7% Switch Virtual Interface (SVI; A A v FEMEA v X —T = A R) ([ZHEHAT DI
. BERY Y — <y 708 A F =T A LYLTHR— MERET D &I, WER—
T mls qos vlan-based f ¥ —7 = A X a7 4 Falb—var avy FeERLET,

BEREARY v T RRETDHE, BEARY v — vy 7L SVIIC#EHA s, VLANICET 57T XTD F7
T4 TIIHMENET, AV F—T 2 A A LYULD T 7 4 v 7 3BT B2 DR Y H—i%,
DENAE > THRESNTEMER — FZTFICKBENE T,

BERARY v — vy FERETHFMBRFIRZONTE, 20V ) =R T DY 7 hy=7 av
7 4 ¥ a2 b— 3z HA RdlClassifying, Policing, and Marking Traffic by Using Hierarchical Policy
Maps] OHEHZSH L T ZI W,

] KOFITIE, WEAR— bk ETVLAN R—2DRY Lo VoA F—T M % HEE R LET,
Switch (config)# interface gigabitethernet2/0/1
Switch (config-if)# mls gos vlan-based
show mls qos interface ## EXEC 2~ > FEZANTDH L, RTEEMBTEET,
BEa<>F avwoFk EIL
show mls qos interface QoS EMERTLET,
Catalyst 3750 Rf yF av>F YI7LYR
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monitor session

FHHLD Switched Port Analyzer (SPAN; ZAA v F R ARK—+ TFIF34%) By a TV E—H
SPAN (RSPAN) #fEit/48%ck vy a v 2t L, *y bU—2 X2 U T 4 7314 & (Cisco IDS
B =T TIA T RRE) OEAR— N ETANINT T 4 v 7 EBAX—T ML, BEfFD SPAN
F71FRSPAN v g TA U ¥ —7 A A VLAN ZBI/HIERL, SPAN B E T T 74 v %
¥FE D VLAN IZHIPR (7 4% U > 7)) 9 2121%. monitor session 7o — 3L 227 f F o L —
vary avwr REMEHALET, SPAN 721X RSPAN v v g U ZHIBR L7V . SPAN F721X RSPAN
Ty arPBREER/ERA A =T 2 A AETE T AN FFHIRLEDTHIE, Zoavr RO
no ERXEMALET, siiM v ¥ —T oA AL TCZDavwry Rono BRXEFHAT L E, 1720
A7 v a R s ET,

monitor session session_number destination {interface interface-id [, | -] [encapsulation
replicate] [ingress {dotlq vlan v/an-id | isl | untagged vlan vian-id | vlan vian-id}]} |
{remote vlan vian-id}

monitor session session_number filter vlan vian-id [, | -]

monitor session session_number source {interface interface-id [, | -] [both | rx | tx]} |
{vlan vian-id [, | -] [both | rx | tx]}| {remote vlan vian-id}

no monitor session {session _number | all | local | remote}

no monitor session session_number destination {interface interface-id [, | -]
[encapsulation replicate] [ingress {dotlq vlan vian-id | isl | untagged vlan vian-id |
vlan vian-id}]} | {remote vlan vian-id}

no monitor session session_number filter vlan vian-id [, | -]

no monitor session session_number source {interface interface-id [, | -] [both | rx | tx]} |
{vlan vian-id [, | -] [both | rx | tx]} | {remote vlan vian-id}

XN session_number SPAN F7-1Z RSPAN v v a v Ci#AlEN sty a v BEEIBELE
T, fHECE AL 1 ~ 66 TT,
destination SPAN F721% RSPAN D565 #48E L£d, 5uLiiWBlR— FCTh DM

BHYET,

interface interface-id

SPAN F£ 721X RSPAN ¥ v ¥ a v O3 E/2I3EE LA v —T = A%
WMELET, A9 A 0 Z—T7 2 RIWPR— b (BT, ZAZ v R
VR, BV a—b, R EEEED) T, BETA VI —T L RAD
BAIE. B—F FXRFALEENRA =T 2 A A XA T THY, fHE
T AHPHIL 1 ~ 48 T,

encapsulation replicate

UEE) A v F—T 2 A AREBTA v F—T = A4 AD I 7L
REEMT 2L Z2BELET, BRLARWVEEOT 740 ME, A
T4 7R (Z TR L) TORT Y FOEETT,

WDX—TU— FiE, m—7h/L SPAN IZ721F A% T4, RSPAN., RSPAN
VLANID (Z7t® VLANID % EEEXT25720, ~Nry MIFICF 7L
TEREEINET,

ingress

EE) AT 74 v 7likEa A X—T7 W LET,

dotlq vlan vian-id

7 74/ ks VLAN & L CHIE &7z VLAN T IEEE 802.1Q 7 7k /b %
FOBENT Yy P ANET,

Catalyst 3750 R4/ yF a2 F YI7L VR
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isl

ISL B 7k L CAN F T 7 4 v 7 sk 5 O IHREL %
B

untagged vlan vian-id

774/~ VLAN & LTHIE SN2 VLAN TX 772 L 72 b &2 5>
HEANT Y M ERZTANET,

vlan vian-id

ingress ¥ — 7 — R CEASNEHZE, ANDRNT 74 v 72T 740
D VLAN #RELET,

remote vlan vian-id

RSPAN #EnFE - i3stty a0V E— K VLAN 28E LT, 15
FETEHHMIL 2 ~ 1001 £721% 1006 ~ 4094 T,
RSPAN VLAN (X VLAN 1 (¥ 7 #/v h® VLAN). £721% VLANID
1002 ~ 1005 (F—27 >V 7B L OFDDI VLAN I THI¥) I/ b 2 &
TTEERA,

(EE) oA X —T =2 A AF7ZIL VLAN ZHEELET, F720%. UL
BIOFPHNS A  Z —T7 =4 ZAF7-13 VLAN OFHEZ B LES, b
~ DHIBICAR—2 % AN ET,

EE) A% —7 A AE721Z VLAN O#HAZEELET, ~NA 7D
BRI A=A % ANET,

filter vlan vian-id

SPAN XETL h T 7 4 v 7 ZHED VLAN ICHIRT 57280, T 7D
EELXR—rEOT7 4% LT VLAN DY X F&fEELET, vian-id
TIRETE DML 1 ~ 4094 T,

source

SPAN F721% RSPAN OEELEHRELET, WEA—F, A—F F¥x
b, VLAN BNEETTIC72 b 2 EMTEET,

both, rx, tx

(ER) E=42V 735 7747 0FREHELET, N7 74>
I DOFMERE LRWGEE, BETA L F—T =2 AFEZEFEORNT
T4y EEELET,

source vlan vian-id

VLANID & LT SPAN OREETLA »F =T = AZfFELEY, HHET
& DHPHIL 1 ~ 4094 T,

all, local. remote

FTd SPAN 35 LU RSPAN, T _ToO 1 —% /L SPAN, T2T0D
RSPAN v a %7 V7957, no monitor session =~ > KN|Z
all. local. remote Z$5E L £,

TI4ILE E=F By varERESHTOERA,
EETXAH—T 2 A ADT 73N ITE, ZBENT T4 v I EEE N T T v 7 ORI FEE=2T
7L/ij‘o
EETXTR—PELTHERASNA N7 A0 F—T 24 A LT, §XTCTO VLAN BRE=X Y 7 &
WET,
o — 7 /L SPAN O%E 5K — kT encapsulation replicate 235 & SN2 o254, <7y MIs 7k
MEDE T L DORAT 4 TR TEEINET,
AR R — FTIET 4 B—T > TWET,
OV kR E—F Jua—s Ly ar7 4 ¥alb—iay
Catalyst 3750 Rf yF av>F YI7LYR
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B  monitor session

avy FEE

Jyy—= EFERA
12.1(11)AX Zoavwy RPMEMEShE L,
12.1(14)EA1 ingress {dotlq vlan vian-id | isl | untagged vlan vian-id | vlan vian-id} % —

U— RRBEMESE LT,

EREDHA R4

BETLAR— P ETILEE T VLAN 2 HHAD 35 8T 7 ¢ v 71X, SPAN %7213 RSPAN #{iH L CT=E
—HZTEET, FEXR— FEFRITHETL VLAN L —F 4V 7 E8NDH T T4 vV ITE=FTEE
A,

20—V SPAN v a VB XWWRSPAN %Gtk vy a V2 HASGDOETREKEEZHET H 2
LNTEFET, A vTFFREFAAS v F AX v 7 BT, 5766 D SPANBLORSPAN v a %
RECTEET,

A v F AL 7 LT, &K 64 DIER— M ERFAETEET,

SPAN #$£721X RSPAN D% AR—r L LT10 ¥ EY b A —F Ry b K= ERETDHEL, V7D
[E1]7S% 95 A 130 N D=

Ky va NUIBEEDOATTEILITHIIOEE TR — b FELIZT VLAN 2505 2 LR TEFETMA, 1
ODY v a rNTHEEILR— FEBET VLAN 220585 2 LidTaEtA, v a it
B OISR — A TEET,

VLAN-based SPAN (VSPAN) Zf£fH LT, VLAN £7/-13—HdD VLAN NO %X v hU—2 5
74/7%MM¢6%9\%QEWAN®¢AT@77747f~bm$%NitiR$ANty
TaryDEEFETR— MRV ET, F T2 R— I VSPAN ORXETAR—FE LTEEH, =4
Vo7& VLANID O3y MET %65 AR— MIERFINET,

1 >OFR—F, 1 50 VLAN, —@#DKR— ., —# VLAN, ~— b, VLANFFHTr T 7 4 v

JHE=HATEET, -1 AT varvaFERTLLIL, —E#HOA U —T o f AERITA v
B —7 = A AFH, —#O VLAN £721X VLAN &z EE L £,

—HD VLAN £72134 v F —T A AZRETH L EE, o~ () @ﬁ/'ﬁ ANR—APRLETT,
VLAN %7234 v ¥ =7 = A AOFHEZIRET 2 L Zid, ~A 72 () ORIRICAR—ANKET
R

EtherChannel ;"— ~i%, SPAN F721X RSPAN s5c AR — & LTHET A LIETEEHA,
EtherChannel 7 /v — 7D X X TH HMER— M, saeAR— e L THEATE £, 7272 L. SPAN
Dyasde Lt L CHERET 2 i, EtherChannel 71— 7128 T £H A

77 A ~— K VLAN R— I, SPAN s6ER— MIITRETE EEA,

fEl % OFR— MEZA 5 A EtherChannel IZEBMLTCWAMBE=XV 7 THZENTEET, £,
RSPAN {5561 % —7 = A A& LT port-channel &5 % fiEF % Z & T EtherChannel /N> F/L42
BEE=F ) ITDHIENRTEET,

SHEAR—FELTHEHALTWDA— X, SPAN 7213 RSPAN #ELA— MITHZ LI TExER
ho Flo, RAMICEEOE Yy v a V05 R— MIT 52 LI TEERA,

SPAN it X RSPAN %85 — h Th DR — b L TIEEE 802.1x fBik& A X — 7 M T HZ LILTEE
T8, AR— FA SPAN a5t & L CHIBR S 415 ¥ T IEEE 802.1x #8FEIET + E— 7 /L T9 ., IEEE 802.1x
REEBAR— b ETCHATERWGS, A vy FIE=IF— Ay E—V %KL ET, SPAN 721X RSPAN
EAEICAR— M TIX IEEE 802.1x fRGEA A X — T /WICT H T ENTEET,

VLAN O 7 4 V&2 V7%, b7 OREEILAR— N ECEBRSE—#HDO VLAN O3y hT—727 |k
F7 4y R AESRLET, 774 FTE, TTHO VLAN B R 7 07 ORETLAR— FTE=H
V> 7 &£, monitor session session_number filter vlan vian-id 2~ > FE{fiHT 2 L, T 7
FEILAR— D SPAN F 77 1 v 7 Z48E Sz VLAN IZIJICIRETE £7,
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]

monitor session M

VLAN OF =41 VT IR VLAN O 7 /v Z U o ZI3FEICHEMA) 72 B84%2 T3, VLAN »RiE{ELD
YBE. VLANOZ 4 V2V U TidA F—T M TEERA, VLAN D7 4 VX UV TREREIINLTHD
DA, VLAN IZIEE IR D N TEEH A,

ANET T 4w 7EBERLXY V=7 X2 VT 4 TA AT, F—TNDOGEAE, 58R— MILA
Y2ThrI 74 v ZEHELET,

SESEAR— MIRD KD REEZRETE £,

o ¥ —TU — R72 L T, monitor session session_number destination interface interface-id = A7)
Liehé. WO T e BiE# 77 L e b ANEGETA X —7 Ml $8 A,

* monitor session session_number destination interface interface-id ingress = AJj L7851,
NI TRvMGITZ 772 LT, AN T RAGITE DOZRICK S F—T — R dotlq. isl. F721%
untagged DV FNTH LN L > TIRED £,

o ZTOMOF—U— REHEEYTIZ, monitor session session_number destination interface
interface-id encapsulation replicate = A Jj L7=3551%, AW 7T/ LiZBEA v F—T7 =4
AATEMEEBGR L, A NT 74 v ZEBRIEIA X =T TR EHA (Zhide—an
SPAN 721z A L ¥ 9, RSPAN 134 bl 2R —F L TWWERA),

* monitor session session_number destination interface interface-id encapsulation replicate
ingress # AJ) L723580%. WO 7B MGITEETRA v —T =4 2AD I T2k ER L, A
T T B NIEE DHIZH S F—T — K23, dotlq. isl. F 721X untagged DV T I TH 5 HIT
Ko THEV ET (Zaidw—A/0 SPAN ZZ21F I M L9, RSPAN 134 72/ bR % 4
AR—=HFLTWERA),

KOBITIE, ==V SPAN By v a v 1 #ERL, A¥ v 7 AN 1 OFEETA—MI 2PHAHX Y
7 AUN2DFEHER— R 2ICEZRET LN T 74 v 0 BE=X ) VT 5 EERLET,

Switch (config) # monitor session 1 source interface gigabitethernet2/0/1 both

Switch (config) # monitor session 1 destination interface gigabitethernet2/0/2

WOF T, s8R — FNEBEFEOr—H/L SPAN B v g U OHIRT 2 5iEE R LET,

Switch (config) # no monitor session 2 destination gigabitethernet2/0/2

OB TIX, BEfFOE Y 3D SPAN R T 7 v 7 ZHED VLAN 72 FICHIBRT 5 HikE R L E
7,

Switch (config)# monitor session 1 filter vlan 100 - 110

L. &5iz%% RSPAN VLAN 900 #3Ed 5 kxR~ L £,

Switch (config

( # monitor session 1 source interface gigabitethernet2/0/1
Switch (config

(

(

# monitor session 1 source interface port-channel 2 tx
# monitor session 1 destination remote vlan 900
# end

Switch (config
Switch (config

WOBITIE, E=Z VL TEINTC N T T4 v 7 &2ZETDHAAL v FIZ, RSPAN sty a 10 &
WET D HEERLET,

Switch (config)# monitor session 10 source remote vlan 900

Switch (config) # monitor session 10 destination interface gigabitethernet2/0/2

| oL-8552-10-J
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B  monitor session

WoFIIE, IEEE 802.1Q # 7 E M baA ¥ K — 35t F 2 U7 @A HEAL T, VLANS OAN
N7 7 4 v 7 IRIET DR — N ERETDHEERLET, HAONT 7 0 v 713 G0N 72V
fba BB L%+, AN T 7 1 2 1% IEEE 802.1Q # 7/t L £,

Switch (config) # monitor session 2 destination interface gigabitethernet2/0/2 encapsulation
replicate ingress dotlq vlan 5

WOBITIZ, BT EMMbEYR— LRV EXF2 )T 0 T A& LT, VLANS EOATRZ
T A v ORI N ERET O HEERLET, WO 74 v I BIBAN NI T 4 w7135 778
LT,

Switch (config) # monitor session 2 destination interface gigabitethernet2/0/2 ingress
untagged vlan 5

HE &R 512X, show monitor i1 EXEC =~ > F% AJJ L %7, show running-config ¥4
EXEC 2w REANTH L, AL v F D SPAN BL O RSPAN REA K RT LI ENTEET,
SPAN f§ 8T H S DR ATTIC R R ENE T,

BEavF =EEPS A
remote-span vlan 27 4 ¥=2 L —3 3 F— RTRSPAN VLAN #%E L F
7
show monitor SPAN 5 L' RSPAN & v v a U EHRER R LET,
show running-config BAEOBIEREEZ R LET,

Catalyst 3750 R4/ yF a2 F YI7L VR
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mvr (FO—/ XL avI4¥aL—23y) M

mvr (FO—/\JLarIq4F¥FalL—3Y)

AA »F E® Multicast VLAN Registration (MVR) BrEZ A X —7 MIZT HITiX. ¥ —TY— R {EE
T mvr Fe— L a7 4 FX¥al—vary avry REFEALET, 20avr Read—U—F&
EHIHEATDE, A4 v F O MVR E— FORE, MVRIP vV FF v A b 7 RLADRFE, £721%
TN—T ANy ThEDOR— MOBIBREITIRNC, 72U —DOIREZFREORKIFHIORE, 2
IX MVR /L F % ¥ X F VLAN OFEMTONET, 774/ FREICETITIE, 2D~ KD ne
X EHEALET,

mvr [group ip-address [count] | mode [compatible | dynamic] | querytime value | vlan
vian-id|

no mvr [group ip-address | mode [compatible | dynamic] | querytime value | vlan vian-id]

BX OB group ip-address 2L 9 FOMVR FA—F P~ A F XX AR T RUAZAZT £ v /iR
ELET,
ABT 4 TICERELIZIP LV TF XYy AN 7 RUAEI3ERET L 2%
HIBR L7720, IP 7 RLABRANENLRWGEEIZTRTORET 4 v 7 I1T7%
EINTZMVRIP LT Xy A~ 7 RLRAEZHIBRLEZY 28813, 20
a< RO no EXEZHEHL E9,
count (LE) HEEOEF MVR J v —7 7T FLAZRELE T, EETE S5
X1 ~256 T+, 74/ MElx1 T,
mode (f£E) MVR OB{EE— FEEELET,
77 # ) ;X compatible T— KT,
compatible MVR E— R % E L T, Catalyst 2900 XL 35 X O Catalyst 3500 XL A A v
FLHEHMEELESL I LET, ZOFE— RFTIE, HHELR—FTOXA
FIv T ARV TIMAIFEHTE EE A,
dynamic MVR £— FEBREL T, FETLR—FTHFAFTIv 7 MVR ARy
EHTE 5L LET,
querytime value (EE) Ly ==K —=FTIGMP LiR— k ARy FEEHET I RK
BMMARELET, ZOMRRIE, Lyr—_— R— FOBEZ 7 T &
NET, IGMP 7 =) =N L ¥ —R_— R— b NLREESNERE. A1 v
Fix, T 74NV MERFHREESNTZ MVR 7 = ) —EF 0 RiE 5 F T
IGMP /' v—7 ARy w7 LiR— b EffoTnb, A— e~ FF ¥
AR TN—T ARy ISR LET,
ZOMEIZ 10 0 | BEMOISERM T, fFE T 2®PIZ 1 ~ 100 T
T, T 74N ME510B>FD 12TT,
FIANIREBIZETEHEME. 20oavr Fone BRXE2FERALET,
vlan vian-id (&) MVR = /LF X ¥ XA N T—ZDOZENTHEENS VLAN 2 EL
F, ZhiE, TRTORETR—FRETS VLAN THLH 0 £9, 8L
T Z#PHIT 1 ~ 4094 T3, T 74/ MEIZ VLAN 1 T9,
TI2FILE MVR iZF 7 4V F CF 4 £ —7 LT,
7 7 4/ h® MVR E— i, compatible &— KT,
IP~VFX¥Y AL T FLRIF, 74NV FTEAALS v FTRESINET,
FIHN DT NV—TIP T KL A B M0 T,
Catalyst 3750 Rf yF av>F YI7LYR
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WM v (Fe—SLav7q4€aL—23Y)

T 74N Oy Y —RERERIE 5/10 oE v 12 BT,
774V F® MVR Fl=/LF %+ X F VLAN (X VLAN 1 T,

™.

H
I

T

av Yy Ja—nN") a7 4 ¥alb—r gy

av Yy FERE Jyy—= EEANR
12.1(11)AX Toawy REMShE LT,

BEREDALARSAY HEK256 D MVR ¥ ALFHF¥ AR VL —T% 1 DDA v F TRETEET,

MVR IZBT DT _XTDIP AT XY AN T RLRAERAFT 4 v VICRET H%4 L. mvr group =
YU REEALES, RELESATFHRY AL 7 FLRAZEESRESATHRY A 7 =213 A

AV TFOTRTOERFILR—FBIRZDIP AT X ¥ AL T RLRATT —H&2%ET5 L5 BEHS
NETRTOL Y —N— K— MIEEESNET,

MVR (ZAA v F DA VT AP 2 NAT XY AL T RLAEYR—FLET, 727EL, AL v TN
Catalyst 3550 £ 721X Catalyst 3500 XL A1 v F L HEHEL TV EHEEF. Tb0MTZA VT R
ELTHMSND IP T RLARTRIFELO IP v/ F v A b 7 FL2 (224.0.0.xxx FAN) % 3E
THMIEZH Y £ A,

mvr querytime 2~ NIl v —— K— rEFiIc@EHAINET,

A A v MVR 23, Catalyst 2900 XL % 7= i3 Catalyst 3500 XL AA v F EHHAEBEEL T DHEAIX, <
NTF ¥y A E— K% compatible (Z5%E L TL 72 &V,

compatible £ — FTHEIfE L TV DAL, MVR 12 MVR #5724 — h TO IGMP # 1+ v 7 A%
PAR—FLERA,

MVR |[ZAA v FTIGMP AX—¥Y o 7 L HfFTxET,

VNFXXY AN N—T AV TBIOMVR FAL v F ETHEFETEEHA, MVR B3A X —T N5
TWDHRET, VT XY AN V=T 4V ITBILOYALTFIXY AN V=T 47 T haliff—
T LT E, MVRIZT 18— 20 BEX vy 2—URRREINET, vV FF¥ A b L—
TAYITBIOYALTFXYy AN V=T 7 7a harif x—7LDOIRET, MVR &4 x—7 /L
WZLE2ETDE MVR 24 X—TVMIZT28EX Ry o ErE, =7 — A v E—URRREINE
R

1 WOHITIEL, MVR A4 X —T VT 5 HEET LET,

Switch (config) # mvr

show mvr ###£ EXEC a~> R&2FEHTDH L, ROV LFF¥ AN I —TOBIEOHKREEFK KT
=FET,

WOBITIEL, 228.1.234 % P vV F XX AN T RLAELTHRET D HEERLET,

Switch (config)# mvr group 228.1.23.4

WO T, 228.1.23.1 ~ 228.1.23.10 D~/ FF ¥ Ak 7 FL AL L {2 10 O IP v /LF % ¢ R
N IN—TERETDHEERLET,

Switch (config)# mvr group 228.1.23.1 10
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mvr (FO—/ XL avI4¥aL—23y) M

AA T TRESNTEZIP LT IXFY AN Z0—7 7 FLREFR T 58461, show mvr members
ke EXEC o=y R&EfEHA L £1,

WROFITIE, wRZ7 =Y —ISERHZ 18 (10/10) ([ZRET L HiEE2RLET,

Switch (config)# mvr querytime 10

WOFITIEZ, VLAN2 Z~ /v FF ¥ X VLAN & LTRET 2 HEETRLET,

Switch(config)# mvr vlan 2

RIE & MR 2121E, show mvr 4 EXEC 2~ RE AN LET,

BEav> R avwv Kk EL
mvr (fF—T AR 274 MVRAFA—FEZRELET,
Falb—Tay)

show mvr MVR 78—/ 3L RS A—=Z E IR — b RTG A= 2FKR L E
R
show mvr interface BEINIEMVR AL E—T oA RAEZDEA T ATF—H A

BLOEIRFPLEREE L DICERRLET, A1 ¥ —T A ANK
UNTHDHTRXTOMVR NV —T%FK R LET,

show mvr members MVR Vv FF ¥ A~ J—TDAUNTHDLTRTOR— %
FRLET, =T A APV RNHE, TDOAT—HF AT
Inactive & L TR RENET,

Catalyst 3750 Rf yF av>F YI7LYR
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M mvr (1v8—T4Ra0T74X2L—23Y)

mvr (A28 —2Jx4ARAT4F¥aL—23Y)

LA % 2 @R — k% Multicast VLAN Registration (MVR) O L v — N—F 7= :bi@{.:jm“~ k& LT

ETDHZ LT, BRI EZHREL, IP~/LFF¥ A F VLAN & IP 7 RL RIZR—FEAH
T4y 7IZEDYBTDHIT ;t mvr { X —7 A A :/74%1V~¢/a/:v/]\7&4ﬁﬁﬁbiff
T 74V IREICRERTIZE., Zoavr Fone BRXEHHLET,

mvr [immediate | type {receiver | source} | vlan vian-id group [ip-address]]

no mvr [immediate | type {source | receiver}| vlan vian-id group [ip-address]]

B DERHA

TI2HIE

immediate (fE%) H— F® MVR OHIEFEERESE A x— 7 LIC LES, - O
HExT 4 B —7 0279 5I21%. no mvr immediate =~ > F&#H L F
RS

type (E8E) H—F% MVR Lo —n_— B— FEIEE TR — & LT
ELET,

T7HN N R—=b ZAFE MVRFELR - FBLOL I ——
A—hrDELEHLTHHY FH A, nomvr type 2~ Nk, B#HELR—
FBEOLY—N—= K= D ELLTHRVA— L LTHR—FEY

Ty PLET,
receiver R—h&, v VFX¥ AN T—HOZELETRARERMAZER— L
THRELET, Ly—_"— R—FI~vLFHF+ A M VLAN IZET S Z
LI TEEEA,
source R—h&, REFHOINANTFy AL IV —TLOwLFHx 2 b

T =X DEZENRERT v 7V 7 R—FELTRELET, AA v
FOEETR— MITRCHE—DO~LFF+¥ A VLAN IZB L ET,

vlan vian-id group (FE) A—r%&, BEESN7 VLANID 2o~/ FF v Ak )L—
TDOAET 47 AwNELTBEMLET,

no mvr vlan vian-id group =~ RiZ, IP vV FHF ¥ A~ T RLRX 7
=T DX Ry T VLAN EOR— S EHIBRL £,

ip-address (FE) fBESN-~ALF X% 2 b VLAN ID 0fF Eém‘_ MVR IP =
NFXY AR TNL—T T RLAZAAT 4 v 7ICERELET, Zhix
AR—=EPMALTWEZAFX Y AN TV —TDIP 7 FLATT,

R—=FMIL T —R—=L LTHREETE L THLREINTEEA,
AU BB I X T R COR— R TF 4 B—T L TT,
Ly —R— R—= MIEDOREFL~LTF XY AN ZJAL—7 B LTWERA,

AR —=—T A A AT 4Fal—3

Jyy—= EEANR
12.1(11)AX Toawy REMShE LT,
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BEREDAA FS4>

Ll

mvr ({28 —2x4R av74F1L—>ay) B

R—=FRREINTZ~ALTFXY AN TN —THIFT~NLTFXY AN T—HEEZETELL91T2%
AT, F—=F2EELTR— L LTHRELET, YAFFY AL T—HITEELTR—FLE L TRES
hfb%&f«fmﬁ*—&f FEhnEd,

Ly —NR—=R—=F I hT 7 R=MIRDBZIEITTEEHA, AL v TFDL T —R— K= MNIELRD
VLAN B L TWTHNENERANR, vLFFx X VLAN ICBTHZ LI TEEHA,

MVR IZZIM L TWRWAR— I, MVR Lo — 3— R— T\if_ ITEETLAR—FLE LTERELRWTL
7230, IEMVR A= MIBEHEDAAL vF R—FTHY, BEDOAL v TFEETCYILT Y A N T—
é’ﬂéx’fnﬁqé\_kﬁ“f%ijﬂo

BN IR RERE S 4 X — T VDA, LY —N— R— MI LV EEH T~ L F Y A b ZA—Tnb
BLET, BIEPLBEEREN 2L . AL v TFRL T —N_— R—rD I —F75 IGMP Leave A v —
CHEZELIEEE. AL vTFiE, TOR— MIIGMP MAC R—2n /7 =) —%%E L., IGMP 7 /L —
T ANy T VR FERLET, RESNTZREMANIIZ LR — R ENR0nE, Ly — = RK— |
MINT XX XN T—T ANy bR ENET, BIRFFIEMERE Cix. IGMP Leave =515
L7y — = R— 25 IGMP MAC R—Z2D 7 = —|IEESNEH A, Leave A v —Y DA
BI=EBIZ, AV FIXXY AN TA—T AR T MhH Ly —R_— R—  RHIBREIND DT, HIED
72 O LI 2N ENE S E 9,

BB BEERE S A R — T NI T B DI, L —A_N—EER | SFIFEF N TVA L Yy —— RK— |
WIRELTL EEW,

mvr vlan group 2~ 2 R IP vV FF ¥ A b 7T RUANEF SNV TFXFY AN VT 74000 %

théiO —b%X574/7k&ELi¢ TN—=TDANELTAZT 4 v ZITRES
To AR — MR, 15'74' v ICHIBREND ETIHRZED I L—T DA "D % % TF, compatible T— K
T, Zoa~vr FEry—n"— K= MIFICHEA SN E T, dynamic E— RTIZEFILR— MIH

WHINET, Lr——R— kL IGMP J01n AvbE—VEMEHLTHEAFT Iy 73 LTF v A
FIN—=TITMATHZ b TEET,

compatible € — FCTEIEL TWAHFEIE, MVR 1 MVR #£{E78R— hTO IGMP ¥4 F v 7 i %
FAR—FLEEA,

MVR R— MET7 T A X— K VLAN K— MR EFE A,

WOBITIE, MVR Ly —_"— R—he LTHR—FERETDHEEZRLET,

Switch (config)# interface gigabitethernet2/0/2

Switch (config-if)# mvr type receiver

BEINT LY — "= K= FBLOEELR— b EERRT 512X, show mvr interface #5# EXEC =
~ U REMEHLET,

WOFITIE, RA— N ORIREBIREEEZ A R — T WM T 2 HEEZRLET,

Switch (config) # interface gigabitethernet2/0/2

Switch(config-if)# mvr immediate

ROFITIEZ, VLAN 1 OR— & IP vV FF v XA b Z0—7 2281234 DAZT 4 v 7 AL L
T2 Gk L ET,

Switch (config) # interface gigabitethernet2/0/2
Switch (config-if)# mvr vlanl group 230.1.23.4

BT &R 9 5I12i%. show mvr members ¥7#% EXEC =~ F&Z AN LE7,
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M mvr (1v8—T4Ra0T74X2L—23Y)

BEav VR avwy kR HL)]
mvr (Fa—)L a7 AA T ETNVTFHHY AN VLAN LYRA ML —2 g & A R—
Xal—gy) TMIZLT, RELET,
show mvr MVR 70— L RTGA—ZE- TR —F NI A—FHFRLE
7
show mvr interface BREHEHD MVR A U F—T oA A% RRT D, EliFLv—

N R= I BFRT 2NV TFIFXY AL IN—T2RKRLET, A
H—=T 2 ARALNRTHDHTATOMVR S —7%FRLET,

show mvr members MVR vV FF ¥ A b V=T DAL NRTHELETRATDOL —3—
R—FaRRLET,
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network-policy

network-policy

A E—=T ARy NT—=IRY— T a7 7 A NEENT 51, network-policy 1 » ¥ —
Tz Aar7 4 Xal—varyavry ReEALET, RV /~—%AEEHS?@”5fE'/\ ENEOEL S
@ no BEMH L £,

network-policy profile number

no network-policy

BXDEHEA profile number Fy hT—I K)o — Ta 77 A VOB EHELET,
T72HILE Fy hU—2RY o— a7 7 A VTHEASERE A,
avY kR E—F AV H—T 2 A AT 4 X2l — a2
av Y FEE Jyy—=x EENE
12.2(50)SE Zoawry RABMERE L,

EREDAA FS54>

AV BE—=T A RIT BT 7 A NVEEHAT 5121, network-policy profile number A % —7 = A4 X
Ay 74 Xalb—ay :V/Féf@ﬁﬁbiﬁ“

RINCA v H—T 2 A A RICFy NU—2 R v — Ta 77 A VERELEZGE, AV 4 —T AR
1z switchport voice vlan =~ > N& i CT& £ A, switchport voice vlan vian-id 733 TIZA
=T 2 A XA LIIREINTVWALE, Xy NV —I RV =TTy A NEAf L F—T AR
WHTExET, Z0%, A F—T 2 AF, A F—T =24 A LICHEAESNEEFERIIEFY 7
V27 VLAN %y hU—2 RV — a7y A VEERLET,

il WOBITIE, A F—T =2 AZFy hT—=IRY o— Fua7 74060 ZEMT5 kR LET,
Switch (config) # interface_id
Switch (config-if) # network-policy 60
RREOY YR avwo R BL
network-policy profile (ZFr—/% Xv NT—I RV — Fu7 7y A VEERLET,
Va4 ¥al—al)
network-policy profile (X b Xy NI =RV v— a7y A NVORBREERELET,
U= R)y—ar74Xal—
Tayv)
show network-policy profile REINT-X Yy NT—I RV — TaTdr A NLVERRALET,
Catalyst 3750 Rf yF av>F YI7LYR
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| network-policy profile (JA—/Y)L 2> 4FaL—3Y)

network-policy profile (JB—/N)L 2V FaL—

3v)

Fy NU—O RV =TT 7 A NVEFERL, XYy FT—I RV —ar7 4 FXal—ay E—F
IZADITiE, network-policy profile 7 v —/\)L a7 s Fab—d gy avr FeEALET, K
Vy—%HIBRL, Zu— L ar 7 4 Xalb—vay = RIREDIICE, Z20a~<2 RO no B EE
ALET,

network-policy profile profile number

no network-policy profile profile number

B DERHA

profile number Xy hT— IR o TR 77 A LOFBEIGE LET, FETE
HPHIE 1 ~ 4294967295 T,

TIAILE

Fy hT—=I R = Ta 77 A VETERINTWVERA,

Ja—nN_") a7 4 ¥al—g v

Jy—2 EEAR

12.2(50)SE Toawy REMESRE L,

EREDAHA R34y

I

Ty ANVEERL, Fy V=R =T a Ty A ar7 4 Fal—ar = RICADIC
IZ. network-policy profile 70— 3L 207 Xab—v gy a<wy FEHLET,

Fy hU— Ry —FaTdry A ar 7 4FXalb—ay EB— RbLEHEEXEC E— FICRELHE
iE, exit 3w FEANLET,

Fy NI—=I RV —TuT7r7A0 a7 4X¥alb—ar ET— ROEE, VLAN, Class of Service
(CoS). Differentiated Service Code Point (DSCP; DiffServ =— K KA > k) Offi, BIOZX 7
ET—REEETAHIET, BERBILOEFR VI TV ITHOT a7 v A VEERTHZ ENTEET,
F0H%, Zhoo7a 77 A4 LOEMIX, Link Layer Discovery Protocol for Media Endpoint Devices
(LLDP-MED) @ network-policy Time Length Value (TLV) IZ& £ ET,

WKOFTIE., Xy FI—2 R — Fa 774160 B1ERT D HEEZRLET,

Switch (config)# network-policy profile 60
Switch (config-network-policy) #
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network-policy profile (JA—/8 )L Y74 FaL—L3Y) ||

avwy kR

SiBA

network-policy

AVHE =T 2 AZFy PT—=I R —%mHALET,

network-policy profile (% k
U= R) v —ar7 4 F¥al—
vay)

Iy NT—I R — a7 A VDORBEERELET,

show network-policy profile

RESNTAY RU—I RV = Ta Ty A NVERRLET,
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W network-policy profile (v F7—% RUL— 3o T4F¥alL—av)

network-policy profile (v FT7—9 R)— Y
J4¥XalL—23Y)

network-policy profile 7 o — )L 2> 7 4 Xa b —vay avwr ReEMHALTERSNZR Y b
T—7 RYv— a7y A VEHFHET HITIL, network-policy profile =27 4 ¥al— gy E—
FavU FEEHLET, a7 7 AV EHIRT 52581L. BRI A—FRLTZDOa~< RO ne
BREEMLET, RESNIZBIEEZELT L2581, AT A—FLLbllZoavry Fono BA%
HLET.

network-policy profile profile number {voice | voice-signaling} vlan [vian-id {cos cvalue
| dscp dvalue}] | [[dotlp {cos cvalue | dscp dvalue}] | none | untagged]

no network-policy profile profile number {voice | voice-signaling} vlan [vian-id |
{cos cvalue} | {dscp dvalue}] | [[dotlp {cos cvalue} | {dscp dvalue}] | none |

untagged]
B DR voice EET TV r—vay B4 TEBELET,
voice-signaling EETFV T TV = ay AT EEELET,
vlan ER NI 74 I HOXAT 47 VLAN ZHE L E T,
vian-id (FEE) ¥F 574 v 7 MO VLAN Z4E L7, HETE 54
X1~ 4094 CT9,
cos cvalue (LE) BRE S VLAN IZxT 2D LAY 2 77447 1 Class of
Service (CoS) #¥EELET, HETX2®MIO~T7 T, T 74
b MBS T,
dscp dvalue ({ERE) % & &t 7= VLAN |Zxt9 % Differentiated Service Code Point
(DSCP; DiffServ =— K ARA > b)) [EEEELE T, FHETE HHFH
120~ 63 T9, T 74/ MEIE 46 TT,
dotlp mfﬂImm8m1p7§4ﬂdiﬂr&%/7kiowmANO(*4
747 VLAN) #H3T 2L 5ICEHEHELET,
none ({E=E) 37 VLAN (RS L T IP Phone (28R L £® A, IP Phone ®
F— RNy OB ANEINZBREEZHERALE T,
untagged (fEE) IPPhone 2% V7R LOEHF M7 7 4 v 7 X5+ 5 X 9RE
LE9, ZNNIPPhone DT 7 4 /v h&EIZ/R D 7,
TIXIE Fy hU—7 R —FEHFSNTOERA,

a2 kK E—F X hT—2RY— a7 4 ¥al— gy
avy FEE yy—=x EEAR

12.2(50)SE Zoavr RRBEMEhE LK,
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BEREDAA FS4>

network-policy profile (%v k79— RS —avI7s¥alL—2av) M

Xy b= K= 777 A NVORMEEZRET DL, network-policy profile =~ REfH L
£7.

voice 77V r—3 g v # A 7L 1P Phone A TH Y, dFHBRXOEF Y —E AR - F55 N
A AP TWES, @E. 60T AT BHEAZIATALE L, 77— 77V r—
varhLEEEL CeXx 2 VT 4 2T D7D, BIEO VLAN ICERE IR E T,

voice-signaling 77V r—a v XA TNE, BFEAT AT ERBRDIEFV 7TV ITHOR) v —%
MBELETHEXY NU—27 MR YHTYT, T _XTORUCFR Y hU—2 R U 2 — voice policy TLV (Z
T RNRNEAXEINTZR) =L LTHEASNDIGAE, ZOT7 7TV r—vay XA TET RRZ A XL
RNTLTEEN,

WOBITIE, 7Z7A4F VT 4 4D CoS > VLAN 100 HOEFFRT 7V r—var A4 TEHRETD
FikERLET,

Switch (config)# network-policy profile 1
Switch (config-network-policy) # voice wvlan 100 cos 4

OB TIL . DSCP fH 34 28> VLAN 100 HOEBEFRT 7V r—vay 24 TEFRETHHIEEZRLE
j‘o

Switch (config) # network-policy profile 1
Switch (config-network-policy) # voice vlan 100 dscp 34

WOBEITIX, T4 4V T 4 BX T 5ES>FAT 47 VLAN IOEFT 7V r—yay 44 7%
T D HiEERLET,

Switch (config-network-policy) # voice vlan dotlp cos 4

BEaIUF avwok e
network-policy AVE—T A AZFxy NT—7 R o—%@mHLET,
network-policy profile (F'e2—/N Xov hT—J R v— a7y A VEERLET,
N avZ 4 Fal—vay)
show network-policy profile BEINTFAY VT =R v— a7y A NVERRLET,
Catalyst 3750 Rf yF av>F YI7LYR
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W nmsp

nmsp

Network Mobility Services Protocol (NMSP; *x v bV —2 EE U T 4 —ERX Fm hajil) 2241 v
FETAX—=T T HITIE, nmsp /2 — L a7 4 Xab—v gy avr FeEHLES, o
Da<wr R, AL v TFTHEBILY 7 b0 =T £ A=V NRETEINTWIHAICETRHTE 7,
F7 4N MREICETICE, Zoa<vr Fone BRXEFHLET,

nmsp {enable | {notification interval {attachment | location} interval-seconds}}

no nmsp {enable | {notification interval {attachment | location} interval-seconds}}

ST EREA enable NMSP e s A4 v F ETA R —T NI LET,
notification interval NMSP @@z e LE 7,
attachment THyF A MEMERERELET,
location o —yaimamiEEsiEE L9,
interval-seconds AA v TFNMSEICar—2 g 378 vF Ay NOBEFEEE
THECTOHM (B, #HETEDHAIT 1~ 30 T, 774/ Mi
1% 30 ¢,
TIAIE NMSP 137 1 £ —7 LT,

avY kR E—F Jsa—r )L ar7 4 Fal—g

avy FER Jyy—x EERA
12.2(50)SE Zoawr REMSE L,

FERLEDHLA RSM4Y NMSP /s —arBIOT # vF 4 M4 % Cisco Mobility Services Engine (MSE; €& U 7 ¢
P—ER V) ICERFTDEICAL v TFEARX—TNITTHIZIE, nmsp Za— 3L 37 ¢
Xal—varavwr ReALET,

il WOFITIX, AA v F ETNMSP 24 3 —7 ML, = —a VB % 10 ICRET 2 HiEx
R~LET,

Switch (config)# vlan enable
Switch (config)# vlan notification interval location 10

BZEa<F = A
clear nmsp statistics NMSP #ath o 2% 27 V7 LET,
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nmsp W

avwyk L]

nmsp attachment suppress BEDA L EZ—T oA ANEDTZ v F XA MEBROLAR—
ZMHLET,

show nmsp NMSP fE#a£nR LET,
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W nmsp attachment suppress

nmsp attachment suppress

FEDA L H =T =24 AIPEDOT Z v F A2 MERD LAR— bzl 4 5213, nmsp attachment
suppress { >4 —7 xA A A7 f{Fal— gy T—F ﬂv/l\%}ﬁﬂ% LET, 2oz~ i,
2L v FTHEZALY 7 F T =27 A A=VRRITINTODIHRICLETAHTEET, 7740 FRE
WWRTICE, 2oa~vr Rono BXE2#ERLET,

nmsp attachment suppress

no nmsp attachment suppress

BX DA Zoawy RICE, BIEEREF—U— RiEzbh v A,
FI+IE ZOavy RITEF 740 FEREITH Y F8 A,
avY kK E—F AV B —T 2 f A AT 4 X2l — g

av > FERE yy—= EFERA
12.2(50)SE oo~y REMSHE L,

FEREDAARSLAY nr—varBLOTH vF AL Mil&% Cisco Mobility Services Engine (MSE; €& U 5 ¢ #—t
AZVV) ICHERB LAWK A v ¥ —T oA AZFRET HIZIE. nmsp attachment suppress 1 >
BR—Tx A A a7 4 Fal—ary avy REHEHLET,

1 WROBTIE, THEYF AL MERE MSE ICREELAVWLE A v ¥ —T oA AEBRETLHIEEZ TR L
£7,

Switch(config)# switch interface interface-id
Switch(config-if)# nmsp attachment suppress

BEEav K avwrk H7Y:
nmsp A A w F [T Network Mobility Services Protocol (NMSP;
Fy hU—=7 FEYT 4 F—ER T bar) 24 x-7
WZLET,
show nmsp NMSP fif & &m LES,
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no authentication logging verbose

no authentication logging verbose

T24+ILEK

X DEREA

AUk E—F

BEE AT B Ay BE—UNbLEEMRERE 7 ANZ ) TT DL, A v TF AF v 7 EIFTAL
K7 v ZA »F T no authentication logging verbose 7 m— 3L a7 4 ¥ alb—va v avy
FaRLES,

no authentication logging verbose

TRTCOFMBHRIIT AT L A v —VIZRRINET,

Zoawy FiZi, 5I8ERESF—TU—REdH Y A,

Ja—nN") a7 4 ¥alb—r gy

EREDAHA R34y

Jy—2 EERE
12.2(55)SE Ioavy FBMERE L,

ZOavwryRICEY, BREVAT A AvbE—Unb, TPRISNDES 7 EOFEMBERN 7 421
JENET,

15l verbose FRFEY AT L A v —V BT 4 AE Y T HITE, ROFIEICHENET,
Switch (config) # no authentication logging verbose
HIE & MR 5 121E, show running-config £+ EXEC 2~ K& AL ET,
BEEav> R avwyk B
no authentication BFEV AT A Ay —UNbiEMERE 7 oV Z ) T LET,
logging verbose
no dotlx logging 802.1Xx Y AT A A v —UnbiEMERE 7 4L Z ) T LET,
verbose
no mab logging MAC Authentication Bypass (MAB; MAC F8FE/NA /X&) VAT A A
verbose U OFEMERE T V2 Y T LET,
Catalyst 3750 Rf yF av>F YI7LYR
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W no dot1x logging verbose

no dot1x logging verbose

802.1x VAT h A v E—UNbLitHERE 7 A NZ Y L ITHITE, AL vTF RAE v I ERITAL
¥ R7rYy AA v F ET no dotlx logging verbose 72— 3L a7 4 ¥alb—ay a<wy &4
MALET,

no dotlx logging verbose

T24+ILEK FTRTCOFEMERIZIL AT A A v —VICFERINET,

BXXniA Zoavwy R, BIEEREF—T— RiEb Y A,

avy kE—F ra—ar7 4 ¥al—vay

av Y FEE -2 EERE
12.2(55)SE oI RGBS E L,

FRLEODAARSAY —oa<wrRicky, 8021x VAT A A vbE—Unb, PRISNARINE EOZEMBERN 7 4 L F )
YT ENET,

1 verbose 802.1Xx VAT A A v E—TH T 4 AZ Y LT T AT, ROFIEICENET,

Switch (config)# no dotlx logging verbose

HIE & MR 5 121E, show running-config £+ EXEC 2~ K& AL ET,

BEEav> R avwyk B
no authentication BIES AT I A=V biEMERE 7 VXV T LET,
logging verbose
no dotlx logging 802.1Xx Y AT A A v —UnbiMERE 7 42V T LET,
verbose
no mab logging MAC Authentication Bypass (MAB; MAC §8FE/NA /XR) VAT L A
verbose UL EMERE T V2 Y T LET,
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no mab logging verbose W

no mab logging verbose

T24+ILEK

X DEREA

AUk E—F

MAC Authentication Bypass (MAB; MAC #BFE/NA /SR) VAT A A v —UNbLitefERE 7 «
NEV O TTHINE A T Ay 7 ERIFAZ L KT rY A4 v F £ T no mab logging verbose
Ja—n) ar7 4 X¥al—yaryavr REFEHLET,

no mab logging verbose

TRTCOFMBHRIIT AT L A v —VIZRRINET,

Zoawy FiZi, 5I8ERESF—TU—REdH Y A,

Ja—nN) ary7Z 4 X¥alb—va

EREDAHA R34y

Jy—2 EERE
12.2(55)SE Ioavy FBMERE L,

Zoa~vy RIZL Y., MAC Authentication Bypass (MAB; MAC FBFE/NA /XR) VAT H AybE—Y
mo, TRISND KR EDFEMERN 7 42 ) 7 SnE T,

i verbose MAB VAT A A vt —T %7 4 0Z Y 735120, WOFNEIZHENE T,
Switch (config) # no mab logging verbose
HIE & MR 5 121E, show running-config £+ EXEC 2~ K& AL ET,
BEEav> R avwyk Eﬁﬂﬂ
no authentication BFEV AT A Ay —UNbiEMERE 7 oV Z ) T LET,
logging verbose
no dotlx logging 802.1Xx Y AT A A v —UnbiEMERE 7 4L Z ) T LET,
verbose
no mab logging MAC Authentication Bypass (MAB; MAC F8FE/NA /X&) VAT A A
verbose U OFEMERE T V2 Y T LET,
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W nsf

nsf

Open Shortest Path First (OSPF) #F72i% Enhanced IGRP (EIGRP) /L —7 ¢ > 7 @ Cisco Nonstop

Forwarding (NSF; / VA Ry 7 74U —FT 4 7) ZAX—TMIL, FETHITIE, A vF R
Byl EIFAZ R TRY ALy F LT o nsfv—% a7 4 Fab—var avy REHLE
T NSF AT 4 =70 2IiE, Zoa~vry Rone BRAEEHLET,

nsf [enforce global]

no nsf
BXDEHEA enforce global (%) 2E NSF @ik A "= H & 7=354A. OSPF NSF O E#) %
FrrenrLlET, ZOF—YUY— R, OSPF/L—% a7 4 ¥ =2l —
vay TE—RTEFEREINET,
TI2FIE NSF 135 4 £ —7 1T,
enforce global 47> a L EA X —7 /L TF (OSPF RE),
avy kE—F N—%& a7 4 ¥ a2 Lb— 3 (OSPF %721% EIGRP)
avy FERE yy—= EENE
12.2(35)SE Zoa<wy FRNBMEE LT,

EREDHA R34

]

nsf 2~ Rig—% a7 4 FXal—vay avy R BEOL—F 47 FatxRNiEAIn
T _XTCOA L F—T oA RATEBELET, AA vFiL, OSPF 5L WM EIGRP 7' ~1 k a/LiZxt+ 5
Cisco NSF ## AR — Kk L TWET,

NSF A X—TNT, AZ v T < AZ—DAA v FF— "= I N84, NSF xfii/b— & i
NSF 383 % A N—F 771 NSF SIS R A RN—N oD —F ¢  JIEREFREE L, BRI %L
o

KOFITIE, OSPFNSF & A R—7 W 5 hEEZRLET,

Switch (config)# router ospf 100
Switch (config-router) # nsf

show ip ospf #7# EXEC ==~ F&M@H LT, OSPFNSF A/ X —T7 NV ThDH I L 2R LET,
WROFITIE, EIGRP NSF & A X —7 MZ$ 5 HiEERLET,

Switch(config)# router eigrp 1
Switch (config-router) # nsf

show ip protocols #i# EXEC =2~ > FZ{EHA LT, EIGRPNSF 84 X —7 1V ThbH I L B L E
ﬁ—o
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nsf W

BZEa<F av vk St
router protocol-id number N—TFT 47 TakRAef X =7 LET,
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MW pagp learn-method

pagp learn-method

EtherChannel N— FnHZAET HEE T v POREILT FLRAZFET 212X, pagp
learn-method 1 V' ¥ —7 A X a7 4 Falb—vary avr FEHLES, 774V FREICE
FTITiE, Zoa~vr Fone EXNEFHL ET,

pagp learn-method {aggregation-port | physical-port}

no pagp learn-method

BX DA aggregation-port WEIR— N Fy R THEETLT RLRAZEELE T, A1 v FId,

EtherChannel ®WIF O R — s Z2FEHT 22 LIk~ T, FETITA
oy bERELET, ZORET. TIHNLFTT, EHR—F T—F—D
e, EOMER— My bRELSDIFTEETHELD 5 A,

physical-port EtherChannel NOWEEAR — N CHEEFTHT RLAZBELET, AA vF
T, FETT RL2E2FE L2 o L [E L EtherChannel N DA — k & {#
LTEET~Ty bERELET, Ty 30— FOKERIL, FFE D5
MAC 721X IP 7 FLADOF ¥y X VDOR—hF LAEl—DAR— b2 FERHLET,

TI#4ILE 7 7 4V MX aggregation-port GRERAR— b F¥ x/1) T,

T
H
I
™.

avTy Ao B =Tz A a7 4Fal—3ar

avy FER yy—=x EERNE
12.1(11)AX Zoawy RpEMENE L,

BERLEDAAESAY #BHRT. Vo2 oMl OB EICTILENDH Y £5,
~

(%) Command-Line Interface (CLI; 2~ KT A2 X —7 x4 A) %Z#%H L T physical-port &—
U— RPBESNTEHETH, A v TFRYR— T 2501F, EHNFR—FTOT RLADFEEZFT
T, AA vF »N— Ry =T TlL, pagp learn-method 3 L UF pagp port-priority 1 > % —7 = A X =
VT 4K ab—vay avw s NEEYTT A, Catalyst 1900 A1 v F R EOYHA— MZLDET KL
AFBPTEYR— T 5T7 34 AL O PAgP OMHEERITIZINS D3~y RBKETT,

ALy F~DY 7 N— =Y T —F—Th 54, pagp learn-method physical-port 1 >
F—TxAfAAar74Falb—rvary avry FeflILTALS v F WA - 7—F—L LTHRE
L. port-channel load-balance src-mac 72—/ )L 27 f Fa b—3 gy avwy Rl L TEE
JEMAC 7 FLAZHEDW ARG TR ERET D L2l L E3, ZORPTET, pagp
learn-method (> % —7 =2 A 2 a7 4 Falb—ar avr NelLET,
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]

pagp learn-method W

ROEITIX, IR AHE L. EtherChannel NOMER— K L7 RL22%ET 52 R LE
7,

Switch (config-if)# pagp learn-method physical-port

WOFITIX, FHFFRKEFE L, EtherChannel NDOAR— h F v kL EDOT L AEF%E4 5 kxR
LET,

Switch (config-if)# pagp learn-method aggregation-port

FRE & MR 5121, show running-config ## EXEC =2~ > K% 7213 show pagp
channel-group-number internal %# EXEC 2~ &2 AJJLET,

avwyk H L]

pagp port-priority EtherChannel Z#HT 23T _XTHO T 7 4 v 7 BNEEFEENDHR— b & &R
LET,

show pagp PAgP F ¥ %/ Z L —FEREF R LET,

show running-config  H{EO@IEHEE KR L ET,

| oL-8552-10-J
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W pagp port-priority

pagp port-priority

EtherChannel % #&H 7 % 9 T® Port Aggregation Protocol (PAgP; K— FMEK 7w F=L) 5
T4 I BIERBEND KR — M EEIT HI21E, pagp port-priority £ X —T A A I T 4 Fa
L—vay avy FaHLET, EtherChannel THEMA SN TWRWT R TOR— FAKRy FRAF
N E—RIZHY, BIEBRSN TR — PR V7 CEERRE LSS, ThbOFR— MIK
FRBICTEES, 774V MRECRETICE, Z0a~vr RO no BREFEHALET,

pagp port-priority priority

no pagp port-priority

BX DA priority TIAF VT 4 FHIL O~ 255 TT,
TIXIE F7 40 MEX 128 T,
avy kFE—F Ao B —T xR AT 4 Fal—gy
oYy FERE yy—=x EERAE
12.1(11AX Zoawry RRBMEhE L,

ERLEDAA K54

~
¢:3)

]

7l U EtherChannel N CEIERTEE T A LN T E2FFOMER— hOFTRLEN T TA 4V T 1 & FF
oA — b5, PAgP HEE L LTRIRSNET,

Command-Line Interface (CLI; 2~ T4 A4 Z—7 A A) Z# M L T physical-port ¥ —

U= FPRESNEHATH, A v FRPR— 2013, £HR—FTOT FLADEEET T

T AA »vF »~— R =7 T, pagp learn-method 35 X T pagp port-priority f > % —7 = X =2
V74 X2 lb—Tay avy RIEESTT N, Catalyst 1900 A4 > F e EOPYELAR— MZLBHT FL
ARG Y R— T BT NA AL D PAgP OMAEEMICIZTZ NS0 a~y RBRBETT,

AA o F DY 7 N—= b F—BYH T —F—Th 5%, pagp learn-method physical-port 1 >
=Tz A arZ4Falb—rvaravry FEEHLTAS yFaehila—F 7—F—L LTRE
L. port-channel load-balance src-mac 72— 3L 27 4 Fal— a3y avy REFEHLGEE
JE MAC 7 RLRIZESWEAM MR ERET L2 L2 MR LET, ZORUW TS, pagp
learn-method 1 > ¥ —7 2 A A a7 4 Falb—vary avr REFEHLET,

WOBITIE, K—F F7IT7A4A4 VT 4% 200 ICRET L HEEZRLET,

Switch (config-if)# pagp port-priority 200

RE &R 511X, show running-config £7# EXEC =~ F£ 7213 show pagp
channel-group-number internal %4 EXEC 2~ > FEZ A S LET,
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m. OL-8552-10-J |



| £2% cCatalyst 3750 4 ¥ F Cisco I0S a<w >~ F
pagp port-priority

BEav VR avwy kR HL]
pagp learn-method BREANT Yy FOREILT RUAZZETHIER AR L E T,
show pagp PAgP F ¥ %/ N —7EREFRLET,

show running-config  HI{ED B IFRE % F#r L £,
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W permit (Z75€X YR FavI4Xal—Yay E—F)

permit (FO2E€X YAk aVI74Fal—3y E—
<)
EOESEUEEFER LA EIP 778X UARNTCAY—h 0¥ P24 2= NIT5I2F,. T2k
AYARary74¥al—v a3y E— FTpermit 2~ % smartlog ¥—V— &L HIHHALE

3, ACL => U ~0—i%, NetFlow:zl/ﬁéw)rzﬁ TEENET, 77ERA VA MDA — |
OX T ET 4= NCT AT, Zoavwr RO ne B EFHLET,

permit {source [source-wildcard] | host source | any} [log] [smartlog]
no permit {source [source-wildcard] | host source | any} [smartlog]

permit protocol {source [source-wildcard] | host source | any} {destination
[destination-wildcard] | host destination | any} [dscp fos] [precedence precedence] [tos
tos] [ fragments] [log] [time-range time-range-name] [smartlog]

no permit protocol {source [source-wildcard] | host source | any} {destination
[destination-wildcard] | host destination | any} [dscp fos] [precedence precedence] [tos
tos] [fragments] [log] [time-range time-range-name] [smartlog]

BX DA smartlog EBE) AA v FTA~— bk BRI BA X —T 5 TODHEE
TIEA VA MERET By b 7o —% NetFlow 22 L7 X2k
gL %7,

FI2+IL K ACL A<=—F BX o 7i3Af4 Xx—T Mo TWEEA,

avy kFE—F T/ AUANar74¥al—i gy

av Y FEE Jy—=x EERE
12.2(58)SE smartlog ¥ — 7 — R BMENE L7,

EREDAA RS54  permit =~ RO smartlog — 7 — FZ il LWL o522 dic >V Cid, [Cisco 108
Security Command Referencel] 2L T 7230,

ACL 3A v H—T = A AT STV DA, ACLIZ—8T 5% v MiE, ACL OREIZE SN
THESELEFTESNET, AL v FTAY—F BX VI BA X—T W2 ->TED, ACL I
smartlog ﬂ? T— RREENTWEEHE, HESEITF SN T v FOWNEIL Flexible NetFlow
alL g ZIZELRET,

%72, logging smartlog 7’ v — VL 27 4 Fal—vary avy FefHLT, Av—bF ¥
B a— NI R =TT HNERH Y £97,
R—FACL (LA ¥ 2 A2 —T7 = RZ@EH ST ACL) DHBAY—F vX¥ o 7 &P R—FLT

WET, —4% ACL £721% VLAN ACL iZA~v— b ¥ 72K —FLTWEFAL, A—F ACL
FeXFr 2R —FLTHEEA,
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permit (79 €X YRk av74¥aL—av E—F) N

ACL 3A v Z—T = A AZHWH SN TWDHEHE, =& T35y MIusEkidFA~—hF e Z7ong
NNCRRE S, MFICRREIND Z LEb Y A,

ACL TAV—h aX 7 BA X—T VIR > TN D Z & 2R T HIiX,. show ip access list £74E
EXEC 2w v R&Z AN LET,

!l ZOFTIE, AR AFEHLIZARIGETY 78X VXA MIFLTAY— N B X T2 R—TVZ
LT,

Switch (config)# ip access-list extended testl
Switch (config-ext-nacl)# permit ip host 10.1.1.3 any smartlog

BEaTUF avwyk H7LT
logging smartlog Av—haXo T — OV F—T VI LET,
show access list TRTCOTI7EHAVAPERITTRTOIPT7®A VR MNORNEEZHRRL
show ip access list EXR

Catalyst 3750 Rf yF av>F YI7LYR
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W permit (ARP 77X URFav74¥alL—ay)

permit (ARP 7V X YRk aVv274Fal—23

>)

Dynamic Host Configuration Protocol (DHCP) /A > 7 1 7 & O FRAIZH-S T Address Resolution
Protocol (ARP; 7 R U AfFR7 v han) Ny M &FFAIT2I21%, permit ARP 727X VX | =
V7 4Xalb—varawr REHEHLET, 78R 3 bo— U X MLIEE ST Access

Control Entry (ACE; 77 A 2 bu— = M) ZHEIBRT 2L, Z0a~2 RO no B EH

MLET,

permit {[request] ip {any | host sender-ip | sender-ip sender-ip-mask} mac {any | host
sender-mac | sender-mac sender-mac-mask} | response ip {any | host sender-ip |
sender-ip sender-ip-mask} [{any | host target-ip | target-ip target-ip-mask} ] mac {any
| host sender-mac | sender-mac sender-mac-mask} [ {any | host target-mac | target-mac
target-mac-mask} ]} [log]

no permit {{request] ip {any | host sender-ip | sender-ip sender-ip-mask} mac {any | host
sender-mac | sender-mac sender-mac-mask} | response ip {any | host sender-ip |
sender-ip sender-ip-mask} [{any | host target-ip | target-ip target-ip-mask}] mac {any
| host sender-mac | sender-mac sender-mac-mask} [ {any | host target-mac | target-mac
target-mac-mask} ]} [log]

B DERHA

TI24+ILEK

request (L&) ARP ZROMEZ TR L E T, request ZHE L WHAIF, T
T?D ARP %7 v MZxt L CTHREMTbNET,

ip EEMIP 7 RLAZRELET,

any FTRTCOIPT FLUAEEITIMACT RLAZEFAILET,

host sender-ip

HESNEEEMIP 7 FLRAEFFALET,

sender-ip
sender-ip-mask

FRESNT-HMMOEEMIP 7 FLAZFFAILET,

mac

EEMMAC 7 RLRAEEELET,

host sender-mac

HEINTEEMMAC 7 RLRAEFATLET,

sender-mac
sender-mac-mask

faE SN T-#iPHORREM MAC 7 FLAZFFRI LE

response ip

ARP IEZDIP 7 FL A X EF L ET,

host target-ip

(ERE) BESnizZ—7y FIP T FLAZ#Fal LET,

target-ip target-ip-mask

(EE) fRESn®los—7 >y MIP 7 FLA&ZF#FATLET,

mac

ARP JIGZD MAC 7 RL AfEZIEELET,

host target-mac

(FEE) eSSz =7y P MAC 7 FLAZFALET,

target-mac
target-mac-mask

(ER) fREsnz®iMos —7 >y h MAC 7 FLAZFFAILET,

log

({EE) ACE & —%3 537 v &k L EJ, ip arp inspection vlan
logging 7 = —/ 3L 27 4 ¥ 2 L—3 3 2% FT matchlog ¥ —
T—RERELTWVDLEAES, —BLEAATy M VS ET,

T 7N PRETHY £ A,
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permit (ARP 772X YR+ avI74¥aL—>3>v) M

avy Kk E—F ARP77tERA URAKNav 7 4FX¥al— g

av Yy FEE Jy—=x EERNE
12.2(20)SE Zoavwy RPMEMEShE L,

BRLOAM RS54y  permit WZBINT 5 &, —EO—BEKMITHE ST ARP N7 v FEEEETE £7,

1 WOFITIZ, ARPT 7 A URAMEEFEL, IPT7 FLAN 1.1.1.1 TMAC 7 FL AR
0000.0000.abed D7 & F735H D ARP sk & ARP ISE DM &[4+ 5 Hikxw 7w LET,

Switch (config)# arp access-list static-hosts
Switch (config-arp-nacl)# permit ip host 1.1.1.1 mac host 0000.0000.abcd
Switch (config-arp-nacl)# end

T EMERRT 5121, show arp access-list 34 EXEC 2~ FZ A LET,

BIEa<T VR =Y E LT

arp access-list ARP Access Control List (ACL; 727X 2> ba—/ URX L) %
ERLET,

deny (ARP 772X URXR K = DHCP A T 47 LDOREIZHESWTARP N7 > FEER L

V74X alb—vaY) e

ip arp inspection filter vlan ALT 47 IPT FUATHREISNIZAA R H D ARP 23RKE &
WIRE LTI LE T,

show arp access-list ARP 7 7R VA MNMIBETHFHFEMERRLET,

Catalyst 3750 Rf yF av>F YI7LYR
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W permit IPv6 79 €RX YR+ av74¥al—>3Y)

] 3
permit (IPv6 7V tX UX a7 4% Lb—3
)
IPv6 7 7 €A VA NOFFRFEMEEFET HITIE, permit[Pv6 7 7R VAN a7 s Falb—g
vavy REERHLET, FASRGZHIBRTSICE, Zoavr Fone BRNEHFEHL T,

permit {protocol} {source-ipv6-prefix/prefix-length | any | host source-ipv6-address}
[operator [port-number]] {destination-ipv6-prefix/prefix-length | any | host
destination-ipv6-address} [operator [port-number]] [dscp value] [fragments] [log]
[log-input] [sequence value] [time-range name]

no permit {protocol} {source-ipv6-prefix/prefix-length | any | host source-ipv6-address}
[operator [port-number]] {destination-ipv6-prefix/prefix-length | any | host
destination-ipv6-address} [operator [port-number]] [dscp value] [fragments] [log]
[log-input] [sequence value] [time-range name]

(G¥)  flow-label, reflect, 35X routing ¥ —7V — RiZa~vr RIA4 DO~V T A M) U TICRRENET
N, PR—FINTWEREA,

A3 —xy FHAIA vE— FO Ol

permit icmp {source-ipv6-prefix/prefix-length | any | host source-ipv6-address} [operator
[port-number]] {destination-ipv6-prefix/prefix-length | any | host destination-ipv6-address}
[operator [port-number]] [icmp-type [icmp-code] | icmp-message] [dscp value] [log]
[log-input] [sequence value] [time-range name]

mEFETO Fan

permit tcp {source-ipv6-prefix/prefix-length | any | host source-ipv6-address} [operator
[port-number]| {destination-ipv6-prefix/prefix-length | any | host
destination-ipv6-address} [operator [port-number]] [ack] [dscp value] [established]
[fin] [log] [log-input] [neq {port | protocol}] [psh] [range {port | protocol}] [rst]
[sequence value] [syn] [time-range name] [urg]

User Datagram Protocol

permit udp {source-ipv6-prefix/prefix-length | any | host source-ipv6-address} [operator
[port-number]] {destination-ipv6-prefix/prefix-length | any | host
destination-ipv6-address} [operator [port-number]] [dscp value] [log] [log-input] [neq
{port | protocol}] [range {port | protocol}] [sequence value] [time-range name]

(3¥)  flow-label, reflect., ¥ X O routing ¥ — 7 — RiZa~vr RIA4 D~V T A RN U TZRRENET
B, PAR—FESNTVERA,
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permit (IPv6 792X UR bk av274FalL—>ay)

340}

"E-IDII':

3

protocol

A H =%y N 7a haLoLaiEIEE S, ahp, esp. icmp. ipv6,
pep. sctp. tep. T udp ¥F—V—FD 12, HHWIXIPv6 7= |
ANFEHERT 0~ 255 OFPADOELHIZT L LR TEET,

source-ipv6-prefix/prefix-
length

R 2R ETDHDEEFEILIPV6 Xy N —F 73 xry U= DT
2

o

ZOFIBITIT RFC 2373 ([ZRt#in L 512, an o TRYIG7Z 16 By b
EZFEH L 16 BEIEXTTY FRLAEZHEET OLERDH D 3,

GE) CLI~ATTIH/O~/128DF VLT 4 7 ZAEDFIRSIETHR,
A FITEARER /0 — N =% vy A MBI
O—WJ)VHKAN T RLAD /O ~/64 DT LT 47 A, BLW
Extended Universal Identifier (EUI) “X— 2D /128 'L 7 4 7
AT LTI IPV6 7 L ABE A R— L ET,

any

IPv6 L7 ¢ 7 A /0 DEIRIE,

host source-ipv6-address

PRI RO ERTH 2XEILIPVO RA N 7 R A,

Z @ source-ipv6-address 51#UZIE RFC 2373 It L o1z, =T
REIHhZ 16 By MEEZER L7z 16 #HEXTT FLAEZBET D4
ERH ET,

operator [port-number]

(EE) BEDT v ha v OREILEIFAE R — M2 HkT 28A 1%
HBELET, EHE 1L, It (less than : &), gt (greater than : XY K
1), eq (equal : —%). neq (notequal : ~—3) . range (inclusive
range : @A EHIM) T,

source-ipv6-prefix/prefix-length 51 D% A\ E TN EPNTHE. &
BRHR—F e =T HLERHY £T,

destination-ipv6-prefix/prefix-length 5152 D% AIIEE - DN E DT H
B SER— =BT OLENRDH Y F7,

range HE L2 DOFR— NEFPLETT MOT X TOWE I 1
DDR— FNEGPLETT,

=B D port-number 51371 10 #%, F 721X TCP & 5\ % UDP A— LD
AHITY, RN— MFEOFMAIL 0 ~ 65535 T, TCP ~A— 4 1% TCP
ETANEY 7T HHEITROEHTEES, UDP A— ~441% UDP
BEZANEY T TOHREICROEHTEET,

destination-ipv6-prefix/
prefix-length

PR ARET 5L IPv6 Ry NU—2 23Ry NU—2 DI T
XO

ZO5IITIZ RFC 2373 ([ZREHDO L H 12, v TRYIbA7 16 £ v b
EZEH L 16 BEIEXTTY FLRAEZHEET OLERDH D £3,

GE) CLI~NVTTIR/O~/128D VL7 4 7 ZAEDRFRENETH,
2L FITEHARER /e —r L 2=F vy A FBLOY o
O—H)L KA T RLAD /0~ /[64 DT VLT 47 X, BIO
EULl R—2D /128 L7 4 7 ZZK L TET IPv6 7 R L 2 RE
Y R—FLET,

host
destination-ipv6-address

AT ORIES Tl 5565 IPV6 A b 7 KL%,

Z @ destination-ipv6-address 31301215 RFC 2373 IZ@#O L Hic, =1
YTREIBNIZ 16 By MEEMEM L7z 16 BEIEXTTY FLAEfRET
DLMLERHY ET,

dscp value

(EB)EKIPV6 Xy b~ X —D T T 4T VT TA T 4—LED L
Z7 4 v 77 AEL DiffServ =— F KA v MaxRELET, HBE
TE5#HIZ 0~ 63 CTJ,
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W permit IPv6 79 €RX YR+ av74¥al—>3Y)

fragments

(EE) 777 AL MEESNy X =0 SO T I 7 X b A 78y b
NEENDIHE, PIHIRECTHRNWT Z 72 b Xy ERELET,
fragments ¥ — 7V — NiX, 7'v k2L ipv6 T operator [port-number]
FIEPHEINTOWRWEAICRY , fEETELA T a o TT,

log

UEE) = hNY =T 20y MTETAEHREFX 7 A yE—
EFarsy—ICEELET (ary—LiliEEEns A ve—vorx
V1% logging console =~ > K CHIEIL £9),

AvE—=UIZE, TI7E8A VRN, V=T U RFS, Ty PBFRAT
SN ES», 7r bz (TCP, UDP, ICMP F7213%& 5D\ T 1
). BWIERBAIIIREITL /5T RUA, BERL/ R — &SN

EENET, AvE—TiE, —BLEENO T v Mo L TAER S 1L,
TO%., 5B THFA SNy Nk EED TAERSNE T,

log-input

(B log ¥—U—FLRIUHEREZRME L ET (2L, af 7 Ay
T=VREAREAN =T A ZABFIRENTT),

timeout value

UEE) FIRIPV6O 7T 78R URASREAL LT 7 NMTRDFDOT A RILE
MoOFW AL, fEE T 25T 1 ~ 4294967295 T%, T 7 #/v
~MiEiZ 180 BT,

sequence value

UEE) 77EBA VAN AT — R AV MDY= U AFEEZIEELET,
e Tx HEIPHIL 1 ~ 4294967295 T,

time-range name

LE) A AT — N AV MC#E AT 5 RMEME A E L E9, R
D4 T & HIFRHEIEIL, time-range =~ > K & | absolute =72 (% periodic
av s RZkoTERENEELET,

icmp-type (EEZ) ICMP X7 v v D7 4 NVEZ Y TIZICMP A vk —2 # 4 T %
ELET, ICMP %47 > MIICMP 2 vt&— A FI2X>T7 4L
HNV T TEET, Avke—U XA TDFEZIL0~ 255 TY,

icmp-code L) ICMP X% > b7 4 NHZ Y U ZIZICMP A vk —Y a— K%

BELET, ICMP A vt —Y AL FICLoTT4NEY T END
ICMP /7w MiE, ICMP A v &—Y a—RIZE->TT7 4 V&Y I T
EET, AvkE—Y a—FOEFT0~255TT,

icmp-message

(ER) ICMP X7y b7 4 NZ U TIZICMP A v —V4EHREL
£9, ICMP /¢ v b, ICMP A v&—o 4, £7213 ICMP # v & —
CHEATBIRa-RNILoTT N F Y T TEET, EHARERL
ANZOWTE, MEREOTA KT A4 ) OEAESRL TS EI,

ack (f£3) TCP v Fa L OBAICRY ACK By FERELET,

established (&) TCP Fu b a/LOBFEITRY | BRSNS FELTHDLZ L EE
BLEYT, TCP 7 —% 275 512 ACK £721Z RST By FAREZ AT
L6, MAEMTbLET, BETHZ00HHM TCP 7 —4% 7 LD
AEBELER A,

fin ({ER) TCP 'u Fha voOBFFIZEY, FINEYy h2RELET, #E

LB OT—HIXZhE L /A,

neq {port | protocol}

(EF) FEOKR— FET LIZRn ATy y FETERELET,

psh

(E&) TCP 7u b a v OHAICRY , PSHE Y FERELET,

range {port | protocol}

(LR A= bEFHEONAT v 2T ERAE LET,

rst (EE) TCP 71 Fa/LOBAIZRY RSTE Y 2R ELET,
syn (fEE) TCP 71 Fa/LOBFAIZRY SYN By FERELET,
urg (fE%E) TCP 7’u Fa L OFAEICRY URG By hEHFRELET,
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TI2H+IE

avU Rk E—F

permit (IPv6 77 £A URF 3T F¥aL—ay) A

IPv6 77 A VA MIEREINTWVERE A,

IPv6 77 &A VAN a7 4 F¥al—ay

avy FERE

EREDHA R4

=2 EERARE
12.2(25)SED Zoavy RRBEMEShE L,

permit IPv6 77 A YA K a7 4Fal—v gy T—F) awr Ni&, IPv6 A TH D E %k
& permit (IPv4 772 UA K a7 4Xal—valr E—FK) avr FEEBLTWET,

IPv6 77EA VRN av 74 ¥alb—ary T—RFEHHBEL, Xy BT 72X U X NZHEBT
L54MEEHZT HITIL, ipv6 access-list =~ > FDO% AIZ permit (IPv6) =2~ FEFEHLE T,
protocol BIEIZ IPV6 ZH8ET D &, /X7y RO IPv6 ~v ' —iZxt L TREEITVWET,
TI7HNEITE, 727E8A VARNDEHIDOAT— R AL NI 10 T, ZORDAT— AL bbbl
10 T8 L £,

U2 &R EFHA LR T, permit, deny, 72/ remark A7 — AV NEREHFEOT /A VA
MOBITEET, VA MORBUANDEFNCH LA T — R A2 MZEBMT 5121, HATIE %
AT BEFED 2 2O M) EEOMIZH DY ) BEEEFFSTZH LWAT — b AL N EERR
LET,

IPv6 ACL DEFKDFEMIZOWTIL, ipv6 access-list 2~ FEZZHL T E SV,

T _TOD IPv6 ACL (213 &b D — &St L LT, BB ? permit icmp any any nd-na, permit icmp
any any nd-ns, 35X (M deny ipv6 any any A7 — h A FRHV ET, ZDHH 2 DD permit Sl
i, ICMPv6 FA N—ERE2ZH A LET, ICMPV6 A N—E%K &7 7 L72 T icmp any any nd-na
F721% icmp any any nd-ns Z{ES T 5121E, ARMARER= S MU MN ACL NIZH D LERH Y 7,
KEERHY72 deny ipv6 any any A7 — kX > M A FMTT HITiE, IPv6 ACLIZ 1 DLl ko= MY &5
OLULENRDH Y 7,

IPV6 FA N—{EFZ T ATIE, IPV6 F v hU—27 LAY —EAEEHLET, LEER->T, 7
T4 R TIXIPv6 ACLIZ LD, IPV6 RA N—IRBE AT > hDA v F—T oA A L TORZIENIEER
HIZHFRI SN ET, IPv4 Tid, IPv6 XA N—ER 7 ut 2 L [F% 0 Address Resolution Protocol
(ARP; 7 RV ARk 7m han) &, BloTF—2Y > 7 LAY ZYabavzERALES, Lin-T
T 7 4V N TiE, IPvA ACLIZEY, ARP X7 v bDA V H—T = A A L TOEZE NI FF Al &
nEJ,

source-ipv6-prefix/prefix-length & destination-ipv6-prefix/prefix-length Ot 5 OS5 % N7 7 4 v 7 O
TANZY IR LET MEXT V747 AF T 7 4 v 7 ORBIRICESNT, BET LT 4
JAFLT T4 v I ORENICESNT T T4 72T 4B )T LET),

AA v FIFERNFRER 7 — L =%y A MBI RN 7 a—HV HRAR T RLAD /0~ /64 D
TV T 47 AL BULR—2D /128 V7 4 7 A T2V R —FLET,

fragments % — 7 — KL, operator [port-number] SIEBEE SN TVWRWEEIBVIEE T 547
v a Ty,

| oL-8552-10-J
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W permit IPv6 79 €RX YR+ av74¥al—>3Y)

WIZ, ICMP A ve—VA%5RTLET,

beyond-scope
echo-reply
header
mld-query
mld-report
nd-ns
no-admin
packet-too-big

parameter-problem

destination-unreachable
echo-request

hop-limit
mld-reduction

nd-na

next-header

no-route
parameter-option

port-unreachable

]

l_Catalyst3750 R4 v F IV F YI27L 2R

GE)

reassembly-timeout renum-command

renum-result renum-seq-number

router-advertisement router-renumbering

router-solicitation time-exceeded

unreachable

woFITIE, OUTBOUND BL W INBOUND EWHLDIPV6 7278 A UA K2 DRFEL, TDT
TEAVRARNELAVIA U E—T2A A LORBELIOER NI 74 v 7 T2 HEERLE
7, OUTBOUND U A DRI L 2 FHDOFHF A= U ix. *v 7 —2 2001:0DB8:0300:0201::/64
MNHEDO TCP BEXOUDP X7y hIRTHRA U H—T 2 ATEEEINDIOEHFTLET,
OUTBOUND VU % FfE&H = F Uik, &> hU—2 FE80:0:0:0201::/64 THOFTXTDO 47w b (3%
ETLIPV6 7 RLADREHID 64 € RE LT, Vo rua—i)L FL 747 A FE80:0:0:0201 D& 5%
T R) BAUE—T A ATEREINDOEBEEET, OUTBOUND U X FD 3 FHOFFARI= 2 b
ViZ, T _XTOICMP X% v "N A v Z—T 2 ATEEINDLIOEHFTLET,

INBOUND U 2 hDOFFRI= > b UL, T_XTOICMP X7 v ba A v B —T =2 ATZETHDEFH
aLET,

Switch (config) #ipv6é access-list OUTBOUND

Switch (config-ipvé6-acl) # permit tcp 2001:0DB8:0300:0201::/64 any
Switch (config-ipvé6-acl)# permit udp 2001:0DB8:0300:0201::/64 any
Switch (config-ipvé6-acl) # deny FE80:0:0:0201::/64 any

Switch (config-ipvé-acl)# permit icmp any any

Switch (config-ipvé-acl) # exit

Switch (config) #ipv6é access-list INBOUND

Switch (config-ipvé-acl) # permit icmp any any

Switch (config-ipvé-acl) # exit

Switch (config)# interface gigabitethernet2/0/2

Switch (config-if)# no switchport

Switch (config-if)# ipvé address 2001::/64 eui-64

Switch (config-if)# ipv6é traffic-filter OUTBOUND out

Switch (config-if)# ipv6é traffic-filter INBOUND in

permit any any A7 — k A k% OUTBOUND # 721X INBOUND 77 & U X NOFEHEDOT L Y
ELTEENTWARWGA, TCP, UDP, BLWICMP /X7y MZFMNA v ¥ —T = A ZAD R
GERBLOERE) THASNET (778X VX MORRIZHDL, BMRORFIZEIV A F—T = A
ALEDZEDOHD Ty b Z A TIETRTEGENET),
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| £2% cCatalyst 3750 4 ¥ F Cisco I0S a<w >~ F

permit (IPv6 77 £A URF 3T F¥aL—ay) A

BEa<T2FK avwyFk B
ipv6 access-list IPv6 77 EBA VA NEERL, IPV6 T7E®RA VAN a7 4 Fal—
vary E'— RNEBRKBLET,
ipv6 traffic-filter A =T A A LOBFEREIIHIEIPV6 N T 7 4 v 0BT A NE Y
JLET,
deny (IPv6 77 & A IPv6 7 72 U R NMCHEESEEZZELET,
U2k a7 4%
Lr—ay)
show ipv6 access-list HEOTRTOIPV6 T/ A VA NONELEZRRLET,
Catalyst 3750 Rf yF av>F YI7LYR
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W permit (MAC79+€R URFavI7s¥alL—Lay)

permit MAC 7YX UX b aVvI4Fal—3
V)
FUHDR—BLEGRICEBEINDIEIP N T 7 4 v 7 ZFFAT 521X, permit MAC 77 A U A | =

V74 Falb—varyavry FEEHLET, FAETEZIEE MAC 7 2782 VX M BHIRT AT
X, Zoa<r RO ne JBXEHHLET,

{permit | deny} {any | host src-MAC-addr | src-MAC-addr mask} {any | host
dst-MAC-addr | dst-MAC-addr mask} [type mask | cos cos | aarp | amber | dec-spanning
| decnet-iv | diagnostic | dsm | etype-6000 | etype-8042 | l1at | lave-sca | Isap Isap mask
| mop-console | mop-dump | msdos | mumps | netbios | vines-echo | vines-ip | xns-idp]

no {permit | deny} {any | host src-MAC-addr | src-MAC-addr mask} {any | host
dst-MAC-addr | dst-MAC-addr mask} [type mask | cos cos | aarp | amber | dec-spanning
| decnet-iv | diagnostic | dsm | etype-6000 | etype-8042 | lat | lave-sca | Isap Isap mask
| mop-console | mop-dump | msdos | mumps | netbios | vines-echo |vines-ip | xns-idp]

S
GE)  appletalk i, 2~ RIA2DAVT A MY U TIZERRENETH, —HEMFE LTEYFAR— RS
NTWEREA,
EX DA any b5 HEFETLELITSEE MAC 7 R L AZIEET 5D fRET 2
F—U— F T,
host src-MAC-addr | HRANMAC 7 RLVALIERBOY 7 Xy b A7 B EHRZLET, 7y
src-MAC-addr mask FOREELT FRLANREZRINTET FLRIC—EHTAHAEES., FOT7 FL
AMBOIETP F 77 4 v 7 FEEENET,
host dst-MAC-addr | SLEMAC 7 FLALIEROY T Ry b v AV 2 ERLET, N7y b
dst-MAC-addr mask DFRT RLARERSNT RLAL—ETIHE, TOT FL A~
DIIP FF77 4 v 7 IEESHET,
type mask (fEE) 3% v h @ Ethertype &% & . Ethernet II 7213 SNAP 7 7 kv
fEEMHEHALT, 7y bo7a FarzE#EilLEd,
o fpelTiE. 0~ 65535 ® 16 R A IEETE £,
o mask 1%, G %AT D AiIC Ethertype |2 S5 don't care € b
DAY TT,
aarp ER) 7—2V 07 7RV A&y NU—2 7 RL ALy B 7T
% Ethertype AppleTalk Address Resolution Protocol % #8R L £ 9,
amber (f£7) EtherType DEC-Amber % 3R L £,
€os cos EE) 7944V T 4 ZRET DD, 0~ 7 FTOEED Class of
Service (CoS) fEZBR L EF. CoSIZE I T4V HZ Y 7%, »~—
RO =7 TEFFATARTT, cos A7 a VB ESNTHDEINE D
DEREGRT HEE X v —UNEREINET,
dec-spanning (f£&) EtherType Digital Equipment Corporation (DEC) A/ X=>7"
V—%@BRLET,
decnet-iv ({f£7&) EtherType DECnet Phase IV 7’1 b 2L &R L £,
diagnostic (f£&) EtherType DEC-Diagnostic Z#ER L £,
dsm (f£7%) EtherType DEC-DSM % &R L £,

Catalyst 3750 R4/ yF a2 F YI7L VR
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permit (MAC 772X YRk avI74¥aL—>3>v) M

etype-6000 ({E:7) EtherType 0x6000 % %R L £,
etype-8042 ({E:#) EtherType 0x8042 % %R L £,

lat ({£:#) EtherType DEC-LAT %33R L %,
lave-sca ({£:%) EtherType DEC-LAVC-SCA ##R L £7,

Isap Isap-number mask

(fEE) 7~ v h@ LSAP %5 (0 ~ 65535) & 802.2 1 7 &/ bz fE ]
LT, X7y b7 a baLzi#ilLET,

mask X, A Z1T 5B LSAP F 52 H &5 don'tcare B> D~

27 TY,

mop-console

(f£#) EtherType DEC-MOP Remote Console % &R L %7,

mop-dump (%) EtherType DEC-MOP Dump % 3#{R L £,

msdos (f£&) EtherType DEC-MSDOS #i&{R L 7,

mumps ({:E) EtherType DEC-MUMPS % &R L £,

netbios (f£#) EtherType DEC-Network Basic Input/Output System
(NETBIOS) #EIRL E7,

vines-echo (&) Banyan Systems (Z X % EtherType Virtual Integrated Network
Service (VINES) Echo ##iR L £,

vines-ip ({£%) EtherType VINES IP #3®R L £7,

xns-idp (f%) EtherType Xerox Network Systems (XNS) 7'm k=L A4 — K

ZEIRLET,

IPX F 7740727402 ) 7353 S THD IPX I 72/ kD 2 A 7
mask F£ 721X Isap Isap mask X — VU — REFHLET, £2-221

WS LT type
. Novell HiE & Cisco I0OS HEETD

IPX B 7' b Z A STkt e T2 7 4 V2 5 —EFRRLET,

& 2-22

IPX 71 L3 &

IPX A 7Eies 47

Cisco 10S £ Novell & PREPIEE
arpa Ethernet I1 Ethertype 0x8137
snap Ethernet-snap Ethertype 0x8137
sap Ethernet 802.2 LSAP 0xEOEO

novell-ether

Ethernet 802.3 LSAP 0xFFFF

FTI2AILE ZOawry R, TN MNEIHYERA, T27E L, LEifFE MACACL DT 74V K 77 v a v
ITHES T,
avy kFE—F MACTZ7®ZX JVRF arv7 4 FXal—ar
avy FERE yy—=x EENE
12.1(11)AX Zoawry RABMEShELE,
Catalyst 3750 Rf yF av>F YI7LYR
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W permit (MAC79+€R URFavI7s¥alL—Lay)

FRLOALFSA4Y MACT7Z7ERURK ar74¥al—3i a3y B— R&BEIET 51215, mac access-list extended 2
o—X)L a7 4 FXal—raryavwr ReEEHALET,

host ¥ — VU — REHEH L7-HE, 7 KL A A7 ZA)TEEHA, any ¥—7 — FE70T host ¥—
U= REMALRZVEEIF, TRV A YR EANTIRLERDH Y £,

Access Control Entry (ACE; 77t 2 2 tua—L =2 b)) BNACLICENENEZSA, VA LD
B IZIIRE B D deny-any-any FUENFELE T, 2FE 0V, —BERARWEEITIE ATy MIESSIVE
9, 72720, &HIO ACE BBEIMINARINIC, YR MITRTONRT Yy hEFRTLET,

ZHifFE MACHEIET 722 U A MOFEHICONTIL, 2OV IV —RCHIETHY 7 ho=T ayv
TA4FXalb—vary HA RERLTIEEN,

1 WOHITIX, HHWDHEETLNS MAC 7 KL A 00c0.00a0.03fa ~@ NETBIOS N7 7 ¢ v 7 Z7FA]
T4 E MACHEIET 7 A VA MNEERT D HEERLET, TOVANMI—EKTH T
T4y I ENET,

Switch (config-ext-macl) # permit any host 00c0.00a0.03fa netbios

WOBITIE, AT E MACHRIET 78 A U X b LA R 2 HIbRT 2 kA2 R LET,

Switch (config-ext-macl)# no permit any 00c0.00a0.03fa 0000.0000.0000 netbios

W ORFITIL, Ethertype 0x4321 O3 _XTHO/7r > hEFHFAILET,

Switch (config-ext-macl)# permit any any 0x4321 0

T Z eI H121%. show access-lists 454 EXEC =~ F&Z AT L £,

BEa<v R avwy kR §HBA
deny (MAC 727 AR VR~ a FHENR—BLEGAICIEIP bT 740 v I BBREINDIOEHESFL
V74X =2l —Yg V) *7,
mac access-list extended FIP 7747 HAICMACT RLARXR—ZADT 7R JA M
ERLE T,
show access-lists AA v FICHRE SN ACL #FmRLET,

Catalyst 3750 R4/ yF a2 F YI7L VR
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police

police W

DEESNT T 74y 7 ORY Y —2ERT D2, police RV P — v 7 7T X a7 4Fal—
vary avry FEFERALET, RV Y —3 BERITFREEEE, ZRKAA—Z Makih A X BLUW
THOORKRMELBIE LG O liEz2ERLET, BFEOR Y Y —2HIRT 2120, Zoavs R
»no BAZEMML £,

police rate-bps burst-byte [exceed-action {drop | policed-dscp-transmit} ]

no police rate-bps burst-byte [exceed-action {drop | policed-dscp-transmit}]

B DA rate-bps T T T 4y VREEEEZE Y N/ (bls) THRELET, HETE
#iFHIZ 8000 ~ 1000000000 T,
burst-byte WHD/N—A N A X (A R) BIRELET, HETE DHPHEIL 8000 ~
1000000 T,
exceed-action drop ER) HESINTBEEEEZBZIZHHIE. AA v TRy y MERry
TTL LR ELET,
exceed-action (FEE) BESNTEGREEEZBLIZEE, A4 v FN 7y b
policed-dscp-transmit Differentiated Service Code Point (DSCP; DiffServ =2— K KA > ) %K
U 7E DSCP ~ v ZITHE SNIEICE X, N7y T 5 &
ITHELET,
TI24ILE RYF—FERSNLERA,

avU Rk E—F

A=~y VTR a7 4X¥alb—rar

avy FERE

EREDHA R4

Jy—2 EENE
12.1(11)AX Zoavy RRBEMEShE L,

MERY — vy TERETIHEG, B XV A =T f A LVDORY v— vy T THERAT
X5 DiE police RV v — vy 7 a<vr REZIFTT,

2 5L LOWER— FEHIFET 58— ASIC 731 R, 256 DR Y $— (255 fH D= — P E W]
REZe AR Y b —& 1 HONEERMTICTFRIINTZRY) ¥—) 2 R—-—FLET, K= FZLITYR—F
SNH2—PHREAERRN) P —ORRET 63 T, RV —FY T hy=TIlLsTAH TR
THEIVIRON, "= RV =7 BLWASIC OIRFUZ L > THIKSNE T, R—FZLIZRY P —2FH
THZLEFTEERA, R=FPWVTRPORY Y —ICEH D B TDLEWIRIETH Y THA,

RVv— vy ar7e4Xal—rary T RCREDICIE, exit a2 FE2MHLET, Fi EXEC
ET— RIZREDICHE, end 2~ REFHALET,

NIV TIE =200y b TRV AL LET, N7y FOERS (N7 y RRA——T
0 —3 5 FE TOFEHRRNA—A L) ZFRETHITIE, police R v— vy 7 772 a7 4Falb—
v a Y a< Y RO burst-byte &7 3 > F 7213 mls qos aggregate-policer 72— 3L 27 ¢ ¥ o
L—Yay avwy ReEALET, b= 0BTy I bHIBRSh2EE (FHEE) 2RET D

| oL-8552-10-J
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W police
Wi, police RV v — o7 75 R arv7 4 Xalb—val avy RO rate-bps 7> a »E£720%
mls qos aggregate-policer 70—/ L 27 4 Fab— g avr FEHALET, dEicoNT
X, 2OV Y —RCHIETHY 7 h =T ar7 4 Xal—vary IA4 REZRLTIEEIN,
ARV v— <= 7O police aggregate 2~ K% 10 ¥HE Y b /1 —Y Xy b A F—T = ATHEH
ToHL, =T—ITRY ET,

5l WORFITIE, FT77 4 v BN—A K A X20KB TEEREHE 1 Mb/s #2256, AU H—
BTy e Ray 745 X5CRETLHEERLET, HE/7 v O DSCP MEHEI L, X
Ty MIERSNERE A,
Switch (config)# policy-map policyl
Switch (config-pmap) # class classl
Switch (config-pmap-c) # trust dscp
Switch (config-pmap-c) # police 1000000 20000 exceed-action drop
Switch (config-pmap-c) # exit
WOFITIL, DSCPEZFR Y > 73R EDSCP v v FICERENETCY—2s ¥y LTy b
EETHRI Y —2RETLHEERLET,
Switch (config)# policy-map policy2
Switch (config-pmap) # class class2
Switch (config-pmap-c)# police 1000000 20000 exceed-action policed-dscp-transmit
Switch (config-pmap-c)# exit
FRE & MR T 512X, show policy-map ### EXEC =2~ KEZ AN LET,

BlEaT YR avwok SiEA

class WESNTI TR~ TED ST 7 4 v 7 BE—8%M (police.
set, BXOtrust KV v —~v 7 /7 A ary74FXal—var
a<wr Rizkd) ZERZLET,

mls qos map policed-dscp AU 7 E DSCP ~ > 7% DSCP OfFfHTZ A4 — MImEA L
e

policy-map BED R — MR ATRER AR Y v— ~ v T E2ERELIIELEE LT,
=R RY —EEELET,

set 234 BT DSCP % 7213 IP precedence fEZFHETHZ itk »
T.IP NI 74w 7 & LET,

show policy-map Quality of Service (QoS) ANY ¥ — vy 7T ERRFLET,

trust cass R o— <y 7 arrsFalb—varyavwr NELE

class-map 72— L a7 4 Fal—Tary avry REFEHLT
FEINTE NI 740y 7 OEHEREEZERLET,

Catalyst 3750 R4/ yF a2 F YI7L VR
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police aggregate

police aggregate

[{—DRY =~y T LEEO 7 T AENRY Y —E5H 3 51215, police aggregate K U o —
Yy TR AarI4Xab—rar avy FeHLES, KU —3, BRRKFEBEERE, &K
W= MEEVA X, BEOWTIWPORKEZBE LHGEOMELZEZLET, HEINTZKRY
F—EHIRTAICIE. 2Oavr RO ne BREFEHRLET,

police aggregate aggregate-policer-name

no police aggregate aggregate-policer-name

BX DA aggregate-policer-name LR P —DL4RITTT,
TIx+NEb ERR ) Y —ITERSINERA,
a2 R E—F BV —wy T VIR a7 4 F¥al—ay
av Y FEE Jyy—= EERNE
12.1(11AX Zoawy RRBMEhE L,

ERLEDAA K54

2 O LOWER— FEFIET 5K — b ASIC 731 R 1%, 256 MO AR Y H— (255 5D — YR E W]
REZRARY —& 1 HoNEEHmTICTFRESNZR) b —) 2 R—FLET, F— LI R—F
SNDA—PREARERRN Y F—DRREIT 63 T, KUY —FY 7 rv=TlLoTH T~
THIVIRON, "—FT =7 BLWASIC DRFUC L > THIKSNE T, R—FZLIERY —%2 T4
THZELETEEEAL, R—FRWTNHLORY —ICH Y B TDLEWIHRIAETH Y A,

EHRIRY B — RT A —FERET HIZIE, mls qos aggregate-policer 7 72—/ 3L 27 ¥ a2 L —
vavavwry REFEALET, EHRVY—EZRLAY V— vy TNOBEHRD 7 7 ACHEAINET,
BB R) o— =y FICEER > TENR I —2FHT I EITTEERA,

RY)v— =y ar7 Falb—rary = NIRRT exit 2~ FEMHEHL XY, FiE EXEC
EF—RIZREDICIE, end 2~ REFBEHLET,

police aggregate =~ > F&AfiHF 5K o —~v 72 10 FHEY A=V Ry b A F—T=A A
WWEHT2E, =722V ET,

MERY) v— <~y 7T TEHARV S —2RETDHZEILITEEEA,

| oL-8552-10-J
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W police aggregate

1 WOFITIE, BRIV Y — RNTA—FEEHETDLHEL, R — <y THOERD 7 5 AZZEDR
U —EEHT 5 HEERLET,

Switch (config) # mls qgos aggregate-policer agg policerl 10000 1000000 exceed-action drop
Switch (config)# policy-map policy2

Switch (config-pmap) # class classl

Switch (config-pmap-c) # police aggregate agg policerl
Switch (config-pmap-c) # exit

Switch (config-pmap) # class class2

Switch (config-pmap-c)# set dscp 10

Switch (config-pmap-c)# police aggregate agg _policerl
Switch (config-pmap-c) # exit

Switch (config-pmap) # class class3

Switch (config-pmap-c) # trust dscp

Switch (config-pmap-c) # police aggregate agg policer2
Switch (config-pmap-c) # exit

FXE &R T 5 I2iE. show mls qos aggregate-policer 4t EXEC 2~ > FEZ AN L FT,

BZEa<F avwok B
mls qos aggregate-policer RY— <= TNOBEED I FANELFETXARY — X5

A—HEERLET,

show mls qos aggregate-policer  Quality of Service (QoS) KV F—RiEx £ R LET,

Catalyst 3750 R4/ yF a2 F YI7L VR
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policy-map W

policy-map

HEHOYE R — - F721% Switch Virtual Interface (SVI; AA v FARAEAL X —7 = A A) (T3 AHE
BRRY = =y TEERELEIEEL, RV —~y T ar74Xalb—rary T— REHHBETHIC
X, policy-map 7 u— )L a7 4 F¥al—vary a<wr REFHLES, BEORY o — <7
ZHIBRL, Zu— L ar 7 4 Xal—vay = RIZREDICE, Z0a<wr Fo no BXAEFHL %
7

policy-map policy-map-name

no policy-map policy-map-name

340

.'E.EI':

3

TI2F+ILE

avU Rk E—F

policy-map-name KU ¥v— v T4 TT,

R v— vy PIERENET A,

7 4 hOEIEIL, 37w R IP 7 v kDA 121 Differentiated Service Code Point (DSCP;
DiffServ Z— R ARA > F) Z0IWHEL. X7 v EBR ¥ 7 X DE121% Class of Service (CoS) %
0IZHELET, RV 7 %??é?ﬂui’d‘/u

Ja—nN") a7 4 ¥alb— gy

avy FERE

Jyy—x EEANA
12.1(11)AX Toawy REMShE LT,
12.2(25)SE SVI DEY v— < v FOHK— haaMmEnE L,

BRALOHM FS4Y  policy-map =~ > FEANTHE, RV —=vF ar74¥al—var E—FNIAY, ko=

V74X al—vary avy RREAREICRY T,

e class : HHELI TA ~ v 7O BHEEEZER LT T, FEMIZOVNTIE, lclass) (P.2-86)
DEAZBRLTLIEE N,

e description : NV > — v ZEFHA L E T (FK 200 XF),

e exit: RV — v 7 VTR ar74F¥al—ary EF—REKTL, Ju—L a7 X2
L—y gy B—FICREY £7,

e no: UHIEHLERY V— v FRHIBLET,

e rename : HEDORY) v — < v FTOLETELE L £,

=)L ar74X¥al—vary F— FNIREDIEAIL. exit 2~ FE2HHLET, i EXEC

T— FIZRDIZIE, end 2~ FEfHALET,

— R Y T A vy FICERINTND Y T ADKY —2RET L1, policy-map 2~ R
L CER,. BMERIIEETLIRY o— <~y 7 O4RTZEE LE T, policy-map =~ F& A
LA, Ry — v ar7 Falb—vary T—RKRA 3= NIRY, ZOF—KFTHRY
Vo wy T DI TAR) v EREELBEETH LB TEET,
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W policy-map

]

IJITARY) =R =<y THNTHRETEDEDIE, 77 A —HEENERZINTWBELET T
Ty, 77 AO—HEHEEFHET HITIE, class-map Z 20— L 2T 4 Fal—Tar avr RE
XU match 752 vy arv 74 Xal—vay avy FeifLEd, WER— FEA Ty b
DREERLET,

1 DOATIAR—=FEFIESVI T, 1 2ORY > — = FREFRFR—FINTHET, LAY >—
~ v T EEROMBAR— N EIL SVIICHEATE ET,

WEFRAR— N E72IZ SVIWCHERBRY) V— v v F2EA & Ed, 7L, BERY) Y — <y P&
T&E 5D SVI 215 T,

MERY v— <y A2 2O~ iy 4, 1 21F VLAN L~ T, SVID T T 4 w7 7
0=t L CHEITTDH77vavEHBELET, I 1 D2FA 2 F—T =2 A LULT, £ F—
T2 A L_NLDORY — <y FHREISNTHT, SVIZETI2MEFR— D N T 7 4 v 71T L
TEITTET Vv aviEELET,

774U VLAN L~ L R Y o— =y 7Tl BEREORE., 50337y b TOH L DSCP
F 7213 IP precedence fEDOFRETZITBHEETT, B FV A0 F—T x4 XA LV R v— <y
TIX, SVIIZET 2B AR — bOfE~2 OFRY b —OFREL TN AFETT,

MERYv— <~y 7% SVIICHEHATIE, A v —T 2 ALY R — <o T HEELRED,
MR — <~y 7NHHIR LY T2 3 TaEth, BERY V— <y 72, LA X —

|

Tx2A ALY RY V= =7 2BNTHIELTEETA, ZOLIREFEITVIEWNEEE. £
TRERY >— v 7% SVI O HIBRT 2 LERH Y £,

BERY >— <= TOFMIONTIE, ZOV YV —RZHETEY 7 b= ar7 s Fal—yg
v #HA KT [Configuring QoS) MDD [Policing on SVIs] OHAEZSH L T ZI W,

™~

WORITIX, policyl EWVILARDORY >— < TEAERT B HEEZRLET, AJFR— MI#EA Lz
A, class]l TERINIZTXTOERNT 7 4 v 7 OBAE%E{TV, IPDSCP % 10 IZFRE L. R
EHE 1 Mb/s, N—ARN20KBDO T 7 425KV T LET, 7R T7 7 ANEBADNT
T4y, RV VU IEEDSCP vy b EAE L7 DSCP fER~—72 SR Th bk EEnET,

Switch (config)# policy-map policyl

Switch (config-pmap) # class classl

Switch (config-pmap-c)# set dscp 10

Switch (config-pmap-c)# police 1000000 20000 exceed-action policed-dscp-transmit
Switch (config-pmap-c) # exit

OB TIE, RY — <7 policymap2 \ZHEB DI 7 2% ET D HiEERLET,

Switch (config)# policy-map policymap2

Switch (config-pmap) # class classl

Switch (config-pmap-c)# set dscp 10

Switch (config-pmap-c)# police 100000 20000 exceed-action policed-dscp-transmit
Switch (config-pmap-c) # exit

Switch (config-pmap)# class class2

Switch (config-pmap-c) # trust dscp

Switch (config-pmap-c)# police 100000 20000 exceed-action drop
Switch (config-pmap-c) # exit

Switch (config-pmap) # class class3

Switch (config-pmap-c)# set dscp 0 (no policer)

Switch (config-pmap-c) # exit
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policy-map W

WOBNL, WEERY > — <~y 72ER L, SVIIZHEMT 5 H5EERLTHET,

Switch (config)# class-map cm-non-int
Switch (config-cmap) # match access-group 101
Switch (config-cmap) # exit
Switch(config)# class-map cm-non-int-2
Switch (config-cmap) # match access-group 102
Switch (config-cmap) # exit
Switch (config)# class-map cm-test-int
Switch (config-cmap) # match input-interface gigabitethernet2/0/2 - gigabitethernet2/0/3
Switch (config-cmap) # exit
Switch (config)# policy-map pm-test-int
Switch (config-pmap) # class cm-test-int
Switch (config-pmap-c) # police 18000000 8000 exceed-action drop
Switch (config-pmap-c) # exit
Switch (config-pmap) # exit
Switch (config)# policy-map pm-test-pm-2

Switch (config-pmap) # class cm-non-int

Switch (config-pmap-c) # set dscp 7

Switch (config-pmap-c)# service-policy pm-test-int
Switch (config-pmap) # class cm-non-int-2

Switch (config-pmap-c)# set dscp 15

Switch (config-pmap-c)# service-policy pm-test-int
Switch (config-pmap-c)# end

Switch (config-cmap)# exit

Switch(config)# interface vlan 10

Switch(config-if)# service-policy input pm-test-pm-2

WOHITIE, policymap2 ZHIRT 2 HiEE R~ LET,
Switch (config)# no policy-map policymap2

FE Z MR T DI2iE, show policy-map #### EXEC =2~ FE AN LET,

BEav VR avwy kR HL)]

class REDI TAN Y THD T T4 v 75O~ BREELERLET
(police, set, B LV trust RV o — w7 7 TR a7 Fal—ay
avwy REff),

class-map LAIERE LI TAENNry hEOBAIHEHIND 7 TR ~ v T HERKR
LET,

service-policy A—MIRY v— <y 7 E2EALET,

show mls qos vlan SVI IZiE A & T2 Quality of Service (QoS) AU v — vy FaFERRL
7.

show policy-map QoS RV v— =y 7T aFXKRLET,

Catalyst 3750 Rf yF av>F YI7LYR
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W port-channel load-balance

port-channel load-balance

EtherChannel @7 — kM TEAR#T X% ET 5 (21X, port-channel load-balance 7' =# —/N/L =2/
Ta4Falb—varavy FeHLEd, 7740 PRECETIZIE. 203~ RO ne Bzl
AL ET,

port-channel load-balance {dst-ip | dst-mac | src-dst-ip | src-dst-mac | src-ip | src-mac}

no port-channel load-balance

BX DA dst-ip FEHEARA D IP 7 F‘I/x %ou\tﬁﬁ i1 8
dst-mac 3654 A R MAC 7 R WCEESWEARS L, [B—ogikicdd 2587 v MElE
—DR— L%héﬂ\ﬁ&ém%®ﬂﬁ/%ﬁ%%*»@ﬁ&éﬁ—km%ﬁén
9,
sre-dst-ip BEETBLUOGES A RO IP 7 KL RSV - AT,
sre-dst-mac  %{ECE LUBEER R RO MAC 7 R L A IZESW AT,
sre-ip BEETRZR PO IP 7 R L AILESW AR,
src-mac HEEITEMAC 7 RLRIZESWIZARM D E. BRDKRA LDy ME, Fry =2
TR DR—FEHEHL, RA—OFA NSOy MIF—OFR—FE2FEHLE
7T
FTI2AILE 7 7 4V M. sre-mac T,
oYk E—F ya—sN ar74Xalb—g
vy FER yy—= EENE
12.1(11)AX Zoa<wy RRNBMENRE L,

ERLEDAA FS54>

INHOHESTRNE ED XD RBEITHEMT 20O W TOFEMIE, 2oV V=X e+d5Y 7k
T arZ 4 Xal—a 7J/1’ N2} TConﬁgurmg EtherChannels] OEZZMML T EE 1,

i WOBITIX, AWows % dst-mac [ZFRET D HEEZRLET,
Switch (config)# port-channel load-balance dst-mac
RE %R 511X, show running-config £7# EXEC =~ £ 721X show etherchannel
load-balance ##% EXEC =~ > K& A1 L7,

BIEaT VR avwy R E%EA

interface port-channel R—=F F¥RZNAN~DT 7 EVARL, "— bk F¥RNVOEREITWVET,

Catalyst 3750 R4/ yF a2 F YI7L VR
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port-channel load-balance W

avwyk H L
show etherchannel F ¥ /L ® EtherChannel 15z £ R L £7,
show running-config RECEEREEZFRRLET,

Catalyst 3750 Rf yF av>F YI7LYR
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power inline

Power over Ethernet (PoE) R— bk L CENEHE— FEZHEICT D C :,t power inline f > % —7 =
AA AT 4Falb—varavry FeHLET. 7740 MREICETIZIE, 2022 RO noe
HAREHEHLET,

power inline {auto [max max-wattage] | never | police [action log] | static [max
max-wattage]}

no power inline {auto | never | police | static}

BXDEHEA auto ZEEBEOMEEZA X—T NI LET, FORENDHDHBOIE, HEE
DOWH%IZ PoE R— MCE N 2 BEIICEI 0 24T,
max max-wattage (EE) A—MfitleshoE N EHIBLET, f ZE*T%%)"”I;MOOO
~ 15400 < ) Uy FTY, EEEELR2WVWERIE, RKEDDNH S
9,
never EEOBEER— N~DBBIMGEET =TI L ET,
static SZBEBORMEA X —T VI Li?‘ AA y FRZEEEERET S
IS, A= ~OBNEFENZE VS TET FEHELETD),
T2+ E F 7 3 FOREE aute (f F—T ) TH,
RV v MIE, 15400 SV U v FTT,
a2 R E—F A B =T 2 A AT X2l — g
av > FERE )1)y—= EEARAE
12.1(19)EA1 Zoavwry RpNENENE LR,
12.2(25)SE static 35 X 0" max max-wattage 7> a R EMENE L,

EREDHA R4

ZDawy RiE, PoE #IbA— FETTHR— M SN TWET, PoE B AR — FInTHZRWA— |
TZoavwry RFEANTDLHE, ROTT— XA ve—URERINET,

Switch (config)# interface gigabitethernet2/0/2

Switch (config-if)# power inline auto

~

% Invalid input detected at '”' marker.

AA v TF AH I TiE, Z0a~<wy NiEPoE#YHAR—FLTWARE v I DEKR— M THR—FEN
ij‘o

J TP PoE ®IEAA v F AR— Mk, IEEE 802.3 af ICHELL TWE T,
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GE)

]

power inline W

max max-wattage 7"V a CEREMA LT, XBEEOENDHIREZBRZRVWEIICLET, ZORE
Lo T, ZBEBENEKRY v MIL Y ELWES % E KT 5 Cisco Discovery Protocol (CDP) A »
T—UERETDE A v TFIEIR-bENEME L EE A, ZEEED [EEE 7 7 A DOHKRKE? &
RUy MMIEBRZ DL, A vy FITEEICENEZRELETA, BT, 77— RNU— NV xy
MZELNET,

power inline max max-wattage =~ > K3 15.4 W KR E SN TWDHE, A1 v FiE Class 0 *
721X Class 3 ZEEICE N 2 L EH A,

ALy FPRZEEE~OBNWBELEL T 256 (XEEEN CDP A v v— V%@ U CHIREZBZ 72
BHEZERT D5EG. I IEEE 7 7 ADRKNENRKY v MEAZBA TS5 A) . PoE A— M
power-deny 27— hMMI72 D F9, A v FIET AT A A vE—TU%4 L, show power inline = —
W EXEC =2~ RHJI®D Oper 7 7 A power-deny NFERESIET,

A= MIENT T4 F YT 1 %5 2 5I21%. power inline static max max-wattage =~ > KA L E
T AA v FIE, auto F— RICHRE SR — MTENEHD B THRHNT, static T— NITHRE S 72
R— M PoE 210 U TET, AA v FiF, EERHIVEENIIRESLTVWDIEEIC, AX

TAv 7 R—rOBENEHERLET, #EHSNTEEDLRVGEIE. A— MR v v v FF T ARRERN
BNICERRLS, AFT 4 v 7 R=FOEBNNPHRSNET, A v FiT, RESNTZHKRY v ML
BAR— MBIV Y TEST, TOMEIF, IBEEE 7 7 A E 3B EE»SD CDP A vk —JIZ k> TH
HELZEidd FHA, EIRFEAHFVLETINTNDHIDOT, KRV y ML T OB ZHEHT 5
EEET, AT 4 v 7 B— MRS TOWIEEN P RIESNET, 7272 L, ZEEED [EEE
JITABRRKY v MREBRAD L, A v FIFEEICENZHE LEEAL, CDP Ay E—YZELT
SZEEBEBNRRKT Y MIBBITLEZERLTWDLIZ L2 AL v T RR#T 2L, ZBEBENR ¥ v b
B LET,

AN— k2 static TE— ROBFEIZAA v FRENEZHFHF Y Y TTERWEE (e xid "y — A
Vxy MRS TIRBOABF - FEEEAS T 4 v 7 K- MTEYETOR TSR L), KO

A “/'IZ““‘.‘/“ﬁi'%ﬂ?éi}’biﬁ'o Command rejected: power inline static: pwr not available, AN— bk
DOFEX, TOFEFEHRINEEA,

power inline auto % 721X power inline static 1 > ¥ —7 A 2 a7 4 Fal—T g avy &
ALTHR—-E2RETDIE, A—MIRESNTEEEL T 27 Ly 7 AREXEH L CHBI R T = —
YarlLET, ZuF, XEEETHLINE I DKL Bt s EEOE N EEZHRIT 20
CLETY, BHEESHBI SN G, AL v FIEA v Z—T oA A% Uy h T2 8, RES
NICEELT 27V y J AREFFHA LA X —T oA A N—RFa—KNLET,

power inline never =~ RZfH L THR— FE2RETLHE, A— MIREENTLEELT 27 Ly
7 ABEIRY £,

A= M R aflOZEBEBNEH SN TV 541X, power inline never 2~ R CHR— M EHE L
RNWTLIEE N, R—MCTARERY 7T v 7BEL, errdisable A7 — MIRDAREMERHV £,

WOFITIE, ZBEHEEOMHILE A X —7 /WL, PoE R— MIHEICE N #4815 HiEZ2 R L E
ﬁ-o

Switch (config) # interface gigabitethernet2/0/2
Switch (config-if)# power inline auto

OB TIX, Class 1 F£721% Class 2 DZEEEEZZITAND LI PoE R— FaRET D HEERL
i‘j—o

Switch (config)# interface gigabitethernet2/0/2
Switch (config-if)# power inline auto max 7000

| oL-8552-10-J
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W powerinline

WOFITIE, ZBEEOHRME AT =7 ML, PoE R— F~DENAGEAF 1T 2 LR L E
ﬁ—o

Switch (config) # interface gigabitethernet2/0/2
Switch(config-if)# power inline never

R E MR T 5121, show power inline ——¥ EXEC 2~ FEZAHLET,

BEavUF avwvk A
logging event PoE A/ X bouaXr VA 3x—T VI LET,
power-inline-status
show controllers fEEL/ZPOE 2 br—F DL YR ZHERRLET,

power inline

show power inline FBE L7 PoOE R— ME2I1FTXTHO PoER— D PoE AT —% 2% KR L
£7,
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power inline consumption W

power inline consumption

HRBEBMEFT D7y MUERET S22 LTk, T3 2D [EEE I k> THRES L&

B2 BT DI powerlnlmeconsumptlon7D~/\/1/i71i4/§7 TxAA AT 4 Fa

L—Yary azwry RafLET, 7740 FOEBENREICETITIE. Z0a<x >y Fo no Bz
LET,

power inline consumption default wattage

no power inline consumption default

~
GE) default x—UV— KX, Jo— )L a7 4F¥al—vay avy RCETERENET,
BX DA wattage ZA v FRR— FRICHRT 2ENE2BELET, HETE 28T
4000 ~ 15400 SV U v R T,
FI2F+IL K Power over Ethernet (PoE) &— FDF 7 4L hDOEHIZ 15400 S Y U > FTT,
avY kR E—F Jsa—r )L ar 7 4 Fal—g
Ao B =T 2 A AT 4 Fal—3g
avy FERE yy—=x TENE
12.2(25)SEC Zoavwy RPBEMEShE L,

EREDHA R4

A aADZELEED POE R— MIHEHR IILTW DA, A4 » Fid Cisco Discovery Protocol (CDP)
Z A ) L/T%/)"’ CHEBEPEBR T OIENEEZREL T, TG L TRAT— NV =y MEFRELET,

Z Of%EEIX, IBEE ¥ — R XX—F7 s OZEEEIZIIEA SN EYA, ZOBEEOLRE, AL v TFNEN
%ﬁ%ﬁﬁﬁw_}:% 2. ZEEE @ IEEE 4!l ESLT/\U~/\/:~/ L%H*kbia“ R AEE N
Class 0 (7 T A AT —H R iTEﬂ) F721% Class 3 THHHE. FEBICHLERE BRI <. A

A v FITEEAIC 15400 SV Ty bOEEMHELET, %aﬂz%%#%ﬁ%@ ﬁ{ﬁ%%ot D HEWY
FATHDHM, FFENINNE (T 741 FTClass0) VAR — bk LARWEE, A1 v F % IEEE 7
FABREFHAL T o= RXRU— Ry bEET 20T, D LOEEICLENZMGE L E
A,

power inline consumption wattage 27 4 ¥ =2 L — g a~v s REH$ 25 Z & T, IEEE 23T
FRESNTT 740 FOEEMZENZTEET, [EEE DB THRESNIET) & FEICHEE N L
ETHEHOET, BMOEBEBNMEAT 272070 — 0 XU — RNV xy MZARLNET, Lz
WoT, AA v FONRT—= NP xy bR L TH > LRMIHEHNTEET,

72 21X, AA v TFNBE PoEAR—FT 15400 2V Uy OB ZMHEELIZHEE. Class0 O BIEE %
24 BT U TE £H¥ A, ClassO OMEEOE BN EBIZIE 5000 S VT b THIEA, T8
BTy MEE 5000 SV Ty MIRETDHE, MANA EOEEZEH TEXET, 24 R— FFE71T 48
RN—hk AL v FTHHTE S PoE #H FE 1% 370,000 2V T > FTT,
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A

3

P

=

=

i)

HEICAA v FONRY— A"V =y haitli L, BEEEN S — A=Y T R7 T4 TREIZR 520

ol T EZany,

power inline consumption default wattage % 7213 no power inline consumption default 7' = —/ 31
AT 4Falb—ary avy F& AT 570 power inline consumption wattage % 7213 no power
inline consumption f > ¥ —7 A X a7 4 Xalb—ar avr REANTLHE, ROTEA Y
T-UNERRINET,

%CAUTION: Interface interface-id: Misconfiguring the 'power inline consumption/allocation'

command may cause damage to the switch and void your warranty. Take precaution not to
oversubscribe the power supply. Refer to documentation.

GE) FHTHAUV—AVxy FEaRETLIHE. A v FLXEBREOMOr —7 VWV TCOBNHIEZET
LLENDHY T,
IEEE SIS 2 3MIC VT, 2OV Y —=RCHIET oY 7 by =T arv 7 4Falb—var U
A R [Configuring Interface Characteristics] PEAZSML T EE W,
Zoa<wy FiE, POEIEAR— M2 THER—FSNLTWET, PoE ¥ AR —FLTVWRNVWAL vF
FFIFR—FTZ0avwr FEANTLE, 27— Ay bE—UBRRRINET,
ALy F ALy 7 TE, ZOa~vy NEPoEZYR—FLTWHAE v 7 DAL v FEITR—
THR—FINET,
fl WOBTIE, Za— b ar74Falb—vay avy ReEHL T, % PoE &— FZ 5000 IV
Ty FOBNEERT DL AL v TFERET D HEEZRLET,
Switch (config)# power inline consumption default 5000
%CAUTION: Interface Gil/0/1: Misconfiguring the 'power inline consumption/allocation'
command may cause damage to the switch and void your warranty. Take precaution not to
oversubscribe the power supply. Refer to documentation.
KOBITIE, A VF—TxA A AT Falb—vary avy RefH LT, FED PoE KA— hMIHE
for S AV EALEIZ 12000 SV Uy FOBEBNEMRT DX AL v FERET D HEEZRLET,
Switch (config) # interface gigabitethernet2/0/2
Switch (config-if)# power inline consumption 12000
%CAUTION: Interface Gil/0/2: Misconfiguring the 'power inline consumption/allocation'
command may cause damage to the switch and void your warranty. Take precaution not to
oversubscribe the power supply. Refer to documentation.
R A TR 511X, show power inline consumption £##% EXEC =~ > F&Z AN LE T,
BREaTV R avwy kR SR
power inline PoE A— b L CEAEHE—REZRELET,
show power inline FEE L7 POE R— N F7213FTXCTD PoE R"— hD PoE A7 —4% A% FE/RL
jz‘j_o
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power rps M

power rps

AA v F ALy T ERIFAZ L RT v AL v FITHHE S #u7z Cisco Redundant Power System 2300
(RPS 2300 & L IFEEN D) 2R ELTEHTDHICIE, AAM v TF AX v 7 ERIFAZ L RTRY ALY
F L power rps = —¥% EXEC 2~ R&E#HALET,

power rps switch-number {name {string | serialnumber} | port rps-port-id {mode {active
| standby} {priority priority}

(3¥) power rps 2=~ Fi%, Catalyst3750v2 A1 v F LT THR—FERT0ET,

BX DA switch-number RPS 2300 BEHESNTND AL v 7 AUAZEELET, IHETE5
FHIZT 1L ~9TT (RE YT DAL v F AU NEFITHIL),
ZORT A—HL, Catalyst 3750v2 AA v F ECREFHHATEET,
name {string | RPS 4 %#RELET,

serialnumber} o portl £721% Tport 1) 72 EOLRIEIBET D XF3e NI LET,
LAIORIZIZBI G EHER T2 2 SIMERTT R, A— AR
R—=2&EDH %55, BIRAMEEHRT A LERS D £7, ARNIIT
K16 XFEEFDDHENTEET,

e AAYyTFMNRPS DV I TNEFEARE L THHTL LI ET

A121%. serialnumber ¥—7U— K& AL ET,

port rps-port-id RPS R— hZHREL T, HETEHHMIT 1 ~6 T,

mode {active | standby} RPS AR—h E— FZHRELET,

o active : AA v FHIPERNDEN E R TE VA, RPS B A
A v FICENEERETEET,

e standby : RPS |ZAA v FITENEZRAEL TWEFA,

priority priority RPS R—+D7T7A4 AV T 4 2R ELET, HECEI8MAITI1 ~6T
7
e 1 OfEIX, R—FBIOZOEHREEIIRLENT ITAL VT 4 %
ElYYTEA,
o 6 DfEIX, K= FBRLOZOHEFEBIIRBIENTIAFTIT 1 %
Y Y CTES,
T2+ E RPS #4I3f%E SN TV ERA,

RPS 7R— X active £— KT,
RPS R—+rDFF7A4AVT 41X 6 TT,

T
rH
|
™.

avy o —#% EXEC
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avy FEE

BEREDAA FS4>

]

yy—= EFERRE
12.2(50)SE1 Zoavwy RPMEMEShE L,

power rps =~ > Ri, Catalyst 3750v2 A% > K70 AL v FEIFAAL vF A¥ v 7 ITHERIN
72 RPS 2300 72z A S E 9,

ALy AN S LT RPS 2300 2% ET 554, RPS OARTEIZV )V TAEGEAT S
HNZ, AU ARERETDOMLERD Y E7,

A RT Ry AL vy F T, ARNTEER SR ERV AT 2CEASLET, Ay TF X Z2y
7 Tk, ARNTRE SN AL v FICHR INTILEEBR Y AT LAOR— MIEHESNET, 2L x
3.9 2DAL Yy TFDAY v 73 DOINERERY AT LTHER STV T, power rps 1 name
"abe" Ay REANTIHE, A v F 1 ICHERINTZNRERY A7 LD4HIXabe T, Z DO
TLRERY AT LAOLRNIEDY 8 A,

RPS 7 BIEE & 417z RPS AR — MR SIVIZ A A » FIZE N ZRPEL 20D, AL v F LR BR Y
AT LD RPS 77— 7V & Bt Rl L7254, power rps switch-number port rps-port-id mode
standby =~ FEHEH L7,

RPS2300 R—FDTFT7A4 AV T 4% 1 ~6 ODHPHTRETZTET, 1 OEIF. F— FBLORZEOHER
WEEICELEWT IA AV T 2B 8 TET, 6 DEIL. F— FBLORZEOEFEEICKBIEWS S
AFVT 4 =EV Y TET,

RPS 2300 \ZEft SNT=BEBED A A v F TEHRME LA, RPS2300 X7 744V T 4 BEkbE
AA v FIENERELET, 77443V T 4 DMEWAAL v FIiE, HHTERMOEAZEH L
7,

no power rps = —% EXEC 2~ KiZHFR—hIhEHA,

o TT7ANMNOAFE (BRIVEE SN TV KRS, SIAFOMICAR—2% AT
\Z, power rps switch-number port rps-port-id name 7 2 —/N)L 27 4 X2 b — g av Yy

FEMfHALET,

e T 74V D RPS F— |k E— FIZRSIZIE, power rps switch-number port rps-port-id active =
~U REERLES,

e TI7ANEDRPS HK— K FT7A4F VT 4ITRDHITIL, power rps switch-number port rps-pori-id
priority =~ > F&MA L £,

WOBITIL, AL vTF A& v 7 IZHHE S L7z RPS 2300 4 il 2 X FEAE L CRIET 2 HiEE R~ LE
R

Switch> power rps 2 name RPS_Accounting

WROFITIE, AA v FITHERE S 117z RPS 2300 D4R Z Y T AFEF S L LTRET D HEEZRLET,

Switch> power rps name serialnumber

WOFITIE, RPSAHR—FM 1 DEFE—FREAAL v TF LEORFZ LU NRAL L LTHRETDHHEEZRLET,

Switch> power rps port 1 mode standby

WO TIE, AA v FETADTITAFT) T 4 lEZFHEORPS R—+3DFI7A4F VT 4 2RETDHH
BERLET,

Switch> power rps 1 port 3 priority 4

X E Z R T 2 1Z1%. show env power F 721X show env rps f## EXEC =~ R&Z AJJLET,
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power rps M
BEav R avwy kR HL)]
show env power AL v FFEFAL v TF AF v I OERDOAT—H AR RLET,
show env rps AL v FERIFAAL vTF AZ v 7 IR SN TNEEBRY AT LAOAT—H
AEFRRLET,
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priority-queue

A= ECHABRRAF 2 —% A X—TWMIZT HITIL, priority-queue /1 > ¥ —7 = A X 27 4 Fa
L—vay avy PEfEALES, 7740 PRECETICIE, Z0a~vr Fone BRAEZFHHL &
T

priority-queue out

no priority-queue out

BX DA out HOBEF 2 —% A F—T M LET,
T72HILE HABREF2—1F, T4 =TV TT,
avy kFE—F Ao B —T xR AT 4 Fal—gy
vy FERE yy—=x EERE
12.1(19)EA1 Zoawry RRBMEhE L,

EREDAA K54

]

priority-queue out =~ K% % ET 544 . Shaped Round Robin (SRR; v =A7 K Z 7 K mv
V)BT ¥ 2= 1 2707z, SRR OEREANEELZITET, T, srr-queue
bandwidth shape N® weight] %7213 srr-queue bandwidth shape f > % —7 x A A2 a7 1 ¥ =2
L—Yay avy FRERENL Z 2B LET (FFHEIENShEEAL), BRFx2—137 7
AFVT 4 Fa—ThH), hOF2—DF—EANRRUINDIANIEICRDIE TR LR L E
R

BAX 2 —DA XTI ENTND & E, 2T SRR DEAITESWTEHF 2 — D — AR
I D L EFITIE, ROTEFHIZES> TSN,

e HIBRAXZ—NAF—TNIZENTWVEIBEAF., F2— 1IZHLTSRROY=z—E U 7B L)
HHSNIZELNEDCESNET,

s HWIBREX2—RNT4E—T71CENTEY, SRROYV=—E U 7B IOHE SNTZEHLBRE
ENTWBEHAIE, ¥ =2— 1(2% LT shaped T— FiZ shared T— FZ 8L, SRRIZZ D
¥ = —|Z shaped £ — FCH—E A2 L E T,

o HIIBRAXF2—NT 4 =T NICENTEY, SRROV =2 —V U 7T ENTZEANHRTE SN TV
WA 1T, SRR 133 = —12%t L T shared E— R CH— b 2224t L F 1,

KOFITIE, SRR DEHNRESNTWVEEE, HOBEF 2 —2 A X—T VT LHEERLET,
HOBEF2—1X, RESNTZSRR UV =A F& LEEZLET,

Switch (config) # interface gigabitethernet2/0/2
Switch (config-if)# srr-queue bandwidth shape 25 0 0 0
Switch (config-if)# srr-queue bandwidth share 30 20 25 25

(
(
(
Switch (config-if)# priority-queue out
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priority-queue W

WORFITIE, SRR DOV =— BV FBIOHEISNEZEARBRESI NI, HIBREX2—%2T 1 &—
TMZTHHFEERLET, vo—E 7 B— NI, FE—-NZEDHICLET,
Switch (config) # interface gigabitethernet2/0/2
Switch (config-if)# srr-queue bandwidth shape 25 0 0 0
(
(

Switch (config-if)# srr-queue bandwidth share 30 20 25 25
Switch (config-if)# no priority-queue out

show mls qos interface interface-id queueing F 7213 show running-config #7# EXEC =2~ F& A
HTNE, RELZWHRTDLILENTEET,

EEEEIS avUR B
show mls qos interface queueing % = — > 7 ik (SRR, 7FA AV F 1 Fa—d /),
F o — I T D EA, B L Class of Service (CoS) 75
HAFa—~DO~ v T E2RRLET,

srr-queue bandwidth shape Vx—VEU T ENTEAERHVY T, A—hIvy BT
N4 oo %2 — ETHIEEY =—Y 724 32 —T 0
WZLET,

srr-queue bandwidth share HET D EAZEV YT, F—RMIvvEr7ENnz4 50

HA % o — E TR 2 4 2—T M2 LET,
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private-vian

774 _X—FVLAN 2% ELT, 774 X—HFVLAN D774~V EBLPEH %Y VLAN O 7
//:D—“/a VEBRET DI, prlvate-vlan VLAN 2> 7 4 Falb—var avwr REERALET,
HH O VLAN BEIC VLAN 2 Z9712i3, Zoa~» Fo no B2 L £,

private-vlan {association [add | remove] secondary-vian-list | community | isolated |
primary}

no private-vlan {association | community | isolated | primary}

BXnRA association 75 4<VU VLAN ttH %Y VLAN L O7 Vo o— 3 U ER L
R
secondary-vlan-list 754 _X— K~ VLAN NDOF 5 A~ U VLAN I[ZBEHT 5 1 DF 72138
D HZ Y VLAN #EE L £,
add +H# U VLAN %75 A ~ U VLAN (C BT £,
remove v H &Y VLAN ¢ 774~V VLAN D7 Vv x—varuw 7 U7 L
7,
community VLAN #232=7 ¢ VLAN & L CTHEELET,
isolated VLAN #23=2=% ¢ VLAN &£ LCHEELET,
primary VLAN #=2X=2=7 ¢ VLAN &L L THELET,
TI2FIE F 74N NTHE, T4 =k VLAN RBESNTHOEEA,
avy Kk E—F VLAN 2> 7 4 a2l —31 32

avy FEE Y- EERE
12.2(20)SE oy RGBS NE L,

BEREDHSLA K542 754 ~—1 VLAN % &+ 5#112. VLAN Trunking Protocol (VTP; VLAN K J > %> 7 Fu k=
N BF 4 =71 (VIP b0 AT Ly bk =) T4 ERHY ¥4, 714 X—F VLAN
ERELEHZT, VIPE—R%22 547 v bERFF—NCEFTEEHA,
VTP 1%, 774 X—F VLAN OB EEZEHFELEEAL, LAY2 XY NT—=FTHOTRTDAL vFIC

77 A _X— K VLAN 2F#TREL T, LA ¥Y2T—HF_XR—=2%&fEH/HL, 774 X—hF VLAN b7
TUAYIDTTT 4 v T EHSHERLY £9°,

75 A4 ~_— K VLAN (Zi%. VLAN 1 £7-1% VLAN 1002 ~ 1005 2% ETx £t A, #E VLAN
(VLAN ID 1006 ~ 4094) 1375 1 _X— k VLAN IC@ETE £7°,

v H XY (REEE-IZ2Ia=F+1) VLANZ 1 DO 754 < Y VLAN ZIFICHEMITA 2 e RN T
¥4, 7714~V VLAN IZiF. 1 2OREE VLAN B X O# D =2 2 =2 =7 + VLAN % B#ffi) 2
TERTEET,

o bHLHYU VLAN 275 14~<U VLAN & L TRETXEHA,
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]

private-vian W

o secondary vian list 737 A —ZZ1E, AR—REEDRNTL I, EEOD > ~KEY DIE
HEEDAHZENTEET, FHEELLTANTESLDIE, B—DOFF714~— K VLANID F72i%
AT THFE LT T A=K VLANID T, U X MIIE, 1 2OFEM VLAN @O =
=74 VLAN 2595 LN TEET,

o TIA4=VEITE I FY VLAN OWT oz HIkRT 5 &, VLAN ICBEHEM T Sz FR— )
FET T 4 TR0 ET,

a2Ia2=54 VLAN X, 23 2=7 4 A— M. BILP2Ia=T 4 A=t oxt5TD774~<V
VLAN OIREFR— NI T 74 v 7 ZEELET,

FEEE VLAN 1L, IBAR— HWEZITOEDICEER— ML THHAESNET, —07FF714<Y
VLAN I\“)‘/f‘/’(ﬂﬁ@::;%'f4’ R—=FEREBEER— NI N7 70 v 7 BBk LERA,

Z54<Y VLANZ, Y= hI9 =2 A NHTFFARXR—F R— DI AF~v— = N ZF—3 3 Tk
774 v 7 xinikT % VLAN TT,

VAFY3VLAN A & —T A A (SVD) 3774~V VLAN IZZETFHREL TS ZE W, BEHHY
VLAN (23, VA ¥ 3VLAN A ¥ —7 = A& ETEE¥ A, VLAN 3 EH % VLAN & L
THRESNTWDH, B XY VLAN O SVLIFIHET 77 1 712720 £,

VLAN 27 4 Falb—vay = Ral T4 5ET, private-vlan 2~ FIZEA L EE A,

7*7 A4 ~X— kK VLAN "— k% EtherChannel & L TRELRWVWTLZIW, R— BN TF T4 X— |
VLAN REICEFENTWS &, R— k@ EtherChannel &% €T 7 T 4 712720 £3,

77 A4 ~— K VLAN % Remote Switched Port Analyzer (RSPAN; VE—hF XA vF R AR—F 7F 7
AY) VLAN & LTRELRWVWTL I,

7F A4 _X—F VLAN # %75 VLAN & L THRELARWNTL ZEV,
7T A _XR—= K VLAN BEEEINTAAL v T T7 =N w7 TV P TERELZNTLEEN,

7' A ~X— h VLAN 238 #D VLAN & ENnE TN, 774 ~X— b VLAN 2R TIEITEIND DI
1 OO STP AV AF VAT TY, B %) VLAN N7 T4~ U VLAN ICBEEEA T S TnW 5
A, 774~V VLAN @ STP RT7 A =N # ) VLAN I I nE7,

BRAN R—=FBLWRAER— FOREICET 2IEHRIZTOVTIL, switchport mode private-vlan =~
VREZRLTIEZN,

77 A X— | VLAN Ofthoi#eE & OFA/ERICET 253 >WTIE, 20V UV —RIZHicT5 Y7
N7 a4 ¥al—ar A4 RESRBLTLIFEIN,

ROFITIX, VLAN 20 7&"7 74~V VLAN IZ, VLAN 501 %R VLAN {2, VLAN 502 3 LT 503
Zala=74 VLANIZEREL., 7T A1 X— ]\ VLAN (CBHEAfI T 2 Fikxkrm LET,

Switch# configure terminal

Switch (config)# wvlan 20

Switch (config-vlan) # private-vlan primary
Switch (config-vlan) # exit
Switch (config)# wvlan 501
Switch (config-vlan) # private-vlan isolated
Switch (config-vlan) # exit
Switch (config)# wvlan 502
Switch (config-vlan)# private-vlan community

Switch (config-vlan) # exit

Switch (config)# wvlan 503

Switch (config-vlan) # private-vlan community

Switch (config-vlan) # exit

Switch (config)# wvlan 20

Switch (config-vlan)# private-vlan association 501-503
Switch (config-vlan)# end
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W private-vian

X E Z iR 5121, show vlan private-vlan % 7213 show interfaces status £##£ EXEC =~ > K% A

jj‘[_/\i\j‘c
BIEaT VR avvk BL
show interfaces status BT 2 VLAN 2880 A v —T 24 ADAT—F A% EK R LE
\j‘o
show vlan private-vlan AAf v F AH YT TERESINTZTT7A4~— K VLAN 5 LT VLAN

TYvE—arEFRRLET,
switchport mode private-vlan R 2 F R— FEHIFRAR—FELTFF5 14— VLAN R— b
EHRELET,
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private-vlan mapping W

private-vian mapping

TF7AX—=KVLAN O7Z 4~V VLAN &£t h %Y VLAN [ T~ v B> 72 ERL T, WiH5D
VLAN TR U771 <Y VLAN Switch Virtual Interface (SVI; A A v FRBA v X —T = A R) %Ik
HTE5 L5129 5I21F, private-vlan mapping > ¥ —7 =2 A X a7 4 Fal—ar avr N
EEHALET, SVINHT T4 X—k VLAN O~ v B 7 ZHIBRT 512X, Z0a<r RO ne BX%
AL ET,

private-vlan mapping {[add | remove] secondary-vian-list}

no private-vlan mapping

BB secondary-vlan-list 774~V VLANSVIIZ~ v B 7 EN5 | oF-13EHEOe I &Y
VLAN Z5E L1,
add (EE) EH %V VLAN #7754~V VLANSVI i~ v B> 7 LET,
remove (EE) %Y VLAN & 754~V VLAN SVI o~ v v 2 7 % Bl
LET,
TI2H+IE FIZHNFTIE, FI9A4_X—F VLANSVI D~ v BV IV RBRESNTOER A,

avYkE—F

A B =T o f A AT Fal—a

avy FERE

EREDHA R34

Jy—2 EERAR
12.2(20)SE Zoavy RRBEMEShE Lk,

77 A4 _X— k VLAN & ET DAL, AL v FNVIP T AT L b F— RiZRoTW54
EWHRH Y F9,

774U VLAN @ SVIiE, LA ¥ 3 TIERENET,

VA¥3VLAN A 4 —7 A& (SVD) 1774~ U VLAN ICZZFREL T LS, B
VLAN 21X, VA ¥ 3VLAN A ¥ —T oA AR ETEEE A, VLANBEH XY VLAN & L
THREINTWDHH., B XY VLAN © SVIIFHET 77 4 712720 £,

secondary vilan_list /X7 A —Z 2%, AXR—REEFORNWTLIEIN, BHOH o ~Kg)Y omE %
BOHEMTEET, FHEEHELELTANTELZDIE, B—D7 T4 ~— K VLANID $£7i3A 7
THFE LT T A4X—F VLANID T9, U X MIIE, 1 DORHEE VLAN SOOI 2=7 ¢
VLAN 2585 Z ENTEET,

v Hh o #Y VLAN TREESNEZ T 74 v 271E, 774~ Y VLAND SVIICE > Th—TFT 4 /&
nij‘o

v H &Y VLAN X, 1 2D F T4~V SVIFiFic~wy ¥ 7 Tc& %4, 77 14<1U VLAN Bt h
Y VLAN & LTHREESNDE, Z0avry RTHEEENTETRTOSVIIZF Y LET,
BHhr A ¥ 2754 _X—KFVLANDOT7 V3T — 3 B0 2 250 VLAN Blo~ v v Z 2@ ET
HEE. vy U TOBREIIMEHALEE AL
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M private-vlan mapping

1 ROBITIE, VLAN 20 DA 4 —7 = A A% VLAN 18 O SVLIZ~ v B> 75 Kz R LET,

Switch# configure terminal

Switch# interface vlan 18

Switch (config-if)# private-vlan mapping 20

Switch (config-vlan)# end

WoOBITIE, B4 VLAN 303 ~ 305, BLO 307 60t H %Y VLAN b T 7 4 v 7 O)L—

74 v 7% VLAN 20 SVI 4 L CEFr+ 2 HikxdRmLET,

Switch# configure terminal

Switch# interface vlan 20

Switch (config-if)# private-vlan mapping 303-305, 307

Switch (config-vlan)# end

HE & MR 5 121E, show interfaces private-vlan mapping #5# EXEC 2~ K2 AL E T,
BEavU kR avwyFk BiEA

show interfaces private-vlan ~ VLAN SVI (2% 5 77 A X— ks VLAN O~ v ¥ 7 E#R % FR
mapping LET,
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PSP

psp N

Ta han Ry MRAAL v FICEEINDEELZGIET DI, psp /e —/L a7 4 Fab—
varvavwryREHFHALT Xy b 7r— L= O ERERELET, PAR—FShd7 e hanr
i%. Address Resolution Protocol (ARP; 7 KL A fg#~7' 1w kL), ARP A X—E' 7 Dynamic
Host Configuration Protocol (DHCP; ¥4} I v/ RAA KN av74F¥al—var 7r bhajl) vi,
DHCP A2 X—t 7 Internet Group Management Protocol IGMP; £ > % —* v k J A —7EFH 7 1
Fan), BEWIGMP AX—tE 2 /T3, Ym hal X b—uR#ELEF 2—7 V2T 5I100E, 2~
VRO no X—VarEMHEALET,

psp {arp | dhcp | igmp} pps value

no psp {arp | dhep | igmp}

B DA arp ARP 5L VARP AX—E v/ D7a hal Sy h 7a— L— & E
LET,
dhcp DHCP 8XO'DHCP AX—¥ /D7 ua ha Xy h 7o— L— %
BELET,
igmp IGMP 8L NIGMP A X —E o Z D7 a hani Nry h 7a— L— h &
ELET,
pps value B0 o7y MO LEWVMEZEELET, T 74 v 7 NI OfE%E
BxsE, 7m bar XA h—ARENEEINET, FEITER S5 ~ 50 X
o BT,
TI2HIE Fukan A h—LME#ETT 74V N TTF 4 B—TATT,

avU Rk E—F

Ja—nN") a7 4 F¥alb— gy

avy FERE

EREDHA R4

yy—= EFERRE
12.2(58)SE Zoavwy RMEMEShE L,

errdisable fi i7" 1 k=)L 2 b —AR#EA R ET 5 I2IL, errdisable detect cause psp 7 =2 — /3L 2
T 4Xal—vary avry REFEHLET,

Tubhan A b= AMREPRESNTNDIHE. Fry P SNEATy KON T Z TGRS L
9. BEDOTm hard Fu y 7SN Ty FOEERRT HIZIE. show psp statistics {arp |
dhep | igmp} K4 EXEC 2~ FEEMLET, T XTOT v baro Ry 7SNy FO#
ZF®KaT HIZIL, show psp statistics all =~ FE2FEHALET, v bharorv 22707735
IZ1%. clear psp counter [arp | dhep | igmp] =~ FEEH L ET,

BEav U F avwyk BeHA
show psp config Jubha)l A N—AMEEOREEZFERLET,
show psp statistics Fay 7SN Try FOBEFRFRLET,
Catalyst 3750 Rf yF av>F YI7LYR
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W psp

avwyk H7L:)]

clear psp counter Rey P INTery "o 2% 7 VT LET,

errdisable detect cause psp Zu k3 A b —LEF#ED errdisable # HHEE A A R —
T LET,
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queue-set Wl

queue-set

Fo—Fy MIHLTHR—-Fa~vy B 73 25I21F, queue-set f ' F—T xR a7 4 Fal—
YaravryREEHLET, 774V MREICRETICE, Z0a~vr RO no BXEHEHLET,

queue-set gset-id

no queue-set gset-id

BXnRA gset-id Foao—ty FOID TF, KHFE—FEIFda—ty MIBL, B— FEWVTH X2 —4
OORET R CEERLET, HETEHHMIT1 ~2 TT,
FTI2AILE F¥a—ty MIDIE1 TT,
avY kR E—F A B —T AR AT 4 F¥al—g
avy FERE )y—=x EHEAR
12.1(1D)AX Zoavy RRBMERE L,

EREDAA FS54>

auto qos voip =~ FIZ X 5% =—t v I ID ® AEEROFEAIZ SOV TIL, auto qos voip =~
O MEREOHTA KT A ] 2BRLTIZS 0,

] ROBITIE, F—haFa—ty h2IC~vy 7T 5 hEERLET,
Switch (config) # interface gigabitethernet2/0/2
Switch (config-if)# queue-set 2
X E Z RS T 2 1Z1%. show mls qos interface [interface-id] buffers 53t EXEC =~ K& A L E
ﬁ—o
EEa<TUF avwUFk BieA
mls qos queue-set output buffers Ny T77hFa—ty MZEYYTET,
mls qos queue-set output threshold Weighted Tail-Drop (WTD) LEVMEZFHEL, Ny 77D
TRATZEVT o Z2RFEL, F=—ty MIRTHRKAE
VEIDYTERELET,
show mls qos interface buffers Quality of Service (QoS) FHAEZRFLET,
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radius-server dead-criteria

RADIUS —"BEHARA E2IL 7 PMREETH D EEX DN DEEICRET DR EHRET DT,
radius-server dead-criteria 7 n— 3L a7 X al—v gy avr REEHALET, T 7401
REWCETICIE, Zoa<wr Fone BRAEHHLET,

radius-server dead-criteria [time seconds [tries number] | tries number]

no radius-server dead-criteria [time seconds [tries number] | tries number|

BX DA time seconds ({£fE) RADIUS — b OFRRIGEE AL v FBEGT 2 OICHEE L LK
il (B) #&RELET, HBHETEHHIT 1 ~ 120 TT,

tries number  (fL75) H— ME AR & R SR DH1IC RADIUS — " BB RIEE E AA v

FRRETL2OICHEL LARVWRERERELET, HETE 2 1 ~ 100 TY,

TI2FIE ZA v FUiE. 10 ~ 60 B seconds & EIZIRE LE T,
AA v FIZ. 10 ~ 100 D tries EEEIZRE L 9,

avY kR E—F Jsa—r )L ar 7 4 Fal—g

oy FERE y1yy—=x EENE
12.2(25)SEE Zoa<wry RRNBMERE L,

FEREEOHALA RSA4Y RO seconds 3 L number /35 A — B % RETHZ L EHRLET,

o IEEE 802.1x #FENHIBRYINIC 72 BRI RADIUS $— "~DISE Z 4 5 H R () 24C+
%1Z1%. radius-server timeout seconds 7 u— )L a7 4 F¥Fal— gy avwr REERALE
To AL vFiE, 10 ~ 60 DT 7 /L kD seconds EZ BT L E T,

e RADIUS ¥ —MBEFAARFE L 22 SN DHIIC RADIUS — "~ E 23T 26 (W) %2
ET 521, radius-server retransmit retries 70— /3L 37 4 X2l — g av s REE
FALET, AA v Fid, 10 ~ 100 OF 7 4 /)b b D tries HEBHANIHRE L E T,

o seconds /X7 A —%41%, IEEE 802.1x it BRI R 2N HEEEFITT 20 ELL T, £
Pt = T A G

o tries /NT A —X X, BEERITEELEF U THLILERDH Y £,

1 WOHITIL, RADIUS H— S3MEHAR A & AR SNSEICIET 554 LT, BRIIC 60 23R E
L., BfTHEIC 10 2R ET D HEEZRLET,

Switch(config)# radius-server dead-criteria time 60 tries 10

RE IR T 512X, show running-config f7# EXEC =2~ FZ AL E T,
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radius-server dead-criteria W

BREaTY R avwyFk Bl
dotlx critical (Fu— 3L a7 4 T 7B AREBERBIAENA NAEEDONT A= ERELET,
Fal—Tay)
dotlx critical (f > Z—T AR a T U BARERBINA AL A L X —T =24 A FTA
V74 X2l —TgV) F—T Mz L, A— b3 critical-authentication A 7 — h|Z &
DPITHEIWCAAL v F BT VT 4 FIRAR— MIEID H TS
77+ A VLAN Z%E LE7,

radius-server retransmit retries RADIUS H— "R & R SNDANTAA v T 5
RADIUS $— NICEE AT T DA E L £,

radius-server timeout seconds IEEE 802.1x FBAENHAREIFILIZ 72 B HIIZ A A > F 23 RADIUS
P NA~OINEE T DM () 2EELET,

show running-config A v FDFITa L7 4 FXalb—arB2FRLET,
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M radius-server host

radius-server host

[N
R

RADIUS 7 7 T 4 v 78 X O RADIUS #RiE4 &1 RADIUS 3— "D RF XA — X 2R ET D
radius-server host 72— 3L a7 X alb—r gy avr ReEHLET, 7740 FRTl
T, Zoavwr Fono BRNEFH L E T,

-
;
-

;

radius-server host ip-address [acct-port udp-port]| [auth-port udp-port] [test username
name [idle-time time] [ignore-acct-port] [ignore-auth-port]] [Kkey string]

no radius-server host ip-address

BX DA ip-address RADIUS +— D IP 7 RL A% HELET,
acct-port udp-port () RADIUS 7 hH W T 4 v $— "0 UDP R— h2HEELET, 5
ETE 2% 0 ~ 65536 T,
auth-port udp-port ({E#) RADIUS #iE#—/ 0 UDP R— M & & LET, fHE T % HiH
1 0 ~ 65536 T,
test username name (£E) RADIUS H— R 25 —Z 2O HBY— R F A &2 A X —7 I L,
I =2—V4EHEELET,
idle-time ime (FER) AL v FBRT AL Ay Maed— NCRE LERORME () 2
ELET, BETXDHMIT 1 ~ 35791 43 CT9,
ignore-acct-port ({£3) RADIUS #— R TH T LT 47 K= DT A RNET 4 £—T
Iz LET,
ignore-auth-port (£5E) RADIUS — IR — FDTF A &2 F 4 E—TNIC Li‘f
key string EE) AA v FB LV RADIUS 7 —F DT T RADIUS =
et g v ORIX—B LU S X — % EELET, key ! :U@ﬁﬂf&;%
RADIUS = _RTCHEHIN TV I — L —HT2MERH Y T,
MFZoavr FOREEA & L Tkey FREL T EE W, FEHDORAN—
AFEESNETH, key OFBBLOKREO A=A IFEHEINET,
key IZAR—=ZANEENDHETL. FIHRN key D—ETRWIRY | key %
SIAMFCHERNTLIZE N,
TI2AILE RADIUS 7 h o vT 4 7 $—30 UDP R— ~ i 1646 T,
RADIUS #iEY—/ 30 UDP &~"— ~ X 1645 T,
HEHY— N T A MNIT 4 =TV TT,
T A RVEERIZ 60 4y (1 BFE) <9,
HENT A R A X—T VDS, UDP R— DT H T 4 o TBLXOEIERFICT A FREITINE
K
mquv)"\' j;\_)cI:UH 7':7_":‘?’_' (Strmg) (i%&ﬁiﬂéﬂfl/\i“@f/\/o
avY R E—F sua—nR) ar7 4 ¥al—ay
avy FERE Jyy—=x EENE
12.2(25)SEE Zoavwry RBNENENELE,
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BEREDAA FS4>

radius-server host

RADIUS 7 H v 7 4 > 7 H—s38 LT RADIUS #ZREY—"D UDP " — k%7 7 4 /b LA OEIC
RETHZ EERHERELET,

RADIUS #— "N AT —H ZOHBYP—NN T A e 32—TNIL, FHEINDIZ—FHERETDIC
IZ. test username name ¥—7U— R&{FEHL F9,

radius-server host ip-address key string % 7213 radius-server key {0 string | 7 string | string} 7 72—
PNV AT 4 Fab—vary av s Pl L GERREF—B LU S X —2RETE LT, 4520
av FORMKEHEBE L Tkey ZREL T ZI0,

il WOBETIE, THY T 47 =30 UDP R— k% 1500, FBIEH— 0 UDP K— k% 1510 |
ETHHIERLET,
Switch (config)# radius-server host 1.1.1.1 acct-port 1500 auth-port 1510
WOFITIX, TAUT 47 = "BILORIEY —/30 UDP R"— h &3 E L, RADIUS ¥ —/% 2
T—HADABMT A MNEA X —TNVICL, FRSNDIZ—FEEHEEL, ¥— A NI VI ERET D
BlAERLET,
Switch(config)# radius-server host 1.1.1.2 acct-port 800 auth-port 900 test username
aaafail idle-time 75 key abcl23
FRE Z MR 5121, show running-config ## EXEC 2~ K2 AH L £T,

BEaTUF avwyk BieA
dotlx critical (ZF'e— )L a7 4 T EARRERBIENA NAEEONRT A =2 2FELET,
Fal—Tay)
dotlx critical (f v F—T A R a T 7B ARERBINA NSAEEL A ¥ —T = A LTA
V74X 2lb—vgy) F—T 2 L, A— b critical-authentication A7 — hIZ &

MWW EIZAA v F NI VT 4 AN AR— MZEY Y TS
T VLAN EHRELET,
radius-server key {0 string | 7 string| /L — % 3 L X RADIUS & —F > D4 <T» RADIUS =
string} R 2= a VOB B IO EX—2EELE T,
show running-config AL v FOETALT 4 Falb—rarEBFERLET,
Catalyst 3750 Rf yF av>F YI7LYR
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B rcommand

rcommand

Telnet vy a v ZRE L. 7 T AKX a~ U R AL v TFFRIFAAL T AL I T T A AN
AL v FOavy REFTTHINE, AAvTF RAE v 7 ERIFITFTAY av o K AL yF kT
rcommand = —¥% EXEC a2~ FEFEHLET, By a2 T3 5100, exit a2~ RE AL
ESC

rcommand {7 | commander | mac-address iw-addr}

XD EHEA n 7 TAL AUNEBINTDE S AR L E T, BETE S0 ~
15 ¢,
commander JIRARE AN AL TFNS T TAE avw R AL, vF~TI7EAT
x5L9ICLET,
mac-address Aw-addr T TAE AN AL FDOMAC T KL A
avY R E—F 2 —4 EXEC
avy FEEE yy—= EENE
12.1(11)AX Zoawr RRBMENE L,

EREDAHA R34y

ZOaxY FBRFHATELDIR 79 AF av R AL vy F AZ vy I EF I TAZ av K A
Ay FITRLNETS,

AL YFNIFTAE av L R AL F T ITAEZ AN AL vF n BEEL THARWRE, =5 —
Av—UNEREINET, AAS v TFHFEE2HDIITE, 7T AX a< K AA v F T show cluster
members £ EXEC =~ RZ AALET,

ZOavwy REFRHLTI TARAE a<w o R AL v TF TP I I TAE AUN AL T T
BALED, AV AL T Ta T INL I TAF av s R ALy FIZTI7EALTEYTHZ LR
TEET,

Catalyst 2900 XL, Catalyst 3500 XL, Catalyst 2950, Catalyst 2960, Catalyst 2970, Catalyst 3550,
Catalyst 3560, I LU Catalyst 3750 A1 v F DA, Telnet E vy a it 7 I AX ax s F 2y
F LR UMER L~ L TA /N 24 v T Command-Line Interface (CLI; =2~ RIA 2 A ¥ —T =

AR) T I7BALET, LexiE, Z0avwr FEI7I7AF% av K AL, yFnba—%F LT
AN LTS E. AN AL v FiEa—P LV TT 78 RINET, ZOa~vr FarFA% av
F ALy FInPoAX—=T N LV THEMALIESS, a0 R4 X =70 LAV TYE—F 731 A
T 7B ALET, HRLNAEY BIRWPRHA R—T L LNV EFE LSS, 2T AF AN A
Ay FiEaz—F Lyr by £,

Standard Edition ¥ 7 b 7 = 7 238 L TV % Catalyst 1900 3 L OY Catalyst 2820 A A v FDFH, 7
TAE awy R AL vy FOHRLLHR 15 ThHiX, Telnet By g VidA=a— 3V —b (X

Za—HRA L E—TzAR) IZT 7 BALET, FJT7RFZ a<w2 K AL v TOHERLNALN 1 ThH
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rcommand H

X, RAY—ROANZERT LI 707 EREREIN, ANMRICA=Za— a3 V= IT 7R
TEFET, V7T7AHK avw K AL v TFOHER L ~LiL, Standard Edition Y 7 b U = 7 BEEI L T\
DY TAE AN AL v FICROE Iy 7 LET,

o VIR aAxU R AL FDOMHERL LB 1 ~ 14 THHBRE, VITAZ AN AL v F~DT
7 AIHERR L~V 1 TirbhET,

o UTARF aw U R AL v TFDOMHERLAWN 1S THEHEE, VITAZ AN AL v F~DT 7%
ANTHEBR L)L 15 TiTbhE1,

Catalyst 1900 35 & U* Catalyst 2820 @ CLI 23 F|HI T& 5 D%, ZA »F T Enterprise Edition 7

T T BB L TV AEAICRLNET,

VFGAE AR R AL v FDOVYy TALNCTIVHA VTR a7 4 Xalb—arBbbEA, 20

o<y RiIRELEY A,

JTARE AN AL 9 FIZT TAE a<w o B AL v FDONRAT— REMAT DD, 7T AK A

NALTFNI FTAZITMALTHRA T — REZERTH o7 MIFrEnERA,

] KOFITIEZ, A3 Ty va v aBET 2 HEEZ2RLET, exit 2~ REANT L0, HDH0IE
Ty alEHALAET, Z20avy NI T_XTOavy NiE, A3 ~@ITFLiET,
Switch# rcommand 3
Switch-3# show version
Cisco Internet Operating System Software ...
é&itch—B# exit
Switch#
BEavUR avwyk HL]
show cluster members JTAR ANCETAERER R LET,
Catalyst 3750 Rf yF av>F YI7LYR
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W reload

reload

ARy AonREYa—RL, REDEEEZHIT HI121E. reload ###E EXEC =~ F&EHL F
7,

reload [LINE | at | cancel | in | slot stack-member-number | standby-cpu]

BX DA LINE Vo— RT28BE2HEELET,
at Vo— F&FEITT HFH (hh:mm) ZHEELET,
cancel LA r—RKasryrerLET,
in Vo— RZ2ETTHERBRE (mmm £721% hhhimm) ZEELE7,
slot stack-member-number  ¥STED AKX v 7 AN CEEARGFEL. BRI LTI,
standby-cpu A 4 734 Route Processor (RP; /L—hk 7m®vH) 2V —RKLE

‘j‘o

TI4IE AH U AUREEEBIZ) = RNL, REOEELZAMLET,

avY kK E—F ¥t EXEC

avy FERE Jyy—=x EERNE
12.1(11)AX Soawy FSBMSIE L,

EREDHA R4

]

A v TF AB o TITEEDAA v F 0N H DA reload slot stack-member-number =< K& ANJ19
He, REDEGFEAERT LT a7 FRFERENETE A,

ROBFITIE, Ay F A2y 7%V a— N5 h5EEZRLET,

Switch (config)# reload
System configuration has been modified.Save?[yes/nol: y
Proceed to reload the whole Stack?[confirm] y

WOPITIE, HEDAY v 7 A" n— R FFL5H5EEZRLET,

Switch(config)# reload slot 6
Proceed with reload?[confirm]y

WOFITIL, BH—AA v TF DAL vF ZFZ 7 (RN ZAALyFN1221F) 2Vu—NT55E%E
ALET,
Switch (config) # reload slot 3

System configuration has been modified.Save?[yes/nol: y
Proceed to reload the whole Stack?[confirm] y
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reload W

BEav VR avwy kR H L)
rcommand BEDAZ T AT 78 ALET,
switch AB T AURODTFTAF )T LR LET,
switch renumber ALy AUNRFFEER LET,
show switch AA T A IRBIRAY v 7 AUNOEREERLET,
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W remote command

remote command

TRCOEZIFBEDOAY v 7 A NEE=HK Y 7 F 521X, remote command £ EXEC =~
REMEHLET,

remote command {all | stack-member-number} LINE

XD EHEA all FTRTORZ v 7 A NTEALET,
stack-member-number ARy AUNERELET, BETEHHEMIIL ~9 TT,
LINE FEiTTDa~vr ReEfEELET,

avY kR E—F HikE EXEC

avy FER Jyy—x EERA
12.1(11)AX Zoavy REMESRE L,

EREDHA RS54y ALV 27 %%479% LINE 2~ RTHMT %52~ K (debug, show, 721 clear 72 &) 1%, #§
EDAB 7 AUNETNIAAL v F AZ vy 7 I ENET,

fl WORFITIX, AA vF A% v 7 Tundebug =2~ R&EEITT 5 HEEZRLET,

Switch (config) # remote command all undebug all
Switch :1 :

All possible debugging has been turned off
Switch :5 :

All possible debugging has been turned off
Switch :9 :

All possible debugging has been turned off

WKOFTIE, A¥ w2 A235 T debug udld event =~ REZETT L HEERLET,

Switch (config)# remote command 5 undebug all
Switch :5 :

UDLD events debugging is on

BEaIU kR avwvk e
reload B EDAR T AT 78 ALET,
switch AB T AURDTTAF )T LR LET,
switch renumber AR AUNFGEERELET,
show switch AL T AE I RBIOAY v 7 AU AROEREFRLET,
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remote-span W

remote-span

B DA

TI2FIE

avYkE—F

VLAN % Remote Switched Port Analyzer (RSPAN; VE—k XA v F KR —k 7F7A%) VLAN
L LCERET SIZIE, remote-span VLAN =227 4 FaL— 3 a~wr REfif LET, RSPAN
faE % VLAN #%%H&%‘féﬁ:li\ Zoavry RO ne BREHEHLET,

remote-span

no remote-span

Zoawy RiZiE, 5lIEETF—V—FEH 0 8 A,

RSPAN VLAN [IEZEINEH A,

VLAN 227 4 ¥ a2 L—3 2 (config-VLAN)

avy FEE

BEREDAA FS4>

Jyy—2 EEAR

12.1(11)AX o~y REMSNE LT,

RSPAN VLAN %% E T& 5Dl conflg VLAN E— ROEFETZTTT (ZOE— R, vlan 7'z —nN

N ary7 4 Fal—ar avy RTHAALET), vlan database FitE EXEC =~ R H L TH

BENTE VLAN 207 4 Fal—vay = RTCIEHBRETEEEA,

VLAN Trunking Protocol (VTP; VLAN FZ > %> 2 7'm hajl) B84 x—7 /LT, VLANID #

1005 K 04 1%, RSPAN #5E1X VIP IZ X o TIEE SV EF, RSPAN VLAN ID 23 EEHEFHN O35
A, FEITHHEAAS v FERETOILERDH Y ET EETAAL v F LFHEAL v F OO RSPAN

VLAN WIZERE)

RSPAN remote-span 2~ RZET HHNC, vlan (Fe— L a7 4 X2 lb—vay) avwr K
T VLAN Z/E L T2 &0,

RSPAN VLAN (21, RDOFMERH Y £5,
e MACT7 RL A I—=U3FETENER A,
e K727 R—FTIXRSPAN VLAN 77 4 v 7 E NN £,

 Spanning-Tree Protocol (STP; A/X=>7 > U — 71 k=) X RSPAN VLAN N CIEIRE) T
£, RSPAN 5% — M TIIBEI L £8 A,

BEfFD VLAN 7% RSPAN VLAN & L TRRESN TV D HEIE. €D VLAN 23 EIZHIBR S,
RSPAN VLAN & L THERESNET, 77 ER KA— ME, RSPAN BENRT 4 B —T W27 5 £ T
7T 47T,
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W remote-span

1 WK OFTIE, RSPAN VLAN & LT VLAN 2% ET 2 HE4 R LET,

Switch (config)# wvlan 901
Switch (config-vlan)# remote-span

KOFITIE, VLAN 725 RSPAN HRE & MR+ 2 HiEEZ R LE T,

Switch (config)# wlan 901
Switch (config-vlan)# no remote-span

show vlan remote-span = —% EXEC =~ > F&Z ANT2 &, REELZMEBT LI LN TEET,

BBEav> R avwv Kk B
monitor session AR — b T Switched Port Analyzer (SPAN; A1 vF K K— K 7FF A %)
BELORSPAN £=4 Vv 7% A4 FX—7 M2 L, R— b ZXETLR—FE
72idseAR—FE LTRELET,
usb-inactivity-timeout  VLAN 1 ~ 4094 %5 E T % config-vlan € — RIZEE L £,
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renew ip dhcp snooping database Wl

renew Ip dhcp snooping database

DHCP AX—V 7 NA T 4 7 T =2 =2 & HHT % IZ1% renew ip dhep snooping database
¥itE EXEC a~ > REMALET,

renew ip dhcp snooping database [ {flash[number]:/filename |
ftp://user:password@host/filename | nvram:/filename | rep://user@host/filename
tftp://host/filename} ] [validation none]

XD EHEA flash[number):/filen

ame

EE) T—HAR_R—2A =V  NEREIARA T AT T7ANVNBNT T
Va AFVIEHDHIEERELET, A¥ YT SRAEZ—DARE v A UNE
FERRET DI, number X7 A—XEHH L ET, number IZHETE D
FiZ1~9 TY,

GE)

ftp://user:password
@hostlfilename

(EE) T—R_R—RA 2=V NERIEIANA T 4T 77 A D FTP
P—RhHBHZLERELET,

nvram:/filename

FEE)T—FR_R—A ==V hERIFIANA T 47 7745 NVRAM
WHHZ EERBELET,

rep://user@hostlfile
name

EE) 7—F2R—R2A 2=V NETIIANA T 4 v 7 7 7 A 475 Remote
Control Protocol (RCP) H— Nizh s Z L&BELET,

tftp://host/filename

UEE) T—2_R—R2A =V £ T 47 77 A TFTP
Y—RIhBLERRELET,

validation none

(EE) URLICE > THRESNIEANA T 47 T A DT P UITHL
C. Cyclic Redundancy Check (CRC; [EITRMRZAE) ZMFAEL 2N E I IZR
Ay FIHRELET,

TI2HILE FI7HNMIEZRSNTOER A,
avy kFE—F #:kE EXEC
avy FERE yy—x EERE
12.2(20)SE Zoawy RRBMERELE,

BREDHL FF4Y  URL 248E LAVEAIL. A4 v FIIEESNZ URL 67 7 A V&AL 5 & LET,

1 WOFTIX, 77 ANVND CRCEOF =7 28K LT, DHCP AX—VE 7 AT 407 T—
HR— AL BRI DHHEERLET,

Switch# renew ip dhcp snooping database validation none

BEEFERT DI

show ip dhcp snooping database $7# EXEC =~ REZ AT LFE T,
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W renew ip dhcp snooping database

BEEavF avwyFk St
ip dhcp snooping VLAN LT DHCP AX—V 7% A x—7 M LET,
ip dhcp snooping binding DHCP AX—VE 7 "L T 4 T—=2_R—=2 %k FHELF
¥
show ip dhcp snooping database DHCP AX—VE >/ F—FRXR—ZXA =—V 2V NOATF—F A%
FRLET,
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reserved-only

reserved-only

B DA

TI2FIE

Dynamic Host Configuration Protocol (DHCP) 7 RV A F— /LI FRIFEHDT RLUATZTED HTD
(121, reserved-only DHCP 7—/L 27 4 X al—vay £— R avr REEHALET, T 740
MEIZRETICIE, 2oa~vy Ko no FEXE2HHLET,

reserved-only

no reserved-only

Zoawy RiZiE, 5lIEETF—V—FEH 0 8 A,

T 7 F NV ETIE, 77— T FLRFHIBEER A,

a2 kK E—F HkE EXEC
avy FEE yy—=x EERAR
12.2(50)SE oy RABEMENE LT,

BEREDAA FS4>

reserved-only 2~ R& AF17 % &, DHCP 7" — /) b FRIRE SN2 THRI~OEN Y Y TRHIR S 4
F9, Ay N2 FHEF TNV EOHEO—FHTH LI THRNINTWRWNWT RLART FA4 7 2 M
Bitsn g, hor 547 MIF— Mk B —EREZIT 5N EE A,

ZDa<wy ROANICEY, 22— %, H@BOIP VT xy ba2dFL, AL v FDI T AT b
MO OEREZ WSS DHCP 7 — NV EFESAL v F DI N—T 2R ETEET,

DHCP 77—V 27 4 Xalb—3 a3 £— N7 7 & A9 521, ip dhep pool name 7' —/3)L =
V74 FXal—vary avr REANLET,

il KOFITIEZ, TRIFEHOT RLAZ 280 Y T5HLHIC DHCP 7= &5k iE+ 5 HikzmLET,
Switch# config t
Enter configuration commands, one per line. End with CNTL/Z.
Switch (config)# ip dhcp pool testl
Switch (dhcp-config) # reserved-only
E A MR T 511X, show ip dhep pool ##1# EXEC =~ FEZ AN LET,
BlEa<Y R avwy kR B
show ip dhcp pool DHCP 7 KLV A F— &g R LET,
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