GE)

cunrren 2O

R— FEMGD FF T 1 v I HIHOERE

ZOWETIL, Catalyst 3750 A A v FIZHR— b _X—2D b T 7 ¢ v 7 Hl{HEEREZ B ET D HIEICOWT
ML ET, FICHRLRWVWRY . X7y FLWIHFET, AZ L RTry A4 v FEBEIOALS vF
AE T ERELET,

COBETHEHTDa~y FOBIBLOMEHFEOFEMIZONTIE, 20V V=R Tda~vr R
V77 LU AESRLTITEEN,

ZOETHMAT L RRIT, ROLBY TY,

(2 b — Al oRRE) (P25-1)
MRFER— N OFRE] (P.25-6)

[R—F TavxoroxRE] (P25-8)

[R—b X274 ORE] (P.25-9)

[Fahan A h—h 7T varOfRE] (P25-21)
[R— MO T 7 1w 7 HIERRE DR T (P25-22)

A F—LFIHDEETE

(2 h—LfEOME) (P.25-1)

A2 h—2HDT 7 4+ Mg (P.25-3)

A2 h—2ffEB LR EVE L ~LORE ] (P.25-3)
UhEWZ L—ADFFEL— hORE] (P25-5)

A F—LHEHOBME

A b —AHEE, A =T oA AD 1 ODTHEAELZ7a—FF¥ A b, vLFF¥ A b, F20E
2=2F Y APM A=A ES>TLAN EO NI 7 4 v 7 BNRELT D2 EEBETEI, LAN XA h—2AI0%,
LANICT y bR 7T 9T 4 0 LESEEICEAELET, TOME. T 7 4 v 7 PEIRICHE 2 T

PRy hU—I N7 =< AREKTLET, YR halx¥y70FEELT— Ry bU—THERO

fiEW, F2i3a—PFICLoTHlER IS5 DoS WBEH A F—LDJRRICR Y £7,
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N = r—LE@ORE

A —LH (ERIZ T 70w 78D 1T A E—T oA AN AL v F T N @ 5%
o et L, Xy hdRa=%y AL, vAFFY A, FREFETe—FREFry 2 bOWNWTNTH
HENEHHLET, 2 vFid, 1| BEICSZTBRA B EDEZA 707y hOFEHh T P LT, H
BICEREINIMHEI LD LEVE L ZOHIERS E2 i LET,

A b =Ll#EE, ROILONTNNENT T4 v 7 TI7T 4T 4 DREFIESHEMR L ET,

o HHE (Zu—FXxy AN, vAFFXFY AN FREEZ=FXYAN T T4 v I BFEHTED
N— b ORI OEIE)

e Tu—RE¥xy AL, wAFF¥ AL, FEEFI=FFYRA Xy MRZEESNRDINT T 400
L— NOBEN O > MK,

o Ju—FXx¥ R, vAFXFY AL FLEFa=FY AL RT Y IBRZEENDNT T4 v
L— hOBHEAOE Y ML

o INEWVWTL—LDITT 4w L— b ORHEAONry ME, ZOBERIX, Fa— g x—
TNTT, NENTL—LDOLIWVMHEIL, HFA X —T 2 ATHREINET,

EROFEOWTNEZEHALTH, LEWVEIKEET S E, A~ NINT 74 v 7270y s LET,
FT7 74227 =R FRLEVE BESNTWEHEE) 2 FRISARWVWRY  R—KMive v s &
NEEFITRY, Z0%, BFEOBENFHINET, FRMH LSABREEShL T RWES, T
T4 w7 L— BN ERMIHIL L ETRLRWED, A, v FIEZTRTCONT T 4w ETavr L
4, RIS, TOLARETNEEWVIEE, 7r—FF ¥ A b A b =LK B HREDRITHEL
A=

GE) ~AFFXYAL FTT7 4y 7 DOA MLl LEVWEICE LSS, Bridge Protocol Data Unit
(BPDU; 7V v ¥ 7u bhajp 5—% ==v k) B L Cisco Discovery Protocol (CDP) 7 L — A7z
EORIE N Z 7 4 v 7 UHNOIATF XX AR 8T T7 4y 733 _XTCT vy ShET, 2L, A
A > FTiX Open Shortest Path First (OSPF) 72D —7 47 7w 75— k&, EHOALTF X v
ANT—=H NTT7 47 BFERBISNBWED, WEDNT T 4w FATR TRy 7 SET,

X 25-1 D7 Z 7%, —ERRICBIT A v —T 2 A LT a—RK¥y AN T T 407 RNE—
ERLTWHWET, 2oL, v~V FFYy A MBLOP2=F Y A F T 74007128 TUETED 7,
ZOFTIE, TIND T2, TA DS TS DX A b A F =L T, IBETLHTo—FREyv A b b7
TAYIVRESINTZLEWVEEZ EEloTWET, IEEO N T 7 4 v 7 &R LI WEEZ RS &, RO
AVE—=IN)VT, ZOFATDRT T 47N T_XRCRey7EnETd, LaRoT, T2 & TS 0%
DA E—=VDOM, 7a—R¥x AN N7 7400 B3 70yl ENET, TORDA > F—r3)1
(7o xiE, T3) T, LEWEZ ERIORWVWED, 72— FX¥ XA F FT7 7 4 v 7 RHFUEREINE
7
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TH—FFvX b
Ny R EREIE
NA b DEE

(E)

Z2 b—Laimoz: W

25-1 TO—FX¥ R + R b—LiIHOH

BEIN STy

--=-JOvYyEhiz k37499

46651

A N —AHIEHE Ll 1 BRI OA VX — SV EHAGDE T, A M—AHI#ET AT Y X AOEEE
FE L9, LEWVERASWZE, BRT2 7y MEREL< 20 F3, LEWED 100% THILZE,
F7 74w 7T HHIBIEIHY FHA, HE 0012TDE, £FOFR—FETEHTRTOTr— RF ¥
AN, wNAFFY AN, FlhEa=FY AN NT T v BT ay s INET,

Ny ME—EORBETHES DI TERVNOT, b I 7497 777487 42 ET D 1 BHOA
YE=VISA S — A OEEE AT D ARENS H D £,

HERNTT 4T BATOLEXWVMEERRET DIT1E., storm-control f VX —T7 A A a7 4K
L—yvay avwry ReEHLES,

A F—LFHEHDOFT I+ I FERE

TNV ITHEH, 2=2F ¥ A b, 7ue—FF¥ X b, BEOALFHFx 28 2 b—AHHIIA A v F
A HE =T 2 A A LETT 4 2—T MRV ET, LT, Wl L~U1id 100% T,

A F—LH#EEB IV LEMELRILOERTE

R—MZA P—LflHZREL, ED T T 4 v ZATTHEATLILEVEL LV EZ AT LET,

L, "—Fu=TOHIKE L HIT, SESERFA XDy b2 EOXIITHR LNV ME
BHLOT, LEWVEDOEEGTIHS ETHEEMETT, HEFT 74 v 7 2B T 237y hoth A4 X
IZE-T, EERICEMAEND LEVWEITRE SN LT LT, 8% OZEEBET DR H
DEJ,

A b— AN, A A —T 2 ATHR— &N TWET, F£72. EtherChannel T% A b — 24
HlE 2R E TEx£9, A b—2/#% EtherChannel THRTT 52HA. A b—AHlHREIX
EtherChannel A > % —7 =4 A LT,
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N = r—LE@ORE

ATy71
AT972

ATy73

A P— AL LEWEL A ERET 5121, B EXEC £ — N RO FIEZ 4T LE T,

avy kR

E[:3)

configure terminal

Ja—)L ar7 4 Fal—gr B—REREBLET,

interface interface-id

HET DALV E—T 2 A REHREL, AV FX—Tx2AfA AT 4 Fal—

vary E—FRERBLET,

storm-control {broadcast | multicast
| unicast} level {/evel [level-low] | bps
bps [bps-low] | pps pps [pps-low]}

Ta—R¥y A, wAFFr A, FhEaz=Fr A N 2 =L E

RELET, 7740 FTIE A P—2HIZT 4 E—7 /MTREINT

WET,
F—U— RFOEKRIIKRDO LB TT,

o Jevel IZiF., 77— FF ¥y A b, wLFFr A b, FFz=Fr R |
NS 7 497D FERLXVVELSALEERIEO S—t T — 2 TEE
LET UMLEE 2HMET), ERLEVWEICEREST S E, A— M b
T7 4yl ETuyr LET, HETE A 0.00 ~ 100.00 TT,

o (EE) level-low 121X, FRRLZWHE L)L EFIRIEDO S—& 27—
VTHELET UMEAEFE2MET), ZOMEE ERIMHEEL Y /S0
M FEEELLRTNERYVEFA, NT T4 I BRIOLULE
Tlal-> T, f%%ﬁ%?74y7%%%biT TRRENH L~
NWEFE LRWGS, ERIEILNVOEICRESNET, fHETE
B #EPHIE 0.00 ~ 100.00 <7,

LEVEICHEKRE (100%) 2fELEZHA. b7 74 v 27 OFIRIZZR
K72V ET, LEWHEIZ0.0ZHETDE, ZOR— b EOTTO
Ta—RKR¥x¥ A, wAFF¥ R FEI=FX AN FTT 4 v
IRTay s InET,

e bpshpsZiE, Vr—FX¥x A b, wAFF¥ AL Fhiiz=Fr R
M2y OERBLEVELNLEZE Y MBTHEELET (b
BRE IMET), ERLUEVEIZRETDSE, R—MNIFNTF T4 v 7
E7uav s LET, HBETE %I 0.0 ~ 10000000000.0 T9,

o (EE) bps-low lZix, FTRLEWELLVEZE Y N THELET
UNEREBINMET), ZOMEITERLEVVEL VLU TOMETH D
ERHDET, FT T4 v I NZDLLE FlElo ThiuiE, R—
XN T7 7 4 v 7%k LET, BETE HHPHIX 0.0 ~
10000000000.0 T,

o ppsppsiZiE, Tur—FKF¥ A b, v LFXP A, FhiFz=F v R
M7 47 DOERLEVVELNLVEZ Yy N/ THEELET
UNBESFEINMET), ERLESVWEICEETDE, A—MIMT
T4l Ty LET, HBETE %ML 0.0 ~ 10000000000.0
<7,

o ({EE) pps-low 12X, FIRLEWEL~LE 7y N BTHRELE
T UNEAEE INMNET), ZOMHEITLEELEVEL~AUTOETH D
VENBDET, "I 74 v BRZDOL~YLE FE> THIIE, R—
MNMEINT 74 v %L LET, HETE 2T 0.0 ~
10000000000.0 T,

BPS B LXU'PPS OREICIEZ., LEWVEOEMEZ KESHFETEDL LI
Y7y 7 AZWERLS ke m, gd) BEHTEET,
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FERID ST 1 v O HEDEE

Z2 b—Laimoz: W

avw vk B#
27974  storm-control action {shutdown | Z M= AR SN BRI FETTAT /v a v aEELET, 740
trap} Ff@%?74v7m74w&)/7%£ﬁb\F7/7i%hbﬁw
ETI,
o A h—2aH HR— k% errdisable DIRFEIZT 521X, shutdown F—
U— RZe®ERLET,
o R LM—LAPHINTZHE, SNMP (ffigry N —7FH T b=
N N Ty T EARTDICIE, trap ¥—TU— RZBBRLET,
27975 end ¥t EXEC E— FITREY £7°,
A7976 show storm-control [interface-id] BELERNT T4 97 B FIZONT, A B —T 2 ZATHRELEA
[broadcast | multicast | unicast] k —Afﬁlﬁﬁﬂﬁﬂﬁﬁﬂ VNALERERLET, T 7490 ZFATEANTI LR
AR, T —R¥y 2 N A M= AGIHOBRERFRINET,
A7977 copy running-config startup-config | ({£%) => 7 4 Fal— a3y T A NICEREFRTFLET,

A M —=Afilil a2 T 4 & —7 T 511X, no storm-control {broadcast | multicast | unicast} level
VH—T xR AT 4 Fal—varavr REERLET,

Wiz, A— b ET, ERRIHI L% 87%., TERIMHI L~ % 65% ICEREL, =2=F ¥ A M A F—2L4
ﬂﬁ%%z TV T D HEERLET,

Switch# configure terminal
Switch (config)# interface gigabitethernetl/0/1
Switch(config-if)# storm-control unicast level 87 65

KIZ, R=FET, 78—=FF¥ 2 7 FLADZ h—A4Hl#1Z 20% O L~ TA F—T T fém
ERLET, 7R—FX ¥ AN T 740970 T 74 v 7 AM—LHIfHA o F—SVHIZR— b
THEATELDRHEIRD 5B, REINZ20% DLV EBR LA, VT 747 A b— JA%’JﬁM’
VE=INAPKDDLET, AL v FIETRTOTr— KXY AN NI 74w 7%k Fuy 7 LET,
Switch# configure terminal

Switch (config) # interface gigabitethernetl/0/1
Switch (config-if)# storm-control broadcast level 20

INEWT L—LDEEL— FDRE

67 N1 MR DOFF VLAN # 7 &y M, NS 7L —ALRA723hET, ZO7y IR
A FIZEVEBEINETN, AL vTF A b—LHED T ¥ EHEMIEEE A, Cisco I0S
Release 12.2(44)SE LI TIE, INEWT L—AaRfgESNZL— F (LEVVE) T LSEAIE
A= BT 4 8—TNMIRDILIITHETEET,

2L v F EO/INENT L—LADEEMIESY 70— U F—T NV LT, KA X —T A ADINR
Ty hOINSWNWTL—AD LEVWEEZRELET, /A XL /s, FESNZL—h (L
VWME) THEETDI Ty M, A= BT =Tz anzkiz ey 7anEd,

errdisable recovery cause small-frame 72— L 207 4 Xa L—valy avr REANT R L,
FRE S NTEREIZ IR — PO X —7 /1272 ) £F  (errdisable recovery 7 m— 3L =17 ¢
%;V~Va/:v/k%ﬁﬁbf\)ﬁNUﬁ%%%ﬁLi¢%
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N 2%t rozE

EAVHE—T oA ADLEVEL L EFRET DX, B EXEC T— FCTROFIEEFEITLET,

avwvk B

A7971  configure terminal sa—nN)arz 4 Xal—vay w— FElBLET,

A7972 errdisable detect cause small-frame AL v F OISV T L —LADERF L — MEREE A X —TLIZL
7

A7973 errdisable recovery interval interval (FE) HBE ST errdisable A7 — b b EIET LR 2 F87E L
7

A7974 errdisable recovery cause small-frame (EE) NEWVWT L —LDEEIT X D R— R errdisable 1272 - 7=
%, TOR— M EBBICHA X—T T DY I3 R A%
ELET,

27975 interface interface-id Ao B —T oA A AT 4FXal—gy T— FEEBL, BE
TOHA U E—T 2 AEHELET,

A7976 small violation-rate pps AV R —T oA ANEEry F 2 Ry 7 LTHE— M
errdisable IZF 2 XS ICLEVWEL— FE2FREL 7, #PHIL. 1
~ 10,000 Packets Per Second (pps; /X7 > b /) T,

A7977  end ¥k EXEC E— FICREY £,

A7978 show interfaces interface-id EARLET,

A7979  copy running-config startup-config (EE) av 74 X2l —ray 77 A MIBRTEEERTFLET,

WIZ, NEWT L —LDEELV— MEREEZ A 2—T7NMIZL, "= DU NNV EEHZHRTEL, A— %
errdisable 1272 LEWMEEZHRET 26 2R LET,

Switch# configure terminal

Switch# errdisable detect cause small-frame

Switch# errdisable recovery cause small-frame
Switch (config)# interface gigabitethernetl/0/1
Switch(config-if)# small-frame violation rate 10000
Switch (config-if)# end

RE&R— FDERTE

TV = alioTiE, HBERANRN—DERLIENT 7 4 v I BRIORA N—IZhHBERNE D
W, Fl—=AA v F EOFR— I ETLAY2 T 7 4 v 7 PEEEINBRVEIICRETHILERH Y F
T TOXIRBRETIE, RER—TF2HHTIE, A v TF LOR— I NTa2=F%Fv A, 7E—F
XY AP, FEETATFIXYADN VT T4 v ORBPIEIEITRL R T,

PRFER— M, ROBERH Y T,

o RHER— NI, FRICHEHEFR— NIRRTV DHMMOR— MIFF LT, 2=F ¥ A, LT FHFr X
b, 37 —K¥¥ AN N T 740 v 7R LERAL, T—F N T 70027130472 DR
HER— METEEINETEA, PIM X7y 78X CPU CTABEINTY 7 by =7 CTHREIND
T, ZOXIREE ST 7 4 v IR BEmRESINET, Ki#ER— MEEZBRIBT LT TOT—X
NTZ 740713, VAV 3T NA R LTHEHREINRTUIRD A,

o PRAEAR— b LIHELRER — MHOEXEIEIL, @ EB D ICERET,

AL v F AB o ZIIRBIIIL L DDA v TFERELTWVWEHED, LATY2 b TF 749 71%, AF Y
THNDE—AAL v FINERIRD AL o F DT BT, AL vF AHX v 7 ORFHER— FETIdins S
nNEHA,
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gEt—rome B

ZIZTHE, ROBEIZHOWTHBALET,

o [MEREXR—FOT 74V ME] (P.25-7)
o [RFER— FREFFOEREFH] (P25-7)
o [{R#ER—FOFRE] (P25-7)

RER—FDTIAI FERE

RE&R—

T 74 T, RER— MIEREINERA,

FRERDIEEE

RER— MX, WEA % —7 =4 A (GigabitEthernet X — k 1 72 &) F7-i% EtherChannel 7 /L — 7
(port-channel 5 72 &) ITRETE T, R—bF F¥ XNV THRER— b2 A X =T M LTZHEIE. £
DAR=F F¥ XNV TNA—=THOFTRXTOR— FTA X =T MY T,

7T A_X—F VLAN R— F 2 R#ER—FE LTERELZWVWTLEZEWN, RER—FE2T T4 X— ]
VLAN R—F E LTRELRZNWTL 723, 774 X—k VLAN OMIZHR— Md, oMK — =
AIa2=T 4 R—RMIbT T4 v 7 EBERELETA, T4 X— K VLAN OFEHIZOWTIE, % 16
#w [ 74—}k VLAN OFRE] 22 LT EED,

RER— FOERTE

— b afR#ERN—h L LTERT 2121, FiE EXEC T— FTROFIRZFETLET,

avwv kR B

27971 configure terminal Sa—r)L av T 4 ¥al—ay B REBEBLET,

A7y72 interface interface-id BEF AL LA —T e f ABPEE L. AL A —T e A Y
T4F¥al—vary E— F‘%F‘aﬂﬁ“biT

A7973  switchport protected A B —T oA AL RHER— MR ELET,

A7y74  end FH EXEC E— NITR Y i@“o

A7975 show interfaces interface-id switchport WEERMERLET,

A7976 copy running-config startup-config (EE) v 74 XaL—vay 77 A NVICERERRTELE
D

RiER— F &7 =7 T HIZIL. no switchport protected > % —7 = A A a7 f Fal—
var avwry REHERLET,

RIZ, RER—FE LTR—FERET D 2R LET,

Switch# configure terminal

Switch (config) # interface gigabitethernetl/0/1
Switch (config-if)# switchport protected

Switch (config-if)# end
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B +—r JovxoJomsE

R—k TOyFUTDORE

GE)

T 74N M T, AL v FIIRMDIEHE MAC 7 RLADBEESINTZ Ny FETRTOR— b7
ToT 4T LET, RENOZ=F v A BIOATF XY A~ bTT 4 v 7 PREHER— Mm% S
nadE, X274 B BEIZRAAEELRHY T, RAOZ=% ¥ XA MBIV LT H ¥ X |
N7 4y I BRHDLE—FDBRIOR— MIEREINRNLEHIZT HDIC, (RH#EE 2 ITIERE)
R—r&27Tmy 7L, RAOZ=F Y XA MELIZIAFIFY AN Xy RO R— M7 T v T+«
VITENRWE I LET,

TNAFXY AN NI T4y TR, A=K Ty XU SRR LAY 2 Xy MNETFE T e Y
I LET, ~yF—IZ1Pv4 L7213 IPv6 OERE G~ LT Xy A N Xy N7 ey 7 SnEdA,

e [R—hKTuvXxr7OF7 4V &E] (P.25-8)
o (MU A—T A ATDTT T 4T " T T4 v 7DTayx 7] (P25-8)

_R— bk Ay TDF I+ FERTE

FTI7H/NNTE, =P ORADALFFXY A NBIO2Z=FY AN VT T4 I DT T T 4
IRTay s ENT, TRTOR—RMNIZDEIRAry "IR 7T F 4 7 ENET,

AVB—DTITARTDISYTAVT FST74voDTAavx2Y

)

GE) A ¥ —7xA AFWIHA ¥ —7 = A A FT21T BtherChannel 7 /b —7 OV b rRETY, H— b
FXRNVDOYLVF XX A PR 2=F Y AN NTT 4T %70y 7458 K=k Fyxn s
N—TDFTXRTOR—FTT By 7 ENET,
=X AN Ty RBIRLAT2VALTXY AN NSy NOAS VX =T 2 A ADLDT T VT 4
YT ET A =T M IR, FiE EXEC E— FTIROFIHEZETLET,

avruFk i)
27971  configure terminal Fra—sL ar 7 4 ¥al—ay B— REEBLES,
27972 interface interface-id RETHA LV E—T A REREL, A V¥ —T A A Ay
T4 F¥2l—vay E— REBEBLET,
A7973  switchport block multicast R=EPOLDORMOLVF Xy A FOEZ 7wy 7 LET,
GE) MEERLAY2IALTFHFXY AN FT T4 072N
By 7 SIET, ~ v X —IT IPv4 £721F IPv6 DI
BUYNANTFXY AL Ry MIT ey s SRLEEA,
A7974  switchport block unicast A= bINEORMOa =%y A OEEE7Tay 7 LET,
A7y75 end ¥ME EXEC E— FICHRED £,
A7976 show interfaces interface-id switchport BHEEERLET,
A7977 copy running-config startup-config (EE) a2v 74 Fal—ay 77 A NVICHRERRGELET,
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m. 0L-26593-01-J |



| 258 #H—FEHO 574 voHEORE

f—F XU 0Eze B

R—FETrI 74y T ry 7 S0TIT, BHEOLENTONDLT 74/ FOREIZA Z2—T =
A A% R7IZIE, no switchport block {multicast | unicast} f > % —7 =/ X a7 4 Fal—T 3
vavwr FEERLET,

WIZ, F—=F EOa2=F% ¥ A MBIRVAY2VAVTFHRY RN T T T 40 7% 70y 7T 50 %R
LT,

Switch# configure terminal

Switch (config)# interface gigabitethernetl/0/1
Switch (config-if)# switchport block multicast
Switch (config-if)# switchport block unicast
Switch (config-if)# end

R— b 2XaUT1DEE

R—=Fr X2 VT o HEELHEHTDE, R— b ~OT 7B AZHATIHAT—a D MACT Kb
ZEHIRBELIOHEN LT, A2 F—T 2 A~DANERIRTEET, EXF=27 F—hkxFaT

MAC 7 RLAZED Y TH L, R—=MIERLINEZT FLA A —TLHNOEEFTLT LA EFH O/
Iy hEERELETA, X227 MACT RL2%%E 1 DIZHIRL, H—Dt%=27 MAC 7 KL A%
B Y THE, FOR— MR EINTZT—27 2T —3 9 12, B— FOFEIESENMEEESHE T,

X7 R— L LTR—FEREL, ¥ 27 MAC 7 FLARRREITGELEZSEA, A— M7
I AERBDAT—a D MAC T RLARHERIENZEF2T7 MAC 7 RL2AOWTLE S 3K
LARWDT, X2 T BN AELET, £/, 2EF2a7 R—hETEF27 MAC 7 FL
ANREETLIIFEINTWDAT = a R, JloeFaT F—MIT77EALE>ELIEEEC
b BROT T TN THNET,

ZIZTE, ROBEEREFBBRITOVWTHHALET,

o [F—F X2V 7T O] (P.25-9)

o [R=FEX2VT4DOTFT 75V FRE] (P.25-12)

o [FR—hFtEXaV 7 OREFOEEFH] (P25-12)

o IR=FEXF2UT DA X—TMbBLORE] (P.25-13)

e [R=brtX2VT 4 ==V TOA4 =Tt LOE] (P.25-18)
o [FR—bEX2VUT4ERXAvTF A v 7] (P25-20)

e [R—=hFEXF2VUT 4 BLORTT7A4~—1 VLAN| (P.25-20)

R—bk X271 DBE

e [EX=7 MAC 7 KL 2] (P.25-9)
o T&Xx=VUTF riEMK (P.25-10)

%27 MAC 7 FLX

R—=FTHAENDEF 2T 7T FLADHRREEZRET 2I121E. switchport port-security maximum
value { V¥ —7 x4 A a7 4 ¥alb—vay avy REERHLET,

S

GE) HBEREEZA L H—T2A A LTI TRERESNTVEEX2T 7 RLVADOELV/NSWEICREL &
YETHE, avr FRESEINET,
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R—F %2 V)71 OBE

AL v FiF, WOEF2T7 MACT LR ZA TR —FLET,

e RAZT (v 7 X277 MAC 7 R L X : switchport port-security mac-address mac-address 1 >
=Tz R aAryT74F¥alb—vary avy FEEALTFHHTRESNL, T RLRA TF—T7(C
REENTZDOE, 2 v FOETFar 7 ¥ab—aicBmEnsd,

e HAFIvI BX2T MACT RL A BIICRESNTT RL A T—T IO RFES N, A
A4 v FOFEERIZHIFRSNET,

o XFroF—EFXxaT MACT FL A BIICFEET AL, FEITRETAZELTEET,
T RLVAF—TNRGEESN, FfTar 74 FXal—a AlBMEnEd, 207 RLana
V74X al—rary Ty ANMIBREEEN TS L AL v FOFREBFFCA VX —7 =1 AT
INGLEHPUICHBRETHILERH D THA,

RF g F— T = T HAR—TNIET DL, AT Iy MACT RLRERT v ¥ — t%;
7 MAC 7 R L A| W?ﬁ&bf%ﬁn/74ﬂ?;u~ya/_Ebﬂﬁ“écl:o A VHE—T oA AEi
EFET, AT A vF— T == T EAR—TNICT BT \SMRMMHmWRwﬁWmmaMN“
sticky f >V #—7 A A a7 4Xalb—Yay avry ReEANLET, 2oa<r FEANTH e,
AE=T 2 A AFAT 4 vF— T—= TRAR—=TNVZRDHNCFE LI DEZD, 73T
FAF v s ¥F%aT MACT L A% AT 4 v¥— %27 MAC 7 NLRICEBRLET, +C
DAT 4y F—EXx2T MACT FLAZIETary 74 Fab—a lBMSNET,

x%4/% ¥ =27 MAC 7 R L |3, 3/74?:V%V5/774w(X%y%ﬁﬁ@@éﬂ
BDERNHEHEINAAX =T v a7 4Xalb—ray) 2, BEWIZIEKBEILEEAL, A
74/% X a7 MACT7 RL 2% ar 7 4 Xal—ay 77 ANMIRGETDE, AL v TFOF
EENFZCA V2 =T 2 AFINOGEZHRFEETILERHDVEHA, AT 4 vF X227 T RLXA
ERTL7WEE, 7 RLREERbVET,

AT A YX T—=2 TR T 4 2—TNDOHE, AT 4vF X227 MACT RLVAFEA A FIv T &
a7 TRLVRIZEBLIN, T2 74 Fal—arhollRahEd,

A v F AR TIZHRETEDEX2T MAC 7 RLADRKREIL, VAT ATHAIINTWD MAC
T RUVADRKREIZE>TREY £F, ZOEFILT 7 7 « 7 7 Switch Database Management
(SDM) 77 b —hZEoTHROOLNET, 5 8F [SDM 7 7L —FDORE) 2R L TLIEE
VW, ZOMEIE. HHARE/ MAC 7 KL A (ZDOMOD LAY 2 HBEERCA VX —T = AIHRESINT=ZF
DD X 27 MAC 7 RLATHEH IS MAC 7 RLAZET) ORETT,

tXal)T4ER

WONTINORIRFEAET B L, BX =2V T 0 ERKITRY 9,

o R DEXF2T MACT RLABRT RL A T—7MZBIMENTWARIET, 7 RL X F—7
VICRBEEED MAC 7 RLAZEDAT —Ya UNA L Z—T A AT 7B ALLD & L2

AN
E o

e HDEXaT A X T2 A ATEEEILEIRESNTET FLAR, [Al— VLAN HOBIDOE ¥ =
T AH =T A ATHEAINZHGA,
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f—F XU 0Eze B

BB ELESGAEDOT 7 a ZESNT, RO 4 DOENE— ROWNWTIUNIA v H—T = A%
HETEET,

protect (fRi#) : E¥ =27 MAC 7 RLADEMNRA— N THAISNTWAHIRKBEICET L L. K
Kz FED £ THYREOEF 27 MAC 7 RLAZEIBRT 52, #FA7 RLAFERESLS 20
RO, REOBEITLT RLAZR Oy MRy 7 ahET, EX2 V7 0 @EXNEZ T
H, —WIx@EmEShEEA,

S

GE)

N7 v/ R— NZ protect IEXE— REZRET DT LITHREL EH A, Ri#ET— FTIL
A= FPRREICEL TV TYH VLAN BNMRE#EET— FORKREICET DI E, TF—=7
DT 4= N0 £7,

restict (HIfR) : %27 MAC 7 RL ZDE DR — K THATENTWDLERKBEICETD &, &
KiEZ FEZETHSREDOEF 2T MAC 7 RLAZHIBRT 50, A7 RLAEEZHEPLS N
RO, REOEFEILT RLAEZRON Ty M Raey7aEnEd, 2OFE—RTE, E%=2U 7+«
BN REAELEZZ ENBMENET, SNMP F7 v 7Rk E & E9, Syslog A v E—VRa X
VIEN, EXA T AR ET,

shutdown (v v hZ T Y) i AR—bh X2V T 4 ERIZLY, A ¥ —7 =4 A errdisable T
Ry, by MUY ERET, FO%, A—FOLED BEALET, %27 F—F§
2 errdisable 27— kD4 1E, errdisable recovery cause psecure-violation 77—/ 27 4
Xal—varyavwr FEANLTIOAT— MRS 570, shutdown 3 X T no shutdown

A B =T A AT 4 Fal—ay avry REANLTEHTHOAS X—TMICTEET,
hiE, T AN EOE—RTT,

shutdown vlan (VLAN ¥+ v &7 >) : VLAN i T X =2 U T ENET— FZ2RET S0

R LET, 20— FTENBIEATD L, F— FEIETIH/2 <. VLAN 28 errdisable (2729
7,

#25-10, R—=F X2V T 42,0 X —T =2 AIHRELIZHAOENE— FB X USRLIZSNT

A~LFET,

£ 251 Xal) T4 ERE— FOLE

k352492 ® SNMP F3v Syslog *y |I5— Fvt— BRAVVED R—tDOPvry
BRE—F dnt! TnEE = DEE TNk R? ¥n X Ly B2
protect No No No No No No
restrict No Yes Yes No Yes No
shutdown No No No No Yes Yes
shutdown vlan |No No Yes No Yes No?

. +07%#H0t¥xa7 MAC 7 RLRAZHIBRT 2 FE CRAOERFILT FLAZROR Sy MBA ey 7ENET,

2. BEX=2UTAEREGEEITT FLRAEZFEHTRELZHA.

3. ENREALEZ VLAN OBy vy hE U LET,

AL v FNTT— Ayt —VEBLET,
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W f—reF1iUFr0BE

R—b X2 UTsDTIT4IFEERE

#2521, A V=T =2 AT HR—F X2V T 4 DOTFT 7+ /L MREETLET,

& 25-2 R— bk £X2UFAOF T+ FRE
e FI4IL R

A Rl | A= ETT 4 =T
AT Ay x—=T RVA T—=v T 4—=T )L

o

R— b7~V DExF27 MAC |1
7 R L 2O
EBETE— K ¥ v hETUL, BX 2T MAC T FLABRREKREE EES &
R—=F BT vy hFT L LET,

R—=—br X274 2=V 7 |To4—TN 2=V T XA AF0

ABT 4 v 2=V T =T
5 A4 71X absolute

A—bk X271 DRERFOIEEHR

R—h X2 VT4 EHET D EEITE, KOFEBRFHITWHE-> TLTEE W,

e A—bFEXF2UT 4 ZRETIDHDOEF, AFXT 4 v 7 TI7EAR—bMELIEIINT 7 F— IR
Ewrhiﬁ‘o X a2T R—= 1 2EAF I TIEBAR=RNMITHZEITTEEEA,

e ¥ a7 F— k% Switched Port Analyzer (SPAN; A vF K R—h 7FZ 4 H) OlhrR— k
T 52 X TEERHA,

e t¥ =7 A— i, Fast EtherChannel °F¥ # £ >~ k EtherChannel "— ~ Z /L —FI2@4 2 & »
T&EEHA,

S

() FHAVLANEBT 78X K= FTORYR—-FSNTEY, REAETH-TH T 7
A= F T R—PFEINTVEEA,

o &R VLAN BREINA L HF— 7I4;<LTT~—F X2 VT 42 R—TNMITHHEEIT
R—=FDORKREF=2T 7 RLURAFEREE 2ICHELET, A— k% Cisco IP Phone | ?ﬁf;f@“éf/ﬁ
A1, IP Phone iZ MAC 7 R L AH 1 D#ET9, Cisco IP Phone @7 KL AL 7 VLAN [T

FRINFETN, 7278 AVLAN LTl EINERA, 1 5D PC % Cisco IP Phone (2857
584, MAC 7 KL 20BN i%%&b@i%h 4> PC % Cisco IP Phone (Z#i: T 2 4.
% PC & IPPhone {2 1 DT 2EHTED LS, +0REOEF 2T 7 NLAEZRTET DLEN
HYET,

e FT7VV R—FINRK —F?ﬂe1)74f REEN.T—4% T 742707 7 EAVLAN BLD

BRI 74707 7 ®AVLAN IZE D ¥ THRTWSEHAIE, switchport voice 35 X O
switchport priority extend 1 > % — 7I/1’7\ a7 4 Fal—ygryavr N AL THRIE
TH Y A,

BB R U MAC 7 L AZEHLTCT 78 A VLANDIP 7 FL A, H VLANO IP 7 K
VADNAIZEERT HE, 727 EAVLAN 2B IP 7 RLAIZEID B THRET,
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f—F XU 0Eze B

A =T 2 A ADHFRREF 2T 7 FVAEZAN LI L EIZ, HILWVERERETOEL DK

ETVE ENFETRESN T TERF LWMEIC L > CEEZEINET, HLWEIFIEIOME Y
INELL AV E—T 2 AZATRESNTNDEEF 27 7 FLAEPHLWVEL Y REWGE, =

v NERSNET,

ZA v FIIAT 4 v FXF BEXF2T MACT FLAZADOR—F X2 VT 4 =2— 0 T2 YR—KFLT
WEH A,

# 25312, MOR—F_R—2 L BEMEOHLHLR—F EXF a2 U T 41O TEEHET,

% 25-3 R— bk £Fa2 YT LDOR— FR—RBEEE DE MR

R— bk 24 FEIFZR— OHAE R—bk %2 UT1 LOEMRY
DTP ' R— 1?2 No

NZ v R—1 Yes

HAF v s TIEXBR—S No

N—T v K R— | No

Switched Port Analyzer (SPAN; 24 v F K — k 7+ F |Yes

A ) EELR—b

SPAN %@ jc 48— b No
EtherChannel No
Uo7 R—F Yes
R#ER— K Yes
IEEE 802.1x A~— K Yes
F7 VLAN F— 1 Yes
77 A ~_X— |k VLAN &A— h Yes
IP Y —A H—FK Yes

2 A3 v 7 Address Resolution Protocol (ARP; 7 KL |Yes

AfRPT T NaAN) AT g

Flex Link Yes

1.

2. switchport mode dynamic f > % —7 A X a7 4 Fal—ary avy RTERESNLZA—h,

DTP = Dynamic Trunking Protocol

switchport access vlan dynamic { > ¥ —7 A X a7 4 X a b— g av FTRES L2 VLAN Query
Protocol (VQP) &A— bk,

W= MMTHRRRAGEREF 2727 FLAZRELET (727 A VLAN THEEREF 2T 27 FLADEKE
W22 &Mz 740,

R—bk X2 ) T1DAR—TIILELUVEE

R—=br~DT 7B AEZHFATIHAT— 3D MAC 7 RLAZEHIRBBLIUOERNT 22 LIk oT, A
V=T 2 A ASDAITERIRT BHIZ1E, FiHE EXEC E— RTROFIEEZETLET,

avwy Rk

E]:)

27971 configure terminal sua—n ar7 4 ¥alb—vary ' —FE2BEBLET,

A7972 interface interface-id

HETDHA L —T2AAEBEL, A vV F—T A A AT 4 Fal—
\:/5 B ]\\\%Eﬁﬁébi‘j‘o
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W f—reF1iUFr0BE

avy Kk L)
7973  switchport mode {access | trunk} | % —7 (A 2A v FK—k T— K% access T 713 trunk 125878 L %
+. F T4k EF— R (dynamic auto) DA v F—T7 A A F, BHX =T
R—FELTRETETERA,

A7974  switchport voice vlan vian-id R— h ET®H VLAN 24 3 —7 2 LE1,
vian-id : B N7 7 4 v 7R TS VLAN 2HELET,
A7975 switchport port-security A B—=T a2 ALTHR—F X2 T 4024 X—T NI LET,
A7976 switchport port-security ER) A F—T A AZKTHEXF2T MAC 7 R L AD R KEE % E
[maximum value [vlan {vian-list | LET, AAVvF RAF O JIZHETEDLEX 27 MAC 7 RL2ADHE KR
{access | voice}}]] I, VAT ATHAENTWHS MAC 7 FLADRKREICE > CTED £

T, ZOEIE, 72T 47 SDM T L —MZ ko TIREY £, & 8
#H [ AL v F SDM T 7L —bDORE] 2L TLEEN, ZOMHEIT
ERAIREZ MAC 7 RL A (ZDD LAY 2 e A L X — T = A AT
EINEFOMDOEF27 MACT RLATHHENS MAC 7 RLA%2E
i) OMETT,

(fEE) vlan : VLAN BALORKRELHE L £,

vlan ¥ — 7 — RZ ANNHE, ROWTNHOF T a 2 AT LET,

e vian-list: N7 R — K LT, /\4’7\/*([:@3071%‘@.0) VLAN., %
7213l v~ TR »7-—i#d VLAN 1281 5. VLAN B0 K KE %
“mf%iﬁoWAN%?EL&w%m\WAN_&mmkﬁ#ﬁ%
SNET,

e access: 77 EAR—KET, 77X VLAN & LT VLAN #$EEL
9,

e voice: 7/ kA RK—F ET, ¥ VLAN & LT VLAN ZfE L £7,

(GGE)  voice ¥—U— FiX, & VLAN AR — MIRESNTWHT, &5

WCFDOR— BT 7 A VLAN THRWEBAEDOLREHTT, {2 X —
7 A AZEH VLAN DR EESNTWEHE, EF=27 MACT R
VADRKREE 2ICRELET,
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f—F XU 0Eze B

avwyFk

]3]

A797 1 switchport port-security [violation
{protect | restrict | shutdown |
shutdown vlan} ]

(ER) EXE—F, 2E0 X2 )7 s EXARE SN E EO3IEZ,
RONTNNICRELET,

o protect ({fi#) : K— bk £F =27 MAC 7 L ZDEMNR— F TH &
NTWORKBEICET L&, RREEZ TRILZETHIREOEX 2T
MAC 7 R LA ZHIBRT 20, 7203537 B L AEBEL IR WIRY |
REDOEFEITLT RUVAZFFO/ Ny MIkry7anEd, E%a )
TABXPEZ>ThH, 2—FITFdEMmShEE A,

GE) F7v 7 F—HhICprotect T— FEBRETHZ LITHER L EHA,
RFHEE— FTIE, A= PR REITEL TV < Th VLAN 23
FT— FORRBICETDIE, T—=U BT 4= TR Y £,

e restrict: EX 27 MAC 7 RL ZADOENHR— N THA SN TWVWARK
REEICET DL, +aRkiotx=27 MAC T RLUAZHIBRT 5H, £
TEFFRI T R AAEEO IRV RY . RANOEFILT R LR &R
Fy MIrkay7ENET, SNMP +7 v 7RkfE & £9, Syslog
AvE—UnaX o i, EXATCARENMLET,

o shutdown : EXNEAETDHE, A2 —7 = A A errdisable (2720 |
A—FD LED I LET, SNMP + 7 » 70k E S ET, Syslog
AvE—=URaXr I, EXIUCEZREMLET,

o shutdown vlan : VLAN By Tk ¥ =2 U F 4 EXE— FERET H1-0
WCHEALET, 20— N TEXBEET DL L, B— b2 TIERL,
VLAN 73 errdisable (2729 £,

GE) E®F=7 H— b2 errdisable A7 — FMZ72-> 7284 1%. errdisable
recovery cause psecure-violation 7 u— 3L 27 ¥ 2 L—I 3
vavw  REAALT, ZTORAT— MR LET, FETHOA
F—7 M2 5121, shutdown 35 & % no shutdown A > % —7 =
AR AT 4 Fal—ary avwry REANT 57, clear
errdisable interface vlan f###£ EXEC =~ FZ AN L ET,
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W f—reF1iUFr0BE

avwv kR B#

A7978 switchport port-security (EE) A v ¥ =724 ADEF2T7 MACT RLAZAJLET, o=
[mac-address mac-address [Vlan — |< > FEMEHT2 L, BABEOEF27 MACT RLAZANTEET, &
{vlan-id | {access | voice}}] ELEF 27 MAC 7 FUARRKRE LD D204, %0 0 MAC 7 R

VAR SV E T,

i‘j_o

‘é—o

i‘j_o

({E£E) vlan : VLAN HANL O KME % 7% E
vlan ¥ — U — F&Z A%, ROWTHULOF S a2 AN LET,

e vian-id: N7 7 R—FT, VLANID LU MAC 7 RLAZHET
%9, VLANID Z45E L2Wha. XA 7 47 VLAN BMEf S

GE) ZoavrFOANBICAT 4 vF— T—=0 T4 X —T7 LT
Hé, BMICEEENTEEFRF 2T T RLABRRAT A vF— X T
MAC 7 RL RIZEBR SN THEITa Ly 74X a2 b — 3 VITEMNMEN

LETS

e access: 7/ EAR—F T, 77/EAVLAN & LT VLAN Zf5&E L

e voice: 77 AR—1FET, HF VLAN £ LT VLAN Z2HRELET,

GE)  voice ¥—U— KiZ., HF VLAN "R — MIHFREESRLTWVWT, &5
WICFDR— BT 7 A VLAN TRWEADOBEFHN T, A X —
T xA AZEF VLAN BRESNTVWIHAE, ¥ =27 MAC T K
VADERKEE 2 ICHRELET,

A7y79  switchport port-security (ER) AV H =T 2 A ATAT A vF— T—= T A X =TI LE
mac-address sticky 7
279710 switchport port-security (EE) A7 4 vyF— kX227 MAC T RLRAE AL, REREHRTET =

mac-address sticky [mac-address | |~ REEVIELET, RELILEF 2T MAC 7 RL2ADOEBRERIE LY
vlan {vian-id | {access | voice}}] | Lip A %D O MAC 7 R L AIZEIMICEE SN TAT 4 v F— ¥ a

¥

¥

i‘j_o

7 MAC 7 RLRIZEB I, EfTfar 74 Xalb—T g icE8mans

GE) Zoa<wrFOANEICAT 4 vF— F—=2Th A F—T ML
NE, T A E—UNERINTAT A vF— X7
MAC 7 FL A&H AN TE LA,

(f£E) vlan : VLAN BALORKRELHE L £,

vlan ¥ —7U— R&Z A%, ROWTNILOE T araw AT LET,

e vian-id: N7 7 R—FT, VLANID BLUOMAC 7 RLAZHET
%9, VLANID Z48E L2 Wha. XA 7 47 VLAN BMEf S

e access: 77 EAR—KMET, 77 AVLAN & LT VLAN ¥ EEL
e voice: 77 A KR—FET, 7 VLAN & LT VLAN #4E LTI,

GE)  voice ¥F—TU— Fix, HF VLAN WA — MR ESNTWT, &5
WIZZEDR—INT 7 A VLAN TRWFEAEDOHRERTY,

A7971 end ¥i#E EXEC £— FNIZERED £7°,
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f—F XU 0Eze B

avw Uk B

279712 show port-security REEHRLET,

79713 copy running-config (fER) av 74 Fal—vary 77 A VCREEZRFLET,
startup-config

X 2T A= R TIHRNT 74V hOREIZA V¥ —T = AZFETIZIE. no switchport
port-security { X —7 =2 A A 2T 4 Fal—varyavr ReEHLET, AT v F— F—=
YIWAR=TNVDRETZDa~v L FEANTLHE AT 4 vF—kF=aT7 7T FLARETa
T4 X2l —varO—fIEYETN, T RLA T AnbIEHRIREShET, 22 TTRTOT
R LA FEE S nET,

AV E =Tz AADEF 2T MAC 7 RV A %ET 7 4V MZETIZIL. no switchport port-security
maximum value { V% —7 A A a7 4 Falb—vary av s NEERALET, EXE—RFE2T
7 4 /v MIREE (shutdown E— F) 2R JIZ1E. no switchport port-security violation {protocol |
restrict} { VX —T 2 A a7 4 FXal—vary avr REEHALET,

AV E—=T 2 ARATAT 4 vF— TF—=V T &T 4 =77 5HIZIE, no switchport port-security
mac-address sticky { > #—7 =2 X a7 4 FXal—var avr REFEALET, (4T =
AANMAT 4 vF—EF2T7 MACT RLAZXAF Iy BXaT7 7T RLVRAICEBLET, 7272
L. A7 4 ¥ —MAC 7 FL A2 L AR EZHRT L7=%A . no switchport port-security
mac-address sticky =~ > ROANRZRICHELE S 9 —ERIFE LIV E | AL v FOFEBIREIZ A
TA4vFR—T FLANETLENET,

MAC 7 RLVRA T—=TNANBAAL vy FERIFA v F =T =AM A LDEX2T 7 RV AT XTELITH
E (GRE, A4 TIvI, AT 4vF—) OBXaT 7 RLATRXTEHIBRT 512X, clear
port-security {all | configured | dynamic | sticky} ### EXEC =2~ N&fEH L £,

T RVR T =T EOEX 27 MAC 7 RLRA%HIFRT 212X, no switchport port-security
mac-address mac-address A 2 —7 = A A a7 4 Xalb—ary avry ReHLES,
F=T 2 A A LOFT_XTOFAFT Iy 7 ¥XaT 7 RLVREZT FLVR 77— 7»75%%%@“&5 IX. no
switchport port-security /> % —7 = X a7 (Falb—Tal avr FORIZ, ([ F—T=
AARATHR=F EFX2U T4 2HPA R—TMIZT 5725HIZ) switchport port- securlty a<w 2 F&EAT)
L %9, no switchport port-security =~ >~ ]\“%ﬁﬂ%ﬂ‘éﬁml\ no switchport port-security
mac-address sticky 1 > ¥ —7 A X a7 4 F¥al—vary avry FEFEHLTAT v¥xF— &
¥a27 MACT RLVRAEFATIv I EXaT MAC 7 RLRIZEHR LIZGE, FEICTHEINZLO
ERE, A A =T 2 A A LEOTRTOEXF 2T 7T RUADBHIBRENET,

BREFHOEF 2T MACT RLAET KL A T—7 005 HEECHIERT 5354 . no switchport
port-security mac-address mac-address { v 2 —7 x4 A a7 4 F¥alb—vary avr RefRT
LMENRH Y ET,

IS, H— b ETH—b ¥RV 7 (A F=T ML, ExaT 7 FLXORIEE 50 1LRET 5
BIARUE T, BT — KEFT 4 N, 257 4 97 £%a7 MAC 7 KL X RELEET,
FUvF¥— TV T EA X—TNLTT,

Switch (config) # interface gigabitethernetl/0/1

Switch (config-if)# switchport mode access

Switch (config-if)# switchport port-security

Switch (config-if)# switchport port-security maximum 50
( )

Switch (config-if)# switchport port-security mac-address sticky

Wiz, R—FD VLAN3 FIi22ZTFT 4 v 27 X% 27 MACT RLAZRETAHZRLET,

Switch (config) # interface gigabitethernetl/0/2

Switch (config-if)# switchport mode trunk

Switch (config-if)# switchport port-security

Switch (config-if)# switchport port-security mac-address 0000.02000.0004 vlan 3
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W f—reF1iUFr0BE

WIZ, R—FDAT 4 vF¥—FR—b X2V T 424 F—TNCTDHHERLET, T—% VLAN B
iU %VMQUDMAC7FVX%$@TﬂEL t%17Tbvx@@ﬁ%20_&ibi¢
(F¥—# VLAN 2 10. &7 VLAN IZ 10 %9 3 CTE4),

Switch (config) # interface gigabitethernetl/0/1

Switch (config-if)# switchport access vlan 21

Switch (config-if switchport mode access

Switch (config-if)# switchport voice vlan 22

Switch (config-if)# switchport port-security

Switch (config-if)# switchport port-security maximum 20

Switch (config-if)# switchport port-security violation restrict

Switch (config-if)# switchport port-security mac-address sticky

Switch (config-if)# switchport port-security mac-address sticky 0000.0000.0002

Switch (config-if)# switchport port-security mac-address 0000.0000.0003
( # switchport port-security mac-address sticky 0000.0000.0001 vlan voice
( # switchport port-security mac-address 0000.0000.0004 vlan voice
( # switchport port-security maximum 10 vlan access
( # switchport port-security maximum 10 vlan voice

Switch (config-if
Switch (config-if
Switch (config-if

) #
)
)
)
)
)
)
)
)
)
)
Switch (config-if)

R—bFxal) T4 T—20T7D4R—TIEE L UVRE

ATyF1
A797 2

A= EOFTXRTOEF2T T RVRAZZ—V 0T ZA LEFRETDHITIE, R—F EF=2UT 4 =—
VUTEEHALET, AT LIZ20DFATO =V IR R—FINTVET,

e absolute : fRESINT=—T 7 F A LORKAKIZ, F—FLEDOEXF2T7 7 RLARHIRINE
T

e inactivity : lEESNT-=—T T XA LADM, ¥X 2T T RUVARIET 77 4 7 ThHoTHEIC
B, R—FEOovXaT 7 RLARHIBREINET,

COMEEZFEHTAE, BMEOEX2T MAC 7 RLAZFHTHIRLARLS TH, X227 K—hE

DF N ZAEHIBRBLICEML, RBPOR—FEOEXFaT7 7 FLAEEZHBETEEST, EX27

T RVADTZ =V 7 E, A= ML TA R—T NVEREZT =TI TEET,

Kb X274 2=V T ERET DL, ik EXEC E— FTROFIRZFTLET,

avw vk B

configure terminal Ja—N) ar7 4 X¥al—ay B— ReBBLET,

interface interface-id WETAA L HF—T oA RAEFEEL, AL X —T A 2
Y74 FXalb—vary T—FERBLET,
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f—F XU 0Eze B

avw> kR B
A7973  switchport port-security aging {static | time time| &% =27 B— " DRAXTFT 4 v J =—I L T F—T L FE
type {absolute | inactivity} } 7T 4 8—T NI LET, FiEz—T 07 F A LH
ATERELET,

GE) AAvFiE AT 4vyF—tEFaT T FLAD
A—bhr X2V T == T %FR—FL T
EFHEA,

ZDOR—=HMI, AT 4 v IITREEINT=EX2T 7T R
ADT— 0 T F—T NI T DAL, static Z AL
9,

time \Z1X, ZTOR—F OZ— 0T F A LEEELET,
FEE T DHIFHIZ, 0~ 1440 53T,

type (Zi%, KOF—TU—RFOWFh 1 D& RIRLET,

e absolute : =— T XA T EHfxtr— 7L LT
TLET, ZTOR—bDOEXF2T 7 FLRTTT,
B L7olef] (0 HGD) 2R3 2 & BIREINIC2 0 |
X7 T RLA URIMDLLAIBRENET,

o inactivity : =— U FATERIET /T 4T =D
JELTRELET, BEINE time Y FICEF 2
TEEILT RLRANSDT =% NT7 4 v 7 BRI WEA
WZIRY, ZOR—FrDEF2T7 7 RLARNHBETINITA
nET,

A7974  end Ki#E EXEC T— FIZRY £,
A7975 show port-security [interface interface-id] WEAMERLET,
[address]
A7976 copy running-config startup-config ER) a2v74Falb—vary 77 A VICREERTFLE

‘j‘O

AR—FEOTRTOEXF2T 7 RLVRAZHLTCAR— M X2 T 4 2=V T 52T =T NICTD
{Z1%. no switchport port-security aging time { > ¥ —7 = Af X a7 4 Fal—Yary avr Nz
FEHLET, IR ESINTZEXF2T T RLRAZH L TCHETZ—V 0 72T 4 =TT 5201,
no switchport port-security aging static {1 > ¥ —7 A A a7 4 Xal—var avr REHL
ESsR®

WIZ, F=F EDOEXaT 7T RLVAODTZ =V T 4 L% 2ERICHET 20 E2RLET,
Switch (config) # interface gigabitethernetl/0/1
Switch (config-if)# switchport port-security aging time 120

W, ZOAVHE =T o f ATRESNIZEF 2T T RLRAZH LT, ==Y 7 %A 2—7 T L,
T I T 4T 2=V T FAT D=V T B Dk 2GICRET DI ERLET,

Switch (config-if)# switchport port-security aging time 2

Switch (config-if)# switchport port-security aging type inactivity

Switch (config-if)# switchport port-security aging static

FRRD a < RE RT3 %121, show port-security interface interface-id it EXEC =~ R& A
HLET,
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W f—reF1iUFr0BE

R—bFEX2UTAERAYTF RE YYD

AZAFNAZ v 7 IZBMTDE, FILWOWAL v FiL, REHFEALADOEXF=2T 7T RLRAEZELET,
HLWRAZ Y7 AT, BT _RTOEFaT T RVRAEMOREZ v 7 A" bE T a— R
LET,

2L F (RAF w7 AR —FTAZ T A "OWTNN) BARAZ vy 7 BB D L. DM
AH 7 AUNTIBHANPITE, TOAAL v TFRREELIFTFE LzEXF2T7 MACT7 RLAREX =
7T MAC 7 RLARA T—TNANLHIBRENET, AL v T AFX v 7 OFEMIZOWVWTIE, 5 5% A A >
F AZ 7 DER] #ZRLTIEIN,

R—bk X2 UT1sEKVT54 =k VLAN

ATyF1
A797 2

ATv73

ATy7 4

AT975
ATv7 6

SOVA

— XTI EY FHEIR-FTEETLS MAC T FLAKERIRLIZY , A— T
’93‘%.’) MAC 7 RLAZERLTZY TEET,

PVLAN R A PBIORER =P TR = X2 U7 1 2RET DL, FiHE EXEC £— FTROF
N2 FAT L £

avw vk B
configure terminal Ja—n)L ar7 4 Xal—vary T— e LET,
interface interface-id WETAA L HF—T oA RAEFEEL, AV F—T (A 2

V74X al—ary E— REBBLET,

switchport mode private-vlan {host | promiscuous} | { > % —7 = f XA T/ 54— K VLAN A Zx—7 LI L

ES N

switchport port-security AVE—=T 2 A ALTR=—KF X2 T 2L RX—TNIT
LET,

end ¥t EXEC £— RIZRY £,

show port-security [interface interface-id| WEXMERLET,

[address]

copy running-config startup-config ER) a7 4FXalb—vary 774 VICREERTFLE

R

GE)

WIZ, R—=F EF 2V T4 BLOPTF7A4 = VLAN 2R ET L0 2R LET,

Switch (config)# interface gigabitethernetl/0/1

Switch (config-if)# switchport private-vlan mapping 2061 2201-2206,3101
Switch (config-if)# switchport mode private-vlan promiscuous

Switch (config-if)# switchport port-security maximum 288

Switch (config-if)# switchport port-security

Switch (config-if)# switchport port-security violation restrict

N—=F X2V T 4 LT TA~—T VLAN ORI GHRE SN TWDHR— MZiE, E% =27 PVLAN
R—=FDTXNUAHTFRAEETT, EFX =27 7T RUVAREF=27 PVLAN FA— FCTEEHEEIND & X, [H
CtFar7 7 RLAE, ALTFTIA4~Y VLANIZET 500 F=27 PVLAN A— FTIEFEETE X
Th, 722, HFEF27 PVLAN R— FTFEHEEINLT FLRIEX, WLF 74 ~Y VLANIZRET S
¥ =27 PVLAN &R— F THEETE £,

RA DN R—FTHEESNDIEF2T7 7 FLVRE, BET I A~ U VLAN THEICERS L, £72F
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JOoran R —4L FoFovavone A

BElo, BAER—FTHEEEINDI X227 7 FLRE, T _XToOMEEH 4 U VLAN T HE#c i
SNFEJ, #HHT FL A (mac-address-table static =~ > K& f) 12, =2—F N EF 27 F— KT
RETHZ LIETEERA,

JOraI R =L TAFH3VDETE
e [ bha)l Ah—A FaFrarofE) (P.25-21)
e I[F 73N 7 u hans A h—h a7y aro0iiE] (P25-21)
e [Fubar A=A Turr7varofx—744k (P.25-21)

JOraL R b—L TOTIL a3V OBE

A A F ¥ Address Resolution Protocol (ARP; 7 N L 2 figi 7m0 b 2v) F i fH 7y~ s T7

FZy RE&ns L, CPUDOEWERRIZEY CPU A — N—n— FPRFEATHAREMENHV F3, 2

LOREIE, kDX HiTRAEL £,

o T hanflE Ty ERZEINT, XANN—OFEN N ey TIND D, V=T 4T T
a0 hanpnT Ty TTLEGEERHY £,

e Spanning Tree Protocol (STP; A 3= > U — Zu | =/V) Bridge Protocol Data Unit (BPDU;
TV vy Tuakhanl T—4F 2=y k) BEZEFEINRND, STP AHNELET,

o CLIDEL 20 E LR ET,

yahar Ab—srarriaryE2ENTLE Ny bOT7r— L= DO LERUEWEEZREEL

T, HEASTy FREEFEEINDLL— NEFTEES, YAR— &b 77 basiii, ARP, ARP &

X —¥’ 7, Dynamic Host Configuration Protocol (DHCP) v4, DHCP A X—E 7/ A F—H v

I —7ER e han IGMP), BLXWIGMP AX—E 7T,

NTy MOV — IR ERINTC LEWVEEZEBZD L, AL v FIFRBESNTZAR—MIERF LETITO

N7 74w 7% 30BNay X LEST, X7y b Lb— ERAFEFHISN, RELRGAIET e han X

b= FuaFrva UNEEBHSNET,

X USRI RREN M E R GA X, (R — N &2 FH) T errdisable 2L, FOHEMAR— FDOT R TOERF

NG T4 %T7my 7 TEET, £, FETRER— 2/ X—T7 I LY, HEFR— FDOBEH)

A R—T MMLORFMERERET L5 b TEET,

GE) HBELETy NI, 22U TFOREAR— MZBWT ey FInETd,
AR — b @ errdisable 1%, EtherChannel 38 X O Flexlink f > % —7 = A ATV HR— hZhFHA,

FI2ALMDOTOrINL R =L TATFHL a3 VDERTE

o ha) A =L TaT I g EZT I AN N TT 4 =TT, TR R —T IR DE &
RKEAR—FOHEY AN NTFT T4V N TTF 48— MR £97,

JOraL R =L FTAOFH 3004 2R—TILE

Ja ha) A=A TuTIarERET LI, K EXEC E— RCTROFIEZEITLET,
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YSEVA
ATy72

ATv73

AT974

AT975
ATy7 6

B
configure terminal sa—n)arz4X¥al—vary E— FElBLET,
psp {arp | dhep | igmp} pps value ARP, IGMP, F7/XDHCP IZxfL T a b2/t X h—Ah 71

T varERELET,

value (213, 1 BH=V Oy MO LEWMEZRRELET, F
774/7#_®ﬁ%tzé& Jra ha) A=A 7T
varnwmiInEd, fEIxER 5 ~ 503y TT,

errdisable detect cause psp (EE) Y ran A h—Ah a5 73 3 0 errdisable #H %

A X =T MZLET, ZOWERA X—T WD &, (EFR—
k23 errdisable 12720 7, ZOMRENRT 1 B—T VIR D &,
ZDOR— FE, A— % errdisable (IR L=/ v b &
Fevy7LET,

errdisable recovery interval time (f£&) errdisable DIAER— F DO HEYY BN Y B[] % FDEAL TR

FELET, REKR— R errdisable DIFE, ZOKMZEE 5 &
AL FIXEHBRNCY AANY LET, FEETE DML 30 ~
86400 ¥ T4,

FrtE EXEC £— FIZR D 7,

show psp config {arp | dhep | igmp} REEHBLET,

WOFITIX, DHCP ®#{§ DHCP N7 7 4 v 7 03ERY 35 Ny e8I, N7 7427 % K
oy 7TA5k57a hal AN—A Tl g v ERETDHHERYRLET,

Switch# configure terminal
Switch (config)# psp dhcp pps 35

BEOTm ha)LT, Yabhalv A rN—AhTaT s alrkT 4 E—7/WIT 521, no psp {arp |
dhep | igmp} ##E EXEC =2~ > F&EHLET,

7a hajn A h—AFaT s a O erdisable BHE T 4 E—7 T 5121, no errdisable
detect cause psp 72— )L 2T 4 ¥ al—ay avy REFEHALET,

TE) T errdisable (AER — k& FHE A £ —7 NI T HIZ1E, errdisable recovery cause psp 7 = —/ 3L
Ay 4 Xal—varyavry ReEHLET,

errdisable " — FDBEH Y I NY 2T 4 £—7LIZF HITIE, no errdisable recovery cause psp 7 = —
SNV a7 4 Falb—rvay avry REEHALET,

Ia AN A=A TR T Iy a RREINTVDIGE., ey XS \ry hOEN Iy o5
ICFEEENET, 2OA Y X E2EKRT HITIL, show psp statlstlcs [arp | igmp | dhep] Fi#E EXEC =
v U REFERALES, DT haroh v 2% 7 U T3 5HIZIE, clear psp counter [arp | igmp |
dhep] =~ FEFEHALET,

R— MEEID 5T 1 v HIHREDRTR

show interfaces interface-id switchport #i# EXEC 2~ R&HEMAT 5 L, (LOFEOTNE) 1
F=TxzA4 A DT T 4 v 7 OMEE LOCHIBEIOBREN R RS ET, show storm-control 35 LU
show port-security #7# EXEC 2~ > RZEHT L L. A F—LHl#llB LR —F EX =2V 7 1 DR
ENFTRINET,
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R— FEEO FS 7« voHEZEORT M

N7 7 4y OFEIERERFT DI, K 254 OFHE EXEC 2~ R& | DEITEREHL F

ﬁ—o

& 25-4 F3 749 ORBERT—E2RABLVREERTT HHOIATUE

avwoFk

E:y

show interfaces [interface-id] switchport

TRTCOAAL v F o7 GEr—T 4 7) A= rERIIfEESNT
R— FOEFEAT =5 AL/ FIEAT — 5 2%, K=k ToyF
VBN MEEDOREEEO TERLET,

show storm-control [interface-id] [broadcast |
multicast | unicast]

TRTCOA L E =T oA AERITHREINT A X —T = A RTFK
ESNTWD A b— Al mE L~z fsESNE T 71 v 7
HATIWZHONWT, £37 e —RE¥xy AT 7407 (bT
T U T BATHRAITENTORVER) IOV TERLET,

show port-security [interface interface-id]

24 v FFRIFEEENIEA VA —T 2 A ADFR—bF X2 T4
REE, HA VI —T oA ATHREINDEF 2T MAC T KL AD
BRE, AV A =T ADEX2T7 MAC 7 KL 2D, S4ELT-
X2 VT A ERXOBM, ERXE—REEDTERRILET,

show port-security [interface interface-id] address

TRTCDAA v F A FZ—T A AETIFRESNT AV F—T =
A ANTREINTEZTRTOEXRF2T MACT RLZ2, BXOET R
ADT—T U TIEREF R LET,

show port-security interface interface-id vlan

feEESNI-A 2 —7 24 A2 VLAN B TRESHhTWAHEF 2
7 MAC 7 FLADOEEERLET,

| oL-26593-01-J
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