GE)

DHCP 8&UIP V—X #— FEREDEETE

ZOWETIL, Catalyst 3750 A4 » FIZ, DHCP A X— & Z##E, Option 82 7 — ¥ i At¥E, B &
U'DHCP — DO FR— h_X—2D7 FLAEID Y THREZ R ET D HIEICOWTHBALET, Fio,
IP Source Guard (IPSG; IP YV — A #— K) $EEOFKEHFIEIZOWTHEAL T,

ZORETHEHT L2~y FOMIE L OEHFIEOFMICOWTIE, Cisco.com T, 2DV U —R{Zxt
T BHavwr R U7y L 2B I UTCisco I0S IP Command Reference, Volume 1 of 3: Addressing and
Services, Release 12.4]] @ TDHCP Commands] #Z ML T 720,

e [DHCP AX—Vt > 7 O#fR] (P.22-1)

o [DHCP AX—Vt v 27 DO#FE] (P.22-8)

e [DHCP A X—t"v 7HROFE R (P.22-16)

o [P Y—2R H— FOME] (P.22-17)

o [P V—A H— KO E| (P.22-19)

o P Y—A H— FE#ROFR] (P.22-27)

e [DHCP H—/ 8N F— h_X—20D7 FL2AEI Y ¥ ToOME] (P.22-27)
e [DHCP V— " K— FR_R—=2D7 RLAE Y B ToORE] (P.22-28)
o [DHCP ¥ —" H— hR_R=20D7 FL 2% B ToFr] (P22-32)

DHCP X X—FE 45 Niafz

DHCP 1%, FROV— NINEHRANIP T FLAZENICEID B TH2DIZ LAN RETALHBEH I
TEBY, ZHUZE>TIP 7 FLAEHOA— N—~y FRKIEIZEH SN E T, DHCP TiE, x> b
T— RSN HRA MNP 7T RLREFEMAL, IP 7 LA ZKGEIIZHAR MZHEID S THN
ENRRL D70, RBoNIP 7T RLUAEMEREHNTEET,

e [DHCP #—3) (P.22-2)

e [IDHCPVL— x=z—V = ) (P22-2)

e [DHCP AX—t> 2| (P.22-2)

o [Option 82 7 —##fi Al (P.22-3)

e [Cisco IOS DHCP #— N 57— X—2 | (P.22-6)

e IDHCP AX—V 27 NAvT 47 T—4_—2| (P22-7)
o [DHCP AX—VE v/ L AA vF A& v 27| (P22-8)
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$£22% DHCP LU IP Y—R H— FlEEOERE |

W DHCP RX—F /7 DER

DHCP 7 74 7> MZBET 232V Tik, Cisco.com T [Cisco 10S IP Configuration Guide,

Release 12.4]) @ TIP Addressing and Services] (2 % [Configuring DHCP| %#ZH L T 7230,

DHCP H#—/\

DHCP ¥— NF, A v F £V —F EOIRESENTZT KL A 77— DHCP 7 54 7 > M IP
T RULAZEDYST, ZN6D07 RLAZEHLET, DHCP ¥ —_"BZEOT —F RX—2ZA0 L ER X
NEFRENRTA—=FZHIELTDHCP 7 A4 72 MIETZENTERWESIT, Xy FT—7&H
ENEHZELE 1 DFE13EEO %) DHCP — NIZERZHREL £7,

DHCP J)L—I—Yxz Vb

DHCP VL — == NI, 7747 b &P —"OBTDHCP 7 v F&#5iET 5L A ¥ 35
AATT, Vb—x—V x> MI, RUHEY TRy b EZ2WT T4 T 0 b EV— O CTERE
FONEEEGELET, V- x2—Vxr MIEDEEER, IPTFT =47 7 5%Fy U — 7l CiHil
MRS DL A% 2 COMFOmBELITEALVET, Vb— == ME, DHCP A v&—T%
ZESE, HLWDHCP A vtE—V AR LT, HAOA v Z—T x4 A LTERFELET,

DHCP XX—E VY

GE)

DHCP 2 X—t' U L B TE/RWDHCP A vtE—Y D7 4 L& U7 DHCP A X—E 7 A
YT AT T _X=A (DHCP ARX—VE U T N, T4 7 T—=T VL bEEIND) OIFERE I
BHIZE > TRy NI~ X2 VT (2T 5 DHCP %= U 7 (4 #AETT,

DHCP 2 X —tE > 7%, EETERWAA ML DHCP 4 — RO TT7 74 7 7 4+ — VIRl 7% E % R
72LEd, DHCP AX—¥Y 7 &R+ LIk, =0 KR a—PIcERINEZEHE TRV A v
H—T 2 A AL DHCP H—NFEZEFRDOAAL v F IR INTZEBETEDIA L F—T oA A& RHT
xFET,

DHCP AX—b' 7 #IEL{HWEESHELH72DIZIE, T3TD DHCP h— "% EHTE 51 ¥ —T =
A AREHTAA » FITHER T DLERH Y £,

fEHECE72VWDHCP A vtE—T ki, 2y NI F1I7 74 T U4 —LOMAUNGEE SN
Ayvb—=VDZ LT, =R u NS X BT DHCP AX—Y' 2 72 HEAT 55, IAHX
V—DAA v Fip . F—ERAT RS L= Ry T =7 RFIZRWT R AN EEENTEA v E—
UNEHTER VA=V L0 ET, RPART AL ANLEEINZAvE—VF, b TFT7 407
WEDFKIZZY 5 51-n, EETEEEA,

DHCP A X—Y v T XA F 4 v T F—EZ_R—221F, MACT RLZA, IP 7 RL A, U —ZHAR.
NA T 47 OfH, VLAN F5, BEXOAAL v TFOEETERVa—IN S ¥ —T = ADA
VH—=T 2 AERBNEENTVET, ZOF—HRXR—Z(TF, BETEDLA U F—T = A ATH &
NIZARA NOFERIZIH O T A,

P—ER TaRSF— Ry NU—7 T, ARy NT—TNDT A ADKR— MRS LizA v
B —T oA APFETEDA L E—T oA RERVET, Xy NI HNOFEEATERNA U F—T =
ARAEZEF A Y NU—TIZBERWT N, ZADA, LV H—T =2 A AZEERINTA 2V F—T =4 AL, B
ETEXRWA L Z—T oA RLR0ET,
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| £22% DHCP H&UIP Y—R #i— FlllenBE

Option 82 T

DHCP 2x—FsnEm N

AL v FPEHTERNA I =T 2 A ATy FEZEL, O =T =2 ZABRFELTND
VLAN T DHCP AX—E U 7 NA R—=TNVICRESNLTWELHE, A vF iﬂéfnm MAC 7 RL A
EDHCP / FA T FDOAN—RU =7 7 RLVAZHKLET, 7 RLAR K LSS (F7 40
Mo AL FIFATy PEBELET, 7 RVAR-HLRWEE, XA vTF i/\#/ RN =
LET,

24 v FIL, ROOTHDORMNFEA LI2HEAIZ DHCP X7y b2 Fa vy FLET,

e DHCPOFFER /37 > ., DHCPACK /37 > . DHCPNAK /3% > ., DHCPLEASEQUERY /¥
v gl DHCP =060 7y hi3Ry N =T EET7 74 T 74— VOINUN G E
f§ L7,

o Ny MPEETERNA UV E—T A AIHERFL, BHEITLTMACT KLAL DHCP 7 54 7
rON—=FRT =27 7 RLAR—FE LAV,

e ZA v F7 DHCPRELEASE %7213 DHCPDECLINE 7 u— K& v A h A vt —U%%ZEL. £
DMAC 7 KLV ARZDHCP AX—VE T RA T 40T T—HRXR=AZEENTWBENR, A
TAVT T—=ERXR=ANDOA L F—T 2 ANERNBA v —VEZE LA —T o f AL —
LR,

e DHCP VL —x=—V=x2 r280.0.00 SO Y L— === R P 7 KL A% ETe DHCP /7 v
hZ Rk L, Option 82 fE#ASE ENR VAT v P 2FEHTE RWAR— MIEX T 5,

DHCP AX—V > 7 %% R— T LK AA vFThHY, DHCP Option 82 IEHEHATLIZ v ¥ R
A Fi %ﬁtéhfu\‘éz/r v F 1%, Option 82 WA EFTe/ N FREETERWNWA L ¥ —T 2 A R

%hbt LENSD Ry e RFueyFLET, DHCP AX—E U 70 2—TVICRESN
fwé :\Aﬁ/%#hﬁfﬁéf~% %hbf% ERIAAL v TR INTZT A 2D
mmpx;—eyﬁﬂ4y?4y7%mﬁﬁ? 272 DHCP AX—V 7 NA T4 v F—4

NR—AEERTE EH A,

Cisco IOS Release 12.2(25)SEA LV b0 Y 7 by =7 YU —RATiE, =vY A vFIZLD
Option 82 fHFMMBFHFA SN2 A, DHCP AX—VE T N, VT 4 7 T—H_X—ZANIE L L Fihir
EFNR2NED, EBRAAL v F ETDHCP AX—E U 7 2RETEERA, £, AET 4 w7 NA v
7 4 ¥ 7'X> Address Resolution Protocol (ARP; 7 KL A figik7a hajin) 772 a2 be—/IL J X
F (ACL) A LARWEA. AL v T ETIPEELT— RRFX AT I v 7 ARP REAEDLHRETE F
A,

LA v TFEBFBEPTERWA LU E—T oA ARHTZ v Y A v FICHE TE 554, ip dhep
snooping information option allow-untrusted 72— 3L 27 s ¥ a b —v g avy RE AT
L EBRAL Yy TFIET Y AL v FIT Lo THA ST Option 82 1E#H & Gie /N7 v M EZIF ANLE
T BIAL v FIE, BETERVWAAS T A F =T oA &N L THEHRINIZARA FDAA &
TA VT ERH LET, EBHNAA v F T, Dynamic ARP Inspection (DAL, ¥+ I v 2 ARP 1 A
Xy vay) RIPY—A H— KL DHCP t¥= U7 A HiEAZ A X — T VICRETHZEHTEE
T, ZOHFATH AL »F 1% Option 82 5 & Gie/ 7 v ha AR MRS A TV AEETE 2N
ANAVE—T oA ATZELET, ENAS v TF LOZ Y AL v F L OHRA— ML, FETE
HAVE—T A AL LTRETHALENRHY 7,

—SHA

FEHIRICHD A PR X A —P x> b 77 & RBRE T, m%w&%@@MA%’ﬂb m7
RLUADEID Y TH—JLMICEBETEET, A4 v F TDHCP AX—t 7 ® Option 82 HHE
*—7»K¢é&\MA%%EmMACTvaEHTﬁ<\%@%E%*ykﬁ-&t%ﬁ#éz
A v F =Moo ThipehEd, ¥ 7227 T4 NLAN LOBERDEA &7 7R AL v F
DRERICAR— MIERTEET, ZTNOHDOFRA MNI—RIZHEISNET,
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$£22% DHCP LU IP Y—R H— FlEEOERE |

W DHCP RX—F /7 DER

~

(3¥) DHCP Option 82 #fEiX. DHCP AX—E> 7N/ a— " UIif 3x—T /L ThHV, ZOMEEZHHTD
MAZERENE Y B THIZ VLAN ThA X—7 LV THALGAIZRY AR — I ET,

22-1 12, —7Ef972 DHCP =BT 7B A LA Y DAL v FICHEHRSNIZMAFIZIP 7 KL 2 %
B ETCHAMRRYIZ L A=Yy b X2y hT—27DBERLET, DHCP 7 7947 FeZnb
WZBIEATT Sz DHCP — NZRI U IP f v b U —27 £33V 7 % v FHRICEE L2V, DHCP
Vib—x—Y=> b (Catalyst A4 v F) [T~ X— T RLRAZRETHZLICEY, 7a—Fxy

A NREEA F—T WL, 274 T R — "\ TDHCP A vE—V%EELET,

221 ArARYEY 41 —YRy b Ry bT—DICEFSDHCP JL— T—Pz v b

Ay DHCP

H—/N\
|

Catalyst 21 v F ;777-&;( L1

(DHCP YL —TI—2 o h)

- VLAN 10

MAE Bl &2 kB

(DHCP ’7747/#) ’

, TZFA
DHCP D934Ty I~)

98813

AA »FTDHCP AX—VE v J1E#RA T 2 Option 82 A F—7MZT DL, ROAXU FBZ
DIEFTHEALET,

AA RN (DHCP 7 547 ) I DHCP #RAAEML, Tixxry hV—7 Lit7r— Xy X
FLET,

AL yFiE, T DHCP ERA2ZET 5L, /357 > M Option 82 F#HABMLET, 77 4/L
FCIE, VE—FIDHTE T a v BNAAL v FOMACT RLVAT, B ID 747 g 0338
v b EZ{ETHHR— K ID (vlan-mod-port) T,

J1L—x—T 2 FDIP T RULABRKREINTWDIEHE., AL »FIFZDIP 7 KL 2% DHCP
Ny MZBMLE9,

AA v FIL, AT ar 82 74—/ REETe DHCP k% DHCP ¥— N ZHak L7,

DHCP #— 32 D35 v b &%{E L ET, Option 82 IZXHE L TWAHH—"ThHE, VE—b
ID & [EI#; ID @b\fhb>~j§i7‘_ Wl T EERA LT IP 7 RLAZE DY T 1 >D U E— k
ID F723EHEIDICHIVETAZLENTELIP 7 RLRAOHEFIRT 5L 5 fcs:ﬂ‘ U v—a gk

720 T& £, ®IZ DHCP % — 3%, DHCP JEENICA T >3 82 7 4 —)b F%I:wbi%ﬂ,

AA wFIZ R o THERB Y — Y b—anizdd . DHCP =N 3EE 2 A v Flca=F v
ARNLET, AL vFiE, VE—h ID 74—V F&, HHICL > TUIERR ID 7 4 —V REFAS,
Option 82 T — X BHEAFA THH Z L 2B LET, AA T Option 82 7 ¢ —/L REHIBR L
THh 5, DHCP #Rk%#%#E L7 DHCP 7 74 7 MIEERT DAL vF R— MM T v R &Rk
LET,
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DHCP 2x—FsnEm N

T HN IOV TF T g VERETIE, BIROA R FOY— U ANREAETHE, K 22212H DB
D7 4 —/)v FOEIERENLEHEA,

e EMRID ¥ 7AFar 74— K
- T FTar BAT
- BT F T ar XA TORS
— B ID ¥ A7
— FERID ¥4 7DOEX
e VE—FNIDHTATar 74—V K
- BT FETar BAT
YT AFar XA TORES
- JVE—HFIDX¥AT
— VUE—FIDHATDOES

B ID VT AT arDR—F 74— RTiE, A= FEBIX3INOHEV ET, & 2iE, 24
@ 10/100 A" — bk & Small Form-factor Pluggable (SFP) £ =2 —/L Zm >y N&{fR 7= A A v F TIL,
R—=hr3BT77AM A=Y 2y b x/0/1l K— M A=+ 4ABT77A M A =% Xy b x/02F— L&
ROET,XITIAZ YT ARESZTT, SHIZ, R—F 271ESFPEYV2—/L 2y b x/0/1 2L L
7Y ET,

K 22212, 774NV ROV TF T a yBRENMEASNTWALIHEOVE—NIDHYH T AT ark
FOEID HT7H T aroRry b 7x—~y bR LET, BIRID 747 2> TlE, £
Va—NVEFE, AF v ITIEHDAAL v TFEFICHIELET, AL v FRINLDO/T y MERXE A
T 501E, DHCP AX—E v 7% 71— Ll X —7 LI L, ip dhep snooping information
option 7/ u— VL a7 4 Xal—var avy REAALEEAETT,

B 22-2 H$IA T arniry rR
EgIDYITAToary JL—L J4—<v bk

$IFTar AR
547 D&47T

l 30 l &<

.
T1 6 0 4 VLAN  [E¥a—|R—+
AT PACE SR VAT E SR PACE S AV E 1R 13 b

JE—FIDYTATLar JL—L 74—V

HIA Ty YE—+
247 ID%AF

I Y

v
TZ 8 0 6 MAC 7 KL R .
IRACE R AV S R DIVE SR AT G 634 b ?
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W DHCP RX—F /7 DER

22-31F, 2—=PREDVE—FIDHTA TV ar BROEFID ¥ 747 a0y Mg
ZRLTWET, AA vFTiE, DHCP AX—t v V% 7 u— LA *—7 iz L, ip dhep
snooping information option format remote-id 72—/ \)L 27 4 Fal—v a3 av N B&
UF ip dhep snooping vlan information option format-type circuit-id string % —7 = X 2/
T4 F¥alb—var avry Fe AN LESRIC, Zabory FBMERESNET,

Ry hTiE, VE—FIDBLIORERRID Y747 a v ZROLIHIICHRELESES. b0
T 4=V ROMENRT 7 4V MENSEFEINET,

e FEMID V74T a3y 74— K

— E#ID #A4 7R 1 ThHbH,

- RELEXFHOESIZS LT, ESOMENELT S,
e UE—KNIDYTAFvary 74— FK

— VE—FIDXATH1 THD,

- RELLEXFINORSITEL T, REOMWEMIEILT S,

® 22-3 A—REOY T T a3 o0y Mzt
A& IDYTFTLay JLb—L 7+—TY b (A—HFREDRA M) V)

I T ary [Eig
247 ID&4 T

I

T1 N+2 1 N |ASCIE#IDR Y 2Y

TRA R 14 184~ 184 b N/SA R (N=363)

JE—FDYITFFTLay ILb—LIT+—Ty b (A—FB/EDRA YY)

YI+Tay JE—F
24T D547

[

Tz N+2 1 N [ASCIHYE—FIDRKYUTEEITZHRR M

145774

IPAC S SR AT SN SRR VAT O S A G N /N4 k (N=1-63)

Cisco I0S DHCP ¥ —/\ T—4AR—X

DHCP X—2 O HEFHE 7 1 A DO/, 57 DHCP ¥ — 1% Cisco I0OS DHCP #—/ F—H# X—2X %
FRALET, ZNWKIEIP T RLA, ZTRLI NS T 222 BXOT—F 77 ANV EDERENRT
A—ENEENET,

7 RLVANAL T 471, Cisco IOS DHCP $— /N F—4 X—ZANDHKA D IP 7 FLAB LW
MAC 7 RV Ao~y B 7T, 7947 NPT RVRAZFETEOVYTHZ &, i,
DHCP +— N2 DHCP 7 LA F— G IP 7 RLRAZEID Y THZ ENAEETT, FEI LA
BT KL A NA T 4 v T OFERIZ OV TIE, Cisco.com (28 % [Cisco 10S IP Configuration Guide,
Release 12.4] @ [Configuring DHCP)] OEAZM L T ZE,

Catalyst 3750 R4 v F YI b9z 7 av74Fal—S3v HA K
m. 0L-26593-01-J |



| £22% DHCP H&UIP Y—R #i— FlllenBE

DHCP 2x—FsnEm N

DHCP X X—EVT A VT4 29 T—8~R—X

DHCP AX—VE > T2 A X—TNIZTDHE, AL v FIRHEFTERNA L F—T =4 AT D 1E®R

% DHCP AX—V VT RNA T 4T T—=F_R=RRTFLET, T —F X=X, 64,000 DA
VT4V T HBEDD I ENTEET,

BT —H_X—=R = hN) (N F ) 130 IP 7 RUA, ZRICEEMN T 5z MAC 7 RL A,
V—281M (16 #EEX), XA T4V IREAINDA LV F—T =24 A, BELOA LV F—T = A AR
BT5 VLAN THREShET, 74X -V MI, RESNEHFTO T 7 A4 ML v

T4V T ERFELET, Ex L NIOKRKRBIZHDLIF v 7D, 77 ANVDREDONAAL N egGd, T
VR VICBEEM T ONZTRTONRS haRRELTHAESAET, bR, £ 7231+
F—ERNHY . FOBIZ]1 ODAR—RLF v 7 MENGEXFT,

AL vy FOYa—REbN LT 4 T EEEFTHI2E, DHCP AX—E 2 F—4RX—2 =—Vx
VINEEATAVERDVET, TV MR T =T NT, XA FIv T ARP £ VAR Vg
VETIEIP A H— RBRA X =T NMIZE N, DHCP AX—VE VT NA VT 0T T —H_N—A0
FAFTIvINLA T 4 T ENTWASGE, A vy TFiREREzOENET, 20—V bR
T 4 =7 N T, DHCP AX—VE > TN A RF—T NV ThiHGE, A1 v FOEGRIZEN S Ew
A, DHCP 2AX—¥Y o 7L DHCP A7 —7 4 V' JHEAZHIETEX RN R H 0 £,

Va—=R4opL, 2L v FRAS T 4 27 T 7 A NE§EHRIAIS, DHCP AR —E T S VT
T TF=EN=2FR LET, A v FIE, TR RAEERMA BN L EEIAA T 1~
7T T ANERERLET,

AL o FE LRSS T 4 T ERBBTDD, XM T4 TRBKD L EEBILT—FN—2AN
DT )V ERERFLET, AA v FIIAA T4 T7ANVNOZ P BEHLET, A
T AT T ANVOEHEE IR E AR BRI L > TR ED | BHI Ay FRBINET,

T 7 A IDIRE SNTEERN (BXALBIEB L OFWY A L7 7 bOEICE > TRIESHD) ITHHE
S WigaE, BHXEIELET,

NAVT AV TREENDE 7 7 ANVOERIFTKRO LB TT,

<initial-checksum>

TYPE DHCP-SNOOPING
VERSION 1

BEGIN

<entry-1> <checksum-1>
<entry-2> <checksum-1-2>

<entry-n> <checksum-1-2-..-n>
END

ZDOT77ANDET NICIETF =y 7V MMEEZRTEZIMFIToNET, A v FIL, 77 AL %5
HWDEXIL, ZOF v I rEEHLTC Y N EBRIELE T, BYIDOITD initial-checksum = >
FUE, O T7 7 A NFEHICE#ET H= MY EZLEIOT7 7 A VEFHICEET = FY ERAILE
\?‘O

WIZ, XA VT 47 T7ANDOHERLET,

2bb4c2al

TYPE DHCP-SNOOPING

VERSION 1

BEGIN

192.1.168.1 3 0003.47d8.c91f 2BB6488E interface-id 2lae5fbb
192.1.168.3 3 0003.44d6.c52f 2BB648EB interface-id 1bdb223f
192.1.168.2 3 0003.47d9.c8f1 2BB648AB interface-id 584a38f0
END

| oL-26593-01-J

Catalyst 3750 R4 wF Y7 +bHx7 avI74¥al—vavif4F



$£22% DHCP LU IP Y—R H— FlEEOERE |

W DHCP RX—F /D&%

ALy TFPREREL, HFHEINET =y 7V AERIMMETFEIN TV Ty 7Y AEE—KLEEAE, A

AYFEINA T 4T T ANOZ ) EFELRY , NA T 47 % DHCP AX—E 7 N4
VT4 T T AR BN LET, ROWTIODORABRE LGS, A vTFid= M %
ML ET,

o AAvTFNRT UMY EHRALARY , HEEINZTF 2 v 7V AMEMEEIN WA F v 7 AfHE —
HLpw, ZOHE, To ) EENUBFEOZ S Y BRI ET,

o TURVIEENTVDY —AHIFNKT LTS (AL v FIETY —AHBORK TEHI NS VT 4
VI MY EHIBRLRNWZ ERDH D),

o TURNVIZEENDA L EZ—T oA ANRBIEIT Y AT DTIFEE LRV,

o AUHA—T2AANPN—TFT v R A Z—T 2 AF7IXIDHCP AX—¥Y V JIZBITAEHETE S
A BE =T 24 AToHD,

DHCP AX—E VT ERAYF X322 v

DHCP AX—V v 7%, AZ v 7 wAX—TEBEINET, HLWAAL v FBRAFX v ZITIMAT D &,
AA v FTIE, AZ vV v AZ =5 DHCP AX—V U ITHREEZIEFELET, AVABAZ v I b
A ns L, A v FICEEMFTONTNDETRXTO DHCP AX—E 27 7T RLVA NS VT 40T
NE—v 7 7o MLET,

TRTDAX—E L THEHERIL, A¥ v ~2AF—LETERENET, HILWVWAZ v 7 v ZH—R
BHINEZGA, it v 23y hEnET,

2B T D=V NREEL, AF 9T v AZ—TIERL Bol2BE. AZ v I AL —=ITHoT=T
TPODHCP AX—EL T RA T4 TR RONET, AF 7 N—=F 42 a T, BHEOAY v
I AR —IERFRL, N—=T 4 a AL v FIZRLTCWDNRAL T 4 TE, ==V T T
ThLFET, N—=T 4 a3 MEAAL v TFOHF LIV A X —TlL, #FH7-72%EE DHCP 37 v F OALBR
BlESNE T, AA v T AZ v T OFMIHONVTIE, B ST (R v TF AX v 7OEH|] 2L T
TZEV,

DHCP X X—E VI DERTE
o [DHCP AX—E 7 DOF 74 /)L bk (P.22-8)
e [DHCP AX—VE > 7 REROEZEHEE (P.22-9)
e [DHCP VL — =—Y x> hO&EE] (P22-11)
o N7y MEREET FLADOHE] (P22-11)
e [DHCP AX—VE 78X Option 82 DA x—7 L1k (P.22-12)
o [F54~_—}F VLAN T® DHCP ZX—t' > 7 DA 3x—7 )4t (P.22-14)
e [Cisco I0S DHCP #—/\ 7 —X X—2D A 3 —711k] (P.22-15)
e [DHCP AX—VE LV RNALF 4T F—=E_R—=2 2 — = hDA RX—T7 k] (P22-15)

DHCP XX—E > DT I+ I FEEE

# 22-112, DHCP AX—bE v 7 DF 74V " REEZRLET,
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DHCP zX—Foyn@e N

= 221 DHCP AX—E VI DT 74+ FEEE
e FI+IRE
DHCP #— CiscoI0S Y7 h 7 =7 TldA 2 —7 b, RENLIE,!

DHCP VL — x=—Y = b

A F—T N2

DHCP /"7 v MRIET F LA

REAE

Vb— == MEHROMETE

A Z—T N (BEEhie X vt — UI3EETE), 2

DHCP VL — =— = MEERY & —

BHFEOY L— =—x MER L B, 2

DHCP AX—VY 7% 7 a— )Ll A R —T )b

Foe—Tn

DHCP A X — Vb 7584 7F v a v A R—=T )
Ry NeGETERWANAS LV E—T 24 AT |T4E—T L
Z3H 5 DHCP AX—V' > 2 47 g3

DHCP A X—t > 7 L— MR RERE
DHCP % X — ¥’ Sk TE BT e
DHCP A X—t 27 VLAN F 4 —T N
DHCP 2X—¥ v 7 ® MAC 7 R L Ak A X =T

Cisco IOS DHCP $h—" A T ¢ 7 T — X

N2

CiscoI0S V7 b U =7 TldA R—7 /L,
¥

j—o

REDS L,

AZA v FiE, DHCP =L LTREINTWVDT A AN 5
. Xy hI—27 T RVABIORENT A—F MG L E

DHCP AX—Y U T N, T 4 T T—H_—
A T —Tx b

CiscoIOS V7 N7 = 7 TlIA x—T )L,
DRESHTWBIEEITRY BS,

RENNE, Z OMRRITM L

AA v FiE, DHCP #— & LTCEEINTWAHEEIZIRY DHCP ERIZISE L ET,
AA v FiE, DHCP =D IP 7 KL AN DHCP 7 74 7> h®D SVIIZERESNTWAELAEIZRY DHCP X7 v b2 U L—LET,
ZOMRBIZ. AA v TFNRT vV AL v FITL 5T Option 82 BEAINTZ AT v NEaZETLENAA v FTHLIGAICERALET,

DHCP X X—E V7 BERDIEFER

e DHCP ZAX—FE 7%, AA vF LTI/ a— i =T NCTIHHERDH Y £,

DHCP 2 X—t'> 71X, VLAN TDHCP A X—VE L I WA X —TNIIRDBETT 7T 4 712D
FHA,

AA v F ETDHCP AX—VE U 7% 7 a—/ Ll 3 —7 /2T 5H0Z, DHCP % —/3%°> DHCP
Jb—a2—=V = P LTHEET D7 A ARRESN, A R—TNMCR>TNDH I LB L
TLZEw,

AA v FTDHCP AX—V U ZIERA TS 3 v 2RET HEIIC, DHCP %— & L THEET 5
NAARAZEFRELTLEEY, 72&ziE, DHCP 4 —RE[ 0 B CTHORHNALIZD TEXBIP T KL
AERETHN, TRIEENEDT AL AO DHCP 472 3 VERETHALERH Y 9,

2L v F ETXFHEDOL NI —F v | ID Zi%iET 5%E . Nonvolatile Random-Access Memory

(NVRAM; REFEME RAM) £72137 7 v va ATV ICEVWLTFIIN G2 28 BE2EEL TS

Wo —F v b IDRENPZEOMOT =2 LIMHBEDEINIEHE. NVRAM £72137 7 v o2 A%
VOKEZBXTLEN, ZT7— AvE—URKRENET,
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$£22% DHCP LU IP Y—R H— FlEEOERE |

W DHCP RX—F /D&%

e A4 vyFTDHCP VL — ===y bEFETHANZ, DHCP H— L L THIET DT N1 2%
HELTLEEN, =& 21X, DHCP — "0 E Y YT OERILZY TXHIP 7 KL AEEE
TBHM, TNAAODHCP 47> a VEHFET DI, £FIEDHCP 7 —F_X—RA =—V =V b %
Ty NT ST EHELERH Y T,

e DHCPVlL— =V "R A X—T LT, DHCP AX—VE LI NT 4 =TI THIHEL.
DHCP Option 82 7 —# i ABBRIZH AR — F I EHA,

o AA vF F— D DHCP +—NICEH SN TWHEEIL, ip dhep snooping trust 1 % — 7 =
A A a7 4Xal—vary avry REANLT, F—br&2EHETELIR—FLLTHELTL
72V,

o AA v F R—FBRDHCP 7 747 ¥ M STV A %A 1L, no ip dhep snooping trust 1 >
F—TxAf R Ar74F¥alb—var avryFe AN LT, R—FE2EETERVWKR—-RFE LT
RELTIIZEN,

e DHCP AX—V VT RNA VT 4T T—HA_R—=2AEHRETH & EITE, WOTEBFHEIINE- TL
7230,

— NVRAM ¢ 7T v o AEVE, WIRLREEENRREONTNWDEED, XM T 47
77 A% TFTP — NIZRGFETDH 2 L2 L E7,

— Xy hU—2 X—2® URL (TFTP ®° FTP 2 &) IZoW T, AA v TFNWAAL v F 1T %
FTDURL DA T 4 7 77 ANVZHD TEEIALRENT, HESNTZ URL IZZED T 7 A
NWEAERT DM ERNDD £T, ZOT7 7 A NEY— N EIERTL2HLERNH 50 E 5 IO
T, TFTP ="~ =a2 7 V2SR L T ESW, TFTP — N2 L > Tk, 20 L9511
BMETEXRWVWI ERHY 9,

— T AR=RZELWIY —2HAREESND L O, NTP 24 x—7MiC L, RETHZ
LERHEIRLET, FMCoOWTL, [FEHTOARORE] (P7-4) BB LTLIEEN,

— NTP BRBREINTVAEE., A vTFDLATFA 7y 7N NTP LRELSHTE & X107
F. AAVTFNNRAL T4V TOEBEBNTENA T 4T 77 ANCEXRARET,

o BFETERVWT AL ANPEINZT 7V ¥ —3 a2 AA vFIZ ip dhep snooping information
option allow-untrusted =~ > REZAJJLBRNTLLEZSW, Zoavry FEAT5HL, EEHTE
RWTNRA AN T a v LIEREARAT =T 4TI DHAREMENH Y 9,

» show ip dhcp snooping statistics = — % EXEC =2~ K% AJ) LT DHCP * X — "> 7 #iaHEH
ZFE 7 L712Y | clear ip dhep snooping statistics 4 EXEC 2~ RE AN L TAX—E U 7k
FHE#RA 7 VT L7 TEDL LDV E LT,

~

(3¥) RSPAN VLAN TiZ. Dynamic Host Configuration Protocol (DHCP) A X —t' 7% A f—
T LN TL &V, RSPAN VLAN TDHCP AX—¥Y > 7% A 2 —TNWZTD &,
DHCP /3% > 28 RSPAN %6567 — M@ WralREENR H U £77,

e DHCP AX—V> 7 A~—h BX U7 %#ETHE, DHCP Ik~ T Ruy7EN7ry kD
WA, NetFlow INEEEICEEINE T, ZOWRERET DIHEIE. Av—F aX 7Ry
02— A R—T N> TND I EEMERLTLEE N, Av—F aX 7 OFMIZONT
X, [Av—h mX o 7oRE] (P31-14) 22RLTIEE0,
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| £22%

DHCP & U IP V—R #H— Fi#REDRE

DHCP zX—Foyn@e N

DHCP JL—I—Yx YV FDERE

ATy71
A797 2

ATv73
ATy7 4
AT97 5

AA v F ETDHCP Vb — ==Y = oA X—T7 M 21213, #5# EXEC £ — FTROFIAE E

avwyFk By

configure terminal Ja— )L ar7 4 Xal—rvar T— RefBLET,

service dhcp AA »F ETCDHCP =SB XL DHCP VL — =—TV = M & A F—
T LET, ZOWREILT 74V FTAR—T LT,

end HiHe EXEC £— FIZRY £1°,

show running-config REEMERLET,

copy running-config startup-config UEB) av 74 FXal—2ay 77 A NVICREEZRTFELET,

DHCP #+— "B L OUDHCP J V' — =—V ¥ b &7 4 E—7/VIZT SIZIE,. no service dhep 72—
S ar T 4 Xalb—vay avy REFEALET,

WD FNEIZ SV TIE, Cisco.com T [Cisco I0S IP Configuration Guide, Release 12.4] @ TIP
Addressing and Services] (2% % [Configuring DHCP] #ZRL T ZEW0,
e Vb — ==V MEROF =7 (FRFE)

==y

e VL — Uz MR V—DFRE

Ny RERET7 FLADIERE

ATy71

AFy72

A7973

DHCP —"BLUDHCP 7 747> bREZDZ Ry NU—I 73V T2y NTHBGEAE, AL >
F % ip helper-address address A 4 —7 = A A AT 4 Falb—v gy avy FTRET DMLENR
b FEF, BN —NVIE, 7 TAT Y MIERBIEWVLATYI A F—T A A RIZa~vr FERE
95 Z & T, ip helper-address =~ > R CTHEAINTNET KL A, %ﬁ@ DHCP #+— 1P 7
RUZAD, £ DHCP — 25650 % Y hU—27 €720 M2 AEAITRy NU—2 T KL

K#é:aﬁf%ifo*y%U—ﬁTPuxéﬁ%#é:&f\&@Dmmﬁ—ﬂ%gk TINE
TEXHL91C0ET,

Ry NIEET RV AZET D12, FtE EXEC £— FCTROFIEZETLET,

avwUFk ]3]

configure terminal sua—)ar74X¥al—var E— FEBBL
ES AN

interface vlan vian-id VLANID Z AJJLCAL v FORBA  F—T = A
AEMER L, f v F =Tz A A AT 4 Fal—
var E®E—RERBLET,

ip address ip-address subnet-mask A B =T A RZIPT RLABLRIP V7 Ry
FERFELET,
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$£22% DHCP LU IP Y—R H— FlEEOERE |

W DHCP RX—F /D&%

avyFk B
A7974 ip helper-address address DHCP /%7 v MRET FLAZRE L ET,

A= T R L RIHFED DHCP —/X 7 R L A

(2920, > DHCP — M5 xr >y hU—2 &
TALNMZHAIEEIE, *y NU—2 7 RLRIZT
HZENTEET, Xy U= T RLAZMERAT
%5 & T, o — 3% DHCP ERIISETE 5 &
T FT,

BEOT—1"\BHDGE, £ =2 1 2O~
NR—=T RV RAEHRETEET,

A7975  exit ya—/ )L a7 4 ¥alb—v gy E—FNIIRY E
‘j_o
A7976 interface range port-range DHCP 7 54 7 ¥ MIBEF I TWAEE O

R—REREL, A V¥ —T =4 AfHa 7 4
Xl —2gy F—RERBLET,

F0X F0x

interface interface-id DHCP 7 94 7> MM IN TWAE—OYH
R—PFEREL, A VF—T 2 A AT 4Fa
L—yay T— REBBLET,

A797 7 switchport mode access R—FD VLAN A2 R"—> v F F— FE2EHELE
R

Z7978 switchport access vlan vian-id AT w72 TRELLD LR T VLAN &K — MM
DYETET,

A7y79  end HH EXEC — RICRD £,

AZ79y710 show running-config el L E T,

A797 11 copy running-config startup-config (1% v 74 Fal—ay 774 NVICERES
RIELET,

DHCP /37 v MEIET R U A ZHIFRT 5I21%. no ip helper-address address f 2 —7 = A4 A 2
T4 X2l —yary avwry FEERLET,

DHCP R X—E Y J & & U Option 82 D1 r—J )Lk

AA v F ETDHCP AX—¥Y U T %A X —TMITHIT1E, FHE EXEC E— FTROTFIEEZEITLE

\?‘O
avv Rk B#
27971  configure terminal Ja—rL ar 74Xzl —vay B— NEBEBLET,
27972 ip dhcp snooping DHCP A X — ' 7% 7 a—r Ui A F—T ML L £,
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| £22%

DHCP & U IP V—R #H— Fi#REDRE

A7973

ATy74

AT97 5

ATv7 6

ATvFT1

AT978

ATy79

DHCP zX—Foyn@e N

avwyFk

]3]

ip dhcp snooping vlan vian-range
[smartlog]

1 >® VLAN F721% VLAN il ¢ DHCP A X — ¥t 7 & A X —T7 /VIT
LEd, FHETEDHMIT 1 ~ 4094 T,

VLANID HHIZL > THEINLHHE—O VLANID, #nEhx v~
TRY 57 —#D VLAN ID, /"1 7 %[z A L7= VLAN ID O#i
P, F7-132:8H8 L OSKRE O VLAN ID TR 547 VLAN ID O#i[H
EANNTDHZENTEET, ZTNUHITAX—ATXEIY £,

(EE) Ruy7E&niz 7y hOWNE% NetFlow [WEEEIZHEET S
X AAL v FERET DT, smartlog AN LET,

ip dhcp snooping information option

A A w FH DHCP Y—3~® DHCP R A vt —I28T DHCP U
L—I5H (Option 82 7 4 —/L ) ZiFABLOHIBRTE S L9 LE
o INBT T ANV FORETT,

ip dhcp snooping information option
format remote-id [string ASCII-string |
hostname]

EE) VE—FIDV 77T avz2RELET,
WOEIIZVE—FID ZRETEXET,

e 63 XFFETD ASCI LF4H| (RA_—R72 1)
o AA FITHEINTZFA M

GE) AAMAD 64 X FULDEA, VE—FID
VETONRET,

FRE T 63 LFITY)

TN DOYE—FIDIFAA vF MAC 7 RLATT,

ip dhcp snooping information option
allow-untrusted

(FERE) AA v TFNT oY AL v FICHEREINTZERNAL v F TH D
AL v FRT Y AL v FIT Lo T Option 82 FEHAFHA SN
DHCP AX—V 7 Ny heZiF ANLb Lo LET,

TNV INREFT 4 =T A TT,

GE) ZoavrPE BETELI7A RERSNTEEN AL v
FREFTADLTIES N,

o o>

interface interface-id

RET DA E—T =24 ABEBEL,. AV EZ—Tz2Af R a7 4%z
L— gy B— REBBLET,

ip dhcp snooping vlan vian information
option format-type circuit-id
[override] string ASCII-string

ERB) BELIEA LV F—T 2A ATHRBID 747 a v ERELE
‘é—o

1 ~ 4094 O#iPHDO VLANID #={#H L T, VLAN 5L OF— k ID %5
ELET, T74/L bOEFRID ZAR—FID T, 74—~ MZ
vlan-mod-port T,

FHR ID (X 3 ~ 63 @ ASCIIL XF5F (A—R7pL) ZRETEET,

(f£5) override ¥ — VU — KNk, WMAFHFRE2ERT I TLV B
WEBID 747> a VEBRALEZLS RWGEICEHR LET,

ip dhcp snooping trust

UEE) AV T2 A AEFETEDA L F—T =4 AETIXEET
XRWA LB — T2 RAELTHELET, BHTERWI T4 T b
MHEDA =V EZETDIHEICA LV E—T = ZAEFRET HITIE,
no X—U—RK&fHLEST, 774/ FREIX untrusted T,
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$£22% DHCP LU IP Y—R H— FlEEOERE |

W DHCP RX—F /D&%

A79710

ATy 1
ATy 12

ATy 13
AFy7 U
AFy7 15

avwy kR

]3]

ip dhcp snooping limit rate rate

ER) AV —T oA ANZETEDL 1 H7=Y O DHCP X7 v MK
ZRELET, HBETEXIHMIL 1 ~2048 TT F7 4/ FTiE, L—
MEFRITERE SN EH A,

GE) BBETERWALEZ—T=AA0OL— L lREZ 1 #H720 100
Ny PUTICERET D E MR LET, FHTEDA
Z—T A ADL— MiREZFHET 584G, DHCP AX—v
T EM oD VLAN I Y Tonk 77 R— 1T
X, V= MHIBROMEEZ RELSTHZERMBIIRDLIENDHY
7,

exit

Jua—rL ar7 4 ¥al—yary T—RIREYET,

ip dhcp snooping verify mac-address

(EE) BHETE Z2WA— MIFE(E L7z DHCP ~ 7 v b D% MAC
T RVABRRTFG Yy bDITFAT L h A=K7 7T RLVARE—HTS
TEEEERTALIICAAL v T ERELET, T 74V b T, HET
MAC 7 RVANASr > vDIFA T v =Ry x7 7 RLAE—F
TAHZLEMmRLET,

end

¥k EXEC £— RIZREY £,

show running-config

REEMERR L ET,

copy running-config startup-config

EE) v 74 FXal—ay 77 A NCEREARGELET,

DHCP AX—VE 7 %7 4 E—7/MZT 5ITiX, noip dhep snooping 72—/ )L a7 4 F 2 L—

varv avwr REHFEHALET,

1 5® VLAN Z 721X VLAN Oii © DHCP A X—¥E > 7 %7 & —

72T % 1Z1%, no ip dhep snooping vlan vian-range 77— 3L 27 4 Fal—al avw R
AL E 9, Option 82 7 4 —/L ROFWEAB L VHIBREZ T « E—7MIZF 51Z1E. no ip dhep

snooping information option 72— )L a7 4 Fa b —v gy avr FeHALET, = / R
A »FIZ L 5T Option 82 THFWMBFHEA I NTEE DHCP AX—V 7 Xy haRay 7 T25X91C

ERIAL v F2RET DI

X, no ip dhcp snooping information option allow-untrusted 7 = ~/\/l/

a7 4 ¥al—vay avry REERLET,
Wiz, DHCP AX—t o 7% 7 n— LB LU VLAN 10 TA R2—7 2L, A"— FD L — MMilR% 1

WHizv 100 X7 v MIHRE

THHERLET,

Switch (config)# ip dhcp snooping
Switch (config)# ip dhcp snooping vlan 10

Switch (config) # interface gigabitethernet2/0/1

( )
( )
Switch(config)# ip dhcp snooping information option
( )
(

Switch (config-if)# ip dhcp snooping limit rate 100

754 ~R—F VLAN T®O DHCP X X—E 45 D4 x—TIL{E

77 A4 ~X— K VLAN TDHCP AX—¥E 7 %A 3x—TNMIT&EET, DHCP AX—E VRS R—
NDOGE, BREETT7 A4~V VLAN BLOBEAM T SN TWD % U VLAN Ol FIZE#HE L F
9, DHCP AX—VE > 7" 7T A4~V VLAN TA X —7 1V DHA, EH 41U VLAN ThHA x—7 )b

ICREESNTWET,

DHCP AX—E I NTTIZF T4~ Y VLAN ICRESNTWT DHCP AX—v o7&kl 4Y

VLAN & (35702 &9 128

Lizlma. %Y VLAN ORETANTR S, T4~

VLAN IZ DHCP AX— V'V ZRETDLENHY £7T, 774~V VLAN IZ DHCP AX—t' 7
DERESNTHWRNWEEIL, VLAN 200 28Dt % U VLAN IZ DHCP AX—VE U 7 Z2HRET D &
T, RDOA Y BE—URRRINET,
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| £22% DHCP H&UIP Y—R #i— FlllenBE

DHCP zX—Foyn@e N

2w5d: %$DHCP_SNOOPING-4-DHCP_ SNOOPING PVLAN WARNING:DHCP Snooping configuration may not take
effect on secondary vlan 200.DHCP Snooping configuration on secondary vlan is derived from
its primary vlan.

show ip dhcp snooping £##% EXEC =~ RHJ1TlZ, DHCP AX—VE LV I NBA RX—T LV THDH T T
A~IBLOEDFY 7T 44—k VLAN #&Tp, 7CTD VLAN # £ R LET,

Cisco IOS DHCP H—/\ 7—A3R—ZXD 14 #x—TJL{t

Cisco IOS DHCP #—/ T =X RXR—2 % 4 X —T WZ L CEET D FIAIC OV Tk, Cisco.com T
[ Cisco I0S IP Configuration Guide, Release 12.4] @ [Configuring DHCP] O (2% % TDHCP
Configuration Task List] ZZ&M L T 72 S0,

DHCP A X—EVT NA T4 T—RIR—X I—xV DA R—

JILiE

AZA v F ETDHCP AX—VE LT AT 40T T—=HRX—=2A 2=V b F—T L, FE
AL, ¥ EXEC £— R TR O FIEZ EIT L E9,

avvFk =]: 5]

A79y71  configure terminal Jua—sb arZ 4 Xal—vary ®—RKelHBLET,

A7972 ip dhcp snooping database WKDONTNNOERXEFRAL T, T—FX—2 ==V = hERFAA
{flash[number]:/filename | VF 47 77 ANO URL 2#HEELET,

ftp://user:password@hostlfilename |
http://[[username:password|@]{hostna

o flash[number]:/filename

me | host-ip}[/directory] BB A¥ I AR —DAZ v 7 AUNESEEET 51T,
limage-name.tar | number /X7 A —Z i L£9, number number DFFE TE D4l
rep:/luser@hostlfilename}| FEiZ1~9 T¥,

tftp://hostlfilename o ftp://user:password@host/filename

e http://[[username:password]@]{hostname | host-ip}[/directory]
limage-name.tar

e rcp:/luser@hostl/filename
o tftp://host/filename

A7973 ip dhcp snooping database timeout Fe R AR T O ANETT 205, ZHETITET LAY

seconds

el nt A a3k T 0 (B8 ZiEEL £,

77 A MEL 300 B TY, FRETE DHMIT 0 ~ 86400 TI, MEHIIR
DOHIMZERTDIIE. 0 2fH L ET, Ziidssz EYIRICHITS
LT LERBWLET,

AZ7y74 ip dhcp snooping database write-delay |1 L F L 7 F—H R—ZARERE I THLELEF LT 5 TOR

seconds IERF AR E L E T, FRETE 2#AIL 15 ~ 86400 ¥ T, T 7 4 /b
MX 300 % (543) T3,
27975 end ¥i#E EXEC £— NIZED £,
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$£22% DHCP LU IP Y—R H— FlEEOERE |

W DHCP AX—F L/ E@OET

]3]

7976 ip dhcp snooping binding mac-address | ({£5) DHCP A X—E L 7 SA VT 4 2 7 Fe B _R— I, VT 4
vlan vian-id ip-address interface 7 MY EBIMLET, vian-id OFFHIT 1 ~ 4904 TT, seconds

interface-id expiry seconds DOEFHIL 1 ~ 4294967295 T,

Zoavry R, BT R TEICANILET,
GF) Zoa<wr I, AAvTFETANERZRT A I T5 L&

EHLET,
A7977 show ip dhcp snooping database DHCP AX—bE L7 NA VT4 T F—AR—A T—x 2 FDA
T A AR L OWGEHERER R LET,
A7978  copy running-config startup-config (FE) av 74 F¥al—vary 77 A NVICEREERTELET,

—HR—=RA 2=V MBI, T 4 T T A NVOFEREEILT HI21E. no ip dhep
snooping database 72— )L a7 4 Fal—v gy avr REEALET, ¥4 L7 0 hERIE
LR OE % Ft » N9 512i%, ip dhep snooping database timeout seconds % 7-1% ip dhep
snooping database write-delay seconds 7’0 —/\)L a7 4 Xal—v gy a<wry FEERLET,

DHCP AX—E> 7 NA VT 4 F=H =2 =V = hOWEHEREZ 2 U 7+ 5I21%, clear
ip dhep snooping database statistics £5# EXEC =~ > FEfIHLEd, T—F_X—RZHHFT 51
i%. renew ip dhcp snooping database F## EXEC =~ F&fEA L £,

DHCP AX =V T NA T o T—=HN=ANbN A T 47 =2 Y Z{lRd 51213, no
ip dhep snooping binding mac-address vlan vian-id ip address interface interface-id it EXEC =2+
VREHEHLET, Zoavr I BTS20 WA LET,

DHCP X X—E U JRHD TR

DHCP A X — V' 715 AFRT HITIE, # 22-2 [RTHHE EXEC =~ FEFERLET,

= 22-2 DHCP ff#% &9 5-HDaTUF

avwvFk B

show ip dhcp snooping AA T D DHCP AX—V VR EEZFERLET,

show ip dhcp snooping binding DHCP AX—V ¥ NAVF 4 v F—EFR—ZANOENIZRES N ANA v

TAVTRETERRLET, ZOEIBANA T4 70 NA T4 T T—T
EBMEENET,

show ip dhcp snooping database DHCP AX—V' U T A T 4 T —=FX=ADAT —Z A% LU aHE R & &

RLET,

show ip dhcp snooping statistics | DHCP 2 X — &> 7 Ok HE 4 340 & 7= 13 EMIT 0 CFor L £ 9,

show ip source binding R L O EINTEAS VT A v T FERLET,

DHCP A X —E' > I RA R =T NCA v F =T = AN 7 AT — MIERSNHE, HIICH
ESNINA T 4 o ZITHIBRSEE A,
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| £22% DHCP H&UIP Y—R #i— FlllenBE

PY—=x A—roms N

IPV—X i— FOBME

IPSG i, DHCP AX—VE > T XA T 47 T—=H_R—=A BIOFETRESNZIP V—R A
VTAVTIEESNTC N T T 4w 7T 4 NB ) T THIEICED, =Ty R LAV 214
H—T 2 A ATDIP N7 7 4 v 7 EHBETHEXF2 VT (HETT, IP V—X H—F&FEHLT, &
AR, FOXAN—DIP T FLAOHERERLTGED N T 7 4 v 7V HBEFISZENTEET,

IPY—2Z H—FiF, EETERNA L Z—T A ALETDHCP AX—E U I NA R2—7MI2& TV
HPHINA F—TNMCTEET, AV F—Tx2A A LETIPSG A X—TNMICT D&, AL v Fid,
DHCP A X — b > 72X DRI &7 DHCP X7 v FNERE, ZOA v F—T =24 ATEZFELETA
THOIP "o 74y %27 vy LEd, R—h77kXx arbtae—L UZL (ACL) X, ZDA v
B —T e AZHEHENET, R—FACLIZ. IP V—A LU F 4T T—TNVITHEHETLIP T L
AEFFOIP VT 7 4 w7 FEFAIL, TOMO T 7 4 v 71 3T _XTELRELET,

A—FACLIE, RUA ¥ —T oA AL R DFDMDL—% ACL X° VLAN v v 7 L 1) L
feShEd,

IP V=AU T 47 T—=T AT 470, DHCP AX—E 2B Ensn», £
FFEBTREENET (AFT AT IP V=AU T 40T, ZOT—T Dy b )ITT T,
MAC 7 L2 & VLAN HENEHEMT O IP 7 FL22ELET, 2 v FIL IP V—R H—F
BAX—T NV ENTOWERETETIP V=AM T 47 F—T VAR ERLET,
IPSG R HR—=FEINTWVEDF,. TIZ7 A R—FIBININ T 7 R—+a2&ieb A ¥ 2HR— T T
T, BETIPT FLRA 740 Z )7, RETLIPBIOMACT RLA 74V &Y T aRMRHAL
T, IPSG 2R ETHIENTEET,

o [EETLIPT RLADTZ 4 AEY 7] (P22-17)

o [EETIPT FLABIUOMACT FLZADTZ 4 Z Y 27 (P22-17)

o (22T 4w 7 RANHIP V—A H— 1] (P.22-18)

EETIP7ELRD 4L E YT

IPSG TZDAT v arBAFX—TNMIENTWBEA, IP hT7 7 4 v 713, HELIP T RLRICHE
SNWTTZ4NE) U TENFET, AL vFiE, FETLIP BXDHCP AX—VE L F AT 407 T—
AR—=Z2PDT o hY FHIFIP V—ARL T 4T T—=TNDNRAL T 4 o7 —FTHEI12,
IP bT 7 4 v 7 ZERELET,

A B =T 2 A AT, DHCP AX—Y U 7 NA T 40T, FTZAZT 4w 7 IP V—RA N[ v
T AT DEBM, B, ERIEHIBRENESGS, AL TP YA NS T 4 VT OETEFEAL
T, "—FACLZZHEL, Z2OR—FACLEZA vV F—T oA ACHEBHALET,

IPY—2Z2 A4 F 42 (DHCP AX—E U AL VEICFEE SN, X FHTHREEINTZD
D) DRESH TRV F—T 2 A ETIPSG 24 F—T7 NI LEEHRE. AL v FITZDA v
=T x2AAETIP b7 74 v 7T _RTCEEGRTSHAR— K ACL Z2{Ek L, @HLET, IP V—X
H=FRaeT4E—=TMILERE, AL v Fi3A v F—7 = ZipbAR—F ACL ZHIFRL £,

EETXTIP7 FLRAELUMACT7 FLRD 24 ILR YT

IP o774 71F, BETXLIP T RLABLIOMAC 7 RLRIZESWTTZ 4V Z Y v 7 anEd, A
A yFiF, FETLIPTRLAEMACT RLARIP VYV —ZA L T 4 FT—T LD MY L—
BT 2EAEE T, VT T4 v 7 EREmELET,

| oL-26593-01-J
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W py—xH—FoB=E

TRLVRA TAUNEZY) TN R—TNVNDEE, AL vFIZIP b7 74 v 7 EHEIP VT 7400 %
TANZ YT LETLIP Ny b F2FFEIP N7y FOEETT MAC 7 RUVAREHZRIP V— R
NRAVTF 4o T =BT 8L, AL vFIXZ0ry ek LEd, DHCP 47 v k&, #
OMOTEHED v MEITRT, AL v FICLY FayFEnFET,

AL v FII. FETLMACT FLRAD T 4 NE ) TICR—F X2 T4 2FHLET, A—F &
FaUT A BERRELERE, AV — T4 ATV Yy NE T LET,

AET49Y9 RXAMAHIP V—X fi—F
~

GE) ToT) 7 R—b, FEENTIT R—FT, RET 47 RANHIP V—A H—FK (IPSG) %
FEALRNTLIEE N,

AZT 4 v 7 KA N IPSG %, IPSG O#BE%E DHCP Tl AX T 4 v 7 REEICHET 5 H D
T4, ZHETHOIPSG (. DHCP AX—tE L ZIC LV E SNy FY AEHA LT, AL v F o8
MEINTEARANERIEL TWE L, RAMPOLEZEFELIEN I 70 v 7055, G272 DHCP %kl
BT T rFey FanEd, 20XV T4 HEICL-T, V=T 47 &R0 A Y2
AHE =T AALEDOIP bT77 4 v 7 BHIREINET, ZOMAEIX, DHCP AX—E 27 A VT 4
VI T EAR—Z BIXOFETREINTZIP V=AU T 4 v TIZESNTC N T Ty 02T 4
NEY T LUET, BiN—Ya o IPSG Tld, IPSG #BES 572912 DHCP BRENMIE T LT,

2ET 47 ARAMHIPSG Tix, DHCP 72 L TIPSG ZEMES B A Z N TEET, RET 4 v 7
RAANMHIPSG iZ, F—MACL ZA L A= FT DD IPT A A T vF 7 =7/ b
VIETFELTWEET, TOAL v FIE, HESNIEZR— N THERREA FDY X M &#FEFT 2720
{2, ARP VU7 A b, F73FDOMDOIP Xy MIHESWTAZT v 7 = MY EERLET,
7. BESNTEFR—NI NI T4 v 7 BRETEBRARANOEERET D ELTEET, ZITLA
¥3ITOR—F X2 VT4 LALTT,

2ABF 47 RARFBIPSGIZFAFTIv I FARLYR—KFLTWET, ¥4 FI v FR KR,
IPDHCP AX—t' 7 T—TNWIZFET S DHCP RE DY ToHNZIP T KL A%2ZIET5L, IPT
NRARX TR 7 T=TNVERCZ NI E2FELET, A¥ v 7 {LRETIE, vA¥—D7 =—
WNE—=N—=NHETDHE, AUNK—NIERSNTEAYT 4 v 7 RANDIP V—A H—F x|
Vi, 2O EFE5%Y £7. show ip device tracking all 74 EXEC =~ REZ ANTH L [P 734
A NT X T TN, IO PR ACTIVE THD ERRRINET,

~

GE) BEOXY NI —27 AL B —T 2 ZEFHDOIPHRAMDO—HIT, XY FT—2 A F—T =
A AN T2y NEFEATDHZENTEET, ZOmEhery NMIE, YV—A T L X
LT, BMDOFRAN X2y hU—F A2 —T 24 AZADIP T KL A, £721X MAC 7 RL AR
EENET, OBy NI AXT 4 v 7 KA NHIPSG MR A MMOEHRE S, TR
IP7RLVAARL T4 TEFIIMAC T RL A RAL UF 4 PN EEENT, BEhe A
VT4V TPERENDRNERY Y, RA ML DES Ny FOTEANEBIREYS D IR
IZOWTIE, SIS T DAL —FT 4 VIV AT AERY NI =T A F—T 2 f ADR H—
WZBHWEDELLTZE N,

B, AXTF 47 FANBIPSGIZACL R—ZADAX—VE L7 AH=RAN%E LT, B IP A
AT 4T FREIEMAC AL VT4 v T HFHLET, IP XA T 47 21X MAC N1~
T4, ARP X7y b, BEORIP X7y MLV, AEZT 4 v 7 RAMMPLEEINET, Zh
BIITANARA NI ovF T T R—RRGFEINET, HESNIA— N TEIZEE, 238
BINCRESNIZ IP 7 RV AOEBPRKMICE LGS, BTLWIP 7 KL AEREO/7 » MIT T,
N=Ry=TIZXY Fey7a3nEd, MorOBEETBEI SN, Fl2ide Roloh A M &R
5729, AFT 47 FAMFIPSGIZIP T A A T oF U 7EIEA LT, BIBICEE L IP
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| £22% DHCP H&UIP Y—R #i— FlllenBE

PY—=x A—rFoxe N

TRVANRNL T 40T x—0 7 7o MLET, ZOMHEEIX, DHCP AX—E 7 L & HIcfli A
TEFET, HEAS T 47, DHCP R A RN EAXT 4 v 7 RA MO FITHR SR — FZ
fExiEnEd, 2EzxE, N UT AT TAAA T vF T T —H_—Z L DHCP A X—V
VI NRAUT 4 T TR AW G IREINE T,

Ny I &y =
IPYV—X HA—FDEE
o [FT73N+DIP YV —A H—F&FE) (P.22-19)
o NP Y—RA H— RREROEFFHE) (P.22-19)
o ([P V—RA H—FDAFx—7 4] (P.22-20)
o (22T 4wV RANHIP V—2 H—Fo#HxE (P.22-21)

FIAILEDIP V—R H— F&FE

IPYV—AH—FKiZ, 74NV CTET 4 =T NVITEREESNTWET,

IPV—X #i— FERERDIEFEHA

o RET AT IPAL T4 TE, FN—T Y RA— M TRETEEST, L—TFT v R AV
% —7 = A AT ip source binding mac-address vlan vian-id ip-address interface interface-id 7
B—sL ar 74 ¥alb—vary avr ReANTLL, ROTT— Ayt —URRRINE
R

Static IP source binding can only be configured on switch port.

o EETXTIP7A4NE YV ITHEEZFDSIP Y —A H—KKBRA v H—T 2 ATAF—=7LZENTWH
DHE. ZDOA v HZ—T 2 A ADT 7 AVLAN T, DHCP AX—¥V 7% Xx—7 /LI LTH

SHERHY F9,

o BHDOVLAN 2> T 00 A v H—T =2 A LTIP V— xﬁ—F‘%/M’"\ Tz, Thb
4 _T?® VLAN TDHCP AX—t o 7% A4 X —T7 /N LTZHE. 7_3TH VLAN I, =E7T [P
TRLVRA 74V ZREHINET,
~
GE) IPY—AHT—FRAX—TNMZEINTWVWDEEIZ, hTFv P f X —TxAAD VLAN

ETDHCP AX—V o 7oA 3x—T, $ET 48— M LIBE. AL v F L@y

WChTF T4 T BT ANANE) T TERWARRERD Y 77,

e EEILIPBLVOMACT RLA T4 NEZ YU TIZEDHIP Y —A H— RaeA X—7MZT 5HITIX
A HZ—=7x2AADDHCP AX—E U T LR—bF ¥F2 VT 4 A RX—TNVITDIRLERHY F
9, F7. ip dhep snooping information option 72— N\)L 27 4 X2l —v a3 av s N
AJIL T, DHCP ¥ — N ZHEERIZ Option 82 AR — FSE LM ELH Y £, MAC T KL R
TANEZY T EHIZIP Y —A H— RaeA X =7 MILEHE, DHCP AA MI LD U —27
BAIINAET, ZOFAMDMAC T RLRFIFEHEINETA, T—DOERZA MNMIANT Y M &
kT 5854, DHCP AX—E 71X Option 82 7 — X # i LC, &RA F AN— hZi#H L ET,

o 54 _X—KVLAN BBREINTWAAL L EZ—T 2 A RIP V—RA H—FEBRELELEES, R—
M EX2UF I3 R— FERERA,

e FEtherChannels CiZ., IP Y —AZ H— RFiZ¥HrA— ST A,
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$£22% DHCP LU IP Y—R H— FlEEOERE |

W py—xH—FoEE

Z OEREIE. 802.1x N — FR—ZADFIENA X —T MIZESN TV DHEITA F—T /M TE ET,

Ternary Content Addressable Memory (TCAM) = bt U OB KHEZ % 728546, CPU Off
AL £,

A F AR T T, AZ T AN AU H =T 24 AZIP VY —A H—FKBRREINTWDHY
£1Z. no switch stack-member-number provision 72—/ a7 4 Fab— gy avy N
ANTHZEICESTAAS Y TFREZHIRT 2L, AV F—T 2 A RARET 4T NA T 4V
TISNA T 47 T=7NVnbHIRENET, EfTar 74 Fab—rarnbid, Hiksh
Ft A, switch stack-member-number provision =2~ REZ AT HZ LICL->T, A vTF&FH
E7uoveya=v7LERa. MUy T a3 EnIsnEd, FErarvaXab—varyhnhn
NA T 4 v 7 EHIBRT 51201, no switch provision 72— L a7 4 Fal—vay avy
REANT BRI, IP V=2 H—F&ET 4 =T NCTIRERHY T, A VX —T oA AR
NA T4 T T=TANOHIRENDHCAA vy F R r—FRand L, RELHIRSNET,
TREYa =y T ENTCAL y FOHMIIONTIE, (A% v 704774 FE] (P5-8) 25
RLTLLEE N,

IPYV—AH—FK2A~—h uXo 7a2RETIHELE, BESNTZT FLARL DHCP IZL» THFE X
N7 RVARDUSANDEGEITLT RV AEFOTy MIEG I, 20/ v FOKNED NetFlow

IWNEEEIZEEINET, ZOBEEZRETH2HEIE. Av—F aX I/ n 7o — LA rx—

TN TS Z L EHERLTLLEE Y, Zv—h XU FOFEMIHOVWTIE, [A~—F 2 ¥
YITDOFRE] (P31-14) 2SR L T &N,

IPYV—X A—FD4Rr—T)LiE

¥ #E EXEC £=— R TBAAL £7,

= B8
A7971  configure terminal Fa—n) ary 7 4 F¥al—ay T— REBEBLES,
Z7972 interface interface-id BEF AL R —T e f AEEEL. AV F—T A A AT 4 X
L—var E—FamLET,
A7373  ip verify source [smartlog] EETXIPT RLRA 74 AHY U TICEBIP Y —A H— RaA F—T /b
F7 0 WZLET,

ip verify source port-security

o (EE) Fmy7aINi/ Ty FONE% NetFlow IUETEREIZ%(E
TAHLICAA T ERET AT, smartlog # AT LET,

EETXEIPBLOMACT RLA 74 AZ Vv 7LD IP Y —R H— R
A F—T NI LET,

ip verify source port-security f > ¥ —7 A X a7 4 F¥Fal— 3
vaAavw  REMHALT IP Y —AH—FER—F tXF=2 VT 4O
EAX—T VT 25EEITRO 2 SICEEL T LSV,

e DHCP ¥—/ \i% Option 82 # ¥ AHR— F T HLERHY 9, ¥KR—
FLTWRWEE, 7747 MOEIP 7 RLAZEY B THZ L
NTEEHA,

e DHCP %7 v F® MAC 7 FL AN, ¥F%27 7 RLRE L THEH
ENHZEEHY E¥AL, DHCP 75947 D MAC 7 KL AR
X7 T RLRELTERENDIZIE, AA v FHIE DHCP
T8 NTT 47 EZE LIEGEET T,

AT97F4  exit

Jya—r ) ar74X¥al—ay T—RIEY ET,
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PY—=x A—rFoxe N

avwyFk

B

A7975 ip source binding mac-address vlan ABTF 4T IP Y—ANRAL T 4 T EBMLET,

vlan-id ip-address inteface interface-id

AT 4T RNA T4 T8l zna~vry RE AN LET,

A7976 end

FiHE EXEC E— RIZRD £,

27977 show ip verify source [interface IPY—2 H—ROFEEMBLET,

interface-id]

A7978 show ip source binding [ip-address] AA v F | BED VLAN., FI3HEDOA v H—T oA A LIZIP YV —
[mac-address] [dhcp-snooping | static] |z (4 o F ¢ o FEFRRLUFET,

[inteface interface-id] [vlan vian-id]

A7979  copy running-config startup-config ({ER) a7 4FXalb—ray Ty A VIIHEEEZRGTFLET,

BELIPT RLA ZAANZ ) TICED P Y —A H—K&T 4 B—7 /T 5L, no ip verify
source f ' H—7 A A AT 4 Fal—ar avry RefEALET,

ABT 4w IP Y —=ANAL T 7 2 b ZHIBRT 121X, no ip source 7 m— 3L a7 ¢
Xal—varyavwr ReEHALET,

WIZ, IPY—RA H—FRLEEETIPBLOMAC 7 4 V%Y 7% VLAN 10 83X X VLAN 11 TA
F=T N T B ERLET,

Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Switch (config) # interface gigabitethernetl/0/1

Switch (config-if)# ip verify source port-security

Switch (config-if) # exit

Switch (config)# ip source binding 0100.0022.0010 vlan 10 10.0.0.2 interface
gigabitethernetl/0/1

Switch(config)# ip source binding 0100.0230.0002 vlan 11 10.0.0.4 interface
gigabitethernetl/0/1

Switch (config)# end

ABT4v9 RAMAIP V—R #i— FOEE

e [LAV2T I BAR—-FCTCORET 47 RANHIP VY —RA H— RFO@RE] (P.22-21)

o [FFAX=FVLANKA DL K= LEDRAZT 4 7 RALDIP YV —R H— KDORIE]
(P.22-25)

LANY270AR—FTODRET4Y Y RAMAIP V—X Hi—FDHRE

~

(E)

ABT 4 v 7 BFANHAIPSG #E{ES 512X, ip device tracking maximum [imit-number A > % —
TxA A a7 4Xalb—ray avry Faelo—VVIRETHILERNGD ET, {0 F—T =4
ALETIPTARARA T oXR o T a—rIA 3= ET, FHRFIPT AR T oF T
ODERBEFEET, F—METZ0avr REFEHRETDLE, A¥T 427 FA D IPSGIXED
AVE—=T A ANBDIP FT 74y 72T _XTHEGLET, ZOBEMBE, RET v 7 FARD
IPSG 77 A <X—hk VLAN "R b A— b ECER SN2 GAICHEAINET,

¥t EXEC £— FCIROFIREZFITLET,

| oL-26593-01-J
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W py—xH—FoEE

avwvFk B#

A7971  configure terminal Jao—s)L arZ 4 ¥al—vary T— RefBLE
kR

A7972 ip device tracking IPHRARN T—TNEANZLIPT AL A MTwFHy
THhT =N, F =T LET,

A7973 interface interface-id AVE—Tx2AfA A AT 4 Falb—Tary ET—NeH
ﬁ“ LET,

A7974  switchport mode access — T ®ALELTERELET,

A7975 switchport access vlan vian-id ZOR—MHD VLAN 2% E L £,

27976 ip verify source tracking port-security MAC 7 RLA T4 NEY T EHIZARET 497

ARARMHIPSG A F—7 M2 LET,

(3¥)  ip verify source port-security - > % —~7 = A
A aryZ4Fal—varavry REfAL
TIPY—=AT—=FER=F EF2VT 4D
Wi )5 % A X —T T DA

e DHCP #— 3% Option 82 ¥ A — b T 545
WY ET, YR—-FLTWRWEGE, 774
TUMITIP 7T RLAZED Y THZ ENT
xFEHA,

e DHCP X7 Yy FO MACT RL AN, X7
TRLRELTEREINDGZ LIZHY THA,
DHCP 7 947> FDOMACT KL AREF =
T T RLRLELTEEEINDITIE, A vTF
NIEDHCP T—% b T 7 4 v 225 LT1=%
BT,

A7977 ip device tracking maximum number FOR—FT, IPT AR N Tovx T T—T70 0k

DHFRIENDAXT 4 v 7 IPEDOEREZRELET,

FRETXHHMIX 1 ~ 10 T, HKAfHEIEX 10 T,

(G¥) ip device tracking maximum limit-number A >
R =Tz AT 4 Fal—ragryavws R
ERETHLENRHY 7,

A7978 switchport port-security EE) ZOFR—bsOKR—F X2 VT 42T 7747
TLE,

27979  switchport port-security maximum value (UEE) ZOFR— M7 25 MAC 7 N L 2D KIE%
BELET,

279710 end ¥t EXEC £— FICRED £,
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PY—=x A—rFoxe N

avwyFr B&
A797 11 show ip verify source interface interface-id REXMRL, A¥T 47 KA MIXT 2 IPSG 7F
A ACL z#/R LET,
A79712 show ip device track all A v F A E—T A4 A LDIRESNIZAA MM
[active | inactive] count T2 IP/MAC A T 4 VT HFR LT, RIEZ R
LET,

s TIUT 4T THARLDIRT 7/ 747721P %
ZIETMAC XA T 47 = M) ETEFRRL
9

o BT IT 4T THDILDITRTC HET I T 4772
IP £72 X MAC XA T 47 = N 2T &E
A~LET

o ITRTC:TITATRBILCIET VT 4772 1P 7=
IIMAC A v F 47 = N 2FRFLET

WIZ, AV E—T 2 A ALTRAEZT 47 RAMafoTIPSG 2 IET 2027~ LET,

Switch(config-if)# no ip verify source
Switch(config-if)# no ip device tracking max

WwIiZ, R—=hhETAZT 4 v 7 KA EFSTIPSG A F—TNMIZT B2 RLET,

Switch(config)# ip device tracking
Switch (config)# ip device tracking max 10
Switch (config-if)# ip wverify source tracking port-security

WIZ, VA Y2T 7 BAR—FTIP 74V FEBHEHLTCAZT v 7 A MHIPSG & A x—7LZ
L. A Z—=TxAZGi0/3 THERRIP A 0T 4 v T 2R T D0 2R LET,

Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch (config)# ip device tracking

Switch (config)# interface gigabitethernet 0/3

Switch (config-if)# switchport mode access

Switch (config-if)# switchport access vlan 10

Switch (config-if)# ip device tracking maximum 5

Switch (config-if)# ip wverify source tracking

Switch (config-if)# end

Switch# show ip verify source

Interface Filter-type Filter-mode IP-address Mac-address Vlan
Gi0/3 ip trk active 40.1.1.24 10
Gi0/3 ip trk active 40.1.1.20 10
Gi0/3 ip trk active 40.1.1.21 10

WIZ, LAY 2T 2782 R—=FTIP-MAC 74 VEZEZFERLTCAZT 4 v 7 R"AMHIPSG A4 % —
TR L, A v B —T x4 A Gi0/3 TEHR IP-MAC NA U F 4 VTR HERLTND, DA v & —
T2 AALETERIZELTZANS VT 4 T OREWHRT D02 RLET,

Switch# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)# ip device tracking
Switch (config)# interface gigabitethernet 0/3
Switch (config-if)# switchport mode access
Switch (config-if)# switchport access vlan 1
Switch (config-if)# ip device tracking maximum 5
( ) #

Switch (config-if switchport port-security
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DHCP & U IP V—R H— FiiieDEE |

IPYV—R A—FO%E

Switch (config-if)# switchport port-security maximum 5

Switch (config-if)# ip verify source tracking port-security

Switch (config-if)# end

Switch# show ip verify source
Interface Filter-type Filter-mode IP-address

Mac-address

Gi0/3 ip-mac trk active 40.1.1.24 00
Gi0/3 ip-mac trk active 40.1.1.20 00
Gi0/3 ip-mac trk active 40.1.1.21 00
Gi0/3 ip-mac trk active 40.1.1.22 00
Gi0/3 ip-mac trk active 40.1.1.23 00

Vlan

e

ZOBNE, TRTCDOA v HZ—T 2 A AT D IP £EMAC AN, T 47 v B BT _TER
LEST, CLLIZT 7547 2 b LTIV 47 2 VDR FE2FERLET, A0 F—T A A
THRAMRFEHEND E, ZOH LW ML, 772747 ~—208nNET, ZOKRA M EZDA
VH—T oA AMBE L, BIDOA v —T o f RTERT D E L RA M ERIET S LRI, BLWD
IPE/EMAC AT 47 2 NIRRT 2T 47 LTERINET, UBIOA VF—T oA A
TIE, ZOFRAMCHTHIENZ U VIR HET VT4 T e~—r ENET,

Switch# show ip device tracking all

IP Device Tracking = Enabled

IP Device Tracking Probe Count = 3

IP Device Tracking Probe Interval = 30

IP Address MAC Address Vlan Interface
200.1.1.8 0001.0600.0000 8 GigabitEthernet0/1
200.1.1.9 0001.0600.0000 8 GigabitEthernet0/1
200.1.1.10 0001.0600.0000 8 GigabitEthernet0/1
200.1.1.1 0001.0600.0000 9 GigabitEthernet0/2
200.1.1.1 0001.0600.0000 8 GigabitEthernet0/1
200.1.1.2 0001.0600.0000 9 GigabitEthernet0/2
200.1.1.2 0001.0600.0000 8 GigabitEthernet0/1
200.1.1.3 0001.0600.0000 9 GigabitEthernet0/2
200.1.1.3 0001.0600.0000 8 GigabitEthernet0/1
200.1.1.4 0001.0600.0000 9 GigabitEthernet0/2
200.1.1.4 0001.0600.0000 8 GigabitEthernet0/1
200.1.1.5 0001.0600.0000 9 GigabitEthernet0/2
200.1.1.5 0001.0600.0000 8 GigabitEthernet0/1
200.1.1.6 0001.0600.0000 8 GigabitEthernet0/1
200.1.1.7 0001.0600.0000 8 GigabitEthernet0/1

ZOBNE, TRTCDA L H—T oA AT DT 7T 477 1P £7=

EINTHRRLET,

Switch# show ip device tracking all active
IP Device Tracking = Enabled

IP Device Tracking Probe Count = 3
IP Device Tracking Probe Interval = 30
IP Address MAC Address Vlan Interface

200.1.1.1 0001.0600.0000 9 GigabitEthernet0/1
200.1.1.2 0001.0600.0000 9 GigabitEthernet0/1
200.1.1.3 0001.0600.0000 9 GigabitEthernet0/1
200.1.1.4 0001.0600.0000 9 GigabitEthernet0/1
200.1.1.5 0001.0600.0000 9 GigabitEthernet0/1

INACTIVE
INACTIVE
INACTIVE
ACTIVE
INACTIVE
ACTIVE
INACTIVE
ACTIVE
INACTIVE
ACTIVE
INACTIVE
ACTIVE
INACTIVE
INACTIVE
INACTIVE

IEIMAC NA T 47 =R

ACTIVE
ACTIVE
ACTIVE
ACTIVE
ACTIVE
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ZOBNE, TRTDA L E =T =24 AKTL2HT 77 4772 1P £T2IEMAC A VT 47 = |k
VETSRTERRLET, ZOFA MIET, GigabitEthernet 0/1 T%H I, KIZ GigabitEthernet 0/2
TEE) S E T, GigabitEthernet 0/1 TH#E SN 7= IP /I MAC XA T 4 v 7 = b UIFFET 2
Ta4Tev—r ENET,

Switch# show ip device tracking all inactive
IP Device Tracking = Enabled

IP Device Tracking Probe Count = 3
IP Device Tracking Probe Interval = 30
IP Address MAC Address Vlan Interface STATE

200.1.1.8 0001.0600.0000 8 GigabitEthernet0/1 INACTIVE
200.1.1.9 0001.0600.0000 8 GigabitEthernet0/1 INACTIVE
200.1.1.10 0001.0600.0000 8 GigabitEthernet0/1 INACTIVE
200.1.1.1 0001.0600.0000 8 GigabitEthernet0/1 INACTIVE
200.1.1.2 0001.0600.0000 8 GigabitEthernet0/1 INACTIVE
200.1.1.3 0001.0600.0000 8 GigabitEthernet0/1 INACTIVE
200.1.1.4 0001.0600.0000 8 GigabitEthernet0/1 INACTIVE
200.1.1.5 0001.0600.0000 8 GigabitEthernet0/1 INACTIVE
200.1.1.6 0001.0600.0000 8 GigabitEthernet0/1 INACTIVE
200.1.1.7 0001.0600.0000 8 GigabitEthernet0/1 INACTIVE

TN, TRTDA L H =T 2 A RAZHTIEDTRTCDIPTAAA A T yvF T HRANZ MO
wHERTLET,

Switch# show ip device tracking all count
Total IP Device Tracking Host entries: 5

T74_R—FVLAN KRR b R— b EDRETF 499 RRARDIP Y—R H— FOERE
~

(F) AXZT74v7 RAXFOIPSG Z##re =& 2121, ip device tracking maximum limit-number A > % —
TxA A a7 4 Falb—ay avrs ReZuo—VCRETHLENDY £, Zoavwr N
A= MR LTETLIEB, IPT AL A R TR T mrm—rULlf X2 —T7 ML TR, £
I% IP device tracking maximum ZZ DA VX —7 = A AKX L THEE L TWRWEAIZ AXT 4 v 7
FARDIPSGIZE ST, ZDA L H—T 2 AADPLDIP bT77 4 v 73T RTESINET, 20
BE, AET 47 RANDIPSGNRLAY2T78AFR—FECHEASNIHBAICOEHSINE
7

HitE EXEC E— R T, RIGRTFIELZFEITLTCLAVY 2T 7 BA R—FEDRET 4 v 7 FARD
IPSG ¢ IP 7 A NZEBELET,

=1c S N B#
27971  configure terminal S ay T 4R al— gy B NEBBLE
RS
27972 vlan vian-idl VLAN 2> 7 4 Fal—vay T— REHHBLET,
AT973  private-vlan primary 774~V VLAN %77 A ~— | VLAN #— b EIZ5k
ELET,
2774 exit VLAN 227 4 Xal—vay = RaKTLET,

Catalyst 3750 RA v F Y2 h9x7 av24Fal—>ay HAF
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W py—xH—FoEE

avwvFk B
27975 vlan vian-id2 B VLAN ® VLAN 207 f Falb— gy F—F
R L ET,
27976  private-vian isolated W8 VLAN %75 1 <— b VLAN #— b FICRE L %
D
A7y7T exit VLAN 22> 7 4 ¥ al—var E—REKTLET,
AF978  vlan vian-idl VLAN 2> 7 4 X2l —3i gy F— FEBMBLET,
A7979  private-vlan association 201 VLAN %777 A ~_X— F VLAN R— MIBE T F
R
ATYF0 exit VLAN 207 4 ¥al—vay E— Fe&TLET,
A797 1 interface fastEthernet interface-id AV B —TxAf A AT 4 Fal— 3y T— N5
BLET,
A79712 switchport mode private-vlan host (EB) "=+ 27T 4 X—F VLAN R A b & LTHE
LET,
A797 13 switchport private-vlan host-association vian-idl EE) ZOFR—FMz, fuT 5754 — K VLAN %
vian-id2 BEEEAT I E T,
A797 14 ip device tracking maximum number TOR—PFIFHLTIPTFAAS A NF R T F—T )
WRFECX D AXT 4 v 7 IP OO EREZFHELET,
HAMEIEL 10 T,
GE) ABT 4 v RAPDIPSG ##AES DI
&, ip device tracking maximum number A >
A —TxA A avwy RE7a— VIR ET D
DERH D F7,
A79715 ip verify source tracking [port-security] ZDOR—=FEDAET 47 HAMDIPSG &£ MAC T
RVA T4 NEZY) T T IT 4 7ICLET,
279716 end A B =Tz A AT 4 FXalb—vary ET— ek
TLET,
A797 17 show ip device tracking all REETERLET,
A79718 show ip verify source interface interface-id IPV—A H—FNOREEHERLET, AF¥T v 7 &
A ~® IPSG OFFF] ACL &7~ LET,

wIZ, 7T7A4X—=K VLANFKRA R R—F ETREZT v 7 RARDIPSG & IP 7 4 VE %A T —

VT o1&~ LET,

Switch (config)# wlan 200

Switch (config-vlan) # private-vlan primary

Switch (config-vlan)# exit
Switch(config)# wvlan 201

Switch (config-vlan) # private-vlan isolated

Switch (config-vlan)# exit

Switch (config-vlan) # private-vlan association 201

Switch (config-vlan)# exit

(
(
(
(
(
(
Switch(config)# wlan 200
(
(c
Switch (config)# int fastEthernet 4/3
Switch (config-if)# switchport mode private-vlan host
Switch (config-if)# switchport private-vlan host-association 200 201
Switch(config-if)# ip device tracking maximum 8
Switch (config-if)# ip verify source tracking
Switch# show ip device tracking all
IP Device Tracking = Enabled

[l Catalyst3750 R4 v F Y7 b7 A T4 F¥al—av 4 F
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IPY—X #i—Fig@gozr M

IP Device Tracking Probe Count = 3
IP Device Tracking Probe Interval = 30

IP Address MAC Address Vlan Interface STATE
40.1.1.24 0000.0000.0304 200 FastEthernet0/3 ACTIVE
40.1.1.20 0000.0000.0305 200 FastEthernet0/3 ACTIVE
40.1.1.21 0000.0000.0306 200 FastEthernet0/3 ACTIVE
40.1.1.22 0000.0000.0307 200 FastEthernet0/3 ACTIVE
40.1.1.23 0000.0000.0308 200 FastEthernet0/3 ACTIVE

ML, A v Z—7 x4 A Fa0/3 ETHEHEEINTZ S5 DOFENZ IP-MAC XA T 4 VI RFEREN
TWET, 54 X— K VLAN OBAIT. A F 4 o 712iE 7T 4~ 1Y VLAN ID 2R T S
¥4, LT, ZOHITIETF4~Y VLANID Th % 200 REICERINTWVET,

Switch# show ip verify source

Interface Filter-type Filter-mode IP-address Mac-address Vlan
Fa0/3 ip trk active 40.1.1.23 200
Fa0/3 ip trk active 40.1.1.24 200
Fa0/3 ip trk active 40.1.1.20 200
Fa0/3 ip trk active 40.1.1.21 200
Fa0/3 ip trk active 40.1.1.22 200
Fa0/3 ip trk active 40.1.1.23 201
Fa0/3 ip trk active 40.1.1.24 201
Fa0/3 ip trk active 40.1.1.20 201
Fa0/3 ip trk active 40.1.1.21 201
Fa0/30/3 ip trk active 40.1.1.22 201

CZOHNMBIE, 5 2OFRIP-MAC XA T 4 713774~ v XY DD VLAN E
WCHDHZENDNY 9,

IP V—X 7i— FIEHROTRR

IP YV —2 H— FERAFRTT DI, £ 22308 EXEC 2~ K& 1 DL EERA L £,

& 223 IPY—X #i— FERZERTS HHDIATVF

avyFk B#

show ip device tracking FTRTCDOAL L H =T 2 A RAKH L TCT 7T 4T RIPEFIIMAC A VT 47 =
MU EFRIRLET,

show ip source binding AL FEDIP V—A XL VT 4 T hFRLET,

show ip verify source AL v F EDIP V—A H— KEEEFRLET,

DHCP H#—/\ R— kR—ZXD7 FLREY HTOME

DHCP ¥ — N K— FR—2D7 RLAEI Y Y TlL, BEShZT A A 7747 b ID 72137
FGAT b =R =7 7T RFLRAICEGERLS, DHCP "4 —H %y b A v F R—+rTHRULCIP 7 F
VAZHMFBCTED L0 HHERETT,

Fv NU—ZZBASNIZA =YKy b A v Tk, EEER ST A AR 2R L £,

THOEESG R Y, —MHORETIE, 25T 3 ATREAVXNREALEZLEIX. TR EREENC, 20

X NU—7 TRV OF A ZAREEEBIMG LR T ERY $¥ A, BHIEDO DHCP E#Tig, Zo
RV OF N4 A2, DHCP E U IP 7 KL A ZEMT 2 RAEH Y /A, a2 br— oE=H

| oL-26593-01-J
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M DHCP 44—\ R— FR—ZD7 FLRABIY U TORT

Vo Tl %175 Y7 v =T, %?N4x WCBHEM T HNTZIP 7 RLAR—ETH DI & &1
LTWET, T, A2 LIT=HE, DHCP 7 947 FAREFRINIEHETEH, 7 KL 2DEY
YCliE— m@iif&#hiﬁ@iﬁho

DHCP H— N 7R— b _X—Z2 D7 RLRE) Y THERENERE SN TWIEE, ZOMREICLD., o
feh— b CxAf5 &7 DHCP A vt&— /1774’7’/hID%°&74’7’/F N—RT =7 7 FL AN
EHREINZELTH, FUEREF— MIEFEICERCIP 7 FLARRMKIND Z ERFES R ET,
lnmpfmb:wﬁJmmPN#yh@&?%?ybH)ﬁfyaymibﬁnmp7§47yb%%
BLEST, 7547 FIDA T av2aERWIIAT U MI 294 T s N"—Ru=T7 7T RL
ALV ENET, ZOWEERTETDHE, AV F—T A ADKR— B, 7747 MID &
T N—FRo=7 7 RLAL Y HELREIN, BEEOBERKRA L N THDIAL v T A= "R T7 74T
NIDZ7e £9,

TRCOFr—AT, AUR—=MIA—V Ry N F—T NV E2EHETHZ LI, SEREINTZT A A
\Z. DHCP #HTRIL IP 7 RLARE D B THNET,

DHCP H#— N = b _X—=2 D7 R L RAE Y YTHEEEN YR — h S TWb DL, Cisco I0S DHCP
Y= CT, F— FA=T f WOF— S TRERIF— PSR TOEEA,

DHCP H—/\ R— kR—ZXD7 FLREY K THHRE
o [R=hR=207 L2 F=TAOF 75V F&iE] (P.22-28)

o [R—=FR=207 RLREID Y THREFOFEEFHE] (P.22-28)
e [DHCP #— RN R— FrR—Z2DO7 RL2EY B THOA 2—7 114 (P.22-28)

R"R— kR—ZADT7 FLRA T—TILDOT I+ FEETE

774V FTiE, DHCP =" R— F_X—=2D7 FLAFID B TIT 4 =T MZENTWET,

[] Q A (== = —] ==

R—FR—=XD7 FLRE|Y JTHREFDIESIE

ZZClE. DHCP F— F_—ZADT L RE ) Y CREROESTEEAIFHLET,

1 OOR—MIFEED B TR ENTEDHIP T RLAIL 1 27T TY,

e HHT KL 2 (FANIRESNTZT KL A) L, clear ip dhep binding 72— /3L 2307 ¢ o
L—vay avwy RTIEZ7 V7 TEERA,

o FANIHREINZT RLAK, BHEOEMZRIP 7 RLAE D BTHLIZB BRI NET,
RA N 77—V CliE, FRHCHRESNTZT RLAHMEHATEEEALR, 1 DO DHCP 7 KL A 7—
ML THEEOT RLRAZHANIHRET A EIETEET,

. mﬁwf—wﬁ5$m_ﬂﬁént%ﬁm@ﬂ@éf%ﬂ@¢é(%ﬂénfwﬁw7fvx

74Ty McfRkEnT, ToMo s T4 T U MEIT ML DBV —ERAEZ TR 2o
reserved-only DHCP 7' —/L 2V 7 4 X al—vary a<vr REANTHZ LR TEET,

DHCP —/\ /R— kR—ZXD7 FLREY HETDAM 32— ILiE

A= _X=2D7 RLRED Y TE T =" VIA X =T, f v F—T = A LTMAE ID %
HENOIZAER T 221X, $5# EXEC T— R CTROFIEZEITLET,

Catalyst 3750 R4 v F YI b9z 7 av74Fal—S3v HA K
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DHCP #—S F— FR—R D7 FLRFAY &TtoZe B

=l B#
A7971  configure terminal Ja—N) ar7 4 ¥al—ary T— FEBEEL
ES AN
A7972 ip dhcp use subscriber-id client-id FT_RCOFEE DHCP A v —2 T, MAF ID 7
FATRIDE LT r— VIR END L DI
DHCP #— &R EL£7,
A7973 ip dhcp subscriber-id interface-name A UH—T 2 A ADENARNIIESWT, IMAFE ID
FEHBPICER L ET,
FEDA B —T = A ATRESNIZIMAZE ID 1L,
oa~vy RTERESNET,
A7974 interface interface-id METEAA L E—T oA AEEEL, f v F—T =
AR AT 4 Falb—vary T—RERBLET,
27975 ip dhcp server use subscriber-id client-id A B —T 2 A A LTF_TDEE DHCP A v+ —
T, MAEID B2 747 MID ELTERSR
5EHIZDHCP h—R"EFHELET,
27976 end FekE EXEC £— RIZREY £7°,
A7977 show running config REAERLET,
A7978 copy running-config startup-config (FE) avy74Xal—Yay 77 A VICEER
RIELET,
A4 v F ETODHCP A— b_X—2D7 FLAEID B THE A RX—T7WIZL72#% T, ip dhep pool 7
B—sL arZ 4 ¥al—vary avy REHEHLT, IP7 FLAOEEID Y TE, 7747 b
~OBEATT ZITWE T, DHCP 7' — A L HANIHRE S NI TRI~DOF D Y TEHIRT 572012,
reserved-only DHCP 7'—/)L 207 4 Xal— a3y a~vr REARNTLZENTEET, *v b
V=27 £33 7=V EORFADO—MTH 2 FRINTWRWT FLANRZ T4 7 v Mot sn g,
mor 747 MET =ML — 222 T bhEFTA, ZOavy FOANZEY, 2—Fi3,
HEDOIP 7Ry baF L, DAL v FDI T4 7 2 b OERE R T 25 DHCP 7 — /L & £
DAL I FDITN—THRETEET,
IP7 RLAZHANCEID YT, ZhE AT —T oA AL THAIEND 7 74T > MCHEEMIT DI
%, F#E EXEC E— FCTROFIAZIATLET,
avwyk B
A7971  configure terminal sua—)ar 4 ¥al—var T—FEEHBL
ES N
27972 ip dhep pool poolname DHCP —/ 2y 7 4 F¥alb—3 g E— &tk
L. DHCP 7= VD4R ZEL L ET, T—41Z
XA 7223055 (Engineering 72 ¥) 721385
(0728) EATEET,
27973  network network-number [mask | /prefix-length] DHCP 7 RV A F—LDOH TRy b Ry NT—IF
v AV ERELET,
A7974  address ip-address client-id string [ascii] A H—T oA AL TEESNEZDHCP 7 547
FOIP T RLAZTPTRILET,
string : ASCIL i, FE721% 16 EHEEOWT 1T
R

| oL-26593-01-J
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AT975

ATv7 6
ATy 1
AT978

[l Catalyst3750 R4 v F Y7 b7 A T4 F¥al—av 4 F

avwyFk

B

reserved-only ({£EZ) DHCP 7 KL A =L Tix, PR &ENE=T

RUVAPZFEFERHLET, T 740 FTIE, 77—
7 KL RTHIR S E A,

H#E EXEC B— NIZEY £9°,

show ip dhep pool

DHCP 7 — ViR E & B LE T,

copy running-config startup-config

(fEE) 2v 74 Falb—vay 77 A VICREE
BRAELET,

DHCP R — h _X—=2D7T KL AE|D ¥ T% T & —7NIZF 5T, no ip dhep use subscriber-id
client-id 72— L av 7 4 Fal—vay avr REEHALES, MAH ID O HEAE/RE T «
& —7 /27 5121, no ip dhep subscriber-id interface-name 72—/ 3L 27 4 X2 L—a v
av o REFERALET, A 0¥ =724 X ETMAFID 27 4 £—7/WICT 5121E, no ip dhep
server use subscriber-id client-id f ' #—7 A4 X a7 4 F¥al—var a<wr REHEHLET,

DHCP =025 IP 7 KL ADFH & HIBRT % 121E. no address ip-address client-id string DHCP
TF—=Narz4Xab—varyavry REFEHLET, 7 FLVRA =V Z2IEHIRICEE T 5121E, no
reserved-only DHCP '—/L 27 4 ¥ a2l —v gy avry REASJLET,

WOFTIX, IAZE ID NHEANICAER S, DHCP — N2 DHCP A v —YND 27 547> k1D
T 4= RE—EEHE LT, FoRboiz, MAEZEOID 2EHLTWET, IMAZEID i1 ¥ —
TxAADY a— MHIESEET, £l VT4 T MOFEFED LY TEINZIP T R LA
10.1.1.7 T,

Switch# show running config
Building configuration...
Current configuration : 4899 bytes
|
version 12.2
|
hostname switch
I
no aaa new-model
clock timezone EST 0
ip subnet-zero
ip dhcp relay information policy removal pad
no ip dhcp use vrf connected
ip dhcp use subscriber-id client-id
ip dhcp subscriber-id interface-name
ip dhcp excluded-address 10.1.1.1 10.1.1.3
|
ip dhcp pool dhcppool
network 10.1.1.0 255.255.255.0
address 10.1.1.7 client-id “Et1/0” ascii
<output truncated>

wIZ, TR Y TENET FL A2 DHCP 7— v TR EShzfiE R LET,

Switch# show ip dhcp pool dhcppool
Pool dhcp pool:
Utilization mark (high/low) : 100 / O

Subnet size (first/next) : 0 / 0O

Total addresses : 254

Leased addresses : 0

Excluded addresses : 4

Pending event : none

1 subnet is currently in the pool:

Current index IP address range Leased/Excluded/Total
10.1.1.1 10.1.1.1 - 10.1.1.254 0 / 4 / 254

0OL-26593-01-J |
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DHCP #—S F— FR—R D7 FLRFAY &TtoZe B

1 reserved address is currently in the pool
Address Client
10.1.1.7 Et1/0

DHCP #—/3 i — b _X—=Z2 D7 K L 2E Y 4 THREDOBRE D FEMIZ OV TiE, Cisco.com (27 7 & A
L. [Search] 7 4 —/V RIZ [Cisco IOS IP Addressing Services| & AJJL T, CiscolOS Y7 ho =7
=2 T VEBRLTLLEE N, =27 /UIk® URL »H b AFTEX £,
http://www.cisco.com/en/US/docs/ios/ipaddr/command/reference/iad_book.html

Catalyst 3750 RA v F Y2 h9x7 av24Fal—>ay HAF
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W DHCP 4— 1\ R— FR—ZOD7 FLREIY BTHOERT

DHCP #—/3 iR— FR—ZD7 KL REIY ZTHERF
DHCP #—/% H— b _—=2 07 FLAHI) STl A RRT 5I101E, & 22-4 OF#HE EXEC 3~ K
& 1oL LA LET,

& 224 DHCP R— FR—ZD7 FLREY 4 THBRERTT HHDaAT UK

avwv kR B
show interface interface id BEDA LV EZ—T 2 A ADAT—EZABIOERTELEZERLET,

show ip dhep pool
show ip dhcp binding

DHCP 7 KL 2 F— L& FERLET,
Cisco IOS DHCP — _TOF7 RL A XA vF 4 v T hFERLET,

Catalyst 3750 R4 v F YI b9z 7 av74Fal—S3v HA K
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