CHAPTER
AAYF AN—XBEEDHRTE

ZOETIL, Catalyst 3750 A A v FICAA v F R—=ARFEEHRET D2 HFIEICHOWTIHHALET, FiC
R LRWIRY , X7y FL VI HEEIEL, AZ Y RTuy AL v FBLIOAL vF AX v 7 2B LE
T

ZOBETHMATHNEIL, kO LBY TT,

o [AA v F~DORETZ®ADIE] (P.9-1)

o [%5# EXEC a2~ R~OT 7 £ ADR#) (P9-2)

o [TACACS+ 2L DAL vF 727 A2DHIfH] (P.9-10)
e RADIUS (2 kB AA v F 77 ADH#H] (P.9-17)
o [Kerberos ICk B A A vF 77 ADHI#H] (P.9-40)
o [AA yFor—NVEEE L OFFAIORE] (P.9-45)
e I[SSH Db DAA v FDRE] (P.9-46)

o [SSLHTTP O7=DAA v FDF&E] (P.9-51)

e [SCP DI=bDAA »FDF%E] (P.9-57)

AAYFADRET I EADIFIE

REZ—=PIZLD, AL v FOHFRECHEEFEROMELSIETE 4, —HNITIZ, *y b —2 %
HENOAL v F~DOT 7B AEHT 50, FERPMA—FEHANTRy NT—IH8 BB H A YV
Ty TRt =, VIUTNA AR EBEBL TRy NI ANLERT 22—, Fido—
HIV Yy N =T NOMKREIIT =7 AT = a VbRt 22 —YPICk 27 722 HIBL %
7

AA o F~ORIET 78 A%ZHIET HIT1E, ROEF 2V T 4 #e%E 1| DEITEERELET,

o HIEBOEXF2T 4L LT, AL v F R—FTRAT— RNBIUOMHERZRELET, 2o
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V=% 7 THRAZAPRLET —FR_R=2A M L T2—VRIEERE (BEIE U THFTERS)
/HZENTEET, FHMICOVWTIE, [TACACS+HIZ LD AA vF 77 ADH#E) (P9-10) %
LTS ZS,

o Flo, RMLIm A v EITE R ISR T o0 7 A VIEEBREL A X —T T L TEE
T, B A YRR, RELEEEOr A4 R LT L, ERUBEOe A VTR T
0y THEDICRETDHIEHTEET, FMICOWTIE, kD URL @ [Cisco [0S Login
Enhancements] ZZM L T 723V,
http://www.cisco.com/en/US/docs/ios/12_3t/12_3t4/feature/guide/gt login.html
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Fy NI =7 TEWAKDT 78R 3 ha—)LEITH R FIET, XAU— &AL THER L~V
ZEIVYBTCHZETT, NAT—FREIZE->T, Xy MU= FRERY hT—T TANALA~NDT
JEARHIBRBENET, HBLLZE->T, Xy U= TSR T A %, 2—FREDX
Vpav REFERATE IR ERSINET,

GE) CZZCTHEMTZa~r FOBEZOEEHGEOFEMIZ OV TIE, Cisco.com T, [Cisco [0S Security
Command Reference, Release 12.4] %# ML T Z &,

2T ROBEICOOVTHALET,

o [FT73NhDONRAY— REBIOHER LN AEEE] (P9-2)

o [(RAT 4w AF—T N NRAY—RORTEEITIEE] (P9-3)

o MEBICE DA X—TNBLIOAS F—T N =2 Ly h R2U— RKOE#] (P.9-3)
o [INXRT—REEDOT 4 E—7 0t (P.9-5)

o [HEREIBCKTT % Telnet /XA U — RO E] (P.9-6)

o [a—VH LT~ FOTOFHE] (PI9-7)

o [HEOHERL~LORE] (PI-7)

FIHXIEFDINRAT— FEXIUVHER LARILEE

# 9-112, T74NFDONRAT— RBXUOMRL VR EEZ R LET,

= 941 FIAIWEDIRRAT—FBEUERLRILERTE
H#eE FI4I FRE
A F =T NRAT— B LUHER L ~L NRAT— RIIEHZBINTWVETA, T 740 MIL~UL 15 T (B

EXEC L ~V), RRATU—NKNE, ar74F¥alb—var 774 LNT
RS S TOZRVREE T,

AX—=TN =Ly b RRAT—=RBIUOHR |[XRAT—=RNITEBEBINTWETA, T 740 MILV~L 15 T (Kl

L~ EXEC L ~v), R"RAT—RE, BEbshThbary7 s ¥alb—
VI ANMIEIRAENE T,
AR AT — R INAT— RIERINTWVERTA,
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R EXEC 37> F~O7 7 t205E B

ARATFA YYD A R2—TIL NNAT—FOHREF-IILEE

A =T NAT— KL, B EXEC E— R~DOT7 VA5 HIELET, A¥ T4 v A F—T L %
AT — REREEITEES 2I121%, F5H# EXEC E— FTROFIEEZFATL ET,

avy kR

E[:3)

27971  configure terminal Ja—) ar7 4 X¥al—vary T— RFERBLET,

A7972 enable password password it EXEC £— R~DOT7 7 ZHIZ. HTLWRAT — RETEET D),

BFEONRAT— FEEELET,

T 7N R TIE, XAV —RIEZBESNEE A,

password \Z1E, 1 ~ 25 XFOFEKFOA N VT2 HELET, A b

Vo 7B THbA LT TEERA, KXFE/NXFEXBIL, A

NR—REHHTEETHR, S‘Eﬁ/’v\"~7\ TG S ET, BRSF (2)

L, NAT— REERT 25612, BRFOFNIC Ctrl+v 2 A3 idfE

HT&xEd, =& 2iE, X 7_ I\ abc?123 ZERLT 5 & X1, D L
W LET,

abe z AL £,
Ctrl+v z A L ET,
2123 Z NI LET

‘/X?Aﬁ%% F—T N NAT— REANTDHEIITRD N HE,
B ORINC Crl+v Z ANT 24T, NRAT— RO T a7 M
FDEFE abc?123 L AN TE £T,

A7973  end

¥t EXEC £— FIZRED £,

AZ7y74  show running-config MEARMERLET,

A7975 copy running-config startup-config EE) =27 4Falb—vay 77 A NVICREERTFLET,

A =T RRAT—RIIEELENT, AL vTFDar7 1 Fal—
vary 7y ANNTIEHEAMD Z ENTELHRETT,

RAT — RZHIFR9 5I21%. no enable password 72—/ 3L 2> 7 4 Fab—T 3y a~vy K&
LET,

WIZ, A F—T I NAT— R& [Ju2c3kdy5 \CEFETHH 2R LET, ATV — RIS LENTEDL
T LI5S OT 7 ARG Z5NET (EROFHE EXEC T— K 77 & A),

Switch (config)# enable password llu2c3k4y5

EEEICEKBAMRF—TILELIVSR—TIL =9 Ly b RRT—FDRE

BMOEX207 4 LAYE, FRHCRy N —27 28X 5320 — R TFTP = NCREFES LT
HRAT — Rkt L TR ET 535A 121X, enable password £ 721X enable secret 7 = —/3/L 3/74’
Fal—raryavwryRefTEEd, a<r FoERAREELBRAETYT, Z0a<wr R
BELEN/RAV— FE2RECTEET, FHE EXEC E— F (F 74+ /L FaRE) if_i%m@%ﬁﬂv
NUET 7R AT H2—WE, ZONRT—REANTLLERDY £7,

FVEERKE BT AU XAMEH S D DT, enable secret 2~ REEHTHZ &2 HRLF
\?AO
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enable secret =~ F&RE L7ZHA. 2D~ i enable password =~ > F XV H LS E
T, RFHZ2 2Da<wr REFIIZIXITE EHA,

AF—TNVBEOA X—=T N v =2 Ly b RAT— RICHEBLERET 2121, ##H EXEC £— R T
WOFNEEFATLET,

avy kR

E[:3)

27971 configure terminal sua—)ary 7 4 ¥al—vay T— FEBEBLET,

27972 enable password [level level] {password | b EXEC B— R~DT7 7 A2, HTLWARAT — %
encryption-type encrypted-password} EHRTAD, BEONSAT— RELEHLET,

F2X

F72X

enable secret [level /evel] {password | —2 Ly b RAU— REEZE L., EREE TR E M
encryption-type encrypted-password} LTIHREFELET,

o (EE) level [THRETE AHIPHIZ 0~ 15 T, L~Ub
1 Ni@H O — EXEC E— RHERTT, 741k
LUl 15 T3 (Fi#E EXEC &— RHEMR),

o password (213, 1 ~ 25 LF-OFEHFOA Y 7 & fi
ELET, AN 72T THOD LT TEEE
o RIXFENXFERNL, AXN—REMHTEE
T, FATAN—RFER S NET, 7740 TR,
NAT— RFEIERENET A,

o ({EE) encryption-type \Zi%, ¥ A2MB OKEFLT v
S RNThBAAT 5 LMEATE A, EEL
AT EBETDIHAF, R bahiz AU —F%
ATV ERDY £9, ZOREE/ AT — i,
BIDAAL v FORENS AL —LET,

GE) MBI ZATHBELTCIIUVT TFA L NAU—
K2 AT LI25A1EL, B O%E EXEC £— FEBA
THZELIITEEH A, M {bENTZ AT — R
Kbh-HaIE, Coki Bk TchbRETHZ L
IETEEHA,

A7973  service password-encryption (L) NAU— REERTH LS, $RARELRETS

LEIC, NAT—FziEs{b L £,

WELETTD &, BT 4 Fal—a Ty LNTA
20— FBHHEY REARRIC R DD EPIETE 7,

A7974  end

F5HE EXEC £— RIZR D £,

A7975  copy running-config startup-config (FEE) 274 Fal—vary 77 A VICREERFELE

\?AO

AF—TNEBIOAX—T N v—27 1Ly b AT — ROMAEDREBZEINTWAES, 2—WFiFA( *—
TN =Ly b RAT—REANTHLERNHD 9,

BEDHERL SNV ORAY — REERT HHE1F, level ¥— U — REFEHLET, LLERELT

NRAT—=REZRELLEL, FOLRXLVTT VAT HULEDOH DL —YETICEDNRNAT — REE LT
KTV, SEIERLVLVLTT 7B RARER 2~ FEEET 254614, privilege level 7 = — /31
arZ4Xalb—vary avy PR LET, FMICOWTE, MEEOHRLY~LokE] (P.9-7)
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INAT)—

ATy71
ATy7 2

ATy73
AT974

GE)

R EXEC 37> F~O7 7 t205E B

EHRL T &N,

RAT—= ROFEA X —TNCTDHE, 2—FHRRT— K, BFEF— NAT— R, S x—=T )L

g R ARRT =R 2V =B IOMEAERERRSA T — R 8 $_RTONRRAT — RZHEA S

ET,

NAT— K& LUV ZHIBRT 5121, no enable password [level level] & 7-1% no enable secret [level

kwqyu~ﬂw:/74%1v~ya/:v/k%ﬁﬁbi? NAT— RO EbET 4 E—7
IZ3 %121, no service password-encryption 72— 3L 37 4 Fal— gy avy REffiH

L,i“io

WIZ, HERR L1 2 12%F LTI 5 bR AU — R $18FaD038Xyti5Rkls3LoyxzS8 # iR B+ Dl %~ L E
R

Switch (config)# enable secret level 2 5 $1$FaD0$Xyti5Rkls3LoyxzS8

FRIEDT « E—TILik

AL FITWEICT VB ATED Y K a—Pid, T 740 8T, A v FOBBFRFEAFIZT—
Tat REYAI, FILWRRAT—=REANTDHZ EICE T, Kb/ AY—RERECTEE
7,

WNAT— REHET 4 £ =7 LR TIZ. ZOREO—HME2T 4 E—7 VT DI LICEV AL v TFD
IRAT — RDT 7 A% (i T%iﬁo_@% ENA X—=TNVDHE, = F =%, VX%A

BT 74NV IIPRECETZLICAELESEICRY, 77— e RCH VAL ENTEET,

AT —=REEZT =7/ L ThH, 7*F7utx JDQETAXUEF%wET%iTﬂ

Ay 74 F¥alb—ar 774 (config.text) 3L VLAN 7 —#X—X 77 AL (vlan.dat) (%
HIBR S E 9,

NAT—REEEZT 4 =7 VT 555K, = Fa—Fn7— b 7o RXZHVAALTY AT A
T 74V FOWRBICET LI RGA i, EFaT7 h—RNZar7 4 FXal—valr 774D
N7 o7 ab—%RfRFLTRB I LE2HELEST, AfvFLETCarr7s¥al—vary 7y7A

NDONy I T o7 abt—EREEFELRZVWTLEEY, VIP (VLAN hJ %7 ZFa bajn) FJ R
NRT L b B=RTAAL v TFPREEL TWEHEIE. VLAN T—HRX—R2 T 7 A )LDy 7T v 7 a
E—bEICEx 27 = NBRFELTLEE N, AL v TN VARATLADT 74/ hREIZRE-T- &

X2, XMODEM 7u ba LA LT, RELEZV 7 ANV EAL v FICFA T yu— R TEET, #

MZOWTIE, XA — REENHEORIE ] (P49-3) 2L TLEEn,

NAT— ROEIEET 4= NMZT D2, B EXEC ©— RTROFIEEZFEITLET,

avyU kR

=)

configure terminal Ja—s L arZ 4 Xal—rvar T—RelBLET,

no service password-recovery NRAT—RKOEEET 4 =7 ML ET,

ZOFREE, 7T vva AFYOFT, 7— bha—FEB LU Cisco 10S
4’% UNRT VT EATEHHEIBRIRGEINETN, 7740 VAT AT
HEaEhFEFthA, T, 2—VPRT 78 A THZLITTEEEA,

end

4 EXEC £— FNIZREY £4°,

show version gy FHEHDOREOEITE2TF v /7 T2 LI0E-oT, REEMRL

£,
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B %iE EXEC a7 FADT7 I L ROEHR

GE)

NRAT— ROEE ZF N, F— 7T HI21E, service password-recovery 7 2 — 3L 227 ¢ ¥ =
L—vay avy REFRALET,

NRATU—RFEEOT 4 v—7 k%, boot manual 7 o — )L a7 X2 L — g0 avwy Raff
FALTFHTT— T E2E5CAAL v TFZREL TWAEAITELTT, Z0avr R, AL vFD
BIROBEAKL., 7—ru—&% a7~ (switch:) #ERSEET,

iREKEERIZXT S Telnet /SRAT— FDRE

ATy71

A797 2
ATv73
ATy7 4

AT975

AT976
ATyFT

AT978

WD TAA v FICBRAEBANT D L, E@?/&7/77&7?Aﬁt@LTTP%%%ﬁD%T\:
OBFET THEATEA LT 74NV MREEZERLET, EBIZ, By Ty 7 TarJaE, A
AU — RIZ LD Telnet 77 & AHIZ X/f/?%: ZE“ﬁ”%) &%E?kbi‘é” Ty N7 v 7:177,&
DEITFICZDONRRAT — RERE LR HAIL, ZORRTavr R4y A X —T AR
(CLI) #fFHLCRETE £,

AA v F % Telnet 77 B AHFIZRET H121E., F7# EXEC E— FTKROFIEEZEITLET,

avy

T

B&

TIalb—ary V7N 2T AT PC ELT V- AT— a3y
LAAL v FDar ) —)b R— b &R L £,

oV =)L R— b DT 7 )V bDOTF—HEMEL, 9600 R—, 8§ T —H
Ey b 1AMy EY R RNUFT472LTY, a4 Tar
7 ERFRTREND E T, Return F—ZAJEIFFTHLERNSH D 7,

enable password password Hi#E EXEC B— RERMIG L ET,

configure terminal sua—)b ar7 4 Xal—vary T—REEHBLET,

line vty 0 15

Telnet & v 3 v (FfR) OBEHRTEL, 74> a7 4 ¥al—g
v E— RERBLET,

O RS AA v F T, K16 Dy a URAETT, 0 BIW
15%2EE4+5¢, FHTXH16D Telnet Ey > a3+ _XCEHRETS
ZElizh ET,

password password 1 DFEIFEEOBERRICKIST 5 Telnet /SA T — K& A LET,

password 121, 1 ~ 25 XFOFKFOA RN VI HRELET, A b
U T T THOLIEFITEETL, RUFENLTFERHL, &
N2 EATEETR, BITAR—RIEYHINET, 774V T
X, RAT—REERINTHA,

end

¥iHE EXEC £ — FIZE D £,

show running-config RELMRLET,

< K line vty 0 15 O FIZRA T — RRFRINET,

copy running-config startup-config (EE) av 74 Xal—val Iy A VICRELRTFLET,

RAT — RZ&HIFRT 5I21E, no password 72—/ 3L a7 4 Fab—v gy avr REFERHLET,

Wiz, Telnet /XA U — K% let45me67in89 \ 23R E+ DBl %R L E£7,

Switch(config)# line vty 10
Switch (config-line) # password let45me67in89
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R EXEC 37> F~O7 7 t205E B

A—HFRENNRT—RKDRT7DEHRTE

ATyF1
ATy7 2

A7973

AT974

ATy75
AT976
ATvFT

A—YPHENRRAT— RDOAT %7 ﬁf%i?o:@m71x4/%ifuﬁﬁ» RFESNET, 20O

ANTEEFREZIIR— MBS Ton, F2—VERIELET, 2 —FIEFRER. A v FIT7 7 &
ATEET, HBRL_AVEZERZLTODEHEAIL, 2T 4 L ARRT— ROKTITHEDHER L ~ L
. IS AMERIB L OMERE EHIcHv Y TH I b TEET,

Z—PHZR— 2DV AT D EFHET DL, ¥ EXEC E— R CTKROFIAZFEITLET, T O
EVAT AT, el Ay a—WL LR T — FRBEREINET,

avwyF B
configure terminal Ja—N) ary7 4 Xal—yary ET— REHBLET,
username name [privilege level] Fa—Yoa—¥4, HRL~L, R2RTU—FE2AHLET,

{password encryption-type password}

o name lZlE, ==Y ID %1 UV—RFRTHEELET, A= L3 HH
WA TE £ AL

o (EE) level IZiX., 77 v AMELR B - —FITERET HMHERL L
ZIRELET, IBETERHMIT 0~ 15 T, LU 15 TIIAHE
EXEC €E— R TOT 7 B ANAHRETT, L~ 1 Tik, =—%
EXECE—RTOT7 7 kALY £,

* encryption-type \Z1F, BEE LS TWRWNAT — RHE 5 1THE <
BAT0 &, BB (L SN RNAT— R % AICHLS HBAIL T 2fRE
LET,

o password \Z1E, Z—VBAL v FIZT 7 VAT HHEICANT DL
BEOHBHNAT—RFEHELET, NAU— NI 1 ~ 25 FT, #
WIAHAN—RAEMHTEZ, username 2~ ROFHKEDOA T 3
VELTHELET,

line console

Eell e
line vty 0 15

0 FAv a7 4 F¥al—yary ET—RElHBL, a3V —L KR—Fh
(EI#R 0) F21X VIY EfE (B0~ 15) 2R ELET,

login local

aJA O =N NAT— K Foy A X—T NI LET,
X, A7 v 72 THRESN 2 —FLRICESIETET,

LpiE

= m

end

Fife EXEC £— RIZRE Y £7,

show running-config WEEMRLET,

copy runnin

g-config startup-config (EE) ar 74 Xal—val 7y A VICRELRTFLET,

BEL—YO2—VHZEIEET £ —T7 MIZT 25I21E. no username name 72— )L 227 4 F =
v—yay:v/k%ﬁﬁbiﬁ NATU—R Fxzv I %T 42—TNIL, RATU— KRR LTOH:
Bex ATREIC T 5121%, nolegin 714> 27 4 Xal—v gy awry FeERLET,

BHHOERLARIILDETE

CiscoIOS VY7 "o =TT 74NV T 2BEONRNRAY—RF X2 UT 0 T—RKE2EHLET, 22—
W EXEC 1 X O%5# EXEC T, %~P3&K\37/%®WEVAN%16iT YECTEET, &
BONRAT—REBRETDHZ LWL, SFSEFR2—YF IA—TIZH LT EDaI~Y RADT
ERAEFRTEET,
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B %iE EXEC a7 FADT7 I L ROEHR

72 21F. < D2 —HF|Z clear line 2< > R~DT 7 B RAEFHATAHEE. LA 208X T o
EEIDYT, LoUL 2 ORRAY— RER#FAO 2 —FIZEAMA TE £J, £72, configure 2~ K~D
7’7'1?2%'J|3E%9§ﬂﬂ‘5f5/\ I L 30EFXa VT4 HEIDYS T, ZTORAT— RERLZ2—
W IN—F AT H LB TEET,

I T, ROBEIZDOWTHALET,

o [a~ FOMBRL~LVORE] (P9-8)

o [EIBUZKT 2T 740 bOHERL LD ] (P.9-9)
o MERL~L~Do A v BLUOT] (P.9-9)

v FDERLAIIDERTE

YSEVA
AFy72

A7973

AT974
ATy75

ATy7 6

Ay K E— FOMHRLNVEFRET HI11E, FitE EXEC £— FCROFIRZFITLET,

B#
configure terminal Jya—\) ar7 4 Xalb—ary T— REREBELET,
privilege mode level level command Ay ROWERLVERELET,

e modelZiX, /m—)L ary 7 4 FXal—yary E— FOEAIT
configure 2, EXEC E— FDO¥& T exee &, f »F—T = A 2
VT4 X alb—v a3y T— FOEFAIT interface &, 71 a
T4 F¥alb—vary EF—FOLEEline 2 Zh A LET,

o level IZIRETEZ2HPMIL0 ~ 15 T, L~yb 1 BEFOL—F
EXEC &— FHEBRTJ, L-UL 15, enable "X T — KN|ZXk~-T
FRENBET /A LULTT,

o command \Z1X, T 7B AEHKIR LIz a~vwr REEELET,

enable password level level password — |FERR L _NVZHKHET A A X —T N RAT— FEEELET,

o Jevel ICIEETEHHMIL0~ 15T, LUL | EFEDO2—H
EXEC &— RHEFR T,

o password \Z1E, 1 ~ 25 XFOEBTFTOA N I EIBEELET,
ANV T BT THOD I EIXTEETA, RXFENLFEK
AL, AR—AZFHTEETN, BITAS—RIBE I ET,
T 74/ N T, RAT— RIERINETA,

Fite EXEC £— FIZRED £,

show privilege

show running-config RELMRLET,

show running-config 2~ > RII/NAT— K& T 7R LXVORES
For LET, show privilege =~ R, HERL SNV OBREEZFRRLE
T

copy running-config startup-config EE) a7 4F¥alb—yay 77 A NVICREEZHRELET,

ax Y Fadh HHERL~VICE E#é& WIXNEDa~vy ROV 7Ty hCThbdavy RiET~T,
ZOLYUIZRESNE T, =& x1E, showip traffic =~ F&E LUV 15 IZRET D &, show =
<Y FBX W showip 2~ Fid, ZNENHIDO L ULIZFEE LARWIRY . BEINIZ L~V 15 IR E
SNET,

FeEDa~< > FIZOWT, 77 4/ b OHERIZETIZIE, no privilege mode level level command 7
o—N)L a7 4 FXalb—ragy avry REERALET,
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R EXEC 37> F~O7 7 t205E B

configure =~ > FZHERL UL 14 IZEREL, LUV 14 0a<wy FEERAT B IC2—FRANT
BHRAT— R L& LT SecretPswdl4 % €% T AH %2R LET,

Switch (config)# privilege exec level 14 configure
Switch (config) # enable password level 14 SecretPswdl4

BRIZXHT BT 74 FOIERLARILDEE

FIRIZKTT 5T 74V FOMHER L~V E2ETT5I120E, ¥4 EXEC E— FCKROFIEEZ EITLET,

avwy kR

B&

27971  configure terminal Jra—)ary 7 4 ¥al— gy B— FEEBLET,

A7972  line vty line

T 7t A&l RS AR R R A IR L £,

7973 privilege level level FIOT 7 40 F ORERR L~ L2258 L £,

lwd CHRETE2®MIX 0~ 15 T, L~ub 1 2MlE o= —% EXEC
— FHEFRT9, LUl 151%. enable 2TV — RNic k> TFHAI&END
7&?xv«»f¢o

Z7y74  end Fi#E EXEC E— RIZRED £7°,

A7975 show running-config EAERLET,
EJ e show running-config 2~ R/ AU— R LT 72 L-ULOHREZ
show privilege f% L E7, show privilege =~ RiL, #RL~VOBRELHRRLE

A7976 copy running-config startup-config EE) v 74Xal—3ay 77 A NIREXRELET,

a—HE, EBFRIZE 71 L, BIOHERL ANV E A R—T VTR ET D ZX Y. privilege level 7
Ay ar7 4 Xal—vay avy FEEH L“C%ﬁﬁéﬂfjéﬁﬁlﬂ\ﬂ/%i%% TEET, Fie.
disable =~ FZ2HEHATHZ L1280, HBLANLVEZIEFFL2Z2ENTEET, RIOHERL~L
DRAT— RRbipo T, 2—FXZDNRAT— FEfEH LT EOBR L~V E A FK—T I
TEET, BROBEHEZHIRT 212X, 22 Y —VEBIZE W LSV E TSR LSV ERRE L TR
AN

Bl# % T 7 4V b OHER LU RTIZIE, no privilege level 74> 27 4 ¥al— a3y avy
FEERLET,

ERLARAILAOOATAVUELURT

ATy71

27972

FRE LTCHERR L~z m 7 A % FT3H6E LICHER L~V /8 T4 51213, $5H EXEC £E— R T
WROFMEZFITLET,

avvFk B

enable level HELEMRL Ve /A v LET,
level \IZHRETE H#iHIZ 0 ~ 15 T,

disablelevel FEELMERL L ERT LET,
level \IZHETE H#iHIL 0 ~ 15 TT,
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TACACS+ [2&BRA YF 7O AXDFIH

: Z Ti&, Terminal Access Controller Access Control System Plus (TACACS+) %A x—7 /2L T
RET DHHEOW T LET, TACACSH X, F#EMRT U7 ¢ 7 ERENE L, Rikk &
WAl 7 o 2% L CRRERE 21TV 3, TACACS+ (%, Authentication, Authorization,

Accounting (AAA; FBIE, A, THATLT 4 7)) HEICIVIEEShTEY, TACACS+ &A1

R =TT DL AAA 2~ REERATLILERD D 5,

Cisco IOS Release 12.2(58)SE LI, A A » F 1T IPv6 xtits® TACACS+ R — h L TWET, H#
\Z2WCIE, [Cisco 10S XE IPv6 Configuration Guide, Release 2] @ [Implementing ADSL for IPv6 |
DOFED TTACACS+ Over an IPv6 Transport] # S L T 72X,

Z OMBEOREICE T 2 FEMIC DWW TIL, [Cisco I0S XE IPv6 Configuration Guide, Release 2J] @
lMmplementing ADSL for IPv6] @& ® [Configuring TACACS+ over IPv6] #Z L T Z X0,

~
(GE) ZZCHERT D~y RO L OMERFEOFEHIZ DWW TIE, [Cisco 10S Security Command
Reference, Release 12.4] # X O [ Cisco 10S IPv6 Command Referencel] % ZM L T IZE\,
A
GE) ZZCERT D vy ROMIE L OMERFEOFEMIZ W TIE, [Cisco 10S Security Command
Reference, Release 12.4] #ZH L T 7230y,
2T ROREICHOWTHHALET,
* [TACACS+ O#i#| (P.9-10)
* ITACACS+ OEiff] (P.9-12)
o [TACACS+ ®#E] (P9-12)
e [TACACS+ #EDFER] (P.9-17)
TACACS+ O E
TACACS+ 13, AA v FIZT 7 BALES 3 22—V ORGELZETINAT X2V T4 77V
r—v 3 T¥, TACACS+ —t A%, @H UNIX F£72/% Windows NT UV —27 27— 3 » E T
B9 %5 TACACS+ 7 —E DT — I N—ATHEHEINET, A4 v FIT TACACS+ HREZRIET 51T
IZ. TACACS+ %— 27 7 A LT TACACS+ r—REZFHEL TEB MLER’H D £7°,
~
GE) AAvF AF v 27 & TACACS+ =L DRI REREAZRET DL EMRELET, itk - T,

PERIERDAL 7 A ND 1 DINAA v F A X v 7 LHIBRENTZ5HETH,. TACACS+ —Z
T REATEES,

TACACS+ TiZk, fEO, BIOET 2 — L TOFRFE, BRI, BLOT AU T 1 v 7HRENR L S

NFEzT, TACACS+ TiE, H—7 7R 2> ha—/i H— (TACACS+ T—F ) BNEH—E R
GREE, FFvl, BELOT AU T 40 7) ZHMEICEMELES, EV—EREZBEHOT — X X—R|THE
HL., T—EVOBRIOELTEDOY—NEFRXy NV —7 CHEATE Ao — 22 HEHTEE
R

TACACS+ O HWIZ, 1| 2OFBEY —EANLEEH Oy NU—27 TR KAV bEEHTHHK
ZRAEETHZETT, AL v FiE, D Cisco V—FRT 7B A $—NE L HLITRxry NU—27 T &
A P—NIZTEXET, Ry NT—7 TR HB—NF, lHrxroOa—%, Fy NT—2FH13H 7%y
FU—7, BEOMAESERESN-X Y NU—27 LOFEFEEERLET (K 9-1 28H),

Catalyst 3750 R4 v F YI b9z 7 av74Fal—S3v HA K
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9-1 —&r97: TACACS+ =Ry FT—V HBHL
UNIX D—9 RXT—23 >
(TAC@CS+ Catalyst 6500
Y1) =X RAYF

—

UNIX J—ORFT—v 3>
(TACACS+

171.20.10.8

TACACS+ H#—I 7 FLAFHBEL T
AAYFEHRELET,
RARERELET
(TACACS+ #—/3I2%
RCREZELEY) o
AAA A =T ILIZLET,
a 7‘4 /uu\uIEji_t JRA k %1?& Lij’o
HARERRIZY X b EERLET,
. BEICHECTHABLVTHIVTA09D
T ARVRAMEERLET,

TACACS+ 1%, AAA X2 V7 4 P—ERZLoTEHIN, KOX I P — R8I LET,

o LB AVBLONARY =R EALTRT, FXLUUVBIWSE, AvE—Y FR— M
iofu:uuﬁ®%éﬂ§l1ﬁﬂ%17b\ ‘j_o

RAMEEEIL, 2=V L OFEEZFITTEET (L 2iE, 2—PLH LR U— KR ANENTE,
HEOEF, OB, —C R ¥4 7, HERRESZ2EOW OrOER 2452 LIk
Da—HER_LET), TACACS+ BFEV— b A id, 2—VEMEICA v —VEEETDHZ LT
EFET, XX, SHORRT— REHFARAY =12V, RRAUY—RKOEFTDOLENH D Z
LEra—WIZEMT AL TEET,

e W :autocommand, 7/ kA a2 bhu— kbyia B, o bhal BR—MOREE
Wolz, 2—F Eyva VEEOZ—PERICOWTE DN HI# L ET, £/, TACACS+ F#F
AHEREIC L > T, 22— RFEITTELa~r FEHIRTsZ b TEET,

o THULVT VT A, EE, BIOLAR— MIERATHHEREZINEL T TACACS+ T —F
K%%Li¢0*ka—&@%@%m\7ﬁ7y%4y7%%%ﬁmbf\t%19%4%§@
I —FOIFERNE VT X7 LY, a—FHREMAOFERERILZY T EF, TH
T 47 ba— N2k, 2—% ID, BRI O TR, EfTshiza~> K (PPP 7
E)Y, Xy ML BIOARAS MEREENET,

TACACS+ 7 h zjLid, A A vF & TACACS+ F—E VM DRIEEITV, AA v F & TACACS+
T EOTa ha Vi ETRTERLT D LIk > TR 2 EHR L7,

AA v F T TACACS+ AT 212i%, TACACS+ T —F2 Y7 MU= T HRBIHT L5V AT ANNE
T‘?‘O
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TACACS+ DEIE

2—HnN, TACACS+ AL TWDH AL v FITxt LTS ASCII v 7 A > &RIT L, RBIENMLEIZ
hhHe, MOTavARKELET,

1. BEENHSIEND &, A1 v FIL TACACS+ F—E L IIHE R L Ca—VFL4 7 a7 M2 RE L.
Inhza—HFIZRRLET, 2—FR2—PFHEZATTHE, AA v FIL TACACS+ T —F T
B L TR Y— R a7 b 2R LET, A v FIL-oTRRAY— R a7 FRERRS
N, 2—FRRAT— REANTDE, ZO/RAT— K TACACS+ F—F Ik EanE+,

TACACS+ 2L » T, 7—F v &a—HP LOBOMFTENAREIC/RY, T—FE L Ta—FaiiETE
LDETOHEREBETELL IRV ET, T—FE, 2—FH LR T— FOlALEDEEZA
NT2DEIROETH, 2a—FORBOBHERE, TOMODHAZEDLZLHTEET,

2. AA v FUIE. BKEIC TACACS 7 —EFE U N HROWT NI DISEEFET,

. ACCEPT a—PRWIES N, P—EREZBTEET, FAIELELTLIRIICAL v TN
REINTWDLHEIL, ZORETHTAENHIEINET,

e REJECT : =—¥| Mﬁéﬂiﬁh TACACS+ T —F N T, 2—PET7 7 B A2 HES
INBE», vl Ay = AEHRITTAL RO LNET,

¢ ERROR: 5‘\”—:{‘/& J:énquE‘H_ EX@&)%H#EVC 7= iT—"E/J:24 /%@FEFJO)Z“‘
T\‘7 7%% IBWT=7 —ARAELE L, ERRORISENEREINTZHEE. A v T
%[J@ﬁ{ff‘i_‘y_%uhuﬁbijkbiﬁ—

¢ CONTINUE : :L““‘]j'j: é% (2383 f %ﬁ@ﬂﬁ%?}?&’)%ﬂi@'

REERE . X%/?TﬁTﬁ%% 7»L&ofwé%é Z—PILBIMOFA 7 = — X2 A F
T, 2—H%T TACACS+ FFNIZ T ATIc, £ 9 TACACS+ REEA ERICETTAMENRL Y 9,

3. TACACSH fFr AL LA, O TACACS+ 7 —F 2k L, 7 —F 2 ACCEPT £721%
REJECT OFFA[JnZ# K LE 7, ACCEPT IGENRINTZHEIL, ZOIREIL, T0oa—FEB X
WEDQ—FRT 7 8ATE L —E 20, EXEC £721X NETWORK &> v a 5 TORMEOE
N TT—FREENTVET,

o Telnet, Secure Shell (SSH; ¥ =7 ¥ =/l), rlogin, F7/=134# EXEC —t &

o BEENTA—F (RANERIFIIAT U IDODIPTRLA, 72782 VXM, BLOa—H
A LT U NEEGT)

TACACS+ DEXTE

ZZ T, TACACS+ VKR —b+TDHEICAAL v T HFETDHHIEICOWTHBELET, KIKR,
TACACS+ 7 —EV ZHEFFT 2R A N (1 DE2FEE) 28 E L. TACACS+ FRFED HFH Y A k%m
BITHXLERHY ET, F72, fEETCTACACS+HAIBLIOT AU T 47D Y) A NE2E
ZEbTEET, FRIU A RMTE T, 22—V OFRGE. FHFAl. if:biTﬁr?‘/l\ﬁ'ﬁ%‘ﬂ@f:&)@llLﬁfik
FREERLET, FRIVRAMEFEALT, AT 2EX2V 70 v baiz | SEIIEEEE
TEBHDT, HODFEANKRLTZGED Ry 7T v VAT ABRMHEREINET, Y7 by =TI
VA NNORNOFXEZHER L C—FOFEIE, 7Frl, 7H 7y hOMFEZITVWET, O TIHE
DEONRDHSTZGE, Y7 =T EZOY) AL ROFREBIRLEST, ZoFrwRE, U A
FADFRIZ L DBEPRDT D, FRV A FDFRETRTHLE DA ETHEEET,

Catalyst 3750 R4 v F YI b9z 7 av74Fal—S3v HA K
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ZIZTE, ROFEIZHOWTCIBA L E7,

[TACACS+ OF 7 4/ ki

XE] (P.9-13)

[TACACS+ #— N th A b OFFER L OFRFESF — D% &) (P.9-13)
[TACACS+ 7 /' A ViBFEDFE ] (P.9-14)

(4 EXEC 77 B AB LK v hU—2 #—E 2D TACACS+ #F A O] (P.9-16)
[TACACS+ 70 7 4 v 7 Oidsh) (P.9-17)

TACACS+ DT 74 JL FERE

TACACS+ & AAA X, 774NV ETT 4= NICRESNET,
X2 VT 4 OREIET D72, Ry NT—=JERT TV r—a VLT TACACSH 3%

ETHILITTEET A,

j—é:l““‘}j_%um uﬁfgiﬁ—

S

TACACS+ A4 X—T NWMIZRE LTS A, CLIZHE LU TAAL v FIZT 7€ R

(i) TACACS+ D% EIL CLI 4 L TITWE T2, TACACS+ Y — NIHER L1 15 ITRE ST
HTTP Bt =3l LE T,

TACACS+ H—/\ /KRR FORES & VERREF—DERTE

FAEAIC 1 2OV —REFERATLHZEH, T2, BTFEOV— N KA M2 V—TbT 57291 AAA
=R ITN—TEERATDLEICHET Db TEET, =2 —T{L L T Eﬁﬁ%%ﬂ
KA MO Ty FEEBIRL, FFEOY —ERIZZOY—RNEHEHTEEST, =N —T1F, 7
2—/L =N KA N URNEEBIEASN, BRENTEY—RNRFXFDIP T RLAD Y X FR
HENTWET,

TACACS+ ¥ — " Zfffd 2 IP A X b Z2fFE L, (EETH SXF—2RET D121E, ¥ EXEC £—F
TROFMEZFEITLET,

avwyv R

iy

A7971  configure terminal

Ju—N) ar7 4 FXFal—yary ®— e LET,

A7972 tacacs-server host hostname [port
integer] [timeout integer] [Kkey string]

TACACS+ H—R"ZHEF+ 25 IP AX F (1 2721388 2HBELE
T, ZOavy FEEERIANL T, BhFA MDY A MEEKRLET,
V7 b T, MESNENEFTHRA MEBRRLET,

hostname |21, RA MDOARIELIZIP 7 FLAEELET,

(&) portinteger \Z1X, V—"OFR—  NESFEZEBELET, 7
7V MEIAR— K 49 TT, HETE LML 1 ~ 65535 T,

(fEE) timeout integer \Z1%. AA v FNT —F b DISEELRF
ORI AR THELET, ZNERED L AL v FIIZA LT
LTI —%ES5LET, 7740 MNISHTY, BETX HH
PHIZ 1 ~ 1000 T3,

(ER) Key string 1213, AA vF & TACACS+ 7 —F DT T
DT T 47 LB LR SHRT A0 OKTF — 2T
LET, BRI 5121k, TACACS+ 7 —E L IZF L ¥ —%
HETDOIMLENRDD 7,

A7973 aaa new-model

AAA A F—T NI LET,
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avw Uk B#
Z7y74 aaa group server tacacs+ group-name | ({LiF) J— T4 T AAA — R S —TEEHRLE T,

Z0avwry RIZEoT, AL v TFFY—R I N—T T a7 X
L—y gy '—RIZRDE4,

A7975  server ip-address (FEE) $FE D TACACS+ Y — & E R —/N 77— TGS T
F9, AAA Y —1 7L —7 D% TACACS+ —NIZH L TIDARAT >
TERBOIRLET,
TN—TDEF =L, AT v/ 2 TEHRBEFELFDLDOTRITNIER £
A,

A7976 end ¥HE EXEC £— RIZRED £,

A7977 show tacacs REXERLET,

27978 copy running-config startup-config EE) 2v74FXal—Yay 77 A NVICRERPRTELET,

fRE S i7c TACACS+ h— A E72137 FL A %ZHIFRT 5121, no tacacs-server host hostname 2

0— L arZ 4 Falb—vary avr REFEHLET, BV X ML= T A—T%HIRT 5
\Z1X. no aaa group server tacacs+ group-name 7 2 —/N)L AT 4 Fal—val avwy REMHH
LFE9, TACACS+ #—1D IP 7 KL A& HIBRT % 121%, no server ip-address — N 7 )L —7 47
ay 74 Xal—yay avy REHEALET,

TACACS+ 04 4 URERIDERE

AAA BLNE% H/:Eﬂé_%)a:li\ DLHIEjiAt@ZIHIJ{*%)X }‘%{/EE‘ZL/VCﬁ‘rO %*ﬁj—“—]“ ZEDY A }\%i@
%Liﬁoﬁﬁ)xbiiﬁéﬂé££®&47&£ﬁ%f% #LET, ZOUANEEEDOR— b
WHEAL TS, EREARIETREFITITILENLY 3, —fFIFIT 740 O FRKY 2 b
(ﬁﬁw:dqmdt&%wmw¢féﬁmfuw® TT, 774N bOFRY R ML, ARift& FRY 2 N &8
R ERE SN AV F—T =2 2ZBRNT, HEIWICTRTOR— MIGEASITET, EBEFEALDF
RKUA ML, 7740 0 FRY 2 MIEBELET,

FHHRY A M, 2—VFREEOLDIC Iy =V —REFE2(TO FIRLRBAESF R AR L7Zb O TY, BIEICE
AT 2 1 2F 380X T 0 7 haLEFETELOT, NOFRNKELIZGED
NI T v VATLARHEENET, Y7 b7 =2T1E, VA FNOEYIOFR&EFHH L Ca—3 2%
WAELET, TOFRTRENGONR -T2 GE, Y7 by =TI EEDOY A MNPHIRO TR AR L
¥4, ZoFuvRiL, U A FNORIEHRIC iéLﬁﬁﬁﬁﬁé# EFINZHFXETATHLK
DOLETHRVIREINET, ZONMBEOH LR TRFEN K LIZES (0FED, BXF=2UT 4 =N
FIIu— AN DaA—YFELF—ZR—=ZANa—Y T I/ B 2AE2EETHLINE LS. AT ak
EIE L, 2N ERREEF AN FITEIND Z LT 1A,

0 s A CBHEAERET DI, i EXEC T— R CTHROFIEE FEITL £,

avw Uk B#
A7971  configure terminal sua— L ar7 4 Xalb—ary T— REBHBLET,
27972 aaa new-model AAA A F—T ML ET,

Catalyst 3750 R4 v F YI b9z 7 av74Fal—S3v HA K
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avwyFk

B&

aaa authentication login {default |
list-name} methodl [method?...]

v 7 A RS A M EAER L ET,

. login authentication 2~ NI4T E U R MR EESN R
R ENDT 740 DY X MEAERT 521X, default ¥ —

‘7 }‘@%5 T 74N MRWTHERT I FAERELET, 7
7N bDOFRY A NI, BERIZTXTOR— MIEHIhET,

o list-name (2%, fERRT DY A bO&4FIE LTHHT 5 0CFF %26 E
I_/i‘?‘o

e methodl... \Z1%, qul‘T/l/:l)XAﬁlﬁtﬁ‘fé%%@ﬁJﬁ%?
*7, Em®mﬁﬁﬁi %@m@ﬁTTI7 PR XN T4
RBofHSNnET, BioTRAKK LT3 iﬁﬁﬁéﬂiﬁ/\/o

WDONWT D FRAEBERL £,

e enable: f X — 7))L RX2AU— REFEFHHEHA L ET, ZORGEH K
EHRAT HI121X, H 50U enable password 7' v — )L 327 4
Fal—varyavwr REEHLTAR—T NV RAY— REE
TELIVERDHY £,

e group tacacs+ : TACACS+ @Birx AL £ 7, ZORFEHFEMEH
THICE, HOEH D TACACS+ h—"Z3%E L TB LERH Y
F9, FEMIZOWTIE, [TACACSH #—/ 3 7R A F OFFER L OFR
FEF—DORGE] (PI9-13) 2L T ZEW,

e line : [F# /XA U — R &3 WHERALEST, Z0RFEFRA2EHT
512iF, HOUDEANAT— REERL TBMLERHY £,
password password 7 A v 27 4 Fab— g avr REfEH
LET,

. local 0= 2—YHZT = _R—2EWIEHEH L ET, 7—%

WCa—TL4IEREAN L TEBLLERH Y £9, username

password sua—)L arZ 4 Xalb—varyavy REfHALE
7

o local-case : KT FEL/INTENKAMEND T —H /L 2—HhF—x
N— A E AR L £ 9, username name password 7' 12— /3L
v 4 Fal—vary avy FEERLT, a—F4Aff#RET —
ZR=RZANTLHERDY £,

e none: 7 A VIZERIEEMFALETA,

line [console | tty | vty] line-number
[ending-line-number]

FAy a7 4 Xalb—ary B—REHBEL, 3B X FOwEHxS
LB EFRELET,

login authentication {default |
list-name}

[ E 7 iR mfRE » Mo LT, BAEY A FE@EMALET,

o default Z{5E T 5 %415, aaa authentication login =~ > K CfE
MLIeT 74N bDY X R EEHLET,

o list-name 121X, aaa authentication login =~ > K CER L= U A
FEfRELET,

end

HebE EXEC E— RIZREY £,

show running-config

REETRLET.

copy running-config startup-config

(LE) av74F¥al—vay 77 A VICRELZRITELETS
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AAA %5 4 £ —7VIZT BHIZIE, no aaa new-model 70— /)L a7 4 Fal— gy avwr R
AL ET, AAA BFEET « E—7 M2 F %121%. no aaa authentication login {default | /ist-name}
methodl [meth0d2 J7a—arvr 4 Xal—vary avw s ReEfHALET, 740D
TACACS+ #BiE% 7T 4 B — 7 WVICT BT 7 4V MEIZE T4 1L, no login authentication {default
| list-name} 54> A7 fF¥al—ay avwy FefLET,

GE) AAA FREFEHLTHTTP 77 BRI LAA v FOEX 2 VT 1 ZRERT HI2IE, ip http
authentication aaa 7 n— )L 27 4 Xal—v gy av RTAL v F &R Eﬁ‘é%%ﬁ‘&)@i
T, AAAGREZRELTYH, AAA FXEHH L7 HITP 77 2 RICH LAL v FOEX =2 T 11X
R LEEA,

ip http authentication =~ > FOFEHIZ DWW TiX, Cisco.com T [Cisco I0S Security Command
Reference, Release 12.4)] %# 2L T 72 &0,

HHEEXEC 7V RABKLURY FT—9 —EZXHAD TACACS+ BFRAIDERE

AAA Ao L:J:O‘/C‘i—%ﬁ§'fiﬁﬁ'@%5—&—3“X75§%U5Eéhij—o AAA u:outEﬁ\/rZ‘ 7/bazﬁﬁéh
TWb e, A v FiFa—HFo7Ta 77 A AP REG LEFEREFEALET, 2072771400
Q=N —Y F—F_X—2FiFtX=2 VT ¢ b= LI &;D a—Hokyva rEE ”Ebi
T, 2—PFE, 2—F 7o 77 A LNOFRTRD LI TN D WIZERY . ER L2 —ERXDT
AN INET,

aaa authorization 72— )L 217 ¢ ¥ a2 L—3 g a<w L FiZ tacacs+ ¥ — U — F&2FEE L THE A
T2% &, KM EXEC E— R~Da—HFDRy T —2 T 7B ZAZHIBTHNNTFTA—ZEHRETEET,

aaa authorization exec tacacs+ local =~ Fit, ROF AT XA —Z 2R ELET,
o TACACS+ # i U CEBREEAT - 7oA 13, 5 EXEC 7 7 £ AFF Al TACACS+ #fEA L £7,
PRFEIZ TACACS+ 2 Lo 23 A01E, a— 0 5 —2_R—2&FEH L ET,

~
GE) FFHBRREINTNTH, CLIZEALTrZ A L, @BRESNiza—WFIck LTiL, FFaixgmssn
iﬁ‘o
¥t EXEC 77 ¥ AB LV FR vy hU—2 $—E RICT 5 TACACS+ Pl 25T 5I12I3. ke
EXEC £— R CIROFNAE FEITLET,
avUFk B&
27971  configure terminal Jo—s)ar7 4 Fal—vary T—RERBLET,

A7972 aaa authorization network tacacs+ Fv N =7 BEDOT R TOY—E RERIZKT 52— TACACS+ 7F
A&k, AL v TFICHEELET,

27973 aaa authorization exec tacacs+ 2 — I E EXEC O 7 7 & AMERIN B 54 . == —% TACACS+ ZF 7]
AL v TFITHRELET,

exec ¥— U — REEETHE, =2—%F o7y A LR
(autocommand 572 &) NEINALERH Y 7,

27974  end ke EXEC E— RIZRY £7°,
A7975 show running-config LEAMERLET,

A7976 copy running-config startup-config EE) v 74 X2l —vay 77 ANVICHREFRTELET,
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PR &7 4 —7VIZ 7 5121%. no aaa authorization {network | exec} methodl 7' m—/ )L 27 ¢
Fal—varavr RaERALET,

TACACS+ 7Hho VT4 T DieH

AAA TH IV TF 4V THERIE, 22— FRT 78R LY —bERE, HWELERY NU—2 UV —2&
ERToX T LET, AA AT AU T AV T3 =TT DL, AL v TFida—F OIRENRR
AT AT 407 La— RO TTACACS+ X2V T 4 =N ELET, KTV T 4
V7 La— RZET AT 4 7@ Attribute-Value (AV) X7 NG Eih, La— N 1’123?1)7‘4
P—NIEMNEINET, 2OTF—F%, Xy N8B, 7747 biER, FRI3EEOED
rexEd,

Cisco IOS DHERBL~LEB L%y b T —7 —E RIZHETS TACACS+ T H U v T 4 VT oA F—
TN T BHITIL, FiHE EXEC E— FCROFIEZ ETLET,

avv Rk B

27971  configure terminal Ja—s L arZ 4 Xal—vary ®T—RelBLET,

A7972 aaa accounting network start-stop Ty b= BEOT R COY—ERERIZHOWT, TACACS+ T F
tacacs+ TT AT A XTI LET,

A7973 aaa accounting exec start-stop tacacs+ |TACACS+ 7HhH W5 472k V . K EXEC 71t 2 DRI
SRBHER T U T 4 v T, RBICEEIEIERM AR ET AL

RELET,
ATy74  end HiHE EXEC £— FICR D £,
27975 show running-config BEERRLET,
A7976 copy running-config startup-config (EZE) v 74Xal—vay 77 A NMCHRERHEELET,

THOYT 4T %T 4 2—7MZF %121, no aaa accounting {network | exec} {start-stop}
methodl... 7 a—s3)L a7 4 ¥ alb—vay avy R LET,

AAA —/N\DREEFRELIFEEDIL—2 DY 3 VDR

aaa accounting system guarantee-first =~ > N, VAT L THU T 4 I RRERADL a2 — KIZ
BRHZEEMFELET, TIT 74V FORETT, HFECL-TIE, AT 2NV r—FEnd %
Tary Y — VERFWRAERTE Yy v a VERBTERWEAERHV ET, VAT 20U v — RiZhh
DRI 3 DEHMADZENH D 7,

=2 DY a— NRIZ AAA Y — DR BIERRRGE V—F toar Y — N Elld Telnet £ v a
ZMeSr9 5 I21%, no aaa accounting system guarantee-first =~ > RZfFH L 7,

TACACS+ XN

TACACS+ ¥ — 1 HetE# % £~ 5121%. show tacacs ¥4 EXEC =~ F&EHEH L £,

RADIUS [C& DR A v F 7V XD

Z ZTiZ. RADIUS %A x— 7‘\/1/6 THRET D HIBEIZHOWTHHL E9, RADIUS 1%, itMiZe 7T 4
T4 TIEREINEL, R nftioJ:UafFT7 0 AR U CRMAREEEITONET, RADIUS
AAA 2N L THEEIN, AAAa~ 2 FEEHLTORAS X—TNIZTEET,
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Cisco I0S Release 12.2(58)SE LIk, AA v F i IPv6 it RADIUS %4 — F L TWET, FHIC
DWW TIE, [Cisco I0S XE IPv6 Configuration Guide, Release 2) @ Tlmplementing ADSL for IPv6] @
#@ TRADIUS Over IPv6] #ZH L T 723V, ZOMEEOREIZET M >\ Tik, [Cisco
10S XE IPv6 Configuration Guide, Release 2] @ TTImplementing ADSL for IPv6] DD
[Configuring the NAS] ZZM L T 7230,

GE) ZZCTHEMTZ2a~vr FOBEZOEERFEOFEMICOWTIL, [Cisco I0S Security Command
Referencell ¥ XU [Cisco 10S IPv6 Command Reference] %ZM L T Z&E W,

I T, ROBEICHDOWTHALET,
o [RADIUS O#% | (P.9-18)

« [RADIUS o@ifE] (P.9-19)

e [RADIUS #FA O | (P.9-20)

« [RADIUS O & (P.9-26)

» [RADIUS O ED# ] (P.9-40)

RADIUS DOt %

RADIUS i, RIERT 7 EBANOL Ry NT—7DXa )T 4 2 R#ETIHHHT 74T 2 P —
VAT ALTT, RADIUS 7 A 7> ME, A — RO Cisco V—FBIOAA v F ETHEIL £
T, 7T A4 7 v MEIHFHRO RADIUS — NIZERREE R 2% 0 97, H9d RADIUS $— 21X 9T
O —FREEFER, Xy FUV—7 H—E R T2 AFRB/BEINTOET, RADIUS & A MM, i@
. A= (Cisco Secure Access Control Server /N—3 = >~ 3.0), Livingston, Merit, Microsoft, %
Teidhoo Y 7 b =T a2 —0 RADIUS —N V7 hy = 7 RKRE L TV L v A Fa—3 o
AT ATT, FEIZONTIE, RADIUS =D~ =27 L ESRL T EEN,

G¥) AAvF AZ vy 27 & RADIUS h— L ORICTIRHERZRET 2 2 L2 fELET, Zhick- T,
PRCE DAL > 7 A ND 1 DINAA v F ALy 7 nbHIBRENIZEE TS, RADIUS 4—27
JEATEET,

RADIUS i, 77 BADt X2 VT 4 BB ROFXy NT—JERETHAL £,

o ZTNEFND RADIUS 2V iR— 45, vV FR L —T I A YV —NIhBxry NU—r, =t
21X, BEORE—DT A =N, 1 20O RADIUS V—_"R—2X X2 VT 4 T—X
R=ZZEALET, BENF—DT 7R F—="NEREIPR—=ADFRy NI =27 TiE, ¥
A YA > 2—H X RADIUS — %@ U CFE & 1E 9, RADIUS #—/ 3%, Kerberos
X2 VT4 VAT ATIMET DL ICH AL XENTVET,

o 77Vl —a RN RADIUS 7 ha eV R— 434 —0F— 3y hT—27 XU T (88
B, -2 A~— P —FT7 7R arybba—)L VAT LAEHERT BT 7 ARE, 5D
r—ATiX, RADIUS IZ Enigma Dt¥=U7 ¢ I—REEHIHEAL T2—FE2HERAL, Xy
NO—2 VY —=Z2DT 7 AEFALTHET,

e 4 TIZRADIUS #fEAF DRy hU—2, RADIUS 7 54 7 > FEED Cisco 2 A v F &% bk
T—ZIZIBITEET, NN TACACSH B —N"~DBITORPDOAT v T L5 bH 0 FE
7, 9-2 (P9-19) 2L T Z &,

Catalyst 3750 R4 v F YI b9z 7 av74Fal—S3v HA K
m. OL-26593-01-J |


http://www.cisco.com/en/US/docs/ios/ios_xe/ipv6/configuration/guide/ip6-adsl_dial_xe.html
http://www.cisco.com/en/US/docs/ios/ios_xe/ipv6/configuration/guide/ip6-adsl_dial_xe.html#wp1118705
http://www.cisco.com/en/US/docs/ios/ios_xe/ipv6/configuration/guide/ip6-adsl_dial_xe.html
http://www.cisco.com/en/US/docs/ios/ios_xe/ipv6/configuration/guide/ip6-adsl_dial_xe.html
http://www.cisco.com/en/US/docs/ios/ios_xe/ipv6/configuration/guide/ip6-adsl_dial_xe.html#wp1027195
http://www.cisco.com/en/US/docs/ios/ipv6/command/reference/ipv6_book.html
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RADIUS i, kD L5 %xy FU—7 X2 U T 0 RWITIX

RADIUS [2& B3R A vF 7o x04@ W

=N 1 ODOY—ERIZLNT VA TERWEy hU—72, RADIUS #{ifi4+25 L, =—¥%
DT 7 RA%E 1 DODFKEAR, Telnet 2D 1 >O=2—F 4 V7T . F7-IXIEEE 802.1x 2 XD 7 1
FarvEFEATL Ry N2 ICHIETEET, 207 baLoFEMIOWVTIE, B 10 &
MEEE 802.1x AR — F _X—RFWFEOR T 2R L T I,

VI—RATHO T 4 TRMERFR Y U — ?’RAMUSmﬁit FFAl &3 BIME L RADIUS
ThHI T4 v T RERTEET, RADIUS 7 h 7o T 4 v JHEREIC L » T, —E 2 DOBRBE
FOKTHRTT — X Z%E L \:@tyvﬂy$mﬁméhéuy~x(ﬁﬁ\ﬂﬁyk\ﬂ4
Fel) OBRERRTEET, A V¥ —Fy b ¥—ER Ta (¥ —F, RADIUS 77 kR 2
ra—BIORT AT T4 VT T 2TO7 =027 N=Vg U LT, Bkt
Fa2 U7 BEORBICHT D =— & T 2L bTEET,

WLTWERA,

~AFTa han 77k ABRE, RADIUS i%. AppleTalk Remote Access (ARA). NetBIOS
Frame Control Protocol (NBFCP). NetWare Asynchronous Services Interface (NASI). %721
X.25 PAD #ft R — F L EE A,

AA v FHEIF—FZ HREE, RADIUS 1%, WA MBIEEZITWER A,
TNAABRRBIEE LI L T HHEI, HDT A AL T A Z~DF87
R

KOV —v 22T 51y b —2, RADIUS i
FANCAAL v R LET,

RADIUS %, flttdlo
WA TEE

— Iz 1 AD2—HF % 1 >OYP—E R £

9-2 RADIUS #—E 25 TACACS+ #— E X~DHBAT
R1 (SR RADIUS
— -
: Y R2 Egf RADIUS
V. 4 — )
[:]_| ffffffffff E7_ T1 &gl TACACS+
H’ - —- _/\
———
YE-F T2 Sl TACACS+
PC — H—\
.‘E’E]lf
A— é
—9Z5—vav §
RADIUS ¥ —RIC k- TT 7 &2 a2y hu—L&ND AL v FIT, 2—FRua /A B L URGEE R
HBHE DA SREALET,
1. 2= PHABLORRAT = FOANEZERT L2707 F3FRshEd,
2. 2P HRBLOKE S ESNIZANAY — R, Xy U —27fH T RADIUS H—NIZEEEnET,
3. =— VL RADIUS H— 0 b, KOWFNPDIEEEZE LT,

a. ACCEPT : 2a— ¥R iEs N/ Z 2R LET,
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b. REJECT : J“‘“&@muu]}ﬁ’%ﬁ\&b :L“*‘ﬁ'%:}’oi()\/\x U — F@ﬁ]\j}i))g;‘kéﬂéﬁ\ F7-
X7 7 EARERINET,

c. CHALLENGE : = —W¥ 28y —Z 28k LE7,
d. CHALLENGE PASSWORD : == —H#|Z#H LWWRA U — RAERBIRT 5 L O ICERENET,

ACCEPT #7210 REJECT & 12X, ¥4 EXEC £7/213xy MU — 2 FFa[ I AT 28MT — 2 0833
FrEncunwEd, =—3 1% RADIUS #F a2 demiic, £3° RADIUS B2 IEFIZE T T2 LENRH
DET (M F—TNVITREESNTVBEHA), ACCEPT F 721X REJECT X7 » MZIIROEMT — %
NEENET,

e Telnet, SSH. rlogin., ¥ 721X%## EXEC #h—t 2

o BT A—H (FRARNEREZIAT LV RDIPT RLA, T7EA VAR, BIO=2—% &1
LT U L EET)

RADIUS EfAIOZEH
2T, HEHATRER T Y 2T 4 7B LU NS O Change of Authorization (CoA) T L%
&te, RADIUS A v % —7 = A ZADOMEZ OV THB L E 7,
o 2 (P.9-20)
o [Change-of-Authorization %k | (P.9-21)
o [CoA ZRIGZ =2— ] (P.9-22)
o [CoA ZRk=a~>r ] (P.9-23)
o [y a UERGE (P9-24)
o Ty va Bl TORY vy VK ATA FF 4] (P9-26)

ME

HEHE RADIUS A > ¥ —7 = A ALHEH., Xy MU =78 L TN DT /3 AL ERNBEE I,
Y —=RNEREENTET—ABEETH 7V BT ALTHEASET, Catalyst 214 v FIL, BH T v
Yo BEFVTHEA IS RFC 5176 THUE S 172 RADIUS Change of Authorization (CoA) JESRFEHE
Y AR—bF L, AEHORFE. Frl. BIXOT Do T 007 (AAA) F23RY) o—H =150
By a DA FIvIERENTELLIICLET,
Cisco IOS Release 12.2(52)SE LI Tid, ZhbDt v a T & D CoA BERMN AL v FITHR— |
IhTwWET,

o By a CEREE

e Twl g lKT

e F—h vy hF T TOEYy Yz UKT

e R—KRYUATOEY Vg KT

0)1%% X, Cisco Secure Access Control Server (ACS) 5.1 IZHA SN TWET, ACS OFFEMIZ OV

I, RO URL 2L T2,
http://www.cisco.com/en/US/products/ps9911/tsdiproductsfsupportiseries home.html

Catalyst AA v F T, RADIUS A > ¥ —7 = A AET 7 4/ b TA F—TIVIZHESNTHET, =
7EL. —EOEARR LR E TITROBIEBLETT,
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o X2 UT 4 BIUIRT— K : [Catalyst 3750 Switch Software Configuration Guide, Cisco
Release 12.2(50)SEJ] @ [Configuring Switch-Based Authentication] ®F® [Preventing
Unauthorized Access to Your Switch] #Z&H LT 72 &0,

TH T 47 [ Catalyst 3750 Switch Software Configuration Guidel2.2(50)SE] @

[Configuring Switch-Based Authentication] ®# @ [Starting RADIUS Accounting| %%/ 1L T
<IEEW,

Change-of-Authorization 3k

Change of Authorization (CoA) %:RiX, RFC 5176 IZi#ishTWnWad X Hic, vy a EFAVCTHEA
THZEIZEST, By va U@, AR MEBIE, BELO®Ey va U BRTEITH>ZENTEET, Z
DOETIVIE, 1 DOHER (CoA-Request) & 2 DOAFERIGE 2 — FTHEASINTWET,

* CoA acknowledgement (ACK) [CoA-ACK]
e CoA non-acknowledgement (NAK) [CoA-NAK]

ZRIT CoA 7 747 » b (BF 1L RADIUS F7213ARY — =) nbRESNAT, JAF—LL
TEMET 2 A v FIZEESNE T,

2T, ORFITOWTHIBH L £,
o CoA ERIEEZ=a—F
e CoA #ERka~w K

o vz EHE
RFC 5176 #5

Disconnect Request A » & — 1% Packet of Disconnect (POD) & HIEENE T, By ira UETIT
KLTAL yFTHER—FINTVET,

£ 9-2121F, ZoEETYHR—FSh T\ IETF B2 R LE T,

& 9-2 HR—rShTW\3 IETF Rt
RiEES Bt

24 State

31 Calling-Station-ID

44 Acct-Session-1D

80 Message-Authenticator
101 Error-Cause

% 9-3121%. Error-Cause B CTHA Z N T A AR LET,

% 9-3 Error-Cause ODfi

E e

201 HIRSh i@ vy ary a v 7F X b
202 W72 EAP X7 v b (M)

401 PR— R R TWRVEE

402 oMb W EE
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% 9-3 Error-Cause Dff (&)

E B

403 NAS #BEHRD I A~ v F

404 HEZN 7R EIK

405 FAR—bFIR TR —E R

406 F AR — b IR TWRWEIEREE

407 272 JB VA

501 B oA

502 J— FARFREZREER (T r )

503 tyary arFER MRREINRN
504 tyvary aryrFX¥A MPHEIBRTE RN
505 FOMMO 7T a X AT T —

506 U — A DME AR ATRE

507 FORVFEIR Sz

508 AT v a VOBRAFR— IR TR

HIRSH

CoOAA Vv Z—T 2 A AZEHTHI21E. AL v FIEy v a VBRI TIHFEEL TWALERNH Y £97,
CoA T2 L., By a OB ERMERERESEITTCEXETS, Ty 77— NI, BEShZ
ol a L IZEHERLET,

CoA EXRIEZEI—F

CoA BRIGEZEa—F&EHEHT I L, A vFilavr Re@ETEEST, VFA— 3 Tndavy
N&# 9-4 (P.9-23) ITRLET,

Ty a0
et vy a it SR8l & CoA BERIZOWTIL, AA v Fid 1 DL EDOROEMEIZHE-S
T, ByvarERELET,
» Calling-Station-Id (7F 2 h® MAC 7 KL X %5 ¢ IETF J&f% 31)
o Audit-Session-Id VSA (3% =2 Vendor-Specific Attribute (VSA; > % —[E A& M))
e Acct-Session-Id (IETF &% 44)

CoOA A v tE—VILEENEZ TR TOEya v IDEEREOEYy a L E—BLARONEY, AL v
1% lMnvalid Attribute Value] =7 — 22— K@M % & Disconnect-NAK %7213 CoA-NAK %ZiE L &

\?AO
FeEDE v ¥ a KT 2 EHRIRE L O CoA EROSGA, ROWThrotry v arID 2HT
xFE9,

 Calling-Station-ID (MAC 7 KL 2% & #¢ IETF @tk 31)
* Audit-Session-ID (A a D~ & —[EHE B HE)
* Accounting-Session-ID (IETF &% 44)
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Ay—DICEEDOE Yy ID BERNGENLIHE. TRTOBMERE Yy v a & —ET 248N
HVFEFT, ~HLARWGAEIL AA v T W Tnvalid Attribute Valuel] =7 — 2— N&&Te
Disconnect-Negative Acknowledgement (NAK; & EMERIGE) F£721% CoA-NAK Z1E L £,

RFC 5176 TEREINTWVWD CoA ERa—RFory o, =—F, ID, £&, —t 7+«
r—% . BLU Type Length Value (TLV; # A 7, &, ) BERXOBRBENOERSINET,

0 1 2 3
0123456789 0123456789012345678901
tot—t ettt —f =ttt -ttt -ttt -ttt —t—t—F—F—F—F+—+

| Code | Identifier | Length
fod—t—t—t—t—t—t—t -ttt -ttt -ttt -ttt —F—F—t =t —F—F—F—F—F—F—+—+
| |
| Authenticator

| |
| |
B s et e e e e s s st SO S
| Attributes ...

Fot—t ettt — = —

%~ «—/v Ri%, Cisco Vendor-Specific Attribute (VSA; X ¥ —@EHEME) ZEET DDA
LET,

CoAACKIEZEI— K

FFAIAT — P OERIZRY) L2 Gad, BEMRISE (ACK) 28X fEshEd., CoA ACK ATIRS
N2 BT CoA ZRIZE > TRZRY | filx D CoA a~v> FTHEEShET,

CoANAK [E&Za—F

TEMFRIGE (NAK) TFAf AT — FOETIZRKR LIz 2R L, =7 —0HEHBLZRTELEZED
HZEMTEET, CoA DK LI ZiER T 512X, show =~ REFEHLET,

CoAEXRa<vw U F

ZOHETIE, WONFIZHOWTHHALET,

o v va HEREE

o AA T Ay I TOE YT a s OERGE

e By TalDKT

o CoA HftfiRBRER

o CoAZR:HKANKR—=IDT 4 =71k

o CoA TR : "DV R K— b

Cisco IOS Release 12.2(52)SE LIBETIE, £ 9-4IZREINH I~ RBAL v FIZH AR — FERTHE
R

* 94 A4 YFTHR—FENB CoAaT UK

avy k! 230 VSA
Reauthenticate host  |Cisco:Avpair="subscriber:command=reauthenticate"

Terminate session AL, VSA ZER L7, EHEOPERERERTT,

| oL-26593-01-J
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v a UHBE

& 94 AL YFTYR—FEh% CoAaT UK (#ZF)

azy KR! 230 VSA

Bounce host port Cisco:Avpair="subscriber:command=bounce-host-port"
Disable host port Cisco:Avpair="subscriber:command=disable-host-port"

l. TRTDCoA a~vry RiZiF, A vF L CoAZ 747y MOty v a VBBIERDEEN TV DIRLER S
vET,

AR ID E7FRATF v ZRORA RBARy NT—=27IZIMALT, HIREN7=T 7 8 AFFA 7 n 7 7
AN (Tl z2E 7 A S VLAN) IZBEM T 6D & AAA =3, ty v a CHFRGEER &
AR LET, BRBIEEKIT. 7 VT v AR TH 25 EITHR X P EE)ZRFERE S L — 7 IR E S
nNoHZLaHFLET,

Ty va VRGEERGT 572D, AAA P— 0%

Cisco:Avpair="subscriber: command reauthenticate" DX TV A aD_ v X —EFEME (VSA) &
1 DU EDEy v a v ID BMEEETERE CoA BRA v E—VE2ERELET,
BEDOE vy ary AT —ME, AvE—VICHT DAL v FOISEEZRELET, By a UNBTE,
IEEE 802.1x IZ X > TRIESNTWBHHE . A A » Fid Extensible Authentication Protocol over LAN
(EAPOL; LAN #H OJERFRFE 1 b 22/V) Requestld A v B —T &2 — NIZEETDH 2 ETISELE
\?‘O

BAE, v a 7 MAC Authentication Bypass (MAB; MAC #3E 31 /3 R) TRIEINTWDIHE
X, Ay FIEF— N7 7B AEREREE L, PIMEFZIECHERNIND O LFEL ID BHELZEL
E3 e

AA v TFPRa~vr FEZE LIty v a VBIERETH THLEEIL. A vy FiET e R &k
TL, BEEL—F7 2B/ L, BANCRITIND L5 Z%ﬁﬂiéhtﬁffﬁﬁﬁ‘bi*f

tyvia ‘/75§itmu£é,‘hfiﬁb‘ HHWIT A VLAN, 27 U7 ¢ 53 VLAN, F72ZFREEDORY
VTRAEEIN TV DAL, BRiEA v — VR T 78R 2 be— AV FXE2HB L, EOICRIT
éﬂéi? uﬁ&u%éhf;ﬁtfﬁiﬁﬁ'&bij— Ty ia /@ﬁ‘f@utf"‘[i ﬁ:muu J:O‘/C/Elifotz)wunﬁ'fi
RICRDETHEFF ST T,

RAYF R3O THOEYLa vOBBE

AA T AF v 7Ty va Y BilfEA v —VERETDHE. WOBMENREELET,
* Acknowledgement (ACK; iRFF) ZRTHNI, it SEERTF = v 7 SNET,
d 1@@]@‘? v /—’Cﬁwuumﬁ)lﬂiﬁﬁ'&éﬂi#

* i uEﬁ)EJZIjjifx_ iﬁ%ﬂﬁ(@b"ﬁ”ﬂﬁ T]‘ETT;*}Z) L. HREGEE RV H— —9‘*%)1475‘75)15 v T A NN
DHIBRENET,

o FEEDSETHICAY v 7 v AKX —ZEENFEET L E, (BTHIBRESND) TOa~wy RIZESH
TCARAE Y7 v AH— @@be*i?ﬁ HRRGEA RS E T,

o ACK OREFRINCAY v I v AX —IZEENBE LA, HilchAY v 7 v A2 —TiL, Fig%
a<v RRFLWavwr ReELTHRbOILET,

Catalyst 3750 R4 v F YI b9z 7 av74Fal—S3v HA K
EEI. 0L-26593-01-J |



| £89F RAyF R—RAFHORE

vyl a DT

CoA &HMMRER

RADIUS [2& 3RS vF 7o x04@ W

Ty arEKRTEEDS 3 HEO CoA BRNH Y £3, CoA FERMRERIZ, mA N F—+2T 4
TN TICE Yy a v EKTLET, —oavy REFHTAL, HESNTERA MDOL—F
TAT—H AT — K = UREHHEENETE, FORAMNDR Y NT—7 ~DT 7 & A FH|R &
nEEia,

RARDR Y T =T ~DT 7 A& HlR$ 51213,
Cisco:Avpair="subscriber:command=disable-host-port" VSA D% E T CoA EXRZHEH L, 2D =
v RIE, Ry U —7 ETHREEZBEEILEEEBINTVDOLIERA MRHLIGEIHERNTHY . £
DEAMMIHLTERY NT—2 TI7RRAZRZIEBIZT 0y 7 THMERHVET, F—bF~DF vk
U—27 77 A%HEIBT 55513, IERADIUS A W =X L %&2FH L THRA X—7 M LET,

TV R EDT TV A NERFERWT AL ZARFLWIP T RLAZRETI20LERH L5A (2
L z2iE, VLAN ZE#%) 13, R—F NI ATHRRA N R—bEOBy T ar28T7TLET (R—F %
—BENCT 4 =T N LT, B X—T LT D),

Zoawy FIREROBEGHRER T, oavy Ridkyva vEachasin, Eyiaro
kRl (P.9-22) THREND I DU LDy a D EMEEEBIHEHATILNERHDET, Eyia
UINROMNL WA, AA v FiX Disconnect-NAK £ »&— & [Session Context Not Found] =
F—a—FEMEEELET, By arBesGelE. Ay FidtyrarakTrLEY, By
va VYRSERICHIBRE TR, A v FIFERERR ACK ZIELE T,

AA D FNT T4 T v MTEREER ACK ZIRTHNINZAZ V3, AL v FIZT = — )V A —1"—F 554
. 2747 EPLERPFEEREINDI X, HILWT I T 47 AL vF ETEDOT v® A0
DiKEINET, BFEEHLEYy v a B ROPL WAL, Disconnect-ACK & [Session Context
Not Found| =7 — =— FEEREEFINET,

CoA EXR : KRR b R—+bDT 1 —T Lk

CoOAER : 1\HUR

ZOavy RiE, OB LV VSA BEEN TV HIERE CoA ERA vt —VTRESNLET,
Cisco:Avpair="subscriber:command=disable-host-port"

Zoavwry Ridtyva RBATHLD, [y va ol (P9-22) TrRaEnd 12 Eoty
arIDBMEEEBIHERTOIMNERHY ET, By a VBRONLRVIEAIX. CoA-NAK 2 ¥
& — L TSession Context Not Found] =7 — a— RN RINET, 20y a rBborLs
T, AL v FIEHRA N R—F 2T 4 E—7 2L, CoA-ACK A vE—T&KRLET,

ZA v FiN CoA-ACK %7 54T v MTIETENC AL v FIEERBELEBSIE. 29472 Min
LDERNPBERFBINDILEEL, TILWT I T 47 A, v F LETEOToEARNBEYVIRSINET, R
A v FNCoA-ACK A vt —2% 7T 4T MR LB T, DhOFOEENRKET LTWARNnE X2
ALy FIEENFELERAE. LT V7T 47 24 v F L TCEOBMENERINET,

PRI 3~ o FORICHACRIRER RIS 2 & (BEFifiRkR ACK 285 E SN ThRWEAID) F=v
VA=AN—FCEy v a UBREEK T L, ERFTOavy FRFITSNTAZ N, AL v F BT
T 4 TR D ETORICEAE LMD LE (e 2T, Vo 7EE) ity ya MR TT52
ERHY ET,

H— b

Zoawr Rk, RO VSA &0 HE#ED CoA-Request A v — Y ClrEINET,
Cisco:Avpair="subscriber:command=bounce-host-port"
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Zoavwry NIty a5 THLTD, Ty a rofil] (P9-22) TRaINS 1 2B EDEY
VarIDEMEEEBITHEHTOIXER DD ET, By a VRAERORLRVWEEIE, CoA-NAK £ v
& — L TSession Context Not Found] =7 — a— RBMENRINET, ZOkyvarBNbrhEde
X, AL v FIFARA RN R— 2 10 BBTF 42— 1L, BOALRX—T NIl (BR— K N7 2),
CoA-ACK ZiRLE7,

AA v Fi3 CoOA-ACK %7 T A7 v MTIRTENZAL » FICEERBELEZSEIE. 27947 2 M
LHERVFEFEINDEEZIE, FILWTIT 47 AL v F LTEOT o ANEYIRINET, A
A TF N CoA-ACK A v E—TV %7 T 47 MTIBRLIZHE T, 2OZOEENRTET LTWRNE X
ALy FICEERBELELG ST, HILWT 7T 47 A v F ETZOEBMENESNET,

Ty aVBREARTORE Y IBRAA FSA4 Y
A wF ALK w7 TIE, CoA HEffERER A v —VICHERERNRAEIIH D /A,

COA ERND VR R—FDRE v I BRAAL FS5/4 >
bounce-port =~ RDZ—5 >y MIR— FTER< By aroied, By arBRONLRNS
e, avr NIEETTEEEA,

AH vy < AKX —T Auth Manager =< > K "> K753 45%07 bounce-port =~ R&%{F+5 &,
CoA-ACK 2 v E—U &IRTHENIK DIERPMER S E T

o R—hk NTURAOYEN,
e R—FID (r—H LBy ay aryTx2 NTHREENEZES

AL vF T, R—F NTUZAREBEINET (R— MR 10 BT 28— 2R oA R—T L
zEahEd),

W= b N ANEFIZETSNZEE, A= NU R NI B = LG HRAZ N, AL T
YA =L AIRESNET,

A=K NYURADETHINIAY v 7 v AX—IRENEETHE, HETHIRENS) TOa~vy RIZ
AW RL v v AF =DV 2%, R—F N7 U RANEBENET,

CoA-ACK A v —VOREINCASY v 7 v~ AX—ZEENEAELEBA, Bl AL vy v AH—
TiX, FEfEa~r RfiLva~r FE L THEbhET,

COAERT A E—TI R—FrDRE YO BEHA K14
disable-port =~ > KO X —5 > NIKR— b TiEltyraroid, Eya yBRAOMLR-
THEE, avry RIZETTEERA,
AH Y < AKX —|ZH D Auth Manager 2~ > R N> KT T, %07 disable-port 2~ > R&3ZE L
74, CoA-ACK A vt — UV ZRTHNCROERDPBRIES NLE T,

o R—h F4EB—TNLDONLEN

e R—=FID (r—H L kyiary a2 RIS

AA o F T, R—r&2T 4= N T58ENRITENET,

R—=F T 4 =T NVTHEENEFICETINZSGE, A= 2T 48— NT58EEZ M) F—L
TAEENAR N, ZAE v < AZ—DbHIBRENET,

R 2T 42— N T 2EIEDOETRICAZ v 7 A E —TEENEET L L, (BTHIREIND)
DAy RIZHESWEZRAZ v 7 =2 =DV EZH%, R— BT 42— &N ET,
CoA-ACK A v —VDEERNIAT v T ~AX—|ZBENBELZSBE. il A vy T v A X —
T, FEa~r RagiLvna<yr RELTRbnET,
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En o
RADIUS ME&E

ZZTE. AA v FMNRADIUS 2R — b5 L IICRET D HIECONTHPALET, RKIER,
RADIUS — Y7 b =7 BB+ 5K A b (1 >DE72138%) 24 E L. RADIUS @#iFD XV
ANEBEZRBTOIVLERNHY £, £/-. EETRADIUS HFRAIBLIOT AT 4 v 7 DOHFRY X M &
ERTEET,

FRI A RMZE->T, 2—VPOHGE. #F. FTEZTH Y MERO-DDIEFE X2 E#ZLET,
FRIVAMEFEALT, FHTH X2 T+ Fu b3l (TACACS+, m—h /)L 2 —HPFLRHK e L)
1 OFERITEBIEETELDT, YO FRABKB LIZGBEDO NNy 7T v 7 VAT ARHEHRSILE
T, Y7 T 2TiE, VA FNORYIO TR EFH L Ca—FORE, #Fa]. TH 7 hO#HFEFE2IT)
¥4, FOHTXTEENEONR»>THAIE. Y7 o2 TIZFDY 2 O ROITRABEIRL £
T, Zo7uakRiE, VA MOFRICLD2BEIRDT 0, FRIV A FOFREZTXTHRLEDD
FCHEET,

A A wF T RADIUS ¥RED R T A 1T 2 RilC, RADIUS —Nic7 782 L, —RERETIHLHE
NHYET,

e [RADIUS OF 7 /v ri&iE] (P.9-27)

o [RADIUS #— N 7k &2 boikAl) (P.9-27) (7H)

e [RADIUS v 7 A VFBREO#E ] (P.9-30) (WZH)

o TAAA V—R L —70EE] (P.9-32) ((EE)

o 22—V A X—=TNTI7EABILO%y hU—7 +—E R |29 % RADIUS #F 7] OF% T )

(P.9-34) (&)

e [RADIUS 7w T 47 DEE) (P9-35) (EE)

o [ _T» RADIUS +— D& E] (P.9-36) ({EE)

o [y Z—[HAD RADIUS BEZHEHT 524 v Fi%E] (P.9-36) ((EE)

o [Ny —fE? RADIUS H— L O@BFIZEET 5 AL v FixE] (P.9-38) (LE)

o [2A vF ETD CoA D&E] (P.9-39)

o [COAMREDE=R V) VI BILO N T TV a—T 47 ] (P.9-40)

e [RADIUS =R b —F RZ v 70T (P.9-40) ((EE)

RADIUS ®FT 7+ )L FERE

RADIUS BLITAAA X, 774NV P TCHETAE—TVICRESNTOVET,

X2 VT s DRDEHIET D=0, F*y NI—IEET Y r—2 3 U EFEHL T RADIUS 2#%E
THZEIETEEFA, RADIUS A4 X — T /WZRE LA, CLIZEBUTAAL v FITT 7 AT
Ha—YERBIETEET,

RADIUS H#—/\ /R R F DRI

AA w»F & RADIUS ¥ — OilEICIE, ROBERMNEHRLET,
o KRAMHERLIZIP 7 FL R

o FHREDSESEA— b

o THUUT 4T DFEIEAR— b

o F— ALY
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o XA LT MHEH
o HEFMIEK

RADIUS ¥ = U5 4 —NF, RAMERIZIP 7T RL A, KA ML EHED UDP R— M &S
FIFEIP T RLALEED UDP R— FEFICL > THELE T, IP 7 FL 2 & UDP A— & B DM
HEDREIZE ST, —EO ID BEREIN, HED AAA —E 2 %442 RADIUS R A2 h & LT
e DR— b 2ERTEET, ZO—EOID 2EHTLHZLICEST, FLIP T RLRIZH D —
L% o UDP R— ko, RADIUS BERAZEETE 7,

[l U RADIUS =N EDHERS 2 SOFRA S = FPUICRI LY —E R (L 2ET VT 10 7)
ERELIHE, 2FDICRELLAA L = FUIE, BICRELEAA S 2 P OT =—)b
F—=N= Ny 77y T LTEMELET, ZOFITIE, RIDOKRA S 2 NIBT IO T 407
P —ERERMPTE R o7 E. AA v F L [2RADIUS-4-RADIUS DEAD] A v E—VHRRL, £
D, LT NAALT2HEDICRESNIZAAS 2 PITTAV T 427 B—ERERBLET
(RADIUS R A k = b UIE, BRE LTNEAFICHE-> TRITENET),

RADIUS —_E A A v FiF, FEFTEV—T Ly P TXFRAN AN U TE2FEHLT, RAT—FOD
BB L OIS E DR EZITVWET, RADIUS TAAA X2 U7 4 a~r REHEHATL L HICHRE
T 512iZ, RADIUS =N F—F U BEEFTIHHRANE, ZTOFRANBAL v F LIEFFTLH—7
Ly b TFAF (F—) APV T HEETHLENDD 5,

HALT T, HEEEKR, BIOEESX—OfEIX, 3To RADIUS —NZk LTl r—rULic
RETDHZIELTEETL, W= ANBNTRETDHIELTEIET, T2, ZFun— UL E L —N
AL CORELMAGOEDL LB TEET, A v FLMWETHTXTHO RADIUS H—NTHf LT,
INGLOREE 70— VI 2121, radius-server timeout, radius-server retransmit, 35 X
O radius-server key ® 3 DOEAFAD /o — L arv 7 4 FXal—vary avr REEHRHLET, 2N
D DOFRE & B E D RADIUS H— 2 H 3 5 121E. radius-server host 72—/ N)L 237 ¢ a2 L —
varvavwr REFRALET,

GE) RAAvTF LT m— LR BERE L — B TOREE (X427 7 b, BRERK, BLOFx—a<w
F) ZRELEEE, V=SB TRELZZA LT U b, BEERE,. BLIOF—IclTsa< R
X, e — VVIRE LT FA LT U N, BEERH, BLOF—ItBTa~vr P2 EEELET,
F_XTO RADIUS H— 2t LTI D DB AERET 5 FIEICOWN T, [F3To RADIUS $—
DOFE] (P9-36) 2L T LI,

BEfFEOY— N KRR N ERIEHIC I NV—T1bT 5720, AAA V=N TNV —T2HEHTELIICAAL v F
ARETEET, FMCHOVWTIE, TAAA =R 7L —7DEHK] (P9-32) 2B L TL7EEW,
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P — NHNL T RADIUS H— 3 & OE 2R ET DX, ##E EXEC T— FCTROFINEEFEITLET,
ZOFNEFMETT,

avvk =]y

A7971  configure terminal sa—n)arz 4 Xal—vay w— FElBLET,

27972 radius-server host {/hostname | JE— bk RADIUS #—=/X RA FD IP 7 KL AE /2 (IA A M EIREL
ip-address} [auth-port port-number] *7,

[acct-port port-num-ber] ['tlmeout e (f£7) auth-port port-number 213, FWFEERD UDP 5868 — k%
seconds] [retransmit retries| [key T
=] o

string]
e (f£E) acct-port port-number (21X, 7 H T T 4 v RO UDP
SR — P EEELET,

o (f£#E) timeout seconds (Z1%. AA v F 1 RADIUS ¥ — D% %
L THXET 2 E CoRMMBELHE L ET, HETE 2HHA
X1~ 1000 T, ZDOEEIL, radius-server timeout 7 = — 3L
ary7 4 Xal—varyavry NI EEZ LEELET,
radius-server host 2~ R CX A LT U M EHE LRWIEAIT.
radius-server timeout =~ > RORENMEHA S E T,

e ({EE) retransmit retries (213, V— "BIHRE LR WESE, 720
ISEDEWGAIZ, RADIUS ERZ2H— NICHRET AR E R E
L¥d, FETE 524#MIL 1 ~ 1000 TJ, radius-server host =~
v R CHEEREZEE LeVWiG4A . radius-server retransmit 2
n—)L a7 4 Xalb—rary avry ROREMNMEHINET,

o ({£EF) key string 121, RADIUS #— ~ EC@#ifE4 %5 RADIUS
T EAL v TF ORI THERATIRIER IO S —%2EELE
7,

GE)  key IZXFHITHY . RADIUS H— AT ST B 21
XF—CE—HTHLENRH Y FF, F—IL%IZ radius-server host
A ROREDTATLELTHREL T ZEE N, FHOR
R— 2 iﬁ?ﬁéﬂi?‘ﬂi key OH B L OKRED A ~_— R 3ff
AanEd, ¥—1tAXR—R&2HHT2H5H51L. 5IAHFRF—D
—H 5y T&)é%é\% 2x, B TR —2AE VT EEN,

1 5D IP 7 RLRICHHIGET HEEDOFR AN = N &2 A A v F RS
LHEIICHEETHITIE, FNENE/AS UDP A— FEFEHEMHL T,
ZDavwy RELEREEIZTIANILEST, A4 vF V7 buoTIL,
BEINZIERIZE-T, SANEBRELET, % RADIUS /R A FCTff
HT 254277 b, FEEREK BLUOKEX—2ZNEFNEELT
CTEEW,

27973 end ¥ EXEC £— FIZRY £,

A7974 show running-config BELATERLET,

A7975 copy running-config startup-config EE) =27 4FXalb—>ay 77 A NVICEEXHREFELET,

¥$E D RADIUS ¥ — % HIERT 511X, no radius-server host {hostname | ip-address} 7’2 —/3)L =
V74X alb—vary avwry REERLET,

Wiz, 1 >® RADIUS 4 — " %BFEHIC, 9 1 2D RADIUS v —RE2T7 H v T ¢ v 7 HICERE
DB R LET,

Switch (config)# radius-server host 172.29.36.49 auth-port 1612 key radl
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Switch(config)# radius-server host 172.20. 36 50 acct-port 1618 key rad2
WIZ, hostl %RADIUS 4}~/\& LCHREL, BIEBLRTH YT 4 T OWGIZT 7 40 FD
A— F%ﬁﬁﬁﬂ‘éi INCHEET DHIZRLET,

Switch (config)# radius-server host hostl

GE) RADIUS =R ETH, WS ODDHEEZRETALENH Y FT, ZTNHLOREMEE LTIX, A1 v
FOIPT RFLA, BEORY—NEZXAL v TFORFGFTHEETLHIF— ARV I7RHY T, dEcON
Tit. RADIUS — D ~==2 T 2B LT FE I,

RADIUS 0% 1 EZREDERE

AAA uuuﬂz%—f H/:F:T;*}Z) \ uunﬁﬁﬁ@% Fl”ﬁj‘% U A ]\%ﬂzﬁk L/Tﬁ)rQ %*ﬁj“— N ZEFDY A b %f‘:l@
ALET, ﬁtJin%ﬁéﬂmmE@&47 EETEFEERLET, ZOURXNE/FEDOKR— b
WCHEA LTS, EEFRHARIETRXEFITTAILENLY 3, M—FIFMIT 740 FD XY 2 b
(BSRIZ default é:éé.ﬁwb\h“ FoHNTn3) TF, 7740 bOFRY R NI, ARifT& XU R R &2 H
IRIICERSNTZA UV H—T 24 AZERNT, BEINIZT R TOR— MZEH S ET,

FHRY A M, =2 —VFREEOLDICI =V —REFE(TO FIRLFEFRNETLR L7 b DT, BIEICE
AT 21 oF- R8O TF 4 70 FaLEEBETEXE3DT, BOFRNELK L5
Ny 7T o7 VAT EAPEREINET, Y7 | '7:7&1\ VA MANOROFAAEHEH LTJ**J‘\%:
BAELET, TOFRTISBENEGEONRDSTZGE, Y7 U =TIEZ0) XA M LROGFREEIRL
F4, Zo7etvRiE, VA NAOEIESFRKIC J:é:JEﬁ“EJ‘ZIJJ“Téﬂ\ ERINTZFNETXTRLK
DLOLETHRVIRENET, ZOUHOH LR TRFENKR LGS (DFED, BX=2 VT 4 =N
Froilno— N DO2—FHZT —F_XR—= 2N — 77??02#@7?“2.’) EISELTSE) . RIS &R
TEIE L, 2L ERBREF AN TEITEIND Z LiEdh D A,

0 s A VR ERET D121, #iE EXEC E— FCHROFIEZFEITLET, ZOFIEITHSLETT,

avvFk =]: 5]
A7971  configure terminal =)L ary 7 4 ¥al—ay T— FEBEBLET,
27972 aaa new-model AAA A F—T M LET,
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A7973

AT974

ATv75

ATv7 6
ATyFT
ATv7 8

RADIUS [2& 3RS vF 7o x04@ W

avwyFk

]3]

aaa authentication login {default
| list-name} methodl [method?...]

07 A RS Y A N EERLET,

. login authentication 2~ RIZAHITE U R MBREESNRPoT5
ZHEHENDT 740 FDY A R aAERT %1213, default ¥ — 7 — b@
BAZT 74NV MR THERT 2 FAEHBELET, 774 FOFX
UARME, BEIWICTRTOR— MIEH S ET,

o list-name (21X, BT 2V A MOL4ETE L THAT 2 XTI EHELE
\j‘o

e methodl... \Z BEET LY A ARRITT D %F@O)ﬁﬁé’f? ELET,
EW@Mﬁﬁﬁi %@m®ﬁﬁfi7 NIEENT-HAICRY A&
NET, BIOFRNER LIZESIXMFEHAINET A,

WDOWT DO FREERLET,

— enable : 42\ 7/1//\217”—]\%;%11 1§%Lij—o — mL‘qujJQ
AT 521X, H 55 L enable password 7' a— /3L :1/74
Fal—varyavry REHERALTAR—T N RAT—REE
TELILEIH Y £,

— group radius : RADIUS FFEA M LE3, Z OISR EEMH
212 H51 U H RADIUS —R"ERE L TBLERH Y £7,
PRI DWW TIE, TRADIUS H— 3 A8 2 F o5l (P.9-27) &5
LTL7ZEN,

— line : [FIfR/ SR U — R & FRFEC A LET, ZORBMEIFXEMMEHTD
Wik, H60UDEARAT — FEZER L TBLERH Y 7,
password password 7 A4 27 4 ¥ alb—ar avy RefiH
LET,

— local : m— )V 2 —FH/HT —FRXR—2REWEEEALEST, 7—4
NR—= 22 —FH/EREAST L TEBL BHERHY £9°, username
name password 70—/ )L 27 4 X ab—a s avwy e
LET,

— local-case : KIXF L/ XFRRFIEND0—H )L 2—FL4LTFT —X
N— R ZFRIEICHE M L E 3, username password 7 7 —/3)L 3
T4 F¥alb—vary avry REERLT, =2—V4ERET—%
NR—=ZZ AN T HMEN DY £T,

— none : 77 A VICFRFEEHFH L EH A,

line [console | tty | vty]
line-number [ending-line-number)

FAy ar74Xalb—ary T—FEHBL, RBiE) A FO@EASR LT
HEEERELET,

login authentication {default |
list-name}

@%@if:&i@%}i’k/ ]‘(:;(‘TLT uqu}Z ]‘%‘fl@ﬁﬁ Lié_

o default Z$5E 3 5% 41X, aaa authentication login =~ > K CERL L
774N DY A NEMEHLET,

e list-name 21, aaa authentication login =~ > R CERK L7=VU 2 L %5
ELET,

end

ke EXEC £— FIZREY 17,

show running-config

BOEETRLET.

copy running-config
startup-config

(LE) av 74 Fal—vary 774 VICREFRTFLET,

| oL-26593-01-J
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AAA %5 4 £ —7VIZT BHIZIE, no aaa new-model 70— /)L a7 4 Fal— gy avwr R
AL ET, AAA BFEET « E—7 M2 F %121%. no aaa authentication login {default | /ist-name}
methodl [method2 JZue—Svarry 4 Xal—varyav s ReALET, ara ¥l 5
RADIUS BiE%ET 4 £ —7MZT 5, HDHWIET 7 4L MEICERTIZIE, no login authentication
{default | list-name} 74> 2> 7 4 FXal—Tar avy REHLET,

GE) AAA FREFEHLTHTTP 77 BRI LAA v FOEX 2 VT 1 ZRERT HI2IE, ip http
authentication aaa 7 n— )L 27 4 Xal—v gy av RTAL v F &R Eﬁ‘é%%ﬁ‘&)@i
T, AAAGREZRELTYH, AAA FXEHH L7 HITP 77 2 RICH LAL v FOEX =2 T 11X
R LEEA,

ip http authentication =~ > FOFEHIZ DWW TiX, Cisco.com T [Cisco I0S Security Command
Reference, Release 12.4)] %# 2L T 72 &0,

AAA H—N\ TIL—TDES

BEfF OV — R R A M EFRFEHIZ I NV—T1bT 5720, AAA V=N TNV —T2HHTELIICAAL v T
ERETEET, mi‘{ﬁ%«mf%/\ RAROY Ty hEBRIRLT, TREREOT—ERMEAL
F, =N TN —FT BIRENT-— RN EKFAIDIP T RLADY A MaGte /g — Lt —N
ARAR VA RNEEBICHERAESNET,

PN TN —F120F, RS —_DEEDRAN 2 N 2EDDHZEHLTEETN, = FUMN
—BOID (IP 7 KL AL UDP F— hEFOMAALE) 2> TWNDA I ENFMETYT, ZD%HA.
B2 DR— &2 ZNENRFED AAA V—ERAEEMT 2 RADIUS RA R E L TERETEET, HL
RADIUS y—R"EDERZ 2 OOFA N =2 RUVICRICY—ER (2B TAhAv T T) &%
FELTEHA, 2BFDICHELIEFAA N 2 ML, RUICHRELTEAA N 2 NI DT7 = — /b4 —
NR= RNy 777 LTEELET,

EF LTI IN—T = NI ED Y — "G 52X, server Jv—7 4 — R a7 4 X a2l —
varyavry REFERALET, =% P 7 FLATRHETHZ b TEET L, EEBED
auth-port 35 L O acct-port ¥ — VUV — FEMHEH L THEHEBEDOFRA N A v RAZ U AEITT Y MY 2RET
LHTEHTEET,
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RADIUS [2& 3RS vF 7o x04@ W

AAA F— R T —FREFE L. FOZIL—TFIZHED RADIUS Y — &SI fTT 1208, ke
EXEC E— FTHROFIEA FEITLET,

avvk E[:3)

A7971  configure terminal Ja—\)aryZ 4 Xalb—vary ®—RFeRBLET,

27972 radius-server host {hostname | JE—h RADIUS #+— N R Z FDIP 7 FL A E 3R X R A EELE
ip-address} [auth-port I,
port-number] [a-cct-port o ({EE) auth-port port-number 1213, FBIEER O UDP s65EHR— - 45
port-number] [timeout seconds] FLET

[retransmit retries] [key string]
o ({LE) acct-port port-number \ZiX, 7H U T 4 7 Hko UDP %85

R—bEEELET,

o ({EE) timeout seconds 1%, AA v F I RADIUS V— DJSE %15
L CHEETHIETCORMBBRZEELET, HETE HHMIT 1 ~
1000 T4, Z O EIL. radius-server timeout 7 27—/ L 237 ¢
Fal—raryavr NICLPEEEZ LEX L E7, radius-server
host =~ > R TH A LT U M ERELZRWEEIE, radius-server
timeout =~ RORENFEHINE T,

o ({EE) retransmit retries 21X, — ADIEE LRWGA, £E0EE
DIBVEAIZ, RADIUS ZRE YV — NICHRET 2R A FEE LT,
FEET& AHiPHIZ 1 ~ 1000 T, radius-server host =~ K CHIX%(E
% 2 F8€ L7254 . radius-server retransmit 7' 2 —/ N\ 227 ¢
Xal—varyavwr FORENMERAESNET,

o ({EE) Key string 121X, RADIUS #— - L CTEI{ET %5 RADIUS 7 —E
VEAAL y FOMTHEMAT 5RIAEB KOS — & E L E7,

G¥) key IZ3XF5ITH Y, RADIUS — THEHIN TV DX —
E—HTALENDHY F9, F—(XHIT radius-server host =~ >
ROBRBEDT AT HE LTHREL TSI, JBEHORAN— 2T
MENETH, key OFBBLOREBOAR—RFIHEHINET,
X ZAR—REFHT 251, sITAFR X —0—HnTh 55
GEBRE, SIABFTEF—ZHERNTIEE N,

1 2DIP 7 RLAICHIETHEBDOEA L = U B2 AL v FRR#HT 5
EOICHRET AR, TNENERLSL UDP RA— FES2FEHL T, Zo=
<Y REREREIHIZTJADLET, A4y TF VY7 =T, BESh:
EFFIZE> T, RA MEMRBKLET, &4 RADIUS AA N CTHEHT X1 4
7T b, BEEREK. BLUOKSX—2ZNETNRELTIEIN,

A7973 aaa new-model AAA A X —T M LET,
A7974 aaa group server radius AAA —R T —TFh BEO I N—FLTEZLET,
group-name IoaTY FEMHATLL A v FRE =R IV —TF av T (Fal—
var E—RICRVET,
A7975  server ip-address HE D RADIUS B —REZERFH DY —N 7 —F 1Tk T £, AAA

P— R I —7D RADIUS V— R L2, ZORAT v 7k LET,
TN—TFDEY—NF, AT v 72 TEBHFHLOLOTRITNIEARY £4

o
A7976 end M EXEC £— RICRE D £,
A7977 show running-config REXERBRLET,

Catalyst 3750 RA v F Y2 h9x7 av24Fal—>ay HAF
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Bl RADIUS I2£ B3R A wF 747 RO

avwy kK

]3]

A7978  copy running-config (fEE) av74Falb—ay I A NVICREERTELET,

startup-config

A7979 RADIUS v 7' A VBFiE& A x—7 M LET, [RADIUS 1 7 A iBFED#
EJ (P9-30) ZZ ML TESN,

¥57E @ RADIUS Y— "% HIER 3 521X, no radius-server host {hostname | ip-address} 7' v — 3L 2
Y74 Falb—Varyavs s REEHLES, AN =T Ear T Falb—var UR IR
HIBR9" % (21X, no aaa group server radius group-name 7’0 —/3)b 27 4 Fal— g avw K
ML E7., RADIUS — 3D IP 7 F L A ZHIFRT 521X, no server ip-address —/" 7 )—7
ary7 4 Xal—varyavwry ReEHALET,
WOBITIL, 2 2DH72 5 RADIUS Zv—7 % —3 (groupl 3 X O group2) %8+ 5L 51
A v FEFELTNET, groupl TiL, [A L RADIUS ¥ — N EDRZRL 2 DOFA N = b %\ I
CH—bE2AHICRELTWET, 2FDDOHRA N = MR, IO N DT = — )V —/3—
RNy T7 v 7T LTEELET,
Switch (config)# radius-server host 172.20.0.1 auth-port 1000 acct-port 1001
Switch (config)# radius-server host 172.10.0.1 auth-port 1645 acct-port 1646
Switch(config)# aaa new-model
Switch(config)# aaa group server radius groupl
Switch (config-sg-radius)# server 172.20.0.1 auth-port 1000 acct-port 1001
Switch (config-sg-radius) # exit
Switch(config)# aaa group server radius group2
Switch (config-sg-radius)# server 172.20.0.1 auth-port 2000 acct-port 2001
Switch (config-sg-radius) # exit

A—HF A R—TLTFIERAELUVRY FT—9 —ERIZEAT % RADIUS FFrIDERE

AAA BRI L > Ca—VMEHATE AT —EARFIREN T T, AAA BiEEZ A X —T T 5 &,
ZA v FE (B—H N 2—F F—F_R—2FE Tt x 2V T4 =N LIHFET D) 2a—F 7o
T ANADSERGLEEREEHA LT, 2—Foky T a v 2RELET, 2—FiF, =2—% 7
77 ANADIERTRDONTVDHFAICIRD | BERLEY—ERDOT 7 EARBAIINET,

i EXEC E— R~ —H+Dxy bU—27 T2 RA&HIRT 535 A—F ZHRET 521, radius
X — U — R&FETE LT aaa authorization 72— 3L 207 4 Fal—T gy a<wr ReEHLET,

aaa authorization exec radius local =~ > FlX, ROZF AT XA —Z ZHELE7,

e RADIUS %ffi/H L CHIEEAEIT - -84 1L. RADIUS #H L T4 EXEC 77 B A X L E
ﬁ—o

FFEIZ RADIUS 2R L2 o e lHiid, v—W v T—F X=X &R LET,

FFAIRRESNTNTS, CLIZfHLTr 7 A L, BRES Nz —PITH LT, FFiddEiSn
iﬁ—o
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ATy71
AT972

ATy73

ATy7 4
AT975
ATy7 6

RADIUS [2& 3RS vF 7o x04@ W

HHEEXEC 778 AB L0 %y hU—27 +—tE X2+ 5 RADIUS FFal ##5E T 5121, HHE
EXEC E— FTHROFIEAZFEITLET,

avwyFk B

configure terminal Jua—n) arZ 4 FXal—vary T— REfBLET,

aaa authorization network radius Zy NI — 7 BEEOTXTOY—E RBERICHT 52— RADIUS ZF 8]
. A Y TFITRELET,

aaa authorization exec radius 2 — I HE EXEC O T 7 & AMERMN & D546, = —3 RADIUS #F7f
T, A v FITRELET,
exec ¥— U — R&EETLHE, =—% Tr 7y A UER
(autocommand &7 &) NEINALERH Y 7,

end i EXEC ®— RIZEY £,

show running-config REXMERLET,

copy running-config startup-config FEE) zv74F¥a2lb—vay 774 NVICEREEZHRIFELET,

FFR % T 4 B —7 2T 51Z1%. no aaa authorization {network | exec} methodl 7 v —/N)L 227 4
Xal—varavwrRFeEALET,

RADIUS 7h VT4 2T DiEE)

ATy71
A797 2

ATv73

AT974

AT975
ATy7 6

AAAT T T 4V THEREIL, 22— R T 78 ALY —vRE HELEXY T —2 VY —2&
HERToXU T LET, AAAT IO T 40 T A R—TNMITDHE, AL v Fida—FOIFENRN
ETHhOrT 47 La—ROBRKTRADIUS BX =2 )T 4 — NICHRELET, KT T T 4
7 La—RIET BT T 4 7O Attribute-Value (AV) X7 BEFEH, La—Ridkx=UT 4
=N MENET, ZOF—F%, Ry NT—=08B, 7747 MR, £RITEEDO-DITSH
rcxEd,

Gwom8®%@V&N%£U*/FU 7 Y—E 22T 5 RADIUS 7 AV T 4 v T A F—
2T 5HITiE, ¥ EXEC E— R CKROFIE2ETLET,

avwy kR B

configure terminal su—s UL ar 7 4 Xalb—vary ®— FelBLET,

aaa accounting network start-stop Xy N —Z B EOT R TOY—E RER|IZHOWT, RADIUS 7h 7
radius VT4 T A F—T NI LET,

aaa accounting exec start-stop radius  RADIUS 7h v 7 1 > 712 LV, ¥iHE EXEC 7 1t A DRI LR

BT B o T 4 7@, BICEEEIE LT Dy T o v @ E
EETHEICHELET,

end ¥+ EXEC £— NIZREY £7°,
show running-config BREXMER L E1,
copy running-config startup-config (EE) a7 4Fal—vay 774 NVICHREZHRELET,

THOT 4T %T 4 E—TMIT 52, no aaa accounting {network | exec} {start-stop}
methodl... 7 —/N)b 37 4 Falb—vay avy RefiLET,
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AAA —/I\DREEFRRELBIFEEDIL—2 DY 3 VDR

aaa accounting system guarantee-first =~ > RiX, AT AL THU T 4 VI BRRYIO L a— RIZ
RHZEEBRIELET, THULT 74NV FORETT, JBHEICL->TE, YAT LRI r—RINdE
Tay Y= VERRmAERTE Yy v a VAR TERWEERHV £T, VAT DU m— RZhHh

DI 3 pEBALZEBHY ET,

=2 DY u— FEIZ AAA Y= "REERERG G, V—F 0ar Y —Elid Telnet £ v g~
% #ESL T 5 1Z1E, no aaa accounting system guarantee-first =~ > RZ{#H L E£7,

9 RT®D RADIUS H—/\DEKE

A v F LT _TD RADIUS — BT/ o — VICEEZRET D101, FitE EXEC £— KTKRD

ATy71
A797 2

AT973

ATv7 4

AT975

AT976
ATyFT
AT978

FMEZFEITLET,

avwy kR

=]y

configure terminal

sa—N\) ar74X¥al—yay E— ReBBLET,

radius-server key string

ZA v F LF_TD RADIUS — A ThfFshdv—7 by b 7%
P ARV TERBELET,

GE)  key 1Z30F5ITHY . RADIUS H— " THEA SN TV HEFE1L
F—L BT LOLEPDHY 4, LHOAN—ATEPA I E T
2, key DFHBLOREROASN—RIMEHENET, F—ICR
NR=2 %M T 2561, 5IARF—O—H2Th 556 2k
. BIAfFCE—FHERNTLIEEN,

radius-server retransmit retries

Z A F ) RADIUS Rz ¥ — NCHEET R EEELE T, 7
T ANV T3 T, FRETE H&MIE 1 ~ 1000 TY,

radius-server timeout seconds

AA v F 5 RADIUS ZRICH T DI0E 25> T, BEREZHEETLHET
OFEE () #HEELET, 774V MNMEISHTYT, HETX 28I 1
~ 1000 T,

radius-server deadtime minutes

FROREZRIZIGZ L 72V RADIUS Y — "% 2% » 7 505 (47) Z48E
L, ERBIA LT T T L2ETHET L2 & RIZRESHLTVD
P—NEdITTELLIICLET, 774/ NI 0O TY, FHETE DHMA
130 ~ 1440 43 T,

end

¥iHE EXEC £ — FIZE D £,

show running-config

BE RS L ET

copy running-config startup-config

UEE) =27 4FXalb—3ay Zr A NVCHREXRFELET,

FHEERSE, A4 L57 7, BXOHBEEMOBREEZT 74V MIETIZIE, 2hhboa<> RO ne

Bz ML ET,

VS —EEFD RADIUS BEZERT 5 R A v FRE

Internet Engineering Task Force (IETF) K7 7 MHKIZ, N ¥ —EHOEM (B 26) AL
T. AA vF & RADIUS ¥ — TR X —EHADEREBET DO HFEANED LN TWET,
#~_ o #—1%, Vendor-Specific Attribute (VSA) ZEHT 22 Lizk > T, — AV HREIITE S 72
W E OILRIEMEEZ Y AR — hTEET, R pELET 5 RADIUS Tk, ZofRTHLREE NS
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RADIUS [2& 3RS vF 7o x04@ W

Tr—~y hEERALT, RUF—HFOAT v arE 1 OPFR—bFLTVWET, YRAIDORF—
IDIZ9 THY, Y R— GO AT v a I F— X147 1 (&ENZ cisco-avpair) T, ZOfE
X, WO T 4 —~y hOA Y 7T,

protocol : attribute sep value *

protocol 1X, $sEDH R LA FIEHT A Rao 7 e ha/VEghofE T3, attribute 33 X O value
1L, A a® TACACSH fEEk CEZ I N TV A )7 Attribute Value (AV; BYEME) <7 T, sep
X, REOBMEOREIE =, TERBEEOEEDEEIT * TF, TACACS+ #Fal CHEATE 2T X ToH
felX, RADIUS THEHATE £,

722X, D AV T ERET S L, IPFFa[lE (PPP @ IPCP 7 KL ADEIY B TH) 12, Y Aad
HRDELFIFEIP 7 FLX 7 — RN G720 9,

cisco-avpair= ”ip:addr-pool=first"

WIZ, AL v FinbFHE EXEC v > RAORIRET 7 8 AR AR L R D a—Y v 7 A v &4 % 4
ZRLET,

cisco-avpair= ”shell:priv-1vl=15"

RIZ. RADIUS H#— F =2 _X—2ANDOFHFF VLAN Z45ET 20 %R~ LET,

cisco-avpair= ”“tunnel-type (#64)=VLAN (13)"”
cisco-avpair= ”tunnel-medium-type (#65)=802 media (6)”
cisco-avpair= ”tunnel-private-group-id(#81)=vlanid”

Wiz, Z oI ASCH XD AN ACL 24 ¥ —7 oA AZ@HT 26 %2~ LET,

cisco-avpair= “ip:inacl#l=deny ip 10.10.10.10 0.0.255.255 20.20.20.20 255.255.0.0”"
cisco-avpair= “ip:inacl#2=deny ip 10.10.10.10 0.0.255.255 any”
cisco-avpair= “mac:inacl#3=deny any any decnet-iv”

WIZ, ZOHEFRIZ ASCH RO ) ACL 24 v Z—7 = A AZi#EAT 5017 LET,

cisco- avpalr: “ip:outacl#2=deny ip 10.10.10.10 0.0.255.255 any”

DR H =2, FRNENME O X —ID, A7 v ary, BIUOKHGETD VSARHY £, N
#— 1D B X U“ VSA OFEMIZ 2OV TiE, RFC 2138 [Remote Authentication Dial-In User Service
(RADIUS)J] Z2ZM L TS 7ZE0,

AA v F 0 VSA Z38ik L TR 2 K 5 ICRET 2121, i EXEC £— FTROFIRZFEITL E
R

avwrk B
27971  configure terminal Ja—rJL 2y T 4Kl — gy B R LET,
A7972 radius-server vsa send [accounting | | %7 v F 7 VSA (RADIUS IETF B 26 CiE%) #@W# L CFHTX 3
authentication] ol LET,
'(Eﬁ)mﬁéﬂéA/& lﬁ@iwﬁA%Tﬁﬁ/74/7Eﬁ
WZBRET A 121X, accounting ¥— 7V — REHEHLET,
* ('fifé::) [ uﬁkéﬂ /\/& .ﬁ@y émﬁ/\jffmh uIEE ﬁf’ j' Bﬁﬁj—
%1Z1%, authentication *— 7 — K& HH L 9,
F—U—REHEETICZOa~vy FEANTLE, TV T 4008
FORBFEDOR U F —EFBHEOW SN EHINET,
A7973  end ¥i#E EXEC T— FIZEY £7°,
A7974 show running-config MEAERLET,
A7975 copy running-config startup-config | ({-%) =L 7 4 Fal—L gy T A MCERERRELET,

| oL-26593-01-J
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~

GE)

RADIUS @D —%& & N & —[EAORME 26 OFEAMIZ 2V TiX, Cisco.com < [Cisco I0S Security
Configuration Guide, Release 12.4) Of1§% TRADIUS Attributes] #ZM L T 7230,

NS —HBED RADIUS U—/\NEDBEICEAT 2R v FERE

RADIUS (B89 % IETF K7 7 MEAECTIL, AA v F & RADIUS H— 3T &#—il B LR D 1F
ZETDEHRUCOVTED BN TWHE T, RADIUS Bt v M &M A ICHERETRE L T b
Z—HH Y ET, CiscolOS V7 hv =T lx, X F =AM RADIUS BHEOY7+& » &3
R—hrLTWET,

AR L7z & 912, RADIUS (R Z—OMBERICE 2500, IETF F7 7 MIERT 5 H 0% R
D) ZRETHITIE, RADIUS =R FT—F U NBEEB L TWVWAFRARE, FORARNNBAL vF &
WHEFTH I Ly b THFAN AN U TERETHALENHY £9, RADIUS AR B LU —7
Ly b 7FA N 2 MY U7 E2ET ST, radius-server 70— 3L 27 4 Fal—v gy aw
Y REHEHLET,

R —MEMLEDO RADIUS =N ARA b, BIOHKEFEINDI—F Ly N THFAN AN T %
FET DI, ¥4 EXEC E— R CKROFIEAZ EITL X7,

avvk E:5
A7971  configure terminal sa—) ar7 4 F¥alb—ar E— FEBMBL
i‘é_o

27972 radius-server host {hostname | ip-address} non-standard |J &£ — } RADIUS % — X HxA FDIP 7 FL A E7-

IR A N EIEEL, FORA RN, XA —H0
HIZHEE L RADIUS #ff H L TWA Z L 2T L
i‘d_o

A7973  radius-server key string 2L v F LR A —ERED RADIUS — L D

fcFsnNd—21Ly F TFAN AN T %
BELET, AA vy FEBIORRADIUS — %, =
DTHANANITEHEHLT, "AT— RO
BB LS EORZ B E TN ET,

GE)  key (Z3XFHITHY, RADIUS H— T
SNTVAEREE L —L —HTH2XLERDHY
F9, LEHHO A= FTME SN E TN,
key DHFEB L ORKED A= 13 S
F9, F—CAX—2EHHAT HGEF, 5l
A/ N —O—EyThrHEERE, 51/
FTHF—%WHERNTLEE N,

A7y74  end ¥i#E EXEC T— FIZRED £,
A7975 show running-config RELMERLET,
A7976 copy running-config startup-config (EE) 274 Fal—vary 774 VICEREL

RFLET,

AR H = A Ak RADIUS R A k ZHIER$ % 121%. no radius-server host {#ostname | ip-address}
non-standard 7 m— 3L 27 4 X2 b—v gy aw s R E2FEHLET, F—2F 0 —7 2T
%1Z1%. no radius-server key 70— 3L a7 4 Fal—ay avr REFEHLET,

Catalyst 3750 R4 v F YI b9z 7 av74Fal—S3v HA K
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WIZ, N Z2—A {40 RADIUS &R A k& 457E

RADIUS [2& 3RS vF 7o x04@ W

L. A vy F LI —"OM T radl24 &5 R

F—2MEMAT OB 2R LET,

Switch(config)# radius-server host 172.20.30.15 nonstandard
Switch (config)# radius-server key radl24

AALyFETDH CoA DERE

YSEVA
AFy72
ATy73
AT974

ATv75

AT976

AT971

ATv7 8

ATy79

279710

AT97 1

ATyF12

2L v F LT CoA ZRETD

(213, ¥4 EXEC T— FCTROFIAZETLES, ZOFIHITLHAT

ERS
avwy R B
configure terminal Jya—) ar7 4 Xalb—ary T— REREEBELET,
aaa new-model AAA A F—T NI LET,
aaa server radius dynamic-author AA T HRAE, FA, BLOT U T 007 (AAA) — NTRE

L. MR Y =Y — N DHEFEMNEZFETLET,

client {ip-address | name} [vrf vrfname]
[server-key string]

HAFI v IR —H )L =R a7 4 Fal—gr F— 2
WL, T3 A0 CoA 2% T, BREHRV 43 RADIUS 7 54 7
Y RERELET,

server-key [0 | 7] string

RADIUS ¥—%5 /314 2L RADIUS 7 54 7> b EDRITHE SN D
LR ELET,

port port-number

REINT RADIUS 27 A 7~ ~inb RADIUS ZsRE T /84 ZAN%ZAF
TOR—PERELET,

auth-type {any | all | session-key}

AA v FINRADIUS 7 74 7 > MERT L5 AIDO X A4 7 HETE L E

7
TIAT NI TFTHICERESNETRTOREE —FHL T aiTh
X720 F8 A,

ignore session-key EE) Byvary ¥—2BUHTLIIOIICAS v T ERELET,

ignore =~ > ROFMIZ >V TiL, Cisco.com D [Cisco 10S Intelligent
Services Gateway Command Reference] %ML T E &,

ignore server-key

(EE) =" F—2BMUATLLIICAS v TFERELET,

ignore =~ > ROFEMIZ DV Tix, Cisco.com ® [Cisco 10S Intelligent
Services Gateway Command Referencel ZZH L T 720,

authentication command bounce-port
ignore

(EE) COAERZEH LT, v al 2R AT 4T DHHR— %
—BFNCT 4 BTNV T DI DAL v TFEHRELET, R— &2 —
BEIOICT 4 =T T 5 BMIE. VLAN OEEREALTCH, FOXE
FEBRET 237V h b=y RRA > b EIZRWEGEEIT, KA M
5 DHCP Fxay = —y g v &iThb¥ s 2L TY,

authentication command disable-port
ignore

UEE) By v arva2hAT 407 LT0WAR— 2B EDOL vy b F
TURREICT DI LA ERT HIE o RERIET D LIRS v
FEHRELET, F—FrET Yy h T Byl alBETL
9,

R— b HOA R—
ZfEHLET,

TN T BT, =YD CLI £721% SNMP =2~ K

end

F#E EXEC £— RIZRED £7,

| oL-26593-01-J
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FIE RAyF R—RABUORTE |

W Kerberos =&

B3R vF 7 EADHIEH

avwyFk

B&

A79713 show running-config HERHERLET,

A797 14 copy running-config startup-config EE) zv74FXalb—vay 774 VICREEZHRFELET,

AAA %5 4 &—7 2T 5121, no aaanew-model 72— L 27 4 X2l —v gy avr RE
EALET, AAM vTF LD AAA V— R MEEE T « Z— 7 N2 3 5121, no aaa server radius
dynamic authorization 7’0 —/ )L a7 4 Xalb—v gy a<wr FEERALET,

COABBENE=R Y VT BV IS TNV a—TF 1T

D Cisco I0S <> FZHHALT, AL vF LD CoA LT FZBIVO N T TN Y a—TFT 47
LET,

* debug radius

¢ debug aaa coa

* debug aaa pod

* debug aaa subsys

¢ debug cmdhd [detail | error | events]

e show aaa attributes protocol radius

RADIUS H—/ N\ O— R NSV U5 DHRE

Z DR %4%%“‘)—5 L. T RERAERB IO ERE, — 7L —TNDOFT~TD RADIUS H—
ANCH L CHFICEFETEET, FEMIC OV TIX, ko URL T [Cisco I0S Security Configuration

Guidel ® TRADIUS Server Load Balancing] O&EZ# ML T Z X\,
http://www.ciscosystems.com/en/US/docs/ios/12_2sb/feature/guide/sbrdldbl.html

RADIUS DFREDRT

RADIUS OF%E %K~ 9 5I21%. show running-config £t EXEC =~ R&MH L £,

Kerberos [C& B RS yF 7O ADHHE

ZZ T, Kertberos EX =2V 7 4 VAT LEZAR—T VI L TRET DHIEIZONTHHLET,
Kerberos E¥ =2 U T 4 VAT A%, EETE 5% — F‘/\°~7‘4”£’ﬁﬁﬁb“(7\/ cO—2 U Y — Xkt
THERPBIELET, ZOMEZHHTIICIE. A4 v FIAAL T V7 MU =T OREB{L/N—
VarEA VANV THLERDY T,

ZOHEEMFEH L, Ciscocom WOl EALY 7 Ny =T Ty A NEF U ra— KT 523255
VHERHY £, FEMONWTE, 20V IV —2DY U —2 /J—rEZRLTIEEN,

ZIZTIE, ROERIZOWTHHILET,
o [Kerberos DA% | (P.9-41)
o [Kerberos ®#fFE] (P.9-43)
o [Kerberos D% iE] (P.9-45)
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m. 0L-26593-01-J |



| £89F RAyF R—RAFHORE

Kerberos &3 XS vF 7o Axnsa M

Kerberos @ EFIZOWTIX, D URL 2 5 [Cisco I0S Security Configuration Guidel @
[Security Server Protocols] ®#FE® [Kerberos Configuration Examples] #ZH L T &\,
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Kerberos 7 L5 v ¥ VT, 2—HE/1I P — 2D ID it L £

T, Xy NU—27 $—EANRF v h&3IT L7z Kerberos V— %17
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SRVTAB Fy hU—27 = 2R KDC &3 T %5320V —F, SRVTAB i1,
Kerberos 5 LLED X— 5 Tl KEYTAB & FEEHL TV £,
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KEYTAB = key table (¥— 5—7/1)
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LCYE—h 2—PERFETE 5 Catalyst 3750 A1 v F Z{EH T& £3, Kerberos & h A X~ A X
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Z—FRER AL v FITHk LT, Kerberos Xt Telnet 825t 2 BHAA L £ 37,
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F 72, [Cisco 10S IPv6 Command Referencel] HZML T ZE,
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2. AAvTFDORAMBEIOCIP FAS A EZRELET, ZOFIEZETTLDIE, A v TF &

A7y71
A7y7 2
A7973
27974

A7y75
ATv7 6

ATvFT

SSH #— 34 L TRE

T BRI TT,

3. AA vTF N SSH Z HEIIZA X—TNMIZT D720 RSA F—DOT7 24K LET, ZOFIEEE
1T9T201%, AA vTF% SSH y— "L LTCRETIHATETTT,

4, o— IV T ERAEZIZIVE—F T2 AFIC2—YREERTELFET, ZOFIEINETT,
%Mmowf@\&4/%®m—wwmﬁkiUﬁTmﬁﬁjR9%)%%%L1<téw

RARLEIP FAAL L4 ZHREL, RSA F—DXT7 AT 51213, it EXEC £— R TROFIEA
FEITLET, ZOFEEZETTIDIE, AA v»F % SSH — L LTHRETIHHAETT T,

avwyFk

B&

configure terminal

Jua—)L ar7 4 ¥al—yary ET— RRe@BLET,

hostname hostname

A v FDORA M EHRELET,

ip domain-name domain_name

AL v FDRAN FAL U ERELET,

crypto key generate rsa

X/f ‘)%J:TD‘—jJ/I/jSJ:’O\):E”— mhthEFﬁ SSH “'j‘—/\é"/fZ\ 7/1/
IZL. RSA F—DO_XT7 &4 L £7,

BNEY2T A YA T, 1024 By MITHZ EEHAEREL £,
RSA ¥ —OXTEERTAEEIC, TEV2TF7AOEIOANEZRD LN
FT, BV TARELRDITELETT N, AR EEHICREE 2R 20>
D ET,

end ¥iiE EXEC £— RICED £,

show ip ssh SSH =D NR—V 3 VBLUREHFRERRILET,
EelEe

show ssh AA v F LD SSH —_ORAT—F 2 RKRFLET,

copy running-config startup-config

(EB) av 74 ¥al—var 77 A MCRERRIELET,

RSA ¥—0DO X7 ZHIgT 5
FafMLE3, RSA F—

ZiZ. crypto key zeroizersa 72—/ 3L a7 4 Falb— gy avy
@«7%m%¢5k SSH #— NIZBEBEMNICT 4 E—7 il b 4,
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FIE RAyF R—RABUORTE |

W SSH OE=HORS vy FOBRE

SSH 4 —/\D®E

SSH #— "% #HET HITIL. ¥4 EXEC E— F RO FIEZFEIT L ET,

avwy kR

B&

A7971  configure terminal

Jua—N)L ar7 4 ¥al—yary ET— RRaelBLET,

27972 ip ssh version [1 | 2]

({EE) SSHvl F£721X SSHV2 #FETT DL IHIICAAL v TFEZRELET,
e 1:SSHvl #FEITTDEICAAL v TFEHRELET,
e 2:SSHV2 #FE{TTHLICARAL v FERELET,

Zoa<wry RE AN LRWGEA, FEF—V—FE2EREELRVES.
SSH #—NiZ, SSHZ 747 FTHR—FENTWEERHFNI—Ta v
» SSH #3&IRLFT, 7-& 21X, SSHZ 747> b2 SSHvl BL O
SSHv2 #H% AR — F T 546, SSH ¥— 3% SSHv2 #&R LFE T,

A7973 ip ssh {timeout seconds |
authentication-retries number}

SSH #l#IRT A —XZ HFRELET,

o HZALT Y MEIMHEMTHEELET (F74/0 MEIX 120 B), 5
ETEHHPAIZ0~ 1200 TY, ZDORXTFA—HFFT, SSH x =
T—vary 7x—REAINET, ERI/ELIND L. ALY
FIZTCLIRN—RA By arDF 74V NDEALT 7 MEZMHHL
ij—o
FIZHNRTIE, Xy T —27 FOEEO CLIR—ZX By g
(Byvar0~4)IZx LT, &K S5 HOORZ{REIFE SSH ke 4 f
HATEET, Efrv=rBNEf#+s&, CLIN—RX vy aro¥
ALT T MEIZT 74V RO 10 HI2REY £,

o UIAT VRV —AN"AFHREIETE A EETCLET, T4
ME3 Y, HETE2®MIT0~5 TY,

W FDINT A= B ESTHHEITZOFIMz#EY IBRLET,

A7974  line vty line_number
[ending line_number]

transport input ssh

(FEE) BRI E 2R E L E T,

o TA AT 4 Xal—iar T— FEHBLT, RAASRE R
EERELET, line_number 3 L O ending line_number \Z%F L
T, LT ZHELET, FHETE 26T 0~ 15 T,

o AA »F TI SSH Telnet #fc & [0S 2 L HICHRFELET, ZiZ
XV, —%I% SSH #KEICBRE S NET,

27975 end Kt EXEC B— FIZRE Y £,

A7976 show ip ssh SSH =D NR—Y 3 VBLUREFREFRRALET,
EJlE
show ssh AA »F kD SSH Y —_"OEEHAT —F AERRLET,

A7977 copy running-config startup-config

UEE) =27 4FXalb—ay Zr A NVCHREXRFELET,

77 # v k@ SSH Hll#Hl/3F7 A —ZIZEJI21Z, no ip ssh {timeout | authentication-retries} 7' 1 —/\
N arZ4Xal—varyavr ReERALET,

Catalyst 3750 R4 v F YI b9z 7 av74Fal—S3v HA K
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SSLHTTP 0602 A vFoEe B

SSH DFEEH L URT—F ADRR

SSL HTTP Of=66D A A v FD

SSH 4 — "R EBLOAT—F R RTTDHITIE, £ 9-6 OFE EXEC o~ K& | o713
ERLET,

& 9-6 SSH 4—ROBEBLUVRF—ERERTTHaATVE

= N B#

show ip ssh SSH r— D" —T g v BLUOBREHBRERELET,
show ssh SSH — "D AT —% 2% F - LET,

INoDa~wy FOFEHIZOWTIL, kD URL IZ& 5 [Cisco 10S Security Command Reference] @
Other Security Features] ®#® [Secure Shell Commands] #Z L T 7ZE 0,
http://www.cisco.com/en/US/docs/ios/12_2/security/configuration/guide/scfpass.html

TE

ZZ T, HTTP 1.1 O —"B LY T A 7 & MIxHE L7z Secure Socket Layer (SSL) /X—3 g
3.0 ZRETDHIECHOWTHB LET, SSLi%., ¥%=7 HTTP WE2FEHE T 570, HTTP 7 &
ATV RRBREE T TR, = NGRRE,. BBk, BIOA ve—Yomett bt LEJ, SSL &f#
AT 21203, BRbY 7 b =T A A=V BRAAL v FIZA VA=AV ENTWIRERSHY T, =
DOREZEM L. Cisco.com MHIEE{LY 7 U =T 77 A NEF T o— RT A3 F 02555
IENRHY ET, B bA A=Y O NTIE, 20V V=20V V=2 /= EaZRLTIES
v,

T ROBEHIZONTHALET,

o [EFX=7 HTTP ¥ —_"EBLOY T4 7 bOWE (P.9-51)

o X7 HTTP —"BLOZ 747 FOiEE] (P.9-53)

o (X 27 HTTP ¥ —NRBILRI T4 T bOAT—HZADF R (P.9-57)

I TCHERTIRELR 2~ FOMILE L OMEH FIEOFEMIC OV TIX, kD URL IZ& % Cisco
10S Release 12.2(15)T @ THTTPS - HTTP Server and Client with SSL 3.0) OEEEFHZ S L T<
ZTEN,

http://www.cisco.com/en/US/docs/ios/netmgmt/configuration/guide/nm_https_sc_ssl3.html

ggll

X217 HTTP Y—NEXUVI 5172 FOBE

%27 HTTP ##0%HE, HTTP »— "R %EZETEHT — XIS LI TA v ¥ —3 v MIXk(E
SnEd, SSLEFB(bZfED HTTP iX, Web 77 UMb AL v F 2 ET D X 5 7effglc, ¥
TREEHGEARME L ES, X aNEET L EF 27 HTTP 4 — "B L OHTTP 7 547> FTlE, 7
TV r—va rEOREEBI SSL N— 3 > 3.0 #fEH LE 3, HTTP over SSL i, HTTPS & Ag &
NET (BF =7 R2BkO4A. URL 2 http:// ORI 0 (2 https:// THAE Y £3),

¥ 27 HTTP — (AA v F) OERZEENL, f8EDOKR—F (57 /L b® HTTPS &A— MZ
443) T HTTPS ER&2FH% 17T, HTTP 1.1 Web ¥ —_"~ZOERAZES = L T, HTTP 1.1 % —
NEFEOERZWFLL T, X =7 HITP —~IEE (O T) LEJ, % =7 HTTP H—
(X HTTP 1.1 = Rb iz, TOERITIEZET,
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FIE RAyF R—RABUORTE |

W SSLHTTP 0f-&

DAL Y FDEE

X7 HTTP 7 A4 7 F (Web 77 ) OFEAR%EENL, CiscoIOS 77V r— g LERITE
KELTC, ZOT7 7YV r—3va UNER L HTTPS User Agent —E 22 FEIT L, I8&E%E (0T 7Y
r—3ail) BT ZETY,

CADLSRERSAU K

Certificate Authority (CA; §8iER) 1%, BERZRBAILTSMT DRy hT—2 T34 R E L F
TLET, 206D H—ERE, BMT 271 AT 2 _ETH R X2V T ¢ F—B L OGE
HEOEHARME L E T, FFED CAV— NL AT X ,PR 7 FEMIENET,

BEnFEITENS L, HTTPS — N Z, F T AMRA U M ERDZEED CA 264572 X.509v3 D FFH
EARITTAHI LT, EXaT7REFE 54T MTIRIELES, 2547~ (GBH. Web 75
) X, ZTOFEAEORIICKLERARF—E2EAL TV ET,

X =27 HTTP ##1213, CAO R T AMKRA U FERETHZ L E@MHAELEL £9, HTTPS $—N
EFERITLTWVWETFASAAL ZZCAD T ARRA U FBRRESHTWARWE F—NTHF AL T
G RSA DF—DO_XT 2AEKLET, BFTHRIELE (HEES) EAE 3@ 2207 4 Tl
WD T, HEHmT D7 7A4AT 2 MIZTOHAENBCIEHAETHA Z E2BAIL, 2 —FITEEFE ORI
(FesLE-ITHER) 23 WFAMERHD 4, ZOBRKEIZINE Ry NY—2 vAReY (5 N
L) LB ET,

CADINTAPKRA LV FERELTCWRWE, X a7 HITP 2 AN LEHE. 208X T
HTTP +— (£721327 74 7> b) (x4 5 —Fi £ 72130k 0720 B © B4 G =S B B3 Ak &
nEJ,

o AAVFITHRA M E RAL VARBREESNTARWES, RSN HCEBATHEIT N2
DTT, A v T EHEET L &, ZO—FRNLALELAIEAEII LD, #FH-ICACELERE
(—HFR9IZ) NE B THRET,

o AA YFILHRARMLE FAL VAPRESNTWEIEES, A a2 B EEATEREIT KBNS
DT, TOFEAET, A vTFE2HESHLTH, ¥X =7 HTTP y— "2 EHIZ L THLAEZD
FE T, TOD, HELF27 HITP B2 Lz ST £,

BEERBEIR T A RRA 2 ME, lHlx DT AL ATRETDHDULERDHY T, OT /A 2063
=358, ENHIEFAL v F ETEYITRY ET,

HOBATEHENER SN2 GE. £ OFE#IL show running-config f##% EXEC =~ R T T
F¥, BLBEALMRELZR T L~y ROWJ) (show running-config =2~ K) %l & L T—H#»
LET,

Switch# show running-config
Building configuration...

<output truncated>

crypto pki trustpoint TP-self-signed-3080755072

enrollment selfsigned

subject-name cn=I0S-Self-Signed-Certificate-3080755072

revocation-check none

rsakeypair TP-self-signed-3080755072

|

I

crypto ca certificate chain TP-self-signed-3080755072

certificate self-signed 01
3082029F 30820208 A0030201 02020101 300D0609 2A864886 F70D0101 04050030
59312F30 2D060355 04031326 494F532D 53656C66 2D536967 6E65642D 43657274
69666963 6174652D 33303830 37353530 37323126 30240609 2A864886 F70D0109

Catalyst 3750 R4 v F YI b9z 7 av74Fal—S3v HA K
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CipherSuite

SSLHTTP O:=-H02A vFoRE W

<output truncated>

HOB4REAEIL, %27 HTTP % — 3% #5312 LT, no crypto pki trustpoint
TP-self-signed-30890755072 7 o — 3L a7 4 ¥ alb—vay avy REANTHI L THIRTE
F9., £0%, EX =27 HTTP v —"EHEANITH L. BCBEAENENHZITERSNET,

TP self-signed D% AICERINTWDHEIZ, T ADTV Y TABEFIZL o TRRD T,

F 7 arda<w R (ip http secure-client-auth) {32 & HTTPS — 037 547 kh
5D XS509V3 FEHEAERLET, 7747 2 bORGRE, VY—"BHFORELY bEVEF 2V
T a4 Rt LET,

FRAER OFEMIZ DWW T, Cisco.com T [Cisco 10S Security Configuration Guide, Release 12.4] @
[Configuring Certification Authority Interoperability] DEEZZMML T Z &\,

CipherSuite 1ZHf 5L T L TV XABLOX A P2 A b 7Y XAEEE LT, SSL#EERRICERL E
9, HTTPS —NcHifed 5, 277472 b Web 77 UL, HHR— x5O CipherSuite DV
AN LET, 2O%ITA Ty NV —NF, WA THR—FINTODERHEB(LT LAY XAT
KERHOEZY A IPLERLTCRrI=— b LET, & xIE, Netscape Communicator 4.76 1%,
KEDO EX=2VU T 1 (RSA AR ¥ —K5 MD2, MD5, RC2-CBC. RC4, DES-CBC, B LW
DES-EDE3-CBC) &#H A —FLTWHET,

il 7 iE ki, 128 By MFEALZYR— b T2 747 b 77 04 (Microsoft Internet
Explorer /\H“/ 2 > 5.5 LIF: ¥ 7213 Netscape Communicator 73— 3 > 4.76 L7 &) NHETY,
SSL_RSA WITH_DES CBC_SHA CipherSuite i%, 128 vy MEFFL ARG L2V 2D, o
CipherSuite K1V btx =2 U T 4 BMELS 220 £,

CipherSuite 1%, £V X =2V T s BEL, BHIRNTLRHI1EE, DT TTNAHEKEM A LB/
DEF, KIZ, AA v FTHFR— I D CipherSuite 35 LUV — & OBETRT (HE) 1255
CipherSuite ®7 > 7 (EWIH) Z#EHELET,

1. SSL_RSA WITH DES CBC SHA : # vt — Y0l E{kiz DES-CBC. BLUA v — ¥4
U= A MC SHA %l L72 RSA O % —25# (RSA 2B % —K51b)

2. SSL RSA WITH RC4 128 MDS5 : RC4 128 E' v a4k, BEUOA vt —Y 1V x % MC
MD5 %f# fl L 7= RSA 0% —55#

3. SSL RSA WITH RC4 128 SHA : RC4 128 E' v FiFE{b, BLUOA v —Y A P xR M
SHA %[l L7z RSA O F —%5H#a

4. SSL RSA WITH 3DES EDE CBC SHA : # vt — YOl 5{kic 3DES & DES-EDE3-CBC,
BIOA Y=Y A V=AM SHA ZfiH L7z RSA OF—x# (RSA ABXx—k51k)

(R EBIOE ATV AN TV XL EZNENRE L THRASHOE ) RSA I, SSL #Fi2
WTHF—DARB LOFEFEOM FIZHFEH SN ET, ik, CADNT R MKRA Y b0 ﬁzéﬂﬂ\é
ME MDY FH A

X217 HTTP Y—NEXUI 5472 FDOETE

o [SSL OF 74V bl (P.9-54)

o [SSL O EREDFZ ] (P.9-54)

e [CADINTZANKA LY NOFKE] (P9-54)
o %27 HTTP »— 0% iE| (P.9-55)
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W SSLHTTP OE-HDRA v FORTE

o X7 HITP 7 947 > b ORE] (P.9-56)

SSL DT 74U FERTE

FEHED HTTP Y— N3 A R — 7 VICERE
SSL iFA A — 7 NMICRESINTVET,
CADIIFARRA Y MIFKESINTWVERA,
HOBATHERER I TWEE A,

S TWET,

SSL DR ERDITEEIE
SSLAEZAAL v F 75 AFTHATSHE, SSLEY T a NI TRAX a<w FTRTLEYT, 7724
AURDAA » FIIIEARED HTTP TEMESE L MLBENH Y £,

CADRINIFIANKRA YV MNERETDIANI, VAT L 70y IRHREINTND I & EHHETR
W, 7Ry I RREINTWARWNWE, REZBFMZEVEERERESTSINE T,

AA T AF Y ITHNDAS v 7 <~ AX—"T, SSLEva s BNEfliETranEd,

LT Zs

CADLFRFRSLY FOERTE

¥ 27 HTTP 8%k, CAD M T A MKRA LV FEERICHRET S Z
FARA YV ME, BEEBLIEFHEL VGV 22T 02350 £97,

CADFTAIRA Y baERET DL, FitE EXEC £— FTROFIREZFATLET,

EaHLELES, CADRT R

=1 N B&

A7971  configure terminal Ja—N) a7 4 Xal—yay ET— NEBBLET,

A7y72  hostname hostname AL v FORA M ERELET QIR R M E2RE L TORVES
DHWIE) e FARITEX 2V T ¢ F—LFEHEFEICLETT,

A7973 ip domain-name domain-name AZAFDIP RAAL 4 ZRELET LIATIP RAAL U4 ERELT
WIRWGEEDHBME), IP RAA U413 EF 2T 0 F—LiEAFEICL
g“ﬁﬁ‘o

27974 crypto key generate rsa (f£E) RSA ¥—DO_T&AEK LET, RSA F—DXTIE, AL vF D
FEEAZ AT T HENCLETT, RSA F—O_ T I IHBEINCAR S VE
T, BETHNL, ZOoavr FEHL TR —2HERLTEET,

27975 crypto ca trustpoint name CADRIANRA L MR —HLORELEHELT, CA FTF AR
Ak ar7 s Xalb—vary T—RKeRBELET,

27976 enrollment url ur/ FEAZOEROEFEEA A v F O URL ZfHELE T,

27971 enrollment http-proxy host-name (Ei‘) HTTP 7%y — %A LT CA »LIHEELZ ATTAE LS

port-number AL v TFERELET,

27978 crl query url BT OIEENTR D E I TV ARV EEERT B 72912, Certificate
Revocation List (CRL; FEBHZELLY =2 ) ’Eg?k’g‘é JZ INZAA v F
ERELET,

27979  primary EE) PTARKRA Y MR CABERIZHLTTIA~Y (T4 1)
FIZARRA L PELTHERASND XOITHEELET,

279710 exit CAFFANRAV Farv 74 Fal—vary ET—FRaKTL, Zu—
SN arZ 4 Falb—vary - RIRERY 7,

[l Catalyst3750 R4 v F Y7 b7 A T4 F¥al—av 4 F
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SSLHTTP 0-602 4 v70iE M
avwvFk B

A797 11 crypto ca authentication name CADOAF—ZHE LT CAZRIELET, A7 v 7 5 THEALIEA
AiEMCbLOEFERLET,

A79712 crypto ca enroll name FBED CADIITAMKRA Y MPLRAEAEFELZRGLES, Z0a~v R
1Z. % RSA F—DXTIZH LT 1 DOFEHLANY OFEHELZERLET,

279713 end FitE EXEC £— FIZRE D £,

Z7y714 show crypto ca trustpoints RELHRLET,

A79715 copy running-config startup-config EE) a7 4Fa2lb—ray 774 NVICREEZHRELET,

no crypto ca trustpoint name 70—/ 3L 27 4 ¥ a2 b— gy a<wr REFEHA LT, CA ICBES
59 _ToO ID HFHB L OGFHELHIRCTCE £,

¥ a7 HTTP —/\DERE

FECRERA E OBREZ 4 256, fOFIEZMEMLTAA v F DO CA F T A MRS FERELT
5, HTTP =N G T HUERHV ET, CAD M T A MRSV FERELTWRWES, &
ﬂF:LT HTTP — &R PNTHENC LR R T, BB ENERENE T, F—"EZREL

BB LU X 27 HTTP 4 — WG IEMT 247 ay (ONAL @HT27 78R U XK,
Ezﬂ%m%z FLFHALT T RY—) ZRECTEET,

ATy71

AT972
ATy73

AT97 4

ATv75

ATy7 6

SEVA|

¥ 27 HTTP — %3

RET DL, B EXEC T — FCTROFIEAZFEITLET,

avy kR

=]y

show ip http server status

(f£8) HTTP Y — DA T —F A% F/R LT, B¥ 27 HTTP — 0D
BERES Y 7 h Uy =7 TYR— RSN TWENE S aHLEd, )
T, ROTA L DELLNEHIRL T IZIN,

HTTP secure server capability: Present

or
HTTP secure server capability: Not present

configure terminal

Ju—N) ar7 4 F¥al—yary ®— e LET,

ip http secure-server

HTTPS % — 1T 4 =T VDG 4E, A x—7 WM LE$, HTTPS
P—NiF, TITHN I TA R =T IHESNTNET,

ip http secure-port port-number

(fE&) HTTPS +— NI+ 2R — MEFEHELET, 7744 1
DR— FFES1T 443 T, 443 £721% 1025 ~ 65535 OHPI THRETE
£,

ip http secure-ciphersuite
{[3des-ede-cbc-sha] [rc4-128-md5]
[rc4-128-sha] [des-cbc-sha]}

(f£7) HTTPS ##Hi Ol 5kl 3 % CipherSuite (F55{k7 /12U X
L) ERELET, $ED CipherSuite Z45E 3 2 EH B2 T HUE,
Y= T T 4T MR, WAV R — h3 5 CipherSuite TR I
T FDEIIERELET, ZHUTT 74V B TT,

ip http secure-client-auth

({EE) HTTP — %R EL T, HEHELEOM., RBiE0=Diz, 774
TR BEO XS09v3 FEAEAERLET, T ANV NTIE, 2947
VRV =N EOFEHEEERT AR EICL S TWVETR, F— %
I ATV MERGELZ2WNWE S22 TWET,

ip http secure-trustpoint name

X 509V3 X2 VT AEHEBORSR IO 74 7 > hOFERER RO

muu {iﬂqjﬂé CADOFTA ]\_J—/])/]\fi’? L/i'd—o

GE) Zoa<wr RofMAE, AiOFIREICHESTCA D RT A RKA
FETTICREL TS EWVIRHEEZEX THHAL TWET,
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W SSLHTTP 0f-&

DAL Y FDEE

avwyFk

B&

A7978 ip http path path-name ({EE) HTML 7 7 A A D_—R 725 HTTP S22 #ELET, %

. e —h VAT AIHD HITP =R 77 A VOB EHEE L ET
G, YATLDT7Ivva ARYRBELET),

A7979 ip http access-class access-list-number |({£E) HTTP — _"~DT7 7 ¥ ZADHFANMEHTET7 7R U A R %

fRELET.

A79710 ip http max-connections value ({EE) HTTP 4 — N~ R R REERAEE LET, BETX %A

X1 ~16 T4, 74/ ME5TT,

A797 11 ip http timeout-policy idle seconds life | ({£75) EEDWRMN TFIZBIT S . HTTP ¥ — S ~0iEks i KR 2 455E L
seconds requests value £7

o idle s T—H DEFBIRD, IET —F BEETERVBEOR
KIS, $57E T X HAGHIE | ~ 600 BHTT, 77 4 b Ml 180 B
(34 T

o life : BERA T LT B ROCHEN, JET & B 1 ~ 86400 £
(24 K[#) TH, T 740 ME 180 BT,

o requests : KFEH R EERE TR S N D R OB, KM
86400 T4, T 7/ hit 1 TY,

A79712 end

4 EXEC £— FIZRE Y £,

A79713 show ip http server secure status X227 HTTP ' —_XDOA T —H A &2FE LT, BELWRLET,

A797 14  copy running-config startup-config ER) 27 4FXalb—vay 77 A NVIIEREEZRGT LET,

BHED HTTP Y — %7 4 B—7 MIZT 51T, noip http server 72— L a7 f £ 2 b —g
vavwry REFHLET, B 27 HTTP — %7 4 £—7/LICF 5%, no ip http
secure-server 70—/ NL a7 4 ¥ al— gy avy REFEALES, 740 FOBREICHETIC
I%. no ip http secure-port ¥ X U" no ip http secure-ciphersuite 7’ 2 — )L 227 ¢ ¥a L — 3
a<wr REFHRHLET, 7747 MEEOEMZHIFRT 5121, no ip http secure-client-auth 2
B— YL a3y 7 4 Xalb—rary avry ReFEALET,

Web 77 U &M LT =7 HTTP ##e 2 iR 3 5121, https://URL Z AJjL£3 (URL X IP
T RVAL F23Y =N AL v FDORA M), T 74N~ K= FSDOHR— FEHREL TWDEE,

URL O%AICAR— FEELIEETOILENLD 9, RICHZRLET,
https://209.165.129:1026
Eel

https://host.domain.com:1026

X217 HTTP V5472 FDRE

D HTTP 7 94 7 B LI Ok %27 HITP 7 74 7> MIFICA 2 —7 1 TT, iEHZEOR:

(X% =27 HTTP 7 74 7 b OFEHENLE T, ROFIMETIE, BIOFIETCA O M7 A MR

AV PEAL 9 TFICRELTWVWAZ EZHHRICLTWVWET, CADRTARMRAS U ERBRESNTEDS
P, UE— D HTTPS =07 547 2 FORFEZER LG E, X227 HITP 7 74 7 > b~
DRI L £,

Catalyst 3750 R4 v F YI b9z 7 av74Fal—S3v HA K
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ATy71
AT972

ATv73

ATy7 4
AT975
ATy7 6
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end
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SUREMEHLET, 7747 MCT TICRE SN TV CipherSuite fEARZ HIFRT 2 121%. no ip
http client secure-ciphersuite =~ > KZfEH L 7,

X217 HTTP Y—NELUVI 5472 FODRT—2 ADERFR

SSLEF a7 —_"BLWRI FA TV bPORAT—F A% FRTHIT1E, £ 9-7T ICEHREH S NI-HHE
EXEC =< RZHEHALEI,

& 9-7 SSLEXa7 —NEB&UISAT7Y FORT—ERERTTHIATIVF
avvFk E[:3)
show ip http client X a7 HITP 7 947 hORBREEZFRRLET,

secure status
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secure status
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