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TIT—= Ry =V RLTREPZITANLOLONL TN T a~vy FRERLAEWVWGERH Y £7,

T =Ny TNy P T %7 T74X—h VLAN DAL v FITRELRNTLL SN,
Internet Group Management Protocol (IGMP) A X —E VI WAL v F L TA FX—T N (F7 %
W) DBFE AA v TFRYR—= T 25774 X—F VLAN FAA L, 20 £TTT,
Remote SPAN (RSPAN; U £— k SPAN) #7744 ~—F VLAN 0774 =V Ecidth 2
VLAN & L TRELZRNTIZE0,

SPAN OFEMIZ DWW TIE, % 28 # [SPAN B LW RSPAN O E | 25 LT &0,

KD & BRREPRESNTNDOA X —T = A AT T A= VLAN R— F&RELRNT
TEEw,

- XA FIv T TIZEAR—F VLAN ARy

— Dynamic Trunking Protocol (DTP; # 4 FIv 2 M%7 7 bhai)

— PAgP

— LACP

— Multicast VLAN Registration (MVR; ¥/LF % ¥ A F VLAN L'V X kL — 3 V)

— &7 VLAN

— Web Cache Communication Protocol (WCCP)

7TF7A4A_X—K VLAN R— b Z2EF 27 K- MIT&EFA, £72, RE#ER—FELTHLHEETE
FHA,

IEEE 802.1X N — h"—ZF8iE% 77 A ~_— | VLAN A— MIRETE £ 725, [EEE 802.1X &
R—b &%=V 7 4, &H VLAN, E721 3R — Mo —% ACL %, 77 A ~— | VLAN
R— MIEETE £ A,

75 A4 _X— kK VLAN R~ A M F7213RAE R — M SPAN s646 R — MZIX T £ A, SPAN %656
R—b+%27 7 A=K VLAN R— MZRELIZHE. A—NMIFET 7T 4 71270 4,

774~ VLAN NOIRGER— MIAFT v 7 MACT FLZAEZRELISEH, RILAZ
TAvT T RVAEZTRXCOREEE D Z Y VLAN IZENMTA20LERHY 9, BhH XY
VLAN NARA b IR— MZAXT 4 v 7 MACT RLAZRELEZLE. RICAX¥T 47 7 R
AT _XTOMET T A~V VLANIZEMTH2XERHD ET, AF¥T 127 MACT FL A%
77 A4 X— F VLAN R — S HIBRT 2BRIZ, REINTWD MAC 7 RLADTRTHOA A
B AT T4 X— K VLAN 22O HIBRTAMLERH Y £7,

S

GE) 7 I7A4~—DFLAN EiZH2 1 20 VLAN THEEINZF AT Iy 7 MAC 7 RL AT,
B VLAN IS ET, 72X, B4 Y VLAN TFEEH SN MAC 7 RL A
X774~ Y VLAN KERENFE T, 0¥ 1571y 27 MAC 7 RLUADBHIBRESNTZ Y H
RAEINTZHE, HET FLAIMAC 7 RLR T—7AnbHIBRENE T,

LAY 3VLANA v H—T 2 A% 774~ VU VLAN IZX L CETHRELET,
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H158% FS54R—F VLAN OB%E |

B FS51R—F VLAN OEE

T34 ~R— VLAN A®D VLAN DFEES & UG

77 A ~_X—k VLAN 2R ET 5121, ¥ EXEC £— FTROFIEEZITVET,

ATFv T A1
& A

AFvFT 3

ATvT 4

&
ATv7 6

AFYvFS 7T
&
AFv7S9

27Ty 7 10
2TFv7T 11
AFvF 12
2Fv 7 13

ATv7 14
27y 7T 15

AFvF 16

(¥) private-vlan =~ > NI VLAN 27 s F¥al—ar T—FERTTH2ETHELEEA,

avy R

=]:5)

configure terminal

Ju—n) ar7 4 Fal—yary ®— e LET,

vtp mode transparent

VIP £—F%2 T AXT LV MIEELET (VIP 25 4k —7
JUIZLET),

vlan vian-id

VLAN 2> 7 4 X2l —2 gy T—FREBBLT, *5A4 <Y
VLAN & 725 VLAN Z48E 3 5 2EKR L E9, VLAN ID O
2 ~ 1001 BLT1006 ~ 4094 T,

private-vlan primary

VLAN #7714~V VLAN & LTHREL £,

exit

Jua—nN) ar7 4 Fal—yary E®—RNIREY £,

vlan vian-id

({EE) VLAN 2> 7 4 X2 Lb—3 a3y B— REEMGEL T, M7
VLAN & 725 VLAN Z48E 3 5 2EKR L E9, VLAN ID O
2~ 1001 B L1006 ~ 4094 T4,

private-vlan isolated

VLAN %337 VLAN & LTHREL £,

exit

Ju—)L ary7 4 Fal—iary T—RIOEY £,

vlan vian-id

EE) VLAN 2> 7 4 F¥al— gy E— RE2BBLT, 232
=7 4 VLAN &72:% VLAN 28 E T 50 Ek LEJ, VLANID ©
FiPHIL 2 ~ 1001 3 LT 1006 ~ 4094 T,

private-vlan community

VLAN #2323 =2=7 ¢ VLAN & LTHELET,

exit

Jua—)L ary7 4 Fal—iary T—RIOEY £,

vlan vian-id

AT7 w2 THRELEZZ7A4~Y VLAN HO VLAN 27 ¢ X =
L—y gy — REBBLET,

private-vlan association [add |
remove]| secondary vlan_list

®H %Y VLAN %277 A~V VLAN (ZB:E T £,

end

¥ebE EXEC E=— RIZED £,

show vlan private-vlan [type]

E S

show interfaces status

HEEMEB L ET,

copy running-config startup config

AL Y FDAZ— KT v F a7 4 F¥al—ay 77 AIEE
ERELET, 7T A4X—F VLAN ZEZRTFT DI, AL vF
DAF—K T T a7 4 FXal—ray 774V VTP 7~
ART LY N BT—RNREETTA = VLAN REEHRTTHILE
NHYFE, BELRVE, A4 v FE2V vy VLGS, T 74
D VTP H—R F— K220, 77 A=k VLAN & HR— b
L7e< 72 9,
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| #£15% F54~<—F VLAN Q%

FS54<—F VLAN oz B

' H 2 Z Y VLAN 75 A~ U VLAN IZBEAT BRI, WU L TROZ EICEELTLESN,

i

secondary vilan_list /X7 A —ZIFAN—22FObNER A, HEE DT LD v~ 528
BERcEET, KEBIE, BMOT T A X— K VLANID £/E3NA 70 2R LT T4
~— bk VLAN ID O#iPH & $5E T £

secondary vian list /X7 A —Z 3 EHE DI 2= 4 VLANID 25D b E TR, M7
VLAN ID i 1 27215 ¢,

secondary vian list # N13 55, F12i¥ add ¥ —7V — REZF5E L7z secondary vian_list % f#i
LCEH#Y VLAN &7 J 1~ YU VLAN % BhEfHT E5,

remove ¥ — 7 — R & & $(Z secondary vian list ZEA LT, EH &Y VLAN 7T A<
VLAN OB & fifkg L E 5,

ZOawry RNiE, VLAN 20 7 4 FXFalb—ay F— RE2RTTAHAETHELEYA,

Z. VLAN 20 #7714~ Y VLAN, VLAN 501 #f32 VLAN, VLAN 502 5 X U'503 #2232 =

74 VLAN & LTREL, Zhba 7T 4 _X— K VLAN WTHEEMIT LT, REZMRT 204 L
ij‘o

Switch# configure terminal

Switch (config)# wvlan 20

Switch (config-vlan)# private-vlan primary
Switch (config-vlan)# exit

Switch (config)# wlan 501

Switch (config-vlan) # private-vlan isolated
Switch (config-vlan)# exit

Switch (config)# wlan 502

Switch (config-vlan)# exit

Switch (config)# wlan 503

Switch (config-vlan)# private-vlan community

Switch (config-vlan)# exit

Switch (config)# wvlan 20

Switch (config-vlan) # private-vlan association 501-503
Switch (config-vlan)# end

Switch (config)# show vlan private vlan

(
(
(
(
(
(
Switch (config-vlan)# private-vlan community
(
(
(
(
(
(
(

Primary Secondary Type Ports
20 501 isolated

20 502 community

20 503 community

20 504 non-operational
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H158% FS54R—F VLAN OB%E |

B FS51R—F VLAN OEE

T34 R—

FVLAN KRR R R—FELTDLAN 24 03—T 24 ADBFE

LAX 2408 —T 2 A A% 7T AX—K VLANKA N A= LTREL, ZhE7I74~UBL
Ot >4 VLAN & BT 51213, %t EXEC £ — FTROFIRZ FIT L £,

~

GE) MyyBrltala=7 1 VLANZWIFhbtEH L ¥Y VLAN T,

= B
X797 1 configure terminal Jua—)L ary7 4 Fal—iary B— ReBBLET,
ATwvF 2 interface interface-id A B =T 2R a7 4 FXal—rary ET—RERBEL, RET

HLAY2A A —T oA A ELET,

2Fv7 3 switchport mode private-vlan host LAV 2ER—F 2754 ~_—F VLAN 5 & | FR—

FELTRELET,

ATwvF 4 switchport private-vlan LAV 2HR—=F 27T ~X—hK VLAN |

host-association primary vian_id
secondary vlan_id

SRR £

2Fv7 5 end ¥# EXEC £=— NIZREY £7°,

ATwF 6 show interfaces [interface-id] switchport |27 %R L £,

ATw7F 7 copy running-config startup config (Eﬁ) AA v TFDAF— K NT v a7 Xal—ary 774

WCREERFLET,

WIZ, A v B =72 A% T T4 _—F VLANFA F F—F & LTREL,

VLAN ~7 BT T, REZMBT D02~ LET,

Switch# configure terminal
Switch (config) # interface gigatibethernet0/22
Switch (config-if)# switchport mode private-vlan host

Switch (config-if)# switchport private-vlan host-association 20 25

Switch (config-if)# end

Switch# show interfaces gigabitethernet0/22 switchport
Name: Gi0/22

Switchport: Enabled

Administrative Mode: private-vlan host

Operational Mode: private-vlan host

Administrative Trunking Encapsulation: negotiate
Operational Trunking Encapsulation: native

Negotiation of Trunking: Off

Access Mode VLAN: 1 (default)

Trunking Native Mode VLAN: 1 (default)

Administrative Native VLAN tagging: enabled

Voice VLAN: none

Administrative private-vlan host-association: 20 (VLAN0020) 25
Administrative private-vlan mapping: none
Administrative private-vlan trunk native VLAN: none
Administrative private-vlan trunk Native VLAN tagging: enabled
Administrative private-vlan trunk encapsulation: dotlg
Administrative private-vlan trunk normal VLANs: none
Administrative private-vlan trunk private VLANs: none
Operational private-vlan:

20 (VLAN0020) 25 (VLAN0O25)

<output truncated>

TR T A = b
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| #£15% F54~<—F VLAN Q%

T34 R—

FS54<—F VLAN oz B

F VLAN BER—FELTOLAV 2403 —T 214 ADEKTE

LAY 2 A H—T 2 A A% TTA X~ K VLANRAR—FELTHEL, ZhEFIA~IBLID
TH &Y VLAN IZv v B 7351213, $HE EXEC E— FTKROFIEEZ FE/TLET,

GE) MyyBrLtala=7 1 VLANZWIFhbtEH ¥ Y VLAN T,

avwvk B
AT 7 1 configure terminal Ja—s L arZ 4 Xal—rvar ®T—RelBLET,
ATwvF 2 interface interface-id A EBE—T A A ar T 4 Fal—ary T—F2HBL, HET
5V4?24V5H7:41%%ELiT
AT v 7 3 switchport mode private-vlan promiscuous | L ¥ 2 K— %754 _— F VLANBEHR— P& LTRELET,
ATwvF 4 switchport private-vlan mapping 774 _X— K VLANBER—1+2 7714~ VLAN &R L7~
primary_vlan_id {add | remove} H% Y VLAN IZ~w v BV 7 LET,
secondary vlan_list
2T7v7F 5 end ¥ # EXEC £— FIZREY £7°,
ATwF 6 show interfaces [interface-id] switchport |27 % iR L £,

ATFYT 7

copy running-config startup config (Ei‘) AA FDAZ— T v a7 4Xal—yary 774

WCREEZRFLET,

N

wiz

LAY 2A U E—T oA A% T T4 —F VLANREGR— ML LTRELIZSHEA, HBUTEHL TRk

WICHEBELTLSZE N,

secondary_vlan_list /37 A —Z FAR—=2 &GO bNEH A, HAZZ T D120 h o~ a2l
BERTEES, HEAKIZ, BMO T T A X— | VLANID £72i3nA 72l L2774
~N— | VLAN ID O#i#HEETE E T,

secondary vian_list # A3 %7, £iid add ¥— 7V — N&HE LT secondary vian list Z A L
TEH %Y VLAN &7 F 14~V VLAN 277 4 X— s VLAN IRA R — M~y B LET,

remove X — 7 — RZ¥57E L7 secondary vian list #fEFA LT, % VU VLAN & 7T A ~—
M VLAN IBAAR— bO~ v B 7 2R L E T,

AVE—T A RETTAX— K VLANRER—FE LTERELTENE T T 14— VLAN

Giv/t/ﬁfé{ﬂ%ﬂ“biﬂ”o A B =T x2A AT T T4~ VLAN20 DAL NT, B &Y
VLAN 501 ~503 Tz i~y B 7 anfd,

Switch# configure terminal

Switch (config) # interface gigatibethernet0/2

Switch (config-if)# switchport mode private-vlan promiscuous
Switch (config-if)# switchport private-vlan mapping 20 add 501-503
Switch (config-if)# end

AA v F DT T4~V VLAN, £ 4% U VLAN, BL Q774 X— | VLAN K— F & R7~T 54

AN

=

i%. show vlan private-vlan ¥ 72/% show interface status Ft# EXEC =~ REfHH L F T,
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H158% FS54R—F VLAN OB%E |

B FS51R—F VLAN OEE

HAY) VLAN DTS54<TY) VLAN L4V 3VLANAM 3 —T 14X
~ADTYETY

AFvT A1
AFvF 2

AFvFT 3

AFvT 4
ATFvT 5
ATv7 6

~

GE)

77 A4 ~X— K VLAN » VLAN L —7 4 7R &N 586, SVIZ 7714~ Y VLAN IZRRE L
TEHZY VLAN % SVIIZw vy BV 7 TEET,

MNBLO=aI2=7 4 VLAN IZWTFhbth 4 U VLAN T,

BH XY VLAN #2757 4~U VLAN DO SVIIZ~vy BT LTTI7A_X—=KVLAN b T 7 4 7 D
LAY 3 ALy F T EFERICT HICIE, i EXEC E— RTKROFIEEZFEITLET,

avwvFk B

configure terminal Ja—r\ ) ar7 4 X¥2lb—vary T— REEEBLET,

interface vlan primary vian_id 754 ~UVLAN CA v ¥ —T A A AT 4FXal—gy F—

R%Bi#E LT VLAN % SVI & L T&RE L %7, VLAN ID O#ipH i
2 ~ 1001 3B LT 1006 ~ 4094 T3,

private-vlan mapping [add | remove] | =% % YJ VLAN #7514~V VLAN ® L4 ¥ 3 VLAN o > % —
secondary vian_list Tz ARy T LTTIAX=FVLAN AT 7427 D

LAY 3 AL yF U7 LET,

end

¥5HE EXEC £ — RIZR D £,

show interface private-vlan mapping | E 2R L7,

copy running-config startup config (EE) AAVvFORE— T v a7 4 F¥al—yary 774

JVICREE AT LET,

~
()

private-vlan mapping f > ¥ —7 A X a7 4 Fal—ary avr NI, VA V3 RSy F T
SNTWELTF7A4_X—KVLAN N7 7 4 v 7 IR TRELET,

£H2 5 Y VLAN #7514~ U VLAN O LA ¥ 3 VLAN £ > ¥ —7 = { RiT~ v €2 7+ 518, 1
TEANTROEBEL TSRSV,

o secondary vian_list /X7 A — R IARXR—A%2FZDONETA, HAZZ T LD~ &8
B CcEES, FHAIIE, HIO T I 4 X— K VLANID 72i3nA 7o &R L7277 A
~N— |k VLAN ID 0§z 53¢ T&E £,

o secondary vian list ® AJ13 20, F£721F add ¥—V— N&$5E L7z secondary vian list %1
LTI %Y VLAN 2754 ~U VLANIZ~w v B 7 LET,

e remove ¥ — VU — FE4RE LTz secondary vian list #FA LT, ¥h > FY VLAN £ 7T A~
VLAN O~ v B2 7 &fERLE T,

WIZ.VLAN 501 BLO'502 DA v X —T 2 A A% 7 T74~Y VLAN 10 I~y B 7T 56%2 R L FE
4, VLAN 10 TiZ, 754 X—F VLAN 501 225 502 ~D® A %Y VLAN AT 7 4 v 7D
=T 4 TN INET,

Switch# configure terminal

Switch(config)# interface vlan 10

Switch (config-if)# private-vlan mapping 501-502
Switch (config-if)# end

Switch# show interfaces private-vlan mapping
Interface Secondary VLAN Type

vlanlO 501 isolated

vlanlO 502 community
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FS54R—FVLAN 0E=421>5 N

T53A4R—KkVLAN DE=2Y VY

%= 151 754 R—FVLAN E=4 Y Y a< U R

avyFk B

show interfaces status FiET 5 VLAN 258, f v F—T =2 ADAT—H AR R LET,
show vlan private-vlan [type] AA v F DT T4 _—F VLAN [FREFE R LET,

show interface switchport AE =T 2 A ALOT T A _X— K VLAN HEEZE R LET,

show interface private-vlan mapping VLAN SVI ® 75 A4 ~<— K VLAN = v By 7 IClT A E#HEERLET,

KIZ. show vlan private-vlan =2~ > b O E R L ET,

Switch (config)# show vlan private-vlan

Primary Secondary Type Ports

10 501 isolated Fa0/1, GiO/1, Gi0/3
10 502 community Fa0/11, Gi0/1, Gi0/4
10 503 non-operational
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