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authentication control-direction
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dotlx control-direction {both |in}

Wake-on-LAN (WoL) #%EE% R ORGEE A X —
T L, R— Ml & B D7 E I I
HELET,
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dotlx auth-fail vlan

dotlx critical (f v X —T7 A &
a7 4Fal—YayV)

dotlx guest-vlan6

A— b _ETCHIIBfHE& VLAN 2 A 2—7 iz LET,

T U AR A AR A A R —T T L E
j‘o

7277 47 VLAN %272 h VLAN & LTHRELET,

authentication fallback
fallback-profile

dotlx fallback fallback-profile

SELEHAR— ML TWWRWY T4 T > NAIZ,
7 =L /7 AV K& LT Web BRiFA#H
THLICHAR— b EFRELET,
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. 7XF\EAN%iUﬁ@H%\EAN% 1Z. MDA %S LR— DT —&% T34 R C[R Y #EA S
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o R— FTRUNCHTENTZHA A MIXZ A —F VLAN 28810 BT HN, %D R A FTiL VLAN
Y YBTRREESNTWARNW, Z—7 VLAN BAR— bk Eo 7 v—7 VLAN & —E LT\ 5,
BIRDRA MR, BHIOARA N ER U VLAN Zv—7® VLAN 2T 2 048R H 5, VLAN
VR RNBEHESNTWAEE, 9 X3TOKRA MEIVLAN U A N THRE SN LB/ S,

o WILFEIHAR—FET, 1 2OFFR VLANE D Y TORENYR—FENTWD
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ETHLERD Y £,

802AX FH T4 T BEERT

RADIUS H— NZEE SN #IL. Attribute Value (AV; BUEAE) X7 o TRRINET, ZhbHD
AV T OF =21, KT TV r—va il oTERENET (L FRe7 7V r—va o
4. RADIUS #¥% v @ Acct-Input-Octets F 721 Acct-Output-Octets JEM:DIFEHRALE T,

AV XTI, 8RAX T AT T 4 VI RHFESNTWVADRAAL v FIZL o THBMIZEEINET, K
DHIAD RADIUS 7 H T T 4 7 N7y RRAAL v FICL o TEEENET,

e START : Hiffla—V bty a UPNhEb L REESNET,

o INTERIM : BEfFDE v v a U RNEHIND EEFESNET,

e STOP: kv arMTTDEEEINET,

WDE 9-312, AV AT BLUOARAS v FIZL > TRBEEND AV X7 OF&ME2 R LET,

#* 9-3 FADIYT 42T AVRT
RHES AV RT7 4 START |INTERIM STOP
JEE 1] User-Name RS | R RS
B [4] NAS-IP-Address WG | HRRE(E WRFR(E
JETE [5] NAS-Port HIEA(E WA | HMR(E
JEME [8] Framed-1P-Address Pl SKUCET | &EE L
T%E! TEfE!
JafE [25] Class WHEEE | HEREE WL
JEME [30] Called-Station-ID BEE(S | EEEREE 2
JE P [31] Calling-Station-ID WRREE | HRRR(E WRFIR(E
JEPE [40] Acct-Status-Type WRFRE WRRRE WS
JEPE [41] Acct-Delay-Time WRFRE | HIREE R EAE
JETE [42] Acct-Input-Octets HEEAE B B
JEYE [43] Acct-Output-Octets HEE B RE(E S
B IE [44] Acct-Session-ID BRELE | BREREE R[S
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W |EEE 802.1X R— F R— R BEDHE

% 9-3 FhHIOT42T AVRT (#E)

RiEES AV R7 % START |[INTERIM [STOP
JEYE [45] Acct-Authentic WREE | HWIRRE(E HREEE
B [46] Acct-Session-Time FEE(E RS RS
JEME [49] Acct-Terminate-Cause  |3Ei%(E FEEME TR
JBPE [61] NAS-Port-Type WIREETE | HIREREE RS

1. AR MZxt L CH%h% Dynamic Host Control Protocol (DHCP) /34 > o > 7' %3 DHCP A
X—=VE T N T 4T T =T VIR L TV DGEITET ., Framed-IP-Address ® AV <
TIHEEENET,

AA »FIZ L > CTEE &Nz AV X7 (X, debug radius accounting 53+ EXEC 2~ > FEANT5 2
LTCHRRTEET, Zoa~vy ROFEMIZOWTIE, [Cisco I0S Debug Command Reference] % % PR
LT 7Z& W, http://www.cisco.com/en/US/docs/ios/12_2/debug/command/reference/122debug.html

AV T DOFERIZ OV T, RFC 3580 [802.1X Remote Authentication Dial In User Service (RADIUS)
Usage Guidelines] Z#ZM L T 72&0,

802 1X #HF vV

B02AX #Efffi T = v 71X, TR_RTDAAL v F R—FLETRIX T /74T 4 &ZE=H1L, 802.1X &
PR=FTDR— MR S NTT A AEREFORLET, ZOREZHENT L. A4 v F R—
MR L7127 31 A3 802X ITHISE L TWDNE I AW CEE£T, 802.1X xR — KL
TWRWT A ZIHOWTIE, MAC ZREENA 7S A £ 7213 Web 2R3F72 CORIFALE TX £,

ZORRIZ, 7 AT hOY 7Y B F3 NOTIFY EAP @I/ 7 > D/ =Y —%HFAR— KL T
DHBIIETENTY, 7747 ME 821X A4 L7 U MEWIZISET HXENRH Y £,

802.1X ¥l T = v 7 IZBIT 2 A A v FREDFHMIZ OV TIE, [802.1X (i F = v 7 DFRIE

(P.9-36) ZZML TS 7SV,

VLAN &Y ZTZEAL 1= 802.1X Z2:E

RADIUS #— NZ VLAN #[ Y ¥ TE2EEL, A vTF K— b EFELET, RADIUS — N 5 —%
NR—2 L, 2—H%4 & VLAN O v B TR L, A vF R— MNIHERT D7 FA4 T boO=2—
PHIZESNT VLAN ZH VY TES, ZOHELZFEHL T, FEO—FDOXy hU—27 T 7&R
EHIRCE £,

FFET A AFBFEIE, Cisco I0S Release 12.2(37)SE D~ /LF KA A > FA bk T— RTHR— L Eh

TWET, Cisco IOS Release 12.2(40)SE LAk, EHT /A ANFFA &4 TH Y . RADIUS H— 335F
A Iz VLAN 2R LA, B0 Y Ton/-ER VLAN LTy hE2EZETL LI ICF— M E
DOFF VLAN e E S Ed, 575 VLAN 0 YTk, ~ v F RAA VRBFE (MDA) #fIsA— b

T7—4% VLANEFID Y TER U LI CEBELET, sEMIc W TIE, [~ F RAA UEBGE) (P9-11)

EHBLTLIIEEND,

Catalyst 3560 R4/ v F YI b7 av74Fal—Sav HA K
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| £9% IEEE 802.1X K— FR—RBHEDOHE

IEEE 802.1X Fi— FA—xZBioH= M

AA v F & RADIUS #— N ETHRESNTHE. VLAN HI0 24 TEMEMH L7z 802.1X FEREIIZR DO Fr
P 9,

R—

RADIUS #—3m5 VLAN BRE SR WEA . 7213 802X FBIENT « B—T7 VDA, BIEN
KT B ER—MIT 7R VLAN IZEHESNET, 727 A VLAN (X, 77X R— MIHID 4T
57 VLAN T9, ZOKR— F ETEZEIND /Ty MITRTZO VLANIZHTR LE T,

802.1X #FFA A F—7 /LT, RADIUS #—3725 D VLAN 8B E I TRWES . RIEIZEM
LT, REWHED VLAN 5| & ffHINET, ZhICEY, HEZ T —IC L > TREY %
VLAN IC PR — s RN D Z L 2T £,

WET T —I21E, v—7 v F A—F®D VLAN, fi#E->72 VLANID, fF/ELRWE TN b—T v

R AR—1) VLANID, RSPAN VLAN, ¥¥ v h¥ 7 E72id—RFIE LT\ % VLAN OFFER &2
HVET, vATF FAL L HRA L B—FOHE, RET T —I21E, REFEITEY 2 TH VLANID
& —Bd 57 —% VLAN OFI D B TRAT (F72320ih) OB ETLbDLH Y £,

802.1X FBEAEN A R —T7 T, RADIUS — b DT R COEFRPENOEGS, FFalsiiz7s A
A AFFEEE. FEE L7 VLAN ICEE SN ET,

802.1X R— F T ILFHEA KN F— FBA R—TNDHEA. TXTOKRZ MIRYITERIES 727k
Ak EFUT VLAN (RADIUS — N2 XV EE) ICREINET,

R—=F X2V FT 024 2—7 L LTH., RADIUS +— 303%| 9 4T 57 VLAN OFEIZI
HELEE A,

802X FRENRR— N TT 4 =T NVOHE, BEFHDT 7 A VLAN LFREHFDOEF VLAN

IR 7,

802.1X R— M FRFEX L, RADIUS — N2 ko CEID B ToHN VLAN ICEE SRS &, £

DR—EDT 7EAVLAN RE~OEFIIENT/RD ERA, wLTFT ALV FA NDOHE,

A= FIRRERIZINEOPNTHEINTNIEHEE, AL ERNEFFT AL ACHEHEINET,

— AT AL ATVLANRTEAZLEFLIZZLI2LY, thoTF A RIZERTEFEITH Y Y THF
® VLAN & —E L7256, "—bF LEOET A ZAOBENTHI LT, T—XBLOEFTA
A RZEEED VLAN B—H L7 2D L9 AR ENELINDET, v~ /VF RAA
VIRANEB— KRBT 42— N ET,

— BETAALARFAIINT, Fyrn—R3h/iER VLAN A LTV D56, BF
VLAN #EZHIBR L7= Y REME % dotlp F721% untagged \AEIE LTV T2 L, EFT/NA A
DRFFCRY, SVFRAL LV FRARN BE—RBF 4= 20 F£7,

K3, sREIFFA] (force-authorized) A7 — b, 7T (force-unauthorized) A7 — b, EFFA] R

T—h, FREVY Y U 2T — FOBE, R— MIREEHDT 7 A2 VLAN |[ZHE S E T,

NZv g A=k, ¥A4F v s K— b, F£72iF VLAN Membership Policy Server (VMPS; VLAN #
NNy T R = =) LR XA T Iy TR KR— MDY TOgE, VLAN #HD H4T
PERE A EH L7z 802.1X RBAEIZ VA — b anE A,

VLAN B0 Y TEHRET DL, ROMEEEZFITTLLENH Y 1,

network & — U — FZ i fl L T AAA #F il & A 2 —7 2L, RADIUS #—nb DA v & —

T oA AR EEZARIZLET,

802X BiEa A X — 7ML ET (T /&R K— T 802.1X #iFx % ET 5 L. VLAN %1 Y
THEREIZ B BMICA 2 —T MR D £9),

RADIUS $r— NC R Z—[EF O b RVEEEZEID Y TET, RADIUS —NTROEM:E A
Ay FITRTHERD Y £7,

— [64] Tunnel-Type = VLAN

— [65] Tunnel-Medium-Type = 802
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— [81] Tunnel-Private-Group-ID = VLAN 4, VLAN ID, %72/X VLAN 27 /L—7

— [83] Tunnel-Preference

JRIE[64] 12, 8 VIAN (%4 7" 13) TR A, BHE[65] 1%, E802 (¥4 76) Thiziut
7o FA, BPE[81] 1. 802.1X FBREZ—IZEIV BTHNTZ VLAN £ F 721X VLAN ID #fE L £ 9,

kR BHEDENZ DWW T, TR ¥ —[EA D RADIUS B2+ 25 24 v Fi%E] (P.8-34) %
ZRLTLEEN,

J2—HHEA ACL Z#ER L 7= 802.1X BEEEDFIA

(E)

2 —HPHALD Access Control List (ACL; 77 ® % 2 br—» U R L) A x—7 /L2 LT, 802.1X
FREL =PI L TRRD LNV DO Ry hT—7 T 7R ABL O —E 2 &84 L £4, RADIUS ¥—
NP 802AX R— M SN2 —V2RiET 5 &, =2—VF IDICHESWT ACL BEZES L TAA v
FIZEELET, AA vFiE, =2—F vy arofiff, 2oL 802.1X A— MIEHLET,
By a BT LSS, RN RKLT2SG, 7213 o XU REBIZ R o T2 55812, AL
FII=—FHAO ACL ZHIBRLE9, A1 v Fi%, RADIUSHEED ACL #3727 4 Fal—v3
VNIRIFELER A, RN— FBEFRIOGE. AL v FITEDOR— 6 ACL ZHIBEL £9,

FICAAL v T ET, =% ACL OREBLOAR—FACL DA NEITH ZENRTEET, 72720, A—
N ACL (3v—% ACL LY vEeshET, AJIEHDKR— K ACL % VLAN IZET 5 A X —T = A
2T A84. A— N ACLIZ VLAN A > % —7 = A AZTWEHT A AN EL DL —F ACL L0 b
anEd, A—FACL @ SN2 AR— N ETCRELEEFE Yy ME, A—FACLIZXE»-»T7 ¢
NEZY T ENET, TOMDOR—FMNIEHEEFELIZLV—T vy R 2%y ME, V—% ACLIZL>TT7 4%
Vo7 E&NET, BETHL—TFT vy F 27y MI, v —Z ACLICL>TT7 4V Z Y v 7 ENET, RE
DFJEERET H72912, RADIUS Y — NI T D 2—H a7 7 A VA EEICHE LT,

RADIUS i, Xy & —FHARMEREDO2—VFHEAAEEZ YA — b LET, T DD Vendor-Specific
Attribute (VSA; N> X —EARME) (X, 4277 v b A M) 7R C, BiE7mE 2PICAL v FICHE
ENET, 2—VHA ACLIZHEH S5 VSA 1X, AJIFHITHE inaclé<n> T, HIHFHTIX
outacl#<n> T3, MAC ACL IE, ANFM\TETFHFR—bINET, A4 vFiE, ANFMTET VSA
EVHR—FLET, TORAL T TIE, LA P2AR—MCTHAOFHEOR— N ACLITHFA—hILER
oo FERBIZOWTIE, H33 % TACLIZE DXy hU—2 BX 2 VT 0 ORE) 2ZRLTIEEN,

JE9E ACL #3072 2 LT, RADIUS —NIZRFT H2—PHMOREL EHZLET,
RADIUS #— 3nbER B EES D & JRskam A BRI 260 L TRl S Ed, 272U, Filter-1d J&
PRI 256, % ACL 2777 2 LT ET,

Filter-Id BMEZH A LT, T TICAAL vy FICRESN TV EHERFELIIRIE ACL e T4, B
PEIZIZ, ACLE S L., TOBRAICANTANZ I T WMAT7 42 ) 7w in £7213 .out 8

HENTHET, RADIUS +— 30 in £720% out ELEFHF AL WEA, 778 RA VA MNIT 74

R CTHRIF ACL QA ESNET, A4 vF TOD Cisco I0S D7 7t A U A MIBET 5 R — kIR
ENTWA 7%, Filter-ID EBMIE 1 ~ 199 B X OV 1300 ~ 2699 @ IP ACL (IP %% ACL 3 X OV IP 45
B ACL) I LTETFHR—FENET,

=P HAL ACL DK Y A X% 4000 ASCI SCFTH 25, RADIUS 4 —/30 =2 —HHfr ACL Dtk
FA Rk o THIRS N E T,

R F—EHHRBHEOFIZON T, R —[EHAF D RADIUS B4 HEHT 25 A1 v Fi&E) (P.8-34)
EHERLTLIEEW, ACL OBFEDOFHEMICONWTIE, 33 % ACLICLA Xy hU—27 X2V
TADHEE] #BRLTLIIEE,

Z—PHAL ACL XV v 7 VAR A b = R TR R—-FENTHET,
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IEEE 802.1X Fi— FA—xZBioH= M

2 —HFHADO ACL ZHET HICIF. ROEELZFETTILERHY £,
e AAA u‘qu%/])Z‘ 771/51 Li‘j_o

e network ¥— 7 — RZMHH L TAAA FFa[ %4 x—7 2L, RADIUS =B A 4 —
7z A AREHAREIC LE T,

o 802X FFEZE A R—T M LET,

e RADIUS —RZa—% 7u7r AL VSA #RELET,

o VUIUNANKRAR ET—FRD80RIX R—FERELET,

BEDFMIZONTIX, RFE~vx—Y v (P9-7) 2L T EE,

AooO0—FACLEELVYFALY +URL ZERA LT 802.1X F25LE

AA SO 802.1X FRAEE 721X MAC FRAE/SA /S AKEIZ, RADIUS #—3n, ACL & VXA L7 b
URL #AA vy FIZH¥ Do — RTEET, Web wLpEHé? H ACLZX U rmr— RTEET,

G¥) Zrnm— R ACL L dACL & TN ET,

BEDOERANPEIEEN., TNEDKRA NN TV RA R E—FK, MDA £— K, £ii~v/LVFR
FEE— R ThDIHE. A4 v FIFACLOERF LT RUVAEZBRANIP 7 FLARICERLET,

802.1X XA — MIEER SN TNDTRTOT NS AZACLBIRY A L2 N URL ##ATEET,

802.1X FWAFHFIZ ACL ¥ v v u— RENRWEE, AL v FIERA M~DR—=NIAZT 4 v 7 T
74 ACL #@H L7, VJI/?W:E%—]\itiMDA%~]\'C RE SN EH VLAN R— R T
IZ. A4 v FIL ACL 2R >—D— L LCEIFICSTEA L ET,

Cisco IOS Release 12.2(55)SE LAfgED U Y — ATk, A—F LIZAZ T ¢ v 7 ACL B2WgE, & A
F v I RRFET 7 4V b ACL BMER &, dACL BA¥ v v — REINTHEHHINDRNTA Y > —2
FEhi N ET,

GE) #FETF 740 FACLIZ, FfTar 74 Xal—Ta ryTClEEREINET A,

AT 7 40 F ACL I, R— FTHARY —ZEoR 2 M3 1 Ol R EN S S{ERRENE T, a7
744 b ACL 1Z, BZORBIEE v > a VM T35 LHIBRSIVE T, #8FET 7 4/ I ACL I, ip access-list
extended auth-default-acl 7 = — 3L 27 4 Fal—v gy avy FEEHLTRETEET,

GE) #FET 740 ACLIE, 7L R A N E— Rd Cisco Discovery Protocol (CDP; ¥ R a7 1
o) NARXZREYHR—FLTHERA, CDP XA RXREYFR—FTDHIZF, A F—T =14 AL
DAET 427 ACL ZRET HHLENRH Y £7,

802.1x B LT MAB uqujﬁ‘J‘Ti ZI—_7/%J:U\717‘—X@2’D@DLHE%J‘7§)'H—T éﬂijﬂo
22— XRFEE— ROR— MIAZT 4 v 7 ACL B72WEE, RO L HI2720 7,

o FREEF 7 4L ACL MERR SNE T,
o FWHTFT 74N K ACLIE. RY—NEMENSETDHCP N7 4 v 7 DBHEZFALET,
o BHIOKRAFRIETIE, HFARY —FXIP 7 FLRAZFAETICHEAEINET,

o BIDOFEARNBBEHENDE, BADEAPDRY =R 7Ly iadi, POy a btk
o arDORY—NIPT FLAEHAL TEMINET,
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W |EEE 802.1X K—

GE)

GE)

FR—RBREDHE

=T RBEEE— ROFR— MIAZT v 7 ACL WRWGEE, RO X HITD £,
o FBFET 74/ b ACL-OPEN MERL S, T X TORT 7 4 v 7 BFA S ET,
o X2 UTAEREHSTZOIC, IPT7 FLAEZHALTRY —RNERESNET,
e Web 5BiEix. #FET 7 4/ b ACL-OPEN [ZH6WVF 7,

AR —DROVKRRASA~DT 7B 2 ZHIT D72DIC, TAVITATERETHIENTEE

T VAR—RENTWDET 4 LI T 4 7O, open & default TF, open 74 V77T 4 THRET
LT RTCONT T 4 v I BFRISNET, default 74 V27T 4 712, A—FhbiRftsnd 77
AT 74 v 7 &R ET, T4V T 471 AAA S — AN LEoa—F Ty A, £720%

ALy F EOONTNNTRETEET, AAA VP —ANETT A LI T4 7 H2RET DI

authz directive =<open/default> 72— )L a~ > FEHEHALET, AL vF LETT A VI T4 T %
FXET HICIZ. epm access-control open 71— 3L a7 4 Falb— gy avwr REEHLET,

F A4 VIT 4 T DT T v MBI default T,

RESINTZ ACL 2 LTHR— h LD Web FRAEICHR A R T 4+ — Ny 73 55/1E, IRO X D122 F
\?4

o KR— MR =T UFIAET— ROLE, FBAET 7 4V F ACL-OPEN BMER SN E T,
o KF— IR/ r—XFiEET— FOHE, JBAET 7 4/ N ACL MER S vE T,

7 4 —/Ls3v 7 ACL @ Access Control Entry (ACE; 7272 2> hu—/L =2 hY) jF, =—HPH
Moy FVICERENET, BESNTZT7+—A Ny T Ta 7y A M7 +—ANy 7 ACL RE F
NTWRWEE, AA MIFR— MIBEEM T BN Z#RET 7 4 /L~ ACL IZREV £,

Web JBFECH AL L v a2l L, TREINBS — NITENT 254, FBIEORNZA— o ACL TH
="~ T 7B RAZHATHLERNH D E3, ST — N i@@]isf?ﬁ"zxiﬁﬁf ERAY M N
T4 w7 KR—FACLZRET DI, PB8FET 74/ 5 ACL 28R TH3X4ERNH D £,

J&4 L% F URL 0 Cisco Secure ACS L EHEERT

(E)

A A FIERD cisco-av-pair VSA ZHH L 7,
¢ url-redirect (X HTTP »>% HTTPS URL T,
o url-redirect-acl Ix A A vF ACL &4 £7-13%F T,

A4 v F i, CiscoSecure-Defined-ACL BMEENT AL T, =2 RAKA Vb T4 ZANH0
HTTP 723 HTTPS V 7 = A F 2 fATZAELET, WRIZ. A v FIZ7 T4 T F Web 77 U ¥ %,
BESNEZY XA L7 » 7 RLURIZHEEE LE T, Cisco Secure ACS @ url-redirect BMAE2T (212,
Web 77 U R X4 L7 h&Ed URL & EivEd, url-redirect-acl BIEET 2, VEA LY
;3% HTTP £721X HTTPS F 7 7 ¢ v 7 ZfRET 5 ACL ODARIEIXFSLEENFE T, ACL OF
7] (permit) ACEIZ—HKT A5 774 v IR VXA LT FENET,

AA v FICURLYZ AL 27 N ACL 57/ b "— bk ACL 2 F#FL £,

)ﬁ% L7 ]\ URL ﬁ‘u:uuﬂz-‘j—‘—/\my 747/]\ ;Eﬁﬁi—’éhéi‘ﬂ/\\ j: %éﬂ57747/ ]\@X/]) b4
FR—bDT 74NN F—F ACL LEETHILENH Y E7,
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IEEE 802.1X Fi— FA—xZBioH= M

Cisco Secure ACS &4 H>O0—FK ACL DEHEHERT

RADIUS ® cisco-av-pair Vendor-Specific Attribute (VSA; N> ¥ —@EHEMN) &FEHT 5 L. Cisco
Secure ACS T CiscoSecure-Defined-ACL Attribute-Value (AV; EVEfE) <7 2% ETEx £+, ZOX7
X, #ACL#-IP-name-number B4 T, Cisco Secure ACS D% 7> u— K ACL O4RiZfHEL 7,

e name ¥ ACL 4 T,
e number 1IN— a U F 5 (3783768 72 L) T,

BEE =T, 7I9A4 T vOF 70— K ACL RREENTWEEE., BRI TWE7 74T
AL v F R—=bDF 74k "=k ACL b REESNTWALERNH Y £,

AA v FIWZT 74/ b ACL REE SN TE Y, Cisco Secure ACS WA R TR RY —% A

Ay FIZEETDIE, AL v T F—MIEREINTVWEIRAMNPLDO N7 4 w712, AU —Nil
AanEd, RV vr—»REfIhinwizsd, A4 vy FIE7 740 8 ACL %M L £, Cisco Secure
ACS BAAL v FIZH¥ 7 —RACLEZHEETHE, 2O ACL BAA vF A—MIRESINTNELT
74V b ACL Lo SnEd, 7272 L, AA v F i Cisco Secure ACS NHHRA R 7T 7R KRY
V—j&ﬁfgbvf% T7ﬂ‘/l/]\@ACL e Eéh(b\fcﬁb\iﬂ{j\\ uqu@%E&ﬁ‘rggéﬂij—

BHEDFEMIZ OV, [RBFE~v*—Y v ] (P9-7) BLO® ¥ uv—KACL LU XA L7 F URL
A U7z 802 1X RRFEDRXE ] (P.9-59) #ZMML T &V,

VLAN ID [2E3< MAC 25T

Z v m— RAlE VLAN T < A% 7 ¢ v 7 VLAN ID I[ZE2SWTHR A & RFET 2856, VLAN
DICE S MAC AR TEES, AAM Y FIZAFT v 27 VLAN KU > —2RELTWBEE
B RAEDTZDIZA R A D MAC 7 R L2 & VLAN fF#A» IAS (Microsoft) RADIUS #—/NZi%(E
SNET, #ERIhiA— MIRES 72 VLAN ID 28 MAC FZREICfEH S E ., TAS — T
VLAN ID {25 < MAC Bk fEMT 0L, Xy FU—72 V\]TFﬁ/EODiSﬁW) VLAN zZfificx £7,

ZOBEETIX, STPIZE > TE=FBLOUE EIND VLAN O bLHIRINET, Fy hU—7 ZfH
FEENT- VLAN & LTEHTX £,

Z OFREIL Cisco ACS = A"TEYAR—FSNTHEEA (ACS — NTH LWVEA R FOEET
VLANID L, MAC 7 RLAZZIFIZESWTERFELET),

REHFHRIZOWVWTIE, [VLANID (25 < MAC BREDFRE] (P.9-62) #ZML T ESV, ZOftio
EIL. MAC §BRENA NR LEETT, TMAC §BRENA N ZADFRE] (P9-55) 2B LT L&V,

7 A  VLAN ZEA L 1= 802.1X 3L

AA v F EDEK 021X A— MIF A M VLAN ZHEL, 7747 v M LTREH R —E X%
BETEFET B2IX 7 IA T DX T yu—FeE), ZhbDr 747 bt 802. 1XMHH
VAT LET v T U= RTEBRLANHY FTN, —HOHA M (Windows 98 A7 A7p L) |
802.1X XIS TIEH VY £ A,

ZA w FH EAP Request/Identity 7 L — ATt § 2 IE %2 %15 L CW R WEE| £721X EAPOL N7 v
A (e Dtofﬂéﬁ NRWEAIZ, 802.1X A— F ETH A VLAN 24 2 —7 V2T %
L AL FIEI IAT b /7/’<]\VLAN%H£IJ@é’Ci‘3”
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IEEE 802.1X R—

GE)

FR—RBREDHE

AA v FIX EAPOL N7 v NEREZHER LE$, EAPOL X7y b3 Y 7 OFFfRFF I A 2 —

T2 A ATHRHEENTZGE, AA v TFIEETDOA v Z—T = AT IN TV DT 231 20 802.1X xf
E@h@f%é&#ﬂlﬁbi@“ A H— 7:4’x1/77<LVLAN27wL TR0 ERA, X —
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ZOFNE, BR &7z VLAN 7»»—75&. BB TEET, VLAN VL —TERRON-T= 5,
EHEMD/NEN VLAN Z28ET 572012 VLAN 7 b— 7412553 5 VLAN AR Sk 7,
KIS T DRAFH DL —F & F D VLAN IBHTAZ LT, =N ARNT UV EERLET,

~
(GG¥) RADIUS ¥— 3%, VLANID., VLAN 4. £721% VLAN 7 v —T7 DHEZE OB EHET
VLAN fF#z #ETEET,
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802.1x 11— HADHZERKDIEZEE

e VLAN 7V —71tA7e< &b 1 DO VLAN BRv vy BV 7SN TND T EZERL TS EE W,
* VLAN 7 V— 23D VLAN 2~ vy B 7 TEE T,
e VLAN ZBME72IFHIRL T, VLAN 2V —7 2 AT TEET,

o FEfFD VLAN % VLAN ZV—T7 40627 U745 L, 0 VLAN CTRIEEN TR — MIHIBRE
NEEAN, v~ v BV TIREFED VLAN 20— 627 U 7 &£,

o VLAN V=72 bixED VLAN 227 V7 35&, O VLAN J =737 V7 ShET,

e VLAN I NV—T 777 4772 VLAN R~y B 7 ENTWThH, VLAN V7 v—T7% 27 J 7 TX
9, VLAN LV —"% 27 )73 5L, Zv—7ND VLAN TiRiEAT— bDOR— M E/-iZz—
PIZZ V7 ENFEFAN, VLAN ZL—7F~D VLAN O v 7137 UV 7 SnET,

ZEHIZ OV T, 1802.1x = — ¥ oo E] (P.9-56) ML T P&V,

NAC L1 2 802.1X #&3E

AA v FIENAC VA ¥ 25T 80R2AX MFEa AR — M LET, ZNIE TA A Ry NT—7 T I &
AZFFAT DRI, = FRA LV F AT LARI TA T FOTANVAZHROIRIERS N X F + %
Fxv 7 LET, NAC LA ¥ 2802 1X MEEz M5 L. ROEELIATTE £,

» Session-Timeout RADIUS J&f (J&44% [27]) & Termination-Action RADIUS &% (&4 [29]) %
RIS — b o m— FLET,

o Session-Timeout RADIUS &% (B [27]) OE & L CHRIERITR O 4 fEE L. RADIUS
Y= TAT U INOT7'A R U—FBLET,

e AA v F 7 Termination-Action RADIUS & (BH[29]) #HHLTZ 747 FE2H/RFET D
o727 varERELET, 773 arOiE M0 DEFAULT TH 5 h, EMRRE STV
WEA. By va IR T LET, 5 RADIUS ZROEE . Bty e ANBMHE L ET,

» Tunnel-Private-Group-ID (& [81]) ®fE & LT VLAN FB5FE 7213401, 5L VLAN 7
N—T%DY A F%&F&E L. Tunnel-Preference (J&ME: [83]) D& LT VLAN &5 F 72134 A,
HDHVWEVLAN V=72 D7) 77 L A% RE LET, Tunnel-Preference Zi&E L TV 7220
e, ®AID Tunnel-Private-Group-ID (B [81]) BHENZ DU A M LBIRILE T,

e show authentication ¥ 7213 show dotlx 454 EXEC a2~ F&HEHL T, 77947 FDOKRR
Fx¥ XK RTDHNAC KRAF v b—F v EBFKRLET,

o YAMVLAN L LTEHHY T4 _X—F VLAN ZRELET,

NAC LA ¥ 2 802.1X BRFEDHEIL., RADIUS 4 — IR AF ¥ h—2 U ZRETHIHENRHDH Z &
ZHRWT, 802.1X A — F_R—RFBIEL P TWET, NAC LA ¥ 2 802.1X *ﬁum@a&% 2B A REMIIC
SWTiE, INAC LA ¥ 2 802.1X HAFD#FE] (P.9-57) B IO NEHIRI AR TEBIEDOEE ] (P.9-43)
EHZBLTLZEN,

NAC OFEMIZ DWW TIL, [Network Admission Control Software Configuration Guide] %2 L T 72
I\,

REDFHEMZHOWTIL, FREE~xr—Y v (P.9-7) 2R L T &V,
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iikt* n‘,\nIE"Er_

FRRRFEEFFZHEA LT, A= FRHLWEAR R ERFET 2T ROIEFEEZRETHENTEET,
MAC FBFE/NA XA & 8021Xé‘»774<7)i7‘* DX VEESFRUCL, E6DEE LN, £
VR 7 DAL L 7= 4 C Web BEEZ 74— ANy T XYy RIZTBHZ ENTEET, FHMIC
/NVC\fi%&mp@#@&ﬁJ@9&)%%%LT<témo

Open1x F2:E

Openlx FRAEIZ L > T, TA ARBIEENDANZ, ZFDOTNANAABKR—RMIT 7 EATED habAs
DEFT, AT URIERHEEINTND & %ﬁbb‘ﬂ'x MIAR— K ETEZREIN TV D Access Control
List (ACL; 77 & & :x/l\ﬂ—/l/ UAR) ST I 74y 7 2BBIELENTEET, KA
r OFGFEE . RADIUS —RNICREESNTWARY U—NAA MIEH SN E T,

Opel’lu»uu i&@/%)j‘f fEﬂVC%iT

o VUUNARARNE—RE Open Wik : BAEDHIE T, 1| 2=V LBy NI —2 T 78 AEFFA
SHET,

e MDA E—R& Open iBfE: HHF RAALYND 1 =W LF—% RAALUAND | 2—F 72T 035
énij‘o

o WATFHANE—RE Open Bk : TRTHORAMRE Y hU—=TIZT 7V BATEET,
® /‘7”/7—wuuﬁq:“_‘ r& Open u‘qu %E%ZO)TX Fé’uuuﬁ(%é b f&’ﬁ%‘/ <. MDA J:ITL“C?‘
PR OWTIEL, [ARAR N E— FOKE] (P9-42) 2L T E I,

() F =T VRBRERRE SN TV DS, A — 7 VR ORIEHE L v BEShET, 2F V.
authentication open f ¥ —7 A/ X a7 4 Fal—vay avr ReERTHE A— M,
authentication port-control > ¥ —7 =2 A X a7 4 Fal—ay avy NIEKERL, A& b
DT 7 ARG LET,

-
=]

2k 802X X ) 71 DERAE

Bk 802.1X X 2 U T s HREA AT H L. T—F EITEFR VLAN Kb b T, %=l
T AR AE LT VLAN 213 &2 2 v FORETT 4 E—7 M TEET, LHio ) J—A T,
T — 5774’7/]\0);:.”&@?&7%( X2 VT ERBBETDE, R—b2ER vy MF T
LTWieled, N Ea2IickbitTnE L,

DOrgHEIX. PC 75‘ IPPhone RSN TV DAGEAIEYBET, 7—4% VLAN TEX =2 U7 11EK
ﬁ‘*ﬁt’jéﬂék — X VLAN 7ZiF0 vy hF o LET, 7 VLAN O 7 7 4w Z 33
‘ﬂ—f}Léﬂi—é—o

TR 802.1X X 2 U T A OFEIZONTE, [HFFRH 802.1X ¥ =2 U T 1 Oi%E] (P.9-37)
EHRLTLLIEEN,
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/
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Network Edge Access Topology (NEAT) #ERAL7- 802 1x H-7 1 A
b RAYFERBRRS VT

Network Edge Access Topology (NEAT; *> hV—27 =¥ 77 &R ]\TD V) HrelX, ID % U A
YV 7 7u—8y bOIBOTFIR (RFEERE) IHERLES, ZOKEICEY, HoLHHD
7‘/\/1)1%_1—“_‘ }‘J:TuquET%i‘j_

o 8021X AA v F BT U B b 8021X BT U Hy MEREEZFHAL T, AL v FEHDAL vF
~OY TV I FELTEETAEIICRETEET, ZOREIL, HELIX, Ay TFRUAF
Vo7 7a—8y hOANTIZHD, bT72 7 F—FERBELTT vy 7 ARU—2A4 7\4’ v TR
SNTWAEEHEEREDV T UATEILLET, 802.1X XA v F 7 U > MERETREINL T
DAL v FIX, EX 2T REHROTD, Ty T AR —A AL vTFIT ;ofmﬁbi?

BTV H N AL o TFREFICRIET DL, F—F E—FKBRT 7 8AND N7 U 71I28bY £7°,

o FWIEEAA v TFTT 7 A VLAN BREINTWEIEE, BILDOKIN#IZT 7 A VLAN 28 ~J
Y7 R—=hDRAT 47 VLAN (2720 £7,

BEOYV TV H b AL v TG T DBIEE AL v T A X —7 = A ATl MDA % 7213 multiauth
F—REARX—TNITEET, RBEBFAAAN T A F—T 2 ATIENVTFHA b T— RiEHHR—
FENTWERA,

FTRTCHOAEA N T— FTNEAT ZHESE L2, 7V N A4 v F T dotlx supplicant

=

force-multicast 7 0 — 3L a2 7 4 Fal—v gy avr REETLET,

o ARAMFEIE: Xy NI =27 THIAEFHBA LN (W TV I P& T-AA v FITERT D) HD
FI T4y I EFRHFANIND I LET, AA v FIIH 9-6 1" F &L 51T, Client
Information Signalling Protocol (CISP; 7 74 7 ¥ MEWMI 7T V7 7a ban) AL T,
YTV I b AL v TIZERT D MAC 7 RUREFIEE AA v FIZEE L/iﬂ‘

o HEIAM =T FEEEAAL v T D T I BREE BBIICA F—7 ML, D VLAN 225 D
a—YF T T4 D, ¥ TV AL v TFNLOEREFEEZFTFAILET, ACS T cisco-av-pair &
device-traffic-class=switch & L CRGELET (ZhE. group 7213 user RED T TRETE ET),

X 9-6 CISP #FALEBIELLUS TV AV N R4 v F
\ 57 Ol
——: s =
1 |v—v2x5—3vay (U547 ) 2 BTV BL b AL YF (DA T
m—t v )
3 |FRErEAA v F 4 | Access Control Server (ACS)
5 [+rFv 7 R—F
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FERER

o MMOFBIER—FELRURELZFEMLUTNEAT R— h2RETEET, 7V B b 2L v TFNR
uEﬁ‘é & XX, AA v F @ Vendor-Specific Attribute (VSA; X ¥ —[EF @) (2S00 T,
— F = KRN T EX0nG FZ 2128 DY £ (device-traffic-class=switch)

hd U‘ﬁ'ﬂﬁ 7)‘74}7‘/{7 ]\7/7 VLAN W@éﬂé%é\ VSA uALuJ‘.E%AX/]) /9: T““ }‘%77
TAE—RKMH T F—RIZEEL, 802.1x hT7 7 7B LT 7 A VLAN %
A F—=TMIZLET, VSA i*)‘7)73/ﬁj:0)‘ﬂ”“*]\§ﬁ IEFLEHAL

o KRAFMNE—RELHELT, BIEEAAS vF A—bOFER— b a7 4 Fab—va rE@fT
BI12iE, AA »F VSA Tix72 <, Auto SmartPort T— W EF~ 7/ uzH+T252 L TEET,
INZEY, YR=F SN TOWRVWRELRIEE A v F A— 2 6HIERL, A—F T—F%27T
TEA NS NTUZICERETEET, FEMIZOWTIL, TdutoSmartports Configuration Guidel %
ZHLTESN,

FEARIZ DWW T, INEAT 2 L7I2fBGEE A A v TF BB T Y B b A4 v FOE] (P9-58) %
ZRLTLEEN,

ACL & U RADIUS Filter-ld Btz L 7= IEEE 802.1x FRELD#EFA

AA wFiE, IP EHER L OVIP YEEDE 5 DR — » Access Control List (ACL; 772 2 hr—/b
UAR) OATR—=F~OHA%EZ R —FLTWET,

o —WMFEET S ACL
« ACS ®» ACL

LA A S — FD IEEE 802.1x "— M % ACS @ ACL Zffifil L. IEEE 802.1x #RiFx—HIZ &
FIERLANNVOY—ERERMELET, RADIUS — 220 L 9 O —V B LR — %
AT 5L, =—1H ID c:go‘« ACL BEEZAA v FIZEEFELET, A v FIE, 2= By a v
DRI, %@Ef&%f"—% WHLET, By va BT LSS, BAERRKR LGS, 72012
Vo7 TRENBAELESGAIE. A— MIEFICZD, A4 vy FIER— 25 ACL ZHIBRL £,

ACS 60 1P FEHER OV IP Ha5EAR— b ACL 7217 28 Filter-1D Jg % ¥R — b L CWE 9, Filter-ID
BYEIT ACL ORI E7I3B S E2IBEELET, £7/2. il (ANFERIEIHD), 22—V E-ida—NR
BT 57 V—7HiETEET,

o a—H%® Filter-ID EMEIZ. Z/—7 O Filter-ID B L W bEHL SN ET,

e ACS M b O Filter-ID B THEFEAHD ACL IZxt L THRET 256, =— ¥R E L7 ACL £V
H ACS o DfRENERSNET,

e RADIUS #— 23 # ® Filter-ID B2 EETH L. RBEORBELTPEAINET,
A A+ F T Filter-ID E‘@ﬁ\ éﬂf‘/‘fcﬁ[/\%u . 7o %E&L A— MIMEFFRI AT — b R ET,

HxEtvaviID

RIEv 2=V v id, HHINERESTAN TN, 7947 FOE—Dkt Yy 31D Gty
varvID) ZEALET, ZoOID X, show 2~ FOMIB 2L, X TOLR— MIEAIIE
T, 2Oty TarIDIF, EyiarylEDTRTOsyslog A vE—VICRRINET,

OBy arIDITE, ROERERBGFENTHET,
e kv hU—2 FUEAFALA (NAD) OIP 7 FL %
o HGREINT S EO 32 vy MEK
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o Byl a VBIARED X A AKX T (32 By MR

&iZ, show authentication =~ > FOH izt vy v a  ID BERINDIBEZRLET, ZOHD
v a ID X 160000050000000B288508E5 T,

Switch# show authentication sessions

Interface MAC Address Method Domain Status Session ID
Fa4/0/4 0000.0000.0203 mab DATA Authz Success 160000050000000B288508E5

WIZ, syslog DNcR RSNzt a v IDOfERLET, ZoflotyaID b
160000050000000B288508E5 T,

1w0d: $AUTHMGR-5-START: Starting 'mab' for client (0000.0000.0203) on Interface Fa4/0/4
AuditSessionID 160000050000000B288508E5

lwO0d: $MAB-5-SUCCESS: Authentication successful for client (0000.0000.0203) on Interface
Fa4/0/4 AuditSessionID 160000050000000B288508E5

lwOd: $AUTHMGR-7-RESULT: Authentication result 'success' from 'mab' for client
(0000.0000.0203) on Interface Fa4/0/4 AuditSessionID 160000050000000B288508E5

ZOtyvarIDiE. NAD., AAA —R, BIORZOMDLR— o7 7V r—aTrZ 74
MEFEMNT DA SNE T, IDITHBMICERENE T, FHEISHEDHY THA,

802.1X FZEEDERTE
o (802X FEDT 7 4 /b ki) (P.9-33)
o [802.1X FHAERR ERF O FIH (P.9-34)
o [802.1X ¥#fiiTF = v 7 0% E) (P.9-36) (LE)
o [HFRH8021X tX =V 7 4 OF%E] (P9-37) (EE)
o I802.1X EE— FoOEE] (P9-38) ((FE)
o 1802.1X WiFD#&E] (P.9-39) (EE)
o 24 v FBLURADIUS H— i@ E DK E] (P.9-41) (KZH)
o [ARA N ET—FDOF#El (P.9-42) (IEE)
o [EWINZRHRIEOKTE (P.9-43) (LE)
o [WR—NMIBGET D7 74T POFEHTOFHEIE] (P9-44) (EE)
o [FHERFRIOETE | (P.9-44) (L)
o (RS TFNBITTAT Y b~OHEEFERBOLTE ] (P.9-45) (EE)
o (A YFMEIFIAT v haD7 L— AFEERBOBE] (P.9-46) (L)
o [HREFEEEOFKE] (P.9-46) ()
o B2IX TH YT 47 DOFE] (P9-49) (EE)
o IMAC BEIOA x—74k) (P.9-47) (LE)
o IMAC ##aDA x—7 1 A4k) (P.9-48) (LE)
e 72K VLAN Of%iE] (P.9-50) (£F)
o THIFRAT & VLAN Of%iE] (P.9-51) (HEE)
o [ 77 B ARRERIENA NAKREDHK T (P9-52) ((LE)
o [Wake-on-LAN % il L 72 802.1X BFEDFE] (P.9-55) (fEE)
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o [MAC i AA S 2D FE] (P9-55) ()

o INAC LA ¥ 2 802.1X BAEDFE] (P.9-57) (fEE)

e INEAT ZfEH LIZGRGEE A v FBLIOY TV v b A4 v FoRE] (P.9-58) (TE)

e [¥ru—RACL EUXA L2 K URL i L7- 802.1X @O & (P.9-59) ({£&)
o [RMARBFENEFFOKE] (P.9-62) (LE)

o [H—FLETo802IXRBIDT 4 E—T7 1k (P.9-64) (EE)

o 802X ALK EDT 7 4N ME~DY &> b (P9-64) (L)

802 AX EBIDT I+ JL FRE
=& 94 802 1X BIENT 7+ )L FRE
HgE FI4I FRE

AL T D 021X A X —T )V AT — b

T4 —7,

N— FHEALD 802.1X A X —T /v AT — |

¢ ®—7 /L (force-authorized),

ZKO“_‘ }\Liy 3/])7\/ }‘@ 802.1X /\‘\“_‘quuJ‘_Eid.}’fTbj—
ZEZIELET,

BEONT T 4T

Authentication, Authorization, Accounting

F o=,

(AAA; GBRE, FFRl, 7T T 4 7))
RADIUS #—
e IPT RL 2R o fEERL,
» UDP #@&FEAR— b e 1812
o F— o FREZRL,
ARAKNE—K U IVIRA N B— R,
il 480 7 7] B a4
TE A 72 R RE Fav—TN,
RFEO M () 3600 .
[N EIREI s 2 (R— FPEFA[ AT — NMIEDDHANT, AA v F AR 727 R % FH
T 5EH),
FERkIRE 608 (RA vFNRTT7A4T v b DORFEIEROLZHITRKIR LI=1%, Fekie
el T 250 .
FFR{E R fH 30 % (AA v F 7 EAP-Request/Identity 7 L' — LIk 2527 T4 T b b
DIEEEFEDL, BEREFEETDIETORH,
R RFREE R 2 (RA » FHRIET v & 22 FB$ 21, EAP-Request/Identity 7 L —

LEEET D),

TIAT N XA DT T R

308 GRREY— b DERE 7 FAT U MY L—F2L &, AL v Fn
WREERD, 7747 2 MIERZFEET 5 £ TORM),

FREEY— N X A AT v N

308 (V7947 ELDISEERAEY — N L—T 25L&, XA v TR
ISE RS, ISE Y —/NCHIEET 2 £ TORM),

authentication timer server f > #—7 2 A 274X a2l — g A<

VREFERATOLE, ZOXALT Y MFEEEETEXET,

IEFEE) 2 A L7 U b

F o=,
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® 9-4 802 1X BEEDT 7 AL FERE (HE)

BERE T4 LERSE
72~ VLAN BER L,

T 7 ' AREBERRFE A 78R TaE—=TN,
HIBR A& VLAN RERL,
RELE (AA vF) E—F RER L,
MAC FBFE/SA 73R FAE—=T N,
TEmHtty2 Y T4 Fav—TN,

802.1X

802.1X 5L

PR ERFDEEEIE

r802.1X F2REJ (P.9-34)

'VLAN %[V 4T, 72 I VLAN,
TMAC FBEEANA 232 (P9-36)
[R—h ZLIZFFRITE LT A ZADFKR¥] (P.9-36)

i8R & VLAN, 7 7 & ARBERFE A 232 ] (P.9-35)

802 IXBFEEA X —T NI D e, DL A ¥ 2 F701T LA ¥ 3 HENR A 2 —TIIZ 72 DRI

— ]\z))wuuﬂ:.éhij_

802.1X ISR — R AEF D B THNTWD VLAN REESh=H e, =
WZITE L EE A, f_}:z_i N— R RADIUS "j‘“—/\ HYETTHNT VLAN IZ
L. FFREBREZIZHIO VLAN ICEI D B THNHEIC, ZOEENFEAELET,

802.IX R—FRNENV B THNTWA VLAN RV Y v v T, T o=, FRITHIBRSHS
LA, A= MIEFICRY ET, 2203, A—BE0 B8 TorN=T 7 A VLAN R v v
N ERITHIBRE %, A— MIEFFRNZ 20 £,

802.1X r haviE, VA X2 AEZT 4y I T VA R—F, HF VLANA— L, BLOLA
Y3INW=7 vy RA=FTHIR=FSNETH, ROF—F XA T TEIR-rShEHEA,

— b7 FR—=F: FTT R—=F ET802AXBIE A R—T NI L LD ETDHE, =TF—
%/t UNFEIREZ I, 802X FRFEIIA R —T Nz D FH A, 802 AX XA —FE FT v
JIZEFELLEYIELTH, TT7— AvbE—URFREN, R—hF F—NIZEEINEFHA,

- BAFIv I B—F FAFIv T F—FOFR— NI, FANR—E TV B— h~DEHE
ERIAV—NTAEERHVET, ¥AFTIv T FA— FTRRIXFRFEEZ A X —T VI L &
FLFTBHE, = T— Av—URFREIN, 802.1X FBEEIZA X —TMIT7 0 FH A, 802.1X
SIER—= P EFAFIVvIIZEFTLEII>ELTH, T T7— AvE—URFREIN, K—F
E— NIEHINEFA,

- XA FIv I TIEAKR—F: XA+ 727X (VLAN Query Protocol (VQP))
Q“}\VC802.1XmunE%4’7~ TMZLED ET DL, 2T — A vB—URERIN, 802.1X

DEFITFZBHTAAL v F
FOHTH

RFEIEA =T T 0 FHA, 802 IX %ISR —MEERLTHXAF I 2 VLAN 2E|h Y
Tot FELTH, =T7— Aub—UNRFRII, VLAN RETEFINLEEA,
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— EtherChannel /"— b : EtherChannel ®7 77 4 7 A X THDHHR— b, Flxinns 7o
T AT AUNITHR—F%E 802.1X A—hF & LTEELRNTL XV, EtherChannel
AR—=FT8RAX BAEZA X—T NI L L2 ETDE, =T — A vE—UNRERIN, 802.1X
FRIEITA R —T TR £ A,

— Switched Port Analyzer (SPAN; A1 v F K &R— k 7+ F A %) BLRSPAN 55564 — |k : SPAN
F 7212 RSPAN 455K — b TH DA — b =T 802.1X #BFE%E A r— T T% F9, 727EL, A—
k% SPAN & 7213 RSPAN %85EHR— b & U CHIBRT 5 £ CTik, 802X FBREXT + E—7 Mz
F 9, SPAN F72i% RSPAN 45— h Ti, 802 IXFRFEE A R—T7 M TEET,

e AA vF ET, dotlx system-auth-control 72— )L 27 4 ¥Fa L —v g avr REANL
T 802.1X FiE%E 7/ v — U2 A X —T WIZT HHEIC, 802.1X F8FE & EtherChannel 235% & 41T
Wb A B —T7 A A0 5, EtherChannel DR EZHIFRL T &V,

» Cisco IOS Release 12.2(55)SE LIBED U U — 2 TlE, 802.1x BaEIZH# T H L AT A A vE—TVD7 o
NEY TP R= SN THET, REREv R —Y v CLI =2~ F] (P9-9) 2L T 7ZEuy,

VLAN Z|Y & T, 7R b VLAN, #HBRftE VLAN, 77 X EEREEE/ N1 /3R

o 802AX FRFEE AR — M ETAX—TNIZT DL, HFF VLAN OfREE R oA — b VLAN [I5% €T
XFEHA,

o FNIUI HR—P HFAFIvI K=, FLIEFIVMPSICLDFX AT Ivr TR R—=1FHDY
BTHHE. VLAN B G THBEZ ] L7z 802 1X FBREIX Y R— F S EEA,

o 802X FRIEEZ 7T A N— b VLAN R— MIRETE T8, A—F X2V 74, F7F VLAN,
7 A N VLAN, #ilBRff& VLAN, F7zid=—WHA ACL 75>Hb‘71 802.1X k& 77 A ~— |
VLAN R— MIRETE LA,

* RSPAN VLAN, 77 A ~X— |k VLAN, &7 VLAN Z[r< 5w 5 VLAN % 802.1X 7 A k
VLAN & LTRIETE E9, 7 & b VLAN B#EiX. ¥ VLAN (Ob—7 > FAR— k) F7zid b
T R=FTIEYR—FShTHETAL, 778X R—F ETEFIR—- SN ET,

» Dynamic Host Configuration Protocol (DHCP) 2 7 A 7 > M3 2 802.1X A — MIHF A |k
VLAN %% E L7=t41Z, DHCP — 0268 A M P 7 RLABRKLBILRHGERHVET, 77
A7 >~ E®DHCP 7 & A3 e84 & 72 ¥ DHCP H— b B A NPT FLAZRAL XD
LT DENINC, AL v T EORRIXFEIET R A2 HEET IR ELELT TEE9, 802.1X FEFE
T AOFRELZH S LET (authentication timer inactivity 35 £ O authentication timer
reauthentication { > ¥ —7 = A X a7 4 Xal—rar avr R, FEEZELITREIL. #k
LT3 802.1X 7 T7A4T7 vk A4 TICL - THRRY ET,

o T U BVARRERIENA NRAKEEERTET DB, ROEBEFHIIE- T ZEW,
— ORIV VI NVEA N = RFBLPw AT HA N T—FD 021X KR—FTHR—FENFET,

- Windows XPEZFEITLTCWDBITAT 2 MIERINEZR—B7 VT 4 BVBIEAT — D
. Windows XP |31 > ¥ —7 = A4 ANGRIAES N2 W EHRETAEHLAENRDH Y 77,

— Windows XP 7 7 A4 7> hiZ DHCP N E SN TWT, DHCP +— 260 IP 7 R L R & Ff
OEAE, J VT 4NV KR — KR ETEAP Hh A vt —V%%(57 5 &, DHCP =RE 7 1t AR
B L2 WEERH D 7,

— 802.1X A— b ETlE, 77 B ARRHIE A S AHERES L OHIfRAH & VLAN 2% ET& £
To ALy TFRHIRMSE VLAN AT U T 4 v R—FEHEGEREL L9 L L. T To
RADIUS $—BFHRARRARIGE . A v TFIER—b AT = 227 VT 4 WAVRBIEAT —

MZEE L, HIRfS € VLAN 12580 £,

e RSPAN VLAN F7213%75 VLAN ##< 5@ 5 VLAN %, 802.1X #HlfRff & VLAN & L T&RE
TE £, MHRATE VLAN #581X. W& VLAN Ob—7 > R R— 1) F@F -7 27 A=K T
FHFR—FENTWETAL, 778X R—F ETEFYR—-FSNET,
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MAC ZZEE/ N1 /38R

o FRZHHTE L TWARWEED . MAC REENA N ADFEEEHIL 802 IX FRFEDO LD LR LTI, M
WZOWTiE, 802X FRFE) (P.9-34) &ML T EEW,

e R— N MAC 7 KL ATHRIENTHIZ, A— 25 MAC BFFAA RRA 2T =72 LT
H, R—h AT7— MIEEIHY THA,
o R—Fr"NEHFAAT—FTIZT7A4T 2k MAC 7 KU ANFRIEY —X T —H X=X |ZR W 5A.
~hiﬂﬁ77<7~w>ii IR ES, EEL, 7T9A4T 2 MAC 7 KL ANRT —H _— 2R
BMENTZGE, A4 v FIEMAC BFENA R2AEFHL TR — N EHRBIETE E9,

o N—FBHART—FTHLIGAE., HRAENREETLETR-FORT— MIZEDY £HA,

o MACRERENA NAZ Ko THFE SN TWD N, T 7T 4 TDRASDOZ A LT v MM 2 3E
THIENTEET, H®UHIT 1~ 65535 T,

R— b ZEICHFATEST/NA RADEKRE

802.1X KIS — M TFH A TE 27 A ZADFH KRBT, kD LBV TT,

o VUIUNKRABF ET—KRTIL, 1 DOT A AN T 7 A VLAN THAlEnET, A— b bEHA
VLAN THRESNTWEE. %775 VLAN Ti¥52{E &5 Cisco IP Phone 1 AEHIE T,

e MultiDomain Authentication (MDA) £— R TiX, 1 2OF /A A7Z1F N7 7 & A VLAN (27 7]
EhET, £72. 1 2 IP Phone 2% & VLAN I RIE N E 1,

o IAFHRAFEF-RTIE 1 2D 802AX YTV I FEFAR—FTHASNET, 7720, I
802.1X R A NI 7 7 A VLAN THEHIRICFFATShET, £/, 7314 A b EH VLAN THHl
RICFFAI S ET,

802.1X #EfgF = v I DFRE

02X #Efffi T = v 71X, TR_RTDAAL v F R—FLETRRIXTI/7 4T 4 &ZE=H1L, 802.1X &
PR=FTDR— MR SN T A AEREFRLET, ZOREZHENT L. A4 vF R—
MTHEE L7273 A3 802 1X ITHISE L TWDNE I AW TE£T,

802 AX #EHET = v 7 1%, 802.1X #HETE BT X TOR— MIFRENTWVET, dotlx
force-unauthorized & L TRESNTWAHAR— FTIIFEHTEEEA,

AL v FTHF = v 7 A X =T MTT HITIE, KOFHIZER LTI LE W,
o HH, WEHT = v 713 802X BAA v FTA X =T MR DENHEH L £,

o A UH—T x4 AEIRETTIC dotlx test eapol-capable ¥4 EXEC 2~ > FEHEH L T\ 5
B ALY TF AB Y I OFTRTOR—IRT A PSNET,

e 802.1X XD A — KT dotlx test eapol-capable =~ REZFHEL TV 7 27 v/ LizHAE,
A= M 802 IX FEAEICBI L Tkt 74 7 v M2/ 2 U —% KB LET, 774 7> had@mos
o MOGZELTESE, 802X ICHIELTWD Z LIV ET, 7 T4 TV bR A LT U MY
MIMIZISE LTz3A . Syslog A v —UBRAEKESNET, 7747 MR = —ZSE L7
Mol DI A7 2 MEBO2AIX IZHIG L TWER A, TD72®, Syslog A vE—T B4
RENFEE A,

o MEfHF = v /T, BEOBA P EH D A— MIHEETEET (B : IP Phone (ZH6E L 7= PC).,
EF =y 7KL THEA LT U MIBWNIZEE L2 747 F T LT Syslog A v —U 03 4%
RS ET,
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b & A

ATFvTA1
AFvF 2

ATFvS 3
ATvT 4

802.1X BiEnme M

802 1X M T = v 7 A A F— T+ BI01E. HHE EXEC T— R ChkOFIEZ ET L=,

avwyU kR B

dotlx test eapol-capable [interface AL v F ETR2IX ¥fF = v 7 A F—T NI LET,

interface-id|

(ER) interface-id \Z1%, 802 1X ¥ F = v 7 %475 A — M & 187E
LET,

() interface ¥ —V— FZEME L72HE, A v F LOFTTD
AV E—T A ANTAMINET,

configure terminal (EE) Za— L arv 74 Xalb— gy B— REEGBLET,

dotlx test timeout timeout ({EE) EAPOL JnE %5 544 27 U MR AR E L 9, 15
ETX5#PHIX 1 ~ 65535 C9, 774/ MEIFK 10 BT,

end (fEE) ¥ EXEC ®— FIZREY £,

show running-config EE) BELIAA LT MaZERER L E,

RIZ, ﬁ~M:7IU~%’E£ﬁﬂ‘é7\4’ v F ECHET =y VA R—TNCT D HEERLET, £
oy 72 ) =R ELIER— OB LSE LR LET, ZHUCE Y #Ee LT A AR
B2 AX IZHKIE L TWVDMNE I MERTE ET,

Switch# dotlx test eapol-capable interface gigabitethernet0/13

DOT1X PORT EAPOL CAPABLE:DOT1X: MAC 00-01-02-4b-fl-a3 on gigabitethernet0/13 is EAPOL
capable

BEEREE 802.1X ¥ T 1 DERE

GE)

TR 802.1X X2 U T A MfER AT 5L, F—F 72135 A VLAN I20shb o, %=V
FAERNFE LT VLAN P32 A v FTF 4= N TEET, ZOfkEIEL. PC 73 IP Phone
:&méﬂfwéummFP THESIBET, 5—% VLAN T X a U F 4 ZBRARE SN TS

Uy oy N D URBRIZIFEDT —X VLAN 7213 T3, HEF VLAN DO N T 7 4 v 71 3FEETICAAL v F
ZEETE ET,

AL v FICEFRK 821X X2V T 4 2RETIHHE, WOFERFHIIMNES T EEWN,

o ==

&

i

f

Bk 802.1X % = U 7 1%, errdisable detect cause security-violation shutdown vlan 2
n—b AT 4 Fab—a 37/ READLTA R—T M LET, TR 802.1X &
X2 VT 42T 4 =T NIt B Zoavry ROopo N—Va rEEHLES, Zoaw
U RIIAA »F T 802.1X %7 ELLT/\T@T% MZEH SN ET,

shutdown vlan — 7 — FZHE L2 WIEE ., errdisable 2T — FZAR 5 7ZERICAR— F&EN T ¥ v b
o LET,

errdisable recovery cause security-violation 7 02— 3L 27 4 X a2 L— a3 v avy FEfH
LT< errd1sabled FIEEZZE LA, A— MIASNICHEA x—7 2720 £3, errdisable [A]
BEHRR— K _ﬁiéﬂfb\fgb\%é\ shutdown 33 X " no-shutdown 1 > % —7 = A A2 237 ¢

Fal—varyavry RaFEHLT, b9 —EARX—TMIZLET,

* clear errdisable interface interface-id vlan [vilan-list] fi# EXEC =2~ > &M 34X, VLAN
TLICHEAR—T M TEET, @WHERELR2WGS. A— b EOTTD VLAN 231 % —
TIZRY £,
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LR 021X B X 2 U T 4 B A 2 —T T BT, HiHE EXEC &— Rk O FIES E47 L E5,

avy kR B
A7v7F 1 configure terminal Su—) Ay 4 Xal—iay B— REEWBLET,
RF w7 2 errdisable detect cause X2 T AEPRELEZTXTOVLAN > vy T LET,

security-violation shutdown vlan (¥)  shutdown vlan ¥ —7U — F&IEELRWEE, A— FaENR

errdisable A7 — IR0, ¥ v FE T LET,

AT v 7 3 errdisable recovery cause (£&) VLAN o8I —mELZ A 2 —7 /LI LET,
security-violation

ATwF 4 clear errdisable interface interface-id | ({£3%) errdisable 25— k Ol % ® VLAN %A X — 7 M LET,

vlan [vian-list] o interface-id |21, FEA X —7 WIZT 54 VLAN R— K& f57E
LET,

o (EE) vian-list \Zi%, BEA X —7MIZT5H VLANDY A &
WBELET, vian-list WEEEINTWRWEE, T3TD
VLAN BEEA x2—TIZ7 0 £9°,

A7Tv7 5 shutdown (f£%) errdisable 27— F® VLAN 2HEA X—7 ML, T

no-shutdown @ errdisable REEZ[AIE L E 5,

2Fv7 6 end ¥# EXEC £=— NIZRED £7°,

ATw 7 7 show errdisable detect ME AR L E T,

RXT7v 7 8 copy running-config startup-config |((£Z) 2L 7 4 Xal— a3y T A NCERELETFELET,

WIC, BEx a2 )T 4 ERVPBEELEZTRTOVLAN 2% v FE U T EEICAAL v FHRET D
FEERLET,

Switch (config)# errdisable detect cause security-violation shutdown vlan

Iz —h ¥HEy b £ —H v b 0/2 Terrdisable 27— M2 5724 _XT?D VLAN #FHE A R —
7» #5ﬁﬁ%rbi¢o

Switch# clear errdisable interface gigabitethernet0/2 vlan

PRE ZMEFR$ B 121E. show errdisable detect £# EXEC =~ F&# AT L1,

802.1X BRE— FDHRE
BO2UX A—hERETHI LT, ¥Yvv h¥ U, Syslog =7 —DARK, FEITHHT A ANLD
Ry NOREFEEFITTEET, ETTIHOOFMITROLEY TT,
o TNA AN 802.1x KGO A — MIHHE LTz
o HHTHT AL RADERENA— N TRIEI N
A v F EICEFR 2 VT AERT 7 ¥ a LV ERET DT, FiiE EXEC E— FCTIROFIEEZEITLET,

= B#
A7v 7 1 configure terminal sua—sL arZ 4 X¥alb—vary T RFEBHHBELET,
AT7v7 2 aaanew-model AAA A R—T M LET,
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802.1X BiEnme M

avwy R BiY
ATw7 3 aaaauthentication dotlx {default} 802 IX FAr AU X FAEER LET,
method] authentication =~ > FIZARIfT & U X MOMEE ST 20 EEITE
AT57 740 DU A NEERT DL, T 740 H?WRT@*;?H?%)
LT o TV B HIEICE O T default ¥ —TU — RE2FERALES, 7
TN bDOFRY A ME, BEIOIZT R TOR— MTEH SN ET,
methodl 121X, group radius ¥—7V— R&Z AN LT, @BIEADOT~
TOH RADIUS =N VX MEFHTEL L SITLET,
(G¥) groupradius ¥ — 7 — FLUSMZH a2~ RT A DL T R
M) U TIZERRENETH, FR—FSNTWERA,
ATvF 4 interface interface-id 802.1X BiFA A X —TNIZT AT FSAT Y MTHE L TWAER—
BREL. AV E—T A A AT 4 Fal— gy B— Rl
LET,
AFv75 switchport mode access R— R 2T 7R E—FIZLET,

ATw 7 6 authentication violation {shutdown | &KX T — FZ2BTLET, F—U— FOEWKRIKRDO LB TF,

restrict | protect | replace}

e shutdown : ="— k% errdisable A7 — MZ L F 9,
e restrict : Syslog =7 — %A L £7°,

* protect : TOHR— bR T T 1 v EEETDHHT A AN
Oy e Ray X LET,

o replace : BIEDOE Yy v a UEHIRL, HLWAA M CHIELET,

2FY 7T 7 end

¥t EXEC £— FIZR D £,

A797 8 show authentication MEAMERLET,

ATv7 9 copy running-config startup-config EE) =27 4Falb—vay 77 A NVIIREERTFLET,

802.1X REEDEKRE

802.1X R — b _X—XFFEE R ET HITIE, AAA A R—T ML TRAES Y A M E4RET 2 XN H
DEd, HFAYU A M :L~*i‘nwi®7i 7zl — 95‘F€’ﬁ5$'lﬁkwwijiﬁ%nﬂert%@'(*f

a—HHA ACL £721% VLAN 10 ¥ TEFHEIZT D213, AAAFFA[ 24 32— /L2 L TRy hU—
JEEOTRTCOY—ERAERIZKH L TAL v TFEZRETILENRDH Y 7,

WIZ, 802.1X D AAA 7rt A&/ RLET,

ATF9FT 1 2—VBRAAL v TFOR— MR L ET,
ATFyFT 2 WEEREITINRET,
AT9F 3 RADIUS H—NEEIZESNT, VLAN FI0 Y TREEA X — 7 /W22 £7,
ATYT 4 AL vTFBRRBA v E—VET IV T 407 = NICEELET,
ATvF 5 WMEIEU T, HEENFEITINET,
ARTYT 6 AATFBROT IV T 47 T o7 T— e, B RICESWET I T 0 07—
EELET,
ATFYFT T 2—FBRR— o8l LET,
AFYT 8 AAVTFWNEILA =BT T T 407 $—NTEELET,
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802.1X A= ]\/\\"—‘Xum HE%&UE

T 5I21%., %i# EXEC £— R TROFIEZFEITLET,

avyk

E[:3)

A7v7F 1 configure terminal

Jua—n)L ar7 4 F¥Fal—iary EB— RREeRBLET,

RFwv7 2 aaanew-model

AAA A F—T NI LET,

ATw7 3 aaaauthentication dotlx {default}
methodl

802.1X FBAES XY A F&AFL £,

authentication =~ > NIZARIfTE U A MBFEEIN TR VGEA

WHERT 27740 DY 2 MEERTDITIE. 7740 NIRRT
ﬁ)ﬂ‘ﬁ”é ZEIT o TWB HIEICKE W T default ¥—U— R&EEH L
F9, 774N bOFRY X NI, BEICT X TOR— MIE A
IhEd,

methodl 121X, group radius ¥ — 7 — FZ A LT, #FiEHOT~

THO RADIUS =N U A M ZMEHTEDLLOIZLET,

(G¥) groupradius ¥—7— FLSMZH a2~ T A D~ LT R
M) U TWZRRENETH, FAR—FENTWERA,

RTv 7 4 dotlx system-auth-control

AA v F ET 802X FBikE 7/ a— )Lt x—T M LET,

ATwv 7 5 aaaauthorization network {default}
group radius

(EE) =—VHAN ACL S VLAN E|4Chy, Ry by —7EH
DT RCTOH—ERERIZHT 52— RADIUS #F ] & A A v FIZ
HELET,

2 —YHN ACL ZRETHI21E, YV I NVEA R T—RERET D

PVERHN ET, ZOBRENRF 7+ N TT,

RXT7v 7 6 radius-server host ip-address

(f£7&) RADIUS =D IP 7 RLAZIEEL ET,

ARTvF 7 radius-server key string

({E&) RADIUS % — N ETEIfET S RADIUS 7 —F > & A A v F
DM THATRIEB L NS X —42EELET,

ATwvF 8 interface interface-id

802 IX FBFEZE A X —T NI T D7 TAT > MIEH L TNDHR— b
FEEL. A v X —Tx2A A 27 4X¥al—T a3y T— NEE
LE9,

ATv 7 9 switchport mode access

EF) A7 v 7 6 BLVT TRADIUS — &R E LIHATET,
R—=r 2T 7R ET—RIHFRELET,

A7 v 7 10 authentication port-control auto

'/T\O“—‘}\J:T 802.1X uunE;Ef/r;r‘ 7)1/ Li?

BERE DR A DWW T, 1802, 1X FRAGERAE I 0O VE B - 1H
(P.9-34) ZZMML T 7ZSW,

AT7v7 11 dotlx pae authenticator

A B =T 2 ADKR—K T IVRA T AT AN — T4
gL LTETHEREL, 7 U MDA yE—U2EET 5
LIOIHELET,

2Fv 7 12 end

¥t EXEC £— FIZED £,

AT v 7 13 show authentication

WEZMRLET,

AT7v 7 14 copy running-config startup-config

UEE) =274 FXal—Yay 77 A NVICHRESRITFLET,
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AA v FE &V RADIUS H—/\EDREEFEDETE

RADIUS ¥ =2 U5 ¢ —NF, RAMERIZIP T FL A, KRR ML EEED UDP R— M &5

F/IZIP T RLRAEEED UDP R— FE L > THAMLEST,IP 7 FL 2 &L UDP R— F&E50M
BEDbEICL-T, —ZOID MERSH., Y—DFE—IP 7 KL 2 Lich 585D UDP R— F i

RAmUSEﬁ%%E@%éiﬁ’ﬁbi#‘ﬁDRAmUS#~NL@£@520®Txhkajm
U —ER (72 2 I3585E) Z2RELLHE, 2BFDICHEINTLHRA N = MU T, HUICHE S
ntﬁxh:va®7:~wﬁ~w~ﬂ/77y7kLT@@L?%IMDmSTxki/b)

I, BRELEZIERICHE > TEliTS N E T,

AA »F EIZ RADIUS =N XT3 XA —H EFRET HIZI1E, F5 EXEC T— RTROFIAEZFEITL £
9, ZOFNETHSETT,

avwv R B

AFvT A1

configure terminal Ja—) a7 4 Xal—yary T— REHBLET,

ATvS 2

radius-server host {hostname | RADIUS $r— R RIG A —=Z2FELET,

ip-address} auth-port port-number
key string

hostname | ip-address 121X, 'V E— bk RADIUS #+—/"DHKE R M4 FE
I IP 7 FLAZFRELET,

auth-port port-number |Z1%, FBAEZER D UDP si%eR— M Z46E L &
T, T 74V MEIX 1812 T9, HEETE HHiFHIL 0 ~ 65536 T,

key string 121%, A4 v F & RADIUS ¥ — ETHEIfES %5 RADIUS
T—ELEOMTHHATIBEB L S —%2HELE T, $—
IZ. RADIUS +—A"THHTLHHESF—IC—HTDHTFA N AR
CTTRITNERD 8 A,

GE)  F—OHTAN—RFHEINETH, BTFBIUERED R
N—=Z2 XA RO T, F—347 radius- server host =< F
BWXORBOHE & LTRELTLEIN, F—IZA—2%
ERT 251, SIRAFAER X —0—H% T%é%ﬁ%ﬁ?% G]
AL T —%2HFERNTLEEY, ¥—{X RADIUS &7 —F
THATHIHEEF—IC B L TWHILERDH D £7,

#45 D RADIUS —R_"ZHHT 2HAICIE, Z0a~vr FefyiR
LAALET,

ATv7 3

end

4 EXEC £— FNIZREY £4°,

ATv7 4

show running-config BREXMER L E1,

&

copy running-config startup-config UEE) av74FXal—Yay 77 ANVICEEZHRIFELET,

¥$E D RADIUS ¥— 3% 27 U 73 121X, no radius-server host {hostname | ip-address} 7 7 —/3)L
ary74Falb—varavr REERLET,

WIZ, IP 7 R LA 172.120.39.46 O —% RADIUS $h— & LTHREL., R—F 1612 ZFFA[HR—
FELTHEHL, B5*%—% RADIUS = EOFX— LR U radl23 (R ET 262" LET,

Switch (config)# radius-server host 172.120.39.46 auth-port 1612 key radl23

F_XTO RADIUS — 2D\ T, A AT U b, BEEEH, BIOEEX—HEE 70— ULICE
ET 5120, radius-server host 70— 3L 27 4 X2 b—v gy a< s REHALET, 2hb
DA T a Y — "BALTHRET 5I121E. radius-server timeout, radius-server retransmit, 3 k2
O radius-server key 70— 3L a7 4 Fal—v gy avy REEALET, FEMICOW T,
[-~To» RADIUS +— D% E] (P.8-34) #ZHL T Z X\,
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RADIUS =R ETH, W OO EZRETHLENDHY FT, ZNHLDOHREME LTIE, AL v
FOIPT LA, BIOY—NRERXAL T ONETHEETIHF— AR IB3HD FT, FEMIZHON
TiE. RADIUS #y— "D~ ==a 7 L% B LT F X0,

RRA b F— FDHTE

802X FHAEFE AR — K LT T NAFRA L (2 T7A4AT N ERIFEROKRA M EFAT 51005, F

#He EXEC =— R TROFIEAE /T L E£4, multi-domain ¥—7V — RZ i LT MDA 2% EL T, &

A && (RaWFEZ R IBUPND) [P BIEOL I REFT A ADOW G %, H—AA vF F—
THRIETA2Z EMTEET,

FNFTAEE T,

avw Yk B
RATv7 1 configure terminal Fa—N) a7 4 Xl —ay T REREBLES,

AT7v7 2 radius-server vsa send authentication |Vendor-Specific Attribute (VSA; N> & —EAJ@ME) % 583 LA
THEDIZ, Xy bT—=2 TR P —R"ERELET,

ATwvF 3 interface interface-id FEER A DB SN TWAER—hE2HEEL, ¥ —
TrxA A a7 4F¥al—rary ET—RRalBLET,
RF w7 4 authentication host-mode X —U— ROEBEWRIZKRDO LB T,

[multi-auth | multi-domain |

multi-host | single-host] * multi-auth : F7#% VLAN EC 12027 747 b, F—4

VLAN J:T%E;i@uuuﬁ(ﬁyf*y FAT U N EFRILET, KFHA
MIE BN FERE S AL E T,

(;¥) multi-auth % —Y — KX authentication host-mode =~ >
FCRETEHTEET,

e multi-host : 2> 7L R A N OREIEZIC 802.1X FF AR — b TH
BDORAN (V54T N OEGETFATLET,

e multi-domain : A h & (AR aflFE T A a/LISD) TP
BHEDOLIBRBTRETNAADOM G % 1 20 802.1X BFEH R — K
muuﬂijﬂé 373‘“(% iﬁ—

G¥) AR B E— K2 multi-domain [Z3RE S DB IP BEED
7 VLAN R ETHHLENRH Y £9, FFEHIC OU‘Tli\
123 [E7F VLAN OFRE] 22 LT &,

o single-host : 802.1X FFA[AN— h CEHEDHEA N (7747
N DA LET,

BET DA ¥ —7 x4 AT, authentication port-control 7 >~
B—TzA A7 4Falb—Tar avy RN auto I[TRE SN
TWDHZLaER LTIV,

ATwvF 5 switchport voice vlan vian-id (EE) &7~ VLAN #2®REL £,
2Fv 7S 6 end i EXEC =— RICEY £,
AFv 7 7 show authentication interface REZMRLET,

interface-id

ATw7 8 copy running-config startup-config (EE) 2o 74FXal—Yay 77 A NVICEREZHRIFLET,
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R—FETEEOF A N &T 4 E—7 2T 51Z1E. no authentication host-mode 1/ > % —7 = A A
a7 4 Fal—vary avy ReBHALET,

Wiz, 802 1X FBAEE A F—T7WZ LT, HEOKRA N EFAT 50 %R LET,

Switch (config)# interface gigabitethernet0/1

Switch (config-if)# authentication port-control auto
Switch(config-if)# authentication host-mode multi-host
Switch (config-if)# end

WIZ, MDA 2 A4 X —7WMZLTHR— M ETHRAMNEEFR 7L AT 562" LET,

Switch (config) # interface gigabitethernet0/1

Switch (config-if)# authentication port-control auto
Switch(config-if)# authentication host-mode multi-domain
Switch (config-if)# switchport voice vlan 101

Switch (config-if)# end

IE%HE’]&ﬁ nt.\nIEO) nﬁi

802.1X 7 74 7 > FOEMBLFRIEE A X — T I L, FERIEOMEE R ETCEET, BRFEEIT
SMBAEE LRWEE, 3600 Wi & ITHBIAEDNRAALLILET,

7747 NOBBBREEIEE A X —T ML, HRAEEIT O MR () 2#RETHICIE. FrkE
EXEC £— FTROFIEZFEITL £, ZOFIRFEETT,

avwv Rk =]:3]
RFwv7 1 configure terminal Ja—rL ary 7 4 ¥al—ay B REBEBLET,
ATwvF 2 interface interface-id BETAR—FEEEL. A F—Tx2f A a7 (X2l —ig
v E—FZRMLET,
ATv7 3 authentication periodic 74T v NOEMMARERIE (T 74NV NTET 4 ®—TN) &

A X —T N LET,

GE) 7740 MEX 3,600 B CF, FRRAEY A v —OfEE A E T
HITiE, F2F3AAL vy TFNRADIUS Tk BBy v ay #4
AT NEEHT S L5 ICERET HIZIE, authentication
timer reauthenticate =~ > K& AJJ L £,

AFw7 4 authentication timer {{[inactivity | |FEZRIEOREE () 2EELET,
reauthenticate]} {restart value} authentication timer ¥ — 7 — FOERIIKR DO LV TY,
o inactivity : 7 FA T b LD T T 4 ©T 43R, AT
LT HETOHM (W),
* reauthenticate : HEFRFERITAHG SN D ETOHME (),

o restart value : TFFRIAHR— M EFBIAET D7D OFITHRITOND E
ToOHME (),
Zoavy RRAAL vy FOBEICEET 201X, EMMN B
AR =T NWVICEE LI AT T,
ATvZ 5 end Bt EXEC £— RICEY £,
ATw 7 6 show authentication interface BHEEERLET,
interface-id

AFw7F 7 copy running-config startup-config (FE) av74Xal—ay Z7ANMIEEXIRGFELET,

Catalyst 3560 R v F YI r 97 av74Fal—>ay HAF
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EM 72 FRAEE T « B — 7 Z T 5 I21E. no authentication periodic 1 > % —7 = A A 237 ¢
Fal—varyavwr ReEfALET, 7740 bOFEGEIERITHIRIZE T IZ1X,. no authentication
timer { V% — 7 A A A7 4 F¥alb—ay avy RE@EHALET,

k :\ Eﬁ;ﬁﬁﬁfoﬁﬁuuuﬁ’éfﬁ 7/]/ L/ ﬁ:uuuﬁa)ﬁﬁlgl"’]% 4000 */ \—Pxﬁgﬂ‘é{§J Tbij‘o

Switch(config-if)# authentication periodic
Switch (config-if)# authentication timer reauthenticate 4000

— MIE®RT SV 547 2 FOFETOHEEL

dotlx re-authenticate interface interface-id ¥it EXEC 2~ REATTH L. WOTHREDKR— |
T 27 AT v M FEITHEIECE 9, ZOFIE ifiﬁf‘ﬁ“ EWIR e BRRGEAE A X —T v
FIET 4 =TT B HFEIC OV, TEMRZREEIEORE] (P9-43) ML T 7ZEN,

WIZ, R— MR T 527 747 v N FHCHZBIET 2627 LET,

Switch# dotlx re-authenticate interface gigabitethernet0/1

FRROER

X/f YFIET TAT  FEFBIETE RS TEHEIC, TEQKMIETT A FAREBERT, £o%BY
AL A E T, T A RAREMAZH#F 5121%, authentication timer inactivity 1 > ¥ —7 = X =2
V74 F¥alb—varyavwry REEALET, 727470 FEAERKRRT AE R E L TIX, 7747
VNPERH IR NRAT — RERIR LIEHERENRBEIONET, 774V MLV H/NSWMEEZ AT D Z
LITE AT, 2—F~DISERM Z M T £,

FRERIEA] 2 2 9 2121, %7 EXEC E— FTIROFIEZETLET, ZOFIRIIMEE T,

avvFk B
A7v7F 1 configure terminal Jua—) ar7 4 ¥al—vary T— RFEHBLET,
RAFwF 2 interface interface-id BETAHAR— P EETEL, A X —TxAf A AT 4 X2l — 3
vE— RERIBLET,
ATw7 3 authentication timer inactivity x AVFNTFTAT v L OBIEEROAZHNT R LT-1% . Bk
seconds Bakt T 5 BRERELET,
FRETE HHPHIE 1 ~ 65535 T4, 774 /L M 60 BT,
AT797 4 end HHE EXEC ©— FICREY £,
A7 97 5 show authentication interface MEAMRLET,
interface-id
ATvF 6 copy running-config startup-config EE) av74Xalb—Tay 77 A NMIRESRELET,

7 7 4V b OFRFFERFICERE 97IZ21X, no authentication timer inactivity f > % —7 A A 227 ¢
Xal—varavwr ReALET,

W, AA v F ORI 2 30 IR ET 202" LET,

Switch (config-if)# authentication timer inactivity 30
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AAYFDLI ATV FADBEEREOER

I ITAT MIAAL v Fh b D EAP-Request/Identity 7 L — A% L, EAP-Response/Identity 7 L —
LTIRELET, A v TFRIOINEELZETERPST25E, TEOKH (FRXERH) 7208
L., TOH 7L —2haxT{rELET,

(i) ZDawy ROT 740 MEZ, Uo7 OFHEENMEWVGESC, $FFED T T4 7 2 B LURGEY—30
BIEICHIEN D D567 L, BE RV T 2REEITOMNERDH D L XITR-oTERE LTSI,

AL v FNT TAT 2 b OEMEFHET DR 2 ZE T 5I121%, FHE EXEC £— FTROFIHE%E
FATLET., ZOFIHITEETT,

=1 =]:3]
RFw7 1 configure terminal Ja—rL ar 7 4 ¥al—ay B REBEBLET,
ATwF 2 interface interface-id BETAHAR—FNE2EEL, AV ¥ —Tx2A A AT 4 FXal— 3

v E-RERALET,
AT7v7 3 authentication timer reauthenticate | 2z { - 7% EAP-Request/Identity 7 L — Akt 3 227 T4 7 ki

seconds LOINE D, BREBEETOETCOREERELET,
fRETE DHPHIT 1 ~ 65535 B CTY, 774/ MI5SHTT,
A7Fv7 4 end Kt EXEC ©— FIZRED £,
ATw 7 5 show authentication interface REZMERLET,

interface-id

RX797 6 copy running-config startup-config EE) =27 4Falb—vay 77 A NVICREERTFLET,

T 7 v OFEERFMIZETIZIEL, no authentication timer reauthenticate £ ' % —7 = A4 X =
T4 X2l —vary avwry FEHERLET,

WIZ, AA v F 7 EAP-Request/Identity 7 L — LT 527 T4 72 b b OIEE 2L, BEREH
EETLETORMEZ 60 ICRET HHZ L ET,

Switch(config-if)# authentication timer reauthenticate 60

Catalyst 3560 R v F YI r 97 av74Fal—>ay HAF
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AL YFNSDSAT Y FADT L—LBEERMBDKRTE

AFvT A1
ATvS 2

ATFvT 3

ATvT 4

&

AFvT 6

(7274 T EDBISEBHRONRDSTZHEIT) A v FRRIET ot A2 HEET 51, 794
7 ¥ MZ EAP-Request/Identity 7 L — A % 9?1;,?‘5 B EEFCEET,
~
GE) ZoavrRoT7F744 ME, V7 OBFEEMEWGES, FFEDZ T4 7 2 M LUGREEY—3D
BEICRHIER S 567 & BE RIS KT T 2R AT I MNENH D L ZITRB-TEFE L TS,
AA o FING T FAT V b~DT7 L—LBEEERERET 501X, FHE EXEC E— FTROFIEE
EITLET, ZTOFEIIEETT,
avwyv Rk B#
configure terminal Ja—r\ ) ar7 4 X¥2lb—vary T— REEEBLET,
interface interface-id RETAR—F2HREL. /v H—T 2 A a7 4 Fal—T3
v E— RERIBLET,
dotlx max-reauth-req count AA y FRERIAET 7 X 2 FEET SR, EAP-Request/Identity
T —AERETAREERELET, ?‘aﬁﬁ?f“é‘ HEEPHIL 1 ~ 10 T
T, T7ANMI2 TT,
end ¥ # EXEC £— NIZREY £7°,
show authentication interface REEFHERLET,
interface-id
copy running-config startup-config |({L%) 2o 74 Fal—L a3y 77 A VICEEEZREFELET,

HEFREERE T 7 4L MZRETICIE, no dotlx max-req f > ¥ —7 = A a7 4 Fal— a3
~UREHERLET,

WIZ, AA v FHRRFET 2R % FEBT 5011, EAP-Request/Identity 223K & 2415 3 2 [ % 5 1Z3%
ETHHERLET,

Switch (config-if)# dotlx max-reauth-req 5

FORLEI B DELTE

AFvTA1
AFvF 2

RN FNEFRIRT — MZEDDENS, A v FRRAETm v X2 BT BB E2ELETETH52 L TE
£,

Y

(G¥) Zoawy ROF 730 M, Vo7 OEBEHEMEWIEES, BFEDY T4 7 2 MBI OFIEY — D
HIECRIEN H DGE R E . BE RIS T AT O LERH H & IR TERE L TIEIN,
FHRGEA S & R E 9 212i%, ¥4 EXEC E— R TR DO FIEZFEITLEY, ZOFIEITEETT,

avy Rk B

configure terminal Jua—) ar7Z 4 X¥al—ary ET— REEBLET,

interface interface-id RETAR—PFEEEL. AV X —TxzAf A AT 4Falb—3a

v = RERBLET,

Catalyst 3560 R4/ v F YI b7 av74Fal—Sav HA K
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avwv R B#
ZAF7v7 3 dotlx max-req count A— I PNEH A AT — MNIEDLDHRNT, A v TFRRIF a2 %
ﬁﬁ'ﬁ*fé B EZRELET, HMETEHHAIL0~10 TS, 77+
LV RE 2 T,
ATv7 4 end Fi#E EXBEC T— RIZIRD £,
ATwv7 5 show authentication interface WREXHERLES,
interface-id
AT 7 6 copy running-config startup-config | ({T3%) 2o 7 4 Fal—ay 77 AVICRELRELET,

MAC BEID A r—

FREFEEIEZ T 7 4 /L MZETIZIE, no dotlx max-reauth-req f % —7 = A A 27 4 F 2 L —

gy awry REFEHALET,
/4N rINEFF R A T — MMZE D DHIIZ

*Té{ﬂ%:i“ LET,

— AA /?z})nmu 7013'12}7%%:%3«6@?&& LT4%§£TE’

Switch (config-if)# dotlx max-reauth-req 4

JILiE

MAC B#hiz LV,

AA v F ETOMAC BEh%E 7 v —/ Ll A %2—
TLET, ZOFIEIFEETT,

SEEEADRA N AL v F EOR— MNETBEI T £7,

TN T BHITIE., ¥ EXEC £— R THROFIELZ E

avwyFk B

AT97 1 configure terminal Ja—N) ar7 4 X2 l—vary F— FEBEBLET,
ATw7 2 authentication mac-move permit A2A v FTMAC OB Z A Xx—T7 VT LET,
AFv7 3 end ke EXEC £— FIZED £,
ATv7 4 show running-config B JEEHERLUET,
AFwv7 5 copy running-config startup-config fFEE) av74FXal—Yay 774 NVICETEXIRTFELET,

Wiz, A4 v F ETMAC BEZ 7 o — )Ll 2—T VT B0 %R~ LET,

Switch(config)# authentication mac-move permit

Catalyst 3560 R4 vF Y7 ko7 av74F¥al—vav H4F
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MAC E#D 1 r—TJ L1k

MAC E#aE AT 5 &, KRR MIR— b EORBRER X b 2B TE £,

A B —T x4 A LETMAC [E#ZE A F—TNIZT D21, ¥ EXEC E— FCTROFINEEZFEITL E
T, ZOFRIFIEETT,

avw vk BiY
X797 1 configure terminal ra—nN) ar7Z 4 Xal—vay T— NE#EEBELET,
ATwvF 2 interface interface-id BEFTAER—FEBEL, AV X —T 2 A AT (X2l —g
v E—RNERBLET,
A7 w7 3 authentication violation {protect | A H—T A A LT MAC #EH#i% A x—7/WIZT HI21E. replace
replace | restrict | shutdown} F—U—REFEALET, "—FRBEEOE Y a U ZHIBRL, #

LWARR M2 L CRELZB L £,
toOF—T— KX, ROL D REEIH Y 7,
o protect : R— ME, VAT L AvE—VEARETIC, THL
WWMAC 2357y &2 Fey 7 LET,
o restrict : BN N7 v N CPUICE-~TFRryZE&h, VA7
LA yE—UNERENET,
e shutdown : FAF— hix., FHILARWVWMAC 7 RV AZZETDH &
errdisable (2720 £7°,
ATv7 4 end H:#E EXEC £— NIZEY £,
AF797 5 show running-config B AP

ATv 7 6 copy running-config startup-config |((£) 2L 7 4 Fal—T a3y T A NVICRELETFELET,

Wiz, £ 4 —7 x4 ALTMAC E#iz A 2—TNIZT 5P ERLET,

Switch (config) # interface gigabitethernet2/0/2
Switch (config-if)# authentication violation replace
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802AX 7Hh VT4 VT DERTE

8RIAX THI VT 4 T HFERALT, AAAVAT A TAVT AU T RAF—T NI THE, B X
VDDV AT A Va— R AR ET AU T 47 RADIUS — RSEETE L9, —
X, 7774772 8021X By v a I _XRTHAKTLEZLD EHBTLET,

RADIUS IZEWEMEDIKNUDP RS v AR —k 7r ha Az EHT A0, Xy U — 7 REENB AT
TRWE, TAUT AT Aot —UNRONDZENHVET, RELEZREOT IV T 4 v
TEROFEEHR., A1 v TF N RADIUS b —\NET H T 0T 4 VT IGERA v =T %% E LRV
B RDA =V NFRENET,

Accounting message %s for session %$s failed to receive Accounting Response.

ZDAMy 7T Ay E—VURERICEESNLVEGE, ROAyE—URERENET,

00:09:55: %RADIUS-4-RADIUS DEAD: RADIUS server 172.20.246.201:1645,1646 is not responding.

S
(X)) mXUTOBM, FIk, KOT v T T = Ayt =V AL RLZLTREDT VLT 4T B A
7 &FTTH LI, RADIUS H—"ERETLHLMLENSH Y £, ZNbOWRE A 1T 5121
RADIUS #—/3® Network Configuration % 7 ¢ [Update/Watchdog packets from this AAA client] ®
aX kA F—7 M LET, KIZ, RADIUS #—/3® System Configuration % 7 ® [CVS
RADIUS Accounting] %1 *— 7 /VIZ L ET,
AAA WAL » FTA X =T N7 o7tk 802AX TH T T 4 » T HRET DX, FitE EXEC
T— FCROFIEEZFEITLET, ZOFIEIIEETT,
avvk =]:5)
A7v 7 1 configure terminal sua—sL arZ 4 X¥alb—vary T RFEBEHBELET,
ATwvF 2 interface interface-id BETAHAR—FNEEEL. /X —Tx2Af A A7 X2l —3
v E—RERBLET,
AFw 7 3 aaaaccounting dotlx default 4T _TO RADIUS — "D Y 2 h &AL T, 802.1X 7 H 7
start-stop group radius TATEAR—T NI LET,
ATv 7 4 aaaaccounting system default UEE) YATFLEATHI T4 T A X —T ML (F_TO
start-stop group radius RADIUS =DV A R &M, A vy FR)e—RT5H L&y
ATFNTAHAGT 47 V=R AN s Aye—U2ERLET,
RATv7 5 end ¥5HE EXEC E— RIZRED £,
A7wF 6 show running-config BEARTER L,
ATvF 7 copy running-config startup-config |({£Z) 2> 7 4 Xal— 3y 77 A NVICERELETFELET,

THIT 4V TIEA v =V %%E L RADIUS £ v — U8 4a #7745 121%. show radius
statistics ¥4 EXEC 22~ > R&fEH L £9,

WIZ, B2AX T AT T 4 T aRET DB 2R LET, O~ NI TAVST AT D
UDP R— k& LT 1813 Z#EE L T, RADIUS —"ZFRELET,
Switch (config)# radius-server host 172.120.39.46 auth-port 1812 acct-port 1813 key radl23

Switch (config)# aaa accounting dotlx default start-stop group radius
Switch (config)# aaa accounting system default start-stop group radius

| OL-8553-09-J
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77X k VLAN DE&E

B —373 EAP Request/Identity 7 L — AT 2IGE A ZIE LRWESR, 7 A N VLAN ZRET D &,
021X ®HLTHRNWZ T4 7 2 MIF A M VLAN IZERE SN ET, 802.1X k- Th->Th, FBFEICK
WML 74T ME, *y NU—T~OT7 78 ANRFITINEEA, AL vFiF, VU TAKRR B
FT—FNELZEIAFT AR E=FTH5 A VLAN 29— LET,

7" Z b VLAN Z3RET 2121, F5# EXEC £— FTROFIEZETLET, ZOFIRIIMEETT,
avwvk BiY
A7v 7 1 configure terminal sua—syL arZ 4 X¥alb—vary T RFEHHBELET,
ATwvF 2 interface interface-id BETAR—FNEEEL. AV X —Tx2Af A A7 X2l —3
o= F%Fa'ﬁﬁé‘biﬁ‘o PAR—=FENER—FDZATFITHONTIE,
802.1X AL ERFDOIERZFEH]) (P9-34) WL T EE W,
RAT7v 7 3 switchport mode access R—=r 2T 78R E—RZLET,
F72% E
switchport mode private-vlan host LAY2HR—F T T4 = VLANAFARA N R—hL LTRHELET,
RF w7 4 authentication port-control auto — N ET802IX #iFE A x—T iz LE 1,
ATw7 5 authentication event no-response 7275 47 VLAN % 802.1X # Ak VLAN & LCHELE9, f5E
action authorize vlan vian-id TX AT 1 ~ 4094 T3,
Wit VLAN (v—7 v F &"— k), RSPAN VLAN, 774~ 75
A ~X— h VLAN, F£713%® VLAN 2B &, LBEOT7 77147
VLAN % 802.1X A F VLAN & L TRETE £,
A797 6 end ¥t EXEC ®— FICED £4,
AT 97 7 show authentication interface BRTEXMRLET,
interface-id
ATv 7 8 copy running-config startup-config |((£Z) 2> 7 Fal—T a3y T A NVICERELETFELET,

7" A~ VLAN %7 4 E—7 W2 L THIBRT 51Z1%. no authentication event no-response action
authorize vlan vian-id { ' 4 —7 A XA a7 4 Fab—var avry e LEST, AN— M3

FRAT— MIRY £,

WIZ, VLAN 2 % 802.1X A k VLAN & LTA X —T7 T 562 R LET,

Switch (config) # interface gigabitethernet0/2
Switch(config-if)# authentication event no-response action authorize vlan 2

WIT, AA v FOFERER L LT3 &2, BROFHEEH

\Z7 747 hirB O EAP-Request/Identify

T U MRE T 2R () & 1S IZREL, 802.1X A— r®D DHCP 7 7 A 7 MEERIRFIZ

VLAN 2 % 802.1X #"A » VLAN & L TA *—

TNCT D ERLET,

Switch (config-if)# authentication timer inactivity 3
Switch(config-if)# authentication timer reauthenticate 15
Switch (config-if)# authentication event no-response action authorize vlan 2
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IEEE 802.1X R—

FR—RBREDERE

HlBRfT & VLAN DERE

b & b
AFvS 2

AFvFT 3

AFvT 4
AFvS5

AFvS 6
AFvT 7

ATvS 8

ATy T A1
AFvF 2

ATv7 3

AA » F EITHIBRAT & VLAN 2% EL T D,
Ae 802 IX ITHEL L7245

TERVEA

802.1X BiEnme M

it uE‘}j"A/\Z))ﬁ%jjfi:l’“‘b‘-%if’ 1IN AT — R&%A{E
BT TAT v MIKIRMAE VLAN IZBEENET, A A v Tk

:‘/‘/%mkx b E— R CTETHIRM X VLAN 98 — b LET,

HIFRAT & VLAN Z i Ed 51213, %t EXEC £ — F TROFNAL 5

TLES. ZOFIHTEETT,

avy kR

=]:5)

configure terminal

Ju—n_) ar7 4 Fal—yary ®w— R LET,

interface interface-id

RETHR—FEEEL,. AV EZ—Tx2Af A a7 4 X2l —sg
VE—RERIBLET, YAR—FINER—FDZ A FIZONTIT,

[802.1X FBRER ERFOERE FH] (P.9-34) 2ZML TILEEW,
switchport mode access R—hrE27 278X E—RNZLET,
EJ B E A ES

switchport mode private-vlan host

LAY 2HR— a7 T4 ~_X—KVLANKA R R—FELTRELET,

authentication port-control auto

— ]‘J:T 8021X Bt HE%Y/I,;F 7/1/ L/i—aﬂ

authentication event fail action
authorize vian-id

727 477 VLAN %, 802.1X [+ VLAN (2@ LET, &
HCE DR 1 ~ 4094 T,

NE VLAN (JL—F v K &— ), RSPAN VLAN, 514 ~<VU 75
A ~— K VLAN., F£7/13%% VLAN 2%, 8077547
VLAN % 802.1X #IBRff& VLAN & L CRETE £,

end

4 EXEC £— NIZREY £4°,

show authentication interface
interface-id

(fERE) REZMRL £7,

copy running-config startup-config

UEM) 3> 7 (¥al—vay 77 A MCREERIELES,

HIBRAF & VLAN &5 4 ©—7 /U2 L CHIERT 5 1Z1Z. no authentication event fail action authorize vian-id
A E—TxAf A aArT7 4 FXalb—vary avwy FelLES, A— MIEFTRAT— MIRED £7°,

WIZ, VLAN 2 % 802.1X filfRf} & VLAN & LTA R—7 VT D62 RLET,

Switch(config-if)# authentication event fail action authorize 2

o — IR & VLAN 2%10 4 THHIC
:1/7/1’“\'?-11/ /3/3‘7/}‘%1§ﬁ%b(\ R uit??@%(é’ﬁij( ;ﬁﬁfgij— ?

. authentlcatlon event retry retry count { % —7 :4 A
T % 5 Ric™ I?I

BATEFEL 1 ~3ETY, 74/ MI3EICRESNLTOET,

ATV A RORIZBUET 1T, R EXEC % — KOO FIRZ H47 L £ 5

ZOFIHIEETT,

avyk

E[:3)

configure terminal

Jua—)L ar7 4 F¥Fal—iary EB— RREeRBLET,

interface interface-id

RETHR—FZHEL, fVF—T A A AT 4 X2l —x
v E=RERBLET, PR FShBEH= FOIA TICONTHE,

r802.1X FERER ERFOIEEFE (P.9-34) 2#ZML TIIZEUy,
switchport mode access R—r 2772 E—FIZLET,
EJt s EJ s

switchport mode private-vlan host

VAY2R—+27 T4 _—F VLANEZX b R— L LTRELET,
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ATvT 4
ATFvT 5

ATv7 6

& A
ATv7 8

ATv7S 9

avy kR

B

authentication port-control auto

d_\?—]\i:f 8021X muuifi’/rz\ 7/1/ Liﬁ—

authentication event fail action
authorize vian-id

77T 477 VLAN %, 802.1X IRy & VLAN IZfEEL T,

ETEDHEPIT 1 ~ 4094 T,

WES VLAN (b—7 » F R— ). RSPAN VLAN, 7J7 A4~V 7'J
A ~X—hk VLAN, F72/&% 75 VLAN Zfr&, LEDT 77 47
VLAN #% 802.1X filfRf} & VLAN & L CTRETE £,

authentication event retry retry count

N— F SRS & VLAN IZBATT 2 72D ORBRERIT I Bz i 7E L %
T, HETELFMIL1 ~3TT, 774V ME3 TT,

end ¥ ¥ EXEC £— FIZREY £7°,

show authentication interface (EE) Xzl LET,

interface-id

copy running-config startup-config fEE) av 74 Xal—yay 774 VICEREXRTELET,

7 L MEl
a<wr REHEHLET,

wIZ,

“— M EHIRATE VLAN (295729

ZER9IZiX. no authentication eventretry f % —7 = A X a7 4 Fal—Ta v

. WRERATEE R 2 (ICRET D HikE R LET,

Switch (config-if)# authentication event retry 2

7V RARRERERE/ N N A EBEDERTE

ATy T A1
& A

ATFvT 3

T U ARREFREE A A MR
TEET,

\— b E T VT 4NV R—FE LTHREL, 77 ARERIE A N AEREE A 1 —
%ﬁ% EXEC £— KTk DO FIEZ EITLE7,

(7)T/fﬁfl/muuﬁjzﬁ_\iAAA%E&j_) /‘—k%)ug:iﬂij—) X Hﬂ

T T BITIE
ZOFEIFEETT,

avyk

E[:3)

configure terminal

sa— ) ar74X¥alb—yary E— NeBBLET,

radius-server dead-criteria time time
tries tries

(fE#&) RADIUS $—"BEHTE 220, £7oid dead & Ricsh 5
LRI oD bN D R ERE L £,

FBETED time D#EPHIL 1 ~ 1200 TY, AL v FiF, T 744 b
D seconds fE% 10 ~ 60 OB TEVIIZHRE L £ 7

FBETESD tries DHFPFIZ 1~ 100 T, AL v FII. T 74/ D
tries /N7 A —% % 10 ~ 100 OE THIZHRE L £9,

radius-server deadtime minutes

(fEE) RADIUS $— NZELRPFE SheWinBestE LEd, e
T HHHIL 0~ 1440 53 TT 24 B5fil), 77 4/ MEIZ 053 TT,
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avy kR

B

ATvT 4

radius-server host ip-address
[acct-port udp-port] [auth-port
udp-port] [test username name
[idle-time time] [ignore-acct-port]
[ignore-auth-port]] [key string]

fEE) ROF—TU— R&EH L TRADIUS $h— T X —2 &%
ELET,

e acct-port udp-port : RADIUS 7 h 7 7 ¢ > 7 % —,30 UDP
A—rEHEELET, UDP A— +EEOHMIL 0 ~ 65536 T
o T 740 MEE 1646 T,

e auth-port udp-port : RADIUS FBFEH — 3D UDP K — F & 457E
L¥9, UDP A— hEZOHPAIX 0 ~ 65536 T4, 7 74 /L
fili% 1645 T3,

(G¥) RADIUST H U >T 427 % —_D UDP R— b & RADIUS
FRREY— 30 UDP A — b &2 IET 7 4L MEIZERE L E T,

e test username name : RADIUS — /R 25 —X 2O HEHT A b
EAFZ—=TNMILTC, BTV HERELET,

e idle-time time : A1 v FNT A L X7y M — IZEEFLE
#BORRE D THRELET, FHETEDHEPAIL 1 ~ 35791 43
T3, T 74/ M 60y (1K) T,

e ignore-acct-port : RADIUS +— T H 7T 4 7 R— D
FRANETF 4 =T NI LET,

* ignore-auth-port : RADIUS — SGEiER— b DT A M &7 4
=TT LET,

* keystring : AA v F & RADIUS 7—F 2 L DM DOFT~TD
RADIUS #{5 THM T 238RER L UM 5 ¥ — 2R E L £ 7,

GE)  F—OHTAN—RFHEINETH, BTFBIUERED R
NR—=Z2 XA RO T, F—(347 radius-server host =~
WXORBOHEE E LTHRELTLEIN, F—ICAR—R%
BT 28E81%. 3SR X—DO o THABEEERE, 3
AH TR —Z2HERNTLEEY, ¥ —Z RADIUS 5 —F
THATHIHEEF—IC B L TWHILERDH D £7,

radius-server key {0 string | 7 string | string} 72— 3L 2

T4Xal—rvaryavry FEHEHLTCHLRIEB LUK ¥ —
ERETEET,

ATwF 5 dotlx critical {eapol | recovery delay

milliseconds}

(FER) 77 B ARRERIENA NRADNTG A =2 B ELET,

eapol : AA v F N7 VT 4 )V R— e EFICHIETH L, AL v
T BEAPOL i) A v — V2% ETH L IR ELET,

recovery delay milliseconds : i T & 72\ RADIUS ¥ — 373 H
TEDLLOERoTZLEIT, AA YT NI VT 4 AN R— N EHY)
BT 272D IR 2 MR EEIM 2 E L £, FHETE 51
FHIZ 1 ~ 10000 T URTT, & 74/L ME 1000 2 VRTT (F— b
R EITEET),

ATYvS 6

interface interface-id

RETHR—FEBEL, AV F—T A A a7 4 X2l —g
v E—RERBLET, Y R—FENDIHR— DX A FIZONTIE,
[802.1X FBFERERFOEF FIH] (P.9-34) 2L T E &,
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ATFYT 7

&

&
2Fv7 10

ATFv7 1

avwy kR

B

authentication event server dead
action [authorize | reinitialize] vlan
vian-id

RADIUS H— PR EREOHHICKR— F EOKRRA FE2BEIT 51

X, WOF—U— K& LET,

e authorize : FFFEL LHE L TWEIHLWKAR FE2FT_T, 22—
PIED 7 VT 4 7 VLAN IZBE) L £7,

e reinitialize : N— F LT XRTOFRFEFE AT A bE 2 —VIEE
D7 VT 4 J3v VLAN IZB# L £,

authentication event server dead
action {authorize | reinitialize} vlan
vian-id]

T U ARRERRIE A S AMEE R A F— T A LT, KDF— 17—
N2 L CHRE 2 B E LT,

e authorize : R— FZ L £,
o reinitialize : T X TCOFRFEHFAZ 747 b EFALLET,

end

¥t EXEC £— FIZRED £,

show authentication interface
interface-id

(EF) REEMERLET,

copy running-config startup-config

(EE) a7 4FXal—Yay 77 A NVICHREZHRELET,

RADIUS ¥ —/3DF 7 # /L hREIZ R I2IE. no radius-server dead-criteria. no radius-server
deadtime. 3 X U no radius-server host 7 o — 3L 27 4 Falb—v gy a<xy REFEHLET,
T U ARGERBIENA NAET 7 4V FEREIZKETIZIL, no authentication event server dead action
{authorize | reinitialize} 7 v — X)L a7 4 Fal—va v avr REHEALET, 77 8 ARER
FAEANA RAET 4 B—TVIZT A I21E. no authentication event server dead action > % —7 =1 A
a7 4 Fal—vgy avwy REfERLET,

WIS, T 7 ARGERIEANA N AERE 2R ET D202~ LET,

Switch(config)# radius-server dead-criteria time 30 tries 20
Switch (config)# radius-server deadtime 60

Switch (config)# radius-server host 1.1.1.2 acct-port 1550 auth-port 1560 test username
userl idle-time 30 key abcl234

Switch (config)# dotlx critical eapol

Switch (config)# dotlx critical recovery delay 2000

Switch (config) # interface gigabitethernet0/2

Switch (config)# radius-server deadtime 60

Switch (config-if)# dotlx critical

Switch (config-if)# dotlx critical recovery action reinitialize?
Switch (config-if)# dotlx critical vlan 20

Switch (config-if)# end

[l Catalyst3560 R4 v F Y7 b7 A4 F¥al—av A4 F
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Wake-on-LAN Z{#F L 1= 802.1X R DERTE

WoL %M L7z 802.1X FBFEZ A X — 7 /W 2ITi%, 55 EXEC E— R TROFIEZFIT L E T,

ZOFNEIEETT,

avyk

E[:3)

ATy T A1

configure terminal

sa— )L ar74X¥alb—yary E— NeBBLET,

ATFvT 2

interface interface-id

RETOR—PZREL, /¥ —T =X A7 4 Falb—sg
YE-FERBLES, PR—FSNDR—FDZ A FITHONTIL,
[802.1X WIFREMOESTIE ]| (P9-34) 2BBL T EW,

ATvF 3

authentication control-direction
{both | in}

A— T WoL Al LT 802.1X #iEA A X —7 /T L, RDOF—
U—FREEHLTAR= M2 RGRETRTMICRELET,

o both: R—FEBFMICHRELET, R—MI, mAMLOH
TRy FEEZETEETA, 7740 FTE A— MIN
FaTTY,

o in: A—FEHITMICRELET, R—MINT Yy FERZX MZ
EETEETN, KRR T Yy FEZETEEEA,

AFv7 4 end it EXEC £— RIZRE D £,
ATw 7 5 show authentication interface REEFHERLUET,

interface-id

AFvT 6

copy running-config startup-config

ER) ar74F¥ab—vay 77 A NMIEREEZRELET,

WoL % L7 802.1X #B3E%& T 4« £ —7 /L1279 5121, no authentication control-direction -
H—T oA R AT 4 X2l —Vagy avy REFEHLET,

Wiz, WoL ZffH L7= 802.1X

BELE A X —T NI LT, A= b ERFICHRET 20 &2~ LET,

Switch (config-if)# authentication control-direction both

= = > (] -
MAC F2EE/ N1 /SR DERTE
MAC RBRENA NAZ A F—=T M T 5ITIE, FiHE EXEC £— N TRO FIRZ EITL £ T, ZOFIHIT
EE T,
=1 N BE
ATv7 1 configure terminal yua—r g ar7 4 ¥al—ary B— RERBLET,
ATw 7 2 interface interface-id BETAER—FEFEFEL. V¥ —T oA A AT X2l —g

v E—FRERBLET, VPAR—bFEINEHR—bDH A FITONTIEL,
1802.1X FRFERX ERFOIERE FIH ] (P.9-34) BB L T E W,

ATFvT 3

authentication port-control auto

/‘—]\J:"C“ 802. IXmqué”/fZ\ 7/1/:L/iﬁ—o

ATvT 4

authentication order [mab]
{webauth}

PRES RDNEF 2R E L ET,

e mab : FFEHXDNEFIZ MAC Authentication Bypass (MAB;
MAC ZEEAA ) ZBMLET,

e webauth : HAL uJ‘.Ejit@]”Er_‘ Web Aicy uﬂi%kj}ﬂ L/ i 7;—

ATFvT 5

end

¥4 EXEC — RIZ&EY £9°,
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avwy R BiY

RX7 97 6 show authentication interface interface-id |3 % WezB L £,

AFw7F 7 copy running-config startup-config EE) =274 Falb—vay 77 A VIIREEREFELET,

MAC FBIENA RN R%ET 4 —T7 I F 521, no authentication order > X —7 = A A 27 ¢
Fal—igryavwry REERLET,

VKGZ\ MAC qu/W’/\XH% ’5:4’ ;?‘_7/Vﬁ:é_é{§lj;gfi< L/ij‘o

Switch (config-if)# authentication order

802.1x 1 —YHHDEHTE

VLAN 7/ V—7%REL, DI NV—TIZVLAN 2~ v B 7 F5120%, Za—)L a7 X
L—>ay = RKNTROFIEEFEITLES,

avvFk B
A7v7 1 |vlan group vian-group-name vlan-list |[VLAN 7' L —7%#E L. 1 5® VLAN ¥7-(Z—# D VLAN % %
vian-list DITN—TZw T Li?"

RTw 7 2 |show vlan group all vian-group-name |37 E % ezl L £,

25w 7 3 |no vlan group vian-group-name VLAN ' NV—7REET21L VLAN SNV —TREDEHFE 7 U T LET,

vlan-list vian-list

wIZ, VLAN /v —7%2FHE L, VLAN 2Z D7 V—F 2=y 27 L, VLAN Z L —70OREL X
VMR ED VLAN ~D~ v Vo 2R+ 502 R~ LET,

Switch (config)# vlan group eng-dept vlan-list 10

switch (config)# show vlan group group-name eng-dept

Group Name Vlans Mapped

eng-dept 10

switch# show dotlx vlan-group all

Group Name Vlans Mapped

eng-dept 10

hr-dept 20

Wiz, BEfFD VLAN 7L —71Z VLAN %/ L, VLAN BB 2 & 2R T 20 &R~ LET,

switch (config)# vlan group eng-dept vlan-list 30
switch (config)# show vlan group eng-dept
Group Name Vlans Mapped

WIZ. VLAN Z v —7 75 VLAN Z #5625~ LE9,

switch# no vlan group eng-dept vlan-list 10

&IZ, VLAN 7L —7 )53 _ToD VLAN DHIERE 4. VLAN Zv—7PRHIRESN 56 %2 R~ LET,

switch(config)# no vlan group eng-dept vlan-list 30
Vlan 30 is successfully cleared from vlan group eng-dept.

switch(config) # show vlan group group-name eng-dept

Catalyst 3560 R4/ v F YI b7 av74Fal—Sav HA K
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WIZ, T_CTHOVLAN NV —7% 27 V7T 50 % 7 LET,

switch(config) # no vlan group end-dept vlan-list all
switch (config) # show vlan-group all

b0 a~wy ROFEMIZOWTIE, [Cisco I0S Security Command Referencell %2 1L T 72 & 0,

NAC L 1 2 802.1X REEDEHTE

NAC L1 ¥ 2 802.1X ¥iF%

RETEET, Thix, RADIUS ¥— %[ L7z 802.1X FBFE & & /T

NET,
NAC L1 ¥ 2 802.1X M2 #% &4 5 121%, ¥ EXEC T— FTROFIAZ LT LT, ZOFIEIT
EETT,
avw vk BiY
X797 1 configure terminal Jua—\) ar7 4 X¥al—vary T— RFERBLET,
RATwvF 2 interface interface-id BETAR— P NEETEL, AV X —TxAf A AT 4 X2l —3
v E—RNERBLET,
A7y 7 3 authentication event no-response 7275 47 VLAN % 802.1X # A k VLAN & L THELET, BE
action authorize vlan vian-id T AHMHIZ 1 ~ 4094 T,
W VLAN (b—7 v K AR— ), RSPAN VLAN, &7 VLAN %
< HHWDHT 7T 47 VLAN % 802.1X 7 A b VLAN & LT#HE
T&EET,
ATw7F 4 authentication periodic IS5 AT v NOEMPLERGE (F 740 N TCIETF =T L) &
A X —T NI LET,
RXT w7 5 authentication timer reauthenticate |7 5 ¢ 7> NOFRERITARELET (1 BRICRELET),
Zoavy RRAA vy FOBEICEET 2013, EMN 2B %
A F—TNWVICHEE LTIG AT T,
AT7v7F 6 end ¥ EXEC E— NITRED £9,
ARTvF 7 show authentication interface Q02 IX AFDBRTEEMER L E T,
interface-id
ATw7 8 copy running-config startup-config (EE) av 74 X2l —ray 77 A MIBRTEEERTFLET,
WIZ, NAC LA ¥ 2802.1X MFEz & ET 62~ LET,
Switch# configure terminal
Switch (config) # interface gigabitethernet0/2
Switch (config-if)# authentication periodic
Switch (config-if)# authentication timer reauthenticate
Catalyst 3560 R v F YI r 97 av74Fal—>ay HAF
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NEAT R LRBEERAM v FEIUVY TV AV F R4y FDOEE

b &2 A
ATFvT 2
AFvS 3

AFvT 4
AFvS5
2Tv7 6

ATFYF 7T

AFvS 8
& A

ATy 7 10

AFvT A1
ATFvT 2
2Tv7 3

A7v7 4

RETDITE, V94XV T 7u—Ey MDD 1 O2DRL v FaHh 7o e LTHRE

\ wuuﬂi%x/]} /?; &‘ﬁ@"éﬁ%fﬁ&)@i?‘o

BEEIZ DTk, [Network Edge Access Topology (NEAT) ZfEM L7 802.1x U vk AA v
FEFRFEAA v F | (P9-30) ZZH L T EIN,

(i)  ACS T cisco-av-pairs % device-traffic-class=switch L X ET HMLENHV E£3, ZEFH SV L b

Z))IEI% Zath 1::J‘.|.:.éj/lz7l9 ?&

AVHE—T A RAE N T ELTHRELET,

A A /?igumu % gﬁ

T LIV, ¥k EXEC E— R CROFIEEZ FAT L E 7,

avwy R BiY
configure terminal Fa—r\) ar7 4 X¥alb—vay T— REEEBLET,
cisp enable CISP %A 3 —7NVIZLET,

interface interface-id

RETHR—FEBEL, /VFZ—T A A a7 4 X2l — g
v E—RERBLET,

switchport mode access

A— bk F— K% access IR ELET,

authentication port-control auto

R— FRFEE— F% auto ICREL F7,

dotlx pae authenticator

A v H—7 A A% Port Access Entity (PAE; "— bk 727 &R =

TA4T4) LLTRELET,

spanning-tree portfast

HM—U— 27—y a rEREF—CERINET 7R R—F

| PortFast 4 X —7 NMIZ LET,

end

4 EXEC £— NIZREY £4°,

show running-config interface
interface-id

BREEMER LET,

copy running-config startup-config

(EE) 274 Fal—vary 77 A VICREXRTFLET,

WIZ, AA v F % 802.1X

FOREE IR AE

Switch# configure terminal
Switch (config)# cisp enable

T 56l RLET,

Switch (config)# interface gigabitethernet2/0/1
Switch (config-if)# switchport mode access

Switch (config-if)# authentication port-control auto
Switch (config-if)# dotlx pae authenticator

Switch (config-if)# spanning-tree portfast trunk

AL v FEF TV I MCRET HIC1E, #HE EXEC £— FTRO FIRZFITLE T,

avwv kR B
configure terminal Ja—r\) ar7 4 X¥2lb—vay T— REBEBLET,
cisp enable CISP A 3x—7WIZLET,

dotlx credentials profile

B02.1X EHsEM T o 7 7 A VEAER LET, ZhEt T U MZ
WETDHR— MM TILENHD 7,

username suppswitch

=L EER L ET,
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av vk B

RTv 7 5 password password FLVZ—PLONRAT— REERLET,

AT797 6 dotlx supplicant force-multicast AL v FNL=F Yy A NELFYATFIY AN Ny FEZELE
L EIZ, AL v FPRRFINIZ AT F ¥ 2~ EAPOL /X7 v b 277
EEGRTHLOICHELET,
INZED ., TRTCOFARN E=ROHBTY B b AL v FT
NEAT #8252 & b AlReIZ R Y £7°,

ATwF 7 interface interface-id BETAR—FEEEL. A X —T 2 AX a7 (X2l —ig
vE—RERBLET,

ATwF 8 switchport trunk encapsulation dotlq AR—hrE2FrF707 E—RIZLET,

RATvF 9 switchport mode trunk A H—T7xA A% VLAN h5 27 R—FrE LTHRELET,

ATv 7 10 dotlx pae supplicant AH—=T A A% PAEV TV B MIEELET,

2797 11 dotlx credentials profile-name B2 IX BIIER T a 77 AN EA B —T A AT MLUET,

ATvF 12 end ¥t EXEC ©— RICRE D £,

AT w7 13 show running-config interface interface-id | 3% & % R L £,

ATv7 14

copy running-config startup-config (EE) arv74Fal—Yay 774 NVICETEXREFELET,

WIZ, BTV P ELTAA v TFERET DB 2R LET,

Switch# configure terminal

Switch (config)# cisp enable

Switch(config)# dotlx credentials test

Switch (config)# username suppswitch

Switch (config)# password myswitch

Switch (config)# dotlx supplicant force-multicast
Switch (config) # interface gigabitethernetl/0/1
Switch (config-if)# switchport trunk encapsulation dotlqg
Switch (config-if)# switchport mode trunk
Switch(config-if)# dotlx pae supplicant
Switch(config-if)# dotlx credentials test
Switch (config-if)# end

Auto SmartPort ¥4~ 0% L1- NEAT D&5E

S92 0—

AZA »F VSA TIiE72< Auto SmartPort = —HEHK~ 7 v 2 M L T, fBiEE AL v FE2RETH &
BT ET, FEMICOWTIE, TAuto Smartports Configuration Guidel %2 L T 72 &\,

FACL &JAA4 LYk URL 2R L 1= 802.1X BEEDEHRE

AA w FIZ 802AX FBIEHRTET AT TR, ACS ZRETAHLERH Y £9, FMICOWTIL,
Cisco Secure ACS 2> 7 4 X2l —ay A REZBRLTLLEI N,

() FUrm—FRACLZAA v FIZH T rm—RT5HIZ, ACS TH¥ U m— R ACL ZRET 2 LEN
HYEF,

A— b TOFRFEEIC, show ip access-list £ EXEC =2~ > F&HHLC, R—hDF v rua—F&h
7o ACL #RRTEET,

| OL-8553-09-J
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Ao 0— K ACL OFE

NIV —X, VATV IRRBIESN, PT AR TR 7 T—=TNZI7 T4 T MIPT R
APBMSNTRIZHMNZRD £, TDOHR, A v FIFF U n—FACL 28— MIEMA L £,

¥ EXEC £— FTROFIEE EITLET,

avwyk By
ATv7F 1 configure terminal Ja—nN) ar7 4 Xal—ay T— NEBEBLET,
RAT7v7 2 ip device tracking IPFRA A NT X T—TNERELET,
ATw 7 3 aaanew-model AAA B A F—T M LET,
ZXTv 7 4 aaaauthorization network default FEE R Ao — I ICRELET, SN2 EIRT HI21E, no
group radius aaa authorization network default group radius =~ > F&Z{HH L
£7
AFwF 5 radius-server vsa send authentication |radius vsa send FRIEA R E L £,
ATwvF 6 interface interface-id BEFTAER— N EEEL, AV F—T 2 A AT (X2l —g
y%~F%%%Li¢
RATwF 7 ip access-group acl-id in — DT 7V FDO ACL Z AT FMIZEELET,
GE) acl-id 37 7%A VAR NAELITESTT,
A7 97 8 show running-config interface BRTEXMRLET,
interface-id
ATv 7 9 copy running-config startup-config |((£Z) 2L 7 4 Xal— a3y T A NCERERETFELET,

Aoro—FRY O—DEE

¥t EXEC £— FTROFIEEZFITLET,

avw vk B

ATvZ 1 configure terminal ra—sNL arZ 4 Xal—vary T—RNelBELET,

RATwF 2 access-list access-list-number deny EETT FLABLIORIA NV RIRI—FREHEH LT, 774/ 8 R—
source source-wildcard log M ACL ZEFK L E7,

access-list-number I, 1 ~ 99 F£721% 1300 ~ 1999 ® 10 #% TT,

deny £721% permit Z ASJ L, Fih& —HLHEITT 7 ERA %
BT D0 AT O2NERELET,

source lIRD XL D977 v FekfEd o3y NU—Z F-I13EH A b

DEFETT KL AT,
e RNy MMIE 10#EFEFTL T332 By hDOFH,

e 0.0.0.0255.255.255.255 £\ 9 source B L O source-wildcard g D44 1%
JEa#£T¥—"T7— Rany, source-wildcard D AJNIIRE T,

e source 0.0.0.0 &9 source ¥ L O source-wildcard DEWMETE %
#9%—U — F host,

(&) source-wildcard VA /L KZ— K €' k% source [Zi#H L F 7,

(Ei‘) log 28 €T 5&, = b L—HT 28y MZBT 5
BHA Y E—UNar Yy — LR EESNET,
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avw >k B#
RTwv7 3 interface interface-id Ao A =T oA A AT ( Xal—gy T FEBEBLELT,
ATwF 4 ipaccess-group acl-id in R—=bDF 75/ D ACL Z AN HFANCERE LE T,
GE)  acl-id 3772 VA MELIFEZTT,
2FwvF 5 exit Ja—) ar7 4 Xal— a3y ET— RNIEY F7,
ATv7 6 aaanew-model AAA A X —T7WIZLET,
AFw 7 7 aaa authorization network default FEE RN — SR E LET, RIS XKEHIERT 5121%. no
group radius aaa authorization network default group radius =~ > RZ{HEH L
ES AN
ATvF 8 ip device tracking IPTNAANT XL T T—TNEAF—T M LET,
IPTNRARNT xR T T—=TNET =TT T 5HITIE, no
ip device tracking 7 m— 3L a7 4 Fal—r gy avy K%
HHLET,
27w 7 9 ip device tracking probe [count | (EE) IPTFAA A NTF X T—TNAERELET,
interval | use-svi] e count count : A vF N ARP 70 —7 X ET DM EHRE L
¥4, HETEAHMAIX1 ~5TY, T 74/ MEIX3 TY,
o interval interval : A A v F 73 ARP 7 u—7 %2 HF%ET D E TIC
ISEE ST DR (BEALD) #RELET, HHETE 2%
£ 30~ 300 T9, 774/ MHEIX 30 HTY,
o use-svi : Switch Virtual Interface (SVI; A1 v FAHEA X —T = A
Z) DIPT RLA% ARP 7r—7 DiEE0s LTHEALET,
ATv 7 10 radius-server vsa send authentication |~ ¥ —EABIELZ B LEATEEZDIC. Xy NT—27 T ER
P—NERELET,
GE) #uorm—RACLBSELTWOILERHY £,
A27v7 11 end 5 EXEC E— RIZRE D £,
ATw 7 12 show ip device tracking all IPFNRA A NTuF T TF—TNDxr FICETAEREF R LET,
ATw 7 13 copy running-config startup-config | ({£3%) 2> 7 4 Fal—Tar 77 A VICRELRGELET,
ROFIT, ¥vorm— KRR V—HICAA v TFE2RET L HEETRLET,
Switch# config terminal
Enter configuration commands, one per line. End with CNTL/Z.
Switch (config) # aaa new-model
Switch(config)# aaa authorization network default group radius
Switch(config)# ip device tracking
Switch (config)# ip access-list extended default_acl
Switch (config-ext-nacl)# permit ip any any
Switch (config-ext-nacl) # exit
Switch (config)# radius-server vsa send authentication
Switch (config) # interface gigabitethernet0/2
Switch (config-if)# ip access-group default_acl in
Switch (config-if) # exit
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VLAN ID [ZE3< MAC ZREDERTE

¥ EXEC £— FTROFIEEZ EITLET,

avvFk E[:3)
A797 1 configure terminal Fa—L Ay 7 4 X2l —ay B REREBLET,
ZAFv 7 2 |mab request format attribute 32 vlan |[VLAN ID 125:5< MAC 2B3E4 A 2 — 7 LI L £,
access-vlan
AT w7 3 |copy running-config startup-config EE) av74Xalb—ay 77 A NMIRESRELET,

VLAN ID {235 < MAC RBFED AT —Z Z &R TE D show 2~ NiddH  £¥ A, RADIUS B

32 #HER 7T 512X, debug radius accounting #7# EXEC =~ K& EIT L £ T,

Zpha<wy RO

I DOWTIX, [Cisco 10S Debug Command Referencell %2 L TL 7280,
http://www.cisco.com/en/US/docs/ios/debug/command/reference/db_ql.html#wp1123741

Wiz, AA »FTVLANID I2-3< MAC #R3E%& 7/ 10—\ uis A 1 —

Switch# configure terminal

Enter configuration commands, one per line.

TV T BHE R LET,

End with CNTL/Z.

Switch (config)# mab request format attribute 32 vlan access-vlan

Switch (config-if) # exit

R BB D E

¥t EXEC €— FCTROFIEEZFITLET,

b & b
& )

AFvFT 3

A7v7 4

AFwFT 5
ATv7 6

avy R

=]:5]

configure terminal

sa— )L ar74X¥alb—yay E— NeBBLET,

interface interface-id

RETHR—bZHBEL, /VF—T A A AT 4 X2l —Tx
v E—RERBLET,

authentication order [dotlx | mab] |
{webauth}

(EE) A— P THERT 2RSS ADIEFEZHE L £7,

authentication priority [dotlx [mab] |({£&) A—F 7744V 71 U X MRS EZBIMLET,
| {webauth}
show authentication (EE) REZMRLET,

copy running-config startup-config

(EB) 227 (Fab—vay 7o A VEREERIELET,

Yk@'fﬁjf _J—O‘_‘ kﬁ‘ij— 802 1X At uJ‘.Effuih%L
RETDHHEEZRLET,

HE9IC

Switch# configure terminal

/j{a:7ﬁ“—‘/1//{‘)7 A F(E LT\ Web HALHJ‘.E%DT'&%\

Switch (config)# interface gigabitethernet0/2
Switch (config)# authentication order dotlx webauth

[l Catalyst3560 R4 v F Y7 b7 A4 F¥al—av A4 F
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Open1x DEXE

¥ EXEC £— FTROFIEEZ EITLET,

802.1X BiEnme M

avw vk By
A7v7F 1 configure terminal Ja—\) ar7 4 X¥al—vary T— RFERBLET,
RATwvF 2 interface interface-id RETAR—FEEBEL, V¥ —Tx2Af A AL T 4 X2l — 3
v E—RNERBLET,
AT w7 3 authentication control-direction (A7 > ay) R—rE2HEF@EE IR MEIZ LET,
{both | in}
XFv 7 4 authentication fallback name UEE) S IXFrEYR— LW IS4 T NHIZ, 74—y
T Ay F‘& LTWebHALEIE%{iJEH‘a—éJ:O ZAR— ]\;’d? Ebi‘d—o
A7 v 7 5 authentication host-mode () B— NOFREF~ R — — FN&EZELET,
[multi-auth | multi-domain |
multi-host | single-host]
ATwv7 6 authentication open UEE) R— b DOF—TF 2 TV RAREBAF—TNAETIZT 4 E—T
iZLET,
AT w7 7 authentication order [dotlx | mab]| |(f&) K— b HEMATIRAESFXDOIEZZZEL £,
{webauth}
ATw7F 8 authentication periodic UEE) A— FOHRIAEZA F—TNELITT 4 E—TNMITLET,
ATv7 9 authentication port-control {auto | UEE) A— FRHERAT— FOFEIHIEEZ A R —7 MIZLET,
force-authorized | force-un
authorized}
2797 10 show authentication EE) RELMHRBLET,
ATvZ 11 copy running-config startup-config | ({£3&%) 2> 7 4 Fal—T a3 77 AT PR L £,
WKOFT, A— M2 Openlx ZRET HHEERLET,
Switch# configure terminal
Switch (config)# interface gigabitethernet0/2
Switch (config)# authentication control-direction both
Switch(config)# au ten tic at ion fallback profilel
Switch (config)# authentication host-mode multi-auth
Switch (config)# authentication open
Switch(config)# authentication order dotlx webauth
Switch (config)# authentication periodic
Switch (config)# authentication port-control auto
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R— b LET®H 802AX BN T« —TIL{E
802.1X FBiEE R —FTT 4 B—TNIZT 5T, nodotlxpae f V' F—T A A AT fFal—
varvavwry REHERALET,

AR— T 802.IXFBFEZET 4 B —T7 MIZT D1Ti1L, ¥4 EXEC E— RCTKROFIEEZEITLEST, ZOF
JEFAEE T,

avwvk By
X797 1 configure terminal Jua—s)L ary 7 4 Xal—ary T— REEBLET,
ATwvF 2 interface interface-id BEFTAER—FEEBEL, AV F—T 2 A AT (X2l — g
v E— RERIBLET,
AT7v7 3 nodotlx pae R— b LT 802X BiAAET 4 E—7 M LET,
AT797 4 end ¥t EXEC ©— RIZE D £,
RXT7v 7 5 show authentication interface MEAMRLET,
interface-id
ATvF 6 copy running-config startup-config EE) av74Xalb—Tay 77 A NMIRESREFELET,

802.1X Port Access Entity (PAE; R— bk 772 =T 4T ¢) BiEE E LCHR— M &3 ”E@“é
dotlx pae authenticator 1 > % —7 A A a7 4 Fal—Iaravr FefHLES, 2 /”'ffli\
A= R TRO2IX NA R —T /M7 0 ETH, A— MBIz FA4 T~ Miﬁﬁféﬂiﬂ‘ho

Wiz, 802X FBFEE AR — M CT 4 B—T N T DB 2R LET,

Switch (config)# interface gigabitethernet0/2
Switch (config-if)# no dotlx pae authenticator

802.1X BBIEREDN T 7+ )L ME~AD) £ k

802.1X AR EZ T 7 4 /v MEIZRETIZIX, %7 EXEC E— FTROFIEZEITLET, ZOFIHIE

EETT,

avwvr B
2797 1 configure terminal Jua—nN) ar7Z4Xal—vary ET— RFEREBELET,
ATwF 2 interface interface-id AV HF =Tz A a7 4 Falb—rary T—FEKBL, RET

HR—FERELET,

ATv7 3 dotlx default 802IX NTA—=F&T 74V MEICRELET,
A797 4 end Rt EXEC £— RIZRE D £,
ATw 7 5 show authentication interface REEFHERLET,

interface-id
AT7v 7 6 copy running-config startup-config |({LZ) =L T 4 Xal— gy T A MCEREREELET,
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802.1X DI ERS L URF—2 2DET M

802.1X DIfEHFME L URT—2 ADRTR

T RTCOFR— MZBET D 802.1X #EHEH & F£/~7T 5 IZ1L. show dotlx all statistics EXEC =~ F%
FEALET, FEOR— MIBET 2 802.1X #iHE#H A £/RT 5 IZ1%. show dotlx statistics interface
interface-id Fi#e EXEC 2~ > R&fEHA L,

AL v FICET 5 802 1X BHB LOHEHERT — % X2 KRR T 5H1T1E. show dotlx all [details |
statistics | summary] Fi# EXEC 2~ > FZEMA L E T, HEOKR— MIET 5 802.1X FHis L U'#E)
fEAT —H A% Fxt 5I21%, show dotlx interface interface-id ###% EXEC =2~ > F&MHA L £,

Cisco IOS Release 12.2(55)SE LAKE TiL, no dotlx logging verbose 7 27— 3L 27 4 Fa b —/ 3
vavwy REHERALT, TLEAR 802X FEIEA v E—VE 7V F V& Ed, HEv 3 —V v
CLI =~ F] (P9-9) 2zZML TSV,

A7 4=/ ROFECOWTIE, 20V V—RTHIET5a~vr R U 77 L ZE2BRLTES0,
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