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CHAPTER 2

KSA 2 A3 —J x4 ADERAE

a3 Y

Z O TIL, Catalyst 3560 A1 » FEFET 5729 D Cisco I0S Command-Line Interface (CLI; =+
YREIA A E =T 2 A R) EXOEMFTIECOWTHALET, FHHRPRVIRYD . XA v F
EWVWHHEEIL, AZ U RT Ry AL v FBIOAL v TF ZF v 7 2 LET,

o o~y R E—TFoOWME] (P2-1)

o [~V T VAT LAOME (P2-3)

o Ta~wy ROEMKE (P.2-3)

e 2= FD no FERE L default WX OE | (P.2-4)

e ICLIO=TF— Xvyt—) (P.2-4)

o [V 7 4FXal—varyaXr7ofMGE (P2-5)

o o~y NEEOMHERFIE (P.2-5)

o IimEMREDERSFIE (P.2-6)

e Tshow BL W more =2~ FHHJOMBKRB L7 4152 7 (P.2-9)
e I[CLI®T 7 v2J{E] (P.2-9)

aAvY R E—RFOHME

CiscoIOS 2—H% A v H—T = A AZiE, W ONDE— KRBV F4, i TCEba~r NOMEHE
X, BIEDE—RICL->TERRVES, V2T A a7 MIEBE ) 2 ANT5E, Kavw R
E-RCHEATE A~y FO—BERERSNET,

A v F DYy a rERBTSEXIF, 22— T—F Bl&=2—3 EXEC £— F) BNHRTT,
2—H EXEC £— R Tid, Bonz—#oa~vr FRLMMEHTEERAL, 72& 21X —V EXEC =2+
¥ ROKEZIE, show a2~ R BEOary 74 Falb—rvary ATF—FRA%K KT 5), clear 2~
VR (WO CBEIFA =T A R VT T5) REOLOIZ, 1ERYOaw FTY, A
A v FOFEIFIZIT, 2—Y EXEC 2~v > FIRESNEE A,

TRTCOavwy RIZT 72T 5I101E, ¥ EXEC — REBBT 2 0ENH Y £9, K EXEC
£— RZBMAET AT, @F. SATV—=FRAMETY, Z0OF— RNTi, EEORME EXEC =< K
EANTE, FF. Fa—rL ar 74 X¥al—ary T— REEBETAZLELTXET,

a7 4F¥al—varE—F (Fo—NL, A E—Tx=Af A, BIOTA V) ZEHLT, F7
AT 4 X2l —varEEAETEET, a7 4 Fal—varEREFETLIEINLD Y NG
a3, A4 vy TOFEBKFICEASNET, MO 7 4 Fal—vary E—RIT7EATD
Wik, 7o — L a7 4 FXFalb—vary T—RERBLARTNIERY T A, ZJu—rL o
TAF2L—T gy B RS AV X —T 2 A AT 4 Fal—Tary E—RFRBIORIALL 2
T4 X2l —var B— RE2BTEET,
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#2-110, FERQRa<vr R E—F, £T—F~DT7 722Gk £T—RFTERENE T a7 b,
BIOE—ROKRTHIEEZRLET, ROFITIE, FA M E LTSwitch 2L TWET,

& 2-1 av YK E—FOBE
E—F TOERAEE JarJb TAHE E— FOA%E
= —# EXEC AA v FEDEy |Switch> logout ¥7ziXquit |ZDOEF— KEHH L TROMEE
varERIBLE AN LET, EITWVET,
K o WRORELH
o EART A NDFEIT
o VAT AfFHROFR
i EXEC 2 —4F EXEC & — |Switch# disable # A/JLC |ZOE—FREZHEHLT, AL
K. enable =~ MTLET, Jma~y REHERLET, /XA
Y ReANLET, J—REHFEHLT, ZOE—F
DT A RELET,
ra—)v a7 4 | EXEC E— K |Switch(config) # KTLUCHHEEXEC |[ZOE—FEEHLT, A1 v

Fal— g

T. configure =
~ REAILE
TO

E— FIZRDIZIE,
exit ¥7-iZend =~
v REATT D0,
Ctr+Z ## L £,

FEREICEA SN DT A=
ERELET,

VLAN 27 4 ¥ =
L=y

ra—n )L ay
T4 F¥al—3
v E— KT,

vlan vian-id =~

Y REANLET,

Switch (config-vlan) #

BTLTZa—r
a7 ¥ b—
vary E— RIIE
2I21%, exit =~

FEAALET,

e EXEC E— KN
R DI,

Ctri+Z % #9 h,
end * AJLET,

ZOEFE—REMHEH LT, VLAN
(AR LAN) /"7 A—Z ZFREL
%9, VLAN Trunking Protocol
(VIP;VLAN FZ > F > 7 7'nm
kan) £— RN KT AT
Ly b ChHDHEEIT, YRR
VLAN (VLANID 7% 1006 LA )
EERLTCAL v F DAL —
TyFarz4Xal—var
77 ANVIIREERFETEET,

AU HE—T A X
V74Xl — g
N

JTa—\)L ay
T4 Fal—T3
v E— RT,
interface =< >
AL, A
H—T A A%g
ELET,

Switch (config-if)#

BTLTZm—1
a7 4 Falb—

vary E—RIIRE

520, exit = A S
LET,

¥t EXEC £— 1
IR DI,

Ctrl+Z % 4,
end # AT LET,

ZOE—REHALT, A—Vxy
k R—=FONRT A= HRELET,
A VB =T 2 ADFEFITDOWNT
I v E =T A a7y
Xal—ayE— FOBEAHE
(P11-11) B LTI EEW,

[ U/XT A—2 2487E L CTHEEDOA
VH—T 2 AERETDHHAIL,
(B —T = A ZAFFHOKIE ]
(P11-12) #ZBWLTLZEWN,

FA L a7 4 X
L=z v

JTra— )L ay
T4 X2l —g
v E— RT,
linevty % 7-(3line
console =~ N%&
A L Cll# %
ELET,

Switch (config-line)#

HBrLTZ e—)L
a7 ¥ b—
vay B— RIIE
BHIZIE. exit & AT]
LET,

¥rie EXEC E— K
IR DI,

Ctrl+Z % H4,
end # AN LET,

ZOFE—REFEHLT, HWER
FRONRT A—HEBZELET,

av L R E— ROFEMICONWTIE, 20V ) —2 25Tt davr RV T77 LR HA RESRLT

<TEEW,
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A7 varsoms A

ANILVT DRTLOME

VAT A Tar T M () AT E, Fav s RE—RTCHEHATE a2 FO—EREK
RENET, T, EEOa<w Y RIZoWNWT, BETL2XF—U—FBLUBIH0—E2RR"THI LD
TEFET, £ 222 LTV,

& 2-2 ~NLTDOBRE

avwrk B i

help EEOa~v L RE—RT, ~"T VAT LOMBEERRILET,
T RO ? AN LISFFITIhED a~ >y RO—BEE2FRLET,

WIZHlZ R LET,

Switch# di?
dir disable disconnect

= PO 47 <Tab> BPECAN LEza~vry Raeweha~vry RicLET,
Wil &=~ L ET,

Switch# sh conf<tab>
Switch# show configuration

? FEDa~v FE—RFCHEATELZTRTOavy RO—EEFKRFLET,
WITH 2R LET,
Switch> ?

T N? avwY ROF—U—FO—-EE2FRLET,

wIhlz R LET,

Switch> show ?
I N F-T—= N7 F—U— T 28 Ho— B2 R R LET,
WITH 2R LET,

Switch (config)# cdp holdtime ?
<10-255> Length of time (in sec) that receiver must keep this packet

2N N 7zl
av Y FDEBEH
a<wy RORENL, A v FPBED I~ FELTRBTEHILTHIETEAN L, BRITHAKTE
ij‘o
&Iz, showconfiguration ###% EXEC =~ FEEME CAATIHERLET,

Switch# show conf
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W <> Fd no Bts & U default BXDEE

> F®D no BRXE LUV default Fe X DHE

Koo ar7 4 Xab—ray avwy R, no BXAZHY £9, no BTz, FEDOHREE -
EEVMEER T 4 =T VI T BEE, HEAWITa~r FOBMEZBRY IETHEAICER LES, =& 213,
no shutdown 1 > % —7 A A a7 4 Falb—ray av s KeFERHTHZIE A 02 —T A AD
Vv b UURRYVHENET, ¥—U—FnozEEETIcavr REFHATLE T =T
W LTERENEHOA 2= N2, £, T74VFTT 4 B—TNVICHEEIN TV LHEREN A X —
TN 9,

3/74’3’\"21/*“‘:/3/3’\7/}\ X, default EXHH 0 £4, =~ RO default %, =~ K
REMET 74V MIRLET, Km0 a~y KT 74V b TT 4 =7 VICHESINRTWDHO
T\Mmmﬁ%Whm%ﬁ&ﬂD W Ed, 72720, TNV R TA XTI MCERESIN TN, 12k
MOBHMNEEDT 74V MEICERESNTWAa<wy RV ET, b0 a<wy RIZoWTIE,
default =~ > F&fEHAT 2L L, a~ RBAX—T IR0, BENRT 7 4V MEICERESNET,

CLIOITS— Ayt—

# 2312, CLIZHEHLTAAL v FERET D EXIIRKRINDAREEOHLZT— A vE—TD—
HEHNTLET,

% 2-3 CLIDRBHAEIS— A y&—
IS— Ayte—o =17 AVTDORFER
$ Ambiguous command: AL v FRavy FELTRIBET :vy°%ﬁﬂﬁb %%’“W1~m ZADLE
"show con" BETOXTFEMAENTHEYE [T, a<vr REEMPFOBIZIZIAN—2% 1 DA E
Ao 7,
av U RELBIHEATE S F— U — FRFEFRENE
R
¢ Incomplete command. avy FEBHAOF—T—FEiE |a<y FEEAS L, REBICERIG () 2AHLE
ﬁ#\—%Aﬁénfwiﬁmo T, avr RERBGORIZIZAR—2% 1 DANLE
j‘o
av U RELHIHEATE R —U— RRFFREINTE
7,
% Invalid input detected |a=y ROAHIATY, MiE-T [BMH () 2ANTHE, ZOavy FE— FCH
at 7 marker. WHEFT AR Ly b (N BETR ATEETRTOavy RRERSAET,
LTRET, S L LI TR B F— T — FRERSNE
KR
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avI4EaL—Yav axvsoERsE B

AVI74FXalb—2ay AX 5 0FERAE

N
GB)

ALy FOFREELZFE L TERIEDZ LN TEET, Configuration Change Logging and
Notification #REZEHT 52 & T, By v a v EhiFa—F RXR—AZTLZEFNRE N T vF /T
TET, rZICRHEINDIOE, HHINE 2T 4 Fal—var avr R avr FEANL
fea—H, avr FOANREH, 2~ N3 23— »60 ) Z—r a— RT3, ZOHEERITIX,
BERLTNDT 7 rr— 2 v ORFERETE S5 BHCEA S 1B ERBERA TR b B Y £, Syslog
NI OWEMEFRETDHI L HBBIRTEET,

B DWW TIE, D URL 1T 7 A L, [Configuration Change Notification and Loggingl @
T4 —T v EVa—NESHRLTIEI N,
http://www.cisco.com/en/US/docs/ios/fundamentals/configuration/guide/cf config-logger ps6350 TS
D_Products_Configuration_Guide Chapter.html

CLI £72IX HTTP OEE T v 7L LTtk InET,

avy FEERODERAZE

AN LTFma<wrRNiE, Y7 bvv=Tllica~y RERE LCTEESNET, o~ REREKEIL,

Access Control List (ACL; 727t A 2> hra— U R L) OFERLRE, RV o~ FEEX
T MY EMEL AN LTRSS RWEES, FRICERN T, 2—F0o=—XIZGbt T OMES
HAR<A X CTEET,

o [a~wV RNBENY Ty 4 XOEH ] (P2-5) ((EE)
o Ta~wr ROOHL| (P.2-6) ({EE)
o o~y NEEMEDT + v—7 1k (P2-6) ({EE)

avTY FEBNY 7 YA XDERE

T7ANNTE, 10 Da~<wy RIALUNBBENY 7 7 IR FESNET, BIEOHKE Yy v a v Eizid
KERBROTXTOE Yy a T, TOHEERTEXET, ZNOHOFIEITEETT,

BEOWmAE Yy a vy TRIFEND I~ RTA VEEEFRT 5121, 7t EXEC E— R TRO =2~
Y REANDLET,

Switch# terminal history [size number-of-lines]
fRE T DHPHIZ 0 ~ 256 T,

FEDORBICET 2T XTOEy v a VTRESNDI A~V RIA VEERET DI, 74 3
T4F¥a2l—ary BE—RTRDOa~vy FEANLET,

Switch (config-line) # history [size number—of—lines]

fEETE DHHIZ 0 ~ 256 T,

[ oL-8553-09-J
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$2E a9V FSAYAVE—JMROFERAL |

N gs#nokmAs:

ATV FOREUHL

JBIENR w7 72D a~y REMFOHETIZE, £ 2-4 D00 THrDOEBEEZITHET, Zh b OREXTE

BT,

® 24 avw Y FORUEL

#ant R

Ctri+P £7213X 1 ¥ — %ML £, JBIEN 7 7 IZBRFEEINTWDHa~vr e, O a~y RPSIEICUHE L E
T, =T, L iHFva~r RRERERSIET,

CtrI+N F7213 | F—%MF L £7, Ctri+P £ 7213 1 F— AL Ca~r REFOHLEE, BEAYy 77RO LY
FlLna~<r RICRY ET, F—2MF20Nc, IvHLuva~ s RRIERESR
éﬂi‘j‘o

show history Hi#E EXEC £— R T, ERNICAN LW 900 a~vy REFRRLET, RS
N5z~ oL, terminal history 70— 3L 2> 7 fFalb—T a3y av
Y RBXQhistory 71> a7 4 Xal—ay avy FOREMEIZL - THE
EINET,

1. REIF—2MERTE 5D1%, VT100 72 &> ANSI A#GERICIR DV E T,

av Y FEEB#EED T« —TILE

o~ REBFEEEEIZ., BB 2= iR >oTWET, HEOH KAty v a v Fhida~r Ro4
VTCT 4= NI TEET, INHOFIEIIMER T,

BAEDWARE v a T OMREE T 4 E—7 MIZF 5ITiX, terminal no history £ EXEC =2~
REMHALET,

ERRICBET Dy arTavy NEEEZT B—7 23 5I21%, nohistory 71> 2207 4 ¥ =
L—Yay avwry ReALET,

=) Jkt; -~
REMEEDERAAX
ZITiE, I RTIA OBREICES OREKEICOWTHBALET, ARIEFKRD LB T,
o IREMEDA X—T B LIOT v —7 1k (P2-6) ((EE)
o [F—Rbu—2i2kba~r RofE] (P2-7) (LE)
o MHAEIELY bEWVWa~Y RI A4 o OfFE] (P2-8) (EE)

HREBEDA R—TIIEELUTsE—TILiE
TERET— FIZABMNICA X —T7NMICR D FT8, Toe—T 0T 5, B 32— 75, £
IR E ORI CILERERELZHFH TCE 2 L2 ICRETEET., ZNHOFIEIIMEETT,

VEREET— N2 a— T 48— N2t 51203, 94y a7 4FXal—3 a3y B—RT®
Oa<wr RFuEANLET,

Switch (config-line)# no editing

Catalyst 3560 R4 vF YI box7 av74Fal—S3v HA K
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ARV ERSAV AV A ADERGE

wemeosmyz W

BIEDMKY v 3 V TIERET— FNE2HOA 2 —7 /W29 5121%. ¥ EXEC £— R TkDa~
Y READLET,

Switch# terminal editing

BEDORBIZOWVWTILERET— FEHORETAIZE. /> ar74¥alb—v 3y T—RFTK
Oa<wr RFuEAHLET,

Switch (config-line)# editing

F—A A=Y I2&Ba72 FOFESE

F 2512, a~v U R, VOREICKERF—A M —J &R LET, TNHDOF—R b —7 3EE
<7,
® 2-5 F—RrO—YI2&Ba72 FDREE
HaE *x—zx ba—4" B
av U RIA4 L EEBEBLT, £F (Ctri+B £7213<—F—% | h—V L% | XFEHTFTEAICRELET,
FEIXFTERITWVWET, LET,
CtrI+F £ 7213>F— %8 (| — V% | CFESHTFETRNICHED F 9,
LET,
Ctrl+A #H# L £ 97, H—INEaxwy R4 OEEICBHIEET,
CtrI+E Zff L £, H—INEavy RIA4VORBIIBESEET,
Esc B L £ 7, =Y NE 1 T—RpIEITEHACRLET,
EscFEfLE7, H—=YNE 1 U— Ry dancEDd E7,
Ctr+T Zf L £, =Y NVDEIZHDHDXFH, H— I LEDLTF L EE
ez F9,
Ny TZr7nba<sy REREORHEL, Ctrl+Y ## L £ 7, Ny T DEEFOT B ZFFOH L £,
A< RI A4 NR—A M LET,
FBICHIBE L 10 AR ANy 7 7
IR FESRTWET,
EscYZHLFT, Ny Zr7hbROT M) ZROHLET,

Ny 7 7%, HRBICHIBREZII Yy FLZ 10 A L
RESNET A, Esc Y Z 11 B BT L& HYID Ay
Ty 2 MVICRS THRRINET,

RETpx 2 MY ZHIBRL £,

Delete % 72 1% Backspace

H—=INVOEZHDXTEHEELET,

X —ZHLES,
Ctrl+D #H#H L £, H—= I NWALENZ S D L FHHIBRLET,
CtrI+K Zff L £7°, H—=INENS I RTAVORRBE TOELT %

HIBR L £

Ctrl+U F 7213 CtrlI+X %

H—=INMENS A RTA ORHEE TOLELT %

FLET, HIBR L £,

Ctrl+W Z L £, A=Y NVDEICH DT — REHEELET,

EscDZ# L £, =Y NMIENL T — ROKBE TEHIBRLE T,
U— RERXFELIIPILFIZLE |Ese CEHLET, W= NMLEDY — K2 RXFIZLET,

T, L, CHEOLFTETNTK
FIZLET,

[ oL-8553-09-J
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N gs#nokmAs:

® 2-5 F—RAFO—YI12&BaA7 Y FDRE (HE)
HaE *—zx bo—4" B8
EscLZfL %9, H—=INWNLEDT — RE/NLFIZERE L ET,
Esc UZfLET, B—INAIBNE T — FOKRBE TOXLF % RKILFITL
iﬁ—o

BEDX—A ko —7 & FEIT A HER
o< R (BEFYa—Fby M)
ELTHRELET,

LET,

Ctrl+V £ 7213 Esc Q & #

IATEF 1 Hm F~AZ a2 —/L L
T, WERHEEICINE W & 570 ERR
WEZFRRESEET,

G¥) showz~r RNkl
S AR A — EEC KRR TE AR
WEWH /1 TIE, More 7'
T IBMERHENET,
More a7 " WREREIN
7284 1%. Return ¥ —FH X
U Space N—ZfEH L TA
sa—NTEET,

Return ¥— %L ¥4, |[1{TF~AZua—LLFET,

Space N—ZH L E£ 7, 1 Wi F~2A7 2 —L LET,

A FNDBEEIZA v — D%
REbNT=HAIL, BEDa~ U R
TA v EBRRLET,

Ctrl+L £721X Ctrl+R % |BfED a2~ FI A4 v 2 HERLET,

1. REIF—2MERTE 5D1%, VT100 72 &> ANSI A#ili

EEELYERNIATEFSA Y

RGN ET,

DimE

BHELETIITHZBAEVWa~ L R4 Io0nWTiE, a~r FDT vy 77570 FERERZEH T
FI, A= IABET—TLIETAE, FOavL RIALUF 10 LFESTETE~YT7 FERET,
A RIAVOEENDS 10 LFETITRABRLS R ETHN, E~RAZ7v— LT, a~<r RO EE
WO ET =y 7 TEET, TNHOF—EIEIXMEETT,

Oy ROEHEIZA 7 a0 — VL TAINEEZT = v 735120, Ctri4B 723X —Z2# 0 iR LIFL
F9, AU RIS ONFHICHEBHT AL, CrlitA Z L £,

KHIFF—MNEHTE D DIX, VT100 72 £ D ANSI A RICBR 5N ET,

WOFHITIX, access-list 70— L a7 4 Falb—vgry avwry Rz IR0 ED BES
o TWET, BINCH—YAPTRICET DL, ZOITIE 10 XFEFTETLE~TT I, BRRS
nNET, RS ($) X, ZOITRE~AZa—LENZ L Z2RLET, I—YAPMTERIZETD
TeNT, FOITIEHO 10 XFRETE~T 7 FSivET,

Switch (config
Switch (config

Switch (config
Switch (config

# access-list 101 permit tcp 131.108.2.5 255.255.255.0 131.108.1
# $ 101 permit tcp 131.108.2.5 255.255.255.0 131.108.1.20 255.25
# St tcp 131.108.2.5 255.255.255.0 131.108.1.20 255.255.255.0 eq

(
(
(
( # $108.2.5 255.255.255.0 131.108.1.20 255.255.255.0 eq 45

av Y ROATTRKEDLoT-%, CrIFAZf L TR0 L ET = v 7 L, D% Return ¥ —%H L
Ta~vwy FEFEITLTLESN, [TRIZEREIND RARE (§) 1T, TOITRE~R 7 n— L3z
ZEERLET,

Switch (config)# access-list 101 permit tcp 131.108.2.5 255.255.255.0 131.108.1$
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show & U more 37> FHAOBRESLUT 02>y M

V7 b7 Cld, WOREEIZ 80 T AR THD LTSN TWET, BEIOEDN 80 17 AlELISk
Th HBAE121%, terminal width £# EXEC 2~ > FAHEHA LT, MRDOELZHZREL T FEN,

Ty 7T Iuy NEL a~r NEREREZFAT 2 L, BIICA N LIz o~ K= F ) &2
OCHLTEFRETXET, AilCAILIZa<r R o MO LAFEIZOWTIE, [F—X ho—7
WX Da~y KoLl (P2-7) 2B LT a0,

show £&U more A< FHAODBRES KU I70ILR ) V5

showioJ:U“more:!’\f/F‘@ﬁﬁ%*ﬁ—ﬁioi()“74’/l/5’)/7\?‘%\“&’(}‘ ZORENX., REOH &
V— FTHHEC. MDD ARERERERAT HHEIRILLET, b0 a~vy ROMHAIIMEE
/Cﬁ—o

ZOBEEEMHEAT 5121, show £72iE more =~ FE AN L7z, Y7755 (|). begin,
include. F721% exclude DN FN1DF—TU— K, BIOXTH MEBEIZT7 4 VE D&M &5
ﬁb\i\j‘c

command | {begin | include | exclude} regular-expression

LEFHITIR, RXFENXFERRBISNET, =& 21E, | exclude output & AJ) L7256, output %
BUITIER A INETAD, Output % ETATI ii‘%ﬂ“éﬂi‘f

WIZ, protocol BER SN TWBITIET 2 M NTH LI ICHRET 262 RLET,

Switch# show interfaces | include protocol
Vlanl is up, line protocol is up

VlanlO is up, line protocol is down
GigabitEthernet0/1 is up, line protocol is down
GigabitEthernet0/2 is up, line protocol is up

CLIDO7 VARG E

CLI iZiF = Y — g, Telnet, £72137 7 v AT LiIckoTTr s ERATEET,

Ay —ILERE=[E Telnet TS CLI 79X

CLIZT 7EAT DI, AA v TFDOREZ— T v 7 A RICRWLENTWDHFIET, A vFD=
VY=V R— MR EZIT PC #8f L, A v T OBRZ2A VT IHLERSY 9, iz, EH
Tt ABIOIP BEREBEETIHEIHHTELIA T a VIZOWTHEHET L0, F3FE (X
AVFOIPT RLABLRT 74NV N T — 7oA DOFEVY T 22 LTIEIN,

24’ FNT TIZHEINTWAESIT., a—hL ar Y — L85G EZIZUVE— b Telnet By >3 >

CEoTCLIRT 7B ATEETN, ZOXATDOT 7RI TED LI, RBIZAAL v TFEHK
mbfk<b£@%bi¢oﬁﬁ COoWTIE, TERBIRIZX T 5 Telnet /XA T — RO E] (P.8-6)
EERLTLTESN,

RONWTNPDHIET, A v F L OFER AWML TE E£T,

o AAvFDarY—) R—bIZ, BHRAT—2a i3 A YALT v T ETF LB ERELET,
V=) R— F~DEFIZONWTIE, A v TF DAY= T v HA RERIFNN—FT =T A
VA NL—vary HA RESRLTIEIN,

Catalyst 3560 R v F YI r 97 avI4F¥al—>ay HAF
[ oL-8553-09-J .m
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W cLo77Ex%%

o UE—MNEHRAT—V a3 D OEED Telnet TCP/IP % 72 13K Bk Secure Shell (SSH; & =7
) Rolr—VFEALET, AA v FiL Telnet £7-1ZSSHZ 947 bty hU—7
BN ARE CRITIUZR Y XA, T, A v T F—T N =T by F RAT— REHE
LTELZEHBHETT,

Telnet 77 Z ADT2ODAA v FFREIZOWTIX, T REHRRIZ x4 2 Telnet 782 U — KO E

(P.8-6) #BMML T 72 &V, AA v FIXFFICHK 16 D Telnet B> a 2R —FLET, 1
A®D Telnet 2 —HIZ L > TITONTZAFIL, OFTXTO Telnet v v a ViKMEINET,

SSH D728 D AA v FREICOWTIEL, ISSH D7D A A v FDi%E] (P.8-43) &ML T<L
IV, AL v FIEHRKS oO%47 SSH vy v a v EFRIRFHZYR— M LET,
o= iR—F, Telnet >y av, £7IESSHEYy a2 CHERTHE, BHAT—V 3
v EICa—Y EXEC Yur 7 MRERENET,

Catalyst 3560 R4 vF YI box7 av74Fal—S3v HA K
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CHAPTER

ARALYFDIPT7 FLRARBELUVTIHILE 55—
FOTADEIYHT

COETIH, HBIBXOTFHEOKFIET, Catalyst 3560 A4 v F O E (L 2iE, IPT7 KL &
DENY B TRT 74NV DT — T = AFER) ZIERT D2 HECOWTHALET, A v TFDORAZ—
FP w7 a7 4 Xab—va b BERTLHHFECONTERPALES, ZTOETHEHT a2
DB LMERA G EOFHEMZI OV TIE, 2oV Y =R ST 2a~vr R U 77 LA BRD
Cisco.com (Z& 5 [Cisco I0S IP Command Reference, Volume 1 of 3: Addressing and Services) % %
LTL7ZEN,

o [HEHYaEAOME| (P3-1)

o [AA vy FHEHROEDY YT (P3-2)

o [FEfTar 74 X2l —3 g ORB IO (P.3-15)

o (RF—}F Ty ar74Xal—a L OEHE] (P3-17)

o (VI RNY2T A A=Y Va—ROAF Y a—L&E] (P.3-21)

IP 7 K L 23 LU Dynamic Host Configuration Protocol (DHCP) DO EIZRET 5 Z OEHEOF#RIT, IP
N—= a4 (IPvd) BEHEDOHRTT, A v FETIP A= a6 (IPv6) DELEZ A R —T7 /LT
ToHHEEIE. HIE IPv6 2=F ¥y A b =T (7 OFE] T, IPV6 7T FLAD T+ —~v bB
otU*”“”” CEADHERZZRLTIZEW, IPV6 A X—T7 /T 2ITiE, A v F ETIP H—E X
AA—TYDPBEIHL TWAILERDH Y F7,

B0t XNDHBE

AL v FERBEET DX, XF—,T > 7T FEIINN— NV 2T A A=Y a3y A ROF
JEIZHE> T, A v FaRE L TEREZ A L, A v FOMGRE IP T LA, ¥ 77Xy b =
AU T TFNETF—= U= A, =27 by hBEWTelnet RAT— R &) 2175 HLERHY £7,

BEORBH I R T— ke —& V7 NI 2T OEERGSENET, T—F 2 —FIKROT
TAET 4 ZEITLET,

o Tzl ~vd CPU WL 24T VWE T, CPU LA ZZMMbT 52210k, MHAEY B~y
VU ENALGET, A, HERSEHIELET,

e CPU %7 A7 L® Power-on Self-Test (POST; BIRKEARKH CZKT 2 ) #i7\Wwx4, CPU
DRAM &, 79 v va 774NV VAT EEMET A7 T v a T4 2O ET AN LET,

o TI7FNEIDOS ARV —TFT 4T VATL) VTN 2T A A=V EAEV|IZu—FL, A
Ay FrEHLET,

[ oL-8553-09-J
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F3BE RAYFOIPFFLRBEIUTIFLEF—Frz4ORAYET |

W =/ yFEEoRYLT

GE)

T—bhB—FEkoTT7Tvia 774N VRATFAIT 7 AL TS, OS2 —RLET, 7—
b r—FOFEHABRT@ETE., OS Ou— N, JEMERER, BLXOEBICRE SvET, OS 7 CPU % il
TEBL9hBE, 7—bhv—FF, WIZVATLENRNI vy FENDIDEENREANSNLD E TILIE
TIT 4TI T,

F72. OS BMEAARAIREICZR BDITEDOEKRBREENBAELIZLGAE, 7— b e —HEF AT AT v TR
7W677t%LiToF?y7F7W6VXTAA77?XLT\Z%ﬂ%ﬂi\77//l774W&/
AT L% 74 —~<v hL, XMODEM 7 haLZFEHLTOSDY 7 Ny =T A A—T%kFHA A R—L
L., b/ S2U— REEE L, BEMOIC0S ZHEg & £4, e Wik, [V 7 by =7 TEE
NREALZEAEOMIE] (P48-2) BLY ATV —RE2ENnSmA0EE] (P48-3) 2B L T EE,

NAT— ROEEEYT 4 E—TNIZTEET, O TIE, [RATY—=FEEOT « 2—7 11k
(P.8-5) &ML TLZ&EW,

AA v FIEREEY Y TAHITIE, PC £dMmREa Y — )L R— MR L, PC £-3MWA=I 2
L—2ary V7 2T OR— L= BIOR YT X T3 —~v bEAAL v FDaL Y —/L R—F
DOREL —HIETBLILERDHY £,

o TN EFDAR— L— K~ 9600 T,
o TIUFNIDT—HX By MEL8TT,
S

GE) T7—XbEoybATvalrEQICRELIEEA. NV T o AT va it L) ICRELET,

e TITFNIDAMYT By NI 1 TY,
o FIUFNAFDONRYT 4EEIT L] T,

ALY FIEBDENYHT

(E)

IPEHREEI VYL CTHIZE, A v T Oy VT v Fas T A% MHT 5 5%, Dynamic Host
Configuration Protocol (DHCP) #— &AM 551, EIEFETETT L HERHY £,

BED IP FHOB/ENMERGZE, AL vFOy N T v 7 7ur I 0x2FHLTLEEN, 207
077 aEFEHRHTDE FANGEA F— 7w/—7v/bﬂx7—k% RETHIEHLTEET,
Fio, fEET, Telnet RAT— REHIDE T (VE— FNEHFTOEX 2 U T 4 fEROZD), A
AYFHEI TARAEZOATY REFLIFAV N AL v TF L LT, HDBWVERAZ U RTr Y A vFE LT
BELZYTEET, By b7 v 7 7al I AOFMICONTIE, "~ Ry=zT7 A VA b —T 3
HA REZRLTLEE N,

P— O EH L DHCP y—"ZMH LT, IP HFROETER L BEFID Y TEITWVET,

DHCP ZH L TWaEEIE. A v TFRHMICEIV Y TONEZIP T RLAEZZFELTar7 ¥
L—ay 77 AN EHRATLE T, t/$7/77m77A#%® ARNTISE L7 TL a0,

2L v FOFREFELERML TV ARBREER2—FOGEAIE, A v T2 FEHTREL T EEN,
TS D 2—PiF, FiRoty b7 v a7 A AL T EEN,

e [FT7x NI DAL v TFIiHI (P3-3)
o [DHCP ~<— 20 HEREOHE] (P.3-3)
o [FHTOIPFEHRDOE Y LK T) (P3-14)
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| 38 RAYFDIPFFLABLUTIALF S—FIzADEYLT

24 vFEgoaysc M

FI+ILEDRAL Y FIER

K 312, 77NV EDAAL vy FERERLET,

% 3-1 T4 LDRA v FIER

BHE T4 FEE

IP7 RLABIOY TRy b ~AY IP7 RLAEFIH 7 Fy b v A7 FERSNTOERA,
TI7HNK F—b U= A T4V F— b2 A IZERSINTVERA,
ARX—TN =T by F NRAT—F NAT = RNEIERINTHEREA,

RA N TR E SN2 T 7 AV F DR A N1E Switch TF,
Telnet /XA 7 — K NAT— RIEZRSINTVERA,

TS5 AN aw R AA v FHERE T A4E—=T

7T ALK 7T ABBITERSINTOER A,

DHCP R—X D BEREDHE

DHCP X, /1> #—F vy bFRAMBIOAS UV F—Fy hT—F 7 TAL RCHEERERMEL ET,
Zo7a hat, 2 00a R =R b5 0ET, 1 DX DHCP " — XM HF A R a7 4
Xal—vary RIA=FERMTI2a K-, I 12FT A Ry hT—F T KL R
EEIVYBTHa Ly R—x3x>FTT, DHCP X7 74 7 > M =N ETNIZE SV THEREINTWE
7, fEE &7z DHCP $— 308, SIS ESND T AL AZx LT, X hU—27 7T KL AEEY
YT, ar74FXalb—vary NIA—FEREMELET, XA vFiE, DHCP 7 747 b LW
DHCP #— "t L CHfECTE 7,

DHCP R—2 D HEFRETIE. 21 vF (DHCP 7 54 7 b) [ZEERIC, IP 7 FLAFRB LW
a7 4FXal—ay JrANLERERALTCHBMICRESNLET,

DHCP X—Z2AOHBFHEEHEHT D E, A4 vF ETDHCP 7 747 > MIDOEREEITIXLEITIHY
FHA, 7277 L. DHCP H— T, IP 7 RLRIZHE LK) — R 7 v a VERETHMLERD
DEd, DHCP #fHLCxry hI—7 L Carv 74 FXalb—vary 774 VOEHRE) L—F 255
1%, Trivial File Transfer Protocol (TFTP; ffi% 7 7 A /V#rik~7' 1 k=) $— 38 KO Domain
Name System (DNS; KA A 2 F—Lh VAT A) P—_"OBEBLERZEHLHD ET,

AA »F O DHCP ¥ — %, A4 v F LFELC LAN EICERETLIZ LS, £DXA »F L350 LAN
FICERET D Z &b TEEd, DHCP H— 23472 % LAN ETEIfEL TV 5546, A v & DHCP
P— I, DHCP OV L— FNA ZRERETLLER DY £3, U b— T3 A%, EEERIH
TW5 22O LANHT7u—F*¥vy 2 bT7 74 w72k LES, b—FF7a—Fxy R S
Ty bk LERADR, ZELLEAT Y FOSEEIP 7 RLRAIZESW TNy FEimik LET,

DHCP XR— 2D H#;HKREIL. A A »F D BOOTP 7 547~ MMEREIZR DD HDTT,

DHCP V547> FOERTOER

A2 o FHRBELIZLEIZ, A v FIZar7 s Falb—vary 774NN R0EE, DHCP 7 74
7V MR &4, DHCP 3 —NICREBFREZERLET, a7 4Falb—vay 774 VBGF
EL, TORTEHEDOLV—T v R A H—T x4 AD ip addressdhep 1 > ¥ —T = A A a7 ¢
Xal—vay avwr RREENSE4E. DHCP 7 54 7 > bR RHEN, £ v F—T = A AT IP
T RUAERETRLET,

[ oL-8553-09-J
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3-11Z, DHCP 7 74 7> b & DHCP 4 — TR IND —HDO A v —TV 2R LET,

B 341 DHCP V547> bH—NED A v E—DFH

DHCPDISCOVER (FO—KF+¥ X k) _
AA4YF A DHCPOFFER (1=%+ R b) DHCP #—/°

E’ DHCPREQUEST (7A—F¥%Z 1) _ SO

_ DHCPACK (=% X 1) *
U 54T N TiH AL vF AL, DHCP %— S04 #iE+ % 7212, DHCPDISCOVER %
©—Y%7m— K¥x A b LES, DHCP ¥ —/311, DHCPOFFER ==% % % h A v ¥ — V2 k-

T, avy74Falb—var "FA—% IPTRFLVA, ¥ 7 Xy h~R7 = U= IP T FL
A.DNSIP7 RLVA,  IPT7T RLAFADY —ARYE) 277472 MTERLET,

DHCPREQUEST 72— K¥ v 2 b A vt —V T, 7747 ME, R ENEFHEFHRICH LT,
DHCP ¥+ — ZIERAERERLE T, ZOEXRRERIITe—FX¥x A NENDZED, 774 T
k75 DHCPDISCOVER 7 u— F¥ v 2 h A vt —I %5 L4 ~Tod DHCP +— %, 7
FAT MR LEIP 7 FLAZHRHTE £,

DHCP #— %, DHCPACK =¥ ¥ A h A vt —V%2 7547 MIRTZET, IPT FLARY
FGAT U MIEVETCONTEZEE2HRLET, ZOAvE—UICE>T, 72747 bEYF—rIn
TUREN, ZTA T NIV AN DZE LEREEREEALET, A v T RZETHERE

iIX, DHCP ¥ — O EFIEIZ L > TR 9, FEMIC OV T, ITFTP — ok E] (P.3-7)

LT TEEN,

DHCPOFFER =% ¥ A h A v E—VIC Lo TEEEINTa s 74 X2 b — gy RXT XA —FRIEY
Thd (arv74Xalb—vary 2T73—N0nbbd) BH. 77472 Fid DHCP —2Z,
DHCPDECLINE 7V u— KXy A f A vt —VE2RLET,

DHCP =37 A4 7> M, BRENZary 74 ¥ alb—vary XTI A—=2RE Y L TH5R T
oW, NI XA—FpRrIvT—ya I T =034 L, 721X DHCPOFFER 2 » & — U2kt
DI TAT 2 MDOIRENRENTND (DHCP =BT X=X P07 747 > MIEY B TT)
LWH ENO DHCPNAK i 70— RE¥ ¥ A h A v =V %% ELET,

DHCP 7 74 7> L. #%® DHCP Y — "F 7213 BOOTP — O E2ZITlMY . 05 HD
EEDO 1 22ZIFAND ZENTEETR, BRITRVICZ TR R %227 AvET, DHCP
=G IP T FLADERDBHST2HETH, T LEEDOT FLARAAL v FIZEHY Y THND
bITEdHv A, 2720, b—NTlE, 7747 PRERIZT RVAZERTDHETHEHT N
AEFHRLTEBEET, A1 v F 2 BOOTP Y — "0 O DK% T ANT, BHEZHRTTHHE. A
AVFIFAA v TF a7 4 F¥alb—Tary 774 VERGTH70IC, TFTP ExRkE2a2=%% A b7
HOTERLS 7o — ¥ A M LET,

DHCP AR NMAAT v a v aEHTHE, AT JA—TNHRA MBIOER= 7 o b—
va rERROE DHCP — OB TCEES, 7747 b (A1 »F) i, DHCPDISCOVER
Avt—JlA T rar 12 74— N KREEDET, 207 4 —/L K. DHCP #— DK A R &
AT 4 X2l —var RIA—FZEERTHEXHEHEINET, T_XTCOIIAT L FTaryry
Xal—vary 77 AMEE—TF (7272 L DHCP TH&G S Hizh 2 4 IER< ),

TIGAT VBT 74N EDEA N TH DS (hostname name 70— 3N 227 4 F a2 b—g
vawy RPFEIN TRV, FERA M ZHIBRT 572912 no hostname 7' 72— N)L 3327 ¢
Fal—rvaravry RBRASEINT) &, ipaddressdhep (' F—T =/ X a T 4Fal— 3
vawr REANLELEE, DHCP AR ML T v a v idniry MLEEhFETA, ZOHE,. 77
AT IBA =T 24 ADIP T FLAZHRFHEHIZ DHCP R A AT v a v eZifls &, 77
A7 MEIDHCP RA MGAT v a v EZIFANT, VAT ALATHEAMNMBERESINZI LERT T
T ERELET,

51807
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DHCP R—ZADEEBRELE L UM A—D Ty ITT— FOBE

DHCP #— DR EICDHCP A A—Y 7 v 77 L— Kfe2 AT 5L, xv hU—2ND 1 S% 7=
FEEROAAL v TFIZH LNWA A=Y TrA N eFHlnar s Xal—rvay 774 VOHEFEXD
va— RTCEET, ZOBREIL. 2y N —ZIZEBMENTZEBHROFTLWAL v FIZENENFRCA

A=V EBREEZEIEDOICHENTT,

DHCP A A—¥ 7 v 77 L— KiZIZ.DHCP B#RERB LN DHCP B8/ A—Y T v 7T —khD 2D
DEALTHRHY F£7,

DHCP B#E%E

DHCP H&h#% &L, DHCP — bRy b= ND 1 DFERITEBEDO AL v FiIcar 7 4 X2 b—
vary ZrANEZyya—RLET, Fura—RI3hlkar7 4 Fal—valy 774 WEEDA
AvFDOFEITa L 74 FXal—vary ZJ7ANMIRDVET, 77 v allRESRLTNWLET— T v 7 2
V74K a2l —vary Ty AMIEEZEINE A, A vFEYIr—FTHIETREEXEINET,

DHCP BE&A A —2 7y IF—F

DHCP H#EiFED DHCP HEiA A —Y Ty 77 L—Ridk, Xy FIT—2HD | DE7-13EHDO A A v
FIZar74Xal—valry 77ANEH LA A=Y T A VOEFEFX 7 e—RRLET, #HiL
War 7 4 Xalb—valy Ty AN AT Ty A NEX T — RTDEAL v FITIEHEN LT
EHY ERA (13, THHEEOT 7 40 bREFE TN ThbhTW\WET),

FHLnary 74 Xal—rvay 774 ARTTRRESNTNDIAL vy FIZF U r— REhHE,
Hrom— RENFEREITZAA Yy FIEFEENTWEay 7 4 X¥alb— gy 77 A MIBEMENRE
T (HFEOREFF v re—REREZT7 7 A M EEZENRETA),

() AAYFTDHCPHEMAA—Y T v I T—heAFX—TNITHBEAR, A A—VEar 7 4Fal—
vary ZrANBRESHTWS TFTP 4 — D47 a 67 (27 4Falb—vay 77V
%) A7 g 66 (DHCP — N KA M44), A7 32150 (TETP — X 7 FLR), 473
V125 (77 ANVOFA) FIEMEICRET ANERH Y £,

AA v F%& DHCP $— & LTRIET 2% A O TSSOV TiE, TDHCP ~—2 0 {8 E O E |
(P.3-6) B L [Cisco I0S IP Configuration Guide, Release 12.2] @ TIP Addressing and Services] @
#E(ZH» 2 [Configuring DHCPJ #ZMR LT Z&E\,

Iy RNT—J WAL v TFEL A R—NT DL, BEAA—Y Ty 77— MERBBBLEST, 4v
vae—REnkEar 74 Xalb—ary I A NVIAAL v FDOETa Ly 7 4 FXal—vary 77 A0
WRFESN, RICHLWAA—VOF 7 a— RS VA N—APBEDVEST, A4 vFE2YT— T
He, FOar74Xalb—vary TrAMIAAL v FIRESHLET,

HIREIR
e Xy RNU—ZHIZIPT RLADRE D Y THNTRNWT v 7 AT — DL A Y3 AL F—T = AWK
K1 DMETY, B2 WEES. DHCP X— 20 HEIEREIZ L ARERE v 2135 1k UEd,
o HALTYUIRBFBEINTHRVES, DHCP R— 2D HEIRTIC L ARGFREMEIZIP 7 R X
PEFIRICA 7 u—FLES E LET,
e VT 4Xal—val TrANERT T A= RTLHILENRTERY, Fhidar7 X2 —
vary ZrANABEATHWDLEA, BEIA VA M= TR gL LET,
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Y
)

TFTP b ¥ v vu—Rahikcar7 4 F¥al—vary 77 A VEFETar74F¥al—vary 77
ANDOEGFRE E~— Y ENFET D, write memory F 721 copy running-configuration
startup-configuration ### EXEC =~ FZEITLARWIRY | NVRAM ICIZRFSINEEAL, F U
O—RENERENRAL = T v 7 ar7ZsFalb—vary 774 MIRFSNTS, ROV AT A
FEETIIRBRENRNO TERE LTI,

DHCP XR—X D B E DT

e [DHCP % —"\REFRFOEEFH] (P.3-6)

e [TFTP ¥ — o%E) (P.3-7)

e [DNS ®oE] (P.3-7)

o [JL—F A 20FE] (P3-8)

o [arvT74Xal—vary 77 A NVDOEEHE] (P.3-8)
o [HEMB (P.3-9)

DHCP H—/\RERDIEFEE

DHCP +—RZiFk, AL v TFDON—FU =27 T RLAZE S TEAAL v TF ER/OMITHNTND TR
BEHDOY —RAERETHLENDH Y T,

AL v FITIP 7 FLABERAEZEZTS1C1E, DHCP H— ROV — A 7L g VERET HHLE
NHYET,

o UIATURDIPT RLUA (WH)

e UIATU IOV T Ry b AT (WA

o N—FDIPT LA (AL yFTHMATLT 74NV F—FU=A T RLR) (MH)
e DNSH—RDIP T FL 2 (L&)

ZA FIZTFTP — b ar 7 4 FXalb— gy 77 ANV EZEISEL8E51%. DHCP —3C
WDV —A X avwRETHILENHY T,

* TFTP $r—% (WH)
o T—bLTyANG (UIAT U IBUELET LAy T 1 Falb—ay Ty A04) (HRE)
o KA (EE)

DHCP +—ROREIZL>TiE, AL v FIXIP 7T RLAFREZIFa vy 74 Falb—vary 774
. HOWIFEDOH T EZETEET,

B DY — A A7 a v ERE L7256, DHCP — 3%, REINT/NT A—Z 2T & H
LTI AT v FOBERISELET, IP7T FLRABIOY T Xy b v A7 BISEIZEEN TN
AL Y FIIREESNERA, V—FDIP T RLAE=1Z TETP 4 — AN ROND R o> T=%E
A A v F13 TFTP Eska 2= #%KFL&MT7H~P%¥XF%%%?é%A#%Di?o%®m®
V=2 A7 vavid, FHTERS CHLHBBREIITHELEIYA,

AA v FIE DHCP ¥— & LTHREEL £9°, 7 7 4L KTl Cisco I0S DHCP Yy —EBLURY L—
TV MERBIIAAS v F ETA R =TV TTR, ESHTOEEA, ThDOEEIIEIEL XE
/o DHCP =R 23 TN, A Th H%4 . DHCP R EICET 5 FMIC oW TiE, Cisco.com 12
& % [Cisco I0S IP Configuration Guidell @ T1P Addressing and Services] O #FIZ& % [Configuring
DHCP] #ZML T &,

Catalyst 3560 R4 vF YI box7 av74Fal—S3v HA K
m. OL-8553-09-J |



| 38 RAYFDIPFFLABLUTIALF S—FIzADEYLT

24 vFEgoaysc M

TFTP 4 —/\D&E

DNS DE%E

DHCP 4 — DR FEIZE ST, AL v F X TFTP 3 —"06 | oF 713K D a7 4 X2 L —

vary ZryANEZyu—RLESELET, TFTP — 1~ [P #ft LB T _XTOA T T 3
VNIZOWTAAL v FWIEETH LD DHCP —RE2REL TWHHA T, eBh>, TFTP — 34,
TRLVRA, BLOary 74 F¥alb—rvary 77 A4 EZHELTDHCP 4 —NZ%ELTWAHA,
A v FIIHRESNTZ TFTP — "< bffEShizar 7 4 Falb—vary 77 A V2 F 7 ra—R
LEoELET,

a7 4FXalb—vay TrANL, BEOTFTP V—RZHE LR ho7Ee, =y 74
Fal—valy 77yANELZT 00— RTERPSTEERITE, AL v FIx7 7 A %4 & TFTP —
TRV A2 SFIFICHAGDECar 74 Xal—vary 7y VEFyran—RLEoE LET,
T AN, (FETLHE) FEDaAry 74 FXalb—vay ZJyANVHERDT 7 A VBRES L
TWE T, network-config, cisconet.cfg, hostname.config, F 7213 hostname.cfg TT, ZOHE,
hostname 1 IAA v FOBEDKA "4 TY, HHASND TFTP — 7 KL R {ZiF, (FETHH5H)
EENTE TFTP — 07 FL A, BXURTr— Ry X h 7 FL 2 (255.255.255.255) RNaEh
TWET,

AA v FNEFIZary 74 Xalb—vay ZrAVE2F v ru— Rt 512iE, TFTP —/30D~X— 2
FALZ MVl DFRITEEDa Ly 7 4 Xal—ay Z7AAREENTORITRIZARY XA,
EHBLELEDTEDL 7 7 AT, RO EBY TT,

e DHCPJSETHEENTWAI L 7 4 Fal—ay 7740 (EBEODAALvF a7 1Xa
L—ay 7y AIL)

* network-confg ¥ 721% cisconet.cfg 77 AV (T 74N bDary T 4 Fal—al 77 A)V)

* router-confg F721% ciscortr.efg 7 7 AV (ZNHDT 7 A NMITIE, TRXTORAL v FiIZH@D =
<Y IR EERTWHWET, @5, DHCP 3L TFTP r— "R EENIREI N THIIEX, b0
TrANMIT 7 EASHERA)

DHCP ¥ — J =R F—Z ~N—Z|Z TFTP = A &2 ET 5 5HA1L.DNS y—_DF —F _R— 2T
TETP H— L L IP 7T RV ADV v LU T EHETH I & HMLETT,

EHT 2D TETP H— 308, AA v F L 1387220 LAN EIZHDEE. TR v FNTe— RE v A
7 RLREZERALTCT 7 EALESGAE GIROTXTOLEE RS DHCP — "DIREIZEENT
WRWEAIZHA) 12, U L—%FEL T TFTP — N2 TFTP X7 v M2 IEET LB N H D £,
ROV, [V b— T 20 E] (P3-8) 22 L T EEV, WYk ik, ©Ek
TRTOHRZMHFH LT DHCP y— 2R ETDH & T,

DHCP ¥—/ 3%, DNS 4 —"%#H LT TFTP +— 4% IP 7 KL A |{ZZE# L F 3, DNS — L1
T, TFTP 4 — L 0nL P 7T RLA~NDS v U T HRETDHILELNH Y £4, TFTP —12ik, X
Ay FDar7 4 Xal—ary ZJ7rAVNEFEELET,

DHCP DJFERFIC IP 7 KL A% 53 %5 DHCP %— 3D ) — A 7 — 4 _R—Z|Z DNS #—D IP 7 R
VAZRETEET, V=R T —=F_X=2ZF, DNS # =D P 7 RL A% 2 OETANTEET,

DNS #—Z, AA vF LFU LAN LICEETAZ EH. TDAAL v TF L38O LAN RICEET S
b TxEd, DHCP — 3035810 LAN EIZIFET 2548, A A v Fid—4 %4 L < DHCP
P— 2T 7 BATE T NIE R /A,

[ oL-8553-09-J
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J L— FINf RDEBE

B2 LAN LICHDRA ML DISERLER 7o — REy X~ Xy MRS v FREETLIHE
I V=TSR (V== F) ZRETDLDLENRD Y £F, XA v FHREET L TREN
DOHBHTa—RE¥y 2~ X7y hofflé LTDHCP /Y7 > b, DNS /37 > b 512 L - Tik TFTP
RNy FREFONET, Vb= TS AF A F =T =2 A A LOZETu—RExxy X b Ty b
ZHLSERA MTERRT 2 KO IWCHRE LR TER Y TH A,

Ub— T, AN Cisco V—F THDLGE, IPV—T 4T &AF—7Z L (ip routing 7 1 — 3
VAT 4 Falb— gy avw R ip helper-address f > ¥ —7 = A A AT 4 Falb— gy
avy REHHALT, ~A— 7 RLAFBRELET,

32T, W= A v Z—T 2 AZRDEIITHE L TWET,
A H—T7 x4 %10.0.0.2 Tlx.

router (config-if)# ip helper-address 20.0.0.2
router (config-if)# ip helper-address 20.0.0.3
router (config-if)# ip helper-address 20.0.0.4

A B =7 xAA20.0.0.1 TiL,

router (config-if)# ip helper-address 10.0.0.1

GE) AAvTFEVL—TNARE L THBIESEDIHEET, AV F—T 2 A% N—TFT v K K—MIEEL
TLIEE, FEic>WTIE, Th—7 vy R A=K (P11-4) BER TLbAF¥3I A0 F—T A 2D
E] (P.11-26) #ZH LT EEW,

3-2 BEIFRETOY L— FIf RDER
AAYF Cisco JL—%
(DHCP 25472 b) (Jyr—)
-’ 10,002
10.0.0.1 20.0.0.1
20.0.0.2 20.0.0.3 20.0.0.4

- W W

DHCP #—/% TFTP H—/\ DNS H#—/\

49068

aAYI74XalL—>3y 274 ILVOMBAEE

IP7 FLABIOary 74 F¥alb—vary 77470 DHCP THHAO U —2 & LTRIGTE 2008
IMITIE LT, AA v FIFROFETHREFTREBGF L ET,

e [PT7T RLABINRay 7 4FXalb—vay JrANEN, AL vy TFTHIZTHR S, DHCP &% (1
T 7 AN RIARZFTR) TRESHTWDEE

AA v FIE DHCP — b, IPT7T KLV A, 7%y b w227, TFTP =" 7 FL 2, BIW
a7 4 F¥al—vary Iy ANAESELET, AA v Tk, TFTP —Nicz=F % X b
AvE—VEEEL, BESNav 74 X¥al—ay Zr AN EF—_"O_N—X F 4 L7 |
UDEBELT, 7= T vy FawA%%w T LET,
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ZA v FDIP T RLABLIRary 74 Falb—ay 77 ANMVEARTHENTWS2, DHCP it
I TETP = 7 FLAREENTWARWIES (1 77 A VFHERIARTTR)

ZA v FIZTDHCP — 5 IP 7 RLA, 7Ry b w27 BLQRar7 4 ¥alb—3i g
TrANLEZIELET, AL v FiE, TFTP =7 u—KRF¥y A b Avb—VZ2%EL.,
EInFar 74 X¥al—3ay 7740 —ROR—Z F 4 L7 NUDLGEELT, 77—k

T FakvAEET LET,

IP7 RUVAZITINR AL v FHIZTFH SN, DHCP JSE TRt En Tk, 274 Fal—v 3
V7 ANAERRE SR WEGES Q2 7 7 A VeaIAR TR,

AA v FIEZDHCP =036, IP T RLVA, 7%y b A7 BERTFTP +— X 7 KL 2%
ZELET, AA v Tk, TFTP r—ANicz2z=F ¥ 2 b A v E—TU%3E(F L. network-confg £7=
i% cisconet.cfg DT 74/ a7 4 Fal—Tar Ty A NVERSLET (network-confg 7 7
A NDFHRIADIRNEE . AA v F 1T cisconet.cfg 7 7 A N EFHHAIABLET),

TITFNE a7 4 FXal—valy TrANMIUAL, AA Y TFDODRA LGNS P T RLA~D~
BN EENRNTHWET, AL vFIE, VA NVOFERERA N TN EEIAR, KA M4
ERELET, 77 ANVIICKRRA MABRWES, AA v FIE DHCP IGE THREINTZA A M %
A LET, DHCP IGETHEA MBI ESH TWRWES, A4 v FIETFT 7 4+ /v b O Switch %
RARLE L THALET,

TI7AN DAY T 4 Fal—vay 7y A)VERILDHCP GENLHRA M ERSG L%, X
A v FIIEA L ERMUARIOaY 7 4 Fab—3 3> 771/ (network-confg £ 7213
cisconet.cfg O &6 6 NLITFHAIAENTZNITIE U T, hostname-confg F 7213 hostname.cfg) %
TFTP H— " bRt ir £ §, cisconet.cfg 7 7 A A BFHAIAEIN TN DIERIT. RA MO T 7
AN 8 XFIH VB THENET,

network-confg. cisconet.cfg, E7/IIRA M LRI CARTID T 7 A NV EGR-IAT T E B TE RV

. AA v Fid router-confg 7 7 A N EFHIALE T, router-confg 7 7 A L&k FAHIAL Z L 3T
TRWEA . AA v FIT ciscortr.efg 7 7 A NV EFAIAHLET,

DHCP &0 D TFTP —R"ZWE TE R o726, 2=F ¥ A MaEIc kb a v 7 4 Fa b—
Vay Ty ANDRBPIARIZKE LGS, X TFTP Y — 4% IP 7 R L AIZEBRTE RWES
(213, AA Yy FIXTFTP —"EREZT7m— FF ¥ A P LET,

3520
3-312, DHCP R—2DHBHREEHEH L CTIPERERRT 21y b —7 OfFRRFIEZRLET,
¥ 3-3 DHCP R—XMBEHMHREZMERAT 5y F 77— OBEHI
AAIFA RAAYF2 AA9F3 AA9F 4
00e0.9f1e.2001 00e0.9f1e.2002 00e0.9f1e.2003 00e0.9f1e.2004
Cisco JL—#4
SO 10.0.0.10
10.0.0.1 10.0.0.2 10.0.0.3
DHCP #—/8  DNS#—/%  TFTP #—/\ 2
(tftpserver) -
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# 3-21%. DHCP =" EDO T Y — 2 DR EHITY,

* 3-2 DHCP #—/Nav 74 FXal—vay

AA4YFA

A4YFB

RA4vFC

A4YFD

NA T 4T F— (N—FU=x
7 7 KL R)

00e0.9f1e.2001

00e0.9f1e.2002

00e0.9f1e.2003

00e0.9f1e.2004

IP7 FLX 10.0.0.21 10.0.0.22 10.0.0.23 10.0.0.24
YT Ry b w R 255.255.255.0 255.255.255.0 255.255.255.0 255.255.255.0
—F T FLXA 10.0.0.10 10.0.0.10 10.0.0.10 10.0.0.10
DNS #—2 7 F L =% 10.0.0.2 10.0.0.2 10.0.0.2 10.0.0.2

TFTP ¥ — 4

tftpserver £ 7213
10.0.0.3

tftpserver £ 7213
10.0.0.3

tftpserver £ 7213
10.0.0.3

tftpserver £ 7213
10.0.0.3

T—=hT7ANHG (2T 4%
L—yary 7r7A) (EE)

switcha-confg

switchb-confg

switchc-confg

switchd-confg

RA NG (EE)

switcha

switchb

switchc

switchd

DNSH#—/NavJ4¥al—>ay

DNS $— 3%, TFTP % — 34 tfipserver % IP 7 KL 2 10.0.03 I~y B 7 LET,

TFTPY—/av74X2L—2 3> (UNIX)

TFTP %— "D_—A F ¢ L7 + VI, /thpserver/work/ |

> 2l

CEXAE

ENTVWET, ZOT L7 MR 277

A NI F TR 45 network-confg 7 7 A A BB £F, ZDOT 7 A MIIE IP T FLRITESW
TAAL yFIED Y TOHENDIHRA MENEENTVET, X=X T4 L7 bIIZE, RITFTEIIE, FA
AvFOar7 4 Xal—va 7r7Av (switcha-confg. switchb-confg 72 L) bEHENTNET,

prompt> cd /tftpserver/work/

prompt> ls

network-confg
switcha-confg
switchb-confg
switchc-confg
switchd-confg
prompt> cat n
ip host switc
ip host switc

0
ip host switchc 10.0.0.23
ip host switchd 10.0

etwork-confg
ha 10.0.0.21
hb 10.0.0.22

.0.24

DHCP V547> avI74¥alL—>3>

ZALvF A~DIZE, ar74Falb—vary T A /VTHFEELERA,
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AVT4F¥aL—>avDEHR
X 3-308E. AAvF AT L T4 FXal—ay 77402 RO HIICL TR E T,
e DHCP —2)56 1P 7 LA 10.0.0.21 #H&EL 7,

o DHCP ¥ —ROIGETary 74 Xalb—ay 77y AADBRBESNARVEE, A4 vF Al
TFTP % — "D ~_—2 5 1 L7 ;U D25 network-confg 7 7 A L& FiAIALE T,

e AR F—7IUIZ network-confg 7 7 A L ONKFEBIMLET,
e IP7FLA10.0.021 2H EIZHRA N T—T NV EHREL, mA M (switcha) ZHUS L F I,

o FAMKIZHIGT DAy 74 FXalb—vay ZrANVEHrrHrET, bz, TFTP — 37
5 switchl-confg & #tAHET,

AL v FB~Db, Iy 74 F¥al—vay Z77AABLIORIP 7 RLAZRELET,

DHCP OBESRES UM A—Y 7 v ITT— FMRBEDRTE

DHCP ZEAH L TH LA A —URH LWVRIEE AL v FIZF v ra— RT512F, KEK2 >0
A v FOREDPMLETT (DHCP v —SHBLRTFTP +— M), 77947V DAL v FIE, #HHL
War7Z74Xalb—vary ZrAN, FREHLVary T 4 XFab—vary Ty EH LA
A=Y Ty ANEFT L a— RTHLIITRELET,

DHCP BEBIRREDNHKRE (A T7aF¥al—>ay 774IILET)

TFTP 3 X O'DHCP @ DHCP HENZRETH LWV 2> 7 4 Xal—Tay 77 AL EFLNAL v FIT
A ra— R 512i1%, ¥4 EXEC E— R TROFIEEZETLET,

avw vk B
RATw7 1 configure terminal Fa—)L a7 4 Xl —ay T REREBLES,
ATwF 2 ip dhep poolname DHCP % — D7 FL A F— V45 E L, DHCP 7—/L 27 ¢
Fal—varyE—FEMBLET,
RTvF 3 flash:/filename T—hAA=VELTHRAT 2274 Falb—vary T7 404
EHRELET,
RFv 7 4 network network-number mask DHCP 7 KV AR =DV TRy b Fy NI —IFKFL~vR7 &5
prefix-length ELET,

GE) TV ARIE, TRLVRA LT 407 A0bR5Ey MK
THELET, /94T FOXRy hU— <= A7 e+
HROVICT VT4 7 AEFERHTEES, L7407 AKX
THT—RK AT va (/) ORICATI LT EE N,

RFv 7 5 default-router address DHCP 7 5A 7 v MIBIT LT 75N s L—FDIP 7 FLA%RIEE
LET,

ATvF 6 option 150 address TFTP 4 — D IP 7 KL A& BE L £7,

Z2Fv T T exit sa—ar74¥al—vary T—FNIRY 7,

ATwF 8 tftp-server flash:filename.text TFTP YV — " a 7 4 Falb—vay 77 )VEFHRELET,
RATv7F 9 interface interface-id AV T 4K aLb—vay Ty ANEZIETDHITIALAT N T RLRA
EHRELET,

A7 97 10 no switchport A B —T2A AELAYIE—RIZLET,
ATv 7 11 ip address address mask AVHE =T 2 A ADIP T L AL AT ZIBELET,
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W =/ yFEEoRYLT

avwv R B

A797 12 end
AT Y7 13 copy running-config startup-config |((£) 2> 7 Fal—T 3y T A NVICRELIETFELET,

¥t EXEC £— FIZED ¥4,

WOH T, AL vF% DHCP 9 —RL LTHRELCarv 7 Fal—Tar 77/ VvEFy ran—R
A5 HEERLET,

Switch# configure terminal

Switch (config)# ip dhcp pool pooll

Switch (dhcp-config) # network 10.10.10.0 255.255.255.0
Switch (dhcp-config) # bootfile config-boot.text

Switch (dhcp-config)# default-router 10.10.10.1

Switch (dhcp-config) # option 150 10.10.10.1

Switch (dhcp-confiqg) # exit

Switch (config)# tftp-server flash:config-boot.text
Switch (config) # interface gigabitethernet0/4

Switch (config-if)# no switchport

Switch (config-if)# ip address 10.10.10.1 255.255.255.0
Switch (config-if)# end

DHCP OEHBIAM A= P TTF—MDRTE (A2 74FXaLlb—23Y I7MILEA A=)

TFTP 3 X O'DHCP @ DHCP HENZRETH LW 2> 7 4 FXal—Tay 77 AL EFLNAL v FIT
Ao — R4 5121%, ¥4 EXEC E— R TROFIEEZEITLET,

N

GE) ROFMHEIHEIANS, A v TFILT vy TR —=RFRTL7FAL 77 A VEERL TEBLERHY T
(f5 : autoinstall_dhep)e 7F A F 77 A ML, F U —RT A4 A—VAEANLTLESN,
A A =L bin TIEZRL tar 7 7 A VST DHHERH Y £,

avvk =]: 5]

AT 7 1 configure terminal

sa— ) ar74X¥alb—yay E— NeBBLET,

RX7v7 2 ip dhcp pool name

DHCP +— 1O 7 RV A F— N2 %/EK L, DHCP 7—/v 27 4
Xal—Tgry E—FEBBLET,

RFv 7 3 Mlash:/filename

T AA=VELTHERT L7 7 A VAR ELET,

AFv 7 4 network network-number mask
prefix-length

DHCP 7 RV A F— L D% TRy b xy NT—I TG LRI %5
Ebi‘é—o

GE) L7747 RAEIE. TRLR L7407 AR5y MK
THELET, 77947V FORy U= = A7 Z8gET
HROVICT VT4 7 RAEEHTEET, V7 407 2RI
T T—RK AT va (/) ORICATI LTI LI,

XF w7 5 default-router address

DHCP 7 74 7 MCBIFDHT 74NV~ V—ZDIP 7 L A%ZHEE
LET,

RFv 7 6 option 150 address

TFTP — O IP 7 FL A ZHELE T,

ATy F 7 option 125 hex

AA—T T7ANSDNRAPRFEBRINTNDETFAL 77 A LD
2EBELET,

RTv7 8 copy tftp flash filename.txt

2L Y FIZTXFAN 774 NET v T a—RLET,

RTvF 9 copy tftp flash imagename.tar

AZA o FITFH LA A=V D tar 77 ANET v 7 a—RKLET,

2Fv 7 10 exit

Ja—n) a7 4 Xal—yary T—RIED 4,
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RALYFDIP 7 FLRABLUT 4L L 4

—FITMDEYST

AFv7T 1

ATv 7T 12
27y 7 13

AFv7 14

ATvF 15
RAFv7 16
RTFvF 17
ATv7 18

24 vFEgoaysc M

avy Rk

=)

tftp-server flash:config.text

TFTP —X® CiscoIOS =2 7 4 Fab—vay 77 A VEFEE
LET,

tftp-server flash:imagename.tar

TFTP Y — DA A=V 4 ZfELET,

tftp-server flash:filename.txt

Fora—RT54 A=Y 77 A VERRBRENTZTHFZ N 77 A
NERRELET,

interface interface-id

AT 4K al—ay Ty ANEZETLIIIALAT N T RLA
EHRELET,

no switchport

A B =T 2 AFLAYIE—RICLET,

ip address address mask

AV HF—=T2AADIP T L AL~ AT ZRELET,

end

HebE EXEC =— RIZED £,

copy running-config startup-config

EE) av74Xal—ary 77402 FRIFELET,

iru
CEX B

WOFT, AA v F% DHCP — & LT

ELTCar74FXal—yay 774 NLVELY

vue— RT5hHEERLET,

Switch# config terminal

Switch (config)# ip dhcp pool pooll

Switch (dhcp-config) #
Switch (dhcp-config)
Switch (dhcp-config)
Switch (dhcp-config)
Switch (dhcp-config) #
0000.0009.0a05.08661.
Switch (dhcp-config) # exit
Switch (config)# tftp-server
Switch (config)# tftp-server
Switch (config) # tftp-server

)

)

option
option

Switch (config) #

network 10.10.10.0 255.255.255.0
# bootfile config-boot.text

# default-router 10.10.10.1
#

150 10.10.10.1
125 hex

7574.6£69.6e73.7461.6c6c.5£64.686370

flash:config-boot. text
flash:c3560-ipservices-mz.122-44.3.SE. tar
flash:boot-config. text
flash: autoinstall dhcp

interface gigabitethernet0/4

Switch (config-if)# no switchport
Switch (config-if)# ip address 10.10.10.1 255.255.255.0

(
(
(
Switch (config) # tftp-server
(
(
(
(

Switch (config-if)# end

93472 FDORE

:y74¥1v Tar 7 rANEHLWVWA A—=V% DHCP =" b Ao vn— K45 A1 vF %
RET DL, FHE EXEC T— R CTROFIEEZFEITLET,

avwvk By
X797 1 configure terminal Ja—) a7 4 Xal—ay T— NEBBLET,
AT97 2 boot host dhep RIESNERECLIABREL A X—T VI LET,
AT v 3 boot host retry timeout timeout-value |(£5&) VAT LABRaAL T 4 Xal—Tay Tr ALY ra— R
TOHMFMZHE L ET
GE) HALTUNERELRWVEGS, AT A1X DHCP #—3)0
LIEHIRIZIP 7 RLAZRGLE D ELET,
AT7v 7 4 banner config-save *C UEE) a7 4FXa2lb—ay 77 A4L% NVRAM IZIR1FT 5 &
warning-message “C TWCRRENDIEEXA v -V EBERLET,
ATv7F 5 end F5HE EXEC £— RIZRED £,
AT79F 6 show boot BERWRLET,
Catalyst 3560 R v F YI r 97 avI4F¥al—>ay HAF
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W =/ yFEEoRYLT

(F)

ROFIT, VLAN9) DL A ¥ 3SVIA ¥ —7 = A A%&MH LT DHCP X— 2D B#ERE (RFFLE
HEWCLD) A RX—TNMCTDHHIEERLET,

Switch# configure terminal

Switch (conf)# boot host dhcp

Switch (conf)# boot host retry timeout 300

Switch (conf) # banner config-save ~C Caution - Saving Configuration File to NVRAM May Cause
You to No longer Automatically Download Configuration Files at Reboot”C
Switch (config)# wvlan 99

Switch(config-vlan)# interface vlan 99

Switch (config-if)# no shutdown

Switch (config-if)# end

Switch# show boot

BOOT path-list:

Config file: flash:/config.text

Private Config file: flash:/private-config.text
Enable Break: no

Manual Boot: no

HELPER path-list:
NVRAM/Config file

buffer size: 32768
Timeout for Config
Download: 300 seconds
Config Download
via DHCP: enabled (next boot: enabled)
Switch#

LAY 3IA L E—T oA AP TEHREL, A F—TNMZTEET, IPT7T FLAFHIIMEFELEREIS
£ % DHCP X"—ADHEHEITE D Y TRNTL I,

FETO IP FHROFNYHT

ATFv T A1
& A

AFvFT 3
ATv7 4

¥ Switched Virtual Interface (SVD) (ZFE) T IP HFHRA BV Y T 5HI21%. B EXEC £— F TR
OFIEEFEITLET,

GE) AAYFTIPY—ER A A=V EFETLTVDLHEIE, no switchport ¥ —7 = A X a7 ¢
Fal—var avry RaeALTR— T E2LAV3E—RITLHL, IPHREKR— MIFBHTH DY
MTHZEHLTEET,

avwvk B

configure terminal Ja—r L ar 7 4 Xal—vay T— ReEBLET,

interface vlan vian-id A B =T AR AT 4 F¥alb—gr T— R2@IBL, IPEHR

ZHIV YU TS VLAN Z AJLET, $5ETE D5 VLAN #PHIZ 1 ~
4094 T4,

ip address ip-address subnet-mask IP7 RLABLXOY TRy b w27 &2 A LET,

exit

Ja— ary7Z 4 Xalb—ay T—RIEDET,
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RFAV I XaL—LavokBELURE B
avwvFk B
AFwF 5 ip default-gateway ip-address AL FICHEHEEHE L CVWDIRI A NKRYy TOL—X f X —T =

AADIP T RLAEZEANLET, ZOAL v FIZIET 74V b 7F—
T2 A MBESNTVWET, T74V 1 F— b A3, AL v
Fno5EIP 7 RLAZERELTWARWIP X7y FEZELET,

FTITFNV N TF—= b U ANRESINDE, AL vFIE, BRI

HIHIMLEOHLVE—F *y T —Z IR TEET,

GE) IPTA—T 4 0 TDLEICAAL v FERELIESA. T
TH NV F—= b U= DRTEIIARETT,

2Fv7 6 end

¥t EXEC £— FIZED ¥4,

AT w7 7 show interfaces vlan vian-id REENTEZIP T FLAZHERLET,
ATwvF 8 show ip redirects RESNTET7HNVEN F— b T oA ZHRLET,
AT7v7 9 copy running-config startup-config EE) zv74FXalb—vay 774 VICREEZHREFELET,

AL v FOIP T RLUAZHIBRT 5121, noip address 1 > % —7 = A A a7 4 F¥al— 3 2
~ U REFERLET, Telnet by a b7 FLAZHIRTD L. 2A v FOEGITUBENE T,
T4V F—b T4 DT KL AZHEIBRT 512X, no ip default-gateway 72—/ 3L 227 ¢ ¥ =
L—yay a<wy FEERALET,

AA I F DY AT LW DRE.
WTIE, &6

=173

WOKHE EXEC o~ REHAT D &, AN LS

Switch# show running-config

Building configuration...

Current configuration:
!

version 12.2

no service pad

¥ite EXEC i~y RO T 7 ADOHH# ., LB L OH M OFHREIC
6F (A4 v FOFEH] 22 LT EEW,

724X 1AL—2 a3 DERRLUERE

RERL A BT E T

1363 bytes

service timestamps debug uptime
service timestamps log uptime
no service password-encryption

hostname Switch A
|

enable secret 5 $1$e3j9.$DMUVAUNZOAMvVMggBEZzIXEQ

<output truncated>

interface gigabitethernet0/1

no switchport

ip address 172.20.137.50 255.255.255.0

interface gigabitethernet6/0/2

mvr type source

<output truncated>
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B =530 74X2L—L 30 0RBBLURE

interface VLAN1
ip address 172.20.137.50 255.255.255.0

no ip directed-broadcast
|

ip default-gateway 172.20.137.1 !

|

snmp-server community private RW
snmp-server community public RO
snmp-server community private@esO RW
snmp-server community public@es0 RO

snmp-server chassis-id 0x12
I

end

AF—=RT w7 a7 4 Falb—va il LU LREREE LT T vva AT VICRFTDIC
X, WOFHE EXEC =2~ REMERALET,

Switch# copy running-config startup-config

Destination filename [startup-config]?
Building configuration...

Zoaxy Rk ANWLEREBEPRFSNET, RETERDST2HE. REIFKRD VAT L
Yo— RIFIZRbET, 77 v =2 AEUONVRAM (REFHME RAM) &7 v a VITREFEINT

V5 IEH A FR R T HI2IL, show startup-config % 7213 more startup-config 4 EXEC =2~ K& {#
MALET,

a7 4 FXalb—vary ZrA/LOMDar—xwll N TIE, T8k A CiscolOS 7 7 A /L AT A,
a7 4Xal—vary 7rAN, BIXOY 7 =T A A—VOEE] 25 LTLLEE N,

NVRAM /Ny 7 7 A4 XDKE

ATFvFTA1
AFvF 2

ATvF 3
ATv7 4

F 74V D NVRAM RNy 77 A XL S512KB T, 27 4 Falb—ar 7y A LRKRETE
TNVRAM [ZIRGFTERVWIERH Y ET, BF., ZNWEAA vTF AZ v T RNIZES DAL v TF R H
{"EA jﬁ& Diﬁ* ﬁ%b\"ﬁ‘%l@:/74aell/_:/a/774»/]/%_5.1‘_]\#5;9
NVRAM Ry 7 7 DY A XEFETEET, H LW NVRAM Ny 7 7 $1 X| \ﬁfk;oﬁbwf
RTDOAVN AL v F TR SNET,

N

GE) NVRAM RNy 77 A X&BRELFEBIC, AA v TFERIZAA v F ZF v o2V a—RLET,
A A /%%7\57 v B L, NVRAM VA ARELRD L HLWAAL v FFA X v 7 LRML, H
HZV e—RFaInEd,
NVRAM Ny 7 7 YA XEFRET HI2IL, FiHE EXEC T— FTROFIAEZFEITL T,

avy Rk B

configure terminal sa—)LarZ 4 Xal—varET—FElBLET,

boot buffersize size NVRAM DNy 77 YA X% KB BALCTHELET, size DFZ

#FAIL. 4096 ~ 1048576 T,
end ¥t EXEC E— RIZED £,
show boot HELMHBRLET,

WOFITIX, NVRAM Ny 7 7 A XEHET D HEERLET,

Switch# configure terminal
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ZALYFDIP 7 FLRABEUVTIAIL N F—F o1 DEIYLT

Enter configuration commands, one per line.

Switch(config)# boot buffersize 524288

RE8—FFPyFaAvIqFalL—vavnzE B

End with CNTL/Z.

Switch (config) # end
Switch# show boot

BOOT path-list
Config file

Private Config file :

Enable Break
Manual Boot

: flash:/config.text
flash:/private-config.text
: no

: no

HELPER path-list

Auto upgrade

: yes

Auto upgrade path
NVRAM/Config file

buffer size:

524288

Timeout for Config

Download: 300 seconds
Config Download
via DHCP: enabled (next boot: enabled)

Switch#

RE—FrPv T aA0T74F2aLb—2 3 DER

TITHEH, AA Y TFORE— T w7 ar7 4 Xal—varEERET D HECONTHBALET,
o EBEOFT 7 4V hikE) (P3-17)

o [arv 74 Fal—vary 774 VOHEA Y a— K] (P.3-18)

o IFHTEETLIHE) (P3-18)

e MEEDY 7 U xT A A=VEE#T LA (P3-19)

o IBREEZEHKOHIE (P.3-20)

ZA v FDAL T 4 FXal—ay T AMIONTIE, 8 A TCiscolOS 77 AL AT A, =
V74X alb—vary TrAN, BV T R 2T A A-TVOEE] EZRLTIEIN,

BEDT I+ FEETE

% 3-3

EEDT 74 FESE

Hihe

FI4I FRE

OSYZ7 b UxT A A=Y

AA v F 1T BOOT BEAKOHEREZFEA L T, VAT L2 HEMCEEIL LY & L
FT, TOEEPREIN TNV WSS, A vy FIET7T7vva 7740 VAT A
ERICHBO2HAREEZIT> T, BRAOCHE L ETAREA A—Y%2e— LT
EITLEH>ELET,

CiscolOS A A—=ViF, A A=Y 77 AL
7 N UIZRIESNET,

F 4L RN OHRMBETIE, REENEEY 7T 4 L7 MY EZZEICHRR L TH
b, TOF 4 L7 M ORBIEITSNET,

(bin LEFZEERNT) RLDF 1 L

a7 4 FXalb—vary 77 A

RESNTNDLAL v FIE, VAT LA R=FOT7 Ty va AEVIRESNALTND
config.text 7 7 A VEHER L E T,

HLWAAL v FOBE, a7 F¥al—ary 774 M1EH0 FHA,

[ oL-8553-09-J
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WM x4— (797 a074F2L—230ER

AVI74FXalL—ay J74IIOEEB Y O—FK

DHCP XR—Z D HEZR EMWELHH T2 LIk o T, AA vy Fllar74X¥al—ary 77 AL
AN o — R TE £, MoV Tid, IDHCP X—Ax0 H#Eik e (P.3-3) 2%
LT EEN,

VATLAVIAFaAL—a v ERABETHEODIFAIVADIERE

CiscolOS Y7 b v =7I%, 7 7 4 /v b T configitext 7 7 ANVEFEA LT, VAT LA a7 1 ¥alb—
Va ORI —2RAES LET, MO ANV ERET DI L L TEE T, REIOEER
i, ZEDAFIOT 7 A ViRGiHrAENET,

Boar7 4 Xalb—vary 77ANVAERET DX, Fi#E EXEC E— R TROFIEEZFEITLE T,

=1 S B

RFw7 1 configure terminal Sa—rL ar 7 4 ¥al—ay B REBEBLET,

ATwF 2 boot config-file flash:/file-url WEIOREEFIC ATy 7 4 Xl —Yay 774 NLEEEL
ij‘o
file-url I, RA (T4 L7 bY) BEORary74F¥ab—vav
Ty AN EBELET,
TrANBBLIOT 4 L7 MY AR, KCFEEDCFERRBISNET,

A797 3 end Kt EXEC ©— FICREY 7,

X797 4 show boot WE AR LET,
boot config-file 7 o —/ )L 2> 7 1 Fal—Tar avr NZko
T, CONFIG_FILE BREABOBRENLELINET,

AFw 7 5 copy running-config startup-config (EE) v 74FXalb—vary 774 NVICREERTFLET,

77 4/ FOFBREIZETIZIL, no boot config-file 7 n—/ SV 207 4 Xal—Tay avy REfE
% ‘[_/i‘j‘c

FHTRET 556

AA v FIET 740 P THBMICES LET2, FHTESTLLICHRETLIZIEHTEET,
REIOFERHZ FB) TERENT 5 & D IZAL v FERET HI21E, F#tE EXEC £— FTROFIEZFATL £,

avwyFk B
X797 1 configure terminal sua—)LarZ 4 Xal—varET—FelBLET,
AF7v7 2 boot manual REIORBIRFIC, A v T2 FEHTEBTEXDLLIICLET,
AT7v7 3 end KikE EXEC £— RICRE Y £7°,
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RE8—FFPyFaAvIqFalL—vavnzE B

avwvFk

=)

257w 7 4 show boot

RELMHRBLET,
boot manual 72— N 27 4 Falb—v gy avr RNiko
T, MANUAL BOOT REZHMOBRENEL INET,
WE, VAT AEBETH LT, Ay FFT—F =%
E—RNIRY, 7= B —F F—RThHDI LN switch- 7r 7
MZEoTRENET, VAT LEEET 51T, boot
filesystem:/file-url 7— h v —4% a~ v REEHLET,
o filesystem: |21, VAT AR —KRKDT7 T o TNRALRALELT
flash: ZfH L £,
o file-url IZi%, A (T4 L7 FNY) BIOEBA[GERA A —
DAHERELET,
Ty ANBBLOT 4 L7 M4, RXCFEDCFRERISET,

ATvF 5 copy running-config startup-config

UEE) av 74 Fal—ay 77 A NMCHREEZRTFELET,

FECTOEEBET 4 —T NI T5ITIE, no boot manual o — 3L 2T 4 Fal—v gy avwy

FEMHALET,

BEDVI b7 A A—TZiRET HEE

ALy FIET 740 b T, BOOT BEAKOFHREZFEHL T, VAT 22HFMICEBLLY L LE
Ty ZOBENHFREISNTWVWRVWES, AL vFIXT7 T v a 77 A0 AT AEEIZHIRH) 72 fHER

MR E1T> T, BN L7z

FATHEA A—Vhn— FLTETLEI L LET, T4 L2 b YOkt

TR TIE, MIHESNTZE YT T 4 L7 P EZERIIRRLTLL, TDOT 4 V27 N ORERKAT S
nWET, BETDEMENRAA-VERET LI L TEET,

WIEIDEBIRFIZFFEDA A —V 2 BENT D L HICAL v TFERET DI, Bk EXEC £— T, &

DFIREZFATLET,

avy R

=)

2797 1 configure terminal

Jua—nN) ar7Z4Xal—vary E— RFREREBELET,

AT9F 2 boot system filesystem:/file-url

WEORBIREIZ, 77 v a AT VNOREEDA A —VEETT 5

XolcAA vy FeRELET,

o filesystem: \ZI%, Y AT LR —RDT7 Ty a TNLALLT
flash: ZfH L £,

o file-url IZ1%, /XA (T4 L7 MY) BIXOEBIATRER A XA —
DAHIERRELE T,

T ANEBIOT 4 L7 FUAE, RCFEANCFERRRI S ET,

2Fv 7S 3 end

FHE EXEC £— NIZR Y £75

AFv7 4 show boot

REZMERLET,
boot system 7 21—/ NL 2T 4 Falb—Tay avy FZEo T,
BOOT BEAB OB EN LT SN ET,

WEIOEEFIC, 24 v T BOOT BRELAHOEREZMEH LT, &~
AT LEHBICEBLEL Y E LET,

ATw7 5 copy running-config startup-config

(EE) ar 74 Fal—var Iy A VCRELRTFLET,
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WM x4— (797 a074F2L—230ER

77 4V hOFEICETIZIL, no boot system 7 o —/ )L 2T 4 Falb—gy avr NEFEAL
7.

IR R 2 B 0D il 2]

GE)

WCEIEL TV DAL v FTiE, 9600 bps KIS E SN AL vF 2> Y —VEERHTREIT 7 — |k
n—% T— KRtk NET, A v TFOBRaI—FEHL, L) EERa—FEERLZEEI
ZA v FD Mode RE L ZMLET, R—h1DLEDOLED BT LTS 1 ~ 2 B#%I12, Mode R %
CEBELET, T— b u—& 0 switch: 7a T IRFRENET,

AL v FOT—hF a—F V7 Ny TIIREREORELHZ VR — T 50T, ZN5ORELE
EERLT, 77— 8= ELB3 VAT ATEHTLHMOY 7 by =7 O@EEIETEES, 7 —
B — X OBREZHIL., UNIX £7-1Z DOS v AT ATHRETE ABRELSHEEL L TWET,

EEBEOBEERIL. 79via 7740 VATFTAPUND T T via ARV IBEESNET,

77 ANVDOEATITNIE, REERA LEZITRNT, ZOEHOENBEEINET, ZO7 7 A NVITEE
TV WEHIIIERD Y S A, 77 ANMIEFNLTWVEIEEIL., XINVLFHHEDTERH D F
To XACFFN () ICEHESNTAET, MEFOLKTT, ZHOBREAHBH LN UOERIN
TWTC, 774V MER S Z b TWET,

REZEICIT 2 BEOT — 2 MR EFEINET,

e CiscolOS a7 4 Falb—va vy 7rA NVEHAIRLRVa— REHIET LT —%, =& 213,
T—hu—FOREEZIEELZY, Xy FEEHLEZDTET—F a—% ~LR— T 7 A LD
BE, BREEERE LTRETEET,

e CiscolOS a7 4 F¥al—ay T ANEHLRDa— RERIBETLZF—%, 7-& 213

CiscolOS a7 4 Fal—vay 77 A NVAFRELEHE LTRIFTEET,
BRELHOBTEEXLETIHIIE, 77—k a—F 7 72T 5H, CiscolOS <~ FEHERLET,
B, BEABOBRTCEFTIIARAE T,

T— bk v—4 avr RBIOBRELEOHB TR L OMEHFIEOFEMIC O W TIE, 20UV —R T3k
TAHavr R U772 LTLEEN,
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YIr9z7 42— yo—ForsSa—ige A

K 3-4 T, REWOLBEBEABOWREIZ OV THHALET,

& 34 RIEEH

CiscolOS yA—/\ )L avI74FXalL—>ay
EH J—F A= avF avvr
BOOT set BOOT filesystem:/file-url ... boot system filesystem:/file-url ...

BEjEEIREC o — FLTHEITEZRAS, B2 | REIOEBIRFIZHAIAT Cisco I0S A A —V %15
0 CTREUBNTEFETARE T 7 A LD U A b, ELET, Z0a<wr Fick->7T, BOOT i
BOOT BREEAHMNHEINTWARWGEE, VA | BRORENERINET,

TAIT T v a Ty VAT AERICHIF
72 MR ER 24T > T, PN H L 72 AT W]
A A—VEE—RLTCETLEIELET,

BOOT ZENHFHESNLTWTEH, FBESNT-A
A—=Thko— RTERholze. VAT AT
TS5y va Tr AN VAT ATRIICEB L
EERRER 7 7 ANV ERBIL LD L LET,

MANUAL_BOOT set MANUAL_BOOT yes boot manual
A v FOREZABTT O NFETIT O 02 | REIOEBFRFICA S v F2FHTEHTELL9
WRELET, IZLEF, MANUAL BOOT BREEAE DR EN
EHRISNET,

Hh72MEIX 1, yes, 0, 88X W no TF, no £7=
T OICRESNTVDHE, 7—F =Ty |[KEIOV AT AHRBICIT, A v FT7—h
A7 LAOBEBEBZRAET, TNLSOfEIC | m—F E— NIV ET, VATLEERTS
RESNTWDHAZ, 77—k v—% £— K2 [IZ1%, boot flash:filesystem:/file-url 7— k 17—
LFE)TAAS v TFZRE)LARTNIETRD EHA, | ¥ avr FEEHL, BEIFREA A — T O4H]
EERELET,

CONFIG_FILE set CONFIG_FILE flash:/file-url boot config-file flash:/file-url

CiscoIOS WV AT L a7 4F¥ab—ay |CiscolOS BV AT L a7 4Xalb—2 320D
DOARFERME A —ORAEZIHEAT I 774 | FEREaC—ORAEZXIERNT L7 7414
N EERLET, ERELET, Zoa<wr Fizk-T,
CONFIG_FILE BREEAEHMN AT INE T,

YIRYTTFT A A= JA—FDRY L 1 —ILEFE

AL v FETY T IO 2T7 A A=V DYn—Fa%T (BE, BRREAAS vTF2hbE VMM LR E
) ATH LD, ATV a—NERETEET, £ Ry PV—FHOTRXTORL v FTY 7
Ny =TT T = T ARERE) Xy P BT n— FERRFICIT) 2N TEET,

GE) VR—RORT Y a—d, $24 AUNICRET2LERH D 77,
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W Uor9z7 14— UD—FORTC1—LEE

J)a—FDRT P a1—ILEXTE

VIZ R =2T A A=VEBTYI R —RTL5RICAL v FEHFRET DL, FitE EXEC £— FTKRD
WEhroa~r REEHRALET,
e reload in [hh:]mm [text]
BE LS, FREFHBLOOEP/RBLZEXIC, Y7 2T Ur—FR3hb L HICA
TV a—NVERELET, Vr—RiE, K24 HUNICEITTHLERH Y 7, Ik 255 LFT,
Va— ROHEEZHRECEET,

N

(E)

e reload at hh:mm [month day | day month] [text]

faE Lchezl 4 WAz fif) (Y 7 b =7 B0 e—REnd X512, A7V a—nzR
ELEY, ARZBETD L, HESHIEARIZY 0 — F3MMTONL K IICAT Va2 — LRRES
NET, ARZBELRP215GE, Ve — FXY AOEERIAIToNE T (GEERZ B
XV bHOEE), EIFRAOKERINATOAET FRERZNBERZ LV HATOHE).,
00:00 245 ET D&, REOBFDO Y m— FBARESNET,

N

GF) atxX—U—FEHEHATIOX. A vTFDURT L 7wy (Network Time Protocol
(NTP), "— R =7 HL ¥, FLETFET) HEINTWDIHEET T, FElX, A
Ay FIEESINTZHA L Y= NHESEFET, HEDOAL v F CTHRKFZY u— K3¥MTbih
DEICERETHHEIE. EAL v T ORZNZ NTP IZ L > TR S22 MERH D 77,

reload =~ RIZV AT AEEILIEET, FEHTEITHZENRESNTVRNVRY | AT A
THEBICHES LET, reload 2~ I, A= Ty ar74Falb—va /AL vy TFO
R ENE W% 17 (copy running-config startup-config) L7-#% CfEH L 7,

FETEBTDLLIICAAS v FRRESNTWDHE, EmRRNL Y o — F2ET LN TS EE
Ve ZHUE AA vy FRT— b m—F =R, TORRK, VE—b 2—FnHEHERD Z L7
Bilk4 2728 Td,

a7 4 X2l —ay IrANERERETALE, Vap— Roflicar74Xal—Ya 28515
EOHERT T e T IRRRENET, REERIERFZ, CONFIG_FILE BREEAHN T CITHFEL
WA — R T v arv7 4 Fal—rary 77ANVERLTWERA, RIEEFITTHNE I NE
WO BWEDLENR AT AN LHENET, ZORROEERRTDLE, Ve— Rty N7 v
E— NG S NET,

WIZ, YHOFHR TR0 DIV 7 b7 %A v FIZ) n— R+ 25657 LET,

Switch# reload at 19:30
Reload scheduled for 19:30:00 UTC Wed Jun 5 1996 (in 2 hours and 25 minutes)
Proceed with reload? [confirm]

WIZ, BOAREZIREL T, Y7 MU =2T 2 AL vy F IV n— T 56z RLET,

Switch# reload at 02:00 jun 20
Reload scheduled for 02:00:00 UTC Thu Jun 20 1996 (in 344 hours and 53 minutes)
Proceed with reload? [confirm]

ATV a— )R TTICHRES N Y v— FEEY ETIZIX, reload cancel f## EXEC 2~ K& H
LET,
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JA— K A5 21— )LIEHRORR

Ry P a— AT CIRBESN TS ) n— FOWBARFAT 5, ELEAL »F ETY B— KDY
Va— VMR EESNTWVDENE I NEH5121%. show reload ¥t EXEC =~ > FZ2HH L £,

Va—RRTEINTWAREL, Ve— RFOHHZED (Va— RORF Yo — L ERICEE ST
WAEE)., Ve— FEERERrRINET,
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ZDOETIE, Catalyst 3560 A1 v FDORELRET 2 HIEICHOWTHHALET,

Cisco Configuration Engine OFEMZ2 5% EH IOV TUE, RO URLIZT 7 AL TL EEW,
http://www.cisco.com/en/US/products/sw/netmgtsw/ps4617/tsd_products_support_series_home.html

ZOBETHEMT L a vy RO LU EOFEMIC OV TIE, kD URL IZ2H S [Cisco I0S
Network Management Command Reference, Release 12.4)] #ZH L T2 &0,
http://www.cisco.com/en/US/docs/ios/netmgmt/command/reference/nm_book.html

e [Cisco Configuration Engine ¥ 7 b 7 = 7 O | (P.4-1)
[Cisco IOS =— Y = > F D] (P.4-5)

[CiscoIOS =— Y = > hDF%E] (P.4-6)

o [CNS #EDFR] (P.4-12)

Cisco Configuration Engine V7 b = 7 O#IE

Cisco Configuration Engine (¥, * v hUV—27 &Y 7 vy =7 T, X hU—27 TNAAL ZABI N —
EADORE L ERE BTS00 ary 7 4 Fal—vary - RE LTHEELET (K 4-1%
% M), % Configuration Engine i3, ¥ 22 T4 X (A v FLV—&) OTN—TLF A AN
T B —bREEFHLURELRAF L T, LIS U TEIE LE T, Configuration Engine 137 /31 A
EAORELELZER L TT NS RZHEEL, REERLFITLTEZORREX 72528 T, #)
HREL LUOREOESHZ Bk LET,

Configuration Engine i, X% > K7 vy E— FBL P —"E—FE2H¥ R —FL, RO CNS a2~
R—=F 2 P A THETS,

e AT 4 FXal—valry P —ERXR (Web¥ =R 774 vF—T ¥, F—LARX—RA vy b
7 =)

« ARVEHF—ER (AR E Fm b T A)
© FHHF—ERF AL P (F—F EFABLOAF—)

A K v K7 ry £— KTiE, Configuration Engine I3fiAAAT 4 L7 N Y — 2% P HR— KL
T4, TOF—FTIE, AT 4L 7 M FEREIZOMOT—X% A MTIEMELHY A, F—N
% — KFTi%, Configuration Engine (3 —VEFZRONHLT 4+ L7 MY OFERAZYR—FLET,
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$4E Cisco lOS Configuration Engine O&%E |

W Cisco Configuration Engine ¥V 7 k7 = 7 ODHE

4-1 Configuration Engine 7—%7 7 F v D E
Y—EX FANSF— Yy bT—5

T8 9—EX
Configuration F4LY MY
/ EngiTe \

AVIT4FIL—YarvH—Nn

=

y —— /|
—— A\ T

ARY R H—ER

Web R—Z D
A4 A A—=T(R

A ]
A§7.i ‘ ‘EQ

23X
E1—F-- o

BREEE

141327

o (a7 4 Fal— gy P—v 2] (P4-2)
o [k H—EZ] (P4-3)
e [CNSID BLOFANA ZDOKRA MHIZHET 5 EFEFIE] (P.4-3)

aAVvIq4¥alb—varyP—ER

a7 4 ¥ 2 b—v 3y h—t AL, Cisco Configuration Engine O H %2> R —% o R CTF, AA v
F Eiz®H 5 CiscolOSCNS =— Y = > h EHE L TEMET2ar 7 4 Fab—va vy — STHES
NTWET, ar74Falb—ay P—ERE, PIFRE SRS L — 710 KD KB FFRE D
72D, TRAREY—ERAOREEAA v FICEELET, A v TFExy NV —7 ETHIO TEH
THLEIZL, a7 4Fal—vary P—EALLUHIRTEEZELET,

AT 4 FXalb—var P—ERFTCONS A~ b F—EREMP L TRELTA N2 b E2EZEL,
AT L UK D@ % £ 5 L ET

a7 4 FXa2lb—vary =TI Web —_"ThHV, a7 4Fal—var Tr7FL—hEHEAA
BIF Ly FY (R RT7ay F—FR) £33V EF— T4 L7 b)) (=R E—F) ITRES
NTWBET A RAEEOFREEREEALET,

aAr74F¥alb—ary 7T =ML, CLI (A~ RIAM 0 A2 =T x4 R) avxy REAT
BB EBTREBZATLTXAN 7740 CF, 707 b— M T, £33, Lightweight Directory
Access Protocol (LDAP) URL 2 L CHRELE9, O URLIZT 4 L7 PV IRTFESNTNDET
NAREEOREHEREZRLUET,

CiscolOS =— V=2V MIZELFay 74 Xalb—ay Z7ANVOKLETF v L, AV %
FRITL T TF = 7 BN E R L= aEZRr L ET, 2074 F2b—Yary o—Y=r b

IREXT-EBICEATIZ L, HAWVIEREEA R 2 a7 4 Fal—v gy —_"h 55

FIsECHEAzELEDL L TEET,
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Cisco Configuration Engine ¥V 7 k7 = 7 DHE u

ARV H—EX

Cisco Configuration Engine 1%, FEA N FDOZEFEBLOERIIA N b b—E2EZHHLET, 1
Ry b=V MIAAS v F EIZHY, AA »F & Configuration Engine DA N>k F— 7 = A
MoOBEEZESICLET,

AR b = RE, FEICH AT v a YTRT T, TEEHFNTT, A X h F—E A
I, Y7927 bR=Z2DT7 FURAEEEZMEMNL T, Ay b—VamEICEELEST, Y7 V=2 b
N=2ZADT FVARRLIETIE, A v bt—YBIUSEICIEMETYH R — L AN—2E2ELLET,

NameSpace Mapper

Configuration Engine (21X NameSpace Mapper (NSM) Z#fii L C\WE9, NSM X, 77U Fr— =
V. TAL AL FREIAV—TID, BLOA R MIESL T AL AORELZ V— T EHH ICHRFR
P AL L E T,

Cisco IOS 7 /34 A%, 7= & 21T cisco.cns.config.load L\ 572, CiscolOS Y7 bV =7 TRESI
Tl N —HT AR N STV MATETERBLET, X—LAX—X vy BT
P—vREFEATLIE, FLETHMEAHAEEHRT LI TA XU MEBETEET, 7V =7 M
TT—4 ANTIET =2 EANLIHE NSMIEA RV b %7 V=7 A R v 7% Cisco 10S
DRI I LO~EHLET,

YT RITANRDEE., —BOTNAAID EAXV FPMREEND E, F—LAR—RA vy BT

P—ER X, VTR TATHRHBOALA RNy FERLET, FFICATY vy OfE, —EOD

ITN—T1ID, TXAZAID, BLUA RV IR ESIND &, vy BT F—ERE, XT U vvaxt
GDOAXR vy ERLET,

CNSID 8&UTNSA ADKRR FAICEHT 2EESRE

ConfigID

Configuration Engine 1%, BEFHDAAL v F T LI —B OB THEEM TN TWLZ EEHEL
TVWET, —HOBNFITEEORBEEZR O LN TEE TN, FRBHBIIEED R — L AL—2ZN
T—BTT, ARV PN P —ERE, F—BAR—ZONEFHFALTA v =0TV y h—
AT RUARBEEITVET,

Configuration Engine Ti&, 2 DDRX—LANR—R ([ Xy f N2l ar T Falb—v gy =N
B BbvEd, avr74Fal—r a3y B—ORr—LAX—=ATIL, ConfigID &\ 5 HFENT A
A AD—BIRHENTTT, A2 F NRADF—L A=A TL, DevicelD &\ HFENT NA ZAD
CNS —E#A7c7,

Configuration Engine |, A h NAL a7 4 Falb—v 3y $—R"OMLEHEMN L TF /A ACRE
T HOT, REFHADAA »TF Z &IZ ConfigID & DevicelD Difi i % EFT HMENRH Y 5,
a7 4 X2 =Ygy =D 1 ODA L AF LU ATIR, BEFLD 2 DDAAL vFRFEL
ConfigID i Z A TE EHA, A XUk RZAD | DDA L AZ LU ATIE, BREFHD 2 ODAA v F
23[A U DevicelD fEx I TE EH A,

REFHDAA v F ZEIZ—ED ConfigID 8V £3, ZhidIxtIisd 2 A1 v F CLI BHEICKT 5
Configuration Engine 7 4 L' 7 bV ~DOF —DEEZ R LET, A A vF L TEFK S 7z ConfigID
i%. Configuration Engine ® %95 A A v FiEFKD ConfigD & —H L TV DXLERH D £,

ConfiglD IZETFICEE A, A vF KA MEBFRELEGETLT A A4 HEHTHETE
HETExEHA,
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W Cisco Configuration Engine ¥V 7 k7 = 7 ODHE
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AR N RRZBIMLUTWBREFHFD AL »F T EIZ—E D DevicelD B3dHV £3, ZHIETAA vF
DEFTT RLRZBPTND DT, AL v FEARALORKEDSEE L THRETE £7 ., cns config
partial 7= — L a7 4 Falb—v gy avr FEFEALTRESNZTXITOAAL v FiE, A
VR ARRIZT IV ERTARENRHY 3, LR o T, AA v FHRE S5 DevicelD 13,
Configuration Engine DXt/ d 5 A A v FEZHD DevicelD & —HTH20ERH D 5,

DevicelD ®FETTiE. AA v F D Cisco I0S F A Mk~ TEFSNE T, 7272 L. DevicelD &%
BLOZEOHEHIZ, A v TFICHEET LA Y= b2 RICH Y T,

ARy b XA ED Cisco I0S OFE EDO#K AL, A XV b F— b U oA ITHAATEN, TOUDBRAA
FofbViz7yeXx E LTEHELET, A XUVF F—b U A1FA RN b XA LT, A vT
B L OG5 DevicelD 23Rk L £,

AL v FIE, AN = U2 EOFERPKENTHET I, EORA RN EAX N F— |
TxAICEELET, BN EINDS NS, 4 X2k ' — M7 = A 1% DevicelD fE % Cisco 10S 7~
Z NGB EDEE T, ANV R F—F T A1, ZA v F LERH L TWARICZ ® DevicelD %
FyrvialLET,

RA F4 B KU DevicelD

DevicelD i, f XV F F— b U xA EEEHLIZEEICETESN, A vF FAMNEERE LSS
THEFINEHA,

AA v FDAA v F KA L EETTHEA. DevicelD Z HHTAHM—D HIETAAL v F LAk
= oA OB EZ TR +T5Z2L T3, noensevent 72— )L a7 4 X alb—y gy avy
FEASDLTHE, ensevent 72— 3L 27 4 FXal—vary avy REAHLET,

VRN BN SND &, AA v TFWEIEELIEARA NG EAR N F— b2 IZEELET, 4V
k #— 7 =11 DevicelD Z#H LVMEIZCHER L E7,

R Configuration Engine = —% A > ¥ —7 = 4 A& R T 253545, A4 >~ F T cns config initial 2
=L a7 4 Xalb—vay avy REMHAT 2T HLZACAL v FREAEL
7oA M OfEIZ, DevicelD 7 f —/V RERAINCRET DLERHV ET, £ LAgNE, BlD
cns config partlal Ja—sJL ar 7 4 ¥al—vay avy ROBENEBELET,

KRR +4. DevicelD. ConfigIlD OfERAE

AR RT7a s E— T, TXME.@{ BAA FICHETDHE, a7 4 Falb—ar =N

XA XY hEFRANIZEETDHA. TDOFRA % DevicelD E LTHEHALET, A MDBHE
SNTWARWEAE, AU b iT/\/fXOD cn=<value> TEE INET,
P—NFT—RFTIE, RAMIIFEHEREEAL, ZOF—RTIE, XA EOA X2 MEEIZIEFIC—

B DevicelD BENEAEINET, TOBRERREINTVWARWVWES, A v TEEHTETETA,

Configuration Engine C Setup # E/TT 544, ZHLOBMEB LOMET BN (¥ 7/ EOXT) %
RELET,

(3¥)  Configuration Engine Dt v N7 v 7 7'm 7T AOFEITIZOWTIEL, RO URLIZT 7 &AL T,
Configuration Engine O » 7 » 73 LU RETA RESRLTLIEEN,
http://www.cisco.com/en/US/products/sw/netmgtsw/ps4617/prod_installation guides_list.html
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CiscolOS T—o 2 FOEE

A TE

CNS ARy b 2=V = MERIZE ST, A v FIFAR F RALETARNY MIAT Y viabk

N T R7 T4 T %47, CiscolOS =—2 = b L Hi#ETx £9, Cisco IOS =— = o MEREIL,
WORIZ LD A, v TF 2 R—FLFET,

o THRE) (P4-5)
o [E5 (B5y) #&iE) (P.4-6)
o TFEIREE) (P4-6)

AA v FRRYNCEENT S & * v b7 —2 T Dynamic Host Configuration Protocol (DHCP) k%
Ta—REXYANTAHZETIPT RLAZEGLEY ELET, 7 x> b EIZIZ DHCP — 372
WHDEBEEL, T4 AN Ea—vary AL vFEDHCP VU L— = —V = b ELTEMMEL, R
% DHCP #— \Z#Ek LE 9, DHCP — NIFEREZZET DL, HILWAAL FITIP 7 KL R &H
Y 4T, Trivial File Transfer Protocol (TFTP; f&i5 7 7 A Visk 7w hav) +— O IP 7 KL &,
T—hANTy T ard 4 Xal—ral T7AN~DNRRA, TTFNVE F—FTzADIPT L
A%, DHCP Vb — =—Vxy MIHTHZ=F v X MNEFITHAANET, DHCP VL — =—T =
Y MIL ZOIREEAA yFICEELET,

AL v FiE, BEIVYBTOHNZIP T RLAZHEMIZA > X —T7 =24 A VLANI1 (T 74V 1) ITHRE
L, TFTP =07 = ARy T avr7 4 Fal—vary 7y EFyra—RLET,
T—h A LTy T a7 4 Xal—ay TrAABERIZ T ya—Rand e, ALy FiFZ£0
TrANEEfTay T 4 Falb—variiu—RKLET,
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Fiar74Xal—vary 7y VE&fEL v ra—RLET,

4 4-22, DHCP XR—20OHBHELHEH LT 7 — A Iy T av T Farb—var 774
NEBRETDHEZDOFRy NU— T ERAIZRLET,
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=l TFTP
| R
Configuration g? WAN o
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EHj DHCP
o
—
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FHER LAY E%\Qg
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Fy N — 7 BBEITAH L, CiscolOS =— V= AL TH LW —EXZ BT 4, 24
GEB57) BEX, A v FIHETEET, EEORTE, /XU XA/ —FELTAX K F—F
YA ENLT (Fy o), FRIEIAALYFITTN I — g U EBBSELERA R E
LCHETEET,

AA v FIE, WHTARNIREDH L ET =y 7 TEET, MXBELWEEIEX, A v FIEEDTHE
EFHEAL, avy74Fal—vary = NIEHEEFTHABRANV MERITLET, AL v TN
EOREZEH LW, 2T — AT —HRAERTANV FNERITLET, A v TFREFTHREE
WH L7254, NVRAM (RN RAM) ([2EZAT), F3EZ AL L S I RSN 5 £ THD
ZENTEET,

[R5 E

AL v FIE, REZZELEBA., EERAREEAXRV FPOZERICREDHEMAZELEDL LN TE
FI, EXAAEEFANY MEI, EHINZHRTEEZ NVRAM IZRTFLARWVWE S ITAAL vy FIHRLE
T AA v FIEEHFINZREE2FEITa L 74 Falb—va b LTHEALEY, ChICEY AL v F
DOFENL, ROFEEFOMEF D= HIZ NVRAM (CREEZMRET S, OoXy NU—27 T 7T 4
v7 g LRk vET,

CiscolOS IT—o x> FDERTE

AA v F D CiscoIOS V7 b7 = TICHAIAENTZ Cisco [0S =—V x> M ko T, AA v F &Pk
LCHBEMICHRECTEEY (THEHCNS HTEDA +—7 k] (P4-6) #BM), REEZEFETHHA.
FEAHIAZL AL T4 X2 b —arvEA LA N AT EBEEROFIEESRLTIIEE N,

e ICNSA Ry F 2=V DA F—T 4] (P4-7)
e [CiscolOSCNS =—> = > DA x—7 4k (P.4-9)

BE) CNS BEDA *—TILik

AL v FOHB CNS BHEE A F—TMIT DL, TR 410K E2HE-THLERNLY 3, it
BEZFET LIEBAAL v FOEBRZANET, setup 727 T AN LET A, AA v FIIH)
HREEBBLET (R E] (P4-5) 28MR), a7 4FXal—Tary 7y A VEBERAL vF
e — RFEnd EEEFRET T,

= 41 BEIRES R—TIILDEH

FINA R WELTERTE

TIRBRA AL VF HEREORE (274 Fa2lb—vary 77407 1L)
FA4ARMNIEa—Yay ALy e [P ~L%— F RFL X

%

e DHCPVL—x—2 =2 DA R—T L
e PNAN—TFT 4T (TT7HNVEF—bu=zAf L THERTZH

&)
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GE)

Ciscolos T—SzvrozE M

® 41 BE®REM R—TILEOFEE @S
T4 R DEERE
DHCP #—/3 o IPT7 RLADEY YT

TFTP y—"D P 7 KL &

TFTP 4y — D7 — R Ty T a7 Xzl —a v
T 7 A I ~DINA

FTI7HNVE = T2 ADIPT KL R

TFTP #—

A A T & Configuration Engine & ®i&(5 % F[AEIZ 32 CNS
ary 74 ¥al—yvaryavwr FEEh 77— AT v o
V74Kl —vary T A

(T 7NV EDOFEANLORPVIZ) AL v TF MAC (AT 4
T TR arybha—)) T RVAERIZVU TAEFEZTDON
TN EHEMA LT ConfiglD 3 X EventlD #4725 X 5
WCRRESINTZAAL v F

Ay FIlar 74 Xal—ay Iy Ve Ty ath
FOICHEENTZCNS A X h ==V b

CNS Configuration Engine

TNARAZATRIO 1 >FiFEHEOT T L— T, T
L— MZT /31 A®D ConfiglD B~ v B 7 ENTVET,

Configuration Engine ®® v +7 > 7 7'u 7' Z 5 D547 & Configuration Engine THO7 > 7 L — F DAE
FAZ DWW TiX, kD URLICT 7 & A LT, [Cisco Configuration Engine Installation and Setup Guide,

1.5 for Linux] %2R LT E&EW,
http://www.cisco.com/en/US/docs/net_ mgmt/configuration_engine/1.5/installation_linux/guide/

setup_1.html

CNS AR I—Vxo MDA R—TIE

N

(F)

AA Y F ETCCNS AR h ==V 2 baARX—T ML THrDL, C(NSRET—V 2 haeA R—

T HRERHY £,

[ oL-8553-09-J
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$4E Cisco lOS Configuration Engine O&%E |

W CiscolOS T—

b &2
ATvT 2

ATv7 3
ATv7 4
ATFvF 5
A7y 6

Ty hDERE

AA v F ETCNS AR b ==V b R—T 02T DHIZiE. ¥4 EXEC — R CTROFIEZE
FITLET,
avwy R BiY

configure terminal

Ja—x) arZ 4 Xalb—vary ET— NEBLET,

cns event {hostname | ip-address}
[port-number] [backup] [failover-time
seconds] [keepalive seconds
retry-count] [reconnect time] [source
ip-address]|

AR P 2=V 2 FEAFX=T VLT, =T =A RTA—
e ANNLET,

o {hostname | ip-address} \Z, A X s F— b+ ADIP T Rl
AETIEIRA MMEANTILET,

e (EE) port numberZ, A XV~ =R U A DKR— N EF%
AN LET, 7‘71'11/f\0)‘3”*“]\§77“i11011 <7,

°(Ef)ﬂ/77/7VﬁFﬁx4T%é LRI
backup # AN LET ELZEHEAIX, 794~ F— F'?:
A0 ET),

e ({EE) failover-time seconds |2, v 7T v F—F Tz A~
DV— EBESLSNDETTTA~Y F— b U =A L— MK
THAA v FORERFZ AT LET,

e (fEE) keepalive seconds |2, AA v FNHXF—TTF7A47 A
=V EREETDLHEREE AT Li‘@” retry-count |2, ¥—77T 7
AT A=V OISERRNGEITHE R T T 2ETOA Y
- URERBEEAD LET, 77ﬁw$ﬁiwﬁﬂ%OTT

e ({£EE) reconnect time |, AA v T NAX N F—FTxAIZ
T 5 £ ORI DR RNIRFRREZEE LET,

e (f£E) source ip-address 2., Z DT XA ADEFTLIP 7 KL
AEANLET,

encrypt ¥ — U — I LU clock-timeout time — 7 — KX
A RIADA~VT AN U TICRRINET R,
R—=hrINTWEREA,

(E)

end

¥t EXEC £— FIZED ¥4,

show cns event connections

AR 2=V MIET OEREER L £,

show running-config

RELMBLET,

copy running-config startup-config

EE) av74FXal—vary 77 A NVICREEZRTFELET,

CNS ARy b ==V =2 bET 4 E—7MIZF HITIL, no ens event {ip-address | hostname} 7' 7 —
S aryZ4Xal—vay avy ReffHLET,

WIZ, CNS A _y b ==V = h oA F—
FRATEIECE 10 BIZERET D01 %

X—T7T T4 THMRE 120 B,

IP7 FLZX 7 —hU=A7%10.180.1.27,
A~LET,

T LT,

Switch(config)# cns event 10.180.1.27 keepalive 120 10

Jl Catalyst3560 R4 v F Y7 b7 A4 F¥al—av 4 F
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Cisco I0S Configuration Engine DE&5E

Ciscolos T—SzvrozE M

CiscolOSCNS T—> x> b4 Rr—TILiE

CNS A Ry b ==Y =y b A X—F I Lizfh, A4 »F LT Cisco I0S CNS =— = 1 | % 2 H)

LET, Roa<wry REFEHLT, CiscolOS ==V b X =T VI TEET,

e cns config initial 7 7 — )L a7 4 Falb—r g avr R, CiscolOS =—Y = > h&A
=TT L T, AL vy FOUMRE LG L E T

e cns config partial 72— 3L 27 4 F 2 Lb— g av s NiE, CiscolOS =—Y = ha A
F—=T ML T, AL v FOHSHRERE %A LE 7, Configuration Engine #fEH L T, VU

I

%I?"

b & A
AFvF 2

ATvF 3
A7v7 4

AFvS5
2Tv7 6

& A

&

= hTAL » FITHETK

EDA +—TIE

ExRfETEET,

ZA v F ETCNS REZ—V v ha A R2—T NI L CHIHREZ BB 512X, ¥ EXEC =— K

TROFIEZFATL E7

avy R

L)

configure terminal

Jua—nN) ar7Z4Xal—vary E— RFEREBELET,

cns template connect name

CNS 7o 7L —hEfma Ly 7 4 Fal—ay B— NEHBL,
CNS Bife T v 7L — M & ELET,

cli config-text

CNS #fgi7 v 7L —bhDa<wr R4 V2 AN LET, T 71—
roa<r RIA4 0T8I, 2ORATyTEBVIRLET,

AT T2 ~FEMEVIEL, D CNS k7T v 7L — hERELE T,
exit Jno—sL ary7 4 Fal—vary T—RIOEY £,
cns connect name [retries number] CNS #ifgea v 7 4 Fal—i g F— F&BB L, CNS #k7o

[retry-interval seconds] [sleep
seconds] [timeout seconds]

Ty ANGHERELET, £, T T s ANDONRT A —F EER
LET, AA v FIECONS 7w 7 7 A Lzl LT
Configuration Engine 284t L £ 9,

e CNSHifr 77y A NVHEATILET,

o (fE) retries number 2, Pt OBFFITEEE A LET, 4
ETEDHPHIL 1 ~30 TT, T 74/ NI 3 TT,

e ({EE) retry-interval seconds (&, FRAITRICEKIT D
Configuration Engine ~O#5iHEEZ A L ET, HHETE 54
PIZ 1 ~ 40 T9, 7740 MEX 10 T,

o (TLE) sleep seconds \Z, BANTHEREZAT O AIOIREERH 2 AT L
F9, BETEXHHFHAIZ0~250TF, T 74 NI ORTT,

o (fEE) timeoutseconds \Z. B3 & T LIz OB A A L E
7o FETE DHFIX 10 ~ 2000 TT, 774/ ML 120 T,

discover {controller controller-type |
dlci [subinterface
subinterface-number] | interface
[interface-type] | line line-type}

CNS#f 7 m 7 7 A NDA o F—=T =2 ANT A= ERELET,
* controller controller-type (2, = hu—F XA T2 AT LET,

e dlci 2. 727 7 4 7 Data-Link Connection Identifiers (DLCI)
AN LET,

(fI-&) subinterface subinterface-number \Z. 7 7 7 4 7 DLCI
DRBIMHEHATEHRA V N —RA V F OV T A v H—T = A
AFFERELET,
* interface [interface-type] 12, A 2 —T =2 A A ZATEANTILET,
o line line-type \2, 74 A T2 AT LET,

template name [ ... name]

CNS ##ft7u 7 7 A VD CNS BT 7L —F URXNEREL.
AA v FRECHALET, 77— MIEHEIEETEET,

[ oL-8553-09-J
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W CiscolOS T—

&
27Ty 7 10
2Fv 7T 1
AFvF 12

ATv 7 13

AFv7 14

Sy FDERE

avy kR B
AT v T T ~8 %MK L, CNS#fi S a7 7 A LDMDA X —
T2 AANRT A= L CNS g7 7 L— hERELET,

exit Jao—nN) ary7 4 X¥alb—ary ET—RIREY 7,

hostname name

AA v FDRANEANLET,

ip route network-number

(EE&) TP 7 KL A network-number @ Configuration Engine ~
2AET 47 V— NEMILLET,

cns id interface num {dns-reverse |
ipaddress | mac-address} [event]
[image]

E/ el

cns id {hardware-serial | hostname |
string string | udi} [event] [image]

(TE) Configuration Engine 2MEM 3% —E ® EventlD F72i%
ConfigID #&E L F 7,

o interfacenum\Z, AV H—T A AEAT (2L zE, A — ‘9’%‘

NN Group—Async Loopback, Virtual- Template) EANILET, Z

DRETIE, —BEDID ZERT DIDIZEDA F—T = A AH
5IP7 RLAEZIEIMACT K X/X%HX BT ohEEELET,

e {dns-reverse | ipaddress | mac-address} T/, &R N % Hfs
LTEDRA N % UID & LTHIY Y T5HITIL dns-reverse %,
IP 7 FL 2 aMHT 5121% ipaddress . MAC 7 R L 2% —F&
D ID & LTHEMT 5I21% mac-address Z{HEH L £ 7,

. (Ei‘) ID % A A v F OB T 5 event-id fEIZ/2 5 L 51
RETDHIZIE, event Z AT LET,

. (Ef) D %X/f v FOHINZAEH T % image-id i
WCERET S ICIE, image # AT LET,

event z‘oJ:U image ¥ — U — FOW 2 HMK LIZHE, A
A v FOFFEIZ image-id fEEH I E T,

e {hardware-serial | hostname| string string | udi} TiX
hardware-serial (Z—E D ID & L TERET HAA /?"UD 7
N5 % . hostname ([Z—FE D ID & L’Cﬁé?ﬂﬁ“%ﬁ%% v F DK
A NG (FT7HND) &, string string IC—HEoDID & L TER
DTFARN AR T %, wdill—EDID ELTRETD
Unique Device Identifier (UDI) & AJ) L %9,

WZ72b 89

(F)

cns config initial {hostname |
ip-address} [port-number] [event]
[no-persist] [page page]

[source ip-address] [syntax-check]

Cisco I0S A x—7 /M L, #IZEEBEBLET,

e {hostname | ip-address} |2, 27 4 X alb—ary h—10D
IP7 RLUAETIHRA MEANLET,

o (f£EE) port numberZ, 227 4 X2l — g = RDOR—
FEEEANLET, T4 FOFR— FESITL 80 T,

o (BER) REVTT LIZLEDOREDOML., K., 3%
AvtE—UMIC event A 2 —T VI LET,

e (f£%) cns config initial 7 o — /)L 27 4 X2l —v a3 2
<Y ROANFERICE > TT L ST ED NVRAM ~D A )
HEXIAHEMEIT HI21L, no-persist Z AJJ L £ 9, no-persist
F—U— & AN LRWEA, cns config 1n1t1al o~y REMHA
THL, ZORROBRENHHWIZ NVRAM IZEFEZIAENE T,

o (f£E) pagepage |2, FIHHED Web X—V 2 AN LET, T
7 AV ME /Conflg/conflg/asp <9,

o (EE) REILIP 7 RLAIZHEHT 5T
EASTLET,

o (ER) ZONRFA—FEFERALILLEDOHILET =7 T5IC

IX. syntax-check %1 X —7/LIZ LET,
encrypt, status ur/ ¥ — 7 — FEB LW inventory ¥— 7V — F
I, I~ RTADAVT AR U TICERSNET D,
PR—FENTHERA,

. source ip-address

(E)
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avwy R BiY
2797 15 end ¥5HE EXEC E— RIZRED £,
A5 w7 16 show cns config connections a7 4 Fal—vagryo—Vxr MIETAIEREERLET,

ATFv T 17

show running-config

BEE RS LE T,

Cisco I0S =— V= &7 4 B—7/ICT 5HIZIE. no cns config initial {ip-address | hostname} 7
og—N)L a7 4 FXalb—ragy avr REERALET,

WOBIT, AL v FRENDARPDEE (CNS Zero Touch #ERE) (BT BV T — b A A v FOWHRE

DREHEE R LET,

Switch (config)# cns template connect template-dhcp

Switch (config-tmpl-conn)# cli ip address dhcp

Switch (config-tmpl-conn)# exit

Switch (config)# cns template connect ip-route

Switch (config-tmpl-conn)# cli ip route 0.0.0.0 0.0.0.0 ${next-hop}

Switch (config)# cns connect dhcp

Switch (config-cns-conn) #
Switch (config-cns-conn) #
Switch (config-cns-conn) #
Switch (config-cns-conn) #
Switch (config)# hostname

(
(
(
(
(
Switch (config-tmpl-conn)# exit
(
(
(
(
(

discover interface gigabitethernet
template template-dhcp

template ip-route

exit

RemoteSwitch

RemoteSwitch (config)# cns config initial 10.1.1.1 no-persist

WOBIT, ALy FDIPT FLUAPHBHALTWELEDOY E— K A4 v FOYMREOREHEZ R L
%7, Configuration Engine IP 7 K L A (% 172.28.129.22 T,

Switch (config)# cns template connect template-dhcp

Switch (config-tmpl-conn)# cli ip address dhcp

Switch (config-tmpl-conn)# exit

Switch (config)# cns template connect ip-route

Switch (config-tmpl-conn)# cli ip route 0.0.0.0 0.0.0.0 ${next-hop}

Switch
Switch (config-cns-conn) #
Switch (config-cns-conn) #
Switch (config-cns-conn) #
Switch (config-cns-conn) #
Switch (config)# hostname
RemoteSwitch (config) # ip

(
(
(
(
(
Switch (config-tmpl-conn)# exit
(
(
(
(
(

config)# cns connect dhcp

discover interface gigabitethernet

template template-dhcp

template ip-route

exit

RemoteSwitch

route 172.28.129.22 255.255.255.255 11.11.11.1

RemoteSwitch (config)# cns id ethernet 0 ipaddress
RemoteSwitch (config) # cns config initial 172.28.129.22 no-persist

HAREDA 2—TILE

AA v F ETCisco I0S =— Vx> b A X —T /W L TEREE & BtA T AI121E, FitE EXEC ©—

R TROFNEZETLET,

[ oL-8553-09-J
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W CNs EEo®T

avy R

2797 1 configure terminal

ATwF 2 cns config partial {ip-address |
hostname} [port-number] [source
ip-address]|

B
Jsa—s L arZ 4 Xal—var ®T—RelBLET,
ar 74 Xal—vary o=V hEAX—T ML, EWHRE

R L ET,

» {ip-address | hostname} |2, 27 4 ¥ a2l — g =10
IP7 RVAEZIEIARA NG EASLET,

o (EE) port numberZ, a7 4 Xal—T g b= DR—
FNEFEANLES, 7740 FOR— FEFIE 80 TY,

o (EE) HEIXIP 7 RLRIZMHT 2IZ1E. source ip-address
EAILET,

(GE)  encrypt ¥—U— Kk, a~ IO~V T AT

WERREINETH, PFR—FERTHERA,

2Fv 7S 3 end

¥t EXEC £— FIZRED ¥4,

ATwF 4 show cns config stats

E et s
show cns config outstanding

a7 4 FXal—vary o—Vxy MNIBETAERAHRLET,

RX7v7 5 show running-config

BEZ B L E T,

ATvF 6 copy running-config startup-config

(EE) 274 Fal—vary 77 A MCHELRFLET,

CiscoI0S =— V= N &7 4 &—7/WICT 51X, no cns config partial {ip-address | hostname} 7
H—sYL a7 4 Falb—vary avy e LET, MoREz Y HTIZIE. cns config
cancel £ EXEC =2~ > F&EHHLET,

CNS EREDRT

® 4-2 & EXEC ®ReRaX U F

avwrv kR

=]: 5]

show cns config connections

CNS CiscoIOS =—V = v FDOEERHD AT —F AT LET,

show cns config outstanding

BIE SN EIEKRT LT AnzEsy (854y) CNS REICET 2
HHERRLET,

show cns config stats

Cisco I0S =— > = MZBT A EREER R LET,

show cns event connections

CNS ARV N =V =V NOFEROAT —F A 2F R LET,

show cns event stats

CNS A~ | === MeBT B HeaH e R L £ 7

show cns event subject

TIVr—valilioTHT A IATINTAR F =—V =
VROV TV bR EFRRLET,
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CHAPTER

ARALYFDI R34

ZDOETIE, Catalyst 3560 A1 v F 7 7 22 O L ERHICET AL FIEEZHH L E ¥, Cisco
Network Assistant (UL, Network Assistant). Command-Line Interface (CLI; =~ KT A4 A~
Z—TxAR), £IFXSNMP (iG> hU—2&HTr hal) 2FEHLTAS vF 7T AX%1E
. BETEET, BERMARTFIECOWTE, A I~ LT EBBLTLLES N, CLIZ 7 A% =2
U RIZoWTIE, AA v F a~vr R U 77 L 2%2BRLTLLIEE N,

Network Assistant TH A A v F %7 T AZ{ETEETHR, Cisco THEAA v FE2ITL—FLT=
S2=77127252 L EHEEEL $9, Network Assistant (213 Cluster Conversion Wizard BAHE I T
BY, VI7AZEMBIC 2 I 2 =T 7 ICERTEET, A v F IV TALOFEHOAL v F 7T AL
DaI =T 4 BHOWEL S ®, Network Assistant (2B 531X, Cisco.com NHAFTE B

[ Getting Started with Cisco Network Assistant] #ZRL T2 &0,

ZDOFETIL, Catalyst 3560 AA vF 7 T AX ZHNIHHLET, 7T AN, o7 T 2 XI5
L7z Catalyst A1 v FNEIE L TV AGEOEEFECHIRFHE LB LETH, ZILEDAL v FIC
KT 57 T AZBEREDOFEM 2T BNITHIE L TWET, FED Catalyst 77 v F 7 4 —ALIZBIT LT T A
Z OEEE BRI, BUTHIAL v TFDY T =T ar7 4 ¥al—ar HA FEBRBLTIEEN,

ZOBETHATINEZ, ROEEBY TT,

o (RAvF 77 AZOHE] (P.5-1)

o (RAvF 732 EZDTT =20 (P.5-4)

o ICLIICEDAAL vTF 7T AXDEE] (P5-14)

e ISNMP 2L DAL vTF 7T AXDEH] (P.5-15)

BEDORA NERIIR Y T =21 LTT 7 & 2% HIRT 5854 . ip http access-class 7' 17—/ 3L
a7 4 Falb—rvaryavry FEEA LAV EEHERLET, 77 2RAE2HET12F, 7T A
Zavw R ALy FEERTLEZN, FIFTIP 7T RUABRKRESINTNDLA  F—T A A LT
Access Control List (ACL; 7 7% 2 avbrr—L U2 L) ZEHALET, ACL OZFEMICHOWTIL,
#33% TACLICE A%y U —27 ¥Xx 20T 4 ORE] 2L TLLEEN,

ARAYF VDS RFDOHBE

RA 2w F 2 FRENET T ARG Catalyst A4 v FTHEMRINTEY, kK16 A TE £, #H
SNTZAAL v TFIF 1 2O T 4T 4 ELTEHRINET, V7 IFAXNDOAAL v FiE, AAvF 77
APT 7 )P —IlL s T B—DIP 7 RLANLRAS Catalyst T AZ vy 7 AL v F T v b
TA— A THERINTZINV—TEZRELIZD, NT TN a—T 4 T ETSZD TEET,

[ oL-8553-09-J
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B 2197 V5R40BE

AA Y F VT TALTIE, | BOARA v FNLZ FXEZ a2 N X470 FE LTEETILNERDD . Ik
KISEODMDAAL v FINLI FXE XN X FE LTEETEET, 1 207 ZAXE, 16 BLL
DAL v FTHERTHUERSHVET, 75 av R AL vFid, FFAF AN AL vFOD
HE. B, BLOE=XIHEHESNLIE—DT 78X RA L FTT, 7 IFAF AN F, —FIZ ]
DODY TAZIZLPFTBTEERA,

AA v F DT T AZIITIRO L R E 1 H Y £7,

o FMHEBEEA T 4 7T WERN RGN AL ST Catalyst A4 v FOEHENTEET, AA v FILHE
CHATICRETH I, LA V2 FELELVAYI Ry MY —JICHMLTRETLHIZIELTEE
9~ (Catalyst 3550, Catalyst 3560, F /=i Catalyst 3750 A1 v F %, 7 TAZDLA Y 2 A A v
FORICHEBET LAY 3OAL—FZ L LTHEALTHDIEHEAR),

U TR ANF, NI TR GRB LV T AS A" aEET] (P5-4) TR L THLEE
BB T T AL ax B AL v FICER LEd, 2 2T, Catalyst 1900, Catalyst
2820, Catalyst 2900 XL, Catalyst 2950, 35 & (8 Catalyst 3500 XL A1 v FIZxf9 5 & B VLAN
(A8 LAN) ORFIFEEAHRALE T, AA v F 7 FRAFBRIZBITDHINOLD AL v F OFEHME
WL, EUT DAL v TFOY T =T ar74Falb—var U4 RESZRLTIESN,

o UTAK avw RAAL v FICINEMERE T 2L T, a~v 2 K AL v FICEENRELE LZES
THXISTEET, | 2FHIFEBROARAAL, v T XL 2Ny 2 T8 22 NTHRET D EL 7
FAE AUNOBREEERETEET, Z2T7RX5 XNy A=, AKX N, T TAHK 2
VR AL FOIN—TTT,

o SE&FE Catalyst A v FE 1 ODIP 7 RLATEHRHTEET, ZhiZ, BHICIP 7 FL2D¥#K
DROENTWBERICDRENRDVEST, 2 v F V7 TAFZLOBEITTRTIITIAL a<v N A
A vFDOIP T RLATITbILET,

* 5-112, AA v FDT7 T AZIZHIE L TWD Catalyst A4 v FZRLET, FT7AX av R X

A FITBNBEAAL v FBIORT TAHL AN AL oFITLDRNBWVAL vF, EBIT, TRblT

MEIR )T " =T N—=Ta bR LET,

& 5-1 RAYF VIR T7HEELIVI SREADRIEE
AL YF CiscolOS JJ—X 95 RAZ DR

Catalyst 3750-X & 721 Catalyst 3560-X

12.2(53)SE2 LAF%

AUNERFATU R AL v F

Catalyst 3750-E % 7213 Catalyst 3560-E

12.2(35)SE2 L%

AUNREETa~v s R A, vF

Catalyst 3750

12.1(11)AX LI

AUNRFRFAa~vs R AL vF

Catalyst 3560

12.1(19)EA1b LAk

AUNREETa~v R A, vF

Catalyst 3550

12.1(4)EA1 LA

AUNFEFAav R AL vF

Catalyst 2975

12.2(46)EX LLKE

AUNERFATU R AL v F

Catalyst 2970 12.1(11)AX BAK AUNRERFavy R AL v T
Catalyst 2960-S 12.2(53)SE LIF&

Catalyst 2960 12.2(25)FX LIk AURERFavy R AL v T
Catalyst 2955 12.1(12¢)EA1 LUK AUNREEE vy R AL v T
Catalyst 2950 12.0(5.2)WC(1) LLEE AURERFav s B AL vF

Catalyst 2950 LRE

12.1(11)JY BAKE

AUNRERITa<w R AL vF

Catalyst 2940

12.1(13)AY LA

AUNERFATU R AL v F

Catalyst 3500 XL

12.0(5.1)XU LIk

l
!
l
!
!
l
!
AUNERFav s N AL vF
!
l
l
!
l
!

AUNREETa~v R AL vF

Catalyst 2900 XL (8 MB A1 v F)

12.0(5.1)XU LAKE

AUNRFEFAavs R AL vF

Catalyst 2900 XL (4 MB 21 v F)

11.2(8.5)SA6 (%)

AU AL T2

Catalyst 1900 ¥ L O Catalyst 2820

9.00 (-A ¥£7-1% -EN) LI

AN AL Y FREY
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TIT AT VITAY a~vwr KR AL vFiF, AZ N, VTR a<xw K AL vFEFIZT TR
AREBREERFLET, TORD, JITAZEHRETIHILENRNDH Y T,

o ZOHIBRIE, TRTOITAXIZELLET, TI/T 4T IV TAL a~v L R AL vy FITEENBEL
TBE T, JTAY AF N, TN—TWZAAL v TF NI BULHDIHE, HLWI TAY a~<v K A
A v FIE, W7D Catalyst 1900, Catalyst 2820, 35 LU Catalyst 2916M XL D7 T A FZ A /S ZA
FHRHELETA, INEDTTAL AN AL v F ol TAXIZEH ) —EBMT204ER’HD £,

o ZOHIRIX, TRTCDITAZICHEL LET, TIT AT VTAX a<wr N AL v FITEENHK
ELTEU Y LEE, BT 72T 4 7ot DAL v Fidvinze % Catalyst 1900,
Catalyst 2820, ¥ LU Catalyst 2916M XL 7 7 A ¥ AN 2 v F L ERFA, THD 7
TAB AN AL v F &l TARCEH ) —EBENTALERDH Y 7,

RIT 2T 47 2 T7A% a<v R AL vFE0bOREFERT VT 4 TIZhoT258. TOAAL vF
RO FAFBED AL — (XU HIZBIMENTZA L NEET) BT 7T 47 VT7AK a<x v
RAAL o TFNOZIELES, 79T 47 VT7AX A< R AL vFIE, VTAX AZ AL T)—
FIT TRAEBEOA L — R LEELET,
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IP7 LA

A M

INAJ—F

ZAL9F 45248075>=>5 A

IPE#HRE I TAX a<w KR AL v FIZEV Y CHMLERNDLVET, 7 T7AX a<r N 2L v FI0i
BHEOIP 7 RLAZE DY THI ENTEET, 7 T7AFXIZIE, Zhboa~vy RALyFOIP T K
LAENLCT VR ATEEY, VTAX RAZ N, TN—TERETIHEE. 79T 47 VT AH
A R AL TFNBAZ U NATN—TORAEIP 7 RV AEZMFER LT, 77 AX &2EHET 5 LN
HOET, BIP T FVAZERTDE, 70T 47 VTAX a<v R AL v FITEENEELT
AP UNA JFGAR av LV R ALY TNT VT 4T JTAK a<w K AL v FIlhomHAETH,
7 T AL ~DERE TR TE T,

TIT 4T JTAF a<wy K AL v FIBERRELTAZ U NS, JTAF a<w K AL vFRE
DEENZB RN RE, 7T RAZDOT 7R RITIE, AZ AL TA—FORMIP 7 FL AL, #Hil
WT T 47 JTAF avw v R AL T THEZLIP T RLABERATEET,

WATIEH D EFHAN, IP T RLRR I FAZIFIEDAAL v FIZHE VS TCHENTEET, 77
AL AN AL FE, a<v L RAAL v FDIP T RLVRAENLTEHESN, o7 T AHF A8 R
AvFELEBELET, IPT7T RLABREDBTOENTWRNT TAL AN AL vFNREDT T AR %
BEN DG, AU RT Ry AL v F L LTEHRTLZIP 7T FLAZE VY CAOVLENRDHY £9,

IP7 RLADFEMICHOWTIE, F3E (AL vTFOIPT FLABLIRT 740k F—F 7= A OHEY
MT) ZBRLTLIEEN,

JISGAR aAv U R AL FERABO I FAE AUNZIFARA MEEV YL TALETILY EHA, T2
2L, VAKX a<w KR AL vFIZED U TOENTZARA NI, AA vTF 7T A EHNT D0I10%
MNHET, AL VFOFT TN FDOK A NLIT Switch TT,

I TGAZIIAT DAA Y FIZHA MR RNGE, V7 FAZ av L R AL o F T —BDA U NES
EHHEORA NITENML, TOAL v FICEHY Y TES, ZOLHEITT TAXIZMATEAL vFZ
EIEFIATONET, 22 TWIFELIE, A v TR TRAXICENMENEIEEZRELET, &
Z VX, eng-cluster LWHLHODT FAL a~v K AL v FIUE, 5FDDI TAZ AL RNELT
eng-cluster-5 L\ O L HINEI D Y THNET,

ZA TR A MR DDA 7 T AZ~DMARS 7 T X2 b ORGRRE & Z DA RTBMER S E T,

7T AZWRRE . FTATH LT T AZA~DIMARHZZE DA 3% T (5728) kT 2720, 77
AE A9 R AL v TFNHAAL v FIZHA MMERE LGS, TNEZE LA v FIE, HiLn
JTGAEDY FAHE avw s R AL v FOKRA L (mkg-cluster-5 72 £) THWKRA 44
(eng-cluster-3 72 &) % FEXLET, FILWI TAXTEAL v TFORAUREZEZERTTHEE (3
&), AA v FILHIEIOL R (eng-cluster-5) %R L ET,

TITAEDANIIRD AL w FINIRAT—REED B THMLEETH Y FHEA, A v FiTa~v R
AA FDOINAT— REMWEK LTI TAXIZMAL, BLET DL ELZ20EREER LizE EMNET,
v RAAL yFDONRAT— KRR EISNTWRWES, 7 TAZ AN AL vy FIEXV NAT— R
ROVIHEERLET, 7 TR AN AL v FRWRTHDEFa~> RAL v FO/NRRAT— REIFTT,

a<w LV RAAL v TFDNRAY—=RERDZEZRAVNAL v FONRNAT—REREL TCEFOREEZHRFELTCL
oL, VTR av L R AL v T NOLEDAAL v FEEHTE R 2V T, ZOREITA LR
AVFDORRAT—=REAT L AL v FDRAY—RNIETETHEET, AVAZS v FEHEGHL
TH, NRTU—=KZmDa~vy RAL v F RRAT—=RKIUIREV FHA, AL v T %7 TAXITIMAZ
BI%iE, AVARAL v F RAU—REEFE LN EE2HIE L4,
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W CLIZ&BRIYTF S5 READER

IRAYT — ROFEAMZHONWTIE, AL v F~DORIET 7 ADP1E] (P.8-1) 2L T &V,

Catalyst 1900 35 & OF Catalyst 2820 A A v FEAD /AT — FOEFEHIEICHONTIL, ZNHDAA v
FDA VAR —Yay arZ o X¥alb—ay A4 REBRLTLIEE N,

SNMP O3a=74 X LYY

T TGAR AN ALy FIE, WD L HIZa~vwr KAAL »F D Read-Only (RO) & Read-Write (RW)
DHAHIZ @esN #BMLEETaIa=T 4 AN 7 E2KLET,

» command-switch-readonly-community-string@esN : N \ZIZA VR AAL v FOREDAY £7,
o command-switch-readwrite-community-string@esN : N1ZIZA VR AA v FDFEBFNBAY 7,

7T AL a<r K AA v FI2E$ D Read-Only £7-1% Read-Write 222 =7 1 A MU 708 H D
I TAE RN AL v FITIFHRAO Read-Only F 721X Read-Write A UV U 7 2 &S nE 7,

AA v FODAIa=T 4 AR U IHEZORIZEIHBEHY F¥A, SNMPEBELIRaIa=7 1
A MY T OFMTONTIE, 531 % [SNMP OfE] 22 L T2y,

Catalyst 1900 3 L O* Catalyst 2820 A A v F[EAT D SNMP OZEHFEIZONTIE, THEDAAL vF
DAVAIL—=VaryarZ s Xal—vary A4 REERLTIEEN,

TACACS+ & U RADIUS

Terminal Access Controller Access Control System Plus (TACACS+) %7 7 A X AU NIIHET 58
B, T ARTOI TAL AUNIRETIHIVNERS Y 3, R, RADIUS 227 7 A Z A U NITHRE
TAHEE, TXTDITRAE AVNIRET DLENRHY £9, £/, TACACS+ 2 E LTz A N

& RADIUS % E LMD A REFRUAAL v F 7 T AL ITITEMTE EH A,

TACACS+ OFFEMIZ SV TIL, [TACACS+HICE DAL v F 77 v 2A0HfH] (P.8-10) &ML TL
77 &y, RADIUS OZEMIZ OV TIX, [RADIUSIZ LD AA v F 77w 2D (P.8-18) &ML
TLEEW,

LRE 7a274J)L

AA v F 7 TAZZ, HADT v T 7y A NERHT 0T 7 A VDWW S % L7z Long-Reach Ethernet
(LRE) =LA /7’“75%5%—& BREOHEANHEELET, 7T AZD 12D LRE A v FIZAT =

T ANBEHYBTOENTNDIES, 7 TAXNOTRXTOLRE A vy FICbRUTv 77 A L %H
DU THMLENRHYET, LRE A v F %227 T AZIZEBMTBENT, 7T AZNOMO LRE AA v F
DRICABEZe 77 AV EHFALTHNENE I DEERL TSN,

7T ABNICERDEANT e 7 7 ANV EFEHLTWS LRE A v FHBIESEDLZLITTEET,

CLIICKARARAYTF VS RIDEE

JITAE avw L R AL v FIIa A THIEICEV,. CLINS T TALE AN AL v FEHETE
¥, rcommand =— 9 EXEC 2~ FBLWI TAZ AN AL v FFZFEANLT, (2 V—
JLE 721% Telnet #ikt 2 f2Hm L C) Telnet B> a VAP L, 7T AZ AN A v F O CLLIZT 7
ALET, I RN E—RNBREHFIN, #@F ELBDVIZCiscolOS a~v 2 REFEHTXL L 512720
F9, VTAE AN AL T T exit i EXEC a2~ REANTHE, a2~ K AA »Fd® CLI
WZRY £,
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SNMP [2& 33X vF 4524202 M

WL, a<> R AL v FOCLINBA LN AL v F3lzalA4 560587 0ET,

switch# rcommand 3

AN 2L v FBENRFAOEESIT. 752K a~v K 2A v F T show cluster members &
EXEC a~> FZ AN LET, recommand 2~ FEBIMLOTRTHDI T AKX a~< 2 RIZHOWNWTO
FEME, AA v F a~wr P U775 L AEBRLUTIEE N,

Telnet ty v alli, 77 A% a<x KR AL v FERICHERL L TAL N 2L vFO CLIIZT 7k
ALET, Ok, CiscolOS a~ > REBHEEBVIHEHTEET, A vTFD Telnet vy gD
REFMEZOWTIE, AT —=REEOT ¢ E—7 11k (P8-5) ML TIZIV,

Catalyst1900 35 L Ot Catalyst2820 ¢ CLI (2B 2 & S 3 1H

AA wF 77 AZIT Standard Edition ¥ 7 b U = 7 A3EE) L TV % Catalyst 1900 35 & UF Catalyst 2820
ALy FRDDGEE, 7T AX av K AL v FOHERL~LIR 15 ThiuL, Telnet & v v a VIEHE
FaryV—N (Ama—FRA v E2—T 2 R) T 7 BALES, VTRE a~v R 2L vFOWH
R~V 1~ 14 THIIT, "AT—FOANEZERT LT 7 FRFRESN, ANERICA=2—
I =T I EATEET,

av R AL v FOHERL L E | Catalyst 1900 35 L O Catalyst 2820 7 7 A X A LN A A v F
(Standard ¥ X O° Enterprise Edition ¥ 7 + 7 = 7 2 8)) & ORIGEKRIT, ko LB T,

o ATV R AL YTOMERLSNVB 1 ~ 14 DFE, 7 TAZ AN AL v F~DOT 7 & A IHR
LU 1 TiIThbivET,

o AV U R AL vTFOMHERLILN 15 DGE, 7 TAX AN AL v F~OT 78 A THER L~
15 TITbhET,
N

()  Catalyst 1900 3 X O Catalyst 2820 @ CLI i%. Enterprise Edition ¥ 7 U = 7 3% #H L T\ 5
AA TR THEHTE £,

Catalyst 1900 I3 &L O Catalyst 2820 A A v FOFHEMIZONTIL, TNHDAAL v FDA L AR —TF
varzaXalb—vary A4 FESRLTIEIN,

SNMP IZ&HRAM Y TF V5 RFDEH

AL v T ORMNOEEBIFCEY N T v 777 0 8BHLTIPIEREANL, BRENTZa 7 o
Fal—TalrERALEES,. SNMP i34 X—7NVICERESHTWET, By b7 o7 Fa s oA
ZHEALTIPEREZASI L TORWEAIE, SNMP (34 X2 —7 AL TiEdH Y T8 A, TOHEAIL.
[SNMP Oi%E | (P.31-6) OFHBAICHE ST, SNMP %4 1 —7/VIZi%E L £ 7, Catalyst 1900 3 L8
Catalyst 2820 A A v F Tix, SNMP i35 7 4 /b b TA F—TIICHESN TWET,

I IARENERT DL, VTAX av U R AL 9T BRI TAR AN AL vF & SNMP 77V &r—
varBloAve—URWEER LET, FTAX av L N AL vFLEDITRE VT MU TIL,
7T AL aw K AL v T ETHRYNCERTE S 7z Read-Write 3L U Read-Only =3 == ¢ A KV
VTN T TAE AN AL v TFEKE (@esN. NIZAA v TFHE) ZEMNML, SNHDA RN T %7
TAB AUN AL o FIEBHELET, VI7AZ avr RAL T, Z0aia=r1 ALY T
ZHEHALT, SNMP BHAT = a7 TAHK AN 24 v FBT, get, set, F5 XN get-next
A=Y OIREEHE L ET,
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W SNMP I2&3R1 v F 4S5 REDEE

N

(E)

JIGARE AR N, T—TERETDE, 2—FREMNRNIBIZI TAZ a<w K AL v TN
EREINDHENRHVET, VTAZIWILITTAE AZ N, T—TERELTWHE/RIEL, 7T A
H awy R ALy FLOBEITIE, RPICHRE Sz Read-Write 38 LU Read-Only 2 =2 =7 1 A
MY T EFBHLTLIEIN,

TITAB AR AL yFIZIP T RLARF DB THENTHRWEA, X 5-8 IZRT L5, 7T A%
AL R AL FIEITTAE AVR AL v FNLD N T v TEEHRAT—va itV A4 L7 FLE
Fo VTRAL AN AL yFIHEMOIP 7 FLABEGAI2=T 4 AP I7REYETHRT
WHBE, FDITFTAE AN AL vFII I TAZ avwr N A v FEFEHET, BHAT— 3
WEE N v 72 RETEET,

TTAR AN AL v FICHEADOIP T RV AL aIa=T 4 AR U IREDBTENTWDEIFE,
JIGAE aw U R ALy FILLBT 7 2AOMIZ, TDOIP T KL AEaIa=7 4 AM) T HfE
AT&xEd, SNMPBLUaIa=F 4 2 U U ZOFEMIHONTIE, 31 3 [SNMP O#E] %
ZIRLTLEEN,

5-8 SNMP IZ& %V 5 X4 EH
SNMP ¥ 2 — AR RAYTF

A—
‘4 F5vT1 b5vT2 #5978 g?
. i

33020

ANn—1 AN—2 A/N—3
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CHAPTER

A1 YFDEHE

ZOFETIE, Catalyst 3560 AA v FZFHT 57200 1 BIRY OFIEICOWTHALE S, Z0ET
MBI 2NEIT. kD LB TT,

[ 27 AAKOEE] (P.6-1)

[P 2F 28X T a7 Fo#RE] (P.6-7)
[ F—DAFr (P.6-10)

IMAC 7 RL A 7—7 VD& (P.6-12)
TARP &— 7 /L& 8] (P.6-23)

VAT LBROEHR

Network Time Protocol (NTP) 72 FoHEIRRESFRX, FE3TFEREFKE2HEHL T, A/ v T
AT LAHEEEEHLET,

N

(F)

- =
—

THAT 23~ RO X O A BEOFEMIC W TIE, Cisco.com (28 5 [Cisco I0S

Configuration Fundamentals Command Referencel %ZH L T 7ZE0,

ZITIE, ROBEHBFRIZOWVTEHLET,

v27 5 7vay 7o) (P.6-1)
INTP O#i%] (P.6-2)

INTP X— = > 4] (P.6-3)
[FHTOHREOKE] (P.6-4)

DATL OO DBE

BV —EADOHPREERDDIFIVAT A 70y 7T, 207 By JIFV AT ARAL =T v 7L
BRI OREE L, BREZERFT X7 LET,

VATFA By TIE, ROV — AL VHRETEET,

NTP
FBE
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W  zx7LABOEE

NTP O#f %

VAT AT ay 7L, ROV —ERIRKEL R L E9,

o —H%® show 2~ K

s BIUBIVOT Ny Avk—v

VAT A 7 vy 7L, Universal Time Coordinated (UTC; W@t i) (B4 Greenwich Mean Time
(GMT; 7'V = v VHEHERE)) [ZHESW TV AT ANEORLZHE N T v X7 LET, n—h DX
AL V= BLOEREMICETAERERET DI EICEY, AR —ILDX A L —IZn L
TIEfEICR TR ESND L HICTEET,

VX%A7D/7 W, BEENC GRS H S E 90 (DF Y, FEHEHTEIERRZEINDIZ AL V—R

WL THRHEZINBEEINTWNDD) ZHEFFN T X7 LET, EEEORWVEAIT. BENIFE AR
FOUTEMAINL., BEESNETA, FREBERICOVWTE, TTFEITOHREORE] (P.6-4) 25 L
TL7EEW,

NTPIZ, *v U —7 LOTF A 2 OEEZ ORI E B IZEREF SN T\WEY, NTP X UDP T
FL. UDPIZIP ECTBEIL 9, NTP i RFC 1305 ICHE SN TWET,

NTP * v hU—2Z38%., V4 7a v s R84 L = NCER SN2 Y, BETE 4
ALY — xﬁ%%@ﬁﬂ%ﬁ LEd, 0%, NTP Iy hU—2 12 @ﬁﬁ%Mhbif NTP
TEDLOTHRNT, 1 DRI L Xy FEFHTL7E0 T, 2680734 2% 1 2 UBLRNIZFESME
TEET,

NTP %, X AFZ54 (BE) EVWSBEEFERALT, BEHTELX AL V=R LT A ZANEERLTH
ABNTP Ry 7% LET, ANTHL L XA L= N2, T4 70y 7 F3R R A ER
BHsnTBy, ARTHA2HAL Y — I, NTP ZHEH L TA NI X L1 XA L —r\)nBERA
FEAELET WUBOA NI X ALEETT), NTP B3BEIT 257310 AL, XA L Y—RAELT,
NTP ZfiH L CiBfET DA T X LEBENR/NDT NA A BEIPIGRIRLE T, ZOHIEIIL- T,
NTP KiZlEd(E O BERARAE Y U — 02 RICHEE SN E T,

NTP CiE, LS TORNT S A L RBHE LAV 2 &1 Ko T, BAIBER TR T /S A &
DRBHLEE £F, £io, NTP T, HROF /A 20 HlE S AMAZKELT, 2 L7424
DEHDNE L Th, BRABMOT A 2 & RIEICRRDT A 2 L FRBELEEA,

NTP BBENT 57 A AMO\E (7Yx—292) 13, BEHFHICRESNET, &7 /31 I
. 7Y = a VEERTRETRTOTANAADIP 7 RLAREZ b ET, 7Y o — 3
YORT LIRBTNAAMTNIP A v — V2T 52 LI2L - T, EfERREZ QMR A TR 72
DET, L. LANRETIE, ROVIZIP 7r—R¥y 2 b Avtk— y%{ﬁ)ﬂﬁ‘éiﬁ@:NTP%
RECTEET, FT A R%, BIZT R —RFX ¥ AN Ay —U%EZETLH IO CHRETIEL W
DT, ZTORBFRICE > TREOEH I PEMENET, 7L, ZOHAEIT \%$®ﬁnu~ﬁ@
R G ET,

TNRAALTCHERFSNDIEZIT, EERY Y —ATT, NTPOvx= U7 ¢ BREZHEH LT, RIEM
TREEADNE > ThHWITEBERICERESN D Z E#BIE LT EEn, 727EA URX MMM L TH
R 2HFRBL O EALRIEA D= R LD, 2HEHDA D= R LS HHTE £,

VAGDONTP CTEARTZ L1 F—EREZHR—=FLTWRWDOT, 7VF 71 v 7 3R
W CE R A, XY N OZY—E 2, IPA >V F—F% > h EDORXT Y » 7 NTP H—30
LRETDZ L EHLE L £,

X 6-1i2, NTP 2+ 25—ty NU—2 B2 R LET, A1 vF AL, NTP +— R £— T
HELIZAAL T B, C, DONTP ~AHX—TF, A vF B, C. D L AA vF A LORIZITY—
NTIVE=va PRESINTHET, AL vTF EF, Tv7AM)I—A AL vF (AL vF B)
BT AR =L A vTF (AL vFF) ONTPET L LTHRESNLTWVET,
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vzrLERoEE A

6-1 —iRE9%: NTP Ry b 7—9 DERL

g??\'f‘y?-A
Oo—AIL
D=5 )L—"7

H—/N\

=N
'EI gvx«r\ﬁs g7x4‘ya°o szm
= . .

A

A

vFF

:hz

\\

7

_/'/ _/'/_

J—OXT—3>

N

101349

Xy NT—=IRBA =y NBUIVEESNTWABEE, Y A2Aad NTP IZX» T, FEEIC, o
ji/f'fﬁ*”%f%;” LTWBIZH b bd ., T4 A NTP 2 H L TR L TWb L9 icEifExr
BRETEET, MoOT A ZE, NTPIZXE Y ZoF 1 2Rk Ean x4,

BEDLZA LY —=ZA0R b S%EE, NTPIZHIS, KVEEERS L & RashEd, NTP ORLNI
D7 K 2 REZ E%Liﬁo

HAEDERA RN AT LICNTP V7 b =27 ZMAIALTND A—D—03tdH 0, /2. UNIX A
TLEAHON—=T a vRFOIREY 7 F =T 6 RICAFTEET, 2OV 7 =T I2L-T, FXA
r AT AHEFENFEE LS E T,

NTP A—a > 4

NTP "= g v 413 AA v FICHELE L EF, NTPv4 |Z NTPv3 OILE/N—2 2 > T, NTPv4 (3,
IPv4 B LU IPV6 44— b L, NTPv3 & FALAHMENH Y 7,

NTPv4 [ZIXROBEREDR B 0 F 77,
e IPv6 O FR— |k,

e NTPV3 k0 EWESF=U T ¢, NTPv4 71 b 2/bid, AR —REE{bi L OME#RE X509 GEHE|C
HANWrFEXa2UT 4 7L—2U— 7 2L F 4,

o Xy NU—7 ORI SHIEE O BENEE, NTPv4 1. BED~ILTFFyv A~ L —72HHL T
P—NOMEEE BEICHEL T, HLEWFHEa X b CTRLESWVILABELZEZTLEST, 20
KEBETIZ, A ha—Dh L IPV6 =L F X% A~ 7T RULANMERAENET,
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W  zx7LABOEE

NTPv4 D% EDFEHIC W CIX, [Cisco I0S IPv6 Configuration Guide, Release 12.4T] @
[Mmplementing NTPv4 in IPv6] OFEZZRL T L X0,

FHTORBORE

MDF ALY —=ZANEHTERWVWEEIE, VA7 20FHEEE%, FEITHRAHRETCEET, AL,
WIZV AT L aHEHTLETERTT, FEREITREOFRLE L THEMNTLIZLE2HELES, 2
A v FaRYPETE MY — 2R HL55EE, FBITUAT A 70y 7 2RETLLETHY £
VR

I T ROBEHFBRICOVWTHALET,
o [ RF L ImyrDERE] (P.6-4)

o [ARFREDNFER] (P.6-4)

o [Z AL Vy—roiRiE] (P.6-5)

o [HFHOE] (P.6-6)

DRATL VAV DEFE

Fy MU —27 EIZ, NTP =72 EFORAV— 22T 208 — AN 2556, FEITUV AT
Auay I ERETDHOLEILY EHA,

VAT A Iy 7 BRET DT, K EXEC E— FTIROFIEZETLET,

avwvF BHe

RAT97 1 clock set hh:mm:ss day month year KONTNID T +—~v NC. FEITUATA 70w 7 52REL
s L
clock set hh:mm:ss month dayyear o hh:mm:iss 1ZIL, H%EZIJ%E%EFHEJ (24 H#Fﬁﬁﬁ;ﬁ)\ 97 *&T*E‘E L=

T, BEINTRFANL, FRESNTFA L Y —ZHESEET,
e daylcit. MADHAMTHEEELET,
o month 12X, AZAMITRHRELET,
o year i, FEWELET (FICT4HTHEE),

W2, VAT L 70y 7 ZFENT2001 £D 7 H 23 BHFH 1 K32 IR e 502 R LET,
Switch# clock set 13:32:00 23 July 2001

HEFFREDRT

HEFOREZF/RT HI21%, show clock [detail] ## EXEC a2~ R&EfH L £,

VAT A ZuayZiE, FEEERHD (EMTHDLEEFELLND) DE D NERT authoritative 7 7 7
EHEREFLET, VAT LA I I RNHAI T V=R L o TREENTWABEAIX., 77 7 2RE
LET, BABGEEEORZVWLOTHIGAIT, BRAMTEIERAESRET, Z7ay 7B EHTE
9. authoritative 7 7 7 b EINTWRITIUL, BT ORZANEHTH, 77373878 rmny s b
RFALRNE I LET,
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v27LER0EE B
show clock DEROFNCH HFLFIT. WOBEWRH Y £,
o FIRFIIEWTEEEA,
o (ZER)  WRIIEECTEET,
o HEENIEECTEETN, NTPIERIH L ThERA,
AL L J—2VDETE
FETHAA L Y= Z2FET DL, i EXEC £— FTROFIEZEITLET,
avw vk B#Y
X797 1 configure terminal ra—nN) ar7Z 4 Xal—vay T— NE#EBELET,
ATvF 2 clock timezone zone hours-offset BA NS = ZBELET,

[minutes-offset]

AA w FIINEEEZ % UTC TEHET A O T, Zoa~<y RidERE
HWOHER L OFE TRAZHE LGSR THERLET,

o zone |ZIE, EEMERFMINIEITINTND EZIIEKREND XA L
V= /OD%HIJ%/UJL?;H* F 7 3V hDOERET UTC T,

o hours-offset 121, UTC L DOWZEE AT LET,
o (EE) minutes-offset 121X, UTC 2605725 AJILET,

A7v7 3 end $5H EXEC £— FICR D £,
RXTv7 4 show running-config BEEERLET,

AT7v 7 5 copy running-config startup-config |(TF) a7 4 Xal—i gy 77 ANMIIERE

ERIFLET,

clock timezone 7' 2 —/ )L 227 4 X a L —3 3 a~<r RO minutes-offset 22551, BHD % A A
V=& UTC L ORFENRDHENTHAGAEICHATEET, &3, A FFREERFEDODH B XK
DX A 2 v —> (Atlantic Standard Time (AST; KPEFHELEHERF)) (X UTC-3.5 T, ZOHE, 313
R, 513 50% 2 EHRLET, ZOHA,. S©EBRa~< 2 NiX clock timezone AST -3 30 T,

L% UTC IZRET A121%. no clock timezone 72—/ 3L 27 4 Fal— gy a<vy REEH

L/ij‘o
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N xFLEROEE
SRREDETE
AR E DR B I E R 2NBRAA L TR T 2 M ERF R 2 B¢ E 9 21213, ##E EXEC £ — F Tk D
FhE 2 51T Li*ﬂ
avyFk B

AT797 1 configure terminal rsouo—r ) ar7 4 Xalb—vary T—FEBLET,

ATwF 2 clock summer-time zone recurring BEEELEZEACHEBEBIOK TTA L ICERMZZTEL 7,
[week day month hh:mm week day EERIET 7 40 FCF T B ST ET, T A —
month hhimm [offset]] % 73 L C clock summer-time zone recurring Z$5E 3% &, EHFH

D= UTKE DN —V%ET 7 40 M LET,
o zone \[ZiE, EFFHINMAT SN TVD EEIIRRENDF A A
V= D4 (72 21 PDT) # A LET,
o (IE) week|ZiX., HOMBEDNEEELET (1 ~5, izitlast),
e (EE) day ZiE, HEHZIEELET (Sunday, Monday 72 &),
e (EE) month 12X, A%$EELET (January, February 72 &),
o (EE) hhimm i3, Wl &R 24 RERERD) &0 TREL £,
o (EE) offset 1Tix, HEHIOM, BINT 5200 EHELET,
7 7 v MEIE 60 TY,

ATvF 3 end F5#E EXEC E— RIZR D £,

RXTv7 4 show running-config BEEEBLET,

ATv7 5 copy running-config startup-config EE) =2 74FXalb—vary 77 A VIIREEREFELET,

clock summer-time 7' 7 —/ N)L 27 4 X2 L—3 g v awr RORIIOERSY TIEE B o B 14 1
. 2HZBOOES TR TRMZEELET, T XTORLE, SO X A4 5 V' — 2R LTV E
T, BRAARFREIAEHERE 2 JEUEIZ L QU R, # T IRER iﬁﬁfﬁ%%ﬁ’@ LCWET, BmABKTHX
D#%EDOEEE, VAT AT PRIV D ERARINET,

W, BRI 4 ADOH —HIED 2B EY . 10 ADOKREABED 2 KK 5 K ) IRET 61 %
R~LET,

Switch (config)# clock summer-time PDT recurring 1 Sunday April 2:00 last Sunday October
2:00
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Z— WO FEEMI O BRI BN ERR 3% — A7y (ROERFE O A X2 N OEME HRF 2 7% T
T5) Sa1. ¥ EXEC E— RCKROFIEEXETLE T,

avy kR

B

b &

configure terminal

Jua—)L ar7 4 F¥al—yar EB— RREelBLET,

ATvT 2

clock summer-time zone date [month
date year hh:mm month date year
hh:mm [offset]]

Fx

clock summer-time zone date [date
month year hh:mm date month year

OO A TRFRBGO AfT 2, 2 FOO AA TR T O AT 2 B0E
LET,

BT 740 T 4 E—7 VIR ESNLTOVET,

o zone |ZiE, ERFHIBHITSNTWD & EIZRRENDZA L Y —
D4 (72& 21X PDT) AN LET,

hh:mm [offset]]

o (IE) week|ZiX, HOMADNEEELET (1 ~5, Eizilast),
o (TE) daylZiX, HEHZHELET (Sunday, Monday 72 &),
o (ER) month 2%, A%$EELET (January, February 72 &),
o (EE) hhimm i3, Wz R (24 RERER) &0 TREL £,

o (LE) offser\Tix, BN OM, BINT 5008 EEELET, 7
7 4V MEIE 60 TT,

ATvF 3

FHE EXEC £— NIZR Y £75

ATv7 4

show running-config RELMBLET,

&

copy running-config startup-config | (L&) 2> 74 F¥al—T gy 7y A VIR EXRTFELET,

clock summer-time 7' 7 —/ N)L 27 4 X2 L— g v awr RORIIOERSY TIdE B o B 14 1
. 2HZBOOESTIIR TRMZEELET, TXTORLE, SO X 4 5 V' — 2R LT E
T, BRAARFREIAEHERE 2 JEUE I L QU R, # T IRER iﬁﬁfﬁ%%ﬁ’@ LCWET, BmABKTHL
D#%EDOEEIE, VAT AT PRIV D ERARINET,

HWMZT 4 & —7 1129 51214, no clock summer-time 7 20—/ %)L 207 4 ¥ a2l — g a<w
FEERLET,

Iz, AR 2% 2000 42 10 A 12 HO 2 FREZAAE D | 2001 24 H 26 HO 2 RFICHKD D L 5
LR LUET,

Switch (config) # clock summer-time pdt date 12 October 2000 2:00 26 April 2001 2:00

IH

_§—«

DATLEBEUVTAVT FOEE

AA VTV AT LA EHTE L THRHELET, 7740 Tl VAT ALABLOT v o7 ~id Switch T,

VATA T NERELTOWARWESIT. AT LADRPID 20 XFEhR AT L Tar 7 e LTHE
FALET, KRVEE &) MIMEhET, YATLIARNEFEIND L, a7 MIEFRSNET,

ZZCHERT D vy ROMIE L OMERFIEOFERIC DWW TIE, [Cisco I0S Configuration
Fundamentals Command Referencell 33 X O [Cisco I0S IP Command Reference, Volume 2 of 3:
Routing Protocols] %S L T 7230,

I T ROBEFBRICOVWTHALET,

o [FIXNINDVATLILBIOT r T FOFE] (P.6-8)
o [T AT 24D E] (P.6-8)

e [DNS O#%| (P.6-8)

[ oL-8553-09-J
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W  xFLaBLUT0VTFORE

TIAIWNEMDVRTLEE IV TOVT FOEKE

FTITFNV DAL v FDUVAT IHBLORT 007 Mid Switch TY,

S,2 = s
VAT LEBDRTE
FETUAT L4 ERET DI, FiHE EXEC E— FCROFIEZETLET,
avwv R B
ATv7 1 configure terminal yua—rg ar7 4 ¥al—ar B— RERBLET,
ATwv7 2 hostname name TFE T AT LLERELET,

T 7 F v R EVX switch T,

4871 ARPANET R A R4 DA —VIZREI MERH D 3, =0
=L TIEHBA ML FETHEDY . XFFEREETTRDY, £
ORI T, BF. 34 7o LR TE EH A, 4RIIC
L 63 X FFECTHHATEET,

ATY7 3 end He4E EXEC £— FICRE Y £,

ZX7v7 4 show running-config REARLET,

AF7w7 5 copy running-config startup-config (FE) av74Xal—ay 774 NMIEEXIRGFELET,

VAT AR ERETHE, VATA Fa R LTHERESRET,

T 7V hOFEA MLIZETIZIE, no hostname 72— L a7 4 Xal—var avy REHH
LET,

DNS DO#IE

Domain Name System (DNS; KA A ¥ x—2A VAT A) 7' banid, ois —4%~—2 DNS %
fEL., ZHNICEDVFEANEZIP T FLAZ v B I TEET, A vF LIZDNS #RETDH &,

ping. telnet. connect 72 XD F X TD IP =2~ KX, BE T 2 Telnet ¥R — MMRERRZ, TP 7 L
ADRDVICHRA M EEATEET,

PICEoTEHEINDIBEEHOMATNTIE, T REGHEIIERAL U TCHRETEET, FA

AHORGIY ELTE, BUAFR () 2EHALET, 22X, A2 AT AXE, IP Tcom &
WD RAAL B EINDPEEMBR DT, RAAL YA cisco.com £ 0 T, ZORAALHNOD
BEEDTNA A, 72 ZIXFTP (77 A VHRET v b a)L) AT A, fip.cisco.com TEINET,

IP“CiF\)‘%/%%F?/f‘r/ﬁ‘?‘ét W2, RAAL Y F—A P —REWVHIENERSNLTNE

To RAA Y F—2 —RORENL, AP SIPT RLA~NDY B T 2%y v o (ER1EFT7—
A=) \ITR(ETHZ LT, I\%%/%’EIP?’]\VX ey BT AR, £, AR N E
BHRL, Xy hT—7 BIZHEHETHHX—L P—1"ZHEL, DNS &4 x—7LIZLET,

ZIZTE. ROBREFBFHRICHOWTHHALET,
e IDNS ®»F 7 4V hi%E] (P.6-9)

« [DNS ®%E ] (P.6-9)

e [DNS O EDFER] (P.6-10)
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DNS OF 74 JL FEESE

# 6-112, DNSOF 7 3V bR EZRLET,

P27 LEBEUTovTrome B

® 61 DNS 7 7+ )L F&E
il T4 FERE
DNS A X —7 )b 25— | A F—T )L
DNS 77 # /L b RAA 4 R E
DNS #—° Fo— P —RDOT R L ARREE
DNS DO
DNS ZfiH4 2 K2 IZAA v FaRET HI21E, FtE EXEC £— FCROFIEEZFITLE T,
avyFk B
X797 1 configure terminal Ja—r ar 7 4 ¥al—ay e REEBLEST,

AFvF 2

ip domain-name name

RIEFMORA M (Fy MyE 10 BRI R AL VLD RVART %
TR IED=DICY T V2T BNEHT L, TTFN D RAAL
LEEHRLET,

RAA 5 RIEEFOXRINDXE D -DIEH SN D RIOE Y
F RIFANRNTLIZE N,

EEIRFICIE R A A VAFRESNTWETAD, BOOTP 721X
Dynamic Host Configuration Protocol (DHCP) ¥— 35 2 A > F
Ay 74 Xalb—va rERGLTWOHEAIE, BOOTP £72i%
DHCP =N Ko TT 74NV FD RAL VARRESND Z LN
HYET (= NZZOFRPFRESNTVDEE),

AFvFT 3

ip name-server server-addressl
[server-address? ... server-address6]

1 DFEFRERDOF—H F—ROT7 RLRAEFEELT, 4HiBLO
7 R ADOfFRICHERLET,

WK 6 DDOF—H —NERECTCEET, EV—"T FLRATA
NR—2ATRYIY £F, HINEESNTZY =B, T4 <Y H—
NTT, A T, &I TTA~Y $— N DNS 7= U —% ik
fELET, TV —RRELTEGAEIE, Xy T v 7 H—NZ
s ) —RNEFEsSRET,

AFvT 4

ip domain-lookup

(fEH) AA v F LT, DNS R—2ADOFA FDT KL A~OLEHE
£ X—=T M LET, ORI, 7740 bTA =T VR
EhTunEd,

ZI—HFDORy NT =7 FTNA AR, ARIOE D Y TEHIETE 220
Fy NI =T NDOTNA R EHRT HNER D DGE, T u—b
AV E—Fy bOF—I 7/ (DNS) AL T, =—H%F0
TNA R —BITHBNT 2T NA AL EBICEID Y THZ ENT
xET,

ATv7 5 end ke EXEC T— RICR Y £,
AF7v7F 6 show running-config BE AR LET,

AFwT 7

copy running-config startup-config

(EE) a7 4Fab—vary 77 A VICREZRIFLET,

[ oL-8553-09-J
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AAFDOIPT RLRAEZZEDKRA M ELTHEMRTI2HEIE. IP T FLUARFH S, DNS 7= U —
FHRAELEEAL, BUAER () RLUTHRA MMER Tfﬁhék EVF L ZRICHS T 74V D
RAAL BB ARAR MHIZBIIE T, ZDO#% TDNS 7= U =23 ThiL, 4Hix IP7 LAy BV
LET, 774/ EDRAAL U4, ipdomainnameﬁ‘n—/\‘ﬂ/ a7 4F¥alb—varyavr R
RS TRESINDETT, RA MLV AR () o556, CiscolOS Y7 b U =7 1E, FA
NAZT 7 40 S D R A A 4% BN IPT]\VX’S:*@—ﬁLin

KA A & ZHIBRY 121X, no ip domain-name name 7 2 —/3)L 227 4 Xal—v gl avwy R
ZERALET, X—LH =07 FLA%ZHIERT 511X, no ip name-server server-address 711“—/\
NarZ 4 Falb—vary avry REFERLET, A4 v F EODNS 27 4 E—7 T DI

no ip domain-lookup 7 o — )L 27 4 Fal— 3y a<r A LET,

DNS DOFEED R T
DNS % EE#H % £ 521%, show running-config #i# EXEC 2~ FEHEH L7,

Y >
\F—DERL
Message-of-The-Day (MoTD) RNF—8 L A > RF—%ERTEE£T, MoTD RN F—iIn /A
VRFICHERE L TV DT RTOMAKTERIN, TXTOXRy hT—7 a—PFIEBOHL A v -V
(AT LDV Yy T TERE) ZFET D OIERNTY,
a7 Ay ANF—b L TNDTRTOHAKTRRAINET, BARINDDIE. MoTD N F—D%
T, vl A4y Tar7 vBRRRINDHATTT,

GE) ZZTHEMTL2a~vr FOBE IO FIEOFEMICOWTIE, Cisco.com (28 2D [Cisco I0S
Configuration Fundamentals Command Reference, Release 12.4)] #Z L T 72& W,

I T ROBEFBRICOWTHALET,
o INF—DOF 7 v Tl (P.6-10)
e MoTD r 7 A v RF—DFE] (P.6-11)
o gy RFP—op%E) (P.6-12)

NF—DTITHI FERE

MoTD B LU 7 A v NP —TREINEE A,

Catalyst 3560 R4 vF YI box7 av74Fal—S3v HA K
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nr—orx 1

MoTD O 4 > /\F—DE&E

I—PNRASL v FiIZal A v L E &I, MEICERIND 1 ITERITEEITOA v =V —%1E

MoTD v 7' A v NF—%FET HIZIE. FE EXEC E— R TIROFIEZFEITLET,

avvk =]:5)
AT 7 1 configure terminal sa—)ar7Z 4 Xal—var Ew— FEBBLET,
AT7w7 2 banner motd c message ¢ MoTD N F—#%EELET,

c i, EEOXYID XF, =& ER Rids #) #ANLT,
Return F—%#H L £7, KUY XFEAAFT— THFAMOMHEY L&
boERLET, KbV ORYY XFTORADLTFITEEINET,

message |Z1%, 255 XFETONT— Avtt—V %A LET,
Av—UNICIERY Y XFEEATEEEA,

2797 3 end ke EXEC £— FIZED £,
A797F 4 show running-config BWE TR LET,

ATwvZ 5 copy running-config startup-config | ({£3%) 2> 7 4 Fal—Tar 77 A VICRELRGELET,

MoTD N F—%HIET 5121Z. nobanner motd 72— )L 27 X al— gy avy REFH

LET.
w2, R Rty () 2B IO TOXEIY X7E LTHEM L. A1 v F O MoTD N — %2R iE
THHERLET,

Switch (config) # banner motd #

This is a secure site. Only authorized users are allowed.
For access, contact technical support.

#

Switch (config) #

W, HIOREICE D RRENTAT =D 2R L ET,

Unix> telnet 172.2.5.4
Trying 172.2.5.4...
Connected to 172.2.5.4.
Escape character is '~]'.

This is a secure site. Only authorized users are allowed.
For access, contact technical support.

User Access Verification

Password:

Catalyst 3560 R v F YI r 97 avI4F¥al—>ay HAF
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F6E RMvFOEFE |

B MAC7FLR F—TLOEE

O454 Y I\F—0DHKE

SN d _RCoRTe A4 0 NF—RERINDEICHETEET, N —DBRKRINDHOD
X, MoTD N F—D#% T, v /A4y a7 "RERINDEITT,

s A N F—ERET DI, B EXEC E— R TROFIEEZFEITLET,

avvk =]:5)
AT F 1 configure terminal sa—)ar7Z 4 ¥al—var Ew— FEBBLET,
AFw 7 2 banner login ¢ message c 0y AvE—VEEBEELET,

clZiZ, FEOREIY 7, & 21ERV FiEs () 2 AN LT,
Return F—%#H L £7, KUY XFEAAFT— THFAMOMHEY L&
boERLET, KbV ORYY XFOHRADLTFITEEINET,

message \Z1%, 255 XFETORIT A Ave—TEASNLET,
Ave—UNICIERY Y XFEEATEEEA,

2Fv7 3 end

4 EXEC £— NIZREY £7°,

A797F 4 show running-config BELATERLET,

ATwZ 5 copy running-config startup-config | ({£3%) 2> 7 4 Fal—Tar 77 A VICRELRGELET,

074y NF—%HIRT 512X, no banner login 72—/ )L 207 4 X2l —Tay avwy Raff
ML ET,

KIT, FAREE (8) ZBAB LU TOREY XFE LTHAL, 2 vy For s A v NF—2®iE
TLHE R LUET,

Switch (config) # banner login §
Access for authorized users only. Please enter your username and password.

$
Switch (config) #

MAC 7 FLR T—JI)LDOEE

GE)

MAC (AT 47 7/EA arrag—iL) FRLAF—T NI, AL v FRKE—F EDO LT 7 4 >

THREIZHEHT 27 FLAERPEENTVET, 207 NV R T—7NIIBE SN TXTD MAC

T RLRIZ, 1 DFEFRIEFEROR— MIFHELTWEST, TRLA T—7 AR EENDLT KL A 2 A4

I, OO H Y F,

o HAFIvI TRLR: AL v TFNFHL, HHINRL oo TR & 72 2245 5¢
MAC 7 FL &

o RET 4wl T RLAR: FETASIN, MIBUINIZR LT, A4 vFOU -y MFIZHHEES
Ngna=xy A MELIILTFY AN T LR

7 RVA F—7E, 568 MAC 7 KL A2 %9 % VLAN (548 LAN) ID, 7 R L RIZxGAHT 5

NiER— EE, BXOY AT (RET 4 v 7 FREIFATFTIvr) OV RRTT,

CITHEHAT S avy FOBIR IO FIEOFEMIZOWTIE, 20V ) —R 3T da~vwr R
V77 LU AESZRLTLITEEN,
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MAC 7 FLX 5—TnoE=E B

I T ROBREFHRICOWVTIHA L E T,

o [T RLAT—7VDER (P.6-13)

e IMAC 7 RL 2B LN VLANJ (P.6-13)

o IMACT7 RVAT—T1LVDF 7 4V RiE] (P.6-14)

o [TRVAZ—=UUT XA LDEF]| (P.6-14)

o [BA4F v TRLA = NYDOHIE (P.6-15)

e IMAC 7 RLAZEHEM N7 v 7O%E] (P.6-15)

o IMAC 7 RLv2B@hi@k b7 v 7 ostE] (P.6-17)

o IMAC L& WE®E k7 v 7O E] (P.6-18)

o (285 4w/ 7TRLA YY) DBENBLOHIK (P.6-19)
o [a=%%ZAFNMACT RLR 7412 TDHEE] (P.6-20)
e [VLAN TOMACT KL A T—=227DF 4 &—74t] (P.6-21)
o [TRLAF—7N v M) DFER| (P.6-23)

7ZFELR T—TILDERK

TRTCOFR—FTHR—=FINDIEHED MACT RLAIZELE ST, AL v FOEEOR— KT —7
AF—vav, VE—=F, A vF I—F HEIWNFLTOMDO Ry hT—7 T4 R TR TE F
T, HER— N TEZETHZ Ty hORELT FLAEZEEL, 7 RLRA 7F—7 LI %vx&%mﬁ
ST AR bMEFEBNTHIEIZE ST, AL vy FIFENRT RLABEEZITVWET, *v hT—7
TAT—va VOBRELZZIROA LT L, AL v FIET RLA T—T7ZFHL, HL
XA FIv 7 TRUVAZBML, fFHIATHRWT RLUREFHRONIIZLET,

T—UrZHRIE T n— S IRESNET, 2L, A v FIEVLAN JLIiZT7 RV A T—7 vz
feFF L, STP (A=27 Y U — Fr haj) (25 -T VLAN HALTH B 2 HiETE £,

AA TN, ZIE LTy FOFEET KL AIZESNW T, EEOMAEDEDOR— FNEIT/Rr v MG
LET, MACT RLA T—TNEMHATEIEICE->T, AA v Fid, 58587 KL RISRIGHT bz
A—h (BEFED IZREL TN Ty bRk LET, 5887 FUABATry NEEELEAR— N EICH DS
BlE. Ny MEI7AavE ) o TSN, BREEINEYA, A v TIE, WICARNT TR 74 U—FKF
KEEALET, 207D, BNy FEWSTZAMMREFEL T2 T =RV E L T LmELET,

MAC 7 FLRAE LU VLAN

7 KL AZ9_CT, VLAN ExoftironEzEd, 1 DOT KL A& D VLAN ([Zx)SfHT. 2hE
NTHER Dm0 % 7% fET%—Siﬁ“ i, 2=F%F ¥ A M T FL A% VLAN1 OFE—F I BLO
VLAN 5 ®7R— bk 9, 10, ICHRET B L W oz Z &R A[HETY,

VLAN Z &1, MEORET FL A T—7 AR ShET, 5 VLAN THR#EINLTWET KL XA
ﬁ%MﬂmANT RS aiciz, o VLAN HOR— M Lo TEEEIND ), £72135]10 VLAN
WOR— MIAZT 4 v 7T N MERH D £7,

774 _X— F VLAN BEESNTWDIEHE, 7 RLRAFEEIFTROLIIZMAC T RV ADZ A STk
FEhEd,

e 774 _X—KLAN EiZHD 12D VLAN TEEINEZZAFI v 7 MAC 7 RL A%, BHE
VLAN IcElENnE+, =L 21F, 794 X—F VLAN Ot H &Y VLAN T%E - MAC
7 KL 21754 ~Y VLAN IR S E T,

[ oL-8553-09-J
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MAC 7 FLR T—T7ILOER

o TIA4=VUERITEIZY VLANIZERE SNIZAZ T v 7 MAC 7 KL A 3BE VLAN (23R &
NE¥A, 774 X—=KVLAND T A4~ Fi=ldtHh 41 VLAN NIZ 2&74/7ch7kvx
ERELESEES. RILAZT v 27 MACT RL 22T RTOBE VLAN ICRETANERNH Y F9,

77 A4 ~X— K VLAN OFMITHONTIE, H 15 F [T 4 X— | VLAN ORE] 2L T LS,

MAC 7 FLR 7—JIDTI7+IL FEE

#£ 6212, MACT FL A T—T DT 74 /)V MiREZETLET,

® 6-2 MAC 7 FLR F—TJILDF 74U FRE
HEE FI+I FEE
=T ZA A 300 #

HAFIw 7 T RLA H#)H

ABT 4w T RLA KR E

FRLRI—DVT 34 LOERE

HAFTIv T T RLRIE, AL v FRFEEL, FHINRL 725 IR 2(FTCMAC 7 LA
TF, TTO VLAN £721335E 72 VLANICH LT, =20 Z 4 LOREEZEETX T
TV A LEELSHRELTED L, T FLANEHESNRWEET— T A BHIREN D ATREMEN
HYET, ZOHE. AA v FIIEEDBARHO N v FeZf5T5 &, ZIER—FEF LT VLAN AOFX
TOR—=KI, ZONXXry e T T 9T 4 T EEFEST, ZORMERTT T 40712k~ T, »

AFvT A1
ATFvS 2

AFvS 3
2Tv7 4
ATFvT 5

P s QS ;%%2%75:& (3 NN

BV ET, El. TV A4 BERESRELTES L, TR

VA T—=TNRKRFEHDOT RUATOSEWIRY, ZHIZE > TH LT RLAERZEETE 220 E
T, TORRT T T 4T ERY . AL v FONRT g AT L KT AREME R H Y £,

HAF I T TRVAT—TNDT—T 07 XA NERET DL, ¥ EXEC £— R TKROFIEZE

FATLET

avy R

=]:)

configure terminal

Ju—nN_) ar7 4 Fal—yary ®— RRElBLET,

mac address-table aging-time [0 |
10-1000000] [vlan vian-id]

A F vy = PYBPERELZTIEHFSINZ%, MAC 7 RLX
T—T VNI FES N AR 2R E L 7,

FEETZ AL 10 ~ 1000000 B CT¥, 7 7 #/L MHEIX 300 T,
0Z AN LTHIRUINET 4 E—TNMITHIEHTEET, A¥
T4 yr T RUVRF, HIRUINZRZ 67— ALHIBRS
B0 ERA,

vian-id D ZFEFEIL, 1 ~ 4094 T,

end

H#e EXEC £— FIZREY 77,

show mac address-table aging-time

REEMERLET,

copy running-config startup-config

(EB) 227 (Fab—vay 77 A MCREERILET,

7 7 4V MEIZERETIZ1X, no mac address-table aging-time 72— 3L 27 4 Fal—v gy aw

VREHEHLET,
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FAL4F2v9 FELR TV M) OHIR

AT Iy 7 = Y 2T XCHIBRT 512, $5# EXEC £ — K T clear mac address-table dynamic
av s REHEHLET, FFED MAC 7 R LA (clear mac address-table dynamic address
mac-address) . FEE SN AR — M FE7ZIIAR—F F¥ 2V EOTRXTOT FL A (clear mac
address-table dynamic interface interface-id) . £ 721318 E S 4172 VLAN LOFTXTOT KL A
(clear mac address-table dynamic vlan vian-id) OHIERE T £9,

ATy 7 = M)PHIBRSNT Z & 2R 5121, show mac address-table dynamic 574
EXEC 2~y R&EMHLET,

MAC 7 FLAZERBH b5 v TOHRE

MAC 7 RLAEHE@EANIL, MACT RVAEET /T 4 €7 4 2R GFTH2L T, *y hU—2 LD
2—FEBHLET, AA v TN MAC 7 KL A% 2E 721381k L7z & %12, Simple Network
Management Protocol (SNMP; ffi% % v b U —27&#H 7 o k=)L) @M ~J v 7% Network
Management System (NMS; v b U —Z7EH I AT L) [ZHESELIENTEET, Xy hU—
INHEEEDOA—TFTOHAVRLEERIL. T v T AU F— L XA LEFREL TR N v 7%
MABIAI, Xy VT —27 NI T7 4 v 7 ZHRTEET, MACHEIBET —7 MIZiX, b7 v 7 RRE
SNTEER—FDOMACT RLRA T 7747 4 2RAFLET, MAC 7 N L REMIT, iy TEx =
T MAC 7 RLRIZOWTAERRSNET, BCT RV A, AL FFxr AN T KL A, T2 0M

DART 47 T RLRIZHOWTIE, BaTARINETA,

NMS R A MZMAC 7 RLABRE@EM N T v 72 EET DL IICAAL v F2RET DT, g
EXEC E— FTHROFNEA FEITL £,

avy R

=]:5]

b & b

configure terminal

sa—) ar74X¥alb—yay E— ReBBLET,

ATFvT 2

snmp-server host host-addr {traps |
informs} {version {1 |2c|3}}
community-string notification-type

cS w7 Avb—V0ZEMEEELET,
o host-addr 121X, NMS OARTEZIXIP 7 FLAZEELET,

e SNMP F 7 v 7 &AA MIEET HITIE, traps (777fﬂ/ M)
ZIEE LET, SNMP IE#HA R A MZEET 5121%. informs
EHRELET,

o YAR—FT5HSNMP R—V g o &2#ELET, informs (213
N—=Tarvl (F740 18 2EATEEHA,

. commumty string 2%, BEEERICEET DA MY 7 &4
ELET, snmp-server host =~ FZEHLTZDAX MY &
THaRETEETNH, ZORXMY 7 2ERT DI
snmp-server community =~ > K% {#f L, &IZ snmp-server

host 2~ FEMMAT 5 L 2HRLET,
* notification-type \Z1%, mac-notification = —7 — N&{EH L £,

AFvFT 3

snmp-server enable traps
mac-notification change

X%/%#MACTI\I/;OTE B R T v 7% NMS IZIEETE 5 &
ZLET,

ATv7 4 mac address-table notification change |MAC 7 KL A F@ARERES 4 % — T M LET,
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AFwFT 5

ATvT 6

ATFYF 7T

ATv7 8
AFv7S9

2TFv7F 10

avy R

=)

mac address-table notification
change [interval value] [history-size
value]

NG T AL B—=r A NEBRET —TNDYA X AJLET,

o (&) interval value |21, NMS IZ¥ L TR ENDIE T v 7
Yty NAOEM T v T A X — IV EBEATRRELET,
ETE D#EPHIL 0 ~ 2147483647 T4, T 74V MX 1 T,

e ({£E) history-size value |23, MAC #HBRET — 7 VDK K
MV EERELET, HETE 2#PHIX 0~ 500 TT, T
ZHNRE 1 TY,

interface interface-id

AV B —T 2 A AT 4 X¥al—gy F— REEILL. SNMP
MAC 7 RLVARABH N T v T A X—TNITDHLAX2 A4 X —

T2 A AEBELET,
snmp trap mac-notification change | (> ¥ —7 A AL CMACT RUAERBIMNT v T &2 A F—T v
{added | removed} ILET,
* MACT7 FLANA Y Z—T = AZBMENDE, FT v T %
AF—=TNMZLET,
e MAC7 RLANA v Z—T A AbHlIREND L, FT VT
A RX—T VI LET,

end

¥4 EXEC E— RIZ&EY £9°,

show mac address-table notification
change interface

show running-config

RELMBLET,

copy running-config startup-config

ER) ar74F¥ab—vay 77 A NMIEREEZRELET,

MAC 7 RVRAET@A b T v T % T 4 &—7 M 511X, no snmp-server enable traps
mac-notification change 72— NV 207 4 ¥ alb—vary avr FEFERLET, FEOA V¥ —
7x2A A LTMACT RLAEH@EM N7 v 7 %7 4 —7/0ICF 5HIZ1E. no snmp trap
mac-notification change {added | removed} /> % —7 A A2 a7 4 Fal—Tar avy &l
MLET, MAC 7 R AEFEI@HEREZ T « £ —7 /129 %121%. no mac address-table
notification change 7’ 2 — 3L 27 4 Fal—vay avr REfHALET,

WIZ, NMS & LT 172.20.10.10 #57E

EEEAR—T NI

TIZT DR LET,

Switch (config
Switch (config
Switch (config

) #
)
)
)
Switch (config) #
)

L. MAC 7 F Vv AZEHIBABSREZ A+ —
PA X% 100 = FUVICREL, FFEDOR— FTMAC 7 RLARBMIhT%

L. AA vFIZLD NMS ~® MAC 7 R L R@EH b
TN L. A B —r30% 123 fb,

Z 7D
J&E I
EORNT T EAR—

snmp-server host 172.20.10.10 traps private mac-notification
# snmp-server enable traps mac-notification change
# mac address-table notification change
# mac address-table notification change interval 123

mac address-table notification change history-size 100

Switch (config) # interface gigabitethernet0/2

(
(

(
Switch (config
(

(

(

Switch (config-if)# snmp trap mac-notification change added

E & R 9 5 121X, show mac address-table notification change interface ¥ X O show mac
address-table notification change f##£ EXEC =~v > REZ A LE T,
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MAC 7 F L ABELER 5 v TDRE

MAC BElEM AR ET 5L, WL VLAN NOKR— FHTMAC 7 FLABBEI S T7-H

SNMP EHPB ARSI, Xy b=V EIR AT ATEEENET,

NMS " A I MAC 7 FLABEIBRA T v 2% ET 25X 91
EXEC E— FTHROFNEA FEITL £,

CAA v FERET DT, Fitk

avw vk B
X797 1 configure terminal Jua—\) ar7 4 X¥al—vary T— RFERBLET,
ATw 7 2 snmp-server host host-addr {traps | oo Ave—VOZERAERELET,

informs} {version {1 |2c|3}}
community-string notification-type

o host-addr 121X, NMS OARTEZIXIP 7 FLAZEELET,

e SNMP F 7 v 7 &ARA MIEET HITIE, traps (777fﬂ/ M)
ZHEELET, SNMP E#HZ R A MIEET 212X, informs
EHRELET,

o YFE—LF2SNMP N— g &2 ELET, informs 20T
N=Tar 1 (F74R) 2EATEEEA,

. commumty string \ZI%, BEEERICEET DA MY 7 &4
ELET, snmp-server host =~ REfHLTZIDARY
THaRETEETN, ZORMY 7 2ERT DT
snmp-server community =~ > K% {#f L, &IZ snmp-server

host =~ > Fafifl4 22 LaHitl £,

* notification-type \Z1%, mac-notification = —7 — F&{EH L £,

AFvFT 3

snmp-server enable traps
mac-notification move

AA TN MAC 7 FLABEBHN T v 7% NMS IZHETE B L
AT LET,

RXT7v 7 4 mac address-table notification MAC 7 F L ABEEaESEES A X — T NI LET,
mac-move

AFv7 5 end FiHE EXEC E— FICRED £,

RTvF 6 show mac address-table notification |27 % L x5,
mac-move
show running-config

ATvF 7 copy running-config startup-config EE) av 7 4FXal—ay 77 A NMIREXRELET,

AA v FIZED MAC 7 RLUABEEA N7 v 7OREET + B—7MIZT 51X, no snmp-server
enable traps mac-notification move 7 72— 3L a7 4 Fal—r gy avr REEHALET,
MAC 7 F L 2B @h@afie a7 « £ — 7 /LIC9 5I2i%. no mac address-table notification
mac-move 7 01— NL AT 4 Fal—Tary avwry REERLET,

KIZ, NMS & LT 172.20.10.10 ZFE L, AA v FICL D NMS ~D MAC 7 R L 2B EiEH 7 v
TOEEEA =7 ML, MAC 7 F L ABENRAEREZ A X — 7 /LIZ L, MAC 7 RLARR— b
FTBEISNTEAED N v T2 A X—=TWZT HBlE2 R LET,

Switch (config)# snmp-server host 172.20.10.10 traps private mac-notification
Switch (config)# snmp-server enable traps mac-notification move
Switch (config)# mac address-table notification mac-move

BE ZERB T 512
£,

1Z. show mac address-table notification mac-move 4 EXEC =~ K& A1 L
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MAC LZLMEBEH LS5y TDERTE
MAC LEVWVMEBEMZHRETDE, MACT RLA T—7 10 LEWERIBRICBIZEE 2 13EE L2856

([THIZ SNMP @mRER S, Fy P =7 BBV AT MIEESNET,

NMS FAZ MZMAC 7 RFL A F—T7 L LEVEBA R T v 72 EETHLIICAAL v TFERETDHIC
X, #itE EXEC ®— R CTROFIEEZFEITLET,

avw vk B
X797 1 configure terminal Jua—\) ar7 4 X¥al—vary T— RFEHBLET,
ATw7F 2 snmp-server host host-addr {traps | oo Ave—VOZERAERELET,

informs; {version {1 | 2¢ | 3}} o host-addr 11, NMS OARIEILIP 7 KL A& 4E LET,
community-string notification-type
e SNMP F 7 v 7% AERA MIEET HITIE, traps (777WV ~)

ZHELET, SNMP [F#H%A AR MIEET H121E, informs

ZHRELET,

o YFE—LF2SNMP N— g &2 ELET, informs 21T
N=Tar 1 (F74VE) EFEATEETA,

. commumty string \ZI&, WAENERICEET DA MY 7 &4
ELET, snmp-server host =~ REfHLTZIDRARY
JTHaRETEETN, ZORMY 7 2ERT DT
snmp-server community =~ > K% {#f L, &IZ snmp-server

host 2~ FEMMAT 52 L 2HRLET,
* notification-type \Z1%, mac-notification = —7 — N&{EH L £,

A7v 7 3 snmp-server enable traps ZA4 v F N MAC LEVMEBAT N T v 7% NMS IZEETX B L9512
mac-notification threshold LET,

ATv7 4 macaddress-table notification threshold |MAC 7 R L % L & U MiE@aEbE % 4 32— 7 /Lic LE9,

RFv7 5 mac address-table notification MAC 7 RL A LEVWMEME AR OET=4% 1) » 71T 5 L& VWME
threshold [limit percentage] | [interval |% A7 L F 4,
time]

e (&) limit percentage IZ MAC 7 KL A 7 —7 VO HEEZEE
LET, B72MEE. 1 ~100% T3, 7 7 4+/L MEE 50% T7,

* ({EE) interval time | WHOMBREEELET. A7 MHE
1120 UL LT, 7‘7ﬂ'/l/ MEIX 120 T,
ATv7F 6 end K¥eie EXEC £— FIZEY £,
ATwF 7 show mac address-table notification |Z¢& 4 fE L £,

threshold
show running-config

ATw 7 8 copy running-config startup-config (EE) 2o 74 FXal—Yay 77 A NVICHRERRTELET,

AL v FICEDMAC T RLALEWEBM 7 v 7OREEZT 4 £—7 1T 2I21E, no
snmp-server enable traps mac-notification threshold 7 = — )L 27 4 Fa b — g av N
ZEHLET, MACT RL A LEWEBRAMKEEL T « £—7/LIC 7T 5121, no mac address-table
notification threshold 72—/ SL a7 4 Falb—va vy avr REFEHALET,

RIZ, NMS & LT 172.20.10.10 #f5E L. MAC 7 RL A L & VWMEBAMEZ A X —7 2L, 1
Z— V% 123 B, HilBR%E 78% ICRRET DHlZ R LET,

Switch (config)# snmp-server host 172.20.10.10 traps private mac-notification
Switch (config)# snmp-server enable traps mac-notification threshold

Catalyst 3560 R4 vF YI box7 av74Fal—S3v HA K
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Switch (config)# mac address-table notification threshold
Switch(config)# mac address-table notification threshold interval 123
Switch (config) # mac address-table notification threshold limit 78

RIE HMEFRT 5121, show mac address-table notification threshold ##% EXEC ==~ > R AL £,

AETF499 FFLARA IV M)DENS L UVHEIB

ABRT 47 T RLAITIE, ROEMERSH D F97,

e TRULART—TNA~DBEMBLRT LA T—=7A»50HIBRIL, FEITITOSNERH D £9,
o A=F X RAPNELIFVYALFIFXYARN T RLAL L THRETEET,

o HIREINIZ/AD Z LT/, AL vy T AFHETH L ThHRISnET,

ALT 4w T RUVAZBIBLOHIBRTE, £/, A¥T 47 7T RLADOREHELZERCTEE
7 iﬁ%@]f’ﬁli Ny P EZELER—= BN, BIOR— My b ERETIEMERRE L £,
A—MILFTHe s 1 20 VLAN X LTWADT, A v FIIREINTZAR— ]\75)’5\ 7R
VAIZHT 5D VLANID 2l LEd, #ETTR— T &I, sBER—bDOU X &R 4 IZFHRETE
7,

BEDT RLVANRAZT 4 v 7 & LTAITENTWAR W VLAN I %02&74/77Fux%%o
Ry "IRBIETHE, TXTOR— My }\75‘77/74/7§ﬂ FEHINERHA,

T RVAT—TNIZAZT 4 v 7 T RUVAZBMNTHI21E, 8EMAC 2=F% v AN T RLRL %
DIEFETC VLAN ZHELET, 2057 RV ATRIE LIZ/NT > M. interface-id 77> a » Thg
EINTA LV H—T = A ATEIRIEINET,

TFAX—=FNVLAND 7 74~V ERFEL XY VLANRNIZAZT 4 v 7 MACT RVAZKEL

FBAE. RMCAZT 4927 MACT FL A% T_XCORE VLAN ICRETDOILERHY £, 774

A*FWAN®7?47Uit@tﬁV¥UWAN;mﬁéﬂLX&74/7MACTFVXi%L

VLAN 23R SN E¥ A, T4 =k VLAN OZFEMICHOWTIE, 153 (75 0~— K VLAN
RE] 2R L TSN,

ABT 47 T RURAEEBNT 5I21%, F#E EXEC £— R CROFIREZFETLET,

avwvFk B

ATFv T A1

configure terminal Ja—s L arZ 4 Xal—vary T—RelBLET,

ATvS 2

mac address-table static mac-addr MAC 7 RV A T—TNWIIAFT 4 v 7 T RVAZBIMLET,

vlan vian-id interface interface-id

* mac-addr \Zi%. 7 RV A T—TWIEBMT 5585 MAC ==
XY ARNT RLVAZBELET, Z0%5EET RLAEZFFON
7y BEEELEZ VLANICERE T L, BELEA VX —T =

AERE I NET,

o vian-id 1213, 8T L7 MAC 7 FL AZFES/r v EZ(ET

%5 VLAN ZHE LE£9, A#72 VLANID i3 1 ~ 4094 T,

o interface-id \Zi%, ZBE LT/ y bOBRREA U F—T 2 A R
ERELET, A7 v X —7 = A A2, WEFR— b E=
BER=FTFXYRIARDHYET, AXT 47 SATFFY AT
FLADEE, BHE DA L X—T7 =24 A D EASJTEES, X
BT 4wl A=FFY A M T RLADOEA, A F—T 4 AT
RFFZ 1 DA TEERA, 2720, AL MAC 7 FL 2B
FOVLANID #{6E4 5+, a~vy REERRIANTXET,

ATvF 3

end

HebE EXEC E— RIZED £,
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ATv7 4
ATvF 5

avwv R B

show mac address-table static MEATMERLET,

copy running-config startup-config (EE) arv74Fal—Yay 774 NVICETEXREFELET,

T RVRA T =TV RAET 427 =2 b EHIBRT 512X, no mac address-table static mac-addr
vlan vian-id [interface interface-id] 7’ mn— v 27 4 ¥ab—ar avy R LET,
WIZ, MAC T RV AR T—TNWNIAZT v T KU A ¢2f3.220a.12f4 28N 562~ L E£9,
VLAN4 CZDO MAC T RLAZSET L AL LTy MaZETLH L, Ny MIBESh
A— MIEEEINET,

Switch (config)# mac address-table static c2£3.220a.12f4 vlan 4 interface
gigabitethernet0/1

A=F Y AFMACT7KFLR Z41LE2Y) VTDEE

22Xy ARNMACT KL R T4 VB Y U TRA F—=TNVOHE. AL v Tk, FFEDOEET MAC 7
RLUAFE=135E MAC 7 RLAZRS Xy y b2 Rey 7 LET, ZOKEIIT 7410 FTiET «
=TT, 22X AN RAFXT 4 v I T RUVAETFEYFR—FLTNET,

ZOKREEZMEAT2HA1E, ROEEFHICWKE > TIZEUY,

o VILFFXF¥Y¥AFNMACT RLA, 70— R¥¥AMNMAC 7 FL A, BLUOIL—F MAC 7 RL- X
LY AR — b ENTVWEH A, mac address-table static mac-addr vlan vian-id drop 7 72—/ 3L 2
V74X al—Yary avry REANTALXIC, 26D T7 RLADW TN EEET S &,
WKOWTNND A v E—URERINET,

% Only unicast addresses can be configured to be dropped

% CPU destined address cannot be configured as drop address

o CPU RS NDNNT v P R—FIhTHEEA,

o Z=F Y AMNMACT RVREAXT 47 T RLALLTGBML,. =%+ A K MACT KL &
TUNBI T EBRETDE, RBICAN LIy RIOSELT, AA v FiE MAC 7 RL 2% X
T 47 T RLVAELTEMTS, MACT RLAZROXry hae Ruey 7 LET, 2D
WA LTza~<wr RiE, 1 {Zboavr FEIVERESRET,

7= & 21X, mac address-table static mac-addr vlan vilan-id interface interface-id 7’ 22—/ 3L 2
74 Falb— g avy FIZET T, mac address-table static mac-addr vlan vian-id drop =
<~V REANTHE, AL v FIT, FETLTELIFHHLELE L TMAC T RLAZFE Sy h&2 K
ny 7S LET,

mac address-table static mac-addr vlan vian-id drop 72— 3L 227 4 Fa b —v g av
RIZ#i7 T, mac address-table static mac-addr vlan vian-id interface interface-id 2~ > N% A
NTDE AL yFIE AT 47 7T RLAELTMAC 7 KL AZBIMLET,

=X Y ARNMACT RLVR T4 NE VT F—T ML T, AL v FBNEFEEDT KL AZFFD
Nry he Ray 7T CHETHICE, #FELERITHEE2=Fr A F MAC 7 RLAB L%
£l VLAN Z3E L E£7,
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2Ly FPRFERELIIBIRA=F Y AN RZT v 7 T RVAZREET 2L ORET D121, Frtg

EXEC £— FCTKROFIEZ FEITLET,

avw vk B
RATw7 1 configure terminal Fa—sL Ay T 4 Xal— gy B— REBGLET,
AFv 7 2 mac address-table static mac-addr 2=F Y ANMACT RVAR 74 NZ Y ThAF—TNITL, A
vlan vian-id drop Ay TFPBELLERLE LT LT =F Y AN A¥T 17 TR
VAZFFONT y N Ry 7759 ELET,
e mac-addr 21X, EEITEZEELELI=Fv A N MACT FL &
ERELET, TOMACT FLRAEFEO/Ty MIkry X
NnET,
o vian-id 1213, f8E L7 MAC 7 L A& Fo 7 v M &2 (ET
%5 VLAN & LEJ, A%72 VLANID (X 1 ~ 4094 T,
AFv7 3 ¥+ EXEC £— NIZREY £7°,
ATwv7 4 show mac address-table static REEFHERLET,
AFw 7 5 copy running-config startup-config EE) =27 4Falb—vay 77 A NVIIREERTFLET,

=Xy ANMACT KL R 74 VHZ Y v 7 %T 48 —7 /W27 51Z0%. no mac address-table static
mac-addr vlan vian-id 7o — 3V a7 4 Fal—vay avr REfHLET,

WIZ2=F XY AMMAC T RLA T4 NVEZ Y T oA X =TI L, FETLEIFEET KL AR
c2f3.220a.12f4 THDH X7 v b2 AL v F N R vy 7T LICRETDHERLET, 2D MACT
RUAZEREILEIEFAET L ARE LNy & VLAN4 TRETDHE, Ny bMEkry 7S
nEd,

Switch (config) # mac address-table static c2£3.220a.12f4 vlan 4 drop

VLAN TO MAC 7 FLR 5—=25 DT 12— )Lk

T74NETIHE, MACT RLRA ==V T RAAL v FOFTXTH VLAN TA x—7 /LT3, VLAN
EOMAC 7 FL AR T—=0 7 %% LT, O VLAN (9FV), "—F) TMACT FL A T—=
VIMABETCHDINERETH I LI, AR MACT FLA 7—7 )L A=A EHTE
¥4, MACT RL R == 7% T 4 —T/WIZTHRNCHLT, Xy hU—7 hdFRuP s AL vF
VAT ABRTEE LSHEML TEBWNWTLEEVY, VLAN TMAC 7 RV R == 7% 4 2—TNIC
5L XYy NUV—T LTI T 4 T ESIERITRRRERH Y £,

VLAN TMAC 7T RV A == 7% T 4 8—TNICT 5 L &EE, ROTEEFHIIES T LI,

e Switch Virtual Interface (SVI; AA v FARAEA » F —T =4 R) BFEE I VLAN TMAC 7
RV AR T—=0 %7 48— T7NMCTHEEE, BESLETT, AL v TFFLAT¥2 RAL
DTXTDOIP Ty b&2T77y RLET,

e MAC 7T FL2%E X, 150 VLANID (f : no mac address-table learning vlan 223) F721%
—i#® VLAN ID ({5l : no mac address-table learning vlan 1-20,15) CT7 4 &—7 i $+5 2 &
MTEET,
* MAC7 FLR I—=21F, 250K — izl VLAN TR T 4 =7 /M2 d 5 2 Lz
BLET, 3OUEOFR— 12272 VLAN TMACT7 RV AR F—=2 7 %T 48— NICZT D
L. A T RZETDHTRTONRT y R VLAN RAAS U TT7 Ty T 4 VI SNET,
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b &2 A
ATvT 2

AFvS 3
AFvT 4

&

o AA vFIZLVNEIMIIHEA EISD VLAN Tk, MAC 7 RL R T—=V 7 %F 4 &—T)LIZT
XFEHA, AJIL7 VLANID 28N#8 VLAN THDHEEIE. A v TF BT — X v —TU%ER
L, Z0a~vy REELRLET, EAFORNE VLAN 2%/ 9 5I121%, show vlan internal usage
¥i#E EXEC o~ RE AN LET,

e 74 ~_—}FVLAN, 77 14~U VLAN & L CHEZNZ VLAN TMAC T KL R F—=7
T 4 =TIl TH, MAC?vai 774U VLANIZBLTEY, 7714 <Y
VLAN (Zfl&En/-tHh %V VLAN TFEEnFEd, 774 X—KF VLAND T A~V
VLAN TlE7Z2snwt % VLAN TMAC 7 KLV R I—=2 7 %FT 42— 235 L, MAC
T RVA F—=27%, 7714~V VLAN ET3#4£E35 VLAN CTHEIiTEh, B 41U VLAN
WCHEBMEIhET,

e RSPANVLAN TMAC 7 RV AR == 0 %T 48— M T&EHA, TOXREITHFTEINT
WEH A

e XaT R— %258 VLAN TOMACT RLVARA IJ—=07%T 48— 0L Th, TDKR—
&TiMACT%VX7—:/7iT4k TR VERAL, R—F X207 027 0 &—
TN LTS, REFLDO MAC T LA F—= 7 A5 — MNIA RX—T /LT,

VLAN TMAC7 RV A F—=27%7 4 &—7/WIT 5IT1%, $HE EXEC £ — F TROFIEZ FT
L%,

avwy R B#

configure terminal Jua—r )L ar7 4 Fal—vary ET— REBEBLET,

no mac address-table learning vlan BED VLAN (1 2F 771388 TMACT RLRA I9—=7%F 4

=7 LET, N7 UERRD TR NI E—F 2
® VLANID #$ET&£9, %7 VLANID iZ 1 ~ 4094 T,

¥ EXEC £ — RIZEY £,

show mac address-table learning [vlan |3 /E 2 MR L £,

copy running-config startup-config (FEE) arv74Xal—Yay 77 A NVICETEXIRTFELET,

VLAN TMAC 7 RV R T —=V 7 % MEA X —7ICT HI2iE, default mac address-table
learning vlan vian-id 70 —/\)L a7 4 X2l — a3y a<wr R2@HLET, £7/-. mac
address-table learning vlan vian-id 70—/ 3y 27 4 X2 lb—3 g a<r R&E#H LT, VLAN
TMACT RLR F—=V T hHEAR—TNMITHZEETEET, AIED (default) =~ K%
HRTDHE, T74NVFOREBIZED Z L1757, REIL show running-config =~ > FiZ X %
HAZIEEENEY AL, BEOa~v Y FEMEHT 5 & RED show running-config F7# EXEC =2~
VRORRICEENET,

Wiz, VLAN200 TMAC 7 RL R S5—=2 U %F 42— NICT B HEOHEZ R LET,

Switch (config)# no mac address-table learning vlan 200

show mac-address-table learning [vlan vian-id] %## EXEC =2~ > K& AJ1T+ 25 & 9XTD VLAN
FIIRHED VLAN O MAC 7 RLRA T—=2V0 JDART—H AR RTHIENTEET,
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ZFRKLRTF—TILTY

ARP T—7LneE N

k) DR

# 6-31T77T 1 DEITEHRORHE EXEC 2~ FEEHTHE, MACT RLRA 7 —T7 L EKRRT

TET

MAC 7 FLR F—JILERrADa<T UK

B

show ip igmp snooping groups

T RTD VLAN E72I3HEE S 72 VLAN ICH T2 LA ¥ 2 v v FF vy A b =
P ZFRLET,

show mac address-table address

BESNTEMAC 7 RLAIZHTH MAC 7 RLA F—7 W EREERTRLET,

show mac address-table aging-time

JTRTO VLAN 73 8BESNTZ VLAN O —V 7 Z A4 2EFRRFLET,

show mac address-table count

4T _RTD VLAN FI3HEE SN 72 VLAN ICFEET LT RLA0EEFRLET,

show mac address-table dynamic

A4 FIv 7 MACT RLA T—T NV = M) 2R RFLET,

show mac address-table interface

BESNIA v Z—T 2 A AT DHMACT RLA T—TNEREERLET,

show mac address-table learning

T _TD VLAN F7201348ED VLAN TOMAC 7 RV A F—=V T DAT—X
AhERALET,

show mac address-table notification

MAC @HINRT A =2 BLOBRET — 7V E2RRFLET,

show mac address-table static

2AE2T 47 MACT RLA T—7L v NPT aFRnRsLET,

show mac address-table vlan

BEEN VLAN 2595 MAC 7 KL A T—7 UG REZFERLET,

ARP T—7JI)LDER

FTNRAAEBIETDHIZNE A=V Ry b EOT AL ZARE), V7 bU =2 TIEERINCZEDT /A A0 48
Ey N MACT FLZERZa—hL F—% Voo 7T RUVAZFEETAHAVLERHLY I, IP T FL X
MHa—hN T =% Vs T RUVARZEET T avR%E, 7 FLIMERENNET,

Address Resolution Protocol (ARP) 1%, "ARIP 7 FL R %, EUTHATFT 4 TE-ITMAC T F
L ZB IO VLANID &St £4, IP 7 RLAZHHA LT, ARP IIxIET 25 MAC 7 RL 2% 5,
DFET, MACT RLABRRESME E IP & MAC 7 RL AL DHIE%E ARP % v ¥ 2 ([T L,
FTIECSMBTEDLEIICLET, TOB, IPT—HFTTLNV 7 LAY 7L—AITh TS
N, *y NIV —27%BUTEEEINET, 41—V x> NSO IEEE 802 % v h T —27 28T 5 IP
F—H5 75 L5DH TR L ARP BER/ISZIC oW T, Subnetwork Access Protocol (SNAP)
THESNTOVWET, IP A ¥ =7 = A ATE, FFERNRA —H %y FEAD ARP 7 7 /1{L (arpa
F—U—RTREND) BT 7 H/NVETAF—TNMIEESNTWVET,

FH#TT—7/TIBI S 172 ARP =2 b U IZHIREIIIC 2 7220 0T, FEICTHIFRT 2068035 0 £9,

CLI O FNEIZ >V Tk, Cisco.com CTAT-A[HEZ: Cisco IOS Release 12.4 D~v==T7 /L EHR L T2
S,

[ oL-8553-09-J
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CHAPTER ;

SDM 7> 7 L— FDERE

Catalyst 3560 A A v FDa~v K U 77 LA 2%, Switch Database Management (SDM) 7 > 7
L= rOa<y FOBIE L OCEMFESERENTOES,

e ISDM T 7L — FoO#sE] (P.7-1)
e [ZA4vFSDM F 7L — roEiE] (P.7-3)
e ISDM > 71— FrD#ETR] (P.7-5)

SDM 7> 7 L— FDEE

Xy FU—27 TDARA v FOMARRITIE LT, SDM 7o FL— F & LT, ¥E ORISR 5
YR— R Z2RECTDEIICAAS Y TOV AT A VY —REFRETEET, WOV AT L%
BRBICHAESEZ LT T L—h2BIRLTZD, T4 T FL—bEFEHALTY V=2
LT A E N TEET,

Ternary CAM (TCAM) VU Y —2 & S EIERRARICH O L THDIZ, A4 v F SDM T 7L —
MIVAT L VY —RIZTTA4F VT 4 2REL T, BHEDOHIEOYKR— kit LE9d, SDM 7
VT U— MNEBIRT AL, RIRTHERESRE(LT A ENTEET,

e TIURR:TIRATLUTL—MiE, £%D Access Control List (ACL; 77 kA2 a2 bu—/
JAR) IZHIETED X IICACL DY AT L ) Y =A% KL LET,

o TITANKN T TAHNE T UTLU— MI, TRTOMERICHEIZY V=258 Y TET,

c N—=T 4T i N—T 4T T T — NI, MBI, XY P =7 OFLICHDHNV—F E T
ET 7V 7= TREERY T, IPVA 2=F X A V=T (V7 LT, VAT A DY —A
i RE L ET,

e VLAN : VLAN ({K#ELAN) 7> 7 L— bt =T 4 7% T 48—T N, HAED2=
XY APNMAC (AT 47 7782 aria—) 7RLVAZYR—-FLET, @FIT. LAV 2
AA v FRHIGERIRS N E T,

S, TaTWVIPVAIPv6 77 L— NI XY 2EORAX v JBRENERLET, [T2T7 1
IPv4/IPv6 SDM 7> 7L — k| (P.7-2) =&ML TS0,

= 71 BTV TL—FHHRTHHEE) V—RADEH

yy—2=x FotER FI+ILME W—F <14 |VLAN
a=%%Z K MACT7 FL & 4K 6K 3K 12K
IGMP /v —7 =L F Xy 2k L—| [1K 1K 1K 1K
=%y Ak JL— |k 6 K 8 K 11K 0

[ oL-8553-09-J
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FET7E SDMTUIL—FDERE |

B spMFoIL—FOBE

& 7-1 BTFUTL— FOEET HMEEY V—AOBH (=)
)y—2R 7oEX FI4IME (L—FT4 >4 |[VLAN
o EHHEKISNIZAA L 4K 6 K 3K 0
o fHEEL— K 2K 2K 8K 0
AU —_R—2 L—F 17 ACE 512 0 512 0
QoS 43#i ACE 512 512 512 512
¥ =Y ¢+ ACE 2K 1K 1K 1K
LA ¥ 2 VLAN 1K 1K 1K 1K

KORYPID 81T (=F ¥ A F MACT FL 26X =2UT 1 ACE £T) 1, &7 7 b — R
MENTLLEFITREINDIN— RV 2T OBBLEOREEZRLET, "—Fv=T7 VV—2Dd5
WD ENDEET, MEOA—N"—T7 10— 3T X TCPUILELN, A v TFDNRTH—v R
WCHERREENHET, BHEOITIE, A4y FOLAF¥ 2VLAN OBICHEST 2 —Fy =7 U YV —
ZHB R AT DD HLTT,

T a7 I IPv4/IPv6 SDM 7> 7L —k

SDM 7o 7L — 2R L TIP A=Y a6 (IPv6) 2 R—FT2Z LN TEET, IPv6 OFFEM
BIORIPV6 L—T 4 VT OREFIBEICONWTIT, F372 IPa=%kx AN L—T 4 TORE] %
ZIRLTLLEEN,

ZOYZ7 =T UY—AE, IPv6 T 7 1 v 7 imERIC Policy-Based Routing (PBR) # # 4 — |

LE¥ A, dual-ipv4-and-ipv6 routing 7> 7L — FRFEESN TWDIHEICRY, 2OV 7 by =7
/% IPv4 PBR =¥ HR— ML ET,

T 27V IPV4A/IPv6 T L— NEfEHT 52 812k, (IPv4 & IPv6 D2 AR —+T2) T =

T ALy VRETAA v F A TELRICRVES, TaT7 Vv A2y 7 To7v— b afiid
b, KV —ATHFAEATEDL TCAM FERD L2V ET, IPv4 VT 7 4 v 7 T EEET D56
X LR T IEE N,

WIZART SDM 7 7 L— Mid, IPv4 BEOVIPV6 BB Z V- AR— KR L TWET,

e T 27 /L IPv4/IPv6 VLAN 7> 7L —k : IPv4 DKL A ¥ 2, /L FF+ 2+, QoS, ACL,
BLWIPv6 DEAL A ¥ 2 & ACL 20 H—FLET,

GE)  IPv4 L— MCRBEARDIZ, 1 5D TCAM = R U 720 T3, IPv6 TliI— R U = 7 EM T AMEH &
nNa7=o, IPve b— M3 D TCAM = b ) 2T 2N TE, N"— Ko7 CTikans
CRUHEDBEIRENET, e 2T, IPVO I Ko THEBEEGSNZIP T FLADEE, T2 7 by
T L— NCHERREZR T Y BT 2000 K2 D F97,

® 72 Fa7ILIPVAIPv6 77 L— FTEIY RTOHhBHEEY V— X DBES’

IPv4 5L U IPv4 5L U

IPv6é D77+ |IPv6 DJL— IPv4 £&U
1)y —X Lk Fa4T IPv6é @ VLAN
a=%% 2 MAC 7 RL & 2K 1536 8K
IPv4 IGMP Z L —F L <L F ¥ % 2 b L— | 1K 1K 1K
IPv4d =% % X [ L— F DRI 3K 2816 0
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24 9F SDM 7o FL—roEe B

® 7-2 Fa17IIPVAIPV6 T FL— FTEIY S TON DB V- OB (85F)
IPv4 54U IPv4 & U
IPv6 D77+ |IPv6 DIL— IPv4 & U
Jyy—2R Lk Ta4T IPv6é @ VLAN
o EPEEHG SN2 IPv4 A b 2K 1536 0
o [WBEAY TPV4 L— 1K 1280 0
IPV6 ¥V FF % A h ZL—F 1K 1152 1K
IPv6 = =F v A k /L— b DR 3K 2816 0
o HEPEPEHG SN2 IPV6 7 KL A 2K 1536 0
o [WBEAY2 IPV6 2 =F ¥ X b JL— | 1K 1280 0
IPv4 RV 3 —_—2 JL—F ¢ 2 ACE 0 256 0
IPv4 ¥£7-1% MAC QoS ACE (#%) 512 512 512
IPv4 £721Z MAC % = U7 4+ ACE (#%0 1K 512 1K
IPv6 PBR ACE? 0 255 0
IPv6 QoS ACE 510 510 510
IPv6 %= U5 ¢ ACE 510 510 510
. ZORBEHVITE,. 82DV —T v N A& —T x4 Z, #1000 > VLAN 2358 E STz AA v F 2L TW

7,
2. IPV6 RY v —_—R b—F 4 VI R— FEhFEHA,

AALAYFSDM T T L— FDETE
e [F7310+®DSDM 77 L—1+] (P7-3)
e [SDM 7> 7L — FOREROEZEFIHE] (P.7-3)
e I[SDM T 71— Foa%iE] (P.7-4)

FTI+ILEDSDM FFL— b

TIHNV N TUT L=, TIANVIDT AT vy T T T L—FTT,

SDM 7> JL— FOBRERDIEEE

* SDM 77 L — @R L TRETL2HE. RELENEZANIT212F, A v Fa)n—
RT20ERHY 7,

o N—T 4 T EVFR—-FLTWRWVWLAY2 AL T ITHHARXAL vF EIZER- T, sdm prefer
vlan Zo— L av 7 4 Fal—v gy avwr REFEHLTLEEW, VLAN 7 7 L— h&ffF
ALTWAEEIE, =T 47 2 FUVADYRT A Y Y —RITFHENRNTZD, —T 4
YRV T7 Ny 2T EBUTETINET, TOHAE. CPUIZAMBNNY, V—T 4 T DN
T =< U ANRKIBIZIET LET,

¢ AAYVTFTON—T 4 TEARXR—TNMILEWERIEZ, V=T 47 T 7 — b e L%
WTL 2 &Y, sdm prefer routing 70— 3L a7 4 X al—a v 37‘/ NEEHT L.
MOBREBN—T 4 T T —FOZ=F Y AN V=T 4 TIZEVIRERONT AT 24
AT20% < enTEET,
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FET7E SDMTUIL—FDERE |

B =X y7SDMFoFL—FDEE

o TaTNVIPVA/IPVE T L — M ERAINCEIRLRWTIPVO ZREL LD &T5H L, BEAy

T—UNERRINET,

o TaTNARE Y FUTL— b EFERATAHE, VY—RAZT LIZEARRES TCAM BRENRD 2L 72
D720, IPV4 T 7 4 v 7 T ERETLHEIE. 20TV — b EHEHLZNWTSZE N,

SDM 7> 7L — FDERTE

SDM 7 v 7L — M & U CHREEMEZ el o AR — 95121k, Hi#E EXEC T— R TROFNEA 3

AFvT A1
AFvS 2

AFvFT 3
ATvT 4

TLETS

avy R

=]:)

configure terminal

Ju—nN) ar7 4 Fal—yary ®w— RREfBLET,

sdm prefer {access | default |
dual-ipv4-and-ipv6 {default | routing
| vlan} | routing | vlan}

AA v FTHERTSHSDM T 7L — hEERELET,
¥F—U— FOBWRIFRDO LB TT,

e access : ACL DV AT A VY —2R&ERAMELET,

o default : T X TOMREICHFIZY Y —2&H D Y TET,

e dual-ipv4-and-ipv6 : IPv4 & IPv6 Vv —F ¢ > V&M 5+ R — bk
THTUT L= bE@RIRLET

— default : IPv4/IPv6 D LA ¥ 2 B LA ¥ 3HkRE AL L £ 5,

— routing : IPv4 RV o —_—Z L—F 4 7% & IPv4 B
FOIPV6 V—T ¢ v TR RIRICEA L E T,

— vlan : IPv4/IPv6 VLAN Z & KIBI#EH L E 5,
e routing : A1 v FTOIPv4 V—F 4 VT KILLE T,
e vlan: "—RU 2T TONL—F 4 TP R—FLANZAAL v
FTO VLAN & E % b LE T,
AL v TFHT ITANVIOT T L— MIERET HIZIE, nosdm
prefer =~ R&EHA L ET,

end

¥5HE EXEC £ — FIZR D £,

reload

OS (ARVv—F 47 v 2FL) #Vu—RLET,

VAT LAOHELEN%, show sdm prefer 74 EXEC =~ FEFEH LT, HriLW T FL— b E%
B CTE £ 9, reload F## EXEC =2~ K& AJJT %AiIZ, show sdm prefer =~ > F&EAJ1T5 &,

show sdm prefer =~ > NiZ X
LT T — MR ENET,

D, BEFEHAL ST 7 L— BN n— RRICT 7T 4 7275

Wik, 707V — b e EERIZAA v F 2 a— RLEromHEa0OH IR RO—FTT,

Switch# show sdm prefer

The current template is "desktop routing" template.
The selected template optimizes the resources in
the switch to support this level of features for

8 routed interfaces and 1024 VLANs.

number of unicast mac addresses: 3K
number of igmp groups + multicast routes: 1K
number of unicast routes: 11K
number of directly connected hosts: 3K
number of indirect routes: 8K
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SDM 7~

SDM Fv7L—troxx B

number of gos aces: 512
number of security aces: 1K

On next reload, template will be "desktop vlan" template.
T74NEOT T — MIRERTICIE, nosdm prefer 7 n—/L a7 4 Falb—v gy avy R
EREHLET,

W2, =T 47 T T — e OA v T OREFERLET,

Switch (config)# sdm prefer routing
Switch (config) # end

Switch# reload

Proceed with reload?[confirm]

WRIZ, TAT by AL vFITIPVAIPV6 T 7 4V T 7 L— R eRETHH 2R LET,

Switch (config) # sdm prefer dual-ipv4-and-ipvé default
Switch (config)# exit

Switch# reload

Proceed with reload?[confirm]

PAVZERNOE &5

TIT 4T T = b ERRT DI, NT A—Z EIEERTIT show sdm prefer F7# EXEC =2+
Y REERLET,

BEDT T L— B R—FLTWBEY Y —2EEE T HITI1L. show sdm prefer [access |
default | dual-ipv4-and-ipv6 {default | vlan | routing} vlan] ### EXEC =~ > REZHEHA L £7,

Wik, AP OT 7L — h%FERT 5 show sdm prefer =~ > RO 1 TT,

Switch# show sdm prefer

The current template is "desktop default" template.
The selected template optimizes the resources in
the switch to support this level of features for

8 routed interfaces and 1024 VLANs.

number of unicast mac addresses: 6K
number of igmp groups + multicast routes: 1K
number of unicast routes: 8K
number of directly connected hosts: 6K
number of indirect routes: 2K

number of policy based routing aces: 0
number of gos aces: 512
number of security aces: 1K

&Iz, show sdm prefer routing =~ KOHAFIERLET,

Switch# show sdm prefer routing

"desktop routing" template:

The selected template optimizes the resources in
the switch to support this level of features for
8 routed interfaces and 1024 VLANs.

number of unicast mac addresses: 3K

number of igmp groups + multicast routes: 1K
number of unicast routes: 11K

number of directly connected hosts: 3K

number of indirect routes: 8K
number of policy based routing aces: 512
number of gos aces: 512
number of security aces: 1K

[ oL-8553-09-J
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B spmMFrI7L—rOER

iz, show sdm prefer dual-ipv4-and-ipv6 default =~ > FOH Iz R L £ 7,

Switch# show sdm prefer dual-ipv4-and-ipv6é default

“desktop IPv4 and IPv6 default” template:

The selected template optimizes the resources in
the switch to support this level of features for

8 routed interfaces and 1024 VLANs.

number of unicast mac addresses:

number of IPv4 IGMP groups + multicast routes:

number of IPv4 unicast routes:
number of directly-connected IPv4 hosts:
number of indirect IPv4 routes:

number
number
number
number
number
number
number
number
number

of
of
of
of
of
of
of
of
of

IPv6 multicast groups:
directly-connected IPv6 addresses:
indirect IPv6 unicast routes:

IPv4 policy based routing aces:
IPv4/MAC gos aces:

IPv4/MAC security aces:

IPv6 policy based routing aces:
IPv6 gos aces:

IPv6 security aces:

1K
3K
2K
1K
1K
2K
1K

512
1K

510
510

Jl Catalyst3560 R4 v F Y7 b7 A4 F¥al—av 4 F
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CHAPTER
AAYF XN—XZBEEDHRTE

ZDOETIE, Catalyst 3560 A1 v FIZAA v F R=AFFELHRET D HEZHOVWTHHALES, 2o
ECTHATLIARIE, ROEEY TT,

o [(AA vF~DORET 7 EADIE] (P.8-1)

o [Hi#E EXEC 2~ F~DOT 7 AD%#] (P.8-2)

e [TACACS+IZL DAL vF 727 ADHlHE] (P.8-10)
e IRADIUS LD AA vF T 7 EADHHH] (P.8-18)
o [Kerberos IZL DAL v F 772 2DHI#H (P.8-38)
o [AA yFOr—NVGEEE LRI ORE) (P.8-42)
o ISSHD/=bDAAL v FOikE] (P.8-43)

e [SSLHTTP /=D AA vFDi#E] (P.8-48)

o [SCP DIzbDAA »TFDFFE] (P.8-54)

AAYFADRET I 2ADREIE

REZ—HPICL D, AL v FOFRECHEFTROMELP L TE £, —RAIIZ, *y FU—0 %
HENOAAL T ~OT IV ERAEHAT 5K, FFAMA—-FE2HNTRy hT—=TH4NLE A YL
Ty TR AR, VU TAR— b EEL TRy NU—IANLERT A2, Elidn—h
IV Xy NU—=FTNOMRELIZTV =7 AT = a Vbt 52—k 27 78 2 &HIRL £,

AZA Yy F~ORET 7B A &S 5I12E, ROEF=2 T gL | DEITEEHRELET,

o FIKIEDOEXF2V T4 LT, BAA v F R—FTCRAT— FBLUMEREFZRELET, T
AT —RiE, A v FIZa—HNVIRFESNET, =2—FRNKR— b EZIEFEREZBECTAAL v FIC
TI7RALELIETDEE, A= FEHITERRICEE SN NAT—READLLTHLTRITN
W, AA v FIT 7 BATEEHA, FHICOWTE, [H#H EXEC a~> R~DT 7 & AD %
] (P8-2) ZBRLTLEEN,

o BMOEX=2UT 4 LAYELELT, 2—FLLNRAT—REXT TRETEET, ZOXTIER
Ay FTO—ANRFENET, ZOXTFEREZIIA— MDD Y THR, F2—PFEBIEL
9, 2—PFIIRREER., AA v TFICT 7 EATEET, HERLVNVEZERL TODERIE, 2—F4
ENRRY — ROFANTIREDOHER L~V % SIST DHEAIB LOMER & & HICHID FTHZEHT
ETET, FEMICOVWTIE, [2—PH LR T— FOXRTORRE] (P8-7) 2B LTI LS,

[ oL-8553-09-J
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F8E RAYTF R—AZTRORE |

B %iE EXEC a7 FADT7 I LR OEHR

o Z—HHLERRTU—ROXTEFEHLIZVWDE, 2OXTE2a—I TR FROV—NIRGE L
WEEIE, EX2 VT 4 b= NEOT —HR—RREFETEET, 2L, EFEoxy b
U= FARLARR T —FZ_N— 2 L Ca—VPRIEERE (MBS U THEITERS) 5
A2 EMNTEET, FHEMIZHONTIE, TACACSHIZ LD AL vF 77 20iil#] (P.8-10) %%
L TLEEN,

o KLizm A vBIUORI Ligholen VA4 U ETHT Hu /A REKEEY A X — 7 IZT 5
TELTEEY, ZOBMBEEZHEMNTLLE, /A CORMMPRE LEEREEICELEESE. TR
OuTALEBIETDEIICHLRETE ET, FEMICOVTIE, RO URL @ [Cisco 10S Login
Enhancements] #ZM L T 7Z&0,
http://www.cisco.com/en/US/docs/ios/12_3t/12 3t4/feature/guide/gt login.html

¥ EXEC a2 Y FADT7 O EADRE

GE)

Fy MU= THWARDT 7 Al 24T 5 fHR FIEX, SAT— RE2#H L THER L~ L2 YT
HZ2 T, MAT—FREICEI- T, Xy NI —2 F721Exy NI —27 TR ZA~DT 7 & ZHH
RENET, HRLXIUIZE ST, Xy hT—7 TARAL R a4 %, 2—FREDL Hravy
REHEACE 20N ERZSNET,

CZTHEMT D Ay RORESCE KO EOFEMIZ OV TIE, Cisco.com T [Cisco I0S Security
Command Reference, Release 12.4] %ML T E&E W,

T T, ROBEFTHRICOWTHAL ET

o [FT73NbDONRRAY— REBIOHER L~ A5EE] (P.8-2)

o [ RAT 4w AF—T N NRAY—RORTEEITIEE] (P.8-3)

o IEEALICE DA F—TNEBLOAS X—T N v—2 Ly b RXRTU— FO%#] (P.8-3)
o [NRRY—REEDT 4 &—7 11k (P8-5)

o [WRERBIFICKF D Telnet RA T — RKDOFEE] (P.8-6)

o [a—VPH LT~ FOTOFHE] (P.8-7)

o [HEOHERL~NVORE] (P.8-8)

TFIHXIEDINRAT— FEXUVHERLARILEE

#8112, T7A/NPDNRAT—RBLOMHERL LR TECEZRLET,

#= 8-1 FIAIEDRRAT—EBLUVHERLARILEEE
HeE FI4I FRE
AFR—=T N NRAT— B ILUHERL L NAT—REERINTWETA, T 740 MIL-UL 15 TT (FitE

EXEC L)L), WRATU—RiZ, a7 4FXalb—ray 774 LVHNT
IS STV R VREE T,

AX—=TN =21y b RRAT—=RFBIUOHR |[RXRAT—=RFIEBEBINTWETA, T 740 MILV~L 15 T Kk

L~

EXEC L ~LV), RRAT—RI, BEbshThbary7 s ¥alb—
V7 ANCEZIRAENET,

B/ S AT — |

INAT— RIZERINTHETA,
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| $8% RA9F A—REEORE

R EXEC 37> F~O7 7 t205E B

ABTFAY) A F2—TIL NAD—FOREF-IILEE

AR =T NRAT— RiZ, B EXEC £E— R~OT7 7B ZAZHIHLET, 2ETFT 1 v 7 £ —T )L R
AU — NEREEITEET HITIE, ¥ EXEC ©— N CTROFIBEZFEITLET,

avwyk By

A7v7F 1 configure terminal Ja—nR) a7 4 FXalb—raryET—RERHBELET,

AFwF 2 enable password password i EXEC E— R~DOT7 7 A I, HLWARAR T — REEHT D
. BEFEONRAT — REEELET,
T 7/ N T, RAU— RIERINFE T A,
password 21X, 1 ~ 25 XFOEPLFDOA M) VI HEELET, R
M) U T EBTTHRD D Z EIXTEET A, RIFE/NCFE X
L., A= %A TEETN, 5‘6??7\’\"**1 FmEhET, &
A% (7) 1%, 32 17%1\%1’?552?5*'3/\ . BRI O Ctrl+v &
ANTIIFERHTEES, 722X, SAT— RN abe?123 21T
HEXF, ROLHITLET,
abec Z AT LET,
Ctrl+v Z AT LET,
M23 AN LET,
VAT EAMBAR—TN RAT = REANT D ISR 6728
B, BB ORNC Ctrl+v Z AT 20T NAT—FD 71
U NMIEDOEE abc?123 EANTEET,

AFv7 3 H¥iE EXEC &— FIZEY £,

ATvZ 4 show running-config BEEERLET,

AFw 7 5 copy running-config startup-config (EE) 2o 74 FXal—ay 77 A NVICRERPRTELET,

A FX—T N RRAT— REIKELENT, A vTFDar7 ¥
L—yay 77 AVHTERBARD Z N TE HRETT,

NAT— RzHIFRT 5I21%. no enable password 72— )L 27 4 F¥Falb— a3y avy Fafi[
LET,

I, A X—=T N NRAT— R%& [[u2c3kdys CERT 26 E R LET, "AV—NIKE LI TED
T LIS OT 7 ARG bNET (EKROFHE EXEC £— K 727 & X),

Switch (config)# enable password llu2c3k4y5

EEEICEBARF—TILELIVSAR—TIL =9 Ly b RRT—FDRE

BMOEX2VT 0 LAYE, FRZXY T —27 Z8x 53207 — R TFTP — NIZRFS LT
BHRAT — Rk L TRET H%A 121X, enable password & 721X enable secret 7 =2 —/ 3L 27 ¢
ﬂF‘:LI/_“/a/:v/l\’a‘:ﬁﬂﬂ“C%iff av Y ROERIFZELLBREILETT, Zoavr NIZkD,

TSN AT = RERETEET, FitE EXEC E— R (F 74/ bRE) FIITFEEOHER L
ww TIERATHZ—WFE, ZONART—RNEANTHLERHY £,

FOBEREST LI ZLRFEHENS DT, enablesecret =~ REFHATHZ L a#HRL 4,

enable secret =~ > X enable password =~ > RIZEHRLE T, 2 >Oa~ > RRREBIZAZIC
LT LT EHEA,

[ oL-8553-09-J
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B %iE EXEC a7 FADT7 I LR OEHR

b &2
ATvT 2

ATvF 3

ATvT 4
&

AFX—TNVEBIRA F—T N =2 Ly b NRATU— RIZE AL EZFRET DI21E. $7# EXEC £— KT
WOFNEZEFATLET,

avwvFk B

configure terminal Jua—r) ar7Z 4 F¥al—ary ET— RE2EBLET,

enable password [level level] e EXEC F— R~DOT7 72 A, B LWSRATU — RETEXET S
{password | encryption-type »n, BEFORATU—REEFTLET,

encrypted-password}
EJBs

700X
=T by b RXRT— REEFKRL, FEAHRSHNEER L TRE

enable secret [level /level] {password | | L £,

encryption-type encrypted-password}

o (LE) level \ITHFETX HHMIZO0 ~ 15 TT, L-UL 1 Bl
»a—H EXEC E— FHRTT, 774/ F LULE 15 TF
(F7#E EXEC & — NHERR),

e password 21X, 1 ~ 25 XFOEBTFOA N VI EIEELE
T, ANV VBT THODZ LI TEEEA, KXFE/N
XFERJ L, AN—REHEHTEETN, BITAN—RTE
HEhEd, 774 FTiE, RAT—FRIERSINEEA,

o (UEE) encryption-type \Z1%, v AaMB OB LT LY X A
ThirEAT 5 LoMfERTEERA, B k& A TE2IBET Y
AlE B SN AT — REFHTL2LERH Y 3, =
DAL SAT — R, BIOAAL v FORENPLIE—LET,

GE) WA TEEELTZ YT THRAANAT—REASL
7eHE1E, BO%HE EXEC £— RIFBscE £8 A, KEL
SNIRAT— R kbieBaid, E0 &) 2k THE
BTEEE A,

service password-encryption (EE) XNRAU—FRREHTILLEE, FHRERELRETD L &I,

NWAY — Rais{b LET,

BEblickoT, arv74FXal—S a3y 774 LHNONNRT— R
DAY RREIC /20 97,

end

et EXEC E— RIZED £,

copy running-config startup-config | () 2> 7 Fal—al 77y A VTREERFLET,

AX—TNRBIOAL X—T N =7 Ly b AT = ROWEFNERINTWDHEE, 2—WFidA( x—
TN =Ly h RRAT—REAFTHLERHD £,

HEDHER L~V DNRRAT — REEHETHIHAIE. level ¥F—TU—FE2FEHLES, L ALERELT
NMAT—RERELEZL, EOLVXUVTT I EATIHLEOH L2 —FIEFIZEFONRAT— REELT
LTV, SFESERVNAVTT 7B RAARER 2~ RERET 554615, privilege level 7 = — /31
a7 4 FXalb—vay avwry FEFERLET, FEMC O TE, TEEOHRL~LOFE] (P.8-8)
BB LT ZEN,

RAT— ROMFAbEA F—T T oL, 2—FLRAT— R, BIEF— ATV —F A FX—T N a~v
VR RRT— R a3y =B X OAERERRSZA T — R & T2 T — RIZ#EHINET,
INAT — R & LUV EHIBRT 51213, no enable password [level level] & 7213 no enable secret [level level] 2
B YL ar 74 Xalb—var avy ReRLET, SAT—ROBEET 4 E—T7 T DI,
no service password-encryption 72— L 227 4 Fal— gy avr REHEHLET,
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WIZ, HERRL~L 2125 L TR b/ R A U — K $18FaD0SXyti5SRkls3LoyxzS8 #RET DBz~ LET,
Switch (config) # enable secret level 2 5 $1$FaD0$Xyti5Rkls3LoyxzS8

NAD)—FEEDT«E—TILik

ALy FITHENZT 7B ATE D2 F a2—Wid, 774/ 8T, AA v TFOBEBRBEARFIZT — K

T RZEDIABR, FHLWRRAT—REANTLHLICE-T, Kb AR — RERETEE

T

NRAT — REET 4 B— 7 WALHERECIE, ZOBED T2 T 48— T7NMCTHZEICEV AL vFD
NRAT—R~DT 7B AZRHETEET, ZOBENA X—TNVOEE, = K a—%FE, VAT A
T 74NV MRECRTIECRAIELEGAICRY, 77— 7Y ACHH VAL B TEET, A
AU—KEEEZT =TI LThH, 77—k 7B RZEVAALTHRAT— REERETE T2,

ary74X¥alb—var 77 A/ (configtext) BEL VLAN 7 —#_X—2Z 7 7 A /L (vlan.dat) |
HIBR S ET,

NR2AT—KREEEZT 4 =7 VT 58 EF, =0 Fa2—FR7—F 7o R ZHVAALTY AT A
BT 74V FOREBICET IO RESIUHZ, EXaT7 h—Nlar 7 4 Fal—alr 774 LD
N7 o7 abt—%RFELTRB I E#BELEST, AfvTFETar7 4 Fal—vary 774
NONRY T T w7 abt—%EFLRNTLEE N, VTP hT VAT L b F— R TAA v FNEIE
LTWAEAE. VLAN T—F_R—R T A ADONy 7T v at —4EEICE X 27— R TE
LTLEEN, AL v TFNBVRAT LADOT 7 4V MREILRE -7 & &2, XMODEM 7' bk =)L % fii H
LT, RELET 7 ANEAL vy TFIZFZ D yve— RTEET, MO VTR, (MR- FRaER
BAEOEE] (P48-3) #BRL TS,

NAT— ROEIEET 4 E—7NMZT D2, FHE EXEC £— RTROFIEEZFEITLET,

avwy R BiY

b & A

configure terminal Fa—r) ar7 4 X¥alb—vay T— REEEBLET,

ATvT 2

no service password-recovery NATY—RKOEEZT 42—V LET,

TOHREIZ. TF5via AERVOFT, T—F e—FB I Cisco
[0S A A=Y M7 7B ATEAEBMICBRTFSNETR, 7740 &
AT LRI EENFEAL, T2, 22—V EFT 78 ATETEE A,

ATFvS 3

end

HebE EXEC E— RIZED £,

ATvT 4

show version g~ FHADEREBEOBITZF 2w/ T52 LiIck-T, RELH

R LET,

(F)

NRAT — ROBEEZTFRA 2—7 VI T 541X, service password-recovery 27 02— /3L 2227 ¢
XFal—varyavrReEHLET,

RAT— REEOT 4 B—7/{ki%, boot manual 72— )L 27 4 X alb—3 g av K&l
HLTEFHTT— b TDLIICAA v TFEZHEL TWIHAIESTT, Z0a~vr R, A4 vyTFO
BIROBFEAE, 77— a—% a7 N (switch:) #F 3%,

[ oL-8553-09-J
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B %iE EXEC a7 FADT7 I LR OEHR

R EERIZXT S Telnet /XX T — FDERE

b & b

ATFvS 2
2Tv7 3
ATvT 4

&

ATFvS 6
AFvT 7

ATv7 8

MO TAL v FICBFRERATDE, By N7y 7 7u s 7 2088 L CIP FHEZ VYT, 2
DOHET HERATEDLLIICT 7 ANV IRELXERLET, B2, By N7 v 7 Im s T aiE, A

AT —RIZLD Telnet 7 7 EAHIZAA v FERETHZELEZHERLET, By v FarJ A4
DOEITHIZZ D/RAT — REFRE Lo 25A 1%, 2 O T Command-Line Interface (CLI; =2~
VRIAL A VE—T A A) BERALTRETE ET,

AA v T % Telnet 77 B AHICRET 5121, F7# EXEC E— R CROFIEZFEITLET,

r B
Tlalb—vary Y7 bU=T2MAPC EZV =0 AT —
variAfyFoary— R—bEERLET,

ALY =) R—= DT T x )V bOT —ZFEEIZ, 9600 R—. 8 T —
ZEy M 1Ay T By b RNUT4RLTT, av F7A»
a7 NRFREND E T, Return F—E AT LERDH Y
7

enable password password i EXEC E— F&Bt L E T,

configure terminal Fa—r) ar7 4 X¥alb—vary T— REEEBELET,

line vty 0 15 Telnet £ > a v (Eff) OEEREL, 74 a7 4 Falb—
var E—FERMBLET,
Ay RREAA vy F T, KK 16 DYy a UBHETT, 05
FOIS 2BET DL, FHTED 16 D Telnet By 2 3 _T%
BETHI LT ET,

password password 1 DFITEEOEIRICKTIET S Telnet SA T — KE AL ET,
password 121, 1~ 25 XFOTHFOA N V7 EBELET, A
M) VT EHETHDDZ LI TEETA, KIUFL/NFE XSG
L, ANXN—2AZFHTEETH, BITAS—RFEHRINET, 7
T AN RTIEH, NAT—RNIERESINETFA,
¥t EXEC £— FIZED £7°,

show running-config RELMHRBLET,
a< 2 Rline vty 0 15 O FIZ/NNAU— FRERINET,

copy running-config startup-config EE) v 74 FXalb—ay Z77ANVICEREERGFELET,

RAT — REHIBRT 5I21E, no password 70— 3L a7 4 Fal—vary avwr FEFERHLET,
Wiz, Telnet /SA T — K% let4d5me67in89 (i ET D H 2R LET,

Switch (config)# line vty 10
Switch (config-line)# password let45me67in89
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m. OL-8553-09-J |



| $8% RA9F A—REEORE

R EXEC 37> F~O7 7 t205E B

A—HRZENRRT— FORTDEETE

2—FLHLENRRAT— ROXT HRETEET, ZOXRTEFAAS v F ETr—BVRTFEENET, 20
~7 i@#ﬁif_ ij—’_‘}\ JUéIT%Z}’L %i%ﬁ-%utuuﬁbij— :L’_“}j_ IJALAUIE?& AA FINWTT 7k

ATEET, HRV~LVZE

BHLTWAERITZ, 2—TL ERXRT = FOEATITHEDOHER L ~ L

Z, MIST MR LUHERLE L HIZHV L THZ b TEET,

Z—PEZR— 2DV AT D a2 ET DL, ¥ EXEC E— R CTKROFIAZFEITLET, T O
EVAT LTI, el Ay a—WL LR T — FRBEREINET,

avy kR

=]:5)

AT F 1 configure terminal

sa— ) ar74X¥al—yary E— NeBBLET,

ATw 7 2 username name [privilege level]
{password encryption-type password}

Ha—PDL—PL | HERL L, SAT— 2 AN LET,

e name 2, =2—¥ DA 1 V—FTHEELET, AX—2B L
VB HFREHTEERA,

o (EHE) level \Z1%, 77 & AR 1T —FICRET HHER L~
NERELET, METE 2%MIZ0~ 15T, L 15T
X, #H EXEC E— R TOT7 7B A L2204, L~UL | T,
1~$EXHD%~FT®77txa@@i¢O

. encryption type \Z1%, 1K52}’L'Cb‘f£b‘/\°1‘7‘—]\°i)§?ﬁ%
foe < io%ﬂﬁbi@ﬁ WAL &N/ R T — R3% A1k
<iE'/\;t7 ERELET,

o password \Z1X, =Y BRAL v FIZT 7 VAT HGEICATT
DVNEDOHDHNRAT—RERELET, "AT—RF1~25X
FC, HDIAHL A=A LM TE, username 2~ KD K%
OATar LTHEELET,

AFv 7 3 line console 0

EA B
line vty 0 15

FA L aryT 4 FXal—aryET—FRae@lBL, 20— R—h
(FIHR 0) F721F VTY Bt (B8R 0 ~ 15) ZRELET,

RATv 7 4 login local

gy AU — BN RRAT— R Fov I EALX—T NI LET,
FRREIX, AT v 72 THRESN 2 —VAICESIETET,

AFv7S 5 end

4 EXEC £— NIZREY £4°,

RFv7 6 show running-config

ROE AR L £ T

RTv 7 7 copy running-config startup-config

UEM) 3> 7 (¥al—vay 77 A MEBERRIFLES,

BEL—YO2—VHZEIEET «+ £E—T7 M2 T 25I21E. no username name 72— )L 227 4 F =
v—yay:vy%%ﬁﬁbiﬁ NAT—=R Fxv I &T 42—TNIL, RATU— KRR LTOH:
WA eI T HICiE, nologin 74> 27 4 Falb—Tary avr NEFRALET,

[ oL-8553-09-J
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B %iE EXEC a7 FADT7 I LR OEHR

BROER L NILDOERTE

CiscoIOS Y7 b =TT 74/ T, 2EEONRRAT— R X2 T 0 E—FEEALET, =—
P EXEC BX O EXEC TF, T— Rl a~r FOBEBL L% 16 T TCRETEXET, B
BONRAT—REBRETHZ LI, SESFEha—F I —TFITH L THEDa~ Y R~DT 7

TAEZFAITEET,

b 21X, ZL< D —F T clear line 2~ R~DT 7 B RAEZFHATLHHEG, LV 2DEXF2 T4
ZEIY YT, L2 ONRAY — REJRFIFEO 22— Il TE E9, F7. configure =~ F~D
77 ARIREBET AHAFE, LAV 3DEXF2 YT 4 EEOY T, ZORRY—RERLNTZ2—
P IN—T AT HZE B TEET,

T T, ROBREFBRICHOVTHAL X,

o [a~xy ROMRL~NVOFRFE] (P.8-8)

o THFRIZKT 2T 7 4L FOMERL~LDEE] (P.8-9)
o HERL~~or 7 A Bl T) (P.8-9)

a2 FOERLARILDERTE

a<wy K E— NOHERL~NVERET DL, F5#E EXEC E— FTROFIRZFEITLET,

ATFvTA1
AFvF 2

ATFvT 3

2Tv7 4
&

ATvT 6

avyk

E[:3)

configure terminal

Jua—n)L ar7 4 F¥Fal—yar ET— RREelBLET,

privilege mode level level command

avy ROMERBLLVERELET,

e mode 2L, /m— )L a7 4 Fal— gy F— ROBE
I% configure #, EXEC E— RO Al exec &, 1 F—7
AR a7 4 X2l — gy T— NOEALIT interface 2. 7
A ary7Z 4 Xalb—ar B— FOEAIE line T ERA
HLET,

o Jevel IZHETEHHMIZO~ 15 TT, L~UL 1 NEFHO2—H
EXEC £— FHEFETF, LUl 15 X, enable /XA U — R|Z L »
THAIENDT7®A L TT,

e command \Zi%, 77 BAZHIBLI-Vavr RERBELET,

enable password level level password

FHERR LUK T DA X —T 0 WA — RERELET,

o Jevel IZHETEHHMIZO0~ 15 TT, LUV | NEFHO2—H
EXEC &— FHERTT,

o password 21X, 1 ~ 25 XFOEBTFOA N VI EIEELE
T, ANV BT THODZ LT TE LA, KXFE/N
XFERJ L, ANX—REHEHTEETN, BITAN—RTE
WEhEd, 774/ FTiE, RAT—FRIERINEEA,

end

4 EXEC £— NIZREY £9°,

show running-config

F70T

show privilege

BREEMER LET,

show running-config =2~ NI/NATU— K& T 7R LLORRE
Z#FK 7 LET, show privilege =~ Rid, R L~V OREEFER
L%,

copy running-config startup-config

(EE) 274 Fal—vary 77 A MCHELRFLET,
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Ry F R—REROHE

R EXEC 37> F~O7 7 t205E B

av s R HHER L~ E¢7t WIXNEDa~v L ROV TRy NCThHa~vy FIETRT, %
DL~YUZERESNET, 72L& 2%, showip traffic =~ > F& L-~UL 1SIZERETDH &, show 2~ KB
LW showip =~ Rid, ZNZENHID L~VUZERELRWVIRY . BEIRIC L~V 15 ICRESNET,

BED <Y RIZ2OWT, 774/ hOWHRIZETIZIX, no privilege mode level level command 7
o—N)L a7 4 FXalb—ragy avry REERALET,

configure 2~ FEMHER L~V 14 ITHREL., b 14 Da~< s FEERT 5561
BHINAYT— R & LT SecretPswdl4 % E#%T 50 &~ LET,

Switch (config)# privilege exec level 14 configure
Switch (config) # enable password level 14 SecretPswdl4

S—FRANT

BRI T BT I4I FDOERLARILDESR

ERRICH T DT 7 40 S OMER LN A E 451203, #4 EXEC E— FTROFIEEZ ETLET,

B

configure terminal

Jua—n) ar7 4 F¥al—yary EB— RReRlBLET,

line vty line

T A a IR S AR R R 2 IR L £,

privilege level /evel

FI#RDT 7 40 b OHERR VA~V 2 EELET,

level IC¥EETE HHPHIZ 0 ~ 15 T, L~UL 1 N@FO2—H
EXEC &— FHEBR T, LUl 15 1%, enable /S AU — RIZ X » CT#F
HENDT 7 EA LAULTT,

4 EXEC £— NIZREY £4°,

show privilege

show running-config

BREEMER LET,

show running-config =~ > R{Z/ XAV — RET 7R LUV ORTEZ T
A~ LET, show privilege =~ > Nk, HERLV~VORELFRSLET,

avy kR
b &2 A
AFvF 2
AFvS 3
XFv7 4 end
&

ERels
ATvT 6

copy running-config startup-config

(EE) av74Falb—vary 774 VICREEZRTLET,

=Pk, BRI R 7 A L, BIOHERR L~V E A X — T VZERET H 2 LI LD | privilege level 7 1
vAarvZ4Fal—vary avy R L TRESNIHERL AV E LEHEXTEET, £z, disable

avy REMATHILICED ., HRLALVESIE FIF5 2 ENTEET, ERORERL~LD/ 8%
V= FA3pHo TOALE, i%fi%@NXU%F%ﬁ%bfiﬁ@%@vﬁw%4*%7wmf%i
T, ERROBEAZHIRT 5101, =2 Y — VBRI E D LUV E TR L L LT &,

Flft % T 7 4V b ORI FIZIE, no privilege level 74> 27 4 ¥al—vay avy
REFERLET,

ERELANILAOOTAL VUELURT

FRE LTCHERR L~ e 7 A 3 % FT3H6E LIZHER L~ L2 /8 T4 51218, $5HE EXEC £— R T

WD FNEEFEITLET,
avyv kR B
ATv7 1 enable level BELFHERL Ve /A4 LET,
level \ZFEECTX HHHIZ 0 ~ 15 T7,
ATwF 2 disable level FEELTMERL ~ L 2T LES,
level IZHEE T HHHIZ 0 ~ 15 T,
Catalyst 3560 R v F YI r 97 avI4F¥al—>ay HAF
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Bl TACACS+ & BRA vF 74 L ADHE

TACACS+ [2&BRA YF 7O XDFIH

Z ZTiX. Terminal Access Controller Access Control System Plus (TACACS+) %A Rr—7 /ML T
RIET DHECHOWTHHA LET, TACACS+ X, FEMiRT WU 7 4 7 iEHREZINE L., BAEk &

[ A=t S A “C%@( REH ATV E T, TACACS+ iX. Authentication, Authorization,
Accounting (AAA; 8RE. #FAl. T7A VT 4 7) WREICEVILESHLTEY . TACACSt & A
X =TT DI AAA a~vy FEERLRTIERY £ A,

Cisco IOS Release 12.2(58)SE LIFED VU V — 2 TliX, A4 v FIX IPv6 ® TACACS+ ZHFA—FLTW
FT, HEMIZOWTIE, [Cisco 10S XE IPv6 Configuration Guide, Release 2] @ [Implementing
ADSL for IPv6] O#F(Zd 2% [TACACS+ Over an IPv6 Transport] ZZH L T &0,

Z OBEEDBREIZ DWW T, [Cisco 10S XE IPv6 Configuration Guide, Release 2] @ [Implementing
ADSL for IPv6] ®E(ZH 5 [Configuring TACACS+ over IPv6] ZZM L T &0,

N
GE) ZZTEHTLa~r FOEXEB IO EDOFEMIC OV TIX, [Cisco 10S Security Command
Reference, Release 12.4] 3 X O [Cisco I0S IPv6 Command Referencel] % ZM 1L T 1230,
Y
(GE) ZZCHERT D~y RO L OMERFEOFEHIZ SWTIE, [Cisco I0S Security Command
Reference, Release 12.4] #ZMHL T30,
TR ROBEFRICOVTHIILET,
e [TACACS+ O3] (P.8-10)
« [TACACS+ OEifF] (P.8-12)
e [TACACS+ ow¢iE] (P.8-12)
* [TACACS+ &EDFE R (P.8-17)
TACACS+ O E

TACACS+ X, AA v FIZT 7 BALL I LT H2—VORIEEZETIAITO>EXF2V T4 77
r—3ia T, TACACS+ H—t R, % UNIX %72/ Windows NT V—27 25— 3 > LT
#7925 TACACS+ T —FE L DT — I RXR—ATEHINE T, AA vTFIZ TACACS+ HREAHRTT DT
1%, TACACS+ ¥ — 27 7 E A LT TACACS+ H—R_EZHTEL TBLERHY £,

TACACS+ %, MDEY 2 —AVBIFERE, FFr, BLOT IV o7 4 v TR EZHZ TWET,
TACACS+ Tix, B—o7 7 & AHfHY—N (TACACS+ T —F ) NE&P—v R GERE, §Frl, B
LT AT 40 )) EAEICRELEST, FF—LREZEEOTF —FX— RS L, T—FELD
BEEIDS U CEDOY—RERERy NIV —F CHATE MO -2 2HHTEET,

TACACS+ ® A, 1 2OEHY —EANLEEDO XY NI —0 TR KA MBI LR
FHRMETHZETT, AL vFiE, Mo Cisco V—FRT /8 A —RE L HIIXxy NI—F T o &
AP —=RNIZTCEET, XY NI—7 T/ A P—F, HrxO2—F, 2y NIT—TFEH TRy
FU—7 . BEOMWAEERE SN XY NU—27 L OEGLZERLET (K 8-1 23M]),
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| $8% RA9F A—REEORE .

TACACS+ [2&BRAM v F 7V RO

8-1 —i&897% TACACS+ vy D —V
UNIX D—9 RT—3 >
(TACACS+ Catalyst 6500
KAmARY SY—XRALYF

_/'/

171.20.10.7

UNIX J—9O RFT—v 3>
(TACACS+
H—/\2)

-’
171.20.10.8 \\\\
E]._; TACACS+ #— 7 FLAZEHEELT ._«,/L
— A9 FERELET, A &
nl‘.nIEf@EnXiLi?’
] (TAGAGS $—ri1= ]
— ACRERELED) . —
AMA EA X=TLIZLET, S
] Y4 VREARY A N EERLET I
= BREEIZY R FEEALET, — "
m— BECELTHIBLVTHIVTAID —
J—OXT— 3> B R EERLET, J—PRTF—v3 v

TACACS+ 1E, AAA EX a2 UF 4 H—ERIZE o TERIN., KOL S e — R 5L,

e FAE: vl A VBLOIRY—RFATa T, T L UVBIUONE, AvE—Y $FR—
J:/)‘/Cwuuﬂz%uiﬁ'ﬁﬂ ﬂ?'”ﬁl]bi@'

FRAEMEREIL, = — PV L OREEEFEITTCEET (X, =2— #%&Ax7~%#ﬁﬁént%
BECEF, BHOBE, —bER 247 HERBEESZEOW ONOERMEZT 5 LT
Da—PERLET), TACACSt RiFr— b 2L, = — P %yt~9%%%¢5:&%?
xFET, ez, SHONNRT = FEHIABR Y > —I1ZHn, RRTU—=RFOEFEDOLENH D Z
LA a—PFImmT b b TEET,

e FFF[ : autocommand, 77 BAHE, Boya VB, e har bR —FOBREL VST,
a—H vy va VOOV TEDMMN KL E T, £72. TACACSH FFrlHEEIC
oT, 2—9PRFYTTE2a~r FEHIBRTLZE L TEET,

o THULT ALY e R, BIOLR— MUERAT HEHRZINE L T TACACS+ 5 —F
K%%Li¢0*ka—&@%@%m\7ﬁ7y%4y7%%%ﬁmbf\t%19%4%§@
DI —YOEENRNE T vx L, 2—VREAOEREREMgE LZY TEET, T
T4y La— RiiE, 22—V ID, BHMEREAB X O TR, FEfTShiza~> K (PPP 7%
E)Y. RNy bR, BXUOAAS MR EGEENE T,

TACACS+ 7 hzLid, AA vF & TACACS+ F—E VM DRIEEITV, AA v F & TACACS+
T EOTa ha Vi ETRTER LT D LIk > TR 2 EHR L E T,

AA v F T TACACS+ ZERAT212i%. TACACS+ T —F> VY7 N =T HRBET 5V AT ARNE
‘/Cﬁ—o

[ oL-8553-09-J
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TACACS+ DEIE

2—HnN, TACACS+ R L TWD AL v FIZxt LTS ASCII v 7 A > &RIT L., RBIENMLEIZ
AL, ROTaEARNRKELET,

1. BN HEIEND &, AA v FIX TACACS T—F U ICHEERKE L Ca—YL4 a7 NE2EE L.
IhEa—FIIERLET, 2—FRN2—FLEATTEHE, AA v FiX TACACS+ T —F I
L TRRAT— R a7 2RELET, AL v FICLoTRRATY—F a7 FRFERRS
N, 2—FRRAT— REANTDE, ZO/RAT— K TACACS+ F—F Ik EanE+,
TACACS+ 2L - T, T—Fv La—HF LOMOXMFENAREIZRY, T —F 32—V EFRFETX
BETOBMERGTEXALIICRVEST, T—FF, 2—PLERXRT—FOMAEDEE A
HT5E9KOFETH, 2—FORBEOPKERE, TOMOEEEZED DL EHTEET,

2. AA v FUIE. BKEIC TACACS+ 7 —EFE U NHROWT NI DISEE/FET,

o ACCEPT : 2—H¥NRBiES L, Y —ERAZPIATEET, FAaBELTLRIITAAL v TFN
RESNTVDEHEIE, ZORRTIHFTLEARGSNET,

e REJECT : =2 —VF@RiEENFEH¥ A, TACACS+ T—F NS LT, =PI T 7 A ZHER
INBE», vl Ay = AEHRITTAL RO LNFET,

e ERROR : 7 —EUICLBRBEE —E 2D H HHREA T, iti?“—"&/&x/l)/?‘@ﬁﬁﬁ@z
]\‘7 TEERICBWTZ T —nNRELE Lz, ERROR IGENERINTZHAT. AA vF
BENOFETL—YFEEIELL O L LET,

e CONTINUE : = —#(E, S HIZRRREHFHROA N ZRD B ET,

FRRERR X4/%T#Tm4z T2 TWBEAE, 2—FILBIOFFA 7 = —XIZAY 7,
L —H% TACACS+ FFANICHETeRTIC, £ TACACS+ il A EFICE T TOXLENDH Y £17,

3. TACACS+ #FAALEARBAIL. BN TACACS+ F—F T L, 5 —F 7 ACCEPT £7/21%
REJECT O#FA[G& 2K L ET, ACCEPT JEE N EINZHEE, TOIREIL, Toa—FE X
REDO—YRT 7 A TEL5—b 2D, EXEC £721X NETWORK © v ¥ = > 5D gD
TT—2REERTHET,

e Telnet, Secure Shell (SSH; &% =7 L =/l), rlogin, 71345 EXEC —t &

o BHFENRTGA—F (RANERIFIIFIAT U FDOIP T RLA, 72782 VXM, BLOa—WH
A LT U NEEGT)

TACACS+ DFEE

ZZ Tk, TACACS+ Z2H HR—F T2 LA v T HRETDHHEICOVWTIHLET, KIKR,
TACACS+ T —F U 2#F+T 282 (1 o£7213E%) 248 EL. U@MB+M&®ﬁt)xk%E
BITHXLERHY ET, F72, fEECTACACS+HAIBLIOT AU T 4T DI Y) A NEE
ZEbTEET, FRURARMTE T, 22—V OFREE, ﬁﬂ\EKMTﬁWVF%%@kw@%$E
FREEHELET, FRUVANEFEALC, HFHT28X207 4 a bharkz | oEI3EEEE
TEDLOT, MOFANRKBLIEZBZEDONNY 7T v VAT AREEEINET, Y7 hu=T1%
U R ]\W@W*ﬂ@ﬁﬁé’{iﬂq LT:L‘_"H_@nuu utFm‘\ T I\@%E}:%%??[/\ij—o %@jiftfﬁ;%
BEONRDSTGE, Y7 =T FEOY A RDLBROFREZRIRLET, Zo7akX L, VR
FROFRIZEDBEPEITE, FRYV A FOFRETRTRLKEDSETHREET,
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I T ROBREFHRICOWVTIHA L E T,

o [TACACS+ OF 7 4 /L hi%iE] (P.8-13)

o [TACACS+ #—/" KA b OFER L ORRGEX — D& E] (P.8-13)

o [TACACS+ v 7 A VERBFEOFKE] (P.8-14)

o Rt EXEC 77 EABLO Ry hU—2 F—bE 2D TACACS+ #F Al D¢ E] (P.8-16)
o [TACACS+ 7 H V> 47 0i#H) (P8-17)

TACACS+ DT 74 JL FERTE

TACACS+ & AAA X, 774NV ETT 4= NICRESNET,

X2 VT A OREIET D720, 2y NT—IERT SV r—a UL T TACACS 3%
ETEEHA, TACACS A X —7 NWICHRELTSLE. CLIZHBUTAL v FIIT7 78 AT H2—H

ERIETEET,
S

(GE) TACACS+ OFREIL CLI ZfFH L TITWET A, TACACS+ +— NITHERR L ~L 15 ICRE ST

HTTP #&fe & 7Fnl L £

TACACS+ H—/\ /R X FORES & VERREF—DERTE
AN | SOY—ASEHMT 52 L b, Fio, BEOF—S A R 7 A—T LT 572010 AAA F—3

b & b
2Ty T 2

TN—TEMMT D L OITRE

TH5ZEHLTEES, =" L—TL L CE ﬁﬁ&%ﬁAﬁxL@%

T FEERL, FEOV—ERZZFOY—REFHTEES, =N —T L, Fr—rUb F—n
ARAR VR PEEBITHERASN, BIRENTZY—ANFARDIPT RLADY A MREENLTWET,

TACACS+ ¥ — " ZffRd 2 IP A X b Z2fFE L, (EETH SXF—2RET D121E, ¥ EXEC £—F

TROFNAZ EITLET,

avy kR

=]:5)

configure terminal

sa— ) ar74X¥al—yay E— NeBBLET,

tacacs-server host iostname [port
integer] [timeout integer] [key string]

TACACS+ ¥ — % H#a 25 IP R R b (1 o138 2 EL
FT, ZOavwr FEEKREIANI LT, BERZX FOU R FEERK
LET, Y773, BESNZIEFCTHEA MEREBELET,

e hostname 21X, RA NDOLFIEIZIP 7 FL2AEEEL T,

e ({EE) portinteger \ZiX, y—OFR— b EFZEZEELET., 7
7 4V MEA—k 49 'C?‘o EECX HHIHIX 1 ~ 65535 CTF,

o (fLE) timeout integer \Z1X. AA v T NT —FEUNOLDOISE%E
FEOIFRZ R CTHELE T, ZhERETDL L AL v FIIXA
AT RMLTCZT—%2ESLET, 774/ MEZSBHTT, &
ETE 58I 1 ~ 1000 T,

-(Eﬁ)MyWMgK@\X%y%&IAQMS+?—%y%@¢
’\“’C@]\774‘Y77¢"E Bt KO BERT D 72D DR 5
#~ EHELET, BEbrmh¥ 5123, TACACS+ 7 —E

CRLX—52RETIOILERDHY 7,

ATvF 3

aaa new-model

AAA%4X~7w_Li#O
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=1 S =)
RTw 7 4 aaagroup server tacacs+ group-name |({L35) ZL—74% T AAA Y —N Z L —T 5 EHLET,

ZDavry RIZEoT, A v T — AR I N—TF H$Tar 7y
ol —Tgry E—RIRY ET,

RATv 7 5 server ip-address EE) HED TACACS+ H— " EEHFE LY — R VL —F 125t
FIFE9, AAA —1 T —T7 D% TACACS+ F—ZxfL T2
DAT v THHIRLET,

TN—TDEY =L, AT v 72 TEEFHDHLDOTRITNIEZ

NEEA,
ATY7 6 end Kb EXEC E— RNITREY £,
XTv 7 7T show tacacs HELZMERLET,

AT7v7 8 copy running-config startup-config EE) zv74FXalb—vay 774 VICREEZHREFELET,

fEE S 7c TACACS+ h— A E72137 FL A ZHIBRT 521X, no tacacs-server host hostname 2

o=/ arZ 4 X¥alb—vay avr REFERALES, REY A L= 7T L—T%HIRT 5
21X, no aaa group server tacacs+ group-name 7 2 —/N)L AT 4 X a2 b—al avwy REMH
LET, TACACS+ H— 3D IP 7 KL A% HIBRT 51X, no server ip-address +—/3 7 /L —7 47
arv 74 Xal—vay avy REHEALET,

TACACS+ OJ 1 UZRIDERE

AAA BEEZHET D10, RFESFROLFITE U A FEER LT, FHEA— MZZOU A &
%Liﬁoﬁﬁ)xkiiﬁéﬂéﬁm®&4fk£ﬁﬁf%* LET, 20U R MEEEDOR— b
WWHEALTOL, EREHARIETREFITITILERNLY 3, M—DFIFIT 740 O FRKY 2 b
(ﬁﬁw:dgmut&%mmwfizﬁmfuwm T, T4 FOFRY R NI, ARifFEFLY 2 &R
R ERE SN AV F—T =2 2ZBNT, HEIWICTRTOR— MIGEASITET, EBEFEALDF
tJXhi FI7 N ROFRY A MERELET,

FRY A ME, 2—VRIED-D 71U—%E%ﬁﬁ%@&m&ﬁﬁéﬁkut%mffoMﬁ fE
AT 2 1 2F 3802 T 0 7 haLEFETEL0OT, kO FRN KM LIZSGE

Ny 2T o7 VAT LAPHERINET, Y7 B 7;7m\UX$W®%@@ﬁﬁ%ﬁﬁbfl~f%
WAELET, TOFRTRENGOLNR -T2 GE. Y7 by =TI EZEDOY A MNHIROFRAERIRL
¥4, ZoFuvRiL, U A FANORIEHRIC iéLﬁﬁﬁﬁﬁé# EFRINZHFXETATHLK
DOLETHRYVIRENET, ZOWMBEOH LR TRFEN K LIZES (2FED, BXF=2UT 1 =N
Fldn— N2 —FHZT —FR=AN2—Y T I/ AZERT L LIRE LSS, Rty nk &
WFEIE L, FRU RN FITEND Z L iEH Y EH AL

0 s A VCBHEEARET DI, Bt EXEC T— R THROFIEE FEITL £,

avyFk B
AF7v7F 1 configure terminal Jsa—nNL ar7 4 ¥alb—vay E— RelBELET,
ATv7F 2 aaanew-model AAA A F—T N LET,
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avy R

=)

A7 97 3 aaaauthentication login {default |
list-name} methodl [method?...]

07 A RS R A M EER L ET,

* login authentication av s RIZAHMTE Y 2 R03s ”‘Eé?ﬂﬂi‘
Do EGRIERENDT 74 hD U A N EERT I
dduh# 7 — RD% Al 77¢w%ﬁﬁfﬁﬁﬁéﬁt%h
ELET, 774N FOFRY A ME, BEIZT X TOR—
MIEA S ETS,

o list-name (21X, BT 2V A FO4RIE LTHERT 2T %
HBELET,

e methodl... \Zi%, FBIET NIV XLENERITT D ERO XK E2RE
LET, M®m£ﬁﬁ . FORHIOFA T T —NIREI T
HIZRYEEH S ET, Hu@jiit?ﬁﬁ%ﬂﬁ( L7=BaifEH S

FH A,

RONTND SR BRIRL 7,

e enable : 4?\ 7\‘/1//\0;<]7_‘Fjﬂ;’wuu 'fﬁ*iﬁﬁbij—o \—O)m{?u
FEHEAT D2, H 55 LD enable password 7 1 —/3)L
Oy 74X alb—vary avwry REfA LTS, R—T L R4
T—REEHZL TBMERDD 7,

» group tacacs+ : TACACS+ Rt L £, Z ORGSR %
EHT 221, 500U TACACS+ —R"EFHE L THEL &
HRH D ET, FEMIZOWTIE, TTACACS+ — N R X hDFF
ERLORIEF—ORE] (P8-13) ZZMMLTIIZIY,

e line : #?/\Zgﬂk%umn {ﬁﬁﬁl—/ij‘o _ODWL‘;:J‘.EjiJ‘;de{%)ﬂ
THIE, HOPUDEFAAT — REER L THELERD
D ¥4, password password 7 A4 a7 4 Fal— a2
~U REHERLES,

o local : m— )b 2 —PHT =X X—2AZBFEIHEH L E T,
T R=R L —PFLHEREATI L TBLLERDHY F7°,
username password 7 2 —/N)L AT 4 X2 b—g Ly av
NEfERHLET,

e local-case : KXFL/IIFREMNENL B —T )L 2—F 4T —
AR — R B BEEICEA LEJ, username name password 7

og— )L a7 4 ¥alb—vary avr LT, =2—%
HIERET —F_X—RANT HUERDHY £7,

e none: 7 A VIZERFEEMHFALETA,

RTv 7 4 line [console | tty | vty] line-number
[ending-line-number]

T4 :/7/("'?11/_“.\/5/:5‘_‘]\%3%?'&[/ HALPEE)X]\O)J@)EH
KNG LT HEMERELET,

ATwv 7 5 login authentication {default |
list-name}

f?ﬁifl i@ﬂik/ N x—id‘L/VC umnEJ A b & ﬁﬁbiﬂ‘

o default Z¥5E 3 %41, aaa authentication login =~ >
TR LT2T 7 4L l* DYAEHERLET,

 list-name 1Z1%. aaa authentication login =~ > R T{ER L= Y

A RNERELET,

AFv7 6 end

HebE EXEC E— RIZED £,

RXF7v 7 7 show running-config

BEETR L ET,

ATv 7 8 copy running-config startup-config

UEM) 3> 7 (¥al—vay 77 A MERERRELES,

[ oL-8553-09-J
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T EXEC 7V 2RELURY FT7—Y Y—EZXFAD TACACS+ BFAID

b & b
& A

ATFvF 3

ATvT 4
&
ATvT 6

)

AAA %5 4 & —7 29 5I21E, no aaa new-model 7 —/ 3L 27 4 F a2l —gy avr NE
A LET, AAAGRREE T ¢ B— 7 /LIC9 5121, no aaa authentication login {default | list-name}
methodl [meth0d2 J7a—Larr 4 Xal—vary avwr RefHLET, B 40D
TACACS+ #itx 7 4 E—7 WICT 50T 7 4 /v MEIZE T4 A 1L, no login authentication {default
| list-name} 74> a7 4 F¥al—varyavry REEHALET,

AAA FR & LT HTTP 727 £ A LA v FOEF = U F ¢ %5I%T 51212, ip http
authentication aaa 7 n— )L a7 4 X2l —Tay av RTAL v FERETILERD D £
T, AAAFRGEEZRELTH, AAA FXEHH L7 HITP 77 2 RIZH LAAL v FDOEXF 22U T 41X
R L EHA,

ip http authentication =~ > KOFEHIZ OV Tix, Cisco.com T [Cisco I0S Security Command
Reference, Release 12.4] 75:’%5@ LTL7EEN,

E

AAA FANZE o Ta—FREATE L2 —EARFHIBRINE T, AAA FRIBA X — T IR E ST

TWbe, Ay FiFa—HVFore 7y AP RGLIEEREZEHALET, 207077 ALk
Q=N —Y F—E_X—=2F 7 FX=2 T4 =N LY, 2=V Dy aEHELE

T, 2—FF, 2—%F a7 A LVNOFERTROLNTVWDIEEICRY . BERLEZYV—EADT 7

EARBRENET,

aaa authorization 72— 3L 27 4 ¥ a2 L— g a< L NiZ tacacs+ F— U — R&FHF TFEMAS

L. B EXEC E— R ~Da2—HFDORxy hT—27 T BRAEHIRTHNNTA—FERETEET,

aaa authorization exec tacacs+ local =~ > RiZ, ROFF TG A —FZZZHELET,
o TACACS+ ZfEH L THRFEEIT - 1285413, Fi#E EXEC 7 7 B AFF A1 TACACS+ # A L £,
FRFEIZ TACACS+ 2 Lo 23A1E, a— 0 55— _R—2&FEH L ET,

glpll

~

GE) FAURHREENTWTH, CLIZ#EHLTr YA v L, FBEESn-a—Foa LTE, FFTiEdEmshEd,
Bt EXEC 77 B AB LRy hU—27 H—v RT3 TACACS+ FFA[ # 15 ET AHI21%., Hite
EXEC =— R CROFIEEFEITLET,

avwvFk B

configure terminal Ja—rL arZ 4 Xal—vary E—RFERBLET,

aaa authorization network tacacs+ 2w N —ZEEOT R TOY—E RERIZHT H2—

TACACS+ #F Al %, AA v FITRELET,

aaa authorization exec tacacs+ o —YIZEiME EXEC O T 7 & ZEIRD H 5354, = —3 TACACS+

HR ALy FIHIE LT,

exec ¥—U— REHEETDHE, 22— T 77 A LEHR
(autocommand E#H 72 L) BDEINDIHBERH Y T,

end

H#e EXEC — FIZREY 77,

show running-config WEEMERLET,

copy running-config startup-config | ({LE) = 74 F¥al—T gy 7y A VIHREXIRTFELET,

A% T 4 B—7 NI F 5121, no aaa authorization {network | exec} methodl 7' a—/N)L 227 4
Fal—varavr RaERALET,
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TACACS+ 7ho VT4 VT DIER
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AAA TH T vT ¢ o TR, 2 —FRT 7 ALY —bERE WHELERY NT—2 U Y —2&
ERNToX T LET, AAM AT AU T A0 T A F—TNIT DL, AL v TFida—F OIRENRR
BT TF 4T La— ROFBRTTACACS+H X2 UF 4 y—NCHELET, KT H 7T 4
V7 va—RiE, THUYT 47O Attribute Value (AV; BIEE) X7 &2 &R, BX 2V T 4 P—

WIREESNET, ZOF—ZE2HIT LT, Xy NI =B, 75472 b~Difd., E£ITERIC

WIATHIENTETET,

Cisco IOS DHERBL~LEB L%y b T —7 —E RIZHETS TACACS+ T H I VT 4 T oA F—
TN T BHITIL, FibE EXEC E— FCIROFIEZ ETLET,

avy R

=]:5)

AT F 1 configure terminal

sa— )L ar74X¥alb—yay E— ReBBLET,

RXT7v7 2 aaaaccounting network start-stop
tacacs+

Fy NU—=JBEOT X TCOHF—ERERIZSOWNT, TACACS+ 7
BT 4 Tl F—T I LET,

AT w7 3 aaaaccounting exec start-stop
tacacst+

TACACS+ 7 AU T 4 72XV, ¥ EXEC 71 & XADEANC
FLERBRIET H U T 4 v T EA, KBICREE LB A BET D &
ICERELET,

AFv7S 4 end

e EXEC £— RIZRED £,

RFv 7 5 show running-config

REAMERLET,

ATvF 6 copy running-config startup-config

(EB) 227 (Fab—vay 77 A MEREERILET,

THRAYUT 4T ET =T /UZT HIZIEL, no aaa accounting {network | exec} {start-stop}
methodl... 7a— NV a7 4 Falb—vary av s FEHLET,

AAA —N\HDEEFRLGBEDIL—F DL Y a3 o DOFEIL

aaa accounting system guarantee-first =~ > NiX, AT AL THU T 4 VI BRYIO L a— RIZ
DI EERIELET, ZHIET 74NV FORIETT, BHICL-TE, Y ATan3)e—RNansd %
Tary Y —VERIIGAER Ty v a VEBRBTERVWEARHV ET, VAT 20U m— RIZhh
LHMIE 3 nEBAAZENH £,

N—Z DY a— RRHZ AAA V— "BRBERERGSE. V—F&Dary Y — v Eid Telnet £ v v 3
Z NI 5121, no aaa accounting system guarantee-first =~ > K& i L 7,

TACACS+ DR

TACACS+ ¥ — R eHE A F T 5 12iE. show tacacs $## EXEC =~ > R&fHH L £9,
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RADIUS [C& 2R A Vv F 7V XDFIH

Z ZTlX, RADIUS #A X —7 /WL TCHRET D HIEIIOWTHHE L E9, RADIUS I, M7 4
VT 4 U IERAINE L, WAL LR S o R Ik LT RS E ATV E T, RADIUS /3.
AAA ZRN L CHEESN, AAA a~ 2 REHEH LEGRETE A 32— i TcE 9,

Cisco IOS Release 12.2(58)SE LA D U Y — A TiX, A1 v FIX IPv6 ® RADIUS ZH#7R— K LTV E
9, BRI DWW TIE, [Cisco I0S XE IPv6 Configuration Guide, Release 2] @ [Tmplementing ADSL
for IPv6] DEIZH D TRADIUS Over IPv6] 2B LT E IV, T OBREDR EIZDOWTIE,
[Cisco 10S XE IPv6 Configuration Guide, Release 2] @ TImplementing ADSL for IPv6| OFI(ZH 5
[Configuring the NAS] ZZM L T 7Z&0,

ZZTHRT S avr oM LOMEHFEOFEMIZ W T, [Cisco I0S Security Command
Referencell ¥ XU [Cisco 10S IPv6 Command Reference] % ZM L T Z&EW,

T T, ROBEFTHRICOWTHA L ET,
o [RADIUS O#% | (P.8-18)

« [RADIUS o@ifE] (P.8-19)

e [RADIUS OFBFEDOZEHE | (P.8-20)

» [RADIUS o (P.8-25)

* TRADIUS O&EDE <] (P.8-38)

RADIUS DOt %

RADIUS 358 A4 7> M H—N AT AT, RERT ZEANLXy T —7 Z{R#E L ET,
RADIUS 7747 M, ‘H‘Tg*— ht8ed Cisco V—F BLUOAAL v F ETHBEILET, 7747

ME R RADIUS $— NZEREEE R 2% D 97, 90 RADIUS H— N2 3T X TO 2 — W RGEF
W, *y MU= =R 77 EBRAERPBE SN THET, RADIUS AR M, @, v A=
(Cisco Secure Access Control Server /N\—<" = > 3.0), Livingston, Merit, Microsoft, F7ziZfthod ¥
7 b7 FunfZ—0 RADIUS — X V7 by =T RBEI L CWEH~vLTF2—% VAT LTT,
N DWW T, RADIUS =D~ =a 7V EBBL T E S0,

RADIUS iZ. 727820t X UT s BNNBER RORy MU —7BETHMA L £,

o ZTNZENMN RADIUS 2% KR —b+F5, v~ LFRUE— T I AP —RNZLERry hU—7, =L
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il %2 DR—F2ERTEET, ZO—FDOID 2FHTLZLICL>T, AICIP T RLRIZH D —N
Lo UDP R— i, RADIUS ER&Z#EETEET,

il U RADIUS #— S EDORAS 2 DOKRA N 2 MUIZFE U —ER (R XETHTT 1)
ERELIEGE. 2FEDICRELIZAAL = P IE BUICRELEAA S = P DOT = —)L
F—=nRN—= RNy 7T 7L LTEELET, ZOFITIE, RYIOFAN = NIRRT AT T 407
P —ERERUPETE R oG, A4 v FIL [2RADIUS-4-RADIUS DEAD] A v E—TUEFRRL T,
ZOBREILT NAALT2EBDICREESNIZAA N 2 NI TT AU T 407 —ERER B ET
(RADIUS A& b = b VX, BE LEIEFICE > TRITESNET),

RADIUS #— LA v FiF, HETEH—T Ly P TXFAN AN VT EFEHLT, RAT—FOD
WSt L OISEDO M EZITVE T, RADIUS TAAA EFXF 20T 4 a~r REHHTILLIICRE
95121k, RADIUS — R F—E LV BNBEETHHRANE, ZOFRAMRAS v FEIEFETEH—7
Ly b 7FAF (F—) AR U T EBELRTNIEZD FHA,

A LT DN FBEEEH, BLOKEX—OEIX, 7T RADIUS %— NZxf L T7 a2 — UIZERET
HIEHLTEETL, =B TRETDHI LB TEET, o, 77— VUREIE &Y — B TOR
EEBHLEDOEDL LB TEET, A v F LBETHTNTO RADIUS H— K LT, ZNHDOHRESE
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GE)

RADIUS [2& 3RS vF 7o x0%E W

7a—,VUE AT 5 I21E, radius-server timeout, radius-server retransmit, 33 J O radius-server key @ 3
OOEADTa— L ar T 4 Fal—vay avy ReEfHALET, 2D OREZKED RADIUS
P— 2T A121E, radius-server host 72— 3L a7 4 X aL— gy awy REFEHALET,

AL v F RIZ7 v — VR & — AL TOMEE (X4 L7 7 b, HEEREE, BLOF—a~vr
R) ZRELZSGE. V=B TRELLESA LT U M BEERE, BLXOXF—ICHTL2a~v R
X, = VICRE LT A A L7 7 b, HEERE, BLOF—ICHlT a3~ Fe EEESLET,

F_TD RADIUS $— N2 LTI O DIEZRET D HIEIZ SV TiE, [4~To RADIUS #—3
DxE] (P8-34) #ZMMLTIIZEN,

BEF OV — 8 KA N ERBIAIC T V=TT D120, AAA =R T A—T AT 5 LA v F
EBRETEET, FMICOVTIE, TAAA = Z7L—7D5E#) (P8-30) #BML T &L,

Y —/HAL T RADIUS ¥ —/ 3 L DR 2% E T 51213, FiHE EXEC £— FTROFIEZFEITLET,
ZOFIEFLETT,

avwvFk B

ATvF 1 configure terminal Jao—sr ar7 4 Fal—vary T—REfBLET,

ATwvF 2 radius-server host {hostname | YE£—k RADIUS =X KA FDIP 7 FLAFE713HR A M &g
ip-address} [auth-port port-number] |7E L =,

[acct-port port-number] [timeout

e ({EE) auth-port port-number 213, FRFEER D UDP %6 Jc 4R —

seconds] [retransmit retries] [key e
H o

string]

 ({EE) acct-port port-number \Z1X, THU VT 4> T HEHRKD
UDP 56 e AR — M &4RE L £ 7,

e ({EE) timeout seconds \Z1X., AA v F 3 RADIUS +— _0DJ5%&
L CHEHBET 2 E CoRMMEERET LET, HHETES
FHHIX 1 ~ 1000 T9, Z OFXEIT. radius-server timeout 7
n—NL Ay 74X al—vary avy NIk A®R/EEL EEXL
%9, radius-server host 2~ N TH A L7 U M &R E LRV
&%, radius-server timeout =~ > FORENMEH S ET,

e ({£E) retransmit retries (21X, V— DBINE LAWEGE, F2id5
BB WEAIZ, RADIUS ZsR & Y — \ICHEE T DA R E L
F9, FRETE H#PAIZ 1 ~ 1000 TJ, radius-server host =~ >
N CHEEREZIEE L2V 4. radius-server retransmit 7' = —
SN AT 4 Rab— gy avy ROREMERASLET,

e ({FB) keystring IZ1%, RADIUS $—/3 ECE#ifE9% RADIUS 7 —
FBUEAAL v TFOMTHERT 2RI IO SF—2HELET,

(GE) F—I1% RADIUS +— " THEATAREF—IZ—HT57 %A K
AR YT TRIFIUER Y /A, 13 radius-server host
av Y ROFHDOT AT LE LTREL T I, HITAN—2
IFERSNETR, F—DHFRBLIOREICH D A=A THT
T F—ICAR—REFAT 25E1E. 51N —0—HSTH
LA EHRE, BB TR —2BERNTIEES N,

1 2DTIP 7 RVRIZHIET D2EEDOFA b = M) AL v F 58T 5
EOICRET AL, FhENEAe 5 UDP R— hESEHEALT, o=
< REMBEREEZTJANLET, A4 vF V7 bv=Ti3, HESH
TNEFFICHES T, BRA FERBELET, % RADIUS RA FCHEHT L # A
AT D N, FHREGEREE, BLUOWEX—2EZNENRELTLEEN,

[ oL-8553-09-J
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awvFk B
AT7v7 3 end i HE EXEC £— FICR Y £,
ATvZ 4 show running-config MEAMERLET,
ATw 7 5 copy running-config startup-config EE) 2o 74FXal—Yay 77 A NVICEREXRIFLET,

FEE D RADIUS +— "% HIBR7 521X, no radius-server host hostname | ip-address 7’2 —/3)v @1/
T4 FXal—ay avr REFEHALET,

RIZ. 120 RADIUS ¥ —_"ZFHEHIC, 95 1 20 RADIUS r—~"&7 B v 7 4 7HICERET
PR LET,

Switch (config)# radius-server host 172.29.36.49 auth-port 1612 key radl
Switch (config)# radius-server host 172.20.36.50 acct-port 1618 key rad2

& . host] % RADIUS —"E LTREL., BIEBXOT IO T 4 T OWIFIZT 740 RO
NEFEHT DL IICEHRETHHZ2RLET,

Switch (config)# radius-server host hostl

(G() RADIUS H—ANETH, WS ODDEERETILENLVET, TNOLOREME LTE, A1 v
FOIP T RLA, BLOY—sE A A /?@ﬂjﬁf,ﬂﬁﬁ”éﬂ?*— ARV TR HY FET, FEMIZHOW
Tix. RADIUS H— D<=z 7 LEBRB LT F I,

RADIUS 05 1 VEZREDERE

AAA BREZRET D121, BAESFXOLRMTE YV X P 2EE L T b, FRAR—MIZDO U A &
MLES, Y 7\ l\ i%ﬁéﬂémmﬁ@&/f7 LEMTEFZERLET, ZOY A RMERHFEDOR—
WCHEHA LTS, EREHRBASTRNEFTTLOLERHY £, ME—DFSMNIT 744 FOFHHY X b

(R#RIC mﬁmhéz%mﬁ%TT6%v(m%ﬂ TF, 7740 bOFAY A ME, AR & A 2 b2 Y]
TRCERENTA V=T = A AERNT, BBIMICTRTOR— MZEA S ET,

FHAYV A M, 2= VFRFEOEDICr =) —EEFEIT O FIEERESF RN E LB L2 b0 T, BRI
%?510iti@ﬁ®t%:)747mk:w%?ﬁfﬁé®T\W@@ﬁﬁﬂkﬁbt

Ny DT T VAT EARHEREINET, Y7 b7 E, VA NNORYIOFREZHFEHL To2—F%
WAELET, TOFRTEENGONR-T2GA, Y7 b= TIEEDOY A MNHIRO TR ERIRL
¥4, ZoFukvxiL, YA FAORIEHFRIC iéLﬁﬁW%?é# EFINZFRE TN THRLEK
DAHFETHRVIREINET, ZONHEDH 5 S CIRFEN KR L 728 (’Di@ JZ%:)T% P
FEr— NN D—FLT —FR— AP — #T&ﬁX%TET?é&ﬁS/:?Lt . RFET EE A
WEEIE L, 2L ERRFEF RN FITEND Z LEH Y A,

0 s A VRBAEERET 2121, B EXEC E— FCROFIEZFEITLET, ZOFIEITHSLEAETT,

avwU kR BHe
ATv7 1 configure terminal yua—s g ar7 4 ¥al—ar B— RERBLET,
XFv7 2 aaanew-model AAA A X —7 NI LET,
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RADIUS [2& 3RS vF 7o x0%E W

avwv Rk B
A7 97 3 aaaauthentication login {default | A UEEE AU A FEERLET,
list-name} methodl [method?...]

* login authentication av s RIZAHMTE Y 2 R03s ”‘Eé?ﬂﬂi‘
Do EHEEMERENDT 74NV hD U A MEAERT 51T
default ﬂ? U — RDBAIT 7 4V ]\ﬁ(ﬂfﬁﬂﬁhéﬁt%&u
ELET, 7740 b0HRY 2 M, ABMICT X TOR—
MIEA S ETS,

o list-name (21X, BT 2V A FO4RIE LTHERT 2T %
HBELET,

o methodl... \Zi%., FEET A TY RANRITT B EBOFREIEE
*7, JEJJDODDMBTC . ZORIOFA T T —nNiIKI N
RO {ERSET, Hu@ji:‘cﬁﬁ%ﬁ& L7 5aid A éﬂiﬁ/\/o

RONTND SR BRIRL £,

—emme4z TN NAYT — RERIEHLET, 20

AL R A FEHT 512X, & 502U ® enable password 7
g—N\)L ary 74 Xalb—vay avy REERLTA
F—T N NAT—REERLTBLERDH £7,

— group radius : RADIUS FRAEZEH L £, ZORFESH K
FEHATAI0E. S50 UH RADIUS — 2R ELTE
SHENRH Y 3, FEMIC OV TiL, TRADIUS $—/3 78 X
DR (P.8-26) ZZHL T EEW,

— line : FIFR/NAY — FZRBGEIC M LES, OBz
FHTLICE, DO COERASAT—FEERL THBL L
ERH D EJ, password password T A4 AT 4 Fa
L—vayvavry REALET,

— local : = —FH Vv = — 'H-%T yj\_x%fnmn :'fﬁﬁﬁ Li'ﬁ”o
T R=2La—FLEREAT L TBLERH D £
9, username name password 72—/ 3L 27 ¢ F 2
L—vay avy FEFERALET,

— local-case : KL FL/INLERKBESNDr—H/L 2—F4
T —HR—RAEBIMH A LE T, username password 7
Og— )L ary 7 4 X¥al— gy avwr REHEHPLT,
2—YHIERET —FN— R ANTL2RLENH Y T,
— none : 17 A VIRFAEEALEREA,
Z2T7v 7 4 line [console | tty | vty] line-number FAv arZ 4 Xal—yary T—RelaL, BiF) 2 bowEH

[ending-line-number] R ¥ B A RE LET,
RX7v 7 5 login authentication {default | R E 71T ERRE Y Mo LTy BEEV X FAEBALET,
list-name}

o default Z$5E 74 545 1%. aaa authentication login =~ >
TR LT 74V DU R MEHEHLET,

 list-name 1Z1%. aaa authentication login =~ > R T{ER L= Y
A bhzfELET,

ATv7S 6 end ¥HE EXEC T— FIZR Y £7°,
AFwF 7 show running-config BEEMERLET,

ATwvZ 8 copy running-config startup-config (EE) v 74 Xal—ay 77 A NVIIREXREFELET,

Catalyst 3560 R v F YI r 97 avI4F¥al—>ay HAF
[ oL-8553-09-J .m



F8E RAYTF R—AZTRORE |

Bl RADIUS I2£BR A wF 747 RO

)

AAA %5 4 & —7 29 5I21E, no aaa new-model 7 —/ 3L 27 4 F a2l —gy avr NE
A LET, AAAGRREE T ¢ B— 7 /LIC9 5121, no aaa authentication login {default | list-name}
method1 [method?...] sa—)ar7 o ¥al—gy avry REEHALET, v A( 2@+ 5
RADIUS #BiE%x 7T 4 BE—7 W25, HDHWNET 7 4/ MEIZETIZIEL, no login authentication
{default | list-name} A > a7 4 Xal—ar avry ReEHALET,

AAA FR & LT HTTP 727 £ A LA v FOEF = U F ¢ %5I%T 51212, ip http
authentication aaa 7 n— )L a7 4 X2l —Tay av RTAL v FERETILERD D £
T, AAAFRGEEZRELTH, AAA FXEHH L7 HITP 77 2 RIZH LAAL v FDOEXF 22U T 41X
R L EHA,

ip http authentication =~ > KOFEHIZ OV Tix, Cisco.com T [Cisco I0S Security Command
Reference, Release 12.4] 75:’%5@ LTL7EEN,

AAA H—N\ TIL—TDES

BEFEOY — N RA M ZRGEAIC V=TT D720, AAA V=R IV —T%2HATHLEIICAAL vF
EHRETEET, mﬁ{ﬁ%ﬁ@*ﬁ‘*—/\ RAROYH Ty FEBBIRLT, ZNEREOY—ERZHEH L
FI, =N T N—FF, BRENTZY—NEZXAFDOIPT FLADY A M &7 a—Lipdh—n
AARURREEQITHEHEINET,

P= TN —FE, F LY —_"OEEDOKRA N = b E2EDHI L TEETR, Fx o b UM
—BoOID (IP 7 KL A &L UDP A— hEEOMAEDLYE) 2o TWNWD I ENREHETT, Z0HEA,
% DR— 2 ZNTNREED AAA F—E A& M3 2 RADIUS A ML LTERTEEY, WL
RADIUS #—/S EORAS 2 0 b =2 F VIR LS —EA (GLL AETHT 0T 42 )
ELIESE, 2BFDICHELLAA S = bV IE JANCRELIZAA D =2 MY DT = — N —
IN— /\/77 v e LTEELE T,

EF LTI —T = NI E DY — xS 512X, server Jv—7 H— R a7 4 X a2l —
varv avry REFEHALET, P—A"EZIPT RLATRETLHZLHTEET L, (LEHBED
auth-port 35 X acet-port ¥ — U — FEfEH L TEEDARA N f LV AZ o 2AF Ty M 2RET
5ZEHTEET,
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RADIUS [2& 3R A vF 7o x04@ W

AAA H— N TN —TFHEFE L, TO T N—FIZEEED RADIUS H— R &5 AT B 121%. Hite
EXEC t— N TROFIAZFATLET,

avy kR

B

X797 1 configure terminal

Jua—)L ar7 4 F¥al—yar EB— RREelBLET,

ATvF 2 radius-server host {hostname |
ip-address} [auth-port port-number]
[acct-port port-number] [timeout
seconds] [retransmit retries| [key
string]

YE— kK RADIUS =X RA D IP 7 RL A £ 723K A ML &R
FLET,

e (&) auth-port port-number \Z1%, FRFEFER D UDP 65 H —
FMefRELET,

e ({LE) acct-port port-number \ZiX, 7D T 4 v TERD
UDP %GR — FEfRELET,

e (fEE) timeout seconds 21X, A1 »FH RADIUS — Dk
BB L CHEE T2 CorRMREEEELET, HET
X 5%0HIZ 1 ~ 1000 T9, Z DOFTIL. radius-server timeout
Jno—sL ary7 4 Fal—vay avry Nk a3RERX BE
& L$£7, radius-server host =~ R TCHX A LT U hEHREL
2V EAT1E. radius-server timeout =~ ROERTENMEA Sh

ij‘o

o ({EE) retransmit retries (21X, V—"BISE L2 WEEA. £
IS REWIGAIZ, RADIUS ZRk % — N IZHEE T 5 EIE
FRRELET, BETE %ML 1 ~ 1000 T, radius-server
host =~ > N CHEEBEE A IEE L2\ H4A . radius-server

retransmit 72— )L a7 4 X2l —T gy avwr RORE

PR S ET,

e ({LE) key string 121X, RADIUS # — /% ECHif+ % RADIUS
T—EY AL T ORI THERTARIAB LUK X — %2 HEE
L%,

(i¥) ¥ —|%, RADIUS 4 —A_"THHT LIRS —Ic—HT 5T %
AR ARV T TRIFUIZ2D /A, F—ITFEIC
radius-server host =~ FORHDOT AT L& LTHREL
TS, BITAR—AFEHAINETH, F—0FHE
FORRBIZHDAR=ATHEHN T, F—IAR—ZX%MH
THEAIE. SRR —DO 8o THIBEAZRE, 5IH
FCxR—ZPHERNTIEIN,

1 2OIP 7 KL RZHISET HEBDOARA N = M) &AL v F R
BT DL OCRET DT, ENETNEMRD UDP A— &5 &/ H
LT, Zoa~vy RELBEREEEZTANILEST, A4 vyTF Y7 b
TxTIE, BESNEIE/RICHEST, FAMERBLET, &
RADIUS R A F THEATEZ A 27 7 b, FEEEH., BLOH =
F—ZZNETNRELTLILEEN,

AFwv7 3 aaanew-model

AAA A X —TNMZLET,

RFwv 7 4 aaagroup server radius group-name

AAA V=N TNV —T% BREDOINV—THTEXELET,

Zoavwry REFHTLIE. AL v T —R" I —F a7
Xal— gy E—RIARYET,

[ oL-8553-09-J
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avwvFk Bl
RAFwF 5 server ip-address BB D RADIUS — REZEZRBFA DY —X T )— 25 AT T £
T, AAA ¥— 1 7 L—7D RADIUS h— T¢I, ZORAT v
VIR LET,
TN—TDEY =X, AT v 7 2 TERFEHADO SO TRITHIER
D FEH A,
27976 end FikE EXEC T— FICREY £,
AFwF 7 show running-config WE AR LET,
AT7v7 8 copy running-config startup-config EE) =274 Falb—vay 77 A NVICREERTFLET,
ATv79 RADIUS 7 7' A V% A F—7 M L9, [RADIUS 17/ 1 »
RAEDRRE) (P.8-28) &ML TKL f_éb\
F¥EE D RADIUS % — 3% HIFR7 5121, no radius-server host hostname | ip-address 7' @ —/3)b =
T4 X¥alb—varavwr FEERALES, V=" I —TFEar 74X b—ar JXRNBH
k&9 %1213, no aaa group server radius group-name 7 2 —/N)b 27 4 X2 b—v gy av s RE
AL EJ, RADIUS ¥ — "D IP 7 KL X ZHIkRT 511X, no server ip-address —/3 7 —7 =
V74 F¥al—vayavry REEHALET,
WOBITIL, 2 2DH72 5 RADIUS 7 v—7 H—3 (groupl 3 X O group2) %8+ 2L 51
A v FEFELTNET, groupl Ti&, [A L RADIUS ¥ — N EDRZRZL 2 DOFA N = b % [F]
CH—bE2AHICRELTVWET, 2FDDOHRA N = MR, IO M) DT = — )V —/3—
Ry 7T o7 LTEaELET,
Switch (config)# radius-server host 172.20.0.1 auth-port 1000 acct-port 1001
Switch (config)# radius-server host 172.10.0.1 auth-port 1645 acct-port 1646
Switch(config)# aaa new-model
Switch (config) # aaa group server radius groupl
Switch (config-sg-radius)# server 172.20.0.1 auth-port 1000 acct-port 1001
Switch (config-sg-radius)# exit
Switch (config)# aaa group server radius group2
Switch (config-sg-radius)# server 172.20.0.1 auth-port 2000 acct-port 2001
Switch (config-sg-radius)# exit
A—HF A R2—TIL F7IERAELUVRY 77— H—EXRIZET 5 RADIUS FFa] D% 5E

GE)

AAAFAIC L o Ca—YFRFERATE 2 —EXADBHIRINE T, AAA T2 A X —T NI TDH L,
ALy FIE (B—H N 2= T R=2F 723 F 2 )7 4 PN EFET D) 2—FD7n
T ANNDORGELEERZFEAL T, 2—Fokyva 2R ELES, 2—ViL, =2—9¥ 7
T77ANVHADERTHED LN TWALAIZRY , ER L —ERAOT7 78 ARRAIENET,

e EXEC E— R ~Da2—H DRy hU—27 T 72 AEHIRT 537 A =X 2R ET 5121, aaa
authorization 72— )L 27 4 FXal—y gy avwr e b yiradius ¥— 7V — FE2EHLET,

aaa authorization exec radius local =~ > RiX, ROF [T A —X ZHELET,
e RADIUS #fEH L CIEEIT -T2 A 1L, RADIUS ZfE/H L CHitE EXEC 727 B XA &FFr[ L £,
FRFEIZ RADIUS Lo =881k, a—h L 5F—2_R—2%EH L9,

FFRAIPHESINTNTH, CLIZFEHALTe A L, BREslc—Wzxt LCE, FFagsinEd,
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RADIUS & 324 vF 77t A0%E B
it EXEC 77 AR L O %y NU—7 $—E RIZB9 5 RADIUS #Fr] 2+ ET D121, Fite
EXEC £— R CKROFIEEFEITLET,
avyFk B
RATw7 1 configure terminal Ja—r ar 7 4 ¥al—ay e REEBLET,
AT w7 2 aaaauthorization network radius Fv FT =7 BEDOT X TCOY—E RERIZHT 5= —Y% RADIUS
Az, AL v FITRELET,
ATw 7 3 aaa authorization exec radius 2 —IRHE EXEC O T 7 & AMERMR B 5 %4, = —+ RADIUS #F
A&k, AL v FICHEELET,
exec ¥—U— REHETLE, =2—W 7u 77 A VIEHR
(autocommand E# 7 &) DEINLLHERH D £7,
A7v7 4 end FiiE EXEC E— RIZEY £,
AT7v 7 5 show running-config BEATERLET,
ATwF 6 copy running-config startup-config | ({£3%) 2> 7 4 Fal—Tar 77 A VICRELRGELET,

FrET 4 —T T 5

IZ1%. no aaa authorization {network | exec} methodl 7’2 —/\)L 227 ¢

Xal—lgyavwry REFEHALET,

RADIUS 7h VT4 2T DiEE)

AAA T H U T 4 v TREREIE,

ERT XU T LET, AAAT IO T4 T A F—
AT T 47 La— ROERXTRADIUS X = U T 4 —

2—YFNT /ALY —ERE, HELEXY FT—2 U Y —2&F
TNMCT D e, AA vy Tl —F OIRERRNR
WZHRELET, KT IV T 4>

7 Lva— R, ThUT 47O Attribute Value (AV; BUYEE) X7 2&H, ¥X=2 U T 0 —

WCRIEENET, ZOT—F &L T, *y FT—

MTDHIENTEET,

JEW. 74T N ~DiRe, ERITERICH

Cisco I0S DHERL~NEBLORy FU—2 = XTS5 RADIUS TV T 4 T A 12—

23 5I21%, Rk EXEC £—

R TROFINEZ FEITLET,

avwyk B

ATv7 1 configure terminal Ja—nR) ary7 4 FXFalb—raryET—REREBELET,

ATv7 2 aaaaccounting network start-stop F v T —ZBEOT_RTOY—E RER|IZHOWT, RADIUS 74

radius T AT A R—T M LET,

ATwF 3 aaaaccounting exec start-stop radius |RADIUS 77 727 1 > 72 L 0 . ¥ EXEC 7' 2+ 2 DRI

BBRGGT DU T 4 T, RRICREEEIET VT T 4 Tl
MEEETDLEOITHRELET,

2T7v7 4 end ¥5HE EXEC £— NIZR D £7°,

AF7wF 5 show running-config BEAETR L £,

ATwZ 6 copy running-config startup-config | ({£3%) 2> 7 4 Fal—Tar 77 A VICRELRGELET,
THOYT 4T %T =T MIZF 521, no aaa accounting {network | exec} {start-stop}
methodl... 70—/ v a7 4 Xalb— gy avy ReHLET,

Catalyst 3560 R v F YI r 97 avI4F¥al—>ay HAF
| oL-8553-09-J .m



F8E RAYTF R—AZTRORE |

Bl RADIUS I2£BR A wF 747 RO

AAA —N\HDEEFRLGBEDIL—Z DL Y a3 VU DOFEIL

aaa accounting system guarantee-first 2~ > X, VAT AT AU T 4 VT BEHOL a— RiZ
ROZEEBRIELET, ZTHUTT 74NV PORETT, HBEICL->TUEL Y AT 2N r—RFEnd ¥
TaryyY—VERIIGAER TE Yy v a VEBRBTERVWEARHV ET, VAT 20U m— RIZhh
LIFEIE3 B EBADZENHY E£T,

N—Z DY u— FRIZ AAA b —"BEERERG G, V—F e Dar Y —/VETd Telnet £ v a
ZWeSL9 5 I21E, no aaa accounting system guarantee-first =~ > RZfFH L £,

9 RTD RADIUS H—/\DEE

ATFvFTA1
AFvF 2

AFvFT 3

ATv7 4

ATFvT 5

ATvT 6
AFvFS 7T
&

AA »F LT _TO RADIUS H— [T/ a— VITEFEZRET HI21E, F7#E EXEC E— FTHRD
FIMEZFEITLET,

avy Rk B
configure terminal Jua—) ary7 4 F¥al—ay T— RE2EBLET,
radius-server key string AA v F&FTXTD RADIUS r—HTHEFENDL—27 Ly b T

FAF RN T EEELET,

(3¥) F—I%. RADIUS ¥ —N"CHEHATIKEX—IZ KT 57 %
AR ARV TTRIFII2D /A, AT A= AT ER
SNFETH, F—DFMBLOKRRIZH D A= THEHT
To F—WAXN—REHAT 2568, 5IA/FBRF—0—F
DTHHERERE, SIAKF TR —2HERNTIZE N,

radius-server retransmit retries Z A v F 75 RADIUS R & — N C XS ET AT LT,

T 7N NI 3T, FRETE 26T 1 ~ 1000 T,

radius-server timeout seconds AA v F 5 RADIUS ERIZKT2I5E =R T, BREFEET D

ETORM (B) 2fELES, 7740 MEISBTY, fHETE
L% 1 ~ 1000 T,

radius-server deadtime minutes SEET RIS L7 RADIUS 4 — 1% 2% o 3 B8 (4)) %

FEL, BRBNZA LT M THETHET D Z L2, RICHTE
INTWEH—NERITTEDLHICLET, 774180 TT,
FETX D#MHIT 1 ~ 1440 45T,

i EXEC £— NIZR Y £75

show running-config REMEWHERLET,

copy running-config startup-config EE) zv74FXalb—vay 774 VICREEZHREFELET,

FHREERE, A4 L57 7, BXOHEEMOBREEZT 74V MIETIZIE, 2hboa<> RO ne
EREHEHLET,

VS —EEHD RADIUS BEZERT HR A v FERE

Internet Engineering Task Force (IETF) K7 7 hlgIc, X & —EHEME (B 26) #@#HL T,
ZA »F & RADIUS = TR X —EHHDOEREBET DO HFEANED LN TWET, K
> % —%. Vendor-Specific Attribute (VSA; N> #—[EAEBM) ZHEHT5 2 Lick->T, —ixiZ

BT S 2V E R EMEZ R — F Tx£9, Y RAaNFEES S RADIUS Tidk, ZOAHET
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RADIUS [2& 3RS vF 7o x0%E W

HRERINA 7+ —~vy MEFEHALT, XUEF—BEHFOLTva % 1 2P FR—FLTWET, 22D
Ny Z—IDIE9 THY, Y R—=FFROFT T a NI F— 2 A7 1 (4T cisco-avpair) T,
ZOfEIX, WO T 4 —~<v hOANY 7 TT,

protocol : attribute sep value *

protocol 1%, FFEDFH R XA FIERT D RAan7a b a Vg EofETT, attribute 3 X value
1L, A a® TACACSH fEEk CEZ I N TV A1) 7 Attribute Value (AV; BYEME) <7 T, sep
X, REOBMEOREIE =, TEBEEOEEDOEEIT * TF, TACACS+ §Fal CHEMATE 2T X CTOH
fElX. RADIUS THEHTE £,

T2 22, RO AV XT EHEET D &, IP FFARE (PPP @ IPCP 7 FL 2DE|Y BTHE) (2, Y Aad
HEDEFIE IP 7 LR 7 — /RN BN F7,

cisco-avpair= ”ip:addr-pool=first"™

WIZ, AL v F ORI EXEC <2 RAORIRT 7 2 ANAREL R D2 —Y 1 7o 2 fgfd 2 4]
ZRLET,

cisco-avpair= ”shell:priv-1vl=15"

K12, RADIUS %—/" F—Z X— 2N DOFH ] VLAN ZiET 262" L £7,

cisco-avpair= ”tunnel-type (#64)=VLAN (13)"”
cisco-avpair= ”“tunnel-medium-type (#65)=802 media (6)”
cisco-avpair= ”tunnel-private-group-id(#81)=vlanid”

Wiz, ZoEg Iz ASCILTERDAA ACL (778 R artma—L URAR) A2 —T A AT
WwWHT L ERLET,
cisco-avpair= “ip:inacl#l=deny ip 10.10.10.10 0.0.255.255 20.20.20.20 255.255.0.0”

cisco-avpair= “ip:inacl#2=deny ip 10.10.10.10 0.0.255.255 any”
cisco-avpair= “mac:inacl#3=deny any any decnet-iv”

Wiz, ZoEsEFIZ ASCIL EXDOH T ACL 21 v ¥ —7 = A AZ#EAT 202~ LET,
cisco-avpair= “ip:outacl#2=deny ip 10.10.10.10 0.0.255.255 any”

oORF =2, FRENMEORF—ID, 7Y ar, BLUSRHET S VSARZH D 9, N
#— 1D B L VSA OFFEMIZ oW TiE, RFC 2138 TRemote Authentication Dial-In User Service
(RADIUS) | 2B LTIV,

AA v F N VSA B8k U CHEAT 2 X5 IR ET HIC1E, M EXEC T— FCTROFIEEZFEITL F
7,

avwv kR

=]:)

AFvT A1

configure terminal

Ju—n_) ar7 4 Fal—yary ®— el LET,

ATFvS 2

radius-server vsa send [accounting |
authentication]

A4 v FH VSA (RADIUS IETF J&E 26 TER) 8k L AT

THEOICLET,

e (EB) R F—HHBUHOERET IV YT 4T
BAEIZGICRET 5121, accounting F—U— N&fHHLET,

o (BE) BEINIXVHX—BEHRMEOES ZRIEREMZ T IR
ET A2, authentication ¥—VUV — F&2EH L £9,

X —U—REZEEEETICIoa~  REANTRE ThooT 4

VB IOREOR X —EEBEOmMAREH S NET,

ATFvF 3

end

HebE EXEC E— RIZED £,

[ oL-8553-09-J
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F8E RAYTF R—AZTRORE |

Bl RADIUS I2£BR A wF 747 RO

ATv7 4
ATvF 5

avwv R B

show running-config REMEMHERLET,

copy running-config startup-config (EE) v 74 Xal—3ay 77 A NVIIREXHREFELET,

~
()

RADIUS B0 —%& & R ¥ —EfF DR 26 DFEAMIZ OV TiX, Cisco.com T [Cisco I0S Security
Configuration Guide, Release 12.4) Of1§% TRADIUS Attributes] #ZM L T 7230,

RS —MBD RADIUS H—/N\EDBEICEET AR A v FEBE

b & b
& A

AFvFT 3

A7v7 4
AFvS5
AFvT 6

RADIUS (2889 % IETF FZ 7 FEU& Tid, AA v F & RADIUS ¥ — T & —Ji A AR O 2@
BT HNIHONTED BN TVET 2, RADIUS B £ v M &M B ITKREILEL T2 =551
%9, CiscolOS V7 b Y =T E, X Z—MBAAD RADIUS BYEOY 7E v F & R—FLTWET,

AR L7z & 912, RADIUS (RN Z—OMBERICE 2500, IETF F7 7 MIERT 5 H 0% R
bT) EF ﬁTé 1Z. RADIUS =R F— U NBEIL TCWAHBERARE, ZORAINNAAL vF &
HHEFTLH—2 Ly R THFAN AN UTEBELRZTNEZD £ A, RADIUS RA B LUV —
Iy b TFAR AR U ERET HITIE. radius-server 72— 3L 27 4 ¥ a2l —T gy 2
~ U REMFHLET,

Ry —MEMLEDO RADIUS =N ARA b, BIOHKEFEINDI—F Ly N TFAN AN T %
BET DT, B EXEC T— FTROFIEEFEITLET,

avvFk =]:5)

configure terminal sua—) ar7 4 ¥alb—ary E— RFREFBLET,
radius-server host {hostname | YE£—h RADIUS =X FA MDD IP 7 FL RAE IR R M &R
ip-address} non-standard EL. FORARR, XX —0E 25K L RADIUS 24 L

T ZLziEELET,

radius-server key string AA v F LR X —MALAEED RADIUS — LT anb

=Ly b THEAMNANI T EBEELET, AL v TFEBLY
RADIUS #—3%, ZOT7 XA KM AN T Z2MHLT, NAT—
RO bR L OIEE DO ZHAEATVET,

(¥) F—IiX. RADIUS #— A THEMT E S F—I—8T 57 F
AN ARY T TRIFTRY EWE A, FATAN— AT HE
SNETH, F—OPHBLIORRIZH D AX—ATHEHT
o X AN—R AT D5 EE, IR F—D
NTHLHEERE, BIAFTEF—2HERNTIZS N,

end

i EXEC £— NIZR Y £75

show running-config REMEERLET,

copy running-config startup-config | (L&) =2 74 F¥al—Tay 7y A VIHREXRTFELET,

U= A 4D RADIUS & A R ZHIBR$ %5 121%. no radius-server host {hostname | ip-address}
non-standard 7’ 20—/ )L a7 4 Xal—vary avwr FEEALET, F—%&25 4 —7 T 5
(Zi%. no radius-server key 7 u—/N)L a7 4 X al—v a3y avwr REEHLET,

Wiz, N —HmEMEED RADIUS R A h&EFE L, AA v TF LW — O T radl24 &\ 5 FhEE
X—2EHTIHERLET,

Switch (config)# radius-server host 172.20.30.15 nonstandard
Switch (config)# radius-server key radl24

Catalyst 3560 R4 vF YI box7 av74Fal—S3v HA K
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AL Y FThH CoA DEETE

AA wF LT CoA ZRET DI

RADIUS [2& 3R A vF 7o x04@ W

I3, ¥ EXEC £— FTIROFIEZETLE T, ZOFIRITLHATT,

avy kR

B

X797 1 configure terminal

Jua—nN) ar7Z4Xal—vary E— RFEREBELET,

AFv7 2 aaanew-model

AAA A F—T NI LET,

ATw7 3 aaaserver radius dynamic-author

AA v Fh AAA b —_ELTHREL, SHORY v— H—ED
*EEa Rt L ET,

RFv 7 4 client {ip-address | name} [vrf
vrfname] [server-key string]

HAFIwI@iFa—hH =N a7 4 Fal—ar T— K%
BHIE L. T34 A2 CoA FRE L OEGMHRERZZET 5
RADIUS 7 947 bEFRELET,

AT9F 5 server-key [0 | 7] string

T4 A & RADIUS 7 7 A 7~ hETH4A9 5 RADIUS $—% %
ELET,

RTv 7 6 portport-number

RIEWHD RADIUS 7 547~ k60 RADIUS Zsk%E 7 /34 X
BRI HR— b EEELET,

RFw 7 7 auth-type {any | all | session-key}

AA v FHBRADIUS 27 A 7 o MERT LRBAEOEBLHEE L E T,

AET DX, 7 T4 T v PRI RTOREFHBIEL —BT D4
WHdH Y £,

ARTvF 8 ignore session-key

(FEE) Bty vard—z2BEHTLI0ICAM v TFERELET,

ignore =~ > ROFEMIZ>WTix, Cisco.com T [Cisco I10S
Intelligent Services Gateway Command Reference] %ML T 72
S,

ATv7 9 ignore server-key

() ¥—"F—zBEEHT L)AL v TFERELET,

ignore =~ > ROFEMIZ SV Tix, Cisco.com T [Cisco I10S
Intelligent Services Gateway Command Referencel %Zf 1L TL 72
SN

ZXF w7 10 authentication command
bounce-port ignore

(fEE) CoATREZEEHR L, Ty a R AT 47 LTNAHER—
N =BT A =TT D LA v FERELET, R—
b & —BFIICT 4 =TT 5 BRIE, VLAN OZEFERFEAEL, =
VRRA U MCEEERET YTV B REELRWEAIC, K
A N5 DHCP BrIEv=—varia b H—952 L TT,

2597 11 authentication command
disable-port ignore

(EE) Byva v a2RAT 47 LTWVWAR— b 2EHEDT ¥ v
Fﬁ?yﬁ“’#éib THRTAEELSN D av s REERT S
AL v TFERELET, R—F 2Ty MU T5HL,

"Z//a U T LET,

RN—NeFEA RX—TNIZTHITIE, EH¥ED CLI £721% SNMP o~
VREHEHLET,

2Fv 7 12 end

FHE EXEC £— NIZR Y £75

A7 v 7 13 show running-config

BEZ B L E T,

RFv 7 14 copy running-config startup-config

EE) 2v74F¥al—vary 77 A NVICREEZRTFELET,

AAA %7 4 B—7NMIZT 512X, no aaanew-model 72— )L a7 4 F a2l —vay av RE
FRALET, AL v FO AAA — 1B % T ¢ E—7 /LI T % I21%, no aaa server radius dynamic
authorization 7 = — )L 27 4 Falb—Tary avr FEHEHLET,

[ oL-8553-09-J
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http://www.cisco.com/en/US/docs/ios/isg/command/reference/isg_a1.html#wp1368774
http://www.cisco.com/en/US/docs/ios/isg/command/reference/isg_a1.html#wp1368774
http://www.cisco.com/en/US/docs/ios/isg/command/reference/isg_a1.html#wp1368774
http://www.cisco.com/en/US/docs/ios/isg/command/reference/isg_a1.html#wp1368774

F8E RAYTF R—AZTRORE |

W Kerberos IT&BAA v F 75 L ADH{E

CoA BEEDE=R YT E S TNYa—T40T
kD CiscoI0S v FEfEM LT, A1 vF LD CoAtREZE=4BI RN T TN a—T 4 T LET,
* debug radius
* debug aaa coa
¢ debug aaa pod
¢ debug aaa subsys
¢ debug cmdhd [detail | error | events]

e show aaa attributes protocol radius

RADIUS 4—/\O— K NS UL VT DHRTE

ZOWREEMAT L L. =N T —THNOFTRTO RADIUS H— NCHEICT 7 & A8 L ORGEE
gk c& 9, FEMIC oW T, TCisco 10S Security Configuration Guidel] @ TRADIUS Server Load
Balancing] OEZZRL T &0,
http://www.ciscosystems.com/en/US/docs/ios/12_2sb/feature/guide/sbrdldbl.html

RADIUS DERED TR

RADIUS D% E %%~ 9 % I21%. show running-config ###% EXEC =~ > &M H L £,

Kerberos IC& B XA vF 70 XDHH

ZZTIE, Kerberos E¥ 2 V7 4 VAT LEA X =T ML TRET D HIEZOWTHMLET,
Kerberos tX = U7 4 VAT AL, BETCELY—FR—FT 4 &2EHL TRy hU—2 U Y —XZX%
TAHEREBIELET, ZOMREHERTIICIE, A v FIZAASA T VY7 MU =T O F{b/N—
VarkEA VA N—ATILENRLD T,

ZOMREZMH L, Cisco.com 2B ELY 7 b =T 77 A NEX T a— R HIIXFFAT 2155
PMERHY 7, FEMIZOVWTIR, 2OV V=20V V=R J— 2SR LTIIEEN,

2T, ROERIZOWTIIALET,

e [Kerberos O | (P.8-39)

e [Kerberos ®#E{E] (P.8-41)

e [Kerberos Oi% &) (P.8-42)

Kerberos Os% ERFIZ DWW TIX, D URL 28 5 [Cisco I0S Security Configuration Guidel @
[Security Server Protocols] M™% ? [Kerberos Configuration Examples] #Z L T 72 &0,
http://www.cisco.com/en/US/docs/ios/12_2/security/configuration/guide/fsecur c.html

ZICHEAT D avr ROMSCE LOMEAFIEOFEMIZ W TIE, kO URL & % [Cisco 108
Security Command Referencell @ TSecurity Server Protocols| ®ZF® [Kerberos Commands| %%

LTLIZE,
http://www.cisco.com/en/US/docs/ios/12_2/security/command/reference/fsecur r.html
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| $8% RA9F A—REEORE

Kerberos &3 XS vF 7o xnsa M

S
(3¥)  Kerberos @& EHIE L O [Cisco I0S Security Command Referencell Tix, OB 54— F/3—

7 4 & LT Catalyst 3560 21 v FZEHL TWES, ZDAA v FiL Kerberos IZxfIE L, X FV—
7 wFaUT 4 b= LTHESN, Kerberos 71 b a/L & L7z —VRBIEATE £,

Kerberos DX

Kerberos 1% Massachusetts Institute of Technology (MIT; =% F = —% » > TRRZ) 23BH% L7 ¥ —IC
X%y NU—27#FEF v k207, Data Encryption Standard (DES; 57— & B (L) &9 1L
TNIY RALEFEEFLEFRIRCHERA L, vy U —2 U Y —RIKT D EREZFRAEL £ T, Kerberos I%
BEHTELV— =T 1 LW O EH > Ta—F L —E x| ﬂbftén)waﬁﬁéiﬁbi
T, ZOEETE DY — F/3—F ¢ %& Key Distribution Center (KDC; ¥ —%1T/5) &FFOET,

Kerberos (%, =—H¥R5ETHDI0, ZO2—FRFEHL TND Ry hT—2 —E R TH D0 EHMAEL
F9, ThEFATT B2, KDC (0F D IEHHTE % Kerberos —/3%) Ra—FZF 7y NEFRITLE
T TNHOF Ty MUTEDHIRRH Y | 2 —VFEEERDOX v v ¥ 2 1R FENET, Kerberos $—
i, 2—PLHRLRRT— RORDVICTF 7y baeffoCa—F Xy NT—7 P—ERAEFIELET,

(G¥)  Kerberos —NZIE, Xy MU —2 X2 VT 0 =L L TREIN, Kerberos 71 b 2 /L % H
L Ca2—HFZFIETE D Catalyst 3560 A1 v FEEHTE 7,

Kerberos B IEHMA X — L TIZ, o2 22yt W) FIEEZHERALET, ZOFIETIX, 22—
% 1 @uuuﬁﬂ“ék I—HERBERNPADNRMIT OS2 T— RO E2TH ) % =2 733
DAREIZ2 D £97,

oY 7 hy =7 UU—2R% Kerberos 5 1255 L TWE9, Kerberos 5 Tl. 9 TIZ Kerberos 5 & {
AL TWHHES, (UNIX =L PC R ED) thoxy NU—27 FAMBREHRALTWS KDC Lo
Kerberos BT —# X— 2 #HHTX £,

ZoY7 hy=T7 UV U—2TIX, Kerberos TR DF vy hU—27 —EREHR— L TVET,
e Telnet

¢ rlogin

e rsh (VE—hF v=)b7mbhan)

# 8-51C, —Mky7e Kerberos BERAGE L F D EHREZ R LET,

% 8-5 Kerberos M FA5E
Az EH
A =P —EANRMOY —E R L TCHS B OH LA T 5 F

J”E fLCEZ_:t 74T MEIAA /7‘ j(‘TLTnLuJ‘.E%?%‘VC AA /3:
j:ﬂﬁ@x/]) /7‘ jd‘l/fnhuﬂzid‘f?%‘iﬁ—

Gl I—FNR Yy NT =T RAL v FIZBNTED L) RMEREFLTE
D, FTEDOLDBREEEZFATTEE0E, AL v T RikAIT 25 T,
B FEAEF 4~ b (TGT! W — v 2 GHKIERR L) 2RI, Kerberos

BT, 22— FEITY—E 20 ID 2RBIELEST, Ry hU—2
P —EANF 7 v b EFIT L7z Kerberos — & EHEHTHZ LI Lz
LA, 2—PL4ARRRAT—REFANTAIROVICINEFHATE E
T, BRIHEROAHIRIL, 8 BN T 7 41 O ETT,

[ oL-8553-09-J
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F8E RAYTF R—AZTRORE |

W Kerberos IT&BAA v F 75 L ADH{E

% 8-5 Kerberos OFEE (&)
A EH
A AH A Kerberos 7°V ' U2V DGR L)L FL, 13 & A ED Kerberos 7'V

VYR, [user@REALM] &5 BT T (72 & 20,
smith@EXAMPLE.COM), Kerberos 1 > 2% 2D & % Kerberos 7
UV, [user/instance@REALM] & W5 A TT (& 2.
smith/admin@EXAMPLE.COM) ., Kerberos A > A & > A%, FBAEH AL
DL EDA—FORRBLNNVERET DI TEET, &
Xy RU—27 B—ERADH— %, Kerberos A > A ¥ ADFFA[~ v &
VI ERBHLETTEETR, WATEHY FH A,

(G¥) Kerberos 7V I A B LA AR U ALITT R TNLE

TRNTIILR D FYH A,
() Kerberos UV ALITT X TRILFTRIZAITZR D FHA,
KDC? F v hU—2 KA D TE#T S Kerberos ¥ — /B LT — 4 _—2 7
07T ATHEBRIND X —RITR,
Kerberos %t Kerberos B HEHRDA VT T AN T 7 F ¥ VR — FTHDICEFE
SNTET TV r—a o —EADZ & 2B ik,
Kerberos L /L A Kerberos #— NZ&FEINz2—F, SR M, BLXUORY hT—72

P—E A THEREND KA A 2, Kerberos —Z{EHE L T, =—H
FEFR Y T =7 = RHTBHO2—YE2 TRy FT—7
- 20 ID ZHRIELET,

GE¥) Kerberos VIV AZITT X TCKIFTRIILZR D FEA,
Kerberos #—/3 Fy hU—=7 RAFTEHBEHLTWDETFT—Fr, 2—VFBLORy hU—
7 —ERFEFNEN Kerberos — N2 ID %88 L£4, x> b

U —27 $—b 2% Kerberos ' — 27 = —% X EL T, Xy b
U— 7 F— b ROBIAAEEHET,

KEYTAB’ Fy hU—2 $—E 2R KDC LT 532U — K, Kerberos 5 VL&
DA—=Y g TiE, Xy FU—2 —E 2L KEYTAB %f# - T 51tk
SNz —EAEKIERERT SRR L CGRFEL £9, KEYTAB X
Kerberos 5 & ¥ b/ 8N— 3 Tk, SRVTAB* LI Eh TV,
FY L Kerberos ID & & IEIE., Kerberos — NIk &, a2—WRn#ETH D
», = ARNMTHINERLET,

GE¥) Kerberos 7 U ¥ VNNV IT T RCUNLFTRITHILZR D FHA,
— B RS IE Fy FT—7 = 2DERKRER, KDC NHERIERNBEITEND &,
Iy hU—27 —E AL KDC BRIEFTHIATU— FTH (LI E
4, 22— TGT & b AU — Radf LET,

SRVTAB Xy b —27 —E AN KDC LiF4%,¢2U— K, SRVTAB 1.
Kerberos 5 LD X— 5 > TlX KEYTAB & TV ET,
TGT BAyEEAED Z L T, KDC SEREEH A — P RIT T 5 B A5 3,

TGT %% F B> 7= — W%, KDC #371~ L7z Kerberos LV AND R > |k
U—2 =R L TRIEEGD I ENTEET,

TGT = Ticket Granting Ticket (& 4yFEHE)

KDC = Key Distribution Center (% —3&17/5)

KEYTAB = key table (¥— 7—7/1)

SRVTAB = server table (—/% 7 —7 1)

Bl e
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Kerberos &3 XS vF 7o xnsa M

Kerberos MDEI{E

Kerberos —NZid, * v hU—2 X2 U7 ¢ h— L U TEHE I L, Kerberos 7’1 bk 2L &4l
LTYE— b 2—WERFETX 5 Catalyst 3560 A4 v FZHEF TX FET, Kerberos &1 AKX~ A XF
HZHFEIN OBV ETH, Ty bT—2 b= RZTI7ERALLI TRV E—F 2—FF, 3
ODEF2VT 4 LATYEBEBLRNERY hUY—7 $—ERIT 7 EATEERA,

Kerberos #—/3& LT Catalyst 3560 A4 v FEFEHL T, v NV —7 $—E Rk L TRIAEEHD
FIEIX, kD LBV TT,

1. TBERAA v T+ 5850 S (P.8-41)
2. TKDC 750 TGT O HfS) (P.8-41)
3- ’77‘ b4 ]\ U—7 "j—_ EX@Z;(‘J’# D Hth uﬁmﬁy//f%‘J (P8 41

BRAA v FIZRT HEBADEEF

CITE VE—F 2= R@ERLRTNERL RN X2V T 4 LA YIZOWTHHLET,
a—WiE, FTERAL vy FIz L CRIEE BRI £HA, VE— b 2—FRERZXAL vF
WXL CRRREEZ 555G, RO T B ARFEA L ET,

2 —FRER AL v FITR LT, Kerberos AxtIis?d Telnet ##i% BAhH L £,
2—PHERRT = ROANERDD T T Ve AL v FRERLET,

AA vy FN, ZOx—HD TGT % KDC I[ZER L E7,

KDC 3= —# ID # & tehfB{b 37z TGT & A A v FIZEEFE L ET,

AL v FiE, =B ASLIZ/RRAT — RE&EfE 5T TGT O 5iERERIT L 9,

o BEBMEBRICAREI L7e it = —FIE A A v FICk L CRAEZ S E T,

o WEEMRBRICEKZH LR WHAIE, =2 —F& L XA T — KEH AS (Caps Lock F7-1% Num Lock
DX F7IWEE) T2, BlOa—HFHERRAT—REATILTAT v 7 2 OFIEEEY
KLET,

Kerberos KxfIGD Telnet £ v v a »ZHIE L, MK AL v FORMEEHFTNWDH Y E— b 2—HFF7 74
T —VORNZWNETHN, *y FT—2 =R 2T 78 RAT512i%, KDC 75 BEEGRIEAZ 155 %
ERHD FT, 2—FRKDC »ORBIEEERTIUIR S0 oid, KDC 23517725 TGT 1T A A v T
REINTEY, 2=V RZDOAL v FiIZual A LRWIRY | BMOFRIECHEHATE 2205 TY,

o A D=

KDC m oM TGT MEF

::fm\U%—kn—ﬁﬁ@@b&Thiﬁ%ﬁwzﬁbmt%lJ%4V4¥;owfﬁﬁbi
ﬁ— :"”—‘H:j: Z\‘/ FY—2 H—ER|Z 77'?}@—571 [N ZD LA ¥ TKDC @muuié’ff%vc
KDC 7>6 TGT #B&G L722 T ude 8 A,

KDC (2%} U CRRAEZ 155 FIEIZ DWW T, kD URL I2& 5 [Cisco 10S Security Configuration

Guidel @ TSecurity Server Protocols] ®#® [Obtaining a TGT from a KDC| #Z&M L T2 &0,
http://www.cisco.com/en/US/docs/ios/12_2/security/configuration/guide/sctkerb.html

v b7 —9 Y—ERIIHT HEREDOIMGF

T, VE—F 2—PREBEB LTI RN 3EZEOOEX2 YT 0 LA VIZOWTERALE
T, TGT ZBE L2 —Hi%, 2D LA ¥ T Kerberos LILARND Xy U —727 P —E ZR|T% L TR
ZERRTIER Y £ AL

[ oL-8553-09-J
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F8E RAYTF R—AZTRORE |

W X/(vF00—nLBES L UHAIORTE

Fv b T —27 P—E Rk L TRFEZED FIEIZHOWTIE, kD URL IZH D [Cisco 10S Security
Configuration Guide] @ TSecurity Server Protocols] D& TAuthenncatmg to Network Services]

ELRRLTLTEIN,
http://www.cisco.com/en/US/docs/ios/12_2/security/configuration/guide/scfkerb.html

Kerberos D&% E

VE—h 2—FRNFRy NU—7 F—ERIx L CRAEE S D121E, Kerberos LV ANDEREA &
KDC #REL, =2—H¥ Ly bV —2 $—EROMGITEEEITV., HAICRIESELLERH Y E
T, TNEFEET L. BV OFBINLE T, KDC _Ed Kerberos 7 — % X— A |ZH A D= |k
U ZEM L. Kerberos LV ANDTRTHORA MIKDC 234 L2 KEYTAB 7 7 A VZ&2BI L F
T, Flo. KDC 77— 4 _X—R|Za—FHox U BIER L E T,

AMBLEO=2—HFox MY ZBIEIIERT 256 OB FHITRO LBV T,
e Kerberos 7'V I SNVAIIT RN TNILFETRIZAITZR D EHA,
e Kerberos A v AL U AKNIT X T/NILFTRIZAIIZR D EHA,
o Kerberos LV DAL T R TRILFTRIFIILZR VD FH A
~

(GE¥)  Kerberos 4—NZiE, Fy bU—7 X2 VT 4 B—3E LTERE S, Kerberos 71 F a2 /v & H
L Ca2—HPEFWFETE D Catalyst 3560 A1 v FE2FHTE 7,

Kerberos BBEALFEHY— N/ 7 FGA T N VAT A EHRETAHFIEIZ. kO LB T,
e Kerberos 2~ F&EHLTKDC 2% ELE7,
e Kerberos 7u Fa v EZFEHTHLIICAL v TFEHFELET,

BEIZ DWW TIE, D URL IZ& 5 [Cisco 10S Security Configuration Guide] @ [Security Server
Protocols] M [Kerberos Configuration Task List] #ZM L T 7ZE W,
http://www.cisco.com/en/US/docs/ios/12_2/security/configuration/guide/scfkerb.html

AA Y FDA—HILBEES &K VEFRAIDERTE

a—J)b F— RTAAA 2RETLLIHIICAS v TFERETDHE, =D THLEET D LI 1T
AAA %E&ﬁi—‘f%iﬁ—o :@%/El\\ X/]) /9: n»uuﬂijbct‘o\uq:j@@ﬁé?fj*b\ij—o :U) EVC j:'}?jj]j
T4 TR TE A

AL v Frr—R AAA FHIZRET H121E, F7iE EXEC E— RTCROFIEEZFEITLET,

=1 B
ATwZ 1 configure terminal Ju—s UL ar7 4 Xalb—vary ®— FelBLET,
AT9 7 2 aaanew-model AAA A X—T NI LET,

ATw 7 3 aaaauthentication login default local |0 —H L D2 — P4 F —F_R—2%FHT B L HIca s 1 L RBIEE
& LET, default ¥— '7~M:J:@\ a—H N a—H F—x
NR—=ZAFBFENT X TOR— MZEHINET,

AT w7 4 aaaauthorization exec local a2—H D AAA FAEZREL, a— )L F—HZX— AR L
FDa—WIZ EXEC = /VOEFTEF AT LET,
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| $8% RA9F A—REEORE

SSH 0-HD 2 4( vFnEe N

avwv Rk B
AT w7 5 aaaauthorization network local F v FU—ZEEOTRTOY—ERBERIZHT D2 — AAA FFAJ
ERELET,
A79 7 6 username name [privilege level] O—H) F— A _R—Z 5 FH L. 2—PLN— ZDBIEL AT A%

{password encryption-type password} |RE L E7,

a—PTLilav s FEEgYKLAALET,
e namelZit, =2—¥ DA% 1V—FTHRELET, AX—2B kL
OB HAFIEATEEEA,

o (EE) level 121X, 77 B AMEE Iz —VFICHET DHER LN
NERELET, BETEHHMAEIX0~15TT, L~ 15T
X, it EXEC E— R TOT7 7R L0 E£9, L~ 0 T,
2—Y EXEC £E— R TOT7T 7R ELAR0D E£4,

e encryption-type (21, BEHAL I TWRWASRRAT — RARH% AT
< HEIL0 & 0 %4?:32}%7’_/\7\ U— R & Ak HEIT T
EHRELET,

e password 21X, =Y BRAAL v FIZT 7B AT HHEICATT
HUBEDOHBHNAT— REFRELET, "AT—RE1~25X

FTC, HDIABLAN—REFHEHTE, username =~ KD
DFTFvare LTHEELET,

AFv7S T end

4 EXEC £— NIZREY £4°,

AF72 7 8 show running-config AR L,

RATv7 9 copy running-config startup-config |((£Z) 2L 7 Fal—T a3y T A NCRELETFELET,

GE)

AAA %7 4 =7 AIZT 521X, no aaa new-model 71—/ 3L a7 4 Fal— g avy K
FERLET, FrET 4 E—7ICF 5IZ1%, no aaa authorization {network | exec} methodl 7' v —
P a7 4 Fal—vary avwy RefERLET,

AAA FFREFEHLTHTTP 77 B RIZX LAAL v FOEX 2 U T 1 ZHefRT 5I21%, ip http
authentication aaa 7 o — )L a7 4 F a2l —r a3y a~v 2 RTCAAL v FE2RETHLENHD F

T AAAFRRIEZREL TH, AAA FREZFEH L HTTP 7 7 B RICH LAAL v F DX 2 U T 1 1F
MR LE® A,

ip http authentication = ~ > FOFEMIZ SV T, [Cisco I0S Security Command Reference, Release
12.4] #ZRL T EW,

SSH Of=-ODRX A v FDEETE

T ZClE, SSH HfEZ R TET D HIEICOWTHBA L T, ZoMEEZMEHT 21213, e K51k
Va4 ]\'717 ARA—VEAL v TFIZA VANV THERERHY £7, ZOWEELMHH L. Cisco.com
MBI 7 by 2T TrA VBT ra— RTHIC3FAE2HBIVLERHY 3, IOV T
X, 2OV V=20V ) —RX J—FrEZRLTL f_élﬂo

o [SSH o4 % | (P.8-44)
e [SSH o & (P.8-45)
e [SSH O#EEBLOIAT —Z ZADFr] (P.8-47)
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SSH D% EFNZDWTIX, D URL IZH D [Cisco I0S Security Configuration Guide] @
[Configuring Secure Shell] ®# @ [SSH Configuration Examples] #ZM L T 7230,
http://www.cisco.com/en/US/docs/ios/12_2/security/configuration/guide/scfssh.html

IPv6 @ SSH ##eld IPv4 LML TF, IPv6 Tik, SSHIZIPv6 7 FL A& %A — kL, IPv6 E5kIZ &
DYE—FIPV6 / — REDLRETHR SIL SN Hf e IR L E T,

GE) I CHEATIa~Y ROMIEB IO HAFEOFHHIC OV TIE, RO URLICH D ZDY U —RITxHE
T5avr R Y77 L ABL WU CiscolOS Release 122 Da<w> K U 77 L AZBRL TN,
http://www.cisco.com/en/US/docs/ios/12_2/security/command/reference/fsecur_r.html
[Cisco I0S IPv6 Command Reference]

SSH D#IE

SSH X, 7134 AT 2L e T— MERE FREICT A7 1 haLTF, SSH L, 731 ZDFR
FERFICHR N 2R B L &24TH Z 8T U E— MEFRICOWT Telnet L EDEFX 2V 7 4 ZFB L ET,
ZoY7bhy=7 VU —2F, SSH /Y= =1 (SSHvl) BELUSSH /X— = > 2 (SSHv2) %4
AR—FLTWET,

o ISSHY =R WEZITAT M, BROFHR—-— I TWiH =T 5] (P.8-44)
o [HIRFE) (P.8-45)

SSHHY—/\, i8IV 5472 b, BEXUVYR—FrShTWEN—D 3D

SSH #BEICIZ SSH ' — "B L USSHMAEZ FA T FBRHY . ZNHITAAL v F ETEITENDT
TV r—va Ty, SSHZ AT FefT5E, SSHY—A"BBENTLAA v FITHEHTEE
9, SSHY¥—F, 2OV Y —ZATHR—-—FINTWSLSSHZ 747> B LW, itt#lo SSH 7
FAT o MNEFERALEY, F2. SSHZ A7 ME, 2OV JV—ATHR—FEITWD SSH H¥—
NBE LMt RLD SSH — " EfHA L £9,

AA wFiX. SSHvl F72iE SSHV2 r— & YR —F L TWET,
24 v FIE, SSHvl 7 547 hEYHR—FLTHWET,

SSH %, DES Ks5{k7 =Y XA, Triple DES (3DES) K5{bkT7 TV XA BLUOSNAT—R
N—ZADHFEE Y FR—F L TWET,

SSH i3k D2 — WIS A& AR — F L TWES,
* TACACS+ GEMIZ DWW TIX, TTACACSHIZ K DAL vF 77 A0 (P.8-10) #ZHL T

<7Z&EW)
e RADIUS GEflcHoWWTIX. TRADIUSICE DA A vF 77 2DH#H | (P.8-18) &ML TL
72E W)

o B—AGERERB L OFA GHIZOWTIE, TAA v F O —ULFBGER & OFF Al O E |
(P.8-42) zZMML T 7ZEWY)

N

(GE)  AA »vFid. IP Security (IPSec) ZHAR—F L TWEHA,
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| $8% RA9F A—REEORE

SSH 0-HD 2 4( vFnEe N

HIPR=E1g
SSH 1%, ROHIRFHEAEH S E T,
e ZA wFiL. Rivest, Shamir, and Adelman (RSA) FRiE&Z VAR — kL ET,
e SSHIZ, #1732 TV r—v a2 ayR—rLET,
e SSHHY—R"EBIWSSH 7747 hE, DES (56 £ ) BLO'3DES (168 £ b) F—X#F
FY 7 vy =TT R—-FENET,
o AAyFiE, 128y b F— 192 By |k F—, £71F 256 £y | F—0D Advanced Encryption
Standard (AES; @ ER; ZALIEMK) BESLT7 VT Y X aZ P R—bLET, Z7EL. F—%K5{k
T DX B AES I3 A — b EHA,
SN s
SSH DE&E
WEITKRD LB TT,
o IREWROEEFHE] (P.8-45)
o [ZA4 v FTSSH 2F(TT 57Dy 7 v 7] (P.8-45) (%)
e [SSH — D% & (P.8-46) (AA v F % SSH H— "L LTRETDHETITHHE)
BRERFOITESRIR

AA v F & SSHY—RE/ILSSH 7 T4 7 b & LTRETDHEIE, WOEEFHIHES TEEN,

o SSHV2 #—-\1%, SSHv]l = _THEHIND RSA F—OXT7 A TEET (HOHG b Rk
SERR

* crypto key generatersa 72— L a7 4 Xalb—vay avr REAN L%, CLI =T —
A=V RNERENEEE, RSA F— T IFAERESNTOWERA, T2 MBIV RAAS V%
B E L THh 5, crypto key generate rsa =~ FZ AN L TLE S, FEMICOWNTIE, TA
Ay FTSSH ZFETT 27200y b7 v 7| (P8-45) #HWLTIIEEW,

o RSA F—DOXTEARTHEHAIC, A /’IZ Y INo host name specified] BFE/RINDH I LN
HVET, ZORA v E—UNRFRINTZH AL, hostname 72— )L a7 4 Falb— g
avy REFEHLTARA ML TR ﬁﬁéﬂ\gﬁliﬁnij‘o

e RSA F—0DX_XT E2AERTHHEIZ. )“)“TZ‘—:} [No domain specified] MEBERIND I EBH
DET, TOA v E—IUNRERINTEEIL, ip domain-name 7 27—/ 3L 3T 4 FaL— g
vavwry REFEHALTIP RAAL U4 % fﬁﬁﬁéz\%ﬂ&b‘ﬂif

e B—HNARIBLIOHFNOFELRET DHEIT, 2V =V ETAAA BT 4 E—7MCENT
TEERMERLTIEE N,

A4 YFTSSH #7950ty b7y S
SSH # T+ 2 L5 IR v F oty M7 v 7T 210, KOFIEEZFEF LTS,

1. 5y 7 b =7 £ A—T% Cisco.com b AU ra—RKLET, ZOFIETHMNHETT, FEM
WZoWTIE, 2DV Y =20V Y —2 )= E2ZRLTLIZE,

2. AA Y TFDFRAMBEIRIP RAASA VAZRELET, ZOFIEEEITTHOE, A4 vF%
SSH #—/3 & LTRET 2 H AT TT,
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[ oL-8553-09-J .m



F8E RAYTF R—AZTRORE |
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3. AA v TFNSSH ZBEWICA R—TNVIZTDH72DD RSA F—DXT HAERLET, ZOFIEEE
TT25D1E, A4 vF% SSH — "L LTHRETDIHELETTT,

4, t— DN T I RAFEFIZVE—F T 7 A —YRAEERELE T, ZOFIEITHNETT,
FEAZOWTIE, TAAS v F O u— D NFEEB L O ORE] (P.8-42) 2L T ZE W,

RARLETIP RAAL A ZRTE L, RSA F—DO_XT 24K T 5I12i%, FitE EXEC £— FTROFIE%E
%ﬁbi¢°:@?@%%ﬁ#é@i\X4/%%S${#—A&L1mm¢5%9tifﬁo

avvFk B
X797 1 configure terminal Jua—\) ar7 4 X¥al—vary T— RFEHBLET,
AFw 7 2 hostname hostname 2L FDRANLEH/RELET,
AF7vF 3 ip domain-name domain_name AL FDERAN RAAL LV EZELET,
ATvF 4 crypto key generate rsa 24 v F ETuo—hBLO) ®— FREMHIC SSH — % A R —

TIZ L, RSA F—O_XT7 AR LET,
BINEY2TA YA XT, 1024 €y MITBHZEE2HRLET,

RSA ¥—DOXT AR TDHHEI, TEV2TADEIDODANERD
BNET, BV 2T ANELRDIFERETT N, AR LIk
R0 F9,

ATvF 5 end ¥iHE EXEC T— FIZR Y £7°,

ATv 7 6 showip ssh SSH =D AR—Y 3 VB L UOREHRREFRLET,
EJ i E
show ssh AL v F LD SSH B —"DRTF —F AR RLET,

RFw 7 7 copy running-config startup-config | ({£%) 2> 7 4 Fal— 3L 77 A MICERELRGFELET,

RSA ¥ —DO_7 ZHIkR7T 5121, crypto key zeroize rsa 7 = — 3L 27 4 Falb— gy avy
REFEALET, RSA XF—DOXT 2HIBRT D &, SSH — NIZHBICT 4 B—T7 2720 £7,

SSH H4—/\DE&E
SSH # — R & ET HICIE, FiHE EXEC E— F TR FIA% 547 L E T,

avwvFk BeY
ATvF 1 configure terminal Fu—s L arT 4 Xal—ay B— REBEELET,
A7v7 2 ipsshversion[1 2] (f£%&) SSHvI £721X SSHV2 #3TTH LI ICAA v FA2RELE
T

e 1:SSHvl ZETTHLICAAL v FEHRELET,
e 2:SSHV2 #FEITT DL IICAAL v FERELET,

Zoavwry REANLRWGE, £3F—UV— RREHEL2WY
A, SSH ¥ =%, SSHZ FA4 7 v b THR—=FENTWVBHEKH
NR—=Tz2rOSSH #RIRLET, 2L xiE. SSHZ F4 7 bH
SSHvl 8L SSHV2 AR —F L TWBHA, SSH ¥— %
SSHv2 ##IR L £,
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SSH O-HD 2 A vFnEe B

avy R

=)

27w 7 3 ipssh {timeout seconds |
authentication-retries number}

SSH #ilf#i/NT A —2 i E L E T,

o XALT U MEFHEMTHEELET (F7 4L MEK 120
W), BETZXIHMAIL0~ 1200 T, ZDORTA—H|T,
SSH * a3y x—3 gy 77— CWlASNET, #HEENHETS
NdE AL VFIFCLIR—Z2 By avDF 74 DX A
LT MEEZFEHLET,

FIFNLNTIEH, Ry T —2 FOBEEDO CLIN—Z vy g
v (Eyvar0~4) iz LT, &K5ODKE{LFIF SSH
B TE £, BT oA NEET5 L, CLI N—2

o alrOXA LT MEFT 740D 10 DITEY £,

o UIAT Y M EY—ANAHBAETEAREERELE T, T
TAINNME3TT, IBETEAHMIL0~5TT,

W FONTA—=B B ET DHBITZOFIRE#HYIEL T,

ATy 7T 4 line vty line number
[ending line_number]

transport input ssh

(FEE) BUARbRRFIRRRE 2R E L £,

o FAYALT 4 Xal—rar B— NEFBLT, RAEMRRER
WEERE LET, line_ number 33 X\ ending line_number |25t L
T, 1T Z2fE LET, fRETE %L 0~ 15 TT,

o AA wFTI SSH Telnet #fe & [ElEST 2 L HICRELET, Z
Iz LD, v—21% SSH #ftICRESE T,

AFv7S 5 end

HebE EXEC E— RIZED £,

X797 6 showip ssh
EJlE

show ssh

SSH =D AR—=Va VB LUOREHRERRLET,

AA v F EDO SSH »— NOEHAT — X A2 RKRLET,

RATw7 7 copy running-config startup-config

(ER) av74F¥a2lb—vay 774 NVIIEREEZRGTLET,

77 # v k@ SSH #1737 A —ZIZE$I21Z, no ip ssh {timeout | authentication-retries} 7' 1 —/\
VarZ4Xal—varyavr ReERALET,

SSH DEEH L URT—F ADRT

SSH = "DOREBLPAT —F 22 RRTHITI1E, £ 8-6 DFfHE EXEC =~ F& 1 DEITHEK

ERLET,

% 8-6 SSH H— /DR ELB L VR T—LARERFTTHaT UK

avw> kR B&Y

show ip ssh SSH ==Yz B IO EBREERLET,
show ssh SSH —"_"DRAT—HX 2% FRLET,

Inboa~wy ROGFEMIZ W T, kD URL IZ& 5 [Cisco 10S Security Command Referencel] @
[Other Security Features] @& ® [Secure Shell Commands] #ZM L T E&E W,
http://www.cisco.com/en/US/docs/ios/12_2/security/configuration/guide/scfpass.html
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W SSLHTTP OE-HDRA v FORTE

SSL HTTP =D AR A v FDEETE

Z 2T HTTP 1.1 % =B LY T4 7 > MK LTz Secure Socket Layer (SSL) 23— 5 & 3.0
ERETDHHIBEZOWTHHALET, SSLit. X =7 HTTP @E2FEHAT L7012, HTTP 7 947
VRERREIZIT T = NG, Wi b, BEOA v =TV OB R L E T, SSL #EHT 2
I, BERALY 7 h 27 A A=V RAL v FICA VA R ERNTOWDRERH Y £3, Z OHHE
fEM L. Cisco.com 22O HALY 7 by =7 TZ7 A VEF T ra— RTAIZEHF A 25250 8RS D £
T B bA A=V OFEMICONTIE, 2OV Y =20V Y —R /= aZRLTIEEN,

2T, ROBERICOVWTIRALE T,

o X a7 HITP —A"BLOI T4 7 bOBEE | (P.8-48)

e X a7 HITP —A"BLO 747 FOi%iE] (P.8-50)

o X7 HTTP —A"BLOY TA TV NOAT—H ADFER] (P.8-54)

T CERTAREFR T~ RO LUMEHHIEOFEMIZ OV T, kD URL IZ& % Cisco 10S
Release 12.2(15)T @ THTTPS : HTTP Server and Client with SSL 3.0 OFREFHIAZ S L T 7Z 30,
http://www.cisco.com/en/US/docs/ios/netmgmt/configuration/guide/nm_https_sc_ssI3.html

X217 HTTP Y—N\ELUVI 531472 FOBE

X 27 HTITP ##0% 46, HTTP — "R EZET LT —F IS b SN TA v ¥ —x v MIXE(E
SnhEd, SSLHEE(bZEfES HTTP IX, Web 77 UM B A A v FHFHET D X 5 7efiglc, %=
TREREEEELET, YRAaINEESTEZ X 27 HTTP Y—ABXOHTTP 7 A4 7~ FTiE. 7
TYUr—ary LA YOREEIZ SSL N—Y a2 3.0 24 LE9, HTTP over SSL iZ. HTTPS &
B ESNET (B 72RO A. URL 25 http:/ O 0 IC https:// TEHHE Y £9),

X 27 HTTP —N (RA v F) OF2E&EEHIX, BEOFR— (F 74/ b® HTTPS A— hiZ
443) T HTTPS k%245 5H5Z 17T, HTTP 1.1 Web —_~ZFDER A4S = &L 9, HTTP 1.1 ¥ —
NIFEZEOHEREZNUIEL T, ¥ =27 HTTP —~E%E (BOHT) LEF, &% =7 HTTP #—
IZ HTTP 1.1 —fb iz, toERIZE X T,

%27 HITP 7 74 7 b (Web 77 0H) oFEREENL, CiscolOS 77V 7r— 3 VERIZES
EKELTC, ZOT7 7Y r—3 3 UNER L HTTPS User Agent 4—E A2 FET L, 5% %2 (F0T7 7Y
F—vavil) R9IZETT,

CADLSRERSAV K

8-48

Certificate Authority (CA; 38iER) 1%, BERZBAILTSMT DXy MU —2 T8 R ZEEAFE % 5%
TTLET, ZhbHOV—ERE, BT 575 AT 2 hRERNREX 2 7 0 F—B L OGE
AEOEHAZRMILET, FFED CAF— L A FX PR 7 PERERET,

PN FITEIND & HTTPS =13, F T A MRA U M ERDEFED CA 751572 X.509v3 DFEH
FEFITTDHI LT, BXaTRERE27 747 MR LES, 2947 F (@HE. Web 77
UY) 1E, ZOEHEORIEICLERARF —E2RAE L TWET,

tF 27 HTTP ##5el21d, CAD R A RMRA U FERET D L AMHEE L EJ, HTTPS — %%
ITLTWET AL RZCAD N TARRA LV MBFEEIN TN E | P — NI H B EF85E L CNE 7

RSA DF—DO_T#AKLET, BHTHRIAELL (BB MERFTEY X 2 U7 1 TRV T,
BT 57 747 MIZOFEAENE CGEAZETH D Z L ama L, 2 —FICEER ORI (ML E 1T
) 2SELILENDY T, ZOBRBIINHR Yy hU—2 bReY (TR MRE) KL ET,

CADKFARMRAL U FEREL TV RWE, X 27 HITP #5E42HC L8B4, #OtX 27 HTTP
PR (FTTT TA T2 b)) TKT D —HRE 7213k 72 B CEAGEAEN BB AR S E T,
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GE)

CipherSuite

SSLHTTP 0002 A vFoie B

o AAVFITHRRA M E RAL VARBREESNTARVWES, RSN HCEBLTHEIT N2
DTT, A v T EHEET L &, ZO—FRNLACELAIEAEIIRDIL, #FH-ICACELERE
(—HER9IC) BV Y THRET,

o AA YFILHRARMLE FAL VAPRESNTWEIEE, a2 B EEATEPEIT KBNS
DTT, ZOFEARET, A4 v FE2HEEBHLTH, BX=27 HTTP —R"Z2EHZ L THLAELO
FETT, FOD, HEEF27 HTTP #4ANC Lz & ZITHEHTE E4,

CABIOFIAMRA Y MEI TRA AT LICRETDHDLENDHY T, hOT A 2N nb%
ar—LTh, A vy FTIIEHTT,

B O B4R ENER SN S5E . Z O show running-config 5 EXEC =2~ R CTH T
£, BOBLMINELRTT D2~y RO (show running-config =~ R) Zf& L TR
LET,

Switch# show running-config
Building configuration...

<output truncated>

crypto pki trustpoint TP-self-signed-3080755072

enrollment selfsigned

subject-name cn=I0S-Self-Signed-Certificate-3080755072

revocation-check none

rsakeypair TP-self-signed-3080755072

|

I

crypto ca certificate chain TP-self-signed-3080755072

certificate self-signed 01
3082029F 30820208 A0030201 02020101 300D0609 2A864886 F70D0101 04050030
59312F30 2D060355 04031326 494F532D 53656C66 2D536967 6E65642D 43657274
69666963 6174652D 33303830 37353530 37323126 30240609 2A864886 F70D0109

<output truncated>

HOEAGEREIL, B% 27 HTTP — "% 82 L T, no crypto pki trustpoint
TP-self-signed-30890755072 7 o — )L 2> 7 4 ¥ alb—v gy a~vr REANTHI L CHIRTE
£9, ZO%, ¥ a7 HTTP ¥ — "z HEANIT D L. BCBAEHAENTICERSNET,

TP self-signed DHAICRRFRINTWDHEIZ, T ADTV Y TARFIZL > TRRY 5,

F 7 arda<w R (ip http secure-client-auth) Z{E/H3 2% & HTTPS — 0327 547 kh
5D XS509v3 FEHEZER LET, 7747 2 MORRIEE, VY—"AHFORIELY bR EF Y
T4 xR LET,

CA OFEHIZ D\ TIE, Cisco.com T [Cisco I0S Security Configuration Guide, Release 12.4] @
Configuring Certification Authority Interoperability] OFEESMH L T 7230y,

CipherSuite [ZH; BAL T LT Y AR I RE A VoA b 7o) A hE$EE LT, SSL BEfticfliA L %
3, HTTPS »— 25 &. 2747 hd Web 77 7 Wix, R — bxt% o CipherSuite ® Y
A LRI LET, ZO®%Z TAT o P —NE WL THIR—-FSNTWDI ST VT Y XALT
KR bDEY A MPLERLTRrIT=— FLET, & ZIL. Netscape Communicator 4.76 1%,
KREOEF=2V T 4 (RSA A% —H5 MD2, MD5. RC2-CBC., RC4. DES-CBC, BLW
DES-EDE3-CBC) #H# A —FLTWET,

[ oL-8553-09-J
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W SSLHTTP OE-HDRA v FORTE

RS EIziE, 128 By MERALEYR— 2527747 8 77 0% (Microsoft Internet
Explorer /X—30 3 > 5.5 LI % 721 Netscape Communicator 73— g > 4.76 LIE72 &) BNUE T,
SSL_RSA_ WITH DES CBC SHA CipherSuite 1%, 128 Ev ML 2 #20E L7275, o
CipherSuite £V bEx =V 7 o BMEL 720 £,

CipherSuite 1%, £V EXx =2V T s BE<, BHIRNTRDIEE, DT TTONAEREM A LB
D ET, WIZ, AA v FTHR— b EN 5D CipherSuite B L UL —F DWMEATN (HX) kb
CipherSuite ®7 > 7 (HWIH) ZEHRLET,

1. SSL_RSA WITH DES CBC SHA : A v — Y0l #kIc DES-CBC. BLUA v&— &4
Y= A MZ SHA Z#f L7z RSA OF —%#: (RSA AR F—851k)

2. SSL RSA WITH RC4 128 MDS5 : RC4 128 v bk, BLOA v —Y A V=& T
MDS5 # {5 L7- RSA D% —75#

3. SSL RSA WITH RC4 128 SHA : RC4 128 E' v MiE{L., BLUOA v&—Y F (VxR M
SHA % f{#i ] L 7= RSA % —5c#t

4. SSL RSA WITH 3DES EDE CBC SHA : A vt — Y0 E{kic 3DES & DES-EDE3-CBC.
BLOA =Y #4P=A M SHA £ L7= RSA OF —2c# (RSA AR ¥ —H51b)

(BEEBIOFTA VAN TLIV XL EZNENHEE L THAEDET) RSA 1L, SSL #Fick
WTHF—DARBIOREOm FITEAINET, ZiEk, CADRNTA MRSV IRRESINTND
MEIMThb Y 8 A,

tHXa7 HTTP Y—NELUVI 51472 FDETE

o [SSL O»F 7 4V b (P.8-50)

o [SSL O EHOEZEHE) (P.8-50)

e [CADINZANKA LY FOFKE] (P8-51)

o X7 HTTP h— ik iE]| (P.8-52)

e 2% =27 HTTP 7 74 7 hD3&E] (P.8-53)

SSL DT 74 FEE

FEAED HTTP $— N E A =T VIR E SN TWET,
SSL i34 F—7 NMIBRESINTVET,
CADRNTANKRA Y MIBRESHTHERA,
HOBAGEHEIIAR SN TV ERA,

SSL DERERDIEEIE
SSLAEAA v F VT AXTHEHT DL, SSLEy a BNV ITAKX avw X TRTLET, FTAX
A UNRDAA » FIIIERED HTTP TEMESEALENH Y £,

CADFIAPRA LV FERETHHNC, VAT A 70 v IRRESNTNDEZ LEZ2MHRLTLES
W 78y RRESNTWRWNWE, REZHMICEVIEAZENETINET,

Catalyst 3560 R4 vF YI box7 av74Fal—S3v HA K
m. OL-8553-09-J |
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CADLFRFRSLAY FOETE

SSLHTTP 0002 A vFoie B

X277 HTTP #6121, CAD M T A MRA L FEERICRET DAL E#HELET, CADMT R
FARA Y M, BEELHFHELIVEWVWEX 2V T 4 23H Y 9,

CADFTAPIRA Y baRET DL, FitE EXEC £— FTROFIEEZFATLET,

avyk

E[:3)

ATv7F 1 configure terminal

Ja—N) ar7 4 Xalb—vary ET— FEBLET,

RF w7 2 hostname hostname

AL v FDOFRANGERELET (LLRIFARA MG EHELTHRN
WA T MA), FAMITEF 2V T ¢ F—LERABICSLETT,

RA7v 7 3 ip domain-name domain-name

2L FDIP RAAL L A4ZIELET (LATIP RAAL VA ZHREL
TWARWEATETWMAE), IP RAAL v AiFdtx=2 T 4 F—LiEH
FITHLHETT,

X797 4 crypto key generate rsa

(EE) RSA F—D_7Z4AK L £ 7T, RSA F—DXT7 1%, A A v
FOFEHEEZ AFTHRNIMLETT, RSA F—OXTIZIHEMICAE
ENFET, RETHIUL, Z0avy FEEHA LT —2FAER
T,

RFv 7 5 crypto ca trustpoint name

CADFTARMRA LV MZa—DIVORELEREL T, CA FT7 X
FRA LV bar7 4 Falb—rary E—RFERBLET,

X597 6 enrollment url ur/

FEAEOERDEEFHE AL vF O URL Z2HELET,

ATv 7 7 enrollment http-proxy host-name
port-number

(Ei‘) HTTP 7u ¥+ —_"Z&RH LT CA NOitHFEZAFT S
AL v FERELET,

ATvF 8 crlquery url

=4 70)&@?%#3& DN TV EIERT 572912, Certificate
Revocation List (CRL; fEBIELZHY X ) %E?kﬂ‘é J: AL
FEHRELET,

2797 9 primary

UEE) FPTARKRA Y IR CAERIIHLTTIA4~Y (T 741
F) FIRPFRA L PELTHHAENS LI ITHEELET,

Z2Fv 7 10 exit

CANFAREAL Y Fary T4 F¥al—vay T—REKRTL, 7
77—/ 3N 313/743’\:11/\_:‘/5:/%_ ]\‘\ 7)%@&"9“

RXT7v 7 11 crypto ca authentication name

CADRAF—ZHGLTCA ZRIELET, A7 v 75 THEALLE
LR CbOEEHLET,

2T 97 12 crypto ca enroll name

BEDCADKNTIA MRSV PMLIEAEBZRGLEST, Z0aw
v RiE. & RSA F—DO_XTIZK LT 1 DOEL A OFFAELZK
LE9,

AFv7 13 end

FHE EXEC £— NIZR Y £75

ATv 7 14 show crypto ca trustpoints

BEEWRLET

AR5 w7 15 copy running-config startup-config

EE) av74FXal—vary 77 A NVICREEZRTFELET,

no crypto ca trustpoint name 7 2 —/3)L 227 4 ¥ ab—vary avy REFERLT, CA IZBEET
9T _RTO ID fFEs LOGEHELHIBRTE 5,

[ oL-8553-09-J
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¥ a7 HTTP —/\DERE

FENCERAE R 2T 258, MiOFIEEEM L TAL vy FDOCA FTFAMRA LV FPERELTND,
HTTP =& G HUERHVET, CADFNTA MRSV FERFELTHRWES, %27

HTTP ¥ — "N AMC L7k i T B LB GEHENER SN E T,

Y= NERE LTk, R

BLOEX27 HITP ¥ — AW G ICHEMT 247 v ay (KSR @BHTL7 2782 U R b KRR
B, FRBFFALTU R ) ZRETEET,

X =27 HTTP — & HET HI21E. ¥ EXEC E— RCROFIHEZEITLET,

avw vk B
ATv7 1 show ip http server status (f£&Z) HTTP 4 — DO A T —FZ 2% FH R LT, ¥ =27 HTTP ¥—
INOETENY 7 b =7 THR—FENTWDENE I EHE L E
T, HAT, ROTA L DELLNEHRLTITEIN,
HTTP secure server capability: Present
Fo0x
HTTP secure server capability: Not present
AFwF 2 configure terminal Ja—) ary7 4 Xal—yary T— ek LET,
AT7v7 3 ip http secure-server HTTPS ¥ — N5 4 —TNVDOEE. A F—7 VI £, HTTPS
P—=NF, TTANVFTAR—T VTR ESNLTVET,
ATw7F 4 ip http secure-port port-number ({£E) HTTPS »—NfEHT DR — b EEEZEELET, T 74/ FD
A— FEFIL 443 TT, 443 £7213 1025 ~ 65535 OFPHCHEETEE T,
A7v7 5 ip http secure-ciphersuite (f£:7) HTTPS #kt DR BA{LIZf 9% CipherSuite (Bs=5{b7 /L=
{[3des-ede-cbc-sha] [rc4-128-mdS5] U RL) ZEELET, $BED CipherSuite Z$8ET 2B BRI
[rc4-128-sha] [des-cbc-sha]} E, =T T AT bR, WA YARE— 4% CipherSuite T
A= TALICRELET, ZOUNTFT 740 hTT,
A7y 7 6 ip http secure-client-auth (EE) HTTP — " Z@&E LT, S OB, BiEo-»nic, 7
FAT v MBHD X.509v3 FEHELAZ TR LET, ?7¢NFT
7 FTAT Y BRI =L OFMHEL BERT IR EICR>TWETS
Y =RNEF T T4 T R ERBIELZRNWE DR o TVET,
RATw 7 7 ip http secure-trustpoint name X.509v3 X 2 VT A EEORBB LY F4 7 FOZEHE
WEDFRIEICHEHT 5 CAD N T A RNFA L MEBELET,
() Zoa<wr FOFEHIE RIOFIRICESTCAD M T A RMRA
M TICRELTWVD LW I RHEEFE X THA L THET,
ATv7 8 ip http path path-name (&) HTML 7 7 A L D_— R L7205 HTTP S22 E L £,
RAE, B—H YRAT AIZH D HTITP —3 7 7 A VO & 45
ELET @F., YATLD7T7vva ATVERELET),
Z2T7 97 9 ip http access-class access-list-number | (fT:35) HTTP ¥ — _S~DT7 7 £ AL IfFEHT LT 72 U 2 k
ERELET,
A7 97 10 ip http max-connections value (EE) HTTP — S~DRIRE KEREZHEELET, FHETED
HHIX1~16 T9, T 74/ MI5TH,
AT7w 7 11 ip http timeout-policy idle seconds life | ((FE) 5EDORRTICBIT 5. HTTP — ~OREEEKIEE 2 55E LET,

seconds requests value

e idle : T— X DZENROD, IEET — X PEEFETERVWEED
BRI, FETEA2HMEIL 1 ~ 600 B TY, 77+ MEIZ
180 BT9 (3 43,

o life : BEfi &N L C DI KIFR, HRE T %X 1 ~
86400 <3 (24 Ksf), 7 7 4 /v MEIX 180 BT,

o requests : FKHEM) o B T S L D FARO R R, I KIEIE
86400 TI, T 74/ MHEIZ 1 T,

Jl Catalyst3560 R4 v F Y7 b7 A4 F¥al—av 4 F
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SSLHTTP 0002 A vFoie B

avw vk B
ATv7 12 end ¥4 EXEC £— RITEV £9°,
A5 w7 13 show ip http server secure status %27 HTTP — "D AT — X A% FR LT, BEAHRLET,
AT7v 7 14 copy running-config startup-config EE) 2o 74FXal—Yay 774 _pxﬁ:j%;{%f LET,

BHED HTTP $— % T 4 E—7 /I F %121, noip http server 72— 3L 27 4 ¥ a2 L — 3
vavwry REFERALET, E%27 HTTP H— %7 ¢ &—7/LIC9 5%, no ip http
secure-server 70—/ NL a7 4 ¥ al— gy avy REFEHLET, 740 NOBREICETIC
I%. no ip http secure-port 35 2 U8 no ip http secure-ciphersuite 72— )L 27 1 ¥ a2 b —T 3
av REHEHALET, 7747 FEIEOBEMZHIFRT 5IZ1E. no ip http secure-client-auth 2
o—N)L a7 4 FXalb—vay avry REEALET,

Web 77 U &ML CE¥x =27 HTITP i % #7835 121%. https://URL %?7\?7 L%7 (URLIXIP

T RVA, EREY—N AL v FORAN), T 74NV 5 K= IADOFR— M EFRELTWEEHE,
URL O%AIZHR— "EELIRETILENHY 7T, RIIBEZRLET,
https://209.165.129:1026

F7ox

https://host.domain.com:1026

X217 HTTP V547 > FDRE

ﬁﬁ@Hﬂ?7347y$£iwt%:7HﬂP7547V%@ﬁm4*—7wf¢0f%JT
HWP7747/F@ME i, RBAFRIALETT, ROFIETIE, BIOFIETCA DT A MKRA
N AA v FIZ fELTb\é_J:%fﬁuTE LCWET, CADORNTARNKRA LV IDBRESNTELT,
UE—FDO HTTPS — 307 F4 7 FORGEEER LIHE, EX =27 HITP 7 74 7 h~DE:
A SN D=

X227 HITP 7 74 7 > FaRET 21T, ¥ EXEC E— FTROFIHEZETLET,

avwvFk B
RATw7 1 configure terminal Jua—r L Ay T 4 X al— gy B REBELET,
ATw7F 2 ip http client secure-trustpoint name | ({£E) UEt— r® HTTP Y — NV 54 7 MBI TR L1~

WA+ 25, CADRNTFARNRA LV MEHRELET, _0):1-7/l~0)
ﬁﬁﬁ HIOFEZEALTCCADF T A MRSV 2T TICERTE
LTWDEWIREIMREZBE X THIALTWET, 7747/bmu
DB IRNGA, FRIETTA~YVD T A MRS FBRTTIZ
EENTWLEAIEL, Zoa~vy RiEETT,

AFw 7 3 ip http client secure-ciphersuite (&) HTTPS Em@ﬁ%%{t&dﬁﬁﬁﬂ‘é CipherSuite (K571 =
{[3des-ede-cbc-sha] [rc4-128-md5] URL) ZHELET, FED CipherSuite ZH5E T 2 BLHE N 2T
[rc4-128-sha] [des-cbc-sha]} T, =T ST bR, WY AR— 4% CipherSuite T

A= MFLEIERELET, ZNUBT 74V MTT,

A7v7 4 end K54 EXEC £— NIZEREY £,

AFwF 5 show ip http client secure status %27 HTTP +— "D AF— X 2% F 5 LT, RELHRELET,

RX797 6 copy running-config startup-config EE) =27 4Falb—vay 77 A NVICREERTFLET,

IIAT LV RDRTARKA L FOFREZHI [5?‘3”%) I%. no ip http client secure-trustpoint name =
~VREFERALEST., 7747 MCT TICERE & TV 5 CipherSuite fEAkZ HIFRT 521X, no ip
http client secure-ciphersuite =~ > RZfEH L 7,

[ oL-8553-09-J
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W SCP O1:=HDORS vy FOBRE

X217 HTTP H—NEELVIFA 7Y FDRT—E ADRTR

SSLEF a7 —_"BLRI FA T PORT—F ZA%2FRTHITIE, £ 8-TICHH I - ke
EXEC =~ F&EBEHLET,

% 8-7 SSLEXa7 H—NELUVISA 7Y MDRATF—RRERTTHATVE
avwy kR B
show ip http client X7 HITP 7 947V FOREERRLET,

secure status

show ip http server ¥ 27 HITP — "ORELXFRLET,
secure status

show running-config | =7 HTTP 8tk L CAKR SN B BAFRELZ R R LET,

SCP Df-O6DARA v FDEEFE

Secure Copy Protocol (SCP) #EEIZ. A A v FORERA A —Y 77 A NDaA—IltF 27 i
FEHEME L E9, SCP (21X SSH BN&4ETT (Berkeley @ r-tool I bt X =2 VT 4 OEWT 7Y
F—varirlora harcd),

SSH Z#fE S 25121%, A1 v FIZ RSA OARF— L EF—DO T PRETY, Tl SSH 23
P2 SCP HRART, X a7 REBELFERIEDITIT., ZhEDF—DOXRT BRBETT,

F72, SSH IIE AAA FRREALEDT= ) WYNIRRIET HI21E, SCPIZH AAA BBRESLEIT/2 D £,

e SCP %A F—T/WIZTDHHNI, AA vF O SSH, ik, FFr, BLIOXT Uo7 4> 7 E#EYNC
RELTLLEEN,
e SCPIISSH Z#EHA L TEXa 7 RiEEEFEITTH20, L—FIZILRSA F—OXT RMLETT,

N
()  SCP #HMT2HA. at— a~r RICAAT— REANTEEHA, Fur 7 hRRRENL &
2. ANTBLERD Y T,
Secure Copy B9 % 1&#H

Secure Copy HREZ X ET H12IE. ROMEEZ AT 2 LENH Y £7,

SCP 1Z—1#® Berkeley @ r-tools IZESWTHEFFINTNDH 72D, ZOIENLIL. SCP 23 SSH o+
¥ o U7 4IRS L TWD RERRTIE. Remote Copy Protocol (RCP) ESHA{LLL CTWE§, F7=, SCP
DFEITIT AAA OF AL M ER T, L—F ([ F2—FRIELWHER LV EREE LTV DN ERT D
VERDHY ET,

W 27l &2 T B 2 —H1E, SCP % L T Cisco 10S File System (IFS) &7 7 A L& A A v F
W2 (FZAA v Fb) BRHICZE—TEET, ab—lidcopy =2~ FEEMLET, £/, 7F
AENTVLEHREDL ZOEEE Y -7 ATV a vinbFITTEET,

SCP DR ER L OMGEHEDOFEMIC OV TIL, D URL IZH D [Cisco I0S Security Configuration
Guide: Securing User Services, Release 12.4]] @ TSecure Copy Protocol] Z#ZH L T X\,
http://www.cisco.com/en/US/docs/ios/sec_user_services/configuration/guide/sec_secure _copy_ps6350
_TSD_Products_Configuration_Guide Chapter.html

Catalyst 3560 R4 vF YI box7 av74Fal—S3v HA K
m. OL-8553-09-J |


http://www.cisco.com/en/US/docs/ios/sec_user_services/configuration/guide/sec_secure_copy_ps6350_TSD_Products_Configuration_Guide_Chapter.html

IEEE 802.1X "— F R—RRFEDELTE

IEEE 802.1X A — b _X—RWFEIL, RIERTNSA A (I TA TV M) XDy hI—7 T8 A%
Bk LEd, a~r ROMTEERFTEOREMIC OV T, Catalyst 3560 A v FDa~<> R U7y
LA BLU [Cisco I0S Security Command Reference, Release 12.4J] @ TRADIUS Commands]
DEHEZZMLTIIZ S,

A A »F %, Cisco TrustSec @ Security Group Tag (SGT) Exchange Protocol (SXP) & #HR— KL &
9, ZOERETIX, Security Group Access Control List (SGACL; %= VU7 4 Z L —7 77'122 a
Y= VAN BYFR—FInNET, ZHIEIP 7 RLATIERLS, TS AT N—T1ZHkT 5
ACL RV v—ZERLET, SXPHEl7 v harzeffldose, "—Fv=T707 v 77 L—FRL
WSGTICE D7y hOX 7T EITHI 2N TEET, SXP il 7' 2 k =11X Cisco TrustSec K A
AV Ty VDT IEA LAY TN, AL CiscoTrustSec KA VHNDOT 4 A MY Ea—T a3y LAy
TANA A TEITINET, Catalyst 3560 A1 » F ik, Cisco TrustSec £ h7V—27 L TT7 o7& L
AY AA vF L LTEELET,

Cisco TrustSec DFEMIZ DWW TIiE, D URL & 5 [Cisco TrustSec Switch Configuration Guidel %
ZHRLTLLTZIN,
http://www.cisco.com/en/US/docs/switches/lan/trustsec/configuration/guide/trustsec.html

SXP »t& 27 v a v Tik, Catalyst 3560 A A v FTHHR— FINLHEELZERLET,
ZOETHATLINEIL ROLEBY TT,

e T[IEEE 802.1X "/"— b _X—ZAFBFEOHE | (P.9-1)

o 802X FFED#E) (P.9-32)

o [802.1X OftaHEHRB L IR T —H 2D FK ] (P.9-65)

IEEE 802.1X "— F R—RFEAEDHE

OB T, RIERIZ TA T BT 72 RAA[RERAR— b b LAN IZHHE L7an X 9 I35,
7747/]\/4%—/\’*”0)77—122%1ﬁﬂj¢octUn.huE7m FatzEDTWNWET, BIET—NAAL v F
WCHHRE T D87 AT FERBFELTZD) 2T, A v FFZIFE LAN Y—ERZFIHTE5 L9
Li@“

IEEE 802.1X 7 7 B A TIX, 7 74T v FERIET D2 ETOM. D27 T4 7T » "33 L TW
%R — MR H TlE Extensible Authentication Protocol over LAN (EAPOL), Cisco Discovery Protocol
(CDP). # X0 Spanning-Tree Protocol (STP; A/X=> 7 YU — 7w hai) b7 7 ¢ v 7 LI
SINFEHA, Biltr, BHEDONT T 4 v 7 DR — MERTEZEINET,

o [F4 2% (P.9-3)
o [FRAEF7utk 2] (P.9-4)
i IJAL uIE@F?'ﬂﬁAij:U\% /'IZ //)ij (P9-5)

[ oL-8553-09-J
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$9E  IEEE 802.1X K— FR—RXBIEOHE |

W |EEE 802.1X R— F R— R BEDHE

o [FBAE~*—Y % (P9-7)

o AT — FBIOEH AT — FOAR— ] (P9-10)
e [802.1X AR K E— K] (P9-11)

o [=/LF RAALFERE] (PY-11)

o [802.1X v VT RFEE— K| (P.9-13)

o IMAC o##)) (P.9-14)

o [MAC [&#t) (P.9-14)

o 8O2AXTHU YT 47 (P9-15)

o 82IX T HUYT 47 J@HE~7T ] (P.9-15)

o [802.1X #fiiF = v 7| (P.9-16)

e [VLAN %I04 CTZMHM L7z 802.1X &Gkl (P.9-16)

o [=—WHAL ACL 2 L7z 802.1X BFEOFIAH | (P.9-18)
e 72K VLAN #{H L7= 802.1X 787k (P.9-21)

o [HIRRAF& VLAN 2/ L7z 802.1x #8:E) (P.9-22)

o [802.1X FBFEE T 7 & AREEFRFENNA /N A | (P.9-23)

o [H VLAN A"— b & A L7z 802.1X #GFE) (P.9-25)
o [R—FEX=VT 0 %2HH LK 802.1X FEiE) (P.9-25)
o [WoL #fe& M L7= 802.1X #FES (P.9-25)

o IMAC RFENA R AZER L7 802.1X GRFEOFIA] (P.9-26)
o [802.1x =—W¥ 3k (P.9-27)

e INAC LA ¥ 2802.1X 7] (P.9-28)

o [ RWRZRFEFENAFRF] (P.9-29)

. TOpenlx Akl (P.9-29)

o [HFHEH8021X X = U T 4 DA (P.9-29)

e [Network Edge Access Topology (NEAT) a4l L7z 802.1x 47V W b AL v F LFHIEAA ¥
7] (P.9-30)

e [ u—RACLBLIOU XA L2 FURL 2/ L7 802.1X 725kl (P.9-19)
o [ACL & X0 RADIUS Filter-1d J&: % i L 7= IEEE 802.1x RZEDEH | (P.9-31)
o @ty aID) (P9-31)
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| $9% IEEE 802.1X R—

kR—REBREDHE

~

—HRF—Lay =1
HE = |

IEEE 802.1X Fi— FA—zBioH= M

9-1 802.1X (Z&B 1+ BT84 RDEEI

i
| — -'j-—/\
(RADIUS)

y 4

l[:]l'
|
A—)

101229

27772  LANBIOARS v F —ERA~DT 7B RAEZERL, A vTF0LOERIZSE
THFAALZ (V= ZAF—a), U—7 AF—3 3 TlE. Microsoft Windows XP OS (=
NRU—TFT 4T VAT A) KMHELTHWDEEIR8RAX WO FA4 T N V7 h =T &E
ITTHRERDLVET (77472 M, 802IX B TIZ AV 22 FennET),

~
(GE) Windows XP O v b U — 7 #g & 802.1x FRIFDORIEZ -4 5 121%, ko URL ITH D

[Microsoft Knowledge Base] #ZM L T 7Z2E\,
http://support.microsoft.com/support/kb/articles/Q303/5/97.ASP

WLHE#—/\ DT AT l\@ﬁiﬁfﬁ mhuEé.’??l/\ij— ALY —NZ 7 747 v ]\@uﬁ}ujl”ﬁi&é’ﬁ%
L. #2027 747 MZLAN BLUORAA v F H— txAODT%EX%.#FTﬁ“A%ﬁ EnE A
Ay FICEMLET, A vTFF7ex LTEETHOT, Bt —E X137 747 > MTxt
L CERMIciThbEd, 4ROV U —R2THR— b EZ5HRBFEY— 31, Extensible
Authentication Protocol (EAP) JL3EFERE % i 2 72 Remote Authentication Dial-In User Service
(RADIUS) &%= U7 1 AT L7217 TF, Zid Cisco Secure Access Control Server /X —3 =
V30 UBETRIATE £9, RADIUSIZZ 947 b/ B —" 5 /L TEIEL, RADIUS H#—_
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A= I RERIZINSEOPHNCTHEI SN TWEEHE, AU ERNEFT AL AZEHAEINET,

— DT NNAATVLANBREZER L2 LIZLD, OT A AZEREFEZITEH D Y TH
® VLAN & — ﬁbtﬁu\T~kL@£TA4X@amﬁ$MLT\?—&ﬁio%%%n
A RNCEREF DO VLAN D—FE L7 D KO BRANRBFEENEILINDSIET, v LF NAA
VIRA N BE— RRTF 4 EB—T TR F9,

- %%7‘/\4’1ﬁ3ﬁ7§ﬂ“( Foura— KNI ER VLAN ZEH L TWA5HE, &5
VLAN #HEZHIBR U720 BREM% dotlp £721% untagged \CIEE LTV THE, EFT /A A
MARFFANSI2 D | 7»?F%47$XF%*Fﬁ?%t%7wmﬁwi¢

~23, 5&HIFFA (force-authorized) A7 — k. 5|4 anT (force-unauthorized) A7 — k., EFF] R

T—h, FHEVYy MUY AT — FOBE, RA— MIREEADT 7B A VLAN IZRE SN ET,

NZv s R—bh, ¥AFIv 27 K— bk, £7i% VLAN Membership Policy Server (VMPS; VLAN 2
YNV T RY = YN K BFAT Iy 7 TR K= MEID S TORE, VLANEIY 4T
1:7%% %'fﬁﬁﬁ [_/71‘;. 802. 1X 7 il j:"j‘j‘”— ]\ éﬂi“@.—;\/o

VLAN 10 Y TaEd 2113, WOMEELETTLOLERH Y 7,

network ¥ —VU — F"Efﬁ)ﬂ LT AAA #FAl %A 32 —7 /L2 L, RADIUS — M50 A o H—
T A AREERRIZLET,

802.1X Fifx A X —T N LET (77 ERA R—FTR02IX FBILAHRET HL. VLAN E[ 1Y
THERBIZ B BIICA R—T 72 0 £9),

RADIUS — IR A —[EEHD b o x)VEMHZE Y 24 CE 4, RADIUS — 3kt % A
Ay FICETHLERNDH Y FT,

— [64] Tunnel-Type = VLAN
— [65] Tunnel-Medium-Type = 802

[ oL-8553-09-J
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— [81] Tunnel-Private-Group-ID = VLAN 4, VLANID, %72i% VLAN 7L —7
— [83] Tunnel-Preference

B [64] 1. 18 VLAN (%A 7 13) Tfot THUE7 0 £ A, BIE[65] X, 802 (XA 7 6) TRIFIUX
Y EEA, BYE81]IE. 802.1X FFEL—IZHEIV 4T O VLAN £ £ 71X VLANID ZfE L £7,

b RNV BPEDBNZ DN TIL, TR Z—[E A D RADIUS JBHEZ T2 214 v FikE) (P8-34) %
ZRLTIESIN,

2—HHEifu ACL 2 L 7= 802.1X FREEDFIA

Z—HFHZD Access Control List (ACL; 772 2y hr—L U RN A 3—7 2 LT, 802.1X
FREE— IR L TERRD LD FR Yy U —7 TR 2B LY —E 224 L £9, RADIUS ¥—
N8 802.1X AR— Mo SN2 —VE2FiET 5 L, 2=V IDICE ST ACL BHEEZRG L TAL v
FILEFLET, A v FiF, =2—HF vy = /U)H;HF’EJEP ZDFEM%E 802.1X R— ki ”ﬁéﬁﬁ LET,
Ty va BT LTS, uuﬁ?)ﬁ%ﬂ&bt CERRY XU RIS TG EITIE. ALy
Flra—VHMDO ACL ZHIBRL£4, A A /7‘ i\ RADIUS #5E®» ACL %%?T:l /74’%1 L—3
WBRTFLEH A, R— bR OHE, A v TFIFEOR— 105 ACL ZHIFRLET,

FULAA vFET, —F ACL OREBLOR—F ACLDODANEITHI ZENTEET, 7L, R—
N ACL (3 —% ACL LY vEeSnE T, AJIEHDAR— K ACL % VLAN IZET 5 A X —T = A
2T 584, A— N ACLIZ VLAN A > % — 7 = A AZTWEHT A AN EL DL —F ACL L0 b
eanEd, F—MACLPEHINZFA— N ETZELEERE > MME, "—hFACLIZE>T7 ¢
NEZY o TENET, TOMOR—MIERFELIELV—T vy Ry ME, V=% ACLIZL»>»TT7 4%
Vo7 snEzd, BETH2L—T v R 7y bME, »—F ACLICE»TT74NVEZ ) T ENET, &FE
DOFJE# BT B 729012, RADIUS Y — 2T 22— a7 7 A LV EZEEICFHE L E T,

RADIUS i, X & —EHRBMER EDO2—VFHNBEEZ VR — M LET, 2415 ? Vendor-Specific
Attribute (VSA; XU —REHFEME) 3. 277> b 2 ) I BAT, BiET v AFIZAA v FIZHE
ShET, =—VHN ACLIZEH S5 VSA X, AFI 5 TIE inaclé<n> T, HAJHTIX
outacl#<n> T9, MACACL 1. ANFMTEFYR—FINET, A4 vFiL. AJIHFHTET VSA
YV AR—FMLET, TORAL v T TIE, VLAY 2HR— b THAOFROR—F ACL TV HR—FEINFEH
oo FERIZOWTIE, B33 % TACLICL D3y hU—27 X2 UT 4 ORE| 2R L TLIIZEN,

JLiE ACL #3002 00 246 L T, RADIUS Y — N2frfF 9 22— VR ORELZ E&RZ L LT,
RADIUS #— 3G ERBES D & JRRmA R Z N L TEli s £, 72720, Filter-1d J&
PRI 256, B ACL 28T 2L TEET,

Filter-Id BEZFEH L T, 3§ TICAAS v FICREIN TV DIERELITEE ACL 2EEETEET, B
PEIZIZ, ACLEE L, TORAICANT 4 NE I T W7 4V ) 7 RRT in 7203 .out 8

GENTHET, RADIUS — 30 in 7203 out L EFFAIL2WGAE, 77822 VA NIT 74

VTR ACLICHEASNET, A4 v FTO CiscolOS T 72 U R MZBT 23R — b AHIER
INTWBT7=%, Filter-ID JEMHEIX 1 ~ 199 3 LT 1300 ~ 2699 @ IP ACL (IP #Z# ACL 8 X OV IP ik
i ACL) I LT R—hENET,

S —PHAL ACL O K3 A X% 4000 ASCII X7 T4 25, RADIUS Y— "D —HHNL ACL Ok
YA XLk THIBSHET,

R —EHHRBHEOFIZONTIX, R —EFD RADIUS BYEEERT A AL v FRE] (P.8-34)
ZHEBLTLIEEY, ACL OFEDFEMICHOWNWTIL, 33 % ACLICL A%y hU—27 EF a2V
T4 DORE] R LTIEIN,

Z—PHAL ACL XV v VAR A b = R TR R—FENTHET,
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2—HHALD ACL ZRET DI, ROEEEZFETTLHLENSH Y £7,

o AAA BFEEZA RX—TMIZLET,

e network ¥ —U— RFZEHA L TAAAFFr[%Z A X —7 2L, RADIUS = \MHDA 5 —
7z A AREHAREIC LE T,

o 802X FRFAEE A R —T M LET,

e RADIUS =Nz —H% Fm 77 AL VSA ZRELET,

o VUIUNAKRAR ET—FRD802IX AFA—FERELET,

REDFMZONTIE, TRFE~F—Y v (P9-7) 2L TIEE N,

AooO0—FACLELUVTYSFA4LY +URL 2R LT 802.1X 525

ARA D 802.1X FEAEE 721X MAC FERE N A /X AWEIZ, RADIUS — "5, ACL & UX A L7 |
URL ZAA v FIZFX T — R TEET, WebiBiEHfich ACL ¥ v n— R TEE7,

G¥) Zrnm— R ACL L dACL & b T ET,

%Eiﬁ@j_x Fﬁ‘muuﬂiéh %ﬂ%@_j—x ]\75’//7/1/ RA RN E— ]\ MDA &— ]\ F720 j:"?ﬂ/a:mu
AEE— RTHAIGE., AL v FTIXACL OEEILT RLRAEZFRANIP 7 FLRIZETLET,

802.1X ®HtaAR— M SN TWVATRTOTFNA R ACLB LU 4 L7 b URL AT £7,

802.1X FBRERFIC ACL ¥ U m— REnpWGE, A4 v FIIRA SA~DR—MIAZT 4 v 7 T
74V ACL Z#H LET, 7}1/?muE%~]\i7LiMDA%~]\“C XESNTEH VLAN R— h T
IE. A4 v FIT ACL 38R Y v —D— e L TERHICIZITHEH L ET,

Gwomsm%%MzﬂﬁﬁEUM®UU—XTﬁ\ﬁ—kiﬁxﬁ?4y7ACLﬁﬁw%é\54
F 3 v/ BBFET 7 44~ ACL MER S, dACL & 7y n— RS CEA S RNCHE Y v—n
FhE S ET,

GE) #FETF 740 FACLIZ, FTar 74 Xal—a ryTClEERINET A,

SREET 7 41 b ACL I, AR— FTHARY —%FOR A MR 1 DU BB EN D SERENET, &S
7‘7ﬂ'/1/ N ACL X, Eﬁ?&@wuuﬂzﬂz v g /75“{”&7?5 &ﬁ”[‘?énij} muuﬂg7‘7j_/l/ ~ ACL % N lp
access-list extended auth-default-acl 7 27— VL 2> 7 ¢ Xal—T gy avr FEEHALTRETEET,

GE) RBEET 7+ ACLIEL, 7L B A K E£— Ko Cisco Discovery Protocol (CDP; & X affii 7 =
Fan) NANRZZYR—FLTHEEA, CDP NANRAZYR—= T DHIE, A =T =4 XL
DAZT 47 ACL ZRET HHENRHY £7,

802.1x BLX O MAB #RiFSF XTI, #—7>BIL N2z —XD 2 SOBIAES XN R— S E1,
27— RFBFEE— ROKR— MIAZT v 27 ACL BR72WFAE, RO X 22720 7,

o WHEFT 7 4V~ ACL BERRENE T,
o WHEET 74N K ACL L, RUV—0EEINADETDHCP b7 7 4 v 7 DB EFHFLET,
o BHIOKRAFRIETIE, HFARY S —IXIP 7 FLRAZBAETICHEAEINET,

o BDORANBHHEND L, BUIORAFDORY) S —RNY 7L yia&h, B0ty ar bk
iy arORY—NIP T FLAZHEAL TCEEINET,
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F— T RBEEE— ROFR— MIRAZT v 7 ACL BWRWHAE, RO X512k £,
o FBRET 74 /L b ACL-OPEN MERL S, T X TO T 7 4 v I BFAlSE T,
o X2 VUT4ERESTOIC, IPT7 FLAEZHALTRY —RNERESNET,
o Web #BiFix, #FFT 7 4/ b ACL-OPEN ([ZHEWVE7,

FEAIRY =D WRA S~DOT 7 v ZAZHIHTHDIC, T4 VI T4 TeRETHIENTEE

T YR—FENTWDT 4 LI T 4 7T DI, open & default TT, open 74’ VIT 4 T ERET

&, TRTCOMNT T 4w I BHFRENET, default 74 V27T 4 71, A— b oitEns 77

YR T T4 v 7 B bEET, T4 L2 T4 7E AAA = Eoa—H 7"1:1774’/1/\ EX s

ALy F EOWTHRINTRETEET, AAAV—ANETT A LI T 4 TH2RETDIC

authz directive =<open/default> 7' — L 2w R LES, A /?J:’CT% 1/7?4’ 7%
FXET HICI1X. epm access-control open 71— 3L a7 4 Fa b — gy avwr REEHLET,

FA4VIT 4 T DT 7 4 MEIT default T,

HEINTZ ACL 2 L THR— b ED Web FBIAEICHA A "R 7+ — ANy 7T 55T kO L HI1240 £
ﬁ—o

o R—= IR A—=TURIEE— FOBA, BRET 7 4 /L b ACL-OPEN 23Ek &g,
o K= FR7 v—RFREE— NOHE, @BFET 7 4 /L ACL BMER S ET,
7 F =L / 7 ACL @ Access Control Entry (ACE; 77t A av te—/ > hY) I, =2—FH

LLO)I‘/ w?ﬁéﬂi'@‘*o /,_j:__’éﬂf_7j_’—/l//\‘/7 701377/]’/1/ 7?”—11//\)7 ACL ﬁ)/él\i
T E'/\ RA NI — MBI T D IZFREAET 7 40 b ACL IZHEWVE T,
Web 72 nETjJX VAN == %ﬁiﬁﬁ L. %ﬂ’i’%*ﬁ"ﬁ'_/\ *ﬁ%ﬁ?‘é%é\ s FIIE@Hlj — F® ACL ’Cﬂ‘

WY —"~OT 7 v AEFATLBENRD Y £7, %*B*ﬁ‘“/*‘il‘%’@]f&?’&“kx%?%{ TR, AH
T4 w7 R—bFACL ZRET 20, k7 74/ b ACL ZZEHLT 50 ERH Y 7,

J&4 L% F URL 0 Cisco Secure ACS L EHEERT

(F)

AL FIXRD cisco-av-pair VSA AL E T,
e url-redirect /% HTTP »*% HTTPS URL T3,
e url-redirect-acl (X A1 v F ACL 4 F 721355 <7,

A A v FIE. CiscoSecure-Defined-ACL JBMEEXT ZEH L T, =2 KRR A > b T/AL ZAMBHD
HTTP 7213 HTTPS V 7/ = A F 2 fATZAELET, WRIZ. A v FIZ7T7A4T7 0 F Web 77 U ¥ %,
BESNTZU XA V7 N 7 LR |IZHEaE LE T, Cisco Secure ACS @ url-redirect BMAE2T (21,
Web 77 UHRY Z4 L7 h&5d URL W& EE T, url-redirect-acl BIEE~T7 121X, VEA LY
F9 2% HTTP £721X HTTPS F7 7 1 v 7 #4585 T 5 ACL OARTE/213F NG EhEJ, ACL OFF

Al (permit) ACEWC—HT2D T 74 v N VLA VT FENFET,

ALy FIZURL VEA L2 N ACL &7 74/ b F— kM ACL 2E&HLE T,

VXA L7 N URL BRIV — D7 FAT v MIREINDIHH, HERINDITA TV FDAAL
FR—=FDOTT7HN b K=K ACL bRETOILERH Y £7,
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Cisco Secure ACS &4 >O0— K ACL DREERT

RADIUS @ cisco-av-pair Vendor-Specific Attribute (VSA; <> & —[EHF @) Z@iH3 5 &, Cisco
Secure ACS T CiscoSecure-Defined-ACL Attribute-Value (AV; BMAE) X7 2R ETEET, ZOXT
X, #ACL#-IP-name-number J&: T, Cisco Secure ACS D# 7 1 — K ACL D4 RiZ#HEELE T,

e name ¥ ACL 4 T,
o number 1IN— a U F 5 (3f783768 72 L) T,

REEY— T, 2534 T DX T —FACL AREENTWABRE. S TWbL 7 54T
N 2L v F R—=FrDF 75/ R— M ACL bR ESNTVWALERH Y £,

AA v FINWZT 74/ b ACL BEEIINTEY ., Cisco Secure ACS WARA RN T 7R RY v—% A
AYFICEETDLE, AA v TF A= MIEHINTWVDEERAIDED T 7 4 v 712, RY —N
HAahEd, RU—REHINRWESE, A1 v FIET7 74/ b ACL 2 L9, Cisco Secure
ACS WAL v FIZF 7 u—RACL 25575, 2O ACLBAA vF A— MIREZINTWVWDLT
74k ACL LV ERENET, 72720, AA v F 2 Cisco Secure ACS 2HHRA b 77 A KU
V—%ZELTH, T7 4N D ACL BRESNTWRWIEE | BIEORMNES INET,

Eﬁﬁ@ui%ﬂﬂiowfﬁ FRiE~x—Y ) (P9-7) BLO ¥ m—RKACL &V %A L2 I URL
ZAEM L7z 802 1X FBGEDRE ] (P.9-59) 2B ML T LS,

VLAN ID IZ#-3< MAC 25T

)

5“'7\/1:’”— Ka[He VLAN TlE2< A ¥ 7 ¢ v 27 VLAN ID IZHESWTH A M &2 RIET 53, 4A. VLAN
WZHASL MACRRGEEZEHTE 9, AL v FIWCAXT v 7 VLAN R Y o—%2FHEL TWDH
/u\ FEEDT-DITK AR A D MAC 7 R L2 & VLAN 1EHA IAS (Microsoft) RADIUS ¥ — N2 %fE
ENnET, %?ﬁ;uéﬂf:/f MZFE SN 7z VLAN ID 78 MAC BiEiIcfER &£ 4, IAS +—1T
VLAN ID (2 -3< MAC # uE%fiﬁH¢7 L. Xy NI NTHTEDED VLAN i c& 5,

ZOMEETIE, STPIZL»CTE=FBIOME IS VLAN OB LHIRENET, Fv MU —7 & H
FEN7- VLAN & LT T £,

Z OEREIX Cisco ACS — A TII¥AR—FInTWEHA (ACS B—NFH LWAEA R FOEET
VLANID #HH L, MAC 7 RL AFZIFIZESWCIRIEL F£9),

BRETERIZOWTIE, [VLANID (235 < MAC fBFEDRRE] (P.9-62) #ZBMLTL &, TOfD
FEIL. MAC FBEE A SR ERBETT, TMAC ZB3E A N ADETE ] (P9-55) 2L T ZEW,

7 A  VLAN ZEA L 1= 802.1X 3L

AA v F EDF 802 1X R— MIF A KM VLAN #REL., 7 747 MIxt L TIREN R —E 2%
RETEET BIX IV IFIA T DF T a—Ried), ZhbDr7 747 MMi 802.1X uALuIEJEH
VAT LET v T L= RTELHAENRDY ETH. —HOKRA N (Windows 98 + X7 L7 &) |
802.1X Xt TiEdb Y £/ A,

A A FH EAP Request/Identity 7 L — AMZX T HI8EE5ZE L TR WA, £721X EAPOL X7 >

MR TAT v MTE o TERFEESNRWIEEIZ, 802.1X R—F LTS/ 2 F VLAN 24 2 —7 2T 5%
L. AL v TFIET TA T MITH A S VLAN 210 4T,
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A A v T X EAPOL /"7 v MNBREZ#HEFF L £7, EAPOL /X7 v b2 Y 7 OFfFFeREf P Ic A > & —

T2 A ATHRHEENTZHE, AL v FIXETDA v X —T = A ZATEERIN TV BT 231 A0 802.1X %f
DB DTHD Y LES, £ ¥ — 714x X7 2 N VLAN A7 — RMZiEe ) F¥A, 44—
T2 AADY Y AT — &zﬁ%Uf/Lt . EAPOL JEEEIZ7 U7 &ivE§, EAPOL /N7 > R%
AV B —T oA ATHRIBEI NN %@4 /57 Tz A AEHF AN VLAN O AT — 20 £9,

U7 OFFERRERTICT NA AR A A v FIZ EAPOL /37w R &RE LIESE, AL v FIEF75 AR
VLAN ~O8GET 7 B ARG LT 7 47 » b edFrl LER A,

AA v F W 802X MIEDEF T NA A EBFET 5 & X2 AAA BEATERWIEA, BiEFkRL F
45 EAPOL /3% v + O#iHHi% EAPOL JEE! %ﬁéﬂiﬁo%@%AAA#~N#ﬁ%T%éio
L, AA v FITZOEFTARA RAZRIELET, 270, AA v FIIMLOT A AR 7 2 |
VLAN ~7 78 AT HZ 2R LARL< 2D ET, ZOREZRERET HI2IF, Ko<y FonTin
MEFEHL T IEE N,

e 7 Z K VLAN ~O7 7 & 2 %F A9 %IZ1%. authentication event no-response action authorize
vlanvian-id { V% —7 A A a7 4 Fal—vary avr ReANLET,

e shutdown /> Z—7 A A a7 4 X2l —3 g a< RiZET T no shutdown 1 > % —
TxA A a7 {FXalb—raryavry Re AL, R—r2HEEHLET,

A B =T 2 A4 ANRZF A VLAN I o> THh 5 EAPOL X7 v b &En-54e., B AT —
MZE->T 802.1X FRFEZ F B L £,

AA v F R—=FI»RF AN VLANIZZED S & 802X XIS 7 FA T & MITRTTY 7 BEREFHFAS
NWET, A VLAN BRESNTWDR— M 802.AX MG FA4 T FBIAT D & R— R
A—PREICLDT 7 A VLAN TEHFATAT — MI20 | REEAFEB S ET,

A K VLAN %, YV 7 NVERA R =K, v VFERAM T—F, FHREFE~AVF AL E—FD
802.1x " — h ETYHAR—FENLET,

RSPAN VLAN, 771 ~<— |k VLAN, ¥7 VLAN ZfR\\C, 777 47 VLAN % 802.1X 7" & k
VLAN & LCRETEET, 7 A M VLAN #6EIZ, W VLAN (b —F7 v R R—b) EFRiF b7
J R—=FTE¥R—PrNTVERA, TZ7ERXR— K ETEFIR—-bFINET,

24 v FUVE MAC 7B N1 ¥R % AR— F L TWET, MAC ZBFE A /XA D 802.1X A — R TA R—7 LD
B, A v FiE, 802AXFRIAEDZ A L7 7 NEFZ EAPOL A v b — UMl L CWA/. 7947
v ]\ MAC 7 RLRIZESNWTI TA T v haFFr T&ET, 82IX R—FTZ F74 7 v Mt Lo,
ZA v FZI TA T "o =Ry b Ty bEFEHET, AL v FIEIMAC 7 FL A %f)“b\f\
:L‘_“H_Zl k/\OZU*—-]\kk%} RADIUS 77"2X/%*7V‘—A%uuuﬁ'&—/\u%1n Lij— nuu ;E‘A‘Jjj
L7, AA v T FA TV MRy NI =7 ~OT 7B RAZFRILET, R/ LIS E, 7
A N VLAN BMEE SN TWIUE, AA v TR — M5 A b VLANIZEID Y TES, FHMM! L’Db‘“ﬂi
IMAC FBFE A N AZALTH] L7z 802 1X FBREDFIM ) (P.9-26) ZZHL T IZEuY,

FERCHOWTIE, [ 2 F VLAN O &l (P9-50) 2B L T 7Z&W,

HPR{TE VLAN Z{EM L 1= 802.1x S2:E

FARNVLANIZT 7 EATERWI T4 7 2 MaFIZ, BRESNT- Y —EAZRUT 5720 A
A v F O 802.1X AR— MK L THIRS & VLAN (MHE%;@?VLAN LIFENSZ L b HY iff) %
RECTEET, TNHD7 7472 ME, RIEET vk R %E&Ltt&)ﬂﬁ@ VLAN IZ7 7B A T&E R
W 802.IX K7 T4 T BT, MRS E VLAN 22 & RBAEY — SO AR Bk G e a FF
epna—% @, BECT 78 AT52—9) 1T, Y—ERZHIR LT 7 22 Rt T £,
EEEIIHIRA & VLAN O —e 2 &I T E5,
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M DZATO2—FIZF U — 25T HE5A, ¥ A2 b VLAN E#IRfF& VLAN O 5% [F U
WICRETE E7,

:@%%ﬁ%rﬁm\&\ T TAT v MIRFERIRZ KIEICER Y IRTZ L2257, A4 vTF F— FBR
=77 ayX S AT — NP EDLDH I ENRTERL R 9, HIBRAE VLAN O

fdﬁﬂ%@“é LT, I IAT Y FORBIERITREIEEEE L (T 7 40 MEX 3 [E), —EREEK%IC A

A v F R— N ZHIERAT X VLAN ORBEICBITES®E S 2 LN TE ET,

I — NI FA T v FORFRITEEA DT N LET, OB T FRRE L-REERITRIE 2
iﬁﬂzé &L R — FSHIBRAT & VLAN ORBEICZE DY £97, KL 239750, RADIUS $—33
EAP failure TIRE LT L &0, EAP X7y "2 LOZEDIREZR LIz E0nb T hILET,
A= FPHIRFTE VLAN IZEbolzb, ZOh vy MIF Yy hEnEd,

PREIZ R L 7o — ﬁ‘@ VLAN (X, &9 Eiuiﬁ%%ﬁ‘féifﬁ%ﬂﬁﬁéﬂt«ﬂi%i)%u%i‘?” il FRA
% VLAN W@T‘_‘I\ /ﬁ::éﬂf_faﬁﬁﬁl’ﬂ ﬁéofﬁmﬂnE%ﬁ#i—aﬂ (772‘11/]\ 1% 60 T}) uun &79%
B LT BRI, ﬂ‘f—l\O) VLAN [ZHIBR SR Fe & £97, ARAEICHE) LIcmE . A— MEE
EZ 47 VLAN % L < 1% RADIUS $— N2 Ko Tk &4z VLAN IZBATL 7, ﬁuun 7 4
T=TNVCTDHZETEETN, T4 B—TNMIT D L. linkdown E721% EAP logoff A ~> N &%
FBLRWRY, R—FORET R A 2HREBTEEFA, 774 TV EBPNTEHLTERELTWS
e, PRI R — T M L TR LR LET, 7747 FoERENTINLEY BT
L. K= N link down R° EAP logoff £ v FIREEINBRWEERH D £7,

AN— b IRAT & VLAN IZBATT % & EAP IIDBRPRA v b=V RN T4 7 MTEESNET,
CDAyE—=VICEoT, MOVBLETL TV OHRBAELIFILSELZLNTEET, 7747 MC
Lo Tix (Windows XP NFATL TWBHT /A A7), EAP 72 L CDHCP #F:ETE 8 A,

HIBRATE VLAN X, LAYV 2 AR —HMZHD 802 IX AR—h ETT I AKRARA N B— ROFEFZ TV
R—hrahFET,

RSPAN VLAN., 5 A4~ VU 754 ~_X— | VLAN, %7& VLAN Z[&W\ T, 7275 47 VLAN %
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Network Edge Access Topology (NEAT) #{ERA L 7= 802 1x H-F 1) A
bk RAYFERRRSA YT

Network Edge Access Topology (NEAT;, X~ hU—2 v 77 & A ]\ﬂ’ﬁ V) #telx. ID & U A
YV sa—Ey hOSMBOMER (SHEERLE) IR LET, ZOHMREBICEY, HEPLEHD
7/\4)1%T““}‘J:Tnuu$‘(%i‘j_

e 802X AA v F HTVU B b 802AX F TV h MEREEZFRAL T, A v FEHDAAL v F
NSOV TV A NELTEMETDEIICHRETEET, ZORTIE, HE2E. AAMvyTFBRIUAY
Vo7 sa—Fy hOANTIZHY, bT72 7 F— b ERBELTT vy 7 A MU —2A4 24 v FITHE R
SNTWDIEEREDYF IV ATEILLET, 8021X A4 vF 7 U b MERETRESINL T
DAL v FIX, EX 2T REROTZD, Ty T AR —A AL vTFIT otofmmbia“

PFVA N AL yFREFICRIETDE, R—F F—FRT 7 BRANRL NI 728D £7,

o WAL AL vFTT VA VLAN BREESNTVEEE. RIEOKIIZICT 7 2 VLAN 28 b 5
v/ B—FDOXAF 47 VLAN I272 0 £,

HEHOY TV B N AL TR T DFREEAA v TF A4 ¥ —T =4 AT MDA %7213 multiauth
FT—REA RX—TNICTEFET, BIEEAA T A H—T 2 ATE~/LFHRA M T— FiFHR—
P TWERA,

FTRTCHOAERA N T— FTNEAT ZHESE L2, 7V N A4 v F T dotlx supplicant
force-multicast 72— )L 27 4 Falb—v gy avr REEITLET,

o RAPMHIE: Xy b =7 TRIEFEHARA LN (FTU D FEMATEAA v FITERT D) »HD
FTZT7 4y 7 ETRHFRIIND LT LET, XA v FIEK 9-6 1277 F X 512, Client
Information Signalling Protocol (CISP; 7 74 7> MMEHL 7+ V7 7a bhan) #HEHALT,
YTV I b AL v TIZERT D MAC 7 RLURERIEE AA v FITEELET,

o HEM R—T N iiEEAA v TF DT 0V BGEE ABIIIA F—7 ML, EHD VLAN 7250
a—HF T T4 v D, ¥ TV AL v TFNLOEREFEEFTFAILET, ACS T cisco-av-pair &
device-traffic-class=switch & L Ci%E L ET (ZHUL. group F721% user FFED FTHRETETET),

9-6 CISP ZHRALERIEES KUY TU AV R4V F
\ g7 O
".'.','.%7 %
1 | V—o25—v a3y (V4T H) 2 (VTS AL vTF (UAVD T 0
a—¥y M)
3 [FRirEAA v F 4 | Access Control Server (ACS)
5 |57 R—F
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IEEE 802.1X Fi— FA—zBioH= M

o MDFIER—FERUBREEZFEH L TCNEAT R—bERETEET, 7V D b AL v FNFE
AEY B & XX, AA v F D Vendor-Specific Attribute (VSA; <> & —[EFREME) (23T,
K=K FB—=FKBR T2 EINE F 72228 £7T (device-traffic-class=switch) ,

o WPRLBEKAT 4T FT s VLAN CERSNHHE, VSA ERAH A vF K—+aT 2
TR E—RPDL RT Uy B RICEEL, 802.1x kT2 B 7 EMEBLVT 2 € 2 VLAN %
A F—=7 M LET, VSA i*f7)73/ b EOR— MREREE LEEA

o FANE—REZEHELT, BiEHEAAS v TF R— FOFEMER—F a7 4 Fab—varzifld
DI, 7\4’ v F VSA TiZ7e <. Auto SmartPort = —HER~ 7/ v AT b TEET,
ZHICED PR=FERTOROVBRIEZBIEE A v F R— F»HHIBRL, A=K = K27
7 A P 6 NI U IIWERTEET, SOV TIE, TdutoSmartports Configuration Guidel %
ZHL T EEN,

FEAMIZOWTIE, INEBAT 2 L7=f8GEE A A v FB LY TV ho b A4 v FORE] (P.9-58) %
ZRLTLEEN,

ACL & U RADIUS Filter-ld Bt % 5/ L 7= IEEE 802.1x FRELD#EFA

AA v FiE, IP AL LV IP YEEDO W 5O R — b Access Control List (ACL; 727 A 22> fr—/L
UAR) ODAAR—F~DOHEAZ IR —FLTWET,

o a—YNFETH ACL
e ACS ®» ACL

VAR R £— RO IEEE 802.1x A — ~¥ ACS ® ACL #fff L. IEEE 802.1x @it —Hic X
FIERLVANOIF—ERAEZRMLET, RADIUS h— N FZ 0 L5 RO —FEB LK — b %
WRRET S & 2 —H ID LZ%“D‘K ACL BMEZ AL v FICEELET, A v FIE, 2=V kv var
DI %@Eﬁé’ﬂ“’—}\ HWHLET, By da BT LEES, RBEENERRLIESE. £
U7 THREENEAELZSGEIX, A— MIEFIZRY . A4 v FIEAR— 2156 ACL ZHIFRL X4,

ACS 2>6 0 1P #EHEk O IP $58E R —  ACL 721) 78 Filter-ID J@M: % 7R — h L T\, Filter-ID
BYEIX ACL O&RTEIXB S A2EELET, 720 Fm (ANERITEA), 2—FF-iTa—¥R
BT N—THIBETEET,

o =—¥® Filter-ID JE11%., 7/ —7® Filter-ID @t L v BRI E7,

e ACS M b O Filter-ID B THEFEAHD ACL IZxt L THRET 2546, =— ¥R E L ACL £V
H ACS o DIRENELRSNET,

e RADIUS H— 238 % D Filter-ID @2 RET D L. KEORBEZTNEHINET,
A A FC Filter-ID BIENER STV RWES, FRARICKI L, F— MIEFFRIAT— MIRD £7°,

H@gtvyarviID

RAEv 2=V v id, HHINERESTANM TN, 7947 FOE—Dty 31D Gty
varvID) ZEALET, 2o ID X, show 2~ FMIB 2L, X TOLR— MIfEAINE
T, 2Oty TaryIDIF, BEyiaryI DT RTOsyslog A vE—VIZRRINET,

OBy arIDIZE, ROBRERBREENTNET,
e ¥y RU—J TUEAFSLA (NAD) OIP 7 KL %
o HAFHMNT S —ED 32 vy N
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802.1X

o by lalBMBROX A LAZ T (32 By MNEE)

&iZ, show authentication =~ > FOHjiZE vy v a  ID BERINDIBEZRLET, ZOHD
v a ID X 160000050000000B288508E5 T,

Switch# show authentication sessions

Interface MAC Address Method Domain Status Session ID
Fa4/0/4 0000.0000.0203 mab DATA Authz Success 160000050000000B288508E5

WIZ, syslog D NIRRT EINT-EYy a2 ID OFlZRLET, ZOFlOoEy 21D b
160000050000000B288508E5 T,

1w0d: $AUTHMGR-5-START: Starting 'mab' for client (0000.0000.0203) on Interface Fa4/0/4
AuditSessionID 160000050000000B288508E5

lwOd: $MAB-5-SUCCESS: Authentication successful for client (0000.0000.0203) on Interface
Fa4/0/4 AuditSessionID 160000050000000B288508E5

1lw0d: $AUTHMGR-7-RESULT: Authentication result 'success' from 'mab' for client
(0000.0000.0203) on Interface Fa4/0/4 AuditSessionID 160000050000000B288508E5

ZDOEvvarIDIE, NAD, AAA —, BIRZEOMD L HR— o7 7V r—varTr o4
Ty hE#MNTAEOIERHSNET, IDITABNICERTRINET, RETLEDHY A,

BB

o [802.1X FBFEDT 7 4V bk E) (P.9-33)

o [802.1X FEFERX ERFDOVEE FIEH ] (P.9-34)

o [802.1X #fii T = » 7 DFE] (P.9-36) ({LE)

o [HHRH802.1X X =2 U T 4 DF%E] (P9-37) (TE)

o [802.1X ENE— FO#E) (P9-38) (L)

o [802.1X FWFAEDFERE] (P.9-39) (L&)

e 24 v FEBLURADIUS H— HOiEE DK E] (P.9-41) (KZH)
o [ARA N ET—FDOHEl (P.9-42) (IEE)

o [EMIMZRHRAEORE] (P.9-43) (EE)

o [R—NNIBHTDITAT 2 FOFENTOHEIE] (P.9-44) ((EE)
o [FEHERFHIOZEE ] (P.9-44) ((EE)

o (AL TFMBITAT Y h~DOFEERHOZEE] (P.9-45) (TE)
o [ RAA VTN ITAT Y h~DT7 L—AFEEERKORTE] (P.9-46) (EE)
o [FHFGEEHOERE ] (P.9-46) (L&)

o 802X THT LT 47 OfRE] (P.9-49) (EFE)

o« IMAC BEOA x—7 14t (P.9-47) ({£FE)

o IMAC B A x—7 1 1k) (P.9-48) (ILFE)

o 72K VLAN Of%iE] (P.9-50) (£E)

o THIFRST & VLAN Of%iE] (P.9-51) (HEE)

o [ 77 ARBERANA N2 EORE] (P.9-52) (IEE)

o [Wake-on-LAN % L7z 802.1X @BFED#E] (P.9-55) (EE)
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802.1X BiEnme M

o TMAC ZBIEAA S ZDFE] (P.9-55) (L)

e INAC Lo ¥ 2802.1X MaEDik ] (P.9-57) (LX)

o INEAT 2 L-ZRGEE A1 v FBI YTV B v b AL v FOE] (P9-58) (FEE)
e [¥ru—RACL EUXA L2 kURL i L7- 802.1X @BFEOF#E | (P.9-59) ((£E)
o [RERRFRFEERF DR E] (P.9-62) ((FE)

o [H—FLETo802IXRBIDT 4 E—T7 1) (P.9-64) (EE)

o 802X FFAFXEDT 7 4V ME~D Y > ~] (P9-64) (IEE)

802.1X FBFLDT 7 4L FERE
% 94 802.1X DT 74U FERE
HERE T4 FEEE

AA T D 021X A F—T ) AT — k
AN— FENLD 802.1X A F—T /v AT — |k

FA4E—T,
7 4 ¥—7 /L (force-authorized),

R—MIXZ 7472 bD 8021X R—ARFEEITOTIC, BHEDNT T 4 v
EEZELET,

Authentication, Authorization, Accounting |5 ¢t — 7 /L,

(AAA; GBRE, #FRl, 7O T4 7)

RADIUS #—
e« IPT7T RL A o« HERL,
* UDP @BiEAR— b + 1812
N o HIEZRL,
RAK E—K T IVIRA N E— R,
AN 5 1) RO5 Tea il
TE I 72 R Foe—TN,
FRAED MR (F) 3600 .
FFRRRERI L 2 [E (AR— FBMF AR T — MIED DRI, AA v FHRRIES v & R % B
T HEED,
TR ] 60 (AA vFNI7T7A47 & ORANFHROLZHIZRIG LI-%, FHERER
it TANRAY L YN
FE1E R 30 B (AA v F 4 EAP-Request/Identity 7 L — M2 527 74 72 b b
DIGEEEDL, BEREFEETHETORE.
I KTFFE(E K 20 (AA y FRFBIAET v ¥ AL FHT 5H0IC, EAP-Request/Identity 7 L —

LEEET D),

IIAT b ZA LT T N

308 GRREV— b DERE 7 FAT U MY L—F2 L&, AL v Fn
REZFEDH, 7747 v MCERZ HEET D £ TORRH),

FRREY— X X A AT v FRE[E

308 (A7 bRbOIREEREY —ANCY L—F DL &, A v TR
ISE D, ISE =/ NCHEET 2 £ TORM),

authentication timer server f > Z—7 A A 27 4 X2l —v g a<

VREFERTLE, ZOFA LT Y MREEEETEET,

IEFEE) 2 A L7 U b

F o=,

[ oL-8553-09-J
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#* 94 802X BIEDTF 7+ FRE (=)

BERE T+ LERE
A~ VLAN BERL,

T U ARRERGE N A XA F 4=,
HlFRAH & VLAN HREZ L,
BAtE (A vF) E—F HREZ L,
MAC FBRE/NA /XA T4 =T,
EAEmE X2 VT o TA4E—=T N,

802.1X &

802.1X E2:E

PR ERFDEEEIE

1802.1X F87E) (P.9-34)

[VLAN #|0 2%C, #°2 h VLAN,
IMAC FBFE A 232 ] (P.9-36)
[R—=hZEIZHFRTE LT A ADKRKRH (P.9-36)

HIfRA & VLAN, 7 7 & A REERGEE A /X2 ] (P.9-35)

8021X FBAEZ A R—T NI T D&, DL A ¥ 2 FiT LA ¥ 3 BEEED A X — T VIR DA,

d_\?_‘ ]\7j‘um uJ‘_Eéﬂij—

802.1X Xt — R AEI D B THNTWD VLAN REHE I HE, 2
I B LEEA, 71&7_;1 A— M RADIUS 4}‘&*/\ #YHTTHNT VLAN I
AU, TFRRAEEIZHIO VLAN ICEI ) B THNEEIC, ZOEENFEAELET,

802 IX R—FRNENV B THNTWAS VLAN RV Y v M T, T o=, FRITHIBRSHS
A, A= MIEFICARY EI, 22T, A= Fr2RE0 L THENEZT 7 A VLAN 3 ¥ v
MO ETITHEIBRE N, A— MIEFFRNIZ A £,

802.1X r haViE, VA X2 AEZT 4y T VA R—F, HF VLANA— L, BLOLA
Y3IN=7 vy RA=FTHIR=FSNETH, ROF—F XA T TEIFR-rShEHEA,

- NI R—=F: bT 7 R—=PFLET8RIXBiEEZA X—TNVIZLESIETDE, =F—
%/‘Z UNRRAREN, 802.1X FRILITA R —T MR R A, 802 IX XHGAR— & KT
WEAELELSLLTH, 27— Ayt —VRFREN, A—F E—FILESNEEA,

— BAF I B—F A FIvT F—FOFR— NI, FANR—E  NF 7 B— F~DEHE
ERIAV—NTAEAERHVET, XA T Iv T A— FTRRIAXFRFEEZ A X —T VI L &
FLFTBHE, =T— Av—URFREIN, 802.1X FBIEIZA X —TMIT7 0 FH A, 802.1X
SIER—= P EFAFTIVvIIZEETLEII>ELTH, T T7— AvE—URFREIN, K—F
E— NIEHEINEFA,

- XA FIv I TIERAKR—F: XA+ 727X (VLAN Query Protocol (VQP))
A= FTRIXFBFEEA X —T ML LS LTBL, =T — XA vbE—URERII, 802.1X

EHETFBHITAAL v F
FOHTH

FPRAEIEA R — T 72 F A, 802X RER—FEEHLTH A5 v 27 VLAN 2% Y4
TEO2LELTH, 2T — Ay E—URRRFIN, VLANREFIEZELZINEE A,
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— EtherChannel " — bk : EtherChannel 7 77 4 7 A NNTHDLAR— b, FHITIhn6T
T4 T AUNITLHR— & 802.1X A— k& LTH beiﬁb\f< 72 &>, EtherChannel
R—=FT8RAXFBEZEA X—T ML LI ETDE, =T — A vE—UNRERIN, 802.1X
FREEIZA R —T 72D £/ A,

— Switched Port Analyzer (SPAN; A1 v F K R—k 7F A4 %) BLURSPAN 5i%cAR— k : SPAN
ETZE RSPAN S — N T 2 — b LT 802IX BBFEL A F— 7 MC TS EF, L, H—
k% SPAN 7213 RSPAN 365: A — b & L CHIBRT 5 £ Tit, 802X FREIXT 4« E—7 72 b
F9, SPAN F 7213 RSPAN £F iR — M T, 802X FRFEE A R — 7 M TEET,

e A4 v F T, dotlx system-auth-control 7 = — )L 27 4 Xa b —va avr RE AL
T 802.1X FFEZ 7 1 — /LA F—T7 /T T LA, 802.1X §8iE L EtherChannel 7253% & ST
WHA v H—7 = A AD>5, EtherChannel ®FREZHIBRL T Z &0,

» Cisco IOS Release 12.2(55)SE LIBED U U — 2 TlE, 802.1x BaEZBE# T AL AT A A vE—TVD7 o
NEY TP R—FSNTHET, REREv R —Y v CLIZ~v > R (P9-9) 2ZML T 7ZEuy,

VLAN ElYH T, X k VLAN, HIRfFE VLAN, 77t XAFHESEIE/ N1 /3R

e B02AXFRFEEFR— N ETAX—TNIZT DL, HFF VLAN OfREE FioR— b VLAN [Z%E T
TEHA,

o FTIYU HR=F FATIvT F—h, ithMPSL E2XA4F Iy TR RN MEY
BToHE. VLAN BV G THREZ M L7z 802.1X FBREIX Y R— F S EEA,

o 802X FRiEEZ 7T A N— | VLAN R— MIRETE T2, A—F BF=2U 7 1. F75 VLAN,
7" Z b VLAN, HlFRff& VLAN, F7zid=a—VHA ACL 23F1 72 802.1X #BFE%E 77 A ~<— b
VLAN R— MIRETE E A,

* RSPAN VLAN, 77 A ~— |k VLAN, &7 VLAN #[&< H5¥% VLAN % 802.1X 7 % |
VLAN & LTRRIETE E9, 7 A b VLAN #a8i1X. W VLAN (b —7 > R AR— k) F7zid b
T R=FTIEYR—FShTETAL, 7T7EA R—F ETEFIR— SN ET,

» Dynamic Host Configuration Protocol (DHCP) 2 74 7 v M8+ 5 802.1X A — MIH X |k
VLAN %% E L7z#1Z, DHCP #—N\inbAR A b IP 7 RLARREIC R DB E03 DY £3, 77
A7 2 b EODHCP 7't 25N BIL & 72 ) DHCP H— " b A P 7 R A& AL &5
LT DHENC, A v FEDOSNRIAXFIET v A HER TR TEE2EE T E T, 802.1X i
T AOFRELZHW S LET (authentication timer inactivity 35 £ O authentication timer
reauthentication { > ¥ —7 A A a7 4 Falb—ary avr R, RELES &I, #t
LTW28021X 7 747 b XA TITX > THRARY ET,

o T U BEARBERBIENA NAKEREFRET AL, ROTEBFHIZHES T EI W,
— ZOMREIXY VI NVEA N B RBI AT HRA N F— RO 021X R— hTHHR—FINFET,

— Windows XP Z#ETLTWD 7 T4 7 v MR SNTZR— "R 7 U T 4 DAVRGEAT — D
/EI\\ WindOWS XP Li/l) \‘/&““7I/])Xﬂ)n»uuEéﬂffb\ki&ﬁ:ﬁ—é%/\z})%V) i"‘}_

— Windows XP 7 7 A 7> MZ DHCP 233 E SN TWT, DHCP =050 IP 7 KL A %&£
OEAE, J VT 4NV KR — K ETEAP A vt —V%%(57 5 &, DHCP =#E 7 1t AN
FHREI L2 WEERH D £,

— 802.1X R—F ETlE, 77 & ARBERFE A A ER L OHIRAH & VLAN 2@ ECTE £
T AA v TFRHIBEMAE VLANNTZ VT 4 DV RA—bEBFFEIELES E L, TXTO
RADIUS H—"BFHARARERGE, AA v FiFAR— b AT — b 227 VT 4 DIFEFEARAT —

MZER L, filfRfl& VLAN (250 £9°,

e RSPAN VLAN %7135 75 VLAN #R< 5@ 5 VLAN %, 802.1X #HlfRff & VLAN & L T&RE
TE £, MR E VLAN #581X. Wi VLAN Ob—7 v R R— ) F@F -7 27 A—KT
FHFR—FENTWETAL, 778X R—F ETREFVIR—-—FSNET,
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MAC Z2RE/ N1 /8 R

FRIZEHTE L CWARWER D . MAC REENA N RAOFEEFEHIL 802 1X FRFEO LD LR LTI, M
WZOWTIE, 802X FRFE) (P.9-34) &ML T EEW,

A= FBMAC 7 KL A TR ENTHIZ, R— 2D MAC RBFENA X2 %ET =7 LT
H, R—h AT7— MIEEIH THA,

— "B AT— T 74T b MAC 7 RUADRRGEY —/N T —Z R_X— 2T WA,
— MIBEFTAT = OFEFICRVETS, 2L, 7747 FMAC T RLART —H_X—2R
c:ﬁbuéﬂf:%% AA v FIE MAC FBARENA N R EFEH L TCAR— FE2FERETE ET,
A= EDBRHFR AT — FTHHLE, At BETDHIETHE—FDORAT— MNMIEDLY XA,

MAC RBRENA NRAZ K > TERSNTWDEN, T 7T 4 TORA DL A LT 7 MR 2% E
THIENTEET, H#UHIT 1~ 65535 T,

R— kIR TEST /M RDEXH
802.1X MG K — | THFAITX 571 ZADRKRIKIE, KO LBD T,

VYTV A R B=RTE, 1 2DOT A ZAFEFNRT 7 A VLAN THA S ET, R— b HEH
VLAN TRESNTW=EE., 375 VLAN T%E{E &5 Cisco IP Phone I3 2[R T4,

MultiDomain Authentication (MDA) E— K TiX, 1 2OFT A AT NRT 7 A VLAN (ZFFA[
ENnEJ, £72. 1 >®D IP Phone 78357 VLAN ([C#HF A &£,

< NAFHRABF T—FTIE, 12D 802.IX V- F VU b FEFNAR— M THETENES, 72720, 3
802.1X AR A MIT 7 A VLAN CTERIRICFHFATEINET, /2. T34 AL HEF VLAN TEH|
FRIZFFrT SN ET,

802X £EF = v I DERTE

802 1X ¥l F = v 71, T _RTDAAL vF R—hrET8NRIXTIZ/T 4T 1 &2F=% 1L, 802.1X %
YR—FTDHR— MR INTT A AFERER I LET, ZOMELZHEHTDLIE. A vF F—
MR L7273 AN 802 1X IZHIG LTV DN E I mEHMc&E £7,

802 AX #EET = v 7 1%, 802.1X #HETE BT X TOR— MIFHFRENTWHET, dotlx
force-unauthorized & L TR ESNTWAHIAR— FTIIFEHTEEEA,

AA T TEFET = v 7 A F—T W T DL, ROFIHIZEE L TLEEW,

WE. HERT = v 713 802 AX DAL v TF TA X —T MR DENHERH L ET,

A ¥ —T A AEIBERTIZ dotlx test eapol-capable 54 EXEC =~ FZEH L T\ 51
B A TF AB Y I OFTRTOR— BT A PSNET,

802.1X xtJix®D AR — hZ dotlx test eapol-capable =~ REZHEL TV 7 %7 v 7 LIEA.
A— ML 802 IX MREICBI L THER Y 74 T v M/ =Y —%RELET, 7 T4 7 v b @ms
oy MORELTZ%E. 802X ICHIELTWVWD Z&ICRVET, 27347 bR ZA LT U MY
MNITISE LTe GG, Syslog A vy E—UNERINET, 7747 IR =T LR
Mol D7 7472 ME8O2AX IZHIGLTWERA, £D7=®, Syslog A vE—T B4
REIEH A

EHF = 713, HEORA M EH S R— MIHRETEET (i : IP Phone (Z#fi L 7z PC),
T = 71 LTEA LT U MAMNIDEE LT 7 747 R 2T LT Syslog A v E— U4
REIET,
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b &

b &
ATvT 2

AFvS 3
AFvT 4

802.1X BiEnme M

021X HElifiF = v 7 A X —T MIZT HITIE, e EXEC E— FTROFIAEZETLET,

avwy R BiY

dotlx test eapol-capable [interface ZA v F T NRIAX i TF = v 7 A4 X —T NI LET,

interface-id|

(EE) interface-id \21%, 802.1X ¥fHFF = v 7 Z1TH R — 248 E

LT,

(G¥) interface ¥ — 7 — RZEME LI=HA. AA v F EOTXTO
AV B—T A ANT A FEINET,

configure terminal (EE) Za— L arv 74 X2l —3 gy T— NEEBLET,
dotlx test timeout rimeout ({EE) EAPOL 5B =T 544 L7 U Ml &R ELE T, &

ETE DAL 1~ 65535 CF, 774/ MAIX 10 TT,

end

(f£%) F## EXEC E— NIZREY £,

show running-config EE) BELIAA LT Y MaZERER L E,

WIZ, W=7 =) =TT A, v F LETHETF = v 7 2 A X =TT 2 ke R LET, &
oo 72— R E LER— PO RELSE SR LET, ZHUTE Y B LT A AN
802 1X ITHIG L TWD M E D iR TE £,

Switch# dotlx test eapol-capable interface gigabitethernet0/13

DOT1X PORT EAPOL CAPABLE:DOT1X: MAC 00-01-02-4b-fl-a3 on gigabitethernet0/13 is EAPOL
capable

BRom 802.1X X2 ) T 1 DERTE

)

B 802 IX X2 VT A HEEEHHT D L. T—X F713EF VLAN Zr0b b3, %=V
T BN MNFEE LT VLAN P4 2 v FTF 4B —7 T £9, ZOKREIZ. PC 23 IP Phone
:&ménfwémpmmfﬁ EEHET, T—% VLAN TEx =2 U5 4 ERABREEN TS
Yy v MU UHRBRIIFDT —X VLAN 7215 CT9, B VLAN DO T 7 4 v ZIZHFHETICAAL v F
iR\ TEET,

Ay FIZEFRH 802X EF 2 VT 4 ZRET 25 A, ROEEFHIHE-> T L&,

S ==

H

Ny

f

E ik 802.1X % = U 7 ¢ 1%, errdisable detect cause security-violation shutdown vlan 2
=EVAVIE N A S = e :17/ READ LA 2= M LET, THRE 802.1X &
X2 VT 42T =T NCTEHEE, Z0avr Fono R X—YarEFALES, Zoaw
¥ RIEAA »F T 802.1X é’f”“ﬂbtfﬁ\f@d‘— MZ#EH S ET,

shutdown vlan ¥ — 7 — FZFE L2 WA, errdisable 27 — MTR 5> 72BRICAR— FAEN T ¥ v B
2 LET,

» errdisable recovery cause security-violation 7’ 2 — )L 27 4 Fa b— g v avwr REMHH
L T errdisabled I % 3% E L7=35A . A— MIBBPICHE A r—7 2720 £3, errdisable [H]
EMRR— MIERE SN TV RWEA. shutdown 3 L Y no-shutdown 1 > % —7 = A X 237 ¢
Fal—varavryREHLT, b2 EAX—TMTLET,

» clear errdisable interface interface-id vlan [vilan-list] Fi#e EXEC =2~ > R&fEM 341X, VLAN
TLICHEAR—TNICTEET, WHEARELR2WES, A— b EOF_TD VLAN 2314 % —
TR ET,

[ oL-8553-09-J
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LER#E82IAIX X2 )T 4 A X —T T DL, i EXEC E— FTCROFIEAZFEITLET,

avw vk B
RATw7 1 configure terminal Fa—)L a7 4 Xal—ay T REBEBLES,
ATv97 2 errdisable detect cause X2 VT A EXPRELEZT R TCOVLAN 2V vy hH T LET,

security-violation shutdown vlan | .o\ (40l vlan kD R LA e kRS

errdisable A7 — IR0, ¥ v FE T LET,

ATwF 3 errdisable recovery cause (£%) VLAN Lt oAa#— T —mEY A4 X—7 I LET,
security-violation

ATwF 4 clear errdisable interface interface-id | {£%) errdisable 25— k Offl % ® VLAN &R A X — 7 M LET,

vian [vian-lisi] o interface-id \Z1%, HEA X —7NMIT 54 VLAN R— h & I8E
LET,

o (EE) vian-list 1213, HEA X —T70IZT5 VLAN DU R R %
FBELE T, vian-list DIEE SN TVWRWEA, 73TO
VLAN BHEA 2 —T N7 0 9,

XFv7 5 shutdown (f£&) errdisable 27—+ ® VLAN ZHE A x—7 /i L, +CT

no-shutdown @ errdisable IREEZ [EI1E L £ 7,

A7F97 6 end FHE EXEC £— NIZR Y £75

ATw 7T 7 show errdisable detect MEAMER L E T,
ATwv7 8 copy running-config startup-config EE) 2o 74FXal—Yay 77 A NVICHREZRIFLET,

WIZ, X2 VT A ERBEELETXTOVLAN Sy N UT 5 IICAAL v FE2RETDH
FiEERLET,

Switch (config)# errdisable detect cause security-violation shutdown vlan

Y4t —h ¥HEy b £ —H v b 0/2 Terrdisable 27— N2 5724 _T?D VLAN #FHE A R —
7» #5ﬁﬁ%rbi¢o

Switch# clear errdisable interface gigabitethernet0/2 vlan

HE ZEFR T H121%. show errdisable detect #5# EXEC =~ K& AJI L E£7,

802.1X :ERE— FDERTE
B802IX R—FEZRETDHZL T, ¥y MU, Syslog =T —DAERR, FITHFHT A ANED
Ry NOBREFEEFITTEET, ETTI2DORMTKRD LIV T,
o TNA AN 802.1x xH DA — MMIHEGE LT
o AT BT NL ADR RN A— K CTRIES Nz
AL v F RIZEX 2 VT 48K T 7V a vy ERET DI, 55 EXEC £— FCIROFIEEZFATLET,

avvk =]:5)
AT F 1 configure terminal sa—)ar7Z 4 Xal—var E'— FEBBLET,
RATwv7 2 aaanew-model AAA A X —T T LET,
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avwyv Rk B#
AFw 7 3 aaaauthentication dotlx {default} 802.1X FBFEHF KU A FEEAL £,
method] authentication =~ > FIZARIfTE U X MOMEE I T2 EEITE
AT257 7410 DU A NEERT DL, T 740 M?WRT@?H?%)
Z LT o TV B FIEICHE W T default ¥ —U— R&HERLES, 7
T AN IOFHFRY A ME, BEIICT R TOR— MIEAIhET,
methodl 21X, group radius ¥—7— KZ A LT, FEREADOT
TORADIUS H— N VR hEHATELLIICLET,
() groupradius ¥—V— NLSMZTHa~v L RIA D~ LT R
MY TIZRRINETH, ¥AR—FINTHERA,
RATvF 4 interface interface-id 802X FRFEE A R —TNIZT BT TAT v MZEHR L TWVWBER—
EREL. AV F—TxAfA R a7 Xal—igr E— ek
LET,
& switchport mode access R—hrE7 7R E—FKNIZLET,

ATw7 6 authentication violation {shutdown | |ExT— FZ2BETLET, F—U— FOEKRIKRDO LB TF,

restrict | protect | replace}

o shutdown : "— % errdisable A7 — Mz L £,
e restrict : Syslog =7 — %A L ET,

o protect : TOR—h~ET T v 7 BRETDHHT A A
Oy b Ry 7 LET,

e replace : BIEDOE Yy v a U EHIRL, HLWAA M CHIELET,

2FYv 7S 7 end

e #e EXEC £— FIZREY 77,

X5y 7 8 show authentication BELFHERLET,

AFw7 9 copy running-config startup-config EE) =27 4Falb—vay 77 A NVIIREERTFLET,

802.1X LD KR E

802.1X AN— F_N—AFRFEZFRET D 1T, AAA A X —T M UCHEEAFAY X M ERET D MNEN
HYFET, FAY X ML, 2—FRFEDTD 73—U_5951§75:ﬁ5$ﬂ|/§& FREF R EFLB LI b D TH,

a—HHA ACL £721% VLAN 10 ¥ TEAHREIZT D213, A AAFFA[ 24 32— /W2 LTy hU—
TEHEOTRTCOY—ERAERIZK L TAL v FERETILENRDH Y 7,

Wiz, 802.1X ® AAA 7k A& R LET,

AF9T 1 2—FRAL v TFOR— MIHH L ET,
ATFyFT 2 WEEREITINRET,
AT7wv7 3 RADIUS — SGEHEIZHESNWT, VLAN EID S THRBEEA x—7 /W22 £,
AFvFT 4 AL 9TFPRREBA Y E—TET IV T 40T =N ZEE L ET,
ATvF 5 WMEIORU T, HEIENFETEINET,
ART9FT 6 AAYTWROT AV T AT T o7 T — o, BRitfERICESIN T h oo T 4 v 7 =i
EELET,
ATFYFT T 2—FBRR— o8l LET,
ATFYT 8 AAvTFMMEILA Y E—VET IV T 407 F—ICEELET,
Catalyst 3560 R4 v F Y2 +kox7 avZ24F¥al—vav H4F
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802.1X T”—]\“\‘_‘xmuu B ERE

T LI, FiHE EXEC £— R CROFIEEFATL E7,

avy kR

B

X797 1 configure terminal

Jua—nN) ar7Z4Xal—vary E— RFEREBELET,

AFv 7 2 aaanew-model

AAA A F—T NI LET,

AFw7 3 aaaauthentication dotlx {default}
methodl

802 1X FBAESF Y X F&AERR L £,

authentication =~ NIZARIfTE U XA MBFEEIN TR VGA

WHERT 27740 DY A NERERTDICIE, 7740 MRILT
ﬁﬁﬁﬁ‘é Z Lo TV B FIEICHEEN T default F—7 — R&HFHL
FT, TN FOFAY A ML, BB TRTOR— MIEH
SNFEJ,

methodl 121X, group radius ¥—7V— R& AH LT, FBIEHD T~

TOHO RADIUS =N VX FEHFEHTEDL L OITLET,

(GX) groupradius ¥ —V— RSN b a~v L FIA D~LT X
M) U TWZRRENETH, FAR—FENTWERA,

RTv 7 4 dotlx system-auth-control

AA v F T 802X RiFx 7/ a— A X —T NI LET,

AT v 7 5 aaaauthorization network {default}
group radius

(EE) =—VHAN ACL L VLAN E|04CThy, v hU—7EH
DT RCTOY—ERERIZHT 52— RADIUS #F ] & A A v FIT
HELET,

2—HPHN ACL ZRETHITIE, VIR A N T—FRERETD
PVERHD ET, ZOBRENRFT 7+ N TT,

RXT7v 7 6 radius-server host ip-address

(f£7&) RADIUS =D IP 7 RLAZIEEL ET,

ATwF 7 radius-server key string

({£&) RADIUS #— N ETEIfET S RADIUS 7 —F L & A A v F
ORI THBATARIFB IO X —2BEL £1,

RATwvF 8 interface interface-id

802.1X RiExE A F—TNMIZT B T4 T > MTERHK L TWVWDLER—
FEEL, A v X —Tx2A A 27 4Xal—T a3y T— NEE
LET,

RFv 7 9 switchport mode access

(EE) 25 v 7 6BLT TRADIUS —_"ZHELE-HATT.
— 2T 7 EA EF—RIZRELET,

RX7 v 7 10 authentication port-control auto

/\”—‘}\J:VG 802.1X uunE;Ef/r;r‘ 7/1/ Lij‘

BERE DR A DWW T, 1802, 1X FRAGERAE I 0 VE B - FH
(P.9-34) ZZMML T 7ZSW,

AT7v7 11 dotlx pae authenticator

VB =T 2 A ADKR—K T IR T AT A DA — T 4
=L LTEUHEEL, YU D MDA v E—VR BT
J: 9 L;&/ﬁzbi‘d—o

2Fv 7 12 end

¥t EXEC £— FIZRED ¥4,

X597 13 show authentication

BEEHRLET.

ZX7 97 14 copy running-config startup-config

EE) 2v74F¥al—vary 77 A NVICREEZRTFELET,
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AA v FE &V RADIUS H—/\[EDRIEDETE

RADIUS t¥ 2 U T ¢ F— 3F, FARELIFIP 7 FLA, BRA N LEED UDP H— h &5,
EZIP 7 R A LHED UDP A— M EFICL > TRBILES. IP 7 KLz & UDP A— F & 5 0#l
BAEDEICL ST, —HEOID BMERSH, F— DR~ 1P 7 FL 2 EICdHh 5% UDP K— kI
RADIUS Bk % %5 T& 5 L 912740 9. A U RADIUS 4 — R EDORARS 2 SOA Ak =2 hUIC
FICH—t 2 (f2& 2 IERFE) ZRELEHE, 2 FDICRESNAERA R =0 bV ik, BYICHES
NIEARA RN 2 R DT 2= VA== RNy 77 v 7L LTHELES., RADIUS AR K = R
. RELEIEFICHE > TRITENE T,

A A wF EIZ RADIUS B —3 RXT X — X 2R ET H121%, ¥ EXEC £— R CTKROFIEEZ EITL E
4, ZOFNEITHSLETT,

avw vk B#Y
X797 1 configure terminal Jua—)L ary7 4 FXFal—iary B— ReBBLET,
ATw 7 2 radius-server host {hostname | RADIUS ¥—/R T A —Z ZELET,
;fe-aiif:izss} auth-port port-number hostname | ip-address 1Z1%, UV E— k RADIUS #—/3DKR R M E
y siring FIZIP 7 FL A %458 LET,
auth-port port-number |21, FRFEFERK D UDP siseh— M &48E L E
T, 7 74V MEIX 1812 TF, FRETE HHiIFIL 0 ~ 65536 T,
key string \21%, AA v F & RADIUS ¥ — 3 EC#i{fE4 5 RADIUS
T—EEOMTEATIRIERBIOK X —2HELET, F—
X, RADIUS ¥ —NTEHEHT O 5F—IZ—HT 57 %A A Y
CTTRITAUER D FH A
GE) F—OETAN—RIMWHEIAETH, BPBIOKRED R
R—ZIEB RO T, F—I34 7 radius-server host =~ K
WXDORBEOHEE E LTHRELTILEIN, F—ICAX—2%
AT A5E8F. 5IRGERX—0O o ThHIGE4KkRE. 5l
AL T —%2HERNTLZEY, ¥—{X RADIUS &7 —F
THATIHEEF—IZ B L TWALERH Y £7°,
%> RADIUS % — 2T 258103, Zoa~vy Rk
LABILET,
AT7v7F 3 end ¥4 EXEC £— FITEY £9°,
A797F 4 show running-config BEATERLET,
ATwF 5 copy running-config startup-config | ({£3%) 2> 7 4 Fal—Tar 77 A VICRELRELET,
$EE D RADIUS #—3% 7 U 73 %1Z1%. no radius-server host {hostname | ip-address} 7’2 —/3)b
Ay 7 4F¥al—ay avry RE@EHLET,
Wiz, IP 7 R L% 172.120.39.46 O+ — 3% RADIUS #—/S& LTHE L, H— k 1612 24—
FELTHEAL, 5% —% RADIUS =N EDOF— LR U radl23 ICRET D07 L ET,
Switch (config)# radius-server host 172.120.39.46 auth-port 1612 key radl23
F_XTOD RADIUS H— 22N T, A4 A7 7 b, BEERE, BIOKSX—EE 7 12— LICEK
T 5120, radius-server host 70— 3L 27 4 X2 b—v gy a<w s REALET, 2hb
DA T v a kY — "B TEET HI21E. radius-server timeout, radius-server retransmit, 35 %
' radius-server key 72—/ L a7 4 ¥ alb—v gy avr REEALET, MO0V T,
[4-_XTo» RADIUS #— D% wE] (P.8-34) &ML T E I,
Catalyst 3560 R v F YI r 97 avI4F¥al—>ay HAF
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RADIUS # =" ETH, WS ONDEZHRETLLENHY I, INOLOREME LTI, A1 v
FOIPT FLA, BIOY =L 2 A /?‘@Xwif/\ﬁﬁ‘é’)ﬂ?_ ANV TRHYET, FEMIION
TiX. RADIUS =D~ ==2T71ZBRL T &,

KA+ E— FOEE

802 1X FRAFFEHR—F ETY U I ARA L (24T b)) FHIFERDOKRA N E2FAT 51013, 4

#He EXEC =— R TROFIEA /T L E¥, multi-domain ¥—7V — RZ{#H LT MDA 2% EL T, &

z&&</x:§iti/x:%u%@)m$£®i9& FTNAADMW G %, Fl—AA »F K—
THRAIETA2Z EMTEET,

ZOFIEIEETT,

avwyv Rk B#
AFw7F 1 configure terminal Ja—r) ar7 4 X¥a2lb—vary T— REEEBLET,

AT7v7 2 radius-server vsa send authentication |Vendor-Specific Attribute (VSA; N> & —[EG @) %583 LA
TRHEDIT, Ry NT—27 T I ER = "ERE ﬁbi?‘

ATy 7 3 interface interface-id BHAR A MDBEROICERE SN TWAR—F2EEL, A V¥ —
TrxA A a7 4FXal—yary T—RRelBLET,
XFv 7 4 authentication host-mode F—U— ROBWRIZKDO LB T,

[multi-auth | multi-domain |

. i- - DI FGAT 7
multi-host | single-host] multi-auth : 57 VLAN LT 12027 747 b, F—%

VLAN J:T%gii@uuuﬁ(ﬁyf*y FAT U NEFRILET, KFHA
MIE BN FBRE S AL E T,

(;¥) multi-auth % —9Y — KX authentication host-mode =~ >
FCRETEHTEET,

e multi-host : 2> 7 /)L R A F OFRFERZIC 802.1X #F ] AR— K THE
BORAS (2747 ) OHfET LET,

e multi-domain : "X & (P RIBE T 2B D) 1
EIED L D %?N4x®ﬁﬁ%1o@8m1XM&%f—k
u'uuﬂzjﬁé &7%(%&7}*
GE¥) &AL ET— K72 multi-domain (3R E SN DB IP EZFED
T VLAN 2R ETLHLERDH D £, n$"fﬂ” CLANGEN
F 12 % [5E VLAN ORTE] #3RL TL7ZE 0,

e single-host : 802.1X FFrA[ R — N CHEEDOKA N (VT4 T
N DA LET,

RETHA ¥ —7 A AT, authentication port-control - >

B—T A A A7 4 FXal—gy a<w R auto ICERESIN

TWVLZEaMRBLTLIESI N,

RATwF 5 switchport voice vlan vian-id (EE) 7 VLAN 2% EL ¥ 7,
27976 end Kike EXEC ©— RICEY %7,
ATw 7 7 show authentication interface HEAXHRLET,

interface-id

AFw 7 8 copy running-config startup-config EE) 2o 74 FXal—ay 77 A NVICRERPRTELET,
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R—F ETEEDFEA 2T 4 ®—7/LI2F 5121%. no authentication host-mode 1 > % — 7 = A A
Ay 74 Xal—yvay avy R LET,

WIT, 802X FRFEAE A X —T MZ LT, HEDOFX b aifFa+ 56 2RLET,

Switch (config) # interface gigabitethernet0/1

Switch (config-if)# authentication port-control auto
Switch(config-if)# authentication host-mode multi-host
Switch (config-if)# end

WIZ, MDA A X —7 WL TR—F ETHRRAMEEF TS REHFAT 20 %R~ LET,

Switch (config) # interface gigabitethernet0/1

Switch (config-if)# authentication port-control auto
Switch (config-if)# authentication host-mode multi-domain
Switch (config-if)# switchport voice vlan 101

Switch (config-if)# end

E%qﬂ,]t*ﬁ nt.\nIEo) nﬁi

802.1X 7 74 7 > FOEMLFRIEE A X — T I L, FERIEOMEE R ETCEET, BRFEEIT
SMBAEE LRWEE, 3600 W & ITHBIAEDNRAALDLILET,

77/1)77/ F@ﬂi%ﬁé’]iﬁﬁuunﬂz%’rz\ 7/1/ L. ﬁnthuﬁ%?‘f?ﬁﬁﬁﬁl’? (T&) %E?QTE 66101\ 4%51%
EXEC £E— FTROFIHEAZFETLET, ZOFIRIITETT,

avwvr B
AT97 1 configure terminal yua—r g ar7 4 ¥al—var B— RERBLET,
ATwvF 2 interface interface-id BETAER— M EEEL, AV F—T 2 A AT (X2l —g
vE— RERBLET,
AFw 7 3 authentication periodic 7 IAT 2 MO ERE (T 74V NTIET =T 0) &

A X —T N LET,

GE) 774V MEX 3,600 B CF, FRRAEY A v —DfEE A HE T
HITiE, F2F3AA v TF N RADIUS IT LBy v ay #4
LT NEEHT S X SICEET HITIE, authentication
timer reauthenticate =~ > K& AJJ L £,

AT 97 4 authentication timer {{[inactivity | HEIIFOME () #HEELET,
reauthenticate]} {restart valuc}} authentication timer ¥ — 7 — FOEKRIZIKR DO LBV TT,
o inactivity : 7 FA T b LD T T 4 €T 43R, AT
LT HrETCOHM (),
* reauthenticate : HEFRFERITAHMG SN D ETOHM (),

o restart value : &R — R ERGET A0 ORI TOND E
TOHM ().

ZDavy RRAAL v T OWEICEEST 501, EMI e Hmilitx
A X =T NVICRE LTIZGE T T,
AFv7S 5 end H#e EXEC — FIZREY 77,

RXT7v7 6 show authentication interface MEATERLET,
interface-id

ATwF 7 copy running-config startup-config EE) v 74 X2l —Tay 77 A NMCHREEHRTELET,

Catalyst 3560 R v F YI r 97 avI4F¥al—>ay HAF
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EMN 72 HRAEE T B — 7 L2 F 5 I21%. no authentication periodic 1 > % —7 A A a7 ¢
Fal—varavwrs FaeEHLET, 7740 FOBRIEAITHMREICRETIZIX. no authentication
timer { >4 —7 (A a7 4 Xal—aryawry ReEHLET,

WIT, EHRRHRAEE A X —7 M L, FHRIEDFIEEZ 4000 ICRET 561427 L ET,

Switch (config-if)# authentication periodic
Switch (config-if)# authentication timer reauthenticate 4000

— MIEGRIT S 51472 FOFEITOEZL

dotlx re-authenticate interface interface-id ¥ite EXEC 2~ REATTH L. WOTHREDAR— |
T 27 A7 v b FEICTHEIECE £9, ZOFIHIER T, EMRREREEZ A R—T L
FZT 4 =TT D HECOWTR, DEMZRERIEORE] (P.9-43) #ZRL TSN,

wiz, K (CHEHe T 57 TA T v b FEVTHBIET 262" LET,

Switch# dotlx re-authenticate interface gigabitethernet0/1

FRROER

X/f Y FXT TAT v P EFERETE R > GBI, FTEDKRIZT 7 A FAREEZRT. £oBRHENY
REEERAET, 74 FARHZH#ET 512X, authentication timer inactivity 1 % —7 =1 2 =
Y74 F¥ab—vary av s REEALET, 727470 FRRENRIT 2B E LTIE, 2947
VNI NRAT — RERR LB ERENEZONET, T 74V PRV /NS WEEATSHZ
LIZE o T, 2= P ~OISERM 2R TE £,

FRERIER] 2 2 9 2120, %7 EXEC E— FTIROFIEZETLET, ZOFIRIMMEE T,

avv kR E[:3)
ATv7F 1 configure terminal Jua—) ar7 4 Xal—vary T— REREGELET,
RATv 7 2 interface interface-id HRETIHR—=—FEREL, AV F—Txf A a7 1 Fal—g
v E—RFERBLET,
ATwv7 3 authentication timer inactivity x AVFNTFTAT v N OBIEER OB LT-1% . Bk
seconds RBai T 2B ERELET,
fRETE 2T 1 ~ 65535 T3, 77 4/L ME 60 BT,
A7v7 4 end FiiE EXEC E— RIZEY £,
A7 v 7 5 show authentication interface BRTEEXMRLET,
interface-id
ATv 7 6 copy running-config startup-config |((£) 2> 7 4 Fal—T 3y T A NVCRELETFELET,

T 7 4V h OFFEFEFIZERE 121X, no authentication timer inactivity 1 ¥ —7 A4 X a7 4
Fal—vayavwr REEHRALET,

WIT, AA v F ORI 2 30 IR ET 502~ L ET,

Switch (config-if)# authentication timer inactivity 30
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AAYFDBI ATV FADBEEREOER

7 74TV MEAAL v F b D EAP-Request/Identity 7 L — AIZx L, EAP-Response/Identity 7 L —
LATIELET, A v T NIDISEEZEFETERDP -G, TTEORME (FXERRE) 7217 Rk
L., Z0H 7L —2xH{EELET,

N
GE) ZoavryFoF7x4 M, V7 OEBEMENGES, FEDY T4 7 v M B IUREREY—30
WIRICHER B 25670 & BFERRPUIK T DREZIT I LERH D & TR TER LTIV,
AL FNT TAT 2 IO OBMEFHET 2R A ZE T 2121%, FHE EXEC £— FTROFIE%E
FITLET, ZOFIEIIEETT,
avwvFk B
ATv7 1 configure terminal yua—s g ar7 4 ¥al—var B— RERBLET,
ATwvF 2 interface interface-id RETAR—FEBEL, /¥ —T AR AT 4 FXal—3
v E—FERBLET,
A7w7 3 authentication timer reauthenticate |2 { - 7% EAP-Request/Identity 7 L — A2t 227 A 72 b in
seconds LOINEERED, EREFRETHETCORERERELET,
RECTXHHPHIE 1 ~ 65535 CTY, 774/ MESETT,
A7v7 4 end ¥ #E EXEC E— FIZRY £,
ATw 7 5 show authentication interface REEFHERLET,
interface-id
AFw7 6 copy running-config startup-config EE) =27 4Falb—vay 77 A NVIIREERTFLET,
T 7 4V b OFREEFFREICRETIZIZ,. no authentication timer reauthenticate - > % — 7 = A X 2/
T4 Xal—Yary avwry REFEHLET,
WIZ, A4 v FH BEAP-Request/Identity 7 L —AIZxtT 57 T4 72 b O OIREEFEDL, EREH
FETL2ETORMEZ 60 IR ET 262 LET,
Switch (config-if)# authentication timer reauthenticate 60
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AL IYFDIFAT 2 bADT L—LBEERBDETE

AFvT A1
AFvS 2

AFvFT 3

A7v7 4

ATFvT 5

AFvT 6

(74T EDPBISEPRLNRPSTEHAIT) A yTFRBIAET 0 AL THEHT DA, 7 T4
7 > hZ EAP-Request/Identity 7 L' — A% 7‘#:.?‘5 B EEETEET,
N
GE) ZoavryFoF740 M, V7 OEBEMENGES, FEDY T4 7 v B IUREREY —30
EIEICRIEN S D a7 & BERIRDUTH T 2R AT O BN H D & SR> TEFEL TSN,
AA Y FIPDI TAT 2 bOT L— LEREREEZRET 51213, F5# EXEC £ — FTRO FIEZ
FITLET, ZOFIRIFEETT,
avwv Rk B
configure terminal Ja—s L arZ 4 Xal—yvar T—RelBLET,
interface interface-id RETHR—FEHEEL, AV F—Txz2f AT 4 Fal—g
v E-RERBLET,
dotlx max-reauth-req count AA y FRFRILT v & XA & BEEI T 5 AC, EAP-Request/Identity
TU—LEEETOIEEERELET, HETE &ML ~10 T
T T 74N BME2 TY,
end i EXEC £— FIZREY £7°,
show authentication interface MTERMERLET,
interface-id
copy running-config startup-config | (L&) = 74 F¥al—ay 7y A VIR EXRTFELET,

HEREET 7 4V MZETIZIE, no dotlx max-req f ¥ —7 A A A7 4 Fal—T g 2
~ FEERLET,

WIT, ALy FHPEIET 7 A% FRET 511, EAP-Request/Identity Z3R % X5 2 HI¥ % 5 125%
ET W ETRLUET,

Switch (config-if)# dotlx max-reauth-req 5

SBEIEMDRE

b &2
ATvT 2

R— FNEFAIRAT = MIED DN, AA v TFRBIET R ERAZHATOEEEZLEETLI LB TE
ij‘o

N

(E) ZDawy ROT 74N MaZ, V7 OFEEDMRWIGEEC, FFED Y 74 7 2 b LUSEFE—1D
EICRERNH DGE7 L, BERRICHT T EITOILERH D & IR TERE LTI ZIN,

HRGEmE AR ET D121, FiME EXEC T— FTROFIEEZETLET, ZOFIEIIERTY,

avwy R BiY

configure terminal Ja—r ) ar7 4 X¥alb—vary T— REEELET,

interface interface-id RETAR—PFEEEL. A VX —Tz2Af A AT 4Fal—3a

v E—RERBLET,
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avwvFr E%
Xj_-‘yj 3  dotlx max-req count v— EREFF AT — MZEDDRINZ, AL v TFBBIET 1A%
ﬁﬁ'ﬁ@“élﬁliﬁ(é’ XELET, fEETEHHAIZ0~10TT, 77+
JVRE 2 TY
ATv7 4 end ¥HE EXEC £— FIZR Y £,
AXTw7 5 show authentication interface RTEXMERLET,
interface-id
AFw 7 6 copy running-config startup-config | ({T3%) 2o 7 4 Fal—ay 77 A VICRELRELET,

FRRFEEEE T 7 4L MIZETIZIE, no dotlx max-reauth-req > % —7 = 2 a7 4 X a L —
vavavwry REFHALET,

WIZ, R— FDEHFRI AT — MIEDDHENT, A v TFRRET oA ZFHETEEE L T4 2RE
ﬁém R LET,

Switch (config-if)# dotlx max-reauth-req 4

MAC BEID1 r—T Lk

MAC BENC LV, BIAFFADHEA M2 AL vF EOR— METBETE £,

2L v F ETO MAC BEh% 7 a0 — Lt A X —7 M4 5121%. HitE EXEC T— R THROFNEA FE
ITLEY, ZOFEIXMEEZTT,

avoFk ]3]
AFv7 1 configure terminal Sa—rL 2y T 4 ¥ al— gy B REBBLET,
AFwv7 2 authentication mac-move permit ZA v F T MAC OBENZ A %2 —7 I LET,
2797 3 end iHe EXEC £— FIZR Y £7,
A7v7 4 show running-config (EE) /REZHERLET,
AFwv7 5 copy running-config startup-config UEE) av74Xal—vay 77 ANVICEREEZHRIFELET,

Wi, A4 v F ETMAC B#Z 7 v — i 2—7 T 560 %2 R LET,

Switch(config)# authentication mac-move permit

Catalyst 3560 R v F YI r 97 avI4F¥al—>ay HAF
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MAC E#aD A 2— T Lt

MAC B AT 5L, RA MIFR— b EOBFEFRA ME2BEHBRTEET,
AV H =T ALTMAC Effiz A 2 —T7NMITDHI21E. FHE EXEC E— FTROTFINEEZEIT L E

o ZOFNRTEZ T,

avwvk By
X797 1 configure terminal Ja—\) ar7 4 X¥al—vary T— RFEHBLET,
RATwvF 2 interface interface-id BETAHAR—FNEETEL, AV ¥ —TxAf A AT X2l — 3
v E—RNERBLET,
A7 w7 3 authentication violation {protect | A H—T A A LT MAC #EH#i% A F—7/WIZT HIZ1E. replace

replace | restrict | shutdown}

F—U—REMHLEST, A= FRBEOE Yy v a VEHIBR L, #
LWARA MEREH L CREEZBRIE L ET,

HOXF—U— RN, RO XD RBERXHY £,
e protect : R— ME, VAT L AvE—VEARETIC, THL
WWMAC 2357y &2 ey LET,
e restrict : X X7 v P CPUICL->TRueyr&h, VAT
LA vE—URERSNET,
e shutdown : A— Fix, PHILARVWMAC 7 RLAZZET 5 &
errdisable (2729 £,

2Fv7 4 end

4 EXEC £— NIZREY £9°,

AF797 5 show running-config MEAMRLUET,
ATwF 6 copy running-config startup-config | ({£3%) 2> 7 4 Fal—Tar 77 A VICRELRGELET,

WIZ, A F—=T 2 ALTMAC Bz A R2—7 VT D02 RLET,

Switch (config) # interface gigabitethernet2/0/2
Switch(config-if)# authentication violation replace

Catalyst 3560 R4 vF YI box7 av74Fal—S3v HA K
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802AX 7 H I T4 VT DEE

S8RIAXTHO T 4 THEHLT, AAASAT L TATT 4 T RAFR—TNICTHE, BF
VIDEDIZVATF A VB — R AR NET AT T 4 RADIUS H— N2 ETXFET, —N
X, 77274772 80R1X By a st _XRTBK T LELDO LB LET,

RADIUS IZEWEMEDIENUDP RS v AR —h Fr ha Az EHT A0, X U — 7 REENB AT
ThRWE, T T4 T Ave—URKbbdZ RV ET, RELEZBEOT AU T 4~
TESROBEREER., A1 v FNRADIUS B — ST H T T 4 U TIEEA v — V2 ZE LW
B, ROAyE—UNERINET,

Accounting message %s for session %s failed to receive Accounting Response.
CDARy 7 Ay E—VRERICEESINLRVEGE, ROAyE—UNRERENET,

00:09:55: %RADIUS-4-RADIUS DEAD: RADIUS server 172.20.246.201:1645,1646 is not responding.

N
GE) mXrZoBta Fik, JKOT v 7T = Ayt —Y AL RZTREDT AT T 4T XA
7 %FITTH L 91, RADIUS h—NRaRETHLERHV ET, ZNOOEE A 2T 5H120F
RADIUS #—/30 Network Configuration % 7 ® [Update/Watchdog packets from this AAA client] ®
aX s kA F—7 M LET, KIZ, RADIUS #—3D System Configuration % 7 ® [CVS
RADIUS Accounting] % - % —7 /LI Li'ﬁ”
AAA WBAAL v FTA X =TV Ie o727tk 802AX TH U VT 4 > 7 &FET HI21E, FiHE EXEC
T— FCROFIEEZFITLET, ZOFIEIIEETT,
avvFk =]: 5]
X797 1 configure terminal Ja—) ar7 4 X¥al—vary T— RFEHBELET,
RATwF 2 interface interface-id BETAHAR—FNEEEL. /X —Tx2Af A A7 X2l —3
v E— RERIBLET,
A7v7 3 aaaaccounting dotlx default T _XToO RADIUS =" Y X F&EMFEHLT, 8021X T U
start-stop group radius TA4 T EAXR—=T M LET,
ATv 7 4 aaaaccounting system default EE) YATATAHT T4y THARX—T ML (TRTD
start-stop group radius RADIUS +— DY A b &), AA v FBnVua—RKT5LX2v
ATFNTAHAGT 47 V=R AN s Aye—U%ERLET,
RATv7 5 end ¥5HE EXEC £— NIZRV £,
A797F 6 show running-config BEAMER L E T,
AFw 7 7 copy running-config startup-config EE) 2o 74FXal—ay 77 A NVICHEXHRIFELET,

THI T 4V TIEA v =V %%E LW RADIUS A v — U 4a #Fr4 5121%. show radius
statistics 4 EXEC =~ FZ2HEH L £,

W, B2AX T AT T 4 T aRET DB 2R LET, OO~ NI TAVST AT D
UDP R— k& LT 1813 ##EE L T, RADIUS —"ZFRELET,
Switch (config)# radius-server host 172.120.39.46 auth-port 1812 acct-port 1813 key radl23

Switch (config)# aaa accounting dotlx default start-stop group radius
Switch (config)# aaa accounting system default start-stop group radius

[ oL-8553-09-J
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77X + VLAN DEEE

P — 35 EAP Request/Identity 7 L — AIZx T 2B 2 ZE LR WESE. 7 A N VLAN 2% ET D &
802 IX KT WZ T A4 T > MEIF AN VLAN ICEESNET, 021X XL ThH-Th, WREIZE
ML= TAT 2 ME, Xy NI =7 ~DOT 7B ARFAISNEEAL, AL v FIE, VT EA R
F—RELEF~YALTFHAR = FTH XK VLAN %R —FLET,

7" Z b VLAN Z3RET 2121, F5# EXEC £— FTROFIEZETLET, ZOFIRIFMEETT,
avwvk By
X797 1 configure terminal Ja—) ar7 4 Xal—ary T— NEBEBLET,
RATwvF 2 interface interface-id BETAHAR—FNEEEL. AV X —Tx2Af A A7 X2l —3
v F‘%F%ﬁﬁ“biﬁ‘ PR—FENDER— DX A TIZONTIE,
802.1X AL ERFDOIERFEH] (P9-34) WL T EE W,
AFvFT 3 switchport mode access — 2T 7R ET—RNIZLET,
EJ = E
switchport mode private-vlan host LAY 2HR— a7 T4 _X—KVLANKA R R— & LTRELET,
ATw7 4 authentication port-control auto — N ET802IX #iFE A x—T iz LE T,
ATw7 5 authentication event no-response 7277 47 VLAN % 802.1X #A2 h VLAN & LTHRELET, IBE
action authorize vlan vian-id TX AT 1 ~ 4094 T,
WNES VLAN (b—7 » K 7R— ). RSPAN VLAN, 77 A~V 73
A ~X— k VLAN, Z713%E® VLAN #r&, BT 7747
VLAN % 802.1X 7" A F VLAN & L TRETE £,
X797 6 end ¥ EXEC £— FICREDY £,
ATwF 7 show authentication interface BRTEXMRLET,
interface-id
ATwF 8 copy running-config startup-config | ({£3%) 2> 7 4 Fal—Tar 77 A VICRELRGELET,

7" A b VLAN %7 4 E—7 W2 L THIBRT 511X, no authentication event no-response action
authorize vlan vian-id { ' 24 —7 A XA a7 4 Fab—var avry FEEALET, RN— M3

FRAT— MIRY £7,

RIZ. VLAN 2 % 802.1X 7" A s VLAN & L TA x—

TIZT DR LET,

Switch (config) # interface gigabitethernet0/2
Switch(config-if)# authentication event no-response action authorize vlan 2

WIT, AA v F ORI & LT 3 &2, EROFEEH]

\Z7 747~ FrBD EAP-Request/Identify

T L= DSE T DR (F)) & 15 ICBE L, 802.1X AR— h® DHCP 7 7 A 7 > hEEREHFIC,

VLAN 2 % 802.1X A ~ VLAN & L TA *—

TIZT DR LET,

Switch (config-if)# authentication timer inactivity 3
Switch (config-if)# authentication timer reauthenticate 15
Switch (config-if)# authentication event no-response action authorize vlan 2
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kR—REBREDHE

HllfRfT & VLAN DERE

b & b
& A

AFvFT 3

ATvT 4
AFvS5

2Tv7 6
ATFYF 7T

&

ATFvFTA1
AFvF 2

ATFvS 3

AA v F BIZHIRA & VLAN 2R ELTWD,
L. 802X ITHEHL L 7235

T&ERWGEE

802.1X BiEnme M

BREY — APA R =P H E IR Y — P2 R(E
B7 T4 7T MIFIRA & VLAN B SN ET, A v TF i

VY TNVRA N = RTRETHIRMS & VLAN 29 R—F LET,
filfRA & VLAN 23R ET 2I121%, %t EXEC E— FTROFIEZFATLE T, ZOFIHIFMEETT,

avy kR

=]:5]

configure terminal

sa—) ar74X¥alb—yary E— ReBBLET,

interface interface-id

RETHR—FEZHBEL, /L FZ—T A A a7 4 X2l — g
v E—FRERBLET, VPR—PFENDHR—FDH A TITONTIL,
1802.1X FBFERERFOEF FIH] (P.9-34) 2L T E &,

switchport mode access

F7x

switchport mode private-vlan host

R—r 27 7R E—FIZLET,
700X
LA ¥2R—= 1+ 27T _X—=KVLANKA F R—FE L THELET,

authentication port-control auto

A—F LT 8021X BFEE A R—T M LET,

authentication event fail action
authorize vian-id

777 477 VLAN %, 802.1X #I[RfT% VLAN \ZfE/E L £, &
ETX BEMIE 1 ~ 4094 T,

WEF VLAN (Jb—7 v K 7/R— k), RSPAN VLAN., 774~V 7Z
A ~— K VLAN. F£7/~13% % VLAN 2% &, 8077547
VLAN % 802.1X #lfRff& VLAN & L TRETE £,

end

¥ # EXEC £— NIZREY £7°,

show authentication interface
interface-id

(fEE) REZMRL £7,

copy running-config startup-config

EE) =274 FXal—Yay 77 A NVICHRESRTFLET,

Hl R & VLAN %27 4 =2—7 /U2 L CTHIFR 5 121%. no authentication event fail action authorize vian-id
A B =T A A7 4 Xalb—ay avy REEHALET, N— MNIEFATAT— MIRY 17,

KIZ, VLAN 2 % 802.1X #l|[Rff & VLAN & L TA *—

T DBl R LET,

Switch(config-if)# authentication event fail action authorize 2

o —FICHIFRfF & VLAN 2%10 X4 THHIC
a7 4 FXalb—vary avy R LT, REERITREIEZ i K|

. authentication event retry retry count A F =T AR
WCRETEET, fHETE 27

RATEEIT 1 ~ 3 ETY, 774 MEI3EICRESNLTVET,

AT RAICRIET B121E, 45HE EXEC & — R CROFIREHATL £ T

ZOFIRIEETT,

avyk

E[:3)

configure terminal

Ja—n) ar7 4 F¥al—yar ET— RREelBLET,

interface interface-id

RETDHDR—PFEREL, AV F—T 2 RXA AT 4 Fal—3
Vo F‘%F‘aﬁﬁé‘biﬁ”o YR —=FENDE— DX A FITONTIE,

r802.1X FERER ERFOIEEFIE (P.9-34) Z2ZML TIZEuy,
switchport mode access R—rZ2T77%A2E—FIZLET,
ESAES RSt

switchport mode private-vlan host

VAY2HR—F 2T 74— VLANARA N R—r LTRELET,

[ oL-8553-09-J
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avwyv Rk B#

AFw 7 4 authentication port-control auto A—F ET8021X BirH A 2—T NMIZ L ET,

AT w7 5 authentication event fail action 777 477 VLAN %, 802.1X #il[Rf}& VLAN IZf8E L E£7,
authorize vian-id ETX LML 1 ~ 4094 T,

W# VLAN (b—7 v K #R— k), RSPAN VLAN, 77 A4 ~U 775
A ~— |k VLAN, F72/3EH VLAN Z[R&, (REDOT 77 47
VLAN % 802.1X #lfR{}& VLAN & L THRETE X7,

ATw7 6 authentication event retry retry count |7K— k3 HIFRAT X VLAN 28471 5 -0 ORIARTEIKAZET L E
T, FHECXH®PEIZ1 ~3 T, 7744 MNE3 T,

2Fv 7T T end ¥i# EXEC £=— RIZREYD £7°,

ATv 7 8 show authentication interface L) JEEAERLET,
interface-id

X797 9 copy running-config startup-config |({£Z) =L 7 4 Xal—L a3y T A NCERERETFELET,

7 7 4V MEIZE T2, no authentication eventretry f >4 —7 x A A a7 4 ¥ a2l —a
avy FEEHLES,

w2, K= P& HlRAS & VLAN (ZF 572012, Rt TR A 2 ICRET L HIEERLET,

Switch(config-if)# authentication event retry 2

T AFREREL/ N1 /SR BRED R TE
0 A RIS A S ARE (7 )7 4 0 VGREEE 1 AAA RECR ) ¥ — & BIFIERET) 2
TEET,

— hE 7 UTF AN R—hELTHREL, 77 B ARERINA N ABEEAL A X — T VT BT
fh—ﬂ% EXEC £— R CROFIEZFEITLET, ZOFIEIIEETT,

avw vk By

ATv7F 1 configure terminal Jua—) ar7 4 Xal—vary T— REREGELET,

AFwF 2 radius-server dead-criteria time time | ({£55) RADIUS 4 —A_"RFHTX W, £7-13 dead L R SN5
tries tries EEEHRMT DO ON DG ERELET,

FRETE 2 time OFMHIZ 1 ~ 120 TH, A v FiE. 7744 b
D seconds % 10 ~ 60 O THHIZHRE L 7,

BETE D tries OFIHIZ 1~ 100 T, AL v FiX, T 74/ bD
tries /X7 A —X% % 10 ~ 100 O TEARYICHRE L £ 7,

A7 v 7 3 radius-server deadtime minutes (f£7%) RADIUS H— N[CHRMNIEE SN2V ERELET, BE
TEHHEMAIL0 ~ 1440 53 TF Q4 W), 77 4/V MEIX 04T

Catalyst 3560 R4 vF YI box7 av74Fal—S3v HA K
m. OL-8553-09-J |



| £9% IEEE 802.1X K— FR—RBIEDHE

802.1X BiEnme M

avy R

=)

AT 97 4 radius-server host ip-address
[acct-port udp-port] [auth-port
udp-port] [test username name
[idle-time time] [ignore-acct-port]
[ignore-auth-port]] [key string]

EE) ROF—TU— R&EH L TRADIUS $h— NTF X —2 &%
ELET,

e acct-port udp-port : RADIUS 7 7 7 ¢ > 7 % —,30 UDP
AR—rEHELET, UDP A— +EEOHFMIL 0 ~ 65536 T
T 7 7 A4V MEIE 1646 TT,

e auth-port udp-port : RADIUS FBFEH —/ 3D UDP K — s & 457E
L¥9, UDP A— hEZOHPAIX 0 ~ 65536 T9, 7 74 /L
51 1645 <9,

G¥) RADIUST H U >T 427 % —_0D UDP AR— bk & RADIUS
FRAEY— 30 UDP A — b % FET 7 4/ MEIZEREL T,

o test username name : RADIUS ¥—/% X5 —&% 2D HE)T X b
EAFZ—=TNMILTC, BTV HERELET,

e idle-time time : A A Y FNT A Ry P —IEELE
#BORRE D THRELET, FHETEDHEPHIL 1 ~ 35791 43
<Y, T 74T 6045 (18R T,

e ignore-acct-port : RADIUS =T H 7T 4 7 R— D
TANET 48— NI LET,

* ignore-auth-port : RADIUS #— SGHiEAR— b DT A M &7 4
=TT LET,

o Kkey string : A4 vF & RADIUS 7 —E > &L DM DT XTDH
RADIUS J{5 T+ 2 ks L UM 5% — 2488 L £

GE) F—OHATAN—RTEHFAINETN, BHFBLIUKRED A
N—=Z2IENRD T, F—347 radius-server host =~
WXORBOEH L L TRELTLEE, F—|IZAR—R%
FRT 5581, SIRERF—DO—ESThH LA ERE. 9]
HABFCHF—%2HFERNTLZE, F—L RADIUS 7 —F
THEHAT LIRS —IC—H L TWDIMERDH Y T,

radius-server key {0 string | 7 string | string} 72— 3L 23
7/]’5’\‘11/‘—“:/5/ZV/F%fﬁﬁﬁbf%}uqu}OiU\ﬁ '*V“—
ERETEET,

X797 5 dotlx critical {eapol | recovery delay
milliseconds}

(EE) 77 B ARBERIENA NRADNRT A —ZEZRELET,

eapol : AA v F NI VT 4 WV R— N2 EFICHRIAFTDLE, AL v
F M BEAPOL filith A v 2— V%% ETH LT EL T,
recovery delay milliseconds : i T & 72\ RADIUS ¥ — 373 H
TEDLEDT T EI, AA TN VT 4 IV R— N &)
WU T D= DI 2 ERIEHIM 2R EL £, faETE 51
BHIZ 1 ~ 10000 S URTY, T 74/ ME 1000 2 VRTT (F—h
TEHEOEETEET),

RTv 7 6 interface interface-id

RETHR—FEZBEL, fVFZ—T A AT 4 X2l —g
v E—RERBLET, YR—FENDIHR— DX A FI2HON T,
1802.1X FBFERERFOEF FIH] (P.9-34) 2L T E &,

[ oL-8553-09-J
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AFvT 7

&

& A
2Fv7 10

ATv7 1

avy R

=)

authentication event server dead
action [authorize | reinitialize] vlan
vian-id

RADIUS H— "REFERGEOHHIZHR— N EOFRA N EBEIT 51

T, ROF—U—REHEHLET,

e authorize : FBFFL LS9 L L TCWABHLWEA M EFT T, 22—
PIEEDZ VT 4 B VLAN ICEE L7,

e reinitialize : N"— F LT RTOFRFEFE AR A b E 2 —VIEE
D7 VT 4B/ VLAN (BB L £,

authentication event server dead
action {authorize | reinitialize} vlan

T 7 ARBERBRENA N AMRE R A R— T VI LT, ROF—T —
FZafdE ] L CHREZ R E L £,

vian-id] e authorize : N"— FZFRFEL £,
o reinitialize : T X TOFRFEHEHAZ 747 > bEFHAELLET,
end ®#E EXEC ©— NIZEREY £9°,

show authentication interface
interface-id

(EE) BREZMEBLET,

copy running-config startup-config

(EH) 27 4Fab—vary 77 A VICREZRTFLET,

RADIUS #— D7 7 /L FEREIZRTIZIE, no radius-server dead-criteria, no radius-server
deadtime. 35 J 0" no radius-server host 70— 3L a7 4 X2l —ray a<vy REEALET,
T U ARGERBIENA NAET 7 4V FEREIZKETIZIL, no authentication event server dead action
{authorize | reinitialize} 7 v — 3L 2> 7 4 Falb—va v avr REFEHLET, 77 8 ARER
FENA RA BT 4 —T 2T 5 IZ1F . no authentication event server dead action { > % — 7 = A &
Oy 74X alb—vay avwr RefHLET,

WIZ. T 7 ARRERANSA NRAKRE R R ET AR LET,

Switch(config)# radius-server dead-criteria time 30 tries 20
Switch (config)# radius-server deadtime 60

Switch (config) # radius-server host 1.1.1.2 acct-port 1550 auth-port 1560 test username
userl idle-time 30 key abcl234

Switch (config)# dotlx critical eapol

Switch (config)# dotlx critical recovery delay 2000

Switch (config) # interface gigabitethernet0/2

Switch (config)# radius-server deadtime 60

Switch (config-if)# dotlx critical

Switch (config-if)# dotlx critical recovery action reinitialize?
Switch (config-if)# dotlx critical vlan 20

Switch (config-if)# end

Jl Catalyst3560 R4 v F Y7 b7 A4 F¥al—av 4 F
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Wake-on-LAN #{#F L 1= 802.1X I DEKE

WoL % L7z 802.1X 38iE%& A F— 7 2T HI2i3, %M EXEC E— F TR OFNEEZET L ET,
ZOFNEIEETT,

avw vk B
A7v7F 1 configure terminal Ja—nR) a7 4 FXalb—raryET—RERHBELET,
RAFwF 2 interface interface-id RETAR—FEEBEL, /¥ —T AR AL T 4 X2l — 3
VE—RERBLET, YR—FINAFR—FDF A T2 T,
1802.1X FRFERR ERFOEFE FIH] (P.9-34) LML TS E I,
AFv 7 3 authentication control-direction AR—FT WoL Z#H LT 802X FiEE A F—T iz L., RDF—
{both | in} T—REFEHLTHR— bERFRAEILEFRICHEELET,
e both: K— l\%ﬁjﬂ'ﬁ WRELET, F— MI, FA MEOM
TNy b ZETEETA, T 74V T, A— MIK
FmhTd,
e in: R—FEHEFMIZHELET, R— NI Ty FERA M
EETEETH, FA MLy MEZETEERA,
ATvF 4 end ¥t EXEC ©— NIZRED £,
RXTw7 5 show authentication interface WEEMWRLET,
interface-id
RFv 7 6 copy running-config startup-config | ({£%) 2L 7 4 Fal— 3L T A MICERELRGFELET,

WoL % L7 802.1X BiE%& T 4« £ —7 /29 5121, no authentication control-direction -
=T AR AT 4 Xalb—gy avy REERLET,

WIZ, WoL 2 L7z 802.1X f8fEA A X —7 /LI LT, A— b EWFMICHRET D0 E R LET,

Switch (config-if)# authentication control-direction both

MAC FERE/ N1 /AR DEXE

MAC FBRENA RRAZ A =TT 2121, FibE EXEC £— FTROFIEEZFATLET, ZOFIEITE

LR T7,
av vk B
A7v 7 1 configure terminal sua—syL arZ 4 X¥alb—vary T— RFEHHBELET,
ATwvF 2 interface interface-id BETAHAR—FNEEEL. AV X —Tx2Af A A7 X2l —3
VE—REHBLET, YAR—FENDHR— FDOX A FITONTIE,
1802.1X FRFER ERFOIEE FIH] (P.9-34) LML TS Z IV,
AFw 7 3 authentication port-control auto A— b ET802IX FifE A X2 —7 M LET,
AT7w 7 4 authentication order [mab] A HROMEE 2B E LET,
{webauth} e mab : FFEH X DNEFIZ MAC Authentication Bypass (MAB;
MAC [ HE/\/])/\X) %f]_j:”] bi—aﬂ
L4 Webauth l]AL uJ‘.Eji‘t@l”Er_‘ Web I quE%LjJH L/ i 7;—
ATFvF 5 end ke EXEC T— FIZEY £,
Catalyst 3560 R v F YI r 97 avI4F¥al—>ay HAF
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avwv R B

ZX7 97 6 show authentication interface interface-id |3 % WezB L £,

ATwF 7 copy running-config startup-config EE) v 74 X2l —Tay 77 A NMCHREEHRTELET,

MAC GRIEANA N AZET 4 E—T7MIZT HITIE, no authentication order f X —7 = A XA a7 4
Fal—varavr FEALET,

WIZ, MAC FBAENSA NS AEEER A X —T M T DR L E£T,

Switch (config-if)# authentication order

802.1x 1—HHHDERTE

VLAN ZV—T7%REL, DI NL—FIZVLAN 2~ v B 75 121%, ZJu—sL a7 X
L—vay = RTROFIEEZEITLES,

avvk B
A7v7 1 |vlan group vian-group-name vlan-list |VLAN 7L —7%#E L, 1 50 VLAN £721Z—#®D VLAN %%
vian-list DITN—F~v BT Li?"

RT7 97 2 |show vlan group all vian-group-name |35 %Wz L £,

AF7w 7 3 |no vlan group vian-group-name VLAN 7 NV—7 R EET1Z VLAN JNV—TREDEHR A7 VT LET,

vlan-list vian-list

WIZ, VLAN 7 v—7%3%EL, VLAN D7 )V—FZv v 7 L, VLAN 7V —7OREL &L
U\%EOD VLAN ~O~ v V' 7 2B+ 262 R LET,

Switch (config)# wvlan group eng-dept vlan-list 10

switch (config)# show vlan group group-name eng-dept

Group Name Vlans Mapped

eng-dept 10

switch# show dotlx vlan-group all

Group Name Vlans Mapped

eng-dept 10

hr-dept 20

WIZ, BEfFD VLAN 7 L—71Z VLAN #iBMM L, VLAN 28BInsh/zZ & 2R+ 6% R~ L £,

switch (config)# vlan group eng-dept vlan-list 30
switch (config)# show vlan group eng-dept
Group Name Vlans Mapped

wIZ. VLAN Z L —77235 VLAN ZHIET 50 25R- L E7,

switch# no vlan group eng-dept vlan-list 10

WIZ, VLAN 7L —=7 64T VLAN 28HIfr S, VLAN ZL—7 0 HlfRsh 5012 R LET,

switch(config)# no vlan group eng-dept vlan-list 30
Vlan 30 is successfully cleared from vlan group eng-dept.

switch (config) # show vlan group group-name eng-dept

Catalyst 3560 R4 vF YI box7 av74Fal—S3v HA K
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WIZ., T_CTO VLAN LV —7% 27 U 7T 56 %5k LET,

switch(config)# no vlan group end-dept vlan-list all
switch (config)# show vlan-group all

Inboawy ROFEMIZ W T, [Cisco I0S Security Command Referencell %2 L T &\,

NAC L 1 2 802.1X fREEDEHTE

NAC L1 ¥ 2 802.1X L%

RETEET, Thix, RADIUS — % H L7z 802.1X F23E & & M

nET,
NAC LA ¥ 2 802.1X Ml & % Ed 5121, F## EXEC T— R CROFIEEZETL T, ZOPIEIX
fEE T,
avw vk By
A7v7F 1 configure terminal Ja—r )L ar7 4 Fal—ary ®T—RFRelBLET,
RATvF 2 interface interface-id RETAR—FEEBEL, /¥ —T AR AT 4 X2l — 3
v E— RERIBLET,
AT7w 7 3 authentication event no-response 7275 47 VLAN % 802.1X # 2 k VLAN & LTHELET, 5E
action authorize vlan vian-id T 5HPHIT 1 ~ 4094 T,
W8 VLAN (b—7 v K AR— k), RSPAN VLAN, #7# VLAN #%
< HHWDHT 7T 47 VLAN % 802.1X 72 b VLAN & LT E
TEET,
ATwv7 4 authentication periodic P IAT Y NOEMNRLERE (7 NTIEIT =T L) B
A F—=T NI LET,
A79 7 5 authentication timer reauthenticate |7 5 1 7 MO FHRAERTEREL T (1 BRICRELET).
oYY RBRAL y FOBEIHET 201, EMR 2 HBEEE
AFR—TIICRE LB ETET T,
ATy 6 end ¥ EXEC £— FICED £,
RFTvF 7 show authentication interface 802 IX AFDBTEE MR L E T,
interface-id
ATw7 8 copy running-config startup-config EE) 2o 74FXal—Yay 77 A NVICHREZHRIFLET,
RIZ, NAC LA ¥ 2 802.1X MFEZ R ET DBl 2R L ET,
Switch# configure terminal
Switch (config) # interface gigabitethernet0/2
Switch(config-if)# authentication periodic
Switch (config-if)# authentication timer reauthenticate
Catalyst 3560 R v F YI r 97 avI4F¥al—>ay HAF
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NEAT #fRAL-RBEERM vy FEIUVY TV AV F X4y FDOETE

AFvT A1
ATvT 2
2Tv7 3

ATvT 4
AFvS5
AFvT 6

ATFYF 7T

&
ATv7 9

2797 10

AFvT A1
ATFvS 2
AFvFT 3

ATvT 4

RETDHIZE, VAV o7 7n—8y MO 1 ODRA v F ¥ 7V U e LTHRE

\ wuuﬂi%x/]} /?; &‘ﬁ@"éﬁ%fﬁ&)@i?‘o

WEEIZ oW TiE, Network Edge Access Topology (NEAT) AfH L72 802.1x W7V o ks 2 A
FERBFEAA v F ) (P.9-30) 2L TIZIW,

(i)  ACS T cisco-av-pairs % device-traffic-class=switch L XET HMLENHV E£3, ZEFH 7SV L b

Z))IEI% Zath 1::J‘.|.:.éj/lz7l9 ?&

AVHE—T A R T ELTHRELET,

AA /%%HALEE% %&

T 2ITiE. FiiE EXEC £—

R TROFNEZ FEAT L £9

avwv R B
configure terminal Fa—r) ar7 4 X¥a2lb—vary T— REREBLET,
cisp enable CISP A 32 —7WIZLET,

interface interface-id

RETHR—FZHEEL, fVF—T A AT 4 X2l —Tx
v E— RERBLET,

switchport mode access

AR— bk T— K% access IZRELE7,

authentication port-control auto

v N RRREE — K% auto | _&“Ebiﬂ'

dotlx pae authenticator

A B —7 x4 A% Port Access Entity (PAE; R—F 77 ER =

TA4T4) LLTRELET,

spanning-tree portfast

MU= X7 —va rERFI—NCER ST 7R R—F

T PortFast # A4 *—7 /WZ LET,

end

4 EXEC £— NIZREY £4°,

show running-config interface
interface-id

BREEMER LET,

copy running-config startup-config

UEE) v 74 X2l —ay 77 A NMTCHREZHRITFELET,

Wiz, AA v F % 802.1X

ROREH (TR AE

Switch# configure terminal
Switch(config)# cisp enable

TLHEERLUET,

Switch (config) # interface gigabitethernet2/0/1
Switch (config-if)# switchport mode access

Switch (config-if)# authentication port-control auto
Switch (config-if)# dotlx pae authenticator

Switch (config-if)# spanning-tree portfast trunk

2Ly FHY T YN MIE

RET HITIE, M EXEC E— FTHKROFIEZ EIT L E7,

avwv R B
configure terminal Ja—) a7 4 Xal—ary T— REHBLET,
cisp enable CISP # A4 x—7 iz LE T,

dotlx credentials profile

802.1X EHsIEM T o 7 v A VEAER LET, ZhEt T U MZ
WETDHR— MM TILENHY £7,

username suppswitch

a—FHEERLET,

Jl Catalyst3560 R4 v F Y7 b7 A4 F¥al—av 4 F
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avwvFk Bl

25w 5 password password FLVZ—PLDONRAT— REERLET,

AT97F 6 dotlx supplicant force-multicast 24 v FNZ=F% % A NEFIILTFXTY AN Ny VEZELE
EEIZ, AA vy FREHIMIC~ L F ¥ ¥ 2 N EAPOL /N v k EvF
EFEETHEIITHRELET,
kY, IXTORA S F=FDHF TV I b AL v FT
NEAT Z##ES 25 Z & bATEEIZR D £,

ATvF 7 interface interface-id BETAER— N EEBEL, AV F—T 2 A AT (Xl —g
v E—RERBLET,

ATwF 8 switchport trunk encapsulation dotlq R—r 2T 7 E—FIZLET,

ATwF 9 switchport mode trunk A B —=Tx2A4 A% VLAN FTF 27 R—hr & LTHERELET,

ZATv 7 10 dotlx pae supplicant AH =T A A% PAEV TV B MIEELET,

2797 11 dotlx credentials profile-name S IX BIIER T a 77 AN EA L Z—T oA AT MUET,

A7v7 12 end ¥ifE EXEC £— NIZE D £,

A5 w7 13 show running-config interface interface-id |33 7E % ezl L £,

ATv7 14

copy running-config startup-config (EE) a7 4Falb—ray 774 NVICREZHRELET,

WIZ, TV PELTAL v FE2RET D02 LET,

Switch# configure terminal

Switch (config)# cisp enable

Switch (config) # dotlx credentials test

Switch (config)# username suppswitch

Switch (config)# password myswitch

Switch (config)# dotlx supplicant force-multicast
Switch (config) # interface gigabitethernetl/0/1
Switch (config-if)# switchport trunk encapsulation dotlqg
Switch (config-if)# switchport mode trunk
Switch(config-if)# dotlx pae supplicant
Switch(config-if)# dotlx credentials test
Switch(config-if)# end

Auto SmartPort ¥4~ 0% L1- NEAT D&5E

g n—

ZA »F VSA TIiE72< Auto SmartPort = —VEHK~ 7 v #EH L T, fBiEEAA v FE2RETH &
L ET, FEMICOWTIE, TAuto Smartports Configuration Guidel %2 L T 72 &\,

FACL &USA4L%Y kURL R LT- 802.1X FEFEDERTE

AL v FIT 8O2AX FAEZHRET D721 T, ACS 2R ETHLENRDH Y £, MOV T,
Cisco Secure ACS =2 7 4 Fal—ar HA REBRL TSN,

GF) FUrm—FACLZAA v FIZH T rm—RT5HIC, ACS TH¥ U m— R ACL Z%ET 2 LEN
HYEF,

\— N TOFFEZIC, show ip access-list 1 EXEC 2~ F&2EH LT, A—FroFvrn—K&En
71 ACL #RRTEET,

[ oL-8553-09-J
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ArpoBa— K ACL OFRE

NIV Y—X, V94TV IRRBIESN, PT AR N TR T T—=TNI T4 T MIP T R
APBMSNTRITHMNZRD £, TDOHR, A v FIFF U n—KFACL #8— MIEMA L £,

¥t EXEC £— FCROFIREZFATLET,

avwyk By
ATv7F 1 configure terminal Jua—\) ar7 4 Xal—vary T— REREGELET,
AFv7 2 ip device tracking IPFRARA NTwF T T=TNERELET,
ATv7 3 aaanew-model AAA A F—T M LET,
ATw7 4 aaaauthorization network default A R A — MR ELET, R HFREYIERT A2, no
group radius aaa authorization network default group radius =~ > F&{HH L
£7
ATw 7 5 radius-server vsa send authentication |radius vsa send F2ZE4 3% E L E4,
ATwvF 6 interface interface-id BETAER—FEEBEL, AV F—T 2 A AT (X2l —g
v E—RFERBLET,
ATv7 T ipaccess-group acl-id in R—=FDF 74/ s® ACL # AN TR E L £,
GE) acl-id 37 7%®A VA MNAEITHFEETT,
RXT7v 7 8 show running-config interface REXMRLET,
interface-id
ATv7 9 copy running-config startup-config (EE) av 74 X2l —Tay 77 A NMIBRTEEERTFLET,

Aoro—FRY O—DEE

¥t EXEC €— FCROFIREZFITLET,

avw vk B

X797 1 configure terminal Ja—\) ar7 4 X¥al—vary T— RFERBLET,

RATwF 2 access-list access-list-number deny EELT FVABIRIANL R —REFEHRALT, 741 8 B—
source source-wildcard log NACL 2E#& L ET,

access-list-number (£, 1 ~ 99 F7-1% 1300 ~ 1999 ® 10 #% T,

deny £7213 permit Z ASJ L, & —HLHEIZT 7R %
BT B0, FFAlTH50%BELET,

source [XRD L7 NEEET DRy VT —T 2T HEA B
DEFETT KL AT,

o RNy MIx 10 #£FLT32 £y hOfiE,

e 0.0.0.0255.255.255.255 £\ 9 source I L 8 source-wildcard fE D%
W& K3 % — 7 — R any, source-wildcard fED AJNIERE T,

e source 0.0.0.0 &9 source ¥ X O source-wildcard DE WK &
#4%—U— | host,

(&) source-wildcard VA /L KZ— K €'~ b % source [Zi#H L F 7,

(Ei‘) log #f8ET 2L, = N =BT 57y MeBT 5
BEA v E—UNa Y —LIZEESNET,
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avwvFk B
RFwv 7 3 interface interface-id Ao A —T oA A AT ( Xal—gy T— FEBEBLET,
ATwF 4 ip access-group acl-id in A=+ DT 74V D ACL # AT HFMICHEELET,
GE) acl-id 377 A VA MLERITHBSTT,
ATFv 7 5 exit Ja— )L ary7Z 4 F¥Falb—ary BE—RIEY £3,
AFv7 6 aaanew-model AAA A X—TNIZLET,
XFv 7 7 aaa authorization network default FEF R Ao — VIR ELE T, ST ZHIBRT 521X, no
group radius aaa authorization network default group radius =~ > R&fEfH L
ij‘o
ATv7 8 ip device tracking IPFAAR NT R T F—TNa A F—T N LET,
IPFNAA NT X T T—TNET 4 =TT HITIE. no
ip device tracking 7 m— )L a7 4 Fal—v gy avy K
BERHLET,
AFw 7 9 ip device tracking probe [count | (EE) IPTFAA A NTFT X F—TNAEBRELET,
interval | use-svi] e count count: AA v F N ARP 70— 7 %[5 T HRIEEZHE L
F9, BETEXAEAIL 1 ~5TY, T 74/ MEIFE 3 TY,
e interval interval : A4 v F N ARP 7 u—7 2 HXETHETIC
IS BT HREE (BHAL) #RELET, HBETE 2%l
X 30~ 300 9, 774/ MEIE 30 BHTY,
o use-svi : Switch Virtual Interface (SVL; A A v FAHEA v Z—7 =
AA) DIPT7 FL A% ARP Fu—7 0% ETE LTHHALET,
RXTw 7 10 radius-server vsa send authentication | <. ¥ —EGEMEEZRH LEHATH7-010, Fv NT—27 T ER
P—NEHRELET,
(G¥) #vro—FKACL BAEELTCWDRERS YD 7,
A27v7 11 end 5 EXEC E— RIZRE D £7,
AT9w7F 12 show ip device tracking all IPFNRAL AR NTFoX T F—T Dy NVICETAEREERLET,
A7 97 13 copy running-config startup-config | ({T&) 2> 7 4 X¥al—ar 77 A VIR ERRTELET,
WOBT, ¥ora— KRR —RICAAL v FE2RETHHEERLET,
Switch# config terminal
Enter configuration commands, one per line. End with CNTL/Z.
Switch (config) # aaa new-model
Switch (config)# aaa authorization network default group radius
Switch(config)# ip device tracking
Switch (config)# ip access-list extended default_acl
Switch (config-ext-nacl)# permit ip any any
Switch (config-ext-nacl) # exit
Switch (config)# radius-server vsa send authentication
Switch (config)# interface gigabitethernet0/2
Switch (config-if)# ip access-group default_acl in
Switch (config-if) # exit
Catalyst 3560 R v F YI r 97 avI4F¥al—>ay HAF
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VLAN ID [Z#25< MAC

FORE D EXTE

¥t EXEC £— FCROFIREZFITLET,

avvk E[:3)
ATv 7 1 |configure terminal sa—n)ar7 4 Xal—vary E— FERBLET,
A7 97 2 |mab request format attribute 32 vlan |VLAN ID 125 < MAC 2RBiE % A % —7Ic L £,
access-vlan
AT w7 3 |copy running-config startup-config (EE) av74FXal—Yay 77 A NVICHRTE

ZRIFLET,

VLAN ID (25 < MAC FED AT —F A& fER T& % show 2~ Fidd » £+ A, RADIUS B
32 ZHER T 512X, debug radius accounting f5# EXEC 2~ FZ2FEIT L E 9, Zoa~r ROt
HZ DWW T, [Cisco I0S Debug Command Referencel] #ZH L T 7E &0,
http://www.cisco.com/en/US/docs/ios/debug/command/reference/db_ql.html#wp1123741

WIZ, AA v FTVLANID i25< MAC k% 7 v — Ul R=7 W T D62 RLET,

Switch# configure terminal

Enter configuration commands, one per line.

End with CNTL/Z.

Switch (config) # mab request format attribute 32 vlan access-vlan

Switch (config-if) # exit

iﬁ&b~bdﬂErYD%5E

¥ EXEC E— R CTROFIEEZ EITLET,

ATy T A1
& A

ATvF 3

ATvT 4

AFwFT 5
ATFvS 6

avyk

E[:3)

configure terminal

Ja—r ar 7 4 Xal—ay B— REEBLET,

interface interface-id

RETHR—FERTEL, AV F—Tx2f R a7 4F¥al—g
v E—RERBLET,

authentication order [dotlx | mab] |
{webauth}

(&) R— b THEMT 2RGEST NOMEF 2B E L £7,

authentication priority [dotlx | mab] | (f£f) H— |} 744U 1 U A MCRIES KA BMLET,
| {webauth}

show authentication (EE) REZMHRLET,

copy running-config startup-config FE) av74Xa2l—vay 77 A NVIREXRELET,

Yk@'fﬁjf _J—O‘_‘ ]\ ﬁ‘ij— 802 1X Aty uJ‘.Effuih%L
RETDHHEEZRLET,

HE9IC

Switch# configure terminal

ﬁ(a:7j“_‘/1//{‘)7 A F(E LT\ Web HALHJ‘.E%DT'&%\

Switch (config)# interface gigabitethernet0/2
Switch (config)# authentication order dotlx webauth

Jl Catalyst3560 R4 v F Y7 b7 A4 F¥al—av 4 F
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| gox

IEEE 802.1X "—

kR—REBREDHE

Openix DE&TE

¥t EXEC £— FCROFIREZFATLET,

802.1X BiEnme M

avw vk By
A7v7F 1 configure terminal Ja—) ary7 4 F¥al—y gy T— NEHBLET,
RATv 7 2 interface interface-id BETAHAR—FNEETEL,. AV ¥ —TxA A AT 4 X2l — 3
vE— RERIBLET,
AT7w 7 3 authentication control-direction (7> ay) R—REEGFREAIIROFBICRTELET,
{both | in}
AT w7 4 authentication fallback name EE) S IXFHrEZYR— LW IS4 T MHIZ, 74— 3y
7 AV y RE LT Webiliba AT AL A — FEFRELET,
A79 7 5 authentication host-mode EE) B— ORI ~vF— % F— FEZELET,
[multi-auth | multi-domain |
multi-host | single-host]
ATwv7 6 authentication open EE) R—F DA —TF v TV AZARX—TNELITT 4 =TV
W LET,
AT w7 7 authentication order [dotlx | mab]| |(f&) B— b HERATIRAESFXDOIEZEZZEL £,
{webauth}
ATw7F 8 authentication periodic (FEE) R—PFOFEREA X—TNVELET =TI LET,
AT7v7 9 authentication port-control {auto | UEE) R— FRIEAT— FOFEHIEZ A X —T VI LET,
force-authorized | force-un
authorized}
AT7v 7 10 show authentication UEE) HELHBLET,
ATv 7 11 copy running-config startup-config | ({£3%) 2> 7 4 Fal—T 3L 77 A VICRELRGELET,
WOFIT, A— M Openlx Z%ET D HEEZRLET,
Switch# configure terminal
Switch (config) # interface gigabitethernet0/2
Switch (config)# authentication control-direction both
Switch(config)# au ten tic at ion fallback profilel
Switch(config)# authentication host-mode multi-auth
Switch (config)# authentication open
Switch(config)# authentication order dotlx webauth
Switch (config)# authentication periodic
Switch (config)# authentication port-control auto
Catalyst 3560 R v F YI r 97 avI4F¥al—>ay HAF
| oL-8553-09-J .IE‘I



$9E IEEE 802.1X K— FR—RXBIEOHE |

W 302.1X BEDHEE

R— b ETH 802.1X BBEED T+ —TILiE

802.1X FBikE R —FTT 4 B—TNIZT 5T, nodotlxpae f >V F—T A A AT fFal—
varvavwry REHERALET,

A— T 802X FBAEZET 4 B—T WIZT D1Ti1L, ¥4 EXEC E— RCTKROFIEEZEITLEST, ZOF

IR T

avwvk BiY
X797 1 configure terminal Jua—\) ar7 4 X¥al—vary T— RFEHBLET,
RATwvF 2 interface interface-id BETAHAR—FEEEL. /X —Tx2Af A A7 X2l —3

v E— RERIBLET,

AFv 7 3 no dotlx pae A— kLT 802X #HikET 4+ E—T Mz LET,
A7v7 4 end ¥ifE EXEC £— NIZE D £,
A7 97 5 show authentication interface MEATERLET,

interface-id
ATvF 6 copy running-config startup-config EE) av74Xalb—Tay 77 A NVIRESREFELET,

802.1X Port Access Entity (PAE; iR—k 77 & A2 =07 47 ¢) FRiFE&E & LTHR— h%&§ ﬁ?ﬁ‘é
dotlx pae authenticator ¥ > ¥ —7 A X a7 4 Falb— g av s FaEEHLET, 2 /E“Cli\
=P T8O2IX NA RX—T M/ W EF3, A— MBS hics 747 Hiﬁﬂéhit‘ho

WIT, 802 IX RBFEER— FTT 4 B =T M T 2% R L ET,

Switch (config)# interface gigabitethernet0/2
Switch (config-if)# no dotlx pae authenticator

802.1X BIBREDNT 7+ ME~AD) v k

802.1X RFFR T AT 7 /v MEIZETIZIE, ¥# EXEC E— FTROFIEZET L £, ZOFEIT

FEE T,

avvF EL:)
ATv7 1 configure terminal yua—s g ar7 4 ¥al—ar T— RERBLET,
RATwvF 2 interface interface-id SV H—T e f A AL T4 Fal—ay T REBEMGL, BET

HAR—hEHELET,

AT97 3  dotlx default 802.1X NTF A — R EHF 7 4L MEIZFE L £,
ATv7 4 end M EXEC £— FICR Y £,
A797 5 show authentication interface BLEEERLET,

interface-id
ATvZ 6 copy running-config startup-config (EZE) v 74Xal—ray 77 A NMCHRERHEELET,

Catalyst 3560 R4 vF YI box7 av74Fal—S3v HA K
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802.1X DI ERS L URTF—2 2DET M

802.1X DFEHFME L URT—2 ADRR

T RTCOFR— MBI D 802.1X #EHEH % F£/~7T 5 IZ1L. show dotlx all statistics EXEC =~ F%
EALET, FEOR— MIBET 2 802.1X #itE#H A £/R7 5 IZ1%. show dotlx statistics interface
interface-id it EXEC 2~ > R&EHHALET,

AA v FICET 5 802.1X FHIB L OEHER T —F A& KT 2121%. show dotlx all [details |
statistics | summary] fi# EXEC 2~ > FZEMA L E 9, HEOFR— MIET 5 802.1X FHs L U'#E)
fEAT —H A% Fxt 5I21%, show dotlx interface interface-id #i#% EXEC 2~ > F&MHA L £1,
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FUZ7 L0 22BBLTLIZE0,

EJE\EIEGD*E&E
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faL. :L~47L“ v A >l HTML «°~~‘/“zs_»iié1u LET, 2—FIIEBRERE AN LET, BHEERIT
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I Tk, AAA O—FE LTD Web R—AFFEDEENZ OV T L 7,
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. ’—HALHIE7 D'EXJ (P 10- 3)
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e Authentication Successful
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ip admission auth-proxy-banner http 70— 3L 2> 7 4 X a2 L —2 a2 a<wy REEALT, A
FT—EERTEET, rIA Y R=VICRARENDT 7 4V hDOF—E, Cisco Systems ¥ LW
Switch A% ;4 Authentication T3, Cisco Systems D /NF—1%, 10-2 O L D IZFRAERONR v 7
Ty R=VICRRINET,

10-2 Authentication Successful /33—

) o - ¥ 12 N Slsmnn Sommenes £ f3- 20 GF H

& herpelfaza0.0.0) Ll = g aT
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Susnl-pw | Authentication

Usernagne; webauth Cisco Systems
Pisviviik Beesenes
Authentication
Successful !
3

271536

NFPE—1IX 103 DL HICHAFI~YA AT AHZ L TEET,
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Edeess | @) hetgc L0, 100, LOGL 1500

= )
E Pt pe AT 0L 100, 100,750 - SuecH... r:
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&io o verrat 2
(@ivome 0 ireeret

FEHIZ W TiX, [Cisco I0S Security Command Reference] XY [Web
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VERH D £,
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Web X—UERETIa~vr KBRANEINTZSHE, 22—V &/ ED URLIZY ¥ 1 L 7 h42 CLI
a~ > RIXEDCRY A,

REINTZ Web X—V 22 v FDT—F 77y aFhiIv7 v rallat—T&FET,
REINT=R—VIE, AL 0T R AZ—FTFTANANDT Ty ahbT 7 EATEET,
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CAF—FTNIAANDT Ty alp ) CREETEET,

4 ODN—VFRTERET DRERD Y £,
Web RN—=TAF = R=VERE LG G, LONT— ~A=VEREEZT A,

VATA T4 LI N (7T vva, disk0, FRET A7) KBS ET R TCoue 7y A
N AA=Y, TTvva, BE, ET7432E), BIOr T A0 X=VICRKRTHLERH LT
_RTouI Ty A ML, T 7 A NI web_auth_<filename> ZERT 20N H D £,

RET DA77 X UHRETIX. HTTP & SSL Oifi iz AR—FLET,

10-5 (P.10-7) 2R LI, 7744 FONE HTML ~—Y 2 H O HTML ~_— 2 T Z #i 2

Dz

EMTEET, £, BAEPRELLERIIZ NI XA L7 FShd URL #48ET252L 6T

XFET, L, AFHOSHI_—T LESHBEIONET,

Catalyst 3560 R4 vF YI box7 av74Fal—S3v HA K
m. OL-8553-09-J |



| £10E Web A—RBHIDOHE

Web ~—zx@2io#Hs N

10-5 ARG A XARRRER—2

I
CISCO

Tusmomared logm page

Th ickernet meh ste i provided i & public servace 12 b rnded fon me by the b fow varwieg od 1eman g ifonnstos ook Uddes | [Spssamee
otferene asbomed. ol aformms on tes 1 @ condeed poblec aformamon md may b copesd of dembeed

Visturs ok brarn e of S e o cobecied fin mnafvcal md sstetel purposrs, el as auiriang e sfrmston oo e = .
kil wered, deteTimng tochiecl deingn gt Soen il aleaosg TV porlormanes of pobiem mess Fol il senETy (i e

mod o enmme chan chis dervice pemsns aoslshi o o were de ol empios doff e pEogTERL 0 R ReTwor pafic s denof @
mnshonord strgph to apioad or chasgr eformatce, o cbernme cmie domage daea kg all ek be mnd i e sudnical e

] e waige aluts For mathoriced i cafic sl mveilEoe o Abiaal ieosty paposti. Thet kvl aie schedided i i nple

Aemuos s scoordmes with Compasy Cadeines

Nether e Dovernment ok any agency thareol, oo ay of ther comploveni, oo any of lier confracion, mbsoalacion, oo Ser
emglopers, makel BT WETEE, ENjEels of Eghed of ssuEnet vy bopsl halsley of fespaomiinr fie the ScciF Ry, ComleEnell of
anetfalireris of sy micermation. sppasn, [rodect, of precess dackeaed, or represents tha @y mie woskd ol nifage priveely camesd rights
The mpermancr of bypenink dort ol onusar mrckorumest ry the Gy mrmmnens of the w rhugs o the sformaton jrodety, o wnacrs
contmnhd etin. Refarenct hentm 1o iy ipehilhe comenireial poodet, procei, of service by Bl simnd redemarl, mssfn, oF
atfeTene, (o SO0 BECHAEEY CORTINEE OF EOpdY B AT VETET (0o, 0 Ea oo by e Cron ETISN 00 BBV SRSy
conmpacina, o whoontracior real The vies snd opimsons of sthon mpresed berem do pot weceuandy stabe or reiect e of de
Dicéorrrenems or mm agency, cotfracior or sobeoofacior ool

TestCenter

B HOWTIE, T 2 X3 D Web X—Y D 2%~ A X (P.10-13) R LTI &0,
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D, FOR—Fe N LTHRY NT—I~T I ERATELIITAT 2 O EITN—TFEHIRTEET,

Kb X2V T 42 FX=TNZTD2HEOFMIOVTIE, THR—=F F=2DT 1 ORE]
(P23-9) ML TIEEW,

Catalyst 3560 R v F YI r 97 avI4F¥al—>ay HAF
[ oL-8553-09-J .m



F10E  Web R—XBTORE |

W Web R—RBIEDEES

LAN R—

F—kroxAIP

ACL

M LA — k B2 LAN port IP (LPIP; LAN R — K IP) BLO LA ¥ 2 D Web X—AZFEEZFHETE &
Fo HMNT Web N—AFRREZ M L THR A FRFBRES 4L, £ DRIZ LPIP R A F ¥ OMGENTHILE
T LPIP AR b RY 2 —F Web XN—RAFBFEDOARA b RY — L) bELRSNET,

Web /\\"—‘Xmuuﬂzd)??/l) ]\/1/ &/])7 @B;qﬁﬁﬂ)@]ﬂé & NAC T ) /““i) EIJ éﬂiﬁ‘ ANDZS }‘7)’;1&411
i, RRAF ¥ RHRRIESNET,

Web X—ZGRFEAN VLAN DA A v F R— MIRESINTNWIHE, LA Y3DODVLAN A V&4 —T =
A AT Gateway IP (GWIP; /'— h 7 = A IP) ZRETEEHA,
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[V — b A 2 —T =4 2ADFRE] (P.10-10)

TAAA FBEEDORRE] (P.10-11)

[2 A v F L RADIUS H— fo#EE o) (P.10-11)
HTTP ¥— 0% & (P.10-13)

['Web _X—ZAFEFED/XT A —H# D E] (P.10-15)

[Web Bk — B L N F—D%E] (P.10-16)

[Web X—Z2BFEDF v v 2 = ~ U OHIER) (P.10-16)

PEEL—ILEA VR —T A4 ADEE

avy kR

B

AF7v7 1 ip admission name name proxy http  |Web ~— 2B OIBIEL— L AR E L ET,

ATwF 2 interface type slot/port AV B —T oA A ALy T 4Falb—ary T— ReBBL, AN

LAY 2 ERIFILANYIA U EZ—T oA AZEEL T, Web X— 2R
Wik A 2 —T7 I LET,

type (21X fastethernet, gigabitethernet, ¥ 7-!% tengigabitethernet %z

HTEET,
ATwvF 3 ip access-group name F7 4D ACL A LET,
27w 4 ip admission name BELEA LV HZ—T x4 A2 Web R— RZEABZTELET,

AFvF 5 exit

a7 4Xal—vary T—RNIEYET,

A7v7 6 ip device tracking IPFRALRA NToXL T F—T N X—T NI LET,

2FYv 7T 7 end

¥5HE EXEC £ — FIZR D £,

AFvF 8 show ip admission configuration BEEFERLET,

AFv7 9 copy running-config startup-config EE) 2o 74 FXal—ay 77 A NVICRERPRTELET,
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| £10E Web A—RBHIDOHE

Web A—z@Bitne N

WIZ, 77 AR A=y b =1 5/1 D Web X—ARBiEx A x—T NMZT D HiEERLET,

Switch(config)# ip admission name webauthl proxy http
Switch (config)# interface fastethernet 5/1

Switch (config-if)# ip admission webauthl

Switch (config-if) # exit

Switch (config)# ip device tracking

W, BREEMBT 202 RLET,

Switch# show ip admission configuration
Authentication Proxy Banner not configured
Authentication global cache time is 60 minutes
Authentication global absolute time is 0 minutes
Authentication global init state time is 2 minutes
Authentication Proxy Watch-list is disabled

Authentication Proxy Rule Configuration
Auth-proxy name webauthl

http list not specified inactivity-time 60 minutes

Authentication Proxy Auditing is disabled
Max Login attempts per user is 5

AAA FEEDELTE

avrk E]:)
A7v7 1 aaanew-model INVN T e A
AT797 2 aaa authentication login default oy ORI FRDOY A MR ERLET,

group {facacs+ | radius}

ATw7 3 aaaauthorization auth-proxy default |Web ~— ZZBF OBRFHEDOY 2 FAER L E,
group {facacs+ | radius}

A7y 7 4 tacacs-server host {hostname | AAA —REEELET, RADIUS +— DAL, (24 vTF B
ip_address} L OYRADIUS H— ~foilfs ofE) (P10-11) 2R LTLZE
VN,
ATwvF 5 tacacs-server key {key-data} AA v F & TACACS — B THEH SN AT LR —2REL
ij‘o

AFw7 6 copy running-config startup-config EE) v 74 X2l —vay 77 A NMCEREEHRTELET,

W, AAA A 2 —T NIz T 50 %2R LET,

Switch (config)# aaa new-model
Switch(config)# aaa authentication login default group tacacs+
Switch (config)# aaa authorization auth-proxy default group tacacs+

A4 v FEHE XU RADIUS H—/\BDFBEDRTE
RADIUS ¥ = U7 4 H—rNF, MORNFIZEL > THAISNET,
e KA
e WRAKRIPT FLRA
o KRANKLEED UDP R— b &S

Catalyst 3560 R v F YI r 97 avI4F¥al—>ay HAF
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F10E  Web R—XBTORE |

W Web R—RBIEDHEE

o IP7 RLRLKFED UDP RN— &=
IP7 KL R2& UDP R— hEFOMAGORIZE->T, —ED ID BMEHK I L, Y—DFR—TIP 7 N

A Fizdh B85 UDP &R— hiZ

RADIUS ZRAZFETEDH L5122 ¥4, WL RADIUS #— L1

DERD2ODFA S = FVIZEAILY—E R (2L 2ITRFE) 2RELIZHEA. 2 BEDITRESNT

BRA L =2 VIR RPICRE

SNTEARARN U PO T == )b —"— Ny 77T v & LTHRE

F9, RADIUS "X b = b UL, E LLIAFIZH > TEIRS N E T,

RADIUS $—r3 NT A —F Zix

ETHITE, WDE AT ZRITLET,

avy kR

E]:5)

AF7vF 1 ip radius source-interface
interface_name

RADIUS O X7y EREEEINTA VF—T =2 ADIP 7 RV A%
ok oIl ELET,

RXT7v 7 2 radius-server host {hostname |
ip-address} test username username

UE— h®D RADIUS —DHRA M EIXIP 7 FLRAZHEEL
iﬁ—o

test username username 47 a &R+ 5 & RADIUS —
o R8T A NEFITTEET, BET D username I TH R —
FLTHDHILEILHY A,

key 47 3 Uik, A4 v F & RADIUS % — HORGE & K &
F—&ZfEELET,

#H D RADIUS —RZHHT2IC1E, & —NcZoavyr R
M LATLET,

ATwF 3 radius-server key string

RADIUS #— R ETHEIfET 5 RADIUS &7 —F v & 2 A v F O T
HT 2RFEB LS —2RELET,

2T w7 4 radius-server vsa send authentication

RADIUS =060 ACL DX v om— Rae A Rx—7/WIZLET,
Z OFrBIL, Cisco IOS Release 12.2(50)SG THAR— F &N TV E
R

AFv 7 5 radius-server dead-criteria tries
num-tries

P—NMIET T 4 T TH D ERRTHIZ, RADIUS H— NZi%(E
SINFEINEDRNWA v —V0KERELET, FBETES
num-tries OFFHIT 1 ~ 100 TI,

RADIUS $—r8 NF A —F Z5x

TETHHBAF. ROBRICEELTLIEE N,

o Kkeystring IXBl0O A~ FI A4 L ZHEELET,

o Kkey string 121X, AA v & RADIUS ¥ — X ETH#ifE4 % RADIUS T —<E v L O CHHAT R
AFRBLUOHEX—2BELET, F—i%. RADIUS b — A" THEMAT M SF—c &I 57 %%
AN T TRINERYD EEA,

o keystring ZHEET HHE. F—OPMBLORRICAR—ZAZMEHLE T, F—ICAX—R2 %4
M 25813, SRR —O S THLIHEZRE, SIAFTI—2HELNTIEE N,
F—(L RADIUS 7—F » THMT 2 5F —IC B L TV OILENRH Y £,

e FTXT® RADIUS #— NZHDWT, A L7 U N, BEEREH. BLOKFX—EEZ 72— L
ICRRET 5 I21E, radius-server host 7 o —/ )L a7 4 Falb—v gy avr NEFRHLET,
INHOF T a a2 —NEATHET ST, radius-server timeout, radius-server
retransmit, 3 X0 radius-server key 20—/ 3L 27 4 Xal—v gy awr FEEHALE
T, FEMIC DWW T, [Cisco 10S Security Configuration Guide] 3 X O [ Cisco 10S Security
Command Referencel %#ZM L T TEE0,
http://www.cisco.com/en/US/docs/ios/12_2/security/command/reference/fsecur_r.html
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| £10E Web A—RBHIDOHE

Web A—z@Bitne N

N

GE) RADIUS #—A_TH, AL vFDIPT RL A, $—NREXAL v FOMENREFTLHF— 2 Y 7,
Downloadable ACL (DACL; # 7> u— R ACL) 72&, WS O DEEHFETHILENH Y £7, i
HIZSWTIE, RADIUS —_Dvw=a 7 LESHR LTI,

WIZ, AA v FTRADIUS = NF XA =2 EBRFET L6 LET,

Switch (config)# ip radius source-interface V1an80

Switch (config)# radius-server host 172.120.39.46 test username userl
Switch (config)# radius-server key radl23

Switch(config)# radius-server dead-criteria tries 2

HTTP 4 —/\DBE

Web ~—ABFEA AT B I21E, AL »FTHITP =% A Z—T LT HLERD Y £F, H—
NTH HTTP %7213 HTTPS O WPk 4 X —7 L Tx £,

avwyk By
ATwv7 1 ip http server HTTP #— % A F—7 /LI LE9, Web ~_— RFEFFHAE
HTTP ¥ — &M L Ca—PRRIEM O A A | LilfE L?:E’g"
AFw 7 2 ip http secure-server HTTPS %A *—7 /W LET,

BAET B X OB AT L Web XR—=VERELZY, v /A URNRH LIzHAEDY) 4 L7 2 a3 URL
FHRETEET,
N

(G¥)  ip http secure-secure =~ R& BT AL AICE ¥ 2 TRMAEA T H121E, = — %2 HTTP Zsk
EEELIEHBAETHER A v A= VI EIC HTTPS (B% =7 HTTP) AfEH L £,

o [T BHXT D Web X—VDHAH~<A K|
o A UNKBLEREDY XA L7 ar URL OFE]

BETRXID Web R—SDHRE2TA4 R
Web N— ZFB