GE)

(E)

CHAPTER

IPv6 ACL DE%E

Z DOFETIL, Catalyst 3750 A4 > FIZ IPv6 ACL %% /ET 5 FIEIZ O\ L %9, IP version 6
(IPv6; IP /3—3 2 > 6) Access Control List (ACL; 727X v hur—L UZX L) ZEKRKL, Thz
AVH =T A RZHEATDHZLICEoT, IPV6 NI 7 4w 72T 4 VX ) 7 TEET, ThiL,
IP version 4 (IPv4;IP /N— =3 > 4) O4FiIf+E ACL 2Bk L. T A HiELRLC T, AJir—
# ACL #/ERLCEH L, VAY3BH N T 74 v 274V Z ) 73528 TEET,

R LRWRY . X7 > FEWIHFBIIRAZ Ry AL v FBIORARAL vF AX v 7 2 ER
LET,

IPv6 M3 2121, 7 = 7/ [Pv4 38 X OV [Pv6 Switch Database Management (SDM; A A v F 7 —
BR—=2ER) TUoT U= FRRESN T DLRLERHY 3, 77— hDORERNIE, sdm prefer
{default | dual-ipv4-and-ipv6 7 72— )L 27 4 Fa b— a3 a<w s RTTWET,

BEFRIZ OV TIE, KOEEZZBL TSN,

e SDM 7> 7L — hOFEHIZONTIE, & 8F [SDM 7> 7L — hOEE| 2B LTI ZEN,
o AA Y TFDIPVOIZHONWTIE, B S & A vF XAZ v 7 OEFH] 2L TSN,

o AA vTF D ACLIZOWTIL, % 41 % [IPv6 ACL OFRE] 2R L T E &0,

COBETHEMAT S OB LI OMERA GEOFMCYVWTE, 2oV —2na<v K7y
Lo AEIIFIEICRREH ENTZ CiscoI0S D~==2T LEZBML T Z &,

ZOTETHMAT L HRFIT, ROLBY TY,
o [IPv6 ACL D% (P41-1)
o [1Pv6 ACL ®i&7E) (P.41-4)
e TIPv6 ACL ®F7"]) (P.41-8)

IPv6 ACL D#IE

AA vF AT A A=K, RO 2FEED IPv6 ACL %K — b LET,
e IPv6 L —% ACL

— Jb—7 v K AR— b, Switch Virtual Interface (SVI; AA v FHEIEA X —T = A A), Fizik
LA ¥ 3 EtherChannel 72 ED VLA ¥ 3 A VX —T =2 A ZADRIF VT 7 4 v 7 F723HEENT
T4y THR—bFENET,

— REEIRE A D IPv6 7y METICHEH S E T,
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E41E  IPv6 ACL OFE |

Wl |Pv6 ACL OEEE

e IPv6 "— I ACL
- LA Y24 =T 2 A ADA LN R T T 47 AR—FShET,
— AV F =T 2 A AJELTRTDIPVv6 Ny MZEA S ET,

IP R—ZA A A—=UNBEETERAAL vF AF v 71x. A—4# IPv6 ACL 7212 R—br L%,
A— K~ ACL )1 IPv6 L—% ACL 2% FR—FLEHA,

() RYF—FDIPVOACL ZzRETH L, TT— AvE—VRERINTRENADICLY TH A,

AA v FiE, IPv6 F 77 4 v 27D VLAN ACL (VLAN v v 7)) ¥ R—FLEFA,

() A A v FTO ACL R — b OFEMNZHOWTIE, 6 342 ACLIC LA Xy bU—7 X 20T 4 D&
El #RLTLLTEE N,

1 oA X —7 A AT, IPvd ACL BXWIPv6 ACL Oifi 5 x#EH T £,
IPv4 ACL 4 & FEEIC, IPv6 "— k ACL 13/v—4% ACL L0 bELEENE T,

e SVIICASIN—% ACL BEIOASKR—F ACL BEBRESNTWEHHAIC, A— b ACL A s
TWAHR—NMIEELESATY Y MIR—FACLICLE T4 Z Y T ENET, FOMDOR—
MZFEFLIEAN—Ty RIP X7y M, =% ACLIZE>TT7 42V T ENET, ZOMOD
Ny NEZ a2 T ERERA,

e SVIZH/IN—% ACL BLOANA— b ACL BREINTWDHEHAIZ, A— b ACL @M S
TWAR—MIEBLIEAT Yy MIR—F ACLICE T4V Z ) T ENET, BELV—T v
RIPv6 X7y Mid, =% ACLIZE > TIZ 4NV EZ Y T ENET, ZOMDNTy MET 41
2V T ENER A

GE) A F—T=AREEDOR—F ACL (IPv4, IPv6, F£721E MAC) @M SnLHE. ZOR— |
ACL 37y ho7 42 Y o7 TS, R— bk VLAN @ SVI & iviz/r—4% ACL I3~
TEHRSNET,

2T, AA v F D IPv6 ACL OFEED —HHIZ >V CR L E 9,
o [HR—hL&N% ACL #4hE] (P.41-2)

o [IPv6 ACL OflfE%H ] (P.41-3)

e [IPv6 ACL L AA v F A% v 7| (P41-3)

HR—kEh$ ACL #aE

AA v F O IPv6 ACL IZ1E, ROFFERD D 9,
o 3|7 L—2A (IPv4 Tl fragments ¥—VU— K) BHFR—hIhFET,
e IPv6 ACL Ti%, IPv4 &L [F UHEHEHRMN Y A — M & ET,

o AA vF DO TCAM AXR—ANRE L TWBEHAE, ACL 7 -UZxLfHT b vz "% v~ hiX CPU
RS &SN, ACLIZY 7 ho =7 Tl EShET,

o R TNRNARY T AT arNhbiHIAN—Ty Ry bEREFITV P Ry M2k, Y7 b
77 CHEAEND IPv6 ACL BNRESNE T,

o X UUE, =% ACL TRV R—FSNEFTH, A—F ACL TIEHR—FShFEEA,
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| £41 % IPv6 ACL OBE

IPv6 ACL nigE M

IPv6 ACL DHIBREIR

IPv4 TiX, F BT E OFEHE IP ACL B L OEIE IP ACL, 4THiff& IP ACL, 8 LU MAC ACL %

£

5

T&FE9, IPv6 B’V FR— T304 0ifT& ACL 7217 T,
A A v FI% Cisco [0S BH¥ AR — 925 IPv6 ACL D KEHSZ Y AR—FLETHA, —EpssH Y £9,

IPv6 BEB L 0% T R LA : ACL #i&1%. Extended Universal Identifier (EUI) -64 XD
0~/64 DT VT 4 7 ABLOARAN 7 RKLR (/128) IV FR—FahET, A4 vFiL, 1H#k
HBEDORLWIKRDEAN T RUVAETEYR—FLET,

— AR o — L a=F Yy XA F T LR
- iz L ce—A T RLA

AA »Fi%, flowlabel, routing header, 3 XU undetermined-transport D4 % — 7 — RD
HEYR—FLETA,

A v FIIFEE ACL (reflect ¥—V—F) ZV%KR—FLEHA,

ZDOV Y —=ZARIPv6 HIZV R —FLTWBHDIL, &"— bk ACL 8L UL—# ACL 7215 CT7,
VLAN ACL (VLAN = > 7)) ¥ A" —hFLTWVWEHA,

AA v FILIPv6 7 L — A MAC X— A2 ACL ##H L EFH A,
L 1 ¥ 2 EtherChannel (Z IPv6 "— + ACL ##fH C& 8 A,
AA v FIIH ST AR—HF ACL 2% R—FLEHF A,

IPv6 D Sj—4% ACL BLUASNR—F ACLI1Z. AA vF ZE v 7T THER—FENET,
AA wvFiE, avrybtr— T —r (FE) IPv6 ACL 25V AR —FLET,

ACL ZRET 556, ACLICANENDZF—VU—FIZiE, TR T Ty 74— AL THR—F X
NAENE I DT O, BIRFEEIIHY A, N— FU 2 TIHBENRLERA L E—T = R
(AR —FE71ESVD I ACL 2@HT 256, A4 vFiEA v F—7 = A AT ACL BHKR—
FENDEZHEI B LET, PR—FEneWigEs, ACL OffTERsnE 7,

A F =T AZHEHEND ACL 12, R — F&ENhRWVF—T— K& Access Control

Entry (ACE; 727 & X avtu—n 2 )) ZBIMLED ET5HE. A4 v FIIBIEAS
H—T oA RTEHEIN TS ACLIZ ACE N BIMENDDEFRILERA,

IPV6 ACL ERAMYTF RE WY

A8y = AZ =T 1Pv6 ACL Z/— R =7 THAR—FLIPV6 ACL £ 2% v 7 A _—IZEMEL
ij‘o

AA v F ALy ZHNTIPVO ZHESHEDHITIE, TRTOARL v 7 AAN—THRIP h—E R A A—
VEFETLTWDRLERHY £7,

FHLWAL v TFNRAK v v AX—%F| &L, ACLEENTRTORY v AU |ZEE SN

FT, A= ZA v FE, HILWRZ v 7 v AF—CLoTRESNERELZRH L, RELxz
FUZHELET,

ACL DIEEE, A v F =T 2 A A~DEM, F72F3A F—T =2 A A0 DOIRERBITOND L, AZ Yy

J AL —FETHNEE TR TCDAL v 7 AU RN—|ZBRIELET,
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E41E  IPv6 ACL OFE |

Wl 1Pv6 ACL DEE

IPv6 ACL DEXE

IPv6 ACL #RET 2%A L. FRICT = 7 /L [Pv4/IPv6 SDM 7 7 L — FOWT N ZE/IRT 5 &
R ET,

IPV6 N7 7 4w 7T A NE ) T HEEIE. ROFIHZFETLET,

AFvT 1 IPv6 ACL Z{Eik L, IPv6 77 A VAL a7 4Fal—var T—RetaLET,
AF9F 2 IPV6ACL2, N7 74 v r%k7myr32% (ER) Eloid@iBstd Grr) XORELET,

ATYFT 3 A ¥—T A AZIPv6 ACL Z#H#H L EF, »—% ACL TiZ, ACL M EHIND LAY 3 A ¥ —
Tx2ARAZHIPV6 7T RV AEZRETHHLENDY £7°,

Z 2Tk, IPv6 ACL OF%ER LN FEIC S W T L £,
o [IPv6 ACL OF 7 4 /v F&RiE) (P.41-4)

o [HiooBkRe & OMANEM ) (P.41-4)

o [IPv6 ACL O1ERk]) (P.41-5)

o (4 HF—=TxAZ~DIPv6 ACL ®THM | (P.41-7)

IPv6 ACL OT 2+ )L FEERE

T 74N P T IPv6 ACL IFREXITHEMA S TV EH A,

fttD#aE & DHEEERA

IPv6 ACL OREITIT. MOMEEE/-ITAA v FREMELEROMEERLH Y 77,

o IPv6 V—% ACL 7y FEHGT 2L ORESNTVLHE. Ny MIFry 7S ET,
237 R @ 2 ¥ —73 Internet Control Message Protocol (ICMP; f > % —>3 > M A v E— 7
B hal) Fa—ZEFEEN, 7L — A ICMP BIERFERA v E— RS E T,

o TUYTY R IZL—ARNKR—FACLIZE>» TRy ZERBHAE. 2O7L—AF 7T ) v/ &
NWEHE A,

e IPv4 ACL BLXIPV6 ACL DlifxH 1 DDAZ v ZIZHER LD, Fl—A v % —7 = A AZHEH
L= TEEY, 4 ACL ITIZ—BEDOLMNLETT, REFLOLAMEZFHALEII &L, =
T— Avb—UNERENET,

IPv4 ACL & IPv6 ACL D1k, BEIORE—DLA ¥ 2 A v Z—T =2 AEZITLA VI A Z—
Tz A A~D IPv4 ACL 7213 IPv6 ACL O Icix, b a~vr ReHLET, ACL &

M BDICiEsT-a~y REFERT B L (72 2%, IPv6 ACL OfINC IPvd =i~ > K&
HBIRE), 2T — Aot —UNERRINET,

e MACACL #fHLT.IPV6 7L —2 % T 4 NA Y7 TExFEH A, MACACL IZFEIP 7 L — A
a7 4VZ) o 7TEET,

o TCAM DSithDHE . REFHD ACL 2B+ 2 &, /X7 v MICPU IZ#EE S, ACLITZY 7
My =T THEASNET,
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| £41 % IPv6 ACL OBE

IPv6 ACL oz M

IPv6 ACL DYERL

IPv6 ACL Z 1Bk 5121%. e EXEC E— FTROFIEAZFET L E T,

avwyk By
A7971 configure terminal su—) ary 7 4 Xal—3iay B— FEEWBLUET,

AT97 2 ipv6 access-list access-list-name |IPv6 77 A Y A WA EHEL. IPV6 T 7R VAR a7 4 Xal—ig

vE—FERBLET,

27973 deny | permit protocol deny 7213 permit Z AN L, & —B LG EIT Ty NEEST 50,
{source-ipv6-prefixiprefix-length | £7=1XFFA[ T HnZEHEELE T, RIZ, FHICOWTHALET,
| any | host source-ipv6-address} | o o000 1213, A2 F—Fy b TR R ALOAHTEILEREE AN LET,
[operator [port-number]] ahp. esp. icmp. ipv6, pcp. step. tep. udp £721L IPv6 7'u F 2 L%

{destination-ipv6-prefix/ BhFET 0~ 255 OB EHATE £, ICMP., TCP. # L1 UDP ®A
prefix-length | any | KB 85 A—Z 2O T, AT v 7 3b~3d 28R LTIFFEN,

host destination-ipv6-address}
[operator [port-number]]
dscp value] [fragments] [log]

e source-ipv6-prefixiprefix-length ¥ 7213 destination-ipv6-prefix/prefix-length

. AR EITEF TR ERET D EE 0 E T IT55E IPve X P U —
[dscp BB NER Y FU—7 4T AT, 16 v MEEMH Lz 20 K80 0
Pﬂg-mput] [sequence value] 16 A THRE SN ET (REC 2373 22 H),

time-range namel GE)  CLI~AT T, /0 ~ /128 DEIHOT L7 1 7 AERFRSRETH,
A v FiE. BRAEER o — L =%y AN T RLRAEY 7T
SLTa—HLRAEAR T RLAD /0~ /64 DFEEHO T LT 4 7 A,
BIOEUI =20 /128 7L 7 4 7 AT 5 IPv6 7 KL ZAREZT
YV AR—rMLET,

o IPV6 7L 7 4 7 R /0 OFEHEEE LT, any # AL ET,

* host source-ipv6-address ¥ 1-1% destination-ipv6-address (213, 555 F 7213
PRI AR ET D HME I E IS IPV6 A N 7T KL AR A LET, 7
RLAF 16 By MEZMH Lzaa XKg10 o 16 #ETHESNET,

o (ER) operator \Zi%, HED T m FaVOFEEILA— M ELITSLER— N E
W A RT o RERRELET, AT R It (Ev/hswy) | gt (&
DREWV), eq (L), neq (L <72\, range (BEHMH) 72 & T,

source-ipv6-prefix/prefix-length 813 D% DAL — 21X, HETHR— MC
—THMENH Y £T, destination-ipv6- prefix/prefix-length 55D D
FNU =L, SR — MI—HTORERH D 7,

o () port-number X, TCP £721Z UDP O 7 4 VXV 7T, ZThZEh
0~ 65535 ® 10 ## F 721X TCP H A\ % UDP " — DL R T,

e ({EE) dscp value # AJJL T, % IPv6 /X7 v k ~ v & —® Traffic Class
T4 —NVKNDO KT T 4w 7T AE L DiffServ 2 — K R A v MEZEBE
LET, ETEDHFAIL0~ 63 TT,

e ({EE) fragments # AJ LT, HHETEHRWT F 7 AV M EHRLET,
IOXF—T—=RFREFREINDLDME, 71 banyipve OHETET TT,

o (EE) log #f5ETHE, = P E—HKTH Xy MZET X7
AvE—INar ) —VIEEFEENET, log-input Zf5ETH L, v/ =
VEVIWEANAVE =T oA APBMENET, aF¥F T3 —F ACL T
EOH— b SRET,

e (&) sequence value ®x AJJLC, 77&8A UANAT—FAL IO
VAT GFERE LET, BETE HHMHIL 1 ~ 4294967295 T,

e ({£E) time-range name # AJ1LC, A7 — A2 NOREOHBEEHEE
LET,
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W Pve ACL DEE
avyFk B#
27973 deny | permit tep (L&) TCP 7272 VA MBLOT 7 AL EERL LT,
fsource-pupreRIprefi N |y R ep EAB LT, ST A—HILAT 5 3 TR
y P P ENTND AT A—F LR L TTR, WITRTAT v a2 DRT A—4 38
[operator [port-number]]
e MEATWET,
{destination-ipv6-
prefix/prefix-length | any | host o ack - fERRISEEY b EY b
destination-ipvG-address} « established : 32 S L7z BEfE, TCP 7 —4 75 A2 ACK %721% RST &
[operator [port-number]] [ack] Ny R ENDHAR. BAMTORET,
[dscp value] [established] [fin] o ‘
[log] [log_input] [neq {port | ° fin : ff‘gT E‘ b4 ]\ N > I\o j\é'fgjcﬁ) 6@5‘:‘—& Li%ﬂui% @ ivﬁ.—/\/o
protocol}] [psh] [range {port | * neq {port| protocol} :FIEDKR— FNEF LIy 2T ERELET,
protocol}] [rst] [sequence value] e P ‘
[syn] [time-range name] [urg] * psh: 7y afiEry by b
* range {port| protocol} : F— NEZFOFEAND v M ETERAELET,
e rst: Uy EY L EY L
e syn: [FHIEY &Y R
o urg MRS HF EY M EY D
A797 % deny | permit udp (f£3) UDP 77 A2 UANBLOT 7 v A5LHE2ERLET,
f;fl“’fﬁ;’ftvf;‘; :ﬁff‘i/pvrgﬁzz’;fsﬂ}“ D= F—H ST N T A OBAE, udp # AN LET, UDP 8T A —
o eymtor orton nfber]] ZIETCP T L CHBI SN T WA AT A—& LR LTE, 72721, [operator
{dimnation_i Soprefiprefic-le o] PF= PEEEI LR AT, UDP K— P OB S ELITAHITRITR
PYO-prejixp 13720 £ A, UDP O#4 . established /85 % — % [T ME5) T,
ngth | any | host
destination-ipv6-address}
[operator [port-number]] [dscp
value] [log] [log-input] [neq
{port | protocol}] [range {port |
protocol}] [sequence value]
[time-range name]
27973 deny | permit icmp (EE) ICMP 77 &2 UA MBIOT 7 v 2%t 2EHLET,
|{if.”rfﬁ;’fff;’jZﬁfﬁlpﬁﬁxg}éiZfsﬂf S sy NEA v — T R S OEAIE. demp 2 AN LE S
o Y o [port_nmfber]] ICMP X5 A —ZEAF v 7 3a D IP 71 FILORBICH BT A—4 L1F
{aistination—i Somrefisprefis-le | £ EALTTHLICMP & ytr—2 54 T L ta— K /85 4 =4 5 S
pyO-prejip NTVWEF, F7var0F—T— ROBRITKO LBY T,
ngth | any | host
destination-ipv6-address) e icmp-type : ICMP 2 vt —U ZA T HFEMEIIL T4V EZ Y T LET,
[operator [port-number]] 0~255 DEEFEMHTEET,
[icmp-type [icmp-code] | e icmp-code : ICMP Ayt —Y a— N A FEEEZLTToE) T
iemp-message] [dsep valuel log] | " 50 555 oo i o x 57
[log-input] [sequence value] \ \
[time-range name] e icmp-message : ICMP X vt —3 XA THEILICMP A vk —V DX A
THBIOa—FEEEEIZLT, ICMP Xy ha 7402 ) 7 LE
To ICMP X v b=V DI A THBEITA—FADY A MIHOWTIE, ?
F—2EHAT N, FREIOV ) —ADav R I 77 LU RS RL
TLIEEN,
A7y74 end Kt EXEC E— RICR Y £7,
AT97 5 show ipv6 access-list TrEAYRANORELHERLET,
2776 copy running-config HER) av74Fal—vay 7y A VICREERFELET,

[l Catalyst3750 R4 v F Y7 b7 A T4 F¥al—av 4 F

startup-config
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EXE:

IPv6 ACL DE}5E

BEDOT 7EA VA NNLOIELGET]

IPv6 ACL oz M

IR SEMEEZEIBRT 212X, ¥—Y— RZ4EE L T no deny |

permitIPv6 7 7 AV Rk av 7 Fal—vary avr REHEHLET,

/4

CISCO &EAHIBMFITHNIZIPV6 7278 A VR MNERET DHZRLET, VA MANOERYID

?ET:E/ R YT, 585 TCP AN— FES23 5000 LW REWRT Y FE2TXTHG LET, 2 FDOHES

= b U, %E5T UDP AR— F&E S 5000 R v hEESLET, /2.
Vi, a2y — i3 _XTCoO—HfERE=FTRHELET, VA NNOKRIIOFRI = kU IiX

2FODEAT L B
L TRTo

ICMP "7y bEFAILET, UA MO 2EFDOFA= b UL, ZOMDTXTDONT T (v 7 %

FFATLET,
Zi%‘gfj‘o

SN

EEEDEMENEIPV6 77 A U A MDKRE

WZHDHTeD, 2FDOF A= M

Switch (config)# ipv6é access-list CISCO
Switch (config-ipvé-acl)# deny tcp any any gt 5000

Switch config-ipvé6-acl)# deny :
Switch (config-ipvé-acl) # permit icmp any any
)

:/0 1t 5000 ::/0 log

Switch (config-ipvé-acl)# permit any any

A23— x4 X~D IPv6 ACL D&

AT971
ATy72

AT7973

27974

AT97 5

A7976

AT971
ATv7 8

TR XYy MU= A F =T x4 AT
V4¥34/ﬁ T A ADFEEITIEE
WHT2ZENTEET,

T2 A ANDT 7w A EHET 51213, FiE EXEC T — FTROFIEEZETLET,

774w 71C
A H—

IPv6 ACL %394 2 FIEIC>WTHPALE4, ACL %
77407, HDVELAY2A X —T A ADEE

avwv Rk

B&

configure terminal

Jua—) ar7 4 ¥al—yary ET— RRefBLET,

interface interface-id

TR A VA MNEBEATHLAY2A 0 —T A4 A (R— K ACL H) 7=
T A Y342 —T A% (Jb—% ACLH) #BELT. A& —T=A
A a7 4Xal—ary E—FE2EBELET,

no switchport

N—4 ACL 2T 25813, A v F =T =24 A2 A Y2F—F (T 7
LK) ™ELAY3E— RIIEELET,

ipv6 address ipv6-address

VA¥3IA L H—Tx A A =% ACLH) TIPV6 7 FLRAEZRELET,

Zoavr RE, bAY2 A0 — 7:4xfi Fl3A L F—T = A
WCHUREYZR IPVE 7 RLADRREIN TN D Jik, BEHY EEA,

ipv6 traffic-filter access-list-name
{in | out}

4/&—7:41®%%$77497iﬁi%%$77477k?7?xU

A NEBEHLET,

out ¥—UV—RiZL A ¥2 A% —7xAA (A— b ACL) TiE¥AR— K&

NEFA, ZZ v 7 TIPRXR—A A4 A=V HFEITLTVDLEE. out F¥—7U—
RiZL A Y34 =T ATV R—FENEHEA,

end ¥i#E EXEC T— FIZEY £7,
show running-config TIER URNDORELHERLET,

copy running-config
startup-config

(FEE) av74¥alb—ary 77 A MCREEZREFELET,

Catalyst 3750 RA v F Y2 h9x7 av24Fal—>ay HAF

| OL-8550-10-J



E41E  IPv6 ACL OFE |

W 1Pv6 ACL OER

AVE—=T A ANLT 7 ERX URRNEHIBRT A2, no ipvé traffic-filter access-list-name A >
B—TxAAar T 4 Falb—varyavr NEERLET,

WIZ, VAXYIA LT =T 2A ZDERBE LT 74 v 72 LT, 778 A YR Cisco ZiEMH %5
R LET,

Switch (config)# interface gigabitethernetl/0/3
Switch (config-if)# no switchport

Switch (config-if)# ipvé address 2001::/64 eui-64
Switch (config-if)# ipvé traffic-filter CISCO out

IPv6 ACL DR

REFHDTRTOTIERA VAL, TXTOIPV6 T 7 A URAN, I3 EDOT 7R U R RMC
B+ A MAERT DL, # 41-1 178N 1 D238 E O EXEC 2~ REfEHA L E 1,

& 411 IPv6 79 £R )R MEHERTI STV F

avwy kR

E[:3)

show access-lists

A v FICRESNTZTRTOT 78R VA ME2FRLET,

show ipv6 access-list [access-list-name] BEFRLDTRCOIPv6 T 78 A U R NEFIZLBIHT ST 7

A YA MEFRRLET,

Wiz, show access-lists 5+ EXEC 2~ RO EZ R LET, HOIKIZ, AA vF 2 & v 7 I1Z3#H
EFHDOTXTOT 7 A YA RNRERINET,

Switch #show access-lists
Extended IP access list hello
10 permit ip any any
IPv6 access list ipveé
permit ipv6 any any sequence 10

Iz, show ipv6 access-lists £7# EXEC =2~ > OB ZRLET, HHTIE, A vF ZAZ v
R EFRHDIPV6 77 A U A MR ERINET,

Switch# show ipv6é access-list

IPv6 access list inbound
permit tcp any any eq bgp (8 matches) sequence 10
permit tcp any any eq telnet (15 matches) sequence 20
permit udp any any sequence 30

IPv6 access list outbound
deny udp any any sequence 10
deny tcp any any eqg telnet sequence 20
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