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NR—KVLAN 2> 7 4 ¥al—vay avry ROREPFEHALET, 7514~V VLAN, Jli~7
VLAN, F7/ida232=7 ¢ VLAN E L CHELZ VLAN IZEV Y Tonzb A Y277 A
AN—FiEL. VLAN 377 4 X— K~ VLAN RED—EOMNIIET 7T 4 710 FEFF, LAL¥2 b
G A =T A RFSTP 74V —F 4T AT — b DEETT,

o PAgP ¥721% LACP EtherChannel IZJ8 45K —h4 774 X—F VLAN K— b & LTRE LW
TLEEW, "= "B F T A=k VLAN RED—ETH 5L, R— bk EtherChannel iR &I
T T 4T TY,

o FOTEHREICLD STP L—T%2FASET, STP 2 RX—V 2 U A2 EKEICT 572010, Mk
YW®aIa2=5 4 KA I KR— bFTPortFast 8L BPDU ¥— R& A x—7 /LI LEd (5 20 %=
(F T arvOAR= T V) —HEORE] 228), A Fx—7LVOHAE, STPIXTTO
PortFast WX E N7~ LA ¥ 2 LAN i"— ~Z BPDU & — FfEZ# w8 L £ 3, PortFast 8L O®
BPDU #— RZREF— FTA F—T M LRNTLIZEN,

o 774 ~_— | VLAN #FE T VLAN ZHI L7234, VLAN IZxafTiT =77 A X— k
VLAN R— MR IET 77 4 71270 £,

o TNRAAMBMT U IR INTWTTIA4A~ IV BLIOEIFY VLANB T 07 M HHIRE
NTWRWEE, 774 X—1K VLAN R— rZ2HO3Ry hT—27 FAAAL 2 BLIZERETEET,

fth D RE & D FE D FIFR
~

() =T AvbE—VRLTRENZTANLLATN T Ay FREELRVEERH Y £,

o Tx—NNRNoJ TV TR TTAX—F VLAN DAL v FITHRELRNTL ZEW,

e IGMP AX—Y U I NAAL v F ETAR—TN (FT7FV 1) OBE. AL vF AZ v 7 BN H
R— b9 577 14~X—hF VLAN FXAA %%, 20 £ TTY,

* Remote SPAN (RSPAN; U E— | SPAN) #7774 _X— kK VLANOF A~V EiTEh ¥
VLAN & LTRELRNTLEI N,

SPAN OFEMIZDOWTIE, % 29 % [SPAN B X U'RSPAN O E] #BH L T Z &0,
o MOXIBBENBRESNTNDAS X —T A AT T A=} VLAN A— b EHRELRNT
<TZ&EW,
— H#A4FIv7 TUEA K=k VLAN Ao RY v T
— Dynamic Trunking Protocol (DTP; # 4 FIv 2 M%7 7 bhai)
— Port Aggregation Protocol (PAgP; " — FEHK 7' 1 h =)L)
— Link Aggregation Control Protocol (LACP)
— Multicast VLAN Registration (MVR; ¥/ F % v A F VLAN LV X hb—1 3 V)
— &7 VLAN
— Web Cache Communication Protocol (WCCP)

o 7I9AX—KVLANAR—MItEFaT7 R—PMITEEHAL, RER—FLLTHRELRWNTLE
S,
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o IEEE 802.1X &R— h—XFFEAE 7 J A ~— F VLAN R— MIRETE £ 92, IEEE 802.1X &
A—h X2V T 1, HF VLAN, F/E3A— MR O —% ACL %, 771 ~<—  VLAN
R— MIRETE A,

e 7T A4 ~_— kK VLAN F A hFE-IHIRAR— M SPAN 56558 — MIIZTE £ A, SPAN %14
RN—=hr&27 T 4=k VLAN R— MMIRELTHE. N—MNIFET 7T 4 712D £,

o 774~ 1U VLAN NOREFR—NMIAZT 4 v 7 MACT RLAERELTHA, FILAX
TA YT TRLVAZTXCOEEED XY VLAN ICENTE20ERHY 9, &V
VLAN NARAZ F WR—KZAEZT v 7 MACT RLAZZRELEZHA. RILAZT v 27 TRV
AT _XTOEETZ A~ VLAN IGEMT2XLERHV T, A¥T 4 v 7 MACT RL 2%
77 A4~_— K VLAN A— F O HIBRTHERIZ, REINTWVS MAC 7 RLADTRTHOA A
X AT T A4 ~_— K VLAN O HIBRT20ENH D £7°,

A

(G¥) 7I9A4X—FLAN LIZHB 1 5D VLAN THEHESNhZZA4F v 27 MAC 7 R L RIZ,
B VLAN IS Ed, =& 2i1F. B4 Y VLAN TFEHENTMAC 7 LA
X794~V VLAN IKHERIENE T, 10X AT I v 7 MAC 7 FLARHIBRENT Y
BAGINT-5E, HET RLAIEIMAC 7 RL A T—7 A bHlIRENET,

o LA¥3VLANA v F—T =24 A%7 T4~ VLANIZXH L TORRELET,

754 R—k VLAN R®D VLAN DREH &K UxIEft I+
7F A4 ~<— K VLAN %R ET 512X, F# EXEC £— R TROFIEEZITNET,

~

(;¥)  private-vlan 2~v > RIZI VLAN 207 4 X2 b—va v E— FEKTITHETHELEEA,

avwyrk B
A7v71 configure terminal Ja—rL ar 7 4 ¥ al— gy B— FEBBLET,
A7%72 vtp mode transparent VIP E— R& FF U AT LU MZERELET (VIP 2T 1 &2—7
MZLET),
27973 vlan vian-id VLAN 27 4 Fal—y gy F— REHBLT, 794~V

VLAN &72% VLAN 455 E T 2 2ER L £3, VLAN ID O#ufHI% 2
~ 1001 & LT 1006 ~ 4094 T,

AT974 private-vlan primary VLAN Z 75 A ~Y VLAN & LCHRE L £,
AT975  exit Jua— )L ary7 4 ¥al—ary BE—RIOED £,
27976 vlan vian-id (fEE) VLAN 227 4 ¥ a b —3a v T— RERB LT, M7

VLAN k722 VLAN Z487E T 2 0MER L E 7, VLAN ID DI 2
~ 1001 & LT 1006 ~ 4094 T,

AT97 7 private-vlan isolated VLAN %2 VLAN & LTHELET,
Xj_-\‘}js exit 7“]3*—‘/{/1/ :l\./7/|'£'\“‘1 =g E'— F‘ﬁ:)ﬁv)ij—o
A7979 vlan vian-id (FE) VLAN 2o 7 4 FXal—ray F— RZ2HEBELTC, a3a=

7 4 VLAN &72% VLAN #45E 3 22 E L ¥, VLAN ID D
FHIL 2 ~ 1001 3 L T* 1006 ~ 4094 T,

A79710 private-vlan community VLAN #23I=2=5 ¢ VLAN & LTI ELET,
17-\7711 exit 7[1‘-‘/\/1/ :1“/7/('3?‘3. L=y E— ]\L:EDij—o
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avwyFk

B8

A797 12 vlan vian-id

AT v 72 THELIZTZ7 A4~ VLAN D VLAN @27 ¢ ¥ =
L—y gy F— R LET,

ATY7 13 private-vlan association [add | remove] |+ %> 4 U VLAN #7541~ Y VLAN (ZB#AHT 5,

secondary vlan_list

279714 end Fite EXEC £— FICRED £,
A7y715 show vlan private-vlan [type] BEEMRLET,
ElEs

show interfaces status

A7y716 copy running-config startup config AAYTFDARAE— T T ar7 4 Fal—rvary 774 VICKEE

RIFELET, 77 43—h VLAN REZRFT DT, AL v T DA
A= TS a7 4FXalb—ay 774 M VIP hT AT L
VEE—RRELTFTAX— K VLANRELIRET HLERH Y 3,
BIFELRWE, AL v FEH VY FLEEE. T 74/ D VIP #—
NE—RiZRY, 7I7A4—=hF VLAN VR — L3220 9,

tH Y VLAN 277 4 =V VLAN IZBEEFF S EIC AT L TIRO Z EITHEBE L T &V,

i

secondary vian list /X7 A —Z |\ FAN—R b bEHA, HEE ST 57D ~52H
AT ET, FEBIIE, BMOT T4 X— K VLANID £72 34 72 ER LT T4
~— |k VLAN ID O#iHZHETE £,

secondary vlan_list /X7 A —Z 3D aI2=7 ¢+ VLANID 2 EFD b FE T2, iz
VLANID X 1 27215 C9,

secondary vian list # AJ13 250, F£721% add ¥—V— N&$8E L7z secondary vian list %1
LCEeH %Y VLAN & 75 A~V VLAN %R £,

remove ¥ — U — K& & 4|2 secondary vian list ZH LT, ¥ &V VLAN 7514~V
VLAN OB ) 2 bR L £9,

Zoa<wy R, VLAN 2> 7 4 FXal—3vay F— R TTAECHELERA,

Z. VLAN20 #7714~ VU VLAN, VLAN 501 ##3Z VLAN, VLAN 502 5L U'503 #2332 =

74 VLAN L LTREL, 2N 6% 7T 14— VLAN NTREEHT LT, REZHERT L6271 L
9,

Switch# configure terminal

Switch(config)# wvlan 20

Switch (config-vlan) # private-vlan primary
Switch (config-vlan)# exit

Switch(config)# wlan 501

Switch (config-vlan) # private-vlan isolated
Switch (config-vlan)# exit

Switch (config)# wlan 502

Switch
Switch

config-vlan)# private-vlan community
config-vlan) # exit

Switch(config)# wlan 503

Switch (config-vlan) # private-vlan community
Switch (config-vlan)# exit

Switch(config)# wvlan 20

Switch

(
(
(
(
(
(
(
(
(
(
(
(
(config-vlan) # private-vlan association 501-503
(

Switch (config-vlan)# end
Switch(config)# show vlan private vlan
Primary Secondary Type Ports

501 isolated
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20 502 community
20 503 community
20 504 non-operational

T7S5A4R—KFVLAN KRR R R—FELTOLAN 2453 —T 114 ADETE

A7y 71
AT972

AT973
AT97 4
AT975

AT976
AT971

LAY2A =T 2 A A% T T4 _X—=F VLANKA M R—=FELTHEL, 2E7TI7A4~I) Bk
W %Y VLAN & B#EAHT 2 12i%, 5 EXEC ©— R CTIRO FIAZFEITLET,

MBIV 2=F ¢ VLAN I\ bt b &Y VLAN T7,

primary vlan_id secondary vlan_id

B
configure terminal Ja—)Lar7 4 FXal—aryET—RRERBLET,
interface interface-id AVH—TxzA AT 4 Falb—ay E— Rz
L. BRETHLAY2A X —T = AEHELET,
switchport mode private-vlan host LAY 2R =1 %2774 X— kK VLAN KRR b F— k&
LTHRELET,
switchport private-vlan host-association LAY 2AR—F 27T A4 _X— K VLAN I[ZBEN T E 5,

Kt EXEC B— RICRE D £,
show interfaces [interface-id] switchport BHEEERLET,
copy running-config startup config UEE) AA v FDRE— T v T a7 4F¥al—

vary Iy ANMIEREERGTLET,

WIZ, A v B =T 2 A 2% TF7A4_X—K VLANAKRA N R—FELLTHREL, ZHIZFTFAX— |
VLAN X7 # Bl C, RELHERT 202 RLET,

Switch# configure terminal

Switch (config) # interface gigatibethernetl/0/22

Switch (config-if)# switchport mode private-vlan host

Switch (config-if)# switchport private-vlan host-association 20 25
Switch (config-if)# end

Switch# show interfaces gigabitethernetl/0/22 switchport

Name: Gil/0/22

Switchport: Enabled

Administrative Mode: private-vlan host

Operational Mode: private-vlan host

Administrative Trunking Encapsulation: negotiate

Operational Trunking Encapsulation: native

Negotiation of Trunking: Off

Access Mode VLAN: 1 (default)

Trunking Native Mode VLAN: 1 (default)

Administrative Native VLAN tagging: enabled

Voice VLAN: none

Administrative private-vlan host-association: 20 (VLAN0020) 25 (VLAN0025)
Administrative private-vlan mapping: none

Administrative private-vlan trunk native VLAN: none
Administrative private-vlan trunk Native VLAN tagging: enabled
Administrative private-vlan trunk encapsulation: dotlg
Administrative private-vlan trunk normal VLANs: none
Administrative private-vlan trunk private VLANs: none
Operational private-vlan:
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(VLANOO20) 25 (VLAN0O25)

<output truncated>

T54R—FVLAN BER—FELTOLAV 240 3—T (4 RDEE

LAY 2A 08 —=T 2 A A% T 74— VLANEAR— ML LTREL, ZhE7I74M~v I BLT

tﬁyﬁUWANKVyﬁyfﬁému\%@Emm%-kf&@?@%%ﬁbi?o

A
GE) MNB LI I 2= 4 VLAN Wbt h ¥ Y VLAN T,
avw Yk B#
7971 configure terminal Jra—s\ L a2y T 4 Fal— gy T REMBLET,
AT97 2 interface interface-id AV B—TxAA AT 4 Fal—3 3 FT— Ntk
L. RETHLAV 207 —T A AEBELET,
A7973 switchport mode private-vlan promiscuous LAVY2R—1 %2774 —KFVLANEAGAR—MELT
HELET,
AT974 switchport private-vlan mapping primary vian id 77 A4 X— K VLANREAR— 2774~V VLAN &
{add | remove} secondary vlan_list BIRL7-EI XU VLAN ICw v B 7 LET,
27975 end HHE EXEC £— FICREY 7,
A7976 show interfaces [interface-id] switchport REXMRLET,
A7977 copy running-config startup config ER) AA v TFORE— T v a7 4Falb—
vary 7y AMVIREERFELET,

LAY2A 8 —T A A% T T4 X—F VLANBEER—FE LTHRELSGA., #CITE L THRD

Z &

/41N
v B T 502 R LET, A2 —T x4 AT TA4~U VLAN20 DAL R—T, ®H L&Y
VLAN 501 ~503 iz i~y v 7 EnEd,

Switch# configure terminal

Switch (config)# interface gigatibethernetl/0/2

Switch (config-if)# switchport mode private-vlan promiscuous
Switch (config-if)# switchport private-vlan mapping 20 add 501-503
Switch (config-if)# end

AN

=

CHELTEEN,

secondary vilan_list /X7 A —ZIFAN—252FObNER A, HEEZ T 1O v~ 528
AT £, FHBIE, @@@774«—%thUDitiA47/%ﬁ%Lt774
~— h VLAN ID O#iH ZH5E T £

secondary vlan_list # AJ)3 57>, £7213 add F— U — R&F5E LTz secondary vian list ZfEH L
TEA %Y VLAN &7 F A4~V VLAN #7714 ~X— s VLAN AR — MZvy 7 LET,

remove X — 7 — RZ57E L7 secondary vian list i LT, % VU VLAN & 7T A ~X—
N VLAN iBEFR— O~y U 75 ERLET,

AV E—TxA A% T T4 =k VLANIBER— & LTHREL TENE ST A X— | VLAN

AL v F EDOFF7 4~ VLAN, A% U VLAN, BLQR®7 714 ~X— |k VLAN &~A— M &£ <755
i%. show vlan private-vlan ¥ 7=/% show interface status £ EXEC =~ > F&f#H L £T,
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HAY) VLAN DTS54<TY) VLAN L4V 3VLANAM 3 —T 14X
~ADTYETY

AF971
AT972

AT973

AFy74
AT975
AT976

77 A4 ~X— K VLAN » VLAN L —7 4 7R &N 586, SVIZ 7714~ Y VLAN IZRRE L
TEHZY VLAN % SVIIZw vy BV 7 TEET,

>,
(E) MBI OPaIa2=7 1 VLAN iFWThbEh &Y VLAN T,
XY VLAN #7774~ U VLANO SVIIZ~v v BT LTCTI7A_X—KVLAN 77 4 v 7D
LAY 3 AL v F 7 2AREICT DL, 55 EXEC ©— FTROFIEZFITLET,
avwvFk B
configure terminal Jua—)ar7 4 Xal—yary T—RelBLET,
interface vlan primary vilan_id 77 A4~<~U VLAN CA VX —Tx2AfA A AT 4Fal—var ET— K%

BA%A LT VLAN % SVI & L CRE L £3, VLAN ID O#ifHI% 2 ~ 1001
B L1006 ~ 4094 T,

private-vlan mapping [add | remove] |t 7> % U VLAN %2774 ~<Y VLANDOL A ¥ 3VLAN A > Z—7 = A
secondary vian_list Ay T LTCTIAX—=NVLAN AN NG 7 497 DLAF 3 A

Ay F Tl LET,

end

HebE EXEC E=— RIZED £,

show interface private-vlan mapping |ZZE%# ML F7,

copy running-config startup config (EE) AA v TFDODARAE— T v a7 Fal—ay 774V

ExRiFLET,

~

GE)

private-vlan mapping f > ¥ —7 A X a7 4 FXal—Tary av NI, LA VY3I AL vF T
ENTWDLTTA_—=FVLAN 77 4 v 7 IZOHELET,

B HY VLAN 2774~ ) VLAN O LA ¥ 3VLAN £ Y ¥ —7 =4 A< v BV 7T B0, H
TEANTROEBEL TSRSV,

e secondary vlan_list /37 A —Z I\ ZAR—RA &GO LNERAL, HAEZST LD v ~%H
AT ET, FEBIIE, BMOTF 4 X— K VLANID £72 3 A4 72 ER LT T4
~— b VLAN ID O#ilf & $5E T& £

e secondary vlan list % NJT 55>, £72i% add ¥— VU — REZ$5E L7= secondary vian_list % 1fi [
LTeh>Z U VLAN 2774V VLAN IZ~v v B 7 LET,

e remove ¥ — 7 — K& RE L7z secondary vian list ZEH LT, EH % VLAN 7T A4~
VLAN O~ v B 7 &R L E T,

WIZ, VLAN 501 B3 LTV 502 DA FZ—T7 = A A% VLAN 10 12~ v 7T 5627 LET, VLAN
10 TlE, 774 X— K VLAN 501 2»5 502 ~Dt %Y VLAN AT NG 7 4 v I DON—FT 4 T
PEET S ET,

Switch# configure terminal

Switch (config)# interface vlan 10

Switch (config-if) # private-vlan mapping 501-502
Switch (config-if)# end

Switch# show interfaces private-vlan mapping
Interface Secondary VLAN Type
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vlanlO 501 isolated
vlanlO 502 community

T53A4R—KVLAN DE=2Y VY

%= 16-1 754 R—FVLAN E=4 Y Y a< U R

avwyFk B

show interfaces status 3% VLAN 281e, {2V X —T 2 A ADAT— X A&ERRTLET,
show vlan private-vlan [type] AA v F AHA I DT TAX— K VLAN F#aEF L FET,

show interface switchport AH =T 2 A ALOT T A _X— K VLAN HEEE R LET,

show interface private-vlan mapping VLANSVI ® 75 A4 _X— s VLAN v v B I TAEREZFERLET,

KIZ. show vlan private-vlan =2~ > b Ol E R L ET,

Switch(config)# show vlan private-vlan

Primary Secondary Type Ports

10 501 isolated Fa2/0/1, Gi3/0/1, Gi3/0/3
10 502 community Fa2/0/11, Gi3/0/1, Gi3/0/4
10 503 non-operational
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