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Byl v AF—IIEENRBETLHE, 7T v va AEVIRFEI TRV R 73R bitET,
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e [UNIX Syslog #— <o) (P.31-12) ({EE)

DRATL AT AyE—TDIT7F—T v b

VAT A BT AvE—UFKRKE0 XFTEAR— U RS (%), BEOZORNICEBIND AT 3
VDYl VAR TRLA L AZTHER (RESNTWVWAEHA) THEHRINLTWET, Avk—v
T, WO 7 —~v hTERINET,

seq no:timestamp. %facility-severity-MNEMONIC:description (hostname-n)
= MNFLBDORIOD A v —E451%, service sequence-numbers, service timestamps log

datetime, service timestamps log datetime [localtime] [msec] [show-timezone], F 723 service
timestamps log uptime 72—/ N)L 27 4 Fal—Ta avy RORKEILLSTEDLY £7°,
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YRTh Ave—S nxvione N
7 31-1 12, Syslog A v E—VOHEEEZRLET,
= 3141 DRTFL AT AytE—CDER
£ BT
seq no: service sequence-numbers 72— VL a2 7 4 Fa Lb—v gy avry RBFEINTNS

e, vl Ay —Vy— TV ABREEARAZ T LET,

FEHIZONWTIE, (B2 Ao —VD3—F o ZAFKZTOA 2—T B LT B —7 114k
(P31-8) &ML T &,

timestamp D7 +—~ v b :
mm/dd hh:mm:ss

A=V ERIEIA N FOHKETTY, service timestamps log [datetime | log] 7' = — /3L
A7 4 Falb—valy avy RRRESNLTVDLHEET, ZOFERNERINLET,
FEICOWTIR, (B At —VDH A L AL TDA X =T MMEB LT 4 —T7 11k

721

F (P31-8) &BMLT a0,

hh:mm:ss (FERFE)

Fx

dh ()

Sacility Ave—UNRBERTEHT77 U7 4 (SNMP, SYS 72 &) T, vyx—rEns 77
T A4 D—EIZONTIX, & 31-4 (P31-14) #BHL T ZE0,

severity AvE—VOEKEEZRT 0~T O 1HfiOa— RKTT, BREOFMIZONTIE, # 31-3
(P.31-10) ML T ZI W,

MNEMONIC Ay —VE BRI TFA L A YT TT,

description LAR—hSINTNEAXRY MOFEMERTTFA N X MY 7 TT,

hostname-n (X 4 -n)

AB T AUN—=DRAMBLOAZ Y ITNDAL v FFE, ALY T T AX—TAX Y
T A=D1 DTTR, VAT A Ay —VWHANEMNINLEEA,

WIS, AP v = AZ—=BLORS v 7 A— (BRA N Switch-2) (T DAL v F VAT L
Ay —TO—HOHERLET,

00:00:46: S$SLINK-3-UPDOWN: Interface Port-channell, changed state to up

00:00:47: SLINK-3-UPDOWN: Interface GigabitEthernetl/0/1, changed state to up

00:00:47: S$SLINK-3-UPDOWN: Interface GigabitEthernetl/0/2, changed state to up

00:00:48: S$SLINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed state to down
00:00:48: $LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernetl/0/1, changed
state to down 2

*Mar 1 18:46:11: %SYS-5-CONFIG I: Configured from console by vty2 (10.34.195.36)
18:47:02: %SYS-5-CONFIG I: Configured from console by vty2 (10.34.195.36)

*Mar 1 18:48:50.483 UTC: %SYS-5-CONFIG I: Configured from console by vty2 (10.34.195.36)
00:00:46: $SLINK-3-UPDOWN: Interface Port-channell, changed state to up (Switch-2)
00:00:47: $LINK-3-UPDOWN: Interface GigabitEthernet2/0/1, changed state to up (Switch-2)
00:00:47: $LINK-3-UPDOWN: Interface GigabitEthernet2/0/2, changed state to up (Switch-2)
00:00:48: $SLINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed state to down
(Switch-2)

00:00:48: $LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet2/0/1, changed
state to down 2 (Switch-2)
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DRTL AvtE— AX U TDTIAILMERE

% 31-2 DRTL AYE—S OAXIDTIAIL NEE

BERE T4 NEEE

A= ANDYAT A A=Y aX s A X—=T )V

Y= VOEKE debugging (& L UEKMEAIZ LV KV L,
# 31-3 (P31-10) =&R)

a7 77 A NVERE T ANBDEERL

gy Ny 7y A X 4096 /~A |

1 J B A X 1 AvE—2

B AL AR T FA4E—T

EE =S TA4E=T

o7 = Fa4kE—Tn

Syslog #— "D IP 7 KL & R

RELE T — Foe—7

P—N T Ty Local7 (& 31-4 (P31-14) &)

H— DK informational (3 X OEUERIIZ L D KW L~UL,
# 31-3 (P.31-10) # %)

Ayt—o OX DT« tE—T Ik

ATy71
AT/ 2
AFv73
A7v7 4

A7y75

A=y aX 3T 74N R TS RX—TNVICEESNTHET, 2 Y=L PUSADONT D5
T A B —VEEETIERIT, AvE—Y aX o 724 X—T N THUERHY £, A v
=Y X IR X —TNVOEE, vl Avke—iEeX S ek ACE EENET, u¥X s
Tut A, Ave—UEAERT IR YR LR LAV G ESTICEREE L =T,

Aoyt —v uX T ET 4 —TNMIT DT, B EXEC E— FTROFIEEZETLET, ZOF
JEFAEE T,

avUF iy

configure terminal Jua—rL ar 7 4 X¥a2lb—ay B— NEEBLET,

no logging console AyE—U aX o TET 4 —T NI LET,

end H:HE EXEC E— NIZREY £,

show running-config HEEMERLET,

EJ N

show logging

copy running-config startup-config EE) av74Fal—yay 77 A NVICERERHRELET,

X FaeRET =TT AHE, AvE—URar Y - MIEZIAENSETT B ERT
@ﬁﬁﬁ%%%fé%%ﬁ%étb\X%/%@@@%Wﬂﬁ?? k#%@i# X/ 7o
BANRT 4 =T NVDOHE, A vE—VIEERETCIC EFIXa~y FHAICEVATLET) v
VWL RRRINET,
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YRFL Ayb— nxvdone B

logging synchronous 72—/ N)L 2> 7 4 Xalb—Taly avwr R, aryV—~DAvE—UFK
R LET, Z0a~vy FaA X —7 0T 5 L, Retun 2SI RITNIEA v E—UBRRREN
FHA, FEHICONWTIE, 17 XAye—YoRME] (P31-6) 5L T EEN,

Avl—y aX o ET =T M LTERICFEOA 2 —7 2T 5I21E, logging on 7' —/ 3L =2
Y7 4FXalb—varawr REFEHLET,

A yt—ORRI|ET/INA ADEE

A= 8X L INA R —TNAOHEE, 2V AT TRIUIFEDOERFTICH A vE— V% EET
xFET, AvE—VOZEHEHERTET DI, B EXEC T— R TROa~ > FE 1 DE 7138
FRALEYT, ZOFIEXMEETT,

avwyk B#
A7971 configure terminal Ja—r)L ar 7 4 ¥al—ay T— FEABEBLEST,
27972 logging buffered [size] AR RTRY AL vTF (AL vF AL v I OFHEFAL v 7 < A

Z—) ONEARy 771 A v —VhaxX 7 LET, HETE L4
12 4096 ~ 2147483647 /XA N TT, T 74/ bDONy T 7 P A XX
4096 /XA hTT,

AR RTRY AL v FERITAL v 7 <A —|ZBENRRET D L
7T vva AR VIBRES R W AW a ZidkbhEdT, AT v 74 %
ZIRLTL XN,

GE) RNv 77 FAXERETELMMICHRELRNTLEE N, o
VEEIHEAT AT RARRETHIENLVET, AL vF LD
eExTuty¥ AEY ERRFT DL, show memory FikE
EXEC a~ > REMHHALET, 2770, BRENDEEHHTE
LDERFETHHIZH, Ny 77 A X% ZOEICHKE L20T

<TEEvy,
27973 logging host UNIX Syslog #—/3 AR A MZ A vE—T &7 L ET,
host 121X, Syslog —/ 8L LTHMAT R A FOLARTEIXIP 7 F L
ArIRELET,

ns Avw—U%%ETDH Syslog —"DV A NEERT DI, 2
Da~xy REFEEADLET,

Syslog % — /O EFMEIZ DV TiL, TUNIX Syslog H—/SDFIE
(P31-12) LTSN,
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27974 logging file flash:filename
[max-file-size [min-file-size]]
[severity-level-number | type]

ABZRTRUAL T (AL v TF AZ v T DRRIIAL v T < AHF—)
DT7Tyvva AERVNDOTZyAMIal XA v —V%RFELET,

o filename \Zi¥, BT AvE—V DT A NLEATILET,

o (EE) max-file-size \Zi%, v 77 A VORKY A XEHELE
9, fHE T X 4096 ~ 2147483647 T9, T 7 4 /v M
4096 54 1T

o (EE) min-file-size \21X, 727 77 ANDER/MNI A XEFELE
9, fHE T 2#iFAIL 1024 ~ 2147483647 T7, 7 7 4 /v MEIZ
2048 /A KT,

o (ERE) severity-level-number | type IZI%, v ¥ VT OERKEE 1T
X A TREELET, HAEOHMIL0~T7 T, vk
T HAT F—T—FO—EIZONTIE, £ 31-3 (P31-10) &M
LTCLEEW, T74NV TR, Ty Ayt —v ) BLOSHE
I E VIRV L RLDRA vy =V Ba s 77 A VK EENET,

A7975 end

He#e EXEC E— NIZED $£7°,

A7976 terminal monitor

BAEOE Yy a I, oV — LU ERICA v — V28 LT,

MR TG A —AHEa< L NI — DR ESN, By a 0T
BIZINZ/R 0 ET, TR0 T A —UEFERTIEEE,. By
VI ZIDOART v T ERFETTILENL Y £,

A7977 show running-config

REZMRBLET,

A7978 copy running-config startup-config

(EB) av 74 ¥al—var 77 A MCRERRIELET,

logging buffered 7 o —/ )L 2> 7 (Xl —v gy avr NEETTLIE, B A vv—URRNE

Ny Zr7ilabt—snEd,

PR 777D T, N7 7B EWNZRb e, HWA =T 0

LWAyE—UTEEMIONET, Ny 7 7ICEEmMS NI A vy =V EEKRT 5T, show logging
B EXEC a~r FEMEHALET, Ny 77NORBHTWA Yy E—UREIICRTEINET, Ny
77 ONEZZ VT T 5I21E, clear logging £##% EXEC =2~ R&fA L £,

¥£7E D Power over Ethernet (PoE) %ISR — R TPoE A X hoa¥y 7 a A 3x—7NVERIEIT «
T —7 T 511X, logging event power-inline-status f > % —7 xf A a7 4 ¥ a2l —v 3 v
av REFEALET, ZOR—-FTOuXr7iE, T740 8T X—T N TT,

ALY = ~DUX T BT =TT HITIE, no logging console 71— 3L 2T ¢ ¥ o b —
varvavwry REFRLES, 77 A ~ORF U T ET 4 B—T7ICT HITIE. no logging file
[severity-level-number | type] 70— b a7 4 Fal—v gy a<wy e LET,

04y A vte—CnREEAE

REED 2 v Y — )b F— b ERE 7RG R BRI LT, FEREEFER A v & — U8 X O debug FiHE

EXEC =~ RO & E(EH

RTFARAL 2O N B LT oo T M EAMEEL N TEES, &

KIS CTHRMICH D SIS X v e — V0¥ A TR TR ET, £12, MROEAMA v t—v
FHIBRE B E T L THL Sy 7 7 ORKEERET 5 2L bTET,

HEREEFHERA v =V B L Wdebug =~ > R ORI R X2 7084 2 =T VDA, EEHERT A
AARIR A ) = VCRRFETTAR S 721 FEREFERT ANA A0 6 O N1 FRK AR F 72 13 FIk
ENFET, FEEHRA vE—VBIWdebug 2~ > FOHNIE, =2—FATATa 7 RSN
eI, 3= MR ENET, LMo T, FEEHRA vE—VB LU debug =2~ FOH
7]%1\ i"fl:luﬁ;kT/\/])XtEljjij:U7‘j/7 ~iz Jwﬁiﬂé EEHY i‘tj__/\/ F i‘{nuﬁ;k% v -
URERRENTHIZ, 2 —NEa—Y T N EEERALET,
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Fle % 7 2RET 2121, F## EXEC £E— FTROFIEEZFATLET, ZOFIHIIMEETT,

avwy kR B
A7971 configure terminal Ja—R) a7 4 Xal—yay ET— NEBBLET,
AT972 line [console | vty] line-number Ave—VORMARX L T E2ITO LI, BERELET,

[ending-line-number] o XA vFDary—) R R— bz LTHTONDREICIE,

console ¥ — VU — N&EZfEHALET,

e [Ain X7 %A F—TNCTT D vty ERERTET 5121
line vty line-number =~ > RafH L ET, Telnet &> a3
ENL TN AR EICIE, vty B E2HEH L E T, BRES

WCHETE 2#iHIX 0~ 15 T,

16 A0 viy BEROBE 2T =T —EIEET 510013, KO L HICA
jjl_/ij‘o

line vty 0 15

Fio, BUEOERICHER IR TWD 1 D0 vty [EIFROFE E%Wﬁf
HoLbTEET, AR vy 2 OREEEFETSIC
KDOEIICATLET,

line vty 2

ZDawr REANTHE, 4 a7 Falb—Tay E—
iz v £147,

27973 logging synchronous [level [severity-level | | * vt — Y ORAME XL 7oA F—T M LET,

all] | limit number-of-buffers] o ({EE) level severity-level IZ1Z, A v —YDEREZET L
F9, ARKERZOMELETHD A vE—1F, FERBICHS
SNFET, ERNIWVFERRETIREL, BERAREWIZLEE
REFNEL 2D EF, 774/ MEIZ2 TY,

o (LE) levelall ZIFET 2 &, EREICEFERL, 7XTO
Ay —URERMICE N INET,

o ({EE) limit number-of-buffers (2%, ¥ =2 —A 7 INDHER
DRy 77 HERELET, ZNEHEZZH LA -V
BEFEINE T, FBETE HHPHIL 0 ~ 2147483647 T, T
7 4V MEIX 20 T,

27974 end HHE EXEC — FICE Y £,
A7v75 show running-config REETERLET,
A7%7 6 copy running-config startup-config (EE) 2o 74 FXal—vay 77 A NVICERERRTELET,

FEEFHRA v =V BLOT ANy FTH ORI %EZT 4 £ —7 02T 5 121E. no logging synchronous
[level severity-level | all] [limit number-of-buffers]| 7 A > 27 4 ¥ a2 b—va v avr FEHEHALET,
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T oXyJUnME

AT Avt—PDRALREZTDAR—TEEEKUT 1 E—TILE

FIFNLIRITIE, B AvB—JIZFE AL AFUCTFRERENEY A,

0y A= DEA L AL T A F—TNMIT DT, ¥t EXEC T— FTROFIEEZEITLE
T, ZOFRFEETT,

= S B
A7v71 configure terminal sa—sy a7 4 F¥alb—va s E— RelBLET,
AT97 2 service timestamps log uptime 0T DEALNARE T A F—T VI LET,

EJ/ s RHIDA~Y REFE[TTLERn T Ayt —VDF AN A

service timestamps log datetime [msec] [localtime]

VIWA =TI VAT LR FER L%

[show-timezone] BEAERENET,

2F/DDOav FEEITTLE, B AvE—VDX A A
AP TNA X =T N ET, BIRLIZAT Va3 1
JEUT, B—H)L AL — UL U B, R

RV, BA L= BELAA L RAZ LT L LTERT
xFET,

A7973 end kit EXEC £— RIZRE D £,
A7974 show running-config REEMERLET,
A7%75 copy running-config startup-config (BE) av74Xal—vary 77 A VICRERIRFELET,

Ay Ayvt—

ATy71
ATy72
AT973

TNy T Aye—enl Ayvbt—VOMGOZA L RAZ T HT 48— M T 5HITiE, no
service timestamps 70—/ 3L 27 4 X2 L —T gy avr NEFERHLET,

WKIZ, service timestamps log datetime 72— /L 2> 7 4 Fa b — g avy REAf X —T7IC
L=t on 7R RO—HERLET,

*Mar 1 18:46:11: %SYS-5-CONFIG I: Configured from console by vty2 (10.34.195.36)
(Switch-2)

&IZ, service timestamps log uptime 72—/ 3L 2> 7 4 Fal—v gy avy REAf x—7LCL
rHGoR TRRO—HERLET,

00:00:46: SLINK-3-UPDOWN: Interface Port-channell, changed state to up (Switch-2)

SOV—TRABEDA F—ITNEEEIUTFT 1 —T L

oo Avb—DF AL AR UTRREICICRDZIZENRDDZHD, 1 DO X vE—% FERECHR
BTEDXHIT, AveE—VWCv—F  AFFEFERTEET, 774V FTHE, v Avt—VIC
V= U AFBFIIEREINERA,

BT A=V DU U AFGEAF—T ST HITIE, B EXEC £ — FTRO FIRZ FET L&
T ZOFHEFIEETT,

avwyr B

configure terminal Ja—)L ary7 4 Xal—yary T— REHBLET,
service sequence-numbers =TV AEFE G EARX =TI LET,

end 5t EXEC E— RNICRE D £,
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ATy7 4
AT975

Ayt —

YRFL Ayb— nxvdone B

avw> kR B#

show running-config WEEMWRLET,

copy running-config startup-config (EE) arv74Xal—ay 774 NMVMIEREXIRIFEL
9,

V=l VAR T ET 4 —7 T HIZIE, no service sequence-numbers 72— /3L 2T F o
L—vay avwr REEALET,

WIZ, V=TV AFEGEAR—T NI LESEOR X U IV RRO—HE R LET,
000019: %SYS-5-CONFIG I: Configured from console by vty2 (10.34.195.36) (Switch-2)

VERKEDESR

BIRLET A ZCRTEND A v E—VZHIRT210E, AvE—VOEREZRELET
(& 31-3%&ZM),

AvbE—VOBEREEZTEET DL, FHE EXEC T— FTROFIEEZETLET, ZOFIRITTETT,

avwr kR B
A7971  configure terminal Ja—) a7 4 Xal—yary T— REBEBLET,
AT972 logging console level a V= VICEREENDS A v E—URHIBLE T,
TIANET, ary =37 Ay 7 Ayte—v BLOHEMNIC L
DIRWL VDA v —T%ZE LET (F 31-3 (P31-10) 2#BH),
27973 logging monitor level ARERRICEEER SN D A v —VEHIRBL T,
T 74N RNT, WRIET ANy 7 A v— BLOEMEMIZ LD KN
LARLADAyE—UEZELET (F 31-3 (P31-10) 25,
AT97 4 logging trap level Syslog r— NIZFEEREND A v E—VEHIR L ET,
7 7 #/V b T, Syslog — NTEIA v =T BIOHMERICZ LY
BN A vt —T2ZELET (£ 31-3 (P31-10) &),
Syslog ¥ — 3O E FNEIZ OV THEL, TUNIX Syslog — /SO iE |
(P.31-12) Z#ZBL T EEW,
27975 end ¥i#E EXEC £— RIZREY £,
A7976 show running-config AR LET,
EelEe
show logging
A7977 copy running-config startup-config (FE) avr4Fal—vary 77 A NVICEREEZRELET,
S
GE)  level Z5ETDHE. ZOLANADAyE—Y BROBEAIZK VRN LD A =056
FoRENET,
Catalyst 3750 RA v F Y2 h9x7 av24Fal—>ay HAF
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A= A~NDRF T ET 42— T HITIE, no logging console 7 72— N)L 22T 4 ¥ o L —
var avyFEEALETS, ar Y =AM KR~OR X T E2T 4B =T T HITIE, no
logging monitor 70—/ )L 27 4 Fab— g avr FE@HALET, Syslog —~Du ¥
VT 4 =TT BHITIE, nologging trap o — )L 2T 4 X ab— gy awr RElH
LET,

# 31-3 1T level ¥—V—FZRLET, £/, 57T 5 UNIX Syslog £ 4, EREOR S HEWOH D
MBJEICR LET,

& 31-3 Xvt—2 Ax>Y level ¥—7—

level ¥—7—F LARL B Syslog &%
emergencies 0 AT AIRLEETE LOG_EMERG
alerts 1 7272 B I RHIL S L B 2k e LOG_ALERT
critical 2 7 U T ¢ v ipiREE LOG _CRIT
errors 3 7 — LOG_ERR
warnings 4 it LOG_WARNING
notifications 5 EFENEE 2T A0 LOG _NOTICE
informational 6 WA v EB— LOG_INFO
debugging 7 TR T Ay—y LOG_DEBUG

V7 U =TIE, TSN O 40D T A DA =V EERLET,

. P =T EEAN— FY =7 OBREEICET 527 — A v k— : warnings ~ emergencies
ODEjU“'Ci'%/Téﬂiﬂ”o IDHAT DAy =V, A v TFOERBICEERNHLDLZ L ERLE
T, ZOMIMELSLOEEFIEIZOWTIE, 2OV Y —RICKHIETIVAT A Av®—2 A KR
EHERL TSN,

e debug =~ ROH ) : debugging DERE TR IREINET, BFE. 73y a~v NiE
Technical Assistance Center (TAC) TOIFEHA I E T,

o AUH =T 2 A ADT v FERIFIE T FToVvar AvE—VBIVVAT AFEEIA v
+— / notifications DENRE TR RENET, ZORXA v E—VFHRIBERTHD ., 2L vFD
HEREICIXEN BV FH A,

o Jo—KRERBIOTMZTovR XRZ vy T7DRAyE— 70 informational L ~/L CFE RN FE T,
ZOAE—VIEHERDZBERTHY ., AL v FOREBIITHERD D A,

BET—JILELY SNMP [iE{ESh % Syslog # v t—COHlR

snmp-server enable trap 72—/ 3L a7 4 Falb—ay avr REHEMALT, SNMP % v b
—JEBRAT—a VIZEFEESNDH L DI Syslog A vy E—Y bT v TIRAL =T NVICHEES LT

LDHEIE. A v T ORBET =T NMIEEBL M SN OIA v E—VOEREZERTEET, £

7o, BET =T NMHBMENE A v =V OBEEFETHI L L TEET,

SNMP 7 v FI35 e~ DBEMMRFES LTV RNIZD, A v —VIERBRET —7 VicishET,

T 7 4V h T, Syslog b7 v 7HBA X —T N TRVWES S, EAED warnings D A v & — BX
OEEIZ X VIRV A v E— (3 31-3 (P.31-10) 22 2, BET—7 I 1 oS ET,
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YRFL Ayb— nxvdone B

EREBLOBRET —7 1V A XOFT 7 4V MEEERET 521X, F7#E EXEC E— R TROFIEE 5=
TLEY, ZOFEIZEETT,

=1 N B&

A7971 configure terminal sa—n)arz 4 Xal—vay w— FElBLET,

27972 logging history level' JBIEZ 7 A T E ., SNMP #— Z3%(E S5 Syslog 4 v —
DT T AN FOERELZERELET,
level ¥ —TU— RO Y A MI2WTIE, £ 31-3 (P31-10) 28R LT
SV,
7 7 4/ k TiX, warnings, errors, critical, alerts, X O
emergencies O A vt —UNEEEINET,

A7973 logging history size number JBRET — 7 NAHEHNITE D Syslog A vE—VUHERELET,
T7HNVETIEL DDA v E—URRMHENE T IBETE 28X 0 ~
500 T3,

A7y74 end FrtE EXEC £— FIZR D 7,

A7975 show running-config LEAERLET,

A7976 copy running-config startup-config | (L&) =L 74 F¥al—Sar T A NMCRERREFELET,

1. % 31312, level ¥—U— FBLOPEKRELZRLTWET, SNMP ZH L TWDHGIT, EREOCMHEN | ZIHAET, 72L&
Z X, emergencies 1% 0 TIiX72< 11T, critical 132 TIX72< 312720 £,

BIET — T B0 O%E (logging history size 72— VL a7 4 Fal—vay av s RT
RELERKA =Y 2 FUEAKEISNTOWEEHES) X, FiLn Ayt —Y =2 MU 2T
EH LI, b TV MY BT =T ALGHIBRENET,

Syslog A v =Y Ou*¥ o 7 %T 740 FOEKREICETIZIE, no logging history 7 m— 3L 2
Ta4F¥alb—varyavwryFeHLES, BET—7AHNOA v —V8%ET 7 40 MEIZRETIC
i%. no logging history size 7 o —/ )L 27 4 Fal—v a3y a<wr REHRALET,

BREZEEOH—DA r—TILIE

Command-Line Interface (CLI; =2~ RIAv f L F—T =2 A R) TIToRELEEZ VT v T
THEDIIRER T %A 2 —TNMIT D LN TEET, logging enable RELE R — a7 ¢
Falb—varavr RaeAlt2e RELERCA SNty vay, a—FBITa~vs R
NaZICEEINET, REa OV A XX 1~ 1000 =2 N OB TRETHZENTEET (F
7 4L NiE 100), no logging enable =~ > K D#%IZ logging enable =~ R AL Tue¥ /%
TAE=TNMZLTHUOA X =T NMITDHILET, WOTHrIE2 7 VT THIENTEET,

show archive log config {all | number [end-number] | user username [session number| number
[end-number] | statistics} [provisioning] ###% EXEC =2~ > F&#H L C, & En /&R EidfEe L
TN TGA—EOn SR RLUET,

T AN BNTHRECX L TIEIT 4 =T Mo TOVET,

a2 RIZOWTHE, RO URL 125 % [Cisco I0S Configuration Fundamentals and Network

Management Command Reference, Release 12.3 T] LML TL 72X,
http://www.cisco.com/en/US/docs/ios/12_3/configfun/command/reference/cfr 1g04.html
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EHNE SRTFLARAXVIBLUVRT—F BFXLTORE |

W 274 2v&—3 OXTORE
REDX T A X —TNVICT DX, ¥ EXEC E— R TROFIEEFEITLE T,
avyk B

A7%71 configure terminal sa—n)ar7 4 Xal—var E— FERBLET,

ATy72 archive T—HAT a7 4 X¥al—ay T— REEBLET,

27973 log config BELEFH— a7 4 Fal—var ET— REBKBLET,

27y74 logging enable BRELT XL V%A F—T M LET,

A7y75 logging size entries () #En 7 CRET = MY KERELET, FHETE 5
i1~ 1000 T%, 574V MEIX 100 T,
GE) BEvI/DB0oldWichsd, Hiflor NI BALENET-W

WEbivwe Z = MU REHIBRERET,
A7976 end ¥ EXEC £— FIZRY £7°,
27977 show archive log config REQ T FRTHILET MU ZHERLET,

UNIX Syslog H#—/\®

WIC, REEF T —%A X =7 M LT, rnZ70Ox bV EE 500 ICRETHH 2R LET,

Switch (config)# archive
Switch (config-archive)# log config

Switch (config-archive-

(
(
Switch (config-archive-
(
Switch (config-archive-

log-cfg) # logging enable
log-cfg)# logging size 500
log-cfg) # end

RER 7 OHNBNTIRO LY TT,

Switch# show archive log config all

idx sess
38 11 unknown
39 12 unknown
40 12 unknown
radius
41 13 unknown
42 14
43 14
44 14
45 16
46 16
47 16

AR IE

user@line Logged command

user@vty3 Ino aaa authorization config-commands

user@vty3 |Ino aaa authorization network default group radius
user@vty3 Ino aaa accounting dotlx default start-stop group
user@vty3 |no aaa accounting system default

temi@vty4 |interface GigabitEthernet4/0/1

temi@vty4 | switchport mode trunk

temi@vty4 | exit

temi@vty5 |interface FastEthernet5/0/1

temi@vty5 | switchport mode trunk

temi@vty5 | exit

WIZ, UNIX ¥ —30 Syslog 7—F Y ZREL, UNIX VAT A vX 7 77 VT 4 2EHKTDHTF

NEWZ DWW TR L £ 7,
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YRFL Ayb— nxvdone B

UNIX Syslog T—E > A~ADRY A vt&—

AT h m A y¥—U% UNIX Syslog ¥ — M2k ET 2812, UNIX #— 31T Syslog 7 —F &
ERETLLENRHY £4, ZOFIRTMEETT,

root LTI AL, WDAT v T HEITLET,

GE)  WHi/3—T 3> ® UNIX Syslog 7—F > OHIZIE, T 74/ TRy NU—2 150 Syslog 737 > b
EZTANZNLORHY ET, ZOXIRVAT LAOHFEIZ, Syslog A vE—YDUE—F aXr
ThAX—TMZT BHIZIL, Syslog 2~ R T4 NZBMEZITHIRTA2LERS LA TV a vk,
UNIX @ man syslogd =~ > RZ&#H L THBIL 7,

AFw 7T 1 Jetc/syslog.conf 7 7 A MK D L 5 72fT% 1 4TIBIML £,
local7.debug /usr/adm/logs/CiSCCllOg
local7 ¥— U — RNi%, T30 X 7 77 UT 4 2BELET, 77 VT 4 OFEMICOWNTIE,
# 31-4 (P31-14) 2B L T 2 &V, debug — VU — Fik, Syslog DEAEZHRELET, BRE
DFMICOVTIE, % 31-3 (P31-10) £BMLTEEL, Syslog 7—E 243, TLLLOBAKD

BRI, ROT7 4=V RFTHREINZZ 7 ANMCA vy E—VEEEFELET, ZDO7 71 /iE, Syslog
»;%/ HEIRADIERD D DA T 7 A NV TRITIUIRY £H A,

RAFwFT 2 UNIX vzl FurFMkOoavy REANLT, a2y 77 A VEEKRLET,

$ touch /var/log/cisco.log
$ chmod 666 /var/log/cisco.log

AFvF 3 Syslog F—FNCH LR ELZBM ST LT,
$ kill -HUP ‘cat /etc/syslog.pid’

FEMIC oW TR, ZEMA® UNIX v A7 A0 man syslog.conf 35 10" man syslogd =~ > RE&5H L
TLIEEW,

UNIX R TL AXVT 779) T4 DERE
VAT A BT Xye—VENTANAL ACEETHHAIE. A vE—Y% UNIX Syslog 77 v U 7«
MHLEEENTEA Y E—V L LTHETS LI /XTA%.@ET%&@“

UNIX VAT A 773 0T 4 Avk—Y uX U 72 ET DI, FiHE EXEC £— R TROFIEZ E
ITLES, ZOFEITEETT,

avw vk B
A7v71 configure terminal Fra—s ar 7 4 ¥al—ar B— REEBLES,
27972 logging host IP 7 KL 2% A/ LT, UNIX Syslog #—/3 AR & M2 A vt — U % ik
LET,

07 AytE—T%%(ET D Syslog h— "D VU A RN EAEKT HIZIE, 20
o<y REEERIASLET,

Catalyst 3750 RA v F Y2 h9x7 av24Fal—>ay HAF
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B z<—t+oFoJoRe
avwvFk B/
27973 logging trap level Syslog h— NCFigREN D A v E—VZHIRL ET,

ATy7 4

A7975
AT797 6
A7 1

AY—hk OXI5D

7 7 4V b T, Syslog h— N FiAAMA v E—VBIRZENIKRD A >
t—TEZIELET, level ¥—VU— FIiZoWTi, # 31-3 (P.31-10) &
SZHLTLEEN,

logging facility facility-type

Syslog 7 7 ¥ U7 4 B E LET, facility-type ¥— 7 — RIZDW T,
#*& 31-4 (P31-14) 22 LT E &0,

7 7 # v M local7 T,

end

¥ EXEC £— RIZRED £,

show running-config

ROE A TR L% T

copy running-config startup-config

L35) av74Xalb—vay 77 A VICHREZRTELET,

Syslog — "% HIERT 51Z1%, no logging host 7 m—/ )L a7 4 F¥Falb—vary avy REFRAL
T, Syslog =D IP 7 FLAZIEELE T, Syslog h—~OaX o 7%7 4 —7NICTHIC
I%. nologging trap 70—/ L a7 4 Fal—var avr REALLET,

# 31412, V7 =T TCHR—FENTWDUNIX VAT AL 772 VT 4 %2RLET, 26D
T UT 4 OFEMIZOWNWTIR, ZEHDO UNIX XV —TF 4 v F VAT AOEEv=a2 T V&SR
LTLIZEN,

£ 31-4 AX >4 facility-type ¥—7—F

facility-type ¥—7—F B

auth R[S AT A

cron cron 77U T 1

daemon VAT AN T—F

kern T —x v

local0 ~ local7

n—HWVICERZRINT-A v =T

Ipr FAY TV H AT A

mail R—)L VAT N

news USENET == — A

sys9 ~ sys14 AT LT

syslog YAFLH TS

user Z—H FukR

uucp UNIX 705 UNIX ~Oa v — X7 A

AR TE

Av—h BX U7, FANCERSNE NI T —F a2 —FRERLZ N T—IZESN T T
b 7= RABEOT s 2AR— 5 A= X L&A L E9, Cisco I0S Release 12.2(58)SE LA
B, AA v FIRRDA Ry bDA~w—F X 7R —hLET,

e DHCP AX—Vt 7&K
o XA FIv T ARP A VAT ¥ g ViEK
e IPY—AN—RIZIVEFTEINTZ T T4 v 7
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ze—t ox¥vyome W
o ACLICKVFFRERIFESTENZNT 7407
Av—h BX 0BT DI, Av—F BX U TR X =TT D L EITHER T D NetFlow —
JAR—B EBANIRET HLENRH Y £3°, Cisco Flexible NetFlow D% EIZ DWW TiE, % URL
W2 5 [Cisco I0S Flexible NetFlow Configuration Guide, Release 12.4T] #ZM L T 72& W0,
http://www.cisco.com.do/en/US/docs/ios/fnetflow/configuration/guide/12_4t/fnf 12 4t book.html
Aw— bk BXUTOMIIZ LY | BESNTZA XY MIxt LT NetFlow 737 v R AMERK S 4L, 58
NetFlow INEHEEIC AT v FRFEESNET, Av—bwFo 7 Wy 2%, aXorranionry
MO AL ES, AA v F & NetFlow IWEREM T/N7 v FBEESLRWEE, ZORITINE
EEICEFE SNy OB ERTIZRY £7,
A= b BRSTPAL v FTTR—rINIA X =TT LET, KIS, FFEDA N2 P EA~Y—
X THEIRECTEET,
AR—bk OFTDA4R—TILE
A= BX T & 0=V TA R=T VT BT, FiiE EXEC £— FTIROFIHZETLET,
= S B
A7%71 configure terminal Jra—r)L ary7 4 F¥alb—ygy EB— ReBEBLET,
27972 logging smartlog Zw—h BX L THEE I LET,
A7973 logging smartlog exporter A~v—h vy =7 AR—Z iR LET, Fik7 NetFlow CLI Z{EH L
exporter_name T AR—ZDOREZFETTODMLERDHY T, =7 AR—F4
DIFETE LW A, :L7~— AvbE—UNRKRINET, 774NV ET
L. A A /%i60$1" LT —F BB ICEELET,
A797 4 logging packet capture size EE) =7 AR—Z|C 9%1;.’9"5/\/7 v NOY A XEHBRELET, BET
packet_size X 5L, 64 ~ 1024 XA N THY, 434 PHELTHEMCTEET, 7
T H I DY A XX 64 34 T,
GE) <y MY A XE#MINT5E. 1207y RbhizhDT
o— L a— NN LET,
A7y75 end FitE EXEC £— RIZRE D £,
A7976 show logging smartlog WREZTRLET,
A797 7 copy running-config startup-config ER) a7 4FXalb—ay JrANVIREEZRGTLET,

DHCP X X—EVJERIZHTHAIY—F OAXTDA4 32—

DHCP A X—t > 7%, untrusted " — k % i#

I

4% DHCP "7 v M &2 LOREL, Thbo

Ty NEEEELIIRr Yy S LET, DHCP AX—E 7 Av—F B X T2 AL X —TNVIT D &,
Ry 7SRty b D% NetFlow BUEEEIC%E S E T, DHCP AX—E > 2 A~v—| 1
X T B A F—T MIT BITIE, FiHE EXEC E— FCROFIEZ EITLET,

avwvFk B
A7971 configure terminal sua—r) ar7 4 ¥alb—vary E— FEFBLET,
A7972 ip dhep snooping vlan vian-range DHCP AX—V v/ A~v—h aX o 7% A4 x—7WZF 5 VLANID £
smartlog 721X VLAN &Rz HEE L £
A7v73 end Rt EXEC £— RIZRE D £,
Catalyst 3750 RA v F Y2 h9x7 av24Fal—>ay HAF
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ENE SRFLAAFXFVIBLIUVRT—F AXUJTORE |

WM zxv—roXosonE

avw Uk B
27974 show ip dhcp snooping REAERLET,
A7975 copy running-config startup-config (EE) avr4Fal—vary 77 A NVICEREERELET,

H4F329v9 ARP A VARG O 3 UERIZHT HBAI—F AXLITD
42—k

A F w7 ARP A A7 ¥ 3 (T untrusted A — T ARP /N7 > M &fE L, BRXT 2AICZH
SOy NEBRIELET, ZOMEEIX DHCP A X —E U 7]l TV ET 23, ARP X7 v Mxt LT
FRHENET, ¥4 FIv 27 ARP A VA7 ¥ g v vX 7%, ip arp inspection log-buffer 7' = —
SNV arZ4Falb—rvary av U REFEALTRETEET, 774/ Tk, Fayrahi7
RCORTry bR 7aEnEzd, £/, e XU ENLREC ATy MA~— b e X 72 HHA

L. N7y FONE% NetFlow INEEBIZEET ORI AL v FERETHI L TEET,

HAFIvZ ARPA VAR gy A<w—h aX o T h A4 F—T NI TBI121%. i EXEC £— R
TIROFINEEZITWVET,

avwrk B
A7y71 configure terminal Ja—nNn ar7 4 ¥al—gy T— REBEBLET,
A7y72 ip arp inspection smartlog HEQX L 7ENTHETRTOARTry b (740 TlE, Fry P&
NIZFT_XRTONRTy b)) ODAS—bF aXF o 7 biTbnd L5HBELET,
A7y73 end HiHE EXEC £— FICRD £,
AT974 show ip arp inspection EAERLET,
A797 5 copy running-config startup-config LB av74FXalb—ay Z77ANVICHREEZHRIFELET,

IPY—X A—FERIZ®HTEIRAT—F OX 5 DA 2—TIL{E

IP V—A #—Ki%, DHCP AX—tE > 7|\ZB#ET 58 F 2 U T 4 #AETT, IP V—R H— FN&EHEHT
HEIPEETLTT FLAELIEIMAC 7 RLARZESWTC I 74 w0 74 VE ) VT TEET,
BEINZT RLVAEZIE DHCP THEEINTET RLRUANDEETLT RLUAZFEFSTXTO IP
o MIFEREESNET, IP V—RA H—K A~—h uaX 0 X—TNITDHE, HEEINTZ Ty
r DWNED NetFlow [N EICEE I E T,

IPY—RAH—RKRAv—bF X T %A X—T/WZT HIZIE, Fi#E EXEC £ — FTIROFIEZE

F7
avwvFk B
27971 configure terminal Fa—sL ar 7 4 ¥al—ay B— REEBLES,
AFy72 interface interface-id UV AT 2 A ABEEL. AV A —T 2 A A AT 4 Fal— gy
— FZBALET,
AT97 3 ip verify source smartlog IP V= H—RICEVIES ST _RTo 7y MIxt LT IP %E T
H—RAw—h X 74 32—V LET,
27974 end ¥ike EXEC £— FIZED £,
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nxv/gEnss M

avwy kR

B

7975 show ip verify source BELMBLET, WIE, A2 F—T =2 ATAZ— h BEL I35

Z Tl TWN DN E I DERLTVET,

A7976 copy running-config startup-config EE) av74Fal—vary 77 A VICREEZHRIFELET,

R— bk ACLEEBZEIIHAI 7V avIcndTH2RAIY—F OF 50

14 r—TIJLiE

AA v FiE, R—hK ACL, »—% ACL, 8L VLAN ACL % AHK—F L%,

o R—HFACLIE, VA F¥2AHA—MIBEHINIP £721X MAC ACL T9, e¥ 73" — ACL
THR—FINFEAN, Ax—F BX 3L AV 2R - MIEHINZIPACL THR—FE
nET,

o L—% ACLIZLA ¥ 3 R—M@EMSh ACL TF, »—#% ACLIZn ¥ 7% %R —FLET
i V—FD%/7%%T—FLi€AO

e VLAN ACL #7213 VLAN ~ » 7Z VLAN (2@ H &7z ACL T§, VLAN vy 7T 7%
RETEETHN, Av—h BX U E2RETIHIEIITEEE A,

TFATETIXES ACL 2 ET 55615, ACL CHATEIFER T AT _XTO NI 7 4 v Z71Txt LTHE
ITENdELH>77€A )Xl\@éiﬁk LCeX U IERIFAY— b aX 2R ETEET, ACL &
WHITDR—FDOXATIZL-T, BX T OXATHRREDET, Av—F v 7R EINTZ ACL
ZN—H F-IX VLAN ICHEAT 28546, ACLITEAINE TN, A~—F aX o 73z £
T LAY 2AR—RMIEHINTZ ACL IZRT2aX 0 7 2R ETLH2HAIE, eX 07 F—U— R E
HWanxd,

ACL 15t L CHFAISRMER L O RSRM2 Bk T 25613, xv~bm7:/74¥:v~ya/ﬁ
FrarEBMLET, ROFITIE, FEfE7 782 VA M LTAY—F X 7B A x—
LIz 0 £9,

Switch (config)# access-list 199 permit ip any any smartlog

WOFITIX, LHITET 782 VA MK LTAS—F X0 B =TI 0 £,

Switch (config)# ip access-list extended testl
Switch (config-ext-nacl)# deny ip host 10.1.1.3 any smartlog

AX > IR EDRT

nX IR EBIORT Ry Ty ODV\]@%%T?”%J . show logging ### EXEC =~ FZ&fEMH L
FT, ZOHNCRFIIND 7 1 —/L FOFHEMIC ’Db\'C i%. Cisco.com TAFEEZR [Cisco I0S
Configuration Fundamentals Command Reference, Release 12.4] #ZR L T &0,

Av—h BX U UERER AT HITIE, show logging smartlog =~ FEZHLET, Zoavr R
oW TE, 2OV ) —RIZHIETHa~vr R V77 Ly AEBRLTIEEN,
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