GE)

DHCP #eE LU IP V—R H— FRBEDERE

ZOWETIL, Catalyst 3750 A4 » FIZ, DHCP A X— & Z##E, Option 82 7 — ¥ i At¥E, B &
O'DHCP $—_"DAR— b _X—=2D7 L AE|Y Y THEEZRET 5 HIEICHO W THPI LET, Eiz,
IP Y —A H— FHEREDOREHEHHP L TWET,

ZOBETHEMT L a~ >y FOMIEB LOEAFEOFMICOVTE, 20UV —=RZxisToa~v R
V77 LA E, Cisco.com TAFHEEZ [Cisco 10S IP Command Reference, Volume I of 3:
Addressing and Services, Release 12.4] @ TDHCP Commands] #ZM L T 7230y,

e [DHCP AX—Vt v 7 OMEE] (P.22-1)

o [DHCP AX—Vt v 27 DO#FE] (P.22-8)

e DHCP A X—t"v 7 HROF R (P.22-15)

o [P Y—2R H— FOWE] (P.22-16)

o [P V—A H— KD E| (P.22-18)

o P Y—X H— FEROFR] (P.22-26)

e [DHCP H— DR — rR_R—Z2D7 FL ZE Y B ToOME] (P.22-26)
o [DHCP 4 — DR = R—ZADT FL AE 0 4 TORE] (P.22-26)
e [DHCP #—RDE—h_X—=2Z2D7 RL 2% 4 THHER] (P.22-30)

DHCP X X—E V5 DIBE

DHCP 1Z. HFHREFHRF— 5K A RNIP 7 RURZEICE Y Y TAH7-HI2 LAN B CiFEIA < ff
PILTEY, 2LV IPT FLADEHRDOF—N—~y F& KIBIZEE X £4, £7- DHCP I3,
HIROH B IP 7 FLAZEEEZHRNLET, IP 7 L RAERA MIABICE Y Y TEHLERRL, IP
T RUVAZERT20EF Yy N —ZIZEHREIN TN DHRA MNETICR572HTT,

e [DHCP #—3) (P.22-2)

e [IDHCPVL— x=z—V = ) (P22-2)

e [DHCP AX—t> 2| (P.22-2)

o [Option 82 7 —##fi Al (P.22-3)

e [Cisco IOS DHCP #— N 57— X—2 | (P.22-6)

e IDHCP AX—V> 7 NAvT 47 T—4~_—2| (P22-6)
e [DHCP AX—VE LV ITEBIOAL vF A& v 7] (P22-7)
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DHCP 7 74 7 F OFEMIZ SV TIL, Cisco.com TAFAREZ: [Cisco I0S IP Configuration Guide,
Release 12.4]) @ TIP Addressing and Services] (2 % [Configuring DHCP| %#ZH L T 7230,

DHCP H—/\
lme#—ﬂi AA v FEIFIN—F FIZHHEEDOT RL A F—u)h6 IP 7 KL A% DHCP 7
FAT L MZEID YT, B LET, DHCP H— "3 DHCP 7 74 7~ MZ L» CTERINZFF TS

T A= &%\7 A R=APHIEETERWEE, TOERE, *y b= BHFICL > TERSN
721 oF7-138E%DEr %Y DHCP r— " ~ink I nE 7,

DHCPUYL—I—Yx Vb

DHCP VL — =—V x> I, 7747 bEF— "M TDHCP X7 v hZEETHLA T3 DOTA
AATT, KV b— 22—V x> M, A—OWHEY TRy b EIZ72WT T AT b &Y — [ CTHER
BIOWEEZEELET, Vb— -V =2 FOEREFIKIL, BEOLA Y2 OREFE (IPF—4
TTERINFy NU—J B THBIICAAL v F o 73N5) L3RRV EST, Vi— 22—V ME
DHCP A vt —Y %245, DHCP A v b —L %8l ER L THAA v Z—T = A 206 %E(E
LE9d,

DHCP XX—E VY

DHCP A X—Vt > 7 &%, untrusted (B#EPED 7)) DHCP A v —T% 7 04 U 7 LT, DHCP
ARX—=YU T RN T g T T —=H = (B4 DHCP AX—VE T AT 407 T—TN) &E
B, MERT A LTk, Xy FU— 2k F 2 U T 4 2142 DHCP £ % 2 U 5 ¢ #RETT,

DHCP A X—t > 7%, untrusted " A b & DHCP — OB TT7 7 A T U4 —VD X 9 IpfkeEx B7-

LE4, DHCP AX—VE U7 &M+ 5HE, = F =2—W T8 S 7z untrusted £ X — 7 = A A
L. DHCP #— LB D A A v F LB SN/ trusted f VX —7 = A AZRXPITEE7,

(G¥) DHCP AX—VY v 7 Z@UNIHiE S ® 51213, 9XTCT® DHCP — 3% trusted f > % —7 =4 A&
LCAAL v TF LEBTOINERNDD £7,

untrusted DHCP A v — L, X2y NI —F F7H3 7 7 AT U —LONENEZIE LA v E—
VT, =t R Fuf X —EETDHCP AX—b' U 7235 &, untrusted A v E— IR —
R AN = Ry NT—=IHDTNRA R (BEHEDODAL v F72E) »oEEFEISNET, FRRT
NAZMBEDRA =T, N7 74y 7 HBOFKE 72 2 Al aetE0N & 5 728 untrusted & 720 £37,

DHCP AX—VE> T NA VT 47 T—=H_X—=2Z1F, MACT KL A, IP 7 KL A, U —REER,
NA T 47 247, VLAN FE, AL v F O untrusted 1 > F—7 = A AKHE LA v F—T =
A ZIERPBEE SN TWET, 7277 L. trusted £ > —7 = A RACHABEGE SRR MCETAE
WITEENTWERA,

P—bER TS F— 3y NU—=THIZBWT, trusted f VX —7 = A A FF—F v hT—=7 NDOT
NA A EOFR— MR INTWET, untrusted 1 > 7 —7 = A AL, * v U —27 N® untrusted 1
VHE—T A RAFEFHRY NT—IHDF AL A DA B —T oA AR LTHERESNTWET,

AA v F T untrusted 1 > F—T =2 A A LTy bEZE LESLE, DA ¥ —7 A A DHCP
AX—E T B2/ LI VLAN 28 L TV, %BﬁMACT%VX&DHP&?%?yF@
N=RU=T7 7 RVRAZRBELET, TRLAR—HELEZEA (T 74V 08, AL v FIEXZT0ORry
MEEEELET, 7 RUVABR—H Lo HEe, A A /?1%03/\/7/ N Ry LET,
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WORMDIEAET DL AL v FIZDHCP N7y h& ey X LET,

* DHCPOFFER, DHCPACK, DHCPNAK, #72(% DHCPLEASEQUERY /%7 v k72 &, DHCP
Y=oy b, Xy NIV—=J £LBT7 74T VA —VONENOZE LSS

o v MM untrusted f VX —T = A4 ATZEIN, FETLMACT RLABLILUDHCP 7 7147
VR ON—RT 2T T RUAR—E L WEEE

e DHCP AX—V' U J A F 4 v F—FZ_X—2Z MAC 7 KL 2 %#-> DHCPRELEASE %7~
IZ DHCPDECLINE 72— R¥ ¥ A h A vt —V5 AL v IFNZE LN, AT 4 v F—
BR—=ADA L H—T oA AMEWR, Ave—VEZELEA VI —T A ADEDE —FK LN
e

e DHCPVL—xz—Y = B, Vb—x—2 =2 FIP T R (0.0.0.0 L4 %57 DHCP /¥
Ty NERETAYA, £V L— =—T 2 b, Option 82 EHEFTe N7 > M &
untrusted N — F ~ERET D BEE

AA »F 3 DHCP AX—V v VYR — 248 A A »F T, DHCP Option 82 HFHRAEZFHAT 2
TV AL v FICERINTWBIEA, X7 > b untrusted /1 V¥ — 7 = A ATRZEEIND &, A
A F1% Option 82 IEHM A F -7 & Fr vy LET, DHCP AX—E 7R A R—T /LT
v N trusted A— N TREINDGEEG. BHAL v FIFHEHRINTNDT /31 2D DHCP A X —F
VT NRAUT 4 T EFEE LD T, 5827 DHCP AX—E T XA VT 4 7 T—H_X— A%
LTEEHA,

Cisco IOS Release 12.2(25)SEA LV bHIOY 7 by =7 VU —RTiE, =y AL v FITLD
Option 82 MM A S NIZHA. DHCP A X —E 27 RA VT 4 v 7 F—FZ_R—=ZRE LL #HiA
Enianizw, AL vF ETCDHCP AX—E U7 2RETEEHA, o, A¥T 47 NSV
F 4 272 ARP Access Control List (ACL; 727t % 2> hu— U X ) ZEHLRNVES, %

A vF ETIP Y —AH— KR¥ A5 3 v Address Resolution Protocol (ARP; 7 K L Afi#ik 7 1 k =
W) A VAR g VB RETEERT A,

untrusted £ X —7 = A ZE N LTENAL v TF 2T v Y XA v FICHER L TV DA, ip dhep
snooping information option allow-untrusted 7’ 2 —/ X)L 27 4 X a L —v g avy RE AT
52 LT, BIIAA v T 1T Option 82 [FRE -T2y ey Y AL v TFNLRETEET, £
AA »FiT untrusted A1 v F A X —T 2 A RN L TERINTEFA NONRAL T 4 0 T hFEL
FT, FAMPEHRINTWVDLEETERVWASNA V¥ —7 =1 A2, Option 82 R EEFTe/ X7 v b
WERTLHEIE. BRAAL v F ETHAFT IV I ARPA VAT v a VR IP Y —RA H—Rigld
DHCP ¥ =V 7t #iEZ A R —T NI TEET, BHAAS v FIHEEHRINTVWDIZ Yy Y A1 v F L
DOR—ME, trusted f > F—T =2 AL LTCHETILENDY £7,

Option 82 T—42#EA

EEHOX bR Z o £ —Y Ry b 77 EREETIE, DHCP 2 LT, ZEOMAZE~DIP 7 K
LADOEY YT EEFEHRTEET, A »F LT DHCP Option 82 #EHEN A X — 7 L DOHAE, (MAC 7
RLADIENZH) Xy hT—J IR SNTZAAL v F F— MIEXVIMAT BT A 228 TEE9,
FICT 7 ®A AL v FITEHR SN TWODBIIAE LAN OEHEOKRA &, —HICHITE £,

DHCP Option 82 ##EiZ, DHCP A X —E 7N a2 — LB LW VLAN ETA X—7 VT, 2O
REZ MM L TV DMMAT /S 273 VLAN (IZEFI D Y THON TV L HAICRY . ¥R —FshET,

22-112, 77 8A LA ¥ TAAL v FITEEH SN TV DIMAFIZFRRAEFR DHCP —/ 3 [P 7 KL
2EEOLTHA PRI XY A=V Xy b Xy hT—7OHl&ERrLET, DHCP 7 7947 b, £
AU BT T 5372 DHCP —323, RIUIP ry U —2 FER LY 7Ry MIBE L TWeWz®H,

DHCP V L— =— = | (Catalyst A1 v F) 1T, 72— RFF ¥ A MEikZ A X—7 ML, 7T

A7 hEH— D DHCP A v — Y DRRIEEAT ) ~AR— T FUABRREINTVET,
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|
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- VLAN 1O

AR b A [:] MAE Dl A2 kB

(DHCP7747/I~ ’ (DHCP77’{7J|‘)

'
98813

AA »F @O DHCP AX—E 2 7E#H Option 82 A F—T7NWICTHE, RO—EDA X MRFEAEL
£7.

e AL (DHCP 7 747> k) iZDHCP ERkAEA£EK L, xv U= ~Tua—FXx X FLET,

o AA v FILDHCP ER%Z%ZIET 25 &, 737 v M Option 82 ERZEMLET, T 74/ hTiX
UE—hMIDHTHT>arBAL v FOMAC 7 RLAT B ID 77> a 357y M
ZfETHAR— 1 ID (vlan-med-port) T,

e V==V FDIPT RLARBREENTWEHRE, AL v FIZZDIP 7 KL A% DHCP
2Ny FRICBEI L ET,

e AA wFIE, Option 82 7 1 —/L R #H L 72 DHCP #:K% DHCP ¥ — 285k L E 7,

e DHCP ¥—NiZZ X7y hEZFELET, ¥—328 Option 82 IZxHE L TWHHAE, VE— b
ID £7- ilﬁ]n"% ID., 2 WIZOWFEFEHLTIP 7 RLAZE VST, B~ UE—HID £72
ZEHRID (ICHIV B TDIP 7 RLAEERIRT 27 EDRY —%2FTFLET, £D%. DHCP
H— 0 DHCP DISENIZ Option 82 7 4 — /v RExa—LET,

o AA yFITLDERN DHCP —IZV b—&hb &, DHCP — N3 EE A A v FIZ
FYAMLET, A vFiE, UE—FID 74—V K, &5 EEFE ID 74~/vh%#ﬁbf‘
AA v FHEHD Option 82 T — X A AL L 2FB LE T, AA v FIiL, Option 82 7 1 —/v
RZHIBR L. £D/37 > b % DHCP #RDIFETLTH S DHCP 7 74 7 MIEHR INTZAA v
F AR— MIHEELET,

FI 3N IOV T AT a VERETIH, BiRDOA X b —F o ARFEAET DL, K 2222 18H DK
DT 4 =)L ROMEIZEL L 8 A,

e FEMID V74T ay 74— K
A A I N
VTA T ar A TORS
R ID # A 7
FIFEID # 4 7O S
e VE—HKIDWT7ATvary 74— FK
A A I N
- T Tvar FATORES
- VE—FIDZAT
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F#R ID 747 a v DR—F 74—/ FTE, R—FEZE3INOHEVET, L 2E, 240
10/100 /K — k3 £ O Small Form-factor Pluggable (SFP; B AlRE/ N7 4 — L 77 7 ) EV 2 —)b
28y FaEGLAAL vy TFTIEH, R—=F3BT77 A A =YXy b x/0/l R—F, R—Fr4B87 72k
A=y b x/02K—F&720 | UBRRMFIIHEET, x 1FAZ Y7 AU A"=FE5TT, A— 27
X SFP £V 2—/L Zmy kx/0/1 £720 . LIRFRERICHEE 97,

B 22202, TN MOV T T a UREPEHESNTHLHEDOVE—FNID V74T a B
FOEBMID Y7 AT arory b 7r—~<y bapRrLET, ERRID V747 v a oA, £
Va—VEERAZ v ITNDAAL v FHEZICHIELET, A1 »FiE, DHCP AX—E 7R n—
7S)UEA =7V C ip dhep snooping information option 72— VL 2> 7 4 Fab—T gy avy
RBADEnDE, ZONNTy h 74—~y FEEHLET,

22-2 YIAT avonRry bk 24—y k

EgIDYITAToary JL—L J4—<v E

$IFTar [ER
5247 D&47T

l k& l r&

VR A
T1 6 0 4 VLAN [EYa—)|R—+
APAC S R VAT R AT S R AT (N 2,814 b IRAY S R WA

JE—FIDYTATLar JL—L 74—V

HIA Ty YE—F
247 ID&A4 T
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v
T2 8 0 6 MAC 7 KL R .
IRACE R AV S R DIVE SR AT SIS 634 b ?

223, 2—FREDPVE—FIDBLPEMID 7 FFvaronry b 7r—vy NarRLE
J. DHCP AX—v 7R 7 m—3LZA % —7 /LT ip dhcp snooping information option format
remote-id 7 2w — 3L 27 4 Fa b— g 2w B LW ip dhep snooping vlan information
option format-type circuit-id string 1 > % —7 A/ X a7 4 Fa L —vary avr FRANESH
L&, A YFIZED, Ny b Txr—~y FRERAShET,
Ny FAIZELZNGDT7 4 —/L ROfEIX, VE—FIDBLOERID V747 a 2R ETD
ET T AN MEDPDRD X I LET,
e EIDYVTAFvary 74— K
— R ID Z A4 713 1 T,
- RIOMIFELET, RELIZAMIVITORIICEY 7,
e VE—FIDDY¥TATvar 74—
— UE—FID XA 7L 1 TT,
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B IDYTAToay JLb—L 7+—3 v b (A—FREDR FY 2 H)

$IAXTary ER
5247 D&4AT

[

{1 N+2 1 N |ASCIE#IDR YUY

IACE R P AR PACE I AT G N /34 K (N=3-63)

DE—FIDYTHTLay IL—L T+—3Iv b (A—FBEDR YY)

HIFTvay YE—
247 ID&4 T

[

(2 N+2 1 N [ASCIHYE—FIDRKYUTFEEITIEHRR M

145774

TRLRIRA R IRA R 1R4 R NACE (N=1-63)

Cisco I0S DHCP ¥—/\ T7—4 R—X

DHCP ~— 2D BEIFE 7 7 A D[, & DHCP % —3% Cisco I0S DHCP #—/1 F—H# X— X %
EHLEST, SHIZIFIP T RLVRA, TR N7y 22 BROT = 77 ANV EDRENRT
AN EENET,

T RUVANAL T 4 71E, Cisco IOS DHCP H—N F—F RX—ZANDOHFEA D IP 7 FLABLV
MAC 7 RLVAMO~y 7T, 77947 NPT RLAZFEITHEID Y THZ LAATHE

DHCP #—/"\2A DHCP 7 KL A 7= n6 [P 7 RLAZE VU THZ L CEET, FHBLUH
T RV R ST 4 7 OFMIZOWTIE, Cisco.com CTATFAEEZ: [Cisco 10S IP Configuration
Guide, Release 12.4] @ TConfiguring DHCP] OEZZHL T E &0,

DHCP AX—FEVT AT 42T T—E3R—X

DHCP A X —E U A 2 —T VD4 A A v FiF DHCP A X — 5’/7“ /w/%‘q Ny A
AR LTEETERNA U F—T oA AT HEREMREFELET, T —FX—RIZ1E, 64,000

DNAVT AT EHEFEODHIENTEET,

KF =2 _X—2 > b (binding) (21X, IP 7 FL A, B# MAC 7 FL A, BL Y — B (16
R, XM T IREAENAA =T 24 A, BLOAS VX —T = A ANET D VLAN
DNHVET, T—HFR—2 2=V NIBRESNEZBFICH D 7 7 AR T 4 T EBRFL

F4, Fx U MIORBIZET = 7 F 208 H0, 77 A NVOERNNLZ MY OKEDY £TOT T
DA MEEFFELET, £ RV 72 31 P T, ZORICANRN—RA L TF = v 7V LMERHEET,

A v Fa) B —=RLEEIINNS T 4 T RMERFT5121E, DHCP AX—E v J F—H_X—2
TV MR EATAMNERHYVET, T2 R TFT 4 =T AT, XA F Iy 7 ARP A VR
R arFEEEFIP VA T— KB A F—TNMIHEEINTWT, DHCP AX—E 27 M T 4
T TR R=RNIEA T I I RA T 4T RDH DY \X4/%®@m#mméniﬁoi—
Yz b T =7 T, DHCP A X— t/a“f"‘mw* TNDEE. AA v T ORI HINT S
NFEHFALN, DHCP A X—t > 7 Tix DCHP %/ — 74/7&%%%[95&(%7‘;0\ EndHY ET,
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Vua—RLize&, A v FIEDHCP AX—VE LT RSA T 4 v 7 T—BR—=RAEWET L0, A
YTAVT T ANERIPABET, T I R—ANERIND L, AL TR T 7 A NVETHFLET,

ALY TFPRFH LWL T 4 0 THRFEHLIZY, N T 4 v 7 EBERLIZD LESHICIE, A4 v F
7= _R=2NOT= P ZRECHEHLET, A v FIZ, "M T 47 T A NVADT |
VbEHLET, 77 AN EREHTIHEL, RETRRZRBMLICESWCHEE S, BHIT Sy Fam
ENFET, FBEINZKR (write-delay 35 L O abort-timeout fHiC &> TRE) T 7 A ADBEHIN
RWEE, BHIEPREIRET,

NRAVF 4T DB T 7ANDT +—~< v MIEKRDOLIEBY TT,

<initial-checksum>

TYPE DHCP-SNOOPING
VERSION 1

BEGIN

<entry-1> <checksum-1>
<entry-2> <checksum-1-2>

<entry-n> <checksum-1-2-..-n>
END

T7ANVNOZLT M VIETF =y 7 HAETHE T EINTWT, AL v TFIET 7 A VOFRAHELY FE T
COofEEFEA LT M) BERLET, BROIOITD initial-checksum = V%, &HOT7 7 A VE
FCEE Lz N &, BIOT7 7 A NVEFICEE L MY EXKBIT 2D TT,

NRAVF 4T TZ7ANDOEITRDO L FBY T,

2bb4c2al

TYPE DHCP-SNOOPING

VERSION 1

BEGIN

192.1.168.1 3 0003.47d8.c91f 2BB6488E interface-id 2lae5fbb
192.1.168.3 3 0003.44d6.c52f 2BB648EB interface-id 1bdb223f
192.1.168.2 3 0003.47d9.c8f1 2BB648AB interface-id 584a38f0
END

ZA v FRBRBENTHRENEZF = v 7V AMEMEEESNTNEF 2y 7 H AELEELWEES, 2

AVFIFINA T 4T TrANDLTY MY ZHHISTNAA T 47 % DHCP AX—E > 7 N

AT 4T T—=ERXR=RZBMLET, KOWTHUDORMNBFEELTEHBEICAAL v FiT= o Y
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BHGE, TR EZO%BOLONRBEBHRINET,
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DHCP X X—E VT DEKTE

o [DHCP AX—Y 7 DF 7 4/ hi&El (P.22-8)

e [DHCP AX—VE JHEROEEFHE| (P.22-9)

e [DHCP VL — x—V =2 bOi%E] (P.22-10)

o [y NIRRT FLADIRE] (P22-11)

e [DHCP AX—tr 78 LT Option 82 D1 x—7 k) (P.22-12)
o [F54~_—} VLAN T® DHCP ZX—t' > 7 DA 32—t (P.22-13)
e [Cisco IOS DHCP #— F—F X—2D A 32—t (P.22-14)
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= 2241 DHCP RX—EVJ DT 74 FEE HEE)

HeE FI+IRE

Cisco IOS DHCP —X XA v F 4 7 F—4 |Ciscol0S Y 7 b U = 7 TlEA F—7 /L TT GRENMLE),

~A GE)  AA v FiE. DHCP H— & LTREINTHSF AL R 70
5, XY MIT—2 T RLABLIUORENRNTA—ZZHBELET,

DHCP AX—Y' v 7 XA vF 47 F—F~_X— |CiscolOS Y7 7 =7 TlidA X —T7 NV TT (RENDLE), SHEDRE
2 T—Y b SHTWDEHEIZIRY . ZOMEEIZAEZITT,

1. AA vFix, DHCP Y — L L TEEESNTWAHEAICHRY . DHCP ERIZ/SE L E 4,

2. DHCP % — "D IP 7 KL AN, DHCP 7 7947 h®D SVI ETHESN TWBELAIZEY, A4 v FIXDHCP X7 v b& Y L—LFET,
3. AL vFM. Ty Y AL v Fh b Option 82 WA F 7= 57 v F 2 ZIETHENAAL v FThHEAIHALET,

DHCP AX—EV JBRERDIEEIR

o ZA vF®DHCP AX—tE 737 a— LT, X—T VT DHENH D £,

e DHCP AX—Vt 2%, VLAN ECDHCP AX—VE U I NA R—TNIRDETT VT 4 727
D EHA,

e DHCP AX—VE T %R AL vF LT a— LA X =TT 5HEIZ, DHCP %— 3 & LCH)
VBT AT XA ABIVPDHCP VL — 2=V 2V "ORRESINTAX—TNTHDHZ EafER LT
<TZ&EW,

e DHCP AX—VY VI ERA TV a AL vTF L THRET DHHENT, DHCP — L L CTHRE S+
DTFNRA AZHBRELTLIEE N, 72¢ 21E, DHCP — 2 X280 B TEAIIRA O RITT
HIPT7 RLADEE., BXOF A 20 DHCP &7 3 v OB ENNLECF,

o AA vFIHLL OEHEID 2R ETHEIL. NVRAM £720137 7 v a2 A% Y EDOITER LTS
DEBEEEEREL TLLEEN, ioT—4% LHAEDETERRID 2% €7 5546, NVRAM £/
7T vva AERVOREFBRTHIE, =T — AvbE—URRRINET,

o AAvFICDHCP VLl — x=—V = hEFRETHANT., DHCP ¥ —/38 L THERET B 5 /34 A
HRESNTWNWDLZ LR LET, =& 21E. DHCP — "R EI 0 TR L= +52 &
MTEXBLIP 7 RLAEZEET DD, T34 R DHCP 7 a v 2R ET 5. $£7-1% DHCP
FeBR—2A 2=V NERETALERH Y T,

e DHCPVl—xx—V x> FRA FX—T7 /N T, DHCP AX—¥Y 7 NT =7 VDOE, DHCP
Option 82 7 — Z i AMREIZ Y R — F SN EH A,

o AA vy TFOFR— K’ DHCP ¥ — NZHHES LTV 5354 ip dhep snooping trust > % —7 = A
A ary7Z4Fal—var avy FEANLT, A—bF& trusted &L LTHREL TSN,

o AA Y FDOKR—FBDHCP 7 747 » MIHEHRINTVWSHEE, no ip dhep snooping trust 1
F—=TxzAAAr74Falb—vary avy Fe AL T, R— M4 untrusted & L TREL T
ZEW,

e DHCPAX—V LT NA LT 40T T—HR—=RAERET DHEAICROIEZEFHEIIMES> T EE,

— NVRAM BLO 77 v vz AEVDA ML —VUREICHBRHLDT, XA T 407 77
A /WL TFTP H—N2kfF 45 Z L 2 L £ 9,

— Xy hU—27 _X—2A URL (TFTP R®° FTP 72 &) DOFH. AA v FREE L7 URL O/NA
T AT TrANINAL T 4 T EEXALRNC, £O URL TEO 7 7 A4 VEEHRLTE
SHENRHY EF, BT —NRTZEOT 7 A NVEAERT DUNERSD0E I EHMT 51
(X, TFTP h— RO~ ==2 7V E BB L T Z S, —ED TFTP $— N3 Z O FETIIRE
THZENTXERA,

Catalyst 3750 RA v F Y2 h9x7 av24Fal—>ay HAF
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$22F DHCP#EESIUVIP V—R H— FREOHE |

W DHCP RX—F /D&%

DHCP JL—I—Yzx Y

ATy7 1
AF972

A7973
ATy7 4
AT797 5

— T—HAR=ZAD Y — AWM ZEMIZT HI21E, NTP 24 2 — 7 L THRET H Z & 2 HE5E
LEI, o\ TiX, TFFTORBFORTE] (P.7-4) 2L T 7Z&EW,

=4

— NTP BRESNTWEEE, AL v FOUVAT A 70y 78 NTP LB L TWAEAICR
D, AL TN T AV ITERENL T 40T T 7 AMITEZARET,

o untrusted 7 /31 AREHGE S AL TV DHEKI A A » FIZ ip dhep snooping information option
allow-untrusted =2~ > REZ AN LARNWTLEE Y, Zoa~vr KEANT 5L untrusted 7 /31
1% Option 82 A AT —7 4 7 LET,

» show ip dhcp snooping statistics = —4 EXEC =~ R& AJ)9 % & DHCP A X—t' 7 OHigt
15 # % /R CT& . clear ip dhcp snooping statistics 574 EXEC =2~ K& AT HELEAX—E
TREERI BB Y T TEET,

~

(GE) RSPAN VLAN ETDHCP AX—V 7% A 32 —T /I LR TL &, RSPAN VLAN L
TDHCP AX—¥Y 7% A 3x—7 W2+ 5 &, DHCP /8% > 73 RSPAN %656 — MZB#E L

RN ERHY ET,

e DHCP AX—V 7/ A~w—hk aX o/ %&j %?5& DHCP CTknu vy &Ny FONEN
NetFlow [VEELERBIEE SN FE T, ZOMEAZRETIESIT. A~v—F aXor7/Rn 7 a— L
TAX—T NI sTWAZ L EFERLTL téb\ Aw—hF BX T OFEMIIONTIE, TX

~— bk BX T DORE]

0

(P.31-14) ZZMML T ESI W,

RE

AA v F ETDHCP Vb— ==V = M X —TMICT HIC1E, i EXEC £— R TROFIEE 3

ITLETS

avyU Kk

E]:)

configure terminal

Ja—)L ar7 4 Fal—ar ET—REEBLET,

service dhcp

2ZA v F ETDHCP 4 —A_"BLQ®Y L— 2=V x> b B A RX—TNIT
LEY, 74/ MT, ZOBREITZAR—TNVITERESHLTWET,

end

¥k EXEC £— RIZREY £4,

show running-config

REZMERR L ET,

copy running-config startup-config

(EE) av74Falb—vary 77 A VICREZRTFLET,

DHCP H—~t Vb — 22—V = b&T 4 E—7IZF 5HITI1L, no service dhep 7 12—/ 237 ¢
Xal—varavwrReEHALET,

WO TFNAIZ SV TIE, Cisco.com TAFHEEZR [Cisco I0S IP Configuration Guide, Release 12.4] @

TP Addressing and Services |

\Zd 5 [Configuring DHCP] #ZRL T ZE0,

e Vb— xz—Vxr MEROWER (RFE)

e Jl— =V hDEREERY —0D

iE

w

Catalyst 3750 R4 v F YI b9z 7 av74Fal—S3v HA K
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| £22%

DHCP BEES LU IP Y —R H— FREDEE

Ny RERIET7 FLADIEE

DHCP =SB XU'DHCP 7 74 7> b33y bV =2 £33V TRy MTHLHEE. A A >
F % ip helper-address address £ 5 —7 = A A AT 4 Falb— g avy FTHRET DLEDN
b ET, QA= NE, 7 TAT Y MIRBIEVLA VI A F =T 2 A RICa vy FERE
9% Z & TY, ip helper-address =~ > N CHEAINTWDLT FL AL, #ED DHCP +— 1P 7
RL A F3 o> DHCP — 0560k y bV —2 B 7 AL MIhLIGEIFER Yy NU—2 7 R
AILTEET, XAy bV =2 T RUVAEMHT S L TED DHCP B — " HERIGETE DL L H I

ATy 1

AFy72

AT97 3

AT974

A7975
AT797 6

AT971
ATv7 8

A7979
AT9710
ATv7 1

0 E3,

DHCP zX—Foyn@e N

Ny MEET RURAZRET DITIE, $5# EXEC £— FTKROFIEEZ EITLET,

avy kR

E]:)

configure terminal

Ju—N)L ar7 4 Fal—rary ®— REefsL
7,

interface vlan vian-id

VLANID Z AN L TCAAL v FOEEA o HX—T = A
AEERL, A v F—T 2 A A T T 4 Fal—
vary E— RNEBEBELET,

ip address ip-address subnet-mask

A BZ =T AZIP T RLABLIWRIP VT %y
MERELET,

ip helper-address address

DHCP %7 v Mk 7 RLAZRELET,

A= T R LA FHED DHCP —/" 7 KL R |
T 50, fthd DHCP H— 3035655 x v hU—2 &7
AV MIHDIHARF., Fy hU—2 T RLRIZTE
F9, Xy NU—2 T RLAERMHHTSHZ & T, il
DO —,3% DHCP ZRICIGETE 5L 51270 £9,

BEOY— BB LA, K — N2 1 DD~
N—=T RLVAEZHRETEET,

exit

Jua— )L ar7 4 Xal—rary EB—RIRED ET,

interface range port-range

E 8

interface interface-id

DHCP 7 7 A4 7 ¥ MIE I TW A EEOmE
R—FEREL. AV F—T=Af A LY aryyy
Xal— gy E— NEBRBLET,

E e

DHCP 7 54 7 ¥ MIEHINTWDL H—Dipt
R—hEREL, AV F—Tx2f R AT (X2
L—yary ®—RF&BBLET,

switchport mode access

RK—FrDVLAN ARy w7 T— REEHELET,

switchport access vlan vian-id

AT w72 THRELEO LR U VLAN & R— MIE
DETET,

end FekE EXEC £— RIZREY £7°,
show running-config RELEMRLET,

copy running-config startup-config

EE) av 74X al—vary 77 A VICREE
RIFLET,

DHCP /3% v Mz T KL A& HIERT 5121, no ip helper-address address 4 % —7 = A A 2V

T4Xal—vary avry REERLET,

| OL-8550-10-J
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$22F DHCP#EESIUVIP V—R H— FREOHE |

W DHCP RX—F /D&%

DHCP X X—E Y45 & U Option 82 DA ~—

ATy71
AF972
A7973

AT974

AT7975

AT97 6

AT97 1

AT978

[l Catalyst3750 R4 v F Y7 b7 A T4 F¥al—av 4 F

AZA vF ETDHCP AX—¥E 7% A F—

JILiE

TIATT BT, K7 EXEC E— R TIROFIEZETLET,

avy kR

E[:3)

configure terminal

ya—r ar 74 Xal—ay B— REHEELET,

ip dhcp snooping

DHCP AX—V¥ o F % 7 a—r)LTA F—T Mz LET,

ip dhep snooping vlan vian-range
[smartlog]

VLAN %7-21% VLAN #ifjl © DHCP A X —t' v 7% A4 2 —7 iz L ¥

o FRETE 2HIPHIT 1 ~ 4094 TT,

VLAN ID (Zi%, VLANID &5 T#hll&fn s 1 50 VLANID, # v~
TREI B 7z—#D VLAN ID, A 7 TXEIH 4172 VLAN ID O

F. BH4s VLANID &#& 7T VLAN ID & A~— X TXH]>7 VLAN ID

DFEHE AN TEET,

(L&) smartlog Z A1T2% &, Fe /7°éz”b7‘_/\°/7/ DN % A
A v F 3 NetFlow INEEEICHET D L OBRESNET,

ip dhcp snooping information option

AA »F T, DHCP ¥ — 5EIZHEE SN D ER A v & —Y N DHCP
U L—{&#H (Option 82 7 4 —/L ) OFFAL L OHIBREZ A X —T i
LET, INBT 74V FORETT,

ip dhcp snooping information option
format remote-id [string ASCII-string |
hostname]

(EE) VE—RNIDVTH 7T a &
WKOEHIZVE—FID ZHETEET,
e 63 WFFE TP ASCIL XFF| (AX—R72 L)
o AA wTFIIWEINTZARA M

GE)  HRAMAD 64 X FLEDHE, VE—F ID
DETLNET,

ELiTo

RIET 63 LFITh)

FIFNEFDVE—FIDIZAAL vF MAC 7 FL A TT,

ip dhcp snooping information option
allow-untrusted

(EE) AL v TRy Y AL v FICERINTZENAL v T TH DY
a. Ty Y AL v F 5O Option 82 tE#H & - 721§ DHCP A X —
VT Ry b eERETEDLLIAAL v T A F—T M LET,
FIZ4NFNTIEHT =T NICEESNLTVET,

GF) Zoa<r R trusted T8N ATERSINTZENAAL vF LT
AL TLIEE N,

interface interface-id

BET DAV H—T=2AA AEH/EL, /X —T A A AT 4 Fa
L—y gy T— REBBLET,

ip dhcp snooping vlan vian information
option format-type circuit-id
[override] string ASCII-string

B MELEA LA —T oA ATRID YT AT a VEFRELET,

1 ~ 4094 O#ifH > VLANID ZfH L T.VLAN B LUK — |k ID %45
ELET, 774/ ORI ID (FA—FID T, 74—~ v ME
vlan-mod-port T3,

[ ID % 3 ~ 63 @ ASCII X7 (A—R7L) ZRETEET,

(EE) BERIERAYERTDHTLV 74—~ v MCEBRID 7472 3
VEFEALRWEASIX override ¥— 7 — RAHERA L £,

OL-8550-10-J |



| $22% DHCP ##HEUIP V—2R Hi— FilieDHRE

DHCP zX—Foyn@e N

o>k B#
27979 ip dhcp snooping trust EE) A > ¥ —7 A A% trusted F721% untrusted D WVFTIUNITERE
LET, untrusted 7 74 7 DL DRA =V A H—T AR
NZETEDLLEICTHITE, noXx—TI—FEFHALET, T 741
k CIX untrusted IZF%E SN TWET,

A7y710 ip dhcp snooping limit rate raze L) A v H—T 2 A ANZIETE 2 DHCP <7 v " &/ LR
RELET, FETE 24T 1 ~ 2048 T, 7 7 4/ b TIRESR|R
Lﬁiéﬂfwiﬁ

G¥) untrusted L — FHEIFRIZ. 100 X7 M/ BLUITICT S Z & 2H#EE

LEd, trusted £ v F—7 = A AL — IR EZRET D84,
A—FBNDHCP AX—¥ > 7 %1T 55D VLAN IZEID 4 TH

ﬂTb\é NZv 7 AR—FThHE, L— MilRZ#HLI 2T
X7 B WAREMER H 0 F 97,

AFy7 1 exit Ja—nN)arz o ¥al—vay B— RIEY ET,

A7y7 12 ip dhcp snooping verify mac-address | ({1:7%) untrusted & — ~ - C%{Z L7z DHCP /<~ v MZd 2 %ET

MAC 7 RVANR, Xry NNOITFAT 2 ONN—RKU 7 7 KL A

E—HTENEIDEHERT DL, AL v TFEBRTELET, T74

JVERTIEH, X7y FNOEETLMACT RLAE I T4 T FON—K

7T T RUVAO—HEHRTDHLIICHEESNTWNET,

A7y713 end $5H EXEC = — RIZR D £,
A797 14 show running-config DEAMERLET,
79715 copy running-config startup-config L) av 74 Xal—ay 77 A NCRERRTELET,

DHCP AX—¥' > 7% T 4 E—7/WMZF 5IZiE. no ip dhep snooping 7’2 — 3L 227 ¢ Fa L—
var avy FeMALET, VLAN £7213 VLAN #iJfi € DHCP AX—t' > 7 &7 4 B —7 /2T
%1Z1X. no ip dhep snooping vlan vian-range 72— N)L 27 4 X al— gy avr REFEHL
7, Option 82 7 1 —/L FOFHALB L VHIFREZ T 4 £—7LIZF 5I2i%. no ip dhep snooping
information option 7 v — N 2T 4 Fab— gy av FEFERLES, =y Y AA v Fnb
@ Option 82 fF#HEFF>72%(E DHCP AX—VE 7 Rr v v Ruy 7T 5ENAL v T 2HRE
9 %121, no ip dhep snooping information option allow-untrusted 7 2 —/ 3L 27 4 ¥ a2 L —
varavry REFEHLET,

wiZ. VLAN 10 F CDHCP AX—¥ o 7% 70— LA F—T L., F—F ETL— NEIR%
100 X7y M BICERET 20 2R LET,

Switch (config)# ip dhcp snooping

Switch (config)# ip dhcp snooping vlan 10

Switch (config)# ip dhcp snooping information option
Switch (config) # interface gigabitethernet2/0/1
Switch(config-if)# ip dhcp snooping limit rate 100

754 R—Fk VLAN TD DHCP RX—E > I D4 r—T )L

77 A4 _X— K VLAN CDHCP AX—E 7 %A RX—TMITEET, DHCP AX—E 7R A R—
NDEGE, REITT 74~V VLAN BLXOBEEMITONTWSED U Z U VLAN O H IR L F
9, DHCP AX—t 7 N7 5 A<V VLAN TA X—7 VDA, EH XU VLAN THLA x—7 L
ICRRESNTWET,

Catalyst 3750 RA v F Y2 h9x7 av24Fal—>ay HAF
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$22F DHCP#EESIUVIP V—R H— FREOHE |

W DHCP RX—F /D&%

DHCP AX—¥E U I MNFTIZTF T4 <Y VLAN IZRESN T T DHCP AX—E 7 a2t &Y
VLAN L3RR D LR ELIESE, B XY VLAN OREFEITRY FEAL, T4~V
VLAN {Z DHCP AX—VE UV HRET DMERHV ET, 774 ~Y VLANIZ DHCP AX—E 7
MWEEE SN TWRNEEIX, VLAN 200 72 8D % U VLAN IZ DHCP AX—VE UV 2RETDH &
XL, ROA v —UREREINET,

2w5d: $DHCP_SNOOPING-4-DHCP SNOOPING PVLAN WARNING:DHCP Snooping configuration may not take

effect on secondary vlan 200.DHCP Snooping configuration on secondary vlan is derived from
its primary vlan.

show ip dhcp snooping ## EXEC =~ Fi{ /1 Tidk, DHCP AX—VE VI NRA X—=T LV THDH T 7
AVBLOEDZY TF4—hK VLAN 25T, 73CH VLAN #E R LET,

Cisco IOS DHCP H—/\ 7—3R—ZXD 14 x—TJLik

Cisco IOS DHCP #— /" F— X RXR—R % A X —7 ML, FET 5 FIEIZ OV TiX, Cisco.com TAF
w[He72 [Cisco 10S IP Configuration Guide, Release 12.4] @ TConfiguring DHCP| DFEIZH B
[DHCP Configuration Task List] ZZ&M L T &0,

DHCP AX—EVT N OT 4V T—R3R—=XA I—zV DA R—
JILiE

ZA v F ETCDHCP AX—VE L T NRA VT 4 T F—=ER—=A 2=V oA F—T NI L TRE
T 51201%. ¥ M EXEC =— R TROFIEZ EITLET,

avwv kR E]:)

A7v71 configure terminal sa—rL ar 74X al— gy B— FEBEBLET,

A7972 ip dhcp snooping database ROBEADONTNNEEAL T, T4 R_X—R ==V = MELIINA
{flash[number]:/filename | VF 47 74D URL IEELET,

ftp://user:password@hostl/filename |

e flash ber):/fil
http://[[username:password|@]{hostna ash[number]:/filename

me | host-ip}[/directory] BB R¥ YT SAZ—DAZ 7 AUNR—FEEHBET HIC
limage-name.tar | V%, number /X7 A —Z M LE T, number \ZH5E T 2 HiMHIX
rep:/luser@hostlfilename} | 1 ~49 T,

tftp://hostlfilename o ftp://user:password@hostlfilename

e http://[[username:password]@]{hostname | host-ip}[/directory]
limage-name.tar

o rcp:/luser@host/filename
e tftp://host/filename
27973 ip dhcp snooping database timeout T A N AR AT 1T 5 E TS SR () 2fREL £

seconds 7 4L MEIE 300 BT, $5ETE BHIIL 0 ~ 86400 T, W%
MHIFRICEFRT DX 0 AL ET, i, BmEoRIT &2 EHITRIC
T D EEBWLET,

A7v74 ip dhcp snooping database write-delay |\ L5 ¢ L F F— B _R— ZAPEH ST 5 OEE DS IRIET 5 B & 45

seconds FELET, FBETX D8P 15~ 86400 T+, T 7 #/L ME 300
(543) T9,
A7975 end HiHE EXEC £— FIZEREY £,

Catalyst 3750 R4 v F YI b9z 7 av74Fal—S3v HA K
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| $22% DHCP ##HEUIP V—2R Hi— FilieDHRE

DHCP 2X—F o /gsmonzxr N

avwv kR B

7976 ip dhcp snooping binding mac-address |({T:7) DHCP AX—VE L 7 NA VT 4V F—BR—AZAAL VT 4
vlan vian-id ip-address interface V7 =y MU EBMLET, vian-id OFFHIZ 1 ~ 4904 T, seconds
interface-id expiry seconds OFPHIT 1~ 4294967295 BT,

BNz vz oa~vr REALLET,
GE) AAvTFDOTARRLTARu T HITHEE, Zoa~vr K&

LET,
A797 7 show ip dhep snooping database DHCP AX—V LI NA T 4T T—HEX—RA ==z FDR
[detail] TR LREHERER R LET,
A7%78 copy running-config startup-config UEE) 2y 74 FXal—Say J7ANMVMIREXRELET,

—HR—=RA =V MBIXONAS T 4 7 T A NVOFER%E LD %121E, no ip dhep snooping
database sa— L arZ 4 ¥al—vary avr REEALET, XA 570 MEE 2 IXEBERH %
Ut 9521, ip dhep snooping database timeout seconds ¥ 72 1% ip dhep snooping database
write-delay seconds 7 o —/N)L a7 4 ¥ al— a3y a<wr R LET,

DHCP AX—E 27 NA VT 47 F=E =2 = —V = b OHFHEREZ M ET 5113, clear ip
dhcp snooping database statistics 454 EXEC =2~ > FZHEALET, T4 _X—2 2 FTHT 50T
renew ip dhcp snooping database F## EXEC =~ R&fH L £,

DHCP AX—Y> 7 RNA VT 4 V7 T—=H_X—=2pbx > b ZHIRT %21, no ip dhep snooping
binding mac-address vlan vian-id ip-address interface interface-id Fitf EXEC 2~ > REFEHA L E T,
HIERd 54y Mz oavwy REAALET,

DHCP X X—E U JRHD TR

DHCP A X — vt v 1M E2F/RT HITIE. E 22-2 DK EXEC 2~ RE 1 >E-3EEEH L ET,

& 22-2 DHCP 18 %%~ 5707 F

avwyFk B

show ip dhcp snooping AA v FODHCP AX—¥Y U TOFREEFRRRLET,

show ip dhcp snooping binding DHCP AX—V U T NA T4 T T—=ERX=A (RN, T 47 T—=TN) T

ISR EESNTAA T4 v TR EERLET,

show ip dhcp snooping database DHCP AX—VE LT RNA VT 4 U T—=HR=ADAT —Z AL L O # &2 R

RLET,

show ip dhcp snooping statistics | DHCP % X — &' > 7§ #HE 2 ¥~ U — st 7= b Cm L £

show ip source binding AT IVvIBIORZT 4 v JICRESNINAA T 4 TR RLET,

DHCP A X—VE U I NRA F—T NN T, AL B —T 2 A ANE T AT — MIEbosT-BE. AL v F
TSR EESNT-AAAL T 4 VT EHIR L EH A

| OL-8550-10-J
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$22F DHCP#EESIUVIP V—R H— FREOHE |

W py—xH—FoB=E

IPV—X i— FOBME

IPSG i, V=T 47 &NV AX2 AL X —TxAALEDIP T 7 4 v 7 Z2HlRTDHEF= Y
TAHET, DHCP AX—VE> 7 NA VT 4 V7 T—HARX—RALFEITHREINZIP VY —RA A
T4 TWESNWT T T4 I BT ANEZY o TTEH LT, EHRHLWET, IP V=R T—F%
AT ET, RAMBRERAN—DIP T FLAZFEHLLS ETD5E5D NT 7 1 v 7 BB [0lHE
TEET,

DHCP AX—E Y INEETERNVA X —T oA ATARX—TINVOEHIZIP V—RA H— K& A x—
TMNZTEET, IPSGBA v F—T oA A TAR—T NI/ oT=%. A4 vFiL, DHCP A X—t"
JTCHFAENT DHCP N7 v hEERS, A v H—T 2 A ATZEEINTZTXTOIP b T 7 4 v I %7
2w 7 LET, A— b Access Control List (ACL; 77X av ra—L URAR) G F—T AR
WEMA SN ET, "—MACLIZK YV IPEEILNAA T 47 T—TNAVHNOREEFILIP 7 KLAD IP
NI 74w 7 ETEHFAL MO T T 4y BEETEET,

G¥) A—FACLIE, RUAF—T=A RTZHTHV—4 ACL X° VLAN = v 7L L £,

IPY—2NRNL T4 F—=TADNA T 4 7 1E.DHCP A X — o VP CHEBESNIAA VT 4 v
7. FEETFHTRESNTEAAA T 4T (RET 47 IPERETAA T 4V 7) T, ZOT—
TN N UIZIEIP 7 RLR L, E'é'hii MAC 7 RL A, BXOEE VLAN BE520H0 £, AA v
FiE, IP V=R H—RFBA X =T NVOHFEHIZRY IP EEZTNA T 47 T—T N EFEHLET,

IPSGiE, 778 A KR—FrRF T 7 R—F DL A ¥ 2K — MRV R—FrEINET, IPSG
BLEEBTIP T RLRA T4 NF Y ITREETIPBEIOMACT RLAR 7402 ) o7 E & HicER
ETEFET,

o NEEIXIPT FLA 7402 7] (P22-16)
o [EETIPBLUOMACT FLVA 7402 7] (P22-16)
o (22T 4wV RAFDIP V—2 H—F| (P.22-17)

BIETIPZRELR 2408y 45

IPSGNZ DA T arTAF—TNDOHAE.IP N7 7 4 v Z7ITEETLIP 7 RLAIZESWTT b

2 TENET, FEIPT RLANRDHCP AX—E L7 XA U F 47 F—EARXR—Z2Dx R
FAXIP B BTN, T AT T—TNNONRL T 4 v T —F LTI2GE, A4 vTFIXIP bT
T4 v EEELET,

DHCP AX—VE> 7 NA VT 4 VT ELFAZT 4 v 7 IPEETANA T 4 TN, F—T A A
TEM, BE, HIRINTZHGE. A v TFIEIP ERETEAAN T 4 v T EEFRLTHR— M ACL 2E1E
L. "—MACLZA X —T7 x4 ATHEHALET,

(DHCP A X —E > 7 THMIZFEE SN0 TEITRESNT) IPEEITAAN T 4 VIR ESINT
WRWA LB —T 2 ZATIPSG A X —TNWICTEHBE. ZAA v FIFA L E2—T = A 2 LOFTXTDH
IP N7 74y 7 BESET 58— ACL kL., @HLET, IP VY —RXA T—R&T 4 E—7MZF
255, A4 v TFIEIAR—MACL 24 v ¥ —7 oA APBLHIBRLET,

ZEETXTIPBEUMACT7ZRLR 4 0L2 V5

IPhTI7 747 3BETLIP 7T FLABLIOMAC 7 RLRIZESWTTZ 4 LZ ) v 7 EnEd, A
AYFIFEETIPT FLABLIORMAC 7T RLARIP EHETLASN T4 T—T Dz Y &
—HTOIHEARIC N T T4 v I BERELET,
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PY—=x A—roms N

TRUVA T4 NEY U TRAX—=TNDEE, AL vFIEIP v T 74 v 7 BLOEIP FT77 4> 7
74 NBY 7 LET, IP £IFFETIP N7y ROEFEIL MAC 7 RLUABERN R TP E{F /31 >
T4 T E—BTHEEAE. AL v TNy bEEImELET, XA vFid. DHCP X7 v b &BR<
DFTXTOXATDONRry e Fey 7 LET,

AL FIE, A—F BX2 VT4 ZFEHLTEELMACT RLRAZ T4V EZ )T LET, A— b
XU T A ERNBEETAIRICA L —T oA ATy y NE T TEET,

AET49Y9 RXARDIP V—R fi—F

~

(E)

ToyIV e R—=bEREFNT 7 A= M, A¥T 4 v 7 HA MDD IP Source Guard (IPSG; IP
V= HF—F) ZERALRNTIZIN,

AHT 4 v 7 BFA RO IPSG 1E, IPSG OifE%IE DHCP BREB L UORA X T 4 v 7 BREICIREL £,
LLRETD IPSG 1%, AA v FICHF SNTZA A FOMEEIC DHCP A X —E U ko> CTER SN v
FUERERALELEZ, A2 DHCP XA T 47 2 FUDRWEAMDOZELLZ T T 4 v 7
RSN ET, 20X )T A HEBIZ, V=T 4 v ENEVWL A Y2 A4 X —T = A LD P
7747 %HIRLET, DHCP AX—E T NA T 47 T—H_X—R L FEITHREIN IP
V—=AZA R T 4 T ESNT T T4 v 0BT ANE Y7 LET, IPSG OLFIONR—Y g T
1Z. IPSG 23 #HET 5 7212 DHCP BREENMIL T L 7=,

ABZT 4 v KA RDIPSG IZ& > T DHCP B7WiG4E IPSGITEELET, AX¥T 4 v 7 KA b
DIPSG i, "—FACL ZA L A =T DD IP TN, A VT vF 7 T—T70 2 b &2F|
FALET, AA vFid, ARPERELIZZFDOMD IP 7 v MIHEASWTRAEZT v 7y MU Z21E
L. TEDR— MIAELRARA O —EZ2MFE LET, IEOR—F~D T T 4 v 7 EENHAE
NHEANOEBIEETEET, ZNE, VA VY3AR—F X270 EEMTT,

AT 4w KRAMDIPSGIE, ¥4 FTIv 7 KA EAR—bLET, FA4FI v FANHBIP
DHCP AX—t' 7 7 =7V TAFTESH DHCPHIV Y TIP 7 FLAZZ(FE LA, ML= b
UMIPTHRARA NT X7 T—TNMIEoTHEBINET, AF v 7BETIE, vA¥— T =—
NWA—=NRN=PRETDHE, A= R—=MNHMTONTRAZT 4y RAFDIP Y —ZX H—F
T MY DBHERF S L E T, show ip device tracking all EXEC =2~ > K& ASTH L, IP T34 2 |
Fyx T T—=TNAN, ACTIVE L L= M) ZFKRLET,

~

GF) BEORY NT—FT A F—Tx2AADHDL MO IP AA FTIX, BTy hExy b
T—0 A F—T 2 RAFEATHIELTEET, By ME, FAXMORIOFR Y
T—2 A B =T 2 ZDIP T FLAERIIMACT RLAEZRETLT RLAL LTERE
T, Wiy RRRIZ ST, AXT 47 FARDIPSG BEDFA MIEH L, &~
ERIP £7IEMAC T RV A RS T 4 v TR H L, B AAL T 4 v TG+ 52
ERHY FET, FAMIEBEHNR Ny NOFAEZRIET 21203, ST 54Xv—7 1>
T VAT EARBIORY N0 S U H—T o2 ADNUFE—ZTFHELZE0,

AL T 4 w7 KA BRDIPSG IE, HUNICACL R—ZADAX—E L7 AH=ALL->TIP £721%
MAC A U F 4 U T HBNICFEE LET, IP £/ MAC XA U F 4 713, ARPBIOIP 47y
MZESTRAYT (v 7 AAMPHLERSNET, TNDIE, TAAR FTuFr s F—I =2
BRIESHET, BBCEE SN, FREFIEDOR— MCHIICERESNZ IP 7 R L 20K & KE
WCELEEEX, A= R =TIEHLWIP 7 FLADH Ly EEL ST, 50 b THRE)
FELITHIBRSNTZARR NIRRT DD, A¥T 47 FANMIIPTAAA NT XU TE2IEAL
T, BPICFELEIP T RUA RAL T v T HBNCLET, ZOHHEIX. DHCP AX—E 7 &
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W py—xH—FoEE

LI TEET, DHCP L A ¥ T (v 7 RAMOWHICHRRINZA— F EITEERO AN T 4 v
TSI SNET, 72 21E. XA FT 471 EDHCP AX—Y 07 NA 0T 4 v T F—H_"—Z|T
MAT, MIFDFAALZD N T v F v T F—ER— AR ESNET,

N I &y = E
IPYV—X A—FD:x
o I[FT7FNIDIP V—A H—FKOEE] (P.22-18)
o NP Y—A H— RREMOEFFE] (P.22-18)
e [P Y—RA H—FDA x—7 k] (P.22-19)
o (22T 4wV RAFNDIP V—2 H— Fo#FE] (P.22-20)

TIAXIWEDIP V—X H—FDETE

T7FNVRITIE, IPY—A = RFET 4 =7 VR ESNTHET,

IPV—R /i— FERERDIEEH

o FN—TFT Y RA—PNIRYVRAEZT 4 v 7 IP AT 4T HFRETEET, ip source binding
mac-address vlan vilan-id ip-address interface interface-id 70—/ 3L 27 4 ¥ a2 Lb—a s 3
YU REL=T Yy RAVE—T A AZANLTEHE, 20T — Ay E—URERREINET,

Static IP source binding can only be configured on switch port.

e [PY—RAH—FREREETIP 74NEZ VL TNA L HZ—T A ATAX—T VDA, DHCP 2
X—bE 7N A E—T A ADT 7 AVLAN TA X —7 /L TRIFTIZRY 8 A,

o BHEDOVLAN RSB T I A H—T 2 ATIP V—A H— FK»NA 3x—7 /1, DHCP %
X—=E IR TXTD VLAN T 2 —TNVDOEPAE, FIETIP T RV A 74 L Z BRI _TO
VLAN IZ# A &£,
~

GE) IPY—AT—FKRNAF—TNThrT727 A HF—T7xAALDVLAN TDHCP A X—t
VINT 4 =T NVDEE, AL v FITWUNC N T T 4w BT 4 NE ) T TEER A,

o IPY—AT—RLEERFBILIPBIOMACT FLA T4 VZ YT RARX—TNLO4E DHCP A
X—EUTBEIOR—F EX2 T 4B, F—T 2 AT X—=T A TRITNITR Y £ A,
F 7=, ip dhcp snooping information option 7 oz — 3L 27 4 Fal— g avy KEAJ
L. DHCP #—/37% Option 82 ¥ R— r T2 L ITHRET HHENRHY 9, [P V—A H—F
EMAC T RVARA T4 NEZ ) ITRA =T VD4, DHCP R A D MAC 7 KL A[IAR A b
WU —=AREZ 6N ETHFEINETA, Ny bRV — DD AR MIEE SN DHE,
DHCP A X—t" > 7 CiX Option 82 DT — X A L CAHAA b R— hE#BI L £,

o 54 R_R—F VLAN BRREENTWAHA L EZ—T 2 A ATIP V—RA H— RERETLHHE. R—
XU Tl R—bPINEHA,
e [P Y —A #— K% EtherChannel TH AR — hINLEHA,

o 802.1X R— FA_N—ZAFFENA R—T N THLYEIP Y —A I— FOEEEZ A R—7 VT TEET,

e Ternary Content Addressable Memory (TCAM) = N UEMBERAKEE ML -54E. CPU O
ENEMUET,
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DHCP BEES LU IP Y —R H— FREDEE

PY—=x A—rFoxe N

AA v F AZ I TE P V=R T—=RBAZ 7 AU RN— [ F =Tz ATFEE I T
T, no switch stack-member-number provision 7 o — 3L a7 4 Fal— a3 avr REA
NDLTZDAL v TFREFHIRT 2HE, AVH—T 2 A RARET 497 N UT 4 TBRAA
VT AT TN BEIBRENET, FATar T X2 b—Ta U LIFHIBREREE A,
switch stack-member-number provision 2> NEZ AL TAAL v FE2HR I rEYa =795
BE. SMUYTAVIBRIIRENET, "M U T4 v T 52FfTar7 4 Fab—a VbR
9 2%1ZiE, no switch provision 72— 3L 27 4 Falb—ay avy RE AT HREIICIP
VA W= REBHCL 2T EWT ERA, AV F =T 2 A ANNSS T 4 T T—TNnb
HIEREN TV AMIZAAL v F A2 r—RT 256, a7 4Fab—rvarbHllRsnEdT, 7r
BV a = IR AL vy FOFEMICOWTL, [ R¥ vy 7047 T4 & E] (P5-7) #5HL
TLIEE,

IPV—A H—FK A=w—h X0 2RETDHE, MESINTZT N A2AFE721E DHCP THEEH XM
77 RVALUADREETLT RURAEZRO/T » RRER S, 737y hONED NetFlow UL

BICERINET, ZOBEZHRETH2HEIL. Av—F aXror/n/a— UL Ta 3x—7 I

o TWAI LEMBLTLEIN, 2Avw—hk aX 0 ZFOHEMIONTIE, [2=—F 270
E] (P31-14) 2L TLEIN,

IPYV—X A—FD4Rr—T )it

AT971
ATy72

AT7973

27974
ATy75

A7976
AF9TT

¥ EXEC £E— RTHEITLET,

ip verify source port-security

B

configure terminal Ja—r ) ar7 4 Xal—ay ®— 2B LET,

interface interface-id RETAA L F—T oA REFEBEL, A F—Txf A AT X2
L—yay = RKEBKBLET,

ip verify source [smartlog] IPY/—AH—FEEEFETIPT VA 74 VHZ ) Tl Fx—TLICL

i‘j‘o

e ({EE) smartlog # AJ9 5L, Koy &Nk \ry hONE%
AA » F 7 NetFlow WEEEICEETHEOBREINET,

IPY—AH—FERETXIPBLOMACT RV A 74 VZ Y T aA

2—=T M LET,

ip verify source port-security f > % —7 2 Af X a7 X2l — 37

vavw U REFEHLTIP V=X H—FRER—bh X2 T OME%

AR=TNCTDHHET. RO 2 OOEEFEPH Y £7,

e DHCP #—/3T Option 82 ¥ KR — L TWRWE, 77147 b
WIXIP 7 RLAREID S THNEREA,

e DHCP %4 v FOMAC 7 FL A jE., %27 7 KL AL LTHEE
INFEFA, AL vFNDHCP LS DT —% T 7 4 v 7 2%
L7=Ba1cZ 7. DHCP 7 547 PO MAC 7 RL A3k Fx a7
T RLRELTEEENET,

Ja—n) aryZ 4 Xal—yary T—RIED £,

ip source binding mac-address vlan ABT 47 IPEETAA T 4 7T HBIMLET,
vlan-id ip-address inteface interface-id

KRBT AT AT 4 TIZRLTCZOa~vry FeEALET,

HHE EXEC £— FIZREY £,

show ip verify source [interface IP Y —2 H—FOFEEMBLET,
interface-id]
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W py—xH—FoEE

ATv7 8

avwyFk

]3]

show ip source binding [ip-address] AA v F | BED VLAN, FI3HEDOALA v H—T A A LD 1P %[
[mac-address] [dhep-snooping | static] |/ F 4 v 7 a2FRLET,

[inteface interface-id] [vlan vian-id]

A7979 copy running-config startup-config UEE) av 74 F¥al—ary Z7ANVICREXRTELET,

IPY—Z2H—FRBIOEFEILIPT RLRA T4 XV T %T =7 02T HITIE, no ip verify
source { A —T A A a7 4 F¥al—varavry REHEHALET,

ABT 4w 7 IPEREITAA T 47 = MY ZHIRT 5121E, no ip source 7 72—/ 3L 27 ¢
Xal—vayravwr ReEHALET,

WIZ, IP Y =R A= FEFETLIPBILOMAC 7 4 V&2 2% VLAN 10 53X W' VLAN 11 TA
R—=T T DR LET,

Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Switch (config)# interface gigabitethernetl/0/1

Switch (config-if)# ip verify source port-security

Switch (config-if) # exit

Switch(config)# ip source binding 0100.0022.0010 vlan 10 10.0.0.2 interface
gigabitethernetl/0/1

Switch (config)# ip source binding 0100.0230.0002 vlan 11 10.0.0.4 interface
gigabitethernetl/0/1

Switch (config)# end

ABT4 99 RAFDIP V—R H— FDOHRE

e (LA Y2T I HVAR—FNCTDOALT 47 KARDIP V—A H— RKOFE] (P.22-20)

o [7FAX—=FVLANKA L R=FTORAZT 4 v RALDIP Y —R H— KDEIE]
(P.22-24)

LAN2F79CRAR—FTCDRETA4YYI RAFDIP V—R H— FDERTE

AT971
ATy72

AT7973

~

GE) A¥T7 4 v 7 KAMDIPSG ZHERE S ® 5 I2iX, ip device tracking maximum [imit-number A % —
TxAf A AT 4 Xalb—ay awy el a—UWCERETHHENHY £, R—F ETIPSF
NARA DT X T BT A=A F—=TIVCRET D2 R Z0avr FEFz@ETLE (
FO, BETDAE—T oA ALETIPT A A M T XU THRREEHRETHZLIZL-T), A%
T4 v KARDIPSG 1L, U THA L F—T 2 A ADLDOTRCOIP 8T 7 4 v 7 HERLET,
ZOoEMT, FTIA_X—F VLANKA N R—FLEDORZT (v 7 RAFDIPSG ICbEH SN ET,
¥5HE EXEC £— R CEITLE T,
avwv kR B
configure terminal Jua—sL ar 7 4 Xal—var - NeBLET,
ip device tracking [PARAN T—=TNE2AFALT, IPTAAAL A T vk
YT HT U —rNIA X =T T LET,
interface interface-id AV H =Tz A A7 4FXal—var E— Ntk
LET,
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PY—=x A—rFoxe N

avwyFk

B&

A7974 switchport mode access

R—=braT 7R LTHRELET,

AT975 switchport access vlan vian-id

ZDOHR— D VLAN 2REL £,

AT97 6 ip verify source tracking port-security

ABT 47 FARDIPSG & MACT KL A 7 4%
Vo T %A RX—TNMZLET,

(3¥)  ip verify source port-security 1 > ¥ —7 = A
a7 4 F¥alb—vary avwy ReHLTIP
V—A H—=FKEFR—F X2V T DM GF%EA
F=T VT DHEE ROEEFHEBH Y £,

e DHCP #—/3T Option 82 Z¥H— kLT
WE, AT MIIZIP 7 FLUARE D BT
SBREFA,

e DHCP 4 vy Fr®dMAC 7 RLRAE, X7
7T RLARELTEERINERFA, AL v TN
DHCP YN DT —% +F 7 4 v 7 %5 LT~
A2, DHCP 7 947 F® MAC 7 KL
23X a7 T RLAE LTEEENET,

A797 7 ip device tracking maximum number

IPFAAR NT vk ) FeT AR H— b ECHAT S

AZT 4 w7 IP ODBORKREZRELES, FHEETE

DEIPAIZ 1 ~ 10 T9, HmKREIL 10 T,

(G¥) ip device tracking maximum limit-number A >
B—TxAf AR AT 4 Fal—Tary avs R
ERETOILERD Y ET,

A7v78 switchport port-security

LE) ZOR—FOR—b X2 VT 45T IT 471
LET,

A7979 switchport port-security maximum value

(EE) ZOR—FDODMAC T FLADRRELRELET,

A79710 end

¥iHE EXEC E— RIZE D £,

A797 11 show ip verify source interface interface-id

HEXER L. AZT 47 KA LD IPSG 77 ACL %
FKRLET,

279712 show ip device track all
[active | inactive] count

AAYF AL BE—T 2 A ZADFFEDEKRANDE=DHDIP &
MAC DA VT 4 T RRTHIE TRECMRLET,

e allactive: 7277 4 772 IP £721X MAC XA T 4
YT YT ERRLET,

» allinactive : 367 27 7 1 772 IP £721L MAC /N1
TAvS T NV ERRLET,

e all: 7T 4 TERIFHET VT 4T DIP 121X
MAC A>T 47 = b BRI LET,

WIZ, A v B =T 2 A A LDAET 427 RAMDIPSG 52195 HiEEZRLET,

Switch (config-if)# no ip verify source

Switch (config-if)# no ip device tracking max

WIZ, R—=F EDAZT 47 RARDIPSG A X —7 NI THFHEEZRLET,

Switch (config)# ip device tracking

Switch (config)# ip device tracking max 10
Switch(config-if)# ip verify source tracking port-security

Catalyst 3750 RA v F Y2 h9x7 av24Fal—>ay HAF
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IPYV—R A—FO%E

WIZ, LAF¥2T V0 BAR—FNEDRET 427 RAFDIPSGBLWNIP 74 VEZ Y o Tt x—T
T HHE, BLO, A v Z—T =A% Gi0/3 DERIP AV F 4 v TR T L6 2R LET,

Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch (config)# ip device tracking

Switch (config)# interface gigabitethernet 0/3

Switch (config-if)# switchport mode access

Switch (config-if)# switchport access vlan 10

Switch (config-if)# ip device tracking maximum 5

Switch (config-if)# ip verify source tracking

Switch (config-if)# end

Switch# show ip verify source

Interface Filter-type Filter-mode IP-address Mac-address Vlan
Gi0/3 ip trk active 40.1.1.24 10
Gi0/3 ip trk active 40.1.1.20 10
Gi0/3 ip trk active 40.1.1.21 10

WIZ, LA4Y2T78AFR—bMEDRET 427 FAMDIPSG BLUWIP-MAC 7 4 VE Vv T %A
F—=TNMCT B HE, BEXO, A 4 —T =4 A Gi0/3 DHR IP-MA A 5 v T &R L, i
KIBIZBIZE LA v F—T 2 A A LEDONAL T 4 VT OB EMHRT IR ERLET,

Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Switch (config)# ip device tracking
Switch (config)# interface gigabitethernet 0/3

Switch (config-if) #
Switch (config-if) #

Switch (config-if
Switch (config-if
Switch(config-if

switchport mode access
switchport access vlan 1

ip device tracking maximum 5
switchport port-security

ip verify source tracking port-security

(

(

( )
Switch (config-if)#

( ) #

( ) # switchport port-security maximum 5

( ) #

( ) #

Switch (config-if end

Switch# show ip verify source

Interface Filter-type Filter-mode IP-address Mac-address Vlan
Gi0/3 ip-mac trk active 40.1.1.24 00:00:00:00:03:04 1
Gi0/3 ip-mac trk active 40.1.1.20 00:00:00:00:03:05 1
G1i0/3 ip-mac trk active 40.1.1.21 00:00:00:00:03:06 1
Gi0/3 ip-mac trk active 40.1.1.22 00:00:00:00:03:07 1
Gi0/3 ip-mac trk active 40.1.1.23 00:00:00:00:03:08 1

WIZ, TR_RCOA o HZ =T 2 AT DHTRTCDIP FFRIEMAC A T 47 =0 b 2FRT
DR LET, CLIFT R TODT VT 47 Rz PIBIOFET VT4 7z NI BFRRLET,
AVH =T ATHEAIRFEHINTZGA, FiILLW L NIRRT 77407 L T~v—2&ET, [
UARANRZEDA U H—T = ADBEFMHRRINBOA ¥ —T = f AZER S NDEGE, FTLO
IP E72EMAC NA T 47 = bV, RARDBBRHENDETSIET 7T 47 LTHRRSN
F4, UFIOA LV H—T2A A LEOZDRADOEHENZ U FNIFET 7T 4T ELT—27 INFET,

Switch# show ip device tracking all
IP Device Tracking = Enabled

IP Device Tracking Probe Count = 3
IP Device Tracking Probe Interval = 30

IP Address MAC Address Vlan Interface STATE
200.1.1.8 0001.0600.0000 8 GigabitEthernet0/1 INACTIVE
200.1.1. 0001.0600.0000 8 GigabitEthernet0/1 INACTIVE
200.1.1.10 0001.0600.0000 8 GigabitEthernet0/1 INACTIVE
200.1.1 0001.0600.0000 9 GigabitEthernet0/2 ACTIVE
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200.
200.
200.
200.
200.
200.
200.
200.
200.
200.
200.

[ T S e S S SRS S
[ T T T T S SR SR S
d oUW W NN

KT, F_TOA

0001.
0001.
0001.
0001.
0001.
0001.
0001.
0001.
0001.
0001.
0001.

VE—T 2 A RIKT DT XTOT VT 4 772 IP
N ZFRRTDHHEZRLET,

0600.
0600.
0600.
0600.
0600.
0600.
0600.
0600.
0600.
0600.
0600.

0000
0000
0000
0000
0000
0000
0000
0000
0000
0000
0000

@ 0O 0 W W W W W 0 W

GigabitEthernet0/1
GigabitEthernet0/2
GigabitEthernet0/1
GigabitEthernet0/2
GigabitEthernet0/1
GigabitEthernet0/2
GigabitEthernet0/1
GigabitEthernet0/2
GigabitEthernet0/1
GigabitEthernet0/1
GigabitEthernet0/1

Switch# show ip device tracking all active
Enabled

IP Device Tracking Probe Count
IP Device Tracking Probe Interval

IP Device Tracking

PY—=x A—rFoxe N

INACTIVE
ACTIVE
INACTIVE
ACTIVE
INACTIVE
ACTIVE
INACTIVE
ACTIVE
INACTIVE
INACTIVE
INACTIVE

FEIEIMAC KA T 4T =

GigabitEthernet0/1
GigabitEthernet0/1
GigabitEthernet0/1
GigabitEthernet0/1
GigabitEthernet0/1

ACTIVE
ACTIVE
ACTIVE
ACTIVE
ACTIVE

WIZ, TRCDA =T 2 A RAZxT DT XTCOIET 77 4772 IP £12E MAC A T 4 F =
VMY EFRRTLHHERLET, KA NI GigabitEthernet 0/1 £ THRANCEE S, KRIZ
GigabitEthernet 0/2 |2 @ 41 FE L7, GigabitEthernet 0/1 LT Iz IP £721X MAC /A
T4 T NIRRT I T TE LTy SNET,
Switch# show ip device tracking all inactive
Enabled

IP Device Tracking Probe Count
IP Device Tracking Probe Interval

IP Device Tracking

Vlan

Interface

R e el e e
R e el e e

~N oUW NP PO

® 0O 0 0 W 0 W W o

GigabitEthernet0/1
GigabitEthernet0/1
GigabitEthernet0/1
GigabitEthernet0/1
GigabitEthernet0/1
GigabitEthernet0/1
GigabitEthernet0/1
GigabitEthernet0/1
GigabitEthernet0/1
GigabitEthernet0/1

INACTIVE
INACTIVE
INACTIVE
INACTIVE
INACTIVE
INACTIVE
INACTIVE
INACTIVE
INACTIVE
INACTIVE

WIZ, TRCDOA 2 H =T 2 A AZKTDHTRXTDOIP T A, A T X T AN M) OEE

AR LHP 2R LET,

Switch# show ip device tracking all count
Total IP Device Tracking Host entries: 5
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L_IT]

754 R— bk VLAN "R b R—

AT971
AF972
A7973

ATv7 4
AT97 5

ATy76
YSTVA
ATy7 8
AT979
ATy 10
ATy7 N
ATyT12

AT9713

ATy7 14

ATy7 15

2797 16

[l Catalyst3750 R4 v F Y7 b7 A T4 F¥al—av 4 F

—R H—FOHE

~

FCORET499 RRAFDIP V—R Fi—

NOE

(G¥) 2AET 47 RABMDIPSG ZHEESE5I1T1%

. ip device tracking maximum /imit-number { > 7 —

7:4%:V74¥JV~VaV:va%7m~Aw_§ﬁ#5M£m%Diﬁ AR—KMETIPTF

NARANToF U T I 0—r I A F—

(o% Y,
ABT 4 w7 BRABMDIPSG |

TIWVICHRTET D R Zpa<wy RIZTE2RET D &
BT DA H— 7I4xiﬂnpfn4x%7/%/7mk@% RETHZ LITL-0),
I, FYTHA B —T 2 A ADPLEDTRTDOIP NS 74w 7 HHESL

F9, ZOBEMHIE, LAV 2T 7 BAFR—MEORET 17 FAMDIPSGIZHHEHEINET,

LAY 2T 8AR—FETRAZT 47 RARDIPSG L IP 74 V2 VU o P ERFBETDHITIL. Ktk

EXEC E— R THROFNEA FEITL £,

avwy kR

i

configure terminal

Ja—r ) ar74Xal—vary EB— REBEBLET,

vlan vian-idl

VLAN =2 7 4 Xalb—3 gy E— REBBLET,

private-vlan primary

75 4 _X— |k VLAN R— N7 54~V VLAN %3 iE
LE7,

exit

VLAN 2> 7 4 Xal— gy B— REKRTLET,

vlan vian-id2

BDVLAN ® VLAN 27 4 Falb— gy E—N%
PAR L £ T,

private-vlan isolated

77 A ~— bk VLAN — MIMSE VLAN Z#5%7E L £7,

exit

VLAN 2> 7 4 FXal—Yay BT—REKTLET,

vlan vian-idl

a7 4¥alb—var VLNA T— F&BBLET,

private-vlan association 201

MSE7 T A X— |k VLAN &R"— h @ VLAN % Bt i) £,

exit

VLAN 227 4 ¥alb— gy F— 2K TLET,

interface fastEthernet interface-id

A H—=TxzA A AT Falb—vary ET—FeH
HmLET,

switchport mode private-vlan host

(fEE) R—b+&77 A4 ~_X—F VLAN KRR F& UTRHRE
LET,

switchport private-vlan host-association vian-idl
vian-id2

(EE) ZOR—= 2T 25774X—F VLAN &R
WA £,

ip device tracking maximum number

IP 742 KT vy F—T ApH— b LR
HAET 47 IP OBRORKRMEEHELET,

KMEIE 10 T,

GE) R¥T7 47 KAMDIPSG ZHESH 5121
ip device tracking maximum number A > % —
TzA A aAwy RE7a— UICRET D HHE
N ET,

ip verify source tracking [port-security]

CDOR—=FDAEZT v 7 RA D IPSG B LU MAC
TRLRTAUNEZV T ET 7T 4712 LET,

end

a7 4 FXal—vary A =T A FT— K&K
TLET,

OL-8550-10-J |



| $22% DHCP ##HEUIP V—2R Hi— FilieDHRE

PY—=x A—rFoxe N

avwv kR B
A797 17 show ip device tracking all BEAERLET,
A797 18 show ip verify source interface interface-id IPY—AH—ROBEZMHRLET, A¥T 4 v 7 K
A M IPSG #F 7 ACL &R LET,
WIZ, AET 4 w7 RARDIPSG L IP 74 NVE Y T % T4 ~_—hk VLAN KAk R— hTA
X—=T N D HEETRLET,
Switch (config)# wvlan 200
Switch (config-vlan) # private-vlan primary
Switch (config-vlan) # exit
Switch (config)# wvlan 201
Switch (config-vlan) # private-vlan isolated
Switch (config-vlan) # exit
Switch (config)# wvlan 200
Switch (config-vlan) # private-vlan association 201
Switch (config-vlan) # exit
Switch (config) # int fastEthernet 4/3
Switch (config-if)# switchport mode private-vlan host
Switch (config-if)# switchport private-vlan host-association 200 201
Switch(config-if)# ip device tracking maximum 8
Switch(config-if)# ip wverify source tracking
Switch# show ip device tracking all
IP Device Tracking = Enabled
IP Device Tracking Probe Count = 3
IP Device Tracking Probe Interval = 30
IP Address MAC Address Vlan Interface STATE
40.1.1.24 0000.0000.0304 200 FastEthernet0/3 ACTIVE
40.1.1.20 0000.0000.0305 200 FastEthernet0/3 ACTIVE
40.1.1.21 0000.0000.0306 200 FastEthernet0/3 ACTIVE
40.1.1.22 0000.0000.0307 200 FastEthernet0/3 ACTIVE
40.1.1.23 0000.0000.0308 200 FastEthernet0/3 ACTIVE
HoE, A v 2 —7 x4 A Fa0/3 THEENEZ S5 2OFRIPMAC A >F 4 T ERLTOET,
774 ~_— K VLAN OE, N VT 4713774~ Y VLANID ExtitftiF b cnEd, Lk
NoT, ZORFITIHE, 774 ~VU VLANID, 200 BRIZRSNTWET,
Switch# show ip verify source
Interface Filter-type Filter-mode IP-address Mac-address Vlan
Fa0/3 ip trk active 40.1.1.23 200
Fa0/3 ip trk active 40.1.1.24 200
Fa0/3 ip trk active 40.1.1.20 200
Fa0/3 ip trk active 40.1.1.21 200
Fa0/3 ip trk active 40.1.1.22 200
Fa0/3 ip trk active 40.1.1.23 201
Fa0/3 ip trk active 40.1.1.24 201
Fa0/3 ip trk active 40.1.1.20 201
Fa0/3 ip trk active 40.1.1.21 201
Fa0/30/3 ip trk active 40.1.1.22 201
Wk, 77 A4~1U VLAN & &> % U VLAN Ol FIZFET D 5 2OAF87% IP MAC /X1 T 4
VT ERLTVET,
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W P y—x - FEEOERTR

IPYV—X A— FIEHRODRT

IP Y —Z B — FEREFRT 2I120E, £ 22-3107F, 1 DEITEBEORHE EXEC =~ > Fafdi L

£7,

= 223 IPV—X A—FEROFRFTAITUF

avy kR

=]:)

show ip device tracking

TRCOA L HE =T =2 A AIKT DT VT 4 THRIPELIIMAC A VT 47 =
VR EFRLET,

show ip source binding

ZA v FDIPKEILAA T 4 T H2FKRLET,

show ip verify source

ALy FOIP V=2 H— FREEFRFLET,

DHCP H4—/\DHR— bR—XD7 FLREIY HTOME

DHCP H— DR — b_X—=Z2D7 FLREID B TE, B L TWET AR 75347 MND £72137
FAT M A=K7 OT7 RLAZHpbp5d, DHCP 3 1 2OA —% Ry N A4 vF F—F ET
FUIPT7 RLAZREFETE D Lo oHETT,

A=Y Ry F AL v TNFy T —ZIZHE SN TOWAEAEE, BE#EEREL TODET 31 R TR T
EFET, THORREDREIZL > TE, T ANRKE L & XI1T, REDT A ZREZBEFOLX Y b
U — 7 CHIRFICEMES B D BERH Y £9, HAED DHCP EETid, DHCP BRUEBEDO T A RZF L
IP7 RUARAZERMTHZ LIRFES N TOWERA, HlEY 7 b 2T, T=XV T VYT o7 7R
EOYV T U =TE, AT 47 IPT RUARKET NS RZEEL TWAZ L ERiTRE LTWET,
TNRA AT H5A1E. DHCP 7 947 RN EFRINTHLT RLRAE D Y CIEEDEF L 72
HUHERHY £,

DHCP #+— O AKR— F_X—=2D7 R AEID Y THEEZRET D L. A— MIBEIFET 25 DHCP A v
=TI TAT U NID ERIZITAT U N N R 2T DT RLAREDL->TH, WLUIPT Kb
ANE A — MoEIziRftan s L5 9, DHCP v 2L iZ DHCP X7y DV T4
Ty hIDATYa Lo TDHCP 7 947> baB#MLEST, 2747 FNID AT v a ik
BRNWIFGAT U ME, VF9AT L M AA—RU=2T7O7 RLRAICE > THEINET, - OISR E
THE, AV H—T 2 A ADKR— FBILE-TITAT Y MNID F23— KU =7 7 F LR3I
e, BEOERRA N, AL v F K= RN T7A4T7 2 bID 20 FT,
EorishGaThoTh, MUFR—MIA— 3y N =TV EHGETHZ LT, DHCPIZL-T
FICIP 7 FLARER L TVWDET AL RIZE DY THRET,

DHCP #— DR — h_X—=207 L ZAH Y Y THREIL. Cisco [0S DHCP #—NZRY R — bk &
N, $= =T 'OV —"TEIR-rSNEEA,

DHCP H4—/\DHR— bR—XD7 FLREIY HTORTE

o [R—=F_R=20O7 FLREIY Y TOT 74 /L bi&E) (P.22-27)
o [R—=FR=207 RLRE|ID Y TOFREREOEREFE] (P.22-27)
o [DHCP ¥y —DFE— rR_R—=2DT KL RAED ¥ THA x—71{k] (P.22-27)
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DHCP H—/iD#— FR—2 D7 FLRBY STz B

R—bR=2D7 FLREY B TOT I+ )L bELE

F 74/ h T, DHCP y— DO R— FR—Z2DT7 L REY Y TI13F 4 &—T L T1,

R— FR—ZDT7 FLRAEY HTOHREHDITEEIE

ZZ T, DHCP R— b _X—=2D7 KL 2E| ) ¥ COFRTHEDOEEFHIZOWTIHALET,
o KR LIZ . 1ODIPT7 FLAFITZE DU THZ LRTX £,

o THIESNT (FANZEIV Y THNK) 7 FLAE, clear ip dhep binding 72— 3L =207 ¢
%1Vﬁya/:V/F%ﬁﬁbf%7)7fgiﬁho

o FHHIIZEID é’(%ht? KL%, BEDEAFI v 7 IP T FLARE D Y THd HEIFIZRA S
niﬁ‘ EuizEosconiz7 R 1/7\ IEARA R =L TCHEATEEEAMN, DHCP 7 L%
=T r @ﬁﬁ?bvx%im Bl YU THZEMTEET,

* DHCP 77— AnbTPREHLDT RLA~OEI Y B TEHIRT DI11E (FRFEATRVWT R A
2IAT MRk ENT, oMo T4 T v MIT—Anb e ShEREA) .
reserved-only DHCP 7' —/)L 27 s ¥ a2l —ay avr REFEHALET,

DHCP H#—/\OR— bR—XD7 FLREIYETOA r—TILE

R—=FR=Z2OT7 FLRE|VETE T2 — L TAR—T NI L, f X —T =2 ATMAFID % H
@JE’J AT AL, ¥ EXEC B — R CHROFIEZFEIT L ET,

avwyk B
27971 configure terminal Ja— )L ar 74 ¥ ab—y gy F— FEBEHBL
E AN
27972 ip dhep use subscriber-id client-id FTRTOEE DHCP X v E—JiI2B W T, MAE

IDE7I7A4T7 2 IDE LTI r— NV CEMATS
L 92 DHCP — R %ZHELE7,

A7%73 ip dhcp subscriber-id interface-name A B —T A ADBEIHIZESNT, IMAE ID # B
AR LET,

BEDA v H—T =24 ATHESINIZIMAZE ID iX
Zoawry REoELREnET,

A7y7 4 interface interface-id MEFTAAL LA —T oA ABEEL. A X —T =
AA AT 4Falb—var E—FefBLET,
27975 ip dhcp server use subscriber-id client-id A H—T 2 A A LOFT_TDEE DHCP A v+ —

VIBNT, MAEZEID %227 747 FID & LTHH
M4 2% & 512 DHCP —~"EREL LT,

27976 end ¥i#E EXEC T— FIZRED £,

A7977 show running config e TR £,

27978 copy running-config startup-config (EE) av 74 ¥al—ray 77 A VIHRESE
RIEFELET,

Catalyst 3750 RA v F Y2 h9x7 av24Fal—>ay HAF
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W DHCP 4—/sDH—

FR—ZD7 FLREAY L TORTE

DHCP R— b _X—2D7 FLRAEID B TE AL v F TA R—T /I LTVJ E\ ip dhep pool 7' 72—
w:y74¥:V*Vay:vVF%ﬁ%LT IP 7 L RZHFNIE Y K TT, %h%7747/
WCBIEA T £ 3, DHCP 7 — b THRIBEHDT KL A~DEY éT%ﬂ%IJBE?“é
mwwMoMﬂﬁmP7%»:/74%:V%ya/ZV/F%ﬁﬁLi¢ Z/FV JIZEEN
TVEY RLART—V#HiHIZH DT RLATEH, TRSNTWRWT RLAIFT7 747 v MO
NP, o r 547 NI DHCP F— O — b 2Rt EhEEAL, 2—FIZDa~vr Raff
LT, DHCP 7— V&M LI 1L M OA A v FRNIEO IP 7 3y &AL, HOAL v FD o
FTAT Y ML OEREWGT DL HICRETEET,

IP7 FLRAZHFNZEH WY TT, FNEA L F—T oA AZIC LS THESNTEZ T4 7 v MO
(T 2120, %*@EXEC%~F’C0’W)$HIE% ITLET,

=1 E]:5)

A7971 configure terminal sa—) ar7 4 F¥alb—ar E— FEFMBL
£7.

27972 ip dhep pool poolname DHCP /—/ a7 4 ¥ alb— gy ®— K&k
L. DHCP — L4 fiZEZ LET, F—LA4I
1%, T4 (B : Engineering) 7213585 (1 : 0)
HERTEET,

27973 network network-number [mask | /prefix-length] DHCP 7 FL A 77— OH T % v k v hT—2 %
BRI ERELET,

AT97 4 address ip-address client-id string [ascii] A B —T oA ALICL>THEINS DHCP 7 5
AT FDOIPT FLAETHLET,
string : ASCHfEE 7213 16 EEEERETEET,

A797 5 reserved-only (£3E) DHCP 7 FL X F— VDO FRELT KL A
EIEMEHLES, 774V FTIR ST R
ZATHIR S E R A,

A7v76 end Kite EXEC £— FICRED £,

27977 show ip dhcp pool DHCP Y— VR ELZHR L ET,

A7978 copy running-config startup-config (EE) a2y 74Fal—ay 774 NVICERESR
RIELET,

DHCP A — h_X—2D7 RLREID YT T & —7 /2T 5. no ip dhep use subscriber-id
client-id 72— L a7 4 Falb—vay avr REEHLEYS, MAH ID O BHEVERE T ¢

T —7 27 5121, no ip dhep subscriber-id interface-name 7’ 2 —/ 3L 27 4 ¥ 2 L —va v
av U REHEALET, A VX =72 ATMAFID 27 4 £ —7/1IZ7 5121%, no ip dhep server
use subscriber-id client-id { > ¥ —7 =2 A4 X a7 4 Fal—var a<wr REHFEHLET,

DHCP 7—/A7n6 IP 7 F L AD P12 HIERT 21213, no address ip-address client-id strmg DHCP
TN ar7a4Xalb—varavry FEERALET, 7 LR = 2HlR S RVIRREICE T
%1Z1%. no reserved-only DHCP /' —/L 27 4 Xal— gy a<vr RE AN LET,

WOFITIE, A ID 2 BERICAERK S 4, DHCP — NI DHCP A v & —Y D27 FA4 7 1D
74’“*/1/1*%4E’FELT ZORDVITHIAEID ZEHLES, MAEFEIDIF, A7 —T =4 2Dl
BB LOEFMIB VL TOENTZI TAT P T FLA 10117 TESWTIRESILET,

Switch# show running config
Building configuration...

Current configuration : 4899 bytes
|

version 12.2
|
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DHCP #—i0O#— FR—2D7 FLRFIY ZTtome B

hostname switch

I

no aaa new-model

clock timezone EST O

ip subnet-zero

ip dhcp relay information policy removal pad
no ip dhcp use vrf connected

ip dhcp use subscriber-id client-id

ip dhcp subscriber-id interface-name

ip dhcp excluded-address 10.1.1.1 10.1.1.3
|

ip dhcp pool dhcppool

network 10.1.1.0 255.255.255.0

address 10.1.1.7 client-id “Et1/0” ascii
<output truncated>

WIZ, FRNIZEID Y THENEZT FLUAN DHCP 77— /L TELL PRENTWAHIZRLET,

Switch# show ip dhcp pool dhcppool
Pool dhcp pool:
Utilization mark (high/low) : 100 / O

Subnet size (first/next) : 0 / 0O

Total addresses : 254

Leased addresses : 0

Excluded addresses : 4

Pending event : none

1 subnet is currently in the pool:

Current index IP address range Leased/Excluded/Total
10.1.1.1 10.1.1.1 - 10.1.1.254 0 / 4 / 254

1 reserved address is currently in the pool

Address Client

10.1.1.7 Et1/0

DHCP #— DR — F_X—=Z2D7 F L ZE D Y THRRE DR E DFEMIZ DWW Tid, Cisco.com ([Z7 7 & A
L TR 7 4 — /v RIZ Cisco I0S IP Addressing Services & ANJj LT CiscoIOS V7 vV =27 v=a7

NEZRLTIESY, v=a 7 /UZEFERO URL b b7 7B ATEET,
http://www.cisco.com/en/US/docs/ios/ipaddr/command/reference/iad_book.html
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Bl DHCP 4—/3OR— FR—ZO7 FLRAY LTORR

DHCP H—/\DOHKR— bR—XD7 FLREY HTORT
DHCP % — DK — b X—=2D7 R LK) Y TERZFLRT HI121E K 22-4 OFE EXEC 2~ F
Z 1 OFIFEBEMER L £,

& 224 DHCP H#—/3DR— FR—XDF FLREIY B TERRTHIATUF

avwv kR B
show interface interface id BEDA LV EZ—T 2 A ADAT—EZABIOERTELEZERLET,

show ip dhep pool
show ip dhcp binding

DHCP 7 KL 2 F— L& FERLET,
Cisco IOS DHCP H— 1D 7 RL A NAL v F 4 v T hFERLET,
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