GE)

VARATL AyE—D AFx VT DETE

ZOETIE, Catalyst 3750 AA v FICV AT A AvE—2 aX 7 ERET D HIBEICOVTHHLE
To FRICHRLARWVWIRYD , X7 > FLWIHEEIIAZ L RT Ry AL v TFBRIOAS v F R ¥ v I %
BW®LET,

ok va AT LY FOBICE X OMERFEOFEMIZ W TIE, [Cisco I0S
Configuration Fundamentals Command Reference, Release 12.2] #Z L T 72 &, ZHIUTIE,
Cisco.com DA —AL~— ([Documentation] > [Cisco IOS Software] > [12.2 Mainline] > [Command
References]) 567 7 & AR[EETT,

ZOBETHATINEZ, ROEEBY TT,

o (VAT LA AvtE—Y uXrr7ofE (P31-1)
o [P RAFH Ayk—Y X Vo E] (P31-2)
o Ta¥rrREDFKR] (P31-14)

BlL—hTary—n~0OA vt =TS E, CPUDFIARNEL 2D AL v FO;EIC
EWREL S ZDREENDD 7,

DARATL AyE— AX VT OBE

AL Y FIFT 74N R T, VAT A A yE—VE X debug Fi#E EXEC 2~ > Folhzax s 7
OV AZEELEST, AF YT AUNR—F VAT A AvE—VE2 NI H—T&ET, VAT L Ay

YT —UEERT DAL T A=, KA M E hostname-n DI THML niZ 1~ 9 DAL v
FHEZ), BHEAZ v/ v~ RF—puX o7 Fav RV ZA L7 bLET, AZ v 7 v AZ—|Z
2B T A=D1 DTTR, VATA A=V RA NEMNINLEEA, X7 ok R
a2 A vbv—UEK5E0eE BEREICET T, v Ny 77 dikE#R, UNIX Syslog #— 372 &) 12
BETHNEEZEELET, aXr 2y FatRd, arY—AZb A vE—V%2ERELET,

~

(3¥) Syslog 7 #—~ v biX 4.3 Berkeley Standard Distribution (BSD) UNIX & E#MERH 0 £4,
OX T TRV ANT =T NADEE, AvbE—IiFar Y —AIORrRESNEST, AvE—Y
FEMRICEE IND 2D, AvE—VBLIOT ANy ZJHNCE T v o7 Moo a~ v RO IIRE
NIABET, AvbE—UNRT I T4 7Hhary ) — IR RENIDIE, AvE—VEER LT R ER
BIETLTOHBH T,

Catalyst 3750 RA v F Y2 h9x7 av24Fal—>ay HAF
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ATFL AyvE—L AXVTDERE

AvE—VOEKEZRELT, 2V Y —ABILOKIEEICRRIND A v E—VDX A THHIBE T
FT, B AvbE—VIH AL AF T EHRELZD, Syslog BEILT FLAZBEELEZDV LT, V
TNEALLDOT Ny THERERS L OVEHMRE 2 ML T 7, BREINDBA vE—JIZOoVTIFH, 2DV
V=R G T DV AT A Ay —2 HA REBRLTLLEE D,

LRI NTZV AT A Ay =T 78 AT 512X, AL vFDOCLI (2~ K74y f v ¥ —T =
AR) BHERAT A, ELSERESNTE Syslog h— NIV AT A AvE—VERTFLET, A vF
VT R =TiESyslog A vE—VERZ L RTOY AL vF (RA v F ZAE v I OBERIIAZ v
v AHF =) ODNENRN Y 7 7IRIFELET, AF U FT Ry AL vFERITAZ v 7 v AZ—|ZHEN
FETDHE, 7Ty va AEVIRFESN TRV RE ZIIRbIVET,

VATA AyE—UEVE—FTE=XTHITE, Syslog = ETRIZERFZT L. F20E
Telnet H2 W iF =2 VY —b R— MEHTRAAS v FIIT 7 BALET, A vF AX v 7 OHEAF. T
RTDAZ 7 AoN—=ayy— VIR LCLary Y —VHhRERENET,

VATL AytE— aAX T DERE
T T, ROBEFTHRICOWTIHAL ET
o [ 2F vl RAyk—TUDT7—~v | (P31-2)
o VAT A AvE—V aX I OT 74 NEE] (P31-4)
e Rytw—v uXr 707 +2—70t) (P31-4) (LE)
o Ryt —YRIRHET NA ZADFHE] (P31-5) (EE)
o 7 AvtE—VoREb (P31-6) (LE)
o BT XRyb—=VDEA L AZLTDA =T NEBLIOT 4 =711k (P31-8) (FRE)
e BT Ryt—VDV—l U ABFOA =T MLEBLOT 42— k) (P31-8) (EE)
o Ayt —VEKEDOEX] (P31-9) (EE)
o [BIET—7 18 L0 SNMP (Zi%(5 &5 Syslog A vE—OHIR) (P.31-10) ((EE)
o IFEEHE N —DAF—7 0] (P31-11) (TE)
e [UNIX Syslog — 0% & (P.31-12) (E&)

DRATL AT AyE—SDITH—T Y k

VAT A BT Avt—UEFRKR0 XFE =k FEE (%), BLOZORNCEEIND AT v a
YDl U AFERIA DAL TR BRESN TV OEE) THRRShTHwES, Avt—v
i, ROT7 +—< v FTERRSNET,

seq no:timestamp: %facility-severity-MNEMONIC:description (hostname-n)

=t MFLB DRI A v —UE551%, service sequence-numbers, service timestamps log

datetime, service timestamps log datetime [localtime] [msec] [show-timezone], F 723 service
timestamps log uptime 72—/ VL 27 4 ¥ a2l —v a3y avy ROBREICI > TEDLY 77,

Catalyst 3750 R4 v F YI b9z 7 av74Fal—S3v HA K
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7 31-1 12, Syslog A v E—VOHEEEZRLET,

# 3141 DRTFL AT AytE—CDER
£ e
seq no: service sequence-numbers 72— 3L 27 4 Fal— a3y avy RBREINTVIEHEE
P, vl Ayve—VRr—T U ABFEAX T LET,
FEIZ OV, (B Ave—YDr—F v AFEDA =T MEB LT B —7 11k
(P31-8) #ZML T 7ZEV,
timestamp D7 4+ —~< > | A vyE—TEIFIA X FOHETT, service timestamps log [datetime | log] 7' = —/ 3L 22
ko T4 Fal—vary avy RBRESNTWLHEET. ZOERPERINET,
mm/dd hh:mm:ss FEMIZOWTIE, (87 Avte—DF AL AZ L TOAL X —T B I OT 4 B—T7 11k
- =M ol \
S (P31-8) ZBML TS,
hh:mm:ss (FERFRD)
EJAES
dh (KEH)
Jacility Ay —UBNBRTH7 7 VT 4 (SNMP, SYS %2&) T, ¥ R—FEND77v I T 4D
—EIZOWVWTIE, & 31-4 (P31-14) 2L TLIZ3 W,
severity AyvE—VOEREZRTO0~T O LHOa— FTT, EREOFEMIONTIE, £ 31-3
(P31-10) ML T 7ZS W,
MNEMONIC AvE—VE—BIORTTEFAN AN I TY,
description LAR—= PSR TWEA Ry bOFMERTTFA N AN 7 TT,
hostname-n (F X pE | AE YT AUN=DHRAMEBLORE Yy ITHNODAL v TFFKG, AZ T AL —[ZAZ v
-n) AUN=D 1 DTN, VAT L Ay E—VICHRR MEMILEEA,
WIS, AB w7 v AZ—=BLORE v 7 A= (KRR M Switch-2) (T DAL vF VAT L
Ay —TO—HOHERLET,
00:00:46: S$SLINK-3-UPDOWN: Interface Port-channell, changed state to up
00:00:47: SLINK-3-UPDOWN: Interface GigabitEthernetl/0/1, changed state to up
00:00:47: S$SLINK-3-UPDOWN: Interface GigabitEthernetl/0/2, changed state to up
00:00:48: S$SLINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed state to down
00:00:48: $LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernetl/0/1, changed
state to down 2
*Mar 1 18:46:11: %SYS-5-CONFIG I: Configured from console by vty2 (10.34.195.36)
18:47:02: %SYS-5-CONFIG I: Configured from console by vty2 (10.34.195.36)
*Mar 1 18:48:50.483 UTC: %SYS-5-CONFIG I: Configured from console by vty2 (10.34.195.36)
00:00:46: $SLINK-3-UPDOWN: Interface Port-channell, changed state to up (Switch-2)
00:00:47: $LINK-3-UPDOWN: Interface GigabitEthernet2/0/1, changed state to up (Switch-2)
00:00:47: $LINK-3-UPDOWN: Interface GigabitEthernet2/0/2, changed state to up (Switch-2)
00:00:48: $SLINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed state to down
(Switch-2)
00:00:48: $LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet2/0/1, changed
state to down 2 (Switch-2)
Catalyst 3750 RA v F Y2 h9x7 av24Fal—>ay HAF
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DRTL AvtE— AX U TDTIAILMERE

F 31212, VAT A AvbE— aX o rOF 74V MREERLET,
* 31-2 SRATFL A= OX I ITDTIAIL FRE

HRE FI+ILFEE
A= ADVAT A A= axX s A R —T ),

ay Y —)VOEKRE

debugging (I X OCHEIEAIIZ L 0 IRV LUl
# 31-3 (P.31-10) =Z&MR)

a7 77 AIVERTE

T ANBDIRERL

ay Ny 7y A X 4096 /XA I

o Vg A X 1 AvtE—

BA AR T FAE—T N

EECI=E TAE—=T N

o J H— FA4E—T

Syslog #—/3D IP 7 KL % RERE

REET O H — Fa4k—TN

=R T VT Local7 (3% 31-4 (P.31-14) #&H)

P— SO K informational (3 & OHUEIZ K 0 K L~L,

# 31-3 (P.31-10) =Z&HR)

oaxoinorT«t—IILiE

Ayt—= X I T 74 h T, R—

Ayt —

T BE LT HA K

7\\11/ \—nxﬁéhfll\
BICA =V EEETIHRIE. AvE—Y aX o T h A F%—
TADEE, vl Avk—FuX ey oAk EENnNEd, axo s
TatAF, AveE—UEAER TR LR LRV THE

T, T —IVPADONT DD %E
TN TDHENHY E4, A v

ESHATZ R L £,

Av—y aX o ET =T MIT AL, FitE EXEC E— RCROFIHEAZFEITLET, ZOF

NI TY

avwv kR B#

A7v71 configure terminal

Ja—N\) ar7 4 X¥al—ary T— REREEBELET,

A7y7 2 no logging console

Avt—vuX I ET 42— NI LET,

A7y73 end e EXEC E— FNIZRED £,
A7v7 4 show running-config E AR LET,
EelEe

show logging

A7975 copy running-config startup-config

(EE) 2v 74 Falb—var 77 {VICRGE

ERIFLET,

aXy/ FatrAExE T 4= NICTBRE, AveE—URarV—C
WERGEAT 2 PR T A M ENR H B T2, A A v F OULHE

EXAENDIFETTrEBRIT
TR EE A 1&??‘5 &Z))%V)i?‘ n¥o s S

CANRT 4 =T NOHE, A vE—FEMEKT I @FIXa~ry KEICEVIATIET) 3
VLRI EINET,
Catalyst 3750 R4 v F YI b9z 7 av74Fal—S3v HA K
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logging synchronous 72— 3L 237 4 Fal—v gy av s Ry, 3V —A~DAyE—UFK
RICHBLEY, ZOa~vry FeAf x—7WIT 5L, Return F—2 M S 2T A v & —V0RER
SNEFA, FHIZONTIE, T A vye—YoRBME] (P31-6) Z2ZH L T EEW,

Av—y aXrET =T M LTERICFEOA 2 — 72T 5I121E, logging on 7' —/ 3L =2
Y7 4FXalb—varawr REFEHLET,

A yt—ORRI|ET/INA ADEE

A= 8X L INA R —TNAOHEE, 2V AT TRIUIFEDOERFTICH A vE— V% EET
xFET, AvE—VOZEHEHERTET DI, B EXEC T— R TROa~ > FE 1 DE 7138
FRALEYT, ZOFIEXMEETT,

avwyk B
AT7Y71 configure terminal Fa—r ar 7 4 ¥al—ay B— REEBLET,
27972 logging buffered [size] AL RTRY AL v F (AL vF AZ v I DOHRIFIAS v 7 <A

=) ONFHNRY 77 IZAyE—VErX 7 LET, HETE HHMA
13 4096 ~ 2147483647 N4 FTY, T 7 AN DAy T 7 YA X
4096 /X1 KT,

AL RT Y AL v FERITAS v 7 v AX—ZEENREETD &
7T via ARVIEES R TWRVWe ZdkbhET, AT v 74 %
ZIRLTLEEN,

GE) RNy 77 YA XZRETEDMEIZHELRNTLIIZE N, Lo
TEEIZHEHTOAETYDRARRET LI ENDHVET, AL vF LD
ex7atyt A€ ERRT 5L, show memory FiifE
EXEC a~> F&EMHHLET, 270, RENDMEITHEHTE
LDRRETHDIZD, Ny 77 A Xa ZOMEISHRE L2 T

<IN,
27973 logging host UNIX Syslog #—/8 R A M A vE—V &k LET,
host 121X, Syslog #—/N& LTHHTHARA FOARTEZIZIP 7 L
AEELET,

s Avt—V%%ETH Syslog b—"D VU A R EERT DI, 2
DA<y FEFREADLET,

Syslog — 3O F% E FMAIZ >V Cik, [UNIX Syslog ¥ —/3DF%IE |
(P31-12) ZZHL T EE W,

Catalyst 3750 RA v F Y2 h9x7 av24Fal—>ay HAF
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W S xFLAvE—Y aX TOBRE

avwv kR B#
2797 4 logging file flash:filename

[max-file-size [min-file-size]]

[severity-level-number | type]

AR RTOUVAAL v TF (AL vTF AZ v T ORRITAL v I < AKX —)
DT7Tvva ATEVRNOTZ 7 A0 T Ay —VE2RFELET,

o filename \ZiX, v A=Y DT 7 A NHZEATILET,

o (EE) max-file-size \Z1X, v 2 77 A NOERKY A XEHELE
T, fEETE 2L 4096 ~ 2147483647 T, T 7 4 /v MHEIX
4096 /51 kT,

o (EE) min-file-size (21X, v 7 77 ANVDOER/MNF A XERELE
T, fHETE 2L 1024 ~ 2147483647 T, 7 7 4 /v MEIX
2048 /A F T

o (EE) severity-level-number | type \Z1X, B X VT OEREE I
XS IATEREELET, EREOHMITO0~7 T, n¥r
T HEAT F—TU—FO—EIZo T, # 31-3 (P31-10) =&
LTLEEW, T74NV T, Ty 7 Avt—v BLOHE
FIZE VRN LD ye—URn s 77 A VICEFESNET,

A7v75 end HHE EXEC E— FIZREY £,

AZ797 6 terminal monitor HEOEy g, ary—LUSNOERICA vy —I %L £,
MR T A — AR/ EAa~ L NI —H VIR ESN, By arOKT
BITTNZ RV ET, TV T Ave—VERRTIHHEEE, Eyia
VLWL ZDAT v T EFETTIOILERND D T,

A7y7 7 show running-config HREZEMR L £,

A7978 copy running-config startup-config ({ER) 27 4FXalb—ray ZJrANVIIEREEZRGTLET,

logging buffered 7 o —/ )L 2> 7 (Xl —v gy avr NEETTLIE, B A vv—URRNE
Ny Z7ilabt—ashET, BRAY 77RO T, Ny T77B0noEWIRd &, WAy — UM
LWAyE—UTEEMIONET, Ny 7 7ICEEmMS NI A vy =V EEKRT 5T, show logging
B EXEC a~r FEMALET, Ny 7 7NOBRBH WA v E—UNEINCRRINET,
77 ONEZZ VT T 5I21E, clear logging £##% EXEC =2~ R&fA L £,

¥£7E D Power over Ethernet (PoE) %ISR — R TPoE A X hoa¥y 7 a A 3x—7NVERIEIT «
T —7 T 511X, logging event power-inline-status f > % —7 xf A a7 4 ¥ a2l —v 3 v
av REFEALET, ZOR—-FTOuXr7iE, T740 8T X—T N TT,

/\/

ALY = ~DUX T BT =TT HITIE, no logging console 71— 3L 2T ¢ ¥ o b —
varvavwry REFRLES, 77 A ~ORF U T ET 4 B—T7ICT HITIE. no logging file
[severity-level-number | type] 70— b a7 4 Fal—v gy a<wy e LET,

04y A vte—CnREEAE

REED 2 v Y — )b F— b ERE 7RG R BRI LT, FEREEFER A v & — U8 X O debug FiHE
EXEC a2~ ROHIEREFHRT A 20BN BLIOT a7 MRS ELZENTEET, &
KEIDSUCHRBPICHNDEND A v =YX A TEEETCEET, Fo. MEROIERHAA vE—
DHIBRENDETHRIEFLTBLI Ay 7 7 ORKEEBRET D L TEET,

FREIFHRA v & — V8 LU debug 2~ > FHADFME X2 754 X =T L OB, HEHRT S
A AWAA D Y — AR E T RS RIS, FERMRTRT /S A A B DA B For & 7 X FI)
SNET, HFEEFRA vy E—VBE O debug =~ FOHNIT, 2—F AN T m 7 Fvisn

Catalyst 3750 R4 v F YI b9z 7 av74Fal—S3v HA K
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TeRIC, a Y= MICEREINET, LR T, EFEHRA vy -V LW debug =~ FOH
L, BEEHRT AL AENBIOT 0 7 MCEIVAENRDZ EEH Y FHA, FEEEHRA v E—
UREFRENTRKIC, 2y —Ea—Y Te T N EFRRLET,

FIHio X 7 2R ET DL, $## EXEC T— R CTROFIEZETLET, ZOFIEIEETT,

avyv Rk B
A7y7 1 configure terminal Jua—) ar7 4 Xal—vary B— REEEBELET,
2797 2 line [console | vty] line-number Ao —VORBO XL AT X0, B ERELET,

[ending-line-number]

o AAvFDarY—)L i R—hrENLTITONIREICIT,
console ¥ — U — FZHEMALE7,

s XL T %A F—TNMIT B vty FRRERET H121F
line vty line-number =< R LET, Telnet >3 v
75’ L TITONDREICIE, vty B2 A L E 7, RHES
WZHE T H#HIZ0 ~ 15 TT,

16 HO vty FIBROFEEZE TR T—EIZEETHIT1E, KO X HITA

HLET,

line vty 0 15

T, BEOERICHEA I TWD 1 D0 vty [BIFROFZ ﬁ?%”‘rﬁﬁ‘

HTLHTEET, HEXIX, vty B2 OBREEELETHI
WKDOEHIZADLET,

line vty 2

ZDavwry REANTILE, T4y a7 4 Fal—Tay T—
KiZ72 0 £,

AT7v7 3 logging synchronous [level [severity-level | | 2 v — ORI XL V5 A4 F—T 2 LET,

all] | limit number-of-buffers]

o ({EE) level severity-level IZ1%, A v —YOEKEEZIEE L
F3, BERENZOMELUETHS A vE—0%, EFEBICHS
SNET, HERNSWVIEEEREFRE S, ERRSWIEFLE
REFASLS R ET, 7740 MEZ2 T,

o ({EE) levelall Zi5E T 5 &, EREICEHRZRL, T
Av—UnIERBICHDEINET,

o (EE) limit number-of-buffers (21, ¥ = —A > 7 EbimE
DRy 77 BEB/ELET, ZNE2BAIHLNA vy E—VIF
BEFEINFE T, IBETE HHIFHIL 0 ~ 2147483647 T9, T
7 4V MEIX 20 T,

A7y74 end FitE EXEC £— FIZRE D £,
A7y7 5 show running-config REEMWRBLET,
A7v7 6 copy running-config startup-config (FEE) arv74Xal—yay 77 A NVICETEXIRTELET,
FEREFERA v —VBLOT NNy ZTHNORMET 4 E—7WIZF 5121, no logging synchronous
[level severity-level | all] [limit number-of-buffers]| 7 A4 > 2> 7 4 Fal—var avr REFEHLET,
Catalyst 3750 RA v F Y2 h9x7 av24Fal—>ay HAF
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AT Avt—PDRALREZTDAR—TEEEKUT 1 E—TILE

FIFNLIRITIE, B AvB—JIZFE AL AFUCTFRERENEY A,

0y A= DEA L AL T A F—TNMIT DT, ¥t EXEC T— FTROFIEEZEITLE
T, ZOFRFEETT,

avwv Rk B
A7Y71 configure terminal Ja—s L arZ 4 Xal—yar T—RelBLET,
A7y7 2 service timestamps log uptime QI DEA D AR LT A F—T M LET,

F7o0% BPDa<y REFETTrEe s Ave—VDOX A b AHF

service timestamps log datetime [msec] [localtime]

VWA F—T TR | AT A EFER L% oS

[show-timezone] BN E RSN E T,

2FOOaw U REFEITTIHE, v AvE—TDH A L
AL T NA F =TI 0 ET, BIRLI=AT v a I
LT, B—B) B AL —r 2L Li- A, R

(RUR), AL =V ZEFA L AZ T ELTERT
xET,

27973 end KkE EXEC £— RIZRE Y £7°,
A7v7 4 show running-config REEHRLET,
A7975 copy running-config startup-config (EE) av74FXa2lb—vary 77 A NVICHEEZRTFLE

j‘o

Ay Ayvt—

AFy71
ATy72
AT973

TNy T Aye—enl Ayvb—VOMGDOEA L RAZ T HT 48— M T 5HITiE, no
service timestamps 70—/ 3L 27 4 X2 L —T gy avr NEFERHLET,

WKIZ, service timestamps log datetime 72— /L 227 4 Fa b — gl avy REAf RX—T7IC
L=t on 7R RO—HERLET,

*Mar 1 18:46:11: %SYS-5-CONFIG I: Configured from console by vty2 (10.34.195.36)
(Switch-2)

&IZ, service timestamps log uptime 72—/ 3L 2> 7 4 Fal—v gy avy REAf x—7LCL
rHGon TR RO—HERLET,

00:00:46: SLINK-3-UPDOWN: Interface Port-channell, changed state to up (Switch-2)

SOV—TRABEDA F—ITNEEEIUTFT 1 —T L

oo Avb—DH AL AR UTRREICICRDZZENRDDTZHD, 1 DO X vE—% FEREICHR
BTELXHICT, AvE—VWCov—F AFFEFERTEET, 774V T, v Avt—VIC
V= U AFBFIIEREINERA,

BT A=V DU U AFGEAF =TT HITIE, B EXEC £— FTRO FIRZ FET L&
T ZOFHEFIEETT,

avwUFk ]3]

configure terminal sa—sL ar 7 4 Xalb—rary T— RFERBELET,
service sequence-numbers V=T VAT EA XTI LET,

end ¥i#E EXEC £— RIZREY £,

Catalyst 3750 R4 v F YI b9z 7 av74Fal—S3v HA K
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avw> kR B
AT97 4 show running-config REAERLET,
A7%75 copy running-config startup-config FE) a7 4 F¥al—vay 77 A NMIBEFRT L
F7

V=l VAR T ET 4 —7 T HIZIE, no service sequence-numbers 72— /3L 2T F o
L—vay avwr REEALET,

WIZ, V=T Vv AFFEA X =T NI LG AGOR X I RRO—HE R LET,

000019: %SYS-5-CONFIG I:

Ayt —CEREDES

Configured from console by vty2 (10.34.195.36) (Switch-2)

BIRLET A ZCRTEND A v E—VZHIRT210E, AvE—VOEREZRELET

(% 31-32Z%M),

AvE—VOBEKNELZEFRTHITIE, B EXEC T— FTKROFIEZETLET, ZOFIEIIMEET

R

avwy Rk

Sy

A7v71 configure terminal

Ja—n_") ary7 4 Xal—yary T— Rl LET,

A797 2 logging console level

Y VICRE SN A v E—VEHIRLE T,

FTITHNNT, Ay —VEIT NNy Ay— BIOEMEMIZ XK
DKWL _LD Ay v—%ZELET (F 31-3 (P.31-10) 2&H),

27973 logging monitor [evel

IEARERRICEEER SN D A v =V EHIRLET,

TI7HNBRT, WRIIT ANy 7 X yb— 0 BIOEMEAIC XD K
LAV DA Y=V EZEFELET (E 31-3 (P31-10) 2ZH),

2797 4 logging trap level

Syslog h— NIZFigREN D A v E—VZHIBRL ET,

T 7 4V b T, Syslog 4— NTEMA vE—Y BIOHIEMICE Y
BNV RAye—TEZELET (F 31-3 (P.31-10) 25H),
Syslog ¥ — 3O ETFNEIZ OV T, [UNIX Syslog % — SO E |

(P.31-12) 2L T EEW,

A7y75 end e EXEC E— FNIZREY £,
A7v7 6 show running-config E AR LET,
EelEe

show logging

A797 7 copy running-config startup-config

EE) av74FXal—3ay 77 A NMIBEERHRGFELET,

~

GE) level ZIRETDE, ZOLALDRAvE—Y BLUOEEMIZEZVIEW LD R vE—U 565012

KRENET,

| OL-8550-09-J
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A= A~NDRF T ET 42— T HITIE, no logging console 7 72— N)L 22T 4 ¥ o L —
var avyFEEALETS, ar Y =AM KR~OR X T E2T 4B =T T HITIE, no
logging monitor 70—/ )L 27 4 Fab— g avr FE@HALET, Syslog —~Du ¥
VT 4 =TT BHITIE, nologging trap o — )L 2T 4 X ab— gy awr RElH
LET,

# 31-3 1T level ¥—V—FZRLET, £/, 57T 5 UNIX Syslog £ 4, EREOR S HEWOH D
MBJEICR LET,

& 31-3 Xvt—2 Ax>Y level ¥—7—

level ¥—7—F LARL B Syslog B&
emergencies 0 AT AIRLEETE LOG_EMERG
alerts 1 7272 B I RHIL S L B 2k e LOG_ALERT
critical 2 7 U T ¢ v ipiREE LOG _CRIT
errors 3 7 — LOG_ERR
warnings 4 it LOG_WARNING
notifications 5 EFENEE 2T A0 LOG NOTICE
informational 6 WA v EB— LOG_INFO
debugging 7 TR T Ay—y LOG_DEBUG

V7 U =TIE, TSN O 40D T A DA =V EERLET,

. P =T EEAN— FY =7 OBREEICET 527 — A v k— : warnings ~ emergencies
ODEjU“'Ci'%/Téﬂiﬂ”o IDHAT DAy =V, A v TFOERBICEERNHLDLZ L ERLE
T, ZOMIMELSLOEEFIEIZOWTIE, 2OV Y —RICKHIETIVAT A Av®—2 A KR
EHERL TSN,

e debug =~ ROH ) : debugging DERE TR IREINET, BFE. 73y a~v NiE
Technical Assistance Center (TAC) TOIFEHA I E T,

o AUH =T 2 A ADT v FERIFIE T FToVvar AvE—VBIVVAT AFEEIA v
+— / notifications D EKE TERINFE T, TORA v E—VFHERZAERTHD., 2, v FOD
REBICIT BN DH Y TR A,

o Jo—KRERBIOTMZTovR XRZ vy T7DRAyE— 70 informational L~ /L CEREINFT,
DA vE—VIIHERDLBERTHY, AL v FOBEREIITHENDY A,

BET—JILELY SNMP [iE{ESh % Syslog # v t—COHlR

snmp-server enable trap 72—/ 3L 227 4 ¥ a2 b— 3 a~vr &M LT, SNMP Network
Management Station (NMS; x> bV — 27 FBHRAT —3 3 ) IZEEFEEND X 512 Syslog A vtE—
NI Y TPA R =T NMCRESN TV DHEIE. A v FORET =T VITEEBIOEHENLD A Y
- VOEKEEZERTEXET, £/, BET T VICENEINDA v E—VOKEERETLIZ LT
TET,

SNMP k7 v FFSEE~DRIZENRIEI N TRV D, A v =3 BET —7 Vg ESnE T,
T 7 4 b T, Syslog b7 v 7 WA X —T N TRWVES S, EAED warnings D A v & — BX
OB E VRN A v E— (FF 31-3 (P31-10) 2Z5H) 23, BET—7 I 1 oS hvET,
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EREBLOBRET —7 1V A XOFT 7 4V MEEERET 521X, F7#E EXEC E— R TROFIEE 5=
TLEY, ZOFEIZEETT,

=1 N B

A7y7 1 configure terminal Jua—sYb ar7 4 X¥alb—vary E—RElELET,

27972 logging history /evel' JBIEZ 7 A Ak &L, SNMP #— 2 %{E &5 Syslog # vtE—v
DT T AN EDOEREEZELLET,
level ¥ —TU— RO Y X MIOWTIE, £ 31-3 (P31-10) #8RL T2
SV,
7 7 # /L b TiX. warnings, errors. critical, alerts, 33O
emergencies D A v E—UNEEFEINET,

27973 logging history size number JBIRET — 7 NMTHEANTE D Syslog A v —VHERELET,
TI7FNVERTIEL DDA Yy BE—UREMINET, FEETE DHMAIX0 ~
500 T,

A7v74 end Fite EXEC £— FIZR D 7,

A7y7 5 show running-config SE A TR L £,

A7y7 6 copy running-config startup-config |({1i%) 2> 7 4 Fal—Lar Ty A NMCEREFRELET,

1. % 31312, level ¥—U— FBLOPEKRELZRLTWET, SNMP ZH L TWDHGIT, EREOCMHEN | ZIHAET, 72L&
Z X, emergencies 1% 0 TIiX72< 11T, critical 132 TIX72< 312720 £,

BIET — T B0 O%E (logging history size 72— VL a7 4 Fal—vay av s RT
BELERKA v E—Y = VBB ENTVEEE) I, FiLnAyE—Y 2 MY 2T
L0, B EWZ U MU BRT =T ANLHIBRISNET,

Syslog A vy =Y 0OuX o 7 %7 74/ MOBEKREIZRETICIEL, no logging history 7 7 —/ 3L 2
Ta4F¥alb—varyavwryFeHLES, BET—7AHNOA v —V8%ET 7 40 MEIZRETIC
i%. no logging history size 7 o —/ )L 27 4 Fal—v a3y a<wr REHRALET,

BREZEEOH—DA r—TILIE

CLI (2~ FIA L A B —TxAR) TIToRELRE N T v XU T T H7DICHERT—%A
FX—TNZT DT M TEET, logging enable FFELAE R/ — a7 4 Falb—rvay avy Kz
ANTHE BELERIIA SNty vay, a—¥FBLPavr e JicimgInE 4, #E
a7 ohA4 XL 1 ~1000 = MO TRETHZENTEET (T 744 HE 100), no logging
enable =~ > KD#IZ logging enable =~ > K2 AL TrX L 7427 4 B—T7 ML THUA 13—
TMNZTHIET, WOTHLRITEIT VT THIENTEET,

show archive log config {all | number [end-number] | user username [session number| number

[end-number] | statistics} [provisioning] ###% EXEC =2~ > F&#H L C, & En /&R EidfEe L
ToRTA—FOu TR R LET,

TI7ANV N TRERF L TIET 4 =T VIR THET,
a2 RIZOWTHE, RO URL 125 % [Cisco I0S Configuration Fundamentals and Network

Management Command Reference, Release 12.3 T] LML TL 72X,
http://www.cisco.com/en/US/products/sw/iosswrel/ps5207/products command reference chapter0918

6a00801a8086.html#wp1114989
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ATFL AyvE—L AXVTDERE

BERX L T oA R—TNMZT HIZE, ¥ EXEC E— R CROFIHZEITLET,

avwy kR

E[:3)

A7y71 configure terminal

Ja—)L ar7 4 F¥Fal—igr B—REREBLET,

AF97 2 archive

T—HAT a7 4 Fal—ary B— 2B LEST,

A7v7 3 log config

BEEHeN—ar74Xal—vary T—REHMBLET,

2797 4 logging enable

RELERXL V%A F—T M LET,

AT7975 logging size entries

(ER) RERCTRETI I NI HERELET, HBETE HHH

X1~ 1000 C4., 57+ MaIX 100 T,

GE) BREvIDBPVSEWIRDE, FH U FUDBADEIND D)
kb Hwvwe s o M RHIBRERE T,

A7976 end

H#E EXEC £— FIZREY £1°,

27971 show archive log config

RER T 2RRTHI LT M) 2R LET,

WIC, REEF T —%A X =7 M LT, rnZ70Ox bV EE 500 ICRETHH 2R LET,

Switch (config)# archive
Switch (config-archive)# log config

Switch (config-archive-

(
(
Switch (config-archive-
(
Switch (config-archive-

log-cfg) # logging enable
log-cfg)# logging size 500
log-cfg) # end

RER 7 OHNBNTIRO LY TT,

Switch# show archive log config all

idx sess
38 11 unknown
39 12 unknown
40 12 unknown
radius
41 13 unknown
42 14
43 14
44 14
45 16
46 16
47 16

UNIX Syslog H—/\DxE

user@line Logged command

user@vty3 Ino aaa authorization config-commands

user@vty3 |Ino aaa authorization network default group radius
user@vty3 Ino aaa accounting dotlx default start-stop group
user@vty3 |no aaa accounting system default

temi@vty4 |interface GigabitEthernet4/0/1

temi@vty4 | switchport mode trunk

temi@vty4 | exit

temi@vty5 |interface FastEthernet5/0/1

temi@vty5 | switchport mode trunk

temi@vty5 | exit

WIZ, UNIX ¥ —30 Syslog 7—F Y ZREL, UNIX VAT A vX 7 77 VT 4 2EHKTDHTF

NEWZ DWW TR L £ 7,
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UNIX Syslog T—E > A~ADRY A vt&—

AT h m A y¥—U% UNIX Syslog ¥ — M2k ET 2812, UNIX #— 31T Syslog 7 —F &
ERETLLENRHY £4, ZOFIRTMEETT,

root LTI AL, WDAT v T HEITLET,

GE)  WHi/3—T 3> ® UNIX Syslog 7—F > OHIZIE, T 74/ TRy NU—2 150 Syslog 737 > b
EZTANZNLORHY ET, ZOXIRVAT LAOHFEIZ, Syslog A vE—YDUE—F aXr
ThAX—TMZT BHIZIL, Syslog 2~ R T4 NZBMEZITHIRTA2LERS LA TV a vk,
UNIX @ man syslogd =~ > RZ&#H L THBIL 7,

AFw 7T 1 Jetc/syslog.conf 7 7 A MK D L 5 72fT% 1 4TIBIML £,
local7.debug /usr/adm/logs/CiSCCllOg
local7 ¥— U — RNi%, T30 X 7 77 UT 4 2BELET, 77 VT 4 OFEMICOWNTIE,
# 31-4 (P31-14) 2B L T 2 &V, debug — VU — Fik, Syslog DEAEZHRELET, BRE
DFMICOVTIE, % 31-3 (P31-10) £BMLTEEL, Syslog 7—E 243, TLLLOBAKD

BRI, ROT7 4=V RFTHREINZZ 7 ANMCA vy E—VEEEFELET, ZDO7 71 /iE, Syslog
»;%/ HEIRADIERD D DA T 7 A NV TRITIUIRY £H A,

RAFwFT 2 UNIX vzl FurFMkOoavy REANLT, a2y 77 A VEEKRLET,

$ touch /var/log/cisco.log
$ chmod 666 /var/log/cisco.log

AFvF 3 Syslog F—FNCH LR ELZBM ST LT,
$ kill -HUP ‘cat /etc/syslog.pid’

FEMIC oW TR, ZEMA® UNIX v A7 A0 man syslog.conf 35 10" man syslogd =~ > RE&5H L
TLIEEW,

UNIX R TL AXVT 779) T4 DERE
VAT A BT Xye—VENTANAL ACEETHHAIE. A vE—Y% UNIX Syslog 77 v U 7«
MHLEEENTEA Y E—V L LTHETS LI /XTA%.@ET%&@“

UNIX VAT A 773 0T 4 Avk—Y uX U 72 ET DI, FiHE EXEC £— R TROFIEZ E
ITLES, ZOFEITEETT,

avv Rk B
A7v7 1 configure terminal Ja—\) ar7 4 ¥al—vary T— FERBLET,
27972 logging host IP 7 KL 2% A/ LT, UNIX Syslog #—/3 AR & MZ A v — D% ik
LEJ,

0y Avtw—U%%ETDH Syslog —"D VU A NEERT DI, 20
A~y FEEEEADLET,

Catalyst 3750 RA v F Y2 h9x7 av24Fal—>ay HAF
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W ox y8F0%s

ATy73

ATy7 4

AF975
AT97 6
AFyFT

avwyFk

B8

logging trap level

Syslog #h—NIZFigREN D A v E—VZHIBRL 7,

T 7 4V R TliE, Syslog h— N3 A v E—VEBIRZENRUTO R v
=V EZEFELET, level ¥—U— FIZOW\WTiE, £ 31-3 (P.31-10) %
ZHLTIES,

logging facility facility-type

Syslog 77 v U7 4 & E L ET, facility-type ¥— 7 — RIZ2W T,
# 31-4 (P.31-14) 2R LT &N,

7 7 # /v hiZ local7 T,

end Frte EXEC £— FIZR Y 7,
show running-config REZHRLET,

copy running-config startup-config

L) av74F¥al—ay 77 A NMCRERRIELET,

Syslog — "% HIERT 51Z1%, no logging host 7 m—/ )L a7 4 F¥Falb—vary avy REFRAL
T, Syslog =D IP 7 FLAZIEELE T, Syslog h—~OaX o 7%7 4 —7NICTHIC
I%. nologging trap 70—/ L a7 4 Fal—var avr REALLET,

# 31412, V7 =T TCHR—FENTWDUNIX VAT AL 772 VT 4 %2RLET, 26D
Ty VT 4 OFMIOWVWTIE, ZHEHO UNIX AL —F 4 v 7 VAT AOEE~ =27 V251
LTLIZEN,

£ 31-4 AX >4 facility-type ¥—7—F

facility-type ¥—7—F B

auth R[S AT A

cron cron 77U T 1

daemon VAT AN T—F

kern T —x v

local0 ~ local7

n—HWVICERZRINT-A v =T

Ipr FAY TV H AT A

mail R—)L VAT N

news USENET == — A

sys9 ~ sys14 AT LT

syslog YAFLH TS

user Z—H FukR

uucp UNIX 705 UNIX ~Oa v — X7 A

OX > JEREDRT

[l Catalyst3750 R4 v F Y7 b7 A T4 F¥al—av 4 F

OXTHRERBLIOa S Ny 77 ONEERRT DHITIE,

show logging 471 EXEC =~ N&{Ef L

T, ZORROT 4 —)v RIZET 23O\ Cid. [Cisco 10S Configuration Fundamentals
Command Reference, Release 12.2] %#ZM L T &, ZillE, Cisco.com DB —LA—
([Documentation] > [Cisco IOS Software] > [12.2 Mainline]> [Command References]) 7257 7 & A H]

T

OL-8550-09-J |



	システム メッセージ ロギングの設定
	システム メッセージ ロギングの概要
	システム メッセージ ロギングの設定
	システム ログ メッセージのフォーマット
	システム メッセージ ロギングのデフォルト設定
	メッセージ ロギングのディセーブル化
	メッセージ表示宛先デバイスの設定
	ログ メッセージの同期化
	ログ メッセージのタイム スタンプのイネーブル化およびディセーブル化
	ログ メッセージのシーケンス番号のイネーブル化およびディセーブル化
	メッセージ重大度の定義
	履歴テーブルおよび SNMP に送信される Syslog メッセージの制限
	設定変更ロガーのイネーブル化
	UNIX Syslog サーバの設定
	UNIX Syslog デーモンへのログ メッセージ
	UNIX システム ロギング ファシリティの設定


	ロギング設定の表示


