AAYF AN—XBEEDHRTE

ZDOETIL, Catalyst 3750 A A > FIZAA v F N—ARBIALELRET 2 HIECHOWTHA L ET, FFCH
ELARVEY, X7y FEWHIHEBIZIAZ L RT Ry AL v FBIRAAL vF AZ v I 2BEHRLET,

ZOETHMATHINFIL, ROLBY TT,

o [AA v F~DORETZ®ADIE] (P.9-1)

o [ EXEC a2~ R~DO7 7 ADMR#] (P9-2)

o [TACACS+ 2L DAL vF 727 A2DHIfH] (P.9-10)
e RADIUS (2 kB AA v F 77 ADH#H] (P.9-18)
o [Kerberos ICk B A A vF 77 ADHI#H] (P.9-40)
o [AA yFor—NVEEE LOFFAIORE] (P.9-45)
e I[SSH Db DAA v FDRE] (P.9-46)

o [SSLHTTP 7z DAA v FDi%E] (P.9-50)

o [SCP D7=bD AL v FDF%E] (P.9-57)

AAYFADRET I EADIFIE

REZ—WIZL D, A v FOFBRESCREEROMELHIETEET, —KIZIE, Xy FT—2 %
HEMNDAL v F~OT 7 AEFATE—F, FERPR—rE2HNTxy NU—I4 DL H A L

Ty T T A —e, VI T A FR—FEELUTCRy NU—IANLERT D 2—Y, Eiziiun—h
Iy N = NOMRETIZIT — 7 AT — g Vb T 52— L7 7 2A5HIRLET,

AA I F~DRET 7B ZAZ[IETHI2F, kOB F=2 ) T 48 2 1 O IFEHERELE7,

o HIEKBOEXF2T 4L LT, AL v F R—FTRAT— RFNBIUOMHERZRELET, 20X
AU — R, A v FIZa—HVRFENET, 2—FRFR— M ELEEREZBECTAA v FI
TI7ERALELYIETDHEE, A= FERITERRICEEINZNAT—READ L THLTRITN
X, AA v TFICT 7 BATEEEA, FFHICOWTE, [§H EXEC a2~ R~DT 7 & AD %
i (P9-2) #BLTLIZEN,

o BMOEF2UT 4 LAYLELT, a—FLHERNRAT—REXTTRETXET, ZOXTILA
Ay FTa—ANMUREEINET, ZOXTIHERREZEFAR— MZEY Y TH, KF2—FE2F;
LET, 2—VERIEHR. A v FIT 7 8ATEET, HRL VL ETERZRL TWDIEEIL, =—
P L RAT— ROESNTIHEOHER L~V %, XIS THHEABLOHRE & HICEIV Y TE D
LHLTEXFET, HEMIIOWVWTIE, [o2—HF4 LR — ROXTOHE] (P.9-7) 2R LT
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B %iE EXEC a7 FADT7 I L ROEHR

S,

2—PLHERRT = ROXRTEHEHLTZWA, TOXRT 2o —h L TER FRO—NITRFEL
WG RIE, EXF 2V T4 =N EOTF—FR—RREFETEET, ZhiCky, EEOX Y b
T —7 FNRAANF LT —Z_R—=2 %M L Ca—PRBiFERE (LEIOS U THATERDY) 5
HZENTEET, SOV TIE, [TACACS+HIZE DAL v F 77 A0 (P.9-10) &%
LT TEEN,

K L7ca 74 v BEXOR Lol u /A v 2EET a7 A VILEKELZ A X —7 1T 5
ZEbTEET, TOMREEEATLIE, v A U ORMMPRE LIZERUCE LA, TLRE
Du s A EGIETSEIICHBRETE T, FEMICONTIE, %O URL @ [Cisco I0S Login

Enhancements] #ZM L T 7ZE0,
http://www.cisco.com/en/US/docs/ios/12_3t/12 3t4/feature/guide/gt login.html

454 EXEC aT Y FADT7 Y RADRE

Xy b= TWAROT 7 & AHI# 24T 5 ¥R HiEE, NAT— a2 L THRL -~V £2E0 4T

Dz

ETT, NRAT—=RRFEIZE ST, Ry NV—T FERFER Y NT—7 TN ANDT 7= AR

BRI FET, EBRLZE ST, Xy hU—F TSR Zul A %, a—FREDOLH> o~
REFEHCTEX AN ERSNET,

GE) ZovrsvarTHERTLIavY ROWMIEXOMERFIEOFEMICOWTIL, [Cisco I0S Security
Command Reference, Release 12.2] #ZMH L TV, ZiUZiE, Cisco.com DR —L_—Y
([Documentation] > [Cisco IOS Software] > [12.2 Mainline] > [Command References]) 757 7 & A

A

ETT.

I T, ROBEBEHRICOWTIHALET,

[F7 4 hORAT — KB LUOHER L~V E] (P.9-3)

(ZBZTF 47 AR—=T N RAT—ROREE-ITLEE] (P.9-3)

MESALIC L DA F—TAB LU, F—T L =2 Ly b R2AT— FoF#] (P.9-4)
2T — REEDT «—7 01k (P.9-5)

MR ERR %3 % Telnet XA T — RO#EE] (P.9-6)

[2—H4 LA — ROXT DORE] (P9-7)

MEEBOHER L~V D% E] (P.9-8)

[l Catalyst3750 R4 v F Y7 b7 A T4 F¥al—av 4 F
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R EXEC 37> F~O7 7 t205E B

FTIFXIEDINRAT— FEXUVHERLARILEE

#9112, 774/ PDONRAT— RBLOMHERL LR TECEZRLET,

%= 9-1 T4 EDIRRAT—FHELUVERLRIVERE
HRE FI4I FRE
A F—=T N NRAT— B ILUMERL ~L NAT—REERINTWERTA, T 740 MIL-UL 15 TT (FitE

EXEC L~L), NRAT—RKiF, a7 4FXal—ay 774 )LANT
SN TWARWIREETT,

AF—=TN =27 Ly RRAT— B I OHER sz—%imﬁéﬂfwiﬁho?7¢w%mv&w¢5T?(%ﬁ

Lb EXEC L)L), AT — KX, BefbahThbar 7 Falb—
vay 7rANIEEIA iﬂi*ﬁ
B RA T — R NRAT— RIZERINTOETA,

ABTFA4YD A F2—TIL NAD—FOREF-IILEE

AR =T NAT — RiL, it EXEC E— R~DOT7 78 REZHMH L ET, RET 1 v 7 A Fx—T N N
AT — REREEITEES 2I121%, F5H# EXEC E— FTROFIEEZFATL ET,

avwvFk B
A7y7 1 configure terminal Jra—N) ar7 4 Xal—vary ®T— FEBEBLET,
27972 enable password password HeME EXEC B— R~DOT7 7 A HIC, HLWWSRA T — REEZET D0,

PEFDRAT — REEFLET,

T AN KT, mAT—REERINLEEA,

password 11, 1 ~ 25 LFOFHFOA RN VT HEELET, A b
Vv 7T ThHb D2 EIxTEEYAL, KT LENLFERIL, A
R EHRTEETHR, 5‘6??1/\"*—2 TR S ET, B (7)
iE, AU —F %VEEJZT%*E'A . BB ORI Crly & A T3

HATxET+, exE, RAT—F abc?123 PERT D & EIE, kDX
I LET,

abec # A1 L E T,
Ctrl+v Z A1 L 7,
M23 AN LET,

VAT AN F—=T N RRAT = REANT D LTk SRS
SERIF ORI Ctrl+v 2 AT 24T, NAT—ROTr o7 MNZ
ZTDFEFE abe?123 E AN TEET,

27973 end ¥ HE EXEC T— FIZRE Y £,
A7Y7 4 show running-config BEEERLET,
A7975 copy running-config startup-config (FEE) av 74 X2l —ray T A NMIRTEARTELET,

A X =T RRAT— RIS LEsnT, A vFOar7 4 Fab—
ary 7y ANVNTIHRARD Z LN TEXSHRETT,

NAT— RzHIFRT 51215, no enable password 72—/ )L 27 4 F¥Falb— a3y avy Rafii[
LET,

Catalyst 3750 RA v F Y2 h9x7 av24Fal—>ay HAF
[ oL-8550-09-J



FIE RAyF R—RABUORTE |

B %iE EXEC a7 FADT7 I L ROEHR

WIZ, A F—T N NAT— K& [[u2c3kdyS \CEET AP 2R LET, XAT— NEIKELEINTEDL
T, LV 1S5 OT7 7 BAREZNET (HERORHE EXEC E— K 77k X),

Switch (config)# enable password llu2c3k4y5

EEEICEKBAMRF—TILELIVSAR—TIL =9 Ly b RRT—FDRE

BMOEX207 4 LAYE, FRICRy N —27 28X 5327 — R TFTP = NZREFES LT
BHRAT — RIZk L CERET H55A 121X, enable password %7213 enable secret 7 12—/ 27 ¢
Fal—varavr FaeficesEd, avr FOEREELLBREETT, Zoavr N2k,
RSN RAT— REFRETEET, FHE EXEC E— K (F7 4/ F&E) T I3FFEDOMERL
NXJZT 78 ATH2—WE, ZONRRT—=REANTIZLERH D T,

XV EERES LT NAITY XANREH SISO T, enable secret 2~ REEHATHZ L2 HERL £
\?‘O

enable secret =~ > X enable password =~ > RIZEHL L E T, 2 >Da~» RRFEBICAEDIC
HZEIEHY EHA,

AF—=TNBIOA X =T N =2 by b RAT— NI SLEZRET SI21E, FiHE EXEC £— T
WKOFINEEFITLET,

avyr B
A7y71 configure terminal Ja—rJL Ay T 4Rl — gy T R L ET,
A797 2 enable password [level level] {password | b EXEC £ — R~DOT7 7 AT, HTLWWISAT — K%
encryption-type encrypted-password} EXT D), MEORRAT— FEEFLET,
E 70 EJE
enable secret [level level] {password | —T Ly h AU — REEFR L. FERWRE XA HH
encryption-type encrypted-password} LTHREFELET,

o (ER) level IZHEETZ D#PHIZ 0~ 15 CTF, L~
1 N O —Y EXEC E— FHERTT, T 74/ b
Lot 15 ©F (M EXEC &— FHERR) .

e password \Z1%, 1 ~ 25 XFORKEFORA N v 7 % tE
ELET, AN T EHFTHOD Z LT TEEY
Mo RIXF-ENLTFEREBL, AR—AEFHATEE
T, HATAR—RFWEINET, 7740 F T,
NAT— REEEINER A,

o ({EE) encryption-type (Zi%, ¥ A A DOREB(LT Vv
TYRXLTHBEHAT S LERTEEEA, B
A TEREET DHEE. b ATy — %
AT L2MERS Y £, ZORES/SA T — RiL,
MOAL v FORENPH AL —LET,

GE) MBI ATERELTIIT TFA K RAT—
N& AN LESAE, HOWHE EXEC &— R & Btk
TEFEHA, B bESNT- 2T — Rnkbi-%
BlX, FOXO2FETHRIETEETA,

Catalyst 3750 R4 v F YI b9z 7 av74Fal—S3v HA K
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I EXEC 37> F~077t20RE B

avok EL:y

27973  service password-encryption (EE) "AV—FzERTLHLE, ELRIRELZRTFTD
LEIT, RAT—FERELET,
BEALIZ LT, a7 4 Fab—vary 77 A AHNON
AU — FSGEHELY AR/ £,

A797 4 end KM EXEC £— FICR D £,

AT7Yy7 5 copy running-config startup-config (EE) a7 4 FXal—ay 77 A NVICREZHRELE
ED

A X =T NVEBIOA F—T N =27 by b NAT—ROEHFNEZRSINTODEHE, 2—FEA F—
TN =Ly 8 RRT—=Rae ANTHLERHY 7,

HBEDOHERL XNV DONRZAT — REEXRT LS. level ¥—TV — RFEfEALET, LULEFEFELT
NAT—=RERELLL, TOLINTT 7 AT HREDH L 2= RITICEDNAT = FEELT
KTV, SEIERLVLVLTT 7B RAMRER 2~ FEEET 254614, privilege level 7 = — /31
ArZ74Falb—varavry FEALET, SOV TE, HEEOHERL~LvO®RE] (P9-8)
AL TLSTEEN,

NAY—= RO AL ZA F—T T Lo &, 2—FHNAT— R, FBAERANAT— R, A x—7 b =
VU R ARRAT =R 2 Y= B LG RE#RSA Y — R ] X TONRAT— RZ@EH s
i\?‘o

NAT— K& L-~ULZHIBRT 5121, no enable password [level level] & 7213 no enable secret [level
levell| 7m— 3y a7 4 F¥alb—vay avy REERALET, SAT—FORZLET 4 2—7
JVIZT 5121, no service password-encryption 7 02— 3L a2 7 4 X a Lb—v gy avy NEfEM
LET,

WIZ, HERRL~L 2125 L TR b/ "2 U — K $18FaD0SXyti5SRkls3LoyxzS8 R ET HHlar~ L ET,

Switch (config) # enable secret level 2 5 $1$FaD0$Xyti5Rkls3LoyxzS8

NAD—FKFEEDT«E—TILik

AL TN T 7B ATEDL U R 2—F L, 774V 8T, AL v T OEBRFEAREZT— 7
Tt RZEYIAB, FLWRAT—REANTDHZ LEICL-T, Kbz AU — REEETE £,

NRAT — REET 4 B— 7 WVALHERECIE, ZOBED—H 2T 48 —T7 N THZEICEV AL vTFD
NRAT—R~DT 7B AZRHETEET, ZOBENA X—TNVOEE, = K a2—%F i, VAT A
T 74NV IMRECRTIECRAELEGAICRY, 77— 7YavACHH VAL B TEET,
27— REEA2TF A= LTh, 7—h BB RICEVIALTNRAY — REEFETX ET2,

ary74X¥alb—var 77 A/ (configtext) BEL VLAN 7 —#_X—2 7 7 A /L (vlan.dat) |
HIpr SN E T,

NR2AT—KREEEZT 4 =7 VT 58 EF, =0 Fa2—FR7—F 7oA ZHVAALTY AT A
BT 74V FOREBICET IO RES L, EXaT7 h—Nar 7 4 Fal—alr 774 LD
Nyl T7 o7 abt—%RFELTRB I E#BLEST, AfvTFETar74Fal—vary 774
NDNRy 7T T at—%REHFELRNTLEE W, VIP (VLAN FS %227 Frban) o2
N7 Ly b= RTAAL v TFPREELTWEHEIFE. VLAN T—FRX—2 T 7 A )LDy 7T 7 a
b FFEICEF 27 Y= NRETFELTLEE N, A v TNV AT LADT 7 4 )V FREICR 72 &
X2, XMODEM 7 ua ha vzl L, (RIELE 7 7 ANVEAAL v FIZF T a— KT £, #F
MZDONWTIE, XA — REENTLGORIE] (P49-3) 2L TEE0,
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B %iE EXEC a7 FADT7 I L ROEHR

ATF971
AFy72

AFy73
AT97 4

NRAT— ROEEZT 4 B—7WCT D%, F5# EXEC E— FCROFIEZFITLE T,

=1 N B
configure terminal Ja—r L ar 7 4 Xalb—ay E— NEBBLET,
no service password-recovery NAT—ROREET 4 E—T NI LET,
DOEEIX, 77 vva AEVOHFT, 7— K~ a—F B LU Cisco I0S
4% VRT 7B ATEDHEBRIRHFENETN, 7740 VAT LI
HEENETA, $/o, =2—FRT 7 8RATHZLITTEERA,
end Frke EXEC £— FICREY £7°,
show version a<y FHADOBREOEITET = v 7 T5Z LI2L>T, BREEMRL
i‘d—o
NRAT — ROEEZFRA R—7 I T 535A 1L, service password-recovery 7 2 — /3L 227
Xal—varyavwrReEHLET,
S,
GEF) AU—FKEEOT E—7 0 kX, boot manual /' o — )L 2T 4 Fal—val avy Refl

MLTFHTT =T 2L v FEREL TV DOIHEITEYTY, Z0avr NI, Ay FoD
BIROBEAL, 77—k a—& 7a 7k (switch:) ZHERIEET,

ImEKEERIZXT S Telnet /XA T— FDERTE

AFy7A1

AFy72
AF973
ATy7 4

PDTAL v FICBREHRATIE, BEf Yy b T v 7 7u s 7 203 EBLCIPE#REZEI VYT, =
O¥FET THEATES LT 74NV MREZERLET, EBIZ, By b T v 7 7arJaE,
27— Rk % Telnet 7 7 & AT AA /?‘%E&“ﬁ?"é LERERLET, By T vy s T L

DFATHIZZ D/RAT — RERE Lo 728 ZORERTCLI (2~ R v A ¥ —T =
AR) ZEHALTRETCEET,
AA »F % Telnet 7 7 & AT ET H121%, FbE EXEC F— FTROFIEEZFITLE T,
=1 =]:)
TIal—vary V7 =T EAPCELEFYV—I AT—Tay
AL vy FOar Y —)L R— FEERELET,
Ay Y=V R— DT T x N NOT—H L, 9600 R—, 8 F—X
By b 1ALy 7 By b NV T4RLTY, av oMy Try
7 IR EREND E T, Return F—Z(TEINHTLERD D 5,
enable password password ¥iHE EXEC £ — FZBAM L E7,
configure terminal Jua—nLarZ4Xalb—vary ET—FNelBLET,
line vty 0 15 Telnet ¥ v 3> (EHR) OEEHREL, 74 a7 4 X2l —3
VE—-RERBLET,
I RFHEAA v FTIE, K16 Dy a »BAHEETT, 0B &
W15 2BETHE FHHTED 16 D Telnet B v a T _RTERET
HT LIV ET,

Catalyst 3750 R4 v F YI b9z 7 av74Fal—S3v HA K
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R EXEC 37> F~O7 7 t205E B

avwvFk B

A7y7 5 password password 1 DEIFEEORFBICHIGT S Telnet SAT—RE AN LET,
password \Z1%, 1 ~ 25 XFORBTFOA M) I EEELET, AR
UL T aBFTHOL I EIFTEETAL, RUFENLFERL, &
N2 EFERATEETN, BITAN—RIEHEINET, 77418 T
T, AT —REFERINERA,

A7y76 end i EXEC E— NIZED £7,

A7v7 17 show running-config E AR LET,
A< Rlinevty 015 O FIZ/RATU— RRFRINET,

A797 8 copy running-config startup-config (ER) 27 4FXalb—ray 77 A NVIIEREERGTELET,

aA—HLZ EN

RAT — RZ&HIFRT 5I21E, no password 72— 3L a7 4 Fab—v gy avr REFERHLET,

Wiz, Telnet /XA U — K% let45me67in89 |23 E+ DBl %R L £,

Switch(config)# line vty 10
Switch (config-line) # password let45me67in89

AT —FDART DHERFE

2—PHERRAT = RORTERETZET, ZOXRTIFAAL v F ETr—INREFEIRLET, 20
NRTFEFREZIEFAR— MY Y TH, K2 —VERBEEL T, 22— ERGE%R. A v TFTWT7 7k
ATEFET, HBLRAVEZER L TVDIEAIL, =2— A LA T— ROESXTITHEDOHER L ~L
. N T OB LOMHRE EHICHIV Y TCHIEHLTEET,

A—PHN—ZADREEY AT L BET DL, FiiE EXEC £— FTROFIHEZFATLET, ZOR
AES AT ATIE, v Ay a—PHREANRAT— RRBERINET,

avUF EL:]
AF¥y71 configure terminal Jua—rr ar74¥alb—vary E— REBBLET,
A7v7 2 username name [privilege level] Ba—VFoa—V4 RV, RZAU—FREASLET,

{password encryption-type password}

e name lZlE, =2—FID %1 U—KTHEELET, AX—2BILVF|
AR cEEEA,

o (EE) level IZIX, 77 B AR /I —VICERET DHER L~ v
ERELET, BETEAHFMAIL0~ 15 TT, LU 15 T,
a—HP EXECE—FTOT7T 7R RERDET, LUV ] Tk, ==—
P EXEC E— RTCOT 7R LR FT,

» encryption-type \Z1&, B EAL SN TWRVWNAT — FA38 5126 <
HEIL 0 %, WAL SNz SAY — KRR A ki< HE L T ZHRE
LET,

o password [ZIX, Z—HPFNAAL v FIZT 7 VAT HHEICANT DL
EOHDHNRNAT—RERELET, NAT—RiE 1 ~25 57T, #
WIABAN— A% TE, username 2~ ROFEHEDOA T 3
YELTHRELET,

AF¥97 3 line console

Eell e
line vty 0 15

0 FA v a7 4 Fal—ary EBT—FREHEEBEL, Y —L RK—F§
(BI#R 0) F21T VTY Bt (B8R 0 ~ 15) Z2RELET,
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B %iE EXEC a7 FADT7 I L ROEHR

avw vk B
A7y7 4 login local anJyA O — N NAT— K Fz v A F—T NI LET, Bk
X, A7 v 72 THRESN 2 —FRICESITET,
A7y75 end e EXEC £— RIZE Y £7,
A7y7 6 show running-config BEAMRLET,
A7v7 1 copy running-config startup-config (FEE) av74Xalb—vary 77 A MCEREEZRELET,

BEL2—VO2—VHEIEET 4 £ —T7 NI T 5121E. no username name 7 22— )L 27 4 X =2
L— ‘/a/:?/l\‘%’fﬁﬁﬁbiﬁ“ NRAT—R Fxv I %TF 48— NI L, RAT—RARLTOHE

;|:

foe % 123 2IiE, nologin 74 > a7 4Falb—var avr R LES,

BROER L NILDOERTE

CiscolOS V7 by =TT 74/ M T, 2FEDO AT —R X274 T—FEFEHALET, =—
%EXH&B;U%@EXH?@¢O%~F§kK\:v/k@%FVAw%léif RECEET, #
BONRAT—RERETHILIZLD, S FEFSFha— I —FZH L TRHEDa~y R~DT 7
BAEFHFRTEET,

72 21F, < D2 —HF(Z clear line 2< > R~DT 7 B RAEFHA[TAHEE., LA 208X T o
ZEDYT, LoUL 2 ORNRT — REJRHHO 2 —FIChi A CE£9, £/, configure =~ K~D
7’7'IZX%'JI3E%9§1ET5 Bl L3 0 xa T 42BN YT, TONRAT—RERLZZ—
W I— ﬁﬂ?ﬁ’é‘é\_k%f%i‘)‘o

T T, ROBEFHRICOWTIHA L ET

o [a~  ROMRL~LOFRFE] (P.9-8)

o [EIFUZKIT 2T 740 bOHERL~LDOZETE ] (P.9-9)
o MERL L~ 7 A BIO¥ T (P.9-10)

a2 FDERLAIIDERTE

Ay FE— FOMHRLNVERET HI11E, FitE EXEC £— FCTROFIREZFITLET,

avwv kR B#
AT7Y71 configure terminal Ja—n_N ary 7 4 X¥al—gy B REBEELET,
ATv7 2 privilege mode level level command a<y FOMRLALEZZELET,

o modelllE, Zu—r)L ar 7 4Xal—ar E— ROBEIT
configure %, EXEC E— RO AL exec &, AV F—T A R 2
V7 4 X2 b—vary E— FOEAT interface &, T A 3
T4F¥alb—var E—FOHRATline x LA LET,

o level IZIRETEZ2HPMAIL0 ~ 15 T, L~yb 1 BEFOZ—F
EXEC &€— F#ERTd, L-~UL 151X, enable "X T — KNIZXk - T
A ENDT 78R LULTT,

o command \Z1X, T 7B AEHIR LIz a~vwr REEELET,

Catalyst 3750 R4 v F YI b9z 7 av74Fal—S3v HA K
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R EXEC 37> F~O7 7 t205E B

avwyFk

B&

27973 enable password level level password

FERR L~ LZHIRT B4 R— T N2 T — R&EHEELET,

o level TFEETEDHMIZ 0~ 15 T, L-Ub | BDEHEDO—H
EXEC £— FHER T,

o password |21, 1 ~ 25 XFOEBEFTOAN) VI E2BELET,
AR T EETETHDD LI TEERA, RXFLENILFERK
BIL, A_N—=ZEMHTEETN, BITAN—RIEEINET,
T 74/ N T, NAT—REERINEFA,

ATy7 4 end ¥HE EXEC £— RIZIR D £,
A7v75 show running-config BELATER L £,
Ees show running-config 2~ RIF/XAT— R LT 7R LNLVOREER

show privilege

7~ L¥E7, show privilege =~ Fi&, #ERL~LVOBRELRTLET,

A797 6 copy running-config startup-config

UEH) =274 Xal—vay 774 MBERRGLET,

avy RaedhDHHERL LV _uxffﬂ‘%) L IXIREFOav L OV T2y hTHDa~wr NIET T,
FTOLVIHEESINE T, =& 21X, show ip traffic 2~ K& L-~UL 15 IZRET 5 &, show =
<Y FBXUshowip =2~ FiE, ERENHDL~JLIZRE LRWERY . BEIIZ L~V 15 123 E

SNET,

BEDa~<y RIZoWT, 774/ FOWHERIZETIZIX. no privilege mode level level command 7'
n—)L aryZ 4 FXal—vay avy ReFEHLET,

configure =~ > FEMER L~V 14 IZHEL, LU 14 0a~vy FEERTIHEEIC2—FRANT
DH/NAYT— R & LT SecretPswdl4 % E#%T 50z~ LET,

Switch (config)# privilege exec level 14 configure
Switch (config)# enable password level 14 SecretPswdl4

E#RICHT HT 74 FDERBLARILDOESE

BRI 5T AT 7 44 N OWER L~V EHT 51001, ¥ EXEC T— FCROFIEZ ET LT,

avwy R

iy

A7971 configure terminal

Ja—n) ar7 4 Xal—vay B— REBEBLET,

A797 2 line vty line

T 7t A& R D AR R IR A R L £ T,

AT797 3 privilege level level

FIRROT 7 4V N OMER L~V EEERLET,

level IZFEETE AHPHILZ 0 ~ 15 T, L-~L 1 @i o= —+ EXEC
T— FHEBR T, LUl 151%, enable SA U — NIZ L - THTEND
TR LYULTI,

ATy7 4 end Kt EXEC &— FIZRE Y £,
A7y7 5 show running-config BE MR L £7,
F 70X show running-config 2~ > RIF/XAT =R ELT 7 H A L-YULOREEE

show privilege

RLUET, show privilege 2~ > Fix, HERL~IVOREEFERLET,

2797 6 copy running-config startup-config

(EE) av74F¥alb—vary 77 A MCEREEZREFELET,

| OL-8550-09-J
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a—WiE, BRRICE 7 AL, BIOMHERL LV E A X —TVIZERET H Z LI X D, privilege level 7
Ay ar7Z 4 Xal—vay avwr FEEHLTHRESNIHERLVE EEETEET, £72,
disable =~ FEMEMATHZLICE D, HRLVASLVEGIETHFL2ZENTEET, LALOHERL L
DRAT— KRR Dho THWIIUE, 2—FIEZ DAY — REMH LT EMOMERL LV E A R—T T
TEET, BROERAZHIRT S, 22 Y —VERHICE W LSV E IR LSV E2RE L T2
SN

[BIfR%E T 7 4 /L N OHER L~ VIZREFIZIE, no privilegelevel 74/ > 207 4 Fal—va vy avy
REHHALET,

EBRLALAOOTA VELUET

FRE LTCHERR L~ e 7 A o % FT3HEE LIZHER VL 2 /8 T4 51213, $5HE EXEC £E— R T
ROFMEZFATLET,

avvFk B
A7%71 enable level BELEHERL~VIca A4 v LET,
level IZHEE T E 2HiHIL 0 ~ 15 TY,
A7v7 2 disable level R LT HEBR L~ L 2T LE T,
level \IZHRETE H#iHIZ 0 ~ 15 TY,

TACACS+ [CKBDARA Y F 7V 2ADHIH

Z Z Tl&. Terminal Access Controller Access Control System Plus (TACACS+) %A x—7 /ML T
WET DHEZOWTHHALET, TACACSH L, FEMIRT U T 4 7 IEMEIE L, FREB &
OFFR[ 7 o A2 L CERR RSP 21T ¢4, TACACS+ %, Authentication, Authorization,
Accounting (AAA; FBFE. A, 7HU T 7)) BEICEIVIBESNTRY, TACACS+ %1

F =TT BT AAA <2 FEERA LT 8 A,

GE) ZZCTHERATIavY OB XOMERGFEOFEMIZ DWW TIL, [Cisco I0S Security Command
Reference, Release 12.2] #ZH L T30,

I T ROBREFHRICOWVTIHA L E T,
o [TACACS+ O#Z | (P.9-10)

o [TACACS+ OEifE] (P.9-12)

o [TACACS+ ®#E] (P.9-13)

o [TACACS+ @&FEDF <] (P.9-18)

TACACS+ DOt E

TACACS+ %, AA v FIZT 7 EBALL I ETH2—VORIEEZETIAITO>EXF2V T4 77
r—3ia T, TACACS+ H—t Rk, % UNIX %7213 Windows NT V—27 25— 3 > LT
#7925 TACACS+ T —FE L DT — I R—ATEHINE T, AA vTFIZ TACACS+ HREAZHRTT DT
1. TACACS+ ¥ — 27 7 E A LT TACACS+ H—R_EZHTEL TBLERHY £,
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~

(i) AA T AH v L TACACS+ — "L O TIIUESER AWM T2 L 2R LET, T, #
BMENTNWBREZ YT AUNR=NAAL vF AF v I NHHIBRENTEHEATYH,. TACACSt — 2037
IR ARREREFFMEEINDLIICTE I ZTEIBLET,

TACACS+ %, MDEY 2 —AVBIFERE, FFr, BLOT I o7 4 THREEZHZ TWET,
TACACS+ Tix, H—07 7 & A#H|#EHY—X (TACACS+ T —F ) P&V —b 2 GRIE. &Frl. B
X7 T 7)) EREICERLET, KV —EREZEHFOT—FX—XIHAL, T—FLO
HEEEIZIS L TCEDOY —RERII Ry NU—7 THEATE Aoy — e 22 EHTE 7,

TACACS+ ®HIIZ, 1 DOEEY—EANLHEEOR Y NU—2 T 78R KAV FEEHTHHK
FHEMETHZETT, AL v FiE, D Cisco b —4 Cisco 77 A =L L hilxy hU—7
TIRA S —NIZTEET, Xy NT—T TR HF—NF, fHroa—F xvy NT—7 E23H
T3y NT—7 BIOMAEEGIN -y hT—7 LOEHEEEILET (K 9-1 250),

9-1 —ig89% TACACS+ vy I —V
UNIX D—9 RT—3 >
(TACACS+ Catalyst 6500
KmARY SY—RRALYF

————
A &

171.20.10.7

—

UNIX J—O RFT—v 3>
(TACACS+
H—/\2)

—

171.20.10.8

7.
L

l

N
J

TACACS+ H—/I\N 7 RLRZEHRELT
AL YFEHRELET,
IR ERTELET
(TACACS+ #—/\I2%
RLBEZELES) o
AAA EA 2—TILIZLET,

!
n

;

!

) 054 SREEARY A FEERLET, I

=/ BRERIZY A M EBALET, ——

— BECHELTHABLVTAIVT AT D =
I—YAT—vay FRUR FERRLET, V=VART=vay

TACACS+ 1, AAA X2V T 4 —E R L->TEHEN, RO LY —v 22 ML £,

o FFE: BAVBIONNRAT—R AT RS, FXLUUVBIORE, AvbE—Y ¥R— R
X o TGO E2HE 2TV E T,
PREEMEREIL, 22—V L OREEEEITLET (i xiE, 2=V R LERRAT—-FRALENH%,. H
FEOFEFT, BB, V—RX 47 HRREEZRZREON ONOEMET L LICLD
a—¥E2RLET), TACACSH RiFV—bE AL, =2—VPHEICA v E—VEERETHI LB TE
F9, 2L 2E, BHOART— REDYMAY v —IZ80, NRAT— ROEFROMLENRH D Z &
oa—P\EMT LI L TEET,

o W[ : autocommand. 77 B RHIHE, By a v, e bhanr BR—-FOBREL VST,
=Py g VRO PRI OWTE DM HIFE L E T, £72. TACACS+ FFrlfgseic
FoT, 2—YPNETTEDa~vr FEflRTH2 ¢ TEET,
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o THULUT 4V il BE, BLOULA— MIERTLEHREZIE L T TACACS+ 7 —F
_iﬁLiT Fy FU = OBFHEIT, THTLT 4 o IR AFEHALT, EX2 U T EBEED
oIl —VFOIEERRE T X7 Lm0, 2—VREHOERERIE LY T ET, TH
T vy ba— RidiE, =¥ ID, BRAREZ R L OWE TR, EfTS i~ K (PPP 4
E), RNy b BIOAS NEREENET,

TACACS+ 7w F@uid, AA vF & TACACS+ 7 —E VM OFFEEZITV. AA v F & TACACS+
T—ELMOT R P AV E e T ST ST 5 2 LIk > THlRERFFZEBLILET,

AA v F T TACACS+ 2T 212iE. TACACS+ T —F2 Y7 MU =T HRBEHT L5V AT AN NE
T,

TACACS+ DENE

2—HnN, TACACS+ R L TWD AL v FITxt LTS ASCII v 7 A > &RIT L, RBIENMLEIZ
AL, ROTFaEARNRKELET,

1. ERinfEsrsns &, A v F1T TACACS+ F—FE LW XHHE L Ca—WF4L4 7 u o F N2 L,
IhEa—FIIERLET, 2—FRN2—FLEANTHE, AA v FiX TACACS+ T —F I
B L TR AT— R a7 E2RBLET, A v FICEoTRRAT—R Fr o7 MR RE
N, Z—FRRRT— B2 AT BL, ZONRAT— KN TACACS+ F—F L IZEEINET,
TACACS+ 2k - T, T—Fr bt a—PLOBOXFENAEEICRY, T—F NI —VERFETE
ABETORBEREERSTEDL LRV ET, T—F %, 2—T L LERRT—ROMAEHLEEZ A
HTBEIRDETH, 2—FORBEOHKR Y, ZTOMODIERZ2EHHZ b TEET,

2. AA vFIE, EAIZ TACACS+ T—F U NOHRDODNDTNNDINEEEE T,
. ACCEPT a—PRFIES N, P—EAZBMBTEET, FUIEZHLELTELIICAL v FN
RESNTWDLHEAIL, Z O E CTHF AT LERBMG S E T,

e REJECT : =2 —VF@RiEENFEH¥ A, TACACS+ T—F LIS LT, 2—WIIT7 7 A ZHER
INB», vl Ay = AEHRITTALIITROLNET,

e ERROR : 7 —E L HRBEE —E 2D H HHREA T, itiT—%/&X%/%@F‘Eﬁ@Z\\
l\‘? THRRIIBW T =AU E L7z, ERROR IEENFRINTZHEIL, A vF
WBE RO FETL— #%uunﬁbi?&bi—aﬂ

e CONTINUE : = —#(%, S HIZRREHHROA N ZRD B ET,
RAEE . AA v FTHABRA X =T NV R> TV D56, 22— FILBMOFFA 7 = —XIZAD F
T, 22— X TACACS+ FFrliCitdeaiic, £3 TACACS+ #BiEx EWICE T THLERH Y £7,

3. TACACS+ FFAI BN MERFAIEL, O TACACS+ T —E 28k L. 7 —F 2 ACCEPT £7/-1%
REJECT OFFA[IEE 2K L9, ACCEPT J&ENR SNIHAIE, ZOISEIL, £Dx—HE X
VPEDZ—FRT 7 ¥ A TEH Y —E 2D, EXEC £7-1ZI NETWORK ¥ v 2 55 THDT kU
Ea— hOBEXTT—2REENRTHET,

o Telnet, Secure Shell (SSH; ¥ =7 v =/L), rlogin, F721Z%#E EXEC ¥ —E R

o BHFENRTGA—F (RANERIFIIAT U FDODIP T RLA, 72782 VXM, BLOa—WH
A LT T NEET)
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TACACS+ DEEE

ZZ T, TACACS+ VR —bTDEICAAL v T HZHET D HIEICOWTHBHLET, KR,
Tmmcyiu%y%ﬁﬁﬁémx%(101&@@&)%%EL\DmAawmﬁwﬁt)xb%m
BT HMLERHY T, £/2, EETTACACS+HFABLORT YT 47 OFRY A FE2E
b TcExFET, FRYRAMIE-T, =—YDOFEIL, ﬁﬂ\iKMTﬁWVF%%®tw@m¢k
FREEHRLET, FRUVAMEFEALT, AT EX2U 70 7r batz | SE3EEIEE
TELHDT, HDOFANKRLIZHADNNY 77 o7 AT ARREINET, Y7 U =TI,
)zhmwﬁm®ﬁﬁ%ﬁﬁbf: FOFRIE, 7], TH VY bOMFFEITVET, ZOHATIEE
BELNEho T8 *\/7FW:Ti%@)XF#%&@ﬁﬁ%Eﬁbi?o:@7nk2ﬁ\UX
FAROFRICE ZWEREDT 50, FRY A FOFRETRTRLEDS ETHREET,

T T ROBEHHRICOWVTIHIALE T,

o [TACACS+ OF 7 4/ Fi%iE) (P.9-13)

o [TACACS+ #— " AR A FOFER L ORERERHOZ E) (P.9-13)

o [TACACS+ v /A UFBFEOFKE ] (P.9-14)

o i EXEC 77 EABLO Ry hU—7 F—E 2D TACACS+ #FAIO#E] (P.9-16)
e [TACACS+ 7o vT 4 v 7Okl (P.9-17)

TACACS+ DT 7+ )L FERTE

TACACS+ & AAA X, T 74NV R TCTF 4 B—7NICREENE T,

X2 VT o DR EIET D20, *y hT— 7"1"5%77)5‘ v a U EMEH LT TACACSt Z8%
ETAHZLITTEEHA, TACACS+ 24 X —T NIZHKELTZHE. CLIZE L TAAL v FIZT 7B A
T52—YERIAETEET,

~

(G¥) TACACS+ OREF CLI ZEA L TITWE T, TACACS+ — N3HER L~ L 15 ITRE S
HTTP #fkc 2 5Fr LE T,

TACACS+ H—/\ KX FDIFES & VERIEHRDERTE

MAERIZ 1 DOV —REFEHT AL, £, BEEOY— N KA &I L—7 LT 5720112 AAA
PR TN—T AT EEICHEETDHIELTEEYS, =BT - L T Eﬁﬁﬁ—ﬂ
RARNOY Ty hERIRL, FFEOV—ERIZEFDOV—NEFERATEEST, =T —T1F, 7
2—/L =N KA R VR MEEBIZEAIN, BRENTZY—ANFXFDIP T FLADY X kR
EFENTHET,
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TACACS+ ¥ — %4 2 IP A A b z2fE L, (EETH SR ZHET HICI%, ¥ EXEC £E— KT
WROFMEZFATLET,

avyv Rk B
A7y7 1 configure terminal Jua—sYL ar 7 4 X¥alb—vary ET— RElELET,
AFv7 2 tacacs-server host hostname [port TACACS+ —R"ZHEETHIP A~ (1 o773 28T L F

integer] [timeout integer] [key string] |4, Zd =~y KEBHEAS LT, BB KDY A R E{ERLET,

V7 2T iE, BESNTZIEFCHRA MERBLET,
e hostname \Z1%, FAMOAHRIETIXIP 7 RLAZEELET,

e ({LE) portinteger 121X, H—OFR— " EBEHBELET, T
T AV MEIAR— 49 TH, HETE LML 1 ~ 65535 T,

o ({EE) timeout integer (21X, AA v FNT —F DL DINE 1
DOIFMZMETHELE T, TNEFRIDEAAL v FIIXA LT Y
FLCZT—2EELET, 7740 ML S BT, HETE2
FiPHIZ 1 ~ 1000 B> C9,

o (EE) Key string 21X, A4 v F & TACACS+ 7T —E DT T
DT 74y 7 oAb KO SR 5720 R 52 E L
£, BSERERIT 5121%,. TACACS+ 7 —F U IZ[F Uk % G &
TOMENDY ET,

A797 3 aaa new-model AAA A F—T I LET,

AF7y7 4 aaa group server tacacs+ group-name |({Li%) 7N —T4 T AAA F— R VL —TEEHELET,

ZDawry RIZEoT, AA v FF—RN I N—F B Tar7 ¥
L—g vy B— RIZRy £9,

A7976 end

27975 server ip-address UERE) HE D TACACS+ Y — % @38 o — % Z b —F w1
7, AAA —1 T —7 D& TACACS+ V—RIZH L TZDAT v
TRV L FET,
TN—TDEY—NF, 2T v 72 TEBFHOLDOTRITNITARY F
A,
it EXEC E— FIZREY £,

AZ797 7 show tacacs BREEMWRLET,

A797 8 copy running-config startup-config (FEE) av 74X alb—vay 77 A MCREEZRELET,

fEE S 7c TACACS+ h— A E721X7 FL A ZHIBRT 521X, no tacacs-server host hostname 2
B—sVb arZ4Falb—varyavry REEHLET, REV X oY= 7V —=TZHIRT 5
IZ1%. no aaa group server tacacs+ group-name 72—/ N)L 27 4 Fa b— 3 avr REfH
LFE9, TACACS+ #—D IP 7 KL A& HIBRT % 121%, no server ip-address —/\ 7 )L —=7 47
a7 4 Xal—vay avy REFEHRALET,

TACACS+ OJ 1 VZREDERE

AAA FBREERET HITIE, BAEFROLARIMTE Y A FEER L TG, FRFA— MZZDOU X N %iHE
HALET, FRU A NMNIEITESNDIREO XA T EETEFEZERLET, 2OV ANEEEDOR— b
WCEHA LT D, ERBEARIETRE2ETITILENLYD £, ME—DOFMIT 7L FDOFRY R b
(BRI default L4BIBTTFHENTND) T, T 744 FOFRY 2 b, AT EFRY 2~ %
R ER SN AV F—T =2 A 2ZBNT, HEIWICTRTOR— MIEASINET, EBEFEALDF
RKUARMI, 7740 0 FRY 2 MIEBELET,

Catalyst 3750 R4 v F YI b9z 7 av74Fal—S3v HA K
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FHHXY A M, 2—VRFEOTDIC /=) =% EFE2(T) FIALFESF R ETLR LZb O T, BRI
BT 21 oFH 3 8EOEX2 YT 4 7 haLzEETX 0T, BUOHFRMNI LT
Ny 2T o7 VAT ABERENET, Y7 b '7:701\ U 2 N D)0 )5 % ] L“C:L““*f%
BAELE T, TOFKRTILENEGEONRoT25GE, VY7 b= TIZEDOY A ML IROFREER L
T, Zo7akvAX, VA MNOREFESRIC J:én_ﬁ ‘\EJ‘ZIJJTéﬂ\ ERINT TR E TR TRHLKE
DOHETHRVIEISNET, ZORIDH DA TRIEND KB L7285 (Oi”) X2 VT4 =
Flle— A NDa—F4HT— 5wa#nﬁ%77tx%ﬁ7?ékmﬁbt B\ WAk R A
IFEIE L, FRUEGEREAFANTITEINA Z L IEH Y £ A,

o s A CBAFEARET A1, HiiE EXEC E— R THROFIEA FEITL £,

avvFk E]:5)
A7v7 1 configure terminal Fra—rJL a7 4 X¥al—ay T REBBLET,
AT7y7 2 aaa new-model AAA A X —T M LET,
A7y73 aaa authentication login {default | a4 AT RY X N EERLET,

list-name} methodl [method?...]

* login authentication =~ > NICAHIfI & U A MR E SN 200/
LEERENDT 740 bD U A MEERT 5121%, default ¥ —
T—ROBRAIZT 740 MRITHEAT 2 2B ELET., 7
74N FOHAY A M, BEWICT R TOR— MT#EHINET,

o Jist-name \21E. BT DV A FDOL4RIE LTHEAT L XTI EEE
L/i‘d_o

e methodl... 11X, uquTII/:l)XAﬂlﬁﬁﬁ“é%[@‘@ﬁJﬁ%%
ié_ Ej]u@uuuﬂ:‘ji#‘i %@Hl]@ﬁtfi7 ﬁ)@éﬂt
ROMEHZES, aioFRNIM L 7256134 H éﬂi’d‘/m,

WOWTNNOFTREZRIR L E7,

e enable: f X —7 /)L NRU— REFEIZHEMALE T, ZORFELHR
ZEAT 2121, 50U enable password 70— 30 a7 ¢
Fal—YaryavwryREERLTAR3—T N RAU—FREEHL
TRBILERDLY £7,

e group tacacs+ : TACACS+ @Bir2 R L7, Z ORI EEH
T512E, 6D TACACS+ H—REZHEL TEBILERH D
T3, MOV TIE, TTACACS+ %— 3 7R A FORFER L UG
AEFEOFRE] (P9-13) #SML T E I,

o line : AR/ XA U — RN & REE EALET, ZORGEHFREEHT
X, HOENUDEFRASAT—REEREL T LERH Y 7,
password password 74> A7 4 Fal—r gy avr Reflif
LET,

e local : B—HW )V 2—PL{T —F_XR—2AZFFIMHEHLET, T—X
NR—= 22— FLEHRE AT LT LERH Y £9°, username
password 70—/ 30 a7 4 X al—v gy avr ReEFERALET,

* local-case : KX FL/NLFERKI SR —IN 2—F4LT =4
NR— 2 & FRFEICHEM LE 9, username name password 7' 12—/ 3L
a7 4F¥alb—vary avwr ReEHLT, 2—VL4FRET —
AR=ANANT HRERDH Y £7,

e none: 1V A NIFRFEEEH LERA,

ATv7 4 line [console | tty | vty] line-number FGAy a7 4 Xal—aryE— N2l WitV X homEHxt%
[ending-line-number] LT DR ERELET,

| OL-8550-09-J
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avwvFk B
A7y7 5 login authentication {default | EHREIXERE Y Mo LT, BAaEV A M2 mA L E9,
list-name} o default Z$5E9 5441, aaa authentication login =~ > K C/E
LT 74V bDY A NEFERLET,
e list-name 1%, aaa authentication login =~ > FC{E L= Y &
FERRELET,
27976 end ¥k EXEC £— FIZED £,
A7v7 7 show running-config E AR L E T,
A7y7 8 copy running-config startup-config EE) av74Xal—vay 77 A NMIRESRELET,

GE)

AAA %7 4 &B—7 MIZT BHITIE, no aaanew-model 7 = — )L a7 4 Fal—T g avy KE
AL ET, AAAGEREEZ 7 « B —7 /L3 5IT1E. no aaa authentication login {default | list-name}
methodl [method2..] 7 va— )L a7 4 Xalb—yay avwy ReHLEST, a /A0
TACACS+ #BiE% T 4 B — 7 MZT B 0T 7 4 /L MEIZR T4 13, no login authentication {default
| list-name} 74> a7 4 F¥alb—ay avry REFEALET,

AAA FREZHEHALUTHTTP 77 BRI LAAL v FOvx 2V T ¢ ZHdET 5I12i%, ip http
authentication aaa 7 0 — )L 2 7 4 Fal—ay avy RTAS v FERETHLENH Y F
T, AAAGRGEZREL TH, AAA FXEHEHA L7 HITP 77 B AICHT DAL v FDtFH =2V T o
IR ESILEE A,

ip http authentication =~ > ROFEHIZ DWW TIE, Cisco.com DA —AL~<— ([Documentation] >
[Cisco 10S Software] > [12.2 Malnlme] > [Command References]) »>5. [Cisco I0S Security
Command Reference, Release 12.2] #ZML TS0,

HEEXEC 7V ERBXURY FT—9 —EZXHD TACACS+ BFAIDERTE

AAA FFANZ Lo Ta—FREATE L2V —EARFHIBRINE T, AAA FRIBA X — T IR E ST
TWa e, A v FlFa—Fora 7y A PO EE LEEREFEALES, Zo7ve 774 00F
D—AND2—Y F—=F_RXR=2F 7 FFa T4 =" EIZHY, :L~47“‘0>J2y¢/a‘/%a£ﬁbi
T, 2—HFiF, == T 7 A LNOBHRTRD LN TWAHEIZRY, BRLEZP—EZADT 7
AN EINET,

aaa authorization 72— )L 27 4 X2 L —3 3 < K2 tacacs+ ¥ — U — K& A7 CREH
5 &, K EXEC T— R~O2—HF DRy hU—27 T v 2A2HIRT DT A—-FEHRETEET,

aaa authorization exec tacacs+local =~ > NiX, ROHFANTA—FE2HELET,
e TACACS+ ZffiH L CRIEEZIT o 125613, Bt EXEC 7 7 & AFFn[IZ TACACS+ ZfEH L £,
FRFEIZ TACACS+ #EH LZed o 258013, v—b1 T—2_X—2 %L E7,

FFARRESNTNTS, CLIZHLTrZ A L, BRES Nz —HITk LT, FFiddEiSn
iﬁ—o
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¥i#E EXEC 77 B AB LRy b U —27 —E RIZBT 5 TACACS+ Al 25T 511X, ke
EXEC E— FTHROFIEA FEITLET,

avy kR

E[:3)

A7y7 1 configure terminal Jua—sYL ar 7 4 X¥alb—vary ET— RElELET,

A7v7 2 aaa authorization network tacacs+ Fw T — 7 EEOFT_RTOY—E RER T T S 2 — TACACS+

AE, Ay FITHRELET,

A797 3 aaa authorization exec tacacs+ 2 — W EHE EXEC O 7 7 AMER A B B4 . = —3F TACACS+ 7]

A Al x—nxfﬁﬂbiﬂ‘

exec ¥—U— RFEIETTH L, 22—V a7 7 A LIER
(autocommand F# 72 L) BDEINDIGERH D £7,

A797 4 end

i EXEC =— FIZRY £7°,

A7975 show running-config BEETER L E T,

- L

A797 6 copy running-config startup-config (R av 74 Xal—ray 77 A NMIREEETFLET,

FFR % T 4 B —7 2T 51Z1%. no aaa authorization {network | exec} methodl 7 v —/N)L 227 4
Xal—varavwrRFeEALET,

TACACS+ 7ho VT4 VT DIER

AAA T H O T 4 Vv 7HREIZ, =2 — R T 78R LY —bERE, WELERY NU—2 VY —2 &
ERToX T LET, AAM AT AU T A0 T 3 =TT DL, AL v TFidaz—F OIRENRI
ET AT 407 La— ROBRTTACACS+ X2 F 4 +—NIZHELET, KT VT 4
Y va—KiE, THAUCT 4T DT U Ea—ME (AV) XT 28k, X2V T4 *)‘w/f (PR
FENFET, ZOT—ZEZMHITF LT, 2y hU—IFH, 7747 F~Dife, FHITERICHESLT
DL EMTEET,

Cisco [0S DHERBL~NVBIORy T —27 —E AT S TACACS+ T H U T 4 v T HA F—
TN T BT, #iE EXEC E— FTROFIEEZFEITLET,

= S B&

A7971 configure terminal sa—)arZ 4 X¥al—vay ®T—FEBEBLET,

A7y7 2 aaa accounting network start-stop Fy N =7 BEOTXTOY—ERERIZOWNT, TACACS+ 77
tacacs+ VT AT EAR—TMIZLET,

A7v7 3 aaa accounting exec start-stop tacacs+ | TACACS+ 7 H ™ T 4 v 7LV, Bike EXEC 7 1t A DA

BIRIGT 1 2 F 4 2 A, e TR B & (AT S K 5 S
BIELET

A7y74 end Rt EXEC £— RIZRE Y £,
A7v7 5 show running-config BEEHIRLET,
A797 6 copy running-config startup-config EE) av 74 Xal—ay 77 A NIRESZRELET,
TR T 4T ET =T /WZF HIZIEL, no aaa accounting {network | exec} {start-stop}
methodl... 7 a—s3v a7 4 ¥ alb—vay avy R LET,
Catalyst 3750 RA v F Y2 h9x7 av24Fal—>ay HAF
| oL-8550-09-J .m



FIE RAyF R—RABUORTE |

Bl RADIUS I2£ B3R A wF 747 RO

H—NICHETELRNMGEDIL—2 DY 3 U DFEL

TACACS+

aaa accounting system guarantee-first 2~ REfEHTH L LTV ATATAIV T 4 7D
MOV a—RIZRYET, Zhux, 7740 FORETT, RUICEL->TE, YAT72R8 ) r—Rah
2FT BHEBAEAERHVET), =—Rary— LEidmkER LTty a Vv EBMSET
TRV ERHY ET,

=N a— NRTHDZHOIZ AAA T — NZHETE 2054 1X. no aaa accounting system
guarantee-first 2~ FEFHL CL—X Lt Dary— kv g F703 Telnet ¥ v ¥ =3 > & HEST
LET,

RXEDRT

TACACS+ ¥ — HettE# % &7 5121%. show tacacs ¥t EXEC =~ F&EHEH L £,

RADIUS [C& DR A Y F 7V XDHIH

Z Z T, RADIUS # A R—T7 /LT L THET A HEITHOWTHB LET, RADIUS X, #2770
VLT 4 U TERAINE L. BAB LA 0k AR LTRSS AT E9, RADIUS I,
AAA AL TEESN, AAA o< FEFEHLTETA R—T NI TEET,

Zok7va rTHERT Sy FOMITE X OMERFIEOFEMIZ WL, [Cisco I0S Security
Command Reference, Release 12.2] #ZMH LTIV, ZiUZiE, Cisco.com DR —L_—
([Documentation] > [Cisco I0S Software] > [12.2 Mainline] > [Command References]) 7257 7 & A
ARE T,

T I T ROBREFHRICOWVTIHA L E T,

o [RADIUS O#% | (P.9-18)

o [RADIUS ®o®@ifE] (P.9-20)

» [RADIUS Change of Authorization (CoA)] (P.9-20)
« [RADIUS & (P.9-27)

o [RADIUS O EDFE=] (P.9-40)

RADIUS O#i%

RADIUS 30 8AL 7 A4 T b/ =R VAT AT, RERT 7V ANEX Y T —7 Z{R# L E7,
RADIUS 7 54 7> I, B R— Fd2RD Cisco L'— 2B L Cisco AA v F FTHBE#LET, 7T
A7 ¥ MMEF RO RADIUS 4 — NIZERFEER 2% Y £9, 90 RADIUS — NiZix 3 _XCTH2—H
PAETEH, Xy hU—7 =R T/ B AFERBPBHE I N T ET, RADIUS &R M, @, v A
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= (Cisco Secure Access Control Server /N—3 = > 3.0), Livingston, Merit, Microsoft, F7=iIfho
V7 b7 FanfZ—0D RADIUS —RX V7 hU =7 RNBEH L TNEv LT 22— VAT AT
9, FEMIZ OV TIEL, RADIUS =D~ ==2 7 L E BB LTI Z X0,

A v F A&7 L RADIUS H— N E ORI TIITUEER 2T 2 L2 R L ES, it Bk
ENTWEARL 9T AUR=RNAAL vF AL v I NLHIBRENZEETEH, RADIUS — N7 7 &
AARERF FMRFEIND L HIBRIET D 9 2 TRL B ET,

RADIUS X, 77 ADEX 2V T 4 BHER, KOy NI —J7BRETHERLET,

o ZTNEND RADIUS 2V R— 45, vV FR A —T I A YV —NhBxry hU—r, =t
21X, BEORE—DT A =N, 1 20O RADIUS V—_"R—2X X2 VT 4 T—X
R=2ZZEALET, BENF—DT 78R F—=_"NEREIPR—=ADFRy NI =7 TiE, ¥
A YA 22— X RADIUS — 3% U CiRiE S ¥ 3, RADIUS ¥— 3%, Kerberos &
X2 T4 VAT ATEHET DL A~ A XENTWVET,

o TV —varRNRADIUS 72 ba eV R— 34— F— Xy NT—27 X2 U T (88
5, r 2t Xv—pr = FT7 7 AHBEL AT A EBERT LT 7 AR, H57— AT,
RADIUS (X Enigma D &F =2V 7 4 A—FREEBHIEAL T2 —FE2MRL, x>y hU—2 U
V—ADT I AERTALET,

e 4 TIZRADIUS AT DRy hU—2, RADIUS 7 54 7 > FEED Cisco 2 A v F &% bk
T—ZZIBITEET, NN TACACSH b —N~DBITORPDOAT v T L5 bH 0 FE
7, 9-2 (P.9-20) &ML T Z&W,

o A—PN1ODP—ELRIILNT 7 EATERWWRy hU—27, RADIUS #ffif+5 &, =—¥
DT 7 EA%Z 1 ODOFRZA L, Telnet 2 XD 1 >O=2—F 4 U5 . £7-IXIEEE802.1X e XD~
2 halEHEATLRy P —ZIZHICEEST, 27 b aOFEMICoONWTE, 10 &
MEEE 802.1X 7" — M RX—RGRFEDOFHE ] ZZHRL T ZEZ W,

. UV—Z7ﬁ?7?4V7ﬁNE&Zy$7—7JMDMSM£it PRI & 13BIE LI RADIUS
THhHOT 4 T TEEYT, RADIUS 7T H 7T 4 JHEREIC L » T, P —E A DBEE
;U%Tﬁmf%—&%%EL\:@kyv5yﬁmﬁ%éﬂéuy—x(ﬁﬁxﬂﬁy$‘ﬂ4
&) OBEEEZFRTEET, /X —Fy F =B R T a1 X—L, RADIUS 7 7 & A4
BIOTHO T4 7 V7 2T O7 V=0T N—=Va UEFEHLT, Bkt
TABIOREICHTH =X EfMdT b TEET,

RADIUS X, KO L H7exy hT—27 X2 U T o REUSITHE L TWER A,

e wATFTFu ha) Tk AEE, RADIUS i%, AppleTalk Remote Access (ARA). NetBIOS
Frame Control Protocol (NBFCP). NetWare Asynchronous Services Interface (NASD), F721%
X.25 PAD #fii ey A — N LEE A,

o AA v TFMEIINV—FMIKE, RADIUS 1T, M AHFRFEEZITWET A, RADIUS X, #Ev 2= 5
NA ANFBFEE LB LT DA, HDT AL ANGIEV A T, ZA~ORFRHEHATE £,

o ZKHEOY—EREFEHTHRY FU—2, RADIUS i, —&IC 1 AD2—HF% | DOY—E R E
TN A VR LET,
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9-2 RADIUS 4—E 25 5 TACACS+ 4— E A~DHBIT
R1E| RADIUS
— )
/ RQE RADIUS
_ | — -
_l 77777777 g?- 71 ERfl TACACS+
._,D y I — W)
—_
VE—-F T2 TACACS+
PC —? -lj-—/\
.‘E’E]lf
A é
J—HRF—ayv §
RADIUS DO E1E

RADIUS =2 Lo TT7 7 B RAHH SN D AL v FIT, =R n A o BLORREZ RS &,
WOAN FRFELET,

1. 2= PEABILORRT—=ROANZFERT LT T FRRRENET,
2. 2—PAHABIUOESLENTZARAT— B Xy FU—27#H T RADIUS y— IR EINET,
3. =X RADIUS =106, ROWTIIDIREEZELET,

a. ACCEPT : = —¥Q{AEESN/Z 2R LET,

b. REJECT : =2 — ¥ OFEEN KL, 2—FAB LAY - FOFBANRERIND ), 72
7 7B ARERINET,

c. CHALLENGE : =a—#|ZBEMT — % 8K L £,
d. CHALLENGE PASSWORD : = —#{TH LW\ A Y — FEZRIRT 5 L S ICBERS L ET,

ACCEPT 721X REJECT I, #7E EXEC £7213x v hU—7 ﬁT (T 287 — 2 B3N
FranTnEd, 2—%Fi3 RADIUS ﬁT ZHETeATIC, £ RADIUS RRAEZ IEW (C578 7§ 2 4N &

DET AT NVIIRESNTNDIHE). ACCEPT F7213 REJECT /X7 v MZIFROBINT —
ﬁ)é\inij_o

o Telnet, SSH. rlogin, F7=iZ4FH EXEC Hh—t' X

o BERINTA—H (KRANETWFZTIAT U MDIPT RLA, T7EA VAR, BLOa2—% ¥4
LT U N EET)

RADIUS Change of Authorization (CoA)
Z®Ek 7 3 Tk, Change of Authorization (CoA) DRICHIH TE 2 HEAREHE I L OMERA L2
Y. RADIUS A v & —7 = A4 AOEEFHHAL £,
o =) (P9-21)
o [8R|ZB4 % Change-of-Authorization] (P.9-21)
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o [CoA ZRIGZE =2— K] (P9-23)

e [CoA Zxk=~> K] (P9-24)

o v a UEEGE (P.9-24)

e [y vakTOAY X 7 OEESFHE] (P.9-26)

BME

FRYUE RADIUS A v & —7 = A A%, —fRIT, T30 ATEHRET D8 v DU =7 DHERMFEAEL, 7
T —ZFE SN —"NBIRENREEIND TV ETANMER SNET, Catalyst A1 v F i
RFC 5176 TE# 3415 RADIUS Change of Authorization (CoA) #LEHEEEZ Y R—FLET,
RADIUS Change of Authorization (CoA) I, —f%iZ 7° v a ETFAVCHEAEN, SO
authentication, authorization, and accountlng (AAA, WAL, BRI, T T 4 T) =N E
U— = b, By va EBNICHEHRETEET,

A A F % Cisco 10S Release 12.2(52)SE 226, IRDOE v g ZTL D CoA EREHR—FLET,
o By a UERGEE

e By TalT

e A—h ¥y vy MU LZLDEYVa KT

e K—=hF AT RCLDEYa KT

Z DHEREIX. Cisco Secure Access Control Server (ACS) 5.1 &SN E Lz, ACS OFEMIZSWNT
T, WO URLICT7 7 EALTL S,
http://cisco.com/en/US/products/ps9911/tsd_products_support_series_home.html

Catalyst A »F ETi&, RADIUS f > X —T = A AIT 74V hTA F—TNVICHEESNTWHET,
LL, ROT b Ea— MUIEARFRENLETT,

o X2 UT A BIURAT— K : [Catalyst 3750 Switch Software Configuration Guide, Cisco
Release 12.2(50)SEJ] @ TConfiguring Switch-Based Authentication] OF|Z& 5 [Preventing
Unauthorized Access to Your Switch] #ZH L T 72 &0,

o THhUrT 4 [ Catalyst 3750 Switch Software Configuration Guide, 12.2(50)SE] ®
[Configuring Switch-Based Authentication] DFIZ#& % [Starting RADIUS Accounting| % 2
LTL7EENY,

E3RIZE§$ % Change-of-Authorization

RFC 5176 \Zf2#i® &Y . Change of Authorization (CoA) FRiX, v a VAl mX FFER
GE. BEOEy v a o RTEEE LY vy a EFLTCHERASRE Y, Py v a®T 0T, 1 DSO8R
(CoA-Request) &RD 2 SDIEEa— R THERINET,

* CoA Acknowledgement (ACK; #78iin%) (CoA-ACK)
* CoA Non-Acknowledgement (NAK; & EMERIGE) (CoA-NAK)

ZRIX, CoA 7 747 b (—fRIC RADIUS — NFE TR Y — $—) nEddghIn, UV AF—
LLTHREET 2 A v FIZmiFbhx7d,

2T, RMONFIZHOWTHBALET,
o [CoA ZRIGE 22— I

o [CoA Zka~r K]

o [ty a IR

Catalyst 3750 RA v F Y2 h9x7 av24Fal—>ay HAF
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RFC 5176 ##L%

Ty va LT AR DEERUREER A v £ — (Packet of Disconnect (POD; /37~ k 47 7 1 2%

7 R) EBIEIND) X, AA v FITEoTHR—FIET,

#9212, ZOMEDCTEDIZYR—=PSNDIETF 7 P Ea— 2R LET,

= 9-2 YR—FShBIETF7 L) Ea—F

FrYVEa—+FES FRUEa—+A

24 State

31 Calling-Station-1D

44 Acct-Session-1D

80 Message-Authenticator

101 Error-Cause

# 9-31Z, Error-Cause 7 F Y B a— b0 L D {AHERLET,

® 9-3 Error-Cause &

-] EEA

201 Residual Session Context Removed

202 Invalid EAP Packet (Ignored)

401 Unsupported Attribute

402 Missing Attribute

403 NAS Identification Mismatch

404 Invalid Request

405 Unsupported Service

406 Unsupported Extension

407 Invalid Attribute Value

501 Administratively Prohibited

502 Request Not Routable (Proxy)

503 Session Context Not Found

504 Session Context Not Removable

505 Other Proxy Processing Error

506 Resources Unavailable

507 Request Initiated

508 Multiple Session Selection Unsupported
ARG H

CoOAA v Z—T A ABEHTAHIZIE, AL YFICTTICEY L a URAFEELTWVALERH Y 7,
CoA 1T vy a OB I OERMBREROFEITICHEHATEET, 77T —MIRESNZE Y
a v BE S 2 ET,

Catalyst 3750 R4 v F YI b9z 7 av74Fal—S3v HA K
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CoA EXRIEZEI—F

v g Uil

CoA ERIGEa— NiE, AA v TF~Daxy FORFECHEMTEET, ¥R—-—FrEhda~vr Pz
# 9-4 (P.9-24) ITRLET,

BEDYE v a v ERETHEGMRERE X CoA EROEE., AL v FIIROT M) Ea—h
WHEASWTEy g v ERBRLET,

* Calling-Station-Id (IETF 7 h U E=— K 31, A F MAC 7 RL- X ETe)
e Audit-Session-Id (Cisco VSA)
e Acct-Session-Id (IETF 7 U B =— | 44)

CoOA A v tE—VILEENLTRTOEYy Y a VBT P Ea— MRy v a VIZEELRWIRD
AA  FIIBERHRR O NAK 2>, F721% CoA-NAK & [lnvalid Attribute Value] =5 —=a— K 7 U
Eao— hEIRLET,

BEDOt v a ra2ig s+ 285 MRERB L CoA EROBA, kot ya 1D 2T
ij—o

 Calling-Station-Id (IETF 7 F U E=2— bk 31, MAC 7 RLAZFERTNIER L2
» Audit-Session-ID (Cisco <> & —[&E A &%)
e Accounting-Session-Id (IETF 7 U £'=— | 44)

290Dy a DT R Ea— MR AvE—VIZEENTWAEES, 7 XCOT7 R E=2— |
Ny a AR TAIVNERDY T, T TRWIEEAIR., A4 v FITEGMHROE EMERINE
(NAK) 7>, F£721% CoA-NAK & =7 —=a— K [Invalid Attribute Value] %3iE L £79,

RFC 5176 IZEF SN D L 51T, CoA ERa— RoRry 74—~ hME, Code, Identifier,
Length. Authenticator D47 ¢ —/L N, BLOHEH DT F YU = — k (Type:Length:Value (TLV) J&
R) THEEINET,

0 1 2 3
012345678901234567890123456789¢01
fod—t—t—t—t—t—t—t—t -ttt -ttt -ttt -ttt —F—F =t —F—F—F—F—F—F—+—+

| Code | Identifier | Length

B e et et e e e e e e st st b S b SR S e S
| |
| Authenticator

| |
| |
B s et e e e st s A
|  Attributes ...

f—t—t—t—t—t—t—t—t—t—F—t—+—

TRV Ea2—bk 74—/ RiL, Cisco VSA DIEEIZEH I ET,

CoAACKIE&EI— K

AT — "R EFICETFIND L&, HEMHRIGE (ACK) BEEENET, CoA ACK A TIES
N57 FY Ea— i, CoA BRIZEK-TRRVET, £/, Hx D CoA a~>r FTHbRET,

CoA NAK &I — K

BEMRIGE (NAK) 1T, FA AT — FOLEEICKR LIZZ L E2RL, KBOKFEREZRTT b
Ea—bE2E02 N TEET, show 2~ FEZEA L T, CoA DR L £7,
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CoAEXRav VKR

v a UHBE

ZIZTHEH. RONFIZOWTHBLET,

o vy a v HRAE

o [RAAvF AF v ZICBITDE Y v a HRGE

e [y a#T)

o [CoA #EifiIRER

e [CoAZR : KRAK K—b+DTFT 4 =T 1]

o TCoA Tk : N7 2 K b

Cisco 10S Release 12.2(52)SE LI Tix, A A v FIEFK 94 rE&hda~y REYR—MLET,

%= 9-4 A4 YFTHR—F&ENS CoAaTUF

awy k1 Cisco VSA

Reauthenticate host | Cisco : Avpair="subscriber:command=reauthenticate"
Terminate session ZAUE, VSA B L LR WIEEOSERHRERER T,

Bounce host port Cisco : Avpair="subscriber:command=bounce-host-port"

Disable host port Cisco : Avpair="subscriber:command=disable-host-port"

I. T_XTHCoA a~> RiE, A4 vF L CoAZ 74T b OOy a vy ID 2500 ERHY T,

RA MO ID RRIOGE, £7id, RAF Y R3xy hU—=7ZZIML, HllRfG&E T 7 £ AFFA 7 'm

77 ANMVEEMT TS (A K VLAN 72 ) HE1E. AAA — N3 —&ict v v a CHEEGE

g;kjﬂ‘_’ﬁiﬁk L/ij— ﬁmuuﬁg;k J:’JVC\ A F®§%Tﬁ$ﬁ7ﬁ\%%ﬂf%ﬂliﬂ?x ]\liﬁ@fcﬁ‘muuﬁyﬂ/‘—
WCREINET,

Ty va VRGEERGT 572 0IC, AAA B— 0%
Cisco:Avpair="subscriber: command reauthentlcate" B D Cisco N #—[EAREME (VSA) &1
Ubotyva@il7 Y Ea— FEG0ERE CoA BRA Y E—VERELET,

HEDYE vy ay AT —MI, AvbE—U~DAAL v F &% E LEY, IEEE 802.1X (2L » T
Yo va UNBERIESNDHA. A1 v Fix. [Extensible Authentication Protocol over LAN
(EAPOL) Requestld] A v &—T % —IC 3?1:.?’5 ETIRELET,

MAC authentication bypass (MAB; MAC f8iE/3A /SA) IZL > Ty g /ﬁ)fﬁjﬂwﬁéﬂé

A v FRIT 7 v ABERE Y —NCEE L, OHOEFRIECHEH SN SO LR —0@ 7T ~ Y
—FEELET,

AA vy FPRavr FeZfE L&ty va VBEREITT ThHONIX, A v FII7nw 2T

L. ONCERAR L KO ITRES NI AN ORBREY— 7 v 22 HH L £,

Ty va URFELEEIESNTWARNWES, 2 N VLAN, £721327 V7 ¢ /7 VLAN, F7213FEE
@ﬂ'\?U v—T nmuEéﬂfx_ﬁEl\ ﬁmhuE)( v— /j: Ffi*ﬂ ;uiﬁ%f%’)iﬁ _Eﬁﬁéﬂtjﬁfﬁ)%77‘zx
gy hr— L EREEELET, BEOY v g U ORIEIT. FERIEN R DR BRI/ D £ ChEs:
SNET,

Catalyst 3750 R4 v F YI b9z 7 av74Fal—S3v HA K
m. 0L-8550-09-J |



| £89F RAyF R—RAFHORE

RADIUS [2& B3R A vF 7o x04@ W

RAYF Ry yI2BTH Yy a BRI

vy a T

CoA &HMRER

CoA ER : RR b R—

AA v F ALy IRy a VERBREA v =V RZE L L EIE REFATLET,
o MERRISE (ACK) ZTHNC, FREREOMLENETF = v 7R A P LET,
o HWTDHEY VI OHFEIAEERBLET,

° W%ifdif’iﬁ&@b‘fﬂﬂ‘@%ﬁ? o thE'f&T?fRA ﬁﬁfuﬁ%ﬂ;@ Lf;fnﬁi))X& b4 7 A //\“_“7))%
HIBRSHET,

o FHIEKTDORNCAZ v 7 v A —IZHENEA LGS, AV VLo a~vy RIZESS Ay
J = AX =D BRI IBICHBIAENFSENET (FU U roa~wy Rk CHIBRSNET),

o ACK ZIXETAHAHNCAZ v ~ AX—|[IEENEALEZEEIE. FILWAY v 7 < AX —NEHE
Fankzavr FeHiilna~yr e LTREL £,

T a R TERESED 3HIED CoA BRAH VY 3, CoA BEHMERERIT, mA N A—F%&
TA—TMET D2y varEaRTEEET, Z0Oa~vr FIZLoTHRESNERA O

F—tr T4 =5 AT — N vV OFYMIERETENETN, FARORXY NT—=I~DT 7 &
AVIHIR SN FEHE A,

RARNDR Y T =7 ~D7 7ERA%EHIBRT HI1T1%, CoA Fk&
Cisco:Avpair="subscriber:command=disable- host -port" ® VSA ZfEHLET, Zoa~vr NI, &5
RABMPARy bU—2 L TRHE %t qu\?’ ZERBMTHY, RAMDFRY NT—F T ER%E
BT Ry VT HRERLLLGEICANTT, A= LEOXy NTV—2 77 A% EET D L&
(X, 3E RADIUS * 1 =X Lz ] Lfﬁf%’z T LET,

TV EREDT TV bORWEEEN, HTLWIP 7 FL A2 (VLANZEFED#% R Y) 2G4
ERHDEAE, A—bF XU A (MR- 2T 0 8—7 LT, BEASX—TNMIZTD) &
FRALTEHEARN R—=—FrDEy 3 /%%Tbi@“o

ZToa<wy RiE, EEEOBEBRGER T, Zoa<wy RityrarEachrizn, vy gy
el (P9-23) IR SN TS 1 DLl EDEy v a Viil7 b Ea— Ml LERHY £,
vy a rNREONLRWES,. AL v FILERRER NAK A vke—D L rSession Context Not
Found] =7 — a2a— K 7 hJ BE=x— ]\75: WBLET, ByTarBNEO0oE581E. A4 v Fidty
varEKRTLET, By va URERICHIRISND &, AL v FITERR ACK IR LET,

7 T4 7T v MIEG#ERR ACK Z KT HIICAA T RAL N, A TN T 2— VA —R_— L7
Gy BRR I TAT UV IO EINTZEXIT, HILWT I T 47 AL v FTTaARBYIERIN
F9, FEOBETEy Va URAOHL WAL, BlAER ACK & [Session Context Not Found |
=TI —a— R 7RI Ea2—FBEEFEINET,

rDF4E—TILiE

ZoaTY RiE, ROF L VSA Db HIEHED CoA HRA v —V THRIESNET,
Cisco:Avpair="subscriber:command=disable-host-port"

Zoawry Rty varEBRTHLED, By va Uibl) (P9-23) ICRREENTHWS 1 28 Eo
Ty a7 N Ea— bE2EIMERHY ET, By alBRONLLWVES, AL v FIX
CoANAK A vE—Tk rSess10nContextNotFoundJ =7—a—RKT7hMJbEa2—FERLET,
Ty alBRONSTEERIE, AL v T ERAT AT K—1+%&T 4= L, CoA ACK * v
t—VEIRLET,
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GE)

CoOAER : 1\HUR

7747 MZ CoA ACK ZIRTHNZAA v FITEENRAE LIZHEEIX, BRBZ F47 0 O HH%
SNFLEXIZ, HLWT VT 4T AL vFTTREARNBRYREINET, 7547 NI CoA ACK
AvE—UEIELEE, BERETTHRNCAL v FICEENBELEZL/IT. FILWT 77 47 R
Ay FTEHERTFAZ— FENET,

Ay RFEOEOBERMRRESRDO KM L > T, LIV BRI Ey v a UAEFICK T T 5 (B
B ACK BB ENRMo2BE) 7, £7203. AV P Froa~wr RBBITENTRAE VAL ALy
FNT VT 4 TWZRDANIBE LR OEE (VU I7EERE) Ty va yBNETTI0h0o0nTn
<7,

A— b

Zoa= Yy RiE, RO VSA BREENLEED CoA BRA v —V THRESNET,
Cisco:Avpair="subscriber:command=bounce-host-port"

Zoavwry RiZkyva iR ThHHZD, By vadgpll (P9-23) iibshTnab 1 LU ED
Ty a BT N Ea— b EEIMERHDET, By arRRONLRWVER. AL vTFIiT
CoA NAK # vyt— & [Session Context Not Found] =7 — 22— K 7 F)Ea— 2R LET,
Ty arBRAROPSTEEA. AL v FIEHRAT 47 R— & 10 BT 4 &—7 iz, HE, A
F—=T ML T (F—h " 2) L, CoAACK ZRL %7,

7747 2 MZ CoA ACK ZiRTHINZAA » FIZEENFE LG EIX. BRBZ 747 0 " bH%
INTZEXL, HILWT I T 4T AL v TFTTavARNBOIRINET, 7747 MMZ CoA ACK
Ay —VERLIEE, BERETTIANCAAL v FIEENRAELEZSAIE, LT 7T 07 A
A v FTEMENERAZ—NENET,

Yy I BTORE VXV ITDEERE

AA T AH w7 Tk, CoA BEGMMRE R A v — V2R BB VIV EDL D 1A,

COABRNIYVRA R—FDREA VXV DIEEE

bounce-port =< RiX, A— FTixe<, By varyTRBIENSTD, By varBRRONLRN
Lo, avy FIEFITTE £ A,

AH 7 = AH—D Auth Manager =~ > K /N> R T 3H%)72 bounce-port 2~ > &5 LI-G4A,
CoA ACK A v —VRIRTHICKROERE T = v 7 R4 FLET,

o K—F NT U ADLEM

e K—HFID (B—=HLEyiary arFxaALRN)

AA v FIEHR—F R A (K= 2 10BET =70 L, BE, A 3x—71T5) BB LE
7,

R—=F RN AR LTEBE, R—bF X URAEBERB LI EENAZ VAN, AX v T v A=
HIRESNnE9,

A=K R URETORNZAS v 7 v AZ—IIEENEELZSGAG, TV VP roa~<y RigEsS<
ALy wAH =D EZBICR— b N UARBENET (FU P Loa~<r Ridg CHIER
SNFEJ),

CoAACK A v b=V REETIRNCAY v I v AA—IZEENEE LSBT, TLWRAZX YT <
A —PHEFEEIN-a<v >y Fefilna~vwyry FELTAELES,

Catalyst 3750 R4 v F YI b9z 7 av74Fal—S3v HA K
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COAERTAE—TIL R—FrDREYXVTDEBEE

disable-port =~ KX, A— FTid<, By varyCREBIENDZH, By ra v BRODLRN
e, a~vy RIZFATTEEH A,

AH w7 v AH—O Auth Manager =~ > K N2 RT3 HZ) 72 disable-port =~ > R& 55 L7cHE.
CoA ACK A v —V % IRTHNIKROEHRE MR L ET,

o K=K TFTa4E—TNDOXEM

o R—=FID (B—H kv ary aryTxFALN)

ALy FIIAR—INOT 4 B—T MR R ET,

A=K T4 =T NEBERKI LIZGE, A— b T4 =T NVERBLIEETFRAZ N, ZAZ v T
v AF =ML HIBRENET,

R—=h T4 =T NVENERTORNCASR v 7 ~AZ—=ICEENRLELEZSRE. TV PFroa<w R
WAL AHF v I v AF =D EZBICR— BT =T nic&EnEzd (VP Froav s R
I THIBRE N E D),
CoAACK A v —VEFETIRNICAT v I v AX—IZEENRELEZLAIE. iLVWAX v <
AL —REHEEENTZa~vr FeHLva~vr FEL TR LET,

ENn s

RADIUS DE&E
ZZ T, AA vy F B RADIUS VAR — b3 25 L IICRET D IHTIECONTIHALET, RKIER,
RADIUS — R V7 U =7 HRBET 5K X b (1 2721388 24 E L. RADIUS @30 HFR Y
ANEBEZRBTOIVLENHY £4, £/-. FETRADIUS HFRAIBLIOT AT 4 v 7 DOHFRY XA &
ERTEET,
FHFRIVAMIE-T, 22—V ORIE. &, FREIT 0y MEFO-ODIEFRE FXE2EELET,
FRIVAFZHERALT, #HHTS EX2) T4 Fa hajl (TACACS+, v —h /L a—P LR L)
1 OFERITEBIEETEDLDT, RUOFRABKB LIZGZEDO NNy 7T v 7 VAT ABRHEHRSILE
T, VY7 T =2TiE, VA NNOEYIOSFREFHH LT, 2—FOFAE, FAl. T H 72 O 21T
WET, TOFKTIRERELNR -T2 58, Y7 hv=TiEZF0) A bR OFREZERRLE
T, Zo7uatRiE, VA MNOFRICLZ@BENRDT I, SR ZA 02T XCTRHLKEDS
EFTREET,
A A v F T RADIUS ¥EBED R E %1T 9 BZ. RADIUS — (27 7 A L, $—"ZRET HHHE
NHYET,
e [RADIUS OF 7 /v hi&iE] (P.9-28)
o [RADIUS #— N K2 FoakRl) (P.9-28) (W4H)
e [RADIUS v 7 A VFEREDORE | (P.9-30) (WZH)
o TAAA H—R 7V —7DiEFH] (P.9-32) (FE)
o 22—V A X—TNTI7EABIOFRy U —7 $—E R |29 % RADIUS #F 7] OF% T )

(P.9-34) ({EE)
e [RADIUS 7H v T 47 DiEHE)] (P.9-35) (EE)
o [ _T» RADIUS +—0i%E] (P.9-36) (&)
o [RUZ—[EAHDRADIUS 7 Y B a— b2+ 2524 v FixEl (P.9-36) (£E)
o [Ny —fH D RADIUS H— L ORI 5 AL v Fi%E] (P.9-38) (f£E)
o [Z2A vF TD CoA #&E] (P.9-39)
o [CoAMREDE=HFV LT L NT TNV a—T 47 (P9-40)
Catalyst 3750 RA v F Y2 h9x7 av24Fal—>ay HAF
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e TRADIUS =" m— K NRZ v 7oEiE] (P.9-40) (fEF)

RADIUS DT 7+ )L FERSE

RADIUS BEI T AAA X, 774NV P THETAE—TVICRESNTVET,

X2 VT s DRDEHIET D20, Fxy NI—IEET Y r—2a U EFEHAL T RADIUS 23 E
THZEIETEEFA, RADIUS A4 X — T /WZRELTZHE, CLIZEBUTAAL v FITT 7 AT
Ha—YERBFETEET,

RADIUS #—/\ /R R FDEERI

AA »F & RADIUS H—_"O@EIZIE, ROBERMPBEAKRLET,
o KRAMLERLIZIP 7 FL R

o FHREDZEYEA— b

o THUUT 4 VT DFEER— b

T

o XA LT T N

o FEEEIK

RADIUS ¥ = U5 4 —NF, RAMERIZIP 7T RL A, KRR ML EHED UDP R— M &
FIFXIP T RLALEED UDP R— FEFIC L > THELE T, IP 7 FL 2 & UDP A— & B DM
BEDEICE ST, —FEDOID BEREN., HED AAA J— v 2 %4925 RADIUS AR A b & LT
e DR— N2 EHRTEET, Z2O—BOID ZFEMATHZLICL>T, RLUIP T FLRIZH DY —N
Fo#%% o UDP R— iz, RADIUS R ZHETEET,

Al U RADIUS #— LD 2 2 DOFRA N = PV ICHE LY —ER (L ZET AV T 4 7)
ERELESE. 2EDICRELIEARA N 2 M X, BAICRELTZAA S = NI DT =2—L
F—=N= Ny 77y FLLTEELES, ZOBITIE, BHIOKRA N = NINT AT 407
P —ERERMPETE R o725 E. AA v FIL [eRADIUS-4-RADIUS DEAD] A v E—UAHRRFLT,
ZORFLTNAALET2HEDICRESNIERAN 2 NI TT YT 407 =R ERBET
(RADIUS A A b = b UG, &E LTZMEFICUE > TRfTShE+),

RADIUS =LA v FiF, HETEH—T Ly P TXAN AN U TEFEHLT, RAT—FOD
2 kB L OISE DA AITVET, RADIUS TAAA EX =2V T 4 o<y REMAT5 L5 ICRkE
T 5121k, RADIUS — R F—E U BHEETHHRANE, ZOFRAMRAS v FEIEFETEH—7
Ly b TFZAM (F—) AP U T EBELRITIIRY A,

ZA LT U, BEEEHE, BLORZ#OMIZ, §To RADIUS #— Nk L Trr—/ VLI
ETHIELTEETL, P—R"BENTRETDHILELTEET, /o, e — LR E L —\H
MTOREEMAGDLED L L TEET, XA v F LBET LT XTD RADIUS H— Soxt LT,
INLOREE 7 u— VAT 5121, radius-server timeout, radius-server retransmit, 3 X
O radius-server key ® 3 DOEAD /o — L arv 7 4 FXFal—vary avr FEFEHRHLET, 2N
D DOFRE & B E D RADIUS H— N2 H 3 5 121E. radius-server host 72—/ N 2327 ¢ a2 L —
varvavwr REFRALET,

S

GE) AAvTF LI v — U BREL — BN TOMEE (XA 27 7 b, HEERK, BIOFr— o<
VR) BERELESS, V- RETRELEYA LT U M, HEERE, BIOEICETa v R
X, e — VVIRE LA LT U N, BEEREHR, BLORICET2a~vr N2 EEXLET, T
TP RADIUS H— N2kt LTI b OEERET 2 BN TE, [93To RADIUS $—30
FE] (P.9-36) #ZHL T XV,
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BEFEDOV— N R A MEFHFEFICTN—TT D720, AAA =R TNV —T%2HEHTDHLICAAL v F
FRETEET, FMCHOWTIL, TAAA =R 7L —7DEFK] (P9-32) 2BML T 7EEW,

Y —/NHAL T RADIUS H— N L OE &2 8ET 212i1E, i EXEC E— FTROFIRZFEITLET,
ZOFIETHHATT,

=1 N B

A7y7 1 configure terminal ra—r L a7 4 Xal—ary B— NEBBLET,

ATY7 2 radius-server host {hostname | JE—F RADIUS — R A FDIP 7 RLAE IR A M AEE L
ip-address} [auth-port port-number| *9,

[acct-port port—num.ber] [.tlmeout e ({EE) auth-port port-number |Z1%, RBFEE RO UDP FELA— %
seconds] [retransmit retries] [key ferE Lk
H o

string]
o ({EE) acct-port port-number \Zi%, T AT VT 4 > 7 HERD UDP
SEEAR— N ERELET,

e ({EE) timeout seconds \Z1%, A A v F 3 RADIUS ¥ — D&%
L TERETAETOEA L A 2=V EEELET, HE
T HHiIZ 1~ 1000 T, ZDFXEIL. radius-server timeout
Ju—nN) ar7 4 Xal—yvary avr RCL2RES LEXL
F 4, radius-server host =~ > R TH A LT 7 h&FZE LW
1%, radius-server timeout =~ FORENMEH SN E T,

e ({ERE) retransmit retries (213, Y — "DBIGE L WEE, £i20F
IR EWGAIC, RADIUS Rk &2 — N IZHIXET A& IR T
LE9, fEETX2#PMHIL 1 ~ 1000 T, radius-server host =<
¥ FTHBEREEZETE L2WA . radius-server retransmit 2
R—/SL YT Fal—vay avy ROREMEASLET,

e (EE) key string \21%. RADIUS #—/ L CHEIfET % RADIUS
TR EAL v TFOMTHERATLIRIEL L O SH#EZEELE T,

GE) #13I7*%AM ARY 27T, RADIUS H—ATEEHEN TV
Wit T 20ENH D 7, BILFIC radius-server host
AU ROREDT AT LELTRELTLEEN, HITAN—
ZFEREINE T, HFOPHBLOKREIZH D AX—RITHR
TY, $ICAR—2AZHERT 2561, SIAFREO S TH
LA ERE, SR CHREBEE VT EI N,

1 2D IP 7 RLVAZKHET DDA A N = MU &AL » F 8%
HEDICHEETHITIE, FNENRARS UDP A— FNEFEMFEHL T,
Zoavy RELERFEIRIZTJANLEST, A4 v TF V7 MU =TIL,
BEINTIEFIZHE-> T, A MEHREBELET, 4 RADIUS AR K Tff
AT 524570 8N, BEERH. BLUKFREZZNENHREL TS
720,

27973 end ¥i#E EXEC T— FIZRY £,

A7y7 4 show running-config SE AR L £,

27975 copy running-config startup-config (FEE) avr74Fal—vary 774 NVICREERELET,

¥57E @D RADIUS $— "% HIBR 3 5 121X, no radius-server host hostname | ip-address 7’2 —/3)L 21
T4Xal—ay avry ReFRHLET,

Catalyst 3750 RA v F Y2 h9x7 av24Fal—>ay HAF
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Wz, 120 RADIUS %—_"ZRFEAIZ, © 9 1 2O RADIUS =7 H U o7 ¢ 7T HICEHE
L1 &RLUET,

Switch (config)# radius-server host 172.29.36.49 auth-port 1612 key radl

Switch (config)# radius-server host 172.20.36.50 acct-port 1618 key rad2

RIZ. host] % RADIUS —NEL LTREL, RIABIOTHT T 4 VT OWMFIZT 74V b D
ﬁ—%%ﬁ%¢5i9;§ﬁ?5W%Tbi¢

Switch(config)# radius-server host hostl

() RADIUS #—ALETH, WK ONDEEZRETLHILENHY ET, ZNOOREMEE LTI, ZA v
FOIPT FLA, BIUOY =L 2 A /?@XUS'CAﬁﬁ‘éﬂ?~ ANV TRHYET, FEMIION
TiX. RADIUS =D~ ==2T7 LEZBRL T &,

RADIUS 0¥ 1 VEZREDERE

AAA BBEFAFRET D101, RAFROLFMTEV XA F2ERLTHL, FER—MZFDY X F&2E
%Li#oﬁt)xbi%ﬁéﬂéﬁ&@&%ﬁ&%ﬁﬁ%%ﬁ%biﬁo:@Uxb%%ﬁ@ﬁ~h
WCHEA LT D, EREHABIFST RN EITTI2LERDY 4, ME—DBISMEIT 7410 FOHRY 2 b
(%ﬁw:dgMUt&%mmwff6fvtmzﬂ Tt, TN POHFRY A ML, A& TR A &2
IRIICERINTA VH—T =24 A%BFBEWT, BEIMIZT X TOR— MZEHINET,

FRY A ME, 2—VRFEDO-D 71U—%Eéﬁé%@&m&ﬁﬁéﬁkbt%mffoMn fE
AT 2 1 2F38E0EX2 T 0 7 haLEFETEL0OT, O FRN KK LIS

Ny 7T o7 VAT EAPHERINET, Y7 b W:TH\UX$W®%@®ﬁK%ﬁ%LTJ—f%
AELET, TOHFNTRENESN2 -T2 V7RI TIEEDOY A NP LIROFRERERIRL
9, 207k RiE, VA MNORFESRIC iéLﬁﬁﬁmﬁéﬁ EFINZHFXETATHLK
DOAHFETHRVIRENE T, ZONHEDH B CRRFENIK L7 (Oi@ JzﬂE:L)74 P
FEn— I NND—PLT —F R_R— AP — #77fz%ﬁ7¢é&mébt B). WIET et A
WL L, FRU RGN RITEND Z L iEH Y FH AL

07 A CERAEERET DI, Rt EXEC E— FCTROFIREZETLE T, ZOFIHITILETT,

avwyk B
27971 configure terminal sa—n)ar74X¥al—var E— FEBBLET,
A7972 aaa new-model AAA A X —T VI LET,
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avwv kR B
A797 3 aaa authentication login {default |z 7 ¢ > 23BIE KA ) 2 R &2 1EFK LET,

| list-namey method [method2...] * login authentication =~ > NIZA4RIfTE U X MR E I 202 28
WHERSNDT 740 bD U A NEERT DITIE, default ¥ —7 — }~0)

?&5 T T AN PRTHEAT 2 FXEBELET, 7740 FOHK
UZ M, BEIWIZT R TOR— MIEH S ET,

o list-name (21X, BT 2V A MOLETE L THERAT 2 XFFIE2HELE

\?AO
e methodl... \Z1%, umET/I/:i)ZAﬁlﬁﬁfé%f@r@ﬁﬁ%ﬁ ELET,
Ebﬂ@umﬁﬁﬁi %@HW)?J‘T'CI7 NIEESNTHAICRY A &

NET, BIOFRNER LIZBSIXMFEHINET A,
WDONT DT KA BIR L F9,

— enable : 42\ TV RA T — ]\jf\;’wuu 1%)% Liﬁ—o — umquch
AT HI2E. H 50U enable password 7'v— v a7 4
XFal—rvay avl REFHL TS X—T7 L RRATY— NEE
TEILEIH Y £,

— group radius : RADIUS BFE&A MM L £+, Z OGN & EMHN
212, H50 U RADIUS — %% E L TBL LERH Y 7,
FEARICOWTIX, TRADIUS #—/3 A8 2 Foik5l) (P.9-28) % & H
LT EL,

— line : fﬁ/\xg“}\%uuu ZAFE A l—/i\j‘o ZOEFEFREFEHT D
Wik, 60 CDEMARAT — RFEZER L TBLERH Y F7°,
password password 7 A 2 a7 4 ¥ al—vay avy REfEM
LET,

— local : D_ﬁﬂ/ :L'—'H-ZI'}:‘\_&/{‘—X ;gfnmp 'fﬁﬁﬁ Li‘;ﬁ T y
R—=2 2 —PELEREAT L TEBLLENH Y £7, username
name password 72—/ )L a7 4 X2 Lb—ay avy NEFEH
LET,

— local-case : KXFL/NIFRRMENL B —H )L 2—F 4T —H
N— 2 FRAEICHE A LE 3, username password 7 7 —s3)L a3
TAFalb—var avry NEHERLT, a—-FafReT —~
NR=RZANTDUENRD Y £7,

— none : 27 A VIZRFEEEHLER A,

AFv7 4 line [console | tty | vty] FA v arZ74¥ab—vary ET—RFREMEL. BFEY X FoO@EHMRET

line-number [ending-line-number] |AEHEEHELET,

2775 login authentication {default | [E#R E 72 EmfE » Mo LT, REEY A haEM L £,

list-name} o default #4573 5% 413, aaa authentication login =~ > K CERL L
72774V bDY A MEEHLES,
e list-name 121X, aaa authentication login =~ > R CERK L7=V X L %5
ELET,
27976 end B EXEC £— RICEY £9,
27977 show running-config REZMRLET,
A7v7 8 copy running-config (EE) v 74 Xal—ay 77 A NVICERESRETFLET,

startup-config

Catalyst 3750 RA v F Y2 h9x7 av24Fal—>ay HAF
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AAA %5 4 £ —7VIZT BHIZIE, no aaa new-model 70— )L a7 4 Fal— gy avwr R
AL ET, AAA BFEET « E—7 M2 F %121%. no aaa authentication login {default | /ist-name}
methodl [method2 JZue—Svarry 4 Xal—varyav s ReALET, ara ¥l 5
RADIUS BiE%ET 4 £ —7MZT 5, HDHWIET 7 4L MEICERTIZIE, no login authentication
{default | list-name} 74> 2> 7 4 FXal—Tar avy REHLET,

GE) AAA FREFEHLTHTTP 77 BRI LAA v FOEX 2 VT 1 ZRERT HI2IE, ip http
authentication aaa 7 n— )L 27 4 Xal—v gy av RTAL v F &R 73??7 PMERD Y F
T, AAAFREZRELTYH, AAA FRXEHH L7 HITP 77 B RICHT DAL v T DX 2T ¢
ITRER SN EHE A,

ip http authentication =~ > ROFEMIZ SV TIE, Cisco.com DA —L~— ([Documentation] >
[Cisco IOS Software] > [12.2 Mainline] > [Command References]) 7>5. [Cisco I0S Security
Command Reference, Release 12.2] # &L T 7Z& W0,

AAA H—N T IL—TDES

WEAFOY =N RA P EFBFAIC TNV =TT D720, AAA = TV —T 2 AT 2L 512 v F
ERETEET, RERHOY—A KA PO Ty FEZERLT, CRERECY—EAICHML
ET. Y= A—=TF BRSNS =N BFAPDOIP T FLADOY A b &G/ n—/L 7 —n
BARN YA EEBICHEHESNET,

Y= I —FI2E, ALY —_OEEDOEA N o M) ZEHHZELTEETN, o b UMN
—BOID (IP 7 KL AL UDP F— hEFOMAALE) 2> TWNDA I ENFMETYT, ZD%HA.
B2 DR— N EZNENRFED AAA Y —ERAEEMT 2 RADIUS RA hE L TERETEET, HLU
RADIUS # = EDRAR25 250K A S =2 P VIR LY —E R (REZBTHV T 42 7) &
ELTSGE, 2BEDICHELTLFAN 2 MV, BUICRELIEFA N 2 NV OT = — )bt —
NR= Ry 777 LTEELET,

EF LTI IN—T = IR E DY — G 52, server Jv—7 +— R a7 4 X a2l —
varyavry REFERALET, =% P 7 FLATRHETHZ b TEET L, EEBED
auth-port 35 X W acet-port ¥ — U — FEfEH L THEEDKRA b f L AZ o 2AF T M 2RET
LHTEHTEET,
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AAA F— R T —FREFE L. FOZIL—TFIZHED RADIUS Y — &SI fTT 1208, ke
EXEC E— FTHROFIEA FEITLET,

avy kR

=]y

A7y7 1 configure terminal

Ja—) ar7 4 ¥al—ary T— FERBELET,

A7v7 2 radius-server host {hostname |
ip-address} [auth-port
port-number] [acct-port
port-number] [timeout seconds]
[retransmit retries] [key string]

U%£—h RADIUS —/N KA MDIP 7 RLAFEIIARA MERELET,

* (f£%) auth-port port-number 1213, FBFEE RO UDP 565K — k%45
ELET,

e ({LE) acct-port port-number (21X, 7 H VT 4 > 7 %R UDP %65t
A—hFEEELET,

e (fEE) timeout seconds (1%, AA v F 7 RADIUS Y — DJGE %14
BLTHREETAETODIA L A Z—LERELET, IBETES
FPHIZ 1 ~ 1000 T3, Z O EIL, radius-server timeout 7 17— 3L
Ay 4 Xal—varyavr FCELBEE LEELET,
radius-server host =2~ R CH A AT 7 M &% E LRWIGAIT,
radius-server timeout =~ > RORENMEH SN ET,

e ({ERE) retransmit retries (213, Y — "DBIHE L WGE, E230E
DEWLEIZ, RADIUS ERZ2V— NICHEETIEHERE L 7,
FBETE AHMIL 1 ~ 1000 T, radius-server host =~ > K CHX%(E
[% % F € L72 WG4, radius-server retransmit 7' o0 —/ 3L =27 ¢
Xal—varyavr ROBRENMEHINET,

e (f£3) key string 1%, RADIUS ¥ —% - CEIfET % RADIUS 7 —%
VEAAL T O THHTIRAERB IO F#EEHREL T,

GE) #II7TXAM ARMY T, RADIUS 4 —R_RTHEH I TWVWBRFE
el —HTHMNERD Y 7, FIXHFIZ radius-server host =~ -
FOBHDTATLE LTRELTLEE D, FITAA— R TER
ENFETHR, HOTHBIORRBIZH DAL= FHEHTT, #iC
AR—AZERT 2551, SIAFBEO—HLI THLHEEERE,
BB CHEEZMEZRNTLEE N,

1 2D IP 7 RLAICHIET DEEDEA S = MY AL v FRNRHT 5
EOICERETDICE., TNENEALD UDP A— hEZEZFEHALT, Zo=
VY RELBEREEETFANILEST, AMvTF VY7 bv=TiE, BESINE
NEFIZHE~> T, A REMRBLET, % RADIUS A A h CTEAT 2 % A A
T BEERE, BLIOKSREZZNENRELTLIEE N,

A797 3 aaa new-model

AAA A X—TNMIZLET,

AF7v7 4 aaa group server radius
group-name

AAA =N T NV—T% FFEDOITN—TLHLTERLET,

ZoavwryREFHTLE AL v TFRIY—NRITNV—T a7 4 F=2lb—
var 'E— R ET,

AT975 server ip-address

¥ € D RADIUS ¥ —REEFRFADY—N T —T kG T £, AAA
P —R J)—70 RADIUS V— T LI, ZOAT v 7 &Ik LET,
TN—TDEY—NF, AT v 72 TEEBFHFOLOTRITNERY F4
hue

A7976 end

HebE EXEC E— RIZED £,

A797 7 show running-config

REEMERBLET,

| OL-8550-09-J
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avwy kK

B&

A7y7 8 copy running-config (EE) 2o 74FXalb—vay 77 A NVICREERTFELET,

startup-config

AFv79

RADIUS v 7' 1 ViBRE%E A F—7 W LET, [RADIUS v 7' A VERIEDER
iE) (P9-30) ZZM LTSSV,

A—H A f—

¥57E @D RADIUS ¥ — "% HIBR 3 5 121X, no radius-server host hostname | ip-address 7’2 —/3)L 21
T4F¥alb—Yarasry RefLET, =N I NA—T%ar 74 Falb—ar A MRLH
k9 %1213, no aaa group server radius group-name 7 2 —/N)b A7 4 X2l —v 3y av s R
L EJ, RADIUS y— "D IP 7 KL 2 ZHIFRT 511X, no server ip-address % —/3 7 —7 =
V7 4Xalb—var awr REFEHLET,

WOBITIE, 2 2D/ % RADIUS 7 v—7 H—23 (groupl 3 X W group2) %iBik+ 5L 51C

A v FEFELTNET, groupl TiL, [A L RADIUS ¥ — N EDRZRL 2 DOFA N = b % [F]
CH—EZHICHRELTWET, 2FDOORA N = MDD, BHYIOZ R DT =— /L ——
Ry 7 v 7E LTEELET,

Switch (config)# radius-server host 172.20.0.1 auth-port 1000 acct-port 1001
Switch (config)# radius-server host 172.10.0.1 auth-port 1645 acct-port 1646
Switch(config)# aaa new-model

Switch (config)# aaa group server radius groupl

Switch (config-sg-radius)# server 172.20.0.1 auth-port 1000 acct-port 1001
Switch (config-sg-radius)# exit

Switch(config)# aaa group server radius group2

Switch (config-sg-radius)# server 172.20.0.1 auth-port 2000 acct-port 2001
Switch (config-sg-radius)# exit

TV TFIOERAEXURY FT—9 H—EXIZET % RADIUS #RI DK E

AAA FIZE > Ca—VPREHATE LV —EARHIBENE T, AAA Fr[za A X —T T 5D L,
AL vFIE (R—HN 2 Fe B N2 E T2 )T 4 =N EIFET D) 2—HF DS 1
T ANADSERGLEEREEHA LT, 2—Foky T a v 2RELET, 2—FiF, =2—% 7
77 ANADIERTRDONTVDHFAICIRD | BERLEY—ERDOT 7 EARBAIINET,

¥i#E EXEC E— R~ —H+ DRy hT—27 T 7B RAEZHIRTHRF7 A—F ZFHET HITI1L, aaa
authorization 72— )L a0 7 Fal—i g awr Fe b biZradius ¥— 77— AR LE T,

aaa authorization exec radius local =~ > FlX, ROZF AT XA —Z ZHELE7,
e RADIUS 2 L CRFEEIT- 7254 1L, RADIUS 2 L CTHHME EXEC 77 B A& LET,
FBFEIZ RADIUS Lo =881k, a— L 5F—2_R—2X%EH L E£9,

FFAIRRESNTNTS, CLIZfHLTr 7 A L, BRES Nz —PITH LT, FFiddEiSn
iﬁ—o

Catalyst 3750 R4 v F YI b9z 7 av74Fal—S3v HA K
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RADIUS [2& 3RS vF 7o x04@ W

HHEEXEC 778 AB L0 %y hU—27 +—tE X2+ 5 RADIUS FFal ##5E T 5121, HHE
EXEC E— FTHROFIEAZFEITLET,

=1 N B&

A7y7 1 configure terminal sua—n)ar74Xal—vary w— FERBLET,

A7v7 2 aaa authorization network radius Xy NI — 7 BEOFTRTOY—E RBERIIHT B 2 —% RADIUS 7]
Ay FITRELET,

ATvy7 3 aaa authorization exec radius 2 — IR EXEC O T 7 2 AHERP & 53546, =—3 RADIUS 7 7]
. A v FICHELET,
exec ¥—U— REEET DL, 2—W Tr 77 A LIEHR
(autocommand fE#H72 &) PRI NHHERH Y 7,

A7y7 4 end FikE EXEC £— RIZREY £,

A7975 show running-config REZHRLET,

A797 6 copy running-config startup-config (EE) av 74 Xal—ray 77 A NIREEERTFLET,

FFR % T 4 B —7 2T 51Z1%. no aaa authorization {network | exec} methodl 7 v —/N)L 227 4
Xal—varavwrRFeEALET,

RADIUS 7h VT4 2T DiEE)

AAA T AT T 4V THEREIL, 22— BT 78 A LY —ERE, WHLERY FU—2 U Y —X &
HERToXU T LET, AAAT IO T 40 T A R—TNMITDHE, AL v Fida—FOIFENRN
ETHhOrT 47 La—ROBRKTRADIUS BX =2 )T 4 — NICHRELET, KT T T 4
7Vn~Fm\Twﬁy%4y7®7k961—bﬁ(m0NT%@A\t%;U%4%—A’%f
SNET, TOT—FEMHILT, Xy NV—IFH 7747 F~Oifs, EFEEICKELTD
TENTEET,

awomS@%@v&»x;U*/%v 7 —E XTS5 RADIUS 7 H Y T 4 v T A FR—

W29 DI21E, #iHE EXEC T— FCTROFIEEZEITLE T,

=1 N B&

A7971 configure terminal sa—n)ary4¥al—var w— FElBLET,

A797 2 aaa accounting network start-stop Ty bV =7 FEEOT N TOH—ERZRIZOWT, RADIUS 74 ¥
radius T4 T A XTI LET,

A7973 aaa accounting exec start-stop radius |RADIUS 7Hh W T 4 > /I X 0 . 454 EXEC 7 2 & 2 D RPN 6%

BT T 4 v @A, RBICEREEILET I T o v Ty
BETHLICHELET,

ATy7 4 end i EXEC ®— RIZEY £,

A7975 show running-config BELATER LT,

A7y7 6 copy running-config startup-config (EE) 2o 74 FXal—vay 77 A NVICEREXRTELET,
THOT 4T %T 4 E—TMIT 52, no aaa accounting {network | exec} {start-stop}
methodl... 72—\ 27 4 Xal—ay avy ReffHLET,

Catalyst 3750 RA v F Y2 h9x7 av24Fal—>ay HAF
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AAA H—N\[ZEETELHRNMEEDIL—2 DY 3 U DOFEIL

aaa accounting system guarantee-first 2~ REfEHTH L LTV ATATAIV T 4 7D
MOLva—FRiZeDET, Zhux, 7740 FORETT, RPUICE T, AT a8V a—Kah
5FET QREHADIBENRDY ), a—VRar Yy — L EdmkER ey v a VAT

RN ENHY ET,

=N a— NRTHDZHOIZ AAA T — NZHETE 2054 1X. no aaa accounting system
guarantee-first =~ > R&fALCL—X L oary— vy a3 F720F Telnet ¥ v ¥ 3 V&S

Li‘d—o

9 RT®D RADIUS H—/\DEKE

A v F LT _TD RADIUS — BT/ o — VICEEZRET D101, FitE EXEC £— KTKRD

FMEZFEITLET,

avwy kR

BHi

A7971 configure terminal

Ja—n) ar 74 ¥al—vay B— BB LET,

A797 2 radius-server key string

ZA v F LF_TD RADIUS +— T sndv—7 by b 7%
P AR TERELET,

GE) #ITFAPF ARV 7T, RADIUS = TR SN TV D
L — BT HIMENRH D ET, AT A= AT S AU E T
BEOFMBLORBIZH D A=A TY, BBIZAI—R%
BT 58EA1%. BIRERHO S THIBEEERE . 5
THEEMERZWVW T EEND,

AF¥97 3 radius-server retransmit retries

Z A F 5 RADIUS E Rz ¥ — NCHEET R EHEELE T, 7
T ANV T3 T, FRETE H%MIE 1 ~ 1000 TH,

A797 4 radius-server timeout seconds

AA v F D RADIUS ERICHT BB E/R-> T, BEREFEEFETHET
O () 2ELET, T 74NV MISHTT, BETX BT
1 ~ 1000 T,

AF¥975 radius-server deadtime minutes

FFEERITIGA L722 W RADIUS — % 2% v 7T 580 (4y) Z46E
L, ERBXALT T M THETRET L &2, RICHESNTWVD
P—RERITTEHEIICLET, 740V MI0TY, FHEETE 540
X1~ 1440 4> CT9,

A7976 end

Rt EXEC £— RIZR D 77,

A797 7 show running-config

BEMEZ MRS L £

A797 8 copy running-config startup-config

(TR av74Xalb—ay 77 A NMIBREEETELET,

FHEERE, A4 L57 7, BXOHBEEMOBREEZT 74V MIETIZIE, 2hboa<> RO ne

Bz ML ET,

RNUSF—EHFDRADIUS 7 FJEa— F42EHATHRM Y FERE

Internet Engineering Task Force (IETF) K7 7 MK, XU A —FEHFDOT hYba—hk (T hV
Ba— |k 26) AL T, A1 vF L RADIUS $— W TR ¥ —[EFOEREIBET D200 K
BDEDLNLTNET, EXUF—iF, XX —FHEOT7 MY Ea—1h (VSA) AT L2k -
T, AR ABRIITES R2VWIA OIERET MY Ea— b2 R—FTEET, P RAanRETD

Catalyst 3750 R4 v F YI b9z 7 av74Fal—S3v HA K
m. 0L-8550-09-J |



| £89F RAyF R—RAFHORE

RADIUS [2& 3RS vF 7o x04@ W

RADIUS TiE, ZOMERTHRINLZ 74—~y MEEHAL T, XV F—BHFOF T ari 1 >
*]\LTb\iTo VAAORUE—IDIE 9 THY, PR — "RHEOF T v a gy — 247 ]
(%ﬁﬁli cisco-avpair) T, ZOMEIZ, DT —~v DALY 7 TT,

protocol : attribute sep value *

protocol 1X. BEDH XA TIHRT L Aan7a a7 v Ba— NOMETT, attribute B
X W value 1%, ¥ A2 =20> TACACS+ ﬁ%“@ﬁ?%éhfk‘éi@ﬂiﬁ? Y E=2—ME (AV) X7 TT,
sep X, MWADOT M) Ba— DY AEBREOT MY Ea— FoOgHEF * T, TACACS+ &F
AT T E 59T OMRRIE, RADIUS THEMATEET,

72 22, RO AV XT EEET D &, IP FFARE (PPP @ IPCP 7 FL 2DE|Y BTHE) (2, Y Aad
HERDFFITE IP 7 F L X 7 — USRENA T2 0 £,

cisco-avpair= ”ip:addr-pool=first"

WIZ, AL v FinbFHE EXEC v > RAORIRET 7 8 AR AR L R D a—Y v 7 A v &4 % 4
ZRLET,

cisco-avpair= ”shell:priv-1vl=15"

RIZ. RADIUS H#— F =2 _X—2ANDOFHFF VLAN Z45ET 20 %R~ LET,

cisco-avpair= ”“tunnel-type (#64)=VLAN (13)"”
cisco-avpair= ”tunnel-medium-type (#65)=802 media (6)”
cisco-avpair= ”tunnel-private-group-ID (#81)=vlanid”

WwIZ, ZOEEHIZ ASCILTERDO AN ACL (778 A avba—)b JRARN) 24 —T x4 AT
AT 02 RLET,
cisco-avpair= “ip:inacl#l=deny ip 10.10.10.10 0.0.255.255 20.20.20.20 255.255.0.0”"

cisco-avpair= “ip:inacl#2=deny ip 10.10.10.10 0.0.255.255 any”
cisco-avpair= “mac:inacl#3=deny any any decnet-iv”

WIZ, ZOHEFRIZ ASCH RO ) ACL 24 v Z—7 = A AZi#EAT 261 LET,

cisco- avpalr: “ip:outacl#2=deny ip 10.10.10.10 0.0.255.255 any”

DR H =2, FRNENME DO X —ID, A7 v ar, BIUOKHGET2 VSARHY £, N
#— 1D B X U“ VSA OFEMIZ 2OV TiE, RFC 2138 [Remote Authentication Dial-In User Service
(RADIUS)J] Z2ZM L TS 7ZE0,

AA v F 0 VSA Z38ik L TR 2 K 5 ICRET 2121, i EXEC £— FTROFIRZFEITL E
R

avwrk B
A7v71 configure terminal Ja—r)L ar T 4o l— gy B REBME L £,
A7v7 2 radius-server vsa send [accounting | | % { ~ 573 VSA (RADIUSIETF 7 kU P2 — h 26 TEH) 23k T
authentication] EHCTEAXLo21ICLET,
b ('fﬂt_%) quﬁ%éﬂé/\/ﬁ .ﬁ@Tl\)tl @ﬁA%Tﬁ'?I/
T4 7 7 M) Ea— MEFICRET 212X, accounting F— 17 —
REfEALET,
* (1}1%) uALnﬁkéﬂ%}/\/g .ﬁ@Tl\)El”—}\@%/\é)mquTF
U B =— FEFIZRET 5I21Z, authentication ¥ — 7 — N&fH L
£7
¥F—U— REEEETICZOa~vr ReEANTILE, THO YT 478
FOFIHONR U —FAEOT M) Ea— FOWENEHINET,
27973 end ¥iHE EXEC — FIZEY £,
Catalyst 3750 RA v F Y2 h9x7 av24Fal—>ay HAF
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27974 show running-config R HER U,
AT7Y75 copy running-config startup-config |({Li%) =L 7 4 Xal—vay 77 A NMIRELRELET,

S

(GE) RADIUS 7 FVUE=a—bORY R bELFAVZ—EHAFEMAE 26 OFEMIC OV TIE, [Cisco 10S
Security Configuration Guide, Release 12.2]] O 1§k TRADIUS Atributes] #ZM LT &V, h
1Zi%, Cisco.com O —AL~X— ([Documentation] > [Cisco IOS Software] > [12.2 Mainline] >

[Command References]) 72>H7 7 B XA AHETT,

N F—HBBD RADIUS H—/N\EDBEICEAT 2R v FERE

RADIUS (2R84 % IETF FZ 7 Mt TIE. A A v F & RADIUS H— i T & —Ml B AR O )
ZEET L2 HRUCHOVWTED LA TNETA, RADIUS 7 MY B =—h ky & BICHREILEL T
WHNRHE =48 ) FT, CiscolOS Y7 by =7 1%, XU ¥ —AEkD RADIUS 7 FY B =— D
b7y hEYR—FLTWET,

ik L72 & 912, RADIUS (R X —0M AL B b D0y, IETF KT 7 MBS 5 H O E
b)) ZRETHITIE, RADIUS =R F—F U RNBEI L TWARA ML, FORAINRAAL vF L
HEHEFTH—I Ly b THFAL AN T EBEELRTIERY £HA, RADIUS AR B LU —
JLy b TFAR AN U EEET HITIE. radius-server /02— 3L a7 ¥ a2 l—i gy o
~ U REFEHALET,

R —MEMLEDO RADIUS =N KA b, BIOHKEFEINDI—F Ly N TFAN AN T %
FET DI, ¥4 EXEC E— FTCKROFIEAZ EIT L X7,

avvk E]:5)
A7971 configure terminal Ja—sbarZ4Xalb—ary T—FEhnal
EJ I

ATy7 2 radius-server host {hostname | ip-address} non-standard |J & — k RADIUS % — X KA FDIP 7 KL A E7-
IIHRA MEREL, ZOKRA MR, X2 =2l
FIZ%4 L7 RADIUS il L TWb Z L2 fEL
i‘j‘o

ATY7 3 radius-server key string A F LRy X — B fEED RADIUS — 1L 0
cfFsnsy—27bvy b 7HFAF AN 7%
BELET, A vy FBLURADIUS —30F, Z
DTHFARNARN) T EFHLT, "RV — FOR
bR X OIRE DM AEITNET,

GE) #I7xFAbM AU 7T, RADIUS ¥—
NTHHINTWAREHE — 8T 208N
HYFET, AT AN—RTEE SN E T,
OB LOKRRBIZH D ALN—ZIHEHT
T, BICAL—2EHHT DEAIE. SR
NREO—EyTHILIEEERE, SIRGF TR
FPHERNTLZE,

27974 end i EXEC £— FIZE D %4,

Catalyst 3750 R4 v F YI b9z 7 av74Fal—S3v HA K
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avwyFk

B

A7975 show running-config

REMEZ R L £,

A797 6 copy running-config startup-config

(EE) avr4Fal—vary 774 NVCEES
HRIFLET,

N A Rk D RADIUS AR~ & HIER9 %121X,. no radius-server host {hostname | ip-address}
non-standard 2’ 0 — )L a7 4 Xal—v gy avwr P 2HALES, 25 -7 T 5
IZ1X. no radius-server key 72— 3L a7 4 Falb—rary avry FEEHLET,

WIT, N2 —MAEED RADIUS &R A M ZFEE L, A v F LY — DO T radl24 &5 FE gk

ZHEMATH 2R L ET,

Switch (config)# radius-server host 172.20.30.15 nonstandard
Switch (config)# radius-server key radl24

A4 v FLTD CoA BKE

AA v F T CoA ZiKiE

T 2ITUE, FHE EXEC E— FCROFIHEFATLE T, ZOFIRITLHATT,

avw vk B
A7y71 configure terminal Ja—r YL ar 7 4 X¥al—vay T— REMEELET,
A7v7 2 aaa new-model AAA A X —T I LET,
A7v7 3 aaa server radius dynamic-author HNEERY > — Y — e OMEEAEZBHICT A0, /IAE. BA[. 7
BT 47 (AAA) B—RELTASL v FEHRELET,
ATy7 4  client {ip-address | name} [vrf FAFIvIZ@EMa—BNLY—N a7 4 Xal— 3 F— N5
vrfname] [server-Kkey string] L., HEEBZITAND CoA FR EHERMREROEFILTH D
RADIUS 7 A4 7 > b EEELFET,
27975  server-key [0 | 7] string 458 L RADIUS 7 5 A 7> b ORI T4A &5 RADIUS @4 #E L%
s
2797 6  port port-number i &= RADIUS 27 54 7 > k6@ RADIUS EHRk% U A= 7
HEBEBOFR— NERBELET,
A7y7 7 auth-type {any | all | session-key} AA v FNRADIUS 7 A4 7> MIEHAT 2B OMEEEZHEELET,
7 I7AT v }\7)\ Aty u;ﬂ%éﬂf;?%)tl’“}‘@j—’\fz)‘éﬁj_é
WVERH Y £,
ATvy7 8 ignore session-key L) By avBABETLLEHICAAL v TFE2RELET,
ignore =~ > ROFEMIZ OV TiX, Cisco.com 12 5 [Cisco I0S
Intelligent Services Gateway Command Referencel] % ZM L T 7230,
A7v7 9 ignore server-key UEE) V@A EHAT LA v T ERELE T,
ignore =~ > ROFEMIZ DWW TIE, Cisco.com (28 5 [Cisco I0S
Intelligent Services Gateway Command Reference] %ML T Z &,
A797 10 authentication command (EE) CoAERAZEEL T, By arvdRAT 4 I TAHR— %
bounce-port ignore — T 4 =T NI T AL AL v FEHRELET, R—FD—
B 72T 4 B —T MEDO B, VLAN BERENFEAEL, =2 FRARA > b
WCEBERMTHTT U B BRBRWEAIZ, AA M» S DHCP 3 2
vI—varEiE#HhToiIETT,
Catalyst 3750 RA v F Y2 h9x7 av24Fal—>ay HAF
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FIE RAyF R—RABUORTE |

W Kerberos IT& B3RS v F 75 L ADH{E

avwyFk

B

AZ797 11 authentication command
disable-port ignore

EB) By varvahAT v I THR—FOEHEDY Yy NE T
EERTHIFEEREa S REBMET DL IICAL v TFERELET,
R—FDY vy NETNZL-T, Byda BT LET,

FE#ED CLI =2~ > K¥E 721 Simple Network Management Protocol
(SNMP; i %y N — 2887 a hajn) avwy ReMifLTR—
EHE, AX—TMIZLET,

AF97 12 end

Fite EXEC E— FIZRED £,

A797 13 show running-config

BRE & RS L E T

AT7v7 14 copy running-config startup-config

(EE) 2v74Falb—vary 77 A VMICREERTFLET,

AAA 2T 4B —T7NIZT 5I21%. noaaanew-model 7 n— 3L a7 4 X2 l—T gy avly KE
EAHLET, AAM vTF ETAAA V—HGEE T + E—7 VMIZF 5121, no aaa server radius
dynamic authorization 72— V)L 207 4 X2l —vay avr FEEHALET,

CoA BEEDE=R YT E ST A —F 14T

2ZA v F ETCoAMBEDE=FV L IBLIORMN I TN 2a—T 0 T %47 H1201%. KkD Cisco 10S =

v REERLET,
* debug radius
* debug aaa coa
* debug aaa pod

* debug aaa subsys

* debug cmdhd [detail | error | events]

* show aaa attributes protocol radius

RADIUS H—/A OA— K NS ULV DHRE

COMREEZMEMH LT, 727 B ABXORFEERZ Y —/3 7L —TNOFT X TO RADIUS H— )%
T A2 ENTEET, FEMIZ OV T, [Cisco I0S Security Configuration Guide, Release 12.2]

@ [RADIUS Server Load Balancing] OEZZRL T Z X0,
http://www.ciscosystems.com/en/US/docs/ios/12_2sb/feature/guide/sbrdldbl.html

RADIUS DEREDRT

RADIUS DORE & #£rnd 51213

. show running-config #i# EXEC =2~ > FZEMR L 7,

Kerberos IC& A XA vF 7O XD

ZZTiE, Kerberos ExX 2 V7 4 VAT LEA =TI LTRET D HIEIZONTHHALET,
Kerberos E¥ =2 U F 4 ¥ ZAF A%, (EETX 50— F‘/3—74¥i’fﬁﬁﬁ LCxy hU—27 U Y —RTx
THEREFIMELET, ZOEEEZEHT I, A v TFIZAL vTF V7 b =T OB EL/—
VarvEA VAN ATIOILERNDD ET,

[l Catalyst3750 R4 v F Y7 b7 A T4 F¥al—av 4 F
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Kerberos &3 XS vF 7o Axnsa M

COBEEERMSEA L, BBy 7 by =T 77 A /L% Cisco.com H A U v — R AIZIEHF 255
VERH Y EF, FMIZOVWTE, 2DV V=20V Y —2 J—FE2ZRLTIZS,

ZIZTIE, ROBRIZOWTHHLET,

o [Kerberos D% (P.9-41)

e [Kerberos ®@h{E] (P.9-43)

o [Kerberos ®#E] (P.9-44)

Kerberos @R EHNCDWTIL, D URL IZ&H 5 [Cisco I0S Security Configuration Guide, Release
12.2] @ TSecurity Server Protocols] O #FI|Z& 5 [Kerberos Configuration Examples| % &ML T<
TEEWN,
http://www.cisco.com/en/US/products/sw/iosswrel/ps1835/products_configuration guide book09186a
0080087df1.html

I CHERT S 2~ OISR JOMER FIEOFEMICOW T, %o URL I2& % [Cisco 10S
Security Command Reference, Release 12.2] @ [Security Server Protocols] ®#F? [Kerberos
Commands| D7 araBRLTLIEEN,
http://www.cisco.com/en/US/products/sw/iosswrel/ps1835/products command_reference book09186a
0080087e33.html

Kerberos M g% EHIE & O [Cisco 10S Security Command Reference, Release 12.2] TiX, DO BIT 5
HP— FX—=F ¢ & LT Catalyst 3750 A1 v FZ#HFH L TWET, ZTDAA v FIiE Kerberos (&I L,
Xy hU—2 X2 VT 4 =& LTEESH, Kerberos 7'm Fa V&l Lz —VPFREEN T
F7

Kerberos D&

GE)

Kerberos (I~ ¥ F =2 —t& vV TEKF (MIT) 23BA%E L?L:%JZ\?%% raxy NU—IREET v b i
'Cﬁ“ Data Encryption Standard (DES; 7 —# i 5L &) WO RB(LT LY X A% RE 5k & 3RF
WHERL, Xy FU—27 U Y —RCKT HERZBFEL £7°, Kerberos 13, [FHTE 54— F/3—
T4 EVIHEEM o TP LY —LRH L TeFa )T A ORAFEFEITLET, ZOFEHETES

P— R/3—F ¢ % Key Distribution Center (KDC; $ER4T/R) LMOE T,

Kerberos 1, =2 —V¥RHETH D0, TO2—FRFEH L TCWE 1y hU—27 h—EREMTHDIN%E
BAELET, TNEFETT 57201, KDC (0F W{EHE T& 5 Kerberos —/3) BNa—F|zF 47 v b
ERITLET, INOLOF 7y MUTADHBRH Y, 2—FEREROIT ¥ v 2 ITRFINET,
Kerberos —\E, 2 —HPHRLRAT—RFORDIYICFry bEoTa—PLxry hU—2 $—1
AuBIELET,

Kerberos ' — N2, Xy bU—27 %2V T 0 $—_E LTEREIN., Kerberos 711 + =L % {f
L Ca—T%RFETE 5 Catalyst 3750 A A v FEHHTE E4,

Kerberos O &I MBAIT A ¥ — A TlE, single logon L\ FlaEFEHALES, ZoOFIETIX, =—W%F
%1 @wuuﬂi‘ﬁ”ék 2 —FERERB BN RFIL (O RRAT— RO ETHTI0) %2 75
DFREIZR Y £97,

OV 7 b =T U U—AiL Kerberos 5 (2%t L CWFE 9, Kerberos 5 TiL, 9 TIZ Kerberos 5 &1
HALTWDHHEEN, (UNIX =L PC 2 ED) thoxry hU—27 RARMEHLTWSD KDC Lo
Kerberos fRFET —# X— R & TE 7,
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W Kerberos IT& B3RS v F 75 L ADH{E

ZOYT7 ru=T U U —ATlE, Kerberos i(ZIKDF >y hU—27 —E R&HVHR—FLTWET,

e Telnet

* rlogin

e rsh (VE—F vz 7 hajn)
# 9-512, —fi%AY72 Kerberos BIEAGE L T O TEEE R LTI,

® 95

Kerberos M FAE

£R
aa

ER

RE

2P — APV —ERIIK L TCHSBHE O L& T 5 F
E, 72& 20X, 77472 MEIAAL v TR LU TREEES T, AL v F
j:ﬂi“,@%4’ /g‘ i(‘TL/VCuun Elfij‘o

G

I—PNRy hT =T R, v FIZBWTED L) tEREA L THE
D, FLEEDXIRMEEZFEITTEDINE, AL v FRHINT 5 FE

R

IEF 7 v b (TGT! oY — B ABRIEH 2 L) &£ THFR, Kerberos
BRIGHM T, 2=V FE 3y —r 20D #RiELET, Xy hT—7
P —EANF 7 v b EFIT LT Kerberos V— &2 {EHHT A L2 Lz
A, 2—PLRRRAT— REFANT IOV ICINEFHATE E
T, BRRIEROGHIRIL. 8 BN T 7 4/ h DFETT,

A AHR A

Kerberos 7'V 37V DKB L~V T~ UL, 1T & A E D Kerberos 7Y
U, [user@REALM) &5 BT (72 20,
smith@EXAMPLE.COM), Kerberos f > 2% 2D ¥ % Kerberos 7
VvV, [user/instance@REALM] &\ 5 R TT (72 & ZZ =y
smith/admin@EXAMPLE.COM), Kerberos A > 2 & > 2%, 78 ﬁ?bﬁ}i
DLIZGAED2—FORBLNVERETHEDIMERATEET, &
Iy hU—27 P—EZAOP— 3%, Kerberos f > A ¥ L ADFHA[~ v ¥
VT ERBALIATTEETN, LATESLY £HA,

(GE) Kerberos 7V Y VA B IS VAF AT T ATUNLE
TRNTIILR D FHA,

(G¥) Kerberos LV AL T T X CRILFETRIGIIELR D EFEE AL

KDC?

F v hU—27 5RA b TEEIT A Kerberos — B LT —4 _X—2 7
07T AT SN DERITR

Kerberos %T)is

Kerberos BH&IG MDA 7T AN T 7 F v & R— T H720ICER
ENET TV r—va R A0 LT HE

Kerberos L /L A

Kerberos — ¥ &GS 2 —H, m"A M, BIORy hU—7
P—E A THREND KA A, Kerberos — & {58H L T, =—H%
ElERy b= = RIIKTER O —FETRYy NT—7
P —ERADID ZHAEL 7,

(3¥) Kerberos LV AL T T X CRILFETRIGIIELR D EFEE AL

Kerberos #—/\

Xy hT—=27 RAMTHEEHLTWDLT—EL, 2—HFBILOXRy FU—
7 =R FZNnEFh Kerberos — N2 ID %8k LEJ, 1> b

U —7 H—¥E &% Kerberos V—/ NI 7 = —%XELT, hox v b
U—7 b= ADRIEHET,

KEYTAB?

Xy FU—27 = 2B KDC &HF 532U — |, Kerberos 5 L
D=V a3 TiE, Xy bU—7 P —t 2L KEYTAB % > T 51k
SN —EABKRIEREE SR L CRIELE T, KEYTAB iX

Kerberos 5 & ¥ b/ N— 3 Tk, SRVTAB* LIFIZh Tk,
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Kerberos &3 XS vF 7o Axnsa M

£ 9-5 Kerberos OFTE (Z)
E EH
A IV Kerberos ID & & FEiE4L, Kerberos — NIESE, 2 —U0iETH D

N, T—EABATHLINERLET,
(G¥) Kerberos 7V I NV KIT T RTUNLFETRITHILL D FXEA,

HP— A EEAE R X v hNU—27 = ROEKIER, KDC 75 i%%rﬁéﬁﬁi‘%%ﬁéhé &l
Xy hU—27 —b R L KDC BNEFTH AR T — b E
+, 2—HP TGT L L X2 U— R&LHFLET,

SRVTAB Xy hT—27 = 2N KDC &G4 %5327 —F, SRVTAB I,
Kerberos 5 LD/ R— 5 > Tl KEYTAB & MBS TV E 9,

TGT HAEFAED = L T, KDC MEREFH A2 — W RITT 5 B IE 3,

TGT %% F -7z —H¥ix, KDC »/~ L7z Kerberos LV AHRD F v
N —2 —bERIHKH L CRIEZ/A I ENTEET,

TGT = Ticket Granting Ticket (& /rFEAiE)

KDC = Key Distribution Center (#E¥17 /%)

KEYTAB = key table (¥— 7—7 /1)

SRVTAB = server table (—/3 5 —71)

bl

Kerberos D ENE

Kerberos — NZid, *v bU—2 X2 U7 ¢ h— L U TEHE S L, Kerberos 7’1 b 2L &4l
LCYUE— b 2—WERFETE 5 Catalyst 3750 A1 v F EHEH T& £4, Kerberos & H A X~ A X9
5ﬁ{£ib‘<’3ﬁ€§)@i?‘7)‘ Py hU—7 =L RITI7EALLIETDUE—F 2—%iL, 3
ODEFXF2 VT4 LAY EFBBLARNERY NT—2 H—ERIIT 7 EATEERA,

Kerberos #—/3& LT Catalyst 3750 A4 v FEFHL T, v NV —7 $—E Rk L TRIAEEZHD
FlEIX, WD LFBY TT,

1. [BERAA v FIoxT 2REEOHESS) (P.9-43)
2. [KDC 7°5® TGT 5] (P.9-44)
3. Ry NU—2r H—vRIzHTHEIIEOEE (P.9-44)

BRAA v FId HBADOEIF

ZITHEH, VE—F 2—¥R@EBL2TNERL2VRNOEXF 2T 4 LA FIZTOWTHBHLE T,
=W, FTERAAL v FICH L CRIEEZERTNIERD EFHA, VE—F 2—FRERAAL v F
WX U CRBRER 152 56, RO T o ANRBELET,

1. 2—FRERAA »FIZxF LT, Kerberos K& Telnet ##i % BAth L =77,

2. 2—PHENRRT—FROANERDLI T T e AL v TFRERLET,

3. AL vTFNR, ZO=2—% D TGT % KDC IZER L ET,

4. KDC B=2—H 1D 250Kk TGT 2 A1 v FITHEEFLET,

5. A4 v FIE, 2 —FBRAS L7 AY — R&fio T TGT ORESMERZFIT L ET,
o MFEMRERICERTN LB/, = — AL v F I L CGRFEE R E T,

o MEEMRBRICEKEH LARWHAIE, =2 —F& L XA T — KEH AS (Caps Lock % 7-1% Num Lock
DF | F7ITEE) TH, MOa—FLEENZRT—REANLTAT Y7 2 OFIEEHY
WLFET,
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W Kerberos IT& B3RS v F 75 L ADH{E

Kerberos KXt Telnet ¥ v a v ZE L, BRAAL v FORGFELZETCVWB T E—F 2—F I 7 7
AT T —LORNANICVETR, Xy NT—27 $—ERIZT7 72T 5121, KDC 26 BHERIEZ 15
HVERH Y 9, 2=V KDC M ORBAEEE2 TR 52001k, KDC 23%179 % TGT i34

AV FIRFEENTEY, 2—YFRZDOAL v FIZasFr LEWRY | BINOFGRFEICHEH T 72200

6 ‘(“‘d—o

KDC "5 TGT MO E#F
::T@\U%Hbi*fﬁ@@b&Tniﬁ6ﬁw2§b®t%;)?4V%?’O%Tﬁ%bi
T =PI Ry MU= =L RICT 7B AT LHDIT, 2O LA ¥ TKDC ORBFAEET T,
KDC 726 TGT #Bf&G L7221 nuide v 8 A,
KDC (Z%f U CRRREE 155 FIEIC DWW Tk, IR URL IZ&H D [Cisco 10S Security Configuration
Guide, Release 12.2] @ [Security Server Protocols] D #F(Z# 5 [Obtaining a TGT from a KDC| %

ZHRLTLLIZIN,
http://www.cisco.com/en/US/products/sw/iosswrel/ps1835/products_configuration_guide chapter0918

6a00800ca7ad.html

2y b= H—EXIIxT HERADONF
ZITIE, UE— P 2= R@EE LIRS 3FDOOEFR 2V T 4 LA YIZOWTHILE
T, TGT ZHfS L= —Hi%, ZD LA ¥ T Kerberos LILVAND Xy T —7 H— BRIk L TRGE
ZRRTIUTRY FE A,
Xy T —27 =R L CRAEE D HFIEIZ DWW TiX, RO URL 126 5 [Cisco I0S Security
Configuration Guide, Release 12.2] @ TSecurity Server Protocols] ®ZF|Z# 5 [Authenticating to

Network Services] Z#ZM L TS 7ZE W,
http://www.cisco.com/en/US/products/sw/iosswrel/ps1835/products_configuration guide chapter0918

6a00800ca7ad.html

Kerberos MD&E%E

VE—h 2—PRRy hU—27 —E R L TCERFEE S D121E, Kerberos LIV ARNDARA b &

KDC ##EL, =2—¥ L xy bV —27 $—EROEFICHEREEITV, HAICRESELLERH Y £

T, THEFEBRTITIE., AVOIASLE T, KDC Lo Kerberos 7 — % X—RIZHKR A hDxT L b
U ZiBL. Kerberos LV ANDTRTHORA MZKDC 234 L7z KEYTAB 7 7 A V&ZBL %

T, £/, KDC F— 4 _X—Rca—FHO=r hU HERLET,
FAMBLOa2—FOxr ) ZBMEIIERT 2HAOEEFHIIRO LB TT,
o Kerberos 7'V VBT R TNLET LRI D E VA
e Kerberos A ' A ¥ AZIET X CNLFTRIZAILZZ D FHA,
e Kerberos LV AZ/IIT R TRKILFTRIIAILR D FH A,

~

(G¥)  Kerberos —NZiE, Xy N —2 X2 VT 0 B—_L L TEEIN, Kerberos 71 b 2 /L % H
L Ca—F %I TE % Catalyst 3750 AA v FEHHTEET,

Kerberos BiFFEHY— N/ 2 5G54T v N VAT A ERETHFIEIZ. kDO LB TT,
e Kerberos 2~ FEHEHLTKDC & ELET,
e Kerberos 7u Fa v EFEHTHL AL v T EHRELET,
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AL v FOO—HLBESLUVETOZE W

BREIILDWTIX, D URL IZH D [Cisco 10S Security Configuration Guide, Release 12.2] @
[Security Server Protocols] D &(ZdH 5 [Kerberos Configuration Task List] Z#ZH L T 72X,
http://www.cisco.com/en/US/products/sw/iosswrel/ps1835/products_configuration guide chapter(0918

6a00800ca7ad.html

AA v FOO—NILFEES & U DERE

n—H)L E—RTAAA Z2FHETDLEIOCAA v T EZRETDHE, =B THEMET S L D1
AAA ZRTETEET, ZOHA. A v FILGREB L O OB EZITNET, ZORTETIEIT Y
UT 4 o TR TE £ A

AL v FrEra—h AAA HIZRET 51213, F7HE EXEC E— R TROFIEEZFEITLET,

AFy71
AFy72
AF973
ATy7 4
AF975

ATy7 6

AFyF1
AFy78
27979

avwy kR

B

configure terminal

Jua—nN) ar7 4 Fal—yary B— RelBLET,

aaa new-model

AAA A X —T NI LET,

aaa authentication login default
local

O—AIND2—VPHZT —F_XR—=R AT L0/ A VRHEEHRELE
4, default ¥— UV —FIZLV, u—H N 22— F—FX— 2FBHNT T
DOR—PFCEASNET,

aaa authorization exec local

2—HO AAA FAZREL, 0—I)V T—F_XR—2A &R L T, TDO2—
P2 EXEC ¥ = VDO EFTEZHFR LET,

aaa authorization network local

Ty MU= HEOFT R TOY— ERZRITHT 52— AAA FFA] 23 E
LETS

username name [privilege level]
{password encryption-type
password}

=) F—=H_R=2 5L, 2P HLAR—ADBIE AT LEHEL
i‘a—o
a—HFTliICavwr REBRVIELASLET,

e name 2, 2—F DA 1 UV—FTHELET, AX—2ABLUBIHH
A TEEEA,

o (EE) level IZiX. 77 B AMZ B2 —FICHET HHER L~V & E
FLET, FHETELHMIZO0~ 15 T, L~UL 15 TiE, =—#
EXEC E— FTOT 7 EAERDET, LV 0 TlE, =—% EXEC
ET—RTOT 7 BALRY T,

o encryption-type |21, BEBALIILTNWRNARRT — RR%AIZH S HE
X0 %, B &N AT — RBR%RAICRSHBAIL T 2HBELET,

o password \Z1E, =Y RAL v FIZT 7B ATHGEEICANT HHLE
DHDHNRAT—RERELET, SAT—RiE 1~ 25 XFT, #HbiA
HAN—AEFHTE, username 2~ FORBEOA T a1 L LT
BEELET,

end

F5HE EXEC £— RIZR D £9°,

show running-config

BEE R LT,

copy running-config
startup-config

(EFH) a7 4Fab—vary 77 A VICREZRTFLET,

AAA %7 4 =7 MIZT HICIE. no aaa new-model 72— )L a7 4 Falb— gy avy N
FRLET, FET 4 B—7/WIZF 5IZ1E. no aaa authorization {network | exec} methodl 7' 7 —
SV ar T 4 ¥alb—vay avy REFERALET,
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W SSH OE=HORS vy FOBRE

~

GE)

AAA FRZBHHLTCHTTP 727 B A LAAL v F O X2 U T 1 2T 5L, ip http
authentication aaa 7 o — )L a7 4 F a2l —r a3y a~v 2 RTCAAL v FE2RETHLENHD F
T, AAAFRREZREL TH, AAA FREFEH L2 HTTP 77 B AR T DAL v TFOEXF 2V T 4
TR SNVE R A

ip http authentication =~ > FOFEHIZ D\ TIL, [Cisco I0S Security Command Reference, Release
122] #ZRLTIEE,

SSH Df=HDA A v FDERE

SSH O E

GE)

ZZClE, SSH fEA R TET D HIEIC O W THMBAL T, ZoMEEZMEH T3 12i%, 5 (Wb

VIRT 2T AA—TEAAL v FIWA VA N—NAVTEHEHLERDY £9, ZOREZMHEH L. Cisco.com
MO LY 7 N 2T Ty ANEX T ya— RTAIEHF 2B 0ERH Y £9, FHlic>NT
T, 2OV YV —=Z2DY Y —R /J—FrE2ERL TN,

2T ROBEHIZONTHHALET,

o [SSH D% (P.9-46)

o [SSH &) (P.9-47)

e [SSH OBRELLOAT =% ZDFE 7] (P.9-50)

SSH DR EFNZ2WTIE, WD URL IZ&H D [Cisco 10S Security Configuration Guide, Cisco 10S
Release 12.2] @ TConfiguring Secure Shell] ®#(Z& % [SSH Configuration Examples] % & L T
<TEEW,
http://www.cisco.com/en/US/products/sw/iosswrel/ps1835/products_configuration guide chapter0918
6a00800ca7d5.html

T D a~r FOME LU AGEORANIC OV TIE, RO URLIZHD Z DY U —AITH
ST BHavwr R U 77 L AB LDV Cisco I0S Release 122 Da~<w> R UV 7y LU AESH LT
S,
http://www.cisco.com/en/US/products/sw/iosswrel/ps1835/products_command_reference book09186a
0080087¢33.html

SSH X, T4 AT 2L e T— MNEREFREICT A7 1 2L T3, SSH L, T34 ZADFR
SERRICER D R B b A2 AT O 2 & Ty U — FEHRICOWT Telnet LEDOEF 2 U 7 4 2FEH L E7,
IOV 7 =7 VUU—RA{L, SSH N—V 3> 1 (SSHvl) B8XWSSH X— 32 (SSHv2) #¥
AR—HrLTWET,

T, ONEIZHOWTHEBHALET,
e I[SSHY—N HAITIAT U b, BEOYFR—FrINTWE A=V 3] (P.9-47)
o [HilfR=E] (P.9-47)

IP X—2 A A — (LLAI® Standard Multilayer Image (SMI; #E#E~ LT LA ¥ £ A —V)) VT K
T x T EFILIP = A A A— (LLAi® Enhanced Multilayer Image (EML; JEBE~ LV F LA ¥ A
A=) VT MU =T OGN —Ta v 2FTTHRAS v 7 <A —THENEEL, Y7 U=
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SSH 0-HD 2 4A vFnEe B

T DI N— a VEEITTDHAL v FICEE b HE. AL vF AKX v 7 ~0 SSH ###1%
Kb dZENHVET, PRXR—A A A= V7 2T FREFPYH—EA AN AT VYT v U=xT
DOIEBAENR—=T a VEFITTDHEAL vTF A2 AL v v AX—ICTHEaHELES, AX v T <X
B—=NWIPXN—ZA A A= VT 2T EHIFIP I —ER A A=Y VT b7 =T DR AA—T 1
VEFITLTODGEE, B {bEREIREA T EEA,

SSH 4—/\, BV A7V, BLUHR—FEhTVOEN—Da Y

SSH HE#EICIZ SSH U — "B L USSHMHEAZ AT FBHY . TNHIFAAL v F ETEITENET
TV r—va Ty, SSHZ AT MefflT5&, SSHY—A"BBENVTLHAAL v T TEE
T, SSHY—NE, 2OV Y —XTHR—FINTWSESSHZ 747 bBLO, hfdo SSH 7
FAT U RNEEHLES, £/, SSHZ 547 ME, 2OV Y —ZXTHR—FEN TS SSH #—
NP L OO SSH — N E A L £,

ZA »FiE, SSHvl F£721% SSHv2 ¥ — & PR —F L TWET,
AA v FiE. SSHvl 7 947 v FaYAR—FLTWET,

SSH 1%, DES Bf 54t 7 /v =2 U X4, Triple DES (3DES) WiZfb7 T Y XL, BLONRAT—FR
N—2OFAE IR —F L TWET,

SSH i&@iw%uuuﬁﬁﬁ%%j—“—‘ }\ b‘(b\i‘j_
e TACACS+ (GEMZ oW TIX, ITACACSHIZL DAL vF 77 EZADHI#H] (P.9-10) &ML T

<TZ&EW)
e RADIUS GEIc>WTiL, TRADIUS Ik B2 A v F 727 & 2DHI#E] (P9-18) #&BMRBL TL
72EW)

. D_ﬁﬂ/uqu?DJ:Uu$T (ﬂé"ffﬂ ZOWVWTIE, ’VX/I) ‘)%@D_ﬁ/buhuﬁki(}u¥j@§ﬁiﬂj
(P.9-45) =ML T ZEW)

~
GE) Zoy7bhvx7 UU—AX, IP Security (IPSec) AR — KL TWEHA,
HIPR=E1g
SSH IZi%., ROHIRFHEAEH S E T,
e A A wFiL. Rivest, Shamir, and Adelman (RSA) FRiE&Z VAR — kL E T,
e SSHIZ, #E73 =N T XV r—variZidayR—rLET,
e SSHY—NEBLWSSH 77147 ~E, DES (56 v ) BLU3DES (168 By ) F— XK
Y7 N2 TIZRY R — NI NET,
o AAwFIE, 128w b F—, 192 Vv b F¥—, FIL256 ¥y b F—%fEH L7 Advanced
Encryption Standard (AES) Bf5/L7 TV X L&V R—FLET, 72720, HFREF 5 AES 12 X
X — OB FALIEYFR— N LERFA,
SN s
SSH D&% *E

T I T, ROBREFTHRIZOWTHB LE T,
o [FREWOIEEDSFIE] (P.9-48)
e [Z2A4 v FTSSH 2#FETTAH-DEy N7 v 7] (P.9-48) (WH)
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W SSH OE=HORS vy FOBRE

o [SSH #—Of%E] (P.9-49) (AA vF% SSH — "L LTRET DHHAEITRY 4H)

BREROEEEE
AA v F % SSHY—E72E SSH 7 74 7+ b & LCRET A B AT, WOEEEHIHE -T2
Wy,
o SSHv2 #—/3i%, SSHvl #— N TAEM S NS RSA BOAT A HEHTEET HOHE L AT

EDE

o SSHH—ARRYZ» 7 vAF— ETHREHHRIZ, A v 7 v AZ—IZEERE LGS, LR
Byl v AZ—IXEMOAS v 7 v A7 —|{ZXh o TEKES L RSA #EE2 I L £,

» crypto key generatersa 72—/ VL 227 4 X2l —var av REANLEHE, CLI=T —
)< v UREREINHGA. RSABETITERINTVEFA, FA MBI RAAS U E2F

BELTHS, crypto key generate rsa =~ RZ AN LTLZEW, FElIZOWTIE, (R A v
%T“ SSH #FEATT 572Dy N7 v 7| (P.9-48) #&BRLTIZEW,

e RSA#OXRT HEKT D %/'IZ < [No host name specified] NERINDHZ ENHY £
T, ZDOAvE— /73>2'%/Té2h7‘_ A1, hostname 7 m— L a2y 7 4 FXal—y gy avy
REMHEHALTHA N & 7@?‘52%73\&;@ F7

o RSAS#OXTEZAKT HHEIC, A *yﬂZ*—“/‘[No domain specified] NERINDZ ENHY E
T TORXyE—UNRRRINTHEIL. ip domain-name 7 = — 3L 2T 4 F a2 b—T g v
A~ REEHLTIP ]\X/I’/Z.%: Tfﬂ‘éz%ﬁ)&;@ F7

o D—NNFEB LA OFTEEZRETIHAIC, 3 Y=V ETAAANRNT 4 —T1i2ENT
WD ZEEMERL T EEN,

A4 YFTSSH #2179 5=ty b7y T
SSH 2 %4742 L5 Ic A v F oty FT v 7+ 5. WOFIEEZET LT E a0,

1. BBy 7 =7 A4 A—V% Cisco.com N HAF U —RLES, ZOFIEIINATT, ZEH
WZOWTIE, 2OV Y —Z2DY Y —R ) —rEZHRLTIEEIN,

2. AAVvFDRARBIOIP FAAL VA EZRELET, ZOFIEEZETTIOH, A4 vF %
SSH #— ¢t LTRETL2HATTTT,

3. AA TN SSH # BEWICA R—T VT D720 RSAEOT AR LET, ZOFNAZET
TLHDIE, AL v F % SSH — & LTRET DHETEIT T,

]

4, t—HNV T I RRAEEFIE—bF T ARIC2—YRIEEZHELET, ZOFIEITHLETT,
ZEFZ DV TR, M4/%@uwwwmﬁk;oﬁ70 %] (P9-45) #ZBHL T 7Z& W,
RARLLEIP RAAL U ZEFH . RSA B#O_T 2T 51213, ¥+ EXEC =— R TRO FIEZ E

ITLET, :@?Jllﬁ%iﬁﬁ‘é@ ic\ AA v F % SSH Y —~"E L THRETDHE T,

= B
AT7Y71 configure terminal sua—s\ )y ar7 4 ¥ab—vary E— REBLET,
27972 hostname hostname AL v FDRA N EBELET,
A7v73 ip domain-name domain_name AL FDEAN RAAL L EBELET,
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SSH 0-HD 2 4A vFnEe B

avwyFk

B

A797 4 crypto key generate rsa

AA v F ETo—hrBLONY ®— FEFEHIZ SSH — 1% 4 2 —T )L
IZL. RSABORT HERLET,

HNEY 2T A YA XL, 1024 By MZT 22 EaHIEL F9,

RSA HDORT HERTHBEAIC., EVa2TFRAOEISOANEZRDONE
T, BV 2T ARNEL RBIFEERETTN, AR EFEHICEERN AN

i‘é_o

A7y75 end b EXEC E— FIZREY £,

A7v7 6 show ip ssh SSH #— D=V 3 VB L OREHEBRER R LET,
F2iZ
show ssh A4 v F LD SSH V—_"ORTF—H AR RFLET,

A797 1 copy running-config startup-config

FE) av74FXalb—3ay ZrANIBRERHRTELET,

RSA DT ZHIFRT 512X, erypto key zeroizersa 70—/ 3L 207 4 Fal—ar avw K
ZHEMALET, RSAEOST ZHIRT 2 &, SSH VP — NIZHBWNICT 1 B—7 IR0 £7°,

SSH H4—/\DEEE

SSH H— "%&fRET HITIE, K EXEC E— R TROFIEEZFITLE T,

avy kR

E[:5)

A7y7 1 configure terminal

Ja—r L a7 4 Xalb—ay ®— NEBLET,

AF7v7 2 ip ssh version [1 | 2]

({ERE) SSHvl F721X SSHV2 #FETT DL HIICAA v TFERELET,
e 1:SSHvl #FITTDHLICAAL v TFEHRELET,
e 2:SSHV2 (T3 A LA v T E2HRELET,

ZDavwry REANLEWES, FE3%—U—FREERELZWVWEA.
SSH #—1%, SSHZ 747> b THHR—FENTWEEKEHFAA—T a3 v
® SSH #i@IR L £d, 7-& 21, SSH 2 T4 7> +23 SSHvl BL W
SSHv2 #¥ R —hr LTWAHEA, SSH ¥— 3% SSHv2 Z3#IR L £,

A797 3 ip ssh {timeout seconds |
authentication-retries number}

SSH #ll#fi/N T A =2 & E L LT,

o HALT YU MEIBEMTHEELET (F7 40 MiEZ 120 ), 48
ETXZ5HFPAIZ0~ 120 TT, ZDRTA—XF, SSH xF
T—vary Z7x—RZEAINET, BRI E, ALy
FILCLIR—Z By avDF T+ NDEA LT 7 MEZFEHL
3
FIFNETIE, Xy FU—7 LOBEEHDO CLIN—X By g
(Byvar0~4)izxt LT, &K 5 DO Z{URIFE SSH e &
FAcxxd, Frv=AnEg#hd+sre, CLIN—RA vy arnH
ALXT YT MEIZF 744 8D 10 SITEY 97,

o UITAT U hEY—ARAFRIFTEIEKERELET, T 740
M3 T, FHETEIHBIZ0~5 T,

W DNT A= 2R ETHHATZOFIHE#E) RLET,
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avwvFk B

A7y7 4 line vty line_number (IE3) (UBmARRRE 2 RE L ET.
Lending_line_number] » Ay IVT¥al—vay T FEMALT, AR
transport input ssh ExEBELET, line number 1 X ending line_number \Z%f L

T, 1T EBEART Z4EELET, HETE 28I 0~ 15 T,

o AA wF TIE SSH Telnet HEfe 2 RIBET D L IR ELET, ThiZ
L0, V—%% SSH HEfICIREINFE T,

27975 end ¥ike EXEC £— FIZED £,

A797 6 show ip ssh SSH =D =V g VB L OREFREERTRLET,
Ees
show ssh AA v F LD SSH h—_OBFAT —F A ER R LET,

A797 1 copy running-config startup-config EE) av74Xal—Tay 77 A NMIRESRELET,

7 7 4V k@ SSH #il|ffl/3F A — X |ZEFIZ1L, no ip ssh {timeout | authentication-retries} 7' 7 —/\
N arvZ 4 Fal—varyavr ReEALET,

SSH DREH L UVARAT—F ADRTR

SSH = DR EBLPAT =X 2% RRTDHITIE, £ 9-6 DFfE EXEC =2+ F& 1 DEITHEK

FHLES,

= 9-6 SSH H—/I\DOREE L VR T—ERERFTHaATUFK

avy kR B

show ip ssh SSH Hh—"DONR—2a VBIOREEREZFZRLET,
show ssh SSH — DA T—X A% FKnrLET,

b~y ROFEMIZOWTIE, kD URL IZH D [Cisco 10S Security Command Reference,
Cisco I0S Release 12.2] @ [Other Security Features] O #FE(Z# 5 [Secure Shell Commands| % 2P
LTL7EE W,

http://www.cisco.com/en/US/products/sw/iosswrel/ps1835/products_ command_reference chapter0918
6a00800ca7cd.html

SSL HTTP O 1=D A A v FDEETE

Z ZTiE HTTP 1.1 P —_"EBLOY T4 7 > MIKHG L7z Secure Socket Layer (SSL) /3— = & 3.0
ERETDHHIEIZOWTHBHLET, SSLit, ¥ =7 HITP @E2EHT 572012, HTTP 7 947
VONRREIZT TR SRR, BE L, BLROR v -V oMbt LES, SSL 2 EMAT 2

Catalyst 3750 R4 v F YI b9z 7 av74Fal—S3v HA K
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Wi, BBy 7 b 27 A A=V NRAL v FIZA VA M=V INTWDIRENH D £7, ZOHHE
AL, Ciscocom NHREFALY 7 b =T 7 ANEH Y0 — RTDIFFHFA 25 0LERH D F
To BEHA A=V DOFEMIZONTIX, 2OV Y —2ADY Y —2 ) —FE2ZRLTIZEN,

I T, ROFEHIZOWTHALE T,

o (X a7 HTTP ¥ —"BLU7 747 FoWZE] (P9-51)

o [EXa7 HTTP y—_"EBLOY 747 FOEE] (P.9-53)

o (X227 HTTP ¥ —NRBLRI 747 hORAT—FZ ADFER] (P.9-57)

AT ARE Y ROME LU FIEOFEMIZ DWW T, %o URL I2& % Cisco

IOS Release 12.2(15)T @ THTTPS - HTTP Server and Client with SSL 3.0 Of§aE#iHZ &S L <
TEEWN,
http://www.cisco.com/en/US/products/sw/iosswrel/ps1839/products_feature guide09186a008015a4c6.
html

X217 HTTP Y—NELUVI 531472 FOBE

X 27 HTTP #0056, HTTP 4 — "R EZET 5T — XIS SN TA > ¥ —3 v MIXE(E
ShEd, SSLHFEIbZEfES HTTP IX, Web 77 U NG A A v F 2R ET D L 5 efiglc, E¥ =
TREGARILLES, YR aNEET L2 7 HITP — "B L O EF 27 HITP 72 54 7 b
T, 7V — 3y LA YOREEIRIZ SSL X—2 3 3.0 M LE3, HTTP over SSL 1.
HTTPS s AW EINET (X278 OEA. URL 28 http:/ OV IZ https:// THEED £3),

t¥ =27 HTITP — (AL v F) OEREENT, HBEDOKR—F (F 744 FD HTTPS &A— M
443) THTTPS ZR&ZFi b7 T, HTTP 1.1 Web — A ~ZDFERAZES Z & T, HTTP 1.1 ¥—
NEZEOERZLILL T, £F =27 HTTP —A~5% (FFONMT) LET, ¥ =27 HTTP #—
[T HTTP 1.1 ¥ —"ORbYIZ, EOERITIGZ ET,

X7 HTTP 7 A4 7 F (Web 77 ) OFAR%EENL, Cisco IOS 77V r— g LERITE
KELT, ZOT7 7YV r—3va UNER LU HTTPS User Agent —E 22 FET L, I8&E%E (0T 7Y
r—3a i) BT ZETY,

CADLSRIFRSAU K

Certificate Authority (CA; 8iER) (X, BERZRBAILTEIMT DRy bU—2 T34 R EE F
TLET, oD H—ERE, BMT 271 2T 2 _ETHREXR 2V T ¢ F—B L OGE
HEOEHARUELET, FFED CAV— T A FX PF T PEMERET,

BmnFEITENS L, HTTPS —NF, F T A MRA LV M ERDETED CA 1 H472 X.509v3 DFEH
EARITTHI LT, EXaT7REFE I FAT L MTIRIELES, 2547~ (GBHE. Web 75
U)X, ZOFFAEORGEICLE R AL RA L TWVET,

X =27 HTTP ##ii121Z. CAO R AMKRA VU FERETHZ L2 HELEL £9, HTTPS ¥—N
EEITLTVDET AL RAZCAD N T AMRA Y MBRREINTWARWE, Y= NIZHHEEFEFEL TH
272 RSA DEOS_T AR LEd, BHETHRIELE (HEE4) EAELEY 32U 7 1 Tk
WODOT, BT 57 7472 MIFOIEHENECHEFHAECTH L Z L 2@ L, 2 —V|ICEROZIR
(FesLE-ITHER) 23 WHAMERH D 4, ZOBRKIZINE Ry NUY—2 vAReY (5 N
L) ML B ET,

| OL-8550-09-J
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(E)

(E)

CADFIAPRA LV FERELTCWARWE, X7 HITP B2 AN LTIZHE, T0®xaT
HTTP H—/N (F72037 7472 ) 1T 25— FE 23K sN 7R B B4 EREN B 8IC Ak S
nEJ,

o ZAA VFITHRAPME FAAL VAPRESNTRWES, SN2 CELIEHAERIT KLY
DT, A v FEEEEHTIE, 20— HCBATERREIILDbNL., Hi-icH B4 GERE
(—H912) NEY Y THRET,

o ZAA VFITHRA ML FAAL VEAPRESNTWALEE., SN2 HCELIEFAREIIKEHL S
DOTT, TOFEHEIT, A/ v TFEHEEBLTH, X227 HTTP 3 —"ZE AL THLHEIDD
FETT, Z0D, HELF27 HITP #2684 L 2B TE E9,

CABEIURT A MRA > M, FAA AZLICRET 2BERDY T, MOF A 205 bR
2E—LTh, AL v FTHEHTT,

HOBAEHAENER SN-HE. O #I1% show running-config % EXEC =~ RCTHHTZ
FT., BLB4AGEWHEZRERT D2~ FOHS) (show running-config =~ > F) %l & LC—#mrR
LET,

Switch# show running-config
Building configuration...

<output truncated>

crypto pki trustpoint TP-self-signed-3080755072

enrollment selfsigned

subject-name cn=I0S-Self-Signed-Certificate-3080755072

revocation-check none

rsakeypair TP-self-signed-3080755072

|

1

crypto ca certificate chain TP-self-signed-3080755072

certificate self-signed 01
3082029F 30820208 A0030201 02020101 300D0609 2A864886 F70D0101 04050030
59312F30 2D060355 04031326 494F532D 53656C66 2D536967 6E65642D 43657274
69666963 6174652D 33303830 37353530 37323126 30240609 2A864886 F70D0109

<output truncated>

HOBAGAEZL, ¥ =27 HTTP — 2 M52 LT, no crypto pki trustpoint
TP-self-signed-30890755072 7 o — 3L a7 4 ¥ alb—vay avry REANTHI L THIRTE
F9., £0%, EX =27 HTTP V=" HEANIT L L. BOCBEAENENHZICERSNET,

TP self-signed D% AIZERINTWDHEIZ, T ADTV Y TIABEFIZL o TRRY T,

F 7 arda<w R (ip http secure-client-auth) {32 & HTTPS — 037 547 kh
5D XS509V3 FEHEAERLET, 7747 2 FORRIEE, VY—"AHFOREELY bEmEF 2 Y
T4 xR LET,

AL SR DFEEMIZ DWW T, [Cisco 10S Security Configuration Guide, Release 12.2] @ TConfiguring
Authority Interoperability] OFEEZZR L T Z &V, ZHuik, Cisco.com DFE—LX—
([Documentation] > [Cisco IOS Software] > [12.2 Mainline] > [Command References]) 757 7 & A
ARETY,

Catalyst 3750 R4 v F YI b9z 7 av74Fal—S3v HA K
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CipherSuite

SSLHTTP O:=-H02A vFoRE W

CipherSuite 1ZHf 5L T L TV X ABLOX A P2 A b 7Y XAEEE LT, SSL#ERRICERLE
9, HTTPS V— 2Bkt T 2oL, 72747 D Web 77 UH1X, ¥R — Fxt5o CipherSuite O U
A2 bR LES, ZORI IA T PP —NF WM THR— PSR TWLREEET LT Y XAT
BEZ2 b D%V A MPOLEBRLTCRI— FLET, 72& 21X, Netscape Communicator 4.76 (%,
KED X2V 7 4 (RSA ABRSRE 5 MD2, MD5, RC2-CBC. RC4, DES-CBC. LT
DES-EDE3-CBC) ##A— L ET,

il 7 iE ki, 128 By MFEALZYR— b T2 747 b 77 04 (Microsoft Internet
Explorer /\H“/ 2 > 5.5 LIF: ¥ 7213 Netscape Communicator /X—3 3 > 4.76 L7 &) NS TY,
SSL_RSA_ WITH_DES CBC_SHA CipherSuite i%, 128 vy MEFSL ARG L2V 2D, i
CipherSuite K19 btx =2 U T 4 BMELS 220 £,

CipherSuite 1%, £V X =2V T s BELS, BHIRNLRDI1EE, DT TTRNAHEKEM A LB/
DEF, KIZ, AA v FTHHR— I D CipherSuite 35 L VL — & OBESRT (HI) 1255
CipherSuite ®7 > 7 (EWIH) #EHELET,

1. SSL_RSA WITH DES CBC SHA : # vt — Y0l E{kiz DES-CBC. BLUA v — ¥4
Yz A MZ SHA % L7z RSA OfEsc#: (RSA /B #ERs 21k)

2. SSL RSA WITH RC4 128 MD5 : RC4 128 v v bk, BLIUOA v — A V= X T
MD5 Z1{# ] L7 RSA DOFEASH

3. SSL RSA WITH RC4 128 SHA : RC4 128 E' v F’iFE{b, BLUOA v —Y A4 P xR MC
SHA % f#i/l L 7= RSA DA #a

4. SSL RSA WITH 3DES EDE CBC SHA : A vt— YOl 5{kic 3DES & DES-EDE3-CBC,
BLOA Y- A VA M SHA #f#f L7= RSA O#2# (RSA ABH#ER51b)

(R EBIXOE ATV A R TV XL EZNETNRE L THHRASHOE ) RSA I, SSL #Fi2
WTHOARB LUFRGEOM FICEH S ET, Ziuudk, CADO NT R MFRA Y b Eéﬂﬂ\éz}:
EIMDThb ) FHA,

X217 HTTP Y—NEXUI 5472 FDOETE

T T, ROBREFHRICOWVTIHA L ET,

e [SSL OF 74V hikiE] (P.9-53)

o [SSL OFEREDFZE S (P.9-54)

o [CADKNTARNKA Y bOFEE] (P9-54)

o [EF%o7 HTTP h— 0% (P.9-55)

e [&Fa7 HTTP 7 747 v hOFEE] (P.9-56)

SSL DT 74U FERTE

FEHED HTTP Y — N3 A F—T NMICHRESINTWET,
SSL {314 X — T NVIZHEINTWET,
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CADRIIAPHRA Y MIRESNTVEE A,
HOBAREAERIERSLTOWEEA,

SSL OB TEFDIEFIE
SSLAZAA v F 7T AXZTHMT2EL, SSLEy T a BN IF32AF av A TRTLET, 752X
AU N—DAA » FIIEHEO HTTP TEMES A LENRH Y F9,

CADFIAIRA Y FERETHREINC, VATALA 70w I RRESNTNDLZ L EHERLTLES
W 7By ZRREINTW WS, REZBMICEVIEAZENETINET,

AA vF ZAH 7 TliE, SSLEy T a iAF vy v~ AZ—THRTLET,

CADFSR RSV FDEE

Y%7 HTTP ##:i121Z. CADOFTAMKRA L FZ2ERICRETHZE2HRLET, CAD TR
FARA M, BEBLHEHZLVEWVWEX 2V T A B3HY £7,

CADINIFAIRA L M

RET HITIX, FE EXEC E— FCTROFIEEZETLET,

awvFk B

A7v71 configure terminal Ja—r)L ar T 4o l—ay B AR L £,

A7v7 2  hostname hostname AL v FDORA M EIEELET CAHIRA M E2RELTORVES
WIRD M), A N EX2 YT ¢ L GEABICLETT,

27973 ip domain-name domain-name AL 9 FDIP RAA L EFRELET (CATIP RAA U4 EHRELT
WRWEAITRY MZE), IP RAAL U AiITEx=2Y T o EFEHEIY
T,

A797 4  crypto key generate rsa (J£%) RSA #BO~NT AR LET, RSABOSTIE. A A v FDOIEH
EEAFTIENCHLETY, RSAEOTIZHBMNICERSNLET, &
EThiuE, Zoavr REfHL T2 FAERTEET,

27975  crypto ca trustpoint name CADRTARKRAY MR —DVOBRELZIRELT, CA FT AR
A bhar7 s Xal—vary T—REBBLET,

7976 enrollment url url M EOEROKIF AL » F O URL &iFE LET,

A797 7 enrollment http-proxy host-name (EZ) HTTP 7 u Xy — "% HH LT CA »NSIEHEA AFTEL LD

port-number

AL v TFaRELET,

ATy7 8 crl query url BT OFEHENI Y E I N TR WL EFERT 572912, Certificate
Revocation List (CRL; GEFAERZNY A b)) ZERTDHLHIICAAL vTF
EERELET,

27979 primary (fEE) FTZARRAY RB CAERISHLTTIA~Y (T74 1)
FZAMRA v FELTHEHEIND L ITHRELET,

AF97 10 exit CARMNIFAMRA L a7 4¥al—gry BF—REKRTL, Ju—
SN ar 74 F¥al—gr B— RIREY £,

A7y7 11 crypto ca authentication name CA OABREEZRG LT CA ZFIELET, AT v 7 5 THEHLI4RI
ERICbDOEFEHLET,

279712 crypto ca enroll name BEDCADNTAIRA L M OREAEZRELET, Z0Oa~v R
. & RSABOXRTIZK LTI DOBL A OFAFHELTER LET,

ATy7 13 end ke EXEC £— RICED £,

[l Catalyst3750 R4 v F Y7 b7 A T4 F¥al—av 4 F
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av vk B
A797 14 show crypto ca trustpoints WEXHERLET,
A7v7 15 copy running-config startup-config |({£%) 2L 74X al—Lay 77 A MCEREEREFELE T,

no crypto ca trustpoint name 70—/ 3L 27 4 Fab— g avwr RE#A LT, CA ICBET
59 _TO ID HFRB L OGEHELRHIBRTE £,

¥ a7 HTTP —/\DRE

FENCREREORIE A AT 256, RIOFIEEFEH L TAAS v F DO CA FTAMKRA Y FEFRELT
no, HTTP =" HNCTHLERHY £, CAOFTA MRS FPEREL TOHRWVES, &
F 27 HTITP —NEmYNCAHEMI LIREE T, BEBAGEHERERINET, —"Z2RELE

%, BRI OEF=27 HTTP — "W HICEMT 0473 (ORA, EHT22T7 782 U AL,

RREERIR, 73 FA LT RV v —) ERETEET,

EF 27 HTTP % — " Z@ET 51213, FitE EXEC £ — R CROFIAEZFATLET,

av vk B#
27971 show ip http server status ({T#E) HTTP =D AT —HF 2% F R LT, ¥ 27 HTTP h— 10
BEEN Y 7 b =27 THR— RSN TWHENEI EHELET, 1
T, ROTALDELLNEHER LT LI,

HTTP secure server capability: Present

E /b
HTTP secure server capability: Not present
A79y7 2 configure terminal Sa—r L 2y T 4 ¥ al— gy B REBBLET,
A7v7 3 ip http secure-server HTTPS 4 — BT 4 =T VDA, A x—7 /W LET, HTTPS
P—=NE, T 74N B TAF—TNVICERESNTVET,
A27y7 4 ip http secure-port port-number ({E#) HTTPS V— NI AT 2R — " ESZEELET, T 740 b
DOAR— FFEFIL 443 TT, 443 £721F 1025 ~ 65535 O#FPHTHIHETX
i‘j_o
A7y7 5 ip http secure-ciphersuite ({£#&) HTTPS ki O 5-{kicf#i 4 % CipherSuite (57 A=) X
{[3des-ede-cbc-sha] [rc4-128-mdS] | 2) #fRE L3, 45E D CipherSuite % f5& 3 D HEH A2 1T i,
[rc4-128-sha] [des-cbe-sha]} Y=L 7 T4 T WM, @SR YR— 35 CipherSuite TH =23
T—bFTAHEIICHRELET, ZhRT 74 FTT,
A7v7 6 ip http secure-client-auth ({£E) HTTP — "% E L T, ERAUHEOM, BiE0=Hlc, 774

Ty B0 X509v3 GEAZEAERLET, T 74N NTIEH, 2 TA4T

YRR = AN OFEAEEZBERTHHEIC RS> TOETN, F—0F

74T I‘%‘fuuuﬁbfoﬁb\i QL f&’)f‘/\iﬂ‘o

A7y7 7 ip http secure-trustpoint name X.509v3 X2 VT A EHEORERS LY 74 7 > b OFERAEREFO

ok 1%%?5 CADFTRA FT%/]\%?‘E%L&"Y

GX) Zoa~xrFofERIZ, AIOFIEIZES>TCADFT A RRA
M TIRELTWD EWIFIHEZHEE X THHALTWET,

27978 ip http path path-name ({EE) HTML 7 7 A L D_— R L 72 % HTTP N2 ZEELE T, /$%

X, v—h)v VAT AZHD HITP — 77 A VOFFTERE L ET

GBHE. AT LDT7T7vva ATV EEELED),

ATv7 9 ip http access-class access-list-number | (f£3) HTTP Y — ~D7 7 ¥ ADOHFFIMEHTET 782 VR M

BELET,

Catalyst 3750 RA v F Y2 h9x7 av24Fal—>ay HAF
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avy kR

B

A7y7 10 ip http max-connections value ({ER) HTTP Y — A"~ R KGR 2R E L E T, BETE D5

X1 ~16 T, 774V MEL5TT,

A7v7 11 ip http timeout-policy idle seconds (ET) BEEOWRTICBIT S, HTTP Y — S~ i R 245 L
life seconds requests value *9,

o idle: T— X DZENIRN, IGET — A PEETELRVWEAEDOK
K, HBETX A5MIZ 1 ~ 600 T3, F7+/L M 180 #
(34y) TY,

o life : Bt 2L L TV D KIFR], FRE T 2%PHIE 1 ~ 86400 7
T (24 K., 77 40 MEE 180 BT,

o requests : KA e CUEL S N B ER O AL, RKMEIX
86400 T4, T 7 A4 /L MHEIX 1 TY,

AF97 12 end

¥ike EXEC £— FIZRD £9°,

AT7v7 13 show ip http server secure status %27 HTTP —_"OATFT — X A% FE R LT, BEEFHALET,

A7y7 14 copy running-config startup-config | ({Li) =7 (¥ al—iar 77 A MCHERRELET,

BHED HTTP $— % T 4 B—7MIZT 5HIZ1E, noip http server 72— )L a7 4 Fa b — g
vavwy REFERLES, BEX27 HTTP —1% 7 1 E—7 /LT 51X, no ip http
secure-server 7 27— NL a7 4 Xalb—vay avy REFEHALET, 7740 FOBREICRETIC
I%. no ip http secure-port ¥ J.U" no ip http secure-ciphersuite 7’ 2w — 3L 27 ¢ Fa L— g
avy FEEHLES, 7747 2 MREOEMZHIERT 21213, no ip http secure-client-auth 2
o—N)L a7 4 FXal—raryavwr ReEEHALET,

Web 77 U P& LT 27 HTTP #ft & MaB %213, https://URL & AJj L& (URL I IP
TRUVAL FF =R AL o FORA M), T 74N b A= FUSAOR— hEZEELTWDHE,
URL O%AIZHA— FEGSHIRET 2L4E N H Y T4, RICHZRLET,

https://209.165.129:1026

/s

https://host.domain.com:1026

X217 HTTP V547 > FDERE

WD HTTP 7 94 7> bR E k¥ =7 HITP 7 94 7> MIFICA 2 —T7 1 TT, iEHEOR
(2Tt %=27 HTTP 7 94 7 b OFEHERLE T, KOFIMETIE, BIOFIETCA O M7 A bR
AV PEAAL v FICRELTWVEZ EEFHRICLTCWVWET, CADORTARNKRAL LV FRBRESINTES
9, UE—b+D HTTPS =07 T4 72 FORBFEEER L7ZHE, EX =27 HITP 7 54 7 > b~
OEEFIT R L E T,

X227 HTTP 7 74 7> bERET HICIX, F#E EXEC E— RTCROFIEEZFITLET,

avy kR

E[:5)

A7y7 1 configure terminal Jua—sYb ar 7 4 X¥alb—vary ET—RElELET,

A7v7 2 ip http client secure-trustpoint name |({£i%) U E— ® HTTP V— "R T4 7 o FRIEE ER L7541

AT D, CADNTIARRA L MERELET, Z0a~wr FoMiH
X, BiOFIEZEALCCAD NI A MRS FE2TTICHERELTND
EWVWORMREREX THHLCWET, 77472 FiBRER KB 2\
B, FRETIAIDRTARKRA Y M TTICHRTESNTWBEA
. Zoa<wr FIHMEE T,

[l Catalyst3750 R4 v F Y7 b7 A T4 F¥al—av 4 F
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SCP O-HDR4A vFnEe N

avwvFk B

Z27973 ip http client secure-ciphersuite (fE7) HTTPS ##Hi 0l 5k 3 % CipherSuite (K557 /1= U X
{[3des-ede-cbc-sha] [rc4-128-md5] L) ZHREL T, FED CipherSuite % HiiE 3 2 B 2372 1 7UiE,
[rc4-128-sha] [des-cbe-sha]} Y=L 7 T4 T MM, W RYR— ~3 5 CipherSuite T =3

T FFLLERELES., ZhBT 74V TT,

27974 end e EXEC £ — FIZRD £,

A7y7 5 show ip http client secure status X 27 HTTP H— DA F—FZ 2% F R LT, BELXHERLET,

A797 6 copy running-config startup-config EE) av74F¥alb—vary 77 A MCREEZHREFELET,

IJI3AT MDD NTARNRA Y NOFRELHIRT 121X, no ip http client secure-trustpoint name =
~ U REFHLET, 77472 MTTTICEHE I LTV S CipherSuite fHER A HIFRT 2 121X, no ip
http client secure-ciphersuite =~ > RZfEH L £,

X127 HTTP Y —NELVIFA 7Y FDRT—E ADRTR

SSLEF a7 —"BLRI IFA T MDAT =2 ZA%ERFZT HITIE, £ 9-T I S L7z Frtk
EXEC =~ F&EM L £,

® 9-7 SSLEFa7 Y—NBLUI A7V FDRT—E R ERRTHATUF
avwUFk ]3]
show ip http client ¥ a7 HITP 7 7A4 7> "OBEER RS LET,

secure status

show ip http server %27 HTTP +— DR EZXF < LET,
secure status

show running-config | =7 HTTP 8tk L CAKR SNZBCBAFRELZ R R LET,

SCP Df=6DARA v FDEHFE

(E)

Secure Copy Protocol (SCP) HHEIX, AA v FORERA A—Y 77 A NADAE—ITEF =2 7 2270GE
FREREEL EF, SCP 21X SSH B 4ETT (Berkeley @ r-tools IZfo2EF 2 V7T s DEWT
Vory—varBlor e haicy),

SSH #8i{ES¥2121E. AA v FIZ RSA @/\Fﬁ%@t%ﬁ@@m?ﬁ%%fh Z AL SSH 28 87
SCP % [RIEE T, ’zﬂmmﬂa EEEBIEDICE., INLOEORT NHBLETT,

F7=. SSH 121X AAA FBEENRMED =, WYNIERET D121, SCP I AAA FBFEAMLEIZ/R Y F9,
e SCP %A Xx—T/ZT DRI, AA v»F® SSH., ik, BLOFFA 2R EL TLEEW,
e SCPIISSH #EH L CTEXa 7 Rfiik 2 FEITT 5720, —FIZIL RSA #EORT BYUETT,

SCP M+ 235G, at— a~v FIIRAU—FR2 ANTEEEAL, Trr 7 ERRREINZEE
2. AT LORERH Y F7,
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FIE RAyF R—RABUORTE |

W SCP Or:=HDORXS vy FOBRE

Secure Copy B9 5153

Secure Copy HEREAZ R E T D1TIT, ROMEZIEMT 20BN H D 7,

SCP 1Z—1# D Berkeley @ r-tools IZHESWTHEFFIN TS 720D, ZDOEENEIL. SCP 23 SSH &
FaUT 4 1ZHE LTV D AEBRITIE, Remote Copy Protocol (RCP) & ¥l L CuwWE 4, £/, SCP
DHETEITIET AAA OFAT S KB 720, M—F [ E2—FRELWHER LSV ERA LT D0 R T 5
VERH Y FET,

WY 7R &2 T D 2 —F1E, SCP Zf#H L T Cisco 10S File System (IFS) ®7 7 A V& A A v F
W2 (E73AA v F2b) BRIZaZE—TEEY, a—Zidcopy 2~ FEMBHLET, £/, 7F
AENTWLEHE L ZOE(EE2 T~ AT =2 a VInBETTEET,

SCP DR ER L OMGEHEDFEMIZ OV TIL, D URL IZH D [Cisco 10S Security Configuration

Guide: Securing User Services, Release 12.4] @ TSecure Copy Protocol] &L T Z& W,
http://www.cisco.com/en/US/docs/ios/sec_user_services/configuration/guide/sec_secure copy_ ps6350

_TSD Products_Configuration Guide Chapter.html
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