ACLIZEBARYFT—Y X)) T14DEE

Z D TIL, Access Control List (ACL; 727 A 2 bu—»b U &2 k) & LT, Catalyst 3750
AA v F ETRXY NI =2 EX 2T 4 ZRETHHECONTHALET, ACLOEWKTT 7 &4
JAREWS SEEAEALTOET, FTURLARWVIRY . X7 > Fe W) HEEAZ Y FT Ry X
AV FBROAS vTF ZAZ v 7 2 EWRLET,

ZOETIE, IP ACL IZBF 25tiki%, IP Version4 (IPv4) ACL @ %D TY, IPv6 ACL DFEMIZD
WTIE, & 41 % TIPv6 ACL ORE] 2L T Za0,

ZoETHEMEIND 2~ FOWEB LU ATEOFMICOWTE, 2oV —ADavwr K

7 7 L A, [Cisco I0S IP Configuration Guide, Release 12.2]] ® TIP Addressing and Services| D%
124 % TConfiguring IP Services), 35X O [Cisco I0S IP Command Reference, Volume 1 of
3:Addressing and Services, Release 12.2 ] #ZH L T 72 &, Cisco I0S O~ == 7 /LT,
Cisco.com @ [Documentation] > [Cisco I0S Software] > [12.2 Mainline] > [Configuration Guides] *
721%. [Command References] 7267 7 A TE £,

F 7. AA v Fid Cisco TrustSec @ Security Group Tag (SCT; ¥¥=UT 1 7 Vv—7 & 77)
Exchange Protocol (SXP) Z¥HR—hLTWET, ZOMETIL, IP 7 RLATIERL, T34 2D
TN—TFIZHk3 B ACL R U > —% EFKT 5 Security Group Access Control List (SGACL; &%=V
T4 IN—=T T A artr— JRAN BHFR—FEhEF, SXP 2 hae— 7u bk aiix,
N=RT 2T DT v 77— FRE{fEDLRWSCTICED Ny hoZ ¥ 7 RIZL, Cisco
TrustSec RAA L =y VDT 7 A LAY T/31 &L Cisco TrustSec RAA VHNDOT 4 A MY Ea—
Yay LAY TAAL AOMTETEINET, Catalyst 3750 A1 » Fix, Cisco TrustSec * > b7 —7
ETCT IR LAY AL v F L LTEMEL T,

Cisco TrustSec DFEMIZDOWTIX, D URL IZ& 5 [Cisco TrustSec Switch Configuration Guidel %
ZRLTZEN,
http://www.cisco.com/en/US/docs/switches/lan/trustsec/configuration/guide/trustsec.html

SXP (2RI 5 ClE, Catalyst 3750 A4 v FTHR— F SNHEEIC OV TERL TVET,
o TACL O#iZE) (P.34-2)

e [IPv4 ACL Of%E]) (P.34-7)

o [4&Hift& MAC $53E ACL OfERk] (P.34-28)

o [VLAN ~ v 7Oi%iE | (P.34-30)

e [W—% ACL % VLAN ~ v 7 L fila B ® THERT 2 51k (P.34-37)

o [1Pv4 ACL OFREDF R (P.34-42)
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W AcL oEE

ACL DO#E

Ry N TANZ ) TILE»T, Xy hT—2 v I 7497 %BEL, EHICHFED—YEIT
TNRAANMEREEE XY NI =27 ZHIRTEFET, ACLIIN—FEEFAAS vTFE@RTDHNT
T4 T T 4NE) T L, BEDA o H— 714xitivunlmWﬂAN)fﬂ#/k%ﬁ
", EFERLET, ACLIE, 27y MZEH SN 7RISR L OES K249 TIEEIC
2bDTY, Xy "R U H—T oA R %h#ék\24/%inﬁ/%@74—w%kL%éh
5 ACL ZHRL, 72782 U MIEEISNTWAEEMEIZESN T, BEICHERIFFN AT v M
HEZHNTWENEIDEFERET, A4 v TFEFry b7 78R UARMNOERFIIHLTT 2T
DT ARLET, A —HLEFHICE ST, AL v TF BTy MEFRAITH0ERIZEST 200
REVEFT, A v TFIIROZ—H LR TT A NEHRIETEOT, VA MSGHEEEETDIERN
HETT, WITFNORELEL B Lo E, A v Ty hEERELET, HIRAZ2NWE
By AA v TFIENNTy MEEXEL, GIRZH 55Ty hE ey 7 LET, A4 vFiL, VLAN
NTT Vo TE3NDNry begdh T, BEEINDTXTO/Nr Yy M2 ACL Z#EH L ET,
Xy N =AW EX a2 VT 4 ZBATIEEIE, V—FFEREFVAVYI AL v FIIT 7R
VA RNEBRELET, ACLEZRELRWVE, A v T EEHT Dy MITRT, Xy hU—7 D
TRCOENIBESNDAREERHY £9, ACLEZHERATIE, Xy NI O LT /&
Zﬂ%ﬁﬁxb%ﬂﬁbtb\w~54V&~7:4xf&%itmfmy&éhék?74y7@
FEAZRETEET, e 2E, A =N T 74 v 7 OEWEITFFAIL, Telnet 87 7 1 » 7 13FF
FALBRNE WS Z ERFRETY, ACLAERB NI 74 v/ BRENT T4 w0 EliTEzOWmME%
Tyl TALICRETHAIELTEET,

ACL (Z1% Access Control Entry (ACE; 77t A v bu—b = b)) ZEFICHRELZY A M
BENET, ACE Z &2, permit £71% deny, BL P ACE & —HT 57D v b3l S 720F
N b VW—EHOLMEERTE L E T, permit F121% deny OFEWRIZ, ACL MEHIND 2T F A b
Wk TERD £,

2L v FiE, RO IPACL BE A —H >y b (MAC (A7 47 727 AHl#)) ACL Z¥R— kL
£7

e IP ACL i%, TCP. User Datagram Protocol (UDP). Internet Group Management Protocol
(IGMP) ., Internet Control Message Protocol ICMP) 72D IPv4 N T 7 4 v 7 2T 4V E Y T
LET,

o A—¥Xy FACLIL, EIP FT7 74 v 0T 4N 2 T LET,

ZDAA »FTIE, Quality of Service (QoS) #%H ACL ¥R — F I TWET, FEHIZ OV T,
[QoS ACL 1= 35< 4948) (P.35-8) #BMLTL F &,

ZIZTHE. ROMEIZOWTHBILET,

o [¥AR—brxh5d ACLJ (P.34-2)

o IBBINT 74y 7 BROHNENNT 7 4 v 7 DR (P.34-6)
e TACLBIUAA vF 2% v 7| (P.34-7)

HR—bk2hd ACL

e A"—MACLIF, VA Y24 F—T A RZAD NI T4 v I %T 7ARELET, AL vF

T, BEHFEOKR—F ACL IFYR—bLEEA, 12D AT 240 F—T = ATHATE

DI IPT7EAVARNLIDEMACTZEAY AN ST T, SEMICONTIE, [F—h
ACLJ (P34-4) #ZR LT E&EW,

e JL—H% ACLiZ. VLANRBITIL—T 4 v 7SN T 74 v 0 DT 7B RAEZFHIML, L4V 3 A
H—T A ATREDHH (EFREELIFHE) CEHAIET, M >VTE, —#% ACL)
(P.34-5) =&ML T IEE,
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AcLogz W

VLAN ACL £721Z VLAN v v 7lZ, 9 _XCO7r v b (U P R X7y hBIOLV—T v R
Ny N) 77 BAFMBLEYT, VLAN v v 72T 5 &, R L VLAN NOT /31 A Tlis
EINDNT T4 T BT ANEY T TEET, VLAN <Y 7E, IPVA DL A ¥ 37 RL R
HEONWTT 7R ary b — AT L0 CRESNTWET, A —¥ Xy M ACE 235 &
MAC 7 FLRIZED, #R—rEnTWAWVWTa halRln7 7 avrbo—LENET,
VLAN = v 7% VLAN ([Zi#HT5 &, VLANICAZTRTOXXTry b Qb—FT v K X7y bE
7237y R oy b)) BRVLAN v v 7 EBAESNET, Xy NI, A4 vTF A—r& L
T, FF V=TT ENTET Y bOGAE, V=T v RAR—F &/ LT, VLANIZAS Z
ERTEET, GOV TIE, TVLAN = v 7] (P34-5) #ZMBL T EEW,

FUCAAvF ETASIR—K ACL, +—% ACL, VLAN =~ v 7% TE £4, =77 L, &—
ACL i3/ —#% ACL £721Z VLAN ~ v 7L 0 RSN £,

AFAR—F ACL & VLAN ~ v 705 & bl S TWa A, A— b ACL 2l &z
R—=HMIRTry "REFEETDE, 2Oy MIKR—FACLICk T4 &2 ) 7 ENET,
FOMD Ny M, VLAN NI X o Co7 4 v 2 ) v 7 EhET,

Switch Virtual Interface (SVI; 2 A v FIRAEA » F—T = A ) ICASIL—% ACL BL AN
A=K ACL R EINTWAHAEIL, A— M ACL @A N TWAR— My FRERET
e, ZORT Yy MIR—=FACLICE>TCT 4V F Y 7 ENET, TOMOR— MIERFELE
N—T v RIP /37y NI, V= ACLIZX T4 NBZ Y 7 InET, £OMDT » ME
TUNE) T ERNFET A,

SVI iz /13v—4 ACL BLUPATIAR— b ACL BEE SN TWHEAIZ, A— F ACL 2#H s
TWAR— MRy bREFRETDHE, 20y MIFR—MACLIZE>T7 4 V&) 7 &N
F4, BRESNBZV—T v RIP X7y ME, V—Z ACLIZE»TT7 V&V r7EanEd, 0
Mo s M7 4V E ) T SHER A,

SVIIZ VLAN v v 7, AJjv—% ACL, BIOANKR— K ACL BEREINTWBHEAIZ, m—
FACL A SN TNWEIAR— MR Ty bBRFERFETLE, 207y MEIAR—F ACLIZLE ST
DHTANE) o TINET, TOMDAR— MIEFE LIZV—FT > RIP 23 v ME, VLAN v >
TEBIUONL—% ACL Ol FIZLk-To7 42 7 E3NET, TOMDr v ME, VLAN = v
TN EATOHBT 4 NE) T ENET,

SVIIZ VLAN v v 7, Hhin—% ACL, BLPASR—F ACL BB EINTWLHAIL, R—
FACL A SN TWAER— MNMIAAT Yy MREETHE, 2Oy MIFA—FACLIZL 5T
DBRT4NE Y TENET, BEENDEZL—T v RIP X7 v I, VLAN v v 7B L OL—#
ACLDOMFIZE T4 N EZ Y TENET, TOMD/NTr > ME, VLAN v v FIZ X > TDOH
TANZY) U TENET,

A H—7 x4 ATIEEE802.1Q h> RV 7 HHRELTVDEHA, b FL R—FTEEFELE
IEEE 802.1Q 7 7ML IP 284 v bE, MACACLICE»T7 4 A&V 7 ENETHR, IPACL T
7B rEREdA, ZhiE, IEEE 802.1Q ~v X —HNDO7Fu haLix AL v FRR#H LR
W BT, ZOHIBREFEEIL, L—% ACL, "—F ACL. VLAN ~ v 7IZ@E/f &n x4, IEEE
802.1Q F> R U v ZDFEMIZOWTIEL, % 17 % [MEEE 802.1Q h> R U v 7B LURLA Y2 Fu b
I hURV T ORE] ESRLTIIEIN,
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W AcL oEE

R— Kk ACL

AN—HKACLIZ, AA v TFDLAY2 A X —T oA AZHHEIND ACL TF, ="— b ACL 1. ¥#
A H =T 2 A ALETOHRYKR—FEZN57-®, EtherChannle f > % —7 = A ATEYHR— S F
A, £l-, A—F ACL ZEBFHFAOA > F—T 24 A LIZORBHTEET, kOT7 7R UA b
DY R—FEIhTnET,

o EEFEILT RLAEMHTHEEIP 77X U AR

o EEILTRFLA, SBET FLA, BT FYaroSa hal A4 FIEREFERTAIEEIP 7
gAY AR

e FEILMACT FL A, 5HEMACT FLA, BELOATvarorya har XA FEREFHT
5 MACHEIET 7 & A U A b

AL T, FEDA v —T7 oA A LIZERESNTWDERFFHFMOT X TOBHEIZBEE L7 ACL %
TARML, XTy P ACLAO=Y Y E—ETDE0EINITL-T, Ny hOEREETFFATE 21X
ELRLET, ZOFEDEAS., ACLIZ, Xy NI —2 F1-3—8D%y T —27 ~DT 7 & X %I

LET, 34-112, B—FACL 2 LT, §_XCOU—F A5 —3 3 »NE—® VLAN |25 515
EOXRy NI—7 T RRAERBETLHEZRLET, LAY 2 OEFEFEIICHEH SN ACL 1E, FXA
FNANBANETORY NV—ZIZT7 7 8ATDHZEETFRALETN, FANBMBRRE—OFy hU—7|Z
TI7RATHZEFESRLET, F—FACLIE, BEEFAOLAY2 A X —T = AZOHEH X
nEJ,

&

341 ACL 2FRL=ry FT7—9 F574 v I DOHEIH

§|'¢< i ——— xj_[ﬁl’
———— ‘ ‘ =

| r—>7m"1 HRA KA
-' X

:
|
L

I

r—— y—
wX B
AE A
Fy bT—=2 v bT—=2

X = KAFBALDOIT T4 vIEEEL,
RAMAMLDRTT 4y 9 EFHFAT S ACL
>= N7yt

101365

R—=FMACLZ T 7 R—RMNIT@ERATHE, TDORTF 7 R—NMIHDHTXTD VLAN T ACL I
KDNT7T7 497074 NE Y TNREITINET, B VLANOH LA — MMZAR—  ACL #iEH
4+5&, 5—% VLAN & &7 VLAN O 5 TED ACLIZEA NG 74 v I D7 4 N2 v T RNELT
énij‘o

A—HFACLZEHTHE IPT7 7R VR NEFEHLTIP v 77427 %7 4 0% U7 L, MAC
TRVABERALCHIP b7 74 v 72T 4 NVF )7 TEET, RCLAY2 A F—T =4 A
IP77EAXAVANEMACT 7R VA MNOWFAFZEHTHE . ZDLAY2 A X —T A ATIP
o747 TP N T T4 0T A NE) T TEET,
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JL—4 ACL

VLAN v 7

AcLogz W

12DV AY 240X =Tz AZHMATEDLDF, IPT27EAVARN1L DEMACTZ7E®AU AL
127 TT, T TICIPTZ7HBAVAREMACT 7 A UARR I DTFTOREINTNS LAY 2
AV HF =Tz AT, FILWIP T 7R VANERIIMACT 7R VA ME#ATA L ANCRE
L7= ACL ’# LW ACL ICEE#: b ET,

VLAN ~DL A ¥ 3 A F—T A ATH5DHSVIL, LA VYIS L FX—T oA X, BIRLAT3
EtherChannel f > % —7 = A A2, V—% ACL Z#HCT&EFEd, »—% ACLIZA F—T A AD
ReEDHM GEREIIEE) L TEAShE T, 1 20 F—T A ZADHFMIT LT, V—F
ACL % 1 DA CcE £7,

1 5D ACL ZH D8 EA » F—7 = A ADOHEHOKBEIHEAN TS £, £72, 1 SOEKREICHEED
ACL #1452 &b TEET, 1 20— ACL 2B OEETHEMNT 5456, £DLr—% ACL
IEEE, BEEShET,

PER—FINTWBEIPVE T 74w 7 DT 78R YR
o EHEIP T/ ERURRNTHEH, BEXLT RLAZEHALTRELET,

o JLRIP 77 ®A URADMI, FELT LA, 5%T FLA, BLUOA T Y aro7m b afEi
ZER LT BB EZITHET,

R—F ACL OBA LR, A vTFIIA v F—T 24 ATRESN TV HEEEICEBEMN T BN TN D
ACL BRBRASNET, 2720, #HATE2013%EFR— D ACL 215 ¢F, ZhicxtL, v—#
ACL IZHFEMTHFR—FINTWET, XTy MRAS v TFOAL 0 F—T oA RZERFTDHE, £
AVE =T oA RATHEEINTVWATXTOEGEHREICKHET S ACL RBEINET, X7y bR
N—T AT EINTHLERT AN Ry FICIHBEINDETORIZ, HA Vv H—T7 o4 AZREIN
T-RIERERRICKIE T2 _ T ACL BRBRE SN ET,

ACLIZACLHDO= > MY LTy hO—ERERITS T T, N7y NEREZTFAIT 20, HRT 200 %
WOES, ACLZMHMT 2L, Xy U= 2KELITRY N =7 OIS 27 7 & A Z il

T&EET, 34-1 TIE, —F~DATNTHEHA SN TS ACLIZEY, AA N AIFAFEHLDOX Y B
V=0 ~DT 7 EARFAISINETH, AAFBIFELSSNET,

VLAN ACL £721Z VLAN = v 72 LT, I NTORT 7 4 v 7 OT 7 B AZHI|HITE £7,
VLAN DB TIL—T 4 7 END, £FHIEAX Yy 7D VLANHWNTT Y v P 7853 _Toss
v MZ, VLAN v v 7 &2#H L E9,

VLAN ~ v 73X =2 0740 Xy b 740020 7L TLEEW, VLAN ~ v 7 THIA (G5
BERIIRE) TEHZBSHEEA,

VLAN v~ v 7%HHELTC, IPV4 F T 74 v 7 DL A ¥ 3T RLAZBAETEET,

FTRTOIHIP 7r haiiE, MAC VLAN v v 7% LT, MAC 7 R L 235 L O Ethertype 12 & -
Tr77EAaryvite—nrasnEd (IP v77 4 v 272k, MACVLAN v~ v I BT7 78X a2k
02—/ TEEFEA), VLAN v v SR v FE@BRT 53y M2FICEATEEST, N7 EEk
X2 DAL » FITERREINTZHNDO AL v F EOFRA MO MTF 7 4w 712k, VLAN ~» 7 ZEA T

LT ENTEERA,
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W AcL oEE

VLAN ~ v 7% fiT 5 &, ~ v FITHREESNET 7V a ZESW TRy v FORENHT £ 721
ERENET, K 34210, VLAN v 72EA LT BEDNT 7 4 v 7 XA 7% VLAN 10 D& A
FMAMNGEETERNILIICRETDIHEZRLET, & VLAN IZiE, VLAN <> 7% | D72 #EH T

ET,

B 34-2 VLAN ?v FI2&d b5 T 1 v OFIH
ElAE?ijL
= s =
RAMA RX B
(VLAN 10) (VLAN 10)

X =RAMADLOHED S T4 90814 T%
EBETAHVLANT Y T
> =/\7ry

92919

PEEST749vIBXVEREI NS T4 v DN

IP X7y MMiE, Xy hU—Z7 ZBBPICHEIENZZENnHY £9, HEISNZHE. TCP £721%
UDP R— F&E. ICMP #4147, 22— RARED LAY 4 [ERPEMENTNDDIE, 737~ F DR
HONEENDEZ T T T A MEF T, thoWnTho7 I 7 A0 Mob, ZOBRIIBMHESLEEA,

—HD ACE XL A Y 4 FEHREPF 02, T XTORTFy b 757372 MIEHATEET, 7272

L. BEDOHIETIZ, LAY A4TERET AT 2D ACE X5 EENZIP N7y bDIZFEAEDT T T R

VMNCEATEEHA, 77T A MIVA Y AFERPEENT, ACE BR—FO LA ¥ 4 FHRER

AL, BHRAIPKRO E S ICEFEEINE T,

o TITALVIHNDLAY IR (TCP, UDP 2 X7 u haj) XA Tu2&T) i~ 5% 7 ACE
. BEN TRV LAY 4 THFRIZERZRLS, 7772 M—BTHERRENnNET,

o LAY ABWMERNLEL ACEIZ, 797 AL MILA TV 4 BERBBEMENTWARWVEREY, 75
TAVRNE—ETHZETH EHA,

WDa~ RCRESINEZTIZEAVRARNINNIDDOT I A Ny MIEHA S E LET,

Switch (config)# access-list 102 permit tcp any host 10.1.1.1 eq smtp
Switch (config)# access-list 102 deny tcp any host 10.1.1.2 eq telnet
Switch (config)# access-list 102 permit tcp any host 10.1.1.2

Switch (config)# access-list 102 deny tcp any any

GE) Zoflo1BDBIN2FEDHD ACE T, FiET RLADHEAIZ eg ¥ — 7 — FRBESNTWET,
UL, TCP %A — FDH 5, £ Simple Mail Transfer Protocol (SMTP) 35 & OF Telnet (2%t
J&5 3% well-known F S OFEE T A M35 L) ERTT,

o Ny AR AZL 10222 DR— K 65000 725 SMTP R— F EdARZ k 10.1.1.1 ~%EEH
5 TCP X7y hTF, ZOXRTy hRGEENDHGE, RPIOT7 T 7 A2 MME, §XTCHOLA Y
4 FERRBMENTNAED T, 5207347 v FOBRE LERE. B0 ACE (FFa) & —%LFET,
wHID ACE X7 7 7 A MEARFIZ LA ¥ 3R T EFTARD720, SMTP A— MEROAFH#IC
MO LTEYVDTZ T 7 A FHEIIO ACE & —HLET, ZopotE#RIZ. /347 v k23 TCP T
5a4e78 10.1.1.1 &9 Z & T,
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IPva ACL oz N

o Ny BT, AA N 10.2.2.2 ®AE— bk 65001 75 Telnet R— b LD AR b 10.1.1.2 ~H#HEEHh
5TCP X7y T, ZOXTy bBAREISNDHE, T XTOLA Y 3FERE LA T 4 FRN
FETAHED, YD TT7A L MI2EDD ACE (JER) & —HLET, 7y bOEOVDOT
T A M VAT AEERRNDOT, 2FDHDD ACE & —HLEVHA, BOVOTT 7 AL ME
3%FDD ACE (FFr)) Ic—8HLET,

BHIOT7Z 7 A FBNESREESNEZOT, AA B 10.1.1.2 13588037 v N2 HUHEANLTSH I &N
TEP, Ny FBIREELR, BEEInET, 2EL, FRUSNEBOTTTA L Moy b
EHOMAN T EXIC, Xy MUY= HBIEE A A N 10.1.1.2 DU Y —2R™HE SN ET,

o NESy R CiE, BFAR 10222 OF— |k 65001 53R A K 10.1.1.3 OF— |k fip ITEFE SN
F9, ZONRTy EBRGEIEINAGA, &RPIOT7 T A M 4FEDDO ACE (JEFR) & —HLZE
T, DT T T AL BT NT, 4FDDO ACE & —FHLET, 2O ACE LAV 4 FHREFHAN
T, T RTCOTITTAY MIEENTHD LAY 3ERNL, FA BN 10113 CEEFTH-722
RS, BIOFA ACE 3O FR A FE2F 2y 7 LTWEEW) ZERDNDDTT,

ACLBEELUVRSYF RE2 vy

AA v F AH 7D ACL R — bREIZ, RF U RT7 Y AL v FOPE LR L TT, ACL ORE
BFHRIT, AZ v 7RO TRTOAAL v F IR ENETET, AFZ v T v RAEZ—5 G AT v 7JNOT

TOAAL v FIT, HFREWLEL, "~ =2T7%70 77307 LFET (A vF AZ 7O T

X, 8 5E (A, vF ZZ v I7ORTE] #2BHBLTLITFEWN),

AH 7 = AX =L, WRITRT ACL #RE2 FEITL £,

o ACLBERTEZWILL., HHREITRTORI v I A= ELET,

o ACLTE®RAZ., AZ v ZITMALTWVDETRTDAAL v FIZERIELET,

o [LEMOBETNY Yy b2V 7 MU =27 THRETILNERHLILGE (N—FuvxzT7 U Y—ANRRK
BLTWAHAERE), ~AH— XA v T3y MZACL A L7-%IZ0H, X7y b &g
ELET,

o WHT B ACLEHAMFEAHL T, "~ u=T&270rsI7I7LFT,

ALy A=k, WITRT ACL fEE FEIT L,

o VAL — AL vFnH ACLIEREZITIRY, "—Kv=T 27w s3I 7LFE7,

o RBUNRAL AL v FLUTHELEYT, BHEOY AT — XA v FICEENRE LGS, FHA
Bl <AL —ZBIRENTZAZ v T A R—F, AF v I v AX—DRENZB| &S ZLNT
xET,

AB 7 AR ENBAEL, FHAY v ~AZ—RNEIRINEHE. FiRcERIE~ A

B3Ny I T T ENT-ETFa T4 FXal— a3 LELET (B 5% (AL vF A¥y

I DH/E] EBR), EfTar 74 F¥al—ar0—HThd ACLHEEL, 2 0L XTfifhr LS

NFET, FRAZ v I v AX =X, ACLIEFREAY v 7HOTXTOAAL v FIZEMFE L ET,

IPv4 ACL DERE

AA » FIZ IPv4d ACL Z5%ET 5 FIEIL, thod Cisco AA v F B L UIL—Z (2 IPv4 ACL 2% ET 545
BLELCTT, 22T, FIEZMEBEICHILET, ACL OEICHT 25X, [Cisco I0S IP
Configuration Guide, Release 12.2] @ TIP Addressing and Services] O #F|Z& % [Configuring IP
Services] #ZM L TLEIV, a2 ROFEMIZOWTIE, [Cisco I0S IP Command Reference,
Volume 1 of 3: Addressing and Services, Release 12.2)] #ZM L T 72 &, Cisco [0S D~v =27 /L
I%. Cisco.com ® [Documentation] > [Cisco IOS Software] > [12.2 Mainline] > [Configuration Guides]
F721%, [Command References] 7257 78 ATE £,
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IPv4 ACL DER3E

AFvFT A1
AFyvFT 2

AL FHRHR—F L7 Cisco I0OS /v —# ACL BHEEOHEEIX, RO LBV T,

e JEIP 7m b=/ ACL (F 34-1 (P34-9) &) £/-137Y v 71— ACL
s IPTAVCT 4T

o EHREBIUFEMEL— MR (QoS ACL iZE&<)

o MH ACL £72134 A4 F Iy 27 ACL (RA v F 7T 22V ZHRMMEMT 2 —HORERR ¥ A
73X » 7 ACL 1<)

e R—FACL BLUVLAN v v FIZ$ 25 ACL v ¥ 2
AA v F ETIPACL ZH+ 2 FIHT, ROLBY TY,

TI7EAVANOFESELFIANBIOT 7 2 A&MHFE2HEEL T, ACL Z/ERLET,

ACL ZA B —7 oA AF T 3mAREIRICE A L E 7, R X OLE IP ACL 2 VLAN ~ v 7125
Moz b TEET,

I T ROBEFBRICOWTHALET,

o fE%ER L OWLEE IPv4 ACL OfERL) (P.34-8)

o [R[E#E~D IPv4 ACL O (P.34-20)

o (AU H—T A Z~DIPv4 ACL O (P.34-20)

e MPACLONN—RU =TIV 7 =7 OW0RE| (P.34-22)
e TACLO NI T NYa—T 7] (P34-22)

o [IPv4 ACL ®%EHl (P.34-23)

RES S UL IPv4 ACL DYERX

2T, IPACL IZDW TP L E T, ACL IEFFAISRME &G R Z LD THFICIE ST b OTH,
Ay FIF STy b T 7 A VA RADOKHFIH LT 12T DT A b LET, BN BL =&

CEoT A v FB ATy REFATO0EITEETH00RED 9, A v FEIEMN-HL
TeHPRCTT A b &P IET 50T, REOREBEFPEETT, WTROREL bR Lo 25 6,

Ay FIRIANTy PEEGR LET,

V7 Ry =TT IPv4 I, WICRTEA 7D ACL, 2F V778X VA MEYR—FNLET,
o TP 77 ®A URANTIE, BELT FLAEZEHLTHELET,

o WIRIPTZ7®AVURMTIE, B#ETLT RLABLOSET FLAZBEHLTRAL, 7Y a v
LLTCTFa bha A FEREEALC, LML REEEZITOET,

CITHEH, TR VA NOBME, BXOT 7R U R NOERFECOWDTHHALET,
o 7 7ERAYAKNES] (P.34-9)

e TACLOuX> 7| (P34-9)

o [FHSHIEEARE ACL OER (P.34-10)

o [&HESHIPLEE ACL OER (P.34-11)

e TACL WO ACE v —/# v 20O HiRtE ] (P.34-15)

o T4 AR L OYEIR ACL OfFR) (P.34-15)

o [ACL ToORFMGEFHDENE] (P34-17)
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e TACL ~O= A v FofEAl (P.34-19)

TR JRA+ES

ACL R T 1-DIMEHT2EF ST, FRT 27 278X VR MDA THRLET, & 34-112, 77
A VAREGEETDT 78R VAL ZAT BEIOAS v F BRI R—- T 50EI0ERLE
To A v FIE, IPVAFEERBS LI OIPVA HRIET 7B X U R b (5 1~ 199 53XV 1300 ~ 2699) %
PR—FLET,

= 34-1 FTOER YR MEE
79X JR+ES |Type H#R—
1 ~99 IPIEHET 7R U R | HY
100 ~ 199 IPIEIRT 7R U A B »HY
200 ~ 299 abhav FA S a—- KT r7EA YRR L
300 ~ 399 DECnet 7 7k &x U X b 2L
400 ~ 499 XNS EH#ET 7R U R K 2L
500 ~ 599 XNS VLR 78R U A K 2L
600 ~ 699 AppleTalk 77 2 U % k 7L
700 ~ 799 48 vty FMAC T RLATZEAXA XK 2L
800 ~ 899 IPX 2T 7+ A U A b L
900 ~ 999 IPX k7T 782 U R b 2L
1000 ~ 1099 IPXSAP 77X U X |k 2L
1100 ~ 1199 WEE48 Y RMACT RL AT Z®RA JURAM |72L
1200 ~ 1299 IPX Y=V —T KLA TR JR|E L
1300 ~ 1999 IPEEYET 722 U X (JEEHIF) HY
2000 ~ 2699 IPIEET 78 A U R (YLESHPH) HY

~

GE) BEHMEELIOYEE ACL OEnIZ, YR— SN TWEIEEEZFHITIZLICE - T, ARl &2
EBIOJEEIP ACL 2/ET25 2 b T E3, Y IP ACL O£4RIIE 1 ~ 99, #LiE IP ACL ©4
ATX 100 ~ 199 I CT& £, FHEHY X bbb v iIc4aifttE ACL #EH L7256, 4riftE U 2 b
MHEEY MY ZEBNZHIBRTE D WO RIEARNH Y T,

ACLpax>4

BHEIP 77 8RA VA ML CHATELITESR SN ATy MZETLIe T AvbE—UR, AL v F
DI 7T 2TICEoTEREINET, 2F0, ACL & —&ET 57y FBRHoH/IE. 2D
Ty MCET 2 @MA v —UNar = LIEEENET, ar Y —LIZERENDA vE—D
DLV, Syslog A vy E—VEHETLIeX 7 2y —n av o FTHIEISET,

~

GE) NW—T 4 73 N—FU=T7 T, XT3 Y7 b7 CEITENET, LEBNST, log F—U—
RE&0F A (permit) ET2I134EE (deny) ACE & —ET 537 v "B EHHEETHHE. V7 b
=T d N R =2 7 OMEEEIZIB NSO ZENRTERNWZD, —H oy MiaXr 7 aEnan
LBaEmbn £7,

Catalyst 3750 RA v F Y2 h9x7 av24Fal—>ay HAF
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W 1Pv4 ACL DEEE

ACL & LIZ2BA D/ MTOWTIE, B A v —URNT IRERSNETN, TRUBED S
7y MZOWTIE, 5 ORIOIERISRE L Th bR RELIFeX 7 E8hEd, s Avke—ViC
X7 78R VARNERS, Ty NOFRELITESICET RN, X7y FOERFILIP T FLA, B
L OEFTO 5 RIS ERIIER SNEEEB b0 v MR TRENET,

BSHIRE ACL D1ERL

F G HIEEHE ACL Z1ER 211X, ¥ EXEC £— FTROFIEZETL £,

avyk B
A7y71 configure terminal sra—)ar74Xal—vary ®— FERBLET,
AFv7T 2 access-list access-list-number {deny | permit} EETT FLABIRUA L RI— REFEHA LT, EY IPvd 7
source [source-wildcard] [log] IR VANEERZLET,
access-list-number 1%, 1 ~ 99 F721% 1300 ~ 1999 ® 10 & T
R
deny £7-1% permit * AJ L, & —HLEHBECT 72 %
EST 20, FFAI 7502 ELET,
source 1X, T v FRELNTL By NT—T ERIIEHEA D
EFEILT FLATT, ROLXLHIZHESNET,
o Ny MIX 10#LRFET32 Y FOfE
e 0.0.0.0 255.255.255.255 £ 9 source B LN
source-wildcard DEWY %3 % —U — | any,
source-wildcard ® A JJIIARE T,
e source 0.0.0.0 &£\ 9 source I L U source-wildcard DEIETE
Z#4F—U — K host
(EE) source-wildcard \2 X >, VANV KH—FK By bR
source ([ S ET,
UEE) log #feET 5L, = MY &—FKT 537y MZEET 5
0JEMA Y=Y Na = VCEEINET,

A7973 end HebE EXEC =— RIZREY £3,

ATv7 4 show access-lists [number | name] TIEA YR NORELFRRLET,

A7y7 5 copy running-config startup-config (EE) 2o 74 FXal—Tay 77 A NVICEREARTELET,
ACL 2 ZHI%3 5341, no access-list access-list-number 72 —/3)L 27 4 ¥ a2 b— g a
~ o REHFEHLET, BEFHT7T 7R UR N5 ACE Z2HEBICHIBRT 2 Z & 1ETEEHA,

~
GE) ACL #1ERT 5 & &1k, ACL ORRBIZEBOESR AT — MA Y MR T 7 40 M CHIEL, FNLIRTD

AT —= KAV R T—EBRRONEENoT-T_RTONRry MZEAINDZ & E%‘LTO‘;‘éb\ i
T 7R JUARNT, ST AIPFAARN T RLAD ACL LB~ 227 280 L2354, 0.0.0.0 2
~ A7 L LTHERAENET,

Wiz, TP AR A b 171.69.198.102 ~DO T 7 B A ZELH L, ENLUNDTXTORA MA~DT 7 BAEF
" HIERE ACL Z1E L, TOMEEFRT D02 RLET,

Switch (config)# access-list 2 deny host 171.69.198.102
Switch (config)# access-list 2 permit any

Catalyst 3750 R4 v F YI b9z 7 av74Fal—S3v HA K
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Switch(config)# end
Switch# show access-lists
Standard IP access list 2
10 deny 171.69.198.102
20 permit any

host — & &2 ESNT-= o M, BX10.0.0.0 DESR (dontcare ¥~ A7) ZIEIN/-= b
U, VA NOKE (BalANOE (don't care) ~ A7 BRESNIZTXRTOZ IO E) 123k
DL, BEET 7R VA MNDIEFIZHICEEBmEZONET, LR -T, show =~ FOHTiE
JPar 74 F¥a2b—var 7740 TiE, ACEFST LHANLEIEEICER RSN ERA,

YERL U 7= B HlE%E IPv4 ACL 1%, SmaRERR (TR E#~o IPv4d ACL O | (P.34-20) #5M).
Ao B =T xR (LB —T A A~D IPv4 ACL D] (P.34-20) #&H). £7-1% VLAN
(T'VLAN ~ v 7 0% &) (P.34-30) &) @i cs £,

&S HIHR ACL DERL

GE)

EH ACL OBE ., —BHEMEITITRELT FLAZETMEA SN ET 2, #0E ACL TIZRETB LIV
SEHT RL AL EBIZ, A7 varvelTCrabhal ¥4 FERAFEHALCRBAETEXS0T, Lo
MR A ATRE T, JBEHITLET 7R U R hT ACE Z1EKT 5846, ACL OERBIZEMLT-
HDIE, VAMOKRBIGHARAEND Z LITEBELTLEE Y, BEFHIY A NOBFAE. VA FEF~E
2720, ACE ZBIRL TGEMLZZVHIBRLIZVIZTE £ A,

Tur halloTiE, FO7a baVEHAINDIBED T A—FBLOF—TU—FREH D 7,
WDOIP 7 halpndR—FENTWET (Fur halt F—T—RiIbhy aNOKRTF),

Authentication Header Protocol (ahp). Enhanced Interior Gateway Routing Protocol (eigrp) .
Encapsulation Security Payload (esp). Generic Routing Encapsulation (gre). ICMP (icmp). IGMP
(igmp). 1£& ® Interior Protocol (ip). IPinIP ~> %V 7 (ipinip). KA9Q NOS H# IP over IP
k> VU 7 (nos), Open Shortest Path First —7 1 > 2 (ospf). Payload Compression Protocol
(pep). Protocol Independent Multicast (pim), TCP (tep). 721X UDP (udp)

~

GE) ICMP za—G&iI 742 ) v 7T, OTATOICMP =2— R34 4 7%
TUANEY T TEET,

H70 FAVOFEOF—T — RIZET 25T, ROa~vr R I 77 LA RL TSN,
» [Cisco I0S IP Command Reference, Volume 1 of 3: Addressing and Services, Release 12.2]
* [Cisco I0S IP Command Reference, Volume 2 of 3: Routing Protocols, Release 12.2]
* [Cisco I0S IP Command Reference, Volume 3 of 3: Multicast, Release 12.2]

INHDOv=a7 X, Cisco.com &R —2~— ([Documentation] > [Cisco IOS Software] > [12.2
Mainline] > [Command References]) &% ¥ £,

ALy FiE, BT 72X VA NERZITAWT 72X VA REZYR—FLTWHETA, F.
minimize-monetary-cost Type of Service (ToS; #—E R Z A7) By MIESI T4 &Y 7
A—FLTHERA,

PR—FINTNDHNNTF A—F(X, TCP. UDP, ICMP, IGMP, E72i3d IP DA T I VI T N—T
ftT&Ed,

| OL-8550-09-J
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W 1Pv4 ACL DEEE

JEBRE ACL Z1FRT 2121, % EXEC E— R TROFIEAETLET,

avwyk B&
A7y7 1 configure terminal sua—n)arzZ 4 Xal—vary ®—FEBBLET,
797 2 access-list access-list-number WAEIPVA T 72 VR NBIOT 7 252 ERLET,

szgﬁgﬁﬂzzd access-list-number 1%, 100 ~ 199 % 7= 1% 2000 ~ 2699 ® 10 KT,

destination destination-wildcard |deny £ 721X permit # AL, &b —H LGy M EERET 50,
[precedence precedence] [tos FFHIT L0 ERELET,

tos] [-fragmen.ts] [log] protocol (21X, TP 7’0 b a VOARIETLIIEFEFEZ AN LET, FBEITIL,
[!og-lnput] [time-range ahp. eigrp. esp. gre. icmp. igmp. igrp. ip. ipinip. nos. ospf. pcp.
time-range-name] [dsep dscp] |pim  tep, udp, F/=1XIP 71 k=L BEET 0 ~ 255 OB E T X
GE)  dscp lEE A LI=5HE F9, ¥XTHIP (ICMP, TCP, BEXWUDP #&te) LHAETHHAIL.

1. tos E 721 ¥—U—FKipafEHLET,

precedence ZAJTE GF)  ZORF T, FLALOIP FB FAMERET 54T VA v E
FtA. dsep ZAJILAR f5iF LE3. TCP. UDP, ICMP. 3 XU IGMP 0 E{K#72 /85 A —
WEBE, tos & BIZANTIE, AT v 7 2b ~ 2e #BILTL X0,

precedence % i i & b

ANTEET, source IZ. /X7y FOFEEILTHDIRY NT =T £/ THFRA FDOFETT,

source-wildcard (2 X > T, YA/ FH—FK Ewv F source [Z#EH I NFET,
destination 1%, /X7 v bOmH ARy N =7 F12EARA NOFFTT,

destination-wildcard \Z X > T, A/ KJ— K E v b2 destination (23 &
nEJ,

source, source-wildcard, destination, ¥ & O destination-wildcard %, X ® 3
DO HETHETEET,

o Ny MIE 10#ERFLT3I2 By FOfE

e 0.0.0.0255.255.255.255 KT F—TU— Fany ((EEDKA )

e H—mmRAF0.0.0.0%KTHF—7—F host
ZOMOF—U—NIMEETHY, ROE®RRH Y E7,

* precedence : 0 ~ 7 OF 5 L 2134 HTTHIE S - EBRIRM 260 L T,
Ny NERAELET, HHATE 24018 L& 51X, routine (0),
priority (1), immediate (2). flash (3). flash-override (4). critical
(5). internet (6). network (7) T,

e fragments : JCHEHLIAN DT T S A L v EF v LET,

o tos: 0~ 15 DFFELIFAMTHE SN ToS LUL 2L THRE L
F3, HHTE 24018 L CFSIE, normal (0). max-reliability (2).
max-throughput (4). min-delay (8) T7,

e log: = MV E—HET2%y MCET LR ZEMA vE—VZER L,
2 —)VIZEFE LET, log-input Zf5ET 5L, v/ = hUICAR
AV B =T oA ANBMENET,

o time-range : 2D ¥ — U — FOFBIZHOWTIX, TACL TORFHFHiFADfE
L) (P34-17) 2L TIESN,

e dscp: 0~ 63 DESTIHESNT DSCPEEMHEM L Ty MEHIRL
F9, MM () 2EAT 2L HAFRRMEOY X FRRRINET,

Catalyst 3750 R4 v F YI b9z 7 av74Fal—S3v HA K
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avy kR

B&

access-list access-list-number
{deny | permit} protocol any any
[precedence precedence] [tos
tos] [fragments] [log]
[log-input] [time-range
time-range-name] [dscp dscp]

TIHEA VAN 274X 2 — 3 F— KT,source & source-wildcard
D 0.0.0.0 255.255.255.255 OEMIE AT 572>, F£721% destination &
destination-wildcard ®1E 0.0.0.0 255.255.255.255 OEMH 2 H LT, LE
P77 A VAMNEERLET,

FEEILLEEDOT FLABI BT AN FA—FORDVIZ, any F—T— %
EHTEET,

access-list access-list-number
{deny | permit} protocol
host source host destination
[precedence precedence] [tos
tos] [fragments] [log]
[log-input] [time-range
time-range-name] [dscp dscp]

source & source-wildcard ¥V 1 /L N 51— N DA source 0.0.0.0 DE I 2 FEH T
5, F721% destination & destination-wildcard OfE destination 0.0.0.0 D44
WEEEH LT, JEEIP 778X VA NEERELET,

EEIILELHDOTVA N RA— FERIIRAZORDVIZ, host F— T — NA&Af
HATEET,

access-list access-list-number
{deny | permit} tcp source
source-wildcard [operator port]
destination destination-wildcard
[operator port] [established]
[precedence precedence] [tos
tos] [fragments] [log]
[log-input] [time-range
time-range-name] [dscp dscp]

[flag]

(EE) JEETCP 778 A UAMBLIOT 7 B AL 2ERLET,
TCP & tep A LET,

WITRTHINZERE . AT v 7 2a DRI H DT A—F LFRILNRT A=
ZEMLET,

UEE) operator BEX W port # AJ1T 5 &, BEILAR— b (source
source-wildcard D% A AT LTcE) £72135%K— N (destination
destination-wildcard D#% A NS UT2354) NS ET, AR
Hyideq (FLW), gt (EWKREW), It (EV/RhIW), neq (FELL 22,
range (A&#H) 2 ETY, HEFIIIR—FES2EETILENHD £
7 (range DHFHFIL 2 DOR— FEBEEARXR—ATRY) > THET D LERH
nET),

port \ZAR— RNEEE 10 5L (0 ~ 65535) & LCANT 50, E7/1X TCP
N—=br4EATTLET, TCP R— "M 2SR 2561, 2 20T 20,
[Cisco 10S IP Configuration Guide, Release 12.2] @ [IP Addressing and
Services| D #E|ZdH 5 [Configuring IP Services] #ZH L T2 &\, TCP %
TANG N TTHEEIE, TCP A— bOFSELITAROLEHEH L ET,

oA 7L arDoF—U—FROEKRIIKD EEBY T,

o established : . I N7-BHEBMAELET, ZOF—U— KN, ack £7=
st 77 JRBELESADO - BMBHEL R LTI,

e flag : HEESNIZTCP ~v ¥ — vy hEEBIILTHRAELET, ANT
57770, ack (FEFRIGE). fin (J& 7)., psh (v =), rst (U
Ty R, syn (R, £idurg (BE) TT,

access-list access-list-number
{deny | permit} udp

source source-wildcard [operator
port] destination
destination-wildcard [operator
port] [precedence precedence]
[tos tos] [fragments] [log]
[log-input] [time-range
time-range-name] [dscp dscp]

(£ R UDP 727 &2 UA MBIOT 7 ALK 2 ERELET,
UDP OH41%, udp # AL ET,

UDP /XF A —% L TCP OFiIicdH 5 /37 A—& LR L TY, 7272 L,
[operator [port]] A — &S FET2IEHR— b4i1L, UDP FA— b OF 5 FE 213470
ThRFHE7R Y %A, 72, UDP OF4 . flag 55 X OF established /X7 #* —
SR TT,

| OL-8550-09-J

Catalyst 3750 R4 wF Y7 +bHx7 avI74¥al—vavif4F



F3ME ACLIZEKRRYFI—Y X2 UT1ORE |
W Pva ACL DEE
av vk B
AF972d access-list access-list-number EE) #EEICMP 727 A VA FBLOT 7 B A& E2ERELET,
tdeny | permit} iemp source yonin gy sy emp 2 A L2
source-wildcard destination
destination-wildcard [icmp-type | |ICMP /3T A —Z 327 v 7 2a D IP 7' v b aVOFPITH 537 A—2 L1F
[[icmp-type icmp-code] | EAERIUTTN, ICMP A vt — ZA4 7B L0 a— K RF A —=ZNE
[icmp-message]] [precedence ENTVWET, 72 ar0oF—U— ROBKRIZRO LEBY TT,
precedence] [tos tos] . o icmp-type : ICMP A vt —V A TR LTT4NEZ I T LET,
ragments] [log] Hog-mpue] | * 1”338 551
[time-range time-range-name] ‘ ) )
[dsep dscp] o icmp-code : ICMP X vt —Y a— R ZATFEEHRILTToNEY T
LET, 0~255 0zl c&x 9,
o icmp-message : ICMP A vt — Z A4 THEITICMP A vy E—T DX
ATHBIOPa—FAEEEILT, ICMP Xy NET7 4 Z ) 7L
F79, ICMP XA vt =Y A FAHBLPa— K40 U R N aSRT 556
1. ? AT %2>, [Cisco I0S IP Configuration Guide, Release 12.2]
@ [Configuring IP Services] &ML T 7230y,
A7y7 2 access-list access-list-number (L&) LR IGMP 727t A U A RBEOT 7 ¥ AKME2ERLET.
{deny | permit} igmp source PN .
source-wildcard destination IGMP D5 513 igmp &AL &7
destination-wildcard [igmp-type] |IGMP T X —Z(Z X7 v 7 2a D IP 71 b 2V OFAIZH 537 A —F LiZ
[precedence precedence] [tos EAERIUTTN, RICRTA T a v ORTA—=EIRBIMENTWVET,
tos] [-fragmen.ts] [log] igmp-type : IGMP A v & —2 ZA4 T LMET HITIE, 0~ 15 OFFEIX
[log-input] [time-range A vt—U4% (dvmrp, host-query, host-report, pim, ¥ 72i% trace) A
time-range-name] [dscp dscp] HLEF
A79y73 end ¥4 EXEC £— FIZRE Y £,
ATv7 4 show access-lists [number | TIERAVRANOREEHERLET,
name]
27975 copy running-config fER) av74Fab—vay 77 A VCRELZRIFLET,

[l Catalyst3750 R4 v F Y7 b7 A T4 F¥al—av 4 F

startup-config

TR URNEEREHIRT 2541, no access-list access-list-number 70 —/N)V 3T 4 F o L—
Yarvavw U REERALET, BEHTZER U AR5 ACE ZHBICHIBRT A Z LiXTEEH A,
wIZ, £ hU—2 171.69.198.0 DT _XTDOFEAMMNHFRy hT—7 172.20.52.0 DT XTDHRA b~
@ Telnet 77 ¥ AZEEIE L, DT XTOT 7B AZHFATHIET 72 YR ME/ERR L, FRd
L0l LET (eq ¥—V— R&EZIHLT NLADRZRICIHEET 5 &, Telnet IZxfI7 5 TCP sEEAR— b
FBERTANENET),

Switch(config)# access-list 102 deny tcp 171.69.198.0 0.0.0.255 172.20.52.0 0.0.0.255 eq

telnet

Switch(config)# access-list 102 permit tcp any any

Switch(config)# end

Switch# show access-lists
Extended IP access list 102

10 deny tcp 171

.69.198.0 0.0.0.255 172.20.52.0 0.0.0.255 eg telnet

20 permit tcp any any
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ACL OIERZIC GRRNLBANTHRELT) BMLELDIE, VA MOKERICHBAENET, &
FHIT 78R U R NOREDEFTIC ACE ZBIMELIFHIRT I LITTEEEA,

ACL #1ET 2L X3, 77E8RA UARANOKRBIZHEROETEAT— MA Y FBF 74/ N TIFEIEL.
FRUHDATF — F AL h TR RONE RN T _RTORry MGEAEh A Z sicirE LTl
7230,

1ERR L 7= B HlE5E ACL 1%, ssREHR (TR EHR~D IPv4d ACL O H | (P.34-20) &), (v
=Tz R (L HZ—=TxAA~D IPv4d ACL O] (P.34-20) #%M). £721% VLAN
(TVLAN = v 7o#%&E] (P.34-30) #&M) ICEH T £,

ACL A® ACE >—7 V> ADBEHmE

LS ACL 2B T 2&, 778RA VA MNOTZY M) DY —F U ZAFSPEBMICAERS L ET,

ip access-list resequence 72—/ NL a7 4 Fal—v gy avy FEFHLT, ACLOY—Fr v
AFGEmMELZY, #HT 5 ACE DIEFZEFE LY T&E ¥, 72& 21X, ACL IZH M ACE %38
MUT5E. €D ACE XY XA FO—F FICAREISNES, £OHA, v —F U AFSELRT L L

T, ACLN® ACE Z R 2BFNCBEITE 7,

ip access-list resequence ==~ FIZOWTiE, (RO URLIZT7 7 EALTLZE,
http://preview.cisco.com/en/US/products/sw/iosswrel/ps1838/products_feature guide09186a0080134a
60.html

AR ERES K UHER ACL DR

(E)

FBoTIIRSEEFEDO A NY 7 (4T T, IPv4 ACL 4 E T %9, 4% ACL /M43
LLEFBHT /A VA MOBELIVELSDIPVAT 78 A VA2 AAL vF LTHRETEET, F5
TR ARITT 7R VR NERET A5, E—Nea~vy MRSV ERRD EF, 2720,
IP727%A VANEFEHTDITXTOa~vy RBRLRINET 7R VA MNEZTANDIDITTIEHD
FHEA,

FE#e ACL 72133598 ACL IR ET H4H1T. 72782 VR NESOFR— K ENHHBEARNOEFE I
TH5ZEHLTEET, EYEIP ACL O4HEIE 1 ~ 99, L3 IP ACL ®£HiiX 100 ~ 199 i TXx £,
FZH Y A hORDYICAHIT & ACL A L7Ha, A& Y 2 by b Y Z2@BNICHIBRC
XHLEVWHFERDH Y F7,

AHMTE ACL ZRRET DA, IROEBEFHEHIRFHEZBEL T ZIV,

o FHH ACL 2% F ANATXCOa~wy R, LuiftE ACL 2% 7 ANLE b TiEdH v T8 A,
AV B —T 2 A ADNRTr Y N T4 LEBLONL—F 7402 HO ACL TlX. LHizFEHTXFE
4, £72. VLAN ~ v 7 CHAmZHBETEE7,

o fEUE ACL LR ACL IR CARIZFEHT 22 L3 TEEHA,

o [fR#EdS K OMEGR IPv4 ACL OfFk) (P34-8) THBIL7-L kY. FEH ACL 2T L b
TEET,

o VLAN v v 72, 5% ACL 3 JUOYLIE ACL (A4 i & £7213%F 5H)) 2Tt £7,

| OL-8550-09-J
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$£34F ACLITEDRYFT—Y £FaVT1OHRE |

W 1Pv4 ACL DEEE

AT S ARHE ACL Z1ER 21213, %5 EXEC £— FTROFIEZETL £,

avwy kR

E[:3)

27971 configure terminal

Ja—)L ar7 4 F¥Fal—igr B— REEBLET,

27972 ip access-list standard name

LEIEFER L CER. PvA 778 A VX NEEHRL, 778X U
ARhary7 4 Xal—ary B—RNEHBLEST,

ZENET. 1 ~99 DFFICTEET,

27973 deny {source [source-wildcard] | host source |

TIVERAUVARN a7 4¥alb—vary T—RKT, Nry %

any} [log] R 500 RKey 7T 500 RET D, HELE£ZIXFF
_ GEE 1 SERITEERELET,
=
permit {source [source-wildcard] | host source | * host source : source & source-wildcard D source 0.0.0.0
| any} [log]  any :source & source-wildcard MfE 0.0.0.0 255.255.255.255
A7y74 end ¥iHE EXEC £— RIZRED £,

A7975 show access-lists [number | name]

TI7EAVRANOBREERRLET,

27976 copy running-config startup-config

UEE) 2> 74 F¥alb—ay 77 ANCHREFRTLET.

LRIt &HE%E ACL ZHIMRT 2 (21%, no ip access-list standard name 72— N)L 27 4 X2 b —

vay avwr REALET,

LA E YRR ACL Z21ERT 2 12iE, 7 EXEC E— R CKROFIAEZFITLE T,

avwro kR

=]: )

27971 configure terminal

Fa—r ) ary 74 Xal—ay B— REEEBELET,

A797 2 ip access-list extended name

LEiIEHER LUTCHBEIPVE 778 A VR NEERL, 77ER Y
Ak ary74Xal— gy E— NEBBLET,

AT, 100 ~ 199 OFFITTEET,

27973 {deny | permit} protocol {source
[source-wildcard] | host source | any}
{destination [destination-wildcard] | host
destination | any} [precedence precedence]
[tos tos] [established] [log] [time-range
time-range-name|

FTIEAVARN a7 4 Xal— gy T— KT, Fal&HtE
IS EEEEELET, log ¥—U—FN&#HT5 L, EK
EERTI7RA VA IDORS Av—UERETEET,

7u hartBlOMlOX—U— ROEFIZOW T, [FZHHE
i ACL OfERL) (P34-11) 2B LT ZEW,

e host source : source & source-wildcard D1E source 0.0.0.0

e host destination : destination & destination-wildcard M {E
destination 0.0.0.0

e any : source & source-wildcard ™, F7-1% destination &
destination-wildcard ®fET& % 0.0.0.0 255.255.255.255

A7974 end

ke EXEC £— FIZREY 1,

27975 show access-lists [number | name]

TI7RBA VAR NOREEZFERLET,

A7976 copy running-config startup-config

UEE) av 74 Xalb—ary Z7ANVCHREFRGELET,

A aift EyriE ACL ZHIBR3 5121%. no ip access-list extended name 72— )L 27 ¢ ¥ a2 L —

vay avwr REALET,
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FEUEE 72 1 3P ACL ZERkT 2% & 13, ACL ORRBICHBRNRIER AT — AV "B T 7 4V b T
EL, TNLUROAT — R AL b T—HERRODL RNz _XTCOry MBS Z LICER
LT &N, % ACL T, ®STDIPHEAN T RLADT 7 A U A MHRICESS A7 &
E L2846, 0.0.00 n~AZ LRI NET,

ACL DIERZICAT - 72BN, UV A FORBICHAIAENE T, ACE ZBINAIICFEE D ACL 2B
THZEETEERA, 72720, nopermit 5L W nodeny 77 AV A a7 4 Fal—a s
T—FKavr FEERATDE, 4Rift& ACL 22> MY ZHIBRCEET, RIC, &ARIfF&ET 7R
U 2 & border-list 7> ACE Z#EBNCHIBRT 25127 L £ 7,

Switch(config)# ip access-list extended border-list
Switch (config-ext-nacl)# no permit ip host 10.1.1.3 any

HZH ACL TiE72 < &4 Hift& ACL AT 2H B D 1 2%, 4HiflE ACL 7 HAIT2 38R L THIRT
X570 TT,

fERC L 7c4iiff & ACL X, A v ¥ —7=A A (142 =7 x4 ZA~D IPv4 ACL D] (P.34-20)
#ZM) E7213 VLAN (IVLAN = v 70| (P34-30) #ZM) ([C#EMTE £,

ACL TOoOEFEsEEDERZE

(E)

time-range 7' 01— 3L a7 4 X al— gy avwry REEMATEZLICk- T, BABLORELIC
FESWTHEE ACL 2@ IRMICEMN TE £ 7, RAICHMGEHEOA T2 &% L, i ozl &
AN, F3MAZRELET, ZORMFEMEAIT, ACLZ@EHLT7 72X U X MIHIRZRE
THEXICANLET, HEFEHEEZEMATS L. ACL OFFAIAT— M AV NEIFERTAT— KA
N OERIE GEEMEN, FBEMRARY) 2EHRTEET, time-range ¥ — VU — FEB L OFIHICHS
W, THE%ER K OMEEE IPv4 ACL O1ERk) (P.34-8) X O 4RI & AR L OYESE ACL OfFEK
(P.34-15) IZFi#i STV 5D, AR EB L OFEFHITER ACL OFIEEZ BB L T30,

FEM I 2 6 2780 — A2 RIR LET,

o THAUE—arplFDYY—2 (IPT RLARL=ZRTZDOXRT | BIOFR— FNEB TR ~D
A=W T IR E LY EBICHAERIES TEET,

e B Avt—UEHIETEET, ACLV M EZHEHLTRHEDORHANEL TCORNT T 4 v
EaX o TE B0, 7 KBRICEREINSSZEOn S 2oL T, MBIZT 78R %
HETEET,

B _—2DT7 7 A YR MEHATHE, CPUICARMPELET, ZiuE, 778X VA NOHK

FRE Z M OBEEERC,. Ternary CAM (TCAM) IZr— RENTZMABFAOREL~—VTHLERDD

7 TT, oD, BEOT 7' A U R RAERBIGES LT (AWICESLNIE) a8t ed X

IMEEEITORVEIICEETLILERNDH Y £,

FERIEEPHICIE, AA v F O ART A 7uy I MEHSNET, LIER-T, FETEL 7y )y V—
ADNMETT, Network Time Protocol (NTP) ZfiH L CTAA vF 7 u v 7 2RSS 2 L & filE
LET, Sz onTik, VA7 2 HEEOEHEH ] (P.7-1) 22 LT 7EEN,
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$£34F ACLITEDRYFT—Y £FaVT1OHRE |

W 1Pv4 ACL DEEE

ACL ORI T A — X 23 ET H121E, 5 EXEC £ — R CROFIEEZFITLE T,

avwyk By
27971 configure terminal Ja—L ay T 4 Xal— gy B REBEL £,
A7y72 time-range time-range-name VERL T 2 REREI PRI X B R O B D 4481 (workhours 72 &) ZHI0 24T

VEBRHY £,

T, time-range 2> 7 4 X a b — a3y T— FEHHBLE T, LETNCA
NR—=2FFRHAFESODL LT TEERA, Fio, LFELLHBED D

A7973 absolute [start time date] T AN WOEMERRRICR AN TR E L ET,

[end time date]

o IFM#IPAIZIL. absolute A7 — h X h%& 1 O@#ﬁiﬁf‘% Er I

F 72X ?’E%{@ absolute 27—~ A v M EFRE LI2HE1E, BRI E LT
periodic day-of-the-week hh:mm to — M AV RETREITENET,

[day-of-the-week] hh:mm

o %D periodic AT — hA L hNEANTEET, &z, FEHE

EJ B WARICEZR DR ZHRETE £,

periodic {weekdays | weekend | daily}
hh:mm to hh:mm

REFEZZRMLTIZS W,

27974 end ¥He EXEC £— FIZRY £7°,
Z797 5 show time-range Wy R PH O E 2 FER L E T,

A7976 copy running-config startup-config (FE) av 74 Xal—Tay 77 A MIBREEERTFLET,

HHOHEE P42 OREHITHEINZT25A1L, ERROFINEZEY KL T ZEW,
B E L 7 R[S PH O i BR 2 HIBR 9~ 2 121X, no time-range time-range-name 70— 3L 327 ¥ a

L—yay avwy REERALET,

WIZ. workhours (&) ORFE#FIEL L OSE0OKE 200641 A1 H) 2% EL

THBIERLET,

Switch (config)# time-range workhours

Switch (config-time-range) # periodic weekdays
Switch (config-time-range) # periodic weekdays
Switch (config-time-range) # exit

Switch (config)# time-range new_year day 2006
(

Switch (config-time-range) # absolute start 00:

Switch (config-time-range) # end
Switch# show time-range

Sl

JE e R

aup
Xa
Tl
s

8:00 to 12:00
13:00 to 17:00

00 1 Jan 2006 end 23:59 1 Jan 2006

time-range entry: new year day 2003 (inactive)
absolute start 00:00 01 January 2006 end 23:59 01 January 2006

time-range entry: workhours (inactive)
periodic weekdays 8:00 to 12:00
periodic weekdays 13:00 to 17:00

FRMEFEPH 2 W -2 121, REREEEPH 2 225 ¢ X 248k ACL NI, FFE&EHA 2 A LET, KRIZ, $E
W7y 7 A URADN 188 1B L THERTAPATRLET, ZOT7 7R URANTIL, ERMEINTIKE
BRI T R TCOEETN ST X TO5EE~D TCP T 7 4 v 7 ZHEE L, HEFMPIXITD

TCP b7 7 4 v 7 &EFRILET,

Switch (config)# access-list 188 deny tcp any any time-range new_year day 2006
Switch (config)# access-list 188 permit tcp any any time-range workhours

Switch (config) # end
Switch# show access-lists
Extended IP access list 188

10 deny tcp any any time-range new_year day 2006 (inactive)
20 permit tcp any any time-range workhours (inactive)

[l Catalyst3750 R4 v F Y7 b7 A T4 F¥al—av 4 F
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Wiz, 4HiftE ACLZMM LT, AU M7 74 vy 7 & BLUHERT L0612~ L ET,

Switch (config)# ip access-list extended deny_access
Switch (config-ext-nacl)# deny tcp any any time-range new_year day 2006
Switch (config-ext-nacl) # exit
Switch (config)# ip access-list extended may_access
Switch (config-ext-nacl) # permit tcp any any time-range workhours
Switch (config-ext-nacl)# end
Switch# show ip access-lists
Extended IP access list lpip default
10 permit ip any any
Extended IP access list deny access
10 deny tcp any any time-range new year day 2006 (inactive)
Extended IP access list may access
10 permit tcp any any time-range workhours (inactive)

ACL~ADO AV FDEA

remark X —V— 2T 2L, = FVICEHT A b (FER) 2EEO IP ZEAEE 213k
ACL IZfiA AT Z X TEET, aA bEEHATHE, ACLV FY DERE XX v U NES T
DEF, 1 >0Oa A MTIEX 100 XFFETTT,

I A MIFFA (permit) A7 — b AV M EIFER (deny) A7 — h AV FOHIZEDL HIZTHEE
TEFET, AV IIREDHFATRAT— AV MERIZESTAT— A FOFIFATH 5 ONNHAIZ
HEH1C, I AV FOMEIIE-EEPKLETT, & xE, —#Hoa Ay MIIST DA E3E
WAT—hAV FORNZHY, DT AL MIKHETERAT— M AU NOBAIZH D &V HRGIE, B
GLOJEIR & 7220 9,

FH BTl D TP AEAEE 7213 YRR ACL 122 A > M &FEAT 5HIT1E, access-list access-list number remark
remark 70— )0 a7 4 Xal—vay avwy ReMALES, a X2 FEHIBRT 512, no B
RKoa<wr FE2FERLET,

WOFITIX, Jones DY —I7 A7 —2 3 ANIT 7 BAZFR L, Smith DUV —7 X7 — 3 AET 7
TAZFFAI LERE A,

Switch (config)# access-list 1 remark Permit only Jones workstation through
Switch (config) # access-list 1 permit 171.69.2.88

Switch (config)# access-list 1 remark Do not allow Smith through

Switch (config)# access-list 1 deny 171.69.3.13

AT E IPACL O FUIZBHLTIE, remark 7 78X VA av 74 Falb—ay avwrs R
AEMLET, 2 A FPE2HIBRT 2121E, no BAD =~ FEEHLET,

WOFITIE, Jones DV 7 R v MMIIEFIE Telnet OFEHBHFRI SN TNERA,

Switch (config)# ip access-list extended telnetting
Switch (config-ext-nacl)# remark Do not allow Jones subnet to telnet out
Switch (config-ext-nacl)# deny tcp host 171.69.2.88 any eq telnet
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$£34F ACLITEDRYFT—Y £FaVT1OHRE |

W 1Pv4 ACL DEEE

i K BlIF#R~D IPv4 ACL DiER

il ACL AT 5 &, 1 DEITBHOMKERRA~OT 7 B A% HHCE £, WARBRIZITIA
Aift & ACL ZACE WA, TXRTOEBEKBIFUC 2 —FRERT D AR S D720, 33T
WZIRI CHIRZ R ET D MERNH D £,

A B =T xAA~D ACL OBEHADFNEIZH>WTIE, [ X —7 = A ZA~D IPv4d ACL O |
(P.34-20) #&M L TL &V, VLAN ~® ACL OEAFIZ >\ Tix, TVLAN < v 7O
(P.34-30) Z#ZHL T E &,

AESAR IR & ACL ITHE SN2 7 B L AR OB E R R L OF(E ki & fIfR4 2 1213, FrHE EXEC
T— FTROFIEELFATLET,

avwv R B
27971 configure terminal JU— L A2 T 4R e T FABIE L £
A797 2 line [console | vty] line-number METARBMEBEL. A F9A4y a7 4Xal—ay T— NaBlg
LET,

e console : =Y — LI REIMAIRELET, 20 Y —/ A— I
Data Communications Equipment (DCE; 7 —# #{534#&) T,

e vty: UE— R A V= 77 AHORBIEAKRERE L £,

line-number 1%, [BI#RZ A TEBET HHE. RET DKL V—T N T
VIOEIFRFEE T, FBETE &ML 0~ 16 T,

27973 access-class access-list-number (FAL 25T 2) BEORAMBEKRGRLE T 72 U R MIEESAET
{in | out} FLUABOERR L ORESEZHIRL £,

27974 end Fi#E EXEC £ — RIZREY £,

27975 show running-config TI7A VANOHEREERRLET,

A797 6 copy running-config startup-config |((£%) 2 7 4 Fal— gy T A MICHRELIRELET,

AR EIFED> 6 ACL ZHIBRT 5 IZ1% . no access-class access-list-number {in |out} 71> a7 4 ¥ =
L—vay avy ReALET,

A23— x4 A~D IPv4 ACL D:EF

DTFOFEEFHIZEELTIEI N,

e ACLIEERBLA Y2 AR — MIZZTEALTIZEN,

s LAVIAUE—T A ADEFAEIT. ACL ZEEELEFREONTNIOLIMIZHEH L E7,
o AU B =T A A~DT J B ALHIHEHT 56, AR & E£7213F 5H ACL A TE £,

e ACL %Z VLAN DAL R_R—=THbHR— MM L7=HE. F—h ACL D58 VLAN A v 4 —7 =
A AZHAEN ACL LS nx1,

e VLANIZELTWAHLAY2A 4 —T7 x4 AZACLZ#EHLZSA,. V1Y 2 (GF— 1) ACL
IX VLAN A > ¥ —7 = A ZZHWHA SN AT F DO LA ¥ 3 ACL, F£721% VLAN (2 iz
VLAN v v 7 XD B LET, "—FACLIE, LAY 2R — b TREINLEE Y NEH
W7 ANBE Y T LET,
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A7y71
ATy7 2

ATy7 3

A7y7 4
27975
AT97 6

IPva ACL oz N

o LAYIALUE—T AR ACL BBEH I, Vv —T 4 VT HBA R =T NI o> TOWRWIGEIL,
SNMP. Telnet, Web N7 7 1 v 772, CPU TUELIND Ty FOIMNRT 4 NE Y T EN
FT, VAY2A X —T2AAZACLZ#EHTOIHAE. VT4 T E2ARX—TNICT HHE
TH Y EHA,

o 574 R_R—KVLAN BZRESNTWVWEIEE, 7714~V VLANSVIIZOR/L—F ACL Z#EH T
XFET, ACLIZTZ 94~V BLIOEI XU VLANDLATY3 T 74 v 7 IZEAESNET,

~
GE) Ty MRTI7RRA ITN—TICE>THERENEZSHE. 77 4/0 hTliX, v—% 13 ICMP BEARFE
AvE—TEEELET, T7EAITA—FIC Lo THEEINEINLD Ry MIN— R =27 TR
o0y 7E3NT. AL vTFOCPUILTY vV 7 EnT, ICMP Bl#EREA v E—U % AR LET,
AV BE—=T oA ZA~DT 7 AZHIHEHT HI121%, $54E EXEC T— FTROFIEZFETLET,
avwv R B
configure terminal Jua—r) ary7 4 F¥Fal—vary ET— REBEBLET,
interface interface-id RETDHDHEEDA LV H—T =2 ABFEL, AV F—T A A AT 4

XFal—gr E—F2HEBLET,

AE=T A RZFE, VA Y¥2A404—Tx=A4A (FA—F ACL) £7=
A v3 404 —7x4 A Ob—% ACL) 2#HETEET,

ip access-group {access-list-number | |$§ 8 LT A v X —T =2 A ZA~DT 7 A5 L F T,

name} {in | out}

out ¥x— 7V — R A¥2 44— A (F— K ACL) TiEHA—h
SINFEEA,

end

¥4 EXEC £— FNIZREY £,

show running-config TIEA VAMNOREERRNLET,

copy running-config startup-config |({L75) 2L 7 4 Xal—iay 77 A NMCRELRFELET,

(E)

BEINIZT 7R ZFV—T%HIK7 5121%, no ip access-group {access-list-number | name} {in |
out} f VX —7xA A A7 4 FXal—ary avwr el LET,

WIZ, R—RMZT7 278X VA2 &ZWEHALT, R—NMNIEETLHI Ty baeT7 4 vZ Y 73 506 %
RLET,

Switch (config) # interface gigabitethernetl/0/1
Switch(config-if)# ip access-group 2 in

ip access-group f V' F4—T7 A A AT 4 Fal—ary av s RELATV3IAf LV E =T (R
(SVI. VA ¥ 3 EtherChannel, F72i3v—7 v K Fx—h) [Z@EHT 2. DA X —T oA AT
IP7 FUARREINTWDOIRLERHVET, LA TVYITIZERXR Z7L—"1F CPUDOLAY 3 Tutk
A Lo TN =T 4V TELBZEINDI Ty V2T 4V EZ VT LET, 2O7N—71X, VLAN
WTT Y v T E8nbd R ry MIEEY 528 A,

{5 ACL O6., X7y hOZERIZ, AL vTFIiE 7y & ACL LHRELET, ACL 337 v b
EHFAILTWAD L AL v FIEI Ty bOWMEE R L ET, ACL B X7y MEEGL TS E, R
A vFIFIANTy NEFEELET,

FM5 ACL DA, 7y FEZEL, GG A v ¥ —T oA ZZEF LT, A v F13r o b
 ACL tHBELFET, ACLDB X7y hEFAILTWDE, AL v TFiF "\ ry hEXEFELET, ACL
BNy FEIESE LTS E, AL v FII A ry hEFEELET,
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W 1Pv4 ACL DEEE

T 74N NTIE, 7y PREEINTEZGEAEIEL. TORRBASNA ¥ —T7 A 20D ACL 72137
AE =T A AD ACL ODWTNTH-ThH, WICAIA L F—T =4 X5 ICMP Bl#EREEA >
t—UNREEEINET, ICMP 2EREA vE—JI3@E, AWM F—T oA X1 2Z2&, 058
Tl I DT ERINET, 127, ZOFEIT ip icmp rate-limit unreachable 7 7 — 3L 22
TA4Xalb—vary avw U ReALTEAFRTE £7,

KREZED ACLEZA L F—T =4 ATHHAT DL, A4 Y FILACL 8 v F—T = A AZHHINT
W W T L TR ATV, X TORT Yy ERFRENRNTLENET, Xy hU—27 X a2V
TADD, REHED ACL ZHEHT LT EEL TSIV,

IPACLD/N—FOxz7HEELUVY I bz T70O0E

GE)

ACL ORI FICNN—RU =7 THEITSNETH, bTFT7 4 v7 7a—oH|ZiT CPU IZERE L TY
T hy 2T ETORER DD DBV ET, "RV T TACL 27 4 Falb—a &R
FTARENNSIEWNICRD & N7y MIREDOEHIC CPUICEESHET, Y7 by =T#E% b
T4 v DR L— NI, N—FRU=THRENT T 4 v 7 LD KRIBIZIKLS 72D £97,

AT AR =DY V= ARENFN TN R T =712 ACL #RETER2WHA, BEE2ZT5
(Y7 RO =7 THEIND) OIE, A v FIZERFBLEZYE VLANNDO RN F 7 4 v 7 OHKRTY, /8
Ty OV T N2 TEENEAETDE, HEIND CPUTA I AMVERIZIGELT, A, T AZ 70
NI = U ANKRTTHZENHY T,

N—4 ACL OEAEIE. WOGAEIZ/NT vy RS CPUILERINDZERH D £7,

o log ¥—U— N&EEMAT 5,

e ICMP ZERREA v —T HAERT D,

FNoZT7 4w Ta—0uXr 7 EmEOWFEITOHBE, Bk — Ry o7 CUEINETN, =
XTI 7 MU =T TUBTOIMNERNSLY FET, N— R =T YT FNT =T T v FLERE
DR DED, aX L 7R THHITRTO 77— (Fr7e—LER70—) OAFHHRIENIEFICK
WAL, BRIy FO—#EuX S TEER AL

—% ACL ODFREEZNN— Ry = TIZEHATE R WSS, VLAN IZERE LIV —T 4 I/ v b
Y7 b 2T TCA—TFT 4 T ENETN, 7Y v TiEn—Ro=T7 TitbhEd, ACLIZLDY
LDy R CPU ~EFEND L, AL v TFORT 3 —~ ABMKRTFT 58NN 4,

show ip access-lists £ EXEC 2~ FEZ AN L TH, FREIND —EI UV MIn— R T =7 THi
WMENDT 7 8ADNTy NERRLERAL, AAMYTF RBLOLV—FT v R X7y MIBETHA— R
7 =7 O ACL OFEARMHFHE®ME IS 9 5 551X, show access-lists hardware counters F5#
EXEC v F&EHEHALET,

ACLDO S TN a—Ta2T

COACLYFX—V¥DAyE—URFRIN, [chars] BT 7 A VA NLADGE, ROL Ay
E—URERRINET,

ACLMGR-2-NOVMR: Cannot generate hardware representation of access list [chars]

ALy FITiE, ACLZN— RV =7 TCRETL2DIZ+m7Y Y —Anb0 EHA, UV —XITIT,
IN=R 2T AFEYETUYL AR=AREGEENTHETA, CPU AV EEENRTVERA, ZOR
UL, EHAMEEZ: LOU £ 7213l EDN— R =27 VY —ZADORREIZL->THRAELEJ, LOU X TCP
kB 77 WA, £721%. TCP, UDP, SCTP R— hE S TD eq LIS DT A & (ne, gt, It, £/
I¥ range) THEEIZ/2Y ET,
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R E LT, ROWTIDFEEERLET,

o ACLREAZEBELTHMT 2V Y —REZWHT,

o ACL AITfPMENic e, ZORMFITHETT 2R PICEESHZ TACL 42 EETT 2,
BWEDN—F =T UV —2%&HEMT5I21%, show platform layerd acl map §### EXEC =~ K%

FEHLET, AL v FIHEHATRERY Y —ANRNR2 WA, index 0 ~ index 15 1IfFEHTE Aot H A&
nEd,

UY—2ARRR LR T ACL 2R ET D HIEOFEMIC OV T, Bug Toolkit @ CSCsq63926 %%
LTSS,

72 Z21IX., ZTOACLEZRDODEHICA v HZ—T =24 AZEALET,

permit tcp source source-wildcard destination destination-wildcard range 5 60
permit tcp source source-wildcard destination destination-wildcard range 15 160
permit tcp source source-wildcard destination destination-wildcard range 115 1660
permit tcp source source-wildcard destination destination-wildcard

FLT, DA =V REREINTHE.

ACLMGR-2-NOVMR: Cannot generate hardware representation of access list [chars]

77 7ICHET HEAFIIEATEER AL, ZOMBEIX, RO XD ICEBELET,

* ip access-list resequence 72— 3L 2T 4 Fal—v gy avr REFHALT.4FDHD ACE
% 1 &HD ACE ORICEET 5,
permit tcp source source-wildcard destination destination-wildcard
permit tcp source source-wildcard destination destination-wildcard range 5 60

permit tcp source source-wildcard destination destination-wildcard range 15 160
permit tcp source source-wildcard destination destination-wildcard range 115 1660

70X

* ACLA%, i ACL AITAMS TR T LV ST T D RBFICESHBATEESTD (e x
IX. ACL79 % ACL [ IZE®ET %),

T, ACLO1EDDACE %A ¥ —T7 A AZHEHTEET, XA v FIL ACE % Opselect
index OFHFREZ~ v BV 7 By MZHEID BT, RIZ, TCAM TRILE Y MIEMFEHT 2720127
T UCBET AEAECEEID S CET,

J—4% ACL OEREIZ. kD LB T,

o fEUE ACL BLOMEE ACL (ANBXOHD) OFFr 77 v a 0w T7 7 v avean—RuxaT
THIBEL, 772 arite—notXx=UF 0 2L LET,

* ip unreachables 37 1 E—T7 VDA log fFEE LR VE, BEX =2V T 4 ACL D#EAAT— |
AT 270 =B N— Ry =T IZRoTHEEINET, FHRAT— AV NEe—HT D57
2—X, "RV zT TR v FrI7InET,

e L—X ACL® ACEZlog ¥— 7V —RZEMTDHE, Xy hoae—»n CPUIZEFEI N, ~F
VT DIHIWTONET, ACERFHAT—FALV FOBHEL, N7y MIN—FU 27 TAA v
FoTBION—T 4T ENET,

IPv4 ACL D&% EHI

Z 2 TiE. IPv4A ACL O ER L OEMFIZ R LE T, ACL O = /34 JWZBIT 25EMIC DV T,
[Cisco 10S Security Configuration Guide, Release 12.2]. 3 X O [Cisco 10S IP Configuration Guide,
Release 12.2)] @ T1P Addressing and Services] D#E(Z& 5 [Configuring IP Services] #Z M L T<
723,
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IPv4 ACL DER3E

3431, MR Y MU — I PIBE SN AT 0 AREARLET, —T v K R— b 2 IZ8RRS
NV —NA T, TRTOREENRT 7B ATE LML EOBFBRBBMNENTOVET, L—TFT v
K A= b LI IR — B idid, MEFOVOKEGZIWT =2 BB TnES, +—1NA
WIET_RTO2—FRT 7 EATEETHN, P—N"BILT 7/ EATEZ 22— IHIREITHET,

N—% ACL ZH LT ERO LD ICRET 2103, RKOWThhOFEE ML ET,
« [EYEACL 2B L, K= 1 oY —CHETL VT T4 v 72T A NE Y T T D,
o BRI ACL ZAER L. = bR — b LICHETB NI T4 v 22T 408 ) T T 5,

34-3 L—4% ACLICKD 574y DFIE
H—/\A H—/\B
IR 2% BB
a—y 7
= | = |
L

> g

A— k i— k1
A— _|
gf\ =
] |

AEEM ="\ = ¢ REM

172.20.128.0 ~ 31 I:l‘ I:l‘ 172.20.128.64 ~ 95

7 7

101354

W, HEHEACL ZHH L TR— O —N"BIZERETDHIN T 74 v 0BT 4NE ) 7L, R
DEETT R A 172.20.128.64 ~ 172.20.128.95 " HEEEND N T 7 4 v 7 OB Z AT 560 &R
LEd, 20O ACLIE, HBESNEEELT RLAZEOL—T v R AR—NM1I 0% ESND M
T4y ZIicEHEINET,

Switch(config)# access-list 6 permit 172.20.128.64 0.0.0.31
Switch (config)# end
Switch# show access-lists
Standard IP access list 6

10 permit 172.20.128.64, wildcard bits 0.0.0.31
Switch (config) # interface gigabitethernetl/0/1
Switch(config-if)# ip access-group 6 out

WIZ, EE ACL 2 AL TH—N"B L R—MNIERETDHINT T4 v 02T 4BV T L, (EED
EEILT FL R (ZoHEIFY—/3B) 2O REHMOSEET N2 172.20.128.64 ~ 172.20.128.95 I
EEEND T T4y OB EFATLHEZRLET, 2O ACLIEZ, V=7 v R A—=FLIZERETD
NI T4y 7R S, FREDSHET FLRAIZKESND NI T 4 v 7 DR EFALET, LiE
ACL 4 25613, #ETE IO EFROFIC, 7o h=r (IP) 2 AT LIBERDHY £7,
Switch (config)# access-list 106 permit ip any 172.20.128.64 0.0.0.31

Switch (config)# end

Switch# show access-lists
Extended IP access list 106

Catalyst 3750 R4 v F YI b9z 7 av74Fal—S3v HA K
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IPva ACL oz N

10 permit ip any 172.20.128.64 0.0.0.31
Switch (config)# interface gigabitethernetl/0/1
Switch (config-if)# ip access-group 106 in

&Sl ACL
ROFIDOF Yy vT—27 36.0001X.2FOOF 7Ty "3 72y VERET LI/ ITA ARy hT—7
TY, 2FY, Y7 Xy b vAZ1X255255.00 TH, v hU—2 7 KL X 36.0.0.0 D3 FDIB L
W4 BDOA7 T v M, FFEDOFRANEHRELET, 778X JRAR2EZHHLT, 7 x> K 48
DT FL A% 1 DAL, FLH TRy hOMOT RLAZTRTHESLET, ZOT7 78R J AL
DOEMATIZ, Xy T —72 36.0.0.0 DMOTXTOY TRy N EOT RUARFRIINDZ LERL
£9, ACLIZA—MIEFETL 7y MaEH S ET,
Switch(config)# access-list 2 permit 36.48.0.3
Switch (config) # access-list 2 deny 36.48.0.0 0.0.255.255
Switch (config)# access-list 2 permit 36.0.0.0 0.255.255.255
Switch (config) # interface gigabitethernetl/0/1
Switch(config-if)# ip access-group 2 in

5k ACL
WOBOIEIEITIZ, 1023 £V b RKE WA — b~DFERE TCP Bl 2 #Frl LE T, 2 FHDOITIE, &K
A |k 128.88.1.2 @ SMTP &R— h~D¥E(E TCP #5437/ LET, 3 FDOITIL, =F— 74— NNy
7 HDEE ICMP X vt —V &2 LET,
Switch (config)# access-list 102 permit tcp any 128.88.0.0 0.0.255.255 gt 1023
Switch (config) # access-list 102 permit tcp any host 128.88.1.2 eq 25
Switch (config)# access-list 102 permit icmp any any
Switch (config) # interface gigabitethernetl/0/1
Switch (config-if)# ip access-group 102 in
ZOFITIER, A ¥ —3y MTERENTEX Yy NU—27BHY . Xy hU—2 EOEEDORA MR, A
VE—Fy h EOEEDORA L TCP AL TEDLLHICTHHEEERLET, H7EL, IPFA
MZiE, HEAA =L FRA DA =L (SMTP) A— MERERNT, Xy FT—27 EOKRA b~D
TCP #ftiIix E L2V b DL LET,
SMTP (%, #&fEd i TiZ TCP ARN—h 25, &5 ~FHTET v F LR — bESE2EMLET, Sl
TWADIE, RUR—FESMERASNET, A Z =3y FRDEET LAV Ty FOsEk
R—MI25 TT, BEAT Y FOR—FEFETHEINTOVES, KRRy P —27 VAT LTI
WIZHR— D 25 TORA—NFERMERA SN TND I, BET—E X EHEF— X E2@EHNICHE T &
F9., ACLIZREA 2 —T7 =24 ADAI] ACL BEIOEREA v ¥ —7 =4 ZADHJ] ACL & L THE
SNDMERHY 7,
WORFTIE, Fy NT—71F7 RLRAN 128.88.00 DV TAB Ry hU—I T, A— )L KARDT K
L A% 128.88.1.2 TY, established ¥— U — NI, fEY. Sl r £ 75 TCP EMOF—U—F
T3, TCP 7—%# 277 A2 ACK £721E RST By FAREIN, N7 v MRBEFOHERICE L TWD
TEMHBT L, —BERRINET, AX YT AUN— 1 DOFXFHEY F A —F Xy b A F—
A AL, v=F A I —Fy NIRRT O X —T = AT,
Switch (config)# access-list 102 permit tcp any 128.88.0.0 0.0.255.255 established
Switch (config)# access-list 102 permit tcp any host 128.88.1.2 eq 25
Switch (config) # interface gigabitethernetl/0/1
Switch (config-if)# ip access-group 102 in
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W 1Pv4 ACL DEEE

&AIffE ACL

WIZ, internet_filter &\ 5 £ ATOIERE ACL 1 X O marketing _group &\ 5 £ aliOYLIE ACL % 1ERK
LB %R UET, internet filter ACL X, BETLT RV R 1234 ML EEINDITRTONT T 4>
7 &R LET,

Switch (config)# ip access-list standard Internet_filter
Switch (config-ext-nacl)# permit 1.2.3.4
Switch (config-ext-nacl) # exit

marketing_group ACL 1X. 58567 KL A L5860 AV KA — FOME 171.69.0.0 0.0.255.255 ~DLE D
TCP Telnet N7 7 ¢t v 7 ZFFAl L, ZDfod TCP F 77 4 v 7 #EHFLET, ICMP M7 71 v 27 %
AL, fEEOEEILN G, 5EEAR— 23 1024 £V /hEW 171.69.0.0 ~ 179.69.255.255 D3E5ET R
VANEREND UDP 77 4 v 7 Z24ERLET, TRLSOTXTOIP b7 7 4 v 7 2K LT,
fRETRTr I RERRINET,

Switch (config)# ip access-list extended marketing group

Switch (config-ext-nacl)# permit tcp any 171.69.0.0 0.0.255.255 eq telnet
Switch (config-ext-nacl)# deny tcp any any

Switch (config-ext-nacl)# permit icmp any any

Switch (config-ext-nacl)# deny udp any 171.69.0.0 0.0.255.255 1t 1024
Switch (config-ext-nacl)# deny ip any any log

Switch (config-ext-nacl)# exit

Internet_filter ACL (3%15 N 7 7 « » 7 \ZH# A S v, marketing group ACL (XL A ¥ 3 KA — hDFE
N T4 v ICEASET,

Switch (config)# interface gigabitethernetl/0/2

Switch (config-if)# no switchport

Switch(config-if)# ip address 2.0.5.1 255.255.255.0

Switch (config-if)# ip access-group Internet_filter out
( ) #

Switch (config-if ip access-group marketing group in

IP ACL [S5E R S h S Ffil #E B

WORITIE, HIBANOA&MER £ TOFHI 8 Ki~ % 6 Kf (18 F) O, IP LO HTTP 77 4 v 7
ZHEGLET, UDP b T 7 4 v 7%, THEABIOHBEHDOEF~F% 8K Q0 1) ORI HF S
nEJ,

Switch (config)# time-range no-http

Switch (config)# periodic weekdays 8:00 to 18:00

|

Switch (config)# time-range udp-yes

Switch (config) # periodic weekend 12:00 to 20:00

|

Switch (config) # ip access-list extended strict

Switch (config-ext-nacl)# deny tcp any any eq www time-range no-http
Switch (config-ext-nacl)# permit udp any any time-range udp-yes
|

Switch (config-ext-nacl) # exit

Switch (config) # interface gigabitethernetl/0/2

Switch (config-if)# ip access-group strict in

AAVMIEIPACLTIV MY

WIS RTRREEE ACL OFITIX, Jones DU — 27 A5 — 3 N7 7B AEFHFR L, Smith DV — 2
AT —aNET VB AEHF A LER A,

Switch (config)# access-list 1 remark Permit only Jones workstation through
Switch (config)# access-list 1 permit 171.69.2.88
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ACLORxX>4

IPva ACL oz N

Switch (config)# access-list 1 remark Do not allow Smith workstation through
Switch (config)# access-list 1 deny 171.69.3.13

IR HEEHl ACL Of1 T, Winter B X O Smith DU —27 25— 9 TD Web BN EEIEE N
iﬁ—o

Switch(config)# access-list 100 remark Do not allow Winter to browse the web
Switch (config)# access-list 100 deny host 171.69.3.85 any eq www
Switch(config)# access-list 100 remark Do not allow Smith to browse the web
Switch (config)# access-list 100 deny host 171.69.3.13 any eq www

W RT LM & ACL O TIiE, Jones DV 7 xRy MIIIT 7 B AEZFFR LEHA,

Switch(config)# ip access-list standard prevention
Switch (config-std-nacl) # remark Do not allow Jones subnet through
Switch (config-std-nacl)# deny 171.69.0.0 0.0.255.255

W4T & ACL OfTlE, Jones DY 7 % v FMIILIEIE Telnet OFE A2 L EH A,

Switch(config)# ip access-list extended telnetting
Switch (config-ext-nacl)# remark Do not allow Jones subnet to telnet out
Switch (config-ext-nacl)# deny tcp 171.69.0.0 0.0.255.255 any eq telnet

N—2%2 ACL T, 2 O X IR R —F SN TWET, log¥F—V— FE2HEETLE, =Y
E—HF Ly MClTar7@EMA vy E—URa Y —IEREINET, log-input ¥—T— K
ERETLE, v Z NVICANA v H —T = A APBIMENET,

WOBITIL, BRI EFELET 722 U A b stanl 1£10.1.1.0 0.0.0.255 06D N7 7 ¢ v 7 Z2HEE L,
ZOMDFTXTORELNOD FT T 4y 7w LET, log F—TU— FbiEESh THE T,

Switch (config)# ip access-list standard stanl
Switch (config-std-nacl)# deny 10.1.1.0 0.0.0.255 log
Switch (config-std-nacl) # permit any log
Switch (config-std-nacl) # exit
Switch (config) # interface gigabitethernetl/0/2
Switch (config-if)# ip access-group stanl in
Switch (config-if)# end
Switch# show logging
Syslog logging: enabled (0 messages dropped, 0 flushes, 0 overruns)
Console logging: level debugging, 37 messages logged
Monitor logging: level debugging, 0 messages logged
Buffer logging: level debugging, 37 messages logged
File logging: disabled
Trap logging: level debugging, 39 message lines logged

Log Buffer (4096 bytes):
00:00:48: NTP: authentication delay calculation problems
<output truncated>

00:09:34:%SEC-6-IPACCESSLOGS:1ist stanl permitted 0.0.0.0 1 packet
00:09:59:%SEC-6-IPACCESSLOGS:1ist stanl denied 10.1.1.15 1 packet
00:10:11:%$SEC-6-IPACCESSLOGS:1ist stanl permitted 0.0.0.0 1 packet

WIS AEITSIERT 722 DA b ext] IZX-> T, EEDOEETLN S 10.1.1.0 0.0.0.255 ~?D ICMP /3
7o REFRIL, XTO UDP X7y hEHESTHH0E2RLET,
Switch (config)# ip access-list extended extl

Switch (config-ext-nacl)# permit icmp any 10.1.1.0 0.0.0.255 log
Switch (config-ext-nacl)# deny udp any any log
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W Z#74f= MAC 3k ACL DR

Switch (config-std-nacl) # exit

Switch (config) # interface gigabitethernetl/0/2
Switch (config-if)# ip access-group extl in
WIZ, Y53 ACL on 7oz LE1,

01:24:23:%SEC-6-IPACCESSLOGDP:1list extl permitted icmp 10.1.1.15 -> 10.1.1.61 (0/0), 1

packet
01:25:14:%SEC-6-IPACCESSLOGDP:1list extl permitted icmp 10.1.1.15 -> 10.1.1.61 (0/0), 7
packets
01:26:12:%SEC-6-IPACCESSLOGP:1ist extl denied udp 0.0.0.0(0) -> 255.255.255.255(0), 1
packet

01:31:33:%SEC-6-IPACCESSLOGP:1list extl denied udp 0.0.0.0(0) -> 255.255.255.255(0), 8
packets

IPACL ®F_XThOuF¥ 7 = b VUL ssec-6-1paccEssLoc TR LET, = MU oBERIE, —%
L7ZACLRT7 72 = MY OFRBHIZIG U CHETRERD £7,

WIZ, log-input ¥— U — REHRELZHAOH NI A vE—VOflEZRLET,
00:04:21:%SEC-6-IPACCESSLOGDP:1ist inputlog permitted icmp 10.1.1.10 (Vlanl
0001.42ef.a400) -> 10.1.1.61 (0/0), 1 packet

log ¥— 7 — REFELIESGAG. ROy MIETE R 7 A v B—UIZB3ANA v F—T7 =4 A1
WNBMENEREA,

00:05:47:%SEC-6-IPACCESSLOGDP:1list inputlog permitted icmp 10.1.1.10 -> 10.1.1.61 (0/0), 1
packet

ARIfTE MAC #i5k ACL DERK

(E)

VLAN £72013L A Y2 A 2 —T 2 A ATHIPVE " T 7 4 v 227 40E Y 74521, MAC T
KL 28 L O4FIfTE MAC 538 ACL 2 LE9, FIEIZOWTIE, o4 aift &k ACL 2%
ET DA L REEETT,

LAY 3A U —T7 A RZIE, AifTE MAC 53R ACL 2 TE £/ A,

mac access-list extended =~ R CTHR—FINTWVWAEIEIP 7a b /LOFEMIO>WTIL, 2DV
V—20avr R V77 L0 Z2E2BRBLTLIEEN,

GEX)  appletalk X2~ KT A OV FICRARINETH, deny B L permit MAC 727X U Xk =
V74 Fal—aryEFT—F avr RO—HEMELE LTHR—FENTVERA,
A& MAC 453k ACL ZEpd 51213, #itE EXEC £ — FTROFIREZFIATLET,
avvk iy
27971 configure terminal Fa—s) ar 74 E¥al—vay B— REEBLES,
A7¥72 mac access-list extended name LZEiEER L TCHEEMAC 772 UR MEEHRLET,
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Z{tE MAC 3 ACL oferx M

avwyFk B
27973 {deny | permit} {any | host source MAC JEEMAC T 7 A VAL av7 4 Fal—v g T— KT,
address | source MAC address mask} {any | FRTo (any) #E7TCMAC 7 KL A, w27 & DE T
host destination MAC address | destination MAC 7 KL A, 138 EDOHR A+ (host) %E5C MAC 7 K
MAC address mask} [type mask | 1sap Isap mask | L 2 B3 LT _TD (any) %65t MAC 7 KL A, < A7 &
| aarp | amber | dec-spanning | decnet-iv | 505 MAC 7 R LR EITREDS5 % MAC 7 R LRI,
diagnostic | dsm | etype-6000 | etype-8042 |lat |permit %7213 deny Z#5E L £7,
| lave-sca | mop-con§ole \ mop-d.ump.\ msdos | UET) WOA TS 0 v b AFF5 = b bCxEF
mumps | netbios | vines-echo |vines-ip |
xns-idp | 0-65535] [cos cos] e type mask : Ethernet I1 E 721X SNAP TH /b3 7]
v hOAEE® Ethertype %7, 10 #%, 16 #5, 72138
HEHTHRFLTE F ¥, Ethertype (2 XD don't care B |k
DIEEO= A7 PSS T, —BR&EXI ThhET,

e lsap Isap mask : IEEE 802.2 THh 7 /b N/ F v bD
LSAP &7, 10 #5, 16 #5, 721X 8 R TERTE £
T, dontcare By NOEEDO~ AT BPfIMENET,

e aarp | amber | dec-spanning | decnet-iv | diagnostic | dsm |
etype-6000 | etype-8042 | lat | lavc-sca | mop-console |
mop-dump | msdos | mumps | netbios | vines-echo |vines-ip
| xns-idp : FEIP 7'u [ =v

e coscos: SIAF VT 4 HRET DIDITHEHIND, 0~
7 @ 1EEE 802.1Q CoS % &

A7974 end H5HE EXEC £— FIZREY £,
27975 show access-lists [number | name) TI7EA VA NOREEZFERLET,
Z797 6 copy running-config startup-config (EE) 2o 74 Fal—ay 77 A NVICERERRTELET,

ACL &A%+ 5541, no mac access-list extended name 70— 3L 237 4 ¥ a2l —3 g
a<r REHEHLET, AiftE MAC $E38E ACL 7°5 ACE Z{EBNICHIBRT A2 &b T F9,

RIZ. EtherType DECnet Phase IV N7 7 4 v 7 2T #ER L, thOTXTOXATDNT T4 v T %
AT 2. macl EWHOAFIOT 72 A YA MR L TRRT 2HZRLET,
Switch (config) # mac access-list extended macl
Switch (config-ext-macl) # deny any any decnet-iv
Switch (config-ext-macl)# permit any any
Switch (config-ext-macl)# end
Switch # show access-lists
Extended MAC access list macl
10 deny any any decnet-iv
20 permit any any

LAY 24203 —0 x4 X~D MAC ACL DiEH

MAC ACL Z1Ei L., FhEL AV 2 A —T A RAZHHT DL, TDOA L Z—T = A RTHE
FTHFIP NTT7 4w %74 NF Y 7 TEET, MACACL 2T 254613, KOTEEFEEZS
BLTLZEN,

e VLANIZELTWALAY2 A2 X —Tx2A4AZACLEZBEH LSS, L1 ¥ 2 (F— 1) ACL
IX VLAN A > ¥ —7 = A ZZ@HA SN AT F DO LA ¥ 3 ACL, £7-1% VLAN ([ S iz
VLAN = v 7 X0 B LET, LAV 2HR— b TRETHIERE 7Y NI, HIZA— K ACL T
TANB Y TERET,
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W VLAN =y F0EE

27971
ATy72

A7973

27974
AT975

A797 6

e MLLAY2AF—T A RCHHATELDIX, IPT 27X VAL D2EMACTZERAY X
F1OZFTT, IPT 78R VAMIIP ATy FORETANZ Y7L MACT 72X U A
MIFEIP Ty b7 42 ) 7 LET,

e 1 DD AX¥2 A A =T 2 AZHWATEDL MACT FLA JURA K1 2T, T2
MACACL RRESNTWVWALAFTY2A L EZ—T A ACMACTZ7E®RA UANEEHATA L.
B E L ACL 2’8 LW ACL Iz b ET,

VAY2A L Z =T 2 A A~DT 78 A ZHI#lTH720ICMACT 78X UAMZBEMAT 51213, %
#e EXEC €— FTROFIREZFATLET,

avwvk B

configure terminal sa—)arZ 4 X¥al—vary T—NEBBLET,

interface interface-id BEDA L HE—T oA ABEEL, f v F—T xR a7 4
Fal—varyE—FRERBLET, A2 —T7 o1 R 3YBL
A¥2A4%—7=A4A (R—F ACL) TRIFNITRY A

mac access-group {name} {in} MACT77t%A UAMEBHALTC, fEESHEA X —T oA A
~NDOT I AR LET,
A— K~ ACL X, HEFROHEYFR—MLET,

end Kt EXEC E— RICR Y £7°,

show mac access-group [interface interface-id] |z 4 7 — 7+ 4 ZF - 1ZFT_RTDOLAFY 2 AL Z—T = A R
WHA SN TSI MACT 7R VA NERRLET,

copy running-config startup-config (EE) av74FXalb—ray 77 A NVICREZRELET,

HELET 78R 7 A—7%HIBRT 512X, no mac access-group {name} f 4 —7 A a7 4
Fal—varavwrReEHALET,

WIZ, R—=FMT7 27 8A URANmacl Z@H LT, R—NMIEETLITy haT4ng U 7T 50
TR LET,

Switch (config)# interface gigabitethernetl/0/2
Switch (config-if)# mac access-group macl in

mac access-group { A —7 = A X AT fFal—var avry NI WHELAVY2 M F—T =
A ACHASNTEZBEOREH LY £9, 2D~ K% EtherChannel R — k F ¢ R /WZIEEH T
EFEHA,

Ny MOZERIZ, AL vFI3ERE ACL £y hERALET, ACL BNy NEFFRT25 &
AA o FII Ny OB EEGE L E T, ACL B3 X7y FEHERTLE. AL v FIEI 7 v b FEHE
LET, REBXBDOACLZA LV F—T A AZW#HATHE, AL v FILACL A X —T = A R|Til
SN TN EHE L TR ATV, T XTORyy FRFASNTLENET, Xv hT—2 &
X2 VT4 DD, REZRDO ACL Z2HHATI2HAEFERE L TLEEND,

VLAN < v TDERE

Z 2T, VLAN v v 7% FET D HEICOWTHHLET, Z0FHEE, VLANRNTTZ AU v
7 EHIET 2ME—DFETT, VLAN ~ v I HFROBENRSH Y ¥ A, VLAN v v 7E2HH LT,
BEDHFMD NT 7 47 %7 4 NE) 7T 5203, FEOEEITEITSALT FUABRREI N
ACL ZEMT 2 4B NRH Y £9, VLAN = v THIZEY 7y v b XA 7 (IP £721X MAC) IZx7 %
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2AFyvFT 1

ATFyvF 2

ATFvFT 3

GE)

ATv7 4

VLAN vv 7oz N

match 2~ FRHDI5E. T 74NV T, ~ v 7HRHOEOZ FVIZH—FH LRy MI R
oy 7ENET, Uy b AT D match I~ FRRWES, T 740 TR, 7y
FAREREE N E T,

CITHEMT Ay ROMBXBIOHEHFEOFEMIC DWW T, 2oV ) —R i Tda~vr K
V77 LU AESRL TN,

VLAN ~ v ZZER LT, 1 2F 7213850 VLAN AT 21203, ROAT v P2 ETFLET,

VLAN (28 9 2% IPv4d ACL & 72134558 IP ACL, F 72134 8ifl & MAC §E5E ACL Z/Ek L £,
MEAE S L OWEIE IPv4d ACL OfERK] (P.34-8) BX W TVLAN ~ v 7OfERk] (P.34-32) 25 L TL
ZEW,

VLAN ACL v v 7 = b U Z{EAT 5121, vlan access-map 72— 3L 27 4 ¥ 2Ll — 3
avwr Fe AN LET,

TIEA~wy T a7 4Xalb—var E— KTIL, action & LT, forward (T 74/ 1) E£720%
drop # ANTHZ b TEET, 72, match =~ FE AN LT, BED MAC 7 R L ADHHHE
WMENTZIP Ny FERIZIEIP X7y hEBELZD, 1 DEITHEE O ACL (EHEE 72 3ER) &
Ny NERELTEV T ELTEET,

Ny b XA 7 (IP £7212 MAC) (%% % match =~ RN VLAN v v FICHh - T~y 7 771
URBEEINTEGE, XA TR T ETRTORry bR Rey7EnEd, VLAN ¥ v 7IC
match 2~ RN RESINEZT 7 v a U RNEEREINESE. TXTOIPBLIR LAV 2 37y
rRFayFEnEd,

VLAN < v 7% 1 D& 723840 VLAN ([Z# 7 520, vlan filter 72— 3L 2307 4 F 2 L —
vayv avwry REFEHLET,

I T ROBEFBRICOVWTHALET,

e [VLAN ~ v 7 OREROEZEFHE] (P.34-31)

e [VLAN <= v 7O{ER] (P.34-32)

e [VLAN ~® VLAN ~ v 7 O] (P.34-35)

o Xy hU—2T®D VLAN ~ v 7O %] (P.34-35)

VLAN 7 v JOREROITEFE

VLAN ~ v 7 Z&RET D & EI2IE, ROEFFHEIIE-> TS,

o AUF =T AATII T4 v 7 &2 HETHEIITRESNIZ ACL 372< . VLAN ~ v 7 R&E
SNTOZRVEE, TXTORI 74 v 7 RHFATSRET,

e ZHVLAN vy 3—Hoxy MY THKRENET, VLAN vy 7O Y OIEFITEECT,
AL v FIEE L7y M, VLAN =y 7OROOT > S VI LTT A FERET, —8
L7=35813, VLAN v v 7OZOESICHESNLET 7 v a U REITSNE T, —H Lo Tz
BE. 7y MIxy 7HOKROT Y FUICH LTT A RENET,

o HY ATy b HAT (IP £721E MAC) 12479 % match =~ > K VLAN ¥ v 712 1 DF 7238
BHAHHETH, X7y ERENLO match 2~ RIZ—F LAWEES, T 744 Ty v
ARy FINET, STy b XA I T 5 match =<2 KA VLAN < v 7HNIZ 20
B T 7N NTEHAYy PREREINET,

| OL-8550-09-J

Catalyst 3750 R4 wF Y7 +bHx7 avI74¥al—vavif4F



$£34F ACLITEDRYFT—Y £FaVT1OHRE |

W VLAN =y F0EE

25D ACL BDEEINTWAREEIZ., AT LAOERENCHEEINR D NAZ ENH Y £,
VLAN v~ v 7ou X ZiZR—rEhTnEHA,

LAY 2A L H—T 24 RAHASINTEIP T 7R VA REEMACT ZERA YR RNRAAL v F
WZH->T, R"— bWJET 5D VLAN IZ VLAN ~ v 7% @M+ 2% 4. "— K ACL 78 VLAN v~ v 7
WL ET,

N—=RUzTIZVLAN = v 7ORELFBEH TEX 2 WAL, £ VLAN NOTXTORT v b &
Ny =T TV P TBIONAN—T 4 T AHALERNHY £7°,

774~V EBLOEN - Z ) VLAN TVLAN v v 72RETEET, 2L, 7T —F
VLAN D774 = VB LUt H > ZY VLAN IZ[A U VLAN ¥ v 728 ET 5 2 & 2 fEE L £,

TL—LINT T A=k VLAN NTEIEIND LAY 2 OA. AL VLAN < v 723 Al & H
IMlom HFIZEA S ET, 7—208 774 ~X—k VLAN ONMIN» SR — Mv—T 1 >
TJENLHE, 774 —hk VLAN ~ v 7B AHANCEH S £,

— FANFR—=FMBRAR—F~DT v T AR —ATEEIND T L—2DFE, ¥ X
U VLAN IZREENTWD VLAN =~ v 7R fA S x4,

— BER—FIMNOLEARN R—=F~DFX LA RN —ATERERINDI T L—LOHE, 774~
U VLAN IZHREESNTWS VLAN = vy 7R EH S £,

77 A _X— K VLAN OD¥EDIP b T 7 4 v 7 %7 4 NVHE ) 745121 VLAN ~ v %2754
~UBIOEH Y VLAN Ofi Fic@EA LEd., 774 X— bk VLAN OFEMICOWTIL,
¥ 163 [ 794 _X— K VLAN ORE] 2R LT E&EN,

BEFNZHOWNTIE, TRy FU—27 TO VLAN <~ v 7OERE] (P34-35) 25 LT EW,

N—4 ACL BEL W VLAN v v 72 AEHLE THEAT 2 FIEICONTIE, [VLAN v v 7 L —%
ACL OF%EROFESHE] (P.34-38) #ZML T Z&E0,

VLAN < v TDER

% VLAN = v FIIEFZR I 5N —HEO o ) TR ENET, VLAN <> 7 = U 2Bk,
BN, EITHIBRT S 1CiE, ¥ EXEC £— R TROFIEZFITLET,

avwr kR B i
27971 configure terminal Ja—rL ar T 4 X b—ay T REBEL £,
A797 2 vlan access-map name [number] VLAN v v 7% {E L, 4AiBLOE S (ER) ZHEELET, FEIT
~ vy 7RO MY DIEFEERTEHTF T,
[{ C4RTD VLAN ~ v 72 ERRT 2 &0 10 TO8M3 5 F 52 IEICE Y
BTCoNET, v 72ERBELEFHRT L L, BOwy 7 = b
VOFEZFEANNTEET,
Zoavwr REANTDE, T/ A Sy a7 4Xal—vay
E— NZEDLY £9,
27973 action {drop | forward} EE) ~ v 7 U hVICHT AT 7 a v aRELEYT, T 740 ME
#izi% (forward) T,
ATy7 4 match {ip | mac} address {name | |1 >FE/IFHEHMOEMEEITHEET 7 A U A MIH LTy hEBAL
number} [name | number) F9 AP EFLIEIMACT FLRZEH), 7> FOBREX, s+ 257R=
fanv 24707782 VR MK LTORMTOINLET, IP N7y M
FEREEIIIERIP 7 78R URX M LTHREEINET, FEIP Ty ]\
X, AR E MACHET 7B A U R MR L TORBESNET,
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VLAN vv 7oz N

avw vk BH#
A7975 end Fra—rL ar 7 4 X¥al—iar B RICED £9,
27976 show running-config FrEA YR NORESFRLET,
A797 1 copy running-config startup-config |({£%) =L 7 4 Fal—i gy 77 A MCREARELET,

~ v 7 EHIBT 5121%, no vlan access-map name 70— N 2T 4 Fal— gy avy REE
ALET, ~v7HNOv—r 2 = U % 1 DHIBRT 521X, no vlan access-map name number 7
o—X)L a7 4 FXal—raryavwr ReEEHALET,

TIHNENDT 72 arThHhIHEEEITIICIEL, noaction 77 A vy 7 av7 4 ¥al—vayv
a~vr REFEHLET,

VLAN ~ v 7’ Clt, #E® permit £72iF deny ¥F—V— F&EHA L EH A, VLAN~ v 7E2HEHL T
Ry NEEETHICE, X7y hERET D ACL Z21ER LT, 77 ¥ a U EBERICHKELET,
ACL N® permit IZ, —ET 5L WS EHTYT, ACL N® deny iX, —EL7R2W& W) BT,

ACL XU VLAN < v ZO 4l

#l 2

Wiz, FFEDOBEHDO=H D ACL BL U VLAN ~ v 7 E21EKT 2012~ L E£7,

ZIZTIE, Ny bEEGT D ACL 8L VLAN ~ v F 2Bl 5602 R LET, HRYIO~ v 7T

iZ. ipl ACL (TCP /%7 v 1) I—BT 5T _RTORyy bR Fry FIRET, BRI, TTO

TCP Ry N&FF L, NSO r Y b ET X THESRT S ipl ACL #{F L EF, VLAN v v~
[ZIXIP 237y MIZxET % match 2~ 2 RWFEIET 2720, T 74V FOT 72 a o TliE, €O match
AT REL—HLRWIP Xy RRT_XTRry 7S ET,

Switch (config)# ip access-list extended ipl

Switch (config-ext-nacl)# permit tcp any any

Switch (config-ext-nacl) # exit

Switch (config)# vlan access-map map_1 10

Switch (config-access-map) # match ip address ipl

Switch (config-access-map) # action drop

WIZ, Ry NaEFFA T 2% VLAN v v P& ElT 2614~ LE T, ACL ip2 iX UDP /N7 > b & 7]
L. ip2 ACL & =BT 2T _XTORTy FBRBEISNEST, 2O~y TR, ZHLETOED ACL &
H—H LBV T_XTOIP X7 v b (TCP TH UDP THLZARW ST v ) B Ry FInET,

Switch (config)# ip access-list extended ip2

Switch (config-ext-nacl)# permit udp any any

Switch (config-ext-nacl)# exit

Switch (config)# vlan access-map map_1l 20

Switch (config-access-map) # match ip address ip2

Switch (config-access-map)# action forward

WOFID VLAN v FTiX, 74NV BTIP X7y bR RFa vy 7S, MAC X7y 3Rk S E
T, D ACL 101 B L O4RIFTEILIET 7 & A U A b igmp-match 35 X Y tep-match % Z O~ >
TEMBEDETHEMNT L. ROX DT £,

e T XTOUDP X7y hfrEINET,
e TRTOIGMP N7y MR Ray7InEd,
o TRTHOTCP N7y FRIREINET,
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W VLAN =y F0EE

#l 3

#l 4

o ZTOMDFTNTOIP ATy ARy ZINET,
o TARTOIIP ATy MBEESNLET,

Switch (config)# access-list 101 permit tcp any any
Switch (config)# ip access-list extended igmp-match
Switch (config-ext-nacl)# permit igmp any any

Switch (config)# ip access-list extended tcp-match
Switch (config-ext-nacl)# permit tcp any any

Switch (config-ext-nacl) # exit

Switch (config)# vlan access-map drop-ip-default 10
Switch (config-access-map)# match ip address 101
Switch (config-access-map)# action forward

Switch (config-access-map) # exit

Switch (config)# vlan access-map drop-ip-default 20
Switch (config-access-map)# match ip address igmp-match
Switch (config-access-map) # action drop

Switch (config-access-map) # exit

Switch (config)# wvlan access-map drop-ip-default 30
Switch (config-access-map) # match ip address tcp-match
Switch (config-access-map)# action forward

WoOHO VLAN v v 7Tk, 774V FTMAC Xy MR Ky 7an, IP 37y hBEREINE
F. MAC JE8ET 7 2 A2 U A | good-hosts 55 & T good-protocols 2 = D~ v 7 LA G W T AT
HELRODESITRYETS,

e A K 0000.0c00.0111 35 £ T*0000.0c00.0211 725D MAC N7 > ERHRESNE T,
e decnet-iv £721% vines-ip 7'v IV EFHT S MAC /N7 > FREEESNE T,

o ZTOMDFTRTOIIP Ty FR Ry ZFINET,

o TRTOIP ATy MREEEINET,

Switch (config)# mac access-list extended good-hosts
Switch (config-ext-macl)# permit host 000.0c00.0111 any
Switch (config-ext-macl) # permit host 000.0c00.0211 any
Switch (config-ext-nacl) # exit

Switch (config) # mac access-list extended good-protocols
Switch (config-ext-macl) # permit any any decnet-ip
Switch (config-ext-macl)# permit any any vines-ip

Switch (config-ext-nacl) # exit

Switch (config)# vlan access-map drop-mac-default 10
Switch (config-access-map) # match mac address good-hosts
Switch (config-access-map) # action forward

Switch (config-access-map) # exit

Switch(config)# wlan access-map drop-mac-default 20
Switch (config-access-map) # match mac address good-protocols
Switch (config-access-map)# action forward

WOBID VLAN v v 7 TlE, 774N P TTRTOAT Yy b (IPBELVIHEIP) BRuyTFasnEd,
B2 B LOH 3 DT 7 EA Y AL tep-match 3 LU good-hosts & Z D~ v 7 L#lABEDLETHEMT S
EL RO LT ET,

o TRTODTCP N7y MRREINET,

e A b 0000.0c00.0111 3 LT 0000.0c00.0211 725D MAC 7347 v M DBHRE I UE T,
o ZTOMDOTRTOIP NTy "R Rr Yy FINET,

o ZFDOMODFTXTDMAC Ty bR Rry FIRET,
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VLAN vv 7oz N

Switch (config)# vlan access-map drop-all-default 10
Switch (config-access-map) # match ip address tcp-match
Switch (config-access-map)# action forward

Switch (config-access-map) # exit

Switch (config)# vlan access-map drop-all-default 20
Switch (config-access-map) # match mac address good-hosts
Switch (config-access-map)# action forward

VLAN ~® VLAN < v 7 D&M

1 2® VLAN ¥ v 7% 1 DE 721385 O VLAN ICEH 3 2121, %7 EXEC £— FCTROFIEZE

ITLET,
avwv kR B
27971 configure terminal Ja—rL ar T 4 ¥ l—ay B REBEBLET,
27972 vlan filter mapname vlan-list list VLAN = v 7% 1 oF 721385 ® VLAN ID (258 /H L ¥ 9,

list (21X H—d VLAN ID (22). #ife L7=#ipH (10 ~ 22), F£721% VLAN
IDDOANY>T (12, 22, 30) 2FBETEXET, Hr=0nA 7 U ORH]
BICANR—REFHATHLEHTEET,

27973 show running-config FIEA YR MORELERLUET,
A7974 copy running-config startup-config | ({L%) =L 7 4 F a2l —Lar T A NMCERERREFELET,

VLAN ~ v 7% HIBr3 % 121%. no vlan filter mapname vlan-list list 72—/ 3L 227 4 Fa b — 3
vavwry FEERLET,

RIZ, VLAN v 7 1 % VLAN 20 ~ 22 (AT 562" LET,

Switch(config)# vlan filter map 1 vlan-list 20-22

v bJ7—2TOVLAN v v JOERZE

Tk, —f&AY7 VLAN ~ v ZOERHEIC DWW T—EEH L £,
e U4V T Ju—Fy hOiREl (P.34-35)
o TRD VLAN 125 B —_"~DT 7 & 2DIEL | (P.34-36)

J4¥) g sa—Ey FOETE

UA4Y Yy 7u—Ey MERICB TS AL v F TlE, V=T 4 7 BNA F—T NN TROATREER S
DEd, 727 L, ZOHKTH, VLAN v > 7B X0 QoS 0 ACL iV R—rEhTwnE 7,

X 34-4 T HAADN XBIOKEAN Y ITRZR2D VLANRNIZHY ULV I T 7a—8y b AL v
FABIOAAL v F ClZEHREINTWDEEELTVWET, KA N XDLERARNY ~D T T 47
I, V=T A VT WA R—TNVIEESINTZLV ATV I AL T THDLAAL vF BIZL > THREMIZ
=T 4T ENET, FANXNOERANY ~D T T 4921, FTF7 749 7D R KA v
KNCHHAAL YF ATT 7R aryba—LTEET,
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W VLAN =y F0EE

34-4 oA4x)od ya—Ey FOBRE

VLAN Ty 7 : XD'd Y ~D !
HTTP &7 %, ——> — ‘

HTTP [ZTY b KA Y b T —=>
BREIND, DI Dl
— A—
RA kX KRR LY
77777777 ViANg  10-1.1.32 10.1.1.34
— — — VLAN2

101355

—> N7y b

HTTP "9 7 4 v 7 HRA RN XMBEARNY ~AA vF o T LEEWESIZ, FARFX IPT7 FL XA
10.1.1.32) 2B A MY (IP 7 FL210.1.1.34) 225 T _XTCOHTTIP 77 4 v I BRAAL vF AT
BN, AL v TFBIZTZV vy 73N 0nEic, AMvyF ADVLAN v T EZHETEET,

NS, HTTP R— K ETFXTOTCP FF7 74 v 7 &FFA (—F) $2P778R VAN hitp &
EELET,

Switch (config)# ip access-list extended http
Switch (config-ext-nacl)# permit tcp host 10.1.1.32 host 10.1.1.34 eq www
Switch (config-ext-nacl) # exit

WIS, http T7HAVARNE—HTDH T T 4 v 7 BEEIN, TOMOTRCOIP bT 7 4 v IR
HRESND LD, VLANT 78R ~ v 7 map2 ZER L ET,

Switch(config)# wvlan access-map map2 10

Switch (config-access-map) # match ip address http
Switch (config-access-map) # action drop

Switch (config-access-map) # exit

Switch (config)# ip access-list extended match_all
Switch (config-ext-nacl) # permit ip any any

Switch (config-ext-nacl) # exit

Switch(config)# wvlan access-map map2 20

Switch (config-access-map) # match ip address match_all
Switch (config-access-map)# action forward

WIZ, VLAN 77 8 A <> 7 map2 % VLAN 1 [Z@#MH L £7,

Switch(config)# vlan filter map2 vlan 1

A®D VLAN [ZH 5 —I\~DT7 IV 2 ADES

WD VLAN IZH DY —"~DT 7B AZHRTEET, 72& 21T, VLAN 10 NOH—-310.1.1.100
T, WOBAS~OT 7 BRGS0 ERH Y £F (K 34-522H),

e VLAN20 NOH T x> b 10.1.2.08 1ZHDHFA DT 7RI LET,
e VLANIOWN®DOAZ K 10.1.1.4 BELW10.1.1.8 DT 7 A &I L ET,

Catalyst 3750 R4 v F YI b9z 7 av74Fal—S3v HA K
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AFvFT 1

ATFvFT 2

L—% ACL £ VLAN ¥ v Fe#aabechEAT 5% B

34-5 #d VLAN LDY—/SI~DT VL REEF

VLAN ¥ 7

= |
10.1.1.100 l
|

********** \ HIxy b+
#—/% (VLAN 10) \ 10.1.2.0/8
| |
y \
10.1.1.4|:L‘ ”””””””””” 4
r— RA kb (VLAN 20)
ARZ k (VLAN 10) LAY3IRAYTF
y
10.1.‘1.8'[::]‘1‘b ”””””
F—— 8
A+ (VLAN 10) —> /Ny k&

Wiz, 7%y K 10.1.2.0/8 NOFA K, AR K 10.1.1.4, BLOAKRZA K 10.1.1.8 DT 7 B RAZHER
L., 20D IP 77 4 v 27 %532 VLAN v 7 SERVER]_ACL %#/Em L T, 5o VLAN H
DY —=N"~DT 7 v A EEET L0 2R LET, &KEDOAT v 7 Tld, ¥ v 7 SERVERI # VLAN 10
WAL ET,

ELWATy &8T5 IPACL zE&£LET,

Switch (config)# ip access-list extended SERVER1_ACL

Switch (config-ext-nacl))# permit ip 10.1.2.0 0.0.0.255 host 10.1.1.100
Switch (config-ext-nacl))# permit ip host 10.1.1.4 host 10.1.1.100
Switch (config-ext-nacl))# permit ip host 10.1.1.8 host 10.1.1.100
Switch (config-ext-nacl)# exit

SERVERI_ACL & —#F 2P X7y a2 Ky 7 LT, 20D ACL & —EL2RWIP T v M FERET
5ACLEZMHEHALT, VLAN~ Y 72 EHRLET,

Switch (config)# vlan access-map SERVER1_ MAP

Switch (config-access-map) # match ip address SERVER1_ACL
Switch (config-access-map) # action drop

Switch (config)# vlan access-map SERVER1_MAP 20

Switch (config-access-map)# action forward

Switch (config-access-map) # exit

VLAN 10 {2 VLAN v > 7 %@ H L £7,

Switch (config)# vlan filter SERVER1_MAP vlan-list 10.

JL—% ACL Z VLAN v v JLlAEHETHEAT 55

TV T ENTZN T T4 v I BLONVN—T 4 VT ENTEZ T T 4 7 DOWMFIZKHLTT 78R =2
Vb= EITHIZiE, VLAN = v 72 HMCHEHT L, 7213 —4% ACL & VLAN <~ v 7%
HEDLETEALET, ANEHATFDOL—FT » K VLAN A > 4 —7 = AT/L—4 ACL & E#H
Lz, ZV P 7 &8N N T 749707 7 A% 845 VLAN v~ v 72 EH#FTE £,

Ny b 7r—08 ACLN VLAN v > 7’ ® deny 27—~ A b =B LA, V—F ACL OFRIE
WZBARRS, Ny b Te =3 ER SR ET,
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W )L—2 ACL # VLAN vy LA hETHERAT A

~
GE) NL—#% ACL # VLAN v v 7 LA AEDETHEAL, V—% ACL TORFX V72 MNELT 5/ v b
BN VLAN v v 7 THEEINZHE, 2oy y MirXorrEhEtdi,

H Ny N AT (IP 721X MAC) 129 5 match =2~ F28 VLAN v > 7IZH B HETYH,
795ﬁ%®547ﬂ*ﬁbﬁw%ﬁ\77?WFTiA7/F#Fﬂ/7éﬂi¢@WAN7/7
WIZ match A7 — h A2 MR, 727 v a VBRESNTHWARVWEESE, EOVLAN vy 7 = R
EH LWy MIRESNET,

ZZTiE, V=4 ACL %# VLAN v v 7 Ll B THEAT S HFIEIC O W THA L £,
e [VLAN v v 7 & /L—% ACL OFEROEEFIE] (P.34-38)
e [VLAN IC#EH &SN 51 —% ACL & VLAN < v 7Dl (P.34-39)

VLAN ¥ v J&IIL—% ACL OFRERDIEEE

ZZiCEEEN - EESFHEIZ, L—4% ACL ALFVLAN = v 7% [F U VLAN ETHBATZMLERN S
HEEICHHAINET, L—% ACLBLOVLAN v v 7% 8724 VLAN IZE W Y TABREICIE., =
NOEOREEFEHETEASNEEA,

AL v F =R =71, i\ (ANBLOHA) Zeict®xaU7 0 ACLz 1 HELET, Lz
MWoT, =4 ACL BLOVLAN v v 7% [ U VLAN IZERET 2 HEIE. 2L EMET D5 0NENR
HYET, =% ACL & VLAN v v 7% a5 & ACE OBPERIZR L2561 H Y £,

N—4 ACL 8L VLAN v v 7%[F U VLAN IZRETALENH H5E61F, +—4 ACL & VLAN
<y T OMFOFEICHL, 2 THPATIERFHIIES, T EE,

o VLAN A Z =T =A ZDJ0H (ANEBLIOHT)) T&iZ, RETE D VLAN v v 7B L UL—
# ACL 3 1 2DH T,

o ARV, TRTOTL NIDOT 7 v a YRE—T, KROT 74N b T2 arDHPEE
DEAT LD LI ACL 2Rk LET, ROWTILDOEXEMEM LT, ACL 2tk L £,
permit...
permit...
permit...
deny ip any any

FoX

deny...
deny...
deny...
permit ip any any

o ACLINTHEEOT 7 ay (v, X)) 2ERTIHIHEE. ThZhoTrvay ¥4 7%%
LT, = FUEREHIRL £,

o ACLNIZVA Y A4HEREIBELZNVTLEI N, LAV A4IEREZENT S L, E T AN
MlZZe 0 FET, ACLOZ7 o nZ V7M. full-flow GEEITIP 7 KL A, 1P T RLA, 7
a k=, :IoJ:U“7°D Faj R—=K) T, IPT RLR GHERBLUO%EE) IZESWTITH
NDGEZ, ERHEEERPGEONE T, FIEEREY ., IP 7 RV RIZiX don't care v F &
LX< f:éb‘o

IP ACE & L1 ¥ 4 4 &7 TCP/UDP/ICMP ACE 2357 & % ACL WNIZ/ETE L. full-flow &—
RERETOILERSDL EXE, VA VY4ACEZ2 ) A MOKBICHEBELET, ZOME, IPT K
AWHEASS N T T4 v I DT 4 NE ) T NBERENET,
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L—% ACL £ VLAN ¥ v Fe#aabechEAT 5% B

VLAN [SER&EhSI/L—% ACL & VLAN < v T4l

ZIZTIE. A»—#% ACLBEXOVLAN v v 7% VLAN IZ#EA L, AL vF Ry b, 7V v R R
Ty b =Ty R Xy b BERIATFHY AN Ty NS 562~ LET, ROKTIX

ENENOFERIIERIND Ny VERLET, X7y ROXZN VLAN = v 7% ACL #7375

LRFETBERA L FT, RNy bERBEEPFIC Ry T3 EELH D 9,

ACLBEURAYF K /7y b+
34-6 IZ, VLAN NTRAAL v F o 7a3nNs3r v M ACL ##AT2 5ikERLET, 74—
Ny TV P TIZEhoTh—T 4 7T EITHREEINT, VLANINTAAS v T T E3NE37
FiZiX. AJT VLAN @ VLAN ~ v 7O LA S E 1,

34-6 RLYF K 1347y bAD ACL DiER
L A% H 7 ‘
VLAN10 : JL—% JL—#%& 1 VLAN20
wvT ACL ACL =4
v vV Vv v
=
—
AR kA
(VLAN 10) ‘ !
V=T 4 YRR (T
LD =Ny s Ty
RAKC _/ 3
(VLAN 10) I:l' !
VLAN 10 | — > Fy b VLAN20 5

ACLBXUIUY S K7y bk
34-71 2, RETV vV K X7y MZACL 2T 2 FiEE2 R LET, 7V vV K Xy hoGFE
. AJIVLAN IZV AP 2ACL OAPEHINET, £z, I IP BLOIE ARP 7 v O HBPRER
TV YRRy ey ET,
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ACL [&3F Y FI9—Y X2 VT 1 ORE |

W )L—2 ACL # VLAN vy LA hETHERAT A

34-7

TYyS RISy bAD ACL OEA
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