(E)

Web RX—RZREDERTE

ZOFETIH, Web XR—AFEEARETHFIEICOWTHMHALET, AFITKRD LBV TT,
o [Web X—2GRFEOME] (P.11-1)

o [Web _—2@FEDFKE] (P.11-9)

o [Web X—RAFHFEAT — & ADFHER| (P.11-18)

COBETHHAT DAL vTF a~<r OB LOHAFEOFEMZOWTIE, 20V Y —RIxEd
Ha<wry R U757 L0 RAEBRBLTLTIEEN,

Web /\‘—ZEEEEGDHE

~

(E)

Web X — A ZRGEHERE (Web FRiE7 & b ENE ) 2EH LT, IEEE802.1X U v F &
FEITLTWARNA R B /XTA'CI/ K a2—¥E2FEIAEL£9,

Web N—ZAFRFET, LAY 2BIVOLA Y3 A X —T A AL TRETEET,

Web X—ZXRFETIX, =2—VF P HITP £y v a V& TDHE, AR MNHLO A HTTP X v bR
{Jcﬁ/fnéﬂ 2—PFIZHTML =7 A v XR=UREEFEENET, =2—PRRELEEANT DL, 20
BRI, REEDO 7= ® T Authentication, Authorization, Accounting (AAA; F8:E, BF, THU T 4~
7) = NIZEEENET,

SHERICARINT D L, B /A a3 HTML R— U0 AR A MIEESN, AAA P— N2k > TRENT
77'!?2 R —RNEHEnhET,

FALIC KR T 5 L, v /A VR HTML R—Y RN a—HicfiEksn, a—HFiExue /1 v 289715
RO ONET, =2—RITORKEEFBRT S5 L, v 74 VHRYII HTML ~X— YRR A b
a:iﬁ%én\ TO2—WIE—EOFHEFRFR., T4 > F U A MIEEINET,

ZZ T, AAA O—BE LTD Web R—AFFEDEENZ DWW T L E 7,
o [FRA2OEE] (P.11-2)

o IARA MM (P.11-2)

o vy arofEsk (P.11-3)

o [#EE7Futx) (P.11-3)

o [Web #AFD T A Z ~ A X W[hE7: Web ~—] (P.11-6)

o [Web ~— XL & Z DOMMOFEEEDOH AAEH ) (P.11-7)
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W web RA—RZIOHEE

)

Web X—ZFETIE, X N =27 EOT A RZIEFRO LD REEOHRENH Y £,

2 F 472, LAN BEO —ER~DT 7 ERFETR L, AA v FNEDOERITIGEST BTN
AR (V=0 AT —=vay), V=7 AT — gL, Java A7 V) 7 +%tso HTML 77 0¥ %
FEITLTWAMERH D F9,

5%@527i*“*>/‘ . £7 t7 /f 7 }‘ %? [T uIE L/ ji Vjﬂ WLAuIE'H—‘—ﬂ/’\ X 57 :7 /f 7 }‘C()D?kﬁﬁu rﬁ %4%3%'5%§u L/ ‘%TCZ) £7
FAT Y MIH LTLAN BXOARS vF —ER~DT VB RAEFHFA[TDHON, DI ITAT
NelEST 00 AL vy FIZBMLET,

R T D TAT YV FORIEAT —H AZFESNWT, Xy NI ~OWET 7 v A &2l L F
T AL v FIEI TA T bETHF—NEDOMOMPHT AR (Tuky) ELTEEL, 77
AT MNMTHEIEREERL, TOERERIET —STHERL, 7747 MIUNEEZY L—LZE
‘?‘O

11-112, 2y hU—27 ELTOINBEDT AL ZADKEEZRLET,

111 Web A—ZEBFED T /31 ZDEEI
‘—'Bl Catalyst XA v F 2l S
—— 11 s
SZADN—% (RADIUS)

79549

Ay FIE, M SNTAR R MCET 2ERERFETDODOIP T AL A FT vV T—=T V&

i

LTWET,

772“/1/1\“Ci AL TFDIPTNAA FT X2 THRRBIZT 4+ E—7 L TF, Web X— RFGE%ff
HT DI IPT A A R T o THBEEA RX—T VT DHHERS D £7,

LAY2A 0 F—T oA ADEE, Web XR—RFEIE TR DA I =X L& FHLTIP S A M3 HH &
nEJ,

Address Resolution Protocol (ARP; 7 KL Afgk7m hajiL) X—2 fNUHJ—: ARP VXA L7
I Access Control List (ACL; 7 7% A av bua—/L UX L) 2k, 2ZT 427 IPT7 KL A
FEFFAFIVvIIPT RLATEHRR NERETEET,

AT Iv 7 ARP A VAT Vg v

DHCP AX—¥> 7 : AA v FHHK A k@ Dynamic Host Configuration Protocol (DHCP) /31 >
T4 T 2 N ERERTDE, Web N— ARFERBH S ILE T,
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vy a3 DER

Web R—ZARIETH AR A b3 END L, kX oty a v &2ERLET,

IO X

Bt U 2 N 2R L ET,

BRANIP B3EISY Z MZEER TS A, BIAY 2 2 FUnL0RY —2EM S 4.
tyvarPHELSHET,

RANA N2 G B LET,

ARANIP B3FIFL Y A MZWGE . Web ~— ZF83EIX Nonresponsive Host (NRH; FE/S2 A A K)
TR A —NICEELET,

P —ISE DY Access Accepted THDHH. TORANORBANBNSA RAINET, By a il
L INET,

HTTP f17%f5 ACL Z&XE L £,

NRH ZRIZH$ 25 P — N GE D Access Rejected TH DA, HTTP fRIT%1E ACL 37 7T 47
W20, By a IR A LD HTTP b T 7 4 v 7 25 L £,

Web N—ZGRIENRA RX—T NVDIFE, ROA X MRFEALET,

2—HR HITP vy v a v &ELET,

HTTP r 7 7 ¢ v 7 NMUTRE S, BARMRShET, A v Fhba—Hica s (v ~—
URERESNET, 2=V Ra2—FHENRNRT = FE2ANTDHE A v TF b —NiZz MY
WEE S ET,

REEIC T 5 &, 2=V DT 78X RY V—0BRFEY — "D H AL v FIZF T rm— FIhT,
TITATERVET, a7 A VRN — VR —FICREINLET,

FRREIZRT DL, B A VR —U N AL v I DL REEINET, 22— e r A 2 HRIT
LET, BIToRKEZBERT AL, v /A VHIRBUNR—URAAL v T NLHEFEIN, FA MR
T vF VAMBEEEINET, VAvyF VAINDOZA LT U M, 22—V R0 22 H
ITcE £,

FREEV— NN A A FITGERE T, 220 AAA KRR Y =B EINTWDHHAIE. A4 v FIZ
KoT, ZORKT 7 EBA RV —NIIA4 T MEHENET, a7/ A vV lih_X—Yna—
PICEEENET (Ta—hr Web #iE N —] (P.11-4) Z#2&R),

RAINRLATY2A 2 F—T 24 AD ARP 7o —FSE LRWES, £/2EARX MR LAY 3
AE—=T 2 A ADTA RNVEALT T MR NT 7 4 v 7 BEE L2WEEIL. AA v FIZ
KoTIIA4T7 v FRFERIEESNET,

COMREIX, FUura—RENEEZA LT U FERIIe—ONVIICRESNT-E Yy ay XA LT
U MZEREINET,

& T ALER A Remote Authentication Dial-In User Service (RADIUS) D&%, FEZE AR b
(NRH) TERZV—NEEFEEINFET, KTRHEEZ, =N 50IREICEENRTVET,

TN T 7 0 bOBAE., By va rBNiESh, @ISR U —NHIBRESE T,
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W Web R—XBIEDES

O—7%JL Web 2235E/ \F—

Web it T2 &, A v F~Dul A VIR REINDINT—2ERTE ET,
NF—=iFu 7 Ay R=VLFRRERON » 7T v 7 RXR=YOMGITEKRENET,

* [Authentication Successful]

* [Authentication Failed)]

e [Authentication Expired]

sNF—|%, ip admission auth-proxy-banner http 72— )L 27 4 X¥a b — 3y av FEfif
LTIERLET, r A X=UIZRRENDT 7 4/ DN F—X, [Cisco Systems] £ L O [Switch
host-name Authentication] C¥, Cisco Systems D737 —[X & 11-2 O L ICRIEREROR v 77 v 7

NR=VICHRRINET,
11-2 [Authentication Successful] /37—

D= © M @G Pe Goroe @ 3-S5 B

e @jmpnzzggl o v e

Clsce Systems

Suil-swl Authertication 4 Success Page - Microsuf‘klntern,,

Usemame: webauh | Cisco Systems
Password: eeessses '
Authentication
Successful !
-]
2
I5

SF—FH 113 DES AR v A ZFH L b TEET,

 ip admission auth-proxy-banner http banner-text 70— 3N)L 227 4 ¥a L —v g avy R
FEHLT, A v F, —F, EFSHLENT—ITEMLET,

 ip admission auth-proxy-banner http file-path 77 a0 —/\)L 2> 7 4 Fab— a3 av N&ff
HLT, ed3FRETFAN 774 0BT —TEBMLET,
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DOT1XWIN-B2F158

HRETA4 X SNt Web /13—
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@ @ 3?::?] ):) Search *Favnrites @ @v r;; % ‘3
Address i@ httpeff2z.0.0.1f v| Go Links
Welcome to My Network 3 Success Pogs - Wicrosek mtern
___________________________________ Welcome to
Usernasue; wobah “ My Network
Authentication
Successful !
< i |
@
w
S

NF—=ZHHLBRWEE, 2= PR ENRNRAT—=ROXALT s Ky 7 ZADH7H Web

S = A

HICFRRINET, A v F~DOr T A VRICAT 3R RSN EEL (K 114 25H),

11-4 NF—DHEW\NaT A VEE

uthentication Proxy Login Page - Microsoft Internet Explorer

A s s | I zl
(€ ) EBac) \_’) @ @ Zh p Search \i\'\r Favarites @ &’2 - :;, ‘3
iddress \@ http:f10.100.100.150/ v\ Go Links
A hitp://10.100.100:150 - Succe.... (L ][5
Usernaae:
Password: Authentication
Successful !
@ D © Intermet
@ Dione D Internet

271649

FEMC 2T, [Cisco I0S Security Command Reference] 35 KO8 [Web §8iEw — L N —DF%
£l (P11-17) #ZRLTEEN,
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Web BRSO AR 3 7 A Xa[gElR Web R—

Web R—AFBIAET B AH | A A /?ODV\HSHTTP*JL~/\ . GEY TA TV MIEEEND 4 5D
HTML X—Y %KAM LET, TNHDOR—=UIT RO 4 HODEFEE T ut R AT — RN —HF|T
BHESAET,

FERER

nyA v a—VOREILENEREINET,
R v A TR LE L,
KW : v A R LE LT,

RGN : @RI VA VR, a4y By ardalfry vyl g o nHiRYNIC
0 E L,

77 4/ OWNE HTML ~<— Y %M EH O HTML R—VICBEE M 5 Z N TEET,
nIEERL, 220 . KB B L OHREL Web X—Y DT XA N ERETEET,
Nh—=XN—=TUTlE, a4y R=VOTFANEHEETEET,

NS OA—=2E HTML BT,

#: 7€ @ Universal Resource Locator (URL) 272724252k, HTIML V&AL 27 k < K
EEODLMENRH Y T,

URL X552, A%7: URL (J= & xiX. http://www.cisco.com) ZI5ETHMENH D £7,
URL BN AREETHHEAIL. Web ~_X— EIZ "page not found" (R— T NHOMNY EHA) Fiz
XFBRO =T —RERRENDAREMEDR BV £,

HTTP #BFED Web X— TV 2R ET 25 41F, @Y7 HTML a2~ K (X=X A L7 7 b &%
ETDavy R, ERRONRAT—=RERETLa~v 2 N, ACAA=UR 2 EFEESATH RN
LEMERT D a~ L Rl) 2X—VIZEDMNERH T,

WREEHRDOBRTA Y TF—ENA F—T N THDHEE, 2—FE2/HEDO URLIZV XA LY T D
CLI a2~ NI TEXEFA, FHEIZ, Web X—VHATI XA LI a U RBERESNTVWS
ZEEBRTHMENDHD T,

REFERIC 22—V ERFEDO URLICY XA L7 8 T25 CLL 2~ FE AN L72% T Web X— U &%
ETDHavr FEANTHE, 2—HFEFEO URLICY XA L2 894 CLI =2~ RidkRE L £
A,

HELT- Web =23, AA v TFDT—h 77y aFtiivoyvyallat—CxEd,
RELER=VITE, AE YT v AE—F TR T A= T 78 AT&ET,

Q74 RX=Vx 1 o077y o BICREL, KIR—VERBR—UEROT7 T v 2 (e
2R, RE I v AE—F I AE T A=) EIIRETAHIELTEET,

4 ODONR—VETRTCRETHALENH Y £,
N — R—=T% Web X—T L —HIZHTELTHLRIRIEH D A,

VATLTAVI R (T Tyva, TARIO0, TAAZRE) WILREFESL, A0 ~X—
VIERTREINDIUERSDHTRTCORA T7 40 (A A=Y, T7Tvia, BFE, ©ET4%RY)
i, 77 AN%E LT web_auth <filename> ZHE AT 0LERNH Y 3,

RE SN T o fEE1X,. HTTP & SSL o 52U AR —FLET,
11-5 (P.11-7) IZRT L2112, T 74/ hOWNEH HTML _*—2 %M H O HTML X—JIiciEx#ix 5

TENTEET, RO —F DV XA L7 MM URL 2BETHZ LICLD ., WO R—I %2 E
EHZHZ L TEET,
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11-5 NRE A ARG BER—Y

i
CISCO.

Customized login page

This internet web site is provided as a public service. It is intended for use by the public for viewing and retrieving information only. Unless | {Jsername: |
otherwise indicated, all i ion on this site is considered public i ion and may be copied or distributed

Visitors should know that use of this site is collected for analytical and statistical purposes, such as assessing what information is of most and

least interest, determining technical design specifications, and identifying system performance or problem areas. For site security purposes

and to ensure that this service remains available to all users, this system employs software programs to monitor network traffic to identify
unanthorized attempts to upload or change information, or otherwise cause damage. data logs wil only be used to identfy indvidual users

and their usage habits for authorized law igations or national security purposes. These logs are scheduled for regular
destruction in accordance with Company Guidelines.

Neither the Government nor any agency thereof, nor any of their employees, nor any of their contractors, subcontractors, nor their
employees, makes any Warraity, express of implied, or assumes any legal hability or responsibility for the accuracy, completeness, or

of any product, or process disclosed, or represents that its use would not infringe privately owned rights.

The appearance of hyperlinks does not constitute endorsement by the Government of the website or the information, products, or services
contained therein. Reference herein to any specific commercial product, process, or service by trade name, trademark, manufacturer, or
otherwise, does not y itute or imply its ent, jon, or favoring by the Government or any agency,
contractor, or subcontractor thereof The views and opinions of authors expressed herein do not necessarily state or reflect those of the
Government or any agency, contractor or subcontractor thereof.

TestCenter

206603

FEHIZOWTIL, BRI e %y Web 2= D A Z <A X (P11-14) #ZHL T &V,

N—RREE & £ Dt DHREDHE /EH

[R—bt X207+ (P11-7)

LAN A"— ~ IP (LPIP)] (P.11-8)

(7 — kD =A IP (GWIP)) (P.11-8)

TACL]) (P.11-3)

(2 F%F AR _R—ZX 727 % 2% ar hr—» (CBAC)] (P.11-8)
1802.1X #&GF) (P.11-8)

[EtherChannel] (P.11-8)

_J_D‘—]\J: Web /\_XHAL\HIEkT—]\ -IZV“’\;JJ—)T/fé_} /Hfﬁ'é kﬁ“(%ij— Web/\ Xmuuﬂz%

FEALTAR—FERFEL, R—bh X2V T4 2FEH LT, 79472 MEELTXTO Media
Access Control (MAC; A7 47 727 ®AHl#) 7 RLACKT L3y NU—2 T 7R AZEHLE

B

ZO%E. R—FENLTRY NT—I~T IV RRATEDL7 747 v MOBETILT V—T %R

TEET,

R—=h X2V T DA X =T IALDOFEZSONTIL, [HR—F X2V T 0 ORE] (P26-9) &%
LTS IZEn,
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LAN ;R— ~ IP (LPIP)

[ —A— kLI LAN Port IP (LPIP; LAN 7R— K IP) L LA ¥ 2 Web N—RAFiF2RETEET, £
9 Web N— ZFHFEAEAH L THRA MAFRFES L, KIZ LPIP R AF v RFENEIT S E T, LPIP KRR
I“j_) v—Ii%., Web X— qunETXI“j—) /‘—%Jli:ébij‘

Web _—ZGEFET A RV Z A ~—OWIRDE T35 L. NAC AU —2HIRShE S, KA MR
S, RAF ¥ PHUORGESNLE T,

B— kY14 IP(GWIP)
Web RN—ZGBFED VLAN OWTNNRD AL v F FR— MIREINTWNWDLHEAIL, LAY 3 VLAN 1
v H—T7 A A LT Gateway [P (GWIP; 7 — F U = A IP) R ETEEHA,

— "2 IP LRICLAFY I A H—T A AT Web R— AWILFBRECTX T3, i H O
AR RIS —RY T T =TI E>THEAEINET, GWIP R VU > —I3, Web/\—xuhnETX]\T)
v—% EEEXLET,

ACL

VLAN ACL 7% CiscoIOSACL # A v Z—T7 x4 A LIZERETH &, Web R—2FIEAR A ~ KU
CeREAINTEHEICACL AR NS 74w I EAINET,

LAY 2 Web X—XBFEDLAIT, F— MR ESNTEFANDLDOAIINT T 4 v I DT 750 b
T2 ARYT—&LTPort ACL (PACL; "— k ACL) #RETDHILENDH Y £9, RiF%. Web
NR—RFIER A FRY > —|Z k> TPACL 28 E#EXESNET,

MAC ACL & Web /\““Xmuu ilﬁj D/I) \‘/57““7:\2/]) XJ: L&ﬁf%i'@__/\/o

Web N—ZF8EIX, 77 A VLAN 28 VACL ¥ 7F ¥ HIICRESN TV LR — b LIZITRETE X
A,

AVTFAMAR=RTF7I€ZX 3> +Oo—)L (CBAC)

Context-based Access Control (CBAC; =27 F A FR—A 7T/ A a2 bu—/) BAHR— bk VLAN
DLAFY3IVLAN AV H—T =2 A A LIZTHRESNTWDEEIE, Web XR—RAFFEEZ LAV 2 K-"— kL
ICRECTE EH A,

802.1X 2
Web/\ quu li\ 77]'_21//{‘77.1114&)‘//1\&1/“( ﬁé‘é%é\%@% 802.1X u:qu&I—JLT‘—‘
M EIZIEEETCEERA,

EtherChannel

Web _— ZF85EIX. VA ¥ 2 EtherChannel f ' ¥ —7 = A A FIZERETE £9, Web X— A IERTE
ETRTOAN Fy R VICEHINET,
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Web R—R BN HTE
o [Web R—RAFHIEDT 7 4V bk E] (P.11-9)
o [Web N—AFRFEORE M OEF FIEP L OHIRFE] (P.11-9)
o Web N—ZFEHREDH 227 VA b (P.11-10)
o RFENL—NEA v H—T x A ZADFE] (P.11-10)
o TAAA BBFEOFRE) (P.11-11)
o [2A vF & RADIUS ¥ —\foiEEs#E] (P.11-12)
o [HTTP +— D% E] (P.11-13)
o [Web RX—AFHFENT A —H DF%E] (P.11-16)
o [Web R—AFFEDFv v = =2 b DOHIK (P.11-17)

Web R—ZFBIED T 7 + )L FERTE

£ 11-112, Web R—RFRIHDOTFT 7 /L hREZ R LET,

% 1141 Web R—RZBFEDF 7 4 JL FERE
#he T4 FREE
AAA F =T
RADIUS #—

e« IPT FL X e fREZRL

e User Datagram Protocol (UDP; .—+ | * 1812
T—H7F A 7a hajl) @BiIEAR— bk

o o fREZRL
MILEN X A LT 7 hOT 7 v Mi 3600
WILEN X A LT T K A X—=T )

Web XA—RXZREDRERDEIEFES S UHIREE

° Web N — Xmuu i]\jj@ﬁ@%%ﬁ%fj—o

e Web XR—RFEFEILT 7 &R N— N7 \—nxﬁfﬂc&ij‘ Web X—RFEFEIZ N T 7 N— ]“\
EtherChannel ® 2 /83— R— | BLORIFAFIvs T 7 A—FETEYAR—-FEIhFERE
/Vo

o Web X"—RERETDHANI, T 74V FACLZA v H—T =2 A LIRETDHLERDH Y F75,
LAY 2A 2 —=T 24 ADKR =K ACL Z&ET D0, LAY 3 A% —7=AAD Cisco I0S
ACL Z&E L £7,

o RZT A4y ARPF¥ vy v afNFD B TOHNLZLAV2 A0 F—T = A LDOFA ]\ IFRBRET &
FHA, TNEDORAMIARP A vt =V ZEFE LARNT), Web ~N— AFRAEHEREIC L > TR
ShEE A,

. 772L/V]\“Ci 2L v FDIPTNA A T vF v TRIEILZT 4 E—7 1 T9, Web X— i3
AT HICE, IPT AR TR TR A X —T VT DMERH D £,
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W web A—RZBIOEE

o XA vF O HTTP y—_"E2HTT DI, D<K EL 1 20IPT RLRAEHRETHLENH Y F
T, ZBAHRAFDIP 7 RLRICEET AT-20D0NL— bR ETHLELH Y £, HTTP — 0
BARANMIHTTP 2 /A v R—=UNEEEINET,

o HHUKR v THEN TV DR A R TIL, Spanning-Tree Protocol (STP; A/X=>7 > — 7 hajn)
FREYOERIZESTHEALN NI 74 v 7 BPOFR—MNMIBIFETDLE, FT7 4 v 7 BHld

WEEMERH Y £, ZhuE, LAY 2 (STP) hARBEYOEF%IZ ARP BLODHCP 7 v
— I REEENTORWAREERN H 5720 T,
o Web X—ABFEIX, Fvrnm—Ra[gERAR A N RY —& LTVLAN #0 4 CEYR—FLTW

E VN

e [Pv6 }‘77’]’ /7 u)d—L/VC i Web /\““Xmuu i‘}j_ﬂf’_‘ ]\ éﬂi'@f/\/o

Web R—RZBFEREDZ AT VR b
o [FEFL—LE A H—T =2 A ADFE] (P.11-10)

° ’VAAA Ay uJ]E@ EJ (Pll ll)
o [2A v F & RADIUS #— " o@EEHRE] (P.11-12)

e [HTTP #— DOHRE]
o TAAA KGR v—o

(P.11-13)

WE] (P.11-16)

e [Web _X—RFBFENRT A =X DRE] (P.11-16)
o [Web XR—RAFiAFDOF v v = = MU DOHIK] (P.11-17)

RALIL—ILEA VB —T 24 ADHE

avyk

=]y

A7971 ip admission name name proxy http

Web _X— & u$j‘@u»u EE/I/*“/I/%E&‘E Liﬁ—o

AF¥972 interface type slot/port

A B =Tz A A AT 4 Fal— gy F—RE2HREBL, Web X—2Z
BEEE A R —T N TDANVVA Y2 EEFLVA VIS X —T = A A%
BELET,

type \Z1%, fastethernet, gigabit ethernet. ¥ 7-1% tengigabitethernet % &
ETEET,

7973 ip access-group name

F7 4L h® ACL #@H L £,

ATy74 ip admission name

i'l: Ebf;/l) A — 7:\1/])XJ: Web X— Xu:uuﬁ%ﬁ&uﬁgbiﬁ—o

27975 exit a7 4 ¥al—ary EF—RIRYET,
A7976 ip device tracking IPTNRAA N TovFR T T—TNEAF—T NI LET,
A7977 end ¥iiE EXEC E— RICEDY £,

7978 show ip admission configuration

REERTFLET,

A7979 copy running-config startup-config

UEE) =2v 74 FXalb—Yay 77 ANVICRESHRITELET,
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WL, 77 A A =%y s K—1b 5/1 TWeb X—RARFEE A X —T W TDHHERLET,

Switch (config)# ip admission name webauthl proxy http
Switch (config)# interface fastethernet 5/1

Switch (config-if)# ip admission webauthl

Switch (config-if)# exit

Switch (config)# ip device tracking

WIS, REEMRT DB 2R LET,

Switch# show ip admission configuration
Authentication Proxy Banner not configured
Authentication global cache time is 60 minutes
Authentication global absolute time is 0 minutes
Authentication global init state time is 2 minutes
Authentication Proxy Watch-list is disabled

Authentication Proxy Rule Configuration
Auth-proxy name webauthl
http list not specified inactivity-time 60 minutes

Authentication Proxy Auditing is disabled
Max Login attempts per user is 5

AAA BEREDERE

avwok B

A7971 aaa new-model AAA BSRER A X —T NI LET,

Z7972 aaa authentication login default group {facacs+ | 0 g4 UHEORIESF KO XA FEEHZELET,
radius}

A7973 aaa authorization auth-proxy default group {facacs+| |Web _— 2B A DEAFXDY % FEVEFK L ET,

radius}

27974 tacacs-server host {hostname | ip_address}

EZHLTLIEE N,

AAA Y — %I E L £7, RADIUS — 2oV T,
[ZA »F & RADIUS — Mo EiE] (P.11-12)

AT975 tacacs-server key {key-data}

Ul 52 ELET,

A A wF & Terminal Access Controller Access Control
System (TACACS) #— O[Tl & 530k &

AT976 copy running-config startup-config

LETS

(BE) av74Xalb—Yay 77 A NMCRELZRAT

WIZ, AAA ZA X —TNMZT BB %R LET,

Switch (config)# aaa new-model
Switch (config) # aaa authentication login default group tacacs+
Switch (config)# aaa authorization auth-proxy default group tacacs+
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HEME  Web A—XBEORE |

W web A—RZBIOEE

AA v F & RADIUS H—/\HDBFETE

RADIUS €% =2 V7 ¢ —rNF, IROWTHNZ E o TR S ET,
o KA N

e« WANIPT7 KL R

o KA N LEFED UDP K— K &H

e IP7 FLALHEED UDP R— &5

IP7 KL 2k UDP R— FNEBDHAEDLEHIZE > T, —ED ID MEK S, H—_DE—IP 7 FL
A LIz 55D UDP A — MZ RADIUS BERAZX([FETZ 5L 5127 £9, [H LT RADIUS H—3 k
DELB2ODFAN 2 MU ERELCY—ER (BIAIFFRIERE) ICHLTHRETDHE, 2HFEDITHE
SNTEARAR 2 PUIE, BNCERESINTZHRA N = MO T 2=V A== Ry 7T v 7L LT
el 9, RADIUS A A b = b U X, &&E LEIEFICHE > THERIRSNE T,

RADIUS #—/3 RT A —=Z ZRET 21213, ROEEZITVNET,

avy kR

B

A7971 ip radius source-interface interface_name RADIUS /X4 v "B, BESNTEA L F—T =2 AD

IP7 FLAZGLIIITRELET,

AT972 radius-server host {hostname | ip-address} test J$£— k RADIUS 4 — DK A ML EHIZIP 7 FL &
username username PETELET,

test username username 7 a LTS &
RADIUS #— L O &2 BB T A hTE £,
username (21X, B —VFAEIBETHLEITIH Y
FHA,

key &7 g UTiE, A4 v F & RADIUS $— 3 & DfH
T AR IO S #EEE L ET,

#4500 RADIUS —RZHHAT25E51F, Z0a~vy
FaEY—_RTLICHEANLET,

A7y73 radius-server key string 2 A+ F L RADIUS #—3 | CEIfET 25 RADIUS 7 —

FEUORTHEA SN ORI IO S EZRELET,

AT7974 radius-server vsa send authentication RADIUS — 85D ACL DA n— K&é A % —7F

WM LET, ZDEEREILZ. Cisco IOS Release
12.2(50)SG THHE— F &R TV,

AF975 radius-server dead-criteria tries num-tries Y —REIET VT 4 TN TDH L 2BRET AR,

RADIUS = RA~DRIGEDEEA v =T O & T
LET, F8ETE D num-tries DEPAIL 1 ~ 100 T,

RADIUS #— T 2 =2 BB ET HEICIE, WOEEEZITVET,

o key string 1IBlDa~ RIA4 VTHRELET,

o Kkey string \Zi%, AA v F L RADIUS ¥ — L TEIET %5 RADIUS ¥ —% > & OB THMT 558
B LU EREEELET, #IZ7FA N A MY 7T, RADIUS H—NTHEAIN T DE
L —HTHONERDH Y ET,

o Kkey string ZHRET 256X, HOBRPBIVOKRKETAR—REFEALET, HTARX—REMHH
TL5EE., BIAGREO S THIGEERE, SIAFTRABEZRNTIEI N, #iX
RADIUS 7—E o CEMT DM 58 L —B L TV D UERH Y £7,

Jl Catalyst3750 R4 v F Y7 b9z P A T4 Fal—2aVv M4 F
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s TRTO RADIUS Y=o T, XA L7 7 b, HEERE, BLOWZROEEZ 7 0 —UL
IZERET 5 121E, radius-server host 7‘11~/\‘/I/ a7 4 Xalb—vary avry R LET,
_zh'?)@zl‘7 va rEY— BT ET HIZIX, radius-server timeout, radius-server
retransmit, 35 J U radius-server key 7 tﬂ_/\ﬂ/ AT 4 Falb—varyavr REFEALE
T FHEMIZ OV TIX, D URL @ [Cisco I0S Security Configuration Guidel Release 12.2 1 X
W [Cisco 10S Security Command Reference] Release 12.2 # B L T2 &0,

http://www.cisco.com/en/US/docs/ios/12_2/security/command/reference/fsecur r.html

(GE)  RADIUS H#— R ETh. 2 v FDIP T KL A, b 2f v F ORI SNDF— 2 R o
. Fwrn— RilfEs ACL (DACL) %Y. WS SnOfE&RETHLERH Y 3, FEMICH
Ti%. RADIUS r—RDO~=a2T7)LEZ S L T &,

WIZ, AA v FTRADIUS = NF XA =2 ERFET L6 LET,

Switch (config ip radius source-interface V1an80
Switch (config radius-server host 172.120.39.46 test username userl

( ) #

( ) #
Switch (config)# radius-server key radl23
Switch(config)# radius-server dead-criteria tries 2

HTTP 4 —/\DBTE

Web N—ZFHREEME M 51212, A4 v F THITP B — "2 A X—TNICTLRENRDHY £, A
F—T NI TE D —NE, HTTP £721X HTTPS T,

avyv Rk B
27971 ip http server HTTP % — % A 3 —7 M LET, Web ~_— ZGBFEHAETIiZ, HTTP #— 3% ffi
AL Tx— ‘H'u,wE)iﬁ@TX k &wfE LET,
A797 2 ip http secure-server HTTPS # A % —7MIZ L ET,

HAZLBIET B XY Web R—=VHRIET DN, £HEa /A AR LELEED ) XA L7 v a v
URL #fgE T £7,

(%)  ip http secure-secure =~ NOFEITRHI X o 7 RRWGEARIET 5700, = —H 5 HTTP R % &
BLTH, vI A v A=VEHEICHTTPS (B¥%=7 HTTP) &720 7,

i uuuﬂE7B3‘V/Web/\”—i/@j\7X§7"\7/])x
o AU LIZEED Y XA LY a URL OIEE

Catalyst 3750 R4/ vy F Y I kD7 avI7«4¥al—>ary i1 F
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HEME  Web A—XBEORE |

W web A—RZBIOEE

B TO%ES Web R—SDHRETA X

AFy71

ATy72

27973

ATy7 4

Web R— ZEHMRIZ, AL v FDF 7 4/ HTIML ~—2 TldR< 4 DO HIML <—2 % 2 —
PFIZFERT D Web iBGEE R ETEE T,

HAL LFRFET 0 X Web X—YDFEAZRET DL, AAvTFOTTvira AERVICHAL L
HTML 77 A VEREGFE LTI, ZOX AT 27 a—\)L a7 4 X¥al— gy T— RCETLE

R

=1 N B

ip admission proxy http login page file TN IO T A X=UOROVIEHT L0 AL

device:login-filename LHTML 77 ANVD, AL v FDAEY T3 AL VA
TACBT LG ERELET, device: 1I7 T v
AEVERLET,

ip admission proxy http success page file TN IO TA U= O VIZERAT A

device:success-filename 2% 5 HTML 7 7 A VOBFi A EELET,

ip admission proxy http failure page file TI7FN O T A RER—= OO ICERT A0

device:fail-filename A4 5 HTML 7 7 A VOSiiaHRE L ET,

ip admission proxy http login expired page file T7x/ o s A RN — Y O 0 IZERT

device:expired-filename HHAEAHIML 7 7 A VO EHRELET,

HAZ <A XSNTFEIET 1 %3 Web N—VERET D561, WOEFFHICHE > TIZE,

o MAKL L Web X—UHRELZ A X — T NMZT BITIE, 4 DDH AL L HTML 7 7 A V&3 X CTRE
LET, 4007 7 AVETNTHRELARVE, 7740 hORNIHTML ~— YB3 H S E S,

o ZD4OOHAZLHIML 77 A ME, AA v FDT7Fvia AFY RICHEETALERHY E
T, £ HTML 7 7 A L DEKRY A XL 8§ KB T,

© WAL K NS—VEDTRTOA A—DIE, T 7 A AR HITP Y — NCAEHET D BB H Y %
T WHA—ANITRITRIE ACL ZREL £,

o NAZLR=UNEOMNRY 7 iid, BEHA— LVNIZRITSRE ACL 2R ETILERH Y T,

o A7%h72 Domain Name System (DNS; KA A > fX—Lh VAT L) =T 7 ¥ AF 5%, 4
WY 7 FEIAFSNBA A — VI BE R AR T, FEHA— VNITATEAE ACL 2R ET HHHE
B0 ET,

o HAHZ L Web R—UHRENRA R —T NV Th D54, 8 E I 472 auth-proxy-banner 3R S E &
/Vo

o HAH L Web X—UHHENA X —T N THIGE, e /A ORBIEEDY (L7 a URL
A TE A,

o HWAHL TFANDIBERHIRT DI, Z0a<r Fono BRXEHEHLET,

HAZL T Ay R=DF T Y v 7 Web B THB=0, ZON—VICETAROEFEEFHEIIHE -

TLIZEY,

s BUAY TH—LF, 2—PHRLEARNRT = NIxT L2 —Y = b Y 25T AL, uname & pwd
Ea—WPIIERRTDHIMNERLY 7,

o HARFLOTA L R=ViF, R=VUDHALT T b, FERRONRAT— R, TEEEOIER L,
Web 74— AT ABRA NI T 7T 4 ATV DRLENRDH Y F9,

WIZ, BDAX LBIET B X Web XR—=V A RET BB 2R LFET,

Switch (config)# ip admission proxy http login page file flash:login.htm
Switch (config)# ip admission proxy http success page file flash:success.htm

Catalyst 3750 Rf v F Y7 bD 7 avI74F¥alL—>av M4 F
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Switch (config)# ip admission proxy http fail page file flash:fail.htm
Switch (config)# ip admission proxy http login expired page flash flash:expired.htm

WIZ, AAZ LFIET B F Y Web R—VOREZMRT 202~ LET,

Switch# show ip admission configuration
Authentication proxy webpage

Login page flash:login.htm
Success page flash:success.htm
Fail Page flash:fail.htm
Login expired Page flash:expired.htm

Authentication
Authentication
Authentication
Authentication

global cache time is 60 minutes
global absolute time is 0 minutes
global init state time is 2 minutes
Proxy Session ratelimit is 100
Authentication Proxy Watch-list is disabled
Authentication Proxy Auditing is disabled

Max Login attempts per user is 5

ATA VIZHMLI=EEDY 54 LY 3> URL OEE

WERD ) HTML N— V2RI EE M2 52 LIT LD,
FRRETEET,

BALED2—FOV #1417 1 URL

B
T AN ORI UEHS—PORDY IS, 2—F O
UX AL 23 g URL 2ELET,

avwyF
ip admission proxy http success redirect url-string

oA N LTEEAED Y FA4 L7 v ay URL 2R ETHEAIT. ROTEEFHEICHE->TLFE

W,

o HAFLFIET B X Web X—TUHREN A X —T VDA, VXA LY a URL #iEIXT «
=7, CLL THEATE A, VEA LI ai, BAZ L A VHh_R—TT

FTTEET,
o UXA VLU ar URL ENRA R—7 NV ThDH%5E . & E S 472 auth-proxy-banner 1L i
FH¥ A,

e VXA LI arURL ORELZHIRTDICIE. Zoa~xr Fone BEXNEHEHLET,
WIZ, gl A4 N LTS ED ) X4 L7 ay URL 3R ET A6 2R LET,

Switch(config)# ip admission proxy http success redirect www.cisco.com

WIZ, B 7 A NI LI ED Y XA Lo v ay URL iR T 561277 LET,

Switch# show ip admission configuration

Authentication Proxy Banner not configured

Customizable Authentication Proxy webpage not configured
HTTP Authentication success redirect to URL: http://www.cisco.com
Authentication global cache time is 60 minutes
Authentication global absolute time is 0 minutes
Authentication global init state time is 2 minutes
Authentication Proxy Watch-list is disabled
Authentication Proxy Max HTTP process is 7
Authentication Proxy Auditing is disabled

Max Login attempts per user is 5
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W web A—RZBIOEE

AAA KB —DERE

AT971

AT972

Web ~N—

ATy

ATy72
27973
AFv74
ATy75

Jl Catalyst3750 R4 v F Y7 b9z P A T4 Fal—2aVv M4 F

=1 B&

ip admission name rule-name proxy AAA DA —VEVERR L. AAA V—N|ZHIFETEX RWEAICE Y

http event timeout aaa policy identity |o = U CEHAINDT AT T 47 4 AV —%BEAMTET,

identity_policy_name GE¥) A—n&HIBRT 5121X. no ip admission name rule-name proxy
http event timeout aaa policy identity 7 2 — /L 237 ¢ ¥ =2
L—vayavr REHERALET,

ip admission ratelimit aaa-down (FE) Y—ERZIETLEED AAA V—"DT7 T vF 4 %I

number_of sessions B, AAA XDy A7 —bFDOFRANNDORGERITEEICH LTL— b

il RR A Eh L E 5,

WIZ, AAA DRIGRY —2 T 26 %2~ LET,

Switch (config)# ip admission name AAA FAIL POLICY proxy http event timeout aaa policy
identity GLOBAL POLICY1

WIZ, RSN TWDERA IR AAA X T AT = THLINE I hEHET 260 E 7R~ LET,

Switch# show ip admission cache
Authentication Proxy Cache
Client IP 209.165.201.11 Port 0, timeout 60, state ESTAB (AAA Down)

WIZ, RABRIP T FLRIZESNWT, FEDE v v a VBT HEMERE R TT 202 R LET,

Switch# show ip admission cache 209.165.201.11

Address : 209.165.201.11
MAC Address : 0000.0000.0000
Interface : V1an333

Port : 3999

Timeout : 60

Age : 1

State : AAA Down

AAA Down policy : AAA FAIL POLICY

AFRE/NT A — 2 DEE

2 EORMRI, o F U A NSRS % % TSR B R 7 o 2 BT O R
ECEET,

=1 B#

ip admission max-login-attempts number Kiea 74 VEATORRKEEFRE LET, REHAIX
1 ~ 2147483647 [0 T4, 7 74/ ML S5 Tj—o

end i EXEC E— FIZEY £7°,

show ip admission configuration AR R X UREEERLET,

show ip admission cache AEE= P DU R MERIILET,

copy running-config startup-config EE) ar74F¥alb—vary 77 A VISR EERITE
LET,
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Wi, Kigw 74 AT ORKREE 10 [FIIERET 612~ LET,

Switch (config)# ip admission max-login-attempts 10

Web mt‘.\l:lIE O—AJL /\j_ o)nﬁfg

Web FBAEZRE LIZAA v FIZr— )b NF—ZRET 2I121%, FiHE EXEC £ — FTROFIEE FAT
LET,

avy kR

=]:5)

A7971 configure terminal Ja—nL ary 74 Xab—gy B— REBEGLET,

27972 ip admission auth-proxy-banner http o—H) N F—F A x—T W LET,

[banner-text | file-path)

({EE) Cbanner-text C # ANJJ L, BAL L NF—E/ERRLET,
Clx, R —IZEREINDITZ7ANDT 7 AV RAZRLTWVET
(BFEFETTHRAN 77 A0 E),

A7973 end

HebE EXEC =— RIZREY 3,

A797 4 copy running-config startup-config (FE) av 74 F¥al—vay 77 A NVICEREERELET,

Web X—X

WIZ, HAZ L A yEv—2 My Switch R ART D0 —0 NF—RETDH %R LET,

Switch (config) configure terminal

Switch (config)# aaa new-model

Switch (config)# aaa ip auth-proxy auth-proxy-banner C My Switch C
Switch(config) end

ip auth-proxy auth-proxy-banner =~ ROFEHIZ- D\ T, Cisco.com IZ& % [ Cisco 10S Security
Command Referencell @ [Authentication Proxy Commands| O&EAZZMH L T 7Z3 0,

BEOFvvLa T kY OKIKR

avwyFk BiY
clear ip auth-proxy cache {* | host ip address} SE Xy = MY EEHIRLET, TXTCOF¥ v
Va T MY EHIBRTDICIETAZ D A ZERALE
o =R oz MY ZHIRT 212X, FrED IP
7T RVRAEZADLET,
clear ip admission cache {*| host ip address} FH S uXxy o MY ARBIRLET, 7 CTOX v v
Va M) ERHIBRT AT AX DA EERLE
To H—ARA MO Y ZHIBRT DI121%, FFED IP
T RLVAEATILET,
WIZ, IP 7 R L AA3209.165.201.1 7 A4 7 > MZxtT 5 Web X— Akt v ¥ a > & HIBRT 2 6
ERLET,
Switch# clear ip auth-proxy cache 209.165.201.1
Catalyst 3750 R/ vy F Y7 h9z7 av24¥al—¥3>y A/ K
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W Web RA—ZBIERT—4F ADET

Web X—RFEEERAT—3 ADRTR

TRTDOA LV E—T 2 A ZAFEFIIFEDR— D Web RXN— RFWIFHRELXFERT DX, WROEEE2TT
b\ij‘o

=1 B&
27971 show authentication sessions Web ~— ZFRIAERELF R LET,
[interface type slot/port]

type = fastethernet, gigabitethernet, FE7zi%
tengigabitethernet

(f£%) interface ¥— U — R&ZMEHA LT, BEDA
H—T A AD Web X—ABIERELFERLET,

Wiz, Za—L Web R—RAFRHEAT —F AP T2 FRTH0 2R LET,

Switch# show authentication sessions

WIZ, FAEY F A F—T x4 RZ3/27 D Web X—ARBFEREL R AT DU RLET,

Switch# show authentication sessions interface gigabitethernet 3/27
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