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Switch# configure terminal

Switch# errdisable detect cause small-frame

Switch# errdisable recovery cause small-frame
Switch (config)# interface gigabitethernetl/0/1
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Switch (config-if)# end
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TI74IL MERE

TN T, RER— MIERSNEEA,
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RER— M, WA % —7 =1 A (GigabitEthernet X — k 1 72 &) F7-i% EtherChannel 27 /L — 7
(port-channel 5 72 &) ITRETE T, R—bF F¥ XNV THRER— b2 A X =T M LTZHEIE. £
DR—F FxF)N TA—TFHNOTXTDOR—FTA F—T VIR0 £,

77 A4 _X— K VLAN R— F 2 R#ER—F L L TRELRNVTLIZE N, BER—- 2T T A4 _X— |
VLAN R— h E LTRELRWVWTLEEW, T A=k VLAN OMIZAR— MME, oMz HR— b
RLaIa=T 4 R—MNIb T 74 v 7 EWmELEYA, 74—k VLAN OFEMIZOWTIE,

B 17% [ 774 X—= 1 VLAN ORTE] 2R LT 7EZEN,

RER— FDERTE

A= h2RER— N LTERT HICIE, F#E EXEC E— R CROFIEEZFITLET,

avwvFk B

A7971 configure terminal Ja—sbarZ 4 Xal—yary T—RelBLET,

A797 2 interface interface-id RET DAV E—T oA RAEZHEL, AV F—T AR A
T4 F¥alb—vary B—RREBBLET,

A7973 switchport protected A B —T oA AR — MTRELET,

ATy74 end B EXEC £— RIZEDY £,

27975 show interfaces interface-id switchport REEHRLET,

A797 6 copy running-config startup-config (FEE) av74Xalb—yay 774 VIR EZHRIELE
R

RiER— M & T 1 &£—7 23 5I21E. no switchport protected 1 > ¥ —7 = A A a7 4 Fa b —
vayvavwy REFALET,

WRIZ, R#ER—FE LTR—-MERET D 2R LET,

Switch# configure terminal

Switch (config)# interface gigabitethernetl/0/1
Switch (config-if)# switchport protected

Switch (config-if)# end

R—bk TOyFUTDERE

T 74N N T, AL vy FIIRMOSEIE MAC (AT 47 727 BAGI) 7 RUABEEINT T
Mg RTOR— D6 T7T7vT 407 LET, RADZ=XX¥ XA MBIOTLFF¥ A K 7
T4y I MEER— MNZiEE IS L, B2V T o b MEICRDAREERSD £, RO =
XY APMBLOSATFXFY AN T T4 I NBDLIFR— LD R— MIEREINBRNEDITTD
72Oz, (REEZIIIEEE) A—1r27 vy 7 L, RHOZ=F ¥ A NERLEFYALTFIHY A N Ty
MO R— M7 T v T 73NN ESICLET,

GE) ~AFXFYRAE T T4vIDE, A—F ToyX o JEEITMEBR LAY 2 7y NETET
gy LET, ~vF—WNIZIPv4 I IPVOFHRPEEND~NLTFF Y A Xy hMi7eyv s L
FH A,
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e [R—hTuvxrr7OTF 71V EE] (P.26-8)
o (MU H—T A ATDODTTvT 42T NTFTT74v7DT7ayx7] (P26-8)

R—b+ TOYXUTDTIAHIL FERTE

TI7ANERTHE, A= IO RADOVNLVFF YA IBLP2=F Y AN NT T4 I DT T VT 4V
IRT Ry ST, TRTOR—MIZOXS Ry 7T v 74 7 SNET,

A2B—DTTARTDISYTAT S 74voDTOYXIT
N

GE) A B =T A AT A X —T = A A E7-1% EtherChannel 7 /L —7OWFN B AHETY, R— b
FX¥ FZNONVTFFY A NERT2=2F Y AN VT T 475 T v TBHE A=K FrrLF
N—=TDFTRCOR—FTT a7 ENET,

AVE=T 2 A ANLDZ=F XY AN NTy MBIV A Y2 AT HRY AL RXTy hDT T w7 4
YT RT 48— MIT BT, FikE EXEC E— R CTIROFIEEZ ETLET,

avwyk B
27971 configure terminal Jra—) ar7Z4Xal—vary ®—FEBBLET,
A797 2 interface interface-id BETEIA LA —T 2 A ABBEL, AV X —T 2 A T
T4 FXalb—TaryEx—RFEHBLET,
27973 switchport block multicast K= FEMBEDORMDVILF X ¥ 2 NDlREE Ty 7 LET,

GE) MFRLAY2~YAFXRXYRAL N T T4 v ETET
oy 7 LES, ~v & —NIZ IPv4 7213 IPv6 IEHMAE
FNOATFHY AN Xy MITey s LERA,

2797 4 switchport block unicast R I MEDORMDZ=F % A NDEEEETa v 7 LET,
AFv75 end H:HE EXEC E— FIZEY £,

A797 6 show interfaces interface-id switchport BEEMERLET,

27971 copy running-config startup-config (EE) av 74 ¥al—vay 7y A MCRELRELET,

R—FETrI 74w 7B T7ry 7 ENTIT, BHOBEPTONDLT 74/ FOREIZA 4 —T =
A Z %R IZiE. no switchport block {multicast | unicast} 1 > ¥ —7 = X a7 1 F 2l — 3
vavwry FEHEHLES,

KIZ, R=FEOa=F%x A BIOLA V2 ~vNATFXY AL TT7 T 4T a7 0y 7T 50 %R
LET.

Switch# configure terminal

Switch (config)# interface gigabitethernetl/0/1
Switch (config-if)# switchport block multicast
Switch (config-if)# switchport block unicast
Switch (config-if)# end
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m"—bk X)) T4 DERE

R—hr X2V T 2 HERATIE, R—F~OT7 IV BRAZHFATHAT— 3D MAC T KL
ZEHIRBLOHI LT, A F—T =2 ZA~DAAEHIBPTEES, ¥Fa27 F—hkFaT

MAC 7 RLRAZEDYBTHE, R—MIERINET FLR TA—TLUNDERETT KL AZFFoOR
T hERELEFA, %27 MAC 7 RL2EE 1 DIZHIRL, BH—DO&% =27 MAC 7 KL A%
BDYTHE, FOR—MEERISNIZT—27 AT —3 9 100, RA— b OFIIESENEES U ET,

T2 R—FELTR—FZREL, %27 MAC 7 FLARRKREBICELEZSRES, A— M7
I AERBDAT—2a D MAC T RUVARHB ESNTcEF27 MAC T RLADWTRLEH—E
LBRWDT, X2 VT EXPEELEYT, £, B2 F2T7 F—h ETEXF27 MACT FL
ANBREETLFFEINTHWDERAT—a R, JlOoEFaT F— M7 7EALE LI EXI
by EXDOT T ITNIETHNET,

T I T ROBEERERBRICOVWTHHALET,

o [HR—hX=2VU7 O] (P.26-9)

(R—h X2V T4 DOF 74/ bEE] (P.26-11)

[R—=F X2 V7 OREHROEEFHE] (P.26-12)

[R—h X2V T DA FX—TMLBLORE] (P.26-13)

[R—=h X2 VT4 2=V T DA =T B L0 E] (P.26-18)
[R=bh X2V T4 BLOALS vF 2X v 7] (P26-20)

[R—hF X2V T4 BLRNTT7 14—k VLAN| (P.26-20)

R—bk X271 OBE

ZZTE. ROEICOWTHHALET,
e %27 MAC 7 FL 2] (P.26-9)
o TEX=2VUTF 13EK] (P.26-10)

tF+217 MAC 7 FLR

A= FTHFAIENDEX2T 7 R RADHRREEZFRET 2I121E. switchport port-security maximum
value f v Z—T = A XA a7 4 FXal—gry avy FEEHALET,

~

GE) ERKEZA =72 ZALETTTERESNTNDEXF2T 7T FLZADEIV/INSUVMEICHRE L &
2&75HL, avr FREEINET,

2L v FIE, WOEX=27 MAC T RL R XA FEFR—FLET,

o RHT 4y 7 X277 MAC T KL XA :switchport port-security mac-address mac-address 1
F=TxzA A AT 4 Falb—var avry FeHLTFHTRESN, 7T RLVRA T—=7)1C
RESNTZDOL, 2L v FOFTar 7 4 Falb—a s ZBMENET,

o HAFIvI EFXFaT MACT FLA - BIICRESNTT RL A =7 VETFICRES L, A
A4 v FOFEERFIZHIRSNVET,
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R—F tFa )71 08T

e X7y yF—EFXFaT MACT FLA BIIZFEETHZ L, FEITRETAZILEHLTEET,
T RLVA F—TNVRESN, EfTar 74 Falb—a AZBNMENET, 207 RLARa
V74 Falb—vary Ty ANMIRTEEINTWE L, AL vy TFOFEBFFICA V¥ —7 =14 AT
INOLEEPICHBRET DILEND Y EHA,

AT F— T ZHAR—TNMCTDE, XA T I MACT RLAEZAT 4 vF— kFa
TMACTFVZ’W@LT£HZ/74%:V—V5/;EWTéiO A B =T =2 AEHRET
EET, AT 4 v F— F—=U T EA X =TT DHITIE, switchport port-security mac-address

sticky f v #—7xAf A a7 4FXal— a3 :1-7‘/ FEANLET, Zoa~<r FeaAlT5LE,
AE =T 2 A RFIAT 4 v F— T—==V I RA X =T NVICRDHNCFB LD 2 &0, 3T

FA4FIv 7 %27 MACT FLAR AT 4 v¥— t*27 MAC 7 FLRICEHRLES, 3C
DAT 4 yF—tFa2T MACT FLAFFTa T 4Falb—alBilEnEd,

x%4/ﬁ‘r X =27 MAC 7 R L XX, :/74ﬂ?;v~v3/774/1/ (AA v FRHEEE I
HERNHEHENDIAF— T v T a7 4F¥alb—32) 12, BEBWIQIIKBENETA, &
TAYF—BFa2T MACT RLRZ a7 4 Xal—ay 77 ANVIHRGET D E, AL v FOH
EERRZA VX — T 2 A AXINGEHREETILERDY AL, AT A vF— X227 T N
APRAESNTWRWEGSE, 7 R RIIRbIVET,

AT A X — T == T HT =T N LESE. AT 4 vF— X227 MAC 7 RL A AT
w7 BF 27 MAC 7 RLRICER I, %ﬁz/74¥;V~vEym6%%éhi¢

AL v F Ay TIZHRETEDEF 27 MAC 7 RLADRKREIL, VAT ATHFAIEN TS MAC
T RVAORKBICE>TREY £, ZOMEIX. 72 7 1 77 Switch Database Management
(SDM; AA v F F—HX—RFH) 70T —MILoTREVET, & 8F [SDM T 7L — |
DRE] BB LTI, 2ok, AR MAC 7 KL A (ZOMO LA ¥ 2 HRESA v
B =T oA ARESNZZOMDOEXF 27 MAC 7 RLATHEA SIS MAC 7 KL A& 5T O
®TT,

tXal)T4ER

WOWTNNORWABEET D&, X2V T 1 ERITRY 7,

o FBAREDODEF2T MACT RULART RLZ F—7NICEMENTWARIET, 7T RLX T—7
LIZHREEDO MACT RLRAEZFEASORTF =S a WA v —T A AT 7EALLE D & LSS

e HHEXaT AL H—Tx A ATH ziti%*éht'fl\l/xﬁ) [[l— VLAN NORIDE F =
TAVE—T oA ATHER SN

ENEAE L TG A ORIZE SN T, RO 4 DOELE— ROWTNNEA L F—T = AIHEET
TET

o protect (fRF) : EF 27 MAC 7 RLADEMNR— F THA SN TWORKREITET S L. &
KEZETHEZETHOREDEF 27 MAC 7 FLAZHIRT 20, FAI7 FLAEHESL S 20
MED | RIMOEFTLT RLRAEFRFON Ty MIFEEINE T, EX=2 VT EXMBRELLZZ &
TEE S L EE A,

~
(GE) b7 r 7 A— MI protect IEXE— REFRET D L ITHESE L EH A, protect E— DI

B, A= IFPRERKEEIZEL WAL THEWTNAO VLAN R KBEICETLE, T—
=T ETF =T M LET,

o restict (HIfR) : ¥ =27 MAC 7 FL ZADEN R — F THAI SN TWDIRKIREICET L &, &
K% FEID ETHAREOEF 27 MAC 7 RLAZHIBRT 25, #Fal7 R L AKEESL S 20
MED RMOREBILT L RAEZRFFO/y MIFEEINET, ZOF— T, X207 1 #E
RPFEA L Z EBRBAMENET, SNMP 7 v 7RNiEEINT Syslog A vy E—URw /I,
BRI T 2RI ET,
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e shutdown (Vv v F&¥ D)

R—t xaUyFs0Ee B

AR EF 2 VT A EKIZEY, A F—T = A AN errdisable |2

Ry, EbICYyy MU ESRET, £0bHE A— O LED MEALET, SNMP F7 v
TREE SN T Syslog Avb—UBua I, EXITCZBNEMLET, E%X=27 FA— 2
errdisable 27— F OFA 13, errdisable recovery cause psecure-violation 7 72—\ a7 ¢
XFal—varyavwlr REANLTIDORT— MRS 57>, shutdown 35 L T no shutdown
AV H—Tx2AfA Ay T 4F¥al—ary avr e AN LTEHTHRS x—7 M TEET,
INBT 7+ FDOE—RTT,

e shutdown vlan (VLAN > ¥~ & 7)) : VLAN B TE X 2 U T 4 ENKE— RERET A0
WHEHLET, Z2OFT— FTEMNBIEATDLE, F— KT <. VLAN 28 errdisable (2720

*7,
# 26-112, R—=F BX2V T 020X —T =2 AIHRE LTEHEOENE— FBILUHLIZSNT
A~LET,
% 26-1 tXaUTERE—FOLE
F57495® SNMP F5v |Syslog #v |I5— Avt— BRHAIVED | K—rDPvy
ERE—F k! TOi%lE t-CDEE | CORFE? t&hn FEHY
protect L 2L 2L 2L L L
restrict 2L HV H»HV L Ho L
shutdown 2L HY HY 2L HY HY
shutdown vlan |7 L E ) Hb L Ho L3
1. +0780tEXx=27 MAC 7 FLAZHIBRT A ETRHMOEEITLT RLAZRORT v MREEINET,
2. EX 2 VT 4 ERESEEITT RLAZTFECRELELGES, AAM v TFRTT— Ay —V2IELET,
3. EEAHEA L VLAN BBy vy hE T LET,
o — — =FL ==
h"—bkEFa2UT4DTITAHILFERE
# 26212, AVHF—T oA RAIKHT DAL X2V T4 OT 75NV IREERLET,

& 26-2 R—b X2V T1DFI+ILERE
HERE T4 FRE
A=k X2V T R—=FrETT 4 E—T N,
AT 4 vF—T LA TFT—=V |FT4E&—T I,

7

A= o7V DOEX=27 MAC

7 R LA DKk

EXE—N

shutdown (¥ v F&F ), X =27 MAC 7 RL ARERE A
EmzaE, R—=FRTv vy NE T LET,

N—=brtF2VTq4 2=

Fo—TN, == FA N0,
ABT AT = TET 4 —T N,
& A 71X absolute,
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R—bk X271 DREROIEFEHR

A—b X2V T4 2RET DL EITE, KOEEFHIIWE> T LIV,

R—btF2UT 4 2RETELDIF, AFT 47 T7HAR—-MELIEI T 7 A— MR
Eﬁhiﬁ‘o X 2T R—FEaFAFTIVT TI7EAR-NMITLHZELIEITEERA,

&% =27 HR— k% Switched Port Analyzer (SPAN; AA vF K R—h T+ F A4 H) OEIhHR—

T2 LIETEEREA,

% =7 A— bix. Fast EtherChannel °% % v v~ K EtherChannel "— bk 7 /L —7IZ@ 32 &R

TEFEHA,

~

GE) HFFVLANIZT7®A R—FETTHR—FEINTEY, REARETH-THL T 7
R—FTEIR—FENTWEEA,

T VLAN b EESNTWELAS VA —T 2 ATHR—F X2V T 424 X —TNICTHEIC
A= FLETHAESNDEF2T 7 R ADRKREE 2 IZRELE7, A— k% Cisco IP Phone
W28 LTV 554, 1P Phone (2 MAC 7 KU AN 1 D327 D F£9, Cisco IP Phone 7 KL &
I% 7 VLAN EC2F SN FETA, 7278 A VLAN ETIEEEENEEA, 1 2D PC % Cisco
IP Phone 2869 254, BN MAC 7 KLU A X ARETY, #% D PC % Cisco IP Phone (282
Wt H%e. & PC & IPPhone IZ 1 DT >fEHTEL LI, +0REOEXx2T 7T RLRAZR
ETHVENHD £7°,

NI R—=FR, R—=bF X2 VT4 ZREIN, T—F FFT7 4w 7IZOVWTIT 7 &R
VLANIZ, EF M7 7 4 v 72OV TIEHES VLAN IZHI U ¥ THRTWAEA. switchport
voice 35 L U\ switchport priority extend f > 4 —7 = A A a7 fFal—ary avr RxA
HLTHRITH Y A,

B SN T A ZANFE T MACT7 RLRAEEAL T, &HIZTZ7EBAVLAND IP 7 L A& H
KLU, RIZEF VLANODIP 7 KL RAEERT L L, 7278 A VLAN 722 IP 7 R L ARE Y 4
THhET,

AVE—T oA ADRREFX2T T RVAEEZATI LI EXIT, HLWVERZNETOME Y K

XNe, FNETRESNTOWENT LWVEIZ L > TEEXENET, HTLVEIBCLETOM L

INEL, AV H =T 2 A A LTI TIRBESNTWVWDEFXF2T 7 R AOENH LUWMEZE kA2
A, a~vr PR ESENET,

AA v TFIE, AT 4 vF— X277 MACT RFLADKR—F X207 4 =2—T 7% HHR— |
LTWEE A,

#£ 26-312, fOR—F_XR—2EREL HEHMEOH IR —F X2V T 41OV TEEDET,

% 26-3 HMORAS v FiEELER— b X2 T ¢ LDOEHY

R— b 24 FTEFR— FDH#EE R—bF X2 )T LOEEN
DTP ! — |2 L

7o 7 F—+ HY

HAFIvr TIEAXR—} 7L

N—7 v F R—Fk 2L

SPAN /5 7t R — k Ho

SPAN %GR — b L

EtherChannel L

rrxU 7 F—F HY
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R—t xaUyFs0Ee B

= 26-3 MORA vy FHEELR—F X2 T LOEMRE (&S

R— b 44 FELER— FO#EE R—F €Fa2 )T LOE#HY
PR — k HY

IEEE 802.1X A— K HY

%7 VLAN A— R4 HY

75 A ~<X— |k VLAN ~— k »HY

IP Y —A H—FK HY

%A+ 3 v 7 Address Resolution Protocol (ARP; 7 KL |V

A7 v ha) RE

Flex Link Ho

1. DTP = Dynamic Trunking Protocol
2. switchport mode dynamic f > % —7 =2 A a7 4 FXal— gy avy RTHRESNTZFR— b,

3. switchport access vlan dynamic f > ¥ —7 = 2 a7 4 ¥ ab— gy avy RTHREIN VLAN Query
Protocol (VOP) +~— k.

4. K= NIHRBAFEREXF 2T 7 FLAZRELET (727 A VLAN THHRER X 27727 N L AD R KK
W22 Bz,

R—bkEX2UT1 DA R—TNLELVERE

R ~DT 7B 2EZHTTHAT— 3D MAC 7 FLAZHIRB IO T2 L2k T, A
V=T 2 A ASD AT EFIRT B2, FiHE EXEC E— RTKROFIEEZEITLET,

avUFR B
A797 1 configure terminal Fa—NL Ay T 4 Xal— gy B REBEL £,
A¥v7 2 interface interface-id BET AL LA —T oA AEBEE L. Ao X —T oA A AT 4 Xl —

var E—RFERBLET,

ATv7 3 switchport mode {access | trunk} | f L % —7 = (A AA v FHK— |k T— K% access £ 7~ trunk (2% E L F
9, 774/ b F—F (dynamic auto) OA V' F—7 =4 AX, E¥ 2T
AR—=FELTHRETEEREA,

2797 4 switchport voice vlan vian-id B—F ETFHE VLAN 24 2 —7 2 LET,
vian-id : EF N7 7 4 v 7T S VLAN 2 8E L £,
A7975 switchport port-security A B =T 2AALTHR—FEF2)T 424 FX—T VI LET,
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avvFk B8

2797 6 switchport port-security UEE) A v Z—T 24 AT BHEXF 27 MAC 7 RLZADEKRMERE
[maximum value [vlan {vian-list | |LE4, AA v F RZ v 7 |ZRETEDEF =27 MAC 7 RL 2ADE KK
{access | voice}}]] i, VAT ATHEASNTWD MACT RLADRREKIZE>TRED £

T, O, 72T 4 7R SDM TS L— Mo ko TikE D 9,

W 8% 24 v F SDM F 7L — hDORE| 2BZRLTLEEN, 20D
fEix, HEAFHEEZ MAC 7 FL A (ZOMD LA Y 2 EERA v ¥ —T =
A ACHEINTZFDOMOEXF 27 MAC 7 RLATHEAENS MAC 7
FL2&2&T) ORMERLET,

(fEE) vlan : VLAN HALO g K2 #0E L £,

vlan ¥—UV—FZ AN Lizhbe, RO T arondinrl >z AL
TLZE,

e vian-list: 727 R—F LT, "A 7 TRUY - 7=&PAD VLAN, F
7213 <= TCTRYI->7=—# D VLAN (2815 5. VLAN BN O KEE
RETXFET, HESINZ)-72 VLAN (21X, VLAN HALO f KEH
EHEnET,

e access: 7/ EAR—KNET, 77EAVLAN & LT VLAN #$EEL
iﬁ‘o

* voice: 7/ A KR—KET, 7 VLAN & LT VLAN #fE L7,

GE)  voice ¥—U— KiZ., FF VLAN N — MIHFRESRLTWVWT, &5

IZZEDR—=NT 7 A VLAN TRWEEAICRD AT, A~
H—T 2 A AZHFEH VLAN BDREINTHWDIHEA. B =27 MAC
T RUVADRREE 2ICTRELET,

Catalyst 3750 Rf v F Y7 bD 7 avI74F¥alL—>av M4 F
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R—t xaUyFs0Ee B

avy kR

E]:3)

A797 7 switchport port-security [violation
{protect | restrict | shutdown |
shutdown vlan}]

(EE) ENT—F, 2F0 X2 VT EXBHRE SN EEOXIN%E,
WDONT TR ELET,

» protect (f£5#) : A"— bk EF =27 MAC 7 KL ADOE N KR — Tl &
NTWLRKIREICET S &, KEZ TR ETHy RO 2T
MAC 7 RV RAZHIRT D7, EIEFTAIT RUAREZHL I RVNE
V. REDEEILT FLREROAy MIBEEINET, E¥=2 )
TAERBRELEZ ETEMENER A,

GE) bFF7r 27 H—RICprotect T— REZRETHZ LIIHERLEHA,
protect E— FNDFE, R— FBEKRBEICEL TR THWTH
D VLAN DR KIREICEST D&, == 727 4 &—=7 NIl
0

e restrict: EX 27 MAC 7 RL ZDOENR— N THAJENTWVWARK
RIEICET DL, TORKOEXF=27 MAC 7 FLAZHIBRT D, £
TERFAI T RLABAEBSL I 20 nEY | RIOEETT KL RAEEFO
Ry NMIBEFESNET., SNMP b7 v 72385 ST Syslog A »
t—URu S, BRAUCEZBEMLET,

e shutdown : EXNFEAET DL, A ¥ —7 = A AN errdisable (2720 |
A—k® LED 2MET LE T, SNMP 7 v 7’23 %(5 ST Syslog A v
T—URe s &, BRI CZBEMLET,

e shutdown vlan : VLAN i TE ¥ 2V T 4 EXE— FEZRETDH-0
WWHEALET, 20— FTEXNEAETSE L, A—FaETiEiR<,
VLAN 7% errdisable (2720 £9°,

GE) TBX=27 K— b2 errdisable A7 — M7 > 728413, errdisable
recovery cause psecure-violation 72— )L 23> 7 4 ¥ a2 L — 3
vawry REANLT, ZTORT— FEFEBRLET, FEITHUA
F—=TMIZT 521X, shutdown 35 L O no shutdown 1 > ¥ —7 =
AR AL T4 Falb—ay avwy REANT 5, clear
errdisable interface vlan ### EXEC =2~ FEZ AJ L £ 7,

| OL-8550-08-J
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avy kR

E]:3)

27978 switchport port-security
[mac-address mac-address [vlan
{vlan-id | {access | voice}}]

EE) A Z—T 24 ZDEF2T7 MACT RLAZ AN LEYT, 2=

~ U REFEHATLE, RREOEX2T7 MAC 7 RLAZANTEET, #

ELTEXx=27 MAC 7 RLADBREKREL VDR WEE, Do MAC 7 R

L AFEIC R E S ET,

GE) ZoavrFOANBICAT A vF— T—=0 T A X =TT
L, BICFEEEINTEEX 2T T RLVARAT A vXF— kX a7
MAC 7 FLRIZEBMENTHETa L 74 F 2 b—a VITBMER
7,

(fE&) vlan : VLAN B{LOHEREEZHE L £7,

vlan ¥— U — RZ AN LEdbE, ROFT T aronthnl 22AL
TLIE&E W,
e vign-id: b7 R—F+ T, VLANID BEZO MAC 7 KL A EET
X¥7, VLANID 25  LZeWiGA. #4147 1«7 VLAN BMfEH I E
j‘o
e access: 77/ EARAR—KET, 727 A VLAN & LT VLAN 2 &L
F7,
e voice: 77 A KR—FET, H7F VLAN & LT VLAN ZfE L £7,
GE)  veice ¥—VU— FiX, ¥ & VLAN X’ R — MR ESNLTWT, &5
IZZDR— BT 7 A VLAN THRWEAIZRY HRI T, A~
H—T7 2 A AZEF VLAN DR ESNTWHEE, %27 MAC
T RUVADRREE 2ICRELET,

AFv7 9 switchport port-security
mac-address sticky

(EE) AVH—T 2 A ATAT A v F%— FT—=2 T A F—TNMZLFE
7

279710 switchport port-security
mac-address sticky [mac-address |
vlan {vian-id | {access | voice}}]

(EE) AT 4 vF— X277 MAC 7 RLAZ AN L, LBEREEFT =

< U REBRVIRLET, RELEEF2T7 MACT RLAOEBERE LY

DIRDEE ., D O MAC 7 RLRATEIMIZFEE EINTAT 4 v ¥ — ¥

7 MAC 7 L RIZEHI N, EfTar7 4 Falb—rv g ilBmans

7

GE) ZoawrRFOANEICAT 4 vyH— F—=u T A FX—TNITL
ek, T — A E—UNRERINTAT 4 vF—bEFaT
MAC 7 RV AZ AN TEEHA,

(f£7) vlan : VLAN BEfLORKRKMEEZHREL £,
vlan ¥— UV —FZ AN LEHE, kO T aronThnl 22 ANL
TLIE&E W,
e vian-id: V7227 R—FT, VLANID BLXUMAC 7 FLAZIEET
X¥7, VLANID 28 LZ2eWGA. 147 7 VLAN BMfEH I E
j‘o
e access: 7V EAR—KNET, 77+ AVLAN & LT VLAN 2 E L
iﬁ‘o
e voice: 77 EA KR—KET, 7 VLAN & LT VLAN ZfE L E 7,
GE)  voice ¥—VU— FiX, ¥ & VLAN R — MR ESNLTWT, &5
WICFEDR— IR T 27X VLAN TRWIBSIZRY AT,

AFy7M end

HepE EXEC B— NIZEDY £7°,
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R—t xaUyFs0Ee B

=1e S N B

A7y7 12 show port-security DEERRLET,

27978 copy running-config () av74Xal—ay 77 A MCBRERRELET,
startup-config

X a7 R—FTRRNT 7 4/L bORREICA v F— 7 = A 2% R THA1L,. no switchport
port-security 1 > ¥ — 7:4’7\ a7 4¥al—vay :l-?/%%‘:ﬁﬁﬁ LET AT 4 vF— T—=
YITBAFR—TNDRETZOax L e ANTDHE AT 4 vF—tFaT 7 FLARETa
TA4F 2l —g /0)~+B IEVETHN, TRLVA T—7nLEERENEST, 22 TTRTOT
RUARBIIFZE SN ET,

AV E—=T 2 A ADEF 2T MACT FLAEET 7 4V MZRETHEIEL. no switchport
port-security maximum value f > ¥ —7 = A A a7 4 Falb—ar avry REEHLET, &
KE— R%&7 7+ /v hMkEE (shutdown £— ) IZETHA L. no switchport port-security violation
{protocol | restrict! { >4 —T A R a7 4 Xal—raravr FEFERLET,

AVBE—T A ATARAT 4 vF¥— FT—=UT %7 4 &—7/VIZF 5L, no switchport port-security
mac-address sticky f >4 —7 A A a7 4 Xal—varyavr RefHLET, (v ¥ —7=
AANAT 4 vF— X 27T MAC 7 ]\ VAEZAFTIv I X7 T RVRIEBRLET, 272
L., A7 4% —MAC T FLR|Z E & RAF L7234 . no switchport port-security
mac-address sticky =~ > F@Ajjf& _uxff?i’?b I—ERTFELRNE, AL v T OFHEERRC

TA X — T FLVABREREINET,

MAC 7 RV A T—=TNANEAL v FEIFA v H—T 2 A A LDEX2T T F‘I/XTJ‘J\‘"Cif:L;UF%E
E BE AATIvI, AT 4 vF—) OFaT T RLVATRXTEHIRYT 5121E, clear
port-security {all | configured | dynamic | sticky} ###% EXEC =~ > N % fif { Li?‘o

T RVAT—=TNADBEEDEX 27 MAC 7 KL A %ZHIR9 5I21%. no switchport port-security
mac-address mac-address A ' Z—7 = A X AT fFalb—ar avr FefffILES, (v~
=T 2 A A LDTRTOXAFIvI EX%aT 7T RLVRAET RLA T—7ANLHIRT 51213, no
switchport port-security 1 > % —7 A X a7 fFXal—alr avr Robiilz, (f¥—
T2 ATR—=b X2 VT 4 2HORA F—TWICT H70HIC) switchport port-security =~ > K%
AJ1L %7, no switchport port-security =~ > FZfEHJ 512, no switchport port-security
mac-address sticky { > % —7 2 Af A2 a7 4 FXal—valr avy “%f{%)ﬂ LTAT 4 yF®—*k
F2T7 MACT RLREXAF Iy 7 EXa7 MAC 7 RLACEHBLIZGE, FEITRESNLZLD
ERE A VH—T 2 A A EOTRTOEX 2T 7 RLARHIRISNET,

REFHDEF 2T MAC T RLRAET RLRA T —7nbLBREICHIBRT 554 . no switchport
port-security mac-address mac-address { > % —7 = A a7 4 Xal—rar avy REMHAL
RITNETRY FE A,

WIZ, R=FETR=F X2 VT 424 RX—TNMIZL, EFXaT 7 FLADERREE 50 ICRET S
BlaRLET, BRE—RIEFT 740 FTF, AT 497 %27 MAC 7 L AE@REET, %
F A vF— T LTI F—T AT,

Switch (config) # interface gigabitethernetl/0/1

Switch (config-if)# switchport mode access

Switch (config-if)# switchport port-security

Switch (config-if)# switchport port-security maximum 50

Switch (config-if)# switchport port-security mac-address sticky

WIZ, R—FDVLAN3 FICAZT 4 w7 %27 MAC 7 RLAZRETHHE R LET,

Switch (config)# interface gigabitethernetl/0/2

Switch (config-if)# switchport mode trunk

Switch (config-if)# switchport port-security

Switch (config-if)# switchport port-security mac-address 0000.02000.0004 vlan 3
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KIZ, K= PDAT 4 v F— R =" ¥X2 VT 24 FX—TNMIZTDHH%ERLET, T—F VLAN B
iU %VLMWDMACTFVX%?ET XE L. t%177kvx®@ﬁ%20uﬁﬁbi?
(F—4% VLAN |2 10, %™ VLAN |2 10 2804 TE4),

Switch (config)# interface gigabitethernetl/0/1

Switch (config-if)# switchport access vlan 21

Switch (config-if switchport mode access

Switch (config-if)# switchport voice vlan 22

Switch (config-if)# switchport port-security

Switch (config-if)# switchport port-security maximum 20

Switch (config-if)# switchport port-security violation restrict

Switch (config-if)# switchport port-security mac-address sticky

Switch (config-if)# switchport port-security mac-address sticky 0000.0000.0002
Switch (config-if)# switchport port-security mac-address 0000.0000.0003

Switch (config-if)# switchport port-security mac-address sticky 0000.0000.0001 vlan voice
Switch (config-if)# switchport port-security mac-address 0000.0000.0004 vlan voice
Switch (config-if)# switchport port-security maximum 10 vlan access

Switch (config-if)# switchport port-security maximum 10 vlan voice

) #
)
)
)
)
)
)
)
)
)
)
)

R—bkEFa)T4 T—S0TDAR—TUEE L UVERE

A7y
ATy7 2

R—=FEDTRTOEX2T7 T RLVARZZ—=V 0T XA LEZRETDHIZE, A—F X2V T 4 =—

VT EMEHLET, R—FIT L2200 47O =V IRYR— I NTWET,

e absolute : FEESINT=—T 7 XA LORKRWBKZIZ, R—FEOEX2T 7 RUAREIBREINE
ﬁ—o

e dnactivity : fREESNT=—T 07 XA LD, BFaT T RLARFET I T 4 7 TholGEIC
[BY., "=k EOEX=27 7 RLADBHIBRENET,

ZOMREEFEHTALE, MEOEXF 2T MACT7 RLAZFHTHIRLARLS TH, EX%27 A—bE

DFNRA ZAHHIBFRBIOBINL, 2B OR—F EOtxa7? 7 RLAFEZFHBRTXES, Exa7
T RVADZ = 7L, A= MR TA R —TNELEFT 42— NI TEET,

R—b X274 2=V T ERET DITIE, Kt EXEC E— FTROFIHEZETLET,

avwy kR B

configure terminal Ja—s arZ4Falb—rvary - RFERGLET,

interface interface-id BRET oA =T = AZHEL, A V¥ =T =X 2
V74X alb—ar B— REBBLET,
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R—t xaUyFs0Ee B

avvFk B8
ATv7 3 switchport port-security aging {static | time time | | ©tX% =27 K— F DRAETF 4 v 7 =—VL T A F—T N F
type {absolute | inactivity}} ET 42— NI LET, FRET—V T A L0¥
A TERELET,

() AAyFiE AT 4 vF—&FaT T RLAD
R— b Fal 7y 2—Pr TP F— LT
EFHEA,

:@ﬁ~kfx&%4y7_ﬂﬁéhtt%177bvz®
TV T A R =TT BGEIL., static Z AT L F
7,

time |21, T DOFR— ]\0)::»«9“/7‘ A LERELET,
FBETCTZ 28X, 0~ 1440 5> T,

type I[Z1%, ROF—T— ROWTHRN 1 2ERRLET,

e absolute : =— U XA T MR- 7L LT
ELET, TOR—FDOEF2T 7 RLRITTRTC, &
TE L7z time (Z0HAL) 2ARET 2 & HIRYINIC/AR D |
X227 T RLR UX IO HIBRENET,

o inactivity: =—Y 7 XA TEIET VT 4T =T
7L LTHRELET, HEIN time HiFilcE¥=
TEETLT RLANLDT—% T 7 4 v 7 BRWGAE
WZRY, ZOR—FrDEF2T7 7 FLZARMIRGINISA
D E9,

AT7v7 4 end Rt EXEC £ — RIZRE D 7,
27975 show port-security [interface interface-id) WEXMERLET,
[address]
A797 6 copy running-config startup-config (EE) avr74Falb—vary 77 A VICREERFLE
R
A—bhEOTRTOEXF2T TRVARZKHLTHAR— b ¥Fa T4 2—V 7% T 48—TNMZT D
IZ1%. no switchport port-security aging time / > % —7 = A X a7 4 Fal—Yary avr Nk
FHLET, BUICRESNTE-EX 2T 7T FLRARH L TET =Y 727 42— Icd 5120
no switchport port-security aging static { > ¥ —7 = A a7 4 F¥alb—va vy avr REHEHAL
i ‘?‘0
WIZ, B=FEDOEFaT 7 RLAODZ =D H A 0% 2ERICHET 0 EZRLET,
Switch (config) # interface gigabitethernetl/0/1
Switch (config-if)# switchport port-security aging time 120
WIZ, TOAH =T 24 ATREENTZEF 2T T RVAZK LT, ==V T E5 A x—T L,
HTIT 4T 2=V T HATDOE—T 0T A L% 2HICHRETIHERLET,
Switch (config-if)# switchport port-security aging time 2
Switch (config-if)# switchport port-security aging type inactivity
Switch (config-if)# switchport port-security aging static
LR a<y FE#RT 521X, show port-security interface interface-id ¥t EXEC =~ N &{f
HLET,
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B *—refav7r08%E

R—bF X2 TAELIUVRLAIYF RE2YY

2B TIZHHITMALTZ AL v FIx, BREFHOEX2T 7T RUVAERZITRD E9, HRAZ v T 2
UN=E, DR F T AR T RTCDAAF I X aT TRLRAEX T a—RLET,
AL vF (RE 7 ABE—FFAZ v 7 AU R_R—DWTHDN) NAZ Y 7Bt L, Y
DA 7 AUN—|TEMEINT, TOAAL v FILL>THREFZIFFEINZEF=2T MAC T R
LANMEF=2T MACT RLA T—TADNLHEIBREINET, AA vF AX v 7 OFMIZONTIE,
BSHE (AL vF 24y 7OEH] 2BRLTIEEN,

R—bk X2 UT1sELKUET54 A=k VLAN

FHEFEIR - X2V 740 2HBHL T, A—FTFEETDIMACT RLADOEEHIBLIZD, R—
N CHEREERES MAC 7 RLAREELEY TXET,

PVLAN A A FBLIOEEE—R R—FETHR—F X2V T4 2RET DI, ¥ EXEC E—F
TROFNEEZFETLET,

avwokR B
A7v7 1 configure terminal sa—sL ar 74 Xal—ay - FEHBLET,
2797 2 interface interface-id BETDHDA L E—T oA ARAEEEL, A X —T A A 2

Y74 Xalb—vary B—NEHBLET,
A7973 switchport mode private-vlan {host | promiscuous} | { > % —7 = f 275 4 ~<— k VLAN %A 3—7 Lz L
ES AN
A7y7 4 switchport port-security AV H =T A ALETHR=F X2 VT 424 F—T NI
LET,
27975 end FitE EXEC £— RIZE D £,
A797 6 show port-security [interface interface-id] WEXHERLET,
[address]

A797 7 copy running-config startup-config () arv74F¥al—vay 77 A VIR EERELE
\j‘o

Switch (config) # interface gigabitethernetl/0/1
Switch (config-if)# switchport private-vlan mapping 2061 2201-2206,3101
Switch (config-if)# switchport mode private-vlan promiscuous
Switch (config-if)# switchport port-security maximum 288
Switch (config-if)# switchport port-security
( ) #

Switch (config-if switchport port-security violation restrict

GE) R—btF2UT7T 4L T4 = VLAN OfGNRES IR — M2, BF =27 PVLAN A— R &
FEOVET, E% 27 PVLANAR— FTEX =27 7 RLR2FE T, W—D7 714~ Y VLAN IZ&
THMOEF 27 PVLAN R— FCHRILEFxF 27 7 FLRAEZFEETEETA, 272L, FEexaT
PVLAN R— FTHEE LT L AL, W—7 74~V VLANIZET2E%=27 PVLAN THETE
£,

RAR R—=FTEELEEX=2T 7 RLVAE, B#ETS7I 4~V VLAN THEMICER I E T,
FIEEIZ, IBER—FTEEHLZEX2T 7 RLAZ, 9 XTCTOBEET L H %Y VLAN THEIHIZ
Bl ShET, 2—PFNRRA¥F v 27 7 FL A (mac-address-table static =~ > FZ2#H) Z2t*X=
T AR—MIFRETDHZEILITEERA,
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R— FEGO FS T4 voREZENRT M

R— FEGID b5 T 1 v I HIHEEDRT

show interfaces interface-id switchport 5t EXEC 2~ > K& HT D &, (MofEohns) (v
Z—=TxA A NTT v 7 ORI OCHIEORENRRSILET, show storm-control 35 LT
show port-security 57t EXEC =~ FEEHT 5L, A =2l LOR—F X2V 7 1 OF

ENFERINETS,

N7 4y 7 ORIEERE R T DL, £ 26-4 OFHE EXEC =~ F& 1 DEITEEEH L E

R

& 26-4 FI 74 vOFIHRT—E2RABLUVREERTT HHOIATUF

avwy kR

=]y

show interfaces [interface-id] switchport

TRTCDOAAL v F 7 GEr—T 4 7) A—FrERIFEESNE
R—bOFRAT =S ZAELFIERAT =2 2%, K-k Try*
YIBIUOR - MEEORELE D TERLET,

show storm-control [interface-id] [broadcast |
multicast | unicast]

TRTOA LV H—T 2 A AETIIBEINT A X —T = A RITE
EINTWDA M—LAHIEIMEI L ~VE, BESNTEN T 7 4 v 7
B ATICONT, £ 7 e —FR®Fv AT 74097 (bT
T4 T BATRAITERTORNDES) ICOWTERLET,

show port-security [interface interface-id|

AL v FELFRBESNTA LV E—T 2 A ADKR—F EX =2V T 4
BEE, HFAVH—T 2 A ATHESNDEF 2T MAC 7 L AD
BRE. AV F =T AZADEF2T MAC 7 RL 2D, ¥ 4L
X2V T BERKOM, EXE—RFE2EDTRRFLET,

show port-security [interface interface-id] address

TRCOAA v F A B —T 2 AFFIFEEENTA LV F—T =
A ATREEINTEZTRTOEX2T MACT RLA, BXOET KL
ADE—V U THERERERLET,

show port-security interface interface-id vlan

feESNTIEA L E—7 24 A2 VLAN i CRESNLTWVWAHEF =
7 MAC 7 RLADEEFERLET,

| OL-8550-08-J
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