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e 77 4=<1U VLAN, 32 VLAN, F£/i3Za 2= 1 VLAN IZAR— ZE VY THIZE. T4
R— N VLAN Ea~v>y FOAREFEHLET, 7714~V VLAN, M3z VLAN, /2323 a=
7 4 VLAN & LCRELZ VLAN IZEI D 4 Cobnmb A ¥ 2 77 ®8A K=&, VLAN ™7 T
A _X— K VLAN RED—HOENIFET 7T 4 TRV ET, LATY2 T T A B —T AR
X STP 74V —F 47 AT — b DFEETT,

e Port Aggregation Protocol (PAgP; A — FEK ' = k=)L) F7-i% Link Aggregation Control
Protocol (LACP) EtherChannel IZJ& 3 2R — 42754 X— K VLANFR—FELTRELZN
TLEEY, "= RF T4 X—k VLAN RED—#TH 51X, 75— b EtherChannel 3% &%
7T 47 TY,

o BolBHEILLD STP V—T%REIET, STP 2NN —TVx U AEFHIZT H2DIZ, HMLE
Y03 3=2=7 4 FA K KR—FTPortFast BEWBPDU (7 U v 7r hajl5—% 2=y })
H—=REaAF—=T M LET (F 21 % (7 ar0r =00 V) —HEORE] 23HH),
A 2 =T N DA STP 139 T? PortFast A& E S 4172 L 4 ¥ 2 LAN R — 2 BPDU 4 — R
mex M LE 9, PortFast 8L UVBPDU 7 — REREAFR— hTA XF—T M LN TL EE,

e I A4 ~_—F VLAN % T VLAN #HIr L7=8%&. VLAN IZXHIRfFiF o774 X— |k
VLAN R— b BIET 77 4 7120 F£3,

o TNRAANMBMT U IIZEEHINTWTT I/~ BLOE I ZY VLAN B F 77 M HHIRS
NTWARWEE, 774 _X—hK VLAN R—FZBOFX Yy hT—2 T, R LITRETEET,

ftb DB AE & DR D HIBR
74—} VLAN 2R ET DB, MO & OB TRO L5 2fERADH S LICBE LT LS
VY,
)

GF) =T AvbE—VRLTRENZTIANLLA TN TSI~ FBPEELRVWEERH Y £,

o T NNyl TV T ETT A=K VLAN DAL v FIZRELZNTL7ZE,

» Internet Group Management Protocol (IGMP; f > ¥ —% v h Z ) —7F <X —V A § 7o hza
V) AX—EUITNAAL v F ETAF—T N (F741 k) OFH. AL vF RE v 7B R—
F 2577 4_—K VLAN F XA %1%, 20 £ TTY,

e Remote SPAN (RSPAN; U<E—k SPAN) 277 A4 X— K VLAN O7 T4 <V E3 D FY
VLAN & L TRIE LRV TS IZE W,
SPAN DFHINZSWTIE, % 30 7 [SPAN 38 KON RSPAN Ok iE] 2L T EIW,
o DX BHERENHRESINTNDA LV H—T x4 AT T4 =k VLAN R— F & RE LN T
<IEEW,
— ¥AF IV TUEAH—F VLAN Aoy 7
— Dynamic Trunking Protocol (DTP; ¥4} Iv 7 +J ¥ 7 Frkhajil)
— PAgP
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— LACP

— Multicast VLAN Registration (MVR; ¥/LF % ¥ 2 h VLAN L'V A fL— 3 V)
— &7 VLAN

— Web Cache Communication Protocol (WCCP)

o FI9A4_X—FVLANR—MItF=a7 R—HMITEEHA, RER—-FLLTRELRNTLE
éb\o

o IEEE 802.1X "— h X—RFR3FA2 7T A _X—  VLAN R— I ETE £4 2, IEEE 802.1X &
R—KF X271, FF VLAN, F73FR— FEMOZ—F ACL 2. 754 X— ks VLAN
A= MIRETEEEA,

o 774 ~_— kK VLAN &~ & b E£72130RE A — M SPAN 56588 — MZIZTE £8 A, SPAN %64t
R—=r 2774 X—=F VLAN R— MIBRE LA, A—NMIFET 7T 4 71220 £7,

o 79 14~Y VLAN NORER—MIALZT 4 v 7 MACT RLAZRELT-EBE. RILAX
TA v T RVAZTRXCOREEE N # Y VLAN IZIEMTA20LERHY 9, BhH XY
VLAN HARZ N R— MZAZT 4 v 7 MACT RLAZRELESBES. LAZT 427 T RL
AT _XTOMET T A~V VLANIGEMTH2ME RSV T, A¥T 17 MACT7 FL 2%
7T A4 ~X— K VLAN R— F 1S HIBRT 2RI, BESN TS MAC 7 RLADTRTDA A
KAk T A4 ~_X— K VLAN O HIBRT20ENH D £7°,

~

GE) 794 _X—FLAN LIZHD 1 oD VLAN TEHEINT-X AT v 27 MAC 7 RL A%,
BEE# VLAN IcEflEhE 4, 7= 21F. B4 U VLAN THEENT-MAC 7 FL &
13774~V VLAN (R EINET, tOXAF v 7 MAC 7 RLARHIBRE -0 #
BTN EE., BT FLATIMACT FLA T—7AnbLHIBRENET,

e LA ¥3VLANA VX —Tx2AA%7T T4~V VLANIZX L TOHRERELET,

754 R—F VLAN H®D VLAN DKFEFH & Uxfit 4t 1+
794 <} VLAN #7518, #H EXEC T— K TROFIBEATET,

~

()  private-vlan 2~ > FIZ VLAN 2> 7 4 Xal— a3y T— RFERTT5ETHIELIEA,

avwy kR B8
27971  configure terminal sra—)ar74Xal—vary ®—FERBLET,
A7972 vtp mode transparent VIP £— FEBZBMICRELET (VIP 27 4 E—7 VI LET),
27973 vlan vian-id VLAN 2> 7 4 F¥al—vary = REHHBLT, 774~V VLAN

L 724 VLAN Z48ET 5 0MER L4, VLAN ID %L 2 ~ 1001
B L1006 ~ 4094 T,

27974 private-vlan primary VLAN 2774~V VLAN ¢ LTHREL 7,
27975 exit Ja—sNpar7Z Fal—vary E—RICEDET,
27976  vlan vian-id (ftE) VLAN 207 4 ¥alb—v a3y £— R&EHHBL T, 5

VLAN &72% VLAN %457 ET 2 2MER L £, VLAN ID O
2 ~ 1001 B LT 1006 ~ 4094 T,

A797 71 private-vlan isolated VLAN %7 VLAN & LTHELET,
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AFy7 8
27979

AFy710
AFy7 1
AFy7 12
ATy713

AT97 14
AFy7 15

AT97 16

F54A—FVLAN oz H

avwyk

E]:3)

exit

ya—r ) ar7 4 X¥al—ay T—RIEY ET,

vlan vian-id

(FE) VLAN 207 4 Fal—i gy F— RE2HBELT, 23a=
7 4 VLAN & 725 VLAN Z#ET 50 E LE7, VLAN ID O#iFH
12~ 1001 BL*1006 ~ 4094 T,

private-vlan community

VLAN #2233 =2=7 (¢ VLAN £ LTHRELET,

exit

Jua—) ary7Z 4 F¥alb—ary T—RIEY E3,

vlan vian-id

AT w72 THELEZTZ7A4~U VLAN HHO VLAN 27 ¥ =
L—ya v ®— REBBLET,

private-vlan association [add | remove]
secondary vilan_list

®4 4 VLAN 277 A~ Y VLAN (ZBH AT £ 7,

end

Febe EXEC E— RIZED £,

show vlan private-vlan [type]

E el

show interfaces status

R & MRS L E T

copy running-config startup config

AL 9 FDAZ—F T v a7 4 F¥al—var 77 A NVICRER
BIFELET, 774 X—F VLAN REZRTFT DHITIE, A vTFDA
A=K T w7 ar74Xal—ar 7740 VIP Bt — R

EETTFAN— ] VLAN REZRFTHILENH Y £3, RIFLZWD
L ALy FEIV Y FLTEEEA, T 740 bO VTP H—N £— KT
72, 774 _X—F VLAN %R —FL72< 720 £9,

%Y VLAN 77 A ~ U VLAN [ZBJ#AHT D BRIC, MU L TRO Z LICBEL TS

Wy,

o secondary vilan_list /37 A —Z I\ FAR—RA &GO LNERAL, HEEZST LD v ~%H
BRI TE Y, FHAKIT, BROT T4 ~X—F VLANID 72130, 72 L2 T4
~— bk VLAN ID O#iHZ$5E T £

o secondary vian_list 737 A —Z I ZIEH DI 2 =7 4 VLANID 25 HAVET A, sz
VLANID (% 1 27215 T3,

e secondary vlan_list % NJT 55>, £7-i% add ¥— VY — REZ$5E L7= secondary vian_list % fi [
LTEHZY VLAN & 75 A~V VLAN Z BT E7,

e remove ¥ —7 — K& & 412 secondary vian list LT, £ %Y VLAN £ /T A4~
VLAN O BRI &7k L £ 9,

e ZDawyRiE, VLAN a7 4 Xalb—var E— N2 TTHETHELEEA,
WIZ, VLAN 20 %75 A~ Y VLAN., VLAN 501 %52 VLAN, VLAN 502 5L U503 #2232 =

74 VLAN & LTREL. Zhb a7 7 A4 X— k VLAN WTREfTT LT,

i‘?‘o

Switch# configure terminal

Switch (config)# wvlan 20
Switch (config-vlan) #
Switch (config-vlan) #
Switch(config)# wlan 501
Switch (config-vlan) #
Switch (config-vlan) #
(
(
(
(

Switch (config)# wlan 502
Switch (config-vlan) #
Switch (config-vlan) #

Switch(config)# wvlan 503

B & eI DBl &R L

private-vlan primary
exit

private-vlan isolated
exit

private-vlan community
exit
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Switch (config-vlan) # private-vlan community

Switch (config-vlan) # exit

Switch(config)# wvlan 20

Switch (config-vlan)# private-vlan association 501-503
Switch (config-vlan)# end

Switch (config)# show vlan private vlan

Primary Secondary Type Ports
20 501 isolated

20 502 community

20 503 community

20 504 non-operational

TS5AR—=FVLAN KRR R R—FELTOLANY 24 203—T 4 RAD
RE
LA¥ 24V BT =g A& T T A<=k VLAN % b K h & LCRIEL, ShE7 T4~V Bk
We %Y VLAN &BERT 2121%, F7#E EXEC £ — R CTROFIEZFATL E T,

~

GE) MBI =mIa=F54 VLANIZIWFThtEHI &Y VLAN TT,

==V B
27971 configure terminal Ja—rJL Ay T 4 Fal— gy B REBELE
R
ATv72 interface interface-id AE =Tz A A AT 4 Falb—arE— NEBk
L. RETDHDVAXY2 A4 —T oA AEHELET,
27973 switchport mode private-vlan host LAY 2R =1 52FF5A_—F VLAN KA h B— k&
LTRELET,
27974 switchport private-vlan host-association LAY 2HR—F 52754 — | VLAN ([ZBE#E T £9,
primary vlan_id secondary vian_id
27975 end it EXEC E— RIZRE Y £7°,
27976 show interfaces [interface-id] switchport MEEERLET,
7971 copy running-config startup config (EE) AA v FDOARAEX— R T v ar 74Xzl —
arv IrANMCREERELET,

WwIiZ, A v B =T 2 A 2% T F7A4_X—K VLANAKA N R—FLLTHREL, ZHIZTFA4X— |
VLAN AT EHEMIT T, REERERTOIMNNERLET,

Switch# configure terminal

Switch (config) # interface gigatibethernetl/0/22

Switch (config-if)# switchport mode private-vlan host
Switch (config-if)# switchport private-vlan host-association 20 25
Switch (config-if)# end

Switch# show interfaces gigabitethernetl/0/22 switchport
Name: Gil/0/22

Switchport: Enabled

Administrative Mode: private-vlan host

Operational Mode: private-vlan host

Administrative Trunking Encapsulation: negotiate
Operational Trunking Encapsulation: native

Negotiation of Trunking: Off
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Access Mode VLAN: 1 (default)

Trunking Native Mode VLAN: 1 (default)

Administrative Native VLAN tagging: enabled

Voice VLAN: none

Administrative private-vlan host-association: 20 (VLAN0020) 25 (VLANO025)
Administrative private-vlan mapping: none

Administrative private-vlan trunk native VLAN: none
Administrative private-vlan trunk Native VLAN tagging: enabled
Administrative private-vlan trunk encapsulation: dotlg
Administrative private-vlan trunk normal VLANs: none
Administrative private-vlan trunk private VLANs: none
Operational private-vlan:

20 (VLAN0O020) 25 (VLAN0025)

<output truncated>

754 R—FVLAN BER—FELTDLAN2M4283—T 214 ADETFE

LAY2A =T 2 AT T74_X—K VLANIBAER—FELTHREL, INE2TITA~IVBIO
v FY VLAN IZv v B 79 A121%, FikE EXEC £ — RCROFIHEZFEITLE T,

~

GE) MBIz Ia=F 4 VLANIZIWWFhbEh &Y VLAN TT,

avwyk B&
27971 configure terminal Jua—) ar7 4 F¥al—vary ET— REMBLE
R
ATv72 interface interface-id AVH =Tz A AT 4 Xalb— g T— Fehith
L. RETDHLAV 207 =T = AEWELET,
27973 switchport mode private-vlan promiscuous LAY 2R — 2774 _X—hKVLANEAR—FE LT
HELET,
27974 switchport private-vlan mapping primary vian_id 774 _X— KM VLANEAGAR— 27714~V VLAN &
{add | remove} secondary vian_list BIRL7-E A Z U VLANIZw vy B 7 LET,
A7v75 end H:HE EXEC T— RIZEE Y £,
27976 show interfaces [interface-id] switchport MEEMERLET,
7977 copy running-config startup config (EE) AAvFDODAX— T v a7 4 ¥alb—
var Iy ANMIREERTFLET,

LAY 2AF—Tx2A A% T T4 X— K VLANEEFR— b E L TRHEELELGA., BB L T&RD
TEITHEBELTLIIEE N,

o secondary vian_list /X7 A — R IIARXR—A%2FZDONET A, HAEZZ T LD~ 28
B cE £, FEAKIE, BMDOT T A _—F VLANID £/2i3nA 72l LT F A
~N— |k VLAN ID OfiH Z$5E T £9,

o secondary vian list # NJ13 50, F£721% add ¥ — YV — N&8E L7z secondary vian list % H
LTI ZY VLAN & 7T A4~ U VLAN 2774 X— s VLAN BAER— MZ~vy B 7 LE
R

e remove ¥ — VU — R&4E L7z secondary vian list ZEFHA LT, ¥H 2 F VU VLAN & 7T A _—
N VLAN BAEAR— O~ v B 7 &2 ffR L 7,
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WIZ, A B —T 2 A A% T TA~X— K VLANEEFR—FE LTRELTENE T T4 X— | VLAN
vy BT T 5612 L LET, A 0¥ —Tx2A AT T4~ VLAN20 DAL /N—=T, EHF
VLAN 501 ~503 (ZZ e~y B 7 EiET,

Switch# configure terminal

Switch (config) # interface gigatibethernetl/0/2

Switch (config-if)# switchport mode private-vlan promiscuous
Switch (config-if)# switchport private-vlan mapping 20 add 501-503
(

Switch (config-if)# end

AA v F EDT T4~V VLAN, EH ¥ U VLAN, BLUIT T4 <X— |k VLAN A— F &K 7-T 5%
4A1%. show vlan private-vlan ¥ 72X show interface status ##£ EXEC =~ > K&f#H L E T,

thUFYVLANDTS54<TY) VLAN L4 Y 3VLAN A V2 —T (4R

~DITvETY

77 A4 ~X— K VLAN ?» VLAN [/ —7 4 7R &N 5856, SVIZ 7714~ Y VLAN IZRRE L
TEH#Y VLAN % SVIIZw vy BV 7 TEET,

~

GE) MyBrltaia=7 1 VLANZWIFhbtEH ¥ Y VLAN T,

tH L FY VLAN 2754~ VLAN DO SVI v v B L TTFFA4_X—hKVLAN h57 427D
LAY 3 AL v F U T HEARIZT HICIL, F#E EXEC £— R CTROFIEEZFETLET,

avy kR

=]:5)

A7971 configure terminal

sa— ) ar74X¥al—yay E— REeBBLET,

7972 interface vlan primary vian_id

759 4~<U VLAN CA v X —T (A a7 4Fal—agry F— K%
B4 LT VLAN % SVI & L C&EE L £7, VLAN ID O#iHIZ 2 ~ 1001
B L1006 ~ 4094 T,

7973 private-vlan mapping [add | remove]
secondary vlan_list

v HHY) VLAN 27T 4~U VLANDOLAVYIVLANA v Z—T = A
2=y T LTCTIAR—=FVLAN AN NG 74w 7 DL AT 3 A
A v F o7 ERARRIZLET,

AT974 end

¥t EXEC E=— RIZED £,

A7v75 show interface private-vlan mapping

REEMERLET,

7976 copy running-config startup config

({EE) AA v TFOARAFZ— T v T a7 Xalb—aly 774V
EERFELET,

~

(3¥)  private-vlan mapping /1 > ¥ —7 2 Af A a7 4 Fal—T gy avr NI L4 Y3 AL T T
SNTNLTTAX—F VLAN F7 7 4 v 7 ICOBELET,

BHHY VLAN 27T 4~<Y VLAND LAY 3VLAN A VX —T7 = A A< v B 7T HEE,
HESIZOW TR DEICEE LT EE N,

e secondary vlan_list /37 A —Z I\ ZAR—RA &GO LNERAL, HEEZST LD v ~%H
BEHTE Y, FHAKIT, BROT T4 ~X—F VLANID 72130, 72 L2 T4
~— h VLAN ID O#iHZ$5E T& £

e secondary vlan list # NJT 55>, £7i% add ¥— YV — REZ$5E LT= secondary vian_list % fi [
LTEWZ Y VLAN 27714 ~U VLAN IZ¥ v B> 7 LET,
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e remove ¥ — VU — R&45E L7z secondary vian list #EH LT, ¥h XU VLAN 7T A~V
VLAN O~ v &2 7 %R L E£7,

WIZ.VLAN 501 BX 502 DA v Z—7 =4 2% VLAN 10 I~ v ¥ 74 56%R L%£%, VLAN
10 TlE. 94—k VLAN 501 725 502 ~DtEH XY VLAN AN NG T 4 v T OL—F 4 7
R SHET,

Switch# configure terminal

Switch(config)# interface vlan 10

Switch (config-if)# private-vlan mapping 501-502
Switch (config-if)# end

Switch# show interfaces private-vlan mapping
Interface Secondary VLAN Type

vlanlO 501 isolated

vlanlO 502 community

T53A4R—KVLAN DE=2Y VY

= 171 754 R—FVLAN E=4 Y VY a< Uk

avwyFk B

show interfaces status /@95 VLAN 258, Ao X —T 2 ADAT—HX A%FRLET,
show vlan private-vlan [type] AA v TF AR I DFFA4~_— K VLAN IHHh & FRrLET,

show interface switchport AE =T 2 A ALOT T A~ VLAN HEEE R LET,

show interface private-vlan mapping VLANSVI D75 4 _X— s VLAN = v B T AFHRAEZFZ R LET,

WIZ, show vlan private-vlan =2~ > R b OH il EZ R L ET,

Switch (config)# show vlan private-vlan

Primary Secondary Type Ports

10 501 isolated Fa2/0/1, Gi3/0/1, Gi3/0/3
10 502 community Fa2/0/11, Gi3/0/1, Gi3/0/4
10 503 non-operational
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