DARATL AyvE— AX VT DETE

ZOETIX, Catalyst 3750 AA v FIZV AT A AvbE— aX U T EHRETDHHECOOTHHAL E
T, FRCHFE L2V E Y | X7y FEWIHGERAZ KT Ry AL vy TFBILOAL vF AZ w7
BEWLET,

Zok7varyTERT LAy RO JOMER FEOFEMIZOWTIE, [Cisco 10S
Configuration Fundamentals Command Referencell Release 12.2 2L T 72 &V, ZHIZiE
Cisco.com D& —A5L~— ([Documentation] > [Cisco IOS Software] > [12.2 Mainline] > [Command
References]) 22567 7 & AR[HETT,

ZOETHATLINEIL ROLBY TT,

o [V AT A Avt—Y uXr 7ol (P32-1)
o [V 2F A Avte—Y aXrZ70kE] (P32-2)
e TEFX o IrREOERR] (P32-14)

FHL—hTary—n~DAyE—U%3ETDHE, CPUOHARNEL Y, AL v FOEMEIZ
TEBE B 2 DAREMAH D 9,

Ayt—L OF T OBE

AA Y FIFT 74N R T, VAT A Ay =TI debug Fi#E EXEC 2~ > Folihzax v 7
OV RZEFELET, AX VT AVAR—F VAT A A=V I AT—TEET, VAT L Ay
T —UHRERTEIAL T A= L, KA N E hostname-n DIEXNTHIML X1 ~9 DAL v
FEZ), BAEAEZ I A —puXo 7 a2V F ALV FLET, RZ YT v AX—
AB T ANR—=D 1 DTTN, VATA A =R A NENNLETA, X7 Fak R
r s Xye—UEF5EE REIDISUT, 7 RNy 77 KB, UNIX Syslog $— 372 &) 2
BET AN AR LET, BXr Y TukxiI, avrVY—AlbAvEe—VF2EELET,

~

(G¥)  Syslog 7 #—=~ » bi¥ 4.3 Berkeley Standard Distribution (BSD) UNIX & A#E03H 0 £,
0¥y TREART 4T NOEHE, AvE—VFar Y —MCOREEENET, AvE—Y
FAERRFHIGEE SND 2D, AvE—YBIONT Ay ZHNICE T a7 oo a~ > Ko 303E|
VIABET, AvE—UN T IT 47 Rary ) —LVIFRENDIDIF, AveE—VaAKLETe®
ARKET LTHLTY,
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W 2 x7L Ave— OXLFTDEE

Ay —VDOEREERELT, 20 Y —ABLORIEICEREND A v —UDF A 7 24T
FT, 07 AvE—VICHA L AT LT EBRELZY ., Syslog HIETLT FLAZRELEY LT, U
TAEA BDF Sy VIR L OB 2 ML TE £, BRENSA v —DIoNTIE, 20
U RCKHET BV AT A A v — HA FEBBLT I,

LS NTZV AT A Ay —VIZT 7 8AT 51T, AMyTFDOCLI (a~v~r R4 AV F—T =
AR) BHEHAT DI, ELSRESNE Syslog — NV AT A Ave—VERBIFELET, A1 vF
VT R =TiESyslog A vE—VERZ U RT Y AL vF (AL v F RE v I OBERITAL v
TAL =) OWNENY 77 ICRFELET, AX L RT RV AL v FEREFRAY v I v A Z—(CEEN
HETDHE, 7T v va AFRVIREINL TR ZIIRbET,

VAT A AyE—UERUE— FTE=FTHITIE, Syslog h— AN ETRITERRFTEN, F00F
Telnet H DV ME 2 Y=L R— M EHATAAL v FIT 7B ALET, A vF AL v 7 DERIE. T
NRTCDAL 7 AR —=Day Yy — VIR LCay Y —VEIRFERENET,

VATL AytE—Y aAX U DOHRE
I T ROBEFBICOWTHALET,
e AT vl Ayk—TD74—~v | (P.32-2)
o [VATA AvE—Y uX I OFT 74 Mi%E] (P.32-4)
e Ryt —vuaXrro7v—70k) (P32-4) (ER)
o [ Rout—VRREET A ADHE] (P32-5) ((TE)
e b7 Xyt—voRME) (P32-6) ((FE)
e (BT XAubB—VDEALRAZLTDAF—TMLBLOT 4 £—7 14t (P32-8) (HER)
e 07 Ry —VDr—b Vv AREDAF—T MEBLOT 4 =7 L] (P32-8) (EE)
o Ay —VEKEDER] (P32-9) (EH)
o [BET—7E XU SNMP IZE[F S 41D Syslog A v E—TOHIER) (P.32-10) ((BE)
o [BEZFuH—0AF—7 0] (P32-11) ()
e [UNIX Syslog #»— 0% E] (P.32-12) ((LE)

DARTL AT Ayt—SDITH—T Yk

VAT A BT AyE—URK 80 LT S—tr hE (%), BLXOZORICEBSND ATV 3
DY AB/EREA b AL TER (RESNTWDHHE) TSI THWET, AvkE—v
X, ROT7 —~ v hTERINET,

seq no:timestamp. %facility-severity-MNEMONIC:description (hostname-n)

N—t FEEDORID A v E—UH4r1%, service sequence-numbers, service timestamps log

datetime, service timestamps log datetime [localtime] [msec] [show-timezone], F 723 service
timestamps log uptime 72—/ 3L 227 4 Fab— gy avy ROREICL>TEDY 75,

Catalyst 3750 Rf v F Y7 bD 7 avI74F¥alL—>av M4 F
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LAFL Ave—voxvrozae N

# 32-112, Syslog * v E—VOEHE R LET,

= 321 SRATAL BT AvE—VDER
BEX H LT
seq no: service sequence-numbers 72—/ N)L 227 4 X2l — a3y avy RRRESNTWEEA

I, v7 Avtbe—VIv—F A EFEZEALZ T LET,

FEHNZHOWTIE, (87 A vt —VDY—F v ARKZOA X —T B I OTF 4 B—7 (k]
(P.32-8) #ZHL T Z&,

timestamp D 7 #+— Ay E—UEIIA N PO HKETT, service timestamps log [datetime | log] 7 = — 3L =2

<~ b T4 Falb—ray avl RRRTEEINTWAEAETT., ZoFEERERINET,

mm/dd hh:mm:ss T OWNWTIE, Tl Ay —VDH A AR T DAL FX—=TNALB LT 1 B—T7 11k

E7 (P.32-8) #ZHL T X,

hh:mm:ss (GER§HE)

E el

dh (EWE)

Jacility AvE—VRBMTEHT7 7 UT 4 (SNMP, SYS 28) T, ¥&HR—r&n5 772U T 4D
—BIZOWTIE, & 32-4 (P32-14) 2L T 7Z& W,

severity AvE—VOBERKEZTT0~T70O 1 Hfoa— KT, EREOHEMIOVTIE, £ 32-3
(P.32-10) &ML TS0,

MNEMONIC AyE—VE—RBIRTTFAN AN T TT,

description VAR— P ENTNDA N OFEMEZRTTHFA R A MY 7 TF,

hostname-n AR T AUNR—=DHRAMNBIORAZ Y ITNDAAL v TG, AX YT AZ—TAHF v

(X M4 -n) AVNR=D 1 DTTR, VAT A AvE—VICKRA N EMNNLETA,

WIZ, AZ T v AZ—BIRRAZ v 7 A _— (KRR N Switch-2) ([ZRTDAA v F VAT A
AyvlE—YO—HOHERLET,

00:00:46: SLINK-3-UPDOWN: Interface Port-channell, changed state to up

00:00:47: S$SLINK-3-UPDOWN: Interface GigabitEthernetl/0/1, changed state to up

00:00:47: $LINK-3-UPDOWN: Interface GigabitEthernetl1/0/2, changed state to up

00:00:48: SLINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed state to down
00:00:48: $LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernetl/0/1, changed
state to down 2

*Mar 1 18:46:11: %SYS-5-CONFIG I: Configured from console by vty2 (10.34.195.36)
18:47:02: %SYS-5-CONFIG I: Configured from console by vty2 (10.34.195.36)

*Mar 1 18:48:50.483 UTC: %SYS-5-CONFIG I: Configured from console by vty2 (10.34.195.36)

00:00:46: SLINK-3-UPDOWN: Interface Port-channell, changed state to up (Switch-2)
00:00:47: $LINK-3-UPDOWN: Interface GigabitEthernet2/0/1, changed state to up (Switch-2)
00:00:47: SLINK-3-UPDOWN: Interface GigabitEthernet2/0/2, changed state to up (Switch-2)
00:00:48: SLINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed state to down
(Switch-2)

00:00:48: $LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet2/0/1, changed
state to down 2 (Switch-2)
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WM S x7L 2yte—

DRTL Ayt—

T oXrInme

CAXTDTFIA4IL METE

#3221, VAT A A=V aFX DT 74V FREETSLET,

& 32-2 SRTL A ytE—S OXVTDTIHILFERE
HgE FI+I FERE
I ANDYVAT A A=Y axX s A X—T I,

oy — )LVODOEKE

debugging (I8 L OEEAIIC LV RV L~L,
# 32-3 (P.32-10) &)

0y 77 ANERE

Ty ANVHORRERL

ny Ny 7y A4 X 4096 /~A b

o JIgREY A X 1 AvE—v

HA D AR T FA4—T N

Eiftil=EsNad Fa4k—Tn

o s P— T A4E—T

Syslog #—/"®D IP 7 KL & REE

WEAE T — TA4E—TN

=R Tr Ty Local7 (% 32-4 (P.32-14) #%&MR)

P— SO E K informational (3 X OUERIIZ L D R ~UL,

# 32-3 (P.32-10) #& /)

Aytk—OX i0T14E—TILiE

A= aX o ET 740 h T R—

=Y aX I NA R—

TWVICRESNTWET, ar Y —UonTFnrnossg
Tl A =V EEETIHEE. AveE—Y aX 7% M F%—

TNVCTLHHERHYET, Ay

TS, vl Avt—JFuaX s FuvRAIEHEEInEd, axXo s
Tav R, Avk—UEARTT e R LR LARVWTEHE

EPNCEEER L E 9,

A=V aXr T u2T 4 =T MTT DL, FiiE EXEC E— FRTROFIEAZFITLET, ZOF

JEITEE T,

avy kR

E]:3)

A7y 1

configure terminal

Jua— )L a7 4 F¥al—ary B— RERBLET,

AFv7 2 no logging console

Ayvk—vuaXrE2T 08— LET,

27973 end

H#E EXEC £— FIZREY £1°,

A797 4 show running-config

F72x

show logging

REZMRLET,

A7975 copy running-config startup-config

EE) 274 F¥alb—vary ZJ7ANVICHREERGF LET,

OX /7 FubAET 4 E—TNICTERE, AvE—Unar Y — lEXAEFNSFE TS RT
IR T 2 R T DN ER H D128, x4/%®%ﬁﬁf#ﬁT?é k#%@i# n¥oJ S

CART 4B —TNOHE, A vE—UERETIC @FIXa~y REICEVIATIET) av
V= VIZRRINET,
Catalyst 3750 Rf v F Y7 bD 7 avI74F¥alL—>av M4 F
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VAFL Avbk—s oxvione A

logging synchronous 7' 2 —/ )L 27 4 Fab— gy avwr Ry aryY—A~DAyE—U%
RICHELET, Z0avry FaAf Rx—=7 I 5L, Return F—2 M ERIT T A v =V 0RER
ENFEFA, HHIIZONTHE, (87 2 ve—VoRML] (P32-6) 22 LTI EEWN,

Avk—=v aX T ET 4 =TI LTed LICHOA X—7 /I T HITIE, logging on 7 1 — 3L
a7 4F¥al—Yary avwy REEHLET,

Ayt—IRRIEBET/INA XADEE

A= aX L INA =T NDEE, ar V=L TRIGEEDEFTICL A v —V 2 %ET
EFET, Ave—VOZELEFHERET ST, B EXEC E— N TRkOa~<r Fad 1 > 721365
FRHLET, ZOFIEIMEETT,

avvk =]y
27971 configure terminal sua—)Lary 74 ¥al—ay T— FEBEBLET,
A7972 logging buffered [size] AP RTRY AL v F (AA v F ALy T OHEH{IFIAZ v 7 v R

2—) OREAY 7 7IZA v E—VkuX 7V LET, HHETE S5
1% 4096 ~ 2147483647 XA N T, T 7 AN MDAy T 7 YA XiF
4096 /A T,

2B RT Ry AL v FFERIFAL T v~ AZ—ICEERELET DL,
T7Ivva ARVIRES R TW RWe JidkbhET, AT v 74 %
ZHLTLZEN,

GE) No 77 PAXERZITEDLMICHRELRNTLLEI VN, o
ERIHEHTOIATYRRETDHIERHVET, A v T LD
exrutyt AEY ZRRT HITIE. show memory Frt#
EXEC a~> REfHALET, 2L, REINAEIIEHTE
DEKMETHDID, Ny 77 A Xe ZOEIZERE L 20T

CEEW,
2797 3 logging host UNIX Syslog #—/% AR A MZ A v E— V% @bk LET,
host \Z1%, Syslog ¥ —NE L THAT 2R A FOATIEZIZIP T R
AERELET,

ny Avt—Y%ZET D Syslog h— DV X N EEKRT DI,
Zoawry FeBBEATLET,

Syslog $— DR E FNEIZ DWW TIE, TUNIX Syslog — SO E |
(P.32-12) #ZML TS ESVY,
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W 2 x7L Ave— OXLFTDEE

=1 N B&

2797 4 logging file flash:filename AR RTAUAL v F (AL v TF RAB v I DPRIIAL v 7 < A
[max-file-size [min-file-size]] H—=) DT7Tvva AEIVNOTZ7AMcn s Ayvb—V2RFELE
[severity-level-number | type] 1,

o filename |21, BT A v E—V DTy ANLEAILET,

o (EE) max-file-size \Zi%, v 77 A NVORRKYA X &fRE L E
9, FBE T HHIFAIL 4096 ~ 2147483647 T3, 7 7 4 /L MHEIX
4096 /N1 KT,

o (EE) min-file-size \21X, v 7 77 ANDOHR/NIA XEHBELE
T, FHETE H%PIE 1024 ~ 2147483647 TF, T 7 4 /L MEIZ
2048 /XA KT,

o (fEE) severity-level-number | type 1213, B X 7 OEKE L1
aX¥ s AT EBELET, BEREOHMIL0O~T7 T, m¥r
T HAT F—U—RFO—FEIZONTIL, F 32-3 (P.32-10) =504
LTS, T74NDTIH, Ty 7 Avtv—v BILUO%HE
FIZZ VBN LD X =R n s 77 A VIZHESRET,

A7975 end it EXEC E— FIZEY £97,
A797 6 terminal monitor HAEOE vy a i, aryy—LUNOIERIZA v — 2308 LE
j‘o

MR NT A—HREA~Y RiFu— DR ESN, By aroikT
BTN/ ET, TRV AvE—UERRTIEAIE. By s
VLI DRT v T ERETTHLERDY ET,

27977 show running-config HEAERLET,

ATv7 8 copy running-config startup-config (EE) 2o 74FXal—ay 77 A NVICERERPRELET,

logging buffered 7 = —/ )L a7 4 Fal—ay avr REFEFTTLE, v7 AyE—URNNE
Ny TZ7llab—anEd, RNy 77 R2OT, Ny 77y B—HIIRhDL, Ay E—URFH LN
AvE—VTEEZHZONET, Ny T 7ICREEINTZA v =TV &2 FERT BI2IL, show logging 5
MEXEC a~ > FEEHLET, Ny 77ADOERSHTWA Yy E—UREHICRRENET, Ny 77
ONEZ 7 VT3 5I2iL, clear logging ## EXEC 2~ RZEH L 7,

¥ ® Power over Ethernet (PoE) stJ&iR— K TPoE A X houaX o 7 a2 A4 x—7VEI1TT 4
T —7 T 5121, logging event power-inline-status f > % —7 x4 A a7 4 ¥ a2l —a v
avy REFEHALET, 2OR—FToORIXUFIX, T4V FTAR—TLTT,

Ay —=~OuX T ET =T MIZT HIZIE, no logging console 72— 3L 2T 4 F o L —
vavavwry REFERLET, 77 A N~ORF T ET 4 E—T7IZT BHITIE, no logging file
[severity-level-number | type] 70— 3L 27 4 Fal—ay a<wr REERHLET,

A4y A vytE—CnREAE

BRED a Y — b RK— FEREE 2R R RIS T LT, FEREIEFER A v & — V8 L O debug $5HE
EXEC a2~ RO EEREHRT AL Z2OHNBIOT a7 M e R enTcEEd, &
KEIZSCTHERPICHIENE A v =08 A4 TE2EETEET, /0. WROIFERPA v -
DHIBRENDETIRIFL TR ANy 7 7 ORKEEZHRTET DL TEET,

Catalyst 3750 Rf v F Y7 bD 7 avI74F¥alL—>av M4 F
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VAFL Avbk—s oxvione A

FEEEFHERA v E—VEB LV debug =2~ FHADORBI e X 7034 2 —7 VOEE, EEFERTA
AAMABR A ) = VKRR FE TR S e d &2, FEREHERT A AN O BERRF I I1LH)
SivES, FEEHRA v E— /ioJ:Udebug:l?/]\O)Hj)‘Ji\ Z—FANRAT v 7 FRES
Nieb iz, avy—ncErEnEd, LEBN-> T, EEEFHRA -V X W debug =2~ F
OHINE, FEFERTAAAHABIRT a7 MIEIVAEND Z L1TH Y WA, FEEFEHRA v
T=UNRERENEZH LT, Y= NiFa—Y Fu T b EHFRRLET,

e ¥ 7 &R ET DL, FitE EXEC £— R CROFIEEZIATLE T, ZOFIRIIEETT,

=1c S N B#
AF¥v71 configure terminal Jra—)ary 7 4 ¥ al— gy B— FEEBLET,
A797 2 line [console | vty] line-number Ave—VORME X TE2TI LI, BRERELET,

[ending-line-number]

o AAvFDarYy—)L K- eSS L TUTONDEREITIE,
console ¥ — U — RNEFEALET,

e AMieXL VA F—TNMIT D vty FRERET HI121X
line vty line-number =< > FafEH L E3, Telnet &> a3
AL TITONDEEICIE, vty #ERZHH L ET, BIRES

IZHETE LML 0~ 15 TY,
16 D vty BFEOREE T X T—EICER T HITiE. ROXHITA
HLET,
line vty 0 15

F7o, BUEOBRICHEA S TWS 1 D0 vty BIFROH E%WE?
HZEHTEET, LERE, vty EIRR 2 OREELEE T HIT
WD EHIZATILET,

line vty 2

ZDavwy REANTLE, Ay a7 4 Xal—Tay E—
Riz7e £7,

A7973 logging synchronous [level [severity-level | |2 v —VORHa X 754 F—F M LET,

all] | limit number-of-buffers]

o (£ level severity-level 121X, A vE—YOEKEZIFEL
F4, ERERZOMEULETHD A v —1%, ERBICH A
SNFET, EANIWVIFEEREIIRE L, HERARZIWIZEE
REFNSL RV ES, 7740 MEIZ2 TT,

o (fEE) levelall Z457E4 % &, EAEIZEMRARS, #3TO
Ao —VnHERBICHD S ET,

o ({EE) limit number-of-buffers (2%, F=—A 7 SN DR
DRy 77 HERELET, ZNEEIZH LA v -V
B SN E T, FEETX 2L 0 ~ 2147483647 T+, T
7 F/V MEIX 20 T,

AFy74 end ¥#E EXEC £— FIZEY £7°,

A7v7 5 show running-config BEAERLET,

2797 6 copy running-config startup-config (EE) v 74FXal—ay 77 A NVICERERRELET,
HEEFHRA v =V BTNy 7O Z 7 ¢ £ —7 /W23 5121, no logging synchronous
[level severity-level | all] [limit number-of-buffers]| 74 > 27 4 ¥al—vary a~vr RElHALE
‘?‘O
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W 2 x7L Ave— OXLFTDEE

AT A ytE—CDRAL R TOAR—TIEEEIUT s E—TILIE

TT7HNETIE, vl Ay —JIZ@3F AL AZ L TREAISNETA,

BT Ay —=T DI N RAZ T A X—TMCTT DITIE, FiE EXEC £— FCROFIEZFATLE
T ZOFIRFIEETT .

avwo kR =5
27971 configure terminal sa—r) ary7 s ¥al—vay T— REBEBLES,
AT7972 service timestamps log uptime QI DOEA DL AR T A F—T VI LET,
Ey etz RO A~ FEETTLLE0 7 Avb—VDFA LAY
service timestamps log datetime [msec] [localtime] v 7B /r‘*jj/wcﬁ V. VAT LEFED LD L Ot
WA RSN ET,

[show-timezone]
2FEDDav L REFETTLHE, BT AyE—VDFA A
AL T INA R =TT 4, WIRLeA T v a i
U T, B—h ) AN — o F AL U A, B

(RUR), FAL Y= REBFALRZ LT ELTRRT

EET,

AT7v73 end KM EXEC T— RFIZEY £,

2797 4 show running-config BEEMIRLET,

27975 copy running-config startup-config ER) ar74F¥alb—rary 774 VICREELRFLE
D

TRy T Aot—=bnl 2Aye—VDEEOZA L AZ T EHT =T NICT DL, no
service timestamps 7 0 — )L 27 4 X al—v a3y avwr REEHALET,

KIZ., service timestamps log datetime 7' 2 —/ )L 227 4 Fa L — g avy ReAf x—T7LIC
Lichaon 7R rO—farLET,

*Mar 1 18:46:11: %SYS-5-CONFIG I: Configured from console by vty2 (10.34.195.36)
(Switch-2)

KIZ. service timestamps log uptime 7' 12—/ 3L 2> 7 4 Fab—v g avr Kef x—7LiCL
HEon VRRO—HMERLET,

00:00:46: S$SLINK-3-UPDOWN: Interface Port-channell, changed state to up (Switch-2)

AT A vyE—CDo—4H5 I RBEDAR2—TIEEELUVTaE—TILiE

BHoa sl A= DFA L AR TRREICICRDZZENHLTD. 1 DDA vEv—U% EREICH
BITEDLLIC, AvE—VWIv—F  ABEEFRRCTEET, 774NV T, v Avb—TC
U= U ABFIEIRRINERTA,

07 Ayt —VDU = AF G EAA X =TI DL, FiiE EXEC £— FTROFIEAZFET L E
T ZOFIEIIEETT,

avvFk B
A797 1 configure terminal sua—)arz4Xal—var v— FERBLET,
AT972 service sequence-numbers V=V AE G A =T M LET,
A7973 end ¥t EXEC ©— RICRE D £,

Catalyst 3750 Rf v F Y7 bD 7 avI74F¥alL—>av M4 F
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VATL A=Y OFLITORE

Ayt

VAFL Avbk—s oxvione A

avvFk E]:3)
A797 4 show running-config MEETERLET,
ATv7 5 copy running-config startup-config EE) v 74 Xal—ay 77 A NVCRERRIEL
£

= U AFE G ET 4B —7VICT HITIE. no service sequence-numbers 7 2 —/3)L 227 f Fa
L—vay avwr RefALET,

WIZ, V=T Vv AFFEA I =T M LG AOR X FFRRO—HEZRLET,
000019: %SYS-5-CONFIG I: Configured from console by vty2 (10.34.195.36) (Switch-2)

—VEXEDES

BIRL 2T S RCRREND A v =V ZflRT 2103, Ay bE—VOERELRELET
(& 32-3%%M),

Ay —VOEREZERT DL, FHE EXEC £— FTROFIEEZFEITLET, ZOFIRIIEET

R
avwyF B
AT7v71 configure terminal Fa—L ary 7 4 F¥al—ay B— REEBLES,
A7972 logging console level VY= LICREREND A v =V ZHIR L ET,
T7ANBT, ayY—=VET ANy A y— BIUENIZ X
DIEWL_LDOAyE—U%FZELET (F 32-3 (P.32-10) 2&H),
27973 logging monitor [evel SERERRICFEER SN D A v =V EHIBLE T,
T 7N NT, WRIET ANy 7 A vk—v, BRLOEERIC XY RN
LSV DA =V %ZEFELET (R 32-3 (P.32-10) 2&H),
2797 4 logging trap level Syslog h— NIZfidk SN D A v —VEHIR L E T,
7 7 4V KT, Syslog B— Nl A vE—Y ) BLOEMEMIZLY
BNLA_ALDA =V EZFELET (£ 32-3 (P32-10) 22H),
Syslog " — DO E FIAIC SV T, TUNIX Syslog #—/SDi%E |
(P.32-12) ML T EEW,
27975 end kb EXEC £— RIZREY £7°,
27976 show running-config REAERLET,
E e
show logging
AF97 1 copy running-config startup-config (EE) v 74 Fal—ay 77 A NVICERERRELET,
N
GE)  level HAEETHE. COLAADA v E—Y, BLOMIEIICE DT LD A v — V756
FRENET,

| OL-8550-08-J
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W 2 x7L Ave— OXLFTDEE

A= A~OBRX T ET 4 =7 VICT HITIE, no logging console 72— 3L 2T ¢ ¥ a2 L —
varavry FeHLES, 20 Y =AU OHER~ORF T 2T =T /MIZF 51T, no
logging monitor 72—/ 3L 207 4 Fab—v gy avy REHEHALET, Syslog h—"~DrF
VT ET =TT BIZIE, nologging trap Fa— )L 3T 4 Fal—vay avwy REMH
LE7,

% 3231 level %¥— 7 — K%m LET, 7. %P+ % UNIX Syslog 3%, EAEDHS EL DD
P BIEIE R LET,

& 32-3 Xvt—2 axo Y level ¥—7—F

level ¥—7J—F LR L Syslog %
emergencies 0 VAT ADRETE LOG_EMERG
alerts 1 7o 12 BT KA LB 7 IR HE LOG_ALERT
critical 2 7 U T ¢ F VIR EE LOG_CRIT
errors 3 T — LOG_ERR
warnings 4 o 2283 LOG_WARNING
notifications 5 EFENEEPETHREE LOG_NOTICE
informational 6 HBIEA vE—Y LOG _INFO
debugging 7 TRy T A= LOG_DEBUG

P =TIE, RPN DAODHTITYDRA =TV RERLET,

e V7 MU TERIFIN—RFY =7 OFRIMEICBET 5 =T — A vE—: warnings ~ emergencies
@Ekffﬁréﬂiﬁ‘o IDEATDAyE—=ViF, AL v TFOWRIIEERNHLLZ LERLE
T, ZORIENLSOREBEFIEIZOWVWTIE, 2OV Y —RIZHHETDVAT A AvbE—Y A4 K
EHRRL T &N,

e debug =~ KO J) : debugging DERETERRINET, #H, TNy 7 a~vr N
Technical Assistance Center (TAC) TOAfEA I FE T,

o AUH—T 2 A ADT T ERITL T FToVVar AvE—VBIVVAT AFKLEH A v
*—7 : notifications DEKETHERENET, ZORX v E—VFHEALBERTHY, A v FD
KEREICIZ BN H Y £H A,

e Ju—RERBLIOT 7ot Rr ALy T7DRA vyt — 70 informational L ~/L TR INF T,
DA yB—UITHERBFERTHD ., AL v FOBEIITEERDH Y THA,

BET—JILEXU SNMP [ZE{EEh B Syslog A vtE— U DHIR

snmp-server enable trap 7 72—/ Nl 27 4 X o L—v 3y avwr REMHA LT, SNMP Network
Management Station (NMS; v hU—7FHZAT— 3 ) [ZHEEEND L DI Syslog A vE—
Iy TBAR—TNVICERESNTWDEHEIT, A v T OBRET =7 VITEEBLUOHMHI D A >
t—VOBEKEZLEETCEET, 2. BRET T LIENENDIA v =V OBEERTL LT
EEI

SNMP k7 v F358E~DBEEPRFES N T RN, X v —VIIBET — 7 VTS E 7,
T 74/ hTiX, Syslog b7 v T RA F2—T A TRWNEE S, HAEN warnings D2 vE—Y BX
ORI L VIRV A v — (57 32-3 (P.32-10) 2&H) 28, BET—7 M1 DB ET,

Catalyst 3750 Rf v F Y7 bD 7 avI74F¥alL—>av M4 F
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VAFL Avbk—s oxvione A

EREBLORBET =70 A4 ZOF 7 4V MEZEES 51213, FiE EXEC £— FTKROFIHA 5
TLET, ZOFIHIFMEETT,

avwyFk B&

27971 configure terminal rsa—nN) ary7 4 Xal—ary T— RREPBEELET,

A7v97 2 logging history level' JBIEZ 7 A MK S, SNMP ¥ — RI2%(E &N 5 Syslog A v E—
DT T AN POERELERELET,
level ¥—U— KDY 2 MZHOWTIE, # 32-3 (P32-10) 2B LTL 7
S,
7 7 4V hTiL. warnings. errors. critical, alerts, XU
emergencies O A v £ —UNEEFEINET,

27973 logging history size number JBIET — T WA TE B Syslog A v E—VHERELET,
FI AN RCE 1 DO A v — VRS ET, HETE 25T
0~ 500 T,

ATv7 4 end ¥i#E EXEC T— FIZED £7°,

27975 show running-config E AT L £,

2797 6 copy running-config startup-config |({£%) =L 7 4 Xal—ay Ty A NMIREEARELET,

1. & 32312, level ¥ =V — RBIOEKREZRLTWET, SNMP 2 L TWDIEEEX, EREOHEN 1 ZT0HMIET, L
z X, emergencies 1% 0 TiX72< 112, critical 132 TiX72< 312780 £,

BIET —7 Ao 0084 (logging history size 72—/ 27 4 Fal—y gy avy RT
BELIERRKA v E—Y = FUVEBBEMENTVEEA) T, il AyE—Y =2 MY BT
EHR9E, bV NIRRT =T ANBHIBRINET,

Syslog Ay E—Y0OuX¥ 7 %774/ bOEKREIZRETICIL, no logging history 7 v —/ 3L 22
TZ4¥alb—varavryFefILES, BET—7VHNORX vt —U8B%ET 7 40 MEIZRETIZ
I%. no logging history size 7 o —/ V)L 27 4 Xal—vay avwr FEERLET,

BREEEAH—DA r—T L

CLI (2= RIA L A F =Tz AR) THIOTREEREZ N T v X I D DITRER T —% A
RX—=TNWICTHZENTEET, logging enable REEL T2 — a7 4 Fal—vay avr N
ANTBHE, BRELTRICAN SRy ay, a—FBIPa~vry RReJiciggEanE 4, &€
a7 O%AXE1~1000 = U OETRETDHZENTEET (F 740 ML 100), no logging
enable =~ . KD#IZ logging enable =~ > N2 AL TrF¥ L 7% T 4 B—T7 ML THUA 11—
THCTHILET, WOTHLRZ %27 VT T5ZLNTEET,

show archive log config {all | number [end-number] | user username [session number] number
[end-number] | statistics} [provisioning] %4 EXEC a2~ > FZHEMA L T, REw /2R EI3EEL
TenRTA—=2ou KR LET,

T AN TRERXF T IET A =T Nl o TVET,

awy ROFEMIZOWTIX, RO URL 125 5 [Cisco I0S Configuration Fundamentals and Network
Management Command Reference] Release 12.3 T ZZH L T 7Z& 0,

http://www.cisco.com/en/US/products/sw/iosswrel/ps5207/products_command_reference chapter0918
6a00801a8086.html#wp1114989
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$328 YRTLAvE—Y OXLIORE |

W 2 x7L Ave— OXLFTDEE

WERX T A X—TNMIT DT, FHE EXEC T— R TROTFIEEZFEITLET,

avy kR

=]:5]

A7971 configure terminal

Ja—) ar 74 X¥al—ay B— REBEEBELET,

AFy7 2 archive

T—HAT a7 4 F¥al—ary B—RNEHBELET,

27973 log config

REEFRH— arT74F¥alb—rar T—FelBLET,

2797 4 logging enable

REELFEO X T2 X—TNMIZLET,

A797 5 logging size entries

EE) BRER I/ THETLIZZ U MPIEBERELET, BETE DHH

X1~ 1000 TF, F 7+ MEIX 100 T,

GE) RErIR0oEWIChRs e, Bz NUBRASER B =W
CHEbHWwWe 7 = MU BHIBRERET,

A7y7 6 end

¥4 EXEC &— RIZ&EY £9°,

27977 show archive log config

RERTHRRTHIETTZ M) 2R LET,

WIZ, BELEFEa T —%AF—T VLT, 7O ME%E 500 ICRET D01 E2RLET,

Switch (config)# archive

Switch (config-archive)# log config

Switch

config-archive-log-cfg) # logging enable

Switch (config-archive-log-cfg)# logging size 500
Switch (config-archive-log-cfg) # end

RED ZOHAFNIRO EBY TT,

Switch# show archive log config all

idx
38
39
40

radius
41
42
43
44
45
46
47

UNIX Syslog %—/\®

sSess

11
12
12

13
14
14
14
16
16
16

unknown
unknown
unknown

unknown

R E

user@line Logged command

user@vty3 Ino aaa authorization config-commands

user@vty3 Ino aaa authorization network default group radius
user@vty3 Ino aaa accounting dotlx default start-stop group
user@vty3 Ino aaa accounting system default

temi@vty4 |interface GigabitEthernet4/0/1

temi@vty4 | switchport mode trunk

temi@vty4 | exit

temi@vty5 |interface FastEthernet5/0/1

temi@vty5 | switchport mode trunk

temi@vty5 | exit

WIZ, UNIX #—30 Syslog 7—F v %#%EL, UNIX VAT A aX o7 77 )T 4 2 EHKTDHTF
JIEIZ DWW TR L £,
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VAFL Avbk—s oxvione A

UNIX Syslog T—E>~ADRY A vt&—

AT A v A y—U% UNIX Syslog ¥ — /NI ET 2 A7IC, UNIX #— 3 LT Syslog 7 —F
TRETLOMLERHY T, ZOFIEITMEETT,

root LL TR AL, RODART v T HETLET,

(GE)  EH/N—Y 3 @ UNIX Syslog 7—E > OHIZIE, 774V ETHy hU =250 Syslog 737 » b
EZTANBZNLORHVET, ZOXIRVATLAOHEI, Syslog A vE—YDOUE—F BFX
T A X =T MZT DI, Syslog 2~ R 74 VNCBMELITHIRT 20BN DDA T > a Vi,
UNIX @ man syslogd =~ > & L CHBI L9,

AT9F 1 Jete/syslog.conf 7 7 A MZIKD L 5 7efT% 1 FTBILE T,
local7.debug /usr/adm/logs/cisco.log

local7 ¥ — U — RFix, fEflT2mXr 7 77U T4 Z2EELET, 773V T 1 DFEMITONTIL,
7 32-4 (P.32-14) #ZB LT 2 &V, debug ¥— 7 — RiE, Syslog DERELFEL T, ERE
ODﬁ?ﬁﬂiélob\Tai\ # 32-3 (P.32-10) ML T 7ESVy, Syslog 7—FE v id, ZALLEOEKED
LA, WMDT7 4 =V RTHESNIZ 7 7 A MI Ay E—VEREFELET, D7 7A/11%, Syslog
T—EVICEZABMERP & HAFT 7 A L TRITNIER Y £/ A,

AFYF 2 UNIX v/l FurF MIROa<wy REANLT, B2 77 A VEERLET,
$ touch /var/log/cisco.log
$ chmod 666 /var/log/cisco.log

AFw 7T 3 Syslog T—F A H LWRELZEBSEET,
$ kill -HUP ‘cat /etc/syslog.pid’

FEANC DWW TR, T @ UNIX 27 A man syslog.conf 3 X 0" man syslogd =~ > REZSH L
TLIZEW,

UNIX X TL AXVT 779) T4 DERE
VAT L u Ay —VEINET AL ZTKET DEEIE, A v —U% UNIX Syslog 77 U 7 4
BIMEESNTEA v E—VELTHETDLIICVAT LAERECTEET,

UNIX VAT AL 773074 Avk—y aX o7 2RET 5120, $## EXEC £— R TRO FIEZ E
TLET, ZOFIEIEETT,

avv kR =)
A¥971 configure terminal Jra—rL ar T 4 X al— gy T— FEABEBLEST,
27972 logging host IP 7 KL A% AJJL T, UNIX Syslog —/3 R A MZ A v E— V% itk
L%,

vy Avt—T%%FT 5 Syslog —"D VU 2 N EERTDHICIE, 20
a~v FEEBEIATILET,

Catalyst 3750 R4/ vy F Y I kD7 avI7«4¥al—>ary i1 F
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W oxor/gEo%Rs

avy kR

E[:5)

ATy7 3

logging trap level

Syslog #— Ik SALD A v — U EHIR L £,

77 4V M TiX, Syslog — NFT@HA v E—VBLOENRLUTD R v
=TV EZELET, level ¥—U— RIZHOWTIE, #& 32-3 (P.32-10) %
ZRL TS,

ATy7 4

logging facility facility-type

Syslog 7 7 v U7 4 & E LET, facility-type ¥ — 7 — NIZTOWTIT,
& 32-4 (P.32-14) 2L TLEE0,

5 7 )V i local7 T,

A7975 end

¥ike EXEC £E— FIZED £,

ATy76

show running-config

REZMRR L ET,

ATy7 T

copy running-config startup-config

ER) 27 4FXalb—ray 77 A NVIREERGFLET,

Syslog — 3% IR 9 521X, no logging host 71— \)L 27 4 Fal—ay avr REFEHL
T. Syslog =D P 7 FLAZIBELET, Syslog b—"~DOaX 72T =TT HIC
(%, mnologging trap 72— )L 27 4 Fal—var avr FEANLET,

F 32412, V7T TCYR—FENTWAUNIX VAT A 77V )T 02" LET, ZhHD
77T 4 DFEMICONWTIE, ZHEHO UNIX A2 —F 4 7 VAT AO#E~ =2 T V25
LTLIZ&E,

& 324 aX >4 facility-type ¥—7—F

facility-type ¥—7—F i BA

auth FE[ AT A

cron cron 77 U7 4
daemon VAT A T—F
kern B —F%Iv

local0 ~ local7

a—ANVIZERINTZA vE—T

Ipr TG TV H AT A

mail A=) VAT A

news USENET =2 —X

sys9 ~ sysl4 VAT LT

syslog AT LB

user a—H Fut A

uucp UNIX 7»%5 UNIX ~Da v — 27 A

OF 2 JREDRT

X IHRERBIORS Ny Ty ONFEFRT 5I21E. show logging FitE EXEC =2~ REMHEHA L
F9, TORFRDOT 4 —)b FIZBET DIV CiE, [Cisco 10S Configuration Fundamentals
Command Referencell Release 12.2 #ZH L T 7Z& Vv, ZHITIX, Cisco.com DR —L_—
([Documentation] > [Cisco IOS Software] > [12.2 Mainline]> [Command References]) 75 7 7 & A F]

ﬁE‘(“‘d—O
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