HA4F 3299 ARP £ VAR 3 VDEERTE

Z OETIX, Catalyst 3750 A1 > FIZH A F I 2 Address Resolution Protocol (ARP; 7 R L R fi ik
Tahan) A AR v a CEBRETDHHECOWTHIILET, ZOMEEICEY, ML VLAN A
DD R— F DEEL 72 ARP ERLJEEZEFLARNEL DT LT, A v FTOERED b L K8 % Rk
TEET, HICHELLARAWNEY, X7y FLWIHEEIIAZ T ey A, v TFEBIUBAAL vF A
Zy 7 EERLET,

COETHEHTDa~vy FOBIBLOMEHFEOFEMZONTIE, 20V =R+ a~v R
V77 LU AESZRLTITEEN,

ZOETHATINEILZ ROLEBY TT,

o [HA4F Iy 7 ARP A v A~V v a OS] (P.24-1)

o [XA4FIv 7 ARP A v AV v a v DkiE] (P.24-5)

o [HA4F v ARP A v AU v a UNEROFER] (P.24-15)

F4F+299 ARP 41 VAR O3 VOBE

ARP TIZ. IP 7T RLZEZ MAC 7 RL AL vy E L VT 52 TLAY2 78— R¥F¥ A h RAA
NOIPBEEZFHELTWET, 22, FRAFBARZ M AICHEREEXELELS & LTWT, ARP
Xy v VaNIZEARNADMACT RLANRRZRWELET, FAFBIX, 7o—FX%x¥ A FAAL
AOTRTOFRAPMIKFLTTe—RFy AN Ave—V%ERL, FANAODOIP T KL A (2B H
HZMACT7 RLAZRGLET, 70— KF¥y A L RALVHAOTRTORA ME ARP ERE2%1E

L. "AFAIEIMACT FLATIRZELET, 277 L. ARP ERAZ(EL 7R TH ARP BB A F b
DERFHBRISEETATHZDIT, ARP AT —7 4 VIR ARP ¥ v v Va2 DFRA A=V 7 BRRAET
HAREMEN BV F3, HBOSHL, KBETIZHHAT NNAADLDTRTO NI 7 4 v 7 I THEEDa
Ea—#Eh L Tb—%, AL vTF, FLEFFRAMIHNTWVWEET,

WEOHDLA—PIE, V7 %y MTERENTWDL Y RATAD ARP v v ¥ akiAf A=710, W
Txy h EOMOEA N~AND VT T 4 vV ERITRETHET, XAy M= EDOL AV 2 Ry
R =R ENTWAERA M, A vF, —FEKELET, K 24-11F, ARPF v v = &K
A RX=2 7 OHITT,
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H 24-1 ARP ¥4y e =2
RZ A . — L X kB
(IA. MA) (IB. MB)

C

&R k C (man-in-the-middle)
(IC. MC)

111750

AARMA, B, Cld, 1 v ¥ —7xA4AA, B, C EOAS v FIEHINLTNT, TXTHRELCYT
Fy PEZHVET, IPT FLABLOMAC 7 RLRAEI Ay aNIRLTHY 9, &z, &
ARNAIFIPTRLAIA L MACT7 RLAMA Z2FHLTHWET, FAMAX, FANB L IP LA
Y CHEEEITOMLENHDEA. ARPEREZ 7o — KXy XML, IP 7 FL X IB IZE#E$ 25 MAC 7
RLZAZBHBLET, AL v TBIOKRA B X, ARPEREZZ(EFETHE, IPT RLATIABID
MAC 7 RL A MA &R A RD ARP SA V5 4 7% ARP ¥ v v =2l AW LET (&2
IP7 FLUAIANBMAC T KL A MAIZNRA Y REND), FANBWRETDHE, AL v TFLBA R
AlX, IP 7 KL R IB & MAC 7 KL 2 MB 2B#FHT BN TWAERARD ARP XA VT 4 > T hFF
D ARP ¥ ¥ v a2 iHrABET,

AARNCIE, IP 7 RLVATIA (F721F31B) & MAC 7 R A MC BEEFHT STV AHR A DA
YT A4 TR OMIE ARPIEEEZ T 0 — RF Y AT LI LT, AL vF FAMA KRARBOD
ARP ¥ ¥ v a b RA RV TEFET, RA RV T ENT-ARP X v v a2DbHAHE A MI. IA
FHFIBHTONT 7 4 v 7D%5%E MAC 7 RLALELTMAC 7 RLAMC #HLET, 2%
RARNCHRZED T 7 4 w7 B RAT%ELET, AL CIHIA BIXOIB IZEEMT ONZARYD
MAC 7 RV AZH>TWHDT, ELWMAC 7 FL A& E LTHERT 22 T, RITZELE
N7 47 BZNLDORAMIBETELDTT, RAMCIE, FANANLHFRANB~D T
T4 AR —=KIZE VAT, —HREY7S man-in-the middle W 1TV E T,

HAFIv 7 ARPA VAR v a i, X2y FU—JWND ARP X7y haBRETH x0T 1%
HETT, 2OA AT a T, B2 1P & MAC 7 RLADNA T 4> T &FFD ARP X7 v
FERITZEL, LT, BELET, ZoiElcky, 5D man-in-the-middle )5 % v
N — 2 HRETEET,

AT Iy 7 ARP A VAR a2k, A7 ARP ERB L OISELZTNY L—&nb Z &M
BIAESNET, A v FIZEKDT 7T 4 €T 4 2 FETLET,

o BHEHTEARVWKR—FLEDOTNTD ARP ERB L OISEZRITZIE L ET,

o —7JL ARP ¥ v v ¥ a OFHHET, £33y B R5EEICEE SN DR, RITRE S
NIy MICHEBRIP & MAC 7 RLADARA VT 4 v IR AR LET,

o MR ARP Ry FEEFELET,

FAFIv7 ARPA VAN vavid, BEHTELT —FX—ZXTH% DHCP AX—E' T NA Vv
TALT T=ER=ARIFSN TN D, AR IP & MAC T FLADNAAL T 4 TSN T,
ARP X7y FOBEMEEZHBLET, ZOTFT —F X=X, DHCP A X—t 73 VLAN 8 LTVR
£ v FTAX—TNVOHAIZ, DHCP AX—E ko THEFESNET, ARP 7 v RAEHETE
HAVE =T 2 A ATRBEENLIHGE, A v FETF = 72 LIy hEBELET, B TSR
WA H =T 2 ATE, ALy FIAENRGERIZT Ty b 2L LET,

ip arp inspection vlan vian-range 72—/ 3L a7 4 ¥ alb—v gy avy REMHH LT VLAN K
fLCTHAFT Iy 7 ARPA VAR v a v A X—T NI TEET, REFIEICOWTIE, [DHCP B
BCTOEALF Iy 7 ARP A v A7 ¥ a v OFRIE] (P24-7) 2B TLIZE0,
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JEDHCP BREETIL, ¥4 FIv 7 ARP A VAT v alid, A¥T 4 v ZIZHRESNTZIP 7 FL A
FRFORA PO —VFHE ARP Access Control List (ACL; 77 & &2 2> hu— U X k) 1IZx LT,
ARP /X7 v N ERGETEZ £7, ARP ACL (X, arp access-list acl-name 70 —/3)V 2327 (¥ a b —
Varavwry FEEHLTERSINET, REFIEICOWTIZ, [ DHCP BEiD ARP ACL DRE )
(P.24-9) Z#ZH LTIV, AA v FIE, FEEINTAATy MEFRELET, v Ny 7 7 O
WOWTHE, THEESNTZ Ny horF o 7] (P24-5) 25 L T,

N7y RO IP 7 RUARER ) F7213 ARP N7 v NOKRKIZH D MAC 7 KL ANRA —H x> b
ANy X —THEINTVDT FLAE—HHLARWESRIZ, ARP N7y NEBEETLILICF AT Iy

7 ARP A VAR v a rEFRETEZET, ip arp inspection validate {[src-mac] [dst-mac] [ip]} 7
g—s UL a7 4 FXalb—vary avry REFEHLET, o TiE, %% = v 7 05T

(P.24-12) B LT &N,

A3 —J 1A RAEEREBELIUVURY FT—0 X2 UT«

A FIv7 ARP A VAR v aid, BHERELEALS v TF LEOK A v F—T =4 AL BEHEATE
To BHETE DA F =T oA RTHERFE LI ATy ME, TRTOXAF IV ARP A U AT ¥ 3
VORGEF =y 7B FEIL, BHETERWVWA U H =T 2 RTHERE LAy MEIFAF I v 7 ARP
A UART g ORBEET aE A T SN E T,

—E 7Ry hT =V RETIEH, AA N A= MIEHT 2T X TOARA v F F— b % untrusted (258 E
L, AA vy FIZEH L TWVDLTXTOAL vF K— % trusted ICRELET, ZD LD RERETIL,
BELIEAA v TFNERXy NT—=ZIZ AT XTO ARP X7y bR X2V T 4 F=v 7 E2EFRL
F¥, VLAN E723% >y NV —27 NOZ DO T OMOMRFEETT 5 LEITH Y £E A, [FHER
JE% ip arp inspection trust f > X —7 =2 X a7 4 Xal—rar avr REHRALTRELE
7

EHIREBITEREICHRE L TLEIWN, [ ¥ —T = AZEHT & & X2 untrusted ERET D
LRSI S NS ATREMER H Y T,

242 T, AA v T ABIOAAL v F BOWAEN, RAM1IBIOERA N2 D0ZENENEE T
VLAN THX A FI v 7 ARPA VAR v avaFTLTnDHELET, FAM I BLOEARA 2B R
A oF AZERHG LTS DHCP =X G IP 7 RLARAZEGT 5L, AL v F AZLETNRAIART O
IP7 FLAEMACT RLVADXXT BN RLET, 207D, AL vTF ABLOAA vF B O
DAL E—=T 2 A AMEHETERWVIEE, RAF 12260 ARP X7 v MIAA vF BIZ k- THEES
NET, FAM1LBLOEZ b2 OMOEFITEDNET,
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H 24-2 H4F3 95 ARP £ VARY S 3 Uhi4 R—T L1 VLAN TO ARP /87w b £ VARY S 3
>

DHCP H#—/

=

||

AL YT A AAYF B

E’ﬂ-{’—m ﬂf—FSE’
]

AR 1 RA L2 E

FERRIZA F—T 2 A AEEHTERVGRICA VI — T oA RAEBHTEALIITHELTLED
L XY MU= F 2T 4 A= ADBFESTLENET, AAvF ATHAFIv T ARP A A
N7 g UPNEEL TWARWES, AA N LIZHHEIZAANB D ARP ¥ v v oA A= 7/ Tx
FT (A v FMDY 7 M trusted ICEESNTWAESITARA RN 2 HA[F2), ZOWREIZ. 24 vF
BBREAFIv 7 ARPA VARV a v ERITLTWTHERAELET,

A FIv T ARP A VART v a i, #4FIv 7 ARP AV AXRT v a v BRITLTND AL v
FITER LTS BETERVWA L Z—T oA XA D) RARBR Y NT—Z7 NOMOFEA D
ARP X ¥ v v a2 RARX= T LBRNESICTHHEDOTT, L, 14T I v 7 ARP A v A~Y
varTiE, Xy NI OMOEZIZHDHRA NTIE, ¥4 F I v 7 ARP A VAT ¥ a v &FAT
LTWDEAAL v FIZEREL TVDHRANDX ¥ v v allHTHHRA A= ZEREI N ERT A,
VLAN NIZHB AL v FORT, ¥4F 3227 ARPA VAT a v ZETLTHWAEDE LTV
WHEDBRHLEE. TDOLIRAAL v FIZHLR L TWDHA X —T7 = A X% untrusted ITRELE T,
kﬁb\ﬁ%fiyﬁARP4V1&7V57%£ﬁLTw&wZ4y?ﬂ%@ﬂ?/$®A4/74
VT EREET DI, ARPACL #fH L CHAFI v 7 ARP A v AT a v 2FTTH LI
AYFERELET, TOLORARA T4 TV AY 3 THHTE WSS, ¥4Iy 7 ARP
AART v armBFRITLTWDAAL vTF %, AT Iv 7 ARP A VAR Vg U EFETLTH 20
AL vy FPLoHELET, REFIRICOWTIX, T3 DHCP 8550 ARP ACL O &) (P.24-9) %%
L TLLEEN,

(G¥) DHCPHV—ARBIORyYy NUT—ZOFEIZLY, VLAN NOTRTDAAL v FITHDHIEE L2 ARP /)
Ty RN EREBETERWEAENRHY £97,

ARP /X7y D L— FEHIFR

AA v F O CPUIEL AT IV ARP A VAT v a UIRGEF = v 7 % FITTH DT, 355 ARP /%
7y NOBIE, DoS WBAZIT 2 NE I — MBRENTWET, T 74/ FT, FETE R0V A
VE—=T A ZDL—ME, 1 BHEY 1537y b (pps) T, BETELAN L F—T oA AT L—
MHIBR & AU E A, ip arp inspection limit f X —7 x4 X a7 4 Fal—r a3y avy REiH
LTZOREEELTEET,
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#1E ARP X7 v DL — MR ESINTHIBEEZ 2546, A4 v FIEAR— b % errdisable A7 — k
WCLET, =T AT D FE THR— M errdisable 27— hDFE FI27% Y 3, errdisable recovery
su—sv arZ4Falb—rvary avy FeRALT, fBELLEYA L7 U MR ORIEE R — b
MDZDOAT— M6 ABMIZEIET S X 912 errdisable R 2 4 R — 7 VT TEET,

(%)  EtherChannel ® L — hlfRIZ, A ¥ v 7 NOFEAL v FIZHIAICHEA S NET, =& 2L,
EtherChannel T 20 pps ORI E STV 2 H4E | EtherChannel (IZR— F & FFOF A A v FIIxK
20 pps ZWETEET, AL v TFD 1 DHHIRE#E X 5 &, EtherChannel £{K7° errdisable 27— b
2720 E7,

HEFMEIZOWTIE, 515 ARP X7 v o L— MlR) (P24-11) 28R LT 7EEW,

ARP ACL & DHCP AX—E>S TV M) DHEXMEBETSAA ) T4
A FIv 7 ARPA VAT v a TR AR IP E MACT RLADAAL T 407D U 2 NI
DHCP AX—VE> 7 NA VT 4 7 T—HXR—=AEFEHLET,

ARP ACL [Z DHCP AX =V 7 NA T 7 T—=FX=2ZNDOxT 2 U LY bEEEREL 2D
F 9, ip arp inspection filter vlan 72— 3L 2> 7 4 X2l —vay a~vr REHHLTACL &%
ELISE. A4 v FIXTACL 20 2 LET, A1 v FITHEMIT ARP A7 v b &2 —FEERD
ARP ACL #Hi#s L ¥9, ARP ACL 7% ARP /X7 v &R L7csE. DHCP AX—E 72X - T
MPIRENTT —FRXR=RHNRNA T 4 TR >Th, AL v F b Ty FaHEGLET,

BEIN=/\Try toOX2y

AL FPNRTy NERET LRI, a7 Ny 7722y M ZEE L TL— MlEBX—2 (22T
A RAyE—VEERLET, AvE—VOERE, AL vFIE= MV Ea S Ny Ty nbHIBRLE
T, Kr s = b VI, %18 VLAN, A—FEB, HELTBLO%EIP 7 FL A, XExBLU%E
BEMAC 7 RLah Yoo —EERREdEnT\ET,

ip arp inspection log-buffer 7’ v —/ )L 27 (Fa b —T gy ax FEEHLT, Ny 7 7AD
TV BEOVAT A Ay E—V2ERTLOIEELLBRTYLEL D P VRERTE
L F7, ip arp inspection vlan logging 7' v — )L a7 4 Falb—v g avr REFHLTrY
YITENDNRT Y FDIATEFETEET, REFMIZONWTR, (v Ny 77 DRGE]

(P24-13) ZZHL TS 7ZE 0N,

¥4+ 3v9 ARP £ VARY L3 VDRE
T T, ROBEFHRICOWVWTIHA L ET,
e [FTXNIDEAFT Iy I ARP A LV AT ¥ a v DOi%iE] (P.24-6)
o [ X A4F IV ARPA VAR v a yOREROEESFH] (P.24-6)
o [DHCPBETOHX A F I v ARP A > A7 L a O E] (P.24-7) (DHCP BEi T%H)
o [k DHCP B#5i® ARP ACL & (P.24-9) (3F DHCP B#Ei TWAH)
o (315 ARP X7 v @ L — FlIR) (P.24-11) ((BE)
o [ZUMEF = v 7 DET) (P24-12) ((EE)
o mr Ny 770FGE] (P24-13) (FEE)
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FIFXILEDFAFZIVHI ARP A VARSI I VDEE

#2412, TN EFDEALFTIv 7 ARPA VAT L g VOREERLET,

& 241 TFTIALCDELF IV ARP A VAR L avDBRE

HgE T4 FRE

HAFIv 7 ARPA VAT va v T _XTOD VLAN TF 4 =7 /L TT,

A U H—T = A AMFHEIRRE TRCOA L F—T =24 ANEHETETETA,

%18 ARP /X7 > b L — MR 2y NIT—=I WAL vF R Xy FT—F THRARA IR

LB 150HLVWAR N EERET L 2 BEL
72546, L= MIEETERNAS X —T 2 A AT
15 pps T,
BETED2T_XTOAL v F—T =24 A ETITL— MZ
IR SN EHF A,

N—Z MEREIX 1 B TT,

F DHCP &EiD ARP ACL ARP ACL iZEEINEE A,

WREETF = v 7 Fxy 7 3FTSNEE A,

ng Ny 7y HAF I ARP A VAT g U inAg 2—T LD

Gy TRTOEREZIIFEIE ARP X7y b r 7 &
£,

g Z7NoxT > U HIE 32 T,

VAT A A=V HE I LY SITHIRS AT
iﬁ—o

m¥ 7 L— MERIE T BT,

VLAN Hifiz o3 27 R EITEFEINTZTRXTD ARP N7 v bdr /&

ni‘j—o

T4+ 2v9 ARP A VAR L 3 VOREROEIEEE

HAFIv 7 ARP A VAN v a VY OREFOEBEFHIIKRO LB T,

FAFIv7 ARPA VAR v avidEREEXa2 V7 BiET, BET = v 7 IXFETLERA,

XA FI v 7 ARPA VAR v a i, ¥4I v 7 ARPA VAT v a vz R—r LTV
WAL v FR, ZOMEEZA F—T ML TWRWAL v FICERSNIZRA FTRADTIEH Y
F A, man-in-the-middle WBNE—~DL A ¥ 2 70— FKFx¥ A b RAAL VIZRESN TS 7=
O, FAFTIv I ARPA VAT v ay FovIDHDHRAAL L ETF 2y TDRWVWRAL &%
SEELET, ZTOWLEIZED, FA4FTIv T ARPAVARI v aBAX—TNMILTERAAL
WORARD ARP ¥ v v ¥ aDMREINET,

{85 ARP Bk & ARP IDEND IP & MAC 7 RLADNRA VT 4 U T 2 HERT DA, AT

S ARPA VA7 a iZ DHCP AX—V o 7 RN VF 4 v 7 F—AXR—ZNOT L Y
WIETFELET, IP T RLARTAFI v 7 IZED S THNATWD ARP Ny hEFFR[ 35729

{2, DHCP AX—VE U 7% A4 X =TI LTWVWD I EZMERLET, FHEDFEMZOWVTIL,

% 23 ¥ [Dynamic Host Configuration Protocol (DHCP) ##E&: L OV IP Y —A #— K (IPSG)
BREDRRTE ] ML T &N,

DHCP A X —VE U I NT 4 B—T7 VDA F713JF DHCP BRETlix, ARP ACL #fH LT
v NEFFRAIERIIESLET,
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A F I ARPA VA avit, 7T7&8A R— ., FF> 2 R— k. EtherChannel &~—
M, BLXOTFF7 4 X—F VLANAR— FTHHR—FEINTWNET,

a~

() RSPANVLAN ETHAF Iy 7 ARPA VAT a4 R—T /T LRNTLEI N,

RSPAN VLAN L CH¥ A FIv 7 ARPA v ART L a v A R—TNZTHE XA FIvD
ARP A v AT v g /X% v b2 RSPAN %656 R — MZBIFELZWZ ENH D £7°,

MR — K &F v 2L R— FOEEIREN - L-BEICRY . PR — F i EtherChannel 7~ —
h F ¥ FVTMATE 97, %Ofﬁw%é\%@T~kif—%?#XWWT%ELtii
ROET, A=k FrFE, F¥RVITERIICSILTEYER — FOEEREZMHA L £7.
ZOFER, KOOMEAR— FOFFEREBIZT v X LOGEEKREL — BT 24BN H Y HA,

WZWZIE, A—bF FY RLOGEHEKEZEFT LEGE, A v T I T v RV EHERTLTT
OYFFR— FOEBEREZFHICHKELET,

U— MARRIZA A > F X& VI DHEAAL y FEBINCHESINET, 7 uixaxX vy
EtherChannelODJﬁu\ TAIUFEBEDO L — MHIRBAREMEY BRIV EEERLET, L1
E. AL v F LA —=FR 1D, A v F 2R — 2 1255 EtherChannel ETL— FIR%
30 pps IZFXE L/f”/iil:x\ EtherChannel % errdlsable WZHETIZ, HFR— ML 29pps TYry M &%
fETxET,

A= F¥ X VOENEL— M, ?%*/»W@ﬁ”«“f@%@f’— I\%+$* LizbDTY, Ex
i, A—F Fv 11D ARP L— MlIRZ 400 pps IR E LI2BA. F ¥ 3V LICERNIN D &A1
VB =7 A A TEHE400 pps Z5%(5 L £ 7, EtherChannel &R — l\@%fn ARP 7y b L— |
I, &F ¥ 3 A= oD/ Ty hOEFELV— FEAHLELDTT, Fr A —h 2
N—0DFE ARP Xy hD L — b &f#E Lic®d L1, EtherChannel R — D L— MR A FE L
7,

WMEER— N EDOEEFE7ry bOL— MI, WEA— FRETEHRLS A= FF v X AREICK LT
FrzvrZENET, A— b Fr O L — MIREREILX, WER— FOREN LTI LTV E
7,

EtherChannel P& EL— F LV H %< D ARP X7 vy FaZETLHE. (TXTOYHKR— %
Gte) F v UL errdisable AT — T/ £,

FENZ7 7 R—=bFEDARP X7y bOL—FEZHIRLTWDHZ L2 LET, EHERML
T, BEDOXAF Iy 7 ARP A VAT ¥ 3 U VLAN T3y b UET 57012, T
J R— R E@EOOL— MIRELET, £7-. ip arp inspection limit none 1 > ¥ —7 = 1 X 2
V74 Falb—varyavry REFHLTL— FEEHIRICTEET, 1 20 VLAN TL— Kl
RA3mEWE, Y7 b T =T R — k% errdisable A7 — MZ$ 5 & (2, > VLAN 2% DoS K
BT HAREMERH Y 9,

A F I ARP A Vv ART v a A v F T, F—TNMZT BB, ARP T 7 4 v 7 %K
Vv 7T 5DICHEESNTERY —I 38 e 3, TOFE, T XTOARP T 7 ¢4 v
7B CPU IZREENET,

TDEAFZSY9 ARP 41 D RARY a3 VDRTE

ZOFMEIZT, 2 0DAL v TN ZOWREEZ Y R—FLTWIEHRITFAFTI YT ARP A VAT g

&E?éﬁ&nomfﬁ%LiToE242@M4)Trbfwéio TLORANLIZAAL vF
WCEHE LTV T, BRAR2IZAAL v F BIZEHB L TWET, MTDAL v FNn, mAMBPVETD

VLAN 1 CH¥AF Iy 27 ARP A VAT v a U &EFEITLTWET, DHCP — N3 A4 v F A IZHk
SNTWET, WHFOKRA ML, FLEDHCP y— 5 IP 7 FLAEZREGELET, LER-T, X
AVFAZFRAFN I BIORA 2O, T4 I RHY, AL v F BIZIZEAR2 DA v
T4 ITMWBY F£1,
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GE)  #5{Z ARP Zk & ARPJSZEND IP & MAC 7 KL ADAA LV F 4 v F 5 ERT 8. FAF I v
ARP A v A7 5 U Z DHCP AX—VE v 7 S, vF 4 v F— &A~XV\7®I‘/%UGC@<T¥L$
T, IPT RVANREZAFI v ZIZEHDBETHNTND ARP X7 vy A T57-2912, DHCP A X —
Vo T A R—T ML TWDZEEHRLET, REDFHEMICOWTIL, 5 23% rDynamicHost

Configuration Protocol (DHCP) ##%#
é b \O

EBLOIP V—2 J—F (IPSG) #WEEOHRE] 2R LT

1 DDA v FDOHNEAFT I ARPA VAT a0 ZYR—FLTWEHEAD, ZOHEEDR
EDFEMIZ W TIL, [FE DHCP 32520 ARP ACL @&l (P.24-9) BB LT IF&EW,

A F w7 ARP A VAT v a U EFRTET DL, FitE EXEC T— FTROFIEEZITVWEST, 20
FEZT DAL v FTEITTLHLERNH Y F3, ZOFIEITHLETT,

avwy kR

E]:)

A7971 show cdp neighbors

ALy FIRIOHE 2 e L £ 7,

27972 configure terminal

Ju—)L ar7 4 F¥al—yary ®— REBLET,

27973 ip arp inspection vlan vian-range

A FI w7 ARP A A7 L 3 % VLAN BALTA % —
LiZLET, 774/ 8T, FAFI w7 ARP AV ARY
a3 T _RTH VLAN TTF 4 =T VIR ESNLTWVET,

vian-range TiL, VLAN ID %= Tikdll S 7= H—@ VLAN,
A 7 TREI G VLAN §if, 72130 v~ TR L7
—# D VLAN Z45E LE7, fHETE 241X 1 ~ 4094 T,

WD AAL v FIZFE T VLANID 23 &€ LE7,

2797 4 interface interface-id

DAL v FIERINT-A v F—T = A/ EL, 1
B—T A A7 4 Xal— gy FT— RREEBLET,

ATv75 ip arp inspection trust

AA v F MO B % trusted 23R E L £,
F 7V M TlE, TXTDOA X —7 = A A untrusted TJ,

AL v FIE, BETEDA L H—T=2A A LIZHDHMDARAL v
FHZE L ARP X7y haF oy 7 LERA, BT
Ty NERET AT TY,
BETERVA LV E—T = ZADBE. AL v FITTXTD
ARP ZRB L OINEEARITZELET, =W Fr v a
DOFEHHT, BROVT v FAET R ICiEE S D ENT, R
TRESNESE ATy MCAEZRIP 7 KL AL MACT LA
DA T4 TR DD EMRLET, A1 v FIid, ip arp
inspection vlan logging 7 02— /)L 27 ¢4 X2 L— g 2
<~V RICE > THRESNZa X U FEREICHE > T, e
Ty MEBEIEL TR Ny 77 ICisLET, SOV T
X, (e 7 Ny 77 of%E] (P24-13) #BZRLTIEEN,

AF976 end

44 EXEC £— NIZREY £4°,

79717 show ip arp inspection interfaces

show ip arp inspection vlan vian-range

EAFIv 7 ARP A UV ARY v a vV DRELHERLET,

A7978 show ip dhcp snooping binding

DHCP A T 4 TR L ET,

27979 show ip arp inspection statistics vlan vian-range

AL F I ARPA VAR g VDR ELXTF =7 LET,

79710 copy running-config startup-config

(EE) avr74Fab—vary 77 A VICREZRIFLET,
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HAF 27 ARP A VAT v a2 %F 4 —7 /T 521, no ip arp inspection vlan
vian-range 70— v a7 4 Xal—v g avy FEfHALET, F— % untrusted OIRAEIC
B9IZIE, no ip arp inspection trust f > ¥ —7 2 A A a7 4 Xal—ar avwr FEEHALE
‘?‘O

PIFiX, VLAN1 DAA v F ATHAFTIvT ARPA VAR v a v ERET HHFEOHTT,
AA v F B THLREOFIEE EITLET,

Switch (config)# ip arp inspection vlan 1

Switch (config) # interface gigabitethernetl/0/1
Switch(config-if)# ip arp inspection trust

JE DHCP IR#E® ARP ACL D%7E

ZOFNEZ, K 24-2 (P.24-4) TRTAAL v F BMNREAF I v ARP A A7 v a »£7-13 DHCP
ARX—E TP R —=FLTWARWVWESIZ, 4TIy 7 ARP A VAT v a VERTET D ITEER
LTWET,

AL v F ADKR—F1% trusted IZHETDHE, AL v TF ABIOFRARNTIZAAS v T B 213K A
F2DPOBBEINDARERDH DD, EX2 VT4 FA—ANRTETCLENET, ZOAREEE <
T2, AL vF ADKR—b 1 % untrusted IZHEETHMLENRHV ET, ZA 201560 ARP X7y
&9 521X, ARPACL 2% €L C VLAN 1 ICEHATALELRHY ET, "AF2DIPT7 FL
AREN T/, A4 v T A TACL ZEFEHATEZ20WEAEIE, LA P33 TAL Y F B ERSL VT
AZEDEEL, V=2 2FHLCEOMTTYy haA—T 4 7 THHERH 7,

AA T A TARPACL #RET 5121, #H EXEC T— R TROFIEZFETLET., ZOFIHEIL,
7k DHCP BREE T4 T,

avwyr B
Z7971 configure terminal S 3T 4 X el — gy T NEBL £,
ATv72 arp access-list acl-name ARPACL #E# L, ARP7 27 ®RU R | a7 4 ¥l —

vary ®—REBKBLET, T 74/ FTIE, ARP 77 &R
UAMIBRINTWEEA,

GE) ARP 77t 2 U R FOREICIE, BB deny ip any
mac any 2~ R03H YD 7,

A7973 permit ip host sender-ip mac host sender-mac EELEARALN (A K2 mHO ARP 4y N&2FHFF L E

[log]

\j‘o
e sender-ip XL T HRAR2DIPT RLRAEZANLET,

o sender-mac \ZX LT . H"AR2DMACT RLAZ AL
9,

e (fE) Access Control Entry (ACE; 77 2 hr—
N hY) BBLEGRICn s Ny 77 NORT Y
Mew 7T 5720 log Z48E L £, ip arp inspection
vlan logging 77—/ )L 207 4 Fal—vay avy
K% matchlog ¥— 7 — N & L HICRELEGAE, —HD
EINET, IOV, B Ny 77 OFRE]
(P.24-13) ML T 7EE W,

AFy7 4 exit

Ja—nN ar7 4 ¥al—ay T— RIEY ET,
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27975 ip arp inspection filter arp-acl-name vlan ARP ACL IZ VLAN ##HALEd, 774/ hT, ED
vilan-range [static] VLAN (2% ARP ACL R EFRINTWVEHA,
e arp-acl-name \21X, A7 v 7 2 TERK L7 ACL A% T
LET,

* vian-range \Z1Z, A v FBIOKRA MREEND
VLAN Z$E L ¥ 3, VLANID FEZIC L > TilkhlEh s
Hi—® VLAN Z#f8E L7720, A 7 TR - T VLAN
DOHFAEEELEZY . H~TKXY > T—#HD VLAN %
FRELEY TEET, HETE 2%MIT 1 ~ 4094 TT,

e ({EE) ARP ACL NORFEROIER 2 /Ry 72 ER & LT
PEL., ACL ORiDAIE —& LW ST v F&EBEHRET S
1. static Zf5F L £, DHCP A v F 4 U IR &
EH A,

ZOFXF—U—KRERELZWVWEA, Xy FEHEETD

ACL IZHFBRIES N 2WZ E 2B L, N7y R ACL N
DEDOAE B —F L ARWEAIZ DHCP XA 5 4 70
Ry NEHFATLIDMERT 20 A L ET,

IPBEIOMAC 7 RLADAAL VT 4 T OB %EET ARP /¥
7/kﬁACL&&ﬁéni?oN#ybm\7&kx9xk
NI LTS AR s E7,

27976 interface interface-id A4 v F B C?ﬁn‘méﬂf114 vFAALLHE—T A AEEE
L, AV ¥ =Tz A a7 4F¥al—ar T— Keth
LET,

A797 7 no ip arp inspection trust AA v T BIZEHLTWDIAAL v TF ALV F—T oA A%

untrusted & L CEREL £,
F 7 H N T, T_RTOA 2 F—7 = A A untrusted T,

BETERWAS LV F =T = ADFE, AL vy FITTITO
ARP BERB L OISEEZMITRELET., v—Ob Ty via
DEFET, BLOT » hAEY 5 IC ik S DN, R
TR ENTZHTr Y MCABRIP 7 R A& MAC 7 F‘v
ADNA T 4 TN D ERLET, AL v FIE,

arp inspection vlan logging 7 = —/N\)L 27 ¢ ¥ a2 L — / E|
Y avwry FloTHRESNTZr X VRIEICHES T, ﬁw
BNy FEBEELTCRY Ny 7 7 (s LET, SR
WTIE, Te 2z Ny 77 Dk EJGQ4B)%§%LT<E3

[
A7978 end ¥t EXEC £— FIZRD £97,
27979 show arp access-list [acl-name] E AR LET,
show ip arp inspection vlan vian-range
show ip arp inspection interfaces
A79710 copy running-config startup-config (FEE) a7 4Falb—vary 77 A VMICREEZRGFELE
7

ARP, ACL %#HIBR3 121X, no arp access-list 72— VL a2 7 4 Xa b —vay avr Refif
LEF, VLAN IZIRfF & T 5 ARP ACL % HIB®9 5121, no ip arp inspection filter
arp-acl-name vlan vian-range 7’0 — 30 a7 4 ¥ a b —v gy awy FEEHLET,
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WIZ., host2 W9 ARPACL #3%E L., ®A 2 (IP7 FL AN 1.1.1.1 TMAC 7 KL AR
0001.0001.0001) 25D ARP /X4 v h&FFRI L, ACL # VLAN 1 iIZ#@AHL., A4 vF A DOFR—H 1
% untrusted IZFRET HHIEZ R L ET,

Switch (config)# arp access-list host2

Switch (config-arp-acl)# permit ip host 1.1.1.1 mac host 1.1.1
Switch (config-arp-acl)# exit

Switch (config)# ip arp inspection filter host2 vlan 1

Switch (config) # interface gigabitethernetl/0/1
Switch(config-if)# no ip arp inspection trust

%&{E ARP /N7y D L— IR

ZA v F D CPUIIFAFT I v 7 ARP A VAT g VIBEEF = v 7 2 FETT 5D T, #1E ARP 3

o hOEIE, DoS MEAZZ TRV E I — MlBBEENTWET,

A1 ARP X7 v b DO L— " NRRESINT-HIBEBEZ 72856, A4 v FIEAR— % errdisable A7 — h
WLET, lBELEY A A7 0 MIBORKRIEZ, F— MR ZORXT7— Db HEWICEET S X5 I

errdisable [ % A 2 —7 Mz L& . AR— Mid errdisable A7 — DO FEF 220 £97,

~
GE) A F2—TxA AL —MlRERELRWEGS, A ¥ —7 =4 ADEHKREOETIC LT, L—
MHIBRSZ DEHREED T 7 4V MEIZETE SNET, L— MIlRBZRELZH L., BHERENSELTE X
NABEICA v Z—T = A XL — MilRZ R/ L £9, no ip arp inspection limit 7 > % —7 = 1 X
AT A4 FXab—vary avy R AN LIEGE, A2 =7 =4 ZIT7 7 40 FO L — MlBRIZE
D ET,
k727 R— I LV EtherChannel ® L — MlROFRERFOIEEFHIZOWNTIEL, ¥4I
ARP A VAR v a yORERFOERFH] (P24-6) 22 LT &N,
%15 ARP X7y b L— b &HIRT 5121%, i EXEC £E— FCROFIEAETLET. ZOFIHEIT
fEE T,
avvFk B8
27971 configure terminal Jua—sYL ar 7 4 X2 lb—vary ET—REELET,
A7972 interface interface-id L— MNEBEZRET AL v X —T oA AEEEL. A X —T = A A

a7 4 FXalb—ary E—FERBLET,

A797 3 ip arp inspection limit {rate pps [burst | (. % —7 =4 2 FD#({Z ARP ERBLOEED L — 2B L E
interval seconds] | none} s

FT7AN RO L — MIEETERNA LV H—T = A AT 15 pps. (58
TEDLA B —T oA ATEAIRTT, N—2 MNEEIZ 1 BHTT,
F—U— NOBKRITIRD LBV TT,
o ratepps TiX. 1 o0 ICAEEINDIERF > bo LR AR
ELET, fRETE HHFHIZ 0 ~ 2048 pps T

e ({EE) burst interval seconds TiE, @\ L — h®D ARP /37 v b
[ZDOWTA U ¥ —T = A ARNE=X I 5 RIEHIM A B HNL T
ELET, #WHIL1 ~ 15 T7,

e rate none T, ABEFEEZE(E ARP X7 v O LIRZHEE L £
A,

ATy7 4 exit

Ju—)L ar7 4 F¥al—ary E—RIEY ET,
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E[:3)

27975 errdisable recovery cause

EE) #1473y 7 ARP A AT ¥ 3 > ® errdisable 27— kM

arp-inspection interval interval bPTT—EfEA R—T T LET,

T 74V NT, BEIET 4 B—7 T, BIERKREIL 300 BT,

interval interval Ti%. errdisable 27— k7> & [BI1E 3 % B 2 70 BA47
THRELET, fHETX 2&MIT 30 ~ 86400 T,

AFy7 6 exit

b EXEC B— FNIZEDY £7°,

27977 show ip arp inspection interfaces REMEMRLET,

show errdisable recovery

A7978 copy running-config startup-config (EE) av 74 Xal—vay 77 A NMVMIREAEGFELET,

T 7 4/ b O L — MR EIZETIZIL, no ip arp inspection limit 1 > % —7 24 A a7 4 X
L—vayvavry ReALET, #1973y 27 ARPA VA va v oxT—EfiEzT 4 —7 )L
129 % IZ1%, no errdisable recovery cause arp-inspection 72—/ 3L 27 4 Xa L — g av

F ZEMLET,

ZUEF v DELT

XA F v 77 ARP 4‘/2&7“/5 CIE, B2 IPIMAC 7 RV A RN 0T 1 7 D% ARP X

7y b ATRAE

L., ik, BEELET, SWEMAC 7 FL A, BEHFIP 7 FLABIORRIP 7

FLA BELXLMAC T RLVATENTF =y 7 2E T2 LA v FERETEET,

{8 ARP /7w N CTREDT = v 7 & i Y 5121, ¥ EXEC £ — FCTROFIEZ F4TL £,
ZOFIEIEETT,

avwy kR

E[:3)

27971 configure terminal

Ja—s ) ary7 4 F¥al—ary B— ReBELET,

AFv7 2 ip arp inspection validate
{[src-mac] [dst-mac] [ip]}

HEE ARP N7y P TREDTF =y 7 &#FITLET, 774NV T, Ty Z3%E
TLEEA,

F—U—ROEWRIKRDO LI TT,

e src-mac TiX, ARP AT A NDOFEFEH MAC 7 KL AR LT, /1 —H¥ x>k
Ny B —DRETMAC T RLRAEZF v 27 LET, F= v 71T ARP EREB X
WISEDOW T TERMENE T, A RX—TNLDOHE. B2 5 MACT FLADH
D8y NI E L OIS, BEIERINET,

o dst-mac Tix. ARP ERDOH% MAC 7 KL AIZKH LT, A1 —VF v b~y
Z—05% MAC 7 RLAZRELET, ZOMRAEIT ARP A CTEEILE
To A F—TNDOHAE., BDMACT RLADSHDH /N MIEGE LT
I, BEINET,

o ip TiX. EHTTFWILAWIP 7 RLAD ARPERE#F =2 LEd, 7 KL
Z1Z4E, 0.0.0.0, 255.255.255.255 B R OTRTCOIP v FF ¥ A b 7T R A
NWEENET, BEHFIP T FLALARP ERB L WISET R TCTF v/ &
e MR IP T RUAIX ARP IRETOHTF = v 7 SNET,

BIK 1 DOF—U— REBETILERSHY £9, F£a~r KL, fioa~vr Ko
REEEEXLET, 22 xiE. BB a~<2 K2 sre B LV dst mae BiiEa A F—
Tz, Bloa<y KR IP RAEIET 2 A4 X—T7 NV LEEGE, 2 /OO a~<w s R
IZ Lo Tsre 8LV dst mac REEITT 4 B—T7MIC72 0 £7,
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avvFk B
A7y73 exit it EXEC £— RICE D £,
2797 4 show ip arp inspection vlan |3 EE A AL E4,
vlan-range
27975 copy running-config (EE) 274 Falb—vay 77 A NVICREERGFELET,

startup-config

Fxv 7 %T 4 —7 /T 5HIZIL, no ip arp inspection validate [src-mac] [dst-mac] [ip] 7 72—/
NarZ4Falb—vary avy REEHLET, @ik, B MAC BiEkR, B L0 IP MEERK
Ry S OREHE#R 2 R T 5121%, show ip arp inspection statistics i EXEC 2~ F&HEH L
iﬁ—o

AY I\ I 7DETE

AL TPy NEBEFETDHERC, v Ny 772 MY EFE L TL— MR —X 2V RT

A AyE—VEERLET, AvE—VOERE, AL v FIE=r NV Ea s Ny Ty bHIRLE

9, £r 7 = hUICIE, %16 VLAN, A— F&5, HEXBL0%EIP 7 FL R, XExE L U%
BEMAC 7 RL AR ED 7o —{EWNEENTWET,

s Ny 7y o b UE BEORTy FEFRRTEET, LR A ¥ —T = A ANFE L ARP
TG A =2 %FFDOVLAN ETELONry NeZETLIHE, A4y T3 ry veaud Ry 77K
D1oO=Yy FNJIFEALT, T RVDOE—DIV AT A Ave—V5EK LET,

By RNy Tyt —n"—Ta—L7ga, 2FE0, ul A XU RRa s Ny T 7| Wi%&%ﬁm
show ip arp inspection log 5% EXEC 2~ RORRBEELZ T ET, TrNO -] X, 7y
N BU N ERRERS, TRTOT—X¥ORDYICERINET, MOFFHERIZ= N Alcik
fEINFES, 2O M) ERFITRLIGAE, v/ Ny T7NOZ Y MU REESLT N, axo 7
L— FEESLET,
D&“/\*y77%¢“”€li\ AL TF ALY T DEAZ T AN —CHASNET, HFAX v T AL N—
TIXFEE STz logs number =2 N U BEFEI, REINZL— M TYAT A A v —VUEARLE
? e ZIE A= (b F)#li/k)/b®ﬁu RRSODVAT A AvE—UNS
AUN—= 2, v F ZAZ JNTHITEITERINET,

0g Ny 77 ERETDHICE. B EXEC E— R TROFIEEZITWET, ZOFIEIIEETT,
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27971 configure terminal

Ja—n) ary7 4 ¥al—ay B— REBEBLET,

A7972 ip arp inspection log-buffer {entries
number | logs number interval
seconds}

FAFIv 7 ARPA VAT vary aX¥ o Ny 77 ERELET,
FIFINET, FATIv 7 ARPA Vv ART v a BN F—TIVOEE.
HEEFEFIFEZEARP XNy bl EhEzd, v/ = M D#KIE32 T
T, VAT A AvE—UKIZ1IBHEZY SICHIBEATHET, aX s
L— hMEREIE 1 BT,

F—U—ROBWRIIEKDO LB T,

e entries number TlX, Ny 77y NIZigksnszr NI BERELE
T, FHETE A#IFHIL 0~ 1024 T,

* logs number interval seconds Ti&, fEELTZRIBTL AT L A v &—
CEERT LD N EERELET,

logs number |ZfRE T HH#FIL 0 ~ 1024 T, EE 0T L, =
YEUVERT RNy 7 ICREBENETR, VAT A A yv— VAR
ShEHA,

interval seconds |28 € T H#PHIL 0 ~ 86400 7 (1 H) TJ, 0 f#
. VAT A Ay e—UNRREBIERINET (Flzu s Ny 77k
HIZZETY),

0 PMIMRETEIZ. n/RE0 2 EEXLET,

logs 35 XU interval 3% E XM AMEM L E T, logs number X 73 interval
seconds Y LW KREWHAE, X &Y THRELE XIY) BOVAT L Ay
T—UBRERREINET, £ TRWVWIGA, 1 DOVAT A XAyk—V
WY &% X CHRELE (Y/X) BEICEEInET,

A7973 ip arp inspection vlan vian-range
logging {acl-match {matchlog |
none} | dhcp-bindings {all | none |

SHEERENDH ATy hDE A T VLAN B CHIBEILES, 74/ F T,
TRTOERB I OFER Ty b EEs s E T, FFE logged 1X. = b
Vel Ny 77 I2BPNTYAT A AvE—URNEREND 2 L2 EK

permit}} LET,
F—U—FOFERIIRDOLIBY TT,

* vian-range Tl¥. VLAN ID #F5 Tl 72 Bi—dD VLAN, A 7
Y TCREIG 7 VLAN §if, 72130~ TRE Sz —ED
VLAN 8 LE73, EETZ2HMAIX 1 ~ 4094 T3,

e acl-match matchlog Ti¥, ACR =¥ V& EIZE SN Ty b
ek LET, 2o~ KT matchlog ¥ —7— FZIEEL, permit
F7213denyARP7 78 AU A F a7 4 Falb— g avw KT
log ¥— U — F&EHE LEHAE, ACL THAEIHET &/ ARP /3
Ty NSRS ILVET,

* acl-match none TiX, ACL & —E7T 57 v FaekLEE A,

e dhep-bindings all TiX, DHCP A>T ¢ > 7 L —T 537 v bR
FTARTRESNET,

e dhcp-bindings none Ti¥, DHCP A T 4 > 7 & —EFT 2537 > b
DLk SN EH A,

e dhcp-bindings permit TiX, DHCP /N1 > 7 4 V307 v M &R
FkLET,

ATy7 4 exit FiHE EXEC ©— RICEY 7,
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27975 show ip arp inspection log

REMZ MRS L £,

A797 6 copy running-config startup-config

EE) 27 4FXalb—ay ZrANVIBRERRELET,

TIT7HN OB T Ny T 7 ERE

=

IZRE$IZ1E, no ip arp inspection log-buffer {entries | logs} 7 = —/3

N ar7Z4Fal—var avry REHEALET, 774/ b VLAN v 73R EICRETIZIE, no ip
arp inspection vlan vian-range logging {acl-match | dhcp-bindings} 72—/ )L 27 4 ¥ 2 L —
varvavwry REFEALET, v Ny T 7% 27 VT3 5HITIE, clear ip arp inspection log FiE
EXEC a2~ FafHLET,

T4 299 ARP 4 VARY L 3 UFHRDRT

A FIv 7 ARP A VAT v a UIEFREFR AT DI, £ 242 THHA L TV 55 EXEC =2~< >

FEfRLET,

& 24-2 F4FSvY ARP A VARG L a VIFRODaTUF

avwyFk

g!l‘:

AR

show arp access-list [ac/-name]

ARP ACL OFfflilE s a£rn L £7,

show ip arp inspection interfaces [interface-id]

BESNIA LV E—T 2 A AEIETTXITOA U F—T =1 AD ARP
Ny ROEEREBIOL— MR EZFETRLET,

show ip arp inspection vlan vian-range

FBE SN VLAN IZHT B4 A4 F v 7 ARP A VAT 23 VORE
BXUOIERELZF R LET, VLAN Z35E LAWEA. - I3# %
FRELBRWEAIZ, #4727 ARPA VAT v a Ui x—T )b
(775 47) ThsH VLAN OFERETNFRENET,

A FI w7 ARP A VAT va UHEHERZMEE LI FR T DI, £ 243 THIHAL TV D E
Me EXEC o~ RafH L x4,

® 24-3 F4FT299 ARP £ VAR L 3 v O#EEREHEERIRRT 57U F

avwyk

A

clear ip arp inspection statistics

AT Iv7 ARP A VAT v a VOMFHEREHEELET,

show ip arp inspection statistics [vlan
vlan-range]

R L7 VLAN 085637 > b BEFEAT v b, MAC 8= 7 —
7o b, IPHERT T — "y b, ACL OF B LUHESR 7 v b,
DHCP FFalB LG v N OEHERNF RINE T, VLAN &5
ELRWES, IR ERE LARWVWESIX. #1417y 27 ARP A
VAR a VN, F =TI (T VT 47) T D VLAN OIEFRIZT N
ForInNET,

show ip arp inspection statistics =~ > N TiX, A4 v FIIBEETEHL 4TI v 7 ARP AV AXY
vay R—F LD ARP BRB I WIGE T v hOEEENRT v AP LET, A1 v FiE, &3
v Moxt LT, #1578 MAC, %i%E MAC, £721% IP MiGEF = v 7 THA Sz ACL %7213 DHCP

FFA[ XAy N AN & B,

ALy FITEET DR v > FEEMESEET,

A FIv7 ARP £ VAR v ay aX U ZIHFREMEEEZIFFRT DT, £ 244 THHALTWY
LHE EXEC 2~ > FEHEHLET,
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® 24-4 H4F 299 ARP A VAR L avpAX T EREEETERTTSaT VR

avwyk B L

clear ip arp inspection log FAFIv 7 ARPA VAN aryal Ry T77u2 207 L
£7,

show ip arp inspection log EALFI w7 ARPA VAR gy al Ry T77DREEN
KNeRTLET,

Zoawy ROFEMIHONWTIE, 2OV —20a<wr R Y77 L 2%5RBLTLL7EE N,
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