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F—=TxAAar74Xalb—vary av s AL TFEITRESN, 7 FLA T—71(Z
RIFSINTZDL, AL v FDOFEITAL T 4 Fab—va L ITBMINET,

o XAFTIvI BXFa2T MACT RL AR BIMICRESNTT RL A T—7UETICRGE S, A
A v FOFRBEFHHIBRESNET,

e XF oy F—EFXFaT MACT FL AR #BIIZFEET AL, FEITRETAZELTEET,
T RVA T—TNMIBRIEEN, FITar 74 Fa2b—va B MEnNET, 207 FLARa
V74X 2L —valy Ty ANREEINTND E, AL v T OHFEBRIIA VX —T =4 A
INOLEHBPUICHBET ILENS D EHA,

AT = Fmm AR TN TDE, FATFT IV MACT RLRAEZRAT 4 vF— EFa
7MAC7va’Wﬁbf%ﬁ:/74%1v~v9/_EW#%&o AV B =T oA AERIET
EFET, AT 4 vF— F—=U T HARX—TICT DHITIE, switchport port-security mac-address
HMW4V5~7:4X:V74¥1V~V5V:7VP%AﬁLi¢O:@HVVP%Aﬁﬁéb
AVE =Tz ARIAT 4 vF— T—=V I RAR—TNVIZRDANCFE LIZbDOEEFD, TTO
HALFI w7 X227 MACT RLAEZART v ¥F— ’IZ“’V:')’MAC?]*I/X WCEWLET, TC
DAT 4 v F—BFa2T MACT RLREFE a7 4 X2 —a VICBMENRET,

;4;4/&\, X227 MACT RLRIE, av74FXal—Tary 7740 (RAA v FREEEISN
HENCHERAENEZAZ— T v 7 a7 o X¥al—vay) &, BB EEEA, R
FALvF—FF2aT MACT RL2Ear 7 4Xal—vay 77 A MVRGET D E . AL v FOH
BEFIZA VX =T 2 AFINGEZHFRFEETILERDLDVERYAL, AT 4 vF—FFa2T T N
APRIFES IV TWR WS 7 RLRIIRDILET,

AT A4 F— T == T T4 B—TNILTESGAE., AT 4 vF— X227 MAC 7 RLRIZF AT
Ry X 2T MACT RLARIZER S, Effary 74 Xal—varnbilksnEd,

A v F AZ I JICRETEDEF2T MAC T FLADRKEIL, VAT ATHFRIENTWS MAC
7 RVADRRBIZE>TREY £, ZOEIX. 777 ¢ 77 Switch Database Management
(SDM; AA vF FT—HRXR—=ZEFM) T 7L — Mo THRFEVET, £9% ISDM T 7L — |

ORTE] #2HRLTLEI, 2oL, BEHAEEZ MAC 7 FL X (20O LAY 2 BEECA »
=T 2 ATRESINTZZDOMDOEF=27 MAC T RLATHHEINS MAC 7 KL A&5ETr) O
¥,
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R—FEED 574 v/ HHORE |

W f—reF1iUFr0BE

X1 T4ER

RONTNPORWNREEST DL, xR U T 4 ERIZRY 7,

o BREDODEXF2T MACT RUART RLA F—7NICEMENTWALREET, T RLX T—7
JVICRBFEDOMAC T RLAZRESORT—3 g U BDA L F—T A AT 7EALL D L LIRS

e DX aT A UF—Tx2A RATEEELIRESNTEZT RLAR, [Fl— VLAN HOBIDE ¥ =
T AVE—T oA ATHERBINTIRE

ERFEE LT E O IE SN T, D 4 SOERKE— FOWTINE A v F—T = ZTRET

EEI

o protect (fRif) : ¥ =27 MAC 7 RLADENR— F THAT SN TWDIRKBEICETH L, &

K% TS ETHARBOEF 27 MAC 7 FLAZHIRT 50, #FA7 FLABEZESL S 20
MEY . RIMOFETT FVRAZRONTy MIEFEINE T, BFa U7 @EXBEELLZ L
FEMm SN EE A,

~

GE)

77 R— RZ protect R E— FEARET 2 Z L ITHERE L £ A, protect T— FDY;
By A= PPRKREICEL THARLTHWNT NN VLAN BEKREICEST L2 L, T—
=T ET =TI LET,

restict (fflfR) : EF =27 MAC 7 RLZADOERAR— P THASN TWDHRKRBREICESTD L &
K% THZETHSREDEF 27 MAC 7 FLAZHIRT 20, #FAI7 FLAKEHESL S 20
MED REMOREGBEILT FLRAEROSy MIBEEINET, ZOFE—FRTE, X207 1
MSFEAELIZZ ENBFREINET, SNMP 7 v 70 E(E ST Syslog A vE—Ydm 7 &,
EXA T PEMLET,

shutdown (V¥ v hE V) i FR—h BX2 VT B XKIZEY, 4% —7 =4 X errdisable 12
Ry, EBICYYy MY UCENET, FOHE, R— O LED AT LET, SNMP 7 v
TIREE ST Syslog A v b —UNn 7 EiL, EXATVCZBPEMLET, BF27 R— bR
errdisable 27— kD4 1%, errdisable recovery cause psecure-violation 7’2 —/3)v 27 ¢
Fal—vary avwr RFeEAALTIDAT— h&fERT 57, shutdown 35 X O no shutdown
AV B =Tz A AT (Fal—vary avwry FEANLTEHTHRS F—7 I TEET,
INBT 7 HN FDE—RTT,

shutdown vlan (VLAN > ¥ v h & 7> ) : VLAN B Tt X 2 U T 4 ENET— RERET DD
WHEHLET, 2OF— RFTENPEATDLE, F— 2K TIHZ2 <. VLAN 28 errdisable (272D
7,

# 26-112, B—=F X2V T 42 F—T oA RATHELEHAOERE— FB XU LIZONT

RLET,
& 26-1 X2 ) T4 ERE— FOLE
k>2749% |SNMP F5 v 7 |Syslog A vtE—Y |T5— AvE—D [BRADVE |R—FD
ERE—F ) -4 DELE DELE D T D ey bkEYY
protect 2L 2L L L 2L 2L
restrict 2L HY HY 2L HY L
shutdown oL H H»0 L H 0 HY
shutdown vlan |73 L Ho Ho L H»H0 L3
1. +9%B0Ex=27 MAC 7 RLAZHIBRT 2 E CTRMOEETLT RLAZFEr v REEINET,
2. EX 2 VT 4 ERESEEITT RLAZFECRELELGS, AM v TFRTT— Ao —VEELET,
3. ERNEALZ VLAN 20Ny vy T LET,
Catalyst 3750 R4 v F VI k7 av 24 F¥alL—av #H4
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| %268 A FEHOFST 4y HEORE

f—F XU 0Ee B

R—b X2 UTsDTIT4IFEERE

#2621, A v A =Tz AZHTDR—F X2V T 4 DT 74V FREETRLET,

£ 26-2 R— bk £X2UFAOF T+ FRE
ad T4 FERE
N K= b ETF =T,

AT A4 vF—T RLRA FT—=7 |F4E—T I,

R—=FrbH7-YDEX27 MAC 1
7T RL RO

BENE— R shutdown (¥ > hZ oY), ¥ =27 MAC 7 KLU ANREK

Ba bR E, R=FRvyy MU LET,

R—=hrEF2VT 4 =—T 7 TA4E—T N, ==V T XA NTO0,

2ZBTF 4y =D T 4 =T,
X A 71X absolute,

A—bk X271 DRERFOIEEHR

A—bh X2V T4 2RET DL EITE, KOEEFHIIUE> T LIV,

R—=F X2V T A EZRETEDLDOE, AFT 47 TI7HAR-PFELITFT 7 R— MR
GNET, EFa7 R—brE2¥ A FIv 7 TI7EAR-PMITDHILIITEEEA,

£ % =27 HR— % Switched Port Analyzer (SPAN; AA vF K R—h 7+ F A4 H) OEIkHR—
IZTHZ LILTEERA,

% =7 A— bix. Fast EtherChannel °% % v v K EtherChannel "— bk 7 /L —7FIZ@ 32 &N
TEEHA,

S

() FHFAVLANEBFT 77X K= FETTHR-—FESNTEY, REAETH-TH M7 7
A= F T R—PFEINTVEEA,

LTHE VLAN b RESNTWAAL L Z—T A ZATR—F BX 2 U T 424 X — T NMTTHEIC
X AR— M ETHFAIENDEF 2T 7 RLVADORREE 2 IZRELET, A— k% Cisco IP Phone
WCEEBE L TV 534, TP Phone (21X K T2 2D MAC 7 RLUARKE /Y £9, Cisco IP
Phone 7 KL A13% A VLAN ETHEE SN ETA, 727 A VLAN ECIEFEEsEEAL, 12
@ PC % Cisco IP Phone (28554 254, B MAC 7 KL 2T ARETY, %D PC % Cisco
IP Phone 28553 A8 4. % PC & IP Phone 12 1 DT Tx A k5, +oEkotx=T
T RUVAZBRETHHERDHY 7,

Ny 7 F—FMBR, A= b X2 VT4 2BESN, 7—F T 74971200 TET 7 A
VLANIZ, ¥F b7 7 4 v ZIZOWTIEEF VLAN IZHI D Y THATWSHE4E . switchport
voice ¥ L U switchport priority extend 1 ¥ —7 A X a7 4 F¥alb—ar avry e A
HLTHEFEIEH Y /A,

Bt SNT2T A ARFELCMACT RLRAZEH LT, \&HICT 7 EAVLANDIP 7 R A% %
KU KIZEF VLAN D IP 7 FLAZERT 5L 778 A VLANZZIFICIP 7 RLUAREID 4
TonEd,
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Catalyst 3750 RA v F Y7 kw7 av2«4¥al—arv i4F



E26F K FEEOF5T 4y IHBORE |

W f—reF1iUFr0BE

o AUH—T A ADERREXFa2T T NUVAEEASLIZEEIZ, HILWVMERENETOHELD K
XNE ., FNFEFTHEINTOERFT LWVEIC L > T EEXINET, HLVENLFETOME Y
INEL L, AV H =T 2 A A LTI TICHRESINTWNDIEX=T 7 RLAOENH LWEE LR S
LBAE, a~vr KRR ERINET,

o AA VT, AT 4 vF—tEF2T MACT RLADKR—k X2V T4 2=V T2 R—F
LTWEE A,

#£ 26-312, OB — FR—2ERE L HEHMEOHHR—F X2V F 412V TE EDET,

#* 26-3 HMORA v FHiEER—F X2 ) T4 LOFERY
R—b 44 FELER— FO#EE R—F tFaUTq LDOEERY
DTP ! A/— h? 230
NZ v F—F HY
BAFIvs TUERA R gL
N—T v FR—h 2L
SPAN #fETLAR— b »HY
SPAN %@ j 48— b 7mL
EtherChannel 2L
U7 R—F »HY
R#ER— R HY
IEEE 802.1X A— K HY
%7 VLAN K— 14 HY
75 A ~<— |k VLAN &~— k HY
IP V—RA H—F HY
24+ 3 w7 Address Resolution Protocol (ARP; 7 KL |H D
AfFEPRT 1 kL) s

Flex Link Ho

1. DTP = Dynamic Trunking Protocol

2. switchport mode dynamic f > ¥ —7 A A 27 4 Fal—vary avy FCRESNEZR— |k,

3. switchport access vlan dynamic f > ¥ —7 = A 37 4 Fab—i g v FTHREI N VLAN Query
Protocol (VQP) &— bk,

4. F— ;zj}:nzj(g)ﬁfﬁéﬁ’z#;?ﬁT FLAEZRELET (727 EA VLAN THIREREF 27 R7T F L ZADOHRKE
Iz 2 Nz 7240,

Catalyst 3750 R4 v F VI k7 av 24 F¥alL—av #H4
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| %268 A FEHOFST 4y HEORE

f—F XU 0Ee B

R—bk X2 UT1DAMR—TNLELVERE

R—= b ~OT 7 ERAEZHFATHAT—2 2D MAC T FLREHIRBLOHHNITLHZ &Ik -T, A
YH =T 2 ASDAS EMIRT H121F, R EXEC £— FTROFIEZ FEITLE T,

avvFk B
AT7v7F 1 configure terminal Sa—N Ay T 4 Xal— gy B— RS L ET,
RTv 7 2 interface interface-id RETAA L HE—T oA RAFEEL, A2 F—T A A A7 X

L—ygy T— REBBLET,

ATv7F 3 switchport mode {access | trunk} | (> % —7 = A 2 24 v F K-k E— % access £ 713 trunk IZFEE L
£¥., 774/~ F—F (dynamic auto) OA ¥ —7 x4 AL, &
Xa7 F—hELTHRETEEEA,

ATwvF 4 switchport voice vlan vian-id A—br ETER VLAN 24 2 —T7 V2 LET,
vian-id : EF N7 7 4 v 7 AT 5 VLAN Z2HELE7,
RATwvF 5 switchport port-security A —T A ALETR—F X2 UF 154 X—TNICLET,
ATwF 6 switchport port-security UEEB) A2 —T A A THEF=2T MAC 7 RL 2D R KA #%
[maximum value [vlan {vian-list| |E L %3, A vF AZ v ZICRETESEF 2T MAC 7 RLADHK
{access | voice} }]] REIE, VAT ATHATENTND MAC 7 B L ZDRKREUT L - Tk
FVET, ZOMIX. TI/T 47 SDM T 7 L— MIEoTHRED
Y, F9E (R4 vF SDM T 7L —FORE] #BRLTLEE

W, ZOfEIX. FHAEEZ MAC 7 RL A (F0/d LA ¥ 2 HHERCA
VEHE—T 2 ATHRESNTZFDOMOEF 27 MAC 7 FL AT &
N5 MAC 7 KL RAEET) OREERLET,

(fEE) vlan : VLAN HALOf KEZHE L £,

vlan ¥—U—F&ZAJL7=dH L, koL T arondinnl > AN
LTLEEW,

e vian-list: 77 R"—hET, " 72 CTRU-7=FFHD VLAN,
FEH v TR 5 7=—HD VLAN 12817 5. VLAN B D& K
EEFRETEET, FEEIN/LN o772 VLAN 1ZiE. VLAN HAr 0

KIERFEH S NET,

e access: 77 A R—FET, 77X VLAN & LT VLAN %5
FLET,

e voice: 77/ A AR—hLET, ¥ VLAN & LT VLAN #{5E L%
kR

G¥) voice ¥—U— FiE, FF VLAN BRF— MIRTEESNLTHNT, &
SIZZEDR— BT 78 AVLAN THRWEAIZEY F%T9,
A HE =T 2 A ACEE VLAN BREREINTWAHEE, B%=
7 MAC 7 RLADHRKEE 2IZHRELET,

Catalyst 3750 R4 v F VI k7 avI4Fal—ar #H4F
[ oL-8550-07-J



E26F K FEEOF5T 4y IHBORE |

W f—reF1iUFr0BE

ATFYT 7

[l Catalyst3750 R4 v F Y2 byz7 av74Fal—av (4 F

avwyFk

B

switchport port-security
[violation {protect | restrict |
shutdown | shutdown vlan} ]

(ER) EXE—F, 2E0 X2V 7 @AM II L & DO
. ROWTHNIRELET,

o protect ({#i#) : K— bk ¥ =27 MAC 7 FL 2D MNKR— F TH
AIENTWDHIRKBEICET D &, KEZ RS ETHYRED
TH¥ a7 MAC 7 RLRAZHIRT 20, E72EFFA7 L 25
RIBRNNEY | RMOREEILT FLAZFOr vy MIFEFEI R
F9, EX 2 VT A ERBRE L EITEMINERA,

GE) b+~7r7 F—THilprotect E— FERET D LITHELEEA,
protect E— FDHE, RN— FBREKBEIZEL TR THW
TN VLAN DEKIBEICET DL, 7—=27%T 4 &—
Tz LET,

e restrict: E¥ =27 MAC 7 FLZDOEMNR— s THFATIN TS
KIREIZET D E, +0280tx=27 MAC 7 RLA%EHIBRT 5
M FETEFTFAT RURABEBOIRNWNED | REAOKELT N
LREFEO/NT y MIFEFEINLET, SNMP F 7 v 7R EINT
Syslog A yE—Uu S, EXATVCZREMLET,

e shutdown : EXNFEAETH L, A F—T = A A errdisable (272
D, A— D LED BMEITLET, SNMP F 7 v 7REEINT
Syslog A vytE—URu s, EXAIT - ZBREMLET,

o shutdown vlan : VLAN By Tk ¥ 2 U F (EXE— FERET S
EOIHERALET, ZOE— RCTERPEAETDLE, A— MK T
1Z72< . VLAN 73 errdisable (272 ¥ £,

GE) H®F=7 K— b errdisable A7 — IR > 2 HE1E.
errdisable recovery cause psecure-violation 7 = — /3L =1~
T4 F¥alb—vary avry REANLT, ZOART— NEMRERL
F9, FEHHTHOA x—7 2T 5121%, shutdown B L O
no shutdown f ¥ —7xAf A a7 4 FXal—vay avy
K% A9 27>, clear errdisable interface vlan %54 EXEC =
v~y REATTLET,

OL-8550-07-J |
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f—F XU 0Ee B

avwyFk

B

RTv 7 8 switchport port-security
[mac-address mac-address [vlan
{vlan-id | {access | voice}}]

EE) A v X =T 2 ADEF2T MAC 7 RLAZ AN LET, Z0D
avwy REMHATHE, BREOEX =27 MAC 7 RLAEZANTE
T, BELEEF 2T MAC 7 RUAREKEE D /DARWES,. Yo
MAC 7 R L R FEINICFEE ShvE T,

GE) Zo0a~vrRFOANBICAT A vx— T—= T kA F—TIIC
T5E, BIMICEE ENT-EX 2T TRLARRAT v F— &
X227 MACT RLARICEBRENTEITay 7 4 Falb—va
B ERET,

(fEE) vlan : VLAN HALO g KK 2 #%0E LE T

vlan ¥—U— &2 AN Lich e, WOFT T arontiuinl 24 A

LTLIEEN,

e vian-id: F7 7 R—FT, VLANID BLXOPMAC 7 KL 2 %45
TETEET, VLANID 24 ELRWEE. 17 17 VLAN »fiE
HEnEd,

e access: 7/ EAKR—FLET, 727X VLAN & LT VLAN %5
ﬁ:__‘bi‘d—o

e voice: 77 A KR—hKET, ¥ VLAN & LT VLAN 2HE L E
7
GE) voice ¥F—U—KiE. HHF VLAN K" — MIREENTWT, &
HIZFDR— BT 27 & A2 VLAN TRWEESICRY AR T,
A2 —T 24 XZEH VLAN BDRESNHTWHEA, BFa
7 MAC 7 R L A0 RE%E 2 ITRELET,

ATv7F 9 switchport port-security
mac-address sticky

(EE) AV HA—T 2 A ATAT A vxX— T—= T A FX—T NI LE
‘j‘o

ZX7v 7 10 switchport port-security
mac-address sticky [mac-address |
vlan {vian-id | {access | voice}}]

(EE) AT 4 vF— X227 MAC 7 RLRXZ AL, HERREET T

av U REBDIRLEST, REL7-EXF 27 MAC 7 F L 2OEN KK

B ol ngae, YO MAC 7 FLATEIMICEE SN TAT 4 v

F— X277 MAC 7 RLRIZEH I, FfTar7 4 Falb—ra v

BmEnEd,

GF) Zoa~vrFOANNNCAT 4 vF— T—=0 T %A X —TILIZ
L7gnk, =29 — Avbt—UNRERINTAT 4 vF— X
7 MAC 7 FLAE AN TEEH A,

(fEE) vlan : VLAN HALO g KK 2 #%0E LE T

vlan ¥—U—FZ AN LT=b L, ROLTTarontiunl 2& AT

LTLEEN,

e vian-id: F7 7 R—FT, VLANID BLXOPMAC 7 KL 2 %45
TT&xE9, VLANID 2 EE LA WGE., X1 7 17 VLAN 23ME
AahEd,

e access: 77 A KR—FET, 77%&AVLAN & LT VLAN %5
ﬁ:—_‘bi‘d—o

e voice: 77k A FR—F ET, FH VLAN & LT VLAN #fE L £
‘j‘o
GX) voice ¥—V— FiX, ¥F VLAN R — MIRESNLTWVWT, &
BIZFDOR— BT 7 A VLAN TRWESITIRY A2 T7,
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W f—reF1iUFr0BE

avw> kR B#

2Ty 7 11 end ¥#E EXEC £— FIZRED £7°,

AT7vw 7 12 show port-security BERWRLET,

ATv 7 13 copy running-config (fFEE) av 74 Xal—yay 774 NVICEREZIRTELET,
startup-config

X a7 A= FTERNT 74 hORBIZA ¥ —7 =4 A& R THA 1L, no switchport
port-security { >4 —7 = A A ar 7 4 Xal—varavwry REFEALET, AT 4 vx— T—=
YIBAF—TNORETZ DAYy REANTDE, AT 4 vF—¥F%aT 7 RLARETa Y
TA4Fa L= YO—ERIZEY FTN, T RLVA TN ITHIBRENET, 22 TTRTOT
R U AR ShET,

AVE—=TxA4ADEF 2T MACT RLAEEZT 7 4/ MIETHAEIL. no switchport
port-security maximum value { V% —7 x A A a7 4F¥alb—vary av s REfEALET, &
KE— &7 740 MKE (shutdown E— F) (ZETHE1E. no switchport port-security violation
{protocol | restrict} { > X —T = A A AT 4 Fal—ar awry FeERLET,

AVHE =T 2 A ATAT 4 vF¥— T—=VT%T 4 &—7 /T HIZIL, no switchport port-security
mac-address sticky f % —7 =2 2 a7 4 FXal—varyav s FEFEALET, 1 ¥ —T =
AAWAT 4 vF— EF=27 MAC 7 F‘vz%ﬁ‘%% Syl EXaT TRVACERLET, 27
L., A7 4 v¥%—MAC 7 FL R E & RAF L7235 . no switchport port-security
mac-address sticky =~ > F‘@Ajﬂ(ﬁ J&ﬁé%‘b I —ERIFELRNVE, AL v FOREBIRIC A

TA X — T FUABRELINET,

MAC 7 RLVA T—=TNAND AL v FEFA =T =2 A LDOEF2T 7 F‘I/Xé“f\“fifd;tf%
E (RE, XAFTIvs, AT 4 vF—) OFaT 7 RLATXTEAIRT 212X, clear
port-security {all | configured | dynamic | sticky} $## EXEC =2~ > R % {fi Li‘fo

T RVAT—=TNANBEEDEF 27 MAC 7 FL A %ZHIFRT 5I21%. no switchport port-security
mac-address mac-address { > Z—7 =2 A A 2T 4 FXal—Tary avrs FeEHLET, £
B—=T 2 A ALDFTRTOFAFT IV 7 BXaT 7 RLRAET FLRA F—7AnbHIRT 5I121E. no
switchport port-security 1 > % —7 A X a7 Falb—ary avr Robeiic, (f¥—
Tx2AATHR—=F X2V 7T 4 ZHOA X—TNIZT H720H10) switchport port-security =~ > K%
AJILE7, no switchport port-security =~ > FZ 7 5HilZ. no switchport port-security
mac-address sticky 1 > % —7 A X a7 4 F a2l —var av s FEFEHLTAT v — &
X227 MACT RV AZXAFTIvr %27 MAC 7 RURICEE LTZHGE, PEICTREINTZLO
ERE, A VX =T 2 A A LOTRTOEX 2T 7 RUABHIBRENET,

REFHADOEXF 2T MACT RLAZET KL A T—7 05 HEEICHIRT 2354, no switchport
port-security mac-address mac-address A >4 —7 =2 A4 A a7 (Fal—var avr NeHHAL
RITNERY A,

WIZ, R=FETHR—=F X2V T 124 RX—T7MITL, ’z#:??kvxwﬁyj@;ﬁzéso TRRTE
BlarLET, EXE—REIT 740 FTT, AZT 4w 7 £F 27 MAC 7 FLAEREET x
TAvF— T2 T FA X =T NTT,

Switch (config)# interface gigabitethernetl/0/1

Switch (config-if)# switchport mode access

Switch (config-if)# switchport port-security

Switch (config-if)# switchport port-security maximum 50

Switch (config-if)# switchport port-security mac-address sticky

WIZ, R—FDVLAN3 FICAZT 4 w7 %27 MAC 7 RLAZRETHH AR LET,

Switch (config)# interface gigabitethernetl/0/2

Switch (config-if)# switchport mode trunk

Switch (config-if)# switchport port-security

Switch (config-if)# switchport port-security mac-address 0000.02000.0004 vlan 3

Catalyst 3750 R4 v F VI k7 av 24 F¥alL—av #H4
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R— FEED 57 1 v 7 HBORE

R—b X274 IT—

f—F XU 0Ee B

WKIZ, "= bFDAT 4 v F— R —hF ¥X2 VT 124 F—TNMZTDHHERLET, T—% VLAN B
ioﬁ:\mANwMACTkvx%iﬁfﬁﬁb ﬁ%:??vaﬁﬁﬁ%20=mﬁbi¢
(F—% VLAN |2 10, &%7® VLAN |2 10 280 4 TE4),

Switch (config)# interface FastEthernetl/0/1

(
Switch (config-if)# switchport access vlan 21
Switch (config-if)# switchport mode access
Switch (config-if)# switchport voice vlan 22
Switch (config-if)# switchport port-security
Switch (config-if)# switchport port-security maximum 20
Switch (config-if)# switchport port-security violation restrict
Switch (config-if)# switchport port-security mac-address sticky
Switch (config-if)# switchport port-security mac-address sticky 0000.0000.0002
Switch (config-if)# switchport port-security mac-address 0000.0000.0003
Switch (config-if)# switchport port-security mac-address sticky 0000.0000.0001 vlan voice
Switch(config-if)# switchport port-security mac-address 0000.0000.0004 vlan voice
Switch (config-if)# switchport port-security maximum 10 vlan access
Switch (config-if)# switchport port-security maximum 10 vlan voice

SoTDA =TS K UVERE

R—=hEOFTRTOEX2T 7T RVRIZZ—V VT Z A LEZRETDHICIE. R—F EX=2UT7 4 =—
DT EMEHLEST, R—RFIZEIZ2O00FA D=V IR R—FENTHET,

e absolute : FREINT-=—T 7 ¥ A LORKAKIZ, R— b LEOEXF2T7 7 RLABHIRINE

T
o inactivity : fREESNT=—T U T ZA LDM], BX 2T T RUVABFET 77 4 7 ThoToimEl
By, R—hEOEX=2T7 7 RLARHIBENET,
COBEEMEATSE, BEOEF2T MAC 7 RLAZFHTHIBR LR TH, EFa7 R—+E
DFNRA ZAEHIBRBEOBEML, 2B OR—h EOExFa7 7RV AKEZHBRTEET, X7
T RLADTZ—=U 7%, R— MR TA R—TNVERIET 4 =T ICTEET,

R—b X274 2=V 7 ERET DITIE. K EXEC E— FTROFIHEZETLET,

avwvFr B i
AF79 71 configure terminal ra—s9r ar7 4 ¥alb—vary E— REBBLE
7T
ATwvF 2 interface interface-id BETAA LV H—T oA AFEEL, A v X —T = A
aryI7 4 X¥al—var T REHEMBLET,
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E26F K FEEOF5T 4y IHBORE |

W f—reF1iUFr0BE

avwy kR

B

AT w7 3 switchport port-security aging {static | time time |+ %27 R— b DAXT 4 v ==L T kA F—T )L
| type {absolute | inactivity}} FET A= NI LET, FE =0T B A A

ATv7 4
AFv7T5

ATy 76

RIATERELET,

GE) AAvyFIE AT 4 vF—kEFaT7 T FLAD
A—hEXFa2 VT4 ==V 7EFR—-FLTWH

FH A,
ZDR—=K"TRAAT 4 y&&:é&fﬁéhttﬂm? 7 RLA
DT —0 T 32— WCT HHEE1T, static Z AT L
e

time 21X, ZTOR— OZ— 0T XA LEEELET,
FBETE DML, 0~ 1440 4T,

type (21%, ROF—TU—FoOWFhn 1 SERIRLET,

e absolute : =— 7 XA T EMpxto—T 7L LT
HELET, COR—FrOEF2T 7 RLRTTR
T, #HE L7z time (GrHAD) 2FRET 5 & HREIN
WY, EXa7 7 RLRA VR I LHIBRESRET,

e inactivity : =T— U7 XA TERIET VT 4T ==Y
V7 ELTERELET, HEINT time HIFFIZE
X2 TRETT RLADLDT—F NT7 4 v 7B

BAIWCIRY . ZOR—FDEF 2T 7 RLARHE
Iz 7z v £97,

end F#E EXEC £— RIZR Y £7,

show port-security [interface interface-id| BREEWRLET,

[address]

copy running-config startup-config EE) 2v 74 F¥alb—rvary 77 A NVICHREERT L

ij‘o

AR—=FMEOFTRTOEFXF27 7 RLRZHLTA—F X2V T4 == T %7 4 B—T7MICT 5
{Z1%. no switchport port-security aging time f > ¥ —7 = A X a7 4 Fal—Yary avr Nz
FEALET, FHICERESNTEX27 7T RLARZKH L TET=—Y 0 72T 08— 2T 5101
no switchport port-security aging static 1 > ¥ —7 A A a7 4 FXal—var avr REHL
£7

WIZ, R—bFEDOEXFaT7 T RVAOZ—V T XA 5% 2R ET HHZRLET,

Switch (config) # interface gigabitethernetl/0/1

Switch (config-if)# switchport port-security aging time 120

WIZ, ZOAVHE =T o f AR ESNIZEF 2T T RLACH LT, ==Y 7% x—7 ML,
T I T 47 2=V T BT D=V XA DN 2 PICRET D ERLET,

Switch (config-if)# switchport port-security aging time 2

Switch (config-if)# switchport port-security aging type inactivity

Switch (config-if)# switchport port-security aging static

FRED a < RE i3 %121, show port-security interface interface-id Fit EXEC =2~ R&fifi
ML ET,
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| %268 A FEHOFST 4y HEORE

f—F XU 0Ee B

R—bF X2 TABELIUVRLIYF X2V

AR TITHHITIMA LI A A v FIT, REFEHOEXF2T 7 RV AEZZITRY £, A2 v
AUNR=E, MDA v 7 A NR=NETRTDEAFT IV ¥%aT7 T RLVAEFL Y e—RFLE
7

A v F (AF T R AF—FTZARAZ T AN —=DWT D) BDAX v I MEHIET S &, 7%V
DAK 7 AUR=ZHMENT, TOAL v FICL> CHREETLIIFEINZEF2T7 MAC T R
VAREX 2T MACT7 RLAR T—7ADGHIBRENE T, AL vF AHX v 7 OFMIC VWL, F
6 (AL v TF A v 7 OEH | 2L TITEEN,

R—bkEXa2)T14ELUVTS4/4 = VLAN
BEERA— b £%a )T 4 A LT, #— FTEET S MAC 7 FUADKZHIRLED | H—
R B AR MAC 7 FLASHEE L0 T2 £,

PVLAN R A b B L REE—F R— b ETHR—bF %2 U7 4 Z2RIET DI, F5H EXEC £— F
TROFNEEZFEITLES,

avwvF By
AFvFA1 configure terminal JTa—N) a7 4 Xal—ary T— REZEELE
R
ATy 7 2 interface interface-id BETAL B —T e A AEEEL. A H—T = A A
a7 4 FXal—vary ET—RFEHBLET,
2Fv 73 switchport mode private-vlan {host | A2 B —T A ATT 54—k VLAN %A F— 7T
promiscuous} LET,
25w 4 switchport port-security AVE—T A RALETHR—F X2V T 154 X—T L
WZLET,
AF7v7 5 end FHE EXEC £ — FIZRY £,
AT w7 6 show port-security [interface interface-id] AR LET,
[address]
AFw 7 7 copy running-config startup-config (EE) a2 74Falb—vary 774 NVICREERT L
£7

Switch (config)# interface GigabitEthernet 1/0/8

Switch (config-if)# switchport private-vlan mapping 2061 2201-2206,3101
Switch (config-if)# switchport mode private-vlan promiscuous

Switch (config-if)# switchport port-security maximum 288

Switch (config-if)# switchport port-security

Switch(config-if)# switchport port-security violation restrict
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E26F K FEEOF5T 4y IHBORE |

N A FEED ST« v RBREDORR

~

GE) FA—bEX2VUT74EL774X—F VLAN OfFRHESNTZAR— %, %27 PVLAN A— |k &
FEONET, EF 27 PVLAN R— FTkF a7 7 RL2Z¥%E T, W—D7514~1U VLAN IT&
THMDOEF 27 PVLAN R— FCRILEXx 27 7 FL2&RE TxEHA, 7L, FexaT
PVLAN R— hCHEH L7727 FL AKX, FA—77A4~Y VLANIZET 5% =27 PVLAN TEETZ
3

RANKR—=FCEELZEX=2T 7 FLRF, BHETS577 4~V VLAN THEIMICER I E T,
FIERIZ, BAEFR—PFTCEELEEX27 7 RLRA L, T XTOE#ET 24 Y VLAN THEIIZ
HMInEzd, 2—VNAXT v 7 KL A (mac-address-table static =~ > F&#H) 2%

T R—NIRETDHI LI TEERA,

— FEED 5T 4 v I HIHBREDRTE

show interfaces interface-id switchport #i# EXEC 2~ R&EHEMAT 5 L, (LOFEOFTNE) 1 v
H—TxA A NTT7 4 v 7 OWMFHE I OCHIBEORENFRRINET, show storm-control 15 L
show port-security 74 EXEC 2~ RZEHT 2L, A F—LaHl#llB LR —F EX =2V 7T 4 DR

ENFRRINET,
N7 7 4w 7 ORIENERE R T HITIE, & 26-4 OFfHE EXEC =2~ R&E 1 DEITEEFEHLE
j—o
* 26-4 FI 749 VFIERT—E2RAELVREERTT H-HOITUF
avwUFk B#
show interfaces [interface-id] switchport FTRCDAL vF T FEr—T 40 7) F—bEFRESNE
RN—FOEHRAT —Z AL TEMEAT =2 A%, K—F TmyX
VITBLOR— MREOBREEZEZTO TR RILET,
show storm-control [interface-id] [broadcast | FTRTDA B —T 2 A ZAET I ESNTFEA L H—T = A AITH
multicast | unicast] EINTWD A F—LHIHHIEI L ~vE: SEESNTE T T 1 v 7

BATIZHONWT, T 7 e —FREx A N7 4097 (T

T U T BATHRAITENTORVER) IOV TERLET,
show port-security [interface interface-id] AL v FERIIREESNTEA VA —T 2 ADKR—F X2V T 4
REHR, KAV H—T 2 A ATHREINDEFXF 27 MACT RLAD
BRI, AV HE—T 24 ADEX2T MACT FL A, BAELE
X2 VT EROBM, ERE—FE2EOTERRLET,

show port-security [interface interface-id] address |3 X CTHORA vF f L X —T =2 Af AFFIFEEINTFEA X —T =
AARCERESNTETRATOEXF2T MACT FLA, BIOKT FL
ADE—T U T EREETFLET,

show port-security interface interface-id vlan BEINEA Y F—T 24 A2 VLAN BU CHREINLTWVEEFX 2
7 MAC 7 FLADOEEERLET,
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