ACLIZEBARYFT—Y X)) T14DEE

Z D TIL, Access Control List (ACL; 727 A 2 bu—»b U &2 k) & LT, Catalyst 3750

2L v FETHRy bU—=7 X2 VT 4 2RETLHECOVTHHLET, a~vr FBIUOERDOH

TiE, ACLOBWRTTY 78 A VA MLWISEELFEMLTHET, FICHRELRVWNEY, X7 F
EWVWHHFEEIAZ Y RTny A v FBLOAL v F A2 v 7 2 BRLET,

(6=3) OB EN TS IP ACL OfF#ix. IP Version 4 (IPv4) @& DT, IPv6 ACL DFEMICHOWN
Tit. 5 41 %= TIPv6 ACL O T 2B L T &N,

ZoETHEMEIND 2~ FOWEB LU ATEOFMICOWTE, 2oV —ADavwr K

7 7 LA, [Cisco I0S IP Configuration Guidel Release 12.2 @ TIP Addressing and Services| DI
124 % TConfiguring IP Services), 35X O [Cisco IOS IP Command Reference, Volume 1 of
3:Addressing and Services | Release 12.2 %2 1L T 7Z2& ), Cisco I0S O~ == 7 /LT,
Cisco.com @ [Documentation] > [Cisco I0S Software] > [12.2 Mainline] > [Configuration Guides] *
721%. [Command References] 7267 7 EATE £,

ZOETHATINEZ, ROEBY TT,

o [ACL o# % (P.35-2)

e [IPv4 ACL %] (P.35-8)

o [47ifF& MAC #E3E ACL O1ERL) (P.35-29)

e [VLAN ~ v 7 Oi%E| (P.35-32)

e [W—% ACL % VLAN ~ v 7 LA G bR CHERAT 5 51k (P.35-39)
o [IPv4 ACL O EDF R (P.35-44)
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W AcL oEE

ACL DO#E

Ry N TANZ ) TILE»T, Xy hT—2 v I 7497 %BEL, EHICHFED—YEIT
TNRARAZFEHSED Ry b= 2HIRTEE 9, ACLIZNV—F E/3AA v TF2BRTH T
T4 T T 4NE) T L, BEDA o H— 714xitivunlmWﬂAN)fﬂ#/k%ﬁ
AL EEESELET, ACL X, X7y MO SN D HF MR X OEE &M 24D TEEIC
2HDTT, Xy ERA UV H—T 2 RAIERFETHE, AL v TFIFry 1\0374—/1/1\2:3_)%?52%
5 ACL ZHRL, 72782 U MIEEISNTWAEEMEIZESN T, BEICHERIFFN AT v M
HEZHNTWENEIDEFERET, A4 v TFEFry b7 78R UARMNOERFIIHLTT 2T
DT ARLET, A —HLEFHICE ST, AL v TF BTy MEFRAITH0ERIZEST 200
REVEFT, A v TFIIROZ—H LR TT A NEHRIETEOT, VA MSGHEEEETDIERN
HETT, WITFNORELEL B Lo E, A v Ty hEERELET, HIRAZ2NWE
B ALy FEARTy FEEEL, SIERNH 2551357y VEREELET, A4 vFiL, VLANKH
TT Vw7 E3ND37y hegd T, kSN T XTONRTy MIACL ##HLE T,

Xy N =AW EX a2 VT 4 ZEATIEEIE, V—FFEREFVAVI AL v FIIT 7R
VA RNEBRELET, ACLEZRELRWVE, A v T EEHT Dy MITRT, Xy hU—7 D
TRCOENIBESNDAREERHY £9, ACLEZHERATIE, Xy NI O LT /&
Zﬂ%ﬁﬁxb%ﬂﬁbtb\w~54V&~7:4xf&%itmfmy&éhék?74y7@
FEAZRETEET, HE2IE, BFA—N T T 4 v 7 OEEITFFAI L, Telnet b7 7 4 v 7 137#F
A LARNWE WS ERFHRETT, ACLEZER NI 74 v, BIENT 74 v o, Fl3EOME%
Tyl TALICRETHAIELTEET,

ACL (Z1% Access Control Entry (ACE; 77t A v bu—b = b)) ZEFICHRELZY A M
BENET, ACE Z &2, permit £71% deny, BL P ACE & —HT 57D v b3l S 720F
N b VW—EHOLMEERTE L E T, permit F121% deny OFEWRIZ, ACL MEHIND 2T F A b
Wk TERD £,

AA yFix, WO IPACL BLUA —HF %y b (MAC[AT 4T 727 AH#]) ACL ZHHE— kL
£7,

e IP ACL i%, TCP. User Datagram Protocol (UDP). Internet Group Management Protocol
(IGMP) ., Internet Control Message Protocol ICMP) 72D IPv4 N T 7 4 v 7 2T 4V E Y T
LET,

o A—¥Xy FACLIL, EIP FT7 74 v 0T 4N 2 T LET,

ZDAA »FTIE, Quality of Service (QoS) #%H ACL ¥R — F I TWET, FEHIZ OV T,
[QoS ACL 1225 < p#) (P36-8) #&ML T &,

ZIZTHE. ROMEIZOWTHBILET,

o [¥AR—bFzh5d ACLJ (P.35-3)

o BN 74y 7 BROHNENT 7 4 v 7 DR (P.35-6)
e TACLBXUAA vF 2% v (P35-7)
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AcLogz W

HR—k=hd ACL

NI T 4w 0T A NE Y T DS, WICHET 3HEHO ACL 8V R— S THET,

A—HFACLIE, VI ¥2A4 02— T2 RAD N T 7477 7RG LEST, A1 vTF
Tlix, BIEFHOR—F ACLIZVR—FLEHA, 1l DDAV 2 A F—T oA XTHEHTE D
DIZ.IPTZ7ERA VAR DEMACTZ7ERY XK 15T T, FEHIZHOWTIEL, [R—F
ACL) (P35-4) #&MLTLIZE,

JL—% ACLIZ. VLANBITIA—T 4 V7 &N T T4 v 0 DT 7 AZHEL, LAY 3 A2
— 7 A ATRED M FEREELEIRE) WWHEAShET, Bz v ix, I—#% ACL)J
(P.35-5) #ZML T Z&E,

VLAN ACL £721Z VLAN = > 73, 94X TONXTry b (T vV R Ty hBIOAV—T v K
Ny b)) 2T 78 2HELET, VLAN v v 724+ % &, WL VLAN N5 31 X[ Tiig
EEIND T T4 T4 NE ) T TEET, VLAN~y 7iE, IPvA DL A ¥ 3 7 FL R
EONWTT 7R ar br—LT5LCREINTNET, A —¥ x>y MACE 2FEHT 5 &
MAC 7 FLAIZX Y, ¥R—=brEnTWARNnTa ha R 7 78 & arybo—LERET,
VLAN ~ v 7% VLAN ([Zi#H35 &, VLANICAZTRTOXry b Qb—F v R X7y bE
FIETUV VR Ry ) BVLAN v v 7 ERESNET, Xy M, AL v TF F—1rE L
T, T3 =T 47 ENTry FOBAE, V=T v R A —FENH LT, VLANIZADZ
ENTEET, MOV, [VLAN v > 7] (P35-5) #&M LT 72X,

FUCAA vF ETASNE—K ACL, »—#% ACL, VLAN ~ v 7 &t Cc&E £4, =72ZL, A—F
ACL Z/V—#% ACL £721Z3 VLAN = v 7 L0 B S £,

AJIAR—HK ACL & VLAN ~ v 7RNiliF L b#EH I N TWAIEAEIC, A— N ACL AEH I~
A= NIRRTy EPREEFETDHE, 2Oy MEA— K ACL L J:o’(74/lz593/7“§ﬂiﬂ‘o
%@ﬁﬁ@/\”ﬁ“‘y MZ., VLAN vy FIZLoTT7 4 VvV T ENET,

Switch Virtual Interface (SVI; A4 v FARABA » F—T = A A) IZASL—4 ACL BLOAN
R—F ACL B ESNTWEEAIC, R—F ACL2ABEHENTWER— MIT v EREET
e, ZONRTy MIFR—FACLIZE T4V EZ VT ENET, TOMDKR— MIEREFLE
N—FT v RIP X7 v bME, V—=F ACLICL > T4 NFZ V7 EnNEd, TOMD/7r v MM
TANEY T SNER A

SVIiZH/1v—4% ACL BXUANFR— K ACL RRESNTWAHAIC, A—h ACL A S
TWDLR—=RMIRTy EBRERFETDE, 207y MIFR—FMACLIZE->TT7 42V T8N
FI, BESNDZL—T v FIP X7y NI, V=X ACLIZk->TT7 4%V rsnEdT, 0O
oy MIT7 4B ) T ENER A,

SVIZ VLAN v > 7', AJJ—% ACL, BEIUPANKR—F ACL BPEEINTHEHEAIT, K—

MACL BAEHINTWAR— MINTy ERERETDHE, 2Oy MEIFAR—FACLIZLE-T

DHETANEY o TENET, TOMDOR—MIEHFEFELEZL—T > FIP 2347 v ME, VLAN <~ v

TEBILUNWL—% ACL OifiFicko T4 nZ TS ET, TDOMD/7w MiE, VLAN = v
WCEoTOHRT 4 NEY) U TENET,

SVIZ VLAN v > 7, Hhn—4% ACL, BLUOANKR— K ACL BFEEINTWBEAIZ, F—
FMACL BZEHAINTWDR— MNMIATy MREEFETHE, 20O/ y MIFR— ACL ZkoT
DHRT 4 NE IV TINET, BESNDEL—T Y RIP XF v NI, VLAN v v 7B L0 —%
ACL O FIZL>TT74VZ ) T ENET, EOMD/Ny ME, VLAN v FIZL > ToOH
TANB Y TERET,
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W AcL oEE

R— Kk ACL

A H =724 ATIEEE802.1Q h> RV 7R ELTCVDLHA, bR R—FTZEFLE
IEEE 802.1Q 4 7 &AL IP X4 v b, MACACLIZE»TT7 4 &) 7 ENET2, IPACL T
7 anB ) rEnER A, 2L, IEEE 802.1Q ~y X —NDO 7 a halLi AL v F0NEik L7
WS T, ZOHIREEIL, L—% ACL, ="—F ACL., VLAN ~ v 7IZ@f &n x4, IEEE
802.1Q F> R U v ZDFEHNIOWTIE, % 18 % [IEEE 802.1Q ho 3RV v 7/ BLURL A Y2 Fu b
o)L RV T ORE] L TIEIN,

A—=HKrACLIZ, AA v TFDLAY2A X —T oA AZHHEINSD ACL T7, &— b ACL 1T, HH
A E—T 2 A ALTOHRYR—FZ57=®, EtherChannle 4 % —7 = A AT HA—FShF
A, £lo, A—F ACL ZEBFHFAOA > F—T 24 A LIZORBHTEET, kKOT7 7R UA b
DY FR—FINTHET,

o ERFET RVAEZMEHTHEAEIP 77X U X |

o EETLTFLA, SETFLA, BXOF Y aroa hal ZA4FIERELFERTLIEEIP 7
VA SIS

e FEILMACT FL A, 5HEMACT FL A, BLOATvarvorya har XA FEREFHT
5 MACHEIET 7 & A U A b

AL T FEDA v —T7 A A LIZERESNTWDERFFHFIOT X TOHEEIZBEE L7 ACL %
TARML, XTy B ACLAO=Y Y E—ET D0 EINTL-T, Ny hOEREETFFAE 21X
ERLET, ZOHEDOEES, ACLIZ, Xy NI—2F-13—H0O%y NU—27 ~DT 7 & 2 & HH
L9, K 35-1, "—FACL ZFEHLT, $_XCHOY—27 AT —1 g VAF—? VLAN IH 55
GOXy NI—7 T RRAEZRBETLHEZRLET, LAY 2 OEEFEFEICHEH SN ACL 1, FXA
FABANER Xy NT—J T 7 8ATLZLEZFALETH, FANBBE—OFy NT—71ZT
JEATHZLIFESLET, A— M ACL L, FEEFHMOLATY2A L F—T oA AZOHEH I
S

& 35-1 ACL 2FRL=ry FT7—9 F574 v I DOHEIH

L]
i
Jm

> } : y ——
-1 AR A
- o
[ e A —
H’ ’
= =
KRR KB
Hurlr1an Reseérch &
Resources (AZE) Development (FFZEEA%E)
*y kT—=7 v kT—=7

X = KAFBHBLD LT T1 vy %EEL.
RAMADLGD 5T 499 %FHAT S ACL
>= N7yt

101365
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IL—% ACL

VLAN = v 7

AcLogz W

AR—=HMACLEZ 77 A—NMI@EHTDHE, TONT 7 F—MIHDHTTO VLAN T ACL IZ

£5 1\?74’ VI DT 4NEY TIRFITENET, BiF VLAN OH LK — MIAR— T ACL % /H
T 5L, 7—4% VLAN &% VLAN O 5 TED ACLIZED FF 7 4 /70)74’/1/& U v T BRFEAT
éniﬁo

A—HFACLZEHTHE IPT 7R VR NEFEHLTIP h 77427 %7 4 0% U7 L, MAC
TRVABERALCHIP T 74 v 7274 NVF )7 TEET, RCLAY2A 0 F—T =1 AT
IP77ERXAVANEMACT 78R VR NOWAFZEHTDLE . ZDLAY2 A X —T A ATIP
o747 TP N T T4 0T A NE) T TEET,

129DV A2 A0 X —T 2 AZWMHATELDOE, IPT77A VAN 2 MACTZ7tEAU A B
1 272 TT, $TIWCIPT 78R JARE MACT&'IZX JAMR 1 OTOREINLTWVWDLLA Y2
A B =T A, FHILWIPT 7R VAMELIIMACT 782 VA MEBMATHE. BICHEE
L72 ACL 23 LW ACL ICE Sz HivE T,

VLAN ~D LA ¥ 3 A2 F—T x4 ATHDHSVL, LA T3 A F—TxzAf A, BLORLAF3
EtherChannel f > % —7 = A A2, W—4% ACL #@HT&FE 3, VX ACLIIA X —T A AD
FEoFm (FEELIIRE) CHLTEHAINET, 1 2O v F—T A ZADOF AT LT, V—F
ACL % 1 »#HTE%9,

1 DD ACL ZHDHEA L F—7 oA AOBEEOBEREICHEATE X4, £7-. 1| DOBREICERD
ACL #5226 TEEd, 1 DD —% ACL 2B OMETHEAT 554, ZD/L—% ACL
WIEEE, BAESNET,

AZA FIE, IPVA b T 74 v T DRDODT 7R VA 2SR —FLTWET,
o EWIP 7 78R URNTIE, ERELT FLRAZHEHLTHRELET,

o MERIP 77 ®RA URAMI, BMEXT FLA, 5T FLA, BRUOA T aroTa bal 24
TIEWMAEN LT BB ETVET,

AR—F ACL OBA L, A v FIIA v F—T o4 ZTHRESN TV AEERRICE#EMTT TN D
ACL ZBESNET, LML, »—% ACLIZWFRTYHR—FEINTWET, Ty FBRAAL vTFOD
AVHE—T 2 A AIERFETDHE, TOA L F—T 2 A RATHEEIN TV DT X TOEFGHREEIZHITT 5
ACLﬁ%ééhi?oN#/Lﬁw~?4/7éhfﬁgx&zhﬁyfmﬁ%énéif@ﬁm
HIA v #—7 = A AR E SN REHEICHIET 53 XToO ACL nBESIET,

ACLIZACLNO=> hY Xy hO—FRERIZIE LT, Xy NEEETFAT 220, HRT50%

PoFET, ACLEZHHTL L., Xy NI 2K ERIIxy NI O—8IZxT 257 7 & A ZH#

TEFET, K 35-1 T, V—F~DAHTHEHAENTWS ACLIZEY, mA N AT AFEHE Y b
— I ~DT VT HAPRTFAIINETHN, FAFBIERETINET,

VLAN ACL £72Z VLAN v~ v 72 L C, 9 XTOLN T 74 v 7 DT 7 BAZHIHTE T,
VLAN L DTV —TFT 4 T &5, FHREAZ Yy 7D VLANNTT Y v o0 7EN5TXTONR
7> hMZ, VLAN v~ v 7 & L £9,

VLAN v 13X 740 Xy b 7402 ) o ZIEALTL &Y, VLAN v v 7 ChHa (&
BEIIRE) TEHEShETA,

VLAN v v 7R ELT, IPv4 77 4 v 7 DL AFY 3T FLAZHRAETEET,
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W AcL oEE

FTRTCHOIEIP 71 b aiid, MAC VLAN ~ v 7 ZEH LT, MAC 7 R 1 235 X O Ethertype (2 & -
T77%Aarvie—nEnEzd (P b7 74 v 2721k, MACVLAN v v 7I2 kD778 A v b
0—LNTEEHA), VLAN v~ v FIEAA v F @i+ 58 v M2GCEAcEEd, ~"7T LEz
LZDAL » FITEREINTZBDOAAL v F EOKRA MO N7 4 v 721, VLAN <~ v 72 A S
BHZLENTEERA,

VLAN =y 7272 L. ~v FICHRESNTZT 73 3 BN Tor o FOERENTFFA £ 721X
EEINET, 35212, VLAN v 72 L. B EDNT 7 4 v X4 7% VLAN 10 DK A
FANBIETERNILIICRETDHEZRLET, & VLAN IZiE, VLAN v > 7% | D7Z1F#EH T

R
35-2 VLAN ?v JI2& b b5 7 1 v OFIE
[:]l—,ﬁ—[ﬂl,
= g =
RAKRA "X B
(VLAN 10) (VLAN 10)

X=KAFADLLDEEND+ST4v9 584 T%
EETHVLAN Ty T
>=/1\TFyk

92919

DENS 749 IELVESEALF T4 v DILE

IP X7y NI, Xy P Z@BPICOEINDIZEnH I, mElan=H46. TCP £721%
UDP R— h&EH, ICMP ¥ A 7, a— R LD LAY 4HFEPEHINTHDEDIE, 7y FOJEEA
AN EEND T T T AL FET T, OWTHOT7 T 7 A2 MZh, ZOBRIIBHESLET A,

—¥# D ACE IZ VA ¥ 4 EREFARDNIZD, T _XCONry v 777 A MaEfcasd, =272
L, BHEDOHETIE, LAY A4ERET A MTD ACE ZDEENTIP ATy FDIFEAEDT T TR
VMIEHATEERA, 777 A MILA Y AERBPEENT., ACE R —HD LA Y 4 fFHREFH
LHEATE. BHAIBKRO L) ICEE SR ET,

o 7T ITRAXALUIMNDOLAY3ER (TCP, UDP 27 o ban ¥4 T xaETe) 577 ACE
. BIEN TN LAY 4 HFRIZERRLS, 7772 M—&ThEHRENET,

o LAYVATEREFNDIES ACEIZ., 777 A ML AY 4 ERAEHEN TR EY, 7
FITRANE—HKTDHZEEHY FHA,

WDa<wy RCREESNETZ7EHAVARMI02N3DOT7 I 7 A b2 ry M EnEE LET,

Switch (config)# access-list 102 permit tcp any host 10.1.1.1 eq smtp
Switch (config)# access-list 102 deny tcp any host 10.1.1.2 eq telnet
Switch (config)# access-list 102 permit tcp any host 10.1.1.2

Switch (config)# access-list 102 deny tcp any any

GE) Zoflo1FEDBIC2HEDD ACE T, 5687 FLADERAIZ eq F—V— FBEEISNTHET,
ZHUE, TCP s%keAR— D55, £ E4 Simple Mail Transfer Protocol (SMTP) 35 X OF Telnet (%}
)59 % well-known F 5 DOHEEZT A MT 25 L0 5 BIKTT,
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AcLogz W

o Ny bMAEARAR 10222 DFR— k65000 725 SMTP R—F EdA A b 10.1.1.1 ~%fF&h
5TCP /Ny RTT, 2Oy RZEISNDEGE, BRPOT7 T 7 A ME, §XTCTOLA Y
4 BERPEMNESNTWNDLDT, 2277y hOGE ERE, WO ACE GGFrl) & —&LET,
w®HD ACE X7 7 7 A v FEHAKIZ LAV 3R T EHTR5720, SMTP A— MEROFHEIZ
MO LTEVDT T T A L&D ACE L —FHLET, ZoFoFEHIT, X7 > b2 TCP T
5578 10.1.1.1 LW H 2 & TT,

o Ny hBiE, AN 10.2.2.2 ®AE— bk 65001 75 Telnet R— b LD AR b 10.1.1.2 ~HEEHh
B5TCP Ny RTT, ZONTy RRREISNDHAE, TXTOLAY3ERE LAY 4 FERN
FET B, DT TTAL MI2FDD ACE (i) & —HLET, ~Fr v bOEOVDOT
TTA M LAY AEERR2VDOT, 2FDD ACE & —HLEHA, BOVDOT7T 7 A ME
3%&DD ACE (FFFl) I—EHLET,

WD T7 T T A "BNERENTZOT, AA 10112 1IX%2E8R 7y FEHOWHEAILTDEZ LN
TET, Ny b BIEHEELR, EEShET, EEL. RSN EHEDT T T A SRy
NEBFORMANTHEEIZ, 2y PY—7HIEIEE R A - 10.1.1.2 DV VY —2ARNEEINET,

o NESTy R CliE, BFA R 10222 OFR— b 65001 5HRA K 10.1.1.3 OF— k fip IZEFE SN
9, ZONTy MRGEESNDGE, BRVIOT7 T A MI4FEDO ACE (HER) L—FH L F
T, MDOTT T A BT RT, 4FHD ACE & —ELET, ZDACE LAY 4 EREFAR
P, T RTOT T T AL MIEENTWD LAY 3EHEFENL, AA R 10113 KEEFTHo72Z
RS, BIOFR ACE 3O FRA FEF 2y 7 LTWEEW) Z ERDNDTDTT,

ACLBEELUVRSYF X2 vy

AAf v F A%y 7D ACL R — MMEREIZ, A2 R7ry AL v FOEE LR L TT, ACL ORE
HHRIZ, A2 ITHNDOTRTDAAL v FIEFEEINET, RE v T A —52FHAX v 7NDOT N

THOAAL v FIE, HERELH L, "R =727 07737 LFET (RS vTF RAZ v T OFMIC

ONWTIE, HBOE A v F AXZ v 7 DORE] #2R),

ALy 7 v AE—L, WITTRT ACL#REZ EITLE T,

o ACLRETEXZWMIRL., IHFRETRTORE v 7 A=t LET,

o ACLE®RAZ., AZ v ZIZMALTWVDETRTDAAL v FIZEIELET,

o [MLEMOBET/NT Yy b2 Y7 Ny x2T7 THRETILERHLIGE (N—Frv=T7 U Y—ANRR
BLTWAHAERE), ~AX— 2 v FEF 7y MZACL Z#EA LS EIZDH, X7y b
RS LET,

o MPEFTH ACL E#HEHFEMHL T, "—Fovx=zT7%27nr7I7LFET,

AL 7 AUAN—E, RIS T ACL #REE EIT L £,

o VAL — AA vFnH ACLIEREZITIRY, "—FKv=T%27ursI7I71LFET,

o RHEUNA AA v F L LTHRELET, BEFORAY — A4 v FIEENBELIZSGE, A
By v AZ—CBIRENTZAZ v 7 A= %, RAE v 7 v AZ—DRENZF P ZLNT
xFET,

AH o AL —|IEENFEEL, FIHAY v v A X —PREIRINTHE, FTHRICERIRENZ~ A

I RN VT T ENTEETa L 74 Fal—2a BT LELET (B6E (A vF A&y

I OHRE] EBR), FETa 74X al—Tar0o—ThA ACLHEDL., ORI LIE I

FI, FHAY vy v 2AZ—L, ACLEHEAZ v IJHNOTRTOAAL v FIZRIELET,
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W 1Pv4 ACL DEEE

IPv4 ACL DERTE

24 v FIZIPvA ACL 2R ET 5 FIAIX, o A aflix s vy FEB IOV =22 IPv4 ACL 2R ET D
HaLlAUTYd, 22Tk, FIEAMRICHIILEJ, ACL OREICHET 23M%. [Cisco I0S IP
Configuration Guide] Release 12.2 ® TIP Addressing and Services| OF|Z&H 5 [Configuring IP
Services] #ZM L T E &, 2= ROFEMIZOWTIX, [Cisco I0OS IP Command Reference,
Volume 1 of 3: Addressing and Services ] Release 12.2 #ZH L T 72 &, Cisco I0S D~ == 7 /)L
1. Cisco.com @ [Documentation] > [Cisco IOS Software] > [12.2 Mainline] > [Configuration Guides]
F 721%, [Command References] 7267 7 B A T&E £7,

AA wFNRNHHR— kL7 Cisco I0S /L—% ACL BEDEEREIZ, kD EBY TI,

e JEIP 7m h =L ACL (% 35-1 (P35-9) #%/) /37U v Y7 —7 ACL
s IPTHVST AT

o EHEBLUEMEL— MR (QoS ACL IXkr<)

o MH ACL £72134 A4 F Iy 27 ACL (RA v F 7T 22V ZHRMMEMT 2 —HORERR ¥ A
73X » 7 ACL 1<)

e A—HFACL BLUVLAN v v 7245 ACL ¥ 7
AA v F ETIP ACL ZH+ 2 FIHIE, kROLEBY TY,

ATF9T 1 TI7ERVRINOFEGELIAABIOT 7 A5G E2HEL T, ACL #FR L ET,

ATFYT 2 ACLZAVH—T oA AFTIIWRERMCEA L4, EUR X OWEE IP ACL 2 VLAN ~ v 7|2
Adsz b TEET,

I T ROBEFBRICOWTHALET,

o [fE#ELS L OMEGE IPv4 ACL OfERL] (P.35-8)

o [iER[REIR~D IPv4 ACL O] (P.35-21)

o (4 H—TxAZ~DIPv4 ACL ®HH ] (P.35-21)

e MPACLDONN—FKY=T7BIOYZ b7 QW (P.35-23)
e TACLONT I Ny 2a—F 47 (P.35-23)

o [IPv4 ACL O%EHI) (P.35-24)

RES S UL IPv4 ACL DERX

ZZTHE, IPACLICOWTHHI L ET, ACL IZFFAI& L ER A E D TBEF I R72H DT,
AL FWENRry 8T 78A YR MANOEEIIH LTI DT DT A NLET, RN LI=EMH

WZEoT, AA v TF0Nr y bEFATHEDELIIHEST 20080 FE0 £9, A4 v FITHEIC—EL
S TT A M2 RIET A0 T, KO EIEENBEE T, WFRLOSMEE b~ LA T2 8B4,

AL v FIFINry EERLET,

V7 b =T id IPv4 HIZ, RIRTHA 7D ACL, 2FE0DT77k8A VA &Y HR—FLET,
o TP 7 /7R URBNTIE, EBELT FLAZEHLTHRELET,

o WHEIP 727 EA UARTIX, BEXT FLABIOSETY RLAZEHLTHREL, A7V a3 v
LLTTm ban A4 7EREHEA LT, LML RHEEZITVET,
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IPva ACL oz N

T, TR VA NOBME, BXOT 7R VR NOERFIECOWDTHEALET,
o [77ERAYAKNES] (P35-9)

e TACL®uxX>7| (P35-10)

o [FHSHIEEARE ACL OER (P.35-10)

o & BHIPLEE ACL OfER (P.35-11)

e TACLN® ACE > —7 v A0 HRE] (P.35-16)

o [ARIAF &R X OYERE ACL OfERk) (P.35-16)

e [ACL CToOReMGEFH O] (P.35-18)

e [ACL ~» = x> hoffiAl (P.35-20)

FOERA VA EE

ACL 2B T7-OIEHATAERIL. FRTA7 78R VR NODEA TR LET, # 35-11C, 77
TR VRAREZENETET 7R VAN XAT BIXOAALS v TN R—FTENEIDERLE
T, AA v FiE. IPvA EHEB I OIPVA IEET 72 A U A~ (FS 1~ 199 BXT1300 ~ 2699) %

YHE—FLET,

% 35-1 TR YR MES

7HotER YR +ES | Type HR—
1~99 IPHEHET 7 A U Ak HY
100 ~ 199 IPYEBET 7 A2 U X | HY
200 ~ 299 Jabharv A7 a—-RT77EAYRL L
300 ~ 399 DECnet 7 7% A U Z b L
400 ~ 499 XNS EHT 7 A U Ak 2L
500 ~ 599 XNS JEiET 7 A U R b el
600 ~ 699 AppleTalk 77 & % U % b L
700 ~ 799 48ty N MACT KLATZ7 kA U A K 7L
800 ~ 899 IPX EHET 72 U & b L
900 ~ 999 IPX §53E7 72 A2 U A b L
1000 ~ 1099 IPXSAP 7 7 &% U & | L
1100 ~ 1199 WEEASEY FMACT RLA T 78R UX L |[RL
1200 ~ 1299 IPX #~U—T7 RLZ727t2 U AR 7L
1300 ~ 1999 IPHEHET 72 A U AL (PLEIRHEDH) HY
2000 ~ 2699 IPPLIET 722 U R N (YLiE#HDH) HY

GE)  FBEHERER L OYEE ACL 0N, Y R—FERTWABSZHEHTEZLICL > T, LR &E
e LOPRIE IP ACL 2{ERK4 2 2 &b TE EJ, HEHE P ACL O4RFTNEL 1 ~ 99, ¥KiE [P ACL 04
BIIE 100 ~ 199 iIcT&E £4, FEHU A ooV ic4uift& ACL 28 L7546, &Riff& U X K
NHETY MU EFEBNCHIBRTED WO FERH Y T,
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W 1Pv4 ACL DEEE

ACLpox>4
FEHETP 77 B A VA MIE o THAIERITHEG SN ATy MZBET e 7 X *‘/“’Z—“/‘%?\ AA wF
DI T =TIl TERENET, 2FD., ACL & —EHT 257y "B H-=HEIE. TDR
Ty MIET @A ve—UNar Yy — VIR EENET, 3 Y —LiC %Téhé%/t v
DL~YLE, Syslog A v E—VEGlITAHrX 7 avy—L a<w s FTHEIENET,
~
GE) N—T 4273 N—FKy=7T, aX 73V 7 bvaT7 TEITENET, LEB-T, log F—U—
REELFFA (permit) F71L/EE (deny) ACE &L —9 537 v "I3SEFHET 554G, Y7 b
T =TI N R =2 7 OWEEEIZIB OO ZENRTERWED, oy MIaX o7 anian
Bambn £9,
ACL B LK DO/ MZOWTIR, B A v—URTIERINETE, TRLUFKEOS
7y MZOWTIHE, 5 0 ONERRBNEE L THhbERRELIIe X ranEd, ns 2 vte—TI
X7 78R URNERS, Ny hOFAEIITERICET RN, Xy hOEETIP 7T KL A, B
JOERIO 5 SRR E 3BT SINTZRE TN OOy NEBNRENET,
HEHI1EHE ACL DERK
FHEHEERE ACL Z1ERKT 5121, F#E EXEC E— R CROFIEHEZFITLET,
avv Rk B
ATv 71 configure terminal FHa—NL AT 4 Xl — gy T AL ES,
ATvF 2 access-list access-list-number {deny | EETLT FLABIORUA L R — REMHHA LT, =% [Pv4
permit} source [source-wildcard] [log] TIEAVAMEERLET,
access-list-number (%, 1 ~ 99 £721% 1300 ~ 1999 » 10 #:%K
<7,
deny L7213 permit Z AJJ L. K& —HLIEHAITT 7B
EETT A0, FATAENERELET,
source IX, N7y RBRELNTLDFy N —27 F7/213F A b
DEFILT FLATT, ROXIIHREINET,
e Ny MIE 10#EFLT32 Y FOE
e 0.0.0.0 255.255.255.255 £\ 9 source B L
source-wildcard DEWTE =& T X% —7 — K any,
source-wildcard O A JIZARE T,
e source 0.0.0.0 &\ 9 source I & U source-wildcard D4 1%
&K T F—7— K host
(EE) source-wildcard (X > T, VAL KI—F By b2
source (2 H SN E T,
EE) log #HETDHE, = M) &—FT 5y MY
Hua@MmA vE—UNar Y —VIEESRET,
ATvF 3 end ke EXEC — FIZRE Y £,
AT v 7T 4 show access-lists [number | name] TIrERA YR NDRELFRLET,
AT7w 7 5 copy running-config startup-config (FE) av74Xal—ay Z7ANVCEEXIRGFELET,
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ACL &K Z 84 5841%. no access-list access-list-number 771 —/3)L 27 4 Falb—3 g O
<~ U REFERALET, FEHT 7 EA YR RMNDL ACE 2 BNICHIERT 5 Z LI TE EHA,

S

GE)  ACL 2{Eikd % & &%, ACL OKRBICHBEOEGT AT — M AV 3T 7 4/ N CTHEEL., ZRLEHTD
AT — KAV N TC—EBRRONLRND T T RTONRry NMIEA SN Z EICER LTI E I, £
W7 7 RA YVARNT, ®ETHIPHAAN T RLAD ACL EEEN B~ A7 2E0E L7284, 0.0.0.0 23
A7 ELTHRHESNNET,
W, IP AR A b 171.69.198.102 ~D7 7 £ A %G L, ZALLSD TR TDRA b~DT 7 & X% FF
A HIERE ACL Z1ER L. TORERER T HHEZRLET,
Switch (config)# access-list 2 deny host 171.69.198.102
Switch (config)# access-list 2 permit any
Switch (config)# end
Switch# show access-lists
Standard IP access list 2

10 deny 171.69.198.102
20 permit any
host —F &b fEE SNz F U, BL0.0.0.0 DER (dontcare ~ A7) HigEShi= b
U2, VA NOKEE (BusOBA [don't carel ~ A7 B ESNT_XCoO > MY oL) 12kD
Lo, T /A VR MOJAFICHICEEZHBZONET, Lo T, show 2~ RO B L
Rar 74 F¥alb—val 7740 TlE, ACE ZXT LH AN LEIERICERINEEA,
ER L1278 5B P4 ACL 13, SR (ORI~ IPv4 ACL O (P35-21) 2B,
A B =Tz A (42X =T A A~D IPv4d ACL O (P35-21) #&M), F721Z VLAN
(TVLAN <= v 70k E) (P.35-32) #2M) ICEATEET,
HSHlPL5E ACL DIERK

Y ACL O%6. —BOEEIZIXEE LT FVAETMERA S E T2, #1598 ACL TIEEETB LW
ST RL AL bic, A7 varb LT Fabhan 4 FEREFEHNLTRAETELDOT, Lo
DIREIEATTRE TS, JFHHILET 7 &2 VA MT ACE 21ET 584, ACL OERZICEMLZ
Lok, VAMORRBICHAAEND Z LICEBLTLIEE Y, BEHIY A FOBEE, VA FET A
2720, ACE Z IR L TIEMULZZVHEIBRLZVIZTE XA,

Tua hailoTiE, 207 a baVZEHAESNDIHEDRTA—FBLOF—TU—REH D 7,
WOIP 7a ha Ll R—FSNTWET (Fr hal F—U—REh vy aNOKRT),

Authentication Header Protocol (ahp). Enhanced Interior Gateway Routing Protocol (eigrp) .
Encapsulation Security Payload (esp). Generic Routing Encapsulation (gre), ICMP (icmp). IGMP
(igmp). {EE ® Interior Protocol (ip). IPinIP > %V 7 (ipinip). KA9Q NOS H# IP over IP
k> U7 (nos), Open Shortest Path First —7 « -2 (ospf). Payload Compression Protocol
(pep) . Protocol Independent Multicast (pim), TCP (tep). F72i% UDP (udp)

~

GE) ICMP a2 —5&X7 4 Z V7T, HOTRTOICMP 22— RE713 414 7T
TA4NE ) T TEFET,
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W 1Pv4 ACL DEEE

HF78 FAVOREDOF—TU— RIZHET3MIE, kOa~<vr P77 L2222 TSN,
» [Cisco I0S IP Command Reference, Volume 1 of 3: Addressing and Services) Release 12.2
» [Cisco I0S IP Command Reference, Volume 2 of 3: Routing Protocols) Release 12.2
» [Cisco I0S IP Command Reference, Volume 3 of 3: Multicast)l Release 12.2

b~ ==2TiE, Cisco.com 7 —2LX— ([Documentation] > [Cisco I0S Software] > [12.2
Mainline] > [Command References]) (Z&H 0 £9°,

)

GE) AL v FIX, BT 7R VA NELEFHFETY 78X VA MEYR—FLTWERFAL, E2,
minimize-monetary-cost Type of Service (ToS; +—E R # A7) By MIESI T4 &Y 74
A—RFLTWEHA,

PHR—FEINTNWBET A =%, TCP, UDP, ICMP, IGMP, 73 IP BT I VI T V—TF
fbTxEd,
JE3E ACL #1ERT 5 121X, ##4E EXEC £ — FCROFIRE FEITLE T,
avvFk =]: )
X797 1 configure terminal Ja— ) ar7 4 Fal—vary T—REBLET,
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avwyFk

]3]

ATv7 2a

access-list access-list-number
{deny | permit} protocol
source source-wildcard
destination destination-wildcard
[precedence precedence] [tos
tos] [fragments] [log]
[log-input] [time-range
time-range-name] [dscp dscp]

GE)  dsep EE AN LIZHE
1L, tos £721%
precedence * A Jj CTX
FHA, dsep AL
ROEA T, tos &
precedence %l 7 & %
ANTEET,

LR IPvA 7 78R VA MNBIOT 7B ALKMFEZERELET,
access-list-number 1%, 100 ~ 199 F721% 2000 ~ 2699 ® 10 #E%E T,
deny E721% permit # AL, Flheé —BLEHHIITry VEESRT D
D FRIFFFRAT O EEELET,

protocol \ZIE, 1P 7’2 b a VOAFETIIHEFEZ AN LET, FHEICIE,
ahp. eigrp. esp. gre. icmp. igmp. igrp. ip. ipinip. nos. ospf.
pep. pim, tep, udp., EFIP Fu ha LR EEERT 0~ 255 OEHE
fEHCc& £, TOIP (ICMP, TCP, 3L UDP #5ir) LMET
BEAIE. F—U—Fip 26 LET,

GF) ZORATo7TIE IZEAEDIP 7u b aicic T 547 v =
VEEELET, TCP, UDP, ICMP, XU IGMP @ EALH 72X
TA—=HZIZOWTIE, A7 v 7 2b~2e 2R LT,

source lX, X7y FOEEFETLTHDL Ry N —T E7IIHRA FOFEFTT,

source-wildcard (Z 5> T, YA/ I —FK ¥ v M2 source |[ZHH I N E

\j‘o

destination /X, X7 v Dy U= 71 IAR A FOFESFTT,

destination-wildcard \Z . » T, VAV KA —F B> k2 destination (23

HEnEd,

source, source-wildcard, destination, I35 OF destination-wildcard 1%, &

D3 ODOHETIHRETEET,

o Ky MIx 10#EZLT32 Y FOfE

* 0.0.0.0255.255.255.255 #%& T ¥ —U— R any ((LEDOF A N)

o H—MFANO0.0.0.0%KTF—7— K host

ZOMOF—U—RNHMEETHY, ROBEWRHY £,

» precedence : 0 ~ 7 OFFEZIIL AT CTHE SN ELIEM 26 L
T, Ny bERAELET, FHTE 24018 L U0E S, routine
(0). priority (1). immediate (2). flash (3). flash-override (4).
critical (5). internet (6), network (7) T,

e fragments : JLHELUNDO T T T A NEF v I LET,

o tos:0 ~ 15 OFSELITAATHIE SN ToS byLbzfifi L THRE
LEd, EHTE 5240038 L0 51%. normal (0). max-reliability
(2). max-throughput (4)., min-delay (8) T,

e log= U FNY E—EFT 257y MCET LR @M A v E— V%K
L, a2y Y—Z#EELET, log-input ZHEETHE, v =2 Y
WCANA v =T = ARBIMSNET,

o time-range : Z D ¥ — U — FOFIUIHOWTIX, TACL TR H A
OfERNE] (P35-18) 2L T30y,

o dscp: 0~ 63 DFEBTHEINIZ DSCP HEZMEM LT 7 v b &K

L. B () M50 L, fATERMEOY X FREREN
i‘j_o
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358 ACLICEBRY FT—% £%1UT 1 OBE |
W Pv4ACL DEEE
avw> kR B#

EN e access-list access-list-number TI7EA VAN a7 4X¥a2l—3 gy F— T, source &

{deny | permit} protocol any any |source-wildcard ™1 0.0.0.0 255.255.255.255 AWK & HEHT 5, £/
[precedence precedence] [tos IZ destination & destination-wildcard @ fE 0.0.0.0 255.255.255.255 D44
tos] [fragments] [log] BaERLT, EIP 7272 VR MEEHRLET,
Ell;ge‘r‘;‘:l‘;e] IEZ"‘:Z‘:]E;‘S‘;‘;: dsep]  |EFEIELAEDT FLABLUT AN K7 — KOfbY I, any =0 —

) ) NEfEHTEET,

EQl s access-list access-list-number  |source & source-wildcard U A /L K1 — R OfE source 0.0.0.0 DEWEI & 4
{deny | permit} protocol M9 %7, F£721F destination & destination-wildcard O1E destination
host source host destination 0.0.0.0 DEMEEZEA LT, LIRIP T 78R VA MEERLET,
[precedence precedence] [tos WETE LD T AL RH— REFIT~ 227 DbV 12, host F¥— 17— k
tos] [fragments] [log] Sl X &

[log-input] [time-range °
time-range-name] [dscp dscp]

A5 w7 2b access-list access-list-number EE) VWEETCP 727 ERA VA MNBIOT 7B RAEMA2ER LET,
{deny | p.ermlt} tep source TCP &L tep AN LET,
source-wildcard [operator port]
destination destination-wildcard |WRIZTRTHISNERE . AT v 7 2a OFPNCHHRXT A —F LR LT A —
[operator port] [established] 2R LET,

[precedence precedence] [tos (EE) operator B X W port # NJ15 5 L, EEILAR— K (source
tos] [fragments] [log] source-wildcard D% S\ ANT) LT25E) 72135158 R — b (destination
Uog-lnput] [time-range destination-wildcard D% A\ AT LT=6) A S ivE T, i ae7%
time-range-name] [dsep dscp] |y 713 eq (LY. gt (LD KEV), It (ED/AEW), neq (B L<
[Alag] 7200, range (AEHEM) 72 8 TF, FHTFICEA— PERAIRET B L
EWAHY T (range DHAIL 2 DOR— FEFE A=A TKY)-> T
ETHUENDY 7).
port |2 — hE S % 10 #4% (0 ~ 65535) & LCAST 50, £721% TCP
A= E2ANLET, TCP A— b EZRT25E1E. ? ZEHT 50,
[ Cisco 10S IP Configuration Guide] Release 12.2 @ TIP Addressing and
Services| DEIZH % [Configuring IP Services] &ML T &0,
TCP #7 4 NHZ V7T 25EEE, TCP A— FDOFFEITL RO % E
)EH l_/ i‘j‘o
o+ 7> a rOXF—U— ROBERIFKDO LB TT,
o established : 7 Sz L MELET, ZOF—T7— FiE, ack
Eloidrst 77 VEARE LICHA O - BiRREREL W LT,
o flag : fEESNIZTCP ~v ¥ — By hEREBIILTRAELEST, AN
T& 57771, ack (FERIGZE). fin (] 7). psh (Fy =), rst
(Vv M), syn (AH)., £z urg (BER) TT,
AT v 7 2¢ access-list access-list-number | ({17&) YL UDP 72/ v A U A RBEOT /¥ ALMHEERL£T.

{deny | permit} udp

source source-wildcard
[operator port] destination
destination-wildcard [operator
port] [precedence precedence]
[tos fos] [fragments] [log]
[log-input] [time-range
time-range-name] [dscp dscp]

UDP OH41%, udp # AN LET,

UDP /T A —% X TCP OFHICHHXT A= LFRILTT, 7L,
[operator [port]] R— h&EBE72I3HR— b4 1%, UDP R— hDOF B =1L
ZRTTRINERY £ A, £7-. UDP 04, flag B L O established
RT A= BTN TT,

[l Catalyst3750 R4 v F Y2 byz7 av74Fal—av (4 F
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avwyFk

B

AT w7 2d

access-list access-list-number
{deny | permit} icmp source
source-wildcard destination
destination-wildcard [icmp-type
| [[icmp-type icmp-code] |
[icmp-message]] [precedence
precedence] [tos tos]
[fragments] [log] [log-input]
[time-range time-range-name]
[dscp dscp]

(UEE) EEICMP 7278 A YR MBI ORT 7 A& 2FERLET,
ICMP 4 1%, iemp # A LET,

ICMP X5 A —ZZAT v 7 2aDIP 78 ha/LOHAICH BT A —F L
FEALEFLELTTR, ICMP A vE—Y A4 7BXNa— K RXTFXA—2N0N
BIMENTWET, A7 a3 0rDF—TU—RFROEKRITIKRDOLEEBY TT,

e icmp-type—ICMP A vt — Z A FHEEZLTT7 o2 T LE
T 0~255 DEEfEHTE £,

o icmp-code—ICMP A vE2—Y a— R XA TEHEBEILTT 4 LE ]
VI LET, 0~255 OfEEHERTEET,

* icmp-message—ICMP A v &— Z A THEILICMP X vE—2 0
A THBELOa— RAEFKEZL T, ICMP X7y v&7 414
VI LET, ICMP 2 vt —V A4 74HBLPRa—RA4DY X N 25
BT 2581, ? 28T 55, [Cisco I0S IP Configuration Guidel
Release 12.2 @ [Configuring IP Services] ZZM L T E &V,

AT w7 2e

access-list access-list-number
{deny | permit} igmp source
source-wildcard destination
destination-wildcard
[igmp-type] [precedence
precedence] [tos tos]
[fragments] [log] [log-input]
[time-range time-range-name)
[dscp dscp]

(EE) WEIGMP 778 A VA MBI O T 7 B ALB2ERLET,
IGMP O%41%, igmp # AT LET,

IGMP /RT7 A—F|ZAT v 7 2aDIP 7ua ha/VvO@HIich b /37 A—X
EIFEALRILTTR, RICRTA T a rORT A =2 RNBINENTHD
i‘j_o

igmp-type—IGMP * v v — XA 7 LWET AL, 0~ 15 0FZFET-

A vtE—T4% (dvmrp. host-query, host-report, pim, ¥ 723 trace)
EANNLET,

ATFvT 3

end

¥eHe EXEC E— RIZRD £,

ATvT 4

show access-lists [number |
name)

TI7EAVANORELZMHRLET,

ATFvT 5

copy running-config
startup-config

(ER) av 74 Falb—vary 7y VICREEZRTFLET,

T ER VX SEEEZEIRT 25A1E. no access-list access-list-number 72 —/N)L AT 4 X o
L—yaryavwry REERALET, HEHIT 782 URMNLS ACE Z2HBNCHIRT A Z LI T&F

A,

WIZ, Xy FT—2 171.69.198.0 DT XTDRA NS TRy hU—27 172.20.52.0 DFTXTDRZ f~
D Telnet 7 7 B AZEIE L, DT _XTOT Vv REZHATHIET 72 VA NER L, BRT

L0l LET (eq F—

U—R&5%7 FLADH EITHEET S &, Telnet (25359 % TCP 565K —

FEZHT A NINET),
Switch (config)# access-list 102 deny tcp 171.69.198.0 0.0.0.255 172.20.52.0 0.0.0.255 eq

telnet

Switch (config)# access-list 102 permit tcp any any

Switch (config) # end

Switch# show access-lists

Extended IP access list 102
10 deny tcp 171.69.198.0 0.0.0.255 172.20.52.0 0.0.0.255 eg telnet
20 permit tcp any any
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W 1Pv4 ACL DEEE

ACL OIERZIC GRRNLBANTHRELT) BMLELDIE, VA MOKERICHBAAENET, &
FHIT 78R URNOREDEFTIC ACE ZBIMELIIHIRT LI LT TEEEA,

GE) ACL 21Epkd 5 & X1, 778 A2 VR MORRBICHEROIEGT AT — M AV SR T 74V F THEEL.
FRURDATF — F AL hC—EBRONE RN T _RTORry MEAEh A Z sicirE LTl
7230,

YRR L7- & Bl Pk ACL 1, SmRERE (DmRERE~D IPv4 ACL O] (P.35-21) #&M), 1 v
=Tz R (L H—=T = A~DIPv4d ACL O] (P.35-21) #&M). £721% VLAN
(T'VLAN ~ v 7 0% &) (P.35-32) #&M) [c#fcs £,

ACL A® ACE >—7 V> ADBEHmE

BLS ACL #1EfT 28, 778RA VA MNOTZY M) DY —F U ZAFSPREBMICAERS L ET,

ip access-list resequence 72—/ NL a7 4 Fal—v gy avy FEFEHLT, ACLOY—F7 v
AFGEmMELZY, #HT 5 ACE DIEFZEFE LY T&E ¥, 72& 21X, ACL IZH M ACE %38
MUT5E. €D ACE XY XA O —F FICAREISNES, £OHA, v —F U AFSELRT L L

T, ACLN® ACE Z R 2BFNCBEITE 7,

ip access-list resequence =~ > ROFEAMZIDOWVWTIE, RO URLIZT 7 EALTLZEN,

http://preview.cisco.com/en/US/products/sw/iosswrel/ps1838/products_feature guide09186a0080134a
60.html

BRI ZIRES L UHRSR ACL DER

F5 TR ERFOA MY 7 (4] T, IPv4 ACL 24 ETE %9, 4Rifl& ACL 20+ 5
LB EHT I/ BA VA NDOLEEIVEZLSDIPVA T 7 ®8A VA NEAAL v F L CHRETEFET, FE
TEHRSARTT 78 A VA NERETIHAE, T—Nea~vr MEBREZLRRV ET, 72720,
IP77%A VARNEFHTLZ2TXITOa~Y RBRLAIFET 78R VR NEZITANDLIDITTIEIHY
FHA,

GE)  AE¥E ACL F72i34EE ACL IZHRET 2481, 7782 URXA NEFZOHR— M ZNHBENOFE I
THZEHLTEET, U IP ACL O4RIEL 1 ~ 99, #E5E IP ACL OAHIEX 100 ~ 199 I Tx £,
FGH Y A FORDVICAHIME ACL A L72ha. A& Y X b=y MY Z2EBICHIBRT
XHLEWVWHFERDH Y F7,

A& ACL ZRET DHNC, ROEEFHLHIRFHEEZBEL T ZI0,

o FHHl ACL 2% T ANDITXTHOa~wy KRR, 4Hifl& ACL 2% iF ANDbiFTidd v £H¥A,
A EBE—T 2 A ADNNry N T4 NAEZBIUNL—F 74002 HD ACL T3, 4RiEFEHATEE
4, £72. VLAN ~ v 7 CHAHZHRE T E7,

o IEHE ACL &HE5E ACL ICR CARTZMENT 5 2 L3 TE £ A,

o [fR#EdS K OMEHR IPv4 ACL OfFk) (P35-8) TRBIL7-L kY. FEH ACL 2EMNT52 L b
TEET,

* VLAN v v 7iTiZ, ¥ ACL B L UL ACL (LRI & £7213F 5 AT ET,

Catalyst 3750 R4 v F VI k7 av 24 F¥alL—av #H4
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| £35% ACLICKZRY+I—Y X2 )T1OHRE

i EAEEE ACL 2 ERT 21213,

IPva ACL oz N

¥t EXEC £— FCROFIREZFATLET,

avy kR

E[:3)

ATv 7 1 configure terminal

Jua— )L a7 4 F¥alb—ary B— REBLET,

AT 97 2 ip access-list standard name

LETAERH L CHEAEIPvE 77X VDA NEEREL, 77 EA
U2 a7 4F¥al—yary B— REBLET,

ZENT. 1 ~99 OFHFIZTEET,

ARTwF 3 deny {source [source-wildcard] | host source
| any} [log]

ER S

permit {source [source-wildcard] | host
source | any} [log]

TI7%A VAN ary74Xal—ay EF—RT, X7y b
PR T DOMPREET DONERET D, FEEKMEE-1TFF
&b a 1 DERITEEREE LET,

¢ host source—source & source-wildcard DfE source
0.0.0.0

e any—source & source-wildcard ®fE 0.0.0.0
255.255.255.255

AFv7 4 end

FiHE EXEC £— RIZRE D £75

AT v T 5 show access-lists [number | name]

TI7EAVRANOBREERRLET,

A5 w7 6 copy running-config startup-config

(&) av74F¥alb—vary 7y A VICREEZRFLE
R

LB X K% ACL 2 B4 51203,
varavwr REHEHALET,

A HIS & HE5E ACL ZAFRCT 21213,

no ip access-list standard name 7 02— 3LV 237 4 ¥ a2 L —

¥ ¥ EXEC T— R CTROFIEZ EITLE7,

avwy R

E]:5)

ATv 71 configure terminal

Jua—r) ary7 4 ¥al—vary E— REEBLET,

ATwv 7 2 ip access-list extended name

LEiEERA LU CHEIPVE 7 7R VXA NEERL, TZ7E A
YA R a7 4F¥al—vary T— RERBLET,

£, 100 ~ 199 DFE I TEX £,

X7 v 7 3 {deny | permit} protocol {source
[source-wildcard] | host source | any}
{destination [destination-wildcard] | host
destination | any} [precedence precedence]
[tos fos] [established] [log] [time-range
time-range-name]

TR YVRAN a7 4 X2l — gy F— T, ZFasft
FRIHEEREEEELE T, log ¥—U— REHHAT 2 L,
BREGDLTZ7EA VA MDY AvbE—VFRETEXET,
7 halBrUOMOX—U— ROEHRIZOWTIL, [HF =l
Lk ACL OfERL ] (P35-11) 2B L T 7EE W,

e host source—source & source-wildcard DfE source
0.0.0.0

e host destination—destination & destination-wildcard D&
destination 0.0.0.0

e any—source & source-wildcard OfE, ¥ 7213 destination

& destination-wildcard fET# % 0.0.0.0
255.255.255.255

AFv7 4 end

He#E EXEC B— NIZEDY £7°,

RT v 7 5 show access-lists [number | name]

TR VA NOBRTEEFRTLET,

AT w7 6 copy running-config startup-config

EB) av 74 Xal—Tay 77 A NVIHRERRTELE
7,

Catalyst 3750 R4 v F VI k7 avI4Fal—ar #H4F
[ oL-8550-07-J .m



B 3BE ACLICKRRYFT—Y FaUT1DRE |

W 1Pv4 ACL DEEE

At Z9E9E ACL % HIBR 3 2 121%. no ip access-list extended name 7’2 —/ 3L 227 4 Fa L —
varvavwry REMFALET,

FEUEE 7213 PE0R ACL Z21ET % & 13, ACL OKRBICHBHRIEG AT — AV M3 T 7 4L F T
TEL, FRLURAIDOAT — b AV N T—BEBRRONL RNl _XTOry MR IND Z LICHER
LTL7EE W, EH¥EACL T, HIETHIPAALN T RLADOT 7 ERA U A MERIZESS v A7 &4
ELRMroT2HE, 0000 B~ RA7 EHhBRINET,

ACL OERZICIT o 70BN, U A NOKRRBICHAAENE T, ACE ZEIRIICFEE D ACL 2B
THZEETEERA, 72720, nopermit LW nodeny 77 AUV A N a7 4 Fal—a
T—RNavwr REEATDE LRfTE ACL 2= MY RHIBRTE £9, RIC, LRiffE 7278 A
U A & border-list 7> ACE ZEBNCHIBRT 282~ L £,

Switch (config)# ip access-list extended border-list
Switch (config-ext-nacl)# no permit ip host 10.1.1.3 any

%5l ACL Tlx7Ze< 4niftE ACL 2 A3 2HHD 1 oif, 4ifT& ACL 75472 34R L CTHIFRT
X577 TY,

YER L7 4 mift& ACLIZ, A1 v X —Tx2A A (4 X —T A A~D IPv4d ACL O3 (P.35-21)
#5M) F721% VLAN (IVLAN < v 70O% €] (P35-32) #&M) c@#HcE £,

ACL TOoOEFEEEDERZE

GE)

time-range /' 0 — )L a7 4 X2l —v gy awry FEEMRTHIZLICE - T, BHB IO
FEDSWTHEIE ACL @RI T& 7, RYICHMEHOA R A2 ER LT, REFEHOREZ 3 X
O HAfF, FEMBERELET, ZORMEAAIL, ACLZ#HALTT 7 &X U A MIHIREZFHRE
THEXICANLET, MHEFEEHEZEHTSE, ACL OFFAf AT — A Y NERIFESAT— AV

N OB FREHRN, FEMARE) ZERTEET, time-range ¥ — 7 — FEB L OBHICD

W, THE%ER X OMEEE IPv4 ACL O1ERk) (P.35-8) B X O 4RI & %R L OYESE ACL OfFK
(P.35-16) ICREHEEN TV D, AR E B I OEEFHIILE ACL OFIEZ S L T 7ZE0,

e 2 T DR RO —EE2RIRLE T,

o T U — gl —ZX (IPT7T RLRAEZRATDONT . BIOR— FEES TR ~o
22—V T RAE LB ERIIET TEET,

e B Ayb—VEHTEET, ACLZY N ZFAL CHEDHICELTOR N T T 47
EaX U TE A, B BRICERINSG S Oon V2o LR ThH, BT 78X %
ERCTEET,

B R_R—2D7 782 VA MEEATSHE, CPUICARMAELET, ZhiE, 778 A2 U X MOHFHH

REZMOEBEER, Ternary CAM (TCAM) IZv— RENT/EEHOREL~v—TV T H2LERH D

72D TT, oD, BT 7' U MpVERICER LT (AWICESUNID) Aot sd X

IRBERTORVEIICHEETILERH Y £7,

FEMFEFRICIE, A v TFOVAT A Z7uy 2 BMEASNET, LER->T, BEHTER 71y s V—
AN KFE T, Network Time Protocol (NTP) #fiH L CAA vF Zu v/ ZRPASEDL Z & LT
LET, FMZoWTIE, TV AT LA AKEOER] (P8-1) 2L T ZEV,
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AFvFA1
&

ATFv7 3

ATv7 4
&
ATv7 6

ACL ORFR#FIPH T A — X &5

IPva ACL oz N

RET DL, HiHE EXEC B— F RO FIEZFEITLET,

avy kR

E[:3)

configure terminal

Jua—) ary7 4 F¥al—ary B— REBLET,

time-range time-range-name

TERLT 2 RGBSR D & D4 0l (workhours 72 ) ZHF|D 24T
T, time-range 2> 7 4 X a b — a3y T— REBHBLET, 4ENC
AR—RAFIRMGEEFDDL LT TEERA, 2, XFLLMH
OLUENRD Y FT,

absolute [start time date]
[end time date]

EJ S
periodic day-of-the-week hh:mm to
[day-of-the-week] hh:mm

EJ S
periodic {weekdays | weekend | daily}
hh:mm to hh:mm

T 2R VO ENE AT RE

o WFM#IFHIZIZ. absolute A7 —
4, B D absolute A7 — k A F & FHRIE
ELTEAT—MAV FETREITENET,

o ¥ periodic AT — AV N EANTEET, & 2E, FH
ERRICRI DR AR ECEET,

REFEBRL T TEEN,

W72 b0 ERELET,

F%yb%lo@#ﬁﬁfﬁi
L7=% . kI

end

HHE EXEC £— FIZREY 17,

show time-range

W IREDH DR E 2 fERB L £ 97

copy running-config startup-config

UEE) v 74F¥al—ay 772 PRGTFLET,

T
Fﬂ

BE DT H Zhil 2 DR THNIZT 245

Blix. FRROFIEEZEVIRL T ZE N,

FE L7 R[S PH O i BR 2 HIBR 9~ 2 121X, no time-range time-range-name 70— 3L 2327 ¥ a
L—yay avwy RERLET,

RIZ, workhours (EZERH) ORI L ORHEOKRE (200641 H 1 H) ZREL. REMR
ToHHERLUET,
Switch (config) # time-range workhours
Switch (config-time-range) # periodic weekdays 8:00 to 12:00
Switch (config-time-range) # periodic weekdays 13:00 to 17:00
Switch (config-time-range) # exit
Switch (config)# time-range new_year day 2006
Switch (config-time-range)# absolute start 00:00 1 Jan 2006 end 23:59 1 Jan 2006
Switch (config-time-range) # end
Switch# show time-range
time-range entry: new year day 2003 (inactive)
absolute start 00:00 01 January 2006 end 23:59 01 January 2006
time-range entry: workhours (inactive)
periodic weekdays 8:00 to 12:00
periodic weekdays 13:00 to 17:00
IRF AT 2 8 3 2 12i%, PR #ipe 4 248 T & 2918k ACL NI, FE#iPHA 2 A L ET, wiT, 4k

w77 EAX U AR 188 ER L THERR 3 261 &

RLET, 2OT7 78R U R FTIE, TEINIIKE

BRI T R TCOEETN ST X TO5EE~D TCP T 7 4 v 7 ZHEE L, HEFRMPIXIXTO
TCP b7 7 4 v 7 &EHFRILET,

Switch (config)# access-list 188 deny tcp any any time-range new_year day 2006
Switch (config)# access-list 188 permit tcp any any time-range workhours

Switch (config) # end
Switch# show access-lists
Extended IP access list 188

10 deny tcp any any time-

20 permit tcp any any ti

range new_year day 2006 (inactive)
me-range workhours (inactive)
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IPv4 ACL DER3E

Wiz, 4iftE ACLZMM LT, MU M7 74y 7 2B UHERT L0614~ L ET,

Switch (config)# ip access-list extended deny_access
Switch (config-ext-nacl)# deny tcp any any time-range new_year day 2006
Switch (config-ext-nacl) # exit
Switch (config)# ip access-list extended may_access
Switch (config-ext-nacl) # permit tcp any any time-range workhours
Switch (config-ext-nacl)# end
Switch# show ip access-lists
Extended IP access list lpip default
10 permit ip any any
Extended IP access list deny access
10 deny tcp any any time-range new year day 2006 (inactive)
Extended IP access list may access
10 permit tcp any any time-range workhours (inactive)

ACL~ADO AV FDEA

remark X —V— RFZfHT2E, = FVICET A b (FER) 2EEO IP ZEAEE 213k
ACL IZflA AT Z X TEET, a A bEEHATHE, ACLV FY DERE XX v U NES T
DET, 1 >0a A MTIZ 100 XFFETTT,

I A MIFFA (permit) A7 — b AV M EIFER (deny) A7 — h AV FOHIZEDL HIZTHEE
TEET, AV IMREDHFAAT— AV FERITHEEAT— R A2 FOFBBATH D200 AI
HEH1C, AV FOMEIZIEEEPKLETT, & E, —#Hoa Xy NI T DA E03E
WAT—hAV MORNZHY, DT RX 2 NMIKHETEAT— M AU NOHAIZH D &V HRGIT, B
GLOJEIR & 7220 9,

Fm il TP FEMEF 7213 PE3E ACL IC 2 A > M &EFAT H1T1. access-list access-list number remark
remark 70 —N)L a7 4 X alb— gy awr REFEHLET, 342 2B 5i2iE, no JB
RKoa~r FaEEHLET,

WOFITIE, Jones DY —I7 A7 —2 3 AT 7 BAZFR L, Smith DUV —7 X7 — 3 AET 7
TAZFAI LER A,

Switch (config)# access-list 1 remark Permit only Jones workstation through
Switch (config) # access-list 1 permit 171.69.2.88
Switch (config)# access-list 1 remark Do not allow Smith through
Switch(config)# access-list 1 deny 171.69.3.13

AT E IPACL O FUIZBHLTIE, remark 7 78X YA b a7 4 Falb—ay avr R
AEMLET, 2 A FPE2HIBRT 2121F, no BAD =~ FEEHLET,

WOFITIE, Jones DY 7 R v MMIIEFIE Telnet OFEHBHFRI SN THERA,

Switch (config)# ip access-list extended telnetting
Switch (config-ext-nacl)# remark Do not allow Jones subnet to telnet out
Switch (config-ext-nacl)# deny tcp host 171.69.2.88 any eq telnet
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IPva ACL oz N

i K BlIF#R~D IPv4 ACL DiER

Tl ACL Z#MT 5 &, 1 DEITBHOMKERRA~DOT 7 8 A% HHCE £, WARBRIZITIA
Aift & ACL ZEA CE WA, TXTOEBEKBIFUC 2 —FRERT D AR S D720, 33T
WZIRI CHIRZ R ET D MERNH Y £,

A B =T xAA~D ACL OBEHADFNEIZHDWTIE, [ X —7 = A ZA~D IPv4d ACL O |
(P.35-21) #&MLTLZ&Vv, VLAN ~® ACL OEAFIZ >\ Tix, TVLAN < v 7O
(P.35-32) ML TLEEW,

AESAR IR & ACL ITHE SN2 7 B L AR OEFE KR L OFR(E ki & fIfR4 2 1213, FiHE EXEC
T— FNTROFIEELFATLET,

avwvFr Bl
RAFv 7 1 configure terminal Fra—rsL ar 7 4 ¥al—ay e REEBLET,
AT 7F 2 line [console | vty] line-number HETARBEEEL., A FA(y a7 4Xal—Yay T— KaH
L ET,

e console— > Y — LEREIMAIRE LET, 20V —/L A— I
Data Communications Equipment (DCE; 7 —# #{535#&) T,

e vty—UE—h V=N T EAROEBMKEEZEELET,

line-number X, [BIRZ A TEBET HHE. RET DEH I NV—THT
B ORFEES T, RETE 24X 0~ 16 T,

AT 97 3 access-class access-list-number (T A 2T %) FrEOREEREFRE T 782 U X MTfESh
{in | out} 7 RUAMOEEL LOREER A IR L 7,

AT7v7 4 end it EXEC £— RIZE Y £,

A7 v 7 5 show running-config TI7®A VANOHEREERRLET,

ATv7 6 copy running-config (FEE) av74F¥al—vary 77 A NMCRELRFELET,

startup-config

AR EIFED> 6 ACL ZHIBRT 5 IZ1%. no access-class access-list-number {in |out} 71 a7 4 ¥ =
L—vay avy RefLET,

A23— x4 A~D IPv4 ACL D:EF

ZZTIE, IPVAACL 2%y hU—2 A v H =T 2 ZA~HEAT HHIECOOTHALET, UTOHE
BFHIEELTIEI N,

ACLIZEGBLAY2A =T 24 ACOBBEHLTLES W, LAY 3 A X —T oA ZADY
A%, ACL B EEIIRED IR0 HF A LET,

o AVH =T 2 A ANOT 7 AT o5 A& ETESH ACL 2 TE £

e VLANIZRELTWALAX¥2 A —T7 xR ACL I L7cHE. V1Y 2 (K—FK) ACL
X VLAN A > & —7 = A AWM S NI AN TTmO LA % 3 ACL, £721X VLAN IZ#EH sz
VLAN = v 77X b LET, LAY 2R —NTCRETLIERE > M, HiZAR—HK ACL T
TUNEY T INET,

e LAXYIAUE—Tx2A A ACLBPHEHEIN, AL v F ETU—FT 4 VT WRA X—=T NI/ >T
WRWIGA L, SNMP, Telnet, Web N7 7 ¢ v 772 & CPU TUBEINDH /T >y NOBBT 4
NEZV U TENET, bAF¥2A4 20X —T A AZACLZHHTIHAE. V—FT 4 7% 4 %—
TNCTBHHEEIH Y EHA,
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W 1Pv4 ACL DEEE

b & A
AFvS 2

ATFvFT3

AFvT 4
ATFvT5
2Ty 76

GE)

o 7IA4_X—hF VLAN BREINTNDHE, 774 ~Y VLAN SVIIZDH/)L—%F ACL Z#H T
EFET, ACLEIVF7A4~VBLIOEI XY VLANDOL AT 3 b I 7 4 v 7 IZHEHAINET,

Ny MIXT 78R TN—TIZL o TR EINZSHA. 7 7 4/0 b Tid, v—%13 ICMP BIZFEAHE
A=V ERELET, T/ AT N—FIC Lo THESNEZINLDry NI A— KW = 7 T
TEINT, AL vFOCPUILTY v 7ENT, ICMP BIZAREA vE—TEEKRLET,

AV E =T 2 A A~DT 7B RAEHIHT HI101E., ¥4 EXEC £— R TRDOFIEZEIT L E9,

avwyv R

E]:3)

configure terminal sa—sVarZ 4 Xal—var T— et LET,

interface interface-id BRETDIHEDA LV H—T 2 ABEEL, AV H—T A A AT 4

ol —igry EB—FEBBLEST,

AVHE =Tz ANE, VI Y240 —T =24 A (F—bF ACL) =
7 A Y34 v ¥ —T7=4 A2 (=% ACL) #ETZET,

ip access-group {access-list-number |f§E LT A v X —T 2 A4 A~DT 7 A5EHIHEH L F7,

| name} {in | out}

out ¥F— U —RiFL A ¥ 24 %—7=xA4A (F—F ACL) TIIHR—
b EER A,

end

¥iHE EXEC E— FIZED £7°,

show running-config TIERAVANOREERRLET,

copy running-config startup-config | (f£&) =7 1 Fal—var Ty A VICREERIFLET,

BESINT 78R 7 Vv—7%HIk9 5121, no ip access-group {access-list-number | name} {in |
out} f > H—TxAfA A ar7 4 Xalb—rvaravwr REFEHRLET,

WIZ, R—RMZT7 278X VA2 ZEALT, R—MNIEETLH Ty b a7 o2V 73 50 %
FLET,

Switch (config) # interface gigabitethernetl/0/1
Switch (config-if)# ip access-group 2 in

ip access-group f VX —7 2 A A AT 4 FXal—val avr RELA VI E—T (R
(SVI. v A ¥ 3 EtherChannel, F7213/Vv—7 v K HA—}) [ZEHAT DI, ZOA 2 F—T =4 AT
IP7 RLVANREESINTWIRLERHGDET, LA V3T 78X 70— 1F, CPUDOL AT 3 Tutk
Ao TN—=T 4 VT EEFZEINDI Ty Va7 4V E Y 7 LET, 2O V—71%, VLAN
NTT Y w7 Ibd Ty MIEEE 52 EH A,

15 ACL OFE. N7y hOZEHIZAA v FIXACL ZEH L T7 > FEfR~E9, ACL 8%
Ty bE#FAT L AL v FIE ATy PO Ak LE T, ACL 3N vy bERESTLHLE. X
Ay FFI ATy bEREELET,

%15 ACL 06, "7y baxZE L, fillXdSRA 2 =T =f RNV—FT 1T Lichbl, AL vF
337y b& ACL LA LET, ACLICK T Ty FBFFR Eneda. N7y MIKEIhE
T ACLDINNT w bz T 5L, AA v T3y b2REELET,

T 7 AN NTIEH, Ty PREEINZGAE. FORRNATNA 2 —7 24 2D ACL £72135%(E
A B—=T x4 AD ACLODWTHThH->Th, WICANA L F—T =4 A5 ICMP RBERGEA v
—UBREREFEEINET, ICMP ZEREA v =@, AN E—T =421 DIZ2&, 058
TEIZ I o AEREINET, L. ZOFKEL ip icmp rate-limit unreachable 7 1 — 3L 2
T4 F¥alb—varavwr REFERALTETRTEET,
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IPva ACL oz N

REFZED ACLAEA VF—T A AZHMTHE, AL v FIXTACL A v F—T = A AZHH ENT
W2 EHIET L TR ATV, TRTORT y RRFAI SN TLEVWET, Xy hU—7 &% al
T4 DD, REHXRD ACL 2HERTLHHEGIFEREL TS,

IPACLDN—FOx7HEELVY T bz 7O0E

(E)

ACL ORI FIZN— R =7 TEITSNETH, v T 74 v 7 7Za—oFZik CPU IZEZX L TY
TR =T EITOMLERDDLI O HVET, "RV 2T TACLar 7 4 FX¥alb—Tarafi
FTAEERPOSIFENICRD L, A7y MIREDOTZDIZ CPUICEH ESRET, Y7 =Tz b
FT74 v OREL— NI, N—FU=THRE NI T 0 v 7 L0 KRIBIZELS 220 £,

AR ANR=DY Y —ZARENRERTNAN—RF 7 =712 ACL R ETE WS, BEL2ZT5
(Y7 by =T TEHEEIND) O, A4 vFIERBLEZY VLANHNO T 7 4 v 7 OBRTT,
Ty ROV T N2 TEENEET DL HEIND CPU A7 AEITIEL T, AA v F RAZ I 0O
NI =V APKRTTHZENHY E7,

N—% ACL OEAIE. ROGEIZ/Vry S CPUILIEREENDZ ENR’HY 4,

e log X—U—REMHEHT 5,

e ICMP ZEREEA vE—VHANKT D,

NG T 4w Ta—0uXr S EEEOMEEIT %A, MBI NN— Uo7 TSN ETR, =
XTNEY T N 2T THREBTIMERSD ET, N—RFRu=T &V 7 Ny T TEAT v MLEEE
NRRD7-0, uaX o THTHLITRTO7u— (Frve—LER7e—) O&FEIRIENIEFITK
EVEEIR, BRIy bO— B r X S TEER A,

N—4 ACL OFEEN— Ry = TIZHEHTER WS, VLANIZEFE LIV —T 0 V7353 v b
XY 7 =T Th—T 47 E&NETN, 7V v 73— Fy=7 TirbivEd, ACLIZLY
SOy RN CPU ~NEEEND E, AL v TORT 3 —< ABMME T T DAREMELRH D 77,

show ip access-lists £ EXEC =~ FZ AN L TH, RARINDH—E AT > MIn— FT =7 THil
HMENDTI78AONNry beRRrLERAL, AL v TFREBLXONV—T v F XFy MIETEN—F
7 =7 O ACL OREARM R FHE®REZ BGT 5551, show access-lists hardware counters F5#
EXEC a2~ F&HERALET,

ACLDO S TN a—TFTa2T

ZDOACL v 32—V ¥ DA v —YRFERSA, [chars] BT 7 E 2 U2 ML OBE,

ACLMGR-2-NOVMR: Cannot generate hardware representation of access list [chars]

AA v FIE, ACL #/—RU =7 CRET 20+ ) Y —=ABH Y T A, U Y=,
N=FT =27 AEY ETVL AN=ZARFENTVETH, CPU AEV FTEFENATVERA, ZON
I, B AEEZR LOU £ 3B EDN—Fu =7 J VY —=ZADRRICE > THEAELET, LOU (T TCP

k577 WA, £721%. TCP, UDP, SCTP R— hF S TD eq LS DT A K (ne, gt It, £7=
IX range) TWHEITARY FT,

R L LT, ROWTIrDOHGIEEZER L E T,
o ACLREZELHLTHMT LY Y —R&RLT,
o ACL AITHMENT- T4, ZOFRFITHATT 2 HBFICHEESHZ TACL A2 ETT D,
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IPv4 ACL DER3E

FEDON—RT =27 UV —2A%MHT 5121, show platform layerd acl map 54 EXEC =~ F%&
ERLET, Ay FIHEHAGERY Y —ZA0720 46, index 0 ~ index 15 (ZEMTE & il &
WET,

UY—=ANRRRLIRET ACL ZRET D TEDFEMIZ OV TIEL, Bug Toolkit @ CSCsq63926 =%
LTI ZEN,

7~ xlE. TOACLZRDEHIICA L Z—T oA ATHEHALET,

permit tcp source source-wildcard destination destination-wildcard range 5 60
permit tcp source source-wildcard destination destination-wildcard range 15 160
permit tcp source source-wildcard destination destination-wildcard range 115 1660
permit tcp source source-wildcard destination destination-wildcard

FLT, MOA v E—URERREINTHE.

ACLMGR-2-NOVMR: Cannot generate hardware representation of access list [chars]

77 7ICHET AHEFIIEATEETA, ZOMBIE. kO XD IZEEEL ET,

* ip access-list resequence 72—/ 3L 2T X alb—T gy avy REFALT4EFHD ACE
% 1 #&H O ACE ORIZBEIT 5,
permit tcp source source-wildcard destination destination-wildcard
permit tcp source source-wildcard destination destination-wildcard range 5 60

permit tcp source source-wildcard destination destination-wildcard range 15 160
permit tcp source source-wildcard destination destination-wildcard range 115 1660

F20X

e ACLA%., i ACLAITHMENTZ3 T LD QAT T2HHMTICEES B TETET D (2L x
IX. ACL79 % ACL [ ITZF+3),

INT, ACLO1HFHDACE 24 v ¥ —7 oA AZHWHTEET, AA vFIX ACE % Opselect
index ORI AR~ v B 7 By MZEID ST, KRIZ, TCAM TRICE y MIAEFHEMT L7027
ST LA TR Y TET,

N—% ACL OFREIZ, RO LBV TT,

o JEWE ACL BLOYEHR ACL (ANIB X)) OF R T 7 a v oEST 7 aven—Ru=7
THIEL, 77X arfe—nrotXa V7 0 2k LET,

* ip unreachables 3T 4 B —T VDG log ZHEE L2V E, X207 4 ACL DEFZAT— 1
AVNEe—=HKTEHTIR =B R 2T I Lo THEEINET, FHAT— AL Ne—HKT D7
o—|X, "~ R xzT7 TCAAL v F o TVENET,

o N—% ACL ® ACE IZlog ¥—U— RZEMT 2L, Ty boab—» CPUICKEEFESIL, = F
YT DBBITONET, ACERFAAT— AV MOEHEL, X7y MIN—RFU =27 TAA v
FUITBLUOAMN—T 4T ENET,

IPv4 ACL D&% EHl

Z ZTiE. IPv4 ACL OFEB L OEMAFI 2~ LEF, ACL O = 23 A W BIT 23SV TE,
[Cisco 10S Security Configuration Guidel Release 12.2. ¥ X" [Cisco 10S IP Configuration Guide]
Release 12.2 @ TIP Addressing and Services] D #FI|Zd % [Configuring IP Services] #ZM L T2
AN

35-3 10, MR Y MU — I PIBE SN AT 0 AREARLET, —T v K R— b 2 [Z8RRS
Nl — N A, TRTCOUEENT 7 BATEX AR EORBFRIEMINTHET, L—T v
K A—F1IZERINZ— B, BEROCOREIWT —Z B3RS TnEd, —/NA
TR TOZ—FRNT 7 ZATEETH, =BT 7 BATE2—FIHIBILTWET,
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IPva ACL oz N

N—4 ACL 2 L CERRDO LI IZTRET DI, KOWTNULOFEEZFHLET,
o JEMACL ZEKL, K—b 1 DOV —NZHEETH T 74 v 7T 4 NVZ VT LET,
o PEIE ACL ZERR L. =B R—FM1LICHEETANT T4 v 252740 NE2 ) T LET,

35-3 IW—3 ACLIZCED bS5 T4 vy DI
H—/NA H—/\B
IR 2% GoE= N A
y y
= | = |
L

> ot

H— b — k1
] |

AEARF ="\ = & RZEHM

172.20.128.0 ~ 31 I:l' I:l' 172.20.128.64 ~ 95

7 —

101354

WIZ, EEACL ZFEALTR— IO —NBIZERTEIN T 74227 002 7L, BRI
DEFTT R A 172.20.128.64 ~ 172.20.128.95 B EEEND N T 7 4 v 7 DR EFAT 56 %R~
LET, ZOACL X, ESNTEEELT FLRERSL—FT v R AR—KM1 o EESIND FT
T4y ZIEASNET,

Switch (config) # access-list 6 permit 172.20.128.64 0.0.0.31
Switch (config) # end
Switch# show access-lists
Standard IP access list 6
10 permit 172.20.128.64, wildcard bits 0.0.0.31
Switch (config) # interface gigabitethernetl/0/1
Switch (config-if)# ip access-group 6 out

WIZ, JERACL Z#FEALTYH— "B oA —MIEBEBETEIN T 7402274 NE )T L, EED
REEILT RV A (ZOHEIE—B) ORI OIHLET KA 172.20.128.64 ~ 172.20.128.95 i
EEEINDNT T4 OREFATLHHERLET, 2O ACLIE, V=T v K A—h1IZERETD
T 74w ZICHEAIN, FBEDSLET RLARZEBEEND N T 7 4 v 7 OREFHFALET, JHE

ACL AT 25A1%., B ETBIOSEEROFNIC, 7a han (IP) ZANTHHERHY 77,

Switch (config)# access-list 106 permit ip any 172.20.128.64 0.0.0.31
Switch (config) # end
Switch# show access-lists
Extended IP access list 106
10 permit ip any 172.20.128.64 0.0.0.31
Switch (config)# interface gigabitethernetl/0/1
Switch (config-if)# ip access-group 106 in
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W 1Pv4 ACL DEEE

&Sl ACL

3k ACL

WOFDF Y hT—2 36.0.0.0 1 X2 BDOF 7T "3V T Xy MEBETDHI7 T AA Ry NU—7
T9, 2FV, FT Ry b vAFX255.255.0.0 TT, *y hU—27 7 KL 36.0.0.0 D3 FHIBL
N4 FOOF 7T ME FFEDOFRANERELET, 778A VA2 Z2FEHLT, 7 x> b 48
OT FL A% 125 L, ALY 7 Fy hOMOT RLAFITRCTHESLET, 207 7EA J AL
DIFFEATIE, x>y T —7 36.0.0.0 DMOTXTOYV TRy N EOT FUARHFRIEND I EERL
£9, ACL IIAR— MIEET L7y MEHEnET,
Switch (config)# access-list 2 permit 36.48.0.3
Switch (config)# access-list 2 deny 36.48.0.0 0.0.255.255
Switch (config)# access-list 2 permit 36.0.0.0 0.255.255.255

(

(

Switch (config)# interface gigabitethernet2/0/1
Switch (config-if)# ip access-group 2 in

WOBOIEIEITIZ, 1023 £V b KEWSEHEKR— b~DFERE TCP Bl 2 #Frl LE T, 2 FHDOITIE, &K
Z b 128.88.1.2 @ SMTP K — s ~D 315 TCP #fiz#Fnl LE T, 3 FDDOITIE, =F— 74— Ky
I HDEEICMP A vy E—V & LET,

Switch (config)# access-list 102 permit tcp any 128.88.0.0 0.0.255.255 gt 1023

Switch (config) # access-list 102 permit tcp any host 128.88.1.2 eq 25

Switch (config)# access-list 102 permit icmp any any

Switch (config) # interface gigabitethernet2/0/1
Switch (config-if)# ip access-group 102 in

ZOFITIE, IEIE ACL 2HT200fE LT, A& —%y MIERINTRXy NT—I BB |
PRy U= EOEBEOFA NN, £ X —Fy FEDEFEDORARE TCP #Hi AWML TED L HIC
TOHHEEEEZEZLET, 2L, IPFRANMIE, HEAA— KA IDA—)L (SMTP) R— bk % bk
WT, Ry hU—27 EDOKRA F~D TCP BEFHIRELRNED E LET,

SMTP 1%, ##O— 8 TIE TCP A—hF 25, 9 —~F T T X LR — " EZEZHEALET, #HiL
TVWARIIE, MUR—=FESMEHSNET, A0 F—Fy "DBERFTBE A= 2y hOsE sk
A—FME25 T, BEXT7F Yy hOR— R FEBFETHEINTWEST, BE&2Fxry hT—27 VAT AT
WICHR— R 25 TORA—NEEMEAENTNWDZD, HEV—E R LEFKES— X2 MBNHIET X
*4, ACLIIZREA L Z—T =214 ADAS ACLBIOBEEA LV Z—T =24 ZADH T ACL & L THRE
SNDEVENH Y FT,

WROFITIE, Xy RT—271E7 RLA 128.88.00 D7/ TAB Xy hU—27 T, A—/LAKALDT K
L A% 128.88.1.2 TY, established ¥— U — NI, fEY. Sl r £ 75 TCP EHOF—TU—F
T, TCP 7—% 277 LT ACK £721Z RST vy FRRESI, T v FBRBEAFOERICE L TWVWD
TEWNHAT DL, —BEBRBRINET, AF YT A= 1OXHTEY b A= Ry b A F—
TxA AL, V=S EA U F =3y NIRRT 210 v =T = AT,

Switch (config)# access-list 102 permit tcp any 128.88.0.0 0.0.255.255 established

Switch (config)# access-list 102 permit tcp any host 128.88.1.2 eq 25
(
(

Switch (config)# interface gigabitethernetl/0/1
Switch (config-if)# ip access-group 102 in
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&AIffE ACL

IPva ACL oz N

WIZ, internet_filter &\ 5 £ RATOIERE ACL 1 X O marketing _group &\ 5 4 aliOYLIE ACL % 1EK T
LB %R UET, internet filter ACL X, BETLT RV A 1234 ML EEINDITRTONT T 4>
7 &R LET,

Switch (config)# ip access-list standard Internet_filter
Switch (config-ext-nacl)# permit 1.2.3.4
Switch (config-ext-nacl) # exit

marketing_group ACL X, 58567 KL A &585E T AV KA — FOME 171.69.0.0 0.0.255.255 ~DLE D
TCP Telnet M7 7 ¢t v 7 ZFFAl L, ZDfod TCP F 77 4 v 7 #EHFLET, ICMP F 771 v 27 %
AL, fEEOEEILNG, 5EEAR— 23 1024 £V /hE0 171.69.0.0 ~ 179.69.255.255 D3E5ET R
VANEREND UDP 77 4 v 7 Z24ER LET, TRLSOTXTOIP b7 7 4 v 7 2K LT,
fRETRT e s RERRISNET,

Switch (config)# ip access-list extended marketing group

Switch (config-ext-nacl)# permit tcp any 171.69.0.0 0.0.255.255 eq telnet
Switch (config-ext-nacl)# deny tcp any any

Switch (config-ext-nacl)# permit icmp any any

Switch (config-ext-nacl)# deny udp any 171.69.0.0 0.0.255.255 1t 1024
Switch (config-ext-nacl)# deny ip any any log

Switch (config-ext-nacl)# exit

internet_filter ACL 13515 N7 7 ¢ v 7T H S 4V, marketing group ACL 1ZL A ¥ 3 A— FDFHE(E b
T4y ZICHEAENET,

Switch (config)# interface gigabitethernet3/0/2

Switch (config-if)# no switchport

Switch(config-if)# ip address 2.0.5.1 255.255.255.0

Switch (config-if)# ip access-group Internet_filter out
( ) #

Switch (config-if ip access-group marketing group in

IP ACL [S5E R & h S Fsfl #5 6

This example denies HTTP traffic on IP on Monday through Friday between the hours of 8:00 a.m.and
6:00 p.m (18:00).UDP 77 ¢ v 7%, LHBLOHMEHROEF~T% 8 K (20 k) DOM7ZTFFAT
SNET, (20:00).

Switch (config)# time-range no-http

Switch (config)# periodic weekdays 8:00 to 18:00

|

Switch (config)# time-range udp-yes

Switch (config)# periodic weekend 12:00 to 20:00

|

Switch (config) # ip access-list extended strict

Switch (config-ext-nacl)# deny tcp any any eq www time-range no-http
Switch (config-ext-nacl)# permit udp any any time-range udp-yes
|

Switch (config-ext-nacl) # exit

Switch (config) # interface gigabitethernet2/0/1

Switch (config-if)# ip access-group strict in
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IPv4 ACL DER3E

AAVMMIEIPACLTIVNY

ACLDORXx> Y

WITRTHE SR E ACL OfITiX, Jones DV —27 A5 —3 9 T 7 A& L, Smith DV —2
AT —=va LT 7B AT LER A,

Switch(config)# access-list 1 remark Permit only Jones workstation through

Switch (config access-list 1 permit 171.69.2.88

( )
( ) #
Switch (config)# access-list 1 remark Do not allow Smith workstation through
Switch (config)# access-list 1 deny 171.69.3.13

IR TEEH ACL OflTi, Winter 3 L O Smith DV —27 25— 3 TD Web BN EEIEEN
7,

Switch(config)# access-list 100 remark Do not allow Winter to browse the web

Switch (config)# access-list 100 deny host 171.69.3.85 any eq www

Switch (config) # access-list 100 remark Do not allow Smith to browse the web
( ) #

Switch (config access-list 100 deny host 171.69.3.13 any eq www

W RT LM & ACL OB TIL, Jones DV 7y MIIIT 7 B AZFTFR LEH A,

Switch(config)# ip access-list standard prevention
Switch (config-std-nacl)# remark Do not allow Jones subnet through
Switch (config-std-nacl)# deny 171.69.0.0 0.0.255.255

IR T4 T & ACL OfTiE, Jones DY 7 % v FMIILFEIE Telnet DA 2 L EH A,

Switch (config)# ip access-list extended telnetting
Switch (config-ext-nacl)# remark Do not allow Jones subnet to telnet out
Switch (config-ext-nacl)# deny tcp 171.69.0.0 0.0.255.255 any eq telnet

N—% ACL T, 2O X IR R —FSNTWET, log¥F—V— RFEEETLE, =Y
E—HKT By MCBT A u slmmA v e—URar Yy — L FE SR E T, log-input ¥—7U— K
ERETLE, v 2 NVCANA v F—T oA ABBINESNET,

WKOFTIE, ARt EEET 722 U RN stanl 14 10.1.1.0 0.0.0.255 "HD T 7 ¢ v 7 AL,
ZOMDT XTOERELNOED T T 4y 7 EFAILET, log F—TV— FHEEINTWVET,

Switch (config)# ip access-list standard stanl
Switch (config-std-nacl)# deny 10.1.1.0 0.0.0.255 log
Switch (config-std-nacl)# permit any log
Switch (config-std-nacl)# exit
Switch (config) # interface gigabitethernetl/0/1
Switch(config-if)# ip access-group stanl in
Switch (config-if)# end
Switch# show logging
Syslog logging: enabled (0 messages dropped, 0 flushes, 0 overruns)
Console logging: level debugging, 37 messages logged
Monitor logging: level debugging, 0 messages logged
Buffer logging: level debugging, 37 messages logged
File logging: disabled
Trap logging: level debugging, 39 message lines logged

Log Buffer (4096 bytes):

00:00:48: NTP: authentication delay calculation problems

<output truncated>

00:09:34:%$SEC-6-IPACCESSLOGS:1ist stanl permitted 0.0.0.0 1 packet

00:09:59:%SEC-6-IPACCESSLOGS:1ist stanl denied 10.1.1.15 1 packet
00:10:11:%SEC-6-IPACCESSLOGS:1ist stanl permitted 0.0.0.0 1 packet

Catalyst 3750 R4 v F VI k7 av 24 F¥alL—av #H4
m. 0L-8550-07-J |



| £35% ACLICKZRY+I—Y X2 )T1OHRE

Zit= MAC 3 ACL oferx M

WIZ, BRI EIEET 782 UR B extl IZL > T AREOEEFEILI S 10.1.1.0 0.0.0.255 ~@D ICMP /¥
o NEZHFAL, T _CTO UDP X7y hE2ESTHHZ2 R L ET,

Switch (config)# ip access-list extended extl

Switch (config-ext-nacl)# permit icmp any 10.1.1.0 0.0.0.255 log
Switch (config-ext-nacl)# deny udp any any log

Switch (config-std-nacl) # exit

Switch (config) # interface gigabitethernetl/0/2
Switch(config-if)# ip access-group extl in

Wiz, JEE ACL oa Zoflz Rk LET,
01:24:23:%SEC-6-IPACCESSLOGDP:1ist extl permitted icmp 10.1.1.15 -> 10.1.1.61 (0/0), 1

packet
01:25:14:%SEC-6-IPACCESSLOGDP:1list extl permitted icmp 10.1.1.15 -> 10.1.1.61 (0/0), 7
packets
01:26:12:%SEC-6-IPACCESSLOGP:1list extl denied udp 0.0.0.0(0) -> 255.255.255.255(0), 1
packet

01:31:33:%SEC-6-IPACCESSLOGP:1ist extl denied udp 0.0.0.0(0) -> 255.255.255.255(0), 8
packets

IPACL ®F_RThOr¥2 7 = b VUL $SEC-6-IPACCESSLOG CTHABA L £9, = FY oERT., —&
L7ZACLR7 78R = MY OFEICIS U THETRRD £,
WIZ, log-input ¥—V — REHELTHEOHNA v =V ORZRLET,

00:04:21:%SEC-6-IPACCESSLOGDP:1list inputlog permitted icmp 10.1.1.10 (Vlanl
0001.42ef.a400) -> 10.1.1.61 (0/0), 1 packet

log X —U— FZ4EELLSLE, RO ATy MCET 07 XAy —=VIZBANA F—T =4 R1E
WABMENEHR A,

00:05:47:%SEC-6-IPACCESSLOGDP:1ist inputlog permitted icmp 10.1.1.10 -> 10.1.1.61 (0/0), 1
packet

A+ E MAC #iisk ACL D1ER

GE)

VLAN $7213b A ¥ 2 A F =T A ATHIPVE FT 74w 274 NE Y 7T 5IT1E, MACT
FL 2B LOARIMTE MAC #E9 ACL 2 LE§, FIHICOWTIE, oA RIS & 55k ACL 28
ETLHE LRRTT,

LAY 3 A2 =7 =1 R0, AHifTE MAC $K5R ACL 2@ T& ¥ A,

mac access-list extended =~ R THHR—FINTWBIEIP 71 b VOFEMIZHOWTIZ, 2DV
J—20avwr R Y77 L REBRLTLIEEN,

(G£) appletalk (Z=~ 2 RT3 A4 VDO~V FIZRRINVET A, deny B LTV permit MAC 77X U A | =
V74X al—varyE®—Kavr FO—EEbEE LTHR—-FERTHEEA,
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W Z#74f= MAC 3k ACL DR

AT & MAC #E5E ACL ZAERd 51213, #5#E EXEC £— N TROFIHAZFITLET,

avvk B
ATv 7 1 configure terminal sa—)ar74Xal—vay E— FERBLET,
AT 97 2 mac access-list extended name LEiEER L CHEMACT 72 VR N ERLET,
RTv 7 3 {deny | permit} {any | host source MAC WHEMACT 7 A VAN a7 4Xa2l—vary E—RT

address | source MAC address mask} {any |
host destination MAC address | destination
MAC address mask} [type mask | Isap Isap
mask | aarp | amber | dec-spanning |
decnet-iv | diagnostic | dsm | etype-6000 |
etype-8042 | lat | lave-sca | mop-console |
mop-dump | msdos | mumps | netbios |
vines-echo |vines-ip | xns-idp | 0-65535] [cos
cos]

X, 9XT® (any) E#EFETLTMACT RL A, v AT & Dk
fE7E MAC 7 RL A, ¥ 3BEDKRZ b (host) 51570
MAC 7 RL A, BLOTTO (any) %85 MAC 7 RL &,
v A7 & 5% MAC 7 R LA, 7138ED5E%E MAC 7 R
L A2, permit 721X deny ZH5E L £7,

(EE) RoATvarvw ANTHZELTEET,

e type mask: Ethernet I[1 £721% SNAP TH 7L I 7
7w b OAEE D Ethertype #7510 #%, 16 5, 721
8 WM THRKFLTE £ 7, Ethertype (Zi#MA SN 25 don 't care
vy hOLEEO~ A7 BN T, —BREMTbhE
R

e lsap Isap mask : IEEE 802.2 THh ek I/ v b
D LSAP F5, 10 8, 16 #f. 721 8 TR T
EFET, dontcare €y NOEREDS AT BAIMENET,

e aarp | amber | dec-spanning | decnet-iv | diagnostic | dsm
| etype-6000 | etype-8042 | lat | lave-sca | mop-console |
mop-dump | msdos | mumps | netbios | vines-echo
|vines-ip | xns-idp - ¢ IP 7'& |k =L

o coscos-TITAFTI T 4 ZRETDHEOIHEHEND, 0
~ 7 ® 1EEE 802.1Q CoS &%

2Fv7 4 end

4 EXEC £— NIZREY £4°,

AT v 7 5 show access-lists [number | name]

TI7EA VA NOEREERRLET,

ATw 7 6 copy running-config startup-config

UEE) av 74 X2l —ay 77 A NMCHREZHRITFELET,

ACL & ZHIBR4 535415, no mac access-list extended name 70— 8L 207 4 X2l — g v
o< REFEHALET, L& MAC #5938 ACL 7°5 ACE ZEBNICHIRT 52 &b T 7,

&I, EtherType DECnet Phase IV N7 7 4 v 7 2 %KL, thOTRXTCOXATDNT T 4 v I %
AT 5, macl EWVIAFIOT 7 A VA NEERLTERTBHE2RLET,
Switch(config)# mac access-list extended macl

(
Switch (config-ext-macl) # deny any any decnet-iv
Switch (config-ext-macl) # permit any any
(

Switch (config-ext-macl) # end

Switch # show access-lists

Extended MAC access list macl
10 deny any any decnet-iv
20 permit any any
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Zit= MAC 3 ACL oferx M

LAY 24253 —T x4 X~D MAC ACL DEHR

MAC ACL 1B L, ZNELVA T2 A F—T oA AZWATDHE., DA L F—T =1 AERE
TEHIHEIP N7 42527427 TEET, MACACL #HEHT 285813, ROTEEFHELE
BLTLZEE,

e VLANIZELTWAHALAY2A 4 —T7 x4 AZACLZ#EHLEZSA,. V1Y 2 (F— 1) ACL
IX VLAN A > ¥ —7 = A ZZEHA SN AT F DO LA ¥ 3 ACL, F£721% VLAN ([ZiH iz
VLAN v v 7 XD b BELET, LAY 2R — FTRETIERF 7> M, #iZHA— K~ ACL T
TUNEY) U TENET,

e FLLAY2A v F—T oA AZHATELDX. IPT727EAVRAM]IDEMACTZ7E®RY X
M1 OEFTT, IPT78AXAIVANIIP Ny bOHBET 4 NEZY T L, MACT Z7EA U2
MIFEIP Xy baT7 4020 7 LET,

e 1ODLAF¥2ALF—T A AZHEHTEALMACT KLA VA ML 2EIFTY, 9T
MAC ACL BHBHREENTWVWAHALA Y2 AL F—T A AZMAC T 78X VA MNE2HEHATH L.
AMCERE L7 ACL AH LW ACL ICEE# 2 b ET,

LAY 2A L E—T oA A~DT 7 AEHIET572DIZMAC 7782 VA MEEAT 0%, %
i EXEC E— FCROFIEEFEITLET,

avvk B
RXT7v 7 1 configure terminal sa—n)ar7 4 ¥al—vary w—FEBHBLET,
AFwF 2 interface interface-id BEDA LV HE—T oA ABREL, AV F—T AR AT 4
Fal—TalryET—FEHBLES, A ¥ —7 =4 A THH
LAY 248 —Tx2AA (GR—F ACL) TRIFNITRY £
oo
AT7w 7 3 mac access-group {name} {in} MACT7Z7t%A URALEMALT, iESNA v F—T A

ANDT 72 ALK L ET,
A—FACL X, HEHFMOHYRN—FLET,

AFv7 4 end

HebE EXEC E— RIZED £,

R 7w 7 5 show mac access-group [interface TDA L Z =T A RELIFTTRTDOLA VY2 A F—T A
interface-id] AHEAENTND MAC 77 2R YA MERRFLET,
AT w7 6 copy running-config startup-config (EE) 2o 74FXal—Yay 774 NVICEREXRIFLET,

GE)

BELET 7R ZN—7%HIRT %I21%. no mac access-group {name} { VX —7 A A a7 4
Xal—varavwr ReALET,

WIZ, R—=hMZT27%8A VA macl ZWHAL T, F— MIERBTI Ny v2T7 4 0Z Y 7556
ZrLET,

Switch (config) # interface gigabitethernetl/0/2
Router (config-if)# mac access-group macl in

mac access-group { > ¥ —7 xR a7 4 Fal—raravry NE LA Y2404 —T =
A ACHEASNEZBEOREHERY £9, 2D~ K% EtherChannel R — b F ¥ F/UIFIEH T
TEEA,
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W VLAN =y F0EE

Ny FOZAERIZ, AA v TFIFERE ACL E Xy bEBELET, ACL BTy hEFAT5H L.
ALy TFE Ny OB EMEGE L E T, ACL 337y hEHESRTBHE, AL v T > b &
LET, REEDACL A X —T oA RAZWHTH L, A4 v FITACL A V¥ —7 = A AT
HAENTORN S LT EZITV, 3 _XTORyy FRFAESNTLENET, Xv hT—2 &
X2 UT DD, REHFED ACL 2HHTL2HEITERE LT EI,

VLAN < v TDERTE

2FyvFT 1

ATvT 2

ATFyvFT 3

GE)

ATv7 4

ZZ T, VLAN = v 7R ET HHECOWTHHA LEST, ZOHEEX, VLANNTTZ 42U
7 EHIET AME— DT ETT, VLAN ~ v FIZEHFHOEENRH Y 8 A, VLAN v v 7&FH LT,
BEOHBMD T T 4 v 7T g NE ) 7T HI0E, BEDOEETEITSET FRLUARE TSR
ACL BT 204N H Y 9, VLAN ~ v TRNICEZL > b X4 7 (IP £7213 MAC) (X735
match 2~ RBHIGE, T 74/ T, v~ v 7ARAOEO= MUIZE—F LWy MIBESE
INFET, ZU Ty b XA TTHT D match 2~ RBRZRWEA, T 74/ b Tl 237 v FAER
wrEInEd,

ZIZTHEMT D 2~ FOMIE LOHAGEOFHMI SN TIE, 20U U —RZHsd 52~ R
V77 V2B LTSN,

VLAN = v 7&EA LT, 1 2F£7-138% D VLAN CEHT 2121, ROAT v T HFETLET,

VLAN (23 4 245 %E [Pv4 ACL £ 72133598 IP ACL. F 72134 mifh & MAC $53E ACL Z1ERk L £9,
MDEAERS JOWETE IPv4d ACL O1ERE) (P.35-8) B LT ITVLAN ~ v 7O 1Ek] (P.35-34) &R L TL
7230,

VLAN ACL v v 7 = U Z{ERLT S ICIE, vlan access-map 72— 3L 27 4 Fab—3 g v
avry FeAJLET,

TI7RA <y ar7 4 ¥alb—v gy £— RKTiL, action & LT, forward (7 x/L }) F72i%
drop Z A N5 bTEEd, £/, match =2~ FE AN LT, MO MAC 7 R L ADHMB
WMENTZIP Ny FERIIIEIP X7y hERELZD ., 1 DEITHE SO ACL (EHEE 7 3L &
Ry hERELEVTHZELTEET,

Ry s ZA47 (IP £721% MAC) ([Z%9 5 match =2~ K2 VLAN ~ v 1T~y T/ =
UMBEINTHEES, XA TR =BT AHTRTONr vy FAEEINET, VLAN ¥ v 72 match =

<~ R, BESNTT 7y a U BNEEISNERE, TXTOIPBLIWN LAV 237y M FERE
ENFEJ,

VLAN < v 7% 1 % 721384 VLAN ([Z#EH T 520X, vlan filter 72— 3L 2307 4 Fa L—
varvavwr REHEHALET,

ZIZTIE, ROBREFBHRIZOWVTHI LE T,

o [VLAN ~ v 7 OREROEZEFHE] (P.35-33)

e [VLAN = v 7O{ER (P.35-34)

e [VLAN ~® VLAN ~ > 7 ®Oiif] (P.35-37)

e [Xv NU—27TO VLAN ~ v 7O HE] (P.35-37)
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VLAN vv 7oz N

VLAN 7 v JORERDIEEIER

VLAN = v 7% RET 5 & 2T, ROTFEFHILES> TLEE W,

AVHE—T 2 A ATKTI T 4 v 7 BHERTHLIICEHESNT ACL 872<, VLAN ¥ v 7 BRE
ENTORUVEE., T _XTO N 74 v I BFRENET,

% VLAN = v 7id—#Ho T M) THER S ET, VLANy 7o N DOJEFITEE T,

AA v FIZERE LNy MiE, VLAN ~ v 7ORIIO= VIR LTT A MEhET, —
L7=5A1E. VLAN ~ v 7OZ O SR ESNTET 7 v a v RnEITEnNET, ~HLAaho7z
BE. X7y MIvy 7HRHOTRO= FUIZHLTT A NERET,

MRy N ZA T (IP £721X MAC) (2% 9° % match =2~ > F28 VLAN = > I 1 D F 72138
BHHHEETH, X7y PARFNODO match 2~ RIC—H LARWESE, T 74/ N TIE R ry

FRBEEINET, Yy b XA 7T 2 match 2~ K23 VLAN ~ v 7HIZ 2 WEGE,
T 74V TNy PRERESINET,

255D ACL WEREINTVAEAIT. VAT AORECEBN AN E 2 RN 3,

VLAN = v 7oux o 73R — SN TWHEREA,

V4?24V5~7:42Kﬁ%éﬂtm7&kx)XFEKMACT&?X)XFﬁX%/%
[Zd-> T, A= F23ET %5 VLAN IZ VLAN ~ v 72+ 2546, A— b ACL 28 VLAN < v 7
CEELET,

N—R=TIZVLAN v~ v 7OREZEH TR 0WEARIE. £ VLAN NOTRXTORry &
27 TV oD I BIONN—TFT 4 7T HMERLY 3,

TIA~VBEOCEL ¥ Y VLAN TVLAN v v 7Z2RETEET, 2L, 7IFA4X— |
VLAN 794~V BL kI &Y VLAN ICA U VLAN v v 7Z2BETH 2 L 2 HE L £,

TL—LINT T A=k VLAN NTEIEIND LAY 2 DA, AL VLAN < v 723 Al & H
SMlomHFIZEAINET, 7L—208 774 ~X—k VLAN ONMIN» SR — MIv—T 1 >
TENDEE., T4 X—F VLAN ~ v 7R ASINCER S E T,

— FANFR—=FDBRAR—F~DT v T AR —ATEEIND T L—2DE, ¥ X
U VLAN ICHRESNTWS VLAN =~ vy FREH S £,

— REFR— 1ﬁ%fx&f DX AN —LATEEINDI T L—2DHA, 774~
U VLAN IZCRESNTWS VLAN = v 7R EHA SN £,

77 A _X— K VLAN OD¥EDIP b T 7 4 v 7 %7 4 NVHE ) 73521 VLAN ~ v 72754

~VBIO®EAFY VLAN Ol FIC@HA LET, 774 =k VLAN OFFHIIC OV T, &

17% 94 ~_X—F VLAN OF T 2R LT EEW,

BEFNZHONTIE, [y FU—27ToO VLAN <~ v 7OERE] (P35-37) 25 LT X,

N—% ACL BL O VLAN ~ v 752 flAEHL® THEHAT 2 HIEICOWTiE, [VLAN v v 7 & r—%
ACL O ERFOEREFEI] (P.35-40) 2L T &,
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B 3BE ACLICKRRYFT—Y FaUT1DRE |

W VLAN =y F0EE

VLAN < v T DR

% VLAN ~ v ZIRIEF ISR b —#ox=y MY TS ET, VLAN v v 7 =2 b U ZERk,
BN, E 7MY B IS I, #9H EXEC £— K TROFIREFT LET,

avy kR

E[:5)

ATw 7 1 configure terminal Ja—r L ar 7 4 X¥al—vay T— REMEELET,

AT w7 2 vlan access-map name [number] VLAN = v 7% {Ef L. LR8BI OES ((EE) 2BELET., &5

., ~ v 7RO N DIEFEETHT T,

R CA4HTIO VLAN <~ v 7% BT 25 &, 10 T 284 2 &K 50 IEICE|
DY TOHENET, v~ v 7ELFEEITHIRT S & x1T. B~y 7
YNV OFSEANTEET,

Toavwy REANTAE, 7/7ERA vy ar74F¥al—ay
E— FIZEDY FT,

A7v7 3 action {drop | forward} (B ~v 7 = b T a7 27 ava@#ELET. 741 b

1Z#51% (forward) T,

AT7v7 4 match {ip | mac} address {name | |1 SFIFEHOEMEE - FIEET 7 A U2 MIHLTAY v M &R

number}

[name | number] ALET (IP £ EMAC 7 FLRZMMA), <7 v FORAIEL, &I
TAH57a bhan AL T7OT 7R U AN ﬂb(@ﬁﬁbﬂi‘f P
Ny MR, BEYEFE IR IP 77 B RA U X ML CTRESNET,
FEIP Ry NI, 4RiftE MACHEIET 78 A U R MIXLTORME
EE3NnNET,

AFv7 5 end

ya—n_) ar7 4 X¥al—ay T—RNIEY ET,

AF7v 7 6 show running-config TIHAVAMOREEFRLET,

AT w7 7 copyrunning-config startup-config |({£&) 2> 7 4 Xal—L a3y 77 A NMCHREFRTELET,

~ v FEHIRT 512X, no vlan access-map name 7 2 —/N)L AT 4 Fal—Tal avw KEfl
HALET, v~ v 7RO —Fr 2 = b % 1 DHIBRT 5121, no vlan access-map name number 7
og— )L a7 4 Xal—gryavy REFERALET,

FTI7FN DT I arThHEEEEITIICIE, noaction 778 A vy a7 4 Falb—v g
avw REHEALET,
VLAN ~ v 7" TiZ, %ﬁé@ permit £72iX deny ¥ —V — F&EH L ¥ A, VLAN vy 72 L T

Ny NEERETHIZE, X7y FERET S ACL #{ER LT, 727 v a U EREEICHERELET,
ACL N ® permit | *ﬁlﬂ‘é&b\5 (R Td, ACL WO deny (X, —FH LW EWH EKTY,
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VLAN vv 7oz N

ACL XU VLAN < v ZO 4l

#11

#l 2

Wiz, BEDOHMD=HD ACL 8L VLAN ~ v 7 Z21Ek T 562~ L E£7,

ZITHE, Ty FEEGT S ACL BE O VLAN v v 7 2B T 26812~ LET, &HIO~y 7T
%, ipl ACL (TCP /"7 > ) IZ—BT 2T _XTORTy MREFRINET, &I, T3TO TCP
Ry bVEFRL, 2Ny 2T RTHESRT S iplACL Z{E LE T, VLAN ~ v 72
IP /%y MZxd 5 match 2~ RBEFEET L7020, T 740 MDOT 723 Tid, ED match 2~
UREL—HELARWIP Ny RBRTRTEFEINET,

Switch (config)# ip access-list extended ipl
Switch (config-ext-nacl)# permit tcp any any
Switch (config-ext-nacl) # exit

Switch (config)# vlan access-map map_1 10

Switch (config-access-map) # match ip address ipl
Switch (config-access-map) # action drop

WIZ, Ty FEFAT D VLAN v v 72l 264~ LE 9, ACL ip2 iZ UDP "7 v M &FFA]
L. ip2 ACL & —HETHT_XTONRTy bRREINET, 2O~y 7 TIE, THEFTDOED ACL &
H—FH LW TRTDIP /37 v b (TCP TH UDP THRW ST v ) DREFEINET,

Switch (config)# ip access-list extended ip2
Switch (config-ext-nacl)# permit udp any any
Switch (config-ext-nacl) # exit

Switch (config)# vlan access-map map_1l 20

Switch (config-access-map) # match ip address ip2
Switch (config-access-map) # action forward

WDFEIDO VLAN = > 7 TiE, T 740 ETIP X7y EBEFE I, MAC N7y FBREESET,
D ACL 101 BLOLFITEIEET 722 U 2 I igmp-match 3 X O tep-match 2 Z o~ v 7L
MAGHLETHEHATL L, ROL TR T,

e TXTOUDP N7y FPREREINET,

o TRTOIGMP X7 v MPRFERINET,

e FTRTDTCP 7y FRHEINET,

o ZTOMDOTXTOIP /N7y FBRBEFRINET,
o TRTOIEIP N7y hRHEEINET,

Switch (config)# access-list 101 permit tcp any any
Switch (config)# ip access-list extended igmp-match
Switch (config-ext-nacl) # permit igmp any any

Switch (config)# ip access-list extended tcp-match
Switch (config-ext-nacl)# permit tcp any any

Switch (config-ext-nacl)# exit

Switch (config)# wvlan access-map drop-ip-default 10
Switch (config-access-map) # match ip address 101
Switch (config-access-map)# action forward

Switch (config-access-map) # exit

Switch (config)# vlan access-map drop-ip-default 20
Switch (config-access-map)# match ip address igmp-match
Switch (config-access-map)# action drop

Switch (config-access-map) # exit

Switch (config)# vlan access-map drop-ip-default 30
Switch (config-access-map)# match ip address tcp-match
Switch (config-access-map) # action forward
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W VLAN =y F0EE

73

7l 4

WKOBD VLAN < 7 TiL, T 74/ 8 TMAC X7y SBEEI, IP X7y MR EEEINET,
MAC 5387 72 2 U A b good-hosts 35 L O good-protocols % Z D~ v 7 LA EDETHERAT S
L ROESICRYET,

e A b 0000.0c00.0111 3 X T 0000.0c00.0211 725D MAC 7347 v DR E I UE T,
e decnet-iv £721% vines-ip 7’1 F AL EEHT D MAC N7 v MR RESILET,

o ZOMDOTRTOIEIP N7y MBRERERINET,

o TARTOIP ATy MPEHESNET,

Switch (config)# mac access-list extended good-hosts
Switch (config-ext-macl) # permit host 000.0c00.0111 any
Switch (config-ext-macl) # permit host 000.0c0211 any
Switch (config-ext-nacl) # exit

Switch (config) # mac access-list extended good-protocols
Switch (config-ext-macl)# permit any any decnet-ip
Switch (config-ext-macl) # permit any any vines-ip

Switch (config-ext-nacl)# exit

Switch(config)# wvlan access-map drop-mac-default 10
Switch (config-access-map) # match mac address good-hosts
Switch (config-access-map)# action forward

Switch (config-access-map) # exit

Switch (config)# vlan access-map drop-mac-default 20
Switch (config-access-map) # match mac address good-protocols
Switch (config-access-map)# action forward

WOFID VLAN v > 7 TliX, 774N R TTRTONRT > b (IP BLOIEIP) BEFESNET, 62
BLOI 3 D7 7R U R tep-match 35 KO good-hosts 2 Z D~ > 7 LA GOETHEMAT S L.
WD E DT EF,

o TRTOTCP N7y hRfEEINET,

e A K 0000.0c00.0111 3 LT 0000.0c00.0211 725D MAC 7 v MRk S E T,
o ZTOMOTRTOIP N7y hBREFESNET,

o ZOMDOTRTHOMAC X7y FBREEINET,

Switch (config)# vlan access-map drop-all-default 10
Switch (config-access-map) # match ip address tcp-match
Switch (config-access-map)# action forward

Switch (config-access-map) # exit

Switch (config)# vlan access-map drop-all-default 20
Switch (config-access-map) # match mac address good-hosts
Switch (config-access-map) # action forward
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VLAN vv 7oz N

VLAN ~® VLAN < v 7 D&M

1 20 VLAN ~ v 7% 1 DFE 7213850 VLAN ([Z@#E 3 51203, F# EXEC ©— R CTROFEE 5
Li‘a—o

avruk Bi
ATv 7 1 configure terminal Su—s L ar T 4 Xal— gy B— REBEBLET,
AT w7 2 vlan filter mapname vlan-list list VLAN ~ v 7% 1 o7 13#%» VLAN ID 2@ Lx 4,

list (213 H —o VLANID (22), e L72#GP (10 ~ 22), £72iF
VLANID ®Z hU 7 (12, 22, 30) 8 ETEE T, Hovond
T Y DRHRICAN =R ZHATH L HTEET,

A7 v 7 3 show running-config TIEA VR NORELF TR LET,
AT v 7 4 copy running-config startup-config |((£%) 2> 7 Fal—T a3y 77 A NICERELETELET,

VLAN = v 7 % H|kx3 521X, no vlan filter mapname vlan-list list 72— 3L 23> 7 4 Fa b — 3
voawy REH Liﬁ“

WIZ, VLAN ¥ v 7 1 % VLAN 20 ~ 22 \[Z@EMH T 2047~ L £7,

Switch(config)# wvlan filter map 1 vlan-list 20-22

2y FJ—9TOVLAN v TDERE

I T, k78 VLAN v v T OEREICOWTEE I L E T,
o [UAYY LT s u—F v FoEE] (P.35-37)
o [HID VLAN IZH DI —_"~D7 7 ZDIER] (P.35-38)

DAL4x) g sa—Ey FOERE

TJAXY V7 7a—Fy MERIZBIT DAL v TFTIE, V=T 4 VT BA F— 7“/I/T~‘f£b\ﬁfﬁéﬁ7b§2§>
DE94, 72770, Zo#HKTH, VLAN v v 7B X0 QoS W ACL IV R—F&hTunxd,

35-4 TIE.AA N XBIXOEA R YIIERZRSD VLANHWIZHY AV T Ju—Fy b A v
FABLIOAAL v F CITEREN TR LEEELTWVWET, FAMXDOLRARNY ~DRNT T 4 w7
. =T A VTR T =T NMIEEINTZL A T3 AL v TFTHDLAAL v F BIZL > THREMIZ
N—=T 4 T ENET, FAFXNERARNY ~D T 74921, bTFT7 497D MY KAV
FNTCHABAALVYFATTIER aryhe— L TXxET,
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W VLAN =y F0EE

35-4 JA4x Yo va—Ey FOBE
— BN
A4 YFB

14‘y7‘~A57 577\4%0

VIANT YT XD Y AD
HTTP 245945, ——

HTTPIZZV b R ¥ T —>

EEshd, E‘ E

_’ _’

KRR X AR RY
,,,,,,,, VAN 101132 10.1.1.34
— — —VLAN?2

101355

—> N7y b

HTTP FS5 7 4 v 75 FR AR XIMBERANY ~AA v F L 7 LARWEASIZ, A RX (IP7 FLx
10.1.1.32) 26 AR ZA R Y (IP 7 FLZ2 10.1.1.34) I[Z[f17 9T _XTO HTTP "5 7 4 v 7 WAL vF A
THRIEIN, AMvTF BTV v 7E&NR0nEH, AL vF ADVLAN vy FERETEE

R
BN, HTTP R— b ETTRXTOTCP F 77 4 v 7 %A (—8) $21P 72782 URANhitp %
EFRLET,

Switch (config)# ip access-list extended http
Switch (config-ext-nacl)# permit tcp host 10.1.1.32 host 10.1.1.34 eq www
Switch (config-ext-nacl) # exit

WIZ, http T7EA VA NE—HTD T 70 v IV BPEFEIN, TOMOTRCOIP bT 7 4 v IR
HEINb5L212, VLAN T 78R <7 map2 Z1ERLLET,

Switch(config)# wvlan access-map map2 10

Switch (config-access-map) # match ip address http
Switch (config-access-map) # action drop

Switch (config-access-map) # exit

Switch (config)# ip access-list extended match_all
Switch (config-ext-nacl)# permit ip any any

Switch (config-ext-nacl) # exit

Switch (config)# wvlan access-map map2 20

Switch (config-access-map) # match ip address match_all
Switch (config-access-map) # action forward

WIZ, VLAN 77t A ~v 7 map2 % VLAN 1l L ET,

Switch (config)# wlan filter map2 vlan 1

A®D VLAN [2HEH—/\~DT7 IV 2 ADIER

B VLAN IZH DT —R_~DT7 7 A%&HIBRTEEd, =& xiE. VLAN 10 NOH—,310.1.1.100
TlE, WDKRARA DT 7 BRAZERTLHLERS Y 9 (¥ 35-5%45M]),

e VLAN20 NOH¥ 7 x> k 10.1.2.08 IZHDHFA DT 72 RAEEILLET,
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2AFvF 1

ATFvFT 3

L—% ACL £ VLAN ¥ v Fe#aabechEAT 5% B

e VLANIONDOAHARZA K 10.1.1.4 BELWU10.1.1.8 DT 7 A &ZEIELET,

K 35-5

=1
10.1.1.100 I
|

H#—s3— (VLAN 10)

#Z k (VLAN 10) —> N7y b

o VLAN LOH—/I~DT7 VI L RER

VLAN ¥ v 7

,,,,,,,,,,, TRy b

\
\ 10.1.2.0/8
| 1)

RA + (VLAN 20)

LAY 3RAYF

101356

Wiz, 7% > F 10.1.2.0/8 NDOFE A, RZ K 10.1.1.4, BEOFEZXF 10.1.1.8 D7 7 & XA &2 4ESR

L, ZOMDIP FF 7 4 v 7 %A% VLAN =~ 7 SERVER1 ACL %#/Em L T, B> VLAN
DY —=R"~DT 7R EHEET 20 %R LET, mEDAT » 7 Tld, ¥ v 7 SERVERI % VLAN 10
WA L ET,

ELWATry heE—HTHIPACLZEELET,

Switch (config)# ip access-list extended SERVER1_ACL

Switch (config-ext-nacl))# permit ip 10.1.2.0 0.0.0.255 host 10.1.1.100
Switch (config-ext-nacl))# permit ip host 10.1.1.4 host 10.1.1.100
Switch (config-ext-nacl))# permit ip host 10.1.1.8 host 10.1.1.100
Switch (config-ext-nacl) # exit

SERVERI_ACL & —#F 2P /%7y FEFEF LT, 20O ACL & —HLARWIP 7 v hFEEET D
ACL ZfiHHLC, VLAN v~ v 7% E& L E£7,

Switch (config) # vlan access-map SERVER1_MAP
Switch (config-access-map) # match ip address SERVER1_ACL

Switch
Switch

config-access-map) # action drop
config)# vlan access-map SERVER1_MAP 20

Switch (config-access-map) # action forward
Switch (config-access-map) # exit

(
(
(
(
(
(

VLAN 10 {2 VLAN v > 7% H L £7,

Switch (config)# vlan filter SERVER1 MAP vlan-list 10.

JL—% ACL % VLAN v v JLllAEHETHERAT A&

TV oDV T ENE N T T4 I BIONV—=T 4 T ENE N T T4 7 OWFIZH LTT 78R

v ho— %

P

172121

Z. VLAN ~ v 72 EM AT 50, £72i131—% ACL & VLAN ~ v 7 %4l

HEDLETCHALET, AAEHAH S DONL—T v FVLAN £ X —7 = ATL—H ACL % EFH
L7z, ZVw P T ENENT T 4w 70T 78 2&2HET5 VLAN v v A2 E#RTXET,

| OL-8550-07-J

Catalyst 3750 R/ wF Y7 kw7 av2«14¥al—arv i1 F



B 3BE ACLICKRRYFT—Y FaUT1DRE |

W )L—2 ACL # VLAN vy LA hETHERAT A

/\/7/]\713 28 ACL N VLAN v~ > 7D deny A7 — h A b &—HLTIEHE, V—F ACL OFRIE
WCBRZR <, Ny b Te— i3S ENET,

() n—% ACL % VLAN v v 7 LiflAabE ML, +—% ACL TORF U V2L T 537 v b
P VLAN v v 7 TG SN HE. ooy Mindr 7 SnEti,

YNy b XA (IP £7213 MAC) 2% 5 match =~ R VLAN ~ v 7 IZHDHHAETH, 7
Ty RIMEDEA T LRWES, T 740 b TIEAAT Y FRFEESNET, VLAN v v 7HIC
match A7 — b AV IR, 773 a yBEEISNTHWRWES, EOVLAN vy = b b
—H LW Ty MIEESNET,

ZZ T, V—#% ACL % VLAN ~ v 7 LA B CTHEAT 2 HIEIC O W THAL £,
e [VLAN =~ v 7 & L—#% ACL OFEROIESIE] (P.35-40)
o IVLAN IZEHEN%/L—% ACL & VLAN ~ > 704l (P.35-41)

VLAN ¥ v 7&)IL—% ACL OB ERDIESEIE

ZZICEE SN EESFHEIZ, L—4% ACL BLFVLAN = v 7% U VLAN ETHHAT22HLERN D
HREWCHAEINET, —% ACLBLIOVLAN ~v 7% 875275 VLAN IZEI D Y THREICIT, 2
NOOWEFHEITIEMN SHEE A,

AA v F =Ry =T7iF, T (ABLCHA) ZLicexaUT « ACL?X: 1 ERZELET, L
WoT, —4% ACL BLT VLAN v v 7% R U VLAN IZERET 2% i\ IO ERET D BENR
Y ET, =% ACL & VLAN v v 76+ 5 & ACE BB RIZRLDBE1(H Y £,

N—2 ACL 8L W' VLAN v~ v 7Z[F U VLAN ICRET D2 LE R H L5 1E, /+—% ACL & VLAN
Y TOMGORECEHL, 2 THMATOEEFHRIIE > T ES W,

* VLAN A ¥ ¥ =7 = A ZAOFE (ANBLOH) T2, ETE S VLAN v v 7B LU —
% ACL X1 2DH T,

o ARV, TRTOTL NIDOT 7 v a YRE—T, KROT 74N b T2 arDHPEE
DIAT LD X T ACL Zitid LET, ROWThrDORAEEMH LT, ACL Zitik L £7,
permit...
permit...
permit...
deny ip any any

Elne

deny...
deny...
deny...
permit ip any any

o ACLNTHENOT 7 v ay (FF., ) 2ERTIHHRIT. TNEhOT 7 v ay 24 7% F
LT, = MUK EEHIRL T,

o ACLAIZLA Y AERER/ELRVTIIEEN, LA VA4 ERZEMNTDE, AT uvANE
MEZR0Ed, ACLDO 7 42U 7, full-flow GHMETIP 7 KL A, 55 IP 7 FL A, 7
rbhaL, BROTE b3 A—k) TR IPT FLR (FErE L 0%%k) 2KV TTb
NDEAEIT, RERHAREENEONET, ATRERIEY, IP 7 NV A don'tcare v b &M
LTSN,
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L—% ACL £ VLAN ¥ v Fe#aabechEAT 5% B

IP ACE & L A ¥ 4 5% & 7> TCP/UDP/ICMP ACE 23/ /i & & ACL WNIZTELE L. full-flow & —
FERETAIVLERNSDE XL, VA YA4ACEZ VA FORRIIEELET, ZOKR, IPT K
VRIZEASS VT T4 I DT A NEZ Y U TRERINET,

VLAN IZEREhB/L—4% ACL & VLAN < T4

TR, =% ACL BLWNVLAN v~ v 7% VLAN ([ZHEH L, A4 vF KXy b, 71U o RS
T b, =Ty KXy b, BT AN Ty hEMETHHEZRLET, RO TIE

ENENOFRNCHEEEIND Ny ERLET, X7y FO/RZA)N VLAN < v 7 ACL 277 ##

LRETDHRA L NT, 2y NEREEETICEET LI AREELH D £,

ACLBXIURAYFF /7y b+
35-6 12, VLAN W TCTAAS v Frr7Ensd Ny MZACL 2T 5 2R LET, 74—
Ny TV Tk oTh—T 4 0 7ERFmESNT. VLANNTRAS v F o 7 IND37 v
FiZiZ. AJ1 VLAN @ VLAN = v 7O LR EA SN £,

35-6 R4 YFF 135y bAdD ACL OEA
AN HAh
VLAN 10 L—4 L—A VLAN 20
<y ACL ACL ESWU
\ v v %
[
—_—
RA KA
(VLAN 10) ; ‘
LT VTR FE S
P =Ny Ty 3
KA KC _/ 3
(VLAN 10) l 3
VLAN 10 ! — Ny b VAN g

ACLEXUTY YD F 7y b

35-712, REZTY vV R "y MCACL T2z rLET, 7V v K A7y hOBE
T, AJJ VLAN (2 A ¥ 2 ACL OZPEHA SN ET, 72, E P BLUIE ARP /7 v b DOHUR
TV PR Ry bR ET,

Catalyst 3750 RA v F Y7 kw7 av2«4¥al—arv i4F

| OL-8550-07-J



ACLBLUIL—TFTy F 7y b+

35-812, W=7 v K7 v MZACL 2zl 25 5iEE R LET, V=7 v K7y DA,

ACL IRoJEFECTHEA SN ET,
1. AJ1 VLAN @ VLAN ~ v 7

BISE ACLIEB%YRT—) b2 YT ORE |
Ji—5 ACL & VLAN v 7 £ MAEhETRAT 677
35-7 TU YT K 185y kA) ACL OB
VLAN 10 | | VLAN 20
<v7T A
A— A
s i
AR A A2 kB
(VLAN 10) | 1 (VLAN 20)
L=k Yy
VLAN 10 ; Ky k| VLAN20 5

2. AJjL—% ACL
3. Hr—% ACL
4. 11/7 VLAN ® VLAN < 7
H 35-8 L—Fy B 184y bAD ACL OEM
AR HAH
VLAN10 | JL—4& JL—4& | VLAN20
<vS ACL ACL % P
b
| -l
=y | | ——
R kA &2 kB
(VLAN 10) | 1 (VLAN 20)
LT e
VLAN 10 ; . Sy b VLAN20 5

[l Catalyst3750 R4 v F Y2 byz7 av74Fal—av (4 F

OL-8550-07-J |



| £35% ACLICKZRY+I—Y X2 )T1OHRE

L—% ACL £ VLAN ¥ v Fe#aabechEAT 5% B

ACLEELUTILFEXNY R 7y b

35-912, IP v/ FFx A NHICER SNy M ACL T2 5EE2R~LET, V»—T+«
VITENDIATF XY AN RT Y MOE, 2 00RRAET 4 ENHEAISIET, | DIE, 5N AT
VLAN HOMOR— M THAGAITHEH I, 95 1 2%, 3BTy NOL—TFT 4 T HThD

Bl VLAN WIZh A EAICHERSET, 7y MIEEOH ) VLAN IV—T 4 » 7 SN B5EEN
HYETHN, ZOEAIFIHE VLAN Z LI 20— 217 ACL BL WU VLAN ~ v 723 S E
7

AR, Ty MEI—Eo ) VLAN A THFRI S v, £bi4ho VLAN CTHES S ET, X7 v b
DAL =N, FASNSHEICEESNET, 72770, AN VLAN = v 7 (K 35-9D VLAN 10 < v
T) WX TRy EREEINDGSLESE, Ny boa bt —3nkicEEIREEA,

35-9 TILFXNRA M Ty bAD ACL OER
! AR HH !
VLAN 10 L—A L—A VLAN 20
w7 ACL ACL LRy 7
v v v v
s > -l
=y =
KA KA ARAMB
(VLAN 10) (VLAN 20)
) I—T 1 VT tRE
KRR C _/ 3
(VLAN 10) l 3
=y | | 2
VLAN1O > Kbwh L VLAN20 3

| OL-8550-07-J

Catalyst 3750 RA v F Y7 kw7 av2«4¥al—arv i4F



B 3BE ACLICKRRYFT—Y FaUT1DRE |

W pPv4 ACL OBEDER

IPv4 ACL DEEEDRT

AL v F LICRFEENTND ACL, BLA »F—7 = A A& VLAN I[ZEH &7z ACL 2 R/R-TE

£,

ip access-group { V¥ —7 2 A/ A a7 4 FXal—var avrU REHFALT, LAV 2EELA
Y3IAH =T A A ACL ZWMA LI HEE, TS H =T =2 AA ADT 78X TNV —T 2FRT
ETFET, Flo, LAY 2A 0 F—T oA RTHEH SN MACACL KR TEET, ZOFEMERR
T 5. ¥ EXEC 2~ R LET (£ 352 %45H),

& 35-2 79X YR BEUT7ZIER FIL—TE2FTRTHaATVE

avwyFk

B&

show access-lists [number | name]

BEDIPBLIUOMACT FLA 7278 RA UX D 1 DEZITIEEON
Ky TR EDOT 7R VAN FEEHEZIIARNSE) ONEFEE
~LET,

show ip access-lists [number | name]

WEDIPT77®A URAMEK, FREHEDIPT7EA VAL (FE
HIE T IXL T E) ONFERELET,

show ip interface interface-id

AVE =T oA ADFMBEBLORT —F ZAERRFLET, IP 231
X =T NI o> TWEHA F—T = A AT, ip access-group 1 > % —
TxAAar7 4 F¥al—rar avry ReHLTACL ##MH L~
BRI, TR IA—THbERRENET,

show running-config [interface interface-id|

AL v FERIIBEDA A —T =2 ADaAL T 4 Fal—ar T7
ANVONE (BESINTZTRTOMACBIRIP T 7EA U AR, Y
DT ITHAITN—TNA, v BZ—T o ATEAINT-RE) Z2FRLE
7,

show mac access-group [interface interface-id]

TRTCDLA Y2 A F—T A AEZFEED

LAV 2A 0 F—T oA ATHEHEIN TS MAC 77 2R R NeF
R~LUET,

VLAN 727t A= v 7"%£721Z VLAN 7 4 V2 [ZHT 2 H®R O FRTE 9, VLAN v v FE#a &
AT HITIE, R 35-3 IR SN FHE EXEC =2~ FEMHLET,

<

® 35-3 VLAN ¥ v 7HE#ERTTHIATF

avwro kR

iy

show vlan access-map [mapname]

TRTOVLAN T Vv R v FTEIXEEINTET 7B A
<~y TIZETAERER T LET,

show vlan filter [access-map name | vlan vian-id] F_TO VLAN 7 4 V2T 2R, E3BEESR

VLAN X° VLAN 7 7 ¥ 2 = v ZIZHT e £or L £,

Catalyst 3750 R4 v F VI k7 av 24 F¥alL—av #H4
m. 0L-8550-07-J |



	ACL によるネットワーク セキュリティの設定
	ACL の概要
	サポートされる ACL
	ポート ACL
	ルータ ACL
	VLAN マップ

	分割トラフィックおよび非分割トラフィックの処理
	ACL およびスイッチ スタック

	IPv4 ACL の設定
	標準および拡張 IPv4 ACL の作成
	アクセス リスト番号
	ACL のロギング
	番号制標準 ACL の作成
	番号制拡張 ACL の作成
	ACL 内の ACE シーケンスの再編集
	名前付き標準および拡張 ACL の作成
	ACL での時間範囲の使用法
	ACL へのコメントの挿入

	端末回線への IPv4 ACL の適用
	インターフェイスへの IPv4 ACL の適用
	IP ACL のハードウェアおよびソフトウェアの処理
	ACL のトラブルシューティング
	IPv4 ACL の設定例
	番号制 ACL
	拡張 ACL
	名前付き ACL
	IP ACL に適用される時間範囲
	コメント付き IP ACL エントリ
	ACL のロギング


	名前付き MAC 拡張 ACL の作成
	レイヤ 2 インターフェイスへの MAC ACL の適用

	VLAN マップの設定
	VLAN マップの設定時の注意事項
	VLAN マップの作成
	ACL および VLAN マップの例

	VLAN への VLAN マップの適用
	ネットワークでの VLAN マップの使用法
	ワイヤリング クローゼットの設定
	別の VLAN にあるサーバへのアクセスの拒否


	ルータ ACL を VLAN マップと組み合わせて使用する方法
	VLAN マップとルータ ACL の設定時の注意事項
	VLAN に適用されるルータ ACL と VLAN マップの例
	ACL およびスイッチド パケット
	ACL およびブリッジド パケット
	ACL およびルーテッド パケット
	ACL およびマルチキャスト パケット


	IPv4 ACL の設定の表示


