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rmon collection stats

rmon collection stats

A—YFy h TN —TOKE (Fr—FXx A MBIV TF Xy A b 2y MZBETHEHEORK
it KEDTLERA (CRC) BEMZ I —BIOHERICET 227 —kEtbEr) ZNETHITE, R
AT AE T ETNTAZ L KT A4 »F ETrmon collection stats 1 > ¥ —7 = A XA 37 4
Fal—varyavwrReEFERHLET, 7740V FREICETIZE, Z0a~vr Fono BRXEHEHL
£7,

rmon collection stats index [owner name]

no rmon collection stats index [owner name]

ExXnHn index Remote Network Monitoring (RMON) UM IHA > 7 v 7 X, FEETE
ZHHIPHIEL 1 ~ 65535 T,
owner name ({-&) RMON IUEDFTHH
TI4IE RMON G aHERILERIZT B —T LT,
avY R E—F A H =T 2R AT fFalb— g
avwy FERE Jyy—=x EEERT
12.2(53)SE2 Coa~y RPBMEHE L,

HEREDHA K51

il

RMON #EHERINE T~ FidNn— R =7 B ZZESHT0nET,

WOBITIE, FrAH root ® RMON #tittE Mz NET 2 ke rm L £7,

Switch (config)# interface gigabitethernet2/0/1
Switch(config-if)# rmon collection stats 2 owner root

HRIE X MEFRT 5121, show rmon statistics 574 EXEC =~ > FZ AN LET,

avwvFk H L

show rmon statistics RMON #EHE#HRE RS L ET,
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W rsu

rsu

n—Y 27 RE Yy ToTTL—FK 7avARIRY NI ~ORET v 7TV 7 2RETDHIC
Z. A v F—T A A AT 4 FXal—aryE—RTrsua~vy REFEHLET, 740 FNRE
WZRTICIE, Zoa~vr Fone B E2FEHALET,

rsu {active | standby}

no rsu {active | standby}

WX DA active AVBE—T A A= NVETIT 4 TICHEELET,
standby AVH—T oA A B—NANEAXLNNLIZHELET,
TI+IE B VERE SER A
avY kR E—F A B =Tz A AT Fal— gV
av Yy FERE yy—=x EEEM
12.2(58)SE Zoa<wy RRNBMEE LT,

BEREDAL T4

Spanning Tree Protocol (STP; A/X=> 7Y — Fu haj)) BNARX—TNLDLHFE, Try s L
H—T oA RAAR N, a—VERELET,

1 AN AU E—T 2 A ADEE % standby \ZRET DHE
Switch (config-if)# rsu standby
BEa<w R avwyk e

archive download-sw
/rolling-stack upgrade

O—Y T AF— K Ty L — R ek AEBEB LT, AV
N—% 1 2FTOT7 v 7T L —RKLET,

show switch stack-upgrade
{sequence | status}

ToT T —=RTERAAL v FD—r o AFEFITe—0 7 R
B TSI L—KRAT—X AR RLET,
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sdm prefer l

sdm prefer

Switch Database Management (SDM) YV Y —2ZE N B TTHEAIND T 7 L— b EZRET DITIE,
Jua—sL ary7 4 F¥a2lb—3 3 F— FTsdmprefer =2~ FEHEHLES, 77— M 2MH
LTYAT A VY —=A&EDETH LT, 77V r—va T Sh 2 HREL RORRICH A — &
TEET, 707V — b2l TH2LICED, 2=2F ¥ AP V=T 4 T EZIZT VLAN =27 o
Fal—ra BTV AT AR EHERIRIC LY, £37 27V IPVA/IPV6 7 7L — M &
BIRLCTIPVO 74V —FT 4 %Y R— MLV TDHIENTEET, 774V DT 7T L—RC
BETIZiE, 2oavr Fone BRE2HEHLET,

sdm prefer {access | default | dual-ipv4-and-ipv6 {default | routing | vlan} |
indirect-ipv4-and-ipv6- routing | routing | vlan}

~
GE) ipe¥—U—FKiE, a~v U RIA OV TIZEERSNETA, VAR — ST EHA, routing
F—T— KNI, LANX—RX 74 —F ¥ By FEETTEIAAL v T THEHTFR—FINTWHEEA,
EBXX DA access T2 arrrn—) JRA L (ACL) DY AT AMEAREZHFERBIZLET,
ACL X2 A6, 2077 — b eEHLET,
default TNTOMRRICHEIZY Y — 2528 B TET,
dual-ipv4-and-ipv6 [Pv4 L IPV6E M DN —F 4 v Y R— 570 FL— FE2BRLET,
iﬁﬁmﬂm“mw o default : IPv4 & IPv6 DOHSHER 5 | CBI/E S5,
e routing : IPv4 RV v —_—R —F 4 > T &ETe IPvd B I N IPv6 L—
TAVTDOYVAT MMERARERKBIZLET,
(G¥)  routing ¥—7U— KNI, LANX—X 7 4 —F % v hEEITLTND
A v FTIEHEIR— SN FEHA,
e vlan : IPv4 & IPv6 ® VLAN O 27 AMEMAREZ HERBIZLE T,
indirect-ipv4-and-  IPv4 B L OVIPv6 r~ U —F 3 lEL—FO= > b 2L L, IPv4 &
ipv6-routing IPv6 R v —_—=2 JL—F 4 7 QoS, BLWACL D= hU ZH5 L%
‘é_o
routing =X Y AR N—T 4 T DVAT AMEARERRBICLET, BE, 207
VL= bRy NI ORI HDEN—RFETIT TV A= THERLE
‘d—o
ZOF—TI—RiI, LANXR—X 74 —F % Ty hEFETLTWVWHAAL vFT
Yy AR—FSNFEHA,
vlan VLAN DY AT MERARERRKBIZLET, 20T FL—MI, Lb—TF 4
VILBWL AN 2 AL o FOMAICKH LTI AT A U Y —RERKICLE
‘é_o
T4+ FIZF N EDT T L— MIT N TOMEZHEICIESEET,
avY kR E—FK Ja—nN)arZ 4 FXal—v gy
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M sdm prefer

EREDAA FS

10

Jyy—=x EEER
12.2(53)SE2 Zoawy RBRBMESE L,
12.2(58)SE indirect-ipv4-and-ipv6-routing 7> 7' L — F BN E L E LT,

E)’%Tf%ﬁfﬁ IT5IE. AA vy FEUa— RT204EERH Y £9, reload $## EXEC 2~ K&
7\7‘]@‘5 AT, show sdm prefer =~ > K% AJ)§ % &, show sdm prefer =~ > N2 XV, B{EMA
LTWABT 7= BIQRY u—RNEIT 7T 4 Wb T 7 — MRERENET,
INLDTY T — IR TRTOAL v FTEREINETN, LANX—R 74 —F ¥ By hEFETL
TWARAAL v F EDOU Y —RFT T — MIRRINBEY Y —RE—KLEFA,

o LANR—ZR 74 —F % By "B L TWARL vFIE. T TOTF L L— MNIFRENTWA
1024 TiE72 <. 255 ® VLAN 23 &% R—F LET,

o N—T 4T TUTL—FIEXRINETH, T L —RMIVER—-FShEHA,

e LANR—Z2 7 4—F % £y FTliX, SVITIZ 16 DAZT v 7 IPvA )L— T 2P R—K L,
AAFIEARAIT AT V=T 4 T DEDIZT 7NV s T L—FEFEITLTWDLILERD
nE9,

e LANR—Z2 74 —F % By "BBEL TWARAL v FTIE, T L —FTRENBL—F 14
THEIET N CTEZ T,

AL v F AL v 7 OEEIE, ROTEBEFHEIZWHE- T EE,

o 1 ODAALYTF AX T TIE, TRTDAFX YT AUNRNAL v 7 < AX— FITRFESHTZFR—
@SDM?‘X7I\/?‘“?‘/7°I/—]\?X:1i)ﬂbiff FREDIZHLWAL vF A R_BNBIEH
. BRFEENTE SDM R EIL, AL vTF LICRESNEZT T L— &2 EEXLET,

o &k (IPv6Options) % £Fo 347w RLSL, IPv6 X7y MIAX v 7 EDON— KT =T TL—F 4
VITENDTED, AATFNN—FRU T VYRR ETZLIEIHY FEAL

o AH YT AUNPI AL — A, v T ETEITINTNDET T L— eV R— b TERWGEE,
X%/?iSDM‘XV/?%*FKAU\Vxﬁ%X%y?ﬁSDM?VfV%F%%EL&%
ILET, TOHE. AL vFIIARALZ v TDALNRE L THEETE A,

A&y ZIZETHEEMERIL, Y7 b2 a7 4 ¥alb—rvar A KO [Managing
Switch Stacks] DEZZML TS IZE W,

AA v FHT 74NN T T L — MIEET HI2IE. no sdm prefer =~ > REFEH L E 7,

TR T T L— ME, %D Access Control List (ACL; 727t A 2> fr—/L U A K) (Zxbi
TEXALXI9ICACLDY AT A U Y —RAZHEKRBIZLET,

FIFN DT T L—RME, VAT L Y —2AEBHEIHERLET,

N—TFT 4T Y R—=FL TN RNV AT 2 AL v TF U ITEHERAAAL vF ETOH, sdm prefer vlan 7
O— )L a7 4 Xalb—vary avr FEEHALTL7EEY, VLAN 7 U7 L— M2 EHAT 5%
H VAT A Y Y —RFIN—TFT 4 7 2 RVITFRSNEY A, V=T 4 IV 7 N =T TE
Ta3NET, ZhiTkv, CPUIRBARNERY V=T 4 7 NT 4=~V AFRBITETLET,

ZA vy FTLANR—=ZR 74 —F ¥ By FRABBLTWD EEE, V=T 47 T 7 L— bz
L2 TL<7Z& W (sdm prefer routing, sdm prefer dual-ipv4-and-ipvé routing, 721X
indirect-ipv4-and-ipv6-routing), AA v FNTF 74k T T L — M EEFTLTNDHHA. LAN
RN=R T4 —Fx% By MI, SVITI6 DRAZT ¢ v 7 IPv4db— FEHPR— b LET,

AL v F ETA—T 4 U ITBA F—=T Moo TR WA, V=T 47 T 7 b— R LA
WTL 7Z& 1, sdm prefer routing 72— )L a7 4 Falb—v g avr FEANTHZ LT,
ORIV —T 4 7 T T —FDI=F XY A V=T 4 U ZICHID B TREAEY 2] 872
WEIIZLET,
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(E)

(E)

sdm prefer l

AL FTIPVO V=T 4 T oA =T LW gGE1E, IPVA/IPV6 7 7 L — b a2 L722nT
< 7Z2& vy, sdm prefer ipv4-and-ipv6 {default | routing | vlan} 7o — )L 27 4 Xa L —v g 3

~ REANTDHE,
720 Y —REHIBLET,

YUY —R% IPv4 & IPV6 IZHRVD 7317 T, IPv4 74 U —TF 4 ZICHID B THR

IPvd ORY o —_R=2DN—F 47 =~ & IPv6 ® ACL, QoS, BLUORY v —~_"—2D
N—bhDAR—=ZEHET B2 L T, IPv4 BEWIPv6 OV~ U —F 72 3M#EL— MZEDEZI DR
=R ZiRMT 5 121E, indirect-ipv4-and-ipv6-routing 7> 7 L — M EEH L 7,

BOE & MR T 51213,

show sdm prefer £##% EXEC =~ FE# AN L ET,

# 223 Tld, AA v FDIPVARET > L —FTHR—FENDE ) Y —2DWHEEZRLET, T
L — FNDEIZ, 8 DDV —TF 4 T E DA v Z—T A 2L 1024 D VLAN IZHESWTEY
T LU= ERBRENTZHEONN— Ny =2 T7HEREy hOBIKEZ RLTVWEST, "—FKv=T U

V—=ZD LBV IENDBEIT, WO F —"—T 1 — 33T CPUICESN, A vF DA

T A —< VA CEHRREENINET,

LAN R—2 7 4 —F v 2y bRBHLTWEI AL v FTIE, 77 b — NCRENDNV—T 4 V7

T _RTE T,
% 2-23 IPv4 T FL— Rk > THBEShBHEEY V—ROBHE
—Fav

yy—2 TOER FIALE | T VLAN
2=%+v 2k MAC 7 FL %2 4K 6K 3K 12K
A B —Fy N TL—TFEMTa fan 1K 1K 1K 1K
(IGMP) 7 —7EBLR~LFFx X K

JL— K

a=%¥ A K JL—} 6 K 8§ K 11 K 0

o JRA MNIZEERE 4K 6 K 3K 0

o [WEEL— | 2K 2K 8K 0
RY o —_—2 )L—F ¢ 7 Access 0.5K 0 0.5K 0
Control Entry (ACE; 77 &2 v br—

Y= N

Quality of Service (QoS) Z¥i® ACE 05K 0.5K 0.5K 0.5K
tX*x=2U7 1D ACE 2K 1K 1K 1K
VLAN 1K 1K 1 K 1 K

# 224 TIE. KT 27V IPVA/IPV6 T 7L — F THR—FENDIE Y VY —AOHBOMAEZ R LET,

LAN R—2 7 4 —F v 2y bRBHLTWVWDE AL v FTIE, 3 XTOTTL—FTRENDNL—

T4 v TEITER T,
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M sdm prefer

3l

& 2-24 Ta7IIPVAIIPV6 T L— Mok > THESh A HHEY V—RDIBEE
Fa 7L IPV4/IPv6 T TL— b
IL—T 41> |[E# IPv4/IPv6
JV—2 T4+ | VLAN g —T427
2=%x Ak MAC7T FL 2% 2K 8K 15K 2K
IPv4 IGMP 7 v —7 B X X~ /L F F 1K 1K 1K 1K
A~ —h (IGMP) 0
(v Fxx
ZK)
IPv4 = =% ¢ A | L— b DAEEF: 3K 0 27K 4K
o IPv4 R A MCHE BB 2K 0 15K 2K
o [E#E IPv4 L — | 1K 0 12K 2K
IPv4 KV v— _R—2 L—F ¢ 7 ACE |0 0 0.25K 0.125K
IPv4 % 721X MAC QoS ACE (A7) 05K 05K 0.5K 0.5K
IPv4 £721 X MAC £¥% = VU7 4 ® ACE |1 K 1K 0.5K 0.625 K
(&3ED
IPv6 v/ FF v A~ ZL—7F 1K 1K 1 K 1 K
BB S 7= IPv6 7 R L& 2K 0 15K 2K
W#E IPv6 =% v A k JL— h 1K 01.25K 125K 3K
IPv6 AV v —~_—2 L—F 17 ACE |0 0 0.25 K 0.125 K
IPv6 QoS ACE 0.5K 0.5K 0.5K 0.125 K
IPv6 % = U 5 4 ®» ACE 0.5K 0.5K 0.5K 0.125 K
ROFEITIX, AA v FETT 78R T L— b eRETDHHEERLET,

Switch (config)# sdm prefer access
Switch (config)# exit
Switch# reload

WOFITIE, IP _X—RFFIPYV—ER T 4—F % By hEFEITLTWVWDLAL v T ETIL—TFT 1
T T r— b NERETDIHFEERLET,

Switch (config)# sdm prefer routing
Switch (config)# exit
Switch# reload

KOFTIZ, AA v F ETTF I+ NV DT 2T )V IPV4A/IPV6 T L — N 2RETHHEEZRLET,

Switch (config)# sdm prefer dual-ipv4-and-ipv6é default

Switch (config)# exit
Switch# reload

OB T, AA v FOT T — b 2T 73V DT T L— MIEEST L EZRLET,

Switch(config)# no sdm prefer
Switch (config)# exit
Switch# reload
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sdm prefer l

EEavwY R avwvFk HL

show sdm prefer BEFEAEIN TN SDM 77 b—h, E3#EIT L0 v —2%F DY
TOMRIC L AHAFRERT v T L — haFRLET,

Catalyst 3750-X £ & U 3560-X X4 wF I?Y K Y27 LR
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M service password-recovery

service password-recovery

NAT— REEHERE (T 740 8) 2AR3—TNICTHIZIE, AAvTF RAE 7 EERIFIAZ L KT
v AA v F LT service password-recovery 7 20— /3L 227 4 Xal—vay avr REfHALE
To TOAN=ZALTE, AL v FIHEIIZT 7B AT H20 R 2—WFix, A1 v F OB AR
IZMode RZ o ZMLTT—F FoeXadlrL, HILWARZAT—RZH YL THZLENTEET,
RAT — REEMREO—H%ET 4 E—7 M T 212, Zoa~vr Fono BREFEHALET, SX
T—REEA I =ALNT 4 8—T NI DL, =RV AT LE2T 74V FREICRET Z EICHE
LE=BERET., 77— h FubxedilrcE £,

service password-recovery

no service password-recovery

XX DA Zoavy R, 5IBERIETF—T—RIEIH Y FH A,
T4k RAT— REEA =X NFA F—T L TT,
= Ja—s)L ar7 4 Xal—vay
av Y FER Jy—=2 EE &R
12.2(53)SE2 Zoa<wy RRNBMEE LT,

BEREDAL T4

AT LE AT no service password-recovery =~ > K& H LT, /XA U — NEEHEDO—%

TAE=TNMCTEET, ULV U R a2—FE VAT LET 74NV MPREICRT Z LICHE

L= a7Ed, "AUV—R2 )&y NCEET,

RAU— REEFIEEEHT 51203, A v FITHIOICT 7 B 2352 —FiF, EEOBJRBEAR,

BLOFR—FMIX D EIZHD LED BHALTHD 1 ~ 2 BOMIC Mode R¥ v E#MLET, R¥ %
I e VAT NI E T £,

RAT— REEA D = RARTF 4 E—T L DEE . KDOA vt —URNERINET,

The password-recovery mechanism has been triggered, but
is currently disabled. Access to the boot loader prompt
through the password-recovery mechanism is disallowed at
this point. However, if you agree to let the system be
reset back to the default system configuration, access
to the boot loader prompt can still be allowed.

Would you like to reset the system back to the default configuration (y/n)?

2—FRVAT LET T AN MREICY Y FLBRWES, Mode R v E S nE LT LI IC
WEOT— b TrEARFATLET, VAT LET 74/ MEICRT EIICRET DL, 7T v =
AEVHNDary 7 4 X2l — a3y 77 A NABHIBREI.VLAN 7 — 4% X—2 7 7 A )\ flash:vlan.dat
PIFET 25 EIE. £ 7 7 AV bHIBRS L E T,

Catalyst 3750-X &£ & U 3560-X R4 wF ATV K Y27 LR
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GE)

service password-recovery W

no service password-recovery =< RZHH L THNAY — R~Dxy R 2—H D7 7 ¥ X & Hli#H+
DHAEE. = R 2a—FR AR T — FEEFIHEZFAT L TU AT L ET 7 4V MEIZRE TR E B K
L. AA v F EIFBIOHFTIC config 7 7 A VDA —ZRFEL TR 2 HELET, 24 vF L
2 config 77 ANDNy 7T v TEBRIFELZNTLLIZEN,

AA »FH VLAN Trunking Protocol (VTP; VLAN T v %> 7 Zra han) T AXT LUk
ET— RTEMELTWADEA, viandat 7 7 A Vb AL v F LITHOGEMICa—%2RIFLTHEL & %
HRLET,

service password-recovery ¥ 72!d no service password-recovery =~ FNx A ¥ v 7 ¥ AZ— T
AN LTSS, 2~y RIERA Y v 7 BRICEHF SN, AX Yy 7HOTRTOAL »FIZHEAINET,

INAY— ROBEENA 2 —TNINT 4 =T NN EHERT 5121X. show version f5# EXEC =2~ K
EATTLET,

i WOFITIE, AL v F EEREFIAL v F ZAF v 7 ECTHRRAT—REEEZT 4 £ —7 MCT 5 k%R
LEY, 2a—FETF 74V PRECET ZLICRAELESEET, "AU—Fx2 Uty PTEET,
Switch (config) # no service-password recovery
Switch (config)# exit
BRI F avw vk BL
show version N—KR 2T BION T 77— AT 2T ONR—V g NEREZF R LE
‘a—o
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W service-policy

service-policy

policy-map =~ FCEBESINEZR) V— v 7% WEHFE—-NOANELIEAAL v FRBA 7 —
T xA X (SVD) AT ZIIE, A vF ALy 7 IR RTry AL v F LT
service-policy 1 > ¥4 —7 A A a7 4 Fal—vary avr ReEHLEST, RV — <y 7L
B— P ORI T ZEIERT 512013, 2oa~vr Fone BREHEMR L ET,

service-policy input policy-map-name

no service-policy input policy-map-name

BX DR input policy-map-name WMEAR— MEIZSVIOANZ, BELIERY v— <y 7 2BEALE
7

(GE)  history ¥—U—FiE, 2~ IO~V T AN U FICEFERENETHE, FR— S T0E
HFh, TOF—T— FPNELEHRFHBERITEHRLE T, output ¥—V— R PR—hE&hTWEHE

Ao
T4 R—=MIR) =~y 7IRHEASHLTOERA,
avvk E—F AV B =Tz Aary7 4 F¥al—ar
avy FER Jy—=x EEERT

12.2(53)SE2 Zoawry RBABMENE L,

BREDHA K1Y PR=—PINDIRY v— =y A3, ANHR— KT 1 27T TT,

RY v— <=y FIIWEAR— P EZIT SVI TRETEE T, WHA— I no mls qos vlan-based 1 >~
=Tz AR a7 4 Falb—ralr avy & LT VLAN ~X—2 Quality of Service (QoS)
EF AT NMCTEE B FCHR—F XR=2DOFR) v — = v 7ERETEET, nomls qos
vlan-based /> ¥ —7 A A a7 4 FXal—var avr REfEH L THWEAR— T VLAN X—
A2 QoS BAFX—TNMZT B L, TTIIREFRLDFR—h X—=2 K v— <o 7RHIRENET, BiE
RV = vy 7ERELTCSVICHEATLE, AV F—T 2 A A LV KRV — vy TR H—
Tx A AKBENET,

RY v— <o 7E, WEAR—FEZIFESVI EOFER T 7 4 v 7 IZEMATE £F, VLAN UL DR
Vo — vy P TCERBINEE I TRAZH LT, b ¥ —Txf A2 LUV R U— vy TERE
TEFET, BEaRY — <o lZonTix, 2OV Y —RIZHETDHY 7 b =T a7 4 Falb—
v a v A4 Fo [Configuring QoS DEEZRL TS,

A— MEFEIRIEZHE A L7208 (72 & 21X, mls qos trust [cos | dscp | ip-precedence]) LAY 2 —
~ v 7 (fot %X, service-policy input policy-map-name) 1ZFRFCHRE CTE /A, KEZIITHON
TERFEICLY, MIOREN LEHEXINET,
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3l

WOHITIE, MEASIR— M plemapl Z#AT 2 HiEERLET,
Switch (config) # interface gigabitethernet2/0/1

Switch (config-if)# service-policy input plcmapl

WO TIX, WER— b5 plemap2 ZHIBRT 5 HiEE R LET,

Switch (config) # interface gigabitethernet2/0/2
Switch(config-if)# no service-policy input plcmap2

service-policy W

W ORFITIL, VLAN ~X—2 QoS A £ —TNVDFEIZ, AJ) SVILIZ plemapl #WRAT 2 HikzRrLE

ﬁ—o

Switch(config)# interface vlan 10
Switch (config-if)# service-policy input plcmapl

WOFNL, BEERY > — <~y 7E2ER L, SVIIWCEHT 2 HEEZRLTOWET,

Switch> enable

Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch (config)# access-list 101 permit ip any any

Switch (config)# class-map cm-1

Switch (config-cmap) # match access 101

Switch (config-cmap)# exit

Switch (config)# exit

Switch#

Switch#

Switch# config t

Enter configuration commands, one per line. End with CNTL/Z.
Switch (config) # class-map cm-interface-1

Switch (config-cmap)# match input gigabitethernet3/0/1 - gigabitethernet3/0/2

(
Switch (config-cmap) # exit
Switch (config) # policy-map port-plcmap

Switch (config-pmap)# class-map cm-interface-1
Switch (config-pmap-c)# police 900000 9000 exc policed-dscp-transmit
Switch (config-pmap-c) # exit

Switch (config-pmap) # exit

Switch (config)# policy-map vlan-plcmap

Switch (config-pmap) # class-map cm-1

Switch (config-pmap-c) # set dscp 7

Switch (config-pmap-c) # service-policy port-plcmap-1
Switch (config-pmap-c) # exit

Switch (config-pmap) # class-map cm-2

Switch (config-pmap-c) # match ip dscp 2

Switch (config-pmap-c) # service-policy port-plcmap-1
Switch (config-pmap) # exit

Switch (config-pmap) # class-map cm-3

Switch (config-pmap-c) # match ip dscp 3

Switch (config-pmap-c) # service-policy port-plcmap-2
Switch (config-pmap) # exit

Switch (config-pmap) # class-map cm-4

Switch (config-pmap-c)# trust dscp

Switch (config-pmap) # exit

Switch(config)# int wvlan 10

Switch (config-if) #

Switch(config-if)# ser input vlan-plcmap
Switch(config-if)# exit

Switch (config)# exit

Switch#

FXE &R T HI2I%. show running-config £5# EXEC =~ RE AN LET,
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W service-policy

pREOT R avy kR B
policy-map B DOR— MR ATRERRY > — ~ v 7RERELBILER LT, —b
AR —EBELET,
show policy-map QoS KRV v— v FaFFLET,

show running-config @i E % 5 LT,
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session W

session

BEDAZ v 7 ANIZT 7| AT DI, A¥ v AKX — T session $# EXEC =2~ > R&{ff
ALET,

session stack-member-number

GE) oz~ RiE, Catalyst 3750-X A A v F TOHRYPR—FENTWVET,

BX A stack-member-number ALy AUNFESERELET, IETE24MIT1 ~9 TT,
TI+INE T7HN MIERSLTOERE A,
avwY kR E—F Ja—nN)arZ 4 FXal—var
av Yy FEE yy—2x EHEEH
12.2(53)SE2 Zoawr RREBMEhE L,

$ERLEDHS ESAY AR AT I RATEHE, RAEZ T AUAROFEZNY AT L Far 7 MOBMENET,

i WOFITIZ, AZ Y7 ARGILT 7 8ATDHEERLET,
Switch (config)# session 6
Switch-6#
BlEavU KR avy kR H L)
reload ARy ANz Yr—RL, FEOCEREZHMMILET,
switch priority AL T AUNDTITAFT VT A EEEELET,
switch renumber AR T AUNFETEETRLET,
show switch AA T AB v IBIORARASE v T A UNOEREERRLET,
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W set

set

3 b O DiffServ = — K KA >~ (DSCP) fE %7213 IP precedence fEZ & ELTIP 77 1 v 7
NI DO, AL v F AL v I EREFAZ Ty AL v F ETset RV — v 7T =2
Y74 Falb—varavry REFEALET, NI T4 v 7 ONEEHIBRT HIZIE, Zoavwr Ko
no RAEHEHLET,

set {dscp new-dscp | [ip] precedence new-precedence}

no set {dscp new-dscp | [ip] precedence new-precedence}

X DA dscp new-dscp SHEENTL N T 7 4 v 7 IZE0 S THNSH LV DSCP T,
RECTE2HAIL 0~ 63 T, —MENITHEHT MK L TiX
=y I AEANNNTHIELTEET,

[ip] precedence new-precedence /3 EN7- b7 7 4 v 7IZEIV 4 THRHH LW IP precedence fE
T, HHETEHHAIZ0~T7 T, — AT SEICK L
TH=—F=v 745 ANTDHEHTEET,

T4+ ST 4w DBEITERESNTVER A,

avwyk E—F RV —<=vF VIR aryT7 4 Fal— g

avy FERE yy—=x EEER

12.2(53)SE2 Ioa=y RRBEMmEhELE,

HEREDHA K51

setipdscp RV v —~v 7/ 772 avr74Fal—ray avry RefFHLESEAE. AA vFIZ
LoTZoavwr FFAS v F a7 4 Falb— 3 O setdsep IZEE SN E T, setip dscp RV
Ve T VTR Ay 4 Fal—vary avr REANTLHE, AfvF ar7 4 ¥al—3
VT ZOREIT setdsep & LTRARINET,

set ip precedence RV v — v 7 753X a7 4 F¥al— g a~v NEIT set precedence 7~
Vy— <o 75RAar74X¥al—yay avy ReEATEEd, AfvF ar 7 4 Fal—
v a U TILZ OFKEIL set ip precedence & L TR IRINET,

FLARY)— <=y 7NTIE, set 2~ Retrust RV — v V572 a7 42l —vgr 0
v RERIFIZHEETE EE A,

set dscp new-dscp 2~ > K ¥ 721 set ip precedence new-precedence =~ > RIZ 2O\ TCiE, — A9 72 i
Wo—F=wy 78 B ANNITEET, 72L& 201, setdsep afll =~ FEANTEET, Zhid set dsep
10 =~ > ROAJ LR L TT, setip precedence critical =~ > REZ AN TEXEF, i setip
precedence 5 =~ FOAN LR LT, ¥y R—FEND=—F=y 7 DU X MIDONTIL, setdscp
? £721% setip precedence ? 2~ RE AN LT, avw Y FTIAL D~V T A M) U 7 RRRFLTLE
I,

RIv—=v 7 ar7o¥alb—ralr T—RNIREDIZE, exit 2~ FEEH L E 3, $# EXEC
FT— RIZRDICIE, end =~ > REFEHL £,
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set W
5l WOFTIEZ, RY P—BEESHTHARNTRXTOFTP b7 7 4 v 712 DSCP 1 10 2%V 4T 5% fiik
ERLET,
Switch (config) # policy-map policy_ ftp
Switch (config-pmap) # class ftp_class
Switch (config-pmap-c)# set dscp 10
Switch (config-pmap) # exit
FRE Z MR T 512X, show policy-map ### EXEC =2~> KEZ AN LET,
BEa<wo R avwyk BieA
class HESNTEI TR~y T DT T4y 7 585N (police. set, 5L
Ntrust R v — <o 7 IR arr7 s Fal—vary avwrRNck?d) &
EXLET,
police DL 774y 7R P —2ERLET,
policy-map B OB — M AT R ) o — ~ v TEERELIIEEL T, y—t A

RY —miRELET,

show policy-map QoS RV v —=vFEFRLET,

trust class R v — vy ar7 s ¥alb—ary avwr NERIE class-map 7
n—/L ar7 4 Xalb—vary avry REfEALTHEENEN T 7 4y
7 DIEFREZERELET,
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W setup

setup

AA v T EPHEIHET DL, setup F#HE EXEC a2~ > REHHALET,

setup
WX D5 Zoavy RIE, SIEEREF T REbH 0 HA,
AT R E—F FrHE EXEC
avy FEE yy—2 EEHEER
12.2(53)SE2 Zoavr RAEMSIE LT,

BALDHA R4y setup =~ REMBEHTH5E, ROFRSLEIT/RD FT,
e IP7 FLABIUYRY NU—T w7
o MHBREICKHT 52U — FoJ5ét
o AAVTFNITAL avw U R AL vy FEBIRI TAZH L LTHEHINGNE S0

setup =~ K& AJJ7 5% &, System Configuration Dialog &\ 5 MFERRDO X A 7 o SRR RSN E
T AT 4 Falb—vary FaAREBREh, HREKROLT 0T EREIRENES, 78
VT NOBIZEREND S v a THENTMEL, setup =~ > FHEREE 721X configure $5# EXEC =~
YROWTINEMH L TRE S NIR&EDT 7 4V METT,

HIR T RTAVT TRRMPRMESNET, AT TRANIT 7 EAT LT, ST BT
SRR () oxF—2ANLET,

ZER A T L, System Configuration Dialog % 1% £ THEITETIZTHHE EXEC 7' r v 7 MIR B ITIF,
Ctrl+C = L £ 7,

EEBETTDE, By Ty 7 Far7 I 082k, By b7y 7 By g rRIEREnay
T4Xalb—vary avy R 27 V7 EREoRENET, REEZ NVRAM ICRIET 27, 550 IE#
EERGEETICEY N v 7 Tul I 5Eiida~vy R4 7rr 7 MIRDZENTEET,

i WOHITIE, setup =2~ FOH N ERLET,

Switch# setup
--- System Configuration Dialog ---

Continue with configuration dialog? [yes/nol: yes

At any point you may enter a question mark '?' for help.
Use ctrl-c to abort configuration dialog at any prompt.
Default settings are in square brackets '[]'.

Basic management setup configures only enough connectivity
for management of the system, extended setup will ask you
to configure each interface on the system.
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Would you like to enter basic management setup? [yes/no]: yes
Configuring global parameters:
Enter host name [Switch]:host-name

The enable secret is a password used to protect access to

privileged EXEC and configuration modes. This password, after

entered, becomes encrypted in the configuration.

Enter enable secret: enable-secret-password

The enable password is used when you do not specify an

enable secret password, with some older software versions, and

some boot images.

Enter enable password: enable-password

The virtual terminal password is used to protect

access to the router over a network interface.

Enter virtual terminal password: terminal-password

Configure SNMP Network Management? [no]: yes

Community string [public]:
Current interface summary
Any interface listed with OK? value “NO” does not have a valid configuration
Interface IP-Address OK? Method Status Protocol
Vlanl 172.20.135.202 YES NVRAM up up
GigabitEthernet6/0/1 unassigned YES unset up up
GigabitEthernet6/0/2 unassigned YES unset up down
<output truncated>
Port-channell unassigned YES unset up down

Enter interface name used to co

nnect to the

management network from the above interface summary: vlanl

Configuring interface vlanl:
Configure IP on this interface?
IP address for this interface:
Subnet mask for this interface

Would you like to enable as a c

Enter cluster name: cluster-nam

[yes]: yes
ip_address

[255.0.0.0]: subnet mask
luster command switch? [yes/no]: yes

e

The following configuration command script was created:

hostname host-name

enable secret 5 $1$LiBw$0XclwyT
enable password enable-password
line vty 0 15

password terminal-password
snmp-server community public

|

no ip routing

|

interface GigabitEthernet6/0/1
no ip address

|

interface GigabitEthernet6/0/2
no ip address

. PXPkuhFwgyhVi0
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W setup
|
cluster enable cluster-name
!
end
Use this configuration? [yes/no]: yes
|
[0] Go to the IOS command prompt without saving this config.
[1] Return back to the setup without saving this config.
[2] Save this configuration to nvram and exit.
Enter your selection [2]:
MEav>F avvk B
show running-config BiEREE TR LET,
show version N=RY =27 BIOT7 7= L0 =TONR—=Ta UERERRLE
‘?‘o
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setup express W

setup express

AL T AL w7 EFIIAL Y RTa v AA v T 17T Express Setup £— F& A F—7 M T DI
I%. setup express 72— 3L AT 4 ¥al— gy avr REMEMALET, Express Setup E— N
T A —T T RS, 2oa<vry Rone B AEERHLET,

setup express

no setup express

X DEREA Zoavy R, 5IBERITF—T—RIEIH Y FH A,
T4k Express Setup 134 % —7 /L CT¥,
= sa—\ ) ar74F¥al—vay

ARy FEE )J—2 EEEM
12.2(53)SE2 Ioavwy FBMERE L,

BRLEDHA FSMY FLWAA v T (CRiXE) ET Express Setup &4 12— 7 /MZT 584, Mode A4 % 2 B4 Z
L T Express Setup # Bt TE £, IP 7 L2 10.0.0.1 #FEHTHL A —Vxy b A— FMEHTRA
AYFIZT 7 BATEET, D%, AA vTF % Web ~— D Express Setup 7’177 A, FizlI=
<~V RIA A Z =Tz A (CLI) "—=ADEy T v7 70l T ATHRETEET,

HELTZAA v F T Mode h¥ % 2RI L, Mode R¥ D EIcdH 2 LED W RIE LD ET,
Mode A% 2G5 10 PR LT D&, A4 v T OREIFHIBRIN, A v TNV T—bhINET,
TOHE, AL v TFiX, Web <X—2®D Express Setup 7’1277 AEIFX CLIN—ADEy b T v 7
087 T LDNTANT, FILWAL v TFOLIICHRELET ZENTEET,

GE) REOEE (CLIR—ADEy " T v 7 70l 750D Tno #ANNTTHZLE2ET) 2175 E3<
IZ. Express Setup IZ L AREXFIHTE <2V EF, Mode R¥ % 10 HEMLET H L. BE
Express Setup 7Z1IF 2 RITCE 9, ZNICLY ., FHEFHIFRESN, AL v TFRHEEHLET,

A A wF T Express Setup 287 7 7« 772 BE 1T, write memory F 721X copy
running-configuration startup-configuration 5## EXEC =~ N% AJj9 % & | Express Setup (33
TIT a7 ERNET, ALy FDOIP T KL A 10.0.0.1 (ZF2TERL AR, ZOIP 7 KL A&
LTWDERmOH T LET,

no setup express =~ FOERBEMNIL, Mode R¥ > % 10 PRHT Z LTk o TAL vy FOBREMN
HIBRE N2 0% <2 & TT,
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W setup express

i WOFITIL, Express Setup £— R& A X —T7 MZT 5 HEERLET,
Switch (config) # setup express
Express Setup E— RB3A X —T7 NVThd 2 &R T 2I121E, Mode R ¥ ML ET,
o REREDAA vF TiI. Mode RZ D FicdH 2 LED 1 3 B&BICZ ) — 2 97,
o HEINT-AA v F ETIE, Mode ® LED 28 2 B#ZICHIE L, 10 ZIZT D —12720 £,

& Mode R¥ U &2GF 10 WA Lir 5L, REIFHIBRSh, A vy FABESINET,

WOFTIL, Express Setup F— R&7 =T VT2 HEEZRLET,

Switch (config)# no setup express

Mode R % > &3 & | Express Setup E— KRBT 4 &—7 1L ThHDHZ &%ﬁ%ﬁ I T& %7, Express
Setup E— RN AA v FTA R—T N TRWEE, T— FLED (37 U —ICRIT LRV, EFX/E7
U— IR LA 7,

BEaTUF avvFk B
show setup express Express Setup €— K7 77 4 T EIMERLET,
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show access-lists W

show access-lists

AA » FTHRE S 7= Access Control List (ACL; 727 A ar ru—v U AN 2F [T 51203,
show access-lists ## EXEC =~ > FA&HA L £,

show access-lists [name | number | hardware counters | ipc]

B DR name (f£7%) ACL D4RITY,
number (£&) ACL 0FZ T, MECTEH2HMAIL 1 ~ 2699 T7,
hardware counters ER) UlvExON. V=T 4T &N ry b T a—r3 1
N— K =7 ACL HEHE#HEERLET,
ipc (f£%) Interprocess Communication (IPC; 7 v ¥ A1) 7 v k
Al T EA VRN aryr74¥al—varoFvru— RERE
FoRLET,
~
GE)  rate-limit ¥—U— X, a~v I A4 DO~V AN UFIIEFRRENTOETE, P R—h&h
TWEH A,
avy Rk E—F i EXEC
avy RERE yy—=x EEE
12.2(53)SE2 Zoawr RRBMENE L,
BRLEDHA FSMY AA v FIXIP EBEBLOYLET 72 VA MG EYR—FLET, LER-T, FTEN D5
1. 1 ~199 & 1300 ~ 2699 7217 T,
ZDa<wy RTIE, REENZ MACACL HFERLET,
i wOFITix., show access-lists =~ > KD 1% R L £,

Switch# show access-lists
Standard IP access list 1

10 permit 1.1.1.1

20 permit 2.2.2.2

30 permit any

40 permit 0.255.255.255, wildcard bits 12.0.0.0
Standard IP access list videowizard 1-1-1-1

10 permit 1.1.1.1
Standard IP access list videowizard 10-10-10-10

10 permit 10.10.10.10
Extended IP access list 121

10 permit ahp host 10.10.10.10 host 20.20.10.10 precedence routine
Extended IP access list CMP-NAT-ACL

Dynamic Cluster-HSRP deny ip any any

10 deny ip any host 19.19.11.11

20 deny ip any host 10.11.12.13

Dynamic Cluster-NAT permit ip any any

10 permit ip host 10.99.100.128 any
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Bl show access-lists

ROFITIL, show

Switch# show access-lists
L2 ACL INPUT Statistics

20 permit ip host 10.
30 permit ip host 10.
40 permit ip host 10.
.213.43.128 any

50 permit ip host 10

60 permit ip host 10.
70 permit ip host 10.
80 permit ip host 10.

Drop:
Drop:
Drop And Log:
Drop And Log:
Bridge Only:
Bridge Only:

Bridge Only And Log:
Bridge Only And Log:

Forwarding To CPU:
Forwarding To CPU:
Forwarded:
Forwarded:
Forwarded And Log:
Forwarded And Log:

L3 ACL INPUT Statistics

Drop:
Drop:
Drop And Log:
Drop And Log:
Bridge Only:
Bridge Only:

Bridge Only And Log:
Bridge Only And Log:

Forwarding To CPU:
Forwarding To CPU:
Forwarded:
Forwarded:
Forwarded And Log:
Forwarded And Log:

46.22.128 any
45.101.64 any
45.20.64 any

91.28.64 any
99.75.128 any
38.49.0 any

hardware counters

All frame count:
All bytes count:
All frame count:
All bytes count:
All frame count:
All bytes count:
All frame count:
All bytes count:
All frame count:
All bytes count:
All frame count:
All bytes count:
All frame count:
All bytes count:

All frame count:
All bytes count:
All frame count:
All bytes count:
All frame count:
All bytes count:
All frame count:
All bytes count:
All frame count:
All bytes count:
All frame count:
All bytes count:
All frame count:
All bytes count:

access-lists hardware counters =~ > FOH 1 Z R L E£7,

855
94143

O O O O O o o

2121
180762

O O O O O O O o o O

13586
1236182
0

0
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show access-lists W

L2 ACL OUTPUT Statistics

Drop: All frame count: 0
Drop: All bytes count: O

Drop And Log: All frame count: 0

Drop And Log: All bytes count: 0
Bridge Only: All frame count: O
Bridge Only: All bytes count: 0
Bridge Only And Log: All frame count: 0
Bridge Only And Log: All bytes count: 0
Forwarding To CPU: All frame count: 0
Forwarding To CPU: All bytes count: 0
Forwarded: All frame count: 232983
Forwarded: All bytes count: 16825661
Forwarded And Log: All frame count: 0
Forwarded And Log: All bytes count: 0

L3 ACL OUTPUT Statistics

Drop: All frame count: O
Drop: All bytes count: 0

Drop And Log: All frame count: 0

Drop And Log: All bytes count: O
Bridge Only: All frame count: 0
Bridge Only: All bytes count: 0
Bridge Only And Log: All frame count: 0O
Bridge Only And Log: All bytes count: 0O
Forwarding To CPU: All frame count: O
Forwarding To CPU: All bytes count: O
Forwarded: All frame count: 514434
Forwarded: All bytes count: 39048748
Forwarded And Log: All frame count: O
Forwarded And Log: All bytes count: 0

EEEEAS avwy kR B
access-list ALy FITIFERTIILRE ST 78 A VA M EBRELET, WM

HIZ>W T, [Cisco I0S IP Command Reference, Volume 1 of
3:Addressing and Services, Release 12.2] > TP Services
Commands] ZER LTI 7ZE0,

ip access-list AA v FIHRESNIZIP T 7EA VA MERELET,
mac access-list extended 2 wvFIT, BESNTEFHIIEZEEONNTEMAC T Z7EA URA NS
HELET,
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Bl show archive status

show archive status

HTTP £721X TFTP 7’2 ha VTR v FIZHF Vo2 — RINTEH LA A=V DARAT —F R &R KT
51Z21%. show archive status %54 EXEC a2~ F&2EH L £,

show archive status

XX DA Zoawy Rk, BIEELEF—U—FEH A,
avY kR E—F it EXEC
avy FERE yy—=x EEEM

12.2(53)SE2 Zoavwy RPBEMEShE L,

BERLEDAA FF1 Y

]

archive download-sw $## EXEC =~ > FZHH L TA A—T% TFTP —NIZF¥ v o — FT54;
4. archive download-sw =~ ROHNTIE, Fvrro—RKOAT—ZANERINET,

TFTP Y — 0372 W4, HTTP A L CTA A=Y & X v n— K9 521%., Network Assistant %
TR T N, A2 =~ 32—V % 2 L £, show archive status =~ R TlX, ¥Fuorua—FoD
PR N E TR I NE T,

WOHITIL, show archive status =~ FOHFTERLE T,

Switch# show archive status
IDLE: No upgrade in progress

Switch# show archive status
LOADING: Upgrade in progress

Switch# show archive status
EXTRACT: Extracting the image

Switch# show archive status
VERIFY: Verifying software

Switch# show archive status
RELOAD: Upgrade completed. Reload pending

EEa< R

avwv kR HL]

archive download-sw TFTP 4 — B AL v FIZH LA A=V X a— R LET,
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show arp access-list

7 RUVAfRIR T e fha (ARP) 727t®v A v bha—i (U AN ICBET33EMEREFRRT D120,

show arp access-list = —% EXEC =~ RaffiH L E7,

show arp access-list [acl-name]

show arp access-list W

B DA acl-name (f£&) ACL 04 HITY,
avv R E—F o —4 EXEC
av Yy FEE yy—=x EEEM
12.2(53)SE2 Zoawry RRBMEE L,
i W ORFITIL, show arp access-list =~ > ROH N ERLET,
Switch> show arp access-list
ARP access list rose
permit ip 10.101.1.1 0.0.0.255 mac any
permit ip 20.3.1.0 0.0.0.255 mac any
BZEav Uk avUFk 7L
arp access-list ARP ACL #E&#LE7,

deny (ARP 772X UA L Dynamic Host Configuration Protocol (DHCP) /SA > F 4 v 7 L D—

a7 4 F 2l —TgYy) HIZEHESWT ARP X7 v b EELRLET,

ip arp inspection filter vlan 2% 7 v 7 IP 7 FLATRESINIZA R FH O ARP FREB &

WISEZFFAI L £,

permit (ARP 7272 UX DHCP A T 47 &D—FITHESNT ARP X7y bEFFA[ L E

Fharvrzga4Xzlr—vay) T,
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W show authentication

show authentication

AA v T TR F—T ¥ A X2 MZBET21EREFL/RT HI21E. show authentication =~ F %
(Z—% EXEC F 7713454 EXEC E— RoWTFnT) FEHLET,

show authentication {interface interface-id | registrations | sessions [session-id session-id|
[handle Zandle] [interface interface-id] [mac mac] [method method] | statistics [summary]}

BX DA interface interface-id EE) HELLEA v ¥ —7 oA ACHET D85~ % — ¥ Ol 23T
FrLET,
method method (EE) #B7E LR35 (dotlx, mab. F7-1% webauth) (2 X - T
SN TAT v T _XTCERRLET,
registrations L) WAF~F—Vy LIPARL—va v aErLET,
sessions BB BEDRIE~R—I YDy vay (mexiE, 7747 MER)

DFMEFRRLET, A7 a v DEEFEANLRNWE, BIET 7T 47
ey varRNIRTEREINET, FEOEYVa Yy (Fixkyvay
DT N—T) BRRTDHIZIE, BETEZHMT, ERITHAEDETCANT

xET,
session-id session-id ER) it~ —Y x0T a v Z2EELET,
handle handle () 1~ 4294967295 OFEPH A 45E L £7,
mac mac (EE) 8L MAC 7 RL AR~ — V¥ EHEF T LET,
statistics (fEE) REEHEEREZFE LRI LET,
summary TE) RFEFEHEHROY~ ) —2F R LET,
IXVETI74I0E Zoavr RIZET 74NV MREEH Y THA,

avvk E—F F#E EXEC 36 L Ot —4 EXEC

avy FEE Jyy—=x TEEM
12.2(53)SE2 ooy RRBEMENE L,
$EREDHS KSAY # 2-25 T, show authentication =~ > FOWMIJIZERINDIEERT 4 — /L RIZOWTHALET,

4

GE) ko ivalOAT—HAHHATELMERISRLET, RTAT— bRy a2 TlE, BREZHL
7= B2 WAL, Authz Success F 7213 Authz Failed 73 No methods & & HIZERINFET,

= 2-25 show authentication a<> FOH A

J4—ILF £

Idle tyvarnumibanE Lz, FRFIFEEEITINTOERA,
Running D0 vyaroliRNETHTT,

No methods oty varOfRENLEZFRIETH Y A,

Catalyst 3750-X &£ & U 3560-X R4 wF ATV K Y27 LR
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]

show authentication

% 2-25 show authentication <> FOHEH (&)

J4—ILE BieA

Authc Success FRIckoT, 2oy a v OFERKEI LE LT,

Authc Failed FRICE-oT, 20y a OFERITEKELE LT,
Authz Success IOy a T, TRTOBENEFICEASNE L,
Authz Failed ZDEyTa T, EREOBEHICKRLE L,

# 22612, FROAT— MEATELEEV AN LET, KT AT— b DBy 3Tk, Authe

Success. Authc Failed. F7-1% Failed over 3R SNFE T, Failed over 13, FEHT XN EITI N, K
DFRIZT == A ==L, FRIREES NPT ZEWRLET, Notrunld, AX 34T
b L7ty a v OBAICRFTEINET,

#* 2-26 A T—hrAXDE
27—k LA
FRORXT—F | L]
Not run T Oty va rOFRTFTEINTHEEA,
Running el Oty a  rDFRNETHTT,
Failed over T TOHFRITEBLE LT, ROFAPERELHTZ ERTHE
nNTHET,
Authc Success  [#& T ZoHFRIE, By a oS LA R AR L £ L,
Authc Failed BT ZoHRIT, By a v ORBLUTCRIEER R L E LT,

show authentications sessions interface =~ > KO J1i%, Security Policy 3 X O Security Status @
T 4=V REFRRLET, TNHDT ¢ —/L Kid, Media Access Control Security (MACsec) 7234
A= FSNA X =T MRS TV DLEARICORMEH I ET,

W DFITIL, show authentication registrations =~ > NEZ R L ET,

Switch# show authentication registrations
Auth Methods registered with the Auth Manager:
Handle Priority Name

3 0 dotlx

2 1 mab

1 2 webauth

W OHFITiX, show authentication interface interface-id =2~ RE R LET,

Switch# show authentication interface gigabitethernetl/23

Client list:

MAC Address Domain Status Handle Interface

000e.84af.59bd DATA Authz Success 0xE0000000 GigabitEthernetl/0/23
Available methods list:

Handle Priority Name

3 0 dotlx

Runnable methods list:

Handle Priority Name

3 0 dotlx

wOFITiX. show authentication sessions =~ > R& R L1,

Switch# show authentication sessions

| oL-25313-03-J
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W show authentication

Interface MAC Address Method Domain Status Session ID
Gi3/45 (unknown) N/A DATA Authz Failed 0908140400000007003651EC
Gi3/46 (unknown) N/A DATA Authz Success 09081404000000080057C274
WORFITIE, FBESNT-A > ¥ —7 =1 AD show authentication sessions =~ F&Z/xLE7,
Switch# show authentication sessions int gi 3/46
Interface: GigabitEthernet3/46
MAC Address: Unknown
IP Address: Unknown
Status: Authz Success
Domain: DATA
Oper host mode: multi-host
Oper control dir: both
Authorized By: Guest Vlan
Vlan Policy: 4094
Session timeout: N/A
Idle timeout: N/A
Common Session ID: 09081404000000080057C274
Acct Session ID: 0x0000000A
Handle: 0xCC000008

Runnable methods list:

Method
dotlx

State

W DF|IT

Failed over

1T, FBEE S MAC 7 KL 2@ show authentication sessions =~ > FZ/R L £,

Switch# show authentication sessions mac 000e.84af.59bd

Interface:
MAC Address:
Status: Authz Success
Domain: DATA

Oper host mode:

GigabitEthernetl/23
000e.84af.59%d

single-host

Authorized By: Authentication Server

Vlan Policy: 10
Handle: 0xE0000000

Runnable methods list:

Method State
dotlx Authc Success

W OH|T

1%, FBRE SN2 7D show authentication session method =~ K& /R L £,

Catalyst 3750-X & & Uf 3560-X R4 v FD Cisco 10S a2 F |

Switch# show authentication sessions method mab
No Auth Manager contexts match supplied criteria
Switch# show authentication sessions method dotlx
MAC Address Domain Status Handle Interface

000e.84af.59bd DATA Authz Success 0xE0000000 GigabitEthernetl/23

BREa< R avwyk B
authentication A=k B— FEHE-FEEIINHFEICHERELET,

control-direction

authentication event

%E@HAL‘HIE/])/\/ foT I va sk L‘El/ij—

authentication
host-mode

A— M CRFE~vF—TV v TE—RFEFRELET,

authentication open

R—=RCTH—T T RAEARX—TNELEFT 4 E—TMIZLET,

authentication order

_FT{%)ﬂj‘éu:u\uEﬁJ‘®JlLﬁ\r% XELET,

authentication
periodic

— ]\Tﬁmu\uﬂg%/rz 7/I/i7b’ iT/f'IZ Tz Lij_

[l Catalyst 3750-X & U 3560-X R4/ v F IRV F UI7LUR
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show authentication

authentication R— FORFEAT — O FE#FHIEE A F—T VI LET,
port-control

authentication priority K—k 7 4 4V 7 ¢ U A MIEFESFRNEZEBML E9,
authentication timer  802.1x /5N — hDH A LT T b NI RA—Z B L OHRBFERT A—F %

BMELET,
authentication H LTS ZANR— M T 50, R— MK DT A A DBt
violation L7 T FTLWT A AR AR — NI L7 a 108 AT 2 ENE— R
ERELET,

Catalyst 3750-X £ & U 3560-X X4 wF I?Y K Y27 LR
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W show auto qos

show auto qos

Automatic QoS (auto-QoS) N A R —TNDA L Z—T7 x4 A TAIIS72 QoS (Quality of Service)
avy R&EFRAT HIZIE, show auto qos =— ¥ EXEC 2~ FZEH L ET,

show auto qos [interface [interface-id]]

BXOiRHA interface [interface-id] (L) feEaN-H— FELIFTRTOFR— L O auto-QoS 15
EFRRLET, AR =T 2 AT, IR — N BREE
nEI,

avvk E—F o —# EXEC

avy FEE yyy—= FTERE

12.2(53)SE2 IOy RABMERE L,

BRLEDHA FS1Y show auto qos =~ > FHAIZIL, KA v H—T =4 AT AT SN auto-QoS =~ > RETNFRE
N E 9, show auto qos interface interface-id 2~ > RHIZ, FEDA VX —T7 = R ATTE T
auto-QoS =< R&ZHFRLET,

auto-QoS HER L W2 — VLT A KR T 5354A 1%, show running-config £+ EXEC =2~ > R & {f
LET,

Cisco 10S Release 12.2(40)SE 7> 5 show auto qos =~ > R /) TiX, Cisco IP Phone O —t' 2 KU
IERP R EINET,

auto-QoS D% 21T L A[FEMED B D BED QoS DR EF WA FERT DT, KOWTHILDa~
KE@RALET,

e show mls qos
* show mls qos maps cos-dscp
¢ show mls qos interface [interface-id] [buffers | queueing]

¢ show mls qos maps [cos-dscp | cos-input-q | cos-output-q | dscp-cos | dscp-input-q |
dscp-output-q]

e show mls qos input-queue

e show running-config

5 ROBFITIL, auto qos voip cisco-phone 35 & Uf auto qos voip cisco-softphone 1 > % —7 =1 A a2
T4 Xal—var avwy RE AN LEEED show aute qos =~ > RO ERLET,

Switch> show auto gos
GigabitEthernet2/0/4
auto gos voip cisco-softphone
GigabitEthernet2/0/5

auto gos voip cisco-phone

GigabitEthernet2/0/6

Catalyst 3750-X &£ & U 3560-X R4 wF ATV K Y27 LR
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auto gos voip cisco-phone

show auto qos WM

R DOFITIL, auto qos voip cisco-phone > ¥ —7 = A X a7 4 Fal—ary avry Fe AL
72854 @ show auto qos interface interface-id =~ > NOH N ERLET,

Switch> show auto gos interface gigabitethernet 2/0/5
GigabitEthernet2/0/5
auto gos voip cisco-phone

WOFITIL, auto qos voip cisco-phone ¥ L UF auto qos voip cisco-softphone f % —7 = A X @~
T74FXal—vary avy F&E AN L725E O show running-config 54 EXEC =2 v > RO )1 & 7R
L/i j‘o

Switch# show running-config
Building configuration...

mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls

gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos

map policed-dscp
map cos-dscp 0 8 16 26 32 46 48 56

srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
queue-set
queue-set
queue-set
queue-set
queue-set
queue-set
queue-set
queue-set
queue-set
queue-set

input
input
input
input
input
input
input
input
input
input
input
input
input
input
input
input
input
input
output
output
output
output
output
output
output
output
output
output
output
output
output
output
output
output
output
output
output
output
output
output
output
output

24 26 4

bandwidth

6 to 0

90 10

threshold 1 8 16

WNWWWWWNDNDDNRE WWDN

3

w N O

threshold 2 34 66
buffers 67 33
cos-map queue 1 threshold 2
cos-map queue 1 threshold 3
cos-map queue 2 threshold 1
cos-map queue 2 threshold 2
cos-map queue 2 threshold 3
dscp-map queue 1 threshold
dscp-map queue 1 threshold
dscp-map queue 1 threshold
dscp-map queue 2 threshold
dscp-map queue 2 threshold
dscp-map queue 2 threshold
dscp-map queue 2 threshold
dscp-map queue 2 threshold
dscp-map queue 2 threshold
cos-map queue 1 threshold
cos-map queue 2 threshold
cos-map queue 3 threshold
cos-map queue 4 threshold
cos-map queue 4 threshold
dscp-map queue 1 threshold
dscp-map queue 2 threshold
dscp-map queue 2 threshold
dscp-map queue 2 threshold
dscp-map queue 3 threshold
dscp-map queue 3 threshold
dscp-map queue 4 threshold
dscp-map queue 4 threshold
dscp-map queue 4 threshold
1 threshold 1 100 100 100 100
1 threshold 2 75 75 75 250
1 threshold 3 75 150 100 300
1 threshold 4 50 100 75 400
2 threshold 1 100 100 100 100
2 threshold 2 35 35 35 35
2 threshold 3 55 82 100 182
2 threshold 4 90 250 100 400
1 buffers 15 20 20 45
2 buffers 24 20 26 30

class-map match-all AutoQoS-VoIP-RTP-Trust

6
5

7

9 10 11 12 13 14 15
012

3
1
3
4
5
2
4
5

oL N W

2
6
3
9
7
4
0

40
24
48
56
16
32
8

17
34
50
58
25
41

41
25
49
57
17
33

3 4

18
35
51
59
26
42

42
26
50
58
18
34

5

19
36
52
60
27
43

43
27
51
59
19
35

6 7

20
37
53
61
28
44

44
28
52
60
20
36

21
38
54
62
29
45

45
29
53
61
21
37

22
39
55
63
30
46

46
30
54
62
22
38

9 10 11 12 13 14 15
012345¢67

23
48
56

31
47

47
31
55
63
23
39
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W show auto qos

match ip dscp ef
class-map match-all AutoQoS-VoIP-Control-Trust
match ip dscp cs3 af3l
|
policy-map AutoQoS-Police-SoftPhone
class AutoQoS-VoIP-RTP-Trust
set dscp ef

police 320000 8000 exceed-action policed-dscp-transmit

class AutoQoS-VoIP-Control-Trust
set dscp cs3

police 32000 8000 exceed-action policed-dscp-transmit

|
policy-map AutoQoS-Police-CiscoPhone
class AutoQoS-VoIP-RTP-Trust
set dscp ef

police 320000 8000 exceed-action policed-dscp-transmit

class AutoQoS-VoIP-Control-Trust
set dscp cs3

police 32000 8000 exceed-action policed-dscp-transmit

|
interface GigabitEthernet2/0/4
switchport mode access
switchport port-security maximum 400
service-policy input AutoQoS-Police-SoftPhone
speed 100
duplex half
srr-queue bandwidth share 10 10 60 20
priority-queue out
auto gos voip cisco-softphone
|
interface GigabitEthernet2/0/5
switchport mode access
switchport port-security maximum 1999
speed 100
duplex full
srr-queue bandwidth share 10 10 60 20
priority-queue out
mls gos trust device cisco-phone
mls gos trust cos
auto gos voip cisco-phone
|
interface GigabitEthernet2/0/6
switchport trunk encapsulation dotlg
switchport trunk native vlan 2
switchport mode access
speed 10
srr-queue bandwidth share 10 10 60 20
priority-queue out
mls gos trust device cisco-phone
mls gos trust cos
auto gos voip cisco-phone
|
interface GigabitEthernet4/0/1
srr-queue bandwidth share 10 10 60 20
priority-queue out
mls gos trust device cisco-phone
mls gos trust cos
mls gos trust device cisco-phone

service-policy input AutoQoS-Police-CiscoPhone

<output truncated>
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show auto qos WM

K OBFITIL, auto qos voip cisco-phone /1 > ¥ —T7 A A a7 4 Fal—rar avr ReANL
72354 @ show auto qos interface interface-id =2~ > RO Z R LET,
Switch> show auto gos interface gigabitethernetl/0/2

GigabitEthernetl/0/2
auto gos voip cisco-phone

WOHITIE, A4 v F ET Auto-QoS BT 1 E—T7 N> TV DA D show auto qos 2~ > KD H
NErRLET,

Switch> show auto gos
AutoQoS not enabled on any interface

ROBITIEX, Auto-QoS 31 ' F —7 = A ATT 4 B—T7 /LD D show auto qos interface
interface-id 2~ > ROHNZERLET,

Switch> show auto gos interface gigabitethernet3/0/1
AutoQoS is disabled

BEgEa<w K

avwok e
auto qos voip QoS KA A »ND Voice over IP (VoIP) 2 QoS & HERE L £,
debug auto qos auto-QoS RED T Ny V' H A X—T NI LET,
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W show boot

show boot

BOOT BEEEBOREEF T H121L. show boot ¥4 EXEC =~ Fa2HEH L £9,

show boot

WX DR Ioavr R, BIEERIEF T — RiEdH Y FH A,
avvFkF E—F ¥¢iE EXEC
avy FEE yy—2x EEERT
12.2(53)SE2 Zoawy RBMEMEShE L,
15l KOFITIE, T_XTDAL v 7 AL 30 show boot =2~ > FOH IR LET, #£ 22712, FREh

547 4 —/V FOFAZR L E T, image name OFNIIEX, ¢3750x-universal-mz.122-53.SE2 72 E 3 &

UR:=5 08

Switch# show boot

BOOT path-list : flash:image name.bin
Config file : flash:/config.text

Private Config file : flash:/private-config.text
Enable Break : no

Manual Boot . yes
HELPER path-1list
Auto upgrade . yes

Auto upgrade path

Switch 2
BOOT path-list : flash:image name.bin
Config file : flash:/config.text

Private Config file : flash:/private-config.text
Enable Break : no

Manual Boot . yes

HELPER path-1list

Auto upgrade : no
Auto upgrade path

<output truncated>
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show boot W

* 2-27 show boot ® 7 1+ —JL FDOERMA

Z4—ILF

SieA

BOOT path-list

B 7 — FFICE— RBIOEIT LI ET2FTAET 7 A LD I ae XYY
VR NERRLET,

BOOT BRIREAEVBHESINTWARNWGES, VAT AR, 77 vva 7740 VAT A
BRIZHIFHN BB EIT > T, RPN SN2 FEITEEA A —Y % a— NL T
FITERAET, T4V 7 U OHARETIZ, RELZEY 7T 07 v 5%
WRELTOHLIEDT 4 L7 N CORBELTET,

BOOT ZEMANRESN TV TH, HMESNIEAA—VEa— RTERM-THE, ¥
AT NI T Tvva 774N VAT N TRMOICKHERIH LI EB R 7 7 A L& iL#) L
LoELET,

Config file

CiscoIOS BNV AT A av 7 4 X al—va VORERMED Y —OFAES ITHAHT
D77 ANBERRLET,

Private Config file

CiscoIOS Ry AT L ar 74X alb— g VOREREa Y —0FHLEX ICHFHT
D77 ANGKERRLET,

Enable Break

T— M DOT VL= BARZ—T N0, FTET 48— NV ERRLET, yes, on,
FLFTTICEESNTWAELEIE, 77y v a 77 A0 VAT A0 #%IZ=
Y —)L LT Break ¥—%#9 &, HE)Z7— b T RXZ2HlcEET,

Manual Boot

ALy FREAHTT— T2, FLEFHTT - T 22052FK R LET, no T3
DIZREEINTWVWAERE, 77— he—X 3 2720 8# 2R E T, Fnlist
DIEIZEESNTWDHEIFE, 7—ha—F¥ TE— RO TFEITAS v T2 EET DL
ERH Y ET,

Helper path-list

T— =X O FIcENICr— FESnbsre— KA 7 A Ot 2w U XY)
DIVRARNERRLET, ~X— T7 AT, 7— b —XOMELILELED,
NoFedTi=y LET,

Auto upgrade

ALy F AZ YT TE AA T AZ v 7B, EEDIRWAAL v FNRRAZ v 7120
ATEDLED, Y7 MU =2T A=V a VOBRBEaE—BRESNTNDNE I NER
R~LET,

Version-Mismatch (VM) E— RIZHDAA v FIE, AA vF AZ v 7 Lidiieb
W= g VOARAF 7 Ta harPEHIhTWET, Z07-H, VM E— FD X
AVFIIAA vTF AF v ZIZIMATEEYAL, AAvTF ZAFZ v IR VM E— DA
Ay FILa—TX 54 A=V %A L, boot auto-copy-sw H#HEN A R — T LD
B, MDA 7 A AR—ADEDA A=V % VM ET— FOAA v FICHENIZa E—
LET, TOHE, AL v TFTIE VM E—FEKTLTYI 7= L, TNUNDAFX v
WAL ET,

NVRAM/Config file buffer size

A v F AKX 7 TlE, CiscolOS BRAEIVHNDa 7 4 Falb—Tay 77D
A — R TOEDIERAT LIy 7y P A XEeRRLET, 2T K2 L—
vary ZrAME, Ny T 7 YA XED Y CEBIDIEITITEERYA,
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W show boot

BEaT YR avwvFk

B

boot auto-copy-sw

Version-Mismatch (VM) £— ROAA v F 2 HBIZT v 77 L — RT3
2, BHEY T v 727 L — K (auto-upgrade) 7 ut A& A F—7 L E
7

Zoavy Rt AY v IERIHEAA v T TCEIHFEHTE T,

boot
auto-download-sw

auto-upgrade 7R EATHEMNTL2Y 7 h =T A A—VEBEELET,
Zoavy NI, A¥ vy 7S AA v FTREIFHEHTE £,

boot config-file

Cisco I0OS NNV AT ARED NHFEM 2 E—DFRAEZ IHENT 27 7 (L
HEEELET,

boot enable-break

HERE e 22 HlcE 9,

boot manual

WEIDT—~ A I NEDAA v FOFET— oA 21— LET,

boot
private-config-file

Cisco IOS 7T A N— FREDORHERME 2 B — DA EXIIHEHT 7 7
ANZERELET,

boot system

RIE D ENRFIZFE A Te Cisco [0S A A=V ZIaELE T,

Catalyst 3750-X &£ & U 3560-X R4 wF ATV K Y27 LR
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show cable-diagnostics tdr W

show cable-diagnostics tdr

Time Domain Reflector (TDR; # 4 A& KA A U KEHEEF) fRE2FRRT HITIE, show
cable-diagnostics tdr ¥i# EXEC =2~ > REZEH L £,

show cable-diagnostics tdr interface interface-id

BX iR interface-id TDR BNET SN TWAAL v X —T =2 AEHEELET,
avy kK E—F ¥#E EXEC
avy FEE yyy—=x EEER

12.2(53)SE2 Zoavwy RPMEMEShE L,

BRLDHA RS54  TDR L, #ROA —F %> b 10/100/100 A— F 2 THR— b ENET, I0F Ty h A —Fxy
b AR— b F & O Small Form-factor Pluggable & = —/b & — h TIIH¥ R — b S £ A, TDR OFEM
ZOWTIE, 2OV Y —REZRETHY 7 b7 avr7 4 Falb—vary A4 RESRL TS
AN

1 WOBITIL, AA »F TO show cable-diagnostics tdr interface interface-id 2~ > FOM IR L%
ﬁ—o

Switch# show cable-diagnostics tdr interface gigabitethernetl/0/23
TDR test last run on: March 01 00:04:08

Interface Speed Local pair Pair length Remote pair Pair status
Gil/0/23 1000M Pair A 1 +/- 1 meters Pair A Normal

Pair B 1 +/- 1 meters Pair B Normal

Pair C 1 +/- 1 meters Pair C Normal

Pair D 1 +/- 1 meters Pair D Normal

7% 2-28 12, show cable-diagnostics tdr =~ R CHAOENBE 7 4 — /L ROFHHAERLET,

& 2-28 show cable-diagnostics tdr 37> FTHAEN S 7 1+ —JL FORHA

24—ILF B

Interface TDR NETENTA V H—T = A A
Speed e

Local pair B—HL A H =T 2 ZATTDR BT X M EETTHIAY T4

Pair length EHT DAL v FIZHONT, BMBERBE Ly —7 V0%, IROWTNHOHEIZ
RV, TDR XL T & FrE CE E9,

o U—TUNANELSEREN, Vo oRnT v TREBT, A —7 = RAEENR
1000 Mb/s TH 2 5E

o —TNNKBRL TWHBEA
o F—TANRYa—rLTWVWHEA

Catalyst 3750-X & & U 3560-X R4 vF IT> K Y27 LYR
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Bl show cable-diagnostics tdr

& 2-28

show cable-diagnostics tdr 37> FTHASh3 71 —/L FOHHA $EE)

J4—ILF

B8

Remote pair

T—H RTPERINTZTAY XT 4, F—TANELLERINY VIR T v
FIRETHLIEAET T, TDRIZY E—F XTICHOWTHER L ET,

Pair status

TDR RETINTNDLTA Y XTDARAT—HF X,

e Normal : VA ¥ X7 BRELLERSNLTOHET,

e Notcompleted : 72 MIFEITHF T, BT LTWEHA,

e Not supported : 1 % —7 =4 AL TDR ZHHFR—FLEHA,
e Open: TA Y XTBEHRL TCNET,

e Shorted : VA ¥ X7 N a—hLTWET,

e ImpedanceMis : f V' E— X AN —FLEHA,

o Short/Impedance Mismatched : f > E— X VAR —FH LiaW\Whr—T LRy g —
FLTWET,

 InProgress : 2Wr7 A b 3 HEATH T,

o Fail : TR T = FAL, 7 A MIMREZRIETE EE A,

GE) TAPNTfail AT —ZABVR—bINERE, F—7 NV OEEZ IR LT
BEREL, BETAMNEEITTLZILICLD, Vo7 AT —FXRAEERTE
EY. T ABMT A ME, ARELFBE LS —T VBT 2w E
BT 5 X ICHRFI SN TWET, ToMmoEZZLZ), LAR—-FT
TEHEA,

KOFTIEL, TDR BEMEL TV 5 & % D show interfaces interface-id =2~ > RO &R LET,

Switch# show interface gigabitethernetl/0/2
gigabitethernetl/0/2 is up, line protocol is up (connected: TDR in Progress)

ORI TiX, TDR BHEIT I TV & X @D show cable-diagnostics tdr interface interface-id =~ >
FOH I ZRLUET,

Switch# show cable-diagnostics tdr interface gigabitethernetl/0/2
% TDR test was never issued on Gil/0/2

A B =72 AT TDR I R—FSNRWHE, ROA vy =V RFRENET,

% TDR test is not supported on switch 1

BEa<w vk av vk

A

test cable-diagnostics tdr A2 B =T x4 ATTDR A Fx—7 2L, EfTLET,
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show cdp forward W

show cdp forward

CDP 74V —7F 4 7 T—7N&ER T HIZIL. show edp forward = —% EXEC =~ RaffiH L
7.

show cdp forward [entry | forward | interface interface-id | neighbor | traffic]

GE) DA<y I LANN—R 74 —F v By FaETLTWDL AL vy FTIEIR—FShEHEA,

XD entry (EE) FEDOXAN— = bV ICHETAEREERLET,
forward ({ER) CDP 74V —TF 4 v 7 E#REFRRLET,
interface interface-id (f£E) CDPA v H—T 2 Af ZADAT —HALBREERRLET,
neighbor (fEE) CDP *A N— = MU #FRLET,
traffic ({EE) CDP o#itfE#RE R~ LET,

avy kR E—F . —4% EXEC

avy FERE Jy—=x EENE
12.2(53)SE2 Zoaw s RAENERE LT,

BHLEDHAAL FS54Y  show cdp forward =~ > FHIJIZ, ANAR— bR — oK~y B 7 Tizdaind CDP /S
o O, BIOEESNT R y F&REAY v FOKEHEREZERLET,

1 Switch# show cdp forward
Ingress Egress # packets # packets
Port Port forwarded dropped
Gi2/0/2 Gi2/0/13 0 0
EEa<UF avwy kR B2
cdp forward CDP FI77 4 v 7 DANBIOHINAAL vF RA— %

%&h/ﬁ;bij_o
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W showcisp

show cisp

fRESNTA ¥ —7 =4 AD CISP [ M %E £7"T HI121L, show cisp £i# EXEC =~ R&ZMH L £
R

show cisp {[interface interface-id] | clients | summary}

B niRHA clients (L) CISP 7 547 v FOHMAEREFELET,
interface interface-id  ({17%) #8ESNT-A ¥ —T7 A4 A0 CISP E#MAER T LET, AL
VHE =T 2 A AE MR ER—bF FrRrAREENET,

summary EE) BRLET,

Ja—nN") a7 4 Xalb—g v

T
H
I
™.

avy

avy FERE Jyy—2 EENE
12.2(53)SE2 Zoavy RRBIMEShELE,

5 WOFITIL, show cisp interface =~ > FOH &R L £,

WS-C3750E-48TD#show cisp interface fast 0
CISP not enabled on specified interface

W ORFITIL, show cisp summary =~ > KOH /R L ET,

CISP is not running on any interface

EEa<UF avwyF A
dotlx credentials profile PFVI b AL FTTuT 7 AN EHRELET,
cisp enable Client Information Signalling Protocol (CISP) % A r—7
MZLET,
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show class-map W

show class-map

show class-map = —+# EXEC 2~ K&, hT7 74 v 7 T L2000 —KKEHEEZERT D
Quality of Service (QoS) 7 7 A vy 7&K RLET,

show class-map [class-map-name]

B niRHA class-map-name BB ESN-7 TR v~y 7ONEEFRLET,
avy kK E—F o —4 EXEC
av Yy FERE yy—=x EEHEEM
12.2(53)SE2 Zoavwy RPMEMEShE L,
{1 W OBFITIL, show class-map =2~ > ROHNE/RLET,
Switch> show class-map
Class Map match-all videowizard 10-10-10-10 (id 2)
Match access-group name videowizard 10-10-10-10
Class Map match-any class-default (id 0)
Match any
Class Map match-all dscpb (id 3)
Match ip dscp 5
BEEav K avwUFk BTLL]
class-map LHIERE LI ARy NEORAGIER SIS 7R
~ v T EfER L E T,
match (75X vy F ar7g N7 T4 I ENET OO B EERLET,

Fal—Tay)
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W show cluster

show cluster

AA v TNBELTNDT TAFDAT —H ALY~ —%2F£RT DHIZiE. show cluster = —¥ EXEC
avw  REFHLET, 20a~vr RE, 772X av U R AL v FEITTAY AN XA, vFTA
hTxET,

show cluster

XX DA Zoa~y R, BIEELEIF—TU—REH 0 A,
avvk E—F = — EXEC
av Yy FERE yy—= EFERRE

12.2(53)SE2 Zoavwy RPBEMEShE L,

BERLEDAA FF1 Y

il

TIGABDALNTRNVWAAL v F ETCoDa~vry FEANTHE, 25— A vt—Y ot a
management cluster member | ﬂ§§§ﬁ%é§?L2E7ro

JIGAE AN AL v F L CZOa~vy ReEANTHE, 7 T7AF av K AL yTFDID, DR
A vF AUNRNDE T, BIXORITAZ a<w K AL v TF LOERRENRFRINET,

JITAR aw U R AL v FDRAL y T EIFI TFTAL av R AL vF ELTCZ0a~vr FEANTTH
LV TARBBABIOA U ANORBBRREINET, Flo, AT —ZAETHED I FTAZDAT—F A
BLOMbLERINET, MEMKDA X—TLOHEE, 774~V BLIWEDIFY a<v R
AL TFOFRBRFERINET,

WOFITIX, T2 T4 TR0 T7AX a< K AA vF LT showcluster =~ F& A L7=HEDOH
HEFLUET,

Switch> show cluster
Command switch for cluster “Ajang”

Total number of members: 7
Status: 1 members are unreachable
Time since last status change: 0 days, 0 hours, 2 minutes
Redundancy: Enabled
Standby command switch: Member 1
Standby Group: Ajang_standby
Standby Group Number: 110
Heartbeat interval: 8
Heartbeat hold-time: 80
Extended discovery hop count: 3

WOFITIE, 7T AZ AN 24 vF LT showcluster =~ REANLIZHEDOH 12 R LET,

Switchl> show cluster
Member switch for cluster “hapuna”

Member number: 3

Management IP address: 192.192.192.192
Command switch mac address: 0000.0c07.acl4
Heartbeat interval: 8

Heartbeat hold-time: 80
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show cluster W
WOBITIE, RAZNA I TAZ aw R ALy FELTRESNTLT TAZ AN A, yF ET
show cluster =~ REZ AN L7602 R LET,
Switch> show cluster
Member switch for cluster “hapuna”
Member number: 3 (Standby command switch)
Management IP address: 192.192.192.192
Command switch mac address: 0000.0c07.acl4
Heartbeat interval: 8
Heartbeat hold-time: 80
WOFTIX, AN 1 LoOERPYIISNZr T A% a<w K A4 vF LT show cluster 2~ > K%
AN LIeSHEOH e~ LET,
Switch> show cluster
Command switch for cluster “Ajang”
Total number of members: 7
Status: 1 members are unreachable
Time since last status change: 0 days, 0 hours, 5 minutes
Redundancy: Disabled
Heartbeat interval: 8
Heartbeat hold-time: 80
Extended discovery hop count: 3
ROBITIE, 7T AH A~ B AL v F L OBEENOIBI SNz T AL A8 AL v F 1T show
cluster =~ > FEAALEGAEOHAZRLET,
Switch> show cluster
Member switch for cluster “hapuna”
Member number: <UNKNOWN>
Management IP address: 192.192.192.192
Command switch mac address: 0000.0c07.acl4
Heartbeat interval: 8
Heartbeat hold-time: 80
BEavUF avwrk HL:)]

cluster enable

av U RR AL v FE T TAZ av L R AL v FLLTAR—7

JZL, VI ARFL, BLOA T a b LTAUREEZE D YT

£7,

show cluster candidates

BEHAAL v FDOY A NERRLET,

show cluster members

JITARE AT AERER T LET,
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Bl show cluster candidates

show cluster candidates

BEHEAAL v TF DY ANERRTDHITIE, A v T AX v 7 F237 TAK a~ 2 K AL vF LT show
cluster candidates ### EXEC a2~ R&ZEH L £,

show cluster candidates [detail | mac-address H.H.H.]

WX OHHA detail (fEE) T ToRMICET 2iEME &R LET,
mac-address H.HH. (L) 7 7 22 GO MAC 7 KL ATT,

XY FE—F  =—% EXEC
avr FEE Jy—2 EERE
12.2(53)SE2 Zoa~vy RPENENE L,

ERALDAHS RS54y COavwy RRFIHATEADIZ, 7I59AX avw L R AL v F ZAZ 7 ERIF 7 TAZ a~v L R A
A v FITBOENET,

AL TFNT FTAE a<w R 2, v FTRVWEASIL, 7ar 7 MOEFREREINET,

HARND SN, X7 v F A NEFEFEERLET, SNIIDOMEIZ E RERRINTZHAE. A4 v FIHE
EHREICL > THRIEENRTWET, SNAIOHEDN E TRWEA., X7 v F X NFELEDAA v FIL, 5
WAL v TFOT v FA M) —MMUFANR—TF, Ry P BT ME, 7TRAF a<w K AL vFnb
B AA v FETOT A 2 TT,

il WK OB TIiL, show cluster candidates =~ KO 2R L ET,
Switch> show cluster candidates

| -—-Upstream---|
MAC Address Name Device Type PortIf FEC Hops SN PortIf FEC
00d0.7961.c4c0 StLouis-2 WS-C3750E-24TD Gi6e/0/1 2 1 Fa0/11
00d0.bbf5.e900 1df-dist-128 WS-C3524-XL Fa0/7 1 0 Fa0/24
00e0.le7e.be80 1900 Switch 1900 3 0 1 0 Fa0/11
00e0.1e9f.7a00 Surfers-24 WS-C2924-XL Fa0/5 1 0 Fa0/3
00e0.1e9£.8c00 Surfers-12-2 WS-C2912-XL Fa0/4 1 0 Fa0/7
00e0.1e9f.8c40 Surfers-12-1 WS-C2912-XL Fa0/1 1 0 Fa0/9
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show cluster candidates Wl

WOBITIX, 7T7AK a~vr KA,y FICEFEER SN, 7I7AX AN AL vFDMACT R
Az L7284 @ show cluster candidates =~ > ROH N ZR L E9,

Switch> show cluster candidates mac-address 00d0.7961.c4c0
Device 'Tahiti-12' with mac address number 00d0.7961.c4cO

Device type: cisco WS-C3750E-24TD-S

Upstream MAC address: 00d0.796d.2f00 (Cluster Member 0)
Local port: Gi6/0/1 FEC number:

Upstream port: GI6/0/11 FEC Number:

Hops from cluster edge: 1
Hops from command device: 1

WO TIX, 7 TAX T PNoDERYT BT NN3 THD, VTAZ AN AL vF O MACT
KL 2% L7=84 @ show cluster candidates =~ > FOH 1 &Z/R L £,

Switch> show cluster candidates mac-address 0010.7bb6.1lccO
Device 'Ventura' with mac address number 0010.7bb6.1ccO

Device type: cisco WS-C2912MF-XL
Upstream MAC address: 0010.7bb6.1cd4

Local port: Fa2/1 FEC number:
Upstream port: Fa0/24 FEC Number:

Hops from cluster edge: 3
Hops from command device: -

woOFITiL. show cluster candidates detail =~ > FOH A2~ L £,

Switch> show cluster candidates detail
Device 'Tahiti-12' with mac address number 00d0.7961.c4cO

Device type: cisco WS-C3512-XL

Upstream MAC address: 00d0.796d.2£f00 (Cluster Member 1)
Local port: Fa0/3 FEC number:

Upstream port: Fa0/13 FEC Number:

Hops from cluster edge: 1
Hops from command device: 2
Device '1900 Switch' with mac address number 00e0.le7e.be80

Device type: cisco 1900

Upstream MAC address: 00d0.796d.2f00 (Cluster Member 2)
Local port: 3 FEC number: 0

Upstream port: Fa0/11 FEC Number:

Hops from cluster edge: 1
Hops from command device: 2
Device 'Surfers-24' with mac address number 00e0.1e9f.7a00

Device type: cisco WS-C2924-XL

Upstream MAC address: 00d0.796d.2f00 (Cluster Member 3)
Local port: Fa0/5 FEC number:

Upstream port: Fa0/3 FEC Number:

Hops from cluster edge: 1
Hops from command device: 2

pIEa< R avwyvk L]
show cluster AA v TFBBTDHITAZDODAT—ZABIOY <~ —%2FRrLE
7,
show cluster members 7T AL AT IR ER R LET,
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M show cluster members

show cluster members

TTAE AUNIZETIERERTRTDICNE, AT AX I FRF I TR a<w o R A, vF L
T show cluster members #i# EXEC =~ > RaffH L F 9,

show cluster members [# | detail]

WX DA

n ER) 77 AZ A" a@hld 2% 5, fEE TS 2#PHIL0~ 15 TY,

detail EE) +T_TCDOITAL AU NIHETHEMEFRLUET,

ARV F E—F ¥t EXEC
a2 FEE Jy—2 EERE
12.2(53)SE2 Ioavwy FBMERE L,

BEREDHL K1

]

Zoa<wy RRFHTE S
A4y FIZRENET,

T AZNIZA AP IRWGEEE, a7 MO T

DT, V7IAEF avw R AL vF RE 7 ELIFITAL av KR

BFERINET,

W DFITIL, show cluster members =~ > FOH A RLET, HHHND SN X, X7 > FFFEER
%I\/i‘d—o
Switch# show cluster members
| -—-Upstream---|
SN MAC Address Name PortIf FEC Hops SN PortIf FEC State
0 0002.4b29.2e00 StLouisl 0 Up (Cmdr)
1 0030.946¢.d740 tal-switch-1 Fa0/13 1 0 Gio/1 Up
2 0002.0922.7180 nms-2820 10 0 2 1 Fa0/18 Up
3 0002.4p29.4400 SanJuanz Gi0/1 2 1 Fa0/11 Up
4 0002.4b28.c480 GenieTest Gi0/2 2 1 Fa0/9 Up

WOFEITIE, 7T AZ AL 3312%9 2 show cluster members O H 2R L ET,

Switch# show cluster members 3
Device 'Sanduan2' with member number 3
Device type: cisco WS-C3750E-24TD-S
MAC address: 0002.4029.4400
Upstream MAC address: 0030.946¢c.d740 (Cluster member 1)
Local port: Gi6/0/1 FEC number:
Upstream port: GI6/0/11 FEC Number:
Hops from command device: 2

OB TIX

Switch# show cluster members detail

Device 'StLouisl' with member number 0 (Command Switch)
Device type: cisco WS-C3750E-24TD-S
MAC address: 0002.4b29.2e00
Upstream MAC address:
Local port:
Upstream port:
Hops from command device: 0

. show cluster members detail =~ > FOHHEZ R L ET,

FEC number:
FEC Number:
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show cluster members W

Device 'tal-switch-14' with member number 1
Device type: cisco WS-C3548-XL
MAC address: 0030.946¢.d740
Upstream MAC address: 0002.4b29.2e00 (Cluster member
Local port: Fa0/13 FEC number:
Upstream port: Gi0/1 FEC Number:
Hops from command device: 1

Device 'nms-2820' with member number 2
Device type: cisco 2820
MAC address: 0002.0922.7180
Upstream MAC address: 0030.946¢c.d740 (Cluster member
Local port: 10 FEC number: O
Upstream port: Fa0/18 FEC Number:
Hops from command device: 2

Device 'SandJuan2' with member number 3
Device type: cisco WS-C3750E-24TD-S
MAC address: 0002.4029.4400
Upstream MAC address: 0030.946c.d740 (Cluster member
Local port: Gi6/0/1 FEC number:
Upstream port: Fa6/0/11 FEC Number:
Hops from command device: 2

Device 'GenieTest' with member number 4
Device type: cisco SeaHorse
MAC address: 0002.4b28.c480
Upstream MAC address: 0030.946¢c.d740 (Cluster member
Local port: Gi0/2 FEC number:
Upstream port: Fal0/9 FEC Number:
Hops from command device: 2

Device 'Palpatine' with member number 5
Device type: cisco WS-C2924M-XL
MAC address: 00b0.6404.£8c0
Upstream MAC address: 0002.4b29.2e00 (Cluster member
Local port: Gi2/1 FEC number:
Upstream port: Gi0/7 FEC Number:
Hops from command device: 1

MEav2 k av ok Stes

show cluster

o

AA YT BB T DI TAZDAT—ZARBINY~ ) —&FK/RrLFE

show cluster candidates

BAAA Y TF DY R M ERRLET,
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Il show controllers cpu-interface

show controllers cpu-interface

CPURY NU—2 A Z—TxAAASIC DAT— h&FRRL, CPUIZET 537 v MIBET HHE
15 %4 %% 154 521X, show controllers cpu-interface %5t EXEC =2~ > R&MHEH L ¥,

show controllers cpu-interface

B DR Zoawy FIZiE, BIEELIEIF—U—FIEH Y FHA,
avv kK E—FK #HE EXEC
avy RERE yy—= EEEM

12.2(53)SE2 Zoavy RRBEMENRE LR,

BEREDAL T4

U

Zoavwy REERTAZET, YAaDT 7=V B R—MIYNRASL v TFDO T TN a—T 4

YT HAT D DI ERPF RS NET,

WOHITIL, show controllers cpu-interface =~ > KON ZRLET,

Switch# show controllers cpu-interface
retrieved

cpu-queue-frames

rpc
stp

ipc

routing protocol
L2 protocol
remote console
sw forwarding
host

broadcast
cbt-to-spt

igmp snooping
icmp

logging

rpf-fail

queueld

cpu heartbeat

4523063
1545035
1903047
96145
79596

0

5756
225646
46472

0

68411

0

0

0

0
1710501

dropped

O O O O O O O O O O O o o o o o

invalid

O O O O O O O O O O O O o o o o

hol-block

O O O O O O O O O O O o o o o o
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show controllers cpu-interface W

Supervisor ASIC receive-queue parameters

queue 0 maxrecevsize S5EE pakhead 1419A20 paktail 13EAED4
queue 1 maxrecevsize S5EE pakhead 15828E0 paktail 157FBFC
queue 2 maxrecevsize 5EE pakhead 1470D40 paktail 1470FE4
queue 3 maxrecevsize S5EE pakhead 19CDDD0O paktail 19D02C8

<output truncated>

Supervisor ASIC Mic Registers

MicDirectPollInfo 80000800
MicIndicationsReceived 00000000
MicInterruptsReceived 00000000
MicPcsInfo 0001001F
MicPlbMasterConfiguration 00000000
MicRxFifosAvailable 00000000
MicRxFifosReady O0O0OBFFF
MicTimeOutPeriod: FrameTOPeriod: O0000OEA6 DirectTOPeriod: 00004000

<output truncated>

MicTransmitFifoInfo:

Fifo0: StartPtrs: 038C2800 ReadPtr: 038C2C38
WritePtrs: 038C2C38 Fifo Flag: 8A800800
Weights: 001EO0O01E

Fifol: StartPtr: 03A9BCO0 ReadPtr: 03A9BC60
WritePtrs: 03A9BC60 Fifo Flag: 89800400
writeHeaderPtr: 03A9BC60

Fifo2: StartPtr: 038C8800 ReadPtr: 038C88EQ
WritePtrs: 038C88E0 Fifo Flag: 88800200
writeHeaderPtr: 038C88E0

Fifo3: StartPtr: 03C30400 ReadPtr: 03C30638
WritePtrs: 03C30638 Fifo Flag: 89800400
writeHeaderPtr: 03C30638

Fifo4: StartPtr: 03ADS5000 ReadPtr: 03AD50A0
WritePtrs: 03AD50A0 Fifo Flag: 89800400
writeHeaderPtr: 03AD50A0

Fifo5: StartPtr: 03A7A600 ReadPtr: 03A7A600
WritePtrs: 03A7A600 Fifo Flag: 88800200
writeHeaderPtr: 03A7A600

Fifo6: StartPtr: 03BF8400 ReadPtr: 03BF87F0
WritePtrs: 03BF87F0 Fifo Flag: 89800400

<output truncated>

IV F avw vk By
show controllers N—RT 2T FEFFA L E—T 2 ZADONH L P AZNEHRIAEN S,
ethernet-controller BA v H—T oA ADEZIEORITHEREZEZRLET,
show interfaces TRTCOA LV H—T 2 A AETFREINTZA X —T oA ADEHR

T—HAABIOEERT —F ZA 2K R LET,
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M show controllers ethernet-controller

show controllers ethernet-controller

N=RY =T POHBIANIEEZBICET 54 v 7 —7 =4 ARMLOFEHEREZ F— 7 — R L TR
9 21Z1X. show controllers ethernet-controller #7# EXEC =~ F&fi /L ¥, phy ¥—UV—F
ERELTHEHATLE, A VX —T A ANML YA ZNERE N, port-asic ¥ — VU — FEIFEET S
L. K=K ASIC (ICHT 2 EWARRSNET,

show controllers ethernet-controller [interface-id] [phy [detail]] [port-asic {configuration |

statistics} ]
X DEREA interface-id WA B —T 2 AR (BAT, RAZ T AN (RE v TR AA v
F). EY2—/b, KR— +EEEED)
phy UEE) TAA A, £ A v F—T 2 A4 ADAA v FOWHEE (PHY) T34
ADHNEBL VAR AT —Z A RRLET, A% —7 A AD Automatic
Medium-Dependent Interface Crossover (Auto-MDIX) BEREDQEIEAT — b %
HRIZEDET,
detail (fE%) PHY WL P A X OFEMIEHRE R R LE T,
port-asic (T75) F—F oD ASIC NEL YA X OIEREF R L £
configuration R—FD ASIC NESL P2 2 DR EEZFRLET,
statistics A— h®D ASIC HFHE#H (Rx/Sup ¥ = —BLOZOMOFFHERE ET) 2&
~LET,
avvFk E—F H¥:#E EXEC (=—¥ EXEC & — KD interface-id ¥ —V — FEE LIZGAETHE— 1)
av Y FER Jy—=x EHEEH

12.2(53)SE2 Zoawr REMSRE L,

EREDHA KS1Y TRTCDA L E—T 2 A ZAFEIIBEENTA v Z—T = A ZAD AN RMON #HeHE e Eie b5
T4 v IR RAE STV — FR L TERRLET,

phy £ 7213 port-asic ¥— 7 — F&Z AN L7ZHEAE, ECv 2 a7 7 =k R — MIYGIZ LD R
AYFDRTF TN 2—T 4 TITESLOERPERENET,
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Too large frames

show controllers ethernet-controller
i WOBITIE, DA% —7 xA AZxT 5 show controllers ethernet-controller phy =~ > KD H
NuERLET, £ 2-291 Transmit 7 4 —/V ROBHAEZ R L, £ 2-30 |2 Receive 7 4 —/v ROFHIA %
RALET,
Switch# show controllers ethernet-controller gigabitethernet6/0/1
Transmit GigabitEthernet6/0/1 Receive
0 Bytes 0 Bytes
0 Unicast frames 0 Unicast frames
0 Multicast frames 0 Multicast frames
0 Broadcast frames 0 Broadcast frames
0 Too old frames 0 Unicast bytes
0 Deferred frames 0 Multicast bytes
0 MTU exceeded frames 0 Broadcast bytes
0 1 collision frames 0 Alignment errors
0 2 collision frames 0 FCS errors
0 3 collision frames 0 Oversize frames
0 4 collision frames 0 Undersize frames
0 5 collision frames 0 Collision fragments
0 6 collision frames
0 7 collision frames 0 Minimum size frames
0 8 collision frames 0 65 to 127 byte frames
0 9 collision frames 0 128 to 255 byte frames
0 10 collision frames 0 256 to 511 byte frames
0 11 collision frames 0 512 to 1023 byte frames
0 12 collision frames 0 1024 to 1518 byte frames
0 13 collision frames 0 Overrun frames
0 14 collision frames 0 Pause frames
0 15 collision frames 0 Symbol error frames
0 Excessive collisions
0 Late collisions 0 Invalid frames, too large
0 VLAN discard frames 0 valid frames, too large
0 Excess defer frames 0 Invalid frames, too small
0 64 byte frames 0 Valid frames, too small
0 127 byte frames
0 255 byte frames 0 Too old frames
0 511 byte frames 0 Valid oversize frames
0 1023 byte frames 0 System FCS error frames
0 1518 byte frames 0 RxPortFifoFull drop frame
0
0

Good (1 coll) frames

* 2-29 Transmit ® 7 4 —JL FD5RHA
J4—ILF Bl
Bytes AV BE—=T A A LETEREINTZ A FORER,

Unicast Frames

=Xy AN T RLRGEE IR T L—L20kE

Multicast frames

“AFXy AR T RLRACEESRET L— A@ﬁﬁo

Broadcast frames

Tur— K%y AT RLVRICEFEEINTZT7 L—LDRH,

Too old frames

Ny FRABIROINADIZDH R — P TRr y 7S 7 L— LD,

Deferred frames

RERIZS 2% fg KX I 2B 2 72 CEE SN o T2 7 L— 2 D%,

MTU exceeded frames

BRI 7 LU—h YA ZeBA2T7 L— 208,

1 collision frames

1 BlOEEH%., A v Z—T x4 A ELTERICEEESNTE T L—A0H,

2 collision frames

2 HDOEEE, A X —T A A LETIERICEESNTZT7 L —20D%,

3 collision frames

3EOMEEH, A F—T 2 A A LTEFICEEINTEZT L—L20%,

4 collision frames

4 MIDFEEE, A4 —T oA A LTERICEEENTZ7 L—20H,
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M show controllers ethernet-controller

* 2-29 Transmit ® 7 1+ —J)L FOHBA EHE)

J4—ILF

B8

5 collision frames

SEIOEE%., A F—T A A ETEFICEEEINTZ T L—L00H,

6 collision frames

6 BID@EZEHR, A A —T oA A LTEFICEREEINEZT L—20H,

7 collision frames

fEanr-7r—20¥k,

8 collision frames

8 B, A F—7 = A A LTIER

9 collision frames

Iz

Iz
7 BOEZE%, A F—T = A A ETEFIZE

WCEE S iz 7 L— A%,

(haS

9 BDOEZE%., (v F—T A A ELTIER EEnr-71r—2r0¥,

10 collision frames 10 Bl OEZEH%, A v F—T =2 A A ETEFBICEEENZT7 L—20%,

11 collision frames 11 BlOfEE%, A v Z—T x4 A ETERIIEESNTETZ L—20H,

12 collision frames 12 HoffZEH%, A F—T 2 A ETIEFICEEINZ T L—Lb0%,

13 collision frames 13 HO@EZEH%, A X —T x4 A ETEBICEESINEZ7 L—20%,

14 collision frames 14 BlOEE%E, v FZ—T oA A LETERICEEENTE T L—20%,
I

15 collision frames

15 BlOEZEH%, A v 2 —T oA 2 FTEFRISEEINTZT7 L—2D8,

Excessive collisions

16 [ElOEER, f v FZ—T 2 A4 AL TEETERNoT-7 L—2DH,

Late collisions

TV —LAMNBEREINEZHRT, 7—20BEHIREINEZLAS F 20V ParDidll ey r
77 L—AD¥,

VLAN discard frames

CFl'l vty BB EINEZ LICE VA v F—T A A LT Ruy FENET7 L—ADH,

Excess defer frames

RER N RN N 2 X 722 TREE SN o727 L— AD#K,

64 byte frames

A B =T 2 A ETHEEENTZ 64 X1 FDOT L— LD,

127 byte frames

A =T x4 ALETHEEINTZ 65~ 127 31 D7 L— LD,

255 byte frames

A B =T 2 A A ETHEEENTZ 128 ~ 255 X4 F DT L— DRI,

511 byte frames

A B =T 2 A LETEEENT 256 ~ 511 A F DT L— LD E,

1023 byte frames

A B =T A A LETHEEENT 512 ~ 1023 X4 FD T L— LD,

1518 byte frames

A B =T A ALETEREFEINT 1024 ~ 1518 N1 D7 L — L DREL,

Too large frames

AE =T 2 A A LTEEINTEHRRFAT I L —L VA XEB2T-7 L —20%,

Good (1 coll) frames

1 B2, £ 2 —T7 x4 AETIERICEE SN 7 L—208, ZOMEIZIE 1 BOHEEE,
AV HF =T 2 A LETIEFICEEENR Do T7 L—20HITEENTEA,

1. CFI = Canonical Format Indicator (7 #—~ v FMEXFER)

% 2-30 Receive O 7 14 —JL FDREA
J4—ILF HTL:)]
Bytes Ao B =T A ALTZESENE7L—AICEs THEHENTEAEY (1 ) O, FCS!

ERELOCEFEATRN T L—Ab@ENET, ZOEICIE, 7b—Ah~yF— By MR EE
NEHE A

Unicast frames

A F =T 2 AALTERIIZESINZZ=FY X b T FLAZET b7 L—AOREL

Multicast frames

A B =T 2 A A LTEBICZEINZLFXFY AL 7 RLRIZAT BN T L— O,

Broadcast frames

A B =T 2 A A LETIEFIIZEESNZT0— KXY AN 7 RLAIZHAITLNEZT L—LDH
.

Unicast bytes

A F =T 24 A LTREEINa=F v A JL—2 Lo THERaINTZAEY (31 )
D, FCSHEBIVEERATRNTZ L—AbEFENEd, ZOMEIZE, 7b—Lh ~y ¥ —
By FREEREEA,
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show controllers ethernet-controller W
# 2-30 Receive W7 4 —JL FDOHA #HEE)
J4—ILF HTL:]
Multicast bytes A B =T 2 A ZAETREESNTEZTAFFR Y XL 7L—AICE > THERENTZAETY (A 1)

=]

D, FCSHEBLIVEEFATRNWTZ L—AbBENEd, ZOMHEICIT. 7b—h ~y ¥ —
By FRGENEEA,

Broadcast bytes

AV E—T A A FPTEZEISNTE7Te—RFRXy AN ZJL—AIC Lo THERAINIZATY (N4
) O¥E, FCSHEBLIVEFHERA TRV I L—AabEENET, TOMEIZIE, 7L—45 ~y
X — By hREENEFA,

Alignment errors

ABE =T 2 A A LETZEEINEZTIA AV N 2T —%2F>7 L— b0k,

FCS errors

AP =T 2 A A LTRFESNTZADBRES (O ) 28FbH, EF2 FCSELZRLRVT
L — L DOfE,

Oversize frames

A B =T 2 A A LETZEINTERRKFAZ7L—A T X227 L— A0,

Undersize frames

A E =T 2 A XA LTRIEENT 64 XA FRIEDO 7 L— L DHL,

Collision fragments

A B =T 2 A A LTRESNTZaVTary 77720 o,

Minimum size frames

BN L—Db YA DT L — D,

65 to 127 byte frames

65 ~ 127 "4 F D7 L— L D#ELL

128 to 255 byte frames

128 ~ 255 A F D7 L —ADKREK,

256 to 511 byte frames

256 ~ 511 XA + D7 L— L D#E,

512 to 1023 byte frames

512 ~ 1023 XA R D7 L— L DRREL,

1024 to 1518 byte frames

1024 ~ 1518 A F D7 L — A DiHREL,

Overrun frames

AL B =T 2 A A LTRESNTEA—NR—=T L 7L —2DE,

Pause frames

B =T 2 A A LTZEEINEZR—X 7L —ADH,

Symbol error frames

A B =T A A FTZEENEY VRV T —%2 057 L— LD,

Invalid frames, too large

BRIFAIMTU?2 AR (FCSEY MaEdh, 7L—h ~yX—%8FE7) 282, FCS =
F—FFETITAAL N ZF—DNT RN ERD, ZIEFLT L — LD,

Valid frames, too large

A B =T 2 A AL TZEINTERRHFAT 7L —L VA X B2 7 L—L0%,

Invalid frames, too small

6434 F FCStEY hEEH, 7Lb—b ~yX—EEERV) KT, FCS—F—F%7/137
FARAY N ZT—DNTNDERFD, ZEFLT L—L0H,

Valid frames, too small

64 XA b (£721Z VLAN # & 7 L— AL TIL 68 A 1) Rl T, A7 FCS fHZ oA o~
B—T 2 A ATLEINTEZTL—208, 7L—2A A X2, FCSEY MR EFEN, 71—
L~y X — By MIGENLEEA,

Too old frames

Ty SRAPIRIIADIZD AT)R—F TRy 7ENT27 L— LD,

Valid oversize frames

A F =T 2 A A ETREENTHRRFFANT L—»b A X&A, A7 FCSEEF>7 L —
LK, 7 V—h A XL, FCSEAEFEN, VLAN ¥ 73 EEhEE A,

System FCS error frames

AE=T A A LTRESNIAMBRES (A L) 28b. EEZR FCS B>
L — LDk,

RxPortFifoFull drop
frames

ANF 2 =Bl THLZD Ny 7silc, AV F =724 A ETRFENLT7 L—LDHK
.

1. FCS = frame check sequence (7 L — LA Fx= v 7 v —/4 L R)
2. MTU = Maximum Transmission Unit (& KAz5HAL)

WOFITIE, FFEDA ¥ —7 =4 AZxtT % show controllers ethernet-controller phy =~ > KD
HhzERLET,

Switch# show controllers ethernet-controller gigabitethernetl/0/2 phy

| oL-25313-03-J

Catalyst 3750-X LU 3560-X R4 vF IRV F YI27L2R i



¥2F Catalyst 3750-X £ & U 3560-X R4 ¥ FD Cisco l0S av v F |

M show controllers ethernet-controller

Control Register : 0001 0001 0100 000O
Control STATUS : 0111 1001 0100 1001
Phy ID 1 : 0000 0001 0100 00O1
Phy ID 2 : 0000 1100 0010 0100
Auto-Negotiation Advertisement : 0000 0011 1110 0001
Auto-Negotiation Link Partner : 0000 0000 0000 0000
Auto-Negotiation Expansion Reg : 0000 0000 0000 0100
Next Page Transmit Register : 0010 0000 0000 0001
Link Partner Next page Registe : 0000 0000 0000 0000
1000BASE-T Control Register : 0000 1111 0000 0000
1000BASE-T Status Register : 0100 0000 0000 0000
Extended Status Register : 0011 0000 0000 0000
PHY Specific Control Register : 0000 0000 0111 1000
PHY Specific Status Register : 1000 0001 0100 0000
Interrupt Enable : 0000 0000 0000 0000
Interrupt Status : 0000 0000 0100 000O
Extended PHY Specific Control : 0000 1100 0110 1000
Receive Error Counter : 0000 0000 0000 0000
Reserved Register 1 : 0000 0000 0000 0000
Global Status : 0000 0000 0000 0000
LED Control : 0100 0001 0000 0000
Manual LED Override : 0000 1000 0010 1010
Extended PHY Specific Control : 0000 0000 0001 1010
Disable Receiver 1 : 0000 0000 0000 1011
Disable Receiver 2 : 1000 0000 0000 0100
Extended PHY Specific Status : 1000 0100 1000 0000
Auto-MDIX : On [AdminState=1 Flags=0x00052248]

OB TIL, show controllers ethernet-controller tengigabitethernet1/0/1 phy =~ > KO 1% 7R
L%,

Switch# show controllers ethernet-controller tengigabitethernetl/0/1 phy
TenGigabitEthernetl1/0/1 (gpn: 29, port-number: 1)
X2 Serial EEPROM Contents:
Non-Volatile Register (NVR) Fields
X2 MSA Version supported :0x1E

NVR Size in bytes :0x100

Number of bytes used :0x100

Basic Field Address :0xB

Customer Field Address :0x77

Vendor Field Address :0xA7

Extended Vendor Field Address :0x100
Reserved :0x0

Transceiver type :0x2 =X2

Optical connector type :0xl1 =SC

Bit encoding:0x1l =NRZ

Normal BitRate in multiple of 1M b/s :0x2848
Protocol Type:0xl =10GgE

Standards Compliance Codes

10GbE Code Byte 0 :0x4 =10GBASE-ER
10GbE Code Byte 1 :0x0

SONET/SDH Code Byte 0:0x0

SONET/SDH Code Byte 1:0x0

SONET/SDH Code Byte 2:0x0

SONET/SDH Code Byte 3:0x0

10GFC Code Byte 0 :0x0

10GFC Code Byte 1 :0x0

10GFC Code Byte 2 :0x0

10GFC Code Byte 3 :0x0

Transmission range inlOm :0xFAO
Fibre Type

Fibre Type Byte 0 :0x20 =SM, Generic
Fibre Type Byte 1 :0x0 =Unspecified
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<output truncated>

show controllers ethernet-controller

R DOFITIL, show controllers ethernet-controller port-asic configuration =~ > FOH 1 2R L %

R

Switch# show controllers ethernet-controller port-asic configuration

Switch 1, PortASIC 0 Registers

DeviceType

Reset

PmadMicConfig

PmadMicDiag
SupervisorReceiveFifoSramInfo
SupervisorTransmitFifoSramInfo
GlobalStatus

IndicationStatus
IndicationStatusMask
InterruptStatus
InterruptStatusMask
SupervisorDiag
SupervisorFrameSizeLimit
SupervisorBroadcast

GeneralIO

StackPcsInfo

StackRacInfo

StackControlStatus
stackControlStatusMask
TransmitBufferFreelListInfo

TransmitRingFifoInfo

TransmitBufferInfo
TransmitBufferCommonCount
TransmitBufferCommonCountPeak
TransmitBufferCommonCommonEmpty
NetworkActivity
DroppedStatistics
FrameLengthDeltaSelect
SneakPortFifoInfo

MacInfo

<output truncated>

K DFITIX, show controllers ethernet-controller port-asic statistics =~ > FOH 1 Z R LET,

000101BC
00000000
00000001
00000003
000007D0
000001DO0O
00000800
00000000
FFFFFFFF
00000000
01FFE800
00000000
000007C8
000A0F01
000003F9
FFFF1000
FFOFFFOO
73001630
24140003
18E418E0
FFFFFFFF
00000854
0000088A
00000016
0000000C
00012000
00000F7A
0000001E
000000FF
00000000
00000000
00000001
00000000
OECO801C
00C0001D

000007D0
000001DO0O

00000000
860329BD
86020000
00000003
FD632B00

00000800
0000085D
00000016
0000000C
00000FFF

00000000

00000001
00000001

40000000
40000000

00000004
5555FFFF
5555FFFF
7F001644
18E418E0

00000FF8
00000FF8
40000000
40000000
00000000

00000000

OECO0801B
00CO001E

FFFFFFFF
00000000
00000003
FFFFFFFF

00000000
00000000
00000000
00000000
00000030

02400000

00000001
00000001

Switch# show controllers ethernet-controller port-asic statistics

Switch 1, PortASIC 0 Statistic

0 RxQ-0, wt-0 enqueue
4118966 RxQ-0, wt-1 enqueue
0 RxQ-0, wt-2 enqueue

0 RxQ-1, wt-0 enqueue
296 RxQ-1, wt-1 enqueue
2836036 RxQ-1, wt-2 enqueue

0 RxQ-2, wt-0 enqueue
0 RxQ-2, wt-1 enqueue
158377 RxQ-2, wt-2 enqueue

S

frames
frames
frames

frames
frames
frames

frames
frames
frames

0 RxQ-2, wt-0
0 RxQ-2, wt-1
0 RxQ-2, wt-2

drop frames
drop frames
drop frames

drop frames
drop frames
drop frames

drop frames
drop frames
drop frames
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M show controllers ethernet-controller

0 RxQ-3, wt-0 enqueue frames 0 RxQ-3, wt-0 drop frames
0 RxQ-3, wt-1 enqueue frames 0 RxQ-3, wt-1 drop frames
0 RxQ-3, wt-2 enqueue frames 0 RxQ-3, wt-2 drop frames
15 TxBufferFull Drop Count 0 Rx Fcs Error Frames
0 TxBufferFrameDesc BadCrclé6 0 Rx Invalid Oversize Frames
0 TxBuffer Bandwidth Drop Cou 0 Rx Invalid Too Large Frames
0 TxQueue Bandwidth Drop Coun 0 Rx Invalid Too Large Frames
0 TxQueue Missed Drop Statist 0 Rx Invalid Too Small Frames
74 RxBuffer Drop DestIndex Cou 0 Rx Too Old Frames
0 SneakQueue Drop Count 0 Tx Too 0Old Frames
0 Learning Queue Overflow Fra 0 System Fcs Error Frames
0 Learning Cam Skip Count
15 Sup Queue 0 Drop Frames 0 Sup Queue 8 Drop Frames
0 Sup Queue 1 Drop Frames 0 Sup Queue 9 Drop Frames
0 Sup Queue 2 Drop Frames 0 Sup Queue 10 Drop Frames
0 Sup Queue 3 Drop Frames 0 Sup Queue 11 Drop Frames
0 Sup Queue 4 Drop Frames 0 Sup Queue 12 Drop Frames
0 Sup Queue 5 Drop Frames 0 Sup Queue 13 Drop Frames
0 Sup Queue 6 Drop Frames 0 Sup Queue 14 Drop Frames
0 Sup Queue 7 Drop Frames 0 Sup Queue 15 Drop Frames
Switch 1, PortASIC 1 Statistics
0 RxQ-0, wt-0 enqueue frames 0 RxQ-0, wt-0 drop frames
52 RxQ-0, wt-1 enqueue frames 0 RxQ-0, wt-1 drop frames
0 RxQ-0, wt-2 enqueue frames 0 RxQ-0, wt-2 drop frames
<output truncated>
BIEa<T UK avwy kR S4HR
show controllers CPU % v kU —7 ASIC OIRHE, B3 L CPU 12 < 37 v P DOEZED
cpu-interface FEHEW AR LET,

show controllers tcam AT LANDTRTCON—R 27 AFY LHEEAEY a2 bu—F T
HAEIN—FRT 2T A B —TxAAZAASICDL I AEZ AF— NeFRpL
ij‘o

show idprom interface BELEA 2 —7 x4 A2 IDPROM HEH A2 F R LFET,
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show controllers ethernet-controller fastethernet Wl

show controllers ethernet-controller fastethernet

A —H Ry FERR— MIEATAER (KR—hF 27 —F 2, BEIY, "—F7 27 birArAEzND
A HF =T 2 AT L OEZEREREEL) 2F 7 5121%. show controllers
ethernet-controller fastethernet 54 EXEC =~ > RaffH L F 9,

show controllers ethernet-controller fastethernet 0 [phy [detail] | stack]

WX DA

T
H
I
™.

avy

phy [detail] L&) AZ v F7ry AL vFTavy FRANENTHEIE. A4 v F Lo
A =Ry MEFRKR— DAL v FOWBET A 2 (PHY) OWNEL VA Z
AT —HAERRLET,
AB ) AR —FTREAZ YT DA LN AL v FTavry RRATTENTE
Bald, A v F AZ v 7 DOFTRTOA =V Xy MEHR—FDAL v FD
PHY ORNEBL P AH AT —H A%FRLET, AH v 7 O Catalyst 3750-E F
721% Catalyst 3750-X A A v FITH L TR R — MEEAERREINET,

PHY Wi L U A X IZBT 25 2 R T 51213, detail ¥— U — R&MifH L E
‘é‘o

A 4 =7 x4 AD Automatic Medium-Dependent Interface Crossover
(Auto-MDIX) HEREDEIEAT — M & ZRIZED ET,

stack LR A¥ v I v AE—FTAE Yy T DA N AL vy FTavr KBRANEN
EHEEIE. AL YT RAE v I OFTRTOA —Hhxy MEHK— FOEE, 7=
Ty I AE—RBIRY 7 AT = ERRLET, A¥ v 7 D Catalyst
3750-E F7-1% Catalyst 3750-X A A » FITx L TRET R — MEWRMPE RIS E
T

i EXEC (=—¥ EXEC & — K fastethernet 0 & — 7V — FZ24EE LB AR — 1)

avy FERE

BEREDHL T4

3l

Jy—2R EENE
12.2(53)SE2 Zoavy RRBIMEShE LE,

Zoavwry REFHATLE, VAAOT 7=V Y R— MY RAAL v TFO NI TN a—T 47
AT O DIZESNLOERPFRINE T,

W DOHFITIX. show controllers ethernet-controller fastethernet 0 =~ KO 1~ L F T,
Transmit 7 4 —/v K & Receive 7 4 —/)V KOFEWRIZOWTIX, £ 2-29 BL O 230 2L CL 72
SV,

Switch> show controller ethernet-controller fastethernet 0

Transmit FastEthernetO Receive
5925 Bytes 33181 Bytes
0 Unicast frames 78 Unicast frames
15 Multicast frames 437 Multicast frames
1 Broadcast frames 0 Broadcast frames

Too old frames 0 Unicast bytes

Multicast bytes
Broadcast bytes
Alignment errors

o

0
0 Deferred frames

0 MTU exceeded frames
0 1 collision frames

o O
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M show controllers ethernet-controller fastethernet

2 collision frames 0 FCS errors

3 collision frames 0 Oversize frames

4 collision frames 0 Undersize frames

5 collision frames 0 Collision fragments

6 collision frames

7 collision frames 0 Minimum size frames

8 collision frames 0 65 to 127 byte frames

9 collision frames 0 128 to 255 byte frames

10 collision frames 0 256 to 511 byte frames

11 collision frames 0 512 to 1023 byte frames

12 collision frames 0 1024 to 1518 byte frames

13 collision frames 0 Overrun frames

14 collision frames 0 Pause frames

15 collision frames

Go

lololeolBoloNoBoBoloBolohoBololoBohohohoohohohohohoholh o)

od (1 coll

Good (>1 coll)

Excessive collisions
Late collisions
VLAN discard frames
Excess defer frames
64 byte frames

127 byte frames

255 byte frames

511 byte frames
1023 byte frames
1518 byte frames
Too large frames

) frames

frames

o O O O O

o O O O

Symbol error frames

Invalid frames, too large

Valid frames, too large

Invalid frames, too small

Valid frames, too small

Too old frames
Valid oversize frames
System FCS error frames

RxPortFifoFull drop frame

WDOHITIL, A4 »F TD show controllers ethernet-controller fastethernet 0 phy =~ > FOH /)%

RLET,

Switch# show controller ethernet-controller fastethernet 0 phy

FastEthernetO

hw if index = 2

if number

=2

PowerPC405 FastEthernet unit 0
PHY Hardware is Broadcom BCM5220 rev. 4

rx_intr: 0 tx intr:

malcr 0x0
malesr 0x0
malier 0x0
maltxcasr 0x8
maltxcarr 0x8
maltxeobisr 0x8
maltxdeir 0x0
malrxcasr 0x8
malrxcarr 0x8

malrxeobisr 0x8
malrxdeir 0x0
maltxctplr 0x0
malrxctpOr 0x0
malrcbs0 0x000

<output truncate

0004082 O
0000000 O
0000000 O
0000000 O
0000000 O
0000000 ©
0000000 O
0000000 O
0000000 ©
0000000 O
0000000 O
F027880 0
F0272C0 0
00060 Ox1

d>

0 mac _err isr:

%100
x101
x102
x104
x105
x106
%107
x110
x111
x112
x113
x120
x140
60

(id _register:

0 phy link isr:0
Current station address 00d0.2bfd.d737,
MAL register dump:

default addre

0x40, 0x61E4)

ss 00d0.2bfd.d737

WOHITIX, AKX v 7 A /3TO show controllers ethernet-controller fastethernet 0 stack =~

O ERLET,
Switch# show controller ethernet-controller fastethernet 0 stack
Switch Interface-Name Duplex Speed Link-State Active-Link
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show controllers ethernet-controller fastethernet Wl

3 Fal a-full a-100 up
3 Fa0-Physical a-full a-100 up *
BEa<T YR avvFk B

debug fastethernet A —HFy NMEBR— FNOTF Ny VA X—T NI LET,
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Il show controllers ethernet phy macsec

show controllers ethernet phy macsec

¥ Media Access Control Security (MACsec) B V> ¥ E72id, AL v FEIFREINIA V¥ —
Tz A AD VYV AX EFRRT 5IZIE, show controllers ethernet phy macsec #i# EXEC =1~ > R % {f
MLET,

show controllers ethernet [interface-id] phy macsec {counters | registers}

WX DB interface-id ([EF) WBA > 8 —7 = A X,
counters FRAR, FTRFA L E—T oA ZADARA v FOYHET N4 2 (PHY) ON
HAh B AT =2 A %FRLET,
registers TNA A, FTWFA v E =T 2 A ADAAL v F O PHY ONFHL I AH AT —H
2RI LET,
avvFkF E—F ¥rHE EXEC
av Yy FERE yy—=x EEARE
12.2(53)SE2 Zoawy RBMEMEShE L,
ERALDHA 54> VAADT I = AN BAR— MAURRAL v TF O ST TN a—T 4 T EAT ) DITESLOERBER
INET,
5 W OFHITIX, show controllers ethernet phy macsec counters =~ > KO ZRLET,

Switch# show controllers ethernet gl/0/1 phy macsec counters
GigabitEthernetl1l/0/1 (gpn: 1, port-number: 1)

ILU Entry : 1

SCI : 0x1B2140EC4C0000
AN : 0x0000

NextPN : 0x0013

Decrypt Key : O0x1E902BE3AF08549BAC995474C5F55526

—————————— RX SA Stats ----------

IGR HIT : 0xE
IGR OK : OxE
IGR UNCHK : 0x0
IGR DELAY 1 0x0
IGR LATE 1 0x0
IGR INVLD 1 0x0
IGR_NOTVLD 1 0x0

========== Active TX SA ==========

ELU Entry HE

SCI : 0x22BDCF9A010002
AN : 0x0000

NextPN : 0x0022

Encrypt Key : O0x1E902BE3AF08549BAC995474C5F55526
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show controllers ethernet phy macsec WM

—————————— TX SA Stats ----------

EGR_HIT 0x682

EGR_PKT PROT 0x0

EGR_PKT ENC 0x682
========== Port Stats ==========

IGR UNTAG : 0x0

IGR NOTAG 0x57B

IGR BADTAG 0x0

IGR UNKSCI 0x0

IGR MISS : 0x52B
00-10-18, 03-06, 01-02

W OB TIL, show controllers ethernet phy macsec registers =~ > KOHAZERLET,

Switch# show controllers ethernet gl/0/1 phy macsec registers
GigabitEthernetl1l/0/1 (gpn: 1, port-number: 1)

0000: 88E58100
0001: 00400030
0002: 00000010
0003: 00000000
0007: 00000001
0009: 0000100C
000B: 2FB40000
000E: 00000000
0010: 00000047
001C: 00000000
001D: 0000003a
001E: 00000000
001F: 00000FOF
0030: 888ES808
0031: 88CC8809
0032: 00000000
0033: 00000000
0040: 00019C49
0041: 000200C1
0042: 00000008
0043: 00000020
0047: 0007FE43
0050: 00009FCY
0051: 000100B1
0052: 00000000
0053: 00000030
0057: 0007FE43
0070: 00000040
0074: 00000004
0076: 00002006
0060: 00000004
00-10-18, 03-06,

Ethertypes Register

Sizes Register

Cfg Default Vlan

Reset Control Register

Port Number Register

EGR Gen Register

IGR Gen Register

Replay Window Register

ISC Gen Register

LC Interrupt Register

LC Interrupt Mask Register
FIPS Control Register

ET Match Control Register
ET Match 0 Register

ET Match 1 Register

ET Match 2 Register

ET Match 3 Register

Wire Mac Control O Register
Wire Mac Control 1 Register
Wire Mac Control 2 Register
Wire Mac Autneg Control Regist
Wire Mac HiddenO Register
Sys Mac Control 0 Register
Sys Mac Control 1 Register
Sys Mac Control 2 Register
Sys Mac Autneg Control Registe
Sys Mac HiddenO Register
SLC Cfg Gen Register

Pause Control Register

SLC Ram Control Register
CiscolIP Enable Register
01-02

BEa< R

avwv kR

BifA

debug macsec

MACsec 7T /Ny 7 & A F—T Wz LET,

show macsec

MACsec [E# AR~ LET,
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Bl show controllers power inline

show controllers power inline

$87& L 7= Power over Ethernet (PoE) =2 b —F DL Y A% D% FKxd 5121, show controllers
power inline = —% EXEC =2~ FZ#H L 7,

show controllers power inline [instance] [module switch-number]

X DERBA instance (EE) BRa ba—TF DA VAR RAR, KA VAR AT 4 ODOFR— MR
IELET, HETZAHMIL 0~ 11 TT (F— FOEITHIR),

module switch EEB) HESNTAZ T AUROR— N E2FERLET, A1 v TFHFE T
number 1~9 7T,

DX —U—RiE, A v IHERIIGAA v FTREIFEHTEET,

a<>FE—F = —4 EXEC
avy FERE yy—=x EEER
12.2(53)SE2 Zoawr RpEMESNE L,

HHEDHA FS51Y Zoawry RiE, $XTOAL vy FTERSNETR, PoE AL v FLEF THHTY, PoE & AH—
FLRWAAL v FOfFHRIFTRE S EEA,
Coaxy FElT2E Y RAa0T7 7 =0 YR— MIENAS v TFO T TN 2a—T 47
AT O DICBSLOERPFRENET,

i W DOFITIL, show controllers power inline =~ > FOH 1 ZRLET,

Switch> show controllers power inline

Alchemy instance 0, address 0

Pending event flag : NNNNNNNNNNNNNNNN

Current State : 11 55 55 55 55 55 55 55

Current Event : 00 11 11 11 11 11 11 11

Timers : 1A 1A 00 00 00 00 00 00 00 00 00 00 00 00 00 0O
Error State : 00 00 00 00 00 00 00 00

Error Code : 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0O
Power Status : NNYYYYYYYYYYYYYY

Auto Config Y Y Y YYYYYYYYYYYYY

Disconnect : NNNNNNNNNNNNNNNN

Detection Status : 55 55 55 55 55 55 55 55

Current Class : 00 44 44 44 44 44 44 44

Tweetie debug : 00 00 00 00

POE Commands pending at sub:
Command 0 on each port : 00 00 00 00 00 00 00 00
Command 1 on each port : 00 00 00 00 00 00 00 00
Command 2 on each port : 00 00 00 00 00 00 00 00
Command 3 on each port : 00 00 00 00 00 00 00 00
Alchemy instance 1, address 7

Pending event flag : NNNNNNNNNNNNNNNN
Current State : 55 55 55 55 55 55 66 55
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show controllers power inline Wl

Current Event 11 11 11 11 11 11 44 11
Timers : 00 00 00 00 OO 00 OO 0O OO 0O OO0 0O OO0 0O 00 00
Error State : 00 00 00 00 00 00 11 00
Error Code : 00 00 00 00 00 00 OO 0O OO 00 OO0 0O 00 00O 00 00
Power Status Y YYYYYYYYYYYNNYY
Auto Config Y YYYYYYYYYYYYYYY
Disconnect : NNNNNNNDNNNNNNNNN
Detection Status : 55 55 55 55 55 55 55 55
Current Class : 44 44 44 44 44 44 00 44
Tweetie debug : 00 00 00 00
POE Commands pending at sub:
Command 0 on each port : 00 00 00 00 00 00 00 00
Command 1 on each port 00 00 00 00 00 00 0O 00
Command 2 on each port 00 00 00 00 00 00 00 00
Command 3 on each port 00 00 00 00 00 00 00 00
<output truncated>
BEa<T YR avwvk B
logging event POE A N> hORF U T oA X =T NI LET,
power-inline-status
power inline 8 L7z POE R— F£7/213T_XTD PoE R— bOBHEHE— REHRTL
i‘j‘o
show power inline 5 L7z POE A— N £72139 2T D PoE K— h @ PoE A7 — X 2% #R L
i‘j_o
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Bl show controllers tcam

show controllers tcam

VAT LADTRCON—Ry =T AV BIOWEEAETY o bhe—7 THDHEITXTON—FRT =
T A H—=T7xAAASIC DL AZDAT— b &FE7RT 521, show controllers tcam 45+ EXEC
a<wr REEHALET,

show controllers tcam [asic [number]] [detail]

WX DA

asic (L&) R—1+ D ASIC "— FY = 7 HEREFRLET,

number (EE) fRE&hizAR— b ASIC ZBE5ofFEmEFRLET, FHETE2H#MIZO0
~ 15 T,

detail B "— R =7 LIORAXOEMEREFERLET,

avy kR E—F ¥+ EXEC
avy FEE yy—=x EEE
12.2(53)SE2 ooy RMBEMEhE L,

BEREDAL T4

3l

Ioavw Ly REFEHATLZZLT, YRAaDT 7= PR— M MEYR AL v FDO N T TN 2 —T 4
VT AT D DI DTHERPFERINET,

W®DEITIL. show controllers tcam ==~ > ROHHZFLET,

Switch# show controllers tcam

REV: 00B30103
SIZE: 00080040
ID: 00000000
CCR: 00000000_F0000020
RPIDO: 00000000 00000000
RPID1: 00000000_00000000
RPID2: 00000000 00000000
RPID3: 00000000 00000000
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HRRO:
HRR1:
HRR2:
HRR3:
HRR4 :
HRR5:
HRR6:
HRR7:

00000000_EOOOCAFC
00000000_00000000
00000000_00000000
00000000_00000000
00000000 _00000000
00000000_00000000
00000000_00000000
00000000 _00000000

show controllers tcam W

<output truncated>

GMR31: FF FFFFFFFF FFFFFFFF

GMR32: FF _FFFFFFFF FFFFFFFE

GMR33: FF_FFFFFFFF FFFFFFEE

TCAM related PortASIC 1 registers

LookupType:

LastCamIndex:
LocalNoMatch:
ForwardingRamBaseAddress:

89A1C67D_24E35F00
0000FFEO
000069ED

00022A00 0002FE00 00040600 0O002FEOO 0000D400
00000000 O0O3FBAOO 00009000 00009000 00040600
00000000 00012800 00012900

O R

avwy kR

BifA

show controllers
cpu-interface

CPU v R U —72 ASIC DiIRfE, B LU CPU IZJEL /7 v h DEZAEDOHE
FHEHRAER R LET,

show controllers
ethernet-controller

N= Ry 2T EIFA L F—T 2 A ADNFRL P AZ DDA END, &
A =T 2 A ADEZEOHFMEREZRRLET,
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M show controllers utilization

show controllers utilization

AA v T FETIIRFE DR — b OFIFIH R % K~ T 5 (21%. show controllers utilization = —¥ EXEC
a<wr REHFEALET,

show controllers [interface-id] utilization

BXXD5R interface-id (ER) AA vy F A2 4—=T =4 ADID TT,

avvk E—F o —#% EXEC

avy FEE =2 EEEH
12.2(53)SE2 Zoavy RPEMEnE L,

i wOFIL,. show controllers utilization =~ > RO JZ R L TWET,

Switch> show controllers utilization

Port Receive Utilization Transmit Utilization
Gil/0/1 0
Gil/0/2

Gi1/0/3

Gil/0/4

Gil1/0/5

Gi1/0/6

Gil/0/7

<output truncated>

O O O O O O
O O O O O O O

Gi2/0/1
Gi2/0/2 0 0
<output truncated>

Switch Receive Bandwidth Percentage Utilization : 0
Switch Transmit Bandwidth Percentage Utilization : O

Switch Fabric Percentage Utilization : 0O

WOHTIL, FFEDHR— b TD show controllers utilization =~ FOH N E R L FT,

Switch> show controllers gigabitethernetl/0/1 utilization

Receive Bandwidth Percentage Utilization : 0

Transmit Bandwidth Percentage Utilization : 0

= 2-31 show controllers utilization ® 7 1 —)L FO&RH

J4—ILF BieA

Receive Bandwidth Percentage |z o v FOZEFHEFIHALRLFRLET, 2T, TXTOR—
Utilization DEAZE N T T 4 v I DEFEAL v FORBHERETHSZHOTT,
Transmit Bandwidth AL v FOERBWHEAMARER T LET, ZHE, TXTOFR— b
Percentage Utilization DEFRNT T 4 v DEHEAL v FOREERETEH > LDOTT,
Fabric Percentage Utilization |2 A v FD&E(E & ZE DM ST OHIWHAROYH) #FR L £,
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show controllers utilization W

avy kR L]
show controllers A B =T 2 ADNEL P AZ ZRKRLET,
ethernet-controller

Catalyst 3750-X £ & U 3560-X X4 wF I?Y K Y27 LR
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Bl show device-sensor cache

show device-sensor cache

TNAA VY —Fxvia T b EFRRTDHITIL, R EXEC £— KT show device-sensor
cache 2~ REEHLET,

show device-sensor cache {mac mac-address | all}

BX DA mac oY —Fryvia U NIBRRENDT AL ADMAC T RUAZRE L E
mac-address 4,
all TRTCOT AL ADEYY—Frvia o b EFRLET,
AYVETFIALE ZOawr RITET 740 MEH Y EHA,

avy kR E—F H¥#E EXEC (#)

avy FEE Jyy—2 EERAR

15.0(1)SEI Zoavwy RPBEMEShE L,

#ERALDAHS RSAY show device-sensor cache =2~ > FEfEH L T IHEDT A ZAEZETTRTOT A, ANLZELE
TLV 7 4 —/V RERIEIA T a0 A 2R RLET,

1 iz, show device-sensor cache mac mac-address =~ > RO 1B~ L £ 3,

Router# show device-sensor cache mac 0024.14dc.df4d

Device: 0024.14dc.df4d on port GigabitEthernetl/0/24

Proto Type :Name Len Value

cdp 26 :power-available-type 16 00 1A 00 10 00 00 00 01 00 00 00 00 FF FF FF FF

cdp 22 :mgmt-address-type 17 00 16 00 11 00 00 00 01 01 01 cC 00 04 09 1B 65
0E

cdp 11:duplex-type 5 00 OB 00 05 01

cdp 9:vtp-mgmt-domain-type 4 00 09 00 04

cdp 4:capabilities-type 8 00 04 00 08 00 00 00 28

cdp 1:device-name 14 00 01 00 OE 73 75 70 70 6C 69 63 61 6E 74

11dp O:end-of-11dpdu 2 00 00

11ldp 8 :management-address 14 10 0C 05 01 09 1B 65 OE 03 00 00 00 01 00

11ldp 7:system-capabilities 6 OE 04 00 14 00 04

11dp 4:port-description 23 08 15 47 69 67 61 62 69 74 45 74 68 65 72 6E 65
74 31 2F 30 2F 32 34

11dp 5:system-name 12 0A 0A 73 75 70 70 6C 69 63 61 6E 74

dhcp 82:relay-agent-info 20 52 12 01 06 00 04 00 18 01 18 02 08 00 06 00 24
14 DC DF 80

dhcp 12:host-name 12 0C 0A 73 75 70 70 6C 69 63 61 6E 74

dhcp 6l:client-identifier 32 3D 1E 00 63 69 73 63 6F 2D 30 30 32 34 2E 31 34
64 63 2E 64 66 34 64 2D 47 69 31 2F 30 2F 32 34

dhcp 57 :max-message-size 4 39 02 04 80

iz, show device-sensor cache all =~ > RO %2~ L £,
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show device-sensor cache W

Router# show device-sensor cache all

Device:

001c.0£74.8480 on port GigabitEthernet2/1

Type :Name Len Value

52:option-overload 3 34 01 03

60:class-identifier 11 3C 09 64 6F 63 73 69 73 31 2E 30

55:parameter-request-list 8 37 06 01 42 06 03 43 96

6l:client-identifier 27 3D 19 00 63 69 73 63 6F 2D 30 30 31 63 2E 30 66
37 34 2E 38 34 38 30 2D 56 6C 31

57 :max-message-size 4 39 02 04 80

000f.f7a7.234f on port GigabitEthernet2/1

10

:native-vlan-type 00 0A 00 06 00 01

Type:Name Len Value
22 :mgmt-address-type 8 00 16 00 08 00 00 00 0O
19:cos-type 5 00 13 00 05 00
18:trust-type 5 00 12 00 05 00
11:duplex-type 5 00 0B 00 05 01

6

9

:vtp-mgmt-domain-type 00 09 00 09 63 69 73 63 6F

WDFRIZ, ZTOHITERINDIERERT 4 —/L FIZOWTHHLFET,

Z4—ILF EL
Device BRSO T A ABLUA v 5 —7 = 2D MAC 7 R L%,
Proto TURESL b FRLRA TS ORETRTHD T 1 F A,
Type TLV D4 A 7,
Name TLV D4 #ii,
Len TLV 0 E &,
Value TLV Off,
Y = 89
debug device-sensor FRA R B —DF Ny T Z—T T LET,
device-sensor HLE LY — F— 2 ORIIFIC. T4 A Lo — Fa hal 5—4 %
accounting FHTUTF LS La— RIZEIIL. BHOT T T 4 v S A~y R

Eﬁkbi‘é—o

device-sensor filter-list = X4 X Lo+ —HDICED D EIERANT LN TEDLA T a0 D

UZX &6 Tr CDP £721Z LLDP 7 4 Vv Z Z#/ER L £,

device-sensor filter-list = 34 2 ¥ o —HNICED DL EFITRANT LN TEDL AT a0 D

dhep )2 NG DHCP 7 4 A% % {Epk L £,
show device-sensor FRAA B —DFyvia NI ERRLET,
cache
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Bl show diagnostic

show diagnostic

FTA BT A NDORRBIOYR—FINDT AN A — FEFRRT DHITIE, show diagnostic

a—HF EXEC 2~ FEMEHLET,

show diagnostic content switch [number | all]

show diagnostic post

show diagnostic result switch [number | all] [detail | test {name | test-id | test-id-range | all}

[detail]]

show diagnostic schedule switch [number | all]

show diagnostic status

show diagnostic switch [number | all] [detail]

BXDERH

content

BEDTAMBIOAL v FIZE LT, A MID, 7A MEt, BX
NP R—=FENBEIAL Y TAN LNV EETLeT A MEREZERL
9,

switch [number | all]

content. result., schedule. 3 X O switch ¥—V— K& AN+ 253
B, ROLTTaronTineEFH L TCAAS v FEHEETEET,

o (ER) number X7 A—XEHEHLT, BELIZAAL v T DT A
MERERRLET, AA v FEEIL. AF¥ v 7 AT, R
AYTFRARAZ U RTay AL v FOHE, AL vFEZFIX1 TT,
AATFNAF v AR —FTNIAL v T AN THDLIHA.
22y IHNDAAL v F ANEFEFIUSLTLI ~9 ZRETEET,

o (fFE) al ¥F—U—FRZMHAL T, AA v FEHITAAL vTF X
BT DT_RTCOT A MEREERLET,

number BXWall 73 3 %, A Z v VSIS A A »F TEIT W
R—hrEhFET,

show diagnostic switch [number | all] 2~ > FEHEA LT, AL v F
FRIAAL T AF v 7 OZWT A MERERRLET, ZDONRT
A—=ZBEVresult F—7— FiZHoWTix, MERLEDOHA FFA ]
EHBLTLIIZEN,

post Power-on Self-Test (POST; EJRF AR H CR2WT A ~) OfERERR
LET,

result BT A MOEREFERLET,

detail EE) MR T A MEREZFRRLET,

test

(EE) £RT257 A MEREFELET,

* name : BWiT A MOAHIEZAN LT, DT X FORRIET 2K
ALET

o test-id: TANIDEFEFZEANLT, TOT A MOFERIEIT2FRR
LET,

o test-id-range : 7 A b ID BEHOFMHEAN LT, ST DHT A b
DOFERIZTEFRRLET,

e all: ZOF—U—FEZAHNLT, T XTCHT A FOFERERTL
ij‘o
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show diagnostic W
schedule AT a—U T ENTWBEZET A MERRLET,
status EITHOZMT A M EFERLET,
T4k ZOavy RICET 740 FRETSH Y 8 A,

o —H% EXEC

HEREDHA K51

3l

EEEm
Zoaxy FMEMSE L,

yy—=x
12.2(53)SE2

show diagnostic post =~ > FOH /)iX, show post =~ FOHJj &R L TY,

Catalyst 3750-X XA v F X% v 7 Tid, the switch number /X7 A — % % content, result, schedule,
BLOswitch ¥—U— F&EHIZANLRITIVUE, TRXTORZ v 7 A ARNOERPFERENET,

Catalyst 3750-X A A » F Tl%, show diagnostic result switch [number | all] [detail] =~ > R 11,
show diagnostic switch [number | all] [detail] =~ > NH ) &R U TY,

Catalyst 3560-X A A »» F T, show diagnostic result [detail] =~ > NHi /11X, show diagnostic
switch [detail] =~ > KO LR T TT,

WOFITIX, AHX v 7 D PoEMIAA v FICHREINTZA L TA v eWiae£RT D HEEZRLET,

Switch> show diagnostic content switch all
Switch 1:

Diagnostics test suite attributes:

B/* - Basic ondemand test / NA

P/V/* - Per port test / Per device test / NA

D/N/* - Disruptive test / Non-disruptive test / NA
S/* - Only applicable to standby unit / NA
X/* - Not a health monitoring test / NA
F/* - Fixed monitoring interval test / NA
E/* - Always enabled monitoring test / NA
A/I - Monitoring is active / Monitoring is inactive
R/* - Switch will reload after test list completion / NA
P/* - will partition stack / NA

Test Interval Thre-

ID Test Name Attributes day hh:mm:ss.ms shold
1) TestPortAsicStackPortLoopback ——-=-> B*N****T** not configured n/a
2) TestPortAsicloopback --—---—-—---—- > B*AD*X**IR* not configured n/a
3) TestPortAsicCam —-——————=—————————— > B*D*X**IR* not configured n/a
4) TestPortAsicRingLoopback -------- > BXD*X**IR* not configured n/a
5) TestMicRingLoopback —---—---—-—----- > BXD*X**IR* not configured n/a
6) TestPortAsicMem --—--—————-———————— > B*D*X**IR* not configured n/a
7) TestInlinePwrCtlr - —————————————- > B*D*X**IR* not configured n/a

<output truncated>
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show diagnostic

~

GE)

PoE FEXHE A A » F1Z show diagnostic content switch all =~ > K&Z ANF 5L, 7A K7
(TestInlinePwrCtlr) (Fa~> FHEAICFERENEE A,

WOFITIE, AL v FTRMT A MEREZERTDIHIEEZRLET, ThOOBMKREZERT DI,
show diagnostic switch =~ > FLEHTE £,

Switch> show diagnostic result
Switch 1: SerialNo : CAT1007R044

Overall diagnostic result: PASS

Test results: (. = Pass, F = Fail, U = Untested)
1) TestPortAsicStackPortLoopback ---> .
2) TestPortAsicloopback --—---—--—-—-—- > U
3) TestPortAsicCam --—-—-———————————-—- > U
4) TestPortAsicRingLoopback -------- > U
5) TestMicRingLoopback —---—---—-——-—- > U
6) TestPortAsicMem —---—--——-—-—————-——- > U
7) TestInlinePwrCtlr -—-—-—-—-—-—--—--——- > U

WROPITIE, A vF AZ 7 TIEITHDOT A M ERRTHHEELRLET,

Switch> show diagnostic status
<BU> - Bootup Diagnostics, <HM> - Health Monitoring Diagnostics,
<OD> - OnDemand Diagnostics, <SCH> - Scheduled Diagnostics

Card Description Current Running Test Run by

1 N/A N/A

2 TestPortAsicStackPortLoopback <OD>
TestPortAsicLoopback <OD>
TestPortAsicCam <OD>
TestPortAsicRingLoopback <OD>
TestMicRingLoopback <OD>
TestPortAsicMem <OD>

3 N/A N/A

4 N/A N/A

<output truncated>

WOBITIX, AA v TFDOEFLTALBWOT AN A5V a— N ERRTDHHEEZRLET,

Switch> show diagnostic schedule

Current Time = 14:39:49 PST Tue Jul 5 2005
Diagnostic for Switch 1:

Schedule #1:

To be run daily 12:00

Test ID(s) to be executed: 1.

WOFITIE, AZ I DT RXTDAL v FOFEMRAL v FRERERFITDHHELZRLET, ZhbHo
FERAEFRT H1T1E. show diagnostic result switch all detail =~ > FLEHATE E4,

Switch> show diagnostic switch all detail
Switch 1: SerialNo : CAT1007R044

Overall diagnostic result: PASS

Test results: (. = Pass, F = Fail, U = Untested)
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show diagnostic W

1) TestPortAsicStackPortLoopback —--->
Error code —-——=———=—==————————— > 0 (DIAG_SUCCESS)
Total run count --—---—---—---—-—- > 19
Last test execution time ----> Mar 01 1993 00:21:46
First test failure time ----- > n/a
Last test failure time ------ > n/a
Last test pass time --------- > Mar 01 1993 00:21:46
Total failure count --------- > 0
Consecutive failure count ---> 0
2) TestPortAsiclLoopback --—---—-—---—- > U
Error code —-—————===————————— > 0 (DIAG_SUCCESS)
Total run count --—---—---—---—-—- >0
Last test execution time ----> n/a
First test failure time ----- > n/a
Last test failure time ------ > n/a
Last test pass time --------- > n/a
Total failure count --------- > 0
Consecutive failure count ---> 0
3) TestPortAsicCam —-———————————————— > U
Error code —-—————=—=—————————— > 0 (DIAG_SUCCESS)
Total run count —-----—-———----—- > 0
Last test execution time ----> n/a
First test failure time ----- > n/a
Last test failure time —------ > n/a
Last test pass time --------- > n/a
Total failure count --------- > 0
Consecutive failure count ---> 0
4) TestPortAsicRingLoopback -------- > U
Error code -———-—————————————— > 0 (DIAG_SUCCESS)
Total run count --—---—--—---—-- >0
Last test execution time ----> n/a
First test failure time ----- > n/a
Last test failure time ------ > n/a
Last test pass time ----—-—---—- > n/a
Total failure count --------- >0
Consecutive failure count ---> 0
5) TestMicRingLoopback ---—-—-----——-- > U
Error code -—-—-—-——————-———--—-- > 0 (DIAG_SUCCESS)
Total run count --—---—--—---—-- >0
Last test execution time ----> n/a
First test failure time ----- > n/a
Last test failure time ------ > n/a
Last test pass time ----—-—---- > n/a
Total failure count --------- >0
Consecutive failure count ---> 0
6) TestPortAsicMem —---—-———-——————-——— > U
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Bl show diagnostic

Error code —-——=———==—————————— > 0 (DIAG_SUCCESS)
Total run count --—---—--——---—-—- >0
Last test execution time ----> n/a
First test failure time ----- > n/a
Last test failure time ------ > n/a
Last test pass time --------- > n/a
Total failure count --------- > 0
Consecutive failure count ---> 0
7) TestInlinePwrCtlr - - ————————————— > U
Error code —-——=———===————————— > 0 (DIAG_SUCCESS)
Total run count ---—--—--——---—-- >0
Last test execution time ----> n/a
First test failure time ----- > n/a
Last test failure time ------ > n/a
Last test pass time --------- > n/a
Total failure count --------- > 0
Consecutive failure count ---> 0
BEavUF avwrk EL)]
diagnostic monitor NVAE=Z Y BT A P ERELET,
diagnostic schedule TARMR=ZADE L TA VBT A NORAF Va—) I E2HFHELE
diagnostic start T T4 BT A NERBLET,
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show dot1g-tunnel W

show dot1q-tunnel

IEEE 802.1Q k> /b R— M 21EHR AR RT 51X, show dotlq-tunnel = —+% EXEC =2+
Rz L £,

show dotlq-tunnel [interface interface-id|

S
GE) o< FE LANN—=ZX 74 —F% By FE2FTLTNDLAS v FTEYFR—-FShEEA,
EXX DR interface interface-id  ({£3%) IEEE 802.1Q h> R U v ViEMARRT D4 L X — T = A ZAEIRE
LET, AA v ¥ —T7 =4 R1E, BEIAR— R ER—F FrxnE
EFNET,

ARV R E—F = —4 EXEC
avwy FERE yy—=x EEERT

12.2(53)SE2 oy RREMSNE LT,
5 KOFITIL, show dotlg-tunnel =~ > RO &R LET,

Switch> show dotlqg-tunnel

dotlg-tunnel mode LAN Port (s)

Gil/0/1

Gil/0/2

Gil/0/3

Gil/0/6

Po2

Switch> show dotlg-tunnel interface gigabitethernetl/0/1

dotlg-tunnel mode LAN Port (s)

Gil/0/1
EEEEDIS avUFk B

show vlan dotlq tag native IEEE 802.1Q %A 7 4 7 VLAN ¥ X 7 AT — X A% K/ L E

‘d—o
switchport mode dotlq-tunnel A% —7 x4 A% IEEE 802.1Q h> R/ R—hELTEEL
iﬁ—o
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W show dotix

show dot1x

AA v FEITHRESINTZAR— bO IEEE 802.1x HEHEWM., BHAT—X A, BIUOEMERT —H &
wFoxT B2, show dotlx =—% EXEC a2~ > REfH L F9,

show dotlx [{all [summary] | interface interface-id} [details | statistics]]

EX DA all [summary] (£E) +_XToOFR— o IEEE 802.1x A7 —# 2 & F7 LET,
interface interface-id (L) f8ESNI=HR—F (XA T, AZ w7 AL (RX v 7 W ATREZ:
AA v FDIH), TV a—/b, R—  ES5E2ET) © IEEE 802.1x D AT —
HAEFRRLET,
details ({F3Z) IEEE802.1x f v X — 7 = A ADFEMEFRT LET,
statistics BESh7-HK— ho IEEE 802.1x HatiEWaEH R LET,
avv R E—F o —4 EXEC
avy FERE yy—=x EEER
12.2(53)SE2 Zoawy RRBEMmEhELE,

HEREDHA K51

3l

B P EHE LRVBAR, 70— 8T A=A B RO ) AR ERET, Ko b EET
BEE. K- b ORMARRSNET,

H—HMEIINGROFI#EE L TR— MHIBEIRRE I, ZORENAL v FORE LT D5
# . show dotlx {all | interface interface-id} %7k EXEC =2~ > N HIZZE DIFRNPFR S NET,

ControlDirection = In (Inactive)

wOFITix. show dotlx = —¥% EXEC =~ > RO J1E2 R~ L £,

Switch> show dotlx

Sysauthcontrol Enabled
Dotlx Protocol Version 2
Critical Recovery Delay 100
Critical EAPOL Disabled

WOFITIL, show dotlx all = —# EXEC =~ FOHOERLET,

Switch> show dotlx all

Sysauthcontrol Enabled
Dotlx Protocol Version 2
Critical Recovery Delay 100
Critical EAPOL Disabled

Dotlx Info for GigabitEthernetl/0/1

PAE = AUTHENTICATOR
PortControl = AUTO
ControlDirection = Both

HostMode = SINGLE_HOST
ReAuthentication = Disabled
QuietPeriod = 60

Catalyst 3750-X &£ & U 3560-X R4 wF ATV K Y27 LR
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show dotix M

ServerTimeout = 30
SuppTimeout = 30
ReAuthPeriod = 3600 (Locally configured)
ReAuthMax =2
MaxReq =2
TxPeriod = 30
RateLimitPeriod =0

<output truncated>

WOHITIL, show dotlx all summary = —% EXEC =2~ FOHHERLET,

Interface PAE Client Status
Gi2/0/1 AUTH none UNAUTHORIZED
Gi2/0/2 AUTH 00a0.c908.0072 AUTHORIZED
Gi2/0/3 AUTH none UNAUTHORIZED

ORI TiX, show dotlx interface interface-id =—% EXEC 2~ > RO &R LET,

Switch> show dotlx interface gigabitethernetl/0/2
Dotlx Info for GigabitEthernetl/0/2

PAE = AUTHENTICATOR
PortControl = AUTO
ControlDirection = In

HostMode = SINGLE_HOST
ReAuthentication = Disabled
QuietPeriod = 60
ServerTimeout = 30
SuppTimeout = 30
ReAuthPeriod = 3600 (Locally configured)
ReAuthMax =2

MaxReq =2

TxPeriod = 30
RateLimitPeriod =0

WOBITIL, show dotlx interface interface-id details = —+ EXEC =~ FOHHERLET,

Switch# show dotlx interface gigabitethernetl/0/2 details
Dotlx Info for GigabitEthernetl/0/2

PAE = AUTHENTICATOR
PortControl = AUTO
ControlDirection = Both

HostMode = SINGLE_HOST
ReAuthentication = Disabled
QuietPeriod = 60
ServerTimeout = 30
SuppTimeout = 30
ReAuthPeriod = 3600 (Locally configured)
ReAuthMax =2

MaxReq =2

TxPeriod = 30
RateLimitPeriod =0

Dotlx Authenticator Client List Empty

ROBITIE, R—FBF7 A N VLAN IZHEID Y ThHi, AR E— ) multiple-hosts E— RNIZAE &
7=%& @ show dotlx interface interface-id details =~ > RO )R- LET,

Switch# show dotlx interface gigabitethernetl/0/1 details
Dotlx Info for GigabitEthernetl/0/1

PAE = AUTHENTICATOR

| oL-25313-03-J
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W show dotix

PortControl = AUTO
ControlDirection = Both
HostMode = SINGLE_HOST
ReAuthentication = Enabled
QuietPeriod = 60
ServerTimeout = 30
SuppTimeout = 30
ReAuthPeriod = 3600 (Locally configured)
ReAuthMax =2

MaxReq =2

TxPeriod = 30
RateLimitPeriod =0
Guest-Vlan = 182

Dotlx Authenticator Client List Empty

Port Status AUTHORIZED
Authorized By Guest-Vlan
Operational HostMode = MULTI HOST
Vlan Policy = 182

W OB TiX, show dotlx interface interface-id statisties =~ > FOH N Z R L9, F£ 2-3212, =
DHATEREND T 4=V FOBAEZRLET,

Switch> show dotlx interface gigabitethernetl/0/2 statistics
Dotlx Authenticator Port Statistics for GigabitEthernetl/0/2

RxStart = 0 RxLogoff = 0 RxResp =1 RxRespID = 1
RxInvalid = 0 RxLenErr = 0 RxTotal = 2
TxReq = 2 TxReqID = 132 TxTotal = 134

RxVersion = 2 LastRxSrcMAC = 00a0.c908.0072

= 2-32 show dot1x statistics ® 7 4 —JL FD&HEA

J4—ILF B2

RxStart Z15 &= A %07 Extensible Authentication Protocol over LAN (EAPOL)
-Start 7 L — AL D%

RxLogoff /5 &7z EAPOL-Logoff 7 L — A D3k

RxResp {5 & 7= H %72 Extensible Authentication Protocol (EAP) -Response 7 L —
2 (Response/Identity 7 L — L LISL) D%

RxRespID %15 & 7= EAP-Response/Identity 7 L — A D%

RxInvalid ZEENTZ EAPOL 7L —2AD 5 b, 7b—Ah XA TEDB T2V T L—L4
DK

RxLenError ZREENTEAPOL 7L —20 5L, ANy MRBEORIZRT T 4 — /L KR
|2 T L— LD

RxTotal ZESINTETRTOXA TDOELR EAPOL 7 L —ADHK

TxReq (5 SN 7= EAP-Request 7 L— 24 (Request/Identity 7 L— A LISL) D%

TxReqld {7 S 4172 Extensible Authentication Protocol (EAP) -Request/Identity 7 L-—
NS

TxTotal EEENTZT_TOHZ A 7D Extensible Authentication Protocol over LAN
(EAPOL) 7 L — 40k
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show dotix M

* 2-32 show dot1x statistics D7 4 —JL FOHHA FFE)

Z4—ILF EL

RxVersion IEEE 802.1x N— = v 1 B TEEINT ATy FOKK

LastRxSrcMac B%I2%Z(5 L2 EAPOL 7 L— A T{Ek SN2 %(F 58 MAC 7 R L%
BlEa<w > R avwy Rk B

dotlx default

IEEE 802.1x /3T A —Z %7 7 )b MEIZRE L £7,
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W showdtp

show dtp

AA v FEITBESNT-A % —7 = A4 A0 Dynamic Trunking Protocol (DTP; ¥ A FI v/ 7
XV T a han) [FRERSRTHI2IE, show dtp F##E EXEC =~ > FE2#ERLET,

show dtp [interface interface-id]

RO ] interface EE) HBESNTIA L —T A ADKR—F X2 VT 4 RELZRRTLET, AL
interface-id 72 A L H—T 2 A ATWER—F (XA T AL v T AN (RE v 7 ERATRETR A
A vFDOR), TV a—), A=+ FH5rEl) 2a5HLFT,

avy Kk E—F 2 —4 EXEC
avy FERE Jyy—=x EERNE

12.2(53)SE2 Zoavwy RPBEMEShE L,
i WOFITIE, showdtp =~ FOH S ZRLET,

Switch# show dtp

Global DTP information
Sending DTP Hello packets every 30 seconds
Dynamic Trunk timeout is 300 seconds
21 interfaces using DTP

WOFITIE, show dtp interface =~ > KO ERLET,

Switch# show dtp interface gigabitethernetl/0/1
DTP information for GigabitEthernetl/0/1:

TOS/TAS/TNS: ACCESS/AUTO/ACCESS
TOT/TAT/TNT: NATIVE/NEGOTIATE/NATIVE
Neighbor address 1: 000943A7D081
Neighbor address 2: 000000000000

Hello timer expiration (sec/state): 1/RUNNING

Access timer expiration (sec/state): never/STOPPED
Negotiation timer expiration (sec/state): never/STOPPED
Multidrop timer expiration (sec/state): never/STOPPED

FSM state: S2:ACCESS

# times multi & trunk 0

Enabled: yes

In STP: no

Statistics

3160 packets received (3160 good)
0 packets dropped
0 nonegotiate, 0 bad version, 0 domain mismatches, 0 bad TLVs, 0 other

6320 packets output (6320 good)

3160 native, 3160 software encap isl, 0 isl hardware native
output errors
trunk timeouts
link ups, last link up on Mon Mar 01 1993, 01:02:29
link downs

o P O O
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showdtp W

BEaTUF avUFk BTLL]
show interfaces trunk AV HE—=T 2 A A T UTIEREBERLET,
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W show eap

show eap

AA v FFITEE SR — b D Extensible Authentication Protocol (EAP) L& hL—3 3 U1
WB LU Yy v a EHREERRTDITIE, show eap 54 EXEC 2~ FEHEHA L ET,

show eap {{registrations [method [rname] | transport [name]]} | {sessions [credentials name
[interface interface-id] | interface interface-id | method name | transport name)} }
[credentials name | interface interface-id | transport name]

BX DA registrations EAP LY A hL—va U E#EFRLET,
method name (&) EAP FROL YA ML — g UIEHRERFLET,
transport name ({FE) EAP FI v AR—FDLIP AR L—3 g UEREFRRLET,
sessions EAP &y a UIFERERTLET,
credentials name (%) BAP DL P2 b —va UEREFERLET,

interface interface-id  ({£3) HEDR— T (XA T, ZAZ w7 AN (RE v I HERLTRE R A
A vFDH), TV a—)b, K— EFEET) O EAP FEHEzFRTLET,

ARV F E—F ¥t EXEC
a2 FEE Jy—2 EERE
12.2(53)SE2 Zoavy FBMERE L,

ERALDHA 54> KDOF—T— K& & BT show eap registrations 574 EXEC =~ N2 #EHT 2545, 2~ Nl
IR OERP RS NET,

e None : EAP B L OB E N7 EAP FXCHHINDTXTO FHLL~Ub
e method name ¥—V — K : B IN7-EEDHFKX
e transport name ¥ —V — R : BEL SN FFED TAL L ~L
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showeap H
WD ¥ —T— K& 5T show eap sessions £5#% EXEC 2~ > REMHEHAT 2546, =~ FHAKIEIKRO
THRNETRINET,
e None: T _XTDT 77T 4772 EAP By a v
» credentials name ¥—7 — N : {§E SN EBERT R 7 7 AL
* interface interface-id ¥— UV — N : fRESNTcA LV F—T =2 A ADNTF A —4
e method name ¥—7 — R’ : & 4172 EAP /X
e transport name ¥ — 7 — R EEINTZ T LAY
f KOFITIL, show eap registrations 74 EXEC =~ FOH AR L ET,

Switch> show eap registrations
Registered EAP Methods:

Method Type Name

4 Peer MD5

Registered EAP Lower Layers:
Handle Type Name
2 Authenticator Dotlx-Authenticator
1 Authenticator MAB

WOHITIL, show eap registrations transport Fi#E——¥ EXEC =2~ RO ERLE T,

Switch> show eap registrations transport all
Registered EAP Lower Layers:
Handle Type Name
2 Authenticator Dotlx-Authenticator
1 Authenticator MAB

KOFITIE, show eap sessions #7# EXEC =~ ROz R L ET,

Switch> show eap sessions

Role: Authenticator Decision:
Lower layer: Dotlx-AuthenticalInterface:
Current method: None Method state:
Retransmission count: 0 (max: 2) Timer:

RegId Retransmit (timeout: 30s, remaining: 2s)

EAP handle: 0x5200000A Credentials profile:
Lower layer context ID: 0x93000004 Eap profile name:

Method context ID: 0x00000000 Peer Identity:

Start timeout (s): 1 Retransmit timeout (s):
Current ID: 2 Available local methods:
Role: Authenticator Decision:

Lower layer: Dotlx-AuthenticaInterface:

Current method: None Method state:
Retransmission count: 0 (max: 2) Timer:

RegId Retransmit (timeout: 30s, remaining: 2s)

EAP handle: 0xA800000B Credentials profile:
Lower layer context ID: 0x0D000005 Eap profile name:

Method context ID: 0x00000000 Peer Identity:

Start timeout (s): 1 Retransmit timeout (s):
Current ID: 2 Available local methods:

<Output truncated>

Fail

Gil/0/1
Uninitialised
Authenticator

None
None
None
30 (30)
None

Fail

Gil/0/2
Uninitialised
Authenticator

None
None
None
30 (30)
None

W DFITIL, show eap sessions interface interface-id ¥t EXEC =2~ FOWM N EZ R L E T,

Switch# show eap sessions gigabitethernetl/0/1
Role: Authenticator Decision:

Fail
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W show eap
Lower layer: Dotlx-Authenticalnterface: Gil/0/1
Current method: None Method state: Uninitialised
Retransmission count: 1 (max: 2) Timer: Authenticator
ReqgId Retransmit (timeout: 30s, remaining: 13s)
EAP handle: 0x5200000A Credentials profile: None
Lower layer context ID: 0x93000004 Eap profile name: None
Method context ID: 0x00000000 Peer Identity: None
Start timeout (s): 1 Retransmit timeout (s): 30 (30)
Current ID: 2 Available local methods: None
EEEEAS avwyFk SiEA
clear eap sessions 2 o FFEHIFBREENTER—FDEAP O v a U ERE7 VT LE
j‘o
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showenv M
A v FELBAAL v F AF v 7 O7 7 v WE, TURERY A7 A (RPS) ORAIME, & X UER
fH4 % £ "9 5I121%, show env =—F EXEC =2~ R&fHLET,
show env {all | fan | power [all | switch [switch-number]] | rps | stack [switch-number] |
temperature [status] | xps}
BX DA all 77 LIRERBE ORI, XV, WHERLE RPS OREEFRRLET,
fan AA v F Ty OREEFRRLET,
power AL v FORNBEROREL R T LET,
power all (fER) AA v TFTa~vr FRRANENTEE, A FTry AL v FOTX
T@W*K BIROIRENRERENE T, RAF v I vRAZ—Tavr RRATEN
AT, TRTORE v 7 A ANOTXTONHEROIRENRRTINET,
power switch UEE) RA¥ v IVNDOEAAL v FEIITIEBE LIZAAL v FONERERERE DO R
[switch-number] 7 —HZ 2% K RLET, FETEXIHEMIT, AX v INDODAAL vF AL RFE
ZRE-T 1 ~9 TF,
INHOF—U— KX, Catalyst 3750-E 2 A v F TR AIHETT,
rps KD E DT, TUREWR AT LR AL v 7 NO Catalyst 3750-E £ 7213 Catalyst
3750 AA v FIHRINTWDENE I hERRILET,
* Catalyst 3750-E : Cisco Redundant Power System 2300 (RPS 2300)
e Catalyst 3750 A > F :RPS 2300 * 721% Cisco RPS 675 Redundant Power
System (RPS 675 & HIEIEN D),
(G£) Catalyst 3750-X B3 LW 3560-X A A v FIXTLEER T AT MMIHHE L E
A,
stack AL T DHEAL v FEIIBESINTIZAAL v FDOTRTCOREAT —F A %R
[switch-number] — JRUE, HETE DRI, 2AFZ v 7RO AL vF AL/ FEZITH>T 1L ~9
‘/C“‘j_o
ZOF—=U—=NiE, AZ vy 7RIS AA v FTRIHEATE £,
temperature AL v FOREAT —H A TR LET,
temperature EE) AA v FONEIRE GMTIRETE2L) BIOLEWMEEZRRLET,
status
Xps (f£#) Cisco eXpandable Power System (XPS) 2200 Of§#aRK~=< L ET,
show env xps =~ > REZRL T E &N,
avwv kK E—F o—+4 EXEC
avy FERE yy—=x EEEM

BERLEDAL FF1Y

12.2(53)SE2

Zoawry RpBIMEnE L,

TIHEAESNTWDHAAL vF (RAZ KTy AL v FERIFIAL v I v~ A F—) OFREZRTD
(21X, show env =—9 EXEC 2~ FZ#H L EJ, stack 8L P switch F—TU—F & Lt Hiczmpa
U REFERTDE, AZ Y I ETITBESNTERAE v 7 AU AOTXTOBRBEREINET,
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H showenv

]

show env temperature status =~ F&Z AT 585G, a2 FHINEAAL v FIRERXAT— B LIV
LEVE LV ERLET,

AA v FIREIREEZFRRT H720ICIE, show env temperature =~ > R HTE £, a~vr N
71TIX. GREEN 8X O YELLOW 27— F% OK £F/x L, RED A7 — b%& FAULTY L FERLFET,
show env all =~ R& A1T 584, 2~ K7L show env temperature status =~ > K] &
IEJDT\@‘O

WOBTIX, AZ L FT7ay AL vFThDshowenvall 2~ ROHHZRLET,

Switch #show env all
FAN 1 is OK
FAN 2 is OK

FAN PS-1 is OK

FAN PS-2 is OK

TEMPERATURE is OK

Temperature Value: 27 Degree Celsius
Temperature State: GREEN

Yellow Threshold :
Red Threshold

49 Degree Celsius
59 Degree Celsius

SW PID Serial# Status Sys Pwr PoE Pwr Watts
1A NG3K-PWR-715WAC LIT133705CV OK Good Good 715/0
1B NG3K-PWR-1100WAC LIT1337056X OK Good Good 1100/0
2A  C3KX-PWR-350WAC DTN1342L00Y OK Good Good 350/0
2B C3KX-PWR-715WAC DTN1341K01W OK Good Good 715/0
3A Not Present

3B C3KX-PWR-715WAC DTN1341K01T OK Good Good 715/0
SW Status RPS Name RPS Serial# RPS Port#

1 Active <>

2 Active <>

3 Active <>

w o<l show env fan =~ FOHHZRLE7,

Switch> show env fa
FAN 1 is OK
FAN 2 is OK

n

WOBITIE, AH v ~AH—"TO show env power all =~ > FOHAERLET,

Switch #show env power all

SW PID Serial# Status Sys Pwr PoE Pwr Watts
1A NG3K-PWR-715WAC LIT133705CV OK Good Good 715/0
1B NG3K-PWR-1100WAC LIT1337056X OK Good Good 1100/0
2A C3KX-PWR-350WAC DTN1342L00Y OK Good Good 350/0
2B C3KX-PWR-715WAC DTN1341K01W OK Good Good 715/0
3A Not Present

3B C3KX-PWR-715WAC DTN1341K01T OK Good Good 715/0

WOHEITIX, AZ v 7 A Z—TO show env stack =~ FOHZFLET,

Switch> show env st
SWITCH: 1

FAN 1 is OK

FAN 2 is OK

PS-FAN1 is OK
PS-FAN2 is OK
TEMPERATURE is OK

ack
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showenv Wl

Temperature Value: 27 Degree Celsius
Temperature State: GREEN

Yellow Threshold : 49 Degree Celsius
Red Threshold : 59 Degree Celsius
POWER is OK

RPS is AVAILABLE

<output truncated>

WO TIX, AF L RTrY AL vFTREM, A7—h, BIOLEWEEZERT D HEERLE
T, F 23312, a~vr FHOOREAT— bOFHAZRLET,

Switch> show env temperature status
Temperature Value: 33 Degree Celsius
Temperature State: GREEN

Yellow Threshold : 65 Degree Celsius
Red Threshold : 75 Degree Celsius

# 2-33 show env temperature status A< > FHEAIDRTF— +

AT—F BREA

Green AA o F OILEN IE 3 ZBERAICH D £,
Yellow BENZLHGRICHY T, A4 v TFONOBRNEEZHERTHILERS Y 7,
Red WENZ U7 p 28CHY T3, BENZOHPEIZH 256, A4 v T NIEFIC

FEATSINRWA[REEN S W £ 5,

BEEaTUFR avwUFk L]
power supply 2L v FDOBRED 22—V ERE. FLET,
power xps Cisco XPS 2200 Zi%E L £7,
show env xps Cisco XPS 2200 (BT A fE @A R LET,
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M showenv xps

show env xps

Cisco eXpandable Power System (XPS) 2200 O /3Y = > Midsy, 3E, BN, BLOT AT AERIF
WaEE£RT DL, F5ME EXEC ©— F T showenv xps =~ REMALET,

show env xps {budgeting | configuration | port [all | number] | power | system | thermal | upgrade

| version}
EXDHNA budgeting XPS BHNRY = v OBy (BIRAX v 7 ICEENDTXTDAAL v FITHT
BB/BHOEN S TRLE AV 2y ME) 2FRLET,
configuration power xps 5 EXEC i~ R 3T LI RO Ex £7 LET, XPS i

X XPS IZRfF &£ 9, show env xps configuration =~ > K& AJ1T5 &
T 7V NUSN OB ENBGF SN ET,

port [all | number] + _XCOR—FEZITHRED XPS R—FDOREEAT—H A EE R LET,
A= EFIEX 1 ~9 T,

power XPS BIREED AT — X 2 FRm LET,
system XPS VAT A AT —HAERRTLET,
thermal XPSIREAT — X AEFRLET,
upgrade XPST7 v 77V —KAT—HAERRLET,
version XPS N— g v MEFR T LUET,
avv kK E—F K¢ie EXEC
avy FERE yyy—x EENE
12.2(55)SE1 Coawr RBMENE L,

HEREDHA K51

il

XPS 2200 OIE#H % #F~ T 5121%. show env xps $i# EXEC =t~ > R&MH L £,

WOBITIL, show env xps budgeting =~ > FOH A ERLET,

Switch# show env xps budgeting

XPS 0101.0100.0000

Data Current Power Power
Port Switch # PS A PS B Role-State Committed Budget

1 - - 715  SP-PS 223 1543
2 - - - SP-PS 223 223
3 - - - - - —
4 - - — - - —
5 —_ — — — — —
6 —_ — — — — —
7 - - — - - —
8 —_ — — — — —
9 1 1100 - RPS-NB 223 1070
XPS - - 1100 - - -
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W OBFITIL, show env xps configuration =~ > NOH &R LET,

Switch# show env xps configuration

XPS 0101.0100.0000

power xps port 4 priority 5
power xps port 5 mode disable
power xps port 5 priority 6
power xps port 6 priority 7
power xps port 7 priority 8
power xps port 8 priority 9
power xps port 9 priority 4

W ORFITIL, show env xps portall =~ > KOH I Z/RLET,

Switch# show env xps port all

XPS 0101.0100.0000 Port 1

Port name H

Connected : Yes

Mode : Enabled (On)

Priority 1

Data stack switch # : -

Configured role : Auto-SP

Run mode : SP-PS : Stack Power Power-Sharing Mode
Cable faults : 0x0

XPS 0101.0100.0000 Port 2

Port name HE

Connected . Yes

Mode : Enabled (On)

Priority 2

Data stack switch # : -

Configured role : Auto-SP

Run mode : SP-PS : Stack Power Power-Sharing Mode
Cable faults : 0x0

XPS 0101.0100.0000 Port 3

Port name HE—

Connected : No

Mode : Enabled (On)
Priority : 3

Data stack switch # : -
Configured role : Auto-SP

Run mode HE

Cable faults : 0x0

<output truncated>

WOFHITIL, show env xps power =~ > RO HZERLET,

Switch# show env xps power

show env xps

XPS 0101.0100.0000

Port-Supply SW PID Serial# Status Mode
XPS-A Not present

XPS-B NG3K-PWR-1100WAC LIT13320NTV OK SP
1-A - - - -

1-B - - - - SP
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M showenv xps

2-A - - - -

2-B - - - -

9-A 1A C3KX-PWR-1100WAC LIT141307RK OK RPS 1100
9-B 1B Not Present

WOFITIE, show env xps system 2~ > ROHIEZ/RLET,

Switch# show env xps system

XPS 0101.0100.0000

XPS Cfg Cfg RPS Switch Current Data
Port XPS Port Name Mode Role Pri Conn Role-State Switch #
1 - On Auto-SP 1 Yes SP-PS -

2 - On Auto-SP 2 Yes SP-PS -

3 - On Auto-SP 3 No - -

4 none On Auto-SP 5 No - -

5 - Off Auto-SP 6 No - -

6 - On Auto-SP 7 No - -

7 - On Auto-SP 8 No - -

8 - On Auto-SP 9 No - -

9 test On Auto-SP 4 Yes RPS-NB 1
KOBFTIL, show env xps thermal =2~ > RO ZRLET,

Switch# show env xps thermal

XPS 0101.0100.0000

Fan Status

1 OK
2 OK
3 NOT PRESENT
PS-1 NOT PRESENT
PS-2 OK

Temperature is OK

WORFITIX, 777 L— RBREITEI TV & & O show env xps upgrade 2~ > ROH %R L

ij‘o

Switch# show env xps upgrade

No XPS is connected and upgrading.

WOFTIX, 777 L— FBREITHF O & XD show env xps upgrade =~ FOH I ZRLET,

Switch# show env xps upgrade
XPS Upgrade Xfer

SW Status Prog
1 Waiting 0%
Switch#

*Mar 22 03:12:46.723: SPLATFORM XPS-6-UPGRADE START: XPS 0022.bdd7.9bl4 upgrade has
started through the Service Port.

Switch# show env xps upgrade
XPS Upgrade Xfer
SW Status Prog

1 Receiving 1%

Switch# show env xps upgrade
XPS Upgrade Xfer

YI27L2R
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showenvxps W

SW Status Prog

1 Receiving 5%

Switch# show env xps upgrade
XPS Upgrade Xfer

SW Status Prog
1 Reloading 100%
Switch#

*Mar 22 03:16:01.733: $PLATFORM XPS-6-UPGRADE DONE: XPS 0022.bdd7.9bl4 upgrade has
completed and the XPS is reloading.

WOBITIL, show env xps version =~ > FOH N ERLET,

Switch# show env xps version

XPS 0022.bdd7.9b14:

Serial Number: FDO13490KUT
Hardware Version: 8
Bootloader Version: 7
Software Version: 18
BEa<w R avwyk BieA

power xps (/' u— 3L 2 XPS & XPS R— hOARIEZHELET,
T4 F¥alb—vay avy

)

power xps (Fi# EXEC 22~ XPS AK—hE VAT LAZHELET,

> R)
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Bl show errdisable detect

show errdisable detect

errdisable O HRIEA £ RT 5 121%. show errdisable detect == —¥% EXEC =i~ R&fEH L £7,

show errdisable detect

B DR ooy N2, BIEELIIF—U—FIEH Y FHA,
avv kK E—FK o —H EXEC
avy RERE yy—= EEEM

12.2(53)SE2 Zoavy RRBEMENRE LR,

BEREDAL T4

3l

FIREINT gbic-invalid =7 — DAL, %7 Small Form-Factor Pluggable € = — /L% ER L
7.

o~ RO errdisable DBERN T V7 7 Xy MEIZFERENFE T, Mode 5L, errdisable 73
HIEICEDLIITEEEINTWENERLET,

errdisable fEHIFRDE— R THETE LT,
o R—hkE—F:EXNRELESGA. WEAR— &2 errdisable (2720 77,
e VLAN E£— F : BEXMBRA LIZHE, VLAN 28 errdisable (2720 £,

e R"— F/VLAN E— F : —#O KR — F TIIHWHE AR — F 24K errdisable (2720, ZOMOKR— KT
X VLAN Z LT errdisable (272 0 F 97,

wOFTrX, show errdisable detect =~ > FOH & R~ L E7,

Switch> show errdisable detect

ErrDisable Reason Detection Mode
arp-inspection Enabled port
bpduguard Enabled vlan
channel-misconfig Enabled port
community-limit Enabled port
dhcp-rate-limit Enabled port
dtp-flap Enabled port
gbic-invalid Enabled port
inline-power Enabled port
invalid-policy Enabled port
12ptguard Enabled port
link-flap Enabled port
loopback Enabled port
lsgroup Enabled port
pagp-flap Enabled port
psecure-violation Enabled port/vlan
security-violatio Enabled port
sfp-config-mismat Enabled port
storm-control Enabled port
udld Enabled port
vmps Enabled port
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show errdisable detect W

EEavwY R avy kR HL
errdisable detect cause BEDOFIK, 7203 T X TORKIZH LT errdisable #H % A % —7
M LET,

show errdisable flap-values 23t TWARREEOZ T —[FHAEZHR R LET,
show errdisable recovery errdisable [ Z 4 ~—DEHAEE R L E7,

show interfaces status A H =T ADAT —H AFE =T errdisable A7 — MMIHDH A >~
B—T 2 A ZADY A NEFERLET,

Catalyst 3750-X & & U 3560-X R4 vF IT> K Y27 LYR
| oL-25313-03-J



¥2F Catalyst 3750-X £ & U 3560-X R4 ¥ FD Cisco l0S av v F |

W show errdisable flap-values

show errdisable flap-values

HLHREREZTT—L LTS L5442 KRT 51T, show errdisable flap-values == — ¥ EXEC
avy REfHLET,

show errdisable flap-values

B DR Zoawy FIZiE, BIEELIEIF—U—FIEH Y FHA,
avv kK E—FK o —H EXEC
avy RERE yyy—= EEEM

12.2(53)SE2 Zoavy RRBEMENRE LR,

ERALEDAHS RS54y Flaps ¥1\21X, 8E SNIZEREBBIRNICA T — b ~OEBZE1T 5 &, =7 =B I THR— b
T A E—TNZRDDPBERINET, RFIZONTIE, ) OEHEZZBL TIEIN,

5 K OFIL, show errdisable flap-values =~ > ROHHZ/RLET, ZhiE 320X FIv 7 T
y®r7 7uhan (DTP) A7 —bF (R—hF =R T727®A/ T2 7)), FlEFR—-FEHT 0 b
2L (PAgP) 77 v 7R 30 BHRTEEINTZEGA. X520 7 27— (Vo2 7Ty
[ZU ) 10 BB CTEARESNTSHEIE, =7 — L RARSNTR— M vy y M YT 52 & %R

LTWEd,
Switch> show errdisable flap-values
ErrDisable Reason Flaps Time (sec)
pagp-flap 3 30
dtp-flap 3 30
link-flap 5 10
IV F avwvk B
errdisable detect cause FEEDRK, F7IXT X TORKIIR LT errdisable i1 & 1 r—7
JWZLET,
show errdisable detect errdisable R AT — % 2 & FK R L £,
show errdisable recovery errdisable [E % 4 ~— DR AT L ET,
show interfaces status AVHE =T 2 ADAT —H AFE L errdisable A7 — ~MNZHBA

B —T 2 A AZADY A NEERRFRLET,
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show errdisable recovery W

show errdisable recovery

errdisable [F118 % A ~ — 1 & &~ 3 5 121%, show errdisable recovery == —# EXEC =2~ F&ffiff
LET,

show errdisable recovery

B DR Zoawy FIZiE. BIEELIIF—U—FIEH Y FHA,
avv kK E—FK o —H EXEC
avy RERE yy—= EEEM

12.2(53)SE2 Zoavy RRBEMENRE LR,

BEREDAL T4

U

gbic-invalid error-disable ®EEH L, #%h7: Small Form-Factor Pluggable €V = —/)L f V¥ —7 = A
2 EWRLET,

WROFITIL, show errdisable recovery =~ > RO 1% R L E T,

Switch> show errdisable recovery
ErrDisable Reason Timer Status

udld Disabled
bpduguard Disabled
security-violatio Disabled
channel-misconfig Disabled
vmps Disabled
pagp-flap Disabled
dtp-flap Disabled
link-flap Enabled
12ptguard Disabled
psecure-violation Disabled
gbic-invalid Disabled
dhcp-rate-limit Disabled
unicast-flood Disabled
storm-control Disabled
arp-inspection Disabled
loopback Disabled
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Bl show errdisable recovery

Timer interval:300 seconds
Interfaces that will be enabled at the next timeout:

Interface Errdisable reason Time left (sec)

Gil1/0/2 link-flap 279

(3¥)  unicast-flood 7 + —/V Kix, HAOKKERTZSNETHNEHTT,

[CEEIEINS avUFk BieA
errdisable recovery FIEA D =X LB EHRELET,
show errdisable detect errdisable AT —Z A2 FKRLET,
show errdisable flap-values SN TWAREOZ T —[FRE2FRLET,
show interfaces status A B =Tz A ADAT —H XAET2IL errdisable A7 — MNZHBHA

B—T A ADY XA NeFRRLFET,
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show etherchannel W

show etherchannel

7+ /L@ EtherChannel {F¥k % & ~9 5121%. show etherchannel = —% EXEC =~ F&#H L
ERS

show etherchannel [channel-group-number {detail | port | port-channel | protocol | summary} |
{detail | load-balance | port | port-channel | protocol | summary}

XX DA channel-group-number (fEE) TN IN—TOFZTYT, FETE LML 1 ~ 48 TT,
detail EtherChannel ®FEHiZ R R L E T,
load-balance A=K FrxXVHAOR— MEHOAR DB, 7237 L— Al =X
ERRLET,
port EtherChannel R — MEHREZ R R L LT,
port-channel N—=F Fy¥ 2 EREFZRLET,
protocol EtherChannel TEH N5 7w harxR R LET,
summary ET X XN TN—TDOY~1—% 1{TCTERLET,
avy kR E—F o—4 EXEC
avy FERE Jy—= EEEM
12.2(53)SE2 Ioawy RBEMEE L,

HHEDHA FS51Y

(E)

channel-group Z4a7E LIRWIGEIT. TXTOF ¥ RV FI—TREREINET,

Wik, "— K U X hd Passive 7 4 —/L RlIZL A ¥ 3 DOFR—F FYr AT TERIEINET, 2
D7 44—V X, FEEE L TOWARWYER— IR F vy 3L JAL—THNTEREIN TSI E (B
ORIEIIZT v 12V JV—TNTHE—DR—F Fr 3V THDHI L) ZBEHRLET,

LA ¥ 3 K=k FrXARYHE— FSNDDOE, AL v FTLANR—R 7 1 —F % v FRFEFL
TVBHAET T,
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B show etherchannel

3l

woF L, show etherchannel 1 detail =~ FOHAZ R L FT,

Switch> show etherchannel 1 detail
Group state = L2
Ports: 2 Maxports = 16
Port-channels: 1 Max Port-channels = 16
Protocol: LACP

Ports in the group:

Port: Gil/0/1

Port state Up Mstr In-Bndl

Channel group = 1 Mode = Active Gcchange = -
Port-channel = Pol GC = - Pseudo port-channel
Port index 0 Load = 0x00 Protocol = LACP

Pol

Flags: S - Device is sending Slow LACPDUs F - Device is sending fast LACPDU
A - Device is in active mode. P - Device is in passive mode.

Local information:

LACP port Admin Oper Port
Port Flags State Priority Key Key Number
Gil/0/1 SA bndl 32768 0x1 0x1 0x101
Gil/0/2 A bndl 32768 0x0 0x1 0x0

Age of the port in the current state: 01d:20h:06m:04s

Port-channels in the group:

Port-channel: Pol (Primary Aggregator)

Age of the Port-channel = 01d:20h:20m:26s

Logical slot/port = 10/1 Number of ports = 2
HotStandBy port = null

Port state = Port-channel Ag-Inuse

Protocol = LACP

Ports in the Port-channel:

Index Load Port EC state No of bits
—————— BT s Mt E R
0 00 Gil/0/1 Active 0
0 00 Gil/0/2 Active 0
Time since last port bundled: 01d:20h:20m:20s Gil/0/2

Port

State
0x3D
0x3D
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show etherchannel

DB TiL, show etherchannel 1 summary =2~ > KOHZ/RLE T,

Switch> show etherchannel 1 summary

Flags: D - down P - in port-channel
I - stand-alone s - suspended
H - Hot-standby (LACP only)
R - Layer3 S - Layer2
u - unsuitable for bundling
U - in use f - failed to allocate aggregator
d - default port

Number of channel-groups in use: 1

Number of aggregators: 1

Group Port-channel Protocol Ports

—————— B et e e b
1 Pol (SU) LACP Gil/0/1(P) Gil/0/2(P)

R OEFITIL, show etherchannel 1 port-channel =~ > FOH 1 EZ R L ET,

Switch> show etherchannel 1 port-channel
Port-channels in the group:

Port-channel: Pol (Primary Aggregator)
Age of the Port-channel = 01d:20h:24m:50s
Logical slot/port = 10/1 Number of ports = 2

HotStandBy port = null
Port state
Protocol

Port-channel Ag-Inuse
LACP

Ports in the Port-channel:

Index Load Port EC state No of bits
—————— B i it
0 00 Gil/0/1 Active 0
0 00 Gil/0/2 Active 0
Time since last port bundled: 01d:20h:24m:44s Gil/0/2

K DOBFITIL, show etherchannel protocol =~ > KOH /R LET,

Switch# show etherchannel protocol
Channel-group listing:

Protocol: PAgP

BEgEa<w K

avwyk B

channel-group EtherChannel 7 /L — 7124 —H % » k H— h&E Y 4 TEF,

channel-protocol F o R T EERT LD, K— b ECHEASNS 0 b 3L E
fRLES,

interface port-channel Re b FX¥ RA~DT 7 ERARL,. F— b F v 2L OIEREITOET,
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M show fallback profile

show fallback profile

AL v FTRESNTZ T =Ny J Ta7r AV EF T HITE
EXEC =~ FaEMALET,

. show fallback profile #+

show fallback profile

B DR Zoawy FIZiE, BIEELIEIF—U—FIEH Y FHA,
avv kK E—FK #HE EXEC
avy RERE yyy—=x EEEM

12.2(53)SE2 Zoavy RRBEMENRE LR,

ERALEDAHS RS54y 2L v FTRESNTEZT 077 A N EFRT D

MLET,

%. show fallback profile £### EXEC =~ R&ff

15 WROFITIL, show fallback profile =~ > FROH1ER L ET,

switch# show fall profile

Profile Name: dotlx-www

: NONE
webauth-fallback
IP Access-Group IN: default-policy
Profile Name: dotlx-www-lpip

Description
IP Admission Rule :

Description : NONE

IP Admission Rule : web-lpip

IP Access-Group IN: default-policy
Profile Name: profilel

: NONE

IP Admission Rule : NONE

IP Access—-Group IN: NONE

Description

pggEa<w R

avwyk

Bl

dotlx fallback

IEEE 802.1x #FFEa YV R—FL72WI FA T VO 7 —NRy 7
jfgt(k L T Web uunE%EﬁEﬁﬁwjxé<I 9 ﬂ#~—l\%EgQiEl/§£’f

fallback profile

Web FRIED T +—N Ny 7 Fua 77 A4 VEEHRLET,

ip admission

24 ‘/9: ﬂ‘-]\'CWeb u.qu’E%?\ 7/1/ Ljﬁj—

ip admission name proxy
http

AA v FT Web iRika 7/ o — "\l x—7 W LET,

show dotlx [interface
interface-id)

HBEESNZAR— Fo IEEE 802.1x DkiEAZF - L £,
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show flowcontrol W

show flowcontrol

7o —HlE AT — 2 AR I OHFHEREF T 512X, show floweontrol = — EXEC =2~ N&f#
FALET,

show flowcontrol [interface interface-id | module number]

X DA interface interface-id  ({£&) ¥EDA L Z—T = A ZAD T —{HlfI 2T — % 2B L O ERE

FRLET,
module number ER) AA v TFERIRBESNTEAZ v 7 A ROTRTOA U F—T =

AADT a—H AT —4 A LEEHERE TR LET,
Catalyst 3750-X A4 > FTid, fFETE 2&MHIFZ 1~9 TT,
Catalyst 3560-X AA v FTix, AHNREY 2 —VEFIL 1 T TT,
TOF T a Nt BEDA L E—T A XD EAN LI XITRHTE
FHA,

avY kR E—FK 22— EXEC

avy FEE yy—=x EEER

HEREDHA K51

3l

12.2(53)SE2 Toawr REMSE L,

AL FFEFIIHEDA v 2 —T A AD 7 a—HEHATF —X AB I OEHEREFR LT AT, -0
a~wr FEFEALET,

A v F A H—T oA AMERETRTERT SIZIE. show flowcontrol =~ > FEFEHLET, R
ZoR7uar AA v FTlL, show flowcontrol =~ > RO Sk %1X. show flowcontrol module
number 2~ ROWIFER LR T2 £,

FEDA U E—T A ADNH A FRRT HIT1L, show flowcontrol interface interface-id 2~ > N&ff
ALET,

wOHFTix. show flowcontrol =~ > FOHHERLET,

Switch> show flowcontrol

Port Send FlowControl Receive FlowControl RxPause TxPause
admin oper admin oper

Gi2/0/1 Unsupp. Unsupp. oOff off 0 0

Gi2/0/2 desired off off off 0 0

Gi2/0/3 desired off off off 0 0

<output truncated>

K OHITIL, show flowcontrol interface interface-id 2~ > RO R LET,

Switch> show flowcontrol gigabitethernet2/0/2

Port Send FlowControl Receive FlowControl RxPause TxPause
admin oper admin oper
Gi2/0/2 desired off off off 0 0
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Hl show flowcontrol

avy kR Bl
flowcontrol AV B —T oA ADZETa—HHATFT— 2R TLET,
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show hw-module switch W

show hw-module switch

C3KX-NM-10GT v hUV—27 V2=V DO 10 XY b A —P Xy b Aoy hTREINLTH
HAR— MEEAZFRT DI, ¥ EXEC £ — K T show hw-module switch =~ > FZ# A L £7,

show hw-module switch {switch-number | all} port-group {switch-number | all}

WX DA

switch-number

AL I RIBAA v F T, A v F&EGT (AP v 7 AUEFG) 2iEL
ET, AM v FRAZ L RTny AL v FOHPE, A v FEFIL1 T
To AA Y FBRAL v I NCHDLHE, AF v ITNDAAL v F AL NFEG
DL T~ 9 ZHRETEET,

AH s T IEXIEAA v FTIE, A v FEZFILEIC 1 TT,

all AR THNDTRTCDAL v FEZFTRTOR—F T A—TOEREE
~LET,
port-group RESNIER—=F ZV—TF T RTOR—~ A —7 DOl % F£or

LETS

group-number

BRETHA—ERELET, BRI 1 £2132 T,
o KR—h INN—711% Tel/Gil £\VH T~LDKR— KTT,
o R—hk IN—=T721% Te2/Gi4 £ ) T~LDHR— FTT,

avv K E—F K5 EXEC
avy FEE yy—=x EFEANRE
15.0(1)SE Zoavr RRBEMEhE LK,

HHEDHA K51y

]

10FHEy hoZxr Yy MI, 1 FHEy M (Gb/s) £7213 10 Gb/s TEIETE £,

Zhit, AZ v I DT RTDAAL v FITHONT, WFDR—F Z I —TOHERE ZRTHIHITT,
Active 7 7 A%, A— FREEL TWAEEZR L TVWET,

Switch# show hw-module switch all port-group all

Switch Port-Group

~N J oo O Ww W NN R

N ENEPENEDNDNENDENREDNDRE

Active Inactive
Tel/1l/1 Gil/1l/2
Tel/1/2 Gil/1/4
Te2/1/1 Gi2/1/2
Te2/1/2 Gi2/1/4
Te3/1/1 Gi3/1/2
Te3/1/2 Gi3/1/4
Ted/1/1 Gi4/1/2
Ted/1/2 Gi4/1/4
Te5/1/1 Gi5/1/2
Gi5/1/4 Te5/1/2
Gi6e/1/2 Te6/1/1
Gie/1/4 Te6/1/2
Te7/1/1 Gi7/1/2
Te7/1/2 Gi7/1/4
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Hl show hw-module switch

ZhIE, AE T DFTRTDAAL v FIZHONWT, RN— b Z—7 1 2T OEERT 2RI H T,
Active 77 21X, A— FPEEL TV DEELZ R L TWVET,

Switch# show hw-module switch all port-group 1

Switch Port-Group Active Inactive
1 1 Tel/1/1 Gil/1/2
2 1 Te2/1/1 Gi2/1/2
3 1 Te3/1/1 Gi3/1/2
4 1 Te4/1/1 Gi4/1/2
5 1 Te5/1/1 Gi5/1/2
6 1 Gi6/1/2 Te6/1/1
7 1 Te7/1/1 Gi7/1/2
8 1 Te8/1/1 Gi8/1/2

L, RE YT DAL v F 2IZOWT, MAFDOR— bk ZN—TDOHERE L R~T H 1B TT,

Switch# show hw-module switch 2 port-group all

Switch Port-Group Active Inactive
2 1 Te2/1/1 Gi2/1/2
2 2 Te2/1/2 Gi2/1/4
BEavU K avyvFk HTL:)]
hw-module switch Ry hU—Y FPa—)b Aay hOR— FNEEZRTELET,
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show idprom interface W

show idprom interface

fREshlA % —7 =4 20D IDPROM A £ 77 5121%. show idprom = —¥ EXEC =2~ |
EHEALET.

show idprom interface interface-id [detail]

TR interface interface-id  ¥§E Li=A > % —7 =4 2D IDPROM 1H5#H A2 F R L £,
detail ({£E) IDPROM OiffiiE# (16 #E4) 2#FRRLET,
avwy kK E—F 2 —4 EXEC
avy FEE Jyy—=x ETEEM
12.2(53)SE2 Zoavwy RPBEMEShE L,

#ERALDAHS RSAY ZOa=wryRiE, I0XHTEY N A —H Xy h A Z—T A ABLOSFPESa—)L f X —T =
AAPFICEAESNET,

1 WOFITIX, 10 ¥ Ty b A —H% Ry b £ % —7 x4 20 show idprom interface
tengigabitethernet1/0/1 =~ > FOH HZR L E T,

Switch# show idprom interface tengigabitethernetl/0/1
X2 Serial EEPROM Contents:
Non-Volatile Register (NVR) Fields
X2 MSA Version supported :0xA
NVR Size in bytes :0x100
Number of bytes used :0x100
Basic Field Address :0xB
Customer Field Address :0x77
Vendor Field Address :0xA7
Extended Vendor Field Address :0x100
Reserved :0x0
Transceiver type :0x2 =X2
Optical connector type :0x0 =Unspecified
Bit encoding :0x1 =NRZ
Normal BitRate in multiple of 1M b/s :0x2848
Protocol Type :0x1 =10GgE

Catalyst 3750-X £ & U 3560-X X4 wF I?Y K Y27 LR
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M show idprom interface

Standards Compliance Codes
10GbE Code Byte 0
10GbE Code Byte 1
SONET/SDH Code Byte 0 :0x0
SONET/SDH Code Byte 1 :0x0
SONET/SDH Code Byte 2 :0x0
SONET/SDH Code Byte 3 :0x0
10GFC Code Byte 0
10GFC Code Byte 1
10GFC Code Byte 2
10GFC Code Byte 3
Transmission range in 10m :0x0

Fibre Type

Fibre
Fibre

Centre
Centre
Centre
Centre

Transceiver vendor name

Type Byte 0
Type Byte 1

:0x0 =Unspecified
:0x0

:0x0
: 0x0
:0x0
:0x0

:0x0 =Unspecified
:0x0 =Unspecified

Optical Wavelength in 0.0lnm steps
Optical Wavelength in 0.0lnm steps
Optical Wavelength in 0.0lnm steps
Optical Wavelength in 0.0lnm steps
Package Identifier OUI :0xC09802
Transceiver Vendor OUI :0x3400B01

:CISCO-OPNEXT, INC

Part number provided by transceiver vendor

Channel
Channel
Channel
Channel

w N PO

: 0x0
: 0x0
:0x0
: 0x0

:TRTCO10EN-BMC

0x0
0x0
0x0
0x0

0x0
0x0
0x0
0x0

Revision level of part number provided by vendor :00

Vendor serial number :0SA093900JK

Vendor manufacturing date code :2005092800

Reservedl 01 01 20 04 00 01 00

Basic Field Checksum :0x63

Customer Writable Area
0x00: 58 32 2D 31 30 47 42 2D 43 58 34 20 20 20 20 20
0x10: 20 56 30 31 20 4F 53 41 30 39 33 39 30 30 4A 4B
0x20: 31 30 2D 32 31 30 35 2D 30 31 20 20 41 30 20 20

Vendor Specific :
0x00: 1F 01 1C 02 00 00 00 00 00 0O 0O 0O 0O 0O 0O 0O
0x10: 00 00 00 00 00 00 0O 0O 0O 0O 0O 0O 0O 0O 0O 0O
0x20: 00 00 00 00 00 00 00 00 00 0O 0O 0O 0O 0O 0O 0O
0x30: 00 00 01 00 11 B3 39 9F 5A 51 52 C3 2B 93 E2 A3
0x40: 19 81 34 33 16 00 00 00 00 00 00 00 00 0O AC 76
0x50: 37 FF 00 00 00 00 00 00 0O
F8-FF-FB, 3F-0F, 01-00

BEa<w R avwyk BL

show controllers
ethernet-controller

N= R 2T A VB =T 2 ARNWL VAL ETR— R
ASIC HERINDHAPIAEND, KA F—T = A ADKEZFED
MatE & Rr LET,
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show interfaces

TRTCOA LV H =T 2 A AETIFRESNTZA L F—T 24 ADEHAT — X ABLOEHERT —F A
% F T 5I1Zi%. show interfaces %54 EXEC =2~ > &AL T,

show interfaces W

show interfaces [interface-id | vlan vian-id] [accounting | capabilities [module number] | counters
| description | etherchannel | flowcontrol | private-vlan mapping | pruning | stats | status
[err-disabled] | switchport [backup | module number] | tengigabitethernet interface-id |
transceiver [detail | properties | dom-supported-list] [module number] | trunk]

WX DA

interface-id

UER) B A v X2 —T7 =4 AL, MR- (XAT, AF v T A
N (AE TR AA v TFOR), TV a2—/b, BIOKR— +EE%E
&) RPR— b FXRANEENET, K— b Fr i1 ~48 T
7,

vlan vian-id

(fEE) VLANID T, fiETE 2%iHIE 1 ~ 4094 T,

accounting EE) A2 —T=AADOT T MEHR (T77 47 7a banr, AH
HDONRIry N, ATy begEte) 2ERLET,
GE) V7 M U7 CUE SNy NETRRRENET, ~N"—F
TxT CAA T U T ENBENRT Yy MIFBRENETA,
capabilities (FEE) T R_RTDA v Z—T =2 A AEIFEEENTA VX —T =4 ZADM

BE (BEfE. A v X —T7 =24 AL TCTREMRLRAS T areaie) 2R LE
T, O T atav s RIA DO~V ITERINETN, VLAN
IDIZfFHCTEEHA,

module number

(FEE) AA v TFFHRITREESNTAZ I A NDTRTDOA vV EZ—T =
A ADOHRE, AL v F R—hrar 74 F¥alb—var, FLErTry—
NOEENE (LRROXF—U— RiZxy) 2F R LET,

Catalyst 3750-X 2 A v FTid, FRETE DL 1~9 TT,
Catalyst 3560-X 24 v FTld, AHREY 2—F ST 12T TT,

IOFTvarit, BEDA L HE—T A AID ZAS LI E X IFHTE
H A,

counters (&) show interfaces counters =~ RZZSH L T 72 &0,

description ER) BFEDA v F—T7 oA ATRESINTZEBAT — X AB IO %
#RLET,

etherchannel (UEE) A > & —7 = A A EtherChannel 5% F 5~ L E 7,

flowcontrol EE) A F—T x4 AD 7 a—HIfEREFERLET,

private-vlan mapping

({E£&) VLAN Switch Virtual Interface (SVI; A A v FEMEA v X —T7 =1
2) DFFTAX—hK VLAN O~ v B IERERRLET, AL v TF0
LAN R—R 7 4 —F % £y FEETLTWVWDIEHAE, Z0F—7— NIIER
TEEHA,

stats UEE) A v F =T 2 A ADAAL v F LT RNRAZE DN v B EBFER
LET,
status (FEE) A2 =T =2 ADAT—F AR LET, Type 7 4 —/L KD

unsupported D A7 — % 2%, ftt:8d Small Form-Factor Pluggable &
Va—AREVa—/b Ay MIEESLTWHZ L 2R L TNET,

err-disabled

(fEE) errdisable 27— hDA v F—T = AHFKRLET,

switchport

(EE) A— b 7TevF oV, R— MEERERE, AL vF 7 GEr—
T4V T) R—=bFOEHAT = ABIOEEAT —F A2 F R LET,
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Bl show interfaces

backup EE) AA v TFEHRIFIAZ v 7 LORE LA v E—T oA AT~
TOA L HZ—T A AD, Flex Link X 77 v Ao F—T A 2
TA4F¥ 2= aryBIOAT—HAE2FERLET,

tengigabitethernet B L TWA 10Xy N BEVa—LDORTF— X RAEHERLET,

transceiver [detail | show interfaces transceivers 2~ FEZ BB L T Z &V,

properties |

dom-supported-list]

trunk AV B—=T A A NTUIIERERRLET, A V¥ —T A A%HEELR

WBBIZ, T2 T A7 RN TUR T K= FOBERIZTRERRSNET,

) crb. fair-queue. irb., mac-accounting. precedence. random-detect. rate-limit, J XU shape
F—U—FI, a2 FIA DO T AR TICFRRSNETR, PAR—FSATHEREA,

avU K E—F ¥t EXEC
av Y FER y1yy—=x EEEMR
12.2(53)SE2 Zoa<wry RRNBMENE L,

BRLEDAA R34V show interfaces capabilities =~ > NIZERLZX—U—RZEETH I LT, ROL I RFERICARY F
R

o Catalyst 3750-X A1 v F T, AF Yy VTHNDHEDAAL v F LOTXTDA ¥ —7 = A ADHHRE
% #7795 IZ1X show interface capabilities module number =~ REH L ET, A% v 7 NI
BUTHEV 2= VB BFEFOAL vy TFRRVWES, HHZHY A,

e Catalyst 3560-X A1 v F T, AA vF LOTRTDOA ¥ —7 = A4 ADOFEE R RT 5H1T1E show
interface capabilities module 1 =~ FZEH L E 7, LS OFEITETT,

e BEINIA V¥ —T A ADWREEF/RT 5I21%, show interfaces interface-id capabilities %
HALET,

o Catalyst 3750-X A A v F T, AF v THDTXTDA X —T =4 ZADEREZ R T DITIL,
show interfaces capabilities ZEH L EF (EV2—AELELITA - F—T =4 X ID OFEER
IJ)O

* Catalyst 3560-X A1 v F T, A v FHNOTRXTDOA X —7 = A ZADOHREEZ R RT DT,
show interfaces capabilities #EH L ¥ (EV 2 —AEFFELITA ¥ —T7 =4 X ID OFEER
L.

e Catalyst 3750-X A v F T, AZ v JNOFEDAAL vF EOFTXTDA L F—T 2 ADA
A v F F— MNEMERTT HI21E. show interface switchport module number 2~ > RZfHH L
7T, Ay IHICHELTL2EY 2a—VEFESZEROAL v FRR0EE. HAEHY TH A,

e Catalyst 3560-X A A v F T, AA v F LOTRXRTDA L F—T =24 ZADAAL vF R— MNtEE R
~% % I21%, show interfaces switchport module 1 £ L £9, ZNnLSOFZITEL T,

i WOFITIE, AZ v 7 ANR3 DA H—T A AIXT 5 show interfaces =~ > RO TR L E
‘j—o

Switch# show interfaces gigabitethernet3/0/2

Catalyst 3750-X &£ & U 3560-X R4 wF ATV K Y27 LR
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show interfaces W

GigabitEthernet3/0/2 is down, line protocol is down
Hardware is Gigabit Ethernet, address is 0009.43a7.d085 (bia 0009.43a7.d085)
MTU 1500 bytes, BW 10000 Kbit, DLY 1000 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation ARPA, loopback not set
Keepalive set (10 sec)
Auto-duplex, Auto-speed
input flow-control is off, output flow-control is off
ARP type: ARPA, ARP Timeout 04:00:00 Last input never, output never, output hang never
Last clearing of "show interface" counters never
Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops: 0
Queueing strategy: fifo
Output queue :0/40 (size/max)
5 minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec
2 packets input, 1040 bytes, 0 no buffer
Received 0 broadcasts, 0 runts, 0 giants, 0 throttles
input errors, 0 CRC, 0 frame, 0 overrun, 0O ignored
watchdog, 0 multicast, 0 pause input
input packets with dribble condition detected
packets output, 1040 bytes, 0 underruns
output errors, 0 collisions, 3 interface resets
babbles, 0 late collision, 0 deferred
lost carrier, 0 no carrier, 0 PAUSE output
output buffer failures, 0 output buffers swapped out

O O O O b O O O

WoHITIL, show interfaces accounting =~ > FOH N Z R LET,

Switch# show interfaces accounting

Vlanl
Protocol Pkts In Chars In Pkts Out Chars Out
IPp 1094395 131900022 559555 84077157
Spanning Tree 283896 17033760 42 2520
ARP 63738 3825680 231 13860
Interface Vlan2 is disabled
Vlan7
Protocol Pkts In Chars In Pkts Out Chars Out
No traffic sent or received on this interface.
Vlan31l
Protocol Pkts In Chars In Pkts Out Chars Out

No traffic sent or received on this interface.

GigabitEthernetl/0/1

Protocol Pkts In Chars In Pkts Out Chars Out
No traffic sent or received on this interface.
GigabitEthernetl/0/2

Protocol Pkts In Chars In Pkts Out Chars Out

No traffic sent or received on this interface.

<output truncated>

WOFITIL, A % —7 =4 A0 show interfaces capabilities =~ > FOH ) Z R LET,
Switch# show interfaces gigabitethernetl/0/2 capabilities

GigabitEthernetl/0/2
Model: WS- XXXXXXXX
Type: 10/100/1000BaseTX
Speed: 10,100,1000, auto
Duplex: full, auto
Trunk encap. type: 802.1Q,ISL
Trunk mode: on,off,desirable, nonegotiate
Channel: yes
Broadcast suppression: percentage (0-100)
Flowcontrol: rx—-(off,on,desired), tx- (none)

Catalyst 3750-X £ & U 3560-X X4 wF I?Y K Y27 LR
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Bl show interfaces

Fast Start: yes

QoS scheduling: rx-(not configurable on per port basis),tx-(4g2t)
CoS rewrite: yes

ToS rewrite: yes

UDLD: yes

Inline power: no

SPAN: source/destination

PortSecure: yes

Dotlx: yes

WOFITIE, deseription f > —T = A A ar T 4 Fal—vary avwry REHEALT, £ 24—
7 = A R % Connects to Marketing & L THiE L 72355 O show interfaces interface-id description =
~Y FOHAERLET,

Switch# show interfaces gigabitethernetl/0/2 description

Interface Status Protocol Description
Gil1/0/2 up down Connects to Marketing

WOFITIE, AA v FITKR—F F ¥ FBREINTVDLHE D show interfaces etherchannel =~
Yo hERLET,

Switch# show interfaces etherchannel

Port-channell:

Age of the Port-channel = 03d:20h:17m:29s
Logical slot/port = 10/1 Number of ports = 0
GC = 0x00000000 HotStandBy port = null

Port state Port-channel Ag-Not-Inuse

Port-channel2:

Age of the Port-channel = 03d:20h:17m:29s
Logical slot/port = 10/2 Number of ports = 0
GC = 0x00000000 HotStandBy port = null

Port state Port-channel Ag-Not-Inuse

Port-channel3:

Age of the Port-channel = 03d:20h:17m:29s

Logical slot/port = 10/3 Number of ports = 0

GC = 0x00000000 HotStandBy port = null
Port state = Port-channel Ag-Not-Inuse

This is an example of output from the show interfaces private-vlan mapping command when
the private-VLAN primary VLAN is VLAN 10 and the secondary VLANs are VLANs 501 and 502:
Switch# show interfaces private-vlan mapping

Interface Secondary VLAN Type

vlanlO 501 isolated
vlanlO 502 community

WOHITIEL, VIP RAA NTT N—= TR A X —T VD4 O show interfaces interface-id
pruning =~ RO ERLET,

Switch# show interfaces gigibitethernetl/0/2 pruning

Port Vlans pruned for lack of request by neighbor
Gil/0/2 3,4

Port Vlans traffic requested of neighbor

Gil/0/2 1-3

WOFH T, FE L7 VLAN A > &% —7 = A A® show interfaces stats =~ KO &2/ R L E£7,

Switch# show interfaces vlan 1 stats
Switching path Pkts In Chars In Pkts Out Chars Out
Processor 1165354 136205310 570800 91731594

Catalyst 3750-X &£ & U 3560-X R4 wF ATV K Y27 LR
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GE)

show interfaces W

Route cache 0 0 0 0
Total 1165354 136205310 570800 91731594

K OHITIL, show interfaces status =~ KON O—EE2 R LET, TXTOA L F—T=Af AD
AT —HANFREINET,

Switch# show interfaces status

Port Name Status Vlan Duplex Speed Type

Gil/0/1 connected routed a-half a-100 10/100/1000BaseTX
Gil/0/2 notconnect 121,40 auto auto 10/100/1000BaseTX
Gil/0/3 notconnect 1 auto auto 10/100/1000BaseTX
Gil/0/4 notconnect 18 auto auto Not Present
Gil/0/5 connected 121 a-full a-1000 10/100/1000BaseTX
Gil/0/6 connected 122,11 a-full a-1000 10/100/1000BaseTX

<output truncated>
Gi2/0/1 notconnect 1 auto auto 10/100/1000BaseTX
Gi2/0/2 notconnect 1 auto auto unsupported

<output truncated>

WOHITIE, 7T A4 X—F VLAN BERESNTWDIHEDRFEDA ¥ —7 = A A show interfaces
status =~ > FOM1ERLET, F—F22 %7734 X—F VLAN KA N K—hELTHEELTH
F94, R—F221%, 774~V VLAN20 &%V VLAN 25 ([ZBEf T HILE T,

Switch# show interfaces gigabitethernetl/0/22 status
Port Name Status Vlan Duplex Speed Type
Gil/0/22 connected 20,25 a-full a-100 10/100BaseTX

WROFITIE, K= 20 7T A _X— b VLAN EZEJIR— & LTRESNLTWET, ZoHDIE 7
T4 <Y VLAN 20 22 E R LET,

Switch# show interfaces gigabitethernetl/0/20 status
Port Name Status Vlan Duplex Speed Type
Gil/0/20 connected 20 a-full a-100 10/100BaseTX

W OHITIL., show interfaces status err-disabled =~ > FOH /1%~ L ¥ 9, errdisable A7 — F DA
VH =T 2 A ADAT —H AEERRLET,

Switch# show interfaces status err-disabled

Port Name Status Reason
Gil/0/2 err-disabled gbic-invalid
Gi2/0/3 err-disabled dtp-flap

WOFITIL, A— ~® show interfaces switchport =~ > FOHJZ R LET, & 2-3412, ZOHT
TRREINDT 4 —/V FOFHHEZRLET,

77 A _X—=K VLAN F 7271320 ) ) —ATEVR—-FENR2WED, 70—V RNiZEH S ER
Ao

Switch# show interfaces gigabitethernetl/0/1 switchport
Name: Gil/0/1

Switchport: Enabled

Administrative Mode: dynamic auto

Operational Mode: static access

Administrative Trunking Encapsulation: negotiate
Operational Trunking Encapsulation: native
Negotiation of Trunking: On

Access Mode VLAN: 1 (default)

Trunking Native Mode VLAN: 1 (default)

Voice VLAN: none
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Bl show interfaces

Administrative private-vlan host-association:10 (VLAN0O10) 502 (VLANO502)
Administrative private-vlan mapping: none

Administrative private-vlan trunk native VLAN: none

Administrative private-vlan trunk encapsulation: dotlg

Administrative private-vlan trunk normal VLANs: none

Administrative private-vlan trunk private VLANs: none

Operational private-vlan: none

Trunking VLANs Enabled: ALL

Pruning VLANs Enabled: 2-1001

Capture Mode Disabled
Capture VLANs Allowed: ALL

Protected: false
Unknown unicast blocked: disabled

Unknown multicast blocked: disabled

Voice VLAN: none (Inactive)
Appliance trust: none

= 2-34 show interfaces switchport ® 7 1+ —J)L FDEREA

J4—ILF St

Name N— MDA ERRFLET,

Switchport A= hDOEBAT =X ABLOIERAT —H A ERRLET,

ZOWNDEE, R—FMIAAL v F R—F E—FTT,

Administrative Mode

Operational Mode

EFHE— FBIUEEE—-FERRLET,

Administrative Trunking
Encapsulation

Operational Trunking Encapsulation

Negotiation of Trunking

BE LB OER O T ER. BX ORI XS
FAVT—v g VR F =T ANE I D ERFLET,

Access Mode VLAN

R— &R ETD VLANID 2R~ L ET,

Trunking Native Mode VLAN
Trunking VLANSs Enabled
Trunking VLANs Active

AT 4T EFE—FRORF 27D VLANID 2—EFRELET,
NZY 7 EOFR VLAN #—EF R LET, bT7v 7 LT
25 47 VLAN & —E £ R~ LET,

Pruning VLANs Enabled

TN— = FITHEKK 7 VLAN & —EHRR L E T,

Protected

A HF =T 2 A LTHRER— FBA F—T /L (True) TH
HNEFFIET 4 —TF L (False) THOHINERRLET,

Unknown unicast blocked

Unknown multicast blocked

RV TFXF X A MBLOFRARZ=F Y AN F T 7 1 v
INA L E—T 2 A A LETT R Y7 ENTNENE I NER
RLET,

Voice VLAN

B VLAN 84 X—7 L Th b VLANID R FLET,

Administrative private-vlan
host-association

77 A4X— K VLAN A A b R— b DOEFE VLAN OT />
T—varERRLET,

Administrative private-vlan mapping

75 A4 _— k VLAN #ZER]R— h D& H VLAN O~ v v
THEFRRLET,

Operational private-vlan

77 A4 ~_— K VLAN OFWERT —H A2 KRR LET,

Appliance trust

IP Phone 7 —% /Xry hOH—E R 752 (CoS) 7
FRLET,

Catalyst 3750-X £ & U 3560-X A/ v F IRV F Y27 LR
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show interfaces W

WOHITIE, 7T 4 X— b VLAN EEBKR— k& L TRE IR — b D show interfaces
switchport =~ > FOM 1R LET, 714~ Y VLAN20 X, V¥ VU VLAN 25, 30, 35(C
~ oS ENET,

Switch# show interface gigabitethernetl/0/2 switchport
Name: Gil/0/2

Switchport: Enabled

Administrative Mode: private-vlan promiscuous
Operational Mode: private-vlan promiscuous
Administrative Trunking Encapsulation: negotiate
Operational Trunking Encapsulation: native

Negotiation of Trunking: Off

Access Mode VLAN: 1 (default)

Trunking Native Mode VLAN: 1 (default)

Administrative Native VLAN tagging: enabled

Voice VLAN: none

Administrative private-vlan host-association: none
Administrative private-vlan mapping: 20 (VLAN0020) 25 (VLANO025) 30 (VLANOO30) 35
(VLANOO35)

Administrative private-vlan trunk native VLAN: none
Administrative private-vlan trunk Native VLAN tagging: enabled
Administrative private-vlan trunk encapsulation: dotlg
Administrative private-vlan trunk normal VLANs: none
Administrative private-vlan trunk private VLANs: none
Operational private-vlan:

20 (VLAN0020) 25 (VLAN0O25)

30 (VLANOO030)

35 (VLAN0O35)

<output truncated>

K OHITIL, show interfaces switchport backup =~ > RO N ZRLET,

Switch# show interfaces switchport backup
Switch Backup Interface Pairs:

Active Interface Backup Interface State

Gil/0/1 Gil1/0/2 Active Up/Backup Standby
G1i3/0/3 Gi4/0/5 Active Down/Backup Up
Pol Po2 Active Standby/Backup Up

W& DBFITIL, show interfaces interface-id pruning 2~ > KOH I Z /R L E T,

Switch# show interfaces gigibitethernetl/0/2 pruning
Port Vlans pruned for lack of request by neighbor

W OB TiX, show interfaces switchport backup =~> KOH N EZRLET, ZOFITIE, AA vF
T VLAN 1 ~ 50, 60, 100 ~ 120 PR E N TWET,

Switch (config) #interface gigabitethernet 2/0/6
Switch (config-if) #switchport backup interface gigabitethernet 2/0/8 prefer vlan 60,100-120

WHDA v Z—T A ZAREMEROLEIL. Gi2/0/8 23 VLAN 60 3 LT VLAN 100 ~ 120 ® ~ 5
74y 7 EEEL, Gi2/0/6 7 VLAN1 ~50 D 77 4 v 7 sk LET,

Switch#show interfaces switchport backup

Switch Backup Interface Pairs:

Active Interface Backup Interface State

GigabitEthernet2/0/6 GigabitEthernet2/0/8 Active Up/Backup Up

Vlans on Interface Gi 2/0/6: 1-50
Vlans on Interface Gi 2/0/8: 60, 100-120
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Bl show interfaces

Flex Link 1 ' #—7 = A ZABF T35 & (LINK DOWN), ZDA ¥ —7 A ATELRIND
VLAN %, Flex Link X7 DY A o FZ =T =4 XBEHLES, ZOFITIE, A F—T =X
Gi2/0/6 3% & > LT, Gi2/0/8 7% Flex Link <7 O3 X TD VLAN Z5| S X £ 7,

Switch#show interfaces switchport backup
Switch Backup Interface Pairs:

Active Interface Backup Interface State

GigabitEthernet2/0/6 GigabitEthernet2/0/8 Active Down/Backup Up

Vlans on Interface Gi 2/0/6:
Vlans on Interface Gi 2/0/8: 1-50, 60, 100-120

Flex Link A > X —7 =2 A ANT v Wbt ZOA L H—T A ATEILEIND VLAN (ZE7 A
VHE—T 2 A ATTu I EIN, Ty T LAV E—T A ATTIFI—T 47 AT — NI F
T, ZOFITIE, A v Z =T =24 AGRI0/6 INT v 7 \ZipbL, ZOA LV E—T oA ATEREINS
VLAN ZE7 A4 > ¥ —7 A A Gi2/0/8 T7 v v 7 X, Gi2/0/6 TEEINE T,

Switch#show interfaces switchport backup
Switch Backup Interface Pairs:

Active Interface Backup Interface State

GigabitEthernet2/0/6 GigabitEthernet2/0/8 Active Up/Backup Up

Vlans on Interface Gi 2/0/6: 1-50
Vlans on Interface Gi 2/0/8: 60, 100-120

WORFITIL, Flex Link £ > % —7 A AN X7 LT (LINK DOWN), ZDOA ¥ —7 = A A TH
JeEZi D VLAN X Flex Link X7 DY T A ¥ —7 = A AZBEIT 555 O show interfaces
switchport backup =~ > FOHNZ/RLET, ZOHITIE, A F—=7=A X Gi2/0/6 55D L
. Gi2/0/8 73 Flex Link X7 O3 ~_XT? VLAN % 5| f X F3,
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show interfaces W

Switch#show interfaces switchport backup
Switch Backup Interface Pairs:

Active Interface Backup Interface State

GigabitEthernet2/0/6 GigabitEthernet2/0/8 Active Down/Backup Up

Vlans Preferred on Active Interface: 1-50
Vlans Preferred on Backup Interface: 60, 100-120

W OB TIL, show interfaces interface-id trunk 2~ > FOHAERLET, R—rD M T o2 7
WHRERINET,

Switch# show interfaces gigabitethernetl/0/1 trunk

Port Mode Encapsulation Status Native wvlan
Gil/0/1 auto negotiate trunking 1

Port Vlans allowed on trunk

Gil/0/1 1-4094

Port Vlans allowed and active in management domain

Gil/0/1 1-4

Port Vlans in spanning tree forwarding state and not pruned
Gil/0/1 1-4

WOFHITIL, show interfaces interface-id transceiver properties =~ > FOH R LET,

Switch# show interfaces gigabitethernetl/0/1 transceiver properties
Name : Gil/0/1

Administrative Speed: auto

Operational Speed: auto

Administrative Duplex: auto

Administrative Power Inline: enable

Operational Duplex: auto

Administrative Auto-MDIX: off

Operational Auto-MDIX: off

WOBITIL, show interfaces interface-id transceiver detail =~ > FOH A ERLET,

Switch# show interfaces gigabitethernet2/0/3 transceiver detail
ITU Channel not available (Wavelength not available),
Transceiver is externally calibrated.

mA:milliamperes, dBm:decibels (milliwatts), N/A:not applicable.
++:high alarm, +:high warning, -:low warning, -- :low alarm.
A2D readouts (if they differ), are reported in parentheses.

The threshold values are uncalibrated.

High Alarm High Warn Low Warn Low Alarm

Temperature Threshold Threshold Threshold Threshold
Port (Celsius) (Celsius) (Celsius) (Celsius) (Celsius)
Gi2/0/3 41.5 110.0 103.0 -8.0 -12.0

High Alarm High Warn Low Warn Low Alarm

Voltage Threshold Threshold Threshold Threshold
Port (Volts) (Volts) (Volts) (Volts) (Volts)
Gi2/0/3 3.20 4.00 3.70 3.00 2.95

| oL-25313-03-J
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Bl show interfaces
High Alarm High Warn Low Warn Low Alarm
Current Threshold Threshold Threshold Threshold
Port (milliamperes) (mA) (mA) (mA) (mA)
Gi2/0/3 31.0 84.0 70.0 4.0 2.0
Optical High Alarm High Warn Low Warn Low Alarm
Transmit Power Threshold Threshold Threshold Threshold
Port (dBm) (dBm) (dBm) (dBm) (dBm)
Gi2/0/3 -0.0 ( -0.0) -0.0 -0.0 -0.0 -0.0
Optical High Alarm High Warn Low Warn Low Alarm
Receive Power Threshold Threshold Threshold Threshold
Port (dBm) (dBm) (dBm) (dBm) (dBm)
Gi2/0/3 N/A  ( -0.0) -- -0.0 -0.0 -0.0 -0.0

WDOHFITiX, show interfaces tengigabitethernet interface-id transceiver detail =~ > NOH 1z~ L

iﬁ—o

Switch# show interfaces tengigabitethernetl/0/1 transceiver detail

Transceiver monitoring is disabled for all interfaces.

ITU Channel not available (Wavelength not available),
Transceiver is internally calibrated.

mA: milliamperes, dBm: decibels (milliwatts), NA or N/A: not applicable.
low alarm.

++ : high alarm, + high warning, - low warning,
A2D readouts (if they differ), are reported in parentheses.
The threshold values are calibrated.

High Alarm High Warn Low Warn Low Alarm

Temperature Threshold Threshold Threshold Threshold

Port (Celsius) (Celsius) (Celsius) (Celsius) (Celsius)

Tel/0/1 26.8 70.0 60.0 5.0 0.0

High Alarm High Warn Low Warn Low Alarm

Voltage Threshold Threshold Threshold Threshold
Port (Volts) (Volts) (Volts) (Volts) (Volts)

Tel/0/1 3.15 3.63 3.63 2.97 2.97

High Alarm High Warn Low Warn Low Alarm

Current Threshold Threshold Threshold Threshold
Port (milliamperes) (mA) (mA) (mA) (mA)

Tel/0/1 5.0 16.3 15.3 3.9 3.2

Optical High Alarm High Warn Low Warn Low Alarm
Transmit Power Threshold Threshold Threshold Threshold
Port (dBm) (dBm) (dBm) (dBm) (dBm)

Tel/0/1 -1.9 1.0 0.5 -8.2 -8.5

Optical High Alarm High Warn Low Warn Low Alarm
Receive Power Threshold Threshold Threshold Threshold
Port (dBm) (dBm) (dBm) (dBm) (dBm)

Tel/0/1 -1.4 1.0 0.5 -14.1 -15.0

R OFITIiX, show interfaces tengigabitethernet interface-id transceiver properties =~ > NOH ) %

RLET,

Switch# show interfaces tengigabitethernetl/0/1 transceiver properties

Transceiver monitoring is disabled for all interfaces.

ITU Channel not available (Wavelength not available),
Transceiver is internally calibrated.
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show interfaces W

Name : Tel/0/1

Administrative Speed: 10000
Administrative Duplex: full
Administrative Auto-MDIX: on
Administrative Power Inline: N/A
Operational Speed: 10000
Operational Duplex: full
Operational Auto-MDIX: off

Media Type: 10GBase-LR

BEa< R avwyk HL]
switchport access R b 2RI T 4T TIVEAR-FERIFFEAT IV TR
A= b LTRIELET,
switchport block AV =T 2 A A LTARARLI=F v A ELIF~YALTFF Y AN b T

T4 Ty LET,
switchport backup interface fHA Xy 77 v 2T AH LA VY24 F—T 2 ZADXT THH
Flex Link #5% & L £,

switchport mode R—=hrD VLAN A R—=2 v 7 = RERTELET,

switchport mode R—h%7F A=k VLAN OF Ak F— hEITEmAERR— K &

private-vlan LTHRELET,

switchport private-vlan RARNFR=bDTTAX=FVLANOT7 VT —ary, 7038
FER—PDT T A=k VLAN OV v BV 72 EHRLET,

switchport protected FLCAA T OMOREINTZR—ENSELA Y2 D2=F % A b,
“NLVFXY AN, BLXOTe—RXy 2 N7 v 7B SBELE
R

switchport trunk pruning FFo% 7 = FOKR— D VLAN FV—= 7k Y A M &K
ELET,

Catalyst 3750-X £ & U 3560-X X4 wF I?Y K Y27 LR
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Bl show interfaces counters

show interfaces counters

AA T ETIIHEDA X —T =2 ADKEFEA U v X 2FKrxT HIZiE. show interfaces counters %F
Me EXEC o=y R&EEALET,

show interfaces [interface-id | vlan vian-id] counters [errors | etherchannel | module switch-
number | protocol status | trunk]

XX DA interface-id EE) WA v Z—T 2 A ADID (ZA T, ZRB T AN (RE v T
W AIRER AL v F DB, TV a—/L, R— ESEET),
errors ER) =F— o ZeFRrLET,
etherchannel B8 %ZEShEA27T v b, 7u—FXy 2 b "y b v L FFy
AN Ny b BEXOR2=F%¥ X s T vy 3 E EtherChannel 17 > %
AR RLET,

module switch- number (L&) FESNIEZAZ T AL _NOH T 2 E2FRLET, IBETE 54
FHIZ 1 ~9 T (RZ v I DAL v FEZITHIG) .
DX —U—RNiL, RA¥ v IERAIGAA v FTREIFFEHTEET,
GE) oz~ FTiE, module ¥—V—FRiZAZ v 7 A% 5 (1
~9) EBRLTCVWET, AV Z—T 24 AIDICEENDIEY 2 —
NFEEIX, FIZ0 TT,

protocol status (EE) AV F—T A ATAFX—T N ZleoTnDHTa ha/LDAT—H
AERFLET,
trunk L&) hov o o aaeRRLET,
~
GE)  vlanvian-id ¥—7— RliZ, a2 RIALD~LT AR U IR RSRETR, $R— SR T
WEH A,

avvk E—F i EXEC

avy FEE =2 EEER
12.2(53)SE2 Zoavy RRBEMINE LT,

$EREDHS KSAY F—U—REANLARWEAIX, TRTOA L EZ—T 24 ZADTRTDOI T EARFRENET,

i WDOHTiL, show interfaces counters =~ FOH IO —MERLET, A v T DT XTDOH Y
IRRRINET,
Switch# show interfaces counters
Port InOctets InUcastPkts InMcastPkts InBcastPkts
Gil/0/1 0 0 0 0
Gil/0/2 0 0 0 0

<output truncated>
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show interfaces counters

WOBITIX, AHZ 7 #2232 @ show interfaces counters module =~ > FOH O —# %27 L E
9, AX Y INTHRESNTIEZAAL vTFOTRTOD T ZRERINET,
Switch# show interfaces counters module 2
InUcastPkts

Port

Gi2/0/1
Gi2/0/2
Gi2/0/3
Gi2/0/4
Gi2/0/5
Gi2/0/6
Gi2/0/7
Gi2/0/8

InOctets

<output truncated>

520
520
520
520
520
520
520
520

2

NN DNDDNDDNDDNDDND

I

nMcastPkts

O O O O O O O o

InBcastPkts

O O O O O o o o

ROBITIL, TRTDA ¥ —7 =4 XZ%T % show interfaces counters protocol status =~ > KD
HAD—MExRLET,

Switch# show interfaces counters protocol status

Protocols allocated:

Vlanl: Other, IP
Vlan20: Other, IP, ARP
V1an30: Other, IP, ARP
Vlan40: Other, IP, ARP
Vlan50: Other, IP, ARP
Vlan60: Other, IP, ARP
Vlan70: Other, IP, ARP
Vlan80: Other, IP, ARP
V1an90: Other, IP, ARP
V1an900: Other, IP, ARP
V1an3000: Other, IP
V1an3500: Other, IP

GigabitEthernetl/0/1: Othe
GigabitEthernetl/0/2: Othe
GigabitEthernetl/0/3: Othe
GigabitEthernetl/0/4: Othe
GigabitEthernetl/0/5: Othe
GigabitEthernetl/0/6: Othe
GigabitEthernetl/0/7: Othe
GigabitEthernetl/0/8: Othe
GigabitEthernetl/0/9: Othe

GigabitEthernetl1l/0/10: Other,

<output truncated>

r, IP, ARP, CDP

r, IP
r, IP
r, IP
r, IP
r, IP
r, IP
r, IP
r, IP

1P,

CDP

wOFITix. show interfaces counters trunk =~ > KON EZRLET, T _XTHOA v F—T = A X

DT BT ENERENET,

Switch# show interfaces counters trunk
TrunkFramesTx

Port

Gil1/0/1
Gil/0/2
Gi1/0/3
Gil/0/4
Gil/0/5

<output truncated>

0
0
80678
82320

TrunkFramesRx

0

0
4155
126

WrongEncap

O O O O O

O R

avy kR

B

show interfaces

BINMOA v E—T oA ADEMEEFRTFLET,
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Bl show interfaces rep

show interfaces rep

BELIA Vv H—T oA AFIET_XTHOA ¥ —7 =14 AD Resilient Ethernet Protocol (REP) D%
EBIORT —FZ 2% FRKRT 5I21L. show interfaces rep = —% EXEC =2~ FEfHLET,

show interfaces [interface-id] rep [detail]

X DEREA interface-id UEE) fRESNIZHHEA v X —T 2 ZAETZFR— b Fr x /L IDIZONTO
REPREBIOAT—Z A HERLET,
detail (L7%) 3472 REP BEB L OA T —# 2 [EREFFLET,
avwY kK E—FK 2 —+#% EXEC
avy FERE yy—x EERNE
15.0(2)SE Zoavwy RPBEMEShE L,

BERLEDAA K1Y

i

show interface rep [detail] =~ > FOH )T, Open, Fail, £72iL AP ((REKR— 1) 27— NI
Z. . Port Role {Z Fail Logical Open (FailLogOpen) % 7z(% Fail No Ext Neighbor (FailNoNbr) &3
RENDHENHYV ET, TNHDOAT— M, A— MIPBEAIZT v 7LD, KA N— R—
FTREP BEESNTWARNWI LEZRLTWEY, ZORG, RETOEGRMEEZMERT 572012, 1
DDHR— "R T —F NRRZONWT T AT =T 47 A7 — MNMIBITLET, ZDOKR— kD Port Role 1&
Fail Logical Open &£ /RS, R — METRXTD VLAN LOFTRTCOTFT—H v I 7 4 v/ BEiELE
T, FEENZAE L7250 Port Role (214 Fail No Ext Neighbor & /R &, ZOFR— MITTO
VLAND N7 7 4 v 27 %7 uy 7 LET,

PEEDFRAE LR — F OO DIBRA N—BRESND & EENREAE LR — MIER— MRE
ERB 2R T, RN — FRIREEICESN T, M2 Open 27— MIB LR — PO EEITR
DETJ,

WOBITIL, show interface rep =~ FOHAERLET,

Switch # show interface rep

Interface Seg-id Type LinkOp Role

GigabitEthernetl/0/1 1 Primary Edge TWO_WAY Open
GigabitEthernetl/0/2 1 Edge TWO_WAY Open
FastEthernetl1/0/4 2 INIT_DOWN Fail

WOFITIE, AR A N—DRE I TRV E E D show interface rep =~ > FOH N ZEZRLET,

Switch # show interface rep

Interface Seg-id Type LinkOp Role
GigabitEthernetl/0/1 1 NO_NEIGHBOR FailNoNbr
GigabitEthernetl/0/2 2 NO_NEIGHBOR FailLogOpen

WOBITIE, F8E SNTA X —T = A ATOWVT D show interface rep detail =~ > FOHHERL
iﬁ—o

Switch # show interface gigabitethernet0/2 rep detail
GigabitEthernet0/2 REP enabled
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Segment-id: 1 (Segment)

PortID: 00030019E85BDD00

Preferred flag: No

Operational Link Status: INIT_DOWN
Current Key: 00000000000000000000
Port Role: Fail

Blocked VLAN: 1-4094

Admin-vlan: 1

Preempt Delay Timer: disabled

LSL Ageout Timer: 5000 ms
Configured Load-balancing Block Port:
Configured Load-balancing Block VLAN:
STCN Propagate to: none

LSL PDU rx: 0, tx: O

HFL PDU rx: 0, tx: O

BPA TLV rx: 0, tx: O

BPA (STCN, LSL) TLV rx: 0, tx: O
BPA (STCN, HFL) TLV rx: 0, tx: O
EPA-ELECTION TLV rx: 0, tx: O
EPA-COMMAND TLV rx: 0, tx: O
EPA-INFO TLV rx: 0, tx: O

1234567890123456

show interfacesrep M

O R

avwy kR HL]

rep segment AVE—T A ALETREP A R—TNMIZL, BZ AL NID %) 4T
£, Zoavr NI A—rzxzy VP R—F TI9A4~) 2y P K-

by FREER—-FL LT

RETHEDICHEASNET,

show rep topology TIA4~Y Ty Y K-k ELT
[detail] AV FHNOFTRTOR— MIETHERERRLET,

REBIOCBRRSNIZR—F2gle, 27
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Bl show interfaces transceivers

show interfaces transceivers

Small Form-Factor Pluggable €Y = — /L A ' Z—7 = 4 AW T 03T 1 R 521X, show
interfaces transceivers ¥t EXEC =2~ RZEH L E 7,

show interfaces [interface-id] transceiver [detail | dom-supported-list | module number |
properties | threshold-table]

X DEREA interface-id (EE) WA L 2 —T 2 A ADBREELAT—FZ A %ERLET,

detail EE) (AL v FITA v A b= ENTWABHA) Digital Optical
Monitoring (DoM) Xt b T o v — RO EIEKERT T — LERR LD, 7
BEFa T BRI LET,

dom-supported-list (UEE) Y R—Fr&ND2 DM T v —RE2FT_RTERLET,

module number () AAVTFDES2—NDA v Z—T oA A~DEREZHIRELET,
RETEAHMLI 1 ~9 TT, 24Ty aid, BEDA X —T =4
21D Z AT LTz ZITRHTEEHA,

properties (EE) AV I —T=2A ADBE, TaT Ly I A BLUOA T4 R
V—RiEERRLET,
threshold-table R 77— ABLOEELEVWVET—TAERERLET,
XU FE—F  =—¥ EXEC
avwy FERE Jyy—=x EEERT
12.2(53)SE2 Coawr RRBMENE L,
15 WOFITIL, show interfaces interface-id transceiver properties =~ > FOH HZRLET,

Switch# show interfaces gigabitethernetl/0/1 transceiver properties
Name : Gil/0/1

Administrative Speed: auto

Operational Speed: auto

Administrative Duplex: auto

Administrative Power Inline: enable

Operational Duplex: auto

Administrative Auto-MDIX: off

Operational Auto-MDIX: off

K OHITIL, show interfaces interface-id transceiver detail =~ RO N Z R LET,

Switch# show interfaces gigabitethernetl/0/3 transceiver detail
ITU Channel not available (Wavelength not available),
Transceiver is externally calibrated.

mA:milliamperes, dBm:decibels (milliwatts), N/A:not applicable.
++:high alarm, +:high warning, -:low warning, -- :low alarm.
A2D readouts (if they differ), are reported in parentheses.

The threshold values are uncalibrated.

High Alarm High Warn Low Warn Low Alarm
Temperature Threshold Threshold Threshold Threshold
Port (Celsius) (Celsius) (Celsius) (Celsius) (Celsius)

Catalyst 3750-X &£ & U 3560-X R4 wF ATV K Y27 LR
m‘ OL-25313-03-J



| 2%

Catalyst 3750-X & & Uf 3560-X X4 v F® Cisco 10S a<v > F

Gi1/0/3 41.5

Voltage
Port (Volts)

Current
Port (milliamperes)

Optical
Transmit Power
Port (dBm)

Optical

Receive Power
Port (dBm)
Gil/0/3 N/A ( -0.0) --

show interfaces transceivers

110.0 103.0 -8.0 -12.0
High Alarm High Warn Low Warn Low Alarm
Threshold Threshold Threshold Threshold
(Volts) (Volts) (Volts) (Volts)
4.00 3.70 3.00 2.95

High Alarm High Warn Low Warn Low Alarm
Threshold Threshold Threshold Threshold
(mA) (mA) (mA) (mA)

84.0 70.0 4.0 2.0

High Alarm High Warn Low Warn Low Alarm
Threshold Threshold Threshold Threshold
(dBm) (dBm) (dBm) (dBm)
-0.0 -0.0 -0.0 -0.0

High Alarm High Warn Low Warn Low Alarm
Threshold Threshold Threshold Threshold
(dBm) (dBm) (dBm) (dBm)
-0.0 -0.0 -0.0 -0.0

WDFITIX, show interfaces transceiver dom-supported-list =~ > KO 2R LET,

Switch# show interfaces transceiver dom-supported-list

Transceiver Type

DWDM GBIC

DWDM SFP

RX only WDM GBIC
DWDM XENPAK

DWDM X2

DWDM XFP

CWDM GBIC

CWDM X2

CWDM XFP

XENPAK ZR

X2 ZR

XFP ZR

Rx only WDM XENPAK
XENPAK ER

X2_ER

XFP_ER

XENPAK LR

X2 LR

<output truncated>

Cisco p/n min version
supporting DOM

ALL

ALL

ALL

ALL

ALL

ALL

NONE

ALL

ALL

ALL

ALL

ALL

ALL
10-1888-03
ALL

ALL
10-1838-04
ALL

WO HTiL, show interfaces transceiver threshold-table =~ > KO 2R L £9,

Optical Tx Optical Rx
DWDM GBIC

Minl -0.50

Min2 -0.30

Max2 3.29

Max1 3.50

Temp Laser Bias Voltage
current
-28.50 0 N/A 4.50
-28.29 5 N/A 4.75
-6.69 60 N/A 5.25
6.00 70 N/A 5.50
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Bl show interfaces transceivers
DWDM SFP
Minl -0.50 -28.50 0 N/A 3.00
Min2 -0.30 -28.29 5 N/A 3.09
Max?2 4.30 -9.50 60 N/A 3.59
Max1 4.50 9.30 70 N/A 3.70
RX only WDM GBIC
Minl N/A -28.50 0 N/A 4.50
Min2 N/A -28.29 5 N/A 4.75
Max?2 N/A -6.69 60 N/A 5.25
Max1 N/A 6.00 70 N/A 5.50
DWDM XENPAK
Minl -1.50 -24.50 0 N/A N/A
Min2 -1.29 -24.29 5 N/A N/A
Max?2 3.29 -6.69 60 N/A N/A
Max1 3.50 4.00 70 N/A N/A
DWDM X2
Minl -1.50 -24.50 0 N/A N/A
Min2 -1.29 -24.29 5 N/A N/A
Max?2 3.29 -6.69 60 N/A N/A
Max1 3.50 4.00 70 N/A N/A
DWDM XFP
Minl -1.50 -24.50 0 N/A N/A
Min2 -1.29 -24.29 5 N/A N/A
Max?2 3.29 -6.69 60 N/A N/A
Max1 3.50 4.00 70 N/A N/A
CWDM X2
Minl N/A N/A 0 N/A N/A
Min2 N/A N/A 0 N/A N/A
Max?2 N/A N/A 0 N/A N/A
Max1 N/A N/A 0 N/A N/A
BIEOTVF avw vk By

show interfaces

BINMOA v E—T oA ADEMEEFRFLET,
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show inventory W

show inventory

/N— R =7 ® Product Identification (PID; ik A) W% £~ 5121%. show inventory = —
EXEC a2~ REHEHALET,

show inventory [entity-name | raw]

XX DA entity-name (ER) HBEEShl= T4 7 12K RFALET, 72& 21E. Small
Form-Factor Pluggable ¥ = — /L DA VA =S L DA v H—T = A
A (gigabitethernetl/0/1 72 &) ZAJJLET,

raw UEE) AL ZADTRTOZ T 4T 4 2FRLET,
avy kK E—F o—4 EXEC
avy FERE yy—= EEEM

12.2(53)SE2 Zoavwy RPMEMEShE L,

BRALDSHA F31Y A~ R TRERLFLENCFERRENET, 5183 RWIEE. show inventory =~ > FIFHLTRT]
HREFFOT R TCOWNFARER =L T 4 T 4 DRI N FUTRERLET, 2087 W ¥ U7
i, =T 4T O%FT (Aey FID), =T 4T 4 O#H, BLOZEDOT T ¢ 7 4 ® Unique

Device Indicator (UDI) (PID. VID. B XWU'SN) AFRENET,

(GE)  PID 720 41%, show inventory =~ > FEZ AN L CTHLH TR RS ERA,

{1 W ORFITIL, show inventory =~ > RO 1 E R LET,

Switch> show inventory
NAME: "5", DESCR: "WS-xxxxxxxx"
PID: WS-xxxxxxx , VID: EO , SN: CAT0749R204
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Il show ip arp inspection

show ip arp inspection

FATFTIv 7 T RVARRT 7 k2L (ARP) BMEOBREBLCEEAT =, H50ETTO
VLAN F73E Sl A v ¥ —7 = A AR VLAN IZHT 25 Z ORED AT — X A% FoRrT 5121,
show ip arp inspection 5} EXEC =~ > F&fifH L £,

show ip arp inspection [interfaces [interface-id] | log | statistics [vlan vian-range] | vlan

vlan-range]

ZOa=wryRiE, AAvTFRIPY—ER 7 4—F v By hE2FETLTWALEEITHEHRETT,

X DA interfaces [interface-id]

UEE) BESNIA LV E—T oA AEITTR_RTOAL v E—T = A
A0 ARP 7 v FOEEREB L L — MHIBRBEZFRLET, AR
RAVE—T A ZTIE, WER—FER—F FYrRrANEGENE
ﬁ—o

log

(FEE) #4731y 7 ARPRER Y Ny 77 ORELNEEZFKRL
£,

statistics [vlan vian-range]

(L&) 8T N7z VLAN OEEEF 7 v b, Fa v THFHRS
7o b, MAC BRERICHERIL L7287 v b, TP BRERICRIR L =87 v
M 77X a2 ba— UAKF (ACL) 2L THAIBIOHERS
SNy b, DHCPIZ L » THAIBLIOHESGEINZ Ay O
FRHERAEFR R L E T, VLAN BMEESN TV RWEA, i3
FREE SN TWHEEIE, #1472 v 27 ARP AN A X —T7/LIC
Shiz (7275 47) VLAN 20 ot aFoRr LT,

VLAN ID FE Tl shi= 1 2 VLAN, =hFhz A 7T
X)o7 VLAN #iH, £721%h v~ TXU-7=—#D VLAN %8
ETEET, IBETEHHPHIL 1 ~ 4094 TT,

vlan vian-range

(fEE) RESN7= VLAN O ¥ 15X v 27 ARP A DHRER L UH)
EAT—bERRFLET, VLAN BEEINLTOWRWEE, 720X
HANRE S LTV D HEIE. #4731y 7 ARP RENA R—T v
WS (7277 +7) VLAN ZiFots@aR - LET,

VLAN ID &5 Tkl & 7= 1 5O VLAN, £ ZEie A 7T
X)o7 VLAN #ipH, 72130 v~ TR -7 —#dD VLAN %5
ETEET, FRETE DHPHIT 1 ~ 4094 T,

avrkFE—F kit EXEC

av Yy FEE yy—2x EHEEH
12.2(53)SE2 Zoavwy RRBEMERELE,
5l WOF T, show ip arp inspection =~ > FOH 1 ZRLET,

Switch# show ip arp inspection

Source Mac Validation

Destination Mac Validation :
: Enabled

IP Address Validation

: Disabled

Disabled

Catalyst 3750-X &£ & U 3560-X R4 wF ATV K Y27 LR
w. 0OL-25313-03-J |



| 2%

Catalyst 3750-X & & Uf 3560-X X4 v F® Cisco 10S a<v > F

Vlan

Vlan

Vlan

Vlan

Vlan

Configuration

Enabled
ACL Logging

Acl-Match

Forwarded

Dest MAC Failur

Operation

DHCP Logging

ACL Match

show ip arp inspection W

Static ACL

deny-all No

Probe Logging

All Permit
Dropped DHCP Drops ACL Drops
0 0 0

0 0
es IP Validation Failures
0 0

W OFHICIL, show ip arp inspection interfaces =~ > KO HZRLET,

Switch# show ip arp inspection interfaces

Interface Trust

Gil/0/1 Untru
Gil/0/2 Untru
Gil/0/3 Untru

State Rate (pps) Bur
sted 15
sted 15
sted 15

st Interval

K OFITIL, show ip arp inspection interfaces interface-id =~ > KON EZRLET,

Switch# show ip arp inspection interfaces gigabitethernetl/0/1
Interface Trust State Rate (pps) Burst Interval

Gil/0/1

Untrusted 15 1

W OBFITIL, show ip arp inspection log =~ > FOHZRLET,
TNy Ty DNEERRILET,
Switch# show ip arp inspection log

Total Log Buffer Size : 32
Syslog rate 10 entries per 300 seconds.

Ny Ty NI VT ENDEIOR

Interface Vlan Sender MAC Sender IP Num Pkts Reason Time

Gil/0/1 5 0003.0000.d673 192.2.10.4 5 DHCP Deny 19:39:01 UTC

Mon Mar 1 1993

Gil/0/1 5 0001.0000.d774 128.1.9.25 6 DHCP Deny 19:39:02 UTC

Mon Mar 1 1993

Gil/0/1 5 0001.c940.1111 10.10.10.1 7 DHCP Deny 19:39:03 UTC

Mon Mar 1 1993

Gil/0/1 5 0001.c940.1112 10.10.10.2 8 DHCP Deny 19:39:04 UTC
Mon Mar 1 1993

Gil/0/1 5 0001.c940.1114 173.1.1.1 10 DHCP Deny 19:39:06 UTC
Mon Mar 1 1993

Gil/0/1 5 0001.¢c940.1115 173.1.1.2 11 DHCP Deny 19:39:07 UTC
Mon Mar 1 1993

Gil/0/1 5 0001.c940.1116 173.1.1.3 12 DHCP Deny 19:39:08 UTC

Mon Mar 1 1993

nJ RNy Ty NAE—=N—=Ta—F5HF, RS AR IR R T Ny T INELRN EEERL
T Y. show ip arp inspection log ##1 EXEC =2~ > FOHANFEELZZ T ET, r v MBI W
R LA DT RTOT =2 DOROVIC - BERINET, ZOx=2 FIICKLTIE, ZOMoKEHE
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Il show ip arp inspection

WITFRFINETA, BHNZZOZ L NI BRRRINDIGHEIE. vl Ny 770z b EEHEST
7>, ip arp inspection log-buffer 72— 3L 2> 7 4 Falb—v gy avr RTrX U7 L— b &8
J%—)l/ivé—o

WK OFITIL, show ip arp inspection statistics =~ > FOH N EZRLET, ¥4I v 7 ARP REIC
FoTRILSNT=FT RTOT 77 47 VLAN O37 v b O#EFHERE RS L T,

Switch# show ip arp inspection statistics

Vlan Forwarded Dropped DHCP Drops ACL Drops

5 3 4618 4605 4

2000 0 0 0 0
Vlan DHCP Permits ACL Permits Source MAC Failures
5 0 12 0
2000 0 0 0

Vlan Dest MAC Failures IP Validation Failures

5 0 9
2000 0 0

show ip arp inspection statistics =~ FTiX, AA vy FITEEINTZF AT I v 7 ARP &R — K
L% ARP ZRB L ISE AT v P OREFL AT v MEEBINSEE T, A/ v FIiE, EExT
MAC. %64 MAC. F7IXIPHIFETF = v 712X o TIESIN=437 > b® ACL F£7-1% DHCP #F ]
FEHoNTy MREEIN S WO A s T,

W& DOFITIL, show ip arp inspection statistics vian 5 =~> KOH 2R L ET, #1457 ARP
RENC L - CUEE 7z VLAN S O3 > FOFGHERZFERLET,

Switch# show ip arp inspection statistics vlan 5

Vlan Forwarded Dropped DHCP Drops ACL Drops
s 5 see ae0s 4
Vlan DHCP Permits ACL Permits Source MAC Failures
s o 1 0
Vlan Dest MAC Failures IP Validation Failures Invalid Protocol Data
s o e 3

Catalyst 3750-X &£ & U 3560-X R4 wF ATV K Y27 LR
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show ip arp inspection W
K OHTIL, show ip arp inspection vlan 5 =~ > KON EZRLET,VLANS5 DX 1+ I v 7 ARP
BREOKREBLOEEAT — FERRLET,
Switch# show ip arp inspection vlan 5
Source Mac Validation :Enabled
Destination Mac Validation :Enabled
IP Address Validation :Enabled
Vlan Configuration Operation ACL Match Static ACL
5 Enabled Active second No
Vlan ACL Logging DHCP Logging
5 Acl-Match All
BEa< R avwUFk BL

arp access-list

ARP ACL ZEHLET,

clear ip arp inspection log

HAFTIv I ARPA VAR varvral Ny T7yx7 )7L
£,

clear ip arp inspection statistics

ZA4F v 7 ARP AEDHEHE®REZ 7 V7 LEd,

ip arp inspection log-buffer

HAFIv T ARPA VAT gy aX o7 Ny 7y 2HR/E
LET,

ip arp inspection vlan logging

VLAN HALCRE&EHTH X7y hOX A T E2HI L £7,

show arp access-list

ARP 772 U X MIBET Lafllz &R LET,

| oL-25313-03-J

Catalyst 3750-X LU 3560-X R4 vF IRV F YI27L2R i



¥2F Catalyst 3750-X £ & U 3560-X R4 ¥ FD Cisco l0S av v F |

M show ip dhcp snooping

show ip dhcp snooping

Dynamic Host Configuration Protocol (DHCP) R X —t» VR ELZ KT 21Z1E. show ip dhep

snooping = —% EXEC =2~ F&HL £,

show ip dhcp snooping

XX DA Zoawy RE, SIEELITF—V—RNIHY £H¥A,
avv K E—F = — EXEC
avy FEE yy—=x EEER
12.2(53)SE2 T~y REMENE L,
BREDHA K1Y ZoavwryRiE, Fa—n ar o Xab—va YORRETERRLET, Lo T, Z0f)
TiE. ARV 7R —%y P ID HICRESNTWEHES, —F >y FID ¥ 7AH 7 v a 3
vlan-mod-port ®7 7 4/ MERTEREINET,
il WOHITIL, show ip dhep snooping =2~ > RO ERLET,
Switch> show ip dhcp snooping
Switch DHCP snooping is enabled
DHCP snooping is configured on following VLANs:
40-42
Insertion of option 82 is enabled
circuit-id format: vlan-mod-port
remote-id format: string
Option 82 on untrusted port is allowed
Verification of hwaddr field is enabled
Interface Trusted Rate limit (pps)
GigabitEthernetl/0/1 yes unlimited
GigabitEthernetl/0/2 yes unlimited
GigabitEthernetl/0/3 no 2000
GigabitEthernetl/0/4 yes unlimited
BEa<U R ==V B

show ip dhcp snooping binding  DHCP AX—VE > 7 SA LT 4 v FIEREFERLET,
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show ip dhcp snooping binding

show ip dhcp snooping binding

2L v F EZHDTXITDOA 2 F =T =2 ADDHCP AX—V T NA T 4 7 T—=HN—A LK
EHF A F T 5121%. show ip dhep snooping binding = —# EXEC =~ &R LE 7,

show ip dhep snooping binding [ip-address] [mac-address] [interface interface-id] [vlan vian-id|

BX DA ip-address EE) "M vF 47 2 b IPT FLAZEELET,
mac-address (B "MvF 47 =) MAC T FLAZEELET,
interface interface-id UEE) "My T4V I ANNA v E—T =4 ZAERELET,
vlan vian-id UEE) "M vF 427 = U VLAN Z4E L7,

IYUFE—F =¥ EXEC

avy FEE Jyy—=x EEEM
12.2(53)SE2 Coavy FRBMSNE L,

HEREDHA K51

3l

show ip dhcp snooping binding =~ > FOM L, FAF I v 7 ICRESNIEAL T4 T ET %
FRLET, DHCP AX—VE U T NA T 40T T—EX—=ANDOH A FTIvIBIORAZT vV
WCRRE SN AL VT 4 v 72 FERT 5I2I%, show ip source binding $i# EXEC =2~ > RZ&#iff L
7,

DHCP AX—VE LU T NA X—TNVTA U B =T 2 A ANE T AT — MIERINTZGE, HIgH
EENTNRA T 4 TR ENEE A,

KOBFITIE, Ay FDODHCP AX—VE 7 N T 47 2 M) 2R AT DHHEEZRLET,

Switch> show ip dhcp snooping binding

MacAddress IpAddress Lease (sec) Type VLAN Interface
01:02:03:04:05:06 10.1.2.150 9837 dhcp-snooping 20 GigabitEthernet2/0/1
00:D0:B7:1B:35:DE 10.1.2.151 237 dhcp-snooping 20 GigabitEthernet2/0/2

Total number of bindings: 2
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M show ip dhcp snooping binding

TOFITIE, BHEDIP 7 FLAD DHCP AX—E LT NAVF o7 2y M) 2FpRT 3 HESTR

LET,

Switch> show ip dhcp snooping binding 10.1.2.150

MacAddress IpAddress Lease (sec) Type VLAN Interface
01:02:03:04:05:06 10.1.2.150 9810 dhcp-snooping 20 GigabitEthernet2/0/1

Total number of bindings: 1

WOFITIE, BED MAC 7 RLAD DHCP AX—Y o 7 XA vF 4oy = W) 2F T A5 HES

RLET,

Switch> show ip dhcp snooping binding 0102.0304.0506

MacAddress IpAddress Lease (sec) Type VLAN Interface
01:02:03:04:05:06 10.1.2.150 9788 dhcp-snooping 20 GigabitEthernet2/0/2

Total number of bindings: 1

WKOBTIE, R—rD DHCP AX—VE 27 AT o7 2o b)) #FRT 5 HEEZRLET,

Switch> show ip dhcp snooping binding interface gigabitethernet2/0/2
MacAddress IpAddress Lease (sec) Type VLAN Interface

00:30:94:C2:EF:35 10.1.2.151 290 dhcp-snooping 20 GigabitEthernet2/0/2
Total number of bindings: 1

OB T, VLAN20 ® DHCP AX—¥Y o7 AT 407 22 v 2FRTDHHFEEZRLET,

Switch> show ip dhcp snooping binding vlan 20

MacAddress IpAddress Lease (sec) Type VLAN Interface
01:02:03:04:05:06 10.1.2.150 9747 dhcp-snooping 20 GigabitEthernet2/0/1
00:00:00:00:00:02 10.1.2.151 65 dhcp-snooping 20 GigabitEthernet2/0/2

Total number of bindings: 2

# 2-351Z, show ip dhcp snooping binding =~ > N D7 1 —/L FOFMHEZR L ET,

% 2-35 show ip dhcp snooping binding 27> FHiA

Z4—ILF BidA

MacAddress IIGAT b N—FKu=27®MAC 7 KL A

IpAddress DHCP h— 2B B THbN=7 T4 T RN IP T KL A
Lease(sec) IP 7 RFLRICKT 2580 O U — RIKEH

Type RAT 47 BT

VLAN 7IAT v N A H—7xAADVLAN &5
Interface DHCP 7 547 b RA MIERT A4 v X —T = A R

Total number of bindings AA Y FICBREINIEHAA T 4 v T

GE) a~rFHEATIE, AFEAA T o v TBERERESRRW I L
b ET, L ZIE 200 XA T 4 VT DAL v FICRES
NTTRTONS T 4 VT INFERINDANIFREZAFEILE S
A, AR EFSREEA,

BEa<o K avwrk B2L
ip dhep snooping binding DHCP AX—VY U I NA T 4 VT T—ERX—A5HE L FE
R
show ip dhcp snooping DHCP AX—VY v V& EE R R LET,

Catalyst 3750-X & & U 3560-X R4 vF IT> K Y27 LUR
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show ip dhcp snooping database WM

show ip dhcp snooping database

DHCP AX—E L7 RA U F 4T F—AR_R—Z 22— 2 FDRAT — X XA & FKort 5I21E, show
ip dhcp snooping database =——% EXEC =~ FZfEH L £,

show ip dhcp snooping database [detail]

Zoa<wyRiE, AAvTFNRIP P —ER 7 4—F v By hEEITLTWDLEEETHATETT,

WX DA detail (LE) SR AT —2 R LfaHE R AR R LET,
avykF E—F 2 —4 EXEC
avy FEE yy—=x EEERT
12.2(53)SE2 Zoa<wy RRNBMEE LT,
15l W OFTix, show ip dhep snooping database =~ > FOHE 1 E R L ET,

Switch> show ip dhcp snooping database
Agent URL :

Write delay Timer : 300 seconds

Abort Timer : 300 seconds

Agent Running : No
Delay Timer Expiry :
Abort Timer Expiry :

Not Running
Not Running

Last Succeded Time : None
Last Failed Time : None
Last Failed Reason : No failure recorded.

Total Attempts :
Successful Transfers :
Successful Reads

Startup Failures :
Failed Transfers :
Failed Reads
Failed Writes

o O O o

Successful Writes
Media Failures

o O O O o
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Bl show ip dhcp snooping database

W& DFITiL, show ip dhep snooping database detail =~ > KOH 2R L E T,

Switch# show ip dhcp snooping database detail
Agent URL : tftp://10.1.1.1/directory/file
Write delay Timer : 300 seconds

Abort Timer : 300 seconds

Agent Running : No
Delay Timer Expiry : 7 (00:00:07)
Abort Timer Expiry : Not Running

Last Succeded Time : None
Last Failed Time : 17:14:25 UTC Sat Jul 7 2001
Last Failed Reason : Unable to access URL.

Total Attempts : 21 Startup Failures : 0
Successful Transfers 0 Failed Transfers : 21
Successful Reads 0 Failed Reads : 0
Successful Writes 0 Failed Writes : 21
Media Failures 0
First successful access: Read
Last ignored bindings counters
Binding Collisions : 0 Expired leases : 0
Invalid interfaces 0 Unsupported vlans : 0
Parse failures : 0
Last Ignored Time : None
Total ignored bindings counters:
Binding Collisions : 0 Expired leases : 0
Invalid interfaces : 0 Unsupported vlans : 0
Parse failures : 0
BEEa<T R avwy kR ELE]
ip dhcp snooping VLAN ECDHCP AX—E v 7 %A X—TMILET,
ip dhcp snooping database DHCP AX—Y T RAVF 4T F—HR =2 = —
NEREIAS T AT T ANERELET,
show ip dhcp snooping DHCP A X —v v 7 1ERE R R LET,
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show ip dhcp snooping statistics W

show ip dhcp snooping statistics

DHCP A X — v ZfEdHE®R & b~ U — B E 72 IEFEME TR 2 121E, show ip dhep snooping

statistics =— % EXEC =2~ > F&HH L F 1,

show ip dhcp snooping statistics [detail]

EX DA detail (ER) FEMARFEHERER T LET,
avy kK E—F o —4 EXEC
av Yy FERE yy—=x EEEM

12.2(53)SE2 Zoavwy RPMEMEShE L,

BERLEDAA K1Y

]

AA T AF w7 T, TRTOHFHERNAY v 7 ~AZ—TERINET, FriLnAZ v v
Y—mEHINEHGA, it v o2V ey FEahET,

W& DBFITIL, show ip dhep snooping statistics =~ > KOH 2R L ET,

Switch> show ip dhcp snooping statistics

Packets Forwarded =0
Packets Dropped =0
Packets Dropped From untrusted ports =0

W OFTix, show ip dhep snooping statistics detail =~ > FOH 2R L E7,

Switch> show ip dhcp snooping statistics detail

Packets Processed by DHCP Snooping =

Packets Dropped Because
IDB not known =
Queue full =
Interface is in errdisabled =
Rate limit exceeded =

o

Received on untrusted ports =
Nonzero giaddr =
Source mac not equal to chaddr =
Binding mismatch =
Insertion of opt82 fail =
Interface Down =
Unknown output interface =
Reply output port equal to input port =
Packet denied by platform =

O O O O O O OO o o o o o

# 2-36 12, DHCP AX— ¥V VHFHERB L OFOMBE R L E T,
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Il show ip dhcp snooping statistics

& 2-36 DHCP R X—E v 7 #ikHESR

DHCP X X—E v 4 #kEtiEH

A

Packets Processed by DHCP Snooping

RSN Ty PBEXORr y T EN7ry b E
T, DHCP AX =t JIZ Lo T ENTZ v |
DEFHL

Packets Dropped Because IDB not known

Ny NOAIA v E—T = ZA&HWTE RV T —
DI,

Queue full

N7y b OSEIZAE E 0% N = — M T 5 5%
GO T —0H, HFITE WL — FTDHCP N7y b &
ZIEL. AR = FTL— MHIRMRA X —T 72> T
WRWEE, ZOTT—BRETLIENHY T,

Interface is in errdisabled

errdisable & L C~—7 &NnFdh— b T7r vy hEZEL
TlEg, ZHMBRBAET D AR S D DIX, A— 2
errdisable A7 — F THDHEIZ/XT v FBRLEF = —|C
AV, FONTy KRB TURLEINH5E5TT,

Rate limit exceeded

A—=FTREIN WAL —MIREZ#EZ2 T, A& —
7 = A A errdisable AT — M7 o 7 [FIE,

Received on untrusted ports

fEfH C& 72\ R— + ¢ DHCP #—X >3/ v + (OFFER,
ACK, NAK., LEASEQUERY O\ i) #=ZfFL T
Kw w7 L7z,

Nonzero giaddr

FETERVWA—FTZE L DHCP 7y hDY L—
T—Yx KT RLA T ¢—L K (giaddr) 23Erm L4t
72 o 7zml¥%k, F721% no ip dhcp snooping information
option allow-untrusted 72—/ Nl 27 ¥ o L —
Vary avwry RERELTELT, FETERVAFA— |
TZELIEAAr Yy NZA T v ary 2 T —4REEnTn
ik &

Source mac not equal to chaddr

DHCP "7 > b7 A4 T s MACT RLA 74—
K (chaddr) 2337 > F®DEET MAC 7 RL R & —EH
9", ip dhcp snooping verify mac-address 7 = —/ 3L 2
Y74 X2 —vay avy FRRES TSR,

Binding mismatch

MAC 7 L2 & VLAN OXT DA VT 4 2o
TWAHR— bk EER2 5K — hT, RELEASE /X7 v
F 721X DECLINE /~7 v b & 5A5 L7zBl, Ziud, it
MINAKKD I FA TV  eRAT—T7 47 LEHLLT
WHRREMERN S D Z L BN LETN, 774 T MR A
A4 v FORIOKR— MMZFBE) L T RELEASE £721%
DECLINE 2T L2 &2 T L0HV 9, MAC
7T RLRIE, A=Yy N N~y X —0DXEIXMAC 7 K
L ATiE7Z2 <, DHCP /X% > h® chaddr 7 4 —/V Rinb
HHEhET,

Insertion of opt82 fail

Ry h~DF Ty gy 2 FHANT T —IZ72 - =104,
AT a2 TR EEFEL STy NIV E—F Y FD
BBy OV A XEB256, AT T —
WCRBZENRHY ET,
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%= 2-36 DHCP X X—F v/ #aH&#R

show ip dhcp snooping statistics W

DHCP X X—E v 5 stiEHh

A

Interface Down

Ny "IADHCP VYV L— 2=V 20 b~DIRETH D
N, V= x2—=Vz2 bDSVIA VvV E—T =2 ARF Y
Y LTWABEE, DHCP %+— _"~D 7 54 7 RERD
KRELINVEDZEDOM T SVINF YU LGl AT
HITT—TTN, oIl ELEHA,

Unknown output interface

F T a8 T —HELIIMACT RL A T—T /LD
N 7T T ONT AT, DHCP &7 v o H
AV E =T oA ZAEHWTE LMo, /37 v M
Fey7FENET, 7 ar 2 BMEHINTELT,
7547 s MAC 7 FL ZRHIBEINIC R > = BA 1%
ATHZERHVET, F—bEBXF2UT 40 7 a v
TIPSG A X—TNLTHY, 7 ar 82 nAx—7
LTRWES, 7947 O MAC 7 RLZAIIFEEN
PTLOREAr Y NI Fay FERET,

Reply output port equal to input port

DHCP J&& 7y hOHNE— N ATNFA—F ERLCT
Y, V=T OFRMEORK & 2o T Bk, *y FU—
JOREDFRY | 213K — S OEERE DR DA HE
HERLET,

Packet denied by platform

Ty R 7 —LEADOLVVAFVIZE STy bR
EA S TR,

O R

avwv kR HL]

clear ip dhcp snooping DHCP AX—VE U T RNA VT 4 FT—ER—= T HZ
DHCP AX =V T NA T g T—=HN—=A 2=z
NREHE®R S 7 %, DHCP A X — ' ZaHEW A v v 4 %
JUTLET,
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M show ip igmp profile

show ip igmp profile

BRE S N7 TD Internet Group Management Protocol (IGMP; 4 > % —% v b Z )V —7% 871 k
an) TaTZyr A, FRFREESNT IGMP 727 7 A V& KRT HIZE, show ip igmp profile 45
Me EXEC a2~ FEHEHLET,

show ip igmp profile [profile number]

SO T profile number (fEE) £ T 2 IGMP 7' 17 7 A VL&, EETE HHMHIE 1 ~ 4294967295
TY, 7R7Z7ANBFEERATTIN T RWESE, T XTO IGMP v 7 7 AL
MERSINET,

avv kK E—F K5 EXEC

av Yy FERE yy—=x EEHEEH
12.2(53)SE2 Zoawry RRBMEhE L,

i WROFITIE, o7 7 ANFEZEBE LG AE L HEE LRWIEE D show ip igmp profile £+ EXEC
av ROWMNERLET, Tu 77 A NESHATENTWRWEGS, RIZITAA v F ETRES
nNrEF_RCcoFTu 7 s AANREGENET,

Switch# show ip igmp profile 40
IGMP Profile 40

permit

range 233.1.1.1 233.255.255.255
Switch# show ip igmp profile
IGMP Profile 3

range 230.9.9.0 230.9.9.0
IGMP Profile 4

permit

range 229.9.9.0 229.255.255.255

EEa<TU KR avwvFk B
ip igmp profile RESNEZIGMP 70 7 7 A VEREZREL LT,
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show ip igmp snooping M

show ip igmp snooping

S e

AA v FEIFTVLAN OA X Z—F v b ZA—7FHTm b =2b (IGMP) A X —E v 7V RIE & FoR
F 511X, show ip igmp snooping == —+ EXEC =2~ R&fHA L ET,

show ip igmp snooping [groups | mrouter | querier] [vlan vian-id]

EX DA groups (f£7) show ip igmp snooping groups =~ > FEZ BB L T &0,
mrouter (ff:7) show ip igmp snooping mrouter =~ > FZZR L T ZE 0,
querier (fEE) show ip igmp snooping querier =~ > FZSH L T 7ES W0,
vlan vian-id (fE#) VLAN Z i@ LE¥, #PHiE 1~ 1001 3 LT 1006 ~ 4094 T (4%

# EXEC & — FOBE 72T HEH FTHE)

<o FE—F =—+ EXEC

avwy FERE Jyy—=x EEERT
12.2(53)SE2 Zoa<wry RRNEBMENRE LT,

HEREDHA K51

3l

AA v FFEFLIIHFED VLAN DAX—E VT ORELERRTHOIZZDa~r RaEFEHALET,

VLANID 1002 ~ 1005 1X, b—27 > U 7B LT FDDI VLAN IZ PR S/ TWT, IGMP A X —E
JTIREATEEEA,

WOFTIL, show ip igmp snooping vlan 1 =~ > FOH AR LET, 22 T, $ED VLAN ©
AR =B TRt RR L ET,

Switch# show ip igmp snooping vlan 1
Global IGMP Snooping configuration:

IGMP snooping :Enabled

IGMPv3 snooping (minimal) :Enabled

Report suppression :Enabled

TCN solicit query :Disabled

TCN flood query count 12

Last member query interval : 100

Vlan 1

IGMP snooping :Enabled
Immediate leave :Disabled
Multicast router learning mode :pim-dvmrp
Source only learning age timer :10

CGMP interoperability mode : IGMP_ONLY
Last member query interval : 100
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M show ip igmp snooping

WOFITIL, show ip igmp snooping =~ > FOWMHZRLES, T TlE, AA vF LD VLAN
NRTDARXR—VE U IR a2 R R LET,

Switch> show ip igmp snooping

Global IGMP Snooping configuration:

IGMP snooping : Enabled
IGMPv3 snooping (minimal) : Enabled
Report suppression : Enabled
TCN solicit query : Disabled
TCN flood query count : 2
Last member query interval : 100
Vlan 1
IGMP snooping :Enabled
Immediate leave :Disabled
Multicast router learning mode :pim-dvmrp
Source only learning age timer :10
CGMP interoperability mode :IGMP_ ONLY
Last member query interval : 100
Vlan 2
IGMP snooping :Enabled
Immediate leave :Disabled
Multicast router learning mode :pim-dvmrp
Source only learning age timer :10
CGMP interoperability mode :IGMP ONLY
Last member query interval : 333
<output truncated>

MEav2 k avwrF B

ip igmp snooping

AA v FE721X VLAN © IGMP A X —¥' 7% A 32— 7 LI
LET,

ip igmp snooping
last-member-query-interval

IGMP A X —¥ > 7 ORERGE: Leave ¥ A ~—%& A X —T /L
WZLET,

ip igmp snooping querier

LAF¥2xy PU—27DIGMP 7 = ) THfe & A 2 — 7 /LiZ L
i‘é_o

ip igmp snooping
report-suppression

IGMP L AR— hfillZ A R —T7 W LET,

ip igmp snooping tcn

IGMP bR v DAB@EMBEIEZRE L £,

ip igmp snooping tcn flood

&
IGMP FAR o PEFRMEELE LTV FIXY AN 7T 0T 4
VI ERELET,

ip igmp snooping vlan
immediate-leave

VLAN @ IGMP A X — ¥t 7 IR E %2 1 r—7 /L2 L
*7,

ip igmp snooping vlan mrouter

< NVT XY AN —F K= EBIM, Tl LTFr R B
DOFEEFREHFELET,

ip igmp snooping vlan static

LAY 2R— 52w LTFXr AN TL—TDRA L NE LTHT
WZIBINL £,

show ip igmp snooping groups

A2 v FDIGMP AX—VB 7 =V FX¥Y AN T—TNVEE
~LET,
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show ip igmp snooping M

avvk A

show ip igmp snooping mrouter AA vy FERITEES N~V FT X ¥ A b VLAN @ IGMP A
X—VEr T v NFFx A —F R—hefRLET,

show ip igmp snooping querier AA v F FIZERESNTZ IGMP 7 = U 7 OB ER L OBEERE &®
ERRFLET,
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W show ip igmp snooping groups

show ip igmp snooping groups

AL v FDOA L F—=Fy b Z=TEHTm b= (IGMP) AX—v v 7 v LFxy¥ A b 7=
ERATD0, I~ AT H v X MERZRTT DI2IE, show ip igmp snooping groups F7H#
EXEC 2~ FafifiLEd, fEEshe~ArTF ¥ A b VLAN O AL FF v X b T—7 0, £/
BEDOZLTF v A MEREF LT DL, vlan F—T— REHEELTHERLET,

show ip igmp snooping groups [count | dynamic [count] | user [count]]

show ip igmp snooping groups vlan vian-id [ip address | count | dynamic [count] | user [count]]

WX DA count FR) Ex PRI, BESNTa~ L RE7valo
TR UBEERRLET,
dynamic (TE) IGMP AX—E L ZIC kD EE L= MY 2RI LET,
user ER) 2—VHREDOD~YNLTFXY Az NI ETEERLET,
ip_address L) HBEIN—TIP T RLADZALFF ¥ A N FL—TORMERFERLET,
vlan vian-id ({£%) VLAN Z45 € LT, fEE T &L 1 ~ 1001 35X U 1006 ~ 4094 T
j—o
avwv Rk E—F H¢iE EXEC
avy FERE yy—x EEER
12.2(53)SE2 o=y RRBMENELE,

EHEDHA K1Y YAFFXYAMERELIAT XY RN T—TAERFZTIHINE, ZOa~vr FEFEHLET,

VLANID 1002 ~ 1005 1X, b—27 > U 7B LT FDDI VLAN IZ PR S/ TWT, IGMP A X —E
JTIREATEEEA,
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show ip igmp snooping groups W

i OB TIE, F—TU— ROFEE% L7\ show ip igmp snooping groups =~ > FOHHERLET,

AL v FOINTFHRY AN T=TANRRRFINET,

Switch# show ip igmp snooping groups

Vlan Group Type Version Port List

1 224.1.4.4 igmp Gi1/0/11

1 224.1.4. igmp Gil1/0/11

2 224.0.1.40 igmp v2 Gil/0/15

104 224.1.4.2 igmp v2 Gi2/0/1, Gi2/0/2

104 224.1.4.3 igmp v2 Gi2/0/1, Gi2/0/2

W OFTiX, show ip igmp snooping groups count =~ > KOH N ZRLET, AL vF EDO~<ILF

FX AN IN—TORBNERINET,

Switch# show ip igmp snooping groups count

Total number of multicast groups: 2

K OFITiL, show ip igmp snooping groups dynamic =~ > FOH1EZRLET, IGMP A X—t"

JWZEVFE LIz RN T ERRLET,

Switch# show ip igmp snooping groups vlan 1 dynamic

Vlan Group Type Version Port List

104 224.1.4.2 igmp v2 Gi2/0/1, Gil/0/15

104 224.1.4.3 igmp v2 Gi2/0/1, Gil/0/15

WOBITIL, show ip igmp snooping groups vlan vian-id ip-address =2~ > KO AZRLET, F8E

ENFZIP 7 RLADIN—T D h Y #RKRLET,

Switch# show ip igmp snooping groups vlan 104 224.1.4.2

Vlan Group Type Version Port List

104 224.1.4.2 igmp v2 Gi2/0/1, Gil/0/15

BEaTUFR avvFk B7L

ip igmp snooping AA v FE£721% VLAN @ IGMP A X —E v 7% A F—TJLIC
LET,

ip igmp snooping vlan mrouter VILFFXF Y A NL—F R—F E2RELET,

ip igmp snooping vlan static LAY 2HR—=h e~ FHx AN TA—TDRALNELTHN
[ZBML £,

show ip igmp snooping AA wFE£721F VLAN O IGMP A X —E v Vi E# #om L&
‘é—o

show ip igmp snooping mrouter A v T FRIFBEESNTZ~/LT v A b VLAN @ IGMP A
X—=E T ZVFXXY AR NV—F K= E2RRLET,
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W show ip igmp snooping mrouter

show ip igmp snooping mrouter

AA v FEITIESNT-~LF X+ A F VLAN 126 L TEIICEB SN v 2 —F v b T A—TF
HFE7a han (IGMP) AX—E U7 EFHTRESNTLIATFF Y AR V—F K= aRFRTD
21X, show ip igmp snooping mrouter 53t EXEC =~ > N&HEH L £,

show ip igmp snooping mrouter [vlan vian-id]

EX DA vlan vian-id ({£#) VLAN 23 8E LET, FEETEZ 28T 1 ~ 1001 B L T* 1006 ~
4094 T,

avvk E—F i EXEC

av Yy FERE yy—= EEEM
12.2(53)SE2 Zoavwy RPBEMEShE L,

$EREDHS ES4Y AA v FFETITEED VLAN FEOZLFF ¥ A F b—& R— 2R T AT, 20avwr REfEH
LET,

VLAN ID 1002 ~ 1005 /X, b—27 >V 7B LN FDDI VLAN (Z P SNTWT, IGMP A X—E
JTIHMEHTEER A,

</ F¥¥ A K VLAN LY A hL—2 3> (MVR) 24 %x—7/LOHA . show ip igmp snooping
mrouter =~ NI MVR v L FF ¥ 2 L —ZDIERB L OPIGMP A X —bE v ZifMa£r- LET,

i WROFITIL, show ip igmp snooping mrouter =~ > RO NEZRLET, A vF LT LFH¥ X
=% K= ERFLET,

Switch# show ip igmp snooping mrouter

Vlan ports
1 Gi2/0/1 (dynamic)
EEaITYF avwUkR StH

ip igmp snooping ZA »F £721% VLAN O IGMP 2 X —E > 7 % A F—T )L
LT,

ip igmp snooping vlan mrouter SAFHFY AR V—F K= FEBINLET,

ip igmp snooping vlan static LAY 2AHR—bE~LFFXr AL TI—T DAL LTEHN
\ZEMMLET,

show ip igmp snooping ZA »FF£721% VLAN ® IGMP 2 X — b > VR ELF R LE
j‘o

show ip igmp snooping groups A FERLITBESNTANTA—FZDIGMP AX—tE 7 <
NFFx A MERERRLET,
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show ip igmp snooping querier W

show ip igmp snooping querier

AA v FCHREEINTZIGMP 7 =) 7 OFER L OEEF R 2 F T 5. show ip igmp snooping
querier detail = —#% EXEC =2~ F&2fEH L £,

show ip igmp snooping querier [detail | vlan vian-id [detail]]

WX DA

detail (f£7) IGMP 7 = U 7 OFME R EFoR LE T,

vlan vian-id [detail] (BB EEEN7- VLAN O IGMP 7 = U TIE#HaF i LET, IEETE
HEMIL 1 ~ 1001 721 1006 ~ 4094 TF, FEMIEHE2ERT BT,
detail ¥ —U — &AL F9,

o —#% EXEC

BERLEDAA K1Y

]

yy—= EEEM
12.2(53)SE2 Zoavwy RPMEMEShE L,

zx Y 7E BTN, IGMP 7 2 — A v —VRFETIRLIEED IGMP XN—Y 3 VBIUIP T
KL 2% #/RxT 521X, show ip igmp snooping querier =~ > RZHH L7, 7%y MIEEKD
TNAFXX AN N—ZEFETEETH, IGMP 72 ) TiE 1 DLIMEAE TE EH A, IGMPV2 25
FILTCVWEH TRy hTlE, “AVFXY AN A—FD 1 OB/ =Y T L LTHRESNET, 7207
WZiE, VAV 3 AL v TFERETEET,

show ip igmp snooping querier =~ > RHATH BHSN7r7 =V 7O VLAN BLOM v ¥ —7 =
A AERRLET, Z7ZUTHBAAL v T OHAE, HIITIE Port 7 4 —/v RIZ Router NERIINET,
I YT IIN—FDORAE, HIITIE, Port 7 4 —/VRIZ7 2V T 2FEH LizA— FEERFRRINE
D

show ip igmp snooping querier detail = —#% EXEC ==~ K%, show ip igmp snooping querier =
~ v RIZEELLTWET, 7272 L. show ip igmp snooping querier =2~ > R TlX, AA vF /U7
WX VERNCRH ENTZT NA ZIP 7 RV RAETFRERENET,

show ip igmp snooping querier detail =~ > K%, XA vF 7=V T2 L > TRFZEIZHRH ST A
A ADIP T KL ADIED, ROBIEHRERRLET,

* VLAN TERSNTWS IGMP 7 =Y 7
* VLAN TRESNIZAL vF 72V 7T (H255E) ([CHEET 2HER L UBER®

K OHITIL, show ip igmp snooping querier =~ > FOH N EZRLE T,

Switch> show ip igmp snooping querier

Vlan IP Address IGMP Version Port
1 172.20.50.11 v3 Gil/0/1
2 172.20.40.20 v2 Router

WOFITiE, show ip igmp snooping querier detail =~ > FOH I ERLET,

Switch> show ip igmp snooping querier detail
Vlan IP Address IGMP Version Port
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M show ip igmp snooping querier

1 1.1.1.1 v2 Fa8/0/1

Global IGMP switch querier status

admin state : Enabled

admin version HE

source IP address : 0.0.0.0

query-interval (sec) : 60

max-response-time (sec) : 10

querier-timeout (sec) : 120

tcn query count H

tcn query interval (sec) : 10

Vlan 1: IGMP switch querier status

elected querier is 1.1.1.1 on port Fa8/0/1

admin state : Enabled

admin version : 2

source IP address : 10.1.1.65

query-interval (sec) : 60

max-response-time (sec) : 10

querier-timeout (sec) : 120

tcn query count : 2

tcn query interval (sec) : 10

operational state : Non-Querier

operational version : 2

tcn query pending count : 0

RO R avw vk ETL)

ip igmp snooping AA v F E721% VLAN @O IGMP 2 X — > 7% A F—T)VIC
LETS

ip igmp snooping querier LAY 2%y hU—2DIGMP 7 =) THfe x4 32— 7 LI L
i‘j‘o

show ip igmp snooping ZA y FELITIRE SN~ L F ¥ ¥ A kb VLAN O IGMP %

X—¥Br 7 N TFHFrx Ak V—F R—F+a2FERLET,
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show ip source binding

show ip source binding

GE)

AL v F LD IP V=R NA T 4 7 %FaRT HIZ1E, show ip source binding = —% EXEC =2+~
FaRLES,

show ip source binding [ip-address]| [mac-address] [dhcp-snooping | static] [interface
interface-id] [vlan vian-id]

Zoa<wyRiE, AAvTFRIP P —ER 7 4—F v By hEEITLTWDLEEETHATETT,

BT DR ip-address ER) $FEDIP 7 RLADIP EFINA T 4 VTR RLET,
mac-address ER) BHEDOMAC T RLADIPEETLNAA VT 4 v T EFRRLET,
dhcp-snooping (f£E&) DHCP AX—VE U 2L o TEHINTZ P EETAAA T 4 v
ERRALET,
static (FE) AT 4w IPERTEAA T4 v T 2R LET,
interface interface-id (EE) BEDA v A —T=2A A LD P EET AT 4 v T HFERLE
‘d—o
vlan vian-id (L&) FED VLAN LD IP #EFEAA T 4 v 7 FoRm LET,
avy Kk E—F . —% EXEC
avy FEE yy—= EEER
12.2(53)SE2 Zoavwy RPMEMEShE L,

HHEDHA FS51Y

show ip source binding =~ > FOH 1%, DHCP AX—E V7 NS UF 4 v F F—HA_X—ZANDOF
ATIVvIBIORET 4 v JICEEININA T 4 U TR RLET, ¥4 T Iy 7ICRESIE
RA VT 4 v 7T BFRT 51212, show ip dhep snooping binding #5# EXEC 2~ RZ2FH L *
\?AO

il WOHITIL, show ip source binding =~ > FOH A ER L ET,
Switch> show ip source binding
MacAddress IpAddress Lease (sec) Type VLAN Interface
00:00:00:0A:00:0B 11.0.0.1 infinite static 10 GigabitEthernetl/0/1
00:00:00:0A:00:0A 11.0.0.2 10000 dhcp-snooping 10 GigabitEthernetl/0/1
EEavUF avwv kR BidA
ip dhep snooping binding DHCP AX—V o7 AU F 4 F—AR—2A%2RELE
R
ip source binding ALY FICALT 4 v 7 IPERBTEAA T 4 v 7R ELE
R
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M show ip verify source

show ip verify source

AL v FELIIHEDA L Z—T 2 A XA LD IP V—R J— FEREEF T A2, show ip verify
source = —Y% EXEC 2~ R&HEHLET,

show ip verify source [interface interface-id]

X DERBA interface interface-id EE) BEDA v X —T 2 A A LD P EETLH— ROXRELZFRRLE
‘d—o
av kR E—F 2 —4 EXEC
avy FERE yyy—=x EEEHR
12.2(53)SE2 Coawr FABMSIE L,
i WDFITiL, show ip verify source =~ > FOH I Z R LET,

Switch> show ip verify source

Interface Filter-type Filter-mode IP-address Mac-address Vlan
gil/0/1 ip active 10.0.0.1 10
gil/0/1 ip active deny-all 11-20
gil/0/2 ip inactive-trust-port

gil/0/3 ip inactive-no-snooping-vlan

gil/0/4 ip-mac active 10.0.0.2 aaaa.bbbb.cccc 10
gil/0/4 ip-mac active 11.0.0.1 aaaa.bbbb.cccd 11
gil/0/4 ip-mac active deny-all deny-all 12-20
gil/0/5 ip-mac active 10.0.0.3 permit-all 10
gil/0/5 ip-mac active deny-all permit-all 11-20

LEOFITIE, IPEEILT— FOREITRO L HITRD F7,

o ¥FHEY M A=V Ry 101 A HF—T A AT, VLAN 10 ~ 20 iZ%F LT DHCP A X—F
VIBA R =TI o TWET, VLAN10 TiE, IP 7T RV R 74 v Z Y 728D 1P Y —A
H—=RBA L H—T 2 A ATHEREIN, XM UT AT BB —T 24 AFELET, VLAN
11 ~20 TiE, 2BEDDOZ U FUNR, IP VY —A H—FRREZIN TRV VLAN OA »F—7 =
A AT, T 74/ K — LD Access Control List (ACL; 77 &A2 2> hu—/L U XN 2Ni#EH
EINTWLZ EERLET,

o ¥HEY P A=Yy b1/02 A F—T =1 AL, EEMEDHS DHCP AX—E 7 & LTi%
EENTWET,

o XHbEy hA—PVRxy N1/03 A E—TxAATIL. DHCP AX—VY' L I v F—T = A AN
FE 35 VLAN ECTA X—7 A TiEH Y 8 A,

o FHEY N A=V Ry M1/04 A F—T 24 ATIE, FRETLIPBIOIMACT RKLADT 4L
BNV TIZEDIP V—A = RKBA X —=TNT, AZT 4 v IR IPEETAA T 4 70,
VLAN 10 BEX OVl THRESHET, VLAN 12 ~20 TIE. IP V—R2 H— FRRESHL TN
VLAN DA v Z—T A4 AT, 74/ K B— 1+ ACL " EH SN TWET,
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show ip verify source W

o FHEY P A=Yy MN1/0S5 A2 E—Tx2A AT, ZETLIPBLOMACT RLADT 4 )b
BNV TIZEDIP V—AH—RKBA R —TNVT, AZT A I RIP AT 4 T TRESNT
WETH, R—hF X2V T 43T 42—V T, A v FiE, B#ETLTMACT RLRAET 1L
YT TEERA,

WOHTIE, IPEETLT— R T =Tz ENEA v 2 —T oA ADHEHE TR LET,

Switch> show ip verify source gigabitethernetl/0/6
IP source guard is not configured on the interface gil/0/6.

EEa<TUF avwy kR EEA
ip verify source AVE—=T A A LD P FETLHT— REA RX—TVIZLET,
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W showipc

show ipc

AA T AF v T ERIIAZ L RTuy AL vF EOoTaw x#EE IPC) v Fa /VORE, A
T—H A BIOEEHRZERRT HI2IE, show ipe =—¥ EXEC a2~ FEHEHR L ET,

show ipc {mcast {appclass | groups | status} | nodes | ports [open] | queue | rpc | session {all | rx
| tx} [verbose] | status [cumlulative] | zones}

GE) ZDavy RiE, LANR—X 74 —F % By hEFETLTWVDEAAL v FTIEHFR—FEINFEHA,

BXXD5n mcast {appclass | [PC¥AVFF¥ AN N—T 4 U ITERERTFLET, F—TV— ROBKIIKRD
groups | status} LBy T,

o appclass : IPC¥ LT XX A TV r—vary 773 2FRRFLET,
e groups : IPC ¥V FF ¥ A b JL—T %R RLET,
e status : IPC ¥ VT F XY A V=T 47 AT —H A%HKRLET,

nodes SN — REFRRLET,

ports [open] 2—A WV IPC K- haRRLET, ¥F—U— FOBKRIIKDOLEY TT,
e open: (LE) #—7 v K—FEFaFRLET,

queue IPC ZZX¥=2—0OHNRELRRLET,

rpc IPCUE— b o r—UyOffiHEREER R LET,

session {all |rx [tx} [PC & v a v OFEHEREZFERLET (B EXEC £— FOBA T H
AHE), ¥—U— FOEKIIRD LBV T,

e all: By a VOFEEFHIERET XTERLET,
X AAYTFRZEBELIE NI 74w DBy v a VHEHERER T LE

TO
s X AAYTFPIMELIZ T T 4 v 7Dy Ya ViEHEREZR R L E
TO
verbose ULE) FMARFEHEREZE TR LET (B EXEC £— FOGA TR A
GE
status [cumlulative] o —H /L IPC Y —_"DRF—F 2&2FRLET, F—T— FOBKRITIKD LB
n <9,

e cumlulative : ((£2) AA v FNEENF/IIFEE L /2% D —4 /L IPC
Y= RNDOARAT—HZ R EFRLET,

zones ML TCWDHIPC Y —r&FnrLET, A vFiL 1 2O IPC V—r %Y
AR—FLET,
avy kK E—F o —4 EXEC
avy FEE Jyy—=x ETEEM
12.2(53)SE2 Zoavwry RpNENENELE,
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showipc W

WOFITIX, IPC V=T 4 AT —F A% F T D5 HEEZRLET,

Switch> show ipc mcast st

Total Frames

Total control Frames
Total Frames dropped
Total control Frames dro

Total Reliable messages
Total Reliable messages
Total Out of Band Messag
Total Out of Band messag

Total No Mcast groups
Total Retries

Total OOB Retries
Total flushes

atus
IPC Mcast Status

Tx Rx
0 0
0 0
0 0
pped 0 0
0 0
acknowledged 0 0
es 0 0
es acknowledged 0 0
0 0
0 Total Timeouts 0
0 Total OOB Timeouts 0
0 Total No ports 0

ROBITIE, BN/ — ReRrd 5hikzrnLET,

Switch> show ipc nodes

There is 1 node in this I
ID Type Name
10000 Local IPC M

PC realm.
Last Last
Sent Heard
aster 0 0

WOFITIE, v—/VIPC KR— FaRTTDHHEERLET,

Switch> show ipc ports
There are 8 ports defined

Port ID Type

Name (current/peak/total)

There are 8 ports defined.

10000.1 unicast
10000.2 unicast
10000.3 unicast
10000.4 unicast
10000.5 unicast
10000.6 unicast
10000.7 unicast
port index = 0 seat
0/2/159
10000.8 unicast
port index = 0 seat
0/0/0

RPC packets:current/peak/

IPC Master:Zone

IPC Master:Echo

IPC Master:Control

IPC Master:Init

FIB Master:DFS.process level.msgs
FIB Master:DFS.interrupt.msgs
MDFS RP:Statistics

~id = 0x10000 last sent = 0 last heard

Il
o

Slot 1 :MDFS.control.RIL

_id = 0x10000 last sent = 0 last heard = 0

total
0/1/4

WOBITIE, IPC HIEEF 2 —DONKEFRT 2R LET,

Switch> show ipc queue
There are 0 IPC messages
There are 0 IPC messages
There are 0 IPC messages
There are 0 IPC messages
Messages currently in use
Message cache size
Maximum message cache usa

waiting for acknowledgement in the transmit queue.
waiting for a response.
waiting for additional fragments.
currently on the IPC inboundQ.
: 3
1000
ge : 1000
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W showipc

0 times message cache crossed 5000 [max]
Emergency messages currently in use : 0
There are 2 messages currently reserved for reply msg.

Inbound message queue depth 0
Zone inbound message queue depth 0

WOFITIE, T_XTHOIPC By v a vy OfEER+E*F T A HiEE R LET,

Switch# show ipc session all
Tx Sessions:
Port ID Type Name
10000.7 Unicast MDFS RP:Statistics
port index = 0 type = Unreliable last sent = 0 last heard
Msgs requested = 180 Msgs returned = 180

I
o

10000.8 Unicast Slot 1 :MDFS.control.RIL
port index = 0 type = Reliable last sent = 0 last heard
Msgs requested = 0 Msgs returned = 0

Il
o

Rx Sessions:
Port ID Type Name
10000.7 Unicast MDFS RP:Statistics
port index = 0 seat id = 0x10000 last sent = 0 last heard = 0
No of msgs requested = 180 Msgs returned = 180

10000.8 Unicast Slot 1 :MDFS.control.RIL
port index = 0 seat_id = 0x10000 last sent = 0 last heard = 0
No of msgs requested = 0 Msgs returned = 0

OB T, a—HhVIPC YV —R"DOART—Z AR T BHITiEEZRLET,

Switch> show ipc status cumulative
IPC System Status

Time last IPC stat cleared :never

This processor is the IPC master server.
Do not drop output of IPC frames for test purposes.

1000 IPC Message Headers Cached.

Rx Side Tx Side
Total Frames 12916 608
0 0
Total from Local Ports 13080 574
Total Protocol Control Frames 116 17
Total Frames Dropped 0 0

Service Usage

Total via Unreliable Connection-Less Service 12783 171
Total via Unreliable Sequenced Connection-Less Svc 0 0
Total via Reliable Connection-Oriented Service 17 116
<output truncated>

BEav UK avw> kR HL]

clear ipc IPC v LVTF X% AN V—F 4 T OFEHEHREZZ VT LET,

Catalyst 3750-X & & U 3560-X R4 vF IT> K Y27 LUR
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show ipv6 access-list W

show ipv6 access-list

BAED IPV6 7 7B A VA RDOTRTONEERTRT LITIL, show ipvé access-list = — ¥ EXEC =1+
Y REFERALET,

show ipv6 access-list [access-list-name]

XD access-list-name T8 727E2 VR NOAN
avy kR E—F o —4 EXEC
AV FEE Y y—2 LR

12.2(53)SE2 toav s FRBMERE L,

BRLEDHA FS1Y IPv6 B T B sl %RV T, show ipv6 access-list =~ > KD H J11% show ip access-list =~ > K &5H
PlLCTWnET,

T 2TV IPV4A/IPv6 7 7 L — b &R ET H1Z1E, sdm prefer dual-ipv4-and-ipv6 {default | vlan} 7
n—)L ary7 4 F¥al—vay avr RKeANL, AL v FEYVn—FKLET,

i WOHITIL show ipv6 access-list =~ > FTHJ) S 4172 inbound 3 X U outbound & 54 D IPv6 7
J7EAYURNERLET,
Switch# show ipv6 access-list
IPv6 access list inbound
permit tcp any any eq bgp (8 matches) sequence 10
permit tcp any any eqg telnet (15 matches) sequence 20
permit udp any any sequence 30

#2370, TOHNTERARINDIEERT 4 — NV FOFHAZRLET,

& 2-37 show ipv6 access-list ® 7 1+ — )L FDOFRBA

Z4—ILF BL

IPv6 access list inbound |[IPv6 77+ 2 U 2 h 4 (ff] : inbound).,

permit BEESNT=Ta hal ¥4 7 =T Dy NeHFALET,

tep fZEHE 7 e hav (TCP), N7y MBA—F Lo 2un@n b
S (LAY 4) OF v hal A7,

any /0 LR C T,

€q TCP 721X UDP /T v b OREILE T I5E LA — N & ik 95 equal A4
~NF R,

bgp (matches) R—H—F—rvxa 7u bar (BGP), X7y b7 a han ¥4
7B L O,

sequence 10 EEAT Y RRBENEZT 78R VA NDITOY—F VA, T7EA
VA RNDITIX, SO TT7AFV T 4 (WIEOE, 72 21X 10) ok
BOTIAFVT 4 GrEmot, 7L 21X 80) DA A TVWET,

Catalyst 3750-X & & U 3560-X R4 vF IT> K Y27 LYR
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Bl show ipv6 access-list

BREav VR avw vk ETL)
clear ipv6 access-list [Pv6 7/ &R VAN —-FHHh v HEV Y FLET,
ipv6 access-list IPv6 727 8A VA MEEREL, AL vy F&HIPv6 7 7R VA a7 g
Fal—varyE—KILET,
sdm prefer AA v FOERFHECHESE VAT A VY —R kit T 5 X5 SDM 7

VL= ERELET,

Catalyst 3750-X &£ & U 3560-X R4 wF ATV K Y27 LR
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show ipv6 dhcp conflict Il

show ipv6 dhcp conflict

T RUVAEY TA 7 MIART & EIZ, Dynamic Host Configuration Protocol for IPv6 (DHCPv6)
Y= NTRODSIT NV ABFREZERT DI, A vTF AF v 7 RIBFAZ L RT Ry AL v F
T show ipv6 dhep conflict £#t# EXEC =~ FafiH L £,

show ipv6 dhcp conflict

Zoawy R, AA v FTT =7 /v IPv4/IPv6 Switch Database Management (SDM) 7> 7L — b
DERESNTOVAEAICROEAETT, Zoa<vr Rid, LANR—X 7 —F % v hEETL
TWHAL v FTEHYFR—ENERFA,

BXOHH ooy RIS, BIREREF—T— Riddh Y £ A,
avwv kR E—F K¢ EXEC
avy FERE yy—=x EEERR

12.2(53)SE2 Toawr REMSE L,

HEREDHA K51

T 2TV IPV4/IPv6 7 v 7 L — b B ET H1Z1E, sdm prefer dual-ipv4-and-ipv6 {default | vlan} 7
n—)L ary7 4 F¥al—vay avr RKeANL, AL v FE2YVn—FKLET,

WAL T 5 K 912 DHCPVG — %R ET 544, DHCPv6 — Nd ping #EHLES, 7 7
ATV MIRAN—FEREFEHL T T4 7 MEfmHE L, DECLINE X v&—Y %4 L TH—NIZH#
HELEY, TRUABAPBRHEND L, ZOT FLRAFT—A»bHlBRENE T, FEENZOT R
LAZBRAEV A NDPOHIRTAETZIOT RLRAFEID Y THZ ENRTEEHA,

i KOFITIL, show ipvé dhep conflict =~ > O EZRLET,
Switch# show ipvé dhcp conflict
Pool 350, prefix 2001:1005::/48
2001:1005::10
BEEaT YR avwo R BL
ipv6 dhcp pool DHCPv6 7— v &% & L C, DHCPv6 7 —/L a7 4 Fal— 3
E— FEBBLET,
clear ipv6 dhcp DHCPv6 =/ T —=H RXR—=2AN5T RUAFEE2 7 VT LET,
conflict

| oL-25313-03-J
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M show ipv6 mid snooping

show ipv6 mld snooping

AA v FE721% VLAN @ IP Version 6 (IPv6) Multicast Listener Discovery (MLD) A X—E > /3%
Ex AT HITIE, show ipv6 mld snooping = —¥ EXEC =~ FZHERLET,

show ipv6 mld snooping [vlan vian-id]

X DA vlan vian-id (fE&) VLAN 2 8E L E4, HBETE /ML 1 ~ 1001 3 XL 1006 ~
4094 T,
avY K E—F o —# EXEC
avy FEE yy—=x TENE
12.2(53)SE2 Zoavwy RPMEMEShE L,

BERLEDHA K1Y

3l

AL FFETITEFED VLAN O MLD AX—E L P DOHREEXFRTHDICZDa~wy REFERLET,

1002 ~ 1005 ® VLAN % 51X, h—2 >V 7 VLAN B LU FDDI VLAN O FRHENTW 5D
72, MLD ZX—t» ZIZIIfHEHTE ¥ A,

T 2TV IPV4/IPV6 7 v 7 L — b &R ET H121E, sdm prefer dual-ipv4-and-ipv6 {default | vlan} 7
n—)Lary7 4 F¥al—vay avr RKe AL, AL v FEYVn—KLET,

W OFITiX, show ipv6 mld snooping vlan =~ > FOH I Z R LET, Z 2 T, FFED VLAN O R
X—E IR E R LET,

Switch> show ipv6é mld snooping vlan 100
Global MLD Snooping configuration:

MLD snooping : Enabled

MLDv2 snooping (minimal) : Enabled
Listener message suppression : Enabled

TCN solicit query : Disabled

TCN flood query count : 2

Robustness variable : 3

Last listener query count 0 2

Last listener query interval : 1000

Vlan 100:

MLD snooping : Disabled
MLDv1l immediate leave : Disabled
Explicit host tracking : Enabled
Multicast router learning mode ¢ pim-dvmrp
Robustness variable : 3

Last listener query count 2

Last listener query interval : 1000

W DFITIL, show ipv6 mld snooping =~ > RO EZ R LET, ZITiX, AA vF =D VLAN T
NRTDARXR—E U IR a2 R R LET,

Switch> show ipv6é mld snooping
Global MLD Snooping configuration:

Catalyst 3750-X &£ & U 3560-X R4 wF ATV K Y27 LR
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show ipv6 mid snooping W

MLD snooping Enabled

MLDv2 snooping (minimal) Enabled

Listener message suppression Enabled

TCN solicit query Disabled

TCN flood query count 2

Robustness variable 3

Last listener query count 2

Last listener query interval 1000

Vlan 1

MLD snooping Disabled

MLDvl immediate leave Disabled

Explicit host tracking Enabled

Multicast router learning mode pim-dvmrp

Robustness variable 1

Last listener query count 2

Last listener query interval 1000

<output truncated>

Vlan 951:

MLD snooping Disabled

MLDv1l immediate leave Disabled

Explicit host tracking Enabled

Multicast router learning mode pim-dvmrp

Robustness variable 3

Last listener query count 2

Last listener query interval 1000
BEa< R avwUFk B

ipv6 mld snooping

A2A v F FE771X VLAN O MLD AX—t v T A % —7 )b
2L, REEITWVET,

sdm prefer

2A v FOFERFECESE AT L Y Y —2 2 KHE{ET 5 &
9 SDM 77 L—hERELFET,
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W show ipv6 mid snooping address

show ipv6 mld snooping address

< FF X AR URAF—iE (MLD) AX—E U7 B3RS 5T _Co, £I3EEShk IP
Version 6 (IPv6) v/ FF v A~ 7 FLAFREZRFT HITIL, show ipv6 mld snooping address
2 —4 EXEC 2~ REMHEHALET,

show ipv6 mld snooping address [[vlan vian-id] [ipv6 address]] [vlan vian-id] [count | dynamic |

user |
TR vlan vian-id (EE)MLD AX—¥Y o7 v VFFx A~ 7 RLAFEREFRT S VLAN
ZHEELET, FHETZ S VLANID O#iPIZ 1 ~ 1001 B LT 1006 ~
4094 <9,

ipv6-multicast-address  (fE&) € SN2 IPv6 vV F X ¥ A b 7 FLACET HIEHMAR T L E
¥, ZOXF—U—FiE, VLANID Z AN LIEBE A CcE £,

count UEE) AA v F EEIIEESNTZ VLAN O LFF v 2~ Z—7H
PRLALET,
dynamic (£5E) MLD A X —bE v 788 v — TR e R R LET,
user ({EE) MLD AX—¥E v 7 2—VREISN—TEREEZ R LET,
avY K E—F - —# EXEC
avy FEE yy—=x EENE
12.2(53)SE2 Zoawr RBNBMENE L,

ERALEDAHS RS54y IPv6 ~/LFF v AN 7 RLAFREZFRTHOIC, Z0a<wr RefHALET,
VLANID 2 AN LFBICIRY . IPv6 ~ L FF ¥ A+ 7 RLAZANTE £,

1002 ~ 1005 ® VLAN #F=5i%X. b—27 21U 7 VLAN BLX O FDDI VLAN O7=2IZ PRI T35
728, MLD AX—t v ZIZIIfERATE £ A,

FEINTE I NV—TICET BRI T 2R T 512X, dynamic ¥—V— RE#EHLET, HEIN
T2 N—TICET A IERE T 2R T HITiE, user ¥—TU— REFEHLET,

T 2TV IPV4/IPV6 7 v 7 L — b &R ET H1Z1E, sdm prefer dual-ipv4-and-ipv6 {default | vlan} 7
n—)L ary7 4 F¥al—vay avr ReANL, AL v FE2YVn—KLET,

15 WROFITIL, show snooping address = — EXEC =~ > RO N %E R LET,

Switch> show ipv6é mld snooping address
Vlan Group Type Version Port List

2 FF12::3 user Gii/o/2, Giz2/0/2, Gi3/0/1,Gi3/0/3

W OB TIL, show snooping address count = — EXEC 2~ FOHAERLET,

Switch> show ipv6é mld snooping address count
Total number of multicast groups: 2
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show ipv6 mld snooping address W

K DOFITIL, show snooping address user = —% EXEC =2~ FOH N Z R LET,

Switch> show ipv6é mld snooping address user
Vlan Group Type Version Port List

2 FF12::3 user v2 Gil/0/2, Gi2/0/2, Gi3/0/1,Gi3/0/3
[CEEIEINS avwyk B
ipv6 mld snooping vlan VLAN TIPv6 MLD AX—tE > 7 2% ELET,
sdm prefer ZA v FOMERFIECESE AT L VY — 25k d 5 &

5SDM 7o L — 2R ELET,

Catalyst 3750-X £ & U 3560-X X4 wF I?Y K Y27 LR
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M show ipv6 mid snooping mrouter

show ipv6 mld snooping mrouter

AA v FE721X VLAN O, B2 FE IS4, FETRE L7 IP Version 6 (IPv6) Multicast Listener
Discovery (MLD) /L —% R— b & &7 7 5121, show ipv6 mld snooping mrouter = —# EXEC =
~U FEERLES,

show ipv6 mld snooping mrouter [vlan vian-id]

X DA vlan vian-id (fE&) VLAN 2 8E L E4, HBETE /ML 1 ~ 1001 3 XL 1006 ~
4094 T,
avY Rk E—F o —# EXEC
avy FEE yy—=x TENE
12.2(53)SE2 Zoavwy RPBEMEShE L,

$EREDHS ES4Y AA v FFETIIEED VLAN O MLD A X —tb' 7 L—& R — h e ERTHITIE, Z0a~vy Reff
)ﬂ L/ij‘o
1002 ~ 1005 ® VLAN % 51X, h—2 >V 7 VLAN B LU FDDI VLAN O/ FRENTW5D
72, MLD AX—¥ I3 X FH A,

T 2 7V IPVA/IPV6 7 7 L — RN &R ET S I21E. sdm prefer dual-ipv4-and-ipv6 {default | vlan}
n—)L ary7 4 F¥al—vay avr RKeANL, AL v FEYVn—FKLET,

i WROEITIL, show ipvé mld snooping mrouter =~ > RO ZRLET, MLD AX—E L 7IcH
42, AL vFOFTXTHO VLAN DAX—E» 7R E RS E T,

Switch> show ipv6é mld snooping mrouter

Vlan ports
2 Gil/0/11 (dynamic)
72 Gil/0/11 (dynamic)
200 Gil/0/11 (dynamic)

W& DOFITIL, show ipvé mld snooping mrouter vlan =~ > KOHHZ /R L E T, FFED VLAN O~
NFFx AN L—HF RK— FBRFERINET,

Switch> show ipv6é mld snooping mrouter vlan 100

Vlan ports
2 Gil/0/11 (dynamic)
BEavw R avw> kR HL
ipv6 mld snooping 24 v F EFEIZ VLAN EO MLD AX—E > 7% A4 X —7

Mz L, EEEITVET,

Catalyst 3750-X &£ & U 3560-X R4 wF ATV K Y27 LR
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show ipv6 mld snooping mrouter W

avvk Bl

ipv6 mld snooping vlan mrouter ~ VLAN ([Z~v /L FF ¥ A b L—H R— hEFELET,
interface

sdm prefer

AL FOMAFTEICHEASAX AT A Y Y — AR+ 5 &
9 SDM 57 FL—hE2RELET,

Catalyst 3750-X £ & U 3560-X X4 wF I?Y K Y27 LR
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M show ipv6 mid snooping querier

show ipv6 mld snooping querier

AA v FE 721X VLAN H5245 L7z &# D IP Version 6 (IPv6) Multicast Listener Discovery (MLD)
ARX—V 7 7 ) 7 HEEEFEHREZFRT HI21E, show ipve mld snooping querier ——% EXEC =+
Y REERLET,

show ipv6 mld snooping querier [vlan vian-id] [detail]

X DA vlan vian-id (fE&) VLAN 2 8E L E4, HBETE /ML 1 ~ 1001 3 XL 1006 ~
4094 T,
detail UEE) AA v F F721Z VLAN O MLD 2 X — b 7 O#EMAR 7 = U 7R
FRIILET,
avv kK E—FK o —H EXEC
avy FEE yy—=x TENE
12.2(53)SE2 Zoavwy RPMEMEShE L,

BERLEDAA K1Y

MLD 7 =V — Ay b=V RET OMEINTEE (22T LHEINDS) O MLD X—Ya U8B
FWIPV6 7 R L A %FERT HITIL, show ipv6 mld snooping querier 2~ REMALET, 7 x v
MIEEDONTF XY AN V—FEROZLERTEXETN, MLD 7=V 7iE 1 2T T, 7207
i3, VA Y3 AL v TFRBETEET,

show ipv6 mld snooping querier =~ > N JIZ, 7=V 7 03 &/ VLAN B LS v 4 —7 =
ARABERRLET, 7 U THRRAL vy FOEE, HIITIE Port 7 4 —/v RIZ Router 3FR/RFRINET,
) TBRN—2DEE, BATIE, Port 74— VR 7TH22BF LR — bEENRERENE
j‘@

show ipv6 mld snoop querier vlan =~ > FOH I T AMBELIIANTHL I =V T Hho0 7 2 — Xy
VIS L TRESNEEREF R LET, FFED VLAN EOAX—E 7 m82 R A7
EOa—PFED VLAN EIZERENERF A, 207 = THBRIZ, A1 v FREET D MASQ A v
VLRI TCHEAINET, 72V — A v B—TIRE LW A U EIREINICT D O EHT
LHa—PRED B /NA N R AEFITEENIL 20 FH A,

1002 ~ 1005 ® VLAN &F &%, b—27 > U 7 VLAN B XU FDDI VLAN O729Ic PR EN TV 5
72, MLD ZAX— bt > ZIZIIfFH T EH A,

T 27V IPV4/IPv6 7 > 7 L — h R ET 5 I21Z, sdm prefer dual-ipv4-and-ipv6 {default | vlan} 2/
=L a3y 4Fal—rvary avr RE AL, ALy TFE I —RKLET,

W OB TiX, show ipvé mld snooping querier =~ > FOH N Z/R L E7,

Switch> show ipv6é mld snooping querier
Vlan IP Address MLD Version Port

2 FE80::201:CO9FF:FE40:6000 vl Gi3/0/1
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show ipv6 mld snooping querier

W& DOFITiL, show ipvé mld snooping querier detail =~ > FOH I Z R L ET,

Switch> show ipv6é mld snooping querier detail
Vlan IP Address MLD Version Port

2 FE80::201:CO9FF:FE40:6000 vl Gi3/0/1

WOFHITIE, show ipvé mld snooping querier vlan =~ > KO 2R L ET,

Switch> show ipv6é mld snooping querier vlan 2
IP address : FE80::201:COFF:FE40:6000

MLD version : vl

Port : Gi3/0/1

Max response time : 1000s
IV F avw vk B
ipv6 mld snooping ZA v F LFE71Z VLAN LD IPv6 MLD A X — V> 7 % A 2 — 7 T
L. REZITWET,
ipv6 mld snooping MLD 7 747 > BHIREIANICRARNCAAS v FREETLH 72U —
last-listener-query-count O KK EHRE L E T,
ipv6 mld snooping AA v TFNIT Y —ZEEFELTHLL, vATFFY AN Z—TNHR—

last-listener-query-interv | Z §R3 2 A f AT 2 RN E R 2 308 L £ 7,
al

ipv6 mld snooping INERIR WA, vV TF XY AR T RLUABRHIRYIIIC /R DRICAA >

robustness-variable FREETH7 =) —DORKEEHRELET,

sdm prefer AL FOFERFIECHESX AT A VY — 25 ibT25 X9 SDM
TrTU—MERELET,

ipv6 mld snooping AA v F EFE7iZ VLAN LD [Pv6 MLD A X —E 2 7 % A 32— 7 VT

L. REZITVWET,
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W show ipv6 route updated

show ipv6 route updated

IPV6 N —T 4 7 T—T NDOBIEOWNE AL RKRT 511X, show ipv6é route updated =-—# EXEC =

~Y NEEHLET,

show ipv6 route [protocol] updated [boot-up] {hh:mm | day {month [hh:mm]} [{hh:mm |
day{month [hh:mm]}]

G¥) Zoavwry RiE, LANN—ZX 74 —F % £y F2ETLTVLAAS v F T R—FShEEA,

BX DA protocol

(EE) ROWTNPOXF—TU—REFALTHRELELV—T 47 7 |k
ardOL—EFRRILET,

* bgp
e isis
o ospf
* rip

F2E, KOWTNDPOF—T—REFHLTHEELZAL—N XA TD
N—hERRLET,

e connected
¢ Jocal
e static

e interface interface id

boot-up IPv6 V—F 4 v 7 T—TIVOBEIEORNR > FHrLET,
hh:mm 24 RO 2 HTOFMETREAZ AN LET, T aar () ZEHLT
LTZEW, 72203, 13:32 DX HICANLET,
day Bicbz AN LET, fEETE HHMHIZ 1 ~ 31 T,
month HZRLFERIIIXFTASNLET, January 7213 august 72 &, A0
LHiET_XTCAATLZE L jan £7213 Aug D X 9 ICH DARIORA D 3
XFEAATHZELTEET,
avv kK E—F ¥5#E EXEC
avy REE yy—=x EEER

12.2(53)SE2

Zoavwry RRBMENE LR,
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HEREDHA K51

3l

show ipv6 route updated W

IPv6 V—T 4 v 7 T—T NVOBIEONE % FK AT 5121, show ipv6 route FiE EXEC =2~ > R4 ff

ALET,

WOFHICIL, show ipvé route updated rip =~ > FOH A ER L E T,

Switch> show ipv6é route rip updated

IPv6 Routing Table - 12
Codes: C - Connected, L
B - BGP, R - RIP, Il - I
IA - ISIS interarea, IS
O - OSPF Intra, OI - OSP

entries

- Local, S - Static, U - Per-user Static route

SIS L1, I2 - ISIS L2
- ISIS summary
F Inter, OEl - OSPF ext 1,

ON1 - OSPF NSSA ext 1, ON2 - OSPF NSSA ext 2

R 2001::/64 [120/2]
via FE80::A8BB:CCFF:FE00
Last updated 10:31:10 27
R 2004::/64 [120/2]

via FE80::A8BB:CCFF:FE00:

Last updated 17:23:05 22
R 4000::/64 [120/2]

via FE80::A8BB:CCFF:FE00:

Last updated 17:23:05 22
R 5000::/64 [120/2]

via FE80::A8BB:CCFF:FE00:

Last updated 17:23:05 22
R 5001::/64 [120/2]

via FE80::A8BB:CCFF:FE00:

Last updated 17:23:05 22

:8D01, GigabitEthernetl/0/1
February 2007

9001, GigabitEthernetl/0/2
February 2007

9001, GigabitEthernetl/0/3
February 2007

9001, GigabitEthernetl/0/4
February 2007

9001, GigabitEthernetl/0/5
February 2007

OE2 - OSPF ext 2

O R

avwyFk

B

show ipv6 route

IPVv6 V—T 4 7 T—=T NVOBIEONEEZ LR R LET, BXERIZON
TlX. TCisco IOS Software] > Command References for the Cisco

10S Software Releases 12.3 Mainline] > [Cisco I0S IPv6 Command
Reference] > [IPv6 Commands: show ipv6 nat translations through

show ipv6 protocols] ZER L T ZE W,
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W show I2protocol-tunnel

show I2protocol-tunnel

LAY 27 m han Frx R— MIET 5 EREZFRTRT 2I2iE, show 12protocol-tunnel = —
EXEC a~v PR LET, v hai bR U IRA X =T VSN, F—T = A ADE
WMOBERRINET,

show 12protocol-tunnel [interface interface-id] [summary]

(i) ZOa=wyRiE, LANXR—ZX 74 —F % By hE2FETLTWVWDIAL vy FTIEHR—rEhEHA,
B DEREA interface interface-id (%) 7u bzl bRV U IEREERTEA LV H—T = A ZEFEL
F9, B A v F—T A A E, MEFR— LR —F FrRXALTT, F—
N F R OfE L 1 ~ 48 T,
summary EE) vA4¥v27mbar <=l —FREZTE2ERLET,
avy Kk E—F o—4 EXEC
avy REE yy—=x EEER

HERHEDHA K51

i

12.2(53)SE2 Toawr REMSE L,

I2protocol-tunnel f > ¥ —7 2 A X a7 4 Fal—ay avry FEEHLTT 7 EXAEE
IEEE 802.1Q F> /L R—b+DLA¥ 27 hair horpr T aAf =T L%, RORT
A—=ZDFELITT R TERETETET,

e hRVUITTDHTu bhan XA4T

e V¥ Y MU ULEWE

e Ny LEVE
show 12protocol-tunnel [interface interface-id] 2~ KEANTHE, TXTO/NRT A —FNRES
N7 77 47 K= MIETLERETVHERINET,
show I2protocol-tunnel summary =~ > REZ AT 5L, —HELITTXTONRNTA—=FRNRESN
7777 47 A= MCET LERIZTNRERSNET,

WOFITIiE, show 12protocol-tunnel =~ > KO ERLET,

Switch> show l2protocol-tunnel
COS for Encapsulated Packets: 5
Drop Threshold for Encapsulated Packets: 0

Port Protocol Shutdown Drop Encapsulation Decapsulation Drop
Threshold Threshold Counter Counter Counter
Gi3/0/3 -—= -———= —-———- === === —-——-
pagp —-——= —-———= 0 242500
lacp === === 24268 242640
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show 12protocol-tunnel Il
udld -——- -——- 0 897960
Gi3/0/4 -—= -———= —-——= -—== -—== -—==
pagp 1000 === 24249 242700
lacp -——— —-———= 24256 242660
udld - —-———= 0 897960
Gi6/0/1 cdp - —-———= 134482 1344820
pagp 1000 - 0 242500
lacp 500 - 0 485320
udld 300 -——- 44899 448980
Gi6/0/2 cdp ———- ———- 134482 1344820
pagp - 1000 0 242700
lacp e e 0 485220
udld 300 -——- 44899 448980
WOBITIEL, show 12protocol-tunnel summary =~ > RO Z2RLET,
Switch> show l2protocol-tunnel summary
COS for Encapsulated Packets: 5
Drop Threshold for Encapsulated Packets: 0
Port Protocol Shutdown Drop Status
Threshold Threshold
(cdp/stp/vtp) (cdp/stp/vtp)
(pagp/lacp/udld) (pagp/lacp/udld)
Gi3/0/2 --= -== -== --——- e e [====/==== up
pagp lacp udld ----/---=/---=  ---- [====/====
Gi4/0/3 --= -== --= —-——- ===/ === [====/==== up
pagp lacp udld 1000/----/----  ---- [====/====
Gid/0/4 --= -== --= —--—- ===/ === [====/==== up
pagp lacp udld 1000/ 500/----  —===/-—-=/--—-
Gi4/0/5 cdp stp vtp ----/---=/---=  ---- /====/---- down
= e /- /=== === [====/====
Gi9/0/1 --= —-=—= —-== ———- [====/==== === [====/==== down
pagp —--- —--= ———=/-—-—- Vi 1000/--=-=/----
Gi9/0/2 --= == -== ———- [====/==== ——== [====/==== down
pagp ——-- ——== ———=/-——- /=== 1000/---=/----
EEEEDIS avoFk B4

clear 12protocol-tunnel counters

Jabhan bRV T K= NOI T EET VT LET,

12protocol-tunnel

A B —=7xA A LD CDP, STP, £72iZ VTP "7 v Fo L
A¥27abhar bRV TEAL R—T M LET,

12protocol-tunnel cos

ro RV 7 LAY 2T har "y Mot LTH—E R
77 A (CoS) fEEFHELET,
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W show lacp

show lacp

Link Aggregation Control Protocol (LACP) ¥ 3/V 7V —71EH %R T 5I2iL. show lacp = —
P EXEC <> REfHALET,

show lacp [channel-group-number] {counters | internal | neighbor | sys-id}

X DEREA channel-group-number — ({£E7) F v XNV JN—TDFERSTT, HETE H&MIT 1 ~ 48 TT,
counters N7 4y 7 IERERTRLET,
internal Wit E R LET,
neighbor FAN—ERERSLET,
sys-id LACP CHHSND VAT A ID 2R LET, ¥ A7 A ID L, LACP v~

AT N TITAFIT A BEIPAAL v FMACT FLUATHEENTHET,

avwv Rk E—F o —#% EXEC
avy FERE yy—=x EEEM
12.2(53)SE2 Zoa<wry RRNEBMENE L,

BRALEDAA R34y  showlacp =2~ REANTHE, T/ T 4T RT ¥ IV TA—TOERBERENET, FFEOT v
TR ERRT HITIE, Ty N I V—7F 5% EL T showlacp 2~ FEANLET,

F X ) TNV—TEBELBROVGEE, TXTOF v 3V JA—TRERREINET,

channel-group-number 7> a V& AT 52 LT, sys-id USHADOFT R TOF—T— RTF ¥ x/L 7
N—TERETEET,

5 WOFHITCIL, show lacp counters ——# EXEC 22~ > FOHERLET, £ 2-38 12, ZOHNTE
RENDT 4=V FOBRZRLET,
Switch> show lacp counters

LACPDUs Marker Marker Response LACPDUs
Port Sent Recv Sent Recv Sent Recv Pkts Err

Channel group:1

Gi2/0/1 19 10 0 0 0 0 0

Gi2/0/2 14 6 0 0 0 0 0

#* 2-38 show lacp counters ® 7 1+ —)L FDFHEA

TJa4—ILF L]

LACPDUs Sent ¥ £ U Recv A= MZ Lo THEZEINT LACP N7 v MK

Marker Sent 3 X T8 Recv R— M & » T35 &7z LACP Marker X7 » MK
Marker Response Sent 35 £ Ut Recv | AR — I Ko THEEAF 4172 LACP Marker J&& /37 v MK
LACPDUs Pkts 3 L O Err AR—FDLACP IZ L > TREENZ, RETARIER Ny MK
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showlacp W
W OBFITIL, show lacp internal =~ > RO E/RLET,
Switch> show lacp 1 internal
Flags: S - Device is requesting Slow LACPDUs
F - Device is requesting Fast LACPDUs
A - Device is in Active mode P - Device is in Passive mode
Channel group 1
LACP port Admin Oper Port Port
Port Flags State Priority Key Key Number State
Gi2/0/1 SA bndl 32768 0x3 0x3 0x4 0x3D
Gi2/0/2 SA bndl 32768 0x3 0x3 0x5 0x3D
# 2-391C, ZTOHATERRSIND T 4=V FOHHAZRLET,
& 2-39 show lacp internal ® 7 1+ —JL FOFREA
Z4—ILF A
State FREDRN— L OIREE, RITHEMTREREZ R L E97
e —:"— MZ unknown A7 — kT,
e bndl: R— FRT 7Y F—ZZHEHRINL, MMOR—FE ANV RLINTHET,
e susp: A— FRFWINTWBIREET, 77U F—FXIZ3ERINTWEEA,

e hot-sby : R— ARy h A X 3 A DIRFETT,
e indiv: A— FZZDOfA— k& L BIINV RLTEEEA,

* indep : A— X independent A7 — F T, N FAINTWERALN, T—% 7
T4y I EGVEZLZENTEET, Z0HE, LACP IZHFMA — FTEITENT

WEH A,
e down: R—FRF T LTNET,
LACP Port Priority R—=brDTITAFVT 4 RE, HBEOH LT X TOR— IPENT L L 2REET 5720
N l\ '7:70)%”5&7%3@6%:.\ LACPIFR— K FI7A4F VT 4ITLOR—FE2RAZ A
ZLET,
Admin Key ﬁwH:%M%’uTEhf:%’?f@ﬂ%@ﬁen LACP iZHEMICEEMAOF—EE AR LET (16

), EHAOXF—I1E, F— b BLOR—F ERNTEXIEAZERELET, TOMOR—
b EHEAETDHAR— FOWEEX, A— FOWERRE (X, T—F L—FrT 2T Ly
AERE) &, BRELLEHTHIBRIC L > THB S ET,

Oper Key A— N THEH SN ETROEBIMES—, LACP IXEERICEA AR L ET (16 ),
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W show lacp

% 2-39 show lacp internal D7 1 —JL FOEHE @#E)

J4—ILE e

Port Number — N ER,

Port State R—FORELS, 1 5047 T v hNTHADOE Y hELTzra—R&h, koL 57

BWIZRn £,

(G¥)

bit0
bitl
bit2
bit3 :
bit4
bitS5
bit6 :
bit7

LACPOT7 77 4 ET 4
:LACP DX A L7 D K
|

EE

D4R
S

VAP AN

s BRI
LY A FTIEL bit7 23 MSB T bit0 /£ LSB T,

WOBITIL, show lacp neighbor =~ > FOHAERLET,

Switch> show lacp neighbor
S - Device 1is sending Slow LACPDUs F - Device is sending Fast LACPDUs
A - Device is in Active mode P - Device is in Passive mode

Flags:

Channel group 3 neighbors

Partner’s information:

Port
Gi2/0/1

Partner’

Port
Gi2/0/2

S

Partner Partner Partner
System ID Port Number Age Flags
32768,0007.eb49.5e80 0xC 19s SP

LACP Partner Partner Partner

Port Priority Oper Key Port State

32768 0x3 0x3C

information:

Partner Partner Partner
System ID Port Number Age Flags
32768,0007.eb49.5e80 0xD 15s SP

LACP Partner Partner Partner

Port Priority Oper Key Port State

32768 0x3 0x3C

W ORFITIL, show lacp sys-id =2~ > ROHTE/RLET,

Switch> show lacp sys-id
32765,0002.4b29.3a00

VAT AIDIE, VAT A TIAFV T A BIOV AT LA MAC 7 FLATHERENTWET, BHID
2R NEVAT A TITA4F VT 4, HED 631 MIZT o — S LIZEHEINTWD AT LABEE O
%> MAC 7 KL AT,
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showlacp W

EEavUFR avvk B2L
clear lacp LACP % /v 7 —TE#REBEELET,
lacp port-priority LACP R— b FIA4F VT 4 R ELET,
lacp system-priority LACP Y AT L FI7AF VT 4 BRELET,
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W show link state group

show link state group

Voo A7 — bk Z—T71F#R%EFRRT DHI21L, show link state group 55+ EXEC =~ F&HEH L &
T

show link state group [number] [detail]

XN number UEE) VoI RAF— K I —FDO&KETT,
detail (EE) SMEmREET~TE9FRELET,
FI4I F7 NV ERETH Y FHA,
avy kR E—F ¥+ EXEC
avy FERE yy—2= EEER
12.2(53)SE2 Ioa=y RRBEMmEhELE,

ERALDHA 54> Voo A7 — bk Z—TF#REFRRT DHI2IE, show link state group =~ > REFERLET, F—
V= REHEEFICZoa~vr F2ANT L T_XTOY 7 AT — b JA—TORPER SN
£, FEDI/N—TDIERERRTDHITIE, IV—TFE5E2ANLET,

TN—T OFMERE RN T 511X, detail ¥—7 — K% A1 L £ 7, show link state group detail =
~ Y ROHATIEH, VI AT —F I uXUITRARX—TNICRoTNDD, EEFT v 7 AL
V=LFERBFF ORI —A (BOIWVEIEDHE) A v F—T oA AR EINTZY 7 AT — |
IN—TREINREREINET, INV—TI) I AT = FREDBRWEE, I V=134 X —T V¥
T 42— e LTERINEREA,

15l wOHITIL, show link state group 1 =~ > FOH N ZRLET,
Switch> show link state group 1
Link State Group: 1 Status: Enabled, Down
W DBFITIL, show link state group detail =~ > FOH I ZRLET,
Switch> show link state group detail

(Up) : Interface up (Dwn) : Interface Down (Dis) :Interface disabled

Link State Group: 1 Status: Enabled, Down
Upstream Interfaces : Gil1/0/15(Dwn) Gil/0/16 (Dwn)
Downstream Interfaces : Gil/0/11(Dis) Gil1/0/12(Dis) Gil1/0/13(Dis) Gil/0/14 (Dis)

Link State Group: 2 Status: Enabled, Down
Upstream Interfaces : Gil/0/15(Dwn) Gil/0/16 (Dwn) Gil/0/17 (Dwn)
Downstream Interfaces : Gil/0/11(Dis) Gil1/0/12(Dis) Gil1/0/13(Dis) Gil/0/14 (Dis)

(Up) :Interface up (Dwn):Interface Down (Dis):Interface disabled
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show link state group W

BEa<T YR avwyk B
link state group VoI ATF—h TA—FDANE LTA v H—T = ALHRELE
7T
link state track VoI AT —hK IN—T%AF—=T M LET,
show running-config BIEREER T LET,

Catalyst 3750-X £ & U 3560-X X4 wF I?Y K Y27 LR
| oL-25313-03-J .m



¥2F Catalyst 3750-X £ & U 3560-X R4 ¥ FD Cisco l0S av v F |

M show location

show location

T RARA L houalr—a AEHREFRRT 521X, show location = —4 EXEC =~ F&aHH L F

B

show location admin-tag

show location civic-location {identifier id number | interface interface-id | static}

show location elin-location {identifier id number | interface interface-id | static}

EX i admin-tag EHY T ERIIYA MEREFERLET,
civic-location #Hiinr—a U MEREERLET,
elin-location Ban s — g fE® (ELIN) &R LET,
identifier id #Whinsr—rarEiidelinusr— a0 ID 2FELET, H/iE
Tx % ID #iPHIZ 1 ~ 4095 T7,
interface interface-id (EE) IBEESNTEA L Z—T oA AFTIFTRTOAL v X —T = A
ARt o r—va VERERRLET, AR A A —T A R
Wi, WEIR— PR EENET,
static ABF 4wy arv T 4F¥al—a U IERERFLET,
aAavU R E—F 2 —4 EXEC
avy FERE )1y—2 EEEM

HHEDHA FS51Y

]

12.2(53)SE2

Zoavwry RRBMESRELE,

TV RFRA Y boulr—ya AEHREFRT 521X, show location =~ REMFHLET,

WO TIE, £ F—T oA ADr— a3 rER~EFE TS show location civic-location =~ >

DODHNZRLET,

Switch> show location civic interface gigabitethernet2/0/1
Civic location information

Identifier

County

Street number
Building

Room

Primary road name
City

State

Country

: Santa Clara
: 3550

: 19

: C6

: Cisco Way

: San Jose

: CA

: US
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show location H

WOFITIE, TXTCOEHar— a UF#R%EFKRT 25 show location civic-location =~ > KO H T
R LET,

Switch> show location civic-location static
Civic location information

Identifier HE

County : Santa Clara
Street number : 3550

Building : 19

Room : C6

Primary road name : Cisco Way
City : San Jose
State : CA

Country : US

Ports : Gi2/0/1
Identifier H

Street number : 24568

Street number suffix : West

Landmark : Golden Gate Bridge
Primary road name : 19th Ave

City : San Francisco
Country : US

OB TIX, BAnr—y g NE#REFK T2 show location elin-location =~ > RO /12 R~ L %
7,

Switch> show location elin-location identifier 1
Elin location information

Identifier : 1

Elin : 14085553881

Ports : Gi2/0/2

WOFITIE, T _XTOREar— a UE#R%ZFKRT 5 show location elin static =~ > FOH /%2 7R
LET,

Switch> show location elin static
Elin location information
Identifier : 1

Elin : 14085553881

Ports : Gi2/0/2

Identifier : 2

Elin : 18002228999

EEa< R

avwy Rk By

location (ZFue— A arv 74Xz U RKRA U MNZe— b ab—ra UEREFRELET,
L—vav)

location (A V' F—T = R a3 A B —Tof A zalr—a VNEREBBELET,
TZ4¥al—vay)
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W show logging onboard

show logging onboard

On-board Failure Logging (OBFL; A AR — RIEEr ¥ /) Gz £ rT 5121%. show logging
onboard ## EXEC 22~ &AL £,

show logging onboard [module [switch-number]] {{clilog | environment | message | poe |
temperature | uptime | voltage} [continuous | detail | summary] [start hi:mm:ss day month
year] [end hh:mm:ss day month year]}

X DA module [switch-number]

(EE) B EL7zAA v F® OBFL &£ /Rr L £,

Catalyst 3750-X A1 v F T, A v TFHK G (RF¥ v 7 AL FH)
FIRET BTV, switch-number /X7 A — 2 R LE4, AL vF
MR RTay AL v FOHE, A4 vFHEZIT1 T, A vF
MAE Y TNIZH DG, AZ Yy TNDOAL v F A NEZITHE LT
1 ~9 2 FETEXET,

Catalyst 3560-X AA v FTiX. switch-number 737 A — X (XHFIZ 1
<7,
TDONRTA=HDFEMONTIE, Zoawr R0 ERAEOHA R
FA v BERLTIEIND,

clilog

AR RTRY AL v FERITBELIEAY v 7 A UNIZAhER
7~ OBFLCLI =2i~=> FEZFERLET,

environment

ABRTRY AL v FERITBE LAY v 7 AN BLOWE
FEINTVDTXTD FRU 7754 2D Unique Device Identifier
(UDD f#aefRrLET, ZOEHRIZIL, Product Identification
(PID; 5L 5) . Version Identification (VID), BX OV U 7 L& E
DEENET,

message

AR RTRY AL v FERITBE LAY v 7 AN TL->TA
MENTNN—FR=2TEEO AT A XA v E—V2HK R LET,

poe

AR RTRY AL v FEITBE LAY v 7 A 230 PoE R—
FOWEEHEFR R LET,

temperature

AR RTRY AL v FERITBE LAY v 7 AU AROREREFR
R~LUET,

uptime

AZ L RT By ALy FERITHBELLAZ v 7 A DR,
AZRT Y AL yFERIBZBE LAY v 7 AU AOFEH O
HH, BEIRRZ U R Ry AL v FERIBRBELLLARAZ vy I A
NOFEOHEE)) O OBMERFZZ R LET,

voltage

ARG RTRY AL v FERBEE LA vF AL w7 A RD
VAT LEEEFRLET,

continuous

EE) &7 7 ANDT =2 2R R LET,

summary

(EE) ¥~V —T7ANDT— 22T LET,

start hh:mm:ss day month
year

(FEE) FHELILHERNLDT =2 2FRKRLET, FEMICOVTIE,
MER EDOTA FTA 2] 2R LTS,

end hh:mm:ss day month year

(ER) BELHEE TCOT—¥2F£ R LET, FEMITO VLTI,
MEAHEDODHA RTA2 )] 2L TLIEIN,

detail

(EE) T — 2B IOV~ — F =2 Ol G aRRLET,

avrkE—F ¥t EXEC
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show logging onboard W

avr FEE

HEREDHA K51

]

yy—=x EEER
12.2(53)SE2 Zoawr REMShE L,

OBFL A 2 =T NVDHHE. AL v FIET X TOT—ZPEM I D8k~ 7 A VI OBFL 75— 4 %
FRERLET, WY 7 A VIR T, ER T A AB 0V siEWER b e A v FiFY v —
TrAN B4, BIET 7 AN) KT —FeFLOFET, Y~V — Ty A NEERTDE, EET 7
ANVDAR—=ANERINDDT, A v FIETHLWT —FXE2EZADET,

module switch-number /37 A —Z AT 256, ROFEEFHIE> TIEEW,
e Catalyst 3750-X AA v F T, module ¥—T— K& AL, A v TFEBEEZAN LT 5E,
OBFL 2% R—FT52% v 27 ANZBT 5 OBFL [E@AFERENET,
» Catalyst 3560-X A »F T, module ¥—7 — N& AJJL725E . switch-number OfE 1 & ANJ13
DMLENBY T,
RO TIE SN T —Z #FRT5121%, start ¥— U — K& end F—UV— F2HLE
7, start BB L WM end BZ 28T T2 & 121X, ROEBFHEITHE - T LW,
o hh:mm:ss : 24 WHIREO 2 HTOBMETREZZ AN LET, MFamr () 2FEHALTIEIND,
72& 203, 13:3245 DL O AT LET,
e day: HIZHEZ AN LET, IBETE24MIT 1 ~31 T,
e month : A% RXFFEIIT/NLFETAIILET, January £7203 august 72 £, A DL4RTEZT T
ANFBZLb. jan 713 Aug DL 5 I1CHOLTORHO 3 LFEEANTBZ L bTxET,

o year : AMIOEFTHEEZATILET (B :2008), +HETE %ML 1993 ~ 2035 T,

W DBFITIL, show logging onboard clilog continuous =~ > KOH /R L E 7,

Switch# show logging onboard clilog continuous

05/12/2006 15:33:17 show logging onboard temperature detail
05/12/2006 15:33:21 show logging onboard voltage detail
05/12/2006 15:33:32 show logging onboard poe detail
05/12/2006 16:14:09 show logging onboard temperature summary

<output truncated>

05/16/2006 13:07:53 no hw-module module logging onboard message level
05/16/2006 13:16:13 show logging onboard uptime continuous

05/16/2006 13:39:18 show logging onboard uptime summary

05/16/2006 13:45:57 show logging onboard clilog summary

K OB TIL, show logging onboard message =~ > KO &R LET,

Switch# show logging onboard message

Facility-Sev-Name | Count | Persistence Flag
MM/DD/YYYY HH:MM:SS
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W show logging onboard

WOBITIL, AA v F L TD show logging onboard poe continuous end 01:01:00 jan 2000 =~ > K
DO ERLET,

Switch# show logging onboard poe continuous end 01:01:00 1 jan 2000

Gil/0/1 1
Gil1/0/2 2
Gil/0/3 3
Gil/0/4 4

<output truncated>

Gil/0/21 21
Gil/0/22 22
Gil1/0/23 23
Gi1/0/24 24
Time Stamp | Sensor Watts
MM/DD/YYYY HH:MM:SS | Gil/0/1 Gil/0/2 Gil/0/3 Gil/0/4 Gil/0/5 Gil/0/6 Gil/0/7 Gil/0/8 Gil/0/9

Gi1/0/10 Gil/0/11 Gil/0/12 Gil/0/13 Gil/0/14 Gi1/0/15 Gil/0/16 Gil/0/17 Gil/0/18 Gil/0/19 Gil/0/20 Gil/0/21
Gil1/0/22 Gil/0/23 Gil1/0/24

03/01/1993 00:04:03 0.000 0.000 0.000 0.000 0.000 0.000 0.0 00 0.000 0.000

0.000 0.000 0.000 0.000 0.000 0.000 0. 000 0.000 0.000 0.000 0.000 0.000
0.000 0.000 0.000

03/01/1993 00:05:03 0.000 1.862 0.000 1.862 0.000 0.000 0.000 0.000 0.000 0.000
0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000
0.000 0.000

K OHITIL, show logging onboard status =~ > FOM A ZRLET,

Switch# show logging onboard status
Devices registered with infra

Slot no.: 0 Subslot no.: 0, Device obflO:
Application name clilog

Path : obflO:

CLI enable status : enabled

Platform enable status: enabled
Application name environment

Path : obflO:

CLI enable status : enabled

Platform enable status: enabled
Application name errmsg

Path : obflO:

CLI enable status : enabled

Platform enable status: enabled
Application name poe

Path : obflO:

CLI enable status : enabled

Platform enable status: enabled
Application name temperature

Path : obflO:

CLI enable status : enabled

Platform enable status: enabled
Application name uptime

Path : obflO:

CLI enable status : enabled
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Platform enable status:

Application name voltage

Path

obfl0:
CLI enable status

Platform enable status:

enabled

enabled
enabled

show logging onboard W

W& DFITiL, show logging onboard temperature continuous =~ > ROH &R LET,

Switch# show logging onboard temperature continuous

Time Stamp

MM/DD/YYYY HH:MM:SS

05/12/2006
05/12/2006
05/12/2006
05/12/2006
05/12/2006
05/12/2006
05/12/2006
05/12/2006
05/12/2006
05/13/2006
05/13/2006
05/13/2006
05/13/2006
05/13/2006
05/13/2006
05/13/2006
05/13/2006
05/13/2006

15:
16:
17:
18:
19:
20:
:29:
:29:
:29:
:29:
:29:
:27
:27
04:
:27
06:
:25
:25

21
22
23
00
01
02
03

05

07
08

33
31
31
31

31

27

27

:20
:21
:21
:21
31:
:21

21

22
22
22
22
22

:23
:23
:23
:23
:23
124
124

<output truncated>

|Sensor Temperature 0C

1

2 3 4

W OFHITIL, show logging onboard uptime summary =~ > KON ZRLET,

Switch# show logging onboard uptime summary

First customer power on
Total uptime

Total downtime

Number of resets

Number of slot changes
Current reset reason

Current reset timestamp
Current slot

Current uptime

03/01/1993 00:

0 years 0
0 years 0
2
1
0x0

03/01/1993 00:

03:50
weeks
weeks

03:28

weeks

21 hours 55 minutes
0 hours 0 minutes

0 hours 55 minutes

Reset |

Reason | Count

W OFHICIE. show logging onboard voltage summary =~ > FOH A ERLET,

Switch# show logging onboard voltage summary
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W show logging onboard

Number of sensors : 8
Sampling frequency : 60 seconds
Maximum time of storage : 3600 minutes
Sensor | ID | Maximum Voltage
12.00V 0 12.567
5.00V 1 5.198
3.30v 2 3.439
2.50v 3 2.594
1.50v 4 1.556
1.20v 5 1.239
1.00v 6 0.980
0.75v 7 0.768
Nominal Range Sensor ID
No historical data to display
BEEa<UF avvk A
clear logging onboard 7T vva ATUYNO OBFL ¥ — 4 ZHIBL £,
hw-module module [switch-number] logging OBFL %A % — 7 NI LE9,

onboard
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show logging smartiog M

show logging smartlog

Aw— bk a XU I EREERTHICIE. ¥ EXEC £ — R T show logging smartlog =1~ > K%l i
LET,

show logging smartlog [event-ids | events | statistics {interface interface-id | summary} ]

WX DA

event-ids UEE) A~— b a7 AV MO ID E4RTEF T LET, NetFlow
a7 FiE, AR NID BEEHALTEA R ME#ELET,

events UER) A~v— b AV NOFHERRLET, HED 10 0
Av—b BX 7 AU MRRRSHET,

statistics LB A~v— bk m 7HEHERER T LET,

interface interface-id BELIEA LV E—T oA ADA~Y— b a FHEHERPFERLET,

summary A~v—h B A Xy MEFHTEROY~ ) —Z2RRLET,

AR FILLE

T 7 AN EREFTDH Y EE A,

avwv kR E—F K¢ EXEC
avy FERE yy—=x EERNE
12.2(58)SE Zoawy REMESNE L,

HHEDHA FS51Y

il

DHCP AX—VE VN, #A4FIv 7 ARPA VAR v a V&R, IP VY —A H—FRIER FZ
747, ACLOFFRIETIIER SN N7 74 v I/ BNRETRa y SNz ry hORA~v— |k =7
XU T ERETEET, Xy PONKFIL, FHE L7 Cisco I0S NetFlow = L7 X 12k bnuE T,

Mt T 23, A= BXF I oTabv s ZIZELNLNT Y FOBE ML ET,

WOBITIL, show logging smartlog events =~ > KO AZRLET, HED 10 FOA~— g F
VI ARY RRERENET,

Switch #show logging smartlog events

Event: DAI Extended Event:DAI DENY INVALID PKT Interface: Gil/0/5

Input Vlan: 2 Timestamp: 05:05:51 UTC Mar 2 1993

pkt-section:
FFFFFFFFFFFF00000700010E0806000108000604000000000E000006000000000012DADA1ICCIFFFFFFFF000102
030405060708090A0BOCODOEOF101112131415

Event: DHCPSNP Extended Event:DHCPSNP DENY INVALID MSGTYPE Interface: Gil1/0/3 Input
Vlan: 2 Timestamp: 05:05:51 UTC Mar 2 1993pkt-section:
FFFFFFFFFFFF00000700010008004500016E000100008011BDB70A0571C2FFFFFFFF00440043015A06B3020106
000000007A0000800000000000000000000000

Event: ACL Extended Event:PACL PERMIT Interface: Gil/0/2 Input Vlan: 3
Timestamp: 05:05:56 UTC Mar 2 1993

pkt-section:
9CAFCAT7F3E4300000700011108004500002E0000000040060CBFAC140B70AC140A731875005000000000000000
005000000023050000000102030405

Event: IPSG Extended Event:IPSG DENY

Interface: Gil1/0/2 Input Vlan: 3 Timestamp: 05:06:37 UTC Mar 2 1993
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W show logging smartlog

pkt-section:
FFFFFFFFFFFF00000700011108004500002E0000000040FFC257AC140B66FFFFFFFF000102030405060708090A
OBOCODOEOF10111213141516171819

WOBITIL, show logging smartlog event-ids =~ > FOHAERLET,

Switch #show logging smartlog event-ids
EventID: 1 Description: DHCPSNP
Extended Events:

DHCPSNP_DENY INVALID MSGTYPE
DHCPSNP DENY INVALID PKTLEN
DHCPSNP_DENY INVALID BIND
DHCPSNP_DENY INVALID OPT
DHCPSNP_DENY OPT82 DISALLOW
DHCPSNP_DENY SRCMAC MSMTCH

EventID: 2 Description: DAI
Extended Events:

DAI DENY INVALID BIND
DAI DENY INVALID SRCMAC
DAI DENY INVALID IP

DAI DENY ACL

DAI DENY INVALID PKT
DAI DENY INVALID DSTMAC

EventID: 3 Description: IPSG
Extended Events:

ID | Description
1 | IPSG_DENY
EventID: 4 Description: ACL

Extended Events:

ID | Description
1 | PACL_ PERMIT
| PACL_DENY

WOFHITIL, show logging smartlog summary =~ > KO ZRLET,

Switch# show logging smartlog statistics summary

Total number of logged packets: 0
Total number of DHCP Snooping logged packets: 0
DHCPSNP PERMIT: 0
DHCPSNP DENY INVALID MSGTYPE: O
DHCPSNP DENY INVALID PKTLEN: 0
DHCPSNP_DENY INVALID BINDING: O

Total number of Dynamic ARP Inspection logged packets: 0
DAI PERMIT: 0
DAI DENY INVALID BIND: 0
DAI DENY INVALID SRCMAC: 0
DAI DENY INVALID IP: O

Total number of IP Source Guard logged packets: 0
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show logging smartiog M

IPSG DENY: 0
Total number of ACL logged packets: 0
PACL PERMIT: 0

PACL DENY: O

W DBFITIL, show logging smartlog statistics interface =~ > FOH N Z R L E T,

Switch# show logging smartlog statistics interface gigabitethernet 0/1
Total number of DHCP Snooping logged packets: 0
DHCPSNP_DENY INVALID MSGTYPE: O
DHCPSNP_DENY_ INVALID PKTLEN: 0
DHCPSNP DENY INVALID BIND: O
DHCPSNP_DENY INVALID OPT: 0
DHCPSNP_DENY_ OPT82 DISALLOW: 0
DHCPSNP DENY SRCMAC MSMTCH: 0
Total number of Dynamic ARP Inspection logged packets: 0
DAI DENY INVALID BIND: 0
DAI DENY INVALID SRCMAC: 0
DAI DENY INVALID IP: 0
DAI DENY ACL: 0
DAI DENY INVALID PKT: 0
DAI DENY INVALID DSTMAC: 0
Total number of IP Source Guard logged packets: 793
IPSG DENY: 793
Total number of ACL logged packets: 10135
PACL_PERMIT: 10135
PACL DENY: O

BlEaTUF = E L

ip arp inspection smartlog HAFIv 7 ARPA L ART v arTRuy XSy
fOR~—h BX T2 X —T M LET,

ip dhep snooping IPDHCP AX—t v/ ThRuy &N/ 7 v hDA~—k
n¥ T EA XTI LET,

ip verify source smartlog IPV—AHF—FRTRuy7&nz7y hOA~w—h ax
ThEARX—=TNMIZLET,

logging smartlog ZAv—bh BX TR0 =LA F—T M LET,

Catalyst 3750-X £ & U 3560-X X4 wF I?Y K Y27 LR
| oL-25313-03-J .m



¥2F Catalyst 3750-X £ & U 3560-X R4 ¥ FD Cisco l0S av v F |

M show mac access-group

show mac access-group

FEDA =7 A AETFAL v FITRESNTND MAC 727 A a2 hr—/L U2k (ACL)
% F®rT %5 I21E, show mac access-group == —# EXEC 2~ R&EHHALET,

show mac access-group [interface interface-id]

WX DA

interface interface-id (EE) BEDA v H—T =2 ATHREEINT- MAC ACL #FE L E7,
BNl A v B —T = f ZFHHEA—FER—F F¥rrL T, F—F Fv
FVEIPHIL 1 ~48 T (FibE EXEC £ — ROBEA T FTEE),

avwv kR E—F

o —# EXEC

avy FEE

)= EEER

12.2(53)SE2 Zoavwy RPBEMEShE L,

]

WoOHICIL, show mac-access group = —% EXEC =~ FOHNZRLET, ZOHITIE, KA—
2z, @HENS MAC 727 EA UADNmacl el 3V £3, MACACL iFfhdA 2 —T7 = A R
A S EE A,

Switch> show mac access-group
Interface GigabitEthernetl/0/1:
Inbound access-list is not set
Interface GigabitEthernetl/0/2:
Inbound access-list is macl el
Interface GigabitEthernetl1/0/3:
Inbound access-1list is not set
Interface GigabitEthernetl/0/4:
Inbound access-1list is not set

<output truncated>

K DOFITIL, show mac access-group interface gigabitethernet1/0/1 =~ FOM A ERLE T,

Switch# show mac access-group interface gigabitethernetl/0/1
Interface GigabitEthernetl/0/1:
Inbound access-list is macl el

pggEa<w R

avwyvk L]

mac access-group AVH =Tz A AIMACT 7 8A TNV —7%EHALET,
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show mac address-table

show mac address-table

BEDMACT KL A T—=TNVDEALFI v I | AZT 47 =) £ EDA X —T oA
ARLVLAN EOMAC 7 RVA T—TNDEAFI v T | AZT 47 =2 b 2RRTDHITIE,
show mac address-table = —% EXEC =~ F&MHL 7,

show mac address-table

X DA Zoavy R, 5IBERITF—T—RIEIH Y FH A,
avy kK E—F o —# EXEC
avy FERE yy—=x EEHEEM
12.2(53)SE2 COavy FABMSIE L,
Bl WOFI T, show mac address-table =~ > KO &2 RLET,

Switch> show mac address-table
Mac Address Table

Vlan Mac Address Type Ports
All 0000.0000.0001 STATIC CPU
All 0000.0000.0002 STATIC CPU
All 0000.0000.0003 STATIC CPU
All 0000.0000.0009 STATIC CPU
All 0000.0000.0012 STATIC CPU
All 0180.c200.000b STATIC CPU
All 0180.c200.000c STATIC CPU
All 0180.c200.000d STATIC CPU
All 0180.c200.000e STATIC CPU
All 0180.c200.000f STATIC CPU
All 0180.c200.0010 STATIC CPU

1 0030.9441.6327 DYNAMIC Gi6/0/4

Total Mac Addresses for this criterion: 12

BEa<>F avy kR SR
clear mac address-table dynamic MAC T RL A T—TNnb, BBEODEA T IV TRV
A BEDA L H—T 2 A A LOTRTOEAFIv I TFK
VA, £ ED VLAN EO4+T_RTOEAFIv 7 TR

VAZHIRL £,

show mac address-table aging-time -+ ~T» VLAN £/~ 3TN/~ VLAN O=—2 0 7 Z 4
LEFRLET,

show mac address-table count F T VLAN £7-1345E Sh7- VLAN TFEEL TV BT

KL 2x#grERRLET,

show mac address-table dynamic EAFIv I MACT RL A T—7)L 2 M) FIFEFRRL
=

show mac address-table interface BEINTIA LV Z—T 242D MAC 7 RL A2 T—7 L&
ERRALET,
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W show mac address-table

avwyk EL

show mac address-table notification 4+ _XToH AL Z—T 2/ RAFHITEEINTZA X —T oA
Z212xt4 % MAC 7 KL ABAREESZETLET,

show mac address-table static 28T 4 v MACT RLA T—7 L 2 MR EFERL
i‘j—o

show mac address-table vlan BEENZ VLAN O MAC 7 RL A T—7 L FHREFR R L
i‘j—o
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show mac address-table address W

show mac address-table address

FBELEZMACT RLZ2D MAC 7 RL A2 F—7 LA Fd 5121, show mac address-table
address =—¥ EXEC =~ > FZ&MH L E7,

show mac address-table address mac-address [interface interface-id] [vlan vian-id]

X DEREA mac-address 48y FOMAC T FLAERELET, A% KL HHH T7,
interface interface-id ~ (fLE) ¥EDA X —T oA ADEREFRLET, AIRA 4 —T =
A4 AZiF, AR —FER—F Fr xR EGENET,
vlan vian-id (EE) $5ED VLAN 2o M) 2F R LET, FEETE 240 1
~ 4094 T,

o—# EXEC

™.

H
I

™.

avy

avy FERE yy—2 EEEM
12.2(53)SE2 Zoavwy RPBEMEShE L,

i woOFITiL. show mac address-table address =~ > FOH /&R~ L £,

Switch# show mac address-table address 0002.4b28.c482
Mac Address Table

Vlan Mac Address Type Ports

All 0002.4b28.c482 STATIC CPU
Total Mac Addresses for this criterion: 1

BEaT YUK avwvFk L]

show mac address-table aging-time §-<C» VLAN 7238 E S N7 VLAN D=— v 7 X A
LERRFLET,

show mac address-table count F_XTO VLAN F73EEE N7 VLAN THIELTWSL T
FL2ABERRLET,

show mac address-table dynamic AALFIv 7 MACT RLA T—7 L o MU EITEFRRL
Ec

show mac address-table interface BESNFEA v Z2—7 =24 2D MAC 7 RL A T—7 LIEH
EERALET,

show mac address-table notification 4+ X CTHOA( L ¥ —T A XA FIFEEINTA L F—T = A
A2k MAC 7 RV ABAREZ R R LET,

show mac address-table static 22T 47 MACT RLA T—T7 )L = M) EITEFLRL
e N

show mac address-table vlan BE SN VLAN ® MAC 7 RL A T—7 U EREF R L
7,
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Bl show mac address-table aging-time

show mac address-table aging-time

BEDT RLVAT—TN A VALV ADT—Y T X4 A EINT VLAN EEIIHBER 20
BEETRTO VLAN EOTRTOT RLARA T—T NV A VAL VAP =V T BA DERRT D
21X, show mac address-table aging-time = —% EXEC =2~> F&fH L £7,

show mac address-table aging-time [vlan vian-id]

WX DA vlan vian-id (L) ¥ED VLAN O=— v 7 S 4 MEBREFR LET, BETES
HPHIL 1 ~ 4094 T,

a<>F E—F = —4 EXEC
avy FERE yy—=x EEER
12.2(53)SE2 Zoawr REMESRE L,

FREDHS ES1Y VLAN HBERIEEINR VRS, TXTO VLAN ICHT A —U 0 7 XL ARERINET,

1 WoOHICIL, show mac address-table aging-time =~ > FOH %R LE T,

Switch> show mac address-table aging-time
Vlan Aging Time

1 300

WK DFITiL, show mac address-table aging-time vlan 10 =~ > FOH 2R L E T,

Switch> show mac address-table aging-time vlan 10

Vlan Aging Time
10 300
BEEav Uk avwyk B
mac address-table aging-time FAFIvr o FUNERERZFESFSNEZE, MACT R

VA T—T7 VNI SN AMEZHRELET,
show mac address-table address BESNIEZMACT FLAD MAC 7 RL A T—7 LV ERA2FHR

~LET,

show mac address-table count FRTO VLAN F721345E Sz VLAN THEL TS T K
LVAFERRTLET,

show mac address-table dynamic %1 7+3Iv 27 MACT RL A FT—7 )L = N FIT2FERLE
R

show mac address-table interface J5Esh/i-/ % —7 x4 2D MAC 7 KL A T—7 LIE#RE
RBRLET,

show mac address-table FTRTDA B —T oA ZAFTIFBESNTA L X —T =4 R

notification 1295 MAC 7 RUATBHMBREEZRRTLET,
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show mac address-table aging-time W

avyk EL

show mac address-table static 2B2F 47 MACT7 RLA FT—7 L 2 NPT ERRFLE
7

show mac address-table vlan BESNZ VLAN O MAC 7 RFL A T—7 U EREZFE R LE
7
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Bl show mac address-table count

show mac address-table count

F_TPHD VLAN F7213HEE SN VLAN IZHFEETHT KL A EFERT 5121, show mac
address-table count = —% EXEC =~ R&ZfH L £,

show mac address-table count [vlan vian-id]

XD vlan vian-id (EE) BED VLAN OF7 FLAEEF R LET, FEETE 28T 1 ~ 4094 T
‘j_l)
avwv kR E—F o —+4 EXEC
av Yy FERE yy—=x EEEM
12.2(53)SE2 ZToavy RABMENE LT,

FREDHS ES1Y VLAN HBERIEEINR VRS, TXTO VLANICHT A7 RL R oy hRERINET,

{1 OB TiL, show mac address-table count =~ > NOH N Z R LET,

Switch# show mac address-table count

Mac Entries for Vlan : 1

Dynamic Address Count : 2

Static Address Count : 0

Total Mac Addresses H

EaT VR avwyk B L

show mac address-table address HESNE-MACT7 RLZ20DO MAC 7 RL A2 T—7 LR %
ERLET,

show mac address-table aging-time -+ ~To» VLAN £7-13fE3Nn7- VLAN D= — 7 X A
LERRLET,

show mac address-table dynamic A FIv 7 MACT RLARFT—7 )L NI FITEFERL
£7,

show mac address-table interface I5EshimA % —7 A4 AD MAC T RL A T—7LIEHR
ERIALET,

show mac address-table TRTCOA LV F—T = AEIFBEINTZA v F—T A

notification KT MAC 7 R RABHREZ RS LET,

show mac address-table static 22T 47 MACT RL A T—7 )L o NPT EFRRL
7,

show mac address-table vlan fRE SN VLAN ® MAC 7 RL A T—7 UG F R L%
R
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show mac address-table dynamic

show mac address-table dynamic

A FI v 77 MAC T RL A T—7)L = b EF&2FRT 5HIZiE. show mac address-table
dynamic == — % EXEC a2~ > FEHEH LT,

show mac address-table dynamic [address mac-address] [interface interface-id] [vlan vian-id]

XX DA address mac-address ~ ({£EE) 48 £y FO MAC 7 FL 2&HELET, AR 7+r—~ v MI
HHH T% (4% EXEC £— FOBEE TR FEE),
interface interface-id ~ ({LE) WAEITHIA LV A —T = A ZAEHELET, A7 —7=7
NI, WER—F ER— b FYRAREGENET,
vlan vian-id (fEE) $5ED VLAN o> ) 2FRLET, fRETE 40T 1 ~
4094 T3,

o—# EXEC

™.

H
I

™.

avy

avy FERE yy—2 EEEM
12.2(53)SE2 Zoavwy RPBEMEShE L,

£l W OFITiL, show mac address-table dynamic =~ > FOH N ZR L ET,

Switch> show mac address-table dynamic
Mac Address Table

Vlan Mac Address Type Ports

1 0030.b635.7862 DYNAMIC Gi6/0/2
1 00b0.6496.2741 DYNAMIC Gi6/0/2
Total Mac Addresses for this criterion: 2

BEa<wY R avwyk HL]

clear mac address-table dynamic MAC 7 RV A T—=TNA0nb, BEODXAFTIv T T KL
A, BEDA L H =T 2 A A LEOTRTOEAFI VT TR
VA, F7203 8 ED VLAN EOIT_RTOXAFIv 7 TR
VAZHIBRLET,

show mac address-table address BEINTZMAC T FLAD MAC 7 RL A T—7 VE#R%
FKrLET,

show mac address-table aging-time 4 ~T» VLAN £/ 3 EENn7= VLAN O=—V 7 Z 4
L RFLUET,

show mac address-table count F_XTO VLAN F73EEE N7 VLAN THIELTWEH T
FL2ABERRLET,

show mac address-table interface BESNIZA L F—T 2 AD MAC 7 KLU RA T —T7 LAE#H
ERRALET,

Catalyst 3750-X £ & U 3560-X X4 wF I?Y K Y27 LR
| oL-25313-03-J .m



¥2F Catalyst 3750-X £ & U 3560-X R4 ¥ FD Cisco l0S av v F |

B show mac address-table dynamic

avwyFk B

show mac address-table static 28T 4w MACT RLA T—7 )L = M) EIFaERL
7,

show mac address-table vlan fRE S’z VLAN © MAC 7 RL A T—7 UIE#RE R R L
e
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show mac address-table interface Wl

show mac address-table interface

EEINT- VLAN OREINTA L Z—T 24 AD MAC 7 RL A T—7 )V EREZR AT DI,
show mac address-table interface = —% EXEC =2~ > K& L F 7,

show mac address-table interface interface-id [vlan vian-id|

XX DA interface-id BB A =Tz A AL TERELET, HhA ¥ —T7 A AT
X, AR —FER—F FrR2ANEENET,
vlan vian-id EE) FED VLAN O M 2R R LET, IBETEAHMIL 1 ~
4094 T,
avy Kk E—F 2 —4 EXEC
avy FEE Jyy—=x ETEEM
12.2(53)SE2 Zoavwy RPMEMEShE L,
i WDOHTIiL, show mac address-table interface =~ FOHFTE2R L E 4,

Switch> show mac address-table interface gigabitethernet6/0/2
Mac Address Table

Vlan Mac Address Type Ports

1 0030.b635.7862 DYNAMIC Gi6/0/2
1 00b0.6496.2741 DYNAMIC Gi6/0/2
Total Mac Addresses for this criterion: 2

BEa<o R avwyk H LT

show mac address-table address eSS/ MACT7 RFL2D MAC 7 RL 2 5—7 LiEH
BRRILET,

show mac address-table aging-time T_TO VLAN 7138 &n7~ VLAN h=—y 7 X
A LEBRRLET,

show mac address-table count T RTD VLAN E72I13HEE S 4172 VLAN THIEL TWD
TR AEERRFLET,

show mac address-table dynamic A FIv 27 MACT RLAR FT—7)L = M) FiIFEFER
LET,

show mac address-table notification F<XToOAf  ¥—T A RAFFIFEEINTEA ¥ —T =
A RZxTH MAC 7 RLRABMBREEZR R LET,

show mac address-table static 28T 4 v MACT RLVA F—7 = M) EZEFRR
LET,

show mac address-table vlan FBESNT7Z VLANOMACT RL A T—7LEREFRL
\i \j‘o
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M show mac address-table learning

show mac address-table learning

T_TO VLAN £721348E L7 VLAN O MAC 7 RV A T —=V T DORT— X AR RT HITIE,
show mac address-table learning = —# EXEC =~ RZ{HH L £7,

show mac address-table learning [vlan vian-id]

XD vlan vian-id (FEE) HED VLAN OERAF R LET, fEETX &ML 1 ~ 4094 T
‘a—c
avwv kR E—F o —+4 EXEC
av Yy FERE yy—=x EEEM
12.2(53)SE2 ZToavy RABMENE LT,

BALDAS FSM4Y  FESHZ VLAN £ .20 VLAN TMAC 7 KL A T ==V 7 WA F—=TNINT 4 B —T Ak R
T A2, ¥F—VU— FEHEE L7\ T show mac address-table learning =~ > F&Z#EH L9, 7
T MiE, TTHO VLAN TMAC 7 RV R T == 7 NA 2 =7 L TY, il % O VLAN O34 X
T H AERFTHIIE, FED VLANID #HELTCZoa~vy REALET,

A WOFITIE, MACT7T RL A 7—=78 VLAN 200 TT 4 E—7 /LI >TW\5H Z & %7577 show
mac address-table learning = —% EXEC =2~ > FOHAERLET,

Switch> show mac address-table learning

VLAN Learning Status
1 yes
100 yes
200 no
BEEa<T R avwy kR L]
mac address-table learning vlan VLAN ® MAC 7 RV A F—= %A FX—TVEHITT 4

t—7 iz LET,

Catalyst 3750-X &£ & U 3560-X R4 wF ATV K Y27 LR
m. 0OL-25313-03-J |



| 2%

Catalyst 3750-X & & Uf 3560-X XA v F® CiscolIOS a<T > F

show mac address-table move update W

show mac address-table move update

WX DA

avwv kR E—F

AL v FDOMAC T KL A T—T7 VBT HEHOEREFK T 5121, show mac address-table move
update =—% EXEC a2~ > FEHEHALE T,

show mac address-table move update

Zoavwy R, IEELITF—U—FEH D A,

o —#% EXEC

]

)= EEER

12.2(53)SE2 Zoavwy RPMEMEShE L,

W DFITIL, show mac address-table move update =~ > FOH I Z R LET,

Switch> show mac address-table move update

Switch-ID : 010b.4630.1780
Dst mac-address :
Vlans/Macs supported :

0180.c200.0010
1023/8320

Default/Current settings: Rcv Off/On, Xmt Off/On

Max packets per min : Rcv 40,
Rcv packet count : 10

Rcv conforming packet count :
Rcv invalid packet count : 0O
Rcv packet count this min : 0O
Rcv threshold exceed count : 0
Rcv last sequence# this min :
Rcv last interface : Po2
Rcv last src-mac-address :
Rcv last switch-ID :
Xmt packet count : O
Xmt packet count this min : O
Xmt threshold exceed count : 0
Xmt pak buf unavail cnt : O
Xmt last interface : None
switch#

Xmt 60

0003.fd6a.8701
0303.£d63.7600

o< R avwy kR

e

clear mac address-table move
update

MACT7 RV A T—TNUBITHEHAID 2% 7 )T LET,

mac address-table move update
{receive | transmit}

AL v F EOMACT RVA T—TNABITREGHZRELE
B
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Bl show mac address-table notification

show mac address-table notification

s

TRCDOAS LV H =T 2 A AFEFIBESNTZA VX —T 24 AD MAC 7 KL ZBMFHRTEEFRT HI

IZ. show mac address-table notification == —% EXEC =~ K& H L £,

show mac address-table notification {change [interface [interface-id] | mac-move | threshold}

WX DA

change MAC ZHIBMERE ST XA — 2 B L OB — T 2 EK R LET,

([LE) TR_RTOA v H—T = A ADWERER R LET, HRA 25—
T oA AT, WER— R L=k Fr RABGERET,

interface

ER) HBEEShEA v 2 —T oA ADERERRFLET, Ao A 2 —
TxA AT MR- FER—F FYRADEENET,

interface-id

mac-move MAC 7 L ABENEM D AT — X ZA &2 FK - LET,

threshold MAC 7 KL A F—T AL LXVWVMEE=FX Y VT ORATF—Z A% FE R LET,
avY K E—F o—4 EXEC
avy FEE Jyy—=x EEER

HERHEDHA K51

3l

12.2(53)SE2 Toawr REMSE L,

¥ —U— R&EE L7221 T show mac address-table notification change =~ > R&ZEH T2 &,
MAC 7 F L AZEF @A A K —T VT 4 £ —T 0 h MAC @A, JBIET —7 L Ok KET
BHrr b BIOBRET -7 VONEERRLET,

TRTCOA L H—T oA ADBEMERRFT HIZ1E, interface ¥— VU — R&EMHEH LET, interface-id ¥
GENDHE, TOA LV E—T 2 A ADT T T BERINET,

W OFICIL, show mac address-table notification change =~ > KO Z R LET,

Switch> show mac address-table notification change

MAC Notification Feature is Enabled on the switch

Interval between Notification Traps : 60 secs

Number of MAC Addresses Added : 4

Number of MAC Addresses Removed : 4

Number of Notifications sent to NMS : 3

Maximum Number of entries configured in History Table : 100

Current History Table Length : 3

MAC Notification Traps are Enabled

History Table contents

History Index 0, Entry Timestamp 1032254, Despatch Timestamp 1032254
MAC Changed Message :
Operation: Added Vlan: 2 MAC Addr: 0000.0000.0001 Module: O Port: 1
History Index 1, Entry Timestamp 1038254, Despatch Timestamp 1038254

MAC Changed Message :

Operation: Added Vlan: 2 MAC Addr: 0000.0000.0000 Module: 0 Port: 1
Operation: Added Vlan: 2 MAC Addr: 0000.0000.0002 Module: O Port: 1
Operation: Added Vlan: 2 MAC Addr: 0000.0000.0003 Module: O Port: 1
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show mac address-table notification M

History Index 2, Entry Timestamp 1074254, Despatch Timestamp 1074254

MAC Changed Message :

Operation: Deleted Vlan:
Operation: Deleted Vlan:
Operation: Deleted Vlan:
Operation: Deleted Vlan:

NN N

MAC Addr: 0000.0000.0000 Module: 0 Port: 1
MAC Addr: 0000.0000.0001 Module: 0 Port: 1
MAC Addr: 0000.0000.0002 Module: 0 Port: 1
MAC Addr: 0000.0000.0003 Module: 0 Port: 1

EEa< R

avwy kR

T

clear mac address-table notification MAC 7 FL 2@ e — )L hoo 2527 U7 LET,

show mac address-table address

MAC 7 RV AZEE B#), E72E7 FL A F—=7 L L&
5> MAC 7 R L A@FfaE L A r—7 VI LET,

show mac address-table aging-time 3<C» VLAN 723 ES N7 VLAN 02—V 7 ¥ 4

LEFRALET,

show mac address-table count

9 _TO VLAN 7213 8E &7 VLAN THELTWAT
R 2¥ERRLET,

show mac address-table dynamic

FA4FIv I MACT FLA F—7 L =2 ) aERL
ij—O

show mac address-table interface

BESNEA LV EZ—T A ZAD MAC 7 RL % F—7 LI5#R
ERRALET,

show mac address-table static

AET 4 v MACT RLA =T v h)EFEFRL
E3pe

show mac address-table vlan

BESN7 VLAN ® MAC 7 RL A F—7 VI E R R L
=7,
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Bl show mac address-table static

show mac address-table static

AET 47 MACT KL A T—7 )L = v 212 R3 51214, show mac address-table static
2 —H EXEC o~ FEEH L ET,

show mac address-table static [address mac-address] [interface interface-id] [vlan vian-id]

X DEREA address mac-address (EE) 48ty FOMAC T RLAEZIRELET, A7 +—~ v M
HHH T% (4% EXEC £— ROBEEZTFIHATEE) .

interface interface-id EE) BAEITIA L Z—T oA R BBELETY, A ro 84—
7 X%, WEAR—FER—F FrRxANEENET,

vlan vian-id (LE) #ED VLAN OT7 FLAZFR LET, ETE 28T ~
4094 <9,
avwv kK E—F o.— EXEC
avy FERE yy—= EEHEM
12.2(53)SE2 Zoavry RRBMRMENE LR,
{1 OB TIL, show mac address-table static =~ > FOHHE2RLET,
Switch> show mac address-table static
Mac Address Table
Vlan Mac Address Type Ports
All 0100.0ccc.cccc  STATIC CPU
All 0180.c200.0000 STATIC CPU
All 0100.0ccc.cccd STATIC CPU
All 0180.c200.0001 STATIC CPU
All 0180.c200.0004 STATIC CPU
All 0180.c200.0005 STATIC CPU
4 0001.0002.0004 STATIC Drop
6 0001.0002.0007 STATIC Drop
Total Mac Addresses for this criterion: 8
BEa<w R avwyk B L
mac address-table static MACT7 FL A T—TWIAEZT v 7T RLAZBEML
i‘é—o
mac address-table static drop =% %Y A FNMACT RLVRA T4 NEY T F—T )L

WL, FFEDEE L EITMHE MAC 7 RL AR>S KT
T4l Ry T TH5LCAL v TFERELET,

show mac address-table address BEEINTZ MAC 7 FL 2D MAC 7 KL X F—7 )L{E#H
ERRFLET,

show mac address-table aging-time F_XTOH VLAN F738E S VLAN O=—2 v 7 #
A L%HFRLET,
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show mac address-table static

avwyFk H LT

show mac address-table count F_T?® VLAN F723FEE€ Sz VLAN TEEL TWD
T RV A ERRTLET,

show mac address-table dynamic BAFIv 7 MACT RFLVAR T—7)V = b 2R
LET,

show mac address-table interface BESNIA LV EZ—T 242D MAC 7 RL A T—7 L1
WmERRLET,

show mac address-table notification T _XTHOA L X —T A AFHITEESINTA X —T =
A 21259 A MAC 7 RL R @MBEEZFRELET,

show mac address-table vlan BEINZVLAN ODMAC T RL A T—7 U ERAEFERL
e

Catalyst 3750-X £ & U 3560-X X4 wF I?Y K Y27 LR
| oL-25313-03-J .m



¥2F Catalyst 3750-X £ & U 3560-X R4 ¥ FD Cisco l0S av v F |

W show mac address-table vian

show mac address-table vilan

BE Sz VLAN ©® MAC 7 RV A T—7 WA FK /R T 5I121%, show mac address-table vlan
o—H EXEC 22<w v REHEHA LET,

show mac address-table vlan vian-id

X DEREA vian-id (L&) FED VLAN O7 FL2A&FoR LET, HHETE 20T 1 ~ 4094 T,
avv K E—F o —#% EXEC
avy FEE yy—=x EHEEH
12.2(53)SE2 Zoawy RRBMEhE L,
i WOHITIE, show mac address-table vian 1 =~ > RO E2/R LT,

Switch> show mac address-table vlan 1
Mac Address Table

Vlan Mac Address Type Ports
1 0100.0ccc.cccc  STATIC CPU
1 0180.c200.0000 STATIC CPU
1 0100.0ccc.cccd STATIC CPU
1 0180.c200.0001 STATIC CPU
1 0180.c200.0002 STATIC CPU
1 0180.c200.0003 STATIC CPU
1 0180.c200.0005 STATIC CPU
1 0180.c200.0006 STATIC CPU

1 0180.c200.0007 STATIC CPU
Total Mac Addresses for this criterion: 9

BREav VR avw vk E LT

show mac address-table address BEEINTZ MAC 7 FL2D MAC 7 KL X F—7 )L{E#H
EERRILET,

show mac address-table aging-time F_XTOH VLAN 738 E SN VLAN O=—2 v 7 #
A LERRLET,

show mac address-table count F_T?® VLAN F723FEE€ 3= VLAN TEEL TWD
T RV AEERRTLET,

show mac address-table dynamic AALFIv 7 MACT RL A T—7 L = MY IZF&2ER
LET,

show mac address-table interface BEINnNEA v Z—T7xA4AD MAC 7 KL A T—T7 L&
WERTLET,

show mac address-table notification T _XTHOA L X —T A AFRITEEINTA X —T =
A 2% 9 A MAC 7 RL A @BMBEEZFRAELET,

show mac address-table static 22T 47 MACT7 RLA T—7) = M) P H2FR
LET,
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show macsec W

show macsec

802.1ae Media Access Control Security (MACsec) 1 # %R 7~7 2121, show macsec £t EXEC =
vV REMHLET,

show macsec {interface interface-id | summary}

B interface interface-id ~ MACsec f > % —7 = A ADFMEFRRLET,
summary MACsec ¥~V —{E@®EER R LET,
avy kR E—F H#e EXEC
avy RERE Jy—=x EENE
12.2(53)SE2 Zoavy RpEMESRE L,
] IWOFITIX A H—T = A AHEM E 72 MACsec & v 3 g U372 W45 @ show macsec interface

avr RO h%Er~rLET,

Switch# show macsec interface gigabitethernet 1/0/1
MACsec is enabled
Replay protect : enabled
Replay window : O
Include SCI : yes
Cipher : GCM-AES-128
Confidentiality Offset : O
Capabilities
Max.Rx SA : 16
Max.Tx SA : 16
Validate Frames : strict
PN threshold notification support : Yes
Ciphers supported : GCM-AES-128
No Transmit Secure Channels
No Receive Secure Channels

OB TIX, v a PSS I7-% D show macsec interface =~ > KOHHZRLET,

Switch# show macsec interface gigabitethernet 1/0/1
MACsec is enabled
Replay protect : enabled
Replay window : O
Include SCI : yes
Cipher : GCM-AES-128
Confidentiality Offset : O
Capabilities
Max.Rx SA : 16
Max.Tx SA : 16
Validate Frames : strict
PN threshold notification support : Yes
Ciphers supported : GCM-AES-128
Transmit Secure Channels
SCI : 0022BDCF9A010002
Elapsed time : 00:00:00
Current AN: 0 Previous AN: -1
SC Statistics
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W show macsec

Auth-only (0 / 0)
Encrypt (1910 / 0)
Receive Secure Channels
SCI : 001B2140EC4C0000
Elapsed time : 00:00:00

Current AN: 0 Previous AN: -1

SC Statistics

Notvalid pkts 0 Invalid pkts 0
Valid pkts 1 Late pkts 0
Uncheck pkts 0 Delay pkts 0

Port Statistics
Ingress untag pkts 0
Ingress badtag pkts 0
Ingress noSCI pkts 0
Notusing pkts 0
Ingress miss pkts 1492

Ingress notag pkts 1583

Ingress unknownSCI pkts 0

Unused pkts 0
Decrypt bytes 80914

WOFITIX, TXTOMENL I MACsee £ v ¥ a3 2% T 5 show macsec summary =2~ 2 RO

HhzrLET,
Switch# show macsec summary

Interface

GigabitEthernetl1/0/18
GigabitEthernetl1/0/20
GigabitEthernetl/0/21
GigabitEthernetl/0/22
GigabitEthernet4/0/19
GigabitEthernet4/0/20
GigabitEthernet4/0/22

Transmit SC Receive SC

0

o O O

0

O O O

o< R avwy kR

g&

B

macsec

A B —7 x4 AT 802.1ae MACsec &1 % —7 MIZLET,
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show mka default-policy W

show mka default-policy

MACsec Key Agreement (MKA) 7' & h 2L 77 4L h R U—DIF#HRERKRT 5121, show mka
default-policy 54 EXEC =~ > REHEHA L T,

show mka default-policy [sessions] [detail]

X DA sessions (EE) 740 RY—REHENTZ, 77T 47 MKA By a v
O~V —mFKRrLET,
detail EE) 740 b R —DFMARREFRBLOT 740 b RY v—

BDEHINIEA V=T oA AL BRI LET, 20, 77415 RV
VeNERAENTETRTOT VT 4 77 MKA v Y3 VICEET AR
AT — X AEREFR R LET,

ATV R E—F FrHE EXEC
av Yy FERE Jy—= EFERRE
12.2(53)SE2 Zoavwy RPMEMEShE L,
il W OB TlE, show mka default-policy =~ > KO A 2R L ET,

Switch# show mka default-policy

MKA Policy Summary...

Policy KS Delay Replay Window Conf Interfaces
Name Priority Protect Protect Size Offset Applied
*DEFAULT POLICY* O NO YES 0 0 Gil/0/3 Gil/0/4

/~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k************************************************************/

W OB TIL, show mka default-policy detail =~ > KO SiFIE R LET,
Switch# show mka default-policy detail

MKA Policy Configuration ("*DEFAULT POLICY*")

MKA Policy Name........ *DEFAULT POLICY*
Key Server Priority....0

Delay Protection....... NO

Replay Protection...... YES

Replay Window Size..... 0

Confidentiality Offset.0

Applied Interfaces...
GigabitEthernetl/0/5

W& DOFITIiL, show mka default-policy sessions =~ > KOH B Z R L ET,
Switch# show mka default-policy sessions

Summary of All Active MKA Sessions with MKA Policy "*DEFAULT POLICY*"...

Interface Peer-RxSCI Policy-Name Audit-Session-ID
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W show mka default-policy

Port-ID Local-TxSCI Key-Svr Status CKN

% 2-40 show mka default-policy sessions OHHHh7 1 —JL F

J4—ILF B

Interface MKA vy a BT 7T 47 THLIMEA LV F—T = 2D N4,
Port-ID Local-TxSCI CHEH B 4H— bk 1D,

Peer-RxSCI ETYD16Ey hAR—FID LHFELIZ. ETDAN L F—T A ZADMAC T R

LA,

Local-TxSCI

16 £y b R—FID LEfE Lz, WA 2 —7 =A 2D MAC 7 FL %,

Policy-Name

Ty v a VRMGRHCOIIBROEM OB EIHE N S DR Y > —04l,

Key Svr Status

F— H—NFI, MKA By v a rRdF— —_ThbhiX 1Y) &, TSSO
BEE IND OfEzRbET,

Audit-Session-ID

TviarID,

CKN Connectivity Association Key (CAK) D4 i,
EEaTUF avwv kR BidA
mka default-policy MKA 7B ha)V F7 40 R —% A F—T x4 AZHAL
i j—o
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show mka policy

TRTCOEFZ I MACsec Key Agreement (MKA) 7’1 ha)L KU v—oH~U— (MKA 77+
VARV —EEL) ERATDH, FREFEEINZAY —%FRT 5I21E. show mka policy FF
#E EXEC 2~ REMHEHALET,

show mka policy W

show mka policy [policy-name [sessions] [detail]]

BX DA policy-name (EE) RV v—4ui2 AN LET,
detail (E8) fRE ST MKA KU v — 02 &l ® (ZoR Y v —nish
SINT-MHEA U H—T oA ADLRIEEL) 2FERLET, ZOHNIE.
BREF T arDF 74V Mazx R LET,
session ¥ — U — RORICATISNTHE. HESNTERY U —£4 &R,
TRTCOT VT 477 MKA &> a AT B3 AT — % AR %
FRLET,
sessions (3 BEISNERY L —L 5>, §XTOT 75 0772 MKA &~
varotrvwl—ERRLET,
avy Kk E—F ¥4 EXEC
avy FERE Jyy—=x EERNE

12.2(53)SE2

Zoawry RpBIMEnE L,

il WOHICIE, show mka policy =2~ > ROH AR L E9,

Switch# show mka policy

MKA Policy Summary...

Policy KS Delay Replay Window Conf Interfaces

Name Priority Protect Protect Size Offset Applied

*DEFAULT POLICY* O NO YES 0 0 Gil/0/1

MkaPolicy-1 0 NO YES 1000 0 Gil/0/2 Gil/0/3

MkaPolicy-2 0 NO YES 0 50

MkaPolicy-3 0 YES YES 64 30 Gil/0/4 Gil/0/5
Gi1/0/6

my policy 0 NO YES 4294967295 0

test-policy 0 NO YES 10000 0

& 2-41 show mka policy DHAZ7 1 —IL F

J4—ILF A

Policy Name RY =D MY & 7GR,

KS Priority

X— =N (KS) IZR27DD, TI7A4AA4 VT 4 OFEME, HRh#EFEIZ0
~ 255 CT9, 0 ImEDTIAF VT 4%, 255 13/ DOT 744V T«
FRLET, HOIE. A v TFRFEILF— =L LTEELLSI LT A
TEEBEWL, H25501F, AA TR —NELTEMELE Y E LWV ED
LEEWRLET, ZOMEITRTETETT,
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W show mka policy

& 2-41

show mka policy DA77+ —ILF (#FE)

J4—ILF

B8

Delay Protect

S S NI IR OBOEME., Z OEITERE FTRE T,

Replay Protect

TSN TV A REOREFADOME (1L, replay-protection
window-size =~ REZ AT 52 & TREFRETT ),

Window Size

NRry hZTEDT L —LFTRIND, VT VARET 0 RYDORER
HHA X, VT VARERLT 7 THIUE, EIX 0TI, UV T LA RENS
VT, B 0 ThLE, MACsec 7 L — LD 2R IEFMGERS T A L £
(Z X, replay-protection window-size =~ > K& AJ19 % Z & THE
AIRETY ),

Conf Offset

WAt 7y FOREHEHSDME (MACsec D7 L— LIHRH#E £ 7 138
FbEA Ty NT5H34 MO, BREFAOMEIZ, 0 (A7 ML),
30, £721% 50 N1 K,

Interfaces Applied

RYS—DREAENT A v Z—T = A ZADENLT,
A HEH STV WS, A R U 7IXETT,

oA E—T A

W OFHICIE, show mka policy detail =~ > ROHAFHIZRLET,

Switch# show mka policy MkaPolicy detail

MKA Policy Configuration

("MkaPolicy-3")

MKA Policy Name........

MkaPolicy-3

Key Server Priority....0

Delay Protection.......
Replay Protection......
Replay Window Size.....

Confidentiality Offset.30

Applied Interfaces...
GigabitEthernetl/0/4
GigabitEthernetl/0/6

OB TIL,

GigabitEthernetl/0/5

show mKka policy sessions =~ > RO FlZ R LET,

Switch# show mka policy replay-policy sessions

Summary of All Active MKA Sessions with MKA Policy "replay-policy"...

Interface Peer-RxSCI

Policy-Name Audit-Session-ID

Port-ID Local-TxSCI Key-Svr Status CKN

Gil/0/25 001b.2140.ec3c/0000 replay-policy 0A05783B0000001700448BAS8

2 00le.bdfe.6d99/0002 YES Secured 3808F996026DFB8A2FCEC9A88BBD0680
BEgEa<w K avy kR HL

mka policy (/' m— VL 22

Z4Xal—a)

MKA RY > —ZERK LT, MKARY > — a7 4F¥al—3g
v E— REBBLET,

mKka policy (1 > % —7 = A A

a7 4F¥alb—vay)

MKA KU &=k v 5 —7 = A ZITHH LET,
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show mka session Wl

show mka session

77T 4 772 MACsec Key Agreement (MKA) m haL vy a o<l —%2R KT HITE,
show mka session $## EXEC =2~ > R&ZHEM L E 7,

show mka session [interface interface-id] [port-id port-id]] [local-sci sci]

WX DA interface interface-id ~ ({LE) AV X —T7 =2 A A LDT 77 47 MKAty v a v ODAT—H A
Bz £rLET,
port-id port-id (&) fFEESNTAR—NID 224 v 4 —T = A ATEITHDOT 7T 4

T MKA By varotrwl)—%FRLET, A—hID ZEKRTHIZ
I%. show mKka session interface interface-id =~ > R AT LET, F—
NID OEIE. 20350 FEY ., BUMEA V¥ —7 = A AORIER— k& ff
ATaH Lty v a vy ZEICHRICHEMLET,

local-sci sci ({f£#) Local TX-SCI THRE &N 5 MKA v a v DAT— X AE#H %
FoRLET, BE L Y a3 ? Local TX-SCI 2R3 512i%. show
mka session =< 2% —TU— RQRLTANLET, SCIOE ST, 8 A
DOF 7T v b (16 fHD 16 #E) THHLERH Y F7,

detail (ER) 7 RXCOT 77477 MKA By vay, HEShAVH—T =
A A, FlE fHESNTER—FID 2RFOREDA v F—T oA ADT X
Tty v a AT MR AT —F AFRERRLET,

avY kK E—F ¥¢iE EXEC
EEPAN T Yy—32 ERAE
12.2(53)SE2 Zoavr RABMESNE L,
15l WOHITIE, show mka session =~ > FOHAHIZRLET,
Switch# show mka session
Total MKA Sessions....... 1
Secured Sessions... 1
Pending Sessions... O
Interface Peer-RxSCI Policy-Name Audit-Session-ID
Port-ID Local-TxSCI Key-Svr Status CKN

Gil/0/1 001b.213d.28ed/0000 *DEFAULT POLICY* 02020202000000000000EAA6
2 00le.bdfe.8402/0002 YES Secured 3A06ECB1183E42BB4D7817EB2B949D0OE

Gil/0/1 00la.323a.38ef/0000 *DEFAULT POLICY* 02020314000000000000EAB9

3 00le.bdfe.8402/0003 YES Pending CFB1E3B513344AB3417E17FBCB449D3A
Gil/0/2 001c.113f.2d3a/0000 MkaPolicy-1 02020533000000000000EC81
2 00le.bdfe.8402/0002 YES Secured F103EABB133F4AB3497312EF2A949A03

Catalyst 3750-X £ & U 3560-X X4 wF I?Y K Y27 LR
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show mka session

& 2-42 show mka session DA77+ —IL F

Z4—ILF SieA

Interface MKA vy a VBT 7747 CTHLIMEA L H—T = ADE 4T,

Peer-RxSCI 7D 16y b AR—HFID E#ELZ ETOAL U F—T 24 2D MAC 7 K
LA,

Policy-name Ty g URBRICHIMIREEOREIMEH SN LR Y > — D4,

Audit session ID v a 1D,

Port-ID Local-TX-SCI T S5 R — b 1D,

Local-TxSCI 16 vy hAR—HFID LHEfE LI, WEA L X —T x4 2D MAC 7 RL A,

Key Server Status F— =N, MKA By v ari3¥— H—_Thbiil 1Y) &, 210
BEX IN) ofizRbET,

CKN Connectivity Association Key (CAK) D4 i,

W DEITiX, show mka session detail =~ > FOH Sz R L £,

Switch# show mka session detail
MKA Detailed Status for MKA Session

Status: SECURED - Secured MKA Session with MACsec

Local Tx-SCI......covuvn.. 0022 .bdcf.%9a01/0002

Interface MAC Address....0022.bdcf.9%a01

MKA Port Identifier...... 2

Interface Name........... GigabitEthernetl/0/1

Audit Session ID......... 0BOBOB3D0000034F050FA69B

CAK Name (CKN)........... 46EFE9FE85199FE404FB7AFA3FD0732E
Member Identifier (MI)... D7BOOEDA353242704CC6BODB

Message Number (MN)...... 7

Authenticator............ YES

Key Server.........cvvvuu. YES

Latest SAK Status........ Rx & Tx

Latest SAK AN............ 0

Latest SAK KI (KN)....... D7BO0OEDA353242704CC6BODB0O000000L (1)
Old SAK Status........... FIRST-SAK

Old SAK AN. i vviiiinneennn 0

0ld SAK KI (KN).......... FIRST-SAK (0)

SAK Transmit Wait Time... Os (Not waiting for any peers to respond)
SAK Retire Time.......... 0s (No 0Old SAK to retire)

MKA Policy Name.......... *DEFAULT POLICY*

Key Server Priority...... 0

Delay Protection......... NO

Replay Protection........ YES

Replay Window Size....... 0

Confidentiality Offset... O

Algorithm Agility........ 80C201

Cipher Suite............. 0080020001000001 (GCM-AES-128)
MACsec Capability........ 3 (MACsec Integrity, Confidentiality, & Offset)
MACsec Desired........... YES

# of MACsec Capable Live Peers............ 1

# of MACsec Capable Live Peers Responded..l

Live Peers List:

0OL-25313-03-J |
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show mka session

MI MN Rx-SCI (Peer)

DA296D3E62E0961234BF39A6 7 001b.2140.ec4c/0000

Potential Peers List:
MI MN Rx-SCI (Peer)

wOFTrx., show mka session interface =~ FOH B Z R L E T,

Switch# show mka session interface gigabitethernetl1/0/25

Summary of All Currently Active MKA Sessions on Interface GigabitEthernetl/0/25.
Interface Peer-RxSCI Policy-Name Audit-Session-ID

Port-ID Local-TxSCI Key-Svr Status CKN

Gil/0/25 001b.2140.ec3c/0000 replay-policy 0A05783B0000001700448BAS8
2 00le.bdfe.6d99/0002 YES Secured 3808F996026DFB8A2FCEC9A88BBD0680

pgdEa<w R

g&

avwyFk BA

clear mka sessions FT_XTOMKA Yy Yay (R—=FID. AV Z—T A A, 771

Local TX-SCI =L MKA v ay) 227 U7 LET,

X

macsec A H—TxA AT 802.1ae MACsec & A *— 7 MZLET,

| oL-25313-03-J
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Bl show mka statistics

show mka statistics

7’1 —s3L MACsec Key Agreement (MKA) 7'm b 2 VBRI I OT 77 4 77 MKA £ > ¥ 3
YELHTIDO MKA kv v s DT — v 2 BRaAT 5 I21E show mKa statistics £7# EXEC =2~ &

R L £,

show mka statistics [interface interface-id port-id port-id] | [local-sci sci]}

B DA interface interface-id ~ ({tZ) A v % —7 A A LD MKA t v a v OfERERRLET,
MBLA L —T = A AT NEHTT,
port-id port-id fBEESNER—=NID oA v =T 2 ATEITHOT 7T 4 Ty
MKAtyva o~ —%2RR-LET, A—FID 2R =T DHITIE,
show mka session % 721X show mKka session interface interface-id =~ > F
EANNLET, A— L ID OfEIL, 2008 FE0, RUYEA ¥ —T7 A
ZDEIBAR— M EHEHT5H Lk y g T EICHFIITEMLET,
local-sci sci (ffE) Local TX-SCI THE XN 5 MKA £ v ¥ a v OFHEHRERERL
£9, By a? Local TX-SCI 2383 521X, show mka session
detail =~ > FEZ A LET, SCIOR XX, 84277 > b (16 fHD
16 #3) THHIHMLENRDY 7,
= ¥¢iE EXEC
RPN 1 yY—2 EENE
12.2(53)SE2 Zoawy RBMEMEShE L,
{1 W DOFITIL, show mka statistics =~ FOH A ERLET,

SWitch# show mka statistics

MKA Global Statistics

MKA Session Totals

Secured...........

Reauthentication Attempts..31

Deleted (Secured).......... 1

Keepalive Timeouts......... 0
CA Statistics

Pairwise CAKs Derived...... 32

Pairwise CAK Rekeys........ 31

Group CAKs Generated....... 0

Group CAKs Received........ 0
SA Statistics

SAKs Generated............. 32

SAKs Rekeyed............... 31

SAKs Received.............. 0

SAK Responses Received..... 32
MKPDU Statistics

MKPDUs Validated & Rx...... 580

"Distributed SAK"..... 0

Catalyst 3750-X &£ & U 3560-X R4 wF ATV K Y27 LR
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"Distributed CAK"..... 0
MKPDUs Transmitted.........
"Distributed SAK"..... 32
"Distributed CAK"..... 0

show mka statistics W

MKA Error Counter Totals

Bring-up Failures.................. 0
Reauthentication Failures.......... 0
SAK Failures
SAK Generation.................. 0
Hash Key Generation............. 0
SAK Encryption/Wrap............. 0
SAK Decryption/Unwrap........... 0
CA Failures
Group CAK Generation............ 0
Group CAK Encryption/Wrap....... 0
Group CAK Decryption/Unwrap..... 0
Pairwise CAK Derivation......... 0
CKN Derivation.............c..... 0
ICK Derivation........... ... ... 0
KEK Derivation.................. 0

Invalid Peer MACsec Capability..2

MACsec Failures
Rx SC Creation......
Tx SC Creation......
Rx SA Installation..
Tx SA Installation..

MKPDU Failures
MKPDU TX..voveeenon.
MKPDU Rx Validation.
MKPDU Rx Bad Peer MN

MKPDU Rx Non-recent Peerlist MN..O

= 2-43 show mka Global Statistics DA 71 —IL F
Z4—ILF B
Reauthentications 802.1x 7> b D FHFFLE,

Pairwise CAKs Derived

EAP FHFEIC & - THSE SN 7=~XT Ok F = 7 72 Connectivity Association
Key (CAK),

Pairwise CAK Rekeys

PR (SR S T=~T D CAK,

Group CAKs Generated

TN—"T CA OF— H— & LTEEFRICAKR S 7 v—7 CAK,

Group CAKs Received

TN—7 CA DIF— P —R AL LTEETIZELEZILV—T
CAK.

SAK Rekeys

F— Y=L LTHEENTZ, FREHEFT— =N X RELTREL
7= Secure Association Key (SAK) @ % —FHAEL,

SAKs Generated

fEE®D CA TF— Y— "L LTEEL WA MIZAERK S vz SAK,

SAKs Received

D CA TIHx— — AL LTEIETICEZ{E L7z SAK,

MPDUs Validated & Rx

ZA5 L. WAL X7z MACsec Key Agreement Protocol Data Units
(MPDU),

MPDUs Transmitted

%(E &7z MPDU,
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Bl show mka statistics

EEavwY R avy kR H L
clear mka statistics T _NTHO MKA #EHE®R FEDOA > X —T7 =4 A, A—HID, £
721% Local TX-SCI Lo MKA #EHE®R) 227 V7 LEI,

Catalyst 3750-X &£ & U 3560-X R4 wF ATV K Y27 LR
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show mka summary

MACsec Key Agreement (MKA) v ¥ arOWh~< Y —BLO0S v — UUEaHER 2 £R73T 51213,
show mka summary 5 EXEC =~ FZfEH L £,

show mka summary

show mka summary W

B DA Zoavy R, SIEERIIF—U—FEbY A,
avY K E—F ¥¢iE EXEC
av v FER Jy—=2 EEARE
12.2(53)SE2 Zoa<wy FRBMEE LT,
15l wOHFITIE, show mka summary =~ > FOHHERLET,

Switch# show mka summary

Summary of All Currently Active MKA Sessions...

Total MKA SesSSiONS..............

Initializing (Waiting for Peer)

Pending (Waiting for Peer MACsec Reply)....0
Secured (Secured MKA Session with MACsec)..1l

Reauthenticating MKA Sessions...

Interface Peer-RxSCI Policy-Name Audit-Session-ID
Port-ID Local-TxSCI Key-Svr Status CKN

Gil1/0/25 001b.2140.ec3c/0000 replay-policy 0A05783B0000001700448BAS
2 00le.bdfe.6d99/0002 YES Secured 3808F996026DFBSA2FCECIASSBBD0680

MKA Global Statistics

MKA Session Totals

Secured. ..., 36
Reauthentications........ 23
Deleted (Secured)........ 0
Keepalive Timeouts....... 4

MACsec SAK-Use Timeouts..0
CA Statistics

Pairwise CAKs Derived....33
Pairwise CAK Rekeys...... 23
Group CAKs Generated..... 0
Group CAKs Received...... 0

SA Statistics

SAKs Generated........... 61
SAKs Rekeyed............. 54
SAKs Received............ 0
SAK Responses Received... 59
MKPDU Statistics

MKPDUs Validated & Rx....75774
"Distributed SAK"..... 0
"Distributed CAK"..... 0

MKPDUs Transmitted....... 75049
"Distributed SAK"..... 96
"Distributed CAK"..... 0

MKA Error Counter Totals
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M show mka summary

Internal Failures................ 0
Session Failures

Failed while Initializing..... 6
Failed while Pending MACsec... 2
Reauthentication Failure...... 0
SAK Failures

SAK Generation................ 0
Hash Key Generation........... 0
SAK Encryption/Wrap........... 0
SAK Decryption/Unwrap......... 0
CA Failures

Group CAK Generation.......... 0
Group CAK Encryption/Wrap..... 0
Group CAK Decryption/Unwrap... 0
Pairwise CAK Derivation....... 0
CKN Derivation................ 0
ICK Derivation................ 0
KEK Derivation................ 0
MACsec Failures

Rx SC Creation................ 2
Tx SC Creation...........c.... 2
Rx SA Installation............ 2
Tx SA Installation............ 0
MKPDU Failures

MKPDU TX.ttiiiiiiiiieeeeeenns 0
MKPDU Rx Validation........... 13
Bad Peer MN (anti-replay)..0
Non-recent Peerlist MN..... 0

MKA Policy Summary...

Policy KS Delay Replay Window Conf Interfaces
Name Priority Protect Protect Size Offset Applied

*DEFAULT POLICY* 0 NO YES 0 0 Gil/0/26 Gi1/0/29

replay-policy 0 NO YES 300 0 Gil1/0/25

Incredible-59#sh mka policy replay-policy

MKA Policy Summary...

Policy KS Delay Replay Window Conf Interfaces
Name Priority Protect Protect Size Offset Applied

replay-policy 0 NO YES 300 0 Gil1/0/25

= 2-44 show mka summary 74—V K
Ja4—ILE ;]
Reauthentications 802.1x 5 DFERFE,

Pairwise CAKs Derived |EAP FRGEIC L » THUS SN 7227 OE ¥ = 772 Connectivity Association

Key (CAK),

Pairwise CAK Rekeys FEE L IR SN2 7 @ CAK,

Group CAKs Generated |7/ /L —7 CA ®F%— H— L LTEERICAER ST 7 L—7 CAK,

Group CAKs Received T—7 CA OIFF— Y — R 2R UCEERICZE L v —7

CAK.,

SAK Rekeys o PN LTHMS R, 3 — 8 AN L LTEREL
7= Secure Association Key (SAK) ®F —FAEAL,

SAKs Generated EE®D CA TH— P— & LTEMEL TV AMICAERK &7z SAK,

SAKs Received 5D CA TIHEX— H— 2L LTEEFIZSZ{E L7 SAK,

[l Catalyst 3750-X & U 3560-X R4/ v F IRV F UI7LUR
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show mka summary W

& 2-44 show mka summary QA7 41—V K (#&S)
J4—ILF B
MPDUs Validated & Rx |%{5 L, #iik 4172 MACsec Key Agreement Protocol Data Units

(MPDU),

MPDUs Transmitted

*#{E &7 MPDU,

BEgEa<w K

avwy kR

SiBA

show mka policy

MKA 7o bbb R o—DH <Y —2FERLET,

show mka session

MKA 7a halL vy g o<l —2FRrLET,

show mka statistics

MKA 71 ka2 ViEEHERB IO v o2 2 Rom LET,
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W show mis qos

show mls gos

7' v —s3L 72 Quality of Service (QoS) REM M AR T 2121E. show mls qos = — ¥ EXEC =2~
RE[EHLET,

show mls qos

XX DA Zoawy RE, SIEELITF—V—RNIHY £H¥A,
avv K E—F = — EXEC
avy FEE )= EERE
12.2(53)SE2 Zoavwy RPBEMEShE L,
i WOBITIE, QoS WA F—7 /LT DiffServ =— K KA > b (DSCP) ZBRNT 4+ B—7 L DEED
show mls qos =~ > RO ERLET,
Switch> show mls gos
QoS is enabled
QoS ip packet dscp rewrite is disabled
WOFTIL, QoS M4 F—7 AT DSCP FElE b A r—7 VDA D show mls qos =~ > RO T %R
LE9,
Switch> show mls gos
QoS is enabled
QoS ip packet dscp rewrite is enabled
EEa<2Fk = A
mls qos AL v FEMRITK LT QoS 4 x—T/MIZLET,

Catalyst 3750-X &£ & U 3560-X R4 wF ATV K Y27 LR
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show mis qos aggregate-policer W

show mls qos aggregate-policer

Quality of Service (QoS) 77 U 47—k R U —FEEFK T HI21L. show mls qos
aggregate-policer = —¥% EXEC a2~ FAMEHLE T, AU —i, RRFHLEEHE, FRKAA—R
MEESA X BROWTNNORKEZ B L7256 O LiELERLET,

show mls qos aggregate-policer [aggregate-policer-name]

WX DA aggregate-policer-name — ({LE) f8ESNAMOR Y v —REER T LET,
avv K E—F o —#% EXEC
avy FEE yy—= EEANE
12.2(53)SE2 Zoawry RRBMEE L,
il WOFITiE, show mls qos aggregate-policer =~ > FOH &R L ET,

Switch> show mls gos aggregate-policer policerl
aggregate-policer policerl 1000000 2000000 exceed-action drop
Not used by any policy map

BEITUF avyk S
mls qos aggregate-policer R o= vy TNTEED IV FAREET LRI — T XA —X
EEXELET,

Catalyst 3750-X £ & U 3560-X X4 wF I?Y K Y27 LR
| oL-25313-03-J .m



®2E

Catalyst 3750-X & & Uf 3560-X R4 v FD Cisco 10S a2 F |

W show mis qos input-queue

show mls gos input-queue

AJ)% 2 —® Quality of Service (QoS) #FHE 7 5IZi%. show mls qos input-queue = —# EXEC =

~Y FEEHLET,

show mls qos input-queue

XX DA Zoawy RE, SIEELITF—V—RNIHY £H¥A,
avv K E—F = — EXEC
avy FEE )= EERE
12.2(53)SE2 Zoavwy RPBEMEShE L,
il WOHITIE, show mls qos input-quene =~ > KO ZRLET,
Switch> show mls gos input-queue
Queue : 1 2
buffers : 90 10
bandwidth : 4 4
priority : 0 10
thresholdl: 100 100
threshold2: 100 100
EEa<TUF avwUF B

mls qos srr-queue input bandwidth

Shaped Round Robin (SRR; >=A 7K Z 7 K me )
DEHEATF 2 —IZEDHTET,

mls qos srr-queue input buffers

ANFa—RONy 7 7 2H Y 4 TET,

mls qos srr-queue input cos-map

B Yoo —ER 77X (CoS) EEATF 2—IZ
<~y bBE UL, CoSfEAEFa—L LEVMEID ICHE V4T
7,

mls qos srr-queue input dscp-map

E| v 4T 5 7= Differentiated Service Code Point (DSCP;
DiffServ =— K RA N fEEASIFa—lZvy BT
L, DSCPEix*¥=—& LEVWEIDICEIY Y TET,

mls qos srr-queue input
priority-queue

ANTIFGAFVT 4 Fa—ZREL, HWIREELRIEL
‘a—l)

mls qos srr-queue input threshold

BT T— Fa v > (WTD) LEWMED S—&
F—UE AN F 2 —IZE Y TET,
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show mis qos interface W

show mls gos interface

Quality of Service (QoS) F#%A R— bk L~ THRRT 5HIZ1E, show mls qos interface == —# EXEC
avy REfHLET,

show mls qos interface [interface-id| [buffers | queueing | statistics]

WX DA

interface-id ({ER) HESINTA—1FD QoS EWERRLET, A A v ¥ —T =4 AT
X, WHEA— IR EENET,

buffers (TE) ¥a—MoRy77EDYTCERRLET,

queueing (EE) Fa—A 708t GLEERIIY -2 Y) BLOFa2— L
vz MEeRRLET,

statistics (f:#) %215 S h /= Differentiated Service Code Point (DSCP; DiffServ =t —

RA Y R) OfeHEHR, F— & 77X (CoS) fE., F=—IZANGNIZNE
71 % 2 — AL THIBRS e~y b, RV Y—0 7 v 7 7 A LN
DOy N EFORLET,

(GE)  policers ¥—U—KiZ, a~  FIALD~NT A RN U FIZEERSNTOWETR, B FR—-r&h
TWERA,
avY kK E—F o —+4 EXEC
av Yy FERE yy—=x EFEANRE
12.2(53)SE2 Zoavwy RPMEMEShE L,
il WOHITIEL, VLAN ~N—2 QoS 7231 R—7 /L D4 D show mls qos interface interface-id =~ > |

DODHNZERLET,

Switch> show mls gos interface gigabitethernetl/0/1
GigabitEthernetl/0/1

trust state:not trusted

trust mode:not trusted

trust enabled flag:ena

COS override:dis

default COS:0

DSCP Mutation Map:Default DSCP Mutation Map

Trust device:none

gos mode:vlan-based

WDOFEITIX, VLAN <—2 QoS BF « &—7 /DA O show mls qos interface interface-id =~ >
KON ERLET,

Switch> show mls gos interface gigabitethernetl/0/2
GigabitEthernetl/0/2

trust state:not trusted

trust mode:not trusted

trust enabled flag:ena

COS override:dis

default COS:0
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W show mis qos interface

DSCP Mutation Map:Default DSCP Mutation Map
Trust device:none
gos mode:port-based

WOBITIL, show mls qos interface interface-id buffers =~ > FOM A &R L E T,

Switch> show mls qos interface gigabitethernetl/0/2 buffers
GigabitEthernetl/0/2

The port is mapped to gset : 1

The allocations between the queues are : 25 25 25 25

W& OBFITIL, show mls qos interface interface-id queueing =~ > KOH T Z/RLET, HIBER
¥ =2 —%, #ESN7z Shaped Round Robin (SRR; =4 7K I K uby) OEAZENILE

ﬁ—o

Switch> show mls gos interface gigabitethernetl/0/2 queueing
GigabitEthernetl/0/2

Egress Priority Queue :enabled

Shaped queue weights (absolute) : 25 0 0 O

Shared queue weights : 25 25 25 25

The port bandwidth limit : 100 (Operational Bandwidth:100.0)
The port is mapped to gset : 1

W& DOFITIL, show mls qos interface interface-id statistics =~ > FOH N Z /R L E T, £ 2-4512, =
DHATEREND T 4=V FOBAEZRLET,

Switch> show mls gos interface gigabitethernetl/0/2 statistics
GigabitEthernetl/0/2

0 - 4 : 4213 0 0 0 0
5 -9 0 0 0 0 0
10 - 14 0 0 0 0 0
15 - 19 0 0 0 0 0
20 - 24 0 0 0 0 0
25 - 29 0 0 0 0 0
30 - 34 0 0 0 0 0
35 - 39 0 0 0 0 0
40 - 44 0 0 0 0 0
45 - 49 0 0 0 6 0
50 - 54 0 0 0 0 0
55 - 59 0 0 0 0 0
60 - 64 0 0 0 0
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show mis qos interface W

0 - 4 :
5 - 9:
10 - 14 :
15 - 19 :
20 - 24 :
25 - 29 :
30 - 34 :
35 - 39 :
40 - 44 :
45 - 49 :
50 - 54 :
55 - 59 :
60 - 64 :

363949

O O O O O O O O o o o o

cos: incoming

0 - 4 :
5- 9:

132067
0

cos: outgoing

739155
90

Policer: Inprofile:

0 0 0 0
0 0 0 0
0 0 0 0
0 0 0 0
0 0 0 0
0 0 0 0
0 0 0 0
0 0 0 0
0 0 0 0
0 0 0 0
0 0 0 0
0 0 0 0
0 0 0

0 0 0 0
0 0

0 0 0 0
0 0

0 OutofProfile: 0

# 2-45 show mls qos interface statistics ® 7 1+ —JL FO&REA

J4—ILEF SiBA

DSCP incoming DSCP fli = L1235 Lz " v MK
outgoing DSCP fE Z LITHE L7 v MK

CoS incoming CoSEZ LITZE LT v MK
outgoing CoSEZ LITEBE Lz v MK

Policer Inprofile RIH =TTy A ANy B
OutofProfile NI —=TLDTa 77 A NIRRTy MK

BEEaT YR avwUFk SRR
mls qos queue-set output buffers Ny T7xaFa—ty MTEIDYTET,

mls qos queue-set output threshold BEAMTFT—L ey (WTD) LEVWEEZRT L,

Ny T7DT_XATEVT 4 ZFKIEL, F=—& > MIH
FTORRAEVRIDETERELET,

mls qos srr-queue input bandwidth SRR DEAHZ ASF 2 —IZEID HTET,

mls qos srr-queue input buffers ANFa—fDONy 77 5E Y TES,

mls qos srr-queue input cos-map CoSfEE ANIF a—iZ~wv B 7350, F£721% CoS &

Ax¥a—L LEWMEID Iy B 7 LET,

mls qos srr-queue input dscp-map DSCP iz AS1Fx a—Ilc~ v ¥ 7450, £7-1% DSCP

fEEfa—LLEVWEIDIZYYy L7 LET,

mls qos srr-queue input priority-queue A/17 54 4V 5 ¢ ¥ o2 —HRE L., BRI L E

B
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W show mis qos interface

avwyk H LT

mls qos srr-queue input threshold WTD LEWEDO/NS—F T =% A Fa2—I2E5I0 YT
ES RN

mls qos srr-queue output cos-map CoSfEEHEIIFa—it~wv B Y, F£721% CoS %

Fa—BLOLEWMEID IZvy V7 LET,
mls qos srr-queue output dscp-map DSCP iz 1Fx a—, F£idFa—L LEVWEID IZ
~ vy BT LET,

policy-map RY) = =y FafEl, FREEELET,

priority-queue A—F ECHNBRX 2 —%2 A4 X—T M LET,

queue-set R—=hraeFa—ky NZvy BT LET,

srr-queue bandwidth limit N—FTORRENZHRLET,

srr-queue bandwidth shape VBT ENEEREED YT, K-y ELS
SN 450N F a2 — ETCHIKIEY = — ¥ 752 A 3 —
T LET,

srr-queue bandwidth share EETABRLEZE VYT, R—PIwv N4

DOHSIF 2 — ETHIBEBOREEZ A R —T MIZLET,
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show mis qos maps W

show mls qos maps

Quality of Service (QoS) ~ v V' ZIFWHAERT 52X, show mls qos maps = —# EXEC @2~
FEFEHLET, DETIE, QS IE~vv By T—TNEFH LTI NI 74 v 7 DTI7A4F VT 1 %
FRL, ZIELEEY—ERX 77 2 (CoS). Differentiated Service Code Point (DSCP; DiffServ = — K
AA L R). F721% IP precedence A H 395 CoS £721X DSCP EAEEG L £,

show mls qos maps [cos-dscp | cos-input-q | cos-output-q | dscp-cos | dscp-input-q |
dscp-mutation dscp-mutation-name | dscp-output-q | ip-prec-dscp | policed-dscp]

WXORH cos-dsep (FEl) ¥ —EX 75X (CoS) /IDSCP ~ » 7 & % L &
S
cos-input-q fEE) CoS AiFa—D L EWE~Y Yy 72 R T LET,
cos-output-q (fEE) CoS i hFxa—D L WM~y 72 FrR LET,
dscp-cos (f£7) DSCP/CoS v v 7% F R LET,
dscp-input-q (f£&) DSCP AN1F a—LEVWHE~ vy 72 E£ 7 LET,
dscp-mutation dscp-mutation-name (&) f5E &N 7- DSCP/DSCP-mutation v v 7% F7< L E
S
dscp-output-q (f£%) DSCP i iFa—L Wi~y 752 FR LET,
ip-prec-dscp ({E7) IP precedence/DSCP v v 7’ #H R LET,
policed-dscp () RY L IHREDSCP vy F&2FoRrLET,
avY K E—F 2 —4 EXEC
avy FEE y1y—2 EERNR
12.2(53)SE2 ZToavy RABEMENE LT,

HHEDHA K51V

3l

RNY v 7 E DSCP. DSCP/CoS. # XU DSCP/DSCP-mutation ¥ > 71X, = h U 7 2 & L TEHRR
ShEd, dl FITiZ, DSCP TRb EEEDOEWHZHELEJ, d217Tidk, DSCP TR b HEEED
BT 2 E LEd, dl ER X0 d2 o k@Ersy Tk, AU v 785E DSCP, CoS, F£72id
Mutated-DSCP fEZ 2t L £ 9, 72 & 21X, DSCP/CoS ~ v 7" Tix. DSCP f 43 % CoS f# 5 IZ X
LET,

DSCP AJjF 2a—LEVEB IO DSCP HiFa—LEWE~Y Y 1T, v U7 R2EL L THRRINE
o d1 FITIE, RO EZEEOEV DSCP F LSO ZHHE L £7, d2 17 TiE. &b EEE DK DSCP
FHONZHELET, dl EL 2 EOL@EHHTIE, F=—ID L LEVWEID Rk LE T, 2Lz
([T, DSCP A/jF 2 — L& WE~ v 7 Tid, DSCPE 43 (TF =2— 2 B LTLEWME 1 (02-01) (ZxHE
LET,

CoS ANjFa2a—LEWERB LU CoS HA1F 2 —LEWE~ v 7 TIiE, CoSEN—F LDIT, IHT 2
Fa—IDBIOCLEVWEID 282 FODITICE RSNET, & xiT, CoS ANJFa—LEVHE~ Y
7 TiE, CoSES IEFa—2BLPLEWE 1 2-1) IZHET D2 &2 7,

WOFITIE, show mls qos maps =~ > RO &R LET,

Switch> show mls gos maps
Policed-dscp map:
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W show mis qos maps

Dscp-cos map:
dl : d2 0

cos: 0

8 16 24 32 40 48 56

IpPrecedence-dscp map:

ipprec:

0

1

2

8 16 24 32 40 48 56

0

Dscp-outputg-threshold map:

dl :d2 0

1

2

dl :d2 0

1
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show mis qos maps W

Cos-outputg-threshold map:
cos: O 1 2 3 4 5 6 7

queue-threshold: 2-1 2-1 3-1 3-1 4-1 1-1 4-1 4-1

Cos-inputg-threshold map:
cos: O 1 2 3 4 5 6 7

Dscp-dscp mutation map:
Default DSCP Mutation Map:
dl: d20 1 2 3 4 5 6 7 8 9

BEEav K avwy kR SRR

mls qos map CoS/DSCP « v 7', DSCP/CoS ¥ v 7,
DSCP/DSCP-mutation v v 7, 1P precedence/DSCP ~ » 7,
BRORV v 7#&EDSCP vy 72 EHRLET,

mls qos srr-queue input cos-map  CoS fEZ AN F 2 —Il~v v B 7+ 50, F£7-13 CoS E%
Fa—LLEWEIDIZwYEY T LET,

mls qos srr-queue input dscp-map DSCP & AN ¥ = —lZ~v v B 7350 F721% DSCP %
Fa—LLlLEWEIDIZIwYy LI LET,

mls qos srr-queue output cos-map CoSfEZH1F a2 —IlZ~vv Y F7-1XCoSlHEF=—B
FOLEWEID IC~v vy B LET,

mls qos srr-queue output dscp-map DSCPfEx H ¥ =—, FHiZF=2—¢ LEXVWMEIDIZv v
YILET,

Catalyst 3750-X £ & U 3560-X X4 wF I?Y K Y27 LR
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W show mis qos queue-set

show mls qos queue-set

773 = — @ Quality of Service (QoS) #F/ 7 51ZiX. show mls qos queue-set == — ¥ EXEC =2+
Y REERLET,

show mls qos queue-set [gset-id]

B DA gset-id (fEE) ¥=2—%y bDID TT, HR—MIF=a—ty MIFEL. A— ML
THAF2—4 OO/ T X TEERLEY, FRETE LT 1 ~2 TY,

avwv kR E—F o —#% EXEC
avy FERE yy—=x EERE
12.2(53)SE2 Zoawy RRBMEhE L,
i WOHITIEL. show mls qos queue-set =~ FOH N ZRLET,
Switch> show mls gos queue-set
Queueset: 1
Queue : 1 2 3 4
buffers : 25 25 25 25
thresholdl: 100 200 100 100
threshold2: 100 200 100 100
reserved 50 50 50 50
maximum : 400 400 400 400
Queueset: 2
Queue : 1 2 3 4
buffers : 25 25 25 25
thresholdl: 100 200 100 100
threshold2: 100 200 100 100
reserved 50 50 50 50
maximum : 400 400 400 400
EEERPA avw vk B

mls qos queue-set output buffers Ny 77%Fa—Fy MZEIY Y TET,

mls qos queue-set output threshold &HE4fJi7J7—/L Fuv” (WTD) LE2WHEZEZBETL., N
T7DT_XATZEVT B RIEL, ¥a—ty MIxtT b
RKAEVEIDYTEHRELET,
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show mis qgos vian W

show mis qos vian

Switch Virtual Interface (SVI) IZH#HA SN TWEHRY v — v v 7 &2 FEKRT 5121%, show mls qos vlan
2 —4 EXEC 2~ REMHEHALET,

show mls qos vlan vian-id

X DERBA vian-id RV — = TE2RRTTHEDIZSVI O VLANID 2 EELET, IBEETEX 3
FPIL 1 ~ 4094 T,
avv kR E—FK o —# EXEC
av Yy FERE yyy—=x EENE
12.2(53)SE2 Ioawr RRBEMmERELE,

HHEDHA FS51Y

show mls qos vlan =~ > K5O H A1k, VLAN ~<— 2 ® Quality of Service (QoS) 234 F—7 /T
gAY >— =y THRRESNTVDIHEAICEITEERERH Y £,

i WOFITiE, show mls qos vlan =~ > FOH % RLET,
Switch> show mls gos vlan 10
VlanlO
Attached policy-map for Ingress:pm-test-pm-2
REaIT VKR av vk BieA
policy-map BHOR— MIEATEDRY v ~ v TEEREITEE
L. RV —~=v 7 ar74X¥alb—var T—RFEHIEL
i‘j‘o
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Hl show monitor

show monitor

24 v F EOFTRTDAL vF KKR—+ TF74% (SPAN) vz BILOUE—k SPAN
(RSPAN) vy arofF#EiEFE/RT 5121%. show monitor =—% EXEC =~ FafEH L E T,
F—U—REEELCavr REERTAZLT, ety vay, §XToOkEyary, ¥3TO
og—HLkEyary, TRTOVE—F By g ridFzranEzd,

show monitor [session {session_number | all | local | range /ist | remote} [detail]]

XX DA session (LE) FEEEN/= SPAN Y v a v OFE#REFRRLET,
session_number SPAN F£ 721X RSPAN Ot v v a VEEZBELET, HETE 251X
1 ~66 CT9,
all FTRTOHOSPAN By v araRnrLET,
local o—H/L®DSPAN tv g i E2FERLET,
range list SPAN & v v a O (list ITE Ty a yOFH) 2R - LET,

1 o0y varEFidty vra rofBEOWT RN ERE L, @O
Bh. 2 008FO D BLIEWERRINCZZD EFT (NA 7 TRUGNE
T)o B REID DONRT A—=F/, EoiFNA T UREOHRIBIZ AR —
ZIIATLER A,

GE) ZoXx—vU— KL, B EXEC E— ROEEE TR TT,

remote VE—FDSPAN t v g P iF2ERFLET,
detail (LB BESnty v a VOEMBEREETRLET,
avY K E—F a—4 EXEC
avy FEE Jyy—=x EEEM
12.2(53)SE2 Zoawr RBNBMENE L,

$EREDHS KSAY show monitor =~ > F & show monitor session all =~ > N H i C T,

i show monitor = —#% EXEC =~ RO AR L ET,

Switch# show monitor

Session 1

Type : Local Session

Source Ports :

RX Only : Gi4/0/1

Both : Gi4/0/2-3,Gi4/0/5-6
Destination Ports : Gi4/0/20
Encapsulation : Replicate
Ingress : Disabled

Session 2

Type : Remote Source Session
Source VLANs :

TX Only : 10
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Both : 1-9
Dest RSPAN VLAN : 105

show monitor H

OB TIL, m—Hr SPAN #ETE v g v 1 12%$ % show monitor = —4 EXEC =~ FOH

NERLET,

Switch# show monitor session 1
Session 1

Type : Local Session

Source Ports

RX Only : Gi4/0/1

Both : Gi4/0/2-3,Gi4/0/5-6
Destination Ports : Gi4/0/20
Encapsulation : Replicate
Ingress : Disabled

OB TIX AT NT 7 4 v VlREE A 32— T W2 L7234 @ show monitor session all = —% EXEC

avwr RO zaRLET,

Switch# show monitor session all
Session 1

Type : Local Session

Source Ports

Both : Gi4/0/2

Destination Ports : Gi4/0/3
Encapsulation : Native

Ingress : Enabled, default VLAN = 5
Ingress encap : DOTI1Q

Session 2

Type : Local Session

Source Ports

Both : Gi4/0/8

Destination Ports : Gi4/012
Encapsulation : Replicate

Ingress : Enabled, default VLAN = 4
Ingress encap : Untagged

avwyFk HL

monitor session SPAN %721 RSPAN & v =3 &Mk, £/-IXEELET,
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Bl show mvr

show mvr

BIFE® Multicast VLAN Registration (MVR) 7' m—/ 3L XT XA —Z 52 FRTHIZIE, ¥—T—F%
FEE L 72V T show mvr 554 EXEC 2~ REEH L ET, RBRINLDLDIE, MVR A X—T7 L Th
HMEI D, MVR w/LF %+ 2~ VLAN, K7 = U — 5B, v~V FXF¥ X N 0 —78, B
L O'MVR &— K (dynamic ¥ 721% compatible) T,

show mvr
B DA Zoavwy R, IEELITF—U—FEH D A,
AT F E—F Fi#E EXEC
avy FEE )= EEERT
12.2(53)SE2 Zoavy RRBEMEShE L,
Bl WOFITIE, showmvr 2~ FOHNERLET,

Switch# show mvr

MVR Running: TRUE

MVR multicast VLAN: 1

MVR Max Multicast Groups: 256

MVR Current multicast groups: 0

MVR Global query response time: 5 (tenths of sec)
MVR Mode: compatible

LROBITIE, vV F ¥ A N T A—T ORKEIE 256 TF, MVR €— KiX, compatible (Catalyst
2900 XL ¥ L U* Catalyst 3500 XL A v F & #EET 25E) £7213 dynamic (F{F23 IGMP A X —t
YIEEL —BWRHY | RMEIXR— P LETH AT Iy MVR AU N—=v y TRPFR—FENTND
Ba) onwTinmnTd,

pIEa< UK avwy kR Bl
mvr (Za—_) a7y AL v F ET2NLTH¥y AN VLAN LU A ML —va v 3—7
Xol—ay) M LT, HELET,

mvr (V¥ —T xR 2 MVRER—F+2BELET,

TA4X2lb—YaY)

show mvr interface 2+ 2 RIZ interface 35 X O members ¥ — VU — K& B L7154
MEESNTZMVR A v X —T 2 A, FBESNTA L F—T A R
DAT—H A, £33 A v E—T 2A ABBETHTITDO<ILF
Xy AR IN—TRNERENET,

show mvr members MVR ~LF X% A K TN —TDRALNTHAHAR— M TRTEER
LET, ZA—THNICA U RABWWGE, IA—T13ET 7T 4
TThLZERLET,
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show mvr interface Wl

show mvr interface

Multicast VLAN Registration (MVR) L ¥ —NEBIOEEFETLAR— MER AT DL, F—V— F&iE
EEFIC show mvr interface #7# EXEC 2~ FEMHLET, ¥F—UV—FEfELTIDa~v s R
EHEATLE, FFEDOL =N K— D MVR NT A —ZRNFRINET,

show mvr interface [interface-id [members [vlan vian-id]]]

WX D5 interface-id () A>5—7 A ADMVR 51 7. 27— 5 A, 5L OURBLER
EEETLET,
FRNIRA =T 2 A AIPBAR— (X AT AZ T AN (RFy
JRRTRE R AL v FOBR), £V a—, K NEBEGT) £GHE
\j‘o
members (E75) HESNIEA 24— = A ABET 5 MVR 7 b —7 %< TEon
LT
vian vian-id (FE) —0 VLAN L0 MVR Zh—7 AL A" kT ~CHRELET, FHiE
T P 1 ~ 4094 T,
IRORE—F  #H EXEC
av Yy FERE yy—=x EEHEEH
12.2(53)SE2 Toav s FRBNENE LE,

HHEDHA K51V

il

AN LT =B IEMVR A= FFERITEETR— RO/, =7 — Avb—UNREINET, A
DLlER—= IRy —N K= FDFRIE, N—F AT, R— FEANORT—X 2 B L ORIRIE
WENFRREINET,

members ¥ —V— K2 ANTDHE, A X —T x4 ALED MVR JV—7 AUANANRFTRXCERINE
4, VLANID # AJj4 2L, VLAN ® MVR /v —7 AU A_ARTRCERENET,

wOFEITiL, show mvr interface =~ > RO /12~ L £,

Switch# show mvr interface

Port Type Status Immediate Leave
Gil1/0/1 SOURCE ACTIVE/UP DISABLED
Gil/0/2 RECEIVER ACTIVE/DOWN DISABLED

LFLo Status DEFRIL. KD LB TT,
e ACTIVE X, ®—F2B VLAN ICEHENTWVWH I LEEKLET,
e UP/DOWN (%, A— FPHREFDERER TRV ERLET,
e INACTIVE i%, A— ;2 VLAN IZEEN T ARWVWZ L 2ER L E T,

WOFITIX, FEE S NTZHR— @ show mvr interface =~ > RO &R L E£T,

Switch# show mvr interface gigabitethernetl/0/2
Type: RECEIVER Status: ACTIVE Immediate Leave: DISABLED
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B show mvr interface

W OBFITIL, show mvr interface interface-id members =~ > KOH iz R L E T,

Switch# show mvr interface gigabitethernetl/0/2 members
239.255.0.0 DYNAMIC ACTIVE
239.255.0.1 DYNAMIC ACTIVE
239.255.0.2 DYNAMIC ACTIVE
239.255.0.3 DYNAMIC ACTIVE
239.255.0.4 DYNAMIC ACTIVE
239.255.0.5 DYNAMIC ACTIVE
239.255.0.6 DYNAMIC ACTIVE
239.255.0.7 DYNAMIC ACTIVE
239.255.0.8 DYNAMIC ACTIVE
239.255.0.9 DYNAMIC ACTIVE
BEa<wo K avwrFk B

mvr (Fa—_)ar74¥a
L—vav)

AA v F ETwLFHFy AL VLAN LA b b—a A
F—=7 ML T, RELET,

mvr (fVF—T AR a7 4

Fal—av)

MVR FR— h 2R EL 7,

show mvr

A2A v FD T —3)L MVR #BREEZFERLET,

show mvr members

MVR v /VFF ¥ Ak =T DA R THHTRTHOL I —
NHR— b aeRRLET,

Catalyst 3750-X &£ & U 3560-X R4 wF ATV K Y27 LR
m. 0OL-25313-03-J |



| 852% Catalyst 3750-X &L U 3560-X X4 v F®D Cisco |I0S a<wv F

show mvr members W

show mvr members

BITEIP VT XY AN TN —TDALUNTHITRTOL Y —ANBLUOEFEILR— MERRTHIC
iZ. show mvr members %##% EXEC 2~ > R&fEH L £7,

show mvr members [ip-address]

X DEREA ip-address EE) IP~LFFXFXY AL TRLATYT, TRLRAEZANTD L, = LF
XY AN TN—TDANRTHDLITRATOL Y —N"BLOERFILA— MR
FREINET, TRVAZANDLAZWEAE, TXTOYLFF¥ X b
VLAN L YA hb—v 3 (MVR) ZA—7DFT_XTDA NPT R KX
NET, FA—THITA NN WEEIE, 70— 713 Inactive & LTHE

RENET,
avwv kR E—F K¢ EXEC
avy FERE yy—=x EEER
12.2(53)SE2 Zoawy RpEMESRE L,

ERLDHA KS1Y show mvr members =~ > Nif, L —A_"BIOEELAR— MIEHINLET, MVR A#iE— RO
EH. TRTOBEETR—MI, TRXTOIAFF Y AN T —FDRALNTE,

] W DFITI%, show mvr members =~ FOH &R LET,
Switch# show mvr members
MVR Group IP Status Members
239.255.0.1 ACTIVE Gi1/0/1(d), Gil/0/5(s)
239.255.0.2 INACTIVE None
239.255.0.3 INACTIVE None
239.255.0.4 INACTIVE None
239.255.0.5 INACTIVE None
239.255.0.6 INACTIVE None
239.255.0.7 INACTIVE None
239.255.0.8 INACTIVE None
239.255.0.9 INACTIVE None
239.255.0.10 INACTIVE None

<output truncated>

wOFITIE, show mvr members ip-address 2~ > ROM I ERLET, KOT KL AEESZIP <
NFXy AN TN—TDRA L NEFRLET,
Switch# show mvr members 239.255.0.2

239.255.003.--22 ACTIVE Gil//1(d), Gil/0/2(d), Gil/0/3(d),
Gil/0/4(d), Gil/0/5(s)
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Hl show mvr members

EEavwY R avwyFk HL
mvr (Za— ar7 ¥ A v F ETwNLFH4 A VLAN LI R FL—2 g %A
Lr—ay) F—=T7 LT, BRELET,

mvr (fVF—T xR 374 MVRF—FEZHRELET,

Fal—Tay)

show mvr AAf v FDTa— )L MVR BEEZFHETLET,

show mvr interface o< FIZ members ¥— U — K& BINMLEZEE, REShE
MVR £ V¥ —T A A fEESNTZA LV H—T 2 ADAT —
HA, FFA LV E—T 2 A ANBTHTRTOSLFF v A
N TN—TNRERINET,
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show network-policy profile W

show network-policy profile

Xy hU—27 RV v— 7 a7y A NVERRT 5HIZIE. show network policy profile £+ EXEC =2~ >
FEHEHLET,

show network-policy profile [profile number] [detail]

XD profile EE) %y bUV—2 RV — a7 7 A VEB5E2FRLET, 7077 A ANRAN
number ENTWARWES, TRXRTCOXRY =7 R — a7 7 A ARNERINET,
detail ER) FHMRAT—Z R LHEHERER T LET,

avY kR E—F FeHE EXEC

avy FERE yy—= EFERRE
12.2(50)SE Zoavwy RPMEMEShE L,
12.2(53)SE2 Zoawy RBMEMEShE L,

Al WDOFEITIX, show network-policy profile =~ > KO /1 &R LET,

Switch# show network-policy profile
Network Policy Profile 10
voice vlan 17 cos 4

Interface:
none

Network Policy Profile 30
voice vlan 30 cos 5
Interface:
none

Network Policy Profile 36
voice vlan 4 cos 3
Interface:
Interface id

BREaTU K avwyk B
network-policy AV E =T oA AZFy b= RY —mEALET,
network-policy profile (Fm—/N Xy hT—2 K)o — Fa7 7 A VEERLET,
NVarzZ4Fal—vay)
network-policy profile (% b Fy hU—I RV — Fua7r A LOBEEEZRELET,
U—IRY)—ary7 4 ¥al—
vav)

Catalyst 3750-X £ & U 3560-X X4 wF I?Y K Y27 LR
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M show nmsp

show nmsp

A A »F @ Network Mobility Services Protocol (NMSP; * v hUV—27 £ YT 4 h—E R Fm b=

V) 1E#HERRT HI21E, show nmsp 4 EXEC 2~ REHEHA L £,

show nmsp {attachment suppress interface | capability | notification interval | statistics

{connection | summary} | status | subscription {detail | summary}}

B DEE attachment suppress THEyFAY MIGIA o E =T 2 f REFRRLET,
interface
capability BR—FENDLP—ECRLE ST —E 252G AL v FHERELF R LE
\j‘c
notification interval PR—hEINH—E20@EAEREE R LET,
statistics {connection | NMSP #aHERaz R~ LET,
summary} . o . .
e connection : FHEHTHOA v —Y IU X EFRLET,
e summary : /' 0— L B U X EFRIFLET,
status NMSP #4532 FMER R LET,
subscription {detail | % NMSP #1427 22 ) Foa UIERER R LET,
summaryj o detail : FHEETH T X2 TA T LTWHTRCOPF—ERLHT
P—ERERRFLET,
o summary : ZHEHETH T AT T4 T LTNDHTRTOF—E %K
~LET,
avY kK E—F ¥t EXEC
av v FERE Jy—=x EFENR
12.2(53)SE2 Coawr RRBMENE L,
15 W OFHICIE, show nmsp attachment suppress interface =~ > KOHAZRLET,

Switch# show nmsp attachment suppress interface
NMSP Attachment Suppression Interfaces
GigabitEthernetl/1

GigabitEthernetl/2

W OB TIL, show nmsp capability =~ KO ERLET,

Switch# show nmsp capability
NMSP Switch Capability

Service Subservice
Attachment Wired Station
Location Subscription

[l Catalyst 3750-X & U 3560-X R4/ v F IRV F UI7LUR
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shownmsp W

WO TIL, show nmsp notification interval =~ > FOH I Z R LET,

Switch# show nmsp notification interval
NMSP Notification Intervals

Attachment notify interval: 30 sec (default)
Location notify interval: 30 sec (default)

OB TIL, show nmsp statistics connection =~ > & show nmsp statistics summary =~ > D

R aRLET,

Switch# show nmsp statistics connection
NMSP Connection Counters
Connection 1:

Connection status: UP

Freed connection: 0

Tx message count Rx message count
Subscr Resp: 1 Subscr Reqg: 1
Capa Notif: 1 Capa Notif: 1
Atta Resp: 1 Atta Req: 1

Atta Notif: 0

Loc Resp: 1 Loc Reqg: 1

Loc Notif: 0
Unsupported msg: 0

Switch# show nmsp statistics summary
NMSP Global Counters
Send too big msg: 0
Failed socket write: 0
Partial socket write: 0
Socket write would block: 0
Failed socket read: 0
Socket read would block: 0
Transmit Q full: O
Max Location Notify Msg: 0
Max Attachment Notify Msg: O
Max Tx Q Size: O

WDFITIX, show nmsp status =~ > FOH I ERLET,

Switch# show nmsp status

NMSP Status

NMSP: enabled

MSE IP Address TxEchoResp RxEchoReq TxData RxData
172.19.35.109 55 4 4

W OFITIiE, show nmsp show subscription detail & show nmsp show subscription summary =~

Y ROHNNERLET,

Switch# show nmsp subscription detail
Mobility Services Subscribed by 172.19.35.109:

Services Subservices
Attachment: Wired Station
Location: Subscription

Catalyst 3750-X £ & U 3560-X X4 wF I?Y K Y27 LR
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M show nmsp

Switch# show nmsp subscription summary
Mobility Services Subscribed:

MSE IP Address Services
172.19.35.109 Attachment, Location
BIEOTVF avwrk By
clear nmsp statistics NMSP #st v 2% 27 07 LET,
nmsp A A »F [T Network Mobility Services Protocol (NMSP;
Xy hU—27 EUTF 4 $—E R Fu han) 24 x—7)b
WZLET,
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show pagp

N— MER T 1 Fan (PAgP) F v X/ Z—7 &R T 2I12IE, show pagp =——% EXEC =
v~ REMHLET,

showpagp M

show pagp [channel-group-number] {counters | dual-active | internal | neighbor}

WX DA

channel-group-number

EE) Fy 2N I —70OFK S TT, FHETE ML 1 ~ 48 TT,

counters

7Ty I IERERRLET,

dual-active

TaTNTIT 4T AT —H AR RLET,

internal MES TR E 2R LT,
neighbor FA A—AEREFR LET,
avyo kR E—F = —% EXEC
CEDRY JU—R EEER

HERHEDHA K51

il

12.2(53)SE2

Zoavwry RRBMESnELE,

show pagp =2~ REANTDEE, T/ T4 T RF ¥ I TA—TFOERNERENET, FET 7
TAT R— b FYRNVOEREFRT DI, F ¥ %N I —T7FK 5% HEL T show pagp =~ F
EANNLET,

WOBITIL, show pagp 1 counters =~ > KO AHZRLET,

Switch> show pagp 1 counters

Information
Sent Recv

Flush

Sent Recv

Channel group: 1

Gil/0/
Gil/0/

1 45 42
2 45 41

0

WOBITIL, show pagp dual-active 2~ > KOHAZRLET,

Switch> show pagp dual-active
PAgP dual-active detection enabled: Yes

PAgP dual-active version:

Channel
Port

Gil/0/1
Gil/0/2

<output

group 1
Dual-Active
Detect Capable
No
No

truncated>

1.1

Partner Partner Partner
Name Port Version
Switch Gi3/0/3 N/A
Switch Gi3/0/4 N/A

| oL-25313-03-J
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W show pagp

W OBFITiL, show pagp 1 internal =~ KOH I Z/RLET,

Switch> show pagp 1 internal

Flags: S - Device is sending Slow hello.
A - Device is in Auto mode.
Timers: H - Hello timer is running.
S - Switching timer is running.

Channel group 1

C - Device is in Consistent state.

Q - Quit timer is running.
I - Interface timer is running.

Hello Partner PAgP Learning Group
Port Flags State Timers Interval Count Priority Method Ifindex
Gil/0/1 sC U6/57 H 30s 1 128 Any 16
Gil/0/2 sC U6/S7 H 30s 1 128 Any 16

W ORFITIL, show pagp 1 neighbor =~ > RO ERLET,

Switch> show pagp 1 neighbor

Flags: S - Device is sending Slow hello. C - Device is in Consistent state.

A - Device is in Auto mode. P - Device learns on physical port.
Channel group 1 neighbors

Partner Partner Partner Partner Group
Port Name Device ID Port Age Flags Cap.
Gil/0/1 switch-p2 0002.4b29.4600 Gi0l//1 9s sC 10001
Gil/0/2 switch-p2 0002.4b29.4600 Gil/0/2 24s sC 10001
BEa< R avwUFk B
clear pagp PAgP F v v I N—Tf#HhE 7 V7 LET,
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show policy-map

EIFNT 7 4 v OSFEHRMER EFKT D Quality of Service (QoS) KU ¥ — v v FEFRT DITIL,
show policy-map = —#% EXEC 2~ REHEMALET, KU — < v 7IiF, mikigE s R X OWHIER
i LG OXHUEERET 5 R ) b —a i TE 7,

show policy-map W

show policy-map [policy-map-name [class class-map-namel]]

ESNERY v— <y 7OL4RIEFRILET,

WX DA policy-map-name (EF) 5
class class-map-name FEE) £77AD QoS KRV v—T 7 varazFRrLET,
A
(¥)  control-plane 35 X (Vinterface ¥ — VU — Fif, a~> FI7A4 DO~V T A M) U IR REINET
B, PR=—FSNTVERA, RSNNTOORFEBRITER L T ZE W,
avykF E—F o —% EXEC
avy FEE -2 EEERT
12.2(53)SE2 ooy RAEMERE LT,
i KOFITIE, show policy-map =~ > ROH 2R LET,
Switch> show policy-map
Policy Map videowizard policy2
class videowizard 10-10-10-10
set dscp 34
police 100000000 2000000 exceed-action drop
Policy Map mypolicy
class dscpb
set dscp 6
BEavU K avw vk HReA
policy-map ¥ DK — MK AREARY v — vy TEEREZFLEE LT, —E R KY

—EEELET,
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W show port-security

show port-security

AVE—=T 2 A RAETNIAAL vy FDR—F BX 2 U7 4 REEZETT HITIE. show port-security Ff
e EXEC 2~> R&EHEHLET,

show port-security [interface interface-id] [address | vlan]

BEX DA interface interface-id EE) HBESNTA L E—T A ADKR—F X2V T 4 BELERL
4, A, v F—T = A RIMER— b+ (XA T AF 9T AN
(R THERAREIRAAL v T OI), TV a—)b, R— FEFEET) %

EHET,

address (ER) X TCoOFR—FERFBESINTZR— M LEOTXTOEX=T
MAC 7 KL 2% E R LET.

vlan EB) HESNIEA v Z—T A ADFTRTDHO VLAN OFE—k %2

TABREERRLET, ZOF—TU— KL, A vTF A—hF =R
trunk IZFEESNTNEAL VF—T 2 A4 A LT TRRINET,

avwv kK E—F e EXEC
avy FERE yy—=x EEEM
12.2(53)SE2 Zoavwy RPMEMEShE L,

#ERLDAHS RSAY F—U—RERELRZVWTIOav Y FEANTEHE, AL v TFDOTRTOEX=T R— FOEHER
T—HABLOEERAT =X ARH DI ET,

interface-id # NJJLT=56, a2~ RZA v X —T 2 A ADK—F EX 2 VT A REEZRRLET,

address ¥— 7V — FZHBELCa~vr FEANTLE, TRTOA U H—T 2 ADEHF 2T MAC 7
RL 2, BEOEEXaT 7T RLRAODZ— VU VERRFRINE T,

interface-id ¥ —7 — KB L address ¥ — 7V — REZHEEL Ta~vry FEANTLE, X227 7K
VADT =D TIERER T2 A v F—T 24 ZD MAC 7 RL AR T RTFERINET, (X —
T2AALETR—=F X2V T4 NBAX—TNVTRWEAEL, Z0a~vr FEEHLT, 01
H—T 2 A ADMAC T RLRAETRTCERTEET,

vlan ¥ — U — REBELTa~vr REANTEHE, A F—T x4 A VLAN §_XTUIZxT5EF =

7 MAC 7 RLADERRKFREBL LOBREENFRREINET, ZOF 7TV aid, A vF R—F
F— R trunk IZREESNTNWEAL LV F—T oA X LIFITTERENET,

15l WOBITIL, show port-security =~ > FOH I ZRLET,
Switch# show port-security
Secure Port MaxSecureAddr CurrentAddr SecurityViolation Security Action
(Count) (Count) (Count)
Gil/0/1 1 0 0 Shutdown
Total Addresses in System (excluding one mac per port) : 1
Max Addresses limit in System (excluding one mac per port) : 6272
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show port-security W

W& DBFITIL, show port-security interface interface-id =~ > FOH N Z R LET,

Switch# show port-security interface gigabitethernetl/0/1
Port Security : Enabled

Port status : SecureUp

Violation mode : Shutdown

Maximum MAC Addresses : 1

Total MAC Addresses : 0

Configured MAC Addresses : O

Aging time : O mins

Aging type : Absolute

SecureStatic address aging : Disabled
Security Violation count : O

K OHITIL, show port-security address =~ > RO EZRLET,
Switch# show port-security address

Secure Mac Address Table

(mins)

1 0006.0700.0800 SecureConfigured Gil/0/2 1

Total Addresses in System (excluding one mac per port) : 1
Max Addresses limit in System (excluding one mac per port) : 6272

W DFITIX, show port-security interface gigabitethernet1/0/2 address =~ > RO N EZ R~ L E T,

Switch# show port-security interface gigabitethernetl/0/2 address
Secure Mac Address Table

Vlan Mac Address Type Ports Remaining Age
(mins)
1 0006.0700.0800 SecureConfigured Gil/0/2 1

Total Addresses: 1

WOBITIL, show port-security interface interface-id vlan 2~ > RO A ER L ET,

Switch# show port-security interface gigabitethernetl/0/2 vlan
Default maximum:not set, using 5120

VLAN Maximum Current
5 default 1
10 default 54
11 default 101
12 default 101
13 default 201
14 default 501
BlEaTU K avwyk L
clear port-security MAC 7 RV A F—T N AL v F EFIZA X —T A A E
DEFEDEATDEX2T 7T RLAERIZTRTO®XF2T 7 F
LV2AEZHIBRLET,
switchport port-security AR—=FETHR—=F X2V T &2 F—T I, F— OfEHR

Gra—VPEROAT = ay ZL—7ITHIRL, £%27 MAC
T RVRAEBRELET,

Catalyst 3750-X £ & U 3560-X X4 wF I?Y K Y27 LR
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M show power inline

show power inline

F8E &7z Power over Ethernet (PoE) R— ~, HBESNTCAZ v 7 AR ERFAAL vF AX
7 DFRTOD PoE R— F D PoE A7 —# A% FK"$ 5121%, show power inline == — ¥ EXEC =2~
FEFEHALET,

show power inline [interface-id | consumption | module switch-number] [police] [priority]

BEX DA interface-id (EE) fsE&ni-A X —7 x4 A0 PoE HHEEBEHEFIFREZFERLE
ﬁ—o
consumption (&) PoE A— MIEH LI EBICEIV Y TCoNENER R LET,
module switch-number (I1E) BEINTAZ V7 ALUANOR— N FEERLET, XA vF
HHIT1~9 TY,
DX —U— KL, AF v IRIEAAL v FTOHYR—FEZNTWET,
police UEE) VT NAEA LOBIEEICET AT — R v o 7iERERRL
9,
priority L) BR—PDORT— A TG4y B—KN TITAFVTF 4 2EFLE
\?‘0
avY R E—F o— EXEC
avy RERE Jy—=x EEE
12.2(53)SE2 Zoawry RpNEBMEnE L,
i WOHFITiX, show power inline =~ > FOH N Z/RLET, £ 2-46 12, BT 14—V ROFHZ R

LET.

Switch> show power inline

Module Available Used Remaining

(Watts) (Watts) (Watts)
1 n/a n/a n/a
2 n/a n/a n/a
3 1440.0 15.4 1424.6
4 720.0 6.3 713.7
Interface Admin Oper Power Device Class Max

(T R)

Gi3/0/1 auto off 0.0 n/a n/a 30.0
Gi3/0/2 auto off 0.0 n/a n/a 30.0
Gi3/0/3 auto off 0.0 n/a n/a 30.0
Gi3/0/4 auto off 0.0 n/a n/a 30.0
Gi3/0/5 auto off 0.0 n/a n/a 30.0
Gi3/0/6 auto off 0.0 n/a n/a 30.0
Gi3/0/7 auto off 0.0 n/a n/a 30.0
Gi3/0/8 auto off 0.0 n/a n/a 30.0
Gi3/0/9 auto off 0.0 n/a n/a 30.0
Gi3/0/10 auto off 0.0 n/a n/a 30.0
Gi3/0/11 auto off 0.0 n/a n/a 30.0
Gi3/0/12 auto off 0.0 n/a n/a 30.0

<output truncated>
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show power inline W

WORFITIL, AA v F KR— MIKkFF % show power inline police interface-id 2~ > ROH /R L E
T, #2462, AT 4= FOTHEZRLET,

Switch> show power inline gigabitethernet0/5

Interface Admin Oper Power Device Class Max
(Watts)
Gi0/5 auto off 0.0 n/a n/a 15.4

Interface AdminPowerMax AdminConsumption
(Watts) (Watts)

Gi0/5 15.4 15.4

WORFTIX, A¥ v A 233 TO show power inline module switch-number =~ > KO &R L
F9, £ 244612, 74—V FOFEHAEZRLET,

Switch> show power inline module 3

Module Available Used Remaining
(Watts) (Watts) (Watts)
3 865.0 864.0 1.0
Interface Admin Oper Power Device Class Max
(Watts)
Gi3/0/1 auto power-deny 4.0 n/a n/a 15.4
Gi3/0/2 auto off 0.0 n/a n/a 15.4
Gi3/0/3 auto off 0.0 n/a n/a 15.4
Gi3/0/4 auto off 0.0 n/a n/a 15.4
Gi3/0/5 auto off 0.0 n/a n/a 15.4
Gi3/0/6 auto off 0.0 n/a n/a 15.4
Gi3/0/7 auto off 0.0 n/a n/a 15.4
Gi3/0/8 auto off 0.0 n/a n/a 15.4
Gi3/0/9 auto off 0.0 n/a n/a 15.4
Gi3/0/10 auto off 0.0 n/a n/a 15.4
<output truncated>
#* 2-46 show power inline @7 1 —)L DA
T4—ILF B
Available PoE AA v FTOREEN OEFT, Uy Mk (W) TF,
Used POE A — MZHEIV Y TOHNTWAREEBNDOHE T, Vy MILTT,
Remaining VAT ATHOVYTOHRTWARWREENOEEH (Vy M) T,
(Available - Used = Remaining)
Admin FHE— N : auto. off. static
Oper BEE— K :

o on: ZEHEEIMHIN, BANEHINTWET,
o off : PoE MM STV ER A,
o faulty : BRI EZIIZEBEBENIEFEORETT,

e power-deny : ZEEEIRH SN TOETA, PoE Al TE AV vikeE
D KUy MR SN e B EORKEE B A THOET,

| oL-25313-03-J

Catalyst 3750-X LU 3560-X R4 vF IRV F YI27L2R i



¥2F Catalyst 3750-X £ & U 3560-X R4 ¥ FD Cisco l0S av v F |

show power inline

* 2-46 show power inline @7 1+ —JL FOHBA @EEE)

J4—ILF ExBA

Power ZEREBICHVYTORTVWDIRKENOGE T, Uy MITT, ZOEIX
show power inline police =~ > KO ) D Cutoff Power 7 4 —/v ROfE & [F]
L <7,

Device M ENn-EED X A 7 : n/a. unknown. Cisco ZEE . IEEE ZHBIEE,
%7213 CDP 76 D4 i,

Class IEEE 7338 : n/a 7213 0 ~ 4 Off,

Max ZEEBICH VY TCORTWIREKENOEGF T, Uy MITT,

AdminPowerMax 2L TFNRYTNANEA LEBEIHEEERY S0 7T 550, SEEBITH Y
THONDENORKETT (Vy NEAL), ZOHEIE, Max 74—V ROfHE &
ED‘/C“?O

AdminConsumption |2 A »F RV TILH A4 LEHEBEEZRY 0 7T 5810, ZEEBICE DY
TONAENOWEERTT (Vy ML), RV I RT48—T N THD
Ya. 2O AdminPowerMax 7 4 —/v KOfE & R U T,

1. REENELIL, FEITHETHEN. iKMCDPAU FrIFvE—a VEITIEEE GFEEA L TCAL vF
PIRET DB (U= BV U THBICE s TE=F SND IV TAEA LOBHEIIRRVET) T,
Catalyst 3750-E %7213 3560-E A A /?J_@E&“Tf?@ﬁ@fﬁti Catalyst 3750 F 7213 3560 A A v F D EFEDOEIHD
fli L | LT,

WOFITIX, TX3TCTD PoE AA »F — k@ show power inline consumption =~ > FOH %R L
7.

Switch> show power inline consumption

Interface Consumption Admin
Configured Consumption (Watts)

Gi3/0/1 NO 0.0
Gi3/0/2 NO 0.0
Gi3/0/3 NO 0.0
G13/0/4 NO 0.0
Gi3/0/5 NO 0.0
Gi3/0/6 NO 0.0
G13/0/7 NO 0.0
Gi3/0/8 NO 0.0
Gi3/0/9 NO 0.0
Gi3/0/10 NO 0.0

<output truncated>

ROFIT i Catalyst 3750-X A A » F T show power inline police =~ > ROH I E R L ET,
# 2-4702, WH7 40—V ROBHAERLET,

Switch> show power inline police

Module Available Used Remaining

(Watts) (Watts) (Watts)
1 370.0 0.0 370.0
3 865.0 864.0 1.0

Admin Oper Admin Oper Cutoff Oper
Interface State State Police Police Power Power
Gil/0/1 auto off none n/a n/a 0.0
Gil/0/2 auto off log n/a 5.4 0.0
Gil/0/3 auto off errdisable n/a 5.4 0.0
Gil/0/4 off off none n/a n/a 0.0
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Gi1/0/5 off off log n/a 5.4 0.0
Gil/0/6 off off errdisable n/a 5.4 0.0
Gil/0/7 auto off none n/a n/a 0.0
Gi1/0/8 auto off log n/a 5.4 0.0
Gil/0/9 auto on none n/a n/a 5.1
Gil1/0/10 auto on log ok 5.4 4.2
Gil/0/11 auto on log log 5.4 5.9
Gi1/0/12 auto on errdisable ok 5.4 4.2
Gil/0/13 auto errdisable errdisable n/a 5.4 0.0

show power inline W

<output truncated>

EofITH, O HIZmoTHET,

Gil/0/1 AR—FMiEv v >y P T LTWT, KUY TIERESNLTWVERA,

Gil/02 F—FFv vy hE T LTOWETHR, RIS TWEAX—TLTHY, RV T T
vardt L Tsyslog AvE—VEARTIEIIBRESNTOET,

Gil/0/3 R—MIv ¥ v bE T LTOWETN, RI U TEAR—TNLTHY, RV T T
varbtlTHR— b 2vyy MU UTHEIRESINTHET,

Gil/0/4 R— FTlE, TAA ZBEBT 4 =7 A THY . R— MNIBAPEBE SN TE ST, R
VYV I MNT =T Td,

Gil/0/5 A— FTlE, TNA ARHRT 4 =7V THY, F— MIEBIMHE SN TWEFADR,
RV TEAR—TATHY, RV T T ard L Tsyslog AvE—V2ERTDH LD
BESNTVWET,

Gil/0/6 R— K~ TlX, T, ZABERT 4B —T L THVY, A— MIEBHPEBE I TOEE AN,
RV TNIAF—=TNATHY, RV T 77 ar L TR— ey y hETUTEH LD
HEEINTWET,

Gil/0/T A= MEIT v 7L TNT, RI V73T 4 8—T L TTR, EfRsh T EBICIIL
TAL v FRLENPHRE SN THEE A,

Gil/0/8 A—FEIT v 7L TWVWT, RV TREHAR—TNTHY, RV T T7r7ark LT
syslog A vE—VEAERTDHLIOBREINTVETH, ZBET A A LTAL v F LB NN
f\/l:léﬂ‘/cl/\i‘ﬁ‘/l/

Gil/0/9 R— MEIT7 v 7L TWT, ZET A ABREwEINTEY, RV 73T 4 8—7 LT
R

Gil/0/10 R— FE7 v 7L TWT, ZET A ABREmRESNLTWET, KU o 73 x—7 L
ThHho, RV 7 T7ardk L Tsyslog AvE—VEERTHIIBEINTVWET, VT
WEALNEIEERD Yy A TEL DN, RV 7 77 vaidffBLERA,

Gil/0/11l R—=RET7 v 7L TWT, BT A ARER SN TWET, KU 7 X—7 LT
bV, RV 7 Tr7are L Tsyslog A v —VEERTHLIBREINTNET,

Gil/0/12 R—FET7 v 7L TV T, ZET A AREFESHLTWES, R 74 x—7
THO, RV 7 T7r7varvbt Ll TR ey y MUV THEIERESNTWET, VT
IWEANEBEITHEEN Ty bATEL VD=, R 77y a  AifEELERA,

Gil/0/13 R—FMET7T v 7L TCWTC, ZBETNNAADEREINTWET, N oA x—7 v
ThHY, RV r7 77varbt Ll ThR— 1 2vyy MU THEIBRESINTOET,

WOBITIE, AH I“T 1 AA v FIZxT % show power inline police interface-id =~ > KO HH

ERLET, £ 2472, HI17 4=V ROFHAERLET,

Switch> show power inline police gigabitethernet0/4

Interface Admin Oper Admin Oper Cutoff Oper
State State Police Police Power Power
Gi0/4 auto power—-deny log n/a 4.0 0.0
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M show power inline

& 2-47 show power inline police ® 7 « —JL FD&4BA

Z4—ILF SitEA

Available ZA v FTOREEN OGEFT, Uy M (W) T,

Used PoE R— MZEID B THNTWOREBNOEE T, Uy MTT,

Remaining VAT LATHY Y THENTWRWEREENOEE (U y M) T, (Available
- Used = Remaining)

Admin State FHE— | : auto. off. static

Oper State EE—F -

o errdisable : RV ¥ > FIA F—T VT,

o faulty : ZEILE TOIEER L PEEFORE T,

e off : POE WA I N TV EH A,

o on: ZEEESRHIN, BANEHIATHWET,

o power-deny : ZEHEEN R S TWETA, PoE MM TE RVREED,

UTNEA LEIHEP KRBT B TEBLTHET,
GE) BEE—NIZ, 8ELEPOER—b, FBELEZAZ v AU F
[TAA v F DT XTD PoE AN— FDHAED PoE A7 — K TT,

Admin Police UTNEABBIWER) Vo THREEORT — 2 A

o errdisable : KU U T NA F—TNT, UTNVEA LEHHENRKKETN
EDYCEBIDEAL v FEFR— 2y NADT U LET,

o log: RY VU TRFEAR=TNT, VT NEA LEHERPEKREE D Y
TEMBZDEAL TN syslog A vbE—TEERLET,

e none: RNV U 7WET 48— NTT,

Oper Police RIS T AT —H A

o errdisable : U 7V Z A NEIHENRERENE VL TEBLTWET, A
AYyFNPOER—rE2v Yy bETLET,

o log: VT NVHA LB NHENERENHV U TEBIZTVET, AL vF
2 syslog A v E—V&ARLET,

e n/a: EEBRHNT 4 &—7 T, BAN PoE A— MIEA I T
M RV T T arREESNTWERA,

o ok: UTNHA LEIEEPEREFY L TR DRVIRETT,

Cutoff Power R—=HMZEVYTONTWAERRENTT, VIV EA LNENHEENZ OEE
EEBE, AL v FERESNTZRI T T a w7 LET,
Oper Power ZEIEEOY T VE A NESIHEETT,

1. REEFEBHEIL, FTEITIHEETD2E/. £/IECDP XU — I v —3 g VEIZIEEE 0B EFEH L TAAL v F
DIRETDES (RNU— UV THEREICE S TE=XINE Y TALAL LOESEERLV £T) TF,
Catalyst 3750-X, Catalyst 3750-E, Catalyst 3650-X. F7-(% Catalyst 3560-E A A v F FOFEEE OMEIL.
Catalyst 3750 72 1% 3560 A A » F D EBEOEROME & [ LT,

WKOFTIE, A¥ L KT rr AL v FITK9 5 show power inline police interface-id =~ > KO )

ZRLET,
Switch> show power inline priority
Interface Admin Oper Priority

State State

Catalyst 3750-X &£ & U 3560-X R4 wF ATV K Y27 LR
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show power inline W

G1i3/0/1 auto off low
Gi3/0/2 auto off low
Gi3/0/3 auto off low
Gi3/0/4 auto off low
Gi3/0/5 auto off low
Gi3/0/6 auto off low
Gi3/0/7 auto off low
Gi3/0/8 auto off low
Gi3/0/9 auto off low
Gi3/0/10 auto off low
Gi3/0/11 auto off low
Gi3/0/12 auto off low
Gi3/0/13 auto off low
Gi3/0/14 auto off low
Gi3/0/15 auto off low
Gi3/0/16 auto off low
Gi3/0/17 auto off low
Gi3/0/18 auto off low
Gi3/0/19 auto off low
Gi3/0/20 auto off low
Gi3/0/21 auto off low
BEa<U R avwvk ETL)

logging event

power-inline-status

PoE 4 X bDORF U T hA X —T VI LET,

power inline

FEELZPOE R—FEFIZTRTDPoE R— FOBHERE— REHREL
i‘j‘o

show controllers

power inline

JBELZPOE a2y hu—9D LY RAFEEZF R LET,
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W show psp config

show psp config

VLAN EOREDT 1 b a VI L TRESA TN LB baL A =L T T s a DAT—4
A& FRAT HITIL. show psp config ¥k EXEC =2~ REEH L E 7,

show psp config {arp | dhep | igmp}

BEX DA arp ARP B LWARP AX—V' 7 OFa haj A h—h FuFsi gy AT—F A %F
~LET,
dhcep DHCP 8L WU'DHCP AX—tbE /O Fu haj) X h—»uh a5 ray AF—HF R
EFRRLET,
igmp IGMP BXO'IGMP 2 X—tv' v/ OFa haj) A h—h Fuassay AF—HF R
BRI LET,
avY K E—F H:4E EXEC
avy FEE y1y—=x EEE
12.2(58)SE Zoavwy RPMEMEShE L,
£l WOHITIL, show psp config dhep =~ > RO N AR LET, SZEHEEN 1 BRIC35 7y & #

RTEHECAR Ty bRy 75857 bal A=A TaT7r7va yRRESNLTVET,
Switch# show psp config dhcp

DHCP Rate Limit : 35 packets/sec
PSP Action : Packet Drop
BEEavUF avwUFk EEA

psp {arp | dhcp | igmp} pps value ARP., DHCP., 7% IGMP ®»~7' 1 h =)L 2 h—2Ah FuF s
varEHRELET,

show psp statistics a ha) A h—Ah FaTF I a RREINTWAESIC,
Fay 7SN Try FOBERRFRLET,
clear psp counter Faey7FENtz"ry voh o227 )7 LET,

Catalyst 3750-X &£ & U 3560-X R4 wF ATV K Y27 LR
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show psp statistics W

show psp statistics

Zr bhaj A=A TuT I arPRESNTHDIHEIC, T_TCHOT e Fa o TCRkey
INT=RT y FOEER AT HITIL, show psp statistics it EXEC =~ Fa2fEH L £,

show psp statistics [arp | dhep | igmp]

X DEREA arp ({EE) ARPBXWARP AX—E 7D Ray 7 IN 7y hOFERRLET,
dhcp (fE#) DHCP 83X U'DHCP ZAX—E > 7D Fuy XISy hofEFRrLE
T
igmp (FEE) IGMP 3L OIGMP A X—E L 7D Fa vy XIS b v hofE#Rr<LE
R
avwY kR E—F ¥5HE EXEC
avy FERE Jyy—x EEEM
12.2(58)SE Zoavwy RPBEMEShE L,
{1 WoOHITIE, DHCPIZH LT e hajb A h—AL a7 7 ¥ a VIREREINTWSEA O show psp
statistics dhep =~ FOH DN Z R LET, HAOTIE, 13O 7y bR R v 7SN LRSS
NTWET,

Switch# show psp statistics dhcp

DHCP Drop Counter: 13

pgga<w R avwy kR B
psp {arp | dhcp | igmp} pps value ARP, DHCP, £7/2i% IGMP 7’1 f 2L A h—Ah F 77
ValrERELET,
show psp config Fabha)l A b—h FuTF sy arORELFRRFLET,
clear psp counter Koo 7Sniry kOB o227 )7 LET,

g&
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W show rep topology

show rep topology

BT AN, ERTEIAVINOT T4 VB FY 2oV R— b EEHTXTOET A
> b @ Resilient Ethernet Protocol (REP) kAR PIE# % £/rk9 5121, show rep topology == —
EXEC 2~ R&EMHMALET,

show rep topology [segment segment id] [archive] [detail]

XX DA segment EE) fBESNZEZ A PO REP bR UEREFRRLET, EETES ID
segment-id HPHIZ 1 ~ 1024 TT,
archive EE) BZ7 AV PORIO MFRRYERRLET, ZOF—U— L, Vo 7kEE
DETTNY a—=T 4 TITRLLET,
detail ({£#) REP FAm YoM REF R LET,
avwv kK E—F o.— EXEC
avy FERE yy—= EEANR
15.0(2)SE Zoa<wy RRNBMEE LT,
{1 DB, show rep topology segment 574 EXEC 2~ FOH I Z R L ET,

Switch # show rep topology segment 1
REP Segment 1

BridgeName PortName Edge Role
swl_multseg_3750 Gil/1/1 Pri Alt

sw3_multseg 3560 Gil/1 Open
sw3_multseg 3560 Gil/2 Alt

swid_multseg_3560 Gil/1 Open
swd_multseg 3560 Gil/2 Open
sw5_multseg 3560 Gil/1 Open
sw5_multseg 3560 Gil/2 Open
sw2_multseg 3750 Gil/1/2 Open
sw2_multseg 3750 Gil/1/1 Open
swl_multseg 3750 Gil/1/2 Sec Open

Catalyst 3750-X & & U 3560-X R4 vF IT> K Y27 LUR
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W DFIIX, show rep topology detail =~ > FOH I Z R LET,

Switch# show rep topology detail
REP Segment 2
repc_2_24ts, Fal0/2 (Primary Edge)

Alternate Port, some vlans blocked

Bridge MAC: 0019.e714.5380

Port Number: 004

Port Priority: 080

Neighbor Number: 1 / [-10]
repc_3_12cs, Gi0/1 (Intermediate)

Open Port, all vlans forwarding

Bridge MAC: 00la.a292.3580

Port Number: 001

Port Priority: 000

Neighbor Number: 2 / [-9]
repc_3_12cs, Pol0 (Intermediate)

Open Port, all vlans forwarding

Bridge MAC: 00la.a292.3580

Port Number: 080

Port Priority: 000

Neighbor Number: 3 / [-8]
repc_4_12cs, Pol0 (Intermediate)

Open Port, all vlans forwarding

Bridge MAC: 00la.al9d.7c80

Port Number: 080

Port Priority: 000

Neighbor Number: 4 / [-7]
repc_4_12cs, Gi0/2 (Intermediate)

Alternate Port, some vlans blocked

Bridge MAC: 00la.al9d.7c80

Port Number: 002

Port Priority: 040

Neighbor Number: 5 / [-6]

<output truncated>

WOFIX, show rep topology segment archive =~ > NOH %R LET,

Switch# show rep topology segment 1 archive

REP Segment 1

show rep topology H

BridgeName PortName Edge Role
swl_multseg 3750 Gil/1/1 Pri Open
sw3_multseg 3400 Gi0/13 Open
sw3_multseg 3400 Gi0/14 Open
swd_multseg_ 3400 Gi0/13 Open
swd_multseg 3400 Gi0/14 Open
sw5_multseg 3400 Gi0/13 Open
sw5_multseg_ 3400 Gi0/14 Open
sw2_multseg 3750 Gil/1/2 Alt
sw2_multseg 3750 Gil/1/1 Open
swl_multseg 3750 Gil/1/2 Sec Open
BEa<w o R avwvk ETL)
rep segment A B =T AALTREP A4 X —7 /2L, B A MID 2HD 4T

EF, Coavr RiE, K— R ATy U R— b, TIA~Y Ty A

by EFEER—-RELT

RET Db ENET,
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M show sdm prefer

show sdm prefer

FEOHWRRHA O AT 5 ) Y — A% RIS 2 7212 /[ #E 72 Switch Database Management
(SDM) 7 7L — MIET21ERER AT 5121E, F7H EXEC £ — F T show sdm prefer =~ > K
ZEALES, HTOT T L — b 2RRT2I0E, F—U— FeREEFica~vr FefLE
B

show sdm prefer [access | default | dual-ipv4-and-ipv6 {default | routing | vlan} |
indirect-ipv4-and-ipv6- routing | routing | vlan]

GE) ipeXF—TU—RiE, av > RIA DOV TFITERRINETH, PR — SR TWERA,

BEXOHHA access UEE) ACLADOTV AT A Y Y —REHRILTHT T L — 2R RLET,
default (FE) BRERDOI AT A YV —ZADNANT U A% 5T FL—  2F R LET,

dual-ipv4-and-ip ({£E) IPv4 & IPv6 Oli iz HR— 55727V T 7L —heRRLET,
v6 {default| e default: F 7 4L FDOFaTA Fo S L— FEEEET LET
routing | vlan}
e routing : V=T 4T DT aTNTUTL— "EREEZFERLET,
GE) ZOF—U—FRiE, LANR—2 7 4—F % ¥y hZETLTVWE AL vF
TIEHFR—FENFEEA,

e vlan: VLAN 727V 77 L— MREERRFLET,

indirect-ipv4-and ({£3) IPv4 & IPv6 ¥~ U —F 72 XM L— Fox > b U 2091 IPv4 B

-ipv6-routing SWIPv6O V—TFT 4T T TV — b eRRLET, 2TOF—U— RiX, LAN
N—=R T4 —F % By FEFITLTWVDHLAAL v FTEHIR—bFINEFA,
routing EE) V=T 4V TRDOVAT A Y Y —AEEKILT DT T — R EERL

I+, ZOF—U—RiEZ, LANR—2 74 —F % £y FE2ETLTVWDH AL v
FTIEEYFR—PEINhERA,

vlan (fEE) VAV 2VLAN IOV AT L VY —R&2RKRILT LT T L— b 2R
L/i ‘é_o
avwv kR E—F F5HE EXEC
avy FBRE yy—= EEER
12.2(53)SE2 Ioawy RMBEMEE L,
12.2(58)SE indirect-ipv4-and-ipv6-routing — U — RSB S E L7z,

HERALEDHA RS54 sdm prefer 70— )L a7 4 Xal—i gy awr ReHEHL, SDM T 7L — A LB LS
HliE, REODERZEINIT2720AA v TF a2 m— T 20ERH Y 9, reload FitE EXEC =+
v F&E AT HR1Z, show sdm prefer =~ K& A )95 &, show sdm prefer =~ RiZ kv | Bl
AL TWLT L= b BIR™) r—RRICT VT4 7D T T — IR RSNET,

BTV T L= P TRRINDEFZIE, BEEDOY Y —ACBT BB L TORREICRY £F, MICH
EESNTHEOERORFICL L2720, BEOKRTFTLEIRRIBANHY 7,

Catalyst 3750-X &£ & U 3560-X R4 wF ATV K Y27 LR
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3l

GE)

show sdm prefer

INLDOT T L= I RTRTCDAL v F TERINETN, LANX—RX 74 —F ¥ By bEFETL
TWDEIAAL v F LD V—RTIT T L — MIEREND Y V=R E—FHLEEA,
o LANR—ZX 7 4—F % By bBBEHL TVWEAL vFiI, TR_RTCHOT U FL—MIRENTWD
1024 TiZ72< . 255 ® VLAN 229 R—F LE 1,
o N—F 4 T T — R NIFRENETH, T L—MIVFR—FENEFA, LAN R—X
T4—F ¥ By FTIE, SVITIHZ 16 D IPvd A X T 4 v 7 W— b EIFEYR—FL, A vFiL
TI7HNVE T T L= EETLTOVWDARERSD £,

e LANR—Z 74 —F % By FDBBELTWARASL v FTIE, 7oL — FNTCRENBIL—T 4

JHEE T TS T,

Wiz, RS OT 7L — k%% T 5 show sdm prefer =~ > FOHAFIZRLET,

LAN X—RX 74 —F % £y bDRBHLTCVWDEAL v FTlE, 707 —FTCRENDNLV—T 4 VT H

T TEYD TS,

Switch# show sdm prefer

The current template is "desktop default" template.
The selected template optimizes the resources in
the switch to support this level of features for

8 routed interfaces and 1024 VLANs.

number of unicast mac addresses:
number of igmp groups + multicast routes:

number of unicast routes:

number of directly connected hosts:

number of indirect routes:

number of policy based routing aces:

number of gos aces:
number of security aces:

6K
1K
8K
6K
2K

0
0.5K
1K

WOFITIL, show sdm prefer routing =~ > KOHIFlZ R LET,

N—TFT 47 T T —HMEI, a<U I A2 —T oA RAZIERRINFETN, LAN X—2R

T4—F % £y FEETTE AL v FTEYHE— P ERTOERA,

Switch# show sdm prefer routing

"desktop routing" template:

The selected template optimizes the resources in
the switch to support this level of features for

8 routed interfaces and 1024 VLANs.

number of unicast mac addresses:
number of igmp groups + multicast routes:

number of unicast routes:

number of directly connected hosts:

number of indirect routes:

number of policy based routing aces:

number of gos aces:
number of security aces:

3K
1K
11K
3K
8K
0.5K
0.5K
1K

WOFITIE, show sdm prefer dual-ipv4-and-ipv6 vlan =~ > FOM N ZRLET,

Switch# show sdm prefer dual-ipv4-and-ipvé vlan

The current template is "desktop IPv4 and IPv6 vlan" template.

| oL-25313-03-J

Catalyst 3750-X LU 3560-X R4 vF IRV F YI27L2R i



®2E

Catalyst 3750-X & & Uf 3560-X R4 v FD Cisco 10S a2 F |

M show sdm prefer

The selected template optimizes the resources in

features for 8 routed interfaces and 1024 VLANs.

the switch to support this level of

number of unicast mac addresses: 8K
number of IPv4 IGMP groups: 1K
number of IPv4 multicast routes: 0
number of IPv4 unicast routes: 0
number of IPv6 multicast groups: 1K
number of directly-connected IPv6 addresses: 0
number of indirect IPv6 unicast routes: 0
number of IPv4 policy based routing aces: 0
number of IPv4/MAC gos aces: 0.5K
number of IPv4/MAC security aces: 1K
number of IPv6 policy based routing aces: 0
number of IPv6 gos aces: 0.5K
number of IPv6 security aces: 0.5K

WOFHICIL, show sdm prefer vlan =~ > RO ERLET,

Switch# show sdm prefer vlan

"desktop vlan" template:

The selected template optimizes the resources in
the switch to support this level of features for
8 routed interfaces and 1024 VLANs.

number of unicast mac addresses: 12K
number of IPv4 IGMP groups: 1K
number of IPv4 multicast routes: 0
number of IPv4 unicast routes: 0
number of IPv4 policy based routing aces: 0
number of IPv4/MAC gos aces: 0.5K
number of IPv4/MAC security aces: 1K

WOBITIE, LT T —FEFREL, £V r—RLTWRWAL v F ETOD show sdm prefer
avy ROWNERLET,

Switch# show sdm prefer

The current template is "desktop routing" template.
The selected template optimizes the resources in
the switch to support this level of features for

8 routed interfaces and 1024 VLANs.

number of unicast mac addresses: 3K
number of igmp groups + multicast routes: 1K
number of unicast routes: 11K
number of directly connected hosts: 3K
number of indirect routes: 8K
number of gos aces: 0.5K
number of security aces: 1K

On next reload, template will be "desktop vlan" template.

avwyFk H L

sdm prefer SDM 7 7' L —h&, V—F 4 7 $£71Z VLAN © VU YV — 2 % i KERIZ
EHTDEDICRE, 774V T 7 Lb— 2T L) ICRE.

T 2TV IPVA/IPVE 7 L — b EBIRT D L ICRE, EET AT by
TTrT = EREBRTLEIICRELET,
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show setup express

Express Setup E— KW AL v FTT 7T 4 TnE D h&FRT 5IZ1E. show setup express £

EXEC 2~ F&fEMAL £,

show setup express

show setup express

XX DA Zoawy RE, SIEELITF—V—RNIHY £H¥A,
TI+IE TN MIERZSNLTOERA,
avrkF E—F ¥rHE EXEC
avy FEE -2 EENE
12.2(53)SE2 Zoawy RAEMShE LR,
15l wOHIL, show setup express =~ > FOHZRLTWET,
Switch# show setup express
express setup mode is active
BEEa<UF avvk B7L
setup express Express Setup £— R& A X —7 /VIZLET,
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M show spanning-tree

show spanning-tree
A= 77 ) —OREEF# A2 F R T 5 121%. show spanning-tree =— % EXEC 2~ F&HEHA L E
R
show spanning-tree [bridge-group | active [detail] | backbonefast | blockedports | bridge | detail
[active] | inconsistentports | interface interface-id | mst | pathcost method | root | summary

[totals] | uplinkfast | vlan vian-id]

show spanning-tree bridge-group [active [detail] | blockedports | bridge | detail [active] |
inconsistentports | interface interface-id | root | summary]

show spanning-tree vlan vian-id [active [detail] | blockedports | bridge | detail [active] |
inconsistentports | interface interface-id | root | summary]

show spanning-tree {vlan vian-id | bridge-group} bridge [address | detail | forward-time |
hello-time | id | max-age | priority [system-id] | protocol]

show spanning-tree {vlan vian-id | bridge-group} root [address | cost | detail | forward-time |
hello-time | id | max-age | port | priority [system-id]

show spanning-tree interface interface-id [active [detail] | cost | detail [active] | inconsistency |
portfast | priority | rootcost | state]

show spanning-tree mst [configuration [digest]] | [instance-id [detail | interface interface-id

[detail]]
B DEREA bridge-group R 7V IN—T7EEEBELET, METX ML ~
255 T,
active [detail] UEE) TI0T 4T AV E—T 2 A ADANR= TV Y —FRIZT 2 F
FLET (B EXEC E— FOBAT A ATRE),
backbonefast ({E&) A/3=r 2" U — BackboneFast A7 — X A% F R L £,
blockedports ER) 7uv 7 SN R—ro#R2FRFLET (B EXEC E—F

DBFETZT A FTEE)
bridge [address | detail | ({T75) ZDOAA v FDATF—HABLORELFERLET (73
forward-time | hello-time | > % —7 — N34 EXEC ©— FOGAE 2T HHATEE) .
id | max-age | priority
[system-id] | protocol]

detail [active] (EE) A2 —7 oA XEROFHEMY~ ) —2 KR LET (active
¥ — U — N34 EXEC &— ROBE T A HE) ,
inconsistentports TE) FETHR—MOFEHREZE R LET (R EXEC £— FOHE
e ATRE)
interface interface-id LB MESNTA L X —T oA ADAR= T ) —{FRERRL
[active [detail] | cost | %7 (portfast 1 LU state LIS DT _XTDA T v 3 1345 EXEC
detail [active] | E— FOLEAITTHEHARR), A1 X —T7 x4 XX, ARXR—ATK

inconsistency | portfast| Ylo TAALET, A v ¥ —7 = A AOFPHIIANTEEEA, A%

priority | rootcost | state] > ¥ —7 A R+ LTiE. WEAR— ., VLAN, F— | Fyx L7
DO EF, FHETE S VLAN §ifHIZ 1 ~ 4094 T, A— K~ Fr v
HiPHIZX 1 ~ 48 T,
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show spanning-tree W

mst [configuration (EE) v VF A= 7Y ) — (MST) OV —Ya URERB XA
[digest]] [instance-id T—H 2AEFRLET (B EXEC T— ROBATZTMH AR,

[detail | interface XU ROEWERDO LB T,

interface-id [detail]]
o digest: ((-E) BIED MST &E ID (MSTCD IZ& £415 MD5 ¥
AVEARNERFLET, | DIIEEAAL T b9 1 DILEATIE
2L FHDO2 OORIUEL AV = A SBRRRINET (FitE
EXEC £— FOHAE T HEM A6,

IEEE EH#EDO LD 7= DIZHEMHFEN B H S, txholdcount 7 1 —
)V RBINENE Lz,

BRA—MHIZH LW RAZ — = A RFRENET,

IEEE fF£H#E7 U » UHR— MIEITIEYE BPDU 2355 L7256,
pre-standard F721% Pre-STD £\ 5 FFENFREINET,

AR— M BEATHERE BPDU 2245925 X IR E S 4L, BA— N THAT
EHE BPDU 23215 SNie o7z & & | pre-standard (config) 7213
Pre-STD-Cf &5 HEERFRRINET,

SEATHEYE BPDU #2275 L 9 IZEESNTWARWR— N THhl{TiE
# BPDU M5215 SN2 5G . pre-standard (vevd) F 7213
Pre-STD-Rx &\ 95 HFENFERINET,

THREEFERBEBER— P TZEINLEE, BER— BT+
T—F 47 AT — MIEBZMRENTIEIND £ T, dispute 7
FINRRINET,

e instance-id : 1 DDA L AZ LA ID, FNEFNENA T TR -
72 1D O#ipH, /23 h o~ TR >7-—HD ID 2R ETE £,
HECTE2HBIE 1 ~ 4094 TF, BIERESNTNDA LV AFX Y
AFMFERINET,

* interface interface-id : (L) HAEpA v 2 —7 =4 A2, Y
A— bk, VLAN, BIOR—F FrxABGENET, FHETED
VLAN §iHi% 1 ~ 4094 T, R — F F v x/VHEMHAIL 1 ~ 48 TT,

o detail : (TE) AV AX VAL TFA V F—T = A ADOFEMERE
RRLET,

pathcost method EE) T74N0bORR ax b REFRLET B EXEC £— K
DA T T FEHFHE) .

root [address | cost | detail ({£iZ) L —F AL v FDRTFT—HABLIOBREELERLET (TC

| forward-time | hello-time % — U — R34 EXEC £ — FOHFA A THE),

| id | max-age | port |

priority [system-id]]

summary [totals] (LE) A—MREOY~Y —, FELEFEAR= Y — AT — K &7
Va rORITEERR LUET, IEEE Standard £\ HFEIL, AA v Tk
TEITSINTWVWD MST N—va &l LE T,

uplinkfast (EE) AR=r27"> U — UplinkFast A7 —% 2 & F R L ET,

vlan vian-id [active (T3) BEENT VLAN OAR=L 7Y ) —ESEFE R LET ($—
[detail] | backbonefast | U — R O—E13454 EXEC E— FOBAT FHEHHE), VLAN ID %

blockedports | bridge Tl &= 12 VLAN, #hFnz /{7 TRE-7= VLAN
[address | detail | #iPH, E721FH < TRY -7 —#ED VLAN 2HETE £4, HET

forward-time | hello-time | X A& 1 ~ 4094 T4,
id | max-age | priority
[system-id] | protocol]

Catalyst 3750-X £ & U 3560-X X4 wF I?Y K Y27 LR
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M show spanning-tree

AT F E—F = —4 EXEC
avy FEE yy—= EEEM
12.2(53)SE2 Zoawy REMESNE L,

HHEDHA K51V

il

vian-id B EEW LTZ5E1E. T_XTHO VLAN DAR=U IV ) — L UV AZ VA IZavy RPEA S

nij‘o

W DFITIL, show spanning-tree active =~ FOHZ R LET,

Switch# show spanning-tree active

VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 32768
Address 0001.42e2.cddO
Cost 3038
Port 24 (GigabitEthernet2/0/1)
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 49153 (priority 49152 sys-id-ext 1)
Address 0003.£d63.9580
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Aging Time 300
Uplinkfast enabled

Interface Role Sts Cost Prio.Nbr Type

Gi2/0/1 Root FWD 3019 128.24 P2p
<output truncated>

W OBFITIL, show spanning-tree detail =~ > FOH I Z R L ET,

Switch# show spanning-tree detail

VLANOOOl is executing the ieee compatible Spanning Tree protocol
Bridge Identifier has priority 49152, sysid 1, address 0003.£fd63.9580
Configured hello time 2, max age 20, forward delay 15
Current root has priority 32768, address 0001.42e2.cddO
Root port is 24 (GigabitEthernet2/0/1), cost of root path is 3038
Topology change flag not set, detected flag not set
Number of topology changes 0 last change occurred 1dléh ago
Times: hold 1, topology change 35, notification 2

hello 2, max age 20, forward delay 15

Timers: hello 0, topology change 0, notification 0, aging 300
Uplinkfast enabled

Port 1 (GigabitEthernet2/0/1) of VLANO0Ol is forwarding
Port path cost 3019, Port priority 128, Port Identifier 128.24.
Designated root has priority 32768, address 0001.42e2.cddo
Designated bridge has priority 32768, address 00d0.bbf5.c680
Designated port id is 128.25, designated path cost 19
Timers: message age 2, forward delay 0, hold 0
Number of transitions to forwarding state: 1
Link type is point-to-point by default
BPDU: sent 0, received 72364

<output truncated>
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show spanning-tree W

W& DFITiL, show spanning-tree interface interface-id 2~ OB 12 R LET,

Switch# show spanning-tree interface gigabitethernet2/0/1
Vlan Role Sts Cost Prio.Nbr Type

VLANOOO1 Root FWD 3019 128.24 P2p

Switch# show spanning-tree summary

Switch is in pvst mode

Root bridge for: none

EtherChannel misconfiguration guard is enabled
Extended system ID is enabled

Portfast is disabled by default
PortFast BPDU Guard 1is disabled by default
Portfast BPDU Filter is disabled by default

Loopguard is disabled by default
UplinkFast is enabled
BackboneFast is enabled

Pathcost method used is short

Name Blocking Listening Learning Forwarding STP Active
VLANOOO1

VLANO00O2

VLAN00O4

VLANO0O6

VLANOO31

VLAN0032

<output truncated>
37 vlans 109 0 0 47 156
Station update rate set to 150 packets/sec.

UplinkFast statistics
Number of transitions via uplinkFast (all VLANs) : 0
Number of proxy multicast addresses transmitted (all VLANs) : O

BackboneFast statistics

Number of transition via backboneFast (all VLANs)
Number of inferior BPDUs received (all VLANs)
Number of RLQ request PDUs received (all VLANs)
Number of RLQ response PDUs received (all VLANSs)
Number of RLQ request PDUs sent (all VLANs)
Number of RLQ response PDUs sent (all VLANs)

O O O o O O

| oL-25313-03-J
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M show spanning-tree

DB TIL, show spanning-tree mst configuration =~ > FOH I Z R L E T,

Switch# show spanning-tree mst configuration
Name [regionl]

Revision 1

Instance Vlans Mapped

0 1-9,21-4094

1 10-20

K OFITIL, show spanning-tree mst interface interfauce-id =~ > KO ERLET,

Switch# show spanning-tree mst interface gigabitethernet2/0/1
GigabitEthernet2/0/1 of MSTO00 is root forwarding

Edge port: no (default) port guard : none (default)
Link type: point-to-point (auto) bpdu filter: disable (default)
Boundary : boundary (STP) bpdu guard : disable (default)

Bpdus sent 5, received 74

Instance role state cost prio vlans mapped
0 root FWD 200000 128 1,12,14-4094

WOHITIL, show spanning-tree mst 0 =~ FOH A ZRLET,

Switch# show spanning-tree mst 0

###4##4# MSTOO vlans mapped: 1-9,21-4094

Bridge address 0002.4b29.7a00 priority 32768 (32768 sysid 0)

Root address 0001.4297.e000 priority 32768 (32768 sysid 0)
port Gil/0/1 path cost 200038

IST master *this switch
Operational hello time 2, forward delay 15, max age 20, max hops 20
Configured hello time 2, forward delay 15, max age 20, max hops 20

Interface role state cost prio type

GigabitEthernet2/0/1 root FWD 200000 128 P2P bound(STP)

GigabitEthernet2/0/2 desg FWD 200000 128 P2P bound (STP)

Port-channell desg FWD 200000 128 P2P bound (STP)

BEa<o R avwyk BieA

clear spanning-tree counters ANR=Z TV =D B %7 )T LET,

clear spanning-tree detected-protocols 7o N2 B{FTF et 22 FHEALET,

spanning-tree backbonefast BackboneFast #re4 1 *—7 /LI L £,

spanning-tree bpdufilter B =T 2 A ATOT VY Fabaly s—4
=v I (BPDU) O&EZEEZEELLET,

spanning-tree bpduguard BPDU %5 L7=A > ¥ —7 = A A% errdisable A
T—hMZLET,

spanning-tree cost ZNR= ) — BT AR 3 XA NEREL
E AN

spanning-tree extend system-id VhES AT L ID e A 2 — 7 M LE T,

spanning-tree guard BRSNS =T oA RTHHET DT _TD VLAN

WZXFLT, b— N H— RHgEE 213V —7 ' — NEkRE %
A FX—T Iz LET,

spanning-tree link-type AR TV Y —=NT 3 T —F 4 7 AT — MIEER
TT2E201E 7740 Voo 24 TR ERE LEE L
£,

Catalyst 3750-X &£ & U 3560-X R4 wF ATV K Y27 LR
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show spanning-tree W

avwy kR

Bl

spanning-tree loopguard default

H—FmY s OFKERBEEIZL > TRER—ME
I — bk R— b BREER—FE LTHEAS RN E D
W LET,

spanning-tree mst configuration

~ )T A=Y Y— (MST) V—va v aRETDH
2ODOMST a7 4 Fal—ay E—RFRa2BBLE
‘j‘o

spanning-tree mst cost

MST OFHFEIHEHAT A a2 MERELET,

spanning-tree mst forward-time

FRTD MST A 2 A5 2 AT TERERIERG I & 3%
ELET,

spanning-tree mst hello-time

N—h AL vF ar7 4 Fal—vary Ayg—IN
%153 % hello BPDU OlFE %% E L £ 7,

spanning-tree mst max-age

ANR= TV Y =BN)—h AL v FNbAvE—V%%
BIoMkaziE L £,

spanning-tree mst max-hops

BPDU #FEHTEL TA v Z—7 = A ZAMITEFE LW
WEMRYOINICT2ETO, MST Y —Ya > TOFRy
Ty hNERELET,

spanning-tree mst port-priority

ABE=T AR TITAF VT 4 ZRELET,

spanning-tree mst priority

BELIELAR=Z TV =LV RABZ L ADAAL vF TT
AFV T4 ZHELET,

spanning-tree mst root

Xy FU—27 OERZICESNT, MST V—k ZA v F
DTIFAFTVFABLOFA~—EHELET,

spanning-tree port-priority

AVHE—=T 2 A A TITAFT VT 4 &HTELET,

spanning-tree portfast (72—, a2

TA4X¥2l—gYV)

PortFast xfjitn{ > % —7 = A A ETBPDU 7 4 V& U >
JHEBEE 7213 BPDU ' — RGEZ 7 o — LA 2 —7
MTT D0, FRIEFTRTOIERNT T A F—T = A
AT PortFast #E% A x—7 iz LET,

spanning-tree portfast (f > ¥ —7 = A

R arv7Z4Fal—ay)

BEDA LV H—T 24 ABIORIET 5T TH VLAN
G, PortFast ##E% A r—7 WM LET,

spanning-tree uplinkfast

Vo7 ERFAAL v FIEERD LGS, £0ITA /=
YY) —PNEHBICHRESINTESEIC. FTLVLL—
h W= FZ2ERFETER T D L oI LET,

spanning-tree vlan

VLAN B TANR= 7V Y —5RELET,
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W show stack-power

show stack-power

EIRA S v 7 O StackPower A% v 7 ET2I13AA » FIZHT DR AR 7T 5121E, show stack-power

a—HF EXEC 2~ FEMEHLET,

show stack-power [budgeting | detail | load-shedding | neighbors] [order power-stack-name] |
[stack-name [stack-id] | switch [switch-id]]

GE)
Zy 7 TOREMTEET,

Zoavwy NI IPRXR—AFEILIP Y —E R 4 XA —=UNFETIN TV D Catalyst 3750-X 2 A »F R

B DEEA budgeting (EE) A v I7ERONRY 2y b T—TNVEFRRLET,

detail (EE) A¥ v 7 BROAY v 7 Otz RRLET,

load-shedding (fEE) A&y 7 BROAMSIRT —7 Vv ER R LET,

neighbors EE) A% v 7 BRDOFRA N— T —TNE2FRLET,

order power-stack-name  ({135) BIFEA X v 7 OAGHIRESIEN 2 £ 7R LET,
GE) ZoOxF—U— RiZ, load-shedding % — 7 — ROBZIZO BT

xET,

stack-name (ERB) T X TCOEBRAY v 7 FI3HBESINTZEBRAL v 7 DN =y

M T—T N, B, ERERAN—EFERRLET,

GE¥) ZoOxF—U— RFiZ. load-shedding ¥ — 7 — FOZIZITMHHTE
REWUR
stack-id (L&) HEESNTBRAY v 7 OBRERERRLEST, A% v 2 ID

3 31 XFUFTHLLENRH Y £,

switch EE

D TRTOAAL v T, FREFBESINTZAAL v T O 2y b T—

T, FEML ARHIR, EERAN—E2RRLET,

switch-id (ER) ESNTZAAS vy TFOENEREFRRLET, A v TFHF T
~9 T,
avy kK E—F o —+# EXEC
av Yy FERE yy—=x EERNE
12.2(53)SE2 Ioavy RBNBMENE LT,
12.2(58)SE The budgeting, detail, load-shedding, neighbors, order power-stack-name,
stack-name [stack-id], and switch keywords were added.
HERALEDHA RS54y AMHEIRDOIZDIZAA v TF R v v MF U ST HE . show stack power =~ > RO JITIT

D a4 Fﬁfﬁ/éﬂt7~4/\*— A4y FOMACT RLABREFENRTHET, av RHIE, &

A4 v FIET 570

5 OB TIL

Switch# show stack-power

DR ENRIRNGETS, AF v 7E N IR VERLET,

. show stack-power =~ > RO ERLET,

Catalyst 3750-X £ & U 3560-X A/ v F IRV F Y27 LR
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Power Stack Stack Stack Total Rsvd Alloc
Name Mode

Powerstack-1 SP-PS

WROFITIL, show stack-power budgeting =~ > ROH &R L ET,

Switch# show stack-power budgeting

show stack-power

Unused Num Num
Topolgy Pwr (W) Pwr (W) Pwr (W) Pwr (W) SW PS

Power Stack Stack Stack Total Rsvd Alloc Unused Num Num
Name Mode Topolgy Pwr (W) Pwr (W) Pwr (W) Pwr (W) SW PS
Powerstack-1 SP-PS Stndaln 715 509 190 16 1 1
Power Stack PS-A PS-B Power Alloc Avail Consumd Pwr
SW Name (W) (W) Budgt (W) Power (W) Pwr (W) Sys/PoE (W)
1 Powerstack-1 715 0 223 190 16 59 /0
Totals: 190 16 59 /0

WOFITIL, show stack-power detail =~ > FOH N Z R L ET,

Switch# show stack-power detail
Power Stack Stack Stack Total Rsvd Alloc
Name Mode
Powerstack-1 SP-PS Stndaln 715 509 190 16
Power stack name: Powerstack-1
Stack mode: Power sharing
Stack topology: Standalone
Switch 1
Power budget: 223
Power allocated: 190
Low port priority value: 22
High port priority value: 13
Switch priority wvalue: 4
Port 1 status: Not connected
Port 2 status: Not connected
Neighbor on port 1: 0000.0000.0000
Neighbor on port 2: 0000.0000.0000

W DFITIL, show stack-power load-shedding =~ > RO 1R LET,

Switch# show stack-power load-shedding

Power Stack Stack Stack Total Rsvd Alloc
Name Mode
Powerstack-1 SP-PS Stndaln 715 509 190 16

Power Stack

SW Name Sw-Hi-Lo Sw (W) Hi (W) Lo (W) Hi (W)
1 Powerstack-1 4-13-22 59 0 0 0
Totals: 59 0 0 0

Priority Consumd Consumd Consumd Alloc

Unused Num Num
Topolgy Pwr (W) Pwr (W) Pwr (W) Pwr (W) SW PS

Unused Num Num
Topolgy Pwr (W) Pwr (W) Pwr (W) Pwr (W) SW PS

Alloc
Lo (W)

K OBFTIL, show stack-power load-shedding order =~ > RO JZ R LET,

Switch# show stack-power load-shedding order powerstack-1
Power Stack Stack Stack Total Rsvd Alloc
Name Mode

Powerstack-1 SP-PS Ring 2880 34 473 2373

Unused Num Num
Topolgy Pwr (W) Pwr (W) Pwr (W) Pwr (W) SW PS

2 4
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W show stack-power

Priority Load Switch or PoE
Shed Order Type Devices Shed

22 Lo Gi2/0/16,

21 Lo Gil/0/13, Gil/0/20,
12 Hi Gil1/o0/7,

4 Sw Switch: 2

3 Sw Switch: 1

Switch# show stack-power load-shedding order powerstack-11

Power Stack Stack Stack Total Rsvd Alloc Unused Num Num
Name Mode Topolgy Pwr (W) Pwr (W) Pwr (W) Pwr (W) SW PS
Powerstack-11 SP-PS Star 3980 2847 420 713 2 5
Priority Load Switch or PoE

Shed Order Type Devices Shed

20 Lo Gi4/0/4,
2 Sw Switch: 4
1 Sw Switch: 5

WOBITIL, show stack-power neighbor =~ > KO HZRLET,

Switch# show stack-power neighbor

Power Stack Stack Stack Total Rsvd Alloc Unused Num Num

Name Mode Topolgy Pwr (W) Pwr (W) Pwr (W) Pwr (W) SW PS

Powerstack-1 SP-PS Stndaln 715 509 190 16 1 1

Power Stack Port 1 Port 1 Port 2 Port 2
SW Name Status Neighbor SW:MAC Status Neighbor SW:MAC
1 Powerstack-1 NoConn - NoConn -
BEa<wY R avwoFk BL

power inline R L7z POE R— h £33 T PoE A— hOBHEHE— RERE L
i‘j_o

stack-power BIRAL 7 WNTA—=BERELET,

show power inline 1572 L7- POE F— F £7213 3T D PoE H— hDBEHRT A—H 2 FKxm L
EJcpe

Catalyst 3750-X &£ & U 3560-X R4 wF ATV K Y27 LR
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show storm-control

show storm-control

AA T ERFRESNTEA L F—T 2 ALT, 7e—FR¥x¥ A b, v LFF¥ A+, Fhida=
Xy AN A M—ALHIHOREELFERLIEZD, A b—2HflEEZZRRLZY 35121, show
storm-control = —% EXEC =~ F&EHLE T,

show storm-control [interface-id] [broadcast | multicast | unicast]

X DEREA interface-id (EE) MR- DA F—T 24 AID (XA T, AZ T AN (AH YT
HERRFREIR AL v FDI), TV a—, R—  NESEET)
broadcast fEE) 7a— Ry 2 b A=A LEWVEREEZR R LET,
multicast (EE) L FFv A M AP—LLEVWVEREEZERLET,
unicast EE) 2=F ¥ A M A P—ALEWEREEZR R LET,
avwy R E—F = —¥ EXEC
avy FERE yy—=x EEER
12.2(53)SE2 Coavy FRBMERE L,

BEREDAL T4

]

interface-id # AJ1T 5 & fRESNTA LV HZ—T 24 ADA F—LHEI L& WERERRENET,

interface-id Z AT LWL, AL v F EOR— I TXCORNT T 4 v 7 XA TOFRENRTEREINE
‘j—o

FNIT 4T FATEANLRNGAIZ, 7= R¥y AR A F—AHIHOREDRTENET,

WOHFITIE, F—U— RZ2ETEETIZAT L= show storm-control =~ > RO DO—EERL 7,
o747 XA TOX—U—=RKBANINTRWED, 77— RKFy A b A=A ORENF
IRENET,

Switch> show storm-control

Interface Filter State Upper Lower Current
Gil/0/1 Forwarding 20 pps 10 pps 5 pps
Gil/0/2 Forwarding 50.00% 40.00% 0.00%

<output truncated>
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Hl show storm-control

WOFITIX, FEEESNIZA VX —T =14 ZAD show storm-control =~ > FOH A RLET, T
T4 BATDOF—T—FKNRANEINTRW\WEZHD, 7a—FFxx¥ A b A M—AflHOBRENERS

NET,

Switch> show storm-control gigabitethernet 1/0/1

Interface Filter State Upper Lower Current
Gil/0/1 Forwarding 20 pps 10 pps 5 pps

#F 2-48 |2, show storm-control DH /) TR RINDT 4 — /L NOFGHZRLET,

=& 2-48 show storm-control ® 7 1 —JL KDRA
Z4—ILF By
Interface A B =T A AZADID #FKRLET,
Filter State TANEDAT—HARFRRLET,
* blocking : A h—AHlEIEA X—T7 L THY | A F—LBHAEL TN
i‘j‘o
o forwarding : A h—AHIENEA X—T L THY, A F—AFFEAELT
WEH A,
e Inactive : A b — AL T 4 E—7 LT,
Upper R v BRI ATRE e AR O N—2 T — U L LT, B o
gy NEERIIEROY Y FMETERLET,
Lower TERBNE L EFIH AR kRO S—k T — U8 LT, o
o MERERIIEROY Yy FPEETERRLET,
Current Tuo—RFXxY Ak T 74 v FRFRESNTZ N T T 4T 24T (T
g—R¥y A b, wAFFX AL, 2=F % R L) OFIEOMEARIE
FIAATRE R R IE DN\ —F v T — VU THERLET, D7 4 —/L FIE,
Z = LHIAA =T NV DHEE T HE T,

P i=iedN S avy kR B
storm-control A vy FIZTB—=FXy A b, wALTFHFr AL, BLPZ=F¥ AN X b—
L L R~V EFRELET,

Catalyst 3750-X & & U 3560-X R4 vF IT> K Y27 LUR
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show switch W

show switch

2B 7 AUNETNIAA v F AZ v 7 ICHHE LB A2 FRT 51215, show switch = —¥% EXEC
a<w> REFEALET,

(E)

show switch [stack-member-number | detail | neighbors | stack-ports [summary]| stack-ring
activity [detail] | speed | stack-upgrade {sequence | status}]

Zda<r KX, Catalyst 3750-X A A v F CTOHYFR— SN THET,

WX DA

stack-member-number UEE) fRESNEAZ v 7 AUADERERERLET, FRE T HH

L1 ~9 T,
detail () A% v 7 Uo7 O @ERRLET,
neighbors (FEEE) AA v F RAZ v I REDIA N—%Fm LET,

stack-ports [summary] ((£&) AA vF RAE v IV BEOR— MEREZFRLET, ZAZ V7D

=N, AEyID) T AT—EA BLOV—T Ny 7 AT —
H A% FAT HITIE, summary ¥— VU — REHEHALET,

stack-ring activity EE) A% v Vo TICEEGEENEZ7 v —0 8%, AV ANBEATERL

[detail] FT, AF v s VT ZEFa— BIOASICICEEFEESNE 7 L—A
B A NBALTERT DI, detail ¥—U— FEFEHLET,

stack-ring speed EE) A¥ v 7 VT o#EEEERLET,

stack-upgrade EE) vn—Y o7 28y TyX 7 L—FhofFREFRLET,

{sequence | status}

e sequence : 7 v ST L —RTHALNRDY—F U AERRLET,
e status : T v ST L — ROARAT—H AR RFLET,

avwv kR E—F o —H EXEC
avy FERE yy—=x EERAE
12.2(53)SE2 o~y RREMSNE L,
12.2(58)SE stack-upgrade {sequence | status} ¥— 7 — FREMINFE LTz,

HHEDHA FS51Y

IDavy RTIE, ROAT— FRERENET,

Waiting : A1 v FITEBH T, AX v 7 NICHLHMDOAL v FRLOBEEFHF-TVET, A
AYTFREERE 7 v AFZ—THENEIDEHBIL TWERA,

AB Y 2 AZ—RHICBMLUTWRNAZ v 7 AUNF, AY v 7 v AZ—NEH SN
T& %% T Waiting A7 — hDEETT,

Initializing : AA Y FNREDAE v v AZ— AT —FZAEHBILE LT, AA v TFNRRAZ v
VAL —=TRWEE, TOAL v FFRAZ T vAF—PHLV AT A LNALBLOS V¥ —T =
AALRLVOFREEZ[FELTr— RFLTWET,

Ready : AV APV AT A L-LBLOAS v F—T oA A LULOBREOR—REETL, b7
TA YT EBETEDLLIICRoTVET,
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Hl show switch

e Master Re-Init : v AX —OFRH T, BB A VAR ALY —TEEINTZEED AT — N, #
LWSRAE —NEZORELXHFHIILLTWET, ZORT— NI, HILWWARAF—TZFICEH I
ij—o

e Ver Mismatch : Version-Mismatch €— F®D A1 v, Version-Mismatch &— RiX, A% v 72
ALTWDARAL vFIT, ~AZ—LFRRDAZ 7 Tabhaly w4 T — "=V a VEBEERHD
R,

¢ SDM Mismatch : Switch Database Management (SDM) I A~y F E— RDAA vF, SDM 3
Ay FIE, vAL—TITLTND SDM 7 7 L— h & A AR H AR — F LTWRWIREET
D

e Provisioned : FHIREINTZAAL TN, AA v F AE YT DT T 47 AL NTRDATD A
T—h FLERI YT RANRAPZAAL v F AF I IPOHB LI EDORAT— L, TrEY g =
TEINTZAAL T TIE, MACT RLABLOT 743V T 4 FBIL FIZ0 ERRINET,

AE T AN (RE ) v AZ—%ETe) ORENBRAT — MERIX, Waiting -> Initializing ->
Ready T,

AR Y AR =BG DAY v ) v AZ IR DAL v 7 AU ANOREM R AT — NEBIT,
Ready -> Master Re-Init -> Ready T,

Version Mismatch (VM) £— RDRAZ v 7 A A"ORENR AT — &KL, Waiting -> Ver
Mismatch T,

AL v F AB Y ZIZTREY a = T ENAL v FRIFET D008 9 23T 51213, show
switch =~ > R T& %9, show running-config 35 X U show startup-config F## EXEC =~
VRTIE, ZOBRITREINETA,

K MAC 7 R L A8 A 2—T W7 > T D6, A% v 27 O MAC-persistency wait-time $ # /R

SNET,
l WOBITIZ, A¥ 7O~ —lFHERLET,
Switch> show switch
Current
Switch# Role Mac Address Priority State
6 Member 0003.e31la.1e00 1 Ready
*8 Master 0003.e31a.1200 1 Ready
2 Member 0000.000.0000 0 Provisioned

WOFITIE, A% v 7 OFMIERERLET,
Switch> show switch detail
Switch/Stack Mac Address : 0013.c4db.7e00
Mac persistency wait time: 4 mins
H/W Current

Switch# Role Mac Address Priority Version State
*1 Master 0013.c4db.7e00 1 0 Ready
2 Member 0000.000.0000 0 0 Provisioned
6 Member 0003.e31la.1e00 1 0 Ready
Stack Port Status Neighbors
Switch# Port 1 Port 2 Port 1 Port 2
1 Ok Down 6 None
6 Down Ok None 1
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show switch W

WOFITIE, A6 DY~ —FRERLET,

Switch> show switch 6

Current
Switch# Role Mac Address Priority State
6 Member 0003.e31a.1e00 1 Ready

WOBPITIEZ, A¥ v 7 DRAN—IERERLET,

Switch> show switch neighbors

Switch # Port A Port B
6 None 8
8 6 None

ROFITIE, A2y 7 K= MEREZRLET,

Switch> show switch stack-ports

Switch # Port A Port B
6 Down Ok
8 Ok Down

7 2-49 12, show switch stack-ports summary =~ > RO ERLET,

Switch> show switch stack-ports summary

Switch#/ Stack Neighbor Cable Link Link Sync # In
Port# Port Length OK Active OK Changes Loopback
Status To LinkOK
1/1 Down 2 50 cm No NO No 10 No
1/2 Ok 3 1m Yes Yes Yes 0 No
2/1 Ok 5 3 m Yes Yes Yes 0 No
2/2 Down 1 50 cm No No No 10 No
3/1 Ok 1 1m Yes Yes Yes 0 No
3/2 Ok 5 1m Yes Yes Yes 0 No
5/1 Ok 3 Im Yes Yes Yes 0 No
5/2 Ok 2 3 m Yes Yes Yes 0 No
& 2-49 show switch stack-ports summary 23> FOH A
J4—ILF B
Switch#/Port# AUNR—FB L FDORE 7 R— K
Stack Port Status e Absent: A%Z v 7 R— M —T7 RN
SNEH A,

e Down: 7r—7/VIRE S E L=, #kt
ENTFERANR=RT v 72> TR,
AL R—= N T 4 —T VI o T

£7.
* OK: 7 —7 ikt S, Hies oA
NN EBE L TWET,
Neighbor AB T T=TNOERED. TIT 4 TIRA

YN—=DAA TF DR,

Catalyst 3750-X & & U 3560-X R4 vF IT> K Y27 LYR
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Hl show switch

& 2-49 show switch stack-ports summary a7 > FOHH (FE)

J4—ILF

B8

Cable Length

A7 RS 50em, 1m, £72E3m TY,

AL TFNTr—TNORESERETE 2GS
X, MBI no cable ({2720 £3, 7r— 7 V3 BEft
ShTWAWns, Uy 7 MEEETE RV ATREME A
HYET,

Link OK

L, VIR EELTWAENE I ERLE

7

oz N—=pF—F, FAN— AL v F DR

B R—=rDZ LTI,

e No: V27 OMPMIE, A— ML EHAR
Fahanl Ayve—UEZELET,

e Yes: U 7 OMPMINT, F— "0 bE
Fahanl Ayve—UEZELET,

Link Active

AH 7 R—F 0B, Vo7 NR—=hrF—=LRTIR

EThLHZLEEWRLET,

e No:  R—HFIV v Z7OMFACHrT 7 4 v
I EEETEERA,

e Yes: R— NIV ZOFRIZNT 7 4 v
JEEETEET,

Sync OK

e No: Vv N—FF—MBHAH v K—}
WCEDR T hal XA ye—UREESN
FHEA,

e Yes: U7 OMPMNZ, A— NZEMRT
ohagl Aob—UEEELET,

# Changes to LinkOK

i, U ORI R ENRE R LET,

R CEHOEREMToNHG/IE. V7o
T3 TWRETDHZENDY 7,

In Loopback

e No: AV REDDRIEL 1 DDA v
A= MBI DAL v 7 F—T LB H
D E9,

e Yes: AU NR—DEDAK v R— M,
AL I =T ARER I TOERA,

ROBFITIE, AAvF ZRZ v 7IZBTDAZ 7 Vo T7OT 77 487 1 OFEMEREFRT DGk

R LET,

Switch> show switch stack-ring activity detail

Switch Asic Rx Queue-1 Rx Queue-2
1 0 2021864 1228937
1 1 52 0
2 0 2020901 90833
2 1 52 0

Rx Queue-3 Rx Queue-4 Total
281510 0 3532311
72678 0 72730
Switch 1 Total: 3605041

101680 0 2213414

0 0 52
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show switch W

Total frames sent to stack ring : 5818507

Note: these counts do not include frames sent to the ring
by certain output features, such as output SPAN and output

ACLs.

WiZ, a—=V 7 AZ 7 TyTTVL—=FRHDODALROT v T T L—K = ABIRAT—H 2

ERIRTHH 2R LET,

Switch> show switch stack-upgrade status

Upgrade Time Remaining:

Unupgraded Stack:
Switch#

1

2

3
Upgraded Stack:
Switch#

21 minutes

Status
RSU Process Not Started
RSU Process Not Started
RSU Process Not Started

Status

Switch> show switch stack-upgrade sequence

Switch# Upgrade Sequence# Status
1 1 RSU Process Not Started
3 2 RSU Process Not Started
2 3 RSU Process Not Started
BEaT VR avwyFk B
reload ALy AR EYr—RL, REOEREZHAMILET,

remote command

TRCELIFBEBEEINEZAZ T A N"EE=X LET,

rsu {active | standby}

Q=T AE T T T T —RKDEODFRy NT—T ~DIET v 7
Vo7 &% ELET,

session

BEDAZ Y7 AN T7 78 A LET,

switch priority

AL T ANRNDTITAF VT 4 BEERELET,

switch provision

HLWAAL v FNAAL v F ZAZ v 7 IZIMATBHEIC, 7reEYa=r7L
ij‘o

switch renumber

AL T ARG RELET,
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Bl show switch service-modules

show switch service-modules

AA v F FEZIFAA vF AF v 7D C3KX-SM-10G % v hU—2 —E R EL a2 — /LD AT —
B A& FrT HI12iE. EXEC £=— KT show switch service-modules =~ > F&#H L £,

show switch service-modules

B DR Coawy RIZiE, BIEELIZF—U—RiEH0 XA,
avwY kK E—F o —H EXEC

#HE EXEC
avy FEE yy—x EERAE

15.0(1)SE Zoavwy RPMEMEShE L,

HHEDHA K51V AL FERIZAA v F AZ I VAR =L ERTVWEFRY hU—7 $—E R TV 2—/LDA
T A AEMRTHIIE, Zoavr REFEHLET,
P—bEREV2—VBILOAAS v TFOY T N =T RXR=Var V7 7 74—F % By FBE
LWHAEIE, —E R BV 2 — LEAOHE (MACsec 7 v 7'V > 7 K 5{b$ £ O Flexible NetFlow
D7 @ Cisco TrustSec Network Device Admission Control (NDAC) ¥ X O Security Association
Protocol (SAP) DO F—#AHa/x &) NHY—bE R EV 22— DR— N THEHATFREICARY £,

o Y—EREVa2a—NDY T NTx=TF, AL vTFOIT7 v =T EEBERSDIVERNH Y T,
o AAvFIE, IPRXR—RFLFIPY—ER T 4—F % By FhE2FETLTWABLERLD F5,

LAN R—2 7 4 —F % £y MI, Y—ERX EVa—NLEHFFR—FLTWOEHEA,
P—bERAE2a— L VYT R THRELWAR—V g 0 BEORT7 —F v By hTIEARWES, —E
A EYa—VEFNAR A— F— RTEELET, DF Y, SPF EY 2 —/b KN— MIfLdO A A >~ F SFP
EVa—/b R— M ERBRIZEMEL, Y—E R BV 2 —LVEAEOEEZFITTEEEA, HOTXTO
AL v F R—=FTHR—PFENTHHHEEZITERETEET,

i WIZ, Y7 b0 =T N—=Ua  ICEHBERHY, F—ER TV 2 — BRI, BIEL WD S
OHNBE R L ET,

Switch# show switch service-modules
Switch/Stack supports service module CPU version: 03.00.24

Temperature CPU
Switch# H/W Status (CPU/FPGR) CPU Link Version
1 OK 86C/70C connected 03.00.24
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show switch service-modules W

WIZ, P—EREFV 2= ABA A=A ENTWVEHAL vy FTLANN—X 7 4 —F % v FRE
T8N, =X FEVa2—LEFOEENRYR—FINTWRWESEDOH Nl Z R L ET,

Switch# show switch service-modules
Switch/Stack supports service module CPU version: 03.00.25

Temperature CPU
Switch# H/W Status (CPU/FPGR) CPU Link Version
1 LB-PASS-THRU * 71C/59C notconnected N/A

* Module services not supported on a Lanbase license

#* 2-50 show switch service-modules a< > FH A
Z4—ILF SitBA
Switch AE I NDAAL v FHFE, AX L RTay AL v FOHFE, ZOFFT
IZ 1T,
H/W Status e OK: H—tRXREV2—APEMELTEY, TXTOHEENPIF— I
NTWET,
e POWER-BAD : =t & £V a2 —/LliIN— Ry = TREENRELEL T
WET,
e FPGA-NOBOOT : y— ¥t A £ a2 —/L FPGA I[ZB#ET 2/ — 7 =
TEENEALTHET,
¢ CPU-NOBOOT: ¥ —t R EY2—/)L CPU ICHETAINN—FRT =T [E
ENFEELTWET,

e SWITCH-HW-REV : AA v FDODNN—KT =7 N—T g %, —F
A EVa—)VEYR—= T 572D, +HICH LB FHA, —
R EY a— IR A A)— F— RTEMEL T,

e LB-PASS-THRU: AA v F|I, ¥—ERX EVa2—/L&EHFKR—F LN
LANR—X 74 —F % By bZ2FITLTWNAETD, T— NI/ A &
=272y F9,

Temperature -t R EV2—/L CPUBLPY—ERA £V a2—/L FPGA DIRE (&
(CPU/FPGA) ),
CPU Link e connected : Y—E R EV2—AREELTEBY, y—ER EFV 22—

IVIEA OHREIX. SFP £V 2 — L R— N CEMAFRETT,

e notconnected : —E A TV 2 —/LFEIEL TWEF A, A— MIoS
A AN— F— RCTHHEL, BEERAL v FHRETEZIR—FLET,

CPU Version Y=t R ET2— DY T T N—=T g,
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W show system mtu

show system mtu

7 a— VR KRBIERAN (MTU), 70321 v FORKNT > b A4 AREER AT DX, show
system mtu f7# EXEC 2~ > R&EHEH L ET,

show system mtu

XX DA Zoawy Rk, BIEELEF—U—FEH A,
avY kR E—F it EXEC
avy FERE yy—=x EEEM

12.2(53)SE2 Zoavwy RPBEMEShE L,

BRALDSHA F31Y system mtu ¥ 7213 system mtu jumbo ' 2 — L 2T 4 Fa b — 3 avr REMHLTMTU
DHREELERLISGAE, A4 vTFE2VtEy FLARWIRYD, HTLWEREIZAEDNZRY 8 A,
MTU i KO MTU BIZ#E A 52 2 A5 v 7 BRIEDFHMIZ OV T, system mtu =~ > 2SR L
TS,

il WOHITIL, show system mtu =~ > KOHHE/RLET,

Switch# show system mtu

System MTU size is 1500 bytes
System Jumbo MTU size is 1550 bytes
Routing MTU size is 1500 bytes.

EEavwY R avwyFk H L]
system mtu XHEY b A—H %ok H—h, 0XHEY h A —FF» h Kb, %
23— R AR—=1FD MTU A4 XZFRELET,
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showudid W

show udld

TRCOFR—bFERFHBESNEZR—FOBR—FmMY > 7 KkHE (UDLD) EEAT —% 28 L OEEA
T—H A%FERTHIZ1E, show udld =—% EXEC =2~ F&HEHLET,

show udld [interface-id]

WX DA

interface-id (EE) A F—T A ADID BLOKR— I EETT, oA 7 —
7 xA AZIE, PEAR— & VLAN AEEhEd, fRET& % VLAN #i
PHIZ 1 ~ 4094 T,

a<>FE—F = —4 EXEC
avy FERE yy—=x EEER
12.2(53)SE2 Zoawr REMESNE L,

HHEDHA FS51Y

3l

interface-id % ANJJ LI WEEIL, TXTOA X —T =4 ZAOEH LB I ONEM o UDLD A7 —#
AMBRINET,

WoHITIL, show udld interface-id =~ > FOM A Z - LET, T2 Tk, UDLD IV v 7 O T
AX—TMCRESNTNT, V7 BRGMTHSHZ &% UDLD A L ET, £ 2-51 10, 2O
HCRTREIND T 1 — FORB%ETLET,

Switch> show udld gigabitethernet2/0/1
Interface gi2/0/1

Port enable administrative configuration setting: Follows device default
Port enable operational state: Enabled
Current bidirectional state: Bidirectional
Current operational state: Advertisement - Single Neighbor detected
Message interval: 60
Time out interval: 5

Entry 1

Expiration time: 146

Device ID: 1

Current neighbor state: Bidirectional

Device name: Switch-A

Port ID: Gi2/0/1

Neighbor echo 1 device: Switch-B

Neighbor echo 1 port: Gi2/0/2

Message interval: 5

CDP Device name: Switch-A

| oL-25313-03-J
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W show udid

* 2-51 show udld @ 7 1 —JL KDERA
J4—ILF S
Interface UDLD IZREINT-a—h )L TRAL ADA L Z—T A A,

Port enable administrative
configuration setting

A— 1~ To UDLD D& EHL, UDLD 31 2 —T7 NVERIET «
=T NDEE, R— DA F—TAREITEHR LOA X —T L 2
T—hERUTT, ENDUHNOEHE, A X —T NVENERTEIX, 7
02— U F—TIVEEIL L o TR E D 9,

Port enable operational state

Z®OR— T UDLD 2SEERICHM L T 270 E 9 an T @i
7 — b

Current bidirectional state

Vo7 ORFMAT— b, V7B ZorLT0ah, £i20d
UDLD JEXfIT /31 AR SN TV 5 541X, unknown A7 —
rNFRENFET, U723 UDLD inT XA A2 &0 N
i STV B AT, bidirectional 27— FRFRENE T,
TOMDENRERINTWVEEAIEL, ELLBRINTHETA,

Current operational state

UDLD 25— R =LV OHED 7 = — X, @EORFEY v 7D
BA, <13, AT —F Y UET RARE AR 72— AT,

Message interval

B—AL T RIS T KAGA KA =D h R DL,
BT T

Time out interval

MY 0 Rz, UDLD 3R A /X— TRA AN BH DT a—%
T DM (B),

Entry 1

BAIOX vy a 22 Y OWE#R, SO kI, KA =0
bEESNTa—fFROa—EMSnET,

Expiration time

ZOFx va b OMIRAEIND ETOMFRE (),

Device ID

FA = FRA 2D 1D,

Current neighbor state

FAN—DBIED AT — k. B—H L F A 23 L ORA A—dE
DT UDLD 2@ EBOVBEB L TWHEE. R4 /N— AT —
FBEOE—HL 2T — NERFFTE, U 2R/F 7 LTS
A, EFLFRA =7 UDLD RS THRVWES, ¥4 via ook
VIR SRR AL

Device name

HELE IR AN—=DY AT A V) T ES, BELDRESN
TWARWh, £721E7T 740~ (Switch) IZREINTWHHA.
VAT LDV T NETNERINET,

Port ID

UDLD 1Tk L TA R—=T/VIZRRE SN A N—DR— | ID,

Neighbor echo 1 device

Ta—DFEEILTHDHRAN—DRA = TNA AL,

Neighbor echo 1 port

Ta—DEEFETTHDRANRN—DR— bES ID,

Message interval

FAN=INT NI X Xyt =V aEETHHE (B),

CDP device name

CDP TN AL FETIT AT A VYT ALK, BEELANRTEIN
TWARWh, £721E7 740 b (Switch) IZRREINTWSHHA.
VAT LDV T NETNERINET,
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showudid W
pEaTU R avwrk E LT
udld UDLD 7 7 vy 7 F—REHIL /) —~/V ET— R Af RF—T b
2T, EREFREFRERA vE—V XA~ — ORI ZHE L
£7,
udld port filx DA B —T7xAATUDLD A F—7NMZT Hh, i

WTr AN A B =T e f A udld P B — L T T 4 Ko L—
Vay avry RIZEo TAR—TNMIRDBDOEHEET,

udld reset UDLD I L 2T _RTDOA v F—T =2 A vy hEU L Z® Yy
L., N7 74 v 7N EIBTH5OEFHOFAILET,
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Hl show version

show version

N=RY 2T BLOT7 7 =20 27 ONRN—Va UERBLRNY 7 M7 D074 B RAEFRERTT S

1Z1%. show version =—% EXEC =~ > FZ2#HA L =9,

show version

X DA Zoavy R, 5IBERIETF—T—RIEIH Y FH A,
avv K E—F o —# EXEC
avy FEE yy—=x EEHEER
12.2(53)SE2 Soawy FSBMNSIE L,
Bl WOBITIE, AA Y TFIA VA R—=LINTWNWDY T bT =T T4 A%KRT % show version =

GE)

<~ ROEIoBERLET, ZOHIE, Catalyst 3750-E A1 v FOHITHHZ LIZEBELTLE
éb\o

show version T IZIZFXREINETN, 2277y F2Lb—2320 LIZIXNFEFRIZIAA v FTHHR—F
INTWERA,

Switch> show version

Cisco I0S Software, C3750E Software (C3750E-UNIVERSAL-M), Version 12.2(35)SE2, RELEASE
SOFTWARE (fcl)

Copyright (c) 1986-2006 by Cisco Systems, Inc.

Compiled Tue 19-Dec-06 01:36 by antonino

Image text-base: 0x00003000, data-base: 0x01473D34

ROM: Bootstrap program is C3750E boot loader
BOOTLDR: C3750E Boot Loader (C3750E-HBOOT-M) Version 12.2(35r)SE, RELEASE SOFTWARE (fcl)

cisl-9mem uptime is 1 day, 18 hours, 46 minutes
System returned to ROM by power-on

System restarted at 22:10:23 UTC Wed Sep 27 2006
System image file is "flash:IMG/c3750e-fa06-u-304k"

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stgrg.html

If you require further assistance please contact us by sending email to
export@cisco.com.
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show version W

License Level: ipbase Type: Default. No license found.
Next reboot license Level: ipbase

cisco WS-C3750E-24PD (PowerPC405) processor with 245760K/16376K bytes of memory.
Processor board ID CAT1006ROLH

Last reset from power-on

Target IOS Version 12.2(35)SE2

9 Virtual Ethernet interfaces

1 FastEthernet interface

444 Gigabit Ethernet interfaces

18 Ten Gigabit Ethernet interfaces

The password-recovery mechanism is enabled.

512K bytes of flash-simulated non-volatile configuration memory.

Base ethernet MAC Address : 00:12:80:92:02:00

Motherboard assembly number : 73-10314-06

Motherboard serial number : CAT1006066G

Motherboard revision number : 04

Model number : 78-7056-05

System serial number : CAT1006ROLH

Hardware Board Revision Number : 0x00

Switch Ports Model SW Version SW Image

* 1 30 WS-C3750E-24PD 12.2(35)SE2 C3750E-UNIVERSALK9-M

Configuration register is O0xF
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H showvian

show vilan

AA v T EOTRTOFREFHD VLAN 72138 ED VLAN (VLAN ID F 721340152 E LG E
DINT A —H EFRwT 5HI121%, show vlan = —H EXEC =2~ R&#EHLET,

show vlan [brief | dotlq tag native | id vian-id | internal usage | mtu | name vian-name |
private-vlan [type] | remote-span | summary]

BX DA brief (f£%) VLAN T2 I VLAN 4, 257 —F A, BLOE— % 1 17 THER
LET,
dotlq tag native ({E&) IEEE 802.1Q * A 7 4 7 VLAN # X 7 A7 —HX 25k F£RLET,
id vian-id (fLE%) VLAN ID %5 CHE SN | 50 VLAN (CHT 254 #5 L
I, vian-id \ZFEE T HFFHIZ 1 ~ 4094 T,
internal usage (L) AA v FRNEANCHHT 5 VLAN O U 2 F&2F R LET, Zh
5 VLAN (3% (CHEEHPH (VLAN ID 7% 1006 ~ 4094) DO DT,
N6 VLAN ZRNEMEHANSHIBR LW E, vlan 7 e —o3L a7 ¢
Fal—varyavwrRefHLT, 250 IDS T VLAN Z{Ef T
FHA,
mtu (fEE) VLAN ® U 2 k&, VLAN OFR— MIBESNTWAHRE/NB LW
KRRIFEHA MTU) YA XeE£RLET,
name vian-name (f£E) VLAN 4 THEENT- 1 DO VLAN [T M aFR LET,
VLAN 4%, 1 ~ 32 3¢5 ® ASCII X535 Td,
private-vlan LE) 7794 ~UBLO®EIZY VLANID, 447 (23a=7 1,
WAL, FETT7A4<Y), BLORT T4 _X— K VLAN IZETHHR— &
G, REWEHD T T A4 — |k VLAN O #@a2FRLET, Z0OF—U—
RiZ, A4 v FRIPH—E R 74 —F % v hEEITLTODIHAICE
FHAR—rENET,
type ({FEE) 794 X— K VLANID B L O% 1 7723 2 Rkr LET,
remote-span ({fE#) UE— b SPAN (RSPAN) VLAN (CBH+ B EHA2R L ET,
summary ({£EE) VLAN ~ U —fF#hz R~ LTI,
~
() ifindex ¥— UV —Kix, a~ o FRIA4 0 D~LT AR U IR RENTWETRS, 3 FR— &N T
WEHE A,
avy kK E—F 2 —4 EXEC
avy FEE )1y—2 EEEM

12.2(53)SE2

Zoavwry RRBMENE LR,
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[ 2818 |

0OL-25313-03-J |



| 852% Catalyst 3750-X &L U 3560-X X4 v F®D Cisco |I0S a<wv F

HEREDHA K51

]

showvian W

show vlan mtu =~ > K77 CTiZ, MTU Mismatch %[l VLAN WO 3 X TOAR— MIE U MTU 23 %
ZMEIPERLET, ZOHNT yes BERIN TV DHE, VLAN O%HR— MMIBlx D MTU 23 &
D, N7y b3, REWMTU 228 — MBSV MTU Z8OKR— MIAS v TFrr7End L,
Fay73naZERnHY ET, VLANIZ SVI BeWnsa, A 72 (-) BED SVI MTU FINZERR
S EJ, MTU-Mismatch FiZ yes BNERIN TV EHE, MiniMTU ZF24AR— b & MaxMTU % £
OR— MERRFINET,

v h &Y VLAN 2 EHET DHHICT T4 X— K VLAN Ot > % U VLAN #7714~ U VLAN (TP
T LD &425E, EH % U VLAN 28 show vlan private-vlan =~ > KO AIZE TN E A,

show vlan private-vlan type =~ FOH ) TIX, normal & L TRRINICEZA NI, T4 X— |
VLAN 7 Y v x—3 3 &fFoT0Th, 774 X—F VLAN O—#Tid2\ VLAN ThHZ &
EEWLET, E2E 25O VLAN 27714~ VU VLAN BL Ot W %Y VLAN &E&L, B
BT 28T, 774~ VLAN 27 Y v o—va Y EHIBRETICE D 4 U VLAN Of%E % Hil bk
L7=%&. B %V VLAN 72572 VLAN BH I normal & LTFERENET, show vlan
private-vlan (171 Ci%, 74~ U &EH XU VLAN OXT 2 non-operational &£ FRSNET,

WOHITIE, showvlan =~ RO ERLET, # 2-5212, ZOHIITERRINDZ 4 —/LFD
DA EZ R LET,

Switch> show vlan

VLAN Name Status Ports

1 default active Gi1/0/1, Gil/0/2, Gil1/0/3
Gil/0/4, Gil/0/5, Gil/0/6
Gil/0/7, Gil/0/8, Gil/0/9
Gil/0/10, Gil/0/11, Gil/0/12
Gil/0/13, Gil/0/14, Gil/0/15
Gil/0/16, Gil/0/17, Gil/0/18
Gil/0/19, Gil/0/20, Gil/0/21
Gil/0/24, Gi2/0/1, Gi2/0/2

1 default active Giz2/0/1, Gi2/0/2, Gi2/0/3, Gi2/0/4
Giz2/0/5, Gi2/0/6, Gi2/0/7, Gi2/0/8
Gi2/0/9, Gi2/0/10, Gi2/0/11, Gi2/0/12
Gi2/0/13, Gi2/0/14, Gi2/0/15, Gi2/0/16

<output truncated>

2 VLANQOOO2 active
3 VLANOOO3 active

<output truncated>

1000 VLAN1000 active

1002 fddi-default active

1003 token-ring-default active

1004 fddinet-default active

1005 trnet-default active

VLAN Type SAID MTU Parent RingNo BridgeNo Stp BrdgMode Transl Trans2
1 enet 100001 1500 - - - - - 1002 1003

2 enet 100002 1500 - - - - - 0 0

3 enet 100003 1500 - - - - - 0 0

<output truncated>

1005 trnet 101005 1500 - - - ibm - 0 0

Remote SPAN VLANs
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H showvian

Primary Secondary Type Ports

20 25 isolated Gil/0/1,Gi3/0/1
20 30 community Gil/0/1, Gi3/0/1
20 35 community Gil/0/1, Gi3/0/1

<output truncated>

& 2-52 showvlan A< FOHAT 4+ —IL F

Z4—ILF B7L

VLAN VLAN %5,

Name VLAN O4H (RESNLTWL5HE),

Status VLAN O 27 —H& X (active % 721% suspend).

Ports VLAN [ZJ& 7 %A — b,

Type VLAN DAF 47 247,

SAID VLAN Ot X=2U7 4 7YV —3 31D H,

MTU VLAN D KARIEHENAL Y A X,

Parent Bl VLAN (fFET554).

RingNo VLAN © U v 7% %ES EZET5%6).

BrdgNo VLAN 7V v V&S (4T 5%8).

Stp VLAN TSN A= 7Y ) — Fa hay 247,

BrdgMode ZOVLAN ©O7'Y v 7 £— K : A[REZ 1T Source-Route Bridging
(SRB; Y —A)L—F 7 U v 7) LW Source-Route Transparent
(SRT; Y—A/L—hF hT AT L k) T, 74/ SRB TY,

Trans1 oA L—=vary 7Y vP,

Trans2 oo AL—vary 71U yv2,

Remote SPAN VLANs |37 &1 Cv» % RSPAN VLAN # kA L £,

Primary/Secondary/ 77 A4~V VLANID, ¥4 >4V VLANID, 44U VLAN ®% A 7

Type/Ports (22 2=F 4 FFMT), BEXOZRICHBT 2 KR— b aate, &ES
Ni=774~_—h VLAN B&ENET,

WoHITIL, show vlan dotlq tag native =~ RO ZRLET,

Switch> show vlan dotlqg tag native
dotlg native vlan tagging is disabled

ROFITIL, show vlan private-vlan =~ > ROH 1 E R L ET,

Switch> show vlan private-vlan

Primary Secondary Type Ports

10 501 isolated Gi3/0/3

10 502 community Gi2/0/11

10 503 non-operational3 -

20 25 isolated Gil/0/13, Gil/0/20, Gil/0/22, Gil/0/1, Gi2/0/13,

Gi2/0/22, Gi3/0/13, Gi3/0/14, Gi3/0/20, Gi3/0/1
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showvian W

20 30 community Gil/0/13, Gil/0/20, Gil/0/21, Gil/0/1, Gi2/0/13,
Gi2/0/20, Gi3/0/14, Gi3/0/20, Gi3/0/21, Gi3/0/1

20 35 community Gi1/0/13, Gil/0/20, Gil/0/23, Gil/0/33. Gil/0/1,
Gi2/0/13, Gi3/0/14, Gi3/0/20. Gi3/0/23, Gi3/0/33,
Gi3/0/1

20 55 non-operational

2000 2500 isolated Gil/0/5, Gili/0/10, Gi2/0/5, Gi2/0/10, Gi2/0/15

WOFITIL. show vlan private-vlan type =~ > FOH T ERLET,

Switch> show vlan private-vlan type
Vlan Type

10 primary

501 isolated

502 community

503 normal

WOFTiX, show vlan summary =~ O JZRLET,

Switch> show vlan summary

Number of existing VLANs : 45
Number of existing VTP VLANs : 45
Number of existing extended VLANs : 0

woFITiX, showvlanid =~ > FOH A2 LET,

Switch# show vlan id 2

VLAN Name Status Ports

> viawozo active  Gil/0/7, Gil/o/s
2 VLAN0200 active Gi2/0/1, Gi2/0/2

VLAN Type SAID MTU Parent RingNo BridgeNo Stp BrdgMode Transl Trans2

> emet 100002 1500 - - - - - e o

Remote SPAN VLAN

Disabled

WOFITIL, show vlan internal usage =~ > FOH /2R LET, ZiiL, VLAN 1025 3 L Tf 1026
W, ALY T AN OFHEYy b A= Xy hb—FT v KA —F23BXN24 ORNE VLAN & L
THASNTVWSIZEERLTVWET, 260 VLANID oWz RT 58581, v—7 v K
R—br2vrvy NEDUTILERNDY T, 22XV, WES VLAN 25 L <, JLiEHIEH VLAN
EERLET, V=7 > N AR—bERBETD L, ORI VLAN FEREID L TonET,

Switch> show vlan internal usage
VLAN Usage

1025 GigabitEthernetl1/0/23
1026 GigabitEthernetl/0/24
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H showvian

EEaTUF avvk B7L
private-vlan VLAN Za2=7 ¢, ML, $72137 74~V VLAN ICRET D, 7
74~V VLAN 2t %> &Y VLAN (2B £ 7,
switchport mode BR—=hFD VLAN Ao R_R—=2 v 7 T— RERELET,
vlan VLAN | ~ 4094 ZiETE 256, VLAN 27 4 Falb— gy £—

R&EARX—T N LET,

Catalyst 3750-X &£ & U 3560-X R4 wF ATV K Y27 LR
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show vlan access-map W

show vlan access-map

FED VLAN 778X = v 7 7237 XTO VLAN 77 B R < v 72T 2 1EHE R RT DI,
show vlan access-map F##Z EXEC =~ FZHERA L E T,

show vlan access-map [mapname]

S,
GE) o< FE LANN—=ZX 74 —F% By FE2FTLTNDLAS v FTEYFR—-FShEEA,
BT D EA mapname EE) $ED VLAN 77 B A v v 74,
ARV R E—F FitE EXEC
avy FERE yy—=x EEER
12.2(53)SE2 Zoa<wry RRNEBMENRE LT,
i KOFITIE, show vlan access-map =~ > RO 2R L £,
Switch# show vlan access-map
Vlan access-map "SecWiz" 10
Match clauses:
ip address: SecWiz Gi0_3 in ip
ip address: SecWiz FalO 3 in ip
Action:
forward
BEaTUF avvFk EiEA
show vlan filter VLAN 7 4 v 2~ TITB 2158, 721355 E O VLAN £7213 VLAN 7
7EA 3y I o ERER R LET,
vlan access-map VLAN "% v b 74 VZ Y 7D VLAN vy 7 = b 2B LET,
vlan filter 1 2Ll E®D VLAN IZ, VLAN v v 7% #H L £,
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Hl show vian filter

show vlan filter

VLAN 7 4 VAT _RTCICEHT 2GR, 238 ED VLAN £721X VLAN 77 2 <= v FICBET 51
WA F£RT DHIZiE. show vlan filter 57# EXEC 2~ > R&EEH L £7,

show vlan filter [access-map name | vlan vian-id]

~
) Zoavy RiE, LANR—X 74 —F % £y FZ2FATLTVHARL v F T AR—FINETA,
BX A access-map name EE) BESNTEVLAN TV ERA v TOT7 4 NZ ) TEREFRFELE
‘j‘o
vian vian-id (fLH) HESNZ VLAN 07 4 V& U v JilaRn LET, HET 5
FPHIZ 1 ~ 4094 <9,
avY kR E—F ¥#E EXEC
av v FERE Jy1y—=x EEEMR
12.2(53)SE2 oawy REMEE L,
{5l wOFTix. show vlan filter =~ > FOHHZRLET,
Switch# show vlan filter
VLAN Map map_1 is filtering VLANs:
20-22
RlEaTUF avwrk L
show vlan access-map FsED VLAN 727 R =y 7TEIETXTO VLAN 7 7R v
TICEAT L EMERRILET,
vlan access-map VLAN X7y b 740 Z V7D VLAN vy 7 = b 2B L F
7
vlan filter 1 2LLE®D VLAN IZ, VLAN v v 7 Z2EH L E7,
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showvmps H

show vmps

VLAN Query Protocol (VQP) N— =3 | B#RMER, FRITHEE, VLAN A=y 7 R
V==X (VMPS) OIP 7 RL A, BIOBIEOH —NCT T A< $—NERRTDHITIL, F—
U — K& IEEETIC show vmps = —% EXEC =~ > F&H L E£7, statistics ¥—U— F&fEE T
L&, 74T MIOKEHERN R RINET,

show vmps [statistics]

XX DA statistics LE) VQP D7 T4 7 v MIKFHEHRIL L O v v ¥ 2 RR L ET,
avv K E—F = — EXEC
av Yy FEE yy—=x EHEER
12.2(53)SE2 Zoawry RRBMEE L,
il WOFITIE, show vmps =~ > RO &R LET,

Switch> show vmps

VQP Client Status:

VMPS VQP Version: 1
Reconfirm Interval: 60 min
Server Retry Count: 3

VMPS domain server:

Reconfirmation status

VMPS Action: other

WOFITIL, show vmps statistics 2~ FOWNERLET, £ 2-5312, RRINDIET 44— F
OHAERLET,

Switch> show vmps statistics
VMPS Client Statistics

VQP Queries: 0
VQP Responses: 0
VMPS Changes: 0
VQP Shutdowns: 0
VQP Denied: 0
VQP Wrong Domain: 0
VQP Wrong Version: 0
VQP Insufficient Resource: 0

% 2-53 show vmps statistics ® 7 1+ —JL FOHA

J4—ILF A

VQP Queries 7 TAT Y R B VMPS ICEEEND 7 = U —3L,
VQP Responses VMPS M6 27 T A 7 MTEE SN DIREE
VMPS Changes B — 3T VMPS # 4 H L 7= R,
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W show vmps

% 2-53 show vmps statistics D7 1« —JL FOHHA (#E)

J4—ILF

B

VQP Shutdowns

R—=hr&2T ¥y hFTUTBH572HIC VMPS DInE 2R E LR, 7947
VRER— N ETFT =TIl TOFR—F EOFTRTOXAFI VI TR
VAZT RLA T—=7UnbHIBRLET, EfzETTIE,. F— F2FY0
B EOAX—TNVREIZTILERD D £,

VQP Denied

VMPS 3t X% =2 U7 ¢ EOFHEMNL Y T4 7 NEREZHER L7-[E1%%, VMPS
DIENRT RLAZRESE LIRS, FOT RFVATY—J RATF— g D7
U — A EITENEEA (F— B3 VLAN IZE D B4 THEN TV HIFE,

Ta—R®EY A NEFEVALFXRY AN TV —2NU—T AT — 3 IR L
TEREEINET), 7747 MIERENZT KL A&7 vy 7 EHRT R
AELTCT RVA T—7IRELET, Zhicky, Zov—s 25— 3
UBFEAG LA HHA Ty Mot T b7 =) =2, ZhELE VMPS IZ(E
ENRLL RV EST, 2=V T XA LN, TOR—FTIDOI—J AT —

VarvnbLOFRAT Y FEZELRWGES, 7747 MIT L AEBR
iz LE9,

VQP Wrong Domain

TRNOFH R A A N VMPS OFE KA A & —FLpWEH, "— D
RO VLAN D Y TIFLEEINET A, ZOREIT, Y—_"BLO7 I4
T MIFREU VIPEH R AL URARESN TN EE2EKRLET,

VQP Wrong Version

Y — Xy hONR—U gy 74— RIZ, VMPS THR— S T3
N—=T g DL REVEDRKEHSN DA, R— FD VLAN #0434
FENEFA, AL vFIXVMPS X—2 g 0 1 BRZITEZEELET,

VQP Insufficient

VI —=ADTXATEY T 4 IZERH D7D, VMPS NERIGETE 7

Resource WEEL, FRRRITHIRICE L TV eWEE, 7747 v M — T & OFRIT
I L E I NS C T, LY —_"FERIERORBY —CER A2
EELET,
BEa<w K avwyk H L]

clear vmps statistics

VQP 7 A7 ¥ MR SN T A E#REZ 27 VU 7 LET,

vmps reconfirm ($##2 VQP 7 =V —%%{E LT, VMPS TOTRTDHX A+ 3 v27 VLAN HY

EXEC)

TR LET,

vmps retry

VQP 7 947 v bOY =T L OFERITREERELET,

vmps server

7FF4~Y VMPS, BEUOHEKRTIEDEI L ZY —N"ERELET,
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show vtp

showvtp W

VLAN FZ %7 Fr han (VIP) OFHRNAAL LV AT —F A BIOI U ZICHT 5%
T % £ 5121, show vtp =— EXEC <> FEHHLET,

show vtp {counters | devices [conflicts] | interface [interface-id] | password | status}

X DEREA counters AA v FO VTP FatERERRLET,
password BJEINF VTP SAT— FEFRLET,
devices RAALLNDOTRTO VIP N—V a0 3 F 0 2T AFREF T LE
T, ZOXF—T—RiE, AL vFN VTP X—T 3 3 2ETL TN
AETHEHSNET,
conflicts BWMATATITA<Y =% VIP N—T g v 3531 2 2BT A1
EFRRLET, AL VFBVIP T AT Lo b — FE7013 VTP 4
72— RZHHrHE, Zoa~vr RFERsSNET,
interface [interface-id] T _XTCHOA L H—T =2 A ZAFRIFRESNTZA LV Z—T = A RT3
VTP DAT—Z AR L ORELEFRRLET, interface-id \ZITWELA > X —
T2 AAERFAR— N Fry RxVERETEET,
status VIP EH R AL L DAT—H AT 5 RIERER R LET,
avy kR E—F 2 —4 EXEC
avy FERE yy—= EERNE

HHEDHA K51y

]

12.2(53)SE2

Zoavwry RRBMSRELE,

AA wF BN VTP 3= 3 > 3 2 EITHIC show vip password =~ REANT D L FoRITED L —

JAZHEVNE T,

o password password 7’2 —/3)L 27 4 ¥ a2 b— g av 2 KT hidden ¥— 7 — RAEfREYE
T AL v F ETHSSA =TV TROWEE, SATV—FREZ V7 TFA M TRRSNET,

e password password 2~ KC hidden ¥—V — FZEEET, A1 v F L THRESAA X —T L
DEFE, B LSRN AT — RRRRENET,
e password password 2~ K|Z hidden ¥ — U — FREENTWIZIHA, 16 HEOME F — 03 F R

SNET,

WOFITIL, show vtp devices 2~ RO AR LU ET, conflict D ves IE, WET HH— 0
ZTOWRED T — )N —NLBELTNDLILEZERLET, 2D, RICLRFRALSHD2 DDA
Ay FiE, T—HARXR—RKLTRILT 74~ B—R"ER/RLEEA,

Switch# show vtp devices

Retrieving information from the VTP domain. Waiting for 5 seconds.

VTP Database Conf switch ID Primary Server Revision System Name

lict
VLAN Yes 00b0.8e50.d000 000c.0412.6300 12354 main.cisco.com
MST No 00b0.8e50.d000 0004.AB45.6000 24 main.cisco.com
VLAN Yes 000c.0412.6300=000c.0412.6300 67 gwerty.cisco.com
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W show vtp

& 2-54

WOHITIL, show vtp counters =~ > RO NEZRLET, £ 2-54 12, BARINDIET7 4 — VKD
BHERLET,

Switch> show vtp counters

VTP statistics:

Summary advertisements received
Subset advertisements received
Request advertisements received
Summary advertisements transmitted :
Subset advertisements transmitted
Request advertisements transmitted :
Number of config revision errors
Number of config digest errors
Number of V1 summary errors

O O O O O O o o o

VTP pruning statistics:

Trunk Join Transmitted Join Received Summary advts received from
non-pruning-capable device

Gi1/0/47 0 0 0

Gil1/0/48 0 0 0

Gi2/0/1 0 0 0

Gi3/0/2 0 0 0

show vtp counters ® 7 1 —JL FOFREA

Z4—ILF

Bl

Summary advertisements Koo R— R ETCIDODRAL v FBZET AV~ — T KX A X0, F~U— T K

received

NEARZNE, BERAA A, a7 4Fab—vary VeV a VFS, T4 A LA
S 7LD, BAkF =y 7Y A BIOHEST LTy b 7 EARZ A XOEBEEN
i‘j‘o

Subset advertisements received | NS5 7 R— M ETCIDAAL vTFNZETAHIF Ty N T KARAX AL X0, 7€y b

T RANZA R0, 1 D2 ED VLAN ICET 2 FRB3 T X TEHEERTHET,

Request advertisements NI R=F ETIDAL v TFNZIET DT RANZ A ZEROE, 7 FAFZ A ZBER

received

X, @H. $XTCO VLAN LT 2 HE2ZERLET, £/, VLANOY 7 &> T
B oiEMmbERTE £,

Summary advertisements N7 R—=FETZORAAL v TFNEET LIS~ — T IRZAL XD, Y~U—TFK

transmitted

NEARZNE, BERAA A, a7 4Fab—var VeV a UvFS, T4 A LA
7LD, RiAEF =y 7oA BRIOHET L T2y b 7 RN A ZOEREEN

i‘j‘o
Subset advertisements Fov 27 R=FMETZDAL v FREETIZV Ty b T RRE AL X0, 7Ey b
transmitted T RAH A RZiE, 1 DU ED VLAN ICHT RN/ T X TCEERTOET,
Request advertisements NI R=FETIDAL v TFNRRET DT RANZ A ZEROE, 7 FAFZ A R
transmitted I, BE. TXTO VLAN EICBT 2 ®RZ2ERLET, £/2, VLANOHTE > M

B oMb ERTE £,
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showvtp W

% 2-54 show vtp counters ® 7+ —JL FOE (=)

J4—ILF

B8

Number of configuration
revision errors

JEY gy =5 —0H,

#H LW VLAN OEs%, BEfF VLAN OHIBR, FWr, £33/, H 25 WIiEREF VLAN ©
WNIGA—REREEITHIE, AL v TFOaryT7 4 Falb—valry JeEyar BeNEMLE
kR

VEDa v BEBNAAL v TF DI EDa vEELE—KTH L1005, MD5 ¥4 ¥ =
A MENR—FHLRWT FRAZA R AL vFRZETLHE, VEDa Ly 25—l E
T, ZDOZTF—IE. 2 ODAAL v FD VTP RAT — KRR B0, FTIIAA v TFORE
NERRHZLEEWRLET,
INSDOZT—NRELERE, AL vFIIEET FRZAXDOT 4 VE Y THhTh
D, *2v FI7—=ZWNTVTP T —F_X—2ZANEH L72< 720 £9,

Number of configuration digest
errors

MD5 A V= A~ =T —0DH,

YU — X7y NADO MDS ¥4 YA e, 3EINZZEFEAT KX A XD MD5
HAT 2 AR —HL2WGEEIZ, YA V=2A s =T7—RNENLET, ZOT—F, @
W 2DODAL vy FOVIP NRAT— RPRAEDZZEEZBRLET, ZOBBEEMRT I
1T, TR_RTDOAAL v FTVIP NRTU—RARICIZARD LT LET,

INLOTT—PRELERE. A vy FIIERET RN RXDT 4 NVE Y v THTH
V. XYy NT—=7WHNTVTIP 7T —F_X—2ANEH L3220 ET,

Number of V1 summary errors

N—=T gy 17—,

VIPV2 E— RDOAAL v FNB VTP A=V a1 7 —05%ETHE, X—=Var 1 ¥
<~ — =T —REMLET, I T —iF, Dl 1 2ORANR— A vFE
TVIP X—=a v 1 BB L TWAn, £21T V2 E— KRBT 4 =7 /L DIREET VTP
NR=TaV2PBEBHLTWDIEE2EWLET, ZoOMEEMLTHIZE, VIP V2 £—
ROAL v FOREET 4 =T NMIEBLET,

Join Transmitted

FFo 7 ETCREESNTZVIP Fv—=0 7 A vk —T 08,

Join Received

NI ETZEEINTE VIP S v—=0 7 A vt —T 08,

Summary Advts Received from
non-pruning-capable device

FN7U s ETRESNTZ, TN—=0 T EY A= R LTWRNT AL ANED VTP =
V= Avt—T0%,

WOBITIL, show vtp status =2~ > FOHENEZRLET, £ 2-5512, BRENDIET 4 —v KOFHHA
ERLET,

Switch> show vtp status

VTP Version 2

Configuration Revision : 0

Maximum VLANs supported locally : 1005

Number of existing VLANs : 45

VTP Operating Mode : Transparent

VTP Domain Name : shared testbedl

VTP Pruning Mode : Disabled

VTP V2 Mode : Disabled

VTP Traps Generation : Enabled

MD5 digest : O0x3A 0x29 0x86 0x39 0xB4 0x5D 0x58 0xD7
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W show vtp
% 2-55 show vtp status O 7 1+ —JL FDEREA
J4—ILE EREA
VTP Version AL v F ETEELTCWAD VIP X—Va v 2R LET, 7740 M T, A v T —

TVarlEFITLETN, A=V ar2IlRETLHIELTEET,

Configuration Revision

DAL v FOBRIEDa L T 4 Fal—vary JEYa v &Ea,

Maximum VLANs
Supported Locally

0— B VYR — FERTWD VLAN O KE

Number of Existing
VLANSs

BEfE D VLAN 34,

VTP Operating Mode

VTP MEE—FK (=, 774 T b, FEEFF T AT LU R 2FRRFLET,

Server : VTP —N T— RO AL v F X VIP IZH LTA F—F A THY ., 7T RAZ A Rk ik
IFELET, ALYy FTVLAN R ETEXET, TOAL v FZ2EATH L., ZEi%IC, BED
VTP 5 — % _X—ARNDOTXTD VLAN f§# %, NVRAM L HEITTEET, 7744 kTl
FTRCTDAA v F0N VIP —TF,

GE) AAvTFPRTEE NVRAM ICEZAALTWABICHEELZHE L. NVRAM MHERET 5
FTCH—NRNRE—RIIRDIEVTERWEA, AA v FIETVIP — F— )b
VIP 7547 v F E— FICHBIMIZEDLY £7°,

Client: VIP 7 A4 7 K = RDOAAL v FILVIP IZKH LTA RX—=T A THY, 7 ¥ A
AuFETEETH, VLAN REZEMT 272D+ RERBEZ M L—URH 0D £8 A,
ZA w» FTIE VLAN R ETEETA, VIPZ 947 b3 EEITLE, VIPZ 747 b
3% D VLAN 7= X—=2 2 UL 57 RN A X535 ET, VIP 7 FRZ A X%
EELEE A,

Transparent : VIP T VAT LV b F— NOAA v F X, VIPIZKLTT 1 &8—7 L Th
D, 7T RNRNZ A ZXDFEER, MOT A ADLIEGFEINTT R A XOFEEEITVER A,
Fiz, Xy FT—=IHOMDT A 2D VLAN REICHHELEEAL, A v FIXVIP T R
NWEARXEZIFE L, T RNEAREZE LI N T 7 A= E2RTXITOMT 7 F— M
INEEELET,

VTP Domain Name

A FOEE AL & RET D4,

VTP Pruning Mode

TN—= TINA X =T NANERET =T A2 F Rk LET, VIP V=TT r—=1 7
EAX—TNMITDE, BEHINAAL VEERTIN—= IRV ET, TA—= T %
ERTDE, VT 74 I BNERR Y N~ TARARIT 72 AT HEOIER LT
RN NT T VoI ~DT7 T T 407 NTT7 47 BHIRENET,

VTP V2 Mode

VIP R—=T a2 F—RKPA RX—=TANEIDEFRRLET, TXTOVIP A=V g2 R
A vFiE, T7ANETR=V a1 T—NTEHELET, & VIP A4 v FiIfho+ToD
VTP T34 20 BEIMWICHRE LET, VIP T XA A Xy RU—JNOTXTD VTP &
AYTFPN—=T a2 F— RTEERRRBEET. Xy NU—27& =3 U 2 IZRELT
TV,

VTP Traps Generation

VIP NI v 7 %Xy NIRRT =2 a VIZHEETLOINE I NERTLET,

MDS5 Digest

VIPRED 16 A b F=v ¥ A,

Configuration Last
Modified

RBEATOTERELEO A ERA TR LET, T— I RXR—ZAORELELDFK & 72> 7 A
A TFDOIPT KLAEFRRLET,

WOBITIE, VIP X—V 3 > 3 2F(TT 2 AA v FITkT % show vip status =~ > RO &R L F

j—O

Switch> show vtp status
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VTP Version capable
VTP version running
VTP Domain Name

VTP Pruning Mode

VTP Traps Generation
Device ID

Feature VLAN:

VTP Operating Mode

Number of existing VLANs

Number of existing extended VLANs

Configuration Revision
Primary ID

Primary Description
MD5 digest

Feature MST:

VTP Operating Mode
Configuration Revision
Primary ID

Primary Description
MD5 digest

Feature UNKNOWN:

1 to 3

3

Cisco
Disabled
Disabled

0021.1bcd.c700

Server
7
0
0

0000.0000.

0x00 0x00
0x00 0x00

Client
0

0000.0000.

0x00 0x00
0x00 0x00

0000

0x00
0x00

0000

0x00
0x00

0x00
0x00

0x00
0x00

0x00
0x00

0x00
0x00

0x00
0x00

0x00
0x00

0x00
0x00

0x00
0x00

0x00
0x00

0x00
0x00

showvtp W

avro kR

SiBA

clear vtp counters

VIPRBIOTIN—= T Ay 2% 7 0T LET,

vtp (Fa—rL a7 4
Fal—Tay)

VIPDZ7 57 AN, A B —T AR5,
PHRELET,

AL %, BEOE—-F

| oL-25313-03-J
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