


 

'¨  2 'v       Catalyst 3750-X �>�|�g  3560-X �«�–�µ�³�b  Cisco IOS �¥�Ð�å�»
aaa accounting dot1x
�¹�Ç�›�Ý�º AAA �������f�9���f�#�ê�:���.�o�I�^�â�Ô�•

�¥�Ð�å�»  �Ô�î�» �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �Î�é�&�Q�f�<�ê�” RADIUS �(�o�C�ó�é���"�.�,�Ç��-Ð�â�Ô�•

���f�2�o�H�����,�æ  IEEE 802.1x RADIUS �������f�9���f�#�.3�o�Ô���è�æ�” dot1x reauthentication 
���f�2�o�H�����,  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<��I��Ô���Î�ã��•�Q�Ò�ù�Ô�•

�[ �4�é���â�ê�” IEEE 802.1x �������f�9���f�#�.3�o�Ô���Ç�:�$��Ò�ù�Ô�•

Switch(config)# aaa new-model
Switch(config)# aaa accounting dot1x default start-stop group radius

>&�@>' RADIUS .z.=�(�o�C�ê�” AAA �"�\�����f�;�Æ���•�Â�D�$�6�;�ÿ�����6�4�<�6�#  �D�$�6�;����Ì�I��
�á.%3s�Ô�����Á�”1¡�¾�æ.3�o�Ô����-Ð�Ç�½���ù�Ô�•

6õ4��¥�Ð�å�»

radius 9Ô
›�ç9ÕRADIUS .z.=����@�o�I�^�æ�Ò�ù�Ô�•

tacacs+ 9Ô
›�ç9ÕTACACS+ �������f�9���f�#����@�o�I�^�æ�Ò�ù�Ô�•

�Ü�Ü�î�« �š�fÆ��

12.2(53)SE2 �Î�é�&�Q�f�<�Ç1J��Ð���ù�Ò�Ú�•

�¥�Ð�å�» 1��Â

aaa authentication 
dot1x

IEEE 802.1x �ÇG
Þ�Ò�á�¿�����f�2�o�H�����,�â
ö!ª�Ô��  1 �ß
•
��é  AAA 
�T�0�6�<��0�o�Ò�ù�Ô�•

aaa new-model AAA ���"�.�,  �&�f�;�`�o�^  �U�:�^����@�o�I�^�æ�Ò�ù�Ô�•�t�¥�±�Ž�æ�ß
�¿�á�ê�” �¡ Cisco IOS Security Command Reference, Release 12.2�¢ > 

�ŸAuthentication, Authorization, and Accounting�  > �ŸAuthentication 
Commands� �ó�–�Ò�á�Ê�Û�Ð�¿�•

dot1x reauthentication �o�¼"›�å�c.z.=����@�o�I�^�ù�Ú�ê�:���.�o�I�^�æ�Ò�ù�Ô�•

dot1x timeout 
reauth-period

�c.z.=�é.\-��é4F4Ò9Ô$}9Õ�.3�o�Ò�ù�Ô�•
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'¨  2 'v       Catalyst 3750-X �>�|�g  3560-X �«�–�µ�³�b  Cisco IOS �¥�Ð�å�»
aaa authentication dot1x
aaa authentication dot1x
IEEE 802.1x .z.=�æ�0���Ô���P�o�;�â
ö!ª�Ô��  Authentication, Authorization, and Accounting9ÔAAA; 
.z.=�”.5���”�������f�9���f�#9Õ�Ç�|��0�o�Ô���æ�ê�”�,���6�4  �,�2�6�"�ù�Ú�ê�,�2�f�<���`�f  �,
���6�4
��â  aaa authentication dot1x �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�
ö!ª�Ò�ù�Ô�•.z
.=��:���.�o�I�^�æ�Ô���æ�ê�”�Î�é�&�Q�f�<�é  no �»�|�
ö!ª�Ò�ù�Ô�•

aaa authentication dot1x { default} method1

no aaa authentication dot1x { default}

�S�e�b1��Â

>&�@>' 
•�é� �o�b�o�<�Ç�&�Q�f�<�\���f�é�K�^�J  �,�;�]�f�#�æ-+$��Ð���ù�Ô�Ç�”�(�P�o�;�Ð���á�¿���é�ê  
default �Å���î  group radius � �o�b�o�<�Û�Ì�â�Ô�•

�¹�Ç�›�Ý�º .z.=�ê�s-��Ð���ù�Ö���•

�¥�Ð�å�»  �Ô�î�» �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å method �•�™�æ�ê�”.z.=���^�'�]�-�S�Ç�"�\�����f�;�Æ���é�D�,�b�o�<�#Õ.z�Ô���Ú�ü�æ	û�o�é5Å�(�â
.\�ú���Ç�|��0�o�Ò�ù�Ô�•�s4Ù�æ  IEEE 802.1x �æ�0���Ò�á�¿���Ñ	û�é�Ç�|�ê�”�"�\�����f�;  �:�o�2�Ç  
RADIUS .z.=�(�o�C�æ�»�Ò�á#Õ.z�Ð����  group radius �Ç�|�â�Ô�•

group radius ��0�o�Ò�Ú�•�'�” radius-server host �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�
ö
!ª�Ò�á  RADIUS �(�o�C�.3�o�Ô����-Ð�Ç�½���ù�Ô�•

.3�o�Ð���Ú.z.=�Ç�|�é�]�,�;�-+$��Ô���æ�ê�” show running-config  $�  EXEC �&�Q�f�<�
ö!ª�Ò�ù
�Ô�•

default �Î�é�•�™�é�ß�æ&ï�Ê�”�]�,�;�Ð���Ú.z.=�Ç�|��`�#���f�(�é�:�H���^�;�é�Ç�|
�ã�Ò�á
ö!ª�Ò�ù�Ô�•

method1 .z.=!ª�æ�Ô�ô�á�é  RADIUS �(�o�C�é�]�,�;�
ö!ª�Ô���æ�ê�” group radius 
� �o�b�o�<��I��Ò�ù�Ô�•

�Ü�Ü�î�« �š�fÆ��

12.2(53)SE2 �Î�é�&�Q�f�<�Ç1J��Ð���ù�Ò�Ú�•  
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'¨  2 'v       Catalyst 3750-X �>�|�g  3560-X �«�–�µ�³�b  Cisco IOS �¥�Ð�å�»
aaa authentication dot1x
�[ �4�é���â�ê  AAA ����@�o�I�^�æ�Ò�á  IEEE 802.1x �0���é.z.=�]�,�;�
Þ�‘�Ô���Ç�:�$��Ò�ù�Ô�•�Î�é
.z.=�ê�”�¨�Ë�æ  RADIUS �(�o�C�ã�é
d�>�.\�ú�ù�Ô�•�Î�éG
Þ�â���\�o�Ç10�>�Ð���Ú�•�'�”�Y�o�)�ê
�@�6�;�b�o�"�ó�é���"�.�,�Ç.5���Ð���ù�Ö���•

Switch(config)# aaa new-model
Switch(config)# aaa authentication dot1x default group radius

.3�o�#Õ.z�Ô���æ�ê�” show running-config  $�  EXEC �&�Q�f�<��I��Ò�ù�Ô�•

6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

aaa new-model AAA ���"�.�,  �&�f�;�`�o�^  �U�:�^����@�o�I�^�æ�Ò�ù�Ô�•�t�¥�±�Ž�æ�ß
�¿�á�ê�” �¡ Cisco IOS Security Command Reference, Release 12.2�¢ > 

�ŸAuthentication, Authorization, and Accounting�  > �ŸAuthentication 
Commands� �ó�–�Ò�á�Ê�Û�Ð�¿�•

show running-config G
Þ.3�o�-+$��Ò�ù�Ô�•
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'¨  2 'v       Catalyst 3750-X �>�|�g  3560-X �«�–�µ�³�b  Cisco IOS �¥�Ð�å�»
aaa authorization network
aaa authorization network 
�Y�o�)�Ï�ã�é  Access Control List9ÔACL; ���"�.�,  �&�f�;�`�o�^  �]�,�;9Õ�ÿ  IEEE 802.1x VLAN ���
�°�á�ã�¿�Þ�Ú�Ô�ô�á�é�@�6�;�b�o�"4P1j�(�o�F�,-Ð�Þ�æ�»�Ò�á�Y�o�)  RADIUS .z.=�
ö!ª�Ô�����Á�æ
�,���6�4�.3�o�Ô���æ�ê�”�,���6�4  �,�2�6�"�ù�Ú�ê�,�2�f�<���`�f  �,���6�4
��â  aaa authorization 
network �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�
ö!ª�Ò�ù�Ô�• RADIUS �Y�o�).z.=��:���.�o
�I�^�æ�Ô���æ�ê�”�Î�é�&�Q�f�<�é  no �»�|�
ö!ª�Ò�ù�Ô�•

aaa authorization network default group radius 

no aaa authorization network default

�S�e�b1��Â

�¹�Ç�›�Ý�º .z.=�ê�:���.�o�I�^�â�Ô�•

�¥�Ð�å�»  �Ô�î�» �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å �,���6�4�Ç�”�:�H���^�;�é.z.=�]�,�;�]�æ�½��  RADIUS �(�o�C�Æ��  IEEE 802.1x .z.=�D�\�T�o�2��3
���f�`�o�<�â�È�����Á�æ�Ô���æ�ê�” aaa authorization network default group radius �#�`�o�C�^  �&�f
�H���!�X�_�o�*�Z�f  �&�Q�f�<�
ö!ª�Ò�ù�Ô�•.z.=�D�\�T�o�2�ê�”�Y�o�)�Ï�ã�é  ACL �ù�Ú�ê  VLAN �
���°�á�å�ä�” RADIUS �(�o�C�Æ���D�\�T�o�2����ç�Ô���Ï(»�â
ö!ª�Ð���ù�Ô�•

.3�o�Ð���Ú.z.=�Ç�|�]�,�;�-+$��Ô���æ�ê�” show running-config  $�  EXEC �&�Q�f�<�
ö!ª�Ò�ù�Ô�•

�[ �Î�é���â�ê�”�Ô�ô�á�é�@�6�;�b�o�"4P1j�(�o�F�,-Ð�Þ�æ�»�Ò�á�Y�o�)  RADIUS .z.=�-��Á���Á�,���6
�4�.3�o�Ô���Ç�:�$��Ò�ù�Ô�•

Switch(config)# aaa authorization network default group radius

.3�o�#Õ.z�Ô���æ�ê�” show running-config  $�  EXEC �&�Q�f�<��I��Ò�ù�Ô�•

6õ4��¥�Ð�å�»

default group 
radius

�:�H���^�;�é.z.=�]�,�;�ã�Ò�á�”�(�o�C  �#�^�o�J�]�é�Ô�ô�á�é  RADIUS �N�,
�;�é�]�,�;�
ö!ª�Ò�ù�Ô�•

�Ü�Ü�î�« �š�fÆ��

12.2(53)SE2 �Î�é�&�Q�f�<�Ç1J��Ð���ù�Ò�Ú�•  

�¥�Ð�å�» 1��Â

show running-config G
Þ.3�o�-+$��Ò�ù�Ô�•
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access-list
access-list 
�¡�0�ù�Ú�ê���›  IP ���"�.�,  �]�,�;�é�,�Q�o�;  �`�!�f�#����@�o�I�^�æ�Ô���æ�ê�”�#�`�o�C�^  �&�f
�H���!�X�_�o�*�Z�f  �U�o�<�â�” access-list �&�Q�f�<�  smartlog � �o�b�o�<�ã�ã�ý�æ
ö!ª�Ò�ù�Ô�• ACL 
���f�;�]�ó�é	û)L�ê�” NetFlow �&�_�"�2�é�`�#�æ.%3s�Ð���ù�Ô�•���"�.�,  �]�,�;�é�,�Q�o�;  �`�!�f�#
��:���.�o�I�^�æ�Ô���æ�ê�”�Î�é�&�Q�f�<�é  no �»�|�
ö!ª�Ò�ù�Ô�•

access-list access-list-number { deny | permit } source [source-wildcard] [ log [word] | smartlog] 

access-list access-list-number [dynamic dynamic-name [timeout minutes]] { deny | permit } 
protocol source source-wildcard destination destination-wildcard [precedence precedence] [ tos 
tos] [ time-range time-range-name] [ fragments] [ log [word] | log-input [word] | smartlog] 

�S�e�b1��Â

�¹�Ç�›�Ý�º ACL �,�Q�o�;  �`�!�f�#�ê���@�o�I�^�æ�å�Þ�á�¿�ù�Ö���•

�¥�Ð�å�»  �Ô�î�» �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å access-list �&�Q�f�<�é  smartlog � �o�b�o�<�
ö!ª�Ò�å�¿�t�¥�é�b�K�å.‘�ÿ�æ�ß�¿�á�ê�” �¡ Cisco IOS 
Security Command Reference�¢�ó�–�Ò�á�Ê�Û�Ð�¿�•

ACL �Ç���f�2�o�H�����,�æ1¡!ª�Ð���á�¿���•�'�” ACL �æ	û)L�Ô���D�$�6�;�ê�” ACL �é.3�o�æ�n�à�¿
�á���8�ù�Ú�ê.5���Ð���ù�Ô�•�,���6�4�â�,�Q�o�;  �`�!�f�#�Ç���@�o�I�^�æ�å�Þ�á�Å���” ACL �æ 
smartlog � �o�b�o�<�Ç�=�ù���á�¿���•�'�”���8�ù�Ú�ê.5���Ð���Ú�D�$�6�;�é�]�ˆ�ê  Flexible NetFlow 
�&�_�"�2�æ1M�����ù�Ô�•

�ù�Ú�” logging smartlog �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�
ö!ª�Ò�á�”�,�Q�o�;  �`�!�f�#
��#�`�o�C�^�æ���@�o�I�^�æ�Ô����-Ð�Ç�½���ù�Ô�•

�P�o�;  ACL9Ô�_���W 2 ���f�2�o�H�����,�æ1¡!ª�Ð���Ú  ACL9Õ�é�ú�Ç�,�Q�o�;  �`�!�f�#��(�P�o�;�Ò�á
�¿�ù�Ô�•�^�o�2  ACL �ù�Ú�ê  VLAN ACL �ê�,�Q�o�;  �`�!�f�#��(�P�o�;�Ò�á�¿�ù�Ö���•�P�o�;  ACL 
�ê�`�!�f�#��(�P�o�;�Ò�á�¿�ù�Ö���•

ACL �Ç���f�2�o�H�����,�æ1¡!ª�Ð���á�¿���•�'�”	û)L�Ô���D�$�6�;�ê�`�#�ù�Ú�ê�,�Q�o�;  �`�#�é�¿�Õ
���Æ�æ.%3s�Ð���”
��Ç�æ.%3s�Ð�����Î�ã�ê�½���ù�Ö���•

���"�.�,  �]�,�;�é�:���.�o�I�^�â�½���,�Q�o�;  �`�!�f�#��å4°�Ô���æ�ê�”���"�.�,  �]�,�;  �&�f�H��
�!�X�_�o�*�Z�f  �U�o�<�4?�Ž�Ò�” no deny { source [source-wildcard] | host source | any} [ smartlog] �&
�Q�f�<�ù�Ú�ê  no permit { source [source-wildcard] | host source | any} [ smartlog] �&�Q�f�<��I��Ò�ù
�Ô�•

ACL �â�,�Q�o�;  �`�!�f�#�Ç���@�o�I�^�æ�å�Þ�á�¿���Î�ã�#Õ.z�Ô���æ�ê�” show ip access list  $�  
EXEC �&�Q�f�<��I��Ò�ù�Ô�•

smartlog 9Ô
›�ç9Õ�,���6�4�â�,�Q�o�;  �`�!�f�#�Ç���@�o�I�^�æ�å�Þ�á�¿���•�'�”
���"�.�,  �]�,�;��–�'�Ô���D�$�6�;  �H�`�o�  NetFlow �&�_�"�2�æ1M
�>�Ò�ù�Ô�•

�Ü�Ü�î�« �š�fÆ��

12.2(58)SE smartlog � �o�b�o�<�Ç1J��Ð���ù�Ò�Ú�•
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access-list
�[ �4�é���â�ê�”���›���"�.�,  �]�,�;�” ACL 101 �æ�»�Ò�á�,�Q�o�;  �`�!�f�#�.3�o�Ô���Ç�:�$��Ò�ù�Ô�•
�Î���æ�����” IP ���<�_�,�Ç  172.20.10.101 �é�N�,�;�Æ��
›�ç�é�p�5�ó  IP �;�\�H���6�"�Ç.5���Ð���ù�Ô�•
�,�Q�o�;  �`�!�f�#�Ç���@�o�I�^�æ�å�Þ�á�Å���” ACL �Ç�_���W  2 ���f�2�o�H�����,�æ1¡!ª�Ð���á�¿���•
�'�”�Î�é�æ
™�æ	û)L�Ô���D�$�6�;�é�&�G�o�Ç  NetFlow �&�_�"�2�æ1M�>�Ð���ù�Ô�•

Switch(config)# acl 101 permit ip host 10.1.1.2 any smartlog
Switch(config-if)# end

6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â
logging smartlog �,�Q�o�;  �`�!�f�#��#�`�o�C�^�æ���@�o�I�^�æ�Ò�ù�Ô�•

show access list

show ip access list

�Ô�ô�á�é���"�.�,  �]�,�;�ù�Ú�ê�Ô�ô�á�é  IP ���"�.�,  �]�,�;�é�]�ˆ�-+$��Ò
�ù�Ô�•
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action
action
VLAN ���"�.�,  �Q�6�J  ���f�;�]�æ�»�Ò�á���"�*�Z�f�.3�o�Ô���æ�ê�”�,���6�4  �,�2�6�"�ù�Ú�ê�,�2�f
�<���`�f  �,���6�4
��â  action ���"�.�,  �Q�6�J  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�
ö!ª�Ò�ù�Ô�•�:
�H���^�;.3�o�æ�¯�Ô�æ�ê�”�Î�é�&�Q�f�<�é  no �»�|�
ö!ª�Ò�ù�Ô�•

action { drop | forward }

no action

>&�@>' �Î�é�&�Q�f�<�ê�” LAN �L�o�,  �H���o�4�V  �.�6�;��s-��Ò�á�¿���,���6�4�â�ê�(�P�o�;�Ð���ù�Ö���•

�S�e�b1��Â

�¹�Ç�›�Ý�º �:�H���^�;�é���"�*�Z�f�ê�”�D�$�6�;�é0©1M�â�Ô�•

�¥�Ð�å�»  �Ô�î�» ���"�.�,  �Q�6�J  �&�f�H���!�X�_�o�*�Z�f

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å vlan access-map �#�`�o�C�^  �&�f�H���!�X�_�o�*�Z�f  �&�Q�f�<�
ö!ª�Ò�á�”���"�.�,  �Q�6�J  �&�f�H��
�!�X�_�o�*�Z�f  �U�o�<�4?�Ž�Ò�ù�Ô�•

���"�*�Z�f�Ç  drop �é�•�'�ê�”	û)L�æ
™�æ���"�.�,  �&�f�;�`�o�^  �]�,�;9Ô ACL9Õ�,�.3�o�ß�”�Ø�é
�Q�6�J�  VLAN �æ1¡!ª�Ò�á���"�.�,  �Q�6�J��o'õ�Ô����-Ð�Ç�½���ù�Ô�•�o'õ�Ò�å�¿�•�'�”�Ô�ô�á�é�D
�$�6�;�Ç�<�`�6�J�Ð�����Î�ã�Ç�½���ù�Ô�•

���"�.�,  �Q�6�J  �&�f�H���!�X�_�o�*�Z�f  �U�o�<�â�ê�” match ���"�.�,  �Q�6�J  �&�f�H���!�X�_�o�*�Z
�f  �&�Q�f�<�
ö!ª�Ò�á�” VLAN �Q�6�J�é	û)L�æ
™��o'õ�â�È�ù�Ô�• action �&�Q�f�<�
ö!ª�Ô���ã�”�D
�$�6�;�Ç�æ
™�æ	û)L�Ò�Ú�ã�È�æ�s-��Ô�����"�*�Z�f�.3�o�â�È�ù�Ô�•

drop �D�\�T�o�2�Å���î  forward �D�\�T�o�2�ê�”�Î�é�&�Q�f�<�é  no �»�|�â�ê
ö!ª�Ð���ù�Ö���•

�[ �4�é���â�ê�” VLAN ���"�.�,  �Q�6�J  vmap4 ��0�o�Ò  VLAN 5 �ã  VLAN 6 �æ1¡!ª�Ô���Ç�:�$��Ò�ù�Ô�•
�Î�é���"�.�,  �Q�6�J�ê�”�D�$�6�;�Ç���"�.�,  �]�,�;  al2 �æ�o'õ�Ð���Ú�æ
™�æ	û)L�Ô���•�'�æ�” VLAN 
�Ç�Ø�é  IP �D�$�6�;�0©1M�Ô�����Á�æ�0�o�Ò�ù�Ô�•

Switch(config)# vlan access-map vmap4
Switch(config-access-map)# match ip address al2
Switch(config-access-map)# action forward
Switch(config-access-map)# exit
Switch(config)# vlan filter vmap4 vlan-list 5-6

.3�o�#Õ.z�Ô���æ�ê�” show vlan access-map  $�  EXEC �&�Q�f�<��I��Ò�ù�Ô�•

drop �0�o�Ð���Ú�æ
™�æ	û)L�Ô���•�'�æ�”�D�$�6�;��<�`�6�J�Ò�ù�Ô�•

forward �0�o�Ð���Ú�æ
™�æ	û)L�Ô���•�'�æ�”�D�$�6�;�0©1M�Ò�ù�Ô�•
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'¨  2 'v       Catalyst 3750-X �>�|�g  3560-X �«�–�µ�³�b  Cisco IOS �¥�Ð�å�»
action
6õ4��¥�Ð�å�» �¥�Ð�å�» 1��Â

access-list { deny | permit } !ß� 
ƒ�È�¡�0  ACL �.3�o�Ò�ù�Ô�•�t�¥�±�Ž�æ�ß�¿�á�ê�” �¡ Cisco 
IOS IP Command Reference, Volume 1 of 3:Addressing and Services, 
Release 12.2�¢ > �ŸIP Services Commands� �1¬�ï�Ò�á�Ê�Û�Ð�¿�•

ip access-list �,�è
ƒ�È���"�.�,  �]�,�;�
Þ�‘�Ò�ù�Ô�•�t�¥�±�Ž�æ�ß�¿�á�ê�”
�¡ Cisco IOS IP Command Reference, Volume 1 of 3:Addressing and 
Services, Release 12.2�¢ > �ŸIP Services Commands� �1¬�ï�Ò�á�Ê
�Û�Ð�¿�•

mac access-list extended �,�è
ƒ�È  MAC ���<�_�,  ���"�.�,  �]�,�;�
Þ�‘�Ò�ù�Ô�•

match9Ô�"�\�,  �Q�6�J  �&�f
�H���!�X�_�o�*�Z�f9Õ

VLAN �Q�6�J�é	û)L�æ
™��o'õ�Ò�ù�Ô�•

show vlan access-map �,���6�4�â
Þ�‘�Ð���Ú  VLAN ���"�.�,  �Q�6�J�-+$��Ò�ù�Ô�•

vlan access-map VLAN ���"�.�,  �Q�6�J�
Þ�‘�Ò�ù�Ô�•
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'¨  2 'v       Catalyst 3750-X �>�|�g  3560-X �«�–�µ�³�b  Cisco IOS �¥�Ð�å�»
archive copy-sw
archive copy-sw
 $�o�é�,�2�6�"  �T�f�C
��é�H�\�6�*�X  �T�U�]�Æ���”�Î�é  1 �ß�ù�Ú�ê-„�™�é�,�2�6�"  �T�f�C
��æ�½���H
�\�6�*�X  �T�U�]�æ�s-����T�o�+��&�G�o�Ô���æ�ê�”�,�2�6�"  �Q�,�2�o
��â  archive copy-sw  $�  
EXEC �&�Q�f�<�
ö!ª�Ò�ù�Ô�•

archive copy-sw [/destination-system destination-stack-member-number] [ /force-reload] 
[leave-old-sw] [ /no-set-boot] [ /overwrite] [ /reload] [ /safe] source-stack-member-number

>&�@>' �Î�é�&�Q�f�<�ê�” Catalyst 3750-X �,���6�4�â�Û�Ì�(�P�o�;�Ð���á�¿�ù�Ô�•

�S�e�b1��Â

�¥�Ð�å�»  �Ô�î�»  $�  EXEC

�¥�Ð�å�»�š�T

�Q#Ý�V�b�ž�–�»�Û�–�å  û-��é�0�H�;������  ���T�o�+�ê�”�&�G�o�Ð���Ú���T�o�+�â
�� �È�Ð���ù�Ö���•

�0�H�;������  ���T�o�+�ã  HTML �H�����^�é
��Ç�Ç�&�G�o�Ð���ù�Ô�•

�Â�Ò�¿���T�o�+�ê  flash: �H�����^  �*�,�9�S�æ�&�G�o�Ð���ù�Ô�•

BOOT !c�º���™�ê�” flash: �H�����^  �*�,�9�S�é�Â�Ò�¿�0�H�;������  ���T�o�+�$��Ô���Á���•�Ð���ù�Ô�•

���T�o�+�,�â�ê�"�¥�<�ã�Ê�¥�<�Ç™�Î�Ð���ù�Ô�•���T�o�+  �H�����^�ê  tar �H���o�Q�6�;�â����Ð���ù
�Ô�•

/destination-system 
destination-stack-
member-number

9Ô
›�ç9Õ�s-����T�o�+�é�&�G�o�5�é�,�2�6�"  �T�f�C!ß� �•�0�o�â�È��%¸�Ð�ê  
1 :*  9 �â�Ô�•

/force-reload 9Ô
›�ç9Õ�0�H�;������  ���T�o�+�é�3���f�`�o�<�Ç�‘��Ò�Ú�ß�”�u�æ
™�æ�*�,
�9�S�é�]�`�o�<��•�Ù�Ò�ù�Ô�•

/leave-old-sw 9Ô
›�ç9Õ�3���f�`�o�<�Ç�‘��Ò�Ú�ß�”���¿�0�H�;������  �C�o�+�Z�f��;�=�Ò
�ù�Ô�•

/no-set-boot 9Ô
›�ç9Õ�Â�Ò�¿�0�H�;������  ���T�o�+�é�3���f�`�o�<�Ç�‘��Ò�Ú�ß�” BOOT 
!c�º���™�é.3�o�ê�Â�Ò�¿�0�H�;������  ���T�o�+�$��Ô���Á�æ���•�Ð���ù�Ö
���•

/overwrite 9Ô
›�ç9Õ�3���f�`�o�<�Ð���Ú�0�H�;������  ���T�o�+�â�”�H�\�6�*�X  �T�U�]
�é�0�H�;������  ���T�o�+�
�� �È�Ò�ù�Ô�•

/reload 9Ô
›�ç9Õ���•�Ð���Ú.3�o�Ç�;�=�Ð���á�¿�å�¿�•�'�4°�È�”���T�o�+��3���f
�`�o�<�Ò�Ú�ß�â�*�,�9�S��]�`�o�<�Ò�ù�Ô�•

/safe 9Ô
›�ç9Õ û�÷�é�0�H�;������  ���T�o�+��;�=�Ò�ù�Ô�•�Â�Ò�¿���T�o�+�Ç�3��
�f�`�o�<�Ð�����ù�â�ê�”�Â�Ò�¿�0�H�;������  ���T�o�+!ª�é5Ô�^�
Þ��"á"›
�â û�÷�é�0�H�;������  ���T�o�+��å4°�Ò�ù�Ö���•�3���f�`�o�<&³
L�ß�æ û
�÷�é���T�o�+�Ç�å4°�Ð���ù�Ô�•

source-stack-member-
number

�s-����T�o�+�é�&�G�o�0�é�,�2�6�"  �T�f�C!ß� �•�0�o�â�È��%¸�Ð�ê  1 :*  9 
�â�Ô�•
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