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rmon collection stats

rmon collection stats

A—YFy h TN —TOKE (Fr—FXx A MBIV TF Xy A b 2y MZBETHEHEORK
it KEDTLERA (CRC) BEM I —BIOHERICHET A =7 —kEtbEr) ZNETHIZE, R
AT AE T EITAZ L KT ry A4 v F ETrmoncollectionstats f > % —7 A4 X 37 4
Fal—varyavwr ReEERLET, 7740V FRECETIZE, Z0a~vr Fono BXEHEHL
£7,

rmon collection stats index [owner name]

no rmon collection stats index [owner name]

.'E.EI':

B DERHA

TI2FILE

avYkE—F

index Remote Network Monitoring (RMON) EHI#EA > 7 v 7 A, BETE
BHHaPHIL 1 ~ 65535 T3,
owner name (&) RMON [NEDFTH#H

RMON #EEHERINEIZT  E—7 T,

A B =T o f A AT Fal—a

BEREDAA FS54>

i

EENE
Zoavwry RRBMESnELE,

yy—2=
12.2(53)SE2

RMON #EHEMINE a~ > KigN—FRu =7 Ao Z RS TnET,

WOFEITIX., FTA#E root ® RMON #EitEm a2 INES 2 Hikd R~ LET,

Switch(config)# interface gigabitethernet2/0/1
Switch(config-if)# rmon collection stats 2 owner root

FRIE X MRS 5121, show rmon statistics %4 EXEC =~ > FZ AN LET,

BBEav R

EEA
RMON itz &R L E9,

avy kR
show rmon statistics
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W sdm prefer

sdm prefer

Switch Database Management (SDM) U Y —2EID Y TTHEHENDL T 7T L— MERET DT,
AA v F AB P ERIFAZ L RTuy A4 vF ECTsdmprefer 7e— )L 207 4 Fab—g v
g FEERALET, 5oL —F2HHALTIRATL VY —RZ2EYVYTCE LT, 77 r—
varTEAINAERESRKRBICVFR—-FTEEST, 7oL - EFERTAZLIZED, =%
AR NV—=FT 4T EZIIVLAN 20 7 4 F2 b —2 a3 VIZBWTV AT AR HREZRKBIZLEZD
FEXT 2T VIPVAIPVE 7 7 L — hEBEIRLTIPVE 74V —T 4 T2 R—bLTW T2 L
NCTEET, 774NV MOT T L— MIETICIE, Z0avry Fono BREFEHL ET,

sdm prefer {access | default | dual-ipv4-and-ipv6 {default | routing | vlan} | routing |
vlan}

no sdm prefer

GE) ipe¥—U—FKiE, av U RIA VDOV TIZEEREINETA, PR — RSN TWEHFA, routing
F—U— Fid, LANBase 7 1 —F v £ FEFHTT DAL v FTRIE— FSRTOEEA,

BX DA access Access Controll Lists (ACL: 727 %2 =t ha—/L J X k) O AT Ll
RERKBIZLET, ACL BRSO AGE, 20T L—FhEHHALET,
default TRTOBWEEICHT L TARAT U AE LD 9,

dual-ipv4-and-ipv6 IPv4 & IPV6 [ )i D/V—T 4 > 7 YR — b T 577 L— AR LET,
ﬁﬁﬁm”mmmm . default : IPv4 & IPV6 OREREH % 1 B &t
e routing: IPv4 R U v —_—R b—F 4 7 % ETe IPv4 3 L OV IPV6 L—
TAYTDOUVAT MERBEEHERRIZULET,
(¥) routing ¥—7— KiZ, LANBase 7 4 —F v v hEETLTND
AL FTHEYFE— PSR ERA,

« vlan : IPv4 & IPv6 @ VLAN O 2T MR Z H KBICLET,
routing =X Y AN N—T 4 T DVAT AMERHBEREKRBICLES, @F., 20
T T VU= Ry NT—Z OFNCHDIAN—FEIFT 7Y —F2 CHEHAL
£7
ZOF—TU— Kk, LANBase 7 4 —F ¥ L h&EITLTND AL v F Tl
PAR—hENEFA,
vian VLAN O3 27 MERFEERARRICLET, ZOF > TL— I, v—F 4>
TLRWL AT 2AL v FOERICKH LTV AT L VY —AFKRKICZLET,

TI2H+IE FIFN DT T — MITRTOBRELEICEIESE £,

™.

H
I

T

vy Ja—) a7 4 FXalb—g v
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sdm prefer W

avy FEE

BEREDAA FS4>

yy—= EERA
12.2(53)SE2 oo~y RAEMNESRE LT,

ZOREEAIITDHINE, A v TFE2Ia—RTL540ENHY 7, reload FiE EXEC = v F&
AF1T %0z, show sdm prefer =@~ > K& AJ3§ % & show sdm prefer =~ N2 kv | BAEHEH
LTV 77— BIWR) n—FRIZT 7T 4 TR DT T — FRRRSINET,

AL v F AL v 7 OEEIE, ROTEBEFHEIZWNE- T EE,

e 1ODAALYF AX T TIE, TRTCDAZX YT AUANPNRAE v 7 v AH— FIRFEENZFRE—
DSDM T A7 by 7 T 7L — b e LET, FARBUICHLWVWAL vTF A "AREBIIEN
DE. RFEENZSDM BREIL, AL v F EIZERESINEZT T L— b2 EEXLET,

o sk (IPv6Options) ZFF>/37 > FLSE IPVE X7y MIAZ v 7 EON—FR T =T TL—T 4
VITENDTED, AL v TFNPN—RT =T U Y—REFNRETIEITIHY EHA,

o AB YT AUNPI AL — A, v F ETEITINTNET T L — b EaYR— N TERWEGEA,
AZA v FIESDM T A<y F T—FRIZAY , vAX— A v FNSDM 7T 7L —hE2EH LW
I LET, FOBEE, AL VvFIIAFZ I DAL NE L THIETXERA,

ALy ZIZHET HFMERIT, YT b =T ar7 4Fab—var A Fo [Managing
Switch Stacks] DEAZZML TIZS VY,

AA v FHT 74N FOT T L— MIFEET HI2IE, nosdm prefer 2~ REFEHLE T,

TIRATUTL—MI, 2EOT 78R 2 bu— U RA R (ACL) IZxITE D L 512 ACL @
VAT A Y Y —2AERKBIZLUET,

FIFN DT FL—RME, VAT L Y ) —2EBEIHERLET,

sdmprefervlan 7 r— 3L av 7 4 Fab—vay avw U FEA—T 47 LR0VLAY 2 AL v
FL T DALy FTEFEALET, VLAN 7> 7L — hEHT 2846, VAT A5 U Y —R3L—
Ty = MVICTRENEEL, V=T 4TIV T Ry =T TEITENET, Z0%E, CPU
WCRFRDNY , V=T 4 T DT 53— ANKRIBITE T LET,

A4 v FTLANBase 7 4 —F ¥ By hREITINTWBEAEIE, V—T 17 77—k (sdm
prefer routing % 721 sdm prefer dual-ipv4-and-ipv6 routing) #®IR L7V TLZXW, < R
TALDNSVTIZRRINETN, LANBase 7 4 —F v By MI—FT 4 7% FR—FLEEA,
LANBase 7 4 —F ¥ By FE2FEITLTWVWDLAAL v F TIE, T XTOT 7 b — MIERFRENDLL—
T4 v TENEZ T,

AL v F ETU—T 4 VITBA F—=T N2> TOIRWEE, V=T 7 T 7 L— &Lk
WTL EE W, sdm prefer routing 70— 3L a7 4 Fab—v gy a<vr REANTHZ LT,
ORI —T 47 T T =D =F XY AN V=T 4 U 7IZEID YT AE Y 2 HIER
WEkalcLET,

ALy FTIPVE V—T 4 T oA 3 —T M LR WGEEIE, IPVAIIPVE 7> 7 L— 2R LT
< 7Z2& vy, sdm prefer ipv4-and-ipv6 {default | routing |vlan} 7 v — L a7 4 Xa L —va v 3
~VY REANTDE, VY —R% IPv4A & IPVE ICIED 3T T, IPVA 74U —F 4 U 7IZEID Y THh
Y —RAZHIRLET,

#£ 2-23TlE, AA v FDIPVARET > 7L —FTHR—FEINDIEFEV V—20MEE2RLET, T
YL — FHNDEIX, 8 DDIL—F 4 L THBDA L F—T A AL 1024 ® VLAN IZESNTED
T L= IBREBRENTEGADONN— Ry =2 TEREy hO#IERLTHWET, N—FKoy=7T U
V—=ADE T v a rBEAOGEE, BT EX NS DIXT T CPUILERFEIND =D, XA vyF o
T U RICE L HELET,
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W sdm prefer

GE)

(E)

LANBase 7 4 —F v £y FE2FEIT LTI AL v FTIE, T _XTOT T L — MIFERINDHIL—

T TN T,

% 2-23 IPv4 FoFL— RISk > THBRINDIHE) Y —ROBHE

)y—2R TR TI2+IE [ W—F4 2% VLAN
=% A~ MAC 7 FL X 4K 6 K 3K 12K
Internet Group Management Protocol 1K 1K 1K 1K
(IGMP; f v Z—F v N T —TE#T 0

fan) FI—78BLOvATFF v X b

JL— |k

a=F ¥ A L—h 6 K 8 K 11K 0

o R NTEFEER 4K 6 K 3K 0

o RIBEL— B 2K 2K 8 K 0
R —_R—=2 =T 47 772 ar |[05K 0 05K 0
ra—s = hU (ACE)

Quiality of Service (QoS) 3% ACE 05K 05K 05K 05K
tX=U7 4® ACE 2K 1K 1K 1K
VLAN 1K 1K 1K 1K

# 2-24 TlE. AA v FDIPVA/IIPV6 7> 7 L— hTHR—FINDE Y VY —RAOMBEEZRLET,

LANBase 7 4 —F v v bE2FEITLTVWDIAL v FTIE, T _XTOT T L— MIFEREINDNL—

T A TN T,

% 2-24 FaFNIPVAIPVE T TL— k> THBEShHHEEY V—ROBH
)y—R TI2+ILE W—F4>% | VLAN
2=% % Ak MAC 7 KL % 2K 15K 8K
IPV4IGMP 7 V=7 B L O~ F X v 2 b (1K 1K IGMP 7 v —7 D
JL— |k &, 1K
< /VFX¥ AR L— |k
DEE. 0
IPV4 =% ¥ A b L— FDEF: 3K 275K 0
o |Pv4 R MZESEE 2 K 15K 0
o [HEZ IPv4 L— | 1K 1.25K 0
IPV6 ~/VFF ¥ Ak J—7F 1K 1K 1K
EEEH SN IPV6 7 KL A 2K 15K 0
M8 IPV6 =2 =% ¥ X k /L— k 1K 1.25K 0
IPv4 RV >— RXR—2 —F ¢ 7 ACE 0 0.25K 0
IPv4 %7-1Z MAC QoS ACE (&7h) 05K 05K 05K
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sdm prefer W

* 2-24 FaTFILIPVAIPVE T T L— Mk THBEShIMEEEY Y —XDEE (&)
yy—2x FI24NLE (W—F1 2% | VLAN
IPv4d $7-1Z MAC E¥=U5 ¢® ACE (& |1K 05K 1K
&)
IPv6 %=1 7 1+ ® ACE 1K 1K 0.5 K
1 WOFITE, A vF ETT IR TF LT L— heBRETAHFEERLET,

Switch(config)# sdm prefer access
Switch(config)# exit
Switch# reload

ROBTIE, IPRXR—=RAEEIIP Y —EA T 4—F % £y hEFETLTWDAAS v F L TA—TFT 4~
T TUT = NERET L HEERLET,
Switch(config)# sdm prefer routing

Switch(config)# exit
Switch# reload

WOFITIE, AA Vv F ETCF 74N DF 2TV IPVAIIPVE 7o 7L — 2R ET B HiEEZ R LET,

Switch(config)# sdm prefer dual-ipv4-and-ipv6 default
Switch(config)# exit
Switch# reload

WOBEITIX, AL v FOT T — b aT 74NV DT 7T L— MIEFETHIEERLET,

Switch(config)# no sdm prefer
Switch(config)# exit
Switch# reload

FE Z MR T DI2iE, show sdm prefer ### EXEC =~ FE AN LET,

BEavUR avwy kR HL]
show sdm prefer BEFRISN TS SDM Fr 7 L—h, FRBETE0Y v —2E D Y
TOMREIC L 2ERAGERT T L — hEERLET,
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M service password-recovery

service password-recovery

NRAT—=ROBEIEA N =X LT F—TN (T 74NN IZTDIE, AL v T A¥ v 7 EEEFAS

v R7my AA vF LT service password-recovery 72—/ )L a7 4 Fal— gy av s RE

FHLET, ZOAD=ALTIE, A Yy FIIPENIZT 7 ERTLH20 R a—FiX, AA v FDE

TRBEAREIZ Mode R U2 LT — K a2 2HHiL, FiLWSRAT—RE2EDYTHZLERT

EET, NRAV— FREEBEDO —HEZT 4t —7 /2T 212iF, Zoa~xr Fono Bz L E

ﬁoAxU~F@@%ﬁ ALNT A =T NI D L, =RV AT LET 7 4/V NEEICRT Z
CRBLIESHAE T, 77—k et XzhilrcE 7,

service password-recovery

no service password-recovery

X DA Toawy P, BIERRF—T— FEHY AL
T4k PRAT— REE A =R BIFA F—T A TT,
oYYk E—F roa—r g ar 74 Xalb—a
av Y FRE Jy—= EERE
12.2(53)SE2 Zoavr RRBEMEhE LK,

BEREDAA FS54>

AT LEBH L no service password-recovery =~ RA&MA L T, AU — REEEIED %
TAE=TMCTEET, ZHICEV U Fa2—HFF VAT LE2T7 740 MREICET Z LICAE
LEEGERET, RAU—R&2 )&y hCEET,

NAT— REEPIEZERT 523, A1 v FITWENICT 78 2T 52 —91%, EE OB AR,
BILOFR—=FIX DLEIZH D LED BET LTS 1~ 2 BOREIZ Mode Tﬁz/é’ﬁabif NG N
BT e, VAT AEFYE b ERT ET,

NAY = REHEA = ZALNT 4 2 =T VDBHE, ROA v —VRERRENET,

The password-recovery mechanism has been triggered, but
is currently disabled. Access to the boot loader prompt
through the password-recovery mechanism is disallowed at
this point. However, if you agree to let the system be
reset back to the default system configuration, access
to the boot loader prompt can still be allowed.

Would you like to reset the system back to the default configuration (y/n)?

A—PRVAT A ET 7 AN IREICT Y PLAWEAS, Mode RZ v Z &Nt & LRLEE DI
BHEDOT— b 7R EAMHEITLET, VAT LE2T 74V MELET K OICHRET D E, 7T v =
AFYVNOay T 4 FXFalb—vay 77 A DRHIBRESIV.VLAN 7 — &% X—2Z 7 7 A )L flash:vlan.dat
DIFETDHAIE. TO7 7 A VBHIBRESNET,
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service password-recovery W

S,
(GE)  no service password-recovery 2> REHEH L THNRAT— R~y R 2a—F D7 7 2 & HI#HT
L%EIE. = R 2 —FRAAR U — RFEEFIEEZEITLTURAT AET 7 4/ MEICR TR E B E
L. AA v F LIEBIOBATIC config 7 7 A LD B —2RFELTHEL &R LES, 2AA vF L
izconfig 77 ANDNRY 7T TEBIELIZNTLIZEN,
2 A FH VLAN Trunking Protocol (VTP; VLAN FZ > %> 7 7u hajn) FHRE— RTEEL T
WHHA, viandat 7 7 A Vb AL v F LEFBIOBANC AL —EF R L TBL 2 E B HER LT,
service password-recovery ¥ 721X no service password-recovery 2~ K& A ¥ v v A Z— T
AN LIS A, a~vy RIFAY v 7 2RIBEE SN, AX v THRNOTRTOAL vy FICHEAINET,
NRAT — ROBEERA X —T AT 4B —T V% RS 5121, show version ## EXEC =~ K
EANNLET,
1l WOFTIE, AA v FEFETIFIAAL T AF¥ v 7 ETRRT—RBEEET 4 B—T NI T B HEER
LET, 2= VFET 74V FRECRET ZECRB LEGAEET, "ATV—FRE2 Uty hTEET,
Switch(config)# no service-password recovery
Switch(config)# exit
BIEaTUF avU kR BL:
show version N= R 2T BLIRT 77— 02T ON—D g UEREFRLET,
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W service-policy

service-policy

policy-map 22~ > RCTEEINLZRY v — ~v 7T %&, MBR—MDOANELIZAAL v FREA &2 —
ZxA A (SV) WKEMTDICIE, A v TF AF v 7 ERIFALZ N7y AL v F LT

service-policy f v #—7 AR ar 74 Fal—ayavr FefHLET, AVv— <y

R— b OSATT ZHIBRT 5121E, Zoa<wr Fono BREFERLET,
service-policy input policy-map-name

no service-policy input policy-map-name

B DA

GE)

input policy-map-name WERR— FEIX SVI DA, BELEZR) V— vy TEEALE

B

history ¥ — U — KX, a~> FIA4 2 O~VT AR U3 FRSNETN, PR — ST ERE
oo ZOF—T— RBIE L-FHEHERIZEAE L E T, output F—U— R R—F SR TWERA,

TIAILE

A= PRV = = TEHA SN TWHEREA,

Ao B =Tz A AT 4Fal—3a

EREDAHA R34y

EENE
Zoavwry RRBMENE LA,

Jy—2=
12.2(53)SE2

PR=—PINDIRY v— =y A3, ANFR— K1 27T TT,

R v— =y ZIIPEFR— N E0F SVI TRETE ET, ®EAR— M no mls gos vlan-based 1 >
=T xR AT 4 Falb—ralr avy NEH L TVLAN ~—=x Quality of Service (QoS)
EF AT NMCTEE B— IR —F XR=2DOFR) v— = v 7ERETEET, nomls qos
vlan-based A v #—T7 A A 2L T 4 Fal— gy avwy REEHLTWER— T VLAN ~—
A2 Q0S HAFX—TNMZT B L, TTICREFRHLDFR—h X—=2 K v— <o 7BRHIRENET, BiE
RV =~ 7EHRELTCSVIICHEATDIE, AV F—T A ALV R — <o TR U H—
T oA AIKBEENET,

RYv— <o 7F, WER—-FERLIZSVI LOEFEEFT 7 4 v 7 @M TEEY, VLAN LLOR
Vo — vy P TCERBINEE I TRAZH LT, b ¥ —Txf A LUV R U— vy TERE
TEET, BER) Y — <o 7iZonTid, 2oV IV —RHET LY 7 o= a7 4Falb—
v a v A KT [Configuring QoS OEEZRL TS,

A— MEBUIRREZ A L7=20%H (7= & 21X, mls gos trust [cos | dscp | ip-precedence]) &R U > —
~ v 7 (=& z21E, service-policy input policy-map-name) XK IZIEE TE £ A, KEITITDbN
TREICLY, FIOREN EHEEXINET,
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service-policy W

i WOFTIE, WELA A — M plemapl 232 FiEx R LET,

Switch(config)# interface gigabitethernet2/0/1
Switch(config-if)# service-policy input plcmapl

WOFITIE, WER— 0D plemap2 8B4 5 sz R LEd,

Switch(config)# interface gigabitethernet2/0/2
Switch(config-if)# no service-policy input plcmap2

WOFITIHE, VLAN ~—2 Q0S 751 % — 7 L OBAIc. A SVI T plemapl %38 /H L £,

Switch(config)# interface vlan 10
Switch(config-if)# service-policy input plcmapl

OB, BERY >— <~y 7 & EHR L, SVIICHEAT2 HEERLTHET,

Switch> enable

Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)# access-list 101 permit ip any any
Switch(config)# class-map cm-1

Switch(config-cmap)# match access 101
Switch(config-cmap)# exit

Switch(config)# exit

Switch#

Switch#

Switch# config t

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)# class-map cm-interface-1
Switch(config-cmap)# match input gigabitethernet3/0/1 - gigabitethernet3/0/2
Switch(config-cmap)# exit

Switch(config)# policy-map port-plcmap
Switch(config-pmap)# class-map cm-interface-1
Switch(config-pmap-c)# police 900000 9000 exc policed-dscp-transmit
Switch(config-pmap-c)# exit

Switch(config-pmap)# exit

Switch(config)# policy-map vlan-plcmap
Switch(config-pmap)# class-map cm-1
Switch(config-pmap-c)# set dscp 7
Switch(config-pmap-c)# service-policy port-plcmap-1
Switch(config-pmap-c)# exit

Switch(config-pmap)# class-map cm-2
Switch(config-pmap-c)# match ip dscp 2
Switch(config-pmap-c)# service-policy port-plcmap-1
Switch(config-pmap)# exit

Switch(config-pmap)# class-map cm-3
Switch(config-pmap-c)# match ip dscp 3
Switch(config-pmap-c)# service-policy port-plcmap-2
Switch(config-pmap)# exit

Switch(config-pmap)# class-map cm-4
Switch(config-pmap-c)# trust dscp
Switch(config-pmap)# exit

Switch(config)# int vlian 10

Switch(config-if)#

Switch(config-if)# ser input vlan-plcmap
Switch(config-if)# exit

Switch(config)# exit

Switch#

FRE & R A121E, show running-config #54 EXEC =~ K& A LET,

Catalyst 3750-X & & U 3560-X R4 wF ARV K Y27 LR
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W service-policy

BEav VR avwy kR H L)
policy-map BHOR— PR REARY o — <~y PRERERIZLFLT, —t
A ﬁfu f/“—%jﬂgﬁbij‘o
show policy-map QoS RVU v — <= FeFRrLET,

show running-config BIERELE R LET,
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session

(E)

session M

BEDAZ v 7 AL NIZT 78 AT DI, A¥ v AKX — T session ##E EXEC =2~ > F&ff
ALE,

session stack-member-number

Zoa<r R, Catalyst 3750-X A A v F TOHAYHR—FENTWHET,

BX DA

TI2HIE

avYkE—F

stack-member-number 2B AUNRNEEERELET, BECTELHMIT1I ~9 TT,

T 74 MIEREINTWEREA,

ryua—R) a7 4 FXalb— gy

avy FEE

BEREDAA FS54>

yy—= EERNE
12.2(53)SE2 oavr RRENSNE L,

AR AUNITIRATDHE, AX YT AUNDFFZNVAT L Ty MIBEMENET,

U] WOBITIE, AZ w7 ARG IZT 7 8ATHHEERLET,
Switch(config)# session 6
Switch-6#
BEav VR avwy kR H L)
reload ALy AR EYr—RL, REOEREZHMILET,
switch priority AL T AUNRDTTAFT VT 4 EEEELET,
switch renumber AR T AUNTEEELTLET,
show switch AL v F ALy I BIOARZ v 7 A ROERERRLET,
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N set

set

oy~ DiffServ = — F ARA > (DSCP) fEE 7213 IP precedence AR ELTIP 77 1 v 7
EOHTAHCE AL v F RAEL v 7 EFEAF L RT ey AL v F ETset RV v — w7 7T R 2
Y74 Falb—varavry REFEALET, NI T4 v 7 ONEEHIBRT HIZIE, Zoavwr Ko
no Bz fMH L E7,

set {dscp new-dscp | [ip] precedence new-precedence}

no set {dscp new-dscp | [ip] precedence new-precedence}

BX DA dscp new-dscp BEENT- T 7 4 v 21280 S THR%H LV DSCP ET,
BECX AHIPAIL 0~ 63 TI, —EMICERTAMEICX LTI
=== I AT ANNTHIELTEET,

[ip] precedence new-precedence S¥HEN7- +T 7 4 v 7 1ZE W M THNSH LU IP precedence &
TY, METXL2®PHIT0~7 TI, —fRAHEHT LMK L
TH=—F=v I 4B ANTEHELTEET,

FTI2AILE NS 74y 7 ONBEITERINTVEEA,
avY KR E—F RV —<ww T 752 a7 4 F¥Fal— a3
vV FBE Jyyy—= Pk

12.2(53)SE2 Zoawr RREBMERE L,

FREDHLA KSAY setipdscp RV o —~v 7 752 ar74Xalb—vay avwy FEEHLESEAIE. A1 vFIC
FoTzoavr FidAA v F a7 4 Xab— gD setdsep ICEF ENE7, setip dscp &RV
Ve VIR ar7 4 Fal—raryavry REANTLE Ay F arT 4 Fal—vay
TIXZ O EIT setdscp & LTHERENET,

setip precedence R v —~vv 7 7T 2 av 7 F¥al— 3 avw RE72L set precedence 7~
Vo=~ IR ar7 s Fal—varyavr FeEATEEYT, AMvF ar7 ¥zl —
va T Z O ENL set ip precedence & L TEREINET,

FLRY =<y 7ANTIE set av o Retrust RV o—~vv 7 792 ar7sFal—rarav
Y RERFFICEEETE £H A,

set dscp new-dscp =~ > K £ 721 set ip precedence new-precedence =~ > RIZ- DWW Tk, — A7 i
W=—F=w 7/ ANTEET, & 21E, setdscp afll =~ REASTEET, T set dscp
10 =~ RO AJ)ERIL T, setip precedence critical =~ N2 A/ TEEJ, ZhiLsetip
precedence 5 2~ FOAN LRI L TY, YR —FSNd=—F=v 7D Y A MIDW\TIX, setdscp
? 7L setip precedence ? =~ A AN LT, a~ U RIAL D~V T AR w7 &BFRLTLE
I,

RIv—~v T ar7 4 Xalb—alr T—RNIRDIITHE, exit a~> F2HHLET, 554 EXEC
EF— RIZRSIZIE, end 2~ FEEHLET,
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set W

U] WOFITIE, AV F—=BRESNTVARNTSTOFTP F5 7 4 » 712 DSCP f 10 2%19 %4 T 5% Fik
R LET,
Switch(config)# policy-map policy_ftp
Switch(config-pmap)# class ftp_class
Switch(config-pmap-c)# set dscp 10
Switch(config-pmap)# exit
FE Z MR T D I2iE, show policy-map #### EXEC =~> READLET,
BEEavUF avwok B
class BESNTEI TA~Y Yy THD NT 7 4 v 7 53— 8H% (police, set, BL W
trust R o —~v 7 772 ar7sFalb—varavrNikd) 2
#LETS
police SELIE T 74 v 7 ICR) F—FERLET,
policy-map BEOR— MHHETRRARRY > — < v TR EIFIEE LT, —E 2

RV —%2HELET,

show policy-map

QoS KV v— v v 7 ERRLET,

trust

class RV v—~vv 7 ar74Xal—var avyr REi class-map 7
D—)L ary 74 Xal—vay avwry REERALCHEENZ N T 7 4>
7 DIGHIREZ EFZLE T,
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W setup

setup

2 v FEYPMBRTEICHET DL, setup FiE EXEC 2~ v REHHL T,

setup

BxXniHA Zoawy RICE, BIEEREF—T— RiEh Y A,
avy kE—F #HE EXEC
avy FERE yyy—= EFENR

12.2(53)SE2 oo~y RREMENE L,

EREDAHA R34y

I

setup =~ FEMHT 556, IROFERPLBEITRD 7,

e P77 FLABIUYRY NU—T w27

o HREEICKT 22T — ROt

o AAYTNITAL av U R AL v TRBIOI FAXLELTHERENDNE DD

setup =~ K& A9 % &, System Configuration Dialog &\ 5 & EEERO X A T r rRERENE
T, AT 4Fal—rvary e ARMBEIN, HRERDL T2 T IPRRRENET, £
VT NOBRICEREND I vy 3 THENZfEIL, setup =~ > FEERE £ 7213 configure ¥ EXEC =~
YROWTINEMH L TRE S NI&EDT 7 4+ /L METT,

HTa T P TANVT TRAMPRESAETS, ST TEFARNMIT 7 REAT LR, Fe S RT
SEE (2) ox—% AN LET,

225 % 1l L. System Configuration Dialog % ft% & THEITE IR EXEC 7'm v 7 MTRE L ITIE,
Ctrl+C L £,

EENRETTHE, By b Ty 7 FarZIhky, By N7y 7 By v a rficlElianizar
T4 F¥alb—vary avy R A7 VT IRFRINET, REEZ NVRAM ITRIFT D0, D50 IEER
EERRFETICEy N7 v 7 Tul I 5fida~vry R4y 7oy 7 NIRDZENTEET,

WOFITIE, setup 2= FOHAZERLET,

Switch# setup
--- System Configuration Dialog ---

Continue with configuration dialog? [yes/no]: yes

At any point you may enter a question mark "?" for help.
Use ctrl-c to abort configuration dialog at any prompt.
Default settings are in square brackets "[]".

Basic management setup configures only enough connectivity
for management of the system, extended setup will ask you
to configure each interface on the system.
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setup M

Would you like to enter basic management setup? [yes/no]: yes
Configuring global parameters:
Enter host name [Switch]:host-name

The enable secret is a password used to protect access to

privileged EXEC and configuration modes. This password, after

entered, becomes encrypted in the configuration.

Enter enable secret: enable-secret-password

The enable password is used when you do not specify an

enable secret password, with some older software versions, and

some boot images.

Enter enable password: enable-password

The virtual terminal password is used to protect

access to the router over a network interface.

Enter virtual terminal password: terminal-password

Configure SNMP Network Management? [no]: yes

Community string [public]:
Current interface summary
Any interface listed with OK? value “NO” does not have a valid configuration
Interface IP-Address OK? Method Status Protocol
Vlanl 172.20.135.202 YES NVRAM up up
GigabitEthernet6/0/1 unassigned YES unset up up
GigabitEthernet6/0/2 unassigned YES unset up down
<output truncated>
Port-channell unassigned YES unset up down

Enter interface name used to connect to the
management network from the above interface summary: vlanl

Configuring interface vlanl:

Configure IP on this interface? [yes]: yes

IP address for this interface: ip_address

Subnet mask for this interface [255.0.0.0]: subnet_mask

Would you like to enable as a cluster command switch? [yes/no]: yes
Enter cluster name: cluster-name
The following configuration command script was created:

hostname host-name

enable secret 5 $1$LiBw$0XclwyT.PXPkuhFwgyhViO
enable password enable-password

line vty 0 15

password terminal-password

snmp-server community public
1

no ip routing

interface GigabitEthernet6/0/1
no ip address

interface GigabitEthernet6/0/2
no ip address
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W setup
!
cluster enable cluster-name
!
end
Use this configuration? [yes/no]: yes
!
[0] Go to the I10S command prompt without saving this config.
[1] Return back to the setup without saving this config.
[2] Save this configuration to nvram and exit.
Enter your selection [2]:
BEEaTU KR avwok B
show running-config BIEREELE LT LET,
show version N=RU 2T BIONT 77— 02T ONR—V 3 VIEREERLET,
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setup express M

setup express

L340

gljlg

R

TI2FIE

avYkE—F

AL v TF AH I EEZIAZ L RTrr AL »F LT EXpress Setup — K& A4 F—7 NI T 51T
%, setup express 7 u—/ L a7 4 Fab—gr avwr NE#HLET, Express Setup £— F
T A —T T BREAIE. Toa~vry RFono B EERLET,

setup express

no setup express

Zoawy RiZiE, 5lIEETF—V—FEH 0 8 A,

Express Setup i1 *x—7 /LT,

ryua—R) a7 4 Xalb—g

avy FEE

BEREDAA FS4>

GE)

Jyy—=x EFERA
12.2(53)SE2 oo~y RAEMSRE LT,

FLWAAL »F (GRERE) [T Express Setup A 2—7 2T 25546, Mode RN¥ % 2 BRI Z
& T Express Setup 2B c& £9, IP7 FL-210.001 24 25L A —VF v b A—MEHTR
AYFILT 7 EATEET, TDO%., AA v TF% Web ~—2D Express Setup 7= 7' 7 A, Fix=
~VRKIAL Y A E =Tz A (CLI) R—=ADky N7 v 70J 7 ATHRETEET,

RELIZAA »F T Mode A% % 2 BT L. Mode R% > d Elcéd 5 LED XA LD ET,
Mode A% & G5 10 MM LELIT D &, A4 v FORTEIFHIRS L, ALy TR T—bhEnET,
ZOHA, AA v FiE, Web ~<—2 0 Express Setup 7’12 77 A E721E CLI X—2Dk® v hT v 7 7
077 LOWTRNT, FILOWAASL v FOLIITHELET I LR TEET,

BREDEFE (CLIR—=2Dty "7 v 7 a7 ADMHOTN ZANTHILE2EL) 2179 &4<
2. Express Setup IC LR EXFIHTE <720 9, Mode A% % 10 M LT 5 &, HE
Express Setup 7217 # /T TEET, TV, REFHIBRIN, AL v TRV T—FLET,

AA wF LT Express Setup 237 7 7 4 7 725-E1C, write memory 7213 copy
running-configuration startup-configuration %t EXEC =~ > F& A )9 % &, Express Setup %3k
TIT 4 7bENET, AL vy TFOIP T KL X 10.001 ZEHTIHRL< LD, ZOIPT RLRAEHEH
LTWDHERmBHK T LET,

no setup express =~ FOEZRBMIL, Mode R¥ > % 10 BEMHTZ LICX > TAL v FOREN
HilRShd0xh<Z & TT,
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W setup express

1l WOFTIE, Express Setup — K& A X —7 M2 T 5 kLR LET,
Switch(config)# setup express

Mode R ¥ > &9 L | Express Setup E— FR¥3A F—T NV THDH I L 2R TEET,
o REEDAA »F T, Mode R¥ > D EIZH D LED X3 BRIV —iZ7e 9,
o HEINTZAA »F ETiE, [Mode] @ LED 7 2 B#&ICAR L, 10 BRRICZ U —i27e v £,

FE  Mode A7 zqit 10 BHA LA 5L BREFHIRSN, A vFBY T—FshET,

WOBITIL, Express Setup £— R&7 4 =7 VICT 2 HEETRLET,
Switch(config)# no setup express
Mode & v Z#i3 L& | Express Setup £ — R T 4 =7V Th D Z L AR TEET, Express

Setup E— RB¥AA v FTA R—T N TRVGE, F— FNLED X7V —TrdT LR, E2/27
U—VICRB LI E T,

EEaITUFR = HtER
show setup express — Express Setup & — K37 7 7 4 7 E I hFRLET,
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show access-lists W

show access-lists

AA v F RICRESNTZT 722 avrbe—L JA K (ACL) #F 7T 5121, show access-lists 4
Me EXEC o~y R&EEALET,

show access-lists [name | number | hardware counters | ipc] [ | {begin | exclude | include}
expression]

X DEREA

GE)

name (f£&) ACL »4FiTY,

number ({£E) ACL &S TY, $HETE H#iPHIT 1 ~ 2699 TT,

hardware counters L) B2 b, V—F 4 v 7 SRy ko a—L
N— R =7 ACL #itE#RaE R T LET,

ipc (LE) ek AREE (IPC) v har 77X UX N ar7g
Fal—ragroFyro— REREERLET,

| begin (L) expression & —E4 517 bEFEZMIELET,

| exclude (L) expression & —E$ B172F RN BRI LET,

| include (LH) $6E & 7= expression & —E$ 5172 FRICEDET,

expression BWARA b ELTHAT 2 HANO TSI TT,

rate-limit ¥—7V— K&, a2 RIA DO~V T A RN U TIZFRRENTOET RS, HHR—FEh
TWEHE A,

avykE—F #HE EXEC
av Y FEE Jyy—x EEAR
12.2(53)SE2 ZoOavy RABMESNE L,

EREDHA R4

]

AL v FIE P RS L OYEIET 2 2 U R MG E SR~ R LET, LER-T, FFa S5 5K
iZ. 1~ 199 & 1300 ~ 2699 721} T,

ZDawy RTH, BESNTE MACACL bR LET,

LFEHITIE, KXFEDXFEREIENET, =& 2iE, | exclude output & A L7=#4A . output %
ETITIIR R SNETAD, Output ZEITIERREINET,

W OFI T, show access-lists =~ > RO /12~ LE T,

Switch# show access-lists
Standard IP access list 1

10 permit 1.1.1.1

20 permit 2.2.2.2

30 permit any

40 permit 0.255.255.255, wildcard bits 12.0.0.0
Standard IP access list videowizard_1-1-1-1
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M show access-lists

10 permit 1.1.1.1
Standard 1P access list videowizard_10-10-10-10
10 permit 10.10.10.10
Extended IP access list 121
10 permit ahp host 10.10.10.10 host 20.20.10.10 precedence routine
Extended IP access list CMP-NAT-ACL
Dynamic Cluster-HSRP deny ip any any
10 deny ip any host 19.19.11.11
20 deny ip any host 10.11.12.13
Dynamic Cluster-NAT permit ip any any
10 permit ip host 10.99.100.128 any
20 permit ip host 10.46.22.128 any
30 permit ip host 10.45.101.64 any
40 permit ip host 10.45.20.64 any
50 permit ip host 10.213.43.128 any
60 permit ip host 10.91.28.64 any
70 permit ip host 10.99.75.128 any
80 permit ip host 10.38.49.0 any

woOFITIiL. show access-lists hardware counters =< > RO ZER L ET,

Switch# show access-lists hardware counters
L2 ACL INPUT Statistics

Drop: All frame count: 855
Drop: All bytes count: 94143
Drop And Log: All frame count: O
Drop And Log: All bytes count: O
Bridge Only: All frame count: O
Bridge Only: All bytes count: O
Bridge Only And Log: All frame count: O
Bridge Only And Log: All bytes count: O
Forwarding To CPU: All frame count: O
Forwarding To CPU: All bytes count: O
Forwarded: All frame count: 2121
Forwarded: All bytes count: 180762

Forwarded And Log: All frame count: O
Forwarded And Log: All bytes count: O

L3 ACL INPUT Statistics

Drop: All frame count: O
Drop: All bytes count: O
Drop And Log: All frame count: O
Drop And Log: All bytes count: O
Bridge Only: All frame count: O
Bridge Only: All bytes count: O
Bridge Only And Log: All frame count: O
Bridge Only And Log: All bytes count: 0O
Forwarding To CPU: All frame count: O
Forwarding To CPU: All bytes count: O
Forwarded: All frame count: 13586
Forwarded: All bytes count: 1236182
Forwarded And Log: All frame count: O

Forwarded And Log: All bytes count: O

L2 ACL OUTPUT Statistics

Drop: All frame count: O
Drop: All bytes count: 0O
Drop And Log: All frame count: O
Drop And Log: All bytes count: O
Bridge Only: All frame count: O
Bridge Only: All bytes count: 0O
Bridge Only And Log: All frame count: 0O
Bridge Only And Log: All bytes count: 0O
Forwarding To CPU: All frame count: O
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show access-lists W

Forwarding To CPU: All bytes count: O
Forwarded: All frame count: 232983
Forwarded: All bytes count: 16825661
Forwarded And Log: All frame count: O
Forwarded And Log: All bytes count: O
L3 ACL OUTPUT Statistics
Drop: All frame count: O
Drop: All bytes count: O
Drop And Log: All frame count: O
Drop And Log: All bytes count: O
Bridge Only: All frame count: O
Bridge Only: All bytes count: O
Bridge Only And Log: All frame count: O
Bridge Only And Log: All bytes count: 0O
Forwarding To CPU: All frame count: O
Forwarding To CPU: All bytes count: 0O
Forwarded: All frame count: 514434
Forwarded: All bytes count: 39048748
Forwarded And Log: All frame count: O
Forwarded And Log: All bytes count: O
BlEa<YU R avwyF i
access-list ALy FIAFHEE IILRE ST 78R VA MERELET, B
HIZ>W\WTiX, lCisco 10S IP Command Reference, Volume 1 of
3:Addressing and Services, Release 12.2] > TP Services Commands |
EIBRL T EE 0,
ip access-list ALy FIHRESNTIP T 7R U A MERELET,

mac access-list extended

AL T, MESNTZERTIFEZOMNZMAC T 7R JRA M2
HELET,
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B show archive status

show archive status

HTTP 721X TFTP 7’2 b a2V TAAL v FIZF v a— RENEHLVA A=V DRAT —H R FRKoRT
512X, show archive status #5# EXEC a~ > F&2EH L £,

show archive status [ | {begin | exclude | include} expression]

XD EHEA | begin ({3) expression & —84 2470 b RRZHIAL T,
| exclude (f£7) expression & —E$ 2172 &R BRI L ET,
| include (&) f5E SH7- expression & —ET 5172 RRICHEDET,
expression ZRARA N LTHERTA2HIINO S TY,

avY R E—F it EXEC
oYy FERE yy—=x EERE
12.2(53)SE2 Zoa<wry RRNBMENE L,

FERLDAHAL FS4 > archive download-sw #5# EXEC 2~y REHFEHLTA A—% TFTP — 2 ¥ v m— R4 43
4. archive download-sw =~ FOHE I TIL, U rmo—RORT—F ARFRENET,

TFTP H— B 0na, HTTP 2 L CTA A —Y & X v un— K3 5121, Network Assistant &
TR R T N 2 =3 — Vv i H LE9, show archive status =2~ > KTk, ¥y o— KD
PR NE R INET,

LFEHTIE, KXFENXFEREISNET, =& 2 iE, | exclude output & A L7854, output &
ETITIIFRRSNEEAN, Output ZETITIERREINET,

1 & oHTIiL, show archive status =~ RO A ERLET,

Switch# show archive status
IDLE: No upgrade in progress

Switch# show archive status
LOADING: Upgrade in progress

Switch# show archive status
EXTRACT: Extracting the image

Switch# show archive status
VERIFY: Verifying software

Switch# show archive status
RELOAD: Upgrade completed. Reload pending

BEEav> R avwyvk £
archive download-sw TFTP b — XM AL v FIZH LWA A=V XA a—RLET,
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show arp access-list W

show arp access-list

Address Resolution Protocol (ARP; 7 KLU A7 v h=an) 727+ A 2 br—/b (VR F) (2
T HREMIE A ForT 5121, show arp access-list =—4 EXEC =2~ RZEA L 7,

show arp access-list [acl-name] [ | {begin | exclude | include} expression]

BX DA acl-name (f£&) ACL D4 REIT.
| begin (f£7) expression & —E4 517 bEREZBA L ET,
| exclude ({EE) expression & —E$ 5172 F& RN BWILET,
| include (L) $EESN7- expression & —E T H{T2FRICEHEDET,
expression  HBEERA > b & LTHEMATDHINO LFHITT,

a2k E—F o —# EXEC

avy FER yy—=x EERNE
12.2(53)SE2 ooy RAENSNE L,

FRLOAARSMY  FHITid, KT LTRSS ET, 72L& 21E, |exclude output & AJ L7454, output &
ETITIIR R IR EHAN, Output ZETITIEIERRINET,

i WoOHITix, show arp access-list =~ > KO HZRLET,

Switch> show arp access-list
ARP access list rose

permit ip 10.101.1.1 0.0.0.255 mac any
permit ip 20.3.1.0 0.0.0.255 mac any

BEEa<2 avwyFk B8
arp access-list ARPACL #E&#L £,
deny (ARP 772X U Ak  Dynamic Host Configuration Protocol (DHCP) XA 5 4> 7 LD
ary74¥alb—val) —EITHEASWTARP Ny hEHEG LET,
ip arp inspection filtervlan 245 ¢t v 7 IP 7 FL A TRESNTZHR R Fvb D ARP ks L
BIREEFATLET,

permit (ARP 727&ZX UZ DHCP AT 47 LD—FITESNTARP Ny ha#Fal L%
favzaeFab—vay) T,
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MW show authentication

show authentication

AA v F TR F—T ¥ A X2 MIBET 2R EF£/RT HI2iE. show authentication =~ F %
(—4 EXEC £ 7213554 EXEC E— FoWwTnnr<) HHLET,

show authentication {interface interface-id | registrations | sessions [session-id
session-id] [handle handle] [interface interface-id] [mac mac] [method method]}

XD EREA interface interface-id ~ (£5) EE LA v ¥ —7 =4 ACET HRGE~ F— T v Ot 2§ T
ForLET,
method method (FEE) $6E L723BRES = (dotlx, mab, %7213 webauth) (X > TFFA]
SN ITAT Y beT_RTERRALET,
registrations UEE) Hit~x—2 % LY AL —ia v 2FRLET,
sessions (EE) BHEDORIE~ R —T vy Dy ay (REIE 747 MiEHE)

DiFMERRT LET, A7V a v ORETEANILRNE, BIET 7T 47
ey varyPNIRTEREINET, fFFEODEYVa Yy (Fhixkyrvay
DIN—T) BFERT DL, HETEZHMT, THEMAAEDETANT

EFET
session-id session-id ER) Hir~32—Y x0T a v Z2EELET,
handle handle (EE) 1~ 4294967295 O#iHz=fHE L £,
mac mac (EE) BBELZ MAC 7 RL ADRRFE R — Vv E#E R R LET,

ATVRTIANLE Zoawry RiciE, TV MREZHY EHA,

™.

H
I

T

avy ¥ EXEC 3 L O —4% EXEC

av Yy FERE Jy—= EEANR
12.2(53)SE2 Zoa~y RAEMESNE LT,

ERLEDHL K54y  # 2-25 . show authentication =~ RO HICERINAEEART 4 —/ RIZOWTEALE T,

N
GE) By varORT—HRAHEHTEAMEERIORLET, RTAT—rDEYy v arTlE, EREHL
7= 53 72 WAL, Authz Success F 7213 Authz Failed 73 No methods & & HicE RSN FE T,

& 2-25 show authentication A<~ FOH A

Z4—ILF HL]

Idle Ty varPPfbanE Lz, FRIXELEFEITINTHERA,
Running ot varDFRNETPTT,

No methods oty varofEREHLEFRITIHY THA,
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]

show authentication

£ 2-25 show authentication a<> FOHA #EE)

J4—ILF Bl

Authc Success FRICE-T, 2oty a  OFENRKLE LI,

Authc Failed FRICE-T, 2Oy a  OFRFETRKLE LT,

Authz Success IOty a LTI, TRTOMENEFICERSNE L,

Authz Failed IOty a T, MEOEAIZKKRLE LR,

#% 2-26 12, FROAT—MNIHEHTEZEEZV AN LET, KT AT— 1 ODJZ/‘/E > CliE. Authc

Success, Authc Failed. %7-i% Failed over 3% /RS £7, Failed over (3, RIS AN FEITS ., &K
DFRITT == d— =L, fERIFRE SN2 L 2E%LET, Notrun (X, AZ 234 T
b L7ty a v OBAICRFTEINET,

® 2-26 AT—FARDIE

ARXDRT—F RT—F LR (BREA

Not run ®T IOty varOFRITEITINLTOERA,
Running ol Dty arDFHFRNETHTT,
Failed over 1 ZOHFRFRKLE L, ROFABPEREZETZ N TFHE

NTWET,
ZOFNIF, By va O LIRS R AR L E L,
@jitj: 'IZ//EI /@%E\&Lﬁ_umuﬁ‘ﬁ:%é’ﬁf1 Li L/f:o

Authc Success  |# T
Authc Failed ®mT

W OFITiX, show authentication registrations =~ > F&ZR L £79,

Switch# show authentication registrations
Auth Methods registered with the Auth Manager:
Handle Priority Name

3 0 dotlx

2 1 mab

1 2 webauth

WwoFITIX, show authentication interface interface-id =~ > K& R L £9,

Switch# show authentication interface gigabitethernetl/23

Client list:

MAC Address Domain Status Handle Interface

000e.84af._59bd DATA Authz Success OxXE0000000 GigabitEthernetl/0/23
Available methods list:

Handle Priority Name

3 0 dotlx

Runnable methods list:

Handle Priority Name

3 0 dotlx

woFITiX,. show authentication sessions =~ > K& R L %1,

Switch# show authentication sessions

Interface MAC Address Method Domain Status Session 1D
Gi3/45 (unknown) N/A DATA Authz Failed 0908140400000007003651EC
Gi3/46 (unknown) N/A DATA Authz Success 09081404000000080057C274

WOBTIL, BEDA ¥ —7 = A A% 5 show authentication sessions =~ > KO &2 /R L F
ﬁ—o
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MW show authentication

Switch# show authentication sessions int gi 3/46
Interface: GigabitEthernet3/46
MAC Address: Unknown
IP Address: Unknown
Status: Authz Success
Domain: DATA
Oper host mode: multi-host
Oper control dir: both
Authorized By: Guest Vlan
Vlan Policy: 4094
Session timeout: N/A
Idle timeout: N/A
Common Session ID: 09081404000000080057C274
Acct Session ID: 0x0000000A
Handle: 0xCC0O00008
Runnable methods list:
Method State
dotlx Failed over

O TIL, FBESN7 MAC 7 KL 2® show authentication sessions =~ > R& R LE9,

Switch# show authentication sessions mac 000e.84af._59bd
Interface: GigabitEthernetl/23

MAC Address: 000e.84af.59bd

Status: Authz Success

Domain: DATA

Oper host mode: single-host
Authorized By: Authentication Server
Vlan Policy: 10

Handle: OxE0000000

Runnable methods list:

Method State

dotlx Authc Success

woFEITIX, FBE S show authentication session method =~ > RK&Z/R L £,

Switch# show authentication sessions method mab

No Auth Manager contexts match supplied criteria

Switch# show authentication sessions method dotlx

MAC Address Domain Status Handle Interface

000e.84af.59bd DATA Authz Success OxEO000000 GigabitEthernetl/23

BEa<TFR avw vk Eﬂﬂﬂ

authentication — h T REHE-FHFMELZEFNFRICEELET,
control-direction

authentication event tlf%em@wwﬁxr ROMDOT 7 varyERELET,

authentication — N CHIF~F—T ¥ F— REZELET,
host-mode

authentication open A= TH—=T v T I RRAEBAR—TNVELIZT =T VI LET,
authentication order HR— FCERATARAEFRDOIEFEZRELET,

authentication — N CHRHFAA R —TNEITT =TT LET,
periodic
authentication R— FORFEAT — SO FE#FIEE A F—T VI LET,

port-control
authentication priority R"—F 544V F 4 U A MIHIEFRE BN LES,
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show authentication

authentication timer  802.1X MG — F DX A LT T b RTA—F BLOHRBINT A—4 %
RELET,
B LWT S AR — MR B0, R— MIRAREDOT A 2Dk
LB T, LT A ANR— MR LS A I8 ET 2 ERKE— K
EHRELET,

authentication
violation

Catalyst 3750-X & & U 3560-X R4 wF ARV K Y27 LR
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M show auto qos

show auto qos

Automatic QoS (auto-QoS) 234 F—T DA ¥ —7 = A ATASE 7z Quality of Service (QoS)
o< NEFRRT HIZIE, showauto qos =— ¥ EXEC a~v > REEHALET,

show auto qos [interface [interface-id]]

EX DA interface [interface-id] (E) FBESIHET— N Eid ~Cod— 0 auto-QoS THH
BFRLET, ARA L H—T =4 AT, A= L
nEJ,

avY kR E—F 2—4 EXEC

oy FERE Jy—x FERE

12.2(53)SE2 Toavy FRBMENE LE,

EREDHL F34>  showauto qos =~ > RIHAICIE, &A v ¥ —7 = A ZIZAJ) STz auto-QoS =~ ¥ REZF AR R E
EF, show auto gos interface interface-id =~ > KL, HEDA V¥ —7 = A AT ASTE NI
auto-QoS =~ R&ERRLET,

auto-QoS R ER L V2 — W EE 2 KT 5451, show running-config %7 EXEC =2~ > R & fE ]
LET,

Cisco 10S Release 12.2(40)SE 7>% show auto qos =~ > Kt /1 Ci&, Cisco IP Phone % —bE & K
AR ERENE T,

auto-QoS DAL 1T 5 FREMED B D HI/ED QoS DB EFMAE R /R T DI, kOWThrDa~
KEHEHLET,

» show mls gos
« show mls gos maps cos-dscp
« show mls gos interface [interface-id] [buffers | queueing]

» show mls qos maps [cos-dscp | cos-input-q | cos-output-q | dscp-cos | dscp-input-q |
dscp-output-q]

* show mls qos input-queue

« show running-config

15l W DFITIL, auto qos voip cisco-phone ¥ & U auto gos voip cisco-softphone o % —7 = A 2
T4F¥alb—vary avy RE A LGSO showauto qos =~ > RO %R LET,
Switch> show auto qos

GigabitEthernet2/0/4
auto gos voip cisco-softphone

GigabitEthernet2/0/5
auto gos voip cisco-phone

Catalyst 3750-X & U 3560-X R4 wF ARV K Y27 LR
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GigabitEthernet2/0/6
auto gos voip cisco-phone

show auto qos W

K OFITIL, auto qos voip cisco-phone f v ¥ —7 2 A X a7 4 Fal—ary avr FE AL
7-%4 @ show auto qos interface interface-id =~ > FOH 12 R~ LET,
Switch> show auto qos interface gigabitethernet 2/0/5

GigabitEthernet2/0/5
auto gos voip cisco-phone

WwOHFITIX, auto qos voip cisco-phone ¥ 2 OF auto qos voip cisco-softphone f > % —7 = A X 2
T74F¥alb—vary avy FE AN LEEAE® show running-config ### EXEC =< > RO )1 %R
LET,

Switch# show running-config
Building configuration. ..

mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls

gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos

map policed-dscp 24 26 46 to O
map cos-dscp O 8 16 26 32 46 48 56
bandwidth 90 10
threshold 1 8 16
threshold 2 34 66

srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
queue-set
queue-set
gueue-set
queue-set
queue-set
gqueue-set
queue-set
queue-set
gueue-set
queue-set

input
input
input
input
input
input
input
input
input
input
input
input
input
input
input
input
input
input
output
output
output
output
output
output
output
output
output
output
output
output
output
output
output
output
output
output
output
output
output
output
output
output

buffers 67 33

cos-map queue 1 threshold 2 1
cos-map queue 1 threshold 3 0
cos-map queue 2 threshold 1 2
cos-map queue 2 threshold 2 4
cos-map queue 2 threshold 3 3
dscp-map queue 1 threshold 2
dscp-map queue 1 threshold 3
dscp-map queue 1 threshold 3
dscp-map queue 2 threshold 1
dscp-map queue 2 threshold 2
dscp-map queue 2 threshold 2
dscp-map queue 2 threshold 2
dscp-map queue 2 threshold 3
dscp-map queue 2 threshold 3
cos-map queue 1 threshold 3
cos-map queue 2 threshold 3
cos-map queue 3 threshold 3
cos-map queue 4 threshold 2
cos-map queue 4 threshold 3
dscp-map queue 1 threshold 3
dscp-map queue 2 threshold 3
dscp-map queue 2 threshold 3
dscp-map queue 2 threshold 3
dscp-map queue 3 threshold 3
dscp-map queue 3 threshold 3
dscp-map queue 4 threshold 1
dscp-map queue 4 threshold 2
dscp-map queue 4 threshold 3
1 threshold 1 100 100 100 100
1 threshold 2 75 75 75 250

1 threshold 3 75 150 100 300
1 threshold 4 50 100 75 400

2 threshold 1 100 100 100 100
2 threshold 2 35 35 35 35

2 threshold 3 55 82 100 182

2 threshold 4 90 250 100 400
1 buffers 15 20 20 45

2 buffers 24 20 26 30

6 7
5

9 10 11 12 13 14 15

012
32
16

34567
17
34
50
58
25
41

18
35
51
59
26
42

19
36
52
60
27
43

20
37
53
61
28
44

2
3

6
2
4

6 7
4

40 41 42
24 25 26
48 49 50
56 57 58
16 17 18
32 33 34
8

43
27
51
59
19
35

44
28
52
60
20
36

1
8

2
9
5

45
29
53
61
21
37

22
39

54 55

63
30
46

46

23
48
56

31
47

47

30 31
54 55

62
22
38

9 10 11 12 13 14 15

01234567

63
23
39
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M show auto qos

1

class-map match-all AutoQoS-VolP-RTP-Trust
match ip dscp ef

class-map match-all AutoQoS-VolP-Control-Trust
match ip dscp cs3 af3l

1

policy-map AutoQoS-Police-SoftPhone
class AutoQoS-VolP-RTP-Trust
set dscp ef

police 320000 8000 exceed-action policed-dscp-transmit

class AutoQoS-VolP-Control-Trust
set dscp cs3

police 32000 8000 exceed-action policed-dscp-transmit
1

policy-map AutoQoS-Police-CiscoPhone
class AutoQoS-VolP-RTP-Trust
set dscp ef
police 320000 8000 exceed-action policed-dscp-transmit
class AutoQoS-VolP-Control-Trust
set dscp cs3
police 32000 8000 exceed-action policed-dscp-transmit

interface GigabitEthernet2/0/4

switchport mode access

switchport port-security maximum 400
service-policy input AutoQoS-Police-SoftPhone
speed 100

duplex half

srr-queue bandwidth share 10 10 60 20
priority-queue out

auto qos voip cisco-softphone

interface GigabitEthernet2/0/5
switchport mode access

switchport port-security maximum 1999
speed 100

duplex full

srr-queue bandwidth share 10 10 60 20
priority-queue out

mls gos trust device cisco-phone

mls gos trust cos

auto gos voip cisco-phone

interface GigabitEthernet2/0/6
switchport trunk encapsulation dotlq
switchport trunk native vlan 2
switchport mode access

speed 10

srr-queue bandwidth share 10 10 60 20
priority-queue out

mls gos trust device cisco-phone

mls gos trust cos

auto gos voip cisco-phone

interface GigabitEthernet4/0/1

srr-queue bandwidth share 10 10 60 20
priority-queue out

mls gos trust device cisco-phone

mls gos trust cos

mls gos trust device cisco-phone
service-policy input AutoQoS-Police-CiscoPhone

<output truncated>
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show auto qos W

K OFITIL, auto qos voip cisco-phone f v ¥ —7 =2 A X a7 4 Fal—ary avr FE AL
7234 @ show auto qos interface interface-id =~ > FOH 12 R~ LET,
Switch> show auto qos interface gigabitethernetl/0/2

GigabitEthernetl/0/2
auto qos voip cisco-phone

WO TIE, AA v F ET AUt0-Q0S NF 4 B —T /LIl > TV A EE D show auto qos =~ > KD H
NERLET,

Switch> show auto qos
AutoQoS not enabled on any interface

WOFITIE, Auto-QoS A ¥ —7 = A4 ATT 4 &—7 /LD O show auto gos interface

interface-id =~ Ko HhE R LET,

Switch> show auto qos interface gigabitethernet3/0/1
AutoQoS 1is disabled

BBEav> R

avwUFk B
auto qos voip QoS KA A »® Voice over IP (VoIP) (Z QoS # H#Ehik/E L 7,
debug auto qos auto-QoS HHRED T Ny VT E A R—T NI LET,
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W show boot

show boot

BOOT BEEA DOFRE ZFERT HI121%. show boot ##E EXEC =2~ R&EEH L £,

show boot [ | {begin | exclude | include} expression]

ST ERBA | begin (EE) expression & —H T 21T bR REZHBLET,
| exclude (L&) expression & —8T 2172 R RO L ET,
| include (EE) $5E &7 expression &~ 5172 £RICHD£T,
expression ZWARA R LTHERT 5 IINOIFSTT,

a2 R E—F et EXEC

av Y FEE Jyy—=x EERE

EREDAA FS54>

]

12.2(53)SE2

Zoavwry RRBMENELE,

LFHITIE, KXFEDXFRE S ET, 72& 21E, | exclude output & AJ L7234, output %

BUITIIFRSNEE AR, Output ZELATIER RS NET,

WORFITIX, TXTHORZ v 7 A0 show boot =~ > KON Z/RLET, £ 2-2712, BREh
547 4 —/V ROBAZR L E9, image_name O flix, ¢3750x-universal-mz.122-53.SE2 <7,

Switch# show boot
BOOT path-list
Config file

Private Config file :
> no
. yes

Enable Break
Manual Boot
HELPER path-list
Auto upgrade
Auto upgrade path

BOOT path-list
Config file

Private Config file :
: no
> yes

Enable Break
Manual Boot
HELPER path-list

Auto upgrade
Auto upgrade path

<output truncated>

: flash
: Flash

flash

. yes

: flash
: flash

flash

> no

simage_name.bin
:/config.text
:/private-config.text

s image_name.bin
:/config.text
:/private-config.text
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show boot W

* 2-27 show boot ®7 1+ —JL FDOERMA

Z4—ILF

EEA

BOOT path-list

HE 7 — FFICo—= FBIOEFTLEL Y ETAETARE T 7 A L0EIan XY
YA MERRLET,

BOOT BREABMBHE SN TWNRWEE, VAT AX, 7I9via 770 VAT A
ERICTHIRI AR E Z21T > T, BN SN FZEITA e A—Y %2 — KL T
FITERLET, T4 L7 M OHARBETIE, RELAESYT 7T L7 MY 25%se
WRBELTHLIEDF 4 L7 N TORBEEETET,

BOOT BEAKMMNRESN TV THIEESNT A A=V — RTERWVWERIZ., ¥
AT MET T oy T7AN VAT ATROWCARSHo7—F 774 V&7 — b
LEo2ELET,

Config file

CiscOlIOS WY AT L a7 4FXal—ya  OREBMEa Y —0iAEX|CHEHT
577 ANHERRLET,

Private Config file

CiscOIOS WL AT A a7 4 Xalb—a yORBREaI Y —DHAEXICHEHT
D77 ANHERRTLET,

Enable Break

T OT VL= R =T D, EIET =T A EFEFLET, yes, on,
FRFLIICREINTWDIHARIE., 77 vva 7740 VAT A0 bKIC=
V—/V ETBreak ¥—%#4 L, BEIT—F YuktRxrzdlicxEd,

Manual Boot

2L v FREHTT— T2, FREFHTT— b T20EEKRLET, no £213
DICREESNTVWAHE, 7—F o—F— IV AT LAEZHBHMII T~ T v 7L LD
LLET, FNLSMIBRESNTWEEHAIL, 7—h e—¥— F— KL FEITR
A FoT =T v T TIHILERHD £,

Helper path-list

T— bk n—F—OPHLHICEice—- Fanbde—RafE7 v/ LDk Ian K
I AMNERRLET, ~NWN— T7AWE, 7T— b B—F—OELILEL
D, RoFEETEYLET,

Auto upgrade

AL 0 F ALy T TE AA vF AZ v 7B, AFMEDRNAL v FNAL v 71NN
ATEDL LD, VI MU =T A=V a VOEEBaE—RREINTNDINE S hak
RLET,

Version-Mismatch (VM) E— RIZHD AL v FIE, AA v F AZ v 7 L3Rk s
N=TVaVOAZ Y7 Ta harBEfashTnEd, 207720, VM E— FDX

A VFIEAAL vTF AZ v TIZMATEEEA, A vTF AFZ v 7N VM E—FD R
A v FILaL—T& 54 A= %A L, boot auto-copy-swHEEN A R — T LD
B, MDA v 7 A ARANEDA A=V % VM T— FDOAA v FICHEIC 2 B —
LET, TOHE, A4 vTFIEIVME—FEZRTLTI I —FL, TNANDAFT v
WZIMALET,

NVRAM/Config file buffer size

2w F AZ 7 TlE, CiscolOS WAEFEVHNDa L 7 4 Falb—ay 774D
A= ERHETHEODIEAT LIy 7y YA X ERRLET, 2T 4 Fa b —
vary TrANME, Ny Ty YA XE DU TEBLLILITITEERA,
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W show boot

BEEav K avwyvk

Bl

boot auto-copy-sw

Version-Mismatch (VM) E— FDO A A v F 2 HBPIZT v 77— R+ 5%
Wik, HE7 v 727 L — K (auto-upgrade) Yot A& A F—T T LE
\?AO

Zoavy R, AZ v IR AAL v T TCRETEHTEET,

boot
auto-download-sw

auto-upgrade 7Bt A THEMTEY 7 F =T 4 A—VEEELET,
Zoavwy R, 27y 7S AA v F TRIFHEATE £,

boot config-file

Cisco I0OS N AT AR EDAERM o ¥ —DHAEXIERTE 7741
ZEEELET,

boot enable-break

HE) 7' —F 7okt X &l c& 9,

boot manual

WEID T — b A I NVKDAAL v FDFET— e A RX—TVMITLET,

boot
private-config-file

Cisco 10S 7T A N— FREDAHREN 2 U —DFAES MM D7 7
ANAEBELET,

boot system

KEDT— |k YA 7 rHiZn— 45 Cisco 10S A A=V ZREL 7,
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show cable-diagnostics tdr

show cable-diagnostics tdr

Time Domain Reflector (TDR; # 1 & R A A URHEE) #RERFT 512X, show
cable-diagnostics tdr %4 EXEC =~ F&HEH L £7,

show cable-diagnostics tdr interface interface-id [ | {begin | exclude | include}
expression]

.'E-EI;

X DEREA

interface-id TDR BRETENTWAHAS v Z—T = AZIBELET,

| begin ({:#) expression & —E§ 2470 bR REZBIM L £,
| exclude (f£%&) expression & — ﬁz@“éﬁ%i‘%rz%ﬁ?% LET,
| include (L7 f87E &7 expression & —HT 172 FRICEDET,

expression ZHRRA L FELTHEMT S tt‘uj]lj\i@j(%ﬂfﬁ”o

a2V K E—F  f5HEEXEC
avy FEE yy—2 EERE
12.2(53)SE2 ooy RpGEMShE LT,

BEREDAA FS54>

]

TDR 1. ##o A —H x> k 10/100/100 R— F TOHLYHR— F ENET, 10 FHEY b A —F xRy
kR — b, BXOEBATREN Y 3+ —2 77 7 % (SFP) £V a2a—/b R— FTIEYHR— S FEHA,
TDR OFEAMIZHOWTIX, 2DV U =R ST HY 7 hy=T :/74ﬂeav var A FeslR
LT &,

XFHNTIE, RIXFE/NFNEBIEET, =& 21X, | exclude output & AJ) L7234, output %
FEUITIXR RS NEFAD, Output 2 & 1171 ii‘%réﬂiﬁ“

WOHITIL, AA v F TO show cable-diagnostics tdr interface interface-id =~ > RO Z R L E
ﬁ—o

Switch# show cable-diagnostics tdr interface gigabitethernetl/0/23
TDR test last run on: March 01 00:04:08

Interface Speed Local pair Pair length Remote pair Pair status
Gil/0/23 1000M Pair A 1 +/- 1 meters Pair A Normal

Pair B 1 +/- 1 meters Pair B Normal

Pair C 1 +/- 1 meters Pair C Normal

Pair D 1 +/- 1 meters Pair D Normal

# 2-28 1z, show cable-diagnostics tdr =~ > RCH) &b 7 4 — /L ROFGHE R LET,

% 2-28 show cable-diagnostics tdr A< > FTOHEAEN ST 1 —IL FOERE
J4—ILF |3

Interface TDR BRETENIZA v H—T = A A

Speed ot
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W show cable-diagnostics tdr

% 2-28 show cable-diagnostics tdr A< FTOEAIhD T4 —IL FOHE )

J4—ILF HL

Local pair B—N A H—=T 24 ZATTDRRT A N2 FETT VA ¥ T4
Pair length |9 2% 24 v FI2oOWT, BIBERRAE LT — 7 A OBF, IROWTRIADEEIC
[Rv. TDR IZBFT &M ETE £,

o F—TUNANELSEREN, Voo nT v TREBT, £ ¥ —7 = A AHERN
1000Mb/s TH 2 35H

o T—TNABEHRLTODLEE

o =T NN a—hrLTWLHE

Remote pair | o — /L T RERESNIZTA Y T4, F—FANELERENY V7R3 T v
TIRETH DG, TDRIZY E— F RTICOWTHER L E T,

Pair status TDR BEITENTNDIA ¥ XTDAT—H A

o« Normal : VA ¥ X7 MNELLERSINTVET,

» Notcompleted : 7 X MIETHT, ET LTWERA,

* Notsupported : f % —7 =4 AL TDR ZHK—FLEHA,
o Open: A Y XTBHHFRLTCNET,

o Shorted: VA ¥ X7 BT a— L TWET,

o ImpedanceMis : f V' E—F AN —F L EHA,

« Short/Impedance Mismatched : f > E— X v AR —F LW r—7 ARy g —
FLTWETS,

 InProgress : W7 2 F BEEITH T,

woFITIE, TDR BEIEL T 5 & & d show interfaces interface-id =~ > KoM AR LET,
Switch# show interface gigabitethernetl/0/2
gigabitethernetl/0/2 is up, line protocol is up (connected: TDR in Progress)

WOHITIE, TDR 28811E L T 7254 @ show cable-diagnostics tdr interface interface-id =~ > K
DN ZERLET,

Switch# show cable-diagnostics tdr interface gigabitethernetl/0/2
% TDR test was never issued on Gil/0/2

A H—Tx2A ATTDR BV F—FEINTWRWVWEAIE, ROA v E—URERRINET,
% TDR test is not supported on switch 1

BBEav R

avwyvFk Bl
test cable-diagnostics tdr A2 =T ATTDR %4 X —7 W2 L, FEITLET,
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show cdp forward W

show cdp forward

(E)

CDP 7+ U—F 4 v 7 F—7 &K T 5L, show cdp forward = — EXEC =~ REMHEH L
F7

show cdp forward [entry | forward | interface interface-id | neighbor | traffic] [ | {begin
| exclude | include} expression]

ZoavwryRiE, LANBase 7 —F v £y F2FEIT LTV D AL v FTlEIR—FShEH A,

BX DA entry LB BEDORAN— T M ICET AERER R LET,
forward ({:E) CDP OfnEff#az R LET,
interface interface-id (L) CDP A v #—7 =4 XA AT —Z ZAB L UOREL TR LET,
neighbor ({LF) CDP A "— = F U ZFFLET,
traffic ({E#) CDP offiatEa R <L ET,
begin ({EE) expression & —EHT AT bEREZHBLLET,
exclude (fEE) expression & T BT FRZMH LRI L ET,
include (L7) 57 &7z expression & —E T 272 FRICEDET,
expression ({ER) AL N LTERT IHIIRNOFHITT,
ARV K E—F  =—#EXEC
av Y REE Jy—= EENR

ERLEDAA K54

12.2(53)SE2 ooy RREMSNE LA,

show cdp forward =~ > R iE. AR —FEHAR—FOFE~ v B TICHE SNV THEE S L7
CDP N7y O, BIUMREINTRRr y 7SNy FOREHEREZ R L ET,

LFFITIER, RLFLNFRRISET, =& X, | exclude output & Ay L7286
BULITIERRINEFAN, Output #ZLfTIER RSN ET,

output %

51 Switch# show cdp forward
Ingress Egress # packets # packets
Port Port forwarded dropped
Gi2/0/2 Gi2/0/13 0 0
BEaITUF = L
cdp forward CDP 77 4 v 7 DANBLOHAIAL vF KR— %
BELET,
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W showcisp

show cisp

HESN/A v ¥ —7 x4 A0 CISP [F#H %2 R RT 5I121F, show cisp #i#E EXEC =2~ R&HEHA L &

B

show cisp {[interface interface-id] | clients | summary} | {[begin | exclude | include}

expression]}

EX DA clients (f£7) CISP 7 54 7 M OFEMAERF L ET,
interface interface-id ~ (f£%) fsE&an-A v Z—7 x4 A0 CISP {5l aFnR LEd, AeA
VHE—=T 2 AE, WEIR— R ER— b FrRXANEENET,
summary EE) BRLET,
| begin ({EE) expression & —3 T 51T bEFZMG L £,
| exclude () expression & —H T 5172 RFZNLRILET,
| include (8 5 &7 expression & —HT 2172 £ RICEDET,
expression ZRAA b E LTHAT S HAINOCFHITT,
avY kK E—F Ja—s\ ar7 4 ¥alb—ig
av Yy FERE Jyy—= EEANR
12.2(53)SE2 Zoavry RRBMEnE LR,
i WoFITIX, show cisp interface =~ > RO %R L £,
WS-C3750E-48TD#show cisp interface fast 0
CISP not enabled on specified interface
WOFITiE, show cisp summary =~ KO %2R LET,
CISP is not running on any interface
BIEa<T VR avwy R HTL]

dotlx credentials profile YTV N AL v TF T 7y A NVERELET,

cisp enable

Client Information Signalling Protocol (CISP) % A4 % —
WZLETS
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show class-map W

show class-map

show class-map =—+% EXEC 22~ Rk, b T 7 4 v 7 &8I 500 HEELEET D
Quality of Service (QoS) 7 7 A v v /&R RLET,

show class-map [class-map-name] [ | {begin | exclude | include} expression]

EX DA class-map-name  ({£i) fHESNEZ TR ~ v TONKEEFRRLET,
| begin (L) expression & —FH T 51T bR RERIAL ET,
| exclude (&) expression & —E¢ 5472 FmnbHA LET,
| include (F5) #8E ST expression & — T 5172 R RICEHEDET,
expression SARA v N ELTHERATHINOLTITT,

a2k E—F o —# EXEC

avy FER yy—=x EERNE
12.2(53)SE2 ooy RAENSNE L,

FRHLOAMRFSMY  FHITiE, RXTFEDAIFREBISET, =& 2I1E, | exclude output & A7 L7=854 . output %
ETITIIR R I EHAN, Output ZETITIEIERRINET,

i WOFITIL, show class-map =2~ FOH %R LET,

Switch> show class-map
Class Map match-all videowizard_10-10-10-10 (id 2)
Match access-group name videowizard_10-10-10-10

Class Map match-any class-default (id 0)
Match any

Class Map match-all dscp5 (id 3)
Match ip dscp 5

BEavTF avwvk HL
class-map LHERE L IR Ay FEORABIHERSND 2 T2
~ v TEERLET,
match (7 5 R<v 7 av74¥a + 774 v 72D ET5-00BEELEXELET,
L—3 V)
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MW show cluster

show cluster

AA v TNELTNDT TAFDAT —H ALY < —%2F£RT 5HIZiE, show cluster ——+% EXEC
a<w REHERALET, Z0a~vr R, V779AF a~v U R AL v FEITTAE AN AL vFTA
hTxET,

show cluster [ | {begin | exclude | include} expression]

B | begin (L.E) expression & —H T 51T ORFEBBL ET,
| exclude ({:#) expression & —H T 2172 £ RZNORALET,
| include (EE) $5E &7 expression &~ 5172 £RICEHD£T,
expression ZWARA M E L THERT 2 H NN LA TY,
a2k E—F o —#% EXEC
av Y FERE yy—= EEANE
12.2(53)SE2 Zoa<wry RRNBMENE L,

EREDAA FS54>

]

JTABDAUINTIRNVAAL v TF L CIDa~vry REANTHE, =ZF7— A vyE—T Not a
management cluster member NF /R I E T,

TITAZ AN ZA v F ETIDavy ReANNT2E, 77AF% a2 K AL yFDOID, DA
AT AUNRNOFF, BEOIV TAX a~vw K A v T LOERIRENERINET,

JIGAR AR R AL Y FDAZ I ERIZ I TAZ av L R AL vF ETCoDa~vry ReE AT
L. UV TARBBBIBA L ARORBNRREINET, £/o. AT —FALTHRDI TAZIDAT —F A
BLORMbLERINET, WEBERNA X—TNVOHEIE, 774~V h L FY avw K
AL v FOERNFREINET,

XFFNTIE, KXFL/NCERRENET, =& 21E, | exclude output & AJ) L7234, output &
ETITIIR R SNETAD, Output ZEITIERREINET,

WOFTIX, T2T 477 FAKF a<w K A vF LTshowcluster =~ REZ AN LEBEEOH
HErRLET,

Switch> show cluster
Command switch for cluster “Ajang”

Total number of members: 7
Status: 1 members are unreachable
Time since last status change: 0 days, O hours, 2 minutes
Redundancy: Enabled
Standby command switch: Member 1
Standby Group: Ajang_standby
Standby Group Number: 110
Heartbeat interval: 8
Heartbeat hold-time: 80
Extended discovery hop count: 3
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show cluster W

WOBITIE, 7T AZ AN 2L vF ETshowcluster =~ REANLEEHEEDOH 12 R LET,

Switchl> show cluster

Member switch for cluster ‘“hapuna”
Member number:
Management IP address:
Command switch mac address:
Heartbeat interval:
Heartbeat hold-time:

3
192.192.192.192
0000.0c07.ac14
8

80

WOFTIX, AF VNS, JFTAH a<v v R AL v TFELTREEINTZI TAHL AN AL vF LT
show cluster =~ > R AN LEHEOH 1R LET,

Switch> show cluster

Member switch for cluster ‘“hapuna”
Member number:
Management IP address:
Command switch mac address:
Heartbeat interval:
Heartbeat hold-time:

3 (Standby command switch)
192.192.192.192
0000.0c07.ac14

8

80

WOFTIX, A1 EDEENOIMIENT-7 T AZ a< 2 K AA vF LT showcluster =~ K%

AN LleGaotihazrLET,

Switch> show cluster

Command switch for cluster “Ajang”
Total number of members:
Status:
Time since last status change:
Redundancy:
Heartbeat interval:
Heartbeat hold-time:
Extended discovery hop count:

7
1 members are unreachable
0 days, O hours, 5 minutes
Disabled

8

80

3

ORI TIE, 7 TAZ a<w K AL v FLOBERNPEITEINTZT T AZ AN 24 »F T show
cluster =~ KZ AN L7eBAEDOH D Z R LET,

Switch> show cluster

Member switch for cluster “hapuna”
Member number:
Management IP address:
Command switch mac address:
Heartbeat interval:
Heartbeat hold-time:

<UNKNOWN>
192.192.192.192
0000.0c07.acl14
8

80

BBEav R

avwv kR 7L

cluster enable

av U RSB AL v FE T TAZ av L R AL v FLLTAR—7

MZL, VIREL, BEOATva & LTAUARESZHIY YT

£7,

show cluster candidates

BEHAAL v FDOY A NERRLET,

show cluster members

JTAE AT AERER T LET,
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M show cluster candidates

show cluster candidates

B AA v F DY A NERRTHINE. AL v F AF v 7 FE0TAZ a<w 2 B AA »F ETshow
cluster candidates ### EXEC a~ > R&ZH L £,

show cluster candidates [detail | mac-address H.H.H.] [ | {begin | exclude | include}
expression]

XD EREA detail () TRTOFEMICET 25EME R T LET,
mac-address H.H.H. (EE) 7 7 A& MO MAC 7 KL 2T7,
| begin ({E:&) expression & —ET 51T bR FE2RMBLET,
| exclude (fEE) expression & —H T H1TERFZNLRINLET,
| include (EE) $5E &7 expression & —&4 51T2 £RICED ET,
expression ZHARA M ELTHEMRT 2 I NO TS TY,
OV K E—F =—%EXEC
av Yy FERE Jyy—= EFEANRE
12.2(53)SE2 Com~y RRBEMENE L,

EREDHA R4

]

ZOawy RBFHTELZDF, VI9AX a~v L R AL v TF RAEZ 9 I FRIEIITAZ a<w K &
A4y FIZBROENET,

AL FNI TARZ a<w L K AL v FTRWERIE., ey 7 MIZBITRFERREINET,

HAWND SN X, X7 v F X NEEEEWRLET, SNIIOEIZ E RNRRINTZHE. A4 v F I3k
EMHICL > THRHEENRTWET, SNFIDOEN E TRWEA., X7 > F X ANFEEDAAL v T, #
WAL T OT v T AN —AMURAN—TF, Ky 7L, 7 TRAF avr N AL v TFPLEHA
A v FETOT A ZAHTT,

XFHNTIH, RIXFE/NLFNRBISET, 72& 21X, | exclude output & AJj L7254, output &
EETITIIFR RS NEEAN, Output 2517 ii‘%réﬂi#

woFCix, show cluster candidates =~ > FOH 1E2 R LE T,

Switch> show cluster candidates

| ---Upstream---]
MAC Address Name Device Type Portlf¥ FEC Hops SN Portlf FEC
00d0.7961.c4cO StLouis-2 WS-C3750E-24TD  Gi6/0/1 2 1 Fa0/11
00d0.bbf5.e900 IdF-dist-128 WS-C3524-XL Fa0/7 1 0 Fa0/24
00e0.1e7e.be80 1900 Switch 1900 3 0 1 0 Fa0O/11
00e0.1e9f.7a00 Surfers-24  WS-C2924-XL Fa0/5 1 0 Fa0/3
00e0.1e9f.8c00 Surfers-12-2 WS-C2912-XL Fa0/4 1 0 Fa0/s7
00e0.1e9f.8c40 Surfers-12-1 WS-C2912-XL Fa0/1 1 0 Fa0/9
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show cluster candidates W

WOFITIE, 7 TAK a~wr K A, vy FICEEER SN, 77 AX AR 24 vFDO MAC T R
2 & L7234 @ show cluster candidates =~ > o E2RLE7,

Switch> show cluster candidates mac-address 00d0.7961.c4cO
Device "Tahiti-12" with mac address number 00d0.7961.c4cO

Device type: cisco WS-C3750E-24TD-S

Upstream MAC address: 00d0.796d.2F00 (Cluster Member 0)
Local port: Gi6/0/1 FEC number:

Upstream port: G16/70/11 FEC Number:

Hops from cluster edge: 1
Hops from command device: 1

WOFITIE, 7 TAZ Ty VnbDRy TEN3 THD, JTAF AN AL vFD MACT FL A
Z i L7234 @ show cluster candidates =~ > KO ZR L E7,

Switch> show cluster candidates mac-address 0010.7bb6.1ccO
Device "Ventura®™ with mac address number 0010.7bb6.1ccO

Device type: cisco WS-C2912MF-XL
Upstream MAC address: 0010.7bb6.1cd4

Local port: Fa2/1 FEC number:
Upstream port: Fa0/24 FEC Number:

Hops from cluster edge: 3
Hops from command device: -
woBTiE, show cluster candidates detail =< > FOH A ZRLET,

Switch> show cluster candidates detail
Device "Tahiti-12" with mac address number 00d0.7961.c4cO

Device type: cisco WS-C3512-XL

Upstream MAC address: 00d0.796d.2f00 (Cluster Member 1)
Local port: Fa0/3 FEC number:

Upstream port: Fa0/13 FEC Number:

Hops from cluster edge: 1
Hops from command device: 2
Device "1900_Switch® with mac address number 00e0.le7e.be80

Device type: cisco 1900

Upstream MAC address: 00d0.796d.2T00 (Cluster Member 2)
Local port: 3 FEC number: O

Upstream port: Fa0/11 FEC Number:

Hops from cluster edge: 1
Hops from command device: 2
Device "Surfers-24" with mac address number 00e0.1e9f.7a00

Device type: cisco WS-C2924-XL

Upstream MAC address: 00d0.796d.2F00 (Cluster Member 3)
Local port: Fa0/5 FEC number:

Upstream port: Fa0/3 FEC Number:

Hops from cluster edge: 1
Hops from command device: 2

BEav> R avwy Rk EL
show cluster AAFNBTDEI TAFDAT—HARBLOY~ U —&2K R LET,
show cluster members T TAE AT AIERER R LET,
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Bl show cluster members

show cluster members

TTAE AUNIZETIERERTRTDICNE, AT AX I FRF I TR a<w o R A, vF L
¢ show cluster members #i# EXEC =~ > RafH L F 3,

show cluster members [n | detail] [ | {begin | exclude | include} expression]

XD EHEA n (L) 77 AL AU E#HT 5% 5, fHETE HHAIL0 ~ 15 T,
detail EE) TR_TOrFAE ALNCHETHH#EMERRLET,
| begin (1) expression & —HT 21T bEREZMB L ET,
| exclude ({EE) expression & —H T 51T F# RSB LET,
| include (L) 58 &7 expression & —H T 2172 FRFICEDET,
expression ZHRA v M ELTHEHAT 2HINO TS TT,

OV K E—F  HEEXEC

avy FEE Jy—2= EFERE
12.2(53)SE2 Soavy FABMSE LT,

EREDHA R4

]

Zoavwr RRFHATEDIDIR, 792 av R AL v F AX v I EEF I TAX avw 2 K A

Ay FITRBINET,

7T AZNICA NP RNGERIE, T MCET AR SET,

LFHITIE, KLFEE/NCFERERSET, 72& 21E, | exclude output & A7) L7234, output %
GUITIIF RSN EEAN, Output ZELATIER RS NET,

WOFITIX, show cluster members =~ > RO ERLET, RO SN X, X7 v FHELFEE
%Li‘é—o

Switch# show cluster members

| ---Upstream---|
SN MAC Address Name Portlf FEC Hops SN Portlf FEC State
0 0002.4b29.2e00 StLouisl 0 Up (Cmdr)
1 0030.946¢.d740 tal-switch-1 Fa0/13 1 0 Gio/1 Up
2 0002.b922.7180 nms-2820 10 0o 2 1 Fa0/18 Up
3 0002.4b29.4400 SanJuan2 Gi0/1 2 1 Fa0/11 Up
4 0002.4b28.c480 GenieTest Gi0/2 2 1 Fa0/9 Up

WOFITIE, 7T AZ AN 312%9 2 show cluster members o HZR L E9,

Switch# show cluster members 3
Device "SanJuan2® with member number 3

Device type: cisco WS-C3750E-24TD-S

MAC address: 0002.4b29.4400

Upstream MAC address: 0030.946c¢c.d740 (Cluster member 1)
Local port: Gi6/0/1 FEC number:

Upstream port: G16/0/11 FEC Number:

Hops from command device: 2
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show cluster members W

woFITiX, show cluster members detail =< > FoH hE2 R LET,

Switch# show cluster members detail
Device "StLouisl® with member number O (Command Switch)

Device type: cisco WS-C3750E-24TD-S
MAC address: 0002.4b29.2e00
Upstream MAC address:

Local port: FEC number:
Upstream port: FEC Number:

Hops from command device: O
Device "tal-switch-14" with member number 1

Device type: cisco WS-C3548-XL

MAC address: 0030.946¢.d740

Upstream MAC address: 0002.4b29.2e00 (Cluster member 0)
Local port: Fa0/13 FEC number:

Upstream port: Gi0/1 FEC Number:

Hops from command device: 1
Device "nms-2820" with member number 2

Device type: cisco 2820

MAC address: 0002.b922.7180

Upstream MAC address: 0030.946¢c.d740 (Cluster member 1)
Local port: 10 FEC number: O

Upstream port: Fa0/18 FEC Number:

Hops from command device: 2
Device "SanJuan2® with member number 3

Device type: cisco WS-C3750E-24TD-S

MAC address: 0002.4b29.4400

Upstream MAC address: 0030.946¢.d740 (Cluster member 1)
Local port: Gi6/0/1 FEC number:

Upstream port: Fa6/0/11 FEC Number:

Hops from command device: 2
Device "GenieTest®™ with member number 4

Device type: cisco SeaHorse

MAC address: 0002 .4b28.c480

Upstream MAC address: 0030.946c.d740 (Cluster member 1)
Local port: Gi0/2 FEC number:

Upstream port: Fa0/9 FEC Number:

Hops from command device: 2
Device "Palpatine® with member number 5

Device type: cisco WS-C2924M-XL

MAC address: 00b0.6404.¥8c0

Upstream MAC address: 0002.4b29.2e00 (Cluster member 0)
Local port: Giz2/1 FEC number:

Upstream port: Gi0/7 FEC Number:

Hops from command device: 1

BAEa<>F avwy Rk EL
show cluster 2L FNRBT AV TAZDAT —ZABLIOY <Y —%52FELE

show cluster candidates AL v FDOY XA NERRTLET,
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W show controllers cpu-interface

show controllers cpu-interface

CPURY hT—2 A B —T7 x4 X ASIC (FrE M@ E£fEIEK) OAT— FER AL, CPU IZE
T 53y MBI B REHEHRZ %557 512X, show controllers cpu-interface ## EXEC =1~ >
NEHEHALET,

show controllers cpu-interface [ | {begin | exclude | include} expression]

ST ENBA | begin (fE&) expression & —HT 21T OHRRZMIEL ET,
| exclude (fEE) expression & —EH T 21T ERP LRI L E T,
| include (EE) 4578 17z expression & — T 5172 ERICHDET,
expression ZARA & LTHMAT 2 N0 TFHITT,
a2k E—F it EXEC
av Y FERE yy—=x EERE
12.2(53)SE2 oo~y REMShE L,

EREDAA FS54>

]

ZOav  REFERTHZET, VAT = AN YR— MIYRAL v FONT TNV 2—T 4
VT EAT O DICENOERBFERSINET,

XFHNTIE, KRIXFENLFNRRJESET, =& x1E, | exclude output & AJ1 L7254, output %
EUITIEFRINERAD, Output 2 &5 TIFFRINET,

W OBFITix, show controllers cpu-interface =~ Ko 1R LET,

Switch# show controllers cpu-interface

cpu-queue-frames retrieved dropped invalid hol-block
rpc 4523063 0 0 0
stp 1545035 0 0 0
ipc 1903047 0 0 0
routing protocol 96145 0 0 0
L2 protocol 79596 0 0 0
remote console 0 0 0] 0
sw forwarding 5756 0 0 0
host 225646 0 0 0
broadcast 46472 0 0] 0
cbt-to-spt 0 0 0 0
igmp snooping 68411 0 0 0
icmp 0 0 0 0
logging 0 0 0 0
rpf-fail 0 0 0 0
queuelsd 0 0 0 0
cpu heartbeat 1710501 0 0 0
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show controllers cpu-interface W

Supervisor ASIC receive-queue parameters

queue O maxrecevsize 5EE pakhead 1419A20 paktail 13EAED4
queue 1 maxrecevsize 5EE pakhead 15828E0 paktail 157FBFC
queue 2 maxrecevsize 5EE pakhead 1470D40 paktail 1470FE4
queue 3 maxrecevsize 5EE pakhead 19CDDDO paktail 19D02C8

<output truncated>

Supervisor ASIC Mic Registers

MicDirectPollInfo 80000800
MiclndicationsReceived 00000000
MiclnterruptsReceived 00000000
MicPcsInfo 0001001F
MicPlbMasterConfiguration 00000000
MicRxFifosAvailable 00000000
MicRxFifosReady OOO00BFFF
MicTimeOutPeriod: FrameTOPeriod: OOOOOEA6 DirectTOPeriod: 00004000

<output truncated>

MicTransmitFifolnfo:

FifoO: StartPtrs: 038C2800 ReadPtr: 038C2C38
WritePtrs: 038C2C38 Fifo_Flag: 8A800800
Weights: 001EOO1E

Fifol: StartPtr: 03A9BCO0 ReadPtr: 03A9BC60
WritePtrs: 03A9BC60 Fifo_Flag: 89800400
writeHeaderPtr: 03A9BC60

Fifo2: StartPtr: 038C8800 ReadPtr: 038C88E0
WritePtrs: 038C88E0 Fifo_Flag: 88800200
writeHeaderPtr: 038C88EQ

Fifo3: StartPtr: 03C30400 ReadPtr: 03C30638
WritePtrs: 03C30638 Fifo_Flag: 89800400
writeHeaderPtr: 03C30638

Fifod4: StartPtr: 03AD5000 ReadPtr: 03AD50A0
WritePtrs: 03AD50A0 Fifo_Flag: 89800400
writeHeaderPtr: 03AD50A0

Fifo5: StartPtr: 03A7A600 ReadPtr: 03A7A600
WritePtrs: 03A7A600 Fifo_Flag: 88800200
writeHeaderPtr: 03A7A600

Fifo6: StartPtr: 03BF8400 ReadPtr: 03BF87FO0
WritePtrs: 03BF87F0 Fifo_Flag: 89800400

<output truncated>

BEa<v> R avwy Rk E
show controllers N=RU 2T EhFA A =T 2 ADNL VAL D LERAIAEND,
ethernet-controller KAV HE—T 24 ADEZEORHERER S LET,
show interfaces FTRCOA LV H =T 2 A AL ESNTIA VX —T = ADEFEHA

T ABIOCIMERAT =X R RKTRLET,

Catalyst 3750-X & & U 3560-X R4 wF ARV K Y27 LR
| oL-21522-02-3 .m



$2#E Catalyst 3750-X & U 3560-X Cisco 10S av v F |

Bl show controllers ethernet-controller

show controllers ethernet-controller

N= R 2 T INLFHRAATEEZBICET A v ¥ —7 o 4 ABEOFFEREZ F— U — R L THER
9 51Zi%. show controllers ethernet-controller ### EXEC =~ R&ffiH L £3, phy ¥—U— R
ZIEELTHEHTLE, A F—T A ANEBL VA ZRFER S, port-asic ¥—U— F&EET5H
L. A=K ASIC T 2FHRPFRINET,

show controllers ethernet-controller [interface-id] [phy [detail]] [port-asic
{configuration | statistics}] [ | {begin | exclude | include} expression]

EX DA interface-id WA L H—T 2 A X (AT AZ o AN (RE y ZHERIGAA >
F), FVa—N, R— b ESEED)
phy UEE) TAALA, FTEA L F—T oA AD AL v FOYBIGT NA A
(PHY) ONEEL VP AZ AT — X AT RLET, fVH—T=2Af AD
Automatic Medium-Dependent Interface Crossover (Auto-MDIX) #HE DEE
AT — MNERRICEDET,
detail ({£5) PHY WL Y2 ¥ OatiERE RR L ET,
port-asic (FE) F— 1D ASIC NEiL YA X DIEREF R LET,
configuration R—hd ASIC WL P2 % DR ELFR LET,
statistics AR— ko ASIC HaHER (RX/ISup ¥ = —F L OZ O OMEHERE &) &R
mLUET,
| begin ({EF) expression & —E ¥ 2470 bR RERM L ET,
| exclude (fEE) expression & —E T 21T &R RNBMINL £,
| include (EE) #5E &7 expression & —ET 5172 FRICHEDET,
expression ZIARA N ELTHERT 2 HIINOSFHITT,
a2k E—F ¥t EXEC (=—% EXEC £— N interface-id ¥ — U — F&45E LI BATL TV R— )
oY FERE Jy—=x EENE

12.2(53)SE2 oavr RAEMSNE L,

EREDFIRSAY TRTOA X —T oA ZETIIRESNIA v ¥ — 7 = A ZD AN RMON #EHE®RE &1 5
T4 U REHERAE - — R L TERLET,

phy ¥ 721X port-asic ¥ —7— Fa# AN L7zHEIE, FILTRAaDT7 7 =hV $R— MIYDRA vF
DT TNy a—T 4 IS DERPFRENET,

LFEHTIE, KXFENXERRJI SN ET, =& x1E, | exclude output & A7 L7284, output %
BUITIIR RSN EEAN, Output ZELATIER RSNET,
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show controllers ethernet-controller W

1l ROBITIE, DA F—7 A A3 % show controllers ethernet-controller phy =~ FoH

NarmULET, £ 2-29

R~LET,

Switch# show controllers ethernet-controller gigabitethernet6/0/1

\Z Transmit 7 4+ —/V RO@FHZ R L, & 2-30

I~ Receive 7 4 —/V ROFA %

Transmit GigabitEthernet6/0/1 Receive
0 Bytes 0 Bytes

Unicast frames 0 Unicast frames

Multicast frames 0 Multicast frames

Broadcast frames 0 Broadcast frames

Too old frames 0 Unicast bytes

Deferred frames 0 Multicast bytes

MTU exceeded frames 0 Broadcast bytes
collision frames 0 Alignment errors
collision frames 0 FCS errors
collision frames 0 Oversize frames
collision frames 0 Undersize frames
collision frames 0 Collision fragments

collision frames
collision frames
collision frames
collision frames
10 collision frames
collision frames
12 collision frames
13 collision frames
14 collision frames
15 collision frames
Excessive collisions
Late collisions
VLAN discard frames
Excess defer frames
64 byte frames

127 byte frames

255 byte frames

511 byte frames
1023 byte frames
1518 byte frames
Too large frames
Good (1 coll) frames

O©CoO~NOOUDMWNLE

[eNelelelolNeoNoNoNolNelNolNooNoNoNoNoNololNoloNoNoNoNooloNoNolNoNoNoNol
[y
[

[eNeoNeoNoNoNoNoNoNe]

[eNeoNeNe]

[eNeoNeoNe]

Minimum size frames

65 to 127 byte frames
128 to 255 byte frames
256 to 511 byte frames
512 to 1023 byte frames
1024 to 1518 byte frames
Overrun frames

Pause frames

Symbol error frames

Invalid frames, too large
Valid frames, too large
Invalid frames, too small
Valid frames, too small

Too old frames

Valid oversize frames
System FCS error frames
RxPortFifoFull drop frame

* 2-29 Transmit ® 7 4 —JL FOFEHA
Z4—ILF L
Bytes A H—T oA ALETEE SN A FOKREL,

Unicast Frames

2=2F ¥ AR T RLRICEESNTE 7 L— L0,

Multicast frames

<NV T Xy AN T FLRIZEEEINTZ T L—2DE,

Broadcast frames

Tua— K%y AT RLVRZEFEEINTZT7 L—L2 0K,

Too old frames

Ny "INAESHEIRINOZOHIR— T Ray 7ENE7 L—2DH,

Deferred frames

BERIAS 2% g KX NI 2B 2 7= TEE SN -T2 7 L— 2D,

MTU exceeded frames

BRRKHFAI 7L —0 VA XEM2T27 L—2DHK,

1 collision frames

1 EOEREE, A F—T x4 A ELTIEFRICEEINEZT7 L—20%,

2 collision frames

2EOERES, A F—T A A L TIEFICEESNTZ T L— LD,

3 collision frames

3EDEREE, A F—T oA ALTERICEEENTZT7 L—20HK,

4 collision frames

4 B DOEREE, A1 H—T oA A LTEFRITEEINTZT7 L—20%,
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Bl show controllers ethernet-controller

& 2-29

Transmit @7 4 —JL FOHBA EHE)

J4—ILF

B8

5 collision frames

EEENEZT7L—20%,

6 collision frames

S5EDEZEE,. A —T A A ETIER
H

6 BDEZEZ, (v F—Tx2A A ETEFICEEZENTZT L—20%,

7 collision frames

fEanr-7r—20¥k,

8 collision frames

8 FIDOMW %%, £ v F—T =A A LTIEH

9 collision frames

Iz

Iz
7 BIO/EZE%, A F—T = A A ETEFIZE

WCEE S iz 7 L— A%,

(haS

9 EDEZE%., (v F—T A A LTIER EEnr-71r—2r0¥,

10 collision frames

10 Bl DfEZE%,. 2 —7 =4 A L TIER EahrE71L—2a0%,

11 collision frames

11 mlO&E %, A v F—T = A A L TIER

12 collision frames

a7 1L —100¥,

13 collision frames

3%
EEshi71r—20%,
%
%

13 HoERE%E, X —T7 A4 A LETIER FEanz7r—u0¥K,

14 collision frames

e
e
12 Bl OERER, A ¥ —7 =4 A L TIERIC
e
e

14 B DOEREE, A v F—T A4 AL TERISEEENTEZTL—20H,

15 collision frames

15 Bl OEZEH%., A X —T x4 A FCERICEEINTE 7 L— A0,

Excessive collisions

16 BlOMZE%, £ v F—T7 24 A ETRETERNST27 L— LD,

Late collisions

TV —LAMNBEREINEZHRT, 7—20BEHIREINEZLAS F 20V ParDidll ey r
Eni7 L— a0k,

VLAN discard frames

CFlbty "R EINEZ LICE VA v F—T oA A LT Ruy FENET7 L—ADH,

Excess defer frames

RER N RN N 2 X 722 TREE SN o727 L— AD#K,

64 byte frames

AU HE =T 2 A ETEEEINT 64 31 FDT L— LD,

127 byte frames

A =T x A4 ALETHEEINTZ 65 ~ 127 N1 FD T L— LD,

255 byte frames

A B =T x4 R LETHEEINT 128 ~ 255 4 F D7 L — LD,

511 byte frames

A B =T 2 A LETHEEENT 256 ~ 511 A F D7 L— L DE,

1023 byte frames

A B =T A A LETHEEENT 512 ~ 1023 XA FD T L— LD,

1518 byte frames

A B =T A ALETEREFEEINT 1024 ~ 1518 N1 D 7 L — LA DREL,

Too large frames

AE =T 2 A A LTEEINTEHRRFAT I L —L VA XEB2T-7 L —20%,

Good (1 coll) frames

1 [ OMEZEE, A X —T 2 A LTEFICKEENZT7L—20%, ZOMEIZIE 1 HOHEZEH%,
AV HF =T 2 A LETIEFICEEENR Do T7 L—20HITEENTEA,

1. CFI = Canonical Format Indicator (7 4 —=~ v MEXFER)

% 2-30 Receive W7 1« —JL FDEREA

Z4—ILF §HBA

Bytes A B =T A ALTZEENEZTL—ACLoTHEHENTZAEY (31 F) O, FCS!

EBIXOEFEX T2V L—2bEEnNET, ZOMEICIE, 71—
NEHEA,

A~y Hd— 1y bR GEE

Unicast frames

A F =T 2 AALTERIIZESINZZ=FY X b T FLAZET b7 L—AOREL

Multicast frames

A B =T 2 A A LTEBICZEINZLFXFY AL 7 RLRIZAT BN T L— O,

Broadcast frames

A B =T 24 A LTEFRICZESNEZTo— Xy X~ 7 FLR 2T BT L— A0,

Unicast bytes

A HE =T 2 A AL TZEENFEZ=FFY AN 7L —AIl Lo THEHAENTZAEY (N1 1)
OfF, FCSEBIVEFEXTRVW 7 L—AbE&ENET, TOMEIZIE, 7L—b Ny FX—
By MG ENTEEA,
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& 2-30

show controllers ethernet-controller W

Receive M7 4 —JL FOHBA (=)

J4—ILF

B8

Multicast bytes

A H =T 2 A ALTREINTEYLTFRY AN ZJL—AZLoTHEHAINZAEY (N1 1)
O, FCSHEBIVEEEATRW I L—2bEENFTT, ZOEICIE, 7 —Lh N~y F—
By RRGERERA,

Broadcast bytes

A HA =T 2 A A ETZEENTETe—RFy A F 7 —AIZXoTHEHENEZAETY OXA
) OfE, FCSHEBLIOERERTANWTIL—ALETNET, ZOMICIE, 7L—2 ~v
H— vy MBEENETA,

Alignment errors

ABE =T 2 A A LETZEEINEZTIA AV N 2T —%2F>7 L— b0k,

FCS errors

AV E—T oA ALTREEINTZAEDRES N1 M) 2D, EW7ZR FCSEEZ -7\ 7
L — A DBH

Oversize frames

A B =T 2 A A LETZEINTERRKFAZ7L—A T X227 L— A0,

Undersize frames

A HE =T 2 A XA LTRIEENT 64 A FRTED 7 L— L DHL,

Collision fragments

AVHE—T 2 AETZEINTZaVTary 77372 N0,

Minimum size frames

BN L—Db YA DT L — D,

65 to 127 byte frames

65 ~ 127 XA F DT L— LD,

128 to 255 byte frames

128 ~ 255 /XA F DT L— LD,

256 to 511 byte frames

256 ~ 511 /XA F D7 L — LD,

512 to 1023 byte frames

512 ~ 1023 /XA F D7 L — A DRI,

1024 to 1518 byte frames

1024 ~ 1518 /A F DT L— L DREL,

Overrun frames

AL B =T 2 A A LTRESNTEA—NR—=T L 7L —2DE,

Pause frames

B =T 2 A A LTZEEINEZR—X 7L —ADH,

Symbol error frames

AV B =T A A LTZEENTEY VAL 25— FH>7 L— L0,

Invalid frames, too large

FeRFFAI MTUZ 4 X (FCS By ha &, 7L—h ~yH—%EER) &Mz, FCS=
T—FEIT TAA VRN =T —DNT U EFD, ZEEHT L — LD,

Valid frames, too large

A B =T 2 A AL TZEINTERRHFAT 7L —L VA X B2 7 L—L0%,

Invalid frames, too small

64 XA h (FCSEY hEGH, Tb—b ~yX—%E&FR\) KT, FCSTT—F71E7
FARAY N ZT—DNTNDERFD, ZEFLT L—L0H,

Valid frames, too small

64 NA b+ (F72IZVLAN Z /& 7 L —ATIE 68 XA ) R T. A%/ FCSEEF>A o~
H—=T 2 ATZEEINTZT7 V=208, 7L—b A4 X%, FCSEY bR EEN, 71—
L~y X — By MIGENLEEA,

Too old frames

Ty SRAPIRIIADIZD AT)R—F TRy 7ENT27 L— LD,

Valid oversize frames

AE =T 2 A A LTRESNERRFAN 7 L—L A4 X2l 2, A7 FCSEAR>T7 L —
LD, 7L—h YA RZiE, FCSEMREEIL, VLAN Z 735 EnEE A,

System FCS error frames

AE—=T A A LTREEINIAMBRES (A1) 28b. EER FCS R
L — LDk,

RxPortFifoFull drop
frames

ANF2—PlHRTHLO Fry Fanlc, A v F—T7 2 ALTRESNET L— 2O,

1. FCS = frame check sequence (7L — A F v 7 v —r 2 R)
2. MTU = Maximum Transmission Unit (g Kfsk=>=v k)

WOFITIE, FFEDA 2 —7 = A RZxt$ % show controllers ethernet-controller phy =~ KD
HhzrRLET,

Switch# show controllers ethernet-controller gigabitethernetl/0/2 phy

| oL-21522-02-3
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Bl show controllers ethernet-controller

Control Register : 0001 0001 0100 0000
Control STATUS : 0111 1001 0100 1001
Phy ID 1 : 0000 0001 0100 0001
Phy ID 2 : 0000 1100 0010 0100
Auto-Negotiation Advertisement - 0000 0011 1110 0001
Auto-Negotiation Link Partner : 0000 0000 0000 0000
Auto-Negotiation Expansion Reg : 0000 0000 0000 0100
Next Page Transmit Register : 0010 0000 0000 0001
Link Partner Next page Registe : 0000 0000 0000 0000
1000BASE-T Control Register : 0000 1111 0000 0000
1000BASE-T Status Register : 0100 0000 0000 0000
Extended Status Register : 0011 0000 0000 0000
PHY Specific Control Register : 0000 0000 0111 1000
PHY Specific Status Register : 1000 0001 0100 0000
Interrupt Enable : 0000 0000 0000 0000
Interrupt Status : 0000 0000 0100 0000
Extended PHY Specific Control : 0000 1100 0110 1000
Receive Error Counter - 0000 0000 0000 0000
Reserved Register 1 : 0000 0000 0000 0000
Global Status : 0000 0000 0000 0000
LED Control : 0100 0001 0000 0000
Manual LED Override : 0000 1000 0010 1010
Extended PHY Specific Control - 0000 0000 0001 1010
Disable Receiver 1 : 0000 0000 0000 1011
Disable Receiver 2 : 1000 0000 0000 0100
Extended PHY Specific Status : 1000 0100 1000 0000
Auto-MDIX : On [AdminState=1 Flags=0x00052248]

OB TIiL, show controllers ethernet-controller tengigabitethernetl/0/1 phy =~ > KO 71 %=
L%,

Switch# show controllers ethernet-controller tengigabitethernetl/0/1 phy
TenGigabitEthernetl/0/1 (gpn: 29, port-number: 1)
X2 Serial EEPROM Contents:
Non-Volatile Register (NVR) Fields
X2 MSA Version supported :Ox1E

NVR Size in bytes :0x100

Number of bytes used :0x100

Basic Field Address :0xB

Customer Field Address :0x77

Vendor Field Address :O0xA7

Extended Vendor Field Address :0x100
Reserved :0x0

Transceiver type :0x2 =X2

Optical connector type :0x1 =SC

Bit encoding:0x1 =NRZ

Normal BitRate in multiple of 1M b/s :0x2848
Protocol Type:0x1 =10GgE

Standards Compliance Codes :

10GbE Code Byte O :0x4 =10GBASE-ER
10GbE Code Byte 1 :0x0

SONET/SDH Code Byte 0:0x0

SONET/SDH Code Byte 1:0x0

SONET/SDH Code Byte 2:0x0

SONET/SDH Code Byte 3:0x0

10GFC Code Byte 0 :0x0

10GFC Code Byte 1 :0x0

10GFC Code Byte 2 :0x0

10GFC Code Byte 3 :0x0

Transmission range inlOm :OxFAO
Fibre Type :

Fibre Type Byte 0 :0x20 =SM, Generic
Fibre Type Byte 1 :0x0 =Unspecified

Catalyst 3750-X & U 3560-X R4 wF ARV K Y27 LR
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<output truncated>

show controllers ethernet-controller

W DFITIX, show controllers ethernet-controller port-asic configuration =~ RO 2R L E

R

Switch# show controllers ethernet-controller port-asic configuration

Switch 1, PortASIC O Registers

DeviceType

Reset

PmadMicConfig

PmadMicDiag
SupervisorReceiveFifoSraminfo
SupervisorTransmitFifoSramlnfo
GlobalStatus

IndicationStatus
IndicationStatusMask
InterruptStatus
InterruptStatusMask
SupervisorDiag
SupervisorFrameSizeLimit
SupervisorBroadcast

GenerallO

StackPcslInfo

StackRaclInfo

StackControlStatus
stackControlStatusMask
TransmitBufferFreeListInfo

TransmitRingFifolnfo

TransmitBufferinfo
TransmitBufferCommonCount
TransmitBufferCommonCountPeak
Transmi tBufferCommonCommonEmpty
NetworkActivity
DroppedStatistics
FrameLengthDeltaSelect
SneakPortFifolnfo

MaclInfo

<output truncated>

W OB Tix, show controllers ethernet-controller port-asic statistics =~ > FOH A ZR L E7,

: 000101BC
- 00000000
: 00000001
- 00000003
- 000007DO
: 000001D0O
- 00000800
- 00000000
: FFFFFFFF
- 00000000
: O1FFE800
= 00000000
- 000007C8
- 000AOFO1
- 000003F9
: FFFF1000

FFOFFFOO
: 73001630

24140003
- 18E418EO0
: FFFFFFFF
: 00000854

0000088A
: 00000016

0000000C
- 00012000
- OOOO0OF7A
- 0000001E
- 000000FF
= 00000000
- 00000000
- 00000001
= 00000000
: OEC0801C

00C0001D

000007D0
000001D0

00000000
860329BD
86020000
00000003
FD632B00

00000800
0000085D
00000016
0000000C
OOOOOFFF

00000000

00000001
00000001

40000000
40000000

00000004
5555FFFF
5555FFFF
7F001644
18E418E0

0O00O0FF8
OO0OO0OFF8
40000000
40000000
00000000

00000000

OEC0801B
00CO001E

FFFFFFFF
00000000
00000003
FFFFFFFF

00000000
00000000
00000000
00000000
00000030

02400000

00000001
00000001

Switch# show controllers ethernet-controller port-asic statistics

Switch 1, PortASIC O Statistics

0 RxQ-0, wt-0 enqueue frames
4118966 RxQ-0, wt-1 enqueue frames
0 RxQ-0, wt-2 enqueue frames

0 RxQ-1, wt-0 enqueue frames
296 RxQ-1, wt-1 enqueue frames
2836036 RxQ-1, wt-2 enqueue frames

0 RxQ-2, wt-0 enqueue frames
0 RxQ-2, wt-1 enqueue frames
158377 RxQ-2, wt-2 enqueue frames

0 RxQ-0

=
T
S

0 RxQ-0, wt-1
0 RxQ-0, wt-2

0 RxQ-1

=
T
S

0 RxQ-1, wt-1
0 RxQ-1, wt-2

0 RxQ-2
0 RxQ-2

s =
T
NS

0 RxQ-2, wt-2

drop frames
drop frames
drop frames

drop frames
drop frames
drop frames

drop frames
drop frames
drop frames

| oL-21522-02-3
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show controllers ethernet-controller

0 RxQ-3, wt-0 enqueue frames 0 RxQ-3, wt-0 drop frames

0 RxQ-3, wt-1 enqueue frames 0 RxQ-3, wt-1 drop frames

0 RxQ-3, wt-2 enqueue frames 0 RxQ-3, wt-2 drop frames

15 TxBufferFull Drop Count 0 Rx Fcs Error Frames

0 TxBufferFrameDesc BadCrcl6 0 Rx Invalid Oversize Frames

0 TxBuffer Bandwidth Drop Cou 0 Rx Invalid Too Large Frames

0 TxQueue Bandwidth Drop Coun 0 Rx Invalid Too Large Frames

0 TxQueue Missed Drop Statist 0 Rx Invalid Too Small Frames

74 RxBuffer Drop Destlndex Cou 0 Rx Too Old Frames

0 SneakQueue Drop Count 0 Tx Too Old Frames

0 Learning Queue Overflow Fra 0 System Fcs Error Frames

0 Learning Cam Skip Count

15 Sup Queue O Drop Frames 0 Sup Queue 8 Drop Frames

0 Sup Queue 1 Drop Frames 0 Sup Queue 9 Drop Frames

O Sup Queue 2 Drop Frames O Sup Queue 10 Drop Frames

0 Sup Queue 3 Drop Frames 0 Sup Queue 11 Drop Frames

0 Sup Queue 4 Drop Frames 0 Sup Queue 12 Drop Frames

O Sup Queue 5 Drop Frames O Sup Queue 13 Drop Frames

0 Sup Queue 6 Drop Frames 0 Sup Queue 14 Drop Frames

0 Sup Queue 7 Drop Frames 0 Sup Queue 15 Drop Frames
Switch 1, PortASIC 1 Statistics

0 RxQ-0, wt-0 enqueue frames 0 RxQ-0, wt-0 drop frames

52 RxQ-0, wt-1 enqueue frames 0 RxQ-0, wt-1 drop frames

0 RxQ-0, wt-2 enqueue frames 0 RxQ-0, wt-2 drop frames

<output truncated>

BBEav R

avwro kR

SitEA

show controllers
cpu-interface

CPU v U —27 ASIC DiIRfE, BRIV CPU IZ/m< T v FDEZIE
DitEHEREZ F£R LET,

show controllers tcam

VAT LAHNDTRTCDON—Ry =T AEY LEBEAEY a2 feg—F7T

HoBHN—FRT 2T A F =Tz AASICOLTVAHF AT — FER L

£,

show idprom interface

JBELEA v 2 —7 x4 ZAD IDPROM E#E2 £ R LET,
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show controllers ethernet-controller fastethernet M

show controllers ethernet-controller fastethernet

A =Py MEHAR— MIETAHER (KR—F A7 =22, BXO, "= FRu=ThbitrrENd
AV HF =T oA AT LOEZEREREET) 2F 3 5121%. show controllers
ethernet-controller fastethernet %4 EXEC =~ F&@EH L 7,

show controllers ethernet-controller fastethernet 0 [phy [detail] | stack] [ | {begin |
exclude | include} expression]

.'E-EI;

XD EHEA phy [detail] (EE) A2 RT7ry AL v FCavy RRANENEHEIE. A vF LD
A =% xy MEBEF— DAL v FOYEJET A 2 (PHY) OWNEL YA H
AT —H AR LET,
AB Y AR —FTREAT YT DAL IN AL v FTavy KRAHINT-
BAFE. A v F ZAFZ v I DT RTCDA =YXy MEFHR—FDRAA vFOD
PHY ORI LI AKX AT —H A% KR LET, A¥ v 27 O Catalyst 3750-E F
721X Catalyst 3750-X A A » FITHk L CET R — MERBERINE T,

PHY WL 2 ZIZB¥ 250 2 "3 51213, detail ¥ —U— Fafif L £,

A % —7 = A Z@ Automatic Medium-Dependent Interface Crossover
(Auto-MDIX) BEREDEMEAT — F 2 RRICEDET,

stack (EB) AB v AL =51 AZ v I DA N AL yFTawy NBASER
ZHEE. AL v T ALy 7 DT RTOA =Yy MERR—FORE, 727
Ly 7 AE—FBLOY 7 AT — 2R RLET, AZ v 7 O Catalyst 3750-E
F7-1% Catalyst 3750-X A A v FiZxt L TR A — MEBRBFRRENET,

| begin ({E7) expression & —HT 21T bFEREZFMBLET,

| exclude (fLE) expression & —ET 5172 KRN LIRS L ET,

| include (L) $8E Sh7- expression & —E$ 2172 FRICEDET,
expression SHARA N E LTHERT A HIIANOSIFHITT,

avy kE—F i EXEC (=—¥ EXEC & — Ko fastethernet 0 ¥ — U — F&24EE LB ATV R— 1)

v Y FEE -2 EERE
12.2(53)SE2 o RGBS E L,

BREDAARSAY —oa<r FeflTL, 2 2a07 7=k B R—MLYRZAL v FORNF TN a—F 17
AT 9 OISR B R RSN E T,
XFHNTIE, RXFLANLERRINENET, =& 21E, | exclude output & A L7-84 . output %
ETITIIFRRSNEEAN, Output ZETITIERRINET,
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Bl show controllers ethernet-controller fastethernet

i

W oHFITIX., show controllers ethernet-controller fastethernet0 =~ Ko 1~ L F T,
Transmit 7 .+ —/L K & Receive 7 4 —/L FOFERIZOWTIE, £ 2-29 BLU% 2-30 #8R L2

S,
Switch> show controller ethernet-controller fastethernet 0O
Transmit FastEthernetO Receive
5925 Bytes 33181 Bytes
0 Unicast frames 78 Unicast frames
15 Multicast frames 437 Multicast frames
1 Broadcast frames 0 Broadcast frames
Too old frames 0 Unicast bytes
Deferred frames 0 Multicast bytes
MTU exceeded frames 0 Broadcast bytes
collision frames 0 Alignment errors
collision frames 0 FCS errors
collision frames 0 Oversize frames
collision frames 0 Undersize frames
collision frames 0 Collision fragments

collision frames
collision frames
collision frames
collision frames
10 collision frames
11 collision frames
12 collision frames
collision frames
14 collision frames
15 collision frames
Excessive collisions
Late collisions

VLAN discard frames
Excess defer frames
64 byte frames

127 byte frames

255 byte frames

511 byte frames

1023 byte frames
1518 byte frames

Too large frames
Good (1 coll) frames
Good (>1 coll) frames

O©CoO~NOOUMWNLE

Overrun frames
Pause frames

[eNeoNeoNoNoNoNoNol

[eNeoNeNeoNe)

Too old frames

[eleoleoNeooleNoNolaoolelolololojolooleoNooloololNooloNoloNo]
[E
w
o oOooo

Minimum size frames

65 to 127 byte frames
128 to 255 byte frames
256 to 511 byte frames
512 to 1023 byte frames
1024 to 1518 byte frames

Symbol error frames
Invalid frames, too large
Valid frames, too large
Invalid frames, too small
Valid frames, too small

Valid oversize frames
System FCS error frames
RxPortFifoFull drop frame

WOHITIL, A4 v FTD show controllers ethernet-controller fastethernet 0 phy =~ > N ) %

RLET,

Switch# show controller ethernet-controller fastethernet 0 phy
FastEthernetO

hw_if_index = 2 if_number = 2

PowerPC405 FastEthernet unit O

PHY Hardware is Broadcom BCM5220 rev. 4 (id_register: 0x40, Ox61E4)

rx_intr: O tx_intr: O mac_err_isr: O phy_link_isr:0
Current station address 00d0.2bfd.d737, default address 00d0.2bfd.d737
MAL register dump:

malcr 0x00004082 0x100
malesr 0x00000000 0x101
malier 0x00000000 0x102

maltxcasr 0x80000000 0x104
maltxcarr 0x80000000 0x105
maltxeobisr 0x80000000 0x106
maltxdeir 0x00000000 0x107
malrxcasr 0x80000000 0x110
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show controllers ethernet-controller fastethernet M

malrxcarr 0x80000000 0Ox111
malrxeobisr 0x80000000 0x112
malrxdeir 0x00000000 0x113
maltxctpOr  OxOF027880 0x120
malrxctpOr Ox0F0272C0 0x140
malrcbsO 0x00000060 0x160

<output truncated>

WOFEITIX, AZ v 7 AN TO show controllers ethernet-controller fastethernet 0 stack =~
O ERLET,

Switch# show controller ethernet-controller fastethernet 0 stack
Switch Interface-Name Duplex  Speed Link-State  Active-Link

3 Fa0 a-full a-100 up
3 FaO-Physical a-full a-100 up *
BIEaT VR avwo R B

debug fastethernet A —H %y NVEBR—FNOTF Ny VT EAX—T NI LET,
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W show controllers ethernet phy macsec

show controllers ethernet phy macsec

W& Media Access Control Security (MACsec) U v X2 7213, AA v FEITHBESNIZA & —
T oA ADL Y AHK EFRT HIZIE, show controllers ethernet phy macsec #i# EXEC @2~ > K& fif

MLET,

show controllers ethernet [interface-id] phy macsec {counters | registers} [ | {begin |
exclude | include} expression]

XD interface-id (T%) WFA v F—— = 1 %
counters FRAR, FREFA =T A ADAA v FOWEJET A % (PHY) DN
Why o AT —2AERRTLET,
registers FNRAL A, FRFA A —T =2 A ADAAL v F D PHY ONERL P AX AT —X
AERRFLET,
| begin ({E7) expression & —H T 51T bFREHBLET,
| exclude (fEE) expression & —HT 2172 £ RN HRINL £,
| include (L) $8E S - expression & —HT 2172 FRICEDET,
expression BRRA N LTHERT D HIINOILFHITY,
avY K E—F  FtEEXEC
av Yy FERE Jy—=2 EEANRE
12.2(53)SE2 T~y REMENE L,

- L Ls

BEREDALARSAY 2 2a0F 7 =L BR— MLERAL v FDO T TN 2a—TF 4 2 T 51T DITESLOERNFR
énij‘o

LFFNTIE, RKXFL/ANCERRBENET, =& 21E, | exclude output & AT L7284, output %
ETITIIR R SNETAD, Output ZEITIERREINET,

{5l w DO fFITix, show controllers ethernet phy macsec counters =2~ > RO 2R LET,

Switch# show controllers ethernet g1/0/1 phy macsec counters
GigabitEthernetl/0/1 (gpn: 1, port-number: 1)

ILU Entry o1

SCI : 0x1B2140EC4C0000

AN - 0x0000

NextPN : 0x0013

Decrypt Key : Ox1E902BE3AF08549BAC995474C5F55526
—————————— RX SA Stats ----------

IGR_HIT : OxE

IGR_OK - OxE

I1GR_UNCHK : 0x0
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IGR_
IGR_
IGR_
IGR_

ELU
SCI
AN
Next

DELAY
LATE
INVLD
NOTVLD

Entry

PN

Encrypt Key

EGR_
EGR_
EGR_

IGR_
IGR_
IGR_|
IGR_
IGR_

show controllers ethernet phy macsec W

- Ox0
- 0x0
- 0x0
- 0Ox0

2
- 0x22BDCF9A010002
- 0x0000
- 0x0022
: OxX1E902BE3AF08549BAC995474C5F55526

————— TX SA Stats --——-———--—-
HIT - 0x682

PKT_PROT : 0x0

PKT_ENC - 0x682

===== Port Stats ==========
UNTAG - Ox0

NOTAG : Ox57B

BADTAG : 0x0

UNKSCI - Ox0

MISS : 0x52B

00-10-18, 03-06, 01-02

WOBICIE, show controllers ethernet phy macsec registers 2~ > KOHAZRLET,

Switch# show controllers ethernet g1/0/1 phy macsec registers
GigabitEthernetl/0/1 (gpn: 1, port-number: 1)

- 88ES58100
- 00400030
- 00000010
- 00000000
- 00000001
- 0000100C
: 2FB40000
- 00000000
- 00000047
- 00000000
- 0000003A
- 00000000
- OOOOOFOF
- 888E8808
- 88CC8809
- 00000000
- 00000000
- 00019C49
- 000200C1
- 00000008
- 00000020
- O0O07FE43
- 00009FC9
- 000100B1
- 00000000
- 00000030
- 0O007FE43
- 00000040
- 00000004
- 00002006
- 00000004

Ethertypes Register

Sizes Register

Cfg Default Vlan

Reset Control Register

Port Number Register

EGR Gen Register

IGR Gen Register

Replay Window Register

ISC Gen Register

LC Interrupt Register

LC Interrupt Mask Register
FIPS Control Register

ET Match Control Register
ET Match O Register

ET Match 1 Register

ET Match 2 Register

ET Match 3 Register

Wire Mac Control O Register
Wire Mac Control 1 Register
Wire Mac Control 2 Register
Wire Mac Autneg Control Regist
Wire Mac HiddenO Register
Sys Mac Control 0 Register
Sys Mac Control 1 Register
Sys Mac Control 2 Register
Sys Mac Autneg Control Registe
Sys Mac HiddenO Register
SLC Cfg Gen Register

Pause Control Register

SLC Ram Control Register
CiscolP Enable Register
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W show controllers ethernet phy macsec

00-10-18, 03-06, 01-02

BEaIIUF avwvk B
debug macsec MACsec 778y 7 & A X —7 MIT LET,
show macsec MACsec fif iz £~ L £,
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show controllers power inline M

show controllers power inline

$87& L 7= Power over Ethernet (POE) =22 b e —F D LY 2% D% FKoxd 5121, show controllers
power inline = —4 EXEC a~ > F&fHL 7,

show controllers power inline [instance] [module switch-number] [ | {begin | exclude |
include} expression]

X DA instance I BFEa b —FDA VAR LR, KA VAR AT 4 S5OFE— MNIH
IELET, HETXAHMIZ0~ 11 TF (R— FoFITHIR),
module switch- (EE) ESNTEAZ Y7 AUADKR— 2T ERFELET, A v FEHEHIT
number 1~9 T4,
TDOX—U— KL, A v IERIGAA v FTREIEHTEET,
| begin (f£#) expression & —E+ 54T FREZMMBLET,
| exclude (fEE) expression & —EH T 21T &R RN BMINL £,
| include (L) f87E &7z expression & —H T 2472 RRICEHED £ T,
expression ZRARA Y R E LTHEMAT 2 IINOIIFHITY,
avy kFE—F o —# EXEC
avy FER yy—x EENE

12.2(53)SE2

Zoavwry RRBMENELE,

BEREDAA FS54>

7

ZOavy RE, TRTOAAL v FTRRINETN, POE AA v FIEIFTHZTYT, POE ¥R —
FLARWAAL v FOERITRESNEE A,

Zoavwr REERTAE, VAT V= BR— MY RAAL v TFDORN T TNV a—T 4T
ZAT D DI HOHERP BRI NET,

XFHNTIE, KRIXFENFNEJESET, =& x1E, | exclude output & AJ1 L7234, output %
BRITIRFRINERAD, Output 2 &5 TIFFERINET,

WOFITiE, show controllers power inline =2~ > KO &R LET,

Switch> show controllers power inline

Alchemy instance 0, address 0

Pending event flag CNNNNNNNNNNNNNNNN

Current State
Current Event
Timers

Error State
Error Code
Power Status
Auto Config
Disconnect

11 55 55 55 55 55 55 55
: 00 11 11 11 11 11 11 11
: 1A 1A 00 00 OO0 OO0 OO OO OO OO 00 OO 00 00 00 00
- 00 00 00 00 00 00 00 00

- 00 00 00 00 00 OO0 OO OO OO0 OO OO OO OO OO0 OO0 00

CSNNYYYYYYYYYYYYYY
YYYYYYYYYYYYYYYY
NNNNNNNNNNNNNNNN
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M show controllers power inline

Detection Status
Current Class
Tweetie debug : 00 00
POE Commands pending at sub:
Command 0 on each port :
Command 1 on each port :
Command 2 on each port :
Command 3 on each port :

Alchemy instance 1, address
Pending event flag SNNN
Current State - 55 55
Current Event o 11 11
Timers - 00 00
Error State - 00 00
Error Code - 00 00
Power Status SYYY
Auto Config SYYY
Disconnect N NN
Detection Status 55 55
Current Class - 44 44
Tweetie debug : 00 00

POE Commands pending at sub:

00 00

: 55 55 55 55 55 55 55 55
2 00 44 44 44 44 44 44 44

00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 0O 00
00 00 00 00 00 00 00 00

7

NNNNNNN

66 55

44 11

00 00 00 00 00 00 OO 00 00 00

0 00 00 00 00 00

Command O on each port : 00 00 00 00 00 00O 00 OO
Command 1 on each port : 00 00 00 00 00 OO 00 0O
Command 2 on each port : 00 00 00 00 00 00 00 00
Command 3 on each port : 00 00 00 00 00 00 00 OO
<output truncated>
BEaTVF avwyk B
logging event POE A RV hDuX L Vhf F—T M LET,

power-inline-status

power inline
EJcpe

$85€ L7z POE R—

b E 72T TP PoE A—

DEHNEHE— &

show power inline
i‘j‘o

fRE L7 POE R— M £ 72

IZT_XTDOPOEAR—FDPOE AT —X A%HKRL
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show controllers tcam W

show controllers tcam

VAT ADTRTON—KRU =T AFY, BLXOHBERAEY a2 b —FTHLTXTON—FKTx
T AHE =Tz AASIC DL AZDAT— k&FRT HIZ1E, show controllers tcam 45+ EXEC
avr REERALET,

show controllers tcam [asic [number]] [detail] [ | {begin | exclude | include} expression]

XD EREA asic (f£E) A— b ASIC ~"— Y =7 EHE2#RRLET,
number (L) fBESh7zA—h ASIC BFEOEWRAEF R LET, fHETEHHMIT0
~ 15 T,
detail L) ~"—FRY =7 LYRAZOEMEREERLET,
| begin ({L7) expression & —HT 51T bFREHBLET,
| exclude (1) expression & —HT 2172 FRZN OB L ET,
| include (L&) $8E Shi- expression & —EHT 2172 FRICEDET,
expression ZHARA N ELTHERT 2N TT,
a2V F ®—F  f5HEEXEC
av Yy FERE Jy—=x FEAR
12.2(53)SE2 Zoa<wy RRNBMEE LT,

EREDHA R4

i

Ioavwy REFHTHIET, Y 2a07 7=V FR-MIEPAL v F DT TN a—T 4
YT EAT) DIENOERPR TR SNET,

XFHNTIE, RXFLANCERRIENET, =& 21E, | exclude output & AT L7484, output %
BUITIEFR AR INERFAD, Output &5 LITIFRRINET,

wOFI X, show controllers tcam =~ > FOH HZRLET,

Switch# show controllers tcam

REV: 00B30103
SIZE: 00080040
ID: 00000000
CCR: 00000000_F0000020

RPIDO: 00000000_00000000
RPID1: 00000000_00000000
RPID2: 00000000_00000000
RPID3: 00000000_00000000

HRRO: 00000000_EOOOCAFC
HRR1: 00000000_00000000
HRR2: 00000000_00000000
HRR3: 00000000_00000000
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Bl show controllers tcam

HRR4:
HRR5:
HRR6:
HRR7:

00000000_00000000
00000000_00000000
00000000_00000000
00000000_00000000

<output truncated>

GMR31:
GMR32:
GMR33:

FF_FFFFFFFF_FFFFFFFF

FF_FFFFFFFF_FFFFFFFF

FF_FFFFFFFF_FFFFFFFF

TCAM related PortASIC 1 registers

LookupType:

LastCamlndex:
LocalNoMatch:
ForwardingRamBaseAddress:

89A1C67D_24E35F00
0O00OFFEO
000069EOD

00022A00 0002FEOO0 00040600 0002FEOO0 0000D400
00000000 O03FBAOO 00009000 00009000 00040600
00000000 00012800 00012900

BEa<TFR avwvk

B

show controllers
cpu-interface

CPU v h7—7 ASIC DiIkTE,
et aR R LET,

BELOCPUIZELS T v bDEZFED

show controllers
ethernet-controller

N— R 2T FEHFA L Z—T oA ADORNEHF L AEZNEHLIATNS.,
AV E—T oA ADEZFE ORI EREZR T LET,
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show controllers utilization W

show controllers utilization

AA v T FTIIRFE DR — b OFEFIH R %2 £~ T 5 (2%, show controllers utilization == —¥% EXEC
a<w> REFEALET,

show controllers [interface-id] utilization [ | {begin | exclude | include} expression]

X DEREA

interface-id EE) AAvF A F—T7xA4AD D T,

| begin (7)) ¥57E Shi- expression & T BT b&RFZBMBLET,
| exclude (EE) 5E &7 expression & —HT 2172 FRZNHBRIN L ET,
| include (1E%) $8E & 417~ expression & —H T 51T2 £ RICEDET,

expression ZRARA v N E LTHERT 2 I INOSFESTY,

a<Y K E®—F  =—%EXEC
avy FER yy—=x EERSE
12.2(53)SE2 oavr RAEMNESNE LT,

BEREDAA FS54>

]

LFEHTIE, KT ENXTFREIESNET, =& %, | exclude output & AH L7234, output %
ETITIIRRSNETAD, Output 28 ITIERREINET,

woFNE, show controllers utilization =~ > FOHE I E R L TWET,

Switch> show controllers utilization

Port Receive Utilization Transmit Utilization
Gil/o0/1 0 0
Gil/0/2 0 0
Gil/0/3 0 0
Gil/o/4 0 0
Gil/0/5 0 0
Gil/0/6 0 0
Gil/o/7 0 0

<output truncated>

Gi2/0/1 0 0

Gi2/0/2 0 0

<output truncated>

Switch Receive Bandwidth Percentage Utilization : O

Switch Transmit Bandwidth Percentage Utilization : 0O

Switch Fabric Percentage Utilization - O

WOFNL, ¥EDAR— K TD show controllers utilization =~ > Ko HHZ2 /R~ L9,

Switch> show controllers gigabitethernetl/0/1 utilization
Receive Bandwidth Percentage Utilization : 0
Transmit Bandwidth Percentage Utilization : O
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B show controllers utilization

* 2-31 show controllers utilization ® 7 1 —JL FDRA

Z4—ILF B

Receive Bandwidth Percentage |2 f v FOZE#HAAREZ £ R LT, 2T, TXTOR—
Utilization DZERNT T 47 DEFHEAL v T OZERETH D TT,
Transmit Bandwidth ZA v FOREHIRARELFRLET, ZhiE, TXTOR—F
Percentage Utilization DIKENT T 4 v I DEHEAAA T OREEBRIETH TZHDOTT,
Fabric Percentage Utilization |24 v FDOXRELZEDOMFOEHFHROEH 2 E L LET,

BEEav> R avwyvk B L]

show controllers AV E—T A ADNEL I AX EFRRLET,
ethernet-controller
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show diagnhostic

show diagnostic

FTGA VBT A MORRBLOYR—FINDT AN AL — h&ERFT HITiE, show diagnostic
2—HY EXEC a~w> FEEMLET,

show diagnostic content switch [number | all] [ | {begin | exclude | include} expression]

show diagnostic post [ [{begin | exclude | include} expression]

show diagnostic result switch [number | all] [detail | test {name | test-id | test-id-range |
all} [detail]] [ | {begin | exclude | include} expression]

show diagnostic schedule switch [number | all] [ | {begin | exclude | include} expression]

show diagnostic status [ |{begin | exclude | include} expression]

show diagnostic switch [number | all] [detail] [ | {begin | exclude | include} expression]

BX DN content

BEDTARBLIOAL »FIZE LT, 77X MID, T A Magtt, BLOY
R=RENBZINRL Y FTAR LNLEEGEDRT A MEREFERLET,

switch [number | all]

content. result. schedule, & XU switch ¥—7— FZ AT 584,
WKOF T arONThrEFEHLTASL vTFERBRETCEET,

e ({EE) number XZ A—FZHER LT, FBELLAL vy TFOTARNE
WMERTLES, AA v TFEFIT, ZAZ T ANTT, AL vFH
AR RTR Y AL v TFOHE, A4 vFEEITLTT, AL vTFN
AB T AR —FTNIAT T AU NTHDIGE, AX vy I HND
AL F AUARFFIIELTL ~9 2IEETEET,

o (FEE) all ¥—U—FE2HFEHLT, A v FEHEFAAS v F AL VT
DT RTOT A MEREFRRLET,

number BXRall 7> 3 vid, AZ v 7RIS AA v FTETH
A—hrENET,

show diagnostic switch [number |all] 2~> REFEHA LT, AL v F £
AL v TF AZ Y 7 OBMT A MEREFRLET, ZONTA—FE
L Oresult ¥—U— RiZoWTix, (fEH LI A KT A4 #5RLT
<FE&EW,

post

Power-on Self-Test (POST; EBIFEAREH CZMT 2 ) OFREEZFRL
£,

result

ST A OREREFERLET,

detail

(EE) 7T A PRERZF R LET,

test

(EE) #r- 7257 X MEREHEELET,

e name: ZW7T X FOARIZAN LT, £DOT X FOFERET 2 FR
LET,

o test-id: TARMIDBEEZANLT, ZOT A DR ITEEFL
£,

o test-id-range : 7 A b ID FEOFEEAA LT, YT HTA LD
FERZTERRLET,

e all: ZoXF—U—FzANLT, $_XTOT A MOFERERRLET,
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M show diagnostic

schedule AP a—) T ENTVHBET A ha&RRLET,

status EITHORKT A M ERRLET,

| begin (&) expression & —E+ 2177 bFRzZBMG LET,

| exclude (1EE) expression & —E3 5172 F R BRI LET,

| include (T5) 57 X417 expression & —E T 2174 £RICEDET,
expression SARA v N ELTHERAT 2 HINOLTYTT,

TI2HILE Zoavy RICEF 740 FREITH Y H A
avY kK E—F o —# EXEC
av Y FEE Jy—= FERE

EREDHA R4

7

12.2(53)SE2 Coa~y RAEMNESNE LT,

show diagnostic post =~ > RO )iZ, show post =~ FOH &R T TY,

Catalyst 3750-X 2 A v F A% v 7 Tid, the switch number X5 % — % % content, result, schedule,
BLOswitth ¥ —U—RF&EHIZANLRITITL, TRTDORZ v 7 A ANOERPFERENET,

Catalyst 3750-X A 1 » F Tid, show diagnostic result switch [number | all] [detail] =~ > FH 13,
show diagnostic switch [number | all] [detail] =~ NH &R T T,

Catalyst 3560-X = » F TiZ. show diagnostic result [detail] =~ FH/Ji%. show diagnostic
switch [detail] =~ R ) &R U TT,

XFHNTIE, KRIXFE/NFNRRJESET, =& x1E, | exclude output & AJ1 L7284, output %
BUITIEFR AR INERAD, Output &5 LITIERRINET,

WOPITIE, AF 27 D POEMIEAA v FICRESNIA Y TA B EaRRT HHEERLET,

Switch> show diagnostic content switch all
Switch 1:

Diagnostics test suite attributes:

B/* - Basic ondemand test / NA

P/V/* - Per port test / Per device test / NA

D/N/* - Disruptive test / Non-disruptive test / NA
S/* - Only applicable to standby unit /7 NA
X/* - Not a health monitoring test / NA
F/* - Fixed monitoring interval test / NA
E/* - Always enabled monitoring test / NA
A/1 - Monitoring is active / Monitoring is inactive
R/* - Switch will reload after test list completion / NA
P/* - will partition stack /7 NA

Test Interval Thre-

ID Test Name Attributes day hh:mm:ss.ms shold
1) TestPortAsicStackPortLoopback ---> B*N****|** not configured n/a
2) TestPortAsicLoopback -----——----—- > B*D*X**IR* not configured n/a

Catalyst 3750-X & U 3560-X R4 wF ARV K Y27 LR
m‘ OL-21522-02-3 |



| £2% Catalyst 3750-X && U 3560-X Cisco [0S aT v K

(E)

show diagnostic

3) TestPortAsicCam -—-—---—-—————————— > B*D*X**IR* not configured n/a

4) TestPortAsicRingLoopback -------- > B*D*X**IR* not configured n/a

5) TestMicRingLoopback ------———----- > B*D*X**IR* not configured n/a

6) TestPortAsicMem ---—————————————— > B*D*X**IR* not configured n/a

7) TestInlinePwrCtlr - —————————————— > B*D*X**IR* not configured n/a
<output truncated>
PoE FExfit A A » FI show diagnostic content switch all 2~> K2 A5 E, AT

(TestinlinePwrCtlr) Xz~ FHEAOICE TR EINET A,

ROBFITIE, AA v FTBHT X MEREFRRTLHEEZRLET, Iho0OBWRERERRT DI,

show diagnostic switch =~ > FL i CTE 9,

Switch> show diagnostic result
Switch 1: SerialNo : CAT1007R044

Overall diagnostic result: PASS
Test results: (. = Pass, F = Fail, U = Untested)

1) TestPortAsicStackPortLoopback --->

2) TestPortAsiclLoopback ------------ > U
3) TestPortAsicCam ---—--——--——————— > U
4) TestPortAsicRingLoopback -------- > U
5) TestMicRingLoopback --------——-— > U
6) TestPortAsicMem ———-————————————— > U
7) TestInlinePwrCtlr -——-———————————— > U

WOBITIE, A vTF AZ v 7 TIFITHDOT A M ERKRTHHEERLET,

Switch> show diagnostic status
<BU> - Bootup Diagnostics, <HM> - Health Monitoring Diagnostics,
<0D> - OnDemand Diagnostics, <SCH> - Scheduled Diagnostics

Card Description Current Running Test

1 N/A

2 TestPortAsicStackPortLoopback
TestPortAsiclLoopback
TestPortAsicCam
TestPortAsicRingLoopback
TestMicRingLoopback
TestPortAsicMem

3 NZA

4 N/A

<output truncated>

ROBITIE, A TFDOELTA BT ANDAS V2 —NERKRmT 55 EEZRLET,

Switch> show diagnostic schedule

Current Time = 14:39:49 PST Tue Jul 5 2005
Diagnostic for Switch 1:

Schedule #1:

To be run daily 12:00

Test ID(s) to be executed: 1.
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M show diagnostic

WOBITIZ, AZ Yy I DT XTDAAL v FOFEMRAAL v FRERERRZTHHEERLET, Thbo
FER AT 5121, show diagnostic result switch all detail =2~ > FLEHATE £,

Switch> show diagnostic switch all detail

SerialNo : CAT1007R044

Overall diagnostic result: PASS

Test results: (. = Pass, F = Fail, U = Untested)

1) TestPortAsicStackPortLoopback ---> .

Error code --------=---------- > 0 (DIAG_SUCCESS)
Total run count --——————————-— > 19
Last test execution time ----> Mar 01 1993 00:21:46
First test failure time ----—- > n/a
Last test failure time --—--- > n/a
Last test pass time --—-———--- > Mar 01 1993 00:21:46
Total failure count -——-———--- >0
Consecutive failure count ---> 0
2) TestPortAsiclLoopback -------——--- > U
Error code -----------——-——-- > 0 (DIAG_SUCCESS)
Total run count --——--——————- >0
Last test execution time ----> n/a
First test failure time ----—- > n/a
Last test failure time --—--- > n/a
Last test pass time ---—————-- > n/a
Total failure count -——-———--—- >0
Consecutive failure count ---> 0
3) TestPortAsicCam ---—————————————— > U
Error code -----------——-——-- > 0 (DIAG_SUCCESS)
Total run count --—---——————- >0
Last test execution time ----> n/a
First test failure time ----—- > n/a
Last test failure time --—--- > n/a
Last test pass time ---———-—-- > n/a
Total failure count -——-———-—-- >0
Consecutive failure count ---> 0
4) TestPortAsicRingLoopback -------- > U
Error code ---------——---——-- > 0 (DIAG_SUCCESS)
Total run count —-———————————- >0
Last test execution time ----> n/a
First test failure time ----- > n/a
Last test failure time --—--- > n/a
Last test pass time ----——--- > n/a
Total failure count ---————--- >0
Consecutive failure count ---> 0
5) TestMicRinglLoopback -------————-- > U
Error code ---------—----——-- > 0 (DIAG_SUCCESS)
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show diagnostic

Total run count --——-————————-— >0
Last test execution time ----> n/a
First test failure time ---——- > n/a
Last test failure time --—--- > n/a
Last test pass time ---————--- > n/a
Total failure count -—————-—- >0
Consecutive failure count ---> 0
6) TestPortAsicMem ---—————————————— > U
Error code --——-——————————— > 0 (DIAG_SUCCESS)
Total run count --——--———————-— >0
Last test execution time ----> n/a
First test failure time ---—- > n/a
Last test failure time --—--- > n/a
Last test pass time ---—————-- > n/a
Total failure count -—————-—- >0
Consecutive failure count ---> 0
7) TestinlinePwrCtlr - —————————————- > U
Error code --——-——————————— > 0 (DIAG_SUCCESS)
Total run count --——-————————-— >0
Last test execution time ----> n/a
First test failure time ---—- > n/a
Last test failure time --—--- > n/a
Last test pass time ---—-——--- > n/a
Total failure count —-—————--—- >0
Consecutive failure count ---> 0
BREaTU R avwyk EA
diagnostic monitor NVA =LY TBET A NERELET,
diagnostic schedule FANR—=ZADF L TA VBT A NDODAY D a— ) v I HRELE
7
diagnostic start Fr T4 VBT A NERBLET,
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Bl show dotlg-tunnel

show dotlqg-tunnel

IEEE 802.1Q k¥ /v AR— MIBAT 215 %E R A3 2121%. show dotlg-tunnel = —4 EXEC =2~
NEHEHALET,

show dotlg-tunnel [interface interface-id] [ | {begin | exclude | include} expression]

GE) ZoavwrRiE, LANBase 7 1 —F v £y F2EITLTWDH AL v F Tl R—FShEH A,

BX DR interface interface-id ~ (f£%) IEEE 802.1Q ho RV v VIERARRT HA v ¥ —7 = A ZA%4EE
LET, AR A T —T oA A2, WEF—FEFR— N Fr xAnE
FNET,
| begin (1EE) expression & —T 21T bFERZMG L £,
| exclude (1EE) expression & —HT 51T F RSB LET,
| include (EE) $8E S - expression & —HT 2172 FRICEDET,
expression ZHARA N ELTHERT IO IFEITT,
a2k E—F 2 —H EXEC
vy FERE J1y—= EFENR
12.2(53)SE2 Zoa<wry RRNEBMENE L,

BRLEDAA K34y CFEHITIE, KXFEALFEREB S ET, 72 & x1F, | exclude output & A L7254, output %
ETITIIFRRSNEEAN, Output ZETITIERREINET,

i W OFITiL, show dotlg-tunnel =<2 FOH %R LET,

Switch> show dotlg-tunnel
dotlg-tunnel mode LAN Port(s)
Gil1/0/1

Gil/0/2

Gil/0/3

Gi1/0/6

Po2

Switch> show dotlg-tunnel interface gigabitethernetl/0/1
dotlg-tunnel mode LAN Port(s)

Gil1/0/1

BEaITUF avwy kR HL
show vlan dotlq tag native IEEE802.1Q %1 7 4 7 VLAN ¥ ¥ AT — X 2% KR LET,
switchport mode dotlg-tunnel ¢ > % —7 = 2% IEEE 802.1Q F> %/L R— & LTEELET,
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show dotix I

show dotlx

AL v FEFIFBESINTZA— D IEEE 802.1x HatlHH, BHAT—X A, BLXOEERAT —X A
Ft HI2iE, show dotlx =—¥ EXEC o~ &AL E7,

show dotlx [{all [summary] | interface interface-id} [details | statistics]] [ | {begin |
exclude | include} expression]

X DEREA

all [summary] (F) +_THHE— kD IEEE 802.1X AT —HX A% F xR LET,
interface interface-id  ((£%) #BESNER—F (XA T, ZAZ w7 AN (RE v VR ATRE:
AL FOR), BV a—N, FB—  NEEEET) O |IEEE 802.1X ® X7 —

BAERRLET,

details ({EE) IEEE 802.1X A v # —7 = A ZADFEMEF R L ET,

statistics feE &= R— F o IEEE 802.1x FiHE M A F = LET,

| begin (L) expression & —E4 517 bEFEZBIELET,

| exclude (f£E) expression & —ET 5172 KRB LET,

| include (L) $6E Sh7- expression & T 5172 FRICEDET,

expression SWARA R & LTHRAT 2HIINOIFHITT,
AT R E—FK  =2—#EXEC
av Y FERE Jyy—= EEAR

12.2(53)SE2 ooy RRBMENELE,

EREDAHA R34y

7

R R EIEELARVEAIL, 7 o= UL R A—FBRO~ ) —RRRENET, R hEEET
L%E. R— FOFMAERREINET,

=50 & IR G OfIE & LR — MEARE S, ZOREPAA v FORE LAY DY
4. show dotlx {all | interface interface-id} £##% EXEC =~ RHAICZDOERBFRINET,
ControlDirection = In (Inactive)

LFHTIE, KXFENXERRBI SN ET, =& xiE, | exclude output & A L7=84A . output %
BUITIIR RSN EEADN, Output ZELATIER RS NET,

woOFITIiX, show dotlx = —H# EXEC =~ R &2~ L £,

Switch> show dotlx

Sysauthcontrol Enabled
Dotlx Protocol Version 2
Critical Recovery Delay 100
Critical EAPOL Disabled

WwoOB L, show dotlx all = —4 EXEC =~ KO HZ /R LE9,

Switch> show dotlx all
Sysauthcontrol Enabled

| oL-21522-02-3
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W show dotix

Dotlx Protocol Version 2
Critical Recovery Delay 100
Critical EAPOL Disabled

Dotlx Info for GigabitEthernetl/0/1

PAE = AUTHENTICATOR
PortControl = AUTO
ControlDirection = Both

HostMode = SINGLE_HOST
ReAuthentication = Disabled
QuietPeriod = 60
ServerTimeout = 30
SuppTimeout = 30
ReAuthPeriod = 3600 (Locally configured)
ReAuthMax =2

MaxReq =2

TxPeriod = 30
RateLimitPeriod =0

<output truncated>

WoHICIE, show dotlx all summary == —# EXEC =2~ FOHEHERLET,

Interface PAE Client Status
Gi2/0/1 AUTH none UNAUTHORIZED
Gi2/0/2 AUTH 00a0.c9b8.0072 AUTHORIZED
Gi2/0/3 AUTH none UNAUTHORIZED

woOFITix. show dotlx interface interface-id =—# EXEC =~ FOH HZ R L E7,

Switch> show dotlx interface gigabitethernetl/0/2
Dotlx Info for GigabitEthernetl/0/2

PAE = AUTHENTICATOR
PortControl = AUTO
ControlDirection = In

HostMode = SINGLE_HOST
ReAuthentication = Disabled
QuietPeriod = 60
ServerTimeout = 30
SuppTimeout = 30
ReAuthPeriod = 3600 (Locally configured)
ReAuthMax =2

MaxReq =2

TxPeriod = 30
RateLimitPeriod =0

OB Tix, show dotlx interface interface-id details = —4% EXEC =2~ FOHHE2 R L £,

Switch# show dotlx interface gigabitethernetl/0/2 details

Dotlx Info for GigabitEthernetl/0/2

PAE

PortControl
ControlDirection
HostMode
ReAuthentication
QuietPeriod
ServerTimeout
SuppTimeout
ReAuthPeriod
ReAuthMax

MaxReq

AUTHENTICATOR
AUTO

Both
SINGLE_HOST
Disabled

60

30

30

3600 (Locally configured)
2

2
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TxPeriod
RateLimitPeriod

0

3
0

Dotlx Authenticator Client List Empty

show dotix I

WKOFTIE, A—bB7 2 N VLAN IZEID ¥ CTHh, AR b E— K2 multiple-hosts &— RIZZEE S
=354 @ show dotlx interface interface-id details =< > Ko 1R~ L E T,

Switch# show dotlx interface gigabitethernetl/0/1 details
Dotlx Info for GigabitEthernetl/0/1

PAE

PortControl
ControlDirection
HostMode
ReAuthentication
QuietPeriod
ServerTimeout
SuppTimeout
ReAuthPeriod
ReAuthMax

MaxReq

TxPeriod
RateLimitPeriod
Guest-Vlan

AUTHENTICATOR
AUTO

Both
SINGLE_HOST
Enabled

60

30

30

3600 (Locally configured)
2

2

30

0

182

Dotlx Authenticator Client List Empty

Port Status
Authorized By
Operational HostMode
Vlan Policy

AUTHORIZED
Guest-Vlan
MULTI_HOST
182

wopTix, show dotlx interface interface-id statistics =~ KO HZ R L £, £ 2-32 (2. =
DOHITTRREIND T 4=V ROFHERLET,

Switch> show dotlx interface gigabitethernetl/0/2 statistics

Dotlx Authenticator Port

RxStart = 0O RxLogoff
RxInvalid = 0 RxLenErr

TxReq = 2 TxReqlD =

1
N

RxVersion

Statistics for GigabitEthernetl/0/2

=0 RxResp = 1 RxRespID = 1
=0 RxTotal = 2

132  TxTotal = 134

LastRxSrcMAC = 00a0.c9b8.0072

& 2-32 show dotlx statistics ® 7 14 —JL FOEEA

T4—=ILF SiBA

RxStart iz &= A#h72 Extensible Authentication Protocol over LAN (EAPOL)
-Start 7 L — A O A%k

RxLogoff =15 &7 EAPOL-Logoff 7 L — A D%k

RxResp 1% S 7= %072 Extensible Authentication Protocol (EAP) -Response 7 L —
2 (Response/ldentity 7 L — A LS4 OfEi%k

RxRespID {5 S v EAP-Response/ldentity 7 L — A D%k

RxInvalid ZEESNTZEAPOL 7L —LDH b, 7L—Ah 44 THBHTERNT L—1A

DI
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W show dotix

& 2-32 show dotlx statistics D7 1 —JL FOHA @EHEE)

J4—ILE L]

RxLenError ZEENTZEAPOL 7L —20D 5 b, X7y NARKDODEIZRT 7 4 — /L KR
727 L— A%

RxTotal ZREINZTXTOYA TOHE EAPOL 7 L — L D¥

TxReq {2 &h7- EAP-Request 7 L— 2 (Request/Identity 7 L — A LISk) 0¥

TxReqld 2%{E &h 7= Extensible Authentication Protocol (EAP) -Request/Identity 7 L —
N7OY -

TxTotal REIE ENT=4_To & A 7O Extensible Authentication Protocol over LAN
(EAPOL) 7L —A2 0¥

RxVersion IEEE 802.1x N\ —v 3 v 1 B TREINT T v RO

LastRxSrcMac BA%ICZ(E L2 EAPOL 7 L— A ek SN2 %558 MAC 7 R L%

BIEa<T VR avwo R B

dotlx default

IEEE 802.1X NTF A —Z %7 7 + /b MEIZRE L £7,
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showdtp W

show dtp

AA v FERITEE SN A ¥ —7 = A A0 Dynamic Trunking Protocol (DTP; A4 F3Iv 2 b7
V¥ s Ta bhan) FlEFRRT 5L, show dtp £5# EXEC 2~ > REHHA L ET,

show dtp [interface interface-id] [ | {begin | exclude | include} expression]

ST ERBA interface (FE) BEESNTEA A —T 2 ADKR—F X2V T4 BREEERLET, A%
interface-id 72 f v 4 —7 = f RPIYER—F (XA T, AZ v AN (RE v 7 HEATRET: A
AvFOH), TEVa—/, F— I EEEEL) 25HET,
| begin (fL#&) expression & —HT 21776 FR &M L £ T,
| exclude (fEE) expression & —EH T 21T &R RNBLMINL £,
| include (LFE) $EEESN7- expression & —E§ 5{T2FRICEHEDET,
expression  HBEERA > b & LTHEMATDHINO LFHITT,
a2 R E—F o —H EXEC
av > FERE yy—=x EERNR
12.2(53)SE2 Ioawy RBEMEhE L,

BEREDAA FS54>

]

LFEHTIE, KT EDXTFREIESNET, =& % iE, | exclude output & AJ L7234 output %
ETITIXR R SNETAD, Output 28 ITIERREINET,

wOFITIE, showdtp 2~ RO ERLET,

Switch# show dtp

Global DTP information
Sending DTP Hello packets every 30 seconds
Dynamic Trunk timeout is 300 seconds
21 interfaces using DTP

W OBFITIL, show dtp interface =~ > KO Z R L E 7,

Switch# show dtp interface gigabitethernetl/0/1
DTP information for GigabitEthernetl/0/1:

TOS/TAS/TNS: ACCESS/AUTO/ACCESS
TOT/TAT/TNT: NATIVE/NEGOTIATE/NATIVE
Neighbor address 1: 000943A7D081

Neighbor address 2: 000000000000

Hello timer expiration (sec/state): 1/RUNNING

Access timer expiration (sec/state): never/STOPPED

Negotiation timer expiration (sec/state): never/STOPPED
Multidrop timer expiration (sec/state): never/STOPPED

FSM state: S2:ACCESS
# times multi & trunk 0
Enabled: yes

In STP: no
Statistics
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W showdtp
3160 packets received (3160 good)
0 packets dropped
0 nonegotiate, O bad version, O domain mismatches, 0 bad TLVs, O other
6320 packets output (6320 good)
3160 native, 3160 software encap isl, 0 isl hardware native
0 output errors
0 trunk timeouts
1 link ups, last link up on Mon Mar 01 1993, 01:02:29
0 link downs
BEaIU kR avwyFk EtEA

show interfaces trunk f o H =T A NTUIEREERLET,
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showeap H

show eap

AA v FET2ITHETE S iz R — bk ® Extensible Authentication Protocol (EAP) LY & hL—3 g L 1E
WE IOy v a VIEWMERRT S, show eap F##E EXEC =2~ RE#HALET,

show eap {{registrations [method [name] | transport [name]]} | {sessions [credentials
name [interface interface-id] | interface interface-id | method name | transport
name]}} [credentials name | interface interface-id | transport name] [ | {begin |
exclude | include} expression]

BX DA registrations EAP L YR L —v g UIEMAEFERLET,
method name (£E) EAP FRDOL A FL—y g UIEREERLET,
transport name (FE) EAP "I v AR—FDLIP AR L— g UEREFRRLET,
sessions EAP v v a UIFRERFLET,
credentials name (L) EAP FROL A ML —v a UESEFRRLET,

interface interface-id ~ ({£&) HEEDOKR—F (XA T, ZAZ v 7 AN (RE v 7 HERARER A
A FOH), EVa—I)b, F— b EFEEL) O EAPEHRAERRLET,

| begin (fL3&) expression & —E+ 2177 HRRZMIG L ET,

| exclude (&) expression & —ET 5472 FR S LET,

| include (%) $87E & 417~ expression & —H T 51T2 £ RICED E T,
expression SRR A N LTEAT2HIINOCITHITT,

a2k E—F i EXEC

avy FER yy—= EFERA
12.2(53)SE2 oavr RAENSNE L,

FEREDHMA FSL4Y ®’OF—U—F & &I show eap registrations 1 EXEC =~ > F& AT 554, a2~ FHA

IR OERP R RS NET,

* None: EAP B L ORI 7z EAP FTHEHEIN LT XTO T L~L

* method name ¥ —7 — R : B INHEDOF X

« transportname ¥—7— K : BE S NFFED AL L~V
WD X —1U— K&E&Te show eap sessions #5# EXEC 2~ FEHEHTLHA, 2~ FHAKIZKO
HHRNRREINET,

e None: 7 R_RTOT /T4 77REAP By 3

« credentialsname ¥—UV— RN fEESNTZI/ LT oL TR T 7 AL

 interface interface-id ¥— 7V — N : 8 ESNTeA v F —T =2 ADNT A —H

* method name ¥—7 — R’ : {§& & 4172 EAP FK

« transportname ¥—U— K : g ESINI T LA ¥

Catalyst 3750-X & & U 3560-X R4 wF ARV K Y27 LR
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M showeap
XFHNTIE, KRXFENLFNRBIESNET, =& 201E, | exclude output & A L7=#54 . output %
BITIXIR R SNETAD, Output ZEITIIR RSN ET,

0] WOHITIL, show eap registrations %7k EXEC 2~ FROH1Z R LET,

Switch> show eap registrations
Registered EAP Methods:

Method Type Name

4 Peer MD5

Registered EAP Lower Layers:
Handle Type Name
2 Authenticator Dotlx-Authenticator
1 Authenticator MAB

WoFITIE, show eap registrations transport 45— —% EXEC =2~

Switch> show eap registrations transport all
Registered EAP Lower Layers:
Handle Type Name
2 Authenticator Dotlx-Authenticator
1 Authenticator MAB

WOFITIE, show eap sessions 4t EXEC =2~ > KO hEZRLET,

Switch> show eap sessions

Role: Authenticator Decision:

Lower layer: Dotlx-Authenticalnterface:

Current method: None Method state:
Retransmission count: 0 (max: 2) Timer:

Reqld Retransmit (timeout: 30s, remaining: 2s)

EAP handle: 0x5200000A Credentials profile:
Lower layer context ID: 0x93000004 Eap profile name:

Method context ID: 0x00000000 Peer ldentity:

Start timeout (S): 1 Retransmit timeout (s):
Current ID: 2 Available local methods:
Role: Authenticator Decision:

Dotlx-Authenticalnterface:

Current method: None Method state:
Retransmission count: 0 (max: 2) Timer:

Reqld Retransmit (timeout: 30s, remaining: 2s)

EAP handle: 0xA800000B Credentials profile:
Lower layer context ID: 0x0D0O00005 Eap profile name:

Lower layer:

Method context ID: 0x00000000 Peer ldentity:
Start timeout (s): 1 Retransmit timeout (S):
Current ID: 2 Available local methods:

<Output truncated>

FOHHZRLET,

Fail

Gil/0/1
Uninitialised
Authenticator

None
None
None
30 (30)
None

Fail

Gil/0/2
Uninitialised
Authenticator

None
None
None
30 (30)
None

WoOBITIE, show eap sessions interface interface-id #### EXEC =2~ > KO AHZRLET,

Switch# show eap sessions gigabitethernetl/0/1

Role: Authenticator Decision:

Lower layer: Dotlx-Authenticalnterface:

Current method: None Method state:
Retransmission count: 1 (max: 2) Timer:

Reqld Retransmit (timeout: 30s, remaining: 13s)

EAP handle: 0x5200000A Credentials profile:
Lower layer context ID: 0x93000004 Eap profile name:
Method context ID: 0x00000000 Peer ldentity:

Start timeout (s): 1 Retransmit timeout (S):
Current ID: 2 Available local methods:

Fail

Gil/0/1
Uninitialised
Authenticator

None
None
None
30 (30)
None
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showeap H

BEav VR avwy kR HL)
clear eap sessions AL v FEITHRESINTZAR—FDEAP DBy v a UIE®REZ VT LET,

Catalyst 3750-X & & U 3560-X R4 wF ARV K Y27 LR
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B showenv

show env

AL v TFELFAAL v F A2y I O7 7>, WE, WEERY AT A (RPS) OFAM, L OER
TFER A FRT H121E, showenv = —4 EXEC <> FEHERA L £,

show env {all | fan | power [all | switch [switch-number]] | rps | stack [switch-number] |
temperature [status]} [ | {begin | exclude | include} expression]

BXXniA all

77 LREREORRE. IO, NEERLE RPS OREZ R R LET,

fan

A v F T U OREEFRRLET,

power

ZA v FONEBEIROWRIEEZ R L E T,

power all

(fER) AA v FTa~vry FRANENTEE, AFZ U FTry 2L 9 FOTX
TOWNMERDORENR RSNE T, AF v 7 v AF—Tavr FEANSHh
B EE. TR_XTDREZ v 7 AU AROT X TONHERDORENFK RS NET,

power switch
[switch-number]

UER) AZ v I DOKEAL v F FTIIBEINTZAAL v FONEBIROIREE
RLET, HETZAHMAIXIL~9 TT (RE VI DAL v F A NEZITH
W) o

I HDF—U— Rid Catalyst 3750-E 21 v F TOLMEHTE ET,

rps

WDOE 2, MEREBRY AT LR AL v 7 NO Catalyst 3750-E 7= 13 Catalyst
3750 A A » FITEFR SN TWDINE I hERRFLET,

« Catalyst 3750-E : Cisco Redundant Power System 2300 (RPS 2300 & & i
o),

» Catalyst 3750 2 »» F :RPS 2300 % 7z /% Cisco RPS 675 Redundant Power
System (RPS 675 & HIEEN D),
() Catalyst 3750-X LU 3560-X A A v FILTUEBEIR S A7 MMIHER L E
A,

stack
[switch-number]

2B T DEAL v TFERIIRESNT-AA v TF DT RXRTOREAT —F A5
RLET, BETZDHEHIZIL~9 TT (RE YT DAL vF AL FEHITH
) o

DX —U—RiL, A¥ v THERSICAA v FTREIFHEHTEET,

temperature

Ay FOREAT —F A%RKRLET,

temperature
status

(FEE) AA y FONEIRE (OMBRE TIIR<) BXOLEWEEZERRLET,

| begin

({EE) expression & —HT 2170 LR REZRBLET,

| exclude

(L) expression & —H T HITE2RFZNLRINLET,

| include

(F5) faEE SN expression & — T 2172 R RICEDET,

expression

SR A b E LTS 2 HINOSCFEIITT,

avy kFE—F o —# EXEC

avy FER yyy—=

EERAR

12.2(53)SE2

Zoavry RRBMEnE LR,
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BEREDAA FS4>

7l

showenv W

TIEAENTWDHIAAL vF (RZ L RTay AL v FERFIAL v T v 2 F—) OFRE2FRTD
(21, show env = —4 EXEC 2~y RZ#H LE7, stack 8L O switch ¥F—TU—R& Lt Hizzm=
v REFEHTLE, A v 7V EFRIRRESNTEAA T A URNOTRTCOBFERNAERINET,

show env temperature status =~ > F&Z AT 554G, a~y FRHAOEAAS v FIREAT— FBLO
LEVEL_LZRLET,

ALy FIREREEFRRT D701, show env temperature =2~ > R A CTEE T, a~vr R
51 TiE, GREEN 3 LT YELLOW X7 — % OK &£ &AL, RED 27— h%& FAULTY ¢ R RLET,
showenv all =~ > N& A3 5845, =~ RHJIIE show env temperature status =~ > R &
L TY,

XFHNTIE, KRIXFE/NLFNREJESET, =& x1E, | exclude output & AJ1 L7284, output %
BUDITIER R INEFAN, Output #ZLfTIER RS NET,

WOFITIX, AZ v FTay 24 vyFThshowenvall a~> RO HERLET,

Switch #show env all

FAN 1 is OK

FAN 2 is OK

FAN PS-1 is OK

FAN PS-2 is OK

TEMPERATURE is OK

Temperature Value: 27 Degree Celsius
Temperature State: GREEN

Yellow Threshold : 49 Degree Celsius
Red Threshold : 59 Degree Celsius

SW PID Serial# Status Sys Pwr PoE Pwr Watts
1A NG3K-PWR-715WAC LIT133705CV 0K Good Good 71570
1B NG3K-PWR-1100WAC LIT1337056X OK Good Good 1100/0
2A C3KX-PWR-350WAC DTN1342L00Y OK Good Good 35070
2B C3KX-PWR-715WAC DTN1341K01W OK Good Good 71570
3A Not Present

3B C3KX-PWR-715WAC DTN1341K01T OK Good Good 71570
SW Status RPS Name RPS Serial# RPS Port#

1 Active <

2 Active <>

3 Active <>

woOFITiX, showenv fan a2~ RO HERLET,

Switch> show env fan
FAN 1 is OK
FAN 2 is OK

WOFITIX, A v wAX—7To showenv powerall =a~> ROHIIERLET,

Switch #show env power all

SW PID Serial# Status Sys Pwr PoE Pwr Watts
1A NG3K-PWR-715WAC LIT133705CY OK Good Good 715/0
1B NG3K-PWR-1100WAC LIT1337056X OK Good Good 1100/0
2A  C3KX-PWR-350WAC DTN1342L00Y OK Good Good 35070
2B C3KX-PWR-715WAC DTN1341K01W OK Good Good 715/0
3A Not Present

3B C3KX-PWR-715WAC DTN1341K01T OK Good Good 71570
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B showenv

WOFITIE, AZ v 7 ~AZ—Th showenv stack =~ > FoHHERLET,

Switch> show env stack

SWITCH: 1

FAN 1 is OK

FAN 2 is OK

PS-FAN1 is OK

PS-FAN2 is OK

TEMPERATURE is OK

Temperature Value: 27 Degree Celsius
Temperature State: GREEN

Yellow Threshold : 49 Degree Celsius
Red Threshold : 59 Degree Celsius
POWER 1is OK

RPS is AVAILABLE

<output truncated>

WOFTIE, AZ K7y AL vy FTREME, 27—, BIOLEWMEEZRRTHHEEZRLE
T, #& 2-3312, Ay FHAOREAT— FO@HERLET,

Switch> show env temperature status

Temperature Value: 33 Degree Celsius

Temperature State: GREEN

Yellow Threshold : 65 Degree Celsius

Red Threshold : 75 Degree Celsius

% 2-33 show env temperature status A< FEADXT—F

AT—F EL

GREEN A A F OWREN IEFZEERICH Y £,
YELLOW BENZELGHICH D T3, A v T OHNORDIEEZHRTAIVNELRH Y 9,
RED BEN 2 V7 s ZA%BICHY £, BENRZOFKMEICHHEE. A1 v FNEFIC

FATSNRWATREMED H D £,

BIEav Uk avwyk BieA
power supply 2L v FDEBFREY 2 — L E2HRTE, FHLET,
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show errdisable detect W

show errdisable detect

errdisable OB HIRTEAZ R xd 5 (21X, show errdisable detect = —4 EXEC 2~ R&EHL £9,

show errdisable detect [ | {begin | exclude | include} expression]

XD EHEA | begin ({3) expression & —84 2470 bR RZHIAL T,
| exclude (fEE) expression & —EH T 21T ERPLERINL T,
| include (&) f5E SH7- expression & —ET 5172 RRICHEDET,
expression  ZEKRA 2 & LTHATHHEAINOTTSITY,
a2 R E—F o —H EXEC
oYy FERE yy—=x EERAE
12.2(53)SE2 Zoa<wry RRNEBMENRE L,

EREDAA FS54>

]

KRSz gbic-invalid =7 — O HX, M%7 Small Form-Factor Pluggable (SFP) £ =—/ %
BERLET,

XFHNTIE, KRIXFE/NLFNREJESET, =& x1E, | exclude output & AJ1 L7254, output %
BUDITIER R INERFAN, Output ZZLfTIER RS NET,

o< RHEIIN O errdisable BN T V7 7 X MEIZE RSV E T, Mode 5%, errdisable 23#%
HBILIZEDIIIHESNTWINERLET,

errdisable #HIZRDE— R TRETEX T,
o AR— bk E— RN BEIEAELEEA, WELHR— &K errdisable (2720 97,
e VLAN &— F : BXMBREA L=H4E. VLAN 28 errdisable (2720 £,

e R— F/VLAN E—F : —#O KR — F TIIHHEAR— F 24K errdisable (2720, ZOOFR— KT
1Z VLAN Z &2 errdisable 12720 £,

woBTIix, show errdisable detect =~ > FOHTER L E T,

Switch> show errdisable detect

ErrDisable Reason Detection Mode
arp-inspection Enabled port
bpduguard Enabled vlan
channel-misconfig Enabled port
community-limit Enabled port
dhcp-rate-limit Enabled port
dtp-flap Enabled port
gbic-invalid Enabled port
inline-power Enabled port
invalid-policy Enabled port
12ptguard Enabled port
link-flap Enabled port
loopback Enabled port
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W show errdisable detect

Isgroup Enabled port
pagp-flap Enabled port
psecure-violation Enabled port/vlan
security-violatio Enabled port
sfp-config-mismat Enabled port
storm-control Enabled port
udld Enabled port
vmps Enabled port
BEEaTU KR avwok B

errdisable detect cause

HEDERK, F7213 T _XToOERIZx LT errdisable #H 2 1 x—~7
Uz LET,

show errdisable flap-values

B IN TV HIREBOZ T —ERERTLET,

show errdisable recovery

errdisable [F11H &% A ~—DFRZ R LET,

show interfaces status

AV H =T 2 ADAT—H AE =T errdisable A7 — MZH DA >
B =Tz A ADY A eRKRLET,
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show errdisable flap-values W

show errdisable flap-values

HOFRNEZT T — & LTRSS 2544 FR -3 5121%. show errdisable flap-values = —4 EXEC
avy FEERLET,

show errdisable flap-values [ | {begin | exclude | include} expression]

XD EREA | begin ({LE) expression & —E$ 217 bR RZBIAL £ T,
| exclude (EE) expression & —HT 2175 XA LERILET,
| include (&) f5E SH7- expression & —ET 5172 RRICHEDET,
expression ZHARA N LTHERT 5 IINOLFSTT,
a2 R E—F o —#% EXEC
a3 FEE Jyy—=x EERE
12.2(53)SE2 Zoa<wry RRNEBMENRE L,

EREDAA FS54>

Flaps 21X, 8& SNTRRIFRNIZA T — b ~OERZETTS &, =T —BRH SN THR— b2
TAB—TNERDDPPRRSIVET, RARFIZHOWTL, [Hl] OHZSRL T ZIV,
XFHNTIE, KRIXFE/NFNRRJESET, =& x1E, | exclude output & AJ1 L7234, output %
EURITIRFRINERAD, Output ZELITIFFRRINET,

fl woBliE, show errdisable flap-values =~ > FOH O %R LET, Zhid,. 350X A FI v b5
vFyv/ Faban (DTP) AF—h (R—hF—FT727%2 /[ T2 7). £RIER—MEH T2 b
L (PAQP) 77 v 7R 30 BB TEE SN, £iEb20) v 27— (V2 7o
[Z 7)) RI0BERTELESINTZSHEEE, =TT —EARSNTER— MYy Yy MY UT B L ER
LTWET,
Switch> show errdisable flap-values
ErrDisable Reason Flaps Time (sec)
pagp-flap 3 30
dtp-flap 3 30
link-flap 5 10

BEavUR avwy kR AR
errdisable detect cause FrEDJRA, £7213T X TORKICH LT errdisable i %2 1 x—7

U2 LET,

show errdisable detect errdisable fa i 25— & 2 &2 F <L E T,
show errdisable recovery errdisable 118 % 4 ~— D fERA RS L E T,
show interfaces status B =Tz A ADAT—HF AFE 721 errdisable 27— MZH DA

B—T A ADY XA NE2FRRLFET,
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M show errdisable recovery

show errdisable recovery

errdisable [E118 % A ~—1F#H % R/~ T % 121X, show errdisable recovery = —+# EXEC 22~ > R
LET,

show errdisable recovery [ | {begin | exclude | include} expression]

XD EHEA | begin ({3) expression & —84 2470 b RRZHIAL T,
| exclude (f£7) expression & —E$ 2172 &R BRI L ET,
| include (&) f5E SH7- expression & —ET 5172 RRICHEDET,
expression ZRARA N LTHERTA2HIINO S TY,

a<Y KR E—F  =—%EXEC
av Yy FER yy—=x EERNE
12.2(53)SE2 ooy RRAEMSNE L,

EREDHA K54  gbic-invalid error-disable ¥R 1%, #4572 Small Form-factor Pluggable (SFP; 7 i Al g/ =7 o — 2
TrIH) AVE—T oA AEERLET,
XFHNTIE, KRIXFE/NLFNRRBIESET, =& x1E, | exclude output & A L7254 output %
BTIIR R SINETAD, Output ZEITIIR RSN ET,

0] wOBFITIL, show errdisable recovery =2~ KOH I Z /R L E T,
Switch> show errdisable recovery
ErrDisable Reason Timer Status
udld Disabled
bpduguard Disabled
security-violatio Disabled
channel-misconfig Disabled
vmps Disabled
pagp-flap Disabled
dtp-flap Disabled
link-flap Enabled
12ptguard Disabled
psecure-violation Disabled
gbic-invalid Disabled
dhcp-rate-limit Disabled
unicast-flood Disabled
storm-control Disabled
arp-inspection Disabled
loopback Disabled
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show errdisable recovery W

Timer interval:300 seconds
Interfaces that will be enabled at the next timeout:
Interface Errdisable reason Time left(sec)

Gi1/0/2 link-flap 279

(G¥)  unicast-flood 7 4 —/L FIZHE HICERENE T2, ELTT,

SEEI=E4 S avy kR L]
errdisable recovery FH AN = RALEREBRELET,
show errdisable detect errdisable it 257 — % 2 2 F£ R L E T,
show errdisable flap-values s <hCcwVWaREOZS —EFEHE2ERLET,
show interfaces status A B =T 2 A ADAT—HX AET-1X errdisable 27— MMZH DA

B—T A ADY A N EFRLET,

Catalyst 3750-X & & U 3560-X R4 wF ARV K Y27 LR
| oL-21522-02-3 .m



$2#E Catalyst 3750-X & U 3560-X Cisco 10S av v F |

B show etherchannel

show etherchannel

F v /L@ EtherChannel {F#k 2 & ~x9 5121%. show etherchannel = —4% EXEC =~ F&#H L
ERS

show etherchannel [channel-group-number {detail | port | port-channel | protocol |
summary}] {detail | load-balance | port | port-channel | protocol | summary} [ |
{begin | exclude | include} expression]

WXOBH channel-group-number  ({E&) F ¥ x/L A —TOF S TT, HHETE ST 1~ 48 T,
detail EtherChannel OF¥fll 2 #£/r L £ 7,
load-balance R—=h F ¥ FVAOR— MEDOEAR BT, L7237 L— Al J7 2
ERFLET,
port EtherChannel A — MEREZFR R L E T,
port-channel A= TF vy 2 ERERTLET,
protocol EtherChannel TfEfi S 5s 7 a ha iR L ET,
summary EFx X TNV—TDOY~ ) —% LITCTERLET,
| begin (fE&) expression & —E+ 51T bFRZMG LET,
| exclude (&) expression & —H T 21T2 RN ORI L ET,
| include (fEE) $RE SNz expression & —EH T A{T2FRICEDET,
expression ZHARA & LTHEMRT 2 I NO LTS TT,
aAvY K E—F =—#EXEC
av Yy FERE Jyy—= EFEANRE
12.2(53)SE2 oo~y REMSHE L,

EREDHA R34

GE)

]

channel-group Z#5E L2WEEIT, T XTOF ¥ 1)L FI—TFRERINET,

HATIE, A—F UZX o Passive 74—V RiZL AV 3DR—F Fyr Z2AFEITTERRINET, =
D7 44—V R, FEEHLCORVWPER—- R F v XL JA—TNTHREINTWHWLZE (BX
ORIEMIZT v 12V JV—TNTHE—DR—F Fr 3V THDHI L) ZBEHRLET,

LAY 3A—bF FrRrABYHR—-bSNDLDE, AA v FTLANBase 7 4 —F ¥ v bBETLT
WOEATIET T,

XFHNTIE, KRIXFENLFNRJESET, =& x1E, | exclude output & AJ1 L7254, output %
BULITIERRINEFAN, Output ZZLfTIER RS NET,

w OB TIix, show etherchannel 1 detail =~ > FOH 2R LET,

Switch> show etherchannel 1 detail
Group state = L2
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Ports: 2 Maxports = 16
Port-channels: 1 Max Port-channels = 16
Protocol: LACP

Ports in the group:

Port state = Up Mstr In-Bndl

Channel group = 1 Mode = Active Gcchange = -
Port-channel = Pol G = - Pseudo port-channel
Port index =0 Load = 0x00 Protocol = LACP

show etherchannel

Pol

Flags: S - Device is sending Slow LACPDUs F - Device is sending fast LACPDU
A - Device is in active mode. P - Device is in passive mode.

Local information:

LACP port Admin Oper Port
Port Flags State Priority Key Key Number
Gil1/0/1 SA bndl 32768 Ox1 Oox1 0x101
Gil1/0/2 A bndl 32768 0x0 Ox1 0x0

Age of the port in the current state: 01d:20h:06m:04s

Port-channels in the group:

Port-channel: Pol (Primary Aggregator)

Age of the Port-channel = 01d:20h:20m:26s

Logical slot/port = 10/1 Number of ports = 2
HotStandBy port = null

Port state = Port-channel Ag-Ilnuse

Protocol = LACP

Ports in the Port-channel:

Index Load Port EC state No of bits
—————— S
0 00 Gil/0/1 Active 0
0 00 Gil/0/2 Active 0
Time since last port bundled: 01d:20h:20m:20s Gil/0/2

woOHFTix, show etherchannel 1 summary =~ RO 1E2 R LET,

Switch> show etherchannel 1 summary
Flags: D - down P - in port-channel
I - stand-alone s - suspended
- Hot-standby (LACP only)
- Layer3 S - Layer2
unsuitable for bundling
- in use f - failed to allocate aggregator
- default port

QO Cc XTI
1

Number of channel-groups in use: 1

Number of aggregators: 1

Group Port-channel Protocol Ports

------ e
1 Po1(SU) LACP Gi1/0/1(P) Gi1/0/2(P)

Port

State
0x3D
0x3D
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B show etherchannel

ORI TIL, show etherchannel 1 port-channel =~ RO Z R LET,

Switch> show etherchannel 1 port-channel
Port-channels in the group:

Port-channel: Pol (Primary Aggregator)

Age of the Port-channel = 01d:20h:24m:50s

Logical slot/port = 10/1 Number of ports = 2
HotStandBy port = null

Port state = Port-channel Ag-Inuse

Protocol = LACP

Ports in the Port-channel:

Index Load Port EC state No of bits
------ Ry ey
0 00 Gil/0/1 Active 0
0 00 Gil1/0/2 Active (0]
Time since last port bundled: 01d:20h:24m:44s Gil1/0/2

woFHICIE, show etherchannel protocol =2~ > KO AZRLET,

Switch# show etherchannel protocol
Channel-group listing:

Protocol: PAgP

BIEa<T VR avwUFk B2L
channel-group EtherChannel 71— 1A —% %y b R— F&2H Y Y TETS,
channel-protocol Frx VT EFHT L0, R—b TSNS T k=il
fRLEF,
interface port-channel A=K F¥RZN~DT 7 EAL, F— b F¥ FVOERETVET,
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show fallback profile W

show fallback profile

AA v FTREENTZ T+ =Ny Ta7y A VER KT HIZIE, show fallback profile fi#
EXEC 2~ REHERLET,

show fallback profile [append | begin | exclude | include | {[redirect | tee] url} expression]

BX DA | append (LH) $EURLICY ¥4 L7 NHAZMINLET,
| begin (fEE) expression & —E+ 5170 b EREBLE LT,
| exclude (fE&) expression & —E+ 51T &2 ZmR bR LET,
| include (L) $857E S4U7- expression & —HT 21T 2 FRICEHDET,
| redirect (E®) B URLICH hZ=ae—L %7,
| tee (LE) #E URL I hzar—LET,
expression SR A M LTHERT 2RO TS TY,
url 71 %5+ % URL

avTY kR E—F ¥t EXEC

av Y FERE Jyy—=x EEAR
12.2(53)SE2 Zoa<wry RRNEBMENRE LT,

EREDAHA R34y

I

AL v FTCHRESNTZT 07 74V EFRT 512X, show fallback profile £##% EXEC =~ K% fili
ALET,

XFHNTIE, KRIXFENLFNREJIESET, =& x1E, | exclude output & AJ1 L7234, output %
BUITIERRINEFAN, Output #ZLfTIER RS NET,

W FITiE, show fallback profile =~ > FoH 1 ERL £,

switch# show fall profile

Profile Name: dotlx-www
Description - NONE

IP Admission Rule : webauth-fallback
IP Access-Group IN: default-policy
Profile Name: dotlx-www-Ipip
Description - NONE

IP Admission Rule : web-Ipip

IP Access-Group IN: default-policy
Profile Name: profilel

Description : NONE

IP Admission Rule : NONE

IP Access-Group IN: NONE
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M show fallback profile

BIEa<T VR avvk HL)

dotlx fallback IEEE 802.1X B Y R—F LARWVWZ FA T MNAD 7 =Ry 7
FHRELTWeb BREAEATH LR — FERELET,

fallback profile Web ZREED 7 4+ — w7 T 7 7 A L aVER L £,

ip admission A v F H— T Web Bifx A x—7 T LET,

ip admission name proxy 1 v C Web #iE% 7 0 — LiZ A x—7 M LET,

http

show dotlx [interface FBE SR — b @ IEEE 802.1x DREEEZ R R L £ 7,

interface-id]
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show flowcontrol W

show flowcontrol

7o —HlE AT — % 2B I OHFHE®REFE T 512X, show flowcontrol = —4 EXEC =2~ N&f#
FALET,

show flowcontrol [interface interface-id | module number] [ | {begin | exclude | include}
expression]

X DEREA

interface interface-id TE) BEDA v A —T 2 A ADT7a— Il 2T — &% 23 L OWEHE®R %
FRLET,

module number (EE) A v FERIIEEESNTZAZ 7 AU ADTRTOA L Z—T =
AADT 0 —HI AT — & R LI ERE TR LET,

Catalyst 3750-X A1 v FTid, FEETE 2HMIZ1 ~9 T,
Catalyst 3560-X A1 v FTlL, AHRET 2—1VFEFIT 1 DARTT,
ZOFTvait, FEDOA U F—T 24 A IDEFAS LI XIFFIATE

¥ A,

| begin (L) expression & —ET 2170 bR FEBB L £T.

| exclude (fEE) expression & —HT 2172 KRN LIRS L £,

| include (EE) 45E &7 expression & — T 5172 £ RICED£T,

expression SZWARA N LTHEAT 2 HARNOIIFHITT,
a2V F E®E—F  =—#EXEC
oy FERE Jyy—=x EENE

12.2(53)SE2 Zoawy RAEMShE LR,

EREDAHA R34y

I

AL FERLIIFFEDA VFX—T 2 A AD 7 0 —Hflffl AT —# 2B L OHEHERE R RTDHITIE, 20
avr REFHLET,

A2 v F A v F—T oA AEFRETXTERT DL, show flowcontrol =~ K&2EHLET, A
X RT7ar AL v FTiL, show flowcontrol =~ > Ko A#EE1E. show flowcontrol module
number =~ FOHIFER LR Cic7e £7,

BrEDA v 2 —T7 = A ADIEREZFoRT 5I121E. show flowcontrol interface interface-id =~ > R4 fif
ALET,

LFEHTIE, KT ENXTFREIENET, 72& 2, | exclude output & AJ L7234 output %
ETITIIR R SNETAN, Output ZEITIIRREINET,

wOFI T, show flowcontrol =~ > FoOH 2R LET,

Switch> show flowcontrol
Port Send FlowControl Receive FlowControl RxPause TxPause
admin oper admin oper
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Hl show flowcontrol

Gi2/0/1 Unsupp. Unsupp. off off 0 0
Gi2/0/2 desired off off off 0 0
Gi2/0/3 desired ofF off off 0 0

<output truncated>

woFI ik, show flowcontrol interface interface-id =~ > KO ZER L E£7,
Switch> show flowcontrol gigabitethernet2/0/2

Port Send FlowControl Receive FlowControl RxPause TxPause
admin oper admin oper
Gi2/0/2 desired off off off 0 0
BIEaTUF avUk SR
flowcontrol AV H =T oA ADZEFET7a—HAT— FEHELET,
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show idprom interface M

show idprom interface

HEESN/A v ¥ —7 x4 2D IDPROM fF# % F-~9 5121%, show idprom = —¥ EXEC =~ K
ERHEALET,

show idprom interface interface-id [detail] [ | {begin | exclude | include} expression]

XD EREA interface interface-id ~ #§ L7=A > % —7 = A 2@ IDPROM 1EHZ 5 L £,
detail ({£#&) IDPROM DaffifE# (16 E4) &L £,
| begin ({E:&) expression & —ET 5170 bFRE2MMBLET,
| exclude ({EE) expression & —H T 51T2FE RSB L ET,
| include (L) 58 &7 expression & —H T 2172 FRFICEOET,
expression SHRA U N LTHERT2HIINOTFTY,

avy kE—F o—H EXEC

av Yy FERE yy—= EERNAE
12.2(53)SE2 Zoa~r RAEMESRE LT,

FRLOAAFI4Y Zoa~vr RZI0FHTEYy b A=V Ky AV F =T 2 A ABLOSFP EVa—b f v H—T = A
AN A S ET,
LFFNTIHE, KXFL/NCEREIENET, =& 21E, | exclude output & AT L7854, output %
ETITIIRRSNETAD, Output 28 ITIERREINET,

i WOBFITIE, 10 XHE Y b £ —H Ry b A %—7 =4 2D show idprom interface
tengigabitethernetl/0/1 =~ > FOH 1 ER L E T,

Switch# show idprom interface tengigabitethernetl/0/1
X2 Serial EEPROM Contents:
Non-Volatile Register (NVR) Fields

X2 MSA Version supported :O0xA

NVR Size in bytes :0x100

Number of bytes used :0x100

Basic Field Address :0xB

Customer Field Address :0x77

Vendor Field Address :0xA7

Extended Vendor Field Address :0x100
Reserved :0x0

Transceiver type :0x2 =X2

Optical connector type :0x0 =Unspecified

Bit encoding :0x1 =NRZ

Normal BitRate in multiple of 1M b/s :0x2848
Protocol Type :0x1 =10GgE
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M show idprom interface

Standards Compliance Codes :

10GbE Code Byte 0 :0xO
10GbE Code Byte 1 :0x0

SONET/SDH Code Byte 0O
SONET/SDH Code Byte 1
SONET/SDH Code Byte 2
SONET/SDH Code Byte 3

10GFC Code Byte 0O
10GFC Code Byte 1
10GFC Code Byte 2
10GFC Code Byte 3

Transmission range

Fibre Type :
Type Byte O
Type Byte 1

Fibre
Fibre

Centre
Centre
Centre
Centre

Package Identifier OUI
Transceiver Vendor OUI

Revision level of part number provided by vendor :00
:0SA093900JK

=Unspecified

:0x0
-0x0
-0x0
:0x0

-0x0
-0x0
:0x0
-0x0

in 10m :0x0

:0x0 =UnspeciTfied
:0x0 =Unspecified

Optical Wavelength i
Optical Wavelength i

Optical Wavelength
Optical Wavelength

Vendor serial number
Vendor manufacturing date code :2005092800

Reservedl :
Basic Field Checksum :0x63

0.01nm
0.01nm

:0xC09802
:0x3400B01
Transceiver vendor name :CISCO-OPNEXT, INC
Part number provided by transceiver vendor :TRTCO10EN-BMC

Customer Writable Area :

0x00:
0x10:
0x20:
Vendor
0x00:
0x10:
0x20:
0x30:
0x40:
0x50:

58 32
20 56
31 30

2D
30
2D

Specific

1F 01
00 00
00 00
00 00
19 81
37 FF

1C
00
00
01
34
00

31
31
32
02
00
00
00

33
00

30
20
31

00
00
00
11
16
00

47
4F
30

00
00
00
B3
00
00

F8-FF-FB, 3F-OF, 01-00

42
53
35

00
00
00
39
00
00

2D
41
2D

00
00
00
9F
00
00

01 01 20 04 00 01 00

43
30
30

00
00
00
5A
00
00

in 0.01nm
in 0.01nm

58
39
31

00
00
00
51
00

steps
steps
steps
steps

34
33
20

00
00
00
52
00

20
39
20

00
00
00
C3
00

Channel
Channel
Channel 2
Channel

20
30
41

00
00
00
2B
00

20
30
30

00
00
00
93
00

20
4A
20

00
00
00
E2
AC

0
1

3

20
4B
20

00
00
00
A3
76

:0x0 Ox0 OxO0
:0x0 Ox0 OxO0
:0x0 0Ox0 0x0
:0x0 Ox0 OxO0

avwy kR

SiBA

show controllers

ethernet-controller

N KT =T A =T = ANEL YA FEA— R
ASIC (RE FIRIA T SRR Hidon DA NS, A
VST = A ADRZREOBRHERE FRLET
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show interfaces

TRTOA L H—T 2 A AERIFHBEINTA LV E—T 2 A ADEBAT — X ABLOEERT —H X
wFoxT BHI21E, show interfaces 454 EXEC 2~ > REEH L £9,

show interfaces W

show interfaces [interface-id | vlan vlan-id] [accounting | capabilities [module number] |
counters | description | etherchannel | flowcontrol | private-vlan mapping | pruning
| stats | status [err-disabled] | switchport [backup | module number] |
tengigabitethernet interface-id | transceiver [detail | properties |
dom-supported-list] [module number] | trunk] [ | {begin | exclude | include}

expression]

340

.'E-EI;

3

interface-id (B AA v E—T = A AL, WER—F (XA, AZ w7 AN
(AL » VHERATRERAA » FDR), TV a—/b, BLOKR—  ESEET)
RR—= bk FrIANEENET, A— bk Fy X VHEEIZ 1~ 48 TT,

vlan vlan-id (f£&) VLANID T, fRETE H%ibHIT 1 ~ 4094 T,

accounting (EE) AV Z—T=2AAZADTH T MER (7275747 Frbai, AH
TNy v ATy hEED) 2FRRALET,
GE) Y7 bMU=T7TCRBEESNEAYy FETBRERERNET, A—F

VT TAAL v F T END Ny MIFRRENERA,
capabilities EE) TR COA v F—T = A AETITIEESNIA L ¥ —T =4 ADM

e (BEmE., A1 v X — T =2 A A LTREREMRRA TV a v ezgly) #FRrLE
T, ZOF T ariFavr R4 DO~V FICERENETA,. VLAN
ID IZEATE FH A,

module number

UEE) AA v FFRIBHEESINTAZ 7 ARADTRITOL X —T =
A ADHRE, A v FR—F a7 4FXal—Yar, FREFRFo—N
O (EFRoF—TU— FNiZxtin) 2F2 - LET,

Catalyst 3750-X A A v FTi, fAaE T H#iHIX 1 ~9 T,
Catalyst 3560-X 2+ v FTix, AREY 2—LFZIL L OATY,

IOF T aiEt, BEDA L E—T A AIDEAS LI XITRAHTE
FHEA,

counters (%) show interfaces counters =~ > FZZR LT LI,

description BB BEDOA v H =T oA ATHESNEZEHAT —F 2B L UHHE
ForLET,

etherchannel (EE) A > ¥ —7 =A A EtherChannel f# % &R L ET,

flowcontrol UEE) A F—T =4 2D 7 u—HIHlEREFERLE T,

private-vlan mapping

({E&) VLAN Switch Virtual Interface (SVI) ®~7Z 4 ~<X— s VLAN ®
v~ v ITEREFRIILET, AL v F N LANBase 7 4 —F v v FEE
TFLTWAEE, 20X —T— FIfFHTEERA,

stats EE) A F—T A ZADAL v F L7 RNRACK DA A v N 2FR
LET,

status BB AV —T 2 ADAT—H2A%FRLET, Type 7 4 —/L KD
unsupported ® A7 — % A%, st Small Form-Factor Pluggable
(SFP) EVa—AREVa—/L Ay MIEFINTVWDHZ EERL T
E7,

err-disabled ({£E) errdisable 27— hDA v F—T = A A KR LET,
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M show interfaces

switchport (EE) R—F Toyx /. R— MEERERE, 2 vF 7 FEr—
TA4UT) R—=FDERRAT = ABLIOEERAT —F A E2HERLET,
backup (BE) AA v FERIFRAZ 7 LORELIEA LV Z—T A ZAFT1TT X

TOA U HE—=T =24 AD, Flex Link w7 7 v A X =Tz Af R a2
T A4X2l—varBLIOAT—EZ2AEERLET,

tengigabitethernet

B L TS 10X EY F EVa—VDRATF—FZAEERLET,

transceiver [detail |
properties |
dom-supported-list]

show interfaces transceivers 2~ RZ2ZH L T 72X,

trunk

AH—=Tx2A AT IIEREFTRLET, /X —T A AEHRELR
WIBEBIX, T/ T4 7R TR R— FNOBERFLITRFRRENET,

| begin ({L#&) expression & —ET 5170 bR FEHIE L £,
| exclude (fEE) expression & —E T 2172 ERP LRI L E T,
| include ({EL8) f8E Sz expression & T 2172 R RICHEDET,
expression ZHARA L N LTERT 5 IINOLFFTY,
S,
(i¥) crb, fair-queue., irb, mac-accounting. precedence. random-detect, rate-limit, i X U* shape
F—TU—KiF, a<vr RIA4 D~V T AR U TICRRENETN, PFR— PSRN THEEA,
vk E®E—F  #EEXEC
oy FERE Jy—=2 EEANRE

EREDAHA R34y

12.2(53)SE2

Zoavry RRBMEnE LA,

show interfaces capabilities =~ > RICRAR D ¥ —T— REZEETH I LT, RO LD FERIZRY 7,

» Catalyst 3750-X A A v F T, A¥ v JHNDOREEDAAL vF LOTXTDOA ¥ —7 = A4 ADHEHRE
% &~ T % 121% show interface capabilities module number =~ > REFHLET, A ¥ v 7 NI
YT DEY 2= NFESZEROAL v TFBRRWGE, HAEHY £ A,

« Catalyst 3560-X A A v F T, AL v F EOTRXTDA & —7 = A ADOWEEE FKT 5121 show
interface capabilities module 1 =< > REfH L ET, TN OFE SIS T,

o HBEINA V¥ —7 A ADHREEFRT 5121E, show interfaces interface-id capabilities %

ML ET,

« Catalyst 3750-X A A v F T, AX v I NOTRXTDOA ¥ —7 =4 ADOHIEEF T HITIEL, show
interfaces capabilities Z I L £4 (EV 2 —VEFE LT ERIFA o F—T7 =1 A ID OREERL),

» Catalyst 3560-X A A v FTlX, AA v T DT XTDOA U F—T = A AOKRER RRT 5I1T1E, show
interfaces capabilities ZffH L £9 (£FVa2a—AFHEIFA v F—T =14 A2 D OFEERL),

o Catalyst 3750-X 2 v F T, AF v JHDHEDAA v F LDOTXTOA L F—T = ADX
A v FR— FEMEEERT DL, show interface switchport module number =~ > K& L
T, AZ v ITRICHATDEY 2 —AELTEROAL v FRRWIEE, HHITHY £EA,

« Catalyst 3560-X 21 v F T, A v F LDTXTDA L F—T =24 ZADAA vF RN— MNtEa &K

AU RS (A

show interfaces switchport module 1 ZfEfH L £3°, TN OFSITHETT,
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]

show interfaces W

XFHNTIE, KRIXFENFNEBIESET, =& x1E, | exclude output & AJ1 L7234, output %
BUITIER R INERFAN, Output ZZLfTIER RS NET,

WOFITIE, AF YT A3 DA H—T A AZXT % show interfaces =~ KO 2R LET,
Switch# show interfaces gigabitethernet3/0/2

GigabitEthernet3/0/2 is down,

line protocol

is down

Hardware is Gigabit Ethernet, address is 0009.43a7.d085 (bia 0009.43a7.d085)

MTU 1500 bytes, BW 10000 Kbit, DLY 1000 usec,

reliability 255/255, txload 1/255, rxload 1/255
Encapsulation ARPA, loopback not set

Keepalive set (10 sec)
Auto-duplex, Auto-speed

input flow-control is off, output flow-control

is off

ARP type: ARPA, ARP Timeout 04:00:00 Last input never, output never, output hang never
Last clearing of '"show interface' counters never

Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops: O

Queueing strategy: fifo

Output queue :0/40 (size/max)

5 minute input rate O bits/sec, 0 packets/sec
5 minute output rate O bits/sec, 0 packets/sec

2 packets input, 1040 bytes, 0 no buffer

Received O broadcasts, O runts, 0 giants, O throttles
input errors, 0 CRC, 0 frame, O overrun, O ignored
watchdog, O multicast, O pause input
input packets with dribble condition detected
packets output, 1040 bytes, O underruns
output errors, 0 collisions, 3 interface resets
babbles, 0 late collision, 0 deferred
lost carrier, 0 no carrier, 0 PAUSE output

output buffer failures, 0 output buffers swapped out

Oo0oooM~MOOO

WoBITIE, show interfaces accounting =~ > KOHAZRLET,

Switch# show interfaces accounting

Vianl
Protocol
1P
Spanning Tree
ARP
Interface Vlan2 is disabled
Vian7
Protocol
No traffic sent or received
Vian31l
Protocol
No traffic sent or received

GigabitEthernetl/0/1
Protocol

No traffic sent or received

GigabitEthernetl/0/2
Protocol

No traffic sent or received

<output truncated>

Pkts In
1094395
283896

63738

Pkts In
on this
Pkts In
on this
Pkts In

on this

Pkts In
on this

Chars In
131900022
17033760

3825680

Chars In

interface.

Chars In

interface.

Chars In

interface.

Chars In
interface.

Pkts Out
559555
42

231

Pkts Out

Pkts Out

Pkts Out

Pkts Out

Chars Out
84077157
2520
13860

Chars Out

Chars Out

Chars Out

Chars Out

WORFITIX, A &% —7 =4 AD show interfaces capabilities =~ FoH HZ R LET,
Switch# show interfaces gigabitethernetl/0/2 capabilities

GigabitEthernetl/0/2

Model : WS =XXXXXXXX
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M show interfaces

Type: 10/100/1000BaseTX
Speed: 10,100,1000,auto
Duplex: full,auto
Trunk encap. type: 802.1Q, ISL
Trunk mode: on,off,desirable,nonegotiate
Channel: yes
Broadcast suppression: percentage(0-100)
Flowcontrol: rx-(off,on,desired),tx-(none)
Fast Start: yes
QoS scheduling: rx-(not configurable on per port basis),tx-(4q2t)
CoS rewrite: yes
ToS rewrite: yes
UDLD: yes
Inline power: no
SPAN: source/destination
PortSecure: yes
Dotlx: yes

woFITIE, description f > 4 —T = A a7 4 FXal—Tary avry FEFALT, A ¥—
7 = A A% Connects to Marketing & L TI5& L 72354 @ show interfaces interface-id description =
~r oW hzErRLET,

Switch# show interfaces gigabitethernetl/0/2 description

Interface Status Protocol Description
Gil/0/2 up down Connects to Marketing

WOFITIE, AA v FITHR—F F ¥ RABHREINTWVDHEE O show interfaces etherchannel =<
Y RFoWHERLET,

Switch# show interfaces etherchannel

Port-channell:

Age of the Port-channel = 03d:20h:17m:29s

Logical slot/port = 10/1 Number of ports = 0

GC = 0x00000000 HotStandBy port = null
Port state = Port-channel Ag-Not-Inuse

Port-channel2:

Age of the Port-channel = 03d:20h:17m:29s

Logical slot/port = 10/2 Number of ports = 0

GC = 0x00000000 HotStandBy port = null
Port state = Port-channel Ag-Not-Inuse

Port-channel3:

Age of the Port-channel = 03d:20h:17m:29s

Logical slot/port = 10/3 Number of ports = 0

GC = 0x00000000 HotStandBy port = null
Port state = Port-channel Ag-Not-Inuse

WORFITIX, 774 X—k VLAN 77 14~ U VLAN 728 VLAN 10, &% > %V VLAN 2% VLAN 501
B L UVLAN 502 4 @ show interfaces private-vlan mapping =~ KOH %2R L E 7,

Switch# show interfaces private-vlan mapping
Interface Secondary VLAN Type

vlanl0 501 isolated
vlanl0 502 community

TOFTIX, VTP RAAL VNTTI—=0 T, 2 —T VDA D show interfaces interface-id
pruning =~> RO hERLET,
Switch# show interfaces gigibitethernetl/0/2 pruning

Port Vlans pruned for lack of request by neighbor
Gil/0/2 3,4

Catalyst 3750-X & U 3560-X R4 wF ARV K Y27 LR
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GE)

show interfaces W

Port Vlans traffic requested of neighbor
Gil/0/2 1-3
WOBITIE, F8E L7z VLAN A > % —7 =4 ZAD show interfaces stats =~ > RO A ERLET,

Switch# show interfaces vlan 1 stats
Switching path Pkts In Chars In Pkts Out Chars Out

Processor 1165354 136205310 570800 91731594
Route cache 0 0 0 0
Total 1165354 136205310 570800 91731594

WDFITIX, show interfaces status =2~ ROHHO—H 2R~ LET, TXTOAL 2 F—T A AD
AT —HANEREINET,

Switch# show interfaces status

Port Name Status Vlan Duplex Speed Type

Gil/0/1 connected routed a-half a-100 10/100/1000BaseTX
Gil/0/2 notconnect 121,40 auto auto 10/100/1000BaseTX
Gil/0/3 notconnect 1 auto auto 10/100/1000BaseTX
Gil/o/4 notconnect 18 auto auto Not Present
Gil/0/5 connected 121 a-full a-1000 10/100/1000BaseTX
Gil/0/6 connected 122,11 a-full a-1000 10/100/1000BaseTX

<output truncated>
Gi2/0/1 notconnect 1 auto auto 10/100/1000BaseTX
Gi2/0/2 notconnect 1 auto auto unsupported

<output truncated>

ROFITIE, 7T A4 X— bk VLAN BRREIN TV DLHEDRFED A ¥ —7 = A AD show interfaces
status 2~ FOHERLET, F— 22 %774 X—KVLANFA N R—F L LTHEELTH
F9, F—h221F., 774~V VLAN20 &EH > % U VLAN 25 IZBHEfHF HvET,

Switch# show interfaces gigabitethernetl/0/22 status

Port Name Status Vlian Duplex Speed Type
Gil/0/22 connected 20,25 a-full a-100 10/100BaseTX

WOFITIE, A"—bF 2037 F74X—F VLANRAR—FE LTRESNLTWET, ZOHE, 77
A4=<1U VLAN20 22 FKRrLET,

Switch# show interfaces gigabitethernetl/0/20 status
Port Name Status Vlan Duplex Speed Type
Gil1/0/20 connected 20 a-full a-100 10/100BaseTX

W OFTIL, show interfaces status err-disabled =~ KO /%77 LE 7, errdisable 27— kDA
VHE—T 2 A ADAT =L AEFRLET,

Switch# show interfaces status err-disabled

Port Name Status Reason
Gil/0/2 err-disabled gbic-invalid
Gi2/0/3 err-disabled dtp-flap

WoFITIE, R— ko show interfaces switchport =~ > RO ZRLET, #£ 2-342. ZOHT
TEREND 74—V FOFHHEZRLET,

TF7A_X—=FKVLAN F 72271320V ) —RATEEYR—FENR2WED, 70—V NiZEHINEY
/Vo

Switch# show interfaces gigabitethernetl/0/1 switchport
Name: Gil1/0/1
Switchport: Enabled
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M show interfaces

Administrative Mode: dynamic auto

Operational Mode: static access

Administrative Trunking Encapsulation: negotiate
Operational Trunking Encapsulation: native

Negotiation of Trunking: On

Access Mode VLAN: 1 (default)

Trunking Native Mode VLAN: 1 (default)

Voice VLAN: none

Administrative private-vlan host-association:10 (VLANO0O10) 502 (VLANO0502)
Administrative private-vlan mapping: none
Administrative private-vlan trunk native VLAN: none
Administrative private-vlan trunk encapsulation: dotlqg
Administrative private-vlan trunk normal VLANS: none
Administrative private-vlan trunk private VLANs: none
Operational private-vlan: none

Trunking VLANs Enabled: ALL

Pruning VLANs Enabled: 2-1001

Capture Mode Disabled

Capture VLANs Allowed: ALL

Protected: false
Unknown unicast blocked: disabled
Unknown multicast blocked: disabled

Voice VLAN: none (lInactive)
Appliance trust: none

#* 2-34 show interfaces switchport ® 7 1« —JL FOERA

Z4—ILF A

Name N—brDAFTIZFRLET,

Switchport A= FDERAT = ZABLVENERAT —Z A RRFLET,
ZOHNOEE, R—MIAL Yy FKR—F =TT,

Administrative Mode FHE— NBIOIMEE— N2 LET,

Operational Mode

Administrative Trunking EEHEBIOEH LoD T L ER BEO TS

Encapsulation FIAVT— g VBRA X =T ANEIDEFRRLET,

Operational Trunking Encapsulation

Negotiation of Trunking

Access Mode VLAN AR—r%2RETS VLANID 2F R LET,
Trunking Native Mode VLAN AT 4T FTE— KON 7DVLANID 2—EF R LET,
Trunking VLANSs Enabled N7 v Eo#FR VLAN 2 —%&F R LET, T EoT

_ ) 77 47 VLAN 2 —BR R LET,
Trunking VLANSs Active

Pruning VLANS Enabled Fh—=r 77 VLAN 2 —E XK R LET,

Protected A HE—T 2 A A ETHR#ER— FBA =7 (True) TH
HWEIET 4 ®v—7 0 (False) THHINEERLET,

Unknown unicast blocked RAZRNALTFXF XY A PBILOARR\ARZ=F Y AN F T 7 1 v

Unknown multicast blocked IPA LS =T 2 A ALTT 0y 7 SVTNLINE ) ek
~LET,

Voice VLAN H7 VLAN 284 2 —7 1 ThH % VLAN ID 2FFR L ET,
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show interfaces W

& 2-34 show interfaces switchport @7 4 —JL FOHBE @)

Z4—ILF Bl

Administrative private-vlan 77 A4~_X—hKVLAN FRA b R— FOEIE VLAN OT Vv

host-association T—yarEFERLET,

Administrative private-vlan mapping |75 _X—  VLAN {EA& A — FOFH VLAN O~ v &2 7
ERRILET,

Operational private-vlan 77 A4 ~X— | VLAN OBWEA T —Z X &R R~ LET,

Appliance trust IP Phone »7—% 7y oY —E R 75 (CoS) REZ
KRLET,

WOFITIE, 74—k VLANRER— b & LTEESNT=HK— D show interfaces switchport
a<vr RO hERLET, 774~V VLAN20 %, B % U VLAN 25, 30, 35wy B/ X
nET,

Switch# show interface gigabitethernetl/0/2 switchport
Name: Gi1/0/2

Switchport: Enabled

Administrative Mode: private-vlan promiscuous
Operational Mode: private-vlan promiscuous
Administrative Trunking Encapsulation: negotiate
Operational Trunking Encapsulation: native

Negotiation of Trunking: OFF

Access Mode VLAN: 1 (default)

Trunking Native Mode VLAN: 1 (default)

Administrative Native VLAN tagging: enabled

Voice VLAN: none

Administrative private-vlan host-association: none
Administrative private-vlan mapping: 20 (VLANOO20) 25 (VLANOO25) 30 (VLANOO30) 35
(VLANOO35)

Administrative private-vlan trunk native VLAN: none
Administrative private-vlan trunk Native VLAN tagging: enabled
Administrative private-vlan trunk encapsulation: dotlqg
Administrative private-vlan trunk normal VLANS: none
Administrative private-vlan trunk private VLANS: none
Operational private-vlan:

20 (VLAN0020) 25 (VLAN0O025)

30 (VLANOO30)

35 (VLANOO35)

<output truncated>

WOFITIE, show interfaces switchport backup =~ KO ZRLET,

Switch# show interfaces switchport backup
Switch Backup Interface Pairs:

Active Interface Backup Interface State

Gil/0/1 Gil/0/2 Active Up/Backup Standby
Gi3/0/3 Gi4/0/5 Active Down/Backup Up
Pol Po2 Active Standby/Backup Up

W OB Tix, show interfaces interface-id pruning =~ FoHEHE2 R LET,

Switch# show interfaces gigibitethernetl/0/2 pruning

Port Vlans pruned for lack of request by neighbor

woFICIE, show interfaces switchport backup =2~ KoM AZRLET, ZOFITIE, A1 vF
T VLAN 1 ~ 50, 60, 100 ~ 120 A% E I TWET,

Switch(config)#interface gigabitethernet 2/0/6
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show interfaces

Switch(config-if)#switchport backup interface gigabitethernet 2/0/8 prefer vlan 60,100-120

fHOA v H—T A4 APREHEFTOHA X, Gi2/0/8 73 VLAN 60 3 LUV VLAN 100 ~ 120 ® ~ Z
T4 w7 EEREL, Gi2l0/6 S VLANL ~50 D hT7 7 ¢ v 7 &fEELET,

Switch#show interfaces switchport backup

Switch Backup Interface Pairs:

Active Interface Backup Interface State

GigabitEthernet2/0/6 GigabitEthernet2/0/8 Active Up/Backup Up

Vlans on Interface Gi 2/0/6: 1-50
Vlans on Interface Gi 2/0/8: 60, 100-120

Flex Link 1 > % —7 = A ARZ 735 & (LINK DOWN), ZDA ¥ —T7 = ATEEINS
VLAN X Flex Link X7 D7 f v 2 —T = A AR LET, ZOFITIZ, A F—T = A X
Gi2/0/6 & v LT, Gi2/0/8 2® Flex Link =7 D4 _T» VLAN Z5| kX £,

Switch#show interfaces switchport backup
Switch Backup Interface Pairs:

Active Interface Backup Interface State

GigabitEthernet2/0/6 GigabitEthernet2/0/8 Active Down/Backup Up

Vlans on Interface Gi 2/0/6:
Vlans on Interface Gi 2/0/8: 1-50, 60, 100-120

Flex Link f v Z =7 = A ANT v FIZipb s, DA F—T x4 ATEREND VLANIZET A
VHE—T 2 A ATTu I EN, Ty LAV E—T 2 A ATTIFI—T 47 AT — NI E
T, ZOFITIE, A v Z—T =24 AGi2I06 NT v F\Zipbl, ZOA L H—T oA ATEREIND
VLAN 87 A4 ¥ —7 A A Gi2/0/8 TT7 u v/ X, Gi2/0/6 THEEINET,

Switch#show interfaces switchport backup
Switch Backup Interface Pairs:

Active Interface Backup Interface State

GigabitEthernet2/0/6 GigabitEthernet2/0/8 Active Up/Backup Up

Vlans on Interface Gi 2/0/6: 1-50
Vlans on Interface Gi 2/0/8: 60, 100-120

WDFITIE, Flex Link f >4 —7 =2 A4 20327 LT (LINK. DOWN), ZDA v H—T = A ZATH
JeEN D VLAN i Flex Link X7 O YT A & —7 = A4 AZKBET 58545 O show interfaces
switchport backup =~> ROHWERLET, ZOHTIE, A F—T7 =1 Gi2/0/6 BZ T L
T, Gi2/0/8 73 Flex Link <7 ®3~<To?D VLAN 5| XX F£7,

Switch#show interfaces switchport backup
Switch Backup Interface Pairs:

Active Interface Backup Interface State

GigabitEthernet2/0/6 GigabitEthernet2/0/8 Active Down/Backup Up

Vlans Preferred on Active Interface: 1-50
Vlans Preferred on Backup Interface: 60, 100-120

& OFI T, show interfaces interface-id trunk =< FOH AR LET, R—FD T oF o 71
WARRINET,

Switch# show interfaces gigabitethernetl/0/1 trunk
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show interfaces W

Port Mode Encapsulation Status Native vlan
Gil1/0/1 auto negotiate trunking 1

Port Vlans allowed on trunk

Gil1/0/1 1-4094

Port Vlans allowed and active in management domain

Gil1/0/1 1-4

Port Vlans in spanning tree forwarding state and not pruned
Gil1/0/1 1-4

woHTiL, show interfaces interface-id transceiver properties =~ FOH &R L E T,

Switch# show interfaces gigabitethernetl/0/1 transceiver properties
Name : Gil/0/1

Administrative Speed: auto

Operational Speed: auto

Administrative Duplex: auto

Administrative Power Inline: enable

Operational Duplex: auto

Administrative Auto-MDIX: off

Operational Auto-MDIX: off

woFTrx, show interfaces interface-id transceiver detail =~ > FOHAZ R L F9,

Switch# show interfaces gigabitethernet2/0/3 transceiver detail
ITU Channel not available (Wavelength not available),
Transceiver is externally calibrated.

mA:milliamperes, dBm:decibels (milliwatts), N/A:not applicable.
++:high alarm, +:high warning, -:low warning, -- :zlow alarm.
A2D readouts (if they differ), are reported in parentheses.

The threshold values are uncalibrated.

High Alarm High Warn Low Warn Low Alarm

Temperature Threshold Threshold Threshold Threshold
Port (Celsius) (Celsius) (Celsius) (Celsius) (Celsius)
Gi2/0/3 41.5 110.0 103.0 -8.0 -12.0

High Alarm High Warn Low Warn Low Alarm

Voltage Threshold Threshold Threshold Threshold
Port (Volts) (Volts) (Volts) (Volts) (Volts)
Gi2/0/3 3.20 4.00 3.70 3.00 2.95

High Alarm High Warn Low Warn Low Alarm

Current Threshold Threshold Threshold Threshold
Port (milliamperes) (mA) (mA) (mA) (mA)
Gi2/0/3 31.0 84.0 70.0 4.0 2.0
Optical High Alarm High Warn Low Warn Low Alarm
Transmit Power Threshold Threshold Threshold Threshold
Port (dBm) (dBm) (dBm) (dBm) (dBm)
Gi2/0/3 -0.0 ( -0.0) -0.0 -0.0 -0.0 -0.0
Optical High Alarm High Warn Low Warn Low Alarm
Receive Power Threshold Threshold Threshold Threshold
Port (dBm) (dBm) (dBm) (dBm) (dBm)
Gi2/0/3 N/A  ( -0.0) -- -0.0 -0.0 -0.0 -0.0
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M show interfaces

woHTiL, show interfaces tengigabitethernet interface-id transceiver detail =~ > KO 1R L
i?o

Switch# show interfaces tengigabitethernetl/0/1 transceiver detail
Transceiver monitoring is disabled for all interfaces.

ITU Channel not available (Wavelength not available),
Transceiver is internally calibrated.

mA: milliamperes, dBm: decibels (milliwatts), NA or N/A: not applicable.
++ : high alarm, + : high warning, - : low warning, -- : low alarm.
A2D readouts (if they differ), are reported in parentheses.
The threshold values are calibrated.

High Alarm High Warn Low Warn Low Alarm

Temperature Threshold Threshold Threshold Threshold

Port (Celsius) (Celsius) (Celsius) (Celsius) (Celsius)
Tel/0/1 26.8 70.0 60.0 5.0 0.0

High Alarm High Warn Low Warn Low Alarm

Voltage Threshold Threshold Threshold Threshold

Port (Volts) (Volts) (Volts) (Volts) (Volts)

Tel/0/1 3.15 3.63 3.63 2.97 2.97

High Alarm High Warn Low Warn Low Alarm

Current Threshold Threshold Threshold Threshold

Port (milliamperes) (mA) (mA) (mA) (mA)

Tel/0/1 5.0 16.3 15.3 3.9 3.2

Optical High Alarm High Warn Low Warn Low Alarm

Transmit Power Threshold Threshold Threshold Threshold
Port (dBm) (dBm) (dBm) (dBm) (dBm)

Tel/0/1 -1.9 1.0 0.5 -8.2 -8.5

Optical High Alarm High Warn Low Warn Low Alarm

Receive Power Threshold Threshold Threshold Threshold

Port (dBm) (dBm) (dBm) (dBm) (dBm)

Tel/0/1 -1.4 1.0 0.5 -14.1 -15.0

wOfFITix, show interfaces tengigabitethernet interface-id transceiver properties =~ > KO %
R~LET,

Switch# show interfaces tengigabitethernetl/0/1 transceiver properties
Transceiver monitoring is disabled for all interfaces.

ITU Channel not available (Wavelength not available),
Transceiver is internally calibrated.
Name : Tel/0/1

Administrative Speed: 10000
Administrative Duplex: full
Administrative Auto-MDIX: on
Administrative Power Inline: N/A
Operational Speed: 10000

Operational Duplex: full

Operational Auto-MDIX: off

Media Type: 10GBase-LR

Catalyst 3750-X & U 3560-X R4 wF ARV K Y27 LR
m‘ OL-21522-02-3 |



| £2% Catalyst 3750-X && U 3560-X Cisco [0S aT v K

show interfaces W

BlEaT YK avwvk B
switchport access R—h2RAIT 47 TIEAR-NERLZIAFTIVI TR
R—RELTHRELET,
switchport block A B —T 2 A AP TRBARZ=F Y A NEITYLTFXF Y AN +T

T4 v Ty LET,
switchport backup interface }iHE v 77 v 752 BHT AL A V24 X —T =2 ADXT ThHH
Flex Link Z5&E L £,

switchport mode R—=FDVLAN ARy o7 T—RE2RELET,

switchport mode R—=hr%27F7 4=k VLAN OF A b F— M ERIFREAFR—HEL

private-vlan THRELET,

switchport private-vlan RANR=brDTTAX=FVLANOT7 V> xz— 3, E73R
BR—=FDFT T4 _—K VLAN O~ v B> 7 HEHRLET,

switchport protected FCAA v FOMDEH#ESNIZR— RS LA ¥ 2D2=% ¢ A b,

YNATFXRXY AN BLXOTR—FRX¥ AN 770 v 7 20BELET,
switchport trunk pruning ~ ~ 5> %> 2 £— FOR— LD VLAN 7 L—=" 7tk V) 2 b &%
ELET,
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B show interfaces counters

show interfaces counters

AA T ETIIHEDA X —T = ADOKF A U v & 2FKoxT HI2iE. show interfaces counters %¥F
Me EXEC o~y R&EEALET,

show interfaces [interface-id | vlan vlan-id] counters [errors | etherchannel | module
switch- number | protocol status | trunk] [ | {begin | exclude | include} expression]

BX DA interface-id (EE) WA L 2 —T 2 ZDID (BA T, ZAB T AN (REZ v
W ARER AL v FDOR), TV a—/b, B— "B 5EED),
errors UEE) =9— o ¥ afRrLET,
etherchannel (EE) EZEENEAZTy b, 7a—FRXy 2 F "Fr v b, v FF ¥
AN Ny b, BIXORz2=%% A} X7 v L, EtherChannel 7 v v %
AFEFLET,

module switch- number (L&) fEEENTAZ Y7 A "D T 2 %2FRFLET, HETE L
FIZ1~9 CTF (R v I DAL v FHFEZITHIN) .
DX —U— KL, AZ v IHEHEANIGAA v T TREIHERATEET,
GE) oz~ FTiE, module ¥—UV—FKiZAxZ v 7 2 1"%5 (1

~9) ZBEMLTVWET, A Z—TxA4 XIDICEENDE
P a—LFEFIE. FIZ0 TT,

protocol status EE) AV F—T 2 A ATAX—T NI >TWVWAETE ha)LDAT—X
AEFRLET,
trunk UEE) Fov s o 2aRRFLET,
| begin ({EE) expression & —EH T 51T bEFRZM L ET,
| exclude (fEE) expression & —HT 2172 £ RN LRSI L £77,
| include (F5) faE SN expression & — T 21T2FRICEDET,
expression SHFA N LTHERT 2RO T TY,
~
(i) vilanvlan-id ¥—U—KFiZ, a~r R4 DO~V F 2 WY U AICiEERENETN, AR—FENT
WEH A,
OV K E—F  HEEXEC
av Yy FERE yyy—=x EERNE
12.2(53)SE2 Zoawry RRBMEnELE,

FEREDHLIRSAY F—U—FZ2ANLEVESIE, TRXTOA L EZ—T A ZADTRTOH T L EARERINET,

XFFNTIE, RLFL/NCERRENET, =& 21E, | exclude output & AJ) L7284, output %
ETITIIR R SNEEAD, Output ZEITIERREINET,
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i

show interfaces counters Il

OB Trx. show interfaces counters =~ > RO ITO—¥E2 R~ LET, AL vFDOTXTOI T
HINETREINFET,

Switch# show interfaces counters

Port InOctets InUcastPkts InMcastPkts InBcastPkts
Gil/0/1 0 0 0 0
Gil/0/2 0 0 0 0

<output truncated>

WOHITIL, A% v 7 A2 32 O show interfaces counters module =2~ > KOH 1O — %2~ L %
T, AX Y INTHRESNTIEAAL vTFOTRTOD T IRERINET,

Switch# show interfaces counters module 2

Port InOctets InUcastPkts InMcastPkts InBcastPkts
Gi2/0/1 520 2 0 0
Giz2/0/2 520 2 0 0
Gi2/0/3 520 2 0 0
Gi2/0/4 520 2 0 0
Giz2/0/5 520 2 0 0
Gi2/0/6 520 2 0 0
Gi2/0/7 520 2 0 0
Gi2/0/8 520 2 0 0

<output truncated>

WOFTIX, T XTDOA ¥ —7 =4 AIZ%T % show interfaces counters protocol status =~ > F®
HAOD—#zRrLET,

Switch# show interfaces counters protocol status
Protocols allocated:

Vlanl: Other, IP

Vlan20: Other, 1P, ARP

VIan30: Other, IP, ARP

VIan40: Other, IP, ARP

Vlan50: Other, 1P, ARP

Vlan60: Other, IP, ARP

Vlan70: Other, IP, ARP

V1an80: Other, 1P, ARP

VIan90: Other, IP, ARP

VIan900: Other, IP, ARP

V1an3000: Other, IP

V1an3500: Other, IP
GigabitEthernetl/0/1: Other, 1P, ARP, CDP
GigabitEthernetl/0/2: Other, IP
GigabitEthernetl/0/3: Other, IP
GigabitEthernetl/0/4: Other, IP
GigabitEthernetl/0/5: Other, IP
GigabitEthernetl/0/6: Other, IP
GigabitEthernetl/0/7: Other, IP
GigabitEthernetl1/0/8: Other, IP
GigabitEthernetl/0/9: Other, IP
GigabitEthernetl/0/10: Other, 1P, CDP

<output truncated>

&I, show interfaces counters trunk =~ RO EZRLET, T R_RTHOAL v FZ—T = A A
DT AT ENERENET,

Switch# show interfaces counters trunk

Port TrunkFramesTx TrunkFramesRx WrongEncap

Gil/o/1 0 0 0
Gil/0/2 0 0 0
Gi1/0/3 80678 4155 0
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B show interfaces counters

Gi1/0/4 82320 126 0
Gi1/0/5 0 0 0

<output truncated>

BEEav> R avwyk £
show interfaces BIMOA B2 —T = ZAOEMEZFRLET,
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show interfaces transceivers

show interfaces transceivers

EMATRENU T 4 —2 777 % (SFP) £V a— N A Z—T A ADYIET 0T 4 2 FRKRZT DI
IZ. show interfaces transceivers ### EXEC 2~ > R&fifH L £7,

show interfaces [interface-id] transceiver [detail | dom-supported-list | module number |
properties | threshold-table] [ | {begin | exclude | include} expression]

XD EREA interface-id LE) WA X —T oA ADREE AT — X AL TR LET,
detail HEE) (AL v FITA v A F—A SN TWAE4) Digital Optical
Monitoring (DoM) it b 7 > o — ROEEMECT 7 — o F#H e S0, #H
BT 2R RILET,
dom-supported-list (E8) ¥ R—h&N% DOM kT —R"&+_THERELET,
module number (EE) AA v TFOEY2—NDA L HE—T 2 A~DEREHIBLET,
HETEIHMTILI~9TY, 204 Fvaid, FEDA X —T =4
AIDZ AN LT EZITRAHATEEE A,
properties EE) AV E—T =2 A ZADHE, TaF Lyl A BLOA T2 A
U—REERFLET,
threshold-table (FEE) 7T7—2BIOEE LXWET -7V E2FERLET,
| begin (£ expression & —E4 517 b & RZBIE L £T,
| exclude ({£E) expression & —E$ BT 2 &£ RN BRI LET,
| include (L7 $8E &= expression & — &+ 51T 2 FRICEHEDET,
expression ZHARA N LTHERT2HIINO TS TT,
a2 R E—F o —H EXEC
av > FERE yy—= EERAE

BEREDAA FS54>

]

12.2(53)SE2

Zoavwry RRBMESnELE,

LFEHTIE, KT ENXTFREIENET, =& xiE, | exclude output & AJ L7234 output %
GUITIXF RSN EEAN, Output ZELATIER RS NET,

wOHFITrX, show interfaces interface-id transceiver properties =~ > FOH HEZ R~ LE T,

Switch# show interfaces gigabitethernetl/0/1 transceiver properties

Name : Gil/0/1

Administrative Speed: auto
Operational Speed: auto
Administrative Duplex: auto
Administrative Power Inline: enable
Operational Duplex: auto
Administrative Auto-MDIX: off
Operational Auto-MDIX: off
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B show interfaces transceivers

woFITiL, show interfaces interface-id transceiver detail =~ > Ko Z2R L £1,

Switch# show interfaces gigabitethernetl/0/3 transceiver detail
ITU Channel not available (Wavelength not available),
Transceiver is externally calibrated.

mA:milliamperes, dBm:decibels (milliwatts), N/A:not applicable.
++:high alarm, +:high warning, -:low warning, -- :low alarm.
A2D readouts (if they differ), are reported in parentheses.

The threshold values are uncalibrated.

High Alarm High Warn Low Warn Low Alarm

Temperature Threshold Threshold Threshold Threshold
Port (Celsius) (Celsius) (Celsius) (Celsius) (Celsius)
Gil/0/3 41.5 110.0 103.0 -8.0 -12.0

High Alarm High Warn Low Warn Low Alarm

Voltage Threshold Threshold Threshold Threshold
Port (Volts) (Volts) (Volts) (Volts) (Volts)
Gil1/0/3 3.20 4.00 3.70 3.00 2.95

High Alarm High Warn Low Warn Low Alarm

Current Threshold Threshold Threshold Threshold
Port (milliamperes) (mA) (mA) (mA) (mA)
Gil/o/3 31.0 84.0 70.0 4.0 2.0
Optical High Alarm High Warn Low Warn Low Alarm
Transmit Power Threshold Threshold Threshold Threshold
Port (dBm) (dBm) (dBm) (dBm) (dBm)
Gil/o/3 -0.0 ( -0.0) -0.0 -0.0 -0.0 -0.0
Optical High Alarm High Warn Low Warn Low Alarm
Receive Power Threshold Threshold Threshold Threshold
Port (dBm) (dBm) (dBm) (dBm) (dBm)
Gil/0/3 N/A ( -0.0) -- -0.0 -0.0 -0.0 -0.0

woOFITiX, show interfaces transceiver dom-supported-list =2~ FoOH 12 R LT,

Switch# show interfaces transceiver dom-supported-list
Transceiver Type Cisco p/n min version
supporting DOM

DWDM GBIC ALL
DWDM SFP ALL
RX only WDM GBIC ALL
DWDM XENPAK ALL
DWDM X2 ALL
DWDM XFP ALL
CWDM GBIC NONE
CWDM X2 ALL
CWDM XFP ALL
XENPAK ZR ALL
X2 ZR ALL
XFP ZR ALL
Rx_only_WDM_XENPAK ALL
XENPAK_ER 10-1888-03
X2_ER ALL
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XFP_ER
XENPAK_LR
X2_LR

<output truncated>

ALL

10-1838-04

ALL

show interfaces transceivers

woFI Tk, show interfaces transceiver threshold-table =< > Ko 1R L £,

Optical Tx Optical Rx Temp Laser Bias Voltage
current
DWDM GBIC
Minl -0.50 -28.50 0 NZA 4.50
Min2 -0.30 -28.29 5 NZA 4.75
Max2 3.29 -6.69 60 NZA 5.25
Max1 3.50 6.00 70 NZA 5.50
DWDM SFP
Minl -0.50 -28.50 0 NZA 3.00
Min2 -0.30 -28.29 5 NZA 3.09
Max2 4.30 -9.50 60 NZA 3.59
Max1 4.50 9.30 70 NZA 3.70
RX only WDM GBIC
Minl N/A -28.50 0 NZA 4.50
Min2 N/A -28.29 5 NZA 4.75
Max2 NZA -6.69 60 NZA 5.25
Max1 N/A 6.00 70 NZA 5.50
DWDM XENPAK
Minl -1.50 -24.50 0 NZA NZA
Min2 -1.29 -24.29 5 NZA NZA
Max2 3.29 -6.69 60 NZA NZA
Max1 3.50 4.00 70 NZA NZA
DWDM X2
Minl -1.50 -24.50 0 NZA NZA
Min2 -1.29 -24.29 5 NZA NZA
Max2 3.29 -6.69 60 NZA NZA
Max1 3.50 4.00 70 NZA NZA
DWDM XFP
Minl -1.50 -24.50 0 NZA NZA
Min2 -1.29 -24.29 5 NZA NZA
Max2 3.29 -6.69 60 NZA NZA
Max1 3.50 4.00 70 NZA NZA
CWDM X2
Minl NZA NZA 0 NZA NZA
Min2 N/A N/A 0 NZA NZA
Max2 N/A N/A 0 NZA NZA
Max1 NZA NZA 0 NZA NZA
EEaTUF avwy kR BIL]

show interfaces

BINMOA v E—T 24 ADEMEEFR R LET,
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M show inventory

show inventory

/~— R =7 ® Product Identification (PID; 8% 53]) H# % K9 512i%. show inventory = —+#°
EXEC a~> R&EHEHALET,

show inventory [entity-name | raw] [ | {begin | exclude | include} expression]

XD EREA entity-name (ER) eSS T 4T 4 2Fon LET, L 23X AhiaTae/ Vi
TH—h T7I B (SFP) EVa— DA VA N—NEEREA L H—
7 = A A (gigabitethernetl/0/1 72 &) #AH L ET,

raw (FE) TAALADTRTOTT 4T 4 HFRLET,
| begin ({E:&) expression & —ET 51T bR FE2RMBLET,
| exclude ({EE) expression & —H T 51T2F# RSB LET,
| include (E75) $57E &n iz expression & —8H T 2172 R RICEDET,
expression SRS N ELTHEHAT 2 HINO XTI T,
oYYk E—F . —4 EXEC
avy FEE Jy—= EEAR
12.2(53)SE2 Zoa~y FRBMERE L,

FRLOAMRS4Y =~ FTEAXFTL/IAITFREISAET, 52054, show inventory =~ > N3 8L %5
BHREROT X COMBTRERZ T AT 4D N ZFUoTHRERLET, 2037 8 FU 7T
X, 2T 4 T4 DOHFT (Any FID), =T 4T 4 DB, BEXTEDOT T 4T 1 D Unique
Device Indicator (UDI) (PID. VID, 8L OSN) NFERINET,

~

(3¥) PID 72 iF4&1, showinventory =~> RZ AN L THHNIIEREINE A,

LFHITIE, KXFEDXFERE S ET, 72& 21E, | exclude output & AJ L7234, output %
EUITIXR R SNETAD, Output & ITIEIRRENET,

fl WO TIE, show inventory 2~ RO %R LET,

Switch> show inventory
NAME: "5, DESCR: ""WS—-XXXXXXXX"
PID: WS-xxxxxxx , VID: EO , SN: CATO749R204
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show ip arp inspection W

show ip arp inspection

%A F 3 v 7 Address Resolution Protocol (ARP) MEDHFELB LOEIMEAT — M, HDWTTRXTD
VLAN £/ 88 &nizA v ¥ —7 =4 AR VLAN (2K T 25 Z OMEED AT — X A 2 FKRT 51213,
show ip arp inspection % EXEC =~ F&fEH L £,

show ip arp inspection [interfaces [interface-id] | log | statistics [vlan vlan-range] | vlan
vlan-range] [ | {begin | exclude | include} expression]

ZOa<wryRiE, AAvTFRIPY—ER 7 4—F v By hEFEITLTWDLHEEETHEHTETT,

BX DA interfaces [interface-id] EE) fBESNA VI —T 2 AA AL TRITOAL v X —T = A A

D ARP /37w N OfEREIRIES SOV — MR A FR LET, 7o
VHE—T oA ATIE, WIER— R ER— N FrRANEGENET,

log UEE) #A4F I v 7 ARPHED 7 Ny 77 DiRELNELFERL
£,

statistics [vlan vlan-range] () #ESNT VLAN OEEEFE LT v b, Fay PR
7y b, MAC BEEICR L7237 > by IP BRFRICRER L7237
M, 727EZ2arba—n VR (ACL) ICX - CHABIOHER
En87y by DHCP IZ ko THWB L MESF SN v b
HatiEmaFm LET, VLAN BIEEE SN TWARWVWEA. £7-134
FRFEESNTOLEAIE. X453 v 7 ARP BENA 2—7 1T
Eniz (7277 47) VLAN 2 ofEHa £x LET,

VLAN ID & & Tkl &#7= 1 2® VLAN, FNFENE /A 72T
K] 7= VLAN #iH, 7130 v~ TR -7-—#o VLAN %45
ETHIENTEET, FHETE HHIHIL 1 ~ 4094 T,

vlan vlan-range (EE) 8 E &2 VLAN O ¥ A F 3 v 7 ARP & DR ER L OH)
EAT— 2R FLET, VLAN BEEESNTWARWES, £721T
HHEBEESNTWDAEAIE. 473 v 27 ARP A& NA x—7 L
W&z (7275 47) VLAN ZiF O #REERLET,
VLAN ID &5 Gkl X7z 1 o® VLAN, ZNFENE /A 72T

X)o7 VLAN #iPf, 72130 v~ TR -7 —#od VLAN %5
ETDHIENTEET, IRETE 2HPHIT 1~ 4094 T,

| begin (%) expression & —E$ 21T bRREZMBG LET,

| exclude (L) expression & —E+ 2172 FEN LML ET,

| include (L) 5E & 7- expression & —HT 2172 £ RICEDET,
expression BIARA > b E LTHEAT S HAND ST,

avY kR E—F Kt EXEC

v Y FEE yy—2 EERE
12.2(53)SE2 oIy RRBEMShE L,
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M show ip arp inspection

BEREDAA FS4>

i

LFHNTIE, RXFL/ANCERRBIENET, 72 & 2iE, | exclude output & Ay L7284 output %
ETITIIR R SNETAD, Output Z2EITIERREINET,

WOFTiX, show ip arp inspection =2~ > FOHAZEZ/RL F7,

Switch# show ip arp inspection

Source Mac Validation : Disabled

Destination Mac Validation : Disabled

IP Address Validation : Enabled
Vlan Configuration Operation ACL Match Static ACL
"1 Enabled Active  deny-all No
Vlan ACL Logging DHCP Logging Probe Logging
1 AclMateh A Permit
Vlan Forwarded Dropped DHCP Drops ACL Drops
T o o o 0

Vian DHCP Permits ACL Permits Probe Permits Source MAC Failures

Vlan Dest MAC Failures IP Validation Failures Invalid Protocol Data

wOFITIE, show ip arp inspection interfaces =~ > ROH 2R LET,

Switch# show ip arp inspection interfaces

Interface Trust State Rate (pps) Burst Interval

Gil/o/1 Untrusted 15 1
Gil/0/2 Untrusted 15 1
Gi1/0/3 Untrusted 15 1

& OFTIiL, show ip arp inspection interfaces interface-id =~ > KO EZR L E T,

Switch# show ip arp inspection interfaces gigabitethernetl/0/1
Interface Trust State Rate (pps) Burst Interval

Gil/0/1 Untrusted 15 1

woFITIE, show ip arp inspection log =~ > RO EZRLET, N7 7RI U T ENDHR1IOR
7Ny 7y DNEERRLET,
Switch# show ip arp inspection log

Total Log Buffer Size : 32
Syslog rate : 10 entries per 300 seconds.

Interface Vlan Sender MAC Sender IP Num Pkts Reason Time

Gil/o0/1 5 0003.0000.d673 192.2.10.4 5 DHCP Deny 19:39:01 UTC
Mon Mar 1 1993

Gil/0o/1 5 0001.0000.d774 128.1.9.25 6 DHCP Deny 19:39:02 UTC
Mon Mar 1 1993

Gil/0/1 5 0001.c940.1111 10.10.10.1 7 DHCP Deny 19:39:03 UTC

Mon Mar 1 1993
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show ip arp inspection W

Gil/0/1 5 0001.c940.1112 10.10.10.2 8 DHCP Deny 19:39:04 UTC
Mon Mar 1 1993
Gil/0/1 5 0001.c940.1114 173.1.1.1 10 DHCP Deny 19:39:06 UTC
Mon Mar 1 1993
Gil/0/1 5 0001.c940.1115 173.1.1.2 11 DHCP Deny 19:39:07 UTC
Mon Mar 1 1993
Gil/0/1 5 0001.c940.1116 173.1.1.3 12 DHCP Deny 19:39:08 UTC

Mon Mar 1 1993

0y Ny Ty RE—N_"—7a—FT5HHIE, gl AR T Ny 77 IIRELRNI EEERL
TE Y. show ip arp inspection log ## EXEC 22~ > ROHIREEEZZ T ET, vy MLV
RO T RTOT—Z DR VIC [l BERINET, 20> bV ITIE, 2B ORHERD
RSN FETAL, B0 RYBRRINDIGEIL. v Ny 77D b UEAEESLT 0,

ip arp inspection log-buffer 72— 3L 207 4 Falb—v gy avr RTarX o7 L— hMEHESCL
£7

W’ OBFITIX, show ip arp inspection statistics =~ > KO hERLET, ¥4+ v 7 ARP REIC
Lo TR ENT-TRTHOT 7T 4 7 VLAN O3 v FOFEFHEREFRLET,

Switch# show ip arp inspection statistics

Vlan Forwarded Dropped DHCP Drops ACL Drops
5 3 4618 4605 4
2000 0 0 0 0

Vlan DHCP Permits ACL Permits Source MAC Failures

5 0 12 0
2000 0 0 0

Vlan Dest MAC Failures IP Validation Failures

5 0 9
2000 0 0

show ip arp inspection statistics =~ > K TiZ, AA v FIXMEE SN/ A F I v 7 ARP iR — b
D& ARP BREB L OISENRT v FOEREF /T v MIEBINSEE T, A1 v FiE, #HEx
MAC. %85 MAC., F7IXIPREFF = v 712k o THEEENTEZE 37y @ ACL £7-1% DHCP #rJ
BTy M EINSE, @O EEnsE £,

W OFITIX, show ip arp inspection statistics vlan5 =~> KO 2R L ET, #1452 ARP
RAEIC L > TUEL I VLANS O X7 v FOEFHEREFR R LET,

Switch# show ip arp inspection statistics vlan 5
Vlan Forwarded Dropped DHCP Drops ACL Drops

5 3 4618 4605 4

Vian DHCP Permits ACL Permits Source MAC Failures

5 0 12 0
Vlan Dest MAC Failures IP Validation Failures Invalid Protocol Data
5 0 9 3
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M show ip arp inspection

W OHTIL, show ip arp inspectionvlan5 =~ > Ko ERLET,VLANS DX 15 v 7 ARP
MEOREBLOIMEAT— FE2RRLET,

Switch# show ip arp inspection vlan 5

Source Mac Validation

:Enabled

Destination Mac Validation :Enabled

IP Address Validation :Enabled
Vlan Configuration Operation ACL Match Static ACL
5 Enabled Active  second N
Vlan ACL Logging DHCP Logging
5 Aclwateh AL
BEavUF avwUk SiEA

arp access-list

ARP ACL ZzE&£LET,

clear ip arp inspection log

ZAFIv7 ARPHER S Rv 7722707 LET,

clear ip arp inspection statistics

Y453 v 7 ARP REDHHIEE 2 U T LET,

ip arp inspection log-buffer

FAF Iy ARPRERY L7 Ny 7 7 2BELET.

ip arp inspection vlan logging

VLAN HALTREERT 537 » b D Z A T2 fillifl L £

show arp access-list

ARP 77t U A MIBETHiEMERRLET,
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show ip dhcp snooping I

show ip dhcp snooping

Dynamic Host Configuration Protocol (DHCP) A X —Vv v 7R E%EF T 5H12i%, show ip dhep
snooping =—¥% EXEC =~ > R&HHA L £,

show ip dhcp snooping [ | {begin | exclude | include} expression]

BXXn5iA | begin (fE&) expression & —H T 1T bFRz2hMA L £,
| exclude ({:#) expression & —H T 2172 £ FZNHERAAL ET,
| include (EE) $5E &7 expression &~ 5172 £RICEHD£T,
expression ZRARA M E L THERT 2 H NN LFHTY,
a2k E—F = — EXEC
av Y FERE yy—= EEAE
12.2(53)SE2 Zoa<wry RRNEBMENRE L,

EREDAA FS54>

LFHITIE, KXFEDXFRR S ET, 72& 21E, | exclude output & AJ L7354, output %
EUITIIFRINERAL, Output 2 ETITIFFRINET,

Zoa<wyRiE, Fa—L ar 7 4 Xal—va OREREITERRLET, LN oT, 2o
T, ARV IR —%y MID ACERESINTWESRAEDL, Y—F v MDYV 77> 3 T
vlan-mod-port ®7 7 4L MERTEREINET,

0] W OHCiL, show ip dhep snooping =~ KO 1E# R LET,
Switch> show ip dhcp snooping
Switch DHCP snooping is enabled
DHCP snooping is configured on following VLANs:
40-42
Insertion of option 82 is enabled
circuit-id format: vlan-mod-port
remote-id format: string
Option 82 on untrusted port is allowed
Verification of hwaddr field is enabled
Interface Trusted Rate limit (pps)
GigabitEthernetl/0/1 yes unlimited
GigabitEthernetl/0/2 yes unlimited
GigabitEthernetl/0/3 no 2000
GigabitEthernetl/0/4 yes unlimited
BlEaT YR avwok B

show ip dhcp snooping binding  DHCP A X—t' > 7 A v F 4 v 7 ERE R R LET,
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M show ip dhcp snooping binding

show ip dhcp snooping binding

AA v F RIZHEIZEA B —T A ZADDHCP ZAX—E L 7 NA T 40 7 FT—2RXR—=2ABLOHKE

%7 5I12iE, show ip dhep snooping binding == —4% EXEC =2~ R&EMH L 7,

show ip dhcp snooping binding [ip-address] [mac-address] [interface interface-id] [vlan
vlan-id] [ | {begin | exclude | include} expression]

B ip-address ULE) "M T4y 7 = b IPT RLAEZRELET,

mac-address (FEE) "M T 47 = b MAC (AT 4777 AHI#E) 7 KL =R
HIRELET,

interface interface-id UEE) NA VT AV ITANA V=T =24 AEBELET,
vlan vlan-id HEE) "M vF 427 =) VLAN i EE L £1,
| begin expression & —E T 2T b RREIAL £7,
| exclude expression & —ET 21T 2 KRN DERSINL T,
| include FEE L7z expression & —EH T 2172 RRICEDET,
expression SHARA v N LTHERT 2 HIANOCFHITT,

avY kR E—F o —4 EXEC

oy FERE Jyy—=x EENE
12.2(53)SE2 Zoa<wry RRNBMEE L,

EREDAHA R34y

]

show ip dhcp snooping binding =~ FOWNIE, A4 F I v 7 ICEESINIAS T 4 v 7RG %
FRLET, DHCP AX—V v I NA T 4 VT T—ERXR—ANDODHAFT I v I BLORIT 4 v 7
WCRRTE SNT A T 4 v 7 %FRT 5121%, show ip source binding ## EXEC =2~ > F&EA L
iﬁ—o

DHCP AX—VE U I WA RX—TNTA VB =T oA ANFX T AT — MIEBINEHE, FHICH
EINTNA T 4 TITHIBRS N ER A,

SCFEFITIE, RXFEDLFPEIESNET, =& %, | exclude output & A1 L7354 output %
EUITIIFR R ENEH AN, Output % & 171 i%réﬂif

OB TE, AA v FDODHCP AX—VY L7 AT 407 2 v 2ERRTLHEERLET,

Switch> show ip dhcp snooping binding

MacAddress IpAddress Lease(sec) Type VLAN Interface
01:02:03:04:05:06 10.1.2.150 9837 dhcp-snooping 20 GigabitEthernet2/0/1
00:D0:B7:1B:35:DE 10.1.2.151 237 dhcp-snooping 20 GigabitEthernet2/0/2

Total number of bindings: 2
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show ip dhcp snooping binding W

WOFITIE, BHEDIP T FLAD DHCP AX—E T NAVF o7 =y M) 2FpiT 3 HESTR
LEJ,

Switch> show ip dhcp snooping binding 10.1.2.150
MacAddress IpAddress Lease(sec) Type VLAN Interface

01:02:03:04:05:06 10.1.2.150 9810 dhcp-snooping 20 GigabitEthernet2/0/1
Total number of bindings: 1

WOFITIE, BED MACT RLAD DHCP AX—Y U 7 XA vF 4oy = N 2F T 5 HES
RLET,

Switch> show ip dhcp snooping binding 0102.0304.0506
MacAddress IpAddress Lease(sec) Type VLAN Interface

01:02:03:04:05:06 10.1.2.150 9788 dhcp-snooping 20 GigabitEthernet2/0/2
Total number of bindings: 1

WKOBTIE, R—FDDHCP AX—VE 7 XA T v 7 oo b)) #FRT 5 HEEZRLET,

Switch> show ip dhcp snooping binding interface gigabitethernet2/0/2
MacAddress IpAddress Lease(sec) Type VLAN Interface

00:30:94:C2:EF:35 10.1.2.151 290 dhcp-snooping 20 GigabitEthernet2/0/2
Total number of bindings: 1

KOFITIE, VLAN 20 O DHCP AX—VE' > 7 NA T 47 20 M) 2RoRnT 2 5iEE R LET,
Switch> show ip dhcp snooping binding vlan 20

MacAddress IpAddress Lease(sec) Type VLAN Interface
01:02:03:04:05:06 10.1.2.150 9747 dhcp-snooping 20 GigabitEthernet2/0/1
00:00:00:00:00:02 10.1.2.151 65 dhcp-snooping 20 GigabitEthernet2/0/2

Total number of bindings: 2

7 2-35 12, show ip dhcp snooping binding =2~ > ROHNIZERENDE KT 4 — /L ROFBEHEZRL
iﬁ—o

& 2-35 show ip dhcp snooping binding a<> FHA

F4—ILE S

MacAddress IFGAT v b =Ky =27® MAC 7 L &

IpAddress DHCP —IZEID Y ToHNE7 FA T MIP T LA
Lease(sec) IP7 FLRICKT 250 DY — R

Type NA T4 T 2L

VLAN P2IGAT M A E—=T A AD VLAN F 5

Interface DHCP 7 5 A7 v b RA MIHT o4 v X —T = A R

Total number of bindings |24 v FIZHEINBEENA T 1 v 7

GE) s~y FHATE Gt AT 4y 7HEBRRENRNI L
bHYET, L& XE 200 A T 4 VT PAAL v FITRIE S
NTTNTONS T o VT BRERESNDHNCE R RS E
G, ARBIIAR SR EE A,

avwyk HL]
ip dhcp snooping binding DHCP AX—V > NA T 4 v 7 T—E_R—2EHELET,
show ip dhcp snooping DHCP AX—¥Y v/ REEFR R LET,
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M show ip dhcp snooping database

show ip dhcp snooping database

DHCP AX—V' T NA T4 T—=FR—=A =V = NOARAT —H A%RK 7T LI2iE, show
ip dhcp snooping database = —# EXEC =2~ > R&EEHA L £,

show ip dhcp snooping database [detail] [ | {begin | exclude | include} expression]

ZOa<wyRiE, AAvTFRIPY—ER 7 4—F v By hEFEITLTWDLHEEETHEHTETT,

BX DA detail (LB B AT —4 2 et lE TR LT,
| begin (fE%) expression & —£J 2170 bR &G L £,
| exclude ({EF) expression & 4 21T &R RN L £,
| include (LH) 8 E 7= expression & —ET 2172 F£RICEDET,
expression ZHRA & LTHEMT 2HIINOLFHITT,
avY kR E—F o —4 EXEC
av Y FEE Jyy—=x EERNE
12.2(53)SE2 Toawy FABMEShE L,
i W DOfFITix, show ip dhep snooping database =~ > RO Z R LET,

Switch> show ip dhcp snooping database
Agent URL :

Write delay Timer : 300 seconds

Abort Timer : 300 seconds

Agent Running : No
Delay Timer Expiry :
Abort Timer Expiry :

Not Running
Not Running

Last Succeded Time : None
Last Failed Time : None
Last Failed Reason : No failure recorded.

Total Attempts
Successful Transfers :
Successful Reads
Successful Writes
Media Failures

Startup Failures :
Failed Transfers :
Failed Reads
Failed Writes

[cNeoNeoNeoNe]
[eNeNeNe]

WO FITIE, show ip dhep snooping database detail =~ > RO HE R LET,

Switch# show ip dhcp snooping database detail
Agent URL : tftp://10.1.1.1/directory/fTile
Write delay Timer : 300 seconds

Abort Timer : 300 seconds

Agent Running : No
Delay Timer Expiry :
Abort Timer Expiry :

7 (00:00:07)
Not Running
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show ip dhcp snooping database W

Last Succeded Time : None
Last Failed Time : 17:14:25 UTC Sat Jul 7 2001
Last Failed Reason : Unable to access URL.

Total Attempts : 21 Startup Failures : 0
Successful Transfers : 0 Failed Transfers : 21
Successful Reads 0 Failed Reads : 0
Successful Writes 0 Failed Writes : 21
Media Failures 0
First successful access: Read
Last ignored bindings counters :
Binding Collisions : 0 Expired leases : 0
Invalid interfaces : 0 Unsupported vlans : 0
Parse failures : 0
Last Ignored Time : None
Total ignored bindings counters:
Binding Collisions : 0 Expired leases : 0
Invalid interfaces : 0 Unsupported vlans : 0
Parse failures : 0
BEaIvUF = e
ip dhcp snooping VLAN ETDHCP AX—F v 7 %A 3—7 M LET,
ip dhcp snooping database DHCP ZAX—tY L 7 XA VT4 v T A _R— A ==z
NEREFIAA T AT 77 ANVERELET,
show ip dhcp snooping DHCP A X — v v /WA &R -R LET,
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M show ip dhcp snooping statistics

show ip dhcp snooping statistics

DHCP A X —v v 7@ a h~ U — X E 133N TE R 7 51X, show ip dhcp snooping
statistics = — 4% EXEC a~> &AL £,

show ip dhcp snooping statistics [detail] [ | {begin | exclude | include} expression]

BX DA detail (R FefeHEmaesERLET,
| begin (L7 expression & 3+ 2175 bR R ZBLE L E T,
| exclude (&) expression & —E¢ 5472 FmnbHA LET,
| include (EE) 5 &7 expression & —ET 2172 R RICHHET,
expression SMARA v N ELTHEAT 2 HIINOLTHTT,
avY kK E—F = —% EXEC
av Yy FERE yy—= EENE
12.2(53)SE2 Zoavwry RRBMESRELE,

BEREDAA FS54>

]

LFEHTIE, KT ENXTFREIESNET, =& xiE, | exclude output & A L7234, output %
ETITIIR R SNETAD, Output 28 ITIERREINET,

AA vF AZ v T TlE, TRCOMEHERN AL v 7 ~ALZ—THEBRENET, FILVWAZ v T =X
H—NEHINTGAE, Rith v o213y FERET,

& OBFITIL, show ip dhep snooping statistics =~ > KOH 2R L E7,

Switch> show ip dhcp snooping statistics

Packets Forwarded =0
Packets Dropped =0
Packets Dropped From untrusted ports =0

wOfFEITiX, show ip dhep snooping statistics detail =~ > RO Z R LET,

Switch> show ip dhcp snhooping statistics detail
Packets Processed by DHCP Snooping
Packets Dropped Because

IDB not known

Queue full

Interface is in errdisabled
Rate limit exceeded

Received on untrusted ports
Nonzero giaddr

Source mac not equal to chaddr
Binding mismatch

Insertion of opt82 fail
Interface Down

Unknown output interface

Reply output port equal to input port
Packet denied by platform

1
o

L 1 1 1 A | I A 1
[eNeoNeoNeoNoNoNoNoNoNoNoNoNol
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show ip dhcp snooping statistics W

# 2-36 12, DHCP A X — v /FHiEHERB L OZFOFBAE R L E T,

& 2-36 DHCP R X—F VI #sHEH

DHCP RX—E vV #EHER B

Packets Processed by DHCP Snooping BRI ATy hBLO Ry PSRNy R b E
DT, DHCP AX—t L JIz Lo T I N7 v b

DR,

Packets Dropped Because IDB not known |4 > kD ASA v & —T = A ZAEHETERNT T —
2k 8

Queue full Ay b ORI Sh B NEF = — R TH 5 =

7 — 0¥, FEFIZE N — T DHCP ~F » M E%(E
L. ABE—= R TL— MHIRDA =T Mo TV
WIHE, 2O T —BRETLIZLENHY £,

Interface is in errdisabled errdisable & L C~—2 &hi=R— b TR7y h2ZIEL
T, HURIEET D TR B B DIF, AR— R
errdisable 27— F TH DL HITT v PRI F 2 —(T
A, ZOAY Y MR TLESHAEETT,

Rate limit exceeded A—FTRESNRTNWAL— MIREZBA T, 1% —
7 = A A errdisable 27— KNI 72 o 7210145,
Received on untrusted ports FEET& 72— FTDHCP #+—2 35 v | (OFFER,

ACK, NAK. LEASEQUERY ®\W§hh) &=L T
ke v 7 L=m,

Nonzero giaddr BETEARVWAR—FTZEL/EZDHCP A7y hD Y L—
T—Yxr T FLA 74— R (giaddr) 23 = LSk
725 7=B1¥%, F721% no ip dhcp snooping information
option allow-untrusted 72—/ 3L 2307 4 ¥ 2 L—
Vary avry RERELTELT, BETERVA— b
TEELI Ay NCAT v ar 82 7 —2NEEh T
7B

Source mac not equal to chaddr DHCP "oy v 27 747 KN MACT RLA 7 4 —)b
K (chaddr) 2334 > h@#EEX MAC 7 FL A & —E
9", ip dhcp snooping verify mac-address 7 v —/3/1
OV 4Falb—Yary avwy RRRESHLTWSEE,
Binding mismatch MAC 7 FL A& VLAN ORT DA V5T 4 2 T3R5
TWAR— &R 5K — T, RELEASE /X7 v b
F 7212 DECLINE X7 v M 255 L7cE, 24k,
DRARRD I FZA T Ve AT—T7 407 LEHELT
WAHAREMERH D Z L AR LETH, 7 74T ERA
A v FOHDOR— MIBE LT RELEASE £7-1%
DECLINE 37 L7c 2 2RI b H Y £9, MAC
T RUVAF, A= Xy h ~y X —0DEETL MAC 7 R
LA TlE7e <, DHCP /37 » h® chaddr 7 1 —/L R i
BHENET,

Insertion of opt82 fail PRIy b ~OF T 82 FHFANT T —Th o Ak,
F T a8 TR EFLNATy MRS U H—Fy bO
H—W sy NOYA X B2 56, ATz T —
WZRAHZEendH £,
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M show ip dhcp snooping statistics

% 2-36 DHCP A X—F v #aH&#R

DHCP RX—FE v J§sHE#R

B8

Interface Down

NXry "W DHCP YL — 2 —V 2y DA TH D
N, V==V bDSVIA LV E =T =2 ARF Y
Y LTWAEN, DHCP — 1~V 54 7 v NERD
REEEINEDZEOM T SVI BN T v LTEEBA I3 AET
HET—TTN, OoZICRELERE A,

Unknown output interface

F 7T ar 82T —HERIIMACT LA T—T /10D

I 7T o TONTANT, DHCP IR 7 v o H

AV E =T oA ZAEHWTE o 2EE, /37 v M

FryZ7E&NET, 7230823 FHINTES T,

7947 s MAC 7 R L ABRHIREINIC 2 » =341

BAETHZERBVET, F—bEXF=2UT 40 73

Y TIPSG NA F—TF NN ThHY, A7 a3 82 BNA x—
TNLTRWES., 7947 D MAC 7 FL X [3%H

SN, BNy NI Rey T anEd,

Reply output port equal to input port

DHCP &%/ O AR — b BAN A=K LRLT
b, =T OWRENDOKIK Lo B, *y FU—
7 OFEDRRY | ET2IR— F OEHERE DA O ATRE
PERLET,

Packet denied by platform

Ty R 7 —LEADOLVVA VL STy R
EA S TR,

BEEav K avwyvk HL)

clear ip dhcp snooping DHCP AX—V VT NA VT 4T T—HRX—=R D7 H
DHCP AX—VE I NA T4 T T—=AR=A 2=V x
MEFHEBR A U Z . DHCP AX —E U JHEaHER I U v & %
7T LET,
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show ip igmp profile

show ip igmp profile

BRESNETRTCOAS v E—F v b ZA—7EFH 7o bar (IGMP) a7y AL, 3B ESHh
72 IGMP 7' 7 7 A4 )V & FRT HI121%, show ip igmp profile $### EXEC =~ REMHEH L 9,

show ip igmp profile [profile number] [ | {begin | exclude | include} expression]

EX DA profile number (L&) £ T 5 IGMP 717 7 A V&S, HETE HH#IFEIL 1 ~ 4294967295
TT, 777 ANESRANTEATHARVEE, TXTOIGMP 717 7 A
ANERENET,
| begin (L&) expression & —8+ 2177 HFRZ LG L £ T,
| exclude ({#) expression & —H T 2172 R RZNOBRA L ET,
| include (EE) FRE Sz expression & — T 2172 R RICHEDET,
expression BERAFEA > b LTHEAT B INOLFHITT,
aIYF E—F 4 EXEC
oy FERE yy—=x EERAE
12.2(53)SE2 A=y FARBEMEShELE,

BEREDAA FS54>

LFEHTIE, KT ENXTFREIESNET, =& xiE, | exclude output & AH L7=354 . output %
ETITIIR R SNETAD, Output 28 ITIERREINET,

i ROBITIX, v 77 ANFESEREE LGS LHEE LRWES @ show ip igmp profile £ EXEC
S FOWAERLET, 7077 A VESPANERTORVE S, FRICEAL v F ETRES
NEFTRTOTnT 7 AAREERET,

Switch# show ip igmp profile 40
IGMP Profile 40

permit

range 233.1.1.1 233.255.255.255
Switch# show ip igmp profile
IGMP Profile 3

range 230.9.9.0 230.9.9.0
IGMP Profile 4

permit

range 229.9.9.0 229.255.255.255

EEa<TUF =Y BIL]
ip igmp profile EESNEZIGMP 707 7 A VEBERELET,
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M show ip igmp snooping

show ip igmp snhooping

AA v FERLIZVLAN DA v Z—%y b ZA—7FR7a ha)l (IGMP) AX—V o VREERT
95121, show ip igmp snooping =—# EXEC a2~ F&H L £,

show ip igmp snooping [groups | mrouter | querier] [vlan vlan-id] [ | {begin | exclude |
include} expression]

XD EREA groups (L&) show ip igmp snooping groups = <> RZ BB L T F &V,
mrouter (f:#) show ip igmp snooping mrouter =~ > FESMH L T Z X,
querier (f&&) show ip igmp snooping querier =~ REZZWL T E &0,
vlan vlan-id (fE7) VLAN Zf5E Lx9, #iPHi 1 ~ 1001 35 X T8 1006 ~ 4094 T3 (4%

¥ EXEC E— ROGA TR ATRE) .

| begin (%) expression & —E T 2170 bR FEBB LT,
| exclude ({EE) expression & —ET 5172 &R0 O LET,
| include (%) fRE Shi- expression & BT 5172 R RICEDET,
expression BHRA R E L THAT 2 HAINOIFHITT,

avY kR E—F o —4 EXEC

vy FERE Jy—=x EFENR
12.2(53)SE2 Zoa<wry RRNBMEE L,

EREDAHA R34y

]

AA o FETNIEED VLAN DAX = U VT OREZ R RTHDOICZOavy KA LET,

VLAN ID 1002 ~ 1005 i, h—27 >V > 7B L FDDI VLAN IZ TR ENTWT, IGMP A X—E
JTIHERTE EEA,

XFHNTIE, RXF LN ERRIENET, =& 21E, | exclude output & AT L7-84 . output %
ETITIIFRRSNEEAN, Output ZETITIERREINET,

WOFTIE, show ip igmp snooping vlan 1 =~ > RO AR LET, 22 T, $ED VLAN ©
ARX—E TR EFORLET,

Switch# show ip igmp snooping vlan 1
Global IGMP Snooping configuration:

IGMP snooping :Enabled
IGMPv3 snooping (minimal) :Enabled
Report suppression :Enabled
TCN solicit query :Disabled
TCN flood query count :2

Last member query interval : 100

Catalyst 3750-X & U 3560-X R4 wF ARV K Y27 LR
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IGMP snooping

Immediate leave

Multicast router learning mode
Source only learning age timer
CGMP interoperability mode

Last member query interval : 100

W ORFITIX, show ip igmp snooping =~ RO &R LET, T2

NRTDAX—E U T ER R LUET,

Switch> show ip igmp snooping

Global IGMP Snooping configuration:

IGMP snooping : Enabled
IGMPv3 snooping (minimal) : Enabled
Report suppression : Enabled
TCN solicit query : Disabled

TCN flood query count -2
Last member query interval : 100

show ip igmp snooping M

:Enabled
:Disabled
pim-dvmrp
:10

- 1GMP_ONLY

S, AA v F LD VLAN

Vlan 1
IGMP snooping :Enabled
Immediate leave :Disabled
Multicast router learning mode pim-dvmrp
Source only learning age timer :10
CGMP interoperability mode - 1GMP_ONLY
Last member query interval : 100
Vlan 2
IGMP snooping :Enabled
Immediate leave :Disabled
Multicast router learning mode pim-dvmrp
Source only learning age timer :10
CGMP interoperability mode - 1GMP_ONLY
Last member query interval : 333
<output truncated>

BEaTUF avwvFk BieA

ip igmp snooping

AA v FFEF721Z VLAN ® IGMP AX—¥Y o T % A4 X —7
M LET,

ip igmp snooping
last-member-query-interval

IGMP 2 X — ¥ 7 OFRE " RE7: Leave ¥ A ~—% A X —
T LET,

ip igmp snooping querier

LAY 22Xy hU—=27DIGMP 7 =) THRER A *— T v
IZLET,

ip igmp snooping report-suppression

IGMP L 7R— MMl & A F—7 /M LET,

ip igmp snooping tcn

IGMP bR m PR @MBEIEZ R E L 7,

ip igmp snooping tcn flood

IGMP FARu UEFBMEINELE LT ALTF XYy AN 7Ty
T AT ERELET,

ip igmp snooping vlan
immediate-leave

VLAN @ IGMP 2 X — ¥ v Z RSB 2 4 R — T LT
LET,

ip igmp snooping vlan mrouter

A FXRY AR N—F K= FEBMN, EidwrFFy X
FOFEEGRERELET,
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M show ip igmp snooping

avwy kR

SiBA

ip igmp snooping vlan static

LAY 2AR—F 2L TFXYx AL TNL—TDALNE LT
FROIZEI L E9,

show ip igmp snooping groups

ALy FDIGMP AX—¥E 7 v LVFFXFx A T—T L
ERRLET,

show ip igmp snooping mrouter

24 v FERITBEENT-~/LTF X+ 2 VLAN © IGMP
AR =Y T =NV FXRY A L—F R— M2 RLET,

show ip igmp snooping querier

AL v F EICRESNT IGMP 7 =V 7 ORER L OEE
HHRERRLET,
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show ip igmp snooping groups M

show ip igmp snooping groups

AL v FOA L H—=Fy b TL—TEFRTa bai (IGMP) AX—vE 7 v FHy A~ T—T )L
ERAT DD, I LT F v A MERERRZT 512X, show ip igmp snooping groups it
EXEC a~ > FEMEHLET, faEESN/e~vATFF v A N VLAN O ALFH ¥ X F T—T7 0, £720Z
BEO~ LT X ¥ A MEREFRRT DT, vlan F—U—RERELTHERALET,

show ip igmp snooping groups [count | dynamic [count] | user [count]] [ | {begin |
exclude | include} expression]

show ip igmp snooping groups vlan vlan-id [ip_address | count | dynamic [count] | user
[count]] [ | {begin | exclude | include} expression]

BXDEHEA count (EE) EF=r MV ofRbvic, BEShk=a~ry K A7 varo
T M ERRLUET,
dynamic (fER) IGMP ZX—v U 70 FEEH L= N 2RRLET,
user ER) =—VREONAVLTHF¥ AL = NI EFEERRFLET,
ip_address UEE) BEIN—7IP T RLADZLALTF Xy A N INA—TDORMEE TR LET,
vlan vlan-id ({£3#) VLAN Zf5E LE3, f5E TX 2 %P3 1 ~ 1001 3 £ 18 1006 ~ 4094 T
TO
| begin ({E7) expression & —HT 51T bFEREHMBLET,
| exclude (fEE) expression & —HT 2172 £ RN LIRS L £,
| include (L) $EE Sh7- expression & T 2172 FRICEDET,
expression ZHARA e LTHEMT 2 NNOITHITT,
avwvk E—F kekE EXEC
vy FERE Jy—= EEANR
12.2(53)SE2 Zoawy RBMEMEShE L,

EREDAHA R34y

]

<NV F XY AMERELIIIATF XY AL T—TNEFRTIHINE, C0avr Re@HALET,

VLAN ID 1002 ~ 1005 i, h—72 > U 7B LT FDDI VLAN IZ PR S TWT, IGMP A X —t"
JTIHMEMTE £ A,

LFFNTIE, RXFL/NCEREENET, =& 21E, | exclude output &AM L7854, output %
ETITIIR R SNETAD, Output ZEITIIRREINET,

ORI TIX, F—U— KOHEEE L722 show ip igmp snooping groups =~ ROHE &R LET,
AA v TFOZINVNF XX AN T—TANRRFINET,

Switch# show ip igmp snooping groups

Vlan Group Type Version Port List

1 224.1.4.4 igmp Gi1/0/11
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M show ip igmp snooping groups

1 224.1.4.5 ignp Gi1l/0/11
2 224.0.1.40 igmp v2 Gi1/0/15
104 224.1.4.2 igmp v2 Gi2/0/1, Gi2/0/2
104 224.1.4.3 ignp v2 Gi2/0/1, Gi2/0/2

WOFITIiX, show ip igmp snooping groups count =~ > KOH N ERLET, AL vF EDO~ILF
YA ITN=TORBNERENET,

Switch# show ip igmp snooping groups count

Total number of multicast groups: 2

W OB TiX, show ip igmp snooping groups dynamic =~> KOHHERLET, IGMP A X—t
TICEDFE L N ETERRLET,

Switch# show ip igmp snooping groups vlan 1 dynamic

Vlan Group Type Version Port List
104 224.1.4.2 igmp v2 Gi2/0/1, Gil/0/15
104 224.1.4.3 igmp v2 Gi2/0/1, Gil/0/15

W OHTIL, show ip igmp snooping groups vlan vlan-id ip-address =~ RO N ZRLET, HE
ENFEIPT RLADI V=T Dz b ZFRLET,

Switch# show ip igmp snooping groups vlan 104 224.1.4.2

Vlan Group Type Version Port List
104 224.1.4.2 igmp v2 Gi2/0/1, Gil/0/15
BEa<> K avwUFk SiEA

ip igmp snooping AA v FE£721Z VLAN O IGMP A X — B> V% A 3 — 7 VIC
LET,

ip igmp snooping vlan mrouter < NVF XY AR L—HF R—FERELET,

ip igmp snooping vlan static LAY 2R—=b 2L FXTXx AN TN —TDRA L RE LTHB
IZEMLET,

show ip igmp snooping AA v FETIZVLAN O IGMP 2 X —VE LV JHREEFERLE
‘é—o

show ip igmp snooping mrouter o v FE7ITFESNT=~v/LFF v 2 b VLAN @O IGMP =
X—E T N FxRy A = R—beFRRLET,
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show ip igmp snooping mrouter Ml

show ip igmp snooping mrouter

AA v FERIBEESNIZ~LFF ¥ A b VLAN IS L CEINICEE SN A v 2 —F vy b T —TF
HE7a han (IGMP) AX—vE U 7 EFHTRESNTLIATFF Y AR V—F K= aRFRTD
\Z1X. show ip igmp snooping mrouter %t EXEC =~ F&HEHA L £,

show ip igmp snooping mrouter [vlan vlan-id] [ | {begin | exclude | include} expression]

BX DA vlan vlan-id () VLAN 45 LE4, $5ETX 5413 1 ~ 1001 3 X 18 1006 ~
4094 ¢,
| begin ({F:7) expression & T 21T bFEFLZBMBLET,
| exclude ({#) expression & —H T 2172 R RZN BRI L ET,
| include () fRE SN expression & — T 2{T2RRICEDET,
expression ZRAA b ELTHERT 2 HANOLFHITT,
a3V R E—F K EXEC
avy FEE Jy—=x EHEAR
12.2(53)SE2 Zoa~wy RRBEMENE L,

BEREDAA FS54>

]

AA o FEIIIHFED VLAN LOYALFF vy A b b—% K— b ERART DL, Z0avy REHEH
LET,

VLAN ID 1002 ~ 1005 i, h—2 >V > 7B L FDDI VLAN IZ PR ENTWT, IGMP A X—E
JTIHMEMTE A,

Multicast VLAN Registration (MVR; /v F %+ 2 K VLAN LR FL—3a v) DA R—T LD
4. show ip igmp snooping mrouter =~ FiZ MVR < /L F % ¥ A h JL— X DIFEHRE LV IGMP =
X—E I IERERRFLET,

LFEHTIE, KT ENFEREIESNET, =& 2 E, | exclude output & AF L7234, output &
ETITIIFRRSNEEAN, Output ZETITIFRREINET,

wOFICIE, show ip igmp snooping mrouter =~ > KOHNERLET, AL v TF L TwLTFFv X
b =& R— 2R RLET,

Switch# show ip igmp shooping mrouter
Vlan ports

1 Gi2/0/1(dynamic)
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M show ip igmp snooping mrouter

BEEav K avwyvk

SiBA

ip igmp snooping

AA v FE71LVLAN O IGMP A X —t' > F % A X — 7 )V|C
L/i‘j‘o

ip igmp snooping vlan mrouter

~LFF X AR —F K= FEBENLET,

ip igmp snooping vlan static

LAY 2R—FE2ALTFFr AN T —FDRANE LT
BN ET,

show ip igmp snooping

AA v FETIZVLAN D IGMP 2 X —v o 73 Er2 TR LET,

show ip igmp snooping groups

AL v FELITRHREENTZNRTA—=FDIGMP AX—t' 7 <
NTFFx X MEREZRRLET,
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show ip igmp snooping querier W

show ip igmp snooping querier

AA v FCHRESINTZ IGMP 7 =) 7 O ER L OEEF# %2 #7512, show ip igmp snooping
querier detail =—#% EXEC =~ F&HEH L £7,

show ip igmp snooping querier [detail | vlan vlan-id [detail]] [ | {begin | exclude |
include} expression]

X DEREA

detail () IGMP 7 = U 7 OFMERAF R LET,

vlan vlan-id [detail] (1) 58 &N7= VLAN ®© IGMP 7 =V 7iE#&F R LET, BETE
HHiFAIL 1 ~ 1001 £7-1% 1006 ~ 4094 T3, FEMIE®A £5RT 5I120%
detail ¥F—7—F&FEHL £,

| begin (1F:7%) expression & —ET 21T bFEREZHB L ET,
| exclude (fEE) expression & —H T 1T 2RKT=N ORI L ET,
| include () $87E &417- expression & —H T 21T 4 FRICH D ET,
expression ZHARA & LTHEMT 2 N0 LTSI TT,
avYkFE—F  a—#EXEC
av Yy FERE Jyy—= EFEANRE
12.2(53)SE2 oo~y REMSHE L,

EREDHA R4

sz Y7 BTN, IGMP 7 =) — A vt — /%éfuﬂ‘%ﬁﬁﬂjﬁ DIGMP "=V a Y BLWIP 7
R L 2% £R9 5I21E, show ip igmp snooping querier =~ > &ML £, 7% v MIEHKD
TNAFXY AN NV—FERERETEETN, IGMP 72U 71X 1 DLAMEAE TEEH A, IGMPV2 %25
TLTWDY 7Ry b TR, vAFFY XA b A—ZD1OR 72 )T L LTHRESNET, 7207
Wi, VA VP3RS v FEIBETEET,

show ip igmp snooping querier =~ > NI TH, M EN77 U T D VLAN B L OA 2 —T = A
AaRFLET, 7V TRAAL vy FOEFE, BT Port 7 ¢+ —/L FIZ Router "R RENET, 7/
UTB—ZO%4E, BT, Port 7 4 — L RIZZ =Y 7 &2%FH LizR— hEERERINET,
show ip igmp snooping querier detail —— EXEC =~ > Fi%, show ip igmp snooping querier =
~ v RIZHEEL L CwEd, 7272 L, show ip igmp snooping querier 2~ R TiX, A v F 77T
WX VERNCRHESNZT NA AP T RLVAEFRERENET,

show ip igmp snooping querier detail =~ > KX, 24 v F 7=V FTIZ L > THREKKRH ST
ARZDINP T RLADIEH)H, ROBIMEHREERRLET,

* VLAN TER=NLTWD IGMP 7 = U 7
* VLAN TRESNIAA v F 72V 7 (H5%HE) ([CHET 2RES L OBERE#

LFHNTIE, RIXFE/NFNEBIEET, =& 21X, | exclude output & AJ) L7234, output %
EUITIXR RS NETAD, Output 2 & 1171 ii‘%réﬂiﬁ”
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M show ip igmp snooping querier

i wOFICIE, show ip igmp snooping querier =2~ > KO HZRLET,
Switch> show ip igmp shooping querier
Vlan IP Address IGMP Version Port
1 172.20.50.11 v3 Gil/0/1
2 172.20.40.20 v2 Router
WOFITiX, show ip igmp snooping querier detail =2~ FOH A ZERL E7,
Switch> show ip igmp snooping querier detail
Vlian IP Address IGMP Version Port
1 1.1.1.1 v2 Fa8/0/1
Global IGMP switch querier status
admin state : Enabled
admin version t 2
source IP address : 0.0.0.0
query-interval (sec) : 60
max-response-time (sec) - 10
querier-timeout (sec) : 120
tcn query count -2
tcn query interval (sec) : 10
Vlan 1: IGMP switch querier status
elected querier is 1.1.1.1 on port Fa8/0/1
admin state : Enabled
admin version 12
source IP address 1 10.1.1.65
query-interval (sec) : 60
max-response-time (sec) : 10
querier-timeout (sec) - 120
tcn query count 12
tcn query interval (sec) : 10
operational state : Non-Querier
operational version : 2
tcn query pending count : 0

BEaITUF avwyFk B

ip igmp snooping

AA v FF721Z VLAN O IGMP 2 X —t' v F & A 2 —T LT

LET,

ip igmp snooping querier

LAY 2%y NT—Z7DIGMP 7 =V THiEx A 2 —7 2L

iﬁ—o

show ip igmp snooping

AL v FEFITHEEISNEZALFF ¥ A N VLAN @ IGMP =2
X—Er 7 v NVFXx AN V—F F— e RLET,
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show ip source binding W

show ip source binding

AA Y F EDIP V=2 N T 4 v T %FART HIZIL, show ip source binding = —# EXEC =2~
NEHEHALET,

show ip source binding [ip-address] [mac-address] [dhcp-snooping | static] [interface
interface-id] [vlan vlan-id] [ | {begin | exclude | include} expression]

A
GE) Zoa~<wrFRiE, AAvFBRIPI—E R 7 4—F % By b&FIT LT DEAEIHEA TR T,
B ip-address LR HEDIP T RLADIPEECAA T4 v T 2RI LET,
mac-address (FE) BFEDOMACT FLADIPEE A T4 v T aFRLET,
dhcp-snooping (fE&) DHCP AX—E v ZIC ko THE SN IP EERAA VT 4 v 7
ERRLET,
static (FEE) AE2T 47 IPEREXNA T4 T HRRFTLET,
interface interface-id UEE) BEDA v =T x2A A LD IPEETLAA T 4 v T ERLE
KR
vlan vlan-id UEE) FFED VLAN LD IP B ETNA T 4 v T EFRRLET,
| begin (fE&) expression & —ET 21T bR REMMLET,
| exclude (7)) expression & BT 2172 R =R L E T,
| include (EE) 4578 47z expression & — T 51T2 ERICHDET,
expression ZRRA M & LTHERT 2 HIINOLFHITT,
OYUFE—F  =2—%EXEC
av Y FERE yy—= EERE
12.2(53)SE2 oo~y REMShE LT,

EREDAA FS54>

7l

show ip source binding =~ KO JjiZ, DHCP AX—Y > 7 RA VT 4T T—HRXR—2ANDOHF
AFTIVvIBEORAZT 4 vV IERESNTEAA T 4 T E2RRFLET, ¥ATIvIICRESNT
NA T 4 T IET 2R T HI121E, show ip dhep snooping binding %54 EXEC =~ > F&HEH L &
T

LFHNTIX, RIXFE/NLFNEJI S ET, =& 21X, | exclude output & AJ) L7234, output %
ETITIXFR RSN EEAN, Output 2 & Te1TI ii‘%réﬂi#

WoOBICIE, show ip source binding =~ > FOHAERLET,

Switch> show ip source binding

MacAddress IpAddress Lease(sec) Type VLAN Interface
00:00:00:0A:00:0B 11.0.0.1 infinite static 10 GigabitEthernetl/0/1
00:00:00:0A:00:0A 11.0.0.2 10000 dhcp-snooping 10 GigabitEthernetl/0/1
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M show ip source binding

BEaIUF avwyFk B
ip dhcp snooping binding DHCP AX—Y' > J RA T 4T FT—E_R—=A R ELET,
ip source binding AL FWAZT 4 w7 IPREETRAA T A TERELET,
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show ip verify source M

show ip verify source

AA T ETIFFEDA L Z—T =4 A LD IP YV —R J— RREERRT 521X, show ip verify
source =—H% EXEC v REMEMH L ET,

show ip verify source [interface interface-id] [ | {begin | exclude | include} expression]

ST EHBA interface interface-id R FEDA L H—T 2 A A LD IPEEFETH— ROBREERRLET,
| begin (L) expression & —EJ 217706 Ram B L £,
| exclude ({E:7) expression & —E T 21T 2R R BRI L £,
| include (EE) $RE SN 7z expression & —E 4 21T2FRICEDET,
expression ZRARA Y R ELTHEMAT 2HIINOIIFHITY,

avY kR E—F o —4 EXEC

oy FERE yy—=x EERE
12.2(53)SE2 Ioawy RBEMEhE L,

BEREDAA FS54>

]

LFEHTIE, KT ENXTFREIESNET, =& %, | exclude output & AH L7234, output %
ETITIIRRSNETAD, Output 28 ITIERREINET,

WoORFTix, show ip verify source 2~ KOH N Z/RL E7,

Switch> show ip verify source

Interface Filter-type Filter-mode IP-address Mac-address Vlan
gil/0/1 ip active 10.0.0.1 10
gil/0/1 ip active deny-all 11-20
gil/0/2 ip inactive-trust-port

gil/0/3 ip inactive-no-snooping-vlan

gil/0/4 ip-mac active 10.0.0.2 aaaa.bbbb.cccc 10
gil/o/4 ip-mac active 11.0.0.1 aaaa.-bbbb.cccd 11
gil/0/4 ip-mac active deny-all deny-all 12-20
gil/0/5 ip-mac active 10.0.0.3 permit-all 10
gil/0/5 ip-mac active deny-all permit-all 11-20

EROFITIE, IP Y —A H—=ROBRTIZTXRDO L D220 £,

o XHEY M A=Yy 101l AL E—T A ATiE., DHCP 2 X—¥ 73 VLAN 10 ~ 20 I
TA F—7 A CF, VLAN10O TiE. IPT KL A 74 H YL TICEDIP Y —R H— R A
B—T 2 ATEREESN, "M VT AT WAV H—T =4 AZFELET, VLAN11 ~20 T
i, 2FBDOZ U N, IP Y =R H—RBPREINTWRWVWVLAN DA > F—T = AT, T
TxNVEAR—=brDOT 7R a3 ba—)L URA S (ACL) DEAENTWSLZ EE2RLET,

o FHEY RN A—H Xy NUR AL H—T oA AT, EFMEOHS DHCP AX—E L 7L LT
EINTHWET,
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M show ip verify source

e EHE b A —HFy b UOB AL H—T =4 ATHE, DHCP AX— By Z 134 24— T = f A
BT 5 VLAN A —7 L Cldd ) S A,

o X¥HEY M A—HYHxy UL A Z—Tx2A AT, ZELIPBLOMACT KLADT 4L
AV TICEDIPV—A T—RKBARX—TNT, AZT 4w 7R IPEETAA T 4 v 7,
VLAN 10 BX V11 THRESINET, VLAN12 ~ 20 TIE, IP V=R H— FBRREI N TN
VLAN DA v Z—T A AT, 74/ K R—FrD ACL BEH L TWET,

o XHEY R A=Yy FUS A F—T2AATIE, FETIPBIOMACT KLAD T 4L
VU TIZEDIPIV—A = RKBA R —TNVNT, AXT AT RIP AL T 4 T TRESINT
WETH, R—h X2V T 4135 4= 1T, A vFII, #ETLTMACT KLRET 11
Yo7 TEERA,

WOBEI T, IPEETHT— FRT =7 Nz ENTA v =T =4 ADOH T E R LET,

Switch> show ip verify source gigabitethernetl/0/6
IP source guard is not configured on the interface gil/0/6.

BEaIUF avwvFk B
ip verify source AVH—=T A A LD IPEELT— REAR—TNVIZLET,
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show ipc

showipc W

AA T AF v T ERIIAZ L RTuy AL vF EoTaw x#EE (IPC) v ha /VORE, A
T—H A, BIXOKEHEREFRRT DI21E, showipc =—H¥ EXEC a~ > FEHEMALE T,

show ipc {mcast {appclass | groups | status} | nodes | ports [open] | queue | rpc | session
{all | rx | tx} [verbose] | status [cumlulative] | zones} [ | {begin | exclude | include}

expression]

~
(i) ZDa<wr RiX, LANBase 7 4 —F ¥ £y FEFITLTVDAAL v FTEIFR—FINERFA,
BEXnRA mcast {appclass | IPCvAVFFxx AN NAN—T 4 U IHERERFLET, ¥—U— ROBEWRIZR
groups | status} DLEYTT,
o appclass: IPC~NVTFFXx AR TFYV r—vary 77 22FRLET,
e groups: IPC v Vv FFx A JN—T%2RRFLET,
e status: IPC <L FF ¥ AN NV—T 4 FT AT —HZAE RLET,
nodes B/ — REFRRLET,
ports [open] 2—ANIPCAR—FE2RRFLET, =V — ROERITRD LEBY TT,
o open: (fEE) A—7v F—rEFERTLET,
queue IPC #EFX = —DONEERRLET,
rpc IPCVUE—hk 7ur—YyOfHE#RERRLET,
session{all | rx [ tx} IPC v v a v O#FHEREZ R R LET (B EXEC T— FOHA 720 i A
AEE), ¥—TU— FOEKRIKRO LB TH,
e all: 'y va VOREHERET X TERLET,
e IX:AAYTRZEFELIE NI 74 v I Dy v a VkFHTEREERLET,
s X AA YT VHELLE N T 74 v I Dy va UHEHEREERLET,
verbose ULE) FEM7eketEma R LET (FitE EXEC — FOLE I ER
AE).
status [cumlulative] ©—H L IPCH—RDORATF—X 25 FE R LET, F—T— ROZWITKRD L
By Td,
o cumlulative : (L&) XA v FNEBEZIFHES LI-%DOe—H /L IPC
P —NOAT —HRAERRLET,
Zones ZMLTNDIPC V=52 HKRLET, AL vFiF 125D IPC Y —r %%
R—rLZET,
| begin (f£E) expression & —FH+ 5172 b &R &I L ET,
| exclude (f£E) expression & —ET 5172 &R BBRALET,
| include (EE) f5E &7 expression & —HT 3172 FRICEDET,
expression SHARA N LTHERT2HIIRNOITHITT,
avy kE—F o —H EXEC
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W showipc

Jyy—2 EEAR

12.2(53)SE2 oo~y RAEMSRE LT,

BEREDAA FS4>

i

XFFNTIE, RLFL/NCERRENET, =& 21E, | exclude output & AJ) L7234, output &

BUITIIFRR SN EE AR, Output ZELATITR RS NET,

ROBEITIE, IPCA—TFT 4 7 AT —=F A %FR T D HhEEZRLET,

Switch> show ipc mcast status
IPC Mcast Status

TX Rx
Total Frames 0 0
Total control Frames 0 0
Total Frames dropped 0 0
Total control Frames dropped 0 0
Total Reliable messages 0 0
Total Reliable messages acknowledged 0 0
Total Out of Band Messages 0 0
Total Out of Band messages acknowledged 0 0
Total No Mcast groups 0 0
Total Retries 0 Total Timeouts
Total OOB Retries 0 Total 00B Timeouts
Total flushes 0 Total No ports
WOFTIX, B/ — FE2RRTDHHEEZRLET,
Switch> show ipc nodes
There is 1 node in this IPC realm.
1D Type Name Last Last
Sent Heard
10000 Local IPC Master 0 0
WOFTIE, a—ANVIPCAR— FaRRTHHEEZRLET,
Switch> show ipc ports
There are 8 ports defined.
Port 1D Type Name (current/peak/total)
There are 8 ports defined.
10000.1 unicast IPC Master:Zone
10000.2 unicast IPC Master:Echo
10000.3 unicast IPC Master:Control
10000.4 unicast IPC Master:Init
10000.5 unicast FIB Master:DFS.process_level .msgs
10000.6 unicast FIB Master:DFS.interrupt.msgs
10000.7 unicast MDFS RP:Statistics

port_index = 0 seat_id = 0x10000 last sent = 0
0/2/159

10000.8 unicast Slot 1 :MDFS.control .RIL
port_index = 0 seat_id = 0x10000 last sent
0/0/0

1
o

RPC packets:current/peak/total

last heard

last heard

0/1/74

O oo
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ROFITIE, IPCHEEF 2 —DORNEERRTLTELRLET,

Switch> show ipc queue

There are 0 IPC messages waiting for acknowledgement in the transmit queue.

There are 0 IPC messages waiting for a response.
There are 0 IPC messages waiting for additional fragments.
There are 0 IPC messages currently on the IPC inboundQ.

Messages currently in use : 3
Message cache size : 1000
Maximum message cache usage : 1000
0 times message cache crossed 5000 [max]

Emergency messages currently in use : 0

There are 2 messages currently reserved for reply msg.

Inbound message queue depth O
Zone inbound message queue depth O

TOFITIE, TXTCOIPC vy v a v OFFHERERRT D HEERLET,

Switch# show ipc session all
Tx Sessions:

Port 1D Type Name
10000.7 Unicast MDFS RP:Statistics
port_index = 0 type = Unreliable last sent = 0

Msgs requested = 180 Msgs returned = 180

10000.8 Unicast Slot 1 :MDFS.control.RIL
port_index = 0 type = Reliable last sent = 0
Msgs requested = 0 Msgs returned = 0

Rx Sessions:

last heard = 0

last heard = 0

Port 1D Type Name
10000.7 Unicast MDFS RP:Statistics
port_index = 0 seat_id = 0x10000 last sent = 0 last heard = 0
No of msgs requested = 180 Msgs returned = 180
10000.8 Unicast Slot 1 :MDFS.control.RIL
port_index = 0 seat_id = 0x10000 last sent = 0 last heard = 0
No of msgs requested = 0 Msgs returned = 0
OB TIE, a—H IPCHh—N"DRT—F A% KT 5 HEERLET,
Switch> show ipc status cumulative
IPC System Status
Time last IPC stat cleared :never
This processor is the IPC master server.
Do not drop output of IPC frames for test purposes.
1000 IPC Message Headers Cached.
Rx Side Tx Side
Total Frames 12916 608
0 0
Total from Local Ports 13080 574
Total Protocol Control Frames 116 17
Total Frames Dropped 0 0

Service Usage

show ipc
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W showipc
Total via Unreliable Connection-Less Service 12783 171
Total via Unreliable Sequenced Connection-Less Svc 0 0
Total via Reliable Connection-Oriented Service 17 116
<output truncated>

BlEa< R avwyk BL:

clear ipc IPC <=L TFF ¥ Ak V—TF 4 7TOMEEREZ VT LET,
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show ipv6 access-list W

show ipv6 access-list

BIEDIPVE 7 7R VA MDTRTONEERART HIZIE. show ipv6 access-list = —4 EXEC =
<~V REEHLET,

show ipv6 access-list [access-list-name]

B DEREA access-list-name 5 77X VR L omm
a2k E—F 2 —4 EXEC
12.2(53)SE2 Coavr FABMSNE LT,

EREDHA R4

]

IPv6 B T % S %R\ T, show ipv6 access-list =~ > KD H /1% show ip access-list =~ L35
LlLTnET,

7 27V IPVAIIPV6 7 > 7 L — R BFRET A 121X, sdm prefer dual-ipv4-and-ipv6é {default | vlan} 2
n—)L ary7 4 F¥al—vay avr RKeANL, AL v FEYVn—KLET,

R OFITIX, show ipvé access-list =~ > RN TH{J S #172 inbound 3 X O outbound &\ 5 4 @ IPv6
TR VA NERLET,
Switch# show ipv6 access-list
IPv6 access list inbound
permit tcp any any eq bgp (8 matches) sequence 10
permit tcp any any eq telnet (15 matches) sequence 20
permit udp any any sequence 30

# 2-3710, TOHANTERSNLIHERT 4 —/V FOBHAEZRLET,

& 2-37 show ipv6 access-list ® 7 ¢ —JL FDOFBA

Z4—ILF L]

IPv6 access list inbound  [IPv6 7 7% U 2 4 (f : inbound).

permit Eshk7a han 54 7L T 537y bEFATLET,

tcp Transmission Control Protocol (TCP), /347~ MR —# LT L b
BROENLL (LAY 4) oFa bhany 247,

any 20 EEUTT,

eq TCP £721X UDP /X R OFEILE I I3FE AR — & k3 5 equal A+
~NZ R,

| oL-21522-02-3

Catalyst 3750-X 8L U 3560-X R4 vF ARV F Y7L i
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M show ipv6 access-list

% 2-37 show ipv6 access-list D7 1 —JL FOSH (=)

Z4—ILF SRR

bgp (matches) Border Gateway Protocol (BGP), /X7 v hd 71 bzl Z A4 7B IO
— k.

sequence 10 BENRNT Y MR EINDET 7R VR NDITOV—F A, T ER
VA MDITIX, IO TFAF YT 1 (Ko, 72& 21X 10) 26
BOTTAFVT 4 (WEOE, =& 21X 80) DJEICEATHET,

BIEavUF avwy kR BL
clear ipv6 access-list IPv6 778 A VA —&HIh oo 2%ty FLET,
ipv6 access-list IPV6 7722 VARMEERL, AMvTEIP6 T I7EA VAN a7 4
XFal—gryE—RLET,
sdm prefer AL v FOFERFIEICESE AT L ) Y —2 % RKiEtT 5 X5 SDM 7

VLU= EBRELET,

Catalyst 3750-X & U 3560-X R4 wF ARV K Y27 LR
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show ipv6 dhcp conflict Il

show ipv6 dhcp conflict

T RVAZT T4 7 MImrT & &2, Dynamic Host Configuration Protocol for IPv6 (DHCPv6)
PF—=NTRONSTET FUABEERFT DI, AA v TF AZ v 7 ERIFAZ U RT Ry AL vF
T show ipv6 dhcp conflict ### EXEC =~ FZ2fEH L £,

show ipv6 dhcp conflict

G¥) Zoza~r KX, A4 v FTF =7V IPv4/IPv6 Switch Database Management (SDM) 7> 7 L — k
MEEINTWAEARICERVFERAETY, Zdha~> Nk, LANBase 7 4 —F v v h&2FEITL T
WHAA »FTIEHR—FShEEA,

X DEEA Zoawr RICE, BIEEREF—T— FiEHY EHA,
av>v kK E®—FK e EXEC
avy FEE )1y—= FERE

12.2(53)SE2 Zoavy FRBENINE LT,

BREDAL FF4Y T 27V IPVA/IPVE 7> 7 L — k&3 ET 5 12i%, sdm prefer dual-ipv4-and-ipv6 {default | vlan} 2
B— L ar 74 Fal—varavr REANL, AMyFEYr—RLET,

e xR 5 X 512 DHCPVE h— %5 ET 5% &, DHCPvE r— N ping #fEHLES, 77
AT MIARAN—BEREFEH LTI T4 7 eI L, DECLINE 2 v&—U %20 LTH—NIZH
ELET, TRLABAMBHEND E, ZOT7 FLRAEIT—AnbHIBENET, BHENZOT N
LVAEBREY A M OHIBRTA2ETIOT7 FLATEID Y TEHZLENTEEEA,

i W TiE, show ipve dhep conflict =~ > RO &R L ET,

Switch# show ipv6 dhcp conflict
Pool 350, prefix 2001:1005::/48
2001:1005::10

BEaTUFR avwy kR SHBR
ipv6 dhcp pool DHCPv6 — /L Z#&ZE LT, DHCPV6 F—/L 27 4 X2l — g
E— FZBBLET,
clear ipv6 dhcp DHCPV6 —/ F—Z R—2n 57 L ABA%E2 27 U7 LET,
conflict

Catalyst 3750-X & & U 3560-X R4 wF ARV K Y27 LR
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M show ipv6 mid snooping

show ipv6 mld snooping

AA v FF721X VLAN @ IP Version 6 (IPv6) Multicast Listener Discovery (MLD) A X—VvE 7%

TE%&FrT 521X, show ipve mld snooping =—4 EXEC =2~ R&#H L £,

show ipv6 mld snooping [vlan vlan-id] [ | {begin | exclude | include} expression]

EX DA vlan vlan-id (f£#) VLAN %48 L£9, 8 TX 2461 1 ~ 1001 3 £ 18 1006 ~
4094 T,
| begin ({E7) expression & K+ 2177 bR RZBIE L ET,
| exclude ({E:&) expression & —ET 51T 2 F RS LET,
| include (L) fBE & N7 expression & —HT 5172 R RICEDET,
expression BWRARA b ELTHEAT 2 HAONOSTFESTT,
av K E—F =—#EXEC
av > FERE yy—= EERAE
12.2(53)SE2 ToaT s RAEMENE LT,

BEREDAA FS54>

7l

AL v FFE T ED VLAN © MLD A X —E 70

AERTHIDICDa~vy REFERALET,

1002 ~ 1005 ® VLAN &E5EiZ. +b—727 >V 27 VLAN BX O FDDI VLAN O 72D ¥R STV 5D
72, MLD A X—t' > 72T EH A,

T =27V IPVAIPVE 7 > 7 L — R & ET 5 I121E, sdm prefer dual-ipv4-and-ipv6 {default | vlan} 7

og—) a7 4 FXal—agryavr RKEANL, AL v FEJo—KLET,

LFEHTIE, KXFENAXFEREIESNET, =& xE, | exclude output & AF L7354, output &

ETATIEFERENERE AN, Output ZELITIEFRENET,

WoOBICIE, show ipvé mld snoopingvlan =2~ > KOHAZRLET, 2T, FED VLAN ©

AX— TR ERTILET,

Switch> show ipv6é mld snooping vlan 100
Global MLD Snooping configuration:

MLD snooping

MLDv2 snooping (minimal)
Listener message suppression
TCN solicit query

TCN flood query count
Robustness variable

Last listener query count
Last listener query interval

Vlan 100:

MLD snooping
MLDv1l immediate leave

: Enabled
: Enabled
: Enabled
: Disabled
-2

-3

-2

: 1000

: Disabled
: Disabled

[l _Catalyst 3750-X 8L U 3560-X R4 wF IRV F UI7 LR
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Explicit host tracking : Enabled
Multicast router learning mode > pim-dvmrp
Robustness variable : 3

Last listener query count : 2

Last listener query interval : 1000

show ipv6 mid snooping M

W ORFITIL, show ipve mld snooping =~ > RO EZ R LET, Z I TiX, A4/ vF LD VLAN T

NRTDAX—E T ERRLUET,

Switch> show ipv6 mld snooping
Global MLD Snooping configuration:

MLD snooping : Enabled

MLDv2 snooping (minimal) : Enabled

Listener message suppression : Enabled

TCN solicit query : Disabled

TCN flood query count -2

Robustness variable : 3

Last listener query count 12

Last listener query interval : 1000

Vian 1

MLD snooping : Disabled

MLDv1l immediate leave : Disabled

Explicit host tracking : Enabled

Multicast router learning mode > pim-dvmrp

Robustness variable o1

Last listener query count -2

Last listener query interval : 1000

<output truncated>

Vlan 951:

MLD snooping : Disabled

MLDv1l immediate leave : Disabled

Explicit host tracking : Enabled

Multicast router learning mode > pim-dvmrp

Robustness variable : 3

Last listener query count -2

Last listener query interval : 1000
BEa<YF avwUk SiEA

ipvé mld snooping

ZA v F FEFIZVLAN EO MLD A X—tE > 7 a4 3 —T )L
2L, REEITWVWET,

sdm prefer

2L v FOFERFECESE AT L ) Y — 22 KHE{ET 5 &
9 SDM 77 L— b ERELFET,

| oL-21522-02-3
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M show ipv6 mid snooping address

show ipv6 mld snooping address

<N Fxyv AL UAFT—HH (MLD) AX—E U 7N EETHITXTO, FHEEESRE IP
version 6 (IPv6) </ F ¥ ¥ X k 7 KL ANE#HEERTRT HI2iL. show ipvé mld snooping address
a—HY EXEC a~=> FaEEMLET,

show ipv6 mld snooping address [[vlan vlan-id] [ipv6 address]] [vlan vlan-id] [count |
dynamic | user] [ | {begin | exclude | include} expression]

XD EHEA vlan vlan-id ({£EE) MLD 2AX—t 7 = LFF v A L 7 LA EREERT 5
VLAN #$ELFT, f8E€TE % VLAN ID O#ipHIx 1 ~ 1001 B L&
1006 ~ 4094 <,
ipv6-multicast-address  ({£7) #5ESH72 IPV6 v /L FF v A b 7 RLAICET 2 1EHA#7 L E
T, ZOF—TU— KL, VLANID Z AN LEGEZTHEATE £,
count EE) AA v F EEITHEEENTZ VLAN O~ LF X% A N ZL—T7
EFERRLET,
dynamic (EE) MLD 2 X —t v V3B 7 v —F a2 Fr LET,
user ({EE) MLD AX—E >/ a—¥REI/NV—TFEHRE2FZRLET,
| begin (f£5) expression & —EH+ 2177 b &R &G L ET,
| exclude (fE&) expression & —H T 51T 2 &m0 LRI L £97,
| include (EE) f5E &7 expression & —HT 2172 FRICEDET,
expression BIBRA 2 M LTHEAT 2 HINOTIITT,
AYYFE—F  =2—#EXEC
av Yy FER 1y—2 EERA
12.2(53)SE2 Zoa<wry RRNEBMERE L,

ERLEDAA FS54>

IPV6 v v FF ¥ A~ 7 FLAFEREFRT LD, Zoavr FEHLET,
VLAN ID Z AN L72RRIZBRYD | IPV6 v /v FTF ¥ A R 7 RLAEZANTEET,

1002 ~ 1005 ® VLAN F &%, b—727 VU 27 VLAN BLX O FDDI VLAN 7= PRI ENTWD
72, MLD AX—E v 7 TE 8 A,

FEINTIN—T T HERE T 2 FRoRT DT, dynamic ¥—Y—KZFEHLET, REIN
eI N—TICET DERIET 2 FRRT BITIL, user F—U— REHEHLET,

7 27V IPVAIIPV6 7 > 7 L — N &BFRET A 121X, sdm prefer dual-ipv4-and-ipv6 {default | vlan} 2
n—)L ary7 4 F¥al—vay avr ReANL, AL v FE2YVn—KLET,

LFHITIE, KXFEDXFERR SN ET, 72& 21E, | exclude output & AJ L7234, output %
EUITIXR R SNETAD, Output & ITIIRRENET,

Catalyst 3750-X & U 3560-X R4 wF ARV K Y27 LR
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show ipv6 mld snooping address W

1l WROFITIL, show snooping address = —# EXEC =2~ RO E R L ET,

Switch> show ipv6é mld shooping address
Vlan Group Type Version Port List

2 FF12::3 user Gil/0/2, Gi2/0/2, Gi3/0/1,Gi3/0/3

WOBITIE, show snooping address count = —% EXEC a2~ > FOHAZEZRLET,

Switch> show ipv6é mld snooping address count
Total number of multicast groups: 2

woFICIE, show snooping address user == —# EXEC 2~ > KOHAZERLET,

Switch> show ipv6é mld snooping address user
Vlan Group Type Version Port List

2 FF12::3 user v2 Gil/0/2, Gi2/0/2, Gi3/0/1,Gi3/0/3

BlEa<YU R avwy kR B
ipv6 mld snooping vlan VLAN T IPv6 MLD A X—t > 7 &#RELET,
sdm prefer AL v FOMRFHECESES AT LY Y =2 %Rk d 5 &

5SDM 7o L — &2 ELET,

Catalyst 3750-X & & U 3560-X R4 wF ARV K Y27 LR
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M show ipvé mid snooping mrouter

show ipv6 mld snooping mrouter

AA v FE721X VLAN O, B2 FE IS4, FECTRE L7 IP Version 6 (IPv6) Multicast Listener
Discovery (MLD) /L—% F&— k&9 5121%, show ipvé mld snooping mrouter =—— EXEC =
~ U REEHLET,

show ipv6 mld snooping mrouter [vlan vlan-id] [ | {begin | exclude | include} expression]

BX DA vlan vlan-id (L&) VLAN Z45&E LE¥, f5E T 54013 1 ~ 1001 35 L 18 1006 ~
4094 T,
| begin (f£5) expression & —EH+ 2177 b &R &G L ET,
| exclude (fEE) expression & —EHT T2 RRNLRIINLET,
| include (EE) f57E Sh7- expression & —ET 2172 FRICEDET,
expression SZARA N E L THERT 2 N SCFSI T,
aRYV K E—F Z—4 EXEC
avy FER yy—= EERNE
12.2(53)SE2 Soavy RRBMERE L,

EREDAHA R34y

]

AL FEIIEEFED VLAN O MLD A X—VE 7 L—% R— " ERTHIZIE, Z0a~vy Reff
ALET,

1002 ~ 1005 ®» VLAN F 51X, h—27 >V 7 VLAN B L O FDDI VLAN O7-DIZ TR ENTWS
7~ MLD ZX—t' > I3 TE ¥ A,

T 27V IPVAIPVE 7 7 L — N &R ET 5 I121E, sdm prefer dual-ipv4-and-ipv6 {default | vlan} 2
B— L a3y 4F¥al—varyavr REANL, A4 v FEVu—KNLET,

SCFFNTIL, RLFE/CFERXBIE N ET, =& 2iE, | exclude output & AJ1L7=84 . output &
BTITITFR R SN EH AN, Output & Te1TI i%ﬂ“éﬂi‘f

WoHICiL, show ipvé mld snooping mrouter =~ > KO 1Z R LET, MLD AX—E 7%
md2. A4 v FOFTRTHOVLAN DAX—E L ITEENRFRINET,

Switch> show ipv6é mld snooping mrouter
Vlan ports

2 Gil/0/11(dynamic)
72 Gil/0/11(dynamic)
200 Gil/0/11(dynamic)

woFITIE, show ipve mld snooping mrouter vian =< RO ZRLET, $ED VLAN O~
NTFFx AR L—F R— hBRFERENET,

Switch> show ipv6é mld snooping mrouter vlan 100
Vlan ports

2 Gil/0/11(dynamic)

Catalyst 3750-X # & U 3560-X R4 ¥ F 3T K YIZ7LUR
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show ipv6 mld snooping mrouter W

avwy kR

SiBA

ipv6 mld snooping

ZA v F FEFIZVLAN O MLD A X —tE > F a4 % —T )L
2L, REEITVWET,

ipvé mld snooping vlan mrouter
interface interface-id | static
ipv6-multicast-address interface
interface-id]

VLAN 2=V FF ¥ A h b—F R— 2R ELET,

sdm prefer

2A v FOFERFECESE AT L Y Y —2 2 KHE{ET 5 &
>SDM 77 L—hERELFET,

| oL-21522-02-3
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M show ipv6 mid snooping querier

show ipv6 mld snooping querier

AA v FFE721X VLAN 233215 L= &H o IP Version 6 (IPv6) Multicast Listener Discovery (MLD)
ARX—¥ 7 72 ) 7HEEFEREYFRRT 5121, show ipve mld snooping querier == —% EXEC =1~
VREMALET,

show ipv6 mld snooping querier [vlan vlan-id] [detail] [ | {begin | exclude | include}
expression]

XD EHEA vlan vlan-id (fE#) VLAN Zf5E L£9, f5E T HHiPHIE 1 ~ 1001 5 L T8 1006 ~
4094 <3,
detail (L) AA »F £ VLAN O MLD A X —E > 7 Ok 7 =V 7 1%
WERRLET,
| begin ({E:&) expression & —ET BT bR FERBLET,
| exclude ({EE) expression & —H T 51T2F# RSB LET,
| include (L) 58 &7 expression & —H T 2172 FRICEHET,
expression SRR A N LTERTHIINO T TT,
oYYk E—F . —4 EXEC
avy FEE Jy—2= EFERE
12.2(53)SE2 o~y RREMSNE LT,

BEREDAA FS54>

MLD 7 =V — Ayt —V2EETHIMESNTEE (7= V7L bEEND) O MLD X—Y a3 B
FOVIPV6 7 R L 2 %&#R9 5I2iE, show ipve mld snooping querier 2~ > RZEH L ET, +7
Fy MIEEOVATFT XY A b V=2 EFOZENTEETN, MLD 7= 7T iZ 1 27T, 7=
U7IE. VAV 3 A v FEIRETEET,

show ipv6 mld snooping querier =~ RHJIE, 7 = U 7B &7 VLAN B LS v ¥ —T7 = A
AHFRLET, 72V THRAL v FOBFE, HII T Port 7 4 —/L RiZ Router BRFERENET, 7
T U TBN—X DL, HATE, Port 74—V RIZ7 =) T 2FE LR —  EERFRINET,

show ipv6 mld snoop querier vlan =~ > RO TIX AT ELIIANHZ 2V 70607 2 — Ay
VIR E L TRESNTERER R LET, HED VLAN LOAXAX—E 7 B bR 2B
EOa—VHED VLAN HIZERESNFEFA, 207 Y THERIZ, 2L v FBEET S MASQ £ v
=Y kR CTHASRET, 72U — A v bE—IRE LW A U R HIREILCT 5 ol A
D —PREO B NA SR AEBITENIITRY A,

1002 ~ 1005 ® VLAN F =1L, b—27 U 7 VLAN 5L O FDDI VLAN O 7= FRINTWD
72, MLD AX—t > 7\ TE 8 A,

T 27V IPVAIPVE 7 7 L — N & ET 5 I121E, sdm prefer dual-ipv4-and-ipv6 {default | vlan}
B—L a7 4 ¥al—vary avr REANL, Af v FEVr—KLET,

LFEHTIE, KXFENXFEREIESNET, =& 21, | exclude output & A L7234, output %
ETITIIR R SNETAN, Output 28 ITIERREINET,
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show ipv6 mld snooping querier W

1l woFICIE, show ipve mld snooping querier 2~ > KOHAZRLET,

Switch> show ipv6é mld snhooping querier
Vlan IP Address MLD Version Port

2 FE80::201:C9FF:FE40:6000 v1 Gi3/0/1

woOBICIE, show ipvé mld snooping querier detail =2~ > KO HZRLET,

Switch> show ipv6 mld snooping querier detail
Vlan IP Address MLD Version Port

2 FE80::201:C9FF:FE40:6000 v1 Gi3/0/1

WoHICiL, show ipvé mld snooping querier vlan =~ RO Z R LET,

Switch> show ipv6 mld snooping querier vlan 2
IP address : FE80::201:C9FF:FE40:6000

MLD version : vl

Port : Gi3/0/1

Max response time : 1000s

BEav VR avwyk HL)]

ipv6 mld snooping AA v F EF£721Z VLAN £ IPV6 MLD A X — > Z & A 3 —7 /LT
L. REZITVWET,

ipv6 mld snooping MLD 7 Z 47 > EBHIREINICRDENCAAL v TFREETH 7Y —

last-listener-query-count oA HELET,

ipv6 mld snooping AL TFRIT TV —%RFELTHL, SATFHXY AN TA—T b HR—

last-listener-query-interv kB4 2 ANC T 2 RORIGE R 238 L £ 7,

al

ipvé mld snooping ISERIRNGE, v TFFx A N T RUARHREINIC /R DRIZAA >

robustness-variable FNREETEI/2) —DORRKBEERELET,

sdm prefer ALy FOERFECESE L RT L) Y =2 &b+ 5 X5 SDM
TUTL— R ERELET,

ipv6 mld snooping AA v F EE£721Z VLAN £ IPV6 MLD A X — > Z & A 3 —7 /LT

L, REZITWET,

Catalyst 3750-X & & U 3560-X R4 wF ARV K Y27 LR
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M show ipv6 route updated

show ipv6 route updated

IPVv6 V—TF 4 7 T—T NVOBIEONE &R T 5121%. show ipv6 route updated = —4 EXEC =

~Y NEEHLET,

show ipv6 route [protocol] updated [boot-up] {hh:mm | day{month [hh:mm]} [{hh:mm |
day{month [hh:mm]}] [ | {begin | exclude | include} expression]

GE) ZoavwrRiE, LANBase 7 1 —F v £y F2EITLTWDH AL v F Tl R—FShEH A,

BX DA protocol

ER) KOWTFn»roXF—U—FEEHLTHEELIZLV—T 7 7a b
aO— s EeFRLET,

* bgp

e isis

« ospf

e rip

FE, ROWTHPOF—U— 2R LTHELLL— ] ¥4 7D
N—brERRLET,

e connected

+ local

 static

« interface interface id

boot-up IPV6 V—T 4 7 T—T NOBREONEEFRLET,
hh:mm 24 WEERFL O 2 Hi OB CTRANEZ AT LET, #danr () 2HEHALT
LTIEEW, T2E 21X, 1332 DL HICATLET,
day HIcbaz AN LET, fBETE 56T 1~ 31 T,
month HERLTERIINILTTAS LET, January £7-13 august 72 &, A D
LETETXCAATDZE b jan £721X Aug D K D ICH OARIOEAD 3
XFEANTEHZELTEET,
| begin ({E&) expression & —E T 54T bFREZMMBLET,
| exclude (1EE) expression & —HT 51T F RN BB L ET,
| include (L) #57E Shi- expression & —ET 21T 2 RRICEDET,
expression ZHRARA Y N E LTHEAT 2HIINOIITHITY,
avY kK E—F ¥t EXEC
av Yy FERE yy—= EFERRE

12.2(53)SE2

Zoawry RpBIMEnE L,
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BEREDAA FS4>

i

show ipv6 route updated Ml

IPV6 V—T 4 v T T—T NVOBIEONE &R AT 5121, show ipv6 route £t EXEC =2+ > R4 Aff
ALET.

LFEHTIE, KXFENFEREIESNET, =& %, | exclude output & AJ L7234, output %
ETITIIRRSNETAD, Output 28 ITIERREINET,

woFITIE, show ipv6 route updated rip =~ > RO ER L £,

Switch> show ipv6 route rip updated

IPv6 Routing Table - 12 entries

Codes: C - Connected, L - Local, S - Static, U - Per-user Static route
B - BGP, R - RIP, 11 - ISIS L1, 12 - ISIS L2

IA - ISIS interarea, IS - ISIS summary

O - OSPF Intra, Ol - OSPF Inter, OE1l - OSPF ext 1, OE2 - OSPF ext 2
ON1 - OSPF NSSA ext 1, ON2 - OSPF NSSA ext 2

R 2001::/64 [120/2]

via FE80::A8BB:CCFF:FE00:8D01, GigabitEthernetl/0/1
Last updated 10:31:10 27 February 2007

R 2004::/64 [120/2]

via FE80::A8BB:CCFF:FE00:9001, GigabitEthernetl/0/2
Last updated 17:23:05 22 February 2007

R 4000::/64 [120/2]

via FE80::A8BB:CCFF:FE00:9001, GigabitEthernetl/0/3
Last updated 17:23:05 22 February 2007

R 5000::/64 [120/2]

via FE80::A8BB:CCFF:FE00:9001, GigabitEthernetl/0/4
Last updated 17:23:05 22 February 2007

R 5001::/64 [120/2]

via FE80::A8BB:CCFF:FE00:9001, GigabitEthernetl/0/5
Last updated 17:23:05 22 February 2007

avwyk BieA

show ipv6 route IPV6 L—F 1 > 7 F—T LOBREONE LR LET, HCHEHIZON
TI%, [Cisco I0S Software] > [Command References for the Cisco I0S
Software Releases 12.3 Mainline] > [Cisco 10S IPv6é Command
Reference] > [IPv6 Commands: show ipv6 nat translations through show

ipv6 protocols] Z BN L T 720y,
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W show I2protocol-tunnel

show [2protocol-tunnel

LAY 27 m han b R— MIBET HERERAT 2121E, show [2protocol-tunnel == —#
EXEC a~ > REMEHLET, Y bat bR Y UV IBAX=TNVICENTA VF—T =4 ADIE
WMBEFRTINET,

show I2protocol-tunnel [interface interface-id] [summary] [ | {begin | exclude | include}
expression]

GE) ZoavwrRiE, LANBase 7 1 —F v £y F2EITLTWDH AL v F Tl R—FShEH A,

BX DA interface interface-id  (f£3%) 7w haL bR ) U VERERRTHA L —T7 oA ZAHIEEL
F9, AR A 2 —T oA AL, WEAR—FEFR—F Fyr 2L TT,
A=k F ¥ 2 /LOEHEFHIL 1~ 48 TT,

summary EE) v Mv27atbal <) —HRETE2F"LET,
| begin (fEE) expression &~ 2170 bR AREBIAL T,
| exclude ({#) expression & —H T 2172 R RO L ET,
| include () fRE SN expression & — T 272 R RICEDET,
expression ZRAA b ELTHERT 2 HANOLFHITT,
a2 R E—F o —#% EXEC
oy FERE yy—=x EENE
12.2(53)SE2 oawy RBEMEhE L,

FREDHL KSM4Y  12protocol-tunnel 4 > % —7 = X a7 4 F¥al—ay a<wy RaALTT7 7 2E0T
IEEE802.1Q h> ¥V R—bDL A ¥ 2 Fubal b RY T oA F—T NI LIEHE, RONRT
A—=BO—HMELIT TR TERETEET,

o hrRVLIFTEIZTE AN HEAT

e V¥ Y RMFTUULEWE

e FryZLEWHE
show I2protocol-tunnel [interface interface-id] =~ > FE& AT 5L, TRXTONRT A—=FBRIES
NIeT 77 47 K= MIETLERETVHERINET,
show I2protocol-tunnel summary =~ > REZANT5H &, —EHELITTXTONRT A —=FRBRESN
72777 47 A= MCET ERZTVRERSNET,

LFHITIE, KXFEDXFERR S ET, 72& 21E, | exclude output & AJ L7234 output %
EUITIXR R SNETAD, Output & ITIIRRENET,
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m.. OL-21522-02-3 |



| £2% Catalyst 3750-X && U 3560-X Cisco [0S aT v K

i

show I2protocol-tunnel

woFICIE, show I12protocol-tunnel =~ > KO A ZRLET,

Switch> show I2protocol-tunnel
COS for Encapsulated Packets: 5
Drop Threshold for Encapsulated Packets: 0O

Port Protocol Shutdown Drop Encapsulation Decapsulation Drop
Threshold Threshold Counter Counter Counter
Gi3/0/3 -— ——— —-—— —-—— —-—— —-——
pagp -——— -——— 0 242500
lacp -—— -—— 24268 242640
udid ——— ——— 0 897960
Gi3/0/4 -— ——— —-—— —-—— —-—— —-——
pagp 1000 -——— 24249 242700
lacp -—— -—— 24256 242660
udid ——— ——— 0 897960
Gi6/0/1 cdp ——— —-—— 134482 1344820
pagp 1000 -——— 0 242500
lacp 500 -—— 0 485320
udid 300 ——— 44899 448980
Gi6/0/2 cdp -——— —-—— 134482 1344820
pagp -——— 1000 0 242700
lacp -—— -—— 0 485220
udid 300 ——— 44899 448980

WoOBITIE, show I2protocol-tunnel summary =~> FOHHERLET,

Switch> show I2protocol-tunnel summary
COS for Encapsulated Packets: 5
Drop Threshold for Encapsulated Packets: 0

Port Protocol Shutdown Drop Status
Threshold Threshold
(cdp/stp/vtp) (cdp/stp/vtp)
(pagp/lacp/udld) (pagp/lacp/udld)
Gi3/0/2 --—- -—— ——— ———- [-———f-——~ == /-—--/-—— up
pagp lacp udld ----/--—-/----  ———- [————/———-
Gi4/0/3 -—- ——— ——— ———- [-———f-—— == /-——-/-—— up
pagp lacp udld 1000/----/----  --——- [ ————)——-
Gi4/0/4 --- ——= ——= ———- /-~  ———— /-——-/-——- up
pagp lacp udld 1000/ 500/---- -/
Gi4/0/5 cdp stp vtp -~———/--—--/-———-  ———- /----/----  down
i /- = /-~
Gi9/0/1 -—-- ——— ——— ———- [-———f-—— == /----/-——-  down
pagp ---- --——- -——-— /-——-/----  1000/----/----
Gi9/0/2 --- ——= ——= ———- [-———~[————- - [————/———- down
pagp ---- ---- -——-— /--—-—-/--—-- 1000/----/----
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W show I2protocol-tunnel

BREaTY R avy kR A
clear 12protocol-tunnel counters Zabhan horV T R—bDAho 2B VT LET,
12protocol-tunnel A B —7=AALE®CDP, STP, ¥721Z VIP "7 v b L
A¥27varanr bRV TEAF—TIMIZLET,
I2protocol-tunnel cos roxUvZ LAF¥2Fa bhanr Sy M LTH—E %

77 % (CoS) fazxE LET,

Catalyst 3750-X & U 3560-X R4 wF ARV K Y27 LR
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showlacp W

show lacp

Link Aggregation Control Protocol (LACP) F v /v 7L —7E# % FrT 512i%, show lacp = —
P EXEC a2~ F&fHLET,

show lacp [channel-group-number] {counters | internal | neighbor | sys-id} [ | {begin |
exclude | include} expression]

B channel-group-number  (f£&) F ¥ % JA—7DE ST, FHETELHMIZ L ~ 48 TF,
counters N7 a4y 7R EFRRLET,
internal WM EZ £R L ET,
neighbor A N—EREFRLET,
sys-id LACP TEHENZ2 AT A ID 2R RLET, AT A ID X, LACP &~
AT 5L TTAF VT4 BEOAAL vF MAC T R A TR SN THNET,
| begin (fEE) expression & —EHT 21T bFREMIAL £,
| exclude (L&) expression & —#J 2172 F RO L ET,
| include (EE) & Sz expression & —E+ 5172 FRICEHEDET,
expression ZWARA R LTHERT S IINO TS TT,
a2 R E—F o —#% EXEC
oYy FERE yy—= EERE
12.2(53)SE2 Zoa<wy RRNEBMERE L,

EREDAA FS54>

]

showlacp 2~ FEANTHE, 77T 4 TRF v XV TV —TDIERPERENET, FFEDT ¥
FVERERRT DT, Fr L S —7F5%EBEL Tshow lacp 2~ FE AN LET,

F v N TN—=TEEELROVBRIE, $XTOF ¥ rb J—TRERENET,

channel-group-number 4+ 7> a V2 AJ13 25 Z & T, sys-id A DT XTOF—T — RTF xR 7
N—TERETEET,

XFHNTIE, RXFLNLERRINENET, =& 21E, | exclude output & A L7854, output %
ETITIIFRRSNEEAN, Output ZETITIERREINET,

WOFITIE, show snooping address == —¥ EXEC 22~ RO 2R LE9, £ 2-3812, 2o S
TERIRIND 74— /L FORBAZRLET,

Switch> show lacp counters

LACPDUs Marker Marker Response LACPDUs
Port Sent Recv Sent Recv Sent Recv Pkts Err
Channel group:1
Gi2/0/1 19 10 0 0 0 0 0
Gi2/0/2 14 6 0 0 0 0 0
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W show lacp
& 2-38 show lacp counters @2 4 —JL FDREA
J4—ILF SR
LACPDUs Sent 35 & O Recv RN— M Lo TEZIEFEINE LACP X7y MK
Marker Sent 3 & O Recv A— MZ X o TESAE &7z LACP Marker /37 > M
Marker Response Sent 33 X OF Recv | — MZ & o TE3(5 &7z LACP Marker &2 /37 » &
LACPDUSs Pkts 3 LW Err A—bFD LACPIZ Lo TEAF &N, REITRIEZR AT v MK
woBFITIX, show lacp internal =2~ ROH1ERLET,
Switch> show lacp 1 internal
Flags: S - Device is requesting Slow LACPDUs

F - Device is requesting Fast LACPDUs
A - Device is in Active mode P - Device is in Passive mode
Channel group 1
LACP port Admin Oper Port Port

Port Flags State Priority Key Key Number State
Gi2/0/1 SA bndl 32768 0x3 0x3 Ox4 0x3D
Gi2/0/2 SA bndl 32768 0x3 0x3 0x5 0x3D
# 2-391C, ZTOHAWTERRSINDL 7 4 —/V FOHHAEZRLET,

& 2-39 show lacp internal ® 7 ¢ —JL FOFRA

Z4—ILF EiEA

State BEOR— KR, WICHERTRRZREEL TR LET,

e —:7"— M unknown 27— kT,

e bndl: R—=10R37 7V F—XicHREIN, tOR—FE AU LI THET,
o susp: AR— FRHFR SN TNDIRET, 77UV 5 —Z I3 I TWEE A,
. hot-sby R FBRE Y B RZ UL OIRBEETT,

e indiv: R—FrZ2ZDMA—F L & BTN FALTEERA,

e indep : &A— hiX independent 27— hTH, N RLENTWERALN, 7—F 7
74 /7%@]0*’67&6 ERTEET, Zo%HE, LACP IZHFMIFA— FTHEITINT
WEHR A,

e down: R—FBF¥ T LTWVET,

LACP Port Priority

#ohOTTAE) 2 BE, EREOBET<COR— LRI 5 L 2ERES 51D,
N=FT =7 OHIRPHL%EE. LACP IR —F I A4 F VT AICEVR—FERZ A
T MELET,

Admin Key — MZEID Y THONEEHHAOX—, LACP IZHBMICEBHOF — 4 £k LET (16
‘%%{) BHAOX =3, H— hIOR— hERYTE 2N EER L ET. LOMOR—
N EFAT HR— FOKEEIZ, B— hoWEEN (21T, T—F L— T a7 Ly
ZHEHE) L. BRELEREHIRICE > THBrE k3,

Oper Key F— R CTHEAINDETHROBEY—, LACP IZBBIMICEE AR LET (16 #).

Catalyst 3750-X & U 3560-X R4 wF ARV K Y27 LR
m‘ OL-21522-02-3 |



| £2% Catalyst 3750-X && U 3560-X Cisco [0S aT v K

showlacp W
% 2-39 show lacp internal ®7 1 —JL FOEHKE EE)
Z4—ILF B
Port Number A— FEE,
Port State R—FOWREEK, 10477y PATHEAOE Y L Txzra—FEh, ROXH%R

HHRIZR0 £,
. bit0: LACP O7 77 4 EF 4
e bitl: LACP DX A AT T I
o hit2 : £
o Dbit3: A
« bitd : R
+ bit5 : EfE
e bit6: T 7 4L K
o hit7 : #IRYIN
GE¥) LoV R KFTIX, bit7 3 MSB T bit0 I£ LSB T,

WoHICIE, show lacp neighbor =~ > RO A ERLET,

Switch> show lacp neighbor

Flags: S - Device is sending Slow LACPDUs F - Device is sending Fast LACPDUs
A - Device is in Active mode P - Device is in Passive mode

Channel group 3 neighbors

Partner’s information:

Partner Partner Partner
Port System ID Port Number Age Flags
Gi2/0/1 32768,0007 .eb49.5e80 O0xC 19s SP

LACP Partner Partner Partner

Port Priority Oper Key Port State

32768 0x3 0x3C

Partner’s information:

Partner Partner Partner
Port System ID Port Number Age Flags
Gi2/0/2 32768,0007.eb49.5e80 OxD 15s SP

LACP Partner Partner Partner

Port Priority Oper Key Port State

32768 0x3 0x3C

W OBFITIL, show lacp sys-id 2~> FOHTERLET,

Switch> show lacp sys-id
32765,0002.4b29.3a00

CAFAIDIZ, VAT A FPIAFTI T ABLIORVATAMAC T FLATHEKRENTWET, B0
2N NIVAT A TITAFVT 4, HBD 6 A NI o — " VIEHINTWD Y RAT LEEO
%o MAC 7 KL AT,

Catalyst 3750-X & & U 3560-X R4 wF ARV K Y27 LR
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W show lacp

BEav VR avwy kR HL)
clear lacp LACP F¥ /v N —FEHMEHEL £ T,
lacp port-priority LACPR— bk 774 AV T 4 #RELET,
lacp system-priority LACP AT AL FIAF VT 4 R ELET,
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show link state group W

show link state group

Vo7 27—k 7 —71EH%&FRT 5 I21L, show link state group ## EXEC =2~ > REHEMA L £,

show link state group [number] [detail] [ | {begin | exclude | include} expression]

340

.'E-EI;

BA

number (FEE) VoI AT —F I —TDFEKFTT,

detail (L8 FEMfE AR T T DL o ELET,

| begin (&) expression & —E+ 51T bFREMBLET,

| exclude (L) expression & —HT 51T F RN L ET,

| include (L) $8E S 7= expression & —HT 2172 FRICEDET,
expression SRR N LTHERT2HIINOFHITY,

T24+IEK

T 7N PRETHY £,

avykE—F #HE EXEC
av Y FEE Jyy—x EEAR
12.2(53)SE2 Ioa~wy RREMENE L,

EREDHA R4

]

Vo AT —k ZA—7FE#ELRRT D1, show link state group =2~ > FEFHLET, F—
V—REREETICZOa~vry REANTDIE, TXTDOI 7 RAT— ] JA—TOFRNRERIN
T, HEDIN—TOFRELRT DL, INV—TFZEANLES,

7 N—T7 OFERIE & For T 5121, detail ¥—7— K% A4 L %7, show link state group detail =
Y ROHATIE, VI RAT—F R oFX U T RARX—T VIR TNDDN, EET v 7 A
V=L FB3F AR =L (HDWEEOW) A F—T oA ANFRESHTY 27 AT — |
TN—TREIRERENET, FNV—TZY VI AT — MREDRVGE, JV—T1 34 32—V E T
T4 E—T N E LTERRINERA,

FHITIE, KLFEE/NCFERKBI S ET, 72& 21E, | exclude output & A7) L7234, output %
BUITIER RSN EE AR, Output # ETATIZRRINET.

W OBFITIX, show link state group 1 =~ > RO HZ R LET,

Switch> show link state group 1
Link State Group: 1 Status: Enabled, Down

wOBFITix, show link state group detail =~ > FOH I Z R L ET,

Switch> show link state group detail
(Up):Interface up (Dwn): Interface Down (Dis):Interface disabled

Link State Group: 1 Status: Enabled, Down
Upstream Interfaces : Gil/0/15(Dwn) Gil/0/16(Dwn)
Downstream Interfaces : Gil1l/0/11(Dis) Gil/0/12(Dis) Gil1l/0/13(Dis) Gil/0/14(Dis)
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W show link state group

Link State Group: 2 Status: Enabled, Down
Upstream Interfaces : Gil/0/15(Dwn) Gil/0/16(Dwn) Gil/0/17(Dwn)
Downstream Interfaces : Gil1l/0/11(Dis) Gil/0/12(Dis) Gil1l/0/13(Dis) Gil/0/14(Dis)

(Up):Interface up (Dwn):Interface Down (Dis):Interface disabled

BIEa<T VR avwyk B
link state group VoI ATF— KN ITN—T DA NRNELTA VI —T oA AERELET,
link state track VoI AT —hK IN—T%AF—T NI LET,
show running-config BEREA R LET, HSUE#IC oW TiE, Cisco 10S Release 12.2
DA< R YT 7L A—ER=U~T IR TERDY 7 2/
LET,

http://www.cisco.com/en/US/products/sw/iosswrel/ps1835/prod_comma
nd_reference_list.html
[Cisco I0S Commands Master List, Release 12.2] #&®RL T, =~
FOEA~BELET,
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showlidp W

show lldp

show lldp === > RIZ DWW Tid,
http://www.cisco.com/en/US/docs/ios/cether/command/reference/ce_04.html#wp1095571 (2584 X 1
TWET,
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B show location

show location

T RARA L houalr—va AEWREFRRT 521X, show location = —+% EXEC =2~ F&#H L F
7,

show location admin-tag | [ | {begin | exclude | include} expression]

show location civic-location {identifier id number | interface interface-id | static} | {begin
| exclude | include} expression]

show location elin-location {identifier id number | interface interface-id | static} | {begin
| exclude | include} expression]

HEX DA admin-tag EEL T ELITVA MERERRLET,
civic-location Wiiar—va v ERERRLET,
elin-location Hans—ya v (ELIN) 2&RLET,
identifier id #iar—rarEkizelinesr—raro ID #HELET, BE
TX % ID #iPHix 1 ~ 4095 CT9,
interface interface-id (EE) HEShIA VI —T 24 ZELFTRTOA v E—T = A
2T o —ra UERERRFLET, AOIRA U —T A A
WX, WEAR—- IR EERET,
static AT 4w AT 4 FXalb—va FEREFRRLET,
| begin (1E7) expression & —ET 51T bFERZMG L £,
| exclude (fEE) expression & —EH T 21T 2RKT=N ORI L E T,
| include (EE) $8E S 7= expression & —HT 2172 FRICEDET,
expression BRRA N ELTHERT D HIINOIIFHITT,
avY kR E—F =—#EXEC
av Yy FERE yy—2 EEANR

12.2(53)SE2

Zoawry RpBIMEnE L,

EREDHA R4

TV RFRA Y boulr—va AEHEFART 512X, show location =~ REMFHLET,

LFFNTIHE, KRXFL/NCERRBENET, =& 21E, | exclude output & AJ) L7284, output %
ETITIIR R SNETAD, Output 28 ITIERREINET,
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i

show location W

WOFITIX, A ¥ —T7=AADulr— g E#%E K7 % show location civic-location =~ > K
OH TR LET,

Switch> show location civic interface gigabitethernet2/0/1
Civic location information

Identifier o1

County : Santa Clara
Street number : 3550
Building 19

Room : C6

Primary road name : Cisco Way
City : San Jose
State : CA

Country : US

WOHFITIE, TXTCOEHar— a EFR%EFKRT 25 show location civic-location =2~ > KO H
PR LET,

Switch> show location civic-location static
Civic location information

Identifier o1

County : Santa Clara
Street number : 3550

Building 19

Room - C6

Primary road name : Cisco Way
City : San Jose
State - CA

Country : US

Ports : Gi2/0/1
Identifier : 2

Street number 1 24568

Street number suffix : West

Landmark : Golden Gate Bridge
Primary road name : 19th Ave

City : San Francisco
Country : US

OB TIX, BAnyr—y g UEHREFK T2 show location elin-location =~ > KD 1%~ L%
7,

Switch> show location elin-location identifier 1
Elin location information

Identifier : 1

Elin : 14085553881

Ports : Gi2/0/2

WOFITIE, T _XTOREar— a UEWREFKRT 5 show location elin static =~ > FoOH %27
LET,

Switch> show location elin static
Elin location information
Identifier : 1

Elin : 14085553881

Ports : Giz2/0/2

Identifier : 2
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B show location

Elin 18002228999
BEa<TF avwy R EL

location (Fe—n_p ary74F¥a U RRA M a—Labr—y g EREZRELET,

L—3 )

location (f v HF—T = R 3 A —TxARcalr—a  ERERELET,
T4 X2l —gV)
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show logging onboard M

show logging onboard

FrAR—FREEr X7 (OBFL) F# %7 5121k, show logging onboard #5# EXEC =2~ K

2L ET,

show logging onboard [module [switch-number]] {{clilog | environment | message | poe |
temperature | uptime | voltage} [continuous | detail | summary] [start hh:mm:ss day
month year] [end hh:mm:ss day month year]} [ | {begin | exclude | include} expression]

340

.'E-EI;

3

module [switch-number]

(&) FEEL/=AA v F D OBFL AR LET,

Catalyst 3750-X T, AA v F&EE (R¥ v 7 ALNEKE) #EET
512X, switch-number NT7 A —ZZEHLET, AL v FBAX
K7ay A4 v FOBHE, AL vFEZILL T, A v FRAL Y
INICHDLGE. AZ Y ITHNDAL vF AUREZFIIELTLI~9%
BETEET,

Catalyst 3560-X AA v FTiX, switch-number /X7 2 — X X2 1 T
T

TDONRTA=FOFEMIONTIE, Zoawr R0 ERAEOTA R
FAv] BEBBLTLLEEN,

clilog

AB L RTRy AL v FERITHBE LIZAY v 7 AU NIZATER
72 OBFLCLI =z~ F&FERLET,

environment

AP RT R AL v FERITIHRELZAZ v 7 AU BLUHE
FESINLTWNDTTD FRU 734 2D Unique Device ldentifier
(UDD) f#fzxzRrLET, ZoEwicix, ME#E5 (PID). Version
Identification (VID), BL O U T LVEEREENET,

message ABZ U RTRY AL v FERIFBELLAZ v 7 AN 2o TE
RENTN—RU=2TEHEO AT A A vt —URFRLET,

poe AFRTRY AL v FERITEE LAY v 7 A /30 PoE H—
FNOBEHIHEERRLET,

temperature AB U RTBRY AL v FERIFBELLAX v I AVROEEERR
r~LET,

uptime ARRTRY AL TFERITBELILAZ v 7 A _OEEIREA],
ARRTRY AL TFERITHBELILAZ v 7 A ROFEEO
HAH, BLORZ U RTay AL v T FRITBELLEZAX v I A
NOF DOFEEIN D OBBIRM AR R LET,

voltage AR RTRY AL vFERIFEELLZAL v F AL w7 A0
VAT ABIEERRLET,

continuous L) &7 7 ANDTF—E EFRm LET,

summary UEE) ¥~V —T7ANDT—2E2RRLET,

start hh:mm:ss day month
year

(FEE) FHELEHRNLDT —Z 2R R LET, FEMICOVTIE,
MER EDOTA FTA4 2] 2ZRLTIZEN,

end hh:mm:ss day month
year

(ER) ELZHEE TCOT—Z2F R LET, IO VLTI,
ERH EDOHA FTA4 2] 5L TN,

detail

(EE) #E 7 — 2B IOV~ — F—2 Ol G ERRLET,
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M show logging onboard

| begin (fE£7) expression & —ET 5170 6 ER &G L ET,

| exclude (f£%) expression & —E$ 5172 &R BRI LET,

| include (EE) 5 &7 expression & —HT 3172 £ RICEDET,
expression A A N LTHERT2HIINOFESITY,

ATVRTIANE FOFAMRETHY FEA,
a2 kR E—F Hr4E EXEC
avy FERE Jy—=x EHEAR
12.2(53)SE2 Toawy RRBMENE L,

EREDAA FS54>

]

OBFL 231 2 =T VDA, AA v FIFETRTCOT—FZ B3 SN 538t 7 7 A /LI OBFL 5 — 4 %
SR LET, Wik T 7 A IR T, T 7 A ARV EWNIR D L AL v FiEY =) —
TZrA0n Bl BREZ 7 AN) T —X2FLOFET, P~V — T A NEERTDE, Hi T 7
ANVDAR—=ANRFERIND DT, AL v FITHLWT — X E2EZADET,

module switch-number /XF A —Z Z{E T 256, IROTEEFEHIZHES> TIZIV,
« Catalyst 3750-X A1 v, module ¥—7— K& AL, AL v TFEEEAN L2254,
OBFL # %R —hF25A% v AN BT 5 OBFL fF#A R RSN ET,
+ Catalyst 3560-X A »F T, module —7— F& AJJ L7 . switch-number OfE 1 & A3
LRENRHD ET,
FrE ORFRINICTETINE SN T — 2 2R3 5121F, start ¥—V—FLend ¥—U— FEEH L E
7, start FpZlB L M end MAIZFEET 5 & 2I2IE, ROEBFHIIME > T IZEW,
o hh:mm:ss : 24 FFIRFELO 2 HiOBE TR Z AN LET, LT anr () AL TIZEN,
=& 21X, 13:32:45 DX ST AILET,

e day: HICHLZANLEY, fHETE DHIHIZ1 ~ 31 TY,

e month : A% KXFEHII/NLETANLET, January E72i% august 72 &, H DARTE T
ANTHZEH, jan £72iX Aug D LS IZH DARTORMD 3 LFHEANTHZ L HTEET,

o year : 4 iOEFTHEEZASLET (B, 2008), #5E TE HHiPHIE 1993 ~ 2035 T,

LFEHTIE, RXFENFEREIENET, =& 2iE, | exclude output & A L7=#4A . output %
ETITIIR R SNETAD, Output 28 ITIERREINET,

wOfFITix, show logging onboard clilog continuous =~ > FOH &R LET,

Switch# show logging onboard clilog continuous

CL1 LOGGING CONTINUOUS INFORMATION

05/12/2006 15:33:17 show logging onboard temperature detail
05/12/2006 15:33:21 show logging onboard voltage detail
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05/12/2006 15:33:32
05/12/2006 16:14:09

<output truncated>

05/16/2006 13:07:53
05/16/2006 13:16:13
05/16/2006 13:39:18
05/16/2006 13:45:57

show logging
show logging

no hw-module
show logging
show logging
show logging

show logging onboard M

onboard poe detail
onboard temperature summary

module logging onboard message level
onboard uptime continuous

onboard uptime summary

onboard clilog summary

w OB Tk, show logging onboard message =~ > KO AZR L E 7,

Switch# show logging onboard message

ERROR MESSAGE SUMMARY

INFORMATION

Facility-Sev-Name
MM/DD/YYYY HH:MM:SS

| Count |

Persistence Flag

WOHITIL, AA v F ETo show logging onboard poe continuous end 01:01:00 jan 2000 =~ K

DODHNZERLET,

Switch# show logging onboard poe continuous end 01:01:00 1 jan 2000

POE CONTINUOUS INFORMATION

Gil1/0/1
Gi1/0/2
Gi1/0/3
Gil1/0/4

<output truncated>

Gi1/0/21
Gi1/0/22
Gi1/0/23
Gi1/0/24

Time Stamp
MM/DD/YYYY HH:MM:SS

0370171993 00:04:03
0.000 0.000 0
0.000 0.000 0
0370171993 00:05:03
0.000 0.000 0
0.000 0.000

|Sensor Watts

| Gil/0/1 Gil/0/2 Gil/0/3 Gil/0/4 Gil/0/5 Gil/0/6 Gil/0/7 Gil/0/8 Gil1/0/9
Gi1/0/10 Gil/0/11 Gil/0/12 Gil1/0/13 Gil/0/14 Gil/0/15 Gil/0/16 Gil/0/17 Gil/0/18 Gil/0/19 Gil/0/20 Gil/0/21
Gi1/0/22 Gil/0/23 Gil/0/24

0.000 0.000

0.000 1.862

0.000 0.
.000 0.000 0.000 0.000
.000

000 0.000 0.000 0.0 00 0.000 0.000
0. 000 0.000 0.000 0.000 0.000 0.000

0.000 1.862 0.000 0.000 0.000 0.000 0.000 0.000

.000 0.000 0.000 0.000

0.000 0.000 0.000 0.000 0.000 0.000
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M show logging onboard

& OBFITiL, show logging onboard status =~ > KOH N ZR L E T,

Switch# show logging onboard status
Devices registered with infra

Application

Application

Application

Application

Application

Application

Application

name

name

name

name

name

name

name

Slot no.: O Subslot no.: 0, Device obflO0:

clilog :

Path : obflO:

CLI enable status : enabled
Platform enable status: enabled
environment :

Path : obflO:

CLI enable status : enabled
Platform enable status: enabled
errmsg :

Path : obflo0:

CLI enable status : enabled
Platform enable status: enabled
poe :

Path : obflO:

CLI enable status : enabled
Platform enable status: enabled
temperature :

Path : obflO:

CLI enable status : enabled
Platform enable status: enabled
uptime :

Path : obflo0:

CLI enable status : enabled
Platform enable status: enabled
voltage :

Path : obflO:

CLI enable status : enabled

Platform enable status: enabled

w OB Tix, show logging onboard temperature continuous =~ > ROH IZR L E T,

Switch# show logging onboard temperature continuous

TEMPERATURE CONTINUOUS INFORMATION

Time Stamp

|Sensor Temperature 0OC

MM/DD/YYYY HH:MM:SS | 1 2 3 4 5

05/12/2006
05/12/2006
05/12/2006
05/12/2006
05/12/2006
05/12/2006
05/12/2006
05/12/2006
05/12/2006
05/13/2006
05/13/2006
05/13/2006
05/13/2006
05/13/2006
05/13/2006
0571372006

20 35 -- = - - -
21 35 - = o= - -
21 35 - = o= - -
21 35 -- = o= - -
21 35 - = o= = -
21 35 = = o= = -
22 35 - = - - -
22 35 - = - - -
22 35 - = o= - -
22 35 —- = - - -
22 35 - = - - -
23 35 - = o= - -
23 35 - = = - -
23 35 - = = - -
23 35 - = o= - -
23 35 —- = - - -

[l _Catalyst 3750-X 8L U 3560-X R4 wF IRV F UI7 LR

OL-21522-02-3 |



| £2% Catalyst 3750-X && U 3560-X Cisco [0S aT v K

show logging onboard M

05/13/2006 07:25:24 36 -- - -—= -—— ——  —— - - - - -
05/13/2006 08:25:24 35 -- —- -—=- - @ -—— =  -- - - - -
<output truncated>

WoBICIE, show logging onboard uptime summary =~ > KOHAZRLET,

Switch# show logging onboard uptime summary

UPTIME SUMMARY INFORMATION

First customer power on : 03/01/1993 00:03:50

Total uptime : 0 years 0 weeks 3 days 21 hours 55 minutes
Total downtime : 0 years 0 weeks 0 days 0 hours 0 minutes
Number of resets 12

Number of slot changes : 1

Current reset reason - 0x0

Current reset timestamp : 03/01/1993 00:03:28

Current slot o1

Current uptime : 0 years 0 weeks 0 days 0 hours 55 minutes
Reset |

Reason | Count |

wofITix, show logging onboard voltage summary =~ > KOH /R L ET,

Switch# show logging onboard voltage summary

VOLTAGE SUMMARY INFORMATION

Number of sensors : 8
Sampling frequency : 60 seconds
Maximum time of storage : 3600 minutes
Sensor | ID | Maximum Voltage
12.00V 0 12.567
5.00V 1 5.198
3.30V 2 3.439
2.50V 3 2.594
1.50Vv 4 1.556
1.20v 5 1.239
1.00v 6 0.980
0.75V 7 0.768
Nominal Range Sensor ID
No historical data to display
BEa<YF avwoFk B
clear logging onboard 7T vva AFVYNO OBFL 7 —% ZHIBR L £,
hw-module module [switch-number] logging OBFL %A *—7 M2 LET,

onboard
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M show mac access-group

show mac access-group

oA VE =T 2 A AETFIAL v FICHESNTND MACT 7 A 2 hr— J 2K~ (ACL)
% FoxT 521X, show mac access-group =—H% EXEC aa~> R&H L E T,

show mac access-group [interface interface-id] [ | {begin | exclude | include} expression]

XD EHEA interface interface-id ~ ({L%) HEDA L ¥ —7 = A ACTHE 7 MAC ACL #F5 L £7,
B A v A —T oA ATPHR— R ER—F Fr 2L TT, ®F— bk Fv
FIVEIFIL 1 ~48 T3 (454 EXEC £ — FOGA T EHATEE),
| begin (L&) expression & —H+ 2177 HFRZBIG L ET,
| exclude ({E:&) expression & —ET 51T 2 F RS LET,
| include (1E%) $8E & 417~ expression & —H T 21T2F£RICEDET,
expression ZHAA b ELTHERT 2 HIINOCFSTT,
O<U R E—F  =—%#EXEC
av Yy FERE Jyy—=2 EERNE
12.2(53)SE2 Zoa<wry RRNBMERE L,

BEREDAA FS54>

]

LFEHTIE, KT ENXFEREIENET, =& %X, | exclude output & A1 L7284, output &
ETITIXR R SNETAD, Output ZEITIERREINET,

wOFICIE, show mac-access group =—H% EXEC a2~ > FOWMAERLET, ZOHATIE, F—
F2iz, AN MACT7Z7®A UA bk macl el Y £3, MACACL iZfhoA v ¥ —7 =4 A
WCEHASNEE A,

Switch> show mac access-group
Interface GigabitEthernetl/0/1:
Inbound access-list is not set
Interface GigabitEthernetl/0/2:
Inbound access-list is macl_el
Interface GigabitEthernetl/0/3:
Inbound access-list is not set
Interface GigabitEthernetl/0/4:
Inbound access-list is not set

<output truncated>

W OFITiX, show mac access-group interface gigabitethernetl/0/1 =~ > FOH 12 R~ LET,

Switch# show mac access-group interface gigabitethernetl/0/1
Interface GigabitEthernetl/0/1:
Inbound access-list is macl_el

avwyk BREA
mac access-group AVE—=T A AZMACT 78R TNV —T7%EHLET,
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show mac address-table W

show mac address-table

BEDMACT FLA T—TADEAFT IV I | RET v 7 = M) FRIIBEDA V F—T oA
ARLVLAN EO MAC 7 RL A T—TNVDEAFTIv I AET v = b E2FRRT DHITIE.
show mac address-table = —% EXEC o~ R&2EH L £9,

show mac address-table [ | {begin | exclude | include} expression]

XD EREA | begin (fER) expression & —E4 21T bLERZHLE L £T,
| exclude (fEE) expression & —E$ BT 2 &R BRI LET,
| include (EE) f5E &7 expression & —HT 2172 FRICEDET,
expression ZHARA N LTHERT2HIINO TS TT,

a2 R E—F o —H EXEC

vy FER yy—= EERAE

EREDAA FS54>

]

12.2(53)SE2

Zoavwry RRBMENE LR,

LFHITIE, KXFEDXFRR S ET, 72& 21E, | exclude output & AJ L7354, output %
EUITIXR R SNETAD, Output & ITIIRRENET,

woFITIE, show mac address-table =< > FoH /1E2 R L £,

Switch> show mac address-table
Mac Address Table

1 0030.9441.

6327

Type

STATIC
STATIC
STATIC
STATIC
STATIC
STATIC
STATIC
STATIC
STATIC
STATIC
STATIC

CPU

DYNAMIC Gi6/0/4
Total Mac Addresses for this criterion: 12
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M show mac address-table

BREaTY R avy kR Bl
clear mac address-table dynamic MAC 7 KL A2 S—F AN, BEOCEALFIv 7 T RL
A, BEDA A =T 24 A LOTRTCDODEAFIv T TR
VA, £2038ED VLAN LOT_XToOXAFI v 7 TR

VAEHIBRL ET,

show mac address-table aging-time 3<T» VLAN 713 E3n VLAN O=— 7 X 4
LERFLET,

show mac address-table count FT_XTPH VLAN F73E SN2 VLAN THEELTWDL T

ML 2gaERRLET,

show mac address-table dynamic HAFI v MACT RLAT—7 L NPT RFRRL
*7,

show mac address-table interface BrEEnEA 2 —T7 24 2D MAC 7 RL R F—7 LIiEH
ERERILET,

show mac address-table notification +~XCTon A ¥ —T7 oA R FFITIBESNTA L X —T = A4
212535 MAC 7 KL R B EsFz s LET,

show mac address-table static 28257 497 MAC7 RLAF—7 L = N FEIFE2RERL
\i‘é—(}

show mac address-table vlan BEIh?Z VLAN ® MAC 7 RL A S—T7 U E#EE R L
\i‘é—(}
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show mac address-table address W

show mac address-table address

FBELZ MAC 7 FL2D MAC 7 RL & F—7 LA o4 5121%. show mac address-table
address = —# EXEC o~ > FZ&MH L E£7,

show mac address-table address mac-address [interface interface-id] [vlan vlan-id] [ |
{begin | exclude | include} expression]

X DEREA

mac-address 48 vy O MAC 7 FLAERELET, A7 HHH T,
interface interface-id L) BEDA L A —T oA ADIEREFRLET, HORA X —T =
A RZIE, MEAR—FER—bF FrxABEENET,

vlan vlan-id (EE) ¥ED VLAN 2iF o=y Y 2 FoR LET, HETE HH#HIL L
~ 4094 T,
| begin ({EE) expression & —ET 51T bEREZBMG L £,
| exclude (L) expression & —H T T2 RFZNLRINL ET,
| include (EE) f5E Sh7- expression & —HT BT 2 FRICEDET,
expression ZHARA M E LTHEMRT 2 N0 T TT,
avYkFE—F o—%EXEC
av Yy FERE Jy—=2 EEANRE
12.2(53)SE2 Zoawy RBMEMEShE L,

EREDHA R4

7

LFEHITIE, KT ENAXTFREIESNET, =& 2L, | exclude output & AF L7284, output &
ETITIIFRRSINEEAN, Output ZETITIERREINET,

& OHTIL, show mac address-table address =~ > RO %2R~ LET,

Switch# show mac address-table address 0002.4b28.c482
Mac Address Table

Vlan Mac Address Type Ports

All 0002.4b28.c482 STATIC CPU
Total Mac Addresses for this criterion: 1

avyk FEA

show mac address-table aging-time 4~<T» VLAN E£72i13f5E 7= VLAN D=—2 0 7 # 4
LEFRTLET,

show mac address-table count F_XTD VLAN F7213EE 72 VLAN THEELTWE T
RLAERRLET,
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M show mac address-table address

avy kR EL

show mac address-table dynamic AAFIv 7 MACT RLVAT—T7 L x M) EITFEERL
i‘j‘o

show mac address-table interface BEeshiA v 2 —7 =24 2D MAC 7 KL A T—7 LR
ERRLET,

show mac address-table notification 4+ _XTo A4 v ¥ —T oA A FFITHEEINTEA L X —T =4
22645 MAC 7 RL 2 BARELAFERLET,

show mac address-table static 257 4 v 27 MACT RLA FT—7 )L = NPT A2FRL
9,

show mac address-table vlan fEENT- VLAN ® MAC 7 FL &2 F— 7 LI EFoR L
e IS
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show mac address-table aging-time W

show mac address-table aging-time

BEDT RVAT—TNV ALV AFVADZ—T 07 XA 5 8E ST VLAN EE 3R ER 20
BEITTXTOVLAN EOTRTOT RLAT—T N A VAR ADT—V VT A LeFRTDH
21X, show mac address-table aging-time =—4 EXEC a~> F&fH L £7,

show mac address-table aging-time [vlan vlan-id] [ | {begin | exclude | include}
expression]

B vlan vlan-id (L) HEDOVLAN Ox-—y 7 ¥ A4 AMEREERLET, fBETE 5
#PHIX 1 ~ 4094 T,
| begin (fEE) expression & —E 2170 bRAREBIA L £,
| exclude ({#) expression & —H T 2172 R RZN BRI L ET,
| include () fRE SN expression & — T 2{T2RRICEDET,
expression ZRAA b E LTHERT 2 HANOLFHITT,
a2 R E—F o —#% EXEC
oy FERE yy—=x EENE
12.2(53)SE2 Ioawy RBEMEhE L,

BEREDAA FS54>

]

VLAN BEPHEEINRWIEE, TXTO VLAN KT 52—V 0 7 A4 ARRFINET,

LFHNTIE, KXFEDXFRR S ET, 72& 21E, | exclude output & AJ L7354, output %
EUITIXR R SNETAD, Output ZE T TIEIRRENET,

OB Tix, show mac address-table aging-time =~> FOH1 &R LET,

Switch> show mac address-table aging-time
Vlan Aging Time

1 300

W OHFTix, show mac address-table aging-time vlan 10 2~> FOH /R L E 7,

Switch> show mac address-table aging-time vlan 10
Vlian Aging Time

10 300
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M show mac address-table aging-time

EEEavT UK avok EREA
mac address-table aging-time FAF Iy s = FYBMERERIZEHRSNZ%, MAC 7 R
VA T—T7 VNI SN AMEZRELET,
show mac address-table address  s@E X7 MAC 7 FL 2D MAC 7 KL X 5 —7 L IEH % 3+

RLUET,

show mac address-table count FT_NTO VLAN £721345E N7 VLAN THEELTWAT B
LVAFERRTLET,

show mac address-table dynamic %4 +3Iv 27 MACT7 KL A F—7 v o N EITFEFERLE
KR

show mac address-table interface (sFE i/ v Z—7 =4 ZD MAC 7 KL X F—7 L {E#H%
FRLET,

show mac address-table FTRCOA V=T oA AEFITHRESINTIA VX —T = R

notification WZk9 5 MAC 7 R RABHGRES R LET,

show mac address-table static 2254927 MACT RLA T—7)L = NPT 2R RLE
j‘o

show mac address-table vlan FREENTZVLAN O MAC 7 RL 2 F—7 U EREF R LET,
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show mac address-table count

show mac address-table count

FT_XTCO VLAN T35 E Sz VLAN ICHFEET S 7 R L 2% FKord 512iE, show mac
address-table count = —% EXEC =2~ R&fH L £,

show mac address-table count [vlan vlan-id] [ | {begin | exclude | include} expression]

EX DA vlan vlan-id (L&) #ED VLAN OF RL 2 $a#or LET, HETX H#iHIL 1 ~ 4094 T
7
| begin (fEE) expression & —ET 51T b EREBLE LT,
| exclude ({E:&) expression & —ET 5172 ERN LML ET,
| include (E&) $8E &7~ expression & —H T 5172 F£RICEDET,
expression BWRA 2 b E LTHEAT 2 HANOXTIITT,

a2k E—F o —# EXEC

avy FER yy—=x EERNE
12.2(53)SE2 ooy RAENSNE L,

FRALEDHMA KS4Y VLAN BEREESNARVEES. TTCOVLANICHT T LA A s MRFRENET,

LFHITIE, KX EDXFERRIESET, 72& 21E, | exclude output & AJ L7354, output %
EUITIXR R SNETAD, Output &8 TITIIRRENET,

i WwOFICrE, show mac address-table count =~ > RO &R L E T,
Switch# show mac address-table count
Mac Entries for Vlan -1
Dynamic Address Count : 2
Static Address Count : O
Total Mac Addresses 2
BEaTUF avwyk 7L
show mac address-table address  f5E&h7= MAC 7 KL 20D MAC 7 FL 2 57— 7 UI§H %
FRLET,
show mac address-table aging-time +~To» VLAN f£7-13$5E S VLAN o= —2 0 7 2 A
LrRRLUET,
show mac address-table dynamic A FIv 7 MACT RLARA F—7 L = N FEITEERL
£7
show mac address-table interface $sE &A% —7 =4 2D MAC 7 FL 2 T —7 LIEH
ERIALET,
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B show mac address-table count

avyk B

show mac address-table FTRTCDA VF—T 2 A AFETIFRESNTA v F—T = A

notification 22575 MAC 7 L AEMBEEZFALET,

show mac address-table static 22T 47 MACT LA T—T71V 2 M) ETEFRRL
x93,

show mac address-table vlan BESNZ VLAN O MAC 7 KL X T—T7 VIR ER R LE
7
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show mac address-table dynamic W

show mac address-table dynamic

XA FIv 77 MAC 7 RL A F—7 L = b i &2F£RT HI2iE. show mac address-table
dynamic =—¥% EXEC 2~ F&HEHA L £,

show mac address-table dynamic [address mac-address] [interface interface-id] [vlan

vlan-id]

[ | {begin | exclude | include} expression]

BH address mac-address

.'E-EI;

340

(EE) 8y FOMAC 7 RLRERELET, AR 7+—~v M
H.H.H T9 (F# EXEC E— ROHEATITFIAFEE).

interface interface-id

UEE) ~ v F v %794 F—T oA AREELES, B r>#—
x4 XL, WHR—FER—F FrRrANEGERET,

vlan vlan-id

(ER) FFED VLAN 0= b Z2RRLET, fBETE DHiPHIT L ~
4094 T,

| begin

(L&) expression & —HT 21T LRAREMIBLET,

| exclude

(L&) expression & —EHT 24T 2 X RN LRI L ET,

| include

(L&) $87E Iz expression & —H T 2172 FRICEDE T,

expression

SR A b & LTHAT 2 HAONOFHITT,

avykE—F o—H EXEC

avy FERE yy—=

EERARE

12.2(53)SE2

Zoawry RpBIMEnE L,

BRLOAMA RS54y FoITid, RXTF LTRSS ET, 72L& 21F, | exclude output & A/ L7=84 . output %
ETITIIFRRSNEEAN, Output ZETITIFRREINET,

i wOFICIE, show mac address-table dynamic =2~ > Koz xR LET,

Switch> show mac address-table dynamic
Mac Address Table

Vian Mac Address

Type Ports

1 0030.b635.7862 DYNAMIC Gi6/0/2
1 00b0.6496.2741 DYNAMIC Gi6/0/2
Total Mac Addresses for this criterion: 2
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MW show mac address-table dynamic

EEEavT UK avok EiiEA
clear mac address-table dynamic MAC 7 KL A T—TNinh, EDODXAFIv s T RL
A, BEDA LA =T 2 A A LDOTRTCDODEAFIv I TFK
LA, FR038HED VLAN Lo+ _RCoOXALFIv7 T K
VAEHIBRLET,
show mac address-table address BEENZZ MACT7T FLZDO MAC 7 RL A T— 7 )LIEHR %

FRLET,

show mac address-table aging-time < -~=<T» VLAN £7-13#E &7 VLAN O=—2 0 7 # A
Lo RRLET,

show mac address-table count FT_RTO VLAN £721348E S 72 VLAN TFEEL T DT

KL 2 EFRRLET,
show mac address-table interface BEShEA L Z—Tx2A4 2D MAC 7 FL A F—7 LIEH

ERRLET,

show mac address-table static 2827 v 27 MACT7 RLZA FT—7 L = NPT EFERL
7,

show mac address-table vlan fEE &N VLAN © MAC 7 RL 2 T —7 U EFR L
7,
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show mac address-table interface W

show mac address-table interface

BEEN”Z VLAN O REENnNT-A v Z—T7 24 AD MAC 7 LA T—7 N EREZFR T HITIE.
show mac address-table interface == —% EXEC =~ F&#EHL 7,

show mac address-table interface interface-id [vlan vlan-id] [ | {begin | exclude | include}
expression]

BX DA interface-id (EB) A v ¥ —Tx2A A BATERELE T, ARA L H—T 2 A R
I, MR —FEFR—bF FrRXAREENLET,
vlan vlan-id (EE) HEDOVLAN O U AR R LET, HHETE 25T L ~
4094 <7,
| begin (&) expression & —ET 51T bR FE2MMBLET,
| exclude (fEE) expression & —H T 1T ERFZNLRILET,
| include (EE) $5E &7 expression & —&4 51T2 £RICED ET,
expression BWRRA Vb ELTEMAT 2 HHNOLFHITT,
avV kK E—F =—4 EXEC
vy FERE Jy—= EFERRE
12.2(53)SE2 Toavy RpEmEnE L,

BEREDAA FS4>

]

LFFNTIE, RXFL/NCEREENET, =& 21E, | exclude output & AJ) L7854, output %
ETITIXR R SNETAD, Output 28 ITIERREINET,

wOFI Tk, show mac address-table interface =~ FoOH HZRLE7,

Switch> show mac address-table interface gigabitethernet6/0/2
Mac Address Table

Vlan Mac Address Type Ports

1 0030.b635.7862 DYNAMIC Gi6/0/2
1 00b0.6496.2741 DYNAMIC Gi6/0/2
Total Mac Addresses for this criterion: 2

BBEa<v R

avwyv Rk H% B8R

show mac address-table address BEESNZ MAC 7 RL 2D MAC 7 FL A 5 —7 LK
ERRALET,

show mac address-table aging-time T _TO VLAN 7238 E &7z VLAN o=—2 v 7 X
A LEBRRLET,

| oL-21522-02-3

Catalyst 3750-X 8L U 3560-X R4 vF ARV F Y7L i



$2#E Catalyst 3750-X & U 3560-X Cisco 10S av v F |

M show mac address-table interface

avyk EL

show mac address-table count T _TO VLAN E72138E SN 72 VLAN THEEL TV D
T RV A ERRILET,

show mac address-table dynamic BAFIv 7 MACT RFLVAR T—7) = b EF 2R
LET,

show mac address-table notification F_XCHA L ¥ —T x4 2AFFHITHEEINES VX —T =
A AZxHT A MAC 7 RL A EMBEFERLET,

show mac address-table static 28T 47 MACT RLA T—7L 2 NPT EFRR
LET,

show mac address-table vlan BESNTZVLAN D MAC 7 RL 25— WA TR L
e I
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show mac address-table learning W

show mac address-table learning

T _TO VLAN £721346E L7 VLAN ©® MAC 7 RV AZEEO AT — 2 R % HKRT HIT1E, show
mac address-table learning =——#% EXEC =~ F&HEH L 7,

show mac address-table learning [vlan vlan-id] [ | {begin | exclude | include} expression]

XD EHEA vlan vlan-id (&) #E D VLAN OfE#a £r LET, 58T %0 1 ~ 4094 T
iR
| begin (L&) expression & —81 5170 HFRZBIA L £,
| exclude ({#) expression & —H T 2172 R w0 HERAAL £,
| include (£ $RE SN 7z expression & —EH T 21T FRICEDET,
expression ZRARA b E LTHEAT 2 HAINOLFHITT,
avV kK E—F ~—# EXEC
oy FERE yy—= EENE
12.2(53)SE2 Zoa~wr RBABEMERE L,

BEREDAA FS54>

RESINTZ VLAN &, O VLAN TMAC 7 RV RAZEENA RF—TNANT 4 =T A NERKRTHIZ
X, ¥—T— R&E L7V T show mac address-table learning 2~> F&EHLET, T 741 b
X, 7XT® VLAN TMAC 7 RLREEN A 2—T L TF, fix D VLAN OFEE AT — X A% KR
THIIE, HEDOVLANID 2 8L TCZDavyr FREFEHLET,

TFHITIE, KX EDXFERRESET, 72& 21E, | exclude output & AJ) L7354, output %
EUITIXR R SNETAD, Output & ITIIRRENET,

i WOBTIE, MAC 7 KLU A58 VLAN 200 TF 4 B—7 VM7 > T 5 Z & %23 show mac
address-table learning == —¥ EXEC 2~ > RO ERLET,
Switch> show mac address-table learning
VLAN Learning Status
1 yes
100 yes
200 no
EEa<TUF avwyk L]
mac address-table learning vlan VLAN ® MAC 7 RV AFEEZ A 2 —TNVEHIET o E—7

Mz LET,
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W show mac address-table move update

show mac address-table move update

AL v FDO MAC T KL A T—T7 VBITHHOEREFK T 5121, show mac address-table move
update = —% EXEC a2~ R&EfHL 7,

show mac address-table move update [ | {begin | exclude | include} expression]

XD EHEA | begin ({L7#) expression & —F+ 21T bR RZHGLET,
| exclude (fEE) expression & —E T 2{T2RR"NOERIILET,
| include (EE) $5E &7 expression & —HT 51T FRICEHEDET,
expression ZWARA M E L THERT 2 H NN LA TY,
a2k E—F o —#% EXEC
av Y FERE yy—= EEANE
12.2(53)SE2 Zoa<wy RRBMERE LT,

BRLOAMRSMY  CFHITIE, RXFEDATFRE S ET, =& 21E, |exclude output & AJ) L7454 output &
EUITIXR R SNETAD, Output 28 ITIIRRENET,

fl K OHTiE, show mac address-table move update =~ > KO EZRLET,

Switch> show mac address-table move update
Switch-ID : 010b.4630.1780

Dst mac-address : 0180.c200.0010
Vlans/Macs supported : 102378320
Default/Current settings: Rcv OFf/0On, Xmt OFff/On
Max packets per min : Rcv 40, Xmt 60

Rcv packet count : 10

Rcv conforming packet count : 5

Rcv invalid packet count : O

Rcv packet count this min : 0

Rcv threshold exceed count : 0O

Rcv last sequence# this min : O

Rcv last interface : Po2

Rcv last src-mac-address : 0003.fd6a.8701
Rcv last switch-ID : 0303.fd63.7600

Xmt packet count : O

Xmt packet count this min : 0O

Xmt threshold exceed count : O

Xmt pak buf unavail cnt : 0

Xmt last interface : None

switch#
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show mac address-table move update W

avy kR EL
clear mac address-table move MAC 7 LR T—TNBATEH W 2527 VT LET,
update

mac address-table move update
{receive | transmit}

2Ly F EDOMACT RLA T—TVBATERZHRELET,

| oL-21522-02-3

Catalyst 3750-X 8L U 3560-X R4 vF ARV F Y7L i



$2#E Catalyst 3750-X & U 3560-X Cisco 10S av v F |

M show mac address-table notification

show mac address-table notification

TRCDOAS LV H =T 2 A AFEFBESNTA VX —T 24 AD MAC 7 R L ZBMFHRTEEFRT HIC
1. show mac address-table notification == —4% EXEC =2~ R&fH L £,

show mac address-table notification {change [interface [interface-id] | mac-move |
threshold} [ | {begin | exclude | include} expression]

BX DA change MAC ZEHEEIRERED T A — 2 B L ORET — 7 V2 FR LET,
interface EE) T RTDOA v F—T = A ZADEREF R LET, Aol F—
T oA AL, MEAR—FER—F FYRANEGENLET,
interface-id LB BEINIA L F—T oA ADEREERLE T, il v 57—
T oA ZTUE, WEA—FER—F FYRABREGERLET,
mac-move MAC 7 RV ABENRM D AT — 2 A2 KR LET,
threshold MAC 7 RL A F—F N LEVWVEE=XY LV I DAT—H A% FERLET,
| begin ({E:7) expression & —E$ 517 bR REZMBLET,
| exclude (f£7E) expression & —ET B1T 2 FR0 ORI L E T,
| include (L&) $8E X7 expression & —HT 2472 FRICEDET,
expression SHARA N ELTHERT 2 HIINOFEYTT,
aIY K E—F  =—#EXEC
avy FEE yy—= EENE
12.2(53)SE2 Zoawy FABMERE LE,

FERLEDHL RSM4Y F—U— RZEE L2V T show mac address-table notification change =~ > F&EHT5 &
MAC 7 I L A ZEE@AREREN A K — T DT 1 £—T Ah, MAC @A, JBET —7 L OR k7
Ry b, BLOBET -7 VORARBRERRINET,

TRTCOAS VH—T = A ADOBMEFRT HI20L, interface ¥—7— F&EHA L £9, interface-id 7
GENDYE, FDOA LB —T A ZADT T I EIFRERENET,

LFEHTIE, KXFENXFEREIESNET, =& xiE, | exclude output & AF L7854, output &
ETITIIFRRSNEEAN, Output ZETITIERREINET,

15l kOB Tix, show mac address-table notification change =~ > KOH 2R L £ 7,

Switch> show mac address-table notification change

MAC Notification Feature is Enabled on the switch

Interval between Notification Traps : 60 secs

Number of MAC Addresses Added : 4

Number of MAC Addresses Removed : 4

Number of Notifications sent to NMS : 3

Maximum Number of entries configured in History Table : 100
Current History Table Length - 3

MAC Notification Traps are Enabled
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History Table contents

show mac address-table notification W

History Index 0, Entry Timestamp 1032254, Despatch Timestamp 1032254

MAC Changed Message :
Operation: Added Vlan: 2

MAC Addr: 0000.0000.0001 Module: O Port: 1

History Index 1, Entry Timestamp 1038254, Despatch Timestamp 1038254

MAC Changed Message :

Operation: Added Vlan: 2
Operation: Added Vlan: 2
Operation: Added Vlan: 2

History Index 2, Entry Timestam
MAC Changed Message :

Operation: Deleted Vlan:
Operation: Deleted Vlan:
Operation: Deleted Vlan:
Operation: Deleted Vlan:

NNDNN

MAC Addr: 0000.0000.0000 Module: O Port: 1
MAC Addr: 0000.0000.0002 Module: 0O Port:
MAC Addr: 0000.0000.0003 Module: O Port: 1

[y

p 1074254, Despatch Timestamp 1074254

MAC Addr: 0000.0000.0000 Module: O Port: 1
MAC Addr: 0000.0000.0001 Module: O Port: 1
MAC Addr: 0000.0000.0002 Module: O Port: 1
MAC Addr: 0000.0000.0003 Module: 0O Port: 1

BBEav> R

avwyk

e

clear mac address-table notificati

on MAC 7 RLARBHIZa— )V By 2% 7 U7 LET,

show mac address-table address

MAC 7 FLADER, BE), /237 LA T—7 L L&
VWED MAC 7 R L A @HIEREZ A4 X2 — 7 W LE T,

show mac address-table aging-time 4~T» VLAN E£7-135E &7 VLAN o=—2 7 4

LaEFRLET,

show mac address-table count

FTXTO VLAN E7213H5E S 72 VLAN THEEL TWD T
R Az F£R L ET,

show mac address-table dynamic

451y 27 MACT RLA =7V = M) EF&EERL
i‘é_o

show mac address-table interface

BESNA L H—T A AD MAC 7 KL R 7 —7 L iE#
#ERRLET,

show mac address-table static

28T 47 MACT RLA T—7 L M) ETE2ERL
i‘d—o

show mac address-table vlan

BEIN7 VLAN ©® MAC 7 RL A F—7 VIR ZER R L
£7,
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W show mac address-table static

show mac address-table static

AET 47 MACT KL A T—7 )L = v 22 R3 5121%., show mac address-table static
a2—Y EXEC o~ FEEH L ET,

show mac address-table static [address mac-address] [interface interface-id] [vlan

vlan-id]
[ | {begin | exclude | include} expression]

XD EREA address mac-address (LE) 48ty hO MAC 7 RLAZIRELET, A7+ —~ v M
H.H.H T9 (## EXEC £— FOBE TR THE),
interface interface-id ~ (f£) ~ v F L /&7 9 A4 v 4 —T7 = A AEHEELET, A7 >
K =Tz RN, WHEHR—-FER—F FyrANEGENET,
vlan vlan-id (EE) #ED VLAN O7 FLA2Z2F R LET, HETE 2T 1 ~
4094 T,
| begin (fE7) expression & —HT 51T bFEREHMBLET,
| exclude ({F:5) expression & —ET 5472 Fmn b LET,
| include (EE) $EES - expression & —HT 2172 FRICEDET,
expression BRAA 2 N E LTHAT B HAINOSITFHITT,
avY kK E—F 2 —# EXEC
av Yy FEE Jyy—2= EERE

EREDHA R4

i

12.2(53)SE2

Zoawry RpBIMEnE L,

LFEHTIE, KT ENAFREIESNET, =& 2E, | exclude output & A L7854, output &
ETITIIFRRSNEEAN, Output ZETITIERREINET,

wOFITirx. show mac address-table static =~ > RO 12~ L £,

Switch> show mac address-table static
Mac Address Table

Vlan Mac Address Type Ports
All 0100.0ccc.cccc  STATIC CPU
All 0180.c200.0000 STATIC CPU
All 0100.0ccc.cccd STATIC CPU
All 0180.c200.0001 STATIC CPU
All 0180.c200.0004 STATIC CPU
All 0180.c200.0005 STATIC CPU
4 0001.0002.0004 STATIC Drop
6 0001.0002.0007 STATIC Drop
Total Mac Addresses for this criterion: 8
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show mac address-table static

BREaTY R avy kR e
mac address-table static MAC 7 RVA T—TNIZAZT 4 v 7 7T RLA&EBIL

F7,
mac address-table static drop =% %Y A NMACT KL R 74 NVHE Y ThAAFx—T )L

WU, BFEDBETLEIFSSE MAC T RLAEEFS R T
T4l Ryl THECAAL v TFERELET,

show mac address-table address BEINZMAC T FLA2D MAC 7 RL X T—7 )LIE#H
R IFALET,

show mac address-table aging-time F_XTO VLAN F72i3 5@ 72 VLAN o= —V v 7 4
A LEBRRLET,

show mac address-table count F_TD VLAN F721348E 4172 VLAN THEEL TV
T RVAEERRLET,

show mac address-table dynamic HAFIv 7 MACT RLA T—T7 )L v P 2R
LET,

show mac address-table interface BEShEA L2 —T7 242D MAC 7 RL X T—7 L1
WERTLET,

show mac address-table notification F_XCoOA L X —T oA AFHITEEINTA L X —T =
A AZxT 5 MAC 7 KL A BB EEFERTLET,

show mac address-table vlan BEINZVLAN O MAC T RL X2 F— 7 EREERR L
*9,
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B show mac address-table vlan

show mac address-table vian

€ Sz VLAN © MAC 7 R L X T—7 W& &R T 5121%, show mac address-table vlan
a—H EXEC 2w REHEHA LET,

show mac address-table vlan vlan-id [ | {begin | exclude | include} expression]

BX DA vlan-id () #ED VLAN OF FL A& # R LET, fHETE 240 1 ~ 4094 TF,
| begin (f£7) expression & —E4 217 bEREZBAL£T,
| exclude (&) expression & —E¢ 5472 FmnbHA LET,
| include (EE) 5 &7 expression & —ET 2172 R RICHHET,
expression  HBEERA > b & LTHEMATDHINO LFHITT,
avYFE—F =2—%#EXEC
oy FERE yyy—= EERNE

12.2(53)SE2

Zoavwry RRBMESRELE,

FRLOAMA RFSMY  CFHITiE, RXTFEDAIFREBISET, =& 2I1E, | exclude output & A7 L7=854 . output %
ETITIIR R I EHAN, Output ZETITIEIERRINET,

i woFTrx, show mac address-tablevlan 1 =~ > KoH 12~ L E T,

Switch> show mac address-table vlan 1
Mac Address Table

Vlan Mac Address Type Ports

RPRRPRRRRERER

1 0180.

.Occc.cccc  STATIC CPU
.c200.0000 STATIC CPU
.Occc.cccd STATIC CPU
.c200.0001 STATIC CPU
.c200.0002 STATIC CPU
.c200.0003 STATIC CPU
.c200.0005 STATIC CPU
.c200.0006 STATIC CPU
c200.0007 STATIC CPU

Total Mac Addresses for this criterion: 9

BEEav> R avvk B
show mac address-table address BEEShZ MACT7T RLAD MAC 7 RL A 5T —7 LIEH
ERRLET,

show mac address-table aging-time T _TO VLAN £2i3f5E a7z VLAN o=—2 v 7 ¥

A LR RILET,
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show mac address-table vian W

avyk £

show mac address-table count T _TO VLAN F723f8E S N7 VLAN THEEL TV D
T RV A ERRTLET,

show mac address-table dynamic BAFIv 7 MACT RLVAR T—T7)V = b P2 FRR
LET,

show mac address-table interface BEESNIEA L E—T A AD MAC 7 RL A2 F—7LIE
WERTLET,

show mac address-table notification F_XCoHOAf v X —T A RAFEITEEINTA X —T =
A 2Zxt9 % MAC 7 RL 2 @MEBEEFERLET,

show mac address-table static 2827 427 MACT RLVA T—7 0 = b T A2FRR
LET,
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M show macsec

show macsec

802.1ae Media Access Control Security (MACsec) % &7 5I121%. show macsec ¥ EXEC =
<~V REERLET,

show macsec {interface interface-id | summary} [ | {begin | exclude | include} expression]

LA interface interface-id ~ MACsec f v % —7 = A ZADFEMEE R LET,
summary MACsec ~ U —{EHE R R LET,
| begin ({E:&) expression & —ET 51T bR FE2RMBLET,
| exclude (fEE) expression & —H T H1TERFZNLRINLET,
| include (EE) $5E &7 expression & —&4 51T2 £RICED ET,
expression ZHARA M E LTHEMRT 2 NO TS TT,
avY K E—F  F5tEEXEC
av Yy FERE yy—= EFERRE
12.2(53)SE2 o~y RREMSNE L,

BRLOAMA RS54y FoITid, RXF LTRSS ET, 72L& 21F, |exclude output & A/ L7=84 . output %

GUATIHFRENEEAN, Output ZELATRERENET,

i

WOFITIX A v H—T7 = A ATHEL E 7= MACsec & v ¥ a U id e nWi4A @ show macsec interface
avy RO ERLET,

Switch# show macsec interface gigabitethernet 1/0/1
MACsec is enabled

Replay protect : enabled

Replay window : O

Include SCI : yes

Cipher : GCM-AES-128

Confidentiality Offset : O

Capabilities

Max.Rx SA : 16

Max.Tx SA : 16

Validate Frames : strict

PN threshold notification support : Yes

Ciphers supported : GCM-AES-128

No Transmit Secure Channels

No Receive Secure Channels

WOFITIE, By a RS INT=#% D show macsec interface =~ > FOHHZRLET,

Switch# show macsec interface gigabitethernet 1/0/1
MACsec is enabled

Replay protect : enabled

Replay window : O

Include SCI : yes
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show macsec W

Cipher : GCM-AES-128
Confidentiality Offset : O
Capabilities
Max.Rx SA : 16
Max.Tx SA : 16
Validate Frames : strict
PN threshold notification support : Yes
Ciphers supported : GCM-AES-128
Transmit Secure Channels
SCI : 0022BDCF9A010002
Elapsed time : 00:00:00
Current AN: O Previous AN: -1
SC Statistics
Auth-only (0 /7 0)
Encrypt (1910 / 0)
Receive Secure Channels
SCI : 001B2140EC4C0000
Elapsed time : 00:00:00
Current AN: O Previous AN: -1
SC Statistics

Notvalid pkts O Invalid pkts O
Valid pkts 1 Late pkts O
Uncheck pkts 0 Delay pkts O

Port Statistics

Ingress untag pkts O Ingress notag pkts 1583
Ingress badtag pkts 0O Ingress unknownSCI pkts 0
Ingress noSCI pkts 0O Unused pkts O

Notusing pkts O Decrypt bytes 80914

Ingress miss pkts 1492

WOFITIE, T XTOREL SN 7= MACsec ¥ v ¥ = > &FK/Rk$ 5 show macsec summary =< > Ko
HAzRLET,

Switch# show macsec summary

Interface Transmit SC Receive SC

GigabitEthernetl1/0/18 0 0

GigabitEthernetl/0/20 1 1

GigabitEthernetl/0/21 0 0

GigabitEthernetl/0/22 1 1

GigabitEthernet4/0/19 0 0

GigabitEthernet4/0/20 1 1

GigabitEthernet4/0/22 0 0

BIEaTUF avU kR BL]
macsec A H—7 A AT 802.1ae MACsec &1 *—7 M ic LET,
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B show mka default-policy

show mka default-policy

MACsec Key Agreement (MKA) & k2L 57 40 b R —DIFHEF T 5 I12iE, show mka
default-policy ### EXEC =2~ F&MHL £,

show mka default-policy [sessions] [detail] [ | {begin | exclude | include} expression]

XD EREA sessions (EE) 740 b R v—p@AEN, 77747 MKAt® Yy 2>
DY~ —2FRrLET,
detail (EE) 74 b K v—0FMAREFRBLOT 740k K v —
DEAINTEA LV E =T oA AL FER TR LET, £l2id, 774V 8 RV
CREAINTETRTOT VT 4 T MKA &y v a3 BT 5 e
AT —ZAHFRERTILET,
| begin ({:7&) expression & —ET 2176 HRFEZMBLET,
| exclude ({EE) expression & —HT H1T2F RN L ET,
| include (L&) f5E & 7= expression & —HT 2172 FRFICEDET,
expression SRR A N LTHERT2HIINO T TY,
avY kK E—F ¥t EXEC
avy FEE Jy—= EEHNE

12.2(53)SE2

Zoawry RPBEMEnE L,

BREDHA FSM4Y  CFHITIE, KXFEALEREEET, 72 & 21F, | exclude output & A L7284, output %
ETITIIR R SNETAD, Output ZEITIERREINET,

{5l woOBITix, show mka default-policy =2~ FROHAHI 2R L £,
Switch# show mka default-policy

MKA Policy Summary...

Policy Delay Replay Window Conf Interfaces
Name Priority Protect Protect Size Offset Applied
*DEFAULT POLICY* NO YES 0 0 Gil/0/3 Gil/0/4

/

BTk, show mka default-policy detail =~ > FOH OB Z/R L ET,
Switch# show mka default-policy detail
MKA Policy Configuration ("*DEFAULT POLICY*'™)

MKA Policy Name

........ *DEFAULT POLICY*

Key Server Priority....0

Delay Protection
Replay Protection

Catalyst 3750-X & U 3560-X R4 wF ARV K Y27 LR
m‘ OL-21522-02-3 |



| £2% Catalyst 3750-X && U 3560-X Cisco [0S aT v K

show mka default-policy W

Replay Window Size..... 0
Confidentiality Offset.0O

Applied Interfaces...

GigabitEthernetl/0/5

BTk, show mka default-policy sessions =~ > KO DB EZ R L ET,
Switch# show mka default-policy sessions

Summary of All Active MKA Sessions with MKA Policy "*DEFAULT POLICY*"._._.

Interface Peer-RxSCI Policy-Name Audit-Session-ID
Port-1D Local-TxSCI Key-Svr Status CKN
% 2-40 show mka default-policy sessions ®Hh7 1 —JL F
J4—ILE B
Interface MKA > a DT 72747 ThHhOIWEA L —T = A ZADENATIL,
Port-1D Local-TxSCI TfEAH N5 A — K ID,
Peer-RxSCI E7O16EYy N A—KID LEFZELZETOA L F—T 2 AD MAC 7 K
Lz,
Local-TxSCI 16 Bv k A—k ID LHfE L7z, WHA v 2 —7 24 2D MAC 7 KL %,
Policy-Name Ty va VBRI EME OB E I S DR Y v — D4R,
Key Svr Status F— Y=k, MKA £y v a v 3% — —nThhL Y] 2, Thlisto
LElE INI OEZFFLET,
Audit-Session-1D v aID,
CKN Connectivity Association Key (CAK) ®#4 i,
BEEa<TUF avwy kR B
mka default-policy MKA 7B haL T 74V R —% A ¥ —T7 A AZHEA L
EJrps
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M show mka policy

show mka policy

T RTOEFRSINZ MACsec Key Agreement (MKA) 7’1 Fab KU v—oH <Y — (MKA 57+
N RV —%ET) #FrT5H, FRITBESNLERY U —%2FRT 512X, show mka policy %%
HMeEXEC 2~ F&HEHLET,

show mka policy [policy-name [sessions] [detail]][ | {begin | exclude | include}

expression]

XD EREA policy-name (LB KU —04HiE AT LET,
detail (EE) fBEsShie MKA KU v —OfEfZe s EHHR (20K Y >—n3
SNTMEA VH —T 2 A ADLATIEET) 2R RLET, ZOHIIIE,
BEX T a DT 74V MiERLET,
session F— U — ROBIC AN ENTZHE, BESNERY U —4 &2,
TRTCOT 7T 477 MKA v a BT 23R AT — 2 A ERE
FRLET,
sessions (EB) HBESNIERY V=2 %&F>O, T XCOT 7T 477 MKA &>
varohwl—EFRLET,
| begin ({L:7&) expression & —ET 217 bR FEZMBLET,
| exclude ({EE) expression & —H T 5172 F RN SR L ET,
| include (1EE) $8E & 4L7- expression & —E T 2172 FRICEDET,
expression ZRARA Y N E LTHEAT 2HIINOIFTHITY,
oYY F E—F ¥t EXEC
av > FERE yy—= EFERE

12.2(53)SE2

Zoawy RPBIMENE L,

BREDHA FSM4Y  CFEHITIE, KXFEALTERE S ET, 72 & 21F, | exclude output & A L7284, output %
ETITIIR R SNEEAD, Output ZEITIERREINET,

{5l woBITix, show mka policy =~ ROH I %7 LET,
Switch# show mka policy

MKA Policy Summary...

Policy KS Delay Replay Window Conf Interfaces

Name Priority Protect Protect Size Offset Applied

*DEFAULT POLICY* O NO YES 0 0 Gil/0/1

MkaPolicy-1 0 NO YES 1000 0 Gil/0/2 Gil/0/3

MkaPolicy-2 0 NO YES 0 50

MkaPolicy-3 0 YES YES 64 30 Gil/0/4 Gil/0/5
Gi1/0/6

my_policy 0 NO YES 4294967295 0
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show mka policy W

test-policy 0 NO YES 10000 0

® 2-41 show mka policy DHAZ 1 —IL F

Z4—ILF B

Policy Name RY—DARY o 7RI o

KS Priority ¥ H—sX (KS) ICRBTDD, FIAF VT 4 OREN, AL 0

~ 255 CT9, 0 IZ&mEDOTTAF VT 4%, 255 3&/NNDOT T A4 F VT ¢
ERLET, 01T, AA v TIFRHIZHF— P —N"ELTEELLS LT
ZEEEWRL, E255 1F. AL v FNY—ANELTEMELEL Y E LAV
EEBWLET, ZOEIE. RETEERA,

Delay Protect Ef SN TR R OREM, ZOMIE, RETE EEA,

Replay Protect g Stz ) 7 LA MREOBREF A O (2L, replay-protection
window-size =~ K& AJj$5 Z & THREARRTT),

Window Size Nry NZEDT L—2ETRIND, VFIVAREY 1 RYDOKER

HYA R, VT UARENRA 7 ThiE, HIZ0 T, VLA IRENA
VT, EA 0 ThivE, MACsec 7 L — L DR ZRIEFEERFAE L £
(ZHuix, replay-protection window-size =~ > K& AN+ 5 Z & TiE
ARE T,

Conf Offset WEMA 7y OREEHOM (MACsec D% 7 L — LHR# E 72 120
FleEA 7y bTH M), REFADOMEIEL, 0 (A7 ML),
30, FE72IEL50 31 b,

Interfaces Applied R —NREAINEA v X —T =4 ADE WL, COAf 2 —T A
ACBBEH SN TV RWES, A MY 732 TY,

woFICIE, show mka policy detail =~ > RO HFIZ2RLET,
Switch# show mka policy MkaPolicy detail
MKA Policy Configuration (“"MkaPolicy-3")

MKA Policy Name........ MkaPolicy-3
Key Server Priority....0

Delay Protection....... NO

Replay Protection...... YES

Replay Window Size..... 64

Confidentiality Offset.30

Applied Interfaces...
GigabitEthernetl/0/4 GigabitEthernetl/0/5
GigabitEthernetl/0/6

wOHFTix, show mka policy sessions =~ > FOHE Iz R L E7,
Switch# show mka policy replay-policy sessions

Summary of All Active MKA Sessions with MKA Policy "“replay-policy"...

Interface Peer-RxSCI Policy-Name Audit-Session-ID
Port-1D Local-TxSCI Key-Svr Status CKN

Gi1/0/25 001b.2140.ec3c/0000 replay-policy 0A05783B0000001700448BA8
2 00le.bdfe.6d99/0002 YES Secured 3808F996026DFB8A2FCEC9A88BBD0680

Catalyst 3750-X & & U 3560-X R4 wF ARV K Y27 LR
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M show mka policy

BEaTUF avyv kR B L
mka policy (ZFm—23v 2 MKA R =% LT, MKARY v — ar7 4 Falb—g
T4 F¥2l—vaV) v E—RERIBLET,

mka policy (f v % —7 x4 MKARY =% A0 ¥ —T x4 AZEHHALET,
R a4 Fal—ay)
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show mka session W

show mka session

7 77 4 7 7 MACsec Key Agreement (MKA) v ~ha vy v a ot~ —%FrT 51203,
show mka session ### EXEC =~ F&FEH L £7,

show mka session [interface interface-id] [port-id port-id]] [local-sci sci] [ | {begin |
exclude | include} expression]

X DEREA

interface interface-id (1) A v X — 7 =4 A LOT 75 477 MAK By v a v ORATF—HX A
FWERRLET,

port-id port-id () FHESNTEZRE—FID 28of v ¥ —7 = ATEFHOT 77 ¢
T MKA Yy varoh~wl —%FRLET, A—hID ZERTHIZ
IX. show mka session interface interface-id =~ K2 AN LET, &~—
N ID OfEIE, 2 0 BHAEY FUMBEEA v X —7 = A ADOAER— b &2 Af
HIaH Ly yarZ EICHEFICENLES,

local-sci sci (f£&) Local TX-SCI THEENLD MKA £ v a v DRTF—% XER%
FRLET, FEEL-E Y 3 ® Local TX-SCI ##E#R4 5121, show
mka session =~ R % —U— R LTASLET, SCl R SiE, 8@
DA 7T v b (16 D 16 #E) THHMNERH Y £,

detail (FE) T RTCOT 27747 MKA®ty Y ay, fBESNFEA L —T =
AR, Fl2E, BESNEZER—FID 2FOBEDA v F—T7 =4 ADF X
ToOtyva AT MR T — X AFRER T LET,

| begin (fE7) expression & —E$ 517 bFREMBLET,
| exclude (fEE) expression & —HT 2172 KRN HERI L E T,
| include (%) /& ST expression & —HT 5172 EKRICHEDET,
expression ZHARA M E LTHERT 2 N0 T8 TT,
AR kR E—F M EXEC
av Yy FERE Jy—=2 EENR
12.2(53)SE2 Zoawy RBENEShE L,

EREDHA R34

7

LFEHTIE, KT ENTFREISNET, =& xi1E, | exclude output & AF L7234, output &
ETITIXFRRSNEEAN, Output ZETITIERRINET,

& DHTIL, show mka session =~ ROH A AR LET,

Switch# show mka session

Total MKA Sessions....... 1

Secured Sessions... 1

Pending Sessions... 0
Interface Peer-RxSCI Policy-Name Audit-Session-ID
Port-1D Local-TxSCI Key-Svr Status CKN
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B show mka session

Gil/0/1 001b.213d.28ed/0000 *DEFAULT POLICY* 02020202000000000000EAA6G

2 001le.bdfe.8402/0002 YES Secured 3A06ECB1183E42BB4D7817EB2B949DOE

Gil/0/1 00la.323a.38ef/0000 *DEFAULT POLICY* 02020314000000000000EAB9

3 001le.bdfe.8402/0003 YES Pending CFB1E3B513344AB3417E17FBCB449D3A

Gil/0/2  001c.113F.2d3a/0000 MkaPolicy-1 02020533000000000000EC81

2 001le.bdfe.8402/0002 YES Secured F103EABB133F4AB3497312EF2A949A03

=& 2-42 show mka session DHEAZ7 41 —IL K

Z4—ILF B

Interface MKA® > a BT 7T 47 THHIHYEA X —T = A ZADEWAH,

Peer-RxSClI E7D16Ey M R—KID LEFELIZ ETDAL L F—T A ZAD MAC 7 R
LA,

Policy-name v a VARSI EEOREICHEA S D R Y v — D4R,

Audit session ID oy ariID,

Port-1D Local-TX-SCI T &5 AR — bk ID,
Local-TxSCI 168y h R—HKID L#E#FE L, A X —T7 214 2D MAC 7 RL A,

Key Server Status | — #— 313, MKA £y v a rBN%— —nThhif Y] &, Thlso
LAk IN) OfEzFEHET,

Connectivity Association Key (CAK) D4 Hi,

CKN

woFITIiL. show mka session detail =~ > FoOH Il Z R L E£7,

Switch# show mka session detail
MKA Detailed Status for MKA Session

Status: SECURED - Secured MKA Session with MACsec

Local Tx-SCl............. 0022 .bdcf.9a01/0002

Interface MAC Address....0022.bdcf.9a01

MKA Port ldentifier...... 2

Interface Name........... GigabitEthernetl/0/1

Audit Session ID......... 0BOBOB3D0000034F050FA69B

CAK Name (CKN)........... 46EFE9FE85199FE404FB7AFA3FDO732E
Member ldentifier (M1)... D7BOOEDA353242704CC6B0ODB
Message Number (MN)...... 7

Authenticator............ YES

Key Server............... YES

Latest SAK Status........ Rx & Tx

Latest SAK AN............ 0

Latest SAK KI (KN)....... D7BO0OEDA353242704CC6B0ODBO0000001 (1)
Old SAK Status........... FIRST-SAK

Old SAK AN. ...t 0

old SAK KI (KN) . ooooooo.. FIRST-SAK (0)

SAK Transmit Wait Time... 0Os (Not waiting for any peers to respond)
SAK Retire Time.......... Os (No Old SAK to retire)

MKA Policy Name.......... *DEFAULT POLICY*

Key Server Priority...... 0

Delay Protection......... NO

Replay Protection........ YES

Replay Window Size....... 0
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show mka session

Confidentiality Offset... O

Algorithm Agility........ 80C201

Cipher Suite............. 0080020001000001 (GCM-AES-128)

MACsec Capability........ 3 (MACsec Integrity, Confidentiality, & Offset)
MACsec Desired........... YES

# of MACsec Capable Live Peers............ 1

# of MACsec Capable Live Peers Responded..1

Live Peers List:
Ml MN Rx-SCl1 (Peer)

DA296D3E62E0961234BF39A6 7 001b.2140.ec4c/0000

Potential Peers List:
MI MN Rx-SCI1 (Peer)

wOF X, show mka session interface =~ > FOH I ZR L E7,

Switch# show mka session interface gigabitethernetl/0/25

Summary of All Currently Active MKA Sessions on Interface GigabitEthernetl1/0/25.
Interface Peer-RxSCI Policy-Name Audit-Session-ID

Port-1D Local-TxSCI Key-Svr Status CKN

Gi1/0/25 001b.2140.ec3c/0000 replay-policy 0A05783B0000001700448BA8

2 001le.bdfe.6d99/0002 YES Secured 3808F996026DFBSA2FCECOAS8BBD0O680
BIEaT VR avwy kR BL
clear mka sessions TRTOMKAEYyYay (R—=KFID, f ¥ —TxA A, ¥721Z

Local TX-SCI Fo MKA vy ayv) #7U7LET,

macsec A B —T x4 A T 802.1ae MACsec # 1 % —7 /M LET,
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B show mka statistics

show mka statistics

7'm—s3L MACsec Key Agreement (MKA) 7o b a VfEGHERB L OT 77 4 77 MKA & v ¥ =
VELHTIO MKA Yy Y a vy DT T — By r ¥ EFaT 5121k show mka statistics £ EXEC =2~ >
FEFEHALET,

show mka statistics [interface interface-id port-id port-id] | [local-sci sci]} [ | {begin |
exclude | include} expression]

X DN interface interface-id (L&) A 4 —7 24 A LD MKA v a v O EREZFRLET,
WA VA —T oA AT RERTT,
port-id port-id PESNER—ID 285 v ¥ —T7 =2 A ATETHOT 75 4 7

MKA -ty var o~ —%2FRLET, A— b ID #£R-TBITF,
show mka session % 7= (% show mka session interface interface-id =2~ > K
EANDLET, A= ID DI, 2710504 F0, AUBEA L X —T <A
ADWRBR— N EFERATL2HL0Ey v a D EICHEHBFICEMNL 5,

local-sci sci ({E#) Local TX-SCI THESN 5 MKA & v ¥ a v O#EHEREZF R L
F7, By 3 ® Local TX-SCI #7823 512i%. show mka session
detail =~ FE# A LET, SClOoE XX, 84 7T v b (16 @D
16 HE3) THHMERH D 7,

| begin ({L7&) expression & —ET 21T bR FLMBLET,
| exclude (fLE) expression & —ET 21TE2RE=DHIRI L E T,
| include ({E3) $8E &7z expression & — 4 5172 £ RICEDET,
expression ZRARA 2 N LTHERT 2 HAINOIIFTHITY,
avYkFE®—F  #EEXEC
av Yy FERE Jyy—= EENE
12.2(53)SE2 oo~y RREMSHE L,

BRLEDAA K34y CFEHITIE, KXFEALFERE S ET, 72 & x1F, | exclude output & A L7254, output %
ETITIIFRRSNEEAN, Output ZETITIERRINET,

1 W OFITIE, show mka statistics =~ KO %R LET,

SWitch# show mka statistics
MKA Global Statistics

MKA Session Totals
Secured. ... 32
Reauthentication Attempts..31

Deleted (Secured).......... 1
Keepalive Timeouts......... 0

CA Statistics
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SA

Pairwise CAKs Derived...... 32
Pairwise CAK Rekeys........ 31
Group CAKs Generated....... 0
Group CAKs Received........ 0
Statistics

SAKs Generated............. 32
SAKs Rekeyed............... 31
SAKs Received.............. 0
SAK Responses Received..... 32

MKPDU Statistics

MKPDUs Validated & Rx...... 580
"Distributed SAK".._... 0
"Distributed CAK"..... 0

MKPDUs Transmitted......... 597
"Distributed SAK".. ... 32
"Distributed CAK"..... 0

MKA Error Counter Totals

Bring-up Failures
Reauthentication Failures

SAK Faillures

CA

SAK Generation..................
Hash Key Generation.............
SAK Encryption/Wrap.............
SAK Decryption/Unwrap...........

Failures

Group CAK Generation............
Group CAK Encryption/Wrap.......
Group CAK Decryption/Unwrap. . ...
Pairwise CAK Derivation.........
CKN Derivation..................
ICK Derivation. ... .............
KEK Derivation..................
Invalid Peer MACsec Capability..

MACsec Failures

Rx SC Creation........ ... ... ....
Tx SC Creation. ... ... ..o aaaa.
Rx SA Installation...............
Tx SA Installation...............

MKPDU Failures

& 2-43

MKPDU TX- e oo e e eee i e e ceecaeaeeans
MKPDU Rx Validation..............
MKPDU Rx Bad Peer MN.............
MKPDU Rx Non-recent Peerlist MN..O

show mka Global Statistics DHEAT7 4 —IL K

show mka statistics W

J4—ILF HL

Reauthentications

802.1x 76 D

FRLES

Pairwise CAKs Derived |EAP FBFEIC L - THUF & 7227 @ Secure Connectivity Association Key

(CAK),

Pairwise CAK Rekeys | R4 ICHAER SN 7-~27 D CAK,

Group CAKSs Generated

TN—7 CA OF— P — "Lt LTEWEFTICAR SN 7 L—7 CAK,
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B show mka statistics

% 2-43 show mka Global Statistics DHAZ7 s —ILF #E)

J4—ILE BTLL]

Group CAKs Received |71 —7 CA OFFx— — N 2o "L LCEERICZELEI L —F
CAK,

SAK Rekeys F— Y=L LTBHMBENT, £REHEF— = A RELTEEL
7= Secure Association Key (SAK) @ x—FARL,

SAKSs Generated EE®D CA THF— $— & LTEEL T2 RIC AR Sz SAK,

SAKSs Received B0 CA TIHEXF— — 2oL LTEEFRIZZE LT SAK,

MPDUs Validated & Rx |15 L. #iiE & 4172 MACsec Key Agreement Protocol Data Units
(MPDU),

MPDUs Transmitted {8 &7z MPDU,

BEaTUF avwy kR EL
clear mka statistics TR_RTCO MKA #EHE#H (BEenAf v Z—7 = A, A"—FID, £
7=1% Local TX-SCI > MKA #cEttE#®R) #2727 LET,
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show mka summary W

show mka summary

MACsec Key Agreement (MKA) v a ¥~ —BLO7 v — ULaHER 2 R8T 51213,
show mka summary ## EXEC =2~ > REEH L £,

show mka summary [ | {begin | exclude | include} expression]

XD EHEA | begin ({3) expression & —84 2470 bR RZHIAL T,
| exclude (f£7) expression & —E$ 2172 &R BRI L ET,
| include (&) f5E SH7- expression & —ET 5172 RRICHEDET,
expression ZRARA N LTHERTA2HIINOFSITY,

a2V F E—F i EXEC

av Y FEE yy—2 EERE
12.2(53)SE2 oIy KBNS E L,

FRLEDOAARSMY  CPHITid, RXFEDACTFREB S ET, =& 2I1E, | exclude output & AJJ L7=#54 . output %
EUITIXR R SNETAD, Output & ITIIRRENET,

fl o TIx, show mka summary =~ > RO Z5RLET,

Switch# show mka summary
Summary of All Currently Active MKA Sessions...

Total MKA SessiONS. .. ..o i aaaaaan 1
Initializing (Waiting for Peer)......._..... 0
Pending (Waiting for Peer MACsec Reply)....0
Secured (Secured MKA Session with MACsec)..1
Reauthenticating MKA Sessions............... 0
Interface Peer-RxSCI Policy-Name Audit-Session-1ID
Port-1D Local-TxSCl Key-Svr Status CKN

Gi1/0/25 001b.2140.ec3c/0000 replay-policy 0A05783B0000001700448BA8
2 001e.bdfe.6d99/0002 YES Secured 3808F996026DFB8A2FCEC9A88BBD0680
MKA Global Statistics

MKA Session Totals

Secured. ... .. ... 36
Reauthentications........ 23
Deleted (Secured)........ 0
Keepalive Timeouts....... 4

MACsec SAK-Use Timeouts. .0
CA Statistics

Pairwise CAKs Derived....33
Pairwise CAK Rekeys...... 23
Group CAKs Generated..... 0

Group CAKs Received...... 0

SA Statistics
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M show mkasummary

SAKs Generated........... 61
SAKs Rekeyed............. 54
SAKs Received............ 0
SAK Responses Received... 59

MKPDU Statistics
MKPDUs Validated & Rx....75774

"Distributed SAK"..... 0
"Distributed CAK"..... 0
MKPDUs Transmitted....... 75049
"Distributed SAK"..... 96
"Distributed CAK"..... 0

MKA Error Counter Totals

Internal Faillures................ 0
Session Failures

Failed while Initializing..... 6
Failed while Pending MACsec... 2
Reauthentication Failure...... 0
SAK Faillures

SAK Generation................ 0
Hash Key Generation........... 0
SAK Encryption/Wrap........... 0
SAK Decryption/Unwrap......... 0
CA Failures

Group CAK Generation.......... 0
Group CAK Encryption/Wrap..... 0
Group CAK Decryption/Unwrap... O
Pairwise CAK Derivation....... 0
CKN Derivation................ 0
ICK Derivation................ 0
KEK Derivation................ 0
MACsec Failures

Rx SC Creation................ 2
Tx SC Creation................ 2
Rx SA Installation............ 2
Tx SA Installation............ 0
MKPDU Failures

MKPDU TX. e ii e eee e e eeecaaaaa 0
MKPDU Rx Validation........... 13
Bad Peer MN (anti-replay)..0
Non-recent Peerlist MN..... 0

MKA Policy Summary...
Policy KS Delay Replay Window Conf Interfaces
Name Priority Protect Protect Size Offset Applied

*DEFAULT POLICY* O NO YES O O Gil/0/26 Gil/0/29
replay-policy 0 NO YES 300 0 Gil1/0/25
Incredible-59#sh mka policy replay-policy

MKA Policy Summary. ..

Policy KS Delay Replay Window Conf Interfaces
Name Priority Protect Protect Size Offset Applied

replay-policy 0 NO YES 300 O Gil1/0/25

& 2-44 show mka summary @A 71 —IL F

J4—ILE HReA

Reauthentications 802.1x 7> 5 DO IRIE,

Pairwise CAKs Derived |EAP FBFiEIC & - THUS & 41727 @ Secure Connectivity Association Key
(CAK),

Pairwise CAK Rekeys | FFRBFF#4IC /L S22 @ CAK,
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show mka summary W

& 2-44 show mkasummary DHEAZ s —IL K EE)

J4—ILF

B8

Group CAKSs Generated

TN—7" CA OF— H— "Lt LTEWEFTICAR SN 7 L—7 CAK,

Group CAKs Received

IN—7" CA DIF— F—s AN LTEERICZE LV —T
CAK,

SAK Rekeys

F— Y=L LTCRh SN, EHEFHEF— =R A RELTZREL
7= Secure Association Key (SAK) @ % —F AL,

SAKs Generated

fEED CA THF— F— L LTEEL TWDRICAER S Lz SAK,

SAKSs Received

EE®D CA THF— —r A& L TEMERIZEAE LTz SAK,

MPDUs Validated & Rx

Z15 L. MIES 7= MACsec Key Agreement Protocol Data Units
(MPDU),

MPDUs Transmitted

{5 & 7= MPDU,

BBEav> R

avy kR

B

show mka policy

MKA 7a hal R vr—oH <) —2R R LET,

show mka session

MKA 7o hal yvaroth~l) —aFRLET,

show mka statistics

MKA 7o k2 VigiHEfRBs L O v o 2 2 FoRm LET,
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W show mis qos

show mls gos

il

7 m— 317 Quality of Service (QoS) REMW M A AT 2121X. show mls gos = —#% EXEC =2+ >
KEHEHALET,

show mls qos [ | {begin | exclude | include} expression]

B | begin (fEE) expression & —EHT 21T bFREMIAL £,
| exclude (f#) expression & —E T 2174 R R-NBERAL ET,
| include (EE) $5E ST expression & — T 51T2 £ RICHD £T,
expression ZHRA M E L THERT 2N TS TT,
a2k E—F o —#% EXEC
av Y FERE Jyy—=x EERNE
12.2(53)SE2 Zoawy RRBMERE L,

EREDAA FS54>

LFHTIH, KXFEDLERRBISNE T, =& 21E, | exclude output & AJ) L7254, output %
EUITIXIR RS NEFAD, Output 2 & 1171 ii‘%réﬂiﬁ”

0] W ORFITIL, QoS M1 *x—7 LT DiffServ =— K KA > b (DSCP) FZBENT 4 E—T NVOHED
show mls qos =~ > FOHHERLET,
Switch> show mls qgos
QoS is enabled
QoS ip packet dscp rewrite is disabled
KOFITIE, QoS 23A 1 —7 /LT DSCP %l b A r— 7 /L D5 D show mis qos =2~ > R ) 7R
LE9,
Switch> show mls qos
QoS is enabled
QoS ip packet dscp rewrite is enabled
EEa<TUF =Y BIL]
mls gos AL v FEERITH LT QoS A F—7 M LET,
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show mls qos aggregate-policer W

show mls gqos aggregate-policer

Quality of Service (QoS) 77V #— k RV Y —REZEF1T HIiX. show mls qos
aggregate-policer = —#%# EXEC =2~ FZHERALET, AU —i%, KRKIFEEHE, Rk —2R
MEEY A X BROWT N ORKEABE L7256 O UEEZER L ET,

show mls qos aggregate-policer [aggregate-policer-name] [ | {begin | exclude | include}
expression]

BXX DR aggregate-policer-name  ({£&) HESNELARORY O —RELZRRLET,
| begin ({F-7) expression & —FT 51T bFFEZHB L ET,
| exclude ({E7&) expression & —ET BT 2 F RO L ET,
| include (EE) $8E &7~ expression & —H T 2172 F£RICEDET,
expression BRRA 2 b E LTHAT 2 H IO SFESITT,
aTUF E®E—F  =—#EXEC
vV FBE Jy—=x FTERE
12.2(53)SE2 Coawy RBBEMEShE LT,

BEREDAA FS54>

LFEHTIE, KT EDXTFREIESNET, =& % iE, | exclude output & AJ L7234 output %
ETITIXR R SNETAD, Output 28 ITIERREINET,

i woOBF Tk, show mls gos aggregate-policer =~ > KOHHZRr L 7,
Switch> show mls qos aggregate-policer policerl
aggregate-policer policerl 1000000 2000000 exceed-action drop
Not used by any policy map
BlEa<Y R avwy kR SieA
mls gos aggregate-policer RV — <y THNTEBED I FANREETHR) — T X —F
EEHZELET,
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W show mis qos input-queue

show mls gos input-queue

AJ1% = —® Quality of Service (QoS) #F* 7 %121%, show mls qos input-queue == —#% EXEC =
~ FEERLET,

show mls gos input-queue [ | {begin | exclude | include} expression]

B e | begin (fE&) expression & —ET 21T bFRREMMBLET,
| exclude ({F3) expression & —8§ 247&2F R0 BRI L ET,
| include (FEE) 4578 Shu7- expression & —H T 51T2FRICHEDET,
expression ZHRA b LTHERT 2 HIINOLTFHITT,
avY kR E—F =—#EXEC
av Yy FERE Jy—=x EERE
12.2(53)SE2 Coa~r RRBMSNE L,

FRLEDOAARSMY  UPpITid, RXFEDACTFREB SN ET, =& 2I1E, | exclude output & AJJ L7=#54, output %
EUITIXIRRSNETAD, Output 28 ITIIRRENET,

i WOHITIE, show mls gos input-queue =~ > FOH I ERL £,
Switch> show mls qos input-queue
Queue : 1 2
buffers : 90 10
bandwidth : 4 4
priority : 0 10
thresholdl: 100 100
threshold2: 100 100
BEaTUF avyk SR

mls qos srr-queue input bandwidth ~ Shaped Round Robin (SRR; =+ 7K 7> K mnEy)
DELHE NS F 2 —ZE DY TET,

mls qos srr-queue input buffers ANFa—MONNy 77 5E Y TET,

mls qos srr-queue input cos-map B Yoz — R 7T A (CoS) i ASFa—IZ
vy b7 L, COSEZF=2—L LEVMEID ICH Y KT
ij‘o

mls gos srr-queue input dscp-map #| v 24T 517~ Differentiated Service Code Point (DSCP)
EEANF2—lvv 7L, DSCP iz F2—L L&
VME ID IZHID M TET,

mls qos srr-queue input priority-queue AN 7S5 A F VT 4 F 2 —HRE L, FHIEELIRIEL £,

mls gos srr-queue input threshold Weighted Tail-Drop (WTD) L &VMED/X—& > N & AT
Fa—ZHDBTET,
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show mls qos interface

show mls gos interface

Quality of Service (QoS) ff#Hta R — F L ~LTHR T HIZiL, show mls gos interface = —# EXEC
avy FEERLET,

show mls qos interface [interface-id] [buffers | queueing | statistics]
[ | {begin | exclude | include} expression]

X DEREA

GE)

interface-id (EE) fRESNEZA— D QoS EMER I LET, AMef V4 —T7 = A AT
T, WHER—- IR EENET,

buffers (EE) ¥a—MoNy 77H0YTERRLET,

queueing (EE) Fa—A 708 GtAEFRIEIv=—Y 7)) BIOFa—IZxt L
TESBERIILET,

statistics (58) 2515 &h7- Differentiated Service Code Point (DSCP) Dz,

P—E R 7T A (CoS) f. F=—IZANSLNT=NEZITH I = —HAL THIBR
SNy N SRV Y—DF a7 s A NVRSNDO Ay AR RLET,

| begin (fL7) expression & —EHT 517 bFREHMBLET,

| exclude (f£#) expression & —ET 51T &2 FRn LM LE T,

| include (EE) $8E Shi- expression & —EHT 21T &2 FRICEDET,
expression SHARA U M LTHERT 2 HIINOFESITY,

policers ¥ —U— Kk, a~> RIA4 0D~V F A U ZICREERERTOHETH, $R—FrER
TWEHA,

avykE—F o—H EXEC
av Y FEE Jyy—x EEAR
12.2(53)SE2 Ioa~wy RREMENE L,

EREDHA R4

]

LFEHITIE, KT ENTFREIESNET, =& xIE, | exclude output & AH L7284, output &
ETITIIFRRSNEEAN, Output ZETITIERRINET,

WOFITIE, VLAN ~<—2 QoS A1 *—7 VDA @ show mls qos interface interface-id =~ > F
D ERLET,

Switch> show mls qos interface gigabitethernetl/0/1
GigabitEthernetl/0/1

trust state:not trusted

trust mode:not trusted

trust enabled flag:ena

COS override:dis

default COS:0

DSCP Mutation Map:Default DSCP Mutation Map

| oL-21522-02-3
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MW show mis qos interface

Trust device:none
qgos mode:vlan-based

WOFITIE, VLAN ~N—2 QoS 235 4 & —7 /L D4 d show mls qos interface interface-id =~ >
FOW N ERLET,

Switch> show mls gos interface gigabitethernetl/0/2
GigabitEthernetl/0/2

trust state:not trusted

trust mode:not trusted

trust enabled flag:ena

COS override:dis

default COS:0

DSCP Mutation Map:Default DSCP Mutation Map

Trust device:none

gos mode:port-based

woOHFTix, show mls gos interface interface-id buffers =2~> FOH I Z /R L E7,

Switch> show mls qos interface gigabitethernetl/0/2 buffers
GigabitEthernetl/0/2

The port is mapped to gset : 1

The allocations between the queues are : 25 25 25 25

woFITIE, show mls gos interface interface-id queueing =~ > FoH AR L E4, HHBRA
¥ 2 —I%, #E &N 7z Shaped Round Robin (SRR) D EL &I L £,

Switch> show mls qos interface gigabitethernetl/0/2 queueing
GigabitEthernetl/0/2

Egress Priority Queue :enabled

Shaped queue weights (absolute) : 25 000

Shared queue weights =: 25 25 25 25

The port bandwidth limit : 100 (Operational Bandwidth:100.0)
The port is mapped to gset : 1

woFICIE, show mls gos interface interface-id statistics =2~ > KO ER L ET, £ 2-4512, &
DHATEREND 74—V FOFHMHEZRLET,

Switch> show mls qos interface gigabitethernetl/0/2 statistics
GigabitEthernetl/0/2

dscp: incoming

0- 4: 4213 0 0 0 0
5- 9: 0 0 0 0 0
10 - 14 : 0 0 0 0 0
15 - 19 : 0 0 0 0 0
20 - 24 : 0 0 0 0 0
25 - 29 : 0 0 0 0 0
30 - 34 : 0 0 0 0 0
35 - 39 : 0 0 0 0 0
40 - 44 : 0 0 0 (0] 0
45 - 49 : 0 0 0 6 0
50 - 54 : 0 0 0 0 0
55 - 59 : 0 0 0 0 0
60 - 64 : 0 0 0 0

dscp: outgoing

0- 4: 363949 0 0 0 0
5- 9: 0 0 0 0 0
10 - 14 : 0 0 0 0 0
15 - 19 : 0 0 0 0 0
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show mls qos interface

20 - 24 : 0 0 0 0 0
25 - 29 : 0 0 0 0 0
30 - 34 : 0 0 0 0 0
35 - 39 : 0 0 0 0 0
40 - 44 : 0 0 0 0 0
45 - 49 : 0 0 0 0 0
50 - 54 : 0 0 0 0 0
55 - 59 : 0 0 0 0 0
60 - 64 : 0 0 0 0
cos: incoming
0- 4: 132067 0 0 0 0
5- 9: 0 0 0
cos: outgoing
0- 4: 739155 0 0 0 0
5- 9 90 0 0
Policer: Inprofile: 0 OutofProfile: 0
& 2-45 show mls gos interface statistics ® 7 4 —JL FDEEA
F4—ILE B
DSCP incoming DSCP fEZ LICxZA 5 L= v MK
outgoing DSCPEZ LIZEE LTy MR
CoS incoming CoSTEZ LITZAELIer v MK
outgoing CoSEZ LITHE L2 v MK
Policer Inprofile RIYP—T,DFa 77 A NS T v MK
OutofProfile |RUHY—Z, DT 77 A N5y MK

BEaIU kR avwvk Bt
mls qos queue-set output buffers Ny 775 Fa—%y MZEIYYTET,
mls gos queue-set output threshold Weighted Tail-Drop (WTD) L &WMEEZREL, N>
T7DTNATEYT 4 Z2RFEL, Fa—Fy MIHTD
KRAEVED B TERELET,
mls qos srr-queue input bandwidth SRR OEZ % AN F o — 28 ) ¥ CTEF,

mls qos srr-queue input buffers ADFa—MONy 77 52E 0 Y TET,

mls qos srr-queue input cos-map CoSfEZ ANNF a—IZvy B 7350, £72id CoS &
EX¥a—L LEXWEIDIZvy 7 LET,

mls qos srr-queue input dscp-map DSCP iz Af1F 2 —Ilc~ v B 7+ 50, £7-1% DSCP

fEizXxa—¢LEWVMEIDIZY Yy E I LET,
mls qgos srr-queue input priority-queue A 754 AU T 4 Fa—ZikiE L, HHIEZRIEL £
mls qos srr-queue input threshold WTD L&EVWED S—E L FEANIF 2 —IZHID ¥ TET,
mls gos srr-queue output cos-map CoSfEZ I )F 2—IZv vy B/, F7id CoS fH%
Foa—BILRLEWMEIDIZv Yy 7 LET,
mls gos srr-queue output dscp-map DSCP fi %l /1% = —, F7-idF=a—L LEUVMEIDIC
~ v LET,

policy-map R = vy TERAEREIEELET,
priority-queue A—hETHABREX2—%2 A 33— VICLET,
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MW show mis qos interface

avwyk 2L

queue-set R—braeFa—ty MIvy 7 LET,

srr-queue bandwidth limit N—FTORRKENZHIRLET,

srr-queue bandwidth shape V=V INTELAERHVY T, KR—hivybEr s
Sl 4 oo F a— ECTHIIEY = — Y 7% 4 3 —
T LET,

srr-queue bandwidth share HEHEFTHEAZEHVY T, R—hI~vvbErr7Enhiz4-o

D) F 2 — EOFIEDO LA 2 A =T /M LET,
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show mls gos maps

show mls qgos maps W

Quality of Servwe (QoS) v v v 7iE@®aERRT HITIL, show mls qos maps =—#% EXEC =2~ >

FafmL £,
TR L,

ZELEY—E2 752 (CoS).

SETIE. QS E~v vy v T F—TINEFEHLTCN I 74 v I DT ITAF VT 1 %
Differentiated Service Code Point (DSCP) .

E72ILIP

precedence fE» S xtisd % CoS £7-1X DSCP fEZ AL £,

show mls gqos maps [cos-dscp | cos-input-q | cos-output-q | dscp-cos | dscp-input-q |
dscp-mutation dscp-mutation-name | dscp-output-q | ip-prec-dscp | policed-dscp] [ |
{begin | exclude | include} expression]

EX(DEHEB? COS'dSCp ('EEE') HY—rR T T R (COS) /DSCP ~ 70%:’§ﬂi\‘ L+
e
cos-input-q (£i) CoOS ANFa—D LE\WMi~y 7E2ERLET,
cos-output-q (i) CoS ¥ a—DLE\Wli~vy FE2FERLET,
dscp-cos (f1:7%) DSCP/COS v v 7% # R LET,
dscp-input-q ({E7) DSCP A ¥ a—LE Wi~y 74 F R LET,
dscp-mutation dscp-mutation-name  ({f:&) f§/E &7z DSCP/DSCP-mutation ~ » 7% #x L £
e
dscp-output-q ({£%) DSCP i hFa—Lx\Wli~vy 75 E R LET,
ip-prec-dscp ({L:&) IP precedence/DSCP ~ v 7% F 7 L 7,
policed-dscp (EE) KU VR EDSCP v v 72 RELET,
| begin (&) expression & —ET 217 bFRE2MB L ET,
| exclude (L) expression & —ET BT 2 FRN BRI LET,
| include (L&) HESh7- expression & —ET 21742 FRICED F
‘j‘o
expression SHRA N E LTHERATAHIINOXTHITY,
avY kR E—F o —# EXEC
avy FERE yyy—= FENE

12.2(53)SE2

Zoawy RRNBMEE L,

EREDAHA R34y

XFFITIE, RXFLAALFREBIENET, 2Lz

. | exclude output & A1 L7354 output %

BUITIIFR RSN ET AL, Output & Te1TI ii‘%réﬂiT

AU v 7#E DSCP, DSCP/CoS, ¥ XU DSCP/DSCP-mutation ~ > 7 i%, v~ U v 7 X & L THE
RENET, dLFITiX, DSCP TIHRLEEEOEWHIZHE L EJ, d247TiX, DSCP Tib EEE
DRV ZHBE L E T, dl kL d2 Eo @S ik, A Y o 73 &E DSCP, CoS, F7-1%
Mutated-DSCP fEZ##2ft L £ 9, 7= & 21X, DSCP/CoS ~ 7 Cix, DSCP & 43 % CoS fi 5 (&%t
LET,
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M show mis qos maps

DSCP AJF 2 — LEVMEBLIODSCP /1¥a—LEWE~y Fid. v U v 27 R E L TERIN
F9, d1FITIE, RLEEEDOS DSCP FEOMEEEL ET, d217 T, HHEIEDOEWN
DSCP ZHEZDOHi#HELET, dlEL d2 EOLEH/STIE, F=—ID L LEVWEID 284t L E,
72L& %21E, DSCP AJjFa— L EVME~ v 7 Tld, DSCPE 43 ixF¥=—2 BL O LV E 1 (02-01)
Wb LET,

CoS AiF=a—LEWEBLIU CoS HFa—LEWiE~ y 7 Tld, CoS R —FLOIT, X575
Fa—IDBLIOLEVMEID 22 FBADITICRRENET, & AIE CoS ANFa—LEWE~Y
7 TiE, CoOSES IEFa— 2B L LEWVWE L (2-1) 1TSS HZ &I £,

15l WOFITIE, show mls gos maps =~ > RO &R LET,

Switch> show mls qos maps
Policed-dscp map:
dl: d20 1 2 3 4 5 6 7 8 9

Cos-dscp map:
Ccos: 01 2 3 4 5 6 7

IpPrecedence-dscp map:
ipprec: 0 1 2 3 45 6 7

dl :d2 0 1 2 3 4 5 6 7 8 9
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show mls qgos maps W

Dscp-inputqg-threshold map:
dl :d2 0 1 2 3 4 5 6 7 8 9

Cos-outputg-threshold map:
cos: O 1 2 3 4 5 6 7

queue-threshold: 2-1 2-1 3-1 3-1 4-1 1-1 4-1 4-1

Cos-inputg-threshold map:
cos: O 1 2 3 4 5 6 7

queue-threshold: 1-1 1-1 1-1 1-1 1-1 2-1 1-1 1-1

Dscp-dscp mutation map:
Default DSCP Mutation Map:
dl: d20 1 2 3 4 5 6 7 8 9

BEa< kR avwUFk e

mls gos map CoS/DSCP « > 7, DSCP/C0S ¥ v 7",
DSCP/DSCP-mutation ~ 7, IP precedence/DSCP ~ v 7",
BLORY o7& EDSCP v~y 72 E&£LET,

mls qos srr-queue input cos-map  CoS iz Aix = —Iic~ v B 7455, £721% CoS %
Fa—ClLEWEIDICYyE LI LET,

mls qos srr-queue input dscp-map  DSCP iz A% = —Ic~ v © > 7457, £7-1% DSCP f&
EXa—bLLEWMEIDIZ YT LET,

mls qos srr-queue output cos-map  CoS %z tH ¥ = —lc~v v 7, £1X CoSEEF 2 —F
TOLEWEID ICw vy B 7 LET,

mls gos srr-queue output dscp-map DSCP 4 H/iF o —, FoidFa— ¢ LEXWMEIDICw v ¥
YT LET,
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W show mis qos queue-set

show mls gos gqueue-set

/)% = — @ Quality of Service (QoS) % FE ¥ 2IZi%, show mls gos queue-set = —% EXEC =+
Y REMEALET,

show mls qos queue-set [gset-id] [ | {begin | exclude | include} expression]

BX DA gset-id (£EE) ¥a—ty b ID T, £ —FEFa—k vy MIBL, K— hHAL
THAIF2— 4 OO TI_RCTEERLET, BETE28MIT 1~ 2 TY,
| begin (fL7) expression & —EH$ 517 bFREMMBLET,
| exclude (fE&) expression & —EH T 21T &2 RRNBERINL £,
| include (LF) $67E &hi- expression & —ET 5172 FRICEDET,
expression SHFRA N LTHERT2HIINO XTI TY,
avY kR E—F 2 —H EXEC
av Yy FER yyy—x EENE
12.2(53)SE2 ooy RREMESNE L,

EREDAHA R34y

XFHNTIE, KRIXFENLFNRRJESET, =& x1E, | exclude output & AJ1 L7234, output %
BULITIERRINEFAN, Output #ZLfTIER RS NET,

1l W OBITiL, show mls qos queue-set =1~ > ROH %7 LET,
Switch> show mls qos queue-set
Queueset: 1
Queue : 1 2 3 4
buffers : 25 25 25 25
thresholdl: 100 200 100 100
threshold2: 100 200 100 100
reserved : 50 50 50 50
max imum : 400 400 400 400
Queueset: 2
Queue : 1 2 3 4
buffers : 25 25 25 25
thresholdl: 100 200 100 100
threshold2: 100 200 100 100
reserved : 50 50 50 50
maximum : 400 400 400 400
BEa<YF avwoFk A

mls gos queue-set output buffers Ny Z7hkFa—ty NMIEIDYTES,

mls gqos queue-set output threshold  Weighted Tail-Drop (WTD) L& WMEZHEL, Ny 77D
TRATEVT 4 2RFEL, Fa—Fy MIxTI2HERATE
VEID Y TE2RELET,
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show misqosvian W

show mls gos vian

Switch Virtual Interface (SVI) I[Z@#H SN TWARY v — v v 7 EFKRT 5121, show mls qos vlan
22— EXEC o~ FEFHALET,

show mls gos vlan vlan-id [ | {begin | exclude | include} expression]

X DA vlan-id RYv— ~ v 7 %EFETHHICSVIO VLANID 2#5E LET, HETES
HiPHIZ 1 ~ 4094 T,
| begin (fEE) expression & —E4 217 bEREZBALET,
| exclude (&) expression & —E4 5472 FmbHA LET,
| include () $857E S4U7- expression & —HT 21T 2 FRICEHET,
expression BWRA 2 & LTHEMAT 2 HANOLTIITT,
avYFE—F =—#EXEC
oy FERE yyy—= EERE
12.2(53)SE2 Zoawy RABEMENE LS,

BEREDAA FS54>

show mls qos vlan =2~ > R 5 OH A1, VLAN ~<—2® Quality Of Service (QoS) 7234 x—7 /L
THERERY V— vy TRREINTWELEAICIETEREH Y £7,

LFHITIE, KXFEDXFERR SN ET, 72& 21E, | exclude output & AJ L7354, output %
EUITIXR R SNETAD, Output & ITIIRRENET,

fl WO TIx, show mlsqosvlan =~ FOH %R LET,
Switch> show mls qos vlan 10
Vlanl10
Attached policy-map for Ingress:pm-test-pm-2
BREaTV R avwyk BiEA
policy-map BEOR—MCHEATE LR v— ~ v TRIERELIZERE
L. RV —~<yFary s Xal—ar e— RR&2HBL
i‘j‘o
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B show monitor

show monitor

A A F O ~TO Switched Port Analyzer (SPAN; 24 vF K R— k 75 T4 ¥) LT Remote
SPAN (RSPAN) v a BT 2R EZFR 7T 521, show monitor = —4 EXEC =2~ F&fif
MLES, F—V—Fa2HELTa~vr FeflT52L T, HEDEyay, $X3Toky e
V. FTRTOu—hNEyvary, TRTCOVE—F By varyRERENET,

show monitor [session {session_number | all | local | range list | remote} [detail]] [ | {begin
| exclude | include} expression]

XD EREA session (EE) fEESN7= SPAN t v v a v Ol a2 &Rz LET,
session_number SPAN ¥£721Z RSPAN Ot v v a v EE#HELET, HBETE 2HMHIX
1~66 T7,
all FTARTOSPAN By v a v 2FRRLET,
local a—#® SPAN v v a v FiFEERLET,
range list SPAN & v a Ol (list iZTHFR Rt v a o OREH) 2R LET,
1o0kyyarEridtyya rOfBOVWTRLPRFRSH, FHEO
e, 2 DOHFD ) BIRWIBREMNCR Y 5 (N 7 TREIGE
T)o DU REIY ORT XA—=2H, ElENA T AREDOFPAIC A~ —
AIATTLER A,
GE) Zox—U— R, FE EXEC E— FOLELTHERATRETT,
remote VE—FDSPAN By v a vl 2FRLET,
detail (BT fBEShIZy v a LV OFEMEREFRLET,
| begin expression & —EH T HITN LR TREFRBLET,
| exclude expression & —E T T2 FRN LRI L £,
| include f57E L 72 expression & —E T 272 R RICEDET,
expression ZIAA L M E LTHEAT 2 IINOCFESITY,
avY R E—F o —H EXEC
av > FERE yy—= EERAE

BEREDAA FS54>

]

12.2(53)SE2

Zoavwry RRBMEnELE,

LFEHTIE, KT ENXTFREIESNET, =& % iE, | exclude output & A L7234, output %
ETITIIR R SNETAD, Output 28 ITIERREINET,

show monitor =~ > K & show monitor session all =~ > KO HJ71EE LT3,

Wiz, show monitor = —¥ EXEC =~ RO OB Z R L £,

Switch# show monitor

Session 1

Type : Local Session
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show monitor W

Source Ports :

RX Only : Gi4/0/1

Both : Gi4/0/2-3,Gi4/0/5-6
Destination Ports : Gi4/0/20
Encapsulation : Replicate
Ingress : Disabled

Session 2

Type : Remote Source Session
Source VLANs :

TX Only : 10

Both : 1-9

Dest RSPAN VLAN : 105

WOBTIEL, 7—Av SPAN %ETE v 3 v 11243 % show monitor = —4% EXEC 2< > KOH
HERLET,

Switch# show monitor session 1
Session 1

Type : Local Session

Source Ports :

RX Only : Gi4/0/1

Both : Gi4/0/2-3,Gi4/0/5-6
Destination Ports : Gi4/0/20
Encapsulation : Replicate
Ingress : Disabled

OB TIX AT NT 7 4 v ZlREE A 32— T W2 L2348 @ show monitor session all == —4% EXEC
avr FoOWN%Er~LET,

Switch# show monitor session all
Session 1

Type : Local Session

Source Ports :

Both : Gi4/0/2

Destination Ports : Gi4/0/3
Encapsulation : Native

Ingress : Enabled, default VLAN =5
Ingress encap : DOT1Q

Session 2

Type : Local Session

Source Ports :

Both : Gi4/0/8

Destination Ports : Gi4/012
Encapsulation : Replicate

Ingress : Enabled, default VLAN = 4
Ingress encap : Untagged

BBEa<v R

avwy R SRER
monitor session SPAN F721% RSPAN t v > g » 2Bts. £/-I3EELET,
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B show mvr

show mvr

BTE D Multicast VLAN Registration (MVR) 7't — L X5 XA — @5 FRT 5HI21F, ¥—T— K%
FRE L 72T show mvr #5# EXEC 2~ REFEMALET, BRINDDIE, MVR B4 X—T L Th
L E S MVR v L FF v 2 b VLAN, K7 =V —S&RH, ~AvFFx A Z0—78 B
L O'MVR E&— K (dynamic % 721X compatible) T3,

show mvr [ | {begin | exclude | include} expression]

B | begin (fEE) expression & —HT 2170 bFRREBMH L LT,
| exclude ({#) expression & —E T 21742 R - HERAAL ET,
| include (FEE) f57E S4u7z expression & —H T 51T FRICEHEDET,
expression ZRARA M E L THERT 2N TS TT,
a2k E—F it EXEC
av Y FERE yy—=x EERE
12.2(53)SE2 Zoa<wy RRBMERE LT,

EREDAA FS54>

]

LFHITIE, KXFEDXFRE S ET, 72& 21E, | exclude output & AJ L7234, output %
EUITIXIR R SNETAD, Output & ITIIRRENET,

WOFTIX, showmvr 2~ FOHFTERLET,

Switch# show mvr

MVR Running: TRUE

MVR multicast VLAN: 1

MVR Max Multicast Groups: 256

MVR Current multicast groups: 0O

MVR Global query response time: 5 (tenths of sec)
MVR Mode: compatible

LROBITIE, vV F ¥ A N T NA—T ORKEIT 256 TF, MVR E£— KiX, compatible (Catalyst
2900 XL 5 L U Catalyst 3500 XL A1 » F L#i#3 5354) F£7201% dynamic (Bi1E2D IGMP A X —¢°
CVIBEE —BUERHD ., BETR—-FETEAFTI v I MVR ARV y TR R— FENTW5HE
) DTN TT,
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show mvr

avwy kR

Bl

mvr (Fe—xp arzg
Fal—Tay)

A A v F LT Multicast VLAN Registration (MVR) %o x—7 /b
LT, RELET,

mvr ({2 —T AR
TA4X2l—gY)

MVR R— P & E L E7

show mvr interface

o< RNz interface 3 X O members — 7V — R8BI L7254,
MEESNTEMVR A v X —T A A, FRESNTA VX —T A A
DAT—H A, £FIA L EZ—T =2 A4 ANBTEHTXTO LT
Fy AL TN —TMNERINET,

show mvr members

MVR =V FF v Ak T —=TDA L NRTHDHHR— T RTCEERR
LET, Z—TRNICAARBNRNES, JA—T 13T 7T 4
TTHHI EERLET,
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Catalyst 3750-X 8L U 3560-X R4 vF ARV F Y7L i



$2#E Catalyst 3750-X & U 3560-X Cisco 10S av v F |

B show mvr interface

show mvr interface

Multicast VLAN Registration (MVR) L > —R_—B X OEFELAR— FE2ERRTHITIE, F—T— K%
e EHTIZ show mvr interface ## EXEC =~ > AR LET, F—U—F2EELiDa~v

FEERTLE HEDOL Y — = R—FrD MVR RT A —=FNRRFINET,

show mvr interface [interface-id [members [vlan vlian-id]]] [ | {begin | exclude | include}
expression]

XD interface-id UEE) A2 =74 AD MVR A7 A7 —4% 2 1L ORIRBLER
ErRRLET,
BhigA v B —T oA AIPBR— K (XA T, AF T AN (RAF Y
I HERRATRRIRAA v FDH) TV a—/b, K= FEFEEL) 2EHF
R
members (E7) FBEENIA v 2 —7 =4 ABRBT D MVR 7V —7 %+~ THER
LET,
vlan vlan-id (f£#) Z® VLAN LD MVR v —F A RE2+RTERFLET, HE
TX 5#iPHIX 1 ~ 4094 T,
| begin ({L:7&) expression & —ET 217 bR FEZMBLET,
| exclude (fEE) expression & —ET 21TE4RENLRIL E T,
| include (L) f57E Sz expression & —HT 51T FRICEHEDET,
expression ZARA N E LTHEAT 2 I INOSTFESITY,
av>Y kK E—F e EXEC
oy FERE yy—= EFERRE
12.2(53)SE2 oo~y REMSHE L,

BEREDAA FS54>

]

AN UTZR—= PR IEMVR R— b EHITEETR—FOBAIE, =9 — A v —YREEINET, A

HLIZAR—= IRy — "= R— bOEFAIEL, A— b XA 7, R—FENORAT—F X 1L OEIH
ERENERINET,

members ¥ —V—R&ZANTHE, A X —Tx2A A LD MVR ZJ)V—7 XU NPT XRTRRENE
9., VLANID #A /192 ¢. VLAN ® MVR 7 v —7 A U RXRFRTCEREINET,

XFHNTIE, KRIXFE/NLFNRRJESET, =& x1E, | exclude output & AJ1 L7854, output %
BUDITIERRINEFADN, Output #ZLfTIER RS NET,

WOFHITIEL, show mvr interface =~ RO 1R L ET,

Switch# show mvr interface

Port Type Status Immediate Leave
Gil1/0/1 SOURCE ACTIVE/UP DISABLED
Gil1/0/2 RECEIVER ACTI1VE/DOWN DISABLED
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show mvr interface Il

FREOBNTH 5 Status DEFEIZ, KD LBV TT,

ACTIVE X, R—FB VLANIZEENTWVDZEEEHRLET,
UP/DOWN (Z, HR— b3k Pk P CcRnnz R LET,

INACTIVE IZ, A— IR VLAN IZEEN TV RN LEZEIRLET,

WOEITIX, FBE SR — D show mvr interface =~ > FOH &R L £,

Switch# show mvr interface gigabitethernetl/0/2
Type: RECEIVER Status: ACTIVE Immediate Leave: DISABLED

woF L, show mvr interface interface-id members =~ > FoH hZ R L E9,

Switch# show mvr interface gigabitethernetl/0/2 members
239.255.0.0 DYNAMIC ACTIVE

239.255.0.1 DYNAMIC ACTIVE

239.255.0.2 DYNAMIC ACTIVE

239.255.0.3 DYNAMIC ACTIVE

239.255.0.4 DYNAMIC ACTIVE

239.255.0.5 DYNAMIC ACTIVE

239.255.0.6 DYNAMIC ACTIVE

239.255.0.7 DYNAMIC ACTIVE

239.255.0.8 DYNAMIC ACTIVE

239.255.0.9 DYNAMIC ACTIVE

BEaTVF avwy kR B

mvr (Fa—S ar7 4% A A v F T Multicast VLAN Registration (MVR) % A %—
L—vay) TMTLT, RELET,

mvr (f > E—TzAfR 3T 4

Fal—av)

MVR 7R— h Zi%E L £7,

show mvr

AL v FDTr—L MVR BEEZF < LET,

show mvr members

MVR =V F X v Ak =T DAL NTHETRTDOL IV —
N—R— &R RILET,
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B show mvr members

show mvr members

BIEIP LT XY AN TNA—TDANRTHLITXTOL Y —N"—BIOEEFELR— FERRTDHIC
X, show mvr members ## EXEC a2~ > R&fEH L £7,

show mvr members [ip-address] [ | {begin | exclude | include} expression]

XD EHEA ip-address L) IP~LFFx AL T RLATT, TRLAZAATLHE, v LT
XY AN TN—=TDAUNRTHDLTRXTOL Y —N"—BIOEEITLA— b
NERENET, 7 RV REASNLAR2WEAIE, 3T Multicast VLAN
Registration (MVR) Z Vv —7DF_XTDRA NP Y A NS ET, 7
=TI A AR WAL, 7 v—7 1% Inactive & L TR FRENET,

| begin ({E7) expression & K+ 2177 bR RZ B L ET,
| exclude ({E:&) expression & —ET 51T 2R RS LET,
| include ({E%&) $8E & 417~ expression & —H T 21T2 £ RICEDET,
expression SR A N LTERT2HIINO T TT,
a2 kR E—F ¥+ EXEC
avy FER yy—=x EENE
12.2(53)SE2 Zoavwry RRBMESnELE,

FEEDHAL FSL4Y  show mvr members =<2 RiE, Ly —AN—BIOEELCA— MIEHASNET, MVR B#fE— KD
B, TRTOBELR— ME, TRTOIAFXYr AN T A—TF DAL NTH,
LFHITIE, KXFEDXFRE S ET, 72& 21F, | exclude output & AJ L7234, output %
BTITIIR RSN EHAN, Output ZETLITIZERRINET,

i WOFITIE, show mvr members =~ > RO &R L ET,
Switch# show mvr members
MVR Group IP Status Members
239.255.0.1 ACTIVE Gi1/0/1(d), Gil/0/5(s)
239.255.0.2 INACTIVE None
239.255.0.3 INACTIVE None
239.255.0.4 INACTIVE None
239.255.0.5 INACTIVE None
239.255.0.6 INACTIVE None
239.255.0.7 INACTIVE None
239.255.0.8 INACTIVE None
239.255.0.9 INACTIVE None
239.255.0.10 INACTIVE None

<output truncated>
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show mvr members W

W ORFITIX, show mvr members ip-address =~ > KOH N Z/RLET, KOT RLAZFF-7Z IP <
NFFRY A TN—TDA L NRNEFRLET,
Switch# show mvr members 239.255.0.2

239.255.003.--22 ACTIVE Gi1//1(d), Gil/0/2(d), Gil/0/3(d),
Gi1/0/4(d), Gil/0/5(s)

avwUFk 7L
mvr (Za—nsp ar74Xa AA v F £ Multicast VLAN Registration (MVR) % *—
L—ayv) T LT, RELET,

mvr ({B—T7 A A ar74 MVRE—FE2RELET,
Falb—Tay)
show mvr AA v FDO 7 —)L MVR BREXZF - LET,

show mvr interface o< RiZ members ¥ —U— R&ZBINMLEHA, FESNE
MVR 4 > 2 —T =2 A A, BEINTA VT —T =2 ZADRA
FT—RA . FIAE—T oA ANBT DT X THO~ /LT
XY AN TN—TNEREINET,
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M show network-policy profile

show network-policy profile

Fy NI =RV v— a7y A VERRT HIZIE, show network policy profile F## EXEC =2~ >
FE2EEHLET,

show network-policy profile [profile number] [detail] [ | {begin | exclude | include}
expression]

BXOHHN profile B 7o 0 o Tno s T FE s Er LE T Too T
number ENTOARVWES, TRTOFRy hT—s R v— Fu7r A ARERSNET,
detail (FEB) FEMIZR AT — % A LRt a #or LT,
| begin (fEE) expression & —HT 21T bF Rz L ET,

| exclude (fEE) expression & —HT 21T F£ RN LRI L £,
| include () $87E &417- expression & —H T 21T 4 FRICH D ET,
expression  ZWAR A > b & LT S HANOITIITT,

™.

H
I

T

avwy ¥t EXEC

av Yy FERE Jy—= EERNAE
12.2(50)SE Coavr RABMENE LT,
12.2(53)SE2 Coavr RABMEE LT,

B & OBFITIL, show network-policy profile =~> KOH T Z /R L E7,

Switch# show network-policy profile
Network Policy Profile 10
voice vlan 17 cos 4

Interface:
none

Network Policy Profile 30
voice vlan 30 cos 5
Interface:
none

Network Policy Profile 36
voice vlan 4 cos 3
Interface:
Interface_id

g&

BEIYUFR avwyFk BA
network-policy AVE—=T A ARy b= R —%@HALET,
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show network-policy profile W

avwy kR BiEA

network-policy profile (Fr—/N Xy hU—7 KV v — T a7 7 A VEERLET,

N avZ 4 Fal—vay)

network-policy profile (% b Xy b= R — Fa T A VDB ERELET,
J—J R —ary74¥=b—

valy)
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M shownmsp

show nmsp

A A »F @ Network Mobility Services Protocol (NMSP) {§#i4 & 7="7 511X, show nmsp ¢t
EXEC a~> R&EHEHALET,

show nmsp {attachment suppress interface | capability | notification interval | statistics
{connection | summary} | status | subscription {detail | summary}} [ | {begin |
exclude | include} expression]

ESCDERBA attachment suppress THEYFAL MU F—T =2 A% FRLET,
interface
capability PR—FENDBIF—EREY TP - REEGT AL v FHERELFOR L E T,

notification interval

HPR— N ENBF—E20OBEAMEYFRLET,

statistics {connection |

NMSP #iaHE#Hz 2R L £

summary} « connection : FEEHTOA v —Y IU X EFRLET,
e summary : Zu—sL I X EFRRLET,
status NMSP 8 ic BT o EH A2 R R LET,
subscription {detail | % NMSP #kticB+ 237227 ) Foa U iREFRLET,
summary} . detail : BHHETI T AT TA T LTHHFRTOI—EREHT
P—bRXEZERKRLET,
e summary : FHEHETH T AT FA4 T LTNDH TR TO—ERAER
~LET,
| begin ({E7&) expression & —ET 2176 HRFEMBLET,
| exclude ({EE) expression & —HT 51T F RN L £,
| include (L&) #5E S expression & —ET 21T 2 RRICEDET,
expression SZRARA 2 N LTHERAT 2 HAINOIIFHITY,
a2V F E®—F  f5HE EXEC
av Yy FERE yy—= EFERA

12.2(53)SE2

Zoawy RpBIMEnE L,
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i

shownmsp W

WDFITIX, show nmsp attachment suppress interface =~ FOH I EZ R L E T,

Switch# show nmsp attachment suppress interface
NMSP Attachment Suppression Interfaces

GigabitEthernetl/1
GigabitEthernetl/2

WOFITIE, show nmsp capability =~ > KoM ZRLET,

Switch# show nmsp capability
NMSP Switch Capability

Attachment Wired Station
Location Subscription

WO Tix, show nmsp notification interval =~ > RO ) 2R LET,

Switch# show nmsp notification interval

NMSP NotiFfication Intervals

Attachment notify interval: 30 sec (default)
Location notify interval: 30 sec (default)

K OFITIL, show nmsp statistics connection =~ > K& show nmsp statistics summary =~ > F®

HhERLET,

Switch# show nmsp statistics connection

NMSP Connection Counters

Connection 1:
Connection status: UP
Freed connection: 0

TX message count RXx message count
Subscr Resp: 1 Subscr Req: 1
Capa Notif: 1 Capa Notif: 1
Atta Resp: 1 Atta Req: 1
Atta Notif: O

Loc Resp: 1 Loc Req: 1

Loc Notif: O
Unsupported msg: 0

Switch# show nmsp statistics summary

NMSP Global Counters
Send too big msg: 0O
Failed socket write: 0O
Partial socket write: 0O
Socket write would block: 0
Failed socket read: 0
Socket read would block: 0O
Transmit Q full: 0O
Max Location Notify Msg: O
Max Attachment Notify Msg: O
Max Tx Q Size: O

| oL-21522-02-3
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M shownmsp

W ORFITIE, show nmsp status 2~ KOHZ/RLET,

Switch# show nmsp status
NMSP Status

NMSP: enabled
MSE 1P Address TxEchoResp RxEchoReq TxData RxData
172.19.35.109 5544

W DFITIX, show nmsp show subscription detail =~ > K& show nmsp show subscription
summary 2~ ROHIERLET,

Switch# show nmsp subscription detail
Mobility Services Subscribed by 172.19.35.109:

Services Subservices
Attachment: Wired Station
Location: Subscription

Switch# show nmsp subscription summary
Mobility Services Subscribed:

MSE IP Address Services
172.19.35.109 Attachment, Location
BIEaT R avwy R B
clear nmsp statistics NMSP #ath w2 %27 V7 LET,
nmsp A A »F "¢ Network Mobility Services Protocol (NMSP)

EAX—TNMZLET,
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showpagp M

show pagp

A— MEKZ 1 han (PAGP) F v v Z—T xR 7 510X, show pagp = — 3 EXEC =
<~V REEHLET,

show pagp [channel-group-number] {counters | dual-active | internal | neighbor} [ |
{begin | exclude | include} expression]]

ST ENBA channel-group-number  ({1:3%) F¥ 3V Z A —FDORETT, HECTX HHPEIL L ~ 48 TF,
counters N7 T4y I ERERRLET,
dual-active FTaT VT IT 4T AT =L AERRLET,
internal W e R LET,
neighbor FAN—1EREFRLET,
| begin (L&) expression & —ET 21T LR REZMAIBLET,
| exclude ({E8&) expression & —8§ 24752 £ RN BRI L £,
| include (L) ¥EE SN 7= expression & —E T 5{T2FRICEDET,
expression SRFRA M LTHERT2HIINOFSTY,
a2 R E—F o —H EXEC
oYy FERE yy—=x EERR
12.2(53)SE2 Zoawy RRBMEhE L,

EREDAA FS54>

]

show pagp 2~ > FEANT DL, TIOT 47T v 3NV TNA—TDEFERNRBRENET, 77
T4 7 K= FrRVOERERTT DI F ¥ 3V I NV—T7FFEHEEL T showpagp =2~ K
T ANTTUET,

LFEHTIE, KXFENXFERRJI SN ET, =& x1E, | exclude output & A L7284, output %
BUITIIR RSN EEAN, Output ZELATIER RSNET,

wOBFITIix, show pagp 1 counters =2~ ROHTERLET,

Switch> show pagp 1 counters
Information Flush
Port Sent Recv Sent Recv
Channel group: 1
Gil1/0/1 45 42 0 0
Gil/0/2 45 41 0 0

W OBFITIX, show pagp dual-active =~ > KOH N ZR L E7,

Switch> show pagp dual-active
PAgP dual-active detection enabled: Yes
PAgP dual-active version: 1.1

Channel group 1

| oL-21522-02-3
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M show pagp
Dual-Active Partner Partner Partner
Port Detect Capable Name Port Version
Gil/0/1 No Switch Gi3/0/3 N/A
Gil/0/2 No Switch Gi3/70/4 N/A
<output truncated>
WoOBITIE, show pagp 1internal 2~ > KOHAZEZRLET,
Switch> show pagp 1 internal
Flags: S - Device is sending Slow hello. C - Device is in Consistent state.
A - Device is in Auto mode.
Timers: H - Hello timer is running. Q - Quit timer is running.
S - Switching timer is running. I - Interface timer is running.
Channel group 1
Hello Partner PAgP Learning Group
Port Flags State Timers Interval Count Priority Method Ifindex
Gil/0/1 SC U6/s7 H 30s 1 128 Any 16
Gil/0/2 SC ue/s/s7 H 30s 1 128 Any 16
woFICIE, show pagp 1 neighbor =2~ > RO ERLET,
Switch> show pagp 1 neighbor
Flags: S - Device is sending Slow hello. C - Device is in Consistent state.
A - Device is in Auto mode. P - Device learns on physical port.
Channel group 1 neighbors
Partner Partner Partner Partner Group
Port Name Device 1D Port Age Flags Cap.
Gil/o0/1 switch-p2 0002 .4b29.4600 Giol//1 9s SC 10001
Gil/0/2 switch-p2 0002 .4b29.4600 Gil/0/2 24s SC 10001
BEav U F avwy R BT
clear pagp PAGP F ¥ v Z N—T1E®AuE 2 V7 LET,
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show policy-map W

show policy-map

BFRENT 7 4 v 7 ONFEENEE E#%9 5 Quality of Service (QoS) RV v — v FEHRRT HITIL,
show policy-map = —# EXEC a2~ > FZHEALE T, KV v— ~ v F2iE, ks I OvHIR
i LG OXHUEERET 5 R ) b —a i TE 7,

show policy-map [policy-map-name [class class-map-name]] [ | {begin | exclude | include}
expression]

B DA

GE)

policy-map-name (B8 fRESNERY v —< v TOL4REFRLET,

class class-map-name UER) K7 F7AD QoS KV v —T I varvkRnrLET,

| begin (£ expression & —ET 51T b EREBLE LT,

| exclude ({£E) expression & —EHT BT 2 &£ RN SR LET,

| include () $8E &7 expression & —&H+ 5172 FRICEOET,
expression ZWARA R LTHERT 5N IFSTT,

control-plane 3 X W interface ¥ —7— KX, 2~ FI A4 D~V T A RY U IR RFINET
B, PAR—FEINTHEEAL, BRINTODHHEHEFRITEA L T ZE 0,

avykE—F o—H EXEC
avwy FERE Jy—=x EHEAR
12.2(53)SE2 Zoa~wy RRBMERE LE,

EREDAA FS54>

7

LFHITIE, KXFEDXFRR S ET, 72& 21F, | exclude output & AJ L7354, output %
BTIIRRINETAD, Output ZEITIIR RSN ET,

WOFITIE, show policy-map =~ > KO ERLET,

Switch> show policy-map
Policy Map videowizard_policy2
class videowizard_10-10-10-10
set dscp 34
police 100000000 2000000 exceed-action drop

Policy Map mypolicy
class dscp5
set dscp 6

BBEav R

avwy kR By
policy-map BEHOR— MCBE TR > — vy PTERERERIFEFR LT, H—E X R
V—EHEELET,
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M show port-security

show port-security

AVHE—T 2 A AFEEIAAL vy TFOKR—F ¥X=2 )7 A BREEZFRT DI, show port-security 4F
e EXEC 2~ F&HEMHLET,

show port-security [interface interface-id] [address | vlan] [ | {begin | exclude | include}
expression]

X DEREA

interface interface-id IE) BEINTFA LV E—T A ADKR—F X2V T4 REEZETL
F9, ARA L E =T oA ZIWER—F (FA T, RAX T AN
(RH > VAR AL v FOIR), £V a—, K— EFEED) %

EHET,

address EE) T RTOR—bEREHBESNEZR— N EOTRTOEF2T
MAC 7 KL 2% #FR LET,

vlan LS H8EShEA VA —T 24 ZADFT_THVLAN OF—k £F 2V

TFTAREERRFLET, ZOF—U— NI, ALy FKR—F E— R
trunk IZRESNTNDA EZ—T = A A LT TRRSINET,

| begin (fEE) expression & —FT 21T b ERZHG L £,
| exclude (fEE) expression & —EH T 1T 2RKT=N ORI L ET,
| include (E#) f87E Sz expression &~ T 5172 £ RICEDET,
expression ZHARA & LTHEMRT 2 I NO LTS TT,
avUkFE—F i EXEC
av Yy FERE Jyy—= ZENE
12.2(53)SE2 Coa~r RRBEMSNE L,

EREDHA R4

F—U—REBRELRWVWTZOa~vr REANTDHE, A4 v FOTXTOEXF2T R— FOEFHX
T—HABLOEERAT =% ARHD I ET,

interface-id # AJ L7 4E, 2~ RiFA v 2 —T 2 A ZADKR—h X2 )V TF 4 BEEZR T LET,

address ¥ — UV — Fa2ffEL Ta~r ReANTLL, T _XTOAS U Z =T = ADEF=2T7 MAC 7
FLA, BLOKEEX2T 7 RLVRAOZ—V U TIERBFRINET,

interface-id ¥ — 7 — FI L WM address ¥—V— FEZEELTCa~vy FEANTHE, X7 7K
LADZ =V TR EH - A v 2 —T 24 ZD MAC 7 RL AN T RTERENET, /v F—
T2 ALTR=F X2 VT4 DA RX—T L THRVEEL, Z0a~vr RefHLT, 204 v
R2—T 2 A ZDMAC 7 RL 2%+ _RTHERTEET,

vlan ¥—U—FEHFELTCa~vr FEANTDLE, A1 ¥ —T7 =214 AD VLAN T XTIZxTDHEF =
7 MAC 7 RL 2D KBREBB L OHEENEREINET, 20X 7TV aid, AL v TFKR—Fh
E— FBtrunk ICREESNTWEAS L F—T = A A LFPITTHERENET,

XFHNTIE, RUF LN ERRINENET, =& 21E, | exclude output & AT L7-84 . output %
ETITIIFEREINERAN, Output ZETITIFFRREINET,
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show port-security W

i W OHTIE, show port-security =~ FOH %R LET,
Switch# show port-security
Secure Port MaxSecureAddr CurrentAddr SecurityViolation Security Action
(Count) (Count) (Count)
Gil/0/1 1 0 0 Shutdown
Total Addresses in System (excluding one mac per port) o1

Max Addresses limit in System (excluding one mac per port) : 6272

W OFTiX, show port-security interface interface-id =~> FOH A ZE R L £,

Switch# show port-security interface gigabitethernetl/0/1
Port Security : Enabled

Port status : SecureUp

Violation mode : Shutdown

Maximum MAC Addresses : 1

Total MAC Addresses : O

Configured MAC Addresses : 0O

Aging time : O mins

Aging type : Absolute

SecureStatic address aging : Disabled
Security Violation count : 0

W OB TiX, show port-security address =~ KOH I Z/RLE T,
Switch# show port-security address

Secure Mac Address Table

Vlan Mac Address Type Ports Remaining Age
(mins)
1 0006.0700.0800 SecureConfigured Gil/0/2 1
Total Addresses in System (excluding one mac per port) 1

Max Addresses limit in System (excluding one mac per port) : 6272

WDFITIX, show port-security interface gigabitethernetl/0/2 address =~ > RO &R L E T,

Switch# show port-security interface gigabitethernetl/0/2 address
Secure Mac Address Table

Vlan Mac Address Type Ports Remaining Age
(mins)
1 0006.0700.0800 SecureConfigured Gil/0/2 1

Total Addresses: 1

W OBFITIL, show port-security interface interface-id vlan =~ > ROz R LET,

Switch# show port-security interface gigabitethernetl/0/2 vlan
Default maximum:not set, using 5120

VLAN Maximum Current
5 default 1
10 default 54
11 default 101
12 default 101
13 default 201
14 default 501

Catalyst 3750-X & & U 3560-X R4 wF ARV K Y27 LR
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M show port-security

BREaTY R avwyk BL
clear port-security MAC 7 RL A T—TNADNBAL vF EEIA v F—T = Ak
DEEDIATDEFaT 7 RLVALELEETTRTOEF 2T 7R
LV ALHIBRL £,
switchport port-security A—=hFETHR—b X2V T4 %A F—T7 ML, A— FOFEMAX

G a—PEFZDAT— g FL—FIZHIEL, EF =27 MAC
T RLRAERELET,

Catalyst 3750-X & U 3560-X R4 wF ARV K Y27 LR
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show power inline W

show power inline

F8E S 17z Power over Ethernet (POE) R— ~, HBESNTAZ v 7 AR ERFAAL vF A&y
7 DFRTD PoE R— kD PoE A7 — & X% FK7"7 5121, show power inline = —# EXEC =2~ >
FEEHALET,

show power inline [interface-id | consumption | module switch-number] [police] [priority]
[ | {begin | exclude | include} expression]

.'E-EI;

X DEREA

interface-id R fBEINIA v Z—7 =4 XD PoE BE#BENEFHEREZR R LE
R
consumption (fEE) POE AR— M LCEEICHV A TONIENER R LET,

module switch-number (L&) fEEENTERAZ Y7 AL R_ROR— NTFEERLET, XA vF
K1 ~9 TF,

DX —U— KL, AF v IRIEAL v FTORYR— IR THET,

police (EE) VT NAEA LDDBENIHEICET AT — R oo TR FER L
£7,
priority (BE) Z#R—FDORT— AT, R—F TIAF VT 4 HFRLET,
| begin (fE7) expression & —ET 21T/ HFREBB L E T,
| exclude (1) expression & —E$ 21T 2R bR LET,
| include (&) #57E SHL7- expression & —ET 2172 R RICEDET,
expression BRRA L b E LTHAT 2 HINOXFEFITT,
avY kR E—F o —# EXEC
av Y FEE Jy—2= ETEHRR
12.2(53)SE2 Toawr RREMERE L,

EREDAHA R34y

Ll

LFHTIE, KXFENXTERRBI SN ET, =& x1E, | exclude output & A L7=#4A . output %
BUITIIR RSN EEADN, Output ZELATIER RS NET,

WOFITIE, show power inline =< FOWNERLET, £ 2-46 12, 7 4 — v FOFPAZ TR
LET,

Switch> show power inline

Module Available Used Remaining
(Watts) (Watts) (Watts)
1 n/a n/a n/a
2 n/a n/a n/a
3 1440.0 15.4 14246
4 720.0 6.3 713.7
Interface Admin Oper Power Device Class Max
(Watts)

| oL-21522-02-3
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M show powerinline

Gi3/0/1 auto off 0.0 n/a n/a 30.0
Gi3/0/2 auto off 0.0 n/a n/a 30.0
Gi3/0/3 auto off 0.0 n/a n/a 30.0
Gi3/0/4 auto off 0.0 n/a n/a 30.0
Gi3/0/5 auto off 0.0 n/a n/a 30.0
Gi3/0/6 auto off 0.0 n/a n/a 30.0
Gi3/0/7 auto off 0.0 n/a n/a 30.0
Gi3/0/8 auto off 0.0 n/a n/a 30.0
Gi3/0/9 auto off 0.0 n/a n/a 30.0
Gi3/0/10 auto off 0.0 n/a n/a 30.0
Gi3/0/11 auto off 0.0 n/a n/a 30.0
Gi3/0/12 auto off 0.0 n/a n/a 30.0

<output truncated>

WO TIX, AA v F F— hxtd % show power inline police interface-id =~ > RO &R LE
T, &K 2-46 1, A7 4 =N ROBTAZRLET,

Switch> show power inline gigabitethernet0/5

Interface Admin Oper Power Device Class Max
(Watts)
Gi0/5 auto off 0.0 n/a n/a 15.4

Interface AdminPowerMax  AdminConsumption
(Watts) (Watts)

Gi0/5 15.4 15.4

WOFITIX, A w7 A3 3 TO show power inline module switch-number =~ > KOHH %R L
FT, K 24612, BT 4=V FOBHEZRLET,

Switch> show power inline module 3

Module  Available Used Remaining
(Watts) (Watts) (Watts)
3 865.0 864.0 1.0
Interface Admin Oper Power Device Class Max
(Watts)
Gi3/0/1 auto power-deny 4.0 n/a n/a 15.4
Gi3/0/2 auto off 0.0 n/a n/a 15.4
Gi3/0/3 auto off 0.0 n/a n/a 15.4
Gi3/0/4 auto off 0.0 n/a n/a 15.4
Gi3/0/5 auto off 0.0 n/a n/a 15.4
Gi3/0/6 auto off 0.0 n/a n/a 15.4
Gi3/0/7 auto off 0.0 n/a n/a 15.4
Gi3/0/8 auto off 0.0 n/a n/a 15.4
Gi3/0/9 auto off 0.0 n/a n/a 15.4
Gi3/0/10 auto off 0.0 n/a n/a 15.4
<output truncated>
& 2-46 show power inline @7 1 —JL FO§EHA
J4—ILE A
Available POE %A v F TOREEN OAFHT, 7y Mk (W) TT,
Used POE #i— MZHID U THR TV ABREBN DA T, Vv MITT.
Remaining VAT LATHEHYYTHENATOWRWRERIOA (UVy MO TY,
(Available - Used = Remaining)
Admin BEE— N auto, off, static

Catalyst 3750-X & U 3560-X R4 wF ARV K Y27 LR
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show power inline W

& 2-46 show power inline @7 1« —JL FDOBA EHEE)
Z4—ILF EL
Oper B{EE— K :

e on: ZEEHEIMRH S, EANEA SN TWET,
o off : POE BN I N TWEHA,
o faulty : EEBRHE - IIZEEBEIBEEDORETT,

. power deny : ZEIEBEB SR SN TOET 2, POE BMEHTE 2V IREE
/AN Hﬁﬁ? v FEABRH SN ZEEBROBRREEBZTOET,

Power ZEMEEICED Y TONTWARRENOEFHT, Uy M ETT, 2O
show power inline police =~ > K71 Cutoff Power 7 1 —/L KO & [Fl
CT9,

Device Mt & L-3E@ o # 4 7 nla. unknown, Cisco ZE¥{E . |EEE Z&4EE
F721% CDP b 04 Hil,

Class IEEE %% : nfa £7212 0 ~ 4 O,

Max ZEEBEICE VY TOENTVWARKENOEEF T, Uy MTT,

AdminPowerMax A o FNY 7/1/514’,&5?7‘]{:%%%1“ Vo FT 58810, ZEIEEICE Y
THONDEIORKETT (Vy NEAD), ZOfEIX. Max 7 1 —/b I\O)Fﬁk
[ LT,

AdminConsumption | A v F RN Y 7 A A LEHMEEEZ R > 7T HHEAI1C, ZEEREICE Y Y

TONDENOWEEETT (Vy MHEAD, R I 0BT 42— 7»T%5
LA . ZOfEIL AdminPowerMax 7 4 —/L KOfE L 7 LT,

1. mﬁ%ﬁ&i FHTIHRET 28N, F/2IECOP RU— Ay xm—a VL IEEE 582 FERH L TAA v F
DHRE EBH (RNT— BV TERBICE S TE=ZSND VT AVIA LDOELITRRY £T) TT,
Catalyst 3750-E FE721% 3560-E 2+ v F LOREE I DOMEIL. Catalyst 3750 F 7213 3560 21 v F D FEEEDOER
DE &R T T,

WORFITIL, TXTD PoE AA »F &— kd show power inline consumption =~ RO &R L

ij—o

Switch> show power inline consumption
Interface Consumption Admin

Configured Consumption (Watts)

Gi3/0/1 NO 0.0
Gi3/70/2 NO 0.0
Gi3/0/3 NO 0.0
Gi3/0/4 NO 0.0
Gi3/0/5 NO 0.0
Gi3/0/6 NO 0.0
Gi3/0/7 NO 0.0
Gi3/0/8 NO 0.0
Gi3/0/9 NO 0.0
Gi3/70/10 NO 0.0

<output truncated>

W DR T i Catalyst 3750-X A A ~ FT® show power inline police =~ > KOH T Z/R L E7,
F 2-47 10, M7 44—V ROBERLET,
Switch> show power inline police

Module  Available Used Remaining
(Watts) (Watts) (Watts)

Catalyst 3750-X & & U 3560-X R4 wF ARV K Y27 LR
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M show powerinline

1 370.0 0.0 370.0
3 865.0 864.0 1.0

Admin Oper Admin Oper Cutoff Oper
Interface State State Police Police Power Power
Gil/0/1 auto off none n/a n/a 0.0
Gil/0/2 auto off log n/a 5.4 0.0
Gil/0/3 auto off errdisable n/a 5.4 0.0
Gil/0/4 off off none n/a n/a 0.0
Gil/0/5 off off log n/a 5.4 0.0
Gil/0/6 off off errdisable n/a 5.4 0.0
Gil/0/7 auto off none n/a n/a 0.0
Gil/0/8 auto off log n/a 5.4 0.0
Gil/0/9 auto on none n/a n/a 5.1
Gil/0/10 auto on log ok 5.4 4.2
Gil/0/11 auto on log log 5.4 5.9
Gil/0/12 auto on errdisable ok 5.4 4.2
Gil/0/13 auto errdisable errdisable n/a 5.4 0.0

<output truncated>

FOFITIEH, KOLIITHR>THET,

Gil/O/L F—hMEv vy hET L LTNT, AU VU TIERESNTVERA,

Gill02 R— Py ¥y FE T LTWETR, KU TEAFX—TLTHY, RV T T
varvilLTsyslog A vE—VEAERTIEIIBRESNTOET,

Gill03AR—FMEFE ¥y AT L TWETR, RV TWEIAFX—T NV THY, RV T T
varitLlTHR— b EVY Yy M UVTBEEIREINTNET,

Gill0/4 R— FTld, TAA ZABHEBTFT 4= L THY | R— MIBABVEB SN TE ST, R
VU IR TF 4 —7 VT,

Gil/0/5 A — FTlix, A ABERT 4 B—T L THY, F— NMIBHIBRHB I N TOEFAD,
RV TWEAF—TATHY, RI 7 TrvarkLTsyslog Ay —VEERTDHED
BESHTVWET,

Gil/0/6 R— FTiL, T A ABERT 4 =71 ThHY ., A— MIEBHIPIEHB IR TWETAN,
RV TNIAF—=TNATHY, RV T 77 ar L TR— ey y NEDTUTEHED

HEEINTWET,

Gill0/7T R—HRiEZT7T v 7L TWTC, RY U TIET 4=V TTR, BRI TV AIEEIIS L
TAA v TN BOBPMEREINTHERA,

Gil/0/8 A— MEZT v 7L TWT, RV TWEA F—TNANTHY, KV 7 T7rvarb LT
syslog A v E—VEART DL OBRESN TVETR, ZBEEICKH L TAL v F LB
INTWEHRA,

Gil/0/9 A— MIT v 7L TWT, ZBEEIERINTEBY, RV 73T =7 A TT,

Gil/0/10 A— MIT7T v 7L TWT, ZBEENER SN TVWET, R TEA32—7 L Th
D RYo 7 77 areLTsyslog Ay —VEART2L TSN TOET, VT L¥
LENEEN Dy NATHEI VDN, R 7 77 va idffgLEd A,

Gil/0/11 F— MIT v 7L TWT, BEEEI RS TWET, R T34 X —T L Th
D, KV o7 7r7varvblLTsyslog AvE—VEERTILOBESNTVET,
Gil/l0/12 A— MNIT7 v 7L TNV, ZBEEEIERINLTHET, R T34 X —T 1L Th
D, RV o7 T77varbl TR avyy NI UTHEIBRESNTWET, VT V¥
A LBHWEN Ty VA TEI VDWW, RV 7 77y a 3EB L E8 A,
Gil/0/13 AR— MIT v 7 LTV, ZBEENER N TVWET, R 7FAX—T7 L Th
D, RV 7 7033l TAR— 2V Yy METLUTALIORESNHTOET,
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show power inline W

WOFITIX, AZ > K7 ry A4 v FIZx3 % show power inline police interface-id =~ > KO H )
ERLET, £ 24712, 74—V ROFHAZRLET,

Switch> show power inline police gigabitethernet0/4

Interface Admin Oper Admin Oper Cutoff Oper
State State Police Police Power Power
Gi0/4 auto power-deny log n/a 4.0 0.0
* 2-47 show power inline police ®7 1 —JL FORHA
Z4—ILF E LT
Available AL v FTOREBI OFFT, Uy Mg (W) T,
Used POE H— MZ#ID Y THR TV HREBNOAF T, 7y METT,
Remaining VATATEHDETONTWARWREBNOAE (7Y M) T,
(Available - Used = Remaining)
Admin State FHE— N : auto, off. static
Oper State giEE— K :

o errdisable : RV > 73 A F—T )L TT,

o faulty : ZHEHEE COEBERHMPEZORIETT,

o off : POE AW I N TWEHA,

o on: ZEEHEISKBRH I, BEHNBEAHINLTWET,

o power-deny : ZEHEESRHE I TWE T, PoE 2 TE 22 IRKE
M, VT NEA LNEIEENRKRENE DY TEBELTWET,

GE) BEE—RNIZ. BBELIEPOER—F, 8ELEAZ YT AR, F-

AL v F DT RTO POE R— hDBHIED POE 27— +T9,

Admin Police VTN A BENHER) 2 THRED AT — 5 X

e errdisable : RV v WA X —T N T, UTNEZA LNBEHIEENRKE
BV Y TCEBLDEASL vFIIR— b2 vy hE T LET,

o log: RV U TiFEA F—TNT, UT A LBIEENRKEE DY
THMBzDEAL vF0 Syslog A v —TEAKLET,

e none: RV LT ET 4 E—TNVTT,

Oper Police RIS T AT —H A

« errdisable : UV 7V X A DENEENRRENE VY TERBLTWET, R
A vFNPOER— 2y y N LET,

e log: VI NEZALENHEENEKRKENFHO Y TEZBEBLTWET, AA vF
23 Syslog A vEe—V&EAERKLET,

o nla: EEBRHNT 4 —7 T, BN POE FA— MI#EHI LT
D, R T T a RN ESNTWERA,

o ok: UT NI A NENHBENRRKENED G TEDDRUVRETT,

Cutoff Power R—=FMZEHV Y TOENTWEIRRENTT, VTAZA DB HEERZOE%E
FEIBE, AL v FERESNERV T T varZ2FEITLET,
Oper Power ZEIEBEBOV TNV A LEIHEETT,

1. BREBHEIF, PHTHRETHEAN, £/HIFXCDOP XY — Xy xm—v g U ERIT IEEE SEEHEA L TAL v T
BRETDIEN (RU— BV UV T > TE=X SNV TAY A OB L TR £9) T,
Catalyst 3750-X. Catalyst 3750-E. Catalyst 3650-X, & 7zi% Catalyst 3560-E A1 v F LD EE S DEIL,
Catalyst 3750 %7213 3560 A A v F OEEEOEROE & [ U T,

| oL-21522-02-3
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M show powerinline

WOFITIX, AZ 2 K7 rYy A4 v FIZx4 % show power inline police interface-id =~ > KO H )

ZRLET,

Switch> show power inline priority

Interface Admin Oper Priority
State State
Gi3/0/1 auto off low
Gi3/0/2 auto off low
Gi3/0/3 auto off low
Gi3/0/4 auto off low
Gi3/0/5 auto off low
Gi3/0/6 auto off low
Gi3/0/7 auto off low
Gi3/0/8 auto off low
Gi3/0/9 auto off low
Gi3/0/10 auto off low
Gi3/0/11 auto off low
Gi3/0/12 auto off low
Gi3/0/13 auto off low
Gi3/0/14 auto off low
Gi3/0/15 auto off low
Gi3/0/16 auto off low
Gi3/0/17 auto off low
Gi3/70/18 auto off low
Gi3/0/19 auto off low
Gi3/0/20 auto off low
Gi3/70/21 auto off low
BEav U F avwy kR

logging event
power-inline-status

POE A v houaF o 7l x—TNMILET,

power inline

el

POE AR — M F 72T X TD PoE R — NOEB/HEHE— REZREL

show controllers

power inline

el

POE 2> b e —FDL I AXDEYFRRLET,

[l _Catalyst 3750-X 8L U 3560-X R4 wF IRV F UI7 LR
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show sdm prefer W

show sdm prefer

(E)

RIE D RE ﬂ*fé VAT AV Y —ADRKALICE AT & % Switch Database Management (SDM)
T 7 L— MIET O ERERRT SI121E,. show sdm prefer §7# EXEC =2~ RZERA L E T,
AHOT 71— 2FRT 512, ¥—VU—FE2EEEFIccoa~vr FEERLET,

show sdm prefer [access | default | dual-ipv4-and-ipv6 {default | routing | vlan} | routing
| vian] [ | {begin | exclude | include} expression]

ipe ¥F—U—FiE, a~v U FIA DAV TITEEREINETH, PR—FESNTWEEA,

BX DA

access ({ER) ACLHD VAT L VY —REKEKILTHT T — 2R LET,
default (L) WHEMOV AT A VY —ADRT U R BT 7T — b eRRLET,
dual-ipv4-and-ip (&) IPv4 & IPV6 Oli i R—h+5F27 /L T 7 L—haeRRLET,
v6 {default | s
routing | vian) default : ¥ 7 4V FOF 2TV T 7L — FREEFERLET,

o routing: V=T 4 DT TN T T L— FEEEFERLET,

GE) ZoOX—U—FKiE, LANBase 7 1 —F % v hEFETLTWDHAAL vF T
TV R—hEhEEA,

e vlan: VLAN F =27V T 71— NBREXFERLET,

routing UEE) V=T 4 v THDOVATF A VY —RAEREKIETEF T L — haERL
¥, ZOF—U—FKiZ, LANBase 74 —F v By hE2FEITLTWVWHB AL v F
TV R—FENnFEHA,

vlan (EE) LAY 2VLAN OV AT A U V=2 & H KLt 57 07 L— h & &R
LET,
| begin (f:7) expression & —8§ 2172 b &R &I L £,
| exclude (fE&) expression & —H T 51T 2 &R0 bR L £97
| include (EE) f57E Sh7- expression & —HT 2172 FRICHEDET,
expression SHARA v N LTHERT 2 N0 SCFHITT,
avY K E—F  FEEXEC
oy FERE yy—= EERNE
12.2(53)SE2 Zoawr RREBMERE LR,

EREDAHA R34y

sdm prefer /o — 3L a7 4 Fal—v gy awy REHL, SDM T 7 L— F2EH L8
B, REDOEREANIT HIZDAA v FE2 YV — RTHLENSHY 9, reload F# EXEC =2+
v R&EADT HEMZ, show sdm prefer =< K& A )95 &, show sdm prefer =~ Rz kv | B
EERALTWALET L — MBI RN m—RRIZT 7T 4 7D T o b— bRERINET,

BT — N TRRENDERFIL, FHEEDOY V—RZBITA2BBLZORKREICRD £3, 11
%ﬁént%%®£%®ﬁim%iék®\%%@ﬁ%tiiﬁé ENRH Y FF,

| oL-21522-02-3
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M show sdm prefer

XFHNTIE, KRIXFE/NFNRJESET, =& x1E, | exclude output & AJ1 L7254, output %
BUDITIERRINERFAN, Output #ZLfTIER RS NET,

B WoHICcix, show sdm prefer =2~ KO ZRLET, ERAFOT 7L —FRRENTVET,

() LANBase 74 —F % B FEEITLTWVWDAL v T TlE, 3_XTOTFT 7L — MIEREINHNL—
T4 Y TENESTT,

Switch# show sdm prefer

The current template is "desktop default" template.
The selected template optimizes the resources in
the switch to support this level of features for

8 routed interfaces and 1024 VLANs.

number of unicast mac addresses: 6K
number of igmp groups + multicast routes: 1K
number of unicast routes: 8K
number of directly connected hosts: 6K
number of indirect routes: 2K
number of policy based routing aces: 0
number of qos aces: 0.5K
number of security aces: 1K

WOFITIiE, show sdm prefer routing =~ KO ABIZRLET,

GE) N—FT4v 7 T0oFVb—bhF, a<wr R0 A0 F—T oA AZEFFRRENETH, LAN Base
T4 —=F % by NEEFTHAL v FTEIE—- PSR TOERA,

Switch# show sdm prefer routing

""desktop routing” template:

The selected template optimizes the resources in
the switch to support this level of features for
8 routed interfaces and 1024 VLANs.

number of unicast mac addresses: 3K
number of igmp groups + multicast routes: 1K
number of unicast routes: 11K
number of directly connected hosts: 3K
number of indirect routes: 8K
number of policy based routing aces: 0.5K
number of qos aces: 0.5K
number of security aces: 1K

W®OFITrx, show sdm prefer dual-ipv4-and-ipvé vlan =~ > RO 12~ LE T,

Switch# show sdm prefer dual-ipv4-and-ipv6 vlan

The current template is "desktop IPv4 and IPv6 vlan"™ template.

The selected template optimizes the resources in the switch to support this level of
features for 8 routed interfaces and 1024 VLANs.

number of unicast mac addresses: 8K
number of IPv4 IGMP groups: 1K
number of IPv4 multicast routes: 0
number of IPv4 unicast routes: 0
number of IPv6 multicast groups: 1K
number of directly-connected IPv6 addresses: 0
number of indirect IPv6 unicast routes: 0
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number
number
number
number
number
number

of
of
of
of
of
of

show sdm prefer W

IPv4 policy based routing aces: 0
IPv4/MAC qos aces: 0.5K
IPv4/MAC security aces: 1K
IPv6 policy based routing aces: 0
IPv6 qos aces: 0.5K
IPv6 security aces: 0.5K

WOFITIiE, show sdm prefer vlan =~ > Ko &R LET,

Switch# show sdm prefer vlan

""desktop vlan'" template:

The selected template optimizes the resources in
the switch to support this level of features for
interfaces and 1024 VLANs.

8 routed

number
number
number
number
number
number
number

of
of
of
of
of
of
of

unicast mac addresses: 12K
1Pv4 IGMP groups: 1K
IPv4 multicast routes: 0
IPv4 unicast routes: 0
IPv4 policy based routing aces: 0
1Pv4/MAC qos aces: 0.5K
IPv4/MAC security aces: 1K

WOFITIE, HLWTF T L—FEFREL, £V 2 — L TWRWAA v F ETO show sdm prefer
A~ PO ERLET,

Switch# show sdm prefer

The current template is "desktop routing” template.
The selected template optimizes the resources in
the switch to support this level of features for

8 routed interfaces and 1024 VLANs.

number of unicast mac addresses: 3K

number of igmp groups + multicast routes: 1K

number of unicast routes: 11K
number of directly connected hosts: 3K
number of indirect routes: 8K

number of qos aces: 0.5K

number of security aces: 1K

On next reload, template will be "desktop vlan™ template.

avwy kR

SiBA

sdm prefer

SDM 7> 7L —t+%&, =T 4 7 %721 VLAN OV YV — R & & KRIC
WHTD2EDICRE, 774V T 7 L— b E2MHT 5 LD ITRE.

T 27V IPVA/IPVE 77 L— FEBIRT B LD ITHRE., FixT 27

hoy 7 T 7 — b E2BIRTHEIITHELET,

| oL-21522-02-3
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M show setup express

show setup express

Express Setup E— KRB A A v FTT 7T 4 7 0E I D0%EFRRT HIZiX, show setup express FiHE
EXEC =~w > FEFEHLET,

show setup express [ | {begin | exclude | include} expression]

XD EHEA | begin ({T7#) expression & —ET 2170 O FRZ WAL £,
| exclude (L&) expression & —8T 2172 R RO L ET,
| include (EE) $5E &7 expression & — & 5172 £RICHD£T,
expression BEAFA > L& LCHAT 2RO TF T,
T7HIE F7 AN MIERSHTOEREA,
a2 R E—F K¢ EXEC
oYy FERE Jyy—=x EEANE
12.2(53)SE2 Zoawry RBEMmEhE L,
i woOHIL, show setup express =2~ FOHEZR L THET,

Switch# show setup express
express setup mode is active

EEa<TUF avyk BIL]
setup express Express Setup €— K& A x—7/LIZ LET,
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show spanning-tree M

show spanning-tree

AR= v 7 ) —OREETE R 2 For T 512X, show spanning-tree = —4 EXEC 22~ > R&HH L £,

show spanning-tree [bridge-group | active [detail] | backbonefast | blockedports | bridge
| detail [active] | inconsistentports | interface interface-id | mst | pathcost method |
root | summary [totals] | uplinkfast | vlan vlan-id] [ | {begin | exclude | include}
expression]

show spanning-tree bridge-group [active [detail] | blockedports | bridge | detail [active]
| inconsistentports | interface interface-id | root | summary] [ | {begin | exclude |
include} expression]

show spanning-tree vlan vlan-id [active [detail] | blockedports | bridge | detail [active] |
inconsistentports | interface interface-id | root | summary] [ | {begin | exclude |
include} expression]

show spanning-tree {vlan vlan-id | bridge-group} bridge [address | detail | forward-time
| hello-time | id | max-age | priority [system-id] | protocol] [ | {begin | exclude |
include} expression]

show spanning-tree {vlan vlan-id | bridge-group} root [address | cost | detail |
forward-time | hello-time | id | max-age | port | priority [system-id] [ | {begin |
exclude | include} expression]

show spanning-tree interface interface-id [active [detail] | cost | detail [active] |
inconsistency | portfast | priority | rootcost | state] [ | {begin | exclude | include}
expression]

show spanning-tree mst [configuration [digest]] | [instance-id [detail | interface
interface-id [detail]] [ | {begin | exclude | include} expression]

BX DA bridge-group L) 7V oY FA—T7HSEEELET, fHETE HHMIT L ~

255 ¢,

active [detail] UEE) TIT AT A B —T oA AD A= T I ) — R % £
RUET (K EXEC T— ROBATITEHTTRE).

backbonefast ({EE) AX=>7 v VU — BackboneFast A7 — X% A% KR LET,

blockedports (LE) 7ry 7 SR —FolfREs£rLET (FiHE EXEC £— F
DA VT E I ATHE)

bridge [address | detail |  (f£&) ZDOAA v FORT—FZABLORELZRFLET (A7 3

forward-time | hello-time| » m%—v— N34 EXEC £ — ROBA T H AT6E) ,
id | max-age | priority
[system-id] | protocol]

detail [active] EE) A v 2 —7 =A ZEROFEMY~ U —2FE R~ LET (active
¥ — U — Fi3#E EXEC £ — ROBE 7T HE) ,
inconsistentports (EE) FETLH2HR—FOFERERRLET (FiHE EXEC E— FOEE

A TR

Catalyst 3750-X & & U 3560-X R4 wF ARV K Y27 LR
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Bl show spanning-tree

interface interface-id
[active [detail] | cost |
detail [active] |
inconsistency | portfast |
priority | rootcost | state]

(B8 BEINTA L X —T 2 A ZADANR= VT V) —FE#REFERL
%3 (portfast B L state LIS DT _XTDOA T v 3 1345 EXEC
T FOLGALETHEMARE) ., A1 F—7 A AF, AN—ATK
Yo TANLET, A V¥ —T = AOFEIIAN TEEEA, HL2
AV H—=T A A2, WEIFR— b, VLAN, BLOBKR— b F¥ 3L
NHYEFT, HETESH VLAN #FHIF 1 ~ 4094 TF, AF—F F¥x
JVEIBHIL 1 ~ 48 T,

mst [configuration
[digest]] [instance-id
[detail | interface
interface-id [detail]]

(fT:7) Multiple Spanning-Tree (MST) ® U —v a VREB L VA
T—4 A%FRLET (B EXEC T— ROBHATZTHERAAE),

F—U—FOEKRITKRD LIV TT,

« digest: ((EE) BIfED MST #&7E ID (MSTCI) &£ 25 MD5
HATVz A MeRRLET, 1 DIERERAL v T &9 1 D387
YR A v FHD 2 ODPMEZ A D= R FRFRENET (Fike
EXEC &— ROLGAEZ T HEMHFAHEE) .

IEEE FEHED T D 1= DICHM HFEN T H <4, txholdcount 7 ¢ —
JVRBBMENE L,

BERR—-FACH LV AX — o= L BERENET,

IEEE fE¥ET Y » D3R — MIJefTHEYE BPDU %3515 L7258,
pre-standard %7=i% Pre-STD &\ 9 fiFERNE R ENE T,

WN— FDJATIRYE BPDU #3557 2 K o IR ES L, A— FTHh
1THEYE BPDU 23%2158 Shvia o 1= & % pre-standard (config) £ 7=
& Pre-STD-Cf & W5 HEEDRRFSINET,

FATIEYE BPDU 235595 & 5 ITRRE STV g WaR— F THAT
EHE BPDU 23 %15 7=, pre-standard (revd) 7213
Pre-STD-Rx & W5 HFERE RSN ET,

THAAREERBIEER— P TRESNTEHGE. HER— M1 7+
T—F 47 A7 — MNIREDDEENHIEEN S E T, dispute 7
T ITNERSNET,

o instance-id : 1 2D A 2 Z A ID, THENENA 7 TRY-
72 1D OFH, FEA L~ TR 7O ID ZHEETE £,
FEETEZ2HMAIL 1 ~ 4094 TF, BERESNTVWDHA LV AHX
AHPERINET,

« interface interface-id : (fEE) ARRA ¥ —7 =4 ZIZiE, YEE
A=k, VLAN, BLEOFR—F FrxABEENET, HHETE D
VLAN #iPfHi% 1 ~ 4094 T9, A — b F v 3 /LHiFHIL 1 ~ 48 T,

o detail : (fEE) A v AZ U AKIIA v H =T = A ZAOFEMIE# A
FRLET,

pathcost method

(ER) 774N bORR aAx MNiRER R LET (K EXEC £— F
DA TETEH FTHE) .

root [address | cost | detail
| forward-time | hello-time
| id | max-age | port |
priority [system-id]]

EE) V—h AA v TFDODAT—FABLIVOHRELZFRLET (T
DX —T — R EXEC B— ROEATE T FEHAFEE) .

summary [totals]

(EE) A— MREOY <~V —, FFA = YY) — 25—k &7
va vt EFE R LE 7, IEEE Standard &\ 9 EEIX, AA v T E
TEITENTNWD MST A=V g U &FEINL £,

uplinkfast

(f£E) AX=r7 > U— UplinkFast A7 —% A& £ R LET,
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show spanning-tree M

vlan vlan-id [active (LB BEXINE VLAN 02 =7 ) —EfE2ER R LET (F—
[detail] | backbonefast | 7 — Fo— 3454 EXEC & — ROHA 7 HEMARE), VLAN ID %
blockedports | bridge TR ESN= 120 VLAN, ThEFnz A 7 TXY)-7- VLAN
[address | detalil | W, F3 o~ CREo7—#D VLAN 2 ET 52 LN TE F

forward-time | hello-time | -, #§i&CT& 2 i1 1 ~ 4094 T3,
id | max-age | priority
[system-id] | protocol]

| begin (fEE) expression &~ 2170 bRAREBIH L £,
| exclude (fEE) expression & —EHT 51T A RRZNLRILE T,
| include () fRE SNz expression & — T2 T2 R RICEDET,
expression ZRAA b LTHERAT 2 HANOLFHITT,
a2 R E—F o —#% EXEC
oy FERE Jyyy—=x EENE
12.2(53)SE2 Ioawy RBEMEE L,

BEREDAA FS54>

]

vlan-id ZE 25 L-5481%. X TOVLAN DAR= 7 V) — 4 U ZAZ AR IZa~vy KB
EhEd,

LFHITIE, KXFEDXFERR SN ET, 72& 21F, | exclude output & AJ L7354, output %
EUITIXR R SNETAD, Output 28 T TIIRRENET,

W OBFITIL, show spanning-tree active =~ RO Z R LET,

Switch# show spanning-tree active
VLANOOO1
Spanning tree enabled protocol ieee
Root 1D Priority 32768

Address 0001.42e2.cdd0
Cost 3038
Port 24 (GigabitEthernet2/0/1)

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 49153 (priority 49152 sys-id-ext 1)
Address 0003.fd63.9580
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 300

Uplinkfast enabled

Interface Role Sts Cost Prio.Nbr Type

Gi2/0/1 Root FWD 3019 128.24 P2p
<output truncated>

W ORI TIiX, show spanning-tree detail =~ > FOHHZ2R L E7,

Switch# show spanning-tree detail

VLANOOO1 is executing the ieee compatible Spanning Tree protocol
Bridge ldentifier has priority 49152, sysid 1, address 0003.fd63.9580
Configured hello time 2, max age 20, forward delay 15

| oL-21522-02-3
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Bl show spanning-tree

Current root has priority 32768, address 0001.42e2.cddO
Root port is 24 (GigabitEthernet2/0/1), cost of root path is 3038
Topology change flag not set, detected flag not set
Number of topology changes 0 last change occurred 1d16h ago
Times: hold 1, topology change 35, notification 2

hello 2, max age 20, forward delay 15
Timers: hello 0, topology change 0, notification 0, aging 300
Uplinkfast enabled

Port 1 (GigabitEthernet2/0/1) of VLANOOO1l is forwarding
Port path cost 3019, Port priority 128, Port ldentifier 128.24.
Designated root has priority 32768, address 0001.42e2.cddO
Designated bridge has priority 32768, address 00dO.bbf5.c680
Designated port id is 128.25, designated path cost 19
Timers: message age 2, forward delay 0, hold O
Number of transitions to forwarding state: 1
Link type is point-to-point by default
BPDU: sent 0, received 72364

<output truncated>

WOHITiX, show spanning-tree interface interface-id =~ > FoH Az R L7,

Switch# show spanning-tree interface gigabitethernet2/0/1
Vlan Role Sts Cost Prio.Nbr Type

VLANOOO1 Root FWD 3019 128.24 P2p

Switch# show spanning-tree summary

Switch is in pvst mode

Root bridge for: none

EtherChannel misconfiguration guard is enabled
Extended system ID is enabled

Portfast is disabled by default
PortFast BPDU Guard 1is disabled by default
Portfast BPDU Filter is disabled by default

Loopguard is disabled by default
UplinkFast is enabled
BackboneFast is enabled

Pathcost method used is short

Name Blocking Listening Learning Forwarding STP Active
VLANOOO1 1
VLANOOO2 3
VLANOOO4 3
VLANOOO6 3
VLANOO31 3
VLANOO32 3
<output truncated>

37 vlans 109 0] 0 47 156
Station update rate set to 150 packets/sec.

UplinkFast statistics

Number of transitions via uplinkFast (all VLANSs)
Number of proxy multicast addresses transmitted (all VLANS)

o o

BackboneFast statistics

Number of transition via backboneFast (all VLANs)
Number of inferior BPDUs received (all VLANS)
Number of RLQ request PDUs received (all VLANs)
Number of RLQ response PDUs received (all VLANs)

[eNeoNoNe)
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show spanning-tree M

Number of RLQ request PDUs sent (all VLANS) : 0
Number of RLQ response PDUs sent (all VLANs) : 0

W OFITIX, show spanning-tree mst configuration =~ > KO I ZRr L E T,

Switch# show spanning-tree mst configuration
Name [regionl]

Revision 1

Instance VIans Mapped

0 1-9,21-4094

1 10-20

& OBFITIL, show spanning-tree mst interface interface-id =~ FOH 12 R LET,

Switch# show spanning-tree mst interface gigabitethernet2/0/1
GigabitEthernet2/0/1 of MSTOO is root forwarding

Edge port: no (default) port guard : none (default)
Link type: point-to-point (auto) bpdu filter: disable (default)
Boundary : boundary (STP) bpdu guard : disable (default)
Bpdus sent 5, received 74

Instance role state cost prio vlans mapped

0 root FWD 200000 128 1,12,14-4094

WDFITIX, show spanning-treemst0 =2~ > RO Z R LET,

Switch# show spanning-tree mst 0O

Hi###E MSTOO vlans mapped: 1-9,21-4094

Bridge address 0002.4b29.7a00 priority 32768 (32768 sysid 0)

Root address 0001.4297.e000 priority 32768 (32768 sysid 0)
port Gil/0/1 path cost 200038

IST master *this switch
Operational hello time 2, forward delay 15, max age 20, max hops 20
Configured hello time 2, forward delay 15, max age 20, max hops 20

Interface role state cost prio type

GigabitEthernet2/0/1 root FWD 200000 128 P2P bound(STP)
GigabitEthernet2/0/2 desg FWD 200000 128 P2P bound(STP)

Port-channell desg FWD 200000 128 P2P bound(STP)
BEaITUF = L

clear spanning-tree counters ANR= T V=D Z e VT LET,

clear spanning-tree detected-protocols ~7m Fa A BT et 22 FHEALET,

spanning-tree backbonefast BackboneFast ##E % A *— 7 MIZ LE T,

spanning-tree bpdufilter A Z—7 = A AT® Bridge Protocol Data Unit
(BPDU) D=z %El LET,

spanning-tree bpduguard BPDU #%fg LA > ¥ —7 =1 A%, errdisable %
T—MZILET,

spanning-tree cost AR= 7 V) —OFBIHEHAT IR a XA NEREL
ESu N

spanning-tree extend system-id YEgRy A7 A ID #EE A *— T M LET,

spanning-tree guard BIRINTA VF—T 2 A RTHHET DT <TD VLAN

IR LT, — b H— FEREE =13 —7 T — REkRE
A F—T N LET,

Catalyst 3750-X & & U 3560-X R4 wF ARV K Y27 LR
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Bl show spanning-tree

avwy kR

Bl

spanning-tree link-type

AR T VY =N T 4TV —F 4 7 AT — MImEmEB
5L, 7740 Voo 24 7% ER FEEL
i‘é‘o

spanning-tree loopguard default

B—FmY 7 ORNERDEEICL > TRER— M
7id— b R— bR ER—FE LTHAESRZVWE D
IZLET,

spanning-tree mst configuration

Multiple Spanning-Tree (MST) UV —ya v 28T+ 57
HOMST 27 4 Falb—varyT—FEBLET,

spanning-tree mst cost

MST OFEIZHEHT A 22 FERELET,

spanning-tree mst forward-time

FTR_RTOD MST A > A X 2 AN HOUNTHEE AL IR % 35
ELET,

spanning-tree mst hello-time

N—h AL vF ar7 4 Fal—var Ayg—IN
%153 % hello BPDU Ofilz % #%E L £ 7,

spanning-tree mst max-age

AN T IV == A v FPbAve—T %%
9 DMz aE LET,

spanning-tree mst max-hops

BPDU #FEFE L TA v ¥ —7 = A AR LW
WMAEAWROINICTAETHO, MST Y —V a3 ThOkRy S
BAERELET,

spanning-tree mst port-priority

ABE=T AR TITAF VT 4 ZRELET,

spanning-tree mst priority

BELIEAR=Z T Y= AV AFVADAAL, v F T
FAF VT 4 ZHELET,

spanning-tree mst root

2y NU—7 OEZIZESNT, MST L —k AL v F
DTITAF VT A BIOA A ~—2RELET,

spanning-tree port-priority

AH =T 2 AR TITAF VT 4R ELET,

spanning-tree portfast (Z'a— 31 2

TA4X¥2l—gYV)

PortFast xtj5A > % —7 = A A LTBPDU 7 4 A& U v
JHEBEE 7213 BPDU ' — RiGEZE 7 o — LA 2 —7
MTT D0, FREFTRTOIENT T A F—T = A
AT PortFast 8% A x—7 iz LET,

spanning-tree portfast (f > #—7 = A

R arv74F¥al—vay)

BEDAf v 2—7 x4 ZABLXO%ET 54 _TD VLAN
¢, PortFast ##E%& A r—7 W LET,

spanning-tree uplinkfast

VY7 E3 AL v FIEERSDHE. TR =
Y7 V) =S EHBIICHRE SIS EIC, HLvr—
b A= M EERHTRRTELLIICLET,

spanning-tree vlan

VLAN B TANR= 7 V) — 2R ELET,
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show stack-power W

show stack-power

J TP StackPower 2% > 7 DA LA FIIRESNTZENAL v 7 BIORAEZ v 7 OEIE—
KF%&F/RT 512i%, show stack-power = —# EXEC a2~ R&MH L £,

show stack power [stack-id] [ | {begin | exclude | include} expression]

~
GE) Zoavr NI IPR=ZRELFIP Y —ER £ A-UNFETIATVS Catalyst 3750-X A1 v F A
By TORBERTEET,
B DA stack-id (LR HESNEEBNIAY v 7 OBNEREF R LET, A4 v 7 ID I
I XFLUTTHOIMLERD Y £,
| begin (f£) expression & —E+ 517 bFREMBLET,
| exclude (fEE) expression & —ET B1T2 KRS LET,
| include (EE) #5E &7 expression & —8T 2172 FRICEDET,
expression BRARA 2 N LTHEAT 2 HIINOISIFHITY,
a2k E—F . —4 EXEC
oYy FERE J1y—= EFENR
12.2(53)SE2 Zoa~vr RBRBEMERE LE,

ERLEDAA K54

7

AMHEIRDOIZDIZAAL v TF R v v MF U S HE . show stack power =< > RO ITIT
D% Féfﬁ/éﬂf’7~4/\*— AL v FDOMACT RLAREGEENTHWET, v FHEIE, A
Ay FIPET 272D RENINRBRNGETSH, AF vy 7B N IR VERLET,

LFHNTIH, RIXFE/NLFNRBIESHET, =& 21X, | exclude output & AJ) L7354, output %
ETITIXFR RS NEE AN, Output 25 Te1T ii‘%réﬂi#

WoOBITIL, show stack-power =~ > FOHHERLET,

Switch# show stack-power

Power stack name: Powerstackl
Master MAC address: 0022.bdcf.af80
Stack mode: Power sharing

Switch 1:
Power budget: 206
Low port priority value: 11
High port priority value: 10
Switch priority value: 1
Port A status: Not shut
Port B status: Not shut
Neighbor on port A: 0022.bdcf.ab00
Neighbor on port B: 0022.bdd0.6e00

| oL-21522-02-3
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M show stack-power

Switch 2:

Power budget: 206
Low port priority value:

High port priority value:

Switch priority value: 2
Port A status: Not shut
Port B status: Not shut

Neighbor on port A: 0022.
Neighbor on port B: 0022.

Switch 3:

Power budget: 328
Low port priority value:

High port priority value:

Switch priority value: 3
Port A status: Not shut
Port B status: Not shut

Neighbor on port A: 0000.
Neighbor on port B: 0022.

Switch 4:

Power budget: 257
Low port priority value:

High port priority value:

Switch priority value: 4
Port A status: Not shut
Port B status: Not shut

Neighbor on port A: 0022.
Neighbor on port B: 0000.

13
12

bdd0.6d00
bdcf.af80

15
14

0000.0000
bdct.ab00

17
16

bdcf.af80
0000.0000 Power stack name: Powerstackl

BBEav R

avwyFk H L]

power inline

£,

FEE LT POE R— FE721X 9 X TP POE R — NOBHEHE— REZHREL

stack-power

BHAZ v 7 RTA—FERELET,

show power inline

i‘j‘o

FEE LT POE R— FET2ITZT X TDO POE R— FDOENNFA—FERRL
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show storm-control W

show storm-control

AA T ERFRESNTEA L F—T 2 ALT, 7e—FR¥x¥ A b, v LFF¥ A+, Fhida=
Xy AN A M—ALHIHOREELFERLIEZD, A b—2HlfEEZFRRLZY T 5121, show
storm-control = —4% EXEC o~ F&EHL £9,

show storm-control [interface-id] [broadcast | multicast | unicast] [ | {begin | exclude |
include} expression]

XD EHEA interface-id ULE) MR — b DAL X —T 24 AID (BA T, RE T AN (RE
JHERRFIREIR AA v FDI), V2 — K— "NEBEET)

broadcast (FE) 77— RFR¥¥ A M AR—ALXVMEREEZHERTLET,
multicast EE) vV FX¥ AP A=A LEWVERECEFRLET,
unicast (EE) 2=F ¥ A M A F—LALEWVEREEZRRLET,
| begin (f£5) expression & —EH+ 2177 b &R &G L ET,
| exclude (fEE) expression & —EHT BT 2 KRS LET,
| include (EE) f57E Sh7- expression & —HT 2172 FRICEDET,
expression SHARA N E L THERT 2 N SCFSI T,

avY kR E—F = —4F EXEC

vy FERE J1y—= EFENR
12.2(53)SE2 Zoawr RRBMERELE,

EREDAHA R34y

]

interface-id # A 138 &, HESNTA LV E—T oA ADA M—LHIE LS VVERERINET,
interface-id Z# AJJ L72WGA, AA v T EOR—FTXTDRNT T 4 v A TOHRENFERINET,
NFT7 490 ZATEZATLEEWVWEEIZ., 72— RXxy A b A M—LHIHORENFRINET,

LFFNTIE, RXFL/ANCERRIENET, =& 21E, | exclude output & A L7854, output %
ETITIIRRSNETAD, Output ZEITIIRREINET,

WOFTIX, F—U— FE&HEEETIZAT L= show storm-control =~ > RO TO—E% 7R~ L £,
Mo T7 497 ZATOXF—=U—=RKBANTINTRWED, 7a—RKxy A b A=A ORENF
IRENET,

Switch> show storm-control

Interface Filter State Upper Lower Current
Gil/0/1 Forwarding 20 pps 10 pps 5 pps
Gil/0/2 Forwarding 50.00% 40.00% 0.00%

<output truncated>
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M show storm-control

WO TIX, FBEEINZA % —7 =14 AD show storm-control =~ > FOHEZRLET, +T
T4 ZATDF—U—RKPRANEINTHRWEH, 77— KXy A b X =L ORENRE RS

NET,

Switch> show storm-control gigabitethernet 1/0/1

Interface Filter State Upper Lower Current
Gil/0/1 Forwarding 20 pps 10 pps 5 pps

# 2-48 |z, show storm-control ®H NIZEKREINDET7 4 —V ROFHE R LET,

=& 2-48 show storm-control @7 1 —JL KDRA
J4—ILF Bl
Interface A AR —TxAZADID 2FERLET,
Filter State TANEDAT —H A%FRLET,
+ blocking : A b—AMHlEIZA X —T A THY, A b—LBFELTH
i‘j‘o
« forwarding : A b—AHl#IEA XR—7 A THYH | A b—2FHAELT
WEHA,
« Inactive : A F—2AHI#ENEIT 4 E—T7 LTI,
Upper R v BRI ATRE e AR O N—2 T — U L LT, B o
Ty MEERIIEYOE Yy METERLET,
Lower TRRIH v 2R R R RE e R IRIE O X—% T — U LT, RS
Ty MEELIFEROE Yy MITERRLET,
Current Tuo—RFXxY Ak T 74 v FRFRESNTZ N T T 4T 24T (T
B—R¥¥y A M, vAFF¥y XL, 2=Fr X ) OmlkigoEHRIE .,
FIAATRE R R IE DN\ —F v T — VU THERLET, D7 4 —/L FIE,
Z = LHIAA =T NV DHEE T HE T,

EEa<vY K av vk 8
storm-control ALy FIZTR=RFEFy A p, vAFHRY AP, BEO2=F A b X h—
A L~ EBGE L E S
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show switch

show switch

(E)

2B 7 AUNETNIAA v F AZ v 7 IZHHE LB A2 FRT 5121%, show switch == —4% EXEC
a<w> REFEALET,

show switch [stack-member-number | detail | neighbors | stack-ports [summary]|
stack-ring activity [detail] | speed] [ | {begin | exclude | include} expression]

Zoawr R, Catalyst 3750-X A A v FTOAYHR—FENTWVET,

BX DA

stack-member-number EE) FRESNEZAL v 7 AUADIEREFR R LET, FRE T HHiPH

i11~9 T,
detail (LB 24 v 7 U7 ommiileRRLET,
neighbors UEE) AA vF AH v I RIEDRA N—%FRm LET,

stack-ports [summary] (&) AA vF AZ v 7 BEOR— MEREERLET, A¥ v 7 r—
TNDOES, AE vy Vg AT —F A, BLUOV—T Ny I AT—H
A HEFARTDHITIE, summary F—U— REFEHLE9,

stack-ring activity (L) AZ w7 VU ZICEESNT- T L— oMk, AU NHLTHERL
[detail] £, AF v VT, ZlExa—, BEIUWASICIZEEENS 7 L—24
o A2 NHALCRFT DI, detail F—U— REMALET,

stack-ring speed EE) A&y s Vo r7olELFRRFLET,
| begin (f£5) expression & —F+ 517 bFER LB L ET,
| exclude (f£7) expression & —E$ 5172 &R L ET,
| include (EF) $8ESh7- expression & —H T 21T2FRICEDET,
expression BRAA > & LTHEMT S HANOTFHITT,

ATV R E—FK  =2—H#EXEC

av Y REE Jyy—= TERAE
12.2(53)SE2 Zoa<wy RRNBMERE L,

EREDAA FS54>

LFHITIE, KXFEDXFRR S ET, 72& 21E, | exclude output & AJ L7354, output %

EUITIXR R SNETAD, Output & ITIIRRENET,

ZOa<wy RTE, WOAT— FBRERENET,

e Waiting : A4 v FIET7T— 7 v THT, AZ Y T HICHLIMD AL »FEOEBEERHF>TNE
T, AA FRELRAZ v 7 v AFZ—THLINEI PEHHIL THERA,
ALy v AL =BEICB ML TWRWAL v 7 A NE A w7~ AL =D& S
T& %% T Waiting A7 — FDEETT,

e Initializing : 2A Y FREDRE v 7 v AZ— AT =X ZAZHHILE LT, AAVTFNAZ YT
TAR—=TRWEGE, TOAL Y TFEAY v I R AZ—PHVAT A LAV BRIOS, V¥ —T =
AR L_LVOFEEZFLTCr— L TWET,
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B show switch

]

e Ready: AV ABI AT AL LXABLPS VF—T oA A LXULOHEOR— REETL, M7
T4y EBETED LT R>TVET,

« Master Re-Init : v~ A& —OFRHE T, BRD AV AR AF—IZBHEINEEHORT— N, ¥
LW RAZ —RZOFRELZFNYLL THET, ZORAT— R ME, FiLnvA¥ =72 c#EH s
ij‘o

e Ver Mismatch : Version-Mismatch € — F® 21 v, Version-Mismatch €— Rix, A% v 72
ALTWVWDERAL v FIZ, vRE—LIF B R D252y Tabal w4 F— "=V arFEERbHD
KEETT,

« SDM Mismatch : Switch Database Management (SDM) I ZX~ v E£— RKDZXA vF, SDM I &
< v FiE, AL —=TETLTNSESDM T F L — b & A A RPHR— b LTOARUVIREETY,

» Provisioned : FHRIRESNIZAL v TN, RAA VT REZ T DT IT 47 AU NTRBEID A
T, FREFRAZ T AP AAL v F ALy I PBRBLEHZROAT— ], IRV =
TENTAA v FTiE, MACT RLABIOT T4 AV T 4 FHIF, FIZ0 ERRINET,

AL AN (RE ) v AZ—%ETe) OREMRAT — MERIL, Waiting -> Initializing ->

Ready T,

AP ) v AL —BMED AL v ) v AL —TIRD AL v ) A ANDREM IR AT — P EBIL,
Ready -> Master Re-Init -> Ready T,

Version Mismatch (VM) £— RDA¥ v 7 A "ORER L AT — FEBRBIX, Waiting -> Ver

Mismatch T,

AA v F AZ 7T Y a = T ENICAA y FRFET 2008 9 & iil+ 5121%. show

switch =~ > K& HEHTZ £, show running-config 3 J U show startup-config ## EXEC =~

URTIE, ZoOBFRIIREINEEA,

EE MAC 7 RLARA X—T TR > TWBEE, A& v 27 O MAC-persistency wait-time & R &

WET,

WOBITIEZ, A¥ vy 7O~ —fERERLET,

Switch> show switch

Current
Switch# Role Mac Address Priority State
6 Member 0003.e31a.1e00 1 Ready
*8 Master 0003.e31a-1200 1 Ready
2 Member 0000.000.0000 0 Provisioned

WOFITIX, A¥ v 7 OFFMEREZ R LET,
Switch> show switch detail
Switch/Stack Mac Address : 0013.c4db.7e00

Mac persistency wait time: 4 mins
H/W  Current

Switch# Role Mac Address Priority Version State
*1 Master 0013.c4db.7e00 1 0 Ready
2 Member 0000.000.0000 0 0 Provisioned
6 Member 0003.e31la.1e00 1 0 Ready
Stack Port Status Neighbors
Switch# Port 1 Port 2 Port 1 Port 2
1 Ok Down 6 None
6 Down Ok None 1
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show switch

WOFITIE, ANV ~<Y —FRERLET,

Switch> show switch 6

Current
Switch# Role Mac Address Priority State
6 Member 0003.e31a.1e00 1 Ready

WOBPITIEZ, A¥ v 7 DRAN—IERERLET,

Switch> show switch neighbors

Switch # Port A Port B
6 None 8
8 6 None

ROFITIE, A2y 7 K= MEREZRLET,

Switch> show switch stack-ports

Switch # Port A Port B
6 Down Ok
8 Ok Down

& 2-49 1z, show switch stack-ports summary =~> KOHEHZEZRLET,

Switch> show switch stack-ports summary

Switch#/ Stack Neighbor Cable Link Link  Sync # In
Port# Port Length OK Active OK Changes  Loopback
Status To LinkOK
1/1 Down 2 50 cm No NO No 10 No
1/2 Ok 3 1im Yes Yes Yes 0 No
2/1 Ok 5 3m Yes Yes Yes 0 No
2/2 Down 1 50 cm No No No 10 No
3/1 Ok 1 1im Yes Yes Yes 0 No
3/2 Ok 5 1m Yes Yes Yes 0 No
571 Ok 3 1m Yes Yes Yes 0 No
5/2 Ok 2 3m Yes Yes Yes 0 No
% 2-49 show switch stack-ports summary a3 > FOHAH
F4—ILF BLZ
Switch#/Port# AUNRFEFGELTDRAY v RK—  EE,
Stack Port Status o Absent: A% v 7 R— hTIETr—7 Vi
ShTnEEA,

o Down: Fr—7 AN ENE L2, E
BDRANR—=INT — K L TRV, AX v
K= IR T 4 =T N2> TET,

o OK: 7—7 skt S, #en s 0 R A
NN L TWET,

Neighbor AB Y =T ND—F O DT 7T 47
AUIRNDAAL v FHa,
Cable Length Fah7pEEE50cem, 1m, £721X3m T,

AL o F N —TNDORIEHRETERWGEIL,
il no cable 12720 £, F—7 R ST
RN, U I MEHETERWABEENH Y F9,
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B show switch

& 2-49 show switch stack-ports summary a<> FOHEH FE)
J4—ILE L]
Link OK I, VI BREELTNDIDE I DERLET,

Y2 DHFMETT., A N— AL v T EDR

Xy R— T,

e No: Ur 7 OMFMNL, N— b0
ghanl Ayve—UESELET,

o Yes: U7 OMFEMIL, N— bG8
oha)l Ay —URZELET,

Link Active it AX v R— RY 7 OFAIERT

AT — Mo TWDENEI DERLET,

e No: R—HMFIV U Z7OHMFRICNT T4 w7
FEETEERAL

e Yes: R—HKMIVZ7OFRICNT 7 4P
FEETEET,

Sync OK e No: U7 OMFNI. AH¥ v 7 R—MIH
M Ta han A yvbE—UEREELERE A

e Yes: U7 OMFMIL. A— MIHER T
Fan Avte—V%EELET,

# Changes to LinkOK UL, Vv oL EEE R LET,

BHIM CEEOEEMTbNESGAE, V7D

T TWEAETHERLY T,

In Loopback e No: AU NEDOARSEL L ODDRZ v T
K= MIEHREHLD AL v 7 r—TNRnd Y
9,

e Yes: AUNREDEDRE v 7 R—FTh,
BEGRBEHDAYN v 7 Ir—T N EH 0 £ A,

WOBITIE, AL vF RAEZ Y IICETIAZ v 7V TDT 7T 4 T 4 DFEMEREFETTDIHE

TRLET,

Switch> show switch stack-ring activity detail

Switch Asic Rx Queue-1 Rx Queue-2 Rx Queue-3 Rx Queue-4 Total

1 0 2021864 1228937 281510 0 3532311

1 1 52 0 72678 0 72730
Switch 1 Total: 3605041

2 0 2020901 90833 101680 0 2213414

2 1 52 0] 0 0 52
Switch 2 Total: 2213466

Total frames sent to stack ring : 5818507

Note: these counts do not include frames sent to the ring
by certain output features, such as output SPAN and output
ACLs.
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show switch

avwy kR

SiBA

reload

A7 AR EYr— KL, FBEOEREHMMILET,

remote command

TRCELITHRESINTAE v T Ao R_"eE=H LET,

session

BEDAZ Y 7 AN T7EALET,

switch priority

AR T ARNDTTAF VT 4 fEEEELET,

switch provision

HLWAAL O TFNAL v F AX v ZIZMATDHHIZ, TueEya=r7 L
*7,

switch renumber

AL T ARG RELET,
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W show system mtu

show system mtu

ra—rigKEEL=y b (MTU), 72321 v TFORRNT v b A XAFREEZR AT HITIL,
show system mtu ## EXEC a2~ &AL £,

show system mtu [ | {begin | exclude | include} expression]

BXXn5iA | begin (fEE) expression & —HT 21T bFRz2hla L £,
| exclude (fEE) expression & —BT 2172 K R=NLHMIL T,
| include (EE) 4578 &7 expression & — & 5172 £RICHO £,
expression ZRARA M LTHERT 2HIINOLFHITT,
ATV K E—F  FE EXEC
av Y FERE Jy—=x EEAE
12.2(53)SE2 Ioawy RMBEMEE L,

EREDAA FS54>

Ll

system mtu %7213 system mtu jumbo o — L 3T 4 Xab—T g avr REHFEHALTMTU
DEREZERBLIZGA., A4y T2V Ey FLRWRED | BILWREITENRY A,

MTU i L O MTU EICEEE2 52 5 2% » 7R EDFEMIZ OV TIL, system mtu =~ REZZH L
TLIEEN,

LFEHTIE, KXFENXFREIESNET, =& x1E, | exclude output & AF L7354, output &
BUITIEFR R INERAD, Output &5 LITIFRRINET,

WOFITIE, show system mtu =~ > FOHAZRLET,

Switch# show system mtu

System MTU size is 1500 bytes
System Jumbo MTU size is 1550 bytes
Routing MTU size is 1500 bytes.

BBEav> R

avw> kR HL]
system mtu XHE Y A —F % k H— . 10 XAE Y b £ —F %o h Kb, %
23—y RAR—FD MTU 4 2R ELET,
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show udid W

show udld

TRCOFR—bFERFHBESNEZR—FOBR—FmMY > 7 KkHE (UDLD) EE AT —% 28 L OEEA
T —H A%FRTHIZiE, showudld = —4 EXEC =2~ F&#EHALET,

show udld [interface-id] [ | {begin | exclude | include} expression]

XD EHEA interface-id EE) A ¥ =724 ZAD ID BLOKR— b ESTT, HhleA 22—
7= A ZIiE, WEAR— & VLAN RS EnE T, HETE 5 VLAN §i
FHIE 1 ~ 4094 T,
| begin (fEE) expression & —E4 517 L& RZBME L £T,
| exclude ({£E) expression & —E$ BT 2 &£ RN BRI LET,
| include () fRE SN expression & — T 2{T2RRICEDET,
expression BRARA b E LTHEATZHAINOSIFESTT,
AT R E—FK  =—#EXEC
avy FER yy—= EERNE
12.2(53)SE2 ZoTavr RAEMESIE L,

BEREDAA FS54>

]

interface-id # A1 LA2AWHEAIL, T RXTHOA U F—T =2 ZAOEH LB L ONEM Lo UDLD 25 —#
ANFRINET,

LFHNTIE, RIXFE/NFNEBIEET, =& 21X, | exclude output & AJ) L7234, output &
EUITIXIR RS NEFAD, Output 2 & 1171 ii‘%réﬂiﬁ”

wopcix, show udld interface-id =~ > FoOH AR LES, =2 Tik, UDLD XV » 7 @ﬁﬁ#‘ﬁf“
AR =T NVIZCHEEINTWT, VN AFRTHDZ L% UDLD B LET, £ 2-501, ZOH
HTEREIND 74—V FO#RBAEZRLET,

Switch> show udld gigabitethernet2/0/1
Interface gi2/0/1
Port enable administrative configuration setting: Follows device default
Port enable operational state: Enabled
Current bidirectional state: Bidirectional
Current operational state: Advertisement - Single Neighbor detected
Message interval: 60
Time out interval: 5
Entry 1
Expiration time: 146
Device I1D: 1
Current neighbor state: Bidirectional
Device name: Switch-A
Port ID: Gi2/0/1
Neighbor echo 1 device: Switch-B
Neighbor echo 1 port: Gi2/0/2
Message interval: 5
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W show udid

CDP Device name: Switch-A

£ 2-50 show udld @7 1 —JL FDOEREA
Z4—ILF EL
Interface UDLD IZEBESNFEa—H N TARAL ADA VX —T = A A,

Port enable administrative
configuration setting

AN—FT?O UDLD O&EHE, UDLD 2314 2 —T NV E 71T «
=T NOEE, K= FDOA X =T AFREITER EOA =T A
T—hrERUTT, ENUHNOHE, A X —T VEWEREIX, 7
0= LA F—T VR EIC L > TR EY £,

Port enable operational state

ZDOAR— T UDLD REEICHEEI L TWE 0 E 5 hErnTEIEA
F— bk,

Current bidirectional state

Vo7 OBRIFEAT— b, Vo IZNRFT L T0EM, £720%
UDLD FE&FIGST /3 A R HE STV B354 1%, unknown 27— k
NEREINFET, V70 UDLD fIieT /34 AT £ 0 WI7h
Bkt SN TV A HA1E. bidirectional 25— FRAERENE T, FO
OMENFREINTNDIEAIE, ELLEBRINTWERA,

Current operational state

UDLD 25— =3 v OBRED 7 =— X, WEOWNFEY > 7 D
A, <013, AT —F 23 UET RREZAL X T =2— T,

Message interval

B—T )V TNA ANET RRNZA X Ay —UhkRET DHE,
BAZIIFH T,

Time out interval

BT ¢ > RUHiZ, UDLD BRA /N—= T AnbDOTa—%
kT D WM ().

Entry 1

BIO% v v v 2 =2 LU O, 20T b YIS, F A S
BZESNTa—EROa E— MRS ET,

Expiration time

DXy va T2 ) OHRIEIND F TOFERYM (),

Device ID

XA N— TR 2D D,

Current neighbor state

IAN—=DBIED AT — , a—h/ T, 2B L OCEET A 2
OS5 TUDLD N EHE EB VBB L TWDEA. XA /N— XA T —
FBEOR—INV A7 — NMIREFHTT, VDoroRnFZ LT3
My FRIERANN=N UDLD ¥ ThWgEae, vy vz = b
ViR REINERFA,

Device name EBAETIIRAN—DI AT A VY TAERE, ERLVBTEIN
TV, F721X7T 740~ (Switch) IZRESINTWDHE.
VAT ADUVI T NFEENERENET,

Port ID UDLD (25 L TA R —F VISR E S NI R A N—DHR— K ID

Neighbor echo 1 device

Ta—DFEILTHDRAN—DES,

Neighbor echo 1 port

Ta—DEEFEILTHDHRANN—DKR— &S ID,

Message interval

FA ST KBRS AR Ay —DERET HHE ().

CDP device name

CDP ¥R, 2L F TV AT L U TAES, EELDPREEIN
TV, F721ET 740~ (Switch) IZRESINTWDEHE.
VAT LDV T NEENERINET,
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show udid W

avy kR £

udld UDLD 7 7L vy 7 B— RERIZ/  —~</L T— R X—T /b
T 20, EREBREATERA vE—T XA~ —DOBEMEZREL
7,

udld port BrxDA 2 —7xAATUDLD 24 2—TNIZT D, £7-1%
K7 7A N A F =T oA AN udld Zu—3L a7 X a b—
vary avwry Rl oTAR—TNICRDDEHEET,

udld reset UDLD IT LB RTCDOA v H—T =2 A VY bE T EH TRy

FL. P77 407 BNEBTDOZHFOHFLET,
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B show version

show version

N=RTzTBLOT7 7 =027 OV a UERBI RNV 7 v 2T T4 AEREFERTD
1%, show version =—# EXEC =~ > FZ2HHA L £,

show version [ | {begin | exclude | include} expression]

BXXn5iA | begin (fE&) expression & —HT 51T b &R zhlln L £7,
| exclude (L&) expression & —8T 2172 R RO L ET,
| include (EE) $5E &7 expression &~ 5172 £RICHD£T,
expression ZWARA M E L THERT 2 H NN LA TY,
OXUF E—F  =—#EXEC
av Y FERE Jyy—=x EEANE
12.2(53)SE2 ooy RRAEMSNE L,

EREDAA FS54>

]

GE)

LFHITIE, KXFEDXFRE S ET, 72& 21E, | exclude output & AJ L7234, output %
EUITIXIRRSNETAD, Output 28 ITIIRRENET,

WO TIE, AA v TFICA VA= INTWVWBEY 7 v o7 T4 RA%EFERT 5 show version =
~ v FOWHoFIZRLET, ZoOfiE, Catalyst 3750-E AA v FOHE N THDHZ LITHEBLTLE
éb\o

show version HOIZIZEREINFETN, 2> 7 rF2l—2 7 LI RFEFERITAA vFTHAR—F
INTWEHA,

Switch> show version

Cisco 10S Software, C3750E Software (C3750E-UNIVERSAL-M), Version 12.2(35)SE2, RELEASE
SOFTWARE (fcl)

Copyright (c) 1986-2006 by Cisco Systems, Inc.

Compiled Tue 19-Dec-06 01:36 by antonino

Image text-base: 0x00003000, data-base: 0x01473D34

ROM: Bootstrap program is C3750E boot loader
BOOTLDR: C3750E Boot Loader (C3750E-HBOOT-M) Version 12.2(35r)SE, RELEASE SOFTWARE (fcl)

cisl-9mem uptime is 1 day, 18 hours, 46 minutes
System returned to ROM by power-on

System restarted at 22:10:23 UTC Wed Sep 27 2006
System image file is "flash:IMG/c3750e-fa06-u-304k"

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply

Catalyst 3750-X & U 3560-X R4 wF ARV K Y27 LR
m. OL-21522-02-3 |



| £2% Catalyst 3750-X && U 3560-X Cisco [0S aT v K

show version

third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stqrg.html

IT you require further assistance please contact us by sending email to
export@cisco.com.

License Level: ipbase Type: Default. No license found.
Next reboot license Level: ipbase

cisco WS-C3750E-24PD (PowerPC405) processor with 245760K/16376K bytes of memory.
Processor board 1D CAT1006ROLH

Last reset from power-on

Target 10S Version 12.2(35)SE2

9 Virtual Ethernet interfaces

1 FastEthernet interface

444 Gigabit Ethernet interfaces

18 Ten Gigabit Ethernet interfaces

The password-recovery mechanism is enabled.

512K bytes of flash-simulated non-volatile configuration memory.
Base ethernet MAC Address : 00:12:80:92:02:00

Motherboard assembly number : 73-10314-06

Motherboard serial number : CAT1006066G

Motherboard revision number - 04

Model number - 78-7056-05

System serial number : CAT1006ROLH

Hardware Board Revision Number : 0x00

Switch Ports Model SW Version SW Image

* 1 30 WS-C3750E-24PD 12.2(35)SE2 C3750E-UNIVERSALK9-M

Configuration register is OxF
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B showvlan

show vlan

AA v F EDOTXTOREFHD VLAN 72138 ED VLAN (VLAN ID £72 34012 HE L2556

DINT XA —H EFRwT HI121%, showvlan = —% EXEC =~ F&#EHLE T,

show vlan [brief | dotlq tag native | id vlan-id | internal usage | mtu | name vlan-name |
private-vlan [type] | remote-span | summary] [ | {begin | exclude | include}

expression]

BX DA brief ({Fi%) VLAN ZLI12 VLAN 4. A5 —H A BLOKE— % 1 {7 TER
LET,
dotlq tag native ({T:%) IEEE 802.1Q %A 7 4 7 VLAN # ¥ 7/ 27— % A% #5ELET,
id vlan-id ({F-%) VLAN ID B2 CHRES N 1 >0 VLAN ([T A 1E@ e #Er L%
+, vlan-id IZH5E T & H#iPHIT 1 ~ 4094 T,
internal usage UEE) AA v FRNHBICHERT2 VLAN O 2 M2 E£ R LET, 24
5@ VLAN (5 2 HE3ERP (VLAN ID 73 1006 ~ 4094) N O % DT,
6D VLAN ZREMERNSHEIBR LW E, vlan 7 e —o31 a7 ¢
Fal—aravwryFa2@HLT, 260 IDS T VLAN Z{ERTE
FH A,
mtu ({£#) VLAN ® U % & VLAN OFR— R} ERNTWDR/IB I
BREK2=y b (MTU) %A X% F£RLET,
name vlan-name ({£%) VLAN 4 CHE SR 150 VLAN ([T 51682 3R L £,
VLAN 41, 1 ~ 32 35250 ASCI L5511 T,
private-vlan (EE) 794 =V BLBEHIFYU VLANID, 47 (232=F 1,
WAL, £33 754 <V), BLOTFA_— K VLAN BT 58— L%
e, FEHDT T A~k VLAN OfEREFRLET, ZOF—TU—
RiZ, 24 v FNIPH—E R 74 —F % v hE2FEITLTVWDLHAICE
FHR—FERET,
type (fEE) 794 X—hVLANID BLOZ A I T E2HF R LET,
remote-span ({:%) Remote SPAN (RSPAN) VLAN [ZHF 2 1EHAF 7R LET,
summary (&) VLAN #~ U —fEHae &R LET,
| begin (E8) expression & —ET 217 bFREZMMB L ET,
| exclude (E78) expression & —8T 2172 Frmn LM LET,
| include (EE) f5E &7 expression & —HT 2172 FRICEDET,
expression BWRA > b E L THEMAT S HARNOTFHITT,
~
GE)  ifindex ¥—U— FiZ, I<Y FIL 2 DO~T X P L ZICERBENTOETHR, HHE— P ST
WEH AL
avY Rk E—F 2 —# EXEC
avwy FEE Jy—=x EEAR

12.2(53)SE2

Zoavry RRBMEnE LR,
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BEREDAA FS4>

7l

showvian W

show vlan mtu =~ > K 5Tk, MTU_Mismatch 5112 VLAN NOF_TOR— MZFE T MTU 285
ENEIDERLET, ZOFNT yes RERINTWVBEEA. VLAN OFFR— MIBl2 D MTU 23 b
D, Ry b, REDMTU Z2FOR— 0 b/hSW0 MTU 282K — MIAS v TFrr3nd e,
Ky 7E&N52 E0”HY ET, VLANIZ SVI B nigaE. ~a 7> (-) 750 SVI._MTU FlicF xR
i FE$, MTU-Mismatch FiZ yes A E R STV S HA, MiniIMTU 2 f248— k& MaxMTU % £f
DOR— FMADBERRINET,

tH XY VLAN 2 EETDHRIZTTAX— K VLAN DL % U VLAN 275 4~ U VLAN 12
HAHF LS B, B Y VLAN 23 show vlan private-vlan =~ > RO AIZEEN A,

show vlan private-vlan type =~ > RO )T, normal & L TRRENTZZ A TFIE, 7T A X— |
VLAN 7 Vv xz—2 gy &F>TnTh, 774 X—k VLAN O—#TiZ72 VLAN ThHh b Z &
EEWRLET, 22 22O VLAN 27714~ VLAN BLX UL XU VLAN L EF L, B
B 72T, 774~V VLAN 267 Vv —ya U EFIBRETICE D & Y VLAN O E % B
L7e%HE&. 44U VLAN 72572 VLAN A7) normal & L THRRSNE T, show vlian
private-vlan tH ) TiX, 74~V L&l % U VLAN O~X7 73 non-operational & RRrEET,

LFEFNTIE, RXFLADALFEREIENET, 72& 2iE, | exclude output & AT L6
ETITIIFRRSNEEAN, Output ZETITIERREINET,

output %

WOFITIE, showvlan 2~ > ROHHEZRLET, & 2-51 12, ZOWIITEREIND T 41— /L KD

P E R LET,

Switch> show vlan

VLAN Name Status Ports

1 default active Gil/0/1, Gil/0/2, Gil/0/3
Gil/0/4, Gil/o/5, Gil/0/6
Gil/0/7, Gil/o/8, Gil/0/9
Gil/0/10, Gil/0/11, Gil/o/12
Gil/0/13, Gil/0/14, Gil/0/15
Gil/0/16, Gil/0/17, Gil/0/18
Gil/0/19, Gil/0/20, Gil/0/21
Gil/0/24, Gi2/0/1, Giz2/0/2

1 default active Gi2/0/1, Gi2/0/2, Gi2/0/3, Gi2/0/4
Gi2/0/5, Gi2/0/6, Gi2/0/7, Gi2/0/8
Gi2/0/9, Gi2/0/10, Gi2/0/11, Gi2/0/12
Gi2/0/13, Gi2/0/14, Gi2/0/15, Gi2/0/16

<output truncated>

2 VLANOOO2 active

3 VLANOOO3 active

<output truncated>

1000 VLAN1000 active

1002 fddi-default active

1003 token-ring-default active

1004 fddinet-default active

1005 trnet-default active

VLAN Type SAID MTU Parent RingNo BridgeNo Stp BrdgMode Transl Trans2
1 enet 100001 1500 - - - - - 1002 1003

2 enet 100002 1500 - - - - - 0 0

3 enet 100003 1500 - - - - - 0 0
<output truncated>

1005 trnet 101005 1500 - - - ibm - 0 0
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B showvlan

Remote SPAN VLANs

20 25 isolated Gi1/0/1,Gi3/0/1
20 30 community Gil/0/1, Gi3/0/1
20 35 community Gil/0/1, Gi3/0/1

<output truncated>

% 2-51 showvlan A< FOHAZ7 4 —ILF

Z4—ILF B

VLAN VLAN %5,

Name VLAN 04 H (RES LTV DEE),

Status VLAN ® 27 —% 2 (active ¥ 721% suspend),

Ports VLAN IZRT 5 AR — kK,

Type VLAN DAF 47 247,

SAID VLAN OtF* =27 7YV vx— 3 ID i,

MTU VLAN O RIEELZ= > F P A1 X,

Parent # VLAN (fFIET 556,

RingNo VLAN © U v 7 &S ZET5%6).

BrdgNo VLAN 7V v V&S (X% T5%8).

Stp VLAN CEHEIN A= 7 V) — Fa hal 247,

BrdgMode ZOVLAN O7 Y v Pr 7 =R WHERMEITY —AL—k T vV
7" (SRB) BLW®Y—2AL—hK FFUAXRT Lk (SRT) T, T 74V
~MX SRB T3,

Transl oA L—=vary 7Y w1,

Trans2 rFvAL—vay 77U vY2,

Remote SPAN VLANs 3% & T\ RSPAN VLAN Z#5 L %9,

Primary/Secondary/ 774~<Y VLANID, %> % VLANID, €4 > %Y VLAN &% 1~

Type/Ports (2 2=7 4 £ . BEOTNCFHBT 5 R— MG, #RES
Ni=77 4=k VLAN & Eh£7,

woFICIE, show vlan dotlq tag native =~> RO ZERLE T,

Switch> show vlan dotlq tag native
dotlqg native vlan tagging is disabled

W oOFTix, show vlan private-vlan =~ > FOHEHZE R LET,

Switch> show vlan private-vlan

Primary Secondary Type Ports
10 501 isolated Gi3/0/3
10 502 community Gi2/0/11
10 503 non-operational3 -
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showvian W

20 25 isolated Gil/0/13, Gil/0/20, Gil/0/22, Gil/0/1, Gi2/0/13,
Gi2/0/22, Gi3/0/13, Gi3/0/14, Gi3/0/20, Gi3/0/1

20 30 community Gil/0/13, Gil1/0/20, Gil/0/21, Gil/0/1, Gi2/0/13,
Gi2/0/20, Gi3/0/14, Gi3/0/20, Gi3/0/21, Gi3/0/1

20 35 community Gil/0/13, Gil/0/20, Gil/0/23, Gil/0/33. Gil/0/1,
Gi2/0/13, Gi3/0/14, Gi3/0/20. Gi3/0/23, Gi3/0/33,
Gi3/0/1

20 55 non-operational

2000 2500 isolated Gil/0/5, Gil/0/10, Gi2/0/5, Gi2/0/10, Gi2/0/15

WoBICIE, show vlan private-vlan type =2~ > FOHAZERLET,

Switch> show vlan private-vlan type
Vlan Type

10 primary

501 isolated

502 community

503 normal

WOFTIL, show vlan summary =< > RO N EZRLET,

Switch> show vlan summary

Number of existing VLANs : 45
Number of existing VTP VLANs : 45
Number of existing extended VLANs : O

wOBITIE, showvlanid =< Ko haERrLET,
Switch# show vlan id 2

VLAN Name Status Ports

2 wvianozo0 active  Gi1/0/7, Gil/o/s
2 VLANO200 active Gi2/0/1, Gi2/0/2

VLAN Type SAID MTU Parent RingNo BridgeNo Stp BrdgMode Transl Trans2
2 emet 100002 1500 - - - - o o

Remote SPAN VLAN

Disabled

R OFI T, show vlan internal usage =~ > FOi )& LE3, Zhidk. VLAN 1025 35 KO 1026
D, AE YT ANLIOXHEY b A=Yy b V—T v N AR—F23BLV24 DAEH VLAN & L
THEAESNTNDEZEERLTOVET, 25O VLAN ID oW 2@ AT 55 81%, v—T > K
R vy NETUTOMERHY 4, ZNIZED . WE VLAN Zff L <. IL3RHPA VLAN
EERLET, V—7 > F A= 2T 2 L, thoWH VLAN FERFIV Y TohET,

Switch> show vlan internal usage
VLAN Usage

1025 GigabitEthernetl/0/23
1026 GigabitEthernetl/0/24
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B showvlan

BEaTUF avv kR EiBEA
private-vlan VLAN a2 =2=7 ¢, R, £72137 74~ U VLAN IZRRET D
774~V VLAN Zt&H %Y VLAN [ZBE{HT £,
switchport mode AR—FD VLAN ARy 7 EF— RERELET,

vian (Fm—sp ay VLAN1~ 4094 ZFETE 554, VLAN 207 4 Fab—vay £
T 4%al—a) FaAF—T I LET,
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show vlan access-map W

show vlan access-map

BWEDVLAN 7278 ZX v v 7 FIFTXTOVLAN 7782 v v FICHAT L HERERTT 5121

show vlan access-

map ### EXEC o~ REfHL 7,

show vlan access-map [mapname] [ | {begin | exclude | include} expression]

~
(i) ZDa<wr RiX, LANBase 7 4 —F ¥ £y FEFTLTVDAAL v FTEIFR—FINERFA,
BXDEA mapname (EFE) $ED VLAN 77t 2 = v 74,
| begin (fEH) expression & —ET 21T bR REZBIAL £T,
| exclude (fEF) expression & —ET 2172 &R BRI L ET,
| include (EE) #57E &1L7- expression & —8T 2172 RICEDET,
expression SRFRA M LTHERT2HIINOTFSTT,
avy kFE—F K¢ EXEC
vy FERE yy—= EERAE

EREDAA FS54>

12.2(53)SE2

Zoavwry RRBMENELE,

LFHITIE, KXFEDXFRR S ET, 72& 21E, | exclude output & AJ L7354, output %
EUITIXR R SNETAD, Output 28 ITIIRRENET,

fi o TiE, show vlan access-map 2~ RO %R LET,
Switch# show vlan access-map
Vlan access-map ''SecWiz" 10
Match clauses:
ip address: SecWiz_GiO_3_in_ip
ip address: SecWiz_FalO_3_in_ip
Action:
forward
BEav U F avwy kR B

show vlan filter

T _TOD VLAN 7 4 VX IZET 5 1%, 72138 €@ VLAN F721% VLAN
TR vy FICHETLEREERLET,

vlan access-map

VLAN %7y h 7402V ZDVLAN v 7 = Y 2B L E9,

vlan filter

120l ED VLAN IZ, VLAN ~ > 7 %M L E7,
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W show vian filter

show vlan filter

VLAN 7 4 V23 _TIZET AIEHR. F2038ED VLAN 721X VLAN 77 & ~ v 7T 51F
A FT HI2iE, show vian filter #4 EXEC =2~ FAFEH L £,

show vlan filter [access-map name | vlan vlan-id] [ | {begin | exclude | include} expression]

N
(F) CZoa<wrFiE LANBase 74 —F v £y F2FTLTWDAA v FTEPHR—FShEHA,
BXDEA access-map name (E8) IBESNEVLAN 7 282 v v 707 (VA ) v 7 e Fon LET,
vlan vlan-id (LE) ESNEVLAN O 7 4 L2 Y v 7 EleRRLET, fETX5
FPHIZ 1 ~ 4094 T,
| begin (f£E) expression & —ET 5170 bEREZBE L £ T,
| exclude (L&) expression & —ET 54T &2 FR0 bW LET,
| include (1E7) $87E & 417~ expression & —H T 51T2 £ RICEHET,
expression SRR A N LTEATHIINO T T,
AT FE—F  #HE EXEC
avy FER yy—=x EERNE

BEREDAA FS54>

12.2(53)SE2 ooy RAEMSNE L,

FFNTIE, RXFLALFEREENET, 2L 21X, | exclude output & AJ) L7254,
ETITIIR RS NETEAD, Output 28 ITIERREINET,

output %

i W OFTIE, show vlan filter =~ RO &R L ET,
Switch# show vlan filter
VLAN Map map_1 is Filtering VLANs:
20-22
BIEaT VR avwyk 7L

show vlan access-map BEOVLAN 77 2R vy 7EETRCTOVLAN 772 <
FICET AR EFRLET,

VLAN 7w F 74 0Z YV ZODVLAN <y 7 > M) #{EK L E
T,

1 2Ll LD VLAN IZ, VLAN v v 72 L ET,

vlan access-map

vlan filter
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show vmps

VLAN Query Protocol (VQP) /N—v g > FRfgsRIMRE. Fe1TEIE. VLAN 2Ry y 7R v—
=X (WVMPS) D IP 7 FL A, BEOBEOY—AR"LT T A< B—RERRTHIZIFE, F—U—
K& HER T show vmps = —4 EXEC =2~ > K& L £, statistics ¥—V— R&EHEETD &,

7747 v MIOKEHERP R RSN ET,

show vmps [statistics] [ | {begin | exclude | include} expression]

showvmps W

ST ENBA statistics EE) VQP 027 I 47 v MIFEHERB L O v v 2 2 RARLET,
| begin (fEE) expression & —EJ 21720 bR AR L £,
| exclude (fE:7) expression & —B T 2172 F R HERAAL £,
| include (£ $RE SN 7z expression & —EH T 21T FRICEDET,
expression ZRARA b E LTHEAT 2 HAINOLFHITT,

avY kR E—F o —4 EXEC

oy FERE yy—=x EENE
12.2(53)SE2 Ioawy RBEMEhE L,

BEREDAA FS54>

]

LFEHTIE, KT EDXTFREIESNET, =& % iE, | exclude output & AJ L7234 output %

BUITIIFRR SN EE AR, Output ZELATIETR RS NLET,

woFITIE, show vmps =< > KO HERLET,

Switch> show vmps

VQP Client Status:

VMPS VQP Version: 1
Reconfirm Interval: 60 min
Server Retry Count: 3
VMPS domain server:

Reconfirmation status

VMPS Action: other

WOHITIL, show vmps statistics 2~ FOH N EZRLET, & 2-52 12, RRENDHKET 4 —/L R

DFEAZRLET,

Switch> show vmps statistics
VMPS Client Statistics

VQP Queries:

VQP Responses:

VMPS Changes:

VQP Shutdowns:

VQP Denied:

[eNeNeoNoNe)
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M showvmps

VQP Wrong Domain: 0
VQP Wrong Version: 0
VQP Insufficient Resource: 0

& 2-52 show vmps statistics ® 7 1 —JL FOFHA

J4—ILF St

VQP Queries T4 T hnb VMPS ISR EEans 7 =) —¥,
VQP Responses VMPS 22527 54 7 v MCEIE SN D IEEH,
VMPS Changes P — [T VMPS #28H L7215,

VQP Shutdowns R—bavry NET LT 572010 VMPS BIREERE LR, 7947
VRMEIR—F ETF =TI, ZTOR—F FOTRTOFEAF IV T
KL 2T RLA T—7A00HIBRLET, ERaETT 51T, A— 1%
HOEHEOA X =T VREIZTI2MLERH Y 5,

VQP Denied VMPS At ¥ = U7 4 EOBEENS 7 T4 7 > FERZIEA LZ[R%K, VMPS
DIENRT FLAZRELE LFEBRE., FOT RFLVATY—J RATF— gD 7
L—AMEEIEFEITENFERA (R— F2 VLAN ICEID 2 THER TV S HEA.
TH— ¥y A NELEFIATHFY AN TL—LRBT =T AT — 5 ST
LCEEINET), 7747 MNIERSINTET FL A&7y 7 ERT R
LALLTT FLA T—7NIIHREBELET, ZRICEY, ZOU—7 X5 —
arvnbRE LSRNy NktT 57 U —n, 2Lk VMPS 12
BEEINRLBRVEST, 2=V T XA LN, ZTOR—FTIDOU—F A
T—=arNoLOPFHRART Y FEZIFELEWEE, 7 74T MIT RL 2%
HBYIIZ LET,

VQP Wrong Domain |BEskNOEHE N A A 3 VMPS OF B R A A & —FH LAWEE, R— o
kD VLAN Hl0 Y THEATE I NFR A, TOREITL, P—"BLXOV T4
T MZFEILVIPEE R AL URBRESN TRV EE2ERLET,
VQP Wrong Version |7 = — /4y kD AR—V 5 74— RIZ, VMPS THHR— F &L T3
N=T g 20 HREVERKM SN DR, H— kO VLAN 10 4T3z
FENFERA, AL v FIZTVMPS "= 5 0 1 ERFPIFEEELET,

VQP Insufficient UY—=ADTRAF YT AN H 572012, VMPS BERICISE T 72

Resource WEE, FFRITHIRISGEL TWARWES., 7947 v MIY—_"Z & oFIT
FIEIZE L7220 E ) MTS U T, R UH—"FE 2 ROMRBR— NICE R &2 H
BELET,
BEav> R avwy kR B

clear vmps statistics ~ VQP 7 4 7> MIRFFSH TV D #aHERZ 7 V 7 LE T,
vmps reconfirm (%# VQP 7 =V —%%EL T, VMPS TOT_RTDF A+ v 7 VLAN Hv

EXEC) BTxHmERALET,
vmps retry VQP 7 547 > hDOY—=_"ZT L OFRITREEZRE LET,
vmps server T4 ~Y VMPS, BIXOEKTI3IEDEI L ZY —N"ERELET,
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showvtp W

show vtp

VLAN FZ x> 7 Fa han (VTIP) OFBERAL Y AT—HF A, BIOD U ZIZHET 25—
B EFRT 511, show vip = —F EXEC =2~ FEFEHLET,

show vtp {counters | devices [conflicts] | interface [interface-id] | password | status} [ |
{begin | exclude | include} expression]

WX O counters A4 v F O VTP itk @z &1 LET,
password BIEINT VIP RAV— Re#RELET,
devices RAA L NOFTRTOVIP A=Y 3L 370 AT A £ R L%

T, ZOF—T—RiE, AL v FRVIP A=V a3 3 ZFETL TV RN
BlCORFEH S NET,

conflicts EB) 794~ —REPEHLTVDH VIP X—=T a2 3 F 31 2 (CH
THEREFRLET, A v FAVIP EBRE—FE/ZIIVIP 47 £—
RicHh a6, Zoa~vy FIERESNET,

interface [interface-id] 4 _CToA ¥ —7 = f AEFIFBESNIA L X —T = AD VTP %
T—HABLIOREEFE R LET, interface-id iX, WA L F—T = A A
THR—F F¥ R THENENERA,

status VTP BB R A A LV DRAT —H AT 5 kiR ER T LET,
| begin (fEE) expression & —EF 21T bR RERMLET,
| exclude (7)) expression & —B§ 21T &R R HERINL T
| include (L) f57E Su7- expression & —HT 51T FRICHEOET,
expression ZRARA b LTHERAT 2 HAINOLTFHITT,

a2k E—F o —#% EXEC

av Y FERE Jy—=x EEAE
12.2(53)SE2 o~y RREMSNE L,

EREDAARSL4Y AA v F B VTP "=V 3 3 29T LTV HEAIC show vip password <> RE2ANT 5 &, FoR
IR DI — VAT HENE T,

+ password password 7' @ — 3L 227 4 Falb— g 2w RThidden ¥—7— FZHEEL
RSB E, A v FTHEBA X—T NI RoTWnWeWnWeE, RRAT—FRZ7 U7 FX%Z bk
TRIRSINET,

» password password =< > KT hidden ¥ — U — FZHEE L0 olHG. AA v F THESILAA
R=T Ml > T D & WELSNIZNAT — FRFIRShET,

« password password =~ RiZ hidden ¥ —U — K3 & EN TV 554, 16 EHOE ¥ — 03 F£ R
énij‘o

LFFNTIE, KRXFL/ANCEREBIENET, 72& 2iF, | exclude output & Ay L7854 output %
ETITIIR RS NETEAN, Output ZEITIFRREINET,

Catalyst 3750-X & & U 3560-X R4 wF ARV K Y27 LR
| oL-21522-02-3 .m



$2#E Catalyst 3750-X & U 3560-X Cisco 10S av v F |

W show vtp

]

& 2-53

WOFTIL, show vtp devices =~ KOS &R LET, Conflict FID Yes 1L, IGET— R3ZD
WREDO T —H N —NEFEELTNLZE, DEVREULFAALCHND 2 ODAA, v FITT —F =2
MORLT A4~ = "BRESN TV RWNGEERLET,

Switch# show vtp devices

Retrieving information from the VTP domain. Waiting for 5 seconds.
VTP Database Conf switch ID Primary Server Revision System Name

lict
VLAN Yes 00b0.8e50.d000 000c.0412.6300 12354 main.cisco.com
MST No 00b0.8e50.d000 0004.AB45.6000 24 main.cisco.com
VLAN Yes 000c.0412.6300=000c.0412.6300 67 gwerty.cisco.com

WOFITIL, show vtp counters =~ > RO ERLET, & 2-6312, BRENDIET 4 —/LRD
FHERLET,

Switch> show vtp counters

VTP statistics:

Summary advertisements received
Subset advertisements received
Request advertisements received
Summary advertisements transmitted :
Subset advertisements transmitted
Request advertisements transmitted :
Number of config revision errors
Number of config digest errors
Number of V1 summary errors

[eNeoNoNeoNoNoNoNoNe]

VTP pruning statistics:

Trunk Join Transmitted Join Received Summary advts received from

non-pruning-capable device
Gil1/0/47
Gi1/0/48
Gi2/0/1
Gi3/0/2

show vtp counters ® 7 ¢ —JL FO5HAE

J4—ILF

A

Summary advertisements Foo 7 B ETCIDARAL v FNZETEY <) — T RAEZAL XD, ~V)—TFK

received

NEZARZNE, BERAAS 4, a2y T4 Falb—vary JEYa VEG, BHZA LA
7LD, AT =y 7Y o BIUOMEETL T2y b 7 RAZ A ZDORDREEN
£7,

Subset advertisementsreceived | v 5> 27 R— R ETIDRAL v FBZETHEY T2y b 7 RAZA X0, 7€y b

T RN A ZRZE, 1O ED VLAN [CBT 5 E®RA T TEERTWET,

Request advertisements FF2 7 R=bhETIDORL v FNZET DT RAZ A ZEROK, 7 FAAZ A ZHER
received X, EHE, TXTO VLAN RICBET2HHME2ERLET, £72, VLAN OV 7 &y b

B o bERTE £,

Summary advertisements FFv Y R—KFETZDAAL vTFNREETIYI— T IREAL XD, y~U—TF

transmitted

NREALRNE, B RNAA L, av T 4 Fal—raryr VEeEvarEs, EHFAA LR
7LD, BRET =y 7 A BIXOEET LI TEy 8 7 RAE AL XOEBREEN
e S

Subset advertisements NSy B—FNETCIDAAL vFNLETERYVTEY N T RAXA X0, 7y b

transmitted

T RN A ZRZE, 1O EO VLAN ICBT 5 E®RA T TEERTVWET,
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& 2-53

showvtp W

show vtp counters @7« —JU FOEA (EE)

J4—ILF

B8

Request advertisements
transmitted

NI R=FETIDAL v TFNRET LT RANZ A ZEROE, 7 FAFZ A R
X, @E, TO VLAN RICET 2 FHREERLET, £72. VLANOHTE Y MZ
B oM bERTE £,

Number of configuration
revision errors

JEYary 27—,

#H LW VLAN O EZ, BETF VLAN OFIBR, Bl 7213/, 2 VI3 VLAN o)
FTA—BBEELITHIE, AA v FDar 7 4 FXal—ary JeVa BN LET,
VeV a VBEERAA v TOYV Y a VFFLE—ETHICLELLT, MD5 ¥4 ¥ X
MER—FHLRWT RNNZ A X AL v TFNRZETLHE, VEVay =7 —08MLE
4, ZOTT—F  2ODAAL v FDVIP RAT— KRR AN, 0132, v FORTE
MR BZEEBWRLET,

INHDOZT—NRELELA. AL vTIRERET RARXXALZXDT 4 NVHF Y THTH
D, 2y hT—=JNTVIP F—F_XR—2ARBFH LA 20 £,

Number of configuration digest
errors

MD5 # A Y= Ak =T —DH,

YU — X7y FNO MDS A V= A ME, SHEINEZEBFRLT RANX A XD MD5
APz AP —HLR2VEARIE, XA V=AM T—=0RENLET, 20T —L, @
W, 2ODAAL v FDONVIP RAT—RKRRAZ- LaERLET, ZOMBEEMEIT I
1. TRTORAL v FTVIP AR T — KRR LIRS LI LET,

INLDTT—NEELIESEEG, A v TFITERET EXEA DT 4NZY) »THTEH
D, X2y RU—=ZJNTVIP 7T —=F_X—=2ANMM L2220 £7,

Number of V1 summary errors

N—=Va 1T T— 0K,

VIPV2 E—FRDAAL v TFNBRVIP A=V a3 17— 5%ET5L, X—=Yg 1
<~ —xT—REMLET, 20T —iF, Dty 1o0FAR— A, vF Lk
TVIP ARX=U g 13 LTWE, I V22— FRT 4 E2—T/LORRET VTP
N=U g 2BBEHLTWDL I EEEBEWRLET, ZOMELMFEITDIZIE. VIPV2 E—
ROAL v FOREET 4 E—TNMERLET,

Join Transmitted

Foo 7 ECREESNIZVIP Fv—= 7 A vk —T 0,

Join Received

N7 ETCZEENIEZVIP ZL—=07 A vt —T 0%,

Summary Advts Received from
non-pruning-capable device

v bETCRIEENE, TNA—=0 T %P R—FLTWARWNWT AL ZANED VTP <
J— X vt—T 0%,

WOFITIE, show vtp status 22~ > RO ERLET, £ 2-54 12, BREINDIET 4 —/V KOFH

TR LET,

Switch> show vtp status

VTP Version 12

Configuration Revision -0

Maximum VLANs supported locally : 1005

Number of existing VLANs : 45

VTP Operating Mode : Transparent

VTP Domain Name : shared_testbedl
VTP Pruning Mode : Disabled

VTP V2 Mode : Disabled

VTP Traps Generation : Enabled

MD5 digest : Ox3A 0x29 0x86 0x39 OxB4 0Ox5D 0x58 0xD7
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W show vtp

% 2-54 show vtp status @7 4 —JL FDEREA

Z4—ILF ELL

VTP Version AL v F ETHELTWNWAS VIP R=Ya v aE R LET, T 740 F T, AA v FiF—

VarluaFERITLETN, A=V ar2IlRETDHIIELEHTEET,

Configuration Revision

DAL v FOBRIEDa L T 4 Fal—vary JEYa v &Ea,

Maximum VLANSs
Supported Locally

0 — B Y AR— FERTWD VLAN O KE

Number of Existing
VLANS

BETED VLAN %%,

VTP Operating Mode

VTP #fEE—F (= T4 T~ FITEE) 2RTLET,

Server : VTP #+— R EF— KD ZAA v FIIVIPIZH LTA R—T L THY, 7 KRRZ A A&k
FLET, AA vy FTVLAN ZHETEET, ZTORS v TFEEHTDLE, VT — MEIZ,
BWIED VTP T — 2 _XR—ZANDTXTH VLAN F# %, NVRAM 26T $£d, T 744
FTRL TRTOAL v F AR VTP H =TT,

GE) AA v FRFEZ NVRAM ICEZIAALTWARICEEZBE L. NVRAM »RHET 5
FTH—NRNRE—-RIZRDIENTE VS, AL v FIEVIP b— E—Fh b
VIP 7747 = RICHEBMIIEDLY £,

Client :VTIP 27547 N = ROAAL vy FIXIVIPIZKH LTA RX—=T A THY, 7 K& A
AuFETEETH, VLAN REZEMT 272D+ REREZ FL—U R 0D £8 A,
ZA v FTIEVLAN #RETEETA, VIP 2 947 b3 EEITL L, VIPZ 947 b
3% D VLAN 7= X=2 2 YU+ 57 RN A X535 ET, VIP 7 FRZ A X%
EELEE A,

Transparent : VTP FBE— ROZXA v FiE, VIPIZXH L TT 4=V THY, 7 FNNZA
ADEFER, MOT RA AMBEFEINTZT AY A AOFEEEITOVERA, £i2, X b
T — 7 NOMDT/NA 2D VLAN S EICH B LEFA, ALy FIEVIP 7 RAY A X% %
FBL, TRNEARXEZEFE LI N T R—FERSTXTO N T 7 A— MZIhxisik
LET,

VTP Domain Name

A FOEE AL & RET D4,

VTP Pruning Mode

TFN—= TN X =T ANETITT A =T AnEF R LET, VIP VP —ARTFL—= 7
EAFR—TNCTBHE, BEHRAL VBETT V==V IRERRVET, TA—=2 T %
FRT2E. T 740 v 2R R Yy NU—T TRA AT 7B ATHEDIHEHA LRITN
RN NT T VoI ~DT7 T T 407 NTT7 47 BHIRENET,

VTP V2 Mode

VIP R—=2 5 0 2 BE— RRA F—TANE I paRFLET, T XTOVIP A=Y g2 2
A vFiE, T7ANMETR=V a2 1E—NTEHELET, & VIP A4 v Fi3fho+ToD
VTP 734 ADHHEZ BEIZHRH L ET, VIP 7L A Xy hT—=7NOTXTD VTP A
Ay FNRN—=T g2 EF— RCTEEMRRGAIET. Xy b —2%2 =g 2 ITRELT
CTZEY,

VTP Traps Generation

VTP NI v 7 %Xy NT—JEBRAT = a VIZHEETLINE I NERTLET,

MD?5 Digest

VTP RED 16 XA b Fx= v 7V A,

Configuration Last
Modified

B\ AT > e BEEE D A L RS RR LET, F— A= AORELEOFIE & 7o 72 A
A YFDIPT FLAERFLET,

WOBITIE, VIP N—=2 3 3 BKE L TWDH A A v FITRT % show vip status =2~ ROH T &R~
LET,

Switch> show vtp status
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VTP Version capable
VTP version running
VTP Domain Name

VTP Pruning Mode
VTP Traps Generation
Device ID

Feature VLAN:

VTP Operating Mode

Number of existing VLANs

-1 to3

- 3

- Cisco

: Disabled
: Disabled

: 0021.1bcd.c700

- Server
-7

Number of existing extended VLANs : O

Configuration Revision
Primary ID

Primary Description
MD5 digest

Feature MST:

VTP Operating Mode
Configuration Revision
Primary ID

Primary Description
MD5 digest

Feature UNKNOWN:

-0

= 0000.0000.

- 0x00 0x00
0x00 0x00

- Client
-0

: 0000.0000.

: 0x00 0Ox00
0x00 0x00

0000

0x00
0x00

0000

0x00
0x00

0x00 0x00 0x00 0x00 0x00
0x00 0x00 0x00 0x00 0x00

0x00 0x00 0x00 0x00 0x00
0x00 0x00 0x00 0x00 0x00

showvtp W

avwy kR

B

clear vtp counters

VIPBIOIN—=0 T 2% 7 VT LET,

vtp (ZFe—L a7 4
Falb—Ta)y)

VTP D7 57 A N4, £V F—T A A4,

RELET

AL %, BLOE—FK
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