4573299 ARP A4 VAR 3 VDERTE

Z OEFETIX, Catalyst 3750-X F£721% 3560-X AA v F ECTHAFI vy T RVAfRRTa han A v
ARG vay (FAFTIv 7 ARPA VAR v ay) RETDHHECONTHHALET, ZOMHE
2L V. WU VLAN ({48 LAN) NOfOR— s DER) 722 ARP ERLISEAZEHE LRV E HIC LT,
AL v FTCOEEOHHDHEABHMETEXET, FICHRLLARWNED, X7y FLn ) iR
Catalyst 3750-X F£721% 3560-X X% RT7 s A4 v FE LW Catalyst 3750-X XA v F A& v 7 %
BEHRLET,

GE)  COBCHEAT 53~y FOMTE L OHHFEOEMICSNTIE, 20U ) —RckET 52w |
V77 L RAEZRLTLIEEN,

ZOETHIATIARL, RO LBV TY,

o X A4F3Iv 27 ARP A v 227 g v OfE] (P27-1)

o [¥AFI v ARP A v AU v a »rORE] (P.27-5)

o (¥ AF3Iv2 ARP A v A0 v a UAE@oFR] (P27-15)

F4F+299 ARP £ VAR L3 VOBE

ARP TiZ. IPT RFLAEZ MACT RLARZV Y E LT BH2LT, LAV 27 u—REyr A~ RAA
VO IP BEEAERLET, 221, AAFBIEIAZA M AHEREZEETILENDH D T8,

ARP ¥ ¥ v ¥ 2lZARA M ADMAC 7 RLAZFFFSTWRNWELET, FANBIE, FAKMAODIP
7 RLREREAT SN MAC 7 RLAZEBT 572012, 207 a—RE¥y A~ RAALZHD
BRARTRTUERH LTI e —REFEY 2 Ay —VZRAEKFLET, 2072 —FRF¥ X FAL VA
DFEARMITRTARP ERZZEFEL, AAFAITZTMACT FLATIRELET, LarL. ARP i3,

ARP BESRNZESNAR-THEATH, FAMNLORGRIGEZHAT 5720, ARP A F—T7 47
WL ARP ¥4 v v aDRA A=V IRBAETLZER"HD £, WERARKBIND L, TEEZIT
ToTNAANEDTRTO T 7 4 w713, KEFEOaA LV Ea—FE2RBELTL—F, AL vTF, £/
IEARR MIEEINA LR £,

BHEOHLHA—PIL, 7Ry FCEFRESNTWAEY AT LD ARP ¥ v v a2 R A=/ L, =
OYT7 Xy N EOMOFANEANETE NI 74 v 7 2T ETHZLICED, LAY 2 Xy b
T— 7R ENTVWAERA M, 2 vF, BEOL—FZ2HRT 52N TEET, ¥ 27-1 12,
ARP v vz RARX=v T OFlZERLET,
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WM %(+3295 ARP 4 VRARH L 3 v DOEE

271 ARP ¥vvsa R4 X=v4F
RZ kA . — Lt &2 B
(IA. MA) (IB. MB)
C

KRR~ C (HHEHE)
(IC. MC)

111750

ARANMA, B, BEOCIHE, 1% —T7xA4 XA, B, BEOC LIthHhd AL v FIZHERINTVE
T, INHEFTRTR—OY T2y b EIZHVET, Iy aNIRINTWVEDE, ZRHDIP T R
LA, BEIOMAC 7 FLATY, 72&xiE, AA M AMBXEHTHIP T FLXITIA, MAC 7 RL &
ITMA T3, FAMADBIPLAVIZHAHRA B LHBETAILENLILA. FANAIIXIP T FL
A IB & BE#AM T H5NTW0WS MAC 7 FLRIZARP EREZ 70— R¥ ¥y A R LET AL v TFERRA B
Bix. 2D ARP ERk%2Z(ET5&. IPT7T FLZNIA T, MAC 7 RLZ MA D& A MIxtd 5
ARP RA VT 4> 7% ARP ¥ v v ¥ 2 lIZHiAhirBEz T, 2 xiE, IP T FLATA X, MACT L
AMAIWAL Y FENTVWET, RAFBPIRETDHE, AAvF, BEOKFAMNAK, IPT KL R
N IB T, MAC 7 RV AR MB OFRA MIx$ 5310 5 4 7 % ARP IZHEAHRIARE T,

ARARCIZ,IP7 RUARIA (£72131B) T, MAC 7 RL A2 MC DK R MIRET AL F 4 v
THhFOBE ARP IGEEZ 70— RFX vy A M THZLICEY, AAMvTF | RAMA, BEOWKANB D
ARP ¥ v v a2 RA A= 752N TEET, ARP Fv v aPlRA A= 7 EnfzhA b
iF. TA £ IBsETHORT 7 4 v 71T, 58 MAC 7 FLAE LTMAC 7 R A MC 2 L %
T DFV, FANCHIDOIN I 7 4 v 72 ITZETHZ LRV ET, FAFCIFIABLVIB
WEEAHT b= AMO MAC 7 KL A EH->TWA7d, ELWVWMAC 7 FLA%sEit e LTHERAT
LT RIFZELEFN I 74 v 722 NODFRA MIEXETEET, A MCIHAEFEZFARA
MOEBRARNBA~DRF 74y 7 AR =LA LET, BRULD PHERETT,

A F I 7 ARP AV ART v aii, 2y FT—=7HND ARP X7 v hOIES M 2R T I X2
VT 4 B$RETY, RIEZR IPIMAC 7 RV A NA T 4 0 T %S ARP X7 v b ERITZEL, n /i
FOERL T, BBRIELET, ZOMREICLEY, Xy N —2 20T RBELR)NSR#ET L ENTE
9,

FAFT Iy 7 ARP A Y AT v a il &V, A%h7e ARP BR LISERZT BRI b—shd Lo
(2720 Ed, A v FBRETTHMEEITKRO LB Y T,

o BHETERVWAR—MERM LT XTD ARP ERB LW ARP JEEEZRITZIELET,

o RITZEBLEE 7Y RN IPT FLRAE MAC T RLADOERRNAL T 4 o T RFEEHOZ L &
BLTHrEH, B—H/VARP % v a2 B HT 50, i@ 2smtic Ny hEmELET,

o M/ ARP /N7y MI Ry 7 LET,

HAFIv 7 ARPA VAN vaid, GEHTESET —FX—ZXATH5 DHCP AX—E' L J NA Vv
F T T ER=R M ENTOBEE2072 IPIMAC 7 R LR S 5 ¢ 72850 T, ARP /%
Ty NOIESEEZHW LET, 20T —FX—XF, VLAN BLIO®AA vF ETDHCP AX—tE 7
DA F—=T N2> THBHAEIC, DHCP AX—E U ZIC L 0 sSnNEd, BETE (4 —
Tz AATARP N7y IBRZESNDE, AL v FIEMbTF = v 78FIC, ZONTy haiEELE
T, BHEHTEARWVWA U E—T =2 A AT, AA v FIXZONT y FBENTHLIEETET. 2o ry
hEERE L ET,

ip arp inspection vlan vian-range 70— NV 27 4 ¥ab— a3y avy REHEHA LT VLAN &
LICHEAFT I ARPA VAN a v A X—TNITHZENTEET, REDFEMHONT
I%. [DHCPBETOX A F I v 7 ARP A v A7 g v DaEE] (P27-8) #BRL T a0,

Catalyst 3750-X £& U 3560-X R4 wF Y b7 avI24F¥al—>av HqAF
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H4F+299 ARPAvZRRsLavoms B

FEDHCP BEETld, #A4F7I v 27 ARP A VA~ g d, ISR ESHEZIP 7 FL A& EH oK
A MR B2 —F % ED ARP Access Control List (ACL; 727 %A 2> tu—L U R K) LB L
HhET, ARP X7y FNOTEYHEZHERT LN TEET, ARPACL #EFHKT HITIL, arp
access-list acl-name 7’ — )L a7 4 X2 b—v gy awr FE2FEHALET, REDOFEMIZHOWT
1Z. T9E DHCP B2 CD ARP ACL O E] (P.27-9) #ZB L TLZEW, AAf vy Fli ey 7rIh
TNy MeEa W& LET, v Ny 77 OFEMICOWTIE, [EESFy horX )
(P.27-5) =&ML T EEW,

N7y ROIP T RUANEG TH L8546, 721X ARP X7 v hOARLIZHD MAC 7 RLAD, A —
Ty b Ny X —THEINET RLAE—FHLAEWEES, ARP X7y b Ry 7325 L5244
FIv 7 ARPA VAT v a v ERETHIENTEET, TODITIL, ip arp inspection
validate {[src-mac] [dst-mac] [ip]} 72— L a7 4 Xal—var avr REEHRHLET, M
ZOWTIE, THERMRAEDFELT) (P27-13) 2L T EEW,

A23—J1 A ADBEEREERY FT—D X2 YT+«

HAFI 97 ARPA VAT v aid, AL v FDEA v H—T7 oA AASEIRIEZ BEM T £4,
BHETEDA L H—T 2 AZBFT D7y b, XA4F 127 ARP A VAT ¥ a v OERRE
BT RTANANAL, BHETERWA X —T oA RZBET DTy M, #4757 v 7 ARP A
VAR varORAET et AT ET,

—MREIZR R Y R U — 7T, RA R R— MCHER SN TWD AL v F R— b T XTEEHTE 2
WHDIZEREL, A v TFIEHINTVDEAL v T R— T RTCEFETEHLDOICERELET,
SO T, BEESNEAL v FHBRy hT—2 A>T % ARP 54 v MEFT T, £z Y
T4 Fxy I ENALNALET, VLANW, E72idxy hT—2 NOZOMOEFHT T, oz
FAITTHMEEH Y £ A, FEIRELZRET HIZ1X, ip arp inspection trust f > ¥ —7 = A X a3
T4 X2l —vgy avwy REFERLET,

FRIREBOBIET, HEITo TS, FHTASA VI =T 2 AZFEFTERNA F—
TxA AL LTRET DL, RPN DGERH Y £,

272 TE . AA YT AL AL TFBOBIEN,. ARARM1L EFAN2%25T VLAN THAFI v/
ARP f VAR v a v B FTLTNDEELET, FARL EFRAN2MN, AL vF AIZEHRLTND
DHCP H— 15 IP 7 RLRAZEHELTWAEE, AL v F ARTH, FA M1 DOIP/MAC 7 KL
ABENA T 4T LET, LERST, AAvF A LA v FBORDA L H—T A AT
ERWVWGEA, AAN1IDPBEDOARP XFy NI, AL v FBIZLY Fey7EnEd, 2T9L 7T, AR
M1 EARA N2 OROBEENIDNET,
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WM %(+3295 ARP 4 VRARH L 3 v DOEE

(E)

27-2 #4299 ARP A VAR 23 v Df=BIA F—TVIZEhi- VLAN £E®D ARP /34y b &
il

DHCP H#—/\

y_

=1

L

AAYTFA AAYF B
E’-I—— k1 A—F3 E’
.
AR -1 KA k2 :t:

FEERIIZEEHTE WA U F — T 2 A AEEHTEDA L F—T 2 A AL LTRETHE, Fy hU—
TR EX2 VT 4 R—ADBECET, AL T ATHEAFTI v ARP A VAT a URFETIN
TWRWEE, FAR1TIEZAA YyF BDARP ¥ ¥ v v aZfli iR, A= 7TEET (BLOL 2
NEDAL v FOMOY 7 BEETEHHLDOE LTERESNTWVAHEEITAAR 2), Z ORI,
AL FBBEATFTIVZ ARP A L AT 29 U EFETFLTWAEETHLIRAELET,

HAFI v 7 ARPA VAR vavid, 4TI v 7 ARPA VAR v amF ITLTND AL v
FITHEm SN (BETERVWA LV EZ—T oA A LD) RARMR, FOFRy NU—712HDHFDMOK
ARDARP ¥ v v 2% RA A= 7 L TWARWZ EZ2RIELET, L, #4577 ARP A
VAR 3L, Ry MU= OMOEIGIZHDLHRA NN, XA FTIv T ARP A VAT U3
VEFEITLTWD AL vy FILERINTHDARARNDF v v Va2 bR A= FTERNEIICTHZ
LixTcEEHA,

VLAN DAL v FD—HNEAF Iy 27 ARPA VAT a0 HETFL, BYVDAAL v FITETLT
WIRWEA, TOXIRAAL v FIERL CNDA U F—T oA AFEETERVLOLE LTHRELE
T T L, EFATFTIVI ARP A LV ARTI L a v AL O F ISRy NONRAL VT 4 v T 5 WEET
5121, ARPACLAZHEHL T, #4773 v 7 ARPA VAR L a v BFITTHAAL v F 2R ELE
To ZOEIRNA T A VTR CERNGARIL, LAY 3T, X471y 7 ARP A V ARY
vary AL v TFEFITLTOVRWVWAL v TFhb, XA T Iy 7 ARPA VAT v a v BEITLTND
ALy FHGBELET, REOFHEMOWTIX, TIE DHCP &EE TD ARP ACL o &E] (P27-9) %
ZR LTI,

DHCP — ¢t xy FT—7 OREICL > TiL., VLAN EOT_RTO AL v F THE I 7= ARP X
oy NERIECE Z2WA[gEE R H 0 97,

ARP /X7y FD L — MR

AA v TFDCPUIL, ¥4 FIv 7 ARP A VAT Vg VHERBBREZFEITLET, L7z ->7T, DoS
YR AT 572010, #1E ARP 7 v MEIZL— MHIBESNE T, 741 FTlE, EETE 20
AVE—=T 2 AADL— NI 1537y MF (pps) TT, BEHTEDLA L F—7 =1 AT — MR
SINFEHA, ZOREELEET SI2IE, ip arp inspection limit > ¥ —7 = A a7 4 Fa L —

varavwry REFEALET,

[l Catalyst 3750-X 8& U 3560-X R4 vF YI+bHxz7 avT74F¥alb—>av HAF
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GE)

H#4+395 ARPAvRRovavnEe B

EH1E ARP N7 v hOL— IR EINTHIREHE XD L. A4 v FIEHR— K& errdisable A7 — MZ
LET, 2—FRAATHET, A— MIZORELZHMERFL £7, errdisable recovery 7 = — 3L =
V74 Falb—vary avy NEEHT 5L, errdisable A7 — FOREIEE A X —T I TEET, Z
I -T, A= NMIBEDX A L7 7 NEHIARRT D &, ZOREND BEMNICHEET S L 51272
nEJ,

EtherChannel ® L' — FHIFRIZ, ZAFZ v 7 IZH DAL v FIEBNCEH S ET, =& 2,
EtherChannel T 20 pps OfIFRARE TV D54, EtherChannel IZ&H 5 R — FDFHAA » F T,
K20 pps ETETTEET, AA v FHHIRAHEE L7284, EtherChannel 21K7° errdisable A
T— NI ET,

REDEHMZONWTIL, [FE ARP 47 v PO L— FEIE] (P.27-11) 2B LT &0,

ARPACL XU DHCP RX—EVYJ TV M) OWBERMMETSA4X) T4

ZAF v ARPA VAT v a Tk, BB IPIMACT RLANL T 4 7DY A RELT,
DHCP AX—V U T NA T 4T T2 RXR=2ARFHEINET,

DHCP AX—VY v I RA VT4 FT—EZ_X=ZANDT > Y LD, ARP ACL O BN EL IR ET,
AA v F M ACL 23 25 Di%, ACL 77 ip arp inspection filter vlan 72— 3L 227 ¢ ¥ o L —
vary avwry FEFEHLTERENRTWAEAREIT T, AA vy FiE. £F. ARP X7 vy haa—%
FED ARPACL L LE T, DHCP AX— Vb U 7L F—FNAS ENTZT —Z_X—2ITHD

RARNA T 4 TNFEEL TV TS, ARP ACL 28 ARP /X7 v b ZIERTHHE. AA vFH DR

Fy RNEERELET,

BENTy bOOX>Y)

AA TNy e Ry 7358, v/ Ny Ty MRk, Z0HEEISCT, &~

AT H A E—URNERENET, AvE—V04FK, AL v FICED, a sl Ry Trnbiox
YRUMEHESNET, £r P = MNUIZIE, ZEMO VLAN, A— &5, H#Ex L 0% P 7
FL R, #ELBLIUSEHE MACT RL AL Wo- 7o — @A s Ed,

ip arp inspection log-buffer 72—/ 3L 2> 7 4 Xal—vary avwr REFEHLT, Ny 77RO
TURIER, VAT A Ay VERETOREDA = IVTHE L SPH T N BERE
LET, stk Sh b7y NoMEEfEET 221X, ip arp inspection vlan logging 7' =2 — 3L =2/
TZ4FXalb—varavry Pl LET, REDHEMOVWTE, (0 Ny 77 DRGE)
(P.27-14) ZZHL T TEE W,

F4F299 ARP A VAR a3 VDERE

o [HA4FIv 27 ARPA VAR L a DT 75V &iE] (P27-6)

o B 437 ARP A VAT g Uk EROEESE] (P.27-6)

o [DHCPB®REETOH A F I v ARP A » A7 L a O iE] (P.27-8) (DHCP BEi TIlL4%H)
o [JE DHCP B CTo ARP ACL @& (P.27-9) (I DHCP BREE ClL#2H)

o [F{E ARP X% v b L — MR (P27-11) (EFE)

o NiEERMAEDEIT) (P.27-13) ((RE)
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WM %(+3295 ARPAYRARHIL 3 VDBE

(a7 Ny 770@E)] (P27-14) ((EE)

FALFZ2 v ARPA VARG I UDTIHI FEERTE

=& 271 FAL4FSTYY9 ARP A VARSI aVDTIAILERE

Bae T4 FERE

EAF I 7 ARPA VAT g [4T_TDH VLAN TF 4 E—7 /1,

N

A B —T oA ADIEHEIRE TRTCOA ¥ —7 = A AL untrusted,

18 ARP /X7 > h O L — MR 1 MIZ 15 BOFRA A MCEHT 2R A MPRE I A

S 9T K Xy NT—2 ORA, FETERNA L F—T =4 2
DL— NI 15pps IZRESNET,

BHETEART_XTOAS ¥ —T x4 ATIE, L— MiIRBIZITH
nNEEi,

N—=ZA ~ f 2 Z =L 1 B TY,

FE DHCP &851c%9 %5 ARP ACL |ARP ACL IZEZEINEH A,

AR BAEITETENEEA,

oy RNy Ty AAFI 97 ARPA VAT L a A x—TbEND &,

ERE-IZI ey &N ARP N7 v MIT_RTREES N
F9,

o ZNox YT 32 T,
VAT L A ve—UHIE, B S5 OICHIRENET,
¥ L— b A F—=LE 1 BT,

VLAN Hfiiom ¥ 7 R ELITEREINTZTXTD ARP 7 v bR SILET,

H4F329v9 ARPA VARG 3 VERERDIEEIR

HALFIvT ARP A v AT a I ANEX 2 F 4B TT, HAHF v ZiEE o7 <AT0
FHEA,

AT I ARPA VAR v a i, XA FTIv 7 ARP A VAT v a v R—FLTWR
WAL T TR OBWENRA F—TNMZENTWRWAL v TR IS A A Mozt LTk
HHHTEdH0 A, THEXRRIZIE-DOLAV2 7 u0—FEy Xk RASL VIZHIBEN TN D
72, Tz 7 INBRWRASL L, XA FI v 7 ARPA VAT vailihWF=vrEND
RAAIEEBILET, TOT7 7 aid, 4TIy 27 ARPA VAT Va3 DDA F—
THCENTWDE AL THERARD ARP ¥ v a2 Zf# L £7,

18 ARP ER, BELWARPJGETIP/MAC 7 RV A XA T 4 VT EBGRET H1-2012, X4+
Rv 27 ARP A A7 a9 DHCP AX—¥Y o T ST 407 FT—=F_R=2DxT b UITKK
FELET, IP 7 FLAZERIZEI Y B ToHNZ ARP /X7 v & a4 51213, DHCP AX—t
ToA R—=TNZTDHVERNHYET, 274 Fa2lb—a oI, % 26 = [DHCP #
BEBLWIP Y—A H—FOEE] 2BRLTLIEEN,

DHCP AX—VE> 7 %T 4 =7 NI LTWAHE, £7212 DHCP LIS DEBEE Tk, ARP ACL
EHALT Yy FOFAEIXETEZITWET,
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¢:3)

H#4+395 ARPAvRRovavnEe B

HAFIv 7 ARPA VAR g, 778 A R—F, T2 R— . EtherChannel & —
r, BEOZI7A4X—F VLAN R— b ETHR—FEHTWET,

RSPAN VLAN Ti&, ¥4I v 7 ARP A VAT v a v A X —T7 M L7RNWTL EEW, RSPAN
VLAN TH#AF I 927 ARPA VAT g vEA X—TNMITDHE, ¥A4FIv 7 ARP A AXY
a2y M RSPAN 856N — MTHEMNRWATREMER H Y £7,

PR — bk % EtherChannel " — b Fx R UVIZHES T DICIE, ZOMEF—FEF ¥ XL K—FD
FHUREEN — T H2MERH Y 7, %ofi,cb\%iﬂif~ NI, A=k F¥ RN THERIRED
FELERVET, F— b FrFE, FX RV EREEINTRYOWELR — b OFHEINRE & fk K
LET, LERST, RYOYER— FOFEREIZ., Ty RV OEERELE T 24FITHY
FHEA,

WZ, A— b FYr RV TEEREZETTL L. A4 v T, FrxValkd 53X ToOY
— hTH LWMEEREEZRELET,

L— MIBRIZ, A v F X2 v 7 DEAAL v FTHIAICREENE S, FrARZ v

EtherChannel O34, ZIUXEEO L — MRS EM LD bEWAREERSH D L2 ERLE

9, T2& 2. b— MRS 30 pps IZEXE S 4v72 EtherChannel T, A A v F 112 1 DOKR— K,

BILOAAL vF 2121 2OKR— F»BH 534 EtherChannel 23 errdisable (272 612, £ — M

29pps Tr v MEZETEET,

A=k FXxXVLO;EL— ME, Fr RNV AOTXTOYIHAR— ML D RBETT, =&z,
F—F F xR0 ARP L— MHIIRE 400 pps [CRIET D & ZOF ¥ R TKEA SNEZTRTO
A H—T x4 RE, AT 400 pps #5215 L E T, EtherChannel A — N D#E{F ARP /X7 » b D
— NI, BF XY IV AAANEONT Yy FOEEV— M EEFLZb D TY, EtherChannel
R— RO L— MRIZ, £F ¥ T K=k A SPEZETSH ARP X7 v hOL— L &R LTH
ODRELTLLIEIN,
PR — P TRESNDZ Ty FOL— M, BER— FORETIERLS, A=K F¥ FXLDOFE
FICHRA L TRESRET, A= Fr 3 koL — MlRFEREIL, HER— FOBREITKFL
EH¥ A,

EtherChannel 78, fR*E L7 —F XV EL D ARP X7 v b2ZETH L. ZOF v (T
OYFR— F &G Te) 1T errdisable AT — k& 720 £97,

EFE NI A—=FTIHE ARP Xr vy b ELTL— MIBRL T Z&E W, FF 7 A— FDER
ERML, HEOFAF w7 ARP A VAT g A F— T T ENTZ VLAN (272 - T3
Ty NEWET B7-012, FTv 7 A—FOL— 2L E<FEELET, £72, ip arp
inspection limit none > ¥ —7 = X a7 1 Falb—a av s FeEHLT, b—F%
MEHRIRICERET A2 TEET, 1 20 VLAN IZ 1/‘1/~]\FEIJBE'<T‘§’¢” RETDHE, VT U
TIZL > TZDOFR— F8 errdisable A7 — MIENHAIZ, 10 VLAN ~® DoS WE A # < A
HBERSH Y T,

AZA F T, BAFT IV I ARPA VATV a A X —TNMIT5HE, ARP N5 7 4 v 7 %R
Voo TT5E5CRESNERY —0FEITROLET, ZO/E,. 3XCTD ARP +7
74 v 71X CPUICHEEINET,

HAFIv 7 ARPA VAN Vay Av—h aX U 7 5BETAHEES. aul NovT77NICh b

FTARTONTy b ((F74VPTHEL ey TSRIETSTOAT ) OWES NetFlow I

LEICEEENET, ZOMEZRETAEAIF. Av—bF aX oINS a— Lo, x—7 v

a&ofwé & AR Lf<téw Z2<w—h BX LV TOFEMONVTIE, [Av—h ax 2
il (P36-14) 2L T Z3N,
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DHCP BIETHDHAF73Iv9 ARP £ VAR a3 VDEE

ZOFETIEH, 22O00DAAL v FNEALFI 7 ARPA VAR v ar a2 R—-—FLTWNDEXIID,
OREZRET D EEZ TR LET, K 27-2 (P27-4) IZRTEBY, RAMLIZAAL v F AL, KA B
2 AL v F BlZERINTWET, A vFIEMAEF L b, FAMOEEIN TS VLAN1 TH A
FI 97 ARP A VAT v a v HFEITLTWET, DHCP — N3 A A v F A RSN TWET,
W HFDORA ML, [—® DHCP — 226 IP 7 RLAZRBLET, LER-T, A4 vF AlLF X
FIBEOFAR2IERHT IS T 4T %, ALY T BIEFFBAR 21T ENA 0T 4 VT 5FF
HET,

() AfEARPER, BLUOARPIGATIP/MAC 7 LA NA UF 4 U PR BAET B 12012, #A4F I v
7 ARP A VA7 v a2 DHCP AX =YL T RA T 4T F—=H_R—=ADx M ITKELET,
IP 7 FLAZEBHICEI Y Y THN7 ARP 237 v FEFFA[T5121%, DHCP AX—E v 7 & A X —7 )V
T AMBERHVET, I 74 Fal—alionTid, # 26 = DHCP Bl L OVIP Y — 2
—ROWE] L TIIEIN,

AL o FD 1 DTN OHEEEZFR—F L TWAEAEIZE AT I Y7 ARPA VAT Vg VERE
T 5 HFEOFEMIZOWTIL, T3 DHCP 85T ARP ACL O#%E] (P27-9) 2B LT FE W,
HAFI w7 ARP A VAT v a U EFRET DI, F5# EXEC E— FTROFIEEZFEITLET, =
DMLY, WHHDAAL v FTITOMLERDH Y F9, ZOFIEITHETT,

av vk By
A7971  show cdp neighbors ZA o FRIOBE Z MR L £ T,
A7972 configure terminal Jo—r ) ary7 4 ¥al—vay B— RERBLET,
A7973 ip arp inspection vlan vlan-range VLAN B/ T, ¥4 FI v 7 ARP A LV ART T a kA F—

T LET, T 74 FTIE, $3CHD VLAN ETH A F
R 7 ARPA VAN v a FZT 4 B—T WMo TV ET,

vlan-range \Z1%, VLAN ID %5 Tkl S/ EH—o VLAN,
AT U TR SNZHFPE O VLAN, £ h o~ TRE 6N
c—# D VLAN 2 ECTE £, fHETE 28X 1 ~ 4094
T,

DAL v FIZE T VLANID & LET,

A7974 ip arp inspection smartlog (£E) BfEfe X 78N TCna 07y hbA~— |k X
VIENDILEEELET, T7ANMETE, FryTER
T2 _XToNT y hREShE T,

A7975 interface interface-id 19 1 DDA, v FIHRETIA v X —T oA AFEEL, A
VH—T 2 AarT 4 FXalb—vary T NERHBLET,
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B

A7976 ip arp inspection trust Ay FHIOERE, EETEA2LDICHELET,

TITHNETE, TRTOA U Z—T = RAIEPETEEEA,

AL o FIE, BETEDLA VA —T =2, RZHDHEI 1 DDA
A v FNHZE L ARP X7 v MIRLEEA, ZOHA.
Ry MIFDOEFERESNET,

BHETERWA V=T =2 AT, A1 v FITTITDO ARP
TR EIRBEERITZELET, —2 %, RIT%E L&
Ty MR IPT RLAE MACT RLVALEDOERRANAL VT 4
VI EROZEEMARLTND, B—HV ¥y v a B THT
L, WEIRSEIC Ny NEBELET, AL v T, ER)
e\ M& Rm w7 L ip arp inspection vlan logging 7
n—)Lar7 4 F¥Fal—aryavy RCHEESNR-r X
TREHE->TRZ Ny 7 7IZ5E LE T, FEMICoOVL T,
(v Ny 7 7ofE] (P27-14) 2R L TIEEW,

A7977  end

H#e EXEC — FIZREY 77,

A7978 show ip arp inspection interfaces HAFIv T ARPA LV ART v a v DBRERHERBLET,

show ip arp inspection vlan vian-range

A7979  show ip dhcp snooping binding DHCP A>T 4 v Vo2 R L ET,

A79710 show ip arp inspection statistics vlan vian-range | % 4 53 v 27 ARP A » A2+ g Vi IEREZ R L £,

A797 11 copy running-config startup-config EB) arv74X¥al—vary 77 A VICREERTFLET,

HAF v 27 ARP A VAT v a2 %F 4 —7 /T 521, no ip arp inspection vlan
vign-range 70— 3y a7 4 Xal—v gy avy REfHALET, £ v ¥ —7 =1 A% untrusted
A7 — MZRJIZIL, noip arp inspection trust f > % —7 = A A AT 4 Fal— gy avs R
EERALET,

ROBFITIZ, VLANL DAL vF A THAFTI v 27 ARP A VAR v a v eRET 2 ke rmLE
To AA v F B THREBROFIEZFATL E7°,
Switch (config)# ip arp inspection vlan 1

Switch (config) # interface gigabitethernetl/0/1
Switch(config-if)# ip arp inspection trust

JE DHCP IRIET?D ARP ACL DEEE

Z OFNEE, 27-2 (P27-4) \Z/RTAAL v F BREAFTI w7 ARPA VAT v ay, £0T
DHCP AX—tE 72V R —hF L TWRWEEIZHE AT Iy 7 ARPA VAT v a L BRET D HIE
R LTWET,

AL T ADKR—F 1 ZEHETEL2LOELTHRELIESLSG, AMvyTF A LFAN LITWHFEL, &
AT BERITHRARN2ICEVHBINDAEMERHDTO, X2V T 4 S—/ARMMEYVHEINET,
INEBRIET2ICE, AM T ADOFR— M1 ZEETERVWEDO L LTHRETHILENRHY £, 7+
A K250 ARP N7y FEFFATAI21E. ARPACL 2% €L C VLAN 1 I[C#EHAT A2 %E N H Y £
T, RAR2DIPT RLANRET 4 v 7 TiERW (A4 vF A TACLREEZBATSZ &3 RA]
BETHD) HBAE, LA VY3 TAA v TF AZAAL vyF BooSEL, ZNHOM TR, V—F&2/HHL
Tﬂﬁyk%w~%¢ém£#&@i¢o
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WM %(+3295 ARPAYRARHIL 3 VDBE

AA vF A T ARP ACL %

7 DHCP BREE TIILZHTY,

FET DL, Bt EXEC E— R CROFIBEEZFEITLES, ZOFIEIT,

avwy kR

=]y

A7971  configure terminal

Ja—N) ar7 4 ¥al—ay B— FERBLET,

7972  arp access-list acl-name

ARPACL 2% L. ARP7 7R VRN av 74 ¥al— a3y
FT—FZBBLET, 774/ T, ARP 7278 R U R MIER
NEHEA,

GE) ARP 77X YR MOKRIZKEAZ: deny ip any mac any
v RREEINTHET,

A7973  permit ip host sender-ip mac host
sender-mac [log]

fBEENEZARAR (RAR2) 65D ARP X7 v FE2FATLET,
o sender-ip IZIX, FARN2DIP 7 KL AZANLET,
e sender-mac |21, "AF2DMAC T RLA&E AN LFET,

e ({£FE) X% > FA Access Control Entry (ACE; 727 &2 22> k
r—L = hY) L=HTLHLEC, S ANy T IOy
Mew 795120, log ##6&E L £, ip arp inspection vlan
logging 7' o —/N)L 27 4 X2 L—3 3 2+ KT matchlog
F—U—FZHRELTWVDIEHES., —BLEAT y M e 73t
SHES, FMIOVWTIE, Te s Ny T7ropE] (P27-14) %
ZRL TS0,

AFy7F4  exit

Jya—) ar7 4 ¥al—vay E—RNIEY T,

A7975 ip arp inspection filter arp-acl-name vlan
vlan-range [static]

ARP ACL % VLAN ([Z#HA L E 9, 7 7 4 /L h T, EEFAD ARP
ACL X, Fo X o972 VLAN ICbmH I EH A,

e arp-acl-name (21X, A7 v 7 2 TER L7 ACL O4RiZfE L
E3 e

e vian-range 213, AA v F LR A MPFET D VLAN ZHEE L E
9, VLANID FB5 Tz 1 2@ VLAN, T Ehz A
7 TRYI>72 VLAN #if, F72idh v~ TR -7z —HD
VLAN 8 ET& E7, fHETE H#PHIL 1 ~ 4094 T,

o ({ER) static 5T 95 L. ARP ACL WORFERM 72 HES A IR
M7 fES & A7 S, ENLAENTHE Sz ACL Al —E L7z
Ny MEEFTENRET, DHCP XA v F 4 v I3 & E8
Mo
IOXF—U— RERELRWEEIEL, ACL NIZIiZ Ty R &ES
FTAHRRRIEGRBFE LR LI 3, oA,
ACL AJIz—# L7227y M EFFal§ 5 ESR T 5%, DHCP
NAVT 4 o T Lo TIRESNET,

IP7 RFLZ2d: MACT FLREDNA VT 0 7 LvERT-720 ARP

Ny ME, ACLIZIESNET, Xy I, 77ERXA VA RT

HAENTBAETICHTENET,

A7976 ip arp inspection smartlog

BEoX L 7E3NnT0a 0oy bbb Aw—h oo r/ahnsd &
EFHRELET, 774V 8TiE, Fuy &Rz d_XTory R
TEENET,

A797 7 interface interface-id

2L v F BIZEHRTIALA T AL X —T 24 AERTEL. A4V
=T A a7 4 Fal—ary ET—RFNElBLET,
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27978 no ip arp inspection trust 2L v F BIHSESNTEAL vF AL X —T oA ABEWETE R
HbOLLTHRELET,
T 7N RTEH, TRTOAS ¥ —T 2 AIFEFETETERA,
BETERNA X =T = ATIE, AA v FIETTD ARP ZR &
IEEERITZELET, v—2iF, RITZELEE Ty b3 IP T
FLAEMACT RLRLDERNIRNA T 4 T HFFO L& Z R
LTinh, B—= % v a8t o0, @il 7y b
AR LET, AA v Fid, BNy P2 ey 7L, iparp
inspection vlan logging 7 v — )L 27 t X¥a b — a3y av R
THESNZr X TREIHE>Tr T Ny 77 Z5E L ET, F
(ZONWTIE, Tr 7 Ny 77 OfE] (P27-14) 2ZML TIIZE0,
ATy79  end i EXEC £— RICREY £,
279710 show arp access-list [acl-name] BERMER L ET,
show ip arp inspection vlan vian-range
show ip arp inspection interfaces
A797 11 copy running-config startup-config ER) av 74 Xal—ray 77 A NMIBEE T LET,

ARP ACL %#HIEr3 2121X, no arp access-list 72— 3L a7 4 Fal—var avwr RE[HAL
F9, VLAN |28t S 7z ARP ACL ZHIBR$ % 1Z1%, no ip arp inspection filter arp-aci-name vlan
vian-range 70— 3L 37 4 X al—T gy awr REMALET,

Wiz, AA vF A T ARP ACL host2 ZHE L T, TXF2HP7FVXIHJ BLOMAC 7 K
L' 2 0001.0001.0001) 725D ARP 27> F&FFAI L, Z® ACL % VLAN 1 I[Z@EA L Th b, AL v
FADR—FM1l ZEETERVEDITRET 20 2R LET,

Switch (config)# arp access-list host2

Switch (config-arp-acl)# permit ip host 1.1.1.1 mac host 1.1.1
Switch (config-arp-acl)# exit

Switch (config)# ip arp inspection filter host2 vlan 1

Switch (config) # interface gigabitethernetl/0/1
Switch(config-if)# no ip arp inspection trust

%(E ARP /7y O L— h IR

AA »F D CPU li 5’/1’“?‘ v 7 ARP A Y AR g VHEBMAZFATLET, LA~ T, DoS

WEEZMHIET 572912, F{E ARP X7 v I v — MRS E 9,
AF ARP X7y O LV — ERRESNEAIREELZ L L, AL v FIIR— % errdlsable 7\7‘~ F
L¥7, errordisable [EE % A x—7 /M LT, EEINTZZ A LT U MEFOKIZHA— MR Z

T L HFIHRTET LT LET, R—MIZDAT—FDEETT,

A =Tz A A LDOL— MIIRERELRWRY, A F =7 = ADOEFREZET T2 Z LI
L— MilRZ Z OEEREOT 7 4V MEICAE T2 L ET, L— MHlRERETDH L. 5
RENERINTHETHA L F—7 =4 2T — MlRZR B £, no ip arp inspection limit 1 >
F—TxAAary74Xalb—vay avr NeEANTLHLE AV F—T oA AEIT 7NV DL —
FHRIBRIZER Y 7

rkZ 7 A— k., BEO EtherChannel " — hMZXk4 25 L — MREERFOEEFHIZOWTE, [#
A FIv7 ARPA VAT g VREHOFESIHE] (P27-6) 2L T80,
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ATy71
AT972

ATy73

ATy7 4
ATv75

AT976
ATy 1

AT978

[l Catalyst 3750-X 8& U 3560-X R4 vF YI+bHxz7 avT74F¥alb—>av HAF

{5 ARP /37 v h O L— F&HIIRT 5121, #5# EXEC £— R TROFIEE FATLE T,

{ilm‘ T ‘é—o

Z DOFNEI

avwy kR

E[:5)

configure terminal

Ja—r) ar74Xal—yary ET— REREEBLET,

interface interface-id

L— MR ENTA v B —T oA ZAEFEEL, AV X —T A X 3
T4 X2l —vary T—RERBLET,

ip arp inspection limit {rate pps [burst
interval seconds] | none}

AV HE =T 2 ATOHF ARP ERBLOINEDO L— M EHIIR L E

‘j‘o

F74E L= I, BETERNA L H—T A AT 15 pps. 17

HHCTEXDA v H—T 2 ATIEEHIRETT, N—Z K 42 F—rULZ

1 BT,

F—TU— RKOBEWRIIKRD LEBY TT,

e ratepps IZiX, 1% &;7" WV SN D ERE N7y Mo LR % T8
ELET, ﬁx)ﬁ& % 0 ~ 2048 pps T,

e ({£E&) burst interval seconds 1. L — F®DE W ARP /X7 > FD
HRIZOWTA Y E—T 2 A ANRE=X Y TSN BRE ()
ZRRELET, HBETXDHMIL 1 ~ 15 T,

e ratenone TiX, AU TX5%(FE ARP N v b L — D LR%
RELERA,

exit

Jua—)L ar7 4 F¥al—ary E—RIEY ET,

errdisable detect cause arp-inspection
BIT

errdisable recovery cause
arp-inspection

BIO

errdisable recovery interval interval

(EE) ¥4 F I v 27 ARP A > A7 L 3 > ® errdisable A7 — K/
LOTT—EEE A F—T NI L, A4 F Iy ARPA VAT T3
VOEEAN = AL THEATHIELERTELET,

T 74N N THE, BEIET 4 2—T7 T, BEOA ¥ —11 300
T,

interval interval TliZ. errdisable A7 — k5 B4 92 B[ 2 F HANL
THRELET, fHE T 2#PHIT 30 ~ 86400 T,

exit

Fite EXEC £— FIZR Y £,

show ip arp inspection interfaces

show errdisable recovery

BOE A RS L £ 7,

copy running-config startup-config

UEE) a7 4F¥al—vay Z7ANVICREXRTELET,

T 7 4V b O L — MBREREIZR 5121

IZ. no ip arp inspection limit f > ¥ —7 = A4 X a7 ¢ ¥ =

V—vary av s FaHLEST, #4731y 7 ARPA U AT v a oI —mEE2T 4 2—T
{29 % IZ1%. no errdisable recovery cause arp-inspection 7 2 — )L 27 4 Fa b— g aAvy

RaefHLET,
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HERBREDRELT

AL F I ARP A VAT g if, RERIPIMAC 7 KL A XA UF ¢ v 7 %FD ARP X7 v
FERATZEL, n7ICER LT, BELET, 588 MACT FL R, BERBLUSEEDIP 7 F L
A, BXOEEITLT MAC 7 RLUATEMKRIEEZ FITT DX 912, A v FERETEET,

EHIEARP X7y N CTHEDTF = v 7 #EfEi+ 5121k, 5 EXEC £— R TKROFIEZET L £, =
DOFIEIFEETT,

avwrv kR

iy

A79y71  configure terminal Jso—rN ar74Xalb—vary E—FeBBLET,

A7y72 ip arp inspection validate #18 ARP /37 v MIKXI L CTRREDREZ FEATLE T, T 7 4 /L b TiX,
{[sre-mac] [dst-mac] [ip]} BRAEXFETEINEEA,

F—U—ROBWRIIKDO LB T,

e src-mac TiX, A —HF v b ~vF—D%[EFETLMAC 7 KL 2 & ARP
AILDFEEITLMAC 7 R AR INET, ZOMAIL, ARP sk
BIOARP IBEOWFIZR L TEITENET, A X—TNITT D&,
B2 MAC 7 RLRZERONr y MIEE Ay e LTHESN,
BEEINET,

e dst-mac TiX,. M —H%F > b ~v X —DF MAC 7 KL 2 & ARP K
XD MAC 7 RL AR SN E T, ZOMEIL, ARP JISEIH
LCEITEINET, A F—T T D E, 87325 MAC T RL A& R
DRy NIy FELTHEESNh, BESNET,

e ip TiX. ARP A6, EHRIP 7 RLARLTH LARANWIP 7 L&
MRWINERLET, 7 FL %1213 0.0.0.0. 255.255.255.255,
FOFTRTCOIP AL FFY A T RUVAREGENET, BETIPT
FL ZZ3_TD ARP RIS LV ARP AR THE S, 5656 1P 7
FL 21X ARP JGENTZ T TRESNET,

Db 1 20F—U—NEHEETIOILENDY T, a~vr REFET
THNT, ZOHIOa~vy FOREZEEEENET, 2FV, a~v
K23 sre B X N dst mac DRFEZE A F—T M L, BlO 3~ KA IP MGk
PaAx—7 NIt 5L 2FDDa< NIk ->Tsre BLO dst mac
ORRFENT 4 B—T M0 £,

ATy73  exit

Fite EXEC £— FIZRED ¥4,

A7974 show ip arp inspection vlan HEEAERLET,

vlan-range

AZ7y75 copy running-config startup-config | ({1%) 2> 7 4 Xal—T gy 77 A MR EF T L ET,

L% 7 4 &— 7 /U295 IZ1%. no ip arp inspection validate [src-mac] [dst-mac] [ip] 7' = — 3L =
Y74 FXalb—vary avry FefALET, mkshie Ty b FryZanl 7y b MAC
BEOIP MRIALITKR L7237 v FDO#EEH 2R T 2121E, show ip arp inspection statistics FrH#
EXEC a2~ F&EHERALET,
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A4 1\y 7 7DETE

AL FNARry hERny 5L, ol Ny T7rizoy MREERSN, FOEHITSTT, ¥

AT HAve—UPNERENET, AvE—VOERE. AL v FICLY, n s Ry Trhb DT
VRNUBEESRET, Fu s o b UL, ZERO VLAN, A— b5, EEILBLUEIP 7
KL AR, BELBIO%HE MAC 7 FL R Wo 7o —{FHRnitegskInE4,

ny Ny 7y T RUIE, Oy hEETIENTEET, FEE A F—T A ARFE
U ARP X7 XA —Z %A LTH L VLAN ETEEDO N7y NEZELEEA. A1 vy Fixohb o
Ty hEAEGDETI 2O M) ELTrY Ry 771 ML, = MV ELT1 OOV AT A
Ao —VEBARLET,

R7 RNy Ty TA=NR=Ta=PELIGEEE, 1 20T AXUERns Ny 77 NIZRE B2
Moo Z L& EW L, show ip arp inspection log 57 EXEC =~ FIZ L AR EEEZITET,
Ny NMEB LM OT X ToOTFT—2 0RO VI - BRERRSNET, Zoxr MV IZx LT,
ZOMOFIHERIZFRENET AL, HOICZDX IRz NI BFERENDIEE, vl Ny 77N
DTy FVEEBELT, r XS L— AL LET,

OX T Ny Ty arZ4Fal—rvalid, AAvF RE v ITOEAZ v 7 AUNZHEHAINE
T BAFZ v 7 A /NTHEE, logs number BEESNTWT, REESNTZL—FTYRT A AvtE—
VEAERLET, XX A EF =0 (L= ) BDIRITLZ 1= NIOHE, 5504 R
AvF AF I T, I RBITEITHRRS DETDVAT A A v —UNERINET,

0y Ny 7y RRET HITIE, F5HE EXEC E— FTROFIREEZFETLET, ZOFIRETTETT,

avwy kR

=]y

A7971  configure terminal Ja—N) ar7 4 ¥al—vary E— REBEBELET,

A7972 ip arp inspection log-buffer {entries |% (53 v 27 ARPA L A~V ar nl Ny 77 2R/ ELET,

number | logs number interval

seconds}

TITHNRTHE, #A4FT Iy 27 ARP A VAT v a Vv 2 —7 k&

noe, HEERIET ey FE/c ARP N7y RS hES, v

T RUHIE, 32 T, VAT A XAyE—VHIT, B 5 DITHIRSLE
T, BX T —h AU F =L, 1 BT,

F—U—ROBWRIIKDO LB T,

e entries number L. Ny 7 FIlHEINs Tz NI EEELELET, FE
ETE 28PHIL 0~ 1024 T

* logs number interval seconds 1%, FEE I NI A L X —/ SV TU AT A
AyE—VEERT LT M) OHERLET,

logs number \ZfEE T HHFHIZ 0 ~ 1024 T3, 01X, = bV iEnm
T Ry 7 7HNIZATTENFTETH, VAT A A vb—URERINLN
EEBEBRLET,

f8E T X % interval seconds O#iHi% 0 ~ 86400 %> (1 H) T9, 0

1. VAT L AvE—UNEEBICAKRISNL L EEKRLET, =
DA, v Ny 77 XEIcE L) £7,

AVHE—)VEE OICRET D E, v /7fH0 T EEXSINET,

logs 35 X N interval DX EIL, FAIHEH LE T, logs number X 78
interval seconds Y LV KEWHE, X+Y (XIY) OVAT A AvEe—
WEREREISNET, £ TRVWEGE. 1 DDVAT A AvE—UNY +
X (Y/X) BRIzt EanEd,
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avyFk B
A7y73 ip arp inspection vlan vian-range  |VLAN {7 Tildk3 537 v hO XA F7HHIBLET, 7741 b T
logging {acl-match {matchlog | HEEFIZ Ry 73Ny NI, §R_RCREEINT T, z2rq7468
none} | dhcp-bindings {all | none | IAZENIREIT, = U S RNy T IS, VAT A Ay
permit}} T—URNEREND ZEEEHRLTHET,
F—U—FOEKRIKRDO LB TT,
* vian-range |\Z1Z. VLAN ID &5 Tikhll S 72— VLAN, A 7
YTREILNHAO VLAN, Eioidh vy~ TR b —
VLAN 2 5ECTE£9, fHE T 2HHIT 1 ~ 4094 T,
e acl-match matchlog (. ACE 2 ¥ VR EIZE ST Ty hanr
ZICREkLET, 2O~ RiZ matchlog ¥—7 — R&EHEEL T,
S BIZ permit E 7213 denyARP TI7FA VAN a7 X2l —
Yar avwryRPiZleg ¥—UV—FEafRETHE, ACLIZXE > TEFFTE
TIXER &N ARP 7w F3giekShE T,
e acl-match none TiX, ACLIZ—ET 57 v MITEEINEREA,
e dhcp-bindings all Ti%, DHCP A T 4 7 IC—%KT 537 v b3
TANTRESNET,
e dhcp-bindings none Ti%, DHCP A > F 4 > 71— T %/ > b
ITFLER SN EH A,
e dhcp-bindings permit TiX, DHCP /XA > F ¢ » ZNFFFA i3
Ty MRS NET,
AT974  exit ke EXEC £— FIZEY £,
7975 show ip arp inspection log REMBAEWERLET,
A7976 copy running-config startup-config |({£%) 2L 74 X2l —Lay T A MIERERRELET,

FIZxN DT Ny T EREI

ZR 512, no ip arp inspection log-buffer {entries | logs} 7 =7 —/3

NarZ 4 Falb—varyavry REEALEST, 774/ 5O VLAN v 7R EICE SIZIE, no ip
arp inspection vlan vian-range logging {acl-match | dhcp-bindings} 72— L 2307 4 F a2 L—

varvawryREEALES, v Ny T2 VT 5T

%. clear ip arp inspection log F7#

EXEC a~ v F&fEMAL £,

FA4F=

* 27-2 gA4F=

w2 ARP €4 U ARY L 3 VIEHRDRT

w9 ARP 4 VARG L 3 ERERTT H=HDITVF

avwy kR

A

show arp access-list [ac/-name]

ARP ACL [ZOWTCOFEMMIEREZ R R LET,

show ip arp inspection interfaces [interface-id]

BESNIA L F—T oA AETFTTITDA
4 —7 A AD ARP /X7 v FOEFERER IO
L— MR EFR R L ET,
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WM %(+3295 ARP £ Y RARH L 3 VEBORT

® 27-2 F4FT399 ARP A VARG L 3 EBERTT HEHDIATVF (1E)
=1 EL]
show ip arp inspection vlan vian-range BEXINZ VLAN DX 1453 v 27 ARP REDZR

EBLOEEAT— FEFRLET, VLAN 235
EINTWARWES, AR ET STy
AT, #A4FT I ARP A VAT g U
A F—=TNCENE (7275 47) VLAN 215D

HRERTLUET,
% 27-3 H4FT 399 ARP £ VAR L3 v O#HEREHEF L ERRT 2-HDIATUF
avwy kR EL
clear ip arp inspection statistics ZAF v 7 ARP A VAT v UIREHERE 7
U7 LET,
show ip arp inspection statistics [vlan FBED VLAN IZBWT, B Sn7e Ty b, B
vlan-range] FEINTZy b, MAC BRFEICRIR L7 37 v

M, IP MRREICRIR L7237 >~ b, ACLIZ L » CifF
ARBIOMER SN b, DHCP 12X » T#F
AR EXOER &N N7y NOKEHEHRER R L
F9, VLAN BMEE SN TWARWEE, F720134#
B E SN TWAEEIR, #1452 ARP A
VARG g VA F—=T N ENTE (T T«
7) VLAN 2 OE#REFR R LET,

show ip arp inspection statistics =~ FTiX, AA vy FIIEEINTF AT I v 7 ARP &R — k
D% ARP ZREB L OUSE T v b OEREF N v MIEBMSEE T, A v FiE, BET
MAC. %65 MAC., X IP KREEF = v 7 Ik > THEZENTEE%4 v F® ACL ¥7-13 DHCP &
FHoNTy MREREINS . BB E S ET,

= 274 FLF2YI ARP A VAR LI vOAX U TIEREEEFERFTT5EHDNDaTUF

avy kR B

clear ip arp inspection log FAFTIv7 ARPBRER Y Nv 7757 VT LET,

show ip arp inspection log A FIv 7 ARPHMER Z Ry 77 DRELARETHFERLE
ﬁ—o

Zoa<wy ROFEMCOWTIZ, 2OV —20a~vr R Y77 L0 2%2BRL TN,

Catalyst 3750-X £& U 3560-X R4 wF Y b7 avI24F¥al—>av HqAF
m. OL-25303-03-J |



	ダイナミック ARP インスペクションの設定
	ダイナミック ARP インスペクションの概要
	インターフェイスの信頼状態とネットワーク セキュリティ
	ARP パケットのレート制限
	ARP ACL および DHCP スヌーピング エントリの相対的なプライオリティ
	廃棄パケットのロギング

	ダイナミック ARP インスペクションの設定
	ダイナミック ARP インスペクションのデフォルト設定
	ダイナミック ARP インスペクション設定時の注意事項
	DHCP 環境でのダイナミック ARP インスペクションの設定
	非 DHCP 環境での ARP ACL の設定
	着信 ARP パケットのレート制限
	確認検査の実行
	ログ バッファの設定

	ダイナミック ARP インスペクション情報の表示


