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Auto Smartports DFREHA K514 >

FAIAD~ 7 B ITHIBRETZITEFTE CE A, 2L, 22—V EFE~ 7 uZF/ CA4HTCTERT D
L MAIAB~ I v I T A ENTEET, TOMAIAR~Y I v EITT DL, 2—FE
v/ urfllRLES,

macro auto device 35 X U macro auto execute 72—/ )L 27 4 Falb— 3y avy RO
FEAR—T NI LTEEAIE. RBICFET L a~vy RIZEBESNTE /AT A —E N AL v FIEH
ENFET, AA v FETT 7T 472 TEDa<y KR FETTT,

~/rEEA LTS ED Y AT LA A BT 5121, 802.1x 78 uEU%O)T N ERIE A T~ THI
BrL¥7, A— b LT Auto Smartports ¥ 7 R 2 HNIT L4712, A—bF X207 4 BRIOT
Vyy 7uaharysy—4% =yt (BPDU) #F— NEEEZHI [i%‘é”é av FEATILTLIES N,

AA v F ETT A AEA O Auto Smartports 4 F—F M LTzbHEIF, R—bF X2V T 1 %
RELBNTLIEE N, AL v TFREERF— X=X a~v Fz@EHLET,

DREELE~7uPNHEELFEESIT. ~Z7elBiton ohoary 7 4 Fal—ygy avw R
;%%én&w#\iti?/%?ﬁmT_n6®3?/F#MHéniﬁh(7/%7&D
WHEADO~I7aD—FT, VoI Zu L AXVEDEXIIv7uzHIBRLET),

7o & 21E, 802.1x FRAEN A X — T LIZ iﬁo“(b\éia/\ . switchport-mode access 7% & % Hl| ik T
XFEHA, ZOHAEIL, switchport-mode 3% E % HIBR T 2 A1IC 802.1x BFEZHIFRT 2L ERH Y
ES RN

Auto Smartports ¥ 7 1 ZiEH T 25E1E, A — M % EtherChannel ® A NI TE EH A,
EtherChannel Z 57 2. no macro auto processing f >4 —7 = X a7 4 X2l —
v a~y R&HEM LT, EtherChannel f > % —7 = A A® Auto Smartports %7 1 E—7 /L2 L
ESUaN

MABpiAB~7a DT 7V DT —4% VLAN X VLAN 1 T3, flAiAHB~r7 DT 7V EOF
7 VLAN X VLAN2 TT A v TFBRRBET /v A, XA T 47, £7213FF VLAN 29
53413, macro auto device ¥ 7213 macro auto execute 72— 3L 27 4 F 2 b— g 3
<~V REFEHLTEZRELET,

~27 1 TVLAN 4 =T 28481%. VLAN b %27 7a han (VIP) RAAL RO FTR
TDOAA v FITH LT, VLAN7‘ HR—=ZANDLHTE R CIZTHHENRNH D F9,

?7*»%®N§% —ZEEFOT 7N FOv s o BIEOME, BLOK~ 7 a (kT 2R ER

BN T A—% U X & F/RT AL, show macro auto device i+ EXEC =~ R&fEHA L *
?‘o %72, show shell functions ¥4 EXEC =~ RZFERA L C, AR~ 7 0 DT 7 /L ME
EFRRTHZILELTEET,

802.1x FFEFE 721X MAC FBFENA /32 (MAB) M LTt T 4 223 5121k, ¥
2 a D@ EEDT auto-smart-port=event trigger % %7~ — ~ 95 L 912 RADIUS #— %%
ELET,

Xy hU—2 FY Y, CDP. MAB., 7213 802.1x fRiE&Z VAR — F LZ2WEET /31 A
DNTIE, MACOUI R—=ZXD MU H—TMAC 7 RV R JV—T%BEL, E%@ BE & RO
a—PFEREvI/ Ry T LET,

802.1x FFE~X—A® h U H—iX, Cisco Discovery Protocol (CDP) # vt&—<’, Link Layer
Discovery Protocol (LLDP) %A vt&—, 2—H¥EFKD MAC 7 FL A JNL—T7R EDZ 0T
RTOARY N NI HT—L 0 bELEINET,

AA w»F % Auto Smartports ¥ 7 B A VAR — ML DIE, EEEE I TNDT A 2725 T,
BEOT ASA AR IN TN DGE (NTOMERRE) X, s TWwWd~ 7 mid, BPICH
HENZT A ACEEMN T b E T,

A= ETEFENA =T N2> TOWD A, A v Fid, FAEBNKRKLTZSHED MAC 7 K
vxb)ﬁ PEHELET,
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MAC 7 KL AR—ZADBIHZ#HEMAT 5 & Z1X, Auto Smartports A X — 7 WM T HDIX, 77
TR TN AR EINTNER— b DARE L, Fy U= 2 v TFEEFHPEIS— T =A
AL FIHEHMINTNDEIR— N TIET 4 E—T LI LET,

<7 aNERETET7 o F~ 7 aNTIE, CLI o~y FOJEFNRRLZ5E08H 0 £9°,

THAZND BRESHTODT NS ANAL v F K= F THIES LTV DHHE, KO RADIUS
BIER S 7 v m— RAHETTY,

— VLANID £ 214 vF ACL 4. F7-1XCisco 77 kA = ba—L H— (ACS) OFF
— BMEE (AV) OXT D ASP MU H—4
AVXRTRFE T a—Ranbd e, A vFIEAR— b T~z LET,

'y rm— & VLANID £7213 ACL AR, AA v FIC ko T SN2 —VER~ I 1
FEITMBIAB~ 7 nORELHEETDHERHY £7,

Auto Smartports (X, VE—F =v ¥ 77 A KA b (REAP) F/idgnA4 7V v K UE— |
TyY 77%A KA (HREAP) £— K® Lightweight 77 & 2 A v F &2V KR —FLEH
/Vo

Auto Smartports ¥/ 0D A4 *—TJL{t

AL v F ETvrarn la— LA X —7 T B, ROMED T — v IZHEVET,
¥5#E EXEC E— R CTROFIEZEITLET,

ATy71

AFy72

ATy73

ATv7 4

AT975

avw vk B

configure terminal sa—) ar7 4 X¥alb—ary E— FEBBLET,

Al :

Switch# configure terminal

macro auto global processing AA v F ET~rurra—r I 32—V LET,

Bl :

Switch (config)# macro auto global

processing

end ¥t EXEC £— RIZERED £9,

Al :

Switch (config) # end

show running-config Auto Smartports 231 F—T NS> TNDZ L EHERLET,
Bl :

Switch# show running-config

copy running-config startup-config (EE) av74FXalb—vay 77 A VICREZREFELET,
Bl :

Switch# copy running-config

startup-config
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77 4V hREICETIZIEL, no macro auto global processing 72— 3L a7 4 X2 L— g 3
S REHERLET,

BEDOR— K ETvrn%T &—7 127 %I2iE. no macro auto processing f > ¥ —7 = A A =
V74X al—vay avwy REFRLET,

show macro auto device, show shell functions, ¥ 310" show shell triggers it EXEC a2~ > R%&f{f
AT, AV NI —BIOMARIASR Y7 B 2R R TEET,

ROFITIE, A v F ETwr/uiA3—T NI, FFEDA LV FX—T A A LTI %T 1 8—7
MTT D HEERLET,

Switch (config) # macro auto global processing

Switch (config)# interface interface id
Switch(config-if)# no macro auto processing

T 7 #JL @ Auto Smartports %7€

e Auto Smartports (., ZB— VLT 4 =T N RSTEY, AV F—T =2 AT LA F—7
MZLET,

o T udKEMEX, Fa— I T 4 =T NIRRT, AV H =T 2 A AT EIIA X —T IV
IZLET,

e CiscoIOS v = /LA X —T N> TWET,

o AA vTFIE, KFEDT /XA AIZ%F LT Auto Smartports 2314 F—T MR > TOWBHAEIL, Zhb
DfFAI~ T a (T 7xV ) #EHLET,

* 241 TNA RABEOEAH#AAH3H 0

E4ZA=E: §% B8R

CISCO_AP_AUTO_ ZovwrnaiE, Cisco77EARLS L FOTAX VAT ZEA RS MEHSAET, 2

SMARTPORT T LY, EHED QoS, auto-QoS. BL U 802.1q DA T ML T F v FRATREIZR Y
Y, A VA —T2A ALTHFAT 47 VLAN 2FELET, /2, Vo Xy ARy
MERIC~S 27 aiRT VT 4 TOEEILRD LI 2 DkEEEE A X —T VI LET,

CISCO_DMP_AUTO _ IO~ X . Cisco TIHN AT 4T TL—XY—DTIVHNLV AT 4T FTb—%— <701l

SMARTPORT WHENET, 22k v, QoS trust, auto-QoS, R—h X2V F 4, BLUORA=LS
VU —ORENPFRICRY £T, o7 mlE, A ¥ —T oA AT DT 7 A VLAN
EREL, AR =F Y AN Ty FbXxy NV —J7 Z2R#E L £ 7,
() auto qos video media-player f > ¥ —7 = A a7 4 X al—var av Kz

ANTBE, AL v FiXCiscoT VXN AT 47 TL—Y—OFEDKHIZ CDP %
IR LET,

CISCO_IPVSC_AUTO _ Zo~x7nuit, CiscolPET A b —_"A T A BATDIP AT w7 lZ@HINET,

SMARTPORT ZhizX Y. QoS trust, auto-QoS, m—h EF 2V T 4, BLORANR=U 7Y U —DFH#EN
ARBICAR D ET, ZO~vrnald, A V¥ —T7 oA AT DT 7 A VLAN 2 E L., R
Ra=F%x AN Ty MLy NI =T ZRHELET,

CISCO_LWAP_AUTO Z o~z rix, Cisco lightweight 7 A ¥ L2 727 &R KA b ® lightweight VA ¥ L2 7

SMARTPORT I A KA D v lCHEASNET, 2ICEY, QoS. K—hk EF2UTF 4, Ab—A
5, DHCP A X —t' > 7, BLOR A= 7Y ) —ORENRTFIREIZRV T, D~/ n
W, A F—T A AT DHT7EAVLAN 2% E L, A= v A s XFv b
Fy hT—7 HRELET,
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zsooz: M
® 241 TIA ABEOHEAAHTI A $HZ)
<oA% H% B8R
CISCO_PHONE AUTO Z»~7 uL, Cisco IP phone ® IP phone ¥ 7 viZH#H INET, ik, QoS., ~—
SMARTPORT FEXx=a2UT7 4, Ab—2A1lfHl, DHCP AX—FE 7, BILORAR= 7Y U —DIRH#EN ]
BRIV ET, F7-. B F—T oA AT H7 7 EABLOER VLAN 3B E L
EJchN
CISCO_ROUTER_AUTO_ | Z»~7ujx, Cisco/L—ZD)—% =z uil@miEnEd, Zhickv, QoS. BLW
SMARTPORT 802.1Q W 7ML EMM LI F T &7/ BI WA= 7"V U — Bridge Protocol Data
Unit (BPDU; 7'V v ¥ 7 haj F—4 2=y ) OE#ENRATERIZZRY 3,
CISCO_SWITCH_AUTO | =~ nif. Cisco Af v FDAA v F <7 niCill S EF, Ak V. QoS HL
SMARTPORT 802.1q ¥ 7ML EER LIz b T X v IRARRICZD £, £/, A VX —T A A LT
*4 747 VLAN b#E LET,

AA v FTTNRA AFGAO~ I a e fEH LWESIL, b~ azfEHLET,

& 2-2 Jo—n)onthraL=wHn

K474k B

CISCO_CUSTOM_AUTO _ Io=rnid, AL vF R—bhETTrFwrul BEASNEEZT, A—hT

SMARTPORT Da—YPERREICHEHAINET, v/ e N TRELHRELET,

CISCO LAST RESORT AUTO To=ruE, AA v FNT AL ZIH L THARR~Y 7 0 2R R 0EAIT,

SMARTPORT K= R DL DOF AL AEF O~ v CHEBENET, Zo~r iz}, F—¥
VLAN I XD EAREN 1 2H Y £

CISCO_SWITCH_AAA_ IO~ uiE, B N BLOT AT T 407 (AAA) DT HT LT 4 v

ACCOUNTING JEEICHEASNET,

CISCO SWITCH AAA Zo~raiE, RBEE, AL BLOT AU YT 47 (AAA) OFRGEREICHE A

AUTHENTICATION EnET,

CISCO_SWITCH_AAA o~ alE, FBEE, A, BROT AV T 47 (AAA) OFFRIERECEH

AUTHORIZATION EnET,

CISCO SWITCH AUTO IP_ Zo~vraiE, IPERECHEASNET,

CONFIG

CISCO_SWITCH_AUTO_PCI_ Z»~ 7 1L, Payment Card Industry (PCI) ¥E#LOFEICHEA SN ET,

CONFIG

CISCO_SWITCH_DOMAIN_NAME_ |z~ 2 ald, FAA UAIC#EAENET,

CONFIG

CISCO_SWITCH_ETHERCHANNEL | = ®~ 7 m /%, EtherChannel O EIC# M S E T,

_CONFIG

CISCO_SWITCH _HOSTNAME _ o= alE, RAMGICEAENET,

CONFIG

CISCO_SWITCH_HTTP_SERVER_ |z~ mit, HTTP — OB EICEA SN E T,

CONFIG

CISCO_SWITCH_LOGGING _ Zo~vwzalx, aX s P R"oRECEHINET,

SERVER_CONFIG

CISCO_SWITCH_MGMT_VLAN Zo~r v, EH VLAN OFEICEASNET,

CONFIG
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CISCO_SWITCH_NAME_SERVER _
CONFIG

Iowrualt, F—2 V= "OREIZHEHINET,

CISCO_SWITCH_NTP_SERVER
CONFIG

Zo~wruali, Xy FU—2 AL Fra han (NTP) — "OREICHEH SN
i‘j‘o

GE) N—FxNVTFF7A4X—F Xy bT—2 (VPN) V—F 4 J/#zik
(VRF) A Y AH U AL NERE I N TWRTHE, ntp server 7 12— /3L
a7 4F¥alb—yvaryaxry REEHEnEEiA,
CISCO_SWITCH_RADIUS Zo~Z7vix, RADIUS — "R EICEA I NET,
SERVER_CONFIG
CISCO_SWITCH_SETUP _SNMP To~wsalx, liGry hU—r%m 7 a han (SNMP) o kT v FEREICTHEA
TRAPS SNET,
CISCO_SWITCH_SETUP USR_ o~ uix, a—VRECHEAINLET,
CONFIG
CISCO_SWITCH_SNMP_SOURCE_ |z~ uiZ, SNMP Y —R 4 ¥ —T = A AOFTITHEHAINET,
CONFIG
CISCO_SWITCH_TACACS Zo~7 v, TACACS — RO EICHA SN ET,
SERVER_CONFIG
CISCO _SWITCH_USER PASS Zowrul, a—FEABLIOARNRU— FOREICHEHINET,

CONFIG

. 7oF=7nid@liflEH»O~ 7 aD—5T, Vo780 Ay FDEEICv7n iRl Ed,

Cisco IOS Release 12.2(55)SE AR TId,
e AA wF i, Cisco IP Phone (Z CISCO PHONE AUTO SMARTPORT ~ 7 v Zi#EH L £,
o TURARFRA b wruiliE, ROILEEENH Y £,

- AA T, T/ EARAL L MOF AT (autonomous F 7213 lightweight) ZHeE L. #1722
~ruzEMlLET,

- TIEABALL RO =YXy b LY—RNEDANA v H—T oA ATH—N=F 2 =5 —

RS T 20z,

AA v FIE, auto-QoS ¥ 1 7, X, BLWMEOEM: (TLV) %ZFf> CDP

Ave—UEZITRoE X2, QoS HIIBEDORELZT 7 A KA v b w7 2 lZiBIMLET,
QoS 1Z, auto-QoS TLV 7> & HHsiE D 2 B& L £ 97,

CDP # vt —IZ auto-QoS TLV 23725 a . A4 v Fid, ~ 7 v\ THHEE O RE 2180 L

A,

(E)

TI7RARAL LN A A=T % auto-QoS TLV Z2HioA A—VIZT v 77 L— KLARWEE,

AL o FIET IR RA LN =7 Bl THEBRIBOREZEBMLUETA, Ly —"~DY VI RL
DU ANCERE LIZImiE L, U > 7 BN SN RE R TE O ENHIFR I E T,

QoS HEZ R ET H~v 71 a~vr REBML, AL vy FREDO~7 %, auto-QoS TLV %
BR—=FLTWVRWNWT 7R RSV MIEHLTH, I~ RE7 78R RA 2 MIEHIL
FHA, TOavr REFAL TRV —PERE~ 7 0Bk L T ZE0,

— Catalyst 3750-E 3 X O} 3560-E A A » F % Cisco Aironet 1250 7 7 & & KA > MTHHEL T

WHHEE

ALy FIEFRR20W 28D 4 THEIREZEM L ET,
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Cisco 10S Release 12.2(58) SE # EITT 5 A A v F T, CDP MEDT XNV AT 4T FL—F—IC
CISCO_DMP_AUTO SMARTPORT ~Z7 u %425 &, TOT VXN AT 4T Fb—%—D
auto-QoS FRENEMR I N E T,

Cisco 10S Release 15.0(1) SE LA TlE, 727 & A R4 >~ ~2Z 1iZ, Control and Provisioning of
Wireless Access Points (CAPWAP) 7’1 h2/L& %R — KL TWET,

Auto Smartports D/35 * — 2 {EDEKTE

AR E RUH—=M0, T RAFGEFOMBIAH~Y T B ~D~ v B TiE, AA v F THEIMIZEST
ENET, ROEBOT oy —U v o> T, ~7uadDT 74V~ RTA—=FExE, AL v FHHED
fEICEEXHMZ S5 LN TEET,

¥t EXEC £— FCROFIREZFITLET,

ATy71

AFy72

AT973

ATv7 4

avy kR

E[:3)

show macro auto device

Bl -

Switch# show macro auto device

~ DT TNk RTA=FEEFRFLET,

configure terminal

Al -

Switch# configure terminal

ya—r) ar 74 Xal—ay B— REEEBELET,

macro auto device {access-point |
ip-camera | lightweight-ap |
media-player | phone | router | switch}
[parameter=value)]

Bl -

Switch (config)# macro auto device
router

BELE~Z7u0dDT 74V s XTI A—FEEBEHRZ T,

FNZENDLETEEDRT 2 AR—ZA TR LB THE LMz A
LEd (il : [<namel>=<valuel> <name2>=<value2>...]).

VLAN R X —ZlExIEET 5 L &2, VLANID $£7-1% VLAN 4 %
ASTEET,

F7 N MEIX, K~ 0DT T F Nk RTA=FEIZH L TREN
i‘j‘o

e access-point NATIVE VLAN=I

e ip-camera ACCESS VLAN=1I

* lightweight-ap ACCESS VLAN=1

¢ media-player ACCESS VLAN=1

e phone ACCESS VLAN=1 VOICE VLAN=2
e router NATIVE VLAN=I

e switch NATIVE VLAN=1

GE) ZoOTRRAPNXFINE. HAIRAS T BDEFENDOT F A ML
FHE LTV DILERSH D=, (VOICE VLAN O L 9
1) ELWRT A —=F /B AT HLERSY £77,

end

ol :

Switch (config)# end

He#E EXEC B— NIZEY £7°,
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A7975 show macro auto device AN EFERLET,

Bl -

Switch# show macro auto device

A7976 copy running-config startup-config (FE) avr74¥al—vary 77 A NVICEREERELET,

ol :

Switch# copy running-config
startup-config

KOFITIE, IP phone D~ 27 v NI A —=FflEaFKR L, 774/ FOFFZ VLAN 225 20 IZEHE S
LHEERLET, 774N MEZER LT, BE~Z e @A SN TWDEA X —T =4 A LT,
EEANENTICHEMA SN L2DIT TEDHY XA, RESNTAEIX, KOV 7T v 7 A4 X M Tl
MEnEd, VOICE_VLAN ICIELWT F A FXFHIREH SN TS Z L2 L T<7Eawn, 2
Dx b Y TIERILF LD LFRXB S E T,

Switch# show macro auto device phone
Device:phone

Default Macro:CISCO_PHONE AUTO SMARTPORT
Current Macro:CISCO_PHONE_AUTO_ SMARTPORT
Configurable Parameters:ACCESS VLAN VOICE_ VLAN
Defaults Parameters:ACCESS_VLAN=1 VOICE VLAN=2
Current Parameters:ACCESS_VLAN=1 VOICE VLAN=2

Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch (config) # macro auto device phone VOICE_VLAN=20
Switch (config) # end

Switch# show macro auto device phone

Device:phone

Default Macro:CISCO_PHONE AUTO_ SMARTPORT

Current Macro:CISCO_PHONE_ AUTO_SMARTPORT

Configurable Parameters:ACCESS VLAN VOICE_ VLAN
Defaults Parameters:ACCESS_VLAN=1 VOICE_ VLAN=2
Current Parameters:voice vlan=20

MAC 7 FLR JIL—TDE&E

CDP R° LLDP 72 EF DR A N—EHZ T B haLz PR —F L TR TANAL R (Y rZed) iZon

TiE. MAC 7 FLAR—=Z2D N H—FREEHHLET, ZOLEBEDOT o —U % T, ROAT v

7OZ)§‘/[Z‘EVGTO

1. macro auto mac-address 72— )L a7 ( Fal—i gy avwr REfERALTMAC 7 FL &
NR—=2D h) H—%FHET D,

2. macro auto execute 72— 3L 27 4 Fal—v gy av s FEEHLT, MACT7 FL X K
U H—#flAridd= 7 mE i F2—PER~ 7 0 lZBEEMN T D,

Auto Smartports A2 24 F¥alL—¥ 3> AL F
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ATyF1

AT972

A7973

ATy7 4

ATv75

ATv7 6

~

vsoose N

(3¥)  Cisco I0S Release 12.2(58) SE LIk EITL TCWHAA v F TiE. MAC 7 RL A ZL—70D MAC 7
FLRAZZETL eI~ rupdflsnEd,

Cisco 10S Release 12.2(58) SE LV RiDY V—R%ZFEITLTWNWDHAAL »F TiE,. MAC 7 RL R J)L—
TDOMAC 7 RLAZFEH L TG 60 it~ 7 mdwi ShvET,

¥t EXEC £— FCTROFIREZFITLET,

avwy R

=]:5)

configure terminal

ol :

Switch# configure terminal

Fa—r ar 74 Xal—ay B— REHEEBELET,

macro auto mac-address-group name

Bl -

Switch (config)# macro auto
mac-address-group address trigger

ITN—TFLEEEL, MACT RLRA a7 4F¥alL— gy B—F
PRI L £,

[mac-address list /ist] | [oui [list /ist |
range start-value size number]|

Bl :

Switch (config-addr-grp-mac) #
mac-address list 2222.3333.3334
22.33.44 a.b.c

AR—=ZATRY>72 MAC 7 RLZADY A b aRELET,
operationally unique identifier (OUD) ®» VU A b~ 13#il %z fRE L £
J, OULIZMAC 7 RLADERYD 3 /314 b T, W ORIESEE 2%
MLET, OUL ZH5ET D&, RAN—EE T haLzhR— KL
TWRNWT N, A %RBHETEET,
e list: OUI VY R b &, AX—RTRY o7 16 #EEXNTAN LET,
* range : OUI OBAMAEZ 16 #E TAN LET (start-value).

o size: B LT KLU A URXRMEEKRTH7ZDD range DE S
(number) % 1 ~5 CTANLET,

exit

Bl -

Switch (mac-adress-config) exit

a7 4FXalb—Yar E—KRIED 1,

macro auto execute address_trigger
built-in macro name

Al :

Switch (config)# macro auto execute
address_trigger builtin
CISCO_PHONE AUTO SMARTPORT

MAC 7 RV AT V—F N H—% MlAhirH~rs o Eizida—FE
F~vr/nll~vy 7 LET,

MAC 7 FL A b U B —iE, 65 BRICA v F—T7 = RITHEH SN E
To AA v FIXZOF—NFIFHAZHEH LT, MACT7 FLx Y
=D VIZ CDP 721 LLDP X—A DA X~ hU H—%1i A
LET,

end

ol :

Switch (config)# end

ke EXEC £— FIZREY £1°,
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AT978
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Switch# show macro auto
address—-group group2

show macro auto address-group name | A\ /jZ2fEE L ¥,

Switch# copy running-config
startup-config

copy running-config startup-config (EE) 2o 74Fal—ay 77 A NVICERERRELET,

WIZ, address_trigger L\ D4 RITTMAC 7 KL A Z)b—7F 4 Xy b MU H—%ER L, Bifkko#M
HrirH~v 7 mlZvy BT L, ANEMHRT D0 ERLET,

Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Switch (config) # macro auto mac-address-group address_trigger

Switch (config-addr-grp-mac) # mac-address list 2222.3333.3334 22.33.44 a.b.c
Switch (config-addr-grp-mac) # oui list 455555 233244

Switch (config-addr-grp-mac) # oui range 333333 size 2

Switch (config-addr-grp-mac) # exit

Switch (config) # macro auto execute address_trigger builtin CISCO_PHONE_AUTO_SMARTPORT
Switch (config) # end

Switch# show running configuration | include macro

macro auto mac-address-group address_trigger

mac auto mac-address—-group hel

mac auto execute address_trigger builtin CISCO_PHONE_AUTO_SMARTPORT

macro description CISCO_DMP_ EVENT

mac description CISCO SWITCH EVENT

|

<output truncated>

WOBNL, 00000A HI6FED 5 2O L7727 FLATOUL U A &ERT 2 HiE, Bz b
U aMGEY 2 ikE R L TVET,

Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch (config) # macro auto mac-address-group sizeSouilist
Switch (config-addr-grp-mac) # oui range 00000A size 5

Switch (config-addr-grp-mac) # exit

Switch (config) # mac auto execute size5-ouilist builtin macro
Switch(config)# macro auto execute address_trigger builtin CISCO_PHONE_AUTO_SMARTPORT
Switch (config) # end

Switch# show running configuration | include oui

oui list 00000E

oui list 00000D

oui list 00000C

oui list 00000B

oui list 00000A

Auto Smartports A2 24 F¥alL—¥ 3> AL F
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vsoose N

< ODKFEDRTE

AA v F T Auto Smartports & A R —TNMITDHE, TIZANVITIRHI VI T T AR D EXITY
JaRENER S, Vo7 Xy AXVEDOEEICHIBRENE T, 7 raDKEMEE A F—TIC
THE, VI T o 7OLEEICHRENEAIN, VoI roLEiChlREnNES, BAINZRTE
TRFENET, FTFoar 74 Xalb— a3y 77 AL RELTRBLLE, VI — g~
DOXKGENRE SN E IR T,

ATy71

ATy7 2

AT973

ATv7 4

AT975

ATv7 6

COFEEDT =X o T, VI ARV EDEHETH, Ay F LT~ ulN7 77 4

TN B ol LET,

¥t EXEC E— F TIROFIRZET L £,

avwv R

E]:)

configure terminal

Bl -

Switch# configure terminal

Ja—)L ar7 4 F¥al—ary T—REEBLET,

interface interface-id

Bl -

Switch (config)# interface
gigabitethernet 2/0/1

AV E—T A AEH/EL, AV F—T A A AT 4 X2l —s
V= REBMMLET,

macro auto sticky

Bl -

Switch(config-if)# macro auto port
sticky

Voo ARV DB TH, A VX —T A A LTI ualn77
T4 TR DLE T LET,

end

ol :

Switch (config)# end

ke EXEC £— FIZREY £17,

show running-config interface
interface-id

Bl -

Switch# show running-config
interface gigabit ethernet 2/0/1

AN E MR L ET,

copy running-config startup-config

ol :

Switch# copy running-config
startup-config

UEE) av 74 Xalb—ary Z7ANMVCHREFRTELET,

WOBITIE, A F—T =24 A LTI vOKGMEZ A RX—T VT DHEERLET,

Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch (config) # interface gigabitethernet 2/0/1
Switch (config-if)# macro auto port sticky

| oL-27650-01-J
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Switch (config-if) # exit

Switch (config)# end

Switch# show running-config interface gigabitethernet 2/0/1
Building configuration...

Current configuration : 243 bytes
|

<output truncated>
!

interface GigabitEthernet2/0/1

srr-queue bandwidth share 1 30 35 5

queue-set 2

priority-queue out

mls gos trust device cisco-phone

mls gos trust cos
macro auto port sticky

service-policy input AUTOQOS-ENHANCED-CISCOPHONE-POLICY
end

<output truncated>

Switch#

HAHRAAT I ODF T 2 ORTE

AR N NI A —%lBIAR~ I BIZw v BT L, flBABR~I7aDT 74V N RTA =K% A
A vTFRHEAEDHETEIBRZDIZIE., 2o7ar—UxEEHALET, T74V ORI A—H{lixk~7
0 CE &ML SVENDDHYE1E. macro auto device 72— )L a7 4 X al—v gy avw R
EHEALET, 207y —Yy0T_XToOa~vy RE4 7y a 7,

Auto Smartports A2 24 F¥alL—¥ 3> AL F
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zsonize B
¥ EXEC £E— RTHEITLET,
avvFk B
A7971  configure terminal sa—)ar74X¥al—vary E— FERBLET,
Bl :
Switch# configure terminal
A7972 macro auto execute event trigger AR N N T BAR~T 7 a~Dv B TR EFRLET,

builtin built-in macro name

. 7y D EA s
[parameter=value] [parameter=value] event trigger IZRDIEFHE L %7

e CISCO_CUSTOM_EVENT
Bl - e CISCO_DMP_EVENT

Switch (config) # macro auto execute e CISCO IPVSC EVENT
CISCO PHONE EVENT builtin - -
CISCO_PHONE_AUTO_SMARTPORT * CISCO_LAST_RESORT_EVENT

ACCESS_VLAN=10 VOICE VLAN=20 . CISCO PHONE EVENT

e CISCO_ROUTER_EVENT

e CISCO _SWITCH_EVENT

e CISCO _WIRELESS AP EVENT

e CISCO_WIRELESS LIGHTWEIGHT AP _EVENT

e WORD:=a—WERDAX b P HT—ZEHLET,
builtin built-in macro name = 8E€ L £ 7,
FNEND L FIEE DN T 22— 2 TR AR TH LVEE AT L

£9 (] : [<namel>=<valuel> <name2>=<value2>...]), 7 7 # /v M#
I, ASILTzEBVICEREINET,

e CISCO_AP _AUTO _SMARTPORT

/XT A—HB i NATIVE VLAN=1 % g€ L £,
e CISCO DMP AUTO SMARTPORT

/XT A —HZ i ACCESS VLAN=1 #f8& L £,
e CISCO_IPVSC_AUTO_SMARTPORT

RF A—H i ACCESS VLAN=1 #fREL %7,
e CISCO LWAP AUTO SMARTPORT

RT A —H 1l ACCESS VLAN=1 #fE L E7T,
+ CISCO PHONE AUTO_SMARTPORT

T A—H 1l ACCESS VLAN=I1 ¥ X () VOICE VLAN=2 %7€ L

E3r
e CISCO ROUTER _AUTO SMARTPORT

/T A—HB i NATIVE VLAN=1 %#{g& L £,

e CISCO_SWITCH_AUTO_SMARTPORT
N A—B Nl NATIVE VLAN=I i€ L£7,

Auto Smartports A~ 24 X¥alL— 3> HAF
[ oL-27650-01-J .m



#2%E Auto Smartports ¥4 O & Static Smartports 7 RORE |

W <snosx
avwy R BiY
A7973  remote ur/ JE—h <0 77ANVHOY ET—F $—ROBEMEEELET,
o RFURTHRY AA VT LEFERFAF I v AF—LOoa—J 7
# - Tova T4 VAT LD : flash:

ATy7 4

ATv75

AT976

Switch (config)# remote
nvram://user:password@/C/macros

o RHE T AUNEOU—HN TTva Ty VAT LD
flash member number:

e FTP O :
ftp:[[//username|:password|@location]/directory)/filename

e HTTP #— O :
http://[[username:password|@]{hostname |
host-ip}[/directory)/filename

e X7 HTTP — D :
https://[[username:password|@]{hostname |
host-ip}[/directory)/filename

e NVRAM DT :
nvram://[[username:password|@][/directory]/filename

e UE—Favr—7um bhan (RCP) ORI :
rep:[[//username@location]/directory]/filename

e kX aT at’— Fu hzajL (SCP) DR :
scp:[[//username@location]/directory]/filename

e TFTP O :
tftp:[[//location]/directory)/filename

end HeiE EXEC — FIZEY £,

i -

Switch (config) # end

show running-config Auto Smartports 234 XF—T Mo TWDH I L EMHERLET,
-

Switch# show running-config

copy running-config startup-config EE) av74Xal—Yay 77 A MIRELZIRELET,

-

Switch# copy running-config
startup-config

WROFITIL, 2 DOMBIAHR~ 7 ozl LT, Cisco AA v FI5 LW Cisco IP phone % A A v F~H
BT DFHEERLET, ROFITIEH, N7 A ¥ —T x4 ZARHIZT 74V bOFRF VLAN, 77
A VLAN, B8XU*A 7 47 VLAN 2ZHE L £7,

Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Switch (config) #!!! the next command modifies the access and voice vlans

Switch (config)#!!! for the built in Cisco IP phone auto smartport macro

Switch (config)# macro auto execute CISCO_PHONE EVENT builtin CISCO_PHONE_ AUTO_SMARTPORT
ACCESS_VLAN=10 VOICE_VLAN=20

Switch (config) #

Switch(config)#!!! the next command modifies the Native vlan used for inter switch trunks

Auto Smartports A2 24 F¥alL—¥ 3> AL F
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Switch(config)# macro auto execute CI
NATIVE_VLAN=10
Switch (config) #
Switch (config) #!!!
Switch (config) # macro auto global pro
Switch (config) #
Switch(config)# exit

Switch#
Switch# !'!! to another Cisco Switch a
Switch#
Switch# show running-config interface

Building configuration...

Current configuration
|

interface GigabitEthernetl/0/1
switchport trunk encapsulation dotlg
switchport trunk native wvlan 10
switchport mode trunk

srr-queue bandwidth share 10 10 60 2
queue-set 2

priority-queue out

mls gos trust cos

auto gos voip trust

macro description CISCO SWITCH EVENT
end

284 bytes

vsoose N

SCO_SWITCH_EVENT builtin CISCO_SWITCH_AUTO_SMARTPORT

the next command enables auto smart ports globally

cessing

'1! here is the running configuration of the interface connected

fter the Macro is applied

gigabitethernetl/0/1

0

WOBTIE, AT 47 VLANSIZHLTYE— b 70 2R ETHHEEZRLET,

a. macrotxt 77 A MU E—F v/ 0%

==

AELET,

b. macro auto execute =7 A ¥ a2l —I gy avw s REFEHLT, ~782 774 LDV E— D

T afRE LE T,
Macro.txt 7 7 1 v

[[ SLINKUP -eq YES 11;
conf t
interface SINTERFACE
macro description $
auto gos voip trust
switchport trunk en
switchport trunk na
switchport
switchport

if then

trunk al
mode tru
exit
end
else
conf t
interface $INTERFACE
no
no

macro description
auto gos voip tru
switchport mode t
switchport trunk
switchport trunk
switchport

no

no

no

no trunk
exit

end

TRIGGER

capsulation dotlg

tive vlan $NATIVE_VLAN
lowed vlan ALL

nk

st

runk

encapsulation dotlg
native vlan $NATIVE VLAN
allowed vlan ALL

Switch (config) # macro auto execute CISCO_SWITCH EVENT remote tftp://<ip_address>/macro.txt

NATIVE_VLAN=5

Switch# show running configuration |
macro auto execute CISCO_SWITCH EVENT

include macro
remote tftp://<ip address>/macro.txt

| oL-27650-01-J
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NATIVE_VLANZS
Switch#

A—YERAXVF M) H—DERL

AR K FUF—LLTMAB F7203 802.1x FFBiEx# T 28413, RADIUS — Tk Sz
A2 apghk: LMD ~LT  (auto-smart-port=event trigger) (x5 5 ]\ VA—%ERLET, ZOFIE

ATyF1

AT972

AT973

ATy7 4

ATv75

HEETY,

¥ #e EXEC £— R TEITLET,

avwy R

=]: 5]

configure terminal

Al -

Switch# configure terminal

Ja—)L ar7 4 F¥al—yary T— REEBLET,

shell trigger identifier description

Bl

Switch (config)# shell trigger
RADIUS MAB EVENT MAC_ AuthBypass
Event

AXRE NIV F—OIDEBLOHHZEELET, 201D Z2HEETD
BElE, XFEMIZAR—=ARNA, T B ANRNTL SN,

end

Bl -

Switch (config)# end

¥eHe EXEC E— RIZRD £9°,

show shell triggers

Bl -

Switch# show shell triggers

AA v F DA NI T—%FRLET,

copy running-config startup-config

Al -

Switch# copy running-config
startup-config

EE) v 74 FXal—ay 77 A NCEREARGELET,

WOHFIEL, RADIUS MAB_EVENT &9 2 —HFEHRA X b b H—%2fAiAH~ 7 17 CISCO_AP
AUTO SMARTPORT i~ v B> 7 L, 74/ +® VLAN % VLAN 10 ([CEZ# 2 T, = U %

MRES % 7 ikZ R L TWET,

a. 7 A%, MABIZHIG LIcAA v F A— MR L £,
b. RADIUS #— LT, B EEDT % auto-smart-port=RADIUS MAB_EVENT IZ5%/E L &

R

AA wF LT, Ak kY #H— RADIUS_ MAB_EVENT % £ L £,

A A v F X, RADIUS H— 3225 @ attribute-value pair=RADIUS_ MAB_EVENT &8 % 785 L .
~ 271 CISCO_AP_AUTO SMARTPORT %/l L £,

Switch# configure terminal

Auto Smartports A2 24 F¥alL—¥ 3> AL F
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commands, one
create a user

Enter configuration
Switch (config)# !!!
Switch (config)# !'!!
Switch (config)# !!!
Switch (config)
Switch (config) #

( )

vsoose N

per line. End with CNTL/Z.
defined trigger and map

a system defined macro to it
first create the trigger event
# shell trigger RADIUS_MAB EVENT MAC AuthBypass Event

Switch(config)#!!! map a system defined macro to the trigger event
Switch (config) # macro auto execute RADIUS MAB EVENT builtin ?

CISCO AP AUTO SMARTPORT
CISCO CUSTOM AUTOSMARTPORT
CISCO DMP AUTO SMARTPORT

CISCO IP CAMERA AUTO SMARTPORT
CISCO LAST RESORT SMARTPORT
CISCO LWAP AUTO SMARTPORT

CISCO PHONE AUTO SMARTPORT
CISCO ROUTER AUTO SMARTPORT

CISCO_SWITCH AUTO SMARTPORT

native vlan and trust cos

user defined parameters

access vlan, gos and port-security
access gos and port-security
access

Configure
Configure
Configure
Configure
Configure
Configure native
storm-control

Configure access vlan, voice vlan,
device, interface bandwidth, port-security

vlan,
vlan
vlan,

gos, port-security and

trust
Configure native vlan, spanning tree

port-fast, trunk mode and trust dscp
Configure native vlan, trunk mode

Switch (config) # macro auto execute RADIUS MAB EVENT builtin CISCO_AP_AUTO_SMARTPORT

ACCESS_VLAN=10

Switch (config) # exit
Switch# show shell triggers
User defined triggers

Trigger Id: RADIUS MAB EVENT
Trigger
Trigger
Trigger

<output

environment:
mapping function:
truncated>

WOHICIL. show shell triggers F# i
WHANRY b N —%RRT B HE

Switch# show shell triggers
User defined triggers

Trigger
Trigger
Trigger
Trigger
Parameters:

description:
mapping function:

Current version: 1
Negotiated version:
Mapped Function:

1

Trigger
Trigger
Trigger
Trigger
Parameters:

Current version: 1
Negotiated version:
Mapped Function:

description:
mapping function:

1

Trigger Id: CISCO_CUSTOM EVENT
namespace: ASP TRIG
description: Custom macro

mapping function:

Trigger
Trigger
Trigger
Parameters:

Current version: 1

description: MAC AuthBypass Event

CISCO_AP SMARTPORT

EXEC a2~ R&EHFHLT, AAvF V7 7 =TIZE&ENT
ERLET,

Id: CISCO_AUTO CONSOLE EVENT
namespace: ASP_TRIG_GLOBAL_FUTURE
Console password

CISCO AUTO CONSOLE PASSWD
Id: CISCO_AUTO TIMEZONE CONFIG

namespace: ASP _TRIG_GLOBAL USR
timezone parameters

CISCO_AUTO TIMEZONE

event to apply user defined configuration

Auto Smartports A~ 24 X¥alL— 3> HAF
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Negotiated version: 1
Mapped Function: CISCO CUSTOM AUTOSMARTPORT

Trigger Id: CISCO_DMP_EVENT

Trigger namespace: ASP TRIG

Trigger description: Digital media-player device event to apply port configurati
on

Trigger mapping function:

Parameters: ACCESS VLAN=1

Current version: 1

Negotiated version: 1

Mapped Function: CISCO DMP AUTO_ SMARTPORT

Trigger Id: CISCO_IPVSC EVENT

Trigger namespace: ASP TRIG

Trigger description: IP-camera device event to apply port configuration
Trigger mapping function:

Parameters: ACCESS VLAN=1

Current version: 1

Negotiated version: 1

Mapped Function: CISCO_IP CAMERA AUTO SMARTPORT

Trigger Id: CISCO LAST RESORT EVENT

Trigger namespace: ASP TRIG

Trigger description: Last resort event to apply port configuration
Trigger mapping function:

Parameters: ACCESS VLAN=1

Current version: 1

Negotiated version: 1

Mapped Function: CISCO_LAST_ RESORT_SMARTPORT

Trigger Id: CISCO_PHONE EVENT

Trigger namespace: ASP TRIG

Trigger description: IP-phone device event to apply port configuration
Trigger mapping function:

Parameters: ACCESS_VLAN=1 VOICE_VLAN=2

Current version: 1

Negotiated version: 1

Mapped Function: CISCO_PHONE AUTO_SMARTPORT

<output truncated>

& DOFI T, show shell functions Fi#E EXEC 2~ > REHEH LT, AA vF VY7 U =TIZ&EN
TWOMAIAAR~ I v e fKrm-T D HEEZRLET,

Switch# show shell functions
#User defined functions:

#Built-in functions:

function CISCO_AP AUTO SMARTPORT () {
if [[ $LINKUP -eg YES ]]; then
conf t

interface S$INTERFACE
macro description $TRIGGER
switchport trunk encapsulation dotlg
switchport trunk native vlan $NATIVE VLAN
switchport trunk allowed vlan ALL
switchport mode trunk
switchport nonegotiate
auto gos voip trust
mls gos trust cos
if [[ SLIMIT -eq O ]]; then

default srr-queue bandwidth limit

else

Auto Smartports A2 24 F¥alL—¥ 3> AL F
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vsoose N

srr-queue bandwidth limit $LIMIT
fi
if [[ $SW_POE -eqg YES ]]; then
if [[ $AP125X -eq AP125X ]]; then
macro description AP125X
macro auto port sticky
power inline port maximum 20000

end
fi
if [[ SLINKUP -eg NO ]]; then
conf t
interface SINTERFACE

no macro description
no switchport nonegotiate
no switchport trunk native vlan SNATIVE VLAN
no switchport trunk allowed vlan ALL
no auto gos voip trust
no mls gos trust cos
default srr-queue bandwidth limit
if [[ $AUTH7ENABLED -eq NO ]]; then

no switchport mode

no switchport trunk encapsulation
fi
if [[ $STICKY -eq YES ]1]; then

if [[ $SW _POE -eq YES ]]; then

if [[ $AP125X -eq AP125X ]]; then
no macro auto port sticky
no power inline port maximum
fi

<output truncated>

ARV FPYH—ar FO—)LDETE

AA IRl T 58 A IV T ERETDITE, ANV RV T— a3 be—La2EHLE
T T7ANPTIE, AL Yy FITRO PV T—IZx L THlAIRAB Y 7 o B L —FER~Y I/ nEd < v
B LET,

o BIHFE (MAC 7 RLA Z4—7 MAB A vt —2, 802.1x #fEA vt —, LLDP A vt —

VL)

o TNRARHAT (Cisco AA »F, /—%_ 1P Phone 7 &)

e WEINTWD MY I—
Cisco I0S Release 15.0(1) SE LAF%:CTiX. macro auto global control detection [cdp | lldp] 7" 72—/ 3L
B v E—Tzf R arT7 4 F¥alb—Yary avry FEPR— a2 ELi, MACT
RLAR—=2D b H—%F%ET 521X, macro auto global control device 7" 2 — NV FE 7 id A
R—Tx A A a7 4 Fal—ary avy REFEHLET,

M) AT—2BIRTDHE, ZRHEDO M) T—RNv /By B LTV LHGEAE0A, EHSNET,

| oL-27650-01-J
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RAA1YTF
i EXEC £— FCROFIREFITLET,
avw Uk B
A7971  configure terminal Fra—sL ar 74 ¥al—ay B— REEBLES,

AFy72

ATy73

AT974

AT975

Bl Auto Smartports A~ 74 Fal—>av H4F

Bl -

Switch# configure terminal

macro auto global control {device
[access-point] [ip-camera]
[lightweight-ap] [mac-address]
[media-player] [phone] [router]
[switch] | trigger [last-resort]}

ol :

Switch (config)# macro auto global
control mac-address

B HE, TR ZAT 0 FRE R H—ITESNT, AL v FH
~/uEEMT LA I T EEELET,

e device : KD 1 DL EDTNA R%E A X2k FUF—L LTHE
ALET,

— (fEE) access-point : Autonomous 7 7 & &A1 k
— ({EE) ip-camera : CiscoIP EFH —_A4 T 2 I AT
— ({£%) lightweight-ap : Lightweight 77 &% &1 v k
— ({£EE) mac-address : 7 /31 AD MAC 7 R LA
— (L&) media-player : 7YXV AT 47 T L—F—
— ({£&) phone : Cisco IP Phone
— (f£%) router : Cisco /L —%
— ({£%&) switch : Cisco A1 v F
o trigger : HEDA XN MU AT—EFEHLET,
— ({EE) last-resort: 7 A LU Y — K hU H—

TN ETIE, AA v TFIEARXV D NI LTT RS R FAT
EHFEHLET, AL v TFBTNA R XA TERETERWGERIT,
MAC 7 RV R Zv—7 MAB A vt&— 802X iBfEA vE—,
BELOLLDP A vt —T% T X AREFTHEHALET,

end

ol :

Switch (config) # end

He#E EXEC B— FNIZEDY £7°,

show running-config

Al -

Switch# show running-config

Auto Smartports 2314 R —T /o TND Z & EERLET,

copy running-config startup-config

Bl -

Switch# copy running-config
startup-config

UEE) 2> 74 F¥alb—ary 77 ANCHREFRGTELET,

autonomous 7 7 £ A WA FEH LT & 7217, 2 A »F A CISCO_AP_AUTO_SMARTPORT ~
ynzEMT 2 XD ICRET 2k
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vsoose N

Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch (config) # macro auto global control device access-point
Switch (config) # end

autonomous 7 7 A IRA > FF 721X Cisco IP Phone i L7z & & 7215, A A v F N
CISCO AP _AUTO SMARTPORT ~ 7 & %57 % & 5 \cid i3 5 Hik -

Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch (config)# macro auto global control device access-point phone
Switch (config) # end

A3—T LR

H¢iE EXEC £— R TROFIEEZ EITLET,

avwy kR B
A7971  configure terminal JTa—r)L a7 4 Xal—ary T— RE#EBLET,
ol :

Switch# configure terminal

A7972 interface interface id A B —T A REBEEL, A —Tx2f A AT 4 X2l —3
v E—RNERBLET,

Al -

Switch(config)# interface
gigabitethernet 2/0/2

A7973 macro auto control {device BHHE, TAL A AT FREF R T—ICESNT, XA v TN
[access-point] [ip-camera] ~IuErEHATLEA I ERRELET,
[llght.welght-ap] [mac-address] e device : kD 1 SPLEDTF AL RA . 40 b U H— e LTl
[media-player] [phone] [router] T

[switch] | trigger [last-resort]}
— ({E) access-point : Autonomous 7 7 £ & KA > k

i - — (fE:#) ip-camera : Cisco IP BT A #—_A T X B X T
Switch (config) # macro auto global — ({£%) lightweight-ap : Lightweight 77 = 2 &A > h

control mac-address

— ({£E) mac-address : 7 /31 2D MAC 7 R L &
— (&) media-player : 7V XV AT 4T T L —F—
— ({£&) phone : Cisco IP Phone
— (f£E) router : Cisco /L —#
— ({£7) switch : Cisco 21 v F
o trigger : FEDA XN MU A—EFEHALET,
— ({E®) last-resort : 7A LU Y — K hU H—

FIFNEITIE, AA v FIIA RN FIUH—ELTTFARAS R ZALS
EERALET, A v FRT AL A Z A TERETEROEAIL,
MAC 7 KL A Zv—7, MAB A vt —3, 802 1x BFEA v —,
BIOLLDP Av®—v% 7 X ARIBFCHERHLET,

Auto Smartports A~ 24 X¥alL— 3> HAF
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AT97 4

ATy75

ATv7 6

SEVA|

avwv Rk

=]

exit

Bl -

Switch (config-if)# exit

ya—r) ar7Z4Xal—vary T—RIOEY ET,

end

ol :

Switch (config) # end

HefE EXEC B— FNIZEDY £7°,

show macro auto

Al -

Switch# show macro auto

AN E MR L ET,

copy running-config startup-config

Bl -

Switch# copy running-config
startup-config

UEE) 2> 74 F¥al—ay 77 ANCHREFRTELET,

lightweight 7 7 2 2 R A h F£721% Cisco IP Phone Z i L7= & 721, A A v FH
CISCO_AP_AUTO SMARTPORT ~ 7 1= % 7= (% CISCO_PHONE_AUTO_SMARTPORT ~ ~ 1 % jii

MF 2 LD ITRET 27

Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch (config)# interface gigabitethernet 5/0/1
Switch (config-if)# macro auto control device lightweight-ap phone

(
Switch (config-if) # exit
(

Switch (config) # end

A—HFEREIVOADI—HERL) H—DRTE

Cisco 10S Release 15.0(1) SE LI TlE, 707 7 AV ETNRAL AD2—YFEREIN—T ") H—%5H
ETEET, NI H—= IV —THheH L Ta—YiER~ 2 v 2@ £,

Auto Smartports A2 24 F¥alL—¥ 3> AL F
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ATy71

AFy72

A7973

ATy7 4

ATv75

Bl A—HPERIRUS M) H—

vsoose N

A—PERS I B HO—FERA N b P —EHRET DL, Kl EXEC £— FEBMH L. K

DFNEZHENET,

avwy kR

E[:5)

configure terminal

#l :

Switch# configure terminal

Jua—r) ar7Z 4 F¥alb—ary E— RERBLET,

macro auto trigger trigger name
[device | exit | no | profile]

%l -

Switch (config)# macro auto
trigger DMP

Switch (config-macro-trigger) #
profile mediaplayer-DMP

~su Ny H—ar74Xal—rary B— FEBLET, ZOF—F
T, 2=V ER~ I/ Bl BT TP ERA N N T—%
BETEET,

o device : LHIfTE N H—IZ~w v BV I TDHT A AL EZRELET,
o exit: TNRARA T N—TF ar 74 ¥al—ary ET—FEKTLET,
CREFHLDT NA AT XTHIBRLET,

o profile : ZHfF& NI H—lC~v v BT T LT 0Ty A VA EIREL
i‘j‘o

* no

end

-

Switch (config)# end

¥ike EXEC £— FIZRD £9°,

show running-config

i -

Switch# show running-config

Auto Smartports 284 R —T7 NIl > TWAH Z L 2R LET,

copy running-config startup-config

-

Switch# copy running-config
startup-config

T8 av 74 F¥alb—ay 77 ANCBREFRTELET,

RIZ, DMP_EVENT & W95 a—HERA X b NI H—Z2RET L0 ERLET,

Switch (config) # macro auto trigger DMP_EVENT mediaplayer

A—YERIY ODERTE

Cisco [0S v = ViZiE, 2=V ER~ I/ B ZRET D/ ODEARNR A7 V7 MERENHY £+, Zh
Lo~ 7w ZIFEBAT LR T 5 LA ARET, EED CLI 2~ FagH 5 2 &b TEET, £z,
~ 7 mNICEROER, KM B BEXO NI T—2ERTLHILbTEET, ZOFIRIMMERET

B

| oL-27650-01-J
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~

GE) ~7rORERECHAEZAILTLIEI N, V78 F vy (a2~ K SLINKUP -eq NO) LTW»5%
%61, no macro description =~ > REZ AN LEF, Zhbd < Rik, Auto Smartports A3 EEEE
T DI OITUHATT,

2—PERZK AN NI —2a—PER~I I~y B 7T 5I20%, F5E EXEC ©— R TR L.
WO FNEZHENE T,

Auto Smartports A2 24 F¥alL—¥ 3> AL F
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ATy71

ATy7 2

vsoose N

avwyFk

B

configure terminal

#l :

Switch# configure terminal

Jua—N) ar7 4 X¥al—vary F— NEBEBLET,

macro auto execute event trigger
[parameter=value] {function
contents}

Bl :
Switch (config)# macro auto
execute DMP EVENT {
if [[ SLINKUP -eq YES ]]; then
conf t
interface S$SINTERFACE
macro description $TRIGGER
switchport access vlan 1
switchport mode access
switchport port-security
switchport port-security
maximum 1
switchport port-security
violation restrict
switchport port-security
aging time 2
switchport port-security
aging type inactivity
spanning-tree portfast
spanning-tree bpduguard
enable
exit
fi
if [[ SLINKUP -eq NO ]]; then
conf t
interface $INTERFACE
no macro description
no switchport access vlan 1
if [[ SAUTH_ENABLED -eq NO
11; then
no switchport mode
access
fi
no switchport port-security
no switchport port-security
maximum 1
no switchport port-security
violation restrict
no switchport port-security
aging time 2
no switchport port-security
aging type inactivity
no spanning-tree portfast
no spanning-tree bpduguard
enable
exit
fi
}

ARV M)A~y BV T5a—VFER~I e ZHELET,

{function contents} : bV W —ICEEM T 22 —FEE~ I/ 2 BELE

T v RONFIX, Yy a THATANLET, LD v 2T Cisco
I0S =/ I &L, Ay a3 Ta~vy FOZ L=z T
LET,

(LE) parameter=value : $ TWHEDLT 7 4+ MEXBEEHZ T, 4Rl L

EDORT % AX—ZXATCRYI5 A ([<namel>=<valuel>
<name2>=<value2>...]) TH LWMEEZ AT LET,

| oL-27650-01-J
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avwy R B

A7973  end HepE EXEC E— NIZEDY £7°,
-

Switch (config)# end

A7974 show running-config

i -

Switch# show running-config

Auto Smartports 23 F—T N> TNDH I L ERERLET,

A7975 copy running-config startup-config

-

Switch# copy running-config
startup-config

EB) av 74 Xal—vay 77402

ZRIFLET,

il : A—FEBEBEDA RV MUAH—ETHO
WOBITIE, 2747 TL—F— LIRS 2P ERA N b P H—%, 2—FER~ 7 0l
v BT A RFEERLET,

802.1x £7I1X MAB I L2 AL v F R—MIAT 47 T —Y—%#k L7,

RADIUS ¥— LT, BN D7 % auto-smart-port =DMP_EVENT (2% E L £,

AA v F LT, £ b MU H—DMP EVENT Z{Ef L, CLI OflO 2 —FEFKE~r/ 1 a2~
REATILET,

AA v FIE, RADIUS $—/3%>5 D attribute-value pair=DMP_EVENT & &5 i AdL, Z DA

1.
2,
3.

Ny b MY H—ICBEM T O e s EHLE T,

Switch (config)# shell trigger DMP_EVENT mediaplayer

Switch (config)# macro auto execute DMP_EVENT {
if [[ SLINKUP -eq YES ]]; then

conf t
interface $INTERFACE

macro description $TRIGGER

switchport access vlan 1

switchport mode access

switchport port-security

switchport port-security maximum 1

switchport port-security violation restrict
switchport port-security aging time 2
switchport port-security aging type inactivity
spanning-tree portfast

spanning-tree bpduguard enable

fi

exit

if [[ $LINKUP -eq NO ]]; then
conf t
interface $INTERFACE

no
no
if

fi
no
no

macro description

switchport access vlan 1

[[ $AUTH_ENABLED -eq NO ]]; then
no switchport mode access

switchport port-security
switchport port-security maximum 1

Bl Auto Smartports A~ 74 Fal—>av H4F
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no switchport port-security violation restrict
no switchport port-security aging time 2
no switchport port-security aging type inactivity
no spanning-tree portfast
no spanning-tree bpduguard enable
exit
fi
}
Switch (config)# end

Bl: SRAMYY—F ARV F MYHA—&E=THO
CDP, LLDP 721X DHCP i L CT A ANFH I L > TT A ANBHEEIND E, FA MY
V= h A_h MU =REASNETRS, MArABR~7 083 dH) A,

CISCO_LAST RESORT AUTO SMARTPORT <7 0% 5% kU v —h kU H—icvv v 745
ik

Switch (config) # macro auto global control trigger last-resort

CISCO _LAST RESORT AUTO SMARTPORT ~ 7 1 :

function CISCO_LAST RESORT SMARTPORT () {
if [[ $LINKUP -eg YES ]]; then
conf t

interface SINTERFACE
macro description $TRIGGER
switchport access vlan $SACCESS VLAN
switchport mode access
load-interval 60
no shutdown

exit
end
fi
if [[ SLINKUP -eqg NO ]]; then
conf t
interface $INTERFACE
no macro description
no switchport access vlan SACCESS VLAN
no switchport mode access
no load-interval 60
exit
end
fi

}
FGAKN) S —h=rax<wy bt TE5MACT FLZA N H—Da—FER~ v L 7 OH

Switch (config) #macro auto mac

Switch (config) #macro auto mac-address-group Laptop

Switch (config-addr-grp-mac) #mac-address list 0000.0011.2233

Switch (config-addr-grp-mac) ffexit

Switch (config) #macro auto execute laptop builtin CISCO_LAST RESORT_SMARTPORT
ACCESS_VLAN=10

Switch (config) #end

Switch#

Bl : hRBZL ARV kY FH—& CISCO_CUSTOM_AUTO_SMARTPORT ¥4 A

7 7 # /v k CISCO_CUSTOM_AUTO_SMARTPORT v 7 = :

if [[ $LINKUP -eq YES ]]; then

Auto Smartports A~ 24 X¥alL— 3> HAF
[ oL-27650-01-J .m
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conf t
interface S$INTERFACE
exit
end
fi
if [[ SLINKUP -eq NO 1];
conf t
interface S$INTERFACE
exit
end

then

fi

a—PERY I R AN AL L <7 a LE CARTCIERT 2121,
CISCO_CUSTOM_AUTO_SMARTPORT w2/ v#% EEZL, A XUk MU H—2b=wra~D7y

o7 b Emo T, A vy FIRT 7 A5 %

%&/ﬁi—‘ L/jz‘j_o

Config# macro auto execute CISCO_CUSTOM EVENT {

if [[ SLINKUP -eq YES ]]; then
conf t
interface S$INTERFACE
description asp3-1ink-UP i.e.
no macro description
switchport
switchport mode access

Custom Macro OFF

switchport access vlan $ACCESS VLAN

spanning-tree portfast

exit
end
fi
if [[ SLINKUP -eqg NO ]]; then
conf t
interface $INTERFACE
macro description $TRIGGER
switchport access vlan $ACCESS VLAN
description asp3-1ink-DOWN i.e. Custom Macro ON
exit
end
fi
}
& 2-3 YR —FEhTLVS CiscolOS T ILDF—T—F
avwUFk 7L
{ a<wr RO V—7{bzBG L ET,
} av Y RO N—FEKT LET,
I SIERERAE L LT LET,
11 SRR LCTHERLET,
else FUEMERRIAE LCTRERLEY,
-€q GbmERRiA e LCTHERLET,
fi SRR S LT L ET,
if SGIEERRIAE LTHEALET,
then SRR E LT L ET,
-Z FUEMERRIAE LCTRERLEY,

Bl Auto Smartports A~ 74 Fal—>av H4F
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vsoose N

& 2-3 YR —FShTLS Ciscol0S Y TILDF—T—F #EE)

avwyk L]

$ $ LFTHELERIL. NTA—FETERIN
ESraN

# #UTFEFEALC, aA N TFAMNEASLE
R

* 24 YR— L ShTULEL Cisco I10S ¥z LOFHEXF—T—F

avwyk L]

| A

case SAE R AR

esac AT RRAR

for Jo—TRE AR

function > = VR

in SRR

select SRAHE R AR

time RATT A

until Jo—TRE AR

while J—TRERR

AL YFTHOIYONEMA

CLI £721% CiscoI0S v = /v A7 U "M EMHT 2L, v~/ ma RXIA—FEREL, RELE~
soE@EATEET,

CLI nfEHA

¥ EXEC E— R TROFIEE EITLET,

avy kR

E[:3)

A7971  macro auto config ?

ol :

Switch# macro auto config ?

EE) Z/a—L <=7 u%aFRrLET,

| oL-27650-01-J
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avwyFk

]3]

A7972 macro auto config global macro

Bl -

Switch# macro auto config
CISCO_SWITCH HOSTNAME CONFIG

v /ua NTRA=HERELET,
CLIOZ a7 Mo T &V,

A7973  copy running-config startup-config

Al -

Switch# copy running-config
startup-config

UEE) av 74 F¥al—ay 77 ANCHREFRGTLET,

#l:1Hon=<Hy 0O

ra—sr\v v nhkRnT 55

Switch# macro auto apply ?
CISCO_SWITCH_ AAA ACCOUNTING
CISCO_SWITCH AAA AUTHENTICATION
CISCO_SWITCH AAA AUTHORIZATION
CISCO_SWITCH AUTO IP CONFIG
CISCO SWITCH AUTO PCI_CONFIG
CISCO SWITCH DOMAIN NAME CONFIG
CISCO_SWITCH ETHERCHANNEL CONFIG
CISCO_SWITCH HOSTNAME CONFIG
CISCO SWITCH HTTP_ SERVER CONFIG
CISCO_SWITCH LOGGING_SERVER_CONFIG
CISCO_SWITCH MGMT VLAN CONFIG
CISCO SWITCH NAME SERVER CONFIG
CISCO_SWITCH NTP_SERVER_CONFIG
CISCO_SWITCH RADIUS SERVER CONFIG
CISCO SWITCH SETUP SNMP_ TRAPS
CISCO_SWITCH SETUP USR_CONFIG
CISCO_SWITCH SNMP SOURCE CONFIG
CISCO SWITCH TACACS SERVER CONFIG
CISCO_SWITCH USER _PASS CONFIG

Switch# macro auto config ?
CISCO_SWITCH AAA ACCOUNTING
CISCO_SWITCH AAA AUTHENTICATION
CISCO_SWITCH AAA AUTHORIZATION
CISCO SWITCH AUTO IP CONFIG
CISCO SWITCH AUTO PCI CONFIG
CISCO_SWITCH DOMAIN NAME CONFIG
CISCO_SWITCH ETHERCHANNEL CONFIG
CISCO_SWITCH HOSTNAME CONFIG
CISCO_SWITCH HTTP SERVER CONFIG
CISCO_SWITCH LOGGING_SERVER_CONFIG
CISCO_SWITCH MGMT VLAN CONFIG
CISCO SWITCH NAME SERVER CONFIG
CISCO_SWITCH NTP_SERVER_CONFIG
CISCO_SWITCH RADIUS SERVER CONFIG
CISCO SWITCH SETUP SNMP_ TRAPS
CISCO SWITCH SETUP USR_CONFIG
CISCO_SWITCH SNMP SOURCE CONFIG
CISCO SWITCH TACACS SERVER CONFIG
CISCO SWITCH USER_PASS_CONFIG

Configure
Configure
Configure
Configure
Configure
Configure
Configure
Configure
Configure
Configure
Configure
Configure
Configure
Configure
Configure
Configure
Configure
Configure
Configure

Configure
Configure
Configure
Configure
Configure
Configure
Configure
Configure
Configure
Configure
Configure
Configure
Configure
Configure
Configure
Configure
Configure
Configure
Configure

aaa accounting parameters
aaa authentication parameters
aaa authorization parameters
the ip parameters

PCI compliant parameters
domain name

the etherchannel parameters
hostname

http server

logging server

management vlan parameters
name server parameters

NTP server

radius server

SNMP trap parameters

the user parameters

snmp source interface

tacacs server

username and password

aaa accounting parameters
aaa authentication parameters
aaa authorization parameters
the ip parameters

PCI compliant parameters
domain name

the etherchannel parameters
hostname

http server

logging server

management vlan parameters
name server parameters

NTP server

radius server

SNMP trap parameters

the user parameters

snmp source interface

tacacs server

username and password

Bl Auto Smartports A~ 74 Fal—>av H4F
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Switch# macro auto config CISCO_SWITCH_HOSTNAME CONFIG
Enter system's network name: CISCO
Do you want to apply the parameters? [yes/no]: yes

Enter configuration commands, one per line.

End with CNTL/Z.

Switch# macro auto apply CISCO_SWITCH_HOSTNAME CONFIG

Enter configuration commands, one per line.

CISCO#

Bl . AEHbE=T/ 0

Switch# macro auto config CISCO_SWITCH_AUTO_IP_ CONFIG
Do you want to configure default domain name? [yes/no]l: yes

Enter the domain name:

End with CNTL/Z.

cisco.com

Do you want to configure Name server ipv4 address? [yes/no]: yes
Enter the IPv4 address[a.b.c.d]: 10.77.11.34

Enter IP address of the logging host: 10.77.11.36

Do you want to configure VPN Routing/Forwarding Instance name? [yes/no]: no
Enter the ip address of NTP server[a.b.c.d]: 10.77.11.37

Do you want to apply the parameters? [yes/nol: yes

Enter configuration commands, one per line. End with CNTL/Z.
Enter configuration commands, one per line. End with CNTL/Z.
Enter configuration commands, one per line. End with CNTL/Z.
Enter configuration commands, one per line. End with CNTL/Z.
Switch# macro auto apply CISCO_SWITCH_AUTO_IP_ CONFIG

Enter configuration commands, one per line.

Switch#

Cisco I0S L LD ER
Bk EXEC ©— R OO FIEZ 51T L £,

AT971

AT972

ATy73

End with CNTL/Z.

avU R

E]:)

ROWTNLEHEHLET,
* macro auto config ?

* macro auto apply ?

Bl -

Switch# macro auto config ?
Switch# macro auto apply 2

() Fa—L w7 ux2ForLET,

macro auto config macro-name

parameter=value [parameter=value] ...

i :

Switch# macro auto config
CISCO SWITCH HOSTNAME CONFIG
HOSTNAME=CISCO

~/ua NTRA—HERELET,
CLI®o7 a7 M- TLTE &,

macro auto apply macro-name

Bl -

Switch# macro auto apply
CISCO_SWITCH HOSTNAME CONFIG

A2 v Fic~wrnwz@EHALET,
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avwy R B
A7974 show macro auto AN &R LET,
a—HEFEDEIL. show 2~ FOH NI TOREREINE T,

Bl -

Switch# show macro auto

A7975 copy running-config startup-config £E) v 74 FXal—ay 77 A NCERERRELET,

ol :

Switch# copy running-config
startup-config

Bl:12o0=o/0IZ/} LTI 2P TILINSA—4

Switch# macro auto config CISCO_SWITCH_HOSTNAME CONFIG HOSTNAME=CISCO
Switch# macro auto apply CISCO_SWITCH_HOSTNAME CONFIG

Enter configuration commands, one per line. End with CNTL/Z.

CISCO#

Bl: 120/ 0ICHLTERDOL IV /INSA—F L{E

Switch# macro auto config CISCO_SWITCH ETHERCHANNEL CONFIG PORT_CH ID= 1 PORT_CH ' TYPE=2
EC_PROTO=Y EC_PROTO_TYPE=PAGP NO_OF INT=3 MODE=AUTO INTERFACE—Gng/O/l G1g2/0/2 G1g2/0/3
NON_SILENT=Y EC_APPLY=YES

Switch# macro auto apply CISCO_SWITCH_ETHERCHANNEL_ CONFIG

Enter configuration commands, one per line. End with CNTL/Z.

Switch#

#l: flAEbHhE-vs0

Switch# macro auto config CISCO_SWITCH_AUTO IP_CONFIG CISCO_SWITCH DOMAIN NAME_CONFIG
DOMAIN NAME=cisco.com

Switch# macro auto config CISCO_SWITCH_AUTO_IP_CONFIG CISCO_SWITCH LOGGING SERVER CONFIG
HOST IP=10.77.11.36

Switch# macro auto config CISCO_SWITCH AUTO_IP_CONFIG CISCO SWITCH NAME SERVER CONFIG
IP_V4_ADDR=10.77.11.37

Switch# macro auto config CISCO_SWITCH_AUTO IP_CONFIG CISCO_SWITCH NTP_SERVER CONFIG
IP_ADDRESS=10.77.11.38 VRF=NO

Switch# macro auto apply CISCO_SWITCH_AUTO_IP_CONFIG

Enter configuration commands, one per line. End with CNTL/Z.

Switch#

Auto Smartports A2 24 F¥alL—¥ 3> AL F
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vsnox: N
T 74U kD Static Smartports %E
AA v F ETA R —TVIZ7 > T % Static Smartports ~ 7 B {IH D A,
% 2-5 T 74 b Static Smartports ¥4 O
o0&’ L
cisco-global U7 AT — hOEEICx LT, Rapid Per-VLAN Spanning-Tree Plus (PVST+), Lv—7 H— K, B

FOFAFI I R= b2 T = VIRV ZAL RX—=TNMITHITE, 207 a—rb a7 4 Ko b—
vav~wrsaEERLET,

cisco-desktop PCOEIBRT A by T FHRARAEAL vF A— MR T 256, Xy bV —27 £X2 07 4 L7
FAMZ SO LD, 2O F—T A A aryT 4 FXalb—Yary~r/arfHLET,
cisco-phone Cisco IP Phone Z#¥fii L7= PC DX DT A7 b v 7 TN A% A v F R— MTHERT 256,
A F—=T AR A7 Falb—var~vsuazffflLET, O~ 7 i cisco-desktop ¥ 7 2D
PEET, EICEBENOTVER N T 7 4 v 7 ELMBETES LS IC, MLE%a )7 (ML
EHEMRE, BLOHHOES VLAN AHE SN TWET,

cisco-switch TIHARL T ET A AN Ea—vay A, v TF e8I 554, £721% Small Form-Factor
Pluggable (SFP) EV2— &N L THERINTNDET 7 A AL v FMTHERT 2HE1E. 201 v
H—T xR a7 4 Xal—arwrarlHLET,

cisco-router AA v F & WAN V—F 28w T 556, ZOAf v F—T =2 A ary74¥alb—vary vr/azfH
LET,

cisco-wireless AA v FETVAFX VR T I ERA RV Nt T 256, 2OA L F—TxA XA a7 4Falb—
varvwrsarffifALET,

. A= 774V b Smartports ¥ 7 2L, A v FTEITINTVWDLY T MU =T N=V a3 Ko TRRYET,

Static Smartports DEFEHA FS 1A >

o RITUMAA VFERIFAAL v F AL H—T oA ALK LT o= VZHEAENDHAIE. A
=T 2 A XA LOPFEORENMFFSNE T, ZhiT, EORECENTL2HAITRLLET,

e WMXTT—FHIIRELT—Ddila~vy KRR LGS, v 7 aidsl&mEEvoa~v K
EFEALET, XTI —FERECT —FAOT 5701, v~ 7z LTI NNy 7T 51T
I%. macro global trace macro-name 7 0 —/N)L a7 4 ¥ 2 L—3 3 a~ 2 NEZIL macro
trace macro-name { V% — 7 xA A a7 4 F¥al—var avy REEHTEET,

o BEDA L E—T 2 A A BZATEADOCLI a2~ FbHY ET, REZZITANRNA L Z—
T A~ 70 HMATHE, ~ 7 ulMELELITREDOTF = v ZIZKKL, AL v FlIzT—
A= BIKRLET,

o AU E—T A AGHA~DO~ I mOEMIT, H—A v F—T x4 ZA~O= 7 v EFLTT,
AV E—T oA AOHHEFEHAT2EE, ~ 7 0 X2 0FEBANOE A ¥ —7 = A AZJEFIZEH
ENET, 1 OO v H—T 24 AT=r0 2=y ROETICERLTL, ~Z7 a3y oA(
H—T7 A A LIZHEH SHET,

o AA VT FELEFAALA v T A v F—T oA R IxI v EEHATHE, v~/ AR EBICAL v F
FFA U F—T oA RZEBIMENE T, show running-config = —% EXEC a2~ REMHEH L
T, w74 BL0EH L-a~vr RERRITEET,

Auto Smartports A~ 24 X¥alL— 3> HAF
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o)
NEAT %%
Network Edge Access Topology (NEAT) #fgix., VA ¥V 7 Z7u—¥ v b (RFERERL) S oM
BoE CRONAIRIE L E T,

NEAT @2+ U A4 Tid, 802.1x #&FEMELEN LT, Access Control Server (ACS) 75 A A v T2 ASP
DO T aRNEEINTBE L. ROVWTUNEZERETLILERNHY £7°,

e RAKNFE—FREVLF FANMNEFLET,

e ACS T cisco-av-pair % device-traffic-class=switch & L TRETHZ LICL>T, A—Er T4
=8 ALy TFThIF UV IREEAT—T VI LET,

Static Smartports ¥~ OMDEHA

Static Smartports ~ 2 v ZJiE 4 5 121%, F# EXEC £— F TR L. ROFIEICENE T,

avwv Rk B#
A7971  show parser macro ZA 9 F VT NI 2 TIHBPGAENTNS, VAIDT 7 41 kDA
X7 4 v 7 Smartports ¥ 7 B &K R LET,

Al -

Switch# show parser macro

A7972 show parser macro name macro-name |EfH+ A ED~ 7 0 F R LET,

Bl -

Switch# show parser macro name
cisco-desktop

AZ79y73  configure terminal ru—rgL ary 7 4 X¥ab—ay T— FEBEBLET,
i -
Switch# configure terminal

Z7y74 macro global {apply | trace} AA v TFTwr7ur@miLET,

macro-name [parameter {value}]

[parameter {value}] [parameter o v7nu avwy FEEHNCEMT 512X, macro global apply

macro-name 2~ > K& {# Li@‘

{value}]
o WU/ REHABLIOVT ANy LT, XTI —RETT — %N
- 21} 5121%. macro global trace macro-name 2~ > R&fH L %
: ‘é—o
Switch (config)# macro global apply
cisco-desktop $access _vlan 25 parameter value ¥ —7V — RZHH L T, “EREEZ~ 7 2 |ZBINLE

To $ THEDLF—TU— FIZIE, —EO/NTA=ZENBLETT,

macro global apply macro-name ? 2~ R&FEfAT5 L, 7 vi2d
EMEE —BRRTEET, F—TU—FNEZANETIC~ 7 22 HH
L7ea, a2~y FIZEDE 2y v 7 niddEHInEE A,

(EE) A vy FIERFO—EONRT A =2 EZEELE T, &k&m3 O
DF—U— NLEOMAGDLEEZANTEET, "NTA—F F—TU—
ROMRETIX, RXFLPLFRXFISNES, F—TU— FT—EN
Abons &, $THETEICES B ONET,
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avw vk B#
A7975 interface interface-id LB /v ¥ —Tx2ARAEEEL. /X Tz A AT 41X
L—yay E—FEHRBLET,
Bl :
Switch (config)# interface
gigabitethernet 2/0/5
A7976 default interface interface-id (EE) BELFEA VA —T oA ANLTRTCOBTEEZHELET,
Bl -
Switch (config)# default interface
2/1/4
27977 macro {apply | trace} macro-name A VB =T A AT aZ@EHALET,
Egi;;;?;t[erai:ﬁZiig [{Ez;;;?;ter o wum avy FEMENZEHT 270 084X, macro apply
P macro-name 2= K& HA L £7,
o I BREHEABIOT ANy LT, X7 R ECT—%
Bl - 2UF 5121%. macro trace macro-name 2~ > K& L E£7,
Switch (config-if)# macro apply
cisco-desktop Saccess vlan 25 parameter value ¥ —7 — FZfEH LT, LEREL~ 7 2 ZBINL F
T, $ THELF—T— RIZX, —BONXRTA—FENLETT,
macro global apply macro-name ? 2~ > F&fHT I L, ~7 1 (ci
Tefis —EBRRTEET, T —FlEZANETIC~7 m2EA
Lizia, a~vr N3y ~ 7 i3l shEzgA,
(BB AA v FICHEBO—BEDORTA—2EEEELET, &E3 D
DF—T— REEOMAEDLEEATITEET, RTA—F F—U—
ROBATIE, KXFENLFNREBIENEST, F—U— TN
Rohzd e, X TRIETAMHEICESBL OET,
A7978 end ¥ EXEC E— FITREY £7°,
Bl :
Switch (config)# end
A7979  show running-config interface Auto Smartports 231 F—T NS> TND T EERERLET,
interface-id
Al :
Switch# show running-config
interface gigabit ethernet 1/0/4
A79710 copy running-config startup-config (EE) av 7 4Falb—vay 774 VICREEZHRTFELET,
Bl :
Switch# copy running-config
startup-config

vsoose N

Y/ RIZEENDLF AT RO N0 N—=Va rE AN LI EEITRET. A vy FTHA SN 1=
Vw7 aREXHIBRTE £9, default interface interface-id A > 2 —7 x A A a7 4 Fal—3
yawry FEANTHE A—FTEHSNE~ 7 nORELXHIRTEET,

Auto Smartports AV Zs¥al—varv A4 F
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WOHITIL, cisco-desktop ¥ 27 m DRRT D HE, BLIOAM v F—T x4 A ETxruxdHL, 7
7% AVLANID % 25 IZRETDHHEEZRLET,

Switch# show parser macro name cisco-desktop

Macro name : cisco-desktop

Macro type : default interface
# macro keywords Saccess vlan
# Basic interface - Enable data VLAN only

# Recommended value for access vlan should not be 1

switchport access vlan Saccess vlan

switchport mode access

# Enable port security limiting port to a single

# MAC address -- that of desktop

switchport port-security

switchport port-security maximum 1
# Ensure port-security age is greater than one minute

# and use inactivity timer

switchport port-security violation restrict

switchport port-security aging time 2
switchport port-security aging type inactivity
# Configure port as an edge network port

spanning-tree portfast

spanning-tree bpduguard enable

Switch#
Switch# configure terminal

Enter configuration commands,

E47A=IDE . T

one per line. End with CNTL/Z.
Switch (config)# interface gigabitethernetl/0/4
Switch(config-if)# macro apply cisco-desktop Saccess_vlan 25

& 2-6 Auto Smartports ¥4 0§ & U Static Smartports ¥V 0% &KRFT3av UK

avwro kR

iy

show macro auto ?

Auto Smartports ¥ 7 2 IZBET HERER R LET,

device : 731 A v 7 A £R

event: v/ 1 A X MHEH 2~ FERR

global : 7' o — L = 7 @& FoR

interface : £ % —7 = A A Auto Smartports A7 —& R & R

show parser macro

F_TC Static Smartports ¥ 7 2= E R L ET,

show parser macro name macro-name

¥ 7E @ Static Smartports ¥ 7 2 &R LET,

show parser macro brief

Static Smartports D~ 7 B4 & FK R LET,

Bl Auto Smartports A~ 74 Fal—>av H4F
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zso00%s M

& 2-6 Auto Smartports ¥4 0§ & U Static Smartports ¥V O#XRFTHaATUFE (HE)

avwoFk

E:y

show parser macro description [interface
interface-id)

FTRTDA U F =T 2 A A, FTLBFFEDA L Z =T = A ZIZTON
“C Static Smartports v 7 2 OFIEZ R A L E T,

show shell ?

Auto Smartports DA X b MU AT—B LW~ 7 2 |CBlTERE R
~LET,

» data-path : 7= » FOT —% NA%E KR

e environment : > = /VEREIE R & FoR

e functions : ¥ = MEEREIE M & £

o triggers : =L b U B —IFREFRR

(G¥) show shell =~ KiZ, Cisco IOS L~V DOHEHRE T, show
shell =~ > K% AJJ9 %HiIZ, terminal shell =~ > K& A
1L T CiscolOS v = V& A X =T NIZT HHEND Y £7,
FEARIZ DUV TIX, KD Cisco.com T Cisco IOS ¥ = /LD = s
T4 F¥al—var A4 REZRLTIES N,
http://www.cisco.com/en/US/docs/ios/netmgmt/configuration
/guide/nm_ios_shell.pdf

| oL-27650-01-J
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