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M macro
AVE—T A A7 E@HALIEZY, A X —T A AT 7 a%@HLTT Ny 735121,
macro f VX —T7 A X AT 4 Fal—gr avy REEHLET,
macro {apply | trace} macro-name [parameter {value}] [parameter {value}]
[parameter {value}]
WX e apply AP —Tx A A~ m@ALET,
trace AV E =T ARz sk L, EnET Ny S LET,
macro-name ~ I afERELET,
parameter value ((175) A X —T7 oA RAZBEAD—BZDONRTA—ZEEERELET, 3 oD
¥F—U— REEOHMAEDEEATTEET, NTA—F F—T—FORAT
L, RCFENEREEINET, ¥F—TU—RNT—BERALIE L, T3Txt
JETHMEICEEHZ HILET,
ARURTIENE ZOavy RILET 740 FREITSH Y 8 A,
= A B =Tz A AT 4 Fal—gy
avy FERE Jyy—=x EEHEM
12.1(19)EA1 Z D3~ KA Catalyst 3750 38 L 103560 A1 v FITBEMENE LTz,
12.2(18)SE Catalyst 3750 £ LT 3560 A A » FiZ parameter value 5 — 7 — KA%E0
SNE LT,
12.2(25)FX Z Dz~ RN Catalyst 2960 A A > FIZEMEE Lz,
12.2(44)SE Z Dz~ RS Catalyst 2918 A A » FIZEBMEE L,
12.2(46)EX ZDaw R Catalyst 2975 A4 v FIZBMINE LT,
12.2(35)SE2 Z M= KA Catalyst 3750-E 5 L T8 3560-E A A v FlZBMEE LT,
12.2(53)SE2 Zda= RiE, Catalyst 3750-X B3 XU 3560-X A1 v F TCEHAINEL
72

HEREDHA K51

macro apply macro-name 4 V4 —7 A A a7 4 Xal—val avr REFEHLT, 4 ¥—
T AARAETEITENTWDE I nZ@HAB IR RTEET,

macro trace macro-name { > ¥ —7 A A a7 4 Fal—ral avr REFHALT, v~/ axi
HL., ZO~7 TNy 7 L THEXZ I —FHERE T —2HTE T,

v /urEALEEE, BT —FRERED T DDl awy FRRR LSS, <7 vidgl &
WMERYVODa~v L FEA U —T oA AHEALET,

—EOMEOE B TEMELT L~ v Fld 586, parameter value ¥ — 7V — R L T, %
DA VE—T A AZEBEOHEERELET,

F—TU—ROBETIE, KXFENXLEREIENET, F—TU—RFRTHMBALND &, TXTHIG
THEICEESHZ ONET, F—TV—FRRRI—HTHL. TRAREVWIFEIO—EHTHo72L LT
H—H LRI T, ST AHEICES R ONLET,
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3l

macro W

—E O~ 7 Bilix, T A= ERLER X —T — FBREEET, macro apply macro-name ? 2~
YREMEATDLE, v/ u THEREEY - ERRTEET, I—U—FEEZANEFICv 7o Ez@AL
e, Ay NEEY LRy v 7 nid@EflshEE i,

ALy F V7 hU =TI, Y A3 T 744 b Smartports ¥ 7 a BSHOIAEN TWET, show
parser macro = —H% EXEC 2~ F&fEHATLH L, v/ rBLlU~wr/nildEnhTnda~vy RER
RTEET,

AV H—T 2 A AV A2 T 7 4 /4 b Smartports ¥ 7 v AT 25E1E, WOERFEIIHE S TL
ZEW,
o show parser macro = —#% EXEC a~v > FZHFEH LT, AA vF LOTRTOV I/ rE2RKFLE
T, HED~ 7 mOWNE LK AT HI2IL. show parser macro name macro-name =—3% EXEC =
~ FEEHLET,

o $THELIF—T—RNIZIE, —EDONRT A—ZENLETT, parameter value ¥ — 7 — Rz H]
LC, REREEAT T 740~ allBMLET,

VAT TN w7 aidS VI LTFEFRALCNDSOT, LEF—T— REHTEET, S
LW FEMFHL T, v 7 a s fElT5 L EIcF—VUV - NE2ERTEET,

v REA V=T oA AZHEAT LA, v/ 0 APEENICA VX —T oA RATEMENET,
show running-config interface interface-id =—% EXEC 2~ > RZHEAT I L #HIhza~v > K
BILOvws o 2RRTEET,

A=A AOFAICHEA SN~ v, B—A v ¥ —T oA AR INTc~ 7 7 LA CEE
ELET, A ¥ —T A AOHBEEFEHT LA, 7 2l XX 0HBENOE A v X —7 = A RZ)EE
WHEHENET, 1 DDA v FZ—T oA AT 0 avy ROETIZERHRLTH., v 7 23k o1 v
H—T A ALRICEHAINET,

default interface interface-id { 2 —7 2 A XA a7 4 Falb—var avy FeHdnE 1~
H—T oA ATHEAINT-~7 aDOBRELEIRTXET,

macroname 72—/ N)L a7 4 FXal— gy avr REFRALEZHE T, A v X —T =1 AT
ATEET, ROBITIE, duplex &V &HTIO2—FEf~ 7 ni A o Z—7 = A ATHEHAT D HE
R LET,

Switch (config-if)# macro apply duplex

~/7 TNy 74521k, macrotrace f VA —T 2 A A 2T 4 Fal—ar avwy FEfEA
LT, 7 uRnf =T AHEHEINTZLEDO~ 7 0O LERITRET T —2HBITE ET,

Switch (config-if)# macro trace duplex

Applying command. .. ‘duplex auto’
%Error Unknown error.
Applying command. .. ‘speed nonegotiate’

WOBITIE, A3 T 73 | cisco-desktop ~ 7 n 2R T5HE, BIOA v 4 —T =24 A LT~
saZif L, 772X VLANID % 25 IZRET 2 HlEE R LET,

Switch# show parser macro cisco-desktop
Macro name : cisco-desktop
Macro type : default

# Basic interface - Enable data VLAN only

# Recommended value for access vlan (AVID) should not be 1
switchport access vlan $AVID

switchport mode access

# Enable port security limiting port to a single

| oL-27650-01-J
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W macro

# MAC address -- that of desktop
switchport port-security
switchport port-security maximum 1

# Ensure port-security age is greater than one minute
# and use inactivity timer

switchport port-security violation restrict
switchport port-security aging time 2

switchport port-security aging type inactivity

# Configure port as an edge network port

spanning-tree portfast

spanning-tree bpduguard enable

Switch#

Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch (config)# interface gigabitethernetl/0/4

Switch (config-if)# macro apply cisco-desktop $AVID 25

BEEa< Uk =1 B

%“:

macro description A =T A RTHERAENT-~ 7 2 IZONTOMBEAEBML £,
Z UL Auto Smartports DB MLAD 3~ R TH,

macro global ZA wvF iz~ vk T 50, A vFRIcv7arx@EAL B
BFLE9,

macro global description ALy FICHEAEINT-v 7 2IZHOWTORAZENLET,

show parser macro FTRCO I FIIHELZ~/7 e~/ o ERLERRALET,

Auto Smartports A2 24 F¥alL—¥ 3> AL F
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macro auto (cLl) W

macro auto (CLI)

CLIZfH LT/ u— b =7 aai@ER L ONEH T 5121%. macro auto 54 EXEC =2~ > K& i
LET, F7+LV MRECETICIE. 20oa~vr Fono BRAHEHLET,

macro auto {apply | config} macro-name

BX DA apply ~/7ar#EMLET,
config VI UDNRT A= AT LET,
macro-name ~ b ERELET,

ARVRTIELE Ay FIZE~ 7 vid@EHIEE A,

avv kK E—F ¥5HE EXEC
avy FERE Jy1y—=x EEEMR
12.2(55)SE Z == R Catalyst 3750-X. 3750-E. 3750, 3560-X. 3560-E.

3560, 2975, 2960, B L2918 A A v FITEMENFE LT,

BRALEDAL RS54y  AA v TFnb~7uZElRT 52, v7/8r avr Rone BXE A LET,
macro auto config macro-name 2~ RE ANT 5L, T XTHO~I 1 NI A—ZDfEEZANTIT5H X

SERSNET,

macro-name & ANJJ 9 % & ZIXLFHN 2 EMITHEN L ET, =2 b VIIRILF LAALFRRFI S E

ﬁ—o

2—WEZRDOMEIL, show macro auto 7-( show running-config =~ > FOH I TORFREINE

\?AO

3l ARV ek ST AP RS

Switch# macro auto apply ?
CISCO_SWITCH_AAA ACCOUNTING Configure aaa accounting parameters
CISCO_SWITCH AAA AUTHENTICATION Configure aaa authentication parameters
CISCO_SWITCH_ AAA AUTHORIZATION Configure aaa authorization parameters
CISCO_SWITCH AUTO IP CONFIG Configure the ip parameters
CISCO_SWITCH AUTO_PCI_CONFIG Configure PCI compliant parameters
CISCO_SWITCH DOMAIN NAME CONFIG Configure domain name
CISCO_SWITCH_ETHERCHANNEL CONFIG Configure the etherchannel parameters
CISCO_SWITCH HOSTNAME CONFIG Configure hostname
CISCO_SWITCH HTTP SERVER CONFIG Configure http server
CISCO_SWITCH LOGGING SERVER CONFIG Configure logging server
CISCO_SWITCH MGMT_ VLAN_CONFIG Configure management vlan parameters
CISCO_SWITCH_NAME SERVER_CONFIG Configure name server parameters
CISCO_SWITCH NTP SERVER CONFIG Configure NTP server
CISCO_SWITCH RADIUS_SERVER_CONFIG Configure radius server
CISCO _SWITCH SETUP SNMP TRAPS Configure SNMP trap parameters
CISCO_SWITCH_SETUP_USR CONFIG Configure the user parameters
CISCO_SWITCH_SNMP_SOURCE_CONFIG Configure snmp source interface

Auto Smartports A~ 24 X¥alL— 3> HAF
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W  macro auto (CLI)

CISCO SWITCH TACACS SERVER CONFIG
CISCO_SWITCH USER PASS CONFIG

Switch# macro auto config ?
CISCO_SWITCH AAA ACCOUNTING
CISCO_SWITCH AAA AUTHENTICATION
CISCO_SWITCH AAA AUTHORIZATION
CISCO SWITCH AUTO IP CONFIG
CISCO SWITCH AUTO PCI CONFIG
CISCO SWITCH DOMAIN NAME CONFIG
CISCO_SWITCH ETHERCHANNEL CONFIG
CISCO_SWITCH HOSTNAME CONFIG
CISCO SWITCH HTTP_ SERVER CONFIG
CISCO_SWITCH LOGGING SERVER CONFIG
CISCO_SWITCH MGMT VLAN CONFIG
CISCO SWITCH NAME SERVER CONFIG
CISCO_SWITCH NTP SERVER CONFIG
CISCO_SWITCH RADIUS SERVER CONFIG
CISCO SWITCH SETUP SNMP_ TRAPS
CISCO_SWITCH SETUP USR CONFIG
CISCO_SWITCH SNMP SOURCE CONFIG
CISCO SWITCH TACACS SERVER CONFIG
CISCO _SWITCH USER PASS CONFIG

Configure tacacs server

Configure username and password

Configure aaa
aaa

aaa

accounting parameters
authentication parameters
authorization parameters
the ip parameters

PCI compliant parameters
domain name

Configure
Configure
Configure
Configure
Configure
Configure the etherchannel parameters
hostname

http server

logging server

management vlan parameters
name server parameters

NTP server

Configure
Configure
Configure
Configure
Configure
Configure
radius server

SNMP trap parameters
the user parameters

Configure
Configure
Configure
Configure
Configure
Configure

snmp source interface
tacacs server
username and password

WED~ 7 aD/NT A =2 R T D HE
Switch# macro auto config CISCO_SWITCH_AUTO_IP_CONFIG ?

CISCO SWITCH DOMAIN NAME CONFIG
CISCO SWITCH LOGGING SERVER CONFIG
CISCO SWITCH NAME SERVER CONFIG
CISCO SWITCH NTP_ SERVER CONFIG
LINE

<cr>

domain name parameters
logging host parameters
name server parameters

ntp server parameters
Provide parameters of form
name=value]

[Parameters

Switch# macro auto config CISCO_SWITCH_AUTO_PCI_CONFIG ?

CISCO_SWITCH AAA ACCOUNTING
CISCO_SWITCH AAA AUTHENTICATION
CISCO_SWITCH AAA AUTHORIZATION
CISCO_SWITCH HTTP SERVER CONFIG
CISCO_SWITCH RADIUS SERVER CONFIG
CISCO_SWITCH TACACS_SERVER_CONFIG
LINE

<cr>

aaa accounting parameters

aaa authentication parameters
aaa authorization parameters
http server parameters
radius server parameters
tacacs server parameters
Provide parameters of form [Parameters

name=value]

Switch# macro auto config CISCO_SWITCH_SETUP_SNMP_TRAPS ?

CISCO_SWITCH_SNMP_SOURCE_CONFIG
LINE

snmp source parameters
Provide parameters of form [Parameters

name=value]

<cr>

Switch# macro auto config CISCO_SWITCH_SETUP_USR_CONFIG ?

CISCO_AUTO TIMEZONE_CONFIG
CISCO_SWITCH HOSTNAME CONFIG
LINE

name=

<cr>

timezone parameters
hostname parameter
Provide parameters of form [Parameters

value]

~vru NRITA—FEREL, CLLEZMA L T~ v z@Mid 2 5k
Switch# macro auto config CISCO_SWITCH_ETHERCHANNEL_CONFIG

Enter the port channel id[1-48]
Enter the port channel type,

for 3K & 2350, [1-6]
Layer: [2-3 (L3 not supported on 2K)]: 2

for 2K: 2

Bl Auto Smartports A~ 74 Fal—>av H4F
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macro auto (cLl) W

Enter etherchannel mode for the interfacel[auto/desirable/on/active/passive]: active
Enter the channel protocol[lacp/none]: lacp

Enter the number of interfaces to join the etherchannel [8-PAGP/MODE:ON,16-LACP]: 7
Enter interface name[GigabitEthernet3/0/3]: gigabitethernetl/0/1

Enter interface name[GigabitEthernet3/0/3]: gigabitethernetl/0/2

Enter interface name[GigabitEthernet3/0/3]: gigabitethernetl/0/3

Enter interface name[GigabitEthernet3/0/3]: gigabitethernetl/0/4

Enter interface name[GigabitEthernet3/0/3]: gigabitethernetl/0/5

Enter interface name[GigabitEthernet3/0/3]: gigabitethernetl/0/6

Enter interface name[GigabitEthernet3/0/3]: gigabitethernetl/0/7

Do you want to apply the parameters? [yes/no]: yes

Enter configuration commands, one per line. End with CNTL/Z.

Enter configuration commands, one per line. End with CNTL/Z.

Enter configuration commands, one per line. End with CNTL/Z.

Enter configuration commands, one per line. End with CNTL/Z.

Enter configuration commands, one per line. End with CNTL/Z.

Enter configuration commands, one per line. End with CNTL/Z.

Enter configuration commands, one per line. End with CNTL/Z.

Switch# macro auto apply CISCO_SWITCH_ETHERCHANNEL_CONFIG
Enter configuration commands,
Switch#

one per line.

End with CNTL/Z.

pggEa<w R

avy

F

&8

macro auto execute

AN P A= OfBAB~ I m D~y B TR EL

ij‘o

macro auto global processing

A A v F T Auto Smartports = A F— T L E T,

show macro auto

~ 7 lZBTAERER T LET,

show shell

AR P A=BRO~ 7 v ilHlT5FHRERRLET,
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W macro auto apply (Cisco 10S > /LDR 7 1) 7 FikE)

macro auto apply (CiscolOS > ILDR Y1) T+

RE)

CiscoI0S = VDA V7 MEREZERA L T/ e — VL v 7 a2 FEL L O AT 512X, macro
auto apply ### EXEC =2~ > REZERALET, 7 7 4/V MREICETICIE, 20O a~v 2 KO no B %
HLET,

macro auto apply macro-name

WX DA

avyEFI4NLE

apply ~/uEEMALET,
macro-name ~ I/ uLERELET,

2y FIF~v 7 midEl s h i A,

avwy kK E—F ¥4 EXEC
avy FERE yy—=x ETEEM
12.2(55)SE Z o=z~ RS Catalyst 3750-X. 3750-E. 3750, 3560-X. 3560-E.

BERLEDAA K1Y

3l

3560, 2975, 2960, B L2918 A A vy FITEMENE LT,

AA v TFhbw7arllfRdT oI, v7/n avr Fone BEXE AN LET,

macro-name & ANJJT 5 & I XTI E EMIHERALET, = b VIEZRLFLE/NLTFRRFI S E
\?AO

2 —WFEZDEIX. show macro auto %7213 show running-config =~ > NOH ) TOARRINE
ER

CiscoIOS = VDR 7 Y7 MERREZHEH L TRIA—FEZRETHZ b TEET, & 2T,
lAuto Smartports ¥ 2 = & Static Smartports ¥ 7 R DFE] OED [T r— UL w7 0 ORE & # A )
ELRRLTLLIEEN,

V=R VAV /A= ¥ S TN RAW R

Switch# macro auto apply ?

CISCO_SWITCH AAA ACCOUNTING Configure aaa accounting parameters
CISCO_SWITCH_AAA AUTHENTICATION Configure aaa authentication parameters
CISCO_SWITCH AAA AUTHORIZATION Configure aaa authorization parameters
CISCO_SWITCH AUTO_IP CONFIG Configure the ip parameters
CISCO_SWITCH AUTO_ PCI CONFIG Configure PCI compliant parameters
CISCO_SWITCH DOMAIN NAME CONFIG Configure domain name

CISCO_SWITCH ETHERCHANNEL CONFIG Configure the etherchannel parameters
CISCO_SWITCH HOSTNAME CONFIG Configure hostname

CISCO_SWITCH HTTP_ SERVER CONFIG Configure http server
CISCO_SWITCH LOGGING SERVER CONFIG Configure logging server

CISCO_SWITCH MGMT VLAN CONFIG Configure management vlan parameters
CISCO_SWITCH NAME SERVER CONFIG Configure name server parameters
CISCO_SWITCH NTP_SERVER_CONFIG Configure NTP server

CISCO_SWITCH RADIUS SERVER CONFIG Configure radius server

Auto Smartports A2 24 F¥alL—¥ 3> AL F
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macro auto apply (Ciscol10S Yz 7+ W

CISCO_SWITCH SETUP_SNMP TRAPS Configure SNMP trap parameters
CISCO_SWITCH SETUP USR CONFIG Configure the user parameters
CISCO_SWITCH SNMP SOURCE CONFIG Configure snmp source interface
CISCO_SWITCH TACACS SERVER CONFIG Configure tacacs server
CISCO_SWITCH_USER_PASS CONFIG Configure username and password
EEavUF avwUF A
macro auto execute AN P T=OfBAB~ I m~D~ B TR E L
ij‘o
macro auto global processing AA »F T Auto Smartports & A Rr— 7 /WIZ LET,
show macro auto <~ 7l TAEmEERLET,
show shell ARV R N A—BEO~Z 0lCET A EMERRLET,

Auto Smartports A~ 24 X¥alL— 3> HAF
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W macro auto config (Cisco 10S = /LMR S ) 7 Fi#EE)

macro auto config (Cisco lOS > TILDRXU )Tk

E)
AE
ra—/L w7 aEHELLOMAT 512X, macro auto config £ EXEC =~ > REHALET,
T 7 A NREICETICE, Z0oavr RO no EREHEHALET,
macro auto config macro-name [parameter=value [parameter=value] ...]
WX DA config v I aDRTA—=B AN LET,
macro-name ~ /R ERELET,
parameter=value parameter=value : 7 0 —/N)b v 7 0 D/RT A —HEOEEZE L £T,
[parameter=value] ... FNENDOLFTEEDRT 2 AR— A TR A TH LVESZ A LE
7 (ffl : <namel>=<valuel> [<name2>=<value2>...]),
ARVETINE AL vy FIF~v 7 miTEA S EE A,
avY kK E—F ¥¢iE EXEC
avy FERE yy—2x EEEM
12.2(55)SE Z®=a= > KA Catalyst 3750-X, 3750-E. 3750, 3560-X. 3560-E.

BERLEDAA FF1 Y

3560, 2975, 2960, B L2918 A A vy FITEMENE LT,

AL v TFhbw7arllfRdT oI, v7/n avr Fone BEXE AN LET,

macro auto config macro-name =~ Rae AT 5L, $_XTO~I v RTIA—ZDEEATIT DX
ITREINFET,

macro-name 1 X O parameters % NJ13 235615, EfERT XA MCFEFIEHERALEST, = hUiX
RIXFENLFRRBI S ET,

2 —WFEZDEIX. show macro auto %7213 show running-config =~ > NOH ) TOAERRI N E
R

MOV TIE, TAuto Smartports ~ 7 72 & Static Smartports ¥ 7 B DOFE] OFED [/ — )L <
7uOBELEA] 2B LTIZEW,

BEa<U R

avwyr H L)

macro auto execute AR N MU H=DBHBIAB~T T a~D~y B T EREL
£7

macro auto global processing A A »F T Auto Smartports & X —7 /MIZ LET,

show macro auto ~ 7l T o ERERRSLET,

show shell AR MY AT—BLO~7 2 iICElT2EREERLET,
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macro auto control W

macro auto control

BRHETTE, AL R ZAT FE RN H— (AR MU H—arbe—EbIFEEh?) (23
WTAA »FIT Auto Smartports v 7 B & @M T2 X A I 7 &45ET 2121, macro auto control 1
YH=T A arZ4Falb—vary av sy FeLEY, M-t xsuovy s
TAE=TNMCTHITF, Zoavr Fone BRAEZHEHLET, Zh T A vy FIEA b Y
H—=ZHANTx 7 mz@Ml L 4,

macro auto control {detection [cdp] [lldp] [mac-address] | device [access-point] [ip-camera]
[lightweight-ap] [media-player] [phone] [router] [switch] | trigger [last-resort]}

no macro auto control {detection [cdp] [lldp] [mac-address] | device [access-point] [ip-camera]
[lightweight-ap] [media-player] [phone] [router] [switch] | trigger [last-resort]}

BXDERH detection [cdp] [lldp]  detection : kKDOF D 1 SLL k&, A vk RUH—L LTHELET,
[mac-address] e ({EE) edp:CDP % vt&—v
e (£E) Ndp : LLDP % vE&—¥
* (£E) mac-address : =— ¥ EHD MAC 7 KL R 7 L—T
device [access-point]  device : kD 1 DU EDOT A A% A XU b NUAT—E L THELE
[ip-camera] 4,
{;gel:itl‘fﬁ:;;i?] * (f£E) access-point : Autonomous 7 7 £ & KA >k
[phone] [router] e ({£#) ip-camera : CiscoIP BT 4 H—_A TR I AT
[switch] e (IL3) lightweight-ap : Lightweight 7 7 & 2 # > |
e ({EE) media-player : 7 V¥ )V AT 4T T L—%—
* ({£&) phone : Cisco IP Phone
e (f£7) router : Cisco /L — %
e ({£F&) switch : Cisco A1 v F
trigger [last-resort] trigger : FFEDA X M MU —EZFELET,
* ({£E) lastresort: 7A KUY —hK hU H—
AYVEFIALE ALy FlE, AR BIT—E LTCTAARASATEFERALET, AL v TFRT AL R XA TR
ETEXRWEAIT, MACT FLA Zv—7 MAB A vtE— 802IXxFRFEA vE—T, BIO
LLDP A vE—U% 7 U ARIAFTHEALET,
avY kK E—F AVB =Tz A AT 4 Fal—var
avy FERE yy—=x EEEM
12.2(55)SE Z D=~ KA Catalyst 3750-X, 3750-E. 3750, 3560-X. 3560-E.

3560, 2975, 2960, B L2918 A A vy FIBIMENFE LTz,
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W macro auto control

BHEDHA 1Y AN M) A—ZBRELRDST2HE. AL v FIFAN S MU AT—L LTT A A 2 A T ZflH]
LET, AAYTRTNRA R FATHZRETERVEGAIL. MACT LA ZL—7 MAB A »vE—
T, 802 Ix BFEA vE—Y, BEWLLDP A v & —V %7 U X ARIEFTHEMALET,

v aNA H—T oA ATHEH SN TWD Z L 2R T 5121E. show macro auto interface = —f
EXEC a2~ REFEHLEI,

5 AR PYAT—=ELTLLDP Ay ®E—YBLUPMAC 7 RV R IV —T%RET D HE

Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch (config)# interface gigabitethernet 5/0/2

Switch (config-if)# macro auto control detection 1lldp mac-address
Switch (config-if) # exit

Switch (config)# end

AR NIT=ELTCTIEARAS U N, ETF Y —RATURANRAT TOFNV AT 4T 7
L—Y—aRET DL

Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Switch (config) # interface gigabitethernet 5/0/1

Switch (config-if)# macro auto control device access-point ip-camera media-player

Switch (config-if) # exit

Switch (config) # end

2L FIE TIRARA b, ETF Y —=_A TR DAT BTN AT 4T TL—
Y—aH LG a0hlAiih~ s nz@MLET,

BEEITUF avwvFk L]
macro auto execute AR N MU T—=DOAABR~ I a~D~wy B T EREL
EJraN
macro auto global processing AA »F LT Auto Smartports & A r—7 /I LE T,
macro auto mac-address-group MAC 7 FL 2 L —TFZ2RELET,
macro auto sticky ~ 7 OKfGEEEELET,
shell trigger AR VU —EERLET,
show macro auto ~ 7 rIlHlTAERERTRLET,
show shell ARV MU AT—BLO~7 0 iZlT2EREERLET,

Auto Smartports A2 24 F¥alL—¥ 3> AL F
m. 0L-27650-01-J |



| #£3% Auto Smartports ¥4 B & Static Smartports ¥/ 8D CLIawY K

macro auto device W

macro auto device

v aDT T 4Nk RTRA—EEE AL T EAOMEICEWT 512X, macro auto device 7 72— /3L
a7 4FXalb—vay avwr REFERLET, AT A—FEEZHIKRTLICE., Z0a~vy RO no &
KEHLET,

macro auto device {access-point | ip-camera | lightweight-ap | media-player | phone | router |
switch} [parameter=value]

no macro auto device {access-point | ip-camera | lightweight-ap | media-player | phone | router
| switch} [parameter=value]

WX DA access-point TIRARALY NDT T 4V k8T A— L NATIVE_VLAN=1 % &
LET,
ip-camera IPETHY—RATFURADATDT 74V b RTA—FfH
ACCESS _VLAN=1 #{## L %7,
lightweight-ap Lightweight 77 22 RA ' bOT 7 4Lk /XT XA —F
ACCESS _VLAN=1 Z&# L7,
media-player FIOENAF 4T FL—F%—DOF 7 )Lk RT A — Xl
ACCESS VLAN=1 % {#&# L 7,
phone IP EBiEDOT 7 4 v b /3T A —% 48 ACCESS_VLAN=1 VOICE_VLAN=2
EEHLET,
router N—ZF DT 7k /NTF A—ZHNATIVE VLAN=1 % {&E# L E7,
switch AA v F DT 7N b RT A —HfE NATIVE_VLAN=1 Z&E# L F7,
parameter=value (EE) ~7udET 74V K RIA—FEErEBLET, TNTNO4
A EEDORT 2 AN—ATRYBEATH LWVEEZ A LET (B :
[<namel>=<valuel> <name2>=<value2>...]),
AYVETIALE ~7 DT T F N NT A= HEIET TICERINTVET,
avvFk E—F =) ar7 4 ¥al—vay
av Y FERE Jy—=x EEEMR
12.2(52)SE Z a3~ R Catalyst 3750-E. 3750, 3560-E. 3560, 2975, 2960.
L2918 A1 v FITBIMSIE LT,
12.2(53)SE2 Z®o=a~r Rid, Catalyst 3750-X 3 K00 3560-X A1 v FCTHASHEL
776
EREDHS K54y NI BRDT T AN RT A=l AL v FEAOEIZELT 521X, macro auto device 7 = —/ VL

ary 74 FXalb—varyavr ReEHLET, RTA—FXELZHIRETDIIZIE. Z0a~2 KO no B
KEFEHLET,

~ 7 uONEEFRT HIZIE. show macro device f7# EXEC a~ > FafEHALE T, fEELZ~7
BNDT 7 4V k RT A= ZEEZE SR DI, parameter=value ¥ — 7V — R&EfH L E7,

| oL-27650-01-J
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W macro auto device

F T 4 b RTA—=ZEERET D DI, macro auto execute 72— N)L 27 4 X2l — g
< RLEHTEET, Z0a<wr RTlE, AV NI —LlArAAB~s o Eoida—VFER~
7 bIEETALENH Y £9, macro auto device =~ > K& macro auto execute =~ > KO J5
EARZ—T NI LIESESIE. RBICETF LI FTHELEARAFA—ZRNAL v FICHEAINE
I, AA v F ETT /T4 7ICTEha~y RiZh 72T TY,

<N V=T oA ATHEHEIN TS Z & 2RI 5121X, show macro auto interface = —
EXEC a~v o F&EHEHLET,

! WOBITIE, IPEFO~ I v NI A—ZEERRL, [PEFE~vI/E A X—T ML, T 74V E
F & VLAN 205 20 IZEH 5 HikE R LET,

Switch# show macro auto device phone
Device:phone

Default Macro:CISCO PHONE AUTO SMARTPORT
Current Macro:CISCO_PHONE_ AUTO_SMARTPORT
Configurable Parameters:ACCESS_VLAN VOICE_VLAN
Defaults Parameters:ACCESS_VLAN=1 VOICE VLAN=2
Current Parameters:ACCESS VLAN=1 VOICE_ VLAN=2

Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch (config) # macro auto device phone VOICE_VLAN=20
Switch (config) # end

Switch# show macro auto device phone

Device:phone

Default Macro:CISCO_PHONE AUTO SMARTPORT

Current Macro:CISCO_PHONE_ AUTO_SMARTPORT

Configurable Parameters:ACCESS_VLAN VOICE_VLAN
Defaults Parameters:ACCESS VLAN=1 VOICE VLAN=2
Current Parameters:VOICE VLAN=20

BEEav K avwUFk SRR
macro auto execute AR N MU T—=DOBABR~ I a~D~y BT EREL
£7
macro auto global processing AA v F ET Auto Smartports & A X —7 /M LET,
macro auto mac-address-group MAC 7 FL R N —7%RELET,
macro auto sticky ~ 7 uOXKEEMEEREELET,
shell trigger AR VU H—EERLET,
show macro auto ~ 7 rIlHlTAERERTRLET,
show shell ARV N M) AT—BLO~7 0 iZlT2EREERLET,
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macro auto execute Il

macro auto execute

WMBPIAB~ 27 O DT 7 )V MEZBHBR L, A X b NI T—mbllAiAR~ 7 aEiia—YER~
g~~~y ¥ ERET HIZIL,. macro auto execute 72—/ N)L a7 4 X alb— gy avy

RZ2fEH L Ed,

macro auto execute event trigger {[builtin built-in macro name] | [remote url]} [parameter=value]
[{function contents}|

no macro auto execute event trigger {[builtin built-in macro name] | [remote url]}
[parameter=value] [{function contents}]

EX DA event trigger AR M) H=DOMBRABT I a~DY y E T EERLET,
event trigger \ZIRODIEZIEE L 7,
e CISCO_CUSTOM_EVENT
e CISCO DMP EVENT
e CISCO IPVSC EVENT
« CISCO LAST RESORT EVENT
* CISCO_PHONE EVENT
e CISCO _ROUTER _EVENT
e CISCO_SWITCH_EVENT
e CISCO WIRELESS AP EVENT
e CISCO WIRELESS LIGHTWEIGHT AP EVENT

e WORD: MAC 7 RL A JN—TRplDa—FEHZA X~ M)V —%1H

Li ‘j—o
builtin built-in ({F:E) builtin built-in macro name \ZRDEAEIEEL £,
macro name « CISCO AP AUTO SMARTPORT

/T A —2%fE NATIVE_VLAN=1 Z#E L £ 7,
« CISCO DMP AUTO SMARTPORT
/NT A —2%2fE ACCESS VLAN=1 ZfiE L £,
e CISCO_IPVSC AUTO_SMARTPORT
XT A—H# 1 ACCESS VLAN=1 Z#{EL 7,
e CISCO_LWAP AUTO SMARTPORT
NT A —2%fE ACCESS VLAN=1 ZfiE L £,
e CISCO PHONE AUTO_SMARTPORT
T A —%2fE ACCESS VLAN=1 3 X' VOICE VLAN=2 Z45E L £,
« CISCO ROUTER _AUTO SMARTPORT
/T A —2%2fE NATIVE VLAN=1 Z#§E L £ 7,
« CISCO SWITCH AUTO SMARTPORT
T A—H{lE NATIVE VLAN=1 Z45E€ L £7°,
parameter=value ({£:3&) parameter=value : bultin-macro name \Z78 ST=/8T7 A —HEDT 7 )b
b (#] : ACCESS VLAN=1) %Xz 7. ZNZhO4H & EO<T % 2

R—2ATRY LA TH LVMEEZ AT LET (B : [<namel>=<valuel>
<name2>=<value2>...]),

Auto Smartports A~ 24 X¥alL— 3> HAF
[ oL-27650-01-J .m



$ 3% Auto Smartports ¥4 A & Static Smartports TV AD CLI a7 > F |

W macro auto execute

{function (L&) {function contents} T, MU A—ICBE T 22—V EZ~ I/ i HEL
contents} 9, v/ rORAFIT, HA Yy a THATANILET, EES v 2T Cisco I0S

v avy RERBL, AUy aTasy RO v—7E kT LET,
remote ur/ LB VE— b P—R_OEHEROLIIHELET,

o RFZURTHRYV AL T EFERITIRAE I v AF—LEOR—IN TTva
T 7 A AT AORE : flash:

o ARHA I AUNREDU—hN TTvva Ty AT LD
flash member number:

o FTP O : ftp:[[//username[:password|@location]/directoryllfilename

e HTTP ¥— D :
http://[[username:password|@]{hostname | host-ip}[/directory]/filename

o &F =27 HTTP — O :
https://[[username:password|@]{hostname | host-ip}[/directory]lfilename

e NVRAM DO :
nvram://[[username:password|@][/directory]/filename

e UE—hFavt— 7ur hai (RCP) O :
rep:[[//username@location]/directory)/filename

o EFa¥ at’— Fu hai (SCP) DR :
scp:[[//username@location]/directory]/filename

e TFTP O3 :
tftp:[[//location]/directory]l/filename

IXVRETFI4IL b Zoa<wy RIZET 740 MRERSY XA,
avY kR E—FK Ja—nN)arZ 4 FXal—var
avy FEE Jyy—=x EEEM
12.2(50)SE Z » =z~ RS Catalyst 3750-E. 3750, 3560-E. 3560, 2960, B L

2918 AA v FITBMENE L7~, macroname 7/ 27— /3L 27 4 F o
L—yay avwry RABEsHzoONELE,

12.2(52)SE remote X — U — NI O url 51373 Catalyst 3750-E, 3750, 3560-E,
3560, 2960, BL 2918 A A v FIZEMENFE LT,
Z D3~ K3 Catalyst 2975 A1 » FITBMENFE LT,

12.2(53)SE2 Zda~r RiL, Catalyst 3750-X B8 LW 3560-X A4 v FTHAINLEL
72

$EREDHS KSAY MAAB~ T a DT 7 )V MlE, A4 v FICEFOE TE XX 521X, macro auto execute 7
g—N\)L Ay 74 Xal—ay avy REFHLET,

AR FU =N BRARS T a~D B T, AA v F THIRICEITENE T, HAA
B IO VAT AERZDO~ /O THY, Y7 b =2T A A—VIZEENTWET, Cisco IOS v = /L
DAY VT MEREFEH L C2—VER~I7 e z2ElT52 b TEET,
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macro auto execute Il

shell trigger 72—/ )L a7 4 Xalb—vary a<wry RefT5E, LAV MU T—%
B CcEEd, 2—VFERO NI B IO~ 7 veONEEZFERT HIZIE. show shell triggers Kt
EXEC =~> REHFEHLET,

Cisco Discovery Protocol (CDP) % Link Layer Discovery Protocol (LLDP) &4 — k LTV WNT
NAADA R b R Y H—%{ERKT %I21L. macro auto mac-address-group 7 2—/ 3L 227 ¢
Fal—varavrReEHALET,

VE—F v 7 BEEZEHALT, #HEXRY NUV—7 XA v FICL ORI FRDOYGFTICY 7 v %
RETEET, ZHAUTKY, BEOAL v FTHEMAT LD~ m 77y AV ERFFL, BHT5Z
EDRAREIC R0 3, VE— R $—RDOGEHB L0~ 7 m O A FEREFET D121, remote url %
EALET, RFTO~v7 0 T7ANDT 7 A NAIEFITRRI R E T H Y A,

Auto Smartports ¥ 7 BB LT v F~vrm (TrF~wruld, Vory Zornge L GAIcEmmaFE
D=7l L5 THIBRIN DS TT) ICiE, ROEEFHEHIRFENRDH D £3,

o MAIAL~ T TTHIRELIIAERCTEET, 2L, 22— VP ER~Y 7 2 2R CARITTERT S &,
AR~ 7 0 NS5 ENTEET, LOMBPAR~ 7 B2\ T HITIE, 2—PER~S
7 malBRLET,

e macro auto device 35 X 0" macro auto execute 72— 3L 27 4 Fal—gr avy KO
FaA X =T M LESEEIT, BRBICET LIca~y FICEESNI R T A =2 R AL v FIT5
SNET, AAYTF ETT VT 4 7ICTEDa~y FIIRGRZTTY,

o U BEEMLIZEEDY AT LA 2B 21213, 802.1x FERELASN O R — FERFEE -~ TH

L £,
e AA wF T Auto Smartports A R —TWMIZTHHAIE. A— K BFX 2 VT TR ELRNWTL
7230,

o TORELZZUNFEALEEAIZ. =27 uRlton SonDar 7 4 Xal—yay avy R
WZHER SR, Fl3 T FvrsrTinboavxy FRflkshiEts (TrF~vrmid
WHESDO~ 7 aO—8T, Vo727 ARV EDEZIIY I aZHIBRLET),
7= & 2, 802X FRFEN A R — T N7 > TV DG, switchport-mode access 5% E % HIfR T =
FHA, TOEEAEIL, switchport-mode 3 E % HIBR T 5 AHNIC 802.1x FRFEZHIRT A LENRH Y F
ﬁ-o

* Auto Smartports ¥ 7 = Z#EMH T 5% E1L. A — % EtherChannel @ A L NIZIZTE EH A,

o MAIAIR~IBDT 7 AN DT —4 VLAN XL VLAN 1 TF, T 74/ bOFH VLAN I
VLAN 2 TF, AA v TFBRERDLIT 7R, AT 47, FITER VLAN 2 HT 55614,
macro auto device ¥ 72/ macro auto execute 7 27— 3L 27 4 Fal—T a3 avy Rl
HLTHEERELET,

o 802.1x FRREE 721X MAC FERENA 732 (MAB) Tix, RO T A 22 HmHT 5729012,
RADIUS $— 03 v 2 a D gk & DT auto-smart-port=event trigger %R — h9 5 X 5%
ELET,

o AA »F N Auto Smartports ¥ 7 B E VR — T HDIE, T ACEBEHR SN TV DHEETET
TT o NTREDEEDT NA AERTY A — P SN THEE A,

o AN— hMETHIENRAR—T NI TWDLHEE, A v FiE, BREENKELIZEED MAC 7 R
VA M- LET,

o I BWNEMIET DT F~v /7 rNTIE, CLI 2~y FOIEFPARRLGE1¥HY £7,

Auto Smartports A~ 24 X¥alL— 3> HAF
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W macro auto execute

3l

W DOFTix. Cisco A1 v F & Cisco IP Phone # A A v F~ki+ 272012, 2 DO AR~ 7 0%
AT 2 HEERLET, ROBFITIE, T2 7 A 0¥ =T x4 ZAHIZT 74V EOFF VLAN, 7
7 A VLAN, BXORAT 47 VLAN 2ZH L 9,

Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Switch (config)#!!! the next command modifies the access and voice vlans

Switch (config)#!!! for the built in Cisco IP phone auto smartport macro

Switch (config)# macro auto execute CISCO PHONE EVENT builtin CISCO _PHONE AUTO SMARTPORT
ACCESS_VLAN=10 VOICE_VLANEZO

Switch (config) #

Switch (config)#!!! the next command modifies the Native vlan used for inter switch trunks
Switch (config) # macro auto execute CISCO _SWITCH EVENT builtin CISCO_SWITCH AUTO_ SMARTPORT
NATIVILVIAN=10

Switch (config) #

Switch (config)#!!! the next command enables auto smart ports globally
Switch (config)# macro auto global processing

Switch (config) #

Switch (config)# exit

Switch# !!! here is the running configuration of the interface connected
Switch# !!! to another Cisco Switch after the Macro is applied

Switch#

Switch# show running-config interface gigabitethernetl/0/1

Building configuration...

Current configuration : 284 bytes

!

interface GigabitEthernetl1/0/1
switchport trunk encapsulation dotlg
switchport trunk native wvlan 10
switchport mode trunk

srr-queue bandwidth share 10 10 60 20
queue-set 2

priority-queue out

mls gos trust cos

auto gos voip trust

macro description CISCO SWITCH EVENT
end

ROBFITIE, AT 47 F—Y—LFINDa—FERA N b P T—%, 2a—FEHRE~7 0l
XYL hEERLET,

1. 802.1x EIE MAB IZHKIG LTI AA v F R—NMIAT 47 Fb—Y—%#k L ET,
2. RADIUS #+—ET, BEELMEDOLT % auto-smart-port=DMP_EVENT [Z&%E L 7,

3. A vFET, A2 F FUH—DMP EVENT 2L, =2—H¥E#Z~r 0 a<w FEANL
ij‘o

4. ZA v FiX. RADIUS #— /5 @ attribute-value pair=DMP_EVENT & %5 Ahv, Z DA
Ny b MU A—CEEMT D~ s n 2B L £,

Switch (config)# shell trigger DMP_EVENT mediaplayer
Switch (config)# macro auto execute DMP_EVENT {
if [[ SLINKUP -eq YES ]]; then
conf t
interface $INTERFACE
macro description $TRIGGER
switchport access vlan 1
switchport mode access
switchport port-security
switchport port-security maximum 1
switchport port-security violation restrict

Auto Smartports A2 24 F¥alL—¥ 3> AL F
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macro auto execute Il

switchport port-security aging time 2
switchport port-security aging type inactivity
spanning-tree portfast
spanning-tree bpduguard enable
exit
fi
if [[ SLINKUP -eq NO ]]; then
conf t
interface $INTERFACE
no macro description $TRIGGER
no switchport access vlan 1
if [[ $AUTH_ENABLED -eq NO ]]; then
no switchport mode access
fi
no switchport port-security
no switchport port-security maximum 1
no switchport port-security violation restrict
no switchport port-security aging time 2
no switchport port-security aging type inactivity
no spanning-tree portfast
no spanning-tree bpduguard enable

exit

£i

& 341 H#iR—FEhTLV3 Cisco 10S L T ILDF—T—F

avwvk E LT

{ a<wy RO NA—7{bEBELET,

} avwy RO NV—FEET LET,

(L SHAERIAE LTERLET,

11 SEHERRIA L LTERLET,

else FIFRERRIRE LCTHEALET,

-eq SIEHERRA L LTERLET,

fi SGMERERRIRE LTHEALET,

if AR E LT LET,

then SGMERERRIRE LTHEALET,

-z SRR E LT LET,

$ $ WFTHEDLEHT, T A—FETERSL
ESr RN

# #XFEFEHLT, a A TXAMEANLE
R
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W macro auto execute

* 3-2 HR—FEh TV Cisco 10S Yz LDFHFEFXF—T—K
avwyk E LT
| KA T T
case e LR RN
esac SRR
for Jb— TR
function v VR
in SAEME IR
select e LR RN
time XA TTA
until Jb— TR
while No— T RE AR
BlEaTUF avyv Rk L
macro auto device ~7uDTF TN RTA=FEERELET,
macro auto global processing AA »F LT Auto Smartports & A r—7 WM LET,
macro auto mac-address-group MAC 7 KL 2 J L —7%HELET,
macro auto sticky ~ 7 aDixFEEERELET,
shell trigger AR VU H—FERLET,
show macro auto ~ 7 AT LOERERTILET,
show shell ARV MU H—BEO~7 aicBlT2HMERRLET,
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macro auto global control

macro auto global control

TNA A B A FIZHEST Auto Smartports ¥ 7 B E AL v T REAT XA I T EBE, 2E R
VH—F 5121k (A MU F— a2 br—/), macro auto global control 7 =— 3L 27 ¢
Xal—varavr REEHLET, NI H—L~xZu0Yy VT %2T 4 =TT 5101,
Zoavy RO no BREFHLET,

macro auto global control {device [access-point] [ip-camera] [lightweight-ap] [mac-address]
[media-player] [phone] [router] [switch] | trigger [last-resort]}

no macro auto global control {device [access-point] [ip-camera] [lightweight-ap] [mac-address]
[media-player] [phone] [router] [switch] | trigger [last-resort]}

WX DA device [access-point]  device : RO 1 DLLEDT NS 2% A XUk hUA—E LTRELE
[ip-camera] T,
[lightweight-ap] e (f£%) access-point : Autonomous 7 7 & X FKA > k
[mac-address]
[media-player] e ({EE) ip-camera : Cisco IP BT 4 —_A T A H AT
F’h?tn:l]] [router] * ({£E) lightweight-ap : Lightweight 7 7 X &A1 > b
switc
* (L&) mac-address : =— % EHRD MAC 7 KL R ZL—7
e ({£E) media-player : 7 X ) AT 4T T L—F—
e ({£#) phone : Cisco IP Phone
e (fEE) router : Cisco /L —#
o ({EE) switch : Cisco A A v F
trigger [last-resort] trigger : FFEDA X2 h MY H—EFELET,
e ({£E) last-resort: 7 A KUY —hK hU H—
IIVETI4ILE ALy FE, AR NIF—ELTT NS RABATEZFERHLET, AA v TFRT AL R XA T ER
ETERWEEIL, MACT7 FL X ZL—7 MAB A vt— 802 IXx BiEA vE—Y, BIW
LLDP A vt —U% T o X ARIEFTHEHALET,
aAv R E—FK Ja—\) aryZ 4 ¥al—vay
av v FERE yy—= EEEM
12.2(55)SE Z D=z~ KA Catalyst 3750-X, 3750-E. 3750, 3560-X. 3560-E.

HHEDHA K51V

3560, 2975, 2960, B L2918 A A v FITBIMENFE LT,

AN NI H=ZRELRPSTHE AL v TFIEAXS D MU H=L LTTAA R S AT %N
LET, AA v TFNT A R I A THPRETERWEEIE, MACT LA 71— MAB % vt—
T 802X BFEA v &= BEIUWLLDP A vt —Y %7 o X ARIEFCHEMLET,

VI UNRA U H—T 2 ATEHA SN TWA Z & 2GR T 5 I21%,. show macro auto global = —
EXEC 2~y R&EMHHALET,
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W macro auto global control

i CDP AytE—Y LLDP Avt—Y BEIOMACT RLR AV —T%A X MY H—& LTHRE
SRV
Switch# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.

Switch (config) # macro auto global control detection cdp 1lldp mac-address
Switch (config) # end

Autonomous 7 7 & A R4 > k. Lightweight 727 & A 7RA > b, B IIP Phone # % ET % Hik

Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Switch (config)# macro auto global control device access-point lightweight-ap phone
Switch (config)# end

Bl F avwy kR B
macro auto execute AN N MU=l ABAB~T I a~D B T ERE L
ESr RN
macro auto global processing AA »F LT Auto Smartports & A Rr— 7 /WIZ LET,
macro auto mac-address-group MAC 7 RV A J—7%FKELET,
macro auto sticky ~ 7 aOKGEERELET,
shell trigger AR b MU AT—EERLET,
show macro auto ~ 7 rIlHlTAEREERLET,
show shell AR MY AT—BLO~ 7 2 iCBlT2EREERLET,
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macro auto global processing W

macro auto global processing

B DEE

ATV RFI4LE

AA » F T Auto Smartports ¥ 7 2 % A X —7/LIZT 521, macro auto global processing 7 = — /3
VAT 4 Falb—varavy FeiLET, v7ue7 4 v—7 T HHE1F, Zoavy
Fo no BAZMM L7,

macro auto global processing

no macro auto global processing

ZDawy NI, 5I8ERESF—TU—REH Y A,

Auto Smartports 237 4 £—T Mo THET,

Ja—N_") a7 4 Xalb—g v

HHEDHA K51V

3l

yy—= EEEM

12.2(50)SE Z®=a~ 1 Rid, Catalyst 3750-E, 3750, 3560-E. 3560, 2960, 3 XX
2918 DEAA v FTHAINE LT,

12.2(52)SE o=~ FiE, Catalyst 3750-E, 3750, 3560-E. 3560, 2960, 3L Ot

2918 ©#% A A » F T macro auto global processing [cdp-fallback] 7° 5
macro auto global processing [fallback cdp] ICEF X FE L7,

Z o3~ R3 Catalyst 2975 A4 v FITBEMENFE LT,

12.2(53)SE2 Z =z~ RN Catalyst 3750-X 38 LTV 3560-X A A v FIZEBMSNLE L
72
12.2(58)SE fallback edp ¥ — 7 — R HR— hXhe 720 £ L=,

RA T T I a%k s a— Ul F—7/WZT 521X, macro auto global processing 7 r:z~/\/1/
AT A4 FXab—var avry NeHLES, BEDOH— LTI/ 2T 4 =T NITT DI
no macro auto processing = v & A X —T = XA E— FTHHALET,

802.1x F£71X MAB #BFEA A L TV A EAIX, Y AaDBHEfEOT auto-smart-port= event
trigger % A — b3 25 L 912 RADIUS —REZRETHLENH Y £3, BiENKKL7HEIEL, <
T SNETA, 802.1x £7I1X MAB BRENA X — 7 = A ATRKTDH L. A A /3"

T4 =Ny 7 CDP A X b MU T—2FHLEREA,

CDP T SNDT A ADEREOBREEZ T RNZ A T 556, A v FIE. RIIZAAL v T KR
W —2 E WA CHREZ IR L £,

v aNA H—T oA ATHEH SN TWD Z & 2RI 5121, show macro auto interface %5i#
EXEC a2~> FEFEHLEI,

ROBFITIEX, Auto Smartports & A A v F L TA R—7 ML, FEDA X —T =2 A A LTT 4 &—
TIZT DR R LET,

Switch (config)# macro auto global processing
Switch (config) # interface interface id
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W macro auto global processing

Switch (config-if)# no macro auto processing

BIEa<T UK avw >k B
macro auto device <7 uaDT T H )N RTA—FEEFRELET,
macro auto execute ARV N N T =B BABR~I a~D~y B T EREL
7,
macro auto mac-address-group MAC 7 FL 2 L —7 %2R ELET,
macro auto sticky ~ 7 OXGEEEEELET,
shell trigger AR MY —FAERLET,
show macro auto ~ 7 rIlHlTAEREETRLET,
show shell ARV NI F—BIO®~7 alcfldaERERZRLET,
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macro auto mac-address-group

macro auto mac-address-group

Cisco Discovery Protocol (CDP) % 7zi% Link Layer Discover Protocol (LLDP) % #HR— kL T\
WTNRA ADA XY N N T —%1EKT AIZ1X, macro auto mac-address-group 27 = — 3L =
Z4F¥alb—varavryFelLEYS. ZA—7Z2HBRTL561E. Z0a<r FO no BAZME
ML ET,

macro auto mac-address-group name [mac-address list /is¢] | [oui [list /ist | range start-value size
number]]

no macro auto mac-address-group name [mac-address list /is?] | [oui [list /ist | range start-value
size number]]

WX DA name TN—THERELET,
oui (f:E&) Operationally Unique Identifier (OUI) ® VU X M7 |3&EH % E
LET,
o list: OUI U A &, AX—ATRYI~>7 16 EEAXTALLET,
* range : OUl OB4E%E 16 L TATILET (start-value).,
o size: HfEL7ZT KL A URKNEIERT 57290 range DR S
(number) % 1~5 TAJILET,
mac-address list /ist (ER) ARX—ATEY-7ZMAC T FLADU A MNERELET,
AYUFFIAIE TN—TIXEHRINTOER A,
= TNn—7ar74¥alb—arv
avy FERE yy—2 EEHEM
12.2(52)SE Z =~ KA Catalyst 3750-E. 3750, 3560-E. 3560, 2975, 2960,
FU2918 A A v FITEMENE Lz,
12.2(53)SE2 Zda= RiE, Catalyst 3750-X B3 XU 3560-X A1 v F TCEHAINEL
77

HEREDHA K51

3l

CDP £7I1Z LLDP %R —F L TWRWTNAL 2D A N2k hU H—%{ELT 5121Z. macro auto

mac-address-group 7 2 —/N)L 27 4 ¥ a2 b—vay avy Rz L E7 . macro auto execute
ra—sY arZ4Xalb—rary avry FeffiLT, MlRdA~rnEloda—PER~r vz
Ty BT HICE MACT RLA I —T7% MU A= LTHERLET, Vo7 7y 7RIS, A

AYTFBNT AL A ZAL T L, fBEShl~7nz@MHLES,

DAL v FiF. WK I0DMACT RLA N —T %P KR—FLET, £70—71E, &K 32 #HD
OUI & 32 fild> MAC RIEFHT L AZFFOZENTEET,

WOBITIL, address trigger E\>9 MAC 7 RV A Z—7 A X b R H—%1ERT 5 5L BX
Qv M) 2HERT D HEERLET,

Switch# configure terminal
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B macro auto mac-address-group

Enter configuration commands, one per line. End with CNTL/Z.

Switch (config) # macro auto address-group mac address_trigger

Switch (config-addr-grp-mac) # mac-address list 2222.3333.3334 22.33.44 a.b.c
Switch (config-addr-grp-mac) # oui list 455555 233244

( )# oui range 333333 size 2

( )# exit

Switch (config-addr-grp-mac
Switch (config-addr-grp-mac
Switch (config) # end
Switch# show running configuration

|

!macro auto mac-address-group address_ trigger
oui list 333334

oui list 333333

oui list 233244

oui list 455555

mac-address list 000A.000B.000C

mac-address list 0022.0033.0044

mac-address list 2222.3333.3334

<output truncated>

BEa<U R avwyr e
macro auto device VDT T H )N RTGA—HEERTELET,
macro auto execute ARV N N T—=blAAB~Ta~OD~v B T ERELET,
macro auto global processing = .{ v ¥ T Auto Smartports % F—7 /L2 L £,
macro auto sticky ~ 7 aOXKEEEEEELET,
shell trigger AR RN N H—EERLET,
show macro auto ~ 7 rIlBlTAERERTLET,
show shell AR N N H—FBX O~ v itElT2EHRE2ERLET,
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macro auto monitor

TN, A F T A F— T I2 T HI21E, macro auto monitor 71— 3L 2T 4 Fal— g O
<~ REHFEFHLET, A ADEFTET 42— I3 DI100F, Zoa<xw Ko ne Bz /HHL

B
macro auto monitor

no macro auto monitor

macro auto monitor

BX DA Zoawr R, SIEERRF -7 - REdH 0 EHA,
IYVFEFIAILE TNA A FA =T LT,
av kR E—FK Ja—nN)arZ 4 FXal—var
avy FERE Jyy—= EEER
15.0(1)SE Zd =~ FA Catalyst 3750-E, 3750-X, 3750, 3560-E. 3560-X.

HERHEDHA K51

3560, 2960, 2960-S, 2360 D& A A v FIZBEMINVE LT,

TNRA ARG %T 4 B—7 02T A121%. no macro auto monitor 72— 3L 27 4 X a2 L —
varyavwr REEALET, ASP R EOBERNFEHFTOT AL AGETIET 4 =T M TEEH

Mg

3l RIZ, AA v F D ASP T, ZAGHF 2 A X =7 NWZT D 2R LET,
Switch# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Switch (config)# macro auto monitor
Switch (config)# end

BEa< R avo kR B

show macro auto monitor clients

AA v FDTNA AGFFHREEML T2 27747 M &
FRLET,

show macro auto monitor device

2L o FIEHR SN TVDT AL AL ZOTu T 0 BLOYS
HAEERLET,

show macro auto monitor type

FAAARATE—Y = MBBBML DT S TOF /A A 4
4T EFRELET

show shell

AR MV A—=BLO~- 7 0 lllT 2B RERTLET,
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W  macro auto processing

macro auto processing

A #—7 A AT Auto Smartports ¥ 7 B & A X —7/LIZT 51X, macro auto processmgfl’/
F—=TzA R AT 4 Falb—Vvary avry FeflLET, v27 027 1 =7 T 55813
Zoavy RO no JEREHEH L ET,

macro auto processing

no macro auto pl‘OCCSSil‘lg

BX DN Zoawy RICiE, BIEERRF—U—FEHY FHA,
AYVEFIALE Auto Smartports 237 4 £ — 7T o TWET,
avY K E—F AVB =Tz A AT 4 Falb—var
av v FEE yy—= EEEM
12.2(50)SE Z®=a~ Rid, Catalyst 3750-E, 3750, 3560-E. 3560, 2960, 3 XX
2918 DEAA v FTHAINE LT,
12.2(52)SE =~ Rid, Catalyst 3750-E, 3750, 3560-E. 3560, 2960, 3L

2918 ®#% A A » F T macro auto global processing [cdp-fallback] 7° 5
macro auto processing [fallback cdp] IZZF I E L7,

Z o3~ R3 Catalyst 2975 A4 > FITBEMENFE LT,

12.2(53)SE2 Z® =z~ RN Catalyst 3750-X 38 LTV 3560-X A A v FIZEBMSNLE L
72
12.2(58)SE fallback edp ¥ — 7 — R HHR— hXhe 220 £ L=,

HEHLOHA FSM4Y BWEDA L H =T 2 AT I BE% A F—T7/MIT 5L, macro auto processing 1 > ¥ —7 = A A
AT 4 FXab—var avry NeHLES, BEDA I —T=Af 2D~ 0% T 4 =TI
9" 5IZ1X. no macro auto processing { > ¥ —7 A A 2T 4 Fal—T g avr NefHLE
j‘o

Auto Smartports v 7 2 & 3 53515, A — b % EtherChannel ® A L /NZIXTE EH A,
EtherChannel % {# H19 % F%. no macro auto processing 1 > ¥ —7 = (X a7 4 Fal— g 2
~ v R#fEM L. EtherChannel A > % —7 = A A® Auto Smartports %7 4 E—7 MZLET,
EtherChannel 1 > % —7 = f ANEEE AN A F—T = A4 RZHHALET,

v uaNA U H—T oA ATHEH SN TWD Z L #ERT 5121, show macro auto interface %1%
EXEC =~ FaEMALET,

i WOFITIL, AA v F T Auto Smartports & A X — 7 WIZT HHk, BLOFFEDA 4 —T7 = AT
ZOBEET 4t —TNMCT B LA R LET,
Switch (config) # interface gigabitethernet 0/1

Switch(config-if)# no macro auto processing
Switch (config-if) # exit
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macro auto processing W

Switch (config) # macro auto global processing

avro kR

A

macro auto device

<7 aDT T H N RNTA—HEERELET,

macro auto execute

ARV YT =BBIABR~ T a~D~ v E T HRIE L
i‘a‘@

macro auto mac-address-group

MAC 7 KL R ZNA—7F%BELET,

macro auto sticky

~ 7 DKM EREL T,

shell trigger

AR MU T—ZAERLET,

show macro auto

~ 7 T LR ER R LET,

show shell

ARV E R —BIOW~ 70T ABERER T LET,
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Bl  macro auto sticky

macro auto sticky

VoI BT AR MNETHOSY I aRNT I T 4 T DEE (V2 2DRFHE) 2725 K OICHRET DIC
¥, macro auto sticky 72—/ )L a7 4 Fal—var avr FEHHALET, v 7 vokkEtkz
FAE—TNMITHITIE, Zoa~vr RO no BREFHALET,

macro auto sticky

no macro auto sticky

BX DA Zoa~r R, SIBEREF—U—RiEZH Y A,
IXVRTI4Ib ~ 7 v OKGEHILT 4 E—T Mo TOET,
av kR E—FK Ja—nN)arZ 4 FXal—var
avy FERE Jy—=x EEER
12.2(52)SE Z» == KA Catalyst 3750-E, 3750, 3560-E. 3560, 2975, 2960, ¥
FUN2918 21 vy FITBMMENE LT,
12.2(53)SE2 o=~ Rid, Catalyst 3750-X 3 K00 3560-X A1 v FTHASHEL
72

BRLEDHA FS1Y Voo By AXy Meb~27alT 7T 4 7175 X 5. macro auto sticky 7' —/3L =27 ¢
Xal—Tayavwry FEFERALET,

i WOBITIE, A Z—T A A LTI aOkkElEE A 2—7T VT L EEZRLET,

Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch (config) # interface gigabitethernet 2/0/1

Switch (config-if)# macro auto port sticky

Switch (config-if) # exit

Switch (config) # end

BREaTUF avyv Rk B
macro auto device v aDT T AN RTRA—LEERELET,
macro auto execute AR N MY A= BIART I Ba~D~ oy T EFHEL
7
macro auto global processing AA »F kT Auto Smartports & A L —7 M LET,
macro auto mac-address-group MAC 7 KL AR JN—T %2R ELET,
shell trigger AR MY —FERLET,
show macro auto ~ 7 rIlBlTAERERTLET,
show shell AR N N H—BX O~ v iElT2EHRE2ERLET,
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macro auto sticky
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Bl  macro auto trigger

macro auto trigger

~/u M A—ar7sX¥alb—rar T—FREHBEL. MAAR NI T—DRNT AL AD Y
H—%EHRL, FORNIH—LT A RERITT 07 7 A VZBEEST 2121E, macro auto trigger 7
n— L a7 4 Fal—vay avy RefHLET, 2—PER NI T —%HIRTDIZE, 20
a<w RO no BXAEFEHLET,

macro auto trigger trigger name [device | exit | no | profile]

no macro auto trigger trigger name [device | exit | no | profile]

B DEE

avyEFI4NLE

avwv kR E—F

trigger_name TNRAABALTERLEFTTa 7 7 ANVLICEEMNTS M) HA—2BELE
7,

device LHIfTE Y=l B T T TS AL ERELE T,

exit FRARITN—F ar 74 X2l —ary T—ReEKRTLET,

no RESNTWVWDLT AN, 2T _CHIBRL 9,

profile ZRIfTE VY A=~ B 7T 577y A VA ERELET,

A—PEZ M T—FTRESNTHE R A,

rua—R) a7 4 Xalb— gy

avy FEE

BERLEDAA K1Y

3l

)= EEER

15.0(1)SE Z D a8 Catalyst 3750-E, 3750-X. 3750, 3560-E. 3560-X,
3560, 2960, 2960-S. 2360, 2918 DHEAA v F TEAINE LT,

T34 Z 7 Device Classifier IZ & > THHEINTWAICH b LT, MAAR N T—RNEHESH
TWaWE4E X, macro auto trigger 72— )L a7 4 Fab—v gy avwr REHFEHAL, 734
ABELFT 0T 7 ANHIZESWT RN I =2 ERLET, ZOa~vr FEANTLE ZAA v TFIZ
~/nm Ry H—ar7s¥alb—rary E—RNRY, device, exit, no. profile D% F—TU— 73
KRINET, TOF—RT, NI T v v BT THTNANA AL EE T e 7 7 AN ERETE
FI, TRAARLET BT 7 ANAOBMFIZ NI H—%~v B TTHMLEEHY A, MHFDOLHI
RV A=~y r42s, ~/u 770 rb—va T, NIA—&7mrr7 A 40~y
TREEINET,

I—WERI/RERETH XL, ZOavr REFEALTRNI V2R ELTLEIN, IAZ A
<7 aOFETIE MY H—LIIHETT,

Cisco 10S Release 15.0(1) SE <TiX. profile name & device name D5EA73 CFF|—BIETF B3R — K
SNET, TARDOT T 7 A NVENERLTED, THAA AT N—T T —=F =T, ZOXFH%
FOEFEMTHLERHY 7,

WIZ, FAIABR DY T—DRNAT 4T T—Y—& L bIZHEAT 572012, mediaplayer-DMP &\
ITMTFANMIHT D —FER Y H—EHRET L2 HEERLET,

Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
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macro auto trigger M

Switch (config) # macro auto trigger DMP

Switch (config-macro-trigger)# profile mediaplayer-DMP
Switch (config-macro-trigger) # exit

Switch (config) # end

BIEa<T UK avw> kR B

macro auto device VI aDT T 4NN RTRA—HEERELET,

macro auto execute ARV N N T =B BABR~T o~~~y B T EREL
E

macro auto global processing AA »F T Auto Smartports &1 Rr—7/IZ LET,

macro auto mac-address-group MAC 7 RV A N —7%BELET,

shell trigger AR MY —FERLET,

show macro auto <7 |t AERERRLET,

show macro auto monitor device 2 A v FIZEH SN TVDET A AL ZDOT BT 4 B L0y
FERRLET,

show macro auto monitor type TNRAAGHHT =V 2 bPFEHEL TNDBTRTOT A A X
AT ERRFRLET,

show shell AR MY H—BLO~ 7 nicElT 5 EHE2ERLET,

Auto Smartports A~ 24 X¥alL— 3> HAF
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M macro description

macro description

ED~7uBf 2 —7 oA R ENTW DO % AT 512iE, macro descrlptlon A
&—7142:y74¥1v~yay:vyP%@%Li¢oﬁ%%MW%é X, Zoa<vr Fo
no EXAEMALET., Zoa~< Fix Auto Smartports DOFIC SHE T,

macro description fext

no macro description zext

EXDHHA description text {FE LA v X —T A AZ@EHEN -~ 7 0izonWTomAE A LET,
aAYVEFIALE ZDa<wy RIZIET 740 FREIEXHY A,
avy Rk E—F A VB —T A A A7 4 Fal— g

avy FERE Jyy—x EEHEM
12.1(19)EA1 ZDa= R Catalyst 3750 B3 L3560 A+ v FIZBIMSNE LT,
12.2(25)FX D=~ K78 Catalyst 2960 A A v FICEM SALE L7,
12.2(44)SE Z Dz~ RN Catalyst 2918 A A » FIZIEBEMEE Lz,
12.2(46)EX Z®D a2 R Catalyst 2975 AA v FIZEBMEE L,
12.2(35)SE2 ZDaw R Catalyst 3750-E 3 L OV 3560-E A1 v FITBMEINE LT,
12.2(53)SE2 “Oa~y i, Catalyst 3750-X 35 £ 08 3560-X A A v F CHEASIE L

72
BRLEDHA FSMY A B =Tz AT AL b THRANERIT~ 7 04 Z2EEMT 51213, descrlptlonﬂ? U — R %&A{f

HALET, B—A ¥ —T7 A R| @ﬁ@77m%%%¢5%m\ﬂ%T#XFi%% WHLE~
DL E£9,

FRE A TR 521X, show parser macro description £##% EXEC =~ > K& AL L ET,

! WOFITIE, A F—T = A AP ZEBINT 2 5EERLET,

Switch (config-if)# macro description duplex settings

BEaTUFR avUFk BiEA
macro apply A B =T AR a @A LET,
macro global AA v F RIZv7urz@mHTHIN, A4 vTF R~ er2@@H L Tia
BrL £,
macro global description 2 v FICHEAEINT~ 7 2l oW TOHHEZENL 9,
macro trace A B —T A A r/aZB@AL, FL—RALET,
show parser macro TRCO~VI R EIRE L~/ e~/ nERZFR R LET,
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macro global W

macro global

A v F~D~< 7 D@, FTIEAA v F O~ aDiA e T Yy V% ETT5I121E. macro
global 70—/ L a7 4 Xal—vay avr REfHLET,

macro global {apply | trace} macro-name [parameter {value}] [parameter {value}|
[parameter {value}]

BX DA apply A v FiCwrsoxBEmHALET,
trace A vFilvrsur@mlL T~ x2T Ny 7 LET,
macro-name ~ /L ERELET,

parameter value ({T.7E) ZDAA v FIZRESNTZ—EONT A= EEEELET, fm 3 >0
F—U—FLEOHMAEDLEEZANTEET, "TA—F F—U—FORET
E. RXFLALFRXPISNET, F—TU—FT—ERALND L. T XTH
IS DEICEE B ONET,

aAYVEFIALE Zoawy RIZET 740 FEEEHY THA,
A< K E—F Ju—sNb arZ4Falb—va s

avy FERE yy—= EEHEM

12.2(20)SE Z D3~ R Catalyst 3750 38 L 103560 A1 v FITBEMENE LTz,
12.2(25)FX Z D a= RS Catalyst 2960 A1 v FIZBMEINE L,

12.2(44)SE Z Dz~ RS Catalyst 2918 A4 » FIZEBMEE L,

12.2(46)EX Z D=y R Catalyst 2975 A A v FITBIMSLE Lz,

12.2(35)SE2 Z D=3~ KA Catalyst 3750-E 38 L O8N 3560-E A A v FlTBMEhE Lz,
12.2(53)SE2 Z o=~ RiE, Catalyst 3750-X 3 L0 3560-X A1 v FCTHASHEL

776

HERALDHL RS54 AVE—T oA A7 axEHAT 5I21%,. macro global apply macro-name 7’ v — 3L 327 4
Fal—taryavwrReffLEd,

~7uEEAL, v/ rET ANy S LT T —E IR ES 7 — 2 B3 521X, macro global
trace macro-name 7 u—/N)L 27 4 X alb—ary avy ReEHALET,

~/uEEHLEEE BT —FREREZT—OEDIlavwy R LTESGE, v 7 ridgl &
BEIEO Da~vy Rae A v FITHEA LET,

—BOEOEY Y TESLE LT D~ v &2 EkT 5854, parameter value ¥— 7V — R&FHAL T, £
DAL v FICEHAOEZIELET,

F—U— ROBETIE, RKXFLNXFRKHSNET, F—T—RFTERREND &, TXTHIG
THEICEEHZ ONET, F—U—FBRE2II—HT DL, ZRUBREVIFHO—HThoiol LT
b—HLAREINT, ST HHEICEZHEZ HNLET,

—O~ 7 i, RTA—XERLERXF—T— KB EENE T, macro global apply macro-name
?avy REEATL L, v/ rn TREREE - RRRTEET, F—V—- Mz AT Ic~vrnz
WHLESGAE, 2~y N3 ey w7 il SERA,
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W macro global

il

AL v F V7 MU =TIZE, A3 T 740 b Smartports ¥ 7 B RHDIAENTWET, Thbo~
7 ma~ KX, show parser macro = —¥ EXEC 2~ REMHEH L TCEHRRTEET,

ALy FIZV A2 T 7 40 b Smartports ¥ 7 B EEAT 2 & XL, ROFBEFRIIE > T IZE 0,

» show parser macro = —#% EXEC 2v > FZHEHAL T, XA vF LOTRTOVI/rE2RKFLE
T, FFED~ 7 v OWNEEFKRT 521X, show parser macro name macro-name < —% EXEC =
~UREHERLET,

o $THELZF—U— NI, —EDONTA—FZENLETY, parameter value ¥ — 7V — R % i /]
LT, MEREEV A2 T 740 w7 mZBMLET,

VAT TN walES VI XTFEMFEHLTCWADT, SHEX—U— REiBld 501k
MHbET, v/ EERTLIEA. $EWVIXFEMEALEZS—T— FOTERICITHIRASH Y T8
o

~ kAL y FICHEAT LG, v 7 e ANABHNICAL vy FITBMENET, show
running-config = — EXEC =~ > F&ffT 2L, HSh/ma~r FBLO~ I/ v 2R RTX
£

~J7uaNOFZFa~vL RO no N—Ya i AN LELEXICET, A vy FTEHSN - n—L =7
OREEHIRTEET,

macro auto execute 72—/ 27 4 Xal—vary avry REEHLTH LWL~ a2 El L7z
®%T, O~ nE AL yFICHEMATEET, ROBITIE, snmp ¥v7 2 2R RZT2HHE BLORED
~/uEMALTHRANMET AN $— N3 E L, IP precedence % 7 \CRET 5 HEERLE
\?AO

Switch# show parser macro name snmp
Macro name : snmp
Macro type : customizable

#enable port security, linkup, and linkdown traps
snmp-server enable traps port-security
snmp-server enable traps linkup

snmp-server enable traps linkdown

#set snmp-server host

snmp-server host ADDRESS

#set SNMP trap notifications precedence
snmp-server ip precedence VALUE

Switch (config)# macro global apply snmp ADDRESS test-server VALUE 7

~ 7 a%7T Ny 73 5I21%, macro global trace 7 u— VL 227 4 XaL—v g avr REER
LT, v7 %A vy FICHEALZEEDO~7 OB LELITRE= T —2HIITCEES, ZoflT

/X, ADDRESS /X T A —ZEN AT EIN TV EH A, snmp-server host A< FRKWLTEY, =7
B DY) OFSBAA v FICHEH S TVET,

Switch (config)# macro global trace snmp VALUE 7

Applying command...‘snmp-server enable traps port-security’
Applying command. .. ‘snmp-server enable traps linkup’
Applying command. .. ‘snmp-server enable traps linkdown’
Applying command. .. ‘snmp-server host’

%Error Unknown error.

Applying command. .. ‘snmp-server ip precedence 7'

Auto Smartports A2 24 F¥alL—¥ 3> AL F
m. 0L-27650-01-J |



| #£3% Auto Smartports ¥4 B & Static Smartports ¥/ 8D CLIawY K

macro global W

BEav U kR avUFk B
macro apply A A —T oA R I E@ALET,
macro description A B =T A RACHEHENT -~ 7 2l oW TORBEEZEMNL £,
macro global description ZA v FICHEBAENT-~ 7 2O TOHBEZEBEMLET,
macro trace A H =T oA A~ uk@AL, PL—ALET,
show parser macro TARCO~VI/7 Tz BELE~7 oD~/ nERERRILET,
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Bl  macro global description

macro global description

2L vy FICHEHA SN TND~ 27 BiZHOWT ORI % AT 512X, macro global description 27 =7 —
NAarZ4Falb—varyavy FEERLET, BAZHIERT212E, 203~ PO no BA% il
MLET,

macro global description zext

no macro global description zext

EXDHHA description text 2 A v FIZHEA SN~ 7 BIZOWVWTOHBAE AN LET,
aAYVEFIALE ZDa<wy RIZIET 740 FREIEXHY A,
A< K E—F Ju—sNb arZ4Falb—a s

avy FERE Jyy—=x EEHEM

12.2(20)SE Z D3~ KA Catalyst 3750 38 L 103560 A1 v FITBEMENE LTz,
12.2(25)FX Z D= RH Catalyst 2960 2 A v FITEME L E Lz,

12.2(44)SE Z Dz~ RN Catalyst 2918 A A » FIZIEBEMEE Lz,

12.2(46)EX Z D= R Catalyst 2975 24 v FITEMELE L1z,

12.2(35)SE2 Z» == R Catalyst 3750-E 38 L T8N 3560-E 21 v FIZBMENE LT,
12.2(53)SE2 o=y RiE, Catalyst 3750-X 38 X1 3560-X A1 v F THEASHEL

776

BRLEDHA FSMY AA v FIZTA LN THXRANERIT 7 04 2B 2121, description ¥ — U — R L E
T, BEO~ I aRn AL v FICHEHENTWEHE, ST MIRBICGEH S~ 7 2O
R0 ET,

FRE A MR T 511X, show parser macro description £##% EXEC =~ > K& AL ET,

! WOBITIE, A v FITHAZIBINT 2 k&R L ET,

Switch (config)# macro global description udld aggressive mode enabled

BEaTUFR avvFk B2L
macro apply AVH—T AR a kA LET,
macro description A VB —T oA AZHHENT=~ 7 22O TOH BN LET,
macro global 2 v F Riz~wraz@mAT o0, A vF Rz L CERL
EJ AN
macro trace A =Tz R Z~vr7uakx@AL, T LET,
show parser macro TRCOVI/ IR E L~/ oD~/ nERER R LET,

Auto Smartports A2 24 F¥alL—¥ 3> AL F
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shell trigger W

shell trigger

AR N WU H—EERT 512X, shell trigger 72— 3L a7 4 Falb— 3y avr REHH
LET, A b FIT—%2HIRT25HE81F, Z0oa~vr Fono BXE2fHHLET,

shell trigger identifier description

no shell trigger identifier description

BXnHH identifier A_ b PYUH—ID EZELET, 20 ID 2 ETHHAT. LFEHIZA
N AN, T B ANIRNTLTEE N,
description ANV N MY T—OBRAXERELET,
IYVETFI4IE VAT ANEZRDANR N N H—

« CISCO DMP _EVENT

+ CISCO_IPVSC_AUTO _EVENT

+ CISCO_PHONE EVENT

+ CISCO SWITCH EVENT

+ CISCO ROUTER_EVENT

« CISCO_WIRELESS AP EVENT

« CISCO_WIRELESS LIGHTWEIGHT AP_EVENT

A< K E—F Ju—sNb arZ4Falb—a
avy FERE Jy—= EEHEM
12.2(50)SE Z o= RiE, Catalyst 3750-E, 3750, 3560-E. 3560, 3 X 1X2960 =
A v FTHAINE L],
12.2(52)SE Z o3~ R Catalyst 2975 A1 v FIBMENFE LT,
12.2(53)SE2 Zoa< RiE, Catalyst 3750-X B L1 3560-X A A v F CHEASHEL
776

EREDHS K54y macro auto device 35 L U8 macro auto execute 72— 3L a7 4 Fal—v gy avwy RTEHT
27D —YFEFRA X b N T —%ERT DI, Zoavwr REefRHLET,
IEEE 802.1x #FEZ M H L CWABEIZHE A T I v 7 T, ZARBHBICHIETE S L2132, &
A a D gt & T auto-smart-port=event trigger % 7R — 3% X 912 RADIUS F8iEY — & & E
LE9J,

Auto Smartports A~ 24 X¥alL— 3> HAF
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M shell trigger

7] WOFITIE, RADIUS_ MAB _EVENT &5 2—HEEDA ~2 b b H— 2Bkt 2 kg r LE
7

Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Switch (config)# shell trigger RADIUS_MAB EVENT MAC_AuthBypass Event
Switch (config) # end

Bl F avwyFk B
macro auto device ~7aDT T F N RTA—LEERELET,
macro auto execute AR MU T =B AIAR~ T O ~D~ v B T EFHE
LET,
macro auto global processing AA »F T Auto Smartports & A Rr— 7 /WIZ LET,
macro auto mac-address-group MAC 7 RV A ) —7%FELET,
macro auto sticky ~ 7 BOKGMEERELET,
shell trigger AR N MU —EERLET,
show macro auto ~ /Il TLEREETRLET,
show shell ARE NI H—BIO~7 v iCElT2EHRERRLET,

Auto Smartports A2 24 F¥alL—¥ 3> AL F
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show macro auto

show macro auto W

Auto Smartports v 7 2 DA R T 5121, show macro auto = —3 EXEC =~ F&fEH L &

B

show macro auto {address-group [address-group-name] | device [access-point] [ip-camera]
[lightweight-ap] [media-player] [phone] [router] [switch] | global [event trigger] |interface

[interface id]}

BX DA address-group
address-group-name)

T RLVAIZN—TEREFRIILET,

({£#) address-group-name : 8 EENT=T KL A J L —TDIEH
ERTFLET,

device [access-point]
[ip-camera] [lightweight-ap]
[media-player] [phone]
[router] [switch]

1 DL DT AL ZDERERTLUET,
* ({EE) access-point : Autonomous 7 7 £ & KA > k
* ({LE) ip-camera : CiscoIP BT H $—_A T X AT
* ({LE) lightweight-ap : Lightweight 77 & X KA > b
e ({£®) media-player : 7YX )L AT 4T T —Y—
e ({£#) phone : Cisco IP Phone
* (f&) router : Cisco /L —%

e ({EE) switch : Cisco A A v T

global [event_trigger]

AA v F 0 Auto Smartports F#H & K LE T,
(LE) event trigger : EELIZA X b MY T—DFREFRRLE
7T

interface [interface_id)

AVHE—T 2 A ADAT—H AR R LET,

({£7) interface id : Y8 ELT-A v H—T = A ADEREERLE
7,

avU R E—F = —% EXEC
K5 EXEC
avy FERE yy—= EEEM
12.2(52)SE Z ® =~ R Catalyst 3750-E, 3750, 3560-E. 3560, 2975, 2960,
L2918 A vy FITBMENE LT,
12.2(53)SE2 o=y RiE, Catalyst 3750-X 38 L1 3560-X A v F THASHEL
7=
12.2(55)SE global % — U — F73 Catalyst 3750-X, 3750-E. 3750, 3560-X. 3560-E,

3560, 2975, 2960, L U2918 A A v FITEMEIE LTz,
address-group. device. event manager, ¥ X interface % — U — NiX
EETIEH Y £H A,

| oL-27650-01-J
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OCLIaZYF |

W show macro auto

HAEDHA RS54 A A »F O Auto Smartports FHRERTT DL, ZDa~vr REFHLET, 754 ADORE AR,

T A —XF ZFKRT 5I121%. show macro auto device £# EXEC =~ R&EHA L £7,

o

i R DEITIL. show macro auto device $## EXEC =~ > FZFEHL T, AA v FORELEF-TDH N

BaRLET,

Switch# show macro auto device
Device:lightweight-ap

Default Macro:CISCO_LWAP_AUTO SMARTPORT
Current Macro:CISCO_LWAP_AUTO_ SMARTPORT
Configurable Parameters:ACCESS_ VLAN
Defaults Parameters:ACCESS_VLAN=1
Current Parameters:ACCESS VLAN=1

Device:access-point

Default Macro:CISCO AP AUTO SMARTPORT
Current Macro:CISCO_AP_AUTO_SMARTPORT
Configurable Parameters:NATIVE VLAN
Defaults Parameters:NATIVE VLAN=1
Current Parameters:NATIVE VLAN=1

Device:phone

Default Macro:CISCO_PHONE_ AUTO_SMARTPORT
Current Macro:CISCO_PHONE_ AUTO_SMARTPORT
Configurable Parameters:ACCESS_VLAN VOICE_VLAN
Defaults Parameters:ACCESS_VLAN=1 VOICE VLAN=2
Current Parameters:ACCESS VLAN=1 VOICE_ VLAN=2

Device:router

Default Macro:CISCO_ROUTER AUTO_SMARTPORT
Current Macro:CISCO _ROUTER AUTO SMARTPORT
Configurable Parameters:NATIVE VLAN
Defaults Parameters:NATIVE_ VLAN=1

Current Parameters:NATIVE VLAN=1

Device:switch

Default Macro:CISCO SWITCH AUTO SMARTPORT
Current Macro:CISCO_SWITCH_ AUTO_ SMARTPORT
Configurable Parameters:NATIVE VLAN
Defaults Parameters:NATIVE VLAN=1

Current Parameters:NATIVE VLAN=1

Device:ip-camera

Default Macro:CISCO_IP CAMERA AUTO_ SMARTPORT
Current Macro:CISCO_IP_CAMERA AUTO_SMARTPORT
Configurable Parameters:ACCESS_VLAN

Defaults Parameters:ACCESS_VLAN=1

Current Parameters:ACCESS_VLAN=1

Device:media-player

Default Macro:CISCO_DMP_ AUTO_SMARTPORT
Current Macro:CISCO DMP_AUTO SMARTPORT
Configurable Parameters:ACCESS VLAN
Defaults Parameters:ACCESS_VLAN=1
Current Parameters:ACCESS_VLAN=1

Bl Auto Smartports A~ 74 Fal—>av H4F
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show macro auto W

WD TIL, show macro auto address-group name ¥¢tg EXEC =< > FEFEHL T, 2A vTF D
TEST3 7 RL R N —TREERRTDHIEERLET,

Switch# show macro auto address-group TEST3
MAC Address Group Configuration:

Group Name oUI MAC ADDRESS
TEST3 2233.33 0022.0022.0022
2233.34
BEa< R avwUFk BL
macro auto device ~7aDT TN RTA—FEERELET,
macro auto execute AR MU T=OAAB~T I a~D~ B T ERE
LET,
macro auto global processing AA »F ET Auto Smartports & 1 X —7 /LI LET,
macro auto mac-address-group MAC 7 RV A SN —7%RELET,
macro auto sticky ~ 7 uaixFEEREELET,
shell trigger AR VU —EERLET,
show shell AR MU AT—BLEO~7 0 iZlT2ERER R LET,

Auto Smartports A~ 24 X¥alL— 3> HAF
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Hl show macro auto monitor clients

show macro auto monitor clients

AA T DT NA ARG HEEELEH L TNWD Y7 547 v M &FRT HIZIE. show macro auto
monitor clients = —% EXEC a2~ F&2EHL £9,

show macro auto monitor clients

ExX DA Zoawy RICiE, SIEELIIF—T—FEH Y FEA,
AYURTI4ILE 2 —# EXEC
¥¢#E EXEC
avy FEE Jyy—=x EEEM
15.0(1)SE Z®=a= 2 KA Catalyst 3750-E, 3750-X. 3750, 3560-E. 3560-X.

BERLEDAA K1Y

3560, 2960, 2960-S. 2360 D& A A v FITEIMINE LT,

TNA AGHEF (DC) 1, ZOBEEZERT L2 747~ 77U — 3 (Auto Smartports 72
E) BAFX—TNICTDHE, TTIHNLIFTAX—T NI ET, AL v F O DCHEELZMFHL TS
74T v NaeFERT HIZIE. show macro auto monitor clients =~ > F&fEH L £,

WD 7 T4 T 2 DC AT OMIL, no macro auto monitor =~ F&{EH L TDC %
FAY—TNCTEHZLIETEER A, 7947 FMEHTODC 2F 4 —7 1L LS &5
L. T— Aok —UNnNEREINET,

Al &IZ. show macro auto monitor clients £ EXEC =~ R&MH LT, AL »F D DC ZHHH D
IIAT v NERTTDHEERLET,
Switch# show macro auto monitor clients
Client Name
Auto Smart Ports
WIZ, 72747 MRMERFODC 2T 42— NI LED E LTz EEICRRENDEIZT— A vk—
VERLET,
Switch (config)# no macro auto monitor
These subsystems should be disabled before disabling Device classifier
Auto Smart Ports
% Error - device classifier is not disabled
BRI F avw vk BL
macro auto device <7 aDT T F Ik RNTA—FEEFRELET,
macro auto execute AR N NUT—=BPIABR~ T a~D~ v B T HFHIE
LET,
macro auto global processing AA »F T Auto Smartports & 2 —7 /LI LET,

macro auto mac-address-group MAC 7 RV A I NV—T%2F%ELET,

Auto Smartports A2 24 F¥alL—¥ 3> AL F
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show macro auto monitor clients

avwyk BieA

macro auto sticky ~ 7 uaDixEEEREELET,

shell trigger AR VU —EERLET,

show macro auto monitor type FNRA ANFES THBENLTWVWABTRTOT A, A XA TH
FrLET,

show shell AR MU H—BIO~7 2iclT3FERERRLET,

Auto Smartports A~ 24 X¥alL— 3> HAF
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H show macro auto monitor device

show macro auto monitor device

AA TR STV DT R, AL ZOT a/NT ¢ #F£K/RxT 5I1Zi%. show macro auto monitor

device =—% EXEC =~ R&EFEHALE T,

show macro auto monitor device [detail | filter string | interface interface id | mac-address
mac_address|

BEX DA detail R T N A IEREFRRLET,
filter string TANBIIZ—HT BTN, ADERERRTLET,
interface interface_id BriE DA B —T 2 A AT ST T A R T D15 H A2 TR
LET,
mac mac_address RELEZY REA U FOT AL AERERRLET,
avvy Rk E—F 2 —% EXEC
¥¢iE EXEC
avy FERE Jyy—=x EEEM
15.0(1)SE Z®=a= 2 KA Catalyst 3750-E, 3750-X. 3750, 3560-E. 3560-X.

BERLEDAA K1Y

]

3560, 2960, 2960-S. 2360 D& A A v FITEIMINE LT,

Zoavy REHEHALT, A4 v FIERINTWET AL REFERLET, T4 AOREAHENRT
A —HX & FRT 5HI21%. show macro auto device ¥7#% EXEC =~ F&H L £7,

WIZ, A7 a ¥ —U— KEHEEE T show macro auto monitor device £# EXEC =~ K%
ERLT, AL v F IR INEZT A, AZERTHHZ2RLET,

Switch# show macro auto monitor device

MAC_Address Port_Id Profile Name
000a.b8c6.1e07 Gil/0/2 Cisco-Device
001f.9e90.1250 Gil/0/4 Cisco-AP-Aironet-1130

W2 A7 a > mac-address ¥ — V7V — K% F5E L C show macro auto monitor device 5## EXEC
avy REMHALT, #8ELKE MAC 7 RLRADERT A AT 59~V e ER7-T 5627
LFET,

Switch# show macro auto monitor device mac-address 001f.9e90.1250
MAC Address Port Id Profile Name

001£.9e90.1250 Gi1/0/4 Cisco-AP-Aironet-1130

WIZ A7 > a D mac-address & detail 55—V — K% 5T L T show macro auto monitor device 45
HEEXEC a~> FaEEHA L, BT L7 MAC 7 F L 20#EERT /S AT 2 5EMIERE2 R T 506
FaRLET,

Switch# show macro auto monitor device mac-address 001f.9e90.1250 detail

Auto Smartports A2 24 F¥alL—¥ 3> AL F
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show macro auto monitor device W

MAC Address Port Id Certainty Parent ProfileType Profile Name
Device Name

001f.9e90.1250 Gil/0/4 40 2 Built-in Cisco-AP-Aironet-1130
cisco AIR-LAP1131AG-E-K9

Wiz, A7 a > ? interface F— VU — K& 5% L T show macro auto monitor device ¥t EXEC =
<V REFAL, BELEA VU E—T oA AR SNTZT A ZZET BV~ U — 1R E £ RT 545

R LET,

Switch# show macro auto monitor device interface gi 1/0/2
MAC_Address Port_Id Profile Name
000a.b8c6.1e07 Gil1/0/2 Cisco-Device

WIZ, A7 a »® interface & detail % — 7 — K% 45/ L C show macro auto monitor device F5iE
EXEC o< REMHEH LT, FBE LA v Z—7 oA AR ENIZT A R 535G H A2+

T oB R L ET,
Switch# show macro auto monitor device interface gi 1/0/2 detail
MAC Address Port Id Certainty Parent ProfileType Profile Name

Device Name

000a.b8c6.1e07 Gil/0/2 10 0 Default Cisco-Device cisco
WS-C2960-48TT-L

BIEa<T K avw> kR L

macro auto device ~ DT T AN RITA—HEERELET,

macro auto execute AR N MY H=DOMBIARB~ T a~D~ v B T ERE
LET,

macro auto global processing AA v F T Auto Smartports # A F— T M L E T,

macro auto mac-address-group MAC 7 RV A ZNA—7%BELET,

macro auto sticky ~ 7 uOiREEEERELET,

shell trigger AR b MY A—EERLET,

show macro auto monitor type FRNA AN THRBEINTVABTRTOT AL R XA T %
FRLET,

show shell ARV E NI H—BIO~7 0T 2EHRE2FRLET,

Auto Smartports A~ 24 X¥alL— 3> HAF
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W show macro auto monitor type

show macro auto monitor type

TNA AGHTFIZE > TR EINTWDEIT NS, R XA T T _XTHRRTHIZIEL, show macro auto
monitor type = —% EXEC 2~ F&HEH L £,

show macro auto monitor type [table [built-in | default] | string filter string]

ExX DA table TR AT BN TERLET,
built-in FHAIABT INA A T —TNDT A AT EREERRLET,
default FIHN DT NA A TF—=TNADTF A Z3EFIERE TR LET,
filter string TANBIL—T AT AL ZADEREFRTLET,

av kR E—F = —4 EXEC
¥t EXEC

avy FBE Jyy—=2 EREER
15.0(1)SE Z == R Catalyst 3750-E, 3750-X. 3750, 3560-E. 3560-X.

HEREDHA K51

3l

3560, 2960, 2960-S, 2360 D& A A v FIZBMINE LTz,

Zoavwy RiE, TRA RGBT VU TRBINTWATRTOT NS R XA TERRLET,
ERINDTNAAZALATOEIT, A v TFIRGFENRTWDL TR 7 7 A VOHTT, TuarZr AL
BREFIZE N EnH D720, filter F— UV — RKafEH L Ca~vr FEAZHIBLET,

WIZ. AT v arox—7— FaMbiEEST1IC show macro auto monitor type Fi## EXEC =~ K
EEHLT, T AGEFICE o TRBEESNTWDT AL ZAERFZTHHZRLET,

Switch# show macro auto monitor type table

Valid Type Profile Name

Valid Default Apple-Device

Valid Default Aruba-Device

Valid Default Avaya-Device

Valid Default Avaya-IP-Phone
Valid Default BlackBerry

Valid Default Cisco-Device

Valid Default Cisco-IP-Phone
Valid Default Cisco-IP-Phone-7902
Valid Default Cisco-IP-Phone-7905
Valid Default Cisco-IP-Phone-7906
Valid Default Cisco-IP-Phone-7910
Valid Default Cisco-IP-Phone-7911
Valid Default Cisco-IP-Phone-7912
Valid Default Cisco-IP-Phone-7940
Valid Default Cisco-IP-Phone-7941
Valid Default Cisco-IP-Phone-7942
Valid Default Cisco-IP-Phone-7945
Valid Default Cisco-IP-Phone-7945G
Valid Default Cisco-IP-Phone-7960
Valid Default Cisco-IP-Phone-7961
Valid Default Cisco-IP-Phone-7962
Valid Default Cisco-IP-Phone-7965

min Conf

w0 J oUW NP O

S I N N e e e e R )
H O WoWw-Jo Ul WN R~ O
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show macro auto monitor type W

Valid Default Cisco-IP-Phone-7970 70 22
Valid Default Cisco-IP-Phone-7971 70 23
Valid Default Cisco-IP-Phone-7975 70 24
Valid Default Cisco-IP-Phone-7985 70 25
Valid Default Cisco-IP-Phone-9971 70 26
Valid Default Cisco-WLC-2100-Series 40 217
Valid Default DLink-Device 10 28
Valid Default Enterasys-Device 10 29
Valid Default HP-Device 10 30
Valid Default HP-JetDirect-Printer 30 31
Valid Default Lexmark-Device 10 32
Valid Default Lexmark-Printer-E260dn 30 33
Valid Default Microsoft-Device 10 34
Valid Default Netgear-Device 10 35
Valid Default NintendoWITI 10 36
Valid Default Nortel-Device 10 37
Valid Default Nortel-IP-Phone-2000-Series 20 38
Valid Default SonyPS3 10 39
Valid Default XBOX360 20 40
Valid Default Xerox-Device 10 41
Valid Default Xerox-Printer-Phaser3250 30 42
Valid Default Aruba-AP 20 43
Valid Default Cisco-Access-Point 10 44
Valid Default Cisco-IP-Conference-Station-7935 70 45
Valid Default Cisco-IP-Conference-Station-7936 70 46
Valid Default Cisco-IP-Conference-Station-7937 70 47
Valid Default DLink-DAP-1522 20 48
Valid Default Cisco-AP-Aironet-1130 30 49
Valid Default Cisco-AP-Aironet-1240 30 50
Valid Default Cisco-AP-Aironet-1250 30 51
Valid Default Cisco-AIR-LAP 25 52
Valid Default Cisco-AIR-LAP-1130 30 53
Valid Default Cisco-AIR-LAP-1240 50 54
Valid Default Cisco-AIR-LAP-1250 50 55
Valid Default Cisco-AIR-AP 25 56
Valid Default Cisco-AIR-AP-1130 30 57
Valid Default Cisco-AIR-AP-1240 50 58
Valid Default Cisco-AIR-AP-1250 50 59
Invalid Default Sun-Workstation 10 60
Valid Default Linksys-Device 20 61l
Valid Default LinksysWAP54G-Device 30 62
Valid Default HTC-Device 10 63
Valid Default MotorolaMobile-Device 10 64
Valid Default VMWare-Device 10 65
Valid Default ISE-Appliance 10 66
Valid Built-in Cisco-Device 10 0

Valid Built-in Cisco-Router 10 1

Valid Built-in Router 10 2

Valid Built-in Cisco-IP-Camera 10 3

Valid Built-in Cisco-IP-Camera-2xxx 30 4

Valid Built-in Cisco-IP-Camera-2421 50 5

Valid Built-in Cisco-IP-Camera-2500 50 6

Valid Built-in Cisco-IP-Camera-2520 50 7

Valid Built-in Cisco-IP-Camera-2530 50 8

Valid Built-in Cisco-IP-Camera-4xxx 50 9

Valid Built-in Cisco-Transparent-Bridge 8 10
Valid Built-in Transparent-Bridge 8 11
Valid Built-in Cisco-Source-Bridge 10 12
Valid Built-in Cisco-Switch 10 13
Valid Built-in Cisco-IP-Phone 20 14
Valid Built-in IP-Phone 20 15
Valid Built-in Cisco-DMP 10 16
Valid Built-in Cisco-DMP-4305G 70 17
Valid Built-in Cisco-DMP-4310G 70 18

Auto Smartports A~ 24 X¥alL— 3> HAF
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W show macro auto monitor type

valid Built-in Cisco-DMP-4400G 70 19
Valid Built-in Cisco-WLC-2100-Series 40 20
Valid Built-in Cisco-Access-Point 10 21
Valid Built-in Cisco-AIR-LAP 30 22
Valid Built-in Cisco-AIR-AP 30 23
Valid Built-in Linksys-Device 20 24
BEa<U R avwyr B L]
macro auto device ~7uDTF TN RTA=FEERELET,
macro auto execute AR N NUH—DOHBABR~ T a~D~ v B 7 R E
LET,
macro auto global processing A A wF _ET Auto Smartports & A X —7 /I LET,
macro auto mac-address-group MAC 7 FL 2 Z A —TF 2R ELET,
macro auto sticky ~ 7 uaDixFEEERELET,
macro auto trigger FNRARABATEIZT a7 7 A NVLIZEENITA MY H—
EHRELET,
shell trigger AR N MY T—EERLET,
show macro auto monitor device 2L FIEBEINTWBET AL ACET B EPERLE
7
show shell AR NI T—BLO~7 0BT 5EREETRLET,

Auto Smartports A2 24 F¥alL—¥ 3> AL F
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show parser macro W

show parser macro

ZA v FICHESNTNDITRNTOR I BETRED | DO 7 uD/RT A—F 2R T 5121,
show parser macro ——% EXEC =~ FaffiH L £,

show parser macro [{brief | description [interface interface-id] | name macro-name} ]

EX DA brief (ER) &~/ rno4hizRrLET,
description [interface (1) T X CO~ 7 v OHBAFE-ITHEDS L X —T7 = A AD#HA >R
interface-id) LEd,
name macro-name (1% v~/ u&CREShTE 1 DO~ 7 altlTAERER I LET,
avU K E—F = —4 EXEC
¥¢HE EXEC
av Yy FERE yy—=x EEEM
12.1(19)EAL Z D3~ KA Catalyst 3750 38 L 103560 A1 v FITBEMENE Lz,
12.2(25)FX Z Dz~ RN Catalyst 2960 A A > FIZIEMEE Lz,
12.2(44)SE Z Dz~ RS Catalyst 2918 A4 » FIZEBMEE L,
12.2(46)EX Z D3~ R Catalyst 2975 AA » FIZEBMEE L,
12.2(35)SE2 ZMaw R Catalyst 3750-E 35 LN 3560-E A A v FITEMES I E L,
12.2(53)SE2 Zda= RiE, Catalyst 3750-X B3 LU 3560-X A1 v F TCEHAINEL
72
15l WOFTIL, show parser macro =~ FOMNERLET, VA2 F7 4L~ w7 udNiE, &

AYTFDTTy hT74—LEAAL v F ETETLTNDY 7 b xT A A—VICR o TRRY 7,

Switch# show parser macro

Total number of macros = 6

Macro name : cisco-global

Macro type : default global

# Enable dynamic port error recovery for link state
# failures

errdisable recovery cause link-flap

errdisable recovery interval 60

<output truncated>

Macro name : cisco-desktop

Macro type : default interface

# macro keywords S$AVID

# Basic interface - Enable data VLAN only

# Recommended value for access vlan (AVID) should not be 1
switchport access vlan S$AVID

switchport mode access

<output truncated>

Auto Smartports A~ 24 X¥alL— 3> HAF
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M show parser macro

Macro name : cisco-phone

Macro type : default interface

Cisco IP phone + desktop template

macro keywords S$AVID S$VVID

VoIP enabled interface - Enable data VLAN

and voice VLAN (VVID)

Recommended value for access vlan (AVID) should not be 1
switchport access vlan S$AVID

switchport mode access

HH H H H

<output truncated>

Macro name : cisco-switch

Macro type : default interface

macro keywords S$SNVID

Access Uplink to Distribution

Do not apply to EtherChannel/Port Group

Define unique Native VLAN on trunk ports

Recommended value for native vlan (NVID) should not be 1
switchport trunk native vlan S$NVID

HH H H H I

<output truncated>

Macro name : cisco-router

Macro type : default interface

# macro keywords $NVID

# Access Uplink to Distribution

# Define unique Native VLAN on trunk ports

# Recommended value for native vlan (NVID) should not be 1
switchport trunk native vlan S$NVID

<output truncated>

Macro name : snmp
Macro type : customizable

#enable port security, linkup, and linkdown traps
snmp-server enable traps port-security
snmp-server enable traps linkup

snmp-server enable traps linkdown

#set snmp-server host

snmp-server host ADDRESS

#set SNMP trap notifications precedence
snmp-server ip precedence VALUE

WOFITIE, show parser macro name 2~ > RO Z R LET,

Switch# show parser macro name standard-switchlO
Macro name : standard-switchlO

Macro type : customizable

macro description standard-switchlO

# Trust QoS settings on VOIP packets

auto gos voip trust

# Allow port channels to be automatically formed
channel-protocol pagp

WROFITIL, show parser macro brief =~ > RO Z R LET,

Switch# show parser macro brief
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show parser macro W

default global : cisco-global
default interface: cisco-desktop
default interface: cisco-phone
default interface: cisco-switch
default interface: cisco-router
customizable : snmp

W OB TIL, show parser macro description =~ > FOHAERLET,

Switch# show parser macro description

Global Macro(s): cisco-global

Interface Macro Description(s)
Gil/0/1 standard-switchl0
Gil/0/2 this is test macro

K DOHITIL, show parser macro description interface =~ RO N EZRLET,

Switch# show parser macro description interface gigabitethernetl/0/2

Interface Macro Description
Gil/0/2 this is test macro
BEEav K =1 B

macro apply A B =T xzA AL~ 0xE@HT N, A0 F—T A A LIC~)
n A L CEILET,

macro description A B =T 2 AT SN~ 7 2l oW TOFHPEBMLET,

macro global 2L v F RliZv 7 v x@HAT 20, A4y F ElZ~v 7 vzl L CGEBF
LET,

macro global description =1 v FiCEHA SN/~ 7 iz oW TOMMBAZEML 9,
show running-config IEFRELR R LET,
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Hl  show shell

show shell

v MERZEF T HI21L, show shell =— ¥ EXEC <> R L £7,

show shell [environment | functions [brief | shell function] | triggers]

EX DA environment (EE) Y= VEREFHRZFRLET,
functions [brief| (L&) v/ ulE®rERTLET,

shell_function] e brief: o = LRI OL i
o shell function : 1 SO = VD4,
triggers EE) A F MU T—ERERRLET,
avvk E—F o —#% EXEC
i EXEC
avy FEE Jy—2 EEER
12.2(50)SE Z D =a~ R Catalyst 3750-E, 3750, 3560-E. 3560, 2960, LT
20918 AA v FITIBMINE LT,
12.2(52)SE Z Dz~ RS Catalyst 2975 A A » FIZEMSE LT,
12.2(53)SE2 Z oA~y R, Catalyst 3750-X 83 LU 3560-X AA v FTHEHAINEL
7=,

ERALEDAHS RS54y Zoavry REHERALT, AA v FOr o ERERERLET,

show shell =~ > FiX, Cisco [0S L~ L DBERE T, show shell =~ N4 AJJ3 ZHIIC, terminal
shell 2> FZ AJJL T Cisco I0S v = /v & A R—T NI T DMERH Y £, FMITOVTIET, &
® Cisco.com T Cisco IOS v =/vDar 7 4 FXalb—var 4 FEBRLTIEEN,
http://www.cisco.com/en/US/docs/ios/netmgmt/configuration/guide/nm_ios_shell.pdf

£l WoOHITIL, show shell triggers #i# EXEC a2~ FEFEHAL T, A4 vF V7 M =TIREENT
WHAX N MY —ERRTDHHFIEERLET,

Switch# show shell triggers
User defined triggers

Trigger Id: CISCO_CUSTOM EVENT

Trigger description: Custom macroevent to apply user defined configuration
Trigger environment: User can define the macro

Trigger mapping function: CISCO CUSTOM AUTOSMARTPORT

Trigger Id: CISCO_DMP_ EVENT

Trigger description: Digital media-player device event to apply port configuration

Trigger environment: Parameters that can be set in the shell - $SACCESS VLAN=(1)
The value in the parenthesis is a default value

Trigger mapping function: CISCO _DMP AUTO_SMARTPORT

Trigger Id: CISCO_IPVSC EVENT
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show shell

Trigger description: IP-camera device event to apply port configuration
Trigger environment: Parameters that can be set in the shell - $ACCESS VLAN=(1)
The value in parenthesis is a default value

Trigger mapping function: CISCO IP CAMERA AUTO_ SMARTPORT

Trigger Id: CISCO _LAST RESORT EVENT

Trigger description: Last resortevent to apply port configuration

Trigger environment: Parameters that can be set in the shell - $ACCESS VLAN=(1)
The value in the parenthesis is a default value

Trigger mapping function: CISCO LAST RESORT_SMARTPORT

Trigger Id: CISCO_PHONE EVENT

Trigger description: IP-phone device event to apply port configuration

Trigger environment: Parameters that can be set in the shell - $ACCESS VLAN=(1)
and $VOICE VLAN=(2), The value in the parenthesis is a default value

Trigger mapping function: CISCO PHONE AUTO SMARTPORT

Trigger Id: CISCO_ROUTER EVENT

Trigger description: Router device event to apply port configuration

Trigger environment: Parameters that can be set in the shell - $NATIVE VLAN=(1)
The value in the parenthesis is a default value

Trigger mapping function: CISCO ROUTER AUTO_SMARTPORT

Trigger Id: CISCO_SWITCH ETHERCHANNEL CONFIG

Trigger description: etherchannel parameter

Trigger environment: $INTERFACE_LIST:(),$PORT—CHANNEL_ID:(),
$EC7MODE=(),$EC7PROTOCOLTYPE=(),
PORT-CHANNEL TYPE= ()

Trigger mapping function: CISCO ETHERCHANNEL AUTOSMARTPORT

Trigger Id: CISCO_SWITCH EVENT

Trigger description: Switch device event to apply port configuration

Trigger environment: Parameters that can be set in the shell - $NATIVE VLAN=(1)
The value in the parenthesis is a default value

Trigger mapping function: CISCO_SWITCH AUTO_SMARTPORT

Trigger Id: CISCO WIRELESS AP EVENT

Trigger description: Autonomous ap device event to apply port configuration
Trigger environment: Parameters that can be set in the shell - $NATIVE VLAN=(1)
The value in the parenthesis is a default value

Trigger mapping function: CISCO_AP AUTO SMARTPORT

Trigger Id: CISCO WIRELESS LIGHTWEIGHT AP EVENT

Trigger description: Lightweight-ap device event to apply port configuration

Trigger environment: Parameters that can be set in the shell - $SACCESS VLAN=(1)
The value in the parenthesis is a default value

Trigger mapping function: CISCO_LWAP AUTO SMARTPORT

Trigger Id: word

Trigger description: word
Trigger environment:
Trigger mapping function:

| oL-27650-01-J
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Hl  show shell

wOFITix. show shell functions 454 EXEC =~ > RAZHHAL T, AAvTF V7 U =TIZEEN
TWAMAAL~ 7 v FrmdT B lEERLET,

Switch# show shell functions
#User defined functions:

#Built-in functions:

function CISCO_AP AUTO_ SMARTPORT () {
if [[ $LINKUP -eg YES ]]; then
conf t

interface $INTERFACE

macro description $TRIGGER
switchport trunk encapsulation dotlg
switchport trunk native vlan $NATIVE VLAN
switchport trunk allowed vlan ALL
switchport mode trunk
switchport nonegotiate
auto gos voip trust
mls gos trust cos
if [[ SLIMIT -eq O ]]; then
default srr-queue bandwidth limit
else
srr-queue bandwidth limit $LIMIT
fi
if [[ $SW _POE -eq YES ]]; then
if [[ $AP125X -eq AP125X ]]1; then
macro description AP125X
macro auto port sticky
power inline port maximum 20000

fi
exit
end
fi
if [[ SLINKUP -eqg NO ]]; then
conf t
interface $INTERFACE
no macro description
no switchport nonegotiate
no switchport trunk native vlan SNATIVE VLAN
no switchport trunk allowed vlan ALL
no auto gos voip trust
no mls gos trust cos
default srr-queue bandwidth limit
if [[ $SAUTH ENABLED -eq NO ]]; then
no switchport mode
no switchport trunk encapsulation
fi
if [[ $STICKY -eg YES ]]; then
if [[ $SW_POE -eqg YES ]]; then
if [[ $AP125X -eq AP125X ]]; then
no macro auto port sticky
no power inline port maximum
fi
fi
fi
exit
end
fi

}

<output truncated>
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show shell W

avy kR

B

macro auto device

~ DT 7 F IV NRNT A=K EERELET,

macro auto execute

AR P T=InbllBAB~ I a~D~ v B T aREL
£,

macro auto global processing

AA »F ET Auto Smartports & 1 £ —7 /LI LET,

macro auto mac-address-group

MAC 7 RV R A —F%BELET,

macro auto sticky

~ 7 u DKM EEE L ET,

shell trigger

AR MU T—2ERLET,

show macro auto

~ 7 vl oM E R LET,
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Hl  show shell
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