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< l\ EHEALCEEZFELET,

~ 27 1T VLAN & 2T 5841%. VLAN FJ %227 7o bail (VIP) RAA DT
TDAAL v FIZX LT, VLAN T—Z X—2ZANDOL4ETEFR CIZT 208N H Y £,

T AN OGRS EEFOT T L b DTy a, BED, BEOE~ 78Ik D RET

BE/R/RT A—% U A N &F/RT 5ITIL. show macro auto device f5# EXEC 2~ &AL F
’;3‘0 %72, show shell functions ¥4 EXEC =~ FZ R L C, AR~ 7 0 DT 7 3L ME
AEFRTHILEHETEXET,

802.1x #dE E 7213 MAC RBRE/ N1 /X2 (MAB) Zfli ] L CHItERIO T A 2 &2+ 51213,
A a D@ EEOT aute-smart-port=event trigger %R — 35 X 512 RADIUS #— %%
ELET,

X hU—27 FY o H7E, CDP. MAB. 7713 802.1x RiFx R — F LARWEET /31 R
SWNTIE, MACOUI R—Z2D Y H—TMAC 7 RL A JL—T7%2REL. BHOREEZFD
a—PEFZv /ol S LET,

802.1x BFE~—A D U 7—1%, Cisco Discovery Protocol (CDP) # »&—<’ Link Layer
Discovery Protocol (LLDP) A vt —, 2—¥FEHED MAC T KL A JL—T72 EDEOMT
RTDOAXR b NI =X bERINET,

A A v FH Auto Smartports ¥ 7 B &R — T HDIE, BEHEH I TNDET N, R721FTY,
BEOTNA AREHRINTOBEE (AT E) 13X, @A Thb~7 aid, &UICH
HENTT A ABEEMTT b ET,

R— F ETEERA R —T N2> TV DEEIL, AL v FIL, BaEN KRR L7560 MAC 7 F
VA N H—%EHLET,

Auto Smartports A~ 24 FalL—¥ 3> AL F
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e MAC7T FLAXR—Z2DHEMEHT 5 & &1L, Auto Smartports & A R —T MZTLHDIE, 77
TR TAL RCHERENTVWER—FDAREL, Xy bT—7 2 v FEFHEFPMF— T = A
2Ly FIHEH SN TNDIR— FTIET =7 LE T,

o I BWNEHIETDHT U F~v 7 rNTIE, CLI 2~y FOIEFPRRLG613H Y £7,

o TAALAIDNRESNTVDTNA ANAL v F A= FTRIAESNL TV DL5E. kD RADIUS
BV 2T v m— KT,

— VLANID & A4 vF ACL4. 7% Cisco 77 A 2 ha—n $— (ACS) OF=
— BMEE (AV) o770 ASP U H—4
AVXRTRF o —RaEnd e, A vFiEAR— b T~ vz LET,

'y rm— & VLANID £7213 ACL AR, AA vy FiIC ko T SN2 —VER~ I 1
FEITMBIAB~ I n ORELHEETDHENHY £T,

e Auto Smartports |, VE—h =¥ 77 A KA b (REAP) /21317 Vv K UE—F
TyY 77%A KA (HREAP) £— K® Lightweight 77 & 2 A v F &V KR —FLEH
/Vo

Auto Smartports - 0D A4 x—J )Lt

ZA v F LT a2l a— Ui X—7 T 51203, IROMED T — v IV E T,
¥+ EXEC £— R CHROTFIAZET L ET,

avwy kR B
A7971  configure terminal Jua—sL ar7 4 F¥alb—vary T—RElBLET,
Bl :
Switch# configure terminal
A7972 macro auto global processing AA vF LTwruEla—" VA Rx—T NI LET,
Bl :
Switch (config)# macro auto global
processing
Z79y73  end i EXEC £— RIZREV £7
Bl :
Switch (config)# end
A7974 show running-config Auto Smartports 231 F—T N> TND T L ERERLET,
Bl :
Switch# show running-config
27975 copy running-config startup-config LE) v 74 Xalb—ay Z7ANMICHREZRTELET,
Bl :
Switch# copy running-config
startup-config

Auto Smartports A~ 24 Xal—¥ 3> HAF
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7 7 4/ FEEEIZRTIZIE,. no macro auto global processing 72—/ Nl 27 (¥ a2 L — 3 3
~U REEHLET,

BEDOKR— K ET~rn%T ¢+ &—7/LICT5IZIE. no macro auto processing { > ¥ —7 = A A 2
V74X alb—vary awr REFEHLET,

show macro auto device. show shell functions, 3 &1 show shell triggers ¥ EXEC 22~ > K& {f
H3oL, ANV NI T—BIUOMAIAALY I B2 RRTEET,

ROBFITIE, Ay F LTI/ X—T ML, HEDA =T =2 A LTI/ 0% T =7
MZTDHHEEZRLET,

Switch (config) # macro auto global processing

Switch(config)# interface interface id
Switch(config-if)# no macro auto processing

T 74U D Auto Smartports %5

e Auto Smartports 1Z, 70— LT 4 =T MRS TEY, AV F—T oA AT LA 3—T
MZLET,

o I uDKFMEIL, S =N T 4 =TI R o TEY, AV E—T 2 AT LA X—T L
Iz LET,

e CiscoIOS v = /VFA R—T N> TWET,

o AA v FIE, FFEDT /SA A% LT Auto Smartports 234 L —7 Ml > TWDHHFIT, Znb
D¥IAB~ 7w (FTT7HL ) ZHEHLET,

£ 21 T4 RBEOMA#AHT /0

R4k SitEA

CISCO_AP _AUTO Zo~wzrnuaiE, Cisco7 7EAFRLA L FDIAXY LA T 7 EA KRS MI#EHINET., &

SMARTPORT AUC LY | FEHED QoS. auto-QoS. B LV 802.1q DA FEAL N T % v FRATREIZZR Y
FT, AVE—T 2 A AETEKAT 47 VLAN ZHELET, /o, Voo Fory Ay
MRIC 7 BT 7T 4 7OFEFRICRD LI IC~Y 7 nDkktke A x—7 V2 LET,

CISCO_DMP_AUTO _ IO~ it . CiscoTVHN AT 4T TL—Y—DFTIVH IV AT 4T Fb—%— <701l

SMARTPORT WHEINET, 2Nk, QoS trust, auto-QoS, A—h X2V 7T 4, BLUOAA=F
VU —ORERFRRIZRY 3, 2O~ I arld, A ¥ —T oA AT HT 7 A VLAN
ZREL. ARARI=F v A "y bbb xy FU—27 2RELET,
(;¥) auto qos video media-player /> ¥ —7 A X a7 4 Fal—var avy Nx

AT 2HE AL v FiE Cisco TV HN AT 47 TL—Fv—OfFEOKTIC CDP %
HENIZEEA L £

CISCO_IPVSC_AUTO _ Zowznuld, CiscolP T4 =LA TR BATOIP I AT v~/ ail@lAashEzT,

SMARTPORT ALY, QoS trust, auto-QoS, F—h EX 2 VT 4 BIORANR= 7Y U —DR#ERN
AREICARV T, o~z uaid, AV H—T oA AKTHT 7 A VLAN 2% E L, ~AH
RAZKX AR RTry b bXRy U —7 HRELET,

CISCO_LWAP_AUTO_ Z o~z rix, Cisco lightweight A ¥ L2 727 &R KA > b lightweight VA ¥ L2 7

SMARTPORT IR KA D v lCEASNET, 2HICEY, QoS. K—hk EF2UF 4, Ab—A
fil#l, DHCP AX—t' 2 BELOANR= 7Y ) —ORENRICRY 3, Zovrn
. AV F—T A4 AT 5727 8AVLAN 2R E L, RAZRa2=%x Ak Ty "D
Fy MU= B RELET,
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vsongx N
£ 21 TNARBEOHEAAHATIA HFE)
o044 H L)
CISCO_PHONE_AUTO_ |z »~ 7% mif, Cisco IP phone @ IP phone ¥ 7 miZi#fl & E ¥, Tk v, QoS. H~—
SMARTPORT FEXx=2UT 4, A b—24flf, DHCP AX—E 7 BIXORR=2 7Y Y —DO{RH#N ]
BRI FT, £, HBOA U H—T 2 A RAIKT BT 7 ABLOER VLAN b E L
7,
CISCO_ROUTER_AUTO_ | Zd»~<7 ujd, Cisco/L—ZD/—& =z uil@miEhET, Zhickv, QoS. BLW
SMARTPORT 802.1Q # 7/ EMbEFHEH LI N T 7, BL A= 7"> U — Bridge Protocol Data
Unit BPDU; 7'V v ¥ Fr hait F—% 2=y ) OEENFRIZED 7,
CISCO_SWITCH_AUTO_ |z»o~27 X, Cisco AL v TFDAAL vF ~rnil@fahnEd, ZhicL?. QoS BLW
SMARTPORT 802.1q W 7k EHEH LI N R IRAERIZARD T, £/, A VX —T =4 A LT
A7 47 VLAN b&EELET,
AL v FTTRAAEEO~ 7 aZER LAEVWEAIE. Zhbo~razRALET,
& 2-2 Jo—in=ookhReL o0
04 BL
CISCO_CUSTOM_AUTO _ Zowrulx, AL vF RK—hETTrFwral REHENEB T, K- RT
SMARTPORT Da—PERREICEHINET, v~/ e NTREEZRELET,
CISCO_LAST RESORT AUTO _ DI, AL v FRTANA AH L THABIABR~ 7 0 220,
SMARTPORT A= b ZLOF A AEAO~ s nICERSRET, JOv Bt T
VLAN I[C X 2 HEARREN 1 2H Y 7,
CISCO_SWITCH_AAA_ Zo~wruid, BIE, FA. BEOT AT T 427 (AAA) DT AT T 4 v
ACCOUNTING TEREIZEH S ET,
CISCO_SWITCH_AAA _ Zo~ralk, Rk FA. BEXOT AT UT 4007 (AAA) OFBFEREICwE A
AUTHENTICATION nEd,
CISCO_SWITCH_AAA _ o~ alx, WAk, R, BT AT 07 (AAA) OFFAIRBEIC A
AUTHORIZATION INET,
CISCO_SWITCH_AUTO_IP Zo=rualF, IPRECHEHAINET,
CONFIG
CISCO_SWITCH_AUTO_PCI_ Z »~ 7 viZ, Payment Card Industry (PCI) ¥ELOBZEIHAINET,
CONFIG
CISCO_SWITCH DOMAIN NAME |zo<=7 i, RAA L AICEAISNET,
CONFIG
CISCO_SWITCH_ETHERCHANNEL |Z ®»~ 27 =%, EtherChannel ®& EICH@AH I N £,
_CONFIG
CISCO_SWITCH_HOSTNAME _ ZoO~r7alt, AR MRICEBEINNET,
CONFIG
CISCO_SWITCH_HTTP_SERVER o~ alx, HTTP —"oOZTEICEHA SN F T,
CONFIG
CISCO_SWITCH_LOGGING _ Zowraik, XS b= ROBEICHEHAINET,
SERVER CONFIG
CISCO_SWITCH_MGMT_VLAN w7k, FH VLAN OREICEH s E T,
CONFIG

Auto Smartports A~ 24 Xal—¥ 3> HAF
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N </ooxe
® 2-2 Jga—mLonthREL IO (HE)
E4/A=E HL

CISCO_SWITCH NAME_SERVER _

CONFIG

Zowrud, R—Lh F—A"ORECHEHHSNET,

CISCO_SWITCH_NTP_SERVER
CONFIG

ZowrnaiE, ry hI—7 XA L Fa haj (NTP) — OREIC

ij—o

) N—Fx N TIFAX—F Ry hU—7 (VPN) V—T 4 7[5k
(VRF) A v AH VALV EE STV LiE, ntp server 7' o — 3L
a7 4Fal—yary avwry REHAIShERYA,

HH S

CISCO_SWITCH RADIUS Zo~7uix, RADIUS +— OB EICHASNET,
SERVER_CONFIG

CISCO _SWITCH_SETUP_SNMP _ Zowruld, ARy VU—2% e han (SNMP) O b5y FEREICE M
TRAPS SNET,

CISCO _SWITCH_SETUP USR Zowrux, a—VYRECHEAINET,

CONFIG

CISCO_SWITCH_SNMP_SOURCE_ |z ®»~=7 v, SNMP VY —RA 4 U H—T7 = AOREICHEHA SN E T,
CONFIG

CISCO_SWITCH _TACACS Zo~7 v, TACACS — O EICHA SN ET,
SERVER_CONFIG

CISCO _SWITCH USER PASS IowraiE, 2—FLBLUOIRY — ROREICHEA S LET,

CONFIG

. ToF=7adlfEHs0~7a0—5T, Vo780 A XUV FOEEICv 7 nzlllRLET,

Cisco 10S Release 12.2(55)SE LLF% Tl

e XA wFIiL, Cisco IP Phone iZ
o TIURANRALV N /BT

CISCO_PHONE_AUTO SMARTPORT v~ 7 m & L £,
. ROIEEEERH Y £,

- Ay FUE, TI7®ARAL U bDOX AT (autonomous F721% lightweight) ZHrE L., it 7e
~ruZEMLET,

- T7I7EBARAL DAL =Ry N L= NEDANA LV E =T 2 A ATH—RN=F 0 25—

RS T =0z,
AvE—UhEZITR- & X

AA v FIE, auto-QoS ¥ 1 7, X, BLWMEOEM (TLV) %Ff> CDP
12, QoS #IEDOBRELET /B A RA vk ~7 vllBMLET,

QoS 1%, auto-QoS TLV 7> & HHsE O & Buig L £ 9,
CDP £ vE&— 12 auto-QoS TLV N2 WGEE, AL v Fid, v 7 alTHIRIBORELBMNL
F A,

GE) TIRBRARLS VD A A=D %
AL FIET 7B A RAL 2 b <7 0 | THRIED

auto-QoS TLV %?:}'%*/34’ A—DICT v T L— R LAV,
REZBEBMLET A, LI—R~DV I BH

T ARNCERE Lo AL, Voo ﬁXEE_LéhtEEFﬁT%@ RENHIRS N ET,

QoS ki %
PHE— R LTWANWT 7% FAr MCEALTSH, a<v> RIZ7 2 &2 FA 2 k
FtHA, TOaTY FEMEALTHARN—F5E

WETDH~YI/m av s REBEMNL, A v FREDO~ 7 7%, auto-QoS TLV %
W H &
I/ EER LTS ZIN,

— Catalyst 3750-E 3 XL U 3560-E 21~ F % Cisco Aironet 1250 7 7 & X ARA > MIHHEL T
WDEE, AA Y TFIEIHRR20W 2HO S TLHENREEZEH L ET,
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Cisco 10S Release 12.2(58) SE # E{TT 5 A A v F T, CDP e DT T FZ NV AT 47 FL—F—IC
CISCO DMP_AUTO SMARTPORT ~7 n %35 &, TDOTVHN AT 4T TL—F%—0
auto-QoS FRENEMR I N FE T,

Cisco I0S Release 15.0(1) SE LAFETIE, 727X &RA b =27 v, Control and Provisioning of
Wireless Access Points (CAPWAP) 7't fha/L&x %R —FLTWET,

Auto Smartports D/35 * — 2 EDEKTE

AN NUH=IpD, TALAGHEOMBIAD~ 7 a~D~ v B TE AA v F THEIZFAT
ENFET, ROEEOT o —V X IIE-T, ~7 DT 74V RT A=k, AL v FRHD
fElcEEHZ D2 LT T,

¥t EXEC £— FCIROFIREZFITLET,

ATy71

ATy72

A7973

ATy7 4

avwyFk

]3]

show macro auto device

Bl -

Switch# show macro auto device

~ DT TNk RTA=FEEFRFLET,

configure terminal

ol :

Switch# configure terminal

Fa—r ar 74 Xal—ay B— REEEBELET,

macro auto device {access-point |
ip-camera | lightweight-ap |
media-player | phone | router | switch}
[parameter=value)]

Al -

Switch (config) # macro auto device
router

HBELIE~70DT 74V h RTA—FEsEEHZET,
INENDLFEEDRT 2 AR—ATRYBEATH LVWMEE A

LET (f : [<namel>=<valuel> <name2>=<value2>...]),

VLAN N F A —ZfExfEET 5 & &2, VLANID £721% VLAN 4 %
ADNTEET,

FTT7 N MEIE, K7 0DT Tk RTA=FEIH L TOREN
i‘j‘o

e access-point NATIVE VLAN=I

e ip-camera ACCESS VLAN=1I

e lightweight-ap ACCESS VLAN=1I

e media-player ACCESS VLAN=1I

e phone ACCESS VLAN=1 VOICE VLAN=2
e router NATIVE VLAN=I

e switch NATIVE VLAN=1

GE) ZoO7FRAMFEINL, MABRB~ I B DEZENDOT F A R
FHE—H L TCWDIHENRH D72, (VOICE_VLAN O X 9
I2) ELWART A= %E ANNTHUNERDHY FT,

end

ol :

Switch (config)# end

Kb EXEC E— RIZEV £,

[ oL-27650-01-J
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avyU kR

E]:)

A7975 show macro auto device AN BRER L E S,

/-

Switch# show macro auto device

A7976 copy running-config startup-config (ER) 27 4Falb—ray 77 A NVIIHEERGTELET,

Bl -

Switch# copy running-config
startup-config

ROBFITIX, IP phone D~ 7 a1 NFGA—LfEEZRR L, T 74/V FDOEF%Z VLAN 726 20 ICEE T
LDHEERLET, 774NV MEZEEL TS, BE~Z SN Tnd A ¥ —T7 oA A LT,
EENEBTICHEHA SN 2D TEHY F¥ A, RESNTZMEIX. ROV 7T v 7 A0 |k Tlild
HEnFEF, VOICE VLAN IZIEELWTF HF X FXFFIREHINTND Z L Z2ERL TS ZE W, 2
DT FY TERILFE/NLFRRENET,

Switch# show macro auto device phone
Device:phone

Default Macro:CISCO PHONE AUTO SMARTPORT
Current Macro:CISCO_PHONE AUTO_SMARTPORT
Configurable Parameters:ACCESS VLAN VOICE_ VLAN
Defaults Parameters:ACCESS_VLAN=1 VOICE_ VLAN=2
Current Parameters:ACCESS VLAN=1 VOICE VLAN=2

Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch (config) # macro auto device phone VOICE_VLAN=20
Switch (config)# end

Switch# show macro auto device phone

Device:phone

Default Macro:CISCO PHONE AUTO SMARTPORT

Current Macro:CISCO_PHONE AUTO_SMARTPORT

Configurable Parameters:ACCESS VLAN VOICE_ VLAN
Defaults Parameters:ACCESS_VLAN=1 VOICE_ VLAN=2
Current Parameters:voice vlan=20

MAC 7 FLR JIL—TDE&E

CDP R° LLDP 72 DR A N—E T B harz PR — b LTWRNT A A (FYrHd) iZon

T, MAC 7 RLAR—=Z2D Ny T—REEZFERALET, ZOLEBEOT 2 —T % TlE, RORT >

THRVETT,

1. macro auto mac-address 72— /3L 27 4 Falb— gy av s RE2EHLTMAC 7 KL &
R—=ZAD ") H—%BRET D,

2. macro auto execute 72— 3L 27 4 Fal—v gy av s REEHLT, MACT7 FL X K
U H—#flAridd= 7 B E i F2—PER~ 7 0 ZBEMN T D,
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N

(3¥)  Cisco I0S Release 12.2(58) SE LI % EIT L CWH AL v FTiE, MAC 7 RL A Z)L—7 D MAC 7
RLAZFEET LT ICs 7 updEl s Ez T,

Cisco IOS Release 12.2(58) SE LV RO Y V=2 ZFTLTWVWDH AL v FTiX, MAC 7 KL R J1—
TDOMAC 7 RLRZZEHL TG 60 BRIZv 7 e BNEH SnET,

¥ EXEC £— R CTROFIEE EITLET,

avwy kR B
A7971  configure terminal Jua—sL ar7 4 F¥alb—vary T—RElBLET,
Al -
Switch# configure terminal
27972 macro auto mac-address-group name TN—TLEBEL. MACT RL R a7 44Xzl — gy —FK
ZRBLET,
Bl :
Switch(config)# macro auto
mac-address-group address trigger
A7973 [mac-address list /ist] | [oui [list /ist | AR—=ZATEY)>72 MAC 7 RLADU R RERELET,
range stari-value size number]] operationally unique identifier (OUI) ® U R b F 7= 3@ HEEL =
9, OULIZIMAC 7 RLADEHIO 3 A T, B oRIEER %%
ol - BILET, OUI 245ET 5 L. R4 A—EERT 0 ha iz hR— L
Switch (config-addr-grp-mac) # TWRWT RS AR CcEE5,
moc addeos tier 2222.9595. 953 o list: OUI U % b &, A~—2TRYS7 16 #HBATAS LET,
* range : OUI OBREE 16 I TATILET (start-value).
o size: B L/ZT FL A URNEERT DD range DE S
(number) % 1~5 CTANLET,
A7y7 4 exit ar74F¥al—varE—RNIREY 7T,
Bl :
Switch (mac-adress-config) exit
A7975 macro auto execute address_trigger MAC 7 L AZA—F MY H—% . flBiAL~27 0 E -z —YE
built-in macro name Evrullvy BT LET,
MAC 7 KL 2 RUFT—iF, 65 BRBICA VF—T =4 AT I E
B : To AA v FIEZOF—V RIFMEFEHA LT, MAC7 RLX R
Switch (config) # macro auto execute =D VIZ CDP £7-1X LLDP X— 2D A X b MU H—ZTA
address_trigger builtin LE9,
CISCO_PHONE AUTO SMARTPORT
A7y76 end FHE EXEC £— RICRE D £,
Al -
Switch (config) # end
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AT977

AT978

E]:)

Switch# show macro auto
address—-group group2

show macro auto address-group name | A\ Sj 2 L F 7,

Switch# copy running-config
startup-config

copy running-config startup-config fEH) av74F¥al—vay 77 A MCREEHRELET,

WIZ, address trigger &\ ) 4B TMAC 7 KL A Z—7 A X b U H—%ER L, BiEEOHM
HirHB~ 7 allv o BT L, ANEHERT 50 ERLET,

Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Switch (config) # macro auto mac-address-group address_trigger

Switch (config-addr-grp-mac) # mac-address list 2222.3333.3334 22.33.44 a.b.c
Switch (config-addr-grp-mac) # oui list 455555 233244

Switch (config-addr-grp-mac) # oui range 333333 size 2

Switch (config-addr-grp-mac) # exit

Switch(config)# macro auto execute address_trigger builtin CISCO_PHONE_AUTO_SMARTPORT
Switch (config) # end

Switch# show running configuration | include macro

macro auto mac-address-group address trigger

mac auto mac-address-group hel

mac auto execute address_trigger builtin CISCO_PHONE_AUTO_SMARTPORT

macro description CISCO DMP EVENT

mac description CISCO SWITCH EVENT

|

<output truncated>

Ut

&)

TDOHFIL. 00000A 7255 F A 5 SOERE LT FLATOUL Y 2 M &EKRT A HE, BLXO= b

U ZRGEEY 5 ikzR L THET,

Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch (config) # macro auto mac-address-group sizeS5ouilist
Switch (config-addr-grp-mac) # oui range 00000A size 5

Switch (config-addr-grp-mac) # exit

Switch (config)# mac auto execute size5-ouilist builtin macro
Switch(config)# macro auto execute address_trigger builtin CISCO_PHONE_AUTO_SMARTPORT
Switch (config) # end

Switch# show running configuration | include oui

oui list 00000E

oui list 00000D

oui list 00000C

oui list 00000B

oui list 00000A
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< ODKFEDEKTE

AA »F T Auto Smartports & A R —TNMITDHE, TIZANLITIRHI VI T T AR D EXITV
JaRENEREI, V7200 ARV ROLEEICHIBRENE T, v 7 v DKL A 2 —7WIZ

ATy71

AT972

A7973

ATy7 4

AT975

ATy7 6

THE. VI 7y TDEE

vsoose N

CRENEREN, Vo700l ICHIBRENET, ERSNEZRE

FRFFSNET, FEfTHoar 74 Falb—rary 77 A VERFELTESLE, VT — b~
DIKFEMERHRE SN E RIS £F,

COEEDT =X o T, VI ARV EDEHETH, Ay F LT~ ulN7 77 4

TN ol LET,

¥#E EXEC E— FTROFIEEEITLET,

avwy R

E]:)

configure terminal

Al -

Switch# configure terminal

Ja—)L ar7 4 F¥al—yary ET— REEBELET,

interface interface-id

Bl -

Switch (config)# interface
gigabitethernet 2/0/1

AV B =T 2 A ABREL, AV F—T 2 A AT 4 Xal—3
v E—RERBLET,

macro auto sticky

Al -

Switch(config-if)# macro auto port
sticky

VoI R AR DB TH, AV F—T oA A LT aln7 s
T4 TR DLE T LET,

end

ol :

Switch (config) # end

He#E EXEC B— NIZEDY £7°,

show running-config interface
interface-id

Al -

Switch# show running-config
interface gigabit ethernet 2/0/1

AN E MR L ET,

copy running-config startup-config

ol :

Switch# copy running-config
startup-config

UEE) 2v 74 FXalb—ary Z7ANMVCHREFRTELET,

WOFTIX, A F—Tx2A R LT vOXkEhEA X—TNMIT B HEERLET,

Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch (config)# interface gigabitethernet 2/0/1
Switch (config-if)# macro auto port sticky
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Switch (config-if) # exit

Switch (config) # end

Switch# show running-config interface gigabitethernet 2/0/1
Building configuration...

Current configuration : 243 bytes
|

<output truncated>
|
interface GigabitEthernet2/0/1
srr-queue bandwidth share 1 30 35 5
queue-set 2
priority-queue out
mls gos trust device cisco-phone
mls gos trust cos
macro auto port sticky
service-policy input AUTOQOS-ENHANCED-CISCOPHONE-POLICY
end

<output truncated>

Switch#

HARAATIODA TS a v DETE

AR N NI A —%lABIAR~ I BIZw v BT L, flBiAB~I7aDT 74V N RTGA =K% A
A v TFRHEAEDHETEIBRZDIZIE., 2o7ar—UxaEHALET, T74V ORI A—HF{lixk~7
0 CEESMEZ SVEND DHEA1E. macro auto device 7 — 3L 2T 4 Fal—v gy avw K
EEALET, 207 —YyDd_XToOavy NEA7va »rT7,
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ATy71

ATy72

vsoose N

¥HE EXEC £— RCTHEATLET,

avwyFk

B

configure terminal

-

Switch# configure terminal

Jua—n) ar7Z4X¥al—vary E— REREBELET,

macro auto execute event trigger
builtin built-in macro name
[parameter=value] [parameter=value]

i :

Switch(config)# macro auto execute
CISCO_PHONE EVENT builtin
CISCO_PHONE AUTO_ SMARTPORT
ACCESS_VLAN= 10 VOI CE_VLAN=2 0

AR N MU= AiAR~ T O ~D7 Yy B T HEFRZRLET,
event trigger \IZIRODMEZIEE L 7,

e CISCO_CUSTOM_ EVENT

e CISCO DMP _EVENT

e CISCO_IPVSC EVENT

« CISCO LAST RESORT EVENT

e CISCO_PHONE EVENT

e CISCO_ROUTER_EVENT

e CISCO_SWITCH_EVENT

e CISCO _WIRELESS AP EVENT

e CISCO _WIRELESS LIGHTWEIGHT AP EVENT

e WORD: a2—HWEZDA X P T—2@EHLET,
builtin built-in macro name Z¥E L E£7,

ENENDEZFIEEDNT o AR—ATRYDERTH LWEEZ AL
F3 (f : [<namel>=<valuel> <name2>=<value2>...]). 7 7 4 /L MH
I, AN LT EBYICERENET,
e CISCO_AP_AUTO_SMARTPORT
TG A — B NATIVE VLAN=1 ZE L 7,
e CISCO DMP _AUTO _SMARTPORT
INT A —K2fE ACCESS VLAN=1 #¥EL £ 7,
« CISCO _IPVSC_AUTO SMARTPORT
/INT A—5f8 ACCESS VLAN=1 #{E L 7,
« CISCO LWAP_AUTO SMARTPORT
INT A—5fH ACCESS VLAN=1 ##E L £7,
« CISCO PHONE AUTO SMARTPORT
RT A —H 1l ACCESS VLAN=1 33 X () VOICE VLAN=2 %+&87E L
F7.
e CISCO_ROUTER_AUTO_SMARTPORT
INT A—L5 {8 NATIVE VLAN=1 Z#E L £7,

e CISCO_SWITCH_AUTO_SMARTPORT

N A =Bl NATIVE VLAN=1 Zf8E L £7,
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avwy R B
A7973  remote url JE—h <0 77ANVHOY ET—F $—ROBEMEEELET,
o AHLUKRTuY AA v FLEFERIFAX I v AX—FOu—H) 7
B - Swva Ty A VAT LAOHES : flash:

ATy97 4

ATv75

AT976

Switch (config)# remote
nvram://user:password@/C/macros

o RB U ANREOU—HN TTva Ty A VAT LAOREL
flash member number:

o FTP ORI :
ftp:[[//username|:password|@location]/directory)/filename

e HTTP ¥— O :
http://[[username:password|@]{hostname |
host-ip}[/directory)/filename

e ¥ 27 HTTP — O :
https://[[username:password|@]{hostname |
host-ip}[/directory)/filename

e NVRAM DT :
nvram://[[username:password|@][/directory]/filename

e UE—Fav—7um bhan (RCP) ORI :
rep:[[//username@location]/directoryl/filename

o kXa¥ at’— Fu bzl (SCP) DR :
scp:[[//username@location]/directory]/filename

e TFTP O :
tftp:[[/location]/directoryl/filename

end ¥HE EXEC E— RIZREY £,

Bl :

Switch (config) # end

show running-config Auto Smartports 23 X —T7 Wl > TND I &R LET,
i -

Switch# show running-config

copy running-config startup-config (FE) v 74Xl —ay 774 NMIEREXIRGFELET,

-

Switch# copy running-config
startup-config

WOBITIE, 2 >OMAAIR~ 7 vz LT, Cisco A1 v F I L Cisco IP phone & A A v F~
T D HEERLET, ROFITIE, " T A2 —T A4 ZABICT 7 +/L FOFEF VLAN, 77
£ A VLAN, BIXO*A T 17 VLAN Z2EF L E7,

Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Switch(config)#!!! the next command modifies the access and voice vlans

Switch (config)#!!! for the built in Cisco IP phone auto smartport macro

Switch(config)# macro auto execute CISCO_PHONE EVENT builtin CISCO_PHONE_ AUTO_SMARTPORT
ACCESS_VLAN=10 VOICE VLAN=20

Switch (config) #

Switch(config)#!!! the next command modifies the Native vlan used for inter switch trunks

Auto Smartports A~ 24 FalL—¥ 3> AL F
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Switch(config)# macro auto execute CISCO_SWITCH_EVENT builtin CISCO_SWITCH_AUTO_SMARTPORT
NATIVE_VLAN=10

Switch (config) #

Switch (config)#!!! the next command enables auto smart ports globally

Switch (config) # macro auto global processing
Switch (config) #
Switch (config)# exit

Switch# !'!! here is the running configuration of the interface connected
Switch# '!! to another Cisco Switch after the Macro is applied
Switch#

Switch# show running-config interface gigabitethernetl/0/1
Building configuration...

Current configuration : 284 bytes

|

interface GigabitEthernetl1/0/1
switchport trunk encapsulation dotlg
switchport trunk native wvlan 10
switchport mode trunk

srr-queue bandwidth share 10 10 60 20
queue-set 2

priority-queue out

mls gos trust cos

auto gos voip trust

macro description CISCO SWITCH EVENT
end

WOHEITIE, FA 7T 47 VLANSIZH L TCYE—h v~/ u2RETHHEERLET,
a. macrotxt 77 A NIV E—F v 0 ERELET,
b. macro auto execute =7 ¥ a2l —T gy avw s REFEALT, v~ a2 7 ALDYE—FD

it tiE LET,

Macro.txt 7 7 A )V

if [[ SLINKUP -eg YES ]]; then
conf t

interface SINTERFACE
macro description $TRIGGER
auto gos voip trust
switchport trunk encapsulation dotlg
switchport trunk native vlan $NATIVE VLAN
switchport trunk allowed vlan ALL
switchport mode trunk
exit
end
else
conf t
interface $INTERFACE
no macro description
no auto gos voip trust
no switchport mode trunk
no switchport trunk encapsulation dotlg
no switchport trunk native vlan SNATIVE VLAN
no switchport trunk allowed vlan ALL
exit
end

Switch (config) # macro auto execute CISCO_SWITCH EVENT remote tftp://<ip_address>/macro.txt
NATIVE_VLAN=5

Switch# show running configuration | include macro
macro auto execute CISCO_SWITCH EVENT remote tftp://<ip address>/macro.txt

[ oL-27650-01-J
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NATIVE_VLANZS
Switch#

A—HPERBARV b M H—DERL

AR N NUAT—&LTMAB F7213 802.1x fBFEZ M H 3 535413, RADIUS — NTHEFE Iz v
AaDEtE EMEOT  (auto-smart-port=event trigger) \ZXHET 5 M) H—%ER LET, ZOFIE
IHMEETY,

¥#E EXEC £— R TEITLET,

avv Rk B
A7971  configure terminal Ja—r ) ar7 4 X¥al—vay T— REEELET,
ol :
Switch# configure terminal
A7972  shell trigger identifier description ARV MU= ID BLOFHAZEELET., Z0OID 2HET S

BEIE, XFEMIZAR=ARNA T B ANRNTL SN,
o -

Switch(config)# shell trigger
RADIUS MAB EVENT MAC AuthBypass
Event

A7973 end 5 #E EXEC E— RIZEY £,

/-

Switch (config)# end
A7974  show shell triggers AL vF DA Ry P H—%FERLET,

Bl -

Switch# show shell triggers

A7975 copy running-config startup-config (FE) avr74¥al—vary 77 A NVICEREERELET,

ol :

Switch# copy running-config
startup-config

WDHIE RADIUS_MAB_EVENT &5 2 —HEHRA X b MU H—%fIr AR~ 27 7 CISCO_AP
AUTO SMARTPORT &~y BV 7L, 7 74/L ® VLAN % VLAN 10 [ZEE# 2T, = MV %
MRES 27 ikZ R L TWET,

a. TNA 2%, MABIZxIS LA A wF R— MR L E7,

b. RADIUS #— " ET, BHELIEDT % auto-smart-port=RADIUS MAB EVENT IZ3% € L &
\?AO

c. A vyF LT, 4~k MU H—RADIUS MAB EVENT %{Ep L £,

A4 v F X, RADIUS H— 3225 @ attribute-value pair=RADIUS_ MAB_EVENT &8 % 785 L .
~ 21 CISCO_AP_AUTO_SMARTPORT # /i L .

Switch# configure terminal

Auto Smartports A~ 24 FalL—¥ 3> AL F
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Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)# !!! create a user defined trigger and map
Switch (config)# !!! a system defined macro to it
Switch (config)# !'!! first create the trigger event
Switch (config)# shell trigger RADIUS_MAB_EVENT MAC_AuthBypass Event
Switch (config) #
Switch (config)#!!! map a system defined macro to the trigger event
Switch (config) # macro auto execute RADIUS_MAB_EVENT builtin ?
CISCO_AP _AUTO SMARTPORT Configure native vlan and trust cos
CISCO_CUSTOM AUTOSMARTPORT Configure user defined parameters
CISCO_DMP_ AUTO_SMARTPORT Configure access vlan, gos and port-security
CISCO_IP_CAMERA AUTO_ SMARTPORT Configure access vlan, gos and port-security
CISCO_LAST RESORT_SMARTPORT Configure access vlan
CISCO_LWAP_AUTO_SMARTPORT Configure native wvlan, gos, port-security and
storm-control
CISCO_PHONE AUTO SMARTPORT Configure access vlan, voice vlan, trust
device, interface bandwidth, port-security
CISCO_ROUTER AUTO SMARTPORT Configure native vlan, spanning tree
port-fast, trunk mode and trust dscp
CISCO_SWITCH AUTO_SMARTPORT Configure native vlan, trunk mode

Switch (config) # macro auto execute RADIUS MAB EVENT builtin CISCO_AP_AUTO_SMARTPORT
ACCESS_VLAN=10

Switch (config)# exit

Switch# show shell triggers

User defined triggers

Trigger Id: RADIUS MAB EVENT

Trigger description: MAC AuthBypass Event

Trigger environment:

Trigger mapping function: CISCO AP SMARTPORT

<output truncated>

WOFITIE, show shell triggers 5 # EXEC 2~V FEHFH LT, A vF VY7 b =TIZEENT
WHAR N MU —ERRT D HEERLET,

Switch# show shell triggers
User defined triggers

Trigger Id: CISCO_AUTO CONSOLE EVENT
Trigger namespace: ASP TRIG GLOBAL FUTURE
Trigger description: Console password
Trigger mapping function:

Parameters:

Current version: 1

Negotiated version: 1

Mapped Function: CISCO_AUTO CONSOLE PASSWD

Trigger Id: CISCO_AUTO TIMEZONE CONFIG
Trigger namespace: ASP TRIG GLOBAL USR
Trigger description: timezone parameters
Trigger mapping function:

Parameters:

Current version: 1

Negotiated version: 1

Mapped Function: CISCO_AUTO TIMEZONE

Trigger Id: CISCO_CUSTOM EVENT

Trigger namespace: ASP TRIG

Trigger description: Custom macro event to apply user defined configuration
Trigger mapping function:

Parameters:

Current version: 1

Auto Smartports A~ 24 Xal—¥ 3> HAF
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Negotiated version: 1
Mapped Function: CISCO_CUSTOM AUTOSMARTPORT

Trigger Id: CISCO_DMP_EVENT

Trigger namespace: ASP_TRIG

Trigger description: Digital media-player device event to apply port configurati
on

Trigger mapping function:

Parameters: ACCESS_VLAN=1

Current version: 1

Negotiated version: 1

Mapped Function: CISCO_DMP_AUTO_SMARTPORT

Trigger Id: CISCO_IPVSC_EVENT

Trigger namespace: ASP TRIG

Trigger description: IP-camera device event to apply port configuration
Trigger mapping function:

Parameters: ACCESS_VLAN=1

Current version: 1

Negotiated version: 1

Mapped Function: CISCO IP_CAMERA AUTO_ SMARTPORT

Trigger Id: CISCO_LAST RESORT_EVENT

Trigger namespace: ASP TRIG

Trigger description: Last resort event to apply port configuration
Trigger mapping function:

Parameters: ACCESS_VLAN=1

Current version: 1

Negotiated version: 1

Mapped Function: CISCO_LAST RESORT_SMARTPORT

Trigger Id: CISCO_PHONE EVENT

Trigger namespace: ASP TRIG

Trigger description: IP-phone device event to apply port configuration
Trigger mapping function:

Parameters: ACCESS_VLAN=1 VOICE_ VLAN=2

Current version: 1

Negotiated version: 1

Mapped Function: CISCO_PHONE AUTO_SMARTPORT

<output truncated>

& DOFI T, show shell functions Fi#E EXEC 2~ > REZHEHA LT, AA vF VY7 U =TIZE&EN
TWOMAIAAR~ I v e fKrm-T D HEEZRLET,

Switch# show shell functions
#User defined functions:

#Built-in functions:

function CISCO AP AUTO SMARTPORT () {
if [[ SLINKUP -eq YES ]]; then
conf t

interface S$INTERFACE
macro description $TRIGGER
switchport trunk encapsulation dotlg
switchport trunk native vlan $NATIVE VLAN
switchport trunk allowed vlan ALL
switchport mode trunk
switchport nonegotiate
auto gos voip trust
mls gos trust cos
if [[ SLIMIT -eq O ]]; then

default srr-queue bandwidth limit

else

Auto Smartports A~ 24 FalL—¥ 3> AL F
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srr-queue bandwidth limit $LIMIT
fi
if [[ $SW _POE -eq YES ]]; then
if [[ $AP125X -eq AP125X ]]; then
macro description AP125X
macro auto port sticky
power inline port maximum 20000
fi
fi
exit
end
fi
if [[ SLINKUP -eg NO ]]; then
conf t
interface $SINTERFACE
no macro description
no switchport nonegotiate
no switchport trunk native vlan $NATIVE VLAN
no switchport trunk allowed vlan ALL
no auto gos voip trust
no mls gos trust cos
default srr-queue bandwidth limit
if [[ SAUTH_ENABLED -eq NO ]]; then
no switchport mode
no switchport trunk encapsulation
fi
if [[ $STICKY -eq YES ]]; then
if [[ $SW _POE -eq YES ]]; then
if [[ $AP125X -eq AP125X ]]; then
no macro auto port sticky
no power inline port maximum
fi

fi
}
<output truncated>

ARV FPYH—ar FO—I)LDETE

A v TR0kl T o2 A IV TEBETHICNE, AN NI T—arbe—zEHLE
T 774N BT, AL Y FIERO MU =k L THAIRA Y 7 e B L2 —FER~v I/ nd vy
v LET,

o RFE (MAC 7 FL2 Z4—7 MAB A vt—3, 802.1x #iEA v —, LLDP A vt —

Vi)

o TNAA KA (Cisco AA »F, /—%_ IP Phone 72 &)

e WEINTWD MY I—
Cisco IOS Release 15.0(1) SE L% TiX, macro auto global control detection [cdp | lldp] 7' =2 —/3L
B v E =Tz R arT74F¥alb—Yary avry P R— a2 ELi, MACT
RUAR=2D [N T —%FZET 5I1Z1L,. macro auto global control device 7' 7 — /)L FE 7231
RB—Tx A A a7 4 Fal—ary avy REFEHLET,

NI H—2RRT L, ZNOD M) V=B vl 7 LTS Ea0A, BHSNLET,

[ oL-27650-01-J
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AAYF
54 EXEC E— R TKROFIEEZFEITLET,
avw vk BH#
27971  configure terminal JH—r L G T 4 Ra b—a s T FEBELET.
Bl :
Switch# configure terminal
A7972 macro auto global control {device M HFE, LR 2T, FRIT RN H—I2HSNT, AL v F N
[access-point] [ip-camera] ~IurEHATLEAI T ERRELET,
[llght.welght-ap] [mac-address] e device : KD 1 DU EDOT A 2% A XN N A—E LTHE
[media-player] [phone] [router] e
[switch] | trigger [last-resort]} °
— ({E) access-point : Autonomous 7 7 £ & KA > k
B - — (fE:#) ip-camera : Cisco IP BT A #—_A TR B X T
Switch(config)# macro auto global — ({EE) lightweight-ap : Lightweight 77 & & &4 >
control mac-address .
— ({£#) mac-address : 7314 2D MAC 7 KL &
— (E) media-player : 7 X AT 4T T L—F—
— ({£&) phone : Cisco IP Phone
— (£#&) router : Cisco /L — X
— (fE£#E) switch : Cisco A1 v F
o trigger : FEDA XN MU A—EFEHALET,
— (E) last-resort: 7ARY Y — K hI H—
TN ETIE, AA v FIEARXV D NI LTT NS R ZAT
EHFEHLET, AL v TFBTNA R XA TERETERWGERIT,
MAC 7 RV R Zv—7 MAB A vt&— 802X iBfEA vE—,
BEIOLLDP 2 v t—V% 7 X ARNAFCHEMALET,
Z79y73  end Rt EXEC £— RIZRED £7,
Bl :
Switch (config)# end
AZ7y74  show running-config Auto Smartports 254 F— 7R TS Z L 2R L ET,
Bl -
Switch# show running-config
A7y75  copy running-config startup-config | ({Li) =v 7 ¢ Fal—var Ty A MCRELRIELET,

Il Auto Smartports A~ 74 Fal—>av H4F

/-

Switch# copy running-config
startup-config

autonomous 7 7 B A KA v MEMRL LIz L &7, A4 »F 5 CISCO_AP_AUTO_SMARTPORT ~
snzEMT 2 X ICRET 2k
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Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch (config) # macro auto global control device access-point
Switch (config) # end

autonomous 7 7 £ A i"A > N E£721% Cisco IP Phone i L7- & & 71T, A A v T M
CISCO_AP_AUTO_SMARTPORT ~ 7 m &4 5 X 5 I ET 2 FHik :

Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch (config) # macro auto global control device access-point phone
Switch (config)# end

A3—T LR

¥t EXEC £— FCROFIREZFITLET,

avvk B
A7971  configure terminal Jua—sL ar7 4 F¥alb—vary T—RElBLET,
i :

Switch# configure terminal

A7972 interface interface id AV B —T 2 AEEEL. A F—T 2 A AT 4 X2l — 37
v E—RNERBLET,

Al -

Switch(config)# interface
gigabitethernet 2/0/2

A7973 macro auto control {device ML, TAARAZAT FIE RN TSN T, A v F 0
[access-point] [ip-camera] v I uEkEHATLEA IV EBEELET,
[llght.welght-ap] [mac-address] e device : kD 1 SULLEDTAA R % . 420 b R He—b LTl
[media-player] [phone] [router] £
[switch] | trigger [last-resort]} °

— ({EE) access-point : Autonomous 7 7 & A RA  k

E — ({E&) ip-camera : Cisco I[P BT 4 $—_A TR H AT
Switch(config) # macro auto global — (f£#) lightweight-ap : Lightweight 77 ¥ A R A > h

control mac-address

— ({£E) mac-address : 7 /31 2D MAC 7 KL &
— (&) media-player : 7YXV AT 4T T L —F—
— ({£#) phone : Cisco IP Phone
— ({E&) router : Cisco V—#
— ({£7) switch : Cisco A1 v F
o trigger : FFEDA Xk MU A—EMFHLET,
— ({EE) last-resort : 7 A LU Y —h hU H—

FIFNEITIE, AA v FIIA RN FIH—ELTTFARAS R ZAS
EHEALET, A v FNTNA R Z A TEPRETERODEAIL,
MAC 7 RV & Zb—7 MAB A vE&— 802X iBFEA v &—,
BIOLLDP A vt =% 7 X ARIERFTHERLET,

Auto Smartports A~ 24 Xal—¥ 3> HAF
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AT974

ATy75

ATv7 6

AT977

avwv R

E]:)

exit

/-

Switch (config-if)# exit

Ja—nN) aryZ 4 Xal—yary T—RCED T,

end

Bl -

Switch (config) # end

Kb EXEC E— RIZEV £,

show macro auto

Al -

Switch# show macro auto

AN Z B L ET,

copy running-config startup-config

/-

Switch# copy running-config
startup-config

UEE) 2> 74 F¥al—ay 77 ANCHREFRGTELET,

lightweight 7 7 2 2 A >k £721% Cisco IP Phone Z#H L7= & &721F, A A v TN
CISCO_AP_AUTO SMARTPORT < 7 1 ¥ 7=i% CISCO_PHONE_AUTO SMARTPORT ~ 7 &1 % i

M2 &0 ICREST DT

Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch (config)# interface gigabitethernet 5/0/1
Switch (config-if)# macro auto control device lightweight-ap phone

(
Switch (config-if) # exit
(

Switch (config)# end

A—HFEREIVOADI—HERL) H—DRTE

Cisco 10S Release 15.0(1) SE LAETIL, Y077 A NETNANL AD2—FEZITNV—T M) H—%
ETCEET, NI V= IV —TE2E2FER L TC2—FEHR~ I v 2BHEMfTET,
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ATy71

ATy72

AT973

ATy97 4

ATv75

Bl A—PERARUE R H—

vsoose N

2—YPER~Y I HO2—YPERA N b P T—ZRET DI, R EXEC — FZBHMB L. K

DFNEICHENE T,

avwyFk

]3]

configure terminal

-

Switch# configure terminal

Ja—\)L ar7 4 Fal—gr BT— RERBLET,

macro auto trigger trigger name
[device | exit | no | profile]

i :

Switch(config)# macro auto
trigger DMP

Switch (config-macro-trigger) #
profile mediaplayer-DMP

~zu Ny H—ar74Xal—rary B—FEBLET, ZOFE—F
TiE, 2—PER~/ Bl B 7T —PERZAN b N V—%
BECTEET,

e device : LHIfTE N H—IZ~v v BV I TDHT A AL EZRELET,
e exit: TNRARA I N—F ar 74 ¥al—ary ET—FEKTLET,
P REFERHDT AL AT THIBRLET,

e profile : 4HIfFE N T—lZvw v B 757 m 7y A VA EREL
i‘j_l)

* no

end

-

Switch (config) # end

Fite EXEC £— FIZR D £,

show running-config

-

Switch# show running-config

Auto Smartports 284 R —T7 Nl > TWAH Z L 2R LET,

copy running-config startup-config

i -

Switch# copy running-config
startup-config

UEE) 2v 74 Xal—ay Z7ANVCHREFRGFELET,

RIZ, DMP_EVENT & W95 a2 —HFEZA X b NI H—2RET L0 %R LET,

Switch (config) # macro auto trigger DMP_EVENT mediaplayer

A—HYERTY ODERE

Cisco I0S v = /LZiX, 22—V ERV I U ERET DT ODOERN R A 7 VT MERERSHL 5, 2
LD/ |\ TBEITEARET D ENHRET, FEDOCLI a~vy RFEEH5H &b Txxd, 72,
~ 7 uNICEH OB, &, B BIOMN T—%2FEE£TH2L 8 TEXET, ZOFIETEET

B

[ oL-27650-01-J
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N

GE) <7 aOFERFICHPAE AL TLLEZEW, VIR F v (2~ K SLINKUP -eq NO) LT3
%1%, no macro description = v FZ AN LET, ThbD =2+ ik, Auto Smartports 73HHE
THDITHMAETT,

I—PEHZAX I NIV —ra—PERB~ I~y B 7T 51208, Bt EXEC ©— K TEAA L,
WOFNEIZHENET,

Auto Smartports A~ 24 FalL—¥ 3> AL F
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avwUFk ]3]
27971  configure terminal Sa—r)L ar T 4 X b—a Y B REBME L £,
B :

Switch# configure terminal

A7972 macro auto execute event trigger ARV N NV H—lcwo B Tha—PER~ 7 uriEELET,

[parameter=value] {function {function contents} : bV W —ICEHEM T 22 —FEERE~ I/ 2 BELE

contents} T, ~ 7B ONRFE. JhH v aTHATAALET, EE D v 2T Cisco
[0S =/ <>y RERAL, AlAyaTavy ROZL—T{bEK&T

ﬁ“ . Li‘j‘o

Switch (config)# macro auto (F7%) parameter=value : $ THEDT 7 4V MEZEBE X2 T, 41

execute DMP_EVENT { o o Sy e — luel

if [[ SLINKUP -eqg YES ]]; then ED~T % A~ XT[ZI]?%/I ([<name1>7<va uel>

conf t <name2>=<value2>..]) TH LVMEZ AL £,

interface SINTERFACE
macro description $TRIGGER
switchport access vlan 1
switchport mode access
switchport port-security
switchport port-security
maximum 1
switchport port-security
violation restrict
switchport port-security
aging time 2
switchport port-security
aging type inactivity
spanning-tree portfast
spanning-tree bpduguard
enable
exit
fi
if [[ SLINKUP -eqg NO ]]; then
conf t
interface $INTERFACE
no macro description
no switchport access vlan 1

if [[ SAUTH ENABLED -eq NO
11; then
no switchport mode
access
fi

no switchport port-security

no switchport port-security
maximum 1

no switchport port-security
violation restrict

no switchport port-security
aging time 2

no switchport port-security
aging type inactivity

no spanning-tree portfast

no spanning-tree bpduguard
enable

exit
fi
}

Auto Smartports A~ 24 Xal—¥ 3> HAF
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T

avwy B
A7973 end et EXEC E— FIZREY £9°,

-

Switch (config) # end
Z7y74 show running-config Auto Smartports 284 R —T7 NIl > TWAHZ L 2R LET,

#l :

Switch# show running-config

A79y75 copy running-config startup-config | ({1-3%) 2> 7 4 F¥al—a L 77 A VICEREFRELET.

-

Switch# copy running-config
startup-config

Bl : A—FEBBDARV N MY AH—ETHO

WOBITIX, AT 47 TL—Y—LIEEIND2—VFEZAX b N T—%, 2—PEFZK~7 iZ
~ v I B EEE R LET,

1. 802.1x FXZIFX MABIZKHE LTZAAL v F R—RNIAT 47 Fb—Y—%2HEHi LET,
2. RADIUS #—ET, BMEELEDO~T % auto-smart-port =DMP_EVENT (Z3% & L £,

3. A vF LT, 4 bV H—DMP EVENT #{Ef L, CLIOFlO2—FEHKE~r 1 a~<
REATILET,

4. AA v FiX. RADIUS #— 375 D attribute-value pair=DMP_EVENT J&& %5 F AdL., DA
Ny b b A—icEE T e n 2B LET,

Switch (config)# shell trigger DMP_EVENT mediaplayer
Switch(config)# macro auto execute DMP_EVENT {
if [[ SLINKUP -eq YES ]]; then
conf t
interface $SINTERFACE
macro description $TRIGGER
switchport access vlan 1
switchport mode access
switchport port-security
switchport port-security maximum 1
switchport port-security violation restrict
switchport port-security aging time 2
switchport port-security aging type inactivity
spanning-tree portfast
spanning-tree bpduguard enable
exit
fi
if [[ SLINKUP -eq NO ]]; then
conf t
interface $SINTERFACE
no macro description
no switchport access vlan 1
if [[ $AUTH_ENABLED -eq NO 1]; then
no switchport mode access
fi
no switchport port-security
no switchport port-security maximum 1

Auto Smartports A~ 24 FalL—¥ 3> AL F
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no switchport port-security violation restrict
no switchport port-security aging time 2
no switchport port-security aging type inactivity

vsoose N

no spanning-tree portfast
no spanning-tree bpduguard enable
exit

fi

}

Switch (config) # end

Bl: SAR)J—F ARV MY A—ETHDO

CDP, LLDP 72X DHCP 2 L TT A ANF LI L > TT AL ANpEEIND E, TA MY
S—=h AR NUH—REHEINETH, A AR~ 2 lIH D A,

CISCO_LAST RESORT AUTO SMARTPORT ~Z7 0% 5 A hUY—h R H—iivv Err+%

ik

Switch (config) # macro auto global control trigger last-resort

CISCO _LAST RESORT AUTO SMARTPORT ~ 7 1 :

function CISCO LAST RESORT_ SMARTPORT ()

if [[ SLINKUP -eq YES ]]; then
conf t
interface $INTERFACE

macro description $TRIGGER

switchport access vlan $SACCESS VLAN

switchport mode access
load-interval 60
no shutdown

exit
end
fi
if [[ SLINKUP -eqg NO ]]; then
conf t
interface S$INTERFACE
no macro description
no switchport access vlan SACCESS_VLAN
no switchport mode access
no load-interval 60
exit
end
fi

}

FARNIY—=b =i ~vy 7T MACT RLA MU H—Da—WFEH~ > B 7O :

Switch (config) #macro auto mac

(
Switch (config) #macro auto mac-address-group Laptop
Switch (config-addr-grp-mac) #mac-address list 0000.0011.2233
(
(

Switch (config-addr-grp-mac) fexit

Switch (config) #macro auto execute laptop builtin CISCO LAST RESORT_ SMARTPORT

ACCESS_VLAN=10
Switch (config) #end
Switch#

Bl: hREL ARV bY)FH—& CISCO_CUSTOM_AUTO_SMARTPORT ¥4 1

7 7 # /v k CISCO_CUSTOM_AUTO _SMARTPORT v 7 = :

if [[ SLINKUP -eg YES ]]; then

[ oL-27650-01-J
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conf t

end

fi

interface $INTERFACE
exit

if [[ SLINKUP -eqg NO ]]; then
conf t

fi

end

interface $INTERFACE
exit

A—PER~Y I v R D AZ L v w LE CARTCERT 21203,
CISCO_CUSTOM_AUTO_SMARTPORT v 7 n % LEZX L, A X NI A—=nbw7m D~y
B HEOT, A v FICHT ORI A=FEBIELET,
Config# macro auto execute CISCO_CUSTOM EVENT {

if [[ SLINKUP -eq YES ]]; then
conf t

interface $INTERFACE

description asp3-1ink-UP i.e. Custom Macro OFF
no macro description

switchport

switchport mode access

switchport access vlan SACCESS VLAN
spanning-tree portfast

exit
end
fi
if [[ SLINKUP -eqg NO ]]; then
conf t
interface $INTERFACE
macro description $TRIGGER
switchport access vlan SACCESS VLAN
description asp3-1ink-DOWN i.e. Custom Macro ON
exit
end
fi
}
# 2-3 YR—FEhTILVS Cisco I0S > T LDF—T—F
avwUFk 7L
{ a<wy RO NV—T{bEBG L £,
} av Y RO N—FEKTLET,
(L FIERERE L LT LET,
11 SHAERIAE LTERLET,
else SRR LCTRERLEY,
-€q SRR LCTHERLET,
fi SRR LCTRERLEY,
if SRR LTHEMLET,
then SRR L LT L ET,
-z SGEERRIAE LTHEALET,

Il Auto Smartports A~ 74 Fal—>av H4F
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vsoose N

& 2-3 HR—FShTLV 3 Ciscol0S T ILDF—T7—F #HE)

avwvk H L

$ $ XFETHELIERIT, T A—FETEBRIN
7

# #XFEFEHALT, a AN TXFANEANLE
7

= 24 HYR— FENR TV Cisco 10S Sz LDFHFXF—T—F

avwyk 7L

| KA T T4

case SRR

esac SAEME IR

for No— T RE AR

function > = )V

in SRR RCA

select SRR

time RATTA4

until JL— T FER AR

while Jo— TR

AL YFTHDIYONEMA

CLI £721% CiscoI0S > = /v 27 U7 MERBEHEHAT L L, v~/ NTA—FEREL, RELE~

snriEfTEET,

CLI ofEH

¥t EXEC £— FCROFIREZFATLET,

avyU K B

A7971  macro auto config ?

Bl -

Switch# macro auto config ?

EE) Z/a—L =7 u%xFRrLET,

[ oL-27650-01-J
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W <so0sE
avwy Rk B
A7972 macro auto config global macro ~om NG A— B EBELET,

/-

Switch# macro auto config
CISCO SWITCH HOSTNAME CONFIG

CLIOZ a7 Mo TLTZE W,

A7973  copy running-config startup-config (FE) avr74¥al—vary 77 A NVICEREERELET,
i -
Switch# copy running-config
startup-config

ffl:1oD<s/A

VA=AV e /= TN RS W b

Switch# macro auto apply ?

CISCO_SWITCH_ AAA ACCOUNTING Configure aaa accounting parameters
CISCO_SWITCH AAA AUTHENTICATION Configure aaa authentication parameters
CISCO_SWITCH AAA AUTHORIZATION Configure aaa authorization parameters
CISCO_SWITCH AUTO_IP CONFIG Configure the ip parameters
CISCO_SWITCH AUTO_ PCI CONFIG Configure PCI compliant parameters
CISCO_SWITCH DOMAIN NAME CONFIG Configure domain name

CISCO_SWITCH ETHERCHANNEL CONFIG Configure the etherchannel parameters
CISCO_SWITCH HOSTNAME CONFIG Configure hostname

CISCO_SWITCH HTTP SERVER CONFIG Configure http server
CISCO_SWITCH LOGGING SERVER CONFIG Configure logging server
CISCO_SWITCH_MGMT_ VLAN_CONFIG Configure management vlan parameters
CISCO_SWITCH NAME SERVER CONFIG Configure name server parameters
CISCO_SWITCH NTP SERVER CONFIG Configure NTP server

CISCO_SWITCH RADIUS SERVER CONFIG Configure radius server

CISCO SWITCH SETUP_ SNMP TRAPS Configure SNMP trap parameters
CISCO_SWITCH SETUP_USR CONFIG Configure the user parameters
CISCO_SWITCH_SNMP_SOURCE_CONFIG Configure snmp source interface
CISCO_SWITCH_TACACS_SERVER CONFIG Configure tacacs server

CISCO_SWITCH USER_PASS CONFIG Configure username and password

Switch# macro auto config ?

CISCO_SWITCH AAA ACCOUNTING Configure aaa accounting parameters
CISCO_SWITCH AAA AUTHENTICATION Configure aaa authentication parameters
CISCO_SWITCH_AAA AUTHORIZATION Configure aaa authorization parameters
CISCO_SWITCH AUTO_IP CONFIG Configure the ip parameters
CISCO_SWITCH AUTO_ PCI CONFIG Configure PCI compliant parameters
CISCO_SWITCH DOMAIN NAME CONFIG Configure domain name

CISCO_SWITCH ETHERCHANNEL CONFIG Configure the etherchannel parameters
CISCO_SWITCH HOSTNAME CONFIG Configure hostname

CISCO_SWITCH HTTP SERVER CONFIG Configure http server
CISCO_SWITCH LOGGING SERVER CONFIG Configure logging server
CISCO_SWITCH_MGMT_ VLAN_ CONFIG Configure management vlan parameters
CISCO_SWITCH_NAME SERVER_CONFIG Configure name server parameters
CISCO_SWITCH NTP SERVER CONFIG Configure NTP server

CISCO_SWITCH RADIUS SERVER CONFIG Configure radius server

CISCO_SWITCH SETUP_SNMP TRAPS Configure SNMP trap parameters
CISCO_SWITCH SETUP_USR CONFIG Configure the user parameters
CISCO_SWITCH_SNMP_SOURCE_CONFIG Configure snmp source interface
CISCO_SWITCH_TACACS_SERVER CONFIG Configure tacacs server

CISCO_SWITCH USER_PASS CONFIG Configure username and password

Auto Smartports A~ 24 FalL—¥ 3> AL F
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Switch# macro auto config CISCO_SWITCH_HOSTNAME CONFIG

Enter system's network name: CISCO

Do you want to apply the parameters?
Enter configuration commands, one per line.
Switch# macro auto apply CISCO_SWITCH_HOSTNAME CONFIG
Enter configuration commands, one per line.

CISCO#

Bl . AEHbE=T/ 0

Switch# macro auto config CISCO_SWITCH_AUTO_IP_ CONFIG

Do you want to configure default domain name?

Enter the domain name: cisco.com

Do you want to configure Name server ipv4 address?
10.77.11.34

Enter the IPv4 address[a.b.c.d]:

Enter IP address of the logging host:

Do you want to configure VPN Routing/Forwarding Instance name?
Enter the ip address of NTP server[a.b.c.d]: 10.77.11.

Do you want to apply the parameters?

Enter configuration commands, one
Enter configuration commands, one
Enter configuration commands, one
Enter configuration commands, one

[yes/no]l: yes

End with CNTL/Z.

End with CNTL/Z.

10.77.11.36

Switch# macro auto apply CISCO_SWITCH_AUTO_IP_ CONFIG
Enter configuration commands, one per line.

37
[yes/no]: yes
per line. End with CNTL/Z.
per line. End with CNTL/Z.
per line. End with CNTL/Z.
per line. End with CNTL/Z.
End with CNTL/Z.

[yes/no]: yes

[yes/no]:

Switch#

Cisco I0OS > )LD ER
¥ #E EXEC E— FTROFIEEEITLET,

ATy71

AT972

A7973

vsoose N

avwy R

E]:)

WOWTNNEHEHLE T,
* macro auto config ?

* macro auto apply ?

Bl -

Switch# macro auto config ?
Switch# macro auto apply ?

EE) Zo—"L =7urFrLET,

macro auto config macro-name

parameter=value [parameter=value] ...

i -

Switch# macro auto config
CISCO_SWITCH HOSTNAME CONFIG
HOSTNAME=CISCO

v /m RTA—HERELET,
CLI®O7 a7 M- TLTE &,

macro auto apply macro-name

Bl -

Switch# macro auto apply
CISCO_SWITCH HOSTNAME CONFIG

A vFIZ~ruar@mA L ET,

Auto Smartports A~ 24 Xal—¥ 3> HAF
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N </oomE
avwvFr B
A7974  show macro auto AN BRER L E S,
=P EFZOMIL, show 2~ OB TOLERENET,
Bl
Switch# show macro auto
A7975 copy running-config startup-config UEE) av74Xal—ay Z77ANVCEREEZHRIELET,
Bl -

Switch# copy running-config
startup-config

Bl:120=o0IZH/HLT1I 2OPTILING A—4

Switch# macro auto config CISCO_SWITCH_HOSTNAME CONFIG HOSTNAME=CISCO
Switch# macro auto apply CISCO_SWITCH_HOSTNAME CONFIG

Enter configuration commands, one per line. End with CNTL/Z.

CISCO#

Bl: 120/ 0ICHLTERDL IV /IS A—2 L{E

Switch# macro auto config CISCO_SWITCH_ETHERCHANNEL CONFIG PORT CH_ID=1 PORT CH_TYPE=2
EC_PROTO=Y EC_PROTO_TYPE=PAGP NO_OF INT=3 MODE=AUTO INTERFACE=Gig2/0/1,Gig2/0/2,Gig2/0/3
NON_SILENT=Y EC_APPLY=YES

Switch# macro auto apply CISCO_SWITCH_ETHERCHANNEL_CONFIG

Enter configuration commands, one per line. End with CNTL/Z.

Switch#

#l . AEHbE=T/0

Switch# macro auto config CISCO_SWITCH_AUTO IP_CONFIG CISCO_SWITCH DOMAIN NAME_CONFIG
DOMAIN NAME=cisco.com

Switch# macro auto config CISCO_SWITCH_AUTO_IP_ CONFIG CISCO_SWITCH_LOGGING_ SERVER CONFIG
HOST IP=10.77.11.36

Switch# macro auto config CISCO_SWITCH_AUTO_IP CONFIG CISCO_SWITCH NAME SERVER_CONFIG
IP_V4_ADDR=10.77.11.37

Switch# macro auto config CISCO_SWITCH_AUTO IP_CONFIG CISCO_SWITCH NTP_SERVER CONFIG
IP_ADDRESS=10.77.11.38 VRF=NO

Switch# macro auto apply CISCO_SWITCH_AUTO_IP_CONFIG

Enter configuration commands, one per line. End with CNTL/Z.

Switch#

Auto Smartports A~ 24 FalL—¥ 3> AL F
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vsnox: N
T 7 #JL k@ Static Smartports XE
AA v F ETAR—T I/ - T % Static Smartports ¥ 27 RiXdH D EHA,
% 2-5 T 74 b Static Smartports ¥4 O
o0&’ B
cisco-global Uy 27— hOREEIZR LT, Rapid Per-VLAN Spanning-Tree Plus (PVST+), /L —7 #—F, B

SOFA T I R—=b+2T7— UHANRNY) A X—=T I ITBHIZE, 2O a—\)b a7 4FXal—
vary<wruoiEEHLET,

cisco-desktop PCOLIRTAY by TNA A% AL v F R— MIBERT 256, Xy b= X2 VT ¢ L{5
TEMEEZED DO, T v F—TzA A AT 4 Xal—var~<~ruezflilHLET,
cisco-phone Cisco IP Phone #%fi L7 PC DX 92T AV b7 TNA A% AL v T K— NIRRT 56, 2
AVE—TxA R arT74F¥ab—varzrsuiflLES, 2D~ 7 aid cisco-desktop ¥ 27 7 D
PWIET, BEICEEBEINRLTWEFR N 74 v 7 ZIE LKA TE R LHIC, AUEX= Y T ¢ HHE
fEHEMEHEE, BXOFHHOER VLAN ZHE SR TWET,

cisco-switch TIHVAARLvFET A AN Ea—tay A, v Fr2EERT 5%, £7-1% Small Form-Factor
Pluggable (SFP) EVa— L&A LTSN TWDET 7 A AL v FMTHERTIHAIE. 201
H—T A A Ay T 4 Fal—ar~rarxEHLET,

cisco-router AL v F L WAN LV—Z ZHEHETIHE, ZOAf v F—T 2 RX a7 4 F¥al—yary ~r7asxfiif
LET,

cisco-wireless AZA v FLUAVY VAT IHVA R,V "R THIHE. O —T 2 A 2T 4 Fal—
varwrsuaEERLET,

. A= 774 /L b Smartports ¥ 7 2L, A v FTEITINTWVWDLY T MU =T N=V a3 X TRRYET,

Static Smartports DEFEHA F5 1M >

o I UMAAL VTFEFLIIAAL vF AL EZ—T oA A LT r— LICHHA SN EA81T. A
VE—=T oA A LOBRFEOREPRFFSNET, ZiuE, EOREICHEAT LG EITKILHLET,

o WMUTT—FHIETRTETLT—DEDIla~y RN LEZEA, v~ 7 niisl&sEovoa~< K
FHALET, XTI —FHERETT —FROT 5701, v~ 7z LTI NNy 7T 5T
L. macro global trace macro-name 72—/ NV 27 4 ¥ 2 L—3 3 v a~< 2 RE7IL macro
trace macro-name { V% —7 xA A a7 4 F¥al—valr avry REEHTEET,

o BEDALE—T A A ZATEADCLI a2 FbHYET, REZZITANRNA v Z—
T A~/ uEEATLE, 7 ulELELETREDT = v ZIZKK L, AL v FIET—
Ao —UrBELET,

o AUHF—T A AFH~O~= I nOHEAX, B—A v F—T 2 A A~O~ 7 0DEH LR L TT,
A B =T oA ZADHFMZHTAT28BE. ~ 7 2 ZZDOFHIEHNOE A X — 7 = A AZNEFIZ
ENFET, 129D F—T A ATw71a avwy ROFEITIRKLTYH, ~7 a3k o»
H—Tx AR FICEAINET,

o AA VT ELBAAL v F A I =T = AT~V nzllToL, v~/ nANABNICAAL v F
FEA U F—T oA ZZEBIMENE T, show running-config = —% EXEC a2~ > REMEH L
T, v BrOREMALEa~v FERRTEET,

Auto Smartports A~ 24 Xal—¥ 3> HAF
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)
NEAT %E
Network Edge Access Topology (NEAT) #geiL, VA vV 7 /a—Fy b (KRFEERLE) S0HE
BoE CRONAIEE L E T,

NEAT O+ U A TiZ, 802.1x 3RFEAAEh L T, Access Control Server (ACS) 75 A A v FIZ ASP
DO~ 7 aRNEEINTEEIT. ROWTIUNERETALENH Y £,

e RAKNFE—FREVLF FRANMEFLET,

e ACS T cisco-av-pair % device-traffic-class=switch & L CiXETDHZ LIk » T, A=k T«
=4 ALy FTCRIT UV ITREEAF—T NI LET,

Static Smartports ¥ ODEH

Static Smartports ¥ 7 v A H 3 5121, % EXEC E— FTH#E L. RO FNHIZENE T,

avwv Rk B#
A7971  show parser macro ZA v F VT RN 2 TIHBGAENTNS, VAIDT 7 4 kDA
X 4 w7 Smartports ¥ 7 2 EFRxLET,

ol :

Switch# show parser macro

A7972 show parser macro name macro-name AT AHEEDO~ 7 0B FR LET,

Al -

Switch# show parser macro name
cisco-desktop

A7973 configure terminal Fua—rL ar7 4 X¥zlb—ay B— NEBEBLET,
Al -
Switch# configure terminal

A7974  macro global {apply | trace} AA vy FCT~vrurmiLET,

macro-name [parameter {value}]

[parameter {valuc}] [parameter o v7nu avwy FEEHICEMT 512X, macro global apply

macro-name 2~ > R&FEHLET,

{value}]
o WU/ REHABLIOVT ANy LT, XTI —RETT — %N
’i 2 5121%, macro global trace macro-name 2~ > K& AL E
: ‘é—o
Switch (config)# macro global apply
cisco-desktop $access_vlan 25 parameter value X — UV — FZHEH L T, LB RELZ~ 7 2 |ZBEMLE

To $ THEDLF—TU— FIZIE, —EO/NTA=FENBLETT,

macro global apply macro-name ? 2~ R&fEfAT25 L, ~7 vitd
FMEE —EBRRTEET, F—U—FNEZAHETIC~ 7 22 H
L7=%A,. 2~y FidlEge ey, v~z snhEti,

(EE) A vy FIERO—EONT A =2 EEfEELE T, &KE3 D
DX —U— FLEOMAEDLELZANTEET, "NTA—F F—TU—
FORETIX, KXFLPXLFRXFISNES, F—TU— FT—EN
Abohn &, $THSTEICES SR ONET,

Auto Smartports A~ 24 FalL—¥ 3> AL F
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AT975

ATv7 6

ATy7 T

AT978

ATy79

AF9710

vsoose N

avwy R

E]:)

interface interface-id

/-

Switch (config)# interface
gigabitethernet 2/0/5

ER) AV F—TxAAEHEL, /> F—TxcAfA A AT X
L— gy B— REBBLET,

default interface interface-id

Al -

Switch(config)# default interface
2/1/4

ER) BELEA LV F—T oA ADLTRTORELFHELET,

macro {apply | trace} macro-name
[parameter {value}] [parameter
{value}] [parameter {value}]

Bl -

Switch (config-if)# macro apply
cisco-desktop Saccess_vlan 25

A B —Tx2A ATzl LET,

o wru axy NEEINCEMT 57210 O%E1X. macro apply
macro-name A~ R&EEH L £,

e W/ uEHHABLIOT Ay LT, =T —RETT — %
2UF 121X, macro trace macro-name 2~ > REFEHA L E 7,
parameter value ¥ —7 — RZEH L T, LEREL~ 7 2 ZBINL E

T $ THELIF—TU— NI, —BEONRIFA—FZEBLETT,
macro global apply macro-name ? 2~ > REEfATH L, 7 ni2d

HREEZ—EHRRICTEET, F—U—FMEEXZANETIC~ 7 v 2@
Liclma, a~vr FIRED LR v~ 7 middflshEtA,

(EE) AA Yy FREREO—EDNRTA—ZEEEELET, &3 D
DHF—U— FLEOMAGDOEEANTEES, NTA—F F—U—
FOMETIE, RKIXFLIXFRRFISNET, F—U— T8N
Abhd e, $NTHISTDHEICESHBAONET,

end

/-

Switch (config)# end

FebE EXEC E— FIZRD £,

show running-config interface
interface-id

Bl -

Switch# show running-config
interface gigabit ethernet 1/0/4

Auto Smartports 284 R —T NIl >TWDH Z L 2R LET,

copy running-config startup-config

/-

Switch# copy running-config
startup-config

UEE) 2> 74 F¥al—ay 77 ANCHREFRGTELET,

T RICEENDK AT RO no NN—TarEANLEEXICET, AM vy FTEHINE T r—N
N~ 7 a B EEHIRTE £, default interface interface-id { V% —7 = A A 27 4 Falb— g
vawry REANDTE, A= FCTHEASN 7 nORELXHIBRTEET,

[ oL-27650-01-J

Auto Smartports A 71 ¥al—arv A4 F



¥ 2% Auto Smartports ¥% 0 & Static Smartports T4 AOERE |

W </ o00%F

WOFITIL, cisco-desktop ¥~ 7 2 DRRZT D HE, BLIOA v F—T A XA ETwruxiifiL, 7
7 A VLANID % 25 \ZRET D HEEZRLET,

Switch# show parser macro name cisco-desktop

Macro name : cisco-desktop

Macro type : default interface
# macro keywords Saccess_vlan
# Basic interface - Enable data VLAN only

# Recommended value for access vlan should not be 1
switchport access vlan Saccess vlan

switchport mode access

# Enable port security limiting port to a single

# MAC address -- that of desktop

switchport port-security

switchport port-security maximum 1
# Ensure port-security age is greater than one minute

# and use inactivity timer

switchport port-security violation restrict
switchport port-security aging time 2
switchport port-security aging type inactivity
# Configure port as an edge network port

spanning-tree portfast

spanning-tree bpduguard enable

Switch#
Switch# configure terminal

Enter configuration commands,

E47A=IDE . T

one per line. End with CNTL/Z.
Switch (config)# interface gigabitethernetl/0/4
Switch(config-if)# macro apply cisco-desktop $access_vlan 25

& 2-6 Auto Smartports ¥4/ 0§ & U Static Smartports ¥/ 0% &KFT3av UK

avwy kR

i

show macro auto ?

Auto Smartports ¥ 7 2IZBET HERER R LET,

device : 73 A v 7 niflAi R

event : v/ 1 ANy MEE v FEFKIR

global : 7' v — 3L <7 uffifi & FoR

interface : £ % —7 = A A Auto Smartports A7 — & R & R

show parser macro

9§ T D Static Smartports ¥ 27 H A2 KR LET,

show parser macro name macro-name

¥$7E D Static Smartports ¥ 7 2 & FR L E T,

show parser macro brief

Static Smartports D~ 27 a4 %&£ R LET,

Il Auto Smartports A~ 74 Fal—>av H4F
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zso00%s M

& 2-6 Auto Smartports ¥4 0§ & U Static Smartports YV OERFTT3aATUEF ()

avy kR

E:y

show parser macro description [interface
interface-id)

FTRTDA L H =T = A A, FTREAFEDA =T =4 Z{TON
“C Static Smartports v 7 2 DO EZRRF L E T,

show shell ?

Auto Smartports DA X b MU H—BIW~v7 allBT5EREFE
ALET,
» data-path : 7= » FOTF =% NA&EFIR
o environment : > = /LERESE @A TR
o functions : ¥ = LEEREIH R A2 FR
o triggers : =L b U H—IEREFR
(3¥) show shell =~ KiZ, Cisco IOS L~ULDOREAE T, show
shell =~ > K& AJJ§ 5A1IZ, terminal shell =< > K% A
JJL T CiscoIOS v = V& A X —T N HMERHY £7,
FEHIZ DWW CIE, ¥k Cisco.com C Cisco I0S > = /v =
T4 FXalb—vary T4 FEZRLTIEIN,
http://www.cisco.com/en/US/docs/ios/netmgmt/configuration
/guide/nm_ios_shell.pdf
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$ 3% Auto Smartports ¥4 AL Static Smartports ¥4 A® CLI a7 F |

W macro
AV B =T A A~/ m@HA LY AV F—T 2 A AT/ 0k L TT Ny 73 51T,
macro f V¥ —7 A A AT 4 Falb—Taryavr KeFEHLET,
macro {apply | trace} macro-name [parameter {value}] [parameter {value}]
[parameter {value}]
WX e apply AV =T f A~ nEkEHLET,
trace AVE—T AR~ ruZ@l L, ThET Ny 7 LET,
macro-name ~ I/ RAERELET,
parameter value ({£&) A V¥ —7 = A AZEHEO—BEDONRT A—ZEERELET, i3 S0
F—U— FEEOMAEDEEANTEET, NFTA—F F—TU—FORAT
I, KXFENLFREENET, F—T—RFT—EPRALND &, TTH
ST HMEICE SR 5N ET,
ARVRTIEILE ZOavy RICET 740 FREIRSH Y 8 A,
avY kR E—F AV B—=T 2 A AT f{FXal—ar
avwy FERE Jyy—=x EHEEH
12.1(19)EAL Z D3~ KA Catalyst 3750 38 L 103560 A1 v FITBEMENE LTz,
12.2(18)SE Catalyst 3750 3 Z 08 3560 A1 » FIZ parameter value — 7 — K238
SNFE LT,
12.2(25)FX Z Dz~ R3 Catalyst 2960 A A > FIZEMEE L,
12.2(44)SE ZDaw s R Catalyst 2918 A4 v FIZBMINE LT,
12.2(46)EX ZDa= R Catalyst 2975 A4 v FIZBMEINVE LT,
12.2(35)SE2 Z Dz~ RN Catalyst 3750-E 38 LWV 3560-E 2 A » FIZBIMIVE LT,
12.2(53)SE2 Zda<r RiL, Catalyst 3750-X B8 LW 3560-X A4 v FTHAINEL
72

HEREDHA K51

macro apply macro-name { ' Z—7 = A X AT fFal—ar avrs FafLT, 4 ¥—
T2 ALTETINTWELIY 7 nZ2lHBLOERRITEET,

macro trace macro-name { > 4 —7 A A a7 4 Fal—ral avr REFHLT, v~/ axi
HL, ZO~7 TNy 7 L TEXZ I —FHERRE T —2HTE T,

v /L&, XTI —FRERET T DDl a~vy FRRR LSS, v 7 vidgl &
WMERYVODa~v L FEA U —T oA AHEALET,

—BOMEOEY Y TELEL TS5~ azERkT 554, parameter value ¥ — 7 — R&fHA LT, &
DA VE—=T A AZEROMEEEELET,

XF—U— ROMATIE, KXFLENMXFRENENET, ¥—U—FKT—HBERXAOND L, T 3TxHIG
THEICEEHZONET, F—U—FNERI—ET L. TAREVIFIDO—ETHo7-mL LT
H—HERARINT, ST AHEICESBRLONLET,
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3l

macro W

—HD~ 7 i, NT A—XERNLELRF—U — FREENE T, macro apply macro-name ? 2~
VREERTLE, v/ CHREREE -BERRTEET, U FNEEFANETICv s/ nEE@HAL
et Ay FREG LRy v/ nidEAShEEA,

AA T V7 MU =TIZE, ¥ A2 T 740 b Smartports ¥ 7 B BRHDIAEINTNET, show
parser macro = —¥% EXEC a2~ FEHATLH L, v/ rBlMv I/ ritEEnNTniHavr Rk
IRCEET,

AV H—T 2 A AV A2 T 7 44k Smartports ¥ 7 v AT 251, WOERFEIIHE > TL

ZEW,

e show parser macro =— % EXEC 2~ FZFHL T, AAM v F LT XTO~v I uikRK R LE
9, FFED~ 7 v OWNEEFK T 521X, show parser macro name macro-name = —% EXEC =
~ U REFEHLUET,

o $THELF—U— NI, —EDONTA—FEPLETY, parameter value % — 7 — Nz /1]
LT, REREEZV A2 T 740 b 7 mITBEMLET,

VAT TN sl VI XTFEFEHLTCWSEDOT, MEAF—T— RE#BTcEEI, S
LW FEMFHL T, v~ 7 a s fElT5 L &IIF—VU - E2ERTEET,

I REAE =T A AHEHT DA v/ R ARABNICA X —T oA ATBIMSNET,
show running-config interface interface-id = —% EXEC a~ > R&EHAT D L @AShZa~v K
BLO/n KR TEET,

A =T x4 ZOFMICHEA Shic~ 7 mid, B—A ¥ —T7 = AWM S e~ 7 v L [E CEfE
LET, A F—T =2 AOHBMEMLHT 225G, 27 2 IZOHPANOE A F—7 = A ZITNEFE
WHEAESNET, 1 0OV F—T 2 A T2 10 <y FOFETITRRLTEH, ~ 7 23y oA( v
F—TxAALRICHERENET,

default interface interface-id A >4 —7 A A a7 4 Xal— a3 avy FReFEHTUE 1~
A —T 2 A ATHHAINZ~7 2 OFELHIRTEET,

macro name 7 27— )L a7 4 Xal—vay av s REEHLEHE T, A 0 F—T A ATiHE
HATEET, ROBITIEE, duplex LD ARTO—WER~ 7 0k A 2 —7 oA AZWHT 55k
R LET,

Switch (config-if)# macro apply duplex

~ /7 axTF NNy ST 521, macrotrace f VX —T A A a7 4 Fal—ary avy ReFEH
LT, ~7ueilf =Tz AICHAINZEED~ 7 uDOELERRFREC T — 2P TE T,

Switch (config-if)# macro trace duplex

Applying command. .. ‘duplex auto’
%$Error Unknown error.
Applying command. .. ‘speed nonegotiate’

WOFITIL, A2 T 74V b cisco-desktop ~ 7 R RKF-TDHHIE, BIOA ¥ —T7 =24 X T
saZifi L, 772X VLANID % 25 IZRET 2 HlEE R LET,

Switch# show parser macro cisco-desktop
Macro name : cisco-desktop
Macro type : default

# Basic interface - Enable data VLAN only

# Recommended value for access vlan (AVID) should not be 1
switchport access vlan $AVID

switchport mode access

# Enable port security limiting port to a single

[ oL-27650-01-J
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$ 3% Auto Smartports ¥4 AL Static Smartports ¥4 A® CLI a7 F |

W macro
# MAC address -- that of desktop
switchport port-security
switchport port-security maximum 1
# Ensure port-security age is greater than one minute
# and use inactivity timer
switchport port-security violation restrict
switchport port-security aging time 2
switchport port-security aging type inactivity
# Configure port as an edge network port
spanning-tree portfast
spanning-tree bpduguard enable
Switch#
Switch# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Switch (config)# interface gigabitethernetl/0/4
Switch (config-if)# macro apply cisco-desktop $AVID 25
BEaw R avwy kR B2
macro description A B =T RATHERAENT-~ 7 2 ITONTOMBEAEBMNL £,
Z UL Auto Smartports DB MED 3 < 2 RTH,
macro global A vy F R~ nz@ElT 20 A v F EiZv7n&@MLTE
A
macro global description % FICH Shiz~ 7 BICONTOBRBEBN L £,
show parser macro TRCOV I B ELTREL v/ nDv 7 nERERTILET,
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macro auto (cLl) W

macro auto (CLI)

CLIZfH LT/ u— b =7 v &iER L ONEH T 5121%. macro auto ¥## EXEC =2~ > K& i
LET, F74V FRECETICIE. 20oa~vr Fono BRAHEHLET,

macro auto {apply | config} macro-name

WX DA

AYVETIAILE

~/suZzEfiLET,
v BaDNT A=K EANTILET,
~ b ERELET,

apply
config

macro-name

AL v FITIF~ 7 alZEREnEE A,

avvFk E—F ¥5#E EXEC
av v FERE y1yy—=x EEEMR
12.2(55)SE Z D=~ R Catalyst 3750-X, 3750-E. 3750, 3560-X. 3560-E.

HEREDHA K51

]

3560, 2975, 2960, B L2918 A A vy FITBMENFE LT,

AL vy TFnbw 7 uarHllRT A2, v/ u avr Rono BRXEANLET,

macro auto config macro-name A~ N ANTH L T XTO~I v NTIA—ZDEEZATTTD X
SELRINFET,

macro-name & ANJJT 5 & T XX FANEERICHEHALET, =2 bVIFKRIFENIFRR SN E
‘j—o

2 —WEZDEIX, show macro auto % 72/% show running-config =~ > KOH I TOHAF RIS N E
\?AO

Jua—sN) v narERRTDHHE

Switch# macro auto apply ?
CISCO_SWITCH AAA ACCOUNTING
CISCO_SWITCH AAA AUTHENTICATION
CISCO SWITCH AAA AUTHORIZATION
CISCO SWITCH AUTO IP CONFIG
CISCO_SWITCH AUTO PCI_CONFIG
CISCO_SWITCH DOMAIN NAME CONFIG
CISCO_SWITCH ETHERCHANNEL CONFIG
CISCO_SWITCH HOSTNAME CONFIG
CISCO_SWITCH HTTP SERVER CONFIG
CISCO_SWITCH LOGGING SERVER CONFIG
CISCO_SWITCH MGMT VLAN CONFIG
CISCO_SWITCH NAME SERVER CONFIG
CISCO_SWITCH NTP SERVER CONFIG
CISCO_SWITCH RADIUS SERVER CONFIG
CISCO SWITCH SETUP SNMP TRAPS
CISCO_SWITCH SETUP USR CONFIG
CISCO_SWITCH SNMP_ SOURCE_CONFIG

Configure aaa accounting parameters
Configure aaa authentication parameters
Configure aaa authorization parameters
Configure the ip parameters

Configure PCI compliant parameters
Configure domain name

Configure the etherchannel parameters
Configure hostname

Configure http server

Configure logging server

Configure management vlan parameters
Configure name server parameters
Configure NTP server

Configure radius server

Configure SNMP trap parameters
Configure the user parameters
Configure snmp source interface

[ oL-27650-01-J
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W macro auto (CLI)

CISCO_SWITCH TACACS SERVER CONFIG Configure tacacs server
CISCO_SWITCH USER_PASS CONFIG Configure username and password

Switch# macro auto config ?

CISCO_SWITCH_ AAA ACCOUNTING Configure aaa accounting parameters
CISCO_SWITCH AAA AUTHENTICATION Configure aaa authentication parameters
CISCO_SWITCH AAA AUTHORIZATION Configure aaa authorization parameters
CISCO_SWITCH AUTO_IP CONFIG Configure the ip parameters
CISCO_SWITCH AUTO_ PCI CONFIG Configure PCI compliant parameters
CISCO_SWITCH DOMAIN NAME CONFIG Configure domain name

CISCO_SWITCH ETHERCHANNEL CONFIG Configure the etherchannel parameters
CISCO_SWITCH HOSTNAME CONFIG Configure hostname

CISCO_SWITCH HTTP_ SERVER CONFIG Configure http server
CISCO_SWITCH LOGGING SERVER CONFIG Configure logging server
CISCO_SWITCH_MGMT_ VLAN_ CONFIG Configure management vlan parameters
CISCO_SWITCH NAME SERVER CONFIG Configure name server parameters
CISCO_SWITCH NTP_SERVER_CONFIG Configure NTP server

CISCO_SWITCH RADIUS SERVER CONFIG Configure radius server

CISCO_SWITCH SETUP_SNMP TRAPS Configure SNMP trap parameters
CISCO_SWITCH_SETUP_USR_CONFIG Configure the user parameters
CISCO_SWITCH_SNMP_SOURCE_CONFIG Configure snmp source interface
CISCO_SWITCH TACACS SERVER CONFIG Configure tacacs server

CISCO_SWITCH USER_PASS CONFIG Configure username and password

BED~ I v DT A—X e FRKnd 5 HE

Switch# macro auto config CISCO_SWITCH_AUTO_IP_CONFIG ?

CISCO_SWITCH DOMAIN NAME CONFIG domain name parameters
CISCO_SWITCH LOGGING SERVER CONFIG logging host parameters

CISCO_SWITCH NAME SERVER CONFIG name server parameters

CISCO _SWITCH NTP SERVER CONFIG ntp server parameters

LINE Provide parameters of form [Parameters

name=value]
<cr>

Switch# macro auto config CISCO_SWITCH_AUTO_PCI_CONFIG ?

CISCO_SWITCH AAA ACCOUNTING aaa accounting parameters
CISCO_SWITCH AAA AUTHENTICATION aaa authentication parameters
CISCO_SWITCH AAA AUTHORIZATION aaa authorization parameters
CISCO_SWITCH HTTP SERVER CONFIG http server parameters

CISCO SWITCH RADIUS SERVER CONFIG radius server parameters

CISCO_SWITCH TACACS_ SERVER CONFIG tacacs server parameters

LINE Provide parameters of form [Parameters
name=value]

<cr>

Switch# macro auto config CISCO_SWITCH_SETUP_SNMP_TRAPS ?
CISCO_SWITCH SNMP_SOURCE CONFIG snmp source parameters
LINE Provide parameters of form [Parameters
name=value]
<cr>

Switch# macro auto config CISCO_SWITCH_SETUP_USR_CONFIG ?

CISCO_AUTO TIMEZONE CONFIG timezone parameters
CISCO_SWITCH HOSTNAME CONFIG hostname parameter
LINE Provide parameters of form [Parameters

name=value]
<cr>

~7m NRNFGA—FEREL, CLIZ#ERA L C~7 e Z2ilEf+5 ik

Switch# macro auto config CISCO_SWITCH_ETHERCHANNEL_CONFIG
Enter the port channel id[1-48] for 3K & 2350,[1-6] for 2K: 2
Enter the port channel type, Layer:[2-3(L3 not supported on 2K)]: 2

Auto Smartports A~ 24 FalL—¥ 3> AL F
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Enter
Enter
Enter
Enter
Enter
Enter
Enter
Enter
Enter
Enter

Enter
Enter
Enter
Enter
Enter
Enter
Enter

macro auto (cLl) W

etherchannel mode for the interfacel[auto/desirable/on/active/passive]: active

the channel protocol[lacp/none]:

lacp

the number of interfaces to join the etherchannel [8-PAGP/MODE:ON,16-LACP]: 7

interface
interface
interface
interface
interface
interface
interface

name [GigabitEthernet3/0/3]:

name [GigabitEthernet3/0/3

name [GigabitEthernet3/0/3
name
name [GigabitEthernet3/0/3
name [GigabitEthernet3/0/3

name

1
]
GigabitEthernet3/0/3]:
1
]

GigabitEthernet3/0/3]:
Do you want to apply the parameters?
configuration commands, one per line.
configuration commands, one per line.
configuration commands, one per line.
configuration commands, one per line.
configuration commands, one per line.
configuration commands, one per line.
configuration commands, one per line.

gigabitethernet1/0/1
gigabitethernet1/0/2
gigabitethernetl1/0/3
gigabitethernetl1/0/4
gigabitethernet1/0/5
gigabitethernetl1/0/6
gigabitethernetl1/0/7

[yes/no]: yes

End with CNTL/Z.
End with CNTL/Z.
End with CNTL/Z.
End with CNTL/Z.
End with CNTL/Z.
End with CNTL/Z.
End with CNTL/Z.

Switch# macro auto apply CISCO_SWITCH_ETHERCHANNEL_ CONFIG
Enter configuration commands, one per line

. End with CNTL/Z.

Switch#
BEa< R avwy kR B
macro auto execute AR N R T—=NOMBIRAHR~T T a~Dv v B T HFEL
i‘é—o

macro auto global processing

A A v F T Auto Smartports & A F— 7 L E T,

show macro auto

~ 7l LR E R TR LET,

show shell

At

M AT—=—B LU~ nllHlT 2 HEREFRLET,

[ oL-27650-01-J
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W macro auto apply (Cisco 10S > /LDR 7 1) 7 FikE)

macro auto apply (CiscolOS > ILDR Y1) T+

RE)

CiscoIOS v = /v DA 7 U7 M#REEZHH L T/ n— UL =7 a2 ER LA T 5I121%. macro
auto apply ### EXEC =2~ REZERALET, 7 7 4/V MREICETICIE, 20O a~v 2 KD no B %
AL ET,

macro auto apply macro-name

WX DA

AYVFFIAIE

~/suZzEfiLET,
~JufERELET,

apply
macro-name

AA yFIZII~ 7 aiTEHEINET A,

av K E—F ¥t EXEC
avy FEE Jyy—=x EEEM
12.2(55)SE Z®=a= 2 KA Catalyst 3750-X, 3750-E. 3750, 3560-X. 3560-E.

BERLEDAA I

3l

3560, 2975, 2960, B L2918 A A v FiITBEMENE LT,

AL v TFhbw7arllRdTsiIcid, v7/n avr Fone B E AN LET,

macro-name Z ANJJT B & I XTI E EMICHERHLET, = b VIR FLE/NLTFRXFI S E
j‘o

2 —HWEZDEIX. show macro auto %7213 show running-config =~ > NOH ) TOAERRINE
ER

CiscoIOS =V DA 7 V7 MERBZHEHLTARNIA—FERETLHILHTEET, & 2.
lAuto Smartports ¥ 2 12 & Static Smartports ¥ 7 2 DRE] OED [Fa— b v 7 a2 ORE & )
ELRLTLLIEEN,

Ju—sN) < nakFRRTLHHE

Switch# macro auto apply ?
CISCO_SWITCH_ AAA ACCOUNTING
CISCO_SWITCH AAA AUTHENTICATION
CISCO_SWITCH AAA AUTHORIZATION
CISCO SWITCH AUTO IP CONFIG
CISCO SWITCH AUTO PCI CONFIG
CISCO_SWITCH DOMAIN NAME CONFIG
CISCO_SWITCH ETHERCHANNEL CONFIG
CISCO_SWITCH HOSTNAME CONFIG
CISCO_SWITCH HTTP SERVER CONFIG
CISCO_SWITCH LOGGING_SERVER_CONFIG
CISCO_SWITCH MGMT VLAN CONFIG
CISCO_SWITCH NAME SERVER CONFIG
CISCO_SWITCH NTP_SERVER_CONFIG
CISCO_SWITCH RADIUS SERVER CONFIG

Configure aaa accounting parameters
Configure aaa authentication parameters
Configure aaa authorization parameters
Configure the ip parameters

Configure PCI compliant parameters
Configure domain name

Configure the etherchannel parameters
Configure hostname

Configure http server

Configure logging server

Configure management vlan parameters
Configure name server parameters
Configure NTP server

Configure radius server
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macro auto apply (Cisco10S Yz ADx5 ) 7+ M

CISCO_SWITCH SETUP_SNMP TRAPS Configure SNMP trap parameters
CISCO_SWITCH_SETUP_USR_CONFIG Configure the user parameters
CISCO_SWITCH_SNMP_SOURCE_CONFIG Configure snmp source interface
CISCO_SWITCH TACACS SERVER CONFIG Configure tacacs server
CISCO_SWITCH USER_PASS CONFIG Configure username and password
BEa<vF avyr A
macro auto execute AR NUH—DE(IAB~T T B ~DV L T EBEL
i‘é—o
macro auto global processing AA wF T Auto Smartports % A AX—TMZLET,
show macro auto <~ 7l TAEmEERLET,
show shell AN M) H=BIO~7 vl HiFRaezrLET,

Auto Smartports A~ 24 Xal—¥ 3> HAF
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W macro auto config (Cisco 10S = /LMR Y ) 7 Fi#kE)

macro auto config (Cisco l0S > TILDRXY )Tk

HE)

Ae
ra—)L w7 akRER LU AT 512X, macro auto config F7#E EXEC =~ REFEH L £,
F7FNRFRECETICE, 20a~<wr Fone BREHFERLET,

macro auto config macro-name [parameter=value [parameter=value] ...]
WX DA config RIRDNTA—=Z AT LET,

macro-name ~/n4ERELET,
parameter=value parameter=value : 7' 0 —/\)L =7 @ D/RT A —HEOEEEE B2 ET,
[parameter=value] ... FNFNOLTTEEDORT 2 AR—ZA TR AR TH LWVEEZ AT LE

7 (B : <namel>=<valuel> [<name2>=<value2>...]).

AV EFIALE A vy FIiE~ 7 nidEA SN ETA,

av K E—F ¥ EXEC
avy FERE Jyy—=x EEEM
12.2(55)SE Z == KA Catalyst 3750-X, 3750-E. 3750, 3560-X. 3560-E.

3560, 2975, 2960, B L2918 A1 v FITEMENFE LT,

ERALEDHS RS4Y AL v Fhbwr7 Rt 5100%, v 0 a2 Kone JBXE AN LET,

macro auto config macro-name 2~ RE& AT 5L, §_XTO~I v RTIA—ZDEEATTT DX
SERENET,

macro-name 3 £ O parameters % NJ13 235615, EfMERT A MCFEFIEFERALEST, = b X
RILFENLFRRERSNET,

2 —HFEFRDOEIL. show macro auto F 721% show running-config =~ > RO I TOALIKRINE
D

FEANC DWW TIE, TAuto Smartports ¥ 2 & & Static Smartports ¥ 7 B DFRE] OED o —/3L <
7B OBRGELEA) 2L TIIZEN,

BlEaTUF avyv Rk BL
macro auto execute AR E P H=DOMBIRAB~ I a~Dv v B TEREL
7
macro auto global processing A A v F _ET Auto Smartports & A X — 7 /MIZ LET,
show macro auto ~ 7 rIlHlTAEREERRLET,
show shell AR MY AT—BLO~7 2 iClT2EREERLET,
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macro auto control W

macro auto control

BHE, TAAL A ZAT FF I A= (X R H— ar b= bFEIND) (TS
WTAA »FIZ Auto Smartports ~ 7 R @A T 5 ¥ A 7 &1EET 2121, macro auto control 1
VHA—TxzA A AT 4 Falb—varyavw s RefFHLET, NI —tbewsmno~vy 7%
TAE=TNCTHITF, Zoavr Fone BRAEZHEHLET, ZhT A vy FIEA < bY
H—=ZHANT 7 m @Ml L 4,

macro auto control {detection [cdp] [lldp] [mac-address] | device [access-point] [ip-camera]
[lightweight-ap] [media-player] [phone] [router] [switch] | trigger [last-resort]}

no macro auto control {detection [cdp] [lldp] [mac-address] | device [access-point] [ip-camera]
[lightweight-ap] [media-player] [phone] [router] [switch] | trigger [last-resort]}

BX DA detection [cdp] [lldp]  detection : KOFD | DL ExE, A X F Y H—2 LTHRELET,
[mac-address] e (f£5) cdp: CDP A v —3
e ({£EE) Ndp : LLDP #x v &—¥
* (£E) mac-address : =— ¥ EHD MAC 7 KL R 7 L—T
device [access-point]  device : k> | DL EDF A Ak, A~k U H—E LTRELE
[ip-camera] e
{;gel:itlv:f;%;;;i?] e (fEE) access-point : Autonomous 7 7 & F A k
[phone] [router] e ({£#E) ip-camera : CiscoIP BT 4 H—_A TR B AT
[switch] « (fE%) lightweight-ap : Lightweight 7 7 £ 2 #A > |
e (&) media-player : 7YXV AT 4T L —F—
e ({E£&) phone : Cisco IP Phone
e (fEE) router : Cisco /L —#
e ({£7) switch : Cisco 21 v F
trigger [last-resort] trigger : FfiEOA <> b PUH—EHELET,
* ({E£E) lastresort: 7 A KUY —hK hU H—
aYVETFI4LE AL TFH, ARV NIH—ELTT AN A XA TEERLET, AL T BT AL A XA TR
ETERWEEIL, MACT7 FL X Z—7 MAB A vt— 802 Ix BiEA vE—Y, BIDV
LLDP A vt —U% T X ARIEFTHEHALET,
avY kK E—F AB =Tz A AT Falb—var
avy FERE yy—=x EEEM
12.2(55)SE Z D=~ KA Catalyst 3750-X, 3750-E. 3750, 3560-X. 3560-E.

3560, 2975, 2960, B L2918 A A v FITBIMENFE LT,

[ oL-27650-01-J
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W macro auto control

FEREDHA FS4Y ARV FUH—RELZDST2HE. AL vFIIAR N PUH—=ELTT A R HA T H2EH
LET, AAYTNT R A LA TERETEROEEIX, MACT KL A Zv—7 MAB A »vt&—
V. 802Uk BiAA vE—Y, BIOLLDP XA vt —Y %5 o X ARJEFTHEMALET,

v aNA H—T oA ATHEH SN TWD Z L 2R T 5121, show macro auto interface = —f
EXEC a2~ FEFEHLET,

5l AR PYAT—=ELTLLDP Ay E—VYBLWOMAC 7 RV R JAV—T7%2RET D Hik

Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch (config)# interface gigabitethernet 5/0/2

Switch (config-if)# macro auto control detection 1lldp mac-address
Switch (config-if) # exit

Switch (config)# end

ARV N NUF—ELTTIZERARS LV M, EFF P —RAF R BRAT FOBNL AT 4T 7
L—Y—aRET DL

Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Switch (config) # interface gigabitethernet 5/0/1

Switch (config-if)# macro auto control device access-point ip-camera media-player

Switch (config-if)# exit

Switch (config) # end

2L FIE TIRARALA b, ETF Y —_A T A DRAT BTN AT 4T TL—
Y LG a0AlAirih~ s nz@mMLET,

pEaTU K avw vk E LT
macro auto execute AR FYUF =M BRAR~ I a~Dv B T HRHZEL
F7,
macro auto global processing A A »F LT Auto Smartports & A r—7 I LE T,
macro auto mac-address-group MAC 7 FL &2 ZL—TFZ2RELET,
macro auto sticky ~ 7 aDREEEERELET,
shell trigger AR VU H—FERLET,
show macro auto ~ 7 AT RERTLET,
show shell ARE MU H—BIO~7 2 IcElT2EMERRLET,

Auto Smartports A~ 24 FalL—¥ 3> AL F
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| 3% Auto Smartports ¥4 A & Static Smartports ¥/ 8D CLIavwU K

macro auto device W

macro auto device

v aDT 74Nk RTRA—EEE AL T EHOMIZENT S IZ1X, macro auto device 7 72— /3L
arvZ74F¥alb—vayavry REFHLET, XTA—FEEHIRTDICE, Z0a~<> RO no ¥
KzEHLET,

macro auto device {access-point | ip-camera | lightweight-ap | media-player | phone | router |
switch} [parameter=value]

no macro auto device {access-point | ip-camera | lightweight-ap | media-player | phone | router
| switch} [parameter=value]

WX DA access-point TIRARAL NDT 74k 8T A—LfE NATIVE_VLAN=1 % &
LET,
ip-camera IPETH Y —_ATFTUANATDOT 74V b RT A =2l
ACCESS VLAN=1 ##&EH#H L £,
lightweight-ap Lightweight 77 £ 2 KA v FOFT 7 40 b /8T A — K
ACCESS VLAN=1 %@L £,
media-player FOHN AT 4T =% —DF 73V k XT A =X
ACCESS VLAN=1 Z## L £,
phone IP EFEDT 7 4V k T A—%2fE ACCESS_VLAN=1 VOICE_VLAN=2
EBLET,
router N—H DT T vk /8T A—Z i NATIVE_ VLAN=1 #@&# L 7,
switch ALy F DT T H)v b 3F7 A —HfH NATIVE_VLAN=1 #BE# L F7,
parameter=value (EE) ~7udD&FT 73V N RXRTA—AEZEHBRLET, TNLEFENLDEL
A EED T 2 ZAX—ATCREDEATH LWVEEZ A LET B :
[<namel>=<valuel> <name2>=<value2>...]),
AYVETIAILE YT ADT T H N NTA—FETTTITERSNTVET,
avY kR E—F Jua—s )L ar7 4 Xal—i gy
av Y FER Jyy—=x EHEEH
12.2(52)SE Z» == KA Catalyst 3750-E, 3750, 3560-E. 3560, 2975, 2960, ¥
FU2918 A4 v FITEMENE Lz,
12.2(53)SE2 Zda~r RiL, Catalyst 3750-X 38 LU 3560-X A4 v FTHAINLE L
72

HEREDHA K51

v aDT 74Nk RTRA—EEE AL v FEHOMEIZENT S IZ1X, macro auto device 7 72— /3L
a7 4F¥alb—vary avy REFALET, X7 A—FELHIBRTZIZIE, 202~ RO no
REMHLET,

~ 7 v OWNEERRFT HIZIE, show macro device i EXEC a2~ REFHLET, fELZ~ Y
BNDT 7 4V k RT A= ZEEZE SR DI, parameter=value ¥— 7V — R&EfH L E7,

[ oL-27650-01-J
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$ 3% Auto Smartports ¥4 AL Static Smartports ¥4 A® CLI a7 F |

W macro auto device

T 7 x I b RT XA —=ZEEIEET S DIZ, macro auto execute 72—/ 2T 4 X2 L— g O
<~ RBFEHTEET, ZOa~v 2 RTE, AXUF NI ABAA~Y I B E i —YEE~
7 bIEETALENH Y £9,. macro auto device =~ > K& macro auto execute =< > ROl J5
A F—T NI LTGEIE, RBRICET LEZa~ Y RTHRELEAAT A= NAL v FICH#EH SN E
T, AA v FLETT VT 4TI TEDavy NiZh 720 TY,

~r7uafnf o E—T7 A ATHEAINTWD Z & 2RI 512X, show macro auto interface = —
EXEC o~ F&ERALET,

i WOBITIE, IPEFEDO~I 0 NI A=z ERL, IPEFE~/nrt A F—7 ML, T 74/ EF
% VLAN 5 20 0BT 42 FiEd R LET,

Switch# show macro auto device phone
Device:phone

Default Macro:CISCO_PHONE AUTO SMARTPORT
Current Macro:CISCO_PHONE_ AUTO_SMARTPORT
Configurable Parameters:ACCESS_VLAN VOICE_VLAN
Defaults Parameters:ACCESS VLAN=1 VOICE VLAN=2
Current Parameters:ACCESS_VLAN=1 VOICE VLAN=2

Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch (config) # macro auto device phone VOICE_VLAN=20
Switch (config) # end

Switch# show macro auto device phone

Device:phone

Default Macro:CISCO_PHONE_ AUTO_ SMARTPORT

Current Macro:CISCO_PHONE_ AUTO_SMARTPORT

Configurable Parameters:ACCESS_VLAN VOICE_VLAN
Defaults Parameters:ACCESS VLAN=1 VOICE VLAN=2
Current Parameters:VOICE VLAN=20

BEEav K avwUFk SRR
macro auto execute AR N MU T—=DOBABR~ I a~Dw B T EREL
e
macro auto global processing A A »F LT Auto Smartports & A r—7 I LE T,
macro auto mac-address-group MAC 7 FL 2 ZL—TFZ2RELET,
macro auto sticky ~ 7 aDREEEERELET,
shell trigger AR N H—EERLET,
show macro auto ~ 7 rIlHlTAERERTRLET,
show shell ARV M) AT—BLO~7 0 iZlT2EREERLET,
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macro auto execute Il

macro auto execute

WAAIB~ T DT 7 )V MEEZEB L, A X b N =S5 lAAIR~ 7 0 Eda—PER~
Ja~D<v v ¥ ERET HIZIE,. macro auto execute 7 21— 3L a7 4 X a2l — gy avy
FEFEHALET,

macro auto execute event trigger {[builtin built-in macro name] | [remote url]} [parameter=value]
[{function contents}|

no macro auto execute event trigger {[builtin built-in macro name] | [remote url]}
[parameter=value] [{function contents}]

XX DA event trigger AR N N T =D OAABRT I a~DY Yy B T EEHRLET,
event trigger \CIROIEZFEE L E7,
e CISCO_CUSTOM_EVENT
e CISCO _DMP_EVENT
e CISCO IPVSC EVENT
« CISCO LAST RESORT EVENT
« CISCO PHONE EVENT
e CISCO _ROUTER _EVENT
e CISCO_SWITCH_EVENT
e CISCO_WIRELESS AP EVENT
e CISCO _WIRELESS LIGHTWEIGHT AP _EVENT

e WORD: MAC 7T RL A FN—TRp lDa—YEHRZA X M)V —%1H

l/i ‘j—o
builtin built-in ({£E) builtin built-in macro name \ZIRKDEZEFEE L £,
macro name « CISCO AP _AUTO SMARTPORT

/T A—2%fE NATIVE VLAN=1 Z##8E L £ 7,
« CISCO DMP _AUTO SMARTPORT
NT A —2%2fE ACCESS VLAN=1 ZfiE L £,
« CISCO IPVSC_AUTO SMARTPORT
RT A —H# i ACCESS VLAN=1 Z#5E L £,
e CISCO_LWAP AUTO SMARTPORT
RT A—H#{E ACCESS VLAN=1 Z#{EL 7,
e CISCO PHONE AUTO_SMARTPORT
T A—%2fE ACCESS VLAN=1 8 XU VOICE VLAN=2 #f§& L £7,
e CISCO ROUTER_AUTO_SMARTPORT
/T A —%fE NATIVE VLAN=1 Z#E L £7,
« CISCO SWITCH AUTO SMARTPORT
/%5 2 — % fl NATIVE_VLAN=1 %87 L7,
parameter=value ({£&) parameter=value : bultin-macro name \Z;3 SNT=/8F7 A —ZEDT 7 )b
L (] : ACCESS VLAN=1) #@EX#xF3, TNENOLHATEEORT 2 A

R—=ATRYBEXTH LWMEZ AL LET (B : [<namel>=<valuel>
<name2>=<value2>...]),

Auto Smartports A~ 24 Xal—¥ 3> HAF
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$ 3% Auto Smartports ¥4 AL Static Smartports ¥4 A® CLI a7 F |

M macro auto execute

{function (EE) {function contents} T, bU H—ICE#fIF 22—V ER~ I/ uEEEL
contents} T, ~ZuONEF, WAy I THATASLES, £S v 22T Cisco 10S

b awry FERBL, AUy aTasry FoZr—7ak T LET,
remote url EE) VE— M P—R_OEHEROLIIHELET,

o RFURTRVAAvTF LEELFARAZ I v RAEZ— O —TINV T T v a
T 7 AV AT LAORE ;- flash:

o RHyT AUNREODU—HN TTova Ty A VAT LD :
flash member number:

e FTP O : ftp:[[//username[:password|@location]/directoryllfilename

e HTTP $— D :
http://[[username:password|@]{hostname | host-ip}[/directoryl/filename

e &Fx a7 HTTP — ORI :
https://[[username:password|@]{hostname | host-ip}[/directory]/filename

e NVRAM DO :
nvram://[[username:password|@][/directory]/filename

e VE—hFavt—7ur hai (RCP) DXL :
rep:[[//username@location]/directory)/filename

o E¥a7 at’— Fu hai (SCP) DR :
scp:[[//username@location]/directory]/filename

e TFTP O :
tftp:[[//location]/directory]lfilename

aYVEFI4LE ZDa<wy RIZIET 74/ FEREEHY A,
aAvY R E—FK Ja—s\) aryZ 4 FXal—va
avy FEE yyy—=x EEER
12.2(50)SE Z D=z~ R Catalyst 3750-E, 3750, 3560-E. 3560, 2960, LT

2918 AA v FITEMENFE L7z, macroname 7 12— /3L 227 X =
L—vay avry RABEEHBIONE L,

12.2(52)SE remote % — 7 — K35 L url 315473 Catalyst 3750-E, 3750, 3560-E,
3560, 2960, BL 2918 A4 v FITEMENFE LT,
Z D3~ R Catalyst 2975 A1 v FITBMENFE LT,

12.2(53)SE2 Zm=a~ v Rid, Catalyst 3750-X 5 LU 3560-X A4 v FCHASHEL
7=

#ERLDAHS RSAY WA~ 7 B DT 7V Mix, AA v FIZEAEOMECEXHZ 5I121%. macro auto execute 2
o—N)L a7 4 FXalb—ragy avry REERALET,

ARV N N =Bl IABR~S I a~D< v BT, A v F THBRICEITENET, MAA
BT IV ATAEROY /A THY, V7 =T A A—VICEENTWET, CiscoI0S v = /v
DAY YT MEREEHEAL C2—VER~I e 2ElTd2 b TEET,

Auto Smartports A~ 24 FalL—¥ 3> AL F
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| 3% Auto Smartports ¥4 A & Static Smartports ¥/ 8D CLIavwU K

macro auto execute Il

shell trigger 72—/ Nl 2> 7 4 Xal—vay avr Fefifl+ss, fiLA X b MY H—%
ERRTE £F, 2—PEZRDO M) H—BL O~ 27 0 ONEE2FRT5I2I1E, show shell triggers FiiE
EXEC =2~ F&MEAL £,

Cisco Discovery Protocol (CDP) % Link Layer Discovery Protocol (LLDP) & ¥ 74&— kLT 72\
NAADA X~ Y AT—%ET 5I121L. macro auto mac-address-group 7 = —/ 3L 27 4
Fal—varavwrReHLET,

UE—h v/ afHL T, faEXy PV —2 A4 y?‘c:J: DEH S D ROLFTIC~Y 7 B4k
REFETEET, ZHICEY, BEOAL v F AT DI 1 774’71/75:1%}'%*1/\ W5 2

ERHREIC RV ET, VE—FT %_/\0%%k£077m®/\2fﬁ§?§% XET DI, remote url &
HHALET, RIETDIYI 0 77 A NDT 7 A VAR FER] 72 B i&)@iﬁ/u
Auto Smartports ¥ 7 BB LT v F~vrnm (TrF~rnuld, Vs Zornge LG AIcE@maFE

D=7 Bl X > THIBRESN 22 TY) 1iE, ROTEEFHLHRFELRH D £,

o MIIAL~ T WFTHIBREITLERETEET, 277 L, 2a— VP EH~ 7 a2 R/ CLRTTERT S L.
HHAIAB~ 7 O BB T L ENTEET, TOMBIAR~Y 7 0 ZETTHICIE, 22—V EE~
sazflRL 9,

e macro auto device ;FoJ:U“ macro auto execute 72— N)L a7 X2l — g avl KO
FEAXZ—=T NI LIEERIT. BRICFET LIZa~vy RITEEESN T A—ENAAL v F I
ShET, X%/?LT77747 W CEba~vy RiIRhHFET T,

o W/ uZMHALEBEDOVAT ABAZERET 2121, 802.1x FBAELIA O R — FERFEE T THI
PR £,

e AA v F T Auto Smartports A X —TWMIZTHEAIF. A— K EF=2 VT IFRE LRV TL
7ZE0,

o TOBMEL~Z7uDBHA LSRR, ~Z7alTonon0ar7 4 Xal—yay av R
BTN R=F WA AVIEN iti?’/??ﬁﬂf nooa<wry RRHIBRSNERA (TrF~<raid
BHEHRO~ 7 0DO—HT, VoI AR FDEEICTT 7 nzllBRLET),

7o & 21X, 802.1x FREN A R —T M2 > TV DAL, switchport-mode access RELHIBRTE
F¥ A, TOHAIL. switchport-mode 3R E % HIFRT HAIIZ 802.1x FRAEZ HIBR T 2 MM H Y £
T

e Auto Smartports ¥ 7 2 ZiEH T 55451, A — b % EtherChannel ® A > NIZIXTE R A,

o WMAIAL~I DT 7 DT —% VLAN X VLAN 1 TF, 77 4/ h®OEFF VLAN %
VLAN2 T, AA v FNERLT7 78R, XA T 47, £I2EEF VLAN 2R3 2561
macro auto device ¥ 7213 macro auto execute 72— 3L 27 4 F a2l — g av R 75:{%
AL TEEZHRELET,

o 802.1x WAEE721E MAC FBAENA /32 (MAB) Tl #itHOT A 22T 2729
RADIUS H— "R 2 ad gk L ED T auto-smart-port=event trigger % 7~ — ]\‘fé J: I
ELET,

o AA v F N Auto Smartports ¥ 7 B EZ VIR — M T HDIX, TS RZEHEEH SN TV DLLETET
T NTREDEEDT NA ZFERRI I R — P SN THEE A,

o AN— METHIENAR—T NI TWDLHAEIT. A v T, BEEN KK LIZEED MAC 7 R
1/2 MY R LET,

o I BWNEHIETDHT U F~v 7 aNTIE, CLI 2~y FOIEFPRRLG81¥H Y £7,

[ oL-27650-01-J
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$ 3% Auto Smartports ¥4 AL Static Smartports ¥4 A® CLI a7 F |

M macro auto execute

3l

OB TrX, Cisco A4 v F & Cisco IP Phone & AA v F~Efi T 572012, 2 DOMBAR~ 7 v %
AT HEERLET, ROBITIE, NI 7 A F—T oA AT 74V FDOEFS VLAN, 7
7% A VLAN, BLO*A 7 47 VLAN 2EE L E7,

Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Switch (config) #!!! the next command modifies the access and voice vlans

Switch (config)#!!! for the built in Cisco IP phone auto smartport macro

Switch (config)# macro auto execute CISCO PHONE EVENT builtin CISCO_PHONE AUTO SMARTPORT
ACCESS_VLAN=10 VOICE_ VLAN=20

Switch (config) #

Switch(config)#!!! the next command modifies the Native vlan used for inter switch trunks
Switch (config) # macro auto execute CISCO SWITCH EVENT builtin CISCO_SWITCH AUTO_ SMARTPORT
NATIVILVIAN=10

Switch (config) #

Switch (config)#!!! the next command enables auto smart ports globally

Switch (config) # macro auto global processing
Switch (config) #
Switch (config) # exit

Switch# !!! here is the running configuration of the interface connected
Switch# !!! to another Cisco Switch after the Macro is applied

Switch#

Switch# show running-config interface gigabitethernetl/0/1

Building configuration...

Current configuration : 284 bytes

|

interface GigabitEthernetl/0/1
switchport trunk encapsulation dotlg
switchport trunk native vlan 10
switchport mode trunk

srr-queue bandwidth share 10 10 60 20
queue-set 2

priority-queue out

mls gos trust cos

auto gos voip trust

macro description CISCO_SWITCH EVENT
end

KOBTIE, AT 4T TL—Y—LMEN2—FERA VN NI H—%, 2—VPEZR~7 2l
~ v I T EEERLET,

1. 802.1x X MAB IZHIGLTIEAA v F R—NMIAT 47 Tb—Y—%# LET,

2. RADIUS #—ET, BEEMEOLT % auto-smart-port=DMP_EVENT [Z#&E L 7,

3. A vFET, £} hUHF—DMP EVENT Z{Ek L, 2—FE®~/ 0 a~<vr RE AL
ij‘o

4. AA v FiX. RADIUS #— 375 D attribute-value pair=DMP_EVENT J&& %5 F AdL., DA
Ny b MU A—ICEHENT bR n 2@ LET

Switch (config) # shell trigger DMP_EVENT mediaplayer
Switch (config)# macro auto execute DMP_EVENT {
if [[ SLINKUP -eq YES ]]; then
conf t
interface $INTERFACE
macro description $TRIGGER
switchport access vlan 1
switchport mode access
switchport port-security
switchport port-security maximum 1
switchport port-security violation restrict

Auto Smartports A~ 24 FalL—¥ 3> AL F
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macro auto execute Il

switchport port-security aging time 2
switchport port-security aging type inactivity
spanning-tree portfast

spanning-tree bpduguard enable

exit
fi

if [[ SLINKUP -eq NO ]]; then

conf t

interface $INTERFACE

no
no
if

fi
no
no
no
no
no

macro description $TRIGGER
switchport access vlan 1

[[ $AUTH _ENABLED -eq NO ]]; then
no switchport mode access

switchport port-security

switchport port-security maximum 1

switchport port-security violation restrict
switchport port-security aging time 2
switchport port-security aging type inactivity

no spanning-tree portfast
no spanning-tree bpduguard enable
. exit
& 341 #iR—F&Eh TS Cisco 10S L zILDF—T—F
=1 B2L
{ a~y RO V=T xE L ET,
} av RO A=k T LET,
[l SRR E LT L ET,
1] SRR LTEERILET,
else SRR E LTRER L E T,
-€q FAFMERUR E LCTRER L £
fi SRR E LT LET,
if GlfR R LT LET,
then FARERRE LTRER L ET,
-z SRR E LTRER L E T,
$ $ LT THELLEIUL, T A—ZETEBRS
EJrae
# #XTFEFEHLCT, aA N TFXFAMEASLE
R

[ oL-27650-01-J
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$ 3% Auto Smartports ¥4 AL Static Smartports ¥4 A® CLI a7 F |

M macro auto execute

% 3-2 HR—FEh TV Cisco 10S ¥z LDFHFF—7—F
avwvk E LT
| AT FA
case e LR RN
esac SRR IR
for Jb— TR
function v VR
in SAFRE AR
select ES LR IDALN
time XA TTA v
until JL— T FE AR
while N— TR
BREaTUF avyv Rk L
macro auto device ~ DT T AN RTA—HEERELET,
macro auto global processing AA v F T Auto Smartports Z A F— T M L E T,
macro auto mac-address-group MAC 7 KL 2 FL—7%HELET,
macro auto sticky ~ 7 aDREEEERELET,
shell trigger AR VU H—FERLET,
show macro auto ~ 7 AT RERTILET,
show shell ARV E NI A—BIO~7 0T 2ERE2FRLET,

Auto Smartports A~ 24 FalL—¥ 3> AL F
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macro auto global control

macro auto global control

TSA A B A FIHADNT Auto Smartports ¥~ 27 B &k AL v FREHT L2 A I 7 ERIEE, 0T b
VH—F512F (A~ M) F— 2 kr—/), macro auto global control 7 o — 3L =27 ¢
Fal—varyavr s FEEALET, NI H—Lb~raD~vy 7 %7 4 2—T T DI,
ZOa=wr RO ne BREFEHLET,

macro auto global control {device [access-point] [ip-camera] [lightweight-ap] [mac-address]
[media-player] [phone] [router] [switch] | trigger [last-resort]}

no macro auto global control {device [access-point] [ip-camera] [lightweight-ap] [mac-address]
[media-player] [phone] [router] [switch] | trigger [last-resort]}

X DB device [access-point]  device : KD | DLLEDT SA 2% A X2k RUH—L LTHRELE
[ip-camera] 4,
[lightweight-ap] * ({E) access-point : Autonomous 7 7 A KA > bk
[mac-address]
[media-player] e ({EE) ip-camera : CiscoIP ET 4 $—_A T X B X T
%ph?tn;;]] [router] e ({EE) lightweight-ap : Lightweight 7 7 2 &A1 »
switc
* (£E) mac-address : =— ¥ EHD MAC 7 KL R 7 L—T
e ({£#) media-player : T XNV AT 4T T L—F—
e ({£#) phone : Cisco IP Phone
e ({E£&) router : Cisco V—#
e ({£EE) switch : Cisco A A v F
trigger [last-resort]  trigger : FIEDA X b MU —ERELET,
e ({EE) last-resort: 7 A KUY —hK hUH—
AYVETFIALE AL T, AR NIHT—LLTTNAA R FATEERLET, AL v TFBTRNA R LA T HR
ETERWEEIL, MACT7 RL R 77— MAB A vt— 802 Ix BiEA vE—Y, BV
LLDP A v E&—V% 7 U X LRNAFCTHEMALET,
aAv R E—FK Ja—\)aryZ 4 ¥al—vay
avy FERE yy—=x EEEM
12.2(55)SE Z D=z~ N Catalyst 3750-X, 3750-E, 3750, 3560-X. 3560-E,

HHEDHA K51V

3560, 2975, 2960, B L2918 A A vy FITEMENE LT,

AN NI H=ZRELRPSTHE A v TFIEAXS N PV H=L LTTNAA R S A T2
LET, AL v TFNT A R I A THPRETERWEEIE, MACT FLA 70— MAB % v t—
T 8021x GBAEA v &= BEIULLDP A vt —Y %7 o X ARNEFCHEMLET,

IR, H =T oA ATHAINTWD Z & ZiEER T 5 I121%. show macro auto global = —¥
EXEC 2~y R&EMHLET,

[ oL-27650-01-J
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$ 3% Auto Smartports ¥4 AL Static Smartports ¥4 A® CLI a7 F |

Bl  macro auto global control

0|

3l CDP #vyt&—  LLDP A vt—Y BIOMAC 7 LA Z =T %A X2 b P H—L LTRE
T 5 ik
Switch# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.

Switch (config) # macro auto global control detection cdp 1lldp mac-address
Switch (config)# end

Autonomous 7 7 & A R > k., Lightweight 727 & A 7RA > b, I VIP Phone %% E T 5 5k

Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Switch (config)# macro auto global control device access-point lightweight-ap phone
Switch (config)# end

BEa<w R avwyk 7L
macro auto execute AR N MU= AAHR~ T a~D<w B THHFEL
x93,
macro auto global processing AA »F LT Auto Smartports & A Rr—7 /WIZ LET,
macro auto mac-address-group MAC 7 RV A ) —7%FKELET,
macro auto sticky ~ 7 DKGMEEEE LET,
shell trigger AR N —EERLET,
show macro auto ~ 7 ullETAEREERLET,
show shell ARE NI H—BIO~7 2 icElT2EHMERRLET,
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macro auto global processing Il

macro auto global processing

XX DEE

ATV R FI4LE

A A »F T Auto Smartports ¥ 7 2 & A F—7/LIZT 521, macro auto global processing 7=
NArZ4Ralb—vary avry FEFEALES, v 27 ez =7V THEA1E. Zoavy
RF® no W ZEHEH L ET,

macro auto global processing

no macro auto global processing

ZDawy NI, 5I8ERESF—TU—REH Y A,

Auto Smartports 237  £—T7 Tl o> TWET,

Jsa—R") a7 4 Xalb—g v

BERLEDAS K1Y

3l

Jyy—2 EEEm

12.2(50)SE ZD=av» Fid, Catalyst 3750-E. 3750, 3560-E. 3560, 2960. ¥} Xt
2918 DHEAAL v FTHAINE LT,

12.2(52)SE ZDa~v s RiE, Catalyst 3750-E. 3750, 3560-E. 3560, 2960, X

2918 ®#% A A » F T macro auto global processing [cdp-fallback] 7° 5
macro auto global processing [fallback cdp] IZA T XhvE Lz,

Z D3~ R Catalyst 2975 A4 » FIBMENFE LT,

12.2(53)SE2 Z @z~ RN Catalyst 3750-X 38 LTV 3560-X A A v FIZBMSNE L
72
12.2(58)SE fallback cdp ¥— 7V — RBYFR— 32 F L7,

R T LTIkl a— A R —T/WIZT A2, macro auto global processing 7 HE/VI/
a7 4FXal—vary avr REHFERALET, FEOHA— LTI u0%T 4 E—TNICT DI
no macro auto processing =~ F& A X —T7 A XA E— NTHEHALET,

802.1x £721X MAB iBGEZ A L TV AHEIX., v AaDRMELEDXT auto-smart-port= event
trigger Z ¥R — 9 % X 912 RADIUS "j‘“/\%‘: KET DMENDH Y £, BREBSKRBRLIESGEIE. <
7o IEA SN EEA, 802.1x £721E MAB #BRENA X —T7 = A ATRNTH L, AA /?

TA =Ny 7 CDP A X b NUT—ZFEHLEREA,

CDP T#kBI EN DT NA ANEHOIEE T RARF A AT BA. A4 v Fid, ROICAA vF. &
[Z—H E W) A CHEREZ IR L £ 7,

v aNA H =T oA ATHEH SN TWD Z & 2RI 5121, show macro auto interface %5iE
EXEC a2~<> FEFEHLEI,

WROBFITIL, Auto Smartports # A A v F L TA RX—7 ML, FEDA X —T 24 A LTT 4 &—
TICT D HEE R LET,

Switch (config)# macro auto global processing
Switch (config) # interface interface id
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Bl  macro auto global processing

Switch (config-if)# no macro auto processing

BlEaTU K avyk B
macro auto device ~IaDT 74N RTRA—HEERELET,
macro auto execute AR N R T—NOABABR~T I a~D v B TEFEL
3N
macro auto mac-address-group MAC 7 KL X Z A —7F%BELE T,
macro auto sticky ~ 7 aOXREGEEERELET,
shell trigger ARV N MY A= ERLET,
show macro auto ~ /il TLEREETRLET,
show shell ARV NI F—BIO®~7 alcfldaERERZRLET,

Auto Smartports A~ 24 FalL—¥ 3> AL F
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macro auto mac-address-group W

macro auto mac-address-group

Cisco Discovery Protocol (CDP) % 72i% Link Layer Discover Protocol (LLDP) % #A— kL T 72
WTNAADA R b b Y H—%ERT 521X, macro auto mac-address-group 7' 12— 3L =1/
T4F¥alb—varavry FeHLEY. ZA—7Z2HBRTL561F. 203 <y FO no BAZME
MLET,

macro auto mac-address-group name [mac-address list /is¢] | [oui [list /ist | range start-value size
number]]

no macro auto mac-address-group name [mac-address list /ist] | [oui [list /ist | range start-value
size number]]

XX DA name ITN—THEEELET,
oui (ff&) Operationally Unique Identifier (OUD) @ U R M E 7= 13F1H % 7€
LET,
e list: OUI UV A b %, A=A TRYI-7 16 #EEXTADLET,
e range : OUI OBMAE%E 16 #EHTAS LET (start-value),
o size: HWfELZT FL A URABMEAERT 2728 range DR S
(number) % 1~5 CAHDLET,
mac-address list /ist (f£E) A=A TRY>7=MACT FLADODU A ERELET,
avVFTI4Ib TN—TIEEREINTVERA,
avv kK E—F TNhN—F a7 Fal—agr
avy FERE J1y—= EEEMR
12.2(52)SE Z 3~ R Catalyst 3750-E. 3750, 3560-E. 3560, 2975, 2960.
K N2918 A1 v FITBMESIE LT,
12.2(53)SE2 Z oA~ Rk, Catalyst 3750-X B LN 3560-X A4 v F THASHEL
776

HEREDHA K51

3l

CDP %721 LLDP # ¥ AR — k L TWRWT /A ZADA Xk b U H—%EfT 5I21Z, macro auto

mac-address-group 7 2 —/3L 227 4 ¥ a2 b —v a2 a~<r F&#H L E7, macro auto execute
ra—sb arZ4Xalb—rvary avy FefHLT, MlRdA~rnEloda—PEL~rn g
~y BT HICE MACT RLA Z—T% Y H—E LTERLES, Vo7 7y 7, A

AYTFBRT AL A ZAL T L, fESh~7nz@HLET,

DAL v FiF. WK I0DMACT RLA IV —T% Y KR—FLET, £7V—71L, &K 32 #HD
OUI & 32 o MAC RIEFHHT L AZFFSOZENTEET,

WOBFITIL, address trigger £\ 9 MAC 7 RL A Z)—F 4 X b MU H—2ERT D FHE BX
O b 2T 2 HikE R LET,

Switch# configure terminal

[ oL-27650-01-J
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M macro auto mac-address-group

Enter configuration commands, one per line. End with CNTL/Z.
Switch (config) # macro auto address-group mac address_trigger
Switch (config-addr-grp-mac)# mac-address list 2222.3333.3334 22.33.44 a.b.c
Switch (config-addr-grp-mac) # oui list 455555 233244

Switch (config-addr-grp-mac) # oui range 333333 size 2

Switch (config-addr-grp-mac) # exit

Switch (config) # end

Switch# show running configuration

|

!macro auto mac-address-group address_ trigger

oui list 333334

oui list 333333

oui list 233244

oui list 455555

mac-address list 000A.000B.000C

mac-address list 0022.0033.0044

mac-address list 2222.3333.3334

<output truncated>

BEa<w YR avwyk HTL:)]
macro auto device ~ DT T H )N RTA—HKEERTELET,
macro auto execute AR b MY B =BBAB~Y I a~D~ y E TR ELET,
macro auto global processing =7 - 9 £ Auto Smartports % F—7 /MIZLET,
macro auto sticky ~ 7 aOXKEEEERELET,
shell trigger ARV N MY H—EERLET,
show macro auto ~ 7 il TAEREETRLET,
show shell AR NI A—BLO~7 nlc@lT5EHREFRLET,

Auto Smartports A~ 24 FalL—¥ 3> AL F
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macro auto monitor

TR AGE A A F— T V2T BI21E. macro auto monitor 7 21—/ 3L 2T 4 X a2 b—Y g 3

< REFEHLET, TS ZA5ETFE2T 4 =7 MBI,

R
macro auto monitor

no macro auto monitor

macro auto monitor W

Zoa<wr RO no BERAEGEHLE

X DA Zoavwy FIZE, BIEERLIEF -V —NEH Y EHA,
ARVETFI+ME TN A FFA R—T N TT,
avwY kR E—F Ja—nN)arZ 4 FXal—var
av Yy FEE yy—=x EEER
15.0(1)SE Z D=z~ N Catalyst 3750-E, 3750-X, 3750, 3560-E. 3560-X,

HHEDHA K51V

3560, 2960, 2960-S, 2360 D& A A v FIZBMINE LT,

TN A A T 4 B—7 23 5 I2E,. no macro auto monitor 7' 7 —/3)L 27 4 F o L—
varv avwry REHFEALET, ASP R EOMENEHTOT AL A5 FIET 4 —7 M TE EH

Moo

i WIZ, AL v F D ASP TNA AGETHA X —TNICT D%~ LET,
Switch# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Switch (config)# macro auto monitor
Switch (config)# end
EEa<> F avwo R e
show macro auto monitor clients X7 v FOF A A SIEIHEEEFHLTWNA 2 94T M e
KR LET,
show macro auto monitor device 24 v FIZHEFHIN TNDIT A AL ZOT BT 4 B LYy
HERTFLET,
show macro auto monitor type FNRA ANz PREBLTWVATRTOF AL R F
AT HRRLET,
show shell ARV N A—BLO~7 0iclT 2 EHREERLET,
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W  macro auto processing

macro auto processing

A B —7 x4 AT Auto Smartports ¥ 7 2% A 3 —7/LIZF HIZIE, macro auto processing - >
F—TxAfRAar7sF¥alb—varavrsFeliLEd, v/ a7 18— MICT 25EIT.
Zoavy RO no BREFEHLET,

macro auto processing

no macro auto pl‘OCGSSil‘lg

BXnHH Zoawy RiCiE, SIEERIEF—T—FEH Y A
ATV R FI4LE Auto Smartports 237 4 £ —7 Mo TWET,
avy kR E—F AV B -T2 A AT 4 X2l —1 g
avy FERE Jy—=x EEEM
12.2(50)SE Z D=z~ i, Catalyst 3750-E, 3750, 3560-E. 3560, 2960, X
2918 DHEAAL v FTEHAINE LT,
12.2(52)SE Z Oz~ RNi&, Catalyst 3750-E, 3750, 3560-E. 3560, 2960, B LT

2918 ®#% A A » F T macro auto global processing [cdp-fallback] 725
macro auto processing [fallback cdp] ICZF I E L7,

Z D3~ R Catalyst 2975 A1 v FIBMENFE LT,

12.2(53)SE2 Z® =3~ RN Catalyst 3750-X 38 LTV 3560-X A A v FIZBMSNE L
72
12.2(58)SE fallback cdp ¥ — 7V — RBVFR— 32 F L1,

BALOAL R4V  RHEOA L F—T =2 AT/ 0k A 3—7/VZT HITIE, macro auto processing f > % —7 = A A
A7 4 Falb—varavry FaEHLET, HREOA VI =T =2A 2D~/ 0T =T NI
9% 1ZiL, no macro auto processing { > X —T A A AT 4 Xalb—vary avr NEFEHLE
‘a—O

Auto Smartports ¥ 7 2 ZEH T 555X, &~ — h% EtherChannel ® X U N ZIXTEEH A,
EtherChannel % f /19~ % %, no macro auto processing f > % —7 = A A a7 4 Fal— 3 2
~ v R%fEM LT, EtherChannel £ > % —7 = A A® Auto Smartports %7 4 E—7 M LET,
EtherChannel f v % —7 = A ARREEZ AN A F—T = A ZZHEHALET,

v uaNA U H—T oA RTHEH SN TWD Z L #ERT 5121, show macro auto interface %1%
EXEC =~ F&a#EHLET,

il WOFITIE, A4 »F T Auto Smartports & 1 F— 7T 5 HE, BLOHED A vV F—T = A AT
ZOWREET T T B B E A LET,
Switch (config)# interface gigabitethernet 0/1

Switch (config-if)# no macro auto processing
Switch (config-if) # exit

Auto Smartports A~ 24 FalL—¥ 3> AL F
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macro auto processing W

Switch (config)# macro auto global processing

BEgEa< K

avwy kR

A

macro auto device

~ DT TN RTA=FEERELET,

macro auto execute

ARV YT =BB AR~ T a~D~ v BT HRIEL
i‘a‘@

macro auto mac-address-group

MAC 7 RL R Z L —7%RELET,

macro auto sticky

~ 7 m DKM ERRELE T,

shell trigger

AR Y T—EFERLET,

show macro auto

~ 7 ullETAERERTLET,

show shell

ARV E R —BIOW~ 70l TABERTR T LET,
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Bl  macro auto sticky

macro auto sticky

Vo7 B0 AR METOYIuRNT 7T 4T DEE (727 BDORBEME) 127325 K OITHRETHIC
i%. macro auto sticky 7 u—/ L a7 4 Fal—var avr e LET, v 7 vokktts
FAE—=T T BITE, Zoavr RO ne BREMFHLET,

macro auto sticky

no macro auto sticky

BX DA Zoa<wry RICiE, BIEELEF—U—-RFiEbHY A,
aIXVRTI4Ib ~ 7 v OKGEHIET 4 E—T Mo TOET,
avY kR E—FK Ja—nN)arZ 4 FXal—var
av v FEE yy—=x EEEM
12.2(52)SE Z® == KA Catalyst 3750-E, 3750, 3560-E. 3560, 2975, 2960, ¥
FUN2918 21 v FITEMENE LT,
12.2(53)SE2 Zm=a~ v Rid, Catalyst 3750-X 5 LT 3560-X A4 v FCHASHEL
72

BREDHA FS1Y Voo Z gy Ay Meb~27alT 7T 4 775 X 5. macro auto sticky 7' a2 —/3L =27 ¢
Xal—vayravwr ReEHALET,

! WOBITIE, A F =T =24 A LTI vOKGMEZA RX—T VT DHEERLET,

Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch (config) # interface gigabitethernet 2/0/1

Switch (config-if)# macro auto port sticky

Switch (config-if) # exit

Switch (config) # end

BIEa<T UK avwv kR B
macro auto device I aDT T 4NN RTA—HEERELET,
macro auto execute ARV N N T—OAABR~T o~~~y B T EREL
ES AN
macro auto global processing A A T ET Auto Smartports & A F— 7/ L E T,
macro auto mac-address-group MAC 7 RV A N —7%BELET,
shell trigger AR P —FERLET,
show macro auto ~ 7 |ZEATOERERTLET,
show shell AR N MU F—BIO~7 alZldaERE2RRLET,

Auto Smartports A~ 24 FalL—¥ 3> AL F
m. OL-27650-01-J |



| 3% Auto Smartports ¥4 A & Static Smartports ¥/ 8D CLIavwU K

macro auto sticky M
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Bl  macro auto trigger

macro auto trigger

~sa M) H—ar74F¥alb—raryT—RFeHEL, MABIRAR NI T—DR2TSALZAD Y
H—%EEL, FORNIH =T AL RERLITT 07 7 A VZEEERT 5121, macro auto trigger 7
= L a7 4 Fal—vay avy RefHLET, 2—PER NI T—%HIRT DIZE. 20
a<wr RO no BREFEHLET,

macro auto trigger trigger name [device | exit | no | profile]

no macro auto trigger trigger name [device | exit | no | profile]

EXDHNA trigger_name TNARBATEINTT a7 7 ANVBIZEEMNTE N T —2HBELE
7,
device AR E N =~y B T TETF AL LR ELET,
exit FNRARAITN—F a7 4 Xal—ary T—ReKTLET,
no HESNTWDTNA AT XTHIERLET,
profile ARifTE RV T~y B 735707 7 A NVAERELET,

AV EFIALE A—PEZEFNT—ITIREENTVETA,

Ja—nN") a7 4 Xalb— gy

™.

H
I

™.

avy

avy FEE Jyy—=x EEEM
15.0(1)SE Z®=a= 2 KA Catalyst 3750-E, 3750-X. 3750, 3560-E. 3560-X.
3560, 2960, 2960-S. 2360. 2918 DHAA v F THEAINE LT,

BALDHA FS4Y 734 AN Device Classifier IZ L > THEINTWDICHENND LT MAIAR MY H—RNERI N
TWiaWiEE X, macro auto trigger 72— 3L a7 4 Falb—v gy avwy REHFEHAL, 734
ABELIFZT R T 7 ANBZHESNT NI T —2ELZLET, Z0Oa~xr FaANTLE A v Fid
~7nu M) A—ar7 4 F¥alb—a E—NZkb, device, exit, no, profile D& F— U — KM
KREINET, ZOF—RT, NIV -~y BT TETNAS ALERIET 07 7 A VA ERIBETE
FT, TN RLE TR T 7 ANLDTFIC NI H—< v B 7T A30EEIH D EWHA. Wi HFDOLH
WMV H—~vy B 7d5L, v/m T 7V =0T, NI A—LTmT7 A VD=
TIRBEREINET,
I—PERYI/BERETDHEXL, Z0avr REFEALTRI T —%2FHELTIEI N, BAX L
~ 7 BOBETIE MY T —4ITMETT,

Cisco 10S Release 15.0(1) SE TiX. profile name & device name D5E472 CFF|— BT B3R — K
ENET, TNARAOT T 7 A NVEERLIED, TAL AT N—T F—=FZ =2, ZOXTFH%
FOEFBMTHLERD Y E7,

i W, MPAIR R Y H =Dl WA T 4T FL—Y—L L HIEHAT 57201, mediaplayer-DMP &
FTMT AN T 22— PER N H—E2RET D2 HEERLET,

Switch# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.

Auto Smartports A~ 24 FalL—¥ 3> AL F
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macro auto trigger W

Switch (config)# macro auto trigger DMP

Switch (config-macro-trigger)# exit

(

Switch (config-macro-trigger)# profile mediaplayer-DMP
(
(

Switch (config) # end

BEgEa< K

avwy kR

A

macro auto device

~7aDTTFNE RTA=FEERELET,

macro auto execute

AR NI H=OMIABR~ T B~D~ v B T 2BIE L
i‘é—o

macro auto global processing

A A T T Auto Smartports & A F— T/ L E T,

macro auto mac-address-group

MAC 7 RV AR JA—T%FELET,

shell trigger

AR MY T—EAERLET,

show macro auto

~ 7 ulIlETAERERTILET,

show macro auto monitor device

AL FITEHMINTNDT N, AL ZDT 0T 4 BRIy
HaefrLET,

show macro auto monitor type

THRA AL =V 2 PPRFEL TVLTXTOT A R X
A TERRLES,

show shell

AR MV A—BRIO~- 7 alllT2ERERTLET,
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B macro description

macro description

ED~ a2 —7 oA RTEH SN TW D000 % A3 512X, macro description 1 >
F=TxzA R Ar7 4 Falb—varavry FeHLET. SiHzElRTICE, Zoa<wr Fo
no WA AMHLET, ZD =+ NiE Auto Smartports DRI M T,

macro description text

no macro description zext

XX DA description text {RE LA v A —T oA AZ@EHEN -~ 7 0izonWTomHE A LET,
AV EFILILE Zoa<wy RZET 740 MEERSHY XA,
avy kR E—F A B —TxAfA A AT 4 X2l — g0

avy FERE Jy—=2x EEEM

12.1(19)EA1 ZDa= R Catalyst 3750 B3 L3560 A4 v FIZBEIMINE LT,
12.2(25)FX Z D= RH Catalyst 2960 24 v FITEMELE Lz,

12.2(44)SE D= R Catalyst 2918 2 A v FITIBMEFLE Lz,

12.2(46)EX oA R Catalyst 2975 2 A v FITBEME L E L=,

12.2(35)SE2 Z D=3~ R Catalyst 3750-E 38 L I8N 3560-E A A v FlTiBMEnE Lz,
12.2(53)SE2 o=y RiE, Catalyst 3750-X 38 L1 3560-X A1 v F THEASHEL

776

HERALEDHL RS54 AVE—=T A RZaRA b THRANERITY Y 042 BEAT 5121, description ¥ — U — R&ffi
ALET, B—A ¥ —T =24 AEHO~ 7 v 2@ T 2546, ST 32 MIk&ZIC#EA Lo~
2OHLDITRY FT,

HIE & MR 5121, show parser macro description #5# EXEC =~ K& AN L E T,

7l ROBFITIE, A F—T7 oA ATHAZBINT L HiEEZRLET,

Switch (config-if)# macro description duplex settings

EEa<UF avv kR EiEA
macro apply A A —T AR a%x@EALET,
macro global 2 v F Rz ax@HAT 50 A4y F hicvrnziifLE
BFLE 9,
macro global description 2A v FICHEAINT~ 7 22OV TOIRAZEMLET,
macro trace AV —TAf R I 7uar@AL, FL—ALET,
show parser macro TRCO~VI v EIHRE L~/ e~/ nERFR R LET,
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macro global W

macro global

AL v FA~O~ I aDEH, EIEAL v FTO~ 7 aO#A L TNy 7% FETT 5HI2IE, maero
global /' o— )L av 7 4 Xal—vary avwr FEHEHLET,

macro global {apply | trace} macro-name [parameter {value}] [parameter {value}]
[parameter {value}]

BX DA apply A v FiICw s oA LET,
trace AA v FIl~wrur@EH L C~ra0x2T Ny 7 LET,
macro-name ~/nfERELET,

parameter value (L&) ZTDOAA v FIRESNTE—BEDONTA—FHERELET, Kkm3HO0D
XF—U—RFLHEOHMAGDLEEANTEET, T A—F F—TU—FKOBRAT
X, RXFENLEREIENET, F—U—RKTHRALND L, T3TH
ST AEICESRAONET,

AV EFI4LE Zoavwy RIZIET 740 hERTEIZHY A,
avy kR E—FK Ja— ) a7 4 FXal—igy

av Y FER y1yy—=x EEEMR

12.2(20)SE Z D a= R Catalyst 3750 8L 3560 A4 v FIZBMENE LT,
12.2(25)FX Z Dz~ RN Catalyst 2960 A A > FIZIEMEE Lz,

12.2(44)SE Z Dz~ R8 Catalyst 2918 A A » FIZEBMENE L,

12.2(46)EX ZDaw R Catalyst 2975 A A v FIZEBMINE LT,

12.2(35)SE2 Z D=3~ KA Catalyst 3750-E 38 L I8N 3560-E A A v FlTBMEnE Lz,
12.2(53)SE2 Z»aw RiE, Catalyst 3750-X B L 3560-X A4 v F THAINEL

77

ERALDHA 54> AV BE—=T x4 A7 &3 %I121E. macro global apply macro-name 7’ v —/\)L 227
Xal—varavwrRFeEALET,

~/uEEHAL. v/ rEaT ANy J U T —FE IR ET T — 2 HH7 512X, macro global
trace macro-name 70—/ a7 4 ¥ alb—ay aw s REFEHLET,

~/uEREALLEE T —FEERETT DIl a vy RRRB LGS, v~ 7 nids| &
BERY DA~y N2 vy FICHEM LET,

—EOHEOEI B TEMELT 5~ v Fld 586, parameter value ¥ — 7V — R LT, %
DALy FIZEAOEEEEL ET,

F—U— ROBETIE, RKXFLNXFRKFSNET, F—T—RFT-ERREND &, TXTHIG
THEICEEHZ ONET, ¥F—U—FBRE2II—HT DL, ZRUBREVIFHO—HThoiol LT
b—HLARLEINT, ST HHEICEZHBLZ HNLET,

—Ho~= s wiZiE, N7 A—HERLELRF—T — RREENE T, macro global apply macro-name
?avy REEATLL, v/ rnTREREE - RRRTEET, F—V—-FMEzAWEFIc~vrnz
WHLESGAE, 2~y N3 by w7 il I ERA,
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$ 3% Auto Smartports ¥4 AL Static Smartports ¥4 A® CLI a7 F |

Bl macro global

]

AL vF VT RNU=TIZE, A3 T 740 b Smartports ¥ 7 B RHDIAEFNRTVWET, ZhbD~
7 ra~< KX, show parser macro = —# EXEC 2~ REZEH L TR RTEET,

ALy FIZV A2 T 7 40 b Smartports ¥ 7 B EEAT 2 & XL, ROFEBEFRIIE > T IZE0,

o show parser macro = —#% EXEC 2~v > FZHFEHAL T, XA vF LOFTRTHOVI/rE2RKRFLE
T, FFED~ 7 a OWNEEFKRT HIZ1X, show parser macro name macro-name < —% EXEC =
~UREHERLET,

o $THELIFXF—T—RIIEL, —EDONRTA—FZENLIETT, parameter value ¥ — 7 — R & fHH
LT, EREEZ AT T 740 ~7allBIMLET,

VAT TN walES VI XLTFEFEHLTWADT, SHEX—T— RE2ibld s 0ic&
MHET, v/ EERTLIEA. $EWVWIXTFEEALES—T— FOERICITHIBRADH Y T8
o

vk ALy FICHMAT 256, v/ e AREBIICAA v FITBEME N ET, show
running-config = —% EXEC =~ FaffiHT 5L, MHENma~v L FRBLO~/ n4 a2 RRZTE
7.

<7 a0NOFa<wr ROno N—Ta A AN LEEXICE T, A4 vy FTHEASN -/ a—)L =7
DR EEHIRTEET,

macro auto execute 72— N 27 4 Xal—vary avry REEHLTH LWL~ a2 El L7z
#%T, FO IR AA vy FIZHEHATEET, KOFITIE, snmp ~7 r 2Rz R-THHE BLOZEOD
~/ AL TRA MM ET A~ F—NIFRE L, IP precedence % 7 IZRET 2 HEEZRLE
ﬁ—o

Switch# show parser macro name snmp
Macro name : snmp
Macro type : customizable

#enable port security, linkup, and linkdown traps
snmp-server enable traps port-security
snmp-server enable traps linkup

snmp-server enable traps linkdown

#set snmp-server host

snmp-server host ADDRESS

#set SNMP trap notifications precedence
snmp-server ip precedence VALUE

Switch (config)# macro global apply snmp ADDRESS test-server VALUE 7

~7 %73y 73 5HI21%, macro global trace 7 m— 3L a7 4 X2 L —vay avy ReffH
LT, 7 usAf v FICHEALIZEEO 7 0O LELEFRET—2HBITEET, ZOFIT
/X, ADDRESS /T A —HEN AT ENTWEH A, snmp-server host I~ RARKLTEY, ~7
0 DFEY) OFSBAA v FICHEH S TVET,

Switch (config)# macro global trace snmp VALUE 7

Applying command. .. ‘snmp-server enable traps port-security’
Applying command...‘snmp-server enable traps linkup’
Applying command... ‘snmp-server enable traps linkdown’
Applying command. .. ‘snmp-server host’

%Error Unknown error.
Applying command. .. ‘snmp-server ip precedence 7'
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macro global W

BEEav U kR avUFk B
macro apply AU H—TzA A~ ukB@HALET,
macro description A B =T A RACHERENT -~ 7 2l oW TOMRBEAEEML £,
macro global description AA T SN~ 7 2l oW TOFRHEEBMLET,
macro trace AV H =T oA A~ uk@AL, PL—ALET,
show parser macro TARTO- I/ eEBE L -~ uD~v s nEREFRRLET,

Auto Smartports A~ 24 Xal—¥ 3> HAF
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$ 3% Auto Smartports ¥4 AL Static Smartports ¥4 A® CLI a7 F |

Bl  macro global description

macro global description

A2 w FICHHAINTWVWDE 27 2l oW TOFIE AT 5121, macro global description 27 2 — /3
NarZ4Fab—vary avy REFEHLET, iZHBRT DI, Z0a~vry RO no IB%f#
MLET,

macro global description rext

no macro global description zext

EXDHNA description text 2 A v FIZHEA SN~ 7 BIZOWVWTOHRBAE AN LET,
AV EFILILE Zoa<wy RZET 740 MEERSHY XA,
A< K E—F Ju—sb arZ4Falb—a s

avy FERE Jy—=2x EEEM

12.2(20)SE ZDa= R Catalyst 3750 B3 L3560 A4 v FIZBEIMINE LT,
12.2(25)FX Z D= RH Catalyst 2960 24 v FITEMELE Lz,

12.2(44)SE D= R Catalyst 2918 2 A v FITIBMEFLE Lz,

12.2(46)EX oA R Catalyst 2975 2 A v FITBEME L E L=,

12.2(35)SE2 Z D=3~ R Catalyst 3750-E 38 L I8N 3560-E A A v FlTiBMEnE Lz,
12.2(53)SE2 o=y RiE, Catalyst 3750-X 38 L1 3560-X A1 v F THEASHEL

776

HERALEDHL RS54 ALy FIZARAX b THAMNERITY 7 v Z2BEAT 2121E, deseription ¥ — 7 — &M L
T, BEO~ 7 aBAA vy FICHMA SN TV DEE, BT F 2 MIKRICEA Sz~ 27 n 03I
R ET,

HIE & MR 5121, show parser macro description #5# EXEC =~ K& AN L E 7,

7l OB TIL, AA > FITHHZBINT 5 HiEz R LET,

Switch (config)# macro global description udld aggressive mode enabled

EEa<UF avvk B2L
macro apply Ao H—=TxA R~ uk@mALET,
macro description A E—T oA AZHEAENT~7 2l >V TORAEZBMNLET,
macro global AL v F i~ v z@AT N, A vF Lic~r7azM L TEBHL
£7.
macro trace AV —T AR uk@ERAL, TNy 7 LET,
show parser macro TRTCOVI B EFEE LZ~v 7/ rD~v/ nEHEE R R LET,

Auto Smartports A~ 24 FalL—¥ 3> AL F
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| 3% Auto Smartports ¥4 A & Static Smartports ¥/ 8D CLIavwU K

shell trigger W

shell trigger

ARy bYA= EEET DI, shell trigger 70— N0 2T 4 X a2 b— 3y avy RefH
LET, AU PUF—%HIRT L2581, Z0oa~vy Fone BAEHEHLET,

shell trigger identifier description

no shell trigger identifier description

BXnHH identifier A_U b PYH—ID A2ELET, 20 ID 2 ETHHAT. LFERHICA
N AN, T B ANIRNTL T EW,
description AR BT —OWHAXEREELET,
AV EFILLE VAT AEZRDANR N N H—

+ CISCO_DMP_EVENT

« CISCO_IPVSC_AUTO _EVENT

+ CISCO_PHONE_EVENT

+ CISCO _SWITCH EVENT

+ CISCO ROUTER _EVENT

+ CISCO_WIRELESS_AP_EVENT

+ CISCO_WIRELESS LIGHTWEIGHT AP_EVENT

A< K E—F Ju—sb arZ4Falb—a s
avy FERE yy—= EEHEM
12.2(50)SE Z == RiE, Catalyst 3750-E, 3750, 3560-E. 3560, 3 X 1X2960 =
A v FTEAINE LT,
12.2(52)SE ZDa= RS Catalyst 2975 A1 v FIZEBMEINE L,
12.2(53)SE2 Z»aw RiE, Catalyst 3750-X B L 3560-X A4 v F THAINEL
776

EREDHS K54y macro auto device 33 .08 macro auto execute 7 27— 3L 27 4 ¥ a2l — gy avwr RCHEMAT
7DD —YFERZA X b NI T —%ERT DI, Zoavwr REefRALET,
IEEE 802.1x #fEZ M H L CWABEIZHE A T I v 7 T, ZARBHBICHIETE S L2135, &
A a@ @tk & AE-T auto-smart-port=event trigger % ¥ — 95 L 912 RADIUS §8GEY — N & & E
LE9,

Auto Smartports A~ 24 Xal—¥ 3> HAF
[ oL-27650-01-J .m



Auto Smartports ¥4 O & Static Smartports Y2 8@ CLI a2 F |

M shell trigger

i KOFITIE, RADIUS_MAB_EVENT & W9 a—HFEZDA N b )T —&ElT 5 hEEZRLE

R

Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch (config)# shell trigger RADIUS MAB EVENT MAC_AuthBypass Event

Switch (config)# end

BEa<w vk av vk

A

macro auto device

~ DT TN RTA=FEERELET,

macro auto execute

Liﬁ—o

macro auto global processing

A A v F T Auto Smartports = A F— T/ L E T,

macro auto mac-address-group

MAC 7 RV RA ZA—7%BELET,

macro auto sticky

~ 7 ORI EIRE L £,

shell trigger

AN b PUT=2AERLET,

show macro auto

~ 7 ulZETAERER T LET,

show shell

AXVE PIAT—=BRO~ 7 allElT2ERERRLET,

Il Auto Smartports A~ 74 Fal—>av H4F
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| 3% Auto Smartports ¥4 A & Static Smartports ¥/ 8D CLIavwU K

show macro auto

Auto Smartports ~ 7 v O & £~ 3 5 121%, show macro auto = — EXEC =2~ R&@HH L £

R

show macro auto W

show macro auto {address-group [address-group-name] | device [access-point] [ip-camera]
[lightweight-ap] [media-player] [phone] [router] [switch] | global [event trigger]|interface

[interface id]}

BX DA address-group T RVATN—TEREFRFLET,
address-group-name] (UEE) address-group-name : 8 EINi7=7 KL A 7 v—T7 DOE#H
ERRALET,
device [access-point] 1 DUEDTF A Z2OFREFR L ET,
[1p-c:?mera] [lightweight-ap] (f£#&) access-point : Autonomous 7 7 & A KA >k
[media-player] [phone]
[router] [switch] e ({£%) ip-camera : CiscoIP BT A —_A T LA B AT
e ({EE) lightweight-ap : Lightweight 7 72 KA » |
o (L&) media-player : 7 VXNV AT 4T T —F¥—
e ({£#) phone : Cisco IP Phone
e ({£&) router : Cisco LV —#
e ({£E) switch : Cisco A A v F
global [event_trigger] A A F @ Auto Smartports 1%z FoRx L ET,
(f£7) event trigger : fRELT=A XV b MU H—DFEREFRFLE
R
interface [interface_id] AV B =T 2 ADAT—H A% FRLET,
((£5) interface id : 8 ELT-A vV —T = A ZADEREF L E
R
avY R E—F o—4 EXEC
e EXEC
avy FERE Jy—= EEE
12.2(52)SE Z D=z~ FH Catalyst 3750-E, 3750, 3560-E. 3560. 2975, 2960, ¥
L2918 A A wFITEBMEINE LT,
12.2(53)SE2 Zmo=a~ 1 Rid, Catalyst 3750-X 5 L0 3560-X A1 v FCHASHEL
7
12.2(55)SE global % — 7 — K73 Catalyst 3750-X, 3750-E. 3750, 3560-X. 3560-E.

3560, 2975, 2960, B XLU2918 A A v FITEMEIE LT,
address-group. device., event manager, X O interface — U — N{X
EETIEH Y FH A,
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$ 3% Auto Smartports ¥4 AL Static Smartports ¥4 A® CLI a7 F |

W show macro auto

HEREDHA K51

3l

A A »F O Auto Smartports [ AR AT HIIE, Z0avr REFRLET, 754 AOHREGE,
T A —H % F3 BHIZL. show macro auto device £ EXEC =~ R&FEH L £9,

W DOFHITiX, show macro auto device f## EXEC 2~ REfFEHL T, A1 vFD

BaRLET,

Switch# show macro auto device
Device:lightweight-ap

Default Macro:CISCO_LWAP_AUTO SMARTPORT
Current Macro:CISCO LWAP AUTO_ SMARTPORT
Configurable Parameters:ACCESS VLAN
Defaults Parameters:ACCESS_VLAN=1
Current Parameters:ACCESS_VLAN=1

Device:access-point

Default Macro:CISCO AP AUTO SMARTPORT
Current Macro:CISCO_AP_AUTO_ SMARTPORT
Configurable Parameters:NATIVE VLAN
Defaults Parameters:NATIVE VLAN=1
Current Parameters:NATIVE VLAN=1

Device:phone
Default Macro:CISCO PHONE AUTO SMARTPORT
Current Macro:CISCO_PHONE AUTO_SMARTPORT

Configurable Parameters:ACCESS_VLAN VOICE_VLAN
Defaults Parameters:ACCESS VLAN=1 VOICE VLAN=2

Current Parameters:ACCESS VLAN=1 VOICE_ VLAN=2

Device:router

Default Macro:CISCO_ROUTER AUTO_SMARTPORT
Current Macro:CISCO _ROUTER AUTO SMARTPORT
Configurable Parameters:NATIVE VLAN
Defaults Parameters:NATIVE_ VLAN=1

Current Parameters:NATIVE VLAN=1

Device:switch

Default Macro:CISCO SWITCH AUTO SMARTPORT
Current Macro:CISCO_SWITCH AUTO_ SMARTPORT
Configurable Parameters:NATIVE VLAN
Defaults Parameters:NATIVE_ VLAN=1

Current Parameters:NATIVE VLAN=1

Device:ip-camera

Default Macro:CISCO_IP CAMERA AUTO SMARTPORT
Current Macro:CISCO_IP CAMERA AUTO_ SMARTPORT
Configurable Parameters:ACCESS_VLAN

Defaults Parameters:ACCESS VLAN=1

Current Parameters:ACCESS_VLAN=1

Device:media-player

Default Macro:CISCO_DMP_AUTO_SMARTPORT
Current Macro:CISCO DMP_AUTO SMARTPORT
Configurable Parameters:ACCESS VLAN
Defaults Parameters:ACCESS_VLAN=1
Current Parameters:ACCESS_VLAN=1

o

ErRrd o)
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| 3% Auto Smartports ¥4 A & Static Smartports ¥/ 8D CLIavwU K

show macro auto W

W OFITiX, show macro auto address-group name Fi# EXEC 2~ REEHA LT, XA v FOD
TEST3 7 RV A FV—TREERTT 5 HEEZRLET,

Switch# show macro auto address-group TEST3
MAC Address Group Configuration:

Group Name OoUI MAC ADDRESS
TEST3 2233.33 0022.0022.0022
2233.34
BEEav K avwUFk EEA
macro auto device <7 aDT T F IV NT A= HEEFRELET,
macro auto execute AR N MU H=DBHBIAIB~ T a~D~ v B T ERE
LET,
macro auto global processing A A v F ET Auto Smartports & A 2 —7 M LET,
macro auto mac-address-group MAC 7 FL 2 Z A —TF 2R ELET,
macro auto sticky ~ 7 aDiRFEEERELET,
shell trigger AR VU H—FERLET,
show shell AR N MU H—BIO~7 2 iclT3FHRERRLET,

Auto Smartports A~ 24 Xal—¥ 3> HAF
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$ 3% Auto Smartports ¥4 AL Static Smartports ¥4 A® CLI a7 F |

W show macro auto monitor clients

show macro auto monitor clients

AL FDOTNA AGHETEREFEH L WD Y T4 7 > F&FRT 5I1Z1E. show macro auto
monitor clients = —V% EXEC =2~ F&2EHL £9,

show macro auto monitor clients

BXnHH Zoawy RICiE, SIEERIIF—T—FEH Y A
IYVR T4 b 2 —#% EXEC
¥¢#E EXEC
av Y FEE yy—2 EEEA
15.0(1)SE Z == KA Catalyst 3750-E, 3750-X. 3750, 3560-E. 3560-X.

3560, 2960, 2960-S. 2360 D& A A v FITBEIMIHE LT,

BRALDAA R4y T A 20T (DC) X, ZOHEEZHEHT L7747 b 77U —3 3 (Auto Smartports 72
E) BAX—TNICTDE, TIHNLIFTAX—T NI ET, AL v F O DCHEELZMFHL TS
7 TA47T v MEFRT HIZIE, show macro auto monitor clients =~ F&HHL F7,

WINLD T T AT RN DC ZFEHTOMIZ. no macro auto monitor =~ K& L T DC %
FAE—TNZTEHLIETEEYA, 7947 FMEHFTODC 2F 4 —7 11L& &35
L5 — Ay —UREREINET,

1 iz, show macro auto monitor clients 45 EXEC =2~ F&FEHA L T, 24 v F® DC #{FEHA T D
TIAT v b ERRTIHHERLET,

Switch# show macro auto monitor clients
Client Name

Auto Smart Ports
W, 72747 MRMERFODC 2T 42— N LED E LTz &R RENDEIZT— A vk—
VERLET,

Switch(config)# no macro auto monitor
These subsystems should be disabled before disabling Device classifier
Auto Smart Ports

% Error - device classifier is not disabled

BEa< YR avwUFk BL
macro auto device ~7uDF T FN b RTA—LEERELET,
macro auto execute ARV MU T=OARAB~T I a~D~ B T ERE
LET,
macro auto global processing A A wF ET Auto Smartports & A X —7 /I LET,

macro auto mac-address-group MAC 7 RV A I NV—T%2&ELET,

Auto Smartports A~ 24 FalL—¥ 3> AL F
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| 3% Auto Smartports ¥4 A & Static Smartports ¥/ 8D CLIavwU K

show macro auto monitor clients W

avwyFk

g&

B

macro auto sticky

~ 7 udXKEMEERRELET,

shell trigger

AN MY T—2ERLET,

show macro auto monitor type

FNRA ZGHEFTRBRENTVWDTRTDOT AL A I T &
FRLET,

show shell

ARV NI T—BIO~7 altlTaEHRERRLET,

[ oL-27650-01-J
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$ 3% Auto Smartports ¥4 AL Static Smartports ¥4 A® CLI a7 F |

W show macro auto monitor device

show macro auto monitor device

AL o FIEEHRINTNWDT NN, AL ZOT a7 4 2FKRT 5HI21E. show macro auto monitor
device = —# EXEC =~ F&#EH L £,

show macro auto monitor device [detail | filter string | interface interface _id | mac-address
mac_address|

BX DA detail HEIR T AN A RERRLET,
filter string TANBIIZ—HT BTN, ADOERER T LET,
interface interface id BriE DA B —T 2 A AT ST T A R T D15 H A2 TR
LEd,
mac mac_address RELEZ Y R BFAL Y hOT AL AERERRLET,
avv kK E—F 2 —+4 EXEC
¥t EXEC
avy FERE Jy—= EEHEM
15.0(1)SE Z == KA Catalyst 3750-E, 3750-X. 3750, 3560-E. 3560-X.

BEREDHL K1

3l

3560, 2960, 2960-S. 2360 D& A A v FITBEIMINE LT,

ZDavwy REFHLT, A v FIHEHRINTNEIT NS RAEZRRLET, 735 ADOREFRE/NT
A —XH & FRx$ HIZ1E. show macro auto device 57 EXEC =~ R&H A L £,

WIS, A7 arDx—TU— FZ2EEETIC show macro auto monitor device ¥ EXEC =~ K&
EH LT, AL v FIERINTZT AN, A EKRTIHHEZRLET,

Switch# show macro auto monitor device

MAC_Address Port_Id Profile Name
000a.b8c6.1e07 Gil/0/2 Cisco-Device
001f.9e90.1250 Gil/0/4 Cisco-AP-Aironet-1130

WIZ, A7 2 @D mac-address — 7 — K& 57 L T show macro auto monitor device £ EXEC
a<w  REFEHALT, HELE MAC 7 RLRADEERT A AT 20~ U —tE# a2 R 206 %
LET,

Switch# show macro auto monitor device mac-address 001f.9e90.1250
MAC Address Port Id Profile Name

001£.9e90.1250 Gi1/0/4 Cisco-AP-Aironet-1130

WIZ A7 a @ mac-address & detail ¥ —7 — F%Z 5 L T show macro auto monitor device 7
e EXEC a~> R&EEH L, FBE€ L7 MAC 7 R L ADEHRET /A AT 235 M2 #£or7T 5 6l
R LET,

Switch# show macro auto monitor device mac-address 001f.9e90.1250 detail

Auto Smartports A~ 24 FalL—¥ 3> AL F
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| 3% Auto Smartports ¥4 A & Static Smartports ¥/ 8D CLIavwU K

show macro auto monitor device W

MAC Address Port Id Certainty Parent ProfileType Profile Name
Device Name

001f.9e90.1250 Gil1/0/4 40 2 Built-in Cisco-AP-Aironet-1130
cisco AIR-LAP1131AG-E-K9

Wiz, A7 3 O interface ¥ — VY — R %257 L C show macro auto monitor device 574 EXEC =
<~V REFEHL, BELEA VX —T oA AR INTZT A AZET Y~ ) —I1FRERTTHH)

R LET,

Switch# show macro auto monitor device interface gi 1/0/2
MAC_Address Port_Id Profile Name
000a.b8c6.1e07 Gil1/0/2 Cisco-Device

Iz, A7 a @ interface & detail ¥ — 7 — K% #57E L T show macro auto monitor device 7
EXEC a~ Y FEHEHALT, 8E LAV F—7 = A ATHR I NTZT A 2T 23EMEH 2 &£

Y DR L ET,
Switch# show macro auto monitor device interface gi 1/0/2 detail
MAC Address Port Id Certainty Parent ProfileType Profile Name

Device Name

000a.b8c6.1e07 Gil/0/2 10 0 Default Cisco-Device cisco
WS-C2960-48TT-L

RO R avwyFk EL

macro auto device ~ DT T AN RTA—FEERELET,

macro auto execute AR N MY H=DOHBIARB~ T a~D~ v B T ERE
LET,

macro auto global processing AA »F LT Auto Smartports &1 R —7 /WM LET,

macro auto mac-address-group MAC 7 RV & Z—7 %% ELET,

macro auto sticky ~ 7 aOREEERELET,

shell trigger AR b MY A—EERLET,

show macro auto monitor type FNRAAPHHFCHRBENTVWDTRTOTFNAA R ZA T %
FRLET,

show shell AR MU AT—BEO~ 7 2 ic@T52EREFZRLET,

Auto Smartports A~ 24 Xal—¥ 3> HAF
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$ 3% Auto Smartports ¥4 AL Static Smartports ¥4 A® CLI a7 F |

M show macro auto monitor type

show macro auto monitor type

FNRA AL > TRBENTHBT AL A XA T 29 _NTERT HIZIE. show macro auto
monitor type = —% EXEC =~ REffHLET,

show macro auto monitor type [table [built-in | default] | string filter string]

BX DA table TN AGETERBANTERLET,
built-in HIATLT INA A T —TIVDT A A EREFERLET,
default FIFN FDTFTNRA R TF—=TNDF AL ZAETEREFR LET,
filter string TANBIT—T AT AL ZADOEREFRTLET,

av R E—F = —% EXEC
¥iHE EXEC

av v FERE yy—= EEEM
15.0(1)SE Z D=~ KA Catalyst 3750-E, 3750-X. 3750, 3560-E. 3560-X.

HEREDHA K51

3l

3560, 2960, 2960-S, 2360 D& A A v FIZBMINVE LTz,

ZDavwy R, TRAAADEFT U VU TRBINTWVDETRTOT AN, R XA TEFERLET,
BREINDTNNA A XA TOEIT, A4 v TFIHRGFEINTWEL T 77 A VOETT, 7a7r7 A/
HMEFITZ NN H LT, filter ¥—V— FEAEH L Ca~vy FHEAZHIBLET,

WIZ, AT v arDF—7— REMLIFERETIC show macro auto monitor type §## EXEC =2~ K
EEALT, A A5HTIC Lo TRBEINTNWDLT NS AR T-THP TR LET,

Switch# show macro auto monitor type table

Valid Type Profile Name min Conf ID
Valid Default Apple-Device 10 0
Valid Default Aruba-Device 10 1
Valid Default Avaya-Device 10 2
Valid Default Avaya-IP-Phone 20 3
Valid Default BlackBerry 20 4
Valid Default Cisco-Device 10 5
Valid Default Cisco-IP-Phone 20 6
Valid Default Cisco-IP-Phone-7902 70 7
Valid Default Cisco-IP-Phone-7905 70 8
Valid Default Cisco-IP-Phone-7906 70 9
Valid Default Cisco-IP-Phone-7910 70 10
Valid Default Cisco-IP-Phone-7911 70 11
Valid Default Cisco-IP-Phone-7912 70 12
Valid Default Cisco-IP-Phone-7940 70 13
Valid Default Cisco-IP-Phone-7941 70 14
Valid Default Cisco-IP-Phone-7942 70 15
Valid Default Cisco-IP-Phone-7945 70 16
Valid Default Cisco-IP-Phone-7945G 70 17
Valid Default Cisco-IP-Phone-7960 70 18
Valid Default Cisco-IP-Phone-7961 70 19
Valid Default Cisco-IP-Phone-7962 70 20
Valid Default Cisco-IP-Phone-7965 70 21

Auto Smartports A~ 24 FalL—¥ 3> AL F
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show macro auto monitor type Ml

Valid Default Cisco-IP-Phone-7970 70 22
Valid Default Cisco-IP-Phone-7971 70 23
Valid Default Cisco-IP-Phone-7975 70 24
Valid Default Cisco-IP-Phone-7985 70 25
Valid Default Cisco-IP-Phone-9971 70 26
Valid Default Cisco-WLC-2100-Series 40 27
Valid Default DLink-Device 10 28
Valid Default Enterasys-Device 10 29
Valid Default HP-Device 10 30
Valid Default HP-JetDirect-Printer 30 31
Valid Default Lexmark-Device 10 32
Valid Default Lexmark-Printer-E260dn 30 33
Valid Default Microsoft-Device 10 34
Valid Default Netgear-Device 10 35
Valid Default NintendoWITI 10 36
Valid Default Nortel-Device 10 37
Valid Default Nortel-IP-Phone-2000-Series 20 38
Valid Default SonyPS3 10 39
Valid Default XB0OX360 20 40
Valid Default Xerox-Device 10 41
Valid Default Xerox-Printer-Phaser3250 30 42
Valid Default Aruba-AP 20 43
Valid Default Cisco-Access-Point 10 44
Valid Default Cisco-IP-Conference-Station-7935 70 45
Valid Default Cisco-IP-Conference-Station-7936 70 46
Valid Default Cisco-IP-Conference-Station-7937 70 47
Valid Default DLink-DAP-1522 20 48
Valid Default Cisco-AP-Aironet-1130 30 49
Valid Default Cisco-AP-Aironet-1240 30 50
Valid Default Cisco-AP-Aironet-1250 30 51
Valid Default Cisco-AIR-LAP 25 52
Valid Default Cisco-AIR-LAP-1130 30 53
Valid Default Cisco-AIR-LAP-1240 50 54
Valid Default Cisco-AIR-LAP-1250 50 55
Valid Default Cisco-AIR-AP 25 56
Valid Default Cisco-AIR-AP-1130 30 57
Valid Default Cisco-AIR-AP-1240 50 58
Valid Default Cisco-AIR-AP-1250 50 59
Invalid Default Sun-Workstation 10 60
Valid Default Linksys-Device 20 61l
Valid Default LinksysWAP54G-Device 30 62
Valid Default HTC-Device 10 63
Valid Default MotorolaMobile-Device 10 64
Valid Default VMWare-Device 10 65
Valid Default ISE-Appliance 10 66
Valid Built-in Cisco-Device 10 0

Valid Built-in Cisco-Router 10

Valid Built-in Router 10 2

Valid Built-in Cisco-IP-Camera 10 3

Valid Built-in Cisco-IP-Camera-2xxx 30 4

Valid Built-in Cisco-IP-Camera-2421 50 5

Valid Built-in Cisco-IP-Camera-2500 50 6

Valid Built-in Cisco-IP-Camera-2520 50 7

Valid Built-in Cisco-IP-Camera-2530 50 8

Valid Built-in Cisco-IP-Camera-4xxx 50 9

Valid Built-in Cisco-Transparent-Bridge 8 10
Valid Built-in Transparent-Bridge 8 11
Valid Built-in Cisco-Source-Bridge 10 12
Valid Built-in Cisco-Switch 10 13
Valid Built-in Cisco-IP-Phone 20 14
Valid Built-in IP-Phone 20 15
Valid Built-in Cisco-DMP 10 16
Valid Built-in Cisco-DMP-4305G 70 17
Valid Built-in Cisco-DMP-4310G 70 18

Auto Smartports A~ 24 Xal—¥ 3> HAF
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$ 3% Auto Smartports ¥4 AL Static Smartports ¥4 A® CLI a7 F |

M show macro auto monitor type

valid Built-in Cisco-DMP-4400G 70 19
Valid Built-in Cisco-WLC-2100-Series 40 20
Valid Built-in Cisco-Access-Point 10 21
Valid Built-in Cisco-AIR-LAP 30 22
Valid Built-in Cisco-AIR-AP 30 23
Valid Built-in Linksys-Device 20 24
BIEa<w UK avw vk L
macro auto device ~7uDTF TN RTA=FZEERELET,
macro auto execute AR U H=DBBAR~Y T a~D~ v B T ERE
LET,
macro auto global processing A A v F T Auto Smartports # A F— T M L E T,
macro auto mac-address-group MAC 7 FL A2 L —7%2RELET,
macro auto sticky <7 adkkErEELE7,
macro auto trigger TNRARBZALTEZTT a7 7 A NVAIZEESTIT S N T—
EHRELET,
shell trigger AR b MY A—EERLET,
show macro auto monitor device ZA S FITEREINTWAT AL R T AEREFRRLE
j‘o
show shell AR NI —BIO~7 2 icElT5EHMERRLET,
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show parser macro Ml

show parser macro

AA Yy FICHESNTWDTNTOT I B ELLFFED 1 DO~ 27 mDNT A —=F 2 RKRT LI,
show parser macro =——% EXEC =~ REfH L E7,

show parser macro [{brief | description [interface interface-id] | name macro-name} |

EX DA brief (L8 &~/ n04mzERRrLET,
description [interface ({£&) T X TCO~ 27 o OFHBA LI EDA L X —T = A4 ADMBH A FoR
interface-id] LET,
name macro-name (L% v~/ u&TRESNTE 1 DO~ 7 altlTAEREFR I LET,
avwv Rk E—F o—+4 EXEC
FriE EXEC
av v FERE y1yy—=x EEEMR
12.1(19)EA1 ZDa= R Catalyst 3750 B3 L3560 A4 v FIZBEIMINE LT,
12.2(25)FX Z D~ KA Catalyst 2960 A A v FITEMEE Lz,
12.2(44)SE Z Dz~ RS Catalyst 2918 A4 » FIZIEBMENE L,
12.2(46)EX ZDaw R Catalyst 2975 A4 v FIZEBMINE LT,
12.2(35)SE2 Z D=3~ R Catalyst 3750-E 5 LU 3560-E A A v FIZBMENE LT,
12.2(53)SE2 Z o= RiE, Catalyst 3750-X B3 XU 3560-X A1 v F TCEHAINEL
77
5 KOFITIL, show parser macro =~ RO AR LET, v Aa 774/ b v 7Dz, *

AYTFDTTy hT74—LbAAL v F ETETLTNDY 7 b T xT A A—VICR > TRRY 7,

Switch# show parser macro

Total number of macros = 6

Macro name : cisco-global

Macro type : default global

# Enable dynamic port error recovery for link state
# failures

errdisable recovery cause link-flap

errdisable recovery interval 60

<output truncated>

Macro name : cisco-desktop

Macro type : default interface

# macro keywords $AVID

# Basic interface - Enable data VLAN only

# Recommended value for access vlan (AVID) should not be 1
switchport access vlan $AVID

switchport mode access

<output truncated>

Auto Smartports A~ 24 Xal—¥ 3> HAF
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M show parser macro

Macro name : cisco-phone

Macro type : default interface

Cisco IP phone + desktop template

macro keywords S$AVID S$VVID

VoIP enabled interface - Enable data VLAN

and voice VLAN (VVID)

Recommended value for access vlan (AVID) should not be 1
switchport access vlan S$AVID

switchport mode access

HH H H H

<output truncated>

Macro name : cisco-switch

Macro type : default interface

macro keywords S$SNVID

Access Uplink to Distribution

Do not apply to EtherChannel/Port Group

Define unique Native VLAN on trunk ports

Recommended value for native vlan (NVID) should not be 1
switchport trunk native vlan S$NVID

HH H H

<output truncated>

Macro name : cisco-router

Macro type : default interface

# macro keywords $NVID

# Access Uplink to Distribution

# Define unique Native VLAN on trunk ports

# Recommended value for native vlan (NVID) should not be 1
switchport trunk native vlan S$NVID

<output truncated>

Macro name : snmp
Macro type : customizable

#enable port security, linkup, and linkdown traps
snmp-server enable traps port-security
snmp-server enable traps linkup

snmp-server enable traps linkdown

#set snmp-server host

snmp-server host ADDRESS

#set SNMP trap notifications precedence
snmp-server ip precedence VALUE

W OF|TiE, show parser macro name 2~ > RO ZRLET,

Switch# show parser macro name standard-switchlO
Macro name : standard-switchlO

Macro type : customizable

macro description standard-switchlO

# Trust QoS settings on VOIP packets

auto gos voip trust

# Allow port channels to be automatically formed
channel-protocol pagp

WROFITIL, show parser macro brief =~ > RO Z R LET,

Switch# show parser macro brief

Auto Smartports A~ 24 FalL—¥ 3> AL F
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default
default
default
default
default

global

interface:
interface:
interface:

customizable

show parser macro Ml

: cisco-global
interface:

cisco-desktop
cisco-phone
cisco-switch

cisco-router

snmp

K OFITIL, show parser macro description =~ > FOH 1 ERLE T,

Switch# show parser macro description

Global Macro(s):

Interface

cisco-global

Macro Description(s)

standard-switchl0
this is test macro

Gil/0/1
Gil1/0/2

DB TiL, show parser macro description interface =~ > NOH 1 E R LET,

Switch# show parser macro description interface gigabitethernetl/0/2

Interface Macro Description
Gil/0/2 this is test macro
BIEa<w UK avwyFk B
macro apply A B =T xzA A LI~ 0x@HT 2N, A0 F—TxA A LIC~D

o %

WA LB L 97,

macro description

q

H—TxAf AZHHENTZ~ 7 2 iZOWTOFBHEZBEINLET,

macro global

24
L

yF R~ vz E@MAT 50 A v F R~ 7 vz@EH L CE
j‘o

macro global description

24

v FICHEA SN~ 7 2l oW TOFHAEZEMLET,

show running-config

1

REZRFLET,

[ oL-27650-01-J
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W show shell

show shell

e MEREFTT 5121, show shell = —H¥ EXEC =~ > R LE7,

show shell [environment | functions [brief | shell function] | triggers]

WX DA environment 5 L BEEAEE R LET.
functions [brief| (%) <7 ulERsFRLET,

shell_function] e brief: o = LR OL i
e shell function : 1 SO = VD4,
triggers EEB) A b U T—EHRERRLET,
avykF E—F o —% EXEC
¥eHE EXEC
av Yy FERE yy—=x EEEM
12.2(50)SE Z DA~ R Catalyst 3750-E, 3750, 3560-E, 3560, 2960, ¥} LW
2918 AA v FITBMENE L,
12.2(52)SE Zda~r K28 Catalyst 2975 AA » FIZBMESE Lz,
12.2(53)SE2 ZdO=a~r RiE, Catalyst 3750-X 38 LW 3560-X A4 v FCHAINEL
7

ERALEDHS RS4Y Zoavwr REHERALT, AA v FOro M EREFERLET,

show shell =~ > FiX, Cisco IOS L ~LDHERE T, show shell =~ N4 AJJ3 2HEIIC, terminal
shell 2> FZ AJJL T Cisco IOS ¥ = /v & A R—=T NI T DMERH Y £, FEMTONTIET, &
® Cisco.com T Cisco IOS v =/vDar 7 4 Falb—var 4 FEBRLTIEEN,
http://www.cisco.com/en/US/docs/ios/netmgmt/configuration/guide/nm_ios_shell.pdf

15l WOHFTix, show shell triggers #i#e EXEC a~> RZ2EH LT, AA v F VY7 b =TIZEENT
WHAXY N MY T—%RATDHHEEZRLET,

Switch# show shell triggers
User defined triggers

Trigger Id: CISCO_CUSTOM EVENT

Trigger description: Custom macroevent to apply user defined configuration
Trigger environment: User can define the macro

Trigger mapping function: CISCO CUSTOM AUTOSMARTPORT

Trigger Id: CISCO_DMP_ EVENT

Trigger description: Digital media-player device event to apply port configuration
Trigger environment: Parameters that can be set in the shell - $SACCESS VLAN=(1)
The value in the parenthesis is a default value

Trigger mapping function: CISCO DMP AUTO_ SMARTPORT

Trigger Id: CISCO_IPVSC EVENT

Auto Smartports A~ 24 FalL—¥ 3> AL F
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show shell

Trigger description: IP-camera device event to apply port configuration
Trigger environment: Parameters that can be set in the shell - $SACCESS VLAN=(1)
The value in parenthesis is a default value

Trigger mapping function: CISCO IP CAMERA AUTO_ SMARTPORT

Trigger Id: CISCO LAST RESORT EVENT

Trigger description: Last resortevent to apply port configuration

Trigger environment: Parameters that can be set in the shell - $SACCESS VLAN=(1)
The value in the parenthesis is a default value

Trigger mapping function: CISCO LAST RESORT_SMARTPORT

Trigger Id: CISCO_PHONE EVENT

Trigger description: IP-phone device event to apply port configuration

Trigger environment: Parameters that can be set in the shell - $SACCESS VLAN=(1)
and S$VOICE VLAN=(2), The value in the parenthesis is a default value

Trigger mapping function: CISCO PHONE AUTO SMARTPORT

Trigger Id: CISCO _ROUTER EVENT

Trigger description: Router device event to apply port configuration

Trigger environment: Parameters that can be set in the shell - SNATIVE VLAN=(1)
The value in the parenthesis is a default value

Trigger mapping function: CISCO ROUTER AUTO_SMARTPORT

Trigger Id: CISCO_SWITCH ETHERCHANNEL CONFIG

Trigger description: etherchannel parameter

Trigger environment: $INTERFACE_LIST:(),$PORT—CHANNEL_ID:(),
$EC7MODE=(),$EC7PROTOCOLTYPE=(),
PORT-CHANNEL TYPE= ()

Trigger mapping function: CISCO ETHERCHANNEL AUTOSMARTPORT

Trigger Id: CISCO_SWITCH_ EVENT

Trigger description: Switch device event to apply port configuration

Trigger environment: Parameters that can be set in the shell - $SNATIVE VLAN=(1)
The value in the parenthesis is a default value

Trigger mapping function: CISCO_SWITCH AUTO_SMARTPORT

Trigger Id: CISCO WIRELESS AP _EVENT

Trigger description: Autonomous ap device event to apply port configuration
Trigger environment: Parameters that can be set in the shell - $NATIVE VLAN=(1)
The value in the parenthesis is a default value

Trigger mapping function: CISCO_AP AUTO SMARTPORT

Trigger Id: CISCO WIRELESS LIGHTWEIGHT AP EVENT

Trigger description: Lightweight-ap device event to apply port configuration

Trigger environment: Parameters that can be set in the shell - $SACCESS VLAN=(1)
The value in the parenthesis is a default value

Trigger mapping function: CISCO_LWAP AUTO_ SMARTPORT

Trigger Id: word

Trigger description: word
Trigger environment:
Trigger mapping function:

[ oL-27650-01-J
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W show shell

& DOFI T, show shell functions Fi# EXEC 2~ > REHEHA LT, AA v F VY7 U =TIZ&EN

TWAHMBIAIB~ 7 e RKRmT D EEZRLET,

Switch# show shell functions
#User defined functions:

#Built-in functions:

function CISCO AP AUTO SMARTPORT () {
if [[ SLINKUP -eq YES ]]; then
conf t

interface $INTERFACE

}

macro description $TRIGGER
switchport trunk encapsulation dotlg
switchport trunk native vlan $NATIVE VLAN
switchport trunk allowed vlan ALL
switchport mode trunk
switchport nonegotiate
auto gos voip trust
mls gos trust cos
if [[ SLIMIT -eq O ]]; then
default srr-queue bandwidth limit
else
srr-queue bandwidth limit $LIMIT
fi
if [[ $SW _POE -eq YES ]]; then
if [[ $AP125X -eq AP125X ]]; then
macro description AP125X
macro auto port sticky
power inline port maximum 20000

fi
fi
exit
end
fi
if [[ SLINKUP -eqg NO ]]; then
conf t
interface S$INTERFACE
no macro description
no switchport nonegotiate
no switchport trunk native vlan SNATIVE VLAN
no switchport trunk allowed vlan ALL
no auto gos voip trust
no mls gos trust cos
default srr-queue bandwidth limit
if [[ SAUTH ENABLED -eq NO ]]; then
no switchport mode
no switchport trunk encapsulation
fi
if [[ $STICKY -eg YES ]]; then
if [[ $SW_POE -eqg YES ]]; then
if [[ S$AP125X -eq AP125X ]]; then
no macro auto port sticky
no power inline port maximum
fi
fi
fi
exit
end
fi

<output truncated>
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show shell

avwro kR

SieA

macro auto device

~7uDT TN RTA=HEERELET,

macro auto execute

AN MY T=POMBIAHB~ 7 a~D~ v B T RRE L
ij‘o

macro auto global processing

AA »F T Auto Smartports &1 X —7 /LI LET,

macro auto mac-address-group

MAC 7 RV A JN—7%RELET,

macro auto sticky

~ 7 u DKM ERE LET,

shell trigger

AR MY T—2ERLET,

show macro auto

~ 7 T D ERE RN LET,

[ oL-27650-01-J
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W show shell
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