GE)

Web R—XEBETDEERTE

Z O TIL, Catalyst 3750-X 7213 3560-X A A v F T Web N—RFFEE R ET 5 HIEIZ OV THH
LET, WEIZRDEEBY TT,

i (Web ~N— Xu‘u HE@%EJ (P 13- 1)
d (Web /\’_‘Xu‘u HIE@ H}tE_‘J (P 13- 9)
e [Web R—AFHFEAT — X ZADFHKR| (P.13-17)

COETHEHTIEIAAL vF a~<y FOBXB IOEHFIEOFEMIC O W TIE, 20U U —R ka7
Haw R Y77 L 2AF2BRLTLIEEN,

A EJE\EIEGD*E&E

IEEE 802.1x V7V v FRETEINTWVWARWVWERRA N P AF LDy R 2—WE2EBEAT H 21T, Web
ﬂ/bﬁE7U:F/&u¥j:h5 Web ~X— Xnmuﬂi% %'fﬁﬁﬁ Lij—o

Web XR—ZAFEEIL, LAV 2BIP LA Y3 A —T o2 ALIIRETEET, LAVYI A H—
TxARE, LANN—X 74 —F % £y MBBEAIL TVWDIAL v FTEHIR—FSNERFA,

HTTP & v v a v &BthT 5 & Web X—ARRGEIL, AR MPHDOAS HTTP 87 » F & f0IT2(E L
2 —HFIZ HTML v 7' A «—y%:ﬂﬂu LETS :L—ﬁf JVTUYRNEANNLES, 2OV LTV
Ty bk, Web N — ARG RE FRAED 7= ¥ 12 Authentication, Authorization, Accounting
(AAA; BFE, FFF. THhooT 4’ /7) ‘H‘*NGC%Eéﬂi‘?o

SHEFICART) L= 854, Web _—REREE L. B/ A O E 5~ T HTML R— Y %R & MIEEL.
AAA =R ENTZT 78 A R —%2mHALE9,

n'uu %E&Lf;ﬁn\ Web /\?‘quu Li Dy/]) /@%E&%ﬁ¢ HTML /\O““‘:/;’(f:l?“ﬁ_ %J‘_L\ =
TAUEBRITTHEOE, 22— m P 2R R LET, RRKRITEEZEE LI5S, Web
NR—AFIFET, v 7 A o OHRYINERT HTML R—Y % AR A MIERE L, 2 O —F IR
VA vF VA MIHEELNET,

2T, AAA O—EBE LTD Web _—RFEFEOEENCOWTHA L 9,
o [T 2DEE ] (P13-2)

o [ARAX MO (P.13-2)

o Iy a okl (P13-3)

o T#EEFut 2] (P.13-3)

| oL-25303-01-J

Catalyst 3750-X/3560-X A vF VI ko7 avI4F¥al—2arv 4 F



F£13FE  Web —BEORE |

W Web R—RBIADEES

° (Web [0 uIE7'JX H~A XT 72 Web ’\O“_“‘:/\J (P13-6)
o [ZDMokkRE L Web N—AFRIEOHAAEH ] (P.13-7)

Web NR— 2RI TIL, X v FT—7 LEOF AL ZR/RD L 9 REAOERED N H Y £9,

o 2F5 772, LANBIOASL vF —EZ~DT 7 BAZERL, AA v FNDEOERITGE
TEHTNRA A (V—J AT —var), ZOT—7 A7 —3 3 TiL, Java Script 84 F—7 I
BEINIZHIML 77 U RETEINTHWDILERH D 7,

hd 55"7572#“_‘/‘ . 77/])77\/ F%u‘uuﬁbij—o n»uu ‘*j'*—‘/\j:ﬁ 7/])77\/ f\@ﬁ%”fﬁ%&%ﬁﬁﬁb %0)7

FGAT LU MILAN BEORAAL vF B —ER~DT 7 ERAEZHAT AN, HELHTANE AL v FIT
ML ET,

o XS vF i ITAT VMDA T =X AZHESNWT, Ry NT—T ~OYHT 7 X EHIH L F
T, AL v FIEITA T bEFBHEF—NEDOMNERE (Teky) ELTEIEL, 277472
WCHEBIE A BR L, ZORBMERBEYS— N NTHRL, 27947 MIsZE%E2 ) L—LET,

13-1 1%, Xy R TOINEDT A ZADHKE|Z /7 L TWET,

131 Web R—ZEBRET /31 R DEE
—-‘l Catalyst 21 v F ABAL
- EYAE F—i\
Cisco JL—4 (RADIUS)
T3 e
T CreN S =]
(D347 kM)
—
o
y———

79549

RR DO

ALy FAF, B SNIZA X MCHET S EREBRMNT D7D IPT AR VT ox T T—T L%
MEFFL £

GE) T74N0FTHEH AAMYTDIPTANA A R T v THBIZT 4 B—T7 VIR ESINTWVET, Web
NR—AWFEEFHTDIZFE, IPT AL RAD RN T v X THEEEE A X —T VT DHDHERS D £7,

LAY 2 A H—T A ATHE, Web XR—RFEFFL., TNOHDA I =XLEZHEH LT, IP KX b &t
HLUET,

e ARPRX—ZD I IUH—:ARP Y XA L7 K ACLIZEY, Web X—RAFFEIX, A¥T 127 1P 7T
FUR F723FAFTIv I IP T RLRAZROKRA MERHITEET,

o« HAFIvI ARP AL AT,

¢ DHCP AX—FE L7 : AL vFI2kV, ZOFRAMNIKTSDHCP XA vF 42 = MY BME
EJZ%%L%’)& Web/\““qun %i‘uﬁ) 6?rLiT

Catalyst 3750-X/3560-X R/ v F YI b7 avF4F¥al—>av Hq4F
m. 0L-25303-01-J |



| £13 % Web A—RBHDHE

Web ~—z@2in#s N

vy a DER

Web N—ZFHFEIZ LV, HILWARA M eshd &, ROE Sty v a UMERSNET,

IO R

FS ) A R ELE2—LET,

ARANIP RFIHY A NTEENTWDEHA, ZOFIS VAN 2 MY NLERY —03 8 H S,
vy va R ENET,

RRENA N2 L E2—LET,

BAANIP BFIFLY A2 MZEEN TV RWIEE . Web ~<X— ZAF8FEIX NonResponsive-Host (NRH; Jix
BLRWERA L) EREY—NCHELET,

Y= RDIRE D access accepted THoT-HE | BIALIZDHRA ML 2SI ET, By g
VSN I NET,
HTTP 1 v % —t%~7 F ACL #%EL £7,

NRH ZERIZHF 5 — DISE R access rejected T -85, HTTP A > % —& 7 K ACL 2
TIT 47 kEN, By v a IR ASPRLOHTTP b T 7 4 v 7 R L E57,

Web X—ZBFEE A X—TNWIZT D E, ROA XU INBFELET,

=N HTTP by v a v &BBLET,

HTTP F7 7 4 v 7 BPRATZAE S, RIS NE T, A v Fid, =—HFler s A <—
CEEELET, 2—WEa—VHEART—-FREANLET, A v FIXZOx> N 2
H— |z /Jé1cll-/i7;ﬁ

AR LEGE . A v FiL, B —\I0S 02— T7 /7 A R —% Ky no—
KL, 7272747 LET, a7 A ORIXR—UNa—PFICEEINET

FRAEIC R LB/, A v TFiEe /A v ORBR—VEEEFELES, 2—ViEe 1 v 2HR
ﬁbi#o%mmﬁﬁﬁﬁﬁﬁﬁwmkm_ibt Gy AL v TR, vl A BRI —T %
EELET, TORA NIV YT VR MIANONET, UdvTF VR NDZA LT U M,
:L—‘H: uquE7 D?X%ﬁuﬁﬁ?ﬁé kﬁ‘(%ij—

FEEY— NN A A o FITSE LR WES . AAA RBER Y O —BREINTWIUE, A1 v Fidk
W77 A RY V—IZKRAME#ERALET, B4 L ORIR—V N2 —FIEEINET
(rlﬂ*ﬂjill/Web uuuﬂi/\bj_’_ﬂ (P13 4) ;Id.}?%ﬁg)

RAMNBLAY2ALH—T A A LD ARP 7 —7 08 E Lo 28548, IR A MR L
AVIA L E—T2ARATTA RNVEALT T NRNIZNT 74 v 7 BEE Lo aha, A
4’/?: i77/])7/]‘%ﬁuunf£bié_

COMREIX, Xura—RENEXA LT U b, FlEe—b VIR ESNzEYy v a Ly XA L
T NEEHLET,

Termination-Action 7 RADIUS T 256, Z OfREIX. ¥ — N2 NRH ERZX{E L E7,
Termination-Action 1%, V" — MO DNEICEHE TN E T,

Termination-Action 237 7 4+ /V b THDHEE, By v a VFFEEs . A IR Y v —I3HIBR
EnET,

| oL-25303-01-J

Catalyst 3750-X/3560-X A vF VI ko7 avI4F¥al—2arv 4 F



E13E  Web A—XBEOHRE |

W Web R—RBIADEES

A—AJL Web ZBEE/\F—

Web FBFEEEH L CAL vy FIZr T A v LTt L ZIZEREINDINTFT—2ERTE £,
ZONRT—E, vl Ay RV LRI R AR Y T T v T NV O GICETRENET,
o AL

ip admission auth-proxy-banner http 72—/ V)L 27 4 X2 b —v g av s REFEHLT, A
F=FERTEET, BT A RX=VITE, T T AN SO — Cisco Systems, 3 L O Switch
host-name Authentication B~ XV E T, Cisco Systems 13, 132 127X 912, IR OKR >
TT T R=VIIRRENET,

13-2 PRERR T/ N —

D+ @ DG Lo ke @ 3 SE B
e éjhltp,f,izzom- ————— N
Cizce Systems
Sunil-swrl Authentication 23 Success Page - Micrnsnfklntern...
Userame webauh | Cisco Systems
Password: eesssssss '
Authentication
Successful !
I
L
I5

E3N 13318 THIC, RXT =W AI~A AT HLHTEET,

* ip admission auth-proxy-banner http banner-text 72—\ 27 4 Fab— g avs N
EEHLT, A v F, v—F, ISt —IBMLET,

* ip admission auth-proxy-banner http file-path 72— 3L 27 4 X al—vay avy RN&ff
ALT, B dEEZ TR 77 A0 EAAFT—ITEMLUET,

[l Catalyst 3750-X/3560-X R4 v F Y7 b9 z7 av714¥al—av i1 F

0L-25303-01-J |



| £B13%  Web A—RBHEOBE

Web ~—z@2in#s N

13-3 HRETA XEht=- Web /34—

DOT1XWIN-B2F158

Filz it

" ar
G B XKNan ) search S Favarites &3 - :;_g B2

Aeddress [ ] hitprff22.0.0.1 > B ks
Weleome to My Hetworl S

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, Welcome to
Usernamne:; [webauth | My Network

Authentication
Successful !

|A
|

271648

NP =3 F—T I ERNTORNEA. 13-4127 T &£ 912, Web fBRER 7' A » Bl IZ 1 E2—¥ 4
LRAT = RDEAT R TRy 7 AT RERSN, A vy Fiin s LT3N —3RRS
NEE A,

13-4 RF—DBRFENTVEVAT A VEE

uthentication Proxy Login Page - Microsoft Internet Explorer
acddress | € htepsf/10,100.100. 150/ o= EEE
A http:/£10.100.100.150 - Succe.. I
Usernasme:
. . .
Password: Authentication
Successful !
DOME
@ D B Internet
@
3
@ Done & Internet a

SN > T, [ Cisco 10S Security Command Referencel 35 X Y TWeb #8GE1 — 4 /L /3 —DFRIE |
(P.13-16) #ZHL T ES0,

Catalyst 3750-X/3560-X R/ vF Y I b7 avI4F¥al—>a> A4 F
[ 0L-25303-01-J .m



F£13FE  Web —BEORE |

W Web R—RBIADEES

Web BEEH X2 714 Xa[§E7E Web X—

Web X— 238 7013'[?2“60:]:\ AA /%W%K@ HTTP ‘}j"“/ili\ uquEP@y FAT M Eﬂ'f%éﬂ%)
4 FEFHD HTML X—Y %2R A M LET, P—NEFIN6DOR—IUAFA LT, 2—FITRD 4 FIED
BT oA AT — ME@RMLET,

FRER

0y BREERPERINTOET,

B e I A AR L E LT,

K m A TR E LT,

HIRREIN . v 7 A ORREIEN LT ET, v/ Ay By va UBRHIRENICRD £ LT,

774N FORE HTML X—Y 0ROV IZ, MEO HTIML X—Y 245 2 L8 TE £,

BRI ATD b TEET L, v s L B X OHREFL Web <—2 TT % X
FEARETHZEHTEET,

NF=R=TT, BT X=VDTFAPEHETEET,
ZhHD_—2iE, HTML TR ENTWET,

RA_—20F, BHED URLIZT 7 AT 5700 HTML VXA L7 b a~y FERATLIH
ERH Y F9,

Z @ URL XXF5EE %7 URL ({5 : http://www.cisco.com) T2RIFILERYD THA, REER
URL %, Web 77 W T, [ N—BEONn D FEHA] T CEL T 2T —DFINER D
"REMEN BV F 3,

HﬂPmﬁfﬁ%ém6W&A~v%mﬁﬁéﬁA B ON—UZiF#EY /e HTML =< > K
] : R—=DFA LTI NERE, ELENT- AT —FOHRE., RLX—U02 BEEESN
fmﬁw:k@%;&&)%ﬁk#éﬂ%ﬁ%@i?
WESINTEBTA Y T —ENA F—TNMZEINTWEHE, ¥BED URLIZ=2—FE2 ) F A 1LY
42 CLL a2~ RIZEATEEHA, EFEIT. Web X—=J IV XA L7 IRREENTND
CLEERRETAMENH Y FT,

FREE% . K5 €D URL 12— %%)ﬁ%v&%#écu:vyk%kﬁbfm%\wm&~v%%
ETHa<vr REANLESRE, HEDO URLIC2—YE2 VXA 1L 7 5 CLI o~y RiZghh%
BHbE¥A,

RESNT Web X—=F, A v FDOT—h 7Ty va, FET7T7 v 2llab—T&FET,

AH S JAREIRAA v F T, RAA VT ~AXZ—FFAZ YT AL RADT T vy anbiRERF
HDN—=VNIZT VT EATEET,

0Dy Ay RX=Tk 1 o077 T vva bz, RN—V L RRR_R—VEROT T v a (728 203,
A RAE— FFA RO T T v a) ZTBHIENTEET,

4 R VFRTERET HLER DY £
Web A— U2 o TAF— A= UERIE LIRA, Z0AF— <= DI 3RIEH Y E A,

VAT AT 4 L7 MY (J2& 21X, flash, disk0, disk) IZRTFSNTWNT, BT A > X—TICK
RTDZMEOH L0 T7 AV (LA A=V, 7Ty va, A—T 44, ©TA4RE) XTI,
%9, web_auth_<filename> O THRIZ DT T E W,

RESNTCRFET v % U BREIZ. HTTP & SSL O xR —FLTWNET,

[l Catalyst 3750-X/3560-X R4 v F Y7 b9 z7 av714¥al—av i1 F

0L-25303-01-J |



| £13 % Web A—RBHDHE

Web ~—z@2in#s N

13-5 (P.13-7) W& T &9, 7744 FONEH HTML X—Y 24l H O HTML ~_— 2 T Z #i 2.
HIENTEET, BABEOZ—F DY XA L7 MeT, WEHKSDS—T DRV &7 % URL 2 #7E
THIEBLTEET,

13-5 HRETA XARRBER—S

o]
CISCO.

Customized login page

This internet web site is provided as a public service. It is intended for use by the public for viewing and retrieving information only. Unless | {Jsername-
otherwise indicated, all i ion on this site is considered public i ion and may be copied or distributed

Visitors should know that use of this site is collected for analytical and statistical purposes, such as assessing what information is of most and

least interest, determining technical design specifications, and identifying system performance or problem areas. For site security purposes
and to ensure that this service remains available to all users, this system employs software programs to monitor network traffic to identify
unauthorized attempts to upload or change information, or otherwise cause damage. data logs will only be used to identify individual users

and their usage habits for auth d law enfi i or national security purposes. These logs are scheduled for regular

destruction in accordance with Company Guidelines.

Neither the Government nor any agency thereof, nor any of their employees, nor any of their contractors, subcontractors, nor their
emplovees makes any Warradty, express of implied, or assumes any legal Hability or responsibility for the accuracy, completeness, or

of any product, or process disclosed, or represents that its use would not infringe privately owned rights.
The appearance of hyperlinks does not constitute endorsement by the Government of the website or the information, products, or services
contained therein. Reference herein to any specific commercial product, process, or service by trade name, trademark, manufacturer, or
otherwise, does not necessarily constitute or imply its endorsement, recommendation, or favoring by the Government or any agency,
contractor, or subcontractor thereof. The views and opinions of authors expressed herein do not necessarily state or reflect those of the
Government or any agency, contractor or subcontractor thereof.

TestCenter

I OWTIE, TFREE7 XY Web X—Y D A~ A X | (P.13-13) 2ZML T &V,

ZDHMDHEEE L Web XA—RZEDHEEER

o [A—=bFE*=2VU7 1) (P13-7)

e [LAN A—FIPJ (P.13-8)

e [F—FUxA1IP) (P.13-8)

« TACLJ (P.13-8)

o [aVFHFAIR—RA TV EZ arba—] (P13-8)
o 1802.1x @7k (P.13-8)

e [EtherChannel| (P.13-8)

R—bk X2 Ta

Web“\—xﬁﬁﬁfl:&ﬂf—}\ 'E"’?:LU'}:%V;\ FJL/ZT‘\O‘—]\L Eb’c%iﬁ* Web ~— xnALm ij“_‘l\%—fu:u
FEL, R—F X2V T 4015, 27947 PO MAC 7 RLAZEHTXTD MAC 7 RLRIZHT 5
Xy hT—2 TI7RAEERLET, ZOH%E., ZOFR— 2L TRy NU—I~T 7 ERATE?S
TIAT v O ETN—TEZHBTE LT,

R=Fr X2V T 02 F—T VT DFRIEIZONTIE, THR—bF X2V T s OE] (P29-9) %
ZRLTEEN,

| oL-25303-01-J

Catalyst 3750-X/3560-X A vF VI ko7 avI4F¥al—2arv 4 F



F£13FE  Web —BEORE |

W Web R—RBIADEES

LAN R—

LAN Port IP (LPIP; LAN R— K IP) & LA ¥ 2 Web X—RFFEIL, R UAR— MIERETEET, &
A ME, F9 Web X—RAFEFE, KIZ LPIP RAF vy RaEZ i L CREFGESNET, LPIP A A kR
—1%. Web XR—RFIEDOEKRA N RY O —ITEBESINET,

Web N—ZFBIED T A R T35 &, NAC R Y v —ITHIBRS N E T, AR MBRRFES AL, R
AF ¥ NHERGESNVE T,

F—rk9xzA4IP
VLAN OUWFRHD A A v F F— b T Web R— RBIENRBEINTNSEE. L AF 3 VLAN A >
5 —7 = 4 Z T Gateway [P (GWIP; % — k7 = 4 IP) #BET 5 LI TEEHA,

Web _X—ABFET S~ b2 IP ERICLAY I AL E—T oA RAIEHETEET, Y7 bu=T
T, WMADOHEEOKRA N R U—PNEHINET, GWIP F A~ R —id, Web _X—RFBFED K A
FARY =B SN ET,

ACL

A B —7 x4 AT VLAN ACL., F72i% Cisco IOS ACL &% L7 %6, ACL 1%, Web N— 235
DERAL RY —=NEHINZBRIZT, mAL F T 74971 J@ﬁﬁéﬂiﬂ“o

LAY 2 Web ~— Xum&fi R—= MIEHEINIZARAZA SDODAN T T 4 v 71220 T, Port
ACL (PACL; "— K ACL) 2T 74NV DT 7 AR —L LTRETHOLERD Y £3, 383
?(ﬁ\ Web /\“'_xumui@j_x k T) —i% N PACL | {E%éﬂi—ﬁﬁo

MAC ACL & Web X—RFBFEAF LA v F—7 oA RACRET D LITTEERA,

7 7 A VLAN 78 VACL % % 7F ¥ HICRE SN TV DR — MIIE Web X—ARBIALITHRETE £
Ao

AVTFAMM—KRF7IVtEXar k-

Context-Based Access Control (CBAC; 2T F A MR—RA T 7R oy bha—)) N, K—h
VLAN O LA ¥ 3VLAN £ VX —T =24 ATHESINTWVIEHA, LA ¥ 2K — hT Web ~X— 233
TR ETEERA,

802.1x 23t
7ﬂ’_/l//\“77ntoutE)(// ]\EL/VC ,_./:E_’T;— i jflg%jc—( Web X— thu 1% 802.1x mqu(‘:l—JLT‘—]\
FIZIERETE EH A,

EtherChannel

Web ~_— 2383F%, LA ¥ 2 EtherChannel £ > #—7 = A A LIZRETE £+, Web X— IR E
i, T RTOANRN Fr Ul ESNET,

Catalyst 3750-X/3560-X R/ v F YI b7 avF4F¥al—>av Hq4F
m. 0L-25303-01-J |



| £13 % Web A—RBHDHE

Web X—X

TI4IL D Web R—

Web ~N—

nn‘.\ n.l.T: 0) nﬁi

o [F7 4L hD Web X—RFBiFDOFHE] (P.13-9)

o [Web X—RFBFEDOHEIZHET D

HEFHLHIKFE] (P.13-9)

o [Web XR—RBIEDOEREHX 227 U A ] (P.13-10)
o BEFENL—NEAS X —T A ADFRTE] (P.13-10)

o TAAA RBFEDZE] (P13-11)

o XA v FEBIOURADIUS H— 0@ of%E) (P.13-11)

e THTTP ¥—oi%E ) (P.13-13)
L4 (Web /\'_‘qurd‘.[‘./\7)l 570)

(P.13-15)

o [Web N—ZFEFEF v v =2 = b U OHIER] (P.13-16)

AEEDERTE

# 13-11%. T 74/ bD Web XR—AZBFFEOHFRELX TR L TWET,

Web A—z@BitnE N

= 13-1 F74) D Web R—RZBFEDHE

BHE T4 FEE
AAA Fo4E—T N
RADIUS #—

e« IPT7T FL R o HEZL

» UDP #EiEHR— K e 1812

o F— o fRERL
IEEh X A LT U NOT 7 4/ ME 3600 7
HEEN X A 2T 0 b A RX—=T )

ABEDREICRET HFEFHLEHWEER

o Web N—AFRAEIT AN IZIT OFERE T,

Web/\‘_‘;(muu Lj 77tx T'—}‘fx_ jﬂf /,_.:F__’VC%ET;— Web/\'—xmhu bj\ }\5:/7 ﬂ_\g—}‘\
EtherChannel A > /N R— k| FHEIF¥AFIv 7 T 7 F—=FTEYFR—FEINTWHERA,

Web N—ARFEEHRET DRI, A VX —T =2 A ATT 74NV D ACL 2R ETAHLENRHY £
"3‘ 1/4"?24'/57 T oA AWK LTHR— DM ACL X ET DM, FllbAv¥3IA ¥ —T =
{Z%F LT Cisco IOS ACL ##&% & L £,

ABT 477 ARP ¥ % v v aBF VLB THENTNDELA Y2 A F—T x4 A LEDKRA NI
umfgiﬁho _ﬂQODTX X ARP A vt — /%f aé1;:! L/fotb\f_y) Web /\“—‘Zuuufﬂ%% 0i*ﬁ
HanEdi,

77 v kT, x/r/%@IP%“/wx M7 o X THEREIXT 4 =T VICRESNTWVET,
Web X—AFBIEZFHTHI120F. IPT XA AD T v XU THEER A X —T NWIZTHMENRH Y
9,

| oL-25303-01-J

Catalyst 3750-X/3560-X A vF VI ko7 avI4F¥al—2arv 4 F



F£13FE  Web —BEORE |

W Web R—RBIEDHEE

Web ~N—

AA v F HTTP 4 —_"ZFETT 5121, IP T RLRAZ2DR b 1 DRETILERDY £,
Flo, EHRANIP T RLAZEETHLIICN— MERETIHILELH Y 3, HTTP — %
AARMIHTTP 2 /A v =V EEEFELET,

2Ry TN ZAICHDEEARANTIE, STP FARePOEEICELY , FAR hTT7 497D
BT AHAR— IR EDLS>TLESLELEA. N T 74 v 7 NMEIETAHEMERHY 3, Zhid, v
4% 2 (STP) "R DEEHIT, ARP BELODHCP OEFHNERE SN TV ARWEAICREL
ij‘o

Web N—ZFBFEIL, F U m— RARERAA N RY T —& LT, VLANFID Y T2 YR —-FLT
WEE A,

IPV6 ]\374 77& Ol/\fi Web’\ xwun i"j_ﬂ—:}_ ]‘éﬂ(b\i“@.—/\/

Web R—ZAFIEB L Oy N —7 =V 778X bARrY (NEAT) X, FAEICHHA T,
A X —T x4 AT NEAT "4 F—T VDA, Web X—RFFEEHHTET, /¥ —7 =
A A T Web R—AFIENETINTWAEHEAEIE. NEAT #fifH & £H A,

RBED/EA AR VAR B

FRAFL— b A v B —T =2 A ZADF%E] (P.13-10)

TAAA GRAEDFRE] (P.13-11)

[AA v F 8L RADIUS H— S Oi@EE O E] (P.13-11)
THTTP ¥— 0% iE ] (P.13-13)

[Web X—AFRGERNT A —X O E] (P.13-15)

[Web _—ZBFEx ¥ v =2 = U OHIER) (P.13-16)

PEEL—ILEA U E—T A4 ADEE

b & A
ATFvT 2

ATFv7 3
ATv7 4
ATvT 5
ATv7 6
ARTYF T
ATv7 8
AFv7 9

avy R

E]:y

ip admission name name proxy http Web N— ZARFECHEH SN DB — LV ERELET,

interface type slot/port Ao B—T oA A ALy T 4FXalb—ar T— ReBBL, Web

NR=ADRBFEDT=DIZA X =T NVIZENDIATTVA Y 2 Fl2iT LA
Y3IA T — 7:4’7\%’&?‘6%“1/??‘0

type (21X, fastethernet, gigabit ethernet. %713
tengigabitethernet Z i E TX £,

ip access-group name F7 4V M ACL ZHHLET,

ip admission name RESNTA v —T oA AT Web X—RFiFEFHELET,
exit av 74 F¥al—vary E—RICEY ET,

ip device tracking IPTNAA NI X T T—T N F—T M LET,
end Rt EXEC £— RIZR D 77,

show ip admission configuration a7 4 X2l —arERRLET,

copy running-config startup-config (EE) a7 4FXalb—ay 77 A VIR EXZRIEFELET,

U

-

(SN

Fast Ethernet 7" — k 5/1 T Web N— AR5 &2 A4 R — 7 M T 5012 R LET,

Switch (config)# ip admission name webauthl proxy http
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Switch (config)# interface fastethernet 5/1
Switch (config-if)# ip admission webauthl
Switch (config-if)# exit

Switch (config)# ip device tracking

W, RECHRT D02 LET,

Switch# show ip admission configuration
Authentication Proxy Banner not configured
Authentication global cache time is 60 minutes
Authentication global absolute time is 0 minutes
Authentication global init state time is 2 minutes
Authentication Proxy Watch-list is disabled

Authentication Proxy Rule Configuration
Auth-proxy name webauthl
http list not specified inactivity-time 60 minutes

Authentication Proxy Auditing is disabled
Max Login attempts per user is 5

AAA BEREDERE

avwv R B#

2Fv7 1 aaanew-model AAA BfER A X —T7 VT LET,

ATwF 2 aaaauthentication login default group |z 7 ¢ U HEOZIEHEOY A M EEFHELE,

{tacacs+ | radius}

A7w7 3 aaaauthorization auth-proxy default |Web ~— 2 OZRIETHEHA SN D BRILHED Y A b E2ER L ET,
group {facacs+ | radius}

AT9F 4 tacacs-server host {/hostname | AAA V—EEELET, RADIUS H— N2>

ip_address) F 3 LU RADIUS H— o oE) (P13-11) 22 1L T<

=X W),

ATwF 5 tacacs-server key {key-data} Z 4 v F L TACACS +— OB EAESND

ERELET,

RFv7 6 copy running-config startup-config (EE) = 74FXalb—vay 77 A VIHRE

WOFITIE, AAA A X—TNVIT 25 EETRLET,

Switch (config) # aaa new-model
Switch (config) # aaa authentication login default group tacacs+
Switch (config)# aaa authorization auth-proxy default group tacacs+

AA v FE &V RADIUS Y —/\[EDREDETE

RADIUS % = U7 ¢ —OiBERITK O LB TT,
o KA
e RALDIPT FLXA
o KA NHELFEED UDP K— &=
e IP7 RLARLEED UDP RN— hE5
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W Web R—RBIEDHEE

IP7 FL 2k UDP R— FBEDOMAGDLRIZL T, —ED ID MEH SN, Y—"DFR—IP 7 N L

FizH A Hi% 0 UDP A — MMZ RADIUS ZRZHXEEFETEDH L5170 £9, AL RADIUS #— Lk
DRI D2OOFA R T FUVIZRAIEY—E R (72 ZITFRFE) 22X ELESGAE. 2 BEDIIRESINE
AN ZV VIR, BROICEEESNTZFAN N IDT 2 — b —R— RNy 77 v LTEMEL
F9, RADIUS AR b = M UL, BWE LA > GEIRSNET,

RADIUS #— 3 /85 2 —Z ZRET D FINEIL, kDO LY TT,

avw vk B

AF7w7 1 ipradius source-interface RADIUS /X7 v I3, fERENTA VA —T oA ADIP T FL &
interface_name EROZEERELET,

ATwF 2 radius-server host {hostname | JE— K RADIUS H— N HKRA FNDKRA NLEITIP 7 FL A%
ip-address} test username username ELET,

test username username 1%, RADIUS — O HE T X b &
ARX—TNZT DA T v a T, 8E ST username 13H 72
I—FHTHLILEEHY A,

key 4+ 7> a3 if, AA vF & RADIUS — O CEHAIND
RAEE W ¥ —2ELET,

## > RADIUS —_E2HEHT 521X, ZNENOH—"TZ D
a<wr FEATLTLLIEEN,

ATwv 7 3 radius-server key string RADIUS ¥ — 2 ETEIfET 5 A A vF & RADIUS 5 —F DO/ T

1%% é?hfé i1 uiEioJZU\H %‘?\'“ﬂé.}ﬁ&/ﬁ; Li‘j_o

25w 7 4 radius-server vsa send authentication |[RADIUS #— 726D ACL D& o0 — R&E A4 X—7c LE

9, ZOFEREIL. Cisco I0S Release 12.2(50)SG THA— b & T

WET,
AFv 7 5 radius-server dead-criteria tries RADIUS +—NIZEEEINTZA v =V ~DIREN WIS,
num-tries DYV —=RNRIET VT 4T ThHDHERRTETOREREEZHEELE

T, FBETE D num-tries DHFPHIL 1 ~ 100 T,

>
)

RADIUS $r— R 2= 2FET HHE1E. RORIZEEL TSN,
o Bloa~r KT A4 0T, key string ZH8ELE T,

o key string \Zi%, AA »F & RADIUS — X ECEIET 5 RADIUS 7 —F > & OB THEHAT 558
FEXF—B LU S{b¥—%2 4 ELE T, key (3XFFITHY . RADIUS — NTHEH I TV DHE
Flh¥—L —HTDH2HERDHY ET,

. keystrmg %’f?aﬂiﬁ”é%m\ F—OHH, BLXORKRBIZAX—2RZFHLET, F—ICAX—2%
AT 25EE. SRR F—0—H% ’C&)‘é BxERE, BIA/FTEF 2B E RV T EE N,
F—IX RADIUS T TERT A L*ﬁbfb‘éﬂ\gﬁ\i%@ijﬂo

e TRTD RADIUS = DONT, A LT UM, FBEEEE, BLOKEX—fHEZ 2 — L
IZEXET 5 I1Z1E, radius-server host 7“D—/</1/ aryZ4Xal—varyavry ReEHALET,
_h%®21'7 a rEY—NHEATHET HIZE, radius-server timeout, radius-server
transmit, 35 LU radius-server key 7 D~/\/1/ Ay 74X alb—vary avwry RefHALET,
FEMIC 2T, [Cisco 10S Security Configuration Guide, Release 12.4)] % X O [Cisco I0S
Security Command Reference, Release 12.4)] 2L T 72 &0,

RADIUS $—/3TClL, AA /%IPTI\“I/Z P—=NEZX A v FTHA SN D key string, BLY
Downloadable ACL (DACL; # 7> u— RAa[fE72 ACL) 72 EPOREEITHIMLERNH Y 4, FEMo
WTIE, RADIUS r—RDO~==27 /L EZ L TV,
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WOHTIL, AA »FTRADIUS =N RTRXA—HERETDHHIEEZRLET,

Switch(config)# ip radius source-interface V1an80

Switch (config)# radius-server host 172.120.39.46 test username userl
Switch (config)# radius-server key radl23

Switch(config)# radius-server dead-criteria tries 2

HTTP ¥ —/ O

Web X—ABFEEHFEHT HI12E. A4 v F CTHTTP =& A X—T VI TBHZLERBLD FT, 20D
B — T HTTP F 72135 HTTPS W IZ DWW TA R —T NI TEE T,

avwyU kR B

ATwv7F 1 ip http server HTTP ¥ — %A F—T7/LIZ L £9, Web _— RZBFFHAE

HTTP —R&ZEH L THRA ME@BEL, 22— %Mﬁ%ﬁw T,

AFwF 2 ip http secure-server HTTPS %A X —7 MZLET,

HAR LFBFHET B XY Web =TV ERET D0, KAIn T/ A DV XA 17 a URL ZHELET,

ip http secure-secure =~ > RE AS)L7c L &2, EF¥ 2 TERAENHEEITOND L 5123 2121
2 —HFN HITP BERZEEFLEHETH, v/ A4y X—=EFuT HTTPS (% =7 HTTP) ik
LEolCLET,

i qul:7B%"/Webf\*—‘/@7J}<&7/|’7<
o JRKhn /A NI dT AU XA L3 URL DIRE

BEETOFS Web R—DDHRETA X

Web ~— 2 OFRFEH 14/%®77¢A¢IHML«~VTi&< 0 HTML _— YRz —
‘H_uﬁﬂ#éhéij Web IJALIJ Eﬁﬁ“(%i'@“

AL LRFET B X Web X—VOEHZRET DT, £, WAFXLHIML 77 A V&AL v F
D7TF a2 AEFVIREEL, RKiIZu— L a7 4 FXal—ay F—RTCIDOXATHZETL
7,

avv kR B&
RX7v 7 1 ip admission proxy http login pagefile |2 v FDORAEY 77 4L VAT LT, STHNL ORI A
device:login-filename NR=UOMRbVIZERENE I AZ A5 HIML 7 7 A VOFTERM %

HBELET, device: 137 T v a2 AFU T,

AFwF 2 ip admission proxy http success page |57 4L FDO T F A VRIS — ORI SHD B AL LD

file device:success-filename HTML 7 7 A VOFITE#M A E L E T,

A7v7 3 ip admission proxy http failure page |77 4L Do A LERAS—YORDYICHASND I AZ LD
file device:fail-filename HTML 7 7 A VOFF{EHZIEE L E T,

AT79 7 4 ip admission proxy http login expired |F 7 4L kD1 /A VHIREGNS— SO0 I SRS B A X
page file device:expired-filename LD HTML 7 7 A VOPFHEHLZ F87E L £,
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Catalyst 3750-X/3560-X A vF VI ko7 avI4F¥al—2arv 4 F



F£13FE  Web —BEORE |

W Web R—RBIEDHEE

NAZ A RSNIERIET B F 2 Web R— VA RET HEICIT, ROEEFHICHE ST LIV,

HAHZ D Web R—UHRER A F— T AT BT, W AF L HIML 77 A V& 4 4 _XTHEEL
F9, BELET 7 A VOEN 4 BREOHE, WEFT 74/ 8 HTML X—U R EA SN E T,

NS 4O HIML 77 A WE, AA v FD T Ty a AERYRNICEELRTNIERY ¥ A,
% HTML 7 7 A VO &KV A X% § KB TY,

HABZN 2= DA A—DITT_T, T2/ EAAEIE HTTP — N FICEE LR T ER D F
Hh, £ ¥ =7+ ACLIZ, BEHA—LNTRELET,

HAE L R=TU NN 73T T, FEHAL—ILNTOAS ¥ —% 7 ~ ACL ORE % LH
ELET,

FH7e DNS =7 78 2351203, AV 7 72034 A — DI ERAL R T, &P
N—IVNIZA v Z—% 7 h ACL 2R ETHLERH Y 7,

T3 A S 2 Web _R—UBBEEN A X — T IVIZERTE SN TV DA 3% 7E S 7z auth-proxy-banner (/i
HIhEH®A,

I AZ I Web X—UHEREN A R— T VICRESNTWDOEHA, 074 VORINIHT Y 44 b
7 a» URL ZEHTEEEA,

HARL T 7 ANDIEELRMRET HICIE, Z0a<wr Fono BERXEZHEHLET,

AAZ L AT A XR=UFNRNT Vw7 Web 74— L THDHID, ZOX—VIZONTIE, ROTEH
HIZHE-> T &,

QA T —Ahi, 22— B2 —PL LA T— FOANEZZIF T, 25 % uname B
X0 pwd & L TRTHERSHY 7,

HABZ LT Ay RXR=VE, X=T XA LT T B LESNEAART— R, LEXEEDOIEZ
E. Web 74— LT DRAN TT3I7T 4 AR VERNHY 7,

WOBITIE, AAZLRBFET B XY Web X—UZ2RET D HEEZRLET,

Switch
Switch
Switch
Switch

config)# ip admission proxy http login page file flash:login.htm

)# ip admission proxy http success page file flash:success.htm

)# ip admission proxy http fail page file flash:fail.htm

)# ip admission proxy http login expired page flash flash:expired.htm

config
config
config

WOBITIL, AAZLRFET B X2 Web X—VORELMHRT 2 HEEZRLET,

Switch# show ip admission configuration
Authentication proxy webpage

Login page : flash:login.htm
Success page : flash:success.htm
Fail Page : flash:fail.htm
Login expired Page : flash:expired.htm

Authentication global cache time is 60 minutes
Authentication global absolute time is 0 minutes
Authentication global init state time is 2 minutes
Authentication Proxy Session ratelimit is 100
Authentication Proxy Watch-list is disabled
Authentication Proxy Auditing is disabled

Max Login attempts per user is 5

[l Catalyst 3750-X/3560-X R4 v F Y7 b9 z7 av714¥al—av i1 F

0L-25303-01-J |



| £13 % Web A—RBHDHE

Web A—z@BitnE N

mohnd4 oIz dd) 5410932 URL DIEE

FORETRIT . WEBZ HTML N— Y 2 RAICE S A, =2—F DV 2 A L7 el 2% URL ZRE
R :}:7%“6‘%179%0

avyFk B
ip admission proxy http success TI7AN IO T A U= ORI, 2=V XA L
redirect url-string Nl 7ed URL #HE L £,

v A NKHT DY XA L7 v ay URL ZRET %A, ROEEFHIIHE-> T LIV,

o NAXALFIET BFXT Web R—TUREEENRA R—T NVICHEINTWDIEE, VXA LT ay
URL HEEIXT 4 Z—7 &, CLI TIIfERCT&E FHA, VEA LIV aid, WAZ L 0T
A VR R— T TCEITTEET,

o VXA L7 ay URL BEENRA R—T IR ESN TV A HE, iE S 72 auth-proxy-banner
RS EE A,

e VX AL J v arURL OEEEMRTDLICIE. Zoa~vr Ko ne BXEHEHLET,
WOFITIE, RYILi=a /A i+ 50441273 a3 URL #RETHHEEZRLET,

Switch (config)# ip admission proxy http success redirect www.cisco.com

WOFITIE, B Licn 7 A4 kT2 X417 v ar URL 2R T2 HFiEE R LET,

Switch# show ip admission configuration

Authentication Proxy Banner not configured

Customizable Authentication Proxy webpage not configured
HTTP Authentication success redirect to URL: http://www.cisco.com
Authentication global cache time is 60 minutes
Authentication global absolute time is 0 minutes
Authentication global init state time is 2 minutes
Authentication Proxy Watch-list is disabled
Authentication Proxy Max HTTP process is 7
Authentication Proxy Auditing is disabled

Max Login attempts per user is 5

Web X—REBEE/NT A — 2 DERTE

KcEm 74 TRBORKEZZRE L £T, RELZRITEER ZOEZBAE. 7747
YN, vy F VA MCHESONLET,

avwv R B#

2797 1 ip admission max-login-attempts RKIgCTEDar7 4 RITOREREEHELET, HETE HHA
number 11 ~ 2147483647 5l TH, T 74V FME 5 TY,

A7y 2 end FiHE EXEC £— RICREY 7,

RX7v 7 3 show ip admission configuration IO R TELAFRLET,

ATvF 4 show ip admission cache I R DOY A NERFLET,

ATwZ 5 copy running-config startup-config ULE) =2v 74 Fal—ay Z7ANMICHRESRITELET,

ROBITIE, Kiw 7 AT ORKEEZ 10 ICRET 2 HiEEZ R LET,

Switch(config)# ip admission max-login-attempts 10

Catalyst 3750-X/3560-X R/ vF Y I b7 avI4F¥al—>a> A4 F
[ oL-25303-01-J



F£13FE  Web —BEORE |

W Web R—RBIEDHEE

Web S25EO0—AHJL /\F—DRE

Web FIENBEINTWVWA AL v FIca—H )L NpF—5RET AL, B EXEC £— F RO FIE

ZFITLET,

avyk

=]y

ATvF 1 configure terminal

sa— ) ar74X¥alb—yay ET— FEBEHBLET,

RX7wv7 2 ip admission auth-proxy-banner http
[banner-text | file-path]

a— ) NF— A RX—T NI LET,

(EE) Cbanner-text C EANFTLT, BAF L ANF—ZERKLET,
Z 2T, CIEREY g, F23nRF—icErshd 7740 (f) -
na, FRETXAN T rAN) BRT T 7 AN NRATT,

2Fv 7 3 end

FiHE EXEC £— RIZR D 77,

ATv7F 4 copy running-config startup-config

BB av74FXalb—3ay 77 A NVIBREERHRTFLET,

WOFEITIE, My Switch] E\WHIHAX N A vE—URERENTWDIO—H)L NF—2RETDH

LEaRLET,
Switch (config) configure terminal
Switch (config aaa new-model

Switch(config) end

( )
( ) #

Switch (config)# aaa ip auth-proxy auth-proxy-banner C My Switch C
( )

ip auth-proxy auth-proxy-banner =~ > ROFEHIZ >V TiE, Cisco.com @ [Cisco 10S Security
Command Referencel] @ TAuthentication Proxy Commands] £ L T 723,

Web A—R@BEEF ¥y >a TV

k1 DHEIRR

avy kR B
clear ip auth-proxy cache {* | hostip |Delete RIAFF x> = MU FHIBRLET, Sy vz =2 kY
address} TRTEEIRT DI, TAZ VA E2FERLES, oL R

Fox= b Y ZHIERY D12id, BERRIP 7 FL 22 AT LET,

clear ip admission cache {*| host ip
address}

Delete fBRE7m ¥ = MY ZHIBRLET, ¥y v o = R
TRTEHIRT A0, TAZ VA7 &2FEHLET, Yo7 KA
Foxy b EHIBRT A2, BENRIP T RLRAEZ AN LET,

WIZ, IP 7 R LR 209.165.201.1 27 T4 7T > MZxtT 5 Web X—RBGEtE > & 3 VA HIBRT 6%

R~LET,

Switch# clear ip auth-proxy cache 209.165.201.1
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Web X—X nn?.\n.l.—tx_r 9 Xa)ﬁ_ﬁ

TRCDOAS H =T = A A, FRERHEDOR— MIKT 2D Web X—RDOFBIERE L FE T D FIEIT

WD LY TT,
avwy R B
XFv7 1 show authentication sessions Web _X— 2R EZEZERLE T,

[interface ype slot/por] type (Z1%. fastethernet, gigabitethernet, ¥ 721 tengigabitethernet

ZEETEET,

UEE) BEDA 2 —T =2 A RTHT 5 Web N— AFRGERHKE & £
T HITIL, F—TU— K interface 2 L £,

Wiz, 7 a—3)u7 Web R—RBIAFD AT — X AT 2 FKRkT 50 2R LET,

Switch# show authentication sessions

WIZ, ¥HEY b A F—=T A A 327126 F 2D Web X—ZDOFBIERTEFR AT HHE R LET,

Switch# show authentication sessions interface gigabitethernet 3/27

Catalyst 3750-X/3560-X R/ vF Y I b7 avI4F¥al—>a> A4 F
[ oL-25303-01-J .m



F£13FE  Web —BEORE |

W Web A—RBIERATF—2 ADET

Catalyst 3750-X/3560-X R/ v F YI b7 avF4F¥al—>av Hq4F
m. 0L-25303-01-J |



	Web ベース認証の設定
	Web ベース認証の概要
	デバイスの役割
	ホストの検出
	セッションの作成
	認証プロセス
	ローカル Web 認証バナー
	Web 認証カスタマイズ可能な Web ページ
	注意事項

	その他の機能と Web ベース認証の相互作用
	ポート セキュリティ
	LAN ポート IP
	ゲートウェイ IP
	ACL
	コンテキストベース アクセス コントロール
	802.1x 認証
	EtherChannel


	Web ベース認証の設定
	デフォルトの Web ベース認証の設定
	Web ベース認証の設定に関する注意事項と制約事項
	Web ベース認証の設定タスク リスト
	認証ルールとインターフェイスの設定
	AAA 認証の設定
	スイッチおよび RADIUS サーバ間の通信の設定
	HTTP サーバの設定
	認証プロキシ Web ページのカスタマイズ
	成功ログインに対するリダイレクション URL の指定

	Web ベース認証パラメータの設定
	Web 認証ローカル バナーの設定
	Web ベース認証キャッシュ エントリの削除

	Web ベース認証ステータスの表示


