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TR LET,

o source \ZlX, ala=7 4 APV T EFEHLCZ—Y = b
W7 7 EATEL SNMP v X —V¥DIP 7 RLAZANLE
‘é—o

o (f£E) source-wildcard (213, source [Z@MH SN U ALK
H—FREY 2Ry M2 10 EXRFTTANLET, EHI S
By MIBEIZIZ 1 #RELET,

T7®A UANDOKREIZIE, TRXTUCHT DHEROBE AT — K 2

VRN EICFEETAZ LICEE L TLEE N,

RT7Fv7 4 end Kt EXEC £— FIZERED £,
AFw7 5 show running-config REEMERLET,

ATvF 6 copy running-config startup-config (B av74Fal—vary 774 VICREERELET,

~
GE) SNMP a3a=FA4DT /7 ERAEZF 4 =TT B0, F0a3a=FsDaIa=F1 ALY
VI EXNV AN UTICRELET (2a=7 4 ANV UTITEEATILZNTLZEN),

Catalyst 3750-X/3560-X R/ vF Y I b7 avI4F¥al—>a> A4 F
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FEDaIIa=74 AN T ZHIRT 521X, no snmp-server community string 7 12— 3L 3
T4 X¥al—vgy avwy REFERLET,

WIZ, A MU 7 comaccess % SNMP |[ZE| D B CCHAWMVBFEHT 78 AEZHFAT L. IPT 78X U R
FAWRZDaIa=T 4 AN U ITEHERALTAL Y FOSNMP =—V = MIT 7 EATES5 L)
WHRETHHIZRLET,

Switch (config)# snmp-server community comaccess ro 4

SNMP J)L—T 8 & UV1—FDEE

A v FDOa—HNEIZYE—F SNMP — R =P a2RTiHN4L (=P ID) 2EETEE
9, SNMP = —#% SNMP ' =—{Zl~ v B> 735, SNMP —N J U —7%REL, Fifla—3%
SNMP 7' /L —F|ZEIMTE £,

AA v F ETSNMP #i%ET DITI1%, ¥ EXEC E— R CIROFIEZFEITLET,

avwU R B#
ATv7 1 configure terminal Jua—s L ar7 4 Fal—var - RefBLET,
ATwv7 2 snmp-server enginelD {local SNMP oua—h) at’—%£~ 1T VE—h a—0OLARIEZRELE
engineid-string | remote ip-address 4,

[udp-port port-number]

» engineid-string 1X. SNMP ® 2 ¥ —£& #{EET 5 24 LT ID

engineid-string} 2 PMUL T, BEPOREENSEBAIL. 24 TEOT LY

YID I ARTZEETHLEITHY T A, EE@“M) I, =
YV ID @9 b DORNHE AT E RO TZES 120 T,
7= & %1%, 123400000000000000000000 & b‘ >z ID &
RET D84 . snmp-server enginelD local 1234 ® X 512 A
NTEET,

e remote ZHE L7ZHA. SNMP O U E— | a—RNENNT
WD T NA AD ip-address ZHEE L. AEETYE—F 734 X
O UDP R—FZfRELET, 77 4/L MEIX 162 TT,
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avwy kR

B&

X797 3 snmp-server group groupname {vl |
v2c¢ | v3 {auth | noauth | priv}} [read
readview] [write writeview] [notify
notifyview] [access access-list]

UE— b T3 ZIZH B SNMP 7 v —T" %R ELET,
o groupname \Z1X, N —TEEELET,
s EXaVT g4 ETAEBELET,
— v, Bb LoVt x2 U T 4 EFALTY,
— V2 iE, 2EFEDICLREMEDOBERNE XY T 4 ETALTT,
EAED 2 EOIRTHBRB L OB ZEETEET,
— ROLLERR VI DA, BIEL L ERIRT DZLERSH D
£,
auth : MD5 B3 L OV SHA 1T X 237 v RERRENFRIRETT,

noauth : noAuthNoPriv tWH X2V F 4 L&A
F—=T N LET, F—U—FEHELENTHE.
NINT 7 v hTY,

priv : DES (2L 537 » b B Z A F—T7 M2 LET
(privacy & TN ET),

o (£E) read readview & &t HiZ, =T—V 2 FONEEFKRT
XA 2 —DLHIEET AN T (64 XLFLT) ZASLE
7

o ({EE) write writeview L bz, T—FE AL, =— V=
VINONBEERFTEDLE 2—DARTIEERT A MY 7 (64
FLF) AN LET,

e ({£FE) notify notifyview & & bz, @, HH., TR T >
TEEET DO 2 —DARIERT AN T (64 LFLLF) %
ATLET,

o (fEE) access access-list £ & BT, T7EA UARMLDOA b
Vo7 (64 XFLLT) # A LET,

| oL-25303-01-J
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B&

X797 4 snmp-server user username groupname
{remote %rost [udp-port port]} {vl
[access access-list] | v2¢ [access
access-list] | v3 [encrypted] [access
access-list] [auth {md5 | sha}
auth-password]} [priv {des | 3des | aes
{128 | 192 | 256} } priv-password]

SNMP 7 /b —7ZxF L THil 2 —F 28 L £,

o username L, T—V =V MNIERHTEHHRA N EO2—F4T
‘d—o

o groupname |I. T—WFRRISAHT BN D 7NV —T DARITT,

e remote Z AL T, =—¥»FEg+2UE— bk SNMP =
TATABIO®EOZ T 4T 4 DFAMLEIZIP 7T KL
2L LHic, FETUDP A— " EZEZRELET, T 74
MEIX 162 T,

e SNMP R"—T =z »FHE (vl, v2e¢, F7iEv3) AN LET,
V3 ZANTHHAE, ROAT v a v zBINLET,

— encrypted (X, SAT— REFELIFXNTRRTH LI
BELET, 2OF—U—FiE, v3F—U—RFREIN
TWAHEORERFEETT,

— auth IZFEFEL VR EE » ¥ a3 » T, HMAC-MD5-96
(md5) F 721X HMAC-SHA-96 (sha) #EE L ~/L % {f
TEFET, AU —FR R MY 7 aquth-password (64 L5
PITF) BNuETd,

V3IZANT2L, TIA4X=1 (priv) BEE(LT7 LT Y XLk
FORAT— K 2 Y 7 priv-password (64 SCTLLT) %%
ETEET,

— priv i%. User-based Security Model (USM) #4#5E L %
T
— des!E, 56 B F DES 7Y XADFEHEHEELET,

— 3des (%, 168 ' N DES 7T U X ADMHEHEZE L E
‘d—o

— aes ¥, DES 7 VIV XADEHEREELET, 128 By
FEFEAE, 192 By REEBAL, F£7213 256 B REEBALD
WTFNNEERIRTOILERNH D £,

o (£E) access access-list £ & HIiZ, 778 A URARLDA b

Vo7 (64 XFLLT) # A LET,

XFv7 5 end

¥4 EXEC £— FIZREY £,

AFv7 6 show running-config

BE % AR LT

() auth | noauth | priv & — Fg%ECBI9 %5 SNMPv3 Fi#l % %
RT3 BI2IX, show snmp user EXEC =2~ K& A3 54
BERH Y FT,

ARTwF 7 copy running-config startup-config

UEE) 2v 74 Fal—ay Z7ANVICRESHRITELET,
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0L-25303-01-J |



| £35% SNMP O®E

sNvP o H

SNMP B DE&E

& 35-5

NIy 7 =X —=UxiE, FTyTEZELTURTZERAT— a2 TY, My 71X, FEDA
R MBRELEEEIZAL v TFPRERTDIVAT LT T— T, 74V TR, bIvT <
F—=TUXIEEBRESINT., T v TIEEEFEENEEA, Z D Cisco I0S Release BEEH L TWDH AL v F
T, N7y v =Yy EEAIRICERECTE ET,

av U X Traps LWV OV — REFERATLIa~r RIESHEHV 3, N7 v 7 ERIRFEREZ RN
LA TvarRawy RIZRWRY, ¥—TU—Ftraps i 7 v 7, EROVWT N, 72IXT O
% LET, snmp-server host 7 u—/ )L a7 4 Falb—v gy avry NEfHLT, M T y7F
7ol fE# e LT SNMP il 2 6 E T2 MM E I D ERELET,

#3551, YAR=FENTWDHARAS vF +F7 v 7 (BHMEAT) ZRLET, ZTRO6D T v TO—
WMELFTETEZARX—TMICILT, ZREXETLI2EOC I Iy T 2= Uy 2RETEET,

ALY FOEHS AT

S

BHEA TDF—7—

B8

bgp A== —brvxA Fabar (BGP) RELE N v T EARLET, ZOFT T a ViF,
IPV—ER 7 4—F % £y "L FX—T Mo TV DEHBAICETHERATEET,

bridge Spanning-Tree Protocol (STP; A/8=> 2 Y J— Fu h=ajiL) 77U v MIB T v 7F&AERLE
‘é—o

cluster I ITABLBENERINTGAIL., VT v T EBAERLET,

config SNMP R ENEE INTZHEIC, Ty T E2AERLET,

copy-config

SNMP a2 B —RENEELESNIZHEIT, M T v T aAEMLET,

cpu threshold

CPUICBHE L T v T2 A F—T NI LET,

entity SNMP =27 4 T4 NEBSNHEIC, VT v TE2AERLET,

envmon BEEE=4 Ty TEAERLEY, 77 (fan). ¥+ v h& 7 (shutdown), AT —4 =%
(status). EJH (supply). IRFE (temperature) OEREE N7 v 7 OWNTNNEIZILT R TEA F—
T TEET,

flash SNMP FLASH @A ZER LET, A vF AZ v 7 TE, A7 ar & LT, 77 v 2Bl
EFHIBRICET DI E A R =TI TEET, ZOLICTDE AX v TIpbAL v F&Hl
B2, EREAY v TIZAL v T EZEBMULIERAIC WEZ2BRVA L, BROA T /4,
FLFV r—FROGAEID), FT v TRRITINET,

fru-ctrl =7 47 « Field Replaceable Unit (FRU; BlI5A#av[fE = N) #I# N7 v 724 L ET,
AA 9 F AZ I TE, ZOIF Yy TIEARAZ Y TICBITF DAL v T OMA/BRON L EEWRLE
¥

hsrp Hot Standby Router Protocol (HSRP; &K N A X /N1 JLb—& T hajn) BEEINZGAIT.,
N7y T EERLET,

ipmulticast IP~ATFHFXY A N—T A IPERINIZHEIC, P Ty TPEERLET,

mac-notification

MAC 7 RLZBED ~F > FE2ERKRLET,

msdp

Multicast Source Discovery Protocol (MSDP) MZEE S NZHAEIC, M7 v T EAEMLET,

ospf

Open Shortest Path First (OSPF) AAE I n-HHIC, NIy TE2ERLET, Y AalEf, =
FT—=. VI AT =K 7T RAZA X L— MR, FEE. A7 — MEICHATL T v 7% T
BICA RX—=T VT TEET,
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& 35-5 AL YFDEHEAT @EE)
BHAATOXF—7—
F B
pim Protocol-Independent Multicast (PIM) AT INHEIC, T v 7E2ER L ET, )k PIM

Ay —V FAR—ZEE, BLOIF o T7—FRAF RP) vy B 7OEFEICHTL NI
TEAERIIA R—T I TEET,

port-security

SNMP R—h %2074 b o7 2EMLET, 1 BHZVORRKIN T v THELRETEE
T, FEETX 28T 0~ 1000 T, 74/ MIOBT, L— MIEAZRWE WD EIETT,

GE)  @EZ A 7 port-security ZfFEHLCFT v 7EZHRETHEIC, FTHR—F EX=2UT~4
Moo T HRELT, WU TFTOR—F EX2V7 4 F7v 7 L—FERELET,
e snmp-server enable traps port-security

e snmp-server enable traps port-security trap-rate rate

rtr

SNMP Response Time Reporter (RTR) @ b7 v 7% AER L ET,

snmp

FRRE, I— VR RE—h, U —ARE—F VT Ty FFVT XTI ONT,
SNMP % A 7@MD b7 v T EAERLET,

storm-control

SNMP 2 k— Al T v 7B LET, | \&thﬂ)ﬁﬁjﬁ]\7/7pf% RETEET, R
ETE DHPAIE 0~ 1000 TF, 774/ MIOICHESNTOET (IR LoKRETIE, 4L
TEICF Ty TN EESET),

stpx SNMP STP #LiE MIB b7 v 7% AEK L ET,
syslog SNMP @ Syslog ~ 7 > 7 &4k L E7,
tty TCP ##iD b7 v TR AR LET, ZO LT v TNE T 74NV FTA X =T VIR ESNLTNE

7

vlan-membership

SNMP VLAN A v Ry TRERINTZHEIC, VT o7 E2ERLET,

vlancreate SNMP VLAN {Efk 7 v 7 & AR L ET,
vlandelete SNMP VLAN HIfg s 7 > 7 &2 AR L £7,
vtp VLAN Trunking Protocol (VIP; VLAN T > %> 7 7u haj) NEEINEZHAIC, b Ty

T LET,

GE)

fru-ctrl, insertion, B X removal ¥ —7 — KX, a~ U RIAL DO~V T AR U 7IZRRIN
iﬁ‘ﬁ Catalyst 3560-X AA v FTEIHAR— b ENTWEHEA, SNMP [FHRBHOEFEE A F—T L

{29 5 I21%, snmp-server enable traps 72— 3L 227 4 ¥ a2 b—3 g a~ K& snmp-server
host host-addr informs 70— 3L a2 7 4 ¥ al— gy a<wy REflBEbETHEMALET,

# 355 R TRAY A T HZET HITIE, FFEDARA MIxt LT snmp-server host 7 = —/ L 22
T4 F¥al—vary avwr REEITLET,
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RAMIZN 7 v TERITEREEET DI AL v FERET HITIT. F## EXEC E— FTKROF

IE%& AT L ET,
avyk B
ATv7F 1 configure terminal Jua—/N) ary7 4 FXalb—vary E—RRERHBELET,
X797 2 snmp-server enginelD remote JEe—h AAXA MO ID 2EEELET,

ip-address engineid-string

RTvF 3  snmp-server user username groupname | A7 v 72 TEHRELEZY ET— bk KA b EMEIT D SNMP = —
{remote host [udp-port port]} {vl mELET,

[access qccess—lzst] | v2¢ [access GE) T RLAICSET DY e b PR ET 20T, T
access-list] | v3 [encrypted] [access JE— R RRA FOTL UL ID ARE L TH< LERD D E
access-list] [auth {mdS5 | sha} F COESIILANE. TI— X b UNER S
auth-password]} vy FAEFSNEE A,

ATv7F 4 snmp-server group groupname {vl | SNMP /' V—7%ELET,
v2c | v3 {auth | noauth | priv}} [read
readview] [write writeview] [notify
notifyview] [access access-list]

27w 7 5 snmp-server host host-addr SNMP + 7 v ZEIEDZEMERE L 7,

fauth [ monath priv}] ||+ osaddr €13, 6% (R BAZE00 oS
u p \/57—7\/}7m/x%? ”Ebiﬁ“o

community-string [notification-type]
o ({£FE) SNMP ik 2 MZEfF T 221k, informs %15
LET,

e (f£&) SNMP + 7 v 7&K A MIEET HITiE, traps (5
THNE) BREELET,

e ({EE) SNMP version (1, 2¢. F721x3) Z#HRELET,
SNMPv1 /% informs Z¥%HR—F L TWEREA,

o (ER) N—=var 3054, WALVl LT auth,
noauth, F721% priv 3R L £,

e community-string \Z1%, version 1 % 721X version 2¢ 2N fi/E &
NTWHEE, BREETEESND, NAU— FIZEEIL
aIz=74 ANV T HEATILET, version 3 BIEE I
TWAEA,. SNMPV3 =2—V 4 %2 A LET,

GE) =2v7X¥2MEBREXULIF @RBEEALEST, 20
v RORERIZSNMP 2 2=7 1 AFNJ T DO—f
ElT@RRsaALRnTIZEN,

o (LR notification-type \Z1%, # 35-5 (P.35-13) Cid#lish
TVWLF—U—Ra2HLET, A T7BEESHL TRV
B, TRTOMANEEINLET,

Catalyst 3750-X/3560-X R/ vF Y I b7 avI4F¥al—>a> A4 F
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avy kR

B&

RX7v7 6 snmp-server enable traps
notification-types

AL v FRNNT vy TERIIEREZEFETELLIICL, FMETDE
HMOEATHIBELET, WAL A TOFEIZONTE, £ 35-5
(P.35-13) #&MB7 57>, snmp-server enable traps 2 & AJ1L T
<&,

BHORNT T AT oA F—TNIT DL, VT T ZAT
Z & IZ snmp-server enable traps =~ > K& HBIC A )T 5 M EN
HYET,

GE) & %IJ5’4’7° port-security Z{EFA LT KT v 7 EZRET D
VEFTHR—-—bEF2IT 4 T TEREL T, RITL
r@f~ktﬂm)74 F7v 7 L—bhERELET,

e snmp-server enable traps port-security

e snmp-server enable traps port-security trap-rate rate

ATwvF 7 snmp-server trap-source interface-id

EE) BETXA v —T =24 AEEELET, TIb T v T
AvE—VIIZRIETDIP 7 RLARRSINET, HHROXET
IP7RLZAY, Zoavy RTEELET,

ATwv7 8 snmp-server queue-length length

(EE) FF Ty T RAMDAYE—V Fa2a—KEHELET, 1§
ETE 58PHIE 1 ~ 1000 T, 74/ I 10 TY,

2797 9 snmp-server trap-timeout seconds

(EE) Py 7 Ayvb—VaREETIMRRERELET, HE
TE %ML 1 ~ 1000 T, 774/ ME 30 TT,

AFv 7 10 end

b EXEC E— FIZEDY 77,

ZX7 97 11 show running-config

BEE MR L ET,

(G£) auth | noauth | priv & — Rg&EIZBI9 5 SNMPv3 i & &
R BIZ1L, show snmp user EXEC =~ K& AT 54
ERH Y ET,

A7 97 12 copy running-config startup-config

fEE) av74FXalb—vary 77 A NVCREEZRTELET,

snmp-server host =~ > K T|

Y, BAEZETHHRA MEFE L E T, snmp-server enable trap =~

YRR T, ESNIZBAMA D=L (FT7 v TBIOHER) N7 n—LTA X =T VIR E
T RAMPEBREZETEDL9ICT 2121, £2OF A MIXfIET % snmp-server host informs =
~ > R%Z§%E L., snmp-server enable traps =~ > R&HH L CTE#RE 70— A X —T T

LMENDHY £,

FRELERA IR NI v 7 2ZELRVWESITT 2I2IE, no snmp-server host host 7' a2 — N1 2
T4 F¥al—varyavry RefHLET, ¥—U— REZHEE L2V T no snmp-server host =~ >
REFHATLE, FA SO NI v TIET 4= MR ETH, ERITT =T IR FH
oo TEWMET 4 E—7 MIZT 521X, no snmp-server host informs 72—/ SL a7 4 Fal—T 3

vavry REFERALTIEIN,

BED NI v T AT %T =7 MZF 52X, no snmp-server

enable traps notification-types 72—/ ) a7 ( Fal—v gy avwr REHFEHLET,
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CPU LZEMEBHMDEZ A T LIEDRTE

CPU LEVMEBADOZ A FLEZHRTT HIC1E. BHE EXEC £ — FTROFIEEZFITLET,

avvFk B&
AFTv7 1 configure terminal Jua—) ar7 4 Xal—yay B— REeBBLET,
RXTv7 2 process cpu threshold type {total | CPU LEVMEEEMODE A Tz ELET,
process | interrupt} rising percentage | [ w0 a CPU MO ATHIRE LE T
interval seconds [falling fall-percentage
interval seconds] e process : HHAIZ A 7% CPU 7 mE A HBIZREL ET,

e interrupt : B Y 1 7% CPU FI VAR HRICRE L ET,

* rising percentage : CPU U Y —ZADNRX—k T — (1 ~
100), ZREIN-HBEAEE 25 & CPU LEVWMEBEHZEE L
ES AN

e interval seconds : CPU L &\ ME#EEOFSHAL O FEGIRER] (5 ~
86400), Z DEMMNT- S D L CPU L & WMEIBEAZX(E L *
7

e falling fall-percentage : CPU V YV —ZAD/X—E T — (1 ~
100), BESNIZFHBOM, BARNPZOL VI VERTT D
L. CPU LEWEBAZEELET,

Z OfiiiX, rising percentage DL T CTHHLENH Y F77,
ZOfEEFEE LR\ & falling fall-percentage OfEIT rising
percentage DE LR CIZ/ 0 £7,

2797 3 end ¥HE EXEC £— RNIZRV £,

AFv7 4 show running-config REEZMERLET,

ATvZ 5 copy running-config startup-config UEE) 274 F¥alb—vary ZJrANVICHEERTFLET,

I—vxzobarviayrsLvosr—2 3 nEE

SNMP =—Y =V MDYV AT A a7 B alr—va 2% ELTC, avy74Falb—va v
T7ANDLINLOFERIZT 7 EATED X 52T 51T1%, ¥4 EXEC E— FTRDOFIEZ FEITL

£7,
avw Yk B&
RATw7 1 configure terminal Jua—)L ary7 4 ¥al—yary E— REBLET,
2FvS 2 snmp-server contact fext VAT AT ARWEbEREERT AN SRR TELET,
I 2R LET,
snmp-server contact Dial System Operator at beeper 21555.
ATvF 3 snmp-server location text VAT LAOur—va rERTAN VI ERELET,
WIZH 2R L ET,
snmp-server location Building 3/Room 222
ATvF 4 end ¥iHE EXEC £ — RIZR Y £,
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[ oL-25303-01-J .m



%£35% SNMP O®E |

W sSNvP o

avy kR

B&

RX7v7 5 show running-config

REZMRBLET,

ATvF 6 copy running-config startup-config

L) av74X¥alb—ay 77 A NMCHREZRTELET,

SNMP Z&E L TEMAY 5 TFTP 4—/\DOHIR

SNMP i@l Carv 7 4 Xalb—rary 77 A NVEREBIRe— RT57-0OIFHT2 TFTP (f§
57 v ANEE T haL) =& TR VRAMUBESNTWEH— NZRET DI, 4
¥ EXEC E— R CROFIAZFATLET,

avy kR

E[:y

ATvF 1 configure terminal

Ja—n) ar 74 ¥al—vay B— BB LET,

2797 2 snmp-server tftp-server-list
access-list-number

SNMP # L Cary7 4 Xal—ay AV at’™—4 57~
WIHERTS TFTP — %, 7782 U A FHNOY—NIZREL
i‘d—o

access-list-number (21, 1 ~ 99 B L 1300 ~ 1999 DOIEHAE [P 7
A VA RNEFEANTLET,

RTv 7 3 access-list access-list-number {deny |
permit} source [source-wildcard)]

BT 782 U A M2 L, BEREEIZT a3~ REef L
£7,

o access-list-number \21%. AT v 72 THELLEZT 7R U
FEFEANLET,

o deny ¥—7U— Fit, FMUN—BLEHHICT 7 ERAEELL
£9, permit ¥ —U— NI, RER B LIBEIIT 78 A%
FFRILET,

e source IZIE. AA v FIZT 7 ®ATES TFTP — "D IP 7
FUARZATILET,

o (EE) source-wildcard \Z1X. source [ICHEHAINDU ALK
H—REy baE Ry M 10 XL TANLET, EBHET2
By MIBIZIZ I ZRELET,

TR VRARNORRBIZIE, TNTICHRT HRBBROESGT AT — F A
VAN EICGFETDHIZEICERELTLLEEN,

AFv7 4 end

i EXEC £— RIZRED £7,

RX7v 7 5 show running-config

RE % R LT

RFv7 6 copy running-config startup-config

UL3E) av74X¥alb—ay 77 A NMCHREZRIELET,
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WKIZ, SNMP OENN—Va v B2 3 —T7/WZT 502 RLET, ZORETIH, LED SNMP v x—
UxMAIa=T 4 ALY public #H LT, BABY EHHERTTTOFT V=2 MZT 7
TATEET, ZTORETIH, AAvFIE T v FE2EELEEA,

Switch (config)# snmp-server community public

WIZ, AEED SNMP v~ 32—V ¥y R aI 2= 1 A MY 7 public A LT, @AY FHHERTT
RTOFT V27 NZT 78 AT HHZ R LET, AA v FiL, AA S 192.180.1.111 BEL W
192.180.1.33 (SNMPv1 #fEfH]) . & A K 192.180.1.27 (SNMPv2C %#fff]) ~ VTP hT7 v 7%k
fELET, 23a2=7 4 ANV U Z publictd, hT7 v 7L EBITEREINET,

Switch (config)# snmp-server community public

Switch(config)# snmp-server enable traps vtp

Switch (config)# snmp-server host 192.180.1.27 version 2c public

Switch (config)# snmp-server host 192.180.1.111 version 1 public

Switch (config)# snmp-server host 192.180.1.33 public

WRIZ, comaccess A 2= 4 ANV I EFEHTET 7R VRARNADA R, TXTOLT
UVl hOAHERYERT 7 v AEHATI0ERLET, TOMD SNMP v —T v, Eot

TV MCHT 7 EATEER A, SNMP JBGEEE 7 v 713, SNMPV2C 2323 =2=7 4 AV
> 7 public Z{EH L TH A K cisco.com \[ZEFLET,

Switch(config)# snmp-server community comaccess ro 4
Switch (config)# snmp-server enable traps snmp authentication
Switch (config)# snmp-server host cisco.com version 2c public

W2, =T 47 4 MIB b7 v 7 %FB A ciscocom \EETHHEZRLET, aIa2=F 1 ALY
IR S ET, EHEITIE, TTOIRA XTI NVICERESNTWDS NIy WMA T, =T 47 4
MIB F T v 72 EETDHEIICAAL v T A F—T NI LFET, 21TAIFIINED N T v T D%
BE L., &A b cisco.com [Zx 9 5 LARID snmp-server host 2~ > &I LET,

Switch(config)# snmp-server enable traps entity
Switch (config)# snmp-server host cisco.com restricted entity

WIZ, a3a2=7 414 ARMY 7 public #HEH LT, 3XCTD LF v 7&K A N myhost.cisco.com (2%
BI2ECAA, v TF A F =T NTT D 2R LET,

Switch (config) # snmp-server enable traps
Switch (config)# snmp-server host myhost.cisco.com public

Wiz, =YL VE—h AR FEBEEAMT T, 2—FRNIn— a7 FXal—ary T— KD
& %2 auth (authNoPriv) #FFL L THEREZEETHHE2 T LET,

Switch (config)# snmp-server engineID remote 192.180.1.27 00000063000100alc0b4011b
Switch (config)# snmp-server group authgroup v3 auth

Switch (config)# snmp-server user authuser authgroup remote 192.180.1.27 v3 auth md5
mypassword
Switch (config)
Switch (config)
Switch (config)
Switch (config)

# snmp-server user authuser authgroup v3 auth md5 mypassword

# snmp-server host 192.180.1.27 informs version 3 auth authuser config
# snmp-server enable traps

# snmp-server inform retries 0
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%£35% SNMP O®E |

B SNMP XF—4 RDEFR

SNMP X 7—% ADRR

REBRAI=2=T 4 AN 7 2 b, =T — BREBOHE L E, SNMP O AH A #EEHER A R
AT 5I21E, show snmp F## EXEC 2~ REMEHLET, F£/o, £ 35-6 ICEB SN2 DM DFr
e EXEC 2~ R LT, SNMPHE#BARRTHI LB TEET, ZOBARICERTIENDL T 4 —
IV ROFERIZ DWW T, [Cisco I0S Configuration Fundamentals Command Referencell % 2/ L T<

k=N
#& 35-6 SNMP tE#ZRRT 5=HDIATUF
BERE T4 MERE
show snmp SNMP #EHEdHRa R L ET,

show snmp enginelD [local | remote] |7 /31 R ZHREINTNWDHE—H/L SNMP =0 VU BIOTRTHOYE—F =
YUY O RER R LET,

show snmp group Xy hU—27 EO% SNMP 7 — 71T 5 E £ R LET,

show snmp pending REI D SNMP ZROEHRE R R LET,

show snmp sessions BED SNMP v v a v OIiFREFR R LET,

show snmp user SNMP . —% 7 —7 L D% SNMP = —H L ICBHT M ERRLET,

(G¥) Z®=~ Fit, auth|noauth | priv £ — KD SNMPv3 % EF# % F R
THLEEITHEMTOHENRHY £9, ZOIEF#HIL. show running-config
DHNTITE RS NEE A,

Catalyst 3750-X/3560-X R/ v F YI b7 avF4F¥al—>av Hq4F
Iﬂl. 0L-25303-01-J |
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