cuneren S

YATL A ytE—U AXUTERAR—FAF
> J DERGE

ZOETIE, Catalyst3750Xi7ii3560X7<4’/7‘ VAT A A=Y aX T ERET D HE
WWOWTHHLES, ZAA v FiE, RESNTHD MY T—IZESNWTRTy b 7e—%F vy I Fy
THEODARA<— |k D?‘/ﬁ‘%ﬂ‘ﬂ‘i’v— MLET,

ZOETHEMT S a3~ RO XOMEHFEOFEMIZOW T, [Cisco I0S Configuration
Fundamentals Command Reference, Release 12.4] 35 SO0V ) —RZxtSTHa~wr KU 77 L
AR LTI,

o [V AT A Avv—Y uXr7ofE] (P.34-1)
o (VAT A AvtE—y aXrZoRE] (P34-2)
o [A~—F uX 7o E] (P34-14)

o X /EDHR] (P34-17)

(E)

FML—FTary Y= ~DRA =V %ETDE,. CPUDHEHRNELS 2D, AL v FOEEIC
TEBE B 2 DAREMADH D 9,

Ayt—L OF T OBE

ALy FIXT 74NV b T, VAT A A vtE—U8B I debug F5# EXEC =2~ RO hExax 7 7'm
TRZEBELET, AF w7 ALY, VAT A Ay E—VE NI A—TEET, VATA Ay
=T ERAERTDIAT v AL, KRR N E hostname-n DI THIIL X1 ~9 DAL »TFFH
) WhEAZ vy w28 —puX 7 7RV ALV FLET, AF v v AZ—FAL v
I AUNTTN, FOFRANIFIAT A AvE—VORBICEMIAFEA, vXr 7 FTutvRia
7 Av—UkHsds REIEUT, v Ny 77 HikE#E, UNIX Syslog #—/372 &) IZEET
LHUMBAHIELES, aXor Favrid, ary— b Ay —U 2R ELE T,

Syslog 7 #—~ v k& 4.3 Berkeley Standard Distribution (BSD) UNIX & H#PERNH 0 £,

| oL-25303-01-J
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FME SRATLAVE—Y AXVTERT—F AFXVIDOBRE |

|
\

ATFL AyvE—L AXVTDERE

DX T ARNT =T NVOEE, AvE—ViTar Y —IlOREEENET, AvE—Y

IEAERFFCEFE EINAT2D, AvE—YBLUOT ANy FHOICE T e v 7 b a~y KO- TIRE
DiA#&ET, Catalyst 3750-X AA v T TlI, Avbv—U BT 7T 4T 7Raryy— VIR RENDDIL,
Ay B—UEBAER LTS B EARKET LT 6T, Catalyst 3560-X 21 »F Tk, AvE—UNRT
TT 4T ay = VIRREINDEDIE, AvE—VEAERLEZTeEARKTLTNLLTT,

AyvE—VOEREZHELT, a2 Y VBILOFERICEREINDIA vE—VDOF A T HFHIHTE
T, BS Avb—VICH A L AL LT EFZELEY, Syslog EETXET KL AZRZELZY LT, Y
TNEADLOT Ny JHERER L OEHBEELZ ML TE T, BREINDA v =V TE, 20DV
V=G T DY AT L A vt — A REBRLTLLEES N,

BX T EINTEVAT A AvE—VIIT 7 ERATHITIE, A v TFDoav s R, A2 —TxA
A (CLD ZfERT 20, FIX@UICERE SN Syslog = NIZZNBEDV AT A A v —T%F
FLET, AAMvF VY7 b7 =TL, Syslog A v —V&AZ L KTy AL v F EORNENY 7 7
WRFELET, A v TF AZ v 7 OREIE, A¥ v ) v AX— EIZBRFELET, AF L RTrY X
AYTFERIFAZ v v AZ—ICWENBETHE, RV 2T T v va AEVIRIFELTNRBST
Bh. v ixkbnEd,

VAT A AyE—VERVE—FNTE=ZTDHITUE, Syslog F— " ETrRIZZRTTIN, HDHWVIT
Telnet, 2> Y —/)L KR— b, FEA =V 3y MEEA—MRETAS v FIZT 7 EBALET, RS v
F ALy TIE, TRTORE 7 AN aryy— ko, Abaryy—VvHOPRAESNET,

VATL A ytE—D OX T DRE
e [RFL vl AyvE—YDT74—~vv | (P.34-2)
o (VAT A A=Y aXr 707740 Ni%E| (P34-4)
e Ayt —vaXrro72—70b) (P34-4) (LE)
o Ayt —VFRIRHET NA ZADFHE] (P34-5) (EE)
o m7 2vk—UoRH (P34-6) ((LE)
s BT Ryt —VDHA L AZ LT DA F—TNLB LT 4 =701k (P34-8) (1)
e BT Rot—VDV—l UV ABFOA =T MLBLOT 42— (k) (P.34-8) (LE)
o Ayt —VHEKEDEH] (P34-9) (EE)
o [BIET—7 /8 L0 SNMP (2[5 &5 Syslog A vE—V O] (P.34-10) ((LE)
o [RELHvH—DAF—7 4t (P.34-11) ((EE)
e [UNIX Syslog #— 0% & (P.34-12) ({E&)

DRTL O AvtE—DDT7A—TvY b
VATFA BT AvE—URERKS0 XELE N~ FEE (%), BLXOZORICEBENE AT 1
VDY AR TRLA L AL TER (RESNTWAEA) THEESNTWET, Avk—V
X, WO7+—~< v P TERINET,

Catalyst 3750-X A A v F DA seq no:timestamp: %facility-severity-MNEMONIC:description
(hostname-n)

Catalyst 3560-X A A v F DA seq no:timestamp: %facility-severity-MNEMONIC:description

Catalyst 3750-X/3560-X R/ v F YI b7 avF4F¥al—>av Hq4F
m. 0L-25303-01-J |



| £34F SRFLAyvE—LOFLTERR—F OFVTORE
Y2F4L Ave—Y nxvione B

= MNFLBDORID A v —E451%, service sequence-numbers, service timestamps log
datetime, service timestamps log datetime [localtime] [msec] [show-timezone], F 723 service
timestamps log uptime 72—/ N)L 27 4 XFal—Tay avy RORKEILELSTEDLY £7°,

#* 34-1 SRTA BT AvE—VDER

EE 3 H L)

seq no: service sequence-numbers 72—/ Nl 27 4 X2 b — a3y avy RRREINTWIEE

P, vl A== U ABEEAX LT LET,

FEHNZHOWTIE, 87 A vt —VDY— v ARZOA X —T B I OT 4 E—7 114k
(P.34-8) =&ML T EEW,

timestamp D7 F—<
ko

mm/dd hh:mm:ss
EJES

hh:mm:ss (FERFR)
EJAES

dh (&Wrf)

Ay —VFEREFA N O HKETT, service timestamps log [datetime | log] 7' 2 —/ 3L =2
T4 X2l —valy avy RRRESNTVDLHATET . ZOHERPIFERINET,
FEHZOWTIE, BT A=V DFA L RAEZTDOA X =T LB LT 4 B—7 11k
(P.34-8) ML T 7EEWY,

facility Ay E—UNBHRT HHAE (SNMP, SYS 2¥) TF, ¥HR— b SNIWED—EICOVTIE,
# 34-4 (P34-14) #BEL TS0,

severity AvbE—VOEREZFT0~T DO I HiOa— RFTT, EREOFMICONTIE, £ 34-3
(P.34-10) ZBL T EEL,

MNEMONIC R Dh EHCRT T E AR AU oA

description VA= FENTODEA RS FOFMERTTIEA R XA YT T,

hostname-n (2 4%
-n)

AR T AUNDIFANGBEOAZ v IVNDODAAL v FFEH, ALy T S AF—FAF v 7 R
URTETIN, FOFRAMGITT AT A Av—VOKRRBISENEAELA,

WORNT, AX v I v AFX—BIORAK v 7 AN (A ML Switch-2) (CHIRT DAL vTF A
Th A=V O—EGTT,

00:00:46: SLINK-3-UPDOWN: Interface Port-channell, changed state to up

00:00:47: $LINK-3-UPDOWN: Interface GigabitEthernetl/0/1, changed state to up

00:00:47: S$SLINK-3-UPDOWN: Interface GigabitEthernetl/0/2, changed state to up

00:00:48: S$SLINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed state to down
00:00:48: $LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernetl/0/1, changed
state to down 2

*Mar 1 18:46:11: %SYS-5-CONFIG I: Configured from console by vty2 (10.34.195.36)
18:47:02: %$SYS-5-CONFIG I: Configured from console by vty2 (10.34.195.36)

*Mar 1 18:48:50.483 UTC: %SYS-5-CONFIG I: Configured from console by vty2 (10.34.195.36)
00:00:46: SLINK-3-UPDOWN: Interface Port-channell, changed state to up (Switch-2)
00:00:47: $LINK-3-UPDOWN: Interface GigabitEthernet2/0/1, changed state to up (Switch-2)
00:00:47: $LINK-3-UPDOWN: Interface GigabitEthernet2/0/2, changed state to up (Switch-2)
00:00:48: SLINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed state to down
(Switch-2)

00:00:48: $LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet2/0/1, changed

state to down 2

(Switch-2)

| oL-25303-01-J
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W L2574 Avt—9 AX T ORE
WIZ, Catalyst 3560-X 24 v FIZBIT DAL vF VAT A Ave—T0FO—HBERLET,
00:00:46: SLINK-3-UPDOWN: Interface Port-channell, changed state to up
00:00:47: $LINK-3-UPDOWN: Interface GigabitEthernet0/1, changed state to up
00:00:47: $LINK-3-UPDOWN: Interface GigabitEthernet0/2, changed state to up
00:00:48: $SLINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed state to down
00:00:48: $LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/1, changed
state to down 2
*Mar 1 18:46:11: %SYS-5-CONFIG I: Configured from console by vty2 (10.34.195.36)
18:47:02: %$SYS-5-CONFIG I: Configured from console by vty2 (10.34.195.36)
*Mar 1 18:48:50.483 UTC: %SYS-5-CONFIG I: Configured from console by vty2 (10.34.195.36)

N

DRTL AvE— OxXoH50

TI74IL MRE

® 34-2 SRTL A ytE— OXITDTIAIL FRE
HgE FI+I FERE
I ANDYVAT A Avk—Y axX s A X =T

o — )LD EKE

debugging (& X OEEAIZ L VKWL~
# 34-3 (P.34-10) &)

a7 7y A IVEKE

Ty ANVHDREER L

0y RNy T AR 4096 /A |
o J gy A X 1 AytE—v
BA D ABZLT F4E—=T
[EEIR=E e F4e—T N
77— T4E—TN
Syslog —/3D IP 7 KL A RRIE

SR HE

Local7 (% 34-4 (P.34-14) % &0)

B — N D

informational (¥ X O¥ERMIC LY KWL~
* 34-3 (P.34-10) =)

Avwvbe— aX 505«

FAZRA v —VERET DHEL.
N A S

+—JI)LiE

Ay —Y uX AT 740 T, X—

=L

TVZHEINTWET, a2 =AU ONT D5
A= aX T A X—TNVITEHIVLERHY T, Ay

TVOEE,. 0/ Ayvk—FnX s FakvRcEkHHEEhET, vxX s

FatR|I, AvE—UERERT e R LR LW TEEERICESELET,

A= X7 =TT DI, ¥ EXEC E— R CTROFIEEZETLET,

JEIZAER T,

ZDOF

avvk BHEY
ATvZ 1 configure terminal Jua—)v ar7 4 Xal—yary T— RNEEBLET,
X797 2 nologging console AviE—y aX T ET 4w —T M LET,
AFv7 3 end FiHE EXEC £ — RIZRE D £,

[l Catalyst 3750-X/3560-X R4 v F Y7 b9 z7 av714¥al—av i1 F
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| £34F SRFLAyvE—LOFLTERR—F OFVTORE

YRFL Ayb— nxvione B

avw vk B
ATw7 4 show running-config MEEMRLET,
FolE

show logging

RXTv7 5 copy running-config startup-config EE) av74FXal—ay 774 NVICHREEZHRIFELET,

Awytr—

0¥ FuvRET =T NMITHE, AvE—URar Y —AIEXAEINDEETT B ERIX

BT 2R T O ERH D12, AA v F OUNH %fﬁﬁ??é &#%@i? n¥ys 7n

TART 4 =T NOHE, A vE—UERET I @FIXa~y REAICEVIATIET) av

V= VKRR ENET,

logging synchronous Ja—N\)arvZ 4 FXal—varavr Ry, ary— oA vt—U%K
TRICKHEBLET, Z0avwr REAX—7MITDHE, Return IR T IEA v E—VUNRERIN

iﬁ‘/\jo FEANCOWTIR, T 7 XAy e—YoRME] (P34-6) 2R LT EEN,

A= aX T hkT 4 =T M LIERIZHEOAS X2 —7 T 510X, logging on 7/ 2 — 3L =2
V74 Fal—gravry FEEHALET,

ORTBETINA RDERE

Ave—y aXr InA X —7NVORE, 2 Y —VIEFTRIUEFEDEFNICH A v E—U%E[EFET
EET, Avt—VOREHHEHEET OICIE, Fi EXEC E— FTRO=a <> & 1 DEITEK
FEHLEY, ZOFIHIEETT,

avwU kR B
ATv7 1 configure terminal Jua—s L ar7 4 Fal—vary - RefBLET,
AT7v7 2 logging buffered [size] AL v FERIFAZ L RTRY AL vF (RAAf vF AX v 7 DY

BlEAX v = AZ—) ONEFENNy 7 7IlAvE—V2aX 7L
*9, FEETE %L 4096 ~ 2147483647 XA + T, T 7+
VRO T 7 A X1 4096 N4 R T,

ABURTBEY AL FETINIRAL v 7 < AKX —|ZEENRIEET
HEL TTvva AEVIRESL T W e ZikbnEd, A
Ty T4 ESRLTIEIN,

G Ny 77 PARXERETILEICHRELRZRNTIZS N,
OVERICHERTOIAEYRART LI ERHD ET, R
AyFhoExTatyt A€ 2K T HIZIL, show
memory Fit# EXEC =~ FaEHLES, 2L, &7
SNOEIIEATEORRETH LD, Ny 77 A X
BZOMICERE LR TS,

A7v7 3 logging host UNIX Syslog #— 3 52 Mo 2 v — V% @Gk L ET,

host \Z1%, Syslog ¥ — e LTHEATH2HRA NOARIEIXIP T
FLAZRELET,

0y Avv—V%%(ET D Syslog 4— 3D U A M E{EAT DI
Ioavy REEHERIATLET,

Syslog % — O EFNEIZ DV CTiE, [UNIX Syslog ¥ —/ 3Dk
E) (P34-12) ML T EI 0,

| oL-25303-01-J
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ATvT 4

ATFvT 5
2ATv7 6

& A
ATv7 8

T oXyJUnME

avw vk B

logging file flash:filename AR RTRY AL T B EloF, AL vTF AX v 7 OGE
[max-file-size [min-file-size]] ZAS v wAF— LT, 79via AEVIZHDT7 7L /1icm
[severity-level-number | type] T Ay —VEERTFELET,

o filename (21, BT A v E—VDTrANLEATILET,

o (EE) max-file-size \Zi%, v 77 A NVORKY A XEHEE
LEJ, IBETE %ML 4096 ~ 2147483647 T 5 7 4 /v
X 4096 X1 h T,

o (EE) min-file-size \Z1X, v 7 77 A NVOE/NA XERE
LET, BETE BT 1024 ~ 2147483647 T3 T 7 4 /b
i 2048 N1 R T,

o (LEE) severity-level-number | type (Z1%, B ¥ J OEKEE
TeikuX o/ A TEBELET, EREICREETE HHAIT
0~7Td, B¥L 7 A7 F—=U—RFO—EIZHONTITL,
# 34-3 (P.34-10) 22 LT L&, T 74/ NTIE, 7
Ny 7 Ayt—U BLROEENIZZVENL~NLDA Yy E—
Ihns Ty A VICEESLET,

He#e EXEC E— FIZEDY 77,

terminal monitor BEO® Yy a iz, ar Y —LPAOERIZA v — % 508k
LET,
WRNTA—F av T 4 Fal—vay avy Nia—auic#
ESH, By va OB TRIZEDNCRYET, T3y 7 XAytk—
CERITHEHERIE., By v ar T ECIDORAT v T EEITT S
ERH Y ET,

show running-config WREEMRLET,

copy running-config startup-config (EE) av74Xa2b—vay 77 A VIR TEERELET,

logging buffered 7 o —/ )L 2> 7 (Xl —v gy avr NEETTLIE, B A vv—URRNK
Ny Z7ilabt—ashET, BRAY 77RO T, Ny T77B0noEWIRd &, WAy — UM
LWAyE—UTEEBZONET, Ny 77 TSN A vy E—VEEKRT 5T, show logging
B EXEC a~r FEMEHALET, Ny 77NORLHTWA Yy E—VUREIICRTEINET, Ny
77 ONEE 27 U T T 5I21E, clear logging ###% EXEC =~ > F&HHA L £,

FEE D PoE 1Tk L7z A — b T Power over Ethernet (PoE) 4 x> houa¥r /%A x—7 MLk
DT 4 =7 IC L7V T 5I2IL, logging event power-inline-status > % —7 = A A 27 4 ¥ =2
L—Yyay avwry ReERALET, b0 FR—h~0uXo 7, 5740 FTA X—T7 LT,

ALY = ~OUX T BT 42— T HITIE, no logging console 7 1w — 3L 2T ¢ ¥ o b —
varvavwry REFRLET, 77 A ~ORF U T ET 4 B—T7LICT HITIE. no logging file
[severity-level-number | type] 72— NV a7 4 X al—vary a~v s REFEHLET,

Oy Avyte—o0NRAEE

REED 2 Y —)b AR — MEFEE 72X REIRR ISR LT, EREEFER A v & — % LU debug $5#E
EXEC a~ > FOMNERGHERT A ADHABLOT ey P M ERMIESEL N TEET, &H
KEG U CIHERBICHIENDE A v =V DX A FEEETEET, £/, WROIERHI A v —
DHIBRSNDETRIFL TR Ay 7 7 ORKEERETHZEHTEET,

Catalyst 3750-X/3560-X R/ v F YI b7 avF4F¥al—>av Hq4F

0L-25303-01-J |



| £34F SRFLAyvE—LOFLTERR—F OFVTORE

YRFL Ayb— nxvione B

HEEEFHRA v E—TYEBLWdebug 2~ FHOOREa X2 7B A X—T NVOHE, EIEFHERT A

AAMNR 2 Y = VKRR EITHR SN BIS, FEREFERT S 2020 O 0 F R E I i3 FI]
ENFET, FEEHERAvE—VBIWdebug 2~ FOEAIE, =2—FANATn 7 FRESN

TeRIC, a Y= MIIERREINET, LER-> T, EFEHRA vy -V LW debug =~ FOH

N, EEFERT AL ARNDBLOT e 7 MIEIVIAENDZ E13H D A, EEEFHRA v E—
UREFRENTRKIC, 2y —Ea—Y Ter T N EFFRRLET,

FIHio X 7 2R ET DL, $## EXEC T— R TROFIEZETLET, ZOFIEIEETT,

av vk B

ATFvFTA1 configure terminal Ja—) ar7 4 Xal—yay B— REelBLET,

ATwF 2 line [console | vty] line-number Avbr—VORBOEL AT X0, BRERELET,
lending-line-number] o AAvTFDaALY— )V R—FFELIIA—Y Ry VEHKR— %

ML TIT N AR EIZIL. console F— VU — R&HEH L ET,

o XL T %ARX—TNMIT B vty BIRRESRET 5121
line vty line-number =< > REHEH L E 7, Telnet v a v
75: LTITORDRREICIT., vty B2 LE9, FE S

WZHBE T X HHPHIZ 0 ~ 15 T9,

16 A0 vty BB OBE %+ 2T —EICEET 510013, KO L5 ICA
HLET,

line vty 0 15
F7o, BUEOHERICERN SN TWD 1 D0 vty BIFROF fﬁ“%/ﬁﬁﬁ“

HZEHLTEET, mEXIE, vty B2 OREELET HIC
WDE AN LET,

line vty 2
oaxr FEANTLHE G4y ar7 4 Falb—vary B
NZ72 0 £9,
AF7w 7 3 logging synchronous [level Av—VORPeX T EA R—T NI LET,
severity-level | all] | limit o (fEE) level severity-level 1213, A v —YDEKEZHBEL

number-of-buffers] S, EAEERZ OMLECh D A vb— Uk, JERBIC

EnFET, EIANSVIEFEREREEFREL, ERREIWIEEE
KEFNEL 2V ES, T740MF2 TT,

o (LE) levelall ZiFET 5 &, EREICEFEARL, TXTD
Ay e—URIERBICHE S nE T,

o (YEE) limit number-of-buffers \21%, ¥ =2 —A > 7 EbmE
DRy 77 BEH/ELET, ZRE2BAHLVA vy E—VIF
BEFEINE T, IBETEHHPIL0 ~ 2147483647 T9, 7
7 4V MiE 20 TT,

RT7Fv7 4 end Kt EXEC £— FIZERED £,
AFw7 5 show running-config REEMERLET,

AT97F 6 copy running-config startup-config (FEE) arv 74 F¥alb—vary 77 A NVICEREERELET,

FEREFFHRA v E—VBLOT Ny ZHHAHORM AT & —7 1127 5121%. no logging synchronous
[level severity-level | all] [limit number-of-buffers] 74 > a7 4 Xalb—rary avy NEEHL
Er AN

Catalyst 3750-X/3560-X R/ vF Y I b7 avI4F¥al—>a> A4 F
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\

ATL AyvE—T

O¥> I n®E

AT Avt—PDRALREZTDAR—TEEEKUT 1 E—TILE

FT7HNENTIE, B A —VI0E 2 A b AZ IR EASHESE A,

07 AvB—VDHA L AZ T A X—TNIT BT, FHE EXEC T— R TROTFIEEZFEITL E
4, ZOFEIIEETT,

avwvk B
A7w7 1 configure terminal Ja—N)aryZ s ¥al—vary ®—RFEREBELET,
ATwvF 2 service timestamps log uptime QT DHEA DAL T A RT—TNIZLET,
e BIOa~y REETTDIERT Ave—TDF A L ZAZ TR
service timestamps log datetime AX—=TIMTIRY |, VAT DA TR LTt ORBIR 2 R S d
[msec] [localtime] [show-timezone] E

2/DOaAT U REFETTIE, BT AvE—VDXA L AZ T
DA F—=T N0 F3, BIRLI=A TV a LT, m—h
BAL Y=V EEMRE LA, Bl (S, #4456 Y —4%
BHAA DAL T E L THRRATEET,

AFv7 3 end

¥ EXEC £ — RIZEY £,

AX7v7 4 show running-config REEHERLET,

RATv 7 5 copy running-config startup-config EE) av 74 X2l —ay 77 A NIRESZRELET,

TRy T Ayk—rtal AvE—VOMEOXALAZ T 2T 4 E—TNMTT DHIZIE, no
service timestamps 70—/ 3L 27 4 X2 L —T gy avr NEFERHLET,

KIZ, service timestamps log datetime 72— 3L 23> 7 4 F¥al— 3y avy REAf Rx—TIC
Lt on V7 RRO—HERLET,

*Mar 1 18:46:11: %SYS-5-CONFIG I: Configured from console by vty2 (10.34.195.36)
(Switch-2)

&IZ, service timestamps log uptime 72—/ 3L 2> 7 4 Fal—v gy avy REAf x—7LCL
rHGoR TRRO—HERLET,

00:00:46: SLINK-3-UPDOWN: Interface Port-channell, changed state to up (Switch-2)

A A 9t—ODI—7VRBEDA R—TIEELUVT s E—TILiE

AFvT A1
ATvS 2
b &2 A

oo Avb—DH AL AR UTRREICICRDZZERDDZHD, 1 DO X v E—% FEREICHR
BTEDXHIT, AveE—VWCv—F  AFFEFERTEET, 774V FTHE, v Avt—VIC
V= U AFBFIIEREINERA,

B A=V D—r U AFGEA X7 MIT DL, FiHE EXEC £— R TKROFIEEZFATL E
¥ ZOFIHITEETT,

avwvr ]3]

configure terminal Ja—N) a7 4 Xal—yary B— RElBLET,
service sequence-numbers VU A G EAR—TMIZLET,

end ¥i#E EXEC £— IRV £,

[l Catalyst 3750-X/3560-X R4 v F Y7 b9 z7 av714¥al—av i1 F
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ATvT 4
ATFvT 5

YRFL Ayb— nxvione B

avw vk B#

show running-config REXMHERLET,

copy running-config startup-config FE) v 74 FXalb—ay 77 A NVCHREEZREL
9

V=l VAR T ET 4 —7 T HIZIE, no service sequence-numbers 72— /3L 2T F o
L—vay avwr REEALET,

WIZ, V=TV AFEGEAR—T NI LESEOR X U IV RRO—HE R LET,
000019: %SYS-5-CONFIG I: Configured from console by vty2 (10.34.195.36) (Switch-2)

Ayt —CEREDES

BIRLET A ZCRTEND A v E—VZHIRT210E, AvE—VOEREZRELET
(& 34-3 %),

A=V OEREZERT DL, HE EXEC E— FTROFIEAZFEITLEST, ZOFIEIIEET
7,

avwvFk B
2797 1 configure terminal Ja—n) arZ 4 F¥al—ay B— ReBELET,
ATvF 2 logging console level UV VICEERENA A v E— VR EIRLET,

FTT7HINNT, Ay —IVEIT NNy Ay—, BILOEMEMIZ
FVEWL_VDRA =V EZELET (F 34-3 (P.34-10) %
ZM),

A7v7 3 logging monitor /evel ERERICEE SN A A v — VR HIR L £,

TITHNRT, WRIIT ANy 7 A yb—U 0 BIOEMERIC X VK
WL DAyt =V EZEFELET (R 34-3 (P.34-10) 2ZH),

ATy 7 4 logging trap level Syslog #—NICFEREIND A vy E—VEHIRL LT,

7 7 4V KT, Syslog F— Tl A vE—T BIOEMEIZ X
DIEWL LD Aye—VEZELET (R 34-3 (P34-10) 2%
SO

Syslog % — SO E FNEIZ DV TiE, [UNIX Syslog —/ D%
i1 (P34-12) 2ZWL TSIZEW,

2Fv7 5 end

Fite EXEC £— FIZRED ¥4,

A797 6 show running-config S A HeIE L E 3,

EJES
show logging

ARFTvF 7 copy running-config startup-config (B av74Fal—vary 774 VICREERELET,

~
¢:3)

level #IEET DL, ZDOLNVDAvE—Y BEOEEMIZEZVIEWL LD X v —U 565812
TrREINET,
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T oXyJUnME

A= A~NDRF T ET 42— T HITIE, no logging console 7 72— N)L 22T 4 ¥ o L —
var avyFEEALETS, ar Y =AM KR~OR X T E2T 4B =T T HITIE, no
logging monitor 70—/ )L 27 4 Fab— g avr FE@HALET, Syslog —~Du ¥
VT 4 =TT BHITIE, nologging trap o — )L 2T 4 X ab— gy awr RElH
LET,

# 34-3 1T level ¥—V—FZRLET, £/, 57T 5 UNIX Syslog £ s, EREOR L EWNH D
MBJEICR LET,

# 34-3 Avt—T AXUY level ¥—7—

level ¥—7—F LARL B Syslog &%
emergencies 0 AT AIRLEETE LOG_EMERG
alerts 1 B BER LB 23 4 B8 LOG_ALERT
critical 2 VAR Y %ISIN - LOG CRIT
errors 3 = —JfRHE LOG_ERR
warnings 4 L e N E LOG_WARNING
notifications 5 EFEENEREE TS HR0E LOG NOTICE
informational 6 [ERA v =720 LOG_INFO
debugging 7 TR T Ay—y LOG_DEBUG

V7 U =TIE, TSN O 40D T A DA =V EERLET,

. P =T EEAN— FY =7 OBREEICET 527 — A v k— : warnings ~ emergencies
ODEjU“'Ci'%/Téﬂiﬂ”o IDHAT DAy =V, A v TFOERBICEERNHLDLZ L ERLE
T, ZOMIMELSLOEEFIEIZOWTIE, 2OV Y —RICKHIETIVAT A Av®—2 A KR
EHERL TSN,

e debug =~ ROH ) : debugging DERE TR IREINET, BFE. 73y a~v NiE
Technical Assistance Center (TAC) TOIFEHA I E T,

o AUH =T 2 A ADT v FERIFIE T FToVvar AvE—VBIVVAT AFEEIA v
+— / notifications D EKE TERINFE T, TORA v E—VFHERZAERTHD., 2, v FOD
REBICIT BN DH Y TR A,

o Jun—KRERLETa kR ZAZ v 7 A vE— : informational DEKRETCEREINET, 2D
AvE—VIHERIBERTHY, A v T OERBIITEENDH Y THA,

BET—JILELY SNMP [iE{ESh % Syslog # v t—COHlR

[l Catalyst 3750-X/3560-X R4 v F Y7 b9 z7 av714¥al—av i1 F

snmp-server enable trap 72—/ 3L 227 4 ¥ a2 b— 3 a~vr &M LT, SNMP Network
Management Station (NMS; x> bV — 27 FBHRAT —3 3 ) IZEEFEEND X 512 Syslog A vtE—
NI Y TPA R =T NMCRESN TV DHEIE. A v FORET =T VITEEBIOEHENLD A Y
- VOEKEEZERTEXET, £/, BET T VICENEINDA v E—VOKEERETLIZ LT
TET,

SNMP k7 v FFSEE~DRIZENRIEI N TRV D, A v =3 BET —7 Vg ESnE T,
T 7 4 b T, Syslog b7 v 7 WA X —T N TRWVES S, EAED warnings D A v & — BX
OB E VRN A v E— (FF 34-3 (P.34-10) 258 23, BET—7 I 1 oI E T,
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YRFL Ayb— nxvione B

EREBLOBRET —7 1V A XOFT 7 4V MEEERET 521X, F7#E EXEC E— R TROFIEE 5=
TLEY, ZOFEIZEETT,

avv kR B&
ATv7F 1 configure terminal Jua—/N) ary7 4 FXalb—vary E—RRERHBELET,
2797 2 logging history level' JBIE 7 7 A MK S L. SNMP H— R &b Syslog A v

=V DOF TN NOERELZEFLET,

level ¥—U— RO U A MIHOWTIE, # 34-3 (P.34-10) #&M L
TLIEE,

7 7 4/ k TiX, warnings, errors, critical, alerts, B X O
emergencies O A vt —UNEEINET,

2797 3 logging history size number JBIET — 7 NAHEHN TE D Syslog A vE—VHERELET,

TI7HNVETE L DDAy =V RMENES, HETE HHMA
130~ 500 T,

AFv7 4 end

i EXEC £— NIZR Y £75

ATwv7F 5 show running-config LE AR LET,

RFwv7 6 copy running-config startup-config ER) av 74 Xal—ray 77 A NMIREE T LET,

1. % 34312, level ¥—UV—FBLIUOEKEEZRLET, SNMP 2L TWHHEAIT. BEREOMEN 1 208 ET, 2L 23,
emergencies 1% 0 TIiX72< 112, critical 1X 2 TiE7e< 31220 £,

BIET — T B0 O%E (logging history size 72— VL a7 4 Fal—vay av s RT
RELERKA =Y 2 FUEAKEISNTOWEEHES) X, FiLn Ayt —Y =2 MU 2T
EH LI, b TV MY BT =T ALGHIBRENET,

Syslog A v =Y Ou*¥ o 7 %T 740 FOEKREICETIZIE, no logging history 7 m— 3L 2

Ta4F¥alb—varyavwryFeHLES, BET—7AHNOA v —V8%ET 7 40 MEIZRETIC

i%. no logging history size 7 o —/ )L 27 4 Fal—v a3y a<wr REHRALET,

BREZEEOH—DA r—TILIE

av o RIA4 A2 =T AR (CLD) TIToTeRELEE N T v X VT 072DICRERT—% A
X =TT H T N TEET, logging enable FFELAEr /— a7 4 Falb—rvay avy Kz
AT DHE REEEHICAI SN2y vay, a—FBI®avy R IcigkanE ¥, &E
a7 0% A XF1~1000 = MY OMTRETLHIENTEET (F74/0 ML 100), 271X, no
logging enable =~ > RTuX L 7 %7 & —7 /L TH 5, logging enable =~ > K CHE A X —
TMITHETHDTHZ U7 TEET,

show archive log config {all | number [end-number] | user username [session number| number
[end-number] | statistics} [provisioning] ###% EXEC =2~ > F&#H L C, & En /&R EidfEe L
TeRTGA—FOu T ez R LET,

TI7ANV N TRERF L TIET 4 =T VIR THET,

a< v ROFEMIZOWTIX, kD URL IZT 27 A LT [Cisco I0S Configuration Fundamentals and
Network Management Command Reference, Release 12.3 T) #ZML T 7ZSW,
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W S xFLAvE—Y aX TOBRE

WETXL T A F—T T BITI1E. HHE EXEC E— FCKROFIELEEITLET,

avyk

=]y

ATv7F 1 configure terminal

Jua—)ar7 4 ¥al—ary T— FERBLET,

25w 2 archive

T—HAT a7 4F¥al—vary T—FeRBLET,

ATv7 3 log config

BEEFoH— a7 4 F¥al—var B— ReBbLET,

X797 4 logging enable

BEELAEX L T F—T M LET,

ATvF 5 logging size entries

(R #ER /S CTHRETI = NUBERELET, EETXS

X 1 ~ 1000 T, 7 #+/L ~Z 100 T,

() ﬂﬁmﬁﬁmofw’&é& o NI BAEND
R VW eZ = Y RHIBREN X T,

AFv7S 6 end

He#e EXEC E— FIZEDY $£7°,

RXT79 7 7 show archive log config

BRER TR RTHZ T M) 2R LET,

WIZ, RELF T —ZA F—

Switch (config)# archive

TZLT, v o> MU #E 500 IZRET IR ERLET,

Switch (config-archive)# log config

Switch (config-archive-log-cfg)# logging size 500

(
(
Switch (config-archive-log-cfg)# logging enable
(
(

Switch (config-archive-log-cfg) # end

RER 7 OHNBNTIRO LY TT,

Switch# show archive log config all

idx sess user@line Logged command

38 11 unknown user@vty3 Ino aaa authorization config-commands

39 12 unknown user@vty3 |Ino aaa authorization network default group radius

40 12 unknown user@vty3 Ino aaa accounting dotlx default start-stop group
radius

41 13 unknown user@vty3 |no aaa accounting system default

42 14 temi@vty4 |interface GigabitEthernet4/0/1

43 14 temi@vty4 | switchport mode trunk

44 14 temi@vty4 | exit

45 16 temi@vty5 |interface GigabitEthernet5/0/1

46 16 temi@vty5 | switchport mode trunk

47 16 temi@vty5 | exit

UNIX Syslog H—/\DxE

WIZ, UNIX =30 Syslog 7—F v ##HE L. UNIX A7 L a0 X 7¥iEx EXRT 25 FIEICOW

THMALET,

UNIX Syslog T—E>~ADAQY A vt&—o

‘/XTA 17 AwE—U% UNIX Syslog % —/NMZ#EE T 5 A1IC, UNIX %— 3 [T Syslog 7 —E &~

RIETDRENRDHY £,

ZOFIEIFEETY,

[l Catalyst 3750-X/3560-X R4 v F Y7 b9 z7 av714¥al—av i1 F
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YRFL Ayb— nxvione B

root L CurT AL, WDAT v T HEITLET,

()  EHi/N— a2 @ UNIX Syslog 7 —E > OHITIE, 774/ F TRy MU =250 Syslog /37 v |k
EZTANBZNLORBVET, ZOXI VAT LOHEI, Syslog A vE—YDUVE—F BFX
Tl A F—7NWICT HIZIiE, Syslog 2w B T4 VGBMEITHIBRT 20ERH LA TV a &,
UNIX @ man syslogd =~ > FZ4H L CHBILET,

ATYvF 1 Jete/syslog.conf 7 7 A MZIRD X 5 7247 % 14T BIML £ T,
local7.debug /usr/adm/logs/(iSCCklOg
local7 ¥ — 7 — RiZ, AT XU VEREELHEEL T, BEOFEMZOWTIL, £ 344
(P.34-14) &ML TL 72 &V, debug ¥— U — FiX, Syslog DEKEEZIFEELET, EAEDOTEM
ICONWTH, # 34-3 (P34-10) 2BHLTL &L, Syslog F—E . ZhE EOBEKEDOEHAE

W, ROT7 4=V RTHRESINTZ T 7ANMCA =V EEFELET, 207 74 /10%, Syslog 77—
FUNCEZABIMERN D DEF7 7 A L TRIFIER Y £ A,

RAFwFT 2 UNIX vz FurFMNMikoavwry REANLT, a2 77 A NVEEKRLET,

$ touch /var/log/CiSCO.log
$ chmod 666 /var/log/cisco.log

AFw 7T 3 Syslog T—TH LWVRELZBHSEET,
$ kill -HUP ‘cat /etc/syslog.pid’

FEHZ W TIE, A UNIX ¥ 27 4@ man syslog.conf 35 5 U man syslogd =~ > K& 5L
TLIEEN,

UNIX X TL OXF D THBEEDERE
VAT L BT AyE—URINET AL REET DAL, A v B—U% UNIX Syslog #8275 5 %#1E
ENFEAYE—VELTHETLLII /XTA%%*T%if

UNIX v 27 ABREA v B —Y B X V2% ET 5121, $t EXEC T— R TROFIEEZ EITLET,
ZOFIRIMEETT,

avvFk B&
ATv7F 1 configure terminal Jua—sN) ary7 4 FXalb—vary E—RRERHBELET,
ATv7 2 logging host IP 7 KL A% A/ LT, UNIX Syslog #—/3 KA MMz A v E—
ZEiEk L ET

0y Avt—V%%(ETH Syslog y— 3DV A hEAERLT B ITIF
Zoavy REBEEIANLET,

RATv 7 3  logging trap level Syslog —NIZREER SN D A v E—VAHIRLET,

7 7 4V hTIiX, Syslog — 3@ A v E—VEBLIOPENRLY T
DURAVDA =V %ZELET, level F—U— FIZHOWTIE,
# 34-3 (P.34-10) 2R LT &N,

ATv7 4 logging facility facility-type Syslog HéfEZ % & L £ 3, facility-type % — 7 — RIZ2W\ T,

# 34-4 (P.34-14) WL TLLZE W,

57 4V % local? T,

Catalyst 3750-X/3560-X R/ vF Y I b7 avI4F¥al—>a> A4 F
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WM zxv—roXosonE

&
ATvT 6
AFvFS 7T

avw Yk B#
end ¥ EXEC £— IRV £,
show running-config REZHERLET,

copy running-config startup-config

ULE) =2v 74 Fal—ay 77 A NMVICRESRITELET,

Syslog #— 3% HIFR 9 5 ZiX. no logging host 70— )L 27 4 Fal— a3y avr REFEHL
T, Syslog =D P 7 FLAZIBELET, Syslog b—"~DaX L 72T =7 NMIZTHIC

(%, mnologging trap 72— )L 27 4 Fal—v a3y avr FEANLET,
RLUET, Th b OO

# 34-412, V7 b =T THHR— FEN TS UNIX & 27 LHRE
IZOWTIE, MO UNIX A2 —F 4 7 VAT LAOEE~v =27 V2B LT EEWN,

* 34-4 AX> Y facility-type ¥—7—F
facility-type ¥—7—F §RBA

auth FE[ AT A
cron cron HHE

daemon VAT A T
kern H—FIv

local0 ~ local7

O—AVIZERINIZA vE—T

Ipr FAY TV UH VAT A
mail A=) VAT A

news USENET =2 —X

sys9 ~ sysl4 VAT N

syslog AT LB

user a—Y ok R

uucp UNIX 7»%5 UNIX ~Da v’ — 27 A

%

AT—hk AX VT DETE

Z2=w—h XU 7E, HOENPLOERIN TS N T—Fida—VickoTERESINEZ MY H—
WEASWT Ay b 7a—%2BYiAHR, =7 AR— T EA D= AL %2810 £9, Cisco I0S
Release 12.2(58)SE LIED R A » FTiX, ROA XL MIKLTAw—F 2 X IR HFR— T
l/\ivé—o

e DHCP 2 X—VE> /il

o X A4F Iy 7 ARP A VAT Vg ViEN

e IPY—RANH—RTHERTEINTZINT T 4T

o ACL CHRIELIMEREINTZ N T T 4 v 7

Av—haX T EERATHICE, Av—bh BX T2 A X =TT BBICHEET % NetFlow =7
AR—Z BRITHTE L TE L SENH Y £9, Cisco Flexible NetFlow D% & ik >\ T, [Cisco

10S Flexible NetFlow Configuration Guide, Release 12.4T)] % ZM L T 7Z &0,
http://www.cisco.com/en/US/docs/ios/fnetflow/configuration/guide/12_4t/fnf 12 4t book.html
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| 34E LRTFLAFAvE—S AXUFTLERR—F AXVTOBRE
22—t axvyone B
Aw—hk BXTRBIZLD ) BEINTA N2 MIKR LT NetFlow 237 > 2MERLE dL, FMT O
NetFlow IAEIEEICZ DNy RRREINET, Av— b aX o7 AU 2%, s sy
FOFAERLET, AA v F L NetFlow WEEEOHM Ty A 128 FryZahigidiuid,
OPIT, WEEBEBIZHE SNy FOER LI £9,
Aw—bhaX oL, A v F LT =M, F—T M LET, D%, Av—F XU UE
NWAREMDA N NERETEET,
AY—hk BFTDARr—TIE
A= BR LS &I B8, F =T VT BT, B EXEC T— R TROFIEZ FTLE T,
avyFk B
RATw7 1 configure terminal ra—s gL ar 7 4 Xalb—ay B— NERBLET,
ATvF 2 logging smartlog Axw—h aX o UMEE L I LET,
ATw7 3 logging smartlog exporter Av—h vy 27 AR—FZHELET, Flexible NetFlow CLI
exporter_name EHALT, H60 LTy AR—F 2FE L TR LERD Y £
To TITAR—HAVFELBRWVES, =7 — A v E—URERS
hiﬁ‘o T 7 AN NTIER, AL v TN 60T LicT — X &I
BEIZEE LET,
A7y 4 logging packet capture size packet size |({1:8) =7 AR—ZIZEEEINDHI Ty FOY A XEHBELET,
FBETE 2#iFAIX 64 ~ 1024 XA~ (4 A NHAL) T, 774
DA XL 64 A T,
GE) "Iy hFxT7 Ty YAXEHSTE 1Ty FHY
DO7m— La— RERFED LET,
AF7Fv7 5 end FiiE EXEC £— RICRY £,
ATvF 6 show logging smartlog LEAERLET,
RFw7 7 copy running-config startup-config EE) 2o 74FXal—ay 77 A NVICERERRTELET,
[«] 3 ot » W N
DHCP X X—EVJERDAI—F AFXTDA4 2—TILE
DHCP A X —tE' > 73, B TERVWAR— FT2(E L7 DHCP "7 v h2fATZEL THRAL, <
MEEELII Ry S LET, FryFINi Ty NOWNE % NetFlow INEEEICEFT 5
7292, DHCP AX—t' > 7 Ax—F 0¥ VA XR—7 /I T&EJ, DHCP AX—E v XA~v—
b FTEAF =TT HITIE, FiME EXEC £— N TROFIHZ LT LET,
avwvr B
ATv7 1 configure terminal Jua—s L ar7 4 Xal—var - ReRBLET,
AFw 7 2 ip dhcp snooping vlan vian-range DHCP A X—t' v/ A~v—hk aX¥ o 7% A x—7 /T %5 VLAN
smartlog ID ¥721% VLAN fiHZEE L 7,
2797 3 end ¥HE EXEC £— RNIZRY £,
AT7v 7 4 show ip dhep snooping EETRLET,
ATw7F 5 copy running-config startup-config UEE) 27 4FXalb—ay 774 NVICEREEZHRIFELET,
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P aFLYERR—F XV TOEE |

WM zxv—roXosonE

A4+ =

Uit

b & b
& )

AFvFT 3
ATvT 4
&

IPv—2R #i—

IP Y —2A J— N, DHCP A X—t  7|Z

2Ty T A1
AFvT 2

ATvS 3

ATv7 4
ATvF 5

ATvT 6

Y9 ARP A VAR a3 VERDAIT— b OF T DA 1—

7

AT Iy 7 ARP A U AXT g s iE, BETERWAR— K ED ARP N7y FERITZEL. 21

b ARRIE T DANCHGEE L £97,

Z OEREIX. ARP X7y RBRHRTH D Z & LISME DHCP A X—E
JERIUTT, ¥4 FIv 7 ARPA VAT gy aX o7k

. ip arp inspection log-buffer 7" = —

Ny arZ4Xal—vay avwry REFERLTRETEET, 7740 8T, Fey7XEnizd

RTCONNry MRFEFRESNET, 51
WCAA v T %

JHEMT oL
LHTEET,

A FI vV ARP A VAR gy Avw—b uX o T E A F—

TROFNEAZ EITLET,

FHELT, ThHD/7 v FONE % NetFlow [N E

2, B IH{B LR S TWBRIL Ay McAS— b B¥
ICEET D2

T T BT, FiHE EXEC E— K

avy kR

iy

configure terminal

Ja—nN) ar74¥al—vay t— REBEBELET,

ip arp inspection smartlog

BERX U IRG Lo TWDETRTONT vy b (T 740 MET
RTORR YT Sy b) BAY—F AL TORETHLHS =
rEREELET,

end

Rt EXEC £— RIZR D 77,

show ip arp inspection

BE AR L E T

copy running-config startup-config

fEE) av74Xalb—vary 77 A NVICREEZRTELET,

FERDRAI—F AX2TDA 1—

Ik

B L7t x=2 7 AT, IP Y =2 U—F&EHL

T, NI 749 7% IPEETLT FLAELITIMAC 7 RLAIZERSW T 7 4 v&Z ) 7 TExEd, f7

FEENTET RLAR DHCP AX— VL 72 L - T
XTI RTEFENLET, IPYVY—A T—RK ZA~v—hF aX o 7% 3x—

N b

BENET RLRLSANDOEETLT KLU AZES IP
T LT, ERENTZ

Ry hOWNE % NetFlow INERE ICIEETE £,

IPY—RAH—KA<w—F X T % A F%—

£7,

T T HIZE, FE EXEC £— R CTROFIEE FE

avy kR

B&

configure terminal

Ja—) ar7 4 ¥al—ary T— FERBLET,

interface interface-id

AV B =T A AZHBEL, AV F—T (A A AT {Fal—
vary E—FRERBLET,

ip verify source smartlog

IP Y =R = FZEs>THBESNDTXTO/T y MIX L TIP
V=R =R Av—bt aX¥ ol EAA x—T M LET,

end

i EXEC £— RIZR Y £7,

show ip verify source

REXHRLET, HAHITIFE, Av— s aXr RN f v F—
T2 A AL TAR—T NI R TNENE IR RENET,

copy running-config startup-config

(BB v 74 FXal—vary 77 A NVICEREEZRELET,
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nxv/gEnss M

R— b~ ACL DEEBFEHRAITI L avDRAT—F OXTDA r—T

Uit

ax>4y

AA v F T, A—F ACL, +—% ACL, B LU VLAN ACL %A — b S E7,

e KR—FACLIZ, LAY 2FRA—MI#MAEN5 IP £7/21X MAC ACL T9, A—h ACL TiEr¥
YRV R P SNFEEAR, LAY 2R MCEA S5 IPACL TIEA~Y— F r ¥ 734
A—hIhET,

e L—X ACLIE, LA/ ¥ 3A—hMI@HIh5d ACL T3, +—% ACL TiEr ¥ /R34 AR —h I
NETH, 2Av—h aXo 73V R—FahEHA,

e VLAN ACL F721% VLAN v v 713, VLAN [Zi#flsh 5 ACL T3, VLAN v v 7 Clir ¥
ThHBETEETN, Av—F XUV EIRETETER A,

FFAIEIITEAS ACL 2R ETH L&, nX oV EFA~— b aX o ra27 782 YR FO—{L

LTRETEET, ZNICKY, £DO ACL THAELIFEESNDITXTO T 7 4 v 71Tk LT

HENET, aXr 7044 71%, ACLZMMTH5R—bOX A T IZLoTREV £, Av—b

TIRERE STz ACL Vv — 2 F£7213 VLAN I 2 &0 ACL IIffmanE428, Av—h a¥

TIXEMCRY FE A, LAY 2R = MIMIMENTZ ACLIZR X 7E2RETDHE, 20X 7

F—U— NIEH S ET,

ACL OFF ARG M AR T DB, A~—F v REA TV a v 2BMLET, RIT, FH

7 27EA VANCAY—h BX T2 X—TMIT 0 ZRLET,

Switch (config)# access-list 199 permit ip any any smartlog

W, LHiIffEXT 7R VDA RNTCRAY—F X0 P24 32— NICT B0 2R LET,

Switch (config)# ip access-list extended testl
Switch (config-ext-nacl)# deny ip host 10.1.1.3 any smartlog

REDRTR

aX U IHREBINR S RNy Ty ONFEFRFT HI21E, show logging it EXEC =2~ REMHEHA L
FT., ZOBRBITERIND T 4 —/L FOFEMIZHOWTIE, Cisco.com (ZH D [Cisco 10S
Configuration Fundamentals Command Reference, Release 12.4] #ZH L T 7E &\,

Aw—h BX T IERER AT DT, show logging smartlog =~ KEFEHALES, Zoav K
DFMZHONTIE, ZDOV V=R T2avr R U 77 L ZAEZMLUTIEEN,
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