GE)

DHCP #eEHE LTV IP V—R H— FDERE

ZO®ETIL, Catalyst 3750-X F721% 3560-X A A » FIZ Dynamic Host Configuration Protocol
(DHCP) AX—Vt'> 7 & Option 82 7 —Z ffi AfkfE, LU DHCP Y — DR — F_X—2 7 F L A |
DY THERBZRET D HIECHOWTHHLET, £/, [P V=X F— FEREOREHIELHIIL TV
FT, FRCHR LN ED | X7 > FE w5 HEEIT Catalyst 3750-X F721% 3560-X A% > K7
A A v F B LU Catalyst 3750-X AA vF AHX v 7 EFEWRLET,

ZORETHEMT 22~y FOMITE LUEHFIEOFMICOWTE, 20UV —2adhisd2a< R
V77 Ly AB L [Cisco 10S IP Command Reference, Volume 1 of 3: Addressing and Services,
Release 12.4] @ TDHCP Commands] ZZ&R L TL 72 &0,

o [DHCP ¥aEDHE ) (P.24-1)

e [DHCP #gED%E) (P.24-3)

e [DHCP A X—t"v 7 HERDOFE R (P.24-16)

o [P Y—2R H— FOWE] (P.24-17)

o [P V—A H— KO E| (P.24-19)

o P Y—A H— FE#ROFR] (P.24-27)

e [DHCP H— 8 K— hR_X—=20D7 R 2AEI Y YO (P.24-27)
e [DHCP V— " K— b_R—=2D7 RLAE Y B ToOFE] (P.24-28)
e [DHCP ¥ — R F—bh_X—=2D7 KL 2EI0 Y THFER| (P.24-30)

DHCP #aeDHE

DHCP X, FHROP—"NERARIP T RLURAZEHICE Y B THEDIC LAN BRECASHEH SR
TEBY, ZHUTE->TIP 7 RUAEHO A — N—~y RRKEICEB SN E 3, DHCP Tk, %> b
T— RSN HRA NN IP 7T RLREFEAL, IP 7 LA ZKGEIIZHRR MZHEID S THN
ENRL D70, RBoNIP 7T RUAEMEREHNTEET,

2T, ROBHIZTONTHALET,
e [DHCP #—~3) (P.24-2)

e [DHCP VL — x=—Y x> k] (P24-2)
e [DHCP ZX—t' 2] (P24-2)

» [Option 82 7 —##fi Al (P.24-3)
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W DHCP #EOBE

e [DHCP ZAX—E v 7L 2L vF A% v 7] (P.24-8)
e [Cisco IOS DHCP ¥ —/X 5 —% ~_X—2x | (P.24-6)
e [DHCP AX—Y V7 AT 47 T—H_—2] (P.24-6)

DHCP 7 74 7> MZBT 278MiX. [Cisco I0S IP Configuration Guide, Release 12.4] @ TIP
Addressing and Services| \Z& % TConfiguring DHCP| %2 L T Z 30,

DHCP H—/\

DHCP ¥ — I A v FF/idN—% EOREEINTZT RV A 7 —ui»n5 DHCP 7 74 7 2 MMZ IP
T RLVAZEDYCT, ZNHDOT FLAZERLET, DHCP 4 — "R ZDF —Z X— A 5 HR S
NERENRTA—ZEZRELTDHCP 7 5472 MIETZENRTERVEAIT, Xy hU—7 FH
ENER LT 1 DEITEEOE L XY DHCP Y — N CZEREZEE L F7,

DHCP )L—I—Yx Vb

DHCP VL — == MNE, 7747 &Y — OB TDHCP N7 v F&#5ikT 5L A% 35
AATT, Vb— ==V NI, RUPEY TRy b EIZRWnWI 47 0 FES— ORI TERE

JWGEEHRELET, Vb— 2=V MIEDIREIL, IPT—% 7T 0% %y hU—7 B THl
MRS D LAY 2 TOWEEOEEL IRV ET, V—x2—Tx ME, DHCP X v&—V%
ZTmWmASE, HTLWDHCP Ay E—VHAER LT, A F—T 24 XA ETEELET,

DHCP X X—EY Y

DHCP AX—t U L EETE/RWDHCP A v & —Y D7 4 L&Y7L DHCP AX—E 7 A
VT AT T _R—=2 (DHCP AX—Y T N T 47 T—=T N EHMEEND) OFERB IO
BEICL> TRy b —7 X2 U7 4 %725 DHCP %2 V7 HHETT, T — X X—RAD3E
FZOWTiX, TDHCP AX— B JEROFR] (P.24-16) #BRL T EE0,

DHCP AX—t 7L, [EHEHTERWAA ML DHCP 4 — DM T7 74 T U 3 — VIR - &E 2 B
7-LEd, DHCP AX—VY U 7 &2 HT D EICLD, =0 KR a2—PICERINEEE TR0V A
Z—7xA AL DHCP 4 —NEGZRIDO AL v FIZER INTEHETE D4 X —T = A A% XFT
=FET,

(GE) DHCP AX—VE U7 ZIELLHESEL-DIIE, T XTO DHCP —RZEETX5/ X —T =
A ARETAAL v FICHERTLHILERNDH Y F5,

EHETEX/RWVWDHCP A v b=V LT, X FU—Z FHE7 74 T U —LOIMUBEE ST
AvE—VDZETT, =R T (X —REETDHCP AX—Y 72 iHT55/81L,. hAX
T—DAA Tl bR Tua, = Xy hT =7 EIZRWT AL ANLEEEINTZA v E—
UMMEHTE WA =Tl ET, RHART AL ANLEEEINTAyE—VEF, VT 7407
WERORKIZRY 2570, FEHTEEEA,

DHCP AX—VE v T A vF 4 v F—EZ_X—221F, MACT RV A, IP 7 KL &, U — 2R,

NA VT 4 T OMEE, VLAN F5, BLIOAS vy FOFHETERVa—HINL A X —T o ADA
VH—T 2 A AERNEENTVET, TOTFT—FRX—R 2L, FEHTE DA F—T oA ATEH S
TR A MOFRIZSH D EH A,
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| 8524% DHCP #ESIUVIP Y—R H— FOERE

DHCP gtz W

P—ER TaRSF— Ry NU—I7 T, ARy NT—TNDT A ADKR— MRS LizA v
H—T 2 A AMPMEGHETEDA L H—T 2 A ALRVET, Xy NI NOEE TR,V F—T =
ARAEZEFARY NU—TIZBERNWT N, ADA, LV H—T =2 A AZEERINTA VF—T =4 AL, B
BETEXRWA L Z—T oA ZELR0 ET,

Ay FPEBHTERNA I =T oA ATy bEZEL, ZOA 0 F =T A ABRELTND
VLAN TDHCP AX—E U IR, 2 =T NCHEEINTNDIEA. A4 v FIEEEIL MAC 7 KL A
LDHCP 7 9A 7 h®ON—FKo =7 7 RLAZRBELET, 7 RLAR—F LGS (T 741
K 2L vFFry FE2EBELET, 7 RLAR—BHLARWES, A4 v Fi3ry ha Ry ”
LET,

AA o FIL, WOWTDDOIRWMNFEELTZHEICDHCP X7y &2 Fay 7 LET,

e DHCPOFFER 37 v . DHCPACK 37~ I, DHCPNAK 3% > I, DHCPLEASEQUERY /%
vy "p ¥, DHCP =" H07r y 3Ry U =7 £33 7 7 A T U 4 —/LOIMUNSE
fg L7z,

o RNy MPMEHETERWNWA LU E—T oA RZEFBL, BHEILMACT RLRAEL DHCP 7 947~
FON—=RT =T 7 RLAR—F L7V,

e AA v F 7 DHCPRELEASE 721X DHCPDECLINE 7u— RK¥¥ A b A vt—V&EZEL, £
D MAC 7 RL AT DHCP AX—E T NA T 40T F—=AR=AZEHEENTWVDER, A
TALT T—=BR=2ZRNDA L Z—T = A AERPA v =V EZE LA =T = AL —
F L2,

e DHCP UL —x—Y x> bR 0.000UA4ADY L—x— = FIP T RL A% 4T DHCP R4 v
k Z#i5k L, Option 82 WA G TNV v hZEETE R2VE— MIlEET 5,

DHCP AX—VE > 7% %R — T 2EM AL »FThH Y, DHCP Option 82 [FHEFHATHT v ¥ &
Ay FIERENTWD AL v FIL, Option 82 tFEHEZL /7y FBMEETERNA U F —T oA A
WEEB LA, ooy hE Rry 7 LET, DHCP AX—E U IR A X —TWIRE ST
TWAEAIZ, N7y PBMEETEAFR— MIERFLTH, AL v FIIERINTZT A 2D
DHCP AX—VY 7 NA T 4 VT HR#HET, B2 DHCP AX—VE T N, VT 4T F—4
NR—2EERTE EHA,

TRy FEEETERNA VX —T oA ARBETT v ¥ AL v FIZEH T 5354, ip dhep
snooping information option allow-untrusted 72— 3L 237 s X2 b — g a<vy RE AT
L EBHAL Yy TFIET Y AL v FIZL o THA ST Option 82 1E#H & Gie N7 v M EZIF ANLE
T, BAL v FIE, BETERVAS T A U F =T oA AN L TERSNIZAA RO
T4 T ER#HLET, £ AL v F T, Dynamic ARP Inspection (DAL, #AFI v 2 ARP A > A
Ry vay) RMP V—A H—FK732E, DHCP tX =2 U T A HiEZ2 A R— T NWVIIHETHI LHTEE
TN, EOHETHAA v F 1L Option 82 [FHMEFTe /T v FEFRA MPRERIN TWAEFEETE en
ANA v E—=T 2 A RATZELET, EHAAN T EOT Y ¥ XA v F LOHERAR— NI, BEHTE
HAE—T AR LTRETDLERHY 7,

Option 82 T—42 A

(E)

FEMLICHDA R X A —F Ry b T 72 ARECIEZ, DHCP IXZHOMAZ I L, IP 7
RLADEIY S TH—LMICEETEET, A4 v F TDHCP AX—t > 7 ® Option 82 BEREZ A
F—=T T B L MAFEREIZIMAC 7 RLAZIT TR, ToEBEZ XY NU—27 28T 5 A
Ay F R=—bkoThimEhEd, ¥ 7227 T4 NLAN LOBERDEA 2T 78R AL v F
DFRICAR— MIERTEET, ZTNOHDOFRA MNI—RIZHEISNET,

DHCP Option 82 #fE1X, DHCP AX—E > 7R3 a— LI 2 —T AL ThHYH ., ZOWIEEZHHTS
IMAFEIEE R E D HTHATZ VLAN THA RX—T A THLIHAEICRY YR— S ET,
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$24F DHCP#ESLUVIP Y—R H—FORE |

W DHCP #EOBE

X 24-1 12, —JCHI722 DHCP =BT 7B RA LA Y DAL v FICHERSNTZMAZIZIP 7 FL A%
BB THEA ORI Z A=Y Xy b Ry b= DBl RLET, DHCP 7 547 F &b
BT S DHCP — NiZRI U IP % v FU—2 £33V 7 % v FRICEE LW, DHCP
VL —x—Y =2 b (Catalyst A4 v F) [T~ RX— T RLAZRETHZLICEY, 7u—Fxy
A NEEEA X —T ML, Z7T7A4 T bV —BTDHCP A v —Y &Rk LET,

B 24-1 ARARYSY A —H Ky b kv FT—HIZHHH DHCP JL— I—Sx >k
=
H—n\
|||

(DHCP YL—I—2 U k)

Catalyst 24 v F ;7 TOER LAY

"~ VLAN 10

MAE E]l A2 B

(DHCP ’7747/|~) ’

HZ A B

(DHCP’7747J k) A—"

98813

AA »FTDHCP AX—VE JIEHA T 3 Option 82 A X —T7 NWIZTHE, ROAX MR
DNEFFTHRAELET,

o &™AK (DHCP 7 747~ F) IZDHCP 2Rz/Em L, Zhaxy FU—7 BElZ7m— ¥y X
FLET,

o AA vFiX, Z?D DHCP ERAEZET 5L, /X MZ Option 82 tE@®EZBEMLET, 774/
FCIE, VE—=FIDVTFH T arBAL vFDMACT KL AT, @%H}%7ﬁ7Vaymﬂ
v bEZ{ET 54— b ID (vlan-mod-port) T3, UE—h ID BLOEHR ID FFHETEET,
YT H T a VOFREOFEHIZONTIE, 2SR LTIZS 0, %7?7/3/@§E@#MK0
Wik, TDHCP A X—E v 78 LT Option 82 DA F—7 k] (P.24-12) ZZML T &V,

e Jb—x—VzVIDIPT FLABRESNTWDIHE, A vy FIXZDIP 7 KL A% DHCP
2Ry MBI £,

o XA vFiX, A7 ar 82 74—V REET DHCP Ek% DHCP — 25k L E9,

e DHCP y—NZZ o7 v h&ZELET, Option 82 IZxtE L TWAH—"ThiuX, VE—Fh
ID&EﬁUD@wfn#~ﬁitimﬁ%ﬁﬁbfIPTva%%U%TtD\lo@U%—%
ID F/3EEIDICEIV S THZLENTELIP T FLADEEZHIBT LAWY v —42320E L
72 TEET, KIC DHGH%ﬂ\iJnumKWKﬁfv;ysz74—»P%::—Li¢o

o AA vFILL S TERBY =NV L—N7HA,. DHCP b —NFEEE2 AL, v F Il =F v
ARLET, A vFiE, VE—F ID 74 —L &, BHIC K> TIER ID 74— REFHA,
Option 82 7 — ¥ WIFAFE A TH D Z & HRER L ET, A4 > FIL Option 82 7 1 —/L RZHIERL
TH 5. DHCP #RkAZ%{E L7 DHCP 7 94 7 v MIHERT A5 AL v F R— M F v N & sk
LET,

T HIN IOV TF T g VERETIE, BIROA R bOY = ARFEETHE, K 242 12H DK

DT 4 —)L ROEIZZEN L EREA,

e EMIDYTASar 74— R
- VT F T 2T
— VT FTar A TOES
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| 8524% DHCP #ESIUVIP Y—R H— FOERE
DHCP ez W

— [E#RID %4 7

— [FRID ¥ A TOREX
e VE—hFIDHTATVa L 74— R

- YT FTvar EAT

- VITA T A TORES

- VE—FID¥AT

— VE—FIDHATOEX
B ID B 747> a v OR—k 74—/ KT, F—bRERINOHBEY T, 2L 21E, 24 A
® 10/100/1000 = — kI LU 4 5@ Small Form-Factor Pluggable (SFP; L rIFE/NL 7 4 — & 7 7 7
X)) FEVa—/L 2y FEE#T D Catalyst 3750-E A4 v F T, R—F 3 BFTHE Y b A —F %y
FUOAFE— R, B b4 BEHEy b A=Ky b 102 F— R L0, DRAGICHE £, #K—
F271XSFP EVa—L Ay hOFHE Y b A —H 3y b 1/0/25 720 DIBERIRICEE X £7°,
2420, TIHAN MOV TA T a UREMEHN SN TV LHEDOVE—FNID V747 a vk
FOEBID $ 7 AT v aro "y b 7xr—~vy bapRLET, B ID V747 a Tk, £
Va—NEGIE AL ITITHHAA v TFEZITHISLET, A v TFRINbDT Y MEREHEH
T 250X, DHCP AX—v v 7% 7 a— 3Ll X —7 /LI L, ip dhep snooping information
option 7 — L 2 7 4 Xal—vay avwy ReE AN LESHETT,

24-2 YIFToavmbry Mgk

EgIDYIAToary JLb—L J4—<Y bk

I T ary [
247 ID&4 7

k& k&
A
T‘I 6 0 4 VLAN ELa—)L|ER—F

IRAY S IR AT G R WA (IR PAC @ S 21\ k 1340 130+

JE—FIDYTATLar JL—L 74—V F

HIFXToar Yr—+F
247 ID%A

l R l &

R
TZ 8 0 6 MAC 7 KL X .
1AL R 1R4 R 14 R 14 F 6/34 b ¢

2432, 2—YPREDPVE—FIDBIVREFID 747 a7y b 7xr—~vy FERLE
7. DHCP AX—v 7R3/ —s3LZA % —7 /LT ip dhcp snooping information option format
remote-id 72— L 27 4 Fa Lb— 3 2w REB LW ip dhep snooping vlan information
option format-type circuit-id string > ¥ —7 A 2 a7 4 Fal—v a3y avr FRALER
HE, AL YTFITEY, Ny Txr—~y FRMERENET,

Ny RTCE, VE—FIDBIOEFHID 747 a v E2ROXLIICRE LSS, b0
74— ROMERT 7 40 MEDPDERESNET,

e EMIDYVTAFar 74— R
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$24F DHCP#ESLUVIP Y—R H—FORE |

W DHCP #EOBE

— [ERID XA 71 TH D,

- RELEXFHOESITS LT, BESOENELT S,
e VE—FIDHTATary 7 4—LK

— VE—FIDZATNR1 THD,

— RELEXFHNORE SIS LT, REOENET S,

24-3 A—HREDY TFH T arnyry bk
B IDYTAToay Jb—L 7+x—3 v b (A—FREDR FY 2 H)

$IAXTary ER
547 D&AT

[

T1 N+2 1 N |ASCIE#IDRX YUY

ANA RTINS AN M 1IN R N /31 b (N=3-63)

DE—FIDHYTATLay IL—L IT+—Iy b (A—FBEDR YY)

$IFTvay UE—F
547  IDaAT

[

{2 N+2 | 1 | N |ASCIUE—FIDRFY DT ERIFKR FE £

LIRAS SR AT S R AT G R AE 1 3 N /31 k (N=1-63)

Cisco I0S DHCP H—/\ T—A2 R—X

DHCP R—2 @ HERE 7 1 2O/, f§& DHCP ¥ — 3% Cisco I0OS DHCP #— 1 F— 4% X—2 %
EALET, ZHIWKXIP T RLAR, TRFLI NS T 222 BEOT— b 77 A NGB EOFKENRT
A—ENEENET,

T RUVANAL T 4 71%, Cisco IOS DHCP H—"N F—F RX—ZANDOHFEA D IP 7 FLABLY
MAC 7 RV RO~y B 7T, 27I7AT Y RIPT RVAZFEHTHEVHETCHI &, 20T,
DHCP #—/3A DHCP 7 KL A 7=/ in6 [P 7 RLAZEI VU TLHZ ENAEETYT, FHBLOH
T LR ST 4 T OOV TIE, [Cisco 10S IP Configuration Guide, Release 12.4] @
[Configuring DHCP) OEAZZHL T ZE W,

DHCP AX—FEYT AT 42T T—E3R—-X

DHCP AX—V T A F—TNMITDE, AL v TFIHEEHTERWA X —T A AZHT HHER
% DHCP AX—V VT NA VT 4T T—=F_R=RREFELE T, T —FX—RIZ1%. 64,000 DA
VT4 T EEDD I ENTEET,

BT =B R—R T N (NS T 2) E P T RL AL ZAUCBEER T Hhiz MAC 7 RLA,
V— 2 (16 #ER) . XA T o v I REASNEZ A v —T =24 A, BEXOA v X —T = A AR
BT5 VLAN THif ENET, T—F_XR—R x2—V v ME, RESNESFTO 7 7 A ML v
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DHCP gtz W

TAVTERFLET, 2 PIORRBIZHDTF =y 7 LE, 77 ANVDEHD N, F2EDH, =
YR VICBEEMT SN T RTONS bEdG L LTEHEINET, £ X ET 72314~
T=EBHY, FORIZ1I DOAR—RLF =y 7 F AMERHEEET,

AL v FOY)a— RELNL 0T 4 VT EREFFT 5121, DHCP AX—VE 7 T—F_X—RX =—V =
VREFERTAMLERHYET, TV IR T 4 E—T VT, ¥4Iy T ARPA U AT Vg
VETIZIP V= A H— KB A 2 —TNIZ éh DHCP AX—V T NA T 4 v F FT—H =N
BAFIINA T 4 TENTWBEEE., AL v FIIER2UMENEST, 2O —Y 2 b2
?4?~7»?\mKPX7~EV7EHﬁ4*~fWT%5%é\X%y%@%ﬁm@%éhi@
A, DHCP AX—¥' 71 DHCP A7 —7 4 v VWAL TEX RN ER”H Y £,

Ju—=R¥He. AL v FREIANA T 47 T 7 A NVEGHRAA, DHCP AX—E T NA T 4 v
T T =B R=2EER LET, A v FIE, T _XR—REERMA BN & EEIAAL T 1 v
T 77 ANERHLES,

AA v FE, FLOWAAL T A o TEBHT DN, XA UT 40T RKD &, EEBICT =4 _X—2ZN
Oz NIEEHFLET, AA /5& N T4 T7ANMNOZ MY B EHLET, A

T AT T ANVOEFEE IR E AT RE R BRI L > TR ED | BH Iy TR INET,

7 7 A VEE ST RERN (%é’f IAHIBIERS L O 2 A L7 7 FOEICL > TERESIND) ITHEH
SNRWEE, EHEEIELET,

NA T4 TNEEND T 7 ANVDERITRD LY TT,

<initial-checksum>

TYPE DHCP-SNOOPING
VERSION 1

BEGIN

<entry-1> <checksum-1>
<entry-2> <checksum-1-2>

<entry-n> <checksum-1-2-..-n>
END

DT 7ANDEZY N)IZIET =y VY AMEERT X TRFHITONET, AL vFiE, 77 A VEH
HEBHLEIL, ZOF 2y 7V reFERA LT N ERIELET, HAIOITO initial-checksum = > |k
Vix, &FTO7 7 ANVEFICEET A M) ZLRIO7 7 A VEFIZEET A= MY EXBILFT,

WIZ, XAVTF 47 77 ANMDHERLET,

2bbdc2al

TYPE DHCP-SNOOPING

VERSION 1

BEGIN

192.1.168.1 3 0003.47d8.c91f 2BB6488E Gi0/4 2lae5fbb
192.1.168.3 3 0003.44d6.c52f 2BB648EB Gi0/4 1bdb223f
192.1.168.2 3 0003.47d9.c8f1 2BB648AB Gi0/4 584a38f0
END

AL v FREREL, FARINET =y 7P MEPMEFEIN TV DT oy 7 AMEE B LIZGE, A1 >
FIINA T4 T T ANDT N EGEHRRY, SA T 4 7% DHCP ARX—E U 7 NA VT (v
T TR BN LET, ROWTNPOREBIE LGS, A vy FIEor MY 2 ELET,

o« XA /%7)§I/l*)75::u%kﬂi‘9 HHEEINTZF =2y VP AMERNEFEEINTWDE T =y 7 T AEE—
HLpw, ZOHE, To ) EENRMUBFEOZ S MY BRI ET,

e TUNVIZEENTVDY —2AMBNKTLTWD (AL v FI3 ) — 2B OK TR AL T 4
v :n/]\)%ﬁl[%r’u‘;b\ EWRH D),

o TURVIZEENDA L H—T oA ANBIEITT AT DMIIFE LRV,

o AUHE—T 2 AANRN—T v R A X =T 2 AFE7ZIZDHCP AX—¥Y U JIZBITHIEHETE S
A H =T ATHD,
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W DHCP #E:nE%E

DHCP X X—EVJERAYTF RE v

DHCP 2AX—E 7%, AF v I v AX—TEHINET, FILVWAS v TFRAZ v Z7IZTIMATS &
2L v FTlE, AF v v AZ—15 DHCP AX—V U ITREEZZELET, AUANBAZ v TG
otz e, AL v FICEEMNTONTWHWATRTO DHCP AX—VE 27 7T RLVA XL T 400
M=—Vr 7 7 hLET,

TRCOAX = U THEERIL. AF¥ v 7 ~AZ—ETERENET, FILWVWAZ YT v ZAZ =N
BHINWEHE, it 23y hERET,

AR T D—=UNREL, AX v T v AZ—TIERL o2 Hh. AL v < AF—|{ZhoT-F
THODHCP AX—V U7 RNAUTFT o v TnkbhEd, AX v 7 RN—F 4 ar Tk, BEOAL v
I AR —IERF R, N—=T 4 a AL v FIZB LTI, T 4 TE, ==V T T
ThLET, N=T 4 a MRS v FOHF LY AHX —TlL, #H-7/2E1E DHCP /37 v k OALERN
BlbaNE T, A vF AZ v 7 OFMIONTIE, BESE (RS vF 22X v 7 OEH] 22BLT
<TIZ&EW,

DHCP #aeDKRE

o [DHCP ®F 7 # /v NekE] (P.24-8)

e [DHCP AX—VE V VEREREOEEFIE] (P.24-9)

o [DHCP ¥ — 0% & (P.24-10)

e [DHCP #— ¢t AL vF 2K v 27| (P24-11)

e [DHCP VL — x=—V = bOEE] (P24-11)

o [y MEEET FLADFRE] (P.24-11)

e [DHCP % X—t'> 75 L Option 82 DA F—7 L4k (P.24-12)

o 754 ~_— K VLAN T?D DHCP AX—t' 7 DA F—7 4] (P.24-14)

e [Cisco IOS DHCP #—/% =& X—20D A 3 —7 L4k (P.24-15)

e IDHCP AX—VE LT RA T 4T T—HRXR—A 2=V x> hOA3—7 4t (P.24-15)

DHCP T 7 # )L FERE

£ 24-1 DHCP OF 7+ L bERE

HERE T4 LERTE

DHCP #—/x CiscoIOS V7 N7 =7 TlIA x—7 /L, BREN
VB!

DHCP VL — =—Y = k A F—T L2

DHCP /%7 » MEET R LA R IE

Jl— o= MEBOMER A F—T N (R A v — VITBETE),

DHCP VL — =— V= MESERY o— PEOY L— = — ¥ = v MEHRA B, 2

DHCP AX—VE' 2 % 7 a =LA, 2—=T ) |FToE—T L

DHCP A X — Y U VIR A 7> a v AR —=T )
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DHCP BEEH LU IP V—R H— FORE

DHCP #eenmE M

& 2441 DHCP OT 7 4L hMEE ()

BHE T4 FEE

Ry NefEHTERVWANA U E—T = f AT |T4®—T N

ZIJH % DHCP A X —t' >/ A7 a3

DHCP A X —t 7 L— MR RERIE

DHCP % X — v Z{Z ik EETE 20

DHCP %X —t"> 7 VLAN F o=

DHCP A X—tE> 7 ® MAC 7 R L A KL A=)

Cisco IOS DHCP ¥ — X A 5 4 v F—4 |CiscoI0S V7 b U = 7 TlEA F—7 /b, BEEH

N2

A
GE) AA»FiE. DHCP h— & LTRES

NTWETFNRAL ZANSET, 2y hU—7
T RLABIORENRT A—FERELE
‘d—o

DHCP AX =V T NA T T ==
A T—T =z b

CiscoIOS V7 F 7 = 7 TlIA X —7 b, REN
VB Z OBEIZSE TR E SN TV AEHEIZR
UREESR

1.
2.

3.

AA v FIiE, DHCP #— "L LTHESNTWBEAICRY DHCP ZRITEE L ET,

AA v F1E, DHCP = "D IP 7 KLV AN DHCP 7 74 7 > h® SVI IZHE SN TWHHAIZRY DHCP /X
vy hEVL—LET,

ZOMEEIX, A v TF BTy Y AL v FITL o T Option 82 BMFA SN/ v MNEZETIENAL v FTHD
SEIENLET,

DHCP AX—EV JBRERDIEEIR

DHCP AX—t' U 7%, AA vF LT/ a—NilA F—T N T IHHERH Y £9°,

DHCP A X—t > 7%, VLAN TDHCP AX—E L I NA X —TNHRABETT VT 47122 Y
FHEA,

AA v F ETDHCP AX—VY v %7 a— "I F—7 T 5HIC,. DHCP #— 3% DHCP
JI— 2=V hELTHET 2T A ARRESIL, A RX—T N7 >TWND I EEMERL
TLIZEWY,

AA »FTDHCP AX—VE 715 A T a &R ET HEMZ, DHCP —/ & L CHRET 557
NA ZAZHBRELTLIEEN, 72&21E, DHCP " —A"RE O B THEVRIMILIZY TEDIPT L
AEETHN., TIEENEDOT AL AO DHCP 472 3 VAR ETHLERD Y £9,

A2 v F ETXFHEDOL NI —F v | ID ZixiET 5% A . Nonvolatile Random-Access Memory

(NVRAM; REFEME RAM) £72137 7 v v a ATV ICEVWLTFIIN G2 28 BEEEL TS

W, —F v D FENRZEOMOT —F LA GDbENTEA, NVRAM 7201377 v a AE
VOREZBMATLEN, =27 — AvE—UBRERRINET,

AA v FTDHCP Vb — =—V = hABETHANT, DHCP — & L THRET BT A 2%
BRELTLLZEEN, & 21X, DHCP =R E 0 YTV LY TEDHIP T RLAZIEE
T, TNAADDHCP A7 > a v BFET D0, £IEDHCP 77— _X—R =—Vx %
Yy N TTOMERH Y ET,

DHCP VL — ==V = b RA % —7 LT, DHCP AX—VE L 7 NTF 4 =T L ThHDIEAR.
DHCP Option 82 7 — # i ABRRIZH R— F I EE A,
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$24F DHCP#ESLUVIP Y—R H—FORE |

W DHCP #E:nE%E

o AA vF K— b2 DHCP +— NICH#H SN TV 5 E41%, ip dhep snooping trust 7 > % — 7 =
AR ary74F¥alb—var avr REANLT, A= FE2EETELIR— b LTRELTL
fiéb\o

o AAyF R—FBDHCP 7 747 v MIEHRHENTWDHEHEIL. no ip dhep snooping trust 1 >
F—TxzAAAr74Falb—vary avsrs FeAANLT, R—FZ2EETERVA—-FL LT
BMELTLIEEN,

¢ DHCP AX—E LT RNA T 47 T—HR=ZAERETDH L &L, ROEBFHEIZHE-TL
7ZEW,

— NVRAM L7 T vz AEVE, WIRLREEERRONLTNDTD, ST 17
77 A% TFTP b — N2 RfF 45 2 L 2 L £,

— Xy FU—2 X—2® URL (TFTP R®° FTP 2 &) IZOoWTIE. AA v TF NS U F 4 v T %
ZTDURL ONRA T 4 7 77 A NZHD TEEIALRNC, ZESNTZ URL IZZED T 7 A
WEAERT DMLENHD T, ZOT7 7 A NEY—NEIERTLILERNDH D0 E D Mo
Tix, TFTP +—_"O~=aT7 VAR LTI EEW, TFTP =Rk ->Tix, Tk Hic
WMETERWVWIENBD ET,

- T HAR=RZELWY — AN IS L D1, NTP 24 x—7 ML, %ETDHZ
LEWEIR LU FE T, BRI OV T, INTP O3] (P.7-2) 258 LTLEE W,

— NTP RRESNTWAEEA., AL v FDOU AT AL 7y 73 NTP LRI & X1
F. AA 9 FWARL T4 Y TOERNEENAA T 4T T 7 A MIEERLET,

o BHTERVWT AL AREREINTZT VY F—3 3 AA v FIZ ip dhep snooping information
option allow-untrusted =~ > RZAJJLARNTLLEEW, Zoavr REANTHE, FETE
BTN ARE T ay IEREAT =T 4 73 DAREMENRH Y £,

e Cisco 10S Release 12.2(37)SE LIF# Ti. show ip dhep snooping statistics = —% EXEC =2~
K& AJ1T %L DHCP A X — Ut 7 DOftaHEHR AR R TE . clear ip dhep snooping statistics 47
e EXEC 2~ Y REANTHEAX -V IREHERI Vo2 %27 VT TEET,

¢ DHCP AX—V V7 A~v— bk X7 %2FKETHE, DHCPIZLK o T RayFEnkzry ho
WA DY, NetFlow IEEEICEEINE T, ZOBEBEARET 25 GIL. Av—haX o r7ns
02—/ R—T N> TNDZ EEHERLTLEIN, Av— b aX o 7 OFEMIZONT
i, TR~ — b BX o705 E] (P34-14) 2L T EIN,

S

(3¥) RSPAN VLAN <CiX. Dynamic Host Configuration Protocol (DHCP) AX—¥E v 7% A x—7/L|CL
RN TL 72 &, RSPAN VLAN ©TDHCP AX—VE v 7% A4 X —T7 W23 5L, DHCP X7 v b3
RSPAN %6 4E 48— MIJEA W ATREMEA D D 37,

DHCP % —/\DEE

AA v FIE, DHCP #— & LTHBETEZ £9, 7 7 4/ b TiX, Cisco IOS DHCP #— B LW
DHCP VL — =—V = MERIZIAA v F L TA X—TNICENTHETH, RESNTOVERA,
NS OMREITEMEL £ A,

AA v F % DHCP ¥ — & LCRHRIET D & & DOFIEICOWTIX, [Cisco I0S IP Configuration Guide,
Release 12.4] @ TTP Addressing and Services] @ [Configuring DHCP)] #ZM L T 723\,
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| 8524% DHCP #ESIUVIP Y—R H— FOERE

DHCP #eenmE M

DHCP H—/IN\E,ERAYTF RE2 9

DHCP NA VT 4 v 7 T—=HR=RF, A¥ v v AL —TERINET, HILVWAY v v AX—
NEY BT NDE, LW AX—TlE, TFTP P — "D HREFENTWDEI R, T 4 v T T—X
NR=2ZRNF T ru—RNINET, AF v A —IZEENBELIZEG ., RRFOTXTONS
T A ITRRDONWNET, Kb A T 4 BT b THZ IP 7 FL R, s EzT,
B#)N> 77 » 71X, ip dhep database url [timeout seconds | write-delay seconds] 7 v — 3L 22
TA4Falb—rary avsry L TRETLOILENRHD £,

AR T D —VUNBETDHE, AX YT AUNIRDAL v 7 < AX—TiX, +§XT»O DHCP V —
ANRNAL T 4T NEKbIET, AF v T NR=FT 4 ar T, N—=T 4 albdrHELO~ A
2= BEED DHCP UV —Z2 S vF 4 77 LT, HLWDHCP #+— ¢ LTEMEL £9,

AL T ALy T OFMIHONTIE, FBSE (AL vF AZ v 7 OFH] 22T ZEN,

DHCP ) L—I—Yx Y FDERE

AA v F ETDHCP Vb — =Yz haA X—TNMTT BT, #HE EXEC £— FTRO FIEE E
ITLET,

avvk iy
ATvF 1 configure terminal sa—)ary7 4 ¥al—ay T— FEEBLET,
ATwF 2 service dhep AA v F ETDHCP —"BLODHCP VL —x2—Y 2 & A

F=T ML ET, TOHEITXT 74 T, RX—TILTT,

AFv7 3 end

i EXEC £— NIZR Y £75

ATv7 4 show running-config LEAERLET,

AF797 5 copy running-config startup-config (TR av 74 Xal—Tay 77 A NIBREEETFLET,

DHCP ¥ — "B XU DHCP VL — =— Vx> " &7 4 E—7/LIZT 5I21%, no service dhep 7 1 —
S arvZ 4 Xalb—varyavr ReEFRLET,

WD FNEIZSWTIE, [Cisco 10S IP Configuration Guide, Release 12.4] @ [IP Addressing and
Services| 2 % [Configuring DHCP) OISR L TIIZ3 0,

e Jl—x—V=r MEROTF = v 7 (FRFE)

e Jlb— =V MEERY —DORE

Ny RERET7 FLADIERE

DHCP +—EBLODHCP 7 947 bR ®EDH X2y NV =7 FRITF 7Ry MTHDHEAE, A A
F % ip helper-address address A 4 —7 = A A AT 4 Falb—v gy avy FTCRET DHLENR
HET, —ORNA—VIE, 7 TAT L MIRBIEWVWLA VI A X —T A A EIZa~y RERE
95 Z & T, ip helper-address =~ > N CHEHAINTNET KL R, FFED DHCP ¥— 1P 7
RL 2hs, £72134t0 DHCP #— 2515 xy U —27 v 7 AL MChDEIBEITHRy FU—2 T FL
AT DHZENTEES, Xy MU= T RLAZMEHATZZ LT, EO DHCP — b ERITIGE
TEXHE910ET,

Ny MEET RV A ZHRET 51213, ¥ EXEC £— FCTROFIHEZFATLET,
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$24F DHCP#ESLUVIP Y—R H—FORE |

W DHCP #E:nE%E

avy kR

B&

X797 1 configure terminal

Ja—N\) ar7 4 ¥al—vary T— NEBEEBLET,

AFv 7 2 interface vlan vian-id

VLANID 2 AN LTAAL v FORBEA 2 —T = A ZA5EVER L.
AV HER =T A Ay T 4FXal—ay T— REHBLET,

ATwvF 3 ip address ip-address subnet-mask

A A =T 2 A RZIPT RLABLOIPY 7Ry FEFRELET,

RFv 7 4 ip helper-address address

DHCP /37 v Nk T7 FLAZBELET,

A= T R LA IHED DHCP H—/" 7 R LA 2F 50, ftho
DHCP ¥ — 456567y b U—27 B AL MIhHDHEAIT. X
FU—2 7 RLVARIZTDHIENTEET, XYy FU—2 T KL R
PHEATHZ LT, Mo —34 DHCP ERIZIGETEZDH L1
A=

BEOV—"NHHEE, HV—N2 1 DOA~LR— T KL AZH
ETEET,

2Fv 7T 5 exit

Jya—N)ar7 s ¥al—vary E—RNIEY ET,

ATwF 6 interface range port-range

E el

interface interface-id

DHCP 7 547 v MIEHR SN TWAEHOYHER— N 2RE L.
A B =T A AHif o T4 X2l — g T— REBKBLE
‘é_o

Fix

DHCP 7 54 7 v MR SN TVWAIH—-OYHER— 2R E L.
AV B —T 2R AT 4 Xal—T gy T— RERBLET,

ATwF 7 switchport mode access

R—FDVLAN ARy 7 F— REEHELET,

RXTv 7 8 switchport access vlan vian-id

AT w72 THRELEZOER LT VLAN 2R — MMZ#E Y 4 CFE T,

AFv7 9 end

i EXEC £— RIZRED £7,

A7 97 10 show running-config

RE % R LT

R2Fv7 11 copy running-config startup-config

L) av74X¥alb—ay 77 A NMCHREZRIELET,

DHCP /%% » MRk T KL A& HIERYT 5121, no ip helper-address address 1 % —7 = A A a3
T 4Xal—Yary avwry REFEHLET,

DHCP X X—E Y J & & U Option 82 DA =r—T )Lt

AA v F ETDHCP AX—V > 7% A F—TMIT 521, ¥4 EXEC E— RTROFIEZEITLET,

avy kR

B&

X797 1 configure terminal

Ja—r\) ar7 4 ¥al—vary T— FEBEEBLET,

RT7v 7 2 ip dhcp snooping

DHCP A X —t' v 7% 7 a— A 2—7 b L E7,
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DHCP BEEH LU IP V—R H— FORE

ATFvT 3

ATvT 4

AFwFT 5

ATv7 6

ATFYF 7T

&

ATv7S 9

DHCP #eenmE M

avyFk B
ip dhep snooping vlan vian-range 1 2® VLAN %721% VLAN #i[fi ¢ DHCP AX—t"> 7 & A 31—
[smartlog] M LET, HHETE 5L 1 ~ 4094 TT,
* VLANID # 5L > THESNDH D VLANID, £hth
N~ TRY o7 —i#D VLAN ID, A 7 U ZRIZHEAL
7= VLAN ID OfipH, F7-13%e8HB L OKED VLAN ID TK
b7 VLANID O#iHAE A1 T2 2N TEET, Zhb
[TAR—=ATRYIY £,
o (fEE) FmyZEhioT vy FOWE% NetFlow IAELERE 2%
BT 2 LA vy FEHRET DITIE, smartlog & A LET,
ip dhcp snooping information option | %1 v, DHCP ¥ — 34 CIZIZESNDHHERK A v E—THND
DHCP U L —1f&# (Option 82 7 4 —/L F) OIFEAL L OHIK% A
R—=TMZLET, ZHURT TV FORETT,
ip dhcp snooping information option |((£&) VE—RFIDV 7 A7 a v 2R ELET,
format remote-id [string ASCII-string | JE— | ID KO E 5 IR F
hostname]
* 63 XFETH ASCII XFF| (A~—R72 L)
o AA yTFIIHRESNTZHRA M
GE) AADMAD 64 XFLLEOHE, VE— N IDRET 63 XF
B ETHNET,
T74NVEDYE—FMIDIEAA YT MAC 7 RLATT,
ip dhcp snooping information option | (1) A A vFRT v AL v FITHRBINT-ERN AL v FThH
allow-untrusted BB AL v FNT Y Y AL v FITL - T Option 82 fFFHATHA S
72#&(E DHCP AX—Y' 7 N7y b &aZIF AL LT LET,
T ANV NRETT 4 =T NVTT,
GE) Zoa<wr PRI BEHTELT A ACER ENTZERHR
Ay FIZFTTANLTLIZEN,
interface interface-id RETHDA LV E—Tz2A AEBHREL, /{ vV H—T A A AT 4
FXal—varE—RERBLET,
ip dhcp snooping vlan vian UIE) HBELFA X —T oA ATHIID V7T F 7> a v 2&E
information option format-type LE9,
;‘;Z‘;}f;‘t‘:”[l"ver“de] string 1 ~ 4094 OEFAD VLAN ID %/ LT, VLAN # L 07— | ID
& EIEELET, 774/ oMK ID 1ZK— b ID T,
vlan-mod-port DX TY,
[Fl## ID 13 3 ~ 63 O ASCIL LF5] (A_—RA7ZRL) ZHRETEET,
(L&) override ¥ — VU — N, MAFFEREERT 57200 TLV
ERUCEBR ID 7 A7 a VEBALES RWGAEICERLET,
ip dhep snooping trust (EE) A v #—7 = A A% trusted £ 7213 untrusted O WFHMIT

RELET, BEHTERWIIAT U IDHLDRA =V %Z(F7
DEICA B —T 2 A AERET DI, no ¥—V— K&
LEd, 774/ % & untrusted TI,
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$24F DHCP#ESLUVIP Y—R H—FORE |

W DHCP #E:nE%E

27Fv7 10

27y 7T 1
AFv7 12

AFv7 13
25y 7 14
ATv7 15

avy kR

B&

ip dhcp snooping limit rate rate

(EE) A2 — 7:417%”’1:'“(%5 1 #&7-9 ® DHCP <7 v
MGERELEY, HETE2HMIT 1 ~2048 TTF 774V BT
. b= MRIRIIERE SN EE A,

GE) BEBETERWALEZ—TxzAAZADOL— L MilBE%Z 1 #H720
100 %7 MUTICRHRET I L 2HRELET, EHTED
A B —T A ADL— MilRZRET 584, DHCP X
R = T M o8O VLAN 2B Y ToHN F T
7 R—FTik, b— FMRBOMEEZ KX T5 2 LERLEIC
BB ERHY ET,

exit

Jya—nN)ar7 s ¥al—vay E—RNIEY ET,

ip dhcp snooping verify mac-address

(fEE) FETERWR— MIAE(E L7 DHCP /7 v F DXL
MAC 7 RVRBNRT y DT FZAT Y b N—=RKy=T 7T FLRLE
—HT L L EMRT DAL v TFERELET, 77441

T, B#EITMACT RLABRANT Yy bDIIFAT U P N—FRU =
T T RVAEHTDHZ LR LET,

end

¥4 EXEC £— FIZREY £,

show running-config

BE % AR LT

copy running-config startup-config

(FEE) av74Fal—vary 774 VICREERELET,

DHCP AX—VE 7 %7 4 E—7/MZT 5ITiX, noip dhep snooping 72—/ )L a7 4 F 2 L—

varv avwr REHFEHALET,

1 5® VLAN Z 721X VLAN Oii © DHCP A X—¥E > 7 %7 & —

72T % 1Z1%, no ip dhep snooping vlan vian-range 77— 3L 27 4 Fal—al avw R
AL E 9, Option 82 7 4 —/L ROFWEAB L VHIBREZ T « E—7MIZF 51Z1E. no ip dhep
snooping information option 72— )L a7 4 Fa b —v gy avr FeHALET, = / R
A »FIZ L 5T Option 82 THFWMBFHEA I NTEE DHCP AX—V 7 Xy haRay 7 T25X91C
LA v FEFET HIZIE, no ip dhep snooping information option allow-untrusted 7' = ~/\/l/
ary74Xal—varyavwry FeEHLET,

Wiz, DHCP AX—t o 7% 7 n— LB LU VLAN 10 TA R2—7 2L, A"— FD L — MMilR% 1
o0 100 /X7y MIERETHHIZRLET,

Switch (config)# ip dhcp snooping
Switch (config)# ip dhcp snooping vlan 10

Switch (config) # interface gigabitethernet0/1

( )
( )
Switch(config)# ip dhcp snooping information option
( )
(

Switch (config-if)# ip dhcp snooping limit rate 100

754 ~R—F VLAN T®O DHCP X X—E 45 D4 x—TIL{E

77 A4 ~X— K VLAN TDHCP AX—¥E 7 %A 3x—TNMIT&EET, DHCP AX—E VRS R—
NDOGE, BREETT7 A4~V VLAN BLOBEAM T SN TWD % U VLAN Ol FIZE#HE L F
9, DHCP AX—VE > 7" 7T A4~V VLAN TA X —7 1V DHA, EH 41U VLAN ThHA x—7 )b

ICREESNTWET,

DHCP AX—¥E V7 NTTIZT T4~V VLAN IZERESN T T DHCP AX—¥ v 7 a2t XY

VLAN TR AZ X HICRELEZHE. B %) VLAN OREIIADN/RY FHA, TT74<V

VLAN ({2 DHCP AX—V 7 2RETHILENDHY £9, 774~V VLANIZ DHCP AX—t 7
DRESNTOARWESIE. VLAN 200 228Dt H 4 U VLAN IC DHCP A X—E U V2R ET D &
XIT, MDAy E—URERINET,
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DHCP BEEH LU IP V—R H— FORE

DHCP #eenmE M

2w5d: %$DHCP_SNOOPING-4-DHCP_ SNOOPING PVLAN WARNING:DHCP Snooping configuration may not take

effect on secondary vlan 200.

from its primary vlan.

DHCP Snooping configuration on secondary vlan is derived

show ip dhcp snooping ### EXEC =~ N1 Tidk, DHCP AX—E LI NA RX—T NV THDHT 7
A~VBIPEIHY 74— K VLAN 25T, 7XCO VLAN £~ LET,

Cisco I0S DHCP ¥—/\ T—A2 R—ZXMD A4 r—TJLit

Cisco IOS DHCP #—/8 7 =¥ R—=2 % A4 X—7 WZ L TRIET D FIMEIC OV TIE, [Cisco 10S IP
Configuration Guide, Release 12.4) @ [Configuring DHCP] ®»#|Z4% % [DHCP Configuration Task

DHCP AX—EVT NA T4 VT F—RIR—R I—x

JILiE

ATFvTA1
AFvF 2

ATFvF 3

ATvT 4

ATFvT 5

List] 22 LT 7Z&0,

AL v F ETCDHCP AX—VE T NA T 40T T—=FR—=R 2=V b X —T NI

kDA R—

L. BE

T 2ITIE, B EXEC E— R CTROFIEEZFITLET,

avyk

=]y

configure terminal

Ja—nN) ar7 4 ¥al—ary B— FERBLET,

ip dhcp snooping database
{flash[number]:/filename |
ftp://user:password@hostl/filename |
http://[[username:password|@]{hostna
me | host-ip}[/directory)
/image-name.tar |
rep://user@host/filename} |
tftp://host/filename

RONTNIPDOEREFA LT, T—2_X—2 ===z FEIT
NA T4 774D URL 2¥6ELET,

o flash[number]:/filename
EE) AY Y7 vRAE—DAR v 7 AUNEFEEERET DI

1. number X7 A —X &AL 3, number DT T B
FIX1~9 T3,

o ftp://user:password@host/filename

e http://[[username:password|@]{hostname |
host-ip}[/directory]
limage-name.tar

e rep://user@hostl/filename
o tftp://host/filename

ip dhcp snooping database timeout
seconds

T N—AMET B ANTETT20E[H, TAHETILET L
BRONEEIIT e A2k T HH (W) 2fRELET,
77 4V MEL 300 B TY, FRETE HHIMIT 0 ~ 86400 T, M

HIROWIM 2 ERT 21T, 0 ZEH L E I, sk 2z EEIR
WCRITT 222 ERLET,

ip dhcp snooping database write-delay
seconds

NA T4 T T=ERN=APER SN T OEHELHBT 2ET
DEFERFF 246 LET, 5 TE HHHIE 15 ~ 86400 BT,
T 74N T 300F (547 T,

end

¥t EXEC £— FIZRED ¥4,
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$24F DHCP#ESLUVIP Y—R H—FORE |

W DHCP AX—F L/ E@OET

ATvT 6

ATFYT 7

ATv7 8

av vk B

ip dhep snooping binding mac-address | ({15Z) DHCP AX— L 7 XA VF 4 v 7 F—H_R— T A
vlan vian-id ip-address interface T4 =y N EBMLUET, vian-id OFFHIZ 1 ~ 4904 T,
interface-id expiry seconds seconds DHEiFAIL 1 ~ 4294967295 T,

Zoa<wy RiE, BTz b T EICATLET,

GE) Zoa<wrFRE, AAyTFETANERET A I35
TWCHEALET,

show ip dhcp snooping database DHCP AX—VE > T AT 47 T—HX—=XA ==z D

AT —H AR LUOHEHERZ £R LET,

copy running-config startup-config EE) a2 74FXa2b—vay 77 A VICEEEZRIELET,

—HR—=RA 2=V MBI, T 4 T T A NVOFEREEILT HI21E. no ip dhep
snooping database 72— )L a7 4 Fal—v gy avr REEALET, ¥4 L7 0 hERIE
LR OE % Ft » N9 512i%, ip dhep snooping database timeout seconds % 7-1% ip dhep
snooping database write-delay seconds 7’0 —/\)L a7 4 Xal—v gy a<wry FEERLET,

DHCP AX—V U T NA T 4 7 T—=HR_R=A 2=V = FOREHERE 27 U 7T 2121%, clear
ip dhep snooping database statistics £5# EXEC =~ > FEfIHLEd, T—F_X—RZHHFT 51
i%. renew ip dhcp snooping database F## EXEC =~ F&fEA L £,

DHCP AX =V T NA T o T—=HN=ANbN A T 47 =2 Y Z{lRd 51213, no
ip dhep snooping binding mac-address vlan vian-id ip address interface interface-id it EXEC =2+
VREHEHLET, Zoavr I BTS20 WA LET,

DHCP X X—E U JRHD TR

& 24-2 DHCP 18 %&& "7 50T F

avyFk B#

show ip dhcp snooping ZA v F O DHCP AX—V VIR EEFRLET,

show ip dhcp snooping binding DHCP AX =V T NA T 4 7 T —=F X=ANOETRE SN, T

VIR ERRLET, TOXOIBRNSNAL T 4T ST 4 Tk
HEENET,

show ip dhcp snooping database DHCP AX—VE > I RNA T 4 v T FT—=ERXR—=ADAT —Z AR L ERE R

RLET,

show ip dhcp snooping statistics DHCP A X —E 7 OftiHEH A4 ERNE L ITFEMEATRRALET,

show ip source binding R L O EINTEAS VT A v T FERLET,

[l Catalyst 3750-X/3560-X R4 v F Y7 b9 z7 av714¥al—av i1 F

DHCP AX—V U I WA X —TNTA v Z—T 2 ANE T AT — MNMIETR SN HE. BT
EINTAAL U F 4 o ZITHIBRENER A,
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| 8524% DHCP #ESIUVIP Y—R H— FOERE

PY—=x A—roms N

IPV—X i— FOBME

IPSG 1. DHCP AX—VY > 7 RA T 4T T—HE_X—A BIXOFEBHTRESINTZIP V—R A
VTAVTIEESNTC N T T 4w 7T 4 NB ) T THIEICED, =Ty R LAV 214
H—T 2 A ATDIP N7 7 4 v 7 EHBETHEXF2 VT (HETT, IP V—X H—F&FEHLT, &
AR, FOXAN—DIP T FLAOHERERLTGED N T 7 4 v 7V HBEFISZENTEET,

IPY—2Z H—FiF, EETERNA L Z—T A ALETDHCP AX—E U I NA R2—7MI2& TV
HDEGEICA F—T N TEET, AV F—T A ALTIPSG A X —TNMIZTDHE, AL vFiX
DHCP AX—¥Y v 72X viFaf &= DHCP /X7 v F&RE, Z0A V&%?:%XT“%\"% L=
TOIP Vo974 7% Ty 7 LET, "R—h 77X arbta— JAM (ACL) 1, ZOA v
=T AZWHENET, R—FACLIX, IP V=2 XL UTF 4 7 T—TNIZ fchEIP %
AEFFOIP VT 7 4 w7 FEFAIL, TOMO T 7 4 v 71 3T _XTELRELET,

A—FACLIE, RUA ¥ —T oA AL R DFDMDL—% ACL X° VLAN v v 7 L 1) L
feShEd,

IPV—ARAL T 47 T—TMZiE, DHCP AX—bE LV THRHEEINTEAL T 47, £121EF
B CHREINTEZNAS T 4T (AT 47 IPERBTAA T4 T) MBVET, ZOT—T
DO FUIIEIP 7T KRl BE#E MAC 7 LA, BXOEE VLANEFE SR H D £7, AA v T

W, IP Y — R = KPR A X =TSN TWEAHEETET, IP YV —A NS T 4 7 T—T)VEMHEH

LFET,

IPSG MY FR—=FENTWVWEIDIX. TI7EBAR—=IFBLOI I V7 R—=r2E0 LA V2R —=KZFT
T, BETIPT FLRA 740 Z )7, RETLIPBIOMACT RLA 74V &Y T aRMRHAL
T, IPSG 22X ETDHZ EMTEET,

T, ROBRITOVWTEBALET,

o [EETIPT RLADTZ 4N ) (P24-17)

o [EETIPT FLABIUOMACT FLZADT7 4 Z Y 27 (P.24-18)

o [(RE2F 4w RAMHIP V—A H— F] (P.24-18)

BEETXTIPZRFLRD74IILE Y VY

IPSG TZDAT v arvBAR—TMZINTWAEAE, IP T 7 4w 7%, H#EILIP 7 FLRICHE
SNTI4NEI T E3nNET, A4 vTFiE, EETIP B DHCP AX—VE2 T XA VT 4T F—
AR—=2ZAPxTr ") FEFIP V=AU T AT T—=TNDNRA T 4 T =BT HHAEIT
IP N7 7 4 v/ &nitLET,

A B =T 2 A4 AT, DHCP AX—VY U 7 SA T 407, FTZAZT 4w 7 1P V—RA (v
T AT DNBM, B, ERIEHIBRENTEGE, AL TP VA NS T 4 VT OETEFEAL
T. "—HFACLZZHEL, ZOKR—FACL ZA VH—T A ACHEBHL E7,

IP Y —A AL F 427 (DHCP AX—VE 2k vBMcEE SNz, $REFETHRESNLD
D) MBEESNTWRNWA 2 H—T 2 A AETIPSG 24 X—T7 NI LEEHE. AL v FIXZDA v
=T x2AAETIP b7 7 4 v 7T _RTCEEGRTSHAR— K ACL Z2{Ek L, @HLET, IP V—X

H—=RET A B—TNILIEHE, AA v TFIFA v F—T =4 AR — b ACL ZHIBRL £,
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$24F DHCP#ESLUVIP Y—R H—FORE |

W py—xH—FoB=E

FEETXTIP7FLRABEUMAC 7 FLRD 7424

IP 74 271F, BETIPTRLABLIOMAC 7 RLRIZESWT T4 LE Y T ENET, 2
A vFiF, FETIPTFLAELEMACT RLANRIP V—A RS U F 40 F—T LD v & —
BT DGR T. NI 74 v BBIELET,

TRVA TAUNBY U TNA =T NVORE, AAvFIZIP T 74w 7 LI EIP T 747 %
TANEZY T LET P Xy b FFIEIP X7y FOEFEILMAC 7 RUAREHR P V—A
NRAVT 4o T —BTBEE, A v FIXZory &zt LEd, DHCP X7 v h2BRE, *
DOMOFEFED X7 v MEITRT, A vFIZEY Fey7anET,

AL v FiE, BEILMACT RVAD T ANK Y TR — b X2V T o 2FHLET, A—F &
X2 UT A BN BRELGG, AV —T x4 ATV Yy NE T LET,

A3T49v9 RAMAIPYV—R Ai—F
~

(i) Ty V7 R—h, X 8F 07 R—1+T, ZEZFT 427 RAMAIP Y—2% H—F (IPSG) %
R LZRNTLEEN,

AET 4 v RANHIPSG 1%, IPSG DOfEZ DHCP TIE/ARW, A Z T 4 v 7 RBREBICIET 550
Tt, TNFETHIPSG IL, DHCP AX—bE U 2LV ERENTZo v MY BFER LT, A4 v F I8
BMENTZARAFERIELCWE L, RAMMOZIELIEN T 740y 2705, %172 DHCP %87
BRNLDOIFTRC Ry TEnET, 202V T 4L -T, =T 73N A Y2
AV E—Tx2AALDIP N7 7 4 v 7 BHIBENET, ZOHKREIX, DHCP AX—E> 7 A VT 4
VI F—AR—Z BIOFHTRESNTSZIP V—A RN T4 T ESNT T T4 v 0BT 4
NEY T LET, BidN— 3 D IPSG Tid, IPSG ZEE S % 729512 DHCP BREESME T L7z,

2AET 4 v/ AARMHIPSG Tix, DHCP 722 L TIPSG #EESERZ Z LN TEET, RET 1 v 7
AARMHIPSGIE, F—FACLZA VAR —LATELEDIZIPTANAA NT X7 F—T ) 2 b
VITIFLCWET, ZTOAL T, BESNER—FTHIRAFA DY X N EHEFT 572012,
ARP V7 = A b, F7EZZFOMDIP X7y NMIESWTAEXT v 7 = MY EERLET, £,
BEINER—PMNINT 74 v VB RETXAFRANOKAEEET AL TEXET, ZHIEFLAY3
TOR—F X2V T 0 LELTT,

AET 47 FAMHIPSGIZAAFI vy RARMBYER—FLTWET, XA F I v FA MR,
IPDHCP AX—Y 7 T —7VIIHFEET S DHCP BZEI D ¥ ToHNZIP 7 L A2Z{ETHE IPT
NARNT xR T 7= NVERIC S M) EFE LET, RF v 7 (RETIE, A4 —D7 = —
NWA—NR=PIETDHE, AN K—MNMIERINTAYT v 7 FARDIP VY —RA HT— K =k
Vik, 2O FE £V £7. show ip device tracking all 7 EXEC =~ K& ANTH L, IP 734
A TR TF=TNZNE. 2hbDx NN ACTIVE Thb EERINET,

S

GE) #HEOXY MNI—I A X =T 2 A AEHEDSIPHEAMO—IZ, Xy NI—F f X —T =
A RN oy NEFEATDHZENTEET, ZO8Ee Ty NMIE, Y—X 7 KL X
LT, BOEAN Xy bIT—=0 L0 X =T 2L ADIP T KL A, 721X MAC 7 RL AN
EENET, O ATy NI AXT 4 v 7 KRA M IPSG BB A MIHHE S L, HERh e
IP7 RLAANRL T4 TERIEIMAC T RLANA T 4 TR FEEENT, AR A
VT4 T NER SNSRI ERY T, KA ML ER Ry FOFEANEEEET D 5
WZOWTIE, SIS TA5FRL—F 4V TV AT ARy NI —7 A B —T o f ADN U H—
IZBBWEDbELIEEN,
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| 8524% DHCP #ESIUVIP Y—R H— FOERE

PY—=x A—rFoxe N

B, AXF 4 w7 FARNFBIPSGIZACL R—ADAX—VE L7 AH=XLEEUT, B IP A
AT 47, FEEMAC AL T 40T %FRLET, IP AT 47, £721E MAC A v
T4 7iE, ARP X7y by BXOIP X7y MZEY, A4 T 4 v 7 KA MLFEEREINET, 2N
BIITNRAA T vX o F T _R=ABREENET, HEINZR— N TENICEE, 3%
MICRRESNIZIP 7 RV AOBNRKIEICELEZSA, HTLWIP 7 RLAEE7 v MEITT,
N—Ro=TIZEY Fay7ZEnEd, MoPOBATEEI SN, 723 7mR A &R RT
L7, AXT 4w 7 RANHIPSGIXIP T34 A M T v X 7 EEFER LT, BIMIC%E L IP
TRVANRNL T 4o T =07 7o RLET, ZOMEEIX, DHCP AX—E 7 L &Il
TEET, B#EAA T4 71F,. DHCP AR MERET 4 w7 KA M)ﬁﬁ I S o AR — b
st snEz+, e, XM UT 4T3 TRAARA TR T F—H_X—2 L DHCP A X—F
VIR UT T T AR ADW T IREEESNE T,

IPYV—X H—

~DERTE

(74N bDIP Y —A H— K& (P.24-19)

[P v —A H— R ERFOEZFE] (P.24-19)

Mp Y —2 H— RDA x—7 11 (P.24-20)

(22T 47 RANHIP Y—A H— RKOEE] (P.24-21)

FIAILEDIP V—R H— F&TE

IPY—AH—=FiF, 74NV FTRHT 4 =T NVICRESNLTHET,

IPYV—X Ai—

R ERDIEEIR

ALT AT IP AT 4 703, V=T vy RAR—=PFETTRETEET, » =T v F A~
% —7 = A AT ip source binding mac-address vlan vian-id ip-address interface interface-id 7
n—sb AT 4 Falb—vay avy ReEANTLLE ROTT— Ay v—IURERENE

R

Static IP source binding can only be configured on switch port.

BETIP 74N Z ) v THEZROIP Y —A T—FRA v Z—T =2 ATA F—7 M2 ENTWH
LA ZDOA L EZ—T 2 A ADT 7 A VLAN T, DHCP AX—¥t 7% A Xx—7 /I LTH
SHENRHY F97,

HE D VLAN 2F> 77 A X —T A A LETIP V— xjj‘— K& A F— 7“M L., 2hbH

T _TPD VLAN TDHCP AX—VE v 7 %A X—T M LA, T3CO VLAN 12, %#ET IP
TRLR 74 uEZREHINET,
~

GE) IPY—RAHF—FRAX—TNZENTWDHLEEIZ, hTFv T f X —TxAAD VLAN
ETDHCP AX—V o 7oA 3x—T, $ET =T LIHE. AL v F L@y
WChTF T4 T BT ANEY) T TERWARRERD Y 77,

EETIPEBLIEMACT RLRA T4 VZ Y U TIZEDBIP V=R T—REA F—T 2T HIT0F
AE =T A ADDHCP AX—E VTR —FEXa VT 424 R =T NICTHRNERDY F
9, F7-. ip dhep snooping information option 7’ = — )L 27 4 Fal— gy avy N
AJIL T, DHCP #— N|ZHESEIZ Option 82 # AR — FIHAMELHV ET, MACT RL-R
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$24F DHCP#ESLUVIP Y—R H—FORE |

W py—xH—FoEE

TANEY T BIZIP V= A H— KA X —T M LA, DHCP AR M2 LD U —RAMR
BAISNDET, ZOFAMDMAC T FLRIEFHSNEFREAL, —0BEA My &
kT 584, DHCP AX—E 71X Option 82 7 — X # i LC, &RA F AN— hZi#H L ET,
T4 _X— K VLAN BRREESNTWAHAL v FZ—T 2 RAZIP V—R2 H—REZHRELF-HE. R—
X2 T ZR—bEINERA,

EtherChannels Ti%, IP Y — A H— KiZ¥R—bFINhEHA,
ZOMRRIE, 802.1x R — b RN—RXDBFENA R —T MIZIN TV DLHAILA X—T M TEET,

Ternary Content Addressable Memory (TCAM) = kU OB RKELZBZ 2856, CPU Offi
M= £,

IPY—AH—F A~v—h uX o 72RETDHE, BESNZT FLARL DHCP IT L » THE &

N7 RURAUADKEETLT KL RAEFEO 7y MIEE S, 2037 v FORNEMD NetFlow

INEEBICEEINET., ZOBEZRETLHIHEIE. A~v—bF aXrornra— Lig x—

TR o TNDZ L HHERLTLEEN, Av—bh B X FOFEMIONTIE, [A~v—F o F
VT OEE] (P34-14) BB LTI ZEN,

AA v F AZ T TIE P YV =R T—=FKNAZ T AN LB =T 2 RTHEINTNT,
no switch stack-member-number provision 7o —/N)L 227 4 ¥ alb— 3y avr FOANIZ
FVZDAL v FOREFHIRLIERA, A VX —T 2 A RAARZT 4 I N UT 4 2 TENA
YTAT T NRBHIBRSNETN, FTar T4 Fab—Ta ryhbidHIBRELEEA,
switch stack-member-number provision 2~ > FOATNZ LY A v FEHRT o ya =7
L, "L T TR ERINET,

FATa 74 Falb—varmb AL U T 0 7 EZEIRT 5I21E, no switch provision =< K

EANTBENCIP V—=A = F&aT 4 =T NMITELERLD £, £ X —T A ANNA
VT4 T TN BHIRENDENCAL v F R r—REaND &, FELHIBRENET, 7

DEYa =V T ENTEAAL v TFOFICONTIE, HSE (AL vF AZ v 7 OE) 25 LT
<TZ&EW,

IPYV—X H—FDA4—T)LiL

A H—T 2 A AFTIP YV —R H—FREA4 F—T NI L THEETAHICIT., B EXEC E— FTHROF

I

lE%E AT L ET,
avy Rk B

AFvFTA1 configure terminal Ja—nN) aryJ 4 X¥al—yary T— RE2HBELET,

ATwF 2 interface interface-id BET AN LB —T oA ABEEL, (v F—T AR AL T 4
Xal—vary ®—FEBBLET,

ATwF 3 ip verify source [smartlog] BEFLXIPT RLVA T4 NF Y TIZEDIP Y —RA H—REA F—
T LET,
e (ER) Kuv 7/ v hOWNE% NetFlow INEEE 25

BT5LICAL v T EFRET HITIL, smartlog Z AT LFET,

[l Catalyst 3750-X/3560-X R4 v F Y7 b9 z7 av714¥al—av i1 F
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PY—=x A—rFoxe N

avy kR

B&

% 721% ip verify source port-security

FETIPBLIOMACT RLA 74 0Z )7L BIP VY —A
H— R x—T7 W LET,

ip verify source port-security f > ¥ —7 A X 2T 4 F 2 L —
var avwr REFEHALTIP Y—A H—FKER—F X274
DT oA F—T VT D5EIE. RO 2OOEERHY £7,

e DHCP #— 3% Option 82 # ¥ R— r T 2 ME R H Y £5, ¥
AR—=FLTWRWEE, 7747 MIZIP 7 KL AEEY
WMTAHZENTEERA,

e DHCP X7 v b MAC 7 RLAN, EF a7 7 RLRE LT
FRENDZ LIEHY EHA, DHCP 7 747> D MAC 7
RLAREF2T 7T RLRELTERINDITIE, AL vTFN
JEDHCP 7—% FT77 4 v 7 &%E LEHEEITTT,

AFvF 4 exit

Ja—) ar7 4 ¥al—vay BE—RIEDET,

R2Tv 7 5 ipsource binding mac-address vlan
vlan-id ip-address inteface interface-id

AETF 4T IPY—ANL T 4 T EBMLET,
AET 4T NAT 47Tz oa<vry REANLET,

2Fv7 6 end

i EXEC £— NIZR Y £75

ATwvF 7 show ip verify source [interface
interface-id]

IPYV—A H—FOREEMRLET,

RFw 7 8 show ip source binding [ip-address]
[mac-address] [dhep-snooping | static]
[inteface interface-id] [vlan vian-id]

AA v T, BEED VLAN, FRIIEEDOAL 2 —7 =4 X LIZIP
V—A R, TF 4 T R LET,

ARTvF 9 copy running-config startup-config

UEE) =2v 74 Fal—ay Z7ANVICREXHRITELET,

REETLIP T FLA T4 VB ) kD IP Y —A = R&EF 4 =7 /WZ¢ 5(21E. no ip verify
source f > A —7 A A AT 4 FXal—raravwr FEFEHLET,

ABT 4w IP Y —=ANAL T 7 2 b ZHIBRT 121X, no ip source 7 m— 3L a7 ¢
Fal—varavr REfHALET,

WIZ, IPY—A H—FRLEEETIPBLOMAC 7 4V #% Y 7% VLAN 10 83X X VLAN 11 TA

F—T M BB LET,

Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch (config) # interface gigabitethernet0/1
Switch (config-if)# ip verify source port-security

Switch (config-if) # exit

Switch (config)# ip source binding 0100.0022.0010 vlan 10 10.0.0.2 interface

gigabitethernet0/1

Switch (config)# ip source binding 0100.0230.0002 vlan 11 10.0.0.4 interface

gigabitethernet0/1
Switch (config) # end

A3 T499 RAMAIPY—X H—FOHRE
e [LAV2TI7BAR—-FCTCORET 47 RANHIP VY —RA H— RKOERE] (P.24-22)
e [T7I94RXR—=KVLANFA L R—=hFLEDRET 47 RAFDIP Y —A H— FKOEIE]

(P.24-25)
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W py—xH—FoEE

LANY27I9 R R—FTCODRET4vY RAMRAIP V—X H—FDERE

ATFv T A1
& A

ATvF 3
ATv7 4
AFv7T 5
ATv7 6

ATFvT 7

&
ATv7 9

S,

GE) A¥74v7 FAMHIPSG ##{ESH5I2IL, ip device tracking maximum /imit-number A > % —
TxA A Ay 74 Xalb—ay avwy Faela—ULICRETLHILERHVET, Z0avr Ni
A= MIFLTEITLER, IPT AR R TR TR 70— I, X =T /I L TR, £
TP TANA R T X TDOEREZDA L Z—T =24 AT LTREL TORWEHEAIE, A4
T4 RAMDIPSGIZE ST, DAL Z =T =24 ANLDIP 8T 7 4 v 71T TR TETENLE
T ZOBEMBE, AX¥T 47 RAMDIPSG BT 7 A ~_X—F VLAN AR b R— b ECHEMsh 55
AlCbEAHINET,
¥t EXEC E— FTHROFIAEZEITL £,

avwvk B&

configure terminal Ja—sarZ 4 Xal—var T— Rl LET,

ip device tracking IPRARNTF—TNEF AL, IPTFAAM A FFvX L TR u—

I A F—T T LET,

interface interface-id A ‘/§7~7:4’ A avZ4Xal—yarT—RFRelBLET,

switchport mode access — &7 7 EBRE L THRELET,

switchport access vlan vian-id ZOR—MHD VLAN 2% E L £7,

ip verify source tracking port-security MAC 7 KL A 74 VW Z VT L L HICAZT 47 RAMA

IPSG % A x—7 iz L1,

(G¥)  ip verify source port-security f > ¥ —7 xR a7 4
Falb—varavryRFaEHLT IPY—2 T—FE
Kb X2 )T ORI E2A F—T T BHE

e DHCP #— 3% Option 82 WA — FTAMLERH Y £,
PAR—=FLTWRWEE, 7747 MZIXIP T FLA%
BB THZLENTEETA,

e DHCP X7 v PO MAC T RLAN, EFXFaT 7T RKLRE
LCEHENDZ LIZHVEEA, DHCP V7 947 FD
MAC7 FLAREF2T7 7 RLRELTEEINDITIE
A2A v FNIEDHCP T—% bT77 4 v 7 2ZELTIEHE
721 T,

ip device tracking maximum number |ZOFR—FT, IPT AR N T vF T T—T ML VFATEN

DAXZT 47 IPEOEREFRELET, HETEHMAIZ1 ~
10 T9, mKfEIZ 10 TY,

(3¥)  ip device tracking maximum limit-number A X —7 = A
A arZ4FXal—vary avry NERETILENDD
AN

switchport port-security (FEE) ZOR—TFDR—br X2 VT 4027774712 LET,

switchport port-security maximum EE) ZOF—MZxT2 MAC 7 RLADERKIEZRELET,

value

Z2Fv7 10 end

¥4 EXEC £— FIZREY £,
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avw Yk B#

ZTv7 11 show ip verify source interface BREEMR L, AET 47 KA MIKT 5 IPSG %7 ACL &%
interface-id RALET,

ATw7F 12 show ip device track all AL v F A E =T oA A LORE I NT2H A MTxET 2 IP/MAC
[active | inactive] count NA VT 4 v TR LT, BREEHRLET,

e allactive: 777 4772 IP £ 1T MAC XA vF 47 =
M) ERRLET

e allinactive : 777 4 772 IP £7-IEMAC XA VT 4 v 7
TRV ERRLET

e all: 7T 4 TBIUET 7T 4 772 IP £7213 MAC A >
Fa4vT 2 ) EFRRLET

WIZ, AV F—T 2 A ALTRAEZT 47 RAMafoTIPSG 2 IET 2027~ LET,

Switch(config-if)# no ip verify source
Switch (config-if)# no ip device tracking max

WIZ, R—=FLETRAEZT 47 RANEMHioTIPSG A4 F—TNMICT 2012 LET,

Switch(config)# ip device tracking
Switch (config)# ip device tracking max 10
Switch (config-if)# ip verify source tracking port-security

WIZ, VATY2T VA R—RNIKHLTAZT 47 FAMDIPSG L IP 74 NV EEA F—T ML
Tb, A2 —7xAAGil/0/3 EOFRRIP AT 4 TEMERT HHERLET,

Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)# ip device tracking

Switch (config)# interface gigabitethernetl/0/3

Switch (config-if)# switchport mode access

Switch (config-if)# switchport access vlan 10

Switch (config-if)# ip device tracking maximum 5

Switch (config-if)# ip wverify source tracking

Switch (config-if)# end

Switch# show ip verify source

Interface Filter-type Filter-mode IP-address Mac-address Vlan
Gi1/0/3 ip trk active 40.1.1.24 10
Gil1/0/3 ip trk active 40.1.1.20 10
Gil/0/3 ip trk active 40.1.1.21 10

WIZ, VA ¥ 2T 7FAFR—MIHLTRAET 4 v 7 BFARDIPSG & IP-MAC 7 4 VX %A X —T
ML T, £ Z—T x4 A Gil/0/3 EOFHR IP-MAC A>T 4 v T afERL, IHIZZD
AVE—T 2 A ALEDONA T 4 T OBEPEKEIZEL TWENE I D EERT 62 R LET,

Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)# ip device tracking

Switch (config)# interface gigabitethernetl/0/3

Switch (config-if)# switchport mode access

Switch (config-if)# switchport access vlan 1
Switch(config-if)# ip device tracking maximum 5

Switch (config-if)# switchport port-security

Switch (config-if)# switchport port-security maximum 5
Switch (config-if)# ip wverify source tracking port-security
Switch (config-if)# end

)
)
)
)
)
)
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W py—xH—FoEE

Switch# show ip verify source
Interface

Gi1/0/3
Gil1/0/3
Gil/0/3
Gi1/0/3
Gi1/0/3

Filter-type

ip-mac
ip-mac
ip-mac
ip-mac
ip-mac

trk
trk
trk
trk
trk

active
active
active
active
active

Filter-mode

IP-address

:04
:05
:06
:07
:08

40.1.1.24 00
40.1.1.20 00
40.1.1.21 00
40.1.1.22 00
40.1.1.23 00

Mac-address

ZOFNE, TRTCOAL X =T =2 A AT DHIP £ MAC AN, U F 47 = Y BT _CTER
LEd, CLLIZT 7747 = N EFT VT 47 2 VIOl EFEERLET, A X —T A A
ZDRANEZDA
VE—T oA AN L, BDA v E—T o ATHET A L. RA NEBRET A ERENC, HLW
IPE7ZIEIMAC AL T 407 2 NIRRT I T 47 LTERENET, URIOA VF—T =1 A
T, ZOFRA MIHTHIEONZ S NUBRET VT 4T e~—T INET,

TRARIRFBEINEE, ZOF LW FNIIE, TIVT 4T e~v~—2r ENFET,

Switch# show ip device tracking all
IP Device Tracking

Enabled
IP Device Tracking Probe Count =
IP Device Tracking Probe Interval

N
o
o

R N N el e e e e e

PR R RPRRPRRPRRPRRPRRRR R R RP R

~N o O U W W NP PP o

0 0 W W W W W W W W W W 0w

GigabitEthernetl/0/1
GigabitEthernetl1/0/1
GigabitEthernetl1/0/1
GigabitEthernetl1l/0/2
GigabitEthernetl1/0/1
GigabitEthernetl/0/2
GigabitEthernetl/0/1
GigabitEthernetl1/0/2
GigabitEthernetl1/0/1
GigabitEthernetl1l/0/2
GigabitEthernetl1/0/1
GigabitEthernetl1/0/2
GigabitEthernetl/0/1
GigabitEthernetl1/0/1
GigabitEthernetl1/0/1

INACTIVE
INACTIVE
INACTIVE
ACTIVE
INACTIVE
ACTIVE
INACTIVE
ACTIVE
INACTIVE
ACTIVE
INACTIVE
ACTIVE
INACTIVE
INACTIVE
INACTIVE

ZOBENE, TRTOA LV E—T oA RCKTET 7T 4 7RIP £TRIEIMAC A T 47 = b
T _RCERRLET,

Switch# show ip device tracking all active
Enabled

IP Device Tracking Probe Count =
IP Device Tracking Probe Interval

IP Device Tracking

GigabitEthernetl/0/1
GigabitEthernetl/0/1
GigabitEthernetl1/0/1
GigabitEthernetl/0/1
GigabitEthernetl/0/1

ACTIVE
ACTIVE
ACTIVE
ACTIVE
ACTIVE
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PY—=x A—rFoxe N

ZOBNE, TRTOAS U H—T 2 A AT DT 7T 4772 IP ELIEMAC A>T 47 = b
VaETRTRRLET, ZOFRZ MI, #IDIC G@MﬁmmmHMHLT HEh, £0HT
GigabitEthernet 0/2 (28 L £ L7z, GigabitEthernet1/0/1 £ THFE S IP £721X MAC N1 T «
VI MV, T T4 T o TVET,

Switch# show ip device tracking all inactive
IP Device Tracking = Enabled

IP Device Tracking Probe Count = 3
IP Device Tracking Probe Interval = 30
IP Address MAC Address Vlan Interface STATE

200.1.1.8 0001.0600.0000 8 GigabitEthernetl/0/1 INACTIVE
200.1.1.9 0001.0600.0000 8 GigabitEthernetl/0/1 INACTIVE
200.1.1.10 0001.0600.0000 8 GigabitEthernetl/0/1 INACTIVE
200.1.1.1 0001.0600.0000 8 GigabitEthernetl/0/1 INACTIVE
200.1.1.2 0001.0600.0000 8 GigabitEthernetl/0/1 INACTIVE
200.1.1.3 0001.0600.0000 8 GigabitEthernetl/0/1 INACTIVE
200.1.1.4 0001.0600.0000 8 GigabitEthernetl/0/1 INACTIVE
200.1.1.5 0001.0600.0000 8 GigabitEthernetl/0/1 INACTIVE
200.1.1.6 0001.0600.0000 8 GigabitEthernetl/0/1 INACTIVE
200.1.1.7 0001.0600.0000 8 GigabitEthernetl/0/1 INACTIVE

TN, TRTDA L H =T 2 A RAZHTIEDTRTCDIPTAAA A T yvF T HRANZ MO
wHERTLET,

Switch# show ip device tracking all count
Total IP Device Tracking Host entries: 5

Gil/0/3 5

T74_R—FVLAN KRR b R— b EDRETF 499 RRARDIP Y—R H— FOERE

~

(F) AXZT74v7 RAXFOIPSG Z##re =& 2121, ip device tracking maximum limit-number A > % —
TrzAARA AT 4 Falb—ray avry ReE7a—YLRETLILERHV ET, Z0avr R
— M LTEITLED, IPT AL A NT X T2 70— LIS, 2= /WL TV, 72
EIPTNNA A NT R TDOEREZDA U HZ—T oA AH L TEELTWARNWESE, A4
TAY T KRARDIPSGILE T, TDOA L H—T 2 A AMBLDIP b T 7 4 v 73T _XTHERINE
T, TOBEMIT, REFT 4 v RAMDIPSGRLAY 2T 2782 R—F ETHEAESNLEAIT LI
ManEd,
F¥5#E EXEC E— R T, RICARTFEEZFEITLTLAY2 T 7 EAR—FNEDREZT 4 v 7 KA LD
IPSG & IP 7 4 VX R ELE T,
awvFk B
RFv7 1 configure terminal ra—syb ar 7 4 Xalb—vary B— NERBLET,
AFv7 2 vlan vian-idl VLAN 2> 7 4 ¥ a2 Lb—3 g2 F— RERFRBLET,
ATv7 3 private-vlan primary 774~V VLAN %771 ~<— | VLAN #— b FIZ@EL 7
ATvF 4 exit VLAN 27 4 a2l —var £—F&KTLET,
A797 5 vlanvian-id2 HoD VLAN ® VLAN =227 4 a2 b—3 gy — Rt L £,
AFv 7 6 private-vlan isolated ST VLAN %75 4 ~_— | VLAN R— F BIZRRELE T,
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W py—xH—FoEE

ATy T T
ARTv7 8
ATFv79
AFv7 10
ATy 1
ATy T 12
ATFvF 13

ATv7 14

ATFvF 15

ATFv7 16
2Ty 17
2Fv 7 18

avy kR

B&

exit

VLAN 2> 7 4 FXal—Yay B—REKRTLET,

vlan vian-idl

VLAN 2> 7 4 X2 Lb—2 g2 — REBBLET,

private-vlan association 201

VLAN %ML 7T A ~X— F VLAN R— MIEER T F9,

exit

VLAN 227 4 ¥alb— gy FT— 2K TLET,

interface fastEthernet interface-id

A B —Txf R AT 4FXal—ary T— REEEBELET,

switchport mode private-vlan host

(fEE) K—=+&7F7A4_X—F VLANAFRRX ML LTHRELET,

switchport private-vlan
host-association vian-idl vian-id2

(FEE) ZOFR— R, T 2577 A4 ~— T VLAN % B 1) %
‘é—O

ip device tracking maximum number

TOR=FIZHLTIPT AL A T oX T T—T IR TE
DAET 47 IP OO EREFRELET,

X KEIE 10 T,

~

GE) A¥T 4 v BAMDIPSG ZHERE S 5I21%, ip device
tracking maximum number { >4 —7 = A A avw L K&

Ta—NVIREST DRERH Y £,

ip verify source tracking
[port-security]

TOR—FEDODZAET 4 v 7 RAFDIPSG & MACT7 RL A 7 ¢
WEY) T T 0T 47 LET,

end

A B =T xR a7 4 Fal—ay T—FRFEKTLET,

show ip device tracking all

BEE R L E T,

show ip verify source interface
interface-id

IP V—A H—FRORTEEWHREALET, AXT 4 v 27 KA LD IPSG
DOFA ACL #F£ L FET,

WIZ, 774 _X—=hK VLANHKRA h R—=F ETRET 1227 RARMDIPSG & IP 74 NVE A T—T

MZT B0 2R LET,

Switch (config)# wvlan 200

Switch (config-vlan) # private-vlan primary

Switch (config-vlan) # exit
Switch (config)# wvlan 201

Switch (config-vlan) # private-vlan isolated

Switch (config-vlan) # exit

Switch
Switch (config-vlan) # exit

config-vlan)# private-vlan association 201

Switch (config)# interface gigabitethernetl/0/3
Switch (config-if)# switchport mode private-vlan host

Switch (config-if)# switchport private-vlan host-association 200 201

(
(
(
(
(
(
Switch (config)# wvlan 200
(
(
(
(
(
(
(

)
Switch (config-if)
)

#
Switch (config-if) #

ip device tracking maximum 8
ip verify source tracking

Switch# show ip device tracking all
IP Device Tracking = Enabled
IP Device Tracking Probe Count = 3

IP Device Tracking Probe Interval = 30

IP Address MAC Address Vlan Interface STATE
40.1.1.24 0000.0000.0304 200 GigabitEthernetl/0/3 ACTIVE
40.1.1.20 0000.0000.0305 200 GigabitEthernetl/0/3 ACTIVE
40.1.1.21 0000.0000.0306 200 GigabitEthernetl/0/3 ACTIVE
40.1.1.22 0000.0000.0307 200 GigabitEthernetl1l/0/3 ACTIVE
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IPY—X #i—Fig@gozr M

40.1.1.23 0000.0000.0308 200 GigabitEthernetl/0/3 ACTIVE

HAZIE, A v Z—7 x4 A Fa0/3 ETHEEEINTZ S DOFENZ IP-MAC XA T 4 VI RFEREN
TWET, 754 X— K VLAN OBAIT. XA F 4 712iE 754~ Y VLAN ID 2AE#ER T S
¥4, LT, ZOHITIETFA4~Y VLANID Th 5 200 REICERINTWVET,

Switch# show ip verify source

Interface Filter-type Filter-mode IP-address Mac-address Vlan
Gil/0/3 ip trk active 40.1.1.23 200
Gil1/0/3 ip trk active 40.1.1.24 200
Gil/0/3 ip trk active 40.1.1.20 200
Gil/0/3 ip trk active 40.1.1.21 200
Gi1/0/3 ip trk active 40.1.1.22 200
Gil/0/3 ip trk active 40.1.1.23 201
Gil/0/3 ip trk active 40.1.1.24 201
Gil1/0/3 ip trk active 40.1.1.20 201
Gil/0/3 ip trk active 40.1.1.21 201
Gil/0/3 ip trk active 40.1.1.22 201

ZOHNMBIE, 5 DOFRIP-MAC XA T 4 713774~ v XY DD VLAN E
WCHDHZENDNY 9,

IP V—X 7i— FIEHROTRR

% 24-3 IPY—R H—FEBRERTT 2D TUF

avwvk B i

show ip source binding 2L FEDIP V—R2A L F 4o T h2RRLET,
show ip verify source AA v FEDOIP V=R T— FREEFRRLET,

DHCP H—/ N\ IR— b R—ZXAD7 FLREY HTOHE

DHCP #— N R — h_R—2 D7 RLREY Y TI, BRINTET A A 7T T O ID £72137
FAT v b =Ko =7 7 RFLRAZEEGERLS, DHCP "/ —H %y b A vF R—+rTRLCIP 7 F
VAZHERCTED LD ICT DHRETT,

Fy MU= ZEASHTEA =Ty b AL v FIE, BEESERSNTZT A AR AR L E9,

THOEESG R Y, —HORETIL, 57 3 ATREANRELEZHAIE. TR EREZ, 0

X T =7 TR DOF AL ZANEEZBMG LT TR0 8 A, BIEDO DHCP EHETiX, o
bW DT NA 22, DHCP BNEILIP 7 KL AT ZHFEEH Y FHA, a3 bR —ARE=H
Vo 77REEITHII 7 M =Td, &7 A AZEEMITONTZIP 7 FLAR—ETH D Z L2
LTWET, TS 25 L7288, DHCP 7 54 7 v FREEISNEHATH, 7 FL2ADHE D

VTCIE—EDEETRITNITRY A,

DHCP =N K— FRX—=2D7 RLAE D Y THENRESINTWDIEHRE, ZoMiRICEY,. b
BR—PFTCZEENTZDHCP A vk —Y T2 74T DRI TIAT b AN—FRo=7 7 KLARN
EHREINEZE LT, AUERA— MUTFEICECIP 7 FUARREEEND Z EBMEREESNET,
DHCP =2 h=iuix,. DHCP X4 v 27547 R ID A7 a kb, DHCP 7 54 7 v M &k
MLET, 7947 FIDA T a2 GERWI 54T ME 2947 A —FRv=7 7 RFL
AL ENET, COBREZRETDE, AV X —T A ADR— LN, 7747 MID %
i3 A—FRou=7 7T RLVALDbELRESHh, EROBERRA L N THIAL v F K= B T4 T
MID 2720 7,
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$24F DHCP#ESLUVIP Y—R H—FORE |

M DHCP 44—\ R— FR—ZD7 FLRABIY U TORT

TRTCOIFr—AT, ALFR—MZA =Yy b F—TNEERTDHILICLY, BaniT /3 A
2. DHCP#HTCREICIP 7 RLARNE D 4 CTHhE9,

DHCP #—/N KR— b _X—=20D7 RLZAEI D Y THEENT AR — I TWB DL, Cisco IOS DHCP
=TT, b= K= F s B-OY—A_TEHIFR— SN THERA,

DHCP #—/\ AR— FR—ZXD7 FLREIY B THRE
o [R—=K"R=ZDT RLAF—TNLDF 7L  N&iE] (P.24-28)
o [R—=F =207 L 2EY Y THREFOFEEFHE) (P.24-28)
e [DHCP ¥ — "R iR—Fr_X—=ZADT7 FLAE Y Y THOA F—T A (P.24-28)

R—kR=RADT7 FLR T—TILDTIHI FEETE

T 74+ TlX, DHCP +— "N i R— F_X—2D7 FLAE Y B CET 4 =TSN TWET,

R—rR—ZAD7 FLREY HTHREROEIESH

L OOR—=MIFERHVYTHZENTELIP T FLRIT 1 DT TY,

o HAT ML (FANIRESNTT KL A) L, clear ip dhep binding 72—/ 5L 27 ¢ o
L—vay avwy RTRE7 U7 TEEEA

o EFNIHTEESNTT FL AL, @EOHAZR IP 7 RLAE 0 Y THLITHEMICHI SN E T,
ARA R =L TlL, BRICHREINZT FLAFMEHTEEEAN, 1 DO DHCP 7 KL R 7'—
MK L THEEOT FLAEZRFNCRET A LT T,

e DHCP 77— DL HERNICERE SN THA~DOF VY TEHIRT S (PRSI THRNT RLARE
TIAT v NI, FOMD I T4 T o NI ML B —EREZIT ) )i,
reserved-only DHCP 7'—/L 2> 7 X alb—T a3y avw REANTHIENTEET,

DHCP H—/\ R— rkR—ZRD7 FLREY BTHA r—TILE

A= bFX=2DT7 FLRAE DY TETa =" x—T ML, £ F—T7 A A LTMAEID %
BEIICART 51CiE. ¥ EXEC E— R TROFINELZ EIT L £7,

avwv R B#

2797 1 configure terminal Ja—n) ary7 4 F¥al—vay B— ReBBLET,

ATw7F 2 ip dhcp use subscriber-id client-id T _RTCOEREDHCP A v —Y T, MAZEID X7 747+ 1D
LL T/ — WA ENS L HIZDHCP B —"Z@RELET,

A797 3 ip dhcp subscriber-id interface-name | % —7 = f ADE WA RFTICE ST, IAF ID % B804

L ET,
FEDA LV H—T oA ATHESNTEMAEZEIDIZ, ZOa<vw K
TEEIhET,

ATv 7 4 interface interface-id METAA L E—T oA AEEEL, {2 F—T A A AT 4

Xal—iagry E—FEBBLEST,
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DHCP #—/% — FR—207 FL2#AY EToge N
av vk B#
A7y 7 5 ip dhcp server use subscriber-id A B —T 2 A A LTTRTOEEDHCP A vt —U T, IMAHE
client-id IDB7 747 D & LTHHESNS K 52 DHCP — %2 RiE
LET,
ATv7 6 end ke EXEC £— RICRE Y £,
AFw7F 7 show running config LE AR LET,
A7 v7 8 copy running-config startup-config EE) v 74 FXal—vay 77 ANVICERERRTELET,
AZA »F ETO DHCP R— h_X—=2D7T RLAEY YT A X —7 /LI L72% T, ip dhep pool 7
B—sL a7 4Falb—vary avy FEHLT IP7 RLZAOHEFEY HTE, 7747/h
~OEEN T Z1TVWET, DHCP 7' — /A2 b HRNIHE SN TR~DE M TEHIRT 5720
reserved-only DHCP /'—/L 2> 7 4 ¥al—v gy avry REANTEHIIENTEET, Xy l~
V=2 $ 37—V EOFHBO—ETH DL RSN TWRNT RLANT T4 7 & MRt S d,
mor 747 MEIT—MZ LD — 2 eZTohEtA, ZOavy FOANZEY, =2—Fi
@D IP 7Ry bERIAH L, M@x4/%®7747/bﬁ%®E*%ﬁﬁ#éme7~w%%
024/%@7w~7% RETEET,
IP7 FUAZFERNZEID YT, ZHaAf rF—T = AT END 7 T4 7 > MTHEEMNT 5T
IX. ¥t EXEC £— R CROFIREZ ETLET,
avwvr B#
RAFv7 1 configure terminal ra—syb ar 7 4 Xalb—vay B— NERBLET,
AFTwvF 2 ip dhep pool poolname DHCP —/ 27 4 X¥a L — a3 E— F&BE L. DHCP
T VDOARIEERLET, T VAITIER N2 T
(Engineering 7¢ &) F7134%% (02 8) #EHATEET,
RTv 7 3  network network-number [mask | DHCP 7 FL A F—LDOH Ty h Fy N —rFBL w27 %
/prefix-length] BELET,
ATwF 4 address ip-address client-id string A H—T oA AL TEESNEDHCP 7547 FDIP 7 FL
[ascii] AETRLET,
string : ASCIL ., F721% 16 #EEEDO W2 TT,
A7v7 5 reserved-only ({f£#&) DHCP 7 KL &2 F— Tk, TRENEZT RLRET&H
MLES, 7740 TR, 7= 7 FLREHIRESNWERE A,
2797 6 end ¥ike EXEC £— FIZEY £,
AFwF 7 showip dhep pool DHCP — ViR ELZFER L 7,
ATwv7F 8 copy running-config startup-config EE) 274 FXalb—vay 774 NVIIREEZHREFELET,

DHCP A— h_X—=2D7 KL AEY Y T%T 4 £—7/MIZT 521X, no ip dhep use subscriber-id
client-id 72— VL a7 4 Falb—vay avr ReFEHALET, MAF ID O HEERET «

& —7 /W29 521X, no ip dhep subscriber-id interface-name 7’ 2 — L 227 ¢ Fa L—T g
av U REFEALES, A 02 —T =24 XA LTIMAEID 27 4 £—7 M2 T 5121%. no ip dhep
server use subscriber-id client-id f > ¥ —7 A X a7 4 Falb—v gy av s FEHEHLET,

DHCP 7— /A6 IP 7 KL ZAD T % HIFRT 512X, no address ip-address client-id string DHCP
T arZ 4 FXalb—varavr REFERALET., 7 RV A P V& IERIRICETE T 5I121E, no
reserved-only DHCP 7' —/)L 27 s X2l —v a3y avr FE AN LET,
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W DHCP 4— 1\ R— FR—ZOD7 FLREIY BTHOERT

WOFITIE, IMAE ID 28 HEHIC AR S, DHCP ¥— X2 DHCP X v & —YHND 27 747>+ ID
T 4=V REOBEL T, 2ofbviz, MAZFOID AL TWET, MAF ID iTA ¥ —
Tx2AADY a— bAIZESEET, £, 7747 FOFRIEV B TSNP 7 FLAR
10.1.1.7 T,

switch# show running config
Building configuration...
Current configuration : 4899 bytes
|
version 12.2
|
hostname switch
|
no aaa new-model
clock timezone EST 0
ip subnet-zero
ip dhcp relay information policy removal pad
no ip dhcp use vrf connected
ip dhcp use subscriber-id client-id
ip dhcp subscriber-id interface-name
ip dhcp excluded-address 10.1.1.1 10.1.1.3
|
ip dhcp pool dhcppool
network 10.1.1.0 255.255.255.0
address 10.1.1.7 client-id “Et1l/0” ascii
<output truncated>

WIZ, FATEV Y TEN/ZT FL AN DHCP 77— VI EFIC TR ENTZFlZRLET,

switch# show ip dhcp pool dhcppool
Pool dhcp pool:

Utilization mark (high/low) : 100 / O

Subnet size (first/next) : 0 / O

Total addresses : 254

Leased addresses : 0

Excluded addresses : 4

Pending event : none

1 subnet is currently in the pool:

Current index IP address range Leased/Excluded/Total
10.1.1.1 10.1.1.1 - 10.1.1.254 0 / 4 / 254
1 reserved address is currently in the pool

Address Client

10.1.1.7 Et1/0

DHCP % —/ R— h_X—=2 D7 F L AE| Y Y THRE DR E DFEAIZ SV T, Cisco.com (27 27 & 2
L. [Search] 7 4 —/v RIZ [Cisco 10S IP Addressing Services] & AJJL T, CiscolOS V7 hv =7
v =aT VEBRLTLLEEN, =27 /W3 URL »H b AFTE £,
http://www.cisco.com/en/US/docs/ios/ipaddr/command/reference/iad_book.html

DHCP H4—/\ iR— b R—ZXD7 FLRE|Y HTORTR

=& 24-4 DHCP ;R— FR—X 7 FLRE|Y Y TIEMERRTHa<T UK
avwy R B
show interface interface id BEDA L E—T 2 A ADAT—EZABLIVRELZF R LET,

show ip dhcp pool

DHCP 7 FL A F— v B ERLFET,

show ip dhcp binding Cisco IOS DHCP #—/XTD7 RV A NA T 4 v T hFRLET,

[l Catalyst 3750-X/3560-X R4 v F Y7 b9 z7 av714¥al—av i1 F

0L-25303-01-J |


http://www.cisco.com/en/US/docs/ios/ipaddr/command/reference/iad_book.html

	DHCP 機能および IP ソース ガードの設定
	DHCP 機能の概要
	DHCP サーバ
	DHCP リレー エージェント
	DHCP スヌーピング
	Option 82 データ挿入
	Cisco IOS DHCP サーバ データベース
	DHCP スヌーピング バインディング データベース
	DHCP スヌーピングとスイッチ スタック

	DHCP 機能の設定
	DHCP のデフォルト設定
	DHCP スヌーピング設定時の注意事項
	DHCP サーバの設定
	DHCP サーバとスイッチ スタック
	DHCP リレー エージェントの設定
	パケット転送アドレスの指定
	DHCP スヌーピングおよび Option 82 のイネーブル化
	プライベート VLAN での DHCP スヌーピングのイネーブル化
	Cisco IOS DHCP サーバ データベースのイネーブル化
	DHCP スヌーピング バインディング データベース エージェントのイネー ブル化

	DHCP スヌーピング情報の表示
	IP ソース ガードの概要
	送信元 IP アドレスのフィルタリング
	送信元 IP アドレスおよび MAC アドレスのフィルタリング
	スタティック ホスト用 IP ソース ガード

	IP ソース ガードの設定
	デフォルトの IP ソース ガード設定
	IP ソース ガード設定時の注意事項
	IP ソース ガードのイネーブル化
	スタティック ホスト用 IP ソース ガードの設定
	レイヤ 2 アクセス ポートでのスタティック ホスト用 IP ソース ガードの設定
	プライベート VLAN ホスト ポート上のスタティック ホストの IP ソース ガードの設定


	IP ソース ガード情報の表示
	DHCP サーバ ポートベースのアドレス割り当ての概要
	DHCP サーバ ポートベースのアドレス割り当ての設定
	ポートベースのアドレス テーブルのデフォルト設定
	ポートベースのアドレス割り当て設定時の注意事項
	DHCP サーバ ポートベースのアドレス割り当てのイネーブル化

	DHCP サーバ ポートベースのアドレス割り当ての表示


