GE)

CHAPTER

IPv6 ACL DE%E

IP Version 6 (IPv6) Access Control List (ACL; 727 &2 s bua—/1 U X ) Z{EHRL., TnEA
VHE—T 2 AT DL ST IPVO N T T 4w T T gV E ) T TEET, UL, IP
Version 4 (IPv4) O£ wiftE ACL Z{/Epk L. AT 2 HILERLUTY, £/, A v FTIP X—2R
T4—F v By FBABEIHLTWBEE, Av—% ACL Z#{Ek L., ThZ@EHL LA Y3 EHNT
TUA T BT ANE) T TEZ L TEET,

IPv6 ACL 1Z., LAN X—RX 74 —F % v FBBEEILTWVWDL AL v FTIIVFR—FINFEHA,

ZOETIE, AA vy FIZIPv6 ACL 2% ET D HFIEIC OV THBALET, FICHAR L2V ED | X
= > F LS HERIE Catalyst 3750-X £721% 3560-X A% K7 AA v F I L Catalyst 3750-X
A v F AT EBRLET,

IPv6 ZEH T 512i%, 7 = 7 /L IPv4 3 L O IPv6 Switching Database Management (SDM; A A > F
JT—=ER=2ER) TUT = IRAL v FICRESNL TV DORERHY £, 77 L— D
iX. sdm prefer dual-ipv4-and-ipv6 {default | routing | vlan} 7o — 3L 2> 7 4 ¥ a2l — 3 v
a<w RTITWET,

BIEEHIC O W TIE, ROEEZZSBL TSN,

e SDM 77 L— FOFEMIIOWVWTIE, # 8% [SDM T 7L —FORTE] 2R LTLIEEN,

o AAvTFDIPV6IZOWVTIE, & 42 F [IPv6 2=F ¥ A h =T 4 VT ORE] 2L TL7E
S\,

o ZAvyFDACLIZOWTIE, 4 36 %= ACLICk DXy hU—2 X2 VT 4 ORIE| 238 L
TLIEEW,

COBETHEMATHavr OB LA GEOFMCOWTIZ, 2oV ) —2Da<w K7y
Lo AEIIFNEICE#H SN Cisco [0S D~==2T LEZBML T ZEWN,

ZOETHATLINEZ, ROLEBY TT,
o [IPv6 ACL D% (P.38-2)
e [IPv6 ACL O] (P.38-4)
e [IPv6 ACL »Fs~]) (P.38-9)
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Wl |Pv6 ACL OEEE

IPv6 ACL D#I=

AA v FiE, RO 2 FFD IPv6 ACL 9 FR—FLET,

e IPv6 /L—% ACL %, V—7 v K A" — b, Switch Virtual Interface (SVI; A A v FRAEA & —
T A R), £721X LA ¥ 3 EtherChannel IZFXETED LAY I AL X —T oA ADT 7 b7
N RNZT74 9T ERIFA AT R 8T T 47 THER—FINLET, IPv6 L—% ACL i,
N—T 4T ENDH IPv6 /Ny MR L TET#EH I NET,

e IPVO6 F—FACLIZ. LA XY 24X —T 2L ADA NI R NF7 4 v I TEFIE—FSh
F4, IPv6 F—F ACLIZ, /1 v F—T A ZZHEETHTXTOIPv6 237 v MR L THMH &
nEJ,

IPR—=Z2 T4 —=F% By FBBEILTWDAA v FIE ASV—4 1IPv6 ACL IZ1F ) R—F LET,
AN— Ik ACL 723 Jjv—% IPv6 ACL 1T Y R— F S EH A,

A
GE) PAR—=PFEINRWIPV6 ACL ZRELT-HE., TT7— A v b—URERIN, FOREFTANTRY
FH A,
ZA v Fix, IPv6 v T 7 ¢ v 7 @ Virtual LAN (VLAN) ACL (VLAN ~ v >”) #H¥% AR —hFLEHA,
A

() AA v FTO ACL R — b OFEMIZHOWTIE, 6 36 3 ACLIC LA Xy bU—7 X207 4 D%
El #RLTLTEE N,

1 oA H—T x4 AT, IPvA ACL BXONIPv6 ACL i S Z#A Tx£9., IPv4 ACL DA &
[z, IPv6 R— k ACL 13/ —# ACL kv HELEESNET,

o SVIICASNL—% ACL BEIOASR—F ACL RRESNTNDLEAIC, A— M ACL BNEH Sh
TWAR—=MIEELEAAY Yy MIAR—MACLICk o T4V Z Y T ENET, TOMDKR—
MZERELIENV—T Y RIP X7y b, V=% ACLIZE»TT7 42V 7 E&8NET, ZO/o
Ry MEIZ4nv2 ) 7anEsi,

o SVIicH N —% ACL BE AR = ACL BRERESNTWEHEEIC, F— M ACL BN#EH sH
TWAHER—MIBERELEAY Yy MIR—FACLICk T4 ) v T ENET, BIELV—T v
FIPV6 /3% v ME, V—Z ACLICE > T T4V EZ VU ENET, FOMD ATy MIT7 41
YU TENERA,

GE) A F—T=xARIMLEDR— ACL (IPv4, 1IPv6, F72I1EIMAC) BNEAINEE. ZOFR—§
ACLIZNNry FoOT7 4 vEZ ) 7 TEHRIN, A— b VLAN @ SVI IZfHnsiizry—4% ACL 139X
THMExnET,

Z 2T, AA v F D IPv6 ACL OFEED —HIZ >V CTR L E 9,
o [HHR—L&h5d ACL #fgl (P.38-3)

o [IPv6 ACL Ol (P.38-3)

e [IPv6 ACL & AA v F A% v 7| (P38-3)
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IPv6 ACL nigE M

Y R—kEh$ ACL #gE

AA v F D IPv6 ACL 121, RDOEMERH Y £,
o 3E|7 L—2A (IPv4 Tl fragments ¥—VU— K) BHFR—hShFET,
o IPv6 ACL Tit, IPv4 &R UHEHERA Y R—bEhET,

o AAYTFDN—RT =T ANR=ZABRRELTWDLHEHE, ACL IZxhiaftiT 574 > MME CPU
IR S, ACLIZY 7 ho =7 CHEHAINET,

o Ry TNABR T FTvarNHiHIN—Ty Ry bEREITV v Ry MR, Y7 b
77 CiEMAIND IPve ACL B"iREINFET,

e XL, N—H& ACL TIEYFR—bFINFETH, A—bF ACL TV FHR—FENFEHA,
o AAvFIF, VT4V AEORKEMHD IPV6 7 KL A—HEZ YV R—MLEHA,

IPv6 ACL DOHIPRSEIE

IPv4 Tix, F5HIOZELE [P ACL ¥ L OWEIE IP ACL, 4#ifl& IP ACL, 3 LT MAC ACL 2R ET
EFET, IPv6 Y R— 201340 & ACL 7207 T,

AA v F 1% Cisco I0S YA — h3 5 IPv6 ACL DR AR — M LETH, —HBISHH D E9,

o AA v FIiL, flowlabel, routing header. 5 X T undetermined-transport &5 ¥ —U— KD
MEx Y R—bFLEEA,

o AA vFIIFE ACL (reflect ¥—V—F) ZV%KR—FLEHA,

o ZOVY—=ANRIPv6 HIZYAR—FLTWLDIE, A— KM ACL BLUV—%F ACL 7217 T,
VLAN ACL (VLAN v v 7) [I¥R—FLTWEHEA,

o AA vFIFIPV6 7L —AIC MAC R— A2 ACL #EH LEH A,
e LA ¥ 2 EtherChannel |Z IPv6 "— k ACL ##fH C& ¥ A,
o AA vFIFHIAR—F ACL ¥ HR—FLEHA,

e IPv6 DHEJIN—% ACLBIUOANIR—HKACL X, AA vF AX o7 TREFVR—FINTWVE
T AA v FiL, arhr— FL—r (FE) IPv6 ACL 217 %2R —FLET,

o ACLZRETIHAE. ACLICANENDIF—U—RIZIL, FNT Ty 74 —LTHR— &
NEBEI DT ST, HIRFHIIHY E¥A, N—RFRU 2 TIHRENLERAA LV F—T oA A
(MHAR— N EIEXSVD ICACL 2HT 2856, A4 v FiFA ¥ —7 = A AT ACL 3 ¥ HR—
FENDENEIPHBILET, AR — hENWESE. ACL OfHINFET I ET,

o A UHA—TxARHWHEIND ACLIZ, V7 R—FEN72VF—TU— KEEF> Access Control
Entry (ACE; 727 &% 2> hu—/1 3:/]\ U) ZBEML LS ETDHEG. AL v FITBIEA
H—T A AEHAENTWSD ACL IZ ACE 2MBMENDDZZHA LEH A,

IPV6 ACL ERAMYTF RE WY

ALy v AZ—LIPv6 ACL #/— R0 =7 THAR—F L. IPv6 ACL £ XA & v 7 X N—ITRME L
£,
>,

G¥) AA vF ALy 7 NTIPV6 ZERICHEEISE DT, $XTORAZ v 7 AU AN—=THIRIP y—E X
T4 —F % by FPABELTWLILERDHY £,
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FHLWAAL v TFBAL v 7 v AZ—%F| &< L, ACLBREVDTRXTORY v 7 AU AN—|ZEEIN
TP, A= 2L vFIE, FILWAX T v AZ—ICLoTRESNE-REEFRFAL, RELT
U EHELET,

ACL DEEE, A F =T = A A~DEM., F721F3A 2 =7 = A A0 DEERBITOILD L. AF Y
J R AE—IEFARETXTDARAL v 7 A= IZRELET,

IPv6 ACL DE%TE

IPv6 ACL #RET 2% AL, FRICT =27 /L [Pv4 B LV IPv6 SDM 7 > 7 L — F DWW I 4L 4 iR
TOBENHY FF,

IPv6 77 4 w0 %7 4 NE Y T T8, ROFIEEFEITLET

AFvT 1 IPv6 ACL Z/EkL., IPV6 T/ EA VA a7 4Fal— gy E— FEHBLET,
AFvF 2 IPVOACLA, "I 74 v 7% 7 vy 735 (EE) F-@mmses G IHO>RELET,

ATF9T 3 A F—TxAATIPV6 ACL il L £, +—% ACL TiE, ACL RSN LA ¥ 3 A2 —
Tz ARIZHIPV6 7 RV RAEZRET HMLERHY £7,

Z 2 TiE. IPv6 ACL 0% ER L ONEMA HIEIC Tt L £,
o [IPv6 ACL ®F 7 4 /L b (P.38-4)

o Lol X OAL vF L OMAEEM] (P.38-4)

o [IPv6 ACL O 1ER%] (P.38-5)

o (A H—TxAZ~DIPv6 ACL D] (P.38-8)

IPv6 ACL OT 2+ )L FEERE

T 74N N T, IPv6 ACL IZ&REEITHEMA SN TWERA,

tOBEE L UR M vF EDHEEER

o IPV6 L —% ACL 3Ty b EfR T L ORESN TV DIHEE, Ty MInv—FT 17 &%
A, 237w h® 3 E—7H Internet Control Message Protocol (ICMP; A > % —x > NHlfHI A »
=Y e bal) Xa—lZERFEIN. TV — A ICMP BEREEA v E—UBRERINET,

o TUYTPR ITL—ANRNKR—FACLIZE» TRy ZERBHAE. 2O7L—AF 7T ) v/ &
NWEHE A,

o IPv4 ACL BLXWIPv6 ACL Oli % 1 DDAAL v F £/ IF AL v F AX v ZIEKR LD, F—
A B =T 2 A RATHEATEET, &% ACLIZIZ—EBEDOLFINNLETYT, REFLDOLTTIZMHHL
kot 92BL 25— Aob—VUNRERINET,

IPv4 ACL & IPv6 ACL D1, BLIORE—DLA ¥ 2 A v Z—T =2 AEZIETLA VI A Z—
7 x A A~DIPv4 ACL £7-13 IPv6 ACL @ HICIX, EAada~r FaHLET, ACL 24f

M BDICiEST-a<y REERAT 2L (BilziE, IPve ACL OfINiC IPv4d 2~ REfEHT 2
), 2T — A ob—UNERINET,
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IPv6 ACL oz M

e MACACL #fiH LT, IPv6 7L —2% 7 4 LX) L7 TXxEHA, MACACL IZIEIP 7L — A
FiHE7 402 7 TEET,

o N—KRU=T7 XEUNWHROBRE, REFHD ACL ZBIN+5 &, 747 v ME CPU IRk Sh,
ACLIZY 7+ =7 CHEMAENET,

IPv6 ACL D{ERL
IPv6 ACL Z{ERd 5121, HitE EXEC £— FCROFIEEZ EITLE T,
avwy Rk B
A7v71 configure terminal ya—r~)L ar7 4 X¥alb—vay T— RERBLET,
27972 ipv6 access-list ZRTEEALTCIPV6 7782 VA RNEERL, IPV6 T/ A UAL a7 4 Xa
access-list-name L—yay = RaBLET,
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A7y7 3a

[l Catalyst 3750-X 8& U 3560-X R4 vF YI+bHxz7 AavT74F¥al—>av HAF

avwyFk

B

{deny | permit} protocol
{source-ipv6-prefix/prefix-
length | any | host
source-ipv6-address}
[operator [port-number]]
{destination-ipv6-prefix/
prefix-length | any |

host
destination-ipv6-address}
[operator [port-number]]
[dscp value] [fragments]
[log] [log-input] [routing]
[sequence value]
[time-range name]

deny 721X permit # AL, & —HKLEGEI Ny y VEHEET I, £
AT 202 BELET, KIC, FEICOWTEHALET,

e protocol \IZiX, A U H—Fv b 7a haVOAFIETLIFEEEATLET,
ahp. esp. icmp. ipv6. pcp. step. tep. udp, F72IT IPv6 7o haLEE
BRI 0~ 255 OBKAEFEHTEET,

(G¥) ICMP, TCP., B LW UDP O EEM/NT A —HIZONTIL, AT v
3b~3dE#RL TS,

* source-ipv6-prefixi/prefix-length % 7-1% destination-ipv6-prefix/ prefix-length 1.
ORI E TR R 2RET DRE I EIISEL PV XY P —T H DN
EXy hU—2 77 AT, an s RKE0VD 16 By MEZMH L7 16 AT
fEE s ET (RFC 2373 25,

o IPV6 L7 47 R /0 DFEHEIEE LT, any # AL ET,

 host source-ipv6-address ¥ 721X destination-ipv6-address (213, EGSMEE 71T
AR AR E T D EE L E IS IPVO AR A N T RV AZ AN LES, TR
VAFarrXKEY o 16 By MEAMEMA L 16 EEXTHEELET,

o (LFE) operator \Z1%, ¥EEDT 0 h A LDEE LR — b ELITSEER— &
BIH54_T U RERELET, AT Rigi, It (Lo/h&EW), gt (&Y
KEW), eq (FELV), neq (L&), range (AEHM) BV ET,

source-ipv6-prefixiprefix-length 513D & & O operator 1%, EFILH— MZ—%K
TAHEMEND Y £T, destination-ipv6- prefix/prefix-length 513D & & ®
operator (&, SR — MI—ET2MERH Y F7,

s (EE) port-number 1%, 0 ~ 65535 ® 10 HEFFE 721X TCP H D\ ik UDP AR —
FO4FTTT, TCP F— " EFEHTE5D1E, TCP D7 4 VH U » TR
TJ, UDP R— b EFEHTED2Di1E, UDP ®7 4 V¥ U ¥ JEFET T,

o ({EE) dscp value Z AJJL T, 4% IPv6 /37 > kb~ ¥ —® Traffic Class
T4 —NVFNDONTFTT 4w 7T AfEL DiffServ =2— K AA > MEEZ AL E
T, FRETE DAL 0~ 63 TY,

e ({EE) fragments * AJ LT, LTI RNWT Z 7 AV VA LEST, Z0O
F—U— FRERENDDIE, 7u badipve DHETET T,

o (EE) log ZiEET DL, = M L—ET DTy MTBHT 2207 X yk—
idaryy = ZEEENET, log-input ZEET L E, v = FUIZAD
AV B =T oA ARBMENET, vX v 73 —4% ACL TEFHR—rEh
7.

e (f£%) routing # A/ LT, IPV6 /X7 v hDIL—T 4 V7 HIFELET,

e (fE) sequence value x AJJL T, T7EA VAN AT —h AL DV—7
VABGERELET, BETE AHEMIL 1 ~ 4294967295 T,

o (fEE) time-range name & AJ)L T, R EZIFFFAT AT — M AL MIEH &

DR OHFEIA 245 E L £7,
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ATy73b

AFy7 3¢

ATy7 3d

AFy7 4

IPv6 ACL oz M

avwyFk

B

{deny | permit} tcp
{source-ipv6-prefix/prefix-
length | any | host
source-ipv6-address}
[operator [port-number]]
{destination-ipv6-
prefix/prefix-length | any |
host
destination-ipv6-address}
[operator [port-number]]
[ack] [dscp value]
[established] [fin] [log]
[log-input] [neq {port |
protocol}] [psh] [range
{port | protocol}] [rst]
[routing] [sequence
value] [syn] [time-range
name] [urg]

(fEF) TCP 7 7R VA MBIORT 7 ALBHEERLET.

TCP OFEIT tep ZANLET, RNTA—FFIAT v 7 3a THHIN TN BT
A—=HZLEICLTTN, WICRTA T a DRI A=ERNEMENTHET,

e ack : acknowledgment (ACK; ##BIGE) v k& b

o established : # 3 SN 7-8#i, TCP 5 —% 7 A2 ACK £721Z RST £ v k
v MREENDIEAIE. BEBNTONET,

e fin: KTEY RN By b, BEIHLLOT—FITERUEHY FHA,

* neq {port | protocol} : FIEDHR— MK H LTV ATy METERELET,
e psh: 7y rafgEry b £y b

» range {port | protocol} : X — FEFOHBEND T > NETERELET,

e rst: Vv b EYRMEY L

Fey bty b

BERA % By b Y

* syn:

o urg:

{deny | permit} udp
{source-ipv6-prefix/prefix-
length | any | host
source-ipv6-address}
[operator [port-number]]
{destination-ipv6-prefix/p
refix-length | any | host
destination-ipv6-address}
[operator [port-number]]
[dscp value] [log]
[log-input] [neq {port |
protocol}] [range {port |
protocol}] [routing]
[sequence value]
[time-range name]

(£E) UDP 77 R URAMBLOT 7 ALBE2ELZLET,

UDP DA, udp A1 LET, UDP /XT3 A—Z L TCP IZBAL TR &4 TWw
87 A= LRILTY, 72712 L., [operator [port]] DR — hEEEIEAR— 4
X, UDP FA— FOF S E T4 TRITNIER Y E¥ A, UDP 04,
established /X7 A — X |5 TH,

{deny | permit} icmp
{source-ipv6-prefix/prefix-
length | any | host
source-ipv6-address}
[operator [port-number]]
{destination-ipv6-prefix/p
refix-length | any | host
destination-ipv6-address}
[operator [port-number]]
[icmp-type [icmp-code] |
icmp-message] [dscp
value] [log] [log-input]
[routing] [sequence
value] [time-range name]

(fEE) ICMP 77 A VA MBI OT 7 B AGMHE2ERLET,

ICMP 41, iemp Z AN LET, ICMP T A—Z|ZAT v 7 3adDIP 7u b
INDFINCH DT A =X LIFEALFRLCTTN, ICMP Ayt —Y ¥4 7B X
Va— K RFA=FZRBEMINTWET, 7V ar0F—U— FOEKRITIKRD &
BYHTT,
o icmp-type : ICMP A vt — XA FHEEZL TN EY T LEST, 0~
255 DfEEERATEET,

o icmp-code : ICMP A vt —2 a— RN ZATEEEILTTI4NVEZ Y 7 LE
T 0~255 DiEZfEHTE £

o icmp-message : ICMP A vt — ¥ A THETLICMP 2 vt —T DX A T4
BLOa—FAEEELT, ICMP X7y h&7 o v &) 7 LET, ICMP
AvE—VDEATHBIRT—RAO U X MNZONWTE, ? F—%2FHT 5
M FREFIOV I —ADavr R V77 LU AEZSRLTIERN,

end

He#E EXEC B— NIZEDY £9°,
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AFy75
AFy7 6

B#
show ipv6 access-list TI7EAVANOREEMRALET,
copy running-config UEE) v 74 FXal—Yay 77 A VICREZRTFELET,
startup-config

BEDOT 7 EA VA SDPOEREITFAIRMELHIRT 21213, ¥—7Y— F&ZfEE L T no {deny |
permit} IPv6 77 £ AV Ak arv 7 4 Xal—var avwr FEfFEHLET,

WIZ, CISCO ARV T HNIZIPv6 77 &R VA MEFRETDHEZRLET, URA NAOERYD
R MU, 5858 TCP A — FEFH 5000 LV KE W ATy AT RTHESLET, 2 BOOES
T F IR #ETC UDP AN— RS2 5000 KD/~ 7y MEHEG LET, £z, 2 FHOOHEAT Lk
Vid, avr Y=l _To—BRREZLHELET, VA MNORYOFFAITY M UL, 73TD
ICMP "7y FafFRILE T, VA RMND 2 BOOFAIZ Y ML, ZOMOTXTONT T 4 v 7 %
FALET, BEROESEEDOFMENEIPV6 T 78R URA FOKRRBICH DD, 2 /BHOFATL R
TR TT,

Switch (config)# ipvé access-list CISCO

Switch (config-ipvé-acl)# deny tcp any any gt 5000

Switch config-ipvé6-acl)# deny ::/0 1t 5000 ::/0 log

Switch (config-ipvé-acl) # permit icmp any any

Switch (config-ipvé-acl)# permit any any

A23—T x4 X~D IPv6 ACL D&

ATF971
AFy72

AFy73

ATy7 4

38-8

CITHEH R MUY= S FZ—T A A2 IPv6 ACL Z AT 2 FNEIZOWTHHALET, LA T3
AE =T 2 A ATHREFTFIIEGE N T 74 v 712, HDODWVILAY 24X —T =24 ATHEREINT
T4 v I ACLZHHTCEFET, LA VY3A L F—T =2 ATERFBNT 74 v 712720 ACL i H
TEF7,

AL B =T 2 A A~DT 7 AEHIETLERITIT, 5 EXEC T— FTROFIEEZFEITLE T,

B
configure terminal Jua—r) ar7 4 X¥al—yary T— RE2EBLET,
interface interface-id TR VR NEEATALAY2A 0% —T 242 (K— K ACL H) £7=

TrA¥3A X =724 A (Jb—% ACLH) LT, /£ X —T=xA

A ary7Z4Xal—ary E—ReBBLET,

GE) IPR—RT74—Fx &y FBBELTWHWDHAAL vFiE, F— F ACL
FYR—FLEFA,

no switchport N—4 ACL @M T 2HEE, AV S =T =24 RELAX2E—F (F 77
VR) MBLAY3E—RICERELET,
ipv6 address ipv6-address LA Y34 F—Tx (A (Jb—% ACLH) TIPv6 7 FLAZRELET,
GE) Zoaxr BRI bA4¥2A402—T7=AATIL, iti%yﬁ~
T x A AR IPv6 7 F L ADRRE SILTW AL EITIE, S3
HYEE A,
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avwyk B
A7 5 ipv6 traffic-filter LV E—T 2 A ADFE T T4 v I EBRE LT T4 v 7T IR Y
access-list-name {in | out} 2 hEEHLET,
GE) outF—U—RILA¥2 A% —T7xA4A% (F—F ACL) TiIH
AR—bhEhEHA, AL YFTIPX—RX T 4—F ¥ By NBKEE L
TWAHE, out ¥— T — RNILA V3 A0 F—T A ATIEHHR—
FEINEEA,
A7y76 end ¥ EXEC £— FICED £,
A7977 show running-config TIEA VAR NOBREEMHRLES,
A7y7 8 copy running-config EE) av 74 Xal—ay 77 A MICERERRELET,
startup-config

AVBE—=T A ANLT 7 A JRAMEHIRT 5I21%. no ipv6 traffic-filter access-list-name 1 >
B—Tx A A a7 4 Fal—ary avy REFEHLET,

HIZ, VAXIALE—T=2AZADRE T 7 4 v 7K LT, 778X YR Cisco ZiE M+ % B
R LET,

Switch (config) # interface gigabitethernet 1/0/3
Switch(config-if)# no switchport

Switch (config-if)# ipv6é address 2001::/64 eui-64
Switch (config-if)# ipv6é traffic-filter CISCO out

IPv6 ACL D3RR

# 38-1 IR ENTZ 1 DEFITEH O EXEC a~ > REHERA L T REFLDTRITOT 7E®RX Y
2k, TRTOIPVE6 T 7R VRN, FHITEEOT 7R R MNMIBETAEREBERTEET,

& 38-1 IPv6 79 tR R MEBERTT HATUF

avy kR

E]:)

show access-lists

AL 9 FIEESINTZTRTOT 78R VA MEERRLET,

show ipv6 access-list [access-list-name] REFEHSDTXTOIPV6 T 7 A VA NELRIZLRINTEINTZT 7 &

A UAEFRRFLET,

wIZ, show access-lists #5# EXEC =~ ROH A Z /R LET, HAKIE, A v FEHIETAA >
F AL VIZREFHDTRTCOT 7 A VA NRERENET,

Switch #show access-lists
Extended IP access list hello
10 permit ip any any
IPv6 access list ipvé6
permit ipv6 any any sequence 10

Iz, show ipv6 access-list #i# EXEC =~ RO B2 R L ET, HAKKIE, A v FE£H1EA
A F RAE v 7 ITHEFHDIPV6 77 EARA VR NZTINRERENET,

Switch# show ipv6é access-list

IPv6 access list inbound
permit tcp any any eq bgp (8 matches) sequence 10
permit tcp any any eqg telnet (15 matches) sequence 20
permit udp any any sequence 30

| oL-21521-02-J
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IPv6 access list outbound
deny udp any any sequence 10
deny tcp any any eqg telnet sequence 20
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