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CHAPTER i

754 R— ~ VLAN DOEE

Z OFETIX, Catalyst 3750- F 7213 3560-X AA »FTFF 4 ~X— K VLAN Z5&ET 5 HFIEICHOWTH
HLET, FICHLLRWNE D, X7 > FLv 9 HEEIT Catalyst 3750-X £721% 3560-X A% K7
7y AA v FE LV Catalyst 3750-X AA v F AX v 7 ZEKRLET,

T7A4_X—=KVLAN L, LANRXR—=X 7 4 —F % £y FE2FEITLTVDLAL v F TIIYAR— 3L E
A,

ZOETHMAT S I~ NOWTE L OHEHFTEOFMICONTIE, 2OV Y —ADa~vy N U7y
LY RAEZRLTLEEN,

ZOETHATIHNEIL, ROLFBY TT,
o [7J4~_—] VLAN Oo#f#] (P.17-1)
o [FJ4~_—F VLAN O E] (P.17-5)
o [FS5A4_R—FVLANDOE=ZY 7] (P.17-14)

VTP # %47 LTV % A4 v FIe7 T A ~<— b VLAN &% L7=8#. A1 v 1% VLAN Trunking
Protocol (VTP; VLAN hZ > ¥ > 7 7a fhal) HilE— RTRITFNEZRD ERA, 5 15 % VTP
DFRE] #BRBLTLIEE N,

754 _R—+ VLAN OB E

77 A4 ~X— K VLAN ##EiZ, y— X 7o (¥ =R VLAN 2 L T D 5GICEH T2 2 DD
FIEIZ AL L £

o AHF—FE VT4 AL vFIIHEKI1005 DT 75 47 VLAN 29 R— K LE9, y—E X S
NAFE =N 1 HAX~<—HT=D 1 20O VLAN 2E|) ¥ THYLE, h—E R o (X —BHHR—
NCEDDAZ~—HITZhIZHIBR SN ET,

e IPL—T 4 T hAFX—TNMITDHITIE, % VLAN IV TRy b 7 RLURZERELITT LR 7
Oy 7 ZBOYTETN, ZACEY, REHDIP 7 FLANEELZR Y IP 7 FL ZAOFERIC
RHES & £,

77 A_X—hKVLAN #9252 TR —J U7 4 OREICKILTE, h—ERX Tr A fF2—|Z
LoTIHIP 7 FLABEHEORFIEN L2 I, DAFX—IZHLTELA Y2 ®x2 )T 1 2Rt
T&FEJ, 74—k VLAN TiE, #8HED VLAN FAAL v ZY T RAAL N EILET, 7 FX
A%, I F 47V VLAN & £ 4 U VLAN O_X7 TEENET, 7T 43— F VLAN (T3
D VLAN X7 ZREAFET, EV T KA NIH&E 1 XTIV ET, 774 ~—F VLAN NDOTX
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H17E  FS54R—F VLAN OB%E |

B 751 R—F VLAN OE

TD VLAN X7 IR U I A4~ VU VLAN 23 LET, B %Y VLANID 1T, 57 RA A~
zZHlo b D &Rl LET, 17-1 ZZ LT ES W,

B 171 TSA4R—FVLAN FASLY

v #Y VLAN X 2 fiEH D £97,

e JBSZ VLAN : M52 VLAN ADO AR — ME, LAY 2 LNV TIFAWCHETE £ A,

e Z3a2=5 44 VLAN: 232=7 4 VLANNOFR— MIAEVIBEETEETN, L1 ¥ 2 L
WZHDHMOaI =T A NOFR—hEIFBRETEEEA,

75 A4 ~_X— Kk VLAN Tix, RIU7T A4 X—F VLAN NOR—FEZL AV 2 THEELES, 794

~N— Kk VLAN F— MZlZ, RO 3 ODF A TRHY £7,

o BAERBAAR—MI, T4 X—hKVLANIZEL, 774~V VLAN EB#E L TWSED U F Y
VLAN BT 533 a=TF 4 R—FrROMALEA RN R—=FRED, $R_XRTOA L F—T A AL
& ¥,

o N NI — X, MNE AU H Y VLAN IZET AARA N R—FTY, 2, BER—+%
<, RMLC77A4~X—hK VLAN NDOfOR— b LA ¥ 2 TRAEL _m%ﬁéﬂfb\iﬁ“ 74
~N— K VLAN TiL, BAER— PO T 7 4 v 7 &R, MNYAR— b ~DFTXTDOIT T 4 v
JETuy I LET, MR- TZEINDI T 74 v 7, BRAR— F~FETEEESET,

. :::ﬁ74‘:\:ﬁ?4f~%i a32=274 BB XY VLANICETAHRA N R—KT
T, 232=FT 4 A=K, FALaIa=7 1 VLANZHHMOF— FBIONRAER— LEE
Lifo_ﬂ%®4/& T2 AE, MDA 2=2T 4 DMOTRTDOA L E—T =24 ZABIO
77 A4 ~_—k VLAN WO AR — & LAYV 2 THEESNET,

~
(i¥) cZy 7 FA—NMNE, BHEDOVLANDLOLDO NTF 7 4 v 7 %rEL, 774~V ML, BLO=
2= 4 VLANDOLD T 7 4 v 7 bt LET,
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| #£17% F54~<—F VLAN Q%

FS54<—F VLAN o B

TIAVBEIOED FY VLAN [ZIFRD & 5 22BN H Y 5,

e 774~ UVLAN: 774 _X— K VLAN IZiX, 714~V VLAN % 1 DR ETEET, 7
F A4 _X—hk VLAN ADOFTRTOR— KM, 514~ U VLAN DAL R—TF, 754 <V
VLAN iZ, IBAR—FIDOO0HE—~FRA NI 74 v 7 DX T AR —L%, MBI RaIa=
T4) BFRARN R —FBIOMLDOEER— F~MEELET,

o JiSZ VLAN : 75 A4 ~_X— Kk VLAN ®O#l52 VLAN I 1 277 T, M2 VLAN X, RmZ 960
MR r7 7497 ToT AR —LBRER—FBLIOF =2 riET DD ZY
VLAN T,

e I3a2=7 4 VLAN: 232=7 4 VLANIZ, a33a2=T 4 F—FIDP6DT7T v T7AN)—L T
TA T ERBER—F P 2/ BLORIL2I2a=T A NOMDEA N R— hMmikT5th
A1 VLAN T, i#inoaI=a2=5 ¢ VLAN % 1 >D7F 4 X— | VLAN IZKRETEFEI,

AR= B W2 DDIE, 1 2OF T A~V VLAN, 1 DO VLAN, :FSJZU%’E%W):I‘::.:?%
VLAN 7217 T3, LAY 35— =A@ FERAER— M2 LTAAL vy F RSN TWET,
BR— P EMHATS L RKWT AL 25T 5 A4 _— | VLAN ~D7T 7 & % T~—H:LT%§1@LT%E
T, 2EZE, TRTCOT T A4 _X—F VLAN Y —REEHI - AT — g UNHE=HF LTZ0 Ny
T T LIEVT 0L, BEFR—MEFHATEET,

AA o F U TBRETIEH, HxDx K 27— a3 EF R R A7 —yvarod@msr—71z, @
WODOFF A4 _—k VLAN LEETAIP Y7 Ry h2EO Y TR ENTEET, = F XT va
VINT TNV =T A LREETDOMLERNHDLDIE, 7T A X— b VLAN S L @IET AT
7T,

TI7AX=F VLAN 2L T2 R AT =22 v ~OT7 7822 RO LD IZHIETE £,

e TURAT—ValIlERINTWIA U H—T oA AE@RIRL UMY AR—FELTHREL, U
A Y 2DBEEZLRVWESICLET, 2 2E, =20 R AT =Y a U —R0gEe. ZORTE
WCEOY =Rl Y 2BENTERL 2D ET,

o TIANN = FUABIWEBRLIZZ F AT —v g (f_kii/</77y7°‘ﬁ‘~/<f£
L) KR ENTA v =T A ABBRBER—PLLTRELET, Zhic IR ToOxZ R
AT =V a YT T7HN b T U = IR TE ET,

TIA4=V, M, BEXUaIa2=7 1 VLAN 277 4=}k VLAN 2 H R — T 2o 7F 31 Z(iZ
NI Xo 742528 T, 774X— K VLAN 28EBOT A RPEETEEST, 774 X—h
VLAN 2> 7 4 FXalb—varotxa 7 4 %> TVLAN OO —F N7 5 4 ~X— k VLAN
WICRESINZWVWE DT DITE, 774 X—F VLAN R— hDRWNWT A 2 &ET, T XTOFRMT
NA AT T A=k VLAN 2R ELE7,

T54R—FVLAN TOIP 7 FLY U TARK

EN A Z<—IZ RO VLAN ZE 04 TH L, ROLIICIP T FL oy ZHFRNIERRMICAR Y £
7,

o WAZY—DVLANIZT RLA 7y 7 2H0 8 ToHE REMDIP 7 RLARHTE ET,

o VLAN HOT A ZEBEIM L2856, TRICHIET 272007 RUAZE D Y THEARWES
B0 ET,

INHORMEL, 7T A4X— K VLAN 2735 2 &f%ﬁf%iﬂ“e _m;,%\ 7T A R—h
VLAN NDFTRTDORA L NR—=RNT T4 < 1 VLAN IZEID Y Tohn-@7 FL AZEMi2HG L £,
BRA RIS Y VLAN I8 S DHCP — "8 7 7 4~V VLAN IZE W B CToHN=T FL A
Tay I IP T RLVAZEIDYCTES, DO IP 7T KL AL, RIL7ZA~Y VLAN IZH D B0
T HZY) VLAN B DI AT ~v— T RA ZZEI OB THZENTEET, HLWLT S 2B S
nad&, DHCP H—N3% 7%y b 7 RLVADOKERT— UL RIHERAAIRER T RLAEZT SA A
WZE Y YT ET,
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H17E  FS54R—F VLAN OB%E |

B 751 R—F VLAN OE

BEBDODRA v FIZEE=DBHT54~R— |+ VLAN

BH D VLAN LRIERIZ, 77 A4 X— K VLAN 2B DOAA v FICELNDELHIICRETCEET, T
VI R—=HMETTA~Y VLANEB L OEHL XY VLAN 2 %A N— A v FIZf5kLET, bTV
7 R— ME T T A4 _X— bk VLAN %fthdd VLAN & LTHWES, HEDO AL v FIZEZNBE T T4
~N— k VLAN OHEEDH A, AL v F AICHIMINLAR— DD T T 4 v 7I3AA v F BIZHIEL
FHEA, 172 ZBHLTLZE,

B 17-2 BEHMORAL v FIZE=NBTS514R—F VLAN

VIP X774 X—h VLAN 2R —FLRVWDOT, LA ¥2 Xy hT—THNDTRTDAL v FITT
ZA4_X— K VLAN 2 FEICHRETHILERNHV ET, XY NIT—THNO—HDOAL v FIZT T A<
kiUtﬁ/&)WAN@%@% RELBRVGE, INLDAL v TFOLA Y 2T —F_X—RIHE
EnFEFHA, ZHIZEY, INOEDAAL v FIZTTAX—=KVLAN b7 7 4 v 7 ODRERT T T 4
yﬁﬁi%ﬁéﬁéﬂﬁéﬁﬁ% DET,

(GE) f?%N—FWAN%Z4y?L&E¢é&%K\J:%¥X$W—%&V4kzlykvk®ﬁ@
VAT AN —ADNRT U RAEWATD WIZT 7 4V ]\ 0) Switch Database Management (SDM)
?va—b%ﬁﬁbf<ﬁém %@SDM7/7v— RESNTWDHE, 7740 T
U— b &R ET 5 DI sdm prefer default 7' = — 3L = /7 4 Fal—varavwrFEERHLET,
%851BDM7/7V—F RIE] ZBRLTIIZEN,

754 R— |k VLAN DOftifse & ORE/ER

7T A4 _X— K VLAN 2%, RO LD IO EFHAEEHRZH D 7,
o [T A4/ RXR—=FVLAN Lt a2=F v A}, 7JB—FF¥y A, BEO~YLFIXTY AN v T 7407
(P.17-4)

e 77 14~_— 1}k VLAN & SVIJ (P.17-5)
o 74 _X—=FVLAN L 2AA v F 2% v 2| (P17-5)

[t h o FVBIRTTA4~U VLAN O%E] (P.17-7) OFICHD 77 A4 ~X— K VLAN ZERFOE
BEHEIE bBELTLLEEN,

TS5A4AR—FVLAN La=Fx¥ R b, TAO—FF¥ R b, BEUVTILFXFHYR FS5T7099

EH O VLAN TiX, WU VLANIZH BT A AL LA ¥ 2 LUV TEHWZEELET 28, Blo
VLAN IZHBA v H—T oA RATERINTT NA ALF LAY 3 LV TEETAILERH D 7,
77 A4~_X— K VLAN Ti, IBRAEFR—NMIT 74~V VLAN DR RX—T, FA K R—MNIEIZ
U VLANIZBELTWET, ¥V VLANZ7 54~ U VLAN I i 6 nTns=H, Zh
5D VLAN DA U NN—ZLb A ¥ 2 L)L TCHWIBEFECTEET,

\HE O VLAN T, 78— ¥+ X MEIFD VLAN NOTRTOR— Mk EhEd, 7714 X—
F VLAN 72— R¥ ¥ A MikiE, ROXHIIZTa—FRFv XA 2B EGETH5R—MNIEFENET,

o WMNA—MITZTE—FXY A MEEAER-PFELEIFT 7 R—MIRETEELET,

e IIa=T 4 F— NI, TRTORAR—F, FT7v 7 F—br, BLORLaI=2=7 1 VLAN
WOR— M7 o —RKEx¥ A 2R ELET,

o BAR—NI, 774 X—hK VLAN OFTRTOR—F (ORER—F ., FFv 27 R— b, iz
A—=hr, Z32=F4 F—HF) 7o —FF¥ A MEEELET,
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| #£17% F54~<—F VLAN Q%

FS54<—F VLAN oz B

“NVFXXY AN FT T4 w71 TTIAX—F VLANERZ#Z CTH—-0O=2I2=5 ¢+ VLAN NIZ
N—F 4 o TEFIITV oD TENET, v LVFX¥ AN FT7 v 271, RUMSE VLAN RO
R— MHTEEEINT, M0 H %Y VLAN HOR— M THimE I EH A,

754 A—k VLAN & SVI

LA % 3 AA v FTiL, Switch Virtual Interface (SVI; AA v F{RKEA ¥ —7 = A A) 3 VLAN ©
LAY 3A L HE—T oA ABRLET, LAY I TNA AL, BAHUF U VLAN TIERL T T4 < Y
VLAN #/ LTI 774 _X—F VLAN L@ LET, VLS VY3VLAN A v X —T7 A A (SV]) %
774U VLANIZH LTETRELET, VA Y3VLANA VF—T =2 A% %Y VLAN
AICRECTCEEHA, B XY VLAN H® SVI i, VLAN 284> % VU VLAN & L TEHEEINT
WABMIXIET 77 4 7 TY,

o TUT 47 SVIZHELLE VLAN ZE WU VLAN L LTRELLS &ET5&, SVIET «

=TT L ECRENTAIINEREA,

o BHUHEYVLAN & LTRESNTWS VLANICSVIZEH L L9 & LTEH & U VLAN 3¢
TICLA T3~y B ENTWDIEE, SVIIIEREN T, =T —DNRENET, SVINLA
Y3y BT ENTHRWES, SVIIFEEREINETR, BEIICY Yy M T ERET,

7ZA4~<Y VLAN BEH % U VLAN IS b TnTwy B 7 E3fncnsg &, 7714~

VLAN LOFEEITE A XY VLANSVI IZEFanEd, &2, IPH 77Xy v a7 74~

VLAN SVIIZEIV M THBEA, 20T Ry MIFT T4 =k VLAN ZEKDIP 7Ry b 7 FL A

<7,

TSAR—FKVLAN ERSLYTF RE VY

774 _X— K VLAN [ZAA vF AZ v JNTENWETE, 774 X—h VLAN F— MIZEZE A
By AUN—IZHEETEET, 2L, A v TF AX v I EEETDHETTA4— K VLAN #H{EIZ
HEBE5 2 F£7,

o AH T TARXR—F VLANBEER—FIB 1 DT EFEN. TOR—"E2EGDT-AX YT A
N=INAZ o I HLHIRENTEZEE,. 774 X—hk VLAN OF A h iR— k& 7T 4 X— | VLAN
& DN ATRIZAR D 77,

o RE Y IRNITTTAX—K VLANBAER— IR 1O THDAE v 7 ~AZ—|TEENEELE
e, Fl3AX v 72 L, FILWAK v T v A —RBIRINTZHE, TWAX v T <A
2 —ITIRER— "N HT T A=K VLAN DFE Ak R— & 754 _X— K VLAN 4} & D5
NARREIZZ2 Y £,

e 2ODAZ I WA LIRS, MRIEZEELIEZAZ vy 7 DT T4 _— | VLAN I3 E L2 ) £
FAN, A v T Lz XIC, HRAZES LT AL v TF DT 7 14—k VLAN ¥
ENLbNET,

AA T ALy T OFMIHONTIE, 5B S5E (A vTF 2AX v 7 OEFH| 2L TIEEN,

754 R—+ VLAN O&E

T T, ROBEFHRICOWTHHA L ET,

o 774 ~— K VLAN OFETFIE] (P.17-6)

e [FT74NV b DT T A4 ~_— kK VLAN i#&E| (P.17-6)

o 774 ~_—1 VLAN &EROEZEFHE] (P.17-6)

e [774~_—1 VLAN N® VLAN O &R L OSsfHr) (P.17-10)
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H17E  FS54R—F VLAN OB%E |

B FS51R—F VLAN OEE

o [ 794 R—KFVLANKAMKR—FLLTOLATY2A 0 F—T A ADOFE] (P.17-11)
o 774 _XR—KVLANEBEAFR—FELTOLAY2 A4 X —T A ADFETE] (P.17-12)

e T H %Y VLAND7Z 4~ VLAN LA ¥ 3VLAN f VX —T = Af A~D~ v BT
(P.17-13)

754 R—F VLAN O EFIE
754 <—} VLAN #8ET 511k, KOFIEETLET,

AFwT 1 VIPE—REFZBBICRELET,
AFvT 2 TFIA4~IVBIOEIZY VLAN Z/ERL b ZstafthirLEd, (7774 — 1 VLAN N®D
VLAN O ER L OISAHT ) (P17-10) 22 LT EE0,

S

GE) VLAN DFEEERENTOWARWES, 774 _X—F VLAN RET e A TInE2ERLET,

RFYT 3 A B —T oA ZAEMIAR— FELIFaIa=T 4 FA N R—MIEELT.AZX M &A— FZ VLAN
ARy TEEYDYTES, 774 _X—=K VLANFA S R—=FELTDODLAY2A X —T A
AO@E] (P17-11) 22 L T E S,

AFvT 4 A H =Tz AZRER—=PLLTHREL, BAER—1+E27 74~V BIOEL %Y VLAN O
T~ 7 LET, 774 X=FVLANEEFR—F L TOLAFV2 A0 F—Tx2A ADHIE]
(P17-12) 2B LTL7Z &V,

AFwF 5 VLANBEAN—T 4 v T EFERHLTWBEA, 774~V SVIZREL, B XV VLAN 277 A~
YSVICwy 7 LET %) VLAND 7S5 4~ VLAN LAV 3VLAN f > Z—7 = A
A~Dw 7] (P17-13) 2R LTLEE N,

AFwT 6 774~V VLAN REZMRLET,

TI+IL DTS4 RX—k VLAN XE

7T A ~_X— K VLAN lTRESNTHEE A,

754 R— |k VLAN BRERDIEEIR

77 A4 ~— k VLAN REROEZFHIL, kOB T IVITH3TFoNET,
o [EW X VBIOT T4~ VLAN &) (P.17-7)

e [7ZA4~_—} VLAN &— hi27E) (P.17-8)

o [hoBgRE & OFICORIR) (P.17-9)
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| #£17% F54~<—F VLAN Q%

FS54<—F VLAN oz B

tHhOFIVEXUVTS54< ) VLAN ORE

7T A4 ~— bk VLAN ORELITH & ST, WOEBFHITH > T2 EW,

AL v FTVIP N—=Ta | EFE2 RFEITINTWAEEAEIEL, VIP Z2FEiEE— NIZEET D4
ERHYET, T4 —F VLAN OFRENKIDoT-6, VIPE—FE27 T4 7 0 MO —NIC
EELRNTL &, VIP OFMICOWTIE, & 15 % VTP ORE] 2L T EE,
VIP "—2 523 Tldk, 794 _X—k VLAN IZTR_RTOE— FTHR— FENET,

VIP X"—a v 1 £721%2 OBFEIE. 774 <— b VLAN 2% E L72% T, copy
running-config startup config ## EXEC =2~ > FZfH L C VIP Bt — FREB LT 74
N—h VLAN BREZ A v F DAL= T v T ar7 4 Xalb—vary 7y VIRFLET,
MEFELRVE, A T2V Yy NLIEBA, 774V D VIP =~ = NIRY, 774
~N— K VLAN ZH R — L2220 EF, VIP X—T =3 3 TE7 714 ~X— bk VLAN ZHH—
FLET,

VIP "= a v 1 BEU2 T, 774 ~<— b VLAN REOEFIITONEE A, T4 = |
VLAN A— FRRERTNA AT VIP N—=2 5 v 3 REF SN TORWERIE, Z07 1 2 1
TT 74 _—b VLAN Z2RETH2LERH Y 7

VLAN 1 #7213 VLAN 1002 ~ 1005 (3774 =V £7213& s > & U VLAN [CRETE EH AL
# VLAN (VLANID 1006 ~ 4094) 1377 A ~<— b VLAN [ZJf 32 Z LB TEET,

774 <Y VLAN IZiZ 1 DOMSE VLAN & ZHUSHISH T b izdfio a2 =7 ¢+ VLAN %
RECTEXET, ML FRIFE2I 225 ¢ VLAN ITIE, 2Rl bhi=75 4~ VLAN %
1 DTEFHRETEET,
77 A4 X— K VLAN (238D VLAN BREENE T, 774 X— bk VLAN 2K CEITAIFE/
Spanning-Tree Protocol (STP; A= 7Y U — Fa hai) f LV AZ U AF 1 2720 TH, &4
V&Y VLAN 77 4 < U VLAN IZRHEfF T 6 TWaiEE, 7714~ Y VLAN @ STP /35
A= HZY VLAN IZEESnET,
77 A=k VLAN T DHCP ARX—E > 7 & A x—=T7/MITEET, 77 ~) VLAN T
DHCP AX—V V%A X—T7NWICTH%E, B4 ) VLAN IKBEsnET, %Y
VLAN |2 DHCP ##ET 256, TOHEEILT 7 A4~ VLAN BT TIZRE SN TRV &8
2720 £d A,
7T A_X—=KVLAN R—hFTIP V—A H— K& F—TNMZT DHHEE, 774~V VLAN T
DHCP AX—VE VA X —TNVICT HLERH Y £7,
TF7AR—=KVLANHNTHr I 7 4 v 7 ZEBIELTOVRWNWTNLAD N T I NE ST A4 _— kK
VLAN 2 7 —=0 7452 L 24 L £,
754 <Y VLAN, J37Z VLAN, 3L 0= 2 2 =5 1 VLAN (25l % ® Quality of Service (QoS)
REXHHTEET,
Sticky ARP
— Sticky ARP =2 F U IE SVIBLPRLA V3 A ¥ —T oA ATEFR I NIz MY TT,
Sticky ARP = h VIZITHIREIN B H D £H A,
— ip sticky-arp 7 m— 3L 2> 7 4 Fa b —va avr NI S/ X— K VLAN BT 5
SVI TRV R—FEh T,
— ipsticky-arp A >4 —7 A A a7 4 Xal—ar avry NE, KTETIFR—-F&h
TVET,

LA¥3ALE—T AR
% VLAN 12835 SVI
7F A4 ~_X— |k VLAN IZJ&% % SVI
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H17E  FS54R—F VLAN OB%E |

B FS51R—F VLAN OEE

ip sticky-arp 2’z — N/ a7 4 X a2 b—v 3 v avy RBXWip sticky-arp 7> 4% — 7= 7 X
ary74Xalb—varavy ROEHAOFEMZIONWTIE, 2OV YV —2EZMLTIEIV,

o FIATUBLOEHILFY VLAN TVLAN v v 72RETEET ([VLAN v v 7ORE]
(P.36-32) #&M), 7277L., 794 _X—F VLANDOZFI7A4 <~V BINEHI U VLAN IZFE U
VLAN v v 7% BRETHZ L2 HERL £,

o TL—ANTT7A_X—F VLAN NTHIEZIND LAY 2 DOYE. F L VLAN ~ v 72 ATl & H
TOEHIEREINET, 7L —20 774 ~X—k VLAN ORISR — NMIv—T ¢ >
TENBEE. TFA4X—F VLAN v v 7R AJMINCEH S E T,

— KAk /°~M WIRAR—F DT v T ARN) —ATEEENDI T VL—LD5EAE, BhHZ
Y VLAN 2 fEéE}’L’Cb\é VLAN ~ v 7N EnE4,

— BAR—FINBHEARN R—=F s ~DF T AN —ALTEEIND T L—2DEE, 774~
U VLAN ICRESNTWS VLAN = v 7R EA S x4,

7F A ~_X— k VLAN O#ED P ]\774 v I T ANE ) T THIZIE. VLAN v~ 7275 A
<~ VEBIO™EHI Y VLAN Ol FI12@EHA L E9,

e 774 <1 VLAN SVI (27217 /L —# Access Control List (ACL; 77 &% v rra—/L U A })
FHWATEET, ACLIZ7 74~V BLOEI U Z) VLANDLAY3 bT 7 4 v 7IZ@AESH
F9,

o TIAX—KVLANRBLA V2 TCHRAMZHHELTHTH, AR MIVAY 3 TAWIZHEETE
9,

e 77 A— | VLAN i, &k Switched Port Analyzer (SPAN; 2 A vF K R— |+ 7F 74 ) ¥
RBEVR—bMLET,

— 774 ~— | VLAN % SPAN #E AR — & LTRETEET,

— VLAN-based SPAN (VSPAN) 774 <V VLAN., 3 VLAN, B8XUaIa=5 4
VLAN TEHTEET, £/, HAFHEEBAD NI 74 v 7 BRIAICE=2T 572D, 19
@ VLAN T72i} SPAN 2Tt £,

754 A—k VLAN K— FBE
774 ~N—h VLAN F— FOBREEIT O & TiE, ROEBFHICH > T L EW,

o FF 41 VLAN, 37 VLAN., F¥7/=iZa2I=2=7 ¢ VLANIZAR— rZ2HYV B THIZIX, T4
_R—KFVLAN 27 4 F a2 L — /a/:?/l\f_f%ﬁﬁﬁbiﬁ‘ 77 4=V VLAN, Jh>7
VLAN, F7iZaI==7 ¢ VLAN L L THEL7Z VLAN [ZE VY TCon-b A Y2 T 78R

A— kX, VLAN 7 Z A X— h VLAN REDO—HOMIIIET 77 4 7220 E3, L4 ¥ 2 b
7/7 AV B =T A AESTP 74TV —F 47 AT — DEFETT,

o F— MEK T ® k=L F 71T Link Aggregation Control Protocol (LACP) EtherChannel IZJ& 3 %
— &7 T4 = F VLAN A= R L LTRELRNTIES N, R— A7 7 A<= VLAN
BMEO—HTH AL, A — b D EtherChannel §%EILET 7 7 4 7 TT,

o RMROTREILLD STP V=T %REIET, STP 2 N—V =2 U AEGEEIZT H720IT, MLk
FWaIa=7 1 AA b F— kT PortFast £ L T Bridge Protocol Data Unit (BPDU; 7°) v
BhaF—F 2=y ) H=FREAF—TMILET (28 A7V arnAR =27y
V—REDORE) 2B, A X—T7 VDA, STP X7 X TD PortFast WFREI N LA ¥ 2
LAN A~ — MZ BPDU #— Ni§GEZ 3 H L £ 9, PortFast 33X O BPDU 7 — FZEGHR— K TA
R—=T T LRV TLIEE N,

o 77 A4~_—} VLAN #%E T VLAN ZHI L7234, VLAN IZHIGA T BNz T A4 ~_— |k
VLAN R— " WFET 77 4 712720 7,
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| #£17% F54~<—F VLAN Q%

FSA4R—FVLAN o B

o FTNRAARBMT U ZITEREN TV TT I~ VBIOEDI U FY VLAN B 7 7 0 BHIRE
nNTnanWas, 774 X—hk VLAN R— r2BIOXy NU—7 T4 2 FIZRETEET,

ftbDHERE & DR TDHIR
7' 4=} VLAN ZRIET BRI, (OB L ORITKRO X 5 2flAH 5 = LICBE LT E S,

~

(B =TT AvbE—VRLTRENZTANLLNATNTS, a~vr FREELRVEERH Y £,

o TA—NNv s TV T e TTAN—=F VLAN DAL v FITHELRNTLZ S,

* Internet Group Management Protocol (IGMP; o % —% > k Z VL —7EH 1 ha)) AX—F
VIMWAL v F ETAF—=T N (F7 b)) OBRE. AA v FERIEZAAL vF AL v 7 BY
R—F F5774—hK VLAN KA A %, 20 £ TTT,

e Remote SPAN (RSPAN; VE— K SPAN) #7714 X— kK VLAN D7 T A4 <Y Elidth ¥
VLAN & LTRELRNTLLE SN,

SPAN OFEMIZ DWW TIE, & 31 % [SPAN B X O'RSPAN O E] #2H L T Z &0,
s WOEXIBBENBRESNTNDAS X —T A AT T A=) VLAN F— F R ELRNT
STEEV,
- XA F 9T 7 8A K=K VLAN A2 R_v v
— Dynamic Trunking Protocol (DTP; # 4 F v M%7 7 bhajl)
— PAgP
— LACP
— Multicast VLAN Registration (MVR; ¥/ FF% ¥ A F VLAN LA hb— 3 V)
— &7% VLAN
— Web Cache Communication Protocol (WCCP)

e IEEE 802.1x R— b R_XR—RiFA 77 4 X— F VLAN /R— MIHRETE T2, 802.1x L HA— |k
T¥=2UF ¢, HF VLAN, F723AR— MENO=2— ACL X, 7714 X— K VLAN "— R~ iZ
BETEEEA,

o 774 ~_— K VLAN KR A MFELITRAAR— M SPAN s65eHR — MIIX T ¥ A, SPAN %65t
R—b+%27 7 A=K VLAN R— MZRELIZHE. A—NMIFET 7T 4 71270 £4,

o 7I94 <Y VLANNODIRER—MIAZT 4 v 7 MACT FLAZRELZEE. LA
T4V TRV AZTRCOREEY D Z Y VLAN [ZBINT 2 0ERH D £, B
VLAN WARZ h R—=FMIZRAZT 4 v 27 MACT RLAZBRELILSGG, RCAZT 47 TR
A4 XTORET T A~ VLAN [ZEMTO2MERHY T, AFT v 27 MACT RL A%
77 A ~_X— k VLAN K— Fp S HIBRT 2B, RESN TS MAC 7 FLADTRTDA R
B R% T T A X— K VLAN O HIBRT 2 0E R H 0 £,

S

GE) 774 _X—k LAN EIZHDH 1 20 VLAN TEEHEINZZ AT v 7 MAC 7 R L AL,
B VLAN IcERIENE T, 72 z21E, B4V VLAN THEE IR MAC 7 KL A
1754~ VLAN [CERSET, 20X AT v 27 MAC 7 FL 205K S 7z 0 i
RN, ERT FL AL MAC 7 L2 F—7 A5 b IR S ET,

e LAS¥Y3VLANA ¥ —7xAA (SVD) 2774~V VLAN IZX L TCETRELET,
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H17E  FS54R—F VLAN OB%E |

B FS51R—F VLAN OEE

T34 ~R— VLAN A®D VLAN DFEES & UG

77 A ~_X—k VLAN 2R ET 5121, ¥ EXEC £— FTROFIEEZITVET,

AFy71
AFy7 2
AFy73

AFy7 4
AFy75
AFy7 6

AF97 1
ATy7 8
AF979

AF97 10
AF97 1
AFy7 12
AFy7 13

AFy7 14
AFy7 15

ATv7 16

[l Catalyst 3750-X 8& U 3560-X R4 vF YI+bHxz7 AavT74F¥al—>av HAF

~

(¥) private-vlan =~ > NI VLAN =27 s F¥al—ary T—FERTITH2ETHELETA,

avwv R

=]:5)

configure terminal

Jua—r\) ary7 4 ¥al—vary ET— REEBLET,

vtp mode transparent

VTP £— F&BBIZRELEST (VIPET s =72 LET),

vlan vian-id

VLAN 27 4 X2l — gy F— FZ2BBLT, 794~ U VLAN
L7225 VLAN Z$8ET 50 ER L $£4, VLAN ID %L 2 ~ 1001
B L1006 ~ 4094 T,

private-vlan primary

VLAN #7514~V VLAN & LTHREL£7,

exit

Ja—n) a7 4 Xal—ar T— RIED E1T,

vlan vian-id

(%) VLAN 2 7 4 ¥ alb—3 g v F— REBB LT, Mar
VLAN & 725 VLAN Zf8E T 2 0ME L £9, VLAN ID O#HiBHIx
2 ~ 1001 BL 1006 ~ 4094 T,

private-vlan isolated

VLAN %7 VLAN & LTHRELET,

exit

sa—nN) a7 4 Fal—Tary T—RIREY T,

vlan vian-id

(FE) VLAN 2o 7 4 FXal— gy F— FZEBLT, a3a=
7 4 VLAN & 78¢5 VLAN Zf8E 3 5 2EK LE 7, VLAN ID OHipH
£ 2~ 1001 B XT1006 ~ 4094 T4,

private-vlan community

VLAN #2233 =2=7 4 VLAN &L LTHELET,

exit

Ja—N) ar74X¥al—rary B— RNIREY ET,

vlan vian-id

AT w72 THELEZTZ74~YU VLAN HHO VLAN @2 7 ¥ =
L—y gy ®— REBltLET,

private-vlan association [add |
remove]| secondary vian_list

A4 VLAN 77 A~ Y VLAN (ZB#E#AF T £,

end

He#E EXEC B— NIZEDY £7°,

show vlan private-vlan [type]

F72x

show interfaces status

REEMRLET,

copy running-config startup config

AL VFDAR— KT v T arv 74 Xal—ary 77 VICERES
BRIFELET, 74 X—F VLAN REEZRTFTDHITIE, AL v T DA
H— T v a7 4 F¥al—ary 77A 0 VIP BilmE— K&

EELTTAX— ] VLAN REZRGTTHALENH Y £3, RIFLZWV
L A4y FEYEY FLIESHE, T 740 bO VTP H—N F— NiZ
2, 74 _X—FVLAN % FR—FL72< 720 £9,

0OL-21521-02-J |
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FS54<—F VLAN oz B

' H 2 Z Y VLAN 75 A~ U VLAN IZBEAT BRI, WU L TROZ EICEELTLESN,

i

secondary vilan_list /X7 A —ZIFAN—22FObNER A, HEE DT LD v~ 528
BERcEET, KEBIE, BMOT T A X— K VLANID £/E3NA 70 2R LT T4
~— bk VLAN ID O#iPH & $5E T £

secondary vian list /X7 A —Z 3 EHE DI 2= 4 VLANID 25D b E TR, M7
VLAN ID i 1 27215 ¢,

secondary vian list # N13 55, F12i¥ add ¥ —7V — REZF5E L7z secondary vian_list % f#i
LCEH#Y VLAN &7 J 1~ YU VLAN % BhEfHT E5,

remove ¥ — 7 — R & & $(Z secondary vian list ZEA LT, EH &Y VLAN 7T A<
VLAN OB & fifkg L E 5,

ZOawry RNiE, VLAN 20 7 4 FXFalb—ay F— RE2RTTAHAETHELEYA,

Z. VLAN 20 #7714~ Y VLAN, VLAN 501 #f32 VLAN, VLAN 502 5 X U'503 #2232 =

74 VLAN L LTREL, Thb a7 74 X— | VLAN WCTEEMNIT LT, REZMRT 204 L
ij‘o

Switch# configure terminal

Switch (config)# wvlan 20

Switch (config-vlan)# private-vlan primary
Switch (config-vlan)# exit

Switch (config)# wlan 501

Switch (config-vlan) # private-vlan isolated
Switch (config-vlan)# exit

Switch (config)# wlan 502

Switch (config-vlan)# exit

Switch (config)# wlan 503

Switch (config-vlan)# private-vlan community

Switch (config-vlan)# exit

Switch (config)# wvlan 20

Switch (config-vlan) # private-vlan association 501-503
Switch (config-vlan)# end

Switch (config)# show vlan private vlan

(
(
(
(
(
(
Switch (config-vlan)# private-vlan community
(
(
(
(
(
(
(

Primary Secondary Type Ports
20 501 isolated

20 502 community

20 503 community

20 504 non-operational

TF3AR—FVLAN RR R R—FELTOLAYVY 24 3—T T4 RD

(E)

LAY2A4 0 2—T 2 A A% T TAX—=KVLANFA M R—FELTEREL, 2hEx 7714~ L
W %Y VLAN & B#EAHT 212i%, 5 EXEC T— R CTIRO FIAZFEITLET,

MR LV I2=7F 1 VLAN ZFWTh bt ¥ Y VLAN T,

| oL-21521-02-J
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B FS51R—F VLAN OEE

avwyFk

B

27971  configure terminal

Ja—nm) a7 4 ¥al—yary T— REBEBLE
7

AT7y7 2 interface interface-id

VB =Tz AT 4 Fal—arE— NaBth
L, RETHLAVY2A X —T A AERELET,

A7y7 3 switchport mode private-vlan host

LAY2AR =+ 2774 —F VLAN A b R— |} &
LCHELET,

A797 4 switchport private-vlan host-association
primary vlan_id secondary vian_id

LAY 2R— 27T A ~— b VLAN [ZB&#AHT £,

A7975 end

¥t EXEC E— RIZED £,

A7y97 6 show interfaces [interface-id] switchport

BEE B L E T,

A797 7 copy running-config startup config

(EE) AA v FORE = T vT a7 4 Xal—
vay 7y A NMIBEERGT LET,

Wiz, 44— 7:4’1%774’/\%%VLANT7<FT%F&LT REL, 2T TAR_N— |

VLAN ~7 % BE T T,

ﬁ?%&ﬁ%muﬂ’%ﬁﬁ'%EH<I/ZE7TO

T34 ~R—

; VLAN B&HR—

Switch# configure terminal

Switch (config) # interface gigabitethernetl/0/22

Switch (config-if)# switchport mode private-vlan host
Switch (config-if)# switchport private-vlan host-association 20 501
Switch (config-if)# end

Switch# show interfaces gigabitethernetl/0/22 switchport
Name: Gil/0/22

Switchport: Enabled

Administrative Mode: private-vlan host

Operational Mode: private-vlan host

Administrative Trunking Encapsulation: negotiate
Operational Trunking Encapsulation: native

Negotiation of Trunking: Off

Access Mode VLAN: 1 (default)

Trunking Native Mode VLAN: 1 (default)

Administrative Native VLAN tagging: enabled

Voice VLAN: none

Administrative private-vlan host-association: 20 501
Administrative private-vlan mapping: none

Administrative private-vlan trunk native VLAN: none
Administrative private-vlan trunk Native VLAN tagging: enabled
Administrative private-vlan trunk encapsulation: dotlg
Administrative private-vlan trunk normal VLANs: none
Administrative private-vlan trunk private VLANs: none
Operational private-vlan:

20 501

<output truncated>

FELTOLANV2403—T 24 ADERTE

LAY2A 0 H—T oA A% T FA4_X—F VLANEGR—F L LTHREL, 2NETFIA~IBIY
v h &Y VLAN 2~ v B 795121, ¥ EXEC E— R CTROFIEZEITLET,

GE) MyyBrltala=7 1 VLANZWIFhbtEH ¥ Y VLAN T,
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FS54<—F VLAN oz B

avwyFr B
A7y71 configure terminal Ju—s\L Ay T 4K al— gy e e L ET,
A7v7 2 interface interface-id AVH =T A AT 4Xal—var T— Nefth
L. RETDLATV2A X —T oA AZEBELET,
A797 3 switchport mode private-vlan promiscuous LA Y2R— 2T FA4_X—F VLANEAER—FE LT
RELET,
AFy7 4 switchport private-vlan mapping primary vian_id |75 4 ~<— K VLAN iE&H—+%, 7514~V VLAN
{add | remove} secondary vian_list LEIRLIZES XY VLANIZw vy B 7 LET,
27975 end FitE EXEC £— RIZREY £,
2797 6 show interfaces [interface-id] switchport RELMRLET,
A797 7 copy running-config startup config (EE) AA vFDODARE— T v a7 4 Xal—

vay 7y A NMIBREERT LET,

LAY2A 4T 2 A A% T T4 X—F VLANBEER—FE LTHRELSGA., #CITE L THRD
ZLIZHEEBELTLLIEE Y,

o secondary vian_list /3T A —H A= 2Z2EOLNEYA, HEEDTDEDICH U ~EE
R cE Y, FHEAIDE, BMOT T A <X— |k VLANID E723 A 7/%’»‘:1@% L7 74
~— h VLAN ID O#iHZH5E T £

o secondary vilan list # NJ13 %0, F£72i add ¥ — YV — R& & L7z secondary vian list %M
LCTEAIZY VLAN L7514~V VLAN #7514 ~X— K VLAN IREHR— M~y B 7 LE
R

e remove X — V7 — RZEE LT secondary vian list #{EA LT, ¥H ¥V VLAN &7 F A _X—
N VLAN BAER—FDO~ v U V2GR LET,

WIZ, A HF—T 2 A A% T T _X— s VLANBEFR—FE LTEELTCENE T T A4 X—F VLAN
6:7/E/7‘9”Z>{§J7£~TL§‘J“O A H =T 2 A ATTT7 A4~ VLAN20 DA L X—T, Hh &V
VLAN 501 ~ 503 iz nic~w v B 7 EnfEd,

Switch# configure terminal

Switch (config)# interface gigabitethernetl/0/2

Switch (config-if)# switchport mode private-vlan promiscuous
Switch (config-if)# switchport private-vlan mapping 20 add 501-503
Switch (config-if)# end

show vlan private-vlan ¥ 72/ show interface status $##£ EXEC =~ REMiHL T 7/ v U B L
WeH Y VLAN &L 2 v F LD T T4 X— |k VLAN A— b 2R R LET,

thUFYVLANDTS54<Y) VLAN L1 3VLAN 1 V3 —T (4R

ADIVEY

>
)

pe

7"Z A4 ~_X— K VLAN 23 VLAN i/ —7 4 V7 IR SN D56, SVIZ 7T 4~ U VLANIZERE L
TkH &Y VLAN # SVI I~ vy B 7T 9,

MBIV I=2=F ¢ VLAN IZWWFnb b &Y VLAN T7,

v H %Y VLAN %:7"?4’<7) VLAN ® SVIiC= v 7 LTFIA4_X—KVLAN F5 7 4 v 27D
LAY 3 AL v TF U 7 HRARRICT HITI1E, Rt EXEC £— R CTROFIHEZFEITLET,
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WM FSAR—FVLANOE=AUY

A7y
AFy7 2

AFy73

ATvy7 4
AFy75
AFy7 6

avw Uk B
configure terminal sa— )L ar7 4 Xal—igrET— FEBEBLET,
interface vlan primary vlan_id 774 ~U VLAN CA v H—T AR ALT 4 Fa
L—vay = F&ffa L T VLAN % SVI & L TRE
L¥¥, VLAN ID O#ipHiE 2 ~ 1001 3 LT 1006 ~
4094 <9,
private-vlan mapping [add | remove] v h XY VLAN 2774 ~U VLAN DL A ¥ 3
secondary vian_list VLAN A v Z—T 2 A4 AZv v T L TFITA_X—k
VLAN AL NTF 7497 DLAY 3 AL v F 7%k
WZLET,
end 4 EXEC £— FITRE Y £,
show interface private-vlan mapping MELSERLET,
copy running-config startup config EE) AA v FDODARAX— T v a7 X2l —
vary 77 ANVICREERFLET,
S
(%)  private-vlan mapping f ' ¥ —7 =2/ A a7 4 FXal—var avrRE, LA Y3 AL vTF T

SNTWLHFFIA =K VLAN FT7 7 4 v Z I RELET,

THoHY) VLAN 277 4<Y) VLANDOL A Y3VLAN f VX —T = A~ B 7T D8,
TIZOWTRDEICHEE LTI &N,

e secondary vilan list /’X7 A —ZIIFAXN—252EFObNERA, HEE T DD~ 528
BHHTEEY, FHEEIKE, BMOT T4 _X— K VLANID £33 7V 2R LT T4
~—  VLAN ID O#i%#EE & 7,

o secondary vian list # NJ13 50, F£72iF add ¥ — VU — R%&5E L7z secondary vian list %
LTEHZY VLAN #7574~ 1U VLAN IZ~v >y B 7 LET,

e remove ¥ — VU — F&45E LT= secondary vian list #fEH LT, ¥h XU VLAN 77 A~V
VLAN O~ v 2 7 %R L E7,

WIZ.VLAN 501 BELOIS502 DA v Z—T =24 A% 7 F74~<V) VLAN 10 IZ~ v B 745625~ LF
4., VLAN 10 Tix. 54 X— K VLAN 501 7°5 502 ~DE&H %) VLAN AL T T 4 v 7D
V=T 4 TR FRENE T,

Switch# configure terminal

Switch(config)# interface vlan 10

Switch (config-if)# private-vlan mapping 501-502
Switch (config-if)# end

Switch# show interfaces private-vlan mapping
Interface Secondary VLAN Type

vlanlO 501 isolated

vlanlO 502 community

T53A4R—KVLAN DE=2Y VY

[l Catalyst 3750-X 8& U 3560-X R4 vF YI+bHxz7 AavT74F¥al—>av HAF

# 17-112, 774 _X—F VLAN =% 0% EXEC =~ K& R L ET,
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FS54R—FVLAN 0E=421>5 N

® 17-1 734R—FVLAN E=42YVT AR UF

avy kR B

show interfaces status TET 2% VLAN 2588, f > X —T =2 ADAT—H A%FRLET,
show vlan private-vlan A2A v FERIFIAAL v TF ZAZ 7 DT 54—k VLAN A2 FE <L
[type] S

show interface switchport | % —7 (A DT T4 X— K VLAN RCEF T LET,

show interface VLANSVI D75 4 _X— | VLAN ¥ v ' ZICHT A 15RAF T L E
private-vlan mapping 4,

KIZ, show vlan private-vlan =~ > R0 D O HFIZ R L ET,

Switch (config)# show vlan private-vlan

Primary Secondary Type Ports
10 501 isolated Gi2/0/1, Gi3/0/1, Gi3/0/2
10 502 community Gi2/0/11, Gi3/0/1, Gi3/0/4
10 503 non-operational
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