o
CISCO.

Catalyst 3750-X 3560-X

Catalyst 3750-X and 3560-X Switch Software
Configuration Guide

Cisco 10S Release 12.2(55)SE
2010 8

Text Part Number: OL-21521-02-J



www.cisco.com/jp/go/safety warning/

16Q>X "&%0,D 4¢ €}A 1~ ®4PO +26"MTAO0&® +D 14C% U01€6Q>X "&&%0:D &g +0"xZ2"A 1
e"00awbay, a4(Aacsu0C "y$™mav 993" ate "(%é;=él> v &;,y6a000T16Q>X "a%0; D 4
AYo)¥él>aed Ul

»N-~ é0H; \ .f,A 4to0;=8&" —~ @Y fb U jInformation Packetee.%0;D 4¢u0e YD 4c8¢'é” ol +@IlREEUD »

The Cisco implementation of TCP header coesgion is an adaptation of a program deped by the University of California, Begley (UCB) as part of UCB's public
domain version of the UNIX operating systéti rights reserved.Copyright © 1981, gents of the University of California.

®.%0,D 4¢ *éo/EE =y 0785 60064éQ>X "A T0H; é&"4U,y=u4aY0aAéul 404 - Db ube* &*,9

AT & e7a Hé;="$045660 é;="A 1-N ,08:;7424P0 ;="% (& <188V 01" e - baveod ;
e0ua0 "y$D VaUens B Ua%é;=¢/> /v a¢yeadud.

—_

nom

JEE tmAiayn*,&*,9S-A 1@é &l(*e"T1éQ>X réovlruleéesraEdslae pa”cd N'EEGE ,V:02¢EIl eOua

O "AF™TWIEH"E" Y s 8SVAE, @R AT (»HGC*, &*,9S-uUé@é &l(*a#n D 4say” @ @&»0 o> QW
dcoyeaouo.

Cisco and the Cisco Logo are trademarkLafco Systems, Inc. and/d@s affiliates in the U.S.rad other countries. A listingf Cisco's trademéis can be found at

www.cisco.com/go/trademarkJhird party trademarks mentioned are froperty of their respective owners. The w$ the word partner does not imply atparship

relationship between Cisco aady other company. (1005R)

TéQ>X nasr0a¢ IP <_,&8"s4U¢é <_,$ 0Oyéaer, ud +Q>X ~]é "&Qf<” "A TNé& ' yéa "a>a0aoR

D acu0eryé ®esd4Ué <_,CoRrD a,U050ay"0 écN>ayéacdE"§g|éa)lLae yéad.

Catalyst 3750-X4 7 3560-X, 64 OH, &FH IX_0*Zf <

© 2010 Cisco Systems, Inc.

All rights reserved.

Copyright © 2010-2011} ,&*,9S-"'+3$
All rights reserved.


http://www.cisco.com/go/trademarks
www.cisco.com/jp/go/safety_warning/

CHAPTER 1

CHAPTER 2

CLI

xlix

xlix
xlix

xlix

1-1
1-2
1-4

1-6
1-8
VLAN 1-10
1-10
QoS CoS 1-14
3 1-15
PoE 1-16
1-17
1-18
1-21
1-21
Catalyst 3750-X  3560-X
Catalyst 3750-X  3560-X
Catalyst 3750-X
1-34
1-35

2-1
2-1
2-3
2-4

no default 2-4

Catalyst 3750-X 3560-X

CONTENTS

1-33

1-28
1-30

[ oL-21521-02-3



W Contents

CLI

show
CLI

CHAPTER 3 IP

DHCP
DHCP

DHCP
DHCP
DHCP

DHCP
DHCP
TFTP
DNS

DHCP
DHCP
DHCP

NVRAM

3560-X

2-5

2-5

2-5
2-6
2-6
2-6
2-7

2-7
2-9

more

2-10

Telnet CLI

3-1
3-2
3-3
3-3

3-5
3-5

3-6
3-7
3-7
3-8
3-8

3-10

3-13
3-14
3-15

3-16

3-17

2-7
2-9
2-10
3-1
3-5
3-9
3-12

3-12

I Catalyst 3750-X

OL-21521-02-3 |



cHAPTER 4

CHAPTER D

3-18
3-19
3-21
3-24
3-25
Cisco I0S Configuration Engine 4-1
Cisco Configuration Engine
4-2
4-3
NSM  4-3
CNS ID
ConfigiD 4-4

DevicelD 4-4
DevicelD 4-4
DevicelD ConfiglD

Cisco 10S 4-5
4-5
4-6
4-6
Cisco 10S 4-6
CNS 4-7
CNS
Cisco IOS CNS
4-9
4-13
CNS 4-14
5-1
5-2
5-4
5-6
ID MAC
5-7

Catalyst 3750-X 3560-X

Contents H

3-18
3-18
3-19
3-20
3-24
4-1
4-3
4-4
4-8
4-9
5-7

[ oL-21521-02-3



W Contents

5-8
5-9
5-9
5-11
5-11
SDM 5-11
5-11
5-12
5-12
5-12
5-13
5-14
5-16
5-16
5-17
5-18
IP 5-18
SSH 5-18
5-19
5-19
5-19
5-21
5-22
MAC 5-22
5-24
5-24
5-24
5-25
CLI 5-26
5-26
5-27
5-27
5-28
show switch stack-ports summary 5-28
5-29
5-30
5-31
5-31
5-31

Catalyst 3750-X 3560-X
OL-21521-02-3 |



6-12

LINK OK
LINK NOT OK
5-34
5-35
cHAPTER 6 6-1
6-2
6-3
6-4
6-4
6-5
6-5
CDP 6-6
CDP
VLAN 6-7
VLAN 6-8
RP 6-9
6-10
HSRP 6-11
IP 6-12
6-13
IP 6-14
6-14
6-15
SNMP 6-15
6-15
TACACS+ RADIUS 6-17
LRE 6-17
CLI 6-17
Catalyst1900 Catalyst2820  CLI
SNMP 6-18
cHapTER T 7-1
7-1
7-2
NTP 7-2
NTP 7-4
NTP 7-4
Catalyst 3750-X 3560-X

5-32

Contents

5-33

6-7

6-18

[ oL-21521-02-3



W Contents

NTP
NTP
NTP
NTP
NTP
NTP

DNS
DNS
DNS
DNS

MoTD

MAC

MAC

MAC
MAC

MAC
MAC
MAC

VLAN

ARP

3560-X

7-15

7-17

MAC
MAC

7-4
7-5
7-6
7-8
IP 7-10
7-11
7-11
7-12
7-12
7-12
7-13
7-14
7-15
7-15
7-16
7-16
7-17
7-18
7-18
7-19
7-19
7-20
VLAN 7-20
7-21
7-21
7-21
7-22
7-22
7-24
7-26
7-27
7-28
7-29
7-31
7-31

I Catalyst 3750-X

OL-21521-02-3 |



CHAPTER 8 SDM 8-1
SDM 8-1
IPv4/IPv6 SDM
SDM
SDM
SDM
SDM
SDM 8-6
SDM 8-7
cHaPTER 9 Catalyst 3750-X StackPower
StackPower 9-1
StackPower 9-2
9-3
9-3
9-4
9-6
PoE
cuapTer 10 10-1
EXEC
Telnet
10-7
TACACS+
TACACS+ 10-10
TACACS+ 10-12
TACACS+ 10-12
TACACS+
Catalyst 3750-X 3560-X

Contents

8-2
8-4
8-4
8-4
8-5

9-1

9-6
9-7
9-8

10-1
10-2
10-2
10-3
10-3
10-5
10-6
10-6

10-8
10-9
10-9
10-10

10-13

[ oL-21521-02-3



W Contents

TACACS+
TACACS+

EXEC
10-16

TACACS+
AAA
TACACS+
RADIUS
RADIUS
RADIUS

RADIUS Change of Authorization CoA

10-17

10-18
10-19

Change-of-Authorization CoA
10-22

CoA
CoA

RADIUS
RADIUS
RADIUS
RADIUS
AAA

10-23

10-26

10-34

RADIUS
AAA

RADIUS

CoA
RADIUS
RADIUS

Kerberos

Kerberos

Kerberos

KDC

Kerberos

SSH

3560-X

RADIUS
RADIUS
CoA

10-40

10-41
10-43

10-13
10-14
TACACS+

10-17
10-17

10-18

10-20
10-21

10-25

10-27
10-27
10-30
10-32
RADIUS

10-35
10-36
10-36
10-36
10-38
10-39
10-40
10-40

10-40

10-43

TGT 10-43

10-44

10-45

10-44

10-44

I Catalyst 3750-X

OL-21521-02-3 |



SSH éN-b 10-46
SSH (0C"&0"'"\
U4¢ P5SA 10-47

SSH é.30 10-47
30(éHc¢P5A 10-47
, 64a SSH s-O0 Uué.6; 6J
SSH (0Cé3o 10-48

SSH é30A 1,902,é-+$

SSLHTTP éUUé, 64é.30
X HTTP (oCA 1"\
CA é>5iP 10-50
CipherSuite  10-52
X HTTP (oCA 1"\
SSL é:H 7;.30
SSL é.30(éHc¢P5A 10-53
CA é>5iPé.30 10-53
. X HTTP (oCé.30 10-54
X HTTP "\ f;é30 10-55
X HTTP (oCA 1"\ f;é,902,é-+$
SCP éUlé, 64¢é30 10-56
Secure Copy &4P 0O +7Z 10-57

10-49
10-50
f: éN-b

f;:é.30
10-52

IEEE 802.1x Po;Lo0,z=6.30

IEEE 802.1x Po;Lo0,z.=¢éN-D
:C Lél 11-3
z=71"., 11-4
Z=64?7ZA 1T6.0+dp
Z=Q@o+V 11-8
Po;Lo0,z=C]| 11-8
Yo)xl ACL & Filter-ld 11-9
Zz=Q@o+V CLI &Qf< 11-9
5 ,90;A Tu5 ,90;éPo;
802.1x .z.=4, 64 ,26"
802.1x éN,; Uoc< 11-12
802.1x Q"4 11-12
MAC $-G
MAC Tu
802.1x
802.1x

11-1

cHapTER 11

11-1

11-6

11-10
11-11

z=Uo<
11-13
11-14
f#
f#

f9
f9

11-14

:]FXo0;090 AVOO M

Catalyst 3750-X A T 3560-X , 64 OH;

f;"A T(Po;D a¢ Co+2Zf

&fH IX_o*Zf

Contents

10-46

10-47

10-50

10-52

10-56

11-15

[ oL-21521-02-3

e



W Contents

802.1x A 4 6" 11-16
VLAN °a 620U 802.1x .z.= 11-16
Yo)xl ACL 620U 802.1x.z.= 11-17
3 flo< (» ACL a]3 _"; URL 620U 802.1x .z.= 11-19
13 _"; URL é Cisco Secure ACS & ;]FXo;o0M 11-20
3 fTo< (» ACL é Cisco Secure ACS a4 ;]FXo;oM 11-20
VLANID Lo,é MAC .z= 11-21
%,; VLAN 620U 802.1x .z.= 11-21
U4¢ f E VLAN 6ROU 802.1x .z.= 11-22
802.1x .z=a "., (»z=C D, 11-23
QM4.z=Po;aé(Po; 11-23
Z.=&¢, 11-24
i(»é"gUpa 11-24
802.1x Yo0)¥” 11-25
802.1x Yo)%".30(€éHcgP5A 11-25
5.y VLAN Po; 620U IEEE 802.1x .z.= 11-26
Po; . X]9 620U IEEE 802.1x .z.= 11-26
WolL I(» 820U IEEE 802.1x .z.= 11-27
MAC .z=C D, 620U IEEE 802.1x .z.= 11-28
NAC _ W 2IEEE 802.1x .= 11-29
50" &.z.=5A ( 11-30
Openlx .z.= 11-30
MDA  11-30
Network Edge Access Topology9ONEAT90 620U 802.1x , 64  (J] f;
, 644 0.f9 $02 , 64 11-31
H ¢ P5A 11-32
5 y» 802.1x . X]9 11-33
Rib.6*zf ID 11-33
Media Access Control Security & MACsec o0é U.l éN-D 11-34
MKA P]*o 11-35
'PPo; 11-35
MACsec 8,26 f# 11-35
MACsec” MKA A 7 802.1x N,; Uo< 11-36
MKA &0. + 7 11-37
802.1x .z.=é.30 11-37
802.1x .z=é:H ";30 11-38
802.1x .z.=.30(€é H ¢ P5A 11-39
802.1x .z.= 11-39
VLAN °a"%,; VLAN"U4¢ fE VLAN” "., (»z=C D
, 11-40

l Catalyst3750-X A 1 3560-X , 64 OH; &fH IX_o*Zf <

OL-21521-02-3 |



11-41

™

MAC .z=C D,

Po;+ié5 :C ,é""
802.1x A 4 6"é.30
5,y» 802.1x . X]9 é3o0
802.1x1'GUo<é30 11-44
802.1x .z.=é.30 11-45
, 64A 1
N,; Uo<é3o
o¥">acz=€630
Po;e’& 0O "\
UT@Fé
, 64/£ "\
, 64/4& "\
cz=A™¢é30
MAC $-Gé @ol"{
MAC Tué @ol"{
802.1X fo f#é30
%,; VLAN é3o0
U4¢ f E VLAN é.30
", (»z=C D,I»é30
WoL 620U 802.1x.z.=¢é.30
MAC z=C D,é.30 11-61
802.1x Yo)¥%"é.30 11-62
NAC _ W 2IEEE 802.1x .=é.30
NEAT 620U 0.f9 $024a(J] f;

Auto SmartPort Q" 620U
3 flo< (» ACL &a13 _";

3 flo< (» ACL é3o0

3 fo<(»P]*0é.30
VLANID Lo,é MAC.z=é3o0
50" &.z.=5A (é.3 0 11-68
Openlx é.30
Web .z="0 * C=0é3o0
Po; ae 802.1x .z.=¢é: .ol"{
802.1x .z.=30é:H ";06¢é].6;
MKA A 7 MACsec é.30

MKA P]*0é.3o0

f2o0H

802.1x é&0. +ZA 1,902,é-+$

11-42

11-48
11-49
f;:é»Gaéc.z=
11-50
f,6éclM>(4Fé -

11-52
11-53

11-53

11-55
11-56

11-69

11-72
ae

Catalyst 3750-X A 1

RADIUS (0 C4Félb>é.30

f;06H _0ScIM>A™é30

MACsec é.30

3560-X , 64

Contents

11-42

11-43

11-46

11-50

11-51
11-51

11-54

11-58
11-60

11-63
, 64630 11-64
NEAT ée.30 11-65
URL 06200 802.1x.z.=é.30
11-66
11-67

11-68

11-65

11-70

11-70
11-71

11-71

11-72
11-74

OH; &fH !'X_o*Zf

[ oL-21521-02-3

o



W Contents

CHAPTER 12

Web Lo,z=630
Web Lo,z=¢éN-b
:C Lél
N,;ée ~
.6*Zfép"’
z=J".,

12-1
12-1
12-2
12-2
12-3
12-3
‘o Web.z=C=o
Web .z=¢é ,2Q - (»a
H ¢ P5A 12-6
Web Lo,z=5&<€éi(»é"'cUp
Po; X119 12-7
LAN Po; IP
%o0; IP
ACL 128
&f9 ,;Lo,é "., Ui
802.1x .z.= 12-8
EtherChannel 12-8

Web Lo,z=630 12-9
cH 7 é Web Lo,z.=¢é30 12-9
Web Lo,z=30(éH¢P5AA 1U4¢ P5A
Web Lo,z=¢é30b:],; 12-10
z="o0o"a f2o0H 12-10
AAA z=¢é30
, 64 A&
HTTP (oCé3o0 12-13

z=J" * Web Mo+é ,2Q -
# f (€13 _"; URL é00
AAA EP]*0é.30 12-15
Web Lo,z=D\To2é.30
Web .z="0 * C=0é3o0
Web Lo,z=¢é V6*X
Web Lo,z=¢,902,¢é-+$

12-4
Web Mo +

12-7
12-8

,é.30
12-11

12-16
12-17

f;1éa4°
12-18

f2oH ,$Hé30
f2o0H
Po;Lo,é
, 64 Po;
" Po;
J\F" Po;

cHapTER 13 13-1
2]
VLAN
13-3
13-3
13-4

13-1
13-2

Catalyst 3750-X A 1 3560-X , 64 OH; &fH IX_o*Zf <

12-7

12-8

RADIUS (0C661b>6&fH !X _o0*Zf

12-6

12-9

12-11

12-13
12-15

12-17

OL-21521-02-J



Contents

f@™ Po; 13-4
"096< Po; 13-4
SVI 135
SVI)DG,90;4° 13-6
EtherChannel Po; #"0J 13-7
10! F6; 0(@6; f20H 13-7
PoE Po; 13-7
(Po;»NéJ ;&"NA 1j0
5T A TEWS °a 13-8
5 %n! Uo< 13-9
5 U>2]f#A 15 P]*f# 13-10
f2o0H ,é'& 13-13
, 646 USB Po;éo”R 13-14
USBMini 2 J B &f0o” Po; 13-14
&f0o” Po;é o # 13-14
&f0o™ T: 2 Jé3o 13-15
USB utG2 S ;é3o0 13-15

uUusB 2 J APo; 13-16
&fH I X_o*Zf Uo<éolrC: 13-18

13-8

f2oH
f20H ,é6.30»5A 13-19

f20H % DBé3o 13-20
f20H % DQ" é30A T61C:
o(@6;%n! Po;éoR 13-24
o(@6;%u!l Po;éN-b 13-24
o(@6;%a! Po;a(Po;D I(» 13-26
o(@6;%xr! Po;é30 13-26
TFTP A T o(@6;%xa! Po; 13-27
o(@6; f2o0H ,é.30 13-27
o(@6; f2oH ,é:H ~;.30 13-28
f2o0H ,1f2A 7:XJ_6", Uo<é.3o0 13-29
1f24a:XJ_6", Uo<é30(éHc¢P5A 13-29
f2oH 1f2A 1:XJ_6", D\To2é.30 13-30
IEEE 802.3x H oU7é.30 13-31
f2o0H ,aé Auto-MDIX é.30 13-32
PoE Po;é5 %ol Uo<é.3o0 13-33
POE Po;&'& D U5-]1é5 C+ 6;
5 P]*f#é30 13-36
f20H ,®4P 0O %1@ é1J 13-38
_ W 3 f2oH ,é30 13-38

13-22

13-35

Catalyst 3750-X A T 3560-X , 64 OH; &fH IX_o*Zf < [

[ oL-21521-02-3



W Contents

SVI)DG,90;4° €30
*9S MTU é30 13-41
U',26"aé Cisco RPS 2300 é.30
5 -]Té30 13-45
f2o0H ,éU>2]f#A 1Tf9=f,

f2o0H ,902,6U>2]f#
f2oH ,A 1 f2é"] &].6;
f2o0H ,é*V6;3 fA 1c/aG

13-40

VLAN é.30
VLAN é N-b
(Po;b VLAN
VLAN Po; TfC*6J
i 0%, VLAN é.30 14-4
;0" f 1f# VLAN 145
i 0%, D VLAN .30 (€éHc¢P5A
i 0%, VLAN é.30 14-7
VLAN .30¢€; = 14-7
o(@6; VLAN é:H ~;30
o(@6; VLAN éb‘uUeé -
VLAN é a4° 14-9
VLAN 6é,29 6"
»%, D VLAN é.30 14-11
VLAN é:H ;30 14-11
%, D VLAN .30 (€éH¢P5A
>%, D VLAN ép' 14-12
117 VLANID 000U >%, P
VLAN é-+$
VLAN ;\f"é30
\f f#éN-D
J.~N2 ]

cHaPTER 14 14-1
14-1
14-2

Uo<

14-15
14-15
14-15
14-17

IEEE 802.1Q é.30a4P O ((&P5A

_ W 2 o(@6; f2ZoH

S\ f" Po;a04¢é o(@6;
«éi»aé"gupn 14-19
J\E Po;é30 14-20
;\fraésb VLAN € 0'd
Jro>f#lip],;é -
2#80;\H 6"2@ 9 |

&fH IX_o*Zf

Po;

VLAN ébp*

13-44

13-46
13-47
13-48
13-48

14-3

14-6

14-7

14-8

é °a 14-10

14-11

14-14

14-18
VLAN é:H ~:30
f2oH

14-18

,6.30 14-19

14-21
14-22

VLAN é.30 14-23

l Catalyst3750-X A 1 3560-X , 64 OH;

OL-21521-02-3 |



Contents H

J\E" Po;é o< * ]f#é.30 14-23
STP Po; J\ ]9 & ‘o< * ) f# 14-24
STP D, &,;e& o< * ) f# 14-26
VMPS é.30 14-27
VMPS é N-b 14-27
3 =R6" "., Po; VLAN TfC*6J 14-28
VMPS "\ f;é:H ~;30 14-29
VMPS .30 (€éH¢P5A 14-29
VMPS "\ f;é.30 14-29
VMPS é IP <_,él 14-30
VMPS "\ f; é3 =R6" "., Po;é30 14-30
VLAN TfC*6Jéc#0.z 14-31
c#O.z f20Cné » 14-31
c\-A™E . 14-32
VMPS éU>2]f# 14-32
3 =R6" "., Po; VLAN TfC*6Jé;\I"*X09 f# 14-33
VMPS é.30 14-33

cHapTer 15 VTP é.30 15-1
VTP éN-b 15-1
VTP <T f 15-2
VTP Uo< 15-3
VTP <C2 -Tf; 15-4
VTP Co+2zf 2 155
VTP Co+2zf 3 155

VTP Jho>f# 15-6
VTP &, 64 ,26" 15-8
VTP é3o0 15-9
VTP é:H ~;30 15-9
VTP .30 (éH¢P5A 15-9
<T f, 15-10
D,bo< 15-10
VTP Co+2Zf 15-11
30-b™ 15-12
VTP Uo<é3o 15-12
VTP Co+zf 3 D,bo<é3o0 15-14
VTP Co+2zf 3 J\ Q] (oCé3o0 15-15
VTP Co+Zfé @ol"{ 15-15
VTP J7o>f#é @ol"{ 15-16

Catalyst 3750-X A T 3560-X , 64 OH; &fH IX_o*Zf <
[ oL-21521-02-J .m



W Contents

Po:xTaé VTP é.3o0 15-17
VTP <T f6é VTP "\ f; , 64é1J 15-17
VTP éU>2]f# 15-19

cHapTER 16 5.y VLAN é3o0 16-1
5, VLAN éN-b 16-1
Cisco IP Phone é5,y;\H 6" 16-2
Cisco IP Phone é:02 ;\H 6" 16-2

5,y VLAN é.30 16-3
5,y VLAN é:H ";30 16-3
5,y VLAN .30 (éHg¢P5A 16-3
Cisco 7960 IP Phone @&'&i O Po;é30 16-5
Cisco IP Phone é5,y;\H 6"é.30 16-5
#>:02 H_o0SéJ\ ]9 3o 16-7
5,V VLAN é-+$ 16-8

cHaPTER 17 J\ Lo; VLAN é.30 17-1

J\ Lo; VLAN éN-b 17-1
J\ Lo; VLAN aé IP <_6*f#C| 17-3
-, ™é, 64e0uUC J\ Lo; VLAN 17-4
J\ Lo; VLAN é«i(»a¢é"¢cU pla 17-4

J\ Lo; VLAN d8Y> V,;”l’o< V,;"A 1Q"4 V,; ;
\H 6" 17-4

J\ Lo; VLAN a SVI 175
J\ Lo; VLAN &, 64 , 26" 17-5
J\ Lo; VLAN é.30 17-5
J\ Lo; VLAN é.3 0 »5A 17-6
:H ~;éJ\ Lo; VLAN .30 17-6
J\ Lo; VLAN .30 (éH¢P5A 17-6
. f31A 13\ Q] VLAN é.30 17-7
J\ Lo; VLAN Po;30 17-8
«él(»aé4F aé U4c 17-9
J\ Lo; VLAN ]é VLAN é30A i» fI 17-10
J\ Lo; VLAN N,; Po;da0&aé_ W 2 f20H ,é30 17-11
J\ Lo; VLAN U'P0;304é_ W 2 f2o0H ,é30 17-12

. 3] VLAN éJ\ Q] VLAN _ W 3VLAN f20H ,0éQ6Gf
# 17-13

J\ Lo;  VLAN éU>2]f# 17-14

Catalyst 3750-X A 1 3560-X , 64 OH; &fH IX_o*Zf <
OL-21521-02-J |



Contents H

cHapTER 18 IEEE 802.1Q ;f@]f#A 1_ W 23°;&"N ;f@]f#é30 18-1
IEEE 802.1Q ;f@]f#¢éN-b 18-1
IEEE 802.1Q ;f@]f#¢é.30 18-4
IEEE 802.1Q ;f@]f#é:H ~;30 18-4
IEEE 802.1Q ;f@]f#30(éHc¢P5A 18-4

@ 91 VLAN 184
*9S MTU 185
IEEE 802.1Q ;f@]f#A 1@é-¢éi(» 18-6
IEEE 802.1Q ;f@]f# Po;é30 18-7
_ W 27 ;&n f@]f#éN-D 18-8
_ W 273 ;&N f@]f#é.30 18-10
W 2J;&n ;f@]f#é:H ~;.30 18-11
_ W 27J;&n f@]f#.30(éHcP5A 18-12
_ W 273 ;&N f@]f#é.30 18-13
EtherChannel é _ W 2 ;f@]f#é.30 18-15
(oF,J°C 30 6+ , 64é30 18-15
,2Q0 , 64é30 18-16
f@]f# ,902,6U>2]f#A 1Tfo=1, 18-18

cHapTER 19 STP é.30 19-1
,D>f#7]01(» éN-D 19-1

STP éN-b 19-2
,D>f#7]o0 ;P°+a BPDU 19-3
116+ ID”, 64 J\' 19 "A 1 >*,98 ID 195
,D>f#7]o0 f2o0H ,90; 19-6

16 f# ,90; 19-7

]1,>f# ,90; 19-8

\o>f# ,90; 19-8

H bo: f# ,90; 19-8

.oln ,90; 19-8

, 640UéP0;C"o0; , 64 0aUé”o; Po;a&a €&uu 19-9
,D>f#7]0A 7143°&i 19-9
,D>f#7]0 <_, é%«nl 19-10
& &y, 0 Uié o+f# 2 SéHt'w 19-10
,D>f#7]o0 Uo<A 13 ;&7 19-10
(Po;b ,D>f#7]o0 f,2f, 19-11
,D>f#7]oé"cUlF2HA TUpH 19-11
STP A 1 IEEE 802.1Q ;\f" 19-12
VLAN 1]6 + ,D>f#7]0 19-12

Catalyst 3750-X A T 3560-X , 64 OH; &fH IX_o*Zf <
[ oL-21521-02-J




W Contents

,D>f#7]0a, 64 ,26" 19-12
,D>f#7]0li(»é.30 19-13
,D>f#7]0l(»é:H ";30 19-14
,D>f#7]0.30(€éHcP5A 19-14
,D>f#7]0 Uo<é o 19-16
,D>f#7]0é: .0l"{ 19-17
N"o; , 64é30 19-17
. 3] No; , 64é30 19-19
Po; J\ ]9 é3o0 19-19
D, &,;é30 19-21
VLAN é, 64 J\ ]9 é3o0 19-22
,D>f#7]o0 2 Qoés3o 19-23
Hello 2 Sé3o0 19-23
VLAN é0©1M1f g(4Fé.30 19-24
VLAN é7" o+f# 2 Sé3o 19-24
0©1M;'b f;é.30 19-25
,D>f#7]o0 ,902,6-+% 19-25
cuapTer 20 MSTP é.30 20-1
MSTP é N-b 20-2
MST Jo+2Zf 20-2
IST"CIST”A T CST 202
MST Jo+ZfléGPpb 20-3
MST Jo+Zf4FéGb 20-4
IEEE 802.1s éla.t 20-5
N6J f; 20-5
°ICPoO; 20-6
IEEE 802.1s é s-] 20-6
Po;él ,é 20-6
_*o0 , 6448i0, 64é"¢cUltr 20-7
+0CO0]f"é,EEé 20-7
MSTP &, 64 ,26" 20-8
IEEE 802.1D STP &é"¢ U1lfl2H 20-8
RSTP éN-b 20-9
Po;élT A1 "9 | TP+ 20-9
71f&fCo+ f, 20-10
Po;él é+%{ 20-11
BPDU éH 0Q6;A 1J°., 20-12
I BPDU +Zé¢! 20-13

l Catalyst3750-X A 1 3560-X , 64 OH; &fH IX_o*Zf

OL-21521-02-3 |



cHapTER 21

)Y BPDU +Z¢é¢£! 20-13
P +é . 20-13
MSTP i(» é.30 20-14
MSTP é:H ~;30 20-15
MSTP .30 (€ H¢P5A 20-15
MST Jo+Zfé.30A i MSTP é @ol"{ 20-16
No; , 64é30 20-18
. 3] N"o; , 64é30 20-19
Po; J\ ]9 é3o0 20-20
D, &,;é30 20-21
, 64 J\ ]9 é30 20-22
Hello 2 Sé.30 20-23
0©1M1f g(4Fé.30 20-24
"t o+f# 2 Sé3o0 20-24
""N6J f;é.30 20-25
1f" 2 JéOoaxe 71f$— é;.= 20-25
@ Co 2 JéOo 20-26
J ;&% J ., éclaG 20-26
MST &fH !X_o0*ZfA 1,902,é-+$ 20-27

J*Zfé,D>f#7]oi(»é.30 21-1

J*Z2fé, D>f#7]ol(»éN-b 21-1
PortFast é N-b 21-2
BPDU o0<éN-b 21-2
BPDU H ~2]f#éN-D 21-3
UplinkFast é N-b 21-3
CSUF éN-b 21-5
CSUF él(» 21-6
71f&fCo+ f, s- DO Lf; 21-7
BackboneFast é N-b 21-7
EtherChannel o0<éN-b 21-10
No; 0<éN-D 21-10
Nold 0<éN-b 21-11
J*Zfé,D>f#7]ol(»é.30 21-12
J*Zfé , D>f#7]ol»é:H ~;30 21-12
J*Zfé ,D>f#7]0.30(éHcP5A 21-12
PortFast ¢ @ol"{ 21-13
BPDU o<é @ol"{ 21-14
BPDU H "2]f#é @ol"{ 21-15
431" UplinkFast é @ol”{ 21-16

Catalyst 3750-X A 7 3560-X , 64 OH; &fH !X_o*Zf

Contents H

[ oL-21521-02-3



W Contents

CSUF é @oln{ 21-17

BackboneFast é @ol"{ 21-17
EtherChannel o<é @ol"{ 21-18
No; 0<é @ol"{ 21-18
~NolJ 0<é @ol"{ 21-19
,D>f#7]o0 ,902,6-+$ 21-20
cHAPTER 22 FlexLink A T MAC <_, 90I174-G+Ai»é.30 22-1
FlexLink A 7 MAC <_, 901"-G+Al(»éN-b 22-1
Flex Link  22-1
VLAN Flex Link é o< C\f*f#a(Po; 22-2
Flex Link éQ"4 V,;71f&fCo+ f, 22-3
mrouter Po;a404é-¢é Flex Link é G( 22-3
IGMP _Po;élt" 22-3
IGMP _Po;élo" 22-4
MAC <_, 90I7%-G-A 22-6
Flex Link A 7 MAC <_, 90178 G-Ai(»¢é.30 22-7
30(éHc¢P5A 22-8
H 730 22-8
Flex Link é.30 22-9
Flex Link 4é VLAN o< C\f*f#é3o0 22-11
MAC <_, 90I7$-G-+Ai»é.30 22-12
FlexLink A 7 MAC <_, 90I"$-G+Ai»éU>2 22-14
cHapTER 23 DHCP I>A 7 IP 0o, o0<é30 23-1
DHCP i(» é N-D 23-1
DHCP (oC 23-2
DHCP ]_o o+ f; 23-2
DHCP ,?0Gf# 23-2
Option 82 :02L1 23-3
Cisco IOSDHCP (oC :02Lo, 23-6
DHCP ,?0Gf# C f: f# :02Lo, 23-6
DHCP ,?0Gf#A 1, 64 , 26" 23-8
DHCP i(»é.30 23-8
DHCP é:H 7;30 23-8
DHCP ,?0Gf#30(€éHg¢P5A 23-9
DHCP (oCé.3o0 23-10
DHCP (oCa, 64 ,26" 23-10
DHCP ]_o o+ f;é30 23-11
&fH !X_o*Zf <

l Catalyst3750-X A 1 3560-X , 64 OH;

OL-21521-02-3 |



cHAPTER 24

D$6;001IM <_,é00 23-11
DHCP ,?0Gf#A 1 Option 82 é @ol"{ 23-12
J\ Lo; VLAN 4é DHCP ,?0Gf#é @ol"{ 23-14
CiscoIOSDHCP (oC :02Lo0,é @ol"{ 23-14
DHCP ,?0Gf# C f: f# :02Lo, o+ f; & @ol"{
DHCP ,?0Gf#+Zé-+$ 23-16
IP Oo, 0<éN-b 23-16
IM>0IP <_, H ~"2]f# 23-17
IM>0IP A1 MAC <_, H "2]f# 23-17
,29 6" N,;é¢ IPOo, 0< 23-17
IP Oo, 0<é3o0 23-18
tH 7 é IP Oo, 0<é3o 23-19
IP 0o, o0<.30(éHc¢P5A 23-19
IP Oo, o<é @ol"{ 23-20
,29 6" N,;é IP 0o, 0<é3o0 23-21
W2 ", Po; é,29 6" N,;é IPOo, 0<é.3o0
J\ Lo; VLAN N,; Po; é,29 6" N,;é IPOo,
(o] 23-25
IP 0o, o<*Zé-+$ 23-27
DHCP (oCéPo;Lo, <_, °aéN-b 23-27
DHCP (oCéPo;Lo, <_, °aélo 23-27
Po;Lo,é <_, °aé:H ";3o0 23-28
Po;Lo, < _, °4é30(€éHc¢P5A 23-28
DHCP (oCéPo;Lo, <_, °caé @oln{ 23-28
DHCP (oCéPo;Lo, <_, ‘caé+$ 23-30
3 =R6" ARP f,M"*Zfé30 24-1
3 =R6" ARP f,M"*ZféN-b 24-1
f2o0H ,>5iA A 1@6:bo" . X]9 24-3
ARP D$6;¢é_o0;U4¢ 24-4
ARP ACL & DHCP ,?0Gf# f;]1é"¢»>aJ\ ]9
<'6JD UD$6;é !f# 24-5
3 =R6" ARP f,M"*Zfé3o0 24-5
‘H ~;é3 =R6" ARP f , M"*Zfé.30 24-5
3 =R6" ARP f,M"*Zfé.30(éHcP5A 24-6
DHCP !c°8é3 =R6" ARP f M"*Zfé3o0 24-7
5VDHCP Ic°é ARP ACL é.30 24-9
#> ARP D$6;é_o0;U4¢ 24-11
W°H4 6"és- 24-13
Catalyst 3750-X A T 3560-X , 64 OH; &fH IX_o*Zf <

Contents H

23-15

23-21
0<é.z3

24-4

[ oL-21521-02-3

g i



W Contents

"# C6H é3o0

24-14

3 =R6" ARP f,M"*Zf+Zé&-+$

cHAPTER 25 IPv6 MLD ,?0Gf#é.30
MLD ,?0Gf#éN-b

25-1
25-1

MLD T6.0+ 25-3

MLD " ]Jo 25-3

Q™4 V,; "\ f;
Qr4 V,; N"o2 ’

MLD _Po; 25.4

24-15

o+f#e ' C,; @, 25-4

25-4

MLD Done T6.0+A TA ((O1L

TCN £! 25-5

, 64 ,26"]é MLD ,?0Gf#

IPv6 MLD ,?0Gf#é.30

25-6

MLD ,?0Gf#é:H ~;30
MLD ,?0Gf#30(€éHc¢P5A
MLD ,?0Gf#é @olr{uUé: .ol"{ 25-7
#7r0Jé3o0 25-8

Q"4 V,; ~"02 Po;é30

,29 6"aQ"4 V,;

MLD A ((O1Lé @ol"{

25-9
25-10

MLD ,?0Gf# " ]oé3o0
MLD ],=0 T6.0+aUé: .ol"{

MLD ,?0Gf#+7Zé-+$

cHAPTER 26 IGMP ,?OGf#A [ MVR é.30

IGMP ,?0Gf#éN-b

25-12

26-2

IGMP Co+Zf 26-3
Q"4 V,; #7r0J6¢€ |
Q"4 V,; #20J £ ¢01L

A ((61L 26-5
IGMP (O1L2 Qoé.30
IGMP Po:;&U

IGMP ,?0Gf#é.30

26-5

26-5
IGMP ,?0Gf#A 1, 64

26-6

IGMP ,?0Gf#é:H ~;30

IGMP ,?0Gf#é @ol"{A 1:

,20Gf#C:é.30

26-8

Q™4 V,; No2 Po:é30
#7r0Jae 10 N,;é5R">430

&fH IX_o*Zf

26-1

,26"

.ol

25-5

25-5

25-6

25-6

25-9

25-11

26-3
26-4

26-6

26-6
26-7

26-9
26-10

l Catalyst3750-X A 1 3560-X , 64 OH;

OL-21521-02-3 |



Contents H

IGMP A((O1Lé @ ol~{ 26-10
IGMP (O1L2 Qoé.30 26-11
TCN4P1jé&Qf<é.30 26-12
TCN Lf:RéQ"4 V,; H\6: f#(4Féul 26-12
H\6: f# Uo<AE éA6 26-12
TCN Lf; éQn4 V,; H\6: f#é: .ol"{ 26-13
IGMP ,?0Gf# " ] é30 26-14
IGMP _Po;aUé: .ol"{ 26-15
IGMP ,?0Gf#+7é-+$ 26-16
MVR éN-D 26-17
Q"4 V,: TV J]$o*zfa MVR 6120 o' 26-18
MVR é.30 26-20
MVR é:H 7~;30 26-20
MVR .30 (éHc¢P5AA TU4¢ P5A 26-21
MVR #°0C”~ D\To2é.30 26-21
MVR f2o0H ,é.30 26-22
MVR + 7 é-+$ 26-24
IGMP H ~2]f#A 1,°6;]f#¢é.30 26-24
IGMP H ~2]f#A 1 IGMP , 6;]f#é:H ~;30 26-25
IGMP J°H "é.30 26-25
IGMP J"H 7é1j2 26-27
IGMP #20Jé""™¢é.30 26-28
IGMP |, 6;]f# "x7fé.30 26-28
IGMP H ~2]f#A 1 IGMP , 6;]f#30¢&-+$ 26-30
cHAPTER 27 CDP é30 27-1
CDP éN-b 27-1
CDP A 1, 64 ,26" 27-2
CDP é.30 27-2
CDP é:H ~;.30 27-2
CDP é$Hé30 27-2
CDP é: .0I"A 1T @oln{ 27-3
f2oH , aé CDP é: .0I"{A 1T @ol"{ 27-4
CDP éU>2]f#A 1Tf9=f1, 27-5
cHapTER 28 Po;xié;\H 6"U7é.30 28-1
,;o0SUTé30 28-1
,;0SUTéN-D 28-1

Catalyst 3750-X A T 3560-X , 64 OH; &fH IX_o*Zf <
[ oL-21521-02-J .m



W Contents

,;0SUTé:H ;30 28-3

,;0SUTA T1OE¢o0_L"é30 28-3

,Uo” H_o0SO# o0;é30 28-5
i/ Po;é3o0 28-6

J Po;é:H n;.30 28-7

i/ Po;30(éHcP5A 28-7

i/ Po;é3o0 28-7
Po; 1°6 f#é.30 28-8

Po; 1'6 f#é:H ;30 28-8

f2o0H ,aéH\6: f# ;\H 6"é1°6 f# 28-8
Po; . X]9 é3o0 28-9

Po; . X]9 éN-D 28-9

X MAC < _, 28-9
X]9 1°G 28-10

Po; . X]9 é:H ~;30 28-11

Po; . X]9 é30(éHc¢P5A 28-12

Po; . X]9 é @ol~{A 130 28-13

Po; . X]9 o+f#é @ol~{A 130 28-18

Po; . X]9 A1, 64 ,26" 28-20

Po; . X]9 A 7J\ Lo; VLAN  28-20
Po;xié;\H 6"Ui.30é-+$ 28-21

cHaPTER 29 LLDP " LLDP-MED "-""$0*Zf (oF,é30 29-1

LLDP” LLDP-MED”-""$0*Zf (oF,éN-D 29-1

LLDP 29-1

LLDP-MED  29-2

MU $o*Zf (oF, 29-3
LLDP” LLDP-MED”-""$0*Zf (oF,é30 29-4

tH 7 é LLDP .30 29-5

30(éHc¢P5A 29-5

LLDP é @ol"{ 29-5

LLDP $Hé30 29-6

LLDP-MED TLV é.30 29-7

@6;bo" P]*o TLV é30 29-8

"$o0*zf TLV &-""$o0*Zf (oF,é30 29-9
LLDP” LLDP-MED”A b Wo< “$o*Zf (oF,éU>2]f#A ITf
9="1, 29-10

l Catalyst3750-X A 1 3560-X , 64 OH; &fH IX_o*Zf <

OL-21521-02-3 |



cHarTer 30 UDLD é.30 30-1

UDLD éN-b 30-1
GbhPUo< 30-1
+0C0é "C: 30-2

UDLD é.30 30-4
UDLD é:H ";30 30-4
30(éHc¢P5A 30-4
UDLD é#°'0C”a @ol"{ 30-5

f2o0H , &aé UDLD é @ol"{ 30-6

UDLD & ba: .ol”"{b U f20H ,€é].6;
UDLD ,902,é-+$ 30-7

cHapTER 31 SPAN A 7 RSPAN é.30 31-1

SPAN A 17 RSPAN éN-D 31-1
‘o & SPAN 312
JUo; SPAN 313
SPAN & RSPAN éN (A it 31-4
SPAN .6*Zf 31-4
U>2»/N;\H 6" 31-6
IM>0Po; 31-7
IM>0VLAN 317
VLAN H ~2]f# 31-8
p5Po0; 31-8
RSPAN VLAN 319
SPAN A 7 RSPAN &d-¢l(»é"g¢Ubpla 319
SPAN/RSPAN A 1, 64 ,26" 31-11
H oLo, SPAN éN-b 31-11

SPAN A 7 RSPAN é.30 31-12
SPAN A 7 RSPAN é:H ~;30 31-12
"o ~ SPAN é3o0 31-12
SPAN .30 (éH¢P5A 31-12
"o SPAN .6*Zféb’ 31-13
o~ SPAN .6*Zféb'A # >;\H 6"é.30
H ~2]1f#0 VLAN é0o0 31-18
RSPAN é.30 31-19
RSPAN .30 (é H ¢ P5A 31-19
RSPAN VLAN 404¢é VLAN é.30 31-20
RSPAN 1IM>0.6*Zféb" 31-21
H ~2]1f#0 VLAN é00 31-22

Catalyst 3750-X A 7 3560-X , 64 OH; &fH !X_o*Zf

Contents H

30-6

31-16

[ oL-21521-02-3

i



W Contents

RSPAN p5.6*Zfép" 31-23
RSPAN p5.6*zZfép*A i# >;\H 6"é.30
FSPAN A 1 FRSPAN é.30 31-26
FSPAN A 7 FRSPAN é.30 (éHg¢P5A 31-26
FSPAN .6*Zfé3o0 31-27
FRSPAN .6*Zfé.30 31-29

SPAN” RSPAN” FSPAN”"A 1 FRSPAN ,902,é-+$

cHAPTER 32 RMON é.30 32-1
RMON é N-b 32-1
RMON é.30 32-2
RMON é:H ";30 32-3
RMON \oSA 1 Lf;é30 32-3
f2o0H , aé#"7o0lJ E,;1&0. +Z ¢ udp
f2o0H , aé#”o0J 0(@6:;80. £7éu4p
RMON ,902, é-+$ 32-6

cHaPTER 33 *9S T6.0+ “I!f#é3o0 33-1

*9S T6.0+ TIf#éN-D 33-1

*9S T6.0+ T1f#é30 33-2
*9S '# T6.0+éH 0Q6; 33-2
*9S T6.0+ If#é:H ";30 33-4
T6.0+ ‘If#é: .oln{ 33-4
T6.0++$ p5:C ,é30 33-5
# T6.0+é+Y{ 33-6
“# T6.0+é2 S ,2fJé @olr{A 1: .0lIr{
“# T6.0+é*0$fIB é @olr{A 7: .0l{
T6.0+2€"2¢é0'0 33-9

31-24

31-30

32-5
32-5

33-8
33-8

g9ol”rA 1T SNMP @&1M>b  Syslog T6.0+éU4¢ 33-10

&fH IX_o*zf4 f+ C0é @oln{
UNIX Syslog (0 Cé.30 33-12
UNIX Syslog :oUfo6é # T6.0+ 33-12

UNIX *,9S "If# H *]9 é3o0 33-13

“1f#.30é-+$ 33-14

cHaPTER 34 SNMP é.30 34-1
SNMP é N-b 34-1
SNMP Co+2Zf 34-2
SNMP Q @ o + Vi(» 34-3

33-11

l Catalyst3750-X A 1 3560-X , 64 OH; &fH IX_o*Zf <

OL-21521-02-3 |



SNMP o+ f;li(» 34-4
SNMP &R X>9
SNMP 6!204a MIB
SNMP 1b#n 34-5

SNMP ifindex MIB

SNMP é.30 34-6
SNMP é:H ~;30
SNMP .30 (é H ¢ P5A
SNMP o+ f;é: .ol"{
&RX>9 i ]f#é30
SNMP #70JA TYo0)é.30
SNMP 1b#né.30 34-13
CPU OE ¢ 0lb#n2 Jao0é.30

&f2";A 1"$0*Zfé30

TFTP (o CéU4¢

34-4
"0 C:

]t #
™ > 2)
I+ ";0 34-6
34-7
34-7

34-8

34-8
34-10

34-17
o+ f;
SNMP 1b0 &6 0

SNMP ¢ 34-19

SNMP ,902,é-+$ 34-20

&u0l 4 Lf; 35-1

&uul u Lf;
Lf; "z
&uul a Lf;
&uul u Lf;
&uul u Lf;
EEM 3.2 355

&uul u Lf;

Q@o+Vés3o
Q@o+VéN-D
35-3
Q@o+VEéE!
Q@o+V PJ]*o
Q@o+Vélce ™

cHaPTER 35

35-2

35-4
35-4
35-5

Q@o+Vés3o 35-6
&uul a Lf; Q@o+V J_6;é"3sa0'0
&UUl 0 Lf;Q@o0+Veé TCL ,"]1J;é™3sao0'd

&uul U Lf; Q@o+V+Zé+$ 35-8

ACL & @6;bo" 36-1
ACL éN-B
(Po;b
Po; ACL
"o2 ACL 365
VLAN Q61J 36-5
Y% \H 6"A 15V% ;\H 6"¢£!
ACLA T, 64 ,26"
IPv4 ACL é.30 36-8

. X]9 é30

cHaPTER 36

36-2

ACL
36-4

36-2

36-7

Catalyst 3750-X A T 3560-X , 64 OH;

34-18

&fH IX_o*Zf

Contents H

34-5

34-17

35-6
35-7

36-6

[ oL-21521-02-3



W Contents

i0A 7> IPv4 ACL éb* 36-8
1.:8 36-9
ACL é If# 36-10
IR Uj0 ACL ép* 36-10
IR U > ACL ép:’ 36-11
ACL 1é¢ ACE *o$f,éc'\4g 36-16
LefEjOA 7> ACL éb* 36-16
ACL aé (4F%, D éoa: 36-18
ACL 6é&Tf;éLI 36-20
%5AA"6é IPv4 ACL é1j 36-20
f2o0H ,6¢é IPv4 ACL é1j2 36-21
IPACL éBo< A 10H; ¢é¢£! 36-23
ACL é;\I"*X09 f# 36-23
IPv4 ACL é.30 36-24
EU @6;b0o"Ctw%D U H ,aé ACL 36-25
IR U ACL 36-26
> ACL 36-26
,&fE ACL 3627
IP ACL @&1i2D (4F%, D 36-27
&Tf;fE IPACL f;] 36-28
ACL é !f# 36-28
,6fE MAC > ACL éb* 36-29
W 2 f20H ,06é MAC ACL é1j@ 36-31
VLAN Q6Jé30 36-32
VLAN Q6Jé.30(€éHc¢P5A 36-33
VLAN Q6Jép"* 36-34
ACL A1 VLAN Q6J¢é 36-35
VLAN 6é VLAN Q6Jélj® 36-37
@6;bo"aé VLAN Q6Jéd?: 36-37
b W]f# " 0/6:6é.30 36-37
¢ VLAN é(oCo6é "., 8 36-38
~"o2 ACL VLAN Q6Ja&uu'0as20 C: 36-39
VLAN Q6J&d%02 ACL é.30(éHg¢P5A 36-40
VLAN eeli?b "o02 ACL a VLAN Q6J¢é 36-41
ACL A 1, 64< D$6; 36-41
ACL A 1116+< D$6; 36-42
ACL A 17096< D$6; 36-42
ACL A 1Q~4 Vv,; D$6; 36-43
IPv4 ACL é.30é-+$ 36-44

&fH IX_o*Zf <

l Catalyst3750-X A 1 3560-X , 64 OH;

OL-21521-02-3 |



Contents H

cHapTER 37 QoS é3o0 37-1
QoS éN-b 37-2
QoS énAuU:n 37-3
Y46 37-5
QOS ACL & naE %6 37-7
"\, Q6JA iP]*o Q6JaenaE w6 37-7
P]*f#A 1Qo f# 37-8
Il Po;éP]*f# 37-9
SVI éP*f# 37-10
Q6Gf# 9017 37-12
Xo f#A 7,$+Xo0]f#éN-D 37-13
WTD  37-13
SRR é* oGf#A iR- 37-14
I Xoaé Xo f#A 1,$+Xo]f# 37-15
© Xoaé Xo f#A 1,$+Xo]f# 37-18
D$6;¢é - 37-21
)D G QoS é.30 37-22
It‘D )DG QoS .30 37-23
VOIP :C ,é.f& 37-23
F: ">51"A 1%612¢é >5)DG QoS 37-24
)D G Q0S .30 é$— 37-24
#0C"4DG QoS .30 37-25
VoIP :C 2zl¢‘D DG QoS 30 37-28
QoS alt‘D .3

»>D UF: ">51"A 146 :C ,2&)DG
0 37-29
&fH IX_o*Zfae Al )DG
)D G QoS .30 (éHc¢P5A
)D G QoS VoIP 4P O ((& P5A
>D UDG QoS @®4P O ((&P5A

)DGQOS é @o0l1"{ 37-33

)DGQOS &QFf<é;\Ir*X09 f#
37-35

QoS é G5A 37-32
37-32
37-33
37-33

37-34

)D G QOS +Zé-+$
i0 QoS é3o0
i0 QoS é:H ~;30

I Xoé:H ~;30

Xoé:H ;30

Q6Gf# 9ol”é:H ";30

i0 QoS .30(éHc¢P5A 37-38
QoS ACL éHc¢P5A 37-38

3560-X , 64 OH; &fH !X_o*Zf < ||

37-35
37-36

37-36

37-37
37-38

Catalyst 3750-X A 1

[ oL-21521-02-3



W Contents

IPv6 QoS ACL é H ¢ P5A

f2oH
, 64

,08é

,26"4aée
P]*f#éHcP5A
0)x>& QoS éHg¢P5A

QoS é1jie

IPv6 QoS é.30

37-40

QoS é#°0C"a @ol"{

l'Po;a
Po;é>51A &

VLAN Lo, é
%6 é.30

QoS

QoS <T f]léPo;é>51A €30

f2oH ,é
Po;

CoS 0é.30
X]19 #0;0 Uué>5°CIi(»é.30

DSCP 1X1SUo<é @ol"{
Té QoS <T faé°CPo;aé

QoS P]*0é.30
ACL &
"\, Q6Jea

%6 37-58
P]l*o

41 3P]*o0

49&,P](0ee
DSCP Q6Jé.30

CoS/DSCP Q6Jé.30

Q6Jee
f# 37-60

Q6Jee
f# 37-65

\H 6"¢é%6 "P]*f#"A 1Qo f#

37-49

\H 6"é%6
;\H 6"é%6

"\, Q6Jéora IPv6 ;\H 6"éH "2]f#Hee

37-75

IP precedence/DSCP Q6Jé.30

Pl1*f#au

DSCP Q6Jé.30
DSCP/CoS Q6Jé.30

DSCP/DSCP pQ6Jé30

I Xoé$Hé3o
| Xoo6eée
(o] 37-81

I Xo04FEéCG6H
| Xo4Feéén+é

I J\ ]9
Xoé$Hé3o
.30(éHcP5A

37-81

DSCP uUé& CoS 0éQ6Gf#A 1

,Mo, é

°a

Xo0é.30
37-85
37-86

Xo0.6:&»0 C6H

(o] 37-86

XoA TOE¢o0

Xoaé

ID 6é DSCP uUé& CoS 0éQ6Gf#
SRR * oGf#2€0é.30

&fH IX_o*Zf

37-41
37-41
@oln{
37-42

37-75

37-78

37-39

37-39
37-39

37-42

37-43
37-44
37-45
37-46
DSCP >5i,90;é.30 37-47
37-49

37-55
;\H 6"é

I Po;é;\H 6"6%6 "P]*f#"A 1Qo

SVI é:\H 6"é%6 "P]*f#”A 1Qo

37-76
37-77

37-79

WTD OE;0é.3

°a 37-83
37-83
37-84
,Mo,é °aA i WTD OE¢0é.3

37-90

37-88

37-73

l Catalyst3750-X A 1 3560-X , 64 OH;

OL-21521-02-J



Contents

Xoaé SRR R-2€0é.30 37-91
"'"F Xo0é3o0 37-91
f2o0H ,éénr+éu4c 37-92
i0 QOS +Zé-+$ 37-93

cHAPTER 38 IPv6 ACL é.30 38-1

IPv6 ACL é N-D 38-2

(Po;b ACL i(» 38-3

IPv6 ACL é U4¢ P5A 38-3

IPv6 ACL a4, 64 , 26" 38-3
IPv6 ACL é.30 38-4

IPv6 ACL é:H ;30 38-4

«é6i»A 1, 64a¢é"cUbPR 38-4

IPv6 ACL éb* 38-5

f2oH ,06 IPv6 ACL é1;”@ 38-8

IPv6 ACL é-+$ 38-9

cHaPTER 39 EtherChannel A T]f",90; \6 f#é.30 39-1

EtherChannel é N-b 39-1

EtherChannel é N-b 39-2

Po;4avoa~”" f2o0H 39-4

Po;40& J ;&" 39-5
PAgP Uo< 39-6
PAgP a'b, 64aé'cUblRA 7:X ~ "9 |~ 39-6
PAgP &d-éli(»aé"'¢cuUpm 39-7

Link Aggregation Control Protocol  39-7
LACP Uo< 39-8

LACP &-él(»&é"cUbpla 39-8
EtherChannel é on Uo< 39-8
“o<C\f*f#A 100IMC | 39-9
EtherChannel A 7, 64 , 26" 39-10

EtherChannel é.30 39-11
EtherChannel é:H ~;.30 39-11
EtherChannel .3 0 (é H ¢ P5A 39-12
_ W 2 EtherChannel é.30 39-13
_ W 3 EtherChannel é.30 39-16
Po;4v@"r° f2oH ,éb"* 39-16
I f20H ,é.30 39-17
EtherChannel "o< C\f*f#é3o0 39-20

Catalyst 3750-X A T 3560-X , 64 OH; &fH IX_o*Zf <
[ oL-21521-02-J .m



W Contents

PAgP G( C|A 1J\ 19 é3o0 39-21
LACP N6;,2fC Po;é30 39-22
LACP *,9S J\ ]9 é3o0 39-23
LACP Po; J\ ]9 é3o0 39-24
EtherChannel” PAgP”A 7 LACP ,902,¢é-+$ 39-25
1f",90; ;\6 f#éN-b 39-25
1f",90; \6 f#é30 39-28
:H 7~ é]f",90; ;\6 f#é.30 39-28
1f",90; \6 f#é30(éHCcP5A 39-28
1f",90; \6 f#é30 39-28
1f",90; \6 f# ,902,é-+$ 39-29

TelePresence E911 IP Phone é(Po;é.30 40-1
TelePresence E911 IP Phone é (Po;éN-b 40-1
TelePresence E911 IP Phone é(Po;é.30 40-2

.30(éHcP5A 40-3
TelePresence E911 IP Phone é (Po;é @ol"{
40-3

cHapTErR 40

40-3

cHarTER 41 IPY>V,; N"o9 f#é.30 41-1
IP "0o9 f#éN-b 41-2
No9 f# 2 J 41-3
IP ~09 f#A 1, 64 , 26" 41-3
ro9 f# .300 »5A 41-5
IP <_,00é30 41-6
< ,00é:H ";30 41-6
@6;bo" f20H ,66 P <_,é °a 41-7
(l@6; ["é0” 41-8
"\, ., N"o9 f# 41-8
<_,.yC:é30 41-10
,29 6" ARP V6*Xé00 41-11
ARP J.~{é3o0 41-12
J°* ARP é @ol"{ 41-12
IP 09 f#C: .0l"é+'é”09 f#pAI»
NI ARP  41-13

41-13

H A~y %o0; 41-13
ICMP Router Discovery Protocol9QRDP90O  41-14
o< V,; D$6;€e£l C:é.30 41-15

&fH IX_o*Zf <

OL-21521-02-3 |

l Catalyst3750-X A 1 3560-X , 64 OH;



3 " l"'o< V,; &£ !1'0< V,;6é pé @ol”
{ 41-15
UDP I'0< V,; D$6;A 13°;&"€001M 41-17
IP1o< V,; <_, é#0% 41-18
IP10o< V,;éH\6: f# 41-18
IP <_,éU>2]f#A iTf9=f1, 41-19
IPY> V,; N"o9 f#é @oln{ 41-20
RIP é30 41-21
RIP é:H ~;30 41-22
nA»& RIP D\To2é.30 41-23
RIP .z=¢é.30 41-25
(Q]Jo < A 1,3]6; N\ -fé.3o0 41-25
,J]6; N\ -fé3o0 41-27
OSPF é3o0 41-27
OSPF é:H 7;30 41-29
"096< ", € OSPF 41-30
OSPF NSF  41-30
nA» & OSPF D\To2é.30 41-32
OSPF f2o0H ,é30 41-32
OSPF ] D\To2é.3o0 41-34
geée«é OSPF D\To2é30 41-35
LSA #70J Mo*f#é -« 41-37
"oJC6" f2o0H ,é.30 41-38
OSPF euU>2]f# 41-38
EIGRP é.30 41-39
EIGRP é:H ;30 41-41
EIGRP NSF  41-42
nA» & EIGRP D\To2é.30 41-43
EIGRP f2o0H ,é30 41-44
EIGRP "0;z.=€6.30 41-45
EIGRP ,21 "o09 f# 41-46
EIGRP éU>2]f#A 1Tf9=f1, 41-47
BGP é.30 41-47
BGP é:H ~;30 41-49
NSF .z/ 41-51
BGP "09 f#é @ol"{ 41-52
No9 f# P]*0 «é%al 41-54
BGP yo ;]FXo0;é30 41-56
"o; Q6Je BGP H ~"2]f#é.30 41-58
Catalyst 3750-X A T 3560-X , 64 OH; &fH IX_o*Zf

Contents H

[ oL-21521-02-3



W Contents

@ Coe BGP H ~"2]f#é.30 41-59
BGP H ~2]f#R2éeJ_H ", ]1,;6.30 41-60
BGP &R X>9 H ~"2]f#é.30 41-61
BGP @ CoA iG #20Jé30 41-63
408, < _,é.30 41-65
No9 f# <T flj'é.30 41-66
BGP ~o0; ]JH_"2é30 41-66
No; 3fl>f#é30 41-67
BGP éU>2]f#A 1Tf9=f, 41-68
ISOCLNS "09 f#é30 41-69
IS-IS 3 =R6" "o9 f#é30 41-70
IS-IS é:H ~;30 41-71
NSF .z/ 41-72
IS-IS "09 f#é @ol"{ 41-72
IS-IS # 0C”~ D\To2é30 41-74
IS-IS f2o0H D\To2é30 41-76
ISOIGRP & IS-IS éU>2]f#A 1Tf9=f, 41-78
Multi-VRF CE é.30 41-79
Multi-VRF CE é N-b 41-80
Multi-VRF CE é:H "~;30 41-82
Multi-VRF CE é.3 0 (éH ¢ P5A 41-82
VRF é.30 41-83
VRF .z/ (0F,é30 41-84
ARP éYo) f2o0H 41-84
ping éYo) f2o0H 41-85
SNMP éYo) f2oH , 41-85
HSRP éYo) f2o0H , 41-85
URPF éYo) f20H 41-86
VRF-Aware RADIUS éYo) f20H 41-86
Syslog éYo) f2o0H 41-87
traceroute éY0) f2o0H 41-87
FTP A7 TFTP éYo) f20H , 41-87
Q™4 V,; VRF é.30 41-88
VPN "09 f# .6*Zfé.30 41-89
BGP PE/CE "09 f# .6*Zfé30 41-89
Multi-VRF CE é.30 41-90
Multi-VRF CE ,902, é-+$ 41-94
uRPF é.30 41-94
J ;&M% I(»é.30 41-94

Catalyst 3750-X A 1 3560-X , 64 OH; &fH IX_o*Zf <
OL-21521-02-J |




cHAPTER 42

dCEF é.30 41-95
%l &, ; No9 f# D,éX™¢g30 41-96
,29 6" Y> V,; n"o;é30 41-97
‘H ~:;é20;A T@6;b0"€é00 41-98
N"o; Q6Ja 709 f#+xZéc2)> 41-99
PBR é30 41-102
PBR .30 (éHc¢P5A 41-103
PBR é @ol"{ 41-105
N9 f#H+ZéH "2]f# 41-106
G f2oH ,é30 41-107
No9 f# 6J:0;é6 <C2 -A T£ U1
"9 f#+ZéIM>06éH ~2]f# 41-108
.2.=3> €%pn! 41-109
IP @6;bo"éU>2]f#A 1Tf9="1, 41-110
IPv6 Y> V,; "o9 f#é30 42-1
IPv6 é N-D 42-1
IPv6 <_, 42-2
(Po;»Né IPv6 Y> V,; N"o9 f#I(» 42-3
128 F6;+éY> V,; <, 42-3
IPv6 € DNS 424
IPv6 Y> V,;éD, MTU : , C]
ICMPV6  42-4
@ Co0e& 42-4
DRP 425
IPv6 é,90; ,)DG.30A 126, <_, ~ 42-5
IPv6 J]$o0*Zf 42-5
X~ IPv4 AT IPv6J ;& ,26" 42-5
DHCP forIPv6 é <_, °a 42-6
IPv6 é¢,29 6" No; 42-7
IPv6 é RIP 42-7
IPv6 é OSPF é.30 42-7
EIGRP IPv6  42-7
IPv6 é HSRP  42-7
IPv6 é SNMP A 1 Syslog 42-8
IPv6 & HTTP(S) 42-8
(Po;D a¢éy IPv6 Y> V,; No9 f#I(» 42-9
U4¢ PSA 42-9
IPv6 &, 64 ,26" 42-10
Catalyst 3750-X A T 3560-X , 64 OH; &fH IX_o*Zf

Contents H

41-108

[ oL-21521-02-3

i



W Contents

IPv6 é.30 42-11
IPv6 é:H ~;30 42-11
IPv6 <_6*f#é.30A 1 IPv6 09 f#¢é @ol"{ 42-11
DRP é.30 42-14
IPv4 A 7 IPv6 J ;&" ,26"é.30 42-14
DHCP forIPv6 é <_, °aé3o 42-16
DHCPv6 <_, °&4é:H ";30 42-16
DHCPv6 <_, °&4é30(éHcP5A 42-16
DHCPV6 (oCi»é @ol"{ 42-16
DHCPv6 "\ f;i(»é @ol"{ 42-18
IPv6 ICMP _o0;U4¢é.30 42-19
IPv6 ¢ CEF A 7 dCEF é.30 42-20
IPv6 é,29 6" "o9 f#é.30 42-20
IPv6 RIP é.30 42-22
IPv6 OSPF é.30 42-23
IPv6 é EIGRP é.30 42-25
IPv6 é HSRP é.30 42-25
HSRP Co+zf 2 é @ol"{ 42-26
IPv6 € HSRP #720Jé @ol"{ 42-26
IPvV6 é-+$ 42-28
cHapTER 43 HSRP é.30 43-1
HSRP é N-b 43-1
HSRP Co+Zf 43-3
MHSRP 434
HSRP A 7, 64 , 26" 43-5
HSRP é.30 43-5
HSRP é:H ~;30 43-5
HSRP .30 (€éH ¢ P5A 43-6
HSRP é @ol"{ 43-6
HSRP éJ\ ]9 é3o0 43-8
MHSRP é.30 43-10
HSRP .z=A 12 Qoé3o0 43-10
ICMP 13 _"; T6.0+é HSRP (Po;é @ol”"{ 43-12
HSRP #720JA 1"\,2]f#é.30 43-12
Catalyst 3750-X” 3750-E”A 7 3750, 64CU+0U,26"¢ HSRP é;\
I"*X09 f# 43-12
HSRP .3 0 é-+$ 43-13

Catalyst 3750-X A 1 3560-X , 64 OH; &fH IX_o*Zf <
OL-21521-02-J |




















































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































W index

"o ~ SPAN 31-2

‘o< C\f*f# 43-4
R T6.0+" ACL
T# fz=
RADIUS aé 10-30
TACACS+ 10-14
“#f C=o 7-17
# T6.0+
Y*, 9SS T6.0+ If#

"$o0*Zf TLV ~ 29-3, 29-7

36-10

6 —

3560-X

I Catalyst 3750-X

OL-21521-02-3 |



	Catalyst 3750-X および 3560-X スイッチ ソフトウェア コンフィギュレーション ガイド
	Contents
	はじめに
	概要
	機能

	CLI の使用方法

